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Created / dropped Files
C:\Users\user\AppData\Local\Google\Chrome\User Data\14a703eb-c787-475a-b48f-db18938bcc60.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\5b2add03-91f4-4d1a-aa29-b2eecca58011.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\5e0b1786-3f28-4e66-b8cc-e0104a32eea1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\64f92139-ae75-4475-97d4-10df78132f69.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6dc17962-d21c-4e74-b805-516715b402ed.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\7d0d486f-5bd1-4852-94b1-797051b56641.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\276691e2-3ad2-426a-b1d8-84747fbb286b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\31d84669-01e0-493a-adad-18271756bf82.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3947a6cf-a1db-47f2-92f1-8c533a70acfa.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4d87e470-4378-475b-a205-1e9b4d416f00.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\562faf9f-ea2c-4e94-8954-7e048d499854.tmp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5cff92f4-d731-4465-a1cb-b2899fee929d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\622e9c9a-a461-4f12-88c7-f0c7ea316f79.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\76deb871-be35-4eca-9525-ebf3e0e256a4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7eece4f6-4c0b-42ba-8e15-d559a38f0f90.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8e236fe3-82e0-4188-9758-50a18cdc9922.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\90ae0a2d-7feb-4867-8527-0f45278d5e7c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a5c9e995-805b-4ea0-8b11-249012cd8ba7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a9f5aef8-e8e6-4c41-9265-460d4df24b8a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c089eb17-6a9d-4623-a760-8781918b0b87.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cba3848a-f7bf-4b15-b4af-796b3080bdb1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000014.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\ChromeExtMalware.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\ChromeExtMalware.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlBilling.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlBilling.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdAllowlist.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdAllowlist.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdDownloadAllowlist.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdDownloadAllowlist.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlHighConfidenceAllowlist.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlHighConfidenceAllowlist.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalBin.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalBin.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalware.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalware.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSoceng.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSoceng.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSubresourceFilter.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSubresourceFilter.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSuspiciousSite.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSuspiciousSite.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store_new
C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed
Rules\29\scoped_dir4224_1244579940\Ruleset Data
C:\Users\user\AppData\Local\Google\Chrome\User Data\bd12f7ca-5479-4454-85c0-5c00b881b38b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\ce4fb986-4dd3-4646-85a8-cd2ea75fa962.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\daad009f-f8d0-4dfa-bab2-8c909f39333f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\fd91f9d2-1373-4d8e-a593-0ac15465a8cc.tmp
C:\Users\user\AppData\Local\Temp\25e7b8cf-c7c6-4857-b00b-ac78cb44b316.tmp
C:\Users\user\AppData\Local\Temp\321b1cb5-30f8-442e-afad-8b819307cd60.tmp
C:\Users\user\AppData\Local\Temp\38b8d7b3-549d-4e53-b7fb-86b0e1daeb8a.tmp
C:\Users\user\AppData\Local\Temp\4224_269826788\Filtering Rules
C:\Users\user\AppData\Local\Temp\4224_269826788\LICENSE.txt
C:\Users\user\AppData\Local\Temp\4224_269826788\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.json
C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.json~
C:\Users\user\AppData\Local\Temp\7cd1e74a-3bea-4fd3-b28e-603a4fb3a56a.tmp
C:\Users\user\AppData\Local\Temp\8235eb80-e89d-409f-aaa5-5c96175b37f4.tmp
C:\Users\user\AppData\Local\Temp\c6b1ce35-f008-4d21-b872-8e3095174c6a.tmp
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C:\Users\user\AppData\Local\Temp\e8978088-a25b-4368-a402-b804b8314e61.tmp
C:\Users\user\AppData\Local\Temp\f8306f11-1796-4d2e-b0b0-076b0a2ffd22.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\25e7b8cf-c7c6-4857-b00b-ac78cb44b316.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\lt\messages.json

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 4224, Parent PID: 4804

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 5296, Parent PID: 4224
General
File Activities

Disassembly
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Windows Analysis Report 
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-GeOf64B1QO3Pqj4BfBfwPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1…

Overview

General Information

Sample URL: https://linkprotect.cudasvc
.com/url?
a=https%3a%2f%2f4ncz5
-oaaaa-aaaad-
qcczq...P5bR1sEWsz96z
u1YjEpVa-
GeOf64B1QO3Pqj4BfBfw
PlAE-
gtFsjV2hfrh_QzouozC2Fg
zm-iaK

Analysis ID: 635342

Infos:

Detection

Score: 2

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

HTTP GET or POST without a user …

Found iframes

Invalid T&C link found

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is start

chrome.exe (PID: 4224 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation --single-argument https://linkprotect.cudasvc

.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-GeOf64B1QO3Pqj4BfBfwPlAE-gtFsj
V2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1 MD5: 2A7452F3E3165FECBFCCAD71B04E5C37)

chrome.exe (PID: 5296 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1712,10268326247406231543,10987779347778780195,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2080 /prefetch:8 MD5:
2A7452F3E3165FECBFCCAD71B04E5C37)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures

Copyright Joe Security LLC 2022 Page 5 of 163



There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects
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Process
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OS
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Service
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Over Other
Network
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Encrypted
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on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
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on

Modify
System
Partition

Default
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Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

3
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

4
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

1
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Snort Signatures

Joe Sandbox Signatures

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph

ID: 635342

URL: https://linkprotect.cudasvc...

Startdate: 27/05/2022

Architecture: WINDOWS

Score: 2

live.prod.campus.cudaops.com linkprotect.cudasvc.com 3 other IPs or domains

chrome.exe

18 323

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

54

        started       

234-ymr-898.mktoresp.com

192.28.144.124, 443, 55372

OMNITUREUS

United States

accounts.google.com

142.250.184.205, 443, 54137

GOOGLEUS

United States

26 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-
GeOf64B1QO3Pqj4BfBfwPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

2% Virustotal Browse

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-
GeOf64B1QO3Pqj4BfBfwPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

cs6.wpc.omegacdn.net 0% Virustotal Browse

linkprotect.cudasvc.com 1% Virustotal Browse

234-ymr-898.mktoresp.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2022 Page 8 of 163

https://www.virustotal.com/gui/url/4396eac2ed628e809ff01bc12429a06583d6808894837159cacc81ab99a9e2a4/detection/u-4396eac2ed628e809ff01bc12429a06583d6808894837159cacc81ab99a9e2a4-1653672552
https://www.virustotal.com/gui/url/467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e/detection/u-467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e-1639555941
https://www.virustotal.com/gui/url/0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6/detection/u-0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6-1653555253
https://www.virustotal.com/gui/url/a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05/detection/u-a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05-1598597883


munchkin.marketo.net 1% Virustotal Browse

Source Detection Scanner Label Link

Source Detection Scanner Label Link

https://linkprotect.cudasvc.com/assets/js/jquery-3.1.1.min.js 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/assets/js/main.js 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com:443 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/assets/images/general/barracuda_logo.png 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/assets/images/general/favicon.ico 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/assets/images/general/icons/icn-block.svg 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E

0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/assets/css/bootstrap.min.css 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/assets/js/bootstrap.min.js 0% Avira URL Cloud safe

https://linkprotect.cudasvc.com/assets/css/style.css 0% Avira URL Cloud safe

https://234-ymr-898.mktoresp.com/webevents/visitWebPage?
_mchNc=1653705252041&_mchCn=&_mchId=234-YMR-898&_mchTk=_mch-barracuda.com-
1653705252040-
35118&_mchHo=campus.barracuda.com&_mchPo=&_mchRu=%2Fproduct%2Fphishline%2Fdownload
%2F12I4%2Fwhat-is-
phishing%2F&_mchPc=https%3A&_mchVr=161&_mchEcid=&_mchHa=&_mchRe=&_mchQp=

0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 142.250.185.163 true false high

app-lb-2049423805.us-east-
2.elb.amazonaws.com

3.141.143.11 true false high

cs6.wpc.omegacdn.net 93.184.221.26 true false 0%, Virustotal, Browse unknown

accounts.google.com 142.250.184.205 true false high

stats.l.doubleclick.net 74.125.140.157 true false high

www-google-analytics.l.google.com 142.250.185.78 true false high

raw.vidyard.com 100.25.244.111 true false high

clients.l.google.com 142.250.185.142 true false high

linkprotect.cudasvc.com 18.196.127.75 true false 1%, Virustotal, Browse unknown

cdn.cookielaw.org 104.16.148.64 true false high

geolocation.onetrust.com 104.20.185.68 true false high

234-ymr-898.mktoresp.com 192.28.144.124 true false 0%, Virustotal, Browse unknown

cdn.embedly.com unknown unknown false high

use.typekit.net unknown unknown false high

js-agent.newrelic.com unknown unknown false high

munchkin.marketo.net unknown unknown false 1%, Virustotal, Browse unknown

client.perimeterx.net unknown unknown false unknown

campus.barracuda.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

play.vidyard.com unknown unknown false high

assets.vidyard.com unknown unknown false high

clients2.google.com unknown unknown false high

p.typekit.net unknown unknown false high

cdn.vidyard.com unknown unknown false high

bam-cell.nr-data.net unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://campus.barracuda.com/resources/img/logo.svg false high

https://campus.barracuda.com/resources/css/lib/bootstrap-switch.min_c0f95027542.css false high

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1/detection/u-00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1-1653322403
https://www.virustotal.com/gui/url/467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e/detection/u-467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e-1639555941
https://www.virustotal.com/gui/url/0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6/detection/u-0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6-1653555253
https://www.virustotal.com/gui/url/a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05/detection/u-a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05-1598597883
https://www.virustotal.com/gui/url/00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1/detection/u-00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1-1653322403


https://linkprotect.cudasvc.com/assets/js/jquery-3.1.1.min.js false Avira URL Cloud: safe unknown

https://campus.barracuda.com/resources/fonts/glyphicons/glyphicons-regular.woff2?v=123 false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=91.0.4472.77&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://linkprotect.cudasvc.com/assets/js/main.js false Avira URL Cloud: safe unknown

https://campus.barracuda.com/resources/img/logo_barracuda_primary_reversed.svg false high

https://campus.barracuda.com/resources/js/lib/prettify_c0f95027542.js false high

https://raw.vidyard.com/v2/player_loads false high

https://campus.barracuda.com/resources/css/lib/bootstrap_c0f95027542.css false high

https://raw.vidyard.com/v2/visitors false high

https://campus.barracuda.com/resources/css/lib/ekko-lightbox.min_c0f95027542.css false high

https://linkprotect.cudasvc.com/assets/images/general/barracuda_logo.png false Avira URL Cloud: safe unknown

https://campus.barracuda.com/resources/css/lib/select2.min_c0f95027542.css false high

https://cdn.cookielaw.org/scripttemplates/6.5.0/otBannerSdk.js false high

https://campus.barracuda.com/resources/img/flags/US.png false high

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-
GeOf64B1QO3Pqj4BfBfwPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

false unknown

https://cdn.cookielaw.org/logos/1b503826-0eee-4147-b5a6-93330b3031bb/733338cb-91fd-
408a-9735-996394613c7f/logo_barracuda_primary_strapline.png

false high

https://campus.barracuda.com/support/ajax?token=9f7f28c351f17fe681853a934748796a false high

https://stats.g.doubleclick.net/j/collect?t=dc&aip=1&_r=3&v=1&_v=j96&tid=UA-75142252-
1&cid=1685313211.1653705252&jid=603741641&gjid=207295536&_gid=2073880195.1653705252&_
u=YEBAAEAAAAAAAC~&z=1210356942

false high

https://campus.barracuda.com/resources/js/campus_c0f95027542.js false high

https://campus.barracuda.com/resources/js/lib/bootstrap-v4.min_c0f95027542.js false high

https://cdn.cookielaw.org/scripttemplates/6.5.0/assets/otPcTab.json false high

https://cdn.vidyard.com/hls-
videos/ABswbQAhq1Y0sPhEXSmTqA/stream_master_4YQcdBKluY6tUgVn-Gjypg.m3u8?
YoYLrBJUPFQ4pCUbZ7ZU-u05R7QKNkP0B7rCNWGR2HD79xKshn5dIE7a0-
_oY4T8q4LQ9Ad8T8pfFdOUZFuX_jTHd9Spm_sMmlzhPW7dhuZO4k0s5nhjcprbSBEo0NBY_-
MhqhyYwpVkx18Qjmtt_3L9OcoXq6Y6OK2-DnzaJz-yZEmoKdTH4ykAnfqYBOJfD44S

false high

https://campus.barracuda.com/resources/js/ext/campus_utils_c0f95027542.js false high

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-
GeOf64B1QO3Pqj4BfBfwPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

false unknown

https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/ false high

https://cdn.cookielaw.org/scripttemplates/6.5.0/assets/otCenterRounded.json false high

https://campus.barracuda.com/node_modules/driver.js/dist/driver.min_c0f95027542.js false high

https://linkprotect.cudasvc.com/assets/images/general/favicon.ico false Avira URL Cloud: safe unknown

https://campus.barracuda.com/resources/favicons/manifest.json false high

https://campus.barracuda.com/resources/js/ext/vidyard_player_c0f95027542.js false high

https://play.vidyard.com/Q7aqpazvRqWjAQhtKJNwp7?
disable_popouts=1&v=4.3.3&type=inline&view-hash=d9838857e7a6d62946426ec98a2dc70f&play-
start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-play=1&watched-
percentage=0&watched-seconds=0&prevent-listener=0

false high

https://campus.barracuda.com/node_modules/@vidyard/embed-code/dist/v4_c0f95027542.js false high

https://cdn.cookielaw.org/scripttemplates/otSDKStub.js false high

https://cdn.vidyard.com/thumbnails/22142381/tUZ-jjxfOeFSDJzVcoHE591S78m9NRwQ.jpg false high

https://linkprotect.cudasvc.com/assets/images/general/icons/icn-block.svg false Avira URL Cloud: safe unknown

https://campus.barracuda.com/resources/js/ext/bookmark_modal_c0f95027542.js false high

https://campus.barracuda.com/resources/js/lib/select2/i18n/en.js?_=1653705245306 false high

https://campus.barracuda.com/node_modules/vue/dist/vue.min_c0f95027542.js false high

https://linkprotect.cudasvc.com/assets/css/bootstrap.min.css false Avira URL Cloud: safe unknown

https://geolocation.onetrust.com/cookieconsentpub/v1/geo/location false high

https://campus.barracuda.com/proxy/google-recaptcha_c0f95027542 false high

https://cdn.cookielaw.org/logos/static/poweredBy_ot_logo.svg false high

https://campus.barracuda.com/resources/css/lib/fakescroll_c0f95027542.css false high

https://linkprotect.cudasvc.com/assets/js/bootstrap.min.js false Avira URL Cloud: safe unknown

https://campus.barracuda.com/resources/img/logo_square.svg false high

https://campus.barracuda.com/resources/js/lib/fakescroll.min_c0f95027542.js false high

Name Malicious Antivirus Detection Reputation
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https://campus.barracuda.com/resources/js/lib/jquery-ui.min_c0f95027542.js false high

https://campus.barracuda.com/video/play/12I4/what-is-phishing/ false high

https://cdn.cookielaw.org/consent/310f8906-81ca-4195-9953-d2d83dd46b61/310f8906-81ca-
4195-9953-d2d83dd46b61.json

false high

https://campus.barracuda.com/resources/css/lib/jquery-ui.min_c0f95027542.css false high

https://campus.barracuda.com/resources/js/lib/ekko-lightbox.min_c0f95027542.js false high

https://campus.barracuda.com/resources/css/lib/glyphicons_c0f95027542.css false high

https://campus.barracuda.com/to/12I4 false high

https://campus.barracuda.com/resources/img/logo_white.svg false high

https://campus.barracuda.com/resources/favicons/favicon.ico false high

https://campus.barracuda.com/resources/attachments/frames/Q7aqpazvRqWjAQhtKJNwp7_thumb.
png

false high

https://campus.barracuda.com/resources/css/campus_c0f95027542.css false high

https://campus.barracuda.com/node_modules/jquery/dist/jquery.min_c0f95027542.js false high

https://linkprotect.cudasvc.com/assets/css/style.css false Avira URL Cloud: safe unknown

https://campus.barracuda.com/node_modules/vue-resource/dist/vue-
resource.min_c0f95027542.js

false high

https://campus.barracuda.com/resources/js/lib/bootstrap-switch.min_c0f95027542.js false high

https://campus.barracuda.com/resources/css/lib/select2-bootstrap.min_c0f95027542.css false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://campus.barracuda.com/resources/js/lib/select2/select2.min_c0f95027542.js false high

https://campus.barracuda.com/resources/js/ext/bookmark.vue_c0f95027542.js false high

https://234-ymr-898.mktoresp.com/webevents/visitWebPage?
_mchNc=1653705252041&_mchCn=&_mchId=234-YMR-898&_mchTk=_mch-barracuda.com-
1653705252040-
35118&_mchHo=campus.barracuda.com&_mchPo=&_mchRu=%2Fproduct%2Fphishline%2Fdownl
oad%2F12I4%2Fwhat-is-
phishing%2F&_mchPc=https%3A&_mchVr=161&_mchEcid=&_mchHa=&_mchRe=&_mchQp=

false Avira URL Cloud: safe unknown

https://campus.barracuda.com/resources/js/ext/ajax_utils_c0f95027542.js false high

https://campus.barracuda.com/resources/css/lib/jquery.dataTables_c0f95027542.css false high

https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/ false high

https://campus.barracuda.com/resources/js/lib/mus_c0f95027542.js false high

https://campus.barracuda.com/resources/js/lib/tether.min_c0f95027542.js false high

https://cdn.cookielaw.org/consent/310f8906-81ca-4195-9953-d2d83dd46b61/a5731440-40d1-
4e86-9cd7-c6cb5d11311a/en.json

false high

https://campus.barracuda.com/proxy/typekit_c0f95027542 false high

https://campus.barracuda.com/proxy/vzaar-google-analytics false high

campus.barracuda.com/to/12I4 false high

https://campus.barracuda.com/node_modules/@vidyard/embed-code/dist/v4.js false high

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://easylist.to/) LICENSE.txt.1.dr false high

https://linkprotect.cudasvc.com:443 8e236fe3-82e0-4188-9758-50a18cdc9922.tmp.1.dr, 
a5c9e995-805b-4ea0-8b11-249012cd8ba7.tmp.1.dr, 
3947a6cf-a1db-47f2-92f1-8c533a70acfa.tmp.1.dr, 
a9f5aef8-e8e6-4c41-9265-460d4df24b8a.tmp.1.dr, 7e
ece4f6-4c0b-42ba-8e15-d559a38f0f90.tmp.1.dr

false Avira URL Cloud: safe unknown

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.1.dr false high

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_background.js.1.dr, craw_window.js.1.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

manifest.json.1.dr, craw_window.js.1.dr false high

https://www.office.com/2#Office History Provider Cache.1.dr false high

https://www.google.com/images/x2.gif craw_window.js.1.dr false high

https://www.google.com/images/dot2.gif craw_window.js.1.dr false high

https://www.google.com/ manifest.json.1.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.1.dr false high

https://linkprotect.cudasvc.com/url?
a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E

History Provider Cache.1.dr false Avira URL Cloud: safe unknown

URLs from Memory and Binaries
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https://sandbox.google.com/payments/v4/js/integrator.j
s

manifest.json.1.dr, craw_window.js.1.dr false high

https://accounts.google.com/MergeSession craw_window.js.1.dr false high

https://creativecommons.org/compatiblelicenses LICENSE.txt.1.dr false high

https://github.com/easylist) LICENSE.txt.1.dr false high

https://creativecommons.org/. LICENSE.txt.1.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_background.js.1.dr, craw_window.js.1.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.1.dr false high

https://clients2.google.com/service/update2/crx manifest.json.1.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

3.141.143.11 app-lb-2049423805.us-
east-
2.elb.amazonaws.com

United States 16509 AMAZON-02US false

192.28.144.124 234-ymr-
898.mktoresp.com

United States 15224 OMNITUREUS false

100.25.244.111 raw.vidyard.com United States 14618 AMAZON-AESUS false

104.16.148.64 cdn.cookielaw.org United States 13335 CLOUDFLARENETUS false

142.250.185.163 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

142.250.185.142 clients.l.google.com United States 15169 GOOGLEUS false

142.250.184.205 accounts.google.com United States 15169 GOOGLEUS false

93.184.221.26 cs6.wpc.omegacdn.net European Union 15133 EDGECASTUS false

74.125.140.157 stats.l.doubleclick.net United States 15169 GOOGLEUS false

104.20.185.68 geolocation.onetrust.com United States 13335 CLOUDFLARENETUS false

239.255.255.250 unknown Reserved unknown unknown false

18.196.127.75 linkprotect.cudasvc.com United States 16509 AMAZON-02US false

IP

192.168.2.1

World Map of Contacted IPs

Public IPs

Private

Copyright Joe Security LLC 2022 Page 12 of 163



127.0.0.1

IP

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 635342

Start date and time: 27/05/202219:31:41 2022-05-27 19:31:41 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 10s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowsinteractivecookbook.jbs

Sample URL: https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-GeOf64B1QO3Pqj4BfBfwPlAE-
gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

Number of analysed new started processes 
analysed:

14

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean2.win@30/135@22/14

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, HxTsr.exe, CompPkgSrv.exe, WMIADAP.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.184.195, 142.250.181.238, 74.125.111.134, 142.250.186.42, 142.250.185.227, 142.250.181.227, 142.250.185.99, 142.250.186.78,
142.251.36.142, 104.90.146.131, 92.123.225.51, 92.123.225.18, 216.58.212.163, 92.123.195.90, 92.123.195.51, 104.92.82.60, 104.16.90.50, 104.16.89.50, 151.101.1.181,
151.101.193.181, 151.101.129.181, 151.101.65.181, 142.250.185.138, 151.101.66.137, 151.101.194.137, 151.101.2.137, 151.101.130.137, 162.247.243.147, 162.247.243.146, 142.2
50.74.202, 142.250.185.78, 142.250.185.195
Excluded domains from analysis (whitelisted): ssl.gstatic.com, r1.sn-4g5edn6k.gvt1.com, tls12.newrelic.com.cdn.cloudflare.net, clientservices.googleapis.com, e10776.b.akamaiedge.net,
arc.msn.com, r1---sn-4g5edn6r.gvt1.com, wildcard.marketo.net.edgekey.net, a1874.dscg1.akamai.net, client.perimeterx.net.edgekey.net, redirector.gvt1.com, use-stls.adobe.com.edge
suite.net, login.live.com, update.googleapis.com, safebrowsing.googleapis.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com, e4556.d.akamaiedge.net, www.google-
analytics.com, www.bing.com, client.wns.windows.com, fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com, fonts.gstatic.com, ctldl.windowsupdate.com, r2---sn-
4g5edn6y.gvt1.com, r1---sn-4g5edn6k.gvt1.com, p.shared.global.fastly.net, k.sni.global.fastly.net, p.typekit.net-stls-v3.edgesuite.net, cdn.embed.ly.cdn.cloudflare.net, ris.api.iris.micr
osoft.com, cs6.wpc.apr-17a6a-2.edgecastdns.net, licensing.mp.microsoft.com, nexusrules.officeapps.live.com, a1988.dscg1.akam
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

General Information

Warnings

Simulations

Behavior and APIs
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⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 102356

Entropy (8bit): 3.7582387751690636

Encrypted: false

SSDEEP: 384:FmhRHnUMzdvVqB8bbbYnPUe9Ng/BdWmlEuIf1DbNRWlKDkN5xGmRja2hV1Bvahm+:uaomHWlP/81bhUKJoKHSNxi

MD5: 675CB12A745694E572C9BB28E93619D9

SHA1: 7376FF7E27C121CAF8D3E249E8CF1EC937D05AB5

SHA-256: BA231D3712E8A506CCE84E61AE28602C60AD1DADDB1AFF0029AD0354F75AE02E

SHA-512: 022179E23469ABC24FD319C671A9D4F33E6FB478602D5B5C12C599C51963D14B3408F4F4A1CBE540D9766E3913C812F73D768EBFE26B5915AE229852476BF2BF

Malicious: false

Reputation: low

Preview: ...............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...c
.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .O
.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n
.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...r]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.\.7.-
.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............r]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112221

Entropy (8bit): 6.0663934438942615

Encrypted: false

SSDEEP: 3072:4V2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:4V2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: 4C48024D1C88E7FF79ADF71FF59ED421

SHA1: 4827C4223B8F7959B1EDA01E28D3EC1D8A7DC6B0

SHA-256: 641A880D2FED6EE1D7B80BE07C2F03D4B63E6885168DDE654E0ED2E08B701521

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Google\Chrome\User Data\14a703eb-c787-475a-b48f-db18938bcc60.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\5b2add03-91f4-4d1a-aa29-b2eecca58011.tmp
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SHA-512: 8F28DEE4E487E029D3C4F825E27174FAFDEE941AE4F7EC0DAECE8A4C4C28A69FF1BA81154EF543403E158298505ABF808BAB3C5DCF2582D4128895F81A3D49
3D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13266608258956374"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 101616

Entropy (8bit): 3.758484922019932

Encrypted: false

SSDEEP: 384:pmhRHnUMzdvVqB8bbbYnPUe9Ng/BdWmlEuIf1DbNRWlKDkN5xGmRja2hhBvahmE5:yaomHQlP/81bhUKJoKHSNxC

MD5: F1AE555F13A300AB4537511A4CDD475D

SHA1: 956C955B50EA4683A717702FEEFBC648128E5A58

SHA-256: D0F591E41441B1801F8F0A93E844C597843CFFA0FAEA7D88D6C66BF0EAE709DB

SHA-512: B001C56B6C7EB48534C9ADDDB6A49C15BCE617C97B298E8AF5AE84DF83FD4464DE7F51F2FA3AA2EF422F7E24C7B41F71852F0C3D41DA5E260809465CFD4692
F0

Malicious: false

Reputation: low

Preview: ...............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...c
.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .O
.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n
.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...r]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.\.7.-
.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............r]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112221

Entropy (8bit): 6.066393248223927

Encrypted: false

SSDEEP: 3072:Qv2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:Qv2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: B792782B1F5A24F8A39DAE6828B12C2B

SHA1: ABDA01D549FD4AF3CE43588F01E058DF7B91D2CB

SHA-256: D9DBE68B08A78F542BBF2A36E520E5EC78CC2935A00C100F5FD0EAD32D8208BF

SHA-512: 19620360EAF1914462B0969726231A4E86B782CAC807A538FA41C8E2259C77FB9FED3DDC5EB27BDEC9E31B166335B6BC830D846C3CC4D4E75275330AAE543F6
E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13298178816365146"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112221

Entropy (8bit): 6.0663934438942615

Encrypted: false

SSDEEP: 3072:4V2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:4V2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: 4C48024D1C88E7FF79ADF71FF59ED421

C:\Users\user\AppData\Local\Google\Chrome\User Data\5e0b1786-3f28-4e66-b8cc-e0104a32eea1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\64f92139-ae75-4475-97d4-10df78132f69.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\6dc17962-d21c-4e74-b805-516715b402ed.tmp
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SHA1: 4827C4223B8F7959B1EDA01E28D3EC1D8A7DC6B0

SHA-256: 641A880D2FED6EE1D7B80BE07C2F03D4B63E6885168DDE654E0ED2E08B701521

SHA-512: 8F28DEE4E487E029D3C4F825E27174FAFDEE941AE4F7EC0DAECE8A4C4C28A69FF1BA81154EF543403E158298505ABF808BAB3C5DCF2582D4128895F81A3D49
3D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13266608258956374"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 99568

Entropy (8bit): 3.7576756687818613

Encrypted: false

SSDEEP: 384:GmhRHnUMzdvVqAbb0Ue9Ng/BdWmlEuIf1DbNRWlKDkN5xGmRja2hhBvahmE4YTaA:UomHQlP/81bhUKJoKHSNxq

MD5: DC3FAC4F0C70A593B2D746C7A78BD01C

SHA1: 10822381D231B710CC92919A372A19C2740075B4

SHA-256: 387D75370AA0544E00B24637DE5DDCF42EE2FFA5658E857C5FD349197BEA576E

SHA-512: 2B55BB285FE61D99F579CF8CC50FFB7D0430D72FEAEF6213E77BBDF257DCD642BF5B156859805EB00FD78737AFB47CFF4FCA3E71F95C724216377862EDACF63
B

Malicious: false

Reputation: low

Preview: ...............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...c
.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .O
.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n
.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...r]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.\.7.-
.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............r]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXKYijn:+aj

MD5: F11D60E0949BD6C7B005E067ABC8B546

SHA1: 755490A3E89E6A6FAAD8A0065644A14CD117E73C

SHA-256: C880A789C9A30D2382324595DCB404A27C8DA2FE1BF7BB663FFA3B29C4224C03

SHA-512: 94BA7668814D9E0B728ACB2EB3FF59F228540A65ADE83230975861E90BE830C8C3FD1CB12E646851B2BDD7EBFB24397BD5FE43D61E6F7C135B38BC8EBAEF6A
D7

Malicious: false

Reputation: low

Preview: sdPC.....................^"/...B.$.J.|.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18390

Entropy (8bit): 5.554903430527254

Encrypted: false

SSDEEP: 384:VzztcLlHXg1kXqKf/pUZNCgVLH2HfVTrUnHGx+d48D:wLl3g1kXqKf/pUZNCgVLH2Hf1rUHGsdp

MD5: 00DFDA76D1CC76D3E80B01F5ECACAEB6

SHA1: 0847FDEC97B54EF5550DB60615D2E844B7D1604B

SHA-256: E06D6490085DE2D56591ABACD830238999D71A1A453FCC163EA3822951D17D8C

C:\Users\user\AppData\Local\Google\Chrome\User Data\7d0d486f-5bd1-4852-94b1-797051b56641.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\276691e2-3ad2-426a-b1d8-84747fbb286b.tmp
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SHA-512: 8AE8A40A461E97429220BE93615BB7736F290BE4E5B367DEC7FDF1AA0A717CF8BD5EE230034888FE8F1DD942E29D58C42CCA852ADB5DA0356889A0B3588BB8
D3

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298178775387980","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3461

Entropy (8bit): 4.954924051795765

Encrypted: false

SSDEEP: 48:Yc0vl2rAHqkSoTw04UoFfG48cZTSUQ/9BhUOEyMoI3HmeSye7pNGjHpLgqoonVuZ:nZfkhkc+ZRMMoiVmde1gMVuziC

MD5: 0C04313C58EE79A70147647B86445FED

SHA1: 448E2A07F230DCBD02DBEE2DB6EC9AF19E13E643

SHA-256: CF361BC0EBF3BBDBF62B5C5041A7FC714985428BCA19889D6813CD8791D5181C

SHA-512: 000F8303FFFD31774C041DECA4A1FB4EF1E9771675C82B2AC8889AF1B08182580065792EAB6BFA71C84A386F1FAB6577C67FD7B4009F4CD8FA27318D880D4D1D

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
t":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"91.0.4472.77"},"federated_learning":{"
floc_id":{"compute_time":"13298178777035725","finch_config_version":"1","history_begin_time":"0","history_end_time":"0","sorting_lsh_version":"0"}},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"d92e5033-b1fd-415f-b911-cea17853d35f"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidati

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4465

Entropy (8bit): 5.0476097975298595

Encrypted: false

SSDEEP: 96:nvfk2KIkR+ZRMMoiVmd9kujZh0osrMVYAi8wB:nnk2qQMM2ku4oKX

MD5: E05D439799D0ADBC0D3EAF96371B29FB

SHA1: 82D1A83C36C638EF6B1EEBADA1E9C5860DC56FEC

SHA-256: F75DEFA1C4488DB1F697E3146F4ACA4821BC83EF6A6D7EA8C1BA3D59B2AC38A5

SHA-512: CDBEBAFCE81094987CFEB3C0D503A624B349996C5672541428BF43CF7071464E2A7FB8AF2D291EC75BC5212C4D610D79842806D06D9168DB7F9EC3749F45221F

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":91},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":30,"115188287":53,"21145003":243,"35565745":2,"49601082":3,"5151071":2,"54845618":19,"6019475":81,"8
8863520":1}},"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initialized":true},"chr
ome_url_overrides":{},"last_chrome_version":"91.0.4472.77"},"federated_learning":{"floc_id":{"compute_time":"13298178777035725","finch_config_version":"1","hist
ory_begin_time":"0","history_end_time":"0","sortin

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3461

Entropy (8bit): 4.955171054877963

Encrypted: false

SSDEEP: 48:Yc0vl2rAHqkSoTw04UoFfG48cZTSUQ/9BhUOEyMoI3HmeSye7pNGjHpLgqoonVuW:nZfkhkc+ZRMMoiVmde1gMVuAiC

MD5: B27B0DE9DFD78D00B87ED979B97ECC1A

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\31d84669-01e0-493a-adad-18271756bf82.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3947a6cf-a1db-47f2-92f1-8c533a70acfa.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4d87e470-4378-475b-a205-1e9b4d416f00.tmp
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SHA1: A757604F1998F51BDB2307E5D5A51921FF880978

SHA-256: 920082115FA6FB7E7602C82EB4880BCAE93A72EC32087239DD7B5E7E0FD2C847

SHA-512: 21083AB071D9FCAC2F23B8A12BD9FFD952B785292815DC2C7C295B6E4D6C0583C947406B68569256E093F0F933DA02FB48653D78CE21DCE859D59314BAC6C234

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
t":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"91.0.4472.77"},"federated_learning":{"
floc_id":{"compute_time":"13298178777035725","finch_config_version":"1","history_begin_time":"0","history_end_time":"0","sorting_lsh_version":"0"}},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"d92e5033-b1fd-415f-b911-cea17853d35f"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidati

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15830

Entropy (8bit): 5.571322014090221

Encrypted: false

SSDEEP: 384:Vc1tsLlHXT1kXqKf/pUZNCgVLH2HfVDrUi+RZd4c:xLl3T1kXqKf/pUZNCgVLH2HfZrUiGdT

MD5: ECBDC50B1083C3C6D9686DBB0D662665

SHA1: 5D7FD3B4BDD658AD901B7DB8F971BF805765B26B

SHA-256: 3470F0B2C3E95BAC6559C62C3A8CCCB10C2BC82236A1996A3A104C610C346A49

SHA-512: DF4A44FCEE62982DCF5AF94070F10E09D50118AF192EDD12200B488A93B69A6B5A15D356195FA7DE144073CC1925A9253810D4E54E788545F128B09CD9FF4259

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298178775387980","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16299

Entropy (8bit): 5.567529280855796

Encrypted: false

SSDEEP: 384:VzztpLlHXg1kXqKf/pUZNCgVLH2HfVTrUsy6d4Ls:lLl3g1kXqKf/pUZNCgVLH2Hf1rUsLd3

MD5: 882F16C2FCD7306E28EFF2EB2178A0D3

SHA1: 6F83E06E6B200E7192888ADCD76B087EE80BCD4D

SHA-256: 359CE048790773405CCA3DE856C4276869056ECBDB5234E6250623DE5BF6DF38

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\562faf9f-ea2c-4e94-8954-7e048d499854.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5c 92f4-d731-4465-a1cb-b2899fee929d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\622e9c9a-a461-4f12-88c7-f0c7ea316f79.tmp
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SHA-512: 4B77DB500D39B708542B7936591CE05A59380875CACF4C3513B2B4FDF2B6E0DFC91E785F0314A84EBD4BD50C78667FF687F54192458C882D12051DF46D612D21

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298178775387980","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 8777

Entropy (8bit): 4.753703304830562

Encrypted: false

SSDEEP: 192:JjDcTJ6fmmQQ32++defFXjtyIQkCS+M25cVN1w62qPnS6iACoDGvgrTDHX0G6MU1:JjDcTJ6fmmQQ32++defFXjtyIQkCS+ME

MD5: 1CF0697EBFE84D369E6F36DA82C21A07

SHA1: 05A62A409B3BBC070DFCB6E993B32866ED4016EC

SHA-256: 65327EF915F68EC6A2D495444D06D231AAFD121FFD4FD6A678DE95819B20EA25

SHA-512: 291044F23BB9CB32127C2D5290F53C879289670C3893BD2B163482929B226531E5D0D8A770AD3FA8CE1C59FD05E4ABEA35A5E345BC84408400D1BC4F1875EDE5

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://content-autofill.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://c2rsetup.off
iceapps.live.com","supports_spdy":true},{"isolation":[],"server":"https://chrome.cloudflare-dns.com","supports_spdy":true},{"isolation":[],"server":"https://img-prod-cms-rt-
microsoft-com.akamaized.net","supports_spdy":true},{"isolation":[],"server":"https://fpt.microsoft.com","supports_spdy":true},{"isolation":[],"server":"https://storage.live.com"
,"supports_spdy":true},{"isolation":[],"server":"https://shell.cdn.office.net","supports_spdy":true},{"isolation":[],"server":"https://spoprod-a.akamaihd.net","supports_s
pdy":true},{"isolation":[],"server":"https://www.microsoft.com","supports_spdy":true},{"isolation":[],"server":"https://controls.platform.account.www.microsoft.com","supp
orts_spdy":true},{"isolation":[],"server":"https://wcpstatic.microsoft.com","supports_spdy":true},{"isolation":[],"server":"https:

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4325

Entropy (8bit): 5.037065989663459

Encrypted: false

SSDEEP: 96:nHfk2KIkE+ZRMMoiVmdJkx1X1srMVYAi8wB:n/k2DQMMOkxR1KX

MD5: 36F0CE6427C533DCA5653C58F0F80321

SHA1: 1E43F208641076414E49C0DBEF624DAD3ABDA799

SHA-256: EF069ECF1759F0263FF85DF0B954B7653EA9C20C04B9EB68B4A83D979D10DA38

SHA-512: 9B57D1569A381D7E569725EDE1103B2F34B8729DE230FAA608EFEE1126455DC9C784212E57907BAF422DAA2721906F64279E9104E787330F95B9729C54CBF03E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":91},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":15,"115188287":53,"21145003":243,"35565745":2,"5151071":2,"6019475":81}},"default_apps_install_state
":2,"domain_diversity":{"last_reporting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"91.0.
4472.77"},"federated_learning":{"floc_id":{"compute_time":"13298178777035725","finch_config_version":"1","history_begin_time":"0","history_end_time":"0","sortin
g_lsh_version":"0"}},"gaia_cookie":{"cha

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4452

Entropy (8bit): 5.045045416658183

Encrypted: false

SSDEEP: 96:nHfk2KIkE+ZRMMoiVmd9kujZh0osrMVYAi8wB:n/k2DQMM2ku4oKX

MD5: 4CF7ABB3B17D80F5E4A183B9F369BEB4

SHA1: EB12D0242F211627E313E6C4540E1093DE21ABCD

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\76deb871-be35-4eca-9525-ebf3e0e256a4.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7eece4f6-4c0b-42ba-8e15-d559a38f0f90.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8e236fe3-82e0-4188-9758-50a18cdc9922.tmp
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SHA-256: C8DD88A7E6F9329E8C8ACA729D01DF495E60DC42BC80E8C4D3E15F1285C260F1

SHA-512: F87A1251A7ACEE6811067F3DD612E6ED1DB61B68F88C045D019E013C25739822A67D2A56D20A2B177D18A978562A437F1B70C7206D536129812A2CBF5D1C5550

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":91},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":15,"115188287":53,"21145003":243,"35565745":2,"49601082":3,"5151071":2,"54845618":19,"6019475":81}},
"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"
last_chrome_version":"91.0.4472.77"},"federated_learning":{"floc_id":{"compute_time":"13298178777035725","finch_config_version":"1","history_begin_time":"0","hi
story_end_time":"0","sorting_lsh_version

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18389

Entropy (8bit): 5.554932778791964

Encrypted: false

SSDEEP: 384:VzztcLlHXg1kXqKf/pUZNCgVLH2HfVTrUnHGgUd4X:wLl3g1kXqKf/pUZNCgVLH2Hf1rUHGzdo

MD5: A4146001ED7052588EFA0A0DD7F88EC7

SHA1: 93D26B3054193857DEF8F19131F3505F811D76B7

SHA-256: CD2C18B9419EC9505C2B46F0198225B2DD53623737501422BF4FB4A06C5D9587

SHA-512: F192EDE838EB45310F32EC959B77051E44E84936194D2DADE9D21D72FB167A3B55FD3EAEB6C894B106944B09CDCF8518110CC72C6B99722E64F112A21C57D2D
C

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298178775387980","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 181072

Entropy (8bit): 5.774426487043815

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\90ae0a2d-7feb-4867-8527-0f45278d5e7c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico (copy)
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Encrypted: false

SSDEEP: 1536:avbYFOZyYb37psk2SVlfN/qskVMxoZ51+XBY95/E5cCDd4QAOXxfzUBn2Y2l3P:a8Y7wqFTkVMO51+XBY96Nd4ByVuV2l3P

MD5: 1B40AC9ABB964672109D49ABFCFE2717

SHA1: 966E224F2887075825D42D2E7E0063BFAA81A99C

SHA-256: 503149B1B47F8296DEDB800251DBD9AF614856F0D7E6AB1C03DBC90EBCE53674

SHA-512: 00B50E49CAFD8246102BB460C7B96C20B50A2DDCB48A64C40D65901B517A2698DB9C5AA5EC7F143314DDB8D74624377F12A95C7F4D9FCE206473E8BBF126388
B

Malicious: false

Reputation: low

Preview: ............ .H............. ............... .p............. .h...n......... ............... .........  .... .....n...((.... .h.......00.... ..%..~H..@@.... .(B..&n..``.... .....N......... .(....D........ .2v...M..(............. ...........
......................]..X\.).H...>..Z............\..._...V...F...A...A.......^..Wb...f.)...l...v.M...B...@..Wc...[.....z...`...J.....9...E...k...R.D.......G...A.....;...E...h..XKd..KW..........D...>...=..X....
GQ.JW..;M..8K..@H..=;.............JV.YKV.IT.BS.Y........................................(............. .....................................[..TZ.5.B...@..T................X...]...`...\...K...D...A...;.......3...\...e...
V...h.).d.G.<...F...@...3...^..Td...X.....e....v.....:...E...=..T`...d...h.B.....?...;...O...B...A...b.!.g...Ru......9...8...P...C...C...l..U].M.5@..............6...C...@..T....EW..LX..=K..O
b..Me..5R..AX..;V..++......BL..KW..KW..DO..BL..EN..AJ..;1..................HT.UIV.FT.BQ.U..............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1953

Entropy (8bit): 6.020979625225018

Encrypted: false

SSDEEP: 48:iiie/mlI/kcPAyxMj/mYnsvxyKXiT0i61VdB++hDVnMsv3tIIM:iRedkJy+jW5Iic+hDVRnM

MD5: 68D02179C24EFA8EFF3C35E1D45CC8F1

SHA1: C327482A733AF99176BBD1C88719295F8BF141FA

SHA-256: 4AEA86C032D6A5398EF762EA44A805CAA5B216AF0F872EE42F7D111B11FE8089

SHA-512: 17B81AD7DCB7C8C3AEC5C44C471EF45F9C6EA3630FCDA8B32072D33C9889B66DBC8C1519AA4D3E1D293527F268C556383FFA425D363718295B79725057132793

Malicious: false

Reputation: low

Preview: ............."... ..365..com..https..login..microsoft..office..www..1..4ncz5..a..aaaad..access..app..barracuda..c..cai..cudasvc..e..geof64b1qo3pqj4bfbfwplae..gtfsjv2hfrh.
.iakmtoem3a..ic0..linkprotect..networks..oaaaa..qcczq..qzouozc2fgzm..raw..typo..url..warning.-yzygtry9tkljqbjfr2fcl9thp5br1sewsz96zu1yjepva*... ....1......365......4ncz5.
.....a......aaaad......access......app......barracuda......c......cai......com......cudasvc......e......geof64b1qo3pqj4bfbfwplae......gtfsjv2hfrh......https......iakmtoem3a......ic0......lin
kprotect......login......microsoft......networks......oaaaa......office......qcczq......qzouozc2fgzm......raw......typo......url......warning......www...1.-yzygtry9tkljqbjfr2fcl9thp5br1sewsz
96zu1yjepva..2...!.....0........1..........2..........3..........4.........5..........6..........9........a....................b..........c.....................d..........e...............f.............g.............h..........i.............
..j..........k...........l............m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 8777

Entropy (8bit): 4.753703304830562

Encrypted: false

SSDEEP: 192:JjDcTJ6fmmQQ32++defFXjtyIQkCS+M25cVN1w62qPnS6iACoDGvgrTDHX0G6MU1:JjDcTJ6fmmQQ32++defFXjtyIQkCS+ME

MD5: 1CF0697EBFE84D369E6F36DA82C21A07

SHA1: 05A62A409B3BBC070DFCB6E993B32866ED4016EC

SHA-256: 65327EF915F68EC6A2D495444D06D231AAFD121FFD4FD6A678DE95819B20EA25

SHA-512: 291044F23BB9CB32127C2D5290F53C879289670C3893BD2B163482929B226531E5D0D8A770AD3FA8CE1C59FD05E4ABEA35A5E345BC84408400D1BC4F1875EDE5

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://content-autofill.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://c2rsetup.off
iceapps.live.com","supports_spdy":true},{"isolation":[],"server":"https://chrome.cloudflare-dns.com","supports_spdy":true},{"isolation":[],"server":"https://img-prod-cms-rt-
microsoft-com.akamaized.net","supports_spdy":true},{"isolation":[],"server":"https://fpt.microsoft.com","supports_spdy":true},{"isolation":[],"server":"https://storage.live.com"
,"supports_spdy":true},{"isolation":[],"server":"https://shell.cdn.office.net","supports_spdy":true},{"isolation":[],"server":"https://spoprod-a.akamaihd.net","supports_s
pdy":true},{"isolation":[],"server":"https://www.microsoft.com","supports_spdy":true},{"isolation":[],"server":"https://controls.platform.account.www.microsoft.com","supp
orts_spdy":true},{"isolation":[],"server":"https://wcpstatic.microsoft.com","supports_spdy":true},{"isolation":[],"server":"https:

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4481

Entropy (8bit): 5.051571195338367

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Copyright Joe Security LLC 2022 Page 21 of 163



Encrypted: false

SSDEEP: 96:nQfk2KIkR+ZRMMoiVmd9kujS0osrMVYAi8wB:nkk2qQMM2kuXoKX

MD5: 66C3E63A10ADA05E92A4CEB2CB283687

SHA1: 6A0E66941C1B23447ECB40A7DE56A070F12EBC6A

SHA-256: 665F0EE222AE3780BF58427CBECCA64FA6D67D9756EF8D908578C92A3329A4A3

SHA-512: D9E9A49BC160F32014876F9AF3E45B5231E9B1AFFF6106037A4D892E74E61A36F0981A7D7A8A1847F1431A73A13223A44675C6F3EAACE08D38D0B97E972A853C

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":91},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":30,"115188287":53,"21145003":243,"35565745":2,"49601082":3,"5151071":2,"54845618":19,"6019475":81,"8
2509217":9947,"88863520":1}},"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initial
ized":true},"chrome_url_overrides":{},"last_chrome_version":"91.0.4472.77"},"federated_learning":{"floc_id":{"compute_time":"13298178777035725","finch_config_ve
rsion":"1","history_begin_time":"0","history_end_t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18390

Entropy (8bit): 5.554903430527254

Encrypted: false

SSDEEP: 384:VzztcLlHXg1kXqKf/pUZNCgVLH2HfVTrUnHGx+d48D:wLl3g1kXqKf/pUZNCgVLH2Hf1rUHGsdp

MD5: 00DFDA76D1CC76D3E80B01F5ECACAEB6

SHA1: 0847FDEC97B54EF5550DB60615D2E844B7D1604B

SHA-256: E06D6490085DE2D56591ABACD830238999D71A1A453FCC163EA3822951D17D8C

SHA-512: 8AE8A40A461E97429220BE93615BB7736F290BE4E5B367DEC7FDF1AA0A717CF8BD5EE230034888FE8F1DD942E29D58C42CCA852ADB5DA0356889A0B3588BB8
D3

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298178775387980","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
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Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4361

Entropy (8bit): 5.035734692593887

Encrypted: false

SSDEEP: 96:nHfk2KIkE+ZRMMoiVmdJkx18osrMVYAi8wB:n/k2DQMMOkx+oKX

MD5: 490BFF547AE9C563B7413DF63190C481

SHA1: 044D9D4DD8B51240AA141132EC894256877AAFF0

SHA-256: B0039C4FDCECA6F7A0050E9860027194FA8E0DA2084E30623B9890D37EFC5895

SHA-512: 039DAE3873A7B189B28EEE9943332B0711DB9A71892C5064400EA6130E90892E0CA92533690F542EF2229863FADADC63CC34D312E1556A13419D84CEB8002966

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":91},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":15,"115188287":53,"21145003":243,"35565745":2,"5151071":2,"6019475":81}},"default_apps_install_state
":2,"domain_diversity":{"last_reporting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"91.0.
4472.77"},"federated_learning":{"floc_id":{"compute_time":"13298178777035725","finch_config_version":"1","history_begin_time":"0","history_end_time":"0","sortin
g_lsh_version":"0"}},"gaia_cookie":{"cha

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4481

Entropy (8bit): 5.051571195338367

Encrypted: false

SSDEEP: 96:nQfk2KIkR+ZRMMoiVmd9kujS0osrMVYAi8wB:nkk2qQMM2kuXoKX

MD5: 66C3E63A10ADA05E92A4CEB2CB283687

SHA1: 6A0E66941C1B23447ECB40A7DE56A070F12EBC6A

SHA-256: 665F0EE222AE3780BF58427CBECCA64FA6D67D9756EF8D908578C92A3329A4A3

SHA-512: D9E9A49BC160F32014876F9AF3E45B5231E9B1AFFF6106037A4D892E74E61A36F0981A7D7A8A1847F1431A73A13223A44675C6F3EAACE08D38D0B97E972A853C

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13298178776778615","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":91},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2734,"this_wee
k_services_downstream_foreground_kb":{"112189210":30,"115188287":53,"21145003":243,"35565745":2,"49601082":3,"5151071":2,"54845618":19,"6019475":81,"8
2509217":9947,"88863520":1}},"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13298178776780363"},"extensions":{"alerts":{"initial
ized":true},"chrome_url_overrides":{},"last_chrome_version":"91.0.4472.77"},"federated_learning":{"floc_id":{"compute_time":"13298178777035725","finch_config_ve
rsion":"1","history_begin_time":"0","history_end_t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 181072

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a5c9e995-805b-4ea0-8b11-249012cd8ba7.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a9f5aef8-e8e6-4c41-9265-460d4df24b8a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c089eb17-6a9d-4623-a760-8781918b0b87.tmp
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Entropy (8bit): 5.774426487043815

Encrypted: false

SSDEEP: 1536:avbYFOZyYb37psk2SVlfN/qskVMxoZ51+XBY95/E5cCDd4QAOXxfzUBn2Y2l3P:a8Y7wqFTkVMO51+XBY96Nd4ByVuV2l3P

MD5: 1B40AC9ABB964672109D49ABFCFE2717

SHA1: 966E224F2887075825D42D2E7E0063BFAA81A99C

SHA-256: 503149B1B47F8296DEDB800251DBD9AF614856F0D7E6AB1C03DBC90EBCE53674

SHA-512: 00B50E49CAFD8246102BB460C7B96C20B50A2DDCB48A64C40D65901B517A2698DB9C5AA5EC7F143314DDB8D74624377F12A95C7F4D9FCE206473E8BBF126388
B

Malicious: false

Reputation: low

Preview: ............ .H............. ............... .p............. .h...n......... ............... .........  .... .....n...((.... .h.......00.... ..%..~H..@@.... .(B..&n..``.... .....N......... .(....D........ .2v...M..(............. ...........
......................]..X\.).H...>..Z............\..._...V...F...A...A.......^..Wb...f.)...l...v.M...B...@..Wc...[.....z...`...J.....9...E...k...R.D.......G...A.....;...E...h..XKd..KW..........D...>...=..X....
GQ.JW..;M..8K..@H..=;.............JV.YKV.IT.BS.Y........................................(............. .....................................[..TZ.5.B...@..T................X...]...`...\...K...D...A...;.......3...\...e...
V...h.).d.G.<...F...@...3...^..Td...X.....e....v.....:...E...=..T`...d...h.B.....?...;...O...B...A...b.!.g...Ru......9...8...P...C...C...l..U].M.5@..............6...C...@..T....EW..LX..=K..O
b..Me..5R..AX..;V..++......BL..KW..KW..DO..BL..EN..AJ..;1..................HT.UIV.FT.BQ.U..............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16300

Entropy (8bit): 5.567576401159395

Encrypted: false

SSDEEP: 384:VzztcLlHXg1kXqKf/pUZNCgVLH2HfVTrU76d4j:wLl3g1kXqKf/pUZNCgVLH2Hf1rUWdU

MD5: 61489EA4C4A650A545DD2A27C8FB1620

SHA1: CDA9C4C12157049368091B79D0A0682990A8D1D1

SHA-256: AEC164CAB898547C270DA2C98ADD8D7EEA021A45378B2372F0DD60953D2C7B2D

SHA-512: 93B6A0B91A0BB584CA1AA9C2D5DD67DDF5A6F57AA9782D36CB8AA372CE645097234F60B4D9ED1441032F3522937FEB5A10FE0A4BB316731208A44EF3236AFA
B0

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13298178775387980","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.5

Encrypted: false

SSDEEP: 3:1sjgWIV/+Jn:1qIi

MD5: EBC863BD1C035289FE8190DA28B400BC

SHA1: 1E63D5BDA5F389CE1692DA89776E8A51FA12BE13

SHA-256: 61657118ABC562D70C10CBEA1E8C92FAB3A92739F5445033E813C3511688C625

SHA-512: F21506FEEED984486121A09C1D43D4825EC1EC87F8977FA8C9CD4FF7FE15A49F74DC1B874293409BD309006C7BBC81E1C4BCBA8D297C5875CA009B02E6D2B7
BE

Malicious: false

Reputation: low

Preview: MANIFEST-000014.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.5

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cba3848a-f7bf-4b15-b4af-796b3080bdb1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000014.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
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SSDEEP: 3:1sjgWIV/+Jn:1qIi

MD5: EBC863BD1C035289FE8190DA28B400BC

SHA1: 1E63D5BDA5F389CE1692DA89776E8A51FA12BE13

SHA-256: 61657118ABC562D70C10CBEA1E8C92FAB3A92739F5445033E813C3511688C625

SHA-512: F21506FEEED984486121A09C1D43D4825EC1EC87F8977FA8C9CD4FF7FE15A49F74DC1B874293409BD309006C7BBC81E1C4BCBA8D297C5875CA009B02E6D2B7
BE

Malicious: false

Reputation: low

Preview: MANIFEST-000014.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 12

Entropy (8bit): 2.6258145836939115

Encrypted: false

SSDEEP: 3:ldi1:ni1

MD5: 5829CE2BFB1385DD76A00342DAAEE6DF

SHA1: E505273D47691581524CBF1699D6A73834ACD9CD

SHA-256: B609B273EBA3B8EA8478C9A1FAAF9E5D266D1A1F008CED5C1FC2ECFE1A5278C5

SHA-512: E1FB642D530D8171A46516AA7B8C7C29F802C6E3659AEAF96F10AA77808723D50E8B3ABE9385FC0F42CF1FB95F5EC1CC197F2D24582C3B0FBEB058BCD3C798
FE

Malicious: false

Reputation: low

Preview: 91.0.4472.77

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112239

Entropy (8bit): 6.066856436607417

Encrypted: false

SSDEEP: 3072:ZI2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:ZI2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: 282A14F0D4EB9B1A0A41ACC41C2ED2BF

SHA1: 50DAA3C249D53A21519E5959B9324F3B5D5597AF

SHA-256: 8FACBE3F77EAE30C19C3DDC317F1DC28B3EF17C812779B78C49CDBA81D38FE61

SHA-512: C7EAA8A23518F9148A1B277A5D608C3A26E05712C2F768E5BFA65AD297121A8D3E82599F1E1BC34FFA64E080C14796A30B40D6E853187EF5E875EF87D784A5B2

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13298178816365146"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 101616

Entropy (8bit): 3.758484922019932

Encrypted: false

SSDEEP: 384:pmhRHnUMzdvVqB8bbbYnPUe9Ng/BdWmlEuIf1DbNRWlKDkN5xGmRja2hhBvahmE5:yaomHQlP/81bhUKJoKHSNxC

MD5: F1AE555F13A300AB4537511A4CDD475D

SHA1: 956C955B50EA4683A717702FEEFBC648128E5A58

SHA-256: D0F591E41441B1801F8F0A93E844C597843CFFA0FAEA7D88D6C66BF0EAE709DB

SHA-512: B001C56B6C7EB48534C9ADDDB6A49C15BCE617C97B298E8AF5AE84DF83FD4464DE7F51F2FA3AA2EF422F7E24C7B41F71852F0C3D41DA5E260809465CFD4692
F0

Malicious: false

Reputation: low

Preview: ...............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...c
.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .O
.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n
.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...r]8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.\.7.-
.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............r]8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1230942

Entropy (8bit): 4.001237517973799

Encrypted: false

SSDEEP: 24576:AYMl8BDvcU1JH2xTHqrpS08nDDb+zgb06pClB05l44Z2daCfex9tjhrG7D9hETMe:AY6ODkU1JiKrpS0mD6zg0CyK4fd3ePtz

MD5: E6856091BD279B942A9F3D0568CFFA4B

SHA1: F5D7E61B0308486B537D196E39946405C7DD839D

SHA-256: 72BBB2400C7A48D282024F6BCEEF426743DC2AECBA18A9CF0E3D8D62EB0C301A

SHA-512: ECAD273E22F991FEF9C956F29463A0D132D598D4B038D64EDB170A9C22B2FF23EBC455B9FE8596F044E4AB4D1B3F03B35F605BC060EDD3B3A6F35DD6E93863
A2

Malicious: false

Reputation: low

Preview: ........K .*..K.....K. ...Kaaaadbolalgmogecpogmlebfkpigmpdjaaaaiognmpgbjoffachmpnnppfnokcbeaaaakngccdmgikgidoadpaopippmdfihaaadcbdjencpiphepfhhdebfocp
bfddcaaaggnhhcicpemabkcpekihlocinhaalaaahfampijhmeembhjbebjebkeoedjjfaaaiinppadbheljngocoegdcncpaejiiaaakpbbojhipcodjiknnbjkafgjolnjnaaalhkjlldhojjcmm
iaoopcglbdlfjcpaaamfohdgeiomgdngemljnheihdmgkecaaamnkbkbppehfhhkmiodoniifhfpkkaaaanfaliloicindpienfhcnpndcibpcgaaankgpdiealiomopmnjblmeimiejfdaaabajgb
pmnmnmhdfmjmnbkbjpibhmefdaabchfpoaokbenfoikepjpdidacbiekfaabchjflcbccncldaekpjpcienceijonaabcnnmihfbpfblmeflmggaccdjlpfppaabefojcgchjbojmkeidhaceaaojj
jodaabgniekficofjmfoejkgpncpaimldcmaabllpaogiigffnofgfhaecokpnhflghaaboihdfgkjdneohdofabaponaaibbdeaabpdmlmkpedpigeignclfmodjhpllljaacakdiakmgiollmahg
dginnioeonmfbaacdffaeghaialcklmicpdlpnikjholcaacfcnecbpnccnonpbdgpbljaghhclaaaacgihcbcjhegjcfgkobdigjngohmjmfaacgmmndomhckgeglaphhdeegmonpbfjaacgncgin
kjobaaiokjcmbjgjclgbgfaaacjmcdmclhpdpjagjcmclecpgjodlmgaackamlchlgmalkmcphbhhcjebbpnfdfaacoogimce

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1230942

Entropy (8bit): 4.001237517973799

Encrypted: false

SSDEEP: 24576:AYMl8BDvcU1JH2xTHqrpS08nDDb+zgb06pClB05l44Z2daCfex9tjhrG7D9hETMe:AY6ODkU1JiKrpS0mD6zg0CyK4fd3ePtz

MD5: E6856091BD279B942A9F3D0568CFFA4B

SHA1: F5D7E61B0308486B537D196E39946405C7DD839D

SHA-256: 72BBB2400C7A48D282024F6BCEEF426743DC2AECBA18A9CF0E3D8D62EB0C301A

SHA-512: ECAD273E22F991FEF9C956F29463A0D132D598D4B038D64EDB170A9C22B2FF23EBC455B9FE8596F044E4AB4D1B3F03B35F605BC060EDD3B3A6F35DD6E93863
A2

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\ChromeExtMalware.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\ChromeExtMalware.store_new
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Malicious: false

Reputation: low

Preview: ........K .*..K.....K. ...Kaaaadbolalgmogecpogmlebfkpigmpdjaaaaiognmpgbjoffachmpnnppfnokcbeaaaakngccdmgikgidoadpaopippmdfihaaadcbdjencpiphepfhhdebfocp
bfddcaaaggnhhcicpemabkcpekihlocinhaalaaahfampijhmeembhjbebjebkeoedjjfaaaiinppadbheljngocoegdcncpaejiiaaakpbbojhipcodjiknnbjkafgjolnjnaaalhkjlldhojjcmm
iaoopcglbdlfjcpaaamfohdgeiomgdngemljnheihdmgkecaaamnkbkbppehfhhkmiodoniifhfpkkaaaanfaliloicindpienfhcnpndcibpcgaaankgpdiealiomopmnjblmeimiejfdaaabajgb
pmnmnmhdfmjmnbkbjpibhmefdaabchfpoaokbenfoikepjpdidacbiekfaabchjflcbccncldaekpjpcienceijonaabcnnmihfbpfblmeflmggaccdjlpfppaabefojcgchjbojmkeidhaceaaojj
jodaabgniekficofjmfoejkgpncpaimldcmaabllpaogiigffnofgfhaecokpnhflghaaboihdfgkjdneohdofabaponaaibbdeaabpdmlmkpedpigeignclfmodjhpllljaacakdiakmgiollmahg
dginnioeonmfbaacdffaeghaialcklmicpdlpnikjholcaacfcnecbpnccnonpbdgpbljaghhclaaaacgihcbcjhegjcfgkobdigjngohmjmfaacgmmndomhckgeglaphhdeegmonpbfjaacgncgin
kjobaaiokjcmbjgjclgbgfaaacjmcdmclhpdpjagjcmclecpgjodlmgaackamlchlgmalkmcphbhhcjebbpnfdfaacoogimce

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 48886

Entropy (8bit): 7.996562498215925

Encrypted: true

SSDEEP: 768:dVfAlpv6Y8xghOyM1PGrzTlB5Xt4eM5gQNH6ZJIJeW8AxP9N2z7lMRWiNzgGkJiF:dVfapv6A0y6PkvlBn4xgQkcJB8qP6pGT

MD5: E8B40EAF34830CB7674CACE148FC44CD

SHA1: 2938CD083D7246D0E800B66A7E3D4933EA937E40

SHA-256: 0542A1DE2FD27BE3D5A067FDD27815732F0DDBF70E14C6FCE67BB0F0BF7D0364

SHA-512: FDE50F5433637083915B0E85B6B6215B072DF4BEAC42693E5720497EE1706A0FB87F09DB903CCBBE6B3E81315001E0BDF01E892826BB264E51ED86E0F3A144A6

Malicious: false

Reputation: low

Preview: .......... .*.........................O........v..X....J..... )..%...(....`X./...Bur.D$b.J:..O..P..S...Y...[XG._%Z.a]..eP..h.,.sY..zP1...3...8.......2...^...}......E...%....c..P....&.........]&..~......._..P...
L'..........<.......PA.#%e.,.I.1...8...H.0.M...Y1..\.m.`...e...g...mS..sY..y....c>.......3........../.......gp..........6...............&*..+=..(........?V..T...........t...........@......c[..r.......1L...U...E. 
...$...%/^.&^..(...)x..:|..;...;...=...AA..E=..J...O...O.R.Q...R&b.X.r.a...e...m...t...t.E.v..~x...................(...Vc..i6...|..................t......q......p..s....9..........ow...........u.#...%.*.1...3i..7...9.r
.<d,.<...>w].Aj..O.;.X...\k..r6..rw..|.`..t....2..........~..9......rE.....,...I......q...8..@@..6...I....!..h...:......................%L.......wA.03R.8m..>...E.,.H]..L?..TYq.V...].._.9.`y..d.\.h.S.i...{.;.}..
...o......[.......F......9.......p...]....6..~...P:..n...N....J..M.......8....<..5F....W......[V..~........a...B...#.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 48886

Entropy (8bit): 7.996562498215925

Encrypted: true

SSDEEP: 768:dVfAlpv6Y8xghOyM1PGrzTlB5Xt4eM5gQNH6ZJIJeW8AxP9N2z7lMRWiNzgGkJiF:dVfapv6A0y6PkvlBn4xgQkcJB8qP6pGT

MD5: E8B40EAF34830CB7674CACE148FC44CD

SHA1: 2938CD083D7246D0E800B66A7E3D4933EA937E40

SHA-256: 0542A1DE2FD27BE3D5A067FDD27815732F0DDBF70E14C6FCE67BB0F0BF7D0364

SHA-512: FDE50F5433637083915B0E85B6B6215B072DF4BEAC42693E5720497EE1706A0FB87F09DB903CCBBE6B3E81315001E0BDF01E892826BB264E51ED86E0F3A144A6

Malicious: false

Reputation: low

Preview: .......... .*.........................O........v..X....J..... )..%...(....`X./...Bur.D$b.J:..O..P..S...Y...[XG._%Z.a]..eP..h.,.sY..zP1...3...8.......2...^...}......E...%....c..P....&.........]&..~......._..P...
L'..........<.......PA.#%e.,.I.1...8...H.0.M...Y1..\.m.`...e...g...mS..sY..y....c>.......3........../.......gp..........6...............&*..+=..(........?V..T...........t...........@......c[..r.......1L...U...E. 
...$...%/^.&^..(...)x..:|..;...;...=...AA..E=..J...O...O.R.Q...R&b.X.r.a...e...m...t...t.E.v..~x...................(...Vc..i6...|..................t......q......p..s....9..........ow...........u.#...%.*.1...3i..7...9.r
.<d,.<...>w].Aj..O.;.X...\k..r6..rw..|.`..t....2..........~..9......rE.....,...I......q...8..@@..6...I....!..h...:......................%L.......wA.03R.8m..>...E.,.H]..L?..TYq.V...].._.9.`y..d.\.h.S.i...{.;.}..
...o......[.......F......9.......p...]....6..~...P:..n...N....J..M.......8....<..5F....W......[V..~........a...B...#.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 5115

Entropy (8bit): 7.963508826585981

Encrypted: false

SSDEEP: 96:GaeHv2ZKgruYL0VEvQ+K+/PBCeDqZ80BvMHjriz+hGjfAR+gIBlLn2d:GaQmDJ2+K+hL+BUHjriz+hGjoR9I3A

MD5: E02781967521D8464A635B1CDA34D6D1

SHA1: A11950C02A9D4C1224373E17FB7C60D73BD3C17A

SHA-256: CE744AA5AE9C77878F7521E70A3F7AFD5F1644B4C6045366169DF718E60D124C

SHA-512: CE0D4AF7EF4E08D5DBB77A003336601AAA6FB3F55ADDDB4D3BDFA2B462B8F6D3A943B5521F9276D186F8BC811C07EE4D706591BA496CE36A9DA07E3A71D35
FCC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlBilling.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlBilling.store_new

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdAllowlist.store (copy)
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Malicious: false

Reputation: low

Preview: ........' .*.................V&...vo......O......2p....!..^Q... ..6..............$...5..O.\.e....b..+.d.3...n.....s......o......|...b..4...p.X.........-7..8....J.."m.-7..b.>..Y....m...n.u.P..0`.............t#...E.....)..
.2m..........U.......1.!..O .Z...a.a../......I...<.....1H...vm..~....+......*......>.\......9....].` ...%..Q..)....:.m.........}..}....)..q.../...K...N...5...Y.."...vi....... ...;..f........B..>W..r..,i.......x>..m...r..
G++.X.N.........W..#.a.4S..A.r..W..... ..X M.. ..!.D[!f..!..!.Z.!..!..."-.#"...#.b.#m.9#...$R..$...%2..%7s_%`..%z..&..'...'...'...'.W.(Z.(_z.(z.m(.+.(...(..(...(..l(.I.(..(...)..e)vV.*...*(U
v+qS.+.1j,>.n,K.,.o0,. .,..,...-+W.-..}-.-.mI-.....=..LC..a.h.../..0..0*.0kV.0t.!0uI.0...1.w.1...1.9z1...2F.Y2..3..r3d..3u.B3.b.3...3..3...3.r.3...4ois4..84..4..5[M.5izF5.5.5..85..95.q?
5...6.V.7@KG8..y84.r8N<.8x..8..88.9.8...9.!.97..9DM.9E.V9j..9.[;_M.;..J<.q.<.3.<..=.m(=`'.=..>...>...?=.?Q.2?S..?p..?u.?.Md?.'.@...@...@...A-!.AM..Aj

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 5115

Entropy (8bit): 7.963508826585981

Encrypted: false

SSDEEP: 96:GaeHv2ZKgruYL0VEvQ+K+/PBCeDqZ80BvMHjriz+hGjfAR+gIBlLn2d:GaQmDJ2+K+hL+BUHjriz+hGjoR9I3A

MD5: E02781967521D8464A635B1CDA34D6D1

SHA1: A11950C02A9D4C1224373E17FB7C60D73BD3C17A

SHA-256: CE744AA5AE9C77878F7521E70A3F7AFD5F1644B4C6045366169DF718E60D124C

SHA-512: CE0D4AF7EF4E08D5DBB77A003336601AAA6FB3F55ADDDB4D3BDFA2B462B8F6D3A943B5521F9276D186F8BC811C07EE4D706591BA496CE36A9DA07E3A71D35
FCC

Malicious: false

Reputation: low

Preview: ........' .*.................V&...vo......O......2p....!..^Q... ..6..............$...5..O.\.e....b..+.d.3...n.....s......o......|...b..4...p.X.........-7..8....J.."m.-7..b.>..Y....m...n.u.P..0`.............t#...E.....)..
.2m..........U.......1.!..O .Z...a.a../......I...<.....1H...vm..~....+......*......>.\......9....].` ...%..Q..)....:.m.........}..}....)..q.../...K...N...5...Y.."...vi....... ...;..f........B..>W..r..,i.......x>..m...r..
G++.X.N.........W..#.a.4S..A.r..W..... ..X M.. ..!.D[!f..!..!.Z.!..!..."-.#"...#.b.#m.9#...$R..$...%2..%7s_%`..%z..&..'...'...'...'.W.(Z.(_z.(z.m(.+.(...(..(...(..l(.I.(..(...)..e)vV.*...*(U
v+qS.+.1j,>.n,K.,.o0,. .,..,...-+W.-..}-.-.mI-.....=..LC..a.h.../..0..0*.0kV.0t.!0uI.0...1.w.1...1.9z1...2F.Y2..3..r3d..3u.B3.b.3...3..3...3.r.3...4ois4..84..4..5[M.5izF5.5.5..85..95.q?
5...6.V.7@KG8..y84.r8N<.8x..8..88.9.8...9.!.97..9DM.9E.V9j..9.[;_M.;..J<.q.<.3.<..=.m(=`'.=..>...>...?=.?Q.2?S..?p..?u.?.Md?.'.@...@...@...A-!.AM..Aj

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 34141

Entropy (8bit): 7.9947506004157365

Encrypted: true

SSDEEP: 768:d8zufdqt2sQIcZJcoVDTjGaj1cbygAFwo3erL/P7:d8yfdsEJVxqoF36XD

MD5: 88AF75DEA9B956D10CC04FD9BD206BF6

SHA1: 15B6B934D3FEBC8267F1530A9638D530A7C41C7A

SHA-256: 2BED00B5DC29A320754D4ED0EC122D4AE5E463CE157CACED59F82A20D0FA20B8

SHA-512: 6CBD74C21B31AE8069744B2FCFF1D637BDEB2B8F4EAE64551F4B4046B837C7231D42EE861A86D65C9C664CADDC70E05E9F4DC459D794FA4EEA4C880193414B
A9

Malicious: false

Reputation: low

Preview: ......... .*.......... ........Nt.*HO5..*... ..UM..7<.............~.'.....V.W..;B.......ST....Fv.^}@/3w1@..U...wWG.(.....V....(' .J...w....&1.D......n.&|.J=.......=...`H.l..G......... ..R..P.wS6.....\.D.
<.....2..zH.dL...i.W..2.......%...2p..j<q......I..M..H*.O_.i...p....B..)..m..Oty}...`.f.l.4.^...%i..d.lZ.$<R.W...J......j.....a..g ,G".1...~.>.x.....7....J..@!t=..b..Q....;..l%8|.n.......2z.%..;..3
J.;..S...VV..[.........%,....Yw...{`X..,._........,..V}v%G....D.B...)O....m_.....J...`.6..._B]..;....?.$@v....9.fd.ee.O.O.e..L..5[..?....?..y.%..g....~8.B..p!.$.U..Af..F...mu...(....D..!0].A
..l59,....aa...T...QI{(....R.<....u...b.cQ.iJ].....mh.u@..G..D.|FLz./d=...U.K.p.}.9.U|Ib...(n.y._..9.d....OC.....b..C.A|.8...\,..s....L.`f.....e....g....C^2.....:...V.../J....c..fPB&.t.....Xd..`+..'..
..z_.[.......,....b.z9.[......O&.1%.7r..=}.*....c.5.......!.m....h}.h.u.l)......tY..F....o|......K.......S....C4al?.B1..c......t....<H./...0.n...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 34141

Entropy (8bit): 7.9947506004157365

Encrypted: true

SSDEEP: 768:d8zufdqt2sQIcZJcoVDTjGaj1cbygAFwo3erL/P7:d8yfdsEJVxqoF36XD

MD5: 88AF75DEA9B956D10CC04FD9BD206BF6

SHA1: 15B6B934D3FEBC8267F1530A9638D530A7C41C7A

SHA-256: 2BED00B5DC29A320754D4ED0EC122D4AE5E463CE157CACED59F82A20D0FA20B8

SHA-512: 6CBD74C21B31AE8069744B2FCFF1D637BDEB2B8F4EAE64551F4B4046B837C7231D42EE861A86D65C9C664CADDC70E05E9F4DC459D794FA4EEA4C880193414B
A9

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdAllowlist.store_new

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdDownloadAllowlist.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdDownloadAllowlist.store_new
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Malicious: false

Reputation: low

Preview: ......... .*.......... ........Nt.*HO5..*... ..UM..7<.............~.'.....V.W..;B.......ST....Fv.^}@/3w1@..U...wWG.(.....V....(' .J...w....&1.D......n.&|.J=.......=...`H.l..G......... ..R..P.wS6.....\.D.
<.....2..zH.dL...i.W..2.......%...2p..j<q......I..M..H*.O_.i...p....B..)..m..Oty}...`.f.l.4.^...%i..d.lZ.$<R.W...J......j.....a..g ,G".1...~.>.x.....7....J..@!t=..b..Q....;..l%8|.n.......2z.%..;..3
J.;..S...VV..[.........%,....Yw...{`X..,._........,..V}v%G....D.B...)O....m_.....J...`.6..._B]..;....?.$@v....9.fd.ee.O.O.e..L..5[..?....?..y.%..g....~8.B..p!.$.U..Af..F...mu...(....D..!0].A
..l59,....aa...T...QI{(....R.<....u...b.cQ.iJ].....mh.u@..G..D.|FLz./d=...U.K.p.}.9.U|Ib...(n.y._..9.d....OC.....b..C.A|.8...\,..s....L.`f.....e....g....C^2.....:...V.../J....c..fPB&.t.....Xd..`+..'..
..z_.[.......,....b.z9.[......O&.1%.7r..=}.*....c.5.......!.m....h}.h.u.l)......tY..F....o|......K.......S....C4al?.B1..c......t....<H./...0.n...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 310622

Entropy (8bit): 7.999388254231486

Encrypted: true

SSDEEP: 6144:z9KxMrVxJnk84pb5DrCzHMJqIn/GDHGcCjlg0DN3xP5EkyL3YHZJmJF:hKxMrVxJM5mHM8PCfJ3xPC/LIDIF

MD5: 49FC4E65F989E49024C8467444B44042

SHA1: CA7645BA35B165454CC1044A4C4EC8C158AB5D00

SHA-256: 36811E7ED778D7EA73DC14AED29E67561DE5DF98943B71C9EA671D11F30B32E0

SHA-512: 94DF0E549C6EA1C92C7EDA6EA874D24B97B6B327DEC571F98C4142475B42619E0E04F605B57093C269247682DA95C680F6A07A187A9B38C5A97F5115335A7BF7

Malicious: false

Reputation: low

Preview: .......... .*.......... ........,..-.bxe...%1.f....F..W..Q......'(x.C.c..2*Y..c..wT...F.......C..B......Cs..T......ljy...J.<..B..CD*.v..#..Uh...:.|i.....Nt.*HO5..*... ..UM..7<.........&.......[J.B..o.
..~.3N.......#q..^...0..i..(....MZ.....MO.#...!......v.#.%....R~s......&>.<..0...D/..Ra..y.....TW.!...(.=....gw.......8.....[.a......4.....g...8.S-........T.k.[..B/...!y....j.. y.......T...@...G|j...._.\.....5.
J.S.j'......V&.....s.....IB.ce..u=j..C.v..W-p...5.9L..V.]..h..[.....0.U.a;..."E]-....g..;F..tHj.YA^<=...~...H {U#Q?y..lP...2@..X.....j....m...b.E......q.X.mb...x....M.....].."..^..!.!.AI.*..
.du..I.d:D.....IYW.u*..v...l)8..D^...vo.r.ivl.....3R..-!1).>........C.^..._...wy.......8..f..Dp..J..d.C|..]g.G6My........I'b&30..4,....8]1.Z7gNgV..v"R>.c@i........f..W....K......Q~#6..$..0.K
..t.;.8.I..`p..s....%.}.._........8%no.I.m.......~.............0..g.`.4@..._.7&..T?........O..+.O.....0...;....Q...1q...E.Cm0...H.@....#.z..`..z.#..m%....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 310622

Entropy (8bit): 7.999388254231486

Encrypted: true

SSDEEP: 6144:z9KxMrVxJnk84pb5DrCzHMJqIn/GDHGcCjlg0DN3xP5EkyL3YHZJmJF:hKxMrVxJM5mHM8PCfJ3xPC/LIDIF

MD5: 49FC4E65F989E49024C8467444B44042

SHA1: CA7645BA35B165454CC1044A4C4EC8C158AB5D00

SHA-256: 36811E7ED778D7EA73DC14AED29E67561DE5DF98943B71C9EA671D11F30B32E0

SHA-512: 94DF0E549C6EA1C92C7EDA6EA874D24B97B6B327DEC571F98C4142475B42619E0E04F605B57093C269247682DA95C680F6A07A187A9B38C5A97F5115335A7BF7

Malicious: false

Reputation: low

Preview: .......... .*.......... ........,..-.bxe...%1.f....F..W..Q......'(x.C.c..2*Y..c..wT...F.......C..B......Cs..T......ljy...J.<..B..CD*.v..#..Uh...:.|i.....Nt.*HO5..*... ..UM..7<.........&.......[J.B..o.
..~.3N.......#q..^...0..i..(....MZ.....MO.#...!......v.#.%....R~s......&>.<..0...D/..Ra..y.....TW.!...(.=....gw.......8.....[.a......4.....g...8.S-........T.k.[..B/...!y....j.. y.......T...@...G|j...._.\.....5.
J.S.j'......V&.....s.....IB.ce..u=j..C.v..W-p...5.9L..V.]..h..[.....0.U.a;..."E]-....g..;F..tHj.YA^<=...~...H {U#Q?y..lP...2@..X.....j....m...b.E......q.X.mb...x....M.....].."..^..!.!.AI.*..
.du..I.d:D.....IYW.u*..v...l)8..D^...vo.r.ivl.....3R..-!1).>........C.^..._...wy.......8..f..Dp..J..d.C|..]g.G6My........I'b&30..4,....8]1.Z7gNgV..v"R>.c@i........f..W....K......Q~#6..$..0.K
..t.;.8.I..`p..s....%.}.._........8%no.I.m.......~.............0..g.`.4@..._.7&..T?........O..+.O.....0...;....Q...1q...E.Cm0...H.@....#.z..`..z.#..m%....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1072147

Entropy (8bit): 7.999857575159589

Encrypted: true

SSDEEP: 24576:Lrpm6utYBSx44u8Kf2zNuWWQcOgfJHO21z1zsn3wGWGDDYZi+ecUG:LwtYV4zT0ekzxsngGhDwIDG

MD5: E13F36568E86ECF2C9E729E33129184A

SHA1: B56FEA89E0054017A5BC898967E3777ABC4367BB

SHA-256: EC49A66049596477B26A199A52F5944B5684FDB3B84FB7EE79D11943CDFE40A7

SHA-512: 4E900425F22A9A353962F43F57BAD27445E2D26BC323A43334DFD38887198057042234FF58F6BFC7B7F93D5D5F2B0B8377ADFFF9FD4F6406C363E75DB74A386F

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlHighConfidenceAllowlist.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlHighConfidenceAllowlist.store_new

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalBin.store (copy)
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Preview: .........A .*..A.....A.....A..-l..M*..............k....Z...........d..........h...}x...C...T..........Q;...........................a....~.......a..........@...G...^J..........Y..+{../...............@V..A........,...|..*...IH......
#.../...........d...s....#......@...V....v.......8...u.......R..eX..h....=...7.......).......Q..M+.....................S#..S...i,.......]..a}..e...h...........N..E.......x...r...........2...M...........%...&~..\........]
.....&.......1:..S...T...@.............. ... .. ...!.}.!.@.!.9.!N..!...!.L."..."*..":H."s.."x)."...#.7.#...#...$ ..$5..$JK.$.V.$...%y..%{..%|..%..%...&If.&{..&...&.L.'...'.+.(P..(...(.4.(.q.)...).^.)C
..*.R.*...+B..+qr.,Zt.,d..,.........7..-...72..H........./0t./x../|../.../.../.../...0.P.0]..0~..0...0.m.1j..1...2.H.2"..26..2M..2...2.g.3C..3.,.3...3...4.4.4..5.\.5...5#..5...5w..5...5...6...6}..6...6.P.6. 
.7.y.7...7D..7S..8.&.8.t.8.G.8r_.8.H.8...8..8.c.8..9>*.9...:!..:p".:...:...;H..;...;...;..;.j.<...<.7.="..=,..=F..=FL.=G..=V..=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1072147

Entropy (8bit): 7.999857575159589

Encrypted: true

SSDEEP: 24576:Lrpm6utYBSx44u8Kf2zNuWWQcOgfJHO21z1zsn3wGWGDDYZi+ecUG:LwtYV4zT0ekzxsngGhDwIDG

MD5: E13F36568E86ECF2C9E729E33129184A

SHA1: B56FEA89E0054017A5BC898967E3777ABC4367BB

SHA-256: EC49A66049596477B26A199A52F5944B5684FDB3B84FB7EE79D11943CDFE40A7

SHA-512: 4E900425F22A9A353962F43F57BAD27445E2D26BC323A43334DFD38887198057042234FF58F6BFC7B7F93D5D5F2B0B8377ADFFF9FD4F6406C363E75DB74A386F

Malicious: false

Reputation: low

Preview: .........A .*..A.....A.....A..-l..M*..............k....Z...........d..........h...}x...C...T..........Q;...........................a....~.......a..........@...G...^J..........Y..+{../...............@V..A........,...|..*...IH......
#.../...........d...s....#......@...V....v.......8...u.......R..eX..h....=...7.......).......Q..M+.....................S#..S...i,.......]..a}..e...h...........N..E.......x...r...........2...M...........%...&~..\........]
.....&.......1:..S...T...@.............. ... .. ...!.}.!.@.!.9.!N..!...!.L."..."*..":H."s.."x)."...#.7.#...#...$ ..$5..$JK.$.V.$...%y..%{..%|..%..%...&If.&{..&...&.L.'...'.+.(P..(...(.4.(.q.)...).^.)C
..*.R.*...+B..+qr.,Zt.,d..,.........7..-...72..H........./0t./x../|../.../.../.../...0.P.0]..0~..0...0.m.1j..1...2.H.2"..26..2M..2...2.g.3C..3.,.3...3...4.4.4..5.\.5...5#..5...5w..5...5...6...6}..6...6.P.6. 
.7.y.7...7D..7S..8.&.8.t.8.G.8r_.8.H.8...8..8.c.8..9>*.9...:!..:p".:...:...;H..;...;...;..;.j.<...<.7.="..=,..=F..=FL.=G..=V..=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 375087

Entropy (8bit): 7.999536121060607

Encrypted: true

SSDEEP: 6144:LdAhAYXCzRhkbAaPxpTueX1tE5pcHUtAF/QG9nmBZyf+t5th4LrgmCVLa:LFqCtYpyeXJUY/QonavthWrFCE

MD5: 7E8ECCADBEB857A07AAC52DE343FD9C1

SHA1: 98BC0BA86AADFB2DCE12BC2084055DE815E60397

SHA-256: F1A4FA6BD02FC2CDEFFD72170F08F737F7CC96FFCACCEE984E7F2741BECE8B35

SHA-512: 41FA3F67F81D8673DD7B8DDD00ED7B5841F919529F673CFAE7D5989ED8094182160DA4C79D2150C832C0E6C079FF10C66ACDDE8DB6E226073E85F50DFDB2A42
A

Malicious: false

Reputation: low

Preview: .......... .*.....................~..........8...........\...P.............a.......2...8...<....V...........p..............d%..........5...q^..b...s....)..TM..w......./....Q..........$.....:..../..............-....n.......@.......
....a.....!.^."...#N..$9Z.$A..%1$.%?I.%._.&9..'...'OH.'...(d..)E..)Sf.*.Z.+...+..0...1:Y.2...2.[.3C..3..4...70n.8.y.9L..9.H.:...:.I.;...<.V.=.).>/A.>. .>...>.1.@p8.A.{.A...A...B5<.
C'..Dbf.D...EF..F.3.G.{.G.k.HD..HS..H...I...J...Kx..K...L...N...P...Ph..Q@V.Q..R.'.R.n.S.6.T:..V.U.W...W.R.X...Y...Y.Q.Z...Z...Z...Z...Z...[...[.a.\...\.w.]..^R..^Y).^...^.3._B.._.
..c...c...c...d3..e.C.ffS.g.&.i...i..i..j...j9%.j.%.l...m.9.p[..qz..sw].s.n.t...t*..t+..u..u..vG..vG..w.^.z...{.8.{.Y.{...|.m.|D..}6..}QB.~Ph.~.!..r(...........P.......I......7...jh..A....(...$..'............ .
......y......?t...,.......c..N}..nU......q...........,........0.......g..v...............6...K(..ZQ...X.......)..............F...TA..E8......3...V...gt.../..Sr.....&..........7...xa..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 375087

Entropy (8bit): 7.999536121060607

Encrypted: true

SSDEEP: 6144:LdAhAYXCzRhkbAaPxpTueX1tE5pcHUtAF/QG9nmBZyf+t5th4LrgmCVLa:LFqCtYpyeXJUY/QonavthWrFCE

MD5: 7E8ECCADBEB857A07AAC52DE343FD9C1

SHA1: 98BC0BA86AADFB2DCE12BC2084055DE815E60397

SHA-256: F1A4FA6BD02FC2CDEFFD72170F08F737F7CC96FFCACCEE984E7F2741BECE8B35

SHA-512: 41FA3F67F81D8673DD7B8DDD00ED7B5841F919529F673CFAE7D5989ED8094182160DA4C79D2150C832C0E6C079FF10C66ACDDE8DB6E226073E85F50DFDB2A42
A

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalBin.store_new

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalware.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalware.store_new
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Preview: .......... .*.....................~..........8...........\...P.............a.......2...8...<....V...........p..............d%..........5...q^..b...s....)..TM..w......./....Q..........$.....:..../..............-....n.......@.......
....a.....!.^."...#N..$9Z.$A..%1$.%?I.%._.&9..'...'OH.'...(d..)E..)Sf.*.Z.+...+..0...1:Y.2...2.[.3C..3..4...70n.8.y.9L..9.H.:...:.I.;...<.V.=.).>/A.>. .>...>.1.@p8.A.{.A...A...B5<.
C'..Dbf.D...EF..F.3.G.{.G.k.HD..HS..H...I...J...Kx..K...L...N...P...Ph..Q@V.Q..R.'.R.n.S.6.T:..V.U.W...W.R.X...Y...Y.Q.Z...Z...Z...Z...Z...[...[.a.\...\.w.]..^R..^Y).^...^.3._B.._.
..c...c...c...d3..e.C.ffS.g.&.i...i..i..j...j9%.j.%.l...m.9.p[..qz..sw].s.n.t...t*..t+..u..u..vG..vG..w.^.z...{.8.{.Y.{...|.m.|D..}6..}QB.~Ph.~.!..r(...........P.......I......7...jh..A....(...$..'............ .
......y......?t...,.......c..N}..nU......q...........,........0.......g..v...............6...K(..ZQ...X.......)..............F...TA..E8......3...V...gt.../..Sr.....&..........7...xa..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 23073379

Entropy (8bit): 7.99999202656265

Encrypted: true

SSDEEP: 393216:YvHca4jH1RTMZyJ+DkP5U9iaApWFCvQqVyN54UkSmcan59kxhJFQ:Y/URTMZAUcU91ApWsFVy74fSmca5+xhQ

MD5: 69E05BCCDE58079F5E4B9BE2BD985CEA

SHA1: 77611E0E62C4F702C9CF938DFE6F62E5C8DA9FA0

SHA-256: 397D096323429B2FAC40F07B53F81955EE4FBBC024D6A14951BBD1A9B8A7F8D4

SHA-512: 92FE18939897B57E859A2A86F89D9EA75FA09B3E06BF907360BA9889E7F12B72FEB064796F9D4CF101D7EF823E0910C0F3FF24B4DC61A911E758074538B884BE

Malicious: false

Reputation: low

Preview: .......... .*.................................J.......$...P.......v.......,.......,......!...-.../...0#..7M..8...:...;...?...A...CO..E...E...E...Gz..M...O...R...X...\..._...`...cY..g ..gG..h...h...n...o[..r...yo..z....Y.
..i.......`...........x...............1...........k...z...%...(.........................]...Z...........y.......=...=...6...........}...........5...f...z...................z..........................&...(l..(...(...)...+.../~../.../...2...5
J..6...:...D...J...N...N...U...W...Z...^...e...g...jN..u~..u...x...}t..~............<...........................z...............m.......................u...1.......9...............F...........m.......3...N...V...X..............u..
............2...............}..........`...d.......s...\...@..._.......................5...;.......d...b..................!i..$-..$...$...%v..%...'...)...3m..76..8#..8...9K..;...A...C...E...Fg..I...J...T...W...Z...da..h.
..i...v4..w&..x...y...z...{E...D...=................................... .......)..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 23073379

Entropy (8bit): 7.99999202656265

Encrypted: true

SSDEEP: 393216:YvHca4jH1RTMZyJ+DkP5U9iaApWFCvQqVyN54UkSmcan59kxhJFQ:Y/URTMZAUcU91ApWsFVy74fSmca5+xhQ

MD5: 69E05BCCDE58079F5E4B9BE2BD985CEA

SHA1: 77611E0E62C4F702C9CF938DFE6F62E5C8DA9FA0

SHA-256: 397D096323429B2FAC40F07B53F81955EE4FBBC024D6A14951BBD1A9B8A7F8D4

SHA-512: 92FE18939897B57E859A2A86F89D9EA75FA09B3E06BF907360BA9889E7F12B72FEB064796F9D4CF101D7EF823E0910C0F3FF24B4DC61A911E758074538B884BE

Malicious: false

Reputation: low

Preview: .......... .*.................................J.......$...P.......v.......,.......,......!...-.../...0#..7M..8...:...;...?...A...CO..E...E...E...Gz..M...O...R...X...\..._...`...cY..g ..gG..h...h...n...o[..r...yo..z....Y.
..i.......`...........x...............1...........k...z...%...(.........................]...Z...........y.......=...=...6...........}...........5...f...z...................z..........................&...(l..(...(...)...+.../~../.../...2...5
J..6...:...D...J...N...N...U...W...Z...^...e...g...jN..u~..u...x...}t..~............<...........................z...............m.......................u...1.......9...............F...........m.......3...N...V...X..............u..
............2...............}..........`...d.......s...\...@..._.......................5...;.......d...b..................!i..$-..$...$...%v..%...'...)...3m..76..8#..8...9K..;...A...C...E...Fg..I...J...T...W...Z...da..h.
..i...v4..w&..x...y...z...{E...D...=................................... .......)..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 139471

Entropy (8bit): 7.998791867380381

Encrypted: true

SSDEEP: 3072:pIwiXSCBZPqOAZq2p9AI1fT1gQAjBsgvvQnxOv:pniXXPqOGtp9AI1fBgQCBpgncv

MD5: 499D0715D069B66D05CCA516739F4898

SHA1: B9941F43695F284D628E8A3F5A9874638761D524

SHA-256: 69EF38604EAB53A225D042D5017854960A4354FF60E9E7DA343C87C928140D94

SHA-512: 9B288E9FD4B952F384774C5D7EF54D54378C207BC253F96CBB24D6183BAB06581DEAE9EEF017A3651C8FD311BB21740DF14FB3A03AFD65BB9E041C529D11F35
F

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSoceng.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSoceng.store_new

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSubresourceFilter.store (copy)
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Preview: .......... .*..................|...Z.......g...c...L..lZ...i..........n..!...#...#...$yn.)..).@./.;./Y]./...2z..3..4..96..9...:+Q.>...>.y.?O..@$_.A.".A...C...C(O.D...H?..Hg/.J...L.N.M...Q~..Q..Q...SX.
.SeL.T...U..\...]..._.t._...`N..c.I.j...ky..l.!.q...r.1.v|..|...}...~............W..............ea...P..!z.....r,...W...9.......p.. ...n.......v...}...i..................^....m...>..hu...........^.......y..........3(..........w...
*E..z....]...9...*.......N...>..........*...U....e..6...A....4...6......r......!..?O...e...;..N..+.......9z...O.....S....@......A.......@..n...F..b.......0W..q..............i...v...Y|..........y..,....2.............:a..z
.......jv..........a...^...............x..~[...Q...7."`..#&..#}..)T.., B.,0..0.l.2...2.$.3.`.5>..6Us.6...7...:...>...>...>...E...E.U.G.W.H.A.J.A.L=..L.'.N.n.R...S%..T.b.Y{).]..]...^..._.6.`...`D..b0c.
b...d...g|L.m(..sN..sYx.v..x(D.xw..x.T.z4..{/..{....]..y?......]+..U........N..8.......P.......e....a......+...v...}....L...7..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 139471

Entropy (8bit): 7.998791867380381

Encrypted: true

SSDEEP: 3072:pIwiXSCBZPqOAZq2p9AI1fT1gQAjBsgvvQnxOv:pniXXPqOGtp9AI1fBgQCBpgncv

MD5: 499D0715D069B66D05CCA516739F4898

SHA1: B9941F43695F284D628E8A3F5A9874638761D524

SHA-256: 69EF38604EAB53A225D042D5017854960A4354FF60E9E7DA343C87C928140D94

SHA-512: 9B288E9FD4B952F384774C5D7EF54D54378C207BC253F96CBB24D6183BAB06581DEAE9EEF017A3651C8FD311BB21740DF14FB3A03AFD65BB9E041C529D11F35
F

Malicious: false

Reputation: low

Preview: .......... .*..................|...Z.......g...c...L..lZ...i..........n..!...#...#...$yn.)..).@./.;./Y]./...2z..3..4..96..9...:+Q.>...>.y.?O..@$_.A.".A...C...C(O.D...H?..Hg/.J...L.N.M...Q~..Q..Q...SX.
.SeL.T...U..\...]..._.t._...`N..c.I.j...ky..l.!.q...r.1.v|..|...}...~............W..............ea...P..!z.....r,...W...9.......p.. ...n.......v...}...i..................^....m...>..hu...........^.......y..........3(..........w...
*E..z....]...9...*.......N...>..........*...U....e..6...A....4...6......r......!..?O...e...;..N..+.......9z...O.....S....@......A.......@..n...F..b.......0W..q..............i...v...Y|..........y..,....2.............:a..z
.......jv..........a...^...............x..~[...Q...7."`..#&..#}..)T.., B.,0..0.l.2...2.$.3.`.5>..6Us.6...7...:...>...>...>...E...E.U.G.W.H.A.J.A.L=..L.'.N.n.R...S%..T.b.Y{).]..]...^..._.6.`...`D..b0c.
b...d...g|L.m(..sN..sYx.v..x(D.xw..x.T.z4..{/..{....]..y?......]+..U........N..8.......P.......e....a......+...v...}....L...7..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1859

Entropy (8bit): 7.90861193269314

Encrypted: false

SSDEEP: 24:1cxsfB/LZRuKpSKvsJMTy10VnLlcCtgCx8JqySRJBhGoUY3xGelmaHR43gPFL:ysBjT4teVnLZdlBQoUY3YQR4WFL

MD5: 6AF2012F123F0AC975D1789638F8E324

SHA1: 2396A598B82DA9AC23F916C545287466EE475501

SHA-256: 352490C65F98B8A0F4569852E08F3B8711E97A8116C4B891B7D01D3C94A28A0E

SHA-512: FD300F37141A7A90A0CA3D80F71F5FE20A8113C387309DC5035B5A4A519CB6D3CB0ABFFED74A6A67596E72B47BF837630118838DDE19C054251CEFDAF6EFD98
5

Malicious: false

Reputation: low

Preview: ......... .*..................[...............o.....sF(.s.a..=..4...v...?w.t.T..........r^........Ebv.tDe...'..4.D#......\n....N..tC.]...........j.X.P.>.=oM.....~<...u...)..o.......0q..T.C..........<..wS.!i..?...9.5.Y...
..... ..g!.D.!..x!..."O.."..\"..9#.I.$...%..;%..&. .&...'F.K'...((..(_..(s.b(...)...*.;.*)h.*...+.W.,..>,..-.FK-...-..Q-.4.-..7..........-./y../...0!..0[J^1o..2.p*570.5p..6...6...6.:.7...7...7.#.8..8.
..9.mD:e.<="..>.3.?...?.KT@t.3@|..@..BkvuB...D3..F.8.G.3.G..}H[v=H..I)..ItPRIw.EI.n.JOG>J.MgJ.@.J.V.K..rK...K.q.K.. L..M..NO..PU.{P..P.CQ..R.x.S..8T/dSU..EU>E.U
I.AU..`U..V.F.X...X0U.Y .hY;.tYA(DY..ZZN.Z...Z...[W..[.L\..,]WC._.._..._...`{gu`.##`..a.Dqb..b...b...c.(.c..Yd...d..ud.l.f-..h=.gh..Ei...j..,k{..m.R.m.cm.)<n...oP..oS..pO.p...rQ@.r
...sp.\t...t...u...u.h.v$.8v...wd..w..ax.*#y.{z..nz#..zi.Iz...{|..{...|.<.}F'.}e.}.z.}..~~.P......3.:...C.....G(:..J..@2.....5...J.q.7.L..-..H...c.....]_i....g..{.......Z.L.....S...H......!..._.,..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1859

Entropy (8bit): 7.90861193269314

Encrypted: false

SSDEEP: 24:1cxsfB/LZRuKpSKvsJMTy10VnLlcCtgCx8JqySRJBhGoUY3xGelmaHR43gPFL:ysBjT4teVnLZdlBQoUY3YQR4WFL

MD5: 6AF2012F123F0AC975D1789638F8E324

SHA1: 2396A598B82DA9AC23F916C545287466EE475501

SHA-256: 352490C65F98B8A0F4569852E08F3B8711E97A8116C4B891B7D01D3C94A28A0E

SHA-512: FD300F37141A7A90A0CA3D80F71F5FE20A8113C387309DC5035B5A4A519CB6D3CB0ABFFED74A6A67596E72B47BF837630118838DDE19C054251CEFDAF6EFD98
5

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSubresourceFilter.store_new

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSuspiciousSite.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSuspiciousSite.store_new
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Preview: ......... .*..................[...............o.....sF(.s.a..=..4...v...?w.t.T..........r^........Ebv.tDe...'..4.D#......\n....N..tC.]...........j.X.P.>.=oM.....~<...u...)..o.......0q..T.C..........<..wS.!i..?...9.5.Y...
..... ..g!.D.!..x!..."O.."..\"..9#.I.$...%..;%..&. .&...'F.K'...((..(_..(s.b(...)...*.;.*)h.*...+.W.,..>,..-.FK-...-..Q-.4.-..7..........-./y../...0!..0[J^1o..2.p*570.5p..6...6...6.:.7...7...7.#.8..8.
..9.mD:e.<="..>.3.?...?.KT@t.3@|..@..BkvuB...D3..F.8.G.3.G..}H[v=H..I)..ItPRIw.EI.n.JOG>J.MgJ.@.J.V.K..rK...K.q.K.. L..M..NO..PU.{P..P.CQ..R.x.S..8T/dSU..EU>E.U
I.AU..`U..V.F.X...X0U.Y .hY;.tYA(DY..ZZN.Z...Z...[W..[.L\..,]WC._.._..._...`{gu`.##`..a.Dqb..b...b...c.(.c..Yd...d..ud.l.f-..h=.gh..Ei...j..,k{..m.R.m.cm.)<n...oP..oS..pO.p...rQ@.r
...sp.\t...t...u...u.h.v$.8v...wd..w..ax.*#y.{z..nz#..zi.Iz...{|..{...|.<.}F'.}e.}.z.}..~~.P......3.:...C.....G(:..J..@2.....5...J.q.7.L..-..H...c.....]_i....g..{.......Z.L.....S...H......!..._.,..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 136167

Entropy (8bit): 7.9985654711574945

Encrypted: true

SSDEEP: 3072:VlLK36MkOVphyknTkd6dwUgygKHaDRJV3d1WezKjIuW70GTnYN:Du6MkOVjy4m6d+K6DfzKjTMxm

MD5: 0FAB166D69D3557909D798DAB93F2768

SHA1: E004E57B2ADB248BF7BE747917B2DD9526755CFE

SHA-256: 5CBF4C52AD10F628DB3B93FE770BBBA9B6B5ED9DAB492C65987D8B330427F033

SHA-512: 6DD206BD528C941F3772E422E2775E5FCD7C2135A40EE8965D9723FCB3878ADF3DE53B6E820AD2A762DC95714D36E434E41F076739CCEAE4AF8F184D997396E
D

Malicious: false

Reputation: low

Preview: ......... .*.................E....x...G..5+.......................q...o...T..3&......j............... 2..O....X......y.......#..$\..%S6.)...)...-....h\./...3...4...5...8...8...?x..GDw.L[n.O...O...PAN.P...P...Q.
..T...U.[.U8..U[c.W...W...ZP..Z...\.3.\...].;.^..._..g...i.O.j...k.#.o5a.qQ..qS..si%.s...w.r.y.y.}.....Q..........0......R....7.......P..+5..Y........I...H...#...%...........i..$g..........Z...........>........
...;7.....D8..7K..MJ.....*..............i......F..W6...!..6......(....P..[J.................Q...dW.._+.........3z...............................*...x...g......$...0K..\_...................?..en.$.\.%3F.%;..*......./.I.5.
..:w..:...;...;.6.@.K.A.?.EN&.F...G(..H8..K...M.h.M...N?..S...T...[...\...]...c...dm..e.d.f...g.^.j.!.k>..l...o.W.q.7.s0B.t D.u8..v.W.w...x(D.ymk.y.1.|.?.~V<..0...........Y6..f..............
....+...s...|k..................4..................b|...b...@.......?..C....C.......|..4...............8...~......'............,.........G....;..v...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 136167

Entropy (8bit): 7.9985654711574945

Encrypted: true

SSDEEP: 3072:VlLK36MkOVphyknTkd6dwUgygKHaDRJV3d1WezKjIuW70GTnYN:Du6MkOVjy4m6d+K6DfzKjTMxm

MD5: 0FAB166D69D3557909D798DAB93F2768

SHA1: E004E57B2ADB248BF7BE747917B2DD9526755CFE

SHA-256: 5CBF4C52AD10F628DB3B93FE770BBBA9B6B5ED9DAB492C65987D8B330427F033

SHA-512: 6DD206BD528C941F3772E422E2775E5FCD7C2135A40EE8965D9723FCB3878ADF3DE53B6E820AD2A762DC95714D36E434E41F076739CCEAE4AF8F184D997396E
D

Malicious: false

Reputation: low

Preview: ......... .*.................E....x...G..5+.......................q...o...T..3&......j............... 2..O....X......y.......#..$\..%S6.)...)...-....h\./...3...4...5...8...8...?x..GDw.L[n.O...O...PAN.P...P...Q.
..T...U.[.U8..U[c.W...W...ZP..Z...\.3.\...].;.^..._..g...i.O.j...k.#.o5a.qQ..qS..si%.s...w.r.y.y.}.....Q..........0......R....7.......P..+5..Y........I...H...#...%...........i..$g..........Z...........>........
...;7.....D8..7K..MJ.....*..............i......F..W6...!..6......(....P..[J.................Q...dW.._+.........3z...............................*...x...g......$...0K..\_...................?..en.$.\.%3F.%;..*......./.I.5.
..:w..:...;...;.6.@.K.A.?.EN&.F...G(..H8..K...M.h.M...N?..S...T...[...\...]...c...dm..e.d.f...g.^.j.!.k>..l...o.W.q.7.s0B.t D.u8..v.W.w...x(D.ymk.y.1.|.?.~V<..0...........Y6..f..............
....+...s...|k..................4..................b|...b...@.......?..C....C.......|..4...............8...~......'............,.........G....;..v...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 147528

Entropy (8bit): 4.841664885730948

Encrypted: false

SSDEEP: 3072:yoO7865DGKPHtUQdJKZBEz1SPmLzptdrpEjZoeW0JfnVY:yoOww5PHtUU9dqjZFNY

MD5: EFD9E9D4528C3016CFB2345B0519EEC1

SHA1: 6AF9EAB6D8D4F4573FCDC2FBF9F92D5378091338

SHA-256: 0D60E09E38F139D2277B88FC83B6BEAB362BF2D245E4EA05E1C7925DFB8953DC

SHA-512: 42E7DE9DF57662092D1AB02D35C053BFE4708A89C70CA357C489594EFF387B6B145898CB20DF49D0809A15C9ECF870B2170818B817D3B4723F33930680845F1B

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store_new

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\29\scoped_dir4224_1244579940\Ruleset Data
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Preview: ........................4Y................................. ...p...l...h...d...`...\...X...T...P...L...H...D...@...<...8.......0...........$... ...................|...`...........<... ........)......rekoj.......d....*......ennab........... 
*......ozama........"..8*......nozam...........P*......lgoog...........h*......lreko............*......onwod............*......uotpo........#...*......geips............*......g.bat............*..t...........|W...........
...PW..hW..0W...W...V..XW...V...V..LW...V...V..@W..<W..8W..4W..TV..,W..(W..$W.. W..(V...W...W...W...V...W...W...W...V...U...U...U...V...V..xU..\U...V..<U...V...V...V...V.
..V...V...V...U...V...V...V...T...V...V...T...V...V...V...V...V...V...V..|V..xV..xT..\T..lV..<T.. T...T..\V..XV...S..PV..LV..HV..DV..@V..<V..8V...S..0V..,V..(V..$V.. V...V...V..pS.
.TS...V...V...V...V...U...U...U...U...U...S...U...U...R...R...R...R...U..|R...U..\R...U...U...U..4R...U...U...R...U...U...Q...Q...U...U...U...U...Q..|U..xU..tU..pU..lU..hU..dU..`U..\U..dQ..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112240

Entropy (8bit): 6.06686654417446

Encrypted: false

SSDEEP: 3072:bI2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:bI2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: ADEC320E58940D0105615AD3ED5875E7

SHA1: 5AC682EE2C74846C64D833233448F2ED84DE9D9B

SHA-256: 94D09453E80479D682BFFB0752869B551B3677C3C776AE9FAFA6DBE88C0DD8C5

SHA-512: E618BEFBAC3F6FF1EF5A3E992CCEDFC2B89B65154363BA517227F6DC5E06A4A2120FE052113C83C26D0A342DA973B02A1527DC18B0D781AE0569592C11698F4
A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13298178816365146"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112239

Entropy (8bit): 6.066856436607417

Encrypted: false

SSDEEP: 3072:ZI2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:ZI2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: 282A14F0D4EB9B1A0A41ACC41C2ED2BF

SHA1: 50DAA3C249D53A21519E5959B9324F3B5D5597AF

SHA-256: 8FACBE3F77EAE30C19C3DDC317F1DC28B3EF17C812779B78C49CDBA81D38FE61

SHA-512: C7EAA8A23518F9148A1B277A5D608C3A26E05712C2F768E5BFA65AD297121A8D3E82599F1E1BC34FFA64E080C14796A30B40D6E853187EF5E875EF87D784A5B2

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13298178816365146"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112239

Entropy (8bit): 6.066856436607417

Encrypted: false

SSDEEP: 3072:ZI2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:ZI2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: 282A14F0D4EB9B1A0A41ACC41C2ED2BF

SHA1: 50DAA3C249D53A21519E5959B9324F3B5D5597AF

SHA-256: 8FACBE3F77EAE30C19C3DDC317F1DC28B3EF17C812779B78C49CDBA81D38FE61

SHA-512: C7EAA8A23518F9148A1B277A5D608C3A26E05712C2F768E5BFA65AD297121A8D3E82599F1E1BC34FFA64E080C14796A30B40D6E853187EF5E875EF87D784A5B2

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\bd12f7ca-5479-4454-85c0-5c00b881b38b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ce4fb986-4dd3-4646-85a8-cd2ea75fa962.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\daad009f-f8d0-4dfa-bab2-8c909f39333f.tmp
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Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13298178816365146"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112240

Entropy (8bit): 6.066866013203076

Encrypted: false

SSDEEP: 3072:bl2xVlRYl9IJWwwdC8Gm3DUmEyyyyySc5akBDGF7Njgirh1oQIc4Nai:bl2xPCMJWdd1dTUTLkBKFesToQ6Ei

MD5: 361AA3FC6701356DC31E1F7C7D59FA85

SHA1: 65DC1F3D233EABC2CE1D424B8D41501242BA6935

SHA-256: 67E8D1B8C45435D2D47578DB90C6A0B0959141D2751772F29F7B054B5B9B2045

SHA-512: 9F172A6C51605B9136544E4651D042D49CED47153E7A2E2AED6F4897F35EC3C8116E61C151B018A444F8C95D4825205ED27A23A26AD32C7BDD82C01808F27016

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.653705177791489e+12,"network":1.653672779e+12,"ticks":149719505.0,"uncertainty":2836620.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACanWu3FyjzSb22qOd7JcKxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOvzHMHSfF9+m4oxy+22fHMcQg44kCf1BXy
1OZZbdvKzAAAAAA6AAAAAAgAAIAAAAPTENVQ24xIsJc/ZQEp5QqLyGws8rV509kXnSOO5wySTMAAAAH5bXPykNQD+rPcaJzuKSNgUUlUVuRFSP9klMm9IrmE
dAB20jsgAMb2dc/upU0MueUAAAAChrUBvSOw+ZaWzDX+CTHaJdop4I956Us1Y1/MTm0kr4uGgJ1iujCKCl39idN0Kk67uULB9hxw0UYLGUi8ZC41p"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13298178816365146"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 28591

Entropy (8bit): 7.990723999928585

Encrypted: true

SSDEEP: 384:SU7ZPeF1W3JgUrqaO/8dOcbwy59NjS5BMYGhFuJTyR5NYgJ0CDkATCVl2QmeJ6Fe:H7peFkZL9RZSzWhf74QQef2

MD5: EC81EAEB7C25F9A43DF2C6ABF480C0E2

SHA1: 7B9FBC83C744F499A8D8B2F123CDD0C3A6393D73

SHA-256: 7BA17A9865D120FA8268CC592FE07D2250EB7B9596A54F0083E41CD33716306D

C:\Users\user\AppData\Local\Google\Chrome\User Data\fd91f9d2-1373-4d8e-a593-0ac15465a8cc.tmp

C:\Users\user\AppData\Local\Temp\25e7b8cf-c7c6-4857-b00b-ac78cb44b316.tmp

C:\Users\user\AppData\Local\Temp\321b1cb5-30f8-442e-afad-8b819307cd60.tmp
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SHA-512: B277D4F91A7B6824D414906C9F4CDEDDD571FD65993D7C20327E837B4EB77FD693A7C4FAFE6BAEB8C1B90F8684A71FBA33FEFDF94C7FD71808785696DEB89B
00

Malicious: false

Reputation: low

Preview: ...........Zms.6..._..p..[.(.b[...M....N{..t ...S.......v...H.q.g:....]...p..6I8_d...C.\p.X$.2.p.g.8I}8.".D)$<..O...}.J9.3..a.i.'...x.....5O...x......I.M.!.'\.l.2.0.cN.fq....\......7..,......>.p...w&.
KS.......(O.V>......O.r..V~J.`....U(..Y..MIy..w..g0e......D.,L..y..N.+..._....O.h.]...V....r................O.|.:....Li..>COy......N.h.......R....Q%.,Xr.y...G8=.A....!8(..L....c....sA....t.Vl:...v...G
;...^.l...#.t.>...k..d..kr...B......Pb.0*..!..;9.....:~....j;....j.*O..!B......?....^.]....;...[.g.B...%..'.7;.9.>..gP. p8...:.5l.Y.....Jp..R,.?..b..8O......h.X(..G.).Cz.C..%....x.ET.....AEi.../..0.. ....k.*t..
.wl..e...H.i.F.....?.....z...?..........(../.O..R.?.4..7...j ..Q.....l..ob!..A..j...@..!).....K...MW.U.N.......W..Bh'8.'.y....Y.[o...PI..W.*...i...r.e..=.k^.WC..Uy.j..687^.z.#u5.4O...........-j.j3..L.
1..F...8.......@l.9.c.aGC.R.&..j.Q-av?...[4.E..T8....u..+9.<.n.Qw.D..N..S..3.D...... .%C.j.7.Y.s(.0wq.ZI.#''#..[K.GJ ....4.....?

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 101891

Entropy (8bit): 7.9971613680976565

Encrypted: true

SSDEEP: 3072:Xs4McBbhITdJs7qJdKpJcKdNd+HyEzEcl6dr:X7Bb4dJsOPKpJrv4tTl6dr

MD5: 173CA02E5B06065771DEB2F28E4E5A9E

SHA1: 20F1774FB280C94C13082A255C27D7A786EFD5C7

SHA-256: 634557AE2916F2FAA0CBF2557F8F96E26845ABE94D2784FD73B169EC5618B186

SHA-512: D947E3ED56BE1F3C668943E8F066F39650D2E0D76BF64BAD167E100B8B1066B88D8E851346AFBD9777E90445F41C5108A0A2F1514A3F28F02D4EC39978121E71

Malicious: false

Reputation: low

Preview: ............{..0......&xqH.....zyIBv9....=...+......I6....3#.l.@..9.s].W7...h4..H...7.^.........Bg.....`.;.S...P.............z.3.........9~.P..{..-.z........b.:......>..'....I8.......'v.M'E.?bA...N8.'.8I.._...<
v&.pT{.L'Ne...#.S!].T.-+...r)5.j.U.8q....X..VPo.....F.o..A.~~.?.w......eNJ..a)....i....:?._^..v.<=ei...i.......Q...8k......~j.c.W......~...Q.yq..^9..z.......S..b.E..L3|.9S.pa...a....5...J.\.
2l..s..4.....S.u..o.|.Q.K.0.=........0....xj.4....Mie..C..3..... ..........WN........4Vs.B..N.bD...VK%...mb...{{....pd..7..G.....}.J;"..4,.......A.R|0d..)..M......;;.8.h.C.u..pkM..Z@.......r..U....H..
.],..l:~p..8`....3....5.*.t../S{.{`.^kB=f......ZR..L.$t..D%I..xB../.{rb..h8.!.........Z.0........{PuK%Vv...RR.*.......j.vw.[B..$..|&..eZEW.Z[&..d>.o......@..t.z.O.12C......Kk..oS.[.0.M...<.z
q#*g.r......"0+.[.....Tb.E....F...U..U0...G.........t!.+...&K.@.N.#R.]...+.;.M[..x,...J.l........&y.n.....j>..0.|W.+.S.0X.S.E..L....R.....W.u.g.S.&^.g..N/..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96166

Entropy (8bit): 5.4897674246314825

Encrypted: false

SSDEEP: 1536:F3eywFManDiYhqzOBD/mpEV+SYkdD0No8grXyT00LschZ0J5b5wDj:LwFManGeAOBDwEfRD0NTCCT00fhZ0JxM

MD5: 81BE5836F8740802C2CD3436AF0D326C

SHA1: 88BD294563A3E1BA663375609E83DFED3B57E6FE

SHA-256: 409C37FBE8373412615BBDE198F234BCACFE8BB32DA179B1F84B003EB558488F

SHA-512: 4EC450888C8C0505B7AD517891AD158153CF2E93A0A32A670D5709B8C74DA3BF0D30EE59F35F9D529FE033E7771FA8B28B9EB06204E732F0308BC4C073E6ABF
C

Malicious: false

Reputation: low

Preview: ............0.8.@.R.-728x90...........0.8.@.R.adtdp.com^..........0.8.@.R.rvpsrv.com^..........0.8.@.R.yomeno.xyz^.:........*...adcore.com.au..*...adcore.ch..0.8.@.R./adcore_......
....0.8.@.R.uwoaptee.com^.8......*...safeway.com0.8.@.R.fwcdn2.com/js/embed-feed.js..........0.8.@.R._468_60..3........0.8.@.R#/wp-content/plugins/wp-super-popup/.9......
..0.8.@.R)bancodevenezuela.com/imagenes/publicidad/..........0.8.@.R..adbutler-..........0.8.@.R.adrecover.com^..........0.8.@.R.hdbcode.com^.?........*...google.com0.8.@
.R!developers.google.com/google-ads/.-........*...konograma.com..0.8.@.R./adserver...........*...vk.com0.8.@.R.vk.me/css/al/ads.css.,........0.8.@.R.mysmth.net/nForum/*/A
DAgent_..........0.8.@.R.indoleads.com^.%......0.8.@.R.discordapp.com/banners/.E........*...daum.net0.8.@.R)daumcdn.net/adfit/static/ad-native.min.js.(........0.8.@.R.loo
ker.com/api/internal/.#........0.8.@.R.broadstreetads.com^..........0.8.@.R./banner.cgi?...........*...thefreedictionary.com*...downloads.co

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 24623

Entropy (8bit): 4.588307081140814

Encrypted: false

SSDEEP: 384:mva5sf5dXrCN7tnBxpxkepTqzazijFgZk231Py9zD6WApYbm0:mvagXreRnTqzazWgj0v6XqD

MD5: D33AAA5246E1CE0A94FA15BA0C407AE2

SHA1: 11D197ACB61361657D638154A9416DC3249EC9FB

SHA-256: 1D4FF95CE9C6E21FE4A4FF3B41E7A0DF88638DD449D909A7B46974D3DFAB7311

C:\Users\user\AppData\Local\Temp\38b8d7b3-549d-4e53-b7fb-86b0e1daeb8a.tmp

C:\Users\user\AppData\Local\Temp\4224_269826788\Filtering Rules

C:\Users\user\AppData\Local\Temp\4224_269826788\LICENSE.txt
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SHA-512: 98B1B12FF0991FD7A5612141F83F69B86BC5A89DD62FC472EE5971817B7BBB612A034C746C2D81AE58FDF6873129256A89AA8BB7456022246DC4515BAAE2454B

Malicious: false

Reputation: low

Preview: EasyList Repository Licences....   Unless otherwise noted, the contents of the EasyList repository..   (https://github.com/easylist) is dual licensed under the GNU General..   
Public License version 3 of the License, or (at your option) any later..   version, and Creative Commons Attribution-ShareAlike 3.0 Unported, or..   (at your option) any later 
version. You may use and/or modify the files..   as permitted by either licence; if required, "The EasyList authors..   (https://easylist.to/)" should be attributed as the source 
of the..   material. All relevant licence files are included in the repository.....   Please be aware that files hosted externally and referenced in the..   repository, including but 
not limited to subscriptions other than..   EasyList, EasyPrivacy, EasyList Germany and EasyList Italy, may be..   available under other conditions; permission must be 
granted by the..   respective copyright holders to authorise the use of their material.......Creative Commons Attribut

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1641

Entropy (8bit): 5.960820521871119

Encrypted: false

SSDEEP: 48:p/h4IebKC0tH6TGkakQUyXyPtvojkmFz6fdH:RmIeMHwaPUd6j7adH

MD5: 6977480C932C6C233E72BCD27AB40151

SHA1: AFB95CE40A8DC75B3A609C07E506F3C45719683F

SHA-256: EC90E259556575C81F6B989F7E0251730A7286BDE2CE50720CFA38E484644EB2

SHA-512: 965D6788B7910F1FE27F9D4CB3F311C04B1029422174C2ABD1ABBDD562C2776684037A3D36C506FEEF7F6BAE2B020DEBFD43FEEBD6A904FE24E7B537D4BB1C
8B

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJGaWx0ZXJpbmcgUnVsZXMiLCJyb290X2hhc2giOiJDR2dDUjZpQ1YzT3gtc281bHk2aXo1NU45MFpacHg3TjJjSWZrNmNyd1NvIn0seyJwYXRoIjoiTEl
DRU5TRS50eHQiLCJyb290X2hhc2giOiIyaWswNmk0TFlCdVNHNWphRGFIS253NE9pdnVSRzZsQ0JKMVk0TGtzRFJJIn0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb
3RfaGFzaCI6IktBdVZLYTlfRVBXWUM0eHhSZnViZGlTNkp2aUNzVVVwRkVWZndBQ3lMRFUifSx7InBhdGgiOiJtYW5pZmVzdC5qc29ufiIsInJvb3RfaGFzaCI6Imd1VUJ
DV01mNTlub1p2M3JRVlJsQ3gwdUFWcjdlUjRzNFRGdEx4VnBoUFEifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk2fV0sIml0ZW1faWQiO
iJnY21qa21nZGxnbmtrY29jbW9laW1pbmFpam1tam5paSIsIml0ZW1fdmVyc2lvbiI6IjkuMzUuMCIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"dPaqf1rdJc9ZDJ6G_NiG8qMiRszkbuJQ9viGJwKZUmL6umoX42eImE9lFHWlKnzQp6T-f9zDk3d-3im
1Z2hnKtonTmCGV73T8d2b7I7N0lrFnwARV_umlIqB7qCcdtMKC

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.767625222183077

Encrypted: false

SSDEEP: 3:SQbYGEUfWRjj3WWEA5ajcGn:SQEYfWRjjXgj

MD5: 69B6F159F9B1421EBD5224D3F61ADCA9

SHA1: 5F778F3E0B566C638F1C9436F567E17D13F1EC02

SHA-256: 42B2668908F5B710DDDACB59DCB6547B5BCC247A90102F2E2B2FE0190BE28C23

SHA-512: C5D6467D87C25405FE99386EFFD0BB37C0728DECCECA647B6C85DD24BD28D6321B841852ACE3B83EC37D94A8ED9251683D4655AA71D185CB6A156D53B252AE
93

Malicious: false

Reputation: low

Preview: 1.53b83738fad69a9f3db36848834a1d5003880033cae857eadfc37d3802dfcb8c

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 115

Entropy (8bit): 4.563301657145084

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFHXG7LGMdv5HcDKhtUJKS1Yav:F6VlMZWuMt5SKPS1Yk

MD5: 8C5308E53C3B2FF7B5C645BB2FF50A01

SHA1: 2CA75B325F6263E2B2A0C8C4C9FF6161992152F0

SHA-256: 280B9529AF7F10F5980B8C7145FB9B7624BA26F882B1452914455FC000B22C35

C:\Users\user\AppData\Local\Temp\4224_269826788\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.json
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SHA-512: DD70A682733891E546B4BEABC73E3D2E3D85810AD9196AE92F7B9722FEC7622F085500F5BEEDCFB44F2EA6EB8953C509C8EE9729567A7E47D88C0C8DC4C19B
2A

Malicious: false

Reputation: low

Preview: {.  "manifest_version": 2,.  "name": "Subresource Filtering Rules",.  "ruleset_format": 1,.  "version": "9.35.0".}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 115

Entropy (8bit): 4.563301657145084

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFHXG7LGMdv5HcDKhtUJKS1Vqn:F6VlMZWuMt5SKPS1kn

MD5: 9BE1BC3AB4909AFF0167952B7170AC53

SHA1: F4A9E494B2E8E9AB52E7DD6EA72DA933470E5572

SHA-256: 82E50109631FE7D9E866FDEB4154650B1D2E015AFB791E2CE1316D2F156984F4

SHA-512: 9A3F0104C5D6190DC697B1DC442F3AAD18D6AAD43579344EA569E9925ECDEB640A55DBAA1FFD194EE00479CF68059F1C708EEF80159F90FA0012A5A95E971CF
F

Malicious: false

Reputation: low

Preview: {.  "manifest_version": 2,.  "name": "Subresource Filtering Rules",.  "ruleset_format": 1,.  "version": "9.34.0".}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 3110

Entropy (8bit): 7.933903341619943

Encrypted: false

SSDEEP: 96:0MWjN1CDThRYxENcEvyGF/8WAr6Fv9MFghzqSl:0MWjN1gRYavR8WjMFQzqSl

MD5: A83A2746B84F1CF573B02965B72ED592

SHA1: 85CC572D6F90029EB99AAFA56297D1BCA494313A

SHA-256: DF4B53C1C7C48E80753D4945E6EC7847084F51BF57F0ED9D341326C74651D6EC

SHA-512: C287F479EF572A06FF191C4E9A8A718507C97A2A45CB265D7DC65DD7922B80D36CE7660EC5D7EA9F3D1F1EF71C51C3E4F3D7973754F97A89B4F14D1B1FDE70D
E

Malicious: false

Reputation: low

Preview: ............ko.7......J...../..v....... ....zE.\+.T..f..%wW.$........p8/.....z..|a...}.#y.`.l..7Kr..T:'.UE,.&.i..Y............h...B.....gJ....%.\.?.f]1R..@3.jHA..eHi&.Q..`....g.__?'3^...@~X..a8.......
.....UN..%...&.F..K19".Y:.).L.L..WL..xxD>.P@ ...&'..j..)%.Q\..<!.3n.<#....;.gd2.LZ....x.m&.e.`&;.KX..."...<G....8.R.jsd....g.)..?.$=UVT...#.+g.!.......R..1..#D.k...3.Bj3iT.....*.M.
.L....}..S.K.....zi..n.A{......n..o.0j..q...w...3.7.N..].>...zK..sr1#.d..Tk..ckB...<....j.a.M1oe.9.jIQ.y+...6.....]....v.X.......q.....a>...2`.WV.v.'..~.3*.4.'8...hkT.H..9SOIF.%...;n.6.U....
i!...2v.9/.;.....R..8.(..L.b....aY2ps% ."...x.V..Y[.h.....^.........U.....p.'.&m.....6..%pWE....:..o.k...<.....5....j.I...*9...f..3.....-..0..D;......*S.td/...........^_.v.)y ..Uf..q>.v2...0....o....Y
%5;.5fn..{.......p_......B..V.......D.Y.l....q 3...sm.b..!..E....a. &.w.-.s..>..M_...`.0..k.!<SH...9$.....V.\A$..}..8....#`...,...3.W..k...\..xH.1).~.Y.L1.O...\.....k.....s..i+.....).0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 30948

Entropy (8bit): 7.99105089802474

Encrypted: true

SSDEEP: 768:jElAfPryn5QzShaPuChbhFbHRu/llKGr7J9FwyIlWg+S3:jElAfzyneSMPuKbvzUllKGzFDOWgv

MD5: 7F0FCE2F184F63FED8E9929FB106C282

SHA1: 0582EB5BFC7FCCCC1C77A860F00E351E61F5DC67

SHA-256: 7C33F333216849E50AFC9550DA7DA4450D221B837340716ACCEE3766FFD4A62B

SHA-512: AD1CD5B804C08C4C25BD6F97153D3371156848A83682DF1829B0B113B60ED0B01D67B5CD737CB414C8B825E12C7E0D6B5F9B338F4AF7FC82BE8AAF4CA8E279
BA

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.json~

C:\Users\user\AppData\Local\Temp\7cd1e74a-3bea-4fd3-b28e-603a4fb3a56a.tmp

C:\Users\user\AppData\Local\Temp\8235eb80-e89d-409f-aaa5-5c96175b37f4.tmp
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Preview: ............y..../...*D4e.sH.v.{......mv9MR...&..b.`.P."........r.....X...9s.s..w..;...>.}8...O.ep....O.]...$KO.tu...2?Yfi.'ove..T.....(.N7.R..<yr....t..})......>[......*."......'7.j......#.n..e1..Fr...........
j5xH.~.*...yvw....y.....vI......IWT..)...|...\..<=.V.C..}.fF..T.....~.~..:).....i...2./D.}...]..<+3T..Z.Q9*0.......3..7.e..p.:..-.P..n.}j....U...."...|Gm...AdQ:*...gz%n..:...K.o[...".n...(V..A...U.D.~
x.Q..X.tw.F..,.Q...k.9.w.......2....t......XF....E./...Hu.%..].....7.T...X.\$4.~.....`..e\....}.X...`A...J.....k...$IO..OS:...=...R...q......FE.H.)M..WX/........6.._..ry..J..`.q.'....x^..[r..Z.Y:..0..
.g.y....#.1.'...F7M.6...S....7.To.G.... `#.......-."...^....;..8..{.6VhL?%uU...K....O9.`Y....b.5.,zP.+\..!.1wK.j.P].....jW.!.j...i3.v.<..n.P..g....~.x..z.8...2^..U.f.bt#.+.U..N......!.[.!#.C
.A.xy.....p...n.mU,.....=.......h .ME..T/....lT\h,.U..........(.U ...Tf.?Zd8.2.V......*..../....Oyh.j.._.I.k..u...).3.r.3...j......O....+],...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 5168

Entropy (8bit): 7.956694278195136

Encrypted: false

SSDEEP: 96:HLCk5oNLp/f4PvzusAnSWuaGqLiWuGVaNhZMHd0NJHp9873PDqQ7:H2vUv7AnSKnaNPM+4uA

MD5: 3E5CCD9B583763AF68E28C5101373167

SHA1: 2005CDC0A8070B65E321A197D576698ECC267496

SHA-256: 41412C0863920BA95E9FDBD3AF000CBE926A73C078997A233DF55379A5C4D274

SHA-512: 04BF4F7320326B085C40527797577D8770A30A1ED24A8587A000A5AE1D8F39E0B7F187DB14603295AC7A2901A4698683CC3BED2C2611539293A1927AB31BEAE1

Malicious: false

Reputation: low

Preview: ...........[ks.8..._.........#..,.G..8.;.55;.%..&5$e...... )..d.._...%.....s.....+..Uv}...]rq......luK.).zJh..3.&..Uu...W...s.H. .MV..\U3Ef.\.|...TU.9.z )I...u.+.g3U`Zs.6d...JiJ.rU.IV.".'L|8
.d..j.J..q.....O."..<,...n...~|E.dV.u.O..'"...e.uyJ?..?]~.?.......M.,.7...j.,.fz].. >+o.gz....<^(5.Jg_.Ap.U.i............?.8....,..*.*./.iQ..8......A.DO/....?.~..N.~a.-..g.N~.......o.^...L.mW.]:{.....
./........[VkTu[wki.gK...;-.<...\.".3]..}V...)9i.V.P="m?......V.i...7..S.U.d..(..\....g....bU.....}........P9$.A...N..ckV..Qz..A....7..{pd.f.7....}6on.....7J;...Y..l>W...H.Z.........j.......
Wk9vj+V.W.zAm.....P.oYo..|........}.g.^.p...Z....l%cT|LN3..H......{...~.J.%.!k.(.)..."....q.%.V.. d..MZ.`......o..m3....1.../..jeH........Q....X...j..o..|.o.r..nVw._...9 .......o...l....!...{....xU5..
}.x.I..3.vT%z.k..o..........^.S*.t(....+r\.u<...G.`.........g...r..?...}7.=.....c~.F.e..w.v$sC/.B.p.D~..J...:....7Vl3w...s.-"......]+..KO.~....%.I..?.&.o...\?.9..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 30948

Entropy (8bit): 7.99105089802474

Encrypted: true

SSDEEP: 768:jElAfPryn5QzShaPuChbhFbHRu/llKGr7J9FwyIlWg+S3:jElAfzyneSMPuKbvzUllKGzFDOWgv

MD5: 7F0FCE2F184F63FED8E9929FB106C282

SHA1: 0582EB5BFC7FCCCC1C77A860F00E351E61F5DC67

SHA-256: 7C33F333216849E50AFC9550DA7DA4450D221B837340716ACCEE3766FFD4A62B

SHA-512: AD1CD5B804C08C4C25BD6F97153D3371156848A83682DF1829B0B113B60ED0B01D67B5CD737CB414C8B825E12C7E0D6B5F9B338F4AF7FC82BE8AAF4CA8E279
BA

Malicious: false

Reputation: low

Preview: ............y..../...*D4e.sH.v.{......mv9MR...&..b.`.P."........r.....X...9s.s..w..;...>.}8...O.ep....O.]...$KO.tu...2?Yfi.'ove..T.....(.N7.R..<yr....t..})......>[......*."......'7.j......#.n..e1..Fr...........
j5xH.~.*...yvw....y.....vI......IWT..)...|...\..<=.V.C..}.fF..T.....~.~..:).....i...2./D.}...]..<+3T..Z.Q9*0.......3..7.e..p.:..-.P..n.}j....U...."...|Gm...AdQ:*...gz%n..:...K.o[...".n...(V..A...U.D.~
x.Q..X.tw.F..,.Q...k.9.w.......2....t......XF....E./...Hu.%..].....7.T...X.\$4.~.....`..e\....}.X...`A...J.....k...$IO..OS:...=...R...q......FE.H.)M..WX/........6.._..ry..J..`.q.'....x^..[r..Z.Y:..0..
.g.y....#.1.'...F7M.6...S....7.To.G.... `#.......-."...^....;..8..{.6VhL?%uU...K....O9.`Y....b.5.,zP.+\..!.1wK.j.P].....jW.!.j...i3.v.<..n.P..g....~.x..z.8...2^..U.f.bt#.+.U..N......!.[.!#.C
.A.xy.....p...n.mU,.....=.......h .ME..T/....lT\h,.U..........(.U ...Tf.?Zd8.2.V......*..../....Oyh.j.._.I.k..u...).3.r.3...j......O....+],...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

C:\Users\user\AppData\Local\Temp\c6b1ce35-f008-4d21-b872-8e3095174c6a.tmp

C:\Users\user\AppData\Local\Temp\e8978088-a25b-4368-a402-b804b8314e61.tmp

C:\Users\user\AppData\Local\Temp\f8306f11-1796-4d2e-b0b0-076b0a2 d22.tmp

Copyright Joe Security LLC 2022 Page 39 of 163



Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\25e7b8cf-c7c6-4857-b00b-ac78cb44b316.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\cs\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\el\messages.json
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Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\es\messages.json
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Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fi\messages.json
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MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hi\messages.json

Copyright Joe Security LLC 2022 Page 44 of 163



SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\id\messages.json
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Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ko\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

⊘ No static file info

Total Packets: 74

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 19:32:58.692727089 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.692785025 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.692890882 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.693090916 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.693108082 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.693182945 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.693909883 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.693938017 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:58.694055080 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.700648069 CEST 56063 443 192.168.2.2 18.196.127.75

C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\lt\messages.json

Static File Info

Network Behavior

Network Port Distribution

TCP Packets
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May 27, 2022 19:32:58.700679064 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.700776100 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.701138020 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.701167107 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.701566935 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.701585054 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.701807022 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.701834917 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:58.702418089 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.702430964 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.765747070 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:58.767879009 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.767891884 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:58.768374920 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:58.768484116 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.769221067 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.770562887 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:58.770684004 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.770975113 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.772191048 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.814109087 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.849946976 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.850020885 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.851205111 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.851233959 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.851779938 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.851818085 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.852871895 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.852924109 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.852951050 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.853656054 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.853684902 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.853746891 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.854501963 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.854620934 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.898104906 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.981846094 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.982137918 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.986166954 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.986200094 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.986464977 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:58.986665010 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:58.987210989 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.987380028 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.987462044 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:58.987483025 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:58.987643003 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.987885952 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:58.987904072 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:58.987942934 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:59.020376921 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:59.020502090 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:59.020529985 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:59.020567894 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:59.022686005 CEST 62024 443 192.168.2.2 142.250.185.142

May 27, 2022 19:32:59.022731066 CEST 443 62024 142.250.185.142 192.168.2.2

May 27, 2022 19:32:59.026117086 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.040585995 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:59.040685892 CEST 54137 443 192.168.2.2 142.250.184.205

Timestamp Source Port Dest Port Source IP Dest IP
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May 27, 2022 19:32:59.040712118 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:59.040730953 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:59.040802002 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:59.043879986 CEST 54137 443 192.168.2.2 142.250.184.205

May 27, 2022 19:32:59.043909073 CEST 443 54137 142.250.184.205 192.168.2.2

May 27, 2022 19:32:59.098139048 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.098157883 CEST 443 62669 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.297169924 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.750081062 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.750135899 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.750320911 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.750324965 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.750408888 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.757747889 CEST 56063 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.757800102 CEST 443 56063 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.873177052 CEST 62669 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.874041080 CEST 65438 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.874090910 CEST 443 65438 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.874181032 CEST 65438 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.874464035 CEST 65438 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.874490976 CEST 443 65438 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.875193119 CEST 62261 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.875257015 CEST 443 62261 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.875355959 CEST 62261 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.875581026 CEST 62261 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.875612020 CEST 443 62261 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.876108885 CEST 56481 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.876153946 CEST 443 56481 18.196.127.75 192.168.2.2

May 27, 2022 19:32:59.876250982 CEST 56481 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.876462936 CEST 56481 443 192.168.2.2 18.196.127.75

May 27, 2022 19:32:59.876492977 CEST 443 56481 18.196.127.75 192.168.2.2

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

May 27, 2022 19:32:58.633219957 CEST 63241 53 192.168.2.2 1.1.1.1

May 27, 2022 19:32:58.635020018 CEST 57485 53 192.168.2.2 1.1.1.1

May 27, 2022 19:32:58.636504889 CEST 63493 53 192.168.2.2 1.1.1.1

May 27, 2022 19:32:58.650703907 CEST 53 63241 1.1.1.1 192.168.2.2

May 27, 2022 19:32:58.652942896 CEST 53 57485 1.1.1.1 192.168.2.2

May 27, 2022 19:32:58.654036045 CEST 53 63493 1.1.1.1 192.168.2.2

May 27, 2022 19:33:01.250010967 CEST 60337 53 192.168.2.2 1.1.1.1

May 27, 2022 19:33:01.281227112 CEST 53 60337 1.1.1.1 192.168.2.2

May 27, 2022 19:34:01.435323954 CEST 52280 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:01.498018980 CEST 53 52280 1.1.1.1 192.168.2.2

May 27, 2022 19:34:04.342566013 CEST 54245 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:04.360413074 CEST 53 54245 1.1.1.1 192.168.2.2

May 27, 2022 19:34:04.538211107 CEST 59742 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:04.539107084 CEST 62808 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:04.539860010 CEST 64137 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:04.557218075 CEST 53 64137 1.1.1.1 192.168.2.2

May 27, 2022 19:34:04.614259958 CEST 59948 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:04.631913900 CEST 53 59948 1.1.1.1 192.168.2.2

May 27, 2022 19:34:06.695312977 CEST 63356 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:06.697300911 CEST 57479 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:07.626951933 CEST 54599 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:07.627717972 CEST 56158 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:09.981931925 CEST 63075 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:10.220628023 CEST 49836 53 192.168.2.2 1.1.1.1

UDP Packets
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May 27, 2022 19:34:10.221357107 CEST 49771 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:10.511894941 CEST 60145 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:11.736954927 CEST 65207 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:11.818634033 CEST 64565 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:11.822875977 CEST 53 65207 1.1.1.1 192.168.2.2

May 27, 2022 19:34:11.836277008 CEST 53 64565 1.1.1.1 192.168.2.2

May 27, 2022 19:34:12.465715885 CEST 50060 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:12.629595041 CEST 53 50060 1.1.1.1 192.168.2.2

May 27, 2022 19:34:12.781274080 CEST 49158 53 192.168.2.2 1.1.1.1

May 27, 2022 19:34:12.809679031 CEST 53 49158 1.1.1.1 192.168.2.2

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 27, 2022 19:32:58.633219957 CEST 192.168.2.2 1.1.1.1 0x1c36 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

May 27, 2022 19:32:58.635020018 CEST 192.168.2.2 1.1.1.1 0x23c0 Standard query 
(0)

linkprotec
t.cudasvc.com

A (IP address) IN (0x0001)

May 27, 2022 19:32:58.636504889 CEST 192.168.2.2 1.1.1.1 0xf702 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

May 27, 2022 19:33:01.250010967 CEST 192.168.2.2 1.1.1.1 0x2bc7 Standard query 
(0)

linkprotec
t.cudasvc.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:01.435323954 CEST 192.168.2.2 1.1.1.1 0x9e80 Standard query 
(0)

campus.bar
racuda.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:04.342566013 CEST 192.168.2.2 1.1.1.1 0xb481 Standard query 
(0)

cdn.cookie
law.org

A (IP address) IN (0x0001)

May 27, 2022 19:34:04.538211107 CEST 192.168.2.2 1.1.1.1 0x44c1 Standard query 
(0)

munchkin.m
arketo.net

A (IP address) IN (0x0001)

May 27, 2022 19:34:04.539107084 CEST 192.168.2.2 1.1.1.1 0x7513 Standard query 
(0)

use.typekit.net A (IP address) IN (0x0001)

May 27, 2022 19:34:04.539860010 CEST 192.168.2.2 1.1.1.1 0x1770 Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

May 27, 2022 19:34:04.614259958 CEST 192.168.2.2 1.1.1.1 0xdd0c Standard query 
(0)

geolocatio
n.onetrust.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:06.695312977 CEST 192.168.2.2 1.1.1.1 0x8f22 Standard query 
(0)

p.typekit.net A (IP address) IN (0x0001)

May 27, 2022 19:34:06.697300911 CEST 192.168.2.2 1.1.1.1 0x4b3a Standard query 
(0)

client.per
imeterx.net

A (IP address) IN (0x0001)

May 27, 2022 19:34:07.626951933 CEST 192.168.2.2 1.1.1.1 0x8cb7 Standard query 
(0)

cdn.embedl
y.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:07.627717972 CEST 192.168.2.2 1.1.1.1 0x443d Standard query 
(0)

play.vidyard.com A (IP address) IN (0x0001)

May 27, 2022 19:34:09.981931925 CEST 192.168.2.2 1.1.1.1 0xdd96 Standard query 
(0)

js-agent.n
ewrelic.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:10.220628023 CEST 192.168.2.2 1.1.1.1 0x33f3 Standard query 
(0)

cdn.vidyard.com A (IP address) IN (0x0001)

May 27, 2022 19:34:10.221357107 CEST 192.168.2.2 1.1.1.1 0x4e0d Standard query 
(0)

assets.vid
yard.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:10.511894941 CEST 192.168.2.2 1.1.1.1 0x9c51 Standard query 
(0)

bam-cell.nr-
data.net

A (IP address) IN (0x0001)

May 27, 2022 19:34:11.736954927 CEST 192.168.2.2 1.1.1.1 0xa285 Standard query 
(0)

campus.bar
racuda.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:11.818634033 CEST 192.168.2.2 1.1.1.1 0xdbf8 Standard query 
(0)

cdn.cookie
law.org

A (IP address) IN (0x0001)

May 27, 2022 19:34:12.465715885 CEST 192.168.2.2 1.1.1.1 0x8731 Standard query 
(0)

234-ymr-89
8.mktoresp.com

A (IP address) IN (0x0001)

May 27, 2022 19:34:12.781274080 CEST 192.168.2.2 1.1.1.1 0x2ef2 Standard query 
(0)

raw.vidyard.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 27, 2022 
19:32:58.650703907 CEST

1.1.1.1 192.168.2.2 0x1c36 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:32:58.650703907 CEST

1.1.1.1 192.168.2.2 0x1c36 No error (0) clients.l.
google.com

142.250.185.142 A (IP address) IN 
(0x0001)

DNS Queries

DNS Answers
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May 27, 2022 
19:32:58.652942896 CEST

1.1.1.1 192.168.2.2 0x23c0 No error (0) linkprotec
t.cudasvc.com

18.196.127.75 A (IP address) IN 
(0x0001)

May 27, 2022 
19:32:58.652942896 CEST

1.1.1.1 192.168.2.2 0x23c0 No error (0) linkprotec
t.cudasvc.com

35.158.231.90 A (IP address) IN 
(0x0001)

May 27, 2022 
19:32:58.654036045 CEST

1.1.1.1 192.168.2.2 0xf702 No error (0) accounts.g
oogle.com

142.250.184.205 A (IP address) IN 
(0x0001)

May 27, 2022 
19:33:00.030589104 CEST

1.1.1.1 192.168.2.2 0x7699 No error (0) gstaticads
sl.l.google.com

142.250.185.163 A (IP address) IN 
(0x0001)

May 27, 2022 
19:33:01.281227112 CEST

1.1.1.1 192.168.2.2 0x2bc7 No error (0) linkprotec
t.cudasvc.com

35.158.231.90 A (IP address) IN 
(0x0001)

May 27, 2022 
19:33:01.281227112 CEST

1.1.1.1 192.168.2.2 0x2bc7 No error (0) linkprotec
t.cudasvc.com

18.196.127.75 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:01.498018980 CEST

1.1.1.1 192.168.2.2 0x9e80 No error (0) campus.bar
racuda.com

live.prod.campus.c
udaops.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:01.498018980 CEST

1.1.1.1 192.168.2.2 0x9e80 No error (0) live.prod.
campus.cud
aops.com

app-lb-
2049423805.us-
east-
2.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:01.498018980 CEST

1.1.1.1 192.168.2.2 0x9e80 No error (0) app-lb-204
9423805.us-
east-2.el
b.amazonaw
s.com

3.141.143.11 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:01.498018980 CEST

1.1.1.1 192.168.2.2 0x9e80 No error (0) app-lb-204
9423805.us-
east-2.el
b.amazonaw
s.com

3.20.55.102 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.360413074 CEST

1.1.1.1 192.168.2.2 0xb481 No error (0) cdn.cookie
law.org

104.16.148.64 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.360413074 CEST

1.1.1.1 192.168.2.2 0xb481 No error (0) cdn.cookie
law.org

104.16.149.64 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.556305885 CEST

1.1.1.1 192.168.2.2 0x44c1 No error (0) munchkin.m
arketo.net

wildcard.marketo.n
et.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:04.556576967 CEST

1.1.1.1 192.168.2.2 0x7513 No error (0) use.typekit.net use-
stls.adobe.com.ed
gesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:04.557218075 CEST

1.1.1.1 192.168.2.2 0x1770 No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:04.557218075 CEST

1.1.1.1 192.168.2.2 0x1770 No error (0) stats.l.do
ubleclick.net

74.125.140.157 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.557218075 CEST

1.1.1.1 192.168.2.2 0x1770 No error (0) stats.l.do
ubleclick.net

74.125.140.156 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.557218075 CEST

1.1.1.1 192.168.2.2 0x1770 No error (0) stats.l.do
ubleclick.net

74.125.140.155 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.557218075 CEST

1.1.1.1 192.168.2.2 0x1770 No error (0) stats.l.do
ubleclick.net

74.125.140.154 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.588949919 CEST

1.1.1.1 192.168.2.2 0x30a4 No error (0) www-google-
analytics
.l.google.com

142.250.185.78 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.631913900 CEST

1.1.1.1 192.168.2.2 0xdd0c No error (0) geolocatio
n.onetrust.com

104.20.185.68 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:04.631913900 CEST

1.1.1.1 192.168.2.2 0xdd0c No error (0) geolocatio
n.onetrust.com

104.20.184.68 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:06.713458061 CEST

1.1.1.1 192.168.2.2 0x8f22 No error (0) p.typekit.net p.typekit.net-stls-
v3.edgesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:06.716881037 CEST

1.1.1.1 192.168.2.2 0x4b3a No error (0) client.per
imeterx.net

client.perimeterx.n
et.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:07.645468950 CEST

1.1.1.1 192.168.2.2 0x8cb7 No error (0) cdn.embedl
y.com

cdn.embed.ly.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:07.645500898 CEST

1.1.1.1 192.168.2.2 0x443d No error (0) play.vidyard.com p.shared.global.fas
tly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:09.999525070 CEST

1.1.1.1 192.168.2.2 0xdd96 No error (0) js-agent.n
ewrelic.com

k.sni.global.fastly.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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May 27, 2022 
19:34:10.238820076 CEST

1.1.1.1 192.168.2.2 0x33f3 No error (0) cdn.vidyard.com cs6.cn.wpc.omega
cdn.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:10.238820076 CEST

1.1.1.1 192.168.2.2 0x33f3 No error (0) cs6.cn.wpc
.omegacdn.net

cs6.wpc.apr-
17a6a-
2.edgecastdns.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:10.238820076 CEST

1.1.1.1 192.168.2.2 0x33f3 No error (0) cs6.wpc.om
egacdn.net

93.184.221.26 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:10.250899076 CEST

1.1.1.1 192.168.2.2 0x4e0d No error (0) assets.vid
yard.com

p.shared.global.fas
tly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:10.529575109 CEST

1.1.1.1 192.168.2.2 0x9c51 No error (0) bam-cell.nr-
data.net

tls12.newrelic.com.
cdn.cloudflare.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:11.822875977 CEST

1.1.1.1 192.168.2.2 0xa285 No error (0) campus.bar
racuda.com

live.prod.campus.c
udaops.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:11.822875977 CEST

1.1.1.1 192.168.2.2 0xa285 No error (0) live.prod.
campus.cud
aops.com

app-lb-
2049423805.us-
east-
2.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

May 27, 2022 
19:34:11.822875977 CEST

1.1.1.1 192.168.2.2 0xa285 No error (0) app-lb-204
9423805.us-
east-2.el
b.amazonaw
s.com

3.20.55.102 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:11.822875977 CEST

1.1.1.1 192.168.2.2 0xa285 No error (0) app-lb-204
9423805.us-
east-2.el
b.amazonaw
s.com

3.141.143.11 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:11.836277008 CEST

1.1.1.1 192.168.2.2 0xdbf8 No error (0) cdn.cookie
law.org

104.16.148.64 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:11.836277008 CEST

1.1.1.1 192.168.2.2 0xdbf8 No error (0) cdn.cookie
law.org

104.16.149.64 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:12.629595041 CEST

1.1.1.1 192.168.2.2 0x8731 No error (0) 234-ymr-89
8.mktoresp.com

192.28.144.124 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:12.809679031 CEST

1.1.1.1 192.168.2.2 0x2ef2 No error (0) raw.vidyard.com 100.25.244.111 A (IP address) IN 
(0x0001)

May 27, 2022 
19:34:12.809679031 CEST

1.1.1.1 192.168.2.2 0x2ef2 No error (0) raw.vidyard.com 3.227.200.55 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
linkprotect.cudasvc.com

            
accounts.google.com

            
clients2.google.com

            
https:

fonts.gstatic.com
cdn.cookielaw.org
campus.barracuda.com
geolocation.onetrust.com
cdn.vidyard.com
stats.g.doubleclick.net
234-ymr-898.mktoresp.com
raw.vidyard.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.2 56063 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.2 54137 142.250.184.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.2 60916 142.250.185.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.2 58434 142.250.185.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.2 59606 142.250.185.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.2 56566 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.2 56634 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.2 55946 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.2 49786 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.2 53961 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.2 53503 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.2 64723 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.2 62024 142.250.185.142 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.2 49918 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.2 58628 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.2 49822 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.2 53132 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.2 60427 104.20.185.68 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.2 55850 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.2 53454 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.2 58177 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.2 61941 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

29 192.168.2.2 63429 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.2 62669 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

30 192.168.2.2 57491 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

31 192.168.2.2 55152 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.2 63994 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.2 62884 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

34 192.168.2.2 57864 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

35 192.168.2.2 62629 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

36 192.168.2.2 54353 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

37 192.168.2.2 50578 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

38 192.168.2.2 50508 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

39 192.168.2.2 58749 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.2 62261 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

40 192.168.2.2 57219 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2022 Page 56 of 163



Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

41 192.168.2.2 55364 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

42 192.168.2.2 59356 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

43 192.168.2.2 64983 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

44 192.168.2.2 50176 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

45 192.168.2.2 58336 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

46 192.168.2.2 65440 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

47 192.168.2.2 61355 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

48 192.168.2.2 58276 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

49 192.168.2.2 52144 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.2 65438 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

50 192.168.2.2 50351 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

51 192.168.2.2 52213 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

52 192.168.2.2 54594 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

53 192.168.2.2 56897 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

54 192.168.2.2 54476 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

55 192.168.2.2 52803 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

56 192.168.2.2 63516 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

57 192.168.2.2 49870 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

58 192.168.2.2 59902 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

59 192.168.2.2 61937 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.2 56481 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

60 192.168.2.2 54066 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

61 192.168.2.2 52931 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

62 192.168.2.2 63814 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

63 192.168.2.2 60179 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

64 192.168.2.2 59058 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

65 192.168.2.2 58390 93.184.221.26 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

66 192.168.2.2 64810 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

67 192.168.2.2 61757 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

68 192.168.2.2 49789 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

69 192.168.2.2 58237 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.2 58958 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

70 192.168.2.2 52498 74.125.140.157 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

71 192.168.2.2 63435 93.184.221.26 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

72 192.168.2.2 8511 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

73 192.168.2.2 55372 192.28.144.124 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

74 192.168.2.2 55966 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

75 192.168.2.2 50887 93.184.221.26 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

76 192.168.2.2 58969 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

77 192.168.2.2 63141 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

78 192.168.2.2 64221 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

79 192.168.2.2 63484 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.2 60613 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

80 192.168.2.2 61224 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

81 192.168.2.2 62219 3.141.143.11 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

May 27, 2022 
19:34:01.619748116 
CEST

8218 OUT GET /to/12I4 HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

May 27, 2022 
19:34:01.734083891 
CEST

8218 IN HTTP/1.1 301 Moved Permanently
Server: awselb/2.0
Date: Fri, 27 May 2022 17:34:01 GMT
Content-Type: text/html
Content-Length: 134
Connection: keep-alive
Location: https://campus.barracuda.com:443/to/12I4
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

82 192.168.2.2 50799 3.141.143.11 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.2 56190 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.2 56063 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

HTTPS Proxied Packets
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2022-05-27 17:32:58 UTC 0 OUT GET /url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5
bR1sEWsz96zu1YjEpVa-GeOf64B1QO3Pqj4BfBfwPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1 HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:32:59 UTC 5 IN HTTP/1.1 200 OK
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: text/html
Date: Fri, 27 May 2022 17:33:28 GMT
Expires: -1
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
transfer-encoding: chunked
Connection: Close

2022-05-27 17:32:59 UTC 6 IN Data Raw: 31 30 34 36 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 0a 
20 20 3c 21 2d 2d 20 42 61 73 69 63 20 50 61 67 65 20 4e 65 65 64 73 0a 20 20 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 
80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 
80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 
80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 
80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 e2 80 93 20 2d 2d 3e 0a 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 
74 3d 22 55 54 46 2d 38 22 3e 0a 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 
Data Ascii: 1046<!DOCTYPE html><html><head>  ... Basic Page Needs   -->  <meta charset="UTF-8">  <meta http-

2022-05-27 17:32:59 UTC 10 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.2 54137 142.250.184.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:32:58 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CONSENT=YES+srp.gws-20210525-0-RC1.de+FX+704

2022-05-27 17:32:58 UTC 1 OUT Data Raw: 20 
Data Ascii:  
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2022-05-27 17:32:59 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 27 May 2022 17:32:59 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Content-Security-Policy: script-src 'report-sample' 'nonce-4rqRzi27Y8t3dVcGqTXcMA' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-4rqRzi27Y8t3dVcGqTXcMA' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Cross-Origin-Opener-Policy: same-origin
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-27 17:32:59 UTC 5 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-05-27 17:32:59 UTC 5 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.2 60916 142.250.185.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:33:00 UTC 318 OUT GET /s/roboto/v30/KFOmCnqEu92Fr1Mu4mxK.woff2 HTTP/1.1
Host: fonts.gstatic.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
Origin: https://linkprotect.cudasvc.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://fonts.googleapis.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:33:00 UTC 319 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy: same-origin; report-to="apps-themes"
Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-
themes"}]}
Timing-Allow-Origin: *
Content-Length: 15744
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Date: Mon, 23 May 2022 11:07:47 GMT
Expires: Tue, 23 May 2023 11:07:47 GMT
Cache-Control: public, max-age=31536000
Age: 368713
Last-Modified: Wed, 11 May 2022 19:24:48 GMT
Content-Type: font/woff2
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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2022-05-27 17:33:00 UTC 320 IN Data Raw: 77 4f 46 32 00 01 00 00 00 00 3d 80 00 12 00 00 00 00 8e 74 00 00 3d 1a 00 01 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 1a 64 1b 99 64 1c 85 5e 06 60 00 83 20 08 54 09 83 3c 11 0c 0a 81 dc 7c 81 c4 
7b 0b 84 0a 00 12 82 10 01 36 02 24 03 88 10 04 20 05 82 74 07 20 0c 82 49 1b 33 7f 25 ec d8 8b 02 ba 03 38 a1 a9 26 
aa 91 08 fb 34 5a e5 7c 74 20 f6 38 90 b8 ee 17 fc ff e7 04 cd 44 06 b9 f9 24 ad 75 4e 45 85 50 84 45 9d 41 6b 14 db eb 3
d ca 78 0e 39 58 7a f5 60 03 49 f1 a6 9c eb 52 ad 94 c1 fa 23 46 2b 42 60 ad bb 7d da 52 50 7c 45 fd d0 c2 5a 5c 7f 57 5b 
bc 1a eb fa 9f e0 8f 05 e0 a2 ff d1 ed 08 43 94 88 12 51 42 81 03 e8 99 18 6d bf a3 ec 63 6d bb 3f a3 46 f4 84 67 f4 b4 d0 
0e da d8 e8 51 8a 95 ba ab 33 c0 9d 1c d1 88 93 87 70 ed 1f 
Data Ascii: wOF2=t=dd^` T<|{6$ t I3%8&4Z|t 8D$uNEPEAk=x9Xz`IR#F+B`}RP|EZ\W[CQBmcm?FgQ3p

2022-05-27 17:33:00 UTC 320 IN Data Raw: b6 fd 8c 5a 44 ff ef 32 f3 4b fa 1a 95 3a ad ed 34 7b 67 dd da 3a ad 11 7e 00 06 d0 00 76 00 1e 82 06 f0 00 3c 
00 03 48 5e fc 52 e7 27 ad c0 92 ed 38 1b 85 14 05 3f e1 3b e2 ee 97 07 75 79 15 56 57 e1 f4 38 3d f0 22 e9 46 c3 93 f1 
2a a7 af 09 fe 04 40 45 bb a5 c4 b4 c6 63 fe a3 18 de 3d 00 e4 49 62 03 86 f9 d5 de 79 38 24 92 61 29 7b 03 f6 06 8f be 
fb d4 b6 4b 69 49 57 11 26 ae d3 94 7e df 7d a4 8b 31 f1 a3 cb 77 f6 4d d9 fa 7b c7 34 b1 88 8d c0 1d d3 21 04 bc 7b 12 
16 46 f6 48 a7 35 23 4b 86 19 ad 74 0f 04 35 b7 77 d5 03 ad 76 65 3b 17 20 27 d1 03 0b a6 91 e2 4e 4a 8a e6 09 8a f6 
be 27 28 25 3b f0 cf f7 3f a7 05 97 44 e8 ba ca 1a 4d fa 43 71 2c 3c aa 3d 3f a7 66 14 c1 1d 97 00 be ff 5f ba b7 e9 9d 56 
8a c2 62 41 f9 28 8b f0 33 37 ff ac 76 f8 ff e9 ec 2b 
Data Ascii: ZD2K:4{g:~v<H^R'8?;uyVW8="F*@Ec=Iby8$a){KiIW&~}1wM{4!{FH5#Kt5wve; 'NJ'(%;?DMCq,<=?f_VbA(37v+

2022-05-27 17:33:00 UTC 322 IN Data Raw: 6f 84 a2 16 a3 18 c3 38 26 30 79 ea 38 2f 4a c2 59 13 63 22 0b d6 c4 07 e0 23 3e e1 33 be f4 25 61 b4 16 0b 
8d 68 c1 76 fe 0e 7c 38 a2 07 bd e8 43 7f 25 9d 0f 2e 7f 20 a0 7d 70 68 61 15 11 a3 fb 20 89 8f c0 27 7c c6 97 73 8f d3 eb 
a6 f0 de 11 b7 0b a7 d0 b8 d9 7d 16 af 44 18 af de ea d1 4b c8 2a 53 59 91 5c af 1d 9c ae d8 53 17 85 97 25 12 f5 50 38 
27 f7 fe b7 9a dd 1d 4b 5b b0 4a ad 32 e3 2a 8d d9 66 0d 22 c1 44 19 20 5e 14 20 62 74 18 36 32 32 30 2f 3a 84 81 01 c3 
c2 82 e3 31 46 30 63 8b c6 81 2b 96 f9 dc a9 f3 e4 49 8b 0f 1f da 02 85 f8 8f 88 88 ae 48 91 f4 44 89 a1 af 4a 15 43 0d 5a 
18 d9 6e 3b be 9b 26 59 78 ef 8b 50 3f fd 25 86 b1 47 46 a6 8a 8e 4e 15 03 83 26 16 16 4d 3c 3c 18 03 06 d4 19 32 c4 64 
c4 08 62 cc 18 09 1f 9f 1c 0b 16 e8 2c 59 e2 b0 61 
Data Ascii: o8&0y8/JYc"#>3%ahv|8C%. }pha '|s}DK*SY\S%P8'K[J2*f"D ^ bt6220/:1F0c+IHDJCZn;&YxP?%GFN&M<
<2db,Ya

2022-05-27 17:33:00 UTC 323 IN Data Raw: 55 29 39 4e 49 61 18 86 88 63 15 db 5f b6 58 99 e6 d0 51 4f f9 7d 68 bb 9b 09 82 7e 6f c2 7e e0 bc b0 e4 56 
0e 04 c9 95 8d a4 c0 5b be 84 4a e5 04 de 81 66 d6 1e 4b f0 dd 2e ab a3 72 66 30 0a 5e a3 c3 78 19 79 b3 d8 30 f5 c3 
47 db d5 bc 09 8d b8 4b a8 f0 a3 e5 06 46 f8 df 9b 12 f4 c6 02 ee cf f9 8c 49 d1 66 fb 15 cc 20 3c 96 65 b3 90 d8 d8 78 32 
68 c6 49 9f ec 3b 91 b9 69 d2 b0 de 5f 1c f7 44 5e ad 32 03 f0 0f 98 ff 37 b0 f8 35 00 b9 3e 28 3f 83 0d df 06 d2 85 2a 47 
37 38 42 82 43 cd 58 0c 4c e2 b5 38 79 09 82 8f b3 63 41 c7 f6 2b 02 e6 45 1e 53 a7 73 b4 35 5a 21 43 0a b3 a8 13 8d f3 
82 3e b1 a1 21 2f 62 78 33 da 94 1b d0 1d b8 f9 69 c4 7b 6e 78 99 aa a1 15 e6 5b e3 89 ad 21 64 ad fc 02 53 f7 00 84 ff 
50 40 c5 f9 80 b7 de 59 8f 93 b2 3c cb 82 55 a8 d1 7b 
Data Ascii: U)9NIac_XQO}h~o~V[JfK.rf0^xy0GKFIf <ex2hI;i_D^275>(?*G78BCXL8ycA+ESs5Z!C>!/bx3i{nx[!dSP@Y<U{

2022-05-27 17:33:00 UTC 324 IN Data Raw: d8 fa 3d 76 4b 2c 92 07 3c a4 2d 76 29 79 a6 1e 2d cf 26 53 5e f5 4c e2 ae 99 4c 7a 52 3c 66 f0 52 c3 d6 16 9c 
5d e7 01 25 c0 ab e0 ad 05 21 56 05 36 75 5c 1e dc f1 34 a0 0c 5d 0d 4e a3 9d 7d 26 27 59 e4 85 93 ce 93 ed 30 82 b2 
84 ba 96 1b be 38 6b 6f 5e 69 5f aa bb 4b f7 35 4b 5c 23 29 1d 03 c5 c9 e1 94 23 73 65 43 ac 5c 06 eb 78 f5 01 4c a2 32 
84 fa 6a e4 6f d8 a2 21 e4 49 58 8a 63 05 1e f7 27 6d 2c c2 2a 33 fb 28 39 a4 ae 97 1c e5 a2 c4 ae 11 11 ea 64 9b 47 73 
14 f8 d0 a2 04 1e 4f 74 c0 e3 01 f7 07 e4 b1 3c 75 13 36 24 13 99 55 28 d0 64 c3 cd ef a6 8d a2 f7 b0 7b dd e6 b7 5f aa 
27 0d a6 84 7e a9 ad 2f 9c 80 b4 c0 88 fa 60 65 d2 d7 4b fd f7 78 77 8e 95 fd 47 65 7b f1 ca ff 3f de 9c 42 e9 9a 91 7e d2 
ca da 18 93 f2 0d 98 f5 d9 ea b4 47 c8 05 f9 d8 e4 6e 
Data Ascii: =vK,<-v)y-&S^LLzR<fR]%!V6u\4]N}&'Y08ko^i_K5K\#)#seC\xL2jo!IXc'm,*3(9dGsOt<u6$U(d{_'~/`eKxwGe{?
B~Gn

2022-05-27 17:33:00 UTC 325 IN Data Raw: 0e 4f 6d ed 24 cf b3 e7 d9 7f a5 19 6c c9 6c a9 10 33 6f 0c 18 df dc 57 1c 14 70 5f ec e4 f9 e7 e5 cf 05 89 7e f2 
44 64 a7 fc cd 0e 64 c1 59 66 2a 4d 96 47 8e 0a d5 af 8f 30 d9 d6 7a fd 62 57 19 ac f8 cd 60 5b ed cd ab ed ff b8 34 06 4f 
be c2 6e 12 0b 33 37 40 03 57 5f e3 f6 08 79 59 6b 5c 23 5a 8f d8 2b 71 b8 16 81 99 73 9a 4a ec ec 6f b7 72 d3 9d a8 ce 
c8 bc e2 58 7c 45 4d 3e eb 3e d7 cf 9e 87 af d6 bb 1e 08 5c cd a6 3f b6 15 0b 54 24 60 40 a4 6c 24 20 cb ea 70 31 ac 8e 
df 47 37 17 5f 3c 9a f0 4d ee 0a bd 91 28 83 e9 cc 98 fa f7 a4 09 d8 3e cb 8e 25 e5 a5 e7 14 10 b0 19 d5 b9 25 20 42 8a 
ba ff 0b 4e 39 c7 81 ed 50 1e 71 75 f2 c3 6d c3 4f b3 b7 39 ae b0 85 47 16 1b 2f db ac 6f e4 87 e9 e2 66 5f f0 0c ef 7f c4 
7a c7 3f 75 30 ee 76 f2 a7 12 d3 13 32 4b 3a 
Data Ascii: Om$ll3oWp_~DddYf*MG0zbW`[4On37@W_yYk\#Z+qsJorX|EM>>\?T$`@l$ p1G7_<M(>%% BN9Pqu
mO9G/of_z?u0v2K:

2022-05-27 17:33:00 UTC 327 IN Data Raw: 4e 11 08 73 cc fd aa 11 c6 4b ee 60 6e 65 73 fb 28 48 2d 58 ed f0 c1 f6 fc ca 7e 38 7c 3d e5 ff ff 2f 04 16 5f 18 
bb c0 a6 74 4b 41 bd c6 80 72 b9 48 e1 08 23 40 fd 56 60 7a b1 ef f9 28 c0 53 31 5a 91 04 50 ce 27 5d e6 ca 66 32 65 79 
e4 98 50 60 eb ca 64 a5 90 5c 31 6e fa 27 d6 f8 15 89 c6 a1 e1 fd f6 eb 9b 19 d7 36 db ae 68 a0 cb cb ca cb ce 9e 6b fc 
9f 06 92 d9 bd 74 f5 1f cd 1e 9d dd 53 3b df 4b 60 00 ec a9 5e 67 ff 58 64 4c 60 76 a0 19 db 1e 49 9e 72 4d 18 5a 63 83 
1b 3e 92 64 5c f9 3f e7 bb 56 bb 4b 9b ed 14 3b cd ba c6 fa a7 1a 72 09 7c 3f 34 1b 5b 88 2a e2 4b 6d 05 78 e0 8b 4b 14 
1e bf 77 0d 3c c8 3d 5c bc 90 37 60 cb 58 77 62 f4 66 97 2e dc d6 c1 04 96 26 f2 ba 77 72 7b c5 37 4f 05 46 6e 73 1b 00 
b3 a8 b1 5f ba cb cb fa df 3f a2 1c eb e4 0d 29 cc 
Data Ascii: NsK`nes(H-X~8|=/_tKArH#@V`z(S1ZP']f2eyP`d\1n'6hktS;K`^gXdL`vIrMZc>d\?VK;r|?4[*KmxKw<=\7`
Xwbf.&wr{7OFns_?)

2022-05-27 17:33:00 UTC 328 IN Data Raw: a3 17 58 20 4c 0f b9 06 d7 14 e7 e7 5e 10 b2 ac d3 77 6b 34 d2 ab 2a 8a dd e7 6a 20 6f 9a 0b a7 1f 9f dd 79 
0e 7e b5 c0 4a 6b ae 22 14 d6 22 03 4c d4 6c 73 f4 cf db b6 98 45 fb 69 a0 cf b7 ba 8b c2 24 6c 05 61 70 13 53 15 db 2c 
03 49 7b a6 35 d4 11 6e e2 86 47 64 f1 38 7b 86 34 c4 d9 23 3a ae f3 f8 12 9f 37 f9 18 5a d9 5e 4b a5 dc 5d ed 8f 64 8e 
ac 56 d7 b6 35 90 4a 02 7d 9c 3c 7d c2 f3 52 62 50 cd 8f 27 7c bc bc 1c 83 fe ae 69 a7 5d 16 6c d2 17 68 a2 5d 6e 6f a5 
48 09 d2 eb 6a a1 8d d4 4b 48 06 87 ed 0e 9b 41 5b cc b0 dd 39 d3 3d ae b0 e5 99 69 d8 62 9f 6b 65 e8 58 97 b3 a5 33 
3a 31 33 25 38 8a 9e d8 8e 50 ce 4d 35 b1 51 51 aa 3d 11 dc 96 99 97 5d 59 98 a3 ed 2f 6e e7 99 7c c3 f5 0a bb 30 da 
01 08 d7 55 f2 89 d2 da 4f 64 f3 65 d7 e9 49 ba 3f 64 9e 43 ce 
Data Ascii: X L^wk4*j oy~Jk""LlsEi$lapS,I{5nGd8{4#:7Z^K]dV5J}<}RbP'|i]lh]noHjKHA[9=ibkeX3:13%8PM5QQ=
]Y/n|0UOdeI?dC

2022-05-27 17:33:00 UTC 329 IN Data Raw: 82 a2 81 c9 75 a5 27 5b 88 e4 6c af 6b 3d 7e 3a ed 67 af 51 15 52 78 c2 51 04 ef 4b b1 be 1a 52 17 6e a8 1b 
c9 e9 f3 3f 85 86 9a 79 a5 73 95 e0 06 e3 6e fb cd 4a 1d 2b 13 09 31 f3 ca e4 22 16 0d 60 80 40 bf 19 a9 7c 89 10 73 8f 
74 ae e2 04 16 3c 28 e0 fe 85 fc ff 42 cc 3c 70 5c 15 2c 56 23 22 60 75 4b 6f ef 35 c8 6e 0c f7 5b 56 e0 6b e0 76 8d 8c f2 
f2 8c 41 78 cb b8 46 44 f8 78 47 46 ba 89 9e 93 01 e5 17 c8 62 a1 b2 59 05 fc a7 63 fb 5a 4b 58 b1 10 54 00 2a e4 af 8f 
08 26 5f 78 f3 32 7d 0c aa 22 78 0e 0d 9e e8 59 69 8a 0b 92 82 d2 12 cf a1 be 6b e9 43 4e b4 a6 76 e7 75 a7 75 1f 83 68 
9d ff 14 96 73 1e 5a 87 90 8e 6c 64 72 20 97 32 d2 d0 79 68 82 ce 13 29 42 9e 32 01 97 e7 21 1e 4d 2c 24 16 46 8b 7b 
7c be bb e9 9e e7 bd 32 7b 4c a4 6e 37 c1 a8 dc e8 2c 27 
Data Ascii: u'[lk=~:gQRxQKRn?ysnJ+1"`@|st<(B<p\,V#"`uKo5n[VkvAxFDxGFbYcZKXT*&_x2}"xYikCNvuuhsZldr 2y
h)B2!M,$F{|2{Ln7,'

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:33:00 UTC 330 IN Data Raw: 28 60 67 69 81 b6 d4 68 7f 11 d7 3d 7c f8 8b 77 9f 0d 4a e7 8c f1 61 bb e5 10 c8 9d 47 43 54 f2 ca be 07 71 81 
ac 49 c3 b2 1f ba fb 14 76 46 47 f1 e8 91 37 bc d9 b4 19 45 57 49 7f d7 68 14 07 c4 f5 b7 24 4f ab b9 3e f2 f0 a8 ba dc f0 
8b 12 c8 e7 bd 96 fd 00 d4 37 03 60 fd f6 2e 7e bb ed 20 16 35 67 cc 5e a7 9f 68 dc 03 5f 0f 80 bf 3b 85 7e 07 c4 29 ed 9f 
eb 41 d9 04 dd fd 29 d6 c4 a5 89 77 6c 53 6a 40 fd ae bd 23 c6 03 90 b6 03 60 9a 6c cb 76 5b 45 77 ed 1f 1b 16 4c ce 9c 
37 63 da b0 e4 52 6a 4a 99 a6 81 14 2c 7a 64 ae 9b 9c 70 5f fe 28 90 1b b4 5b 62 de 8b df 10 76 f2 8e fb 36 a6 a6 4c 9a 
03 12 d3 b2 9d b4 56 e8 da a2 a4 2e c3 7f 41 94 23 79 25 3f 60 19 2c f7 fb 83 27 85 a2 40 3a 96 30 75 ba 4e 42 70 b1 28 
56 4c 57 ef bf b3 80 2e 48 03 20 d1 0f 79 78 88 
Data Ascii: (`gih=|wJaGCTqIvFG7EWIh$O>7`.~ 5g^h_;~)A)wlSj@#`lv[EwL7cRjJ,zdp_([bv6LV.A#y%?`,'@:0uNBp(VLW.H 
yx

2022-05-27 17:33:00 UTC 332 IN Data Raw: 69 ef ed 8b ad 33 65 26 2f 97 f2 04 11 16 d6 8a 5d e8 ae 3a 92 43 1a 15 48 18 7c 67 e5 a2 b6 35 44 c8 f7 11 
2c 68 c0 ca 14 72 ed 1c 8a c9 56 a4 cc 19 e7 06 25 82 cd 95 d3 a6 40 2a 09 32 a3 32 17 39 ba 9c d9 c3 09 08 3a 78 ea 
d4 23 1c 61 dd 33 05 ba 14 e0 b3 5b d4 47 c7 e8 7f 90 35 5b 1c ea 91 75 91 16 20 80 1a 9d 76 31 9b ec 23 e6 bf 91 c1 c3 
54 d6 10 9a 13 99 d0 d6 9a af 95 95 ef cb 58 4c 42 12 7e d4 5b 70 53 c6 3a eb 3c 70 3f b4 6e d9 6f 23 8c 62 dd 99 8a ab 
8d 63 83 c2 62 71 4e 96 7b 36 44 23 96 46 82 c0 1b 9b 54 cd 7c b5 a7 a6 e7 48 6c 2c 2b 51 40 b6 c4 8f 53 a6 d5 4d 6b 
90 87 9b 8a ec 49 3a 41 db a0 b7 48 43 75 81 fe 43 75 48 1f e5 7f 0e 1e 27 15 62 52 56 09 5e e9 0d cf 0c 93 a9 ed 0c 9b 
fc 9b 43 ea 4d 87 c1 23 f0 10 67 6e 38 56 39 ca 93 c2 bf a9 75 
Data Ascii: i3e&/]:CH|g5D,hrV%@*229:x#a3[G5[u v1#TXLB~[pS:<p?no#bcbqN{6D#FT|Hl,+Q@SMkI:AHCuCuH'bRV^C
M#gn8V9u

2022-05-27 17:33:00 UTC 333 IN Data Raw: 59 7a a8 a2 27 29 0c 4f 8b 38 8f ca 16 c0 3a 81 ce 09 cc 2b f1 39 b4 3c 8b de 11 87 6e 02 7f 9b d4 53 44 e1 
ac 65 58 69 af a8 fa 87 69 3d 60 6f 2f c8 3c ad d1 98 52 6d ac 84 9a 8e 9b a0 c9 9b 07 49 2d 13 7d 3f 2e 08 5b 4e ee 04 
1d 1a 8f 4f 12 f4 b4 bc 35 ea 28 f3 6f 76 04 aa e3 52 c6 b6 c9 98 43 3d 45 cf 58 52 a5 0b 42 e3 c8 53 5f 9f ce 10 2d 8f f2 
b1 59 11 55 b9 00 b6 11 55 15 04 20 cb 6d 61 9f 2c f1 82 d0 c3 e2 a6 06 9a 6b 18 4a 0f cb 3b 78 b7 a8 86 1a 5d ef f9 a4 
5d 1b 71 cf 29 34 a9 3f f8 e8 de cb d6 c0 ef a9 37 8c cd 63 c9 8d 9f 32 ba f4 28 da ba cd 7f 65 91 3e da ff 2d ea aa c9 9f 
a4 3d af 47 77 95 fe 61 19 f8 61 e6 ce ff da 10 2f da 61 5e 2e 9d be ba 37 92 76 7a 1e d4 38 39 4b 5f 8b d3 33 12 2f 38 
89 f1 9c de 4d ec 7f 30 cc aa 73 a4 69 ba 47 94 66 
Data Ascii: Yz')O8:+9<nSDeXii=`o/<RmI-}?.[NO5(ovRC=EXRBS_-YUU ma,kJ;x]]q)4?7c2(e>-=Gwaa/a^.7vz89K_3/
8M0siGf

2022-05-27 17:33:00 UTC 334 IN Data Raw: e3 0b 1a c5 0b 5e 16 06 58 24 46 12 09 4a cf 1e 44 4e 62 64 30 90 45 6b 56 21 6c 97 bc 90 c7 fb 99 28 73 d0 
74 3b 01 0c 0a 74 da 5e 15 e8 d4 39 22 e0 79 c7 95 1f 94 ca 63 f0 f7 fc f0 38 b6 eb fc 9f 5e aa 71 36 01 f0 c6 67 f2 01 f8 
b2 a0 3f 7e 6a 4e 77 d0 2c 67 85 c0 04 03 08 30 9e 39 77 12 60 da ed 3f 92 33 5e 4a 1e 42 4b 45 e2 35 92 58 ff bf 3f 9e 
ab 65 41 d8 59 88 2a f2 8d d2 4c 97 d3 b6 a4 e7 0f c9 11 24 b5 dc b5 ae dc 63 50 0b 68 65 25 bf 28 a1 5d ec f0 8a a6 f5 
d5 0a eb 9d 28 04 0e 23 1a 31 b0 43 13 d6 c2 17 79 53 9d 14 ef 95 45 17 e3 64 f2 48 38 49 de 54 56 67 79 8f b7 64 34 75 
5a f9 d7 a1 a6 a2 b4 e9 39 94 f9 4e 20 e4 1d 63 2d 6e bd 6d 8a 9c 73 19 c6 ae 11 ba 66 b3 f5 f0 db a1 9a 86 56 d2 4e c6 
53 9b 9d 6f 1c cc 51 01 39 c3 aa 59 aa 69 a2 b4 46 75 
Data Ascii: ^X$FJDNbd0EkV!l(st;t^9"yc8^q6g?~jNw,g09w`?3^JBKE5X?eAY*L$cPhe%(](#1CySEdH8ITVgyd4uZ9N c-
nmsfVNSoQ9YiFu

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.2 58434 142.250.185.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:33:00 UTC 335 OUT GET /s/roboto/v30/KFOlCnqEu92Fr1MmWUlfBBc4.woff2 HTTP/1.1
Host: fonts.gstatic.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
Origin: https://linkprotect.cudasvc.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://fonts.googleapis.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:33:00 UTC 336 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy: same-origin; report-to="apps-themes"
Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-
themes"}]}
Timing-Allow-Origin: *
Content-Length: 15860
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Date: Mon, 23 May 2022 12:43:04 GMT
Expires: Tue, 23 May 2023 12:43:04 GMT
Cache-Control: public, max-age=31536000
Age: 362996
Last-Modified: Wed, 11 May 2022 19:24:42 GMT
Content-Type: font/woff2
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-05-27 17:33:00 UTC 337 IN Data Raw: 77 4f 46 32 00 01 00 00 00 00 3d f4 00 12 00 00 00 00 8d b0 00 00 3d 8e 00 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 1a 64 1b 9a 1e 1c 85 5e 06 60 00 83 20 08 48 09 83 3c 11 0c 0a 81 db 1c 81 c2 38 
0b 84 0a 00 12 82 10 01 36 02 24 03 88 10 04 20 05 82 7e 07 20 0c 82 29 1b 08 7e 45 07 f2 ae 93 de ae 1e 89 10 36 0e 
00 4a d8 e5 91 81 60 e3 00 20 3a 97 05 ff 9f 0e 38 19 3b b7 c1 35 ab e8 10 1a bb 92 21 8a 6c 1f 6a e6 25 53 58 b6 53 44 
6d b7 c8 01 52 58 68 a8 eb ba e5 26 f2 8d 58 a6 bc fb b4 ee 18 35 8b 97 d5 5f 8c 98 8d 1f ba 9b b5 d0 86 c7 0e 0b c1 85 
fe b7 40 b8 15 e3 8a 38 c8 89 04 a1 47 69 de a5 ad 67 80 3b 39 a2 11 27 0f 51 7f f5 fd c9 c8 c8 8b 31 fb c1 35 f3 85 55 cf 
b7 b0 16 b1 14 77 90 2b 86 68 6e f7 db 88 92 c1 90 c8 0d b4 
Data Ascii: wOF2==d^` H<86$ ~ )~E6J` :8;5!lj%SXSDmRXh&X5_@8Gig;9'Q15Uw+hn

2022-05-27 17:33:00 UTC 337 IN Data Raw: 27 a5 39 7f 3b 5b 40 96 06 90 5f 10 4c f8 af 7c 2b ef bc ce e1 29 08 a6 c1 01 cc 9e d2 53 7f db bb f9 39 46 16 
06 08 01 06 f6 54 98 ab 74 80 a0 0f 2d 3d 58 10 3a 46 74 5a bd ff 75 5a 04 5b e3 3f f1 f0 66 3c fd fd ab 0d fc 40 d6 e8 ad 
e5 1c ee 27 9d be ef 49 96 e1 dd 9d 65 b7 bc 01 d2 d8 a9 db dd c9 94 98 92 38 89 3f b0 e1 2d 52 cb 92 33 2c 25 58 01 
87 09 49 32 7c e0 bd 57 6b 7b 69 ff 10 aa 56 32 43 c4 bb ee 1d 92 48 24 86 48 cb 84 4c 48 2e 7b 8e 89 ff ff a6 9a ed bb 
00 c1 28 98 9a a1 36 55 16 9c 25 57 5b 74 03 52 da 94 8b ce 9d 8b 6a f0 06 e4 9f 99 0f 80 e4 80 d4 12 10 69 53 00 a5 25 
84 0d 4c 1b b8 d2 f1 72 66 c8 3d 98 01 37 10 0e 39 69 1d 49 d1 89 bb 8e 31 15 4d 6a bd bd 43 e5 ce 75 99 42 15 8a b6 
db ce 10 df 9f c9 7f 76 4a a1 05 2e d0 17 2b e2 75 24 b7 
Data Ascii: '9;[@_L|+)S9FTt-=X:FtZuZ[?f<@'Ie8?-R3,%XI2|Wk{iV2CH$HLH.{(6U%W[tRjiS%Lrf=79iI1MjCuBvJ.+u$

2022-05-27 17:33:00 UTC 338 IN Data Raw: 05 2c 62 09 cb 89 cd 98 b6 b0 8d 1d ec be ea 70 0a d5 83 56 5b 9c eb 03 38 81 5a 64 50 5f 79 06 15 18 b3 da 
8c 2b ab 20 a9 a9 ea 01 bc 35 ef f7 ee 03 f5 d0 73 cb 2c 53 71 a8 97 68 96 bd 9e 1e 52 dd 12 ea fe d6 fa f5 58 35 26 a7 
46 5d ac a7 7e 26 28 47 09 d9 a9 48 33 02 c7 bc 47 18 11 9c 4a e0 78 21 48 61 84 d7 e1 0e 3b 0e 41 91 1a 1e 9a 4e 47 
53 13 44 12 c8 50 9a 45 2e c3 96 3d 59 0e ca 73 ca 15 b8 70 73 48 6e 7e 54 a5 0b 8e a9 fd 57 c9 1d cb 94 6d d8 45 f5 c3 
3e 67 30 ea 39 20 86 18 52 49 6a 0f 61 8e 28 e1 a8 42 8e 09 39 2e 07 25 79 29 cb 07 ab 28 9c 10 35 45 68 2a 40 4b 5e 
04 25 69 2b 4e 47 24 5d f9 9d 56 90 89 9c 4c e5 42 7c 1e 2c b1 c0 9d 10 a3 1d 04 0a 84 b3 7f 72 95 5b 40 25 9e 3d 14 e
6 2a 0f 37 0f c8 2d b9 8e 75 21 e6 3c 4a a9 63 5e 88 b9 00 a5 d4 
Data Ascii: ,bpV[8ZdP_y+ 5s,SqhRX5&F]~&(GH3GJx!Ha;ANGSDPE.=YspsHn~TWmE>g09 RIja(B9.%y)(5Eh
*@K^%i+NG$]VLB|,r[@%=*7-u!<Jc^

2022-05-27 17:33:00 UTC 340 IN Data Raw: d7 c5 0b b4 f7 8a 55 fd e7 23 9e 45 dc 77 6b 70 e7 05 1f cf 48 5c ec f8 89 9b 7a f7 79 59 f5 1c 6e 9f b3 28 41 
73 e6 75 c4 38 72 9c bf 88 aa 7b e9 f6 96 ef 50 2c 86 7f 71 e2 57 38 f3 ee 9e 3c 6a 4c fc 8c 2b fd c4 98 c9 98 bb e3 9b 
a1 6b b5 41 11 76 4f a5 93 10 18 d9 ce fa 20 16 3b da 10 82 08 c6 65 b3 68 8b b0 96 91 8c 1c 63 e9 1d 97 ad 9e 01 6a 
82 44 7b 6d 2b aa b7 41 a5 61 30 b4 82 17 6e 88 c8 c0 f0 4c f8 e6 dd 63 0b 4e c0 9a 3f e0 a6 0d fa a7 26 50 a3 31 82 4d 
89 c2 30 0e d4 28 8a c4 08 0c 51 dc 60 85 40 bb d1 75 99 3a d1 01 b8 3e 1e b2 9f 4d de 8f 19 19 4b 86 3c da 84 b9 70 
68 4b 0a cb 3e 77 91 03 7a f0 97 de cc 29 65 3c 4e d8 f1 ed 11 e5 40 11 23 4c 0a e1 0c 13 c9 62 fb e5 93 2b c7 3e f4 3a 
10 2a 1d 65 5d 80 4d 46 1a 4a 1a a1 4d d2 09 40 c8 d0 5b 80 
Data Ascii: U#EwkpH\zyYn(Asu8r{P,qW8<jL+kAvO ;ehcjD{m+Aa0nLcN?&P1M0(Q`@u:>MK<phK>wz)e<N@#L
b+>:*e]MFJM@[

2022-05-27 17:33:00 UTC 341 IN Data Raw: 1d c8 04 c4 60 d9 61 57 f9 36 0f 16 88 81 d0 fe b6 98 48 a6 9f 99 48 c7 52 ba c5 d9 3a 3e d2 3d 70 a1 18 94 
46 26 ac c6 b8 29 fe f0 e8 96 50 58 4c 4a 46 01 5b 3e a2 6d 80 81 88 1a 23 80 3a 6c dd e2 74 e4 a7 a1 6e 66 85 1f f4 db 
81 6d b5 2d 40 82 82 0e b5 31 2a 94 28 76 55 bd a0 f2 05 e9 29 2e 8d 8b 73 df ec 85 7d 36 ed 8b b2 ce 5a 58 32 17 04 
c2 bc 70 c8 03 e5 2c 8d 54 30 e0 b4 67 b5 26 ee 74 1e 9b 71 0c 61 80 64 e3 65 62 3f d2 17 29 7e 2c 5f 52 17 f6 de a7 a6 
d2 d2 2b 51 63 a3 b7 42 59 0a b1 80 c4 49 70 42 e8 b5 1f c3 dd 48 29 42 c8 e4 96 b1 da 5e 23 c8 ea ab 07 1c 2a a8 6e 
7f b9 5f 58 c8 ae 07 7a 2f 39 33 d6 c3 39 96 b8 8c fe 76 c2 78 94 dd f3 03 31 6e d8 4c 53 84 1c 57 54 8e ea a8 8c 83 ff 5a 
d0 cd 0f 40 d1 80 62 47 5f 9a bb 5b cb 82 69 34 20 d8 e2 86 
Data Ascii: `aW6HHR:>=pF&)PXLJF[>m#:ltnfm-@1*(vU).s}6ZX2p,T0g&tqadeb?)~,_R+QcBYIpBH)B^#*n_Xz/939vx1n
LSWTZ@bG_[i4 

2022-05-27 17:33:00 UTC 342 IN Data Raw: 67 7b 85 99 84 17 18 d6 a9 17 28 a3 70 27 a5 5f 7a 3b 9b fb 5a b0 43 fc 2a 7f b4 df ee 6b c2 0e a1 25 06 bd 
9a 03 fd 3c 2e c0 5a bd fa 3c 3a 83 83 5c 5b a0 4b 24 0c c6 89 16 b4 e6 f4 42 8e 40 5e 9c 7c fe cd 23 d0 e5 22 d1 d3 93 
e1 ec c5 64 31 e4 33 93 de 2c 25 94 7e fa f9 62 82 1e fa 21 ab cc cc 25 dc 59 bc 94 56 cd 08 0c 71 a6 05 78 ba 50 42 9d 
c8 98 f0 b3 03 6f 7d 33 97 38 de de f6 89 6b f3 52 3c 7b 32 b6 27 f6 b6 e4 ca ca 6b 91 85 5b 18 bb b3 fe 4e fe 91 74 a7 
d7 db e7 8b b5 1b 0f b5 ac b4 68 63 b4 a9 fc 83 87 f7 46 0e 1d c1 e5 19 c2 d0 66 f9 77 29 9f b1 3b 46 0a 9a 7e ea 91 8f 
d6 a0 e5 fc e8 f7 ef ce 56 66 7c 0a 4a 1b 83 c7 cb 72 3b d1 7d 68 5e 81 79 a9 09 71 e9 4c ff 6f d7 42 34 f0 23 9b d2 77 60 
9b 13 62 3d 11 51 bd c3 1f 04 df 17 9c 5d f8 98 5c b0 
Data Ascii: g{(p'_z;ZC*k%<.Z<:\[K$B@^|#"d13,%~b!%YVqxPBo}38kR<{2'k[NthcFfw);F~Vf|Jr;}h^yqLoB4#w`b=Q]\

2022-05-27 17:33:00 UTC 343 IN Data Raw: cc 91 02 c0 89 2b f8 c0 06 5c 3b ec 43 60 b0 8f 1e e1 3c 75 0c 05 be 57 2b 0c 7e 28 4c ad 56 78 54 1a d1 d8 
35 bd 78 e2 f9 93 7e ca c2 51 2d f0 93 42 fe ef 90 a4 82 fd ec 06 0a af 2d 3a af 9e 13 10 d9 5e f7 e8 4a 5e e7 bf 2b db 20 
f3 b4 b9 85 23 85 6c 67 a2 8b 71 8b a8 7b ea 94 31 bd 3a 3d f4 0c 9c 3f 6e 25 24 3c ad 1f ac 59 77 9d fe 4a a0 1c a8 9b 
9b c4 19 cd a3 10 ef e4 a7 d8 01 2c fe 70 04 e0 04 98 a3 de 91 4d 93 1f e5 b9 d1 88 66 ff 0a ff 5c 1c f3 b2 5a d8 b9 bc 93 
39 22 06 7e d8 39 1b ef 33 10 49 10 84 44 0d dd f3 49 58 e6 3b 82 40 fd e6 39 be 7c f7 eb 22 34 22 08 51 bc 03 ec 7c fd 
4a 5a 64 db 7c 8b 2d 0d 0e fd 9d 3f 39 51 eb 17 75 4c 1e 4c 80 43 20 3c 98 75 69 64 51 11 fd bd 2a b0 c1 97 a5 ce bc 8c 
67 66 3e f6 f6 40 6d 9e 50 d8 93 6e 4a 04 8b b9 65 
Data Ascii: +\;C`<uW+~(LVxT5x~Q-B-:^J^+ #lgq{1:=?n%$<YwJ,pMf\Z9"~93IDIX;@9|"4"Q|JZd|-?9QuLLC <uidQ*g
f>@mPnJe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:33:00 UTC 345 IN Data Raw: e3 de 26 76 66 f1 47 df 19 da 2a b9 9e 76 b2 8a 3a ca 12 c3 53 f1 96 24 dd d3 e6 e4 00 73 b3 04 0b b3 c7 38 
75 1b 12 41 db 8a 8c 57 e3 3f 59 64 4d 9e d8 57 75 37 e8 df 9c 1b 08 eb 1e 9e ab 6d ea 6c 2e bf e0 e1 6c 47 73 f1 61 01 
66 7c 94 2f cb c5 d1 d1 c6 ab 25 a3 b5 5c 5a e8 52 53 1d b2 a9 46 ce be 5a 0e d9 aa 2f dc 51 29 67 8b 6c 9b bd ee 68 36 
99 d2 eb e3 ef 14 66 ef dd 72 22 4d 8c 8c 91 a6 6e 38 96 3b 8f 56 07 58 d8 26 44 a7 9d 0d 64 b4 c5 76 f9 e1 92 23 0d 48 
aa d8 4e 81 80 ee 94 ec ac 9a c2 4c 1d 4f 09 1b f7 d4 63 94 43 ed d9 41 e6 80 aa ad 42 63 ea 08 45 4f 23 e2 2f 1b 49 51 
5f 9a df 77 5b e4 dd cd f9 bf 8b d7 4e b6 95 76 12 95 5d d9 49 4c a6 ee 03 2c a3 99 d3 a8 02 59 33 56 6f 61 60 68 79 31 
33 db cc 4d 4f cd d4 94 e0 02 f2 4b f0 2d 5c 7d 6d 7d 12 
Data Ascii: &vfG*v:S$s8uAW?YdMWu7ml.lGsaf|/%\ZRSFZ/Q)glh6fr"Mn8;VX&Ddv#HNLOcCABcEO#/IQ_w[Nv]IL,Y3Voa
`hy13MOK-\}m}

2022-05-27 17:33:00 UTC 346 IN Data Raw: 0c 96 5f a2 65 22 ac 74 70 13 b4 00 9a d7 7d d4 23 e3 82 e3 e8 4c 58 ed cb a9 93 c0 c3 f5 f5 7f 12 6d a5 96 
c2 8a 5f bc 07 67 21 77 9f 57 72 ac bf 01 e9 89 01 f4 94 78 c8 e7 a4 7f 5a 42 50 60 46 7c b0 98 25 df 56 c1 75 b1 4c 94 
58 e6 75 24 b2 bf 86 31 6f 7c 2f d8 2a 44 5e a2 3f 66 79 a3 78 50 1a f3 08 6b 44 49 49 69 4d a0 bd ac c2 4e bc 74 06 97 
aa 24 d7 7e 47 55 47 82 fe b0 5e 46 ee eb 88 72 06 a6 c9 2a ec ba ca 39 4b 49 a2 2d ab ac 13 ac 4b f5 32 76 19 ee 24 86 
87 67 8a 6c 6d 64 68 62 68 b9 6c ca 7a 6f 6a 4f 41 4f 36 bd 92 a1 27 6f ef be ee 2e 3c 78 2d f9 ee 51 85 ee 7e 7f fb 29 6b 
94 70 7c d3 53 3a 18 79 7a b6 5f f1 d9 dc 33 bf 2c 79 82 7c a6 9a 09 9a ca 63 36 de 46 be c2 b4 e5 a3 7e 82 f6 d0 8d a5 
d9 b9 4a 3b 39 30 be c9 bb 5d 8c 66 7c d6 dc c1 ba dd 
Data Ascii: _e"tp}#LXm_g!wWrxZBP`F|%VuLXu$1o|/*D^?fyxPkDIIiMNt$~GUG^Fr*9KI-K2v$glmdhbhlzojOAO6'o.<x-
Q~)kp|S:yz_3,y|c6F~J;90]f|

2022-05-27 17:33:00 UTC 347 IN Data Raw: ba 23 c3 ad 4a ff 9e 56 48 e5 7e 90 9d 00 f4 bd 55 aa 1d 68 ef 18 3b 58 68 8d 97 b6 d5 45 bc 02 35 6b bf 6c 
4c 08 04 f2 e4 b1 65 88 fb c1 68 02 88 8f 7f ca 9c 80 73 20 38 49 e5 12 f0 ed 8d 13 32 90 aa 09 bd fe aa a1 12 bb fd 4d 
58 27 ae d9 77 5a dc fc eb 01 79 c3 31 4e 7f df c2 91 a5 e1 27 ee 3e d8 02 2d 43 20 36 e1 3d 46 44 58 e6 b9 49 87 da 4d 
45 88 66 7d 36 93 2b ba 06 49 8b 41 86 97 1f 2f 80 56 70 07 cb 08 ea 89 7b f9 62 93 8c aa f3 31 ef 75 4b 9a 8a c3 11 4f 
f9 fe 4c 45 56 65 1d b1 21 cc 93 80 36 53 18 98 b5 82 89 7f 73 fb 7d fd e5 e2 d7 13 a5 0c 24 8b b8 09 a1 66 d1 24 31 66 
8a f1 84 cc 3e 2f 4f a5 d5 79 59 a7 39 5b 26 82 6b 76 f0 b6 1f 14 bf 60 cc 61 8c 8c ca ce 19 87 f8 cf 2e cd 05 c8 7c 88 95 
77 1e 41 c8 3e a8 4d a1 54 b6 9d 98 03 05 52 32 8e a7 
Data Ascii: #JVH~Uh;XhE5klLehs 8I2MX'wZy1N'>-C 6=FDXIMEf}6+IA/Vp{b1uKOLEVe!6Ss}$f$1f>/OyY9[&kv`a.|wA
>MTR2

2022-05-27 17:33:00 UTC 349 IN Data Raw: 1b b0 27 f4 17 72 77 16 0b c5 ba a4 7f 47 8d bf 80 c3 d4 37 99 05 99 91 2a 23 2c 23 ee 54 0a e2 7e d2 02 6b 
43 26 4b a1 4c cc 74 4d f5 ad 02 3c fe 83 f0 68 52 cb 6f c6 34 77 95 0d b2 d4 7a 0a 79 12 e5 dd 8e 9b c7 de 73 26 b6 1c 
51 2e fa 65 3d 11 46 cf 62 2c 65 51 22 ca 8a b2 bc 1f ba 98 e0 5b 9d f1 d6 4a 63 ab 56 28 1c bc 52 43 44 fa 96 a1 bf ab 
7d 24 1e 10 01 95 b0 76 d4 f6 c9 91 02 e3 75 fa d6 22 e9 7d e8 6f 0d 96 b3 44 0a 2c 02 cd cc d1 7c c5 aa c6 a5 34 db 65 
87 06 14 18 f0 51 f8 ab e5 47 7d 52 b9 73 a4 f9 eb 17 d4 42 86 fc b6 c1 6e 05 38 85 45 af b3 22 20 77 6e 57 a9 da 54 1e 
55 9a 8e d1 43 7c b3 00 56 2b 78 82 e5 c7 99 5f e5 d4 93 e6 af cf 7c e1 ee f7 f0 7e 35 1f 87 12 a7 0e 8d 72 51 46 85 49 
c6 d4 66 3d b2 50 14 34 5e a7 6f 46 48 c3 a9 9c 27 e0 d5 
Data Ascii: 'rwG7*#,#T~kC&KLtM<hRo4wzys&Q.e=Fb,eQ"[JcV(RCD}$vu"}oD,|4eQG}RsBn8E" wnWTUC|V+x_|~5rQFIf
=P4^oFH'

2022-05-27 17:33:00 UTC 350 IN Data Raw: 12 ae 64 79 4e 28 45 48 2d 2d 42 18 be fa a5 90 55 27 31 86 e0 b8 cc 53 20 3d 40 03 f0 25 d4 ee 89 9b 27 66 
36 39 3e 95 5a af fb 44 92 7b f7 65 d9 90 87 8f 9b 74 23 b6 99 ca 2d 30 db 73 a0 d5 6e 69 b8 c4 90 a4 55 a7 c5 5a ec a8 
ba f6 61 d4 cd d9 2d 9e 02 ef a8 45 72 dd 08 71 91 2c 2c 2f 78 2d 50 b8 6d b3 2b 08 18 c5 fa 0e ed 4c ed b4 1b 5d 96 51 
5f 05 c3 c6 42 94 b3 78 56 b2 60 67 0e cb 7c bc 37 d5 2a 7a ab 8c be 2b ef fa 97 78 74 a6 8c 2f d1 38 8c 6b 28 1a c2 16 
0c 55 df cd 92 8f 11 40 38 c4 65 05 c1 32 f9 24 fd 06 66 60 43 34 d1 95 5c de 87 e1 e6 50 8b 92 46 4f 50 59 d2 f2 32 64 
9c 60 83 ca dc 74 73 aa 12 72 99 7f c4 7f fe e2 dc e7 7f 77 ed 55 a6 bf 30 9d d4 14 17 74 2a 8d 5c 22 49 75 53 3a df 25 df 
3a 2e 4c eb db 1b 37 e4 e6 98 a6 13 4e 74 fa 31 b4 f9 
Data Ascii: dyN(EH--BU'1S =@%'f69>ZD{et#-0sniUZa-Erq,,/x-Pm+L]Q_BxV`g|7*z+xt/8k(U@8e2$f`C4\PFOPY2d`t
srwU0t*\"IuS:%:.L7Nt1

2022-05-27 17:33:00 UTC 351 IN Data Raw: e9 e9 7b 5e 88 92 f1 d5 f0 fe fd 5d 74 71 a3 88 90 a3 40 ea 44 b1 f5 10 5b 22 d1 dc 4e 79 b9 b1 21 ba 75 23 
97 dc 7e 9f e8 b9 9b 46 0b 09 42 46 ac d3 ec 1d 6d b3 28 be 77 b0 ad 05 1a d0 96 75 4d 20 22 fa 18 f3 d4 7a cf 11 bd f7 
31 b9 b7 b9 c7 50 72 99 74 ab 8b d9 45 8e 41 03 b4 98 63 73 b4 67 b6 d4 cd 90 a1 58 38 36 e6 01 fd 85 69 e6 34 62 ca 
39 25 4a ea 56 9e 30 53 cc 99 ac e5 94 9c 56 2e c5 ba 64 26 93 0d e7 1c 1d e5 fe 3e f7 9e 93 a7 92 0f 71 c1 d3 03 6f 64 
5b 74 03 18 e8 9a 49 33 10 da 71 6e eb c3 69 57 7e 5d 8a 7d a7 fd 3b 8e bb ee 2e a8 f3 77 6e 89 05 00 7c f9 17 ba d4 00 
be 3b 76 df fb 8d fd ff b3 35 6b 89 00 e1 01 03 d0 80 f9 21 5b 7e 00 d6 17 fd 07 bb c5 af 59 20 e1 52 2d fb 4b f8 b0 99 ed 
fc 1a 71 89 84 28 a6 9f e3 65 e3 4a 2e 63 99 fb d0 47 6c 
Data Ascii: {^]tq@D["Ny!u#~FBFm(wuM "z1PrtEAcsgX86i4b9%JV0SV.d&>qod[tI3qniW~]};.wn|;v5k![~Y R-Kq(eJ.cGl

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.2 59606 142.250.185.163 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:33:00 UTC 352 OUT GET /s/roboto/v30/KFOkCnqEu92Fr1Mu51xIIzI.woff2 HTTP/1.1
Host: fonts.gstatic.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
Origin: https://linkprotect.cudasvc.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://fonts.googleapis.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:33:00 UTC 353 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy: same-origin; report-to="apps-themes"
Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-
themes"}]}
Timing-Allow-Origin: *
Content-Length: 17368
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Date: Mon, 23 May 2022 11:25:53 GMT
Expires: Tue, 23 May 2023 11:25:53 GMT
Cache-Control: public, max-age=31536000
Age: 367627
Last-Modified: Wed, 11 May 2022 19:24:42 GMT
Content-Type: font/woff2
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-05-27 17:33:00 UTC 354 IN Data Raw: 77 4f 46 32 00 01 00 00 00 00 43 d8 00 12 00 00 00 00 93 60 00 00 43 73 00 01 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 1a 64 1b 99 64 1c 85 5e 06 60 00 83 20 08 52 09 83 3c 11 0c 0a 81 e6 58 81 ce 
25 0b 84 0a 00 12 82 10 01 36 02 24 03 88 10 04 20 05 83 0a 07 20 0c 82 44 1b ec 83 05 ec d8 23 6e 07 40 54 a8 9e 63 
64 20 d8 38 40 61 86 27 23 03 35 7b 70 ca ce fe af 13 b8 31 44 eb 03 f3 a2 b3 e5 26 96 cb e0 42 f1 a4 44 33 69 a2 87 0b 
8b 2c 3a b8 0f e7 cb c1 2f b8 61 f1 35 f4 8e cc 27 27 7f 76 a7 c1 b3 a2 24 58 4b 89 d0 d3 eb ac 30 0d c7 67 80 3b 39 a2 1
1 27 cf 47 fe f5 fc af ea ae 3e 73 ef b3 3e 84 8c 60 06 2a a5 11 c9 b3 87 f8 b9 fd dd bb 45 b3 a0 62 80 4d a4 08 c3 00 a1 
05 e9 49 97 8c 18 15 29 62 24 38 90 81 08 26 28 a8 a8 18 28 06 
Data Ascii: wOF2C`Csdd^` R<X%6$  D#n@Tcd 8@a'#5{p1D&BD3i,:/a5''v$XK0g;9'G>s>`*EbMI)b$8&((

2022-05-27 17:33:00 UTC 354 IN Data Raw: 6b 65 d3 00 d7 2c f5 f4 32 fd 30 7a 7f 2a a4 a2 50 ad 0a a9 53 01 ac e7 e7 70 5a 36 2a 7d 54 2c b9 af bd f6 96 
7a 97 5e 01 7a c0 1e d1 20 96 47 2c 00 e6 ff cf b6 2a ad ea 9a 1e 5d 63 38 33 76 9d ec 82 4c 34 e4 ee 6d 12 9d c5 5d bf 
1a e8 aa a2 91 86 d9 1b 60 05 7b 6f 81 55 60 95 55 38 63 4e 2d 32 7d f9 86 b0 22 12 9d 88 84 2a 41 72 9e c4 77 d9 c5 
a1 98 fc 9f ba b2 fd 5f 02 6c b4 cb c3 23 e7 ce ee dc ba e8 46 5c 48 9d 9f 5f ef a6 84 2f 16 69 19 e0 f6 49 bb 97 b8 cc 3a 
84 bc 7f 66 79 66 06 2e 48 ce 17 52 75 76 15 3a 77 7e 57 3a a4 ce 6d 6f 1e a0 7b 95 5f 68 6c c0 c3 2f 1c 95 31 2f 63 69 
d2 56 ff a0 60 71 4d f2 82 06 8b c5 62 c5 b0 40 35 19 33 ff c2 74 0d a4 0a 16 22 8e 75 af bd 67 93 1b 3b 4f 3c 84 52 42 
09 4d 88 8f 43 56 6a a5 74 cc ff b9 3f a6 fd b3 a7 7f 
Data Ascii: ke,20z*PSpZ6*}T,z^z G,*]c83vL4m]`{oU`U8cN-2}"*Arw_l#F\H_/iI:fyf.HRuv:w~W:mo{_hl/1/ciV`qMb@53t"ug;O
<RBMCVjt?

2022-05-27 17:33:00 UTC 355 IN Data Raw: 86 8d 0d 59 6d 3d 1c 4d 86 c8 8c 6d c5 66 c5 86 1c 3b 76 14 39 70 a0 c4 85 3b 65 7c 7c 6a bc 79 53 e7 cb df 
2a 15 2a ac d5 aa cb 3a 3d 7a 68 9b b4 4c c7 07 5f 78 f8 db 7f 7c 60 8c 10 10 c8 a0 a2 92 c1 c4 a4 80 8d 4d c1 6a ab 61 
d6 58 43 ce 5a 6b b1 ac b3 0e b4 de 7a 78 da b4 51 e8 d0 41 a5 4b 97 34 03 06 20 43 86 24 19 33 46 67 c2 04 05 0f 8f 
3c 53 a6 64 6d b6 19 d3 16 5b d0 6c b5 95 04 2b 56 08 ac 59 23 b2 61 43 8a 1d 3b 24 0e 1c e0 b8 70 85 e3 c6 0d e2 ce 
1d 11 1f 1f 87 37 6f 64 be 7c b1 f9 f1 43 e6 cf 1f 43 85 0a 44 ad da c8 68 d7 4e 41 87 4e 32 ba 74 51 d0 a3 87 82 49 93 
a0 29 57 60 ae ba 8a e5 9a 1b f0 ee 5a 00 3d f0 18 c5 a2 45 34 4f bc 40 f0 d2 4b 52 5e 59 46 f2 c1 07 38 1f 7d 81 fc ed 27 
b2 7f fc 47 46 c2 07 94 b0 08 8b 4b 52 9c 45 5a 48 22 29 09 
Data Ascii: Ym=Mmf;v9p;e||jyS**:=zhL_x|`MjaXCZkzxQAK4 C$3Fg<Sdm[l+VY#aC;$p7od|CCDhNAN2tQI)W`Z=E4O@KR
^YF8}'GFKREZH")

2022-05-27 17:33:00 UTC 357 IN Data Raw: dd cd 53 c4 2d 3b 55 06 21 2c 30 41 d7 7c bb 59 33 e3 18 78 df 76 70 1d b0 3c 93 45 eb 8c 6b 6a f6 65 63 3c 
09 96 3f bf 0e b7 57 df a2 71 00 f8 17 70 cc 93 81 33 9f 0c 40 5f 16 18 bf 06 2e fb 2b f8 8d 1c 2f 47 1f c2 43 60 2d 66 31 
26 50 7e 8d bc 01 80 89 bc 13 01 15 3b a4 10 63 5e e3 ed 2a a8 27 99 76 5a 90 85 c4 78 a9 b8 ea a9 66 5a 06 08 7a 0d 
41 b5 70 21 6e 85 a3 03 eb 10 7b 7d af 00 de 64 ff e2 52 29 55 f5 96 d1 38 16 c4 9f 60 6c 9b bf ca fe b8 13 62 e2 8f e1 33 
9e cf 06 45 29 11 35 37 3c 27 35 de 1c df 76 49 f5 88 43 52 9c ab 01 df 7b cd 82 31 ab 73 68 f7 c8 13 ca 68 4b 72 a6 af 
a2 b9 e9 a2 0a 1a ab b9 56 9c ef 5c c1 5d c6 5e 77 5b 2c dc 7a f4 7c 57 aa 5c b0 42 7f e9 6a e5 31 d9 2d 9f 7b ee 0e eb 
36 75 9c bf 0c 88 53 a8 b6 56 a6 34 1a 8e 88 bc 3f f1 
Data Ascii: S-;U!,0A|Y3xvp<Ekjec<?Wqp3@_.+/GC`-f1&P~;c^*'vZxfZzAp!n{}dR)U8`lb3E)57<'5vICR{1shhKrV\]^w[,z|W\Bj1
-{6uSV4?

2022-05-27 17:33:00 UTC 358 IN Data Raw: 2b 83 45 2d fd 87 e6 f7 02 af 5d 65 b8 48 25 00 8a a9 12 05 01 60 f4 bf fb 84 b2 66 85 89 ba b2 8f 68 77 a2 86 
41 90 9c 17 d7 2e 5b af 1e a4 53 80 db d2 0b fb 13 c5 13 72 94 40 4b f5 cf 29 a4 b4 8f 00 0d 55 a5 30 76 9c 40 42 d8 57 
66 07 89 01 4f 67 50 e6 19 4f 81 b5 67 60 de d8 a7 8c 50 17 d0 71 2a b1 1a 66 30 0a ac fb 86 9e e3 79 12 60 5b 9a db 1a 
bc 49 05 a9 6e 45 09 5a 5b 34 a2 6e 07 8a d5 f3 5a 09 71 06 29 47 ec c7 59 2f 7d 04 8d 60 24 10 a0 58 e2 89 1a 16 42 
6b e0 a4 e0 bd 9e 8a ff 53 6a 75 5c 53 82 71 7f 67 a8 51 2b 08 5f 3b b1 0b 08 eb cf 67 78 c4 ee 8e 51 f7 91 64 d3 e5 d7 
bb 3a ed 20 7f 9c 5c 17 eb f3 64 5b 2b 1a fd f3 55 6d a1 d1 6d 16 d5 d0 a5 3d 36 73 c3 f6 6b 19 f5 4c ff e5 fd e3 31 33 58 
bb 5b f7 85 3b cf d5 17 b4 a5 8d 64 dc 03 c5 da 08 5f 
Data Ascii: +E-]eH%`fhwA.[Sr@K)U0v@BWfOgPOg`Pq*f0y`[InEZ[4nZq)GY/}`$XBkSju\SqgQ+_;gxQd: \d[+Umm=6skL
13X[;d_

2022-05-27 17:33:00 UTC 359 IN Data Raw: 1c 9a 80 af 9e 1d 76 28 c6 9a 93 18 87 fa 87 32 d9 05 8c 98 ec 6a 22 7a 4c 74 33 0e 1d 68 0b 8f 76 a2 44 06 
b8 b8 59 ba 09 d2 3a 64 c2 2a 76 44 e6 39 3c 69 60 16 d9 73 5f 0f 89 91 e1 9e 9d f2 99 5d c2 67 69 e9 04 f8 df cd 68 5e 
a8 b7 a6 e0 60 92 e8 12 71 15 0c a0 f2 99 6a b6 6a 5f 47 87 c0 86 4e 47 85 44 3e 4c e4 69 bd 82 77 71 c7 af 8e 69 0b 04 
8e 1d 98 2d 1f 8d 62 81 54 0f a6 2c 7a 24 e9 65 51 2b 15 af ef d3 62 b5 4b 3b 86 dd c3 f3 6e 60 e7 ee 2a 50 5d 94 49 08 
e2 6e d8 47 af 50 1e 28 77 ba 36 32 c3 fa bf d8 76 87 47 14 48 6a 11 f6 49 35 0a 55 72 2d 83 92 25 ea 2f 64 bf 2a 3f 92 
6f 79 c4 de 77 0b fc a2 a0 ff 03 d0 c3 e0 2d 66 ea fa 59 fb 8d 08 5a fb 38 f7 39 a3 68 f4 7f e2 07 68 47 b2 51 ff a2 63 44 
d7 7b 8c 1b 43 23 3f 08 7f 61 f6 24 1b b5 bf 0c 6d a9 
Data Ascii: v(2j"zLt3hvDY:d*vD9<i`s_]gih^`qjj_GNGD>Liwqi-bT,z$eQ+bK;n`*P]InGP(w62vGHjI5Ur-%/d*?oyw-f
YZ89hhGQcD{C#?a$m

2022-05-27 17:33:00 UTC 360 IN Data Raw: 88 4d b8 3c 27 cf f0 71 e3 bd c4 b8 92 f1 2b 71 47 50 be 11 15 af 73 be 5d 47 e7 d0 ad a7 d4 c9 71 4a aa a0 
46 00 33 d0 91 bd ec 3c 1d 95 be bb 67 dd 5e 08 6d 40 e6 d4 ab a9 2f fb 2b 15 dd 56 dd 12 b2 bb 7a 14 ba bc 23 0b 3d 
b3 5e cd 43 24 f1 ad 6f fd 54 df df ca 56 16 b2 2d c5 6e bd 65 45 1d d3 72 af 57 52 a0 66 ab 06 5e 19 23 dc a2 68 9a 65 
f4 99 9e a6 1f 8f 4d 02 9a bb 60 dc c1 99 53 81 cd e6 26 ff c4 77 e0 d3 cc 43 f6 2a 25 79 74 25 cd a0 bb e8 bb 32 e9 1b 
8a d4 b7 28 90 0a f5 3b b1 8f f9 a2 15 3f d5 bc d0 88 8a d1 ed d6 12 6d d6 1b cc 0c 3f d9 ba 58 87 26 70 3f e5 d7 fd 29 
d9 b6 5e 26 c1 26 1d 3c 16 5e 81 a5 af 1f 99 97 58 73 eb 3e 7d dd da 6d 01 da 27 db 99 65 12 19 c5 6d b9 c8 13 38 19 
8b 1c 16 e6 2a e2 7f 7d b1 93 b0 2f 03 37 0b 12 7f e0 3b f1 d9 
Data Ascii: M<'q+qGPs]GqJF3<g^m@/+Vz#=^C$oTV-neErWRf^#heM`S&wC*%yt%2(;?m?X&p?)^&&<^Xs>}m'em8*}/7;

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:33:00 UTC 362 IN Data Raw: 04 0f 3c 03 dc d7 16 ed 2c 85 17 6a 7d ff 67 34 4b b1 bb 9b 7f 7f a8 ae 46 25 f0 62 ad d7 df b4 26 c6 a1 56 ea 
c7 86 a7 36 71 04 0b 72 72 5a 65 28 e6 85 b5 fa 47 9c 63 08 89 3e 3b a9 69 e9 95 a1 a8 12 9b 5c 92 1e b1 da a6 2f cb 
d9 5f 4e bc 56 90 89 8d a3 90 8c 40 b2 98 69 f5 70 1f e0 a4 15 d7 9e 86 e6 6d e0 23 c6 b9 35 c4 75 44 a2 2e 94 d0 e6 4d 
d8 5c db 8d 4a b0 89 85 a8 55 4d 4e 23 28 20 87 bb fb 50 fa fd 37 1c 84 f2 33 8f a1 56 28 5e 22 9c c3 67 5a b1 2b 66 cf 
84 dd b0 c1 b9 61 75 71 bd 11 b0 0d 25 37 fb 71 cc 2b 9a 51 19 36 7e 3f 5a 13 35 bb 93 06 42 ba 48 6e d0 8d cf b6 01 20 
9f 9d d8 d2 89 54 77 da 4c ac 62 08 ca b5 c6 8d 3e b8 10 cf 10 6a 7e 8c 1c 84 fb e0 ec 69 d4 7c 12 40 e7 a8 b0 5d d0 0f 
5a e8 bc 27 db d2 fc 72 37 78 cb 8e e9 74 b6 e3 13 f0 a1 
Data Ascii: <,j}g4KF%b&V6qrrZe(Gc>;i\/_NV@ipm#5uD.M\JUMN#( P73V(^"gZ+fauq%7q+Q6~?Z5BHn TwLb>j~i|@]Z'r7xt

2022-05-27 17:33:00 UTC 363 IN Data Raw: bc fb 57 93 7e e8 d4 af e0 f3 13 59 13 71 86 2e 15 24 37 17 00 2a 70 4d 79 84 84 f5 16 01 ce 5a 0e 1a a4 40 
1a 85 af ac c3 ac 70 e7 10 6c 3c 08 e6 3a 96 16 a8 31 af 06 d8 c0 50 cb f2 1e b3 2d 9e 58 55 99 b1 95 74 b5 74 4d b5 1c 
63 6a 14 c5 f5 f6 86 c3 40 98 d3 04 43 91 a0 a7 33 0c 06 c1 82 ba ac 70 e7 cd b6 7a 46 ee 4e bb 02 36 ed 34 34 e2 bb 
eb ad 7f c1 0f 92 69 09 34 eb de 6f d6 9d 22 db 92 6c d6 b5 8f 28 f9 55 43 a6 55 c3 76 6f 87 35 27 29 78 7d b0 1b d5 4e 
60 b5 62 0e 9c ec 17 db 01 45 d8 df 94 0b 53 61 45 36 2e 8c 98 d1 92 f5 65 b2 2e d3 59 4a 18 ee 08 cc a1 ef e6 30 e7 39 
fd 78 45 df 2e 4a 68 4f 5a 76 36 56 9d 8c 0b 24 a4 b4 9a 27 6f 40 79 b8 b8 e1 bc 22 98 02 9b 32 63 5b f5 cd 8d 78 66 de 
db 42 69 61 55 38 3e 10 2a fc 00 6f f4 56 ef 51 97 7b c9 0b 
Data Ascii: W~Yq.$7*pMyZ@pl<:1P-XUttMcj@C3pzFN644i4o"l(UCUvo5')x}N`bESaE6.e.YJ09xE.JhOZv6V$'o@y"2c[x
fBiaU8>*oVQ{

2022-05-27 17:33:00 UTC 364 IN Data Raw: e5 17 d8 21 0c a4 ed 0c f7 3e 60 64 b9 c2 68 80 f1 87 4f 1c 6a c3 98 52 f4 68 7d e6 c6 34 e8 9d 97 ed e5 9a 
98 e4 01 3d f3 32 bd dc 13 13 82 dc b7 f8 6b 68 ef b4 76 f1 db 64 be 41 db c9 76 2d ef d5 22 35 2e bd d8 6f f5 0d f1 a2 ae 
3b a6 1c 9b 4e a0 ee ce aa f4 85 0a cf a2 cc 60 2f 5f 25 de 4c 5e 9a 13 62 27 a8 94 2f 96 29 1e 66 09 d4 17 a5 19 77 a5 
43 ec 92 1b 64 ca a5 0b 86 d8 69 ea cf a4 71 f2 c1 f6 89 b5 32 15 ac 28 31 23 40 ed 91 2c d2 8a b0 4f 6a 91 6f 51 3a 3a 
2c db b9 66 25 ac 25 3c ee d7 2e d7 88 c5 b7 d6 a7 55 bd ff e3 fd 84 f1 7c 97 c8 58 4f 39 bc 57 fc 6e 6f d7 f0 28 0f 19 8a 
c2 60 41 f6 b3 02 8e 77 51 1b 93 15 22 de b1 64 99 4d ab a8 88 e9 2c 08 7a 5f 59 5b 3f d5 c8 1c fd e7 4a 89 24 3b 82 35 
35 b5 b8 38 01 f3 c7 32 55 71 bd 09 8a 29 70 09 7d 
Data Ascii: !>`dhOjRh}4=2khvdAv-"5.o;N`/_%L^b'/)fwCdiq2(1#@,OjoQ::,f%%<.U|XO9Wno(`AwQ"dM,z_Y[?J$;5582Uq)p}

2022-05-27 17:33:00 UTC 366 IN Data Raw: ce ba 47 e0 f4 5c e7 74 20 dd 51 6b 05 d5 b4 91 98 6c 6d b2 0b 3b 8f a6 1d f8 ed 3d c8 5c 73 d3 68 67 b4 8a 
0e 95 63 2c 5f fd c7 f5 4e be 00 13 37 ac 19 74 83 0c f7 7c ae dc 94 fb 9b 6e 05 c9 15 d5 8d b8 35 b9 99 b7 73 90 7e 80 
bb d9 a3 35 9a 5e 64 72 5d f5 22 bb 9a bc fc 77 42 20 90 56 d3 2f 85 28 13 bf d6 e8 3b a7 36 54 86 10 48 1b 91 26 32 44 
16 c9 21 ed f2 27 11 c5 76 25 5c 52 d8 98 7a bb f8 26 01 6c 97 3d 37 40 fb b7 65 d3 b6 e2 b6 bb 58 be d4 fe b6 4e e7 7e 
11 56 b7 35 2f ad b3 66 9e 24 a1 6d f2 a7 d8 18 b0 2e b7 fa 0d 7b fc 38 dc 53 ff d9 eb 8c 43 a3 b2 9b a7 9a 0e df b6 ee 
dd 56 23 ad 37 b7 6e 1c cd 2d 3d a5 36 00 ae 92 2f ed e6 8e 90 d1 39 5e 2f 91 ba 51 36 be ad 33 67 dc 56 d8 af 7c 54 4e 
0c 33 d6 8f 8a f1 68 9d d2 c7 b5 cd 35 0f 54 ce a8 1a ef 
Data Ascii: G\t Qklm;=\shgc,_N7t|n5s~5^dr]"wB V/(;6TH&2D!'v%\Rz&l=7@eXN~V5/f$m.{8SCV#7n-=6/9^/Q63gV|TN3h5T

2022-05-27 17:33:00 UTC 367 IN Data Raw: 36 3f ea 9d 36 f5 6d af 24 5d 14 45 73 1a 3d dd 37 f4 35 8f 0c d9 04 c8 a4 84 d5 75 b7 3b 8a 39 d4 ec 49 95 
08 9d 16 a1 d7 c2 d4 e0 12 f7 06 45 9a 19 f3 94 9e c6 42 67 1c 9c 0c 25 9c 70 ad 1d a3 9e 32 26 34 0c 4d a5 5c 9a 2d 5d 
52 0b 6b 99 a6 6b 49 88 82 94 52 3a d8 c5 3b 1c 11 06 bb 3b ee bc 43 f8 b3 fb 3f c1 32 c4 c9 68 29 be 4d 7e 58 5c cc 3e 
40 eb b4 61 e4 de c9 05 f3 e0 5f 34 e0 b7 91 5f 9e 45 94 da a0 d0 3c 20 1c 0b 60 c0 c7 50 47 11 f4 cf 05 71 15 d5 7c f5 
0d 9d e7 04 28 fb 97 af 15 7b 2b 9b 55 d7 c0 2b 7c c0 57 84 c9 07 36 3c 26 3d be f5 ff 5e 33 4a 7e 92 fc 64 78 32 25 59 
e2 cf fc 8d 7f f4 28 e3 c8 a2 67 76 23 71 38 69 5f 2d 51 a3 de 12 db 98 35 3d b1 8e 5a a2 8d c7 a6 20 71 db d4 73 d4 0e 
fd 55 9b 20 63 ea 41 5e bc a4 c9 50 63 36 47 b3 cd f8 9e 
Data Ascii: 6?6m$]Es=75u;9IEBg%p2&4M\-]RkkIR:;;C?2h)M~X\>@a_4_E< `PGq|({+U+|W6<&=^3J~dx2%Y(gv#q8i_-Q
5=Z qsU cA^Pc6G

2022-05-27 17:33:00 UTC 368 IN Data Raw: c3 10 0f b2 22 c4 72 09 af 14 27 3c ab c4 0a 74 2b 7d c7 34 17 43 75 2f 3f 9b 89 8b 6d d6 0e 4e ba bc 6e ae 
50 b3 b9 d1 3f c1 a4 ed d0 8c 7a 42 8e 66 33 0b 32 9d b4 b9 d5 31 07 ae 29 7f 5d 31 23 74 04 9e 99 e5 41 f4 b0 a4 36 e6 
d5 32 f4 5a 45 cf 72 30 9d 8f 3b 1f 10 60 56 9e 45 93 8f 93 d9 af 1b 3f c2 d7 7e 08 ef e3 fb e7 76 a4 97 3c c7 51 c2 c2 4f 
a5 a4 82 1a 8b d3 5f 4d 28 b4 fe 36 0d 5e 1a 8b 0e d3 e1 d8 f0 f1 e6 ae 13 bd 18 93 70 84 20 30 24 90 54 cf fd 85 e0 bc 
75 c2 d3 33 b1 31 08 77 43 fb 12 de a9 c4 55 60 4b 10 67 75 73 73 57 30 50 f7 d6 b6 64 a2 7e b1 0b ba 76 6e 0b e3 08 f0 
c1 c3 ff 9e d9 0a 49 d1 f6 52 2a 37 22 10 02 b8 f8 60 14 40 cd 4e 90 6f ec 06 e8 ca b6 ca 9b 1e 13 55 38 db 91 8f 0d 51 
ec 2d 9a 04 73 cf 77 44 0c 6d 9a f5 f6 1a 61 3e 98 4a 
Data Ascii: "r'<t+}4Cu/?mNnP?zBf321)]1#tA62ZEr0;`VE?~v<QO_M(6^p 0$Tu31wCU`KgussW0Pd~vnIR*7"`@NoU8Q-s
wDma>J

2022-05-27 17:33:00 UTC 369 IN Data Raw: 27 0e 45 91 2e 4c b3 22 07 11 3d 42 44 b9 4d 2f 2f 66 e9 5e cf 33 4d c9 df 95 eb 6b 95 5c 55 39 db 32 6e 91 
8b e5 6b 97 cf 4c ff 94 63 bd dc a8 dc d7 7b ec 20 ed 20 4c ea fa b4 56 9e 29 be 1c 9d 09 4e ca ed c4 74 a4 76 7d ad 4a 
77 fd 5d 88 d4 a3 be 00 46 a9 bb ac 99 74 80 8b 0f 0e 6f 0c 5a b4 81 8e 84 c8 e6 9c d6 cf b9 fe 1e 9d 77 fd fe f7 f5 e9 c0 
8f 95 fa 32 50 73 98 df 03 e0 ea 97 94 82 72 ff f0 c5 04 ea c9 75 ba e0 77 f0 b4 f6 62 f4 f6 fd e5 1f b5 1e f9 0b de f8 ef 39 
85 a3 76 bb 41 94 ef eb f5 d5 13 1d e6 58 bb 79 67 5d d5 f1 df d4 b5 87 34 30 f4 07 e7 6b 84 26 38 84 61 7d ed 5a 79 c2 
3a 97 39 2e a3 46 2d 1c ad ca a0 ab 0d 70 1b d5 d7 7e ae 49 d0 09 75 6d b0 e1 a6 80 8a 5a 15 18 cc 62 e6 c6 22 6a 11 
52 cf c8 96 41 56 c3 cd 3b aa 10 1b 46 d8 61 cb 63 
Data Ascii: 'E.L"=BDM//f^3Mk\U92nkLc{  LV)Ntv}Jw]FtoZw2Psruwb9vAXyg]40k&8a}Zy:9.F-p~IumZb"jRAV;Fac

2022-05-27 17:33:00 UTC 371 IN Data Raw: 60 d2 50 c0 ab 92 8b 74 3a 85 43 4e 8a 40 a9 55 4e 28 7f 90 4a 67 f2 d0 36 25 40 c9 0d 49 28 bd 31 04 a0 31 
74 e2 13 20 95 98 70 28 40 29 b5 ca 4d e5 8f d8 96 12 d5 51 81 8f 63 2a 30 09 00 00 
Data Ascii: `Pt:CN@UN(Jg6%@I(11t p(@)MQc*0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.2 56566 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:33:00 UTC 371 OUT GET /assets/images/general/favicon.ico HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:33:00 UTC 371 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: image/x-icon
Date: Fri, 27 May 2022 17:33:00 GMT
ETag: "59dc1635-3aee"
Expires: -1
Last-Modified: Tue, 10 Oct 2017 00:37:09 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 15086
Connection: Close

2022-05-27 17:33:00 UTC 372 IN Data Raw: 00 00 01 00 03 00 30 30 00 00 01 00 20 00 a8 25 00 00 36 00 00 00 20 20 00 00 01 00 20 00 a8 10 00 00 de 
25 00 00 10 10 00 00 01 00 20 00 68 04 00 00 86 36 00 00 28 00 00 00 30 00 00 00 60 00 00 00 01 00 20 00 00 00 00 00 
00 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 00 %6   % h6(0` $

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.2 56634 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:02 UTC 387 OUT GET /to/12I4 HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:02 UTC 387 IN HTTP/1.1 301 Moved Permanently
Date: Fri, 27 May 2022 17:34:02 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Set-Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; path=/; secure
Location: https://campus.barracuda.com/video/play/12I4/what-is-phishing/

2022-05-27 17:34:02 UTC 388 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.2 55946 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2022 Page 71 of 163



Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:02 UTC 388 OUT GET /video/play/12I4/what-is-phishing/ HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:02 UTC 388 IN HTTP/1.1 301 Moved Permanently
Date: Fri, 27 May 2022 17:34:02 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Location: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/

2022-05-27 17:34:02 UTC 389 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.2 49786 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:03 UTC 389 OUT GET /product/phishline/download/12I4/what-is-phishing/ HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:04 UTC 389 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Vary: Accept-Encoding

2022-05-27 17:34:04 UTC 389 IN Data Raw: 37 66 31 30 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 
22 3e 0a 20 20 3c 68 65 61 64 3e 0a 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 4f 6e 65 54 72 75 73 74 20 43 6f 6f 6b 69 65 
73 20 43 6f 6e 73 65 6e 74 20 4e 6f 74 69 63 65 20 73 74 61 72 74 20 66 6f 72 20 63 61 6d 70 75 73 2e 62 61 72 72 61 
63 75 64 61 2e 63 6f 6d 20 2d 2d 3e 0a 20 20 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 63 64 
6e 2e 63 6f 6f 6b 69 65 6c 61 77 2e 6f 72 67 2f 73 63 72 69 70 74 74 65 6d 70 6c 61 74 65 73 2f 6f 74 53 44 4b 53 74 75 
62 2e 6a 73 22 20 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 63 68 61 72 73 65 74 3d 22 
55 54 46 2d 38 22 20 64 61 74 61 2d 64 6f 6d 61 69 6e 2d 73 63 
Data Ascii: 7f10<!DOCTYPE html><html lang="en">  <head>        ... OneTrust Cookies Consent Notice start for c
ampus.barracuda.com -->    <script src="https://cdn.cookielaw.org/scripttemplates/otSDKStub.js"  type="text/javascript" 
charset="UTF-8" data-domain-sc

2022-05-27 17:34:04 UTC 405 IN Data Raw: 70 65 3b 72 65 74 75 72 6e 22 6a 73 6f 6e 22 3d 3d 3d 6e 26 26 6e 75 6c 6c 21 3d 3d 65 3f 65 3a 22 61 72 72 
61 79 62 75 66 66 65 72 22 3d 3d 3d 6e 7c 7c 22 62 6c 6f 62 22 3d 3d 3d 6e 7c 7c 22 6a 73 6f 6e 22 3d 3d 3d 6e 3f 69 28 
74 2e 72 65 73 70 6f 6e 73 65 29 3a 22 74 65 78 74 22 3d 3d 3d 6e 7c 7c 22 22 3d 3d 3d 6e 7c 7c 76 6f 69 64 20 30 3d 
3d 3d 6e 3f 69 28 74 2e 72 65 73 70 6f 6e 73 65 54 65 78 74 29 3a 76 6f 69 64 20 30 7d 76 61 72 20 69 3d 74 28 31 38 
29 3b 65 2e 65 78 70 6f 72 74 73 3d 72 7d 2c 7b 7d 5d 2c 31 36 3a 5b 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 6
6 75 6e 63 74 69 6f 6e 20 72 28 29 7b 7d 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 2c 6e 2c 72 29 7b 72 65 74 75 72 6e 
20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 75 2e 72 
Data Ascii: pe;return"json"===n&&null!==e?e:"arraybuffer"===n||"blob"===n||"json"===n?i(t.response):"text"===n||""===n||
void 0===n?i(t.responseText):void 0}var i=t(18);e.exports=r},{}],16:[function(t,e,n){function r(){}function i(t,e,n,r){return func
tion(){return u.r
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2022-05-27 17:34:04 UTC 421 IN Data Raw: 37 66 64 38 0d 0a 2f 2e 2e 2f 2e 2e 2f 6e 6f 64 65 5f 6d 6f 64 75 6c 65 73 2f 6a 71 75 65 72 79 2f 64 69 73 74 
2f 6a 71 75 65 72 79 2e 6d 69 6e 5f 63 30 66 39 35 30 32 37 35 34 32 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 20 
20 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 2f 72 65 73 6f 75 72 63 65 73 2f 6a 73 2f 6c 69 62 2f 
6a 71 75 65 72 79 2d 75 69 2e 6d 69 6e 5f 63 30 66 39 35 30 32 37 35 34 32 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 
0a 20 20 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 2f 72 65 73 6f 75 72 63 65 73 2f 6a 73 2f 6c 69 
62 2f 74 65 74 68 65 72 2e 6d 69 6e 5f 63 30 66 39 35 30 32 37 35 34 32 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 20 
20 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 73 72 63 
Data Ascii: 7fd8/../../node_modules/jquery/dist/jquery.min_c0f95027542.js"></script>          <script src="/resources/js
/lib/jquery-ui.min_c0f95027542.js"></script>          <script src="/resources/js/lib/tether.min_c0f95027542.js"></script>         
 <script src

2022-05-27 17:34:04 UTC 437 IN Data Raw: 69 63 61 74 69 6f 6e 2d 61 6e 64 2d 63 6c 6f 75 64 2d 73 65 63 75 72 69 74 79 22 20 64 61 74 61 2d 74 6f 67 
67 6c 65 3d 22 74 61 62 22 20 68 72 65 66 3d 22 23 61 70 70 6c 69 63 61 74 69 6f 6e 2d 61 6e 64 2d 63 6c 6f 75 64 2d 
73 65 63 75 72 69 74 79 22 20 72 6f 6c 65 3d 22 74 61 62 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 41 
70 70 6c 69 63 61 74 69 6f 6e 20 26 20 43 6c 6f 75 64 20 53 65 63 75 72 69 74 79 20 20 20 20 20 20 20 20 20 20 20 20 3
c 2f 61 3e 0a 20 20 20 20 20 20 20 20 3c 2f 6c 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 6c 69 20 63 6c 61 73 73 
3d 22 6e 61 76 2d 69 74 65 6d 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 63 6c 61 73 73 3d 22 6e 61 76 2d 
6c 69 6e 6b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii: ication-and-cloud-security" data-toggle="tab" href="#application-and-cloud-security" role="tab">                
Application & Cloud Security            </a>        </li>            <li class="nav-item">            <a class="nav-link                  

2022-05-27 17:34:04 UTC 453 IN Data Raw: 33 36 61 63 0d 0a 78 73 2d 31 32 20 63 6f 6c 2d 73 6d 2d 31 32 20 63 6f 6c 2d 6d 64 2d 34 20 63 6f 6c 2d 6c 
67 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 
61 20 63 6c 61 73 73 3d 22 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 22 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 
3a 20 33 33 70 78 3b 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 63 61 6d 70 75 73 2e 62 61 72 72 61 63 75 64 61 2
e 63 6f 6d 2f 70 72 6f 64 75 63 74 2f 63 6c 6f 75 64 67 65 6e 66 69 72 65 77 61 6c 6c 2f 22 20 74 69 74 6c 65 3d 22 42 61 
72 72 61 63 75 64 61 20 43 6c 6f 75 64 47 65 6e 20 46 69 72 65 77 61 6c 6c 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii: 36acxs-12 col-sm-12 col-md-4 col-lg-3">                                <a class="list-group-item" style="height: 33px;" 
href="https://campus.barracuda.com/product/cloudgenfirewall/" title="Barracuda CloudGen Firewall">                                 

2022-05-27 17:34:04 UTC 467 IN Data Raw: 37 66 64 38 0d 0a 74 2f 74 65 63 68 73 75 6d 6d 69 74 32 30 31 39 2f 22 20 74 69 74 6c 65 3d 22 54 65 63 68 
53 75 6d 6d 69 74 20 32 30 31 39 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 70 72 6f 64 75 63 74 2d 6e 61 6d 65 22 3e 54 
65 63 68 53 75 6d 6d 69 74 20 32 30 31 39 3c 2f 73 70 61 6e 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii: 7fd8t/techsummit2019/" title="TechSummit 2019">                                    <span class="product-name
">TechSummit 2019</span>                                </a>                            </div>                                               

2022-05-27 17:34:04 UTC 491 IN GET">
<div class="input-group">
<input type="text" value="" class="search-placeholder" name="q" placeholder="Search in Security Awareness Training" 
autocomplete="off"  data-target="#searchcollapser" data-placeholderentire="Search all" data-placeholderproduct="Search 
in Security Awareness Training" />
<input type="hidden" name="c" value="123" />
<span class="input-group-btn"><span class="btn search-reset"><span class="glyphicons glyphicons-bnc-cross"></span>
</span></span>
<span class="input-group-btn"><button type="submit" class="btn search-submit search-icon" tabindex="-1"><span 
class="glyphicons glyphicons-bnc-search"></span></button></span>
</div>
<div class="dropdown search-autocomplete"></div>
</form>
</div>
</div>
</div>
</div>
<div class="header-product hero-img hero-product bpl" id="product-main">
<div class="container">
<div class="row product-header-row has-legacy-name">
<div class="col-xs-12 product-header-col email-protection">
<span style="font-weight: 100;">Barracuda</span> Security Awareness Training                                            <br/>
<span class="product-legacy-name">formerly <span>PhishLine</span></span>
</div>
</div>
</div>
</div>
<div class="product-tab-row email-protection">
<div class="container">
<div class="nav nav-tabs nav-product">
<a class="nav-item nav-link " href="https://campus.barracuda.com/product/phishline/"><span class="glyphicons g
lyphicons-bn-product"></span><span class="hidden-md-down"> Overview</span></a>
<a class="nav-item nav-link " href="https://campus.barracuda.com/product/phishline/articles/"><span class="glyphicons gl
yphicons-bnc-documentation"></span><span class="hidden-md-down"> Documentation</span></a>
<a class="nav-item nav-link " href="https://campus.barracuda.com/product/phishline/courses/"><span class="glyphicons 
glyphicons-bnc-training"></span><span class="hidden-md-down"> Training</span></a>
<a class="nav-item nav-link " href="https://campus.barracuda.com/product/phishline/certificates/"><span class="glyphicon
s glyphicons-bnc-certification"></span><span class="hidden-md-down"> Certification</span></a>
<a class="nav-item nav-link active" href="https://campus.barracuda.com/product/phishline/downloads/"><span cla
ss="glyphicons glyphicons-bnc-download"></span><span class="hidden-md-down"> Materials</span></a>
</div>
</div>
</div>
<div id="fixed-search" class="ref-fixed">
<div class="navbar search-bar bg-nav-dark search-container navbar-dark navbar-tabstyle ">
<div class="container nav-big">
<div class="row-flex">
<div class="col-flex">
<div class="nav navbar-nav">
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<div class="nav navbar-nav">
<a class="navbar-brand" href="https://campus.barracuda.com/" vocab="http://schema.org/" typeof="ImageObject">
<img src="https://campus.barracuda.com/resources/img/logo.svg" class="hidden-md-down" alt="Barracuda Campus" w
idth="164" height="32" />
<img src="https://campus.barracuda.com/resources/img/logo_square.svg" class="hidden-lg-up" alt="Barracuda Campus" 
width="32" height="32" />
</a>
</div>
</div>
<div class="col-flex col-main">
<div class="nav navbar-nav hidden-xs-down">
<div class="nav-item nav-link no-icon nav-search" data-toggle="collapse" aria-expanded="false" aria-controls="searchcoll
apser-search-fixed" data-collapsegroup="#collapse-group" role="tablist">
<div class="search-embedded ">
<form class="search-form" action="https://campus.barracuda.com/search/product/123/?c=123" method="GET">
<div class="input-group">
<input type="text" value="" class="search-placeholder" name="q" placeholder="Search in Security Awareness Training" 
autocomplete="off"  data-target="#searchcollapser-search-fixed" data-placeholderentire="Search all" data-placehold
erproduct="Search in Security Awareness Training" />
<input type="hidden" name="c" value="123" />
<span class="input-group-btn"><span class="btn search-reset"><span class="glyphicons glyphicons-bnc-cross"></span>
</span></span>
<span class="input-group-btn"><button type="submit" class="btn search-submit search-icon" tabindex="-1"><span 
class="glyphicons glyphicons-bnc-search"></span></button></span>
</div>
<div class="dropdown search-autocomplete"></div>
</form>
</div>
</div>
</div>
<div class="nav navbar-nav hidden-sm-up pull-xs-right">
<a class="nav-item nav-link no-icon" href="#mobile-search-fixed" data-toggle="collapse" aria-expanded="false" aria-contr
ols="mobile-search-fixed" data-collapsegroup="#collapse-group-search-fixed"><span class="glyphicons glyphicons-bnc-
search" title="Search"></span></a>
</div>
</div>
<div class="col-flex">
<div class="nav navbar-nav">
<a class="nav-item nav-link" href="#product-collapser-search-fixed-nav" data-toggle="collapse" aria-expanded="false" ari
a-controls="product-collapser-search-fixed-nav" data-collapsegroup="#collapse-group-search-fixed"><span class=
"glyphicons glyphicons-bnc-matrix"></span><span class="hidden-sm-down"> Product</span></a>
</div>
</div>
<div class="col-flex">
<div class="nav navbar-nav">
<a class="nav-item nav-link" href="#portal-collapser-search-fixed-nav" data-toggle="collapse" aria-expanded="false" aria-
controls="portal-collapser-search-fixed-nav" data-collapsegroup="#collapse-group-search-fixed"><span class="glyphicons 
glyphicons-bnc-matrix"></span><span class="hidden-sm-down"> Portal</span></a>
</div>
</div>
<div class="col-flex">
<div class="nav navbar-nav">
<a href="https://campus.barracuda.com/logon/ref/aHR0cHM6Ly9jYW1wdXMuYmFycmFjdWRhLmNvbS9wcm
9kdWN0L3BoaXNobGluZS9kb3dubG9hZC8xMkk0L3doYXQtaXMtcGhpc2hpbmcv/" rel="nofollow" class="btn btn-bc-gr
een btn-outline login-modal hidden-sm-down" data-backdrop="static">Login</a>
<a class="nav-item nav-link no-icon hidden-md-up" href="#" data-toggle="collapse" aria-expanded="false" data-t
arget="#mobile-nav-fixed" data-collapsegroup="#collapse-group-search-fixed"><span class="glyphicons glyphicons-
menu-hamburger"></span></a>
</div>
</div>
</div>
</div>
</div>
<div id="collapse-group-search-fixed">
<div class="bg-inverse collapse" id="product-collapser-search-fixed-nav">
<div class="container collapse-content">
<div id="productoverview" class="product-overview ">
<ul class="nav nav-tabs nav-tabs-padded nav-tabs-simple no-mobile nav-tabs-dark hidden-md-down" role="tablist">
<li class="nav-item">
<a class="nav-link
active
email-protection" data-toggle="tab" href="#email-protection-affix" role="tab">
Email Protection            </a>
</li>
<li class="nav-item">
<a class="nav-link
application-and-cloud-security" data-toggle="tab" href="#application-and-cloud-security-affix" role="tab">
Application & Cloud Security            </a>
</li>
<li class="nav-item">
<a class="nav-link
network-security" data-toggle="tab" href="#network-security-affix" role="tab">
Network Security            </a>
</li>
<li class="nav-item">
<a class="nav-link
data-protection" data-toggle="tab" href="#data-protection-affix" role="tab">
Data Protection            </a>
</li>
<li class="nav-item">
<a class="nav-link
msp-solutions" data-toggle="tab" href="#msp-solutions-affix" role="tab">
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msp-solutions" data-toggle="tab" href="#msp-solutions-affix" role="tab">
Barracuda MSP            </a>
</li>
<li class="nav-item">
<a class="nav-link
other" data-toggle="tab" href="#other-affix" role="tab">
Others            </a>
</li>
</ul>
<div class="dropdown nav-dropdown hidden-lg-up dropdown-products clearfix mb-2">
<button type="button" class="dropdown-toggle btn email-protection" data-toggle="dropdown" aria-haspopup="true" aria-
expanded="false">Email Protection</button>
<div class="dropdown-menu" role="tablist">
<a class="dropdown-item
active true
email-protection" data-css="email-protection" data-toggle="tab" href="#email-protection-affix" role="tab">
Email Protection                </a>
<a class="dropdown-item
application-and-cloud-security" data-css="application-and-cloud-security" data-toggle="tab" href="#application-and-cloud-
security-affix" role="tab">
Application & Cloud Security                </a>
<a class="dropdown-item
network-security" data-css="network-security" data-toggle="tab" href="#network-security-affix" role="tab">
Network Security                </a>
<a class="dropdown-item
data-protection" data-css="data-protection" data-toggle="tab" href="#data-protection-affix" role="tab">
Data Protection                </a>
<a class="dropdown-item
msp-solutions" data-css="msp-solutions" data-toggle="tab" href="#msp-solutions-affix" role="tab">
Barracuda MSP                </a>
<a class="dropdown-item
other" data-css="other" data-toggle="tab" href="#other-affix" role="tab">
Others                </a>
</div>
</div>
<div class="tab-content tab-content-table">
<div class="tab-pane
active
"
id="email-protection-affix" role="tabpanel">
<div class="list-group list-group-products clearfix product-category email-protection">
<div class="row">
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/emailprotection/" title="Email 
Protection">
<span class="product-name">Email Protection<i class="ri-stack-line"></i></span>
</a>
</div>
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/totalemailprotection/" title
="Barracuda Total Email Protection">
<span class="product-name"><span class="product"> <span class="family">Total Email Protection</span></span></s
pan>
</a>
</div>
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/emailgatewaydefense/" title=
"Email Gateway Defense">
<span class="product-name">Email Gateway Defense <small>(Email Security)</small></span>
</a>
</div>
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/essentials/" title="Barracuda 
Essentials">
<span class="product-name"><span class="product"> <span class="family">Essentials</span></span></span>
</a>
</div>
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/sentinel/" title="Impersonation 
Protection">
<span class="product-name">Impersonation Protection <small>(Sentinel)</small></span>
</a>
</div>
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/cloudtocloudbackup/" title="
Barracuda Cloud-to-Cloud Backup">
<span class="product-name"><span class="product"> <span class="family">Cloud-to-Cloud Backup</span></span></sp
an>
</a>
</div>
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/cloudarchiving/" title="Barr
acuda Cloud Archiving Service">
<span class="product-name"><span class="product"> <span class="family">Cloud Archiving Service</span></span></
span>
</a>
</div>
<div class=" col-xs-12 col-sm-12 col-md-4 col-lg-3">
<a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/product/phishline/" title="Security 
Awareness Training">
<span class="product-name">Security Awareness Training <small>(PhishLine)</small></span>
</a>
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</a>

2022-05-27 17:34:04 UTC 507 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 20 63 6f 6c 2d 78 73 2d 31 32 20 63 6f 6c 2d 73 6d 2d 
31 32 20 63 6f 6c 2d 6d 64 2d 34 20 63 6f 6c 2d 6c 67 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 63 6c 61 73 73 3d 22 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 
6d 22 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 20 33 33 70 78 3b 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 
63 61 6d 70 75 73 2e 62 61 72 72 61 63 75 64 61 2e 63 6f 6d 2f 70 72 
Data Ascii:                          </div>                                                    <div class=" col-xs-12 col-sm-12 col-md-4 col-lg-
3">                                <a class="list-group-item" style="height: 33px;" href="https://campus.barracuda.com/pr

2022-05-27 17:34:04 UTC 521 IN Data Raw: 37 66 65 31 0d 0a 69 74 65 6d 22 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 20 33 33 70 78 3b 22 20 68 
72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 63 61 6d 70 75 73 2e 62 61 72 72 61 63 75 64 61 2e 63 6f 6d 2f 70 72 6f 64 75 63 
74 2f 79 6f 73 65 6d 69 74 65 2f 22 20 74 69 74 6c 65 3d 22 59 6f 73 65 6d 69 74 65 20 53 65 72 76 65 72 20 42 61 63 6b 
75 70 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 70 72 6f 64 75 63 74 2d 6e 61 6d 65 22 3e 3c 73 70 61 6e 20 63 6c 61 73 
73 3d 22 70 72 6f 64 75 63 74 22 3e 20 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 66 61 6d 69 6c 79 22 3e 53 65 72 76 65 
72 20 42 61 63 6b 75 70 3c 2f 73 70 61 6e 3e 3c 2f 73 70 61 6e 3e 20 
Data Ascii: 7fe1item" style="height: 33px;" href="https://campus.barracuda.com/product/yosemite/" title="Yosemite Server 
Backup">                                    <span class="product-name"><span class="product"> <span class="family">Server 
Backup</span></span> 

2022-05-27 17:34:04 UTC 537 IN Data Raw: 75 64 61 2e 63 6f 6d 2f 6e 6f 64 65 5f 6d 6f 64 75 6c 65 73 2f 40 76 69 64 79 61 72 64 2f 65 6d 62 65 64 2d 63 
6f 64 65 2f 64 69 73 74 2f 76 34 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 20 20 20 20 3c 69 6d 67 0a 20 20 20 20 20 
20 20 20 73 74 79 6c 65 3d 22 77 69 64 74 68 3a 20 31 30 30 25 3b 20 6d 61 72 67 69 6e 3a 20 61 75 74 6f 3b 20 64 69 
73 70 6c 61 79 3a 20 62 6c 6f 63 6b 3b 22 0a 20 20 20 20 20 20 20 20 63 6c 61 73 73 3d 22 76 69 64 79 61 72 64 2d 70 
6c 61 79 65 72 2d 65 6d 62 65 64 22 0a 20 20 20 20 20 20 20 20 73 72 63 3d 22 2f 72 65 73 6f 75 72 63 65 73 2f 61 74 
74 61 63 68 6d 65 6e 74 73 2f 66 72 61 6d 65 73 2f 51 37 61 71 70 61 7a 76 52 71 57 6a 41 51 68 74 4b 4a 4e 77 70 37 5
f 74 68 75 6d 62 2e 70 6e 67 22 0a 20 20 20 20 20 20 20 20 64 61 
Data Ascii: uda.com/node_modules/@vidyard/embed-code/dist/v4.js"></script>    <img        style="width: 100%; margin: 
auto; display: block;"        class="vidyard-player-embed"        src="/resources/attachments/frames/Q7aqpazvRqW
jAQhtKJNwp7_thumb.png"        da

2022-05-27 17:34:04 UTC 553 IN Data Raw: 32 36 64 0d 0a 27 73 65 74 27 2c 20 67 61 50 72 6f 70 73 5b 20 67 61 50 72 6f 70 20 5d 2e 67 61 44 69 6d 65 
6e 73 69 6f 6e 2c 20 67 61 50 72 6f 70 73 5b 20 67 61 50 72 6f 70 20 5d 2e 76 61 6c 75 65 20 29 3b 0a 20 20 20 20 20 20 
20 20 7d 0a 20 20 20 20 7d 0a 20 20 20 20 67 61 28 20 27 73 65 6e 64 27 2c 20 27 70 61 67 65 76 69 65 77 27 20 29 3b 
0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 73 63 72 69 70 74 3e 0a 3c 73 63 72 69 70 74 20 73 72 63 3d 22 2f 70 72 6f 
78 79 2f 76 7a 61 61 72 2d 67 6f 6f 67 6c 65 2d 61 6e 61 6c 79 74 69 63 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 70 6c 
61 69 6e 22 20 63 6c 61 73 73 3d 22 6f 70 74 61 6e 6f 6e 2d 63 61 74 65 67 6f 72 79 2d 43 30 30 30 34 2d 43 30 30 30 
35 22 20 64 65 66 65 72 3e 3c 2f 73 63 72 69 70 74 3e 0a 3c 73 
Data Ascii: 26d'set', gaProps[ gaProp ].gaDimension, gaProps[ gaProp ].value );        }    }    ga( 'send', 'pageview' );            
</script><script src="/proxy/vzaar-google-analytics" type="text/plain" class="optanon-category-C0004-C0005" defer></
script><s

2022-05-27 17:34:04 UTC 553 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.2 53961 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-05-27 17:34:04 UTC 469 OUT GET /scripttemplates/otSDKStub.js HTTP/1.1
Host: cdn.cookielaw.org
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:34:04 UTC 470 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: application/javascript
Transfer-Encoding: chunked
Connection: close
Content-MD5: 2R9GKwuxJTUynP4on2KYxQ==
Last-Modified: Fri, 27 May 2022 02:26:45 GMT
x-ms-request-id: 53553b02-201e-016c-1073-713560000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Last-Modified
,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 881
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 71207fcdbd439a11-FRA

2022-05-27 17:34:04 UTC 471 IN Data Raw: 35 31 39 35 0d 0a 76 61 72 20 4f 6e 65 54 72 75 73 74 53 74 75 62 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 22 
75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 74 2c 6f 2c 69 2c 6e 2c 61 2c 72 2c 73 2c 6c 2c 63 2c 70 2c 75 2c 64 2c 
6d 2c 68 2c 67 2c 66 2c 41 2c 62 2c 76 2c 79 2c 43 2c 49 2c 4c 2c 53 2c 54 2c 44 2c 52 2c 42 2c 77 2c 5f 2c 45 2c 50 2c 
55 2c 47 2c 4f 2c 6b 2c 46 2c 56 2c 4e 2c 78 2c 48 2c 4d 2c 6a 2c 7a 2c 4b 2c 71 2c 57 2c 4a 2c 59 2c 51 2c 58 2c 5a 2c 
24 2c 65 65 2c 74 65 2c 6f 65 2c 69 65 2c 6e 65 2c 61 65 2c 72 65 2c 73 65 2c 6c 65 2c 63 65 2c 70 65 3d 6e 65 77 20 66 
75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6f 70 74 61 6e 6f 6e 43 6f 6f 6b 69 65 4e 61 6d 65 3d 22 4f 70 74 61 6e 6f 
6e 43 6f 6e 73 65 6e 74 22 2c 74 68 69 73 2e 6f 70 74 61 
Data Ascii: 5195var OneTrustStub=function(e){"use strict";var t,o,i,n,a,r,s,l,c,p,u,d,m,h,g,f,A,b,v,y,C,I,L,S,T,D,R,B,w,
_,E,P,U,G,O,k,F,V,N,x,H,M,j,z,K,q,W,J,Y,Q,X,Z,$,ee,te,oe,ie,ne,ae,re,se,le,ce,pe=new function(){this.optanonCo
okieName="OptanonConsent",this.opta

2022-05-27 17:34:04 UTC 471 IN Data Raw: 22 69 73 49 41 42 47 6c 6f 62 61 6c 22 2c 74 68 69 73 2e 69 73 53 74 75 62 52 65 61 64 79 3d 21 30 2c 74 68 
69 73 2e 67 65 6f 6c 6f 63 61 74 69 6f 6e 43 6f 6f 6b 69 65 73 50 61 72 61 6d 3d 22 67 65 6f 6c 6f 63 61 74 69 6f 6e 22 2c 
74 68 69 73 2e 45 55 43 4f 55 4e 54 52 49 45 53 3d 5b 22 42 45 22 2c 22 42 47 22 2c 22 43 5a 22 2c 22 44 4b 22 2c 22 
44 45 22 2c 22 45 45 22 2c 22 49 45 22 2c 22 47 52 22 2c 22 45 53 22 2c 22 46 52 22 2c 22 49 54 22 2c 22 43 59 22 2c 
22 4c 56 22 2c 22 4c 54 22 2c 22 4c 55 22 2c 22 48 55 22 2c 22 4d 54 22 2c 22 4e 4c 22 2c 22 41 54 22 2c 22 50 4c 22 2c
22 50 54 22 2c 22 52 4f 22 2c 22 53 49 22 2c 22 53 4b 22 2c 22 46 49 22 2c 22 53 45 22 2c 22 47 42 22 2c 22 48 52 22 
2c 22 4c 49 22 2c 22 4e 4f 22 2c 22 49 53 22 5d 2c 74 68 69 73 
Data Ascii: "isIABGlobal",this.isStubReady=!0,this.geolocationCookiesParam="geolocation",this.EUCOUNTRIES=["BE
","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","PT","RO","SI
","SK","FI","SE","GB","HR","LI","NO","IS"],this

2022-05-27 17:34:04 UTC 472 IN Data Raw: 7c 7b 7d 29 2e 41 66 74 65 72 54 69 74 6c 65 3d 22 41 66 74 65 72 54 69 74 6c 65 22 2c 62 2e 41 66 74 65 
72 44 65 73 63 72 69 70 74 69 6f 6e 3d 22 41 66 74 65 72 44 65 73 63 72 69 70 74 69 6f 6e 22 2c 62 2e 41 66 74 65 72 
44 50 44 3d 22 41 66 74 65 72 44 50 44 22 2c 28 79 3d 76 3d 76 7c 7c 7b 7d 29 2e 50 6c 75 73 4d 69 6e 75 73 3d 22 50 
6c 75 73 6d 69 6e 75 73 22 2c 79 2e 43 61 72 65 74 3d 22 43 61 72 65 74 22 2c 79 2e 4e 6f 41 63 63 6f 72 64 69 6f 6e 3d 
22 4e 6f 41 63 63 6f 72 64 69 6f 6e 22 2c 28 49 3d 43 3d 43 7c 7c 7b 7d 29 2e 43 6f 6e 73 65 6e 74 3d 22 43 6f 6e 73 65 
6e 74 22 2c 49 2e 4c 49 3d 22 4c 49 22 2c 49 2e 41 64 64 74 6c 43 6f 6e 73 65 6e 74 3d 22 41 64 64 74 6c 43 6f 6e 73 
65 6e 74 22 2c 28 53 3d 4c 3d 4c 7c 7c 7b 7d 29 2e 49 61 62 31 50 75 
Data Ascii: |{}).AfterTitle="AfterTitle",b.AfterDescription="AfterDescription",b.AfterDPD="AfterDPD",(y=v=v||{}).PlusMin
us="Plusminus",y.Caret="Caret",y.NoAccordion="NoAccordion",(I=C=C||{}).Consent="Consent",I.LI="LI",I.AddtlCons
ent="AddtlConsent",(S=L=L||{}).Iab1Pu

2022-05-27 17:34:04 UTC 474 IN Data Raw: 67 6c 65 22 2c 28 71 3d 4b 3d 4b 7c 7c 7b 7d 29 2e 53 6c 69 64 65 49 6e 3d 22 53 6c 69 64 65 5f 49 6e 22 2c 
71 2e 46 61 64 65 49 6e 3d 22 46 61 64 65 5f 49 6e 22 2c 71 2e 52 65 6d 6f 76 65 41 6e 69 6d 61 74 69 6f 6e 3d 22 52 
65 6d 6f 76 65 5f 41 6e 69 6d 61 74 69 6f 6e 22 2c 28 4a 3d 57 3d 57 7c 7c 7b 7d 29 2e 4c 69 6e 6b 3d 22 4c 69 6e 6b 22 
2c 4a 2e 49 63 6f 6e 3d 22 49 63 6f 6e 22 2c 28 51 3d 59 3d 59 7c 7c 7b 7d 29 2e 63 6f 6e 73 65 6e 74 3d 22 63 6f 6e 73 
65 6e 74 22 2c 51 2e 73 65 74 3d 22 73 65 74 22 2c 28 5a 3d 58 3d 58 7c 7c 7b 7d 29 2e 75 70 64 61 74 65 3d 22 75 70 
64 61 74 65 22 2c 5a 2e 64 65 66 61 75 6c 74 3d 22 64 65 66 61 75 6c 74 22 2c 5a 2e 61 64 73 5f 64 61 74 61 5f 72 65 6
4 61 63 74 69 6f 6e 3d 22 61 64 73 5f 64 61 74 61 5f 72 65 64 61 
Data Ascii: gle",(q=K=K||{}).SlideIn="Slide_In",q.FadeIn="Fade_In",q.RemoveAnimation="Remove_Animation",(J=W=W||
{}).Link="Link",J.Icon="Icon",(Q=Y=Y||{}).consent="consent",Q.set="set",(Z=X=X||{}).update="update",Z.default="default
",Z.ads_data_redaction="ads_data_reda

2022-05-27 17:34:04 UTC 475 IN Data Raw: 5d 29 5d 3d 6e 5b 31 5d 2e 74 72 69 6d 28 29 7d 72 65 74 75 72 6e 20 74 7d 2c 67 65 29 3b 66 75 6e 63 74 
69 6f 6e 20 67 65 28 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 74 68 69 73 2e 69 6d 70 6c 65 6d 65 6e 74 54 68 65 50 6f 
6c 79 66 69 6c 6c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 65 2c 61 3d 45 6c 65 6d 65 6e 74 2e 70 72 6f 7
4 6f 74 79 70 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 3b 72 65 74 75 72 6e 20 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 
74 79 70 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 22 73 74 79 
6c 65 22 21 3d 3d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 26 26 61 2e 61 70 70 6c 79 28 74 68 69 73 2c 5b 65 2c 
74 5d 29 2c 22 73 74 79 6c 65 22 3d 3d 3d 65 2e 74 6f 4c 6f 77 65 72 43 
Data Ascii: ])]=n[1].trim()}return t},ge);function ge(){var e=this;this.implementThePolyfill=function(){var n=e,a=Elemen
t.prototype.setAttribute;return Element.prototype.setAttribute=function(e,t){if("style"!==e.toLowerCase()&&a.apply(this,
[e,t]),"style"===e.toLowerC

2022-05-27 17:34:04 UTC 476 IN Data Raw: 2c 62 65 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 4c 6f 63 61 74 69 6f 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 
29 7b 76 61 72 20 74 3d 65 26 26 65 2e 54 65 6e 61 6e 74 46 65 61 74 75 72 65 73 2c 6f 3d 77 69 6e 64 6f 77 2e 6c 6f 
63 61 74 69 6f 6e 2e 68 6f 73 74 6e 61 6d 65 2c 69 3d 65 2e 44 6f 6d 61 69 6e 2c 6e 3d 65 2e 42 75 6c 6b 44 6f 6d 61 69 
6e 43 68 65 63 6b 55 72 6c 3b 69 66 28 74 26 26 74 2e 43 6f 6f 6b 69 65 56 32 42 75 6c 6b 44 6f 6d 61 69 6e 4d 61 6e 
61 67 65 6d 65 6e 74 26 26 6f 21 3d 3d 69 26 26 65 2e 53 63 72 69 70 74 54 79 70 65 3d 3d 3d 6d 65 29 7b 76 61 72 20 
61 3d 7b 6c 6f 63 61 74 69 6f 6e 3a 70 65 2e 73 74 6f 72 61 67 65 42 61 73 65 55 52 4c 2e 72 65 70 6c 61 63 65 28 2f 5e 
68 74 74 70 73 3f 3a 5c 2f 5c 2f 2f 2c 22 22 29 2c 64 6f 6d 61 69 
Data Ascii: ,be.prototype.getLocation=function(e){var t=e&&e.TenantFeatures,o=window.location.hostname,i=e.Dom
ain,n=e.BulkDomainCheckUrl;if(t&&t.CookieV2BulkDomainManagement&&o!==i&&e.ScriptType===me){var a={lo
cation:pe.storageBaseURL.replace(/^https?:\/\//,""),domai
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2022-05-27 17:34:04 UTC 478 IN Data Raw: 29 2e 6a 6f 69 6e 28 22 2f 22 29 2b 22 2e 6a 73 22 3b 72 65 74 75 72 6e 20 70 65 2e 73 74 6f 72 61 67 65 42 
61 73 65 55 52 4c 2b 6f 7d 72 65 74 75 72 6e 20 65 2e 47 65 6f 6c 6f 63 61 74 69 6f 6e 55 72 6c 7d 2c 62 65 2e 70 72 6f 
74 6f 74 79 70 65 2e 67 65 6f 4c 6f 63 61 74 69 6f 6e 4a 73 6f 6e 43 61 6c 6c 62 61 63 6b 3d 66 75 6e 63 74 69 6f 6e 28 
65 2c 74 29 7b 74 26 26 74 68 69 73 2e 73 65 74 47 65 6f 4c 6f 63 61 74 69 6f 6e 28 74 2e 63 6f 75 6e 74 72 79 2c 74 2e 
73 74 61 74 65 29 2c 74 68 69 73 2e 61 64 64 42 61 6e 6e 65 72 53 44 4b 53 63 72 69 70 74 28 65 29 7d 2c 62 65 2e 70 
72 6f 74 6f 74 79 70 65 2e 67 65 74 47 65 6f 4c 6f 63 61 74 69 6f 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 
74 3d 74 68 69 73 2e 67 65 74 47 65 6f 6c 6f 63 61 74 69 6f 
Data Ascii: ).join("/")+".js";return pe.storageBaseURL+o}return e.GeolocationUrl},be.prototype.geoLocationJsonCallback=f
unction(e,t){t&&this.setGeoLocation(t.country,t.state),this.addBannerSDKScript(e)},be.prototype.getGeoLocation=function(
e){var t=this.getGeolocatio

2022-05-27 17:34:04 UTC 479 IN Data Raw: 73 63 72 69 70 74 22 29 3b 6f 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 73 72 63 22 2c 65 29 2c 74 68 69 
73 2e 6e 6f 6e 63 65 26 26 6f 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 6e 6f 6e 63 65 22 2c 74 68 69 73 2e 6e 6f 6e 
63 65 29 2c 6f 2e 61 73 79 6e 63 3d 21 30 2c 6f 2e 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 
2c 74 68 69 73 2e 63 72 6f 73 73 4f 72 69 67 69 6e 26 26 6f 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 63 72 6f 73 73 
6f 72 69 67 69 6e 22 2c 74 68 69 73 2e 63 72 6f 73 73 4f 72 69 67 69 6e 29 2c 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 
65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 22 68 65 61 64 22 29 5b 30 5d 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 
6f 29 2c 6e 65 77 20 52 65 67 45 78 70 28 22 5e 66 69 6c 65 3a 
Data Ascii: script");o.setAttribute("src",e),this.nonce&&o.setAttribute("nonce",this.nonce),o.async=!0,o.type="text/java
script",this.crossOrigin&&o.setAttribute("crossorigin",this.crossOrigin),document.getElementsByTagName("head")
[0].appendChild(o),new RegExp("^file:

2022-05-27 17:34:04 UTC 480 IN Data Raw: 4e 61 6d 65 2c 22 67 65 6e 56 65 6e 64 6f 72 73 22 29 3b 65 26 26 28 70 65 2e 67 65 6e 56 65 6e 64 6f 72 73 
44 61 74 61 3d 74 68 69 73 2e 64 65 73 65 72 69 61 6c 69 73 65 53 74 72 69 6e 67 54 6f 41 72 72 61 79 28 65 29 29 7d 
2c 62 65 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 69 61 6c 69 7a 65 49 41 42 44 61 74 61 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 74 68 69 73 2e 76 61 6c 69 64 61 74 65 49 41 42 47 44 50 52 41 70 70 6c 69 65 64 28 29 2c 74 68 69 73 2e 
76 61 6c 69 64 61 74 65 49 41 42 47 6c 6f 62 61 6c 53 63 6f 70 65 28 29 7d 2c 62 65 2e 70 72 6f 74 6f 74 79 70 65 2e 76 
61 6c 69 64 61 74 65 49 41 42 47 6c 6f 62 61 6c 53 63 6f 70 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 
68 69 73 2e 72 65 61 64 43 6f 6f 6b 69 65 50 61 72 61 6d 28 70 65 
Data Ascii: Name,"genVendors");e&&(pe.genVendorsData=this.deserialiseStringToArray(e))},be.prototype.initializ
eIABData=function(){this.validateIABGDPRApplied(),this.validateIABGlobalScope()},be.prototype.validateIABGloba
lScope=function(){var e=this.readCookieParam(pe

2022-05-27 17:34:04 UTC 482 IN Data Raw: 74 75 72 6e 20 69 2e 73 75 62 73 74 72 69 6e 67 28 6e 2e 6c 65 6e 67 74 68 2c 69 2e 6c 65 6e 67 74 68 29 
7d 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 2c 62 65 2e 70 72 6f 74 6f 74 79 70 65 2e 75 70 64 61 74 65 47 74 6d 4d 61 63 
72 6f 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 2c 74 3d 5b 5d 2c 6f 3d 70 65 2e 6f 70 74 61 6e 6f 6e 48 74 
6d 6c 47 72 6f 75 70 44 61 74 61 2e 6c 65 6e 67 74 68 3b 66 6f 72 28 65 3d 30 3b 65 3c 6f 3b 65 2b 2b 29 74 68 69 73 2e 
65 6e 64 73 57 69 74 68 28 70 65 2e 6f 70 74 61 6e 6f 6e 48 74 6d 6c 47 72 6f 75 70 44 61 74 61 5b 65 5d 2c 22 3a 31 22 
29 26 26 74 2e 70 75 73 68 28 70 65 2e 6f 70 74 61 6e 6f 6e 48 74 6d 6c 47 72 6f 75 70 44 61 74 61 5b 65 5d 2e 72 65 7
0 6c 61 63 65 28 22 3a 31 22 2c 22 22 29 29 3b 66 6f 72 28 6f 3d 
Data Ascii: turn i.substring(n.length,i.length)}return null},be.prototype.updateGtmMacros=function(){var e,t=[],o=pe.opt
anonHtmlGroupData.length;for(e=0;e<o;e++)this.endsWith(pe.optanonHtmlGroupData[e],":1")&&t.push(pe.optanonHtml
GroupData[e].replace(":1",""));for(o=

2022-05-27 17:34:04 UTC 483 IN Data Raw: 20 43 75 73 74 6f 6d 45 76 65 6e 74 28 22 4f 6e 65 54 72 75 73 74 47 72 6f 75 70 73 55 70 64 61 74 65 64 22 
2c 7b 64 65 74 61 69 6c 3a 74 7d 29 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 77 69 6e 
64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 72 29 2c 61 26 26 77 69 6e 64 6f 77 2e 64 69 73 70 61 74 63 68 
45 76 65 6e 74 28 61 29 7d 29 7d 2c 62 65 2e 70 72 6f 74 6f 74 79 70 65 2e 64 65 73 65 72 69 61 6c 69 73 65 53 74 72 6
9 6e 67 54 6f 41 72 72 61 79 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 3f 65 2e 73 70 6c 69 74 28 
22 2c 22 29 3a 5b 5d 7d 2c 62 65 2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 64 73 57 69 74 68 3d 66 75 6e 63 74 69 6f 6e 28 
65 2c 74 29 7b 72 65 74 75 72 6e 2d 31 21 3d 3d 65 2e 69 6e 64 65 
Data Ascii:  CustomEvent("OneTrustGroupsUpdated",{detail:t})),setTimeout(function(){window.dispatchEvent(r),a&
&window.dispatchEvent(a)})},be.prototype.deserialiseStringToArray=function(e){return e?e.split(","):[]},be.prototype.end
sWith=function(e,t){return-1!==e.inde

2022-05-27 17:34:04 UTC 484 IN Data Raw: 69 73 2e 64 6f 6d 61 69 6e 49 64 3d 74 68 69 73 2e 64 6f 6d 61 69 6e 49 64 2b 22 2d 74 65 73 74 22 3a 74 68 
69 73 2e 69 73 50 72 65 76 69 65 77 3d 21 31 2c 70 65 2e 62 61 6e 6e 65 72 42 61 73 65 44 61 74 61 55 52 4c 3d 70 65 
2e 73 74 6f 72 61 67 65 42 61 73 65 55 52 4c 26 26 70 65 2e 73 74 6f 72 61 67 65 42 61 73 65 55 52 4c 2b 22 2f 63 6f 6e 
73 65 6e 74 2f 22 2b 74 68 69 73 2e 64 6f 6d 61 69 6e 49 64 2c 70 65 2e 62 61 6e 6e 65 72 44 61 74 61 50 61 72 65 6e 
74 55 52 4c 3d 70 65 2e 62 61 6e 6e 65 72 42 61 73 65 44 61 74 61 55 52 4c 2b 22 2f 22 2b 74 68 69 73 2e 64 6f 6d 61 6
9 6e 49 64 2b 22 2e 6a 73 6f 6e 22 7d 2c 62 65 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 43 75 73 74 6f 6d 45 76 65 6
e 74 50 6f 6c 79 66 69 6c 6c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
Data Ascii: is.domainId=this.domainId+"-test":this.isPreview=!1,pe.bannerBaseDataURL=pe.storageBaseURL&&pe.sto
rageBaseURL+"/consent/"+this.domainId,pe.bannerDataParentURL=pe.bannerBaseDataURL+"/"+this.domainId+".json"},b
e.prototype.initCustomEventPolyfill=function(){

2022-05-27 17:34:04 UTC 486 IN Data Raw: 2e 73 65 74 47 65 6f 50 61 72 61 6d 28 74 68 69 73 2e 67 65 6f 46 72 6f 6d 55 72 6c 7c 7c 69 29 7d 2c 62 65 
2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 47 65 6f 50 61 72 61 6d 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 65 29 
7b 76 61 72 20 74 3d 77 69 6e 64 6f 77 3b 74 2e 4f 6e 65 54 72 75 73 74 7c 7c 28 74 2e 4f 6e 65 54 72 75 73 74 3d 7b 7d 
29 3b 76 61 72 20 6f 3d 65 2e 73 70 6c 69 74 28 22 2c 22 29 3b 74 2e 4f 6e 65 54 72 75 73 74 2e 67 65 6f 6c 6f 63 61 74 
69 6f 6e 52 65 73 70 6f 6e 73 65 3d 7b 63 6f 75 6e 74 72 79 43 6f 64 65 3a 6f 5b 30 5d 2c 73 74 61 74 65 43 6f 64 65 3a 
6f 5b 31 5d 7d 7d 7d 2c 62 65 29 3b 66 75 6e 63 74 69 6f 6e 20 62 65 28 29 7b 76 61 72 20 63 3d 74 68 69 73 3b 74 68 
69 73 2e 69 61 62 54 79 70 65 3d 6e 75 6c 6c 2c 74 68 69 73 
Data Ascii: .setGeoParam(this.geoFromUrl||i)},be.prototype.setGeoParam=function(e){if(e){var t=window;t.OneTrust||
(t.OneTrust={});var o=e.split(",");t.OneTrust.geolocationResponse={countryCode:o[0],stateCode:o[1]}}},be);function be()
{var c=this;this.iabType=null,this

2022-05-27 17:34:04 UTC 487 IN Data Raw: 75 61 67 65 22 2c 22 64 61 74 61 2d 64 6f 6d 61 69 6e 2d 73 63 72 69 70 74 22 2c 22 63 72 6f 73 73 6f 72 69 
67 69 6e 22 2c 22 64 61 74 61 2d 69 67 6e 6f 72 65 2d 67 61 22 5d 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 70 65 2e 73 74 75 62 53 63 72 69 70 74 45 6c 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 65 
29 26 26 6f 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 65 2c 70 65 2e 73 74 75 62 53 63 72 69 70 74 45 6c 65 6d 65 6e 
74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 65 29 29 7d 29 2c 63 2e 69 73 41 6d 70 3d 21 21 70 65 2e 73 74 75 62 53 
63 72 69 70 74 45 6c 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 61 6d 70 22 29 2c 77 69 6e 64 6f 77 
2e 6f 74 53 74 75 62 44 61 74 61 3d 7b 62 61 6e 6e 65 72 42 61 73 65 44 
Data Ascii: uage","data-domain-script","crossorigin","data-ignore-ga"].forEach(function(e){pe.stubScriptElement.getAttri
bute(e)&&o.setAttribute(e,pe.stubScriptElement.getAttribute(e))}),c.isAmp=!!pe.stubScriptElement.getAttribute("amp"),win
dow.otStubData={bannerBaseD
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2022-05-27 17:34:04 UTC 488 IN Data Raw: 29 3b 76 61 72 20 6f 3d 22 5f 5f 74 63 66 61 70 69 4c 6f 63 61 74 6f 72 22 3b 21 65 2e 66 72 61 6d 65 73 5b 6f 
5d 26 26 28 65 2e 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 3f 63 2e 61 64 64 4c 6f 63 61 74 6f 72 28 6f 2c 22 54 43 46 22 
29 3a 73 65 74 54 69 6d 65 6f 75 74 28 63 2e 61 64 64 49 61 62 46 72 61 6d 65 2c 35 29 29 7d 2c 74 68 69 73 2e 61 64 
64 4c 6f 63 61 74 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6f 3d 77 69 6e 64 6f 77 2c 69 3d 6f 2e 
64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 69 66 72 61 6d 65 22 29 3b 66 65 28 69 2c 22 
64 69 73 70 6c 61 79 3a 20 6e 6f 6e 65 3b 22 2c 21 30 29 2c 69 2e 6e 61 6d 65 3d 65 2c 69 2e 73 65 74 41 74 74 72 69 
62 75 74 65 28 22 74 69 74 6c 65 22 2c 74 2b 22 20 4c 6f 63 61 
Data Ascii: );var o="__tcfapiLocator";!e.frames[o]&&(e.document.body?c.addLocator(o,"TCF"):setTimeout(c.addIab
Frame,5))},this.addLocator=function(e,t){var o=window,i=o.document.createElement("iframe");fe(i,"display: none;",!0),i.n
ame=e,i.setAttribute("title",t+" Loca

2022-05-27 17:34:04 UTC 490 IN Data Raw: 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 6e 26 26 6f 29 69 66 28 70 65 2e 69 73 
53 74 75 62 52 65 61 64 79 26 26 70 65 2e 49 41 42 43 6f 6f 6b 69 65 56 61 6c 75 65 29 73 77 69 74 63 68 28 6f 29 7b 63 
61 73 65 22 70 69 6e 67 22 3a 63 2e 67 65 74 50 69 6e 67 52 65 71 75 65 73 74 28 6e 2c 21 30 29 3b 62 72 65 61 6b 3b 
63 61 73 65 22 67 65 74 43 6f 6e 73 65 6e 74 44 61 74 61 22 3a 63 2e 67 65 74 43 6f 6e 73 65 6e 74 44 61 74 61 52 65 
71 75 65 73 74 28 6e 29 3b 62 72 65 61 6b 3b 64 65 66 61 75 6c 74 3a 63 2e 61 64 64 54 6f 51 75 65 75 65 28 6f 2c 69 2
c 6e 29 7d 65 6c 73 65 20 63 2e 61 64 64 54 6f 51 75 65 75 65 28 6f 2c 69 2c 6e 29 7d 2c 74 68 69 73 2e 65 78 65 63 75 
74 65 54 63 66 41 70 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 
Data Ascii: ;if("function"==typeof n&&o)if(pe.isStubReady&&pe.IABCookieValue)switch(o){case"ping":c.getPingReq
uest(n,!0);break;case"getConsentData":c.getConsentDataRequest(n);break;default:c.addToQueue(o,i,n)}else c.addT
oQueue(o,i,n)},this.executeTcfApi=function(){fo

2022-05-27 17:34:04 UTC 491 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.2 53503 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 553 OUT GET /consent/310f8906-81ca-4195-9953-d2d83dd46b61/310f8906-81ca-4195-9953-d2d83dd46b61.json HTTP/1.1
Host: cdn.cookielaw.org
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Origin: https://campus.barracuda.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:04 UTC 555 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: application/x-javascript
Transfer-Encoding: chunked
Connection: close
Cache-Control: public, max-age=14400
Content-MD5: /mYVrJ+JWPsr/SsfCRbyaA==
Last-Modified: Tue, 01 Sep 2020 18:16:36 GMT
x-ms-request-id: 83ce62d5-d01e-0172-7df0-29ef8d000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
CF-Cache-Status: HIT
Age: 13993
Expires: Fri, 27 May 2022 21:34:04 GMT
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 71207fcea8256958-FRA

2022-05-27 17:34:04 UTC 556 IN Data Raw: 62 61 30 0d 0a 7b 22 43 6f 6f 6b 69 65 53 50 41 45 6e 61 62 6c 65 64 22 3a 66 61 6c 73 65 2c 22 55 73 65 56 
32 22 3a 74 72 75 65 2c 22 4d 6f 62 69 6c 65 53 44 4b 22 3a 66 61 6c 73 65 2c 22 53 6b 69 70 47 65 6f 6c 6f 63 61 74 69 
6f 6e 22 3a 66 61 6c 73 65 2c 22 53 63 72 69 70 74 54 79 70 65 22 3a 22 50 52 4f 44 55 43 54 49 4f 4e 22 2c 22 56 65 72 
73 69 6f 6e 22 3a 22 36 2e 35 2e 30 22 2c 22 4f 70 74 61 6e 6f 6e 44 61 74 61 4a 53 4f 4e 22 3a 22 33 31 30 66 38 39 30 
36 2d 38 31 63 61 2d 34 31 39 35 2d 39 39 35 33 2d 64 32 64 38 33 64 64 34 36 62 36 31 22 2c 22 47 65 6f 6c 6f 63 61 
74 69 6f 6e 55 72 6c 22 3a 22 68 74 74 70 73 3a 2f 2f 67 65 6f 6c 6f 63 61 74 69 6f 6e 2e 6f 6e 65 74 72 75 73 74 2e 63 6f 
6d 2f 63 6f 6f 6b 69 65 63 6f 6e 73 65 6e 74 70 75 62 2f 
Data Ascii: ba0{"CookieSPAEnabled":false,"UseV2":true,"MobileSDK":false,"SkipGeolocation":false,"ScriptType":"
PRODUCTION","Version":"6.5.0","OptanonDataJSON":"310f8906-81ca-4195-9953-d2d83dd46b61","GeolocationU
rl":"https://geolocation.onetrust.com/cookieconsentpub/
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2022-05-27 17:34:04 UTC 556 IN Data Raw: 6c 61 63 65 68 6f 6c 64 65 72 22 3a 7b 22 64 65 66 61 75 6c 74 22 3a 22 65 6e 22 7d 2c 22 42 61 6e 6e 65 72 
50 75 73 68 65 73 44 6f 77 6e 22 3a 66 61 6c 73 65 2c 22 44 65 66 61 75 6c 74 22 3a 66 61 6c 73 65 2c 22 47 6c 6f 62 
61 6c 22 3a 66 61 6c 73 65 2c 22 54 79 70 65 22 3a 22 44 45 46 41 55 4c 54 22 7d 2c 7b 22 49 64 22 3a 22 34 66 62 37 
39 37 65 39 2d 34 36 65 66 2d 34 35 64 63 2d 38 66 61 65 2d 32 35 34 63 63 63 66 38 37 32 64 37 22 2c 22 4e 61 6d 65 
22 3a 22 45 45 41 22 2c 22 43 6f 75 6e 74 72 69 65 73 22 3a 5b 22 6e 6f 22 2c 22 64 65 22 2c 22 62 65 22 2c 22 66 69 
22 2c 22 70 74 22 2c 22 62 67 22 2c 22 64 6b 22 2c 22 6c 74 22 2c 22 6c 75 22 2c 22 68 72 22 2c 22 6c 76 22 2c 22 66 
72 22 2c 22 68 75 22 2c 22 73 65 22 2c 22 6d 63 22 2c 22 73 69 22 2c 22 
Data Ascii: laceholder":{"default":"en"},"BannerPushesDown":false,"Default":false,"Global":false,"Type":"DEFAULT"},{"Id"
:"4fb797e9-46ef-45dc-8fae-254cccf872d7","Name":"EEA","Countries":["no","de","be","fi","pt","bg","dk","lt","lu","hr","lv"
,"fr","hu","se","mc","si","

2022-05-27 17:34:04 UTC 558 IN Data Raw: 7a 61 22 2c 22 69 71 22 2c 22 69 72 22 2c 22 7a 6d 22 2c 22 6a 65 22 2c 22 7a 77 22 2c 22 6a 6d 22 2c 22 
6a 6f 22 2c 22 6a 70 22 2c 22 6b 65 22 2c 22 6b 67 22 2c 22 6b 68 22 2c 22 6b 69 22 2c 22 6b 6d 22 2c 22 6b 6e 22 2c 
22 6b 70 22 2c 22 6b 72 22 2c 22 6b 77 22 2c 22 6b 79 22 2c 22 6b 7a 22 2c 22 6c 61 22 2c 22 6c 62 22 2c 22 6c 63 22 
2c 22 6c 6b 22 2c 22 6c 72 22 2c 22 6c 73 22 2c 22 6c 79 22 2c 22 6d 61 22 2c 22 6d 64 22 2c 22 6d 65 22 2c 22 6d 67 
22 2c 22 6d 68 22 2c 22 6d 6b 22 2c 22 6d 6c 22 2c 22 6d 6d 22 2c 22 6d 6e 22 2c 22 6d 6f 22 2c 22 6d 70 22 2c 22 6d 
72 22 2c 22 6d 73 22 2c 22 6d 75 22 2c 22 6d 76 22 2c 22 6d 77 22 2c 22 6d 78 22 2c 22 6d 79 22 2c 22 6d 7a 22 2c 22 
6e 61 22 2c 22 6e 63 22 2c 22 6e 65 22 2c 22 6e 66 22 2c 22 6e 67 22 2c 22 
Data Ascii: za","iq","ir","zm","je","zw","jm","jo","jp","ke","kg","kh","ki","km","kn","kp","kr","kw","ky","kz","la","lb","lc","lk","lr","ls"
,"ly","ma","md","me","mg","mh","mk","ml","mm","mn","mo","mp","mr","ms","mu","mv","mw","mx","my","mz","na","nc"
,"ne","nf","ng","

2022-05-27 17:34:04 UTC 559 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.2 64723 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 554 OUT GET /resources/css/lib/bootstrap_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:04 UTC 576 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: text/css
Content-Length: 124985
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-1e839"
Expires: Sat, 27 May 2023 17:34:04 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:04 UTC 577 IN Data Raw: 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 2d 61 6c 70 68 61 2e 32 20 28 68 74 74 
70 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 
32 30 31 35 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 
54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 
2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 2f 2a 21 20 6e 6f 72 6d 61 6c 69 7a 65 2e 63 73 73 20 76 33 
2e 30 2e 33 20 7c 20 4d 49 54 20 4c 69 63 65 6e 73 65 20 7c 20 67 69 74 68 75 62 2e 63 6f 6d 2f 6e 65 63 6f 6c 61 73 2f 
6e 6f 72 6d 61 6c 69 7a 65 2e 63 73 73 20 2a 2f 68 74 6d 
Data Ascii: /*! * Bootstrap v4.0.0-alpha.2 (http://getbootstrap.com) * Copyright 2011-2015 Twitter, Inc. * Licensed under 
MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *//*! normalize.css v3.0.3 | MIT License | github.com/neco
las/normalize.css */htm

2022-05-27 17:34:04 UTC 592 IN Data Raw: 72 6f 77 2d 66 6c 65 78 2d 67 72 69 64 20 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 32 7b 72 69 67 68 74 3a 31 
36 2e 36 36 36 36 37 25 7d 2e 72 6f 77 2d 66 6c 65 78 2d 67 72 69 64 20 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 33 7b 
72 69 67 68 74 3a 32 35 25 7d 2e 72 6f 77 2d 66 6c 65 78 2d 67 72 69 64 20 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 34 
7b 72 69 67 68 74 3a 33 33 2e 33 33 33 33 33 25 7d 2e 72 6f 77 2d 66 6c 65 78 2d 67 72 69 64 20 2e 63 6f 6c 2d 6d 64 2
d 70 75 6c 6c 2d 35 7b 72 69 67 68 74 3a 34 31 2e 36 36 36 36 37 25 7d 2e 72 6f 77 2d 66 6c 65 78 2d 67 72 69 64 20 2e 
63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 36 7b 72 69 67 68 74 3a 35 30 25 7d 2e 72 6f 77 2d 66 6c 65 78 2d 67 72 69 64 20 
2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 37 7b 72 69 67 68 74 3a 35 38 
Data Ascii: row-flex-grid .col-md-pull-2{right:16.66667%}.row-flex-grid .col-md-pull-3{right:25%}.row-flex-grid .col-md-pull-
4{right:33.33333%}.row-flex-grid .col-md-pull-5{right:41.66667%}.row-flex-grid .col-md-pull-6{right:50%}.row-flex-grid .col-
md-pull-7{right:58
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2022-05-27 17:34:05 UTC 640 IN Data Raw: 68 74 3a 61 75 74 6f 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 31 7b 72 69 67 68 74 3a 38 2e 33 33 33 33 33 
25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 32 7b 72 69 67 68 74 3a 31 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 
2d 70 75 6c 6c 2d 33 7b 72 69 67 68 74 3a 32 35 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 34 7b 72 69 67 68 74 3a 
33 33 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 35 7b 72 69 67 68 74 3a 34 31 2e 36 36 36 36 37 
25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 36 7b 72 69 67 68 74 3a 35 30 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 
37 7b 72 69 67 68 74 3a 35 38 2e 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 2d 38 7b 72 69 67 68 74 3a 3
6 36 2e 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 2d 70 75 6c 6c 
Data Ascii: ht:auto}.col-xl-pull-1{right:8.33333%}.col-xl-pull-2{right:16.66667%}.col-xl-pull-3{right:25%}.col-xl-pull-4
{right:33.33333%}.col-xl-pull-5{right:41.66667%}.col-xl-pull-6{right:50%}.col-xl-pull-7{right:58.33333%}.col-xl-pull-8{r
ight:66.66667%}.col-xl-pull

2022-05-27 17:34:05 UTC 656 IN Data Raw: 62 74 6e 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 66 6f 6e 74 2d 77 65 69 67 68 74 
3a 34 30 30 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 
61 70 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 
3b 75 73 65 72 2d 73 65 6c 65 63 74 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 3a 2e 3
3 37 35 72 65 6d 20 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 
31 2e 35 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 32 70 78 7d 2e 62 74 6e 2e 61 63 74 69 76 65 2e 66 6f 63 75 73 
2c 2e 62 74 6e 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2e 
Data Ascii: btn{display:inline-block;font-weight:400;text-align:center;white-space:nowrap;vertical-align:middle;cursor:p
ointer;user-select:none;border:none;padding:.375rem 1rem;font-size:1rem;line-height:1.5;border-radius:2px}.btn.active.fo
cus,.btn.active:focus,.btn.

2022-05-27 17:34:05 UTC 672 IN Data Raw: 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6c 3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 
3a 66 69 72 73 74 2d 63 68 69 6c 64 29 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 3e 2e 62 74 6e 7b 62 6f 72 
64 65 72 2d 72 61 64 69 75 73 3a 30 7d 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 62 75 74 74 6f 6e 73 5d 3e 2e 62 74 6e 
20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 2c 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 62 75 74 74 6
f 6e 73 5d 3e 2e 62 74 6e 20 69 6e 70 75 74 5b 74 79 70 65 3d 72 61 64 69 6f 5d 2c 5b 64 61 74 61 2d 74 6f 67 67 6c 65 
3d 62 75 74 74 6f 6e 73 5d 3e 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 
65 63 6b 62 6f 78 5d 2c 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 62 75 
Data Ascii: }.btn-group-vertical>.btn-group:not(:first-child):not(:last-child)>.btn{border-radius:0}[data-toggle=buttons]>.btn 
input[type=checkbox],[data-toggle=buttons]>.btn input[type=radio],[data-toggle=buttons]>.btn-group>.btn input[typ
e=checkbox],[data-toggle=bu

2022-05-27 17:34:05 UTC 770 IN Data Raw: 69 6e 67 3a 2e 37 35 72 65 6d 20 31 2e 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 35 72 65 6d 
3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 33 33 33 33 33 7d 2e 70 61 67 69 6e 61 74 69 6f 6e 2d 73 6d 20 2e 70 61 
67 65 2d 6c 69 6e 6b 7b 70 61 64 64 69 6e 67 3a 2e 32 37 35 72 65 6d 20 2e 37 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 
65 3a 2e 38 37 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 7d 2e 62 61 64 67 65 7b 64 69 73 70 6c 61 
79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 3a 2e 32 35 65 6d 20 2e 34 65 6d 3b 66 6f 6e 74 2d 
73 69 7a 65 3a 37 35 25 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 37 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 
74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 77 68 69 74 65 2d 73 
Data Ascii: ing:.75rem 1.5rem;font-size:1.25rem;line-height:1.33333}.pagination-sm .page-link{padding:.275rem 
.75rem;font-size:.875rem;line-height:1.5}.badge{display:inline-block;padding:.25em .4em;font-size:75%;font-weight:700;li
ne-height:1;text-align:center;white-s

2022-05-27 17:34:05 UTC 786 IN Data Raw: 6d 2d 70 72 69 6d 61 72 79 7b 63 6f 6c 6f 72 3a 23 30 30 34 37 36 62 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 
6f 6c 6f 72 3a 23 62 38 64 65 66 31 7d 2e 62 73 2d 35 20 61 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 70 72 69 
6d 61 72 79 2c 2e 62 73 2d 35 20 62 75 74 74 6f 6e 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 70 72 69 6d 61 
72 79 7b 63 6f 6c 6f 72 3a 23 30 30 34 37 36 62 7d 2e 62 73 2d 35 20 61 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 
6d 2d 70 72 69 6d 61 72 79 20 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 2c 2e 62 73 2d 3
5 20 62 75 74 74 6f 6e 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 70 72 69 6d 61 72 79 20 2e 6c 69 73 74 2d 67 
72 6f 75 70 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 7b 63 6f 6c 6f 
Data Ascii: m-primary{color:#00476b;background-color:#b8def1}.bs-5 a.list-group-item-primary,.bs-5 button.list-group-ite
m-primary{color:#00476b}.bs-5 a.list-group-item-primary .list-group-item-heading,.bs-5 button.list-group-item-primary .list-
group-item-heading{colo

2022-05-27 17:34:05 UTC 802 IN Data Raw: 6f 61 74 3a 72 69 67 68 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 75 6c 6c 2d 78 73 2d 6e 6f 6e 65 7b 66 6c 
6f 61 74 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 38 30 
34 70 78 29 7b 2e 70 75 6c 6c 2d 73 6d 2d 6c 65 66 74 7b 66 6c 6f 61 74 3a 6c 65 66 74 21 69 6d 70 6f 72 74 61 6e 74 
7d 2e 70 75 6c 6c 2d 73 6d 2d 72 69 67 68 74 7b 66 6c 6f 61 74 3a 72 69 67 68 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 7
0 75 6c 6c 2d 73 6d 2d 6e 6f 6e 65 7b 66 6c 6f 61 74 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 6
1 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 30 32 39 70 78 29 7b 2e 70 75 6c 6c 2d 6d 64 2d 6c 65 66 74 7b 66 6c 6f 61 74 
3a 6c 65 66 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 75 6c 6c 2d 
Data Ascii: oat:right!important}.pull-xs-none{float:none!important}@media (min-width:804px){.pull-sm-left{float:left!imp
ortant}.pull-sm-right{float:right!important}.pull-sm-none{float:none!important}}@media (min-width:1029px){.pull-md-left{
float:left!important}.pull-

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.2 62024 142.250.185.142 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:32:58 UTC 1 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=91.0.4472.77&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3
D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpb
cmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-91.0.4472.77
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:32:59 UTC 2 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-ffRANbc0Ruzvp7gpaydRlg' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 27 May 2022 17:32:59 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5625
X-Daystart: 37979
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-05-27 17:32:59 UTC 3 IN Data Raw: 33 36 65 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 32 
35 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 37 39 37 39 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 36e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5625" elapsed_seconds="37979"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-05-27 17:32:59 UTC 3 IN Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 
22 20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 
37 31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 
Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" 
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

2022-05-27 17:32:59 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.2 49918 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 554 OUT GET /resources/css/lib/bootstrap-switch.min_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok
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2022-05-27 17:34:04 UTC 563 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: text/css
Content-Length: 6457
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-1939"
Expires: Sat, 27 May 2023 17:34:04 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:04 UTC 563 IN Data Raw: 2f 2a 20 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 0a 20 2a 20 62 6f 6f 74 73 74 72 61 70 2d 73 77 69 74 63 68 20 2d 20 76 33 2e 33 2e 32 0a 20 2a 20 68 74 74 70 3a 2
f 2f 77 77 77 2e 62 6f 6f 74 73 74 72 61 70 2d 73 77 69 74 63 68 2e 6f 72 67 0a 20 2a 20 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3
d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 
31 32 2d 32 30 31 33 20 4d 61 74 74 69 61 20 4c 61 72 65 6e 74 69 73 0a 
Data Ascii: /* ======================================================================== * bootstrap-
switch - v3.3.2 * http://www.bootstrap-switch.org * ================================================
======================== * Copyright 2012-2013 Mattia Larentis

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.2 58628 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 559 OUT GET /resources/css/campus_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:05 UTC 608 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: text/css
Content-Length: 241373
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-3aedd"
Expires: Sat, 27 May 2023 17:34:04 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:05 UTC 609 IN Data Raw: 2e 66 6f 6e 74 2d 73 74 79 6c 65 2d 62 75 74 74 6f 6e 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 66 
6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 75 70 70 65 72 63 61 73 65 7d 
2e 66 6f 6e 74 2d 73 74 79 6c 65 2d 62 75 74 74 6f 6e 2d 32 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 66 6f 6e 
74 2d 73 69 7a 65 3a 31 34 70 78 7d 2e 66 6f 6e 74 2d 73 74 79 6c 65 2d 63 61 70 74 69 6f 6e 7b 66 6f 6e 74 2d 77 65 69 
67 68 74 3a 34 30 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 70 78 7d 2e 66 6f 6e 74 2d 73 74 79 6c 65 2d 62 6f 64 79 
2d 31 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 33 70 78 7d 2e 66 6f 6e 74 2
d 73 74 79 6c 65 2d 62 6f 64 79 2d 32 7b 66 6f 6e 74 2d 77 65 69 
Data Ascii: .font-style-button{font-weight:500;font-size:14px;text-transform:uppercase}.font-style-button-2{font-weight:
400;font-size:14px}.font-style-caption{font-weight:400;font-size:12px}.font-style-body-1{font-weight:400;font-size:13px}
.font-style-body-2{font-wei

2022-05-27 17:34:05 UTC 624 IN Data Raw: 72 6f 66 69 6c 65 2e 78 6c 7b 77 69 64 74 68 3a 36 34 70 78 3b 68 65 69 67 68 74 3a 36 34 70 78 7d 23 67 6f 
6f 67 6c 65 2d 6d 61 70 7b 6d 61 72 67 69 6e 3a 30 20 30 20 31 35 70 78 20 30 3b 70 61 64 64 69 6e 67 3a 30 3b 77 69 
64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 33 32 30 70 78 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 2e 74 65 
78 74 2d 78 78 6c 7b 66 6f 6e 74 2d 73 69 7a 65 3a 34 32 70 78 7d 2e 74 65 78 74 2d 78 6c 7b 66 6f 6e 74 2d 73 69 7a 6
5 3a 32 38 70 78 7d 2e 74 65 78 74 2d 6c 67 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 35 72 65 6d 7d 2e 74 65 78 74 2d 
73 6d 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 7d 2e 74 65 78 74 2d 78 73 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 
70 78 7d 2e 74 65 78 74 2d 62 6f 74 74 6f 6d 7b 76 65 72 74 69 63 61 6c 
Data Ascii: rofile.xl{width:64px;height:64px}#google-map{margin:0 0 15px 0;padding:0;width:100%;height:320px;d
isplay:block}.text-xxl{font-size:42px}.text-xl{font-size:28px}.text-lg{font-size:1.5rem}.text-sm{font-size:14px}.text-xs{font-
size:12px}.text-bottom{vertical
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2022-05-27 17:34:05 UTC 721 IN Data Raw: 63 6f 6c 6f 72 3a 23 30 30 62 30 39 38 7d 2e 62 6f 72 64 65 72 2d 74 72 69 61 6e 67 6c 65 2e 72 69 67 68 74 
7b 62 6f 72 64 65 72 2d 6c 65 66 74 2d 63 6f 6c 6f 72 3a 23 66 31 66 31 66 31 3b 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 
31 35 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 35 70 78 3b 6c 65 66 74 3a 31 30 30 25 7d 2e 62 6f 72 64 65 72 
2d 74 72 69 61 6e 67 6c 65 2e 72 69 67 68 74 2e 63 6f 6c 6f 72 2d 68 69 67 68 6c 69 67 68 74 7b 62 6f 72 64 65 72 2d 6c 
65 66 74 2d 63 6f 6c 6f 72 3a 23 30 30 62 30 39 38 7d 2e 61 72 74 69 63 6c 65 2d 66 75 6c 6c 2d 74 72 65 65 2d 73 68 6f 
77 7b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 3b 7a 2d 69 6e 64 65 78 3a 31 30 30 30 3b 74 6f 70 3a 32 35 30 70 78 
3b 74 6f 70 3a 34 30 76 68 3b 6c 65 66 74 3a 33 32 70 78 3b 6d 
Data Ascii: color:#00b098}.border-triangle.right{border-left-color:#f1f1f1;border-width:15px;margin-top:-15px;left:100%}
.border-triangle.right.color-highlight{border-left-color:#00b098}.article-full-tree-show{position:fixed;z-index:1000;top
:250px;top:40vh;left:32px;m

2022-05-27 17:34:05 UTC 737 IN Data Raw: 74 65 6d 2d 69 63 6f 6e 73 20 2e 69 63 6f 6e 2d 62 6e 63 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 34 70 78 7d 2e 
6c 69 73 74 2d 67 72 6f 75 70 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 6e 65 73 74 65 64 7b 70 61 64 64 69 6e 67 2d 6c 65 
66 74 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 35 70 78 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 6e 
6f 6e 65 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 6e 65 73 74 65 64 20 2e 6c 69 73 74 2d 
67 72 6f 75 70 2d 69 74 65 6d 3a 6c 61 73 74 2d 63 68 69 6c 64 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 6e 6f 6e 65 
7d 23 73 65 61 72 63 68 2d 72 65 73 75 6c 74 2d 6c 69 73 74 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 66 6c 65 78 20 2e 6c 6
9 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 20 2e 6c 69 73 74 2d 67 
Data Ascii: tem-icons .icon-bnc{font-size:24px}.list-group.list-group-nested{padding-left:15px;padding-right:15px;border-
top:none}.list-group.list-group-nested .list-group-item:last-child{border-bottom:none}#search-result-list.list-group-flex .list-g
roup-item .list-g

2022-05-27 17:34:05 UTC 753 IN Data Raw: 65 73 74 2d 61 6e 73 77 65 72 73 3e 6c 69 2e 61 6e 73 77 65 72 2d 63 6f 72 72 65 63 74 20 75 6c 2e 61 6e 73 
77 65 72 2d 6c 69 73 74 20 6c 69 7b 63 6f 6c 6f 72 3a 23 30 30 39 36 34 30 7d 75 6c 2e 63 6f 6c 2d 6f 72 67 61 6e 69 7a 
65 64 2e 74 65 73 74 2d 61 6e 73 77 65 72 73 3e 6c 69 2e 61 6e 73 77 65 72 2d 77 72 6f 6e 67 7b 62 61 63 6b 67 72 6f 
75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 32 64 65 64 65 7d 75 6c 2e 63 6f 6c 2d 6f 72 67 61 6e 69 7a 65 64 2e 74 65 73 74 2d 
61 6e 73 77 65 72 73 3e 6c 69 2e 61 6e 73 77 65 72 2d 77 72 6f 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 45 32 30 30 22 3b 66 6f 6e 74 2d 73 69 7a 65 3a 33 32 70 78 3b 63 6f 6c 6f 72 3a 23 65 34 30 36 31 33 7d 75 6c 2e 
63 6f 6c 2d 6f 72 67 61 6e 69 7a 65 64 2e 74 65 73 74 2d 61 6e 
Data Ascii: est-answers>li.answer-correct ul.answer-list li{color:#009640}ul.col-organized.test-answers>li.answer-wrong{
background-color:#f2dede}ul.col-organized.test-answers>li.answer-wrong:before{content:"\E200";font-size:32px;c
olor:#e40613}ul.col-organized.test-an

2022-05-27 17:34:05 UTC 860 IN Data Raw: 25 2c 23 66 66 66 20 34 32 25 29 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 
6e 74 28 74 6f 20 62 6f 74 74 6f 6d 2c 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 30 29 20 30 2c 72 67 62 61 28 
32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 31 37 29 20 37 25 2c 23 66 66 66 20 34 32 25 29 7d 23 73 65 6c 66 2d 70 61 63 
65 64 20 2e 76 7a 61 61 72 2d 69 66 72 61 6d 65 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 76 65 72 74 69 63 
61 6c 2d 61 6c 69 67 6e 3a 74 6f 70 7d 23 61 63 63 6f 72 64 69 6f 6e 2d 73 65 6c 66 2d 70 61 63 65 64 20 2e 63 61 72 64 
20 2e 63 61 72 64 2d 68 65 61 64 65 72 20 61 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 23 61 63 63 6f 72 64 69 6f 6e 
2d 73 65 6c 66 2d 70 61 63 65 64 20 2e 63 61 72 64 20 2e 63 61 
Data Ascii: %,#fff 42%);background:linear-gradient(to bottom,rgba(255,255,255,0) 0,rgba(255,255,255,.17) 7%,#fff 
42%)}#self-paced .vzaar-iframe{margin-bottom:0;vertical-align:top}#accordion-self-paced .card .card-header a{display:
block}#accordion-self-paced .card .ca

2022-05-27 17:34:05 UTC 876 IN Data Raw: 6f 67 67 6c 65 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 66 65 65 64 2d 61 72 74 
69 63 6c 65 20 2e 61 63 63 6f 72 64 69 6f 6e 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 69 6e 6e 65 72 20 6f 6c 20 6c 69 20 74 
61 62 6c 65 2c 2e 66 65 65 64 2d 61 72 74 69 63 6c 65 20 2e 61 63 63 6f 72 64 69 6f 6e 20 2e 61 63 63 6f 72 64 69 6f 6e 
2d 69 6e 6e 65 72 20 75 6c 20 6c 69 20 74 61 62 6c 65 2c 2e 74 65 63 68 6c 69 62 2d 61 72 74 69 63 6c 65 20 2e 61 63 
63 6f 72 64 69 6f 6e 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 69 6e 6e 65 72 20 6f 6c 20 6c 69 20 74 61 62 6c 65 2c 2e 74 65 
63 68 6c 69 62 2d 61 72 74 69 63 6c 65 20 2e 61 63 63 6f 72 64 69 6f 6e 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 69 6e 6e 65 
72 20 75 6c 20 6c 69 20 74 61 62 6c 65 7b 6d 61 72 67 69 6e 
Data Ascii: oggle{text-decoration:none}.feed-article .accordion .accordion-inner ol li table,.feed-article .accordion .a
ccordion-inner ul li table,.techlib-article .accordion .accordion-inner ol li table,.techlib-article .accordion .accordion-inner ul li 
table{margin

2022-05-27 17:34:05 UTC 892 IN Data Raw: 69 64 74 68 3a 31 30 30 25 7d 7d 2e 70 65 72 73 6f 6e 61 6c 2d 6d 65 6e 75 2d 62 75 74 74 6f 6e 7b 62 61 63 
6b 67 72 6f 75 6e 64 3a 30 20 30 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 3a 30 3b 66 6f 6e 74 2d 73 
69 7a 65 3a 31 35 30 25 7d 2e 70 65 72 73 6f 6e 61 6c 2d 6d 65 6e 75 2d 62 75 74 74 6f 6e 20 2e 69 6d 67 2d 70 72 6f 
66 69 6c 65 7b 62 6f 72 64 65 72 3a 32 70 78 20 73 6f 6c 69 64 20 23 66 66 66 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 
67 6e 3a 74 65 78 74 2d 74 6f 70 7d 2e 70 65 72 73 6f 6e 61 6c 2d 6e 61 76 2d 77 72 61 70 70 65 72 20 2e 6e 61 76 2d 7
0 65 72 73 6f 6e 61 6c 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 34 32 35 31 36 30 3b 7a 2d 69 6e 64 65 78 3a 31 30 33 30 
3b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 3b 74 6f 70 3a 30 3b 
Data Ascii: idth:100%}}.personal-menu-button{background:0 0;border:none;padding:0;font-size:150%}.personal-menu-
button .img-profile{border:2px solid #fff;vertical-align:text-top}.personal-nav-wrapper .nav-personal{background:#425160;z-
index:1030;position:fixed;top:0;

2022-05-27 17:34:05 UTC 908 IN Data Raw: 62 61 63 6b 67 72 6f 75 6e 64 20 2e 35 73 20 65 61 73 65 3b 68 65 69 67 68 74 3a 36 30 70 78 3b 6c 69 6e 65 
2d 68 65 69 67 68 74 3a 36 30 70 78 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 70 61 64 64 
69 6e 67 2d 6c 65 66 74 3a 31 35 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 35 70 78 3b 70 6f 73 69 74 69 6f 
6e 3a 72 65 6c 61 74 69 76 65 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 66 66 3b 63 6f 6c 6f 72 3a 23 32 65 32 65 32 65 
7d 2e 73 65 61 72 63 68 2d 65 6d 62 65 64 64 65 64 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 20 2e 67 6c 79 
70 68 69 63 6f 6e 73 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 34 70 78 7d 2e 73 65 61 72 63 68 2d 65 6d 62 65 64 64 65 64 2
0 2e 73 65 61 72 63 68 2d 70 6c 61 63 65 68 6f 6c 64 65 72 7b 2d 
Data Ascii: background .5s ease;height:60px;line-height:60px;vertical-align:middle;padding-left:15px;margin-bottom:15px;
position:relative;background:#fff;color:#2e2e2e}.search-embedded .input-group-btn .glyphicons{font-size:24px}.search-
embedded .search-placeholder{-

2022-05-27 17:34:05 UTC 924 IN Data Raw: 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 74 6f 70 3a 35 70 78 7d 2e 66 6f 6f 74 65 72 2d 73 65 63 6f 
6e 64 61 72 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 31 34 31 61 32 35 3b 77 69 64 74 68 3a 31 30 30 25 3b 66 6f 6e 
74 2d 77 65 69 67 68 74 3a 34 30 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 63 6f 6c 6f 72 3a 72 67 62 61 28 32 
35 35 2c 32 35 35 2c 32 35 35 2c 2e 38 29 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 20 30 7d 2e 66 6f 6f 74 65 72 2d 73 
65 63 6f 6e 64 61 72 79 20 2e 6c 69 6e 6b 73 20 61 7b 63 6f 6c 6f 72 3a 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 
2c 2e 38 29 7d 2e 66 6f 6f 74 65 72 2d 73 65 63 6f 6e 64 61 72 79 20 2e 63 6f 70 79 72 69 67 68 74 20 61 2c 2e 66 6f 6f 
74 65 72 2d 73 65 63 6f 6e 64 61 72 79 20 2e 63 6f 70 79 72 69 
Data Ascii: sition:relative;top:5px}.footer-secondary{background:#141a25;width:100%;font-weight:400;font-size:14px;color
:rgba(255,255,255,.8);padding:15px 0}.footer-secondary .links a{color:rgba(255,255,255,.8)}.footer-secondary .copyright 
a,.footer-secondary .copyri

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:05 UTC 940 IN Data Raw: 3b 77 69 64 74 68 3a 31 30 30 25 3b 74 6f 70 3a 30 3b 6c 65 66 74 3a 30 3b 72 69 67 68 74 3a 30 3b 7a 2d 
69 6e 64 65 78 3a 31 30 32 39 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 38 30 70 78 7d 2e 73 61 76 65 64 2d 6e 6f 74 
69 63 65 2d 73 74 69 63 6b 79 20 2e 6c 6f 61 64 65 72 2c 2e 73 61 76 69 6e 67 2d 6e 6f 74 69 63 65 2d 73 74 69 63 6b 7
9 20 2e 6c 6f 61 64 65 72 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 31 35 70 78 7d 62 6f 64 79 2e 70 65 72 73 6f 6e 61 
6c 2d 6e 61 76 2d 6f 70 65 6e 65 64 20 2e 73 61 76 65 64 2d 6e 6f 74 69 63 65 2d 73 74 69 63 6b 79 2e 66 69 78 65 64 
2c 62 6f 64 79 2e 70 65 72 73 6f 6e 61 6c 2d 6e 61 76 2d 6f 70 65 6e 65 64 20 2e 73 61 76 69 6e 67 2d 6e 6f 74 69 63 65 
2d 73 74 69 63 6b 79 2e 66 69 78 65 64 7b 70 61 64 64 69 6e 67 2d 6c 
Data Ascii: ;width:100%;top:0;left:0;right:0;z-index:1029;padding-left:80px}.saved-notice-sticky .loader,.saving-notice-sticky 
.loader{margin-right:15px}body.personal-nav-opened .saved-notice-sticky.fixed,body.personal-nav-opened .saving-notice-
sticky.fixed{padding-l

2022-05-27 17:34:05 UTC 956 IN Data Raw: 61 75 6c 74 55 49 20 2e 74 75 69 2d 65 64 69 74 6f 72 2d 63 6f 6e 74 65 6e 74 73 20 74 61 62 6c 65 7b 77 69 
64 74 68 3a 31 30 30 25 7d 2e 74 75 69 2d 65 64 69 74 6f 72 2d 64 65 66 61 75 6c 74 55 49 20 2e 74 75 69 2d 65 64 69 
74 6f 72 2d 63 6f 6e 74 65 6e 74 73 20 74 61 62 6c 65 20 74 68 7b 68 65 69 67 68 74 3a 61 75 74 6f 21 69 6d 70 6f 72 74 
61 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 30 32 35 61 61 35 21 69 6d 70 6f 72 74 61 6e 74 3b 76 
65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 62 6f 74 74 6f 6d 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 72 67 
62 61 28 30 2c 30 2c 30 2c 2e 31 35 29 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 36 30 30 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 75 69 2d 65 64 69 74 6f 
Data Ascii: aultUI .tui-editor-contents table{width:100%}.tui-editor-defaultUI .tui-editor-contents table th{height:auto
!important;background-color:#025aa5!important;vertical-align:bottom;border:1px solid rgba(0,0,0,.15)!important;font-weig
ht:600!important}.tui-edito

2022-05-27 17:34:05 UTC 985 IN Data Raw: 33 30 33 25 7d 62 6f 64 79 2e 62 75 2d 74 65 73 74 20 2e 62 72 65 61 64 63 72 75 6d 62 2d 71 75 65 73 74 
69 6f 6e 73 20 6c 69 3a 66 69 72 73 74 2d 63 68 69 6c 64 3a 6e 74 68 2d 6c 61 73 74 2d 63 68 69 6c 64 28 33 34 29 2c 
62 6f 64 79 2e 62 75 2d 74 65 73 74 20 2e 62 72 65 61 64 63 72 75 6d 62 2d 71 75 65 73 74 69 6f 6e 73 20 6c 69 3a 66 6
9 72 73 74 2d 63 68 69 6c 64 3a 6e 74 68 2d 6c 61 73 74 2d 63 68 69 6c 64 28 33 34 29 7e 6c 69 7b 77 69 64 74 68 3a 
32 2e 39 34 31 31 37 36 34 37 25 7d 62 6f 64 79 2e 62 75 2d 74 65 73 74 20 2e 62 72 65 61 64 63 72 75 6d 62 2d 71 75 
65 73 74 69 6f 6e 73 20 6c 69 3a 66 69 72 73 74 2d 63 68 69 6c 64 3a 6e 74 68 2d 6c 61 73 74 2d 63 68 69 6c 64 28 33 
35 29 2c 62 6f 64 79 2e 62 75 2d 74 65 73 74 20 2e 62 72 65 61 64 63 72 75 
Data Ascii: 303%}body.bu-test .breadcrumb-questions li:first-child:nth-last-child(34),body.bu-test .breadcrumb-questions 
li:first-child:nth-last-child(34)~li{width:2.94117647%}body.bu-test .breadcrumb-questions li:first-child:nth-last-child
(35),body.bu-test .breadcru

2022-05-27 17:34:05 UTC 1001 IN Data Raw: 61 63 6b 2d 69 6e 61 63 74 69 76 65 20 2e 63 61 72 64 2d 68 65 61 64 65 72 7b 74 65 78 74 2d 64 65 63 6f 
72 61 74 69 6f 6e 3a 6c 69 6e 65 2d 74 68 72 6f 75 67 68 7d 2e 70 61 74 68 2d 65 64 69 74 6f 72 20 2e 74 72 61 63 6b 
2d 69 74 65 6d 20 2e 63 61 72 64 2d 68 65 61 64 65 72 20 2e 65 64 69 74 2d 70 61 74 68 2d 74 72 61 63 6b 2d 62 75 74 
74 6f 6e 73 7b 7a 2d 69 6e 64 65 78 3a 36 30 3b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 3b 72 69 67 68 74 3a 32 70 78 3b 
74 6f 70 3a 34 70 78 7d 2e 70 61 74 68 2d 65 64 69 74 6f 72 20 2e 74 72 61 63 6b 2d 69 74 65 6d 20 2e 63 61 72 64 2d 
68 65 61 64 65 72 3a 68 6f 76 65 72 20 2e 65 64 69 74 2d 70 61 74 68 2d 74 72 61 63 6b 2d 62 75 74 74 6f 6e 73 7b 64 
69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 2e 70 61 74 68 2d 65 64 69 74 6f 72 
Data Ascii: ack-inactive .card-header{text-decoration:line-through}.path-editor .track-item .card-header .edit-path-track-
buttons{z-index:60;display:none;right:2px;top:4px}.path-editor .track-item .card-header:hover .edit-path-track-buttons
{display:block}.path-editor

2022-05-27 17:34:05 UTC 1017 IN Data Raw: 73 69 64 65 2d 72 69 67 68 74 3e 73 65 63 74 69 6f 6e 2e 6c 6f 61 64 65 72 7e 73 65 63 74 69 6f 6e 2e 6c 6f 
61 64 65 72 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 2e 63 6f 6e 74 61 69 6e 65 72 2e 64 61 73 68 62 6f 61 72 64 20 
2e 63 61 72 6f 75 73 65 6c 2d 64 61 73 68 62 6f 61 72 64 7b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 36 30 70 78 7d 2e 63 
6f 6e 74 61 69 6e 65 72 2e 64 61 73 68 62 6f 61 72 64 20 2e 63 61 72 6f 75 73 65 6c 2d 64 61 73 68 62 6f 61 72 64 20 68 
35 20 61 7b 63 6f 6c 6f 72 3a 23 32 65 32 65 32 65 7d 2e 63 6f 6e 74 61 69 6e 65 72 2e 64 61 73 68 62 6f 61 72 64 20 2e 
63 61 72 6f 75 73 65 6c 2d 64 61 73 68 62 6f 61 72 64 20 2e 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2e 73 74 75 64 79 70 
6c 61 6e 20 2e 63 61 72 64 2d 67 72 6f 75 70 7b 6d 61 72 67 69 
Data Ascii: side-right>section.loader~section.loader{display:none}.container.dashboard .carousel-dashboard{min-
height:160px}.container.dashboard .carousel-dashboard h5 a{color:#2e2e2e}.container.dashboard .carousel-dashboard 
.carousel-item.studyplan .card-group{margi

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.2 49822 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 560 OUT GET /proxy/typekit_c0f95027542 HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok
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2022-05-27 17:34:04 UTC 571 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Vary: Accept-Encoding
Pragma: public
Cache-Control: public, only-if-cached, max-age=172800
Expires: Sun, 29 May 2022 17:34:04 GMT

2022-05-27 17:34:04 UTC 571 IN Data Raw: 31 35 36 37 0d 0a 2f 2a 0a 20 2a 20 54 68 65 20 54 79 70 65 6b 69 74 20 73 65 72 76 69 63 65 20 75 73 65 
64 20 74 6f 20 64 65 6c 69 76 65 72 20 74 68 69 73 20 66 6f 6e 74 20 6f 72 20 66 6f 6e 74 73 20 66 6f 72 20 75 73 65 20 
6f 6e 20 77 65 62 73 69 74 65 73 0a 20 2a 20 69 73 20 70 72 6f 76 69 64 65 64 20 62 79 20 41 64 6f 62 65 20 61 6e 64 
20 69 73 20 73 75 62 6a 65 63 74 20 74 6f 20 74 68 65 73 65 20 54 65 72 6d 73 20 6f 66 20 55 73 65 0a 20 2a 20 68 74 7
4 70 3a 2f 2f 77 77 77 2e 61 64 6f 62 65 2e 63 6f 6d 2f 70 72 6f 64 75 63 74 73 2f 65 75 6c 61 73 2f 74 6f 75 5f 74 79 70 
65 6b 69 74 2e 20 46 6f 72 20 66 6f 6e 74 20 6c 69 63 65 6e 73 65 0a 20 2a 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 2c 20 73 
65 65 20 74 68 65 20 6c 69 73 74 20 62 65 6c 6f 77 2e 0a 20 2a 
Data Ascii: 1567/* * The Typekit service used to deliver this font or fonts for use on websites * is provided by Adobe and is 
subject to these Terms of Use * http://www.adobe.com/products/eulas/tou_typekit. For font license * information, see the 
list below. *

2022-05-27 17:34:04 UTC 576 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.2 53132 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 560 OUT GET /resources/css/lib/ekko-lightbox.min_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:04 UTC 569 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: text/css
Content-Length: 924
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-39c"
Expires: Sat, 27 May 2023 17:34:04 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:04 UTC 570 IN Data Raw: 2f 2a 21 0a 20 2a 20 4c 69 67 68 74 62 6f 78 20 66 6f 72 20 42 6f 6f 74 73 74 72 61 70 20 33 20 62 79 20 40 
61 73 68 6c 65 79 64 77 0a 20 2a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 61 73 68 6c 65 79 64 77 2f 
6c 69 67 68 74 62 6f 78 0a 20 2a 0a 20 2a 20 4c 69 63 65 6e 73 65 3a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 
6f 6d 2f 61 73 68 6c 65 79 64 77 2f 6c 69 67 68 74 62 6f 78 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 0a 
20 2a 2f 2e 65 6b 6b 6f 2d 6c 69 67 68 74 62 6f 78 2d 63 6f 6e 74 61 69 6e 65 72 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 
61 74 69 76 65 7d 2e 65 6b 6b 6f 2d 6c 69 67 68 74 62 6f 78 2d 6e 61 76 2d 6f 76 65 72 6c 61 79 7b 70 6f 73 69 74 69 6f 
6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 70 3a 30 3b 6c 
Data Ascii: /*! * Lightbox for Bootstrap 3 by @ashleydw * https://github.com/ashleydw/lightbox * * License: https://gith
ub.com/ashleydw/lightbox/blob/master/LICENSE */.ekko-lightbox-container{position:relative}.ekko-lightbox-nav-o
verlay{position:absolute;top:0;l

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.2 60427 104.20.185.68 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 561 OUT GET /cookieconsentpub/v1/geo/location HTTP/1.1
Host: geolocation.onetrust.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
accept: application/json
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Origin: https://campus.barracuda.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:04 UTC 561 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: application/json
Content-Length: 171
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: Content-Type
Access-Control-Allow-Methods: GET, OPTIONS
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 71207fcf7c239076-FRA

2022-05-27 17:34:04 UTC 562 IN Data Raw: 7b 22 63 6f 75 6e 74 72 79 22 3a 22 43 48 22 2c 22 73 74 61 74 65 22 3a 22 5a 47 22 2c 22 73 74 61 74 65 4e 
61 6d 65 22 3a 22 5a 75 67 22 2c 22 7a 69 70 63 6f 64 65 22 3a 22 36 33 33 33 22 2c 22 74 69 6d 65 7a 6f 6e 65 22 3a 
22 45 75 72 6f 70 65 2f 5a 75 72 69 63 68 22 2c 22 6c 61 74 69 74 75 64 65 22 3a 22 34 37 2e 31 37 33 30 30 22 2c 22 
6c 6f 6e 67 69 74 75 64 65 22 3a 22 38 2e 34 32 30 34 30 22 2c 22 63 69 74 79 22 3a 22 48 75 6e 65 6e 62 65 72 67 22 
2c 22 63 6f 6e 74 69 6e 65 6e 74 22 3a 22 45 55 22 7d 
Data Ascii: {"country":"CH","state":"ZG","stateName":"Zug","zipcode":"6333","timezone":"Europe/Zurich","latitude":"47.17
300","longitude":"8.42040","city":"Hunenberg","continent":"EU"}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.2 55850 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:04 UTC 562 OUT GET /node_modules/vue/dist/vue.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:05 UTC 689 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:04 GMT
Content-Type: application/javascript
Content-Length: 94151
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:07:01 GMT
ETag: "62725e55-16fc7"
Expires: Sat, 27 May 2023 17:34:04 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:05 UTC 689 IN Data Raw: 2f 2a 21 0a 20 2a 20 56 75 65 2e 6a 73 20 76 32 2e 36 2e 31 34 0a 20 2a 20 28 63 29 20 32 30 31 34 2d 32 
30 32 31 20 45 76 61 6e 20 59 6f 75 0a 20 2a 20 52 65 6c 65 61 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 
4c 69 63 65 6e 73 65 2e 0a 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 7
9 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 6
5 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 6
4 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 74 29 3a 28 65 3d 65 7c 7c 73 65 6c 66 29 
2e 56 75 65 3d 74 28 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 
Data Ascii: /*! * Vue.js v2.6.14 * (c) 2014-2021 Evan You * Released under the MIT License. */!function(e,t){"object"==t
ypeof exports&&"undefined"!=typeof module?module.exports=t():"function"==typeof define&&define.amd?define(t):(
e=e||self).Vue=t()}(this,functio
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2022-05-27 17:34:05 UTC 705 IN Data Raw: 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 67 65 74 3a 72 2c 65 6e 75 6d 65 72 61 62 6c 65 3a 
21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 7d 29 2c 72 7d 66 75 6e 63 74 69 6f 6e 20 68 74 28 65 2c 74 29 
7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 5b 74 5d 7d 7d 66 75 6e 63 74 69 6f 
6e 20 6d 74 28 65 2c 74 29 7b 76 61 72 20 72 2c 69 2c 61 2c 73 2c 63 3b 69 66 28 41 72 72 61 79 2e 69 73 41 72 72 61 
79 28 65 29 7c 7c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 66 6f 72 28 72 3d 6e 65 77 20 41 72 72 61 
79 28 65 2e 6c 65 6e 67 74 68 29 2c 69 3d 30 2c 61 3d 65 2e 6c 65 6e 67 74 68 3b 69 3c 61 3b 69 2b 2b 29 72 5b 69 5d 
3d 74 28 65 5b 69 5d 2c 69 29 3b 65 6c 73 65 20 69 66 28 22 6e 75 6d 62 
Data Ascii: efineProperty(e,t,{get:r,enumerable:!0,configurable:!0}),r}function ht(e,t){return function(){return e[t]}}function 
mt(e,t){var r,i,a,s,c;if(Array.isArray(e)||"string"==typeof e)for(r=new Array(e.length),i=0,a=e.length;i<a;i++)r[i]=t(e[i],i);else i
f("numb

2022-05-27 17:34:05 UTC 812 IN Data Raw: 6c 6c 2c 65 2e 5f 64 69 72 65 63 74 49 6e 61 63 74 69 76 65 3d 21 31 2c 65 2e 5f 69 73 4d 6f 75 6e 74 65 64 
3d 21 31 2c 65 2e 5f 69 73 44 65 73 74 72 6f 79 65 64 3d 21 31 2c 65 2e 5f 69 73 42 65 69 6e 67 44 65 73 74 72 6f 79 65 
64 3d 21 31 7d 28 6e 29 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 65 2e 5f 65 76 65 6e 74 73 3d 4f 62 6a 65 63 74 2e 63 72 
65 61 74 65 28 6e 75 6c 6c 29 2c 65 2e 5f 68 61 73 48 6f 6f 6b 45 76 65 6e 74 3d 21 31 3b 76 61 72 20 74 3d 65 2e 24 6f 
70 74 69 6f 6e 73 2e 5f 70 61 72 65 6e 74 4c 69 73 74 65 6e 65 72 73 3b 74 26 26 57 74 28 65 2c 74 29 7d 28 6e 29 2c 
66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 5f 76 6e 6f 64 65 3d 6e 75 6c 6c 2c 74 2e 5f 73 74 61 74 69 63 54 72 65 65 73 
3d 6e 75 6c 6c 3b 76 61 72 20 6e 3d 74 2e 24 6f 70 74 69 6f 
Data Ascii: ll,e._directInactive=!1,e._isMounted=!1,e._isDestroyed=!1,e._isBeingDestroyed=!1}(n),function(e){e._events=O
bject.create(null),e._hasHookEvent=!1;var t=e.$options._parentListeners;t&&Wt(e,t)}(n),function(t){t._vnode=null,t._stat
icTrees=null;var n=t.$optio

2022-05-27 17:34:05 UTC 828 IN Data Raw: 6c 6c 2c 61 72 67 75 6d 65 6e 74 73 29 26 26 65 69 28 65 2c 69 2c 6e 2c 72 29 7d 7d 76 61 72 20 59 72 3d 
4b 65 26 26 21 28 58 26 26 4e 75 6d 62 65 72 28 58 5b 31 5d 29 3c 3d 35 33 29 3b 66 75 6e 63 74 69 6f 6e 20 51 72 28 
65 2c 74 2c 6e 2c 72 29 7b 69 66 28 59 72 29 7b 76 61 72 20 69 3d 73 6e 2c 6f 3d 74 3b 74 3d 6f 2e 5f 77 72 61 70 70 65 
72 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 65 2e 74 61 72 67 65 74 3d 3d 3d 65 2e 63 75 72 72 65 6e 74 54 61 
72 67 65 74 7c 7c 65 2e 74 69 6d 65 53 74 61 6d 70 3e 3d 69 7c 7c 65 2e 74 69 6d 65 53 74 61 6d 70 3c 3d 30 7c 7c 65 
2e 74 61 72 67 65 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 21 3d 3d 64 6f 63 75 6d 65 6e 74 29 72 65 74 75 72 6e 
20 6f 2e 61 70 70 6c 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 
Data Ascii: ll,arguments)&&ei(e,i,n,r)}}var Yr=Ke&&!(X&&Number(X[1])<=53);function Qr(e,t,n,r){if(Yr){var i=sn,o=t;t=o._
wrapper=function(e){if(e.target===e.currentTarget||e.timeStamp>=i||e.timeStamp<=0||e.target.ownerDocument!==do
cument)return o.apply(this,arguments)

2022-05-27 17:34:05 UTC 844 IN Data Raw: 69 66 28 6e 26 26 28 6e 3d 6e 2e 66 69 6c 74 65 72 28 6f 6f 29 29 2e 6c 65 6e 67 74 68 29 7b 76 61 72 20 72 
3d 74 68 69 73 2e 6d 6f 64 65 2c 6f 3d 6e 5b 30 5d 3b 69 66 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 6f 72 28 3b 65 3d 
65 2e 70 61 72 65 6e 74 3b 29 69 66 28 65 2e 64 61 74 61 2e 74 72 61 6e 73 69 74 69 6f 6e 29 72 65 74 75 72 6e 21 30 
7d 28 74 68 69 73 2e 24 76 6e 6f 64 65 29 29 72 65 74 75 72 6e 20 6f 3b 76 61 72 20 61 3d 6e 6f 28 6f 29 3b 69 66 28 21 
61 29 72 65 74 75 72 6e 20 6f 3b 69 66 28 74 68 69 73 2e 5f 6c 65 61 76 69 6e 67 29 72 65 74 75 72 6e 20 69 6f 28 65 2c 
6f 29 3b 76 61 72 20 73 3d 22 5f 5f 74 72 61 6e 73 69 74 69 6f 6e 2d 22 2b 74 68 69 73 2e 5f 75 69 64 2b 22 2d 22 3b 61 
2e 6b 65 79 3d 6e 75 6c 6c 3d 3d 61 2e 6b 65 79 3f 61 2e 69 
Data Ascii: if(n&&(n=n.filter(oo)).length){var r=this.mode,o=n[0];if(function(e){for(;e=e.parent;)if(e.data.transition)return!0}(t
his.$vnode))return o;var a=no(o);if(!a)return o;if(this._leaving)return io(e,o);var s="__transition-"+this._uid+"-";a.ke
y=null==a.key?a.i

2022-05-27 17:34:05 UTC 972 IN Data Raw: 29 7b 76 61 72 20 72 3d 6e 26 26 6e 2e 6e 75 6d 62 65 72 2c 69 3d 46 72 28 65 2c 22 76 61 6c 75 65 22 29 
7c 7c 22 6e 75 6c 6c 22 3b 45 72 28 65 2c 22 63 68 65 63 6b 65 64 22 2c 22 5f 71 28 22 2b 74 2b 22 2c 22 2b 28 69 3d 
72 3f 22 5f 6e 28 22 2b 69 2b 22 29 22 3a 69 29 2b 22 29 22 29 2c 4d 72 28 65 2c 22 63 68 61 6e 67 65 22 2c 55 72 28 7
4 2c 69 29 2c 6e 75 6c 6c 2c 21 30 29 7d 28 65 2c 72 2c 69 29 3b 65 6c 73 65 20 69 66 28 22 69 6e 70 75 74 22 3d 3d 3d 
6f 7c 7c 22 74 65 78 74 61 72 65 61 22 3d 3d 3d 6f 29 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 72 
3d 65 2e 61 74 74 72 73 4d 61 70 2e 74 79 70 65 2c 69 3d 6e 7c 7c 7b 7d 2c 6f 3d 69 2e 6c 61 7a 79 2c 61 3d 69 2e 6e 
75 6d 62 65 72 2c 73 3d 69 2e 74 72 69 6d 2c 63 3d 21 6f 26 26 22 72 
Data Ascii: ){var r=n&&n.number,i=Fr(e,"value")||"null";Er(e,"checked","_q("+t+","+(i=r?"_n("+i+")":i)+")"),Mr(e,"change
",Ur(t,i),null,!0)}(e,r,i);else if("input"===o||"textarea"===o)!function(e,t,n){var r=e.attrsMap.type,i=n||{},o=i.lazy,a=i.number,
s=i.trim,c=!o&&"r

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.2 53454 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:05 UTC 688 OUT GET /node_modules/vue-resource/dist/vue-resource.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok
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2022-05-27 17:34:05 UTC 1030 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:05 GMT
Content-Type: application/javascript
Content-Length: 15067
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:07:01 GMT
ETag: "62725e55-3adb"
Expires: Sat, 27 May 2023 17:34:05 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:05 UTC 1030 IN Data Raw: 2f 2a 21 0a 20 2a 20 76 75 65 2d 72 65 73 6f 75 72 63 65 20 76 31 2e 35 2e 33 0a 20 2a 20 68 74 74 70 73 3a 
2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 70 61 67 65 6b 69 74 2f 76 75 65 2d 72 65 73 6f 75 72 63 65 0a 20 2a 20 52 65 6c 
65 61 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65 6e 73 65 2e 0a 20 2a 2f 0a 0a 21 66 75 6e 63 
74 69 6f 6e 28 74 2c 65 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 22 75 6e 64 
65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 28 
29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 
3f 64 65 66 69 6e 65 28 65 29 3a 74 2e 56 75 65 52 65 73 6f 75 
Data Ascii: /*! * vue-resource v1.5.3 * https://github.com/pagekit/vue-resource * Released under the MIT License. */!fun
ction(t,e){"object"==typeof exports&&"undefined"!=typeof module?module.exports=e():"function"==typeof define&&
define.amd?define(e):t.VueResou

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.2 58177 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:05 UTC 769 OUT GET /node_modules/jquery/dist/jquery.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:05 UTC 1045 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:05 GMT
Content-Type: application/javascript
Content-Length: 85578
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:07:01 GMT
ETag: "62725e55-14e4a"
Expires: Sat, 27 May 2023 17:34:05 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:05 UTC 1045 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 32 2e 32 2e 34 20 7c 20 28 63 29 20 6a 51 75 65 72 79 20 46 6f 75 6e 64 
61 74 69 6f 6e 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 
61 2c 62 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 
74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 61 2e 64 
6f 63 75 6d 65 6e 74 3f 62 28 61 2c 21 30 29 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 61 2e 64 6f 63 75 6d 65 
6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51 75 65 72 79 20 72 65 71 75 69 72 65 73 20 61 20 77 
69 6e 64 6f 77 20 77 69 74 68 20 61 20 64 6f 63 75 6d 65 6e 
Data Ascii: /*! jQuery v2.2.4 | (c) jQuery Foundation | jquery.org/license */!function(a,b){"object"==typeof module&&"ob
ject"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery 
requires a window with a documen

2022-05-27 17:34:05 UTC 1061 IN Data Raw: 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 65 29 7b 76 61 72 20 66 2c 67 3d 64 28 61 2c 6e 75 6c 6c 2c 65 2c 
5b 5d 29 2c 68 3d 61 2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 68 2d 2d 29 28 66 3d 67 5b 68 5d 29 26 26 28 61 5b 68 
5d 3d 21 28 62 5b 68 5d 3d 66 29 29 7d 29 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 65 2c 66 29 7b 72 65 74 75 72 6e 20 62 
5b 30 5d 3d 61 2c 64 28 62 2c 6e 75 6c 6c 2c 66 2c 63 29 2c 62 5b 30 5d 3d 6e 75 6c 6c 2c 21 63 2e 70 6f 70 28 29 7d 7
d 29 2c 68 61 73 3a 68 61 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 62 29 
7b 72 65 74 75 72 6e 20 66 61 28 61 2c 62 29 2e 6c 65 6e 67 74 68 3e 30 7d 7d 29 2c 63 6f 6e 74 61 69 6e 73 3a 68 61 
28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3d 61 
Data Ascii: unction(a,b,c,e){var f,g=d(a,null,e,[]),h=a.length;while(h--)(f=g[h])&&(a[h]=!(b[h]=f))}):function(a,e,f){return b[0]=
a,d(b,null,f,c),b[0]=null,!c.pop()}}),has:ha(function(a){return function(b){return fa(a,b).length>0}}),contains:ha(function(a){ret
urn a=a
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2022-05-27 17:34:05 UTC 1110 IN Data Raw: 2c 62 2c 63 29 7d 2c 5f 72 65 6d 6f 76 65 44 61 74 61 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 4e 2e 72 
65 6d 6f 76 65 28 61 2c 62 29 7d 7d 29 2c 6e 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 64 61 74 61 3a 66 75 6e 63 74 69 6f 
6e 28 61 2c 62 29 7b 76 61 72 20 63 2c 64 2c 65 2c 66 3d 74 68 69 73 5b 30 5d 2c 67 3d 66 26 26 66 2e 61 74 74 72 69 
62 75 74 65 73 3b 69 66 28 76 6f 69 64 20 30 3d 3d 3d 61 29 7b 69 66 28 74 68 69 73 2e 6c 65 6e 67 74 68 26 26 28 65 
3d 4f 2e 67 65 74 28 66 29 2c 31 3d 3d 3d 66 2e 6e 6f 64 65 54 79 70 65 26 26 21 4e 2e 67 65 74 28 66 2c 22 68 61 73 
44 61 74 61 41 74 74 72 73 22 29 29 29 7b 63 3d 67 2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 63 2d 2d 29 67 5b 63 5d 
26 26 28 64 3d 67 5b 63 5d 2e 6e 61 6d 65 2c 30 3d 3d 3d 64 2e 69 6e 64 
Data Ascii: ,b,c)},_removeData:function(a,b){N.remove(a,b)}}),n.fn.extend({data:function(a,b){var c,d,e,f=this[0],g=f&&f
.attributes;if(void 0===a){if(this.length&&(e=O.get(f),1===f.nodeType&&!N.get(f,"hasDataAttrs"))){c=g.length;while(c--)g
[c]&&(d=g[c].name,0===d.ind

2022-05-27 17:34:05 UTC 1126 IN Data Raw: 65 74 75 72 6e 20 63 26 26 63 2e 6f 70 65 6e 65 72 7c 7c 28 63 3d 61 29 2c 63 2e 67 65 74 43 6f 6d 70 75 74 
65 64 53 74 79 6c 65 28 62 29 7d 2c 44 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 64 29 7b 76 61 72 20 65 2c 
66 2c 67 3d 7b 7d 3b 66 6f 72 28 66 20 69 6e 20 62 29 67 5b 66 5d 3d 61 2e 73 74 79 6c 65 5b 66 5d 2c 61 2e 73 74 79 
6c 65 5b 66 5d 3d 62 5b 66 5d 3b 65 3d 63 2e 61 70 70 6c 79 28 61 2c 64 7c 7c 5b 5d 29 3b 66 6f 72 28 66 20 69 6e 20 6
2 29 61 2e 73 74 79 6c 65 5b 66 5d 3d 67 5b 66 5d 3b 72 65 74 75 72 6e 20 65 7d 2c 45 61 3d 64 2e 64 6f 63 75 6d 65 
6e 74 45 6c 65 6d 65 6e 74 3b 21 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 62 2c 63 2c 65 2c 66 2c 67 3d 64 2e 63 
72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 68 3d 64 2e 
Data Ascii: eturn c&&c.opener||(c=a),c.getComputedStyle(b)},Da=function(a,b,c,d){var e,f,g={};for(f in b)g[f]=a.style[f]
,a.style[f]=b[f];e=c.apply(a,d||[]);for(f in b)a.style[f]=g[f];return e},Ea=d.documentElement;!function(){var b,c,e,f,g=d.createEl
ement("div"),h=d.

2022-05-27 17:34:05 UTC 1139 IN Data Raw: 69 6f 6e 28 29 7b 61 2e 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 65 29 7d 7d 29 7d 2c 66 75 6e 63 74 69 6f 6e 
28 29 7b 76 61 72 20 61 3d 64 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 69 6e 70 75 74 22 29 2c 62 3d 64 2e 63 
72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 73 65 6c 65 63 74 22 29 2c 63 3d 62 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 
64 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 6f 70 74 69 6f 6e 22 29 29 3b 61 2e 74 79 70 65 3d 22 63 68 65 63 6
b 62 6f 78 22 2c 6c 2e 63 68 65 63 6b 4f 6e 3d 22 22 21 3d 3d 61 2e 76 61 6c 75 65 2c 6c 2e 6f 70 74 53 65 6c 65 63 74 6
5 64 3d 63 2e 73 65 6c 65 63 74 65 64 2c 62 2e 64 69 73 61 62 6c 65 64 3d 21 30 2c 6c 2e 6f 70 74 44 69 73 61 62 6c 65 
64 3d 21 63 2e 64 69 73 61 62 6c 65 64 2c 61 3d 64 2e 63 72 65 61 
Data Ascii: ion(){a.clearTimeout(e)}})},function(){var a=d.createElement("input"),b=d.createElement("select"),c=b.append
Child(d.createElement("option"));a.type="checkbox",l.checkOn=""!==a.value,l.optSelected=c.selected,b.disabled=!0,l.optDi
sabled=!c.disabled,a=d.crea

2022-05-27 17:34:05 UTC 1155 IN Data Raw: 6d 65 6e 74 73 22 29 3b 72 65 74 75 72 6e 20 61 3f 6e 2e 6d 61 6b 65 41 72 72 61 79 28 61 29 3a 74 68 69 
73 7d 29 2e 66 69 6c 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 2e 74 79 70 65 3b 72 
65 74 75 72 6e 20 74 68 69 73 2e 6e 61 6d 65 26 26 21 6e 28 74 68 69 73 29 2e 69 73 28 22 3a 64 69 73 61 62 6c 65 64 
22 29 26 26 46 62 2e 74 65 73 74 28 74 68 69 73 2e 6e 6f 64 65 4e 61 6d 65 29 26 26 21 45 62 2e 74 65 73 74 28 61 29 
26 26 28 74 68 69 73 2e 63 68 65 63 6b 65 64 7c 7c 21 58 2e 74 65 73 74 28 61 29 29 7d 29 2e 6d 61 70 28 66 75 6e 63 
74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 6e 28 74 68 69 73 29 2e 76 61 6c 28 29 3b 72 65 74 75 72 6e 20 6e 75 
6c 6c 3d 3d 63 3f 6e 75 6c 6c 3a 6e 2e 69 73 41 72 72 61 79 28 63 29 3f 6e 
Data Ascii: ments");return a?n.makeArray(a):this}).filter(function(){var a=this.type;return this.name&&!n(this).is(":dis
abled")&&Fb.test(this.nodeName)&&!Eb.test(a)&&(this.checked||!X.test(a))}).map(function(a,b){var c=n(this).val();return 
null==c?null:n.isArray(c)?n

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.2 61941 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:05 UTC 769 OUT GET /resources/js/lib/jquery-ui.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:05 UTC 1077 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:05 GMT
Content-Type: application/javascript
Content-Length: 239564
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-3a7cc"
Expires: Sat, 27 May 2023 17:34:05 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes
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2022-05-27 17:34:05 UTC 1077 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 55 49 20 2d 20 76 31 2e 31 31 2e 32 20 2d 20 32 30 31 35 2d 30 31 2d 32 
35 0a 2a 20 68 74 74 70 3a 2f 2f 6a 71 75 65 72 79 75 69 2e 63 6f 6d 0a 2a 20 49 6e 63 6c 75 64 65 73 3a 20 63 6f 72 65 
2e 6a 73 2c 20 77 69 64 67 65 74 2e 6a 73 2c 20 6d 6f 75 73 65 2e 6a 73 2c 20 70 6f 73 69 74 69 6f 6e 2e 6a 73 2c 20 64 
72 61 67 67 61 62 6c 65 2e 6a 73 2c 20 64 72 6f 70 70 61 62 6c 65 2e 6a 73 2c 20 72 65 73 69 7a 61 62 6c 65 2e 6a 73 
2c 20 73 65 6c 65 63 74 61 62 6c 65 2e 6a 73 2c 20 73 6f 72 74 61 62 6c 65 2e 6a 73 2c 20 61 63 63 6f 72 64 69 6f 6e 2e 
6a 73 2c 20 61 75 74 6f 63 6f 6d 70 6c 65 74 65 2e 6a 73 2c 20 62 75 74 74 6f 6e 2e 6a 73 2c 20 64 61 74 65 70 69 63 6b 
65 72 2e 6a 73 2c 20 64 69 61 6c 6f 67 2e 6a 73 2c 20 6d 65 6e 
Data Ascii: /*! jQuery UI - v1.11.2 - 2015-01-25* http://jqueryui.com* Includes: core.js, widget.js, mouse.js, position.js, 
draggable.js, droppable.js, resizable.js, selectable.js, sortable.js, accordion.js, autocomplete.js, button.js, datepicker.js, 
dialog.js, men

2022-05-27 17:34:05 UTC 1093 IN Data Raw: 29 29 3a 21 30 7d 7d 2c 5f 6d 6f 75 73 65 4d 6f 76 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 74 68 
69 73 2e 5f 6d 6f 75 73 65 4d 6f 76 65 64 29 7b 69 66 28 65 2e 75 69 2e 69 65 26 26 28 21 64 6f 63 75 6d 65 6e 74 2e 64 
6f 63 75 6d 65 6e 74 4d 6f 64 65 7c 7c 39 3e 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 4d 6f 64 65 29 26 26 21 
74 2e 62 75 74 74 6f 6e 29 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 6d 6f 75 73 65 55 70 28 74 29 3b 69 66 28 21 74 2e 
77 68 69 63 68 29 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 6d 6f 75 73 65 55 70 28 74 29 7d 72 65 74 75 72 6e 28 74 2e 
77 68 69 63 68 7c 7c 74 2e 62 75 74 74 6f 6e 29 26 26 28 74 68 69 73 2e 5f 6d 6f 75 73 65 4d 6f 76 65 64 3d 21 30 29 2c 
74 68 69 73 2e 5f 6d 6f 75 73 65 53 74 61 72 74 65 64 3f 28 74 
Data Ascii: )):!0}},_mouseMove:function(t){if(this._mouseMoved){if(e.ui.ie&&(!document.documentMode||9>documen
t.documentMode)&&!t.button)return this._mouseUp(t);if(!t.which)return this._mouseUp(t)}return(t.which||t.button)&&(this.
_mouseMoved=!0),this._mouseStarted?(t

2022-05-27 17:34:05 UTC 1162 IN Data Raw: 74 2e 6c 65 66 74 2b 74 68 69 73 2e 6f 66 66 73 65 74 2e 72 65 6c 61 74 69 76 65 2e 6c 65 66 74 2a 69 2b 74 
68 69 73 2e 6f 66 66 73 65 74 2e 70 61 72 65 6e 74 2e 6c 65 66 74 2a 69 2d 28 22 66 69 78 65 64 22 3d 3d 3d 74 68 69 
73 2e 63 73 73 50 6f 73 69 74 69 6f 6e 3f 2d 74 68 69 73 2e 6f 66 66 73 65 74 2e 73 63 72 6f 6c 6c 2e 6c 65 66 74 3a 73 
3f 30 3a 74 68 69 73 2e 6f 66 66 73 65 74 2e 73 63 72 6f 6c 6c 2e 6c 65 66 74 29 2a 69 7d 7d 2c 5f 67 65 6e 65 72 61 74 
65 50 6f 73 69 74 69 6f 6e 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 69 2c 73 2c 6e 2c 61 2c 6f 3d 74 68 
69 73 2e 6f 70 74 69 6f 6e 73 2c 72 3d 74 68 69 73 2e 5f 69 73 52 6f 6f 74 4e 6f 64 65 28 74 68 69 73 2e 73 63 72 6f 6c 
6c 50 61 72 65 6e 74 5b 30 5d 29 2c 68 3d 65 2e 70 61 67 65 
Data Ascii: t.left+this.offset.relative.left*i+this.offset.parent.left*i-("fixed"===this.cssPosition?-this.offset.scroll.left:s?0:
this.offset.scroll.left)*i}},_generatePosition:function(e,t){var i,s,n,a,o=this.options,r=this._isRootNode(this.scrollParent[0]),h
=e.page

2022-05-27 17:34:05 UTC 1178 IN Data Raw: 6c 65 6d 65 6e 74 2e 77 72 61 70 28 65 28 22 3c 64 69 76 20 63 6c 61 73 73 3d 27 75 69 2d 77 72 61 70 70 
65 72 27 20 73 74 79 6c 65 3d 27 6f 76 65 72 66 6c 6f 77 3a 20 68 69 64 64 65 6e 3b 27 3e 3c 2f 64 69 76 3e 22 29 2e 63 
73 73 28 7b 70 6f 73 69 74 69 6f 6e 3a 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 63 73 73 28 22 70 6f 73 69 74 69 6f 6e 22 
29 2c 77 69 64 74 68 3a 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 6f 75 74 65 72 57 69 64 74 68 28 29 2c 68 65 69 67 68 
74 3a 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 6f 75 74 65 72 48 65 69 67 68 74 28 29 2c 74 6f 70 3a 74 68 69 73 2e 65 6
c 65 6d 65 6e 74 2e 63 73 73 28 22 74 6f 70 22 29 2c 6c 65 66 74 3a 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 63 73 73 28 
22 6c 65 66 74 22 29 7d 29 29 2c 74 68 69 73 2e 65 6c 65 6d 65 6e 
Data Ascii: lement.wrap(e("<div class='ui-wrapper' style='overflow: hidden;'></div>").css({position:this.element.css("po
sition"),width:this.element.outerWidth(),height:this.element.outerHeight(),top:this.element.css("top"),left:this.element
.css("left")})),this.elemen

2022-05-27 17:34:05 UTC 1194 IN Data Raw: 67 72 69 64 2c 6c 3d 68 5b 30 5d 7c 7c 31 2c 75 3d 68 5b 31 5d 7c 7c 31 2c 64 3d 4d 61 74 68 2e 72 6f 75 6e 
64 28 28 6e 2e 77 69 64 74 68 2d 61 2e 77 69 64 74 68 29 2f 6c 29 2a 6c 2c 63 3d 4d 61 74 68 2e 72 6f 75 6e 64 28 28 
6e 2e 68 65 69 67 68 74 2d 61 2e 68 65 69 67 68 74 29 2f 75 29 2a 75 2c 70 3d 61 2e 77 69 64 74 68 2b 64 2c 66 3d 61 
2e 68 65 69 67 68 74 2b 63 2c 6d 3d 73 2e 6d 61 78 57 69 64 74 68 26 26 70 3e 73 2e 6d 61 78 57 69 64 74 68 2c 67 3d 
73 2e 6d 61 78 48 65 69 67 68 74 26 26 66 3e 73 2e 6d 61 78 48 65 69 67 68 74 2c 76 3d 73 2e 6d 69 6e 57 69 64 74 68 
26 26 73 2e 6d 69 6e 57 69 64 74 68 3e 70 2c 79 3d 73 2e 6d 69 6e 48 65 69 67 68 74 26 26 73 2e 6d 69 6e 48 65 69 67 
68 74 3e 66 3b 73 2e 67 72 69 64 3d 68 2c 76 26 26 28 70 2b 3d 6c 29 2c 
Data Ascii: grid,l=h[0]||1,u=h[1]||1,d=Math.round((n.width-a.width)/l)*l,c=Math.round((n.height-a.height)/u)*u,p=a.width
+d,f=a.height+c,m=s.maxWidth&&p>s.maxWidth,g=s.maxHeight&&f>s.maxHeight,v=s.minWidth&&s.minWidth>p,y
=s.minHeight&&s.minHeight>f;s.grid=h,v&&(p+=l),

2022-05-27 17:34:05 UTC 1210 IN Data Raw: 5b 65 2e 69 73 46 75 6e 63 74 69 6f 6e 28 61 2e 6f 70 74 69 6f 6e 73 2e 69 74 65 6d 73 29 3f 61 2e 6f 70 74 
69 6f 6e 73 2e 69 74 65 6d 73 2e 63 61 6c 6c 28 61 2e 65 6c 65 6d 65 6e 74 5b 30 5d 2c 74 2c 7b 69 74 65 6d 3a 74 68 
69 73 2e 63 75 72 72 65 6e 74 49 74 65 6d 7d 29 3a 65 28 61 2e 6f 70 74 69 6f 6e 73 2e 69 74 65 6d 73 2c 61 2e 65 6c 
65 6d 65 6e 74 29 2c 61 5d 29 2c 74 68 69 73 2e 63 6f 6e 74 61 69 6e 65 72 73 2e 70 75 73 68 28 61 29 29 3b 66 6f 72 2
8 69 3d 64 2e 6c 65 6e 67 74 68 2d 31 3b 69 3e 3d 30 3b 69 2d 2d 29 66 6f 72 28 6f 3d 64 5b 69 5d 5b 31 5d 2c 72 3d 64 
5b 69 5d 5b 30 5d 2c 73 3d 30 2c 6c 3d 72 2e 6c 65 6e 67 74 68 3b 6c 3e 73 3b 73 2b 2b 29 68 3d 65 28 72 5b 73 5d 29 
2c 68 2e 64 61 74 61 28 74 68 69 73 2e 77 69 64 67 65 74 4e 61 6d 65 
Data Ascii: [e.isFunction(a.options.items)?a.options.items.call(a.element[0],t,{item:this.currentItem}):e(a.options.item
s,a.element),a]),this.containers.push(a));for(i=d.length-1;i>=0;i--)for(o=d[i][1],r=d[i][0],s=0,l=r.length;l>s;s++)h=e(r[s]),h.dat
a(this.widgetName

2022-05-27 17:34:05 UTC 1226 IN Data Raw: 2d 62 6f 74 74 6f 6d 22 29 2e 66 69 6c 74 65 72 28 22 3a 6e 6f 74 28 2e 75 69 2d 61 63 63 6f 72 64 69 6f 6e 
2d 63 6f 6e 74 65 6e 74 2d 61 63 74 69 76 65 29 22 29 2e 68 69 64 65 28 29 2c 74 26 26 28 74 68 69 73 2e 5f 6f 66 66 28 
65 2e 6e 6f 74 28 74 68 69 73 2e 68 65 61 64 65 72 73 29 29 2c 74 68 69 73 2e 5f 6f 66 66 28 74 2e 6e 6f 74 28 74 68 69 
73 2e 70 61 6e 65 6c 73 29 29 29 7d 2c 5f 72 65 66 72 65 73 68 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 2c 
69 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2c 73 3d 69 2e 68 65 69 67 68 74 53 74 79 6c 65 2c 6e 3d 74 68 69 73 2e 65 
6c 65 6d 65 6e 74 2e 70 61 72 65 6e 74 28 29 3b 74 68 69 73 2e 61 63 74 69 76 65 3d 74 68 69 73 2e 5f 66 69 6e 64 41 
63 74 69 76 65 28 69 2e 61 63 74 69 76 65 29 2e 61 64 64 43 6c 61 
Data Ascii: -bottom").filter(":not(.ui-accordion-content-active)").hide(),t&&(this._off(e.not(this.headers)),this._off(t.not(this.
panels)))},_refresh:function(){var t,i=this.options,s=i.heightStyle,n=this.element.parent();this.active=this._findActive
(i.active).addCla

2022-05-27 17:34:05 UTC 1242 IN Data Raw: 75 65 28 6e 2e 76 61 6c 75 65 29 2c 73 3d 69 2e 69 74 65 6d 2e 61 74 74 72 28 22 61 72 69 61 2d 6c 61 62 
65 6c 22 29 7c 7c 6e 2e 76 61 6c 75 65 2c 73 26 26 65 2e 74 72 69 6d 28 73 29 2e 6c 65 6e 67 74 68 26 26 28 74 68 69 
73 2e 6c 69 76 65 52 65 67 69 6f 6e 2e 63 68 69 6c 64 72 65 6e 28 29 2e 68 69 64 65 28 29 2c 65 28 22 3c 64 69 76 3e 2
2 29 2e 74 65 78 74 28 73 29 2e 61 70 70 65 6e 64 54 6f 28 74 68 69 73 2e 6c 69 76 65 52 65 67 69 6f 6e 29 29 2c 76 6f 
69 64 20 30 29 7d 2c 6d 65 6e 75 73 65 6c 65 63 74 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 69 3d 74 
2e 69 74 65 6d 2e 64 61 74 61 28 22 75 69 2d 61 75 74 6f 63 6f 6d 70 6c 65 74 65 2d 69 74 65 6d 22 29 2c 73 3d 74 68 
69 73 2e 70 72 65 76 69 6f 75 73 3b 74 68 69 73 2e 65 6c 65 6d 65 6e 74 
Data Ascii: ue(n.value),s=i.item.attr("aria-label")||n.value,s&&e.trim(s).length&&(this.liveRegion.children().hide(),e("
<div>").text(s).appendTo(this.liveRegion)),void 0)},menuselect:function(e,t){var i=t.item.data("ui-autocomplete-item"),s
=this.previous;this.element

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:05 UTC 1258 IN Data Raw: 6e 64 28 22 6b 65 79 75 70 22 2c 74 68 69 73 2e 5f 64 6f 4b 65 79 55 70 29 29 3a 28 22 64 69 76 22 3d 3d 3d 
69 7c 7c 22 73 70 61 6e 22 3d 3d 3d 69 29 26 26 73 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 74 68 69 73 2e 6d 61 72 6b 
65 72 43 6c 61 73 73 4e 61 6d 65 29 2e 65 6d 70 74 79 28 29 29 0a 7d 2c 5f 65 6e 61 62 6c 65 44 61 74 65 70 69 63 6b 
65 72 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 69 2c 73 2c 6e 3d 65 28 74 29 2c 61 3d 65 2e 64 61 74 61 28 
74 2c 22 64 61 74 65 70 69 63 6b 65 72 22 29 3b 6e 2e 68 61 73 43 6c 61 73 73 28 74 68 69 73 2e 6d 61 72 6b 65 72 43 
6c 61 73 73 4e 61 6d 65 29 26 26 28 69 3d 74 2e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2c 
22 69 6e 70 75 74 22 3d 3d 3d 69 3f 28 74 2e 64 69 73 61 62 6c 65 64 3d 
Data Ascii: nd("kuser",this._doKuser)):("div"===i||"span"===i)&&s.removeClass(this.markerClassName).empty())},
_enableDatepicker:function(t){var i,s,n=e(t),a=e.data(t,"datepicker");n.hasClass(this.markerClassName)&&(i=t.n
odeName.toLowerCase(),"input"===i?(t.disabled=

2022-05-27 17:34:05 UTC 1274 IN Data Raw: 65 72 6d 69 6e 65 44 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 69 2c 73 29 7b 76 61 72 20 6e 3d 66 75 6e 
63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 6e 65 77 20 44 61 74 65 3b 72 65 74 75 72 6e 20 74 2e 73 65 74 44 61 74 
65 28 74 2e 67 65 74 44 61 74 65 28 29 2b 65 29 2c 74 7d 2c 61 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 74 72 79 7b 72 
65 74 75 72 6e 20 65 2e 64 61 74 65 70 69 63 6b 65 72 2e 70 61 72 73 65 44 61 74 65 28 65 2e 64 61 74 65 70 69 63 6b 
65 72 2e 5f 67 65 74 28 74 2c 22 64 61 74 65 46 6f 72 6d 61 74 22 29 2c 69 2c 65 2e 64 61 74 65 70 69 63 6b 65 72 2e 5f 
67 65 74 46 6f 72 6d 61 74 43 6f 6e 66 69 67 28 74 29 29 7d 63 61 74 63 68 28 73 29 7b 7d 66 6f 72 28 76 61 72 20 6e 
3d 28 69 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 6d 61 74 63 68 
Data Ascii: ermineDate:function(t,i,s){var n=function(e){var t=new Date;return t.setDate(t.getDate()+e),t},a=function(i)
{try{return e.datepicker.parseDate(e.datepicker._get(t,"dateFormat"),i,e.datepicker._getFormatConfig(t))}catch(s){}for(var 
n=(i.toLowerCase().match

2022-05-27 17:34:05 UTC 1290 IN Data Raw: 54 6f 28 29 29 2c 74 68 69 73 2e 5f 6f 6e 28 74 68 69 73 2e 75 69 44 69 61 6c 6f 67 2c 7b 6b 65 79 64 6f 77 6e 
3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 63 6c 6f 73 65 4f 6e 45 73 63 61 
70 65 26 26 21 74 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 26 26 74 2e 6b 65 79 43 6f 64 65 26 
26 74 2e 6b 65 79 43 6f 64 65 3d 3d 3d 65 2e 75 69 2e 6b 65 79 43 6f 64 65 2e 45 53 43 41 50 45 29 72 65 74 75 72 6e 
20 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 74 68 69 73 2e 63 6c 6f 73 65 28 74 29 2c 76 6f 69 64 20 
30 3b 69 66 28 74 2e 6b 65 79 43 6f 64 65 3d 3d 3d 65 2e 75 69 2e 6b 65 79 43 6f 64 65 2e 54 41 42 26 26 21 74 2e 69 7
3 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 76 
Data Ascii: To()),this._on(this.uiDialog,{keydown:function(t){if(this.options.closeOnEscape&&!t.isDefaultPrevented()&&t.
keyCode&&t.keyCode===e.ui.keyCode.ESCAPE)return t.preventDefault(),this.close(t),void 0;if(t.keyCode===e.ui.ke
yCode.TAB&&!t.isDefaultPrevented()){v

2022-05-27 17:34:05 UTC 1324 IN Data Raw: 64 22 2c 74 29 2c 74 68 69 73 2e 62 75 74 74 6f 6e 2e 74 6f 67 67 6c 65 43 6c 61 73 73 28 22 75 69 2d 73 74 
61 74 65 2d 64 69 73 61 62 6c 65 64 22 2c 74 29 2e 61 74 74 72 28 22 61 72 69 61 2d 64 69 73 61 62 6c 65 64 22 2c 74 
29 2c 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 70 72 6f 70 28 22 64 69 73 61 62 6c 65 64 22 2c 74 29 2c 74 3f 28 74 68 
69 73 2e 62 75 74 74 6f 6e 2e 61 74 74 72 28 22 74 61 62 69 6e 64 65 78 22 2c 2d 31 29 2c 74 68 69 73 2e 63 6c 6f 73 6
5 28 29 29 3a 74 68 69 73 2e 62 75 74 74 6f 6e 2e 61 74 74 72 28 22 74 61 62 69 6e 64 65 78 22 2c 30 29 29 2c 22 77 69 
64 74 68 22 3d 3d 3d 65 26 26 74 68 69 73 2e 5f 72 65 73 69 7a 65 42 75 74 74 6f 6e 28 29 7d 2c 5f 61 70 70 65 6e 64 54 
6f 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 
Data Ascii: d",t),this.button.toggleClass("ui-state-disabled",t).attr("aria-disabled",t),this.element.prop("disabled",t),t?(this.b
utton.attr("tabindex",-1),this.close()):this.button.attr("tabindex",0)),"width"===e&&this._resizeButton()},_appendTo:fun
ction(){var t=thi

2022-05-27 17:34:05 UTC 1340 IN Data Raw: 6f 69 64 20 30 7d 28 22 6d 61 78 22 3d 3d 3d 65 7c 7c 22 6d 69 6e 22 3d 3d 3d 65 7c 7c 22 73 74 65 70 22 3d 
3d 3d 65 29 26 26 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 74 26 26 28 74 3d 74 68 69 73 2e 5f 70 61 72 73 
65 28 74 29 29 2c 22 69 63 6f 6e 73 22 3d 3d 3d 65 26 26 28 74 68 69 73 2e 62 75 74 74 6f 6e 73 2e 66 69 72 73 74 28 
29 2e 66 69 6e 64 28 22 2e 75 69 2d 69 63 6f 6e 22 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 74 68 69 73 2e 6f 70 74 6
9 6f 6e 73 2e 69 63 6f 6e 73 2e 75 70 29 2e 61 64 64 43 6c 61 73 73 28 74 2e 75 70 29 2c 74 68 69 73 2e 62 75 74 74 6f 
6e 73 2e 6c 61 73 74 28 29 2e 66 69 6e 64 28 22 2e 75 69 2d 69 63 6f 6e 22 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 
74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 69 63 6f 6e 73 2e 64 6f 77 6e 
Data Ascii: oid 0}("max"===e||"min"===e||"step"===e)&&"string"==typeof t&&(t=this._parse(t)),"icons"===e&&(this.buttons.
first().find(".ui-icon").removeClass(this.options.icons.up).addClass(t.up),this.buttons.last().find(".ui-icon").removeCl
ass(this.options.icons.down

2022-05-27 17:34:05 UTC 1356 IN Data Raw: 73 2e 5f 66 69 6e 64 28 69 29 29 72 65 74 75 72 6e 20 61 2e 74 6f 6f 6c 74 69 70 2e 66 69 6e 64 28 22 2e 75 
69 2d 74 6f 6f 6c 74 69 70 2d 63 6f 6e 74 65 6e 74 22 29 2e 68 74 6d 6c 28 73 29 2c 76 6f 69 64 20 30 3b 69 2e 69 73 28 
22 5b 74 69 74 6c 65 5d 22 29 26 26 28 74 26 26 22 6d 6f 75 73 65 6f 76 65 72 22 3d 3d 3d 74 2e 74 79 70 65 3f 69 2e 61 
74 74 72 28 22 74 69 74 6c 65 22 2c 22 22 29 3a 69 2e 72 65 6d 6f 76 65 41 74 74 72 28 22 74 69 74 6c 65 22 29 29 2c 
61 3d 74 68 69 73 2e 5f 74 6f 6f 6c 74 69 70 28 69 29 2c 6f 3d 61 2e 74 6f 6f 6c 74 69 70 2c 74 68 69 73 2e 5f 61 64 64 
44 65 73 63 72 69 62 65 64 42 79 28 69 2c 6f 2e 61 74 74 72 28 22 69 64 22 29 29 2c 6f 2e 66 69 6e 64 28 22 2e 75 69 
2d 74 6f 6f 6c 74 69 70 2d 63 6f 6e 74 65 6e 74 22 29 2e 68 74 
Data Ascii: s._find(i))return a.tooltip.find(".ui-tooltip-content").html(s),void 0;i.is("[title]")&&(t&&"mouseover"===t.type?i.att
r("title",""):i.removeAttr("title")),a=this._tooltip(i),o=a.tooltip,this._addDescribedBy(i,o.attr("id")),o.find(".ui-tooltip-content").ht

2022-05-27 17:34:05 UTC 1372 IN Data Raw: 72 65 63 74 69 6f 6e 7c 7c 22 75 70 22 2c 63 3d 74 2e 64 69 73 74 61 6e 63 65 2c 70 3d 74 2e 74 69 6d 65 73 
7c 7c 35 2c 66 3d 32 2a 70 2b 28 75 7c 7c 6c 3f 31 3a 30 29 2c 6d 3d 74 2e 64 75 72 61 74 69 6f 6e 2f 66 2c 67 3d 74 2e 
65 61 73 69 6e 67 2c 76 3d 22 75 70 22 3d 3d 3d 64 7c 7c 22 64 6f 77 6e 22 3d 3d 3d 64 3f 22 74 6f 70 22 3a 22 6c 65 66 
74 22 2c 79 3d 22 75 70 22 3d 3d 3d 64 7c 7c 22 6c 65 66 74 22 3d 3d 3d 64 2c 62 3d 6f 2e 71 75 65 75 65 28 29 2c 5f 
3d 62 2e 6c 65 6e 67 74 68 3b 66 6f 72 28 28 75 7c 7c 6c 29 26 26 72 2e 70 75 73 68 28 22 6f 70 61 63 69 74 79 22 29 
2c 65 2e 65 66 66 65 63 74 73 2e 73 61 76 65 28 6f 2c 72 29 2c 6f 2e 73 68 6f 77 28 29 2c 65 2e 65 66 66 65 63 74 73 2e 
63 72 65 61 74 65 57 72 61 70 70 65 72 28 6f 29 2c 63 7c 7c 28 
Data Ascii: rection||"up",c=t.distance,p=t.times||5,f=2*p+(u||l?1:0),m=t.duration/f,g=t.easing,v="up"===d||"down"===d?"t
op":"left",y="up"===d||"left"===d,b=o.queue(),_=b.length;for((u||l)&&r.push("opacity"),e.effects.save(o,r),o.show(),e.ef
fects.createWrapper(o),c||(
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29 192.168.2.2 63429 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-05-27 17:34:05 UTC 1029 OUT GET /resources/js/lib/tether.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:05 UTC 1306 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:05 GMT
Content-Type: application/javascript
Content-Length: 23217
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-5ab1"
Expires: Sat, 27 May 2023 17:34:05 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:05 UTC 1307 IN Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 
66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 65 29 3a 22 6f 62 6a 65 63 74 22 3d 3d 74 79 
70 65 6f 66 20 65 78 70 6f 72 74 73 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 28 72 65 71 75 69 72 65 2c 65 78 
70 6f 72 74 73 2c 6d 6f 64 75 6c 65 29 3a 74 2e 54 65 74 68 65 72 3d 65 28 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 
6e 28 74 2c 65 2c 6f 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 69 
66 28 21 28 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 65 29 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 2
8 22 43 61 6e 6e 6f 74 20 63 61 6c 6c 20 61 20 63 6c 61 73 73 20 
Data Ascii: !function(t,e){"function"==typeof define&&define.amd?define(e):"object"==typeof exports?module.exp
orts=e(require,exports,module):t.Tether=e()}(this,function(t,e,o){"use strict";function i(t,e){if(!(t instanceof e))throw new 
TypeError("Cannot call a class 

2022-05-27 17:34:05 UTC 1322 IN Data Raw: 72 20 68 3d 74 68 69 73 2e 68 69 73 74 6f 72 79 5b 61 5d 3b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 21 
3d 74 79 70 65 6f 66 20 68 5b 69 5d 26 26 21 67 28 68 5b 69 5d 5b 6e 5d 2c 74 5b 69 5d 5b 6e 5d 29 29 7b 72 3d 21 30 
3b 62 72 65 61 6b 7d 7d 72 7c 7c 28 6f 5b 69 5d 5b 6e 5d 3d 21 30 29 7d 7d 76 61 72 20 6c 3d 7b 74 6f 70 3a 22 22 2c 6
c 65 66 74 3a 22 22 2c 72 69 67 68 74 3a 22 22 2c 62 6f 74 74 6f 6d 3a 22 22 7d 2c 64 3d 66 75 6e 63 74 69 6f 6e 28 74 
2c 6f 29 7b 76 61 72 20 69 3d 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 65 2e 6f 70 74 69 6f 6e 73 2e 
6f 70 74 69 6d 69 7a 61 74 69 6f 6e 73 2c 6e 3d 69 3f 65 2e 6f 70 74 69 6f 6e 73 2e 6f 70 74 69 6d 69 7a 61 74 69 6f 6e 7
3 2e 67 70 75 3a 6e 75 6c 6c 3b 69 66 28 6e 21 3d 3d 21 31 29 7b 
Data Ascii: r h=this.history[a];if("undefined"!=typeof h[i]&&!g(h[i][n],t[i][n])){r=!0;break}}r||(o[i][n]=!0)}}var l={top:"",left:
"",right:"",bottom:""},d=function(t,o){var i="undefined"!=typeof e.options.optimizations,n=i?e.options.optimizations.gpu
:null;if(n!==!1){

2022-05-27 17:34:05 UTC 1383 IN Data Raw: 62 6f 74 74 6f 6d 22 2c 22 72 69 67 68 74 22 5d 2e 69 6e 64 65 78 4f 66 28 6e 29 3e 3d 30 26 26 28 62 3d 70 
61 72 73 65 46 6c 6f 61 74 28 62 29 2c 79 3d 70 61 72 73 65 46 6c 6f 61 74 28 79 29 29 2c 62 21 3d 3d 79 26 26 28 76 
3d 21 30 2c 6d 5b 6e 5d 3d 79 29 7d 76 26 26 54 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 28 65 2e 65 6c 65 6d 65 6e 74 
2e 73 74 79 6c 65 2c 6d 29 7d 29 7d 7d 7d 5d 29 2c 74 7d 28 29 3b 4e 2e 6d 6f 64 75 6c 65 73 3d 5b 5d 2c 43 2e 70 6f 7
3 69 74 69 6f 6e 3d 5f 3b 76 61 72 20 52 3d 66 28 4e 2c 43 29 2c 4d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 
69 6f 6e 20 74 28 74 2c 65 29 7b 76 61 72 20 6f 3d 5b 5d 2c 69 3d 21 30 2c 6e 3d 21 31 2c 72 3d 76 6f 69 64 20 30 3b 74 
72 79 7b 66 6f 72 28 76 61 72 20 73 2c 61 3d 74 5b 53 79 6d 62 6f 
Data Ascii: bottom","right"].indexOf(n)>=0&&(b=parseFloat(b),y=parseFloat(y)),b!==y&&(v=!0,m[n]=y)}v&&T(function()
{f(e.element.style,m)})}}}]),t}();N.modules=[],C.position=_;var R=f(N,C),M=function(){function t(t,e){var o=[],i=!0,n=!1,r=void 
0;try{for(var s,a=t[Symbo
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3 192.168.2.2 62669 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred
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2022-05-27 17:32:59 UTC 10 OUT GET /assets/css/bootstrap.min.css HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:32:59 UTC 10 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: text/css
Date: Fri, 27 May 2022 17:32:59 GMT
ETag: "59dc1500-24dd4"
Expires: -1
Last-Modified: Tue, 10 Oct 2017 00:32:00 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 150996
Connection: Close

2022-05-27 17:32:59 UTC 11 IN Data Raw: 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 2d 61 6c 70 68 61 2e 36 20 28 68 74 74 
70 73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 
2d 32 30 31 37 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 
20 32 30 31 31 2d 32 30 31 37 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 
64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 
61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 2f 2a 21 20 6e 6f 72 6d 61 6c 69 7a 65 
2e 63 73 73 20 76 35 2e 30 2e 30 20 7c 20 4d 49 54 20 4c 69 
Data Ascii: /*! * Bootstrap v4.0.0-alpha.6 (https://getbootstrap.com) * Copyright 2011-2017 The Bootstrap Authors * Copy
right 2011-2017 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *//*! normali
ze.css v5.0.0 | MIT Li

2022-05-27 17:32:59 UTC 20 IN Data Raw: 75 69 64 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 
3a 31 35 70 78 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 39 39 32 70 78 29 7b 2e 63 6f 6e 74 61 69 
6e 65 72 2d 66 6c 75 69 64 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 
66 74 3a 31 35 70 78 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 63 6f 6e 
74 61 69 6e 65 72 2d 66 6c 75 69 64 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 
2d 6c 65 66 74 3a 31 35 70 78 7d 7d 2e 72 6f 77 7b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 
73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 66 6c 65 78 3b 64 69 73 70 6c 61 
Data Ascii: uid{padding-right:15px;padding-left:15px}}@media (min-width:992px){.container-fluid{padding-right:15px;paddi
ng-left:15px}}@media (min-width:1200px){.container-fluid{padding-right:15px;padding-left:15px}}.row{display:-webkit-box;
display:-webkit-flex;displa

2022-05-27 17:32:59 UTC 36 IN Data Raw: 78 6c 2d 31 7b 72 69 67 68 74 3a 38 2e 33 33 33 33 33 33 25 7d 2e 70 75 6c 6c 2d 78 6c 2d 32 7b 72 69 67 
68 74 3a 31 36 2e 36 36 36 36 36 37 25 7d 2e 70 75 6c 6c 2d 78 6c 2d 33 7b 72 69 67 68 74 3a 32 35 25 7d 2e 70 75 6c 
6c 2d 78 6c 2d 34 7b 72 69 67 68 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 70 75 6c 6c 2d 78 6c 2d 35 7b 72 69 67 68 
74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 70 75 6c 6c 2d 78 6c 2d 36 7b 72 69 67 68 74 3a 35 30 25 7d 2e 70 75 6c 6c 
2d 78 6c 2d 37 7b 72 69 67 68 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 70 75 6c 6c 2d 78 6c 2d 38 7b 72 69 67 68 74 
3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 70 75 6c 6c 2d 78 6c 2d 39 7b 72 69 67 68 74 3a 37 35 25 7d 2e 70 75 6c 6c 2d 
78 6c 2d 31 30 7b 72 69 67 68 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 70 
Data Ascii: xl-1{right:8.333333%}.pull-xl-2{right:16.666667%}.pull-xl-3{right:25%}.pull-xl-4{right:33.333333%}.pull-xl-5
{right:41.666667%}.pull-xl-6{right:50%}.pull-xl-7{right:58.333333%}.pull-xl-8{right:66.666667%}.pull-xl-9{right:75%}.pull-xl-
10{right:83.333333%}.p

2022-05-27 17:32:59 UTC 37 IN Data Raw: 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 77 69 64 74 68 3a 32 70 78 7d 2e 74 61 62 6c 65 2d 73 74 72 69 70 65 64 
20 74 62 6f 64 79 20 74 72 3a 6e 74 68 2d 6f 66 2d 74 79 70 65 28 6f 64 64 29 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 35 29 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 74 62 6f 64 79 20 74 
72 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 
29 7d 2e 74 61 62 6c 65 2d 61 63 74 69 76 65 2c 2e 74 61 62 6c 65 2d 61 63 74 69 76 65 3e 74 64 2c 2e 74 61 62 6c 65 
2d 61 63 74 69 76 65 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 
30 37 35 29 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 
Data Ascii: rder-bottom-width:2px}.table-striped tbody tr:nth-of-type(odd){background-color:rgba(0,0,0,.05)}.table-hover 
tbody tr:hover{background-color:rgba(0,0,0,.075)}.table-active,.table-active>td,.table-active>th{background-color:rgba(
0,0,0,.075)}.table-hover .t

2022-05-27 17:32:59 UTC 47 IN Data Raw: 61 62 65 6c 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 
6d 69 64 64 6c 65 7d 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 7b 64 69 73 70 6c 61 79 
3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 66 6c 65 78 3b 64 69 73 70 6c 
61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2
d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 77 65 62 6b 69 74 2d 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 
72 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 
74 65 72 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 
Data Ascii: abel{margin-bottom:0;vertical-align:middle}.form-inline .form-check{display:-webkit-box;display:-webkit-flex
;display:-ms-flexbox;display:flex;-webkit-box-align:center;-webkit-align-items:center;-ms-flex-align:center;align-items:
center;-webkit-box-pack:cen

2022-05-27 17:32:59 UTC 63 IN Data Raw: 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 64 64 6f 6e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 73 6d 2c 
2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 64 64 6f 6e 2c 2e 69 6e 70 
75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3e 2e 69 6e 70 75 74 2d 67 72 6f 
75 70 2d 61 64 64 6f 6e 2e 62 74 6e 7b 70 61 64 64 69 6e 67 3a 2e 32 35 72 65 6d 20 2e 35 72 65 6d 3b 66 6f 6e 74 2d 7
3 69 7a 65 3a 2e 38 37 35 72 65 6d 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 72 65 6d 7d 2e 69 6e 70 75 74 
2d 67 72 6f 75 70 2d 61 64 64 6f 6e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 6c 67 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 
70 2d 6c 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 64 64 6f 6e 
Data Ascii: }.input-group-addon.form-control-sm,.input-group-sm>.input-group-addon,.input-group-sm>.input-group-
btn>.input-group-addon.btn{padding:.25rem .5rem;font-size:.875rem;border-radius:.2rem}.input-group-addon.form-control-
lg,.input-group-lg>.input-group-addon
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2022-05-27 17:32:59 UTC 79 IN Data Raw: 65 20 2e 6e 61 76 62 61 72 2d 62 72 61 6e 64 3a 68 6f 76 65 72 2c 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 73 
65 20 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6c 65 72 3a 66 6f 63 75 73 2c 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 73 65 
20 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6c 65 72 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 6e 61 76 62 61 
72 2d 69 6e 76 65 72 73 65 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6c 69 6e 6b 7b 63 6f 6c 6f 72 3a 72 
67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 35 29 7d 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 73 65 20 2e 6e 61 
76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6c 69 6e 6b 3a 66 6f 63 75 73 2c 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 73 
65 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6c 69 6e 6b 
Data Ascii: e .navbar-brand:hover,.navbar-inverse .navbar-toggler:focus,.navbar-inverse .navbar-toggler:hover{color:#fff
}.navbar-inverse .navbar-nav .nav-link{color:rgba(255,255,255,.5)}.navbar-inverse .navbar-nav .nav-link:focus,.navbar-in
verse .navbar-nav .nav-link

2022-05-27 17:32:59 UTC 95 IN Data Raw: 66 6f 72 65 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 63 6f 6e 74 65 6e 74 3a 22 22 7d 2e 65 6d 62 65 64 
2d 72 65 73 70 6f 6e 73 69 76 65 20 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 69 74 65 6d 2c 2e 65 6d 62 
65 64 2d 72 65 73 70 6f 6e 73 69 76 65 20 65 6d 62 65 64 2c 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 20 69 
66 72 61 6d 65 2c 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 20 6f 62 6a 65 63 74 2c 2e 65 6d 62 65 64 2d 72 6
5 73 70 6f 6e 73 69 76 65 20 76 69 64 65 6f 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 70 3a 30 3b 62 
6f 74 74 6f 6d 3a 30 3b 6c 65 66 74 3a 30 3b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 62 6
f 72 64 65 72 3a 30 7d 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 
Data Ascii: fore{display:block;content:""}.embed-responsive .embed-responsive-item,.embed-responsive embed,.embed-
responsive iframe,.embed-responsive object,.embed-responsive video{position:absolute;top:0;bottom:0;left:0;width:100
%;height:100%;border:0}.embed-respons

2022-05-27 17:32:59 UTC 111 IN Data Raw: 61 6e 74 7d 2e 64 2d 6c 67 2d 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 
65 2d 62 6c 6f 63 6b 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 6c 67 2d 62 6c 6f 63 6b 7b 64 69 73 70 6c 61 79 3a 62 6c 
6f 63 6b 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 6c 67 2d 74 61 62 6c 65 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 6c 67 2d 74 61 62 6c 65 2d 63 65 6c 6c 7b 64 69 73 70 6c 61 79 3a 74 61 62 
6c 65 2d 63 65 6c 6c 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 6c 67 2d 66 6c 65 78 7b 64 69 73 70 6c 61 79 3a 2d 77 6
5 62 6b 69 74 2d 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 66 6c 65 78 
21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 
Data Ascii: ant}.d-lg-inline-block{display:inline-block!important}.d-lg-block{display:block!important}.d-lg-table{displa
y:table!important}.d-lg-table-cell{display:table-cell!important}.d-lg-flex{display:-webkit-box!important;display:-webkit-
flex!important;display:-ms

2022-05-27 17:32:59 UTC 127 IN Data Raw: 6c 65 78 2d 77 72 61 70 3a 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 77 72 61 
70 3a 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6c 65 78 2d 77 72 61 70 3a 77 72 61 70 21 69 6d 70 6f 72 74 61 
6e 74 7d 2e 66 6c 65 78 2d 6c 67 2d 6e 6f 77 72 61 70 7b 2d 77 65 62 6b 69 74 2d 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 
77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 21 69 6d 70 6
f 72 74 61 6e 74 3b 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6c 65 78 2d 
6c 67 2d 77 72 61 70 2d 72 65 76 65 72 73 65 7b 2d 77 65 62 6b 69 74 2d 66 6c 65 78 2d 77 72 61 70 3a 77 72 61 70 2d 
72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 
Data Ascii: lex-wrap:wrap!important;-ms-flex-wrap:wrap!important;flex-wrap:wrap!important}.flex-lg-nowrap{-webkit-flex-w
rap:nowrap!important;-ms-flex-wrap:nowrap!important;flex-wrap:nowrap!important}.flex-lg-wrap-reverse{-webkit-flex-
wrap:wrap-reverse!important;-ms-f

2022-05-27 17:32:59 UTC 143 IN Data Raw: 64 69 6e 67 2d 6c 65 66 74 3a 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 79 2d 73 6d 2d 32 7b 70 
61 64 64 69 6e 67 2d 74 6f 70 3a 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 
6d 3a 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 2d 73 6d 2d 33 7b 70 61 64 64 69 6e 67 3a 31 72 65 6d 20 
31 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 74 2d 73 6d 2d 33 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 72 65 
6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 72 2d 73 6d 2d 33 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 72 65 6d 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 73 6d 2d 33 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6c 2d 73 6d 2d 33 7b 70 61 64 
Data Ascii: ding-left:.5rem!important}.py-sm-2{padding-top:.5rem!important;padding-bottom:.5rem!important}.p-sm-
3{padding:1rem 1rem!important}.pt-sm-3{padding-top:1rem!important}.pr-sm-3{padding-right:1rem!important}.pb-sm-
3{padding-bottom:1rem!important}.pl-sm-3{pad

2022-05-27 17:32:59 UTC 159 IN Data Raw: 30 30 70 78 29 7b 2e 68 69 64 64 65 6e 2d 78 6c 2d 75 70 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 
6f 72 74 61 6e 74 7d 7d 2e 68 69 64 64 65 6e 2d 78 6c 2d 64 6f 77 6e 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 
70 6f 72 74 61 6e 74 7d 2e 76 69 73 69 62 6c 65 2d 70 72 69 6e 74 2d 62 6c 6f 63 6b 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 
65 21 69 6d 70 6f 72 74 61 6e 74 7d 40 6d 65 64 69 61 20 70 72 69 6e 74 7b 2e 76 69 73 69 62 6c 65 2d 70 72 69 6e 74 
2d 62 6c 6f 63 6b 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 2e 76 69 73 69 62 6c 65 
2d 70 72 69 6e 74 2d 69 6e 6c 69 6e 65 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 40 6d 6
5 64 69 61 20 70 72 69 6e 74 7b 2e 76 69 73 69 62 6c 65 2d 70 72 
Data Ascii: 00px){.hidden-xl-up{display:none!important}}.hidden-xl-down{display:none!important}.visible-print-block{disp
lay:none!important}@media print{.visible-print-block{display:block!important}}.visible-print-inline{display:none!importa
nt}@media print{.visible-pr
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30 192.168.2.2 57491 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-05-27 17:34:05 UTC 1109 OUT GET /resources/js/lib/bootstrap-v4.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:05 UTC 1420 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:05 GMT
Content-Type: application/javascript
Content-Length: 44827
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-af1b"
Expires: Sat, 27 May 2023 17:34:05 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:05 UTC 1421 IN Data Raw: 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 2d 61 6c 70 68 61 2e 32 20 28 68 74 74 
70 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 
32 30 31 35 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 
54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 
2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 0a 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 
70 65 6f 66 20 6a 51 75 65 72 79 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 
20 4a 61 76 61 53 63 72 69 70 74 20 72 65 71 75 69 72 65 73 
Data Ascii: /*! * Bootstrap v4.0.0-alpha.2 (http://getbootstrap.com) * Copyright 2011-2015 Twitter, Inc. * Licensed under 
MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */if("undefined"==typeof jQuery)throw new Error("Bootstrap
's JavaScript requires

2022-05-27 17:34:05 UTC 1436 IN Data Raw: 6d 65 6e 74 28 62 29 3b 72 65 74 75 72 6e 20 63 3f 61 28 63 29 5b 30 5d 3a 6e 75 6c 6c 7d 7d 2c 7b 6b 65 79 
3a 22 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 22 2c 76 61 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 
65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 63 3d 61 28 74 68 69 73 
29 2c 64 3d 63 2e 64 61 74 61 28 67 29 2c 65 3d 61 2e 65 78 74 65 6e 64 28 7b 7d 2c 6c 2c 63 2e 64 61 74 61 28 29 2c 
22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 62 26 26 62 29 3b 69 66 28 21 64 26 26 65 2e 74 6f 67 67 6c 65 26 26 
2f 73 68 6f 77 7c 68 69 64 65 2f 2e 74 65 73 74 28 62 29 26 26 28 65 2e 74 6f 67 67 6c 65 3d 21 31 29 2c 64 7c 7c 28 64 
3d 6e 65 77 20 68 28 74 68 69 73 2c 65 29 2c 63 2e 64 61 74 61 28 
Data Ascii: ment(b);return c?a(c)[0]:null}},{key:"_jQueryInterface",value:function(b){return this.each(function(){var c=
a(this),d=c.data(g),e=a.extend({},l,c.data(),"object"==typeof b&&b);if(!d&&e.toggle&&/show|hide/.test(b)&&(e.toggle=!1),d||
(d=new h(this,e),c.data(

2022-05-27 17:34:06 UTC 1493 IN Data Raw: 6e 74 3d 61 7d 72 65 74 75 72 6e 20 65 28 62 2c 5b 7b 6b 65 79 3a 22 73 68 6f 77 22 2c 76 61 6c 75 65 3a 66 
75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 62 3d 74 68 69 73 3b 69 66 28 21 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 
70 61 72 65 6e 74 4e 6f 64 65 7c 7c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 6e 6f 64 
65 54 79 70 65 21 3d 3d 4e 6f 64 65 2e 45 4c 45 4d 45 4e 54 5f 4e 4f 44 45 7c 7c 21 61 28 74 68 69 73 2e 5f 65 6c 65 6d 
65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 6d 2e 41 43 54 49 56 45 29 29 7b 76 61 72 20 63 3d 76 6f 69 64 20 30 2c 64 
3d 76 6f 69 64 20 30 2c 65 3d 61 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 63 6c 6f 73 65 73 74 28 6e 2e 55 4c 29 
5b 30 5d 2c 67 3d 66 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 
Data Ascii: nt=a}return e(b,[{key:"show",value:function(){var b=this;if(!this._element.parentNode||this._element.parentN
ode.nodeType!==Node.ELEMENT_NODE||!a(this._element).hasClass(m.ACTIVE)){var c=void 0,d=void 0,e=a(th
is._element).closest(n.UL)[0],g=f.getSelectorFr
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31 192.168.2.2 55152 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:05 UTC 1109 OUT GET /resources/js/lib/select2/select2.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok
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2022-05-27 17:34:05 UTC 1388 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:05 GMT
Content-Type: application/javascript
Content-Length: 70357
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-112d5"
Expires: Sat, 27 May 2023 17:34:05 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:05 UTC 1389 IN Data Raw: 2f 2a 21 20 53 65 6c 65 63 74 32 20 34 2e 30 2e 31 32 20 7c 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 
63 6f 6d 2f 73 65 6c 65 63 74 32 2f 73 65 6c 65 63 74 32 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 2e 
6d 64 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 
66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 6a 71 75 65 72 79 22 5d 2c 6e 29 3a 22 
6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 26 26 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3f 6d 
6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 
30 3d 3d 3d 74 26 26 28 74 3d 22 75 6e 64 65 66 69 6e 65 64 
Data Ascii: /*! Select2 4.0.12 | https://github.com/select2/select2/blob/master/LICENSE.md */!function(n){"function"==ty
peof define&&define.amd?define(["jquery"],n):"object"==typeof module&&module.exports?module.exports=function(e,t)
{return void 0===t&&(t="undefined

2022-05-27 17:34:05 UTC 1404 IN Data Raw: 3d 74 5b 30 5d 26 26 72 2e 47 65 74 44 61 74 61 28 74 68 69 73 2c 22 65 6c 65 6d 65 6e 74 22 29 2e 73 65 
6c 65 63 74 32 28 22 63 6c 6f 73 65 22 29 7d 29 7d 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 64 65 74 61 63 68 43 
6c 6f 73 65 48 61 6e 64 6c 65 72 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 6e 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 
2e 6f 66 66 28 22 6d 6f 75 73 65 64 6f 77 6e 2e 73 65 6c 65 63 74 32 2e 22 2b 65 2e 69 64 29 7d 2c 6f 2e 70 72 6f 74 6f 
74 79 70 65 2e 70 6f 73 69 74 69 6f 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 74 2e 66 69 6e 64 28 22 2e 73 65 6c 
65 63 74 69 6f 6e 22 29 2e 61 70 70 65 6e 64 28 65 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 64 65 73 74 72 6f 79 3d 
66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 64 65 74 
Data Ascii: =t[0]&&r.GetData(this,"element").select2("close")})})},o.prototype._detachCloseHandler=function(e)
{n(document.body).off("mousedown.select2."+e.id)},o.prototype.position=function(e,t){t.find(".selection").append(e)},o.p
rototype.destroy=function(){this._det

2022-05-27 17:34:06 UTC 1461 IN Data Raw: 2c 22 e1 b5 bd 22 3a 22 70 22 2c 22 ea 9d 91 22 3a 22 70 22 2c 22 ea 9d 93 22 3a 22 70 22 2c 22 ea 9d 95 
22 3a 22 70 22 2c 22 e2 93 a0 22 3a 22 71 22 2c 22 ef bd 91 22 3a 22 71 22 2c 22 c9 8b 22 3a 22 71 22 2c 22 ea 9d 97 
22 3a 22 71 22 2c 22 ea 9d 99 22 3a 22 71 22 2c 22 e2 93 a1 22 3a 22 72 22 2c 22 ef bd 92 22 3a 22 72 22 2c 22 c5 95 2
2 3a 22 72 22 2c 22 e1 b9 99 22 3a 22 72 22 2c 22 c5 99 22 3a 22 72 22 2c 22 c8 91 22 3a 22 72 22 2c 22 c8 93 22 3a 22 
72 22 2c 22 e1 b9 9b 22 3a 22 72 22 2c 22 e1 b9 9d 22 3a 22 72 22 2c 22 c5 97 22 3a 22 72 22 2c 22 e1 b9 9f 22 3a 22 
72 22 2c 22 c9 8d 22 3a 22 72 22 2c 22 c9 bd 22 3a 22 72 22 2c 22 ea 9d 9b 22 3a 22 72 22 2c 22 ea 9e a7 22 3a 22 72 
22 2c 22 ea 9e 83 22 3a 22 72 22 2c 22 e2 93 a2 22 3a 22 73 22 2c 22 ef 
Data Ascii: ,"":"p","":"p","":"p","":"p","":"q","":"q","":"q","":"q","":"q","":"r","":"r","":"r","":"r","":"r","":"r","":"r","":"r","":"r","":"r","":"
r","":"r","":"r","":"r","":"r","":"r","":"s","

2022-05-27 17:34:06 UTC 1477 IN Data Raw: 6f 6e 28 29 7b 6e 2e 5f 70 6f 73 69 74 69 6f 6e 44 72 6f 70 64 6f 77 6e 28 29 2c 6e 2e 5f 72 65 73 69 7a 65 44 
72 6f 70 64 6f 77 6e 28 29 7d 29 2c 74 2e 6f 6e 28 22 72 65 73 75 6c 74 73 3a 61 70 70 65 6e 64 22 2c 66 75 6e 63 74 69 
6f 6e 28 29 7b 6e 2e 5f 70 6f 73 69 74 69 6f 6e 44 72 6f 70 64 6f 77 6e 28 29 2c 6e 2e 5f 72 65 73 69 7a 65 44 72 6f 70 64 
6f 77 6e 28 29 7d 29 2c 74 2e 6f 6e 28 22 72 65 73 75 6c 74 73 3a 6d 65 73 73 61 67 65 22 2c 66 75 6e 63 74 69 6f 6e 28 
29 7b 6e 2e 5f 70 6f 73 69 74 69 6f 6e 44 72 6f 70 64 6f 77 6e 28 29 2c 6e 2e 5f 72 65 73 69 7a 65 44 72 6f 70 64 6f 77 6e 
28 29 7d 29 2c 74 2e 6f 6e 28 22 73 65 6c 65 63 74 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 5f 70 6f 73 69 74 69 6f 
6e 44 72 6f 70 64 6f 77 6e 28 29 2c 6e 2e 5f 72 
Data Ascii: on(){n._positionDropdown(),n._resizeDropdown()}),t.on("results:append",function(){n._positionDropdown(),n._r
esizeDropdown()}),t.on("results:message",function(){n._positionDropdown(),n._resizeDropdown()}),t.on("select",function()
{n._positionDropdown(),n._r

2022-05-27 17:34:06 UTC 1505 IN Data Raw: 3a 74 7d 29 7d 29 7d 29 2c 74 68 69 73 2e 6f 6e 28 22 6b 65 79 70 72 65 73 73 22 2c 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 76 61 72 20 74 3d 65 2e 77 68 69 63 68 3b 6e 2e 69 73 4f 70 65 6e 28 29 3f 74 3d 3d 3d 72 2e 45 53 43 7c 
7c 74 3d 3d 3d 72 2e 54 41 42 7c 7c 74 3d 3d 3d 72 2e 55 50 26 26 65 2e 61 6c 74 4b 65 79 3f 28 6e 2e 63 6c 6f 73 65 
28 29 2c 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 29 3a 74 3d 3d 3d 72 2e 45 4e 54 45 52 3f 28 6e 2e 74 7
2 69 67 67 65 72 28 22 72 65 73 75 6c 74 73 3a 73 65 6c 65 63 74 22 2c 7b 7d 29 2c 65 2e 70 72 65 76 65 6e 74 44 65 
66 61 75 6c 74 28 29 29 3a 74 3d 3d 3d 72 2e 53 50 41 43 45 26 26 65 2e 63 74 72 6c 4b 65 79 3f 28 6e 2e 74 72 69 67 
67 65 72 28 22 72 65 73 75 6c 74 73 3a 74 6f 67 67 6c 65 22 2c 7b 7d 29 
Data Ascii: :t})})}),this.on("keypress",function(e){var t=e.which;n.isOpen()?t===r.ESC||t===r.TAB||t===r.UP&&e.altKey?(n
.close(),e.preventDefault()):t===r.ENTER?(n.trigger("results:select",{}),e.preventDefault()):t===r.SPACE&&e.ctrlKey?(n.t
rigger("results:toggle",{})
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32 192.168.2.2 63994 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-05-27 17:34:05 UTC 1210 OUT GET /resources/js/lib/bootstrap-switch.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:06 UTC 1452 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:05 GMT
Content-Type: application/javascript
Content-Length: 16453
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-4045"
Expires: Sat, 27 May 2023 17:34:05 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:06 UTC 1453 IN Data Raw: 2f 2a 20 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 0a 20 2a 20 62 6f 6f 74 73 74 72 61 70 2d 73 77 69 74 63 68 20 2d 20 76 33 2e 33 2e 32 0a 20 2a 20 68 74 74 70 3a 2
f 2f 77 77 77 2e 62 6f 6f 74 73 74 72 61 70 2d 73 77 69 74 63 68 2e 6f 72 67 0a 20 2a 20 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3
d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 
31 32 2d 32 30 31 33 20 4d 61 74 74 69 61 20 4c 61 72 65 6e 74 69 73 0a 
Data Ascii: /* ======================================================================== * bootstrap-
switch - v3.3.2 * http://www.bootstrap-switch.org * ================================================
======================== * Copyright 2012-2013 Mattia Larentis

2022-05-27 17:34:06 UTC 1510 IN Data Raw: 3d 3d 3d 22 75 6e 64 65 66 69 6e 65 64 22 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 
68 61 6e 64 6c 65 57 69 64 74 68 7d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 68 61 6e 64 6c 65 57 69 64 74 68 3d 66 3b 
74 68 69 73 2e 5f 77 69 64 74 68 28 29 3b 74 68 69 73 2e 5f 63 6f 6e 74 61 69 6e 65 72 50 6f 73 69 74 69 6f 6e 28 29 3b 
72 65 74 75 72 6e 20 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 7d 3b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 6c 61 62 65 6c 
57 69 64 74 68 3d 66 75 6e 63 74 69 6f 6e 28 66 29 7b 69 66 28 74 79 70 65 6f 66 20 66 3d 3d 3d 22 75 6e 64 65 66 69 6
e 65 64 22 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 6c 61 62 65 6c 57 69 64 74 68 7d 74 68 69 
73 2e 6f 70 74 69 6f 6e 73 2e 6c 61 62 65 6c 57 69 64 74 68 3d 66 
Data Ascii: ==="undefined"){return this.options.handleWidth}this.options.handleWidth=f;this._width();this._containerPosi
tion();return this.$element};e.prototype.labelWidth=function(f){if(typeof f==="undefined"){return this.options.labelWidt
h}this.options.labelWidth=f

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.2 62884 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:05 UTC 1340 OUT GET /resources/js/ext/ajax_utils_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok
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2022-05-27 17:34:06 UTC 1518 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:06 GMT
Content-Type: application/javascript
Content-Length: 3653
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-e45"
Expires: Sat, 27 May 2023 17:34:06 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:06 UTC 1518 IN Data Raw: 66 75 6e 63 74 69 6f 6e 20 61 6a 61 78 4d 6f 64 61 6c 73 28 29 7b 24 28 27 5b 64 61 74 61 2d 74 6f 67 67 6c 
65 3d 22 61 6a 61 78 2d 6d 6f 64 61 6c 22 5d 27 29 2e 75 6e 62 69 6e 64 28 22 63 6c 69 63 6b 22 29 2c 24 28 27 5b 64 
61 74 61 2d 74 6f 67 67 6c 65 3d 22 61 6a 61 78 2d 6d 6f 64 61 6c 22 5d 27 29 2e 62 69 6e 64 28 22 63 6c 69 63 6b 22 
2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 3b 76 61 72 20 65 3d 24 
28 74 68 69 73 29 2e 61 74 74 72 28 22 68 72 65 66 22 29 3b 76 6f 69 64 20 30 21 3d 3d 65 26 26 22 22 21 3d 3d 65 26 
26 28 76 6f 69 64 20 30 21 3d 3d 24 28 74 68 69 73 29 2e 70 72 6f 70 28 22 64 61 74 61 2d 64 61 74 61 22 29 26 26 28 
65 2b 3d 22 3f 64 61 74 61 3d 22 2b 24 28 74 68 69 73 29 2e 70 72 6f 70 
Data Ascii: function ajaxModals(){$('[data-toggle="ajax-modal"]').unbind("click"),$('[data-toggle="ajax-modal"]').bind("
click",function(a){a.preventDefault();var e=$(this).attr("href");void 0!==e&&""!==e&&(void 0!==$(this).prop("data-data")&&
(e+="?data="+$(this).prop

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.2 57864 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:06 UTC 1522 OUT GET /resources/js/ext/campus_utils_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:06 UTC 1524 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:06 GMT
Content-Type: application/javascript
Content-Length: 1493
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-5d5"
Expires: Sat, 27 May 2023 17:34:06 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:06 UTC 1525 IN Data Raw: 66 75 6e 63 74 69 6f 6e 20 74 68 65 45 6e 72 6f 6c 6c 6d 65 6e 74 43 6f 75 6e 74 64 6f 77 6e 28 74 29 7b 76 
61 72 20 61 3d 24 28 74 29 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 61 2e 61 74 74 72 28 22 64 61 74 61 2d 63 6f 75 6e 
74 64 6f 77 6e 22 29 29 76 61 72 20 6e 3d 31 65 33 2a 70 61 72 73 65 49 6e 74 28 61 2e 61 74 74 72 28 22 64 61 74 61 
2d 63 6f 75 6e 74 64 6f 77 6e 22 29 29 2c 72 3d 31 65 33 2c 75 3d 30 2c 65 3d 38 36 34 65 35 2c 73 3d 73 65 74 49 6e 7
4 65 72 76 61 6c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 6e 2d 28 75 2b 3d 31 65 33 29 2c 61 2c 72 3d 73 
65 63 6f 6e 64 73 54 6f 48 6d 73 4f 62 6a 28 28 6e 2d 75 29 2f 31 65 33 29 3b 69 66 28 74 3e 31 65 33 29 7b 76 61 72 20 
65 3d 4d 61 74 68 2e 66 6c 6f 6f 72 28 70 61 72 73 65 49 6e 74 28 
Data Ascii: function theEnrollmentCountdown(t){var a=$(t);if(void 0!==a.attr("data-countdown"))var n=1e3*parseInt(a.attr
("data-countdown")),r=1e3,u=0,e=864e5,s=setInterval(function(){var t=n-(u+=1e3),a,r=secondsToHmsObj((n-u)/1e3)
;if(t>1e3){var e=Math.floor(parseInt(

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.2 62629 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:06 UTC 1523 OUT GET /resources/js/ext/bookmark_modal_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:06 UTC 1526 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:06 GMT
Content-Type: application/javascript
Content-Length: 17545
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-4489"
Expires: Sat, 27 May 2023 17:34:06 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:06 UTC 1527 IN Data Raw: 63 6f 6e 73 74 20 65 76 65 6e 74 42 6f 6f 6b 6d 61 72 6b 43 6f 6c 6c 65 63 74 69 6f 6e 3d 6e 65 77 20 56 75 
65 2c 6d 6f 64 61 6c 42 6f 6f 6b 6d 61 72 6b 3d 7b 74 65 6d 70 6c 61 74 65 3a 27 5c 6e 20 20 20 20 20 20 20 20 3c 64 69 
76 3e 5c 6e 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 69 64 3d 22 6d 6f 64 61 6c 2d 72 65 6d 6f 76 65 2d 62 6f 
6f 6b 6d 61 72 6b 2d 63 6f 6c 6c 65 63 74 69 6f 6e 22 20 63 6c 61 73 73 3d 22 6d 6f 64 61 6c 20 66 61 64 65 22 20 72 6f 
6c 65 3d 22 64 69 61 6c 6f 67 22 20 74 61 62 69 6e 64 65 78 3d 22 31 22 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 
72 75 65 22 3e 5c 6e 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 6d 6f 64 61 
6c 2d 64 69 61 6c 6f 67 22 3e 5c 6e 20 20 20 20 20 20 20 20 20 
Data Ascii: const eventBookmarkCollection=new Vue,modalBookmark={template:'\n        <div>\n            <div id="modal-r
emove-bookmark-collection" class="modal fade" role="dialog" tabindex="1" aria-hidden="true">\n                <div class
="modal-dialog">\n         

2022-05-27 17:34:06 UTC 1542 IN Data Raw: 6c 65 63 74 69 6f 6e 5b 65 5d 2e 69 64 3d 3d 3d 6f 26 26 28 21 31 3d 3d 3d 74 68 69 73 2e 62 6f 6f 6b 6d 61 
72 6b 43 6f 6c 6c 65 63 74 69 6f 6e 5b 65 5d 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 22 62 6f 6f 6b 6d 61 72 6b 
73 22 29 3f 28 74 68 69 73 2e 24 73 65 74 28 74 68 69 73 2e 62 6f 6f 6b 6d 61 72 6b 43 6f 6c 6c 65 63 74 69 6f 6e 5b 65 
5d 2c 22 62 6f 6f 6b 6d 61 72 6b 73 22 2c 5b 5d 29 2c 74 68 69 73 2e 62 6f 6f 6b 6d 61 72 6b 43 6f 6c 6c 65 63 74 69 6f 
6e 5b 65 5d 2e 62 6f 6f 6b 6d 61 72 6b 73 2e 70 75 73 68 28 6e 29 29 3a 74 68 69 73 2e 62 6f 6f 6b 6d 61 72 6b 43 6f 6c 
6c 65 63 74 69 6f 6e 5b 65 5d 2e 62 6f 6f 6b 6d 61 72 6b 73 2e 75 6e 73 68 69 66 74 28 6e 29 29 2c 24 28 22 23 63 72 65 
61 74 65 2d 63 6f 6c 6c 65 63 74 69 6f 6e 2d 22 2b 6f 29 
Data Ascii: lection[e].id===o&&(!1===this.bookmarkCollection[e].hasOwnProperty("bookmarks")?(this.$set(this.bo
okmarkCollection[e],"bookmarks",[]),this.bookmarkCollection[e].bookmarks.push(n)):this.bookmarkCollection[e].b
ookmarks.unshift(n)),$("#create-collection-"+o)

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.2 54353 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:06 UTC 1523 OUT GET /resources/js/ext/vidyard_player_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok
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2022-05-27 17:34:06 UTC 1544 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:06 GMT
Content-Type: application/javascript
Content-Length: 2114
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-842"
Expires: Sat, 27 May 2023 17:34:06 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:06 UTC 1544 IN Data Raw: 6c 65 74 20 6c 61 73 74 43 68 65 63 6b 50 6f 69 6e 74 3d 5b 5d 3b 77 69 6e 64 6f 77 2e 6f 6e 56 69 64 79 61 
72 64 41 50 49 3d 28 65 3d 3e 7b 65 2e 61 70 69 2e 61 64 64 52 65 61 64 79 4c 69 73 74 65 6e 65 72 28 28 65 2c 74 29 
3d 3e 7b 6c 61 73 74 43 68 65 63 6b 50 6f 69 6e 74 5b 74 2e 75 75 69 64 5d 3d 30 2c 74 2e 65 6e 61 62 6c 65 43 61 70 
74 69 6f 6e 28 29 3b 6c 65 74 20 61 3d 74 2e 75 75 69 64 3b 63 6f 6e 73 74 20 69 3d 24 28 27 69 6d 67 5b 64 61 74 61 2
d 75 75 69 64 3d 22 27 2b 74 2e 75 75 69 64 2b 27 22 5d 27 29 2c 64 3d 69 2e 61 74 74 72 28 22 64 61 74 61 2d 76 69 
65 77 2d 68 61 73 68 22 29 2c 72 3d 69 2e 61 74 74 72 28 22 64 61 74 61 2d 70 6c 61 79 2d 73 74 61 72 74 22 29 2c 6e 
3d 69 2e 61 74 74 72 28 22 64 61 74 61 2d 74 6f 74 61 6c 2d 74 69 6d 65 
Data Ascii: let lastCheckPoint=[];window.onVidyardAPI=(e=>{e.api.addReadyListener((e,t)=>{lastCheckPoint[t.uui
d]=0,t.enableCaption();let a=t.uuid;const i=$('img[data-uuid="'+t.uuid+'"]'),d=i.attr("data-view-hash"),r=i.attr("data-play-start"
),n=i.attr("data-total-time

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 192.168.2.2 50578 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:06 UTC 1524 OUT GET /resources/js/ext/bookmark.vue_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:06 UTC 1544 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:06 GMT
Content-Type: application/javascript
Content-Length: 0
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-0"
Expires: Sat, 27 May 2023 17:34:06 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.2 50508 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:06 UTC 1547 OUT GET /scripttemplates/6.5.0/otBannerSdk.js HTTP/1.1
Host: cdn.cookielaw.org
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:06 UTC 1547 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:06 GMT
Content-Type: application/javascript
Transfer-Encoding: chunked
Connection: close
Content-MD5: AvbD4VHYe4H/QnyU6j8v5w==
Last-Modified: Thu, 27 Aug 2020 03:43:22 GMT
x-ms-request-id: f971fa9f-c01e-0087-0f6c-c48dc9000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Last-Modified
,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 19077962
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 71207fdc495c9b31-FRA

2022-05-27 17:34:06 UTC 1548 IN Data Raw: 37 63 31 65 0d 0a 2f 2a 2a 20 0a 20 2a 20 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 0a 20 2a 
20 76 36 2e 35 2e 30 0a 20 2a 20 62 79 20 4f 6e 65 54 72 75 73 74 20 4c 4c 43 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 
20 32 30 32 30 20 0a 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 
20 6f 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 28 6f 3d 4f 62 6a 65 63 74 2e 73 65 74 50 72 6f 74 
6f 74 79 70 65 4f 66 7c 7c 7b 5f 5f 70 72 6f 74 6f 5f 5f 3a 5b 5d 7d 69 6e 73 74 61 6e 63 65 6f 66 20 41 72 72 61 79 26 26 
66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 65 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 74 7d 7c 7c 66 75 6e 63 74 69 6f 6e 28 65 2c 
74 29 7b 66 6f 72 28 76 61 72 20 6f 20 69 6e 20 74 29 74 
Data Ascii: 7c1e/**  * onetrust-banner-sdk * v6.5.0 * by OneTrust LLC * Copyright 2020  */!function(){"use strict";var o
=function(e,t){return(o=Object.setPrototypeOf||{__proto__:[]}instanceof Array&&function(e,t){e.__proto__=t}||function(e,t)
{for(var o in t)t

2022-05-27 17:34:06 UTC 1548 IN Data Raw: 6c 6c 28 74 2c 72 29 26 26 28 65 5b 72 5d 3d 74 5b 72 5d 29 3b 72 65 74 75 72 6e 20 65 7d 29 2e 61 70 70 
6c 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 6c 28 73 2c 69 2c 61 2c 6c 29 
7b 72 65 74 75 72 6e 20 6e 65 77 28 61 3d 61 7c 7c 50 72 6f 6d 69 73 65 29 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7
b 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 74 72 79 7b 72 28 6c 2e 6e 65 78 74 28 65 29 29 7d 63 61 74 63 68 28 65 29 
7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 6e 28 65 29 7b 74 72 79 7b 72 28 6c 2e 74 68 72 6f 77 28 65 29 29 7d 
63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 72 28 74 29 7b 74 2e 64 6f 6e 65 3f 65 28 74 
2e 76 61 6c 75 65 29 3a 6e 65 77 20 61 28 66 75 6e 63 74 69 6f 6e 28 65 
Data Ascii: ll(t,r)&&(e[r]=t[r]);return e}).apply(this,arguments)};function l(s,i,a,l){return new(a=a||Promise)(function(e,t){func
tion o(e){try{r(l.next(e))}catch(e){t(e)}}function n(e){try{r(l.throw(e))}catch(e){t(e)}}function r(t){t.done?e(t.value):new a(fun
ction(e

2022-05-27 17:34:06 UTC 1550 IN Data Raw: 65 5d 29 7d 7d 7d 66 75 6e 63 74 69 6f 6e 20 68 28 29 7b 66 6f 72 28 76 61 72 20 65 3d 30 2c 74 3d 30 2c 6f 
3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 74 3c 6f 3b 74 2b 2b 29 65 2b 3d 61 72 67 75 6d 65 6e 74 73 5b 
74 5d 2e 6c 65 6e 67 74 68 3b 76 61 72 20 6e 3d 41 72 72 61 79 28 65 29 2c 72 3d 30 3b 66 6f 72 28 74 3d 30 3b 74 3c 
6f 3b 74 2b 2b 29 66 6f 72 28 76 61 72 20 73 3d 61 72 67 75 6d 65 6e 74 73 5b 74 5d 2c 69 3d 30 2c 61 3d 73 2e 6c 65 6
e 67 74 68 3b 69 3c 61 3b 69 2b 2b 2c 72 2b 2b 29 6e 5b 72 5d 3d 73 5b 69 5d 3b 72 65 74 75 72 6e 20 6e 7d 76 61 72 
20 74 3d 73 65 74 54 69 6d 65 6f 75 74 3b 66 75 6e 63 74 69 6f 6e 20 63 28 65 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6c 65 
61 6e 28 65 26 26 76 6f 69 64 20 30 21 3d 3d 65 2e 6c 65 6e 67 74 68 
Data Ascii: e])}}}function h(){for(var e=0,t=0,o=arguments.length;t<o;t++)e+=arguments[t].length;var n=Array(e),r=0;for(
t=0;t<o;t++)for(var s=arguments[t],i=0,a=s.length;i<a;i++,r++)n[r]=s[i];return n}var t=setTimeout;function c(e){return B
oolean(e&&void 0!==e.length

2022-05-27 17:34:06 UTC 1551 IN Data Raw: 2b 2b 29 69 28 65 2c 65 2e 5f 64 65 66 65 72 72 65 64 73 5b 74 5d 29 3b 65 2e 5f 64 65 66 65 72 72 65 64 73 
3d 6e 75 6c 6c 7d 66 75 6e 63 74 69 6f 6e 20 70 28 65 2c 74 2c 6f 29 7b 74 68 69 73 2e 6f 6e 46 75 6c 66 69 6c 6c 65 64 
3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6c 6c 2c 74 68 69 73 2e 6f 6e 52 65 6a 65 
63 74 65 64 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 3f 74 3a 6e 75 6c 6c 2c 74 68 69 73 2e 70 72 
6f 6d 69 73 65 3d 6f 7d 66 75 6e 63 74 69 6f 6e 20 62 28 65 2c 74 29 7b 76 61 72 20 6f 3d 21 31 3b 74 72 79 7b 65 28 66 
75 6e 63 74 69 6f 6e 28 65 29 7b 6f 7c 7c 28 6f 3d 21 30 2c 61 28 74 2c 65 29 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 29 
7b 6f 7c 7c 28 6f 3d 21 30 2c 64 28 74 2c 65 29 29 7d 29 
Data Ascii: ++)i(e,e._deferreds[t]);e._deferreds=null}function p(e,t,o){this.onFulfilled="function"==typeof e?e:null,thi
s.onRejected="function"==typeof t?t:null,this.promise=o}function b(e,t){var o=!1;try{e(function(e){o||(o=!0,a(t,e))},fun
ction(e){o||(o=!0,d(t,e))})
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2022-05-27 17:34:06 UTC 1552 IN Data Raw: 6f 2b 2b 29 73 2e 72 65 73 6f 6c 76 65 28 72 5b 6f 5d 29 2e 74 68 65 6e 28 65 2c 74 29 7d 29 7d 2c 73 2e 5f 
69 6d 6d 65 64 69 61 74 65 46 6e 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 73 65 74 49 6d 6d 65 64 
69 61 74 65 3f 66 75 6e 63 74 69 6f 6e 28 65 29 7b 73 65 74 49 6d 6d 65 64 69 61 74 65 28 65 29 7d 3a 66 75 6e 63 74 
69 6f 6e 28 65 29 7b 74 28 65 2c 30 29 7d 2c 73 2e 5f 75 6e 68 61 6e 64 6c 65 64 52 65 6a 65 63 74 69 6f 6e 46 6e 3d 66 
75 6e 63 74 69 6f 6e 28 65 29 7b 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 63 6f 6e 73 6f 6c 65 26 26 
63 6f 6e 73 6f 6c 65 26 26 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 28 22 50 6f 73 73 69 62 6c 65 20 55 6e 68 61 6e 64 6c 65 
64 20 50 72 6f 6d 69 73 65 20 52 65 6a 65 63 74 69 6f 6e 3a 22 
Data Ascii: o++)s.resolve(r[o]).then(e,t)})},s._immediateFn="function"==typeof setImmediate?function(e){setImmediate(e)}
:function(e){t(e,0)},s._unhandledRejectionFn=function(e){"undefined"!=typeof console&&console&&console.warn("Possible 
Unhandled Promise Rejection:"

2022-05-27 17:34:06 UTC 1554 IN Data Raw: 70 65 2e 6d 61 74 63 68 65 73 3d 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 73 4d 61 74 63 68 
65 73 53 65 6c 65 63 74 6f 72 7c 7c 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 2e 77 65 62 6b 69 74 4d 61 74 63 
68 65 73 53 65 6c 65 63 74 6f 72 29 2c 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6c 6f 73 65 73 74 7c 7c 
4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 45 6c 65 6d 65 6e 74 2e 70 72 6f 74 6f 74 79 70 65 2c 
22 63 6c 6f 73 65 73 74 22 2c 7b 76 61 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 74 68 69 73 
3b 64 6f 7b 69 66 28 74 2e 6d 61 74 63 68 65 73 28 65 29 29 72 65 74 75 72 6e 20 74 3b 74 3d 74 2e 70 61 72 65 6e 74 
45 6c 65 6d 65 6e 74 7c 7c 74 2e 70 61 72 65 6e 74 4e 6f 64 65 
Data Ascii: pe.matches=Element.prototype.msMatchesSelector||Element.prototype.webkitMatchesSelector),Element.p
rototype.closest||Object.defineProperty(Element.prototype,"closest",{value:function(e){var t=this;do{if(t.matches(e))return 
t;t=t.parentElement||t.parentNode

2022-05-27 17:34:06 UTC 1555 IN Data Raw: 3b 72 65 74 75 72 6e 20 74 7d 7d 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 43 75 73 74 6f 6d 
45 76 65 6e 74 50 6f 6c 79 66 69 6c 6c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 
74 79 70 65 6f 66 20 77 69 6e 64 6f 77 2e 43 75 73 74 6f 6d 45 76 65 6e 74 29 72 65 74 75 72 6e 21 31 3b 66 75 6e 63 
74 69 6f 6e 20 65 28 65 2c 74 29 7b 74 3d 74 7c 7c 7b 62 75 62 62 6c 65 73 3a 21 31 2c 63 61 6e 63 65 6c 61 62 6c 65 
3a 21 31 2c 64 65 74 61 69 6c 3a 76 6f 69 64 20 30 7d 3b 76 61 72 20 6f 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 6
5 45 76 65 6e 74 28 22 43 75 73 74 6f 6d 45 76 65 6e 74 22 29 3b 72 65 74 75 72 6e 20 6f 2e 69 6e 69 74 43 75 73 74 6f 
6d 45 76 65 6e 74 28 65 2c 74 2e 62 75 62 62 6c 65 73 2c 74 2e 63 
Data Ascii: ;return t}})},e.prototype.initCustomEventPolyfill=function(){if("function"==typeof window.CustomEvent)return
!1;function e(e,t){t=t||{bubbles:!1,cancelable:!1,detail:void 0};var o=document.createEvent("CustomEvent");return o.init
CustomEvent(e,t.bubbles,t.c

2022-05-27 17:34:06 UTC 1556 IN Data Raw: 62 6c 6b 22 2c 50 5f 48 6f 73 74 5f 43 6e 74 72 3a 22 23 6f 74 2d 68 6f 73 74 2d 6c 73 74 22 2c 50 5f 48 6f 73 
74 5f 48 64 72 3a 22 2e 6f 74 2d 68 6f 73 74 2d 68 64 72 22 2c 50 5f 48 6f 73 74 5f 44 65 73 63 3a 22 2e 6f 74 2d 68 6f 73 
74 2d 64 65 73 63 22 2c 50 5f 4c 69 5f 48 64 72 3a 22 2e 6f 74 2d 70 6c 69 2d 68 64 72 22 2c 50 5f 4c 69 5f 54 69 74 6c 
65 3a 22 2e 6f 74 2d 6c 69 2d 74 69 74 6c 65 22 2c 50 5f 53 65 6c 5f 41 6c 6c 5f 56 65 6e 64 6f 72 5f 43 6f 6e 73 65 6e 74 
5f 48 61 6e 64 6c 65 72 3a 22 23 73 65 6c 65 63 74 2d 61 6c 6c 2d 76 65 6e 64 6f 72 2d 6c 65 67 2d 68 61 6e 64 6c 65 72 
22 2c 50 5f 53 65 6c 5f 41 6c 6c 5f 56 65 6e 64 6f 72 5f 4c 65 67 5f 48 61 6e 64 6c 65 72 3a 22 23 73 65 6c 65 63 74 2d 
61 6c 6c 2d 76 65 6e 64 6f 72 2d 67 72 6f 75 70 
Data Ascii: blk",P_Host_Cntr:"#ot-host-lst",P_Host_Hdr:".ot-host-hdr",P_Host_Desc:".ot-host-desc",P_Li_Hdr:".ot-pli-hdr"
,P_Li_Title:".ot-li-title",P_Sel_All_Vendor_Consent_Handler:"#select-all-vendor-leg-handler",P_Sel_All_Vendor_
Leg_Handler:"#select-all-vendor-group

2022-05-27 17:34:06 UTC 1558 IN Data Raw: 72 69 76 61 63 79 5f 54 78 74 3a 22 23 6f 74 2d 70 76 63 79 2d 74 78 74 22 2c 50 5f 50 72 69 76 61 63 79 5f 
48 64 72 3a 22 23 6f 74 2d 70 76 63 79 2d 68 64 72 22 2c 50 5f 41 63 74 69 76 65 5f 4d 65 6e 75 3a 22 6f 74 2d 61 63 74 
69 76 65 2d 6d 65 6e 75 22 2c 50 5f 44 65 73 63 5f 43 6f 6e 74 61 69 6e 65 72 3a 22 2e 6f 74 2d 64 65 73 63 2d 63 6e 74 
72 22 2c 50 5f 54 61 62 5f 47 72 70 5f 48 64 72 3a 22 6f 74 2d 67 72 70 2d 68 64 72 31 22 2c 50 5f 53 65 61 72 63 68 5f 
43 6e 74 72 3a 22 23 6f 74 2d 73 65 61 72 63 68 2d 63 6e 74 72 22 2c 50 5f 43 6c 72 5f 46 6c 74 72 5f 54 78 74 3a 22 23 
63 6c 65 61 72 2d 66 69 6c 74 65 72 73 2d 68 61 6e 64 6c 65 72 22 2c 50 5f 41 63 63 5f 47 72 70 5f 44 65 73 63 3a 22 2e 
6f 74 2d 61 63 63 2d 67 72 70 64 65 73 63 22 2c 50 5f 41 
Data Ascii: rivacy_Txt:"#ot-pvcy-txt",P_Privacy_Hdr:"#ot-pvcy-hdr",P_Active_Menu:"ot-active-menu",P_Desc_Conta
iner:".ot-desc-cntr",P_Tab_Grp_Hdr:"ot-grp-hdr1",P_Search_Cntr:"#ot-search-cntr",P_Clr_Fltr_Txt:"#clear-filters-handler"
,P_Acc_Grp_Desc:".ot-acc-grpdesc",P_A

2022-05-27 17:34:06 UTC 1559 IN Data Raw: 64 61 6c 22 2c 50 5f 46 6c 74 72 5f 4f 70 74 69 6f 6e 73 3a 22 2e 6f 74 2d 67 72 6f 75 70 2d 6f 70 74 69 6f 6e 
73 22 2c 50 5f 46 6c 74 72 5f 4f 70 74 69 6f 6e 3a 22 2e 6f 74 2d 67 72 6f 75 70 2d 6f 70 74 69 6f 6e 22 2c 50 5f 53 65 6c 
65 63 74 5f 43 6e 74 72 3a 22 23 73 65 6c 65 63 74 2d 61 6c 6c 2d 63 6f 6e 74 61 69 6e 65 72 22 2c 50 5f 48 6f 73 74 5f 
43 6e 74 72 3a 22 23 68 6f 73 74 73 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 6e 65 72 22 2c 50 5f 48 6f 73 74 5f 48 64 72 3a 
22 2e 68 6f 73 74 2d 69 6e 66 6f 22 2c 50 5f 48 6f 73 74 5f 44 65 73 63 3a 22 2e 68 6f 73 74 2d 64 65 73 63 72 69 70 74 
69 6f 6e 22 2c 50 5f 48 6f 73 74 5f 4f 70 74 3a 22 2e 68 6f 73 74 2d 6f 70 74 69 6f 6e 2d 67 72 6f 75 70 22 2c 50 5f 48 6f 
73 74 5f 49 6e 66 6f 3a 22 2e 76 65 6e 64 6f 72 
Data Ascii: dal",P_Fltr_Options:".ot-group-options",P_Fltr_Option:".ot-group-option",P_Select_Cntr:"#select-all-containe
r",P_Host_Cntr:"#hosts-list-container",P_Host_Hdr:".host-info",P_Host_Desc:".host-description",P_Host_Opt:".host-option-
group",P_Host_Info:".vendor

2022-05-27 17:34:06 UTC 1560 IN Data Raw: 42 78 3a 22 68 6f 73 74 2d 62 6f 78 22 2c 50 5f 56 65 6e 5f 4c 73 74 5f 43 6e 74 72 3a 22 2e 63 61 74 65 67 
6f 72 79 2d 76 65 6e 64 6f 72 73 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 6e 65 72 22 2c 50 5f 48 6f 73 74 5f 4c 73 74 5f 63 
6e 74 72 3a 22 2e 63 61 74 65 67 6f 72 79 2d 68 6f 73 74 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 6e 65 72 22 2c 50 5f 53 75 
62 67 72 70 5f 44 65 73 63 3a 22 2e 63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 73 2d 64 65 73 63 72 69 70 74 69 6f 6e 
2d 6c 65 67 61 6c 22 2c 50 5f 53 75 62 67 70 5f 75 6c 3a 22 2e 63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 73 22 2c 50 
5f 53 75 62 67 72 70 5f 6c 69 3a 22 2e 63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 22 2c 50 5f 53 75 62 67 72 70 5f 54 
67 6c 5f 43 6e 74 72 3a 22 2e 63 6f 6f 6b 69 65 2d 73 75 
Data Ascii: Bx:"host-box",P_Ven_Lst_Cntr:".category-vendors-list-container",P_Host_Lst_cntr:".category-host-list-contain
er",P_Subgrp_Desc:".cookie-subgroups-description-legal",P_Subgp_ul:".cookie-subgroups",P_Subgrp_li:".cookie-su
bgroup",P_Subgrp_Tgl_Cntr:".cookie-su

2022-05-27 17:34:06 UTC 1562 IN Data Raw: 72 65 6d 6f 76 65 43 68 69 6c 64 28 74 29 7d 2c 6d 2e 70 72 6f 74 6f 74 79 70 65 2e 61 70 70 65 6e 64 54 6f 
3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6f 2c 6e 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 
6e 74 42 79 49 64 28 65 29 3b 6e 26 26 28 28 6f 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 
28 22 64 69 76 22 29 29 2e 69 6e 6e 65 72 48 54 4d 4c 3d 74 2c 6e 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 6f 29 29 7d 
2c 6d 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 74 61 69 6e 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 
6f 3b 66 6f 72 28 6f 3d 30 3b 6f 3c 65 2e 6c 65 6e 67 74 68 3b 6f 2b 3d 31 29 69 66 28 65 5b 6f 5d 2e 74 6f 53 74 72 69 
6e 67 28 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3d 3d 3d 
Data Ascii: removeChild(t)},m.prototype.appendTo=function(e,t){var o,n=document.getElementById(e);n&&((o=docum
ent.createElement("div")).innerHTML=t,n.appendChild(o))},m.prototype.contains=function(e,t){var o;for(o=0;o<e.length;o+=
1)if(e[o].toString().toLowerCase()===
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2022-05-27 17:34:06 UTC 1563 IN Data Raw: 6d 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 49 64 41 72 72 61 79 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 
65 74 75 72 6e 20 65 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 70 61 72 73 65 49 6e 74 
28 65 2e 73 70 6c 69 74 28 22 3a 22 29 5b 30 5d 29 7d 29 7d 2c 6d 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 55 52 4c 
3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6
e 74 28 22 61 22 29 3b 72 65 74 75 72 6e 20 74 2e 68 72 65 66 3d 65 2c 74 7d 2c 6d 2e 70 72 6f 74 6f 74 79 70 65 2e 72 
65 6d 6f 76 65 55 52 4c 50 72 65 66 69 78 65 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 74 
6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 72 65 70 6c 61 63 65 28 2f 28 
Data Ascii: m.prototype.getIdArray=function(e){return e.map(function(e){return parseInt(e.split(":")[0])})},m.prototype.
getURL=function(e){var t=document.createElement("a");return t.href=e,t},m.prototype.removeURLPrefixes=function(e)
{return e.toLowerCase().replace(/(

2022-05-27 17:34:06 UTC 1564 IN Data Raw: 22 2c 76 3d 22 49 41 42 32 5f 46 45 41 54 55 52 45 22 2c 44 3d 22 49 41 42 32 5f 50 55 52 50 4f 53 45 22 2c 
50 3d 22 49 41 42 32 5f 53 50 4c 5f 46 45 41 54 55 52 45 22 2c 54 3d 22 49 41 42 32 5f 53 50 4c 5f 50 55 52 50 4f 53 45 
22 2c 4c 3d 22 49 41 42 32 5f 53 54 41 43 4b 22 2c 41 3d 5b 22 49 41 42 22 2c 22 49 41 42 32 5f 50 55 52 50 4f 53 45 22 
2c 22 49 41 42 32 5f 53 54 41 43 4b 22 2c 22 49 41 42 32 5f 46 45 41 54 55 52 45 22 2c 22 49 41 42 32 5f 53 50 4c 5f 50 
55 52 50 4f 53 45 22 2c 22 49 41 42 32 5f 53 50 4c 5f 46 45 41 54 55 52 45 22 5d 2c 45 3d 5b 22 43 4f 4f 4b 49 45 22 2c 
22 42 52 41 4e 43 48 22 2c 22 49 41 42 32 5f 53 54 41 43 4b 22 5d 2c 47 3d 5b 22 49 41 42 22 2c 22 49 41 42 32 5f 50 
55 52 50 4f 53 45 22 2c 22 49 41 42 32 5f 53 50 4c 5f 46 45 
Data Ascii: ",v="IAB2_FEATURE",D="IAB2_PURPOSE",P="IAB2_SPL_FEATURE",T="IAB2_SPL_PURPOSE",
L="IAB2_STACK",A=["IAB","IAB2_PURPOSE","IAB2_STACK","IAB2_FEATURE","IAB2_SPL_PURPOSE","IAB
2_SPL_FEATURE"],E=["COOKIE","BRANCH","IAB2_STACK"],G=["IAB","IAB2_PURPOSE","IAB2_SPL_FE

2022-05-27 17:34:06 UTC 1566 IN Data Raw: 4e 61 6d 65 3a 22 22 7d 2c 42 29 3b 66 75 6e 63 74 69 6f 6e 20 49 28 29 7b 7d 76 61 72 20 53 2c 78 2c 77 2c 
5f 2c 4d 2c 56 2c 46 2c 52 2c 71 2c 6a 2c 7a 2c 59 2c 4a 2c 51 2c 5a 2c 58 2c 24 2c 65 65 2c 74 65 3d 6e 65 77 28 49 2e 
70 72 6f 74 6f 74 79 70 65 2e 73 65 74 55 73 65 44 6f 63 75 6d 65 6e 74 4c 61 6e 67 75 61 67 65 3d 66 75 6e 63 74 69 6f 
6e 28 65 29 7b 74 68 69 73 2e 75 73 65 44 6f 63 75 6d 65 6e 74 4c 61 6e 67 75 61 67 65 3d 65 7d 2c 49 2e 70 72 6f 74 
6f 74 79 70 65 2e 67 65 74 4c 61 6e 67 75 61 67 65 53 77 69 74 63 68 65 72 53 63 72 69 70 74 45 6c 65 6d 65 6e 74 3d 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6
f 72 28 22 73 63 72 69 70 74 5b 73 72 63 2a 3d 27 22 2b 65 2b 22 
Data Ascii: Name:""},B);function I(){}var S,x,w,_,M,V,F,R,q,j,z,Y,J,Q,Z,X,$,ee,te=new(I.prototype.setUseDocume
ntLanguage=function(e){this.useDocumentLanguage=e},I.prototype.getLanguageSwitcherScriptElement=function(e){re
turn document.querySelector("script[src*='"+e+"

2022-05-27 17:34:06 UTC 1567 IN Data Raw: 5d 3d 22 4c 65 66 74 41 72 72 6f 77 22 2c 28 51 3d 4a 3d 4a 7c 7c 7b 7d 29 2e 41 66 74 65 72 54 69 74 6c 65 
3d 22 41 66 74 65 72 54 69 74 6c 65 22 2c 51 2e 41 66 74 65 72 44 65 73 63 72 69 70 74 69 6f 6e 3d 22 41 66 74 65 72 
44 65 73 63 72 69 70 74 69 6f 6e 22 2c 51 2e 41 66 74 65 72 44 50 44 3d 22 41 66 74 65 72 44 50 44 22 2c 28 58 3d 5a 
3d 5a 7c 7c 7b 7d 29 2e 50 6c 75 73 4d 69 6e 75 73 3d 22 50 6c 75 73 6d 69 6e 75 73 22 2c 58 2e 43 61 72 65 74 3d 22 
43 61 72 65 74 22 2c 58 2e 4e 6f 41 63 63 6f 72 64 69 6f 6e 3d 22 4e 6f 41 63 63 6f 72 64 69 6f 6e 22 2c 28 65 65 3d 24 3
d 24 7c 7c 7b 7d 29 2e 49 61 62 31 50 75 62 3d 22 65 75 70 75 62 63 6f 6e 73 65 6e 74 22 2c 65 65 2e 49 61 62 32 50 75 
62 3d 22 65 75 70 75 62 63 6f 6e 73 65 6e 74 2d 76 32 22 2c 65 65 
Data Ascii: ]="LeftArrow",(Q=J=J||{}).AfterTitle="AfterTitle",Q.AfterDescription="AfterDescription",Q.AfterDPD="AfterDPD",
(X=Z=Z||{}).PlusMinus="Plusminus",X.Caret="Caret",X.NoAccordion="NoAccordion",(ee=$=$||{}).Iab1Pub="eupubcon
sent",ee.Iab2Pub="eupubconsent-v2",ee

2022-05-27 17:34:06 UTC 1568 IN Data Raw: 3d 3d 74 68 69 73 2e 69 61 62 54 79 70 65 3f 5b 33 2c 34 5d 3a 5b 34 2c 74 68 69 73 2e 70 6f 70 75 6c 61 74 
65 56 65 6e 64 6f 72 4c 69 73 74 43 4d 50 28 29 5d 3b 63 61 73 65 20 33 3a 72 65 74 75 72 6e 20 65 2e 73 65 6e 74 28 
29 2c 5b 33 2c 36 5d 3b 63 61 73 65 20 34 3a 72 65 74 75 72 6e 5b 34 2c 74 68 69 73 2e 70 6f 70 75 6c 61 74 65 56 65 
6e 64 6f 72 4c 69 73 74 54 43 46 28 29 5d 3b 63 61 73 65 20 35 3a 65 2e 73 65 6e 74 28 29 2c 65 2e 6c 61 62 65 6c 3d 3
6 3b 63 61 73 65 20 36 3a 72 65 74 75 72 6e 20 74 68 69 73 2e 70 6f 70 75 6c 61 74 65 49 41 42 43 6f 6f 6b 69 65 73 28 
29 2c 5b 33 2c 38 5d 3b 63 61 73 65 20 37 3a 74 68 69 73 2e 72 65 6d 6f 76 65 49 61 62 31 43 6f 6f 6b 69 65 28 29 2c 65 
2e 6c 61 62 65 6c 3d 38 3b 63 61 73 65 20 38 3a 72 65 74 75 72 6e 
Data Ascii: ==this.iabType?[3,4]:[4,this.populateVendorListCMP()];case 3:return e.sent(),[3,6];case 4:return[4,this.popu
lateVendorListTCF()];case 5:e.sent(),e.label=6;case 6:return this.populateIABCookies(),[3,8];case 7:this.removeIab1Cooki
e(),e.label=8;case 8:return

2022-05-27 17:34:06 UTC 1570 IN Data Raw: 49 41 42 43 6f 6e 73 65 6e 74 2e 76 65 6e 64 6f 72 4c 69 73 74 2e 76 65 6e 64 6f 72 73 3b 4f 62 6a 65 63 74 
2e 6b 65 79 73 28 74 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 76 61 72 20 72 2c 73 3d 74 5b 
6e 5d 2c 65 3d 72 65 2e 69 61 62 47 72 6f 75 70 73 2e 70 75 72 70 6f 73 65 73 5b 6e 5d 3b 65 26 26 28 72 3d 7b 64 65 
73 63 72 69 70 74 69 6f 6e 3a 65 2e 64 65 73 63 72 69 70 74 69 6f 6e 2c 70 75 72 70 6f 73 65 49 64 3a 65 2e 69 64 2c 70 
75 72 70 6f 73 65 4e 61 6d 65 3a 65 2e 6e 61 6d 65 7d 29 2c 4f 62 6a 65 63 74 2e 6b 65 79 73 28 73 29 2e 66 6f 72 45 6
1 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 69 2e 76 65 6e 64 6f 72 73 53 65 74 74 69 6e 67 5b 65 5d 29 7b 
76 61 72 20 74 3d 69 2e 76 65 6e 64 6f 72 73 53 65 74 74 69 6e 67 
Data Ascii: IABConsent.vendorList.vendors;Object.keys(t).forEach(function(n){var r,s=t[n],e=re.iabGroups.purpo
ses[n];e&&(r={description:e.description,purposeId:e.id,purposeName:e.name}),Object.keys(s).forEach(function(e){if(i.vend
orsSetting[e]){var t=i.vendorsSetting

2022-05-27 17:34:06 UTC 1571 IN Data Raw: 65 49 6e 74 28 6f 2e 63 6d 70 49 64 29 2c 74 68 69 73 2e 74 63 4d 6f 64 65 6c 2e 63 6d 70 56 65 72 73 69 6f 
6e 3d 70 61 72 73 65 49 6e 74 28 6f 2e 63 6d 70 56 65 72 73 69 6f 6e 29 3b 74 72 79 7b 74 68 69 73 2e 74 63 4d 6f 64 
65 6c 2e 63 6f 6e 73 65 6e 74 4c 61 6e 67 75 61 67 65 3d 74 68 69 73 2e 63 6f 6e 73 65 6e 74 4c 61 6e 67 75 61 67 65 
7d 63 61 74 63 68 28 65 29 7b 74 68 69 73 2e 74 63 4d 6f 64 65 6c 2e 63 6f 6e 73 65 6e 74 4c 61 6e 67 75 61 67 65 3d 2
2 45 4e 22 7d 72 65 74 75 72 6e 20 74 68 69 73 2e 74 63 4d 6f 64 65 6c 2e 63 6f 6e 73 65 6e 74 53 63 72 65 65 6e 3d 70 
61 72 73 65 49 6e 74 28 6f 2e 63 6f 6e 73 65 6e 74 53 63 72 65 65 6e 29 2c 74 68 69 73 2e 74 63 4d 6f 64 65 6c 2e 69 73 
53 65 72 76 69 63 65 53 70 65 63 69 66 69 63 3d 72 2c 74 68 69 73 
Data Ascii: eInt(o.cmpId),this.tcModel.cmpVersion=parseInt(o.cmpVersion);try{this.tcModel.consentLanguage=this
.consentLanguage}catch(e){this.tcModel.consentLanguage="EN"}return this.tcModel.consentScreen=parseInt(o.conse
ntScreen),this.tcModel.isServiceSpecific=r,this

2022-05-27 17:34:06 UTC 1572 IN Data Raw: 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 64 6f 6d 61 69 6e 44 61 74 61 2e 49 73 49 61 62 54 68 69 72 
64 50 61 72 74 79 43 6f 6f 6b 69 65 45 6e 61 62 6c 65 64 7c 7c 74 68 69 73 2e 72 65 6d 6f 76 65 49 6e 41 63 74 69 76 65 
56 65 6e 64 6f 72 73 46 6f 72 43 6d 70 28 6e 29 2c 74 68 69 73 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 6f 
6e 65 54 72 75 73 74 49 41 42 43 6f 6e 73 65 6e 74 2e 76 65 6e 64 6f 72 4c 69 73 74 3d 6e 2c 74 68 69 73 2e 61 73 73 
69 67 6e 49 41 42 44 61 74 61 57 69 74 68 47 6c 6f 62 61 6c 56 65 6e 64 6f 72 4c 69 73 74 28 6e 29 2c 5b 32 5d 7d 7d 2
9 7d 29 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 49 41 42 4d 6f 64 75 6c 65 44 61 74 61 3d 66 75 6e 63 74 6
9 6f 6e 28 29 7b 4b 2e 6d 6f 64 75 6c 65 49 6e 69 74 69 61 6c 69 
Data Ascii: BannerVariables.domainData.IsIabThirdPartyCookieEnabled||this.removeInActiveVendorsForCmp(n),this.
BannerVariables.oneTrustIABConsent.vendorList=n,this.assignIABDataWithGlobalVendorList(n),[2]}})})},oe.prototy
pe.setIABModuleData=function(){K.moduleInitiali
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2022-05-27 17:34:06 UTC 1574 IN Data Raw: 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 2e 43 6f 6d 6d 6f 6e 44 61 74 61 3b 74 68 69 73 2e 42 61 6e 6e 65 72 
56 61 72 69 61 62 6c 65 73 2e 63 6f 6d 6d 6f 6e 44 61 74 61 3d 7b 69 61 62 54 68 69 72 64 50 61 72 74 79 43 6f 6e 73 
65 6e 74 55 72 6c 3a 74 2e 49 61 62 54 68 69 72 64 50 61 72 74 79 43 6f 6f 6b 69 65 55 72 6c 2c 6f 70 74 61 6e 6f 6e 48 
69 64 65 41 63 63 65 70 74 42 75 74 74 6f 6e 3a 74 2e 4f 70 74 61 6e 6f 6e 48 69 64 65 41 63 63 65 70 74 42 75 74 74 6f 
6e 2c 6f 70 74 61 6e 6f 6e 48 69 64 65 43 6f 6f 6b 69 65 53 65 74 74 69 6e 67 42 75 74 74 6f 6e 3a 74 2e 4f 70 74 61 6e 
6f 6e 48 69 64 65 43 6f 6f 6b 69 65 53 65 74 74 69 6e 67 42 75 74 74 6f 6e 2c 6f 70 74 61 6e 6f 6e 53 74 79 6c 65 3a 74 
2e 4f 70 74 61 6e 6f 6e 53 74 79 6c 65 2c 6f 70 74 61 6e 6f 
Data Ascii: on(e){var t=e.CommonData;this.BannerVariables.commonData={iabThirdPartyConsentUrl:t.IabThirdPartyC
ookieUrl,optanonHideAcceptButton:t.OptanonHideAcceptButton,optanonHideCookieSettingButton:t.OptanonHideCookieS
ettingButton,optanonStyle:t.OptanonStyle,optano

2022-05-27 17:34:06 UTC 1575 IN Data Raw: 4f 70 74 61 6e 6f 6e 47 72 6f 75 70 49 64 54 61 72 67 65 74 69 6e 67 43 6f 6f 6b 69 65 73 2c 6f 70 74 61 6e 6f 
6e 47 72 6f 75 70 49 64 53 6f 63 69 61 6c 43 6f 6f 6b 69 65 73 3a 74 2e 4f 70 74 61 6e 6f 6e 47 72 6f 75 70 49 64 53 6f 
63 69 61 6c 43 6f 6f 6b 69 65 73 2c 6f 70 74 61 6e 6f 6e 53 68 6f 77 53 75 62 47 72 6f 75 70 43 6f 6f 6b 69 65 73 3a 74 2e 
53 68 6f 77 53 75 62 47 72 6f 75 70 43 6f 6f 6b 69 65 73 2c 63 73 73 50 61 74 68 3a 74 2e 43 73 73 46 69 6c 65 50 61 74 
68 55 72 6c 2c 75 73 65 52 54 4c 3a 74 2e 55 73 65 52 54 4c 2c 73 68 6f 77 42 61 6e 6e 65 72 43 6f 6f 6b 69 65 53 65 74 
74 69 6e 67 73 3a 74 2e 53 68 6f 77 42 61 6e 6e 65 72 43 6f 6f 6b 69 65 53 65 74 74 69 6e 67 73 2c 73 68 6f 77 42 61 6e 
6e 65 72 41 63 63 65 70 74 42 75 74 74 6f 6e 3a 74 
Data Ascii: OptanonGroupIdTargetingCookies,optanonGroupIdSocialCookies:t.OptanonGroupIdSocialCookies,optanonSh
owSubGroupCookies:t.ShowSubGroupCookies,cssPath:t.CssFilePathUrl,useRTL:t.UseRTL,showBannerCookieSet
tings:t.ShowBannerCookieSettings,showBannerAcceptButton:t

2022-05-27 17:34:06 UTC 1576 IN Data Raw: 73 22 2c 53 70 65 63 69 61 6c 50 75 72 70 6f 73 65 73 54 65 78 74 3a 74 2e 42 53 70 65 63 69 61 6c 50 75 72 
70 6f 73 65 73 54 65 78 74 7c 7c 22 53 70 65 63 69 61 6c 20 50 75 72 70 6f 73 65 73 22 2c 70 63 43 4c 69 73 74 4e 61 
6d 65 3a 74 2e 50 43 43 4c 69 73 74 4e 61 6d 65 7c 7c 22 4e 61 6d 65 22 2c 70 63 43 4c 69 73 74 48 6f 73 74 3a 74 2e 
50 43 43 4c 69 73 74 48 6f 73 74 7c 7c 22 48 6f 73 74 22 2c 70 63 43 4c 69 73 74 44 75 72 61 74 69 6f 6e 3a 74 2e 50 43 
43 4c 69 73 74 44 75 72 61 74 69 6f 6e 7c 7c 22 44 75 72 61 74 69 6f 6e 22 2c 70 63 43 4c 69 73 74 54 79 70 65 3a 74 2
e 50 43 43 4c 69 73 74 54 79 70 65 7c 7c 22 54 79 70 65 22 2c 70 63 43 4c 69 73 74 43 61 74 65 67 6f 72 79 3a 74 2e 50 
43 43 4c 69 73 74 43 61 74 65 67 6f 72 79 7c 7c 22 43 61 74 65 67 
Data Ascii: s",SpecialPurposesText:t.BSpecialPurposesText||"Special Purposes",pcCListName:t.PCCListName||"Name
",pcCListHost:t.PCCListHost||"Host",pcCListDuration:t.PCCListDuration||"Duration",pcCListType:t.PCCListType||"
Type",pcCListCategory:t.PCCListCategory||"Categ

2022-05-27 17:34:06 UTC 1578 IN Data Raw: 26 26 74 68 69 73 2e 73 74 61 74 75 73 3c 34 30 30 29 7b 76 61 72 20 65 3d 4a 53 4f 4e 2e 70 61 72 73 65 
28 74 68 69 73 2e 72 65 73 70 6f 6e 73 65 54 65 78 74 29 3b 74 28 65 29 7d 65 6c 73 65 20 6f 28 7b 6d 65 73 73 61 67 
65 3a 22 45 72 72 6f 72 20 4c 6f 61 64 69 6e 67 20 44 61 74 61 22 2c 73 74 61 74 75 73 43 6f 64 65 3a 74 68 69 73 2e 7
3 74 61 74 75 73 7d 29 7d 2c 6e 2e 6f 6e 65 72 72 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 6f 28 65 29 7d 2c 6e 2e 
73 65 6e 64 28 29 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 65 2e 6f 74 46 65 74 63 68 4f 66 66 6c 69 6e 65 46 69 6c 65 3d 
66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 20 6c 28 74 68 69 73 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 2c 
66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 2c 6f 2c 6e 3b 72 
Data Ascii: &&this.status<400){var e=JSON.parse(this.responseText);t(e)}else o({message:"Error Loading Data",s
tatusCode:this.status})},n.onerror=function(e){o(e)},n.send()},oe.prototype.otFetchOfflineFile=function(r){return l(this,void 
0,void 0,function(){var t,o,n;r

2022-05-27 17:34:06 UTC 1579 IN Data Raw: 38 30 30 30 0d 0a 6f 6e 43 6f 75 6e 74 22 2c 69 73 52 54 4c 3a 21 31 2c 69 73 43 6c 61 73 73 69 63 3a 21 31 
2c 69 73 50 43 56 69 73 69 62 6c 65 3a 21 31 2c 6f 6e 65 54 72 75 73 74 48 6f 73 74 43 6f 6e 73 65 6e 74 3a 5b 5d 2c 6f 
6e 65 54 72 75 73 74 49 41 42 43 6f 6e 73 65 6e 74 3a 7b 70 75 72 70 6f 73 65 3a 5b 5d 2c 6c 65 67 69 6d 61 74 65 49 
6e 74 65 72 65 73 74 3a 5b 5d 2c 66 65 61 74 75 72 65 73 3a 5b 5d 2c 73 70 65 63 69 61 6c 46 65 61 74 75 72 65 73 3a 
5b 5d 2c 73 70 65 63 69 61 6c 50 75 72 70 6f 73 65 73 3a 5b 5d 2c 76 65 6e 64 6f 72 73 3a 5b 5d 2c 6c 65 67 49 6e 74 5
6 65 6e 64 6f 72 73 3a 5b 5d 2c 76 65 6e 64 6f 72 4c 69 73 74 3a 6e 75 6c 6c 2c 64 65 66 61 75 6c 74 50 75 72 70 6f 73 
65 3a 5b 5d 2c 49 41 42 43 6f 6f 6b 69 65 56 61 6c 75 65 3a 22 22 
Data Ascii: 8000onCount",isRTL:!1,isClassic:!1,isPCVisible:!1,oneTrustHostConsent:[],oneTrustIABConsent:{purpose:
[],legimateInterest:[],features:[],specialFeatures:[],specialPurposes:[],vendors:[],legIntVendors:[],vendorList:null,defaultPur
pose:[],IABCookieValue:""

2022-05-27 17:34:06 UTC 1580 IN Data Raw: 74 65 64 53 70 65 63 69 61 6c 46 65 61 74 75 72 65 73 3a 5b 5d 7d 2c 68 6f 73 74 73 3a 7b 68 6f 73 74 54 65 
6d 70 6c 61 74 65 3a 6e 75 6c 6c 2c 68 6f 73 74 43 6f 6f 6b 69 65 54 65 6d 70 6c 61 74 65 3a 6e 75 6c 6c 7d 2c 70 75 62 
6c 69 63 44 6f 6d 61 69 6e 44 61 74 61 3a 76 6f 69 64 20 30 2c 64 6f 6d 61 69 6e 44 61 74 61 3a 76 6f 69 64 20 30 2c 69 
61 62 44 61 74 61 3a 76 6f 69 64 20 30 2c 63 6f 6e 73 65 6e 74 44 61 74 61 3a 76 6f 69 64 20 30 2c 63 6f 6f 6b 69 65 47 
72 6f 75 70 44 61 74 61 3a 5b 5d 2c 6c 61 6e 67 75 61 67 65 53 77 69 74 63 68 65 72 4a 73 6f 6e 3a 76 6f 69 64 20 30 2c 
63 6f 6d 6d 6f 6e 44 61 74 61 3a 76 6f 69 64 20 30 2c 69 67 6e 6f 72 65 47 6f 6f 67 6c 65 41 6e 6c 79 74 69 63 73 43 61 
6c 6c 3a 21 31 2c 69 73 43 6f 6f 6b 69 65 4c 69 73 74 3a 
Data Ascii: tedSpecialFeatures:[]},hosts:{hostTemplate:null,hostCookieTemplate:null},publicDomainData:void 0,d
omainData:void 0,iabData:void 0,consentData:void 0,cookieGroupData:[],languageSwitcherJson:void 0,commonData:void 
0,ignoreGoogleAnlyticsCall:!1,isCookieList:

2022-05-27 17:34:06 UTC 1582 IN Data Raw: 28 65 2c 72 29 7b 76 61 72 20 73 3d 74 68 69 73 2c 69 3d 7b 7d 2c 61 3d 5b 5d 3b 65 2e 66 6f 72 45 61 63 68 
28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 4e 2e 67 65 74 47 72 6f 75 70 49 64 46 6f 72 43 6f 6f 6b 69 65 
28 65 29 3b 69 66 28 76 6f 69 64 20 30 21 3d 3d 65 2e 48 61 73 43 6f 6e 73 65 6e 74 4f 70 74 4f 75 74 26 26 65 2e 49 73 
49 61 62 50 75 72 70 6f 73 65 7c 7c 28 65 2e 48 61 73 43 6f 6e 73 65 6e 74 4f 70 74 4f 75 74 3d 21 30 29 2c 21 28 21 72 
2e 49 73 49 61 62 45 6e 61 62 6c 65 64 26 26 2d 31 3c 41 2e 69 6e 64 65 78 4f 66 28 65 2e 54 79 70 65 29 7c 7c 22 49 
41 42 32 22 3d 3d 3d 73 2e 69 61 62 54 79 70 65 26 26 28 65 2e 54 79 70 65 3d 3d 3d 44 7c 7c 65 2e 54 79 70 65 3d 3d 
3d 4c 29 26 26 21 65 2e 48 61 73 43 6f 6e 73 65 6e 74 4f 70 74 
Data Ascii: (e,r){var s=this,i={},a=[];e.forEach(function(e){var t=N.getGroupIdForCookie(e);if(void 0!==e.HasConsentOptO
ut&&e.IsIabPurpose||(e.HasConsentOptOut=!0),!(!r.IsIabEnabled&&-1<A.indexOf(e.Type)||"IAB2"===s.iabType&&(e.Ty
pe===D||e.Type===L)&&!e.HasConsentOpt

2022-05-27 17:34:06 UTC 1583 IN Data Raw: 6e 49 6e 66 6f 54 65 78 74 2c 41 62 6f 75 74 54 65 78 74 3a 74 2e 41 62 6f 75 74 54 65 78 74 2c 41 62 6f 75 
74 43 6f 6f 6b 69 65 73 54 65 78 74 3a 74 2e 41 62 6f 75 74 43 6f 6f 6b 69 65 73 54 65 78 74 2c 43 6f 6e 66 69 72 6d 54 
65 78 74 3a 74 2e 43 6f 6e 66 69 72 6d 54 65 78 74 2c 41 6c 6c 6f 77 41 6c 6c 54 65 78 74 3a 74 2e 50 72 65 66 65 72 
65 6e 63 65 43 65 6e 74 65 72 43 6f 6e 66 69 72 6d 54 65 78 74 2c 4d 61 6e 61 67 65 50 72 65 66 65 72 65 6e 63 65 54 
65 78 74 3a 74 2e 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 4d 61 6e 61 67 65 50 72 65 66 65 72 65 6e 63 65 73 
54 65 78 74 2c 43 6f 6f 6b 69 65 73 55 73 65 64 54 65 78 74 3a 74 2e 43 6f 6f 6b 69 65 73 55 73 65 64 54 65 78 74 2c 41 
62 6f 75 74 4c 69 6e 6b 3a 74 2e 41 62 6f 75 74 4c 69 6e 6b 2c 48 
Data Ascii: nInfoText,AboutText:t.AboutText,AboutCookiesText:t.AboutCookiesText,ConfirmText:t.ConfirmText,Allo
wAllText:t.PreferenceCenterConfirmText,ManagePreferenceText:t.PreferenceCenterManagePreferencesText,CookiesUse
dText:t.CookiesUsedText,AboutLink:t.AboutLink,H
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2022-05-27 17:34:06 UTC 1584 IN Data Raw: 63 65 3a 74 2e 53 68 6f 77 41 6c 65 72 74 4e 6f 74 69 63 65 2c 49 73 49 41 42 45 6e 61 62 6c 65 64 3a 74 2e 
49 73 49 61 62 45 6e 61 62 6c 65 64 2c 49 61 62 54 79 70 65 3a 74 2e 49 61 62 54 79 70 65 2c 42 61 6e 6e 65 72 50 6f 
73 69 74 69 6f 6e 3a 74 2e 42 61 6e 6e 65 72 50 6f 73 69 74 69 6f 6e 2c 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 
50 6f 73 69 74 69 6f 6e 3a 74 2e 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 50 6f 73 69 74 69 6f 6e 2c 56 65 6e 64 
6f 72 4c 65 76 65 6c 4f 70 74 4f 75 74 3a 74 2e 49 73 49 61 62 45 6e 61 62 6c 65 64 2c 43 6f 6e 73 65 6e 74 4d 6f 64 65 
6c 3a 7b 4e 61 6d 65 3a 74 2e 43 6f 6e 73 65 6e 74 4d 6f 64 65 6c 7d 2c 56 65 6e 64 6f 72 43 6f 6e 73 65 6e 74 4d 6f 64 
65 6c 3a 74 2e 56 65 6e 64 6f 72 43 6f 6e 73 65 6e 74 4d 6f 
Data Ascii: ce:t.ShowAlertNotice,IsIABEnabled:t.IsIabEnabled,IabType:t.IabType,BannerPosition:t.BannerPosition
,PreferenceCenterPosition:t.PreferenceCenterPosition,VendorLevelOptOut:t.IsIabEnabled,ConsentModel:{Name:t.Con
sentModel},VendorConsentModel:t.VendorConsentMo

2022-05-27 17:34:06 UTC 1586 IN Data Raw: 74 74 69 6e 67 73 42 75 74 74 6f 6e 44 69 73 70 6c 61 79 4c 69 6e 6b 3a 74 2e 42 61 6e 6e 65 72 53 65 74 74 
69 6e 67 73 42 75 74 74 6f 6e 44 69 73 70 6c 61 79 4c 69 6e 6b 2c 42 61 6e 6e 65 72 44 50 44 54 69 74 6c 65 3a 74 2e 
42 61 6e 6e 65 72 44 50 44 54 69 74 6c 65 7c 7c 22 22 2c 42 61 6e 6e 65 72 44 50 44 44 65 73 63 72 69 70 74 69 6f 6e 
3a 74 2e 42 61 6e 6e 65 72 44 50 44 44 65 73 63 72 69 70 74 69 6f 6e 7c 7c 5b 5d 2c 42 61 6e 6e 65 72 44 50 44 44 65 7
3 63 72 69 70 74 69 6f 6e 46 6f 72 6d 61 74 3a 74 2e 42 61 6e 6e 65 72 44 50 44 44 65 73 63 72 69 70 74 69 6f 6e 46 6f 
72 6d 61 74 7c 7c 22 22 2c 43 6f 6e 73 65 6e 74 49 6e 74 65 67 72 61 74 69 6f 6e 44 61 74 61 3a 6e 75 6c 6c 2c 50 43 46 
69 72 73 74 50 61 72 74 79 43 6f 6f 6b 69 65 4c 69 73 74 54 65 78 
Data Ascii: ttingsButtonDisplayLink:t.BannerSettingsButtonDisplayLink,BannerDPDTitle:t.BannerDPDTitle||"",Bann
erDPDDescription:t.BannerDPDDescription||[],BannerDPDDescriptionFormat:t.BannerDPDDescriptionFormat||"",Consen
tIntegrationData:null,PCFirstPartyCookieListTex

2022-05-27 17:34:06 UTC 1587 IN Data Raw: 3b 76 61 72 20 6f 3d 5b 5d 3b 74 2e 47 72 6f 75 70 73 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 
65 29 7b 21 74 2e 49 73 49 61 62 45 6e 61 62 6c 65 64 26 26 65 2e 49 73 49 61 62 50 75 72 70 6f 73 65 7c 7c 28 65 2e 
43 6f 6f 6b 69 65 73 3d 4a 53 4f 4e 2e 70 61 72 73 65 28 4a 53 4f 4e 2e 73 74 72 69 6e 67 69 66 79 28 65 2e 46 69 72 73 
74 50 61 72 74 79 43 6f 6f 6b 69 65 73 29 29 2c 6f 2e 70 75 73 68 28 65 29 29 7d 29 2c 74 68 69 73 2e 42 61 6e 6e 65 
72 56 61 72 69 61 62 6c 65 73 2e 70 75 62 6c 69 63 44 6f 6d 61 69 6e 44 61 74 61 2e 47 72 6f 75 70 73 3d 6f 7d 2c 6f 65 
2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 43 6f 6e 73 65 6e 74 49 6e 74 65 67 72 61 74 69 6f 6e 44 61 74 61 49 6e 50 75 
62 6c 69 63 44 6f 6d 61 69 6e 44 61 74 61 3d 66 75 6e 63 74 69 
Data Ascii: ;var o=[];t.Groups.forEach(function(e){!t.IsIabEnabled&&e.IsIabPurpose||(e.Cookies=JSON.parse(JSON
.stringify(e.FirstPartyCookies)),o.push(e))}),this.BannerVariables.publicDomainData.Groups=o},oe.prototype.setConsentInt
egrationDataInPublicDomainData=functi

2022-05-27 17:34:06 UTC 1588 IN Data Raw: 6e 54 65 78 74 3a 65 2e 4c 69 66 65 73 70 61 6e 54 65 78 74 2c 47 72 6f 75 70 73 3a 74 68 69 73 2e 70 6f 70 
75 6c 61 74 65 47 72 6f 75 70 73 28 65 2e 47 72 6f 75 70 73 2c 65 29 2c 4c 61 6e 67 75 61 67 65 3a 65 2e 4c 61 6e 67 
75 61 67 65 2c 73 68 6f 77 42 61 6e 6e 65 72 43 6c 6f 73 65 42 75 74 74 6f 6e 3a 65 2e 73 68 6f 77 42 61 6e 6e 65 72 43 
6c 6f 73 65 42 75 74 74 6f 6e 2c 53 68 6f 77 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 43 6c 6f 73 65 42 75 74 74 
6f 6e 3a 65 2e 53 68 6f 77 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 43 6c 6f 73 65 42 75 74 74 6f 6e 2c 46 6f 6f 
74 65 72 44 65 73 63 72 69 70 74 69 6f 6e 54 65 78 74 3a 65 2e 46 6f 6f 74 65 72 44 65 73 63 72 69 70 74 69 6f 6e 54 65 
78 74 2c 43 75 73 74 6f 6d 4a 73 3a 65 2e 43 75 73 74 6f 6d 
Data Ascii: nText:e.LifespanText,Groups:this.populateGroups(e.Groups,e),Language:e.Language,showBannerCloseBut
ton:e.showBannerCloseButton,ShowPreferenceCenterCloseButton:e.ShowPreferenceCenterCloseButton,FooterDescriptio
nText:e.FooterDescriptionText,CustomJs:e.Custom

2022-05-27 17:34:06 UTC 1590 IN Data Raw: 3a 65 2e 43 6f 6f 6b 69 65 4c 69 73 74 54 69 74 6c 65 2c 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 4d 
6f 72 65 49 6e 66 6f 53 63 72 65 65 6e 52 65 61 64 65 72 3a 65 2e 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 4d 
6f 72 65 49 6e 66 6f 53 63 72 65 65 6e 52 65 61 64 65 72 2c 42 61 6e 6e 65 72 50 75 73 68 44 6f 77 6e 3a 65 2e 42 61 
6e 6e 65 72 50 75 73 68 44 6f 77 6e 2c 46 6c 61 74 3a 65 2e 46 6c 61 74 2c 46 6c 6f 61 74 69 6e 67 46 6c 61 74 3a 65 2
e 46 6c 6f 61 74 69 6e 67 46 6c 61 74 2c 46 6c 6f 61 74 69 6e 67 52 6f 75 6e 64 65 64 43 6f 72 6e 65 72 3a 65 2e 46 6c 6
f 61 74 69 6e 67 52 6f 75 6e 64 65 64 43 6f 72 6e 65 72 2c 46 6c 6f 61 74 69 6e 67 52 6f 75 6e 64 65 64 49 63 6f 6e 3a 6
5 2e 46 6c 6f 61 74 69 6e 67 52 6f 75 6e 64 65 64 49 63 6f 6e 2c 
Data Ascii: :e.CookieListTitle,PreferenceCenterMoreInfoScreenReader:e.PreferenceCenterMoreInfoScreenReader,Ban
nerPushDown:e.BannerPushDown,Flat:e.Flat,FloatingFlat:e.FloatingFlat,FloatingRoundedCorner:e.FloatingRoundedCo
rner,FloatingRoundedIcon:e.FloatingRoundedIcon,

2022-05-27 17:34:06 UTC 1591 IN Data Raw: 79 50 6f 6c 69 63 79 54 65 78 74 3a 65 2e 50 43 65 6e 74 65 72 56 69 65 77 50 72 69 76 61 63 79 50 6f 6c 69 
63 79 54 65 78 74 2c 50 43 65 6e 74 65 72 43 6c 65 61 72 46 69 6c 74 65 72 73 54 65 78 74 3a 65 2e 50 43 65 6e 74 65 
72 43 6c 65 61 72 46 69 6c 74 65 72 73 54 65 78 74 2c 50 43 65 6e 74 65 72 41 70 70 6c 79 46 69 6c 74 65 72 73 54 65 
78 74 3a 65 2e 50 43 65 6e 74 65 72 41 70 70 6c 79 46 69 6c 74 65 72 73 54 65 78 74 2c 50 43 65 6e 74 65 72 45 6e 61 
62 6c 65 41 63 63 6f 72 64 69 6f 6e 3a 65 2e 50 43 65 6e 74 65 72 45 6e 61 62 6c 65 41 63 63 6f 72 64 69 6f 6e 2c 50 43 
47 72 70 44 65 73 63 54 79 70 65 3a 65 2e 50 43 47 72 70 44 65 73 63 54 79 70 65 2c 50 43 47 72 70 44 65 73 63 4c 69 
6e 6b 50 6f 73 69 74 69 6f 6e 3a 65 2e 50 43 47 72 70 44 65 73 63 4c 
Data Ascii: yPolicyText:e.PCenterViewPrivacyPolicyText,PCenterClearFiltersText:e.PCenterClearFiltersText,PCent
erApplyFiltersText:e.PCenterApplyFiltersText,PCenterEnableAccordion:e.PCenterEnableAccordion,PCGrpDescType:e.P
CGrpDescType,PCGrpDescLinkPosition:e.PCGrpDescL

2022-05-27 17:34:06 UTC 1592 IN Data Raw: 65 49 6e 69 74 69 61 6c 69 7a 65 72 2e 4d 6f 62 69 6c 65 53 44 4b 7c 7c 28 74 68 69 73 2e 42 61 6e 6e 65 72 
56 61 72 69 61 62 6c 65 73 2e 70 61 67 65 50 75 73 68 65 64 44 6f 77 6e 3d 65 2e 42 61 6e 6e 65 72 50 75 73 68 65 73 
44 6f 77 6e 50 61 67 65 29 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 4c 61 6e 67 75 61 67 65 53 77 69 74 63 
68 65 72 4a 73 6f 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 74 68 69 73 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 
73 2e 6c 61 6e 67 75 61 67 65 53 77 69 74 63 68 65 72 4a 73 6f 6e 3d 65 2e 4c 61 6e 67 75 61 67 65 53 77 69 74 63 68 6
5 72 50 6c 61 63 65 68 6f 6c 64 65 72 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 41 62 6f 75 74 43 6f 6f 6b 69 
65 4e 61 6d 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 
Data Ascii: eInitializer.MobileSDK||(this.BannerVariables.pagePushedDown=e.BannerPushesDownPage)},oe.prototype
.setLanguageSwitcherJson=function(e){this.BannerVariables.languageSwitcherJson=e.LanguageSwitcherPlaceholder},
oe.prototype.setAboutCookieName=function(){this

2022-05-27 17:34:06 UTC 1594 IN Data Raw: 2e 63 6f 6e 73 65 6e 74 7c 7c 21 69 5b 6e 5d 26 26 21 74 2e 70 75 72 70 6f 73 65 73 2e 6c 65 6e 67 74 68 29 
26 26 28 73 2e 76 65 6e 64 6f 72 73 53 65 74 74 69 6e 67 5b 6e 5d 2e 63 6f 6e 73 65 6e 74 3d 21 31 29 3a 74 2e 70 75 
72 70 6f 73 65 73 2e 6c 65 6e 67 74 68 7c 7c 28 73 2e 76 65 6e 64 6f 72 73 53 65 74 74 69 6e 67 5b 6e 5d 2e 63 6f 6e 73 
65 6e 74 3d 21 31 29 2c 65 2e 66 65 61 74 75 72 65 73 3d 74 2e 66 65 61 74 75 72 65 73 2e 6d 61 70 28 66 75 6e 63 74 
69 6f 6e 28 65 29 7b 76 61 72 20 74 2c 6f 3d 73 2e 69 61 62 47 72 6f 75 70 73 2e 66 65 61 74 75 72 65 73 5b 65 5d 3b 72 
65 74 75 72 6e 20 6f 26 26 28 74 3d 7b 64 65 73 63 72 69 70 74 69 6f 6e 3a 6f 2e 64 65 73 63 72 69 70 74 69 6f 6e 2c 66 
65 61 74 75 72 65 49 64 3a 6f 2e 69 64 2c 66 65 61 74 75 72 65 
Data Ascii: .consent||!i[n]&&!t.purposes.length)&&(s.vendorsSetting[n].consent=!1):t.purposes.length||(s.vendorsSetting[
n].consent=!1),e.features=t.features.map(function(e){var t,o=s.iabGroups.features[e];return o&&(t={description:o.descrip
tion,featureId:o.id,feature
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2022-05-27 17:34:06 UTC 1595 IN Data Raw: 73 65 6e 74 3a 21 30 2c 6c 65 67 49 6e 74 3a 21 31 7d 2c 74 2e 6c 65 67 49 6e 74 50 75 72 70 6f 73 65 73 3d 
74 2e 6c 65 67 49 6e 74 50 75 72 70 6f 73 65 49 64 73 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 6f 
3b 72 65 74 75 72 6e 20 72 2e 70 75 72 70 6f 73 65 73 2e 73 6f 6d 65 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 
65 2e 69 64 3d 3d 3d 74 29 72 65 74 75 72 6e 20 6f 3d 7b 64 65 73 63 72 69 70 74 69 6f 6e 3a 65 2e 64 65 73 63 72 69 
70 74 69 6f 6e 2c 70 75 72 70 6f 73 65 49 64 3a 65 2e 69 64 2c 70 75 72 70 6f 73 65 4e 61 6d 65 3a 65 2e 6e 61 6d 65 7d 
2c 21 30 7d 29 2c 6f 7d 29 2c 74 2e 66 65 61 74 75 72 65 73 3d 74 2e 66 65 61 74 75 72 65 49 64 73 2e 6d 61 70 28 66 
75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 6f 3b 72 65 74 75 72 
Data Ascii: sent:!0,legInt:!1},t.legIntPurposes=t.legIntPurposeIds.map(function(t){var o;return r.purposes.some(function(e)
{if(e.id===t)return o={description:e.description,purposeId:e.id,purposeName:e.name},!0}),o}),t.features=t.featureIds.
map(function(t){var o;retur

2022-05-27 17:34:06 UTC 1596 IN Data Raw: 61 2e 50 61 6e 65 6c 3f 65 3d 22 6f 74 50 63 50 61 6e 65 6c 22 3a 74 68 69 73 2e 42 61 6e 6e 65 72 56 61 72 
69 61 62 6c 65 73 2e 64 6f 6d 61 69 6e 44 61 74 61 2e 50 6f 70 75 70 3f 65 3d 22 6f 74 50 63 50 6f 70 75 70 22 3a 74 68 
69 73 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 64 6f 6d 61 69 6e 44 61 74 61 2e 4c 69 73 74 3f 65 3d 22 6f 74 
50 63 4c 69 73 74 22 3a 74 68 69 73 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 64 6f 6d 61 69 6e 44 61 74 61 
2e 54 61 62 26 26 28 65 3d 22 6f 74 50 63 54 61 62 22 29 2c 65 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 50 
63 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 3d 3d 3d 72 26 
26 28 72 3d 21 31 29 2c 6c 28 74 68 69 73 2c 76 6f 69 64 20 30 
Data Ascii: a.Panel?e="otPcPanel":this.BannerVariables.domainData.Popup?e="otPcPopup":this.BannerVariables.dom
ainData.List?e="otPcList":this.BannerVariables.domainData.Tab&&(e="otPcTab"),e},oe.prototype.getPcContent=func
tion(r){return void 0===r&&(r=!1),l(this,void 0

2022-05-27 17:34:06 UTC 1598 IN Data Raw: 74 65 6e 74 26 26 21 6e 3f 5b 33 2c 32 5d 3a 28 74 3d 76 6f 69 64 20 30 2c 28 74 3d 74 68 69 73 2e 42 61 6e 
6e 65 72 56 61 72 69 61 62 6c 65 73 2e 63 6f 6d 6d 6f 6e 44 61 74 61 2e 75 73 65 52 54 4c 3f 74 68 69 73 2e 67 65 74 
42 61 6e 6e 65 72 53 44 4b 41 73 73 65 73 74 73 55 72 6c 28 29 2b 22 2f 22 2b 74 68 69 73 2e 67 65 74 42 61 6e 6e 65 
72 4e 61 6d 65 28 29 2b 22 52 74 6c 2e 6a 73 6f 6e 22 3a 74 68 69 73 2e 67 65 74 42 61 6e 6e 65 72 53 44 4b 41 73 73 
65 73 74 73 55 72 6c 28 29 2b 22 2f 22 2b 74 68 69 73 2e 67 65 74 42 61 6e 6e 65 72 4e 61 6d 65 28 29 2b 22 2e 6a 73 
6f 6e 22 29 3f 5b 34 2c 28 6f 3d 74 68 69 73 29 2e 6f 74 46 65 74 63 68 28 74 29 5d 3a 5b 33 2c 32 5d 29 3b 63 61 73 65 
20 31 3a 6f 2e 62 61 6e 6e 65 72 43 6f 6e 74 65 6e 74 3d 65 2e 73 65 
Data Ascii: tent&&!n?[3,2]:(t=void 0,(t=this.BannerVariables.commonData.useRTL?this.getBannerSDKAssestsUrl()+"
/"+this.getBannerName()+"Rtl.json":this.getBannerSDKAssestsUrl()+"/"+this.getBannerName()+".json")?[4,(o=this)
.otFetch(t)]:[3,2]);case 1:o.bannerContent=e.se

2022-05-27 17:34:06 UTC 1599 IN Data Raw: 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 49 41 42 56 65 6e 64 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 6e 29 
7b 76 61 72 20 72 3d 74 68 69 73 3b 76 6f 69 64 20 30 3d 3d 3d 6e 26 26 28 6e 3d 21 30 29 2c 74 68 69 73 2e 42 61 6e 
6e 65 72 56 61 72 69 61 62 6c 65 73 2e 69 61 62 44 61 74 61 2e 76 65 6e 64 6f 72 73 2e 66 6f 72 45 61 63 68 28 66 75 
6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 2e 76 65 6e 64 6f 72 49 64 3b 69 66 28 72 2e 6c 65 67 49 6e 74 53 6
5 74 74 69 6e 67 73 2e 50 41 6c 6c 6f 77 4c 49 26 26 22 49 41 42 32 22 3d 3d 3d 72 2e 69 61 62 54 79 70 65 29 7b 76 61 
72 20 6f 3d 21 72 2e 76 65 6e 64 6f 72 73 53 65 74 74 69 6e 67 5b 74 5d 2e 63 6f 6e 73 65 6e 74 3b 72 2e 42 61 6e 6e 
65 72 56 61 72 69 61 62 6c 65 73 2e 6f 6e 65 54 72 75 73 74 49 41 42 
Data Ascii: e.prototype.setIABVendor=function(n){var r=this;void 0===n&&(n=!0),this.BannerVariables.iabData.ve
ndors.forEach(function(e){var t=e.vendorId;if(r.legIntSettings.PAllowLI&&"IAB2"===r.iabType){var o=!r.vendorsSetting[t].
consent;r.BannerVariables.oneTrustIAB

2022-05-27 17:34:06 UTC 1600 IN Data Raw: 65 2c 72 2e 68 6f 73 74 6e 61 6d 65 29 7d 72 65 74 75 72 6e 20 65 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 65 
2e 67 65 74 44 61 74 61 4c 61 6e 67 75 61 67 65 43 75 6c 74 75 72 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
65 3d 74 68 69 73 2e 67 65 74 42 61 6e 6e 65 72 53 63 72 69 70 74 45 6c 65 6d 65 6e 74 28 29 3b 72 65 74 75 72 6e 20 
65 26 26 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 63 6f 
6e 73 74 61 6e 74 2e 64 61 74 61 4c 61 6e 67 75 61 67 65 29 3f 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 72 65 2e 
42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 63 6f 6e 73 74 61 6e 74 2e 64 61 74 61 4c 61 6e 67 75 61 67 65 29 2e 
74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3a 72 65 2e 64 65 74 65 63 74 44 
Data Ascii: e,r.hostname)}return e},oe.prototype.getDataLanguageCulture=function(){var e=this.getBannerScriptE
lement();return e&&e.getAttribute(re.BannerVariables.constant.dataLanguage)?e.getAttribute(re.BannerVariables.
constant.dataLanguage).toLowerCase():re.detectD

2022-05-27 17:34:06 UTC 1602 IN Data Raw: 74 66 6c 61 67 44 61 74 61 28 29 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 49 41 42 43 72 6f 73 
73 43 6f 6e 73 65 6e 74 66 6c 61 67 44 61 74 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 
2e 72 65 61 64 43 6f 6f 6b 69 65 50 61 72 61 6d 28 74 68 69 73 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 6f 
70 74 61 6e 6f 6e 43 6f 6f 6b 69 65 4e 61 6d 65 2c 74 68 69 73 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 6f 6e 
65 54 72 75 73 74 49 73 49 41 42 43 72 6f 73 73 43 6f 6e 73 65 6e 74 45 6e 61 62 6c 65 50 61 72 61 6d 29 7d 2c 6f 65 2e 
70 72 6f 74 6f 74 79 70 65 2e 73 65 74 47 65 6f 6c 6f 63 61 74 69 6f 6e 49 6e 43 6f 6f 6b 69 65 73 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 72 65 61 64 43 
Data Ascii: tflagData()},oe.prototype.getIABCrossConsentflagData=function(){return this.readCookieParam(this.B
annerVariables.optanonCookieName,this.BannerVariables.oneTrustIsIABCrossConsentEnableParam)},oe.prototype.setG
eolocationInCookies=function(){var e=this.readC

2022-05-27 17:34:06 UTC 1606 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 69 66 28 65 2e 6e 61 6d 65 3d 3d 3d 6f 2e 6e 61 6d 65 29 72 65 74 
75 72 6e 20 6e 3d 74 2c 21 30 7d 29 2c 2d 31 3c 6e 3f 74 68 69 73 2e 6f 74 43 6f 6f 6b 69 65 44 61 74 61 5b 6e 5d 3d 6f 
3a 74 68 69 73 2e 6f 74 43 6f 6f 6b 69 65 44 61 74 61 2e 70 75 73 68 28 6f 29 7d 7d 2c 6f 65 2e 70 72 6f 74 6f 74 79 70 
65 2e 67 65 74 43 6f 6f 6b 69 65 44 61 74 61 4f 62 6a 3d 66 75 6e 63 74 69 6f 6e 28 6f 29 7b 74 68 69 73 2e 6f 74 43 6f 6f
6b 69 65 44 61 74 61 7c 7c 28 77 69 6e 64 6f 77 2e 4f 6e 65 54 72 75 73 74 26 26 77 69 6e 64 6f 77 2e 4f 6e 65 54 72 75 
73 74 2e 6f 74 43 6f 6f 6b 69 65 44 61 74 61 3f 74 68 69 73 2e 6f 74 43 6f 6f 6b 69 65 44 61 74 61 3d 77 69 6e 64 6f 77 
2e 4f 6e 65 54 72 75 73 74 2e 6f 74 43 6f 6f 6b 69 65 
Data Ascii: function(e,t){if(e.name===o.name)return n=t,!0}),-1<n?this.otCookieData[n]=o:this.otCookieData.push(o)}},oe.
prototype.getCookieDataObj=function(o){this.otCookieData||(window.OneTrust&&window.OneTrust.otCookieData?this.
otCookieData=window.OneTrust.otCookie

2022-05-27 17:34:06 UTC 1610 IN Data Raw: 64 2b 29 2f 67 2e 65 78 65 63 28 74 29 7c 7c 5b 5d 29 5b 31 5d 7c 7c 22 22 29 3a 22 43 68 72 6f 6d 65 22 3d 
3d 3d 6f 5b 31 5d 26 26 6e 75 6c 6c 21 3d 28 65 3d 74 2e 6d 61 74 63 68 28 2f 5c 62 28 4f 50 52 7c 45 64 67 65 29 5c 2f 
28 5c 64 2b 29 2f 29 29 3f 65 2e 73 6c 69 63 65 28 31 29 2e 6a 6f 69 6e 28 22 20 22 29 2e 72 65 70 6c 61 63 65 28 22 4f 
50 52 22 2c 22 4f 70 65 72 61 22 29 3a 28 6f 3d 6f 5b 32 5d 3f 5b 6f 5b 31 5d 2c 6f 5b 32 5d 5d 3a 5b 6e 61 76 69 67 61 
74 6f 72 2e 61 70 70 4e 61 6d 65 2c 6e 61 76 69 67 61 74 6f 72 2e 61 70 70 56 65 72 73 69 6f 6e 2c 22 2d 3f 22 5d 2c 6e 
75 6c 6c 21 3d 28 65 3d 74 2e 6d 61 74 63 68 28 2f 76 65 72 73 69 6f 6e 5c 2f 28 5c 64 2b 29 2f 69 29 29 26 26 6f 2e 73 
70 6c 69 63 65 28 31 2c 31 2c 65 5b 31 5d 29 2c 6f 2e 6a 
Data Ascii: d+)/g.exec(t)||[])[1]||""):"Chrome"===o[1]&&null!=(e=t.match(/\b(OPR|Edge)\/(\d+)/))?e.slice(1).join(" ").re
place("OPR","Opera"):(o=o[2]?[o[1],o[2]]:[navigator.appName,navigator.appVersion,"-?"],null!=(e=t.match(/version\/(\d+)/
i))&&o.splice(1,1,e[1]),o.j
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2022-05-27 17:34:06 UTC 1611 IN Data Raw: 38 30 30 30 0d 0a 2e 6f 70 61 63 69 74 79 3d 22 30 22 2c 74 68 69 73 2e 65 6c 5b 6f 5d 2e 73 74 79 6c 65 2e 
74 72 61 6e 73 69 74 69 6f 6e 3d 22 76 69 73 69 62 69 6c 69 74 79 20 30 73 20 22 2b 65 2b 22 6d 73 2c 20 6f 70 61 63 
69 74 79 20 22 2b 65 2b 22 6d 73 20 6c 69 6e 65 61 72 22 3b 76 61 72 20 6e 3d 73 65 74 49 6e 74 65 72 76 61 6c 28 66 
75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 31 3c 3d 74 2e 65 6c 2e 6c 65 6e 67 74 68 29 66 6f 72 28 76 61 72 20 65 3d 30 3
b 65 3c 74 2e 65 6c 2e 6c 65 6e 67 74 68 3b 65 2b 2b 29 74 2e 65 6c 5b 65 5d 2e 73 74 79 6c 65 2e 6f 70 61 63 69 74 79 
3c 3d 30 26 26 28 74 2e 65 6c 5b 65 5d 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 6e 6f 6e 65 22 2c 63 6c 65 61 
72 49 6e 74 65 72 76 61 6c 28 6e 29 2c 22 6f 70 74 61 6e 6f 6e 2d 70 
Data Ascii: 8000.opacity="0",this.el[o].style.transition="visibility 0s "+e+"ms, opacity "+e+"ms linear";var n=setInterv
al(function(){if(1<=t.el.length)for(var e=0;e<t.el.length;e++)t.el[e].style.opacity<=0&&(t.el[e].style.display="none",cl
earInterval(n),"optanon-p

2022-05-27 17:34:06 UTC 1615 IN Data Raw: 3d 65 29 7b 69 66 28 21 28 31 3c 3d 74 68 69 73 2e 65 6c 2e 6c 65 6e 67 74 68 29 29 72 65 74 75 72 6e 20 
74 68 69 73 2e 65 6c 2e 69 6e 6e 65 72 48 54 4d 4c 3b 69 66 28 28 74 3d 30 29 3c 74 68 69 73 2e 65 6c 2e 6c 65 6e 67 
74 68 29 72 65 74 75 72 6e 20 74 68 69 73 2e 65 6c 5b 74 5d 2e 69 6e 6e 65 72 48 54 4d 4c 7d 65 6c 73 65 20 69 66 28 
31 3c 3d 74 68 69 73 2e 65 6c 2e 6c 65 6e 67 74 68 29 66 6f 72 28 76 61 72 20 74 3d 30 3b 74 3c 74 68 69 73 2e 65 6c 
2e 6c 65 6e 67 74 68 3b 74 2b 2b 29 74 68 69 73 2e 65 6c 5b 74 5d 2e 69 6e 6e 65 72 48 54 4d 4c 3d 65 3b 65 6c 73 65 
20 74 68 69 73 2e 65 6c 2e 69 6e 6e 65 72 48 54 4d 4c 3d 65 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 2c 61 65 2e 70 72 
6f 74 6f 74 79 70 65 2e 61 70 70 65 6e 64 3d 66 75 6e 63 74 69 6f 6e 28 6f 
Data Ascii: =e){if(!(1<=this.el.length))return this.el.innerHTML;if((t=0)<this.el.length)return this.el[t].innerHTML}else 
if(1<=this.el.length)for(var t=0;t<this.el.length;t++)this.el[t].innerHTML=e;else this.el.innerHTML=e;return this},ae.
prototype.append=function(o

2022-05-27 17:34:06 UTC 1619 IN Data Raw: 69 73 2e 65 6c 2e 6d 6f 7a 4d 61 74 63 68 65 73 53 65 6c 65 63 74 6f 72 7c 7c 74 68 69 73 2e 65 6c 2e 77 65 
62 6b 69 74 4d 61 74 63 68 65 73 53 65 6c 65 63 74 6f 72 7c 7c 74 68 69 73 2e 65 6c 2e 6f 4d 61 74 63 68 65 73 53 65 
6c 65 63 74 6f 72 29 2e 63 61 6c 6c 28 74 68 69 73 2e 65 6c 2c 65 29 7d 2c 61 65 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 
73 43 6c 61 73 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 76 6f 69 64 20 30 3d 3d 3d 74 68 69 73 
2e 65 6c 2e 6c 65 6e 67 74 68 3f 74 68 69 73 2e 65 6c 2e 63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 65 29 
3a 74 68 69 73 2e 65 6c 5b 30 5d 2e 63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 65 29 7d 2c 61 65 2e 70 7
2 6f 74 6f 74 79 70 65 2e 66 69 6c 74 65 72 3d 66 75 6e 63 74 69 
Data Ascii: is.el.mozMatchesSelector||this.el.webkitMatchesSelector||this.el.oMatchesSelector).call(this.el,e)},ae.proto
type.hasClass=function(e){return void 0===this.el.length?this.el.classList.contains(e):this.el[0].classList.contains(e)}
,ae.prototype.filter=functi

2022-05-27 17:34:06 UTC 1623 IN Data Raw: 72 61 67 6d 65 6e 74 28 69 29 2e 66 69 72 73 74 43 68 69 6c 64 3b 65 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 
6e 73 65 72 74 42 65 66 6f 72 65 28 6f 2c 65 29 2c 6f 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 65 29 7d 29 2c 74 68 69 73 
7d 2c 61 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 63 72 6f 6c 6c 54 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 
72 6e 20 74 68 69 73 2e 65 6c 2e 73 63 72 6f 6c 6c 54 6f 70 7d 2c 61 65 29 3b 66 75 6e 63 74 69 6f 6e 20 61 65 28 65 2c 
74 29 7b 73 77 69 74 63 68 28 76 6f 69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 22 22 29 2c 74 68 69 73 2e 73 65 6c 65 63 
74 6f 72 3d 65 2c 74 68 69 73 2e 75 73 65 45 6c 3d 21 31 2c 74 29 7b 63 61 73 65 22 63 65 22 3a 76 61 72 20 6f 3d 61 
65 2e 62 72 6f 77 73 65 72 28 29 2e 74 79 70 65 2e 74 6f 4c 6f 
Data Ascii: ragment(i).firstChild;e.parentNode.insertBefore(o,e),o.appendChild(e)}),this},ae.prototype.scrollTop=function()
{return this.el.scrollTop},ae);function ae(e,t){switch(void 0===t&&(t=""),this.selector=e,this.useEl=!1,t){case"ce":var o=ae.br
owser().type.toLo

2022-05-27 17:34:06 UTC 1628 IN Data Raw: 29 2c 63 6f 6e 73 65 6e 74 4c 61 6e 67 75 61 67 65 3a 73 2e 67 65 74 43 6f 6e 73 65 6e 74 4c 61 6e 67 75 61 
67 65 28 29 2c 63 6f 6e 73 65 6e 74 53 63 72 65 65 6e 3a 73 2e 67 65 74 43 6f 6e 73 65 6e 74 53 63 72 65 65 6e 28 29 
2c 76 65 6e 64 6f 72 4c 69 73 74 56 65 72 73 69 6f 6e 3a 73 2e 67 65 74 56 65 6e 64 6f 72 4c 69 73 74 56 65 72 73 69 6f 
6e 28 29 2c 6d 61 78 56 65 6e 64 6f 72 49 64 3a 73 2e 67 65 74 4d 61 78 56 65 6e 64 6f 72 49 64 28 29 2c 70 75 72 70 6f 
73 65 43 6f 6e 73 65 6e 74 73 3a 72 65 2e 69 73 41 6c 65 72 74 42 6f 78 43 6c 6f 73 65 64 41 6e 64 56 61 6c 69 64 28 29 
3f 57 2e 63 6f 6e 76 65 72 74 49 41 42 56 65 6e 64 6f 72 50 75 72 70 6f 73 65 41 72 72 61 79 54 6f 4f 62 6a 65 63 74 28 
72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 6f 
Data Ascii: ),consentLanguage:s.getConsentLanguage(),consentScreen:s.getConsentScreen(),vendorListVersion:s.ge
tVendorListVersion(),maxVendorId:s.getMaxVendorId(),purposeConsents:re.isAlertBoxClosedAndValid()?W.convertIAB
VendorPurposeArrayToObject(re.BannerVariables.o

2022-05-27 17:34:06 UTC 1632 IN Data Raw: 6b 69 65 50 61 72 61 6d 28 65 2c 22 68 6f 73 74 73 22 2c 57 2e 73 65 72 69 61 6c 69 73 65 41 72 72 61 79 54 
6f 53 74 72 69 6e 67 28 74 7c 7c 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 6f 6e 65 54 72 75 73 74 48 6f 
73 74 43 6f 6e 73 65 6e 74 29 29 7d 2c 66 65 2e 70 72 6f 74 6f 74 79 70 65 2e 75 70 64 61 74 65 47 72 6f 75 70 73 49 6e 
43 6f 6f 6b 69 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 6f 69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 6e 75 6c 6c 
29 2c 72 65 2e 77 72 69 74 65 43 6f 6f 6b 69 65 50 61 72 61 6d 28 65 2c 22 67 72 6f 75 70 73 22 2c 57 2e 73 65 72 69 61 
6c 69 73 65 41 72 72 61 79 54 6f 53 74 72 69 6e 67 28 74 7c 7c 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 
2e 6f 70 74 61 6e 6f 6e 48 74 6d 6c 47 72 6f 75 70 44 61 74 
Data Ascii: kieParam(e,"hosts",W.serialiseArrayToString(t||re.BannerVariables.oneTrustHostConsent))},fe.protot
ype.updateGroupsInCookie=function(e,t){void 0===t&&(t=null),re.writeCookieParam(e,"groups",W.serialiseArrayToS
tring(t||re.BannerVariables.optanonHtmlGroupDat

2022-05-27 17:34:06 UTC 1636 IN Data Raw: 69 73 41 63 74 69 76 65 26 26 6f 2e 48 6f 73 74 49 64 3d 3d 3d 65 2e 72 65 70 6c 61 63 65 28 2f 3a 30 7c 3a 
31 2f 67 2c 22 22 29 29 72 65 74 75 72 6e 20 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 6f 6e 65 54 72 
75 73 74 48 6f 73 74 43 6f 6e 73 65 6e 74 5b 74 5d 3d 6f 2e 48 6f 73 74 49 64 2b 22 3a 22 2b 28 6e 3f 22 31 22 3a 22 30 
22 29 2c 21 30 7d 29 7d 29 7d 2c 43 65 29 3b 66 75 6e 63 74 69 6f 6e 20 43 65 28 29 7b 7d 76 61 72 20 76 65 2c 50 65 
3d 28 54 65 2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 73 75 72 65 43 6f 6e 73 65 6e 74 49 64 3d 66 75 6e 63 74 69 6f 6e 28 
65 2c 74 29 7b 76 61 72 20 6f 2c 6e 3d 21 31 2c 72 3d 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2c 73 3d 7
2 65 2e 72 65 61 64 43 6f 6f 6b 69 65 50 61 72 61 6d 28 72 2e 6f 
Data Ascii: isActive&&o.HostId===e.replace(/:0|:1/g,""))return re.BannerVariables.oneTrustHostConsent[t]=o.HostId+":"+(n
?"1":"0"),!0})})},Ce);function Ce(){}var ve,Pe=(Te.prototype.ensureConsentId=function(e,t){var o,n=!1,r=re.BannerVariabl
es,s=re.readCookieParam(r.o

2022-05-27 17:34:06 UTC 1640 IN Data Raw: 76 61 72 20 41 65 2c 42 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 61 73 73 65 74 73 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 7b 6e 61 6d 65 3a 22 6f 74 43 6f 6f 6b 69 65 50 6f 6c 69 63 79 22 2c 68 74 6d 
6c 3a 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 6f 74 2d 73 
64 6b 2d 63 6f 6e 74 61 69 6e 65 72 22 3e 5c 6e 20 20 20 20 3c 68 33 20 69 64 3d 22 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 
79 2d 74 69 74 6c 65 22 3e 43 6f 6f 6b 69 65 20 54 72 61 63 6b 69 6e 67 20 54 61 62 6c 65 3c 2f 68 33 3e 5c 6e 20 20 20 
20 3c 64 69 76 20 69 64 3d 22 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 2d 64 65 73 63 72 69 70 74 69 6f 6e 22 3e 3c 2f 64 
69 76 3e 5c 6e 20 20 20 20 3c 73 65 63 74 69 6f 6e 3e 5c 
Data Ascii: var Ae,Be=function(){this.assets=function(){return{name:"otCookiePolicy",html:'<div class="ot-sdk-cookie-pol
icy ot-sdk-container">\n    <h3 id="cookie-policy-title">Cookie Tracking Table</h3>\n    <div id="cookie-policy-descript
ion"></div>\n    <section>\
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2022-05-27 17:34:06 UTC 1643 IN Data Raw: 38 30 30 30 0d 0a 3d 32 2e 31 35 37 36 37 35 38 39 38 2e 31 35 37 32 30 38 34 33 39 35 2e 31 35 35 36 31 
32 30 30 39 30 2d 31 32 36 36 34 35 39 32 33 30 2e 31 35 35 35 35 39 33 35 34 38 26 5f 67 61 3d 32 2e 31 35 37 36 37 
35 38 39 38 2e 31 35 37 32 30 38 34 33 39 35 2e 31 35 35 36 31 32 30 30 39 30 2d 31 32 36 36 34 35 39 32 33 30 2e 31 
35 35 35 35 39 33 35 34 38 22 3e 41 7a 75 72 65 3c 2f 61 3e 5c 6e 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 3c 2f 74 64 3e 5c 6e 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 74 64 20 63 6c 61 73 73 
3d 22 68 6f 73 74 2d 64 65 73 63 72 69 70 74 69 6f 6e 2d 74 64 22 20 64 61 74 61 2d 6c 61 62 65 6c 3d 22 48 6f 73 74 20 
44 65 73 63 72 69 70 74 69 6f 6e 22 3e 5c 6e 20 20 20 20 20 20 20 20 20 
Data Ascii: 8000=2.157675898.1572084395.1556120090-1266459230.1555593548&_ga=2.157675898.1572084395.
1556120090-1266459230.1555593548">Azure</a>\n                    </td>\n                    <td class="host-description-td" 
data-label="Host Description">\n         

2022-05-27 17:34:06 UTC 1647 IN Data Raw: 6e 2d 74 6f 70 3a 32 65 6d 7d 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 74 68 7b 6d 
69 6e 2d 77 69 64 74 68 3a 37 35 70 78 7d 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 61 2c 2e 6f 
74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 61 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 
66 66 66 7d 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 74 68 65 61 64 7b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 23 66 36 66 36 66 34 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 7d 2e 6f 74 2d 73 64 
6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 2e 6f 74 2d 6d 6f 62 69 6c 65 2d 62 6f 72 64 65 72 7b 64 69 73 70 6c 61 
79 3a 6e 6f 6e 65 7d 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 
Data Ascii: n-top:2em}.ot-sdk-cookie-policy th{min-width:75px}.ot-sdk-cookie-policy a,.ot-sdk-cookie-policy a:hover{back
ground:#fff}.ot-sdk-cookie-policy thead{background-color:#f6f6f4;font-weight:bold}.ot-sdk-cookie-policy .ot-mobile-borde
r{display:none}.ot-sdk-cook

2022-05-27 17:34:06 UTC 1651 IN Data Raw: 6f 62 69 6c 65 2d 62 6f 72 64 65 72 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 62 61 
63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 34 65 34 65 34 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 
3b 68 65 69 67 68 74 3a 31 30 30 25 3b 74 6f 70 3a 30 3b 6c 65 66 74 3a 34 35 25 3b 77 69 64 74 68 3a 32 70 78 7d 2e 
6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 3a 6e 6f 74 28 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 
70 6f 6c 69 63 79 2d 76 32 29 20 74 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 61 74 74 72 28 64 61 74 61 2d 6c 
61 62 65 6c 29 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 7d 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 
6c 69 63 79 3a 6e 6f 74 28 23 6f 74 2d 73 64 6b 2d 63 6f 6f 
Data Ascii: obile-border{display:inline-block;background-color:#e4e4e4;position:absolute;height:100%;top:0;left:45%;widt
h:2px}.ot-sdk-cookie-policy:not(#ot-sdk-cookie-policy-v2) td:before{content:attr(data-label);font-weight:bold}.ot-sdk-cookie-
policy:not(#ot-sdk-coo

2022-05-27 17:34:06 UTC 1655 IN Data Raw: 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 2d 76 32 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 
79 20 2e 6f 74 2d 6d 6f 62 69 6c 65 2d 62 6f 72 64 65 72 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 23 6f 74 2d 73 64 6b 
2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 2d 76 32 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 73 
65 63 74 69 6f 6e 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 65 6d 7d 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 
70 6f 6c 69 63 79 2d 76 32 2e 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 2e 6f 74 2d 73 64 6b 2d 73 
75 62 67 72 6f 75 70 20 75 6c 20 6c 69 7b 6c 69 73 74 2d 73 74 79 6c 65 3a 64 69 73 63 3b 6d 61 72 67 69 6e 2d 72 69 
67 68 74 3a 31 2e 35 72 65 6d 7d 23 6f 74 2d 73 64 6b 2d 
Data Ascii: -cookie-policy-v2.ot-sdk-cookie-policy .ot-mobile-border{display:none}#ot-sdk-cookie-policy-v2.ot-sdk-cookie-
policy section{margin-bottom:2em}#ot-sdk-cookie-policy-v2.ot-sdk-cookie-policy .ot-sdk-subgroup ul li{list-style:disc;m
argin-right:1.5rem}#ot-sdk-

2022-05-27 17:34:06 UTC 1660 IN Data Raw: 6c 65 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 22 72 65 73 69 7a 65 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 22 6e 
6f 6e 65 22 21 3d 3d 6c 65 28 77 65 29 2e 63 73 73 28 22 64 69 73 70 6c 61 79 22 29 26 26 78 65 2e 70 75 73 68 50 61 
67 65 44 6f 77 6e 28 77 65 29 7d 29 29 7d 2c 5f 65 2e 70 72 6f 74 6f 74 79 70 65 2e 70 75 73 68 50 61 67 65 55 70 3d 66 
75 6e 63 74 69 6f 6e 28 29 7b 6c 65 28 22 62 6f 64 79 22 29 2e 63 73 73 28 22 74 6f 70 3a 20 30 3b 22 29 7d 2c 5f 65 2e 
70 72 6f 74 6f 74 79 70 65 2e 63 68 65 63 6b 49 73 42 72 6f 77 73 65 72 49 45 31 31 4f 72 42 65 6c 6f 77 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 77 69 6e 64 6f 77 2e 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 
3b 72 65 74 75 72 6e 20 30 3c 65 2e 69 6e 64 65 78 4f 66 28 22 
Data Ascii: le(window).on("resize",function(){"none"!==le(we).css("display")&&xe.pushPageDown(we)}))},_e.proto
type.pushPageUp=function(){le("body").css("top: 0;")},_e.prototype.checkIsBrowserIE11OrBelow=function(){var e=
window.navigator.userAgent;return 0<e.indexOf("

2022-05-27 17:34:06 UTC 1664 IN Data Raw: 74 61 6e 6f 6e 43 6f 6f 6b 69 65 4e 61 6d 65 29 29 2c 72 65 2e 73 65 74 4f 72 55 70 64 61 74 65 33 72 64 50 
61 72 74 79 49 41 42 43 6f 6e 73 65 6e 74 46 6c 61 67 28 29 2c 72 65 2e 73 65 74 47 65 6f 6c 6f 63 61 74 69 6f 6e 49 6e 
43 6f 6f 6b 69 65 73 28 29 2c 65 2e 49 73 43 6f 6e 73 65 6e 74 4c 6f 67 67 69 6e 67 45 6e 61 62 6c 65 64 26 26 76 65 2e 
63 72 65 61 74 65 43 6f 6e 73 65 6e 74 54 72 61 6e 73 61 63 74 69 6f 6e 28 21 31 2c 22 22 2c 21 31 29 7d 2c 46 65 2e 
70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 69 61 6c 69 7a 65 47 72 6f 75 70 44 61 74 61 3d 66 75 6e 63 74 69 6f 6e 28 65 
29 7b 76 61 72 20 74 3d 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2c 6f 3d 72 65 2e 72 65 61 64 43 6f 6f 6b 
69 65 50 61 72 61 6d 28 74 2e 6f 70 74 61 6e 6f 6e 43 6f 6f 
Data Ascii: tanonCookieName)),re.setOrUpdate3rdPartyIABConsentFlag(),re.setGeolocationInCookies(),e.IsConsentL
oggingEnabled&&ve.createConsentTransaction(!1,"",!1)},Fe.prototype.initializeGroupData=function(e){var t=re.Ba
nnerVariables,o=re.readCookieParam(t.optanonCoo

2022-05-27 17:34:06 UTC 1668 IN Data Raw: 61 74 75 73 28 6f 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 7c 7c 21 41 65 2e 69 73 4c 61 6e 64 69 6e 67 
50 61 67 65 28 29 7d 7d 2c 46 65 2e 70 72 6f 74 6f 74 79 70 65 2e 69 73 41 6c 77 61 79 73 41 63 74 69 76 65 47 72 6f 75 
70 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 67 65 2e 73 61 66 65 47 72 6f 75 70 44 65 66 61 75 6c 74 53 74 61 
74 75 73 28 65 29 29 7b 76 61 72 20 74 3d 67 65 2e 73 61 66 65 47 72 6f 75 70 44 65 66 61 75 6c 74 53 74 61 74 75 73 
28 65 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3b 72 65 74 75 72 6e 20 65 2e 50 61 72 65 6e 74 26 26 74 21 3d 3d 7
2 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 63 6f 6e 73 74 61 6e 74 2e 47 52 4f 55 50 53 54 41 54 55 53 2e 
41 4c 57 41 59 53 41 43 54 49 56 45 26 26 28 74 3d 67 65 2e 73 61 
Data Ascii: atus(o).toLowerCase()||!Ae.isLandingPage()}},Fe.prototype.isAlwaysActiveGroup=function(e){if(ge.sa
feGroupDefaultStatus(e)){var t=ge.safeGroupDefaultStatus(e).toLowerCase();return e.Parent&&t!==re.BannerVariab
les.constant.GROUPSTATUS.ALWAYSACTIVE&&(t=ge.sa

2022-05-27 17:34:06 UTC 1672 IN Data Raw: 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 6f 74 2d 6c 61 62 65 6c 2d 73 74 61 74 75 73 22 29 2e 
69 6e 6e 65 72 48 54 4d 4c 3d 74 3f 72 2e 50 43 41 63 74 69 76 65 54 65 78 74 3a 72 2e 50 43 49 6e 61 63 74 69 76 65 
54 65 78 74 29 2c 6e 7c 7c 28 61 2e 49 73 4c 65 67 49 6e 74 54 6f 67 67 6c 65 3d 6f 2c 7a 65 2e 74 6f 67 67 6c 65 47 72 
70 53 74 61 74 75 73 28 61 2c 74 29 2c 61 2e 49 73 4c 65 67 49 6e 74 54 6f 67 67 6c 65 3d 21 31 2c 67 65 2e 74 6f 67 67 
6c 65 47 72 6f 75 70 48 6f 73 74 73 28 61 2c 74 29 29 7d 7d 2c 4b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 67 67 6c 65 
47 72 70 53 74 61 74 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6f 3d 4e 2e 73 61 66 65 47 72 6f 
75 70 4e 61 6d 65 28 65 29 3b 56 65 2e 74 72 69 67 67 65 72 47 
Data Ascii: t.querySelector(".ot-label-status").innerHTML=t?r.PCActiveText:r.PCInactiveText),n||(a.IsLegIntToggle=o,ze.t
oggleGrpStatus(a,t),a.IsLegIntToggle=!1,ge.toggleGroupHosts(a,t))}},Ke.prototype.toggleGrpStatus=function(e,t){var 
o=N.safeGroupName(e);Ve.triggerG
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2022-05-27 17:34:06 UTC 1675 IN Data Raw: 37 66 66 37 0d 0a 72 75 73 74 48 6f 73 74 43 6f 6e 73 65 6e 74 29 2c 65 2b 22 3a 31 22 29 3b 76 61 72 20 63 
3d 74 68 69 73 2e 64 6f 65 73 48 6f 73 74 45 78 69 73 74 28 65 29 2c 64 3d 74 68 69 73 2e 64 6f 65 73 47 72 6f 75 70 45 
78 69 73 74 28 65 29 2c 75 3d 21 21 63 7c 7c 6f 26 26 47 65 2e 63 61 6e 53 6f 66 74 4f 70 74 49 6e 49 6e 73 65 72 74 46 
6f 72 47 72 6f 75 70 28 65 29 3b 72 65 74 75 72 6e 21 28 21 6e 7c 7c 21 28 6f 26 26 75 7c 7c 21 64 26 26 21 63 29 29 7d 
2c 4b 65 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 41 6c 6c 6f 77 41 6c 6c 42 75 74 74 6f 6e 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 76 61 72 20 74 3d 30 2c 65 3d 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 64 6f 6d 61 69 6e 44 
61 74 61 2e 47 72 6f 75 70 73 2e 73 6f 6d 65 28 66 75 6e 63 
Data Ascii: 7ff7rustHostConsent),e+":1");var c=this.doesHostExist(e),d=this.doesGroupExist(e),u=!!c||o&&Ge.can
SoftOptInInsertForGroup(e);return!(!n||!(o&&u||!d&&!c))},Ke.prototype.setAllowAllButton=function(){var t=0,e=re.BannerVa
riables.domainData.Groups.some(func

2022-05-27 17:34:06 UTC 1679 IN Data Raw: 4e 61 6d 65 29 3b 6f 2e 69 6e 6e 65 72 48 54 4d 4c 3d 65 2e 69 6e 6e 65 72 48 54 4d 4c 3b 76 61 72 20 6e 3d 
65 2e 61 74 74 72 69 62 75 74 65 73 3b 69 66 28 30 3c 6e 2e 6c 65 6e 67 74 68 29 66 6f 72 28 76 61 72 20 72 3d 30 3b 
72 3c 6e 2e 6c 65 6e 67 74 68 3b 72 2b 2b 29 22 74 79 70 65 22 21 3d 3d 6e 5b 72 5d 2e 6e 61 6d 65 3f 6f 2e 73 65 74 
41 74 74 72 69 62 75 74 65 28 6e 5b 72 5d 2e 6e 61 6d 65 2c 6e 5b 72 5d 2e 76 61 6c 75 65 2c 21 30 29 3a 6f 2e 73 65 7
4 41 74 74 72 69 62 75 74 65 28 22 74 79 70 65 22 2c 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 2c 21 30 29 
3b 74 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 6f 29 2c 74 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 65 29 7d 2c 4a 65 2e 
70 72 6f 74 6f 74 79 70 65 2e 72 65 61 63 74 69 76 61 74 65 54 61 67 3d 
Data Ascii: Name);o.innerHTML=e.innerHTML;var n=e.attributes;if(0<n.length)for(var r=0;r<n.length;r++)"type"!=
=n[r].name?o.setAttribute(n[r].name,n[r].value,!0):o.setAttribute("type","text/javascript",!0);t.appendChild(o),t.remove
Child(e)},Je.prototype.reactivateTag=

2022-05-27 17:34:06 UTC 1683 IN Data Raw: 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 54 65 78 74 4e 6f 64 65 28 22 20 64 69 64 20 6e 6f 74 20 6d 61 74 
63 68 20 61 6e 79 20 22 2b 28 74 3f 22 68 6f 73 74 73 2e 22 3a 22 76 65 6e 64 6f 72 73 2e 22 29 29 2c 69 3d 64 6f 63 75 
6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 73 70 61 6e 22 29 3b 72 65 74 75 72 6e 20 6e 2e 69 64 3d 
22 6e 6f 2d 72 65 73 75 6c 74 73 22 2c 69 2e 69 64 3d 22 75 73 65 72 2d 74 65 78 74 22 2c 69 2e 69 6e 6e 65 72 54 65 
78 74 3d 65 2c 72 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 69 29 2c 72 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 73 29 2c 
6e 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 72 29 2c 6c 65 28 22 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 22 
2b 55 2e 50 5f 56 65 6e 64 6f 72 5f 43 6f 6e 74 65 6e 74 29 2e 61 64 
Data Ascii: ocument.createTextNode(" did not match any "+(t?"hosts.":"vendors.")),i=document.createElement("sp
an");return n.id="no-results",i.id="user-text",i.innerText=e,r.appendChild(i),r.appendChild(s),n.appendChild(r),le("#onetrust-
pc-sdk "+U.P_Vendor_Content).ad

2022-05-27 17:34:06 UTC 1687 IN Data Raw: 43 6f 6f 6b 69 65 4c 61 62 65 6c 28 65 29 29 3b 76 61 72 20 72 3d 6f 2e 63 6c 6f 6e 65 4e 6f 64 65 28 21 30 
29 3b 69 66 28 72 2e 63 6c 61 73 73 4c 69 73 74 2e 61 64 64 28 55 2e 50 5f 63 5f 4e 61 6d 65 29 2c 72 2e 71 75 65 72 
79 53 65 6c 65 63 74 6f 72 28 22 64 69 76 3a 6e 74 68 2d 63 68 69 6c 64 28 31 29 22 29 2e 69 6e 6e 65 72 48 54 4d 4c 
3d 68 2e 70 63 43 4c 69 73 74 4e 61 6d 65 2c 72 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 64 69 76 3a 6e 74 68 2
d 63 68 69 6c 64 28 32 29 22 29 2e 69 6e 6e 65 72 48 54 4d 4c 3d 6e 2c 6c 65 28 74 29 2e 61 70 70 65 6e 64 28 72 29 
2c 68 2e 70 63 53 68 6f 77 43 6f 6f 6b 69 65 48 6f 73 74 29 7b 76 61 72 20 73 3d 6f 2e 63 6c 6f 6e 65 4e 6f 64 65 28 21 
30 29 3b 73 2e 63 6c 61 73 73 4c 69 73 74 2e 61 64 64 28 55 2e 50 5f 
Data Ascii: CookieLabel(e));var r=o.cloneNode(!0);if(r.classList.add(U.P_c_Name),r.querySelector("div:nth-child(1)").inn
erHTML=h.pcCListName,r.querySelector("div:nth-child(2)").innerHTML=n,le(t).append(r),h.pcShowCookieHost){var s
=o.cloneNode(!0);s.classList.add(U.P_

2022-05-27 17:34:06 UTC 1692 IN Data Raw: 6f 6e 74 61 69 6e 65 72 2b 27 20 6c 69 5b 73 74 79 6c 65 5e 3d 22 64 69 73 70 6c 61 79 22 5d 27 29 2e 65 6c 
2c 6c 3d 30 3b 6c 3c 61 2e 6c 65 6e 67 74 68 3b 6c 2b 2b 29 61 5b 6c 5d 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 
22 22 3b 21 4b 2e 69 73 56 32 54 65 6d 70 6c 61 74 65 26 26 22 6f 74 50 63 54 61 62 22 3d 3d 3d 47 65 2e 70 72 65 66 
65 72 65 6e 63 65 43 65 6e 74 65 72 47 72 6f 75 70 2e 6e 61 6d 65 7c 7c 6c 65 28 22 23 6f 6e 65 74 72 75 73 74 2d 70 6
3 2d 73 64 6b 20 22 2b 55 2e 50 5f 56 65 6e 64 6f 72 5f 54 69 74 6c 65 29 2e 68 74 6d 6c 28 72 2e 50 43 65 6e 74 65 72 
56 65 6e 64 6f 72 73 4c 69 73 74 54 65 78 74 29 2c 6c 65 28 22 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 22 
2b 55 2e 50 5f 53 65 6c 65 63 74 5f 43 6e 74 72 29 2e 72 65 6d 6f 76 
Data Ascii: ontainer+' li[style^="display"]').el,l=0;l<a.length;l++)a[l].style.display="";!K.isV2Template&&"otPcTab"===G
e.preferenceCenterGroup.name||le("#onetrust-pc-sdk "+U.P_Vendor_Title).html(r.PCenterVendorsListText),le("#onetrust-
pc-sdk "+U.P_Select_Cntr).remov

2022-05-27 17:34:06 UTC 1696 IN Data Raw: 2c 54 3d 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 73 70 6c 2d 70 75 72 70 6f 73 65 2d 67 72 70 
22 29 2c 41 3d 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 76 65 6e 64 6f 72 2d 66 65 61 74 75 72 65 22 29 
2c 42 3d 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 76 65 6e 64 6f 72 2d 66 65 61 74 75 72 65 2d 67 72 6f 
75 70 22 29 2c 49 3d 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 76 65 6e 64 6f 72 2d 73 70 6c 2d 66 65 61 7
4 75 72 65 22 29 2c 53 3d 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 76 65 6e 64 6f 72 2d 73 70 6c 2d 66 65 
61 74 75 72 65 2d 67 72 70 22 29 2c 78 3d 6d 2e 63 6c 6f 6e 65 4e 6f 64 65 28 21 30 29 2c 77 3d 76 2e 63 6c 6f 6e 65 4e 
6f 64 65 28 21 30 29 2c 4c 3d 54 2e 63 6c 6f 6e 65 4e 6f 64 65 28 
Data Ascii: ,T=e.querySelector(".spl-purpose-grp"),A=e.querySelector(".vendor-feature"),B=e.querySelector(".vendor-featu
re-group"),I=e.querySelector(".vendor-spl-feature"),S=e.querySelector(".vendor-spl-feature-grp"),x=m.cloneNode(!0),w=v.c
loneNode(!0),L=T.cloneNode(

2022-05-27 17:34:06 UTC 1700 IN Data Raw: 2e 63 6c 6f 6e 65 4e 6f 64 65 28 21 30 29 2c 6c 65 28 22 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 
22 2b 55 2e 50 5f 56 65 6e 64 6f 72 5f 43 6f 6e 74 61 69 6e 65 72 29 2e 68 74 6d 6c 28 22 22 29 2c 21 4b 2e 69 73 56 32 
54 65 6d 70 6c 61 74 65 26 26 22 6f 74 50 63 54 61 62 22 3d 3d 3d 47 65 2e 70 72 65 66 65 72 65 6e 63 65 43 65 6e 74 
65 72 47 72 6f 75 70 2e 6e 61 6d 65 29 7b 76 61 72 20 65 2c 74 3d 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 
73 2e 76 65 6e 64 6f 72 73 2e 76 65 6e 64 6f 72 54 65 6d 70 6c 61 74 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6
c 6c 28 55 2e 50 5f 41 63 63 5f 48 65 61 64 65 72 29 3b 72 65 2e 6c 65 67 49 6e 74 53 65 74 74 69 6e 67 73 2e 50 41 6c 
6c 6f 77 4c 49 26 26 22 49 41 42 32 22 3d 3d 3d 72 65 2e 69 61 62 
Data Ascii: .cloneNode(!0),le("#onetrust-pc-sdk "+U.P_Vendor_Container).html(""),!K.isV2Template&&"otPcTab"===
Ge.preferenceCenterGroup.name){var e,t=re.BannerVariables.vendors.vendorTemplate.querySelectorAll(U.P_Acc_Head
er);re.legIntSettings.PAllowLI&&"IAB2"===re.iab

2022-05-27 17:34:06 UTC 1704 IN Data Raw: 68 3d 73 2e 48 6f 73 74 73 2e 73 6c 69 63 65 28 29 2c 62 3d 73 2e 46 69 72 73 74 50 61 72 74 79 43 6f 6f 6b 
69 65 73 2e 73 6c 69 63 65 28 29 3b 69 66 28 65 5b 6f 5d 2e 53 68 6f 77 53 75 62 67 72 6f 75 70 26 26 70 2e 6c 65 6e 67 
74 68 29 7b 76 61 72 20 79 3d 75 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 73 65 63 74 69 6f 6e 2e 6f 74 2d 73 64 
6b 2d 73 75 62 67 72 6f 75 70 20 75 6c 20 6c 69 22 29 3b 70 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 
29 7b 76 61 72 20 74 3d 79 2e 63 6c 6f 6e 65 4e 6f 64 65 28 21 30 29 3b 68 3d 68 2e 63 6f 6e 63 61 74 28 65 2e 48 6f 73 
74 73 29 2c 62 3d 62 2e 63 6f 6e 63 61 74 28 65 2e 46 69 72 73 74 50 61 72 74 79 43 6f 6f 6b 69 65 73 29 2c 6c 65 28 74 
2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 6f 74 2d 
Data Ascii: h=s.Hosts.slice(),b=s.FirstPartyCookies.slice();if(e[o].ShowSubgroup&&p.length){var y=u.querySelector("secti
on.ot-sdk-subgroup ul li");p.forEach(function(e){var t=y.cloneNode(!0);h=h.concat(e.Hosts),b=b.concat(e.FirstPartyCookie
s),le(t.querySelector(".ot-
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2022-05-27 17:34:06 UTC 1707 IN Data Raw: 38 30 30 30 0d 0a 73 70 61 6e 44 75 72 61 74 69 6f 6e 54 65 78 74 3d 22 64 61 79 73 22 29 2c 6c 65 28 70 28 
22 74 62 6f 64 79 22 29 29 2e 68 74 6d 6c 28 22 22 29 2c 6c 65 28 70 28 22 74 68 65 61 64 20 74 72 22 29 29 2c 73 2e 
49 73 4c 69 66 65 73 70 61 6e 45 6e 61 62 6c 65 64 3f 6c 65 28 70 28 22 74 68 2e 6c 69 66 65 2d 73 70 61 6e 22 29 29 
2e 65 6c 2e 69 6e 6e 65 72 48 54 4d 4c 3d 73 2e 4c 69 66 65 73 70 61 6e 54 65 78 74 3a 6c 65 28 70 28 22 74 68 65 61 
64 20 74 72 22 29 29 2e 65 6c 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 6c 65 28 70 28 22 74 68 2e 6c 69 66 65 2d 73 70 
61 6e 22 29 29 2e 65 6c 29 2c 6c 65 28 70 28 22 74 68 2e 63 6f 6f 6b 69 65 73 22 29 29 2e 65 6c 2e 69 6e 6e 65 72 48 
54 4d 4c 3d 73 2e 43 6f 6f 6b 69 65 73 54 65 78 74 2c 6c 65 28 70 28 22 
Data Ascii: 8000spanDurationText="days"),le(p("tbody")).html(""),le(p("thead tr")),s.IsLifespanEnabled?le(p("th.life-spa
n")).el.innerHTML=s.LifespanText:le(p("thead tr")).el.removeChild(le(p("th.life-span")).el),le(p("th.cookies")).el.inner
HTML=s.CookiesText,le(p("

2022-05-27 17:34:06 UTC 1711 IN Data Raw: 75 74 74 6f 6e 20 2a 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 61 5b 64 61 74 61 2d 
70 61 72 65 6e 74 2d 69 64 5d 20 2a 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 68 33 20 2a 2c 23 6f 6e 65 
74 72 75 73 74 2d 70 63 2d 73 64 6b 20 68 34 20 2a 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 68 36 20 2a 
2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 62 75 74 74 6f 6e 20 2a 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2
d 73 64 6b 20 61 5b 64 61 74 61 2d 70 61 72 65 6e 74 2d 69 64 5d 20 2a 7b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 
72 69 74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 69 6e 68 65 72 69 74 3b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 7d 23 6f 
6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 
Data Ascii: utton *,#onetrust-banner-sdk a[data-parent-id] *,#onetrust-pc-sdk h3 *,#onetrust-pc-sdk h4 *,#onetrust-pc-sdk 
h6 *,#onetrust-pc-sdk button *,#onetrust-pc-sdk a[data-parent-id] *{font-size:inherit;font-weight:inherit;color:inherit}#onetrus
t-banner-sdk .ot-

2022-05-27 17:34:06 UTC 1715 IN Data Raw: 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 69 6e 70 75 74 2c 23 6f 6e 65 74 72 75 73 
74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 75 6c 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 6c 69 
2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 6e 61 76 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 
6e 65 72 2d 73 64 6b 20 74 61 62 6c 65 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 74 68 65 61 6
4 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 74 72 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 
65 72 2d 73 64 6b 20 74 64 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 74 62 6f 64 79 2c 23 6f 6e 
65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 
Data Ascii: ,#onetrust-banner-sdk input,#onetrust-banner-sdk ul,#onetrust-banner-sdk li,#onetrust-banner-sdk nav,#onetru
st-banner-sdk table,#onetrust-banner-sdk thead,#onetrust-banner-sdk tr,#onetrust-banner-sdk td,#onetrust-banner-sdk 
tbody,#onetrust-banner-sdk .ot-

2022-05-27 17:34:06 UTC 1719 IN Data Raw: 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 6f 6e 65 2e 6f 74 2d 73 64 6b 2d 63 6f 
6c 75 6d 6e 73 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 6f 6e 65 2e 6f 74 2d 73 64 
6b 2d 63 6f 6c 75 6d 6e 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 6f 6e 65 2e 6f 74 
2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 2e 6f 74 2d 73 
64 6b 2d 6f 6e 65 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 
63 79 20 2e 6f 74 2d 73 64 6b 2d 6f 6e 65 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 7b 77 69 64 74 68 3a 34 2e 36 36 
36 36 36 36 36 36 36 36 37 25 7d 23 6f 6e 65 74 72 75 73 
Data Ascii: ust-banner-sdk .ot-sdk-one.ot-sdk-columns,#onetrust-pc-sdk .ot-sdk-one.ot-sdk-column,#onetrust-pc-sdk .ot-sd
k-one.ot-sdk-columns,#ot-sdk-cookie-policy .ot-sdk-one.ot-sdk-column,#ot-sdk-cookie-policy .ot-sdk-one.ot-sdk-
columns{width:4.66666666667%}#onetrus

2022-05-27 17:34:06 UTC 1724 IN Data Raw: 64 6b 2d 6f 66 66 73 65 74 2d 62 79 2d 66 69 76 65 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 2c 23 6f 74 
2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 2e 6f 74 2d 73 64 6b 2d 6f 66 66 73 65 74 2d 62 79 2d 66 69 76 
65 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 2e 6f 
74 2d 73 64 6b 2d 6f 66 66 73 65 74 2d 62 79 2d 66 69 76 65 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 7b 6d 61 72 67 
69 6e 2d 6c 65 66 74 3a 34 33 2e 33 33 33 33 33 33 33 33 33 33 25 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 
2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 6f 66 66 73 65 74 2d 62 79 2d 73 69 78 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 
2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 
Data Ascii: dk-offset-by-five.ot-sdk-columns,#ot-sdk-cookie-policy .ot-sdk-offset-by-five.ot-sdk-column,#ot-sdk-cookie-p
olicy .ot-sdk-offset-by-five.ot-sdk-columns{margin-left:43.3333333333%}#onetrust-banner-sdk .ot-sdk-offset-by-six.ot-sdk-
column,#onetrust-banner-sd

2022-05-27 17:34:06 UTC 1728 IN Data Raw: 32 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 35 
7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 68 33 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 
64 6b 20 68 33 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 68 33 7b 66 6f 6e 74 2d 73 69 7a 65 
3a 31 2e 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 33 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 
72 2d 73 64 6b 20 68 34 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 68 34 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 
6b 69 65 2d 70 6f 6c 69 63 79 20 68 34 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 
67 68 74 3a 31 2e 33 35 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 
Data Ascii: 2{font-size:1.5rem;line-height:1.25}#onetrust-banner-sdk h3,#onetrust-pc-sdk h3,#ot-sdk-cookie-policy h3{font-
size:1.5rem;line-height:1.3}#onetrust-banner-sdk h4,#onetrust-pc-sdk h4,#ot-sdk-cookie-policy h4{font-size:1.5rem;line-
height:1.35}#onetrust-bann

2022-05-27 17:34:06 UTC 1732 IN Data Raw: 73 64 6b 2d 62 75 74 74 6f 6e 2e 6f 74 2d 73 64 6b 2d 62 75 74 74 6f 6e 2d 70 72 69 6d 61 72 79 2c 23 6f 6e 
65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 62 75 74 74 6f 6e 2e 6f 74 2d 73 64 6b 2d 62 75 74 74 6f 6e 2d 70 72 69 6d 
61 72 79 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 
22 5d 2e 6f 74 2d 73 64 6b 2d 62 75 74 74 6f 6e 2d 70 72 69 6d 61 72 79 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 6
4 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 65 73 65 74 22 5d 2e 6f 74 2d 73 64 6b 2d 62 75 74 74 6f 6e 2d 70 72 69 
6d 61 72 79 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 
6e 22 5d 2e 6f 74 2d 73 64 6b 2d 62 75 74 74 6f 6e 2d 70 72 69 6d 61 
Data Ascii: sdk-button.ot-sdk-button-primary,#onetrust-pc-sdk button.ot-sdk-button-primary,#onetrust-pc-sdk input[type="
submit"].ot-sdk-button-primary,#onetrust-pc-sdk input[type="reset"].ot-sdk-button-primary,#onetrust-pc-sdk input[type="b
utton"].ot-sdk-button-prima

2022-05-27 17:34:06 UTC 1736 IN Data Raw: 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 74 65 6c 22 5d 2c 23 6f 6e 65 
74 72 75 73 74 2d 70 63 2d 73 64 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 75 72 6c 22 5d 2c 23 6f 6e 65 74 72 75 73 
74 2d 70 63 2d 73 64 6b 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 70 61 73 73 77 6f 72 64 22 5d 2c 23 6f 6e 65 74 72 75 
73 74 2d 70 63 2d 73 64 6b 20 74 65 78 74 61 72 65 61 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 
20 69 6e 70 75 74 5b 74 79 70 65 3d 22 65 6d 61 69 6c 22 5d 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 
63 79 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 6e 75 6d 62 65 72 22 5d 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 
6f 6c 69 63 79 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 65 61 
Data Ascii: etrust-pc-sdk input[type="tel"],#onetrust-pc-sdk input[type="url"],#onetrust-pc-sdk input[type="password"],#
onetrust-pc-sdk textarea,#ot-sdk-cookie-policy input[type="email"],#ot-sdk-cookie-policy input[type="number"],#ot-sdk-co
okie-policy input[type="sea

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:06 UTC 1739 IN Data Raw: 38 30 30 30 0d 0a 6c 20 75 6c 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 75 6c 20 
75 6c 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 75 6c 20 6f 6c 2c 23 6f 74 2d 73 64 6b 2d 63 6f 
6f 6b 69 65 2d 70 6f 6c 69 63 79 20 6f 6c 20 6f 6c 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 6f 
6c 20 75 6c 7b 6d 61 72 67 69 6e 3a 31 2e 35 72 65 6d 20 30 20 31 2e 35 72 65 6d 20 33 72 65 6d 3b 66 6f 6e 74 2d 73 
69 7a 65 3a 39 30 25 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 6c 69 2c 23 6f 6e 65 74 72 75 
73 74 2d 70 63 2d 73 64 6b 20 6c 69 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 6c 69 7b 6d 61 
72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 7d 23 6f 
Data Ascii: 8000l ul,#ot-sdk-cookie-policy ul ul,#ot-sdk-cookie-policy ul ol,#ot-sdk-cookie-policy ol ol,#ot-sdk-cookie-policy 
ol ul{margin:1.5rem 0 1.5rem 3rem;font-size:90%}#onetrust-banner-sdk li,#onetrust-pc-sdk li,#ot-sdk-cookie-policy 
li{margin-bottom:1rem}#o

2022-05-27 17:34:06 UTC 1743 IN Data Raw: 74 61 2d 70 61 72 65 6e 74 2d 69 64 5d 20 2a 7b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 66 6f 
6e 74 2d 77 65 69 67 68 74 3a 69 6e 68 65 72 69 74 3b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 7d 23 6f 6e 65 74 72 75 73 
74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 68 69 64 65 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 
2e 6f 74 2d 68 69 64 65 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 20 21 69 6d 70 6f 72 74 61 6e 74 7d 23 6f 6e 65 74 72 75 
73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 72 6f 77 20 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 7b 70 61 64 
64 69 6e 67 3a 30 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 63 6f 6e 74 61 69 6e 
65 72 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 7d 23 6f 6e 
Data Ascii: ta-parent-id] *{font-size:inherit;font-weight:inherit;color:inherit}#onetrust-banner-sdk .ot-hide,#onetrust-pc-sdk 
.ot-hide{display:none !important}#onetrust-pc-sdk .ot-sdk-row .ot-sdk-column{padding:0}#onetrust-pc-sdk .ot-sdk-c
ontainer{padding-left:0}#on

2022-05-27 17:34:06 UTC 1747 IN Data Raw: 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 74 72 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 
65 72 2d 73 64 6b 20 74 64 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 74 62 6f 64 79 2c 23 6f 6e 
65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 6d 61 69 6e 2d 63 6f 6e 74 65 6e 74 2c 23 6f 6e 65 
74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 74 6f 67 67 6c 65 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 
6e 6e 65 72 2d 73 64 6b 20 23 6f 74 2d 63 6f 6e 74 65 6e 74 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 
6b 20 23 6f 74 2d 70 63 2d 63 6f 6e 74 65 6e 74 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6
3 68 65 63 6b 62 6f 78 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 
Data Ascii: etrust-banner-sdk tr,#onetrust-banner-sdk td,#onetrust-banner-sdk tbody,#onetrust-banner-sdk .ot-main-conten
t,#onetrust-banner-sdk .ot-toggle,#onetrust-banner-sdk #ot-content,#onetrust-banner-sdk #ot-pc-content,#onetrust-
banner-sdk .checkbox,#onetrust-pc-

2022-05-27 17:34:06 UTC 1751 IN Data Raw: 2d 73 64 6b 2d 6f 6e 65 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 
2d 70 6f 6c 69 63 79 20 2e 6f 74 2d 73 64 6b 2d 6f 6e 65 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 7b 77 69 64 74 68 
3a 34 2e 36 36 36 36 36 36 36 36 36 36 37 25 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 
74 2d 73 64 6b 2d 74 77 6f 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 
6b 20 2e 6f 74 2d 73 64 6b 2d 74 77 6f 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 
6b 69 65 2d 70 6f 6c 69 63 79 20 2e 6f 74 2d 73 64 6b 2d 74 77 6f 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 7b 77 69 
64 74 68 3a 31 33 2e 33 33 33 33 33 33 33 33 33 33 25 7d 
Data Ascii: -sdk-one.ot-sdk-column,#ot-sdk-cookie-policy .ot-sdk-one.ot-sdk-columns{width:4.66666666667%}#onetrust-
banner-sdk .ot-sdk-two.ot-sdk-columns,#onetrust-pc-sdk .ot-sdk-two.ot-sdk-columns,#ot-sdk-cookie-policy .ot-sdk-two.ot-
sdk-columns{width:13.3333333333%}

2022-05-27 17:34:06 UTC 1756 IN Data Raw: 6e 73 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 34 33 2e 33 33 33 33 33 33 33 33 33 33 25 7d 23 6f 6e 65 
74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 6f 66 66 73 65 74 2d 62 79 2d 73 69 78 2e 
6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 73 
64 6b 2d 6f 66 66 73 65 74 2d 62 79 2d 73 69 78 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 2c 23 6f 6e 65 74 72 75 73 
74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 6f 66 66 73 65 74 2d 62 79 2d 73 69 78 2e 6f 74 2d 73 64 6b 2d 63 6f 
6c 75 6d 6e 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 73 64 6b 2d 6f 66 66 73 65 74 2d 62 79 2
d 73 69 78 2e 6f 74 2d 73 64 6b 2d 63 6f 6c 75 6d 6e 73 2c 23 6f 
Data Ascii: ns{margin-right:43.3333333333%}#onetrust-banner-sdk .ot-sdk-offset-by-six.ot-sdk-column,#onetrust-banner-
sdk .ot-sdk-offset-by-six.ot-sdk-columns,#onetrust-pc-sdk .ot-sdk-offset-by-six.ot-sdk-column,#onetrust-pc-sdk .ot-sdk-offs
et-by-six.ot-sdk-columns,#o

2022-05-27 17:34:06 UTC 1760 IN Data Raw: 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 68 34 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 
73 64 6b 20 68 34 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 68 34 7b 66 6f 6e 74 2d 73 69 7a 
65 3a 31 2e 35 72 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 33 35 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 
6e 65 72 2d 73 64 6b 20 68 35 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 68 35 2c 23 6f 74 2d 73 64 6b 2d 
63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 68 35 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 35 72 65 6d 3b 6c 69 6e 65 2d 68 
65 69 67 68 74 3a 31 2e 35 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 68 36 2c 23 6f 6e 65 74 7
2 75 73 74 2d 70 63 2d 73 64 6b 20 68 36 2c 23 6f 74 2d 73 64 6b 
Data Ascii: onetrust-banner-sdk h4,#onetrust-pc-sdk h4,#ot-sdk-cookie-policy h4{font-size:1.5rem;line-height:1.35}#onetr
ust-banner-sdk h5,#onetrust-pc-sdk h5,#ot-sdk-cookie-policy h5{font-size:1.5rem;line-height:1.5}#onetrust-banner-sdk h6,
#onetrust-pc-sdk h6,#ot-sdk

2022-05-27 17:34:06 UTC 1771 IN Data Raw: 38 30 30 30 0d 0a 2e 35 72 65 6d 20 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 39 30 25 7d 23 6f 6e 65 74 72 75 73 
74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 6c 69 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 6c 69 2c 23 6f 74 
2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 6c 69 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 
7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 63 6f 64 65 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 
2d 73 64 6b 20 63 6f 64 65 2c 23 6f 74 2d 73 64 6b 2d 63 6f 6f 6b 69 65 2d 70 6f 6c 69 63 79 20 63 6f 64 65 7b 70 61 64 
64 69 6e 67 3a 30 2e 32 72 65 6d 20 30 2e 35 72 65 6d 3b 6d 61 72 67 69 6e 3a 30 20 30 2e 32 72 65 6d 3b 66 6f 6e 74 
2d 73 69 7a 65 3a 39 30 25 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 
Data Ascii: 8000.5rem 0;font-size:90%}#onetrust-banner-sdk li,#onetrust-pc-sdk li,#ot-sdk-cookie-policy li{margin-bottom
:1rem}#onetrust-banner-sdk code,#onetrust-pc-sdk code,#ot-sdk-cookie-policy code{padding:0.2rem 0.5rem;margin:0 
0.2rem;font-size:90%;white-space:

2022-05-27 17:34:06 UTC 1776 IN Data Raw: 2e 62 61 6e 6e 65 72 43 75 73 74 6f 6d 43 53 53 26 26 28 6c 2b 3d 65 2e 62 61 6e 6e 65 72 43 75 73 74 6f 6d 
43 53 53 29 2c 6c 7d 2c 74 68 69 73 2e 61 64 64 43 75 73 74 6f 6d 50 72 65 66 65 72 65 6e 63 65 43 65 6e 74 65 72 43 
53 53 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 
63 6f 6d 6d 6f 6e 44 61 74 61 2c 74 3d 65 2e 70 63 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 2c 6f 3d 65 2e 70 63 42 
75 74 74 6f 6e 43 6f 6c 6f 72 2c 6e 3d 65 2e 70 63 54 65 78 74 43 6f 6c 6f 72 2c 72 3d 65 2e 70 63 42 75 74 74 6f 6e 54 
65 78 74 43 6f 6c 6f 72 2c 73 3d 65 2e 70 63 4c 69 6e 6b 73 54 65 78 74 43 6f 6c 6f 72 2c 69 3d 65 2e 62 61 6e 6e 65 72 
4c 69 6e 6b 73 54 65 78 74 43 6f 6c 6f 72 2c 61 3d 72 65 2e 42 
Data Ascii: .bannerCustomCSS&&(l+=e.bannerCustomCSS),l},this.addCustomPreferenceCenterCSS=function(){var e=re.
BannerVariables.commonData,t=e.pcBackgroundColor,o=e.pcButtonColor,n=e.pcTextColor,r=e.pcButtonTextColor,s=e.p
cLinksTextColor,i=e.bannerLinksTextColor,a=re.B

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:06 UTC 1792 IN Data Raw: 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 6c 69 63 6b 22 2c 74 68 69 73 2e 62 6f 64 79 
43 6c 69 63 6b 45 76 65 6e 74 29 7d 2c 43 74 2e 70 72 6f 74 6f 74 79 70 65 2e 6f 6e 43 6c 69 63 6b 43 6c 6f 73 65 42 61 
6e 6e 65 72 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 2e 69 73 41 6c 65 72 74 42 6f 78 43 6c 6f 73 65 64 41 6e 64 56 
61 6c 69 64 28 29 7c 7c 28 56 65 2e 74 72 69 67 67 65 72 47 6f 6f 67 6c 65 41 6e 61 6c 79 74 69 63 73 45 76 65 6e 74 
28 4f 65 2c 22 42 61 6e 6e 65 72 20 41 75 74 6f 20 43 6c 6f 73 65 22 2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 29 2c 74 
68 69 73 2e 63 6c 6f 73 65 42 61 6e 6e 65 72 28 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 64 6f 6d 61 
69 6e 44 61 74 61 2e 4f 6e 43 6c 69 63 6b 41 63 63 65 70 74 41 
Data Ascii: emoveEventListener("click",this.bodyClickEvent)},Ct.prototype.onClickCloseBanner=function(e){re.isAlertBoxCl
osedAndValid()||(Ve.triggerGoogleAnalyticsEvent(Oe,"Banner Auto Close",void 0,void 0),this.closeBanner(re.Bann
erVariables.domainData.OnClickAcceptA

2022-05-27 17:34:06 UTC 1803 IN Data Raw: 37 66 66 37 0d 0a 74 42 74 6e 48 61 6e 64 6c 65 72 73 28 29 29 2c 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 
61 62 6c 65 73 2e 64 6f 6d 61 69 6e 44 61 74 61 2e 49 73 49 61 62 45 6e 61 62 6c 65 64 7c 7c 72 65 2e 42 61 6e 6e 65 
72 56 61 72 69 61 62 6c 65 73 2e 63 6f 6d 6d 6f 6e 44 61 74 61 2e 73 68 6f 77 43 6f 6f 6b 69 65 4c 69 73 74 29 7b 6c 65 
28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 22 63 6c 69 63 6b 22 2c 22 2e 62 61 63 6b 2d 62 74 6e 2d 68 61 6e 64 6c 65 7
2 22 2c 74 68 69 73 2e 62 61 63 6b 42 74 6e 48 61 6e 64 6c 65 72 29 2c 6c 65 28 22 23 6f 6e 65 74 72 75 73 74 2d 70 63 
2d 73 64 6b 20 23 76 65 6e 64 6f 72 2d 73 65 61 72 63 68 2d 68 61 6e 64 6c 65 72 22 29 2e 6f 6e 28 22 6b 65 79 75 70 
22 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 2e 74 
Data Ascii: 7ff7tBtnHandlers()),re.BannerVariables.domainData.IsIabEnabled||re.BannerVariables.commonData.show
CookieList){le(document).on("click",".back-btn-handler",this.backBtnHandler),le("#onetrust-pc-sdk #vendor-search-handler
").on("kuser",function(e){var t=e.t

2022-05-27 17:34:06 UTC 1819 IN Data Raw: 2c 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 22 23 22 2b 72 29 2e 63 6c 61 73 73 4c 69 73 74 2e 72 65 
6d 6f 76 65 28 22 6f 74 2d 68 69 64 65 22 29 2c 6e 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 74 61 62 69 6e 64 65 
78 22 2c 30 29 2c 6e 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 73 65 6c 65 63 74 65 64 22 2c 21 30 
29 2c 6e 2e 63 6c 61 73 73 4c 69 73 74 2e 61 64 64 28 55 2e 50 5f 41 63 74 69 76 65 5f 4d 65 6e 75 29 7d 2c 54 74 2e 7
0 72 6f 74 6f 74 79 70 65 2e 74 61 62 4d 65 6e 75 54 6f 67 67 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 65 2e 6
5 6c 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 74 61 62 69 6e 64 65 78 22 2c 30 29 2c 65 2e 65 6c 2e 73 65 74 41 
74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 73 65 6c 65 63 74 65 64 
Data Ascii: ,t.querySelector("#"+r).classList.remove("ot-hide"),n.setAttribute("tabindex",0),n.setAttribute("aria-select
ed",!0),n.classList.add(U.P_Active_Menu)},Tt.prototype.tabMenuToggle=function(e,t){e.el.setAttribute("tabindex",0),e.el.
setAttribute("aria-selected

2022-05-27 17:34:06 UTC 1835 IN Data Raw: 38 30 30 30 0d 0a 6e 65 72 48 54 4d 4c 3d 6f 3f 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 65 73 2e 64 
6f 6d 61 69 6e 44 61 74 61 2e 50 43 41 63 74 69 76 65 54 65 78 74 3a 72 65 2e 42 61 6e 6e 65 72 56 61 72 69 61 62 6c 
65 73 2e 64 6f 6d 61 69 6e 44 61 74 61 2e 50 43 49 6e 61 63 74 69 76 65 54 65 78 74 29 3b 76 61 72 20 69 3d 74 68 69 
73 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 45 6c 65 6d 65 6e 74 26 26 2d 31 21 3d 3d 74 68 69 73 2e 67 65 74 
41 74 74 72 69 62 75 74 65 28 22 69 64 22 29 2e 69 6e 64 65 78 4f 66 28 22 2d 6c 65 67 2d 6f 75 74 22 29 3b 76 74 2e 
75 70 64 61 74 65 53 75 62 47 72 6f 75 70 54 6f 67 67 6c 65 73 28 73 2c 6f 2c 69 29 7d 7d 76 61 72 20 41 74 2c 42 74 3d 
28 49 74 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 3d 66 75 6e 63 
Data Ascii: 8000nerHTML=o?re.BannerVariables.domainData.PCActiveText:re.BannerVariables.domainData.PCInactiveT
ext);var i=this instanceof HTMLElement&&-1!==this.getAttribute("id").indexOf("-leg-out");vt.updateSubGroupToggles(s,o,i)
}}var At,Bt=(It.prototype.init=func

2022-05-27 17:34:06 UTC 1851 IN Data Raw: 65 2e 73 65 74 46 69 72 73 74 50 61 72 74 79 43 6f 6f 6b 69 65 73 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 
6f 2c 6e 29 7b 76 61 72 20 72 3d 68 28 65 2e 46 69 72 73 74 50 61 72 74 79 43 6f 6f 6b 69 65 73 29 3b 69 66 28 30 3c 
65 2e 53 75 62 47 72 6f 75 70 73 2e 6c 65 6e 67 74 68 26 26 65 2e 53 75 62 47 72 6f 75 70 73 2e 66 6f 72 45 61 63 68 28 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 3d 68 28 72 2c 65 2e 46 69 72 73 74 50 61 72 74 79 43 6f 6f 6b 69 65 73 29 7d 29 
2c 72 2e 6c 65 6e 67 74 68 29 7b 76 61 72 20 73 3d 74 2e 63 6c 6f 6e 65 4e 6f 64 65 28 21 30 29 2c 69 3d 6f 2e 71 75 65 
72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 55 2e 50 5f 53 75 62 67 70 5f 75 6c 29 2c 61 3d 69 5b 69 2e 6c 65 6e 67 74 68 
2d 31 5d 3b 73 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 
Data Ascii: e.setFirstPartyCookies=function(e,t,o,n){var r=h(e.FirstPartyCookies);if(0<e.SubGroups.length&&e.S
ubGroups.forEach(function(e){r=h(r,e.FirstPartyCookies)}),r.length){var s=t.cloneNode(!0),i=o.querySelectorAll(U.P_Subgp
_ul),a=i[i.length-1];s.querySelector(

2022-05-27 17:34:06 UTC 1867 IN Data Raw: 3a 76 61 72 20 70 0d 0a 
Data Ascii: :var p

2022-05-27 17:34:06 UTC 1867 IN Data Raw: 31 38 37 66 0d 0a 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 74 29 3b 70 
26 26 28 70 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 6c 29 2c 64 26 26 76 6f 69 64 20 30 21 3d 3d 6e 2e 6d 61 6b 65 53 
65 6c 65 63 74 6f 72 56 69 73 69 62 6c 65 26 26 21 30 3d 3d 3d 6e 2e 6d 61 6b 65 53 65 6c 65 63 74 6f 72 56 69 73 69 6
2 6c 65 26 26 57 2e 73 68 6f 77 28 74 29 29 7d 69 66 28 64 26 26 76 6f 69 64 20 30 21 3d 3d 6e 2e 6d 61 6b 65 45 6c 65 
6d 65 6e 74 73 56 69 73 69 62 6c 65 29 66 6f 72 28 69 3d 30 3b 69 3c 6e 2e 6d 61 6b 65 45 6c 65 6d 65 6e 74 73 56 69 
73 69 62 6c 65 2e 6c 65 6e 67 74 68 3b 69 2b 3d 31 29 57 2e 73 68 6f 77 28 6e 2e 6d 61 6b 65 45 6c 65 6d 65 6e 74 73 
56 69 73 69 62 6c 65 5b 69 5d 29 3b 69 66 28 64 26 26 76 6f 69 64 20 30 
Data Ascii: 187f=document.getElementById(t);p&&(p.appendChild(l),d&&void 0!==n.makeSelectorVisible&&!0===n.mak
eSelectorVisible&&W.show(t))}if(d&&void 0!==n.makeElementsVisible)for(i=0;i<n.makeElementsVisible.length;i+=1)
W.show(n.makeElementsVisible[i]);if(d&&void 0

2022-05-27 17:34:06 UTC 1873 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.168.2.2 58749 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 113 of 163



2022-05-27 17:34:06 UTC 1873 OUT GET /node_modules/driver.js/dist/driver.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 1912 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/javascript
Content-Length: 46929
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:07:01 GMT
ETag: "62725e55-b751"
Expires: Sat, 27 May 2023 17:34:07 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 1913 IN Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 
72 74 73 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 
72 74 73 3d 65 28 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 
6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 5d 2c 65 29 3a 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 78 70 
6f 72 74 73 3f 65 78 70 6f 72 74 73 2e 44 72 69 76 65 72 3d 65 28 29 3a 74 2e 44 72 69 76 65 72 3d 65 28 29 7d 28 77 
69 6e 64 6f 77 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 
65 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 6f 29 7b 69 66 
Data Ascii: !function(t,e){"object"==typeof exports&&"object"==typeof module?module.exports=e():"function"==typeof defin
e&&define.amd?define([],e):"object"==typeof exports?exports.Driver=e():t.Driver=e()}(window,function(){return function(t)
{var e={};function n(o){if

2022-05-27 17:34:07 UTC 1928 IN Data Raw: 74 79 70 65 2c 45 3d 50 5b 68 5d 7c 7c 50 5b 22 40 40 69 74 65 72 61 74 6f 72 22 5d 7c 7c 76 26 26 50 5b 76 
5d 2c 4e 3d 45 7c 7c 78 28 76 29 2c 6a 3d 76 3f 4f 3f 78 28 22 65 6e 74 72 69 65 73 22 29 3a 4e 3a 76 6f 69 64 20 30 2c 
4c 3d 22 41 72 72 61 79 22 3d 3d 65 26 26 50 2e 65 6e 74 72 69 65 73 7c 7c 45 3b 69 66 28 4c 26 26 28 77 3d 6c 28 4c 
2e 63 61 6c 6c 28 6e 65 77 20 74 29 29 29 21 3d 3d 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 26 26 77 2e 6e 65 78 
74 26 26 28 75 28 77 2c 53 2c 21 30 29 2c 6f 7c 7c 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 77 5b 68 5d 
7c 7c 73 28 77 2c 68 2c 70 29 29 2c 4f 26 26 45 26 26 22 76 61 6c 75 65 73 22 21 3d 3d 45 2e 6e 61 6d 65 26 26 28 6b 
3d 21 30 2c 4e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 
Data Ascii: type,E=P[h]||P["@@iterator"]||v&&P[v],N=E||x(v),j=v?O?x("entries"):N:void 0,L="Array"==e&&P.entries||E;if(L&
&(w=l(L.call(new t)))!==Object.prototype&&w.next&&(u(w,S,!0),o||"function"==typeof w[h]||s(w,h,p)),O&&E&&"valu
es"!==E.name&&(k=!0,N=function(){retu

2022-05-27 17:34:07 UTC 2009 IN Data Raw: 2d 62 6f 74 74 6f 6d 22 3a 74 68 69 73 2e 70 6f 73 69 74 69 6f 6e 4f 6e 4c 65 66 74 42 6f 74 74 6f 6d 28 74 29 
3b 62 72 65 61 6b 3b 63 61 73 65 22 72 69 67 68 74 22 3a 63 61 73 65 22 72 69 67 68 74 2d 74 6f 70 22 3a 74 68 69 73 
2e 70 6f 73 69 74 69 6f 6e 4f 6e 52 69 67 68 74 28 74 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 72 69 67 68 74 2d 63 65 
6e 74 65 72 22 3a 74 68 69 73 2e 70 6f 73 69 74 69 6f 6e 4f 6e 52 69 67 68 74 43 65 6e 74 65 72 28 74 29 3b 62 72 65 
61 6b 3b 63 61 73 65 22 72 69 67 68 74 2d 62 6f 74 74 6f 6d 22 3a 74 68 69 73 2e 70 6f 73 69 74 69 6f 6e 4f 6e 52 69 67 
68 74 42 6f 74 74 6f 6d 28 74 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 74 6f 70 22 3a 63 61 73 65 22 74 6f 70 2d 6c 65 66 
74 22 3a 74 68 69 73 2e 70 6f 73 69 74 69 6f 6e 4f 6e 54 6f 70 
Data Ascii: -bottom":this.positionOnLeftBottom(t);break;case"right":case"right-top":this.positionOnRight(t);break;case"right-
center":this.positionOnRightCenter(t);break;case"right-bottom":this.positionOnRightBottom(t);break;case"top":case"top-
left":this.positionOnTop

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.2 62261 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:32:59 UTC 46 OUT GET /assets/css/style.css HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:32:59 UTC 160 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: text/css
Date: Fri, 27 May 2022 17:32:59 GMT
ETag: "6046a7ce-229b"
Expires: -1
Last-Modified: Mon, 08 Mar 2021 22:40:14 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 8859
Connection: Close

2022-05-27 17:32:59 UTC 161 IN Data Raw: 2f 2a 20 44 65 63 6c 61 72 61 74 69 6f 6e 20 6f 72 64 65 72 0a 20 2a 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 0a 20 2a 20 2d 20 50 6f 73 
69 74 69 6f 6e 69 6e 67 0a 20 2a 20 2d 20 42 6f 78 2d 6d 6f 64 65 6c 0a 20 2a 20 2d 20 54 79 70 6f 67 72 61 70 68 79 0a 
20 2a 20 2d 20 56 69 73 75 61 6c 0a 20 2a 20 2d 20 4d 69 73 63 0a 20 2a 20 2a 2f 0a 0a 62 6f 64 79 20 7b 0a 20 20 66 6f 
6e 74 2d 66 61 6d 69 6c 79 3a 20 22 52 6f 62 6f 74 6f 22 2c 20 22 4c 61 74 6f 22 2c 20 22 48 65 6c 76 65 74 69 63 61 20 
4e 65 75 65 22 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 41 72 69 61 6c 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 
66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b 0a 20 20 63 6f 
Data Ascii: /* Declaration order * ------------------------------------------ * - Positioning * - Box-model * - Typography * - Visual * - Mi
sc * */body {  font-family: "Roboto", "Lato", "Helvetica Neue", Helvetica, Arial, sans-serif;  font-size: 14px;  co

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.2 57219 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:06 UTC 1874 OUT GET /resources/js/lib/fakescroll.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 1877 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/javascript
Content-Length: 4200
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-1068"
Expires: Sat, 27 May 2023 17:34:07 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 1877 IN Data Raw: 2f 2a 2a 0a 20 2a 20 42 79 20 59 61 69 72 20 45 76 65 6e 20 4f 72 20 28 43 29 0a 20 2a 20 68 74 74 70 73 3a 
2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 79 61 69 72 45 4f 2f 66 61 6b 65 73 63 72 6f 6c 6c 0a 20 2a 2f 0a 28 66 75 6e 63 74 
69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 62 2c 61 29 7b 62 26 26 28 74 68 69 73 2e 73 65 74 74 69 6e 67 73 
3d 4f 62 6a 65 63 74 2e 61 73 73 69 67 6e 28 7b 7d 2c 74 68 69 73 2e 64 65 66 61 75 6c 74 73 2c 61 7c 7c 7b 7d 29 2c 
74 68 69 73 2e 63 61 6c 6c 62 61 63 6b 3d 61 2e 63 61 6c 6c 62 61 63 6b 3f 61 2e 63 61 6c 6c 62 61 63 6b 3a 6e 75 6c 
6c 2c 74 68 69 73 2e 73 74 61 74 65 3d 7b 7d 2c 74 68 69 73 2e 6c 69 73 74 65 6e 65 72 73 3d 7b 7d 2c 74 68 69 73 2e 
44 4f 4d 3d 74 68 69 73 2e 62 75 69 6c 64 28 62 29 2c 74 68 69 73 
Data Ascii: /** * By Yair Even Or (C) * https://github.com/yairEO/fakescroll */(function(){function e(b,a){b&&(this.sett
ings=Object.assign({},this.defaults,a||{}),this.callback=a.callback?a.callback:null,this.state={},this.listeners={},this
.DOM=this.build(b),this

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.2 55364 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:06 UTC 1874 OUT GET /resources/js/lib/mus_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 1881 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/javascript
Content-Length: 9833
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-2669"
Expires: Sat, 27 May 2023 17:34:07 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 1882 IN Data Raw: 2f 2a 21 0a 20 2a 20 4d 75 73 2e 6a 73 20 76 31 2e 30 2e 30 0a 20 2a 20 28 63 29 20 32 30 31 38 20 4d 61 
75 72 69 63 69 6f 20 47 69 6f 72 64 61 6e 6f 20 3c 67 69 6f 72 64 61 6e 6f 40 69 6e 65 76 65 6e 74 2e 75 73 3e 20 2d 20 
49 6e 45 76 65 6e 74 0a 20 2a 20 52 65 6c 65 61 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65 6e 
73 65 2e 0a 20 2a 2f 0a 28 66 75 6e 63 74 69 6f 6e 20 28 67 6c 6f 62 61 6c 2c 20 66 61 63 74 6f 72 79 29 20 7b 0a 09 74 
79 70 65 6f 66 20 65 78 70 6f 72 74 73 20 3d 3d 3d 20 27 6f 62 6a 65 63 74 27 20 26 26 20 74 79 70 65 6f 66 20 6d 6f 64 
75 6c 65 20 21 3d 3d 20 27 75 6e 64 65 66 69 6e 65 64 27 20 3f 20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 20 3d 20 66 
61 63 74 6f 72 79 28 29 20 3a 0a 09 74 79 70 65 6f 66 20 64 65 
Data Ascii: /*! * Mus.js v1.0.0 * (c) 2018 Mauricio Giordano <giordano@inevent.us> - InEvent * Released under the MIT Li
cense. */(function (global, factory) {typeof exports === 'object' && typeof module !== 'undefined' ? module.exports = fa
ctory() :typeof de

2022-05-27 17:34:07 UTC 1890 IN Data Raw: 64 20 3a 20 74 68 69 73 2e 74 69 6d 65 45 6c 61 70 73 65 64 28 29 2c 0a 09 09 09 77 69 6e 64 6f 77 20 3a 20 
7b 0a 09 09 09 09 77 69 64 74 68 20 3a 20 77 69 6e 64 6f 77 2e 6f 75 74 65 72 57 69 64 74 68 2c 0a 09 09 09 09 68 65 
69 67 68 74 20 3a 20 77 69 6e 64 6f 77 2e 6f 75 74 65 72 48 65 69 67 68 74 0a 09 09 09 7d 0a 09 09 7d 3b 0a 09 7d 2c 
0a 0a 09 2f 2a 2a 0a 09 20 2a 20 53 65 74 73 20 67 65 6e 65 72 61 74 65 64 20 4d 75 73 20 64 61 74 61 20 66 6f 72 20 7
0 6c 61 79 62 61 63 6b 0a 09 20 2a 20 40 70 61 72 61 6d 20 64 61 74 61 20 61 72 72 61 79 20 67 65 6e 65 72 61 74 65 
64 20 4d 75 73 20 64 61 74 61 0a 09 20 2a 2f 0a 09 73 65 74 44 61 74 61 20 3a 20 66 75 6e 63 74 69 6f 6e 28 64 61 74 
61 29 20 7b 0a 09 09 69 66 20 28 64 61 74 61 2e 66 72 61 6d 65 73 29 20 
Data Ascii: d : this.timeElapsed(),window : {width : window.outerWidth,height : window.outerHeight}};},/** * Sets generated 
Mus data for playback * @param data array generated Mus data */setData : function(data) {if (data.frames) 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.2 59356 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:06 UTC 1875 OUT GET /resources/js/campus_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok
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2022-05-27 17:34:07 UTC 1976 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/javascript
Content-Length: 68259
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-10aa3"
Expires: Sat, 27 May 2023 17:34:07 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 1977 IN Data Raw: 76 61 72 20 54 4f 50 5f 4f 46 46 53 45 54 3d 31 30 30 2c 74 72 61 6e 73 6c 61 74 69 6f 6e 73 3d 5b 5d 2c 6d 
75 73 3d 6e 75 6c 6c 2c 64 65 6c 61 79 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 30 3b 72 65 74 75 72 6e 
20 66 75 6e 63 74 69 6f 6e 28 74 2c 61 29 7b 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 65 29 2c 65 3d 73 65 74 54 69 6d 
65 6f 75 74 28 74 2c 61 29 7d 7d 28 29 2c 63 75 72 72 65 6e 74 56 69 64 65 6f 3d 6e 75 6c 6c 3b 66 75 6e 63 74 69 6f 6e 
20 72 65 63 61 70 74 63 68 61 4c 6f 61 64 65 64 28 29 7b 66 6f 72 28 76 61 72 20 65 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 
74 45 6c 65 6d 65 6e 74 73 42 79 43 6c 61 73 73 4e 61 6d 65 28 22 67 2d 72 65 63 61 70 74 63 68 61 22 29 2c 74 3d 30 
3b 74 3c 65 2e 6c 65 6e 67 74 68 3b 74 2b 2b 29 7b 76 61 72 20 61 
Data Ascii: var TOP_OFFSET=100,translations=[],mus=null,delay=function(){var e=0;return function(t,a){clearTim
eout(e),e=setTimeout(t,a)}}(),currentVideo=null;function recaptchaLoaded(){for(var e=document.getElementsByCla
ssName("g-recaptcha"),t=0;t<e.length;t++){var a

2022-05-27 17:34:07 UTC 1992 IN Data Raw: 61 72 20 65 3d 24 28 74 68 69 73 29 2c 74 3d 70 61 72 73 65 49 6e 74 28 76 6f 69 64 20 30 21 3d 3d 65 2e 64 
61 74 61 28 22 6d 61 78 2d 6c 65 76 65 6c 22 29 3f 65 2e 64 61 74 61 28 22 6d 61 78 2d 6c 65 76 65 6c 22 29 3a 36 29 
2c 61 3d 70 61 72 73 65 49 6e 74 28 76 6f 69 64 20 30 21 3d 3d 65 2e 64 61 74 61 28 22 6d 69 6e 2d 6c 65 76 65 6c 22 
29 3f 65 2e 64 61 74 61 28 22 6d 69 6e 2d 6c 65 76 65 6c 22 29 3a 31 29 3b 28 74 3c 31 7c 7c 74 3e 36 29 26 26 28 74 3
d 36 29 2c 28 61 3e 74 7c 7c 61 3c 31 29 26 26 28 61 3d 31 29 3b 66 6f 72 28 76 61 72 20 69 3d 5b 5d 2c 6e 3d 61 3b 6e 
3c 3d 74 3b 6e 2b 2b 29 69 2e 70 75 73 68 28 22 68 22 2b 6e 29 3b 24 68 65 61 64 69 6e 67 73 3d 24 28 22 2e 74 65 63 
68 6c 69 62 2d 61 72 74 69 63 6c 65 22 29 2e 66 69 6e 64 28 69 2e 6a 
Data Ascii: ar e=$(this),t=parseInt(void 0!==e.data("max-level")?e.data("max-level"):6),a=parseInt(void 0!==e.data("min-
level")?e.data("min-level"):1);(t<1||t>6)&&(t=6),(a>t||a<1)&&(a=1);for(var i=[],n=a;n<=t;n++)i.push("h"+n);$headings=$("
.techlib-article").find(i.j

2022-05-27 17:34:07 UTC 2052 IN Data Raw: 6b 62 6f 78 22 29 2e 63 6c 69 63 6b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 31 3d 3d 3d 24 28 74 68 
69 73 29 2e 68 61 73 43 6c 61 73 73 28 22 64 69 73 61 62 6c 65 64 22 29 29 7b 76 61 72 20 65 3d 24 28 74 68 69 73 29 
2e 68 61 73 43 6c 61 73 73 28 22 63 68 65 63 6b 65 64 22 29 3b 21 30 3d 3d 3d 65 3f 24 28 74 68 69 73 29 2e 72 65 6d 
6f 76 65 43 6c 61 73 73 28 22 63 68 65 63 6b 65 64 22 29 3a 24 28 74 68 69 73 29 2e 61 64 64 43 6c 61 73 73 28 22 63 
68 65 63 6b 65 64 22 29 2c 76 6f 69 64 20 30 21 3d 3d 24 28 74 68 69 73 29 2e 61 74 74 72 28 22 64 61 74 61 2d 66 6f 
72 22 29 26 26 76 6f 69 64 20 30 21 3d 3d 24 28 24 28 74 68 69 73 29 2e 61 74 74 72 28 22 64 61 74 61 2d 66 6f 72 22 
29 29 26 26 28 24 28 24 28 74 68 69 73 29 2e 61 74 74 72 28 22 64 61 74 
Data Ascii: kbox").click(function(){if(!1===$(this).hasClass("disabled")){var e=$(this).hasClass("checked");!0===e?$(thi
s).removeClass("checked"):$(this).addClass("checked"),void 0!==$(this).attr("data-for")&&void 0!==$($(this).attr("data-f
or"))&&($($(this).attr("dat

2022-05-27 17:34:07 UTC 2139 IN Data Raw: 69 63 28 24 28 74 29 2e 64 61 74 61 28 69 29 29 3f 70 61 72 73 65 49 6e 74 28 24 28 65 29 2e 64 61 74 61 
28 69 29 29 3e 70 61 72 73 65 49 6e 74 28 24 28 74 29 2e 64 61 74 61 28 69 29 29 3f 31 3a 2d 31 3a 53 74 72 69 6e 67 
28 24 28 65 29 2e 64 61 74 61 28 69 29 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3e 53 74 72 69 6e 67 28 24 28 74 2
9 2e 64 61 74 61 28 69 29 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3f 31 3a 2d 31 7d 3a 66 75 6e 63 74 69 6f 6e 28 
65 2c 74 29 7b 72 65 74 75 72 6e 21 30 3d 3d 3d 24 2e 69 73 4e 75 6d 65 72 69 63 28 24 28 65 29 2e 64 61 74 61 28 69 
29 29 26 26 21 30 3d 3d 3d 24 2e 69 73 4e 75 6d 65 72 69 63 28 24 28 74 29 2e 64 61 74 61 28 69 29 29 3f 70 61 72 73 
65 49 6e 74 28 24 28 74 29 2e 64 61 74 61 28 69 29 29 3e 70 61 72 73 65 
Data Ascii: ic($(t).data(i))?parseInt($(e).data(i))>parseInt($(t).data(i))?1:-1:String($(e).data(i)).toLowerCase()>Strin
g($(t).data(i)).toLowerCase()?1:-1}:function(e,t){return!0===$.isNumeric($(e).data(i))&&!0===$.isNumeric($(t).data(i))?p
arseInt($(t).data(i))>parse

2022-05-27 17:34:07 UTC 2164 IN Data Raw: 2c 7b 68 69 74 54 79 70 65 3a 22 65 76 65 6e 74 22 2c 65 76 65 6e 74 43 61 74 65 67 6f 72 79 3a 22 56 69 64 
65 6f 22 2c 65 76 65 6e 74 41 63 74 69 6f 6e 3a 22 61 75 74 6f 50 6c 61 79 22 2c 65 76 65 6e 74 4c 61 62 65 6c 3a 22 76 
69 64 65 6f 3a 22 2b 76 69 64 65 6f 73 5b 74 5d 2e 64 61 74 61 28 22 72 65 73 6f 75 72 63 65 2d 69 64 22 29 7d 29 3a 
67 61 28 22 73 65 6e 64 22 2c 7b 68 69 74 54 79 70 65 3a 22 65 76 65 6e 74 22 2c 65 76 65 6e 74 43 61 74 65 67 6f 72 
79 3a 22 56 69 64 65 6f 22 2c 65 76 65 6e 74 41 63 74 69 6f 6e 3a 22 70 6c 61 79 22 2c 65 76 65 6e 74 4c 61 62 65 6c 3
a 22 76 69 64 65 6f 3a 22 2b 76 69 64 65 6f 73 5b 74 5d 2e 64 61 74 61 28 22 72 65 73 6f 75 72 63 65 2d 69 64 22 29 7d 
29 29 2c 22 6d 65 64 69 61 45 6e 64 65 64 22 3d 3d 3d 65 26 26 21 
Data Ascii: ,{hitType:"event",eventCategory:"Video",eventAction:"autoPlay",eventLabel:"video:"+videos[t].data("resource-
id")}):ga("send",{hitType:"event",eventCategory:"Video",eventAction:"play",eventLabel:"video:"+videos[t].data("resource-
id")})),"mediaEnded"===e&&!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.2.2 64983 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:06 UTC 1876 OUT GET /proxy/google-recaptcha_c0f95027542 HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 1891 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Pragma: public
Cache-Control: public, only-if-cached, max-age=86400
Expires: Sat, 28 May 2022 17:34:07 GMT

2022-05-27 17:34:07 UTC 1892 IN Data Raw: 33 38 65 0d 0a 2f 2a 20 50 4c 45 41 53 45 20 44 4f 20 4e 4f 54 20 43 4f 50 59 20 41 4e 44 20 50 41 53 54 45 
20 54 48 49 53 20 43 4f 44 45 2e 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 77 3d 77 69 6e 64 6f 77 2c 43 
3d 27 5f 5f 5f 67 72 65 63 61 70 74 63 68 61 5f 63 66 67 27 2c 63 66 67 3d 77 5b 43 5d 3d 77 5b 43 5d 7c 7c 7b 7d 2c 4e 
3d 27 67 72 65 63 61 70 74 63 68 61 27 3b 76 61 72 20 67 72 3d 77 5b 4e 5d 3d 77 5b 4e 5d 7c 7c 7b 7d 3b 67 72 2e 72 
65 61 64 79 3d 67 72 2e 72 65 61 64 79 7c 7c 66 75 6e 63 74 69 6f 6e 28 66 29 7b 28 63 66 67 5b 27 66 6e 73 27 5d 3d 
63 66 67 5b 27 66 6e 73 27 5d 7c 7c 5b 5d 29 2e 70 75 73 68 28 66 29 3b 7d 3b 77 5b 27 5f 5f 72 65 63 61 70 74 63 68 6
1 5f 61 70 69 27 5d 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 
Data Ascii: 38e/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C='___grecaptch
a_cfg',cfg=w[C]=w[C]||{},N='grecaptcha';var gr=w[N]=w[N]||{};gr.ready=gr.ready||function(f){(cfg['fns']=cfg['fns']||[]).push(f);};
w['__recaptcha_api']='https://www.g

2022-05-27 17:34:07 UTC 1892 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 192.168.2.2 50176 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:06 UTC 1876 OUT GET /node_modules/@vidyard/embed-code/dist/v4_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 1944 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/javascript
Content-Length: 71826
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:07:01 GMT
ETag: "62725e55-11892"
Expires: Sat, 27 May 2023 17:34:07 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes
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2022-05-27 17:34:07 UTC 1945 IN Data Raw: 76 61 72 20 76 69 64 79 61 72 64 45 6d 62 65 64 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 
7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 72 29 7b 69 66 28 74 5b 72 5d 29 72 65 74 75 72 6e 20 74 5b 72 5d 2e 65 78 
70 6f 72 74 73 3b 76 61 72 20 69 3d 74 5b 72 5d 3d 7b 69 3a 72 2c 6c 3a 21 31 2c 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 7
2 65 74 75 72 6e 20 65 5b 72 5d 2e 63 61 6c 6c 28 69 2e 65 78 70 6f 72 74 73 2c 69 2c 69 2e 65 78 70 6f 72 74 73 2c 6e 
29 2c 69 2e 6c 3d 21 30 2c 69 2e 65 78 70 6f 72 74 73 7d 72 65 74 75 72 6e 20 6e 2e 6d 3d 65 2c 6e 2e 63 3d 74 2c 6e 
2e 64 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 72 29 7b 6e 2e 6f 28 65 2c 74 29 7c 7c 4f 62 6a 65 63 74 2e 64 65 66 69 
6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 65 6e 75 6d 65 72 61 
Data Ascii: var vidyardEmbed=function(e){var t={};function n(r){if(t[r])return t[r].exports;var i=t[r]={i:r,l:!1,exports:{}};return 
e[r].call(i.exports,i,i.exports,n),i.l=!0,i.exports}return n.m=e,n.c=t,n.d=function(e,t,r){n.o(e,t)||Object.defineProperty(e,t,{
enumera

2022-05-27 17:34:07 UTC 1960 IN Data Raw: 72 6d 61 6e 63 65 2e 74 69 6d 69 6e 67 2e 6e 61 76 69 67 61 74 69 6f 6e 53 74 61 72 74 26 26 24 2e 69 6e 
66 6f 28 22 53 63 72 69 70 74 20 6c 6f 61 64 20 74 69 6d 65 20 22 2b 28 44 61 74 65 2e 6e 6f 77 28 29 2d 77 69 6e 64 6f 
77 2e 70 65 72 66 6f 72 6d 61 6e 63 65 2e 74 69 6d 69 6e 67 2e 6e 61 76 69 67 61 74 69 6f 6e 53 74 61 72 74 29 29 3b 
76 61 72 20 4b 3d 7b 6c 6f 67 67 65 72 3a 24 2c 67 65 74 50 6c 61 79 62 61 63 6b 55 52 4c 3a 55 2c 73 65 74 50 6c 61 7
9 62 61 63 6b 55 52 4c 3a 56 2c 76 65 72 73 69 6f 6e 3a 54 7d 3b 76 61 72 20 58 2c 5a 3d 66 75 6e 63 74 69 6f 6e 28 65 
2c 74 29 7b 76 61 72 20 6e 3b 72 65 74 75 72 6e 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 76 69 64 79 61 72 64 2d 64 69 
76 2d 27 2b 65 2e 75 75 69 64 2b 27 22 20 72 6f 6c 65 3d 22 72 65 67 
Data Ascii: rmance.timing.navigationStart&&$.info("Script load time "+(Date.now()-window.performance.timing.na
vigationStart));var K={logger:$,getPlaybackURL:U,setPlaybackURL:V,version:T};var X,Z=function(e,t){var n;return'<div cla
ss="vidyard-div-'+e.uuid+'" role="reg

2022-05-27 17:34:07 UTC 2023 IN Data Raw: 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 72 64 2d 63 6f 6e 74 65 
6e 74 2d 66 69 78 65 64 22 29 2c 72 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 
69 64 79 61 72 64 2d 66 6f 63 75 73 61 62 6c 65 2d 65 6c 65 6d 65 6e 74 22 29 2c 69 3d 64 6f 63 75 6d 65 6e 74 2e 67 6
5 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 72 64 2d 6f 76 65 72 6c 61 79 22 29 2c 6f 3d 64 6f 63 75 6d 
65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 72 64 2d 6f 76 65 72 6c 61 79 2d 77 72 61 
70 70 65 72 22 29 2c 61 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 
72 64 2d 70 6f 70 62 6f 78 22 29 2c 6e 26 26 69 26 26 6f 26 26 61 26 26 
Data Ascii: ument.getElementById("vidyard-content-fixed"),r=document.getElementById("vidyard-focusable-element
"),i=document.getElementById("vidyard-overlay"),o=document.getElementById("vidyard-overlay-wrapper"),a=documen
t.getElementById("vidyard-popbox"),n&&i&&o&&a&&

2022-05-27 17:34:07 UTC 2039 IN Data Raw: 64 65 78 4f 66 28 22 3d 22 29 2c 63 3d 61 2e 73 75 62 73 74 72 28 30 2c 75 29 2e 72 65 70 6c 61 63 65 28 2f 
5e 5c 73 2b 7c 5c 73 2b 24 2f 67 2c 22 22 29 2c 73 3d 61 2e 73 75 62 73 74 72 28 75 2b 31 29 3b 69 66 28 63 3d 3d 3d 
72 29 72 65 74 75 72 6e 20 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 73 29 7d 7d 3b 76 61 72 20 72 3d 
66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 65 2e 6f 72 67 26 26 65 2e 6f 72 67 2e 66 6f 75 6e 64 49 
6e 74 65 67 72 61 74 69 6f 6e 73 26 26 65 2e 6f 72 67 2e 66 6f 75 6e 64 49 6e 74 65 67 72 61 74 69 6f 6e 73 5b 74 5d 26 
26 65 2e 6f 72 67 2e 66 6f 75 6e 64 49 6e 74 65 67 72 61 74 69 6f 6e 73 5b 74 5d 2e 73 65 6e 74 50 6c 61 79 65 72 73 26 
26 2d 31 21 3d 3d 66 28 65 2e 75 75 69 64 2c 65 2e 6f 72 67 2e 
Data Ascii: dexOf("="),c=a.substr(0,u).replace(/^\s+|\s+$/g,""),s=a.substr(u+1);if(c===r)return decodeURIComponent(s)}};
var r=function(e,t){return e.org&&e.org.foundIntegrations&&e.org.foundIntegrations[t]&&e.org.foundIntegrations[t].sentPl
ayers&&-1!==f(e.uuid,e.org.

2022-05-27 17:34:07 UTC 2155 IN Data Raw: 72 2c 2e 76 69 64 79 61 72 64 2d 63 6c 6f 73 65 2d 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 22 
3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 66 66 3b 64 69 73 70 6c 
61 79 3a 62 6c 6f 63 6b 3b 6c 65 66 74 3a 35 30 25 3b 74 6f 70 3a 35 30 25 3b 68 65 69 67 68 74 3a 36 35 25 3b 77 69 
64 74 68 3a 32 70 78 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 61 6c 6c 20 2e 32 73 3b 2d 6d 73 2d 68 69 67 68 2d 63 6f 6e 
74 72 61 73 74 2d 61 64 6a 75 73 74 3a 6e 6f 6e 65 7d 2e 76 69 64 79 61 72 64 2d 63 6c 6f 73 65 2d 78 3a 62 65 66 6f 7
2 65 7b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 28 2d 35 30 25 2c 2d 35 30 25 29 20 72 6f 74 61 74 65 
28 34 35 64 65 67 29 3b 2d 6d 73 2d 74 72 61 6e 73 66 6f 72 6d 3a 
Data Ascii: r,.vidyard-close-x:before{content:"";position:absolute;background:#fff;display:block;left:50%;top:50%;height
:65%;width:2px;transition:all .2s;-ms-high-contrast-adjust:none}.vidyard-close-x:before{transform:translate(-50%,-50%) r
otate(45deg);-ms-transform:

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 192.168.2.2 58336 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:07 UTC 1892 OUT GET /consent/310f8906-81ca-4195-9953-d2d83dd46b61/a5731440-40d1-4e86-9cd7-c6cb5d11311a/en.json HTTP/1.1
Host: cdn.cookielaw.org
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Origin: https://campus.barracuda.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:34:07 UTC 1893 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/x-javascript
Transfer-Encoding: chunked
Connection: close
Cache-Control: public, max-age=14400
Content-MD5: Sm4in4lkINmxtbGH95bQ1g==
Last-Modified: Tue, 01 Sep 2020 18:18:22 GMT
x-ms-request-id: 513e6e79-f01e-0121-3f90-29f382000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
CF-Cache-Status: HIT
Age: 495
Expires: Fri, 27 May 2022 21:34:07 GMT
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 71207fdf3e395b6e-FRA

2022-05-27 17:34:07 UTC 1894 IN Data Raw: 34 39 37 36 0d 0a 7b 22 44 6f 6d 61 69 6e 44 61 74 61 22 3a 7b 22 63 63 74 49 64 22 3a 22 33 31 30 66 38 
39 30 36 2d 38 31 63 61 2d 34 31 39 35 2d 39 39 35 33 2d 64 32 64 38 33 64 64 34 36 62 36 31 22 2c 22 4d 61 69 6e 54 
65 78 74 22 3a 22 48 6f 77 20 42 61 72 72 61 63 75 64 61 20 55 73 65 73 20 43 6f 6f 6b 69 65 73 22 2c 22 4d 61 69 6e 4
9 6e 66 6f 54 65 78 74 22 3a 22 42 61 72 72 61 63 75 64 61 20 53 69 74 65 73 20 6d 61 79 20 72 65 71 75 65 73 74 20 
63 6f 6f 6b 69 65 73 20 74 6f 20 62 65 20 73 65 74 20 6f 6e 20 79 6f 75 72 20 64 65 76 69 63 65 2e 20 57 65 20 75 73 65 
20 63 6f 6f 6b 69 65 73 20 74 6f 20 6c 65 74 20 75 73 20 6b 6e 6f 77 20 77 68 65 6e 20 79 6f 75 20 76 69 73 69 74 20 6f 
75 72 20 42 61 72 72 61 63 75 64 61 20 53 69 74 65 73 2c 20 74 6f 20 
Data Ascii: 4976{"DomainData":{"cctId":"310f8906-81ca-4195-9953-d2d83dd46b61","MainText":"How Barracuda Uses C
ookies","MainInfoText":"Barracuda Sites may request cookies to be set on your device. We use cookies to let us know 
when you visit our Barracuda Sites, to 

2022-05-27 17:34:07 UTC 1894 IN Data Raw: 65 20 79 6f 75 72 20 72 65 6c 61 74 69 6f 6e 73 68 69 70 20 77 69 74 68 20 42 61 72 72 61 63 75 64 61 2c 20 
69 6e 63 6c 75 64 69 6e 67 20 70 72 6f 76 69 64 69 6e 67 20 79 6f 75 20 77 69 74 68 20 6d 6f 72 65 20 72 65 6c 65 76 61 
6e 74 20 61 64 76 65 72 74 69 73 69 6e 67 2e 20 4e 6f 74 65 20 74 68 61 74 20 62 6c 6f 63 6b 69 6e 67 20 73 6f 6d 65 
20 74 79 70 65 73 20 6f 66 20 63 6f 6f 6b 69 65 73 20 6d 61 79 20 69 6d 70 61 63 74 20 79 6f 75 72 20 65 78 70 65 72 69 
65 6e 63 65 20 6f 6e 20 6f 75 72 20 42 61 72 72 61 63 75 64 61 20 53 69 74 65 73 20 61 6e 64 20 74 68 65 20 73 65 72 
76 69 63 65 73 20 77 65 20 61 72 65 20 61 62 6c 65 20 74 6f 20 6f 66 66 65 72 2e 22 2c 22 41 62 6f 75 74 54 65 78 74 22 
3a 22 22 2c 22 41 62 6f 75 74 43 6f 6f 6b 69 65 73 54 65 78 74 
Data Ascii: e your relationship with Barracuda, including providing you with more relevant advertising. Note that blocking 
some types of cookies may impact your experience on our Barracuda Sites and the services we are able to offer.","Abou
tText":"","AboutCookiesText

2022-05-27 17:34:07 UTC 1896 IN Data Raw: 63 65 70 74 20 41 6c 6c 20 43 6f 6f 6b 69 65 73 22 2c 22 43 6c 6f 73 65 53 68 6f 75 6c 64 41 63 63 65 70 74 
41 6c 6c 43 6f 6f 6b 69 65 73 22 3a 66 61 6c 73 65 2c 22 4c 61 73 74 52 65 63 6f 6e 73 65 6e 74 44 61 74 65 22 3a 6e 75 
6c 6c 2c 22 42 61 6e 6e 65 72 54 69 74 6c 65 22 3a 22 43 6f 6f 6b 69 65 20 41 63 63 65 70 74 61 6e 63 65 22 2c 22 46 6f 
72 63 65 43 6f 6e 73 65 6e 74 22 3a 74 72 75 65 2c 22 42 61 6e 6e 65 72 50 75 73 68 65 73 44 6f 77 6e 50 61 67 65 22 
3a 66 61 6c 73 65 2c 22 49 6e 61 63 74 69 76 65 54 65 78 74 22 3a 22 49 6e 61 63 74 69 76 65 22 2c 22 43 6f 6f 6b 69 
65 73 54 65 78 74 22 3a 22 43 6f 6f 6b 69 65 73 22 2c 22 43 61 74 65 67 6f 72 69 65 73 54 65 78 74 22 3a 22 43 6f 6f 6b 
69 65 20 53 75 62 67 72 6f 75 70 22 2c 22 49 73 4c 69 66 65 73 
Data Ascii: cept All Cookies","CloseShouldAcceptAllCookies":false,"LastReconsentDate":null,"BannerTitle":"Cookie 
Acceptance","ForceConsent":true,"BannerPushesDownPage":false,"InactiveText":"Inactive","CookiesText":"Cooki
es","CategoriesText":"Cookie Subgroup","IsLifes

2022-05-27 17:34:07 UTC 1897 IN Data Raw: 61 72 65 6e 74 22 3a 22 22 2c 22 53 68 6f 77 53 75 62 67 72 6f 75 70 22 3a 74 72 75 65 2c 22 53 68 6f 77 53 
75 62 47 72 6f 75 70 44 65 73 63 72 69 70 74 69 6f 6e 22 3a 74 72 75 65 2c 22 53 68 6f 77 53 75 62 67 72 6f 75 70 54 6f 
67 67 6c 65 22 3a 66 61 6c 73 65 2c 22 47 72 6f 75 70 44 65 73 63 72 69 70 74 69 6f 6e 22 3a 22 54 68 65 73 65 20 63 6f 
6f 6b 69 65 73 20 61 72 65 20 6e 65 63 65 73 73 61 72 79 20 66 6f 72 20 74 68 65 20 77 65 62 73 69 74 65 20 74 6f 20 
66 75 6e 63 74 69 6f 6e 20 61 6e 64 20 63 61 6e 6e 6f 74 20 62 65 20 73 77 69 74 63 68 65 64 20 6f 66 66 20 69 6e 20 6f 
75 72 20 73 79 73 74 65 6d 73 2e 20 54 68 65 79 20 61 72 65 20 75 73 75 61 6c 6c 79 20 6f 6e 6c 79 20 73 65 74 20 69 
6e 20 72 65 73 70 6f 6e 73 65 20 74 6f 20 61 63 74 69 6f 6e 73 
Data Ascii: arent":"","ShowSubgroup":true,"ShowSubGroupDescription":true,"ShowSubgroupToggle":false,"GroupDesc
ription":"These cookies are necessary for the website to function and cannot be switched off in our systems. They are us
ually only set in response to actions

2022-05-27 17:34:07 UTC 1898 IN Data Raw: 74 20 66 6f 72 20 74 68 65 20 75 73 65 20 6f 66 20 65 61 63 68 20 63 61 74 65 67 6f 72 79 2e 20 54 68 69 73 
20 65 6e 61 62 6c 65 73 20 73 69 74 65 20 6f 77 6e 65 72 73 20 74 6f 20 70 72 65 76 65 6e 74 20 63 6f 6f 6b 69 65 73 20 
69 6e 20 65 61 63 68 20 63 61 74 65 67 6f 72 79 20 66 72 6f 6d 20 62 65 69 6e 67 20 73 65 74 20 69 6e 20 74 68 65 20 
75 73 65 72 73 20 62 72 6f 77 73 65 72 2c 20 77 68 65 6e 20 63 6f 6e 73 65 6e 74 20 69 73 20 6e 6f 74 20 67 69 76 65 
6e 2e 20 54 68 65 20 63 6f 6f 6b 69 65 20 68 61 73 20 61 20 6e 6f 72 6d 61 6c 20 6c 69 66 65 73 70 61 6e 20 6f 66 20 6f 
6e 65 20 79 65 61 72 2c 20 73 6f 20 74 68 61 74 20 72 65 74 75 72 6e 69 6e 67 20 76 69 73 69 74 6f 72 73 20 74 6f 20 74 
68 65 20 73 69 74 65 20 77 69 6c 6c 20 68 61 76 65 20 74 68 65 
Data Ascii: t for the use of each category. This enables site owners to prevent cookies in each category from being set in 
the users browser, when consent is not given. The cookie has a normal lifespan of one year, so that returning visitors to 
the site will have the

2022-05-27 17:34:07 UTC 1900 IN Data Raw: 3a 22 33 36 35 22 2c 22 64 65 73 63 72 69 70 74 69 6f 6e 22 3a 22 54 68 69 73 20 63 6f 6f 6b 69 65 20 69 73 
20 75 73 65 64 20 74 6f 20 72 65 63 6f 72 64 20 77 65 62 73 69 74 65 20 61 6e 64 20 73 65 72 76 65 72 20 70 65 72 66 
6f 72 6d 61 6e 63 65 20 77 69 74 68 20 65 61 63 68 20 76 69 73 69 74 20 74 6f 20 74 68 65 20 73 69 74 65 2e 20 54 68 
65 20 64 61 74 61 20 69 73 20 61 67 67 72 65 67 61 74 65 64 20 61 6e 64 20 61 6e 61 6c 79 7a 65 64 3b 20 74 68 65 72 
65 66 6f 72 65 2c 20 69 74 20 72 65 6d 61 69 6e 73 20 61 6e 6f 6e 79 6d 6f 75 73 20 75 70 6f 6e 20 75 73 65 2e 5c 6e 22 
7d 5d 2c 22 48 6f 73 74 73 22 3a 5b 5d 2c 22 50 75 72 70 6f 73 65 49 64 22 3a 22 32 32 45 38 32 32 46 35 2d 43 35 30 
43 2d 34 32 46 32 2d 39 37 35 32 2d 34 38 46 34 46 35 45 38 36 37 45 
Data Ascii: :"365","description":"This cookie is used to record website and server performance with each visit to the site. 
The data is aggregated and analyzed; therefore, it remains anonymous upon use.\n"}],"Hosts":[],"PurposeId":"22E822F5-
C50C-42F2-9752-48F4F5E867E

Timestamp
kBytes
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Direction Data

Copyright Joe Security LLC 2022 Page 120 of 163



2022-05-27 17:34:07 UTC 1901 IN Data Raw: 69 76 65 6e 65 73 73 2e 22 7d 2c 7b 22 4e 61 6d 65 22 3a 22 5f 67 69 64 22 2c 22 48 6f 73 74 22 3a 22 62 61 
72 72 61 63 75 64 61 2e 63 6f 6d 22 2c 22 49 73 53 65 73 73 69 6f 6e 22 3a 66 61 6c 73 65 2c 22 4c 65 6e 67 74 68 22 
3a 22 33 30 22 2c 22 64 65 73 63 72 69 70 74 69 6f 6e 22 3a 22 54 68 69 73 20 63 6f 6f 6b 69 65 20 6e 61 6d 65 20 69 
73 20 61 73 73 6f 63 69 61 74 65 64 20 77 69 74 68 20 47 6f 6f 67 6c 65 20 55 6e 69 76 65 72 73 61 6c 20 41 6e 61 6c 79 
74 69 63 73 2e 20 54 68 69 73 20 61 70 70 65 61 72 73 20 74 6f 20 62 65 20 61 20 6e 65 77 20 63 6f 6f 6b 69 65 20 61 6
e 64 20 61 73 20 6f 66 20 53 70 72 69 6e 67 20 32 30 31 37 20 6e 6f 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 69 73 20 61 
76 61 69 6c 61 62 6c 65 20 66 72 6f 6d 20 47 6f 6f 67 6c 65 2e 20 
Data Ascii: iveness."},{"Name":"_gid","Host":"barracuda.com","IsSession":false,"Length":"30","description":"This cookie 
name is associated with Google Universal Analytics. This appears to be a new cookie and as of Spring 2017 no i
nformation is available from Google. 

2022-05-27 17:34:07 UTC 1902 IN Data Raw: 61 66 74 65 72 20 32 20 79 65 61 72 73 2c 20 61 6c 74 68 6f 75 67 68 20 74 68 69 73 20 69 73 20 63 75 73 74 
6f 6d 69 73 61 62 6c 65 20 62 79 20 77 65 62 73 69 74 65 20 6f 77 6e 65 72 73 2e 22 7d 2c 7b 22 4e 61 6d 65 22 3a 22 5f 
62 69 7a 5f 6e 41 22 2c 22 48 6f 73 74 22 3a 22 62 61 72 72 61 63 75 64 61 2e 63 6f 6d 22 2c 22 49 73 53 65 73 73 69 6f 
6e 22 3a 66 61 6c 73 65 2c 22 4c 65 6e 67 74 68 22 3a 22 33 36 35 22 2c 22 64 65 73 63 72 69 70 74 69 6f 6e 22 3a 22 
54 68 69 73 20 63 6f 6f 6b 69 65 20 69 73 20 75 73 65 64 20 74 6f 20 72 65 63 6f 72 64 20 77 65 62 73 69 74 65 20 61 6e 
64 20 73 65 72 76 65 72 20 70 65 72 66 6f 72 6d 61 6e 63 65 20 77 69 74 68 20 65 61 63 68 20 76 69 73 69 74 20 74 6f 
20 74 68 65 20 73 69 74 65 2e 20 54 68 65 20 64 61 74 61 20 69 
Data Ascii: after 2 years, although this is customisable by website owners."},{"Name":"_biz_nA","Host":"barracuda.com","
IsSession":false,"Length":"365","description":"This cookie is used to record website and server performance with each vi
sit to the site. The data i

2022-05-27 17:34:07 UTC 1904 IN Data Raw: 63 6f 6f 6b 69 65 73 20 6d 61 79 20 62 65 20 73 65 74 20 74 68 72 6f 75 67 68 20 6f 75 72 20 73 69 74 65 20 
62 79 20 6f 75 72 20 61 64 76 65 72 74 69 73 69 6e 67 20 70 61 72 74 6e 65 72 73 2e 20 54 68 65 79 20 6d 61 79 20 62 
65 20 75 73 65 64 20 62 79 20 74 68 6f 73 65 20 63 6f 6d 70 61 6e 69 65 73 20 74 6f 20 62 75 69 6c 64 20 61 20 70 72 6f 
66 69 6c 65 20 6f 66 20 79 6f 75 72 20 69 6e 74 65 72 65 73 74 73 20 61 6e 64 20 73 68 6f 77 20 79 6f 75 20 72 65 6c 65 
76 61 6e 74 20 61 64 76 65 72 74 73 20 6f 6e 20 6f 74 68 65 72 20 73 69 74 65 73 2e 20 54 68 65 79 20 64 6f 20 6e 6f 74 
20 64 69 72 65 63 74 6c 79 20 69 64 65 6e 74 69 66 79 20 79 6f 75 2c 20 62 75 74 20 61 72 65 20 62 61 73 65 64 20 6f 
6e 20 75 6e 69 71 75 65 6c 79 20 69 64 65 6e 74 69 66 79 69 6e 
Data Ascii: cookies may be set through our site by our advertising partners. They may be used by those companies to buil
d a profile of your interests and show you relevant adverts on other sites. They do not directly identify you, but are based 
on uniquely identifyin

2022-05-27 17:34:07 UTC 1905 IN Data Raw: 65 64 20 66 72 6f 6d 20 6d 6f 73 74 20 6f 66 20 74 68 65 73 65 20 73 65 72 76 69 63 65 73 20 74 6f 20 70 72 
6f 66 69 6c 65 20 74 68 65 20 69 6e 74 65 72 65 73 74 73 20 6f 66 20 77 65 62 20 75 73 65 72 73 20 61 6e 64 20 73 65 
6c 6c 20 61 64 76 65 72 74 69 73 69 6e 67 20 73 70 61 63 65 20 74 6f 20 6f 72 67 61 6e 69 73 61 74 69 6f 6e 73 20 62 61 
73 65 64 20 6f 6e 20 73 75 63 68 20 69 6e 74 65 72 65 73 74 20 70 72 6f 66 69 6c 65 73 20 61 73 20 77 65 6c 6c 20 61 
73 20 61 6c 69 67 6e 69 6e 67 20 61 64 76 65 72 74 73 20 74 6f 20 74 68 65 20 63 6f 6e 74 65 6e 74 20 6f 6e 20 74 68 65 
20 70 61 67 65 73 20 77 68 65 72 65 20 69 74 73 20 63 75 73 74 6f 6d 65 72 27 73 20 61 64 76 65 72 74 73 20 61 70 70 
65 61 72 2e 22 7d 5d 7d 2c 7b 22 48 6f 73 74 4e 61 6d 65 22 3a 22 
Data Ascii: ed from most of these services to profile the interests of web users and sell advertising space to organisations 
based on such interest profiles as well as aligning adverts to the content on the pages where its customer's adverts 
appear."}]},{"HostName":"

2022-05-27 17:34:07 UTC 1906 IN Data Raw: 65 73 73 69 6f 6e 22 3a 66 61 6c 73 65 2c 22 4c 65 6e 67 74 68 22 3a 22 33 30 22 2c 22 64 65 73 63 72 69 70 
74 69 6f 6e 22 3a 22 22 7d 2c 7b 22 4e 61 6d 65 22 3a 22 43 41 4d 50 55 53 22 2c 22 48 6f 73 74 22 3a 22 63 61 6d 70 
75 73 2e 62 61 72 72 61 63 75 64 61 2e 63 6f 6d 22 2c 22 49 73 53 65 73 73 69 6f 6e 22 3a 74 72 75 65 2c 22 4c 65 6e 
67 74 68 22 3a 22 30 22 2c 22 64 65 73 63 72 69 70 74 69 6f 6e 22 3a 22 22 7d 2c 7b 22 4e 61 6d 65 22 3a 22 5f 62 69 7
a 5f 66 6c 61 67 73 41 22 2c 22 48 6f 73 74 22 3a 22 62 61 72 72 61 63 75 64 61 2e 63 6f 6d 22 2c 22 49 73 53 65 73 73 
69 6f 6e 22 3a 66 61 6c 73 65 2c 22 4c 65 6e 67 74 68 22 3a 22 33 36 35 22 2c 22 64 65 73 63 72 69 70 74 69 6f 6e 22 
3a 22 22 7d 2c 7b 22 4e 61 6d 65 22 3a 22 5f 62 69 7a 5f 64 66 73 41 
Data Ascii: ession":false,"Length":"30","description":""},{"Name":"CAMPUS","Host":"campus.barracuda.com","IsSe
ssion":true,"Length":"0","description":""},{"Name":"_biz_flagsA","Host":"barracuda.com","IsSession":false,"Length":"365"
,"description":""},{"Name":"_biz_dfsA

2022-05-27 17:34:07 UTC 1908 IN Data Raw: 22 2c 22 43 75 73 74 6f 6d 4a 73 22 3a 22 22 2c 22 4c 69 66 65 73 70 61 6e 54 79 70 65 54 65 78 74 22 3a 22 
53 65 73 73 69 6f 6e 22 2c 22 4c 69 66 65 73 70 61 6e 44 75 72 61 74 69 6f 6e 54 65 78 74 22 3a 22 22 2c 22 43 6c 6f 73 
65 54 65 78 74 22 3a 22 43 6c 6f 73 65 22 2c 22 42 61 6e 6e 65 72 43 6c 6f 73 65 42 75 74 74 6f 6e 54 65 78 74 22 3a 22 
43 6c 6f 73 65 22 2c 22 41 64 64 4c 69 6e 6b 73 54 6f 43 6f 6f 6b 69 65 70 65 64 69 61 22 3a 66 61 6c 73 65 2c 22 73 68 
6f 77 42 61 6e 6e 65 72 43 6c 6f 73 65 42 75 74 74 6f 6e 22 3a 66 61 6c 73 65 2c 22 41 6c 65 72 74 4c 61 79 6f 75 74 22 
3a 22 62 6f 74 74 6f 6d 22 2c 22 49 73 44 6e 74 45 6e 61 62 6c 65 22 3a 66 61 6c 73 65 2c 22 53 68 6f 77 41 6c 65 72 74 
4e 6f 74 69 63 65 22 3a 74 72 75 65 2c 22 49 73 43 6f 6e 
Data Ascii: ","CustomJs":"","LifespanTypeText":"Session","LifespanDurationText":"","CloseText":"Close","Banner
CloseButtonText":"Close","AddLinksToCookiepedia":false,"showBannerCloseButton":false,"AlertLayout":"bottom","I
sDntEnable":false,"ShowAlertNotice":true,"IsCon

2022-05-27 17:34:07 UTC 1909 IN Data Raw: 20 50 61 72 74 79 20 43 6f 6f 6b 69 65 73 22 2c 22 50 43 56 69 65 77 43 6f 6f 6b 69 65 73 54 65 78 74 22 3a 
22 22 2c 22 50 43 65 6e 74 65 72 42 61 63 6b 54 65 78 74 22 3a 22 42 61 63 6b 22 2c 22 50 43 65 6e 74 65 72 56 65 6e 
64 6f 72 73 4c 69 73 74 54 65 78 74 22 3a 22 56 65 6e 64 6f 72 73 20 4c 69 73 74 22 2c 22 50 43 65 6e 74 65 72 56 69 
65 77 50 72 69 76 61 63 79 50 6f 6c 69 63 79 54 65 78 74 22 3a 22 56 69 65 77 20 50 72 69 76 61 63 79 20 50 6f 6c 69 6
3 79 22 2c 22 50 43 65 6e 74 65 72 43 6c 65 61 72 46 69 6c 74 65 72 73 54 65 78 74 22 3a 22 43 6c 65 61 72 20 46 69 
6c 74 65 72 73 22 2c 22 50 43 65 6e 74 65 72 41 70 70 6c 79 46 69 6c 74 65 72 73 54 65 78 74 22 3a 22 41 70 70 6c 79 
22 2c 22 50 43 65 6e 74 65 72 41 6c 6c 6f 77 41 6c 6c 43 6f 6e 73 65 6e 
Data Ascii:  Party Cookies","PCViewCookiesText":"","PCenterBackText":"Back","PCenterVendorsListText":"Vendors 
List","PCenterViewPrivacyPolicyText":"View Privacy Policy","PCenterClearFiltersText":"Clear Filters","PCenterApplyFilter
sText":"Apply","PCenterAllowAllConsen

2022-05-27 17:34:07 UTC 1910 IN Data Raw: 77 54 65 78 74 22 3a 22 22 2c 22 50 63 45 6e 61 62 6c 65 54 6f 67 67 6c 65 73 22 3a 66 61 6c 73 65 2c 22 50 
63 4c 69 6e 6b 73 54 65 78 74 43 6f 6c 6f 72 22 3a 22 23 33 38 36 30 42 45 22 2c 22 54 65 78 74 43 6f 6c 6f 72 22 3a 22 
23 36 39 36 39 36 39 22 2c 22 42 75 74 74 6f 6e 43 6f 6c 6f 72 22 3a 22 23 36 30 39 66 66 66 22 2c 22 42 61 6e 6e 65 72 
4d 50 42 75 74 74 6f 6e 43 6f 6c 6f 72 22 3a 22 23 36 30 39 66 66 66 22 2c 22 42 61 6e 6e 65 72 4d 50 42 75 74 74 6f 6e 
54 65 78 74 43 6f 6c 6f 72 22 3a 22 23 66 66 66 66 66 66 22 2c 22 42 75 74 74 6f 6e 54 65 78 74 43 6f 6c 6f 72 22 3a 22 
23 66 66 66 66 66 66 22 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 46 46 46 46 46 46 22 2c 22 42 61 
6e 6e 65 72 4c 69 6e 6b 73 54 65 78 74 43 6f 6c 6f 72 22 
Data Ascii: wText":"","PcEnableToggles":false,"PcLinksTextColor":"#3860BE","TextColor":"#696969","ButtonColor"
:"#609fff","BannerMPButtonColor":"#609fff","BannerMPButtonTextColor":"#ffffff","ButtonTextColor":"#ffffff","BackgroundCo
lor":"#FFFFFF","BannerLinksTextColor"

Timestamp
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2022-05-27 17:34:07 UTC 1912 IN Data Raw: 22 2c 22 43 6f 6f 6b 69 65 4c 69 73 74 43 75 73 74 6f 6d 43 73 73 22 3a 22 22 2c 22 43 6f 6e 73 65 6e 74 49 
6e 74 65 67 72 61 74 69 6f 6e 22 3a 7b 22 43 6f 6e 73 65 6e 74 41 70 69 22 3a 6e 75 6c 6c 2c 22 52 65 71 75 65 73 74 
49 6e 66 6f 72 6d 61 74 69 6f 6e 22 3a 6e 75 6c 6c 7d 2c 22 42 43 6f 6e 73 65 6e 74 50 75 72 70 6f 73 65 73 54 65 78 74 
22 3a 22 43 6f 6e 73 65 6e 74 20 50 75 72 70 6f 73 65 73 22 2c 22 42 46 65 61 74 75 72 65 73 54 65 78 74 22 3a 22 46 
65 61 74 75 72 65 73 22 2c 22 42 4c 65 67 69 74 69 6d 61 74 65 49 6e 74 65 72 65 73 74 50 75 72 70 6f 73 65 73 54 65 7
8 74 22 3a 22 4c 65 67 69 74 69 6d 61 74 65 20 49 6e 74 65 72 65 73 74 20 50 75 72 70 6f 73 65 73 22 2c 22 42 53 70 65 
63 69 61 6c 46 65 61 74 75 72 65 73 54 65 78 74 22 3a 22 53 70 65 
Data Ascii: ","CookieListCustomCss":"","ConsentIntegration":{"ConsentApi":null,"RequestInformation":null},"BCo
nsentPurposesText":"Consent Purposes","BFeaturesText":"Features","BLegitimateInterestPurposesText":"Legitimate 
Interest Purposes","BSpecialFeaturesText":"Spe

2022-05-27 17:34:07 UTC 1912 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.2 65440 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:07 UTC 2008 OUT GET /scripttemplates/6.5.0/assets/otCenterRounded.json HTTP/1.1
Host: cdn.cookielaw.org
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Origin: https://campus.barracuda.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:07 UTC 2068 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: close
Content-MD5: 3ZrBbr/xQHzp7Lx6ANEcZw==
Last-Modified: Thu, 27 Aug 2020 03:43:17 GMT
x-ms-request-id: 0b624cf5-601e-00a3-08c1-111487000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Last-Modified
,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 12576
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 71207fe0784c9a11-FRA

2022-05-27 17:34:07 UTC 2069 IN Data Raw: 32 34 34 63 0d 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 22 6e 61 6d 65 22 3a 20 22 6f 74 43 65 6e 74 65 72 52 6f 75 6e 64 65 64 22 2c 0a 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 22 68 74 6d 6c 22 3a 20 22 50 47 52 70 64 69 42 70 5a 44 30 69 62 32 35 6c 64 48 4a 31 63 33 51 74 
5a 47 46 79 61 79 31 6d 61 57 78 30 5a 58 49 69 50 6a 77 76 5a 47 6c 32 50 6a 78 6b 61 58 59 67 61 57 51 39 49 6d 39 
75 5a 58 52 79 64 58 4e 30 4c 57 4a 68 62 6d 35 6c 63 69 31 7a 5a 47 73 69 49 47 4e 73 59 58 4e 7a 50 53 4a 76 64 45 
4e 6c 62 6e 52 6c 63 6c 4a 76 64 57 35 6b 5a 57 51 69 50 6a 78 6b 61 58 59 67 59 32 78 68 63 33 4d 39 49 6d 39 30 4c 
58 4e 6b 61 79 31 6a 62 32 35 30 59 57 6c 75 5a 58 49 69 50 6a 78 6b 61 58 
Data Ascii: 244c            {                "name": "otCenterRounded",                "html": "PGRpdiBpZD0ib25ldHJ1c3Qt
ZGFyay1maWx0ZXIiPjwvZGl2PjxkaXYgaWQ9Im9uZXRydXN0LWJhbm5lci1zZGsiIGNsYXNzPSJvdENlbnRlclJvdW
5kZWQiPjxkaXYgY2xhc3M9Im90LXNkay1jb250YWluZXIiPjxkaX

2022-05-27 17:34:07 UTC 2070 IN Data Raw: 7a 63 7a 30 69 59 6d 46 75 62 6d 56 79 58 32 78 76 5a 32 38 69 50 6a 77 76 5a 47 6c 32 50 6a 77 68 4c 53 
30 67 54 57 39 69 61 57 78 6c 49 45 4e 73 62 33 4e 6c 49 45 4a 31 64 48 52 76 62 69 41 74 4c 54 34 38 5a 47 6c 32 49 
47 6c 6b 50 53 4a 76 62 6d 56 30 63 6e 56 7a 64 43 31 6a 62 47 39 7a 5a 53 31 69 64 47 34 74 59 32 39 75 64 47 46 70 
62 6d 56 79 49 6a 34 38 59 6e 56 30 64 47 39 75 49 47 4e 73 59 58 4e 7a 50 53 4a 76 62 6d 56 30 63 6e 56 7a 64 43 31 
6a 62 47 39 7a 5a 53 31 69 64 47 34 74 61 47 46 75 5a 47 78 6c 63 69 42 76 62 6d 56 30 63 6e 56 7a 64 43 31 6a 62 47 
39 7a 5a 53 31 69 64 47 34 74 64 57 6b 67 59 6d 46 75 62 6d 56 79 4c 57 4e 73 62 33 4e 6c 4c 57 4a 31 64 48 52 76 62 
69 42 76 64 43 31 6a 62 47 39 7a 5a 53 31 70 59 32 39 75 49 69 42 68 63 6d 
Data Ascii: zcz0iYmFubmVyX2xvZ28iPjwvZGl2PjwhLS0gTW9iaWxlIENsb3NlIEJ1dHRvbiAtLT48ZGl2IGlkPSJvbmV0cnV
zdC1jbG9zZS1idG4tY29udGFpbmVyIj48YnV0dG9uIGNsYXNzPSJvbmV0cnVzdC1jbG9zZS1idG4taGFuZGxlciBvb
mV0cnVzdC1jbG9zZS1idG4tdWkgYmFubmVyLWNsb3NlLWJ1dHRvbiBvdC1jbG9zZS1pY29uIiBhcm
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2022-05-27 17:34:07 UTC 2071 IN Data Raw: 63 33 42 68 62 6a 34 38 4c 33 4e 77 59 57 34 2b 50 43 39 73 59 57 4a 6c 62 44 34 38 5a 47 6c 32 49 47 4e 
73 59 58 4e 7a 50 53 4a 69 59 57 35 75 5a 58 49 74 62 33 42 30 61 57 39 75 4c 57 52 6c 64 47 46 70 62 48 4d 69 50 6e 
42 31 63 6e 42 76 63 32 55 67 5a 47 56 7a 59 33 4a 70 63 48 52 70 62 32 34 38 4c 32 52 70 64 6a 34 38 4c 32 52 70 64 
6a 34 38 4c 32 52 70 64 6a 34 38 4c 32 52 70 64 6a 34 38 5a 47 6c 32 49 47 6c 6b 50 53 4a 76 62 6d 56 30 63 6e 56 7a 
64 43 31 69 64 58 52 30 62 32 34 74 5a 33 4a 76 64 58 41 74 63 47 46 79 5a 57 35 30 49 69 42 6a 62 47 46 7a 63 7a 30 
69 62 33 51 74 63 32 52 72 4c 58 52 33 5a 57 78 32 5a 53 42 76 64 43 31 7a 5a 47 73 74 59 32 39 73 64 57 31 75 63 79 
49 2b 50 47 52 70 64 69 42 70 5a 44 30 69 62 32 35 6c 64 48 4a 31 63 33 51 
Data Ascii: c3Bhbj48L3NwYW4+PC9sYWJlbD48ZGl2IGNsYXNzPSJiYW5uZXItb3B0aW9uLWRldGFpbHMiPnB1cn
Bvc2UgZGVzY3JpcHRpb248L2Rpdj48L2Rpdj48L2Rpdj48L2Rpdj48ZGl2IGlkPSJvbmV0cnVzdC1idXR0b24tZ3Jv
dXAtcGFyZW50IiBjbGFzcz0ib3Qtc2RrLXR3ZWx2ZSBvdC1zZGstY29sdW1ucyI+PGRpdiBpZD0ib25ldHJ1c3Q

2022-05-27 17:34:07 UTC 2072 IN Data Raw: 2d 66 61 63 65 2d 63 6f 6c 6f 72 3a 23 63 31 63 31 63 31 3b 73 63 72 6f 6c 6c 62 61 72 2d 73 68 61 64 6f 77 
2d 63 6f 6c 6f 72 3a 23 63 31 63 31 63 31 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 68 33 2c 23 
6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 70 7b 63 6f 6c 6f 72 3a 64 69 6d 67 72 61 79 7d 23 6f 6e 65 
74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 23 6f 6e 65 74 72 75 73 74 2d 70 6f 6c 69 63 79 7b 6d 61 72 67 69 
6e 2d 74 6f 70 3a 32 30 70 78 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 23 6f 6e 65 74 72 75 
73 74 2d 70 6f 6c 69 63 79 2d 74 69 74 6c 65 7b 66 6c 6f 61 74 3a 6c 65 66 74 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 
66 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 65 6d 3b 6c 69 6e 65 
Data Ascii: -face-color:#c1c1c1;scrollbar-shadow-color:#c1c1c1}#onetrust-banner-sdk h3,#onetrust-banner-sdk p{
color:dimgray}#onetrust-banner-sdk #onetrust-policy{margin-top:20px}#onetrust-banner-sdk #onetrust-policy-title{float:le
ft;text-align:left;font-size:1em;line

2022-05-27 17:34:07 UTC 2074 IN Data Raw: 64 65 72 6c 69 6e 65 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 
6e 65 72 2d 73 64 6b 20 23 6f 6e 65 74 72 75 73 74 2d 61 63 63 65 70 74 2d 62 74 6e 2d 68 61 6e 64 6c 65 72 2c 23 6f 
6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 23 6f 6e 65 74 72 75 73 74 2d 72 65 6a 65 63 74 2d 61 6c 6c 
2d 68 61 6e 64 6c 65 72 2c 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 23 6f 6e 65 74 72 75 73 74 2
d 70 63 2d 62 74 6e 2d 68 61 6e 64 6c 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 36 63 63 30 34 61 
3b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 36 63 63 30 34 61 3b 6d 69 6e 2d 77 69 64 
74 68 3a 31 33 35 70 78 3b 70 61 64 64 69 6e 67 3a 31 32 70 78 20 
Data Ascii: derline;padding-left:0}#onetrust-banner-sdk #onetrust-accept-btn-handler,#onetrust-banner-sdk #onetrust-reje
ct-all-handler,#onetrust-banner-sdk #onetrust-pc-btn-handler{background-color:#6cc04a;color:#fff;border-color:#6cc04a;mi
n-width:135px;padding:12px 

2022-05-27 17:34:07 UTC 2075 IN Data Raw: 74 65 28 39 30 64 65 67 29 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 62 61 6e 
6e 65 72 2d 6f 70 74 69 6f 6e 2d 69 6e 70 75 74 3a 63 68 65 63 6b 65 64 7e 2e 62 61 6e 6e 65 72 2d 6f 70 74 69 6f 6e 2d 
64 65 74 61 69 6c 73 7b 68 65 69 67 68 74 3a 61 75 74 6f 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 23 6f 6e 65 74 
72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 62 61 6e 6e 65 72 2d 6f 70 74 69 6f 6e 2d 68 65 61 64 65 72 7b 63 7
5 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 23 6f 6e 65 74 7
2 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 62 61 6e 6e 65 72 2d 6f 70 74 69 6f 6e 2d 68 65 61 64 65 72 20 3a 66 
69 72 73 74 2d 63 68 69 6c 64 7b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 
Data Ascii: te(90deg)}#onetrust-banner-sdk .banner-option-input:checked~.banner-option-details{height:auto;display:block
}#onetrust-banner-sdk .banner-option-header{cursor:pointer;display:inline-block}#onetrust-banner-sdk .banner-option-
header :first-child{font-size:.

2022-05-27 17:34:07 UTC 2076 IN Data Raw: 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 35 70 78 7d 23 6f 6e 65 
74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 3a 6e 6f 74 28 2e 6f 74 2d 64 70 64 2d 64 65 73 63 29 3e 2e 6f 74 
2d 62 2d 61 64 64 6c 2d 64 65 73 63 7b 66 6c 6f 61 74 3a 6c 65 66 74 3b 6d 61 72 67 69 6e 3a 30 20 33 30 70 78 20 31 
30 70 78 20 33 30 70 78 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 6f 74 2d 64 70 64 2d 64 6
5 73 63 3e 2e 6f 74 2d 62 2d 61 64 64 6c 2d 64 65 73 63 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 31 30 70 78 3b 6d 61 72 67 
69 6e 2d 62 6f 74 74 6f 6d 3a 31 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 
74 3a 31 2e 35 3b 66 6c 6f 61 74 3a 6e 6f 6e 65 7d 23 6f 6e 65 74 72 
Data Ascii: ;margin-left:0px;margin-top:5px}#onetrust-banner-sdk :not(.ot-dpd-desc)>.ot-b-addl-desc{float:left;margin:0 
30px 10px 30px}#onetrust-banner-sdk .ot-dpd-desc>.ot-b-addl-desc{margin-top:10px;margin-bottom:10px;font-size:
1em;line-height:1.5;float:none}#onetr

2022-05-27 17:34:07 UTC 2078 IN Data Raw: 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 23 6f 6e 65 74 72 75 73 74 2d 62 75 74 74 6f 6e 2d 67 72 6f 
75 70 2d 70 61 72 65 6e 74 7b 70 61 64 64 69 6e 67 3a 31 35 70 78 20 32 32 70 78 7d 23 6f 6e 65 74 72 75 73 74 2d 62 
61 6e 6e 65 72 2d 73 64 6b 20 23 62 61 6e 6e 65 72 2d 6f 70 74 69 6f 6e 73 7b 70 61 64 64 69 6e 67 3a 30 20 32 32 70 
78 3b 77 69 64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 34 34 70 78 29 7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 
6e 65 72 2d 73 64 6b 20 2e 62 61 6e 6e 65 72 2d 6f 70 74 69 6f 6e 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 36 70 78 
7d 23 6f 6e 65 74 72 75 73 74 2d 62 61 6e 6e 65 72 2d 73 64 6b 20 2e 68 61 73 2d 72 65 6a 65 63 74 2d 61 6c 6c 2d 62 
75 74 74 6f 6e 20 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 62 74 6e 2d 
Data Ascii: rust-banner-sdk #onetrust-button-group-parent{padding:15px 22px}#onetrust-banner-sdk #banner-optio
ns{padding:0 22px;width:calc(100% - 44px)}#onetrust-banner-sdk .banner-option{margin-bottom:6px}#onetrust-banner-
sdk .has-reject-all-button #onetrust-pc-btn-

2022-05-27 17:34:07 UTC 2078 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.2 61355 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:07 UTC 2078 OUT GET /scripttemplates/6.5.0/assets/otPcTab.json HTTP/1.1
Host: cdn.cookielaw.org
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Origin: https://campus.barracuda.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:07 UTC 2081 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: close
Content-MD5: C3H4UUH4EphFQbkR0Bpbhg==
Last-Modified: Thu, 27 Aug 2020 03:43:18 GMT
x-ms-request-id: 2bc8e8f4-801e-006e-39d0-1171cf000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Last-Modified
,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 7508
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 71207fe0be0391d7-FRA

2022-05-27 17:34:07 UTC 2082 IN Data Raw: 37 63 32 39 0d 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 22 6e 61 6d 65 22 3a 20 22 6f 74 50 63 54 61 62 22 2c 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 22 68 
74 6d 6c 22 3a 20 22 50 47 52 70 64 69 42 70 5a 44 30 69 62 32 35 6c 64 48 4a 31 63 33 51 74 63 47 4d 74 63 32 52 72 
49 69 42 6a 62 47 46 7a 63 7a 30 69 62 33 51 74 63 32 52 72 4c 57 4e 76 62 6e 52 68 61 57 35 6c 63 69 42 76 64 46 42 
6a 56 47 46 69 49 47 39 30 4c 57 68 70 5a 47 55 67 62 33 51 74 5a 6d 46 6b 5a 53 31 70 62 69 49 67 63 6d 39 73 5a 54 
30 69 5a 47 6c 68 62 47 39 6e 49 69 42 68 63 6d 6c 68 4c 57 31 76 5a 47 46 73 50 53 4a 30 63 6e 56 6c 49 69 42 68 63 
6d 6c 68 4c 57 78 68 59 6d 56 73 62 47 56 6b 59 6e 6b 39 49 6e 42 6a 4c 58 
Data Ascii: 7c29            {                "name": "otPcTab",                "html": "PGRpdiBpZD0ib25ldHJ1c3QtcGMtc2Rr
IiBjbGFzcz0ib3Qtc2RrLWNvbnRhaW5lciBvdFBjVGFiIG90LWhpZGUgb3QtZmFkZS1pbiIgcm9sZT0iZGlhbG9nIi
BhcmlhLW1vZGFsPSJ0cnVlIiBhcmlhLWxhYmVsbGVkYnk9InBjLX

2022-05-27 17:34:07 UTC 2082 IN Data Raw: 49 6a 34 38 4c 32 52 70 64 6a 34 38 4c 32 52 70 64 6a 34 38 5a 47 6c 32 49 47 4e 73 59 58 4e 7a 50 53 4a 
77 59 79 31 30 61 58 52 73 5a 53 31 6a 62 32 35 30 59 57 6c 75 5a 58 49 69 50 6a 78 6f 4d 69 42 70 5a 44 30 69 63 47 
4d 74 64 47 6c 30 62 47 55 69 50 6c 42 79 61 58 5a 68 59 33 6b 38 4c 32 67 79 50 6a 78 6b 61 58 59 67 59 32 78 68 63 
33 4d 39 49 6e 42 6a 4c 57 4e 73 62 33 4e 6c 4c 57 4a 30 62 69 31 6a 62 32 35 30 59 57 6c 75 5a 58 49 69 50 6a 78 69 
64 58 52 30 62 32 34 67 61 57 51 39 49 6d 4e 73 62 33 4e 6c 4c 58 42 6a 4c 57 4a 30 62 69 31 6f 59 57 35 6b 62 47 56 
79 49 69 42 6a 62 47 46 7a 63 7a 30 69 63 47 4d 74 59 32 78 76 63 32 55 74 59 6e 56 30 64 47 39 75 49 47 39 30 4c 57 
4e 73 62 33 4e 6c 4c 57 6c 6a 62 32 34 69 49 47 46 79 61 57 45 74 62 47 46 
Data Ascii: Ij48L2Rpdj48L2Rpdj48ZGl2IGNsYXNzPSJwYy10aXRsZS1jb250YWluZXIiPjxoMiBpZD0icGMtdGl0bGUiPlBy
aXZhY3k8L2gyPjxkaXYgY2xhc3M9InBjLWNsb3NlLWJ0bi1jb250YWluZXIiPjxidXR0b24gaWQ9ImNsb3NlLXBjLW
J0bi1oYW5kbGVyIiBjbGFzcz0icGMtY2xvc2UtYnV0dG9uIG90LWNsb3NlLWljb24iIGFyaWEtbGF

2022-05-27 17:34:07 UTC 2083 IN Data Raw: 6a 30 69 61 6d 46 32 59 58 4e 6a 63 6d 6c 77 64 44 70 32 62 32 6c 6b 4b 44 41 70 49 6a 35 4d 61 58 4e 30 
49 47 39 6d 49 46 42 68 63 6e 52 75 5a 58 4a 7a 49 43 68 32 5a 57 35 6b 62 33 4a 7a 4b 54 77 76 59 54 34 38 4c 32 52 
70 64 6a 34 38 64 57 77 67 59 32 78 68 63 33 4d 39 49 6d 4e 68 64 47 56 6e 62 33 4a 35 4c 57 64 79 62 33 56 77 49 6a 
34 38 62 47 6b 67 59 32 78 68 63 33 4d 39 49 6d 4e 68 64 47 56 6e 62 33 4a 35 4c 57 6c 30 5a 57 30 69 50 6a 78 6b 61 
58 59 67 59 32 78 68 63 33 4d 39 49 6d 39 30 4c 58 4e 6b 61 79 31 6a 62 32 78 31 62 57 34 69 50 6a 78 6b 61 58 59 67 
59 32 78 68 63 33 4d 39 49 6d 39 30 4c 58 4e 6b 61 79 31 6d 62 33 56 79 49 47 39 30 4c 58 4e 6b 61 79 31 6a 62 32 78 
31 62 57 35 7a 49 47 64 79 62 33 56 77 49 47 4e 68 64 47 56 6e 62 33 4a 35 
Data Ascii: j0iamF2YXNjcmlwdDp2b2lkKDApIj5MaXN0IG9mIFBhcnRuZXJzICh2ZW5kb3JzKTwvYT48L2Rpdj4
8dWwgY2xhc3M9ImNhdGVnb3J5LWdyb3VwIj48bGkgY2xhc3M9ImNhdGVnb3J5LWl0ZW0iPjxkaXYgY2xhc3M9Im90L
XNkay1jb2x1bW4iPjxkaXYgY2xhc3M9Im90LXNkay1mb3VyIG90LXNkay1jb2x1bW5zIGdyb3VwIGNhdGVnb3J5

2022-05-27 17:34:07 UTC 2085 IN Data Raw: 52 6c 63 32 4e 79 61 58 42 30 61 57 39 75 49 6a 34 38 4c 33 41 2b 50 43 45 74 4c 53 42 7a 64 57 49 67 5a 
33 4a 76 64 58 42 7a 49 43 30 74 50 6a 78 6b 61 58 59 67 59 32 78 68 63 33 4d 39 49 6d 4e 76 62 32 74 70 5a 53 31 7a 
64 57 4a 6e 63 6d 39 31 63 48 4d 74 59 32 39 75 64 47 46 70 62 6d 56 79 49 6a 34 38 64 57 77 67 59 32 78 68 63 33 4d 
39 49 6d 4e 76 62 32 74 70 5a 53 31 7a 64 57 4a 6e 63 6d 39 31 63 48 4d 69 50 6a 78 73 61 53 42 6a 62 47 46 7a 63 7a 
30 69 59 32 39 76 61 32 6c 6c 4c 58 4e 31 59 6d 64 79 62 33 56 77 49 6a 34 38 61 44 59 67 59 58 4a 70 59 53 31 73 5a 
58 5a 6c 62 44 30 69 4e 53 49 2b 56 47 46 79 5a 32 56 30 61 57 35 6e 49 45 4e 76 62 32 74 70 5a 58 4d 38 4c 32 67 32 
50 6a 78 6b 61 58 59 67 59 32 78 68 63 33 4d 39 49 6d 39 30 4c 58 52 76 5a 
Data Ascii: Rlc2NyaXB0aW9uIj48L3A+PCEtLSBzdWIgZ3JvdXBzIC0tPjxkaXYgY2xhc3M9ImNvb2tpZS1zdWJn
cm91cHMtY29udGFpbmVyIj48dWwgY2xhc3M9ImNvb2tpZS1zdWJncm91cHMiPjxsaSBjbGFzcz0iY29va2llLXN1Ym
dyb3VwIj48aDYgYXJpYS1sZXZlbD0iNSI+VGFyZ2V0aW5nIENvb2tpZXM8L2g2PjxkaXYgY2xhc3M9Im90LXRvZ

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:07 UTC 2086 IN Data Raw: 2b 50 47 52 70 64 69 42 6a 62 47 46 7a 63 7a 30 69 62 6d 46 32 61 57 64 68 64 47 6c 76 62 69 31 6a 62 32 
35 30 59 57 6c 75 5a 58 49 69 50 6a 78 68 49 47 4e 73 59 58 4e 7a 50 53 4a 69 59 57 4e 72 4c 57 4a 30 62 69 31 6f 59 
57 35 6b 62 47 56 79 49 69 42 79 62 32 78 6c 50 53 4a 69 64 58 52 30 62 32 34 69 49 47 68 79 5a 57 59 39 49 6d 70 68 
64 6d 46 7a 59 33 4a 70 63 48 51 36 64 6d 39 70 5a 43 67 77 4b 53 49 2b 50 47 52 70 64 69 42 70 5a 44 30 69 62 33 51 
74 59 6d 46 6a 61 79 31 68 63 6e 4a 76 64 79 49 2b 50 48 4e 32 5a 79 42 34 62 57 78 75 63 7a 30 69 61 48 52 30 63 44 
6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 39 7a 64 6d 63 69 49 48 68 74 62 47 35 7a 4f 
6e 68 73 61 57 35 72 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 
Data Ascii: +PGRpdiBjbGFzcz0ibmF2aWdhdGlvbi1jb250YWluZXIiPjxhIGNsYXNzPSJiYWNrLWJ0bi1oYW5kbGVyIiByb2x
lPSJidXR0b24iIGhyZWY9ImphdmFzY3JpcHQ6dm9pZCgwKSI+PGRpdiBpZD0ib3QtYmFjay1hcnJvdyI+PHN2ZyB4b
Wxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMC9zdmciIHhtbG5zOnhsaW5rPSJodHRwOi8vd3d3Ln

2022-05-27 17:34:07 UTC 2087 IN Data Raw: 63 69 49 2b 50 47 52 70 64 69 42 70 5a 44 30 69 63 32 56 68 63 6d 4e 6f 4c 57 4e 76 62 6e 52 68 61 57 35 6c 
63 69 49 2b 50 47 6c 75 63 48 56 30 49 47 6c 6b 50 53 4a 32 5a 57 35 6b 62 33 49 74 63 32 56 68 63 6d 4e 6f 4c 57 68 
68 62 6d 52 73 5a 58 49 69 49 47 46 79 61 57 45 74 62 47 46 69 5a 57 77 39 49 6c 5a 6c 62 6d 52 76 63 69 42 54 5a 57 
46 79 59 32 67 69 49 48 52 35 63 47 55 39 49 6e 52 6c 65 48 51 69 49 48 42 73 59 57 4e 6c 61 47 39 73 5a 47 56 79 50 
53 4a 54 5a 57 46 79 59 32 67 75 4c 69 34 69 49 47 35 68 62 57 55 39 49 6e 5a 6c 62 6d 52 76 63 69 31 7a 5a 57 46 79 
59 32 67 74 61 47 46 75 5a 47 78 6c 63 69 49 2b 49 44 78 7a 64 6d 63 67 64 32 6c 6b 64 47 67 39 49 6a 4d 77 49 69 42 
6f 5a 57 6c 6e 61 48 51 39 49 6a 4d 77 49 69 42 34 62 57 78 75 63 7a 30 
Data Ascii: ciI+PGRpdiBpZD0ic2VhcmNoLWNvbnRhaW5lciI+PGlucHV0IGlkPSJ2ZW5kb3Itc2VhcmNoLWhhbm
RsZXIiIGFyaWEtbGFiZWw9IlZlbmRvciBTZWFyY2giIHR5cGU9InRleHQiIHBsYWNlaG9sZGVyPSJTZWFyY2guLi4i
IG5hbWU9InZlbmRvci1zZWFyY2gtaGFuZGxlciI+IDxzdmcgd2lkdGg9IjMwIiBoZWlnaHQ9IjMwIiB4bWxucz0

2022-05-27 17:34:07 UTC 2089 IN Data Raw: 30 4a 76 65 44 30 69 4d 43 41 77 49 44 51 77 4d 69 34 31 4e 7a 63 67 4e 44 41 79 4c 6a 55 33 4e 79 49 67 
63 33 52 35 62 47 55 39 49 6d 56 75 59 57 4a 73 5a 53 31 69 59 57 4e 72 5a 33 4a 76 64 57 35 6b 4f 6d 35 6c 64 79 41 
77 49 44 41 67 4e 44 41 79 4c 6a 55 33 4e 79 41 30 4d 44 49 75 4e 54 63 33 4f 79 49 67 65 47 31 73 4f 6e 4e 77 59 57 4
e 6c 50 53 4a 77 63 6d 56 7a 5a 58 4a 32 5a 53 49 2b 50 48 52 70 64 47 78 6c 50 6b 5a 70 62 48 52 6c 63 69 42 43 64 
58 52 30 62 32 34 38 4c 33 52 70 64 47 78 6c 50 6a 78 6e 50 6a 78 77 59 58 52 6f 49 47 5a 70 62 47 77 39 49 69 4d 79 
59 7a 4d 32 4e 44 4d 69 49 47 51 39 49 6b 30 30 4d 44 41 75 4f 44 55 34 4c 44 45 78 4c 6a 51 79 4e 32 4d 74 4d 79 34 
79 4e 44 45 74 4e 79 34 30 4d 6a 45 74 4f 43 34 34 4e 53 30 78 4d 53 34 78 
Data Ascii: 0JveD0iMCAwIDQwMi41NzcgNDAyLjU3NyIgc3R5bGU9ImVuYWJsZS1iYWNrZ3JvdW5kOm5ldyAwIDA
gNDAyLjU3NyA0MDIuNTc3OyIgeG1sOnNwYWNlPSJwcmVzZXJ2ZSI+PHRpdGxlPkZpbHRlciBCdXR0b248L3RpdGxlP
jxnPjxwYXRoIGZpbGw9IiMyYzM2NDMiIGQ9Ik00MDAuODU4LDExLjQyN2MtMy4yNDEtNy40MjEtOC44NS0xMS4x

2022-05-27 17:34:07 UTC 2090 IN Data Raw: 6c 6b 50 53 4a 7a 5a 57 78 6c 59 33 51 74 59 57 78 73 4c 58 5a 6c 62 6d 52 76 63 69 31 73 5a 57 63 74 61 
47 46 75 5a 47 78 6c 63 69 49 67 59 32 78 68 63 33 4d 39 49 6d 39 30 4c 57 64 79 62 33 56 77 4c 57 39 77 64 47 6c 76 
62 69 31 69 62 33 67 69 49 48 52 35 63 47 55 39 49 6d 4e 6f 5a 57 4e 72 59 6d 39 34 49 6a 34 67 50 47 78 68 59 6d 56 
73 49 47 5a 76 63 6a 30 69 63 32 56 73 5a 57 4e 30 4c 57 46 73 62 43 31 32 5a 57 35 6b 62 33 49 74 62 47 56 6e 4c 57 
68 68 62 6d 52 73 5a 58 49 69 50 6a 78 7a 63 47 46 75 49 47 4e 73 59 58 4e 7a 50 53 4a 73 59 57 4a 6c 62 43 31 30 5a 
58 68 30 49 6a 35 54 5a 57 78 6c 59 33 51 67 51 57 78 73 49 46 5a 6c 62 6d 52 76 63 6e 4d 38 4c 33 4e 77 59 57 34 2b 
50 43 39 73 59 57 4a 6c 62 44 34 38 4c 32 52 70 64 6a 34 38 49 53 30 74 49 
Data Ascii: lkPSJzZWxlY3QtYWxsLXZlbmRvci1sZWctaGFuZGxlciIgY2xhc3M9Im90LWdyb3VwLW9wdGlvbi1ib3giIHR5cG
U9ImNoZWNrYm94Ij4gPGxhYmVsIGZvcj0ic2VsZWN0LWFsbC12ZW5kb3ItbGVnLWhhbmRsZXIiPjxzcGFuIGNsYXNz
PSJsYWJlbC10ZXh0Ij5TZWxlY3QgQWxsIFZlbmRvcnM8L3NwYW4+PC9sYWJlbD48L2Rpdj48IS0tI

2022-05-27 17:34:07 UTC 2092 IN Data Raw: 76 62 69 31 6f 5a 57 46 6b 5a 58 49 69 50 6a 78 6b 61 58 59 67 59 32 78 68 63 33 4d 39 49 6d 39 30 4c 58 
52 76 5a 32 64 73 5a 53 31 6e 63 6d 39 31 63 43 49 2b 50 43 45 74 4c 53 42 44 61 47 56 6a 61 32 4a 76 65 43 41 74 4c 
54 34 38 5a 47 6c 32 49 47 4e 73 59 58 4e 7a 50 53 4a 76 64 43 31 6a 61 47 56 6a 61 32 4a 76 65 43 42 76 64 43 31 6f 
62 33 4e 30 4c 58 52 6e 62 43 49 2b 50 47 6c 75 63 48 56 30 49 47 6c 6b 50 53 4a 53 52 56 42 4d 51 55 4e 46 4c 56 64 
4a 56 45 67 74 52 46 6c 42 54 6b 31 4a 51 79 31 49 54 31 4e 55 4c 55 6c 45 49 69 42 6a 62 47 46 7a 63 7a 30 69 61 47 
39 7a 64 43 31 6a 61 47 56 6a 61 32 4a 76 65 43 31 6f 59 57 35 6b 62 47 56 79 49 47 39 30 4c 57 64 79 62 33 56 77 4c 
57 39 77 64 47 6c 76 62 69 31 69 62 33 67 69 49 48 52 35 63 47 55 39 49 6d 
Data Ascii: vbi1oZWFkZXIiPjxkaXYgY2xhc3M9Im90LXRvZ2dsZS1ncm91cCI+PCEtLSBDaGVja2JveCAtLT48Z
Gl2IGNsYXNzPSJvdC1jaGVja2JveCBvdC1ob3N0LXRnbCI+PGlucHV0IGlkPSJSRVBMQUNFLVdJVEgtRFlBTk1JQy1
IT1NULUlEIiBjbGFzcz0iaG9zdC1jaGVja2JveC1oYW5kbGVyIG90LWdyb3VwLW9wdGlvbi1ib3giIHR5cGU9Im

2022-05-27 17:34:07 UTC 2093 IN Data Raw: 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 45 77 79 4e 7a 67 75 4d 7a 45 
34 4c 44 49 79 4e 53 34 35 4d 6b 77 78 4d 44 59 75 4e 44 41 35 4c 44 55 30 4c 6a 41 78 4e 32 4d 74 4d 54 49 75 4d 7a 
55 30 4c 54 45 79 4c 6a 4d 31 4f 53 30 78 4d 69 34 7a 4e 54 51 74 4d 7a 49 75 4d 7a 6b 30 4c 44 41 74 4e 44 51 75 4e 7
a 51 34 59 7a 45 79 4c 6a 4d 31 4e 43 30 78 4d 69 34 7a 4e 54 6b 73 4d 7a 49 75 4d 7a 6b 78 4c 54 45 79 4c 6a 4d 31 4f 
53 77 30 4e 43 34 33 4e 53 77 77 62 44 45 35 4e 43 34 79 4f 44 63 73 4d 54 6b 30 4c 6a 49 34 4e 41 6f 67 49 43 41 67 
49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 42 6a 4e 69 34 78 4e 7a 63 73 4e 69 34 
78 4f 43 77 35 4c 6a 49 32 4d 69 77 78 4e 43 34 79 4e 7a 45 73 4f 53 34 
Data Ascii: ICAgICAgICAgICAgICAgICAgIEwyNzguMzE4LDIyNS45MkwxMDYuNDA5LDU0LjAxN2MtMTIuMzU0LT
EyLjM1OS0xMi4zNTQtMzIuMzk0LDAtNDQuNzQ4YzEyLjM1NC0xMi4zNTksMzIuMzkxLTEyLjM1OSw0NC43NSwwbDE5
NC4yODcsMTk0LjI4NAogICAgICAgICAgICAgICAgICAgICAgICBjNi4xNzcsNi4xOCw5LjI2MiwxNC4yNzEsOS4

2022-05-27 17:34:07 UTC 2094 IN Data Raw: 44 77 76 63 33 42 68 62 6a 34 38 4c 32 78 68 59 6d 56 73 50 6a 77 76 5a 47 6c 32 50 6a 77 68 4c 53 30 67 
51 32 68 6c 59 32 74 69 62 33 67 67 52 55 35 45 49 43 30 74 50 6a 78 6b 61 58 59 67 59 32 78 68 63 33 4d 39 49 6e 5a 
6c 62 6d 52 76 63 69 31 70 62 6d 5a 76 49 6a 34 38 61 44 4d 67 59 32 78 68 63 33 4d 39 49 6e 5a 6c 62 6d 52 76 63 69 
31 30 61 58 52 73 5a 53 49 2b 4d 7a 4e 42 59 33 4a 76 63 33 4d 38 4c 32 67 7a 50 6a 78 6b 61 58 59 67 59 32 78 68 63 
33 4d 39 49 6e 5a 6c 62 6d 52 76 63 69 31 77 64 58 4a 77 62 33 4e 6c 63 79 49 2b 50 48 41 2b 4d 79 42 51 64 58 4a 77 
62 33 4e 6c 63 7a 77 76 63 44 34 38 4c 32 52 70 64 6a 34 38 4c 32 52 70 64 6a 34 38 4c 32 52 70 64 6a 34 38 5a 47 6c 
32 49 47 4e 73 59 58 4e 7a 50 53 4a 32 5a 57 35 6b 62 33 49 74 62 6d 39 30 
Data Ascii: Dwvc3Bhbj48L2xhYmVsPjwvZGl2PjwhLS0gQ2hlY2tib3ggRU5EIC0tPjxkaXYgY2xhc3M9InZlbmRvci1pbmZvI
j48aDMgY2xhc3M9InZlbmRvci10aXRsZSI+MzNBY3Jvc3M8L2gzPjxkaXYgY2xhc3M9InZlbmRvci1wdXJwb3NlcyI
+PHA+MyBQdXJwb3NlczwvcD48L2Rpdj48L2Rpdj48L2Rpdj48ZGl2IGNsYXNzPSJ2ZW5kb3Itbm90

2022-05-27 17:34:07 UTC 2096 IN Data Raw: 77 76 5a 7a 34 38 4c 33 4e 32 5a 7a 34 38 4c 32 52 70 64 6a 34 38 4c 32 52 70 64 6a 34 38 4c 33 4e 6c 59 
33 52 70 62 32 34 2b 50 48 4e 6c 59 33 52 70 62 32 34 67 59 32 78 68 63 33 4d 39 49 6d 46 6a 59 32 39 79 5a 47 6c 76 
62 69 31 6f 5a 57 46 6b 5a 58 49 69 50 6a 78 6b 61 58 59 67 59 32 78 68 63 33 4d 39 49 6e 5a 6c 62 6d 52 76 63 69 31 
70 62 6d 5a 76 49 6a 34 38 61 44 4d 67 59 32 78 68 63 33 4d 39 49 6e 5a 6c 62 6d 52 76 63 69 31 30 61 58 52 73 5a 53 
49 2b 4d 7a 4e 42 59 33 4a 76 63 33 4d 38 4c 32 67 7a 50 6a 77 68 4c 53 30 67 63 48 56 79 63 47 39 7a 5a 58 4d 67 59 
32 39 31 62 6e 51 67 4c 53 30 2b 50 47 52 70 64 69 42 6a 62 47 46 7a 63 7a 30 69 64 6d 56 75 5a 47 39 79 4c 58 42 31 
63 6e 42 76 63 32 56 7a 49 6a 34 38 63 44 34 7a 49 46 42 31 63 6e 42 76 63 
Data Ascii: wvZz48L3N2Zz48L2Rpdj48L2Rpdj48L3NlY3Rpb24+PHNlY3Rpb24gY2xhc3M9ImFjY29yZGlvbi1oZWFkZXIiPj
xkaXYgY2xhc3M9InZlbmRvci1pbmZvIj48aDMgY2xhc3M9InZlbmRvci10aXRsZSI+MzNBY3Jvc3M8L2gzPjwhLS0g
cHVycG9zZXMgY291bnQgLS0+PGRpdiBjbGFzcz0idmVuZG9yLXB1cnBvc2VzIj48cD4zIFB1cnBvc
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2022-05-27 17:34:07 UTC 2097 IN Data Raw: 79 65 69 49 76 50 6a 77 76 5a 7a 34 38 4c 33 4e 32 5a 7a 34 38 4c 32 52 70 64 6a 34 38 5a 47 6c 32 49 47 
4e 73 59 58 4e 7a 50 53 4a 76 64 43 31 30 62 32 64 6e 62 47 55 74 5a 33 4a 76 64 58 41 69 50 6a 77 68 4c 53 30 67 51 
32 68 6c 59 32 74 69 62 33 67 67 4c 53 30 2b 50 47 52 70 64 69 42 6a 62 47 46 7a 63 7a 30 69 62 33 51 74 59 32 68 6c 
59 32 74 69 62 33 67 69 50 6a 78 70 62 6e 42 31 64 43 42 70 5a 44 30 69 55 6b 56 51 54 45 46 44 52 53 31 58 53 56 52 
49 4c 55 52 5a 51 55 35 4e 53 55 4d 74 56 6b 56 4f 52 45 39 53 4c 55 6c 45 4d 53 49 67 59 32 78 68 63 33 4d 39 49 6e 
5a 6c 62 6d 52 76 63 69 31 6a 61 47 56 6a 61 32 4a 76 65 43 31 6f 59 57 35 6b 62 47 56 79 49 47 39 30 4c 57 64 79 62 
33 56 77 4c 57 39 77 64 47 6c 76 62 69 31 69 62 33 67 69 49 48 52 35 63 47 
Data Ascii: yeiIvPjwvZz48L3N2Zz48L2Rpdj48ZGl2IGNsYXNzPSJvdC10b2dnbGUtZ3JvdXAiPjwhLS0gQ2hlY2tib3ggLS0
+PGRpdiBjbGFzcz0ib3QtY2hlY2tib3giPjxpbnB1dCBpZD0iUkVQTEFDRS1XSVRILURZQU5NSUMtVkVORE9SLUlEM
SIgY2xhc3M9InZlbmRvci1jaGVja2JveC1oYW5kbGVyIG90LWdyb3VwLW9wdGlvbi1ib3giIHR5cG

2022-05-27 17:34:07 UTC 2098 IN Data Raw: 62 6a 35 53 5a 58 46 31 61 58 4a 6c 49 45 39 77 64 43 31 50 64 58 51 38 4c 33 4e 77 59 57 34 2b 49 44 78 
7a 64 6d 63 67 65 44 30 69 4d 48 42 34 49 69 42 35 50 53 49 77 63 48 67 69 49 48 64 70 5a 48 52 6f 50 53 49 78 4e 53 
49 67 61 47 56 70 5a 32 68 30 50 53 49 78 4e 53 49 67 64 6d 6c 6c 64 30 4a 76 65 44 30 69 4d 43 41 77 49 44 55 78 4d 
53 34 32 4d 6a 59 67 4e 54 45 78 4c 6a 59 79 4e 79 49 67 63 33 52 35 62 47 55 39 49 6d 56 75 59 57 4a 73 5a 53 31 69 
59 57 4e 72 5a 33 4a 76 64 57 35 6b 4f 6d 35 6c 64 79 41 77 49 44 41 67 4e 54 45 78 4c 6a 59 79 4e 69 41 31 4d 54 45 
75 4e 6a 49 33 4f 79 49 67 65 47 31 73 4f 6e 4e 77 59 57 4e 6c 50 53 4a 77 63 6d 56 7a 5a 58 4a 32 5a 53 49 2b 50 47 
63 67 5a 6d 6c 73 62 44 30 69 49 7a 46 68 4e 7a 4e 6c 4f 43 49 2b 50 47 63 
Data Ascii: bj5SZXF1aXJlIE9wdC1PdXQ8L3NwYW4+IDxzdmcgeD0iMHB4IiB5PSIwcHgiIHdpZHRoPSIxNSIgaG
VpZ2h0PSIxNSIgdmlld0JveD0iMCAwIDUxMS42MjYgNTExLjYyNyIgc3R5bGU9ImVuYWJsZS1iYWNrZ3JvdW5kOm5l
dyAwIDAgNTExLjYyNiA1MTEuNjI3OyIgeG1sOnNwYWNlPSJwcmVzZXJ2ZSI+PGcgZmlsbD0iIzFhNzNlOCI+PGc

2022-05-27 17:34:07 UTC 2100 IN Data Raw: 53 34 30 4e 54 51 73 4d 6a 51 75 4d 54 4d 73 4e 54 67 75 4d 54 41 79 4c 44 49 30 4c 6a 45 7a 61 44 49 7a 
4e 79 34 31 4e 44 4e 6a 4d 6a 49 75 4e 6a 51 33 4c 44 41 73 4e 44 49 75 4d 44 45 33 4c 54 67 75 4d 44 51 32 4c 44 55 
34 4c 6a 45 77 4d 53 30 79 4e 43 34 78 4d 77 6f 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 
41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 47 4d 78 4e 69 34 77 4f 44 55 74 4d 
54 59 75 4d 44 63 33 4c 44 49 30 4c 6a 45 79 4e 79 30 7a 4e 53 34 30 4e 44 63 73 4d 6a 51 75 4d 54 49 33 4c 54 55 34 
4c 6a 41 35 4e 58 59 74 4f 54 45 75 4d 7a 55 34 59 7a 41 74 4d 69 34 32 4e 6a 6b 74 4d 43 34 34 4e 54 59 74 4e 43 34 
34 4e 54 6b 74 4d 69 34 31 4e 7a 51 74 4e 69 34 31 4e 77 6f 67 49 43 41 67 
Data Ascii: S40NTQsMjQuMTMsNTguMTAyLDI0LjEzaDIzNy41NDNjMjIuNjQ3LDAsNDIuMDE3LTguMDQ2LDU4LjE
wMS0yNC4xMwogICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgIGMxNi4wODUtMTYuMDc3LDI0LjEyN
y0zNS40NDcsMjQuMTI3LTU4LjA5NXYtOTEuMzU4YzAtMi42NjktMC44NTYtNC44NTktMi41NzQtNi41NwogICAg

2022-05-27 17:34:07 UTC 2101 IN Data Raw: 4e 7a 50 53 4a 32 5a 57 35 6b 62 33 49 74 62 33 42 30 61 57 39 75 4c 58 42 31 63 6e 42 76 63 32 55 67 63 
33 42 73 4c 58 42 31 63 6e 42 76 63 32 55 69 50 6a 78 77 50 6c 4e 77 5a 57 4e 70 59 57 77 67 55 48 56 79 63 47 39 7a 
5a 58 4d 38 4c 33 41 2b 50 43 39 6b 61 58 59 2b 50 47 52 70 64 69 42 6a 62 47 46 7a 63 7a 30 69 64 6d 56 75 5a 47 39 
79 4c 57 4e 76 62 6e 4e 6c 62 6e 51 74 5a 33 4a 76 64 58 41 67 63 33 42 73 4c 58 42 31 63 6e 42 76 63 32 55 74 5a 33 
4a 77 49 6a 34 38 63 43 42 6a 62 47 46 7a 63 7a 30 69 59 32 39 75 63 32 56 75 64 43 31 6a 59 58 52 6c 5a 32 39 79 65 
53 49 2b 54 47 39 6a 59 58 52 70 62 32 34 67 51 6d 46 7a 5a 57 51 67 51 57 52 7a 50 43 39 77 50 6a 77 76 5a 47 6c 32 
50 6a 77 68 4c 53 30 67 56 6d 56 75 5a 47 39 79 49 47 5a 6c 59 58 52 31 63 
Data Ascii: NzPSJ2ZW5kb3Itb3B0aW9uLXB1cnBvc2Ugc3BsLXB1cnBvc2UiPjxwPlNwZWNpYWwgUHVycG9zZXM8
L3A+PC9kaXY+PGRpdiBjbGFzcz0idmVuZG9yLWNvbnNlbnQtZ3JvdXAgc3BsLXB1cnBvc2UtZ3JwIj48cCBjbGFzcz
0iY29uc2VudC1jYXRlZ29yeSI+TG9jYXRpb24gQmFzZWQgQWRzPC9wPjwvZGl2PjwhLS0gVmVuZG9yIGZlYXR1c

2022-05-27 17:34:07 UTC 2102 IN Data Raw: 76 64 58 41 69 49 47 4e 73 59 58 4e 7a 50 53 4a 76 64 43 31 6e 63 6d 39 31 63 43 31 76 63 48 52 70 62 32 
34 74 59 6d 39 34 49 47 4e 68 64 47 56 6e 62 33 4a 35 4c 57 5a 70 62 48 52 6c 63 69 31 6f 59 57 35 6b 62 47 56 79 49 
69 42 30 65 58 42 6c 50 53 4a 6a 61 47 56 6a 61 32 4a 76 65 43 49 2b 49 44 78 73 59 57 4a 6c 62 43 42 6d 62 33 49 39 
49 6e 4e 30 62 33 4a 68 5a 32 55 74 59 57 4e 6a 5a 58 4e 7a 4c 57 64 79 62 33 56 77 49 6a 34 38 63 33 42 68 62 6a 35 
4a 62 6d 5a 76 63 6d 31 68 64 47 6c 76 62 69 42 7a 64 47 39 79 59 57 64 6c 49 47 46 75 5a 43 42 68 59 32 4e 6c 63 33 
4d 38 4c 33 4e 77 59 57 34 2b 50 43 39 73 59 57 4a 6c 62 44 34 38 4c 32 52 70 64 6a 34 38 4c 32 52 70 64 6a 34 38 4c 
32 52 70 64 6a 34 38 59 6e 56 30 64 47 39 75 49 47 6c 6b 50 53 4a 6d 61 57 
Data Ascii: vdXAiIGNsYXNzPSJvdC1ncm91cC1vcHRpb24tYm94IGNhdGVnb3J5LWZpbHRlci1oYW5kbGVyIiB0e
XBlPSJjaGVja2JveCI+IDxsYWJlbCBmb3I9InN0b3JhZ2UtYWNjZXNzLWdyb3VwIj48c3Bhbj5JbmZvcm1hdGlvbiB
zdG9yYWdlIGFuZCBhY2Nlc3M8L3NwYW4+PC9sYWJlbD48L2Rpdj48L2Rpdj48L2Rpdj48YnV0dG9uIGlkPSJmaW

2022-05-27 17:34:07 UTC 2104 IN Data Raw: 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 3a 3a 61 66 74 65 72 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 
64 6b 20 3a 3a 62 65 66 6f 72 65 7b 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 7d 23 6f 6e 65 74 
72 75 73 74 2d 70 63 2d 73 64 6b 20 23 6f 74 2d 63 6f 6e 74 65 6e 74 7b 68 65 69 67 68 74 3a 63 61 6c 63 28 31 30 30 
25 20 2d 20 31 39 36 70 78 29 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 6d 61 69 6e 2d 63 6f 6
e 74 65 6e 74 7b 68 65 69 67 68 74 3a 31 30 30 25 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 70 72 69 
76 61 63 79 2d 6e 6f 74 69 63 65 2d 6c 69 6e 6b 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 
6e 65 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 70 72 
Data Ascii: trust-pc-sdk ::after,#onetrust-pc-sdk ::before{box-sizing:content-box}#onetrust-pc-sdk #ot-content{height:ca
lc(100% - 196px)}#onetrust-pc-sdk .ot-main-content{height:100%}#onetrust-pc-sdk .privacy-notice-link{text-decoration:und
erline}#onetrust-pc-sdk .pr

2022-05-27 17:34:07 UTC 2105 IN Data Raw: 77 2d 63 6f 6c 6f 72 3a 23 63 31 63 31 63 31 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 70 63 
2d 68 65 61 64 65 72 7b 68 65 69 67 68 74 3a 61 75 74 6f 3b 70 61 64 64 69 6e 67 3a 32 30 70 78 3b 64 69 73 70 6c 61 
79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 77 69 
64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 34 30 70 78 29 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 2
0 73 6f 6c 69 64 20 23 64 38 64 38 64 38 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 70 63 2d 6c 6f 67 6f 2
d 63 6f 6e 74 61 69 6e 65 72 7b 66 6c 6f 61 74 3a 6c 65 66 74 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 
70 63 2d 74 69 74 6c 65 2d 63 6f 6e 74 61 69 6e 65 72 7b 66 6c 6f 
Data Ascii: w-color:#c1c1c1}#onetrust-pc-sdk .pc-header{height:auto;padding:20px;display:inline-block;vertical-align:mid
dle;width:calc(100% - 40px);border-bottom:1px solid #d8d8d8}#onetrust-pc-sdk .pc-logo-container{float:left}#onetrust-pc-
sdk .pc-title-container{flo

2022-05-27 17:34:07 UTC 2106 IN Data Raw: 64 65 73 63 72 69 70 74 69 6f 6e 7b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 77 6f 
72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 3b 66 6f 6e 74 
2d 73 69 7a 65 3a 2e 38 32 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 33 3b 6d 61 72 67 69 6e 3a 30 7d 23 6f 
6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 23 70 63 2d 70 6f 6c 69 63 79 2d 74 65 78 74 7b 63 6c 65 61 72 3a 62 6f 7
4 68 3b 66 6c 6f 61 74 3a 6c 65 66 74 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 23 70 63 2d 70 6f 6c 69 63 
79 2d 74 65 78 74 20 61 7b 63 6f 6c 6f 72 3a 23 33 38 36 30 62 65 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 66 6f 
6e 74 2d 73 69 7a 65 3a 31 65 6d 7d 23 6f 6e 65 74 72 75 73 74 2d 
Data Ascii: description{word-break:break-word;word-wrap:break-word;text-align:left;font-size:.82em;line-height:1.3;margi
n:0}#onetrust-pc-sdk #pc-policy-text{clear:both;float:left}#onetrust-pc-sdk #pc-policy-text a{color:#3860be;cursor:point
er;font-size:1em}#onetrust-
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2022-05-27 17:34:07 UTC 2108 IN Data Raw: 78 4c 44 45 75 4d 54 63 79 4c 54 4d 75 4d 44 63 78 4c 44 41 74 4e 43 34 79 4e 44 4a 4d 4d 6a 67 75 4d 6a 
49 34 4c 44 49 7a 4c 6a 6b 34 4e 6e 6f 69 4c 7a 34 38 4c 32 63 2b 50 43 39 7a 64 6d 63 2b 5c 22 29 3b 62 61 63 6b 67 
72 6f 75 6e 64 2d 73 69 7a 65 3a 31 30 30 25 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 6e 6f 2d 72 65 7
0 65 61 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 63 65 6e 74 65 72 3b 68 65 69 67 68 74 3a 32 
32 70 78 3b 77 69 64 74 68 3a 32 32 70 78 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 23 6f 6e 
65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 67 72 6f 75 70 2d 74 6f 67 67 6c 65 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 
69 6e 65 2d 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 72 
Data Ascii: xLDEuMTcyLTMuMDcxLDAtNC4yNDJMMjguMjI4LDIzLjk4NnoiLz48L2c+PC9zdmc+\");background-size:100
%;background-repeat:no-repeat;background-position:center;height:22px;width:22px;display:inline-block}#onetrust-pc-sdk 
.group-toggle{display:inline-block;width:100%;mar

2022-05-27 17:34:07 UTC 2109 IN Data Raw: 74 65 67 6f 72 79 2d 76 65 6e 64 6f 72 73 2d 6c 69 73 74 2d 68 61 6e 64 6c 65 72 2b 61 3a 68 6f 76 65 72 7b 
63 6f 6c 6f 72 3a 23 31 38 38 33 66 64 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 63 61 74 65 67 6f 72 79 
2d 76 65 6e 64 6f 72 73 2d 6c 69 73 74 2d 68 61 6e 64 6c 65 72 2b 61 3a 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 
5c 22 5c 22 3b 68 65 69 67 68 74 3a 31 35 70 78 3b 77 69 64 74 68 3a 31 35 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 
72 65 70 65 61 74 3a 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 70 78 3b 66 6c 6f 61 74 3a 7
2 69 67 68 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 75 72 6c 28 5c 22 64 61 74 61 3a 69 6d 61 67 65 2f 
73 76 67 2b 78 6d 6c 2c 25 33 43 73 76 67 20 78 6d 6c 6e 73 3d 27 
Data Ascii: tegory-vendors-list-handler+a:hover{color:#1883fd}#onetrust-pc-sdk .category-vendors-list-handler+a::after{c
ontent:\"\";height:15px;width:15px;background-repeat:no-repeat;margin-left:5px;float:right;background-image:url(\"data:i
mage/svg+xml,%3Csvg xmlns='

2022-05-27 17:34:07 UTC 2110 IN Data Raw: 33 2d 32 2e 38 35 36 20 34 2e 30 39 33 2d 32 2e 38 35 36 20 36 2e 35 36 33 20 30 20 32 2e 34 37 39 2e 39 
35 33 20 34 2e 36 36 38 20 32 2e 38 35 36 20 36 2e 35 37 31 6c 33 32 2e 35 34 38 20 33 32 2e 35 34 34 63 31 2e 39 30 
33 20 31 2e 39 30 33 20 34 2e 30 39 33 20 32 2e 38 35 32 20 36 2e 35 36 37 20 32 2e 38 35 32 73 34 2e 36 36 35 2d 2e 
39 34 38 20 36 2e 35 36 37 2d 32 2e 38 35 32 6c 31 38 36 2e 31 34 38 2d 31 38 36 2e 31 34 38 20 35 30 2e 32 35 31 20 
35 30 2e 32 34 38 63 33 2e 36 31 34 20 33 2e 36 31 37 20 37 2e 38 39 38 20 35 2e 34 32 36 20 31 32 2e 38 34 37 20 35 
2e 34 32 36 73 39 2e 32 33 33 2d 31 2e 38 30 39 20 31 32 2e 38 35 31 2d 35 2e 34 32 36 63 33 2e 36 31 37 2d 33 2e 36 
31 36 20 35 2e 34 32 34 2d 37 2e 38 39 38 20 35 2e 34 32 34 2d 31 32 2e 38 
Data Ascii: 3-2.856 4.093-2.856 6.563 0 2.479.953 4.668 2.856 6.571l32.548 32.544c1.903 1.903 4.093 2.852 6.567 
2.852s4.665-.948 6.567-2.852l186.148-186.148 50.251 50.248c3.614 3.617 7.898 5.426 12.847 5.426s9.233-1.809 
12.851-5.426c3.617-3.616 5.424-7.898 5.424-12.8

2022-05-27 17:34:07 UTC 2112 IN Data Raw: 63 2d 73 64 6b 20 2e 63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 73 2d 63 6f 6e 74 61 69 6e 65 72 20 75 6c 
2e 63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 73 20 2e 63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 2d 74 6f 67 67 6c 
65 7b 66 6c 6f 61 74 3a 72 69 67 68 74 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 63 6f 6f 6b 69 65 2d 73 
75 62 67 72 6f 75 70 73 2d 63 6f 6e 74 61 69 6e 65 72 20 75 6c 2e 63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 73 20 2e 
63 6f 6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 2d 74 6f 67 67 6c 65 2e 6f 74 2d 61 6c 77 61 79 73 2d 61 63 74 69 76 65 2d 
73 75 62 67 72 6f 75 70 7b 77 69 64 74 68 3a 61 75 74 6f 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 63 6f 
6f 6b 69 65 2d 73 75 62 67 72 6f 75 70 73 2d 63 6f 6e 74 
Data Ascii: c-sdk .cookie-subgroups-container ul.cookie-subgroups .cookie-subgroup-toggle{float:right}#onetrust-pc-sdk .
cookie-subgroups-container ul.cookie-subgroups .cookie-subgroup-toggle.ot-always-active-subgroup{width:auto}#onetrust-
pc-sdk .cookie-subgroups-cont

2022-05-27 17:34:07 UTC 2113 IN Data Raw: 36 38 61 63 0d 0a 74 74 6f 6d 3a 30 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 
38 64 38 64 38 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 62 75 74 74 6f 6e 2d 67 72 6f 75 70 7b 
66 6c 6f 61 74 3a 72 69 67 68 74 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 23 6f 6e 65 74 72 75 73 74 
2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 70 63 2d 66 6f 6f 74 65 72 2d 6c 6f 67 6f 7b 66 6c 6f 61 74 3a 6c 65 66 74 3b 74 65 
78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 6e 6f 2d 72 65 
70 65 61 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 63 65 6e 74 65 72 3b 62 61 63 6b 67 72 6f 75 
6e 64 2d 73 69 7a 65 3a 63 6f 6e 74 61 69 6e 3b 77 69 64 74 68 
Data Ascii: 68acttom:0;border-top:1px solid #d8d8d8}#onetrust-pc-sdk .ot-button-group{float:right;text-align:center}#one
trust-pc-sdk .ot-pc-footer-logo{float:left;text-align:center;background-repeat:no-repeat;background-position:center;back
ground-size:contain;width

2022-05-27 17:34:07 UTC 2114 IN Data Raw: 75 73 74 2d 70 63 2d 73 64 6b 20 2e 76 65 6e 64 6f 72 2d 63 6f 6e 74 65 6e 74 7b 68 65 69 67 68 74 3a 31 30 
30 25 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 23 76 65 6e 64 6f 72 73 2d 6c 69 73 74 2d 68 65 61 64 65 
72 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 33 30 70 78 3b 70 
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 32 30 70 78 3b 64 69 7
3 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 35 30 70 
78 29 3b 68 65 69 67 68 74 3a 32 30 70 78 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 73 6f 6c 69 64 20 23 
64 38 64 38 64 38 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 
Data Ascii: ust-pc-sdk .vendor-content{height:100%}#onetrust-pc-sdk #vendors-list-header{padding-top:15px;padding-
right:30px;padding-bottom:15px;padding-left:20px;display:inline-block;width:calc(100% - 50px);height:20px;border-bot
tom:1px solid #d8d8d8}#onetrust-pc-sd

2022-05-27 17:34:07 UTC 2115 IN Data Raw: 6b 20 23 73 65 61 72 63 68 2d 63 6f 6e 74 61 69 6e 65 72 20 73 76 67 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 
6f 6c 75 74 65 3b 72 69 67 68 74 3a 33 35 70 78 3b 77 69 64 74 68 3a 33 30 70 78 3b 68 65 69 67 68 74 3a 33 30 70 78 
3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 74 6f 70 3a 33 70 78 7d 23 6f 
6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6c 61 62 65 6c 2d 74 65 78 74 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 
7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 23 66 69 6c 74 65 72 2d 63 6f 6e 74 61 69 6e 65 72 7b 64 69 73 
70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 74 6f 70 3a 38 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 
69 76 65 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 30 70 78 7d 23 6f 
Data Ascii: k #search-container svg{position:absolute;right:35px;width:30px;height:30px;font-size:1em;line-height:1;top:
3px}#onetrust-pc-sdk .label-text{display:none}#onetrust-pc-sdk #filter-container{display:inline-block;top:8px;position:r
elative;margin-left:20px}#o

2022-05-27 17:34:07 UTC 2117 IN Data Raw: 69 75 73 3a 33 70 78 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 63 68 65 63 6b 62 6f 
78 20 6c 61 62 65 6c 3a 3a 62 65 66 6f 72 65 7b 68 65 69 67 68 74 3a 31 38 70 78 3b 77 69 64 74 68 3a 31 38 70 78 3b 
62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 33 38 36 30 62 65 3b 6c 65 66 74 3a 30 70 78 7d 23 6f 6e 65 74 
72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 63 68 65 63 6b 62 6f 78 20 6c 61 62 65 6c 3a 3a 61 66 74 65 72 7b 68 6
5 69 67 68 74 3a 35 70 78 3b 77 69 64 74 68 3a 39 70 78 3b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 33 70 78 20 73 6f 6c 69 
64 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 33 70 78 20 73 6f 6c 69 64 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 
74 65 28 2d 34 35 64 65 67 29 3b 2d 6f 2d 74 72 61 6e 73 66 6f 72 
Data Ascii: ius:3px}#onetrust-pc-sdk .ot-checkbox label::before{height:18px;width:18px;border:1px solid #3860be;left:0px
}#onetrust-pc-sdk .ot-checkbox label::after{height:5px;width:9px;border-left:3px solid;border-bottom:3px solid;transform
:rotate(-45deg);-o-transfor
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2022-05-27 17:34:07 UTC 2118 IN Data Raw: 6b 20 2e 63 6f 6f 6b 69 65 2d 6e 61 6d 65 2d 63 6f 6e 74 61 69 6e 65 72 20 61 7b 66 6f 6e 74 2d 73 69 7a 65 
3a 31 65 6d 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 68 6f 73 74 2d 64 65 73 63 72 69 70 74 69 6f 6e 
7b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 36 39 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 34 3b 6d 61 72 67 69 6e 
2d 74 6f 70 3a 35 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 35 70 78 3b 66 6c 6f 61 74 3a 6c 65 66 74 3b 63 6f 
6c 6f 72 3a 64 69 6d 67 72 61 79 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 68 6f 73 74 2d 69 6e 66 6f 3e 
61 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 3
8 32 65 6d 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 
Data Ascii: k .cookie-name-container a{font-size:1em}#onetrust-pc-sdk .host-description{font-size:.69em;line-height:1.4;
margin-top:5px;margin-bottom:5px;float:left;color:dimgray}#onetrust-pc-sdk .host-info>a{text-decoration:underline;font-s
ize:.82em;position:relative

2022-05-27 17:34:07 UTC 2119 IN Data Raw: 64 69 6f 6e 2d 68 65 61 64 65 72 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 23 6f 6e 65 74 72 75 73 74 
2d 70 63 2d 73 64 6b 20 23 76 65 6e 64 6f 72 73 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 6e 65 72 20 69 6e 70 75 74 5b 74 
79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 3a 6e 6f 74 28 3a 63 68 65 63 6b 65 64 29 7e 2e 61 63 63 6f 72 64 69 6f 6e 2d 74 
65 78 74 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 23 68 6f 73 74 73 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 
6e 65 72 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 3a 6e 6f 74 28 3a 63 68 65 63 6b 65 64 29 7e 2
e 61 63 63 6f 72 64 69 6f 6e 2d 74 65 78 74 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 63 6f 6f 6b 69 65 2
d 73 75 62 67 72 6f 75 70 73 20 69 6e 70 75 74 5b 74 79 70 65 3d 
Data Ascii: dion-header{cursor:pointer}#onetrust-pc-sdk #vendors-list-container input[type=checkbox]:not(:checked)~.acco
rdion-text,#onetrust-pc-sdk #hosts-list-container input[type=checkbox]:not(:checked)~.accordion-text,#onetrust-pc-sdk .c
ookie-subgroups input[type=

2022-05-27 17:34:07 UTC 2121 IN Data Raw: 70 63 2d 73 64 6b 20 23 76 65 6e 64 6f 72 73 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 6f 74 2d 74 
6f 67 67 6c 65 2d 67 72 6f 75 70 7b 77 69 64 74 68 3a 36 35 25 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 
23 68 6f 73 74 73 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 6f 74 2d 74 6f 67 67 6c 65 2d 67 72 6f 75 70 7b 77 
69 64 74 68 3a 36 35 25 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 6c 61 62 65 6c 7b 6d 61 72 67 69 6e 2d 
62 6f 74 74 6f 6d 3a 30 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 76 65 6e 64 6f 72 2d 6e 6f 74 69 63 65 
2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 68 6f 73 74 2d 6e 6f 74 69 63 65 7b 66 6c 6f 61 74 3a 72 69 67 
68 74 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 
Data Ascii: pc-sdk #vendors-list-container .ot-toggle-group{width:65%}#onetrust-pc-sdk #hosts-list-container .ot-toggle-
group{width:65%}#onetrust-pc-sdk label{margin-bottom:0}#onetrust-pc-sdk .vendor-notice,#onetrust-pc-sdk .host-
notice{float:right}#onetrust-pc-sdk .

2022-05-27 17:34:07 UTC 2122 IN Data Raw: 25 3b 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 7d 23 6f 6e 65 74 72 75 
73 74 2d 70 63 2d 73 64 6b 20 23 68 6f 73 74 73 2d 6c 69 73 74 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 68 6f 73 74 2d 6f 70 
74 69 6f 6e 2d 67 72 6f 75 70 20 6c 69 2e 76 65 6e 64 6f 72 2d 68 6f 73 74 7b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 70 61 
64 64 69 6e 67 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 65 6d 3b 63 6f 6c 6f 72 3a 64 69 6d 67 72 61 79 3b 66 6c 6f 
61 74 3a 6c 65 66 74 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 3b 70 61 64 64 69 6e 67 3a 31 30 70 78 3b 6d 61 
72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 30 70 78 3b 77 69 64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 31 30 70 78 
29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 
Data Ascii: %;margin:0;font-size:inherit}#onetrust-pc-sdk #hosts-list-container .host-option-group li.vendor-host{border
:none;padding:0;font-size:.8em;color:dimgray;float:left;text-align:left;padding:10px;margin-bottom:10px;width:calc(100% - 
10px);background-color:#f

2022-05-27 17:34:07 UTC 2123 IN Data Raw: 2d 73 64 6b 20 2e 76 65 6e 64 6f 72 2d 70 75 72 70 6f 73 65 2d 67 72 6f 75 70 73 20 2e 76 65 6e 64 6f 72 2d 
6f 70 74 2d 6f 75 74 2d 68 61 6e 64 6c 65 72 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 66 6c 6f 
61 74 3a 72 69 67 68 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 36 39 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 
34 3b 63 6f 6c 6f 72 3a 23 33 38 36 30 62 65 3b 72 69 67 68 74 3a 31 35 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 
74 69 76 65 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 76 65 6e 64 6f 72 2d 70 75 72 70 6f 73 65 2d 67 
72 6f 75 70 73 20 2e 76 65 6e 64 6f 72 2d 6f 70 74 2d 6f 75 74 2d 68 61 6e 64 6c 65 72 20 73 70 61 6e 7b 66 6f 6e 74 2d 
73 69 7a 65 3a 2e 36 39 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 
Data Ascii: -sdk .vendor-purpose-groups .vendor-opt-out-handler{text-decoration:none;float:right;font-size:.69em;line-he
ight:1.4;color:#3860be;right:15px;position:relative}#onetrust-pc-sdk .vendor-purpose-groups .vendor-opt-out-handler span
{font-size:.69em;line-heigh

2022-05-27 17:34:07 UTC 2125 IN Data Raw: 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 63 68 65 63 6b 62 6f 78 3a 61 66 74 65 72 2c 23 6f 6e 65 74 72 75 73 
74 2d 70 63 2d 73 64 6b 20 2e 63 68 65 63 6b 62 6f 78 3a 62 65 66 6f 72 65 7b 2d 77 65 62 6b 69 74 2d 66 6f 6e 74 2d 
66 65 61 74 75 72 65 2d 73 65 74 74 69 6e 67 73 3a 6e 6f 72 6d 61 6c 3b 66 6f 6e 74 2d 66 65 61 74 75 72 65 2d 73 65 
74 74 69 6e 67 73 3a 6e 6f 72 6d 61 6c 3b 2d 77 65 62 6b 69 74 2d 66 6f 6e 74 2d 6b 65 72 6e 69 6e 67 3a 61 75 74 6f 3b 
66 6f 6e 74 2d 6b 65 72 6e 69 6e 67 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 66 6f 6e 74 2d 6c 61 6e 67 75 61 67 65 2
d 6f 76 65 72 72 69 64 65 3a 6e 6f 72 6d 61 6c 3b 66 6f 6e 74 2d 6c 61 6e 67 75 61 67 65 2d 6f 76 65 72 72 69 64 65 3a 6
e 6f 72 6d 61 6c 3b 66 6f 6e 74 2d 73 74 72 65 74 63 68 3a 6e 6f 
Data Ascii: rust-pc-sdk .checkbox:after,#onetrust-pc-sdk .checkbox:before{-webkit-font-feature-settings:normal;font-feat
ure-settings:normal;-webkit-font-kerning:auto;font-kerning:auto;-webkit-font-language-override:normal;font-language-over
ride:normal;font-stretch:no

2022-05-27 17:34:07 UTC 2126 IN Data Raw: 65 3a 6e 6f 72 6d 61 6c 3b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 77 6f 72 64 2d 
77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 70 61 64 64 69 6e 67 3a 31 30 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 
74 3a 31 2e 32 3b 6c 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 2e 30 35 65 6d 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 
2d 73 64 6b 20 62 75 74 74 6f 6e 2e 6f 74 2d 70 69 6c 6c 3a 66 69 72 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 69 6e 2d 7
4 6f 70 3a 31 30 70 78 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 2d 6c 65 67 2d 6f 70 74 2d 6f 75 74 2
0 2e 64 65 73 63 72 69 70 74 69 6f 6e 2d 63 6f 6e 74 61 69 6e 65 72 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 30 70 78 3b 
6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b 70 61 64 64 69 6e 
Data Ascii: e:normal;word-break:break-word;word-wrap:break-word;padding:10px;line-height:1.2;letter-spacing:.0
5em}#onetrust-pc-sdk button.ot-pill:first-child{margin-top:10px}#onetrust-pc-sdk.ot-leg-opt-out .description-container{p
adding-top:0px;margin-top:20px;paddin

2022-05-27 17:34:07 UTC 2127 IN Data Raw: 78 2d 77 69 64 74 68 3a 39 35 70 78 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 23 6f 6e 65 74 
72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 2d 6c 65 67 2d 6f 70 74 2d 6f 75 74 20 2e 64 65 73 63 72 69 70 74 69 6f 6e 2d 
63 6f 6e 74 61 69 6e 65 72 20 2e 6f 74 2d 74 6f 67 67 6c 65 2d 67 72 6f 75 70 3a 66 69 72 73 74 2d 6f 66 2d 74 79 70 65 
7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 33 36 70 78 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 37 70 78 7d 23 6f 
6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 2d 6c 65 67 2d 6f 70 74 2d 6f 75 74 20 2e 6f 74 2d 61 6c 77 61 79 73 
2d 61 63 74 69 76 65 2d 67 72 6f 75 70 20 2e 67 72 6f 75 70 2d 74 6f 67 67 6c 65 20 2e 6f 74 2d 74 6f 67 67 6c 65 2d 67 
72 6f 75 70 3a 66 69 72 73 74 2d 6f 66 2d 74 79 70 65 7b 70 
Data Ascii: x-width:95px;text-align:center}#onetrust-pc-sdk.ot-leg-opt-out .description-container .ot-toggle-group:first-of-
type{padding-left:36px;padding-right:7px}#onetrust-pc-sdk.ot-leg-opt-out .ot-always-active-group .group-toggle .ot-toggle-
group:first-of-type{p
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2022-05-27 17:34:07 UTC 2129 IN Data Raw: 68 74 3a 32 31 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 66 6c 6f 61 74 3a 6c 65 66 74 
3b 72 69 67 68 74 3a 33 30 70 78 3b 63 6c 65 61 72 3a 62 6f 74 68 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 
2e 6f 74 2d 6c 65 67 2d 6f 70 74 2d 6f 75 74 20 23 73 65 6c 65 63 74 2d 61 6c 6c 2d 76 65 6e 64 6f 72 73 2d 6c 65 67 2d 
69 6e 70 75 74 2d 63 6f 6e 74 61 69 6e 65 72 20 69 6e 70 75 74 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 7d 
23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 2d 6c 65 67 2d 6f 70 74 2d 6f 75 74 20 23 73 65 6c 65 63 74 2d 
61 6c 6c 2d 76 65 6e 64 6f 72 73 2d 69 6e 70 75 74 2d 63 6f 6e 74 61 69 6e 65 72 7b 66 6c 6f 61 74 3a 72 69 67 68 74 3b 
77 69 64 74 68 3a 32 31 70 78 3b 68 65 69 67 68 74 3a 32 31 
Data Ascii: ht:21px;position:relative;float:left;right:30px;clear:both}#onetrust-pc-sdk.ot-leg-opt-out #select-all-vendors-leg-
input-container input{position:absolute}#onetrust-pc-sdk.ot-leg-opt-out #select-all-vendors-input-container{float:right;wid
th:21px;height:21

2022-05-27 17:34:07 UTC 2130 IN Data Raw: 73 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 68 65 69 67 68 74 3a 61 75 74 6f 3b 
6d 61 72 67 69 6e 3a 35 70 78 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 33 70 78 3b 68 65 69 67 68 74 3a 33 35 30 
70 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 70 78 20 30 70 78 20 31 32 70 78 20 32 70 78 20 
23 63 37 63 35 63 37 3b 2d 6d 6f 7a 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 70 78 20 30 70 78 20 31 32 70 78 20 32 70 7
8 20 23 63 37 63 35 63 37 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 70 78 20 30 70 78 20 31 32 70 78 20 32 70 78 20 23 63 
37 63 35 63 37 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 67 72 6f 75 70 2d 6f 70 74 69 6f 6e 73 
7b 6f 76 65 72 66 6c 6f 77 2d 79 3a 61 75 74 6f 3b 77 69 64 74 68 
Data Ascii: s{background-color:#fff;height:auto;margin:5px;border-radius:3px;height:350px;-webkit-box-shadow:0px 0px 
12px 2px #c7c5c7;-moz-box-shadow:0px 0px 12px 2px #c7c5c7;box-shadow:0px 0px 12px 2px #c7c5c7}#onetrust-pc-
sdk .ot-group-options{overflow-y:auto;width

2022-05-27 17:34:07 UTC 2131 IN Data Raw: 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 73 75 62 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 
74 2d 61 63 74 69 76 65 2d 6c 65 67 2d 62 74 6e 7b 63 75 72 73 6f 72 3a 64 65 66 61 75 6c 74 3b 70 6f 69 6e 74 65 72 
2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 61 63 74 69 76 
65 2d 6c 65 67 2d 62 74 6e 20 73 76 67 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 23 6f 6e 65 7
4 72 75 73 74 2d 70 63 2d 73 64 6b 20 2e 6f 74 2d 72 65 6d 6f 76 65 2d 6f 62 6a 65 63 74 69 6f 6e 2d 68 61 6e 64 6c 65 
72 7b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 3b 
70 61 64 64 69 6e 67 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 
Data Ascii: rtical-align:sub}#onetrust-pc-sdk .ot-active-leg-btn{cursor:default;pointer-events:none}#onetrust-pc-sdk .ot-
active-leg-btn svg{display:inline-block}#onetrust-pc-sdk .ot-remove-objection-handler{border:none;text-decoration:under
line;padding:0;font-size:.8

2022-05-27 17:34:07 UTC 2133 IN Data Raw: 6f 72 64 65 72 3a 6e 6f 6e 65 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 50 63 54 61 62 20 
2e 6f 74 2d 73 64 6b 2d 63 6f 6e 74 61 69 6e 65 72 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 50 63 54 
61 62 20 2e 6f 74 2d 62 75 74 74 6f 6e 2d 67 72 6f 75 70 2d 70 61 72 65 6e 74 2c 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 
73 64 6b 2e 6f 74 50 63 54 61 62 20 2e 6f 74 2d 70 63 2d 66 6f 6f 74 65 72 2d 6c 6f 67 6f 7b 77 69 64 74 68 3a 31 30 30 
25 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 50 63 54 61 62 20 2e 6f 74 2d 73 64 6b 2d 63 6f 6e 74 61 
69 6e 65 72 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 
6b 2e 6f 74 50 63 54 61 62 20 23 70 63 2d 74 69 74 6c 65 7b 
Data Ascii: order:none}#onetrust-pc-sdk.otPcTab .ot-sdk-container,#onetrust-pc-sdk.otPcTab .ot-button-group-pa
rent,#onetrust-pc-sdk.otPcTab .ot-pc-footer-logo{width:100%}#onetrust-pc-sdk.otPcTab .ot-sdk-container{padding
:0;margin:0}#onetrust-pc-sdk.otPcTab #pc-title{

2022-05-27 17:34:07 UTC 2134 IN Data Raw: 2d 63 6f 6c 75 6d 6e 73 7b 77 69 64 74 68 3a 31 30 30 25 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 
2e 6f 74 50 63 54 61 62 20 2e 64 65 73 63 72 69 70 74 69 6f 6e 2d 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 72 67 69 6e 3a 
30 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 50 63 54 61 62 2e 6f 74 2d 6c 65 67 2d 6f 70 74 2d 6f 75 
74 20 2e 64 65 73 63 72 69 70 74 69 6f 6e 2d 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 30 
70 78 3b 77 69 64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 31 35 70 78 29 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 35 
70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 35 70 78 7d 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 
50 63 54 61 62 20 2e 76 65 6e 64 6f 72 2d 69 6e 66 6f 7b 6d 61 78 
Data Ascii: -columns{width:100%}#onetrust-pc-sdk.otPcTab .description-container{margin:0}#onetrust-pc-sdk.otPcTab.ot-
leg-opt-out .description-container{margin-left:10px;width:calc(100% - 15px);margin-top:5px;margin-bottom:5px}#onetrust-
pc-sdk.otPcTab .vendor-info{max

2022-05-27 17:34:07 UTC 2135 IN Data Raw: 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 50 63 54 61 62 20 2e 6f 74 2d 62 75 74 74 6f 6e 2d 67 72 6f 75 70 2d 
70 61 72 65 6e 74 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 68 65 69 67 68 74 3a 61 75 74 6f 
3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 30 70 78 7d 7d 40 6d 65 64 69 61 28 6d 61 78 2d 77 69 64 74 68 3a 20 
34 32 35 70 78 29 7b 23 6f 6e 65 74 72 75 73 74 2d 70 63 2d 73 64 6b 2e 6f 74 50 63 54 61 62 20 23 76 65 6e 64 6f 72 7
3 2d 6c 69 73 74 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 74 65 78 74 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 36 70 78 3b 70 
61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 35 70 78 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 30 70 78 3b 70 
61 64 64 69 6e 67 2d 6c 65 66 74 3a 32 35 70 78 7d 23 6f 6e 65 74 72 
Data Ascii: ust-pc-sdk.otPcTab .ot-button-group-parent{display:inline-block;height:auto;margin-bottom:10px}}@m
edia(max-width: 425px){#onetrust-pc-sdk.otPcTab #vendors-list .accordion-text{padding-top:6px;padding-right:25
px;padding-bottom:10px;padding-left:25px}#onetr

2022-05-27 17:34:07 UTC 2139 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.2 58276 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 129 of 163



2022-05-27 17:34:07 UTC 2079 OUT GET /resources/attachments/frames/Q7aqpazvRqWjAQhtKJNwp7_thumb.png HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 2175 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: image/png
Content-Length: 382029
Connection: close
Server: nginx
Last-Modified: Tue, 30 Nov 2021 00:45:52 GMT
ETag: "61a57440-5d44d"
Expires: Fri, 27 May 2022 17:35:07 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 2176 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 00 00 00 02 d0 08 02 00 00 00 40 1f 4a 01 00 00 
00 09 70 48 59 73 00 00 0e c4 00 00 0e c4 01 95 2b 0e 1b 00 00 20 00 49 44 41 54 78 9c ec dd e9 6f 5c 49 96 25 f8 73 af 
bd f7 7c e1 a6 7d 89 c8 58 72 cf 8a 4a a0 7a 50 18 cc cc 9f 3e 83 46 0d 06 18 60 d0 d5 e8 ae ee ac ca cc 50 84 76 8a e2 
be d3 97 b7 d8 bd f3 c1 dc 9d 4e d1 a9 a0 2b 42 21 85 fc fc 92 b0 64 b8 9c ce c7 ed 99 1d 5b c5 dd 41 44 44 44 44 44 44 
f4 a9 d3 0f 7d 01 44 44 44 44 44 44 44 3f 07 06 60 22 22 22 22 22 22 5a 08 0c c0 44 44 44 44 44 44 b4 10 18 80 89 88 
88 88 88 88 68 21 30 00 13 11 11 11 11 11 d1 42 60 00 26 22 22 22 22 22 a2 85 c0 00 4c 44 44 44 44 44 44 0b 81 01 98 
88 88 88 88 88 88 16 02 03 30 11 11 11 11 11 11 2d 04 06 60 22 22 
Data Ascii: PNGIHDR@JpHYs+ IDATxo\I%s|}XrJzP>F`PvN+B!d[ADDDDDD}DDDDDDD?`""""""ZDDDDDDh!0B`
&"""""LDDDDDD0-`""

2022-05-27 17:34:07 UTC 2191 IN Data Raw: 85 f0 f6 9b ef 6d ef 5c f9 8f 3f fd d9 95 d1 a4 99 6c 55 27 b3 fd c3 93 9d 6b 57 9b 93 f9 64 6b da 34 7e 77 7f ef 
e8 e0 50 09 99 75 64 b8 0b 7e a5 c3 93 88 51 e3 f1 f8 85 17 5e d8 d9 d9 81 c4 e8 bb ea e4 38 b6 be e1 ba 9c cd 47 79 
01 d1 10 c2 d1 d1 d1 f1 f1 71 db b6 03 65 7a d1 61 de a4 3d 68 5e 95 03 53 e9 85 17 5e 78 f5 b5 ef 4f 26 93 71 31 92 10 
49 81 a4 aa 45 20 85 f8 f0 d8 a4 d4 06 97 86 ac 11 52 58 c9 3f 15 70 04 e2 d2 1e 81 5e b5 17 fb b3 ea c3 0f 3f fc b7 7f 7d 
fd cd 37 7f 7f e7 ce bd dd dd dd 83 fd c3 b2 9c 5f 7f f9 e5 74 fd 74 a2 5d d3 b3 ed 8c cb c1 56 09 0a 18 97 8d 5d 5f 1f 1e 
42 08 71 65 c1 29 d8 98 64 e0 01 ba d8 2c a2 12 98 69 a5 57 b8 92 bc 46 0a 06 ad 74 23 d7 91 dd 2e 9b 64 5e a7 ee fe 
94 c8 74 4f ed da 5f 57 22 91 83 4f ef f7 7e bb 02 
Data Ascii: m\?lU'kWdk4~wPud~Q^8Gyqeza=h^S^xO&q1IE RX?p^?}7_tt]V]_Bqe)d,iWFt#.d^tO_W"O~

2022-05-27 17:34:07 UTC 2221 IN Data Raw: 55 46 26 a1 a9 17 b7 92 5a b0 42 07 ca 38 c9 60 55 03 51 a0 51 8c 8d aa b5 56 85 71 8c de 32 6d de fa a1 10 
9e ac 36 fc 40 11 22 41 26 eb 0e 3a 28 29 3f e2 e9 85 4f 1c 5e 07 eb ab 3a b7 6f f0 f9 e2 06 c8 60 52 00 54 d5 22 b5 48 
a5 10 fc e5 37 ec e5 ae 5e a2 e6 21 da 26 a5 93 f5 7a b9 5c 0e cb a5 bb ad ce 91 d3 59 46 24 aa 17 e7 af 33 28 10 b3 97 
e4 55 29 43 1e 76 3d 79 9d bf 1a 19 22 87 94 d2 c9 c9 c9 c9 6a dd 86 c8 7b f2 e3 99 06 7f f8 e1 87 bb a1 77 23 ba 40 4c 
8c 40 3c 8b aa 18 14 39 34 31 49 d3 2e da 6e d1 76 27 ab b5 4f 79 3e 9f ce 02 a8 26 c4 9a 0b 11 9d 5f 5e 6c b7 db e9 d6 
be 79 f3 1e 25 d0 8f 09 03 55 53 11 69 63 43 40 01 3e f8 f8 e3 0f 3f f8 f8 9f ff bf ff f1 ab 5f fe e6 b7 bf 7f 7d d8 ed d2 62 dd 
74 4b 62 ce c3 70 65 f5 ec a7 ce f9 ee 88 39 f7 
Data Ascii: UF&ZB8`UQQVq2m6@"A&:()?O^:o`RT"H7^!&z\YF$3(U)Cv=y"j{w#@L@<941I.nv'Oy>&_^ly%USicC@>?_}btK
bpe9

2022-05-27 17:34:08 UTC 2237 IN Data Raw: a9 e3 40 9b 2f 3a 61 c8 63 ec 3a 11 e9 fb 3e 75 a9 eb ba 3e a6 10 02 d4 c4 10 58 7a 89 81 45 ab 0e bb fd ee 
62 7d 63 a9 0b 03 55 22 cc 8a 6a 73 ba 5e 2e 97 24 07 65 b8 c8 b1 01 d2 5f 2c 88 00 26 66 a9 aa bf 7b f8 d1 3f fd f7 ef ff 
d3 7f ff fe 2f 7e f5 cb 8b cd 9a 25 c6 d8 c5 14 85 a3 36 a2 f7 95 32 09 6b 0a b8 16 9a 11 91 43 82 ff c5 5f bb b1 bb 52 6e 
b0 22 67 20 e9 95 32 d0 4e 02 b2 38 88 34 f4 f8 be c3 09 35 1e e2 b6 6d b5 80 39 14 a8 30 75 af e4 6a a6 7e ec ec c5 fb 
61 20 22 e6 10 84 02 42 10 8a 08 4c 4e 46 c2 88 60 66 04 c6 91 1b 97 43 9a 72 da 74 9a 3a e4 b5 c4 f0 95 17 71 4b 00 
fb 35 95 b7 61 e2 60 3c 31 ff 96 4a 3e 25 92 cc 44 c6 53 08 09 07 f6 e5 40 d1 7a d4 0f 9f 82 5f c7 65 cb 81 56 39 de 54 82 
9f 65 d9 74 16 47 55 cc 71 a9 a6 44 a4 87 b8 55 eb 
Data Ascii: @/:ac:>u>XzEb}cU"js^.$e_,&f{?/~%62kC_Rn"g 2N845m90uj~a "BLNF`fCrt:qK5a`<1J>%DS@z_eV9TetG
UqDU

2022-05-27 17:34:08 UTC 2264 IN Data Raw: 70 b3 02 58 2c 16 15 97 ee de 4b 44 05 be d1 34 6a d1 94 4b 29 be 15 d2 0c 21 9c 1e 1c ed 53 a0 dd bd 52 df 
7a cd 93 37 f2 cb 00 78 18 86 ae eb aa 36 e9 30 0c eb f5 7a 1c 47 cb c5 df 60 8c fe 43 7e 59 bb 60 aa 64 5a 75 17 40 dd 
d4 8d 21 00 52 4a 2f 5e bc 78 7e f6 e2 8b 87 5f c6 c7 cd a3 27 8f 7f f9 cb 5f fe fa 57 bf ba 7f f7 5e 24 71 ae 2a 2f ee 70 72 
98 16 98 33 33 98 f1 13 ab 08 fd 25 c4 d6 7d 72 d7 00 4c 78 69 22 f1 2d 11 ae 30 fc a0 b3 00 76 d8 96 27 ec 06 57 8c 80 
09 b2 a0 08 0a 23 0b 98 91 05 89 9c c9 33 63 34 2f 01 1c 69 00 19 53 61 0e 20 26 f2 48 39 50 00 cc 50 18 93 13 23 ac 
30 72 a0 14 28 37 5c 5a 19 1b 4e 2e d9 10 59 88 58 18 5a c4 0a 67 41 e1 97 7e 32 a3 30 ac 0d 26 6c c4 16 60 81 bd 89 
d4 04 0f 01 91 5c 9c 44 6d 54 55 1d 02 06 f6 4c ce d5 4e 
Data Ascii: pX,KD4jK)!SRz7x60zG`C~Y`dZu@!RJ/^x~_'_W^$q*/pr33%}rLxi"-0v'W#3c4/iSa &H9PP#0r(7\ZN.YXZgA
~20&l`\DmTULN

2022-05-27 17:34:08 UTC 2292 IN Data Raw: 66 d6 34 cd 78 3c 36 d5 52 4a 60 47 44 50 e3 e0 cd 3b a2 f5 b3 bb db 83 e1 f8 f8 78 6f 6f 6f 34 1a 89 c8 db a1 
5c e2 9a e9 6a db 18 23 36 a1 eb 1b b1 22 01 24 54 91 ed a4 89 b1 6d a6 fb fb b1 6d 8c 69 be 5a e6 9c ab 6a 71 8c 31 
b6 ad f7 3e fa 90 bb be 4a 1d b2 77 9e 1d 7b e7 88 c1 c4 33 66 ef 42 08 e4 98 0c e4 b8 09 91 da 40 ce 99 67 ab aa b9 b0 
a4 92 54 b2 94 f1 64 5c dd 23 17 82 e4 6c 66 0c 72 20 da 48 14 be 95 51 01 26 07 fb 47 b7 8e 8f 8e 8e 8a c8 e5 6c 36 94 
9c 55 c8 7d b0 6f 5f 93 e7 e4 d8 39 e7 e0 0c 10 68 16 f9 e1 c1 83 57 af 5e dd bf 7f ff c1 a3 87 67 67 67 aa da 34 4d 1c b5 
52 f2 95 2a 5f bc 9d e1 d9 85 c7 ef 3c 28 de 7c 13 6f 78 d4 30 03 98 88 88 bd 63 53 2d b2 ec ba 52 ca f9 f9 79 1c b5 e7 
e7 e7 a5 94 bb 5f 7c 31 6a 47 31 c6 2d cd ef 93 fd 84 
Data Ascii: f4x<6RJ`GDP;xooo4\j#6"$TmmiZjq1>Jw{3fB@gTd\#lfr HQ&Gl6U}o_9hW^ggg4MR*_<(|ox0cS-Ry_|1jG1-

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:08 UTC 2308 IN Data Raw: 5f b3 39 06 04 78 36 8f db ce cd 9b 6d 0e 79 7d d1 75 44 c9 b2 a7 f9 a7 0f 9b 83 c5 ec 60 e9 66 75 80 b6 39 
c6 9c a2 69 a9 08 98 89 3f 98 cd e7 ae 0a 9b 36 57 d2 0b 62 ed c9 09 1f cc 66 8f 8f 8f ff f0 d9 e1 c3 07 1d e9 26 f6 2d b2 
12 32 8c d4 24 0f 7f 55 c6 e3 d9 c1 eb e7 cf 2e ba ed f6 e2 24 e4 d0 38 3f 3b 5a 2c 1e 1e 3f f8 fc 49 71 80 75 e7 20 bd a2 
bb b8 3c ac e7 47 8b 65 45 12 ea 55 da 76 f2 fa 44 c7 a7 f8 23 13 a6 42 53 4e 21 84 6d db 9e 9c 9f 7d fd f5 d7 7f f9 f2 8b 
6f bf ff de cc c0 24 de 39 22 f6 8e 99 b3 6a ce 59 1c e1 8d f0 ef d5 7a f2 fe d9 57 76 3d f9 65 57 a6 62 5d 32 23 66 15 86 
1a 13 df e5 99 dd a9 2f 46 ed 80 1d af f2 1d 1c bc 69 85 bf 91 ba 7c 0d f8 e5 31 12 4a 64 3b 51 dd e9 64 77 0f 75 4c 20 1a 
dc dd 5d ad 74 e5 88 c2 ee 8a 36 de 75 be 
Data Ascii: _9x6my}uD`fu9i?6Wbf&-2$U.$8?;Z,?Iqu <GeEUvD#BSN!m}o$9"jYzWv=eWb]2#f/Fi|1Jd;QdwuL ]t6u

2022-05-27 17:34:08 UTC 2326 IN Data Raw: 43 7f e0 b1 7a 93 01 72 5b 07 a1 81 24 0f 73 33 63 a2 10 c2 a5 6a de bf 74 48 8f df b8 f8 be 3c fc d7 c7 11 68 
08 d7 cf ec 1c 17 c6 db 89 48 d0 e7 64 a7 cb c2 d4 f0 a1 b6 0f ee 46 04 a2 ff f8 ee fb 6e 2e 86 db 34 cd 0c 00 36 7d f1 9f 
ff 71 fb cd 97 ff 70 7f ff 65 f7 02 f5 6a 8c a5 5c 72 8c ef d3 44 c4 e1 87 ae 79 fd fa f5 f7 df 7f ff dd 77 df ed 0f 87 92 23 b2 
a2 fd 3b 00 e0 81 82 78 c1 ce 19 ef 0d 00 07 96 59 00 cc 14 31 79 f7 27 f5 a5 3e 06 74 46 33 32 d5 6e 56 05 7a d6 1c 08 
db 2a 99 7a 97 a1 26 c0 2a c8 95 54 b5 f0 ff f2 87 3f 5c 70 21 9e 9e cd 26 51 8d e0 0b 01 ac a5 69 ca 1e 7d 31 7b bb 30 
5f 4c a3 76 c6 c0 bb 7e 3a 56 90 5e ce b9 74 00 2e ca ff 23 d1 fc 63 1f dd 85 76 da 0c 62 5c 5d a6 dc a3 4c c8 44 e2 71 
bc 2f fd a6 1f e4 e6 0c 9d 84 fb a3 29 7c 
Data Ascii: Czr[$s3cjtH<hHdFn.46}qpej\rDyw#;xY1y'>tF32nVz*z&*T?\p!&Qi}1{0_Lv~:V^t.#cvb\]LDq/)|

2022-05-27 17:34:08 UTC 2342 IN Data Raw: fa d4 b5 f9 05 40 13 6c 5f 18 31 0e 00 81 25 a6 b4 e9 87 ed b0 79 a0 03 af 20 a7 69 55 b4 19 e4 c5 8b 17 0f 0f 
0f d3 34 b9 6a eb 3d 66 e6 14 c2 a2 c5 dc 98 50 a0 10 42 9f ba 61 18 52 88 1c 24 4a 90 18 9a b7 b2 10 9b d9 76 bb 65 
07 e5 79 9c 27 ac 25 e8 4f 09 40 5e 24 1a 9a 81 ea 25 21 eb 53 8d 56 01 76 77 35 14 85 b9 38 78 6d 03 7e ef b5 67 c6 
01 81 ce 00 78 f9 df 5f 00 05 fb 4a 6c f6 b3 6d 12 ad f7 0d fb f1 63 ab 30 19 50 41 19 e4 e0 19 cd 02 8a 18 6c 66 05 80 35 
c0 d9 64 7b d7 1e 0e 47 21 cc f0 1a 28 ab 65 f5 59 cd 53 dc 11 57 22 23 5a 2b 9e 04 26 18 11 91 ac 1a d7 cd ce c9 41 5e 
ea c9 50 49 40 1c c9 67 a2 68 16 cc b9 56 b3 77 2a ba cb 0a 34 34 f1 d1 77 f2 08 ec 3f 10 40 3a a0 0b f7 5b 8c 0d 24 20 
31 f7 e2 c8 e6 d5 61 0e 23 a2 45 b0 93 17 f5 3e f7 00 0f 
Data Ascii: @l_1%y iU4j=fPBaR$Jvey'%O@^$%!SVvw58xm~gx_Jlmc0PAlf5d{G!(eYSW"#Z+&A^PI@ghVw*44w?@:[$ 
1a#E>

2022-05-27 17:34:08 UTC 2390 IN Data Raw: 33 6f a2 2c d7 e3 61 9e e7 76 d1 6a ad c4 9c 52 6a fb d7 33 55 7b 2e 44 24 a5 34 0c c3 27 8f 3f cf 33 07 6a 70 
b4 f9 54 4d 34 a8 94 d2 75 dd e1 e6 a6 68 1d 86 61 c8 33 1a bf 94 f9 83 80 60 a3 df 89 c8 34 4d ea de f7 fd f1 78 6c 09 c9
f3 69 e8 ba d6 47 29 c5 18 19 64 66 91 b8 eb 3a 32 cf 39 d7 52 dd 5d 42 6c 6d e1 44 24 48 d8 20 e8 f2 f3 57 1d ac d0 c5 
be ef b3 56 77 d7 5a 01 a4 94 30 8e 97 cb 45 88 ff fd df ff 3d 12 ac 2a 33 df dd dd c5 18 17 ae bb 43 7c e9 4d 42 db 42 a3 
da 68 cc 2d b0 48 44 e3 38 7e 7c 71 88 1a 23 66 99 8e da 25 6d fb 2d 09 dc 84 f7 dd bd 5d 79 cd 65 d7 f7 42 d4 b2 ca a5 
94 76 3b 54 f5 f7 bf ff fd c7 c7 37 60 76 6d 77 b6 c5 40 db 0f 17 91 17 2f 5e b4 85 a6 1d 1c 6b 7d da 3c 7c e2 3c db ff 3e 
cf b4 2b 11 7a 0b aa b6 57 ae 17 a3 be ef 37 
Data Ascii: 3o,avjRj3U{.D$4'?3jpTM4uha3`4MxliG)df:29R]BlmD$H WVwZ0E=*3C|MBBh-HD8~|q#f%m-]yeBv;T7`vmw
@/^k}<|<>+zW7

2022-05-27 17:34:08 UTC 2406 IN Data Raw: e9 fe ee b6 39 3c 4e 29 1d 0e 07 55 1d 86 61 98 c6 54 4a 08 e1 cb df 7c 95 52 ba 4e 11 33 b3 5f 6f ee 8b af b3
44 bb cd ac 94 92 73 26 62 55 cd 39 e7 5c 86 79 da dc dd 85 10 20 dc f4 1d 33 ab 6a 13 62 a1 a4 aa 53 9a 87 79 d2 52 
ba 10 fb ed 26 74 ed 28 bc 24 6d 57 90 e0 ee 56 a1 08 73 8d a0 d7 dc 4b d7 75 fb fd 5e e7 b4 6f fa 2e 44 1d e7 c7 d7 6f 
77 d2 bc bc b9 6d b6 fb 57 df ff d0 38 35 ce 65 ce e3 34 4e 25 73 13 bb be 31 d5 ec 0e 83 af bc f1 29 a7 71 28 b1 8b 44 
94 73 1e c7 31 19 fa a6 ad 3a 8d 91 c4 a8 04 78 60 da 36 b1 6b db 91 8b 91 9d e7 89 03 49 d5 76 66 86 73 13 48 c9 fb 
b6 71 b7 71 1c 52 9e 99 a9 69 62 72 9d a6 b1 eb 3a 27 b8 d6 36 79 4e e4 22 1c 48 3c bd e7 58 ff ed e3 7e b6 98 aa 2e 
d7 9d 50 ef 23 09 c1 84 62 8c fb 4d db 6d b7 31 46 a8 41 8d 0a 
Data Ascii: 9<N)UaTJ|RN3_oDs&bU9\y 3jbSyR&t($mWVsKu^o.DowmW85e4N%s1)q(Ds1:x`6kIvfsHqqRibr:'6yN"H<X~.
P#bMm1FA

2022-05-27 17:34:08 UTC 2452 IN Data Raw: e2 47 cb a6 5d ad 56 3a e6 be ef 07 ad 95 f5 ea 0e 08 8a 3d ee 96 5c 89 d9 0a a1 4f a7 d3 a5 d0 bd 69 9a da 
77 7d 6e 05 4f 44 cb f5 63 40 1d 68 9a a6 69 9a b6 6d 2b 14 af 9d 90 4a 29 c7 ae 23 e1 36 35 bb dd ee e9 cd 93 c5 6a 99 
87 f1 d4 77 f6 58 5f 62 27 b8 9a 13 2c 17 83 c3 bc 2e 2b 44 d4 34 4d 25 96 e7 fb a7 5a 27 b2 fb 4f 09 93 fe 92 86 1a e4 4c 
02 6f b7 db 0f b7 87 71 1c fe e2 5c 7d fe 7f 0c 9b 4b 33 80 a9 ef 9f 3b 4a 61 9b 2c 1d 03 e1 f9 2a 46 df 58 ee 47 1b 8c 9d 
f5 74 60 74 ae d9 b2 c1 8d 40 81 01 81 b9 15 2f 86 a3 e9 db a1 d3 0f ef 0f 63 ff be 5d 3d 59 6d 9e af 37 fd 62 81 e5 32 39 
12 3c c2 13 b8 9c 7d 98 f4 a1 98 97 ee ff 9f 70 46 89 55 01 e3 95 81 75 7d 5c a1 fb 38 00 f9 f7 10 96 7e 36 f5 f7 19 bb 12 
50 75 37 44 20 56 c0 e0 59 75 30 3d 9c ba 63 
Data Ascii: G]V:=\Oiw}nODc@him+J)#65jwX_b',.+D4M%Z'OLoq\}K3;Ja,*FXGt`t@/c]=Ym7b29<}pFUu}\8~6Pu7D VYu0=c

2022-05-27 17:34:08 UTC 2468 IN Data Raw: 5d 36 13 bf 18 80 11 b3 40 a2 10 0a c4 bb 99 ae eb 1a e2 93 a1 14 22 72 e0 b4 5c d6 5a 9b a9 b9 5b 64 a8 04 
5d d7 66 ca 22 65 1a c7 5a d3 50 88 b9 bb 7d ae ff 16 f9 96 99 b5 d6 d4 d1 aa 2f eb da 97 1e 62 3c 60 9f 3b b2 97 25 f3 
38 0d c3 90 73 e6 24 22 d2 5b 8b 1d bb 49 42 1b 9d 85 3c 46 fc 12 81 68 b9 ac cb b2 2c 8f a7 d6 9a 4a 46 19 93 53 21 19 
24 65 62 37 43 57 ea e6 6a 09 64 0e ab ad 83 1b d8 a4 99 59 33 05 60 4c 4b ad 44 c4 e6 6d ad bd 56 75 83 27 10 32 71 
06 17 70 06 33 3c de 64 e2 04 32 e6 44 6c dd da b2 5e 88 6a ad 60 7a bc 7f 20 a2 96 12 ab 53 55 ed fd fe fe fe e1 f1 e1 
9a ae 6d 95 e2 f6 79 fd 93 e3 a3 a2 b6 d1 10 d0 5a 48 85 f7 72 94 c9 af 53 4c 64 e7 fc ef 89 e0 d3 b8 20 da 40 e3 30 5b 
ee e4 31 3c 69 b3 b6 61 96 a1 40 28 71 92 52 32 67 49 ce dd 
Data Ascii: ]6@"r\Z[d]f"eZP}/b<`;%8s$"[IB<Fh,JFS!$eb7CWjdY3`LKDmVu'2qp3<d2Dl^j`z SUmyZHrSLd @0[1<ia@(qR2gI

2022-05-27 17:34:08 UTC 2506 IN Data Raw: dd 6e b9 9c 2a dc f4 fe 79 87 26 8d 25 a7 94 44 a4 e6 eb 56 b2 d9 b2 9d dd df df d7 37 5e 2c 57 89 e5 fe ed 
bb 6f ef ee c7 7d 17 59 e8 90 45 04 a0 ca cc 98 b9 72 29 eb 96 a2 94 32 9b cd ce 2e 2f e6 b3 59 ca 7e 1e da 35 27 1d f6 
be eb 65 d4 05 c7 96 c3 ed ed ed eb 57 3f 6e 36 1b 77 af 1d 03 66 f6 a2 5d d7 6d bb 7d 0d 72 24 a2 ac a5 5a 80 7e f5 f5 
d7 7f f9 cd 37 d7 37 37 0e dc dd df ef bb 6e db ed 97 67 ab 43 93 ea b1 59 25 8e 8b f9 72 36 5f ce 9a 96 59 f2 58 4a 01 91 
51 34 eb 70 7e be 7a f6 c5 b5 88 fc d3 ef 7e fb fa cd 1b 66 4e 31 fe 70 7b 2f 22 7f 7b 7d f9 d9 e7 2f 5c 6d ec 87 10 82 e6 
3c 99 4e 31 13 81 59 9c 41 c4 80 cf 52 24 a1 9c 07 87 2c cf ce 2e af cf db 37 6f fb ef ff b0 68 67 b7 eb 07 51 5e 7c 31 fb 
fc e6 c5 67 97 97 a2 e4 79 1c ba 5d 64 4a a9 15 
Data Ascii: n*y&%DV7^,Wo}YEr)2./Y~5'eW?n6wf]m}r$Z~777ngCY%r6_YXJQ4p~z~fN1p{/"{}/\m<N1YAR$,.7ohgQ^|1gy]dJ

2022-05-27 17:34:08 UTC 2522 IN Data Raw: fb 56 d5 07 df ac a4 37 bd cf 9b 9e bb be 3e 6d 7d e8 68 c6 c6 ca 23 1e 3e 52 21 f8 00 c5 a8 3a 07 9b 21 8c af 
14 ba ef be c7 d8 33 57 df 18 4c 6e 02 d2 37 c0 71 75 13 5f ef 7f 44 30 f2 ee de dd 2e 2f 2f 15 a9 b5 5e 97 e5 eb eb eb 3f 
7f f6 f9 67 9f 7d f6 f5 f5 cd 8b 17 2f ce a1 6f 80 61 76 4b 5a 09 aa 0c 25 18 9b 32 34 24 dc ae 03 27 d6 de 6e 8e d4 fa 4f 
3f fc 09 b5 56 48 fe f1 77 ff f4 36 07 f4 7b 17 d1 82 62 d0 c5 74 f8 e8 f9 4f 7e ff fb df ff d3 3f fd d3 a7 9f 7e 92 82 96 68 60 
a6 9c 4a d0 dd de c0 24 fa 31 be 5b fc 0f 0b 80 cf c9 30 bc f9 e5 61 b3 b9 0b 61 03 ad e2 ff e0 b2 12 42 78 a6 0c 23 5c 5c 
5d f5 98 f7 d0 aa b6 1e 73 2f e1 56 32 b3 33 99 00 16 b2 3f a1 64 d0 92 a7 f1 62 1c 0f 53 ce 92 4a 96 cc a2 89 84 21 90 b
1 a4 69 c8 87 b1 4c 63 e9 ad 4c e3 
Data Ascii: V7>m}h#>R!:!3WLn7qu_D0.//^?g}/oavKZ%24$'nO?VHw6{btO~?~h`J$1[0aaBx#\\]s/V23?dbSJ!iLcL

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:08 UTC 2539 IN Data Raw: dc cb f7 be f7 bd 9f fe f4 a7 1f 7c f0 c1 71 38 7d f2 f8 d3 32 64 49 d1 7d c3 dc 16 5a 30 85 10 42 d5 2f eb a5 73 
86 3b dc 48 88 9c c7 9c 4d 1c 40 24 44 22 09 82 10 41 28 6a 75 3e 03 3a db 82 79 d5 3d be 73 82 82 60 84 4a ac 98 d7 
2c 26 16 82 38 45 82 34 69 3d 43 71 54 82 00 e1 cb 99 21 f8 6d 9a b0 34 3f b3 21 fe da d3 f7 62 76 6c fd 71 cd ea 6e ba 
be eb ba 94 52 0a 51 ad 9e b3 ab 34 33 20 da fd 79 29 bb 8f 65 5a c9 d2 97 8c c7 ae 2d 88 2b cc 71 65 30 01 f3 78 1a 46 
0c fd a6 fb e6 37 bf f9 fe 8f 7e fc e3 1f ff f8 cf fe f4 1b 06 10 44 30 2f a3 8e 45 5d 74 e1 5d bd 7b f8 d7 31 f0 6f d8 5e 07 c0 
bf a6 f5 7d 3f 8e 63 df f7 44 d4 a7 6e bf df 6f fb 5e 88 4f fd a9 35 23 91 70 73 d4 4a 29 c5 f4 c3 0f 3f f4 aa 65 9c 04 54 87 
a9 69 9a 51 8c a7 3c 04 73 e7 80 a8 24 
Data Ascii: |q8}2dI}Z0B/s;HM@$D"A(ju>:y=s`J,&8E4i=CqT!m4?!bvlqnRQ43 y)eZ-+qe0xF7~D0/E]t]{1o^}?cDno^O5#psJ)?
eTiQ<s$

2022-05-27 17:34:08 UTC 2555 IN Data Raw: a9 6d c0 34 e5 bc 1f 87 2a 8b d5 ad 56 a1 6d fa b6 7b 7d 7f ee 1f f3 63 6e f1 60 7d 57 cf bf aa 1a fc e0 e9 e0 fe 
a9 ac f2 7f 95 71 24 5d d6 bf ed 20 6e d2 a4 10 08 0a b8 43 04 8f 2e ba 3f fd c1 f7 db be ff e8 f9 8b bf f9 bb bf fd d9 cf 7e 
e6 c3 7e 60 8a b1 49 12 ac 09 5c d9 ef 2f eb 60 19 e1 cb f2 78 a9 b7 00 13 37 4d 73 79 79 d9 34 cd e3 c7 8f c7 3c 37 67 
ab cf 05 80 df 54 c9 3c 56 41 8e 7c fb b6 6d fb d4 fc 6e f6 fe 6d fc a1 c5 91 29 70 a4 cf d4 e4 e9 fa 6c f5 ad 6f 7d e3 c7 3f 
fe e1 8f 7e f4 c3 af 7f fd 6b 4d 23 c7 a1 fb d5 f0 37 bc fe 36 fe 07 c6 5b 00 fc 5b a2 4a 6e e0 d0 c1 5f 54 69 9e cd ec 6e b7 
85 9a e6 a5 f2 59 17 55 60 d2 37 50 c5 aa aa 73 cd be ef f7 fb 2a d4 11 42 30 2f 44 34 4d d3 76 bb 75 f7 94 d2 69 c1 f9 
95 30 00 a6 0c 26 21 72 14 d5 ea 
Data Ascii: m4*Vm{}cn`}Wq$] nC.?~~`I\/`x7Msyy4<7gT<VA|mnm)plo}?~kM#76[[Jn_TinYU`7Ps*B0/D4Mvui0&!r

2022-05-27 17:34:08 UTC 2574 IN Data Raw: 7c 1b 27 dd 98 4e b5 44 05 18 d8 40 00 72 03 78 32 6a 17 8b 45 c9 dd 68 b2 fb fa cb b7 7e f4 d1 07 7f f3 b3 1f 
ff e0 bd 77 6e 5d 1d 37 02 01 72 81 95 ec 66 ce 81 82 9c ea 56 cb f9 9a 70 ae 3b 79 dc 6e f0 6c b7 f8 f6 b1 35 80 07 b8 
83 48 44 42 08 bd 7e 66 51 55 95 de 0c 3b fd a1 ba c2 c6 e9 d6 78 83 01 4e 1c 80 31 08 64 20 73 b2 5a 50 67 38 7d 9c 
41 7e 80 4d 87 75 d7 f0 0a d6 95 5d a9 02 97 ee 0c 07 13 98 48 98 84 05 71 75 84 5e aa 2c ae d6 48 ac e6 1a 45 e2 2e 
6b 9e 2f 2c 65 71 04 92 62 5a 52 c7 31 d4 97 75 29 84 b0 fc 7e 7e d0 50 12 49 d6 67 8d f4 86 22 03 51 72 f6 a4 25 b9 1a 
13 07 01 b1 d6 9a 9f 3a 27 f5 66 6d 6f 8f bb d7 8f 13 84 59 98 b9 b7 36 6d 7d 4d 88 9a 11 88 dd 56 3f 20 65 82 00 e4 46 
66 5e e5 80 9d 4c 33 39 18 4e 6e ab 2d c8 1d 06 62 66 0a c4 
Data Ascii: |'ND@rx2jEh~wn]7rfVp;ynl5HDB~fQU;xN1d sZPg8}A~Mu]Hqu^,HE.k/,eqbZR1u)~~PIg"Qr%:'fmoY6m}MV? 
eFf^L39Nn-bf

2022-05-27 17:34:08 UTC 2613 IN Data Raw: 4f 04 99 e9 6b 3a f3 1c 57 b7 73 e3 b3 0f 0b 80 67 12 cc b3 00 58 99 6e 4e 31 05 50 86 2e 42 3f 06 72 98 cf 
04 ee 4a 51 1b 03 60 8c 30 30 30 01 83 01 58 ea 6a 92 93 0b ce b5 ec 03 71 63 ec 0c 54 6f 36 cd 66 dd d6 75 b3 de 44 
15 e7 1c bc 5b 6b 12 36 da fa cf 91 db 7e 55 c9 22 54 f8 3a d5 0d a4 2a d8 a6 c0 81 94 e9 b2 1f 6c 06 3c b0 5c 95 c7 66 
02 81 99 e4 2c 88 73 21 80 63 dd 0c 8d 67 5a 41 4c b0 08 6a 71 50 ec b5 11 3e 02 d2 01 80 ec 53 56 42 e3 04 ce 30 99 
42 2f c2 64 a3 37 84 60 a3 67 de d8 83 cc 62 42 d7 9e 6e da 5f af ec bc 3a 5c 2a 00 b7 9b 7a d2 81 9e cb 0c 4f 1b 29 6b 
17 ca bd 51 c4 7d 06 fd ce 7f 2f 69 3f dd ae 4d 21 5c 7d b9 7f 28 76 e8 71 9c 51 bf 36 20 d7 8c af be 75 fd 53 06 46 2f 32 
69 c8 e5 e8 3c da bf 07 c3 30 ee 6b 0b 47 d1 0d 61 48 da 31 
Data Ascii: Ok:WsgXnN1P.B?rJQ`000XjqcTo6fuD[k6~U"T:*l<\f,s!cgZALjqP>SVB0B/d7`gbBn_:\*zO)kQ}/i?M!\}(vqQ6 
uSF/2i<0kGaH1

2022-05-27 17:34:08 UTC 2660 IN Data Raw: fa fb fb b5 d6 e8 7b 61 18 9a 4e f8 de 48 a8 53 0a c4 42 27 ef ab 27 95 61 18 86 79 3d 6f 36 2f bc fb fa 52 2a 
95 ea fa 79 b3 d9 fc 8e 4b c2 d8 bc 2d 3d c4 ce 2e 14 d6 69 23 f5 7a fd 2d 94 f2 fb 83 0d e0 37 c4 75 5d c7 71 52 a9 94 
31 80 9b cd e6 3b b8 3b df 3b 08 7c 07 5e 0c 64 fa bb 26 d0 4f 0b 23 23 23 51 14 05 41 d0 68 34 ea f5 7a a3 d1 08 82 80 
1d 31 df 3b bc 1f 1e c3 30 0c 63 f3 06 f3 c2 a9 d0 97 3c cf eb fa 39 1b c0 df 2f 6f 4b 0f 71 5d d7 98 be e6 c8 1b 21 c4 69 
37 80 9d 53 14 29 72 5d 17 c3 0c eb 1e 87 86 86 66 67 67 a7 a6 a6 2e 5c b8 f0 fc f9 f3 20 08 32 99 4c 10 04 52 ca 6c 36 
6b 6c 51 ec 4d e5 79 9e ef fb 61 18 6a ad a5 94 ae eb c2 82 c5 5f ed 95 15 b6 7b c3 de d7 0a ad 8e 7f 6b ad b3 d9 ec 67 
9f 7d f6 4f ff f4 4f 7f fd d7 7f ed ba ee fe fe fe 
Data Ascii: {aNHSB''ay=o6/R*yK-=.i#z-7u]qR1;;;|^d&O###QAh4z1;0c<9/oKq]!i7S)r]fgg.\ 2LRl6klQMyaj_{kg}OO

2022-05-27 17:34:08 UTC 2677 IN Data Raw: 26 06 81 28 64 bd 4d 70 b8 54 2a 85 3b c4 58 f8 7c 3e 28 46 f8 24 38 27 4d 4d 4d 67 67 67 34 ec 1d 1d 1d 75 
77 77 5f bd 7a b5 a1 a1 c1 e7 f3 3d 7a f4 e8 0f 7f f8 43 28 14 02 b3 74 bb dd 1f 7e f8 e1 df fe ed df 36 36 36 42 1b 4e 24 
12 d4 d3 32 99 0c c2 06 d3 d3 d3 bf fb dd ef b6 b7 b7 a9 4e 54 56 56 6e 6f 6f 33 71 a4 bd bd dd 6e b7 57 57 57 97 0e 7c 
2f bd 80 f1 5e bf 7e 4d 98 95 cd 66 bd 5e ef fd fb f7 8b c5 22 4d b0 d0 96 a0 d1 56 56 56 2e 2f 2f bf 7a f5 ea ce 9d 3b 1e 
8f 87 32 bb c5 62 69 68 68 e8 ec ec 04 02 8c c5 62 b0 92 e0 43 0e 0c 0c 68 b5 5a 8f c7 f3 e0 c1 83 e9 e9 e9 cd cd 4d be 
f7 e3 8f 3f fe de f7 be e7 72 b9 ec 76 fb c0 c0 00 24 a5 dc d7 8f 2c c6 ee 48 92 74 7c 7c bc ba ba 7a ef de 3d 16 19 12 6c 
2e 97 d3 e9 74 94 50 d8 75 3f ff f9 cf 5f bc 78 
Data Ascii: &(dMpT*;X|>(F$8'MMMggg4uww_z=zC(t~666BN$2NTVVnoo3qnWWW|/^~Mf^"MVVV.//z;2bihhbChZM?rv$,Ht
||z=l.tPu?_x

2022-05-27 17:34:09 UTC 2705 IN Data Raw: fc d8 8e 8e 0e d0 f6 58 2c 46 24 b3 b3 b3 63 b5 5a c7 c6 c6 5a 5a 5a a0 83 ae af af 2b 14 8a a6 a6 a6 91 91 
91 a1 a1 21 95 4a e5 76 bb 03 81 80 e8 53 20 b9 15 2a 6b 4a a5 12 46 68 28 14 1a 19 19 69 6d 6d bd 79 f3 66 20 10 60 
41 e6 e6 e6 58 d8 b2 b2 b2 a1 a1 a1 e6 e6 e6 2b 57 ae 34 35 35 cd cc cc f8 fd 7e 0a 1b a3 a3 a3 0d 0d 0d d1 68 74 6a 
6a 6a 6e 6e 2e 1e 8f 17 65 91 88 af b4 f3 53 53 53 b5 b5 b5 cd cd cd 83 83 83 37 6e dc d0 eb f5 cb cb cb a9 54 8a da 72 
26 93 f1 f9 7c 47 47 47 a1 50 28 1c 0e cf cf cf 53 00 00 aa 80 16 4b ec 3e 32 32 e2 72 b9 92 c9 e4 ec ec ec e2 e2 62 24 
12 29 96 4c cf 12 82 ba 79 59 fa 0b 48 1d 20 4c 92 69 2f ec 28 95 4a 65 32 99 46 46 46 86 87 87 25 49 5a 5d 5d dd dc dc 
84 d7 ed 74 3a bb ba ba 8a c5 22 bd 48 1b 1b 1b 8a 12 a6 2b 75 
Data Ascii: X,F$cZZZZ+!JvS *kJFh(immyf `AX+W455~htjjjnn.eSSS7nTr&|GGGP(SK>22rb$)LyYH Li/(Je2FFF%IZ]]t:"H+u

2022-05-27 17:34:09 UTC 2731 IN Data Raw: d5 6a ef df bf 1f 8f c7 49 a8 9b c3 e1 60 ae 7e fa d3 9f 22 55 5b ab d5 e0 ed a8 d5 6a e4 3f 65 32 59 b5 5a 85 
bd 85 d1 ea f5 fa 8f 3f fe 58 2a 95 ee ee ee ee ec ec 04 83 41 24 7c 54 2a d5 9d 3b 77 1a 8d c6 c0 c0 00 be ab d7 eb 0d 
06 03 f2 09 66 b3 79 72 72 52 28 14 7e fd f5 d7 e1 70 18 60 6c 8a a2 14 0a c5 f8 f8 f8 e2 e2 e2 d8 d8 98 4e a7 03 3a 97 
cb e5 f6 f4 f4 68 34 1a 64 35 3d 1e 4f a9 54 92 c9 64 60 1a 1b 19 19 b9 76 ed da d4 d4 54 77 77 37 60 a5 20 eb 42 14 c3 
e3 f1 c0 2a 62 d1 0d 3f 89 bb c2 66 b3 65 32 99 5e af c7 9c 80 dd d4 64 32 f1 78 bc 58 2c e6 76 bb 01 2e c0 a8 66 66 66 
90 81 ec e9 e9 41 7a 41 22 91 20 1d a1 52 a9 d6 d6 d6 6c 36 1b a2 21 f8 57 83 c1 30 31 31 a1 54 2a 51 2f a7 d7 eb c7 
c7 c7 47 46 46 4e 4e 4e 40 67 25 16 8b e1 75 90 32 5d 8a 
Data Ascii: jI`~"U[j?e2YZ?X*A$|T*;wfyrrR(~p`lN:h4d5=OTd`vTww7` B*b?fe2^d2xX,v.fffAzA" Rl6!W011T*Q/GF
FNNN@g%u2]

2022-05-27 17:34:09 UTC 2747 IN Data Raw: f3 f3 f3 b9 5c ae 56 ab a1 e6 d0 d6 d6 46 6b d4 e9 74 ca fb 22 14 0a cd ce ce de bf 7f 7f 75 75 95 cd 13 1f e6 
c3 c3 43 cc 93 e3 f1 b8 2c 18 99 f6 37 99 4c 95 4a 65 6b 6b 2b 12 89 f0 40 29 a5 ec 76 bb d7 eb 8d c5 62 f3 f3 f3 c9 64 
12 1b 79 d2 6f 9e be 95 95 95 62 b1 28 69 1b 4f 16 24 6d a9 74 44 22 11 bb dd 7e e1 c2 85 4b 97 2e 21 25 b5 b8 b8 38 
33 33 c3 fe 10 8d 46 59 54 4a 29 fa b7 28 c3 67 b3 59 bd 92 b3 18 74 ed ee ee 62 9a cd dd b4 58 2c f8 51 b3 8d 3c 7c f8 
90 7d 7e 7d 7d 3d 18 0c e6 72 39 91 8c e2 4f 20 1a e0 bc 9d cf e7 97 97 97 19 06 66 24 81 6e 33 5b 31 ea 74 f1 78 3c 1c 
0e 53 c0 dd dd dd 85 38 cd f8 2e 67 c7 fb f4 e0 e0 80 75 9e cf e7 39 66 68 d5 58 1f 97 cb 65 19 fb c7 80 9a e6 73 36 9b 
85 ab 85 12 58 28 14 5a 5d 5d a5 cc 77 7c 7c 2c f4 84 9d 
Data Ascii: \VFkt"uuC,7LJekk+@)vbdyob(iO$mtD"~K.!%833FYTJ)(gYtbX,Q<|}~}}=r9O f$n3[1tx<S8.gu9fhXes6X(Z]]w||,

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.2 52144 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:07 UTC 2079 OUT GET /resources/img/flags/US.png HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 2167 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: image/png
Content-Length: 442
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-1ba"
Expires: Fri, 27 May 2022 17:35:07 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 2168 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 30 00 00 00 30 08 03 00 00 00 60 dc 09 b5 00 00 
00 69 50 4c 54 45 00 00 00 b1 21 34 ff ff ff e0 a6 ae 3b 3a 6d 44 43 73 3c 3b 6e 51 50 7d 3e 3d 6f 8b 8b a9 54 53 80 49 
48 77 61 60 89 41 40 72 7d 7c 9e 4d 4c 7a 59 58 83 bc bc cd b1 b1 c5 78 78 9b 74 73 98 6f 6f 94 5d 5c 86 a4 a3 bb 9f 9e 
b7 88 87 a6 63 62 8b 46 45 75 c0 c0 d0 b9 b9 cb 99 99 b3 98 98 b3 81 81 a1 67 66 8e 68 67 8f 40 d6 ea e0 00 00 00 01 
74 52 4e 53 00 40 e6 d8 66 00 00 00 ff 49 44 41 54 48 c7 ed 90 b9 6e c3 30 10 05 63 fb ed 2e 0f 51 a2 4e eb 88 1d 3b ff ff 
91 59 ab 48 47 1a 72 a5 42 03 10 9c 66 00 f2 7d 1d ec 03 24 38 25 f8 24 b0 03 e8 87 10 ad 6a 5c 75 50 bd 24 d0 a0 90 
05 2d 7b 99 43 98 c5 a3 c5 22 73 36 00 df 1c a4 66 4c 13 b8 16 
Data Ascii: PNGIHDR00`iPLTE!4;:mDCs<;nQP}>=oTSIHwa`A@r}|MLzYXxxtsoo]\cbFEugfhg@tRNS@fIDATH
n0c.QN;YHGrBf}$8%$j\uP$-{C"s6fL

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.2 65438 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:32:59 UTC 46 OUT GET /assets/js/jquery-3.1.1.min.js HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:32:59 UTC 170 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: application/javascript
Date: Fri, 27 May 2022 17:49:18 GMT
ETag: "59ea258b-152b5"
Expires: -1
Last-Modified: Fri, 20 Oct 2017 16:34:19 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 86709
Connection: Close

2022-05-27 17:33:00 UTC 204 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 33 2e 31 2e 31 20 7c 20 28 63 29 20 6a 51 75 65 72 79 20 46 6f 75 6e 64 
61 74 69 6f 6e 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 
61 2c 62 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 
65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3f 6d 6f 64 75 6c 
65 2e 65 78 70 6f 72 74 73 3d 61 2e 64 6f 63 75 6d 65 6e 74 3f 62 28 61 2c 21 30 29 3a 66 75 6e 63 74 69 6f 6e 28 61 29 
7b 69 66 28 21 61 2e 64 6f 63 75 6d 65 6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51 75 65 72 79 
20 72 65 71 75 69 72 65 73 20 61 20 77 69 6e 64 6f 77 20 77 
Data Ascii: /*! jQuery v3.1.1 | (c) jQuery Foundation | jquery.org/license */!function(a,b){"use strict";"object"==typeof 
module&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new 
Error("jQuery requires a window w

2022-05-27 17:33:00 UTC 220 IN Data Raw: 3d 3d 3d 6d 2e 6e 6f 64 65 54 79 70 65 29 26 26 2b 2b 74 26 26 28 73 26 26 28 6c 3d 6d 5b 75 5d 7c 7c 28 6d 
5b 75 5d 3d 7b 7d 29 2c 6b 3d 6c 5b 6d 2e 75 6e 69 71 75 65 49 44 5d 7c 7c 28 6c 5b 6d 2e 75 6e 69 71 75 65 49 44 5d 
3d 7b 7d 29 2c 6b 5b 61 5d 3d 5b 77 2c 74 5d 29 2c 6d 3d 3d 3d 62 29 29 62 72 65 61 6b 3b 72 65 74 75 72 6e 20 74 2d 
3d 65 2c 74 3d 3d 3d 64 7c 7c 74 25 64 3d 3d 3d 30 26 26 74 2f 64 3e 3d 30 7d 7d 7d 2c 50 53 45 55 44 4f 3a 66 75 6e 6
3 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 2c 65 3d 64 2e 70 73 65 75 64 6f 73 5b 61 5d 7c 7c 64 2e 73 65 74 46 69 
6c 74 65 72 73 5b 61 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 5d 7c 7c 67 61 2e 65 72 72 6f 72 28 22 75 6e 73 75 70 70 
6f 72 74 65 64 20 70 73 65 75 64 6f 3a 20 22 2b 61 29 3b 72 65 74 
Data Ascii: ===m.nodeType)&&++t&&(s&&(l=m[u]||(m[u]={}),k=l[m.uniqueID]||(l[m.uniqueID]={}),k[a]=[w,t]),m===b)
)break;return t-=e,t===d||t%d===0&&t/d>=0}}},PSEUDO:function(a,b){var c,e=d.pseudos[a]||d.setFilters[a.toLower
Case()]||ga.error("unsupported pseudo: "+a);ret

2022-05-27 17:33:00 UTC 236 IN Data Raw: 64 3d 31 2c 55 2e 70 72 6f 74 6f 74 79 70 65 3d 7b 63 61 63 68 65 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 
61 72 20 62 3d 61 5b 74 68 69 73 2e 65 78 70 61 6e 64 6f 5d 3b 72 65 74 75 72 6e 20 62 7c 7c 28 62 3d 7b 7d 2c 54 28 
61 29 26 26 28 61 2e 6e 6f 64 65 54 79 70 65 3f 61 5b 74 68 69 73 2e 65 78 70 61 6e 64 6f 5d 3d 62 3a 4f 62 6a 65 63 74 
2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 61 2c 74 68 69 73 2e 65 78 70 61 6e 64 6f 2c 7b 76 61 6c 75 65 3a 62 
2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 7d 29 29 29 2c 62 7d 2c 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 6
2 2c 63 29 7b 76 61 72 20 64 2c 65 3d 74 68 69 73 2e 63 61 63 68 65 28 61 29 3b 69 66 28 22 73 74 72 69 6e 67 22 3d 
3d 74 79 70 65 6f 66 20 62 29 65 5b 72 2e 63 61 6d 65 6c 43 61 73 65 
Data Ascii: d=1,U.prototype={cache:function(a){var b=a[this.expando];return b||(b={},T(a)&&(a.nodeType?a[this.
expando]=b:Object.defineProperty(a,this.expando,{value:b,configurable:!0}))),b},set:function(a,b,c){var d,e=this.cache(a
);if("string"==typeof b)e[r.camelCase

2022-05-27 17:33:00 UTC 251 IN Data Raw: 75 65 75 65 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 71 75 65 75 65 28 
61 7c 7c 22 66 78 22 2c 5b 5d 29 7d 2c 70 72 6f 6d 69 73 65 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 
63 2c 64 3d 31 2c 65 3d 72 2e 44 65 66 65 72 72 65 64 28 29 2c 66 3d 74 68 69 73 2c 67 3d 74 68 69 73 2e 6c 65 6e 67 
74 68 2c 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 2d 2d 64 7c 7c 65 2e 72 65 73 6f 6c 76 65 57 69 74 68 28 66 2c 5b 66 
5d 29 7d 3b 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 20 61 26 26 28 62 3d 61 2c 61 3d 76 6f 69 64 20 30 29 2c 
61 3d 61 7c 7c 22 66 78 22 3b 77 68 69 6c 65 28 67 2d 2d 29 63 3d 56 2e 67 65 74 28 66 5b 67 5d 2c 61 2b 22 71 75 65 
75 65 48 6f 6f 6b 73 22 29 2c 63 26 26 63 2e 65 6d 70 74 79 26 26 28 64 2b 
Data Ascii: ueue:function(a){return this.queue(a||"fx",[])},promise:function(a,b){var c,d=1,e=r.Deferred(),f=this,g=this
.length,h=function(){--d||e.resolveWith(f,[f])};"string"!=typeof a&&(b=a,a=void 0),a=a||"fx";while(g--)c=V.get(f[g],a+"q
ueueHooks"),c&&c.empty&&(d+

2022-05-27 17:33:00 UTC 267 IN Data Raw: 2c 76 6f 69 64 20 30 21 3d 3d 67 3f 67 2b 22 22 3a 67 7d 66 75 6e 63 74 69 6f 6e 20 4f 61 28 61 2c 62 29 7b 
72 65 74 75 72 6e 7b 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 28 29 3f 76 6f 69 64 20 64 
65 6c 65 74 65 20 74 68 69 73 2e 67 65 74 3a 28 74 68 69 73 2e 67 65 74 3d 62 29 2e 61 70 70 6c 79 28 74 68 69 73 2c 
61 72 67 75 6d 65 6e 74 73 29 7d 7d 7d 76 61 72 20 50 61 3d 2f 5e 28 6e 6f 6e 65 7c 74 61 62 6c 65 28 3f 21 2d 63 5b 65 
61 5d 29 2e 2b 29 2f 2c 51 61 3d 7b 70 6f 73 69 74 69 6f 6e 3a 22 61 62 73 6f 6c 75 74 65 22 2c 76 69 73 69 62 69 6c 69 
74 79 3a 22 68 69 64 64 65 6e 22 2c 64 69 73 70 6c 61 79 3a 22 62 6c 6f 63 6b 22 7d 2c 52 61 3d 7b 6c 65 74 74 65 72 5
3 70 61 63 69 6e 67 3a 22 30 22 2c 66 6f 6e 74 57 65 69 67 68 74 
Data Ascii: ,void 0!==g?g+"":g}function Oa(a,b){return{get:function(){return a()?void delete this.get:(this.get=b).apply
(this,arguments)}}}var Pa=/^(none|table(?!-c[ea]).+)/,Qa={position:"absolute",visibility:"hidden",display:"block"},Ra={l
etterSpacing:"0",fontWeight

2022-05-27 17:33:00 UTC 283 IN Data Raw: 69 6c 65 28 67 2d 2d 29 64 3d 65 5b 67 5d 2c 28 64 2e 73 65 6c 65 63 74 65 64 3d 72 2e 69 6e 41 72 72 61 
79 28 72 2e 76 61 6c 48 6f 6f 6b 73 2e 6f 70 74 69 6f 6e 2e 67 65 74 28 64 29 2c 66 29 3e 2d 31 29 26 26 28 63 3d 21 30 
29 3b 72 65 74 75 72 6e 20 63 7c 7c 28 61 2e 73 65 6c 65 63 74 65 64 49 6e 64 65 78 3d 2d 31 29 2c 66 7d 7d 7d 7d 29 
2c 72 2e 65 61 63 68 28 5b 22 72 61 64 69 6f 22 2c 22 63 68 65 63 6b 62 6f 78 22 5d 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 2e 76 61 6c 48 6f 6f 6b 73 5b 74 68 69 73 5d 3d 7b 73 65 74 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 72 
2e 69 73 41 72 72 61 79 28 62 29 29 72 65 74 75 72 6e 20 61 2e 63 68 65 63 6b 65 64 3d 72 2e 69 6e 41 72 72 61 79 28 
72 28 61 29 2e 76 61 6c 28 29 2c 62 29 3e 2d 31 7d 7d 2c 6f 2e 63 
Data Ascii: ile(g--)d=e[g],(d.selected=r.inArray(r.valHooks.option.get(d),f)>-1)&&(c=!0);return c||(a.selectedIndex=-1),
f}}}}),r.each(["radio","checkbox"],function(){r.valHooks[this]={set:function(a,b){if(r.isArray(b))return a.checked=r.inArray(r(a).
val(),b)>-1}},o.c

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:33:00 UTC 299 IN Data Raw: 29 2c 6c 65 66 74 3a 64 2e 6c 65 66 74 2b 72 2e 63 73 73 28 61 5b 30 5d 2c 22 62 6f 72 64 65 72 4c 65 66 74 
57 69 64 74 68 22 2c 21 30 29 7d 29 2c 7b 74 6f 70 3a 62 2e 74 6f 70 2d 64 2e 74 6f 70 2d 72 2e 63 73 73 28 63 2c 22 6d 
61 72 67 69 6e 54 6f 70 22 2c 21 30 29 2c 6c 65 66 74 3a 62 2e 6c 65 66 74 2d 64 2e 6c 65 66 74 2d 72 2e 63 73 73 28 
63 2c 22 6d 61 72 67 69 6e 4c 65 66 74 22 2c 21 30 29 7d 7d 7d 2c 6f 66 66 73 65 74 50 61 72 65 6e 74 3a 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3
d 74 68 69 73 2e 6f 66 66 73 65 74 50 61 72 65 6e 74 3b 77 68 69 6c 65 28 61 26 26 22 73 74 61 74 69 63 22 3d 3d 3d 
72 2e 63 73 73 28 61 2c 22 70 6f 73 69 74 69 6f 6e 22 29 29 61 3d 61 
Data Ascii: ),left:d.left+r.css(a[0],"borderLeftWidth",!0)}),{top:b.top-d.top-r.css(c,"marginTop",!0),left:b.left-d.left-r.css(c,"
marginLeft",!0)}}},offsetParent:function(){return this.map(function(){var a=this.offsetParent;while(a&&"static"===r.css(
a,"position"))a=a

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.2.2 50351 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:07 UTC 2080 OUT GET /resources/img/logo.svg HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok

2022-05-27 17:34:07 UTC 2169 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: image/svg+xml
Content-Length: 5464
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-1558"
Expires: Fri, 27 May 2022 17:35:07 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 2169 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 32 31 35 22 20 68 65 69 67 68 74 3d 22 32 33 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 32 31 35 20 32 33 22 3e 0a 20 20 3c 64 65 66 73 3e 0a 20 20 20 20 3c 73 74 79 6c 65 3e 0a 20 20 20 20 20 20 2e 
61 20 7b 0a 20 20 20 20 20 20 20 20 66 69 6c 6c 3a 20 23 30 30 38 38 63 65 3b 0a 20 20 20 20 20 20 7d 0a 0a 20 20 20 
20 20 20 2e 62 20 7b 0a 20 20 20 20 20 20 20 20 66 69 6c 6c 3a 20 23 66 66 66 3b 0a 20 20 20 20 20 20 7d 0a 20 20 20 
20 3c 2f 73 74 79 6c 65 3e 0a 20 20 3c 2f 64 65 66 73 3e 0a 20 20 3c 74 69 74 6c 65 3e 6c 6f 67 6f 5f 62 2d 63 61 6d 70 
75 73 5f 70 72 69 6d 61 72 79 5f 72 65 76 65 72 73 65 64 3c 2f 74 69 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="215" height="23" viewBox="0 0 215 23">  <defs>    <style>    
  .a {        fill: #0088ce;      }      .b {        fill: #fff;      }    </style>  </defs>  <title>logo_b-campus_primary_reversed</ti

Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.2.2 52213 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:07 UTC 2168 OUT GET /resources/js/lib/ekko-lightbox.min_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A06+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0

2022-05-27 17:34:07 UTC 2208 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:07 GMT
Content-Type: application/javascript
Content-Length: 12647
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-3167"
Expires: Sat, 27 May 2023 17:34:07 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:07 UTC 2209 IN Data Raw: 2f 2a 21 0a 20 2a 20 4c 69 67 68 74 62 6f 78 20 66 6f 72 20 42 6f 6f 74 73 74 72 61 70 20 33 20 62 79 20 40 
61 73 68 6c 65 79 64 77 0a 20 2a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 61 73 68 6c 65 79 64 77 2f 
6c 69 67 68 74 62 6f 78 0a 20 2a 0a 20 2a 20 4c 69 63 65 6e 73 65 3a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 
6f 6d 2f 61 73 68 6c 65 79 64 77 2f 6c 69 67 68 74 62 6f 78 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 0a 
20 2a 2f 0a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 61 2c 62 3b 61 3d 
6a 51 75 65 72 79 2c 62 3d 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 76 61 72 20 64 2c 65 2c 66 3b 72 65 74 75 72 6e 
20 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 61 2e 65 78 74 65 
Data Ascii: /*! * Lightbox for Bootstrap 3 by @ashleydw * https://github.com/ashleydw/lightbox * * License: https://gith
ub.com/ashleydw/lightbox/blob/master/LICENSE */(function(){"use strict";var a,b;a=jQuery,b=function(b,c){var d,e,f;return 
this.options=a.exte

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.2.2 54594 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:07 UTC 2175 OUT GET /resources/js/lib/prettify_c0f95027542.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2255 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: application/javascript
Content-Length: 15261
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-3b9d"
Expires: Sat, 27 May 2023 17:34:08 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes
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2022-05-27 17:34:08 UTC 2255 IN Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 2f 2a 0a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 32 30 30 36 20 
47 6f 6f 67 6c 65 20 49 6e 63 2e 0a 0a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 41 70 61 63 68 65 
20 4c 69 63 65 6e 73 65 2c 20 56 65 72 73 69 6f 6e 20 32 2e 30 20 28 74 68 65 20 22 4c 69 63 65 6e 73 65 22 29 3b 0a 
20 79 6f 75 20 6d 61 79 20 6e 6f 74 20 75 73 65 20 74 68 69 73 20 66 69 6c 65 20 65 78 63 65 70 74 20 69 6e 20 63 6f 6d 
70 6c 69 61 6e 63 65 20 77 69 74 68 20 74 68 65 20 4c 69 63 65 6e 73 65 2e 0a 20 59 6f 75 20 6d 61 79 20 6f 62 74 61 6
9 6e 20 61 20 63 6f 70 79 20 6f 66 20 74 68 65 20 4c 69 63 65 6e 73 65 20 61 74 0a 0a 20 20 20 20 20 20 68 74 74 70 3a 
2f 2f 77 77 77 2e 61 70 61 63 68 65 2e 6f 72 67 2f 6c 69 63 65 6e 
Data Ascii: !function(){/* Copyright (C) 2006 Google Inc. Licensed under the Apache License, Version 2.0 (the "License"); 
you may not use this file except in compliance with the License. You may obtain a copy of the License at      http://w
ww.apache.org/licen

2022-05-27 17:34:08 UTC 2285 IN Data Raw: 74 65 45 6c 65 6d 65 6e 74 28 22 73 70 61 6e 22 29 3b 75 2e 63 6c 61 73 73 4e 61 6d 65 3d 63 5b 77 2b 31 
5d 3b 76 61 72 20 79 3d 42 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 79 2e 72 65 70 6c 61 63 65 43 68 69 6c 64 28 75 2c 42 
29 3b 75 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 42 29 3b 66 3c 68 26 26 28 6c 5b 62 2b 31 5d 3d 42 3d 4e 2e 63 72 65 
61 74 65 54 65 78 74 4e 6f 64 65 28 41 2e 73 75 62 73 74 72 69 6e 67 28 71 2c 68 29 29 2c 79 2e 69 6e 73 65 72 74 42 
65 66 6f 72 65 28 42 2c 75 2e 6e 65 78 74 53 69 62 6c 69 6e 67 29 29 7d 66 3d 71 3b 66 3e 3d 68 26 26 28 62 2b 3d 32 
29 3b 66 3e 3d 6b 26 26 28 77 2b 3d 32 29 7d 7d 66 69 6e 61 6c 6c 79 7b 67 26 26 28 67 2e 73 74 79 6c 65 2e 64 69 73 
70 6c 61 79 3d 61 29 7d 7d 63 61 74 63 68 28 78 29 7b 45 2e 63 6f 6e 73 6f 
Data Ascii: teElement("span");u.className=c[w+1];var y=B.parentNode;y.replaceChild(u,B);u.appendChild(B);f<h&&
(l[b+1]=B=N.createTextNode(A.substring(q,h)),y.insertBefore(B,u.nextSibling))}f=q;f>=h&&(b+=2);f>=k&&(w+=2)}}f
inally{g&&(g.style.display=a)}}catch(x){E.conso

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.2.2 56897 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:07 UTC 2207 OUT GET /resources/img/logo_white.svg HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2280 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: image/svg+xml
Content-Length: 5418
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-152a"
Expires: Fri, 27 May 2022 17:35:08 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:08 UTC 2280 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 32 31 35 22 20 68 65 69 67 68 74 3d 22 32 33 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 32 31 35 20 32 33 22 3e 0a 20 20 3c 64 65 66 73 3e 0a 20 20 20 20 3c 73 74 79 6c 65 3e 0a 20 20 20 20 20 20 2e 
61 20 7b 0a 20 20 20 20 20 20 20 20 66 69 6c 6c 3a 20 23 66 66 66 3b 0a 20 20 20 20 20 20 7d 0a 20 20 20 20 3c 2f 73 7
4 79 6c 65 3e 0a 20 20 3c 2f 64 65 66 73 3e 0a 20 20 3c 74 69 74 6c 65 3e 6c 6f 67 6f 5f 62 2d 63 61 6d 70 75 73 5f 70 72 
69 6d 61 72 79 5f 77 68 69 74 65 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 67 3e 0a 20 20 20 20 3c 70 61 74 68 20 63 6c 61 7
3 73 3d 22 61 22 20 64 3d 22 4d 2e 30 36 2c 31 35 2e 35 48 32 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="215" height="23" viewBox="0 0 215 23">  <defs>    <style>    
  .a {        fill: #fff;      }    </style>  </defs>  <title>logo_b-campus_primary_white</title>  <g>    <path class="a" d="M.06,
15.5H2.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.2 54476 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2253 OUT GET /resources/img/logo_square.svg HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2324 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: image/svg+xml
Content-Length: 340
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-154"
Expires: Fri, 27 May 2022 17:35:08 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:08 UTC 2324 IN Data Raw: 3c 73 76 67 20 69 64 3d 22 4c 61 79 65 72 5f 31 22 20 64 61 74 61 2d 6e 61 6d 65 3d 22 4c 61 79 65 72 20 31 
22 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 76 69 65 
77 42 6f 78 3d 22 30 20 30 20 38 34 20 38 34 22 3e 3c 64 65 66 73 3e 3c 73 74 79 6c 65 3e 2e 63 6c 73 2d 31 7b 66 69 
6c 6c 3a 23 30 66 38 37 63 39 3b 7d 3c 2f 73 74 79 6c 65 3e 3c 2f 64 65 66 73 3e 3c 74 69 74 6c 65 3e 6c 6f 67 6f 5f 73 
71 75 61 72 65 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 63 6c 61 73 73 3d 22 63 6c 73 2d 31 22 20 64 3d 22 4d 31 34 
2e 35 34 2c 33 32 2e 38 38 53 39 2e 31 38 2c 34 35 2e 37 34 2c 39 2e 31 36 2c 36 36 48 32 31 2e 39 33 73 2d 39 2e 31 
31 2d 31 31 2e 33 33 2d 37 2e 33 39 2d 33 33 2e 31 32 22 2f 3e 3c 
Data Ascii: <svg id="Layer_1" data-name="Layer 1" xmlns="http://www.w3.org/2000/svg" viewBox="0 0 84 84"><defs>
<style>.cls-1{fill:#0f87c9;}</style></defs><title>logo_square</title><path class="cls-1" d="M14.54,32.88S9.18,45.74,9.1
6,66H21.93s-9.11-11.33-7.39-33.12"/><

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 192.168.2.2 52803 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2254 OUT GET /node_modules/@vidyard/embed-code/dist/v4.js HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2358 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: application/javascript
Content-Length: 71826
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:07:01 GMT
ETag: "62725e55-11892"
Expires: Sat, 27 May 2023 17:34:08 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes
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2022-05-27 17:34:08 UTC 2358 IN Data Raw: 76 61 72 20 76 69 64 79 61 72 64 45 6d 62 65 64 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 
7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 72 29 7b 69 66 28 74 5b 72 5d 29 72 65 74 75 72 6e 20 74 5b 72 5d 2e 65 78 
70 6f 72 74 73 3b 76 61 72 20 69 3d 74 5b 72 5d 3d 7b 69 3a 72 2c 6c 3a 21 31 2c 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 7
2 65 74 75 72 6e 20 65 5b 72 5d 2e 63 61 6c 6c 28 69 2e 65 78 70 6f 72 74 73 2c 69 2c 69 2e 65 78 70 6f 72 74 73 2c 6e 
29 2c 69 2e 6c 3d 21 30 2c 69 2e 65 78 70 6f 72 74 73 7d 72 65 74 75 72 6e 20 6e 2e 6d 3d 65 2c 6e 2e 63 3d 74 2c 6e 
2e 64 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 72 29 7b 6e 2e 6f 28 65 2c 74 29 7c 7c 4f 62 6a 65 63 74 2e 64 65 66 69 
6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 65 6e 75 6d 65 72 61 
Data Ascii: var vidyardEmbed=function(e){var t={};function n(r){if(t[r])return t[r].exports;var i=t[r]={i:r,l:!1,exports:{}};return 
e[r].call(i.exports,i,i.exports,n),i.l=!0,i.exports}return n.m=e,n.c=t,n.d=function(e,t,r){n.o(e,t)||Object.defineProperty(e,t,{
enumera

2022-05-27 17:34:08 UTC 2374 IN Data Raw: 72 6d 61 6e 63 65 2e 74 69 6d 69 6e 67 2e 6e 61 76 69 67 61 74 69 6f 6e 53 74 61 72 74 26 26 24 2e 69 6e 
66 6f 28 22 53 63 72 69 70 74 20 6c 6f 61 64 20 74 69 6d 65 20 22 2b 28 44 61 74 65 2e 6e 6f 77 28 29 2d 77 69 6e 64 6f 
77 2e 70 65 72 66 6f 72 6d 61 6e 63 65 2e 74 69 6d 69 6e 67 2e 6e 61 76 69 67 61 74 69 6f 6e 53 74 61 72 74 29 29 3b 
76 61 72 20 4b 3d 7b 6c 6f 67 67 65 72 3a 24 2c 67 65 74 50 6c 61 79 62 61 63 6b 55 52 4c 3a 55 2c 73 65 74 50 6c 61 7
9 62 61 63 6b 55 52 4c 3a 56 2c 76 65 72 73 69 6f 6e 3a 54 7d 3b 76 61 72 20 58 2c 5a 3d 66 75 6e 63 74 69 6f 6e 28 65 
2c 74 29 7b 76 61 72 20 6e 3b 72 65 74 75 72 6e 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 76 69 64 79 61 72 64 2d 64 69 
76 2d 27 2b 65 2e 75 75 69 64 2b 27 22 20 72 6f 6c 65 3d 22 72 65 67 
Data Ascii: rmance.timing.navigationStart&&$.info("Script load time "+(Date.now()-window.performance.timing.na
vigationStart));var K={logger:$,getPlaybackURL:U,setPlaybackURL:V,version:T};var X,Z=function(e,t){var n;return'<div cla
ss="vidyard-div-'+e.uuid+'" role="reg

2022-05-27 17:34:08 UTC 2424 IN Data Raw: 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 72 64 2d 63 6f 6e 74 65 
6e 74 2d 66 69 78 65 64 22 29 2c 72 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 
69 64 79 61 72 64 2d 66 6f 63 75 73 61 62 6c 65 2d 65 6c 65 6d 65 6e 74 22 29 2c 69 3d 64 6f 63 75 6d 65 6e 74 2e 67 6
5 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 72 64 2d 6f 76 65 72 6c 61 79 22 29 2c 6f 3d 64 6f 63 75 6d 
65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 72 64 2d 6f 76 65 72 6c 61 79 2d 77 72 61 
70 70 65 72 22 29 2c 61 3d 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 76 69 64 79 61 
72 64 2d 70 6f 70 62 6f 78 22 29 2c 6e 26 26 69 26 26 6f 26 26 61 26 26 
Data Ascii: ument.getElementById("vidyard-content-fixed"),r=document.getElementById("vidyard-focusable-element
"),i=document.getElementById("vidyard-overlay"),o=document.getElementById("vidyard-overlay-wrapper"),a=documen
t.getElementById("vidyard-popbox"),n&&i&&o&&a&&

2022-05-27 17:34:08 UTC 2435 IN Data Raw: 69 63 65 28 74 2b 31 2c 31 29 3a 74 2b 3d 31 3b 72 65 74 75 72 6e 20 65 7d 2c 70 74 3d 7b 7d 2c 68 74 3d 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 70 74 5b 65 5d 3d 76 6f 69 64 20 30 7d 3b 66 75 6e 63 74 69 
6f 6e 20 76 74 28 65 2c 74 2c 6e 29 7b 76 61 72 20 72 3d 65 2e 67 65 74 43 75 72 72 65 6e 74 56 69 64 65 6f 49 6e 64 6
5 78 28 29 3b 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 2c 72 29 7b 70 74 5b 74 5d 3d 7b 63 61 6c 6c 62 61 63 6b 3a 
6e 2c 6c 61 73 74 54 69 6d 65 55 70 64 61 74 65 3a 65 2e 63 75 72 72 65 6e 74 54 69 6d 65 28 29 2c 70 6c 61 79 65 72 
3a 65 2c 74 68 72 65 73 68 6f 6c 64 73 3a 72 2e 73 6c 69 63 65 28 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 
74 29 7b 72 65 74 75 72 6e 20 74 2d 65 7d 29 2c 74 69 6d 65 57 61 74 
Data Ascii: ice(t+1,1):t+=1;return e},pt={},ht=function(e){return pt[e]=void 0};function vt(e,t,n){var r=e.getCurrentVid
eoIndex();!function(e,t,n,r){pt[t]={callback:n,lastTimeUpdate:e.currentTime(),player:e,thresholds:r.slice().sort(function(e,t)
{return t-e}),timeWat

2022-05-27 17:34:08 UTC 2495 IN Data Raw: 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 6f 70 61 63 69 74 79 3a 
2e 36 35 3b 66 69 6c 74 65 72 3a 61 6c 70 68 61 28 6f 70 61 63 69 74 79 20 3d 20 36 35 29 3b 74 72 61 6e 73 69 74 69 
6f 6e 3a 6f 70 61 63 69 74 79 20 2e 32 73 20 6c 69 6e 65 61 72 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 66 6f 
6e 74 2d 73 69 7a 65 3a 30 3b 70 61 64 64 69 6e 67 3a 30 3b 6d 69 6e 2d 77 69 64 74 68 3a 32 30 70 78 3b 74 6f 70 3a 
35 30 25 3b 6c 65 66 74 3a 35 30 25 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 28 2d 35 30 25 2c 2d 3
5 30 25 29 3b 2d 77 65 62 6b 69 74 2d 61 70 70 65 61 72 61 6e 63 65 3a 69 6e 69 74 69 61 6c 21 69 6d 70 6f 72 74 61 
6e 74 3b 2d 6d 6f 7a 2d 61 70 70 65 61 72 61 6e 63 65 3a 69 6e 69 74 
Data Ascii: ;border:none;cursor:pointer;opacity:.65;filter:alpha(opacity = 65);transition:opacity .2s linear;overflow:hi
dden;font-size:0;padding:0;min-width:20px;top:50%;left:50%;transform:translate(-50%,-50%);-webkit-appearance:i
nitial!important;-moz-appearance:init

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.2 63516 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2325 OUT GET /resources/img/logo_barracuda_primary_reversed.svg HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0
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2022-05-27 17:34:08 UTC 2485 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: image/svg+xml
Content-Length: 10238
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-27fe"
Expires: Fri, 27 May 2022 17:35:08 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:08 UTC 2485 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
3f 3e 0a 3c 21 2d 2d 20 47 65 6e 65 72 61 74 6f 72 3a 20 41 64 6f 62 65 20 49 6c 6c 75 73 74 72 61 74 6f 72 20 32 32 2e 
31 2e 30 2c 20 53 56 47 20 45 78 70 6f 72 74 20 50 6c 75 67 2d 49 6e 20 2e 20 53 56 47 20 56 65 72 73 69 6f 6e 3a 20 
36 2e 30 30 20 42 75 69 6c 64 20 30 29 20 20 2d 2d 3e 0a 3c 73 76 67 20 76 65 72 73 69 6f 6e 3d 22 31 2e 31 22 20 69 
64 3d 22 4c 61 79 65 72 5f 31 22 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 
30 2f 73 76 67 22 20 78 6d 6c 6e 73 3a 78 6c 69 6e 6b 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 
39 39 2f 78 6c 69 6e 6b 22 20 78 3d 22 30 70 78 22 20 79 3d 22 
Data Ascii: <?xml version="1.0" encoding="utf-8"?>... Generator: Adobe Illustrator 22.1.0, SVG Export Plug-In . SVG Vers
ion: 6.00 Build 0)  --><svg version="1.1" id="Layer_1" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://
www.w3.org/1999/xlink" x="0px" y="

2022-05-27 17:34:08 UTC 2494 IN Data Raw: 33 2d 31 2e 30 34 35 63 30 2d 30 2e 36 33 39 2d 30 2e 31 32 32 2d 31 2e 31 37 32 2d 30 2e 33 36 35 2d 31 
2e 36 0a 09 09 63 2d 30 2e 32 34 33 2d 30 2e 34 32 38 2d 30 2e 35 36 35 2d 30 2e 37 37 34 2d 30 2e 39 36 38 2d 31 2e 
30 33 35 63 2d 30 2e 34 30 33 2d 30 2e 32 36 33 2d 30 2e 38 36 39 2d 30 2e 34 34 37 2d 31 2e 33 39 39 2d 30 2e 35 35 
36 63 2d 30 2e 35 33 2d 30 2e 31 30 38 2d 31 2e 30 38 33 2d 30 2e 31 36 33 2d 31 2e 36 35 38 2d 30 2e 31 36 33 48 33 
32 2e 36 33 7a 0a 09 09 20 4d 33 33 2e 39 33 34 2c 31 37 2e 36 32 34 76 2d 34 2e 38 38 38 68 34 2e 34 38 35 63 32 2e 
30 35 37 2c 30 2c 33 2e 30 38 36 2c 30 2e 38 35 36 2c 33 2e 30 38 36 2c 32 2e 35 36 39 63 30 2c 30 2e 33 31 39 2d 30 
2e 30 36 34 2c 30 2e 36 32 2d 30 2e 31 39 32 2c 30 2e 39 63 2d 30 2e 31 32 
Data Ascii: 3-1.045c0-0.639-0.122-1.172-0.365-1.6c-0.243-0.428-0.565-0.774-0.968-1.035c-0.403-0.263-0.869-0.447-
1.399-0.556c-0.53-0.108-1.083-0.163-1.658-0.163H32.63z M33.934,17.624v-4.888h4.485c2.057,0,3.086,0.856,3.086
,2.569c0,0.319-0.064,0.62-0.192,0.9c-0.12

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.2 49870 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2422 OUT GET /resources/js/lib/select2/i18n/en.js?_=1653705245306 HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
Accept: text/javascript, application/javascript, application/ecmascript, application/x-ecmascript, */*; q=0.01
X-NewRelic-ID: VwIPUFZRGwQEVVJaAAEB
X-Requested-With: XMLHttpRequest
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2538 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: application/javascript
Content-Length: 844
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-34c"
Expires: Sat, 27 May 2023 17:34:08 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes
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2022-05-27 17:34:08 UTC 2539 IN Data Raw: 2f 2a 21 20 53 65 6c 65 63 74 32 20 34 2e 30 2e 31 32 20 7c 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 
63 6f 6d 2f 73 65 6c 65 63 74 32 2f 73 65 6c 65 63 74 32 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 2e 
6d 64 20 2a 2f 0a 0a 21 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 6a 51 75 65 72 79 26 26 6a 51 75 65 72 79 2e 66 6e 
26 26 6a 51 75 65 72 79 2e 66 6e 2e 73 65 6c 65 63 74 32 26 26 6a 51 75 65 72 79 2e 66 6e 2e 73 65 6c 65 63 74 32 2e 
61 6d 64 29 76 61 72 20 65 3d 6a 51 75 65 72 79 2e 66 6e 2e 73 65 6c 65 63 74 32 2e 61 6d 64 3b 65 2e 64 65 66 69 6e 
65 28 22 73 65 6c 65 63 74 32 2f 69 31 38 6e 2f 65 6e 22 2c 5b 5d 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 
7b 65 72 72 6f 72 4c 6f 61 64 69 6e 67 3a 66 75 6e 63 74 69 6f 6e 
Data Ascii: /*! Select2 4.0.12 | https://github.com/select2/select2/blob/master/LICENSE.md */!function(){if(jQuery&&jQue
ry.fn&&jQuery.fn.select2&&jQuery.fn.select2.amd)var e=jQuery.fn.select2.amd;e.define("select2/i18n/en",[],function(){ret
urn{errorLoading:function

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.2 59902 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2423 OUT GET /resources/css/lib/jquery.dataTables_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2590 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: text/css
Content-Length: 23136
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-5a60"
Expires: Sat, 27 May 2023 17:34:08 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:08 UTC 2590 IN Data Raw: 74 61 62 6c 65 2e 64 61 74 61 54 61 62 6c 65 7b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 72 67 69 6e 3a 30 
20 61 75 74 6f 3b 63 6c 65 61 72 3a 62 6f 74 68 3b 62 6f 72 64 65 72 2d 63 6f 6c 6c 61 70 73 65 3a 73 65 70 61 72 61 74 
65 3b 62 6f 72 64 65 72 2d 73 70 61 63 69 6e 67 3a 30 7d 74 61 62 6c 65 2e 64 61 74 61 54 61 62 6c 65 20 74 66 6f 6f 74 
20 74 68 2c 74 61 62 6c 65 2e 64 61 74 61 54 61 62 6c 65 20 74 68 65 61 64 20 74 68 7b 66 6f 6e 74 2d 77 65 69 67 68 
74 3a 37 30 30 7d 74 61 62 6c 65 2e 64 61 74 61 54 61 62 6c 65 20 74 68 65 61 64 20 74 64 2c 74 61 62 6c 65 2e 64 61 
74 61 54 61 62 6c 65 20 74 68 65 61 64 20 74 68 7b 70 61 64 64 69 6e 67 3a 31 30 70 78 20 31 38 70 78 3b 62 6f 72 64 
65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 73 6f 6c 69 64 20 23 31 31 
Data Ascii: table.dataTable{width:100%;margin:0 auto;clear:both;border-collapse:separate;border-spacing:0}table.dataTabl
e tfoot th,table.dataTable thead th{font-weight:700}table.dataTable thead td,table.dataTable thead th{padding:10px 18px;
border-bottom:1px solid #11

2022-05-27 17:34:08 UTC 2606 IN Data Raw: 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 39 65 39 65 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 
65 3a 2d 77 65 62 6b 69 74 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 66 66 66 20 30 2c 23 65 
39 65 39 65 39 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6d 6f 7a 2d 6c 69 6e 65 61 
72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 66 66 66 20 30 2c 23 65 39 65 39 65 39 20 31 30 30 25 29 3b 62 61 63 6
b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6d 73 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 66 
66 66 20 30 2c 23 65 39 65 39 65 39 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6f 2d 
6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 66 66 
Data Ascii: ground-color:#e9e9e9;background-image:-webkit-linear-gradient(top,#fff 0,#e9e9e9 100%);background-
image:-moz-linear-gradient(top,#fff 0,#e9e9e9 100%);background-image:-ms-linear-gradient(top,#fff 0,#e9e9e9 10
0%);background-image:-o-linear-gradient(top,#ff

2022-05-27 17:34:08 UTC 2607 IN Data Raw: 30 25 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 69 6e 73 65 74 20 31 70 78 20 31 70 78 20 33 70 78 20 23 39 39 
39 7d 61 2e 64 74 2d 62 75 74 74 6f 6e 2e 61 63 74 69 76 65 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 3a 68 6f 76 
65 72 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2c 61 2e 64 74 2d 62 75 74 74 6f 6e 3a 61 63 74 69 76 65 3a 6e 6f 74 
28 2e 64 69 73 61 62 6c 65 64 29 3a 68 6f 76 65 72 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2c 62 75 74 74 6f 6e 2e 
64 74 2d 62 75 74 74 6f 6e 2e 61 63 74 69 76 65 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 3a 68 6f 76 65 72 3a 6e 6f 
74 28 2e 64 69 73 61 62 6c 65 64 29 2c 62 75 74 74 6f 6e 2e 64 74 2d 62 75 74 74 6f 6e 3a 61 63 74 69 76 65 3a 6e 6f 
74 28 2e 64 69 73 61 62 6c 65 64 29 3a 68 6f 76 65 72 3a 6e 6f 
Data Ascii: 0%);box-shadow:inset 1px 1px 3px #999}a.dt-button.active:not(.disabled):hover:not(.disabled),a.dt-button:act
ive:not(.disabled):hover:not(.disabled),button.dt-button.active:not(.disabled):hover:not(.disabled),button.dt-button:act
ive:not(.disabled):hover:no
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.2 61937 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2451 OUT GET /resources/css/lib/glyphicons_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2629 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: text/css
Content-Length: 44185
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-ac99"
Expires: Sat, 27 May 2023 17:34:08 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:08 UTC 2629 IN Data Raw: 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 47 6c 79 70 68 69 63 6f 6e 73 20 52 
65 67 75 6c 61 72 27 3b 73 72 63 3a 75 72 6c 28 2f 72 65 73 6f 75 72 63 65 73 2f 66 6f 6e 74 73 2f 67 6c 79 70 68 69 63 
6f 6e 73 2f 67 6c 79 70 68 69 63 6f 6e 73 2d 72 65 67 75 6c 61 72 2e 65 6f 74 3f 76 3d 31 32 33 29 3b 73 72 63 3a 75 72 
6c 28 2f 72 65 73 6f 75 72 63 65 73 2f 66 6f 6e 74 73 2f 67 6c 79 70 68 69 63 6f 6e 73 2f 67 6c 79 70 68 69 63 6f 6e 73 2d 
72 65 67 75 6c 61 72 2e 65 6f 74 3f 23 69 65 66 69 78 29 20 66 6f 72 6d 61 74 28 27 65 6d 62 65 64 64 65 64 2d 6f 70 65 
6e 74 79 70 65 27 29 2c 75 72 6c 28 2f 72 65 73 6f 75 72 63 65 73 2f 66 6f 6e 74 73 2f 67 6c 79 70 68 69 63 6f 6e 73 2f 
67 6c 79 70 68 69 63 6f 6e 73 2d 72 65 67 75 6c 61 72 
Data Ascii: @font-face{font-family:'Glyphicons Regular';src:url(/resources/fonts/glyphicons/glyphicons-regular.eot?v=123
);src:url(/resources/fonts/glyphicons/glyphicons-regular.eot?#iefix) format('embedded-opentype'),url(/resources/fonts/gl
yphicons/glyphicons-regular

2022-05-27 17:34:08 UTC 2645 IN Data Raw: 68 69 63 6f 6e 73 2d 6d 6f 72 65 2d 69 74 65 6d 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 45 
33 31 39 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 73 6f 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 45 
33 32 30 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 66 69 6c 74 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 45 33 32 31 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 67 61 6d 65 70 61 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 45 33 32 32 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 70 6c 61 79 69 6e 67 2d 64 69 63 65 73 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 45 33 32 33 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 63 61 6c 63 75 6c 61 
74 6f 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
Data Ascii: hicons-more-items:before{content:"\E319"}.glyphicons-sort:before{content:"\E320"}.glyphicons-filter:before{c
ontent:"\E321"}.glyphicons-gamepad:before{content:"\E322"}.glyphicons-playing-dices:before{content:"\E323"}.glyphicons-
calculator:before{content:"\

2022-05-27 17:34:09 UTC 2693 IN Data Raw: 6e 74 65 6e 74 3a 22 5c 45 38 34 31 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 62 6e 2d 70 72 6f 64 75 63 74 
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 45 38 34 32 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 62 6e 75 
2d 74 72 61 69 6e 69 6e 67 2d 63 65 6e 74 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 45 38 34 34 22 
7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 62 6e 75 2d 63 6f 75 72 73 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 45 38 34 35 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 62 6e 2d 61 75 64 69 65 6e 63 65 2d 73 6c 3a 62 65 66 6f 72 6
5 7b 63 6f 6e 74 65 6e 74 3a 22 5c 45 38 35 32 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 73 2d 62 6e 2d 61 75 64 69 65 6e 63 
65 2d 62 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
Data Ascii: ntent:"\E841"}.glyphicons-bn-product:before{content:"\E842"}.glyphicons-bnu-training-center:before{content:"
\E844"}.glyphicons-bnu-course:before{content:"\E845"}.glyphicons-bn-audience-sl:before{content:"\E852"}.glyphicons-bn-
audience-be:before{content:"\

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.2 56481 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 142 of 163



2022-05-27 17:32:59 UTC 47 OUT GET /assets/js/bootstrap.min.js HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:32:59 UTC 160 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: application/javascript
Date: Fri, 27 May 2022 17:32:59 GMT
ETag: "59dc1527-b63d"
Expires: -1
Last-Modified: Tue, 10 Oct 2017 00:32:39 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 46653
Connection: Close

2022-05-27 17:33:00 UTC 170 IN Data Raw: 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 2d 61 6c 70 68 61 2e 36 20 28 68 74 74 
70 73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 
2d 32 30 31 37 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 
73 29 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 
62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 
0a 20 2a 2f 0a 69 66 28 22 75 6e 64 65 66 69 6e 65 64 
Data Ascii: /*! * Bootstrap v4.0.0-alpha.6 (https://getbootstrap.com) * Copyright 2011-2017 The Bootstrap Authors (https
://github.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LI
CENSE) */if("undefined

2022-05-27 17:33:00 UTC 186 IN Data Raw: 28 6e 29 2e 74 6f 67 67 6c 65 43 6c 61 73 73 28 67 2e 43 4f 4c 4c 41 50 53 45 44 2c 21 69 29 2e 61 74 74 72 
28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 69 29 7d 7d 2c 6c 2e 5f 67 65 74 54 61 72 67 65 74 46 72 6f 6d 45 
6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 72 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 
72 6f 6d 45 6c 65 6d 65 6e 74 28 65 29 3b 72 65 74 75 72 6e 20 6e 3f 74 28 6e 29 5b 30 5d 3a 6e 75 6c 6c 7d 2c 6c 2e 5f 
6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 
2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2c 6f 3d 6e 2e 64 61 74 61 
28 61 29 2c 72 3d 74 2e 65 78 74 65 6e 64 28 7b 7d 2c 64 2c 6e 2e 64 
Data Ascii: (n).toggleClass(g.COLLAPSED,!i).attr("aria-expanded",i)}},l._getTargetFromElement=function(e){var 
n=r.getSelectorFromElement(e);return n?t(n)[0]:null},l._jQueryInterface=function(e){return this.each(function(){var n=t(
this),o=n.data(a),r=t.extend({},d,n.d

2022-05-27 17:33:00 UTC 188 IN Data Raw: 6d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 74 29 7b 6e 28 74 68 69 73 2c 65 29 
2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 
73 28 29 7d 72 65 74 75 72 6e 20 65 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 67 67 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 69 66 28 74 68 69 73 2e 64 69 73 61 62 6c 65 64 7c 7c 74 28 74 68 69 73 29 2e 68 61 73 43 6c 61 73 73 28 67 2e 44 
49 53 41 42 4c 45 44 29 29 72 65 74 75 72 6e 21 31 3b 76 61 72 20 6e 3d 65 2e 5f 67 65 74 50 61 72 65 6e 74 46 72 6f 6
d 45 6c 65 6d 65 6e 74 28 74 68 69 73 29 2c 69 3d 74 28 6e 29 2e 68 61 73 43 6c 61 73 73 28 67 2e 53 48 4f 57 29 3b 69 
66 28 65 2e 5f 63 6c 65 61 72 4d 65 6e 75 73 28 29 2c 69 29 72 65 
Data Ascii: m=function(){function e(t){n(this,e),this._element=t,this._addEventListeners()}return e.prototype.toggle=fun
ction(){if(this.disabled||t(this).hasClass(g.DISABLED))return!1;var n=e._getParentFromElement(this),i=t(n).hasClass(g.SH
OW);if(e._clearMenus(),i)re

2022-05-27 17:33:00 UTC 239 IN Data Raw: 68 29 3a 68 28 29 7d 7d 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 
6f 6e 28 29 7b 74 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2c 73 29 2c 74 68 69 73 
2e 5f 65 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 61 63 74 69 76 61 74 65 3d 66 75 
6e 63 74 69 6f 6e 28 65 2c 6e 2c 69 29 7b 76 61 72 20 6f 3d 74 68 69 73 2c 73 3d 74 28 6e 29 2e 66 69 6e 64 28 66 2e 
41 43 54 49 56 45 5f 43 48 49 4c 44 29 5b 30 5d 2c 61 3d 69 26 26 72 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 
69 6f 6e 45 6e 64 28 29 26 26 28 73 26 26 74 28 73 29 2e 68 61 73 43 6c 61 73 73 28 64 2e 46 41 44 45 29 7c 7c 42 6f 6f 
6c 65 61 6e 28 74 28 6e 29 2e 66 69 6e 64 28 66 2e 46 41 44 45 
Data Ascii: h):h()}}},e.prototype.dispose=function(){t.removeClass(this._element,s),this._element=null},e.prototype._act
ivate=function(e,n,i){var o=this,s=t(n).find(f.ACTIVE_CHILD)[0],a=i&&r.supportsTransitionEnd()&&(s&&t(s).hasCl
ass(d.FADE)||Boolean(t(n).find(f.FADE

2022-05-27 17:33:00 UTC 240 IN Data Raw: 28 68 74 74 70 3a 2f 2f 74 65 74 68 65 72 2e 69 6f 2f 29 22 29 3b 76 61 72 20 65 3d 22 74 6f 6f 6c 74 69 70 22 
2c 73 3d 22 34 2e 30 2e 30 2d 61 6c 70 68 61 2e 36 22 2c 61 3d 22 62 73 2e 74 6f 6f 6c 74 69 70 22 2c 6c 3d 22 2e 22 
2b 61 2c 68 3d 74 2e 66 6e 5b 65 5d 2c 63 3d 31 35 30 2c 75 3d 22 62 73 2d 74 65 74 68 65 72 22 2c 64 3d 7b 61 6e 69 
6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 22 
20 72 6f 6c 65 3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 2d 69 6e 6e 65 
72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 
69 74 6c 65 3a 22 22 2c 64 65 6c 61 79 3a 30 2c 68 74 6d 6c 
Data Ascii: (http://tether.io/)");var e="tooltip",s="4.0.0-alpha.6",a="bs.tooltip",l="."+a,h=t.fn[e],c=150,u="bs-tether",d={animat
ion:!0,template:'<div class="tooltip" role="tooltip"><div class="tooltip-inner"></div></div>',trigger:"hover focus",title:"",delay
:0,html

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.2 54066 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2484 OUT GET /resources/css/lib/fakescroll_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:08 UTC 2571 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:08 GMT
Content-Type: text/css
Content-Length: 836
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-344"
Expires: Sat, 27 May 2023 17:34:08 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:08 UTC 2572 IN Data Raw: 2e 66 61 6b 65 53 63 72 6f 6c 6c 5f 5f 73 63 6f 70 65 7b 6f 76 65 72 66 6c 6f 77 3a 76 69 73 69 62 6c 65 21 69 
6d 70 6f 72 74 61 6e 74 7d 2e 66 61 6b 65 53 63 72 6f 6c 6c 5f 5f 77 72 61 70 7b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 
65 6e 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 7a 2d 69 6e 64 65 
78 3a 31 7d 2e 66 61 6b 65 53 63 72 6f 6c 6c 5f 5f 63 6f 6e 74 65 6e 74 7b 68 65 69 67 68 74 3a 31 30 30 25 3b 77 69 64 
74 68 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 3a 30 20 33 32 70 78 20 30 20 30 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 
61 74 69 76 65 3b 72 69 67 68 74 3a 2d 31 38 70 78 3b 6f 76 65 72 66 6c 6f 77 3a 61 75 74 6f 3b 2d 6d 6f 7a 2d 62 6f 78 
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 62 
Data Ascii: .fakeScroll__scope{overflow:visible!important}.fakeScroll__wrap{overflow:hidden;height:100%;position:relativ
e;z-index:1}.fakeScroll__content{height:100%;width:100%;padding:0 32px 0 0;position:relative;right:-18px;overflow:auto;-
moz-box-sizing:border-box;b

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.2 52931 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2573 OUT GET /resources/css/lib/select2.min_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0
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2022-05-27 17:34:09 UTC 2722 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:09 GMT
Content-Type: text/css
Content-Length: 14966
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-3a76"
Expires: Sat, 27 May 2023 17:34:09 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:09 UTC 2722 IN Data Raw: 2e 73 65 6c 65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72 7b 62 6f 78 2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 
2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 6d 61 72 67 69 6e 3a 30 3b 70 6f 73 69 74 
69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 7d 2e 73 65 6c 
65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 73 65 6c 65 63 74 32 2d 73 65 6c 65 63 74 69 6f 6e 2d 2d 73 69 6e 67 
6c 65 7b 62 6f 78 2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 
64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 68 65 69 67 68 74 3a 32 38 70 78 3b 75 73 65 72 2d 73 65 6c 65 63 74 3a 6e 6
f 6e 65 3b 2d 77 65 62 6b 69 74 2d 75 73 65 72 2d 73 65 6c 65 63 
Data Ascii: .select2-container{box-sizing:border-box;display:inline-block;margin:0;position:relative;vertical-align:midd
le}.select2-container .select2-selection--single{box-sizing:border-box;cursor:pointer;display:block;height:28px;user-sel
ect:none;-webkit-user-selec

2022-05-27 17:34:09 UTC 2752 IN Data Raw: 6f 6e 2d 2d 68 69 67 68 6c 69 67 68 74 65 64 5b 61 72 69 61 2d 73 65 6c 65 63 74 65 64 5d 7b 62 61 63 6b 
67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 35 38 39 37 66 62 3b 63 6f 6c 6f 72 3a 77 68 69 74 65 7d 2e 73 65 6c 65 63 74 
32 2d 63 6f 6e 74 61 69 6e 65 72 2d 2d 64 65 66 61 75 6c 74 20 2e 73 65 6c 65 63 74 32 2d 72 65 73 75 6c 74 73 5f 5f 67 
72 6f 75 70 7b 63 75 72 73 6f 72 3a 64 65 66 61 75 6c 74 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 
67 3a 36 70 78 7d 2e 73 65 6c 65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72 2d 2d 63 6c 61 73 73 69 63 20 2e 73 65 6c 65 
63 74 32 2d 73 65 6c 65 63 74 69 6f 6e 2d 2d 73 69 6e 67 6c 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 
66 37 66 37 66 37 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 
Data Ascii: on--highlighted[aria-selected]{background-color:#5897fb;color:white}.select2-container--default .select2-res
ults__group{cursor:default;display:block;padding:6px}.select2-container--classic .select2-selection--single{background-c
olor:#f7f7f7;border:1px sol

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.2 63814 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:08 UTC 2676 OUT GET /resources/css/lib/select2-bootstrap.min_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:09 UTC 2758 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:09 GMT
Content-Type: text/css
Content-Length: 16050
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-3eb2"
Expires: Sat, 27 May 2023 17:34:09 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes
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2022-05-27 17:34:09 UTC 2759 IN Data Raw: 2f 2a 21 0a 20 2a 20 53 65 6c 65 63 74 32 20 42 6f 6f 74 73 74 72 61 70 20 54 68 65 6d 65 20 76 30 2e 31 2e 
30 2d 62 65 74 61 2e 39 20 28 68 74 74 70 73 3a 2f 2f 73 65 6c 65 63 74 32 2e 67 69 74 68 75 62 2e 69 6f 2f 73 65 6c 65 
63 74 32 2d 62 6f 6f 74 73 74 72 61 70 2d 74 68 65 6d 65 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 35 2d 
32 30 31 36 20 46 6c 6f 72 69 61 6e 20 4b 69 73 73 6c 69 6e 67 20 61 6e 64 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 28 
68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 73 65 6c 65 63 74 32 2f 73 65 6c 65 63 74 32 2d 62 6f 6f 74 73 
74 72 61 70 2d 74 68 65 6d 65 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 73 29 0a 20 2a 20 4c 69 63 65 6e 
73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 
Data Ascii: /*! * Select2 Bootstrap Theme v0.1.0-beta.9 (https://select2.github.io/select2-bootstrap-theme) * Copyright 
2015-2016 Florian Kissling and contributors (https://github.com/select2/select2-bootstrap-theme/graphs/contributors) * L
icensed under MIT (https

2022-05-27 17:34:09 UTC 2768 IN Data Raw: 65 63 74 32 2d 73 65 6c 65 63 74 69 6f 6e 2d 2d 6d 75 6c 74 69 70 6c 65 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 
70 2d 73 6d 20 2e 73 65 6c 65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72 2d 2d 62 6f 6f 74 73 74 72 61 70 20 2e 73 65 6c 65 
63 74 32 2d 73 65 6c 65 63 74 69 6f 6e 2d 2d 6d 75 6c 74 69 70 6c 65 2c 2e 73 65 6c 65 63 74 32 2d 63 6f 6e 74 61 69 
6e 65 72 2d 2d 62 6f 6f 74 73 74 72 61 70 20 2e 73 65 6c 65 63 74 32 2d 73 65 6c 65 63 74 69 6f 6e 2d 2d 6d 75 6c 74 69 
70 6c 65 2e 69 6e 70 75 74 2d 73 6d 7b 6d 69 6e 2d 68 65 69 67 68 74 3a 33 30 70 78 3b 62 6f 72 64 65 72 2d 72 61 64 
69 75 73 3a 33 70 78 7d 2e 66 6f 72 6d 2d 67 72 6f 75 70 2d 73 6d 20 2e 73 65 6c 65 63 74 32 2d 63 6f 6e 74 61 69 6e 6
5 72 2d 2d 62 6f 6f 74 73 74 72 61 70 20 2e 73 65 6c 65 63 74 32 
Data Ascii: ect2-selection--multiple,.input-group-sm .select2-container--bootstrap .select2-selection--multiple,.select2-
container--bootstrap .select2-selection--multiple.input-sm{min-height:30px;border-radius:3px}.form-group-sm .select2-co
ntainer--bootstrap .select2

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.2.2 60179 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:09 UTC 2721 OUT GET /resources/css/lib/jquery-ui.min_c0f95027542.css HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:09 UTC 2775 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:09 GMT
Content-Type: text/css
Content-Length: 30021
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
Vary: Accept-Encoding
ETag: "62725e53-7545"
Expires: Sat, 27 May 2023 17:34:09 GMT
Cache-Control: max-age=31536000
Cache-Control: public, only-if-cached
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:09 UTC 2776 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 55 49 20 2d 20 76 31 2e 31 31 2e 34 20 2d 20 32 30 31 35 2d 30 33 2d 31 
36 0a 2a 20 68 74 74 70 3a 2f 2f 6a 71 75 65 72 79 75 69 2e 63 6f 6d 0a 2a 20 49 6e 63 6c 75 64 65 73 3a 20 63 6f 72 65 
2e 63 73 73 2c 20 64 72 61 67 67 61 62 6c 65 2e 63 73 73 2c 20 72 65 73 69 7a 61 62 6c 65 2e 63 73 73 2c 20 73 65 6c 
65 63 74 61 62 6c 65 2e 63 73 73 2c 20 73 6f 72 74 61 62 6c 65 2e 63 73 73 2c 20 61 63 63 6f 72 64 69 6f 6e 2e 63 73 73 
2c 20 61 75 74 6f 63 6f 6d 70 6c 65 74 65 2e 63 73 73 2c 20 62 75 74 74 6f 6e 2e 63 73 73 2c 20 64 61 74 65 70 69 63 6b 
65 72 2e 63 73 73 2c 20 64 69 61 6c 6f 67 2e 63 73 73 2c 20 6d 65 6e 75 2e 63 73 73 2c 20 70 72 6f 67 72 65 73 73 62 6
1 72 2e 63 73 73 2c 20 73 65 6c 65 63 74 6d 65 6e 75 2e 63 73 73 
Data Ascii: /*! jQuery UI - v1.11.4 - 2015-03-16* http://jqueryui.com* Includes: core.css, draggable.css, resizable.css, 
selectable.css, sortable.css, accordion.css, autocomplete.css, button.css, datepicker.css, dialog.css, menu.css, progre
ssbar.css, selectmenu.css

2022-05-27 17:34:09 UTC 2791 IN Data Raw: 20 2e 75 69 2d 74 61 62 73 2d 61 6e 63 68 6f 72 7b 63 75 72 73 6f 72 3a 74 65 78 74 7d 2e 75 69 2d 74 61 62 
73 2d 63 6f 6c 6c 61 70 73 69 62 6c 65 20 2e 75 69 2d 74 61 62 73 2d 6e 61 76 20 6c 69 2e 75 69 2d 74 61 62 73 2d 61 
63 74 69 76 65 20 2e 75 69 2d 74 61 62 73 2d 61 6e 63 68 6f 72 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 75 
69 2d 74 61 62 73 20 2e 75 69 2d 74 61 62 73 2d 70 61 6e 65 6c 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 62 6f 72 6
4 65 72 2d 77 69 64 74 68 3a 30 3b 70 61 64 64 69 6e 67 3a 31 65 6d 20 31 2e 34 65 6d 3b 62 61 63 6b 67 72 6f 75 6e 
64 3a 6e 6f 6e 65 7d 2e 75 69 2d 74 6f 6f 6c 74 69 70 7b 70 61 64 64 69 6e 67 3a 38 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 
61 62 73 6f 6c 75 74 65 3b 7a 2d 69 6e 64 65 78 3a 39 39 39 39 3b 6d 
Data Ascii:  .ui-tabs-anchor{cursor:text}.ui-tabs-collapsible .ui-tabs-nav li.ui-tabs-active .ui-tabs-anchor{cursor:pointer}.ui-
tabs .ui-tabs-panel{display:block;border-width:0;padding:1em 1.4em;background:none}.ui-tooltip{padding:8px;posit
ion:absolute;z-index:9999;m
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.2.2 59058 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:09 UTC 2767 OUT GET /resources/fonts/glyphicons/glyphicons-regular.woff2?v=123 HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
Origin: https://campus.barracuda.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://campus.barracuda.com/resources/css/lib/glyphicons_c0f95027542.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:09 UTC 2805 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:09 GMT
Content-Type: application/octet-stream
Content-Length: 83032
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-14458"
Expires: Fri, 27 May 2022 17:35:09 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:09 UTC 2805 IN Data Raw: 77 4f 46 32 00 01 00 00 00 01 44 58 00 0e 00 00 00 02 d9 34 00 01 43 f9 00 01 02 4d 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 3f 46 46 54 4d 1c 1a 1e 06 60 00 95 26 11 08 0a 8a a2 14 88 a7 0a 01 36 02 24 03 
98 4c 0b 98 68 00 04 20 05 87 74 07 bd 3c 3f 77 65 62 66 06 5b 4d 4e 92 41 d5 05 64 f5 1b 81 bd 7c 88 ce 21 26 09 9b 
bb 0a 42 5b bc bf 02 6e 8c cb e0 bc 94 1c 40 8c df 0a d8 b1 47 dc 0e a0 e8 38 3d 2d fb ff ff ff ff 0d 49 43 64 2b b9 41 d2 
6b db 8d 81 0c 00 50 54 ff 21 17 25 b9 ba 75 0b ad 35 68 cc cb d2 c6 a1 a1 54 21 fb 6a 64 c9 64 95 a1 f9 88 5e b8 26 7b 
c6 89 3e 30 d3 42 26 8f 33 95 8d c5 4b 28 72 f2 07 92 4c 97 c8 5c b7 cb 29 a8 b2 58 d0 34 69 07 ba c2 d1 4a 05 c2 98 76 
8b 6f 3d 3c ee cb bd 6d 10 ce 10 cd 30 19 2a 10 9d 60 b2 a0 
Data Ascii: wOF2DX4CM?FFTM`&6$Lh t<?webf[MNAd|!&B[n@G8=-ICd+AkPT!%u5hT!jdd^&{>0B&3K(rL\)X4iJvo=<m0*`

2022-05-27 17:34:09 UTC 2821 IN Data Raw: 3d f2 98 9f d6 8d e2 ba 25 8d 99 3f 28 91 b5 b5 a5 ee cf 5d a0 da 68 b7 e3 a1 95 d2 0d 29 29 53 1c 4a f9 dc 
bd 98 2d b0 62 99 38 91 9f b3 2c 25 b8 20 22 5e fc c1 c5 68 3d 2b 15 72 a4 1a c2 cb f4 32 d4 ed 11 c5 ae 6b d9 88 51 56 
e1 7c 78 5c 05 d0 cd 90 13 33 9c 5f 2d 90 c4 a9 a7 02 47 56 04 0a d7 19 ac da 2a 21 e0 f0 be 53 cc ac 8f c2 e7 f5 1f d1 
c6 01 e7 26 8f e2 b9 11 91 18 2b 4f d6 03 4f 10 ab 1b a8 38 20 ca 08 fc f3 7d 77 5d 33 76 d2 b2 30 1a aa 0c 51 a8 2a 67 
b0 d6 ae 1d 71 e8 e3 0c 2e 3c 4c 39 71 31 8b 37 af 05 46 da 72 0f 86 6a 36 7a 58 99 5e e5 19 56 0f 3e e1 87 d3 e3 67 2a 
37 8a 37 fe de 1c e4 30 5f b3 92 b2 c3 a5 d1 fd 02 71 77 c8 0b fe 24 9a 43 0b e3 54 b4 2d 08 d9 e8 10 ad 54 20 24 39 a8 
3e 9b 73 ab 29 c3 48 ee dd 76 cb 10 44 7b 3e 2a d7 68 92 
Data Ascii: =%?(]h))SJ-b8,% "^h=+r2kQV|x\3_-GV*!S&+OO8 }w]3v0Q*gq.<L9q17Frj6zX^V>g*770_qw$CT-T $9>s)
HvD{>*h

2022-05-27 17:34:09 UTC 2837 IN Data Raw: 02 fb 74 3a d1 22 67 ee 2f 55 cb bd c7 c8 05 a9 9d 14 4f ab 27 8e 71 fb c4 ad 6e d7 79 8b fa b1 e6 a6 46 80 
49 03 7b 8a 56 97 25 4f 56 0f 75 03 47 19 85 c2 10 da 15 5e 75 cc f8 46 64 c8 54 6a 1f 36 bc ce 72 2a 07 16 4a df b5 9e 
45 ae cb 91 eb b2 28 64 d1 75 b9 2c 39 b9 13 f1 df 8f 9d 24 9d f4 fe 61 f5 e2 ab fd a4 c7 20 fa c0 19 39 4e bc 36 3a d4 85 
eb c2 66 ae a8 59 10 08 84 ab 08 17 16 55 03 f1 2f 2d 8b 68 89 2b 7c 95 51 11 60 fe 9e 53 0d 2b c8 2a 3c 2b 53 1f 82 42 
dd 00 34 a4 6e 84 64 15 a8 ad 13 35 ce 2a 00 26 1f be 0b e7 41 41 9e c6 42 4f 06 f4 10 62 68 4a 10 94 87 41 f8 71 67 60 
04 5e 83 69 f0 21 28 1e 9c 06 c4 88 b6 ce a5 84 0d 4c 27 d3 91 cd 5b 84 02 3d 03 2d 3c 63 e0 61 38 46 9b 30 10 b8 36 
92 f9 61 39 f9 61 42 d3 22 a1 b9 60 12 e8 a2 a9 d0 b1 92 
Data Ascii: t:"g/UO'qnyFI{V%OVuG^uFdTj6r*JE(du,9$a 9N6:fYU/-h+|Q`S+*<+SB4nd5*&AABObhJAqg`^i!(L'[=-<c
a8F06a9aB"`

2022-05-27 17:34:09 UTC 2853 IN Data Raw: 52 9b 78 99 11 23 2d 3f 75 3c 30 30 a9 6d 97 80 c1 26 61 31 e3 76 1f 8e 01 a8 16 a0 cb d3 6d 58 8e 1d 76 b6 
d6 87 a8 87 ac 15 08 8e bd ce eb d1 30 5b ad fe b6 92 2a 07 ec 2d e3 d1 00 9f 00 1f 43 10 0c 7f cd 9a a3 87 ee 7b 6e 61 
92 e7 25 e4 97 63 61 67 3f 86 04 fe f8 54 d2 3f 2a 01 e9 90 cb 37 ea e3 2a 4d aa a5 ff 6d 9b fb 55 93 29 56 23 d1 af 4b d6 
28 44 e9 ba b7 66 88 7b 1e d9 52 e9 31 62 b5 43 d1 41 8f 08 96 96 4f b6 2e 89 59 a0 a7 6e b9 84 26 60 e0 54 7a 90 e5 
8e 2f 7d 7b d4 ae d4 99 9c 79 c4 03 a8 2a c7 ff 08 51 cb d2 a3 f7 a3 f0 db 71 f7 a5 c1 24 51 d3 84 6b 31 8c 16 17 90 50 
e7 c7 60 18 d3 7f 44 ee 56 9c a8 18 21 3e fa 08 f8 6a a3 51 e2 7c c5 e2 e6 37 62 ef 9f bc 8b 7a cf 14 cb 53 02 91 45 99 
0e a3 55 60 ee a1 cb 90 fe 1a e6 31 77 bd da 31 4c 4f e6 
Data Ascii: Rx#-?u<00m&a1vmXv0[*-C{na%cag?T?*7*MmU)V#K(Df{R1bCAO.Yn&`Tz/}{y*Qq$Qk1P`DV!>jQ|7bzSEU`1w
1LO

2022-05-27 17:34:09 UTC 2869 IN Data Raw: ec 8a 7d 79 64 94 a2 55 df d7 ec 2b 5f 3b 51 45 b5 0f 48 40 9a d9 d5 33 56 14 08 f5 2f c0 cb 4a 5a e2 3c e2 
a8 ed 50 20 4c 20 91 fd fb a8 7f 6e d8 59 18 78 15 16 a2 fa c2 65 fd 1d d5 83 35 90 fe 2c 70 8f 9b 10 bc 2a 45 7b 7d 74 
11 93 a3 0e ac ef d1 9e 43 06 ff e7 61 79 27 5b f3 67 17 fc fb a5 98 7f 09 46 cf e0 e3 f2 04 0d 9d 50 7c ec d8 77 9e 60 31 
77 5f 36 28 21 d9 2b 89 8f f1 b0 12 21 72 2c 8d 5c 9a 5a e4 1e 04 52 5e 3d 8d 8f de 35 f2 6d e4 c6 f2 42 4f b8 f0 be 0e e1 
f5 71 4c 58 fd 36 d8 ea c3 96 7b f2 7f a7 15 fc 3c 87 be 2c 24 39 c2 09 df 16 5d 01 fb fc bd 63 3f 21 62 bf 72 64 41 61 69 
50 a5 f8 86 86 1c e5 5b eb 85 02 d9 8d 38 77 b8 b4 bc b8 09 e0 84 b0 99 04 4d 8a 42 a4 c5 72 a8 92 0b 12 69 74 3c f2 
ad 3e 8c 50 05 43 41 e8 6b 12 82 71 43 bc eb f6 65 
Data Ascii: }ydU+_;QEH@3V/JZ<P L nYxe5,p*E{}tCay'[gFP|w`1w_6(!+!r,\ZR^=5mBOqLX6{<,$9]c?!brdAaiP[8wMB
rit<>PCAkqCe
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2022-05-27 17:34:09 UTC 2885 IN Data Raw: 5d 4f 20 89 ef 3a 9f 42 55 7c ff 67 6f 32 6d f1 6f bb 1d db e9 42 b7 92 c9 be 95 4b f5 18 7f 5b b4 a6 ac a2 ab 26
2b 2d a3 21 f8 cc d5 46 0d 1b 31 2e 78 3d b8 18 ec 7a 51 ba 3e d8 53 d6 da a1 77 21 2f 5e 2f ac 28 6c 3c 90 33 f5 0a 93 
a5 26 89 ad d3 bf be 8b b6 ec bb 71 6c db 8e 35 47 0e 9d 39 95 94 d6 44 60 5b 4a 78 45 ac e1 c1 9b a6 77 18 b8 a9 ac 
a4 b1 50 93 46 d0 85 f1 a6 35 98 4d 65 0c 85 9b d1 83 55 49 3c 18 93 30 9e e5 a0 f9 4f 31 a5 2a cc 5c 0e b9 54 97 55 ba 
14 8c a8 bb 3a 6c c6 9c 63 3a 54 5e e3 6a 46 59 c3 5b ef 44 eb 66 21 9a 3a 7d 3b a7 e8 45 5e f2 f8 db 94 a8 20 eb 75 e4 
cc 44 5e 98 36 56 65 9f d1 3a d2 c4 03 9c 7c 40 23 d3 de aa 45 69 05 5d 15 19 90 9a b1 0e f0 58 98 e2 31 c6 9b 07 c3 cd 
2b 49 af 52 7e 6b 43 e8 c0 50 3a 6d 45 c5 49 e4 19 6a 
Data Ascii: ]O :BU|go2moBK[&+-!F1.x=zQ>Sw!/^/(l<3&ql5G9D`[JxEwPF5MeUI<0O1*\TU:lc:T^jFY[Df!:};E^ uD^6
Ve:|@#Ei]X1+IR~kCP:mEIj

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.2.2 58390 93.184.221.26 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:10 UTC 2886 OUT GET /thumbnails/22142381/tUZ-jjxfOeFSDJzVcoHE591S78m9NRwQ.jpg HTTP/1.1
Host: cdn.vidyard.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:10 UTC 2887 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Methods: GET, PUT, POST
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: ETag, X-CDN
Access-Control-Max-Age: 3000
Age: 205786
Content-Type: image/jpeg
Date: Fri, 27 May 2022 17:34:10 GMT
Etag: "26b2ef615bcd69a26ed919fb21128ff5"
Last-Modified: Tue, 11 Jan 2022 15:55:59 GMT
Server: ECAcc (frc/8F22)
x-amz-id-2: deLLE8v6dfJrPoJ6auLvyGlCvV1RW765863xe0+f8EiqEWJY9gtNXT9CttemU0gEGz5HJ4cLsUo=
x-amz-request-id: JS0C2J30EGBM8YK7
x-amz-server-side-encryption: AES256
x-amz-version-id: gH1MqKMqwdFJfIXiVZ9G.cpvKq0Ho2om
X-Cache: HIT
X-CDN: edgecast
Content-Length: 21309
Connection: close

2022-05-27 17:34:10 UTC 2888 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 02 00 00 01 00 01 00 00 ff fe 00 11 4c 61 76 63 35 37 2e 31 30 37 2e 31 30 
30 00 ff db 00 43 00 08 12 12 15 12 15 18 18 18 18 18 18 1d 1b 1d 1e 1e 1e 1d 1d 1d 1d 1e 1e 1e 20 20 20 26 26 26 20 
20 20 1e 1e 20 20 24 24 26 26 29 2a 29 27 27 26 27 2a 2a 2d 2d 2d 36 36 33 33 3f 3f 41 4d 4d 5d ff c4 00 9f 00 01 00 02 
03 01 01 01 00 00 00 00 00 00 00 00 00 00 01 08 06 02 07 03 05 04 01 01 00 01 05 01 00 00 00 00 00 00 00 00 00 00 00 
00 04 05 06 03 01 02 07 10 01 00 01 03 01 02 0a 08 06 03 00 03 01 00 03 01 00 01 02 03 04 11 06 05 53 71 34 32 31 91 
21 b1 12 15 51 13 41 a1 72 33 81 52 61 c1 35 22 14 16 23 42 d1 43 f0 62 24 44 82 e1 63 11 01 00 02 01 03 03 02 05 04 
02 03 01 01 01 00 00 00 01 02 03 11 31 04 21 12 33 05 32 71 51 41 
Data Ascii: JFIFLavc57.107.100C   &&&     $$&&)*)''&'**---6633??AMM]Sq421!QAr3Ra5"#BCb$Dc1!32qQA

2022-05-27 17:34:10 UTC 2904 IN Data Raw: 00 00 c8 00 31 00 0d 00 0e c0 1c 92 84 68 d8 69 ca 12 00 00 ed b0 01 a0 07 32 d0 01 0e 80 1d 00 00 00 00 
00 00 00 00 00 00 03 40 03 60 00 00 00 00 00 00 0d 3a 6a d9 09 68 00 6d b0 00 00 69 c8 03 a6 80 00 00 68 00 04 24 00 
01 b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 1hi2@`:jhmih$

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 192.168.2.2 64810 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:11 UTC 2909 OUT GET /resources/favicons/favicon.ico HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonConsent=isIABGlobal=false&datestamp=Fri+May+27+202
2+19%3A34%3A07+GMT-0700+(Pacific+Daylight+Time)&version=6.5.0&hosts=&landingPath=https%3A%2F%2Fcampu
s.barracuda.com%2Fproduct%2Fphishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&groups=C0001
%3A1%2CC0005%3A0%2CC0002%3A0%2CC0004%3A0%2CC0003%3A0

2022-05-27 17:34:12 UTC 2915 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:11 GMT
Content-Type: image/x-icon
Content-Length: 15086
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-3aee"
Expires: Fri, 27 May 2022 17:35:11 GMT
Cache-Control: max-age=60
Cache-Control: public, must-validate
Pragma: public
Accept-Ranges: bytes

2022-05-27 17:34:12 UTC 2915 IN Data Raw: 00 00 01 00 03 00 30 30 00 00 01 00 20 00 a8 25 00 00 36 00 00 00 20 20 00 00 01 00 20 00 a8 10 00 00 de 
25 00 00 10 10 00 00 01 00 20 00 68 04 00 00 86 36 00 00 28 00 00 00 30 00 00 00 60 00 00 00 01 00 20 00 00 00 00 00 
00 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 00 %6   % h6(0` $

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 192.168.2.2 61757 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:11 UTC 2909 OUT GET /resources/favicons/manifest.json HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: manifest
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:11 UTC 2914 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:11 GMT
Content-Type: application/json
Content-Length: 316
Connection: close
Server: nginx
Last-Modified: Wed, 04 May 2022 11:06:59 GMT
ETag: "62725e53-13c"
Accept-Ranges: bytes

2022-05-27 17:34:11 UTC 2914 IN Data Raw: 7b 0a 09 22 6e 61 6d 65 22 3a 20 22 22 2c 0a 09 22 69 63 6f 6e 73 22 3a 20 5b 0a 09 09 7b 0a 09 09 09 22 
73 72 63 22 3a 20 22 2f 72 65 73 6f 75 72 63 65 73 2f 66 61 76 69 63 6f 6e 73 2f 61 6e 64 72 6f 69 64 2d 63 68 72 6f 6d 
65 2d 31 39 32 78 31 39 32 2e 70 6e 67 22 2c 0a 09 09 09 22 73 69 7a 65 73 22 3a 20 22 31 39 32 78 31 39 32 22 2c 0a 
09 09 09 22 74 79 70 65 22 3a 20 22 69 6d 61 67 65 5c 2f 70 6e 67 22 0a 09 09 7d 2c 0a 09 09 7b 0a 09 09 09 22 73 72 6
3 22 3a 20 22 2f 72 65 73 6f 75 72 63 65 73 2f 66 61 76 69 63 6f 6e 73 2f 61 6e 64 72 6f 69 64 2d 63 68 72 6f 6d 65 2d 35 
31 32 78 35 31 32 2e 70 6e 67 22 2c 0a 09 09 09 22 73 69 7a 65 73 22 3a 20 22 35 31 32 78 35 31 32 22 2c 0a 09 09 09 
22 74 79 70 65 22 3a 20 22 69 6d 61 67 65 5c 2f 70 6e 67 22 0a 09 
Data Ascii: {"name": "","icons": [{"src": "/resources/favicons/android-chrome-192x192.png","sizes": "192x192","type": "i
mage\/png"},{"src": "/resources/favicons/android-chrome-512x512.png","sizes": "512x512","type": "image\/png"
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 192.168.2.2 49789 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:11 UTC 2910 OUT GET /logos/static/poweredBy_ot_logo.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: cdn.cookielaw.org

2022-05-27 17:34:11 UTC 2910 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:11 GMT
Content-Type: image/svg+xml
Content-Length: 2998
Connection: close
Content-MD5: LpuayL42jB78xRllx0vkOw==
Last-Modified: Fri, 27 May 2022 02:26:54 GMT
ETag: 0x8DA3F885DC0EE15
x-ms-request-id: 3b85e68a-a01e-0132-3f76-71c663000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Last-Modified,ETag,Content-MD5,x-
ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 12888
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 71207ffc7d9391ef-FRA

2022-05-27 17:34:11 UTC 2911 IN Data Raw: 3c 73 76 67 20 77 69 64 74 68 3d 22 31 33 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 78 6d 6c 6e 73 3d 
22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 3e 3c 67 20 66 69 6c 6c 3d 22 6e 6f 
6e 65 22 3e 3c 70 61 74 68 20 64 3d 22 4d 37 39 2e 30 33 39 20 37 2e 33 34 36 63 30 20 31 2e 37 38 34 2d 2e 34 34 39 
20 33 2e 31 38 36 2d 31 2e 33 34 36 20 34 2e 32 30 36 2d 2e 38 39 37 20 31 2e 30 32 31 2d 32 2e 31 35 32 20 31 2e 35 
33 32 2d 33 2e 37 36 37 20 31 2e 35 33 32 2d 31 2e 36 34 31 20 30 2d 32 2e 39 30 35 2d 2e 35 30 35 2d 33 2e 37 39 31 
2d 31 2e 35 31 33 2d 2e 38 38 37 2d 31 2e 30 30 38 2d 31 2e 33 33 35 2d 32 2e 34 32 32 2d 31 2e 33 34 36 2d 34 2e 32 
34 20 30 2d 31 2e 38 31 35 2e 34 34 39 2d 33 2e 32 32 31 20 31 2e 33 34 
Data Ascii: <svg width="136" height="16" xmlns="http://www.w3.org/2000/svg"><g fill="none"><path d="M79.039 7.346c0 
1.784-.449 3.186-1.346 4.206-.897 1.021-2.152 1.532-3.767 1.532-1.641 0-2.905-.505-3.791-1.513-.887-1.008-1.335-2.
422-1.346-4.24 0-1.815.449-3.221 1.34

2022-05-27 17:34:11 UTC 2912 IN Data Raw: 39 36 2d 31 2e 31 36 35 2e 36 33 2d 2e 37 37 37 2e 39 34 35 2d 31 2e 39 32 33 2e 39 34 37 2d 33 2e 34 33 
37 20 30 2d 31 2e 34 39 38 2d 2e 33 31 34 2d 32 2e 36 33 34 2d 2e 39 34 32 2d 33 2e 34 31 2d 2e 36 32 37 2d 2e 37 37 
34 2d 31 2e 35 35 37 2d 31 2e 31 36 33 2d 32 2e 37 38 37 2d 31 2e 31 36 34 2d 31 2e 32 33 35 20 30 2d 32 2e 31 37 33 
2e 33 39 2d 32 2e 38 31 35 20 31 2e 31 37 2d 2e 36 34 32 2e 37 38 2d 2e 39 36 34 20 31 2e 39 31 35 2d 2e 39 36 34 20 
33 2e 34 30 34 68 2d 2e 30 30 32 7a 6d 31 36 2e 38 39 31 20 35 2e 35 38 37 56 37 2e 35 33 35 63 30 2d 2e 36 38 2d 2e 
31 35 35 2d 31 2e 31 38 38 2d 2e 34 36 36 2d 31 2e 35 32 33 2d 2e 33 31 2d 2e 33 33 36 2d 2e 37 39 35 2d 2e 35 30 34 
2d 31 2e 34 35 35 2d 2e 35 30 34 2d 2e 38 37 34 20 30 2d 31 2e 35 31 34 2e 
Data Ascii: 96-1.165.63-.777.945-1.923.947-3.437 0-1.498-.314-2.634-.942-3.41-.627-.774-1.557-1.163-2.787-1.164-
1.235 0-2.173.39-2.815 1.17-.642.78-.964 1.915-.964 3.404h-.002zm16.891 5.587V7.535c0-.68-.155-1.188-.466-1.523-
.31-.336-.795-.504-1.455-.504-.874 0-1.514.

2022-05-27 17:34:11 UTC 2913 IN Data Raw: 36 38 63 2d 2e 32 36 2e 34 31 32 2d 2e 36 33 33 2e 37 34 2d 31 2e 30 37 36 2e 39 34 35 61 33 2e 36 32 37 
20 33 2e 36 32 37 20 30 20 30 31 2d 31 2e 35 37 34 2e 33 32 38 63 2d 31 2e 30 31 36 20 30 2d 31 2e 37 37 36 2d 2e 32 
34 31 2d 32 2e 32 38 32 2d 2e 37 32 34 2d 2e 35 30 36 2d 2e 34 38 32 2d 2e 37 35 39 2d 31 2e 32 35 35 2d 2e 37 35 39 
2d 32 2e 33 31 37 56 34 2e 35 37 35 68 31 2e 32 37 38 7a 6d 31 33 2e 37 38 31 20 36 2e 30 37 39 61 32 2e 30 39 20 32 
2e 30 39 20 30 20 30 31 2d 2e 38 37 20 31 2e 37 39 37 63 2d 2e 35 37 39 2e 34 32 32 2d 31 2e 33 39 32 2e 36 33 33 2d 
32 2e 34 33 37 2e 36 33 33 2d 31 2e 31 30 37 20 30 2d 31 2e 39 37 31 2d 2e 31 38 2d 32 2e 35 39 32 2d 2e 35 33 39 76 
2d 31 2e 31 36 63 2e 34 31 32 2e 32 30 37 2e 38 34 35 2e 33 36 38 20 31 2e 
Data Ascii: 68c-.26.412-.633.74-1.076.945a3.627 3.627 0 01-1.574.328c-1.016 0-1.776-.241-2.282-.724-.506-.482-.759-
1.255-.759-2.317V4.575h1.278zm13.781 6.079a2.09 2.09 0 01-.87 1.797c-.579.422-1.392.633-2.437.633-1.107 0-1.971-
.18-2.592-.539v-1.16c.412.207.845.368 1.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.2 58237 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:12 UTC 2930 OUT GET /proxy/vzaar-google-analytics HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonAlertBoxClosed=2022-05-28T02:34:11.526Z; OptanonCo
nsent=isIABGlobal=false&datestamp=Fri+May+27+2022+19%3A34%3A11+GMT-0700+(Pacific+Daylight+Time)&vers
ion=6.5.0&hosts=H26%3A1%2CH17%3A1%2CH5%3A1%2CH40%3A1%2CH7%3A1%2CH9%3A1%2CH48%3A1
&landingPath=NotLandingPage&groups=C0001%3A1%2CC0005%3A1%2CC0002%3A1%2CC0004%3A1%2CC0003%3
A1

2022-05-27 17:34:12 UTC 2931 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:12 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Pragma: public
Cache-Control: public, only-if-cached, max-age=172800
Expires: Sun, 29 May 2022 17:34:12 GMT

2022-05-27 17:34:12 UTC 2931 IN Data Raw: 32 64 32 0d 0a 67 61 28 66 75 6e 63 74 69 6f 6e 28 74 72 61 63 6b 65 72 29 20 7b 0a 09 69 66 20 28 77 69 
6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 29 20 7b 0a 09 09 77 69 6e 64 6f 77 2e 61 64 64 45 76 
65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d 65 73 73 61 67 65 22 2c 20 76 7a 61 61 72 4d 65 73 73 61 67 65 52 65 63 65 
69 76 65 64 2c 20 66 61 6c 73 65 29 3b 0a 09 7d 20 65 6c 73 65 20 69 66 20 28 77 69 6e 64 6f 77 2e 61 74 74 61 63 68 
45 76 65 6e 74 29 20 7b 0a 09 09 77 69 6e 64 6f 77 2e 61 74 74 61 63 68 45 76 65 6e 74 28 22 6f 6e 6d 65 73 73 61 67 
65 22 2c 20 76 7a 61 61 72 4d 65 73 73 61 67 65 52 65 63 65 69 76 65 64 29 3b 0a 09 7d 0a 0a 09 66 75 6e 63 74 69 6f 
6e 20 76 7a 61 61 72 4d 65 73 73 61 67 65 52 65 63 65 69 76 65 64 28 65 76 
Data Ascii: 2d2ga(function(tracker) {if (window.addEventListener) {window.addEventListener("message", vzaarMes
sageReceived, false);} else if (window.attachEvent) {window.attachEvent("onmessage", vzaarMessageReceived);}function 
vzaarMessageReceived(ev

2022-05-27 17:34:12 UTC 2932 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.2 58958 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:33:00 UTC 301 OUT GET /assets/js/main.js HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:33:00 UTC 302 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: application/javascript
Date: Fri, 27 May 2022 17:33:29 GMT
ETag: "61162248-966"
Expires: -1
Last-Modified: Fri, 13 Aug 2021 07:42:00 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 2406
Connection: Close
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2022-05-27 17:33:00 UTC 303 IN Data Raw: 76 61 72 20 4b 4e 4f 57 5f 55 52 4c 20 3d 20 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 6b 6e 6f 77 62 65 34 2e 
63 6f 6d 2f 62 61 72 72 61 63 75 64 61 2d 35 2d 6d 69 6e 75 74 65 2d 70 68 69 73 68 69 6e 67 2d 74 72 61 69 6e 69 6e 
67 2d 6e 73 27 3b 0d 0a 76 61 72 20 69 66 72 61 6d 65 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 
74 42 79 49 64 28 22 6b 6e 6f 77 62 65 22 29 3b 0d 0a 24 28 22 23 63 6c 6f 73 65 5f 6d 6f 64 61 6c 22 29 2e 63 6c 69 63 
6b 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 20 20 24 28 22 23 6b 6e 6f 77 62 65 22 29 2e 6f 66 66 28 22 6c 6f 61 64 
22 29 3b 0d 0a 20 20 24 28 22 2e 69 66 72 61 6d 65 2d 77 72 61 70 70 65 72 22 29 2e 63 73 73 28 22 70 6f 73 69 74 69 
6f 6e 22 2c 20 22 61 62 73 6f 6c 75 74 65 22 29 3b 0d 0a 20 20 24 
Data Ascii: var KNOW_URL = 'https://www.knowbe4.com/barracuda-5-minute-phishing-training-ns';var iframe = docu
ment.getElementById("knowbe");$("#close_modal").click(function() {  $("#knowbe").off("load");  $(".iframe-wrapper").css(
"position", "absolute");  $

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.2 52498 74.125.140.157 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:12 UTC 2932 OUT POST /j/collect?t=dc&aip=1&_r=3&v=1&_v=j96&tid=UA-75142252-1&cid=1685313211.1653705252&jid=603741641
&gjid=207295536&_gid=2073880195.1653705252&_u=YEBAAEAAAAAAAC~&z=1210356942 HTTP/1.1
Host: stats.g.doubleclick.net
Connection: keep-alive
Content-Length: 0
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Content-Type: text/plain
Accept: */*
Origin: https://campus.barracuda.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: IDE=AHWqTUmWCRm4-tst9Z1Ipf666ln8al4FMTFxELn7bVioYL5GWL792_ZmFzFs4BLk6KM

2022-05-27 17:34:12 UTC 2932 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: https://campus.barracuda.com
Strict-Transport-Security: max-age=10886400; includeSubDomains; preload
Date: Fri, 27 May 2022 17:34:12 GMT
Pragma: no-cache
Expires: Fri, 01 Jan 1990 00:00:00 GMT
Cache-Control: no-cache, no-store, must-revalidate
Last-Modified: Sun, 17 May 1998 03:00:00 GMT
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Content-Type: text/plain
Cross-Origin-Resource-Policy: cross-origin
Server: Golfe2
Content-Length: 1
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-05-27 17:34:12 UTC 2933 IN Data Raw: 31 
Data Ascii: 1

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 192.168.2.2 63435 93.184.221.26 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:12 UTC 2933 OUT GET /thumbnails/22142381/tUZ-jjxfOeFSDJzVcoHE591S78m9NRwQ.jpg HTTP/1.1
Host: cdn.vidyard.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://play.vidyard.com/Q7aqpazvRqWjAQhtKJNwp7?disable_popouts=1&v=4.3.3&type=inline&view-
hash=d9838857e7a6d62946426ec98a2dc70f&play-start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-pla
y=1&watched-percentage=0&watched-seconds=0&prevent-listener=0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:12 UTC 2934 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Methods: GET, PUT, POST
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: ETag, X-CDN
Access-Control-Max-Age: 3000
Age: 205788
Content-Type: image/jpeg
Date: Fri, 27 May 2022 17:34:12 GMT
Etag: "26b2ef615bcd69a26ed919fb21128ff5"
Last-Modified: Tue, 11 Jan 2022 15:55:59 GMT
Server: ECAcc (frc/8F22)
x-amz-id-2: deLLE8v6dfJrPoJ6auLvyGlCvV1RW765863xe0+f8EiqEWJY9gtNXT9CttemU0gEGz5HJ4cLsUo=
x-amz-request-id: JS0C2J30EGBM8YK7
x-amz-server-side-encryption: AES256
x-amz-version-id: gH1MqKMqwdFJfIXiVZ9G.cpvKq0Ho2om
X-Cache: HIT
X-CDN: edgecast
Content-Length: 21309
Connection: close

2022-05-27 17:34:12 UTC 2935 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 02 00 00 01 00 01 00 00 ff fe 00 11 4c 61 76 63 35 37 2e 31 30 37 2e 31 30 
30 00 ff db 00 43 00 08 12 12 15 12 15 18 18 18 18 18 18 1d 1b 1d 1e 1e 1e 1d 1d 1d 1d 1e 1e 1e 20 20 20 26 26 26 20 
20 20 1e 1e 20 20 24 24 26 26 29 2a 29 27 27 26 27 2a 2a 2d 2d 2d 36 36 33 33 3f 3f 41 4d 4d 5d ff c4 00 9f 00 01 00 02 
03 01 01 01 00 00 00 00 00 00 00 00 00 00 01 08 06 02 07 03 05 04 01 01 00 01 05 01 00 00 00 00 00 00 00 00 00 00 00 
00 04 05 06 03 01 02 07 10 01 00 01 03 01 02 0a 08 06 03 00 03 01 00 03 01 00 01 02 03 04 11 06 05 53 71 34 32 31 91 
21 b1 12 15 51 13 41 a1 72 33 81 52 61 c1 35 22 14 16 23 42 d1 43 f0 62 24 44 82 e1 63 11 01 00 02 01 03 03 02 05 04 
02 03 01 01 01 00 00 00 01 02 03 11 31 04 21 12 33 05 32 71 51 41 
Data Ascii: JFIFLavc57.107.100C   &&&     $$&&)*)''&'**---6633??AMM]Sq421!QAr3Ra5"#BCb$Dc1!32qQA

2022-05-27 17:34:12 UTC 2951 IN Data Raw: 00 00 c8 00 31 00 0d 00 0e c0 1c 92 84 68 d8 69 ca 12 00 00 ed b0 01 a0 07 32 d0 01 0e 80 1d 00 00 00 00 
00 00 00 00 00 00 03 40 03 60 00 00 00 00 00 00 0d 3a 6a d9 09 68 00 6d b0 00 00 69 c8 03 a6 80 00 00 68 00 04 24 00 
01 b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 1hi2@`:jhmih$

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.168.2.2 8511 104.16.148.64 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:12 UTC 2955 OUT GET /logos/1b503826-0eee-4147-b5a6-93330b3031bb/733338cb-91fd-408a-9735-996394613c7f/logo_barracuda_
primary_strapline.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: cdn.cookielaw.org
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2022-05-27 17:34:13 UTC 2956 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:13 GMT
Content-Type: application/octet-stream
Content-Length: 18019
Connection: close
Content-MD5: L34s22kW6UMdyMUTgk3UlA==
Last-Modified: Wed, 19 Feb 2020 20:30:40 GMT
ETag: 0x8D7B57A964F52ED
x-ms-request-id: 02ab39df-401e-0133-4060-04c79e000000
x-ms-version: 2009-09-19
x-ms-lease-status: unlocked
x-ms-blob-type: BlockBlob
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Last-Modified,ETag,Content-MD5,x-
ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Access-Control-Allow-Origin: *
Cache-Control: max-age=14400
CF-Cache-Status: HIT
Age: 7172
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Content-Type-Options: nosniff
Server: cloudflare
CF-RAY: 7120800339d89030-FRA

2022-05-27 17:34:13 UTC 2957 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 03 a2 00 00 01 2c 08 06 00 00 00 d9 dd 0e 06 00 00 
00 09 70 48 59 73 00 00 5c 46 00 00 5c 46 01 14 94 43 41 00 00 20 00 49 44 41 54 78 01 ed dd df 75 db b8 b6 c0 61 cc 
59 f3 ac e3 53 c1 28 15 8c 55 41 6c 37 10 b9 82 91 2b 18 fb cd 6f 8e df fc 66 a7 02 6b 2a 88 d2 c0 d8 53 81 34 15 44 53 
c1 d5 71 03 e7 2e 80 9b 36 43 83 12 40 82 24 40 fe be b5 72 33 37 27 b1 28 fe 03 36 f6 06 f0 93 02 80 b6 dc ad 4f 94 52 
bf 99 9f 7e 3d bb e0 3c 03 00 00 40 23 10 05 10 d6 dd fa 48 29 35 57 4a dd 28 a5 a6 4a a9 25 41 28 00 00 00 8a 08 44 0
1 84 71 b7 d6 41 e7 42 29 f5 bb 52 ea 48 7e 26 41 28 00 00 00 de 21 10 05 d0 cc dd fa 58 82 cf 45 e9 e7 6c d4 f5 6c c6 d
9 05 00 00 40 d9 cf 9c 11 00 b5 64 f3 3f 75 f9 ed 89 e5 9f 6f 94 
Data Ascii: PNGIHDR,pHYs\F\FCA IDATxuaYS(UAl7+ofk*S4DSq.6C@$@r37'(6OR~=<@#H)5WJ(J%A(DqAB)R
H~&A(!XEll@d?uo

2022-05-27 17:34:13 UTC 2957 IN Data Raw: e5 de 01 00 00 40 1d 94 e6 02 63 10 2e 00 d5 f4 a2 44 e7 dc 37 00 00 00 a8 8b 8c 28 30 64 61 03 50 25 7b 85 
7e 50 d7 b3 1d f7 0d 00 00 00 ea 22 23 0a 0c d5 dd 7a 21 0b 11 4d 03 7d 43 1d 7c 9e 12 84 02 00 00 a0 29 32 a2 c0 d0 
84 0f 40 73 33 f6 0a 05 00 00 40 08 64 44 81 a1 b8 5b 9f 48 00 7a d2 c2 37 ba 20 08 05 00 00 40 28 04 a2 40 ea ee d6 
c7 4a a9 fb 96 02 50 ed 96 bd 42 01 00 00 10 12 a5 b9 40 aa ee d6 53 c9 80 2e 5a fc 06 ec 15 0a 00 00 80 e0 08 44 81 d
4 84 5f 09 b7 0a 7b 85 02 00 00 a0 15 94 e6 02 29 c9 16 22 ba 6f 39 00 55 ec 15 0a 00 00 80 36 91 11 05 52 90 2d 44 a4 
03 d0 e3 0e 8e 76 27 2b e4 6e b9 37 00 00 00 d0 06 32 a2 40 cc b2 79 a0 8f 2d 2e 44 54 96 ef 15 4a 10 0a 00 00 80 d6 
10 88 02 31 7a 9b 07 7a d3 f1 d1 5d b1 4d 0b 00 00 00 da 46 20 0a c4 
Data Ascii: @c.D7(0daP%{~P"#z!M}C|)2@s3@dD[Hz7 @(@JPB@S.ZD_{)"o9U6R-Dv'+n72@y-.DTJ1zz]MF 

2022-05-27 17:34:13 UTC 2958 IN Data Raw: 61 97 2d 4a 74 3f c2 20 54 c9 2a b9 3c 1b 00 00 00 18 ad d0 81 28 65 b9 38 6c 7c 2b e3 16 51 92 0b 00 00 80 
d1 0b 37 47 f4 6e 3d 65 b5 5c 1c 94 95 6f 8f 35 08 55 66 81 22 00 00 00 60 e4 42 66 44 c9 86 62 bf b7 20 74 4c 8b 12 15 
dd b2 4a 2e 00 00 00 10 76 d5 5c b6 6d 41 b5 b7 ed 59 c6 1a 84 6e d4 f5 ec 73 04 c7 01 00 00 00 f4 2e 4c 20 9a 95 e5 
8e b5 d4 12 87 8c 73 7b 96 32 56 c9 05 00 00 00 44 a8 8c e8 09 27 14 56 59 10 fa 38 f2 93 f3 40 49 2e 00 00 00 f0 26 d4 
1c d1 4f 96 3f a3 e3 3d 76 e3 dc 23 b4 6c 6b e6 86 02 00 00 00 78 15 2a 23 6a 5b a8 68 c7 69 1e 31 82 d0 dc 95 ba 9e f1 
2c 00 00 00 00 05 cd 03 d1 6c 11 1a a0 78 4f 10 84 66 56 ea 7a b6 8a e1 40 00 00 00 80 98 84 28 cd fd c8 15 85 71 b7 
3e 92 45 89 98 33 9c 55 04 b0 67 28 00 00 00 60 11 22 10 25 23 
Data Ascii: a-Jt? T*<(e8l|+Q7Gn=e\o5Uf"`BfDb tLJ.v\mAYns.L s{2VD'VY8@I.&O?=v#lkx*#j[hi1,lxOfVz@(q>E3Ug(`"%#

2022-05-27 17:34:13 UTC 2960 IN Data Raw: 97 ad e7 56 2e bc 2f 01 00 c0 28 74 31 47 94 d2 dc ee 3c 71 be 1b 5b b1 65 0b 02 f3 9d 27 0a 00 00 30 78 fb 
03 d1 30 5b af 30 e7 a9 0b 77 eb 7b ce 75 10 2c 52 84 d0 fe e6 8c 02 00 00 fc e8 50 46 34 4c 60 73 b7 a6 dc ac 4d 77 eb 
b9 52 ea 72 b8 5f b0 33 1b 75 3d 23 7b 85 d0 c8 b0 03 00 00 94 1c 0a 44 43 2d 9c 41 20 da 16 16 27 0a c9 77 85 53 c0 
05 83 1b 00 00 00 25 dd 64 44 09 44 db 91 2d 4e f4 c8 bc d0 60 96 03 f9 1e 00 00 00 40 d4 0e 05 a2 21 e6 88 2a 02 d1 
d6 30 2f 34 1c 16 29 02 00 00 00 3a f2 73 e5 c7 84 9d d7 d9 74 2f 52 94 65 f3 42 17 9c 97 60 be 0d e4 7b 20 6d 3e 5b bd 
00 c0 01 93 a9 24 03 a6 0e 49 81 ed db af 17 de 45 a8 30 c9 93 54 87 92 55 dc 4f 38 a8 3a 10 0d 9b c5 24 23 1a 52 36 4
8 c0 bc d0 70 d8 3b 14 6d f2 29 9d ff a7 bb 2b 31 39 6e b9 ac 9f 
Data Ascii: V./(t1G<q[e'0x0[0w{u,RPF4L`sMwRr_3u=#{DC-A 'wS%dDD-N`@!*0/4):st/ReB`{ m>[$IE0TUO8:$#R6Hp
;m)+19n

2022-05-27 17:34:13 UTC 2961 IN Data Raw: fc 5b 04 65 82 d0 ba 0b 4a e5 03 1a 9e 7b 7e 9a bf bb fd b1 af 55 fb 9e 7a cc b6 5a 8a 71 8b a5 90 6d a9 2a ef 
31 9b bf cf 3e 16 de 67 75 1d c7 d5 96 66 ba 0e 44 59 b0 c8 55 b6 60 14 5b b5 b4 e9 7a 46 20 8a c0 26 47 9e a5 74 cb 
61 64 43 4d e0 51 fc 1e b6 0e ed 49 83 4d f7 8f b3 8e d4 cb 55 d3 23 0d a0 c9 96 2c 1b 59 1d b9 c7 fd de 26 47 0d 2b 6d 
56 85 3d eb 22 9c da 70 a8 a3 6a 32 2b f9 7d e8 7b 0e f2 ec cc ac 9d ef de 28 08 dd 65 81 82 ce 56 85 3a 36 73 8f 7e ce 
7e 99 6c 70 9d 85 6d 74 00 b1 53 ea 85 f5 18 7a 63 ae 5d 9d 20 b4 8b 7b ca 75 7b a8 bc 4c f7 c3 f0 b7 39 7b 71 69 4b 7f 
ab 39 b0 76 9c ad 6b f0 12 cd 22 46 55 a5 b9 6d a5 6e 29 01 72 c7 c2 11 ed a2 51 44 60 af f3 ed 5c df 73 5b 29 59 1a 01 
dd f9 d0 59 91 97 73 29 d7 aa 93 21 b9 ec 7f 7f 34 93 55 
Data Ascii: [eJ{~UzZqm*1>gufDYU`[zF &GtadCMQIMU#,Y&G+mV="pj2+}{(eV:6s~~lpmtSzc] {u{L9{qiK9vk"FUmn)rQ
D`\s[)YYs)!4U

2022-05-27 17:34:13 UTC 2962 IN Data Raw: 2b 97 56 f8 64 43 6f d3 69 a3 4c 50 c5 fa 0a fe 5c ab 0e a2 0a 44 c9 88 76 89 3d 43 fb 40 70 80 d0 9e a5 53 3f 
c0 4d ff 7b e1 1a 1c b5 bd c2 7b 55 80 f1 9c cd 5d 4a 42 d5 77 b8 65 8e de 21 ce 41 ba 67 bf c9 94 4b fb cc e1 4b e5 5e 
53 1e 59 64 45 42 22 34 73 5f b9 06 f7 3b cf d5 a1 63 70 eb b1 1a 2c 32 ae eb a1 f4 ba 65 64 5f 19 d1 7c ab 92 b1 ab b3 
fa 26 9a 21 03 80 d0 4e b2 85 4d 26 ff cb 56 d6 35 2b ec f2 7e ab cf b5 b3 d1 c7 9c 21 d9 27 34 69 89 64 d8 a2 d0 46 7b 
b1 af 5c ba ec 39 ad ad 74 4c f0 ee 7a ce 78 47 86 e5 73 5f 7d 49 6f ca 88 19 e0 f5 19 e8 80 7b e2 a5 d7 41 a1 72 20 5a 
63 ae 43 6d e3 7e 09 dd ad 7d f7 79 42 18 ff e5 3c a2 45 c7 32 c0 f4 a4 d4 e4 ff 24 28 65 91 85 e1 b8 1a c0 9c 5f e6 5b 
b9 73 bc d6 5e 03 4f 3e 65 b9 29 5e ab 3f 1c ff 1e 2b 
Data Ascii: +VdCoiLP\Dv=C@pS?M{{U]JBwe!AgKK^SYdEB"4s_;cp,2ed_|&!NM&V5+~!'4idF{\9tLzxGs_}Io{Ar ZcCm~}
yB<E2$(e_[s^O>e)^?+

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:13 UTC 2964 IN Data Raw: 82 ce 9d dc 8b 21 b2 99 6c dd 86 3e 0d b5 e4 3b a2 8c a8 09 3c 4f 22 6b 4b 37 29 54 63 c4 b0 8f 68 6e aa ee 
d6 43 0a 46 c9 86 c6 e8 6e 4d 89 14 fa f2 e0 59 ea f9 a9 9d e3 cc 57 08 9d fc 9f 64 69 6f 22 6a 38 75 46 e8 2a 82 e3 40 
eb 74 f0 a9 17 e6 9a e8 7b f0 bb ac 18 3d 8f 28 08 3d 0d 58 9a 4d bb 03 84 f7 df 7e cf a9 0e 3e 5f db d2 a7 c8 da 52 5d 
61 7a 1b c1 71 1c 94 07 a2 b1 8c 3e ff 16 c1 31 34 77 b7 3e 22 1b 1a 2d 46 a6 d1 13 33 57 ef 8b c7 67 07 dc d6 ca 2c ef 
ae 3b fd df 25 f8 5c 44 f6 2c ac b2 8e ff 4b c8 ce 3f a2 34 99 2b 35 f9 2a c1 e7 7d 64 41 da 46 06 42 3e f4 b3 ca e8 0b a5 
b9 40 d4 4c 5b fa 59 da d2 a7 c8 da d2 5d a1 2d 3d 4f a5 2d 8d a9 34 57 0d 68 f5 dc cb 08 8e 01 76 94 fc a1 4f 4b bf 6a 
09 3d e2 da a4 73 3a c9 17 3e fa 3d a2 c6 72 2b bf fe 
Data Ascii: !l>;<O"kK7)TchnCFnMYWdio"j8uF*@t{=(=XM~>_R]azq>14w>"-F3Wg,;%\D,K?4+5*}dAFB>@L[Y]-=O-4Whv
OKj=s:>=r+

2022-05-27 17:34:13 UTC 2965 IN Data Raw: 5c 91 51 4b 1f d7 10 5d f3 69 44 ab 3a 19 1e 1d bd e4 b6 68 61 9f df b4 b8 66 59 52 db 23 b4 af cc 95 1a c0 
94 1f d7 73 17 e2 dd 94 da 60 72 e0 f7 9b c9 d0 b9 06 a3 43 59 a4 31 e4 f7 70 6d 8f 9f 13 9c db 9e 4c 46 34 05 d3 e8 b6 
72 c9 32 69 8c dc a7 6f 11 fd 82 58 18 10 af 85 5d d4 9e f9 3f ae 9d ff 14 b7 69 a1 4a 21 19 3e 99 bb b1 0f 88 98 4e ac 6b 
30 9e 7a b5 95 6b d5 87 6b 96 78 9f d4 ca 4d db c8 4a ba be e7 87 52 c5 d7 c7 f7 08 71 af 76 2d 89 0c 78 2a 81 a8 8a 30 
73 45 26 6d 38 62 5f 10 0b c3 51 67 c3 ec 26 5c 37 d2 8f c4 64 3e e0 cd d7 c7 2c c5 01 91 36 3a 71 3e e5 b9 a9 ec a3 6e 
e3 fa 9e db f7 7e f3 78 f7 4d 12 19 4c 6e ed fd e6 73 5f 25 1e 8c 06 3f 87 ae 83 26 89 65 43 d3 b9 ce 3a 10 fd 77 04 c7 e1 
42 cf e7 8b 29 ba 67 7e e8 70 2c 98 2b 8a 8e f8 0c 
Data Ascii: \QK]iD:hafYR#s`rCY1pmLF4r2ioX]?iJ!>Nk0zkkxMJRqv-x*0sE&m8b_Qg&\7d>,6:q>n~xMLns_%?&eC:wB)g
~p,+

2022-05-27 17:34:13 UTC 2966 IN Data Raw: a9 f9 75 5e 38 b7 37 6f 83 68 26 78 bd 92 c0 fe 38 f5 40 f4 b8 b3 85 65 ee d6 6d ef 01 85 38 2d d4 dd 9a 39 6c 
d8 43 37 e0 af ab c6 d5 cd 56 6c 3d b3 23 ca 73 df b8 69 1c 73 31 75 23 a6 97 72 df db 70 3e 78 ce 0d 43 bf 9e 3d 3b 3b 
5f e3 c8 ea 39 05 a1 57 1d 1c c8 85 67 d0 70 2c 19 86 9e cb 74 4d 16 cd 67 d0 6d 53 23 1b 9a 67 f8 7c de 07 37 11 9c 9b 
43 41 d4 aa 79 26 6f 1f d3 d1 f7 6d 4f 1e e3 08 46 4d 1b 71 28 b8 52 1e d3 58 5c f8 b6 a5 11 24 28 cc 79 7a ea a1 2d cd 
ef eb aa 41 80 9d 2c 54 f4 9c 0d ac bf 9c 17 de 6f c5 f7 7e 1e a0 ce 53 0f 44 95 79 e9 74 53 3e 99 ca 36 08 08 8f 60 14 
25 66 c9 f2 7b c9 80 3e 36 9c 3f be cb 46 0e 9d b6 33 28 78 f1 59 79 53 c9 82 27 3d de c7 af 8b 37 ed eb a0 6d 6a 66 4d 
d0 1b 73 df 26 94 d5 7b ed e8 1e 7a 16 ce bb c9 cc bf 
Data Ascii: u^87oh&x8@em8-9lC7Vl=#sis1u#rp>xC=;;_9Wgp,tMgmS#g|7CAy&omOFMq(RX\$(yz-A,To~SDytS>6`%f{>6?
F3(xYyS'=7mjfMs&{z

2022-05-27 17:34:13 UTC 2968 IN Data Raw: dc 4a 51 77 eb 08 37 af 45 44 4e 24 3b 7a ab ae 67 3d cc 2b 42 02 76 b2 a8 50 e0 b2 9d 22 f3 d2 3f 6d d0 80 
e6 a6 85 51 ea b6 4b a9 9f fb 29 55 43 cb 2e e4 3e 6a 1a cc 9c bc cf 66 4e da 38 f2 48 02 85 32 bd e2 e5 e4 ef 06 81 43 
2e 0f 0c ba 1a 50 0f 34 ed a0 8a 09 a8 7e 0d b0 48 e5 9e f3 12 ec 3e 8b ec de 32 e7 6e 13 a0 9d 38 b6 3f df ad 3c 9f 92 
cd ed ea 1c 9a 60 fa 5c ce 51 13 d3 1a 25 f6 75 75 15 84 e6 e7 e7 59 b6 49 5a 1d e8 d3 3c 14 a6 e8 94 63 b3 1b 19 bc 
58 0e a9 34 37 77 a9 ee d6 21 57 e2 23 10 c5 21 47 92 1d 7d 62 e0 02 05 3b 29 55 fc 90 95 fc b4 9d 6d 79 c9 37 92 4e 
61 21 2d dd 70 46 94 81 42 38 2f d2 f9 4e 62 2f d8 4d 9c 41 68 ce cc 9b 4e e5 5c 2a 19 5c 0a 38 ed a0 8a d9 96 22 f6 39 
e5 9b 6e ce 85 af 17 39 ae 24 ee a9 55 3f cf e7 6b 69 69 2a 6d 
Data Ascii: JQw7EDN$;zg=+BvP"?mQK)UC.>jfN8H2C.P4~H>2n8?<`\Q%uuYIZ<cX47w!W#!G}b;)Umy7Na!-pF
B8/Nb/MAhN\*\8"9n9$U?kii*m

2022-05-27 17:34:13 UTC 2969 IN Data Raw: b5 fc 4f fa b3 08 44 7b 74 36 5f dc 2b a5 2e e5 08 f4 b5 38 ff 73 b5 dc 8d f2 64 00 00 6c 9e 4a 7f 76 ab 94 fa dc 
d7 99 fa 57 5f 1f 0c 00 68 ee cf d5 52 37 20 1b cb 0f ba 39 9b 2f a6 21 4f f1 d9 7c 71 a4 94 7a b4 fc 4f 5b 69 cc d0 93 b3 
f9 e2 73 21 08 55 32 40 51 ee 70 00 00 10 0d 02 51 00 48 df 85 e5 1b 54 05 8d 4d 3c ca cf 2d bb 20 f3 d6 bb 8f 96 03 38 
0e 3d 18 01 00 40 28 04 a2 00 90 b8 3f 57 cb 4d 45 46 f2 e4 6c be b8 0c f1 ed a4 24 77 6e f9 9f 1e 98 1b 0a 00 00 7c 11 
88 02 c0 00 b4 59 a2 bb a7 24 77 f3 e7 6a 79 c5 fd 13 85 bf 2c 07 f1 dc e7 22 14 00 00 ec 43 20 0a 00 c3 71 ae 94 2a 97 
c8 86 28 d1 ad 2c c9 e5 de 89 83 0c 44 dc 16 ae ff 4a ee 07 00 00 a2 c4 f6 2d 00 30 20 52 8a 7b 6f f9 46 b5 56 d1 dd b3 
4a ee ad 04 3f 00 00 20 01 67 f3 c5 ff 62 6a cb 
Data Ascii: OD{t6_+.8sdlJvW_hR7 9/!O|qzO[is!U2@QpQHTM<- 8=@(?WMEFl$wn|Y$wjy,"C q*(,DJ-0 R{oFVJ? gbj

2022-05-27 17:34:13 UTC 2970 IN Data Raw: df a5 44 57 32 1e b6 67 f0 76 cf dc 34 13 9c 4a 96 e7 a6 f4 fc eb 60 f4 ef aa 41 28 5d 92 79 36 5f 6c 4b c1 cc 
42 4a 0f eb 94 d2 ce 2d ef 9f 83 f3 10 03 29 7f 77 95 07 16 15 9f 6f 3a fa 85 79 c4 c5 e7 60 7b 60 70 21 1f fc b1 5d ab 07 
a9 3e a9 fa ce 57 15 25 ff ba ca e5 fe d0 9c c9 c2 31 57 65 fc f7 ce 4f 96 fb ff c6 72 9f de 37 2d cb ee 48 79 90 26 0f 20 bf 
c9 fd 7c 54 55 09 d1 d7 35 db 33 48 a2 f6 5d af c2 c0 4e 71 2e a9 ed 7d dd 2b 02 51 00 18 38 e9 40 9f cb 48 70 d1 eb 2a 
ba 07 56 c9 dd db a9 2c 04 93 65 ba 33 76 ba af 23 29 c1 ca 79 45 56 2e 0f 96 cf 13 bd 42 2b db f9 8b 65 b5 d9 3d 19 70 
7d bc e7 fb 02 49 f9 4e 9f cf e6 8b 55 45 d6 4f 97 82 cd 12 1b 44 28 0a 79 ed 56 b2 d8 ce be e7 40 7f ce a9 94 0c 96 b3 
35 1f 0f 75 f2 25 40 b0 75 b2 4f 5d 06 04 e4 
Data Ascii: DW2gv4J`A(]y6_lKBJ-)wo:y`{`p!]>W%1WeOr7-Hy& |TU53H]Nq.}+Q8@Hp*V,e3v#)yEV.B+e=p}INUEOD(yV
@5u%@uO]

2022-05-27 17:34:13 UTC 2972 IN Data Raw: c1 b9 99 64 40 5d e6 a4 e7 5b 14 e9 d2 dd 8d ac 3e eb 33 90 a7 5a 1c 60 a3 12 a1 3d 6d 5d b3 f2 7b f2 d7 f2 
5f 18 e2 80 1e a5 b9 00 00 00 68 44 ca 3c cb 81 d8 be 15 af 6d 73 48 9b 2e 98 d5 f8 3b e8 7d 5f 95 52 1f 64 d1 35 d7 d2 
55 1d 9c 7c 3d 9b 2f 6c fb 4d 02 75 8c 62 00 8f 8c 28 00 20 46 64 d1 d2 64 2b 15 25 bb dd 1e 5b a0 a4 03 a8 ff b6 f0 89 
2e 41 d9 1f 96 6c e2 ef 8e fb cc da 56 eb ed 45 61 bf c7 ab c2 b6 27 1f e5 f7 7d d9 46 3d 7f 34 df 63 d3 c5 d2 73 71 2a 57 
83 9b 4b 18 91 ae ae d9 5f e5 ea 06 7d 2f 0e 6d 5e 2f 81 28 00 a0 ae 67 cb 06 e9 27 81 3a 41 cc 67 6a 8f ad 23 f3 ae 0c 
ac a6 77 9d 74 e6 87 b6 ca d6 21 fe d6 63 79 eb 4a e6 4e 16 ef 83 45 39 10 95 45 8a ca f7 4a 88 15 b7 83 93 8e ff 32 2f 
31 96 c0 74 2e 65 c7 b6 32 4d 1d 8c fe 65 99 1b 6b fb 
Data Ascii: d@][>3Z`=m]{_hD<msH.;}_Rd5U|=/lMub( Fdd+%[.AlVEa'}F=4csq*WK_}/m^/(g':Agj#wt!cyJNE9EJ2/1t.e2Mek

2022-05-27 17:34:13 UTC 2973 IN Data Raw: f7 fe 91 fc b9 f7 8a b6 7a a0 e1 6c be 58 1d c8 58 bb 94 e5 da fe 7d be a8 d9 a1 ac bb 0b db f7 9e 4b 76 7e 23 
e7 2c bf 9f f3 77 c4 91 bc 47 16 15 03 68 7b 8f eb cf d5 f2 aa 62 61 b6 13 a9 26 29 7f 6e f1 7f df f7 fc cd 0f ed b9 ac df a9 
67 f3 c5 69 c5 e0 df 42 82 ab 8d 7c f6 a1 67 2f 67 9b 47 99 5b 5a 16 b0 cb 03 7e d7 cf c9 bf 53 6f ef e7 16 af d9 6f fb ae 
99 0e e6 cf e6 8b 8b 8a b2 da e2 f5 2a 5e 83 5f e4 73 df 0d fc f8 54 90 48 90 6b 6b 2b 75 69 f2 49 88 fd 8a 09 44 01 00 41 
fc b9 5a 5e 9c cd 4d 1b 67 6b e8 a6 1e 0d 60 1e 84 ee ed 50 e5 74 63 28 9d 6c 5b 83 59 b5 0a ef bb cf 93 8e c2 e8 32 6c 
7a 4f c4 b3 f9 62 57 d1 d1 39 ca 3b e5 8e 3f ee c2 73 e1 99 07 e9 88 d9 82 c8 a9 c3 0a cc 1b 09 c0 c6 3e 4f 34 0f fc 4e e5 
3a da ae d7 89 e7 fc 69 53 f2 db 70 f3 
Data Ascii: zlXX}Kv~#,wGh{ba&)ngiB|g/gG[Z~Soo*^_sTHkk+uiIDAZ^Mgk`Ptc(l[Y2lzObW9;?s>O4N:iSp

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 192.168.2.2 55372 192.28.144.124 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:13 UTC 2974 OUT POST /webevents/visitWebPage?_mchNc=1653705252041&_mchCn=&_mchId=234-YMR-898&_mchTk=_mch-b
arracuda.com-1653705252040-35118&_mchHo=campus.barracuda.com&_mchPo=&_mchRu=%2Fproduct%2Fp
hishline%2Fdownload%2F12I4%2Fwhat-is-phishing%2F&_mchPc=https%3A&_mchVr=161&_mchEcid=&_mch
Ha=&_mchRe=&_mchQp= HTTP/1.1
Host: 234-ymr-898.mktoresp.com
Connection: keep-alive
Content-Length: 0
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Content-Type: text/plain;charset=UTF-8
Accept: */*
Origin: https://campus.barracuda.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:13 UTC 2975 IN HTTP/1.1 200 OK
Server: nginx
Date: Fri, 27 May 2022 17:34:13 GMT
Content-Type: text/plain; charset=UTF-8
Content-Length: 2
Connection: close
X-Request-Id: bdb2f996-b07e-4c1b-b1ba-d23c296ad000
Access-Control-Allow-Origin: *

2022-05-27 17:34:13 UTC 2975 IN Data Raw: 4f 4b 
Data Ascii: OK

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.2 55966 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:13 UTC 2975 OUT OPTIONS /v2/visitors HTTP/1.1
Host: raw.vidyard.com
Connection: keep-alive
Accept: */*
Access-Control-Request-Method: POST
Access-Control-Request-Headers: content-type
Origin: https://play.vidyard.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-site
Sec-Fetch-Dest: empty
Referer: https://play.vidyard.com/Q7aqpazvRqWjAQhtKJNwp7?disable_popouts=1&v=4.3.3&type=inline&view-
hash=d9838857e7a6d62946426ec98a2dc70f&play-start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-pla
y=1&watched-percentage=0&watched-seconds=0&prevent-listener=0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:13 UTC 2977 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:13 GMT
Content-Type: text/html;charset=utf-8
Content-Length: 0
Connection: close
Access-Control-Max-Age: 86400
Access-Control-Allow-Origin: https://play.vidyard.com
Access-Control-Allow-Methods: POST, PUT
Access-Control-Allow-Headers: Content-Type, Accept, Origin
Access-Control-Allow-Credentials: true

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.168.2.2 50887 93.184.221.26 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-05-27 17:34:13 UTC 2976 OUT GET /hls-videos/ABswbQAhq1Y0sPhEXSmTqA/stream_master_4YQcdBKluY6tUgVn-Gjypg.m3u8?YoYLrBJUP
FQ4pCUbZ7ZU-u05R7QKNkP0B7rCNWGR2HD79xKshn5dIE7a0-_oY4T8q4LQ9Ad8T8pfFdOUZFuX_jTHd9Spm_sMmlz
hPW7dhuZO4k0s5nhjcprbSBEo0NBY_-MhqhyYwpVkx18Qjmtt_3L9OcoXq6Y6OK2-DnzaJz-yZEmoKdTH4ykAnfqYB
OJfD44S HTTP/1.1
Host: cdn.vidyard.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: */*
Origin: https://play.vidyard.com
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://play.vidyard.com/Q7aqpazvRqWjAQhtKJNwp7?disable_popouts=1&v=4.3.3&type=inline&view-
hash=d9838857e7a6d62946426ec98a2dc70f&play-start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-pla
y=1&watched-percentage=0&watched-seconds=0&prevent-listener=0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:13 UTC 2977 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Methods: GET, PUT, POST
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: ETag, X-CDN
Access-Control-Max-Age: 3000
Age: 215317
Content-Type: application/vnd.apple.mpegurl
Date: Fri, 27 May 2022 17:34:13 GMT
Etag: "e78feb643c6e52f266e0c35820882b62"
Last-Modified: Tue, 09 Nov 2021 13:29:08 GMT
Server: ECAcc (frc/8FEF)
x-amz-id-2: sNsNOSUPSvFO2W/iAxoKgPQb+GvnpFZmMa0GZR3cPuun9UzANGpXE2q4XU3uYDorGBY5n0ORBRY=
x-amz-request-id: 4KTDWVJTJ1GG081V
x-amz-server-side-encryption: AES256
x-amz-version-id: f..iBGHRd9sEiksUDWHHnG3PoIciPAQX
X-Cache: HIT
X-CDN: edgecast
Content-Length: 168
Connection: close

2022-05-27 17:34:13 UTC 2978 IN Data Raw: 23 45 58 54 4d 33 55 0a 23 45 58 54 2d 58 2d 53 54 52 45 41 4d 2d 49 4e 46 3a 52 45 53 4f 4c 55 54 49 4f 4e 
3d 36 34 30 78 33 36 30 2c 43 4f 44 45 43 53 3d 22 61 76 63 31 2e 34 64 30 30 31 66 2c 6d 70 34 61 2e 34 30 2e 32 22 
2c 42 41 4e 44 57 49 44 54 48 3d 35 32 38 30 30 30 2c 43 4c 4f 53 45 44 2d 43 41 50 54 49 4f 4e 53 3d 4e 4f 4e 45 0a 73 
64 5f 73 65 67 6d 65 6e 74 65 64 2f 73 64 5f 73 65 67 6d 65 6e 74 65 64 5f 4f 5f 69 62 63 6e 55 54 6a 32 46 6a 66 32 73 
62 67 77 78 41 62 77 2e 6d 33 75 38 0a 
Data Ascii: #EXTM3U#EXT-X-STREAM-INF:RESOLUTION=640x360,CODECS="avc1.4d001f,mp4a.40.2",BAN
DWIDTH=528000,CLOSED-CAPTIONS=NONEsd_segmented/sd_segmented_O_ibcnUTj2Fjf2sbgwxAbw.m3u8

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.2 58969 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:13 UTC 2978 OUT POST /v2/visitors HTTP/1.1
Host: raw.vidyard.com
Connection: keep-alive
Content-Length: 71
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
content-type: application/json
Accept: */*
Origin: https://play.vidyard.com
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://play.vidyard.com/Q7aqpazvRqWjAQhtKJNwp7?disable_popouts=1&v=4.3.3&type=inline&view-
hash=d9838857e7a6d62946426ec98a2dc70f&play-start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-pla
y=1&watched-percentage=0&watched-seconds=0&prevent-listener=0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:13 UTC 2979 OUT Data Raw: 7b 22 72 65 73 6f 6c 75 74 69 6f 6e 22 3a 22 31 32 38 30 78 31 30 32 34 22 2c 22 63 6f 6c 6f 75 72 73 22 3a 
32 34 2c 22 6f 73 22 3a 22 57 69 6e 33 32 22 2c 22 6c 61 6e 67 75 61 67 65 22 3a 22 65 6e 2d 55 53 22 7d 
Data Ascii: {"resolution":"1280x1024","colours":24,"os":"Win32","language":"en-US"}
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2022-05-27 17:34:13 UTC 2979 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:13 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 50
Connection: close
Access-Control-Allow-Origin: https://play.vidyard.com
X-Vidyard-Hostname: 62f597b5915e

2022-05-27 17:34:13 UTC 2979 IN Data Raw: 7b 22 6b 65 79 22 3a 22 58 33 58 6b 62 31 52 73 38 43 46 43 6f 68 41 6c 4c 2d 6b 52 6b 67 22 2c 22 63 72 65 
61 74 65 64 5f 61 74 22 3a 6e 75 6c 6c 7d 
Data Ascii: {"key":"X3Xkb1Rs8CFCohAlL-kRkg","created_at":null}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.2 63141 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:14 UTC 2979 OUT OPTIONS /v2/player_loads HTTP/1.1
Host: raw.vidyard.com
Connection: keep-alive
Accept: */*
Access-Control-Request-Method: POST
Access-Control-Request-Headers: content-type
Origin: https://play.vidyard.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-site
Sec-Fetch-Dest: empty
Referer: https://play.vidyard.com/Q7aqpazvRqWjAQhtKJNwp7?disable_popouts=1&v=4.3.3&type=inline&view-
hash=d9838857e7a6d62946426ec98a2dc70f&play-start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-pla
y=1&watched-percentage=0&watched-seconds=0&prevent-listener=0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:34:14 UTC 2980 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:14 GMT
Content-Type: text/html;charset=utf-8
Content-Length: 0
Connection: close
Access-Control-Max-Age: 86400
Access-Control-Allow-Origin: https://play.vidyard.com
Access-Control-Allow-Methods: POST, PUT
Access-Control-Allow-Headers: Content-Type, Accept, Origin
Access-Control-Allow-Credentials: true

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.2 64221 100.25.244.111 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:14 UTC 2980 OUT POST /v2/player_loads HTTP/1.1
Host: raw.vidyard.com
Connection: keep-alive
Content-Length: 411
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
content-type: application/json
Accept: */*
Origin: https://play.vidyard.com
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://play.vidyard.com/Q7aqpazvRqWjAQhtKJNwp7?disable_popouts=1&v=4.3.3&type=inline&view-
hash=d9838857e7a6d62946426ec98a2dc70f&play-start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-pla
y=1&watched-percentage=0&watched-seconds=0&prevent-listener=0
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-05-27 17:34:14 UTC 2981 OUT Data Raw: 7b 22 63 6f 6f 6b 69 65 5f 75 75 69 64 22 3a 22 58 33 58 6b 62 31 52 73 38 43 46 43 6f 68 41 6c 4c 2d 6b 52 
6b 67 22 2c 22 65 6d 62 65 64 5f 74 79 70 65 22 3a 22 69 6e 6c 69 6e 65 22 2c 22 65 6d 62 65 64 5f 76 65 72 73 69 6f 6e 
22 3a 22 34 2e 33 2e 33 22 2c 22 6f 72 67 61 6e 69 7a 61 74 69 6f 6e 5f 69 64 22 3a 31 30 38 32 34 38 32 2c 22 70 6c 61 
79 65 72 5f 69 64 22 3a 22 51 37 61 71 70 61 7a 76 52 71 57 6a 41 51 68 74 4b 4a 4e 77 70 37 22 2c 22 70 6c 61 79 65 
72 5f 74 79 70 65 22 3a 22 68 74 6d 6c 22 2c 22 70 6c 61 79 65 72 5f 76 65 72 73 69 6f 6e 22 3a 22 32 2f 32 30 32 32 2d 
30 35 2d 32 36 54 31 38 3a 31 35 3a 30 37 2e 39 36 31 5a 2f 32 62 33 63 39 65 63 63 63 33 22 2c 22 73 6f 75 72 63 65 5f 
75 72 6c 22 3a 22 68 74 74 70 73 3a 2f 2f 63 61 6d 70 75 73 
Data Ascii: {"cookie_uuid":"X3Xkb1Rs8CFCohAlL-kRkg","embed_type":"inline","embed_version":"4.3.3","organizatio
n_id":1082482,"player_id":"Q7aqpazvRqWjAQhtKJNwp7","player_type":"html","player_version":"2/2022-05-26T18:15:0
7.961Z/2b3c9eccc3","source_url":"https://campus

2022-05-27 17:34:15 UTC 2982 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:15 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 68
Connection: close
Access-Control-Allow-Origin: https://play.vidyard.com
X-Vidyard-Hostname: c635f1454b10

2022-05-27 17:34:15 UTC 2982 IN Data Raw: 7b 22 70 6c 61 79 65 72 5f 6c 6f 61 64 5f 69 64 22 3a 22 34 54 4c 41 7a 6c 56 6a 2d 73 44 33 6d 61 75 6a 56 
49 73 52 52 67 22 2c 22 74 69 6d 65 5f 61 72 72 69 76 65 22 3a 31 36 35 33 36 37 32 38 35 35 7d 
Data Ascii: {"player_load_id":"4TLAzlVj-sD3maujVIsRRg","time_arrive":1653672855}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.2.2 63484 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:19 UTC 2982 OUT GET /support/ajax?token=9f7f28c351f17fe681853a934748796a HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
Accept: */*
X-NewRelic-ID: VwIPUFZRGwQEVVJaAAEB
X-Requested-With: XMLHttpRequest
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonAlertBoxClosed=2022-05-28T02:34:11.526Z; OptanonCo
nsent=isIABGlobal=false&datestamp=Fri+May+27+2022+19%3A34%3A11+GMT-0700+(Pacific+Daylight+Time)&vers
ion=6.5.0&hosts=H26%3A1%2CH17%3A1%2CH5%3A1%2CH40%3A1%2CH7%3A1%2CH9%3A1%2CH48%3A1
&landingPath=NotLandingPage&groups=C0001%3A1%2CC0005%3A1%2CC0002%3A1%2CC0004%3A1%2CC0003%3
A1; _ga=GA1.2.1685313211.1653705252; _gid=GA1.2.2073880195.1653705252; _gat=1; _mkto_trk=id:234-YMR-
898&token:_mch-barracuda.com-1653705252040-35118

2022-05-27 17:34:19 UTC 2983 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:19 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Vary: Accept-Encoding
X-NewRelic-App-Data: PxQEVV5SCAETU1VTBAkAVlITGhE1AwE2QgNWEVlbQFtcC2VOcAJHCwtYa041FkhDXxYVP
hhQXQccExoDTFZTUgBSFFIWCAcBAFMVTABNEVUBAA9RVFcLAAZXAFtSUgdESFdXXxEDPg==

2022-05-27 17:34:19 UTC 2983 IN Data Raw: 37 31 63 0d 0a 3c 70 20 63 6c 61 73 73 3d 22 74 65 78 74 2d 78 73 2d 72 69 67 68 74 22 3e 3c 61 20 63 6c 
61 73 73 3d 22 6e 6f 2d 69 63 6f 6e 22 20 68 72 65 66 3d 22 23 22 20 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 63 6f 6c 6c 
61 70 73 65 22 20 64 61 74 61 2d 74 61 72 67 65 74 3d 22 23 61 6a 61 78 2d 73 75 70 70 6f 72 74 22 20 74 69 74 6c 65 
3d 22 43 61 6e 63 65 6c 22 20 61 72 69 61 2d 65 78 70 61 6e 64 65 64 3d 22 66 61 6c 73 65 22 3e 3c 73 70 61 6e 20 63 
6c 61 73 73 3d 22 67 6c 79 70 68 69 63 6f 6e 73 20 67 6c 79 70 68 69 63 6f 6e 73 2d 62 6e 63 2d 63 72 6f 73 73 22 3e 3c 
2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 70 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 22 72 6f 77 22 3e 0a 20 20 20 20 3c 64 69 
76 20 63 6c 61 73 73 3d 22 63 6f 6c 2d 78 73 2d 31 32 20 63 6f 6c 
Data Ascii: 71c<p class="text-xs-right"><a class="no-icon" href="#" data-toggle="collapse" data-target="#ajax-support" t
itle="Cancel" aria-expanded="false"><span class="glyphicons glyphicons-bnc-cross"></span></a></p><div class="row">    
<div class="col-xs-12 col

2022-05-27 17:34:19 UTC 2985 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.2 60613 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:33:00 UTC 301 OUT GET /assets/images/general/icons/icn-block.svg HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:33:00 UTC 305 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: image/svg+xml
Date: Fri, 27 May 2022 17:33:00 GMT
ETag: "59f9fde0-4f7"
Expires: -1
Last-Modified: Wed, 01 Nov 2017 17:01:20 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 1271
Connection: Close

2022-05-27 17:33:00 UTC 306 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 0a 3c 73 76 67 20 77 69 64 74 68 3d 22 32 30 36 70 78 22 20 68 65 69 67 68 74 3d 22 32 30 35 70 78 22 20 76 69 
65 77 42 6f 78 3d 22 30 20 30 20 32 30 36 20 32 30 35 22 20 76 65 72 73 69 6f 6e 3d 22 31 2e 31 22 20 78 6d 6c 6e 73 
3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 78 6d 6c 6e 73 3a 78 6c 69 6e 
6b 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 6c 69 6e 6b 22 3e 0a 20 20 20 20 3c 21 
2d 2d 20 47 65 6e 65 72 61 74 6f 72 3a 20 53 6b 65 74 63 68 20 34 36 2e 32 20 28 34 34 34 39 36 29 20 2d 20 68 74 74 
70 3a 2f 2f 77 77 77 2e 62 6f 68 65 6d 69 61 6e 63 6f 64 69 6e 67 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><svg width="206px" height="205px" viewBox="0 0 206 205" vers
ion="1.1" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink">    ... Generator: Sketch 46.2 (
44496) - http://www.bohemiancoding

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.2.2 61224 3.141.143.11 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:34:19 UTC 2985 OUT GET /localisation/get/9f7f28c351f17fe681853a934748796a HTTP/1.1
Host: campus.barracuda.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
Accept: */*
X-NewRelic-ID: VwIPUFZRGwQEVVJaAAEB
X-Requested-With: XMLHttpRequest
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://campus.barracuda.com/product/phishline/download/12I4/what-is-phishing/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CAMPUS=n0hrmpj3iafdausdevte6m3tok; OptanonAlertBoxClosed=2022-05-28T02:34:11.526Z; OptanonCo
nsent=isIABGlobal=false&datestamp=Fri+May+27+2022+19%3A34%3A11+GMT-0700+(Pacific+Daylight+Time)&vers
ion=6.5.0&hosts=H26%3A1%2CH17%3A1%2CH5%3A1%2CH40%3A1%2CH7%3A1%2CH9%3A1%2CH48%3A1
&landingPath=NotLandingPage&groups=C0001%3A1%2CC0005%3A1%2CC0002%3A1%2CC0004%3A1%2CC0003%3
A1; _ga=GA1.2.1685313211.1653705252; _gid=GA1.2.2073880195.1653705252; _gat=1; _mkto_trk=id:234-YMR-
898&token:_mch-barracuda.com-1653705252040-35118
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2022-05-27 17:34:20 UTC 2986 IN HTTP/1.1 200 OK
Date: Fri, 27 May 2022 17:34:20 GMT
Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Server: nginx
Vary: Accept-Encoding
Pragma: no-cache
Expires: 0
X-NewRelic-App-Data: PxQEVV5SCAETU1VTBAkAVlITGhE1AwE2QgNWEVlbQFtcC2VOcAJHCwtYa04qDFtSXA0SA
0NYWAg4HlFWFkRPUh5SCFIICBgCHVULWQlSH09VGhUEVgENVwdTVAdSAVJfUQEEEU4AAg5DB2U=

2022-05-27 17:34:20 UTC 2987 IN Data Raw: 31 66 30 32 0d 0a 7b 22 73 74 61 74 75 73 22 3a 74 72 75 65 2c 22 6d 65 73 73 61 67 65 22 3a 22 4e 4f 50 
2e 22 2c 22 64 61 74 61 22 3a 7b 22 63 6f 75 6e 74 72 69 65 73 22 3a 5b 7b 22 69 73 6f 22 3a 22 41 52 22 2c 22 70 72 
69 6e 74 61 62 6c 65 5f 6e 61 6d 65 22 3a 22 41 72 67 65 6e 74 69 6e 61 22 7d 2c 7b 22 69 73 6f 22 3a 22 41 55 22 2c 2
2 70 72 69 6e 74 61 62 6c 65 5f 6e 61 6d 65 22 3a 22 41 75 73 74 72 61 6c 69 61 22 7d 2c 7b 22 69 73 6f 22 3a 22 41 54 
22 2c 22 70 72 69 6e 74 61 62 6c 65 5f 6e 61 6d 65 22 3a 22 41 75 73 74 72 69 61 22 7d 2c 7b 22 69 73 6f 22 3a 22 42 
48 22 2c 22 70 72 69 6e 74 61 62 6c 65 5f 6e 61 6d 65 22 3a 22 42 61 68 72 61 69 6e 22 7d 2c 7b 22 69 73 6f 22 3a 22 
42 44 22 2c 22 70 72 69 6e 74 61 62 6c 65 5f 6e 61 6d 65 22 3a 22 42 61 
Data Ascii: 1f02{"status":true,"message":"NOP.","data":{"countries":[{"iso":"AR","printable_name":"Argentina"},{"iso":"A
U","printable_name":"Australia"},{"iso":"AT","printable_name":"Austria"},{"iso":"BH","printable_name":"Bahrain"},{"iso":
"BD","printable_name":"Ba

2022-05-27 17:34:20 UTC 2994 IN Data Raw: 64 32 36 0d 0a 65 5c 2f 4d 69 6e 73 6b 22 2c 22 75 74 63 5f 6f 66 66 73 65 74 22 3a 22 32 22 7d 2c 7b 22 6e 
61 6d 65 22 3a 22 52 69 67 61 22 2c 22 6b 65 79 22 3a 22 45 75 72 6f 70 65 5c 2f 52 69 67 61 22 2c 22 75 74 63 5f 6f 66 
66 73 65 74 22 3a 22 32 22 7d 2c 7b 22 6e 61 6d 65 22 3a 22 53 6f 66 69 61 22 2c 22 6b 65 79 22 3a 22 45 75 72 6f 70 
65 5c 2f 53 6f 66 69 61 22 2c 22 75 74 63 5f 6f 66 66 73 65 74 22 3a 22 32 22 7d 2c 7b 22 6e 61 6d 65 22 3a 22 54 61 6c 
6c 69 6e 6e 22 2c 22 6b 65 79 22 3a 22 45 75 72 6f 70 65 5c 2f 54 61 6c 6c 69 6e 6e 22 2c 22 75 74 63 5f 6f 66 66 73 65 
74 22 3a 22 32 22 7d 2c 7b 22 6e 61 6d 65 22 3a 22 56 69 6c 6e 69 75 73 22 2c 22 6b 65 79 22 3a 22 45 75 72 6f 70 65 
5c 2f 56 69 6c 6e 69 75 73 22 2c 22 75 74 63 5f 6f 66 66 73 65 
Data Ascii: d26e\/Minsk","utc_offset":"2"},{"name":"Riga","key":"Europe\/Riga","utc_offset":"2"},{"name":"Sofia","key":"
Europe\/Sofia","utc_offset":"2"},{"name":"Tallinn","key":"Europe\/Tallinn","utc_offset":"2"},{"name":"Vilnius","key":"Eu
rope\/Vilnius","utc_offse

2022-05-27 17:34:20 UTC 2998 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.2 56190 18.196.127.75 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-05-27 17:33:00 UTC 302 OUT GET /assets/images/general/barracuda_logo.png HTTP/1.1
Host: linkprotect.cudasvc.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v="99", "Google Chrome";v="91", "Chromium";v="91"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.77 
Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-05-27 17:33:00 UTC 307 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Cache-Control: max-age=0, no-cache, no-store, must-revalidate
Content-Security-Policy: default-src 'self'; style-src 'self' fonts.googleapis.com; font-src 'self' fonts.gstatic.com; frame-src '
self'; frame-ancestors 'none'
Content-Type: image/png
Date: Fri, 27 May 2022 17:33:00 GMT
ETag: "59dc1d15-2ab0"
Expires: -1
Last-Modified: Tue, 10 Oct 2017 01:06:29 GMT
Pragma: no-cache
Referrer-Policy: no-referrer
Server: nginx
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Content-Length: 10928
Connection: Close
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2022-05-27 17:33:00 UTC 308 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 6e 00 00 00 58 08 06 00 00 00 d5 f6 1d 8b 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 2a 6a 49 44 41 54 78 01 ed 5d 09 7c 55 c5 b9 9f 39 f7 66 81 08 09 a0 14 04 15 
77 16 c5 85 ad 28 3e 6d ad 5b b5 58 15 11 fb 94 87 d6 8a 5b 56 20 21 d0 6a 70 29 10 20 1b a2 45 6d d5 ba a3 cf a5 d6 3
e b5 5a 5f 85 82 24 01 8b a2 2c 4a 51 b4 82 fa c8 02 24 24 b9 f7 9c 79 ff 39 37 e7 dc b9 6b ce b9 5b ee 4d 66 7e bf 7b cf 
ec df 37 df cc f9 e6 9b 6f be 99 43 88 74 92 02 92 02 92 02 92 02 92 02 92 02 dd 48 01 c6 28 29 ab ef db 8d 18 48 d0 92 
02 92 02 71 a6 80 33 ce f5 cb ea 13 45 81 92 fa 6c c2 b4 5b 48 49 dd 25 a4 6f d6 0c 80 6d 4d 14 68 09 47 52 40 52 20 b1 
14 90 8c 3b b1 f4 8e 3d b4 92 fa 63 09 51 0b 08 53 6f 21 84 1e 
Data Ascii: PNGIHDRnXsRGB*jIDATx]|U9fw(>m[X[V !jp) Em>Z_$,JQ$$y97k[Mf~{7oCtH()Hq3El[HI%omMhGR@R ;=cQ
So!

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 1

Start time: 19:32:53

Start date: 27/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation   --single-argument https://linkprotect.cudasvc.com/url?
a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-GeOf64B1QO3Pqj4BfBf
wPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

Imagebase: 0x7ff7d2f30000

File size: 2439848 bytes

MD5 hash: 2A7452F3E3165FECBFCCAD71B04E5C37

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 4224, Parent PID: 4804

General

File Activities
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File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7D2F6463B RegSetValueEx
W

Target ID: 2

Start time: 19:32:55

Start date: 27/05/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1712,10268
326247406231543,10987779347778780195,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2080 /prefetch:8

Imagebase: 0x7ff7d2f30000

File size: 2439848 bytes

MD5 hash: 2A7452F3E3165FECBFCCAD71B04E5C37

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 5296, Parent PID: 4224

General

File Activities

Disassembly

Copyright Joe Security LLC 2022 Page 163 of 163


	Table of Contents
	Windows Analysis Report  https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljqbJFR2Fcl9THP5bR1sEWsz96zu1YjEpVa-GeOf64B1QO3Pqj4BfBfwPlAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Yara Signatures
	Sigma Signatures
	Snort Signatures
	Joe Sandbox Signatures
	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	World Map of Contacted IPs
	Public IPs

	Private

	General Information
	Warnings

	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASNs
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	C:\Users\user\AppData\Local\Google\Chrome\User Data\14a703eb-c787-475a-b48f-db18938bcc60.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\5b2add03-91f4-4d1a-aa29-b2eecca58011.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\5e0b1786-3f28-4e66-b8cc-e0104a32eea1.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\64f92139-ae75-4475-97d4-10df78132f69.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\6dc17962-d21c-4e74-b805-516715b402ed.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\7d0d486f-5bd1-4852-94b1-797051b56641.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\276691e2-3ad2-426a-b1d8-84747fbb286b.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\31d84669-01e0-493a-adad-18271756bf82.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3947a6cf-a1db-47f2-92f1-8c533a70acfa.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4d87e470-4378-475b-a205-1e9b4d416f00.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\562faf9f-ea2c-4e94-8954-7e048d499854.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5cff92f4-d731-4465-a1cb-b2899fee929d.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\622e9c9a-a461-4f12-88c7-f0c7ea316f79.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\76deb871-be35-4eca-9525-ebf3e0e256a4.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7eece4f6-4c0b-42ba-8e15-d559a38f0f90.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8e236fe3-82e0-4188-9758-50a18cdc9922.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\90ae0a2d-7feb-4867-8527-0f45278d5e7c.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\computed_hashes.json
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a5c9e995-805b-4ea0-8b11-249012cd8ba7.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a9f5aef8-e8e6-4c41-9265-460d4df24b8a.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c089eb17-6a9d-4623-a760-8781918b0b87.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cba3848a-f7bf-4b15-b4af-796b3080bdb1.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000014.dbtmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\ChromeExtMalware.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\ChromeExtMalware.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlBilling.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlBilling.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdAllowlist.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdAllowlist.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdDownloadAllowlist.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlCsdDownloadAllowlist.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlHighConfidenceAllowlist.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlHighConfidenceAllowlist.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalBin.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalBin.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalware.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlMalware.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSoceng.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSoceng.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSubresourceFilter.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSubresourceFilter.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSuspiciousSite.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSuspiciousSite.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store (copy)
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store_new
	C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\29\scoped_dir4224_1244579940\Ruleset Data
	C:\Users\user\AppData\Local\Google\Chrome\User Data\bd12f7ca-5479-4454-85c0-5c00b881b38b.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\ce4fb986-4dd3-4646-85a8-cd2ea75fa962.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\daad009f-f8d0-4dfa-bab2-8c909f39333f.tmp
	C:\Users\user\AppData\Local\Google\Chrome\User Data\fd91f9d2-1373-4d8e-a593-0ac15465a8cc.tmp
	C:\Users\user\AppData\Local\Temp\25e7b8cf-c7c6-4857-b00b-ac78cb44b316.tmp
	C:\Users\user\AppData\Local\Temp\321b1cb5-30f8-442e-afad-8b819307cd60.tmp
	C:\Users\user\AppData\Local\Temp\38b8d7b3-549d-4e53-b7fb-86b0e1daeb8a.tmp
	C:\Users\user\AppData\Local\Temp\4224_269826788\Filtering Rules
	C:\Users\user\AppData\Local\Temp\4224_269826788\LICENSE.txt
	C:\Users\user\AppData\Local\Temp\4224_269826788\_metadata\verified_contents.json
	C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.fingerprint
	C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.json
	C:\Users\user\AppData\Local\Temp\4224_269826788\manifest.json~
	C:\Users\user\AppData\Local\Temp\7cd1e74a-3bea-4fd3-b28e-603a4fb3a56a.tmp
	C:\Users\user\AppData\Local\Temp\8235eb80-e89d-409f-aaa5-5c96175b37f4.tmp
	C:\Users\user\AppData\Local\Temp\c6b1ce35-f008-4d21-b872-8e3095174c6a.tmp
	C:\Users\user\AppData\Local\Temp\e8978088-a25b-4368-a402-b804b8314e61.tmp
	C:\Users\user\AppData\Local\Temp\f8306f11-1796-4d2e-b0b0-076b0a2ffd22.tmp
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\25e7b8cf-c7c6-4857-b00b-ac78cb44b316.tmp
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\bg\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ca\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\cs\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\da\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\de\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\el\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\en\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\en_GB\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\es\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\es_419\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\et\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fi\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fil\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\fr\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hi\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hr\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\hu\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\id\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\it\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ja\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\ko\messages.json
	C:\Users\user\AppData\Local\Temp\scoped_dir4224_516761173\CRX_INSTALL\_locales\lt\messages.json

	Static File Info
	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph
	HTTP Packets
	HTTPS Proxied Packets

	Statistics
	Behavior

	System Behavior
	Analysis Process: chrome.exePID: 4224, Parent PID: 4804
	General
	File Activities
	Registry Activities

	Analysis Process: chrome.exePID: 5296, Parent PID: 4224
	General
	File Activities


	Disassembly


