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C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSubresourceFilter.store_new 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlSuspiciousSite.store (copy) 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrISuspiciousSite.store_new 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store (copy) 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\Safe Browsing\UrlUws.store_new 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed

Rules\29\scoped_dir4224 1244579940\Ruleset Data 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\bd12f7ca-5479-4454-85c0-5c00b881b38b.tmp 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\ce4fb986-4dd3-4646-85a8-cd2ea75fa962.tmp 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\daad009f-f8d0-4dfa-bab2-8c909f39333f.tmp 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\fd91f9d2-1373-4d8e-a593-0ac15465a8cc.tmp 35
C:\Users\user\AppData\Local\Temp\25e7b8cf-c7c6-4857-b00b-ac78ch44b316.tmp 35
C:\Users\user\AppData\Local\Temp\321b1cb5-30f8-442e-afad-80819307cd60.tmp 35
C:\Users\user\AppData\Local\Temp\38b8d7b3-549d-4e53-b7fb-86b0eldaeb8a.tmp 36
C:\Users\user\AppData\Local\Temp\4224 269826788\Filtering Rules 36
C:\Users\user\AppData\Local\Temp\4224 269826788\LICENSE.txt 36
C:\Users\user\AppData\Local\Temp\4224 269826788\ _metadata\verified_contents.json 37
C:\Users\user\AppData\Local\Temp\4224 269826788\manifest.fingerprint 37
C:\Users\user\AppData\Local\Temp\4224 269826788\manifest.json 37
C:\Users\user\AppData\Local\Temp\4224 269826788\manifest.json~ 38
C:\Users\user\AppData\Local\Temp\7cdle74a-3bea-4fd3-b28e-603a4fb3a56a.tmp 38
C:\Users\user\AppData\Local\Temp\8235eb80-e89d-409f-aaa5-5c96175b37f4.tmp 38
C:\Users\user\AppData\Local\Temp\c6blce35-f008-4d21-b872-8e3095174c6a.tmp 39
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C:\Users\user\AppData\Local\Temp\e8978088-a25b-4368-a402-b804b8314e61.tmp 39

C:\Users\user\AppData\Local\Temp\f8306f11-1796-4d2e-b0b0-076b0a2ffd22.tmp 39
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Windows Analysis Report

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq-cai.raw.ic0.app%...

Overview

General Information Detection Signatures Classification

Sample URL: https://linkprotect.cudasvc
.com/url?
a=https%3a%2f%2f4ncz5
-oaaaa-aaaad-
qcczq...P5bR1SEWsz96z
ulYjEpVa-
GeOf64B1QO3Pqj4BfBfw
PIAE-
gtFsjV2hfrh_QzouozC2Fg
zm-iaK

HTTP GET or POST without a user ...
Found iframes
Invalid T&C link found

No HTML title found

Analysis ID: 635342

oS gttt & g

Score: 2

o Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is start
. G chrome.exe (PID: 4224 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation --single-argument https://linkprotect.cudasvc
.com/url?a=https%3a%2f%2f4ncz5-0oaaaa-aaaad-qcczg-cai.raw.ic0.app%2f&c=E,1,yzY Gtry9tkljghJFR2FcI9THP5bR1sEWsz96zulYjEpVa-GeOf64B1QO3Pqj4BfBfwPIAE-gtFs]

V2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1 MD5: 2A7452F3E3165FECBFCCAD71B04E5C37)

. G chrome.exe (PID: 5296 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1712,10268326247406231543,10987779347778780195,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2080 /prefetch:8 MD5:
2A7452F3E3165FECBFCCAD71B04E5C37)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

©@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Initial . . Privilege Defense Credential
Execution Persistence . n
Access Escalation Evasion Access
Windows  Path 0os
Drive-by Manageme Interceptio  Process Masqueradi Credential
Compromis  nt n Injection ng Dumping
e Instrument
ation
Default Scheduled  Boot or Boot or LSASS
Accounts Task/Job Logon Logon Process Memory

Initializatio  Initializatio  Injection
n Scripts n Scripts

Domain At (Linux)  Logon Logon Obfuscated Security
Accounts Script Script Files or Account
(Windows)  (Windows) Information Manager

Local At Logon Logon Binary NTDS
Accounts (Windows)  Script Script Padding
(Mac) (Mac)

Behavior Graph
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live.prod.campus.cudaops.com

Behavior Graph

ID: 635342

URL: https://linkprotect.cudasvc...

Startdate: 27/05/2022
Architecture:  WINDOWS

Score: 2
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Screenshots
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

& -

chrome.exe

unknown

-
[1:]

«Q
[}
=
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

started

[]
+*
[]

Number of created Registry Values

Number of created Files

Y

Visual Basic

g5
2z
oz

&
)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

D@ 2 i~

239.255.255.250

Internet

Reserved

chrome.exe ..:

accounts.google.com Ci
142.250.184.205, 443, 54137
GOOGLEUS
United States ES

26 other IPs or domains

& -

PHISEING?

PHISEING?

PHISEING?

Copyright Joe Security LLC 2022

Page 7 of 163



ning | Barracuda Net. X

Cc @ linkprotect.cudasve.com/url?a=https%3a%213%2f4ncz5-0aaaa-aaaad-qeczq-cairaw.ic0.appi2flic=E,1,yzYGtry9tkljgb)FR2FcI9THP5bR1sEWsz96zu1YjEp... T M & ‘/Updzle E\

x
Chrome is being controlled by automated test soft Can't update Chrome

1 Chrome couldn't update to the latest version, so
you're missing out on new features and security

fixes.

kl Barracuda

Security Warning

Content found on https://4ncz5-oaaaa-aaaad-qcczq-cai.raw.ic0.app/ may put your privacy, your data, or

your company network at risk.

Content category: Phishing Fraud

Learn how to detect and prevent future phishing attacks: I}

If you believe this is an error or need access to the original URL for business purposes, please contact your
administrator.

L Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
hitp:/f https://linkprotect.cudasvc.com/url?a=https%3a%2f%2f4ncz5-oaaaa-aaaad-qcczq- 2% Virustotal Browse

cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljghJFR2FcI9THP5bR1sSEWsz96zulYjEpVa-
GeOf64B1QO3Pqj4BfBfwPIAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

http://https://linkprotect.cudasvc.com/url?a=https%3a%2{%2f4ncz5-oaaaa-aaaad-gcczq- 0% Avira URL Cloud safe
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljghJFR2FcI9THP5bR1SEWsz96zulYjEpVa-
GeOf64B1QO3Pqj4BfBfwPIAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

Dropped Files

©@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

Source Detection Scanner Label Link
cs6.wpc.omegacdn.net 0% Virustotal Browse
linkprotect.cudasvc.com 1% Virustotal Browse
234-ymr-898.mktoresp.com 0% Virustotal Browse
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https://www.virustotal.com/gui/url/4396eac2ed628e809ff01bc12429a06583d6808894837159cacc81ab99a9e2a4/detection/u-4396eac2ed628e809ff01bc12429a06583d6808894837159cacc81ab99a9e2a4-1653672552
https://www.virustotal.com/gui/url/467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e/detection/u-467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e-1639555941
https://www.virustotal.com/gui/url/0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6/detection/u-0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6-1653555253
https://www.virustotal.com/gui/url/a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05/detection/u-a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05-1598597883

Source Detection Scanner Label Link

munchkin.marketo.net 1% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://https://linkprotect.cudasvc.com/assets/js/jquery-3.1.1.min.js 0% Avira URL Cloud safe

http:// https://linkprotect.cudasvc.com/assets/js/main.js 0% Avira URL Cloud safe
http://https://linkprotect.cudasvc.com:443 0% Avira URL Cloud safe

http:// https://linkprotect.cudasvc.com/assets/images/general/barracuda_logo.png 0% Avira URL Cloud safe
http://https://linkprotect.cudasvc.com/assets/images/general/favicon.ico 0% Avira URL Cloud safe
http://https://linkprotect.cudasvc.com/assets/images/general/icons/icn-block.svg 0% Avira URL Cloud safe
http://https://linkprotect.cudasvc.com/url?a=https%3a%2{%2f4ncz5-oaaaa-aaaad-gcczq- 0% Avira URL Cloud safe
cai.raw.ic0.app%2f&c=E

http://https://linkprotect.cudasvc.com/assets/css/bootstrap.min.css 0% Avira URL Cloud safe
http://https://linkprotect.cudasvc.com/assets/js/bootstrap.min.js 0% Avira URL Cloud safe
http://https://linkprotect.cudasvc.com/assets/css/style.css 0% Avira URL Cloud safe

http:// https://234-ymr-898.mktoresp.com/webevents/visitWebPage? 0% Avira URL Cloud safe
_mchNc=1653705252041&_ mchCn=&_mchld=234-YMR-898&_mchTk=_mch-barracuda.com-

1653705252040-

35118&_ mchHo=campus.barracuda.com&_mchPo=& mchRu=%2Fproduct%2Fphishline%2Fdownload
9%2F1214%2Fwhat-is-
phishing%2F&_mchPc=https%3A&_mchVr=161&_ mchEcid=&_ mchHa=&_ mchRe=&_ mchQp=

Domains and IPs

Contacted Domains

Name 1P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 142.250.185.163 true false high
app-1b-2049423805.us-east- 3.141.143.11 true false high
2.elb.amazonaws.com

cs6.wpc.omegacdn.net 93.184.221.26 true false e 0%, Virustotal, Browse unknown
accounts.google.com 142.250.184.205 true false high
stats.l.doubleclick.net 74.125.140.157 true false high
www-google-analytics.l.google.com 142.250.185.78 true false high
raw.vidyard.com 100.25.244.111 true false high
clients.l.google.com 142.250.185.142 true false high
linkprotect.cudasvc.com 18.196.127.75 true false e 1%, Virustotal, Browse unknown
cdn.cookielaw.org 104.16.148.64 true false high
geolocation.onetrust.com 104.20.185.68 true false high
234-ymr-898.mktoresp.com 192.28.144.124 true false e 0%, Virustotal, Browse unknown
cdn.embedly.com unknown unknown  false high
use.typekit.net unknown unknown  false high
js-agent.newrelic.com unknown unknown  false high
munchkin.marketo.net unknown unknown  false e 1%, Virustotal, Browse unknown
client.perimeterx.net unknown unknown  false unknown
campus.barracuda.com unknown unknown  false high
stats.g.doubleclick.net unknown unknown  false high
play.vidyard.com unknown unknown  false high
assets.vidyard.com unknown unknown  false high
clients2.google.com unknown unknown  false high
p.typekit.net unknown unknown  false high
cdn.vidyard.com unknown unknown  false high
bam-cell.nr-data.net unknown unknown  false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://campus.barracuda.com/resources/img/logo.svg false high
http://https://campus.barracuda.com/resources/css/lib/bootstrap-switch.min_c0f95027542.css false high
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https://www.virustotal.com/gui/url/00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1/detection/u-00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1-1653322403
https://www.virustotal.com/gui/url/467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e/detection/u-467e3bace2824c57d53d7847303bec5106e57bc5e36a66b8065a935f7a4d275e-1639555941
https://www.virustotal.com/gui/url/0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6/detection/u-0a61197b18b2dd5faa24c64d7ca835a2a253eff794afbde47eed1b07452593a6-1653555253
https://www.virustotal.com/gui/url/a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05/detection/u-a6123f419829fafd2bb8aa51df3795b95dd64f14ed5164abdec0d8b57a638b05-1598597883
https://www.virustotal.com/gui/url/00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1/detection/u-00ca308d21d4e52e64a3a4cb99ca4e49b31c27bdcfe18912e9bb85203093bfa1-1653322403

Name

http:// https://linkprotect.cudasvc.com/assets/js/jquery-3.1.1.min.js
http://https://campus.barracuda.com/resources/fonts/glyphicons/glyphicons-regular.woff2?v=123

http://https://clients2.google.com/service/update2/crx?
os=win&arch=x64&o0s_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=91.0.4472.77&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http:// https://linkprotect.cudasvc.com/assets/js/main.js
http://https://campus.barracuda.com/resources/img/logo_barracuda_primary_reversed.svg
http://https://campus.barracuda.com/resources/js/lib/prettify_c0f95027542.js
http://https://raw.vidyard.com/v2/player_loads
http://https://campus.barracuda.com/resources/css/lib/bootstrap_c0f95027542.css
http://https://raw.vidyard.com/v2/visitors
http://https://campus.barracuda.com/resources/css/lib/ekko-lightbox.min_c0f95027542.css
http://https://linkprotect.cudasvc.com/assets/images/general/barracuda_logo.png

http:// https://campus.barracuda.com/resources/css/lib/select2. min_c0f95027542.css
http://https://cdn.cookielaw.org/scripttemplates/6.5.0/otBannerSdk.js
http://https://campus.barracuda.com/resources/img/flags/US.png

http://https://linkprotect.cudasvc.com/url?a=https%3a%2{%2f4ncz5-oaaaa-aaaad-gcczq-
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljghJFR2FcI9THP5bR1sEWsz96zulYjEpVa-
GeOf64B1QO3Pqj4BfBfwPIAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

http://https://cdn.cookielaw.org/logos/1b503826-0eee-4147-b5a6-93330b3031bb/733338¢b-91fd-
408a-9735-996394613c7f/logo_barracuda_primary_strapline.png

http://https://campus.barracuda.com/support/ajax?token=9f7f28¢351f17fe681853a934748796a

http://https://stats.g.doubleclick.net/j/collect?t=dc&aip=1&_r=3&v=1& v=j96&tid=UA-75142252-

1&cid=1685313211.1653705252&jid=603741641&gjid=207295536& _gid=2073880195.1653705252& _

U=YEBAAEAAAAAAAC~&z=1210356942
http://https://campus.barracuda.com/resources/js/campus_c0f95027542.js
http://https://campus.barracuda.com/resources/js/lib/bootstrap-v4.min_c0f95027542.js
http://https://cdn.cookielaw.org/scripttemplates/6.5.0/assets/otPcTab.json

http://https://cdn.vidyard.com/hls-
videos/ABswbQAhqlY0OsPhEXSmTqA/stream_master_4YQcdBKIluY6tUgVn-Gjypg.m3u8?
YoYLrBJUPFQ4pCUbZ7ZU-u05R7QKNKPOB7rCNWGR2HD79xKshn5dIE7a0-
_0Y4T8g4LQ9Ad8T8pfFdOUZFUX_jTHd9Spm_sMmlzhPW7dhuZO4k0s5nhjcprbSBEOONBY _-
MhghyYwpVkx18Qjmtt_3L90c0Xq6Y60K2-Dnzalz-yZEmoKdTH4ykAnfqYBOJfD44S

http://https://campus.barracuda.com/resources/js/ext/campus_utils_c0f95027542.js

http://https://linkprotect.cudasvc.com/url?a=https%3a%2{%2f4ncz5-oaaaa-aaaad-qcczq-
cai.raw.ic0.app%2f&c=E,1,yzYGtry9tkljghJFR2FcI9THP5bR1SEWsz96zulYjEpVa-
GeOf64B1QO3Pqj4BfBfwPIAE-gtFsjV2hfrh_QzouozC2Fgzm-iaKMtOem3A,,&typo=1

http://https://campus.barracuda.com/product/phishline/download/1214/what-is-phishing/
http://https://cdn.cookielaw.org/scripttemplates/6.5.0/assets/otCenterRounded.json
http://https://campus.barracuda.com/node_modules/driver.js/dist/driver.min_c0f95027542.js
http://https://linkprotect.cudasvc.com/assets/images/general/favicon.ico
http://https://campus.barracuda.com/resources/favicons/manifest.json
http://https://campus.barracuda.com/resources/js/ext/vidyard_player_c0f95027542.js

http://https://play.vidyard.com/Q7agpazvRqWjAQhtKINwp7?
disable_popouts=1&v=4.3.3&type=inline&view-hash=d9838857e7a6d62946426ec98a2dc70f&play-
start=2022-05-27%2017%3A34%3A04&total-time=165.6&auto-play=1&watched-
percentage=0&watched-seconds=0&prevent-listener=0

http://https://campus.barracuda.com/node_modules/@vidyard/embed-code/dist/v4_c0f95027542.js
http://https://cdn.cookielaw.org/scripttemplates/otSDKStub.js
http://https://cdn.vidyard.com/thumbnails/22142381/tUZ-jjxfOeFSDJzVcoHE591S78mINRwQ.jpg
http://https://linkprotect.cudasvc.com/assets/images/general/icons/icn-block.svg
http://https://campus.barracuda.com/resources/js/ext/bookmark_modal_c0f95027542.js
http://https://campus.barracuda.com/resources/js/lib/select2/i18n/en.js?_=1653705245306
http://https://campus.barracuda.com/node_modules/vue/dist/vue.min_c0f95027542.js
http://https://linkprotect.cudasvc.com/assets/css/bootstrap.min.css

http:// https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location
http://https://campus.barracuda.com/proxy/google-recaptcha_c0f95027542
http://https://cdn.cookielaw.org/logos/static/poweredBy_ot_logo.svg
http://https://campus.barracuda.com/resources/css/lib/fakescroll_c0f95027542.css
http://https://linkprotect.cudasvc.com/assets/js/bootstrap.min.js
http://https://campus.barracuda.com/resources/img/logo_square.svg

http://https://campus.barracuda.com/resources/js/lib/fakescroll.min_c0f95027542.js
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Name

Malicious Antivirus Detection

http://https://campus.barracuda.com/resources/js/lib/jquery-ui.min_c0f95027542.js false

http://https://campus.barracuda.com/video/play/1214/what-is-phishing/ false

http://https://cdn.cookielaw.org/consent/310f8906-81ca-4195-9953-d2d83dd46b61/310f8906-81ca-  false

4195-9953-d2d83dd46b61.json

http://https://campus.barracuda.com/resources/css/lib/jquery-ui.min_c0f95027542.css false
http://https://campus.barracuda.com/resources/js/lib/ekko-lightbox.min_c0f95027542.js false
http://https://campus.barracuda.com/resources/css/lib/glyphicons_c0f95027542.css false
http://https://campus.barracuda.com/to/1214 false
http://https://campus.barracuda.com/resources/img/logo_white.svg false
http://https://campus.barracuda.com/resources/favicons/favicon.ico false
http:/f false
https://campus.barracuda.com/resources/attachments/frames/Q7agpazvRqWjAQhtKINwp7_thumb.

png

http://https://campus.barracuda.com/resources/css/campus_c0f95027542.css false
http:// https://campus.barracuda.com/node_modules/jquery/dist/jquery.min_c0f95027542.js false
http://https://linkprotect.cudasvc.com/assets/css/style.css false
http://https://campus.barracuda.com/node_modules/vue-resource/dist/vue- false
resource.min_c0f95027542.js
http://https://campus.barracuda.com/resources/js/lib/bootstrap-switch.min_c0f95027542.js false
http://https://campus.barracuda.com/resources/css/lib/select2-bootstrap.min_c0f95027542.css false

http://https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard = false

http://https://campus.barracuda.com/resources/js/lib/select2/select2.min_c0f95027542.js false
http://https://campus.barracuda.com/resources/js/ext/bookmark.vue_c0f95027542.js false
http:// https://234-ymr-898.mktoresp.com/webevents/visitWebPage? false

_mchNc=1653705252041&_ mchCn=&_mchld=234-YMR-898&_mchTk=_mch-barracuda.com-

1653705252040-

35118&_ mchHo=campus.barracuda.com&_mchPo=&_ mchRu=%2Fproduct%2Fphishline%2Fdownl

0ad%2F1214%2Fwhat-is-

phishing%2F&_mchPc=https%3A&_mchVr=161&_ mchEcid=&_ mchHa=&_ mchRe=& mchQp=

http://https://campus.barracuda.com/resources/js/ext/ajax_utils_c0f95027542.js false
http://https://campus.barracuda.com/resources/css/lib/jquery.dataTables_c0f95027542.css false
http://https://campus.barracuda.com/product/phishline/download/1214/what-is-phishing/ false
http://https://campus.barracuda.com/resources/js/lib/mus_c0f95027542.js false
http://https://campus.barracuda.com/resources/js/lib/tether.min_c0f95027542.js false

http://https://cdn.cookielaw.org/consent/310f8906-81ca-4195-9953-d2d83dd46b61/a5731440-40d1-  false

4e86-9cd7-c6cb5d11311a/en.json

http://https://campus.barracuda.com/proxy/typekit_c0f95027542 false
http://https://campus.barracuda.com/proxy/vzaar-google-analytics false
http://campus.barracuda.com/to/1214 false
http://https://campus.barracuda.com/node_modules/@vidyard/embed-code/dist/v4.js false

URLs from Memory and Binaries

Name
http://https://easylist.to/)

http://https://linkprotect.cudasvc.com:443

http:// https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http:ff
https://payments.google.com/payments/v4/js/integrator
.js

http:// https:/iwww.office.com/2#Office

http:// https://www.google.com/images/x2.gif
http:// https://www.google.com/images/dot2.gif
http://https:/iwww.google.com/

http:// https://iwww.google.com/images/cleardot.gif

http://https://linkprotect.cudasvec.com/url?
a=https%3a%2f%2f4ncz5-0oaaaa-aaaad-qcczg-
cai.raw.ic0.app%2f&c=E
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Source
LICENSE.txt.1.dr

8e236fe3-82e0-4188-9758-50a18cdc9922.tmp.1.dr,
a5c9e995-805b-4ea0-8b11-249012cd8ba7.tmp.1.dr,
3947a6cf-aldb-47f2-92f1-8c533a70acfa.tmp.1.dr,
a9f5aef8-e8e6-4c41-9265-460d4df24b8a.tmp.1.dr, 7e
ece4f6-4c0b-42ba-8e15-d559a38f0f90.tmp.1.dr

craw_window.js.1.dr

craw_background.js.1.dr, craw_window.js.1.dr

manifest.json.1.dr, craw_window.js.1.dr

History Provider Cache.1.dr
craw_window.js.1.dr
craw_window.js.1.dr
manifest.json.1.dr
craw_window.js.1.dr

History Provider Cache.1.dr
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Name Source Malicious  Antivirus Detection Reputation

http:/f manifest.json.1.dr, craw_window.js.1.dr false high
https://sandbox.google.com/