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Windows Analysis Report

hBB2KnTndl

Overview

General Information

Sample

exe)

Analysis ID: 635800

MDS: b413ff6e943c415.
SHAL: fcc13d520128416.
SHA256: 71f0ff6e51a5839...

Infos: B Q&Eom

Process Tree

= System is w10x64

e [E1 hBB2KnTndl.exe (PID: 6828 cmdline: "C:\Users\user\Desktop\nBB2KnTndl.exe" MD5: B413FF6E943C415AFC26640FF535C724)
Bl conhost.exe (PID: 6836 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

hBB2KnTndI (renamed
Name: file extension from none to

Detection

F MALICIOUS 1

Score:
Range:
Whitelisted:

Confidence:

76
0-100
false

100%

Signatures

Yara detected Amadeys stealer DLL

Multi AV Scanner detection for subm...

Writes to foreign memory regions

Allocates memory in foreign process...
Injects a PE file into a foreign proce...
Contains functionality to inject code...

Contains functionality to prevent loc...

Uses 32bit PE files

One or more processes crash

Contains functionality to check ifa d...
Uses code obfuscation techniques (...

PE file contains sections with non-s...

Classification

e [E1 AppLaunch.exe (PID: 6060 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe MD5: 6807F903AC06FF7E1670181378690B22)
e (B orxds.exe (PID: 6188 cmdline: "C:\Users\user\AppData\Local\Temp\a10b8dfb5florxds.exe” MD5: 6807F903ACO6FF7E1670181378690B22)
o @ WerFault.exe (PID: 6220 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6828 -s 272 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Memory Dumps

Source

00000005.00000002.263489058.0000000000401000.00000

020.00000400.00020000.00000000.sdmp

00000000.00000003.259020968.00000000008B0000.00000

040.00001000.00020000.00000000.sdmp

00000000.00000000.261443990.00000000004B7000.00000

004.00000001.01000000.00000003.sdmp

00000000.00000002.274067183.00000000004B7000.00000

004.00000001.01000000.00000003.sdmp

Copyright Joe Security LLC 2022

Rule
JoeSecurity_Amad

ey 2

JoeSecurity_Amad
ey 2

JoeSecurity_Amad
ey 2

JoeSecurity_Amad
ey 2

Description Author

Yara detected
Amadey\'s stealer
DLL

Yara detected
Amadey\'s stealer
DLL

Yara detected
Amadey\'s stealer
DLL

Yara detected
Amadey\'s stealer
DLL

Joe Security

Joe Security

Joe Security

Joe Security

Strings
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Source Rule

Description

00000000.00000000.260767513.00000000004B7000.00000  JoeSecurity_Amad Yara detected

004.00000001.01000000.00000003.sdmp ey 2

Unpacked PEs

Source Rule

0.3.hBB2KnTndl.exe.8b0000.0.unpack

Amadey\'s stealer
DLL

Description

JoeSecurity_Amad Yara detected

ey 2 Amadey\'s stealer
DLL
0.3.hBB2KnTndl.exe.8b0000.0.raw.unpack JoeSecurity_Amad Yara detected
ey 2 Amadey\'s stealer

5.2.AppLaunch.exe.400000.0.unpack

DLL

JoeSecurity_Amad Yara detected

ey 2 Amadey\'s stealer
DLL
0.2.hBB2KnTndl.exe.400000.0.unpack JoeSecurity_ Amad Yara detected
ey 2 Amadey\'s stealer
DLL
0.0.hBB2KnTndl.exe.400000.2.unpack JoeSecurity_Amad Yara detected
ey 2 Amadey\'s stealer

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

DLL

Author

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 2 entries

Strings

Strings

Multi AV Scanner detection for submitted file

HIPS / PFW / Operating System Protection Evasion

Writes to foreign memory regions

Allocates memory in foreign processes

Injects a PE file into a foreign processes

Contains functionality to inject code into remote processes

Contains functionality to prevent local Windows debugging

Stealing of Sensitive Information

fiipg

Yara detected Amadeys stealer DLL

Mitre Att&ck Matrix

Copyright Joe Security LLC 2022
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Contains functionality
to inject code into
remote processes

Screenshots

Thumbnails

Behavior Graph

started

=
Sample: hBB2KNTndI pyE— D Process
Startdate: 29/05/2022 CLEAN I:‘ ;
Architecture:  WINDOWS T | Slgnature
Scos: o I:I Created File
Il onsieinfo
ia's Dropped
-
a

hBB2KnTndlexe g

]
G Bk \

Injects a PE file into
a foreign processes

)ES M E

i
i
=

Writes to foreign memory Allocates memory in

regions foreign processes started

started

Q@ 2|

AppLaunch.exe .'..' WerFault.exe i

[RRS
Giis W

dropped dropped

C:\Users\user\AppDatalLocal\...\orxds.exe, PESZQ started

Contains functionality
to prevent local Windows
debugging

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Is Windows Process

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

C/

C:\ProgramData\Microsoft\...\Report.wer, Linle-endian@
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ﬂxg

Excel 2016

HH 0 Type here to search i}

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hBB2KnTndl.exe 39% Virustotal Browse
Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\al0b8dfb5f\orxds.exe 0% Virustotal Browse
C:\Users\user\AppData\Local\Temp\al0b8dfb5f\orxds.exe 2% Metadefender Browse
C:\Users\user\AppData\Local\Temp\al0b8dfb5f\orxds.exe 0% ReversingLabs

Unpacked PE Files

Source Detection Scanner Label Link Download

0.3.hBB2KnTndl.exe.8b0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
37917

5.2.AppLaunch.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
37910

Domains

@ No Antivirus matches

Copyright Joe Security LLC 2022 Page 8 of 48


https://www.virustotal.com/gui/file/7ff0ff6e51a58398ad73da3cc8e7e6233a23e49d93aaa4b190672e4f9f08b9bb/detection/f-7ff0ff6e51a58398ad73da3cc8e7e6233a23e49d93aaa4b190672e4f9f08b9bb-1653841453
https://www.virustotal.com/gui/file/115d04150f524c103ca08e18305b0b103a3767336e19404235d2017f4b233ce5/detection/f-115d04150f524c103ca08e18305b0b103a3767336e19404235d2017f4b233ce5-1635916441
https://www.metadefender.com/#!/results/file/YnpJd01EUXlNek4xWmtOVVVsVlRUMVkycWJudmFwbERC/regular/analysis

URLs

@ No Antivirus matches

Domains and IPs

Contacted Domains

@ No contacted domains info

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation

http://gcc.gnu.org/bugs.html): hBB2KnTndl.exe false high

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 635800

Start date and time: 29/05/202219:32:06 2022-05-29 19:32:06 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0Oh 9m 8s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: hBB2KnTnd! (renamed file extension from none to exe)
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 20

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal76.spyw.evad.WinEXE@7/5@0/0
EGA Information: * Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 4.4% (good quality ratio 4%)
Quality average: 72.3%
Quality standard deviation: 31.7%

.

.

HCA Information:

.

Successful, ratio: 90%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

.

Adjust boot time
Enable AMSI

.

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, WerFault.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, svchost.exe

e Excluded IPs from analysis (whitelisted): 20.40.129.122, 20.189.173.20

e Excluded domains from analysis (whitelisted): fs.microsoft.com, store-images.s-microsoft.com, login.live.com, blobcollector.events.data.trafficmanager.net, onedsblobprdwus15.westus

.cloudapp.azure.com, arc.trafficmanager.net, iris-de-prod-azsc-frc.francecentral.cloudapp.azure.com, watson.telemetry.microsoft.com, arc.msn.com

Copyright Joe Security LLC 2022
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e Not all processes where analyzed, report is missing behavior information

e Report size exceeded maximum capacity and may have missing d isassembly code.
e Report size getting too big, too many NtOpenKeyEx calls found.

e Report size getting too big, too many NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

19:33:20 API Interceptor 1x Sleep call for process: WerFault.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_hBB2KnTndl.exe_ad2fc02f1e967b8af8cf5fed27f1f4916534b2_362a01e9_181a7760\

Report.wer @

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.6829987815203323

Encrypted: false

SSDEEP: 96:eEFJ0531hDNH7DAfFpXIQcQvc6QcEDMcw3Dz+HbHG/5VGArmMOyWZAXGng5FMTP/:HDo53F8HBUZMXwjlg/u7sTS274ItE

MD5: 5B5EA8AF84945A314F06185BEB825769

SHAL: 3E34A503CC4E9725C5609FB483F1AA1B023D4D16

SHA-256: 5771E8F70785FBB148B119707D9530C20736187595F2C181684E3235DBED5C72

SHA-512: 51099F32A4546EEFEF1BFAABDF76D62077AC34F04291EF53BFCA95F21584AAB71D75E838D83408EE6F7806CB2A43D955F7153C45B023017985D42E13AA15CAE
2

Malicious: true

Reputation: low

Copyright Joe Security LLC 2022 Page 10 of 48



Preview: .V.ersion=1..Eve.ntTyp.e=APP.CRASH..EventT.im.e=13.2098.35159.6.2.2.0.6.8.9.6....R.e.p.ortTy.p.e=2...Co.ns.ent=1..Up.l
0.2.d.T.i.m.e.=1.3.2.9.8.3.5.1.5.9.7.8.7.6.9.2.0.3.....R.e.p.ortStatu.s=5243.84..Rep.ortlde.n.tifier=.8244d.8.6.fc-41e0.-4aff-a8.e8.-16.3.1.8.
4.7.0.6.6.15....I.n.t.e.grato.r.R.e.p.ortldentifier=>b.a94.7.3.0.6.-b.d.ee.-4.529.-828.1.-£1.0.7.4.7.b.9.d.f.5.4....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4.....W.0.W.6.
4.G.u.e.st.=.33.2...Ns.Ap.p.N.am.e.=hB.B.2K.nT.nd.l..exe...App.S.e.s.s.io.nG.u.id=0.0.0.0.1.aa.c.-.0.0.0.1.-.0.0.1.d.-4.b.e.8.-.0.7.9.6.c.d.7.3.d.8.0.1...
.T.argetAp.p.ld=Ww..0.0.0.6.1.2.1.9.a.6.8.d.c.7.b.4.d.3.5.6.1.6.£.6.1.b.3.2.1.2.a.4.1.d.9.£.0.0.0.0.f.£.£.f.1.0.0.0.0.f.c.c.1.3.d.5.2.b.f.2.8.4.1.6.f.3.b.8.2.5.9.4.d.5.8.1.1.3.f.d.
8.8.2.8.a.4.0.9.3...h.B.B.2.K.n.T.n.d.Il...e.x.e....T.ar.g.e.t.A.p.p.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER66C6.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Mon May 30 02:33:16 2022, 0x1205a4 type
Category: dropped

Size (bytes): 32426

Entropy (8bit):  2.022186547098741

Encrypted: false

SSDEEP: 192:7ToTR50ehwDu8DusIOLIIPm7QMcU8irraOTgntPw:/e+y8Du7GOmQPHiv

MDS5: 9CFC1F9C7F8E9B23594FE26427E5253D

SHAL: 01FOCDDO0A22805105883C4B3930AD44CDFA9E350

SHA-256: 7D63809B96E2686DE1BCE10CF9129283E9A7FFFF43CDO5F60E52F22FA920D66B

SHA-512: C6AD471D4EBB3A31C42374A5F74E7C4BA120C85C91B646DI0OFFAE261EDDC7B69D39F73E8E4BF5AA86DE60273CA07CCOD69B82B361DEE73A923694CCB7163/
158

Malicious: false

Reputation: low

Preview: . T S.... ..Genuineln

C:\ProgramData\Microsoft\Windows\WER\Temp\WER6957.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 8290

Entropy (8bit):  3.6987520698451015

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi996e6YWtSU4X7gmfcSUCPrx89bb0sfzIm:RrIsNiX6e6YsSU4X7gmfcSChnfg

MD5: DECA573E041E2262792347A316BC7F16

SHA1L: 388E343B14FA0F2D7D468F83D0AAAFEG2C3FB592

SHA-256: 33694A7A970FFD265D0B2E5B6F9DC34874D560E79F9E1EE2762D6965BCOAA37E

SHA-512: FABEA1B1B851077E9D35A85F3D10483FB09CE95C3672F33698307AD33BC6F18E43E065A89D12A29B74AD359C9AB2D7B7489FFBC1AFAE9AEIS7BICC56B6F532
FE

Malicious: false

Reputation: low

Preview: .<?2x.ml version="1.0" en.c.o.ding="UTF.-16."2>..<WERR.eportMetadata>...<0.SV.ersio.nlnformation>....<W.in.d.

ow.s.N.T.V.ers.i.0.n>10..0.</W.indowsNTV.ers.ion>....<Build>171.34.</B.u.ild>. <.P.r.o.d.u.ct>(0x.3.0.)... W.in.d.o.w.s..1.0..P.r.o.
</P.roduct>....<Edition>Professional</Edition>....<BuildString>17134.1.amd64fre.rs4. _releas.e..1804.10.-18.
0.4.<./B.u.ild.S.trin.g> <.R.ew.s.io.n>1</R.ev.is.ion> <.F.lav.or>Multipro.c.ess.o.r. Free</Flavor>....<Architecture>.
X.6.4.</Architecture>....<LClD>1033</LC.ID>...</0SV.ersionlnformadtion>...<Pro.cesslnformation>....<P.i.d>6.82.
BRI P 0000

C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B7B.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 4568

Entropy (8bit):  4.461858019240563

Encrypted: false

SSDEEP: 48:cviwSD8zs4JgtWI9hj1XWgc8sqYjf8fm8M4JO0HFHz+q8QJ02jKlgd:ul Tf+4j1mgrsqY QJAz02jegd

MD5: 1361281EBE1DED37788E6218F3B30ESD

SHAL: 9B859030FD96C44D20AEAB638A4CB00482FECIDC

SHA-256: 7824E5E7F7903D4A2BE8B7441D46C0OD301E98E11749BCCFA08354A24EFODBF78

SHA-512: D11482242AB2E98D88258A1FD043FF8D6ACBDFDAE73794C5CE223FB85923799C64375A29B85E8A1AE1D7D8CB578653B7A2C4ES0EA8B1CODFOBDE1BB2E370B
D1F

Malicious: false
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Reputation: low

Preview: <?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>..
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />..
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />..
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1537183" />.. <arg nm="osinsty" val="1"/>..
11.0.47" />.. <arg nm="portos" val="0"/>.. <arg nm="ram" val="4096" />..

C:\Users\user\AppData\Local\Temp\al0b8dfb5f\orxds.exe v@

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 98912

Entropy (8bit):  6.288162510609848

<arg nm="vermaj" val="10"
<arg nm="vergfe" val="1" />..

<arg nm="geoid"

<arg nm="ntprodtype" val="1"
<arg nm="iever" val="11.1.17134.0-

Encrypted: false

SSDEEP: 1536:mdCQC+TbenjRV4hbdZ7Fbk7zrbITCFcnMeaYNVq7B7d:mdCQZThejTHXACFcnMjiMJ

MD5: 6807F903AC06FF7E1670181378690B22

SHA1L: 901EC730ADC4A7C8531E8DA343A977E04FDESBO3

SHA-256: 115D04150F524C103CA08E18305B0B103A3767336E19404235D2017F4B233CES

SHA-512: 37CC7812BFD4F5A4D81D7D4B5B5906D35928856BFAF7B532481B4233AFA36E9C41C3D42D84290288A0DEB47F5D8CD54FE1280C1EO0F639B8240F9AB2638716EE
B

Malicious: true

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 2%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Reputation: moderate, very likely benign file

Preview: 1..L.IThis program cannot be run in DOS mode....$........ O..IR.IR..IRR..R..IR8..R..IR8..R..IR8..R..IR8..R..IR..R..IR..

Static File Info
General
File type: PE32 executable (console) Intel 80386, for MS Windows

Entropy (8bit):  6.357132284261992

TriD: e Win32 Executable (generic) a (10002005/4) 99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e VXD Driver (31/22) 0.00%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: hBB2KnTndl.exe
File size: 2476494
MD5: b413ff6e943c415afc26640ff535c724
SHAL: fcc13d52bf28416f3b8a594d58113fd8828a4093
SHA256: 7ffoff6ée51a58398ad73da3cc8e7e6233a23e49d93aaadb190672e4f9f08b9bb
SHA512: cabacOfc7aa0ed1a615ccd628b8b97b3d83b31e0da58b9d9e23e4e9f97hfa598920119e8afbbdac6e97c994e8739651083fd1afe69384d25a1fd6bc4702ce815
SSDEEP: 24576:dofQLOY]KOTrGRTNFZUDt4KZHD6XyeOjuTfedlbOhv4d7KXI8p+NauQ5V3h357:dofQLOYjKOTrGJ7C5i0juTWdIxd7Ke
TLSH: 1CB51A135A8B0E75DDC23BB4A1CB633E9734EE30CA2A9B7FF609C53559532C5681A702
File Content MZ..ooiiiiiiiis @ e I..L.IThis program cannot be run in DOS
Preview: mode...$....... R EN =Nt R—— \W ] SE—— D () —— et e
File Icon
Icon Hash: 00828e8e8686b000
Static PE Info
General
Entrypoint: 0x4012e0

Copyright Joe Security LLC 2022
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https://www.virustotal.com/gui/file/115d04150f524c103ca08e18305b0b103a3767336e19404235d2017f4b233ce5/detection/f-115d04150f524c103ca08e18305b0b103a3767336e19404235d2017f4b233ce5-1635916441
https://www.metadefender.com/#!/results/file/YnpJd01EUXlNek4xWmtOVVVsVlRUMVkycWJudmFwbERC/regular/analysis

Entrypoint Section: text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows cui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:
Time Stamp: 0x6290AF3D [Fri May 27 11:00:13 2022 UTC]
TLS Callbacks: 0x41bc40, 0x41bbf0o

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: d0dfe559e003c7370c899d20dea7dea8

Authenticode Signature

Signature Valid: false

Signature Issuer: CN=Microsoft Code Signing PCA 2011, O=Microsoft Corporation, L=Redmond, S=Washington, C=US
Signature Validation Error: The digital signature of the object did not verify

Error Number: -2146869232

Not Before, Not After e 9/2/2021 11:32:59 AM 9/1/2022 11:32:59 AM

Subject Chain e CN=Microsoft Corporation, O=Microsoft Corporation, L=Redmond, S=Washington, C=US
Version: 3

Thumbprint MD5: D15B2B9631F8B37BA8D83A5AES28A8BB

Thumbprint SHA-1: 8740DF4ACB749640AD318E4BE842F72EC651AD80

Thumbprint SHA-256: 2EB421FBB33BBFIC8F6B58C754B0405F40E02CB6328936AAE39DB7A24880EA21
Serial: 33000002528B33AAF895F339DB000000000252

Entrypoint Preview
Instruction

sub esp, 1Ch

mov dword ptr [esp], 00000001h
call dword ptr [005372F0h]

call 00007FOC60A25320h

lea esi, dword ptr [esi+00h]

lea edi, dword ptr [edi+00000000h]
sub esp, 1Ch

mov dword ptr [esp], 00000002h
call dword ptr [005372F0h]

call 00007FOC60A25300h

lea esi, dword ptr [esi+00h]

lea edi, dword ptr [edi+00000000h]
jmp dword ptr [00537328h]

lea esi, dword ptr [esi+00h]

lea edi, dword ptr [edi+00000000h]
jmp dword ptr [00537318h]

nop

nop

nop

nop

nop

nop

nop

nop

nop

nop

push ebp

mov ebp, esp
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Instruction

push esi

push ebx

sub esp, 10h

mov dword ptr [esp], 004F1000h
call 00007FOC60A4F479h

sub esp, 04h

test eax, eax

je 00007FOC60A25517h

mov dword ptr [esp], 004F1000h
mov ebx, eax

call 00007FOC60A4F420h

sub esp, 04h

mov dword ptr [00536A54h], eax
mov dword ptr [esp+04h], 004F1013h
mov dword ptr [esp], ebx

call 00007FOC60A4F440h

sub esp, 08h

mov esi, eax

mov dword ptr [esp+04h], 004F1029h
mov dword ptr [esp], ebx

call 00007FOC60A4F42Bh

sub esp, 08h

mov dword ptr [004B7000h], eax
test esi, esi

je 00007FOC60A25473h

mov dword ptr [eax+eax+00h], 00000000h

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x137000 0xb98 .idata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x0 0x0

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x25a206 0x27c8
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x139004 0x18 Als
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x137230 Oxlcc .idata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
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Name  Virtual Address

text 0x1000

.data 0xb7000

.rdata 0xf1000

Copyright Joe Security LLC 2022

Virtual Size

0xb5b5¢

0x39ce8

Oxb1d8

Raw Size

0xb5c00

0x39e00

0xb200

Xored PE

False

False

False

ZLIB Complexity

0.379203114254

0.75697725432

0.318929950843

File Type

data

data

data

Entropy

6.26139811273

7.53280661319

5.61563738189

Characteristics

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_MEM_EXECUTE

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_2048BYT
ES,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_2048BYT
ES,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_2048BYT
ES,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ
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Name  Virtual Address

14 0xfd000

.bss 0x136000

.idata 0x137000

Copyright Joe Security LLC 2022

Virtual Size

0x38a80

0xb60

0xb98

Raw Size

0x38c00

0x0

0xc00

Xored PE

False

False

False

ZLIB Complexity

0.180035965033

0.4052734375

File Type

data

empty

data

Entropy

478722613482

0.0

4.97230024056

Characteristics

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_2048BYT
ES,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_CNT_UNINITIALI
ZED_DATA,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ
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Name  Virtual Address

.CRT 0x138000

s 0x139000
/14 0x13a000
129 0x13b000

Copyright Joe Security LLC 2022

Virtual Size

0x18

0x20

0xd8

0x14e37

Raw Size

0x200

0x200

0x200

0x15000

Xored PE

False

False

False

False

ZLIB Complexity

0.046875

0.05859375

0.189453125

0.38714890253

File Type

data

data

data

data

Entropy

0.118369631259

0.22482003451

1.05435750986

6.07122897105

Characteristics

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_2048BYT
ES,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ
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Name  Virtual Address
/41 0x150000
/55 0x152000
167 0x154000
/80 0x155000

Copyright Joe Security LLC 2022

Virtual Size

0x13b8

0x1f23

0x38

Ox2ae

Raw Size

0x1400

0x2000

0x200

0x400

Xored PE

False

False

False

False

ZLIB Complexity

0.25234375

0.54150390625

0.1171875

0.3525390625

File Type

data

data

TIM image, (3080,1028)

data

Entropy

4.72334895544

6.21611847392

0.668238434502

3.87768624749

Characteristics

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_32BYTE
S,
IMAGE_SCN_ALIGN_512BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYT
ES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ
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Name  Virtual Address Virtual Size

/91 0x156000 0x829a

/102 0x15f000 Oxcd8

Imports
DLL

KERNEL32.dll

msvert.dll

msvert.dll

USER32.dll

Network Behavior

©@ No network behavior found

Statistics

Behavior

Copyright Joe Security LLC 2022

Raw Size

0x8400

0xe00

Xored PE ZLIB Complexity File Type Entropy Characteristics

False

False

0.315814393939 data 4.14712052349 IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

0.345145089286 data 3.1533400052 IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYT
ES,
IMAGE_SCN_ALIGN_16BYTE
S,
IMAGE_SCN_ALIGN_64BYTE
S,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_ALIGN_1024BYT
ES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_MEM_DISCARD
ABLE,
IMAGE_SCN_ALIGN_4096BYT
ES, IMAGE_SCN_MEM_READ

Import

CloseHandle, CreateSemaphoreW, DeleteCriticalSection, EnterCriticalSection, ExitProcess, FindClose, FindFirstFileA,
FindNextFileA, FreeLibrary, GetCommandLineA, GetCurrentThreadld, GetLastError, GetModuleHandleA,
GetProcAddress, InitializeCriticalSection, InterlockedDecrement, InterlockedExchange, InterlockedIncrement,
IsDBCSLeadByteEx, LeaveCriticalSection, LoadLibraryA, MultiByteToWideChar, ReleaseSemaphore, SetLastError,
SetUnhandledExceptionFilter, Sleep, TIsAlloc, TIsFree, TIsGetValue, TIsSetValue, VirtualAlloc, VirtualProtect,
VirtualQuery, WaitForSingleObject, WideCharToMultiByte

_fdopen, _fstat, _Iseek, _read, _strdup, _stricoll, _write

__getmainargs, __mb_cur_max, __p__environ, _ p_ fmode, __set_app_type, _cexit, _errno, _filbuf, _flsbuf, _fmode,
_fpreset, _fullpath, _iob, _isctype, _onexit, _pctype, _setmode, abort, atexit, atoi, calloc, fclose, fflush, fopen, fputc,
fputs, fread, free, fseek, ftell, fwrite, getenv, getwc, iswctype, localeconv, malloc, mbstowcs, memchr, memcmp,
memcpy, memmove, memset, putwc, realloc, setlocale, setvbuf, signal, sprintf, strchr, strcmp, strcoll, strerror, strftime,
strlen, strtod, strtoul, strxfrm, tolower, towlower, towupper, ungetc, ungetwc, vfprintf, wescoll, wesftime, weslen,
westombs, wesxfrm

MessageBoxW

@ hBB2KnTndl.exe
@ conhost.exe

@ AppLaunch.exe
@ orxds.exe

@ WerFault.exe
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@

System Behavior

Click to jump to process

Analysis Process: hBB2KnTndl.exe PID: 6828, Parent PID: 5876

General

Target ID: 0

Start time: 19:33:03

Start date: 29/05/2022

Path: C:\Users\user\Desktop\hBB2KnTndl.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\hBB2KnTndl.exe"
Imagebase: 0x400000

File size: 2476494 bytes

MD5 hash: B413FF6E943C415AFC26640FF535C724

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Amadey_2, Description: Yara detected Amadey\'s stealer DLL, Source:

00000000.00000003.259020968.00000000008B0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_Amadey_2, Description: Yara detected Amadey\'s stealer DLL, Source:
00000000.00000000.261443990.00000000004B7000.00000004.00000001.01000000.00000003.sdmp, Author: Joe Security
e Rule: JoeSecurity_Amadey_2, Description: Yara detected Amadey\'s stealer DLL, Source:
00000000.00000002.274067183.00000000004B7000.00000004.00000001.01000000.00000003.sdmp, Author: Joe Security
e Rule: JoeSecurity_Amadey_2, Description: Yara detected Amadey\'s stealer DLL, Source:
00000000.00000000.260767513.00000000004B7000.00000004.00000001.01000000.00000003.sdmp, Author: Joe Security

Reputation: low

File Activities

File Path Access Attributes Options Completion Count Source Address Symbol
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
unknown unkno 1 invalid handle 1 42D496 fwrite

wn

Analysis Process: conhost.exe PID: 6836, Parent PID: 6828

General

Target ID: 1

Start time: 19:33:03

Start date: 29/05/2022

Path: C:\Windows\System32\conhost.exe
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Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7c9170000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: AppLaunch.exe PID: 6060, Parent PID: 6828

General

Target ID: 5

Start time: 19:33:13

Start date: 29/05/2022

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe

Imagebase: 0x1270000

File size: 98912 bytes

MD5 hash: 6807F903ACO6FF7E1670181378690B22

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Amadey_2, Description: Yara detected Amadey\'s stealer DLL, Source:

00000005.00000002.263489058.0000000000401000.00000020.00000400.00020000.00000000.sdmp, Author: Joe Security

Reputation: high
File Activities
File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\a10b8dfb5f read data or list  device directory file | success or wait 1 40966B CreateDirect
directory | synchronous io oryA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\al0b8dfb5f\orxds.exe  read attributes |  device synchronous io  success or wait 1 420AA3 CreateFileW
synchronize | non alert | non
generic write directory file
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path

C:\Users\user\AppData\Local\Te 0

mp\al0b8dfb5f\orxds.exe

C:\Users\user\AppData\Local\Te

mp\al0b8dfb5f\orxds.exe

File Read

File Path

C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe

C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe

Offset Length Value

4096 4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 08 01 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 4f
01 fd fd 21 52 fd fd 21 52
fd fd 21 52 52 fd fd 52 fd
fd 21 52 38 fd fd 52 fd fd
2152 38 fd fd 52 fd fd 21
52 38 fd fd 52 fd fd 21 52
38 fd fd 52 fd fd 21 52 fd
fd fd 52 fd fd 21 52 fd fd
2052 67 fd 21 52 52 fd fd
52 fd fd 21 52 1a 59 fd 52
fd fd 21 52 1a 59 fd 52 fd
fd 21 52 1a 59 fd 52 fd fd
21525269 63 68 fd fd
2152 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00

98304 608 00 00 00 00 00 fd 30 0d
06 09 60 fd 48 01 65 03
04 02 01 05 00 fd fd 01
32 30 1a 06 09 2a fd 48
fd fd 0d 01 09 03 31 0d
06 Ob 2a fd 48 fd fd 0d 01
09 10 01 04 30 2f 06 09
2a fd 48 fd fd 0d 01 09 04
3122 04 20 5d 2e 2c 3a
27 19 74 fd 1f fd 74 fd fd
72 fd 4b fd fd 06 fd 49 2d
3d 75 18 fd 1f fd Ob fd 2b
fd 30 fd fd 06 Ob 2a fd 48
fd fd 0d 01 09 10 02 Oc
31 fd fd 30 fd fd 30 fd fd
30 fd fd 04 14 7f fd 30 6¢
7c fd fd fd fd 04 fd 35 fd
fd fd fd 05 3d 30 fd fd 30
fd fd fd 7e 30 7c 31 Ob 30
09 06 03 55 04 06 13 02
5553 31 13 30 11 06 03
5504 08 13 0a 57 61 73
68 69 6e 67 74 6f 6e 31
10 30 Oe 06 03 55 04 07
13 07 52 65 64 6d 6f 6e
64 31 1e 30 1c 06 03 55
04 0a 13 15 4d 69 63 72
6f 73 6f 66 74 20 43 6f 72
70 6f 72 61 74 69 6f 6e

31 26 30 24 06 03 55 04
03
Offset
unknown
unknown

Analysis Process: orxds.exe PID: 6188, Parent PID: 6060

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

7
19:33:15
29/05/2022

C:\Users\user\AppData\Local\Temp\al0b8dfb5f\orxds.exe

true

Ascii Completion Count Source Address

MZ@!L!This program success or wait 24 41BFE9
cannot be run in DOS

mode.$O!'R!R!RRRIR8R!

R8R!R8R!R8R!RRIR

Rg!'RRRIRYRIRY

RIRYRI!RRich!R

0°He20*H1*HO/*H1"

1., ttrKl-=
u+0*H10000l1|5=00~0|10U
US10UWas
hington10URedmond10U
Microsoft
Corporation1&0$U

success or wait 1 41BFE9

Length Completion Count Source Address

4096 success or wait 25 41DD15

4096 end of file 2 41DD15

"C:\Users\user\AppData\Local\Temp\al0b8dfb5f\orxds.exe"

Copyright Joe Security LLC 2022

Symbol

WriteFile

WriteFile

Symbol
ReadFile

ReadFile
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Antivirus matches:

Reputation:

File Activities

File Written

File Path

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

0x240000

98912 bytes
6807F903ACO6FF7E1670181378690B22
true

true

C, C++ or other language

e Detection: 0%, Virustotal, Browse
e Detection: 2%, Metadefender, Browse
e Detection: 0%, ReversingLabs

high

Offset Length Value

unkno 2
wn
unkno 64
wn
unkno 2
wn
unkno 58
wn
unkno 2
wn
unkno 2
wn
unkno 116
wn
unkno 2
wn
unkno 28
wn
unkno 2
wn
unkno 48
wn
unkno 2
wn
unkno 9
wn
unkno 2
wn
unkno 25
wn
unkno 2
wn
unkno 68
wn
unkno 2
wn
unkno 28
wn
unkno 2
wn
unkno 69
wn
unkno 2
wn
unkno 35
wn
unkno 2
wn
unkno 75
wn
unkno 2
wn
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Completion

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

invalid handle

Count Source Address

1

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

249B2A

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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https://www.virustotal.com/gui/file/115d04150f524c103ca08e18305b0b103a3767336e19404235d2017f4b233ce5/detection/f-115d04150f524c103ca08e18305b0b103a3767336e19404235d2017f4b233ce5-1635916441
https://www.metadefender.com/#!/results/file/YnpJd01EUXlNek4xWmtOVVVsVlRUMVkycWJudmFwbERC/regular/analysis

Analysis Process: WerFault.exe PID: 6220, Parent PID: 6828

General

Target ID: 8

Start time: 19:33:15

Start date: 29/05/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6828 -s 272
Imagebase: 0xb10000

File size: 434592 bytes

MDS5 hash: 9E2BBACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\DBG read data or list  device directory file | object name collision 1 6DF41717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6DF3497A unknown
ws\WER\Temp\WER66C6.tmp synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6DF3497A unknown
ws\WER\Temp\WERG6C6.tmp.dmp synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6DF3497A unknown
ws\WER\Temp\WERG957.tmp synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6DF3497A unknown
ws\WER\Temp\WER6957.tmp.WERInternalMetadata.xml = synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6DF3497A unknown
ws\WER\Temp\WER6B7B.tmp synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6DF3497A unknown
WsS\WER\Temp\WER6B7B.tmp.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windo read data or list  device directory file | success or wait 1 6DF3497A unknown
ws\WER\ReportQueue\AppCrash_hB directory | synchronous io
B2KnTndl.exe_ad2fc02f1e967b8af synchronize non alert | open
8cf5fed27f1f4916534b2_362a01e9_181a7760 for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windo read attributes | device synchronousio  success or wait 1 6DF3497A unknown
ws\WER\ReportQueue\AppCrash_hB synchronize | non alert | non
B2KnTndl.exe_ad2fc02f1e967b8af generic write directory file
8cf5fed27f1f4916534b2_362a01e9_181a7760\Report.wer
File Deleted
File Path Completion Count Source Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER66C6.tmp success or wait 1 6DF3497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6957.tmp success or wait 1 6DF3497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B7B.tmp success or wait 1 6DF3497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER66C6.tmp.dmp success or wait 1 6DF3497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6957.tmp.WERInternalMetadata.xml success or wait 1 6DF3497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B7B.tmp.xml success or wait 1 6DF3497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERE6A6.tmp.csv success or wait 1 6DF3497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERE6B6.tmp.txt success or wait 1 6DF3497A unknown
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File Written

File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG6C6.tmp.dmp

Copyright Joe Security LLC 2022

Offset

0

4000

200

4376

Length

32

6

1420

716

Value

4d 44 4d 50 fd fd fd Oe 00
00 00 20 00 00 00 00 00
00 00 fd 2c fd 62 fd 05 12
00 00 00 00 00

00 00 00 00 00 00

00 00 06 00 07 55 04 01
0a 00 00 00 00 00 00 00
fd 42 00 00 02 00 00 00
fd 0f 00 00 00 01 00 00
47 65 6e 75 69 6e 65 49
6e 74 65 6¢ 57 06 05 00
fd fd fd 1f 00 00 00 00 54
05 00 00 fd 03 00 00 fd
1a 00 00 fd 2c fd 62 03
00 00 00 00 00 00 00 fd
08 00 00 fd 08 00 00 fd
08 00 00 01 00 00 00 01
00 00 00 00 30 00 00 32
00 00 00 00 00 00 00 02
00 00 00 fd 01 00 00 50
00 61 00 63 00 69 00 66
00 69 00 63 00 20 00 53
00 74 00 61 00 6e 00 64
00 61 00 72 00 64 00 20
00 54 00 69 00 6d 00 65
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 Ob 00 00 00 01 00 02
00 00 00 00 00 00 00 00
00 00 00 50 00 61 00 63
00 69 00 66 00 69 00 63
00 20 00 44 00 61 00 79
00 6¢ 00 69 00 67 00 68
00 74 00 20 00 54 00 69
00 6d 00 65 00 00 00 00
00 00 00 00 00 00

7f 00 01 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd 2b 00
00 00 53 00 00 00 2b 00
00 00 2b 00 00 00 00 fd
fd 00 20 fd 4e 00 00 20
00 00 00 00 00 00 00 20
00 00 fd 17 00 00 28 fd
75 00 fd fd 49 00 23 00
00 00 46 02 01 00 18 fd
7500 2b 00 00 00 fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd

Ascii

MDMP ,b

Completion

success or wait

success or wait

UBGenuinelntelWT,b02P ' success or wait

acific Standard
TimePacific Daylight Ti
me

+S++ N (ul#Fu+

success or wait

Count Source Address

1 6DF3497A
1 6DF3497A
1 6DF3497A
1 6DF3497A

Symbol

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG6C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG6C6.tmp.dmp

Copyright Joe Security LLC 2022

Offset

1620

7240

7468

27508

1788

5092

Length Value

168

20

4

572

4

716

fd 1a 00 00 00 00 00 00
05 00 00 fd 00 00 00 00
00 00 00 00 00 00 00 00
fd fd 49 00 00 00 00 00

02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 20 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
fd 02 00 00 18 11 00 00

0Oe 00 00 00 fd 69 fd 00
00 00 00 00 04 00 00 00
2c 1d 00 00

1412 46 77

fd fd 4c 77 fd fd 4a 77 fd
00 00 00 fd fd fd fd 10 00
00 00 58 fd fd 00 24 fd fd
00 fd fd fd fd 40 fd 4a 77
40 fd 4a 77 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 fd 00 00 00 fd fd fd
fd fd 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 60
fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
fd 26 00 10 00 00 00 fd fd
fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 fd fd fd fd 00 00 00
00 fd fd fd fd fd fd fd fd 54
fd 26 00 fd fd fd 00 48 6e
fd 00 fd fd fd 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

03 00 00 00

3f 00 01 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd 2b 00
00 00 53 00 00 00 2b 00
00 00 2b 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 fd fd fd fd 00
00 00 00 30 fd 75 00 fd fd
4c 77 23 00 00 00 16 02
00 00 fd fd 75 00 2b 00
00 00 fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd

Ascii

Fw

Completion

success or wait

success or wait

success or wait

LwIwX$@JIw@JIw &T&H  success or wait

n

?+S++0uLw#u+

success or wait

success or wait

Count Source Address

1 6DF3497A

14 6DF3497A

13 6DF3497A

1 6DF3497A
3 6DF3497A
3 6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERG6C6.tmp.dmp

Copyright Joe Security LLC 2022

Offset

1888 48
1948 4
4006 34
3248 752
28080 4346

Length Value

fd 1a 00 00 01 00 00 00
20 00 00 00 00 00 00 00
00 50 27 00 00 00 00 00
fd fd fd 00 00 00 00 00 3c
02 00 00 74 6b 00 00 fd
02 00 00 7c 19 00 00

0d 00 00 00

1c 00 00 00 68 00 42 00
42 00 32 00 4b 00 6e 00
54 00 6e 00 64 00 49 00
2e 00 65 00 78 00 65 00
00 00

00 00 fd 74 00 00 00 00
00 60 02 00 41 21 03 00
2d 61 fd Oe 00 11 00 00
fd 04 fd fd 00 00 01 00 00
00 0a 00 01 00 fd 42 00
00 0a 00 01 00 fd 42 3f
00 00 00 00 00 00 00 04
00 04 00 02 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 23 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 40 41 00 00 00
00 00 00 00 00 00 00 00
00 00 00 01 00 0Of 00 5a
62 02 00 00 10 00 00 06
fd 0f 00 01 00 00 00 fd fd
13 00 00 00 01 00 00 00
01 00 00 00 00 00 fd fd fd
7 00 00 00 00 Of 00 00
00 00 00 00 00 04 00 00
00 00 10 fd 02 00 00 00
00 00 fd 16 03 00 00 00
00 4c fd 01 00 00 01 00
00 00 00 00 00 fd fd fd fd
00 00 00 00 14 fd 03 00
00 00 00 00 2d fd 03 00
00 00 00 00 00 00 00 00
00 00 00 00 3d 2f 1b 00
00 00 00 00 03 fd 04 00
00 00 00 00 40 fd 1f 00
00 00 00 00 fd fd 05 00
00 00 00

0a 00 00 00 45 00 76 00
65 00 6e 00 74 00 00 00
00 00 00 00 06 00 00 00
08 00 00 00 01 00 00 00
00 00 00 00 0a 00 00 00
45 00 76 00 65 00 6e 00
74 00 00 00 00 00 00 00
06 00 00 00 08 00 00 00
01 00 00 00 00 00 00 00
28 00 00 00 57 00 61 00
69 00 74 00 43 00 6f 00

6d 00 70 00 6¢ 00 65 00
74 00 69 00 6f 00 6e 00

50 00 61 00 63 00 6b 00
65 00 74 00 00 00 18 00
00 00 49 00 6f 00 43 00

6f 00 6d 00 70 00 6¢ 00

65 00 74 00 69 00 6f 00

6e 00 00 00 1e 00 00 00
54 00 70 00 57 00 6f 00

72 00 6b 00 65 00 72 00
46 00 61 00 63 00 74 00
6f 00 72 00 79 00 00 00
Oe 00 00 00 49 00 52 00
54 00 69 00 6d 00 65 00
72 00 00 00 28 00 00 00
57 00 61 00 69 00 74 00
43 00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69 00
6f 00 6e 00 50 00 61 00

63 00 6b 00 65 00 74 00
00 00 Oe 00 00 00 49

Ascii

P'<tk|

hBB2KnTndl.exe

t'Al-aBB?#@AZbL-=/@

Completion

success or wait

success or wait

success or wait

success or wait

EventEvent(WaitCompleti success or wait

onPacke
tloCompletionTpWorkerF
actorylR
Timer(WaitCompletionPa
cketl

Count Source Address

1

13

13

1

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER66C6.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

32

0

2

80

84

122

126

128

172

176

180

262

266

270

310

314

Length

108

78

38

44

82

40

Value

03 00 00 00 fd 00 00 00
fd 06 00 00 04 00 00 00
fd 05 00 00 fd 07 00 00

05 00 00 00 fd 00 00 00
48 1c 00 00 06 00 00 00
fd 00 00 00 54 06 00 00
07 00 00 00 38 00 00 00
fd 00 00 00 Of 00 00 00

54 05 00 00 00 01 00 00
0Oc 00 00 00 fd 0a 00 00
fd 73 00 00 15 00 00 00
fd 01 00 00 1c 0d 00 00

16 00 00 00 fd 00 00 00
08 0f 00 00

fd fd

3c 00 3f 00 78 00 6d 00
6¢ 00 20 00 76 00 65 00
72 00 73 00 69 00 6f 00
6e 00 3d 00 22 00 31 00
2e 00 30 00 22 00 20 00
65 00 6e 00 63 00 6f 00
64 00 69 00 6e 00 67 00
3d 00 22 00 55 00 54 00
46 00 2d 00 31 00 36 00
22 00 3f 00 3e 00

0d 00 0a 00

3c 00 57 00 45 00 52 00
52 00 65 00 70 00 6f 00
72 00 74 00 4d 00 65 00
74 00 61 00 64 00 61 00
7400 61 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 56 00
65 00 72 00 73 00 69 00
6f 00 6e 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e 00
64 00 6f 00 77 00 73 00
4e 00 54 00 56 00 65 00
72 00 73 00 69 00 6f 00
6e 00 3e 00 31 00 30 00
2e 00 30 00 3c 00 2f 00
57 00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e 00
54 00 56 00 65 00 72 00
73 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 42 00 75 00 69 00
6¢ 00 64 00 3e 00 31 00
37 00 31 00 33 00 34 00
3c 00 2f 00 42 00 75 00
69 00 6¢ 00 64 00 3e 00

0d 00 0a 00

09 00

Ascii

HT8Ts

<?xml version="1.0"
encoding="UTF-16"?>

<WERReportMetadata>

<OSVersionInformation>

<WindowsNTVersion>10.
0</WindowsNTVersion>

<Build>17134</Build>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6DF3497A
1 6DF3497A
1 6DF3497A
1 6DF3497A
1 6DF3497A
1 6DF3497A
1 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 28 of 48



File Path Offset

C:\ProgramData\Microsoft\Windo 318
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 400
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 404
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 408
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 470
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 474
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 478
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 612
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 616
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 620
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 664
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 668
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 672
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 744
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 748
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Length

82

62

134

44

72

Value

3c 00 50 00 72 00 6f 00
64 00 75 00 63 00 74 00
3e 00 28 00 30 00 78 00
33 00 30 00 29 00 3a 00
20 00 57 00 69 00 6e 00
64 00 6f 00 77 00 73 00
20 00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢ 00
2f 00 50 00 72 00 6f 00
64 00 75 00 63 00 74 00
3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69 00
74 00 69 00 6f 00 6e 00
3e 00 50 00 72 00 6f 00
66 00 65 00 73 00 73 00
69 00 6f 00 6e 00 61 00
6¢ 00 3c 00 2f 00 45 00
64 00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 75 00 69 00
6¢ 00 64 00 53 00 74 00
72 00 69 00 6e 00 67 00
3e 00 31 00 37 00 31 00
3300 34 00 2e 00 31 00
2e 00 61 00 6d 00 64 00
36 00 34 00 66 00 72 00
65 00 2e 00 72 00 73 00
34 00 5f 00 72 00 65 00
6¢ 00 65 00 61 00 73 00
65 00 2e 00 31 00 38 00
30 00 34 00 31 00 30 00
2d 00 31 00 38 00 30 00
34 00 3¢ 00 2f 00 42 00
7500 69 00 6¢ 00 64 00
53 00 74 00 72 00 69 00
6e 00 67 00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76 00
69 00 73 00 69 00 6f 00
6e 00 3e 00 31 00 3c 00
2f 00 52 00 65 00 76 00
69 00 73 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61 00
76 00 6f 00 72 00 3e 00
4d 00 75 00 6¢ 00 74 00
69 00 70 00 72 00 6f 00
63 00 65 00 73 00 73 00
6f 00 72 00 20 00 46 00
72 00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61 00
76 00 6f 00 72 00 3e 00

0d 00 0a 00

09 00

Ascii

<Product>(0x30):
Windows 10 Pr
o</Product>

<Edition>Professional</E
dition>

<BuildString>17134.1.am
dé4fre.
rs4_release.180410-
1804</BuildString>

<Revision>1</Revision>

<Flavor>Multiprocessor
Free</Flavor>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
WsS\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset Length

752 64
816 4
820 2
824 34
858 4
862 2
864 46
910 4
914 2
916 40
956 4
960 2
964 30
994 4
998 2
1002 74
1076 4
1080 2

Value

3c 00 41 00 72 00 63 00
68 00 69 00 74 00 65 00
63 00 74 00 75 00 72 00
65 00 3e 00 58 00 36 00
34 00 3c 00 2f 00 41 00
72 00 63 00 68 00 69 00
74 00 65 00 63 00 74 00
7500 72 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49 00
44 00 3e 00 31 00 30 00
3300 33 00 3c 00 2f 00
4c 00 43 00 49 00 44 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53 00
56 00 65 00 72 00 73 00
69 00 6f 00 6e 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
49 00 6e 00 66 00 6f 00
7200 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64 00
3e 00 36 00 38 00 32 00
38 00 3¢ 00 2f 00 50 00
69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00 68 00
42 00 42 00 32 00 4b 00
6e 00 54 00 6e 00 64 00
49 00 2e 00 65 00 78 00
65 00 3c 00 2f 00 49 00
6d 00 61 00 67 00 65 00
4e 00 61 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

Ascii

<Architecture>X64</Archi
tecture>

<LCID>1033</LCID>

</OSVersionInformation>

<ProcessInformation>

<Pid>6828</Pid>

<ImageName>hBB2KnT
ndl.exe</ImageName>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

2

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

1084

1174

1178

1182

1226

1230

1234

1316

1320

1324

1376

1380

1384

1428

1432

Length

90

44

82

52

44

Value

3c 00 43 00 6d 00 64 00
4c 00 69 00 6e 00 65 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 3e 00 30 00 30 00
30 00 30 00 30 00 30 00
30 00 30 00 3c 00 2f 00
43 00 6d 00 64 00 4c 00
69 00 6e 00 65 00 53 00
69 00 67 00 6e 00 61 00
7400 7500 72 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00
31 00 33 0038 00 37 00
34 00 3c 00 2f 00 55 00
70 00 74 00 69 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77 00
36 00 34 00 20 00 67 00
7500 65 00 73 00 74 00
3d 00 22 00 33 00 33 00
32 00 22 00 20 00 68 00
6f 00 73 00 74 00 3d 00
2200 33 00 34 00 34 00
30 00 34 00 22 00 3e 00
31 00 3c 00 2f 00 57 00
6f 00 77 00 36 00 34 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 70 00 74 00
45 00 6e 00 61 00 62 00
6¢ 00 65 00 64 00 3e 00
30 00 3¢ 00 2f 00 49 00
70 00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65 00
64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
56 00 6d 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

Ascii

<CmdLineSignature>000
00000</Cm
dLineSignature>

<Uptime>13874</Uptime
>

<Wow64 guest="332"
host="34404
">1</Wow64>

<IptEnabled>0</IptEnabl
ed>

<ProcessVminformation>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

1438

1524

1528

1534

1604

1608

1614

1688

1692

1698

1794

1798

1804

1884

Length

86

4

2

70

4

2

74

4

2

96

4

2

80

4

Value

3c 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 3500 31 00 31 00
38 00 37 00 37 00 31 00
32 00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56 00
69 00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 56 00 69 00 72 00
74 00 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 35 00 30 00 39 00
34 00 36 00 30 00 34 00
38 00 3c 00 2f 00 56 00
69 00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67 00
65 00 46 00 61 00 75 00
6¢ 00 74 00 43 00 6f 00

75 00 6e 00 74 00 3e 00
31003700 3100 32 00
3c 00 2f 00 50 00 61 00

67 00 65 00 46 00 61 00
75 00 6¢ 00 74 00 43 00
6f 00 75 00 6e 00 74 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
36 00 32 00 31 00 37 00
37 00 32 00 38 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
36 00 32 00 31 00 37 00
37 00 32 00 38 00 3c 00
2f 00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00

0d 00 0a 00

Ascii

<PeakVirtualSize>51187
712</PeakVirtualSize>

<VirtualSize>50946048</ success or wait

VirtualSize>

<PageFaultCount>1712< success or wait

/PageFaultCount>

<PeakWorkingSetSize>6 success or wait

217728</P
eakWorkingSetSize>

<WorkingSetSize>62177
28</WorkingSetSize>

Count Source Address

1 6DF3497A
1 6DF3497A
3 6DF3497A
1 6DF3497A
1 6DF3497A
3 6DF3497A
1 6DF3497A
1 6DF3497A
3 6DF3497A
1 6DF3497A
1 6DF3497A
3 6DF3497A
1 6DF3497A
1 6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
WsS\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

1888

1894

2006

2010

2016

2112

2116

2122

2246

2250

2256

2364

Length

2

112

4

2

96

4

2

124

4

2

108

4

Value

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 50 00 65 00
61 00 6b 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00

73 00 61 00 67 00 65 00
3e 00 38 00 39 00 38 00
30 00 38 00 3c 00 2f 00
51 00 75 00 6f 00 74 00
61 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00

73 00 61 00 67 00 65 00
3e 00 38 00 39 00 33 00
36 00 38 00 3c 00 2f 00
51 00 75 00 6f 00 74 00
61 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 50 00 65 00
61 00 6b 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
31 00 36 00 35 00 33 00
36 00 3¢ 00 2f 00 51 00
75 00 6f 00 74 00 61 00
50 00 65 00 61 00 6b 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
31 00 36 00 31 00 38 00
34 00 3c 00 2f 00 51 00
75 00 6f 00 74 00 61 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

Ascii

<QuotaPeakPagedPoolU
sage>89808
</QuotaPeakPagedPool
Usage>

<QuotaPagedPoolUsage
>89368</Qu
otaPagedPoolUsage>

<QuotaPeakNonPagedP
oolUsage>16
536</QuotaPeakNonPag
edPoolUsage>

<QuotaNonPagedPoolUs
age>16184<
IQuotaNonPagedPoolUsa
ge>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source Address

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

2368

2374

2450

2454

2460

2552

2556

2562

2634

2638

2642

2688

2692

2696

2726

2730

2736

Length

2

76

4

2

92

4

2

72

46

30

40

Value

09 00

3c 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 31 00
32 00 39 00 38 00 34 00
3300 32 00 3c 00 2f 00
50 00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 31 00
3500 34 00 34 00 31 00
39 00 32 00 3c 00 2f 00
50 00 65 00 61 00 6b 00
50 00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 69 00
76 00 61 00 74 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00 31 00 32 00
39 00 38 00 34 00 33 00
32 00 3¢ 00 2f 00 50 00
720069 00 76 00 61 00
74 00 65 00 55 00 73 00
61 00 67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 56 00 6d 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
65 00 6e 00 74 00 50 00
72 00 6f 00 63 00 65 00
7300 73 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
49 00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

Ascii

<PagefileUsage>129843
2</PagefileUsage>

<PeakPagefileUsage>15
44192</Pe
akPagefileUsage>

<PrivateUsage>1298432
</PrivateUsage>

</ProcessVmInformation
>

<ParentProcess>

<ProcessInformation>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

3 6DF3497A
1 6DF3497A
1 6DF3497A
3 6DF3497A
1 6DF3497A
1 6DF3497A
3 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
2 6DF3497A
1 6DF3497A
1 6DF3497A
3 6DF3497A
1 6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

2776

2780

2788

2818

2822

2830

2900

2904

2912

3002

3006

3014

3062

3066

3074

3152

3156

Length

4

30

70

4

2

90

48

78

4

2

Value

0d 00 0a 00

09 00

3c 00 50 00 69 00 64 00
3e 00 33 00 39 00 36 00
38 00 3c 00 2f 00 50 00
69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00 65 00
7800 70 00 6¢ 00 6f 00
7200 65 00 72 00 2e 00
65 00 78 00 65 00 3c 00
2f 0049 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64 00
4c 00 69 00 6e 00 65 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 3e 00 38 00 30 00
30 00 30 00 34 00 30 00
30 00 35 00 3c 00 2f 00
43 00 6d 00 64 00 4c 00
69 00 6e 00 65 00 53 00
69 00 67 00 6e 00 61 00
7400 7500 72 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00
3500 36 00 36 00 32 00
36 00 33 00 34 00 3c 00
2f 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77 00
36 00 34 00 20 00 67 00
7500 65 00 73 00 74 00
3d 00 22 00 30 00 22 00
20 00 68 00 6f 00 73 00
74 00 3d 00 22 00 33 00
34 00 34 00 30 00 34 00
22 00 3e 00 30 00 3c 00
2f 00 57 00 6f 00 77 00
36 00 34 00 3e 00

0d 00 0a 00

09 00

Ascii

<Pid>3968</Pid>

<ImageName>explorer.e
xe</ImageName>

<CmdLineSignature>800
04005</Cm
dLineSignature>

<Uptime>5662634</Upti
me>

<Wow64 guest="0"
host="34404">
0</Wow64>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

4

1

1

4

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

3164

3216

3220

3228

3272

3276

3286

3376

3380

3390

3464

3468

3478

3554

3558

Length

52

44

90

4

2

74

4

2

76

4

2

Value

3c 00 49 00 70 00 74 00
45 00 6e 00 61 00 62 00
6¢ 00 65 00 64 00 3e 00
30 00 3c 00 2f 00 49 00
70 00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65 00
64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
56 00 6d 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 34 00 32 00 39 00
34 00 39 00 36 00 37 00
32 00 39 00 35 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 34 00 32 00 39 00
34 00 39 00 36 00 37 00
32 00 39 00 35 00 3c 00
2f 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 46 00 61 00 75 00
6¢ 00 74 00 43 00 6f 00

75 00 6e 00 74 00 3e 00
34 00 34 00 36 00 39 00
32 00 3c 00 2f 00 50 00

61 00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74 00
43 00 6f 00 75 00 6e 00
7400 3e 00

0d 00 0a 00

09 00

Ascii

<IptEnabled>0</IptEnabl
ed>

<ProcessVminformation>

<PeakVirtualSize>42949
67295</PeakVirtualSize>

<VirtualSize>429496729
5</VirtualSize>

<PageFaultCount>44692
</PageFaultCount>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

5

1

1

5

1

1

5

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
WsS\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

3568

3668

3672

3682

3766

3770

3780

3894

3898

3908

4006

4010

Length

100

4

2

84

4

2

114

4

2

98

4

2

Value

3c 00 50 00 65 00 61 00
6b 00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
3100 3000 3100 35 00
39 00 37 00 31 00 38 00
34 00 3c 00 2f 00 50 00

65 00 61 00 6b 00 57 00
6f 00 72 00 6b 00 69 00

6e 00 67 00 53 00 65 00
74 00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
3100 3000 31 00 32 00
38 00 35 00 38 00 38 00
38 00 3c 00 2f 00 57 00

6f 00 72 00 6b 00 69 00
6e 00 67 00 53 00 65 00
74 00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 50 00 65 00
61 00 6b 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
7300 61 00 67 00 65 00
3e 00 39 00 36 00 33 00
3300 37 00 36 00 3c 00
2f 00 51 00 75 00 6f 00
7400 61 00 50 00 65 00
61 00 6b 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
7300 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
7300 61 00 67 00 65 00
3e 00 39 00 32 00 35 00
32 00 38 00 30 00 3c 00
2f 00 51 00 75 00 6f 00
7400 61 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
730061 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

Ascii

<PeakWorkingSetSize>1 success or wait

01597184<
/PeakWorkingSetSize>

<WorkingSetSize>10128
5888</WorkingSetSize>

<QuotaPeakPagedPoolU  success or wait

sage>96337
6</QuotaPeakPagedPool
Usage>

<QuotaPagedPoolUsage  success or wait

>925280</Q
uotaPagedPoolUsage>

Count Source Address

1 6DF3497A
1 6DF3497A
5 6DF3497A
1 6DF3497A
1 6DF3497A
5 6DF3497A
1 6DF3497A
1 6DF3497A
5 6DF3497A
1 6DF3497A
1 6DF3497A
5 6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
WsS\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

4020

4144

4148

4158

4266

4270

4280

4358

4362

4372

4466

4470

Length

124

4

2

108

4

2

78

4

2

94

4

2

Value

3c 00 51 00 75 00 6f 00
74 00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
37 00 30 00 30 00 38 00
38 00 3c 00 2f 00 51 00
75 00 6f 00 74 00 61 00
50 00 65 00 61 00 6b 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
36 00 38 00 32 00 38 00
38 00 3c 00 2f 00 51 00
75 00 6f 00 74 00 61 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 33 00
33 00 35 00 39 00 35 00
33 00 39 00 32 00 3c 00
2f 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 33 00
33 00 36 00 39 00 37 00
37 00 39 00 32 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<QuotaPeakNonPagedP
oolUsage>70
088</QuotaPeakNonPag
edPoolUsage>

<QuotaNonPagedPoolUs  success or wait

age>68288<
/QuotaNonPagedPoolUsa
ge>

<PagefileUsage>335953
92</PagefileUsage>

<PeakPagefileUsage>33
697792</P
eakPagefileUsage>

Count Source Address

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path Offset Length

C:\ProgramData\Microsoft\Windo 4480 74
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4554 4
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4558 2
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4566 46
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4612 4
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4616 2
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4622 42
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4664 4
WsS\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4668 2
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4672 32
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4704 4
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4708 2
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4710 42
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4752 4
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4756 2
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4758 38
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4796 4
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo 4800 2
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Value

3c 00 50 00 72 00 69 00
76 00 61 00 74 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00 33 00 33 00
3500 39 00 35 00 33 00
39 00 32 00 3c 00 2f 00
50 00 72 00 69 00 76 00
61 00 74 00 65 00 55 00
73 00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
7300 56 00 6d 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 61 00
72 00 65 00 6e 00 74 00
50 00 72 00 6f 00 63 00
65 00 73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
62 00 6¢ 00 65 00 6d 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 73 00 3e 00

0d 00 0a 00

09 00

Ascii

<PrivateUsage>3359539
2</PrivateUsage>

</ProcessVmInformation
>

</ProcessInformation>

</ParentProcess>

</ProcessInformation>

<ProblemSignatures>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
WsS\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

4804

4866

4870

4874

5478

5482

5484

5524

5528

5530

5568

5572

5576

6130

6134

6136

6176

Length

62

4

2

78

40

38

96

40

Value

3c 00 45 00 76 00 65 00
6e 00 74 00 54 00 79 00
70 00 65 00 3e 00 41 00
50 00 50 00 43 00 52 00
4100 53 00 48 00 3c 00
2f 00 45 00 76 00 65 00
6e 00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
65 00 72 00 30 00 3e 00
68 00 42 00 42 00 32 00
4b 00 6e 00 54 00 6e 00
64 00 49 00 2e 00 65 00
78 00 65 00 3c 00 2f 00
50 00 61 00 72 00 61 00
6d 00 65 00 74 00 65 00
7200 30 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67 00
6e 00 61 00 74 00 75 00
72 00 65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e 00
61 00 6d 00 69 00 63 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
65 00 72 00 31 00 3e 00
31 00 30 00 2e 00 30 00
2e 00 31 00 37 00 31 00
33 00 34 00 2e 00 32 00
2e 00 30 00 2e 00 30 00
2e 00 32 00 35 00 36 00
2e 00 34 00 38 00 3c 00
2f 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
6500 72 00 31 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79 00
6e 00 61 00 6d 00 69 00
63 00 53 00 69 00 67 00
6e 00 61 00 74 00 75 00
72 00 65 00 73 00 3e 00

0d 00 0a 00

Ascii

<EventType>APPCRAS
H</EventType>

<Parameter0>hBB2KnTn
dl.exe</Parameter0>

</ProblemSignatures>

<DynamicSignatures>

<Parameter1>10.0.17134
.2.0.0.2
56.48</Parameterl>

</DynamicSignatures>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

8

16

8

12

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

6180

6182

6220

6224

6228

6322

6326

6330

6436

6440

6444

6540

6544

Length

2

38

94

4

2

106

4

2

96

4

2

Value

09 00

3c 00 53 00 79 00 73 00
7400 65 00 6d 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44 00
3e 00 41 00 32 00 41 00
42 00 35 00 32 00 36 00
41 00 2d 00 44 00 33 00
38 00 44 00 2d 00 34 00
46 00 43 00 39 00 2d 00
38 00 42 00 41 00 30 00
2d 00 45 00 33 00 34 00
42 00 38 00 44 00 36 00
33 00 3500 34 00 45 00
38 00 3c 00 2f 00 4d 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 53 00 79 00 73 00
74 00 65 00 6d 00 4d 00
61 00 6e 00 75 00 66 00
61 00 63 00 74 00 75 00
72 00 65 00 72 00 3e 00
68 00 61 00 79 00 73 00
7500 76 00 2c 00 20 00
49 00 6e 00 63 00 2e 00
3c 00 2f 00 53 00 79 00
7300 74 00 65 00 6d 00
4d 00 61 00 6e 00 75 00
66 00 61 00 63 00 74 00
7500 72 00 65 00 72 00
3e 00

0d 00 0a 00

09 00

3c 00 53 00 79 00 73 00
7400 65 00 6d 00 50 00
72 00 6f 00 64 00 75 00
63 00 74 00 4e 00 61 00
6d 00 65 00 3e 00 68 00
61 00 79 00 73 00 75 00
76 00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79 00
7300 74 00 65 00 6d 00
50 00 72 00 6f 00 64 00
7500 63 00 74 00 4e 00
61 00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<SystemInformation>

<MID>A2AB526A-D38D-
4FC9-8BA0-E
34B8D6354E8</MID>

<SystemManufacturer>h
aysuyv, Inc.
</SystemManufacturer>

<SystemProductName>h
aysuv7,1</
SystemProductName>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
wWs\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

6548

6668

6672

6676

6758

6762

6766

6868

6872

6876

6944

6948

6950

6990

Length

120

4

2

82

4

2

102

4

2

68

40

Value

3c 00 42 00 49 00 4f 00
53 00 56 00 65 00 72 00
73 00 69 00 6f 00 6e 00
3e 00 56 00 4d 00 57 00
37 00 31 00 2e 00 30 00
30 00 56 00 2e 00 31 00
38 00 32 00 32 00 37 00
32 00 31 00 34 00 2e 00
42 00 36 00 34 00 2e 00
3200 31 00 30 00 36 00
3200 3500 32 00 32 00
32 00 30 00 3c 00 2f 00
42 00 49 00 4f 00 53 00
56 00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49 00
6e 00 73 00 74 00 61 00
6¢ 00 6¢ 00 44 00 61 00
74 00 65 00 3e 00 31 00
36 00 30 00 34 00 34 00
37 00 30 00 37 00 31 00
35 00 3c 00 2f 00 4f 00
53 00 49 00 6e 00 73 00
74 00 61 00 6¢ 00 6¢ 00
44 00 61 00 74 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49 00
6e 00 73 00 74 00 61 00
6¢ 00 6¢ 00 54 00 69 00
6d 00 65 00 3e 00 32 00
30 00 31 00 39 00 2d 00
30 00 36 00 2d 00 32 00
37 00 54 00 31 00 34 00
3a 00 34 00 39 00 3a 00
32 00 31 00 5a 00 3c 00
2f 00 4f 00 53 00 49 00
6e 00 73 00 74 00 61 00
6¢ 00 6¢ 00 54 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 54 00 69 00 6d 00
65 00 5a 00 6f 00 6e 00
65 00 42 00 69 00 61 00
73 00 3e 00 30 00 38 00
3a 00 30 00 30 00 3c 00
2f 00 54 00 69 00 6d 00
65 00 5a 00 6f 00 6e 00
65 00 42 00 69 00 61 00
7300 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 79 00
7300 74 00 65 00 6d 00
49 00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

Ascii

Completion

<BlOSVersion>VMW?71.0 success or wait

0V.1822721
4.B64.2106252220</BIO
SVersion>

success or wait

success or wait

<OSinstallDate>1604470 success or wait

715</OSInstallDate>

<OSlnstallTime>2019-
06-27T14:4
9:21Z</OSInstallTime>

<TimeZoneBias>08:00</
TimeZoneBias>

</SystemInformation>

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
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C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
Ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

6994

6996

7030

7034

7038

7134

7138

7140

7176

7180

7182

7206

7210

7214

7460

7464

7466

7492

7496

Length

2

34

96

36

24

46

26

Value

09 00

3c 00 53 00 65 00 63 00
7500 72 00 65 00 42 00
6f 00 6f 00 74 00 53 00
7400 61 00 74 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46 00
49 00 53 00 65 00 63 00
7500 72 00 65 00 42 00
6f 00 6f 00 74 00 45 00

6e 00 61 00 62 00 6¢ 00
65 00 64 00 3e 00 30 00
3c 00 2f 00 55 00 45 00

46 00 49 00 53 00 65 00
63 00 75 00 72 00 65 00
42 00 6f 00 6f 00 74 00

45 00 6e 00 61 00 62 00
6¢ 00 65 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65 00
63 00 75 00 72 00 65 00
42 00 6f 00 6f 00 74 00

53 00 74 00 61 00 74 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74 00
6500 67 00 72 00 61 00
74 00 6f 00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61 00
67 00 73 00 3e 00 30 00
30 00 30 00 30 00 30 00
30 00 30 00 30 00 3c 00
2f 00 46 00 6¢ 00 61 00
67 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e 00
7400 65 00 67 00 72 00
61 00 74 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

Ascii

<SecureBootState>

<UEFISecureBootEnable
d>0</UEFI
SecureBootEnabled>

</SecureBootState>

<Integrator>

<Flags>00000000</Flags
>

</Integrator>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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C:\ProgramData\Microsoft\Windo
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
ternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

7498

7598

7602

7606

7872

7876

7880

7900

7904

7906

7944

7948

7950

Length

100

4

2

266

20

38

38

Value

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
54 00 69 00 6d 00 65 00
6¢ 00 69 00 6e 00 65 00
73 0020 00 42 00 61 00
73 00 65 00 54 00 69 00
6d 00 65 00 3d 00 22 00
32 00 30003200 3200
2d 00 30 00 35 00 2d 00
33 00 30 00 54 00 30 00
32 00 3a 00 3300 33 00
3a 00 31 00 36 00 5a 00
2200 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
20 00 41 00 73 00 49 00
64 00 3d 00 22 00 34 00
30 00 34 00 22 00 20 00
50 00 49 00 44 00 3d 00
22 00 36 00 38 00 32 00
38 00 22 00 20 00 55 00
70 00 74 00 69 00 6d 00
65 00 4d 00 53 00 3d 00
2200 31 00 3000 39 00
33 00 37 00 22 00 20 00
54 00 69 00 6d 00 65 00
53 00 69 00 6e 00 63 00
65 00 43 00 72 00 65 00
61 00 74 00 69 00 6f 00
6e 00 4d 00 53 00 3d 00
2200 31003000 39 00
33 00 37 00 22 00 20 00
53 00 7500 73 00 70 00
65 00 6e 00 64 00 65 00
64 00 4d 00 53 00 3d 00
2200 3000 22 00 20 00
48 00 61 00 6e 00 67 00
43 00 6f 00 75 00 6e 00
74 00 3d 00 22 00 30 00
22002000 47 00 68 00
6f 00 73 00 74 00 43 00
6f 00 75 00 6e 00 74 00
3d 00 22 00 30 00 22 00
20 00 43 00 72 00 61 00
73 00 68 00 65 00 64

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
7300 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
7300 54 00 69 00 6d 00
65 00 6¢ 00 69 00 6e 00
65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70 00
6f 00 72 00 74 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

Ascii

<ProcessTimelines
BaseTime="2022-05-
30T02:33:16Z">

<Process Asld="404"
PID="6828"
UptimeMS="10937"
TimeSinceCre
ationMS="10937"
SuspendedMS="0"
HangCount="0"
GhostCount="0" Crashed

</Process>

</ProcessTimelines>

<ReportInformation>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source Address

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6957.tmp.WERIn
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C:\ProgramData\Microsoft\Windo
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Copyright Joe Security LLC 2022

Offset

7988

7992

7996

8094

8098

8102

8200

8204

8206

8246

8250

Length

4

2

98

4

2

98

40

40

Value

0d 00 0a 00

09 00

3c 00 47 00 75 00 69 00
64 00 3e 00 38 00 32 00
34 00 64 00 38 00 36 00
66 00 63 00 2d 00 34 00
31 00 65 00 30 00 2d 00
34 00 61 00 66 00 66 00
2d 00 61 00 38 00 65 00
38 00 2d 00 31 00 36 00
33 00 31 00 38 00 34 00
37 00 62 00 36 00 36 00
31 00 35 00 3c 00 2f 00
47 00 75 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 43 00 72 00 65 00
61 00 74 00 69 00 6f 00
6e 00 54 00 69 00 6d 00
65 00 3e 00 32 00 30 00
3200 32 00 2d 00 30 00
3500 2d 00 33 00 30 00
54 00 30 00 32 00 3a 00
33 00 33 00 3a 00 3100
36 00 5a 00 3c 00 2f 00
43 00 72 00 65 00 61 00
74 00 69 00 6f 00 6e 00
54 00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65 00
70 00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f 00
7200 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45 00
52 00 52 00 65 00 70 00
6f 00 72 00 74 00 4d 00
65 00 74 00 61 00 64 00
61 00 74 00 61 00 3e 00

Ascii Completion Count Source Address
success or wait 1 6DF3497A
success or wait 2 6DF3497A

<Guid>824d86fc-41e0- success or wait 1 6DF3497A

4aff-a8e8-

1631847b6615</Guid>
success or wait 1 6DF3497A
success or wait 2 6DF3497A

<CreationTime>2022-05- = success or wait 1 6DF3497A

30T02:33

:16Z</CreationTime>
success or wait 1 6DF3497A
success or wait 1 6DF3497A

</ReportInformation> success or wait 1 6DF3497A
success or wait 1 6DF3497A

</WERReportMetadata>  success or wait 1 6DF3497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path Offset

C:\ProgramData\Microsoft\Windo 0 4568

ws\WER\Temp\WER6B7B.tmp.xml

C:\ProgramData\Microsoft\Windo 0 2
ws\WER\ReportQueue\AppCrash_hB
B2KnTndl.exe_ad2fc02f1e967b8af
8cf5fed27f1f4916534b2_362a01e9
_181a7760\Report.wer

C:\ProgramData\Microsoft\Windo 2 22
ws\WER\ReportQueue\AppCrash_hB
B2KnTndl.exe_ad2fc02f1e967b8af
8cf5fed27f1f4916534b2_362a01e9
_181a7760\Report.wer

C:\ProgramData\Microsoft\Windo 8130 48

ws\WER\ReportQueue\AppCrash_hB
B2KnTndl.exe_ad2fc02f1e967b8af
8cf5fed27f1f4916534b2_362a01e9
_181a7760\Report.wer

File Path

Registry Activities
Key Created
Key Path

\REGISTRY\A\{b1c2ab10-7ad8-8a2c-ed85-65085f84b8ad}\Root\InventoryApplicationFile\Permissio

nsCheckTestKey

\REGISTRY\A\{b1c2ab10-7ad8-8a2c-ed85-65085f84b8ad}\Root\InventoryApplicationFile\Permissio

nsCheckTestKey

\REGISTRY\A\{b1c2ah10-7ad8-8a2c-ed85-65085f84b8ad}\Root\InventoryApplicationFile\hbb2kntnd

i.exe|3bf43472

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug

\REGISTRY\A\{b1lc2ah10-7ad8-8a2c-ed85-65085f84b8ad}\Root\InventoryApplicationFile\Permissio

nsCheckTestKey

Key Value Created

Key Path Name

\REGISTRY\A\{blc2ab10-7ad8-
8a2c-ed85-
65085f84b8ad}\Root\Inve
ntoryApplicationFile\hbb2kntnd
i.exe|3bf43472

Programid

\REGISTRY\A\{blc2ab10-7ad8- Fileld
8a2c-ed85-

65085f84b8ad}\Root\Inve
ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

Copyright Joe Security LLC 2022

Length Value

3c 3f 78 6d 6¢ 20 76 65

72 73 69 6f 6e 3d 22 31

2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 55 54
46 2d 38 2220 73 74 61
6e 64 61 6¢ 6f 6e 65 3d

2279 65 73 22 3f 3e 0d

0a 3c 72 65 71 20 76 65
72 3d 22 32 22 3e 0d Oa
20 20 3c 74 6¢ 6d 3e 0d
0a 20 20 20 20 3c 73 72
63 3e 0d 0a 20 20 20 20
20 20 3c 64 65 73 63 3e
0d 0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68 3e
0d 0a 20 20 20 20 20 20
20 20 20 20 3c 6f 73 3e

0d 0a 20 20 20 20 20 20
20202020 20 20 3c 61
72 67 20 6e 6d 3d 22 76
65 72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22 20
2f 3e 0d Oa 20 20 20 20
2020 20 20 20 20 20 20
3c 61 72 67 20 6e 6d 3d
22 76 65 72 6d 69 6e 22
20 76 61 6¢ 3d 22 30 22
20 2f 3e 0d 0a 20 20 20
20 20 20 20 20 20 20 20
20 3c 61 72 67 20 6e 6d
3d 22 76 65 72 62 6¢ 64
222076 61 6¢ 3d 22

fd fd

56 00 65 00 72 00 73 00
69 00 6f 00 6e 00 3d 00
31 00 0d 00 Oa 00

4d 00 65 00 74 00 61 00
64 00 61 00 74 00 61 00
48 00 61 00 73 00 68 00
3d 00 2d 00 31 00 30 00
330037 00 37 00 31 00
36 00 36 00 30 00 38 00

Offset

00061219a68dc7b4d35616f61b3212

Ascii Completion

<?xml version="1.0" success or wait
encoding="UTF-8"
standalone="yes"?><req
ver="2"> <tim> <src>
<desc> <mach>
<os> <arg
m="vermaj" val="10" />
<arg nm="vermin" val="0"
> <arg
nm="verbld" val="

success or wait

Version=1 success or wait
MetadataHash=- success or wait
1037716608

Length Completion

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

Type Data
unicode

a41d9f0000ffff
unicode

0000fcc13d52bf28416f3b8a594d58

success or wait

113fd8828a4093

Count Source Address

1 6DF3497A
1 6DF3497A
138 6DF3497A
1 6DF3497A

Count Source Address

Count Source Address

1 6DF536BF
1 6DF536BF
1 6DF536BF
1 6DF51FB2
1 6DF343D1

Count Source Address

1 6DF536BF

1 6DF536BF

Symbol

unknown

unknown

unknown

unknown

Symbol

Symbol

unknown
unknown
unknown
RegCreateKeyEx

W

unknown

Symbol

unknown

unknown
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Key Path Name Type Data Completion Count Source Address Symbol

\REGISTRY\A\{b1lc2ah10-7ad8- LowerCaselLong unicode c:\users\user\desktop\hbb2kntndi.exe  success or wait 1 6DF536BF unknown
8a2c-ed85- Path

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{blc2abh10-7ad8- LongPathHash  unicode hbb2kntndi.exe|3bf43472 success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{b1c2ah10-7ad8- Name unicode hbb2kntndi.exe success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{b1c2abh10-7ad8- Publisher unicode success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{b1c2abh10-7ad8- Version unicode success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{blc2ab10-7ad8- BinFileVersion  unicode success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{blc2ab10-7ad8- BinaryType unicode pe32_i386 success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{blc2ab10-7ad8- ProductName unicode success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{b1c2ab10-7ad8- ProductVersion  unicode success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{b1c2ab10-7ad8- LinkDate unicode 05/27/2022 11:00:13 success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472
\REGISTRY\A\{b1c2ab10-7ad8- BinProductVersi unicode success or wait 1 6DF536BF unknown
8a2c-ed85- on

65085f84b8ad}\Root\Inve
ntoryApplicationFile\hbb2kntnd
i.exe|3bf43472

\REGISTRY\A\{b1c2ab10-7ad8- Size B CE C9 25 00 00 00 00 00 success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{blc2ah10-7ad8- Language dword 0 success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{blc2ah10-7ad8- IsPeFile dword 1 success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472

\REGISTRY\A\{blc2ah10-7ad8- IsOsComponent = dword 0 success or wait 1 6DF536BF unknown
8a2c-ed85-

65085f84b8ad}\Root\Inve

ntoryApplicationFile\hbb2kntnd

i.exe|3bf43472
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Key Path Name Type

HKEY_LOCAL_MACHINE\SOFT  ExceptionRecor binary
WARE\WO d
W6432Node\Microsoft\Windows\W

indows Error Reporting\Debug

Key Path Name Type Old Data

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022

Data

05 00 00 CO 00 00 00 00 00 00 00 00
A0 A9 49 00 02 00 00 00 00 00 00 00
00 20 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

New Data

Completion

success or wait

Completion

Count Source Address Symbol

1 6DF51FE8 RegSetValueEx
w
Source
Count Address Symbol
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