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Created / dropped Files
C:\Users\user\AppData\Local\Google\Chrome\User Data\0f9da6dd-02d1-4716-bb65-0ecc794f8349.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\24bfe171-efe7-4072-8cd7-5dd0ecaef267.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\26d44847-f29b-44b4-83c5-a4e6cc440bf9.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\31067a2a-5ce7-4ec9-98cd-89c86b9b1309.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3a1d6b1f-342a-4802-8123-4b45d21f9eab.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\51a627a5-22fb-4a4b-9790-73b801998960.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\51b2f774-2252-48f6-923d-fd7fac7b6110.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\8658dadd-071f-4fed-a194-d19faaa6b86c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\055edf99-becc-45c4-be14-4dc525a5432e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0a6c3045-da8d-47a3-8153-9afce256711f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0eb7fe35-30bc-48b6-8257-0982ee1a4890.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1f2324ab-adab-45fc-a3ab-9367bc32878e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2277d4eb-77ab-4279-9966-ee1e49db086b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\262f10db-b419-4f57-98ae-ce9fa3a50196.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\61c8e5c5-f16b-4c38-9921-56f055e52cd4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\js\index
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\js\index-dir\temp-
index
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\js\index-dir\the-
real-index (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\wasm\index
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\wasm\index-
dir\temp-index
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\wasm\index-
dir\the-real-index (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_2
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_3
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\index
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local
Storage\leveldb\000001.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local
Storage\leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local
Storage\leveldb\MANIFEST-000001
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform
Notifications\000001.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform
Notifications\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform
Notifications\MANIFEST-000001
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session
Storage\000001.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\CURRENT
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\MANIFEST-
000001
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\dbf751fd-7169-44d5-bc18-
7d3260ccc2c2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ae88f5b9-6052-479d-9cbb-f68142e85df6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c30600a5-0365-44d0-9fe1-ffaca26edf6a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d3ab0dfa-11f4-433d-9005-94d12dd095d7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000008.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e0720955-3d9c-4af0-bd4a-8510afe9a7c7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ef55ff91-ca42-48c2-8615-538469a3af8b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\ShaderCache\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\ab0bf9f2-309c-4bce-bd9c-e4ac34748242.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\b4fa85b6-444c-425f-a911-93b415a035a5.tmp
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\index[1].htm
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\8B3464B5.png
C:\Users\user\AppData\Local\Temp\24CF.tmp
C:\Users\user\AppData\Local\Temp\55b2e026-228a-40a5-8bfd-0bdbd2ce629e.tmp
C:\Users\user\AppData\Local\Temp\5b406153-e928-4185-97db-235773365636.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\5b406153-e928-4185-97db-235773365636.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\pl\messages.json
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C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\pt_BR\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\pt_PT\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\sk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\sl\messages.json

Static File Info
General
File Icon

Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: EXCEL.EXEPID: 1600, Parent PID: 576

General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 1212, Parent PID: 2120
General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 2252, Parent PID: 1212
General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 3808, Parent PID: 1600
General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 3984, Parent PID: 3808
General

Disassembly

Copyright Joe Security LLC 2022 Page 4 of 106



Windows Analysis Report 
Invoice#0036473 .xlsx

Overview

General Information

Sample 
Name:

Invoice#0036473 .xlsx

Analysis ID: 655755

MD5: c93e6dcf32928e…

SHA1: b90d66412b4d66…

SHA256: 3ffe69c9e2e2f8a…

Infos:

Detection

HTMLPhisher

Score: 76

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish10

Antivirus detection for URL or domain

Yara detected HtmlPhish7

Multi AV Scanner detection for dom…

Document exploit detected (process…

Potential document exploit detected…

No HTML title found

JA3 SSL client fingerprint seen in co…

Potential document exploit detected…

HTML body contains low number of …

Potential document exploit detected…

Suspicious form URL found

IP address seen in connection with …

Document misses a certain OLE str…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 1600 cmdline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)

chrome.exe (PID: 3808 cmdline: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation -- "https://eyecandylashcompany

.com/payment/frontend_paper_lantern/index.html MD5: 6ACAE527E744C80997B25EF2A0485D5E)
chrome.exe (PID: 3984 cmdline: "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-

trial-handle=980,3874853447565799984,15077386689876222862,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-c
hannel-handle=1380 /prefetch:8 MD5: 6ACAE527E744C80997B25EF2A0485D5E)

chrome.exe (PID: 1212 cmdline: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://eyecandylashcompany.co

m/payment/frontend_paper_lantern/index.html MD5: 6ACAE527E744C80997B25EF2A0485D5E)
chrome.exe (PID: 2252 cmdline: "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-h

andle=1008,1868451693323365442,12850068766914001285,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-ha
ndle=1468 /prefetch:8 MD5: 6ACAE527E744C80997B25EF2A0485D5E)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary 
Internet Files\Content.IE5\ZAE7RW1P\index[1].htm

JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary 
Internet Files\Content.IE5\ZAE7RW1P\index[1].htm

JoeSecurity_HtmlP
hish_7

Yara detected 
HtmlPhish_7

Joe Security

Process Tree

Malware Configuration

Yara Signatures

Dropped Files
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AV Detection

Phishing

Software Vulnerabilities

Source Rule Description Author Strings

67505.0.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

67505.0.pages.csv JoeSecurity_HtmlP
hish_7

Yara detected 
HtmlPhish_7

Joe Security

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

1 3
Exploitation
for Client
Execution

Path
Interceptio
n

1
Process
Injection

1
Masqueradi
ng

OS
Credential
Dumping

1
File and
Directory
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

2
System
Information
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

4
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

5
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

HTML

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Yara detected HtmlPhish10

Yara detected HtmlPhish7

Document exploit detected (process start blacklist hit)

Mitre Att&ck Matrix
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Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

4
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Behavior Graph
ID: 655755

Sample: Invoice#0036473 .xlsx

Startdate: 01/07/2022

Architecture: WINDOWS

Score: 76

eyecandylashcompany.com lh3.googleusercontent.com 3 other IPs or domains

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain Yara detected HtmlPhish10 2 other signatures

EXCEL.EXE

54 24

        started       

chrome.exe

15 276

        started       

eyecandylashcompany.com

C:\Users\user\AppData\Local\...\index[1].htm, HTML

dropped

chrome.exe

7

        started       

239.255.255.250

unknown

Reserved

chrome.exe

18

        started       

chrome.exe

        started       

eyecandylashcompany.com

69.49.244.155, 443, 49174, 49178

UNIFIEDLAYER-AS-1US

United States

clients.l.google.com

142.250.185.78, 443, 49175, 59254

GOOGLEUS

United States

15 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails
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Source Detection Scanner Label Link

Invoice#0036473 .xlsx 5% Virustotal Browse

Invoice#0036473 .xlsx 8% ReversingLabs Document-
Excel.Trojan.Heuri
stic

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

eyecandylashcompany.com 6% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2022 Page 8 of 106

https://www.virustotal.com/gui/file/3ffe69c9e2e2f8a350f7d2ff6e64acf8cffbf390489807b81cf8e4eec87d4047/detection/f-3ffe69c9e2e2f8a350f7d2ff6e64acf8cffbf390489807b81cf8e4eec87d4047-1656623164
https://www.virustotal.com/gui/url/f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5/detection/u-f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5-1640924002


Source Detection Scanner Label Link

https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html 100% SlashNext Credential Stealing 
type: Phishing & 
Social Engineering

https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html 20% Virustotal Browse

https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/office3651.png 100% Avira URL Cloud phishing

https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/gmail.png 100% Avira URL Cloud phishing

https://eyecandylashcompany.com/payment/frontend_paper_lantern/css/hover.css 100% Avira URL Cloud phishing

https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html2 100% Avira URL Cloud phishing

Name IP Active Malicious Antivirus Detection Reputation

eyecandylashcompany.com 69.49.244.155 true true 6%, Virustotal, Browse unknown

gstaticadssl.l.google.com 142.251.36.227 true false high

stackpath.bootstrapcdn.com 104.18.11.207 true false high

accounts.google.com 142.251.36.205 true false high

cdnjs.cloudflare.com 104.17.25.14 true false high

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

clients.l.google.com 142.250.185.78 true false high

cdn.iconscout.com 104.18.29.243 true false high

cdn.pixabay.com 172.64.150.12 true false high

googlehosted.l.googleusercontent.com 172.217.16.161 true false high

clients2.google.com unknown unknown false high

ka-f.fontawesome.com unknown unknown false high

code.jquery.com unknown unknown false high

kit.fontawesome.com unknown unknown false high

lh3.googleusercontent.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html true 20%, Virustotal, Browse
SlashNext: Credential Stealing type: Phishing & 
Social Engineering

unknown

https://cdn.pixabay.com/photo/2018/03/10/12/00/paper-3213924_1280.jpg false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js false high

https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/office3651.png true Avira URL Cloud: phishing unknown

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css false high

https://lh3.googleusercontent.com/proxy/bATQDWurvLlY3z2KTwUlb1gMxwLZoCk7CvqzrLqN1JioLU
4nXkElVj-rMrvNZjuUXh3c1WhNOGX5_Cg18Wmltm3vvna-uZDqOkUISXU4XOYsUyt-
4962tq2u0WiI358gef4ewWcVp0PA6YiTnICV2Cg7wLzdb0DlXw

false high

https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/gmail.png true Avira URL Cloud: phishing unknown

https://eyecandylashcompany.com/payment/frontend_paper_lantern/css/hover.css true Avira URL Cloud: phishing unknown

https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js false high

https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html true 20%, Virustotal, Browse
SlashNext: Credential Stealing type: Phishing & 
Social Engineering

unknown

https://cdn.iconscout.com/icon/free/png-512/microsoft-sharepoint-3-599372.png false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=84.0.4147.135&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/cca7251a35bf76e32496e007e16cd337ff58af7ea5dd7a0f8bafe4f1dedd1d42/detection/u-cca7251a35bf76e32496e007e16cd337ff58af7ea5dd7a0f8bafe4f1dedd1d42-1656655884
https://www.virustotal.com/gui/url/f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5/detection/u-f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5-1640924002
https://www.virustotal.com/gui/url/cca7251a35bf76e32496e007e16cd337ff58af7ea5dd7a0f8bafe4f1dedd1d42/detection/u-cca7251a35bf76e32496e007e16cd337ff58af7ea5dd7a0f8bafe4f1dedd1d42-1656655884
https://www.virustotal.com/gui/url/cca7251a35bf76e32496e007e16cd337ff58af7ea5dd7a0f8bafe4f1dedd1d42/detection/u-cca7251a35bf76e32496e007e16cd337ff58af7ea5dd7a0f8bafe4f1dedd1d42-1656655884


Name Source Malicious Antivirus Detection Reputation

https://consent.google.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.2.dr, craw_background.js.2.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.2.dr false high

https://ogs.google.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.2.dr false high

https://code.jquery.com/jquery-3.2.1.slim.min.js index[1].htm.0.dr false high

www.gmail.com index[1].htm.0.dr false high

https://code.jquery.com/jquery-3.1.1.min.js index[1].htm.0.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.2.dr, manifest.json.2.dr false high

https://adservice.google.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://lh3.googleusercontent.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://lh3.googleusercontent.com/proxy/bATQDWurvL
lY3z2KTwUlb1gMxwLZoCk7CvqzrLqN1JioLU4nXkElVj
-rMrvN

index[1].htm.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.2.dr, manifest.json.2.dr false high

https://www.google.com/images/x2.gif craw_window.js.2.dr false high

https://code.jquery.com/jquery-3.3.1.js index[1].htm.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.2.dr false high

https://www.google.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://www.google.com/images/dot2.gif craw_window.js.2.dr false high

https://eyecandylashcompany.com/payment/frontend_
paper_lantern/index.html2

History Provider Cache.2.dr true Avira URL Cloud: phishing unknown

https://accounts.google.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://clients2.googleusercontent.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://apis.google.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://kit.fontawesome.com/585b051251.js index[1].htm.0.dr false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.2.dr false high

https://www.google.com/ manifest.json.2.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.2.dr, craw_background.js.2.dr false high

https://clients2.google.com ef55ff91-ca42-48c2-8615-538469a3af8b.tmp.3.dr false high

https://clients2.google.com/service/update2/crx manifest.json.2.dr false high

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.185.78 clients.l.google.com United States 15169 GOOGLEUS false

104.18.10.207 maxcdn.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

142.251.36.205 accounts.google.com United States 15169 GOOGLEUS false

142.251.36.227 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

104.18.11.207 stackpath.bootstrapcdn.c
om

United States 13335 CLOUDFLARENETUS false

239.255.255.250 unknown Reserved unknown unknown false

104.18.29.243 cdn.iconscout.com United States 13335 CLOUDFLARENETUS false

172.64.150.12 cdn.pixabay.com United States 13335 CLOUDFLARENETUS false

69.49.244.155 eyecandylashcompany.co
m

United States 46606 UNIFIEDLAYER-AS-1US true

172.217.16.161 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

104.17.25.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.255

127.0.0.1

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 655755

Start date and time: 01/07/202216:20:25 2022-07-01 16:20:25 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 1s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Invoice#0036473 .xlsx

Cookbook file name: defaultwindowsofficecookbook.jbs

Public IPs

Private

General Information
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Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

8

Number of new started drivers analysed: 4

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal76.phis.expl.winXLSX@32/126@17/13

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .xlsx
Adjust boot time
Enable AMSI
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Browse link: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Scroll down
Close Viewer

Exclude process from analysis (whitelisted): dllhost.exe, vga.dll, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.251.36.195, 69.16.175.42, 69.16.175.10, 142.251.36.170, 104.18.23.52, 104.18.22.52, 142.251.37.10, 34.104.35.123, 104.21.30.41, 172.67
.150.137, 172.217.16.170
Excluded domains from analysis (whitelisted): kit.fontawesome.com.cdn.cloudflare.net, cds.s5x3j6q5.hwcdn.net, fonts.googleapis.com, edgedl.me.gvt1.com, ka-
f.fontawesome.com.cdn.cloudflare.net, content-autofill.googleapis.com, ajax.googleapis.com, fonts.gstatic.com, update.googleapis.com, clientservices.googleapis.com, www.gstatic.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 135684

Entropy (8bit): 6.053651043845898

Encrypted: false

SSDEEP: 3072:i6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5L:i6N/0fwPJC0x8j2rhyYCUN8

MD5: DCF7F9B27CF9581A5882128AF4190F60

SHA1: 54612CBF3EE18D6EF083A5AF17DF3723992584C6

SHA-256: 09202D7CE4EAD0C4152B69689D381085AA66C4545CB64EF322EB63E0E68C4461

SHA-512: E7F4C68ED70D87016365AC25F599781D441BCE7202D3409F7CF0E2FD0F6C2001FD7FD3E40B5448106B64126F00E6B544EC8BA718A0854A2DE9A906A2B8C7F0C
C

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"password_manager":{"os_password
_blank":true,"os_password_last_changed":"13291231200170207"},"plugins":{"metadata":{"adobe-flash-player":{"displayurl":true,"group_name_matcher":"*Shockwave Fla
sh*","help

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 135684

Entropy (8bit): 6.053651043845898

Encrypted: false

SSDEEP: 3072:i6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5L:i6N/0fwPJC0x8j2rhyYCUN8

MD5: DCF7F9B27CF9581A5882128AF4190F60

SHA1: 54612CBF3EE18D6EF083A5AF17DF3723992584C6

SHA-256: 09202D7CE4EAD0C4152B69689D381085AA66C4545CB64EF322EB63E0E68C4461

SHA-512: E7F4C68ED70D87016365AC25F599781D441BCE7202D3409F7CF0E2FD0F6C2001FD7FD3E40B5448106B64126F00E6B544EC8BA718A0854A2DE9A906A2B8C7F0C
C

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"password_manager":{"os_password
_blank":true,"os_password_last_changed":"13291231200170207"},"plugins":{"metadata":{"adobe-flash-player":{"displayurl":true,"group_name_matcher":"*Shockwave Fla
sh*","help

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Google\Chrome\User Data\0f9da6dd-02d1-4716-bb65-0ecc794f8349.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\24bfe171-efe7-4072-8cd7-5dd0ecaef267.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\26d44847-f29b-44b4-83c5-a4e6cc440bf9.tmp
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Category: dropped

Size (bytes): 131811

Entropy (8bit): 6.029206034392508

Encrypted: false

SSDEEP: 3072:U6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5L:U6N/0fwPJC0x8j2rhyYCUN8

MD5: 340A3DF351564A3E04A4CCDD88790FD3

SHA1: EAC1BE8998FC9FD585AC8720F8960A44E1CD8EB1

SHA-256: 53B056A554A752E5B5F3466331AF343B53B4210EA6E558934188DD42053999DB

SHA-512: 84EE40BB1E1CCB5812983A9B05483164E8BA1A0E2BB49D031B52AB6081607545C560252784EC422EF3B6CD9DEF06502B2A591EF37630C3D5544B76ADEA3ACE1
D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"policy":{"last_statistics_update":"133011
91249734035"},"profile":{"info_cache":{"Default":{"active_time":1656717651.748428,"avatar_icon":"chrome://theme/IDR_PROFILE_AVATAR_26","background_app
s":false,"

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 131829

Entropy (8bit): 6.029466281797251

Encrypted: false

SSDEEP: 3072:N6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5k:N6N/0fwPJC0x8j2rhyYCUND

MD5: F4BDC0BFFA2FA11E429BC9263500CB2C

SHA1: 9BF8E967E77B06C456870B76E87B2A20AC6F53BB

SHA-256: B780391004D1949D7FBC517FEAA2D1356020117FD388D8156A51E7AA85E849B8

SHA-512: D265C6C48DB3C07B58D2C7826A9D77677D6592C1C9B01753CF572D5ABD2B0717ABEC44F53B8ECA062B9B80E8DB4774EF37D18B796EEE93C18872C5219E7D1F
41

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"policy":{"last_statistics_update":"133011
91249734035"},"profile":{"info_cache":{"Default":{"active_time":1656717651.748428,"avatar_icon":"chrome://theme/IDR_PROFILE_AVATAR_26","background_app
s":false,"

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: PGP symmetric key encrypted data - Plaintext or unencrypted data salted -

Category: dropped

Size (bytes): 68752

Entropy (8bit): 3.7842771408808615

Encrypted: false

SSDEEP: 384:HtwmsmTaLdJAtJ4InQUt5h99wjSKGmehe0FLxNviBshxJvdC3r45evewf0:ahr5mj9qKJTT/

MD5: EB45D90A35B6E0C677D1DD4C9367B81C

SHA1: C3953609DEEBE664626F7A03ECEF86F005E836A4

SHA-256: 110B6CFD825854F600956820E559A36741DCA7E681537BBB24CCEFDF92E597A4

SHA-512: 0C3B3A76A7C2587E02C8F343B8D3127F139E796DC0598DE257618BC53AD13274139FC7AEA79A21CB932A7F805C5C780750E416A0EEE4B5676FFACC1E5512659
B

Malicious: false

Reputation: low

Preview: ........r.......)...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......QB.K)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.
e.1.4.\.......m.l.s.h.e.x.t...d.l.l.......M.i.c.r.o.s.o.f.t. .O.u.t.l.o.o.k...!...M.i.c.r.o.s.o.f.t. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .L.i.b.r.a.r.y.......1.4...0...4.7.6.0...1.0.0.0.....)...C.:.\.P.R.
O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.G.o.o.g.l.e.\.
C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.8.4...0...4.1.4.7...1.3.5.\.c.h.r.o.m.e...d.l.l.....!...;_?...c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.g.o.o.g.l.e.\.c.h.r.o.m.e.\.a.p.p.l.i.c.a.t.i.o.n.\.8.
4...0...4.1.4.7...1.3.5.\.......c.h.r.o.m.e...d.l.l.....G.o.o.g.l.e. .C.h.r.o.m.e.......G.o.o.g.l.e. .C.h.r.o.m.e.......8.4...0...4.1.4.7...1.3.5.......I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).
\.G.o.o.g.l.e.\.C.h.

C:\Users\user\AppData\Local\Google\Chrome\User Data\31067a2a-5ce7-4ec9-98cd-89c86b9b1309.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\3a1d6b1f-342a-4802-8123-4b45d21f9eab.tmp
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Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 131829

Entropy (8bit): 6.029466281797251

Encrypted: false

SSDEEP: 3072:N6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5k:N6N/0fwPJC0x8j2rhyYCUND

MD5: F4BDC0BFFA2FA11E429BC9263500CB2C

SHA1: 9BF8E967E77B06C456870B76E87B2A20AC6F53BB

SHA-256: B780391004D1949D7FBC517FEAA2D1356020117FD388D8156A51E7AA85E849B8

SHA-512: D265C6C48DB3C07B58D2C7826A9D77677D6592C1C9B01753CF572D5ABD2B0717ABEC44F53B8ECA062B9B80E8DB4774EF37D18B796EEE93C18872C5219E7D1F
41

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"policy":{"last_statistics_update":"133011
91249734035"},"profile":{"info_cache":{"Default":{"active_time":1656717651.748428,"avatar_icon":"chrome://theme/IDR_PROFILE_AVATAR_26","background_app
s":false,"

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 131923

Entropy (8bit): 6.030003400639757

Encrypted: false

SSDEEP: 3072:d6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5L:d6N/0fwPJC0x8j2rhyYCUN8

MD5: 52728ABF8EBBAF4F1B6AF0B128BD11DE

SHA1: 7850C387023F49AB5A5EB5CDE240DED697A9DB17

SHA-256: 0D45DCCD7642CC6B65CD0F880DA8E4ABFEFAA4021EFA7EE22A4BB2DB1C6F3F14

SHA-512: 0838C9C2564DB58D9842CB48183B6FDDDBEEFF43C236D4BDD88C436472F6A56160E496278496072EC7FE4C175BC8D1845023E3E155D468011D8F89329F356BFE

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"password_manager":{"os_password
_blank":true,"os_password_last_changed":"13291231200170207"},"policy":{"last_statistics_update":"13301191249734035"},"profile":{"info_cache":{"Default":{"active
_time":165

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 70008

Entropy (8bit): 3.7843907594334842

Encrypted: false

SSDEEP: 384:qtwmsmTaLdJAtJ4InQUt5h99gjSKGmehe0FLxNviBshxJvdC3r4mLevewfE:/hr5mj9uKJTwn

MD5: 602070F5D59895D83B00BFCE5A806221

SHA1: 4B306079D20552EFC6884656DE9A950F7BE096A2

SHA-256: FC09BD21306A36562DC8888CD182B1D7302009CE1589C97D423B60947A1F0EB1

SHA-512: 3C48A6EFD144B274A72571E3DF6D86745F6B982ACD9C2D9FA65EBDB481D909FBDEDD8CE8869D63A77895920005772527C36A146B60ADE4499A867AF6DF67926
4

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\51a627a5-22fb-4a4b-9790-73b801998960.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\51b2f774-2252-48f6-923d-fd7fac7b6110.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\8658dadd-071f-4fed-a194-d19faaa6b86c.tmp
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Preview: t.......t.......)...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......QB.K)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.
e.1.4.\.......m.l.s.h.e.x.t...d.l.l.......M.i.c.r.o.s.o.f.t. .O.u.t.l.o.o.k...!...M.i.c.r.o.s.o.f.t. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .L.i.b.r.a.r.y.......1.4...0...4.7.6.0...1.0.0.0.....)...C.:.\.P.R.
O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.G.o.o.g.l.e.\.
C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.8.4...0...4.1.4.7...1.3.5.\.c.h.r.o.m.e...d.l.l.....!...;_?...c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.g.o.o.g.l.e.\.c.h.r.o.m.e.\.a.p.p.l.i.c.a.t.i.o.n.\.8.
4...0...4.1.4.7...1.3.5.\.......c.h.r.o.m.e...d.l.l.....G.o.o.g.l.e. .C.h.r.o.m.e.......G.o.o.g.l.e. .C.h.r.o.m.e.......8.4...0...4.1.4.7...1.3.5.......I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).
\.G.o.o.g.l.e.\.C.h.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXEgyUZC3rn:+EgyUZcn

MD5: E79F7C82548E18BA62B1EB1AD99118B2

SHA1: 09B1E44BAF70D874FD037EA102E85CD21717E4F3

SHA-256: B47569F3C53277E3BED1030EE9FE96E317781C1AD5B46C2060C8553EFED5434F

SHA-512: 59A031C1E0BE3434E6ED8425E6F5B7FAFC2DAF0DC17E26155DB431C9A42C2C72E9CDBEFA25CA9C09DA84E2035DEF50FA1AB63C83D5CC1F617DC83FA73E2B
620F

Malicious: false

Preview: sdPC.....................z..xq.E....'..r

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: modified

Size (bytes): 20237

Entropy (8bit): 5.563051068167826

Encrypted: false

SSDEEP: 384:GdEt8Ll6mXK1kXqKf/pUZNCgVLH2HfxcrUAHGwXLKgV41:gLlfK1kXqKf/pUZNCgVLH2HfWrUEG4KF

MD5: A4176F93A8AA7928E0316650D02CD2F2

SHA1: 860C5EB84532DCEB04E9128D9A9926CB011C8B77

SHA-256: 2E0CD107256F310A732D3DD1167956615AEDE04705CC05636C5A0817ADCE0332

SHA-512: 545A89963B72C58525ADD1D692F40FD3AC9C994DD29D6D9C2426D5427DDBE5C0B93925F16357EBCEAA85D0B540C09CFB1988DAB8BEE38707C78F034C3A30CC
50

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191250227179","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10599

Entropy (8bit): 4.781032859026757

Encrypted: false

SSDEEP: 96:n72qkw2ybowGu44e16KIj6k0JCdRWLvaXk11Lkm1c7FQVWXrIYOFVfnuzVAkD1wD:n7MhtB316W4dYok1pkmMbO7fuzDDq

MD5: 8782C44698D12645C430E38DE5C32AD8

SHA1: 999028C1F9A0C3895434E4886E925CA5C14BF753

SHA-256: A21709777B55EF5868A7F473EB0C1704AAF3FE0ABD62B3BD4E22FE93F62F17C8

SHA-512: BA2EE50B46717EC216D34D7C18C179A5DD7CCCE7E3C6503A81576026F60999FCB84BB12AB45C33F1D38217C9B23DD007782EDFD7249DF9DFC33042453F48111
E

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301191251754174","autocomplete":{"retention_policy_last_version":84},"autofill":{"orpha
n_rows_removed":true},"browser":{"default_browser_infobar_last_declined":"13152711937578041","has_seen_welcome_page":true,"window_placement":{"bottom"
:974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install
":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1722058"],"daily_original_length_application":"1283183","daily_original_
length_unknown":"39","daily_original_length_via_data_reduction_proxy":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\055edf99-becc-45c4-be14-4dc525a5432e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0a6c3045-da8d-47a3-8153-9afce256711f.tmp
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Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18111

Entropy (8bit): 5.576538577626257

Encrypted: false

SSDEEP: 384:GdEt8Ll6mXK1kXqKf/pUZNCgVLH2HfxcrU1cLKgV4Ue:gLlfK1kXqKf/pUZNCgVLH2HfWrUkKAi

MD5: E71F98E00FF80FBF827523588B750502

SHA1: 744A66F478172E4B31973CB6DC78D899EC5247CF

SHA-256: 2750B85C1D03AB64BABFF5E16FF65FA431E7B4B474C15ADCE9359F9C1F152248

SHA-512: D9C00DDD9BC81A234E5775F08FE104163FCEB9BACC2BB0191E2DDD694B9A527FE0521ACE2ADA72DDAB304861B239B9D139E500221711CB6EC426D0F9FF8B3
CE9

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191250227179","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591327

Encrypted: false

SSDEEP: 3:KYovn:Wn

MD5: B23C1AA4C3DF295B96522B37D0E251D7

SHA1: 89DF1BB5005895CC953678AC321D4C64233A3C5F

SHA-256: 5E6510D6F9B52E78BE1A51958964211463800E000E3CE278DDEC2480E2A405DC

SHA-512: 4D160547DE3AE93B7DA9BE9FE6920A3A1ED3F612933FBF019BF99F1C9F3DCE89219982D8A33A2AEC8E7DB3883FA204CBA4EEA4804F2D4860A75F3EEF44C7B8
23

Malicious: false

Preview: {....}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 20236

Entropy (8bit): 5.563177148032317

Encrypted: false

SSDEEP: 384:GdEt8Ll6mXK1kXqKf/pUZNCgVLH2HfxcrUAHGT0LKgV4P:gLlfK1kXqKf/pUZNCgVLH2HfWrUEGeK/

MD5: C0627584F41D8303F4CA8977C0824071

SHA1: 63A2B6EC8FD119BB6E07BC2C4D1AD4F4855F124F

SHA-256: 65CBCB3AE182EF8A0BED572AE2D019F70FB03846C4887686ECD7A1156A089595

SHA-512: 12192D8FB9E4CDB9733CD9B1CCCC7C22D83C310376D00B7D748F21C0A8AE6275200557FA9ACC5B5C82B39C75682931C143FD84DEB33D2765CCBCB61332E3AB
58

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191250227179","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0eb7fe35-30bc-48b6-8257-0982ee1a4890.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1f2324ab-adab-45fc-a3ab-9367bc32878e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2277d4eb-77ab-4279-9966-ee1e49db086b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\262f10db-b419-4f57-98ae-ce9fa3a50196.tmp
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File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10599

Entropy (8bit): 4.78108539825183

Encrypted: false

SSDEEP: 96:n72qkw2ybowGuB4g16KIj6k0JCdRWLvaXk11Lkm1c7FQVWXrIYOFVfnuzVAkD1wD:n7Mht4B16W4dYok1pkmMbO7fuzDDq

MD5: F8A2209B034C6626A8455BECB8CB5D52

SHA1: 362110E23881460FFF316822F650F3D6D610C64B

SHA-256: CA8F7DCD989E489066770D750146F3672FC4E9C8726975BA4CF4882EA6D5A636

SHA-512: 4AB0515EE5B1C4C563755E3469974E42E1890FCF527E14D05FB9F846C5240B35B2CD63EBB097095F449A0E7023C98396E9B9705BF6EDB1009415AFE53942C7F2

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301191251754174","autocomplete":{"retention_policy_last_version":84},"autofill":{"orpha
n_rows_removed":true},"browser":{"default_browser_infobar_last_declined":"13152711937578041","has_seen_welcome_page":true,"window_placement":{"bottom"
:974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install
":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1722058"],"daily_original_length_application":"1283183","daily_original_
length_unknown":"39","daily_original_length_via_data_reduction_proxy":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10322

Entropy (8bit): 4.763563366478666

Encrypted: false

SSDEEP: 96:n7Pqkw2ybowGuH4g16KIu6k0JCKLvamkWMkFsQVWXrIYOFVfnuzVAkD1wD:n7PhtEB16z4KRkWkbO7fuzDDq

MD5: FC83F2A22CF16AE051918AE1B470A437

SHA1: DF3F06D8504FC890792208E9233DEFA3E1F37D70

SHA-256: 93655061EE3B3A579FCA006661E0BC9E185E8EF6E7245ED20E5E3B291E5E8F15

SHA-512: AC9FC75B5DF896E6AF2140B83974DB689AC33025E19B6048F6430D3D2D8FC1EA8BD2BEB87A2D38D5114460E69D140C09B28E7C7BBE44850E98ACF4665333885
8

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301191251754174","autocomplete":{"retention_policy_last_version":84},"autofill":{"orpha
n_rows_removed":true},"browser":{"default_browser_infobar_last_declined":"13152711937578041","has_seen_welcome_page":true,"window_placement":{"bottom"
:974,"left":10,"maximized":false,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_instal
l":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",
"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1722058"],"daily_original_length_application":"1283183","daily_original
_length_unknown":"39","daily_original_length_via_data_reduction_proxy":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\61c8e5c5-f16b-4c38-9921-56f055e52cd4.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
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File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Preview: .f.5................f.5...............

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit): 5.25676224241011

Encrypted: false

SSDEEP: 6:63qiVq2PP23iKKdK25+Xqx8chI+IFUtqV53igZmwYV53OIkwOP23iKKdK25+Xqx7:QvW5KkTXfchI3FUtW/c575KkTXfch1J

MD5: 78589BC1860C037B176ECFFDA9E46690

SHA1: CFBF2631B17AF7FE731A9B21A64599294763FFDB

SHA-256: 500985356137610C2505044EDF278AD39FC6B2D82E0B9ADF33982C880A818A4B

SHA-512: 582D2480926AA6F93218B5E7412DAD0C76226C4655318B61D123A4ECAD26A1475718EB1B7F7312A3920168152673CDE176CEFFCE23BE79570D2F167405765370

Malicious: false

Preview: 2022/07/01-16:21:06.779 b44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/07/01-16:21:06.842 b44 Recovering log #3.2022/07/01-16:21:06.846 b44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit): 5.25676224241011

Encrypted: false

SSDEEP: 6:63qiVq2PP23iKKdK25+Xqx8chI+IFUtqV53igZmwYV53OIkwOP23iKKdK25+Xqx7:QvW5KkTXfchI3FUtW/c575KkTXfch1J

MD5: 78589BC1860C037B176ECFFDA9E46690

SHA1: CFBF2631B17AF7FE731A9B21A64599294763FFDB

SHA-256: 500985356137610C2505044EDF278AD39FC6B2D82E0B9ADF33982C880A818A4B

SHA-512: 582D2480926AA6F93218B5E7412DAD0C76226C4655318B61D123A4ECAD26A1475718EB1B7F7312A3920168152673CDE176CEFFCE23BE79570D2F167405765370

Malicious: false

Preview: 2022/07/01-16:21:06.779 b44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/07/01-16:21:06.842 b44 Recovering log #3.2022/07/01-16:21:06.846 b44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 719

Entropy (8bit): 5.3020109047583

Encrypted: false

SSDEEP: 12:EEnbyXbB+EyaSIvAgQh7BVJ1aX37WFkYofn1C1vOthvGSYzgyJXnLZYmUcJ3UB:Z2CabvAzdja7Cyfn1HthsJXnLZjJ3UB

MD5: BF803280B22F35A9235C40B9C3E5C065

SHA1: 27DEE08576EC121E6AE71C7FF4742A91C17A8E85

SHA-256: E0AF43B333644218333DC3D00F3F85CF55A9B527996EC512A7167CF9D982698F

SHA-512: 2AE26AAF39192A016C27BBB5314A0C4CEB9918C64F4E45ADD6DDB19609432483CA77DAE30054C89EBFAED1A031657A9F6761D1C9F70BF3C62C1ACABA4BF38
170

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
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Malicious: false

Preview: ............"c....com..eyecandylashcompany..frontend..html..https..index..lantern..ms..paper..payment..sharepoint*........com......eyecandylashcompany......frontend......html......
https......index......lantern......ms......paper......payment......sharepoint..2.........a............c.........d..........e..............f........h...........i.........l..........m............n.............o...........p
............r...........s...........t.............x........y....:e.....................................................................................................B~...z...... .....*Ihttps://eyecandylashcompany.com/payment/fro
ntend_paper_lantern/index.html2.MS SharePoint:.............J............ (17?E....

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2654

Entropy (8bit): 4.87849174146056

Encrypted: false

SSDEEP: 48:Y2TnPqDHyve0XS6TsWlRLsiTRsXt6zsSqm5s1ZbdsVETMH4esbr:JTniDH+e0XS6VVgC1CVTGof

MD5: 2FDCD869286B9DFF24837CECE603844E

SHA1: 4268E6705863A8E64BA4924EC04808CF4436E57B

SHA-256: D60895F3B787BB3C958F8E072D8E6D0F59C3DA58071629E9CE5695C75120D829

SHA-512: E9B55DCA12AEA4F7D2EC58F814475EACCE46B27948A76FE30CED47067E94B4195AD785442740BDF949C4F1D79982023D93FEB616CD18A2D5703336B8FA02E50
3

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://update.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},
{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://adservice.google.com","supports_spdy":true},{"i
solation":[],"server":"https://consent.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://
encrypted-tbn0.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":
[46],"expiration":"13303783258366427","port":443,"protocol_str":"quic"},{"advertised_versions":[46],"expiration":"13303783258366430","po

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10322

Entropy (8bit): 4.763563366478666

Encrypted: false

SSDEEP: 96:n7Pqkw2ybowGuH4g16KIu6k0JCKLvamkWMkFsQVWXrIYOFVfnuzVAkD1wD:n7PhtEB16z4KRkWkbO7fuzDDq

MD5: FC83F2A22CF16AE051918AE1B470A437

SHA1: DF3F06D8504FC890792208E9233DEFA3E1F37D70

SHA-256: 93655061EE3B3A579FCA006661E0BC9E185E8EF6E7245ED20E5E3B291E5E8F15

SHA-512: AC9FC75B5DF896E6AF2140B83974DB689AC33025E19B6048F6430D3D2D8FC1EA8BD2BEB87A2D38D5114460E69D140C09B28E7C7BBE44850E98ACF4665333885
8

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301191251754174","autocomplete":{"retention_policy_last_version":84},"autofill":{"orpha
n_rows_removed":true},"browser":{"default_browser_infobar_last_declined":"13152711937578041","has_seen_welcome_page":true,"window_placement":{"bottom"
:974,"left":10,"maximized":false,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_instal
l":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",
"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1722058"],"daily_original_length_application":"1283183","daily_original
_length_unknown":"39","daily_original_length_via_data_reduction_proxy":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 20237

Entropy (8bit): 5.563051068167826

Encrypted: false

SSDEEP: 384:GdEt8Ll6mXK1kXqKf/pUZNCgVLH2HfxcrUAHGwXLKgV41:gLlfK1kXqKf/pUZNCgVLH2HfWrUEG4KF

MD5: A4176F93A8AA7928E0316650D02CD2F2

SHA1: 860C5EB84532DCEB04E9128D9A9926CB011C8B77

SHA-256: 2E0CD107256F310A732D3DD1167956615AEDE04705CC05636C5A0817ADCE0332

SHA-512: 545A89963B72C58525ADD1D692F40FD3AC9C994DD29D6D9C2426D5427DDBE5C0B93925F16357EBCEAA85D0B540C09CFB1988DAB8BEE38707C78F034C3A30CC
50

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191250227179","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ISO-8859 text, with no line terminators, with escape sequences

Category: dropped

Size (bytes): 24

Entropy (8bit): 2.1431558784658327

Encrypted: false

SSDEEP: 3:m+l:m

MD5: 54CB446F628B2EA4A5BCE5769910512E

SHA1: C27CA848427FE87F5CF4D0E0E3CD57151B0D820D

SHA-256: FBCFE23A2ECB82B7100C50811691DDE0A33AA3DA8D176BE9882A9DB485DC0F2D

SHA-512: 8F6ED2E91AED9BD415789B1DBE591E7EAB29F3F1B48FDFA5E864D7BF4AE554ACC5D82B4097A770DABC228523253623E4296C5023CF48252E1B94382C43123C
B0

Malicious: false

Preview: 0\r..m..................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 48

Entropy (8bit): 2.9972243200613975

Encrypted: false

SSDEEP: 3:GpcyyENJO6+:GyqNA6+

MD5: B1CD3D1FE01E7F07CCA04E081DAB1A89

SHA1: E308A508E19A0E92078B7F03B6FD5559AD3B4CEE

SHA-256: B25200AF608560AE40869E09E0BD3352411FF0DFF2A9BDD947101C30317C3726

SHA-512: CEFB170EBF17DCAA24C1385B1722E433AFDD70BEF85F326EADD8060DB6599A2A0AD6C3B66D29768848E2244F8FA730CAD45DEC66955159A488CF3055BF7A3C
E8

Malicious: false

Preview: (......voy retne.........................{..\A/.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 48

Entropy (8bit): 2.9972243200613975

Encrypted: false

SSDEEP: 3:GpcyyENJO6+:GyqNA6+

MD5: B1CD3D1FE01E7F07CCA04E081DAB1A89

SHA1: E308A508E19A0E92078B7F03B6FD5559AD3B4CEE

SHA-256: B25200AF608560AE40869E09E0BD3352411FF0DFF2A9BDD947101C30317C3726

SHA-512: CEFB170EBF17DCAA24C1385B1722E433AFDD70BEF85F326EADD8060DB6599A2A0AD6C3B66D29768848E2244F8FA730CAD45DEC66955159A488CF3055BF7A3C
E8

Malicious: false

Preview: (......voy retne.........................{..\A/.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\js\index

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\js\index-d

ir\temp-index

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\js\index-dir\the-

real-index (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\wasm\index
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File Type: ISO-8859 text, with no line terminators, with escape sequences

Category: dropped

Size (bytes): 24

Entropy (8bit): 2.1431558784658327

Encrypted: false

SSDEEP: 3:m+l:m

MD5: 54CB446F628B2EA4A5BCE5769910512E

SHA1: C27CA848427FE87F5CF4D0E0E3CD57151B0D820D

SHA-256: FBCFE23A2ECB82B7100C50811691DDE0A33AA3DA8D176BE9882A9DB485DC0F2D

SHA-512: 8F6ED2E91AED9BD415789B1DBE591E7EAB29F3F1B48FDFA5E864D7BF4AE554ACC5D82B4097A770DABC228523253623E4296C5023CF48252E1B94382C43123C
B0

Malicious: false

Preview: 0\r..m..................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 48

Entropy (8bit): 2.9972243200613975

Encrypted: false

SSDEEP: 3:i4yElubO55:iolubC

MD5: 4A482F6F5EC995118734DEAB8C09298F

SHA1: E4E7B824193A0CFEAA0B76EB201F3E51E839F6BF

SHA-256: 8B776E94EB731E9F0A419509EF8FECAB1F84CBFDD2CBCFE644EBB6467008BEE8

SHA-512: 86874F94E27A652BC020571BAF5E3294870157BEF19E5966A44F44C258ACC243DC53F519EF6CAAC1EC78825805AC27A19116785A77225C147F448851BDC89096

Malicious: false

Preview: (.......oy retne............................\A/.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 48

Entropy (8bit): 2.9972243200613975

Encrypted: false

SSDEEP: 3:i4yElubO55:iolubC

MD5: 4A482F6F5EC995118734DEAB8C09298F

SHA1: E4E7B824193A0CFEAA0B76EB201F3E51E839F6BF

SHA-256: 8B776E94EB731E9F0A419509EF8FECAB1F84CBFDD2CBCFE644EBB6467008BEE8

SHA-512: 86874F94E27A652BC020571BAF5E3294870157BEF19E5966A44F44C258ACC243DC53F519EF6CAAC1EC78825805AC27A19116785A77225C147F448851BDC89096

Malicious: false

Preview: (.......oy retne............................\A/.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: FoxPro FPT, blocks size 512, next free block index 3284796609, field type 0

Category: dropped

Size (bytes): 8192

Entropy (8bit): 0.01057775872642915

Encrypted: false

SSDEEP: 3:MsFl:/F

MD5: CF89D16BB9107C631DAABF0C0EE58EFB

SHA1: 3AE5D3A7CF1F94A56E42F9A58D90A0B9616AE74B

SHA-256: D6A5FE39CD672781B256E0E3102F7022635F1D4BB7CFCC90A80FFFE4D0F3877E

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\wasm\index-

dir\temp-index

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Code Cache\wasm\index-

dir\the-real-index (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_0
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SHA-512: 8CB5B059C8105EB91E74A7D5952437AAA1ADA89763C5843E7B0F1B93D9EBE15ED40F287C652229291FAC02D712CF7FF5ECECEF276BA0D7DDC35558A3EC3F77
B0

Malicious: false

Preview: ............$.................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit): 0.011852361981932763

Encrypted: false

SSDEEP: 3:MsHlDll:/H

MD5: 0962291D6D367570BEE5454721C17E11

SHA1: 59D10A893EF321A706A9255176761366115BEDCB

SHA-256: EC1702806F4CC7C42A82FC2B38E89835FDE7C64BB32060E0823C9077CA92EFB7

SHA-512: F555E961B69E09628EAF9C61F465871E6984CD4D31014F954BB747351DAD9CEA6D17C1DB4BCA2C1EB7F187CB5F3C0518748C339C8B43BBD1DBD94AEAA16F58
ED

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit): 0.012340643231932763

Encrypted: false

SSDEEP: 3:MsGl3ll:/y

MD5: 41876349CB12D6DB992F1309F22DF3F0

SHA1: 5CF26B3420FC0302CD0A71E8D029739B8765BE27

SHA-256: E09F42C398D688DCE168570291F1F92D079987DEDA3099A34ADB9E8C0522B30C

SHA-512: E9A4FC1F7CB6AE2901F8E02354A92C4AAA7A53C640DCF692DB42A27A5ACC2A3BFB25A0DE0EB08AB53983132016E7D43132EA4292E439BB636AAFD53FB6EF9
07E

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_2

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_3
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Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: FoxPro FPT, blocks size 512, next free block index 3284796353, field type 0

Category: dropped

Size (bytes): 262512

Entropy (8bit): 9.629307656487099E-4

Encrypted: false

SSDEEP: 3:LsFl0lzc6KX:LsFKY6KX

MD5: B203CA087DEE2D4FE27E1A71102291BE

SHA1: 8F6DDC97AB3476A2DD8B7019C092394864AFFA40

SHA-256: 93F1EFC3AF5CCC1A4DACDBD7F804FFFDDE26B97910CA5B09BE43841D22276F8C

SHA-512: 7D18D113329D5B26647BF8119089FD81B5FA66F8D82E057119F65BFE54111A6F061DB4B136447DFCB66EA46CBA9382F1D968EA7C8341EAA04EE34B58B1D57E8
C

Malicious: false

Preview: ........................................,..\A/................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................................................................................................................................................................................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Preview: MANIFEST-000001.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Preview: MANIFEST-000001.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\index

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb

\000001.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb

\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb

\MANIFEST-000001
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Entropy (8bit): 4.704993772857998

Encrypted: false

SSDEEP: 3:scoBAIxQRDKIVjn:scoBY7jn

MD5: 5AF87DFD673BA2115E2FCF5CFDB727AB

SHA1: D5B5BBF396DC291274584EF71F444F420B6056F1

SHA-256: F9D31B278E215EB0D0E9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

SHA-512: DE34583A7DBAFE4DD0DC0601E8F6906B9BC6A00C56C9323561204F77ABBC0DC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAE0C76AD6DD7C23
75B

Malicious: false

Preview: .|.."....leveldb.BytewiseComparator......

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 59

Entropy (8bit): 4.55825380381239

Encrypted: false

SSDEEP: 3:YLbkVKJqjn1KKtiVY:YHkVKJw1K3VY

MD5: 6390BCCDCC9EEB89790FD5E6D03D53A1

SHA1: E4D5D8ECB55EF5BC98349D65591BE5A9034F614A

SHA-256: 0178D3CD64965DE13E56A805628521262DC0B9BB2294D6EDA186252382FE1F11

SHA-512: 1E5CE25B4AB232FC1AA0A8F3A3914B4CDBB68AFC06E93B46D6C567CAC4FCCFF93023F62F5BF1016EF39C92E5129993AC4A871B36D3CA37E4E4709AC29570B8
A5

Malicious: false

Preview: {"net":{"network_qualities":{"CAASABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Preview: MANIFEST-000001.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notification

s\000001.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notification

s\CURRENT (copy)
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Preview: MANIFEST-000001.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41

Entropy (8bit): 4.704993772857998

Encrypted: false

SSDEEP: 3:scoBAIxQRDKIVjn:scoBY7jn

MD5: 5AF87DFD673BA2115E2FCF5CFDB727AB

SHA1: D5B5BBF396DC291274584EF71F444F420B6056F1

SHA-256: F9D31B278E215EB0D0E9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

SHA-512: DE34583A7DBAFE4DD0DC0601E8F6906B9BC6A00C56C9323561204F77ABBC0DC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAE0C76AD6DD7C23
75B

Malicious: false

Preview: .|.."....leveldb.BytewiseComparator......

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Preview: MANIFEST-000001.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Preview: MANIFEST-000001.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notification

s\MANIFEST-000001

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\00000

1.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\CURRENT

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\MANIFEST-

000001
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Entropy (8bit): 4.704993772857998

Encrypted: false

SSDEEP: 3:scoBAIxQRDKIVjn:scoBY7jn

MD5: 5AF87DFD673BA2115E2FCF5CFDB727AB

SHA1: D5B5BBF396DC291274584EF71F444F420B6056F1

SHA-256: F9D31B278E215EB0D0E9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

SHA-512: DE34583A7DBAFE4DD0DC0601E8F6906B9BC6A00C56C9323561204F77ABBC0DC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAE0C76AD6DD7C23
75B

Malicious: false

Preview: .|.."....leveldb.BytewiseComparator......

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 59

Entropy (8bit): 4.55825380381239

Encrypted: false

SSDEEP: 3:YLbkVKJqjn1KKtiVY:YHkVKJw1K3VY

MD5: 6390BCCDCC9EEB89790FD5E6D03D53A1

SHA1: E4D5D8ECB55EF5BC98349D65591BE5A9034F614A

SHA-256: 0178D3CD64965DE13E56A805628521262DC0B9BB2294D6EDA186252382FE1F11

SHA-512: 1E5CE25B4AB232FC1AA0A8F3A3914B4CDBB68AFC06E93B46D6C567CAC4FCCFF93023F62F5BF1016EF39C92E5129993AC4A871B36D3CA37E4E4709AC29570B8
A5

Malicious: false

Preview: {"net":{"network_qualities":{"CAASABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591327

Encrypted: false

SSDEEP: 3:KYovn:Wn

MD5: B23C1AA4C3DF295B96522B37D0E251D7

SHA1: 89DF1BB5005895CC953678AC321D4C64233A3C5F

SHA-256: 5E6510D6F9B52E78BE1A51958964211463800E000E3CE278DDEC2480E2A405DC

SHA-512: 4D160547DE3AE93B7DA9BE9FE6920A3A1ED3F612933FBF019BF99F1C9F3DCE89219982D8A33A2AEC8E7DB3883FA204CBA4EEA4804F2D4860A75F3EEF44C7B8
23

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\dbf751fd-7169-44d5-bc18-

7d3260ccc2c2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)
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Malicious: false

Preview: {....}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17937

Entropy (8bit): 5.574277208080866

Encrypted: false

SSDEEP: 384:GdEtVLl6mXK1kXqKf/pUZNCgVLH2HfxcrUexLKgV4/:RLlfK1kXqKf/pUZNCgVLH2HfWrUsKAE

MD5: 624AC093D435BB185B446F66991164B4

SHA1: D9E79030A65F3A98E2C1E83963B1538285B5A024

SHA-256: 7F8165B837481A27340DC8B17C61D044360174E8E95F1166AA03D1AE743EB38C

SHA-512: A24DB24D36EC8F61EA2C29B7D4D6ADFA6E613AAC17C0153A8F48C7A3A160A3C17822C97482DEF6A39AAD7F0EDE1A201FB96F104C357B14AFFDE8DD79C806B
1F8

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191250227179","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10322

Entropy (8bit): 4.763563366478666

Encrypted: false

SSDEEP: 96:n7Pqkw2ybowGuH4g16KIu6k0JCKLvamkWMkFsQVWXrIYOFVfnuzVAkD1wD:n7PhtEB16z4KRkWkbO7fuzDDq

MD5: FC83F2A22CF16AE051918AE1B470A437

SHA1: DF3F06D8504FC890792208E9233DEFA3E1F37D70

SHA-256: 93655061EE3B3A579FCA006661E0BC9E185E8EF6E7245ED20E5E3B291E5E8F15

SHA-512: AC9FC75B5DF896E6AF2140B83974DB689AC33025E19B6048F6430D3D2D8FC1EA8BD2BEB87A2D38D5114460E69D140C09B28E7C7BBE44850E98ACF4665333885
8

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301191251754174","autocomplete":{"retention_policy_last_version":84},"autofill":{"orpha
n_rows_removed":true},"browser":{"default_browser_infobar_last_declined":"13152711937578041","has_seen_welcome_page":true,"window_placement":{"bottom"
:974,"left":10,"maximized":false,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_instal
l":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",
"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1722058"],"daily_original_length_application":"1283183","daily_original
_length_unknown":"39","daily_original_length_via_data_reduction_proxy":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ae88f5b9-6052-479d-9cbb-f68142e85df6.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c30600a5-0365-44d0-9fe1-Faca26edf6a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d3ab0dfa-11f4-433d-9005-94d12dd095d7.tmp
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Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//dv:1qIFt

MD5: 589C49F8A8E18EC6998A7A30B4958EBC

SHA1: CD4E0E2A5CB1FD5099FF88DAF4F48BDBA566332E

SHA-256: 26D067DBB5E448B16F93A1BB22A2541BEB7134B1B3E39903346D10B96022B6B8

SHA-512: E73566A037838D1F7DB7E9B728EBA07DB08E079DE471BACA7C8F863C7AF7BEB36221E9FF77E0A898CE86D4EF4C36F83FB3AF9C35E342061B7A5442CA3B9024
D2

Malicious: false

Preview: MANIFEST-000008.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//dv:1qIFt

MD5: 589C49F8A8E18EC6998A7A30B4958EBC

SHA1: CD4E0E2A5CB1FD5099FF88DAF4F48BDBA566332E

SHA-256: 26D067DBB5E448B16F93A1BB22A2541BEB7134B1B3E39903346D10B96022B6B8

SHA-512: E73566A037838D1F7DB7E9B728EBA07DB08E079DE471BACA7C8F863C7AF7BEB36221E9FF77E0A898CE86D4EF4C36F83FB3AF9C35E342061B7A5442CA3B9024
D2

Malicious: false

Preview: MANIFEST-000008.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10230

Entropy (8bit): 4.757388469331792

Encrypted: false

SSDEEP: 96:n72qkw2ybowGuB4g16KIu6k0JCKLvamkWMkWsQVWXrIYOFVfnuzVAkD1wD:n7Mht4B16z4KRkWfbO7fuzDDq

MD5: 327A8BB85924E77DC5E908CE94011D8B

SHA1: 8BCE24FF79DF1771D3353FC2A78EC0B0BFA4FA53

SHA-256: 26133D0A1D10040079A7FE9E0537AD056713891DCC3995467082AA4257753A7D

SHA-512: 34F96B23CFF5E7DE4FF130EE974C71345B0215C34A3A8EE96F123C622303D54E3AF1C2458390DA5D2A7EBC1E061CF141C3D5FC814024E5F44AB84B05BB52B1B
7

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301191251754174","autocomplete":{"retention_policy_last_version":84},"autofill":{"orpha
n_rows_removed":true},"browser":{"default_browser_infobar_last_declined":"13152711937578041","has_seen_welcome_page":true,"window_placement":{"bottom"
:974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install
":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1722058"],"daily_original_length_application":"1283183","daily_original_
length_unknown":"39","daily_original_length_via_data_reduction_proxy":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 2654

Entropy (8bit): 4.87849174146056

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000008.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e0720955-3d9c-4af0-bd4a-8510afe9a7c7.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ef55F91-ca42-48c2-8615-538469a3af8b.tmp
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SSDEEP: 48:Y2TnPqDHyve0XS6TsWlRLsiTRsXt6zsSqm5s1ZbdsVETMH4esbr:JTniDH+e0XS6VVgC1CVTGof

MD5: 2FDCD869286B9DFF24837CECE603844E

SHA1: 4268E6705863A8E64BA4924EC04808CF4436E57B

SHA-256: D60895F3B787BB3C958F8E072D8E6D0F59C3DA58071629E9CE5695C75120D829

SHA-512: E9B55DCA12AEA4F7D2EC58F814475EACCE46B27948A76FE30CED47067E94B4195AD785442740BDF949C4F1D79982023D93FEB616CD18A2D5703336B8FA02E50
3

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://update.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},
{"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://adservice.google.com","supports_spdy":true},{"i
solation":[],"server":"https://consent.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://
encrypted-tbn0.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":
[46],"expiration":"13303783258366427","port":443,"protocol_str":"quic"},{"advertised_versions":[46],"expiration":"13303783258366430","po

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 118

Entropy (8bit): 3.2557803976505726

Encrypted: false

SSDEEP: 3:tbloIlrJFlXnpQiQQxl7aXVdJiG6R0RlAl:tbdlrYiQQxZaHIGi0R6l

MD5: F3A533C5B5A5B08143910532AAB474A0

SHA1: 27F8594691AD640BA44CAE183C35F4E5E074E3D1

SHA-256: EF33AF2F3D71923667690FB2CC9B516B2931583B215183F7C4C58BD18B3E641A

SHA-512: 0A92C5F43DE16D925FF340B26F4428670FE91B26D8838968AA7BE21C3053FDB2B10DD53738583D3EB590FC0F349256BD6795C3D0A34FAC3B91842DD41ADA332B

Malicious: false

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:HooQn:IN

MD5: C44DC7845910F305960A6CA128E7301C

SHA1: 39F6E40D969604D044735460E8948AC9FC662664

SHA-256: 50873689A9A45027C6869F43A195CDBFFC2175F378D7B74D37C1597D1E812920

SHA-512: 94CCC2BBB5505E009EEA390D59D77F76885A05CD7BF7B3FCB5E6C488E09133617DA24A3D77DBE26914CB8D97F828B39EBD879D89DD3FCEFAB44301BB0EAE6
EE4

Malicious: false

Preview: 84.0.4147.135

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 131829

Entropy (8bit): 6.029466281797251

Encrypted: false

SSDEEP: 3072:N6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5k:N6N/0fwPJC0x8j2rhyYCUND

MD5: F4BDC0BFFA2FA11E429BC9263500CB2C

SHA1: 9BF8E967E77B06C456870B76E87B2A20AC6F53BB

SHA-256: B780391004D1949D7FBC517FEAA2D1356020117FD388D8156A51E7AA85E849B8

SHA-512: D265C6C48DB3C07B58D2C7826A9D77677D6592C1C9B01753CF572D5ABD2B0717ABEC44F53B8ECA062B9B80E8DB4774EF37D18B796EEE93C18872C5219E7D1F
41

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"policy":{"last_statistics_update":"133011
91249734035"},"profile":{"info_cache":{"Default":{"active_time":1656717651.748428,"avatar_icon":"chrome://theme/IDR_PROFILE_AVATAR_26","background_app
s":false,"

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 70564

Entropy (8bit): 3.7845097478806853

Encrypted: false

SSDEEP: 384:htwmsmTaLdJAtJ4InQUt5h99gjSKGmehe0FLxNviBshxJvdC3r41SmLevewfw:shr5mj9uKJT/n

MD5: 5013827CDE1176E32B90411921705E08

SHA1: 11F518E8EADA673DFA7344C725DE46D980F722EB

SHA-256: 4547023E4480F19F52D932724ECB61FA30DE66DAAF1C62718FFC1FA82357052E

SHA-512: 514B0F7C1B36019A975E0D1B03839A55F491F916BB70410CEB387C580D96261C02E9983D17BEFE2A8294C41BF906A4A62A1E0B7DC1D4BE1FD5D97E451A7B669
1

Malicious: false

Preview: ........u.......)...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......QB.K)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.
e.1.4.\.......m.l.s.h.e.x.t...d.l.l.......M.i.c.r.o.s.o.f.t. .O.u.t.l.o.o.k...!...M.i.c.r.o.s.o.f.t. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .L.i.b.r.a.r.y.......1.4...0...4.7.6.0...1.0.0.0.....)...C.:.\.P.R.
O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.G.o.o.g.l.e.\.
C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.8.4...0...4.1.4.7...1.3.5.\.c.h.r.o.m.e...d.l.l.....!...;_?...c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.g.o.o.g.l.e.\.c.h.r.o.m.e.\.a.p.p.l.i.c.a.t.i.o.n.\.8.
4...0...4.1.4.7...1.3.5.\.......c.h.r.o.m.e...d.l.l.....G.o.o.g.l.e. .C.h.r.o.m.e.......G.o.o.g.l.e. .C.h.r.o.m.e.......8.4...0...4.1.4.7...1.3.5.......I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).
\.G.o.o.g.l.e.\.C.h.

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 131830

Entropy (8bit): 6.029470735904403

Encrypted: false

SSDEEP: 3072:H6hz5W20fwPJEpzCaULx8j2hNuSaWyY9wUgew5L:H6N/0fwPJC0x8j2rhyYCUN8

MD5: 239F91C86899F189FDD2CDD04C859F12

SHA1: 4DAC6E32197F5D7E5FC2E24EB07616341E0211EF

SHA-256: AECA9E62328F708C07D66B84D505F2CE70CFA23551755437ED4B9C5787251B27

SHA-512: 527F6EEB7C4D4B945892EB127BFDB9309E993E99F92B0566BA7A81E559A20BEAEDB7B5315BA8D7F15CA3943855F962E6BF213873F212D49DDF4085C6BF36BC
DA

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\ShaderCache\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\ab0bf9f2-309c-4bce-bd9c-e4ac34748242.tmp
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.65
6717655152594e+12,"network":1.656685314e+12,"ticks":457817612.0,"uncertainty":7814564.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0
RGMegDAT8KX6wEAAADCJQEpL4peQLs/tCx05ts1AAAAAAIAAAAAABBmAAAAAQAAIAAAAHMdBSm688AB9E4ujGBlc8b12w9pH8Ho0MG5KX0s9TvsAAAAAA6AA
AAAAgAAIAAAAKp70FMSZVCDUsFN1iNo5k0cdS+uI3XobvqN11pz11FbMAAAAHEgEYBv3dbmfqLRp8KY9FTYBCEdPLIJnBuQSIy6PW6ieb+TQlX0tlf+joBO0
6Pyo0AAAADT82DjaNvFLY7T0RywXTGepumesXXBFeM5MLg7ZlErGegSazITBqJVemjLdeT3R2c6H7dl+tlEXxt1m8SJWLUl"},"policy":{"last_statistics_update":"133011
91249734035"},"profile":{"info_cache":{"Default":{"active_time":1656717651.748428,"avatar_icon":"chrome://theme/IDR_PROFILE_AVATAR_26","background_app
s":false,"

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 70564

Entropy (8bit): 3.7845097478806853

Encrypted: false

SSDEEP: 384:htwmsmTaLdJAtJ4InQUt5h99gjSKGmehe0FLxNviBshxJvdC3r41SmLevewfw:shr5mj9uKJT/n

MD5: 5013827CDE1176E32B90411921705E08

SHA1: 11F518E8EADA673DFA7344C725DE46D980F722EB

SHA-256: 4547023E4480F19F52D932724ECB61FA30DE66DAAF1C62718FFC1FA82357052E

SHA-512: 514B0F7C1B36019A975E0D1B03839A55F491F916BB70410CEB387C580D96261C02E9983D17BEFE2A8294C41BF906A4A62A1E0B7DC1D4BE1FD5D97E451A7B669
1

Malicious: false

Preview: ........u.......)...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......QB.K)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.
e.1.4.\.......m.l.s.h.e.x.t...d.l.l.......M.i.c.r.o.s.o.f.t. .O.u.t.l.o.o.k...!...M.i.c.r.o.s.o.f.t. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .L.i.b.r.a.r.y.......1.4...0...4.7.6.0...1.0.0.0.....)...C.:.\.P.R.
O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.4.\.M.L.S.H.E.X.T...D.L.L.......M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.G.o.o.g.l.e.\.
C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.8.4...0...4.1.4.7...1.3.5.\.c.h.r.o.m.e...d.l.l.....!...;_?...c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.g.o.o.g.l.e.\.c.h.r.o.m.e.\.a.p.p.l.i.c.a.t.i.o.n.\.8.
4...0...4.1.4.7...1.3.5.\.......c.h.r.o.m.e...d.l.l.....G.o.o.g.l.e. .C.h.r.o.m.e.......G.o.o.g.l.e. .C.h.r.o.m.e.......8.4...0...4.1.4.7...1.3.5.......I...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).
\.G.o.o.g.l.e.\.C.h.

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: HTML document, UTF-8 Unicode text, with CRLF line terminators

Category: downloaded

Size (bytes): 21845

Entropy (8bit): 4.959781554055647

Encrypted: false

SSDEEP: 384:ytzDc2rA6aD44Rw89cmW221/sxZMZKs0nOBY:ozAXL444BY

MD5: 9C7A316E607FC1C11A3EF10056BD3AFD

SHA1: 473BA685597DE37A40649C7F1DE933A107D09119

SHA-256: DDFE1F54DF786A3B0AC73789E9761691BA6B00539DC8AF70A37CCDACD17BF070

SHA-512: BE97B489AE94036B6520D75971EA1A76A11D145880F91FBA6B312F97F44F07171FCBC29B215D211CB58FDF84E25302456B0D04528616340F073C6603FA5FC26B

Malicious: true

Yara Hits: Rule: JoeSecurity_HtmlPhish_10, Description: Yara detected HtmlPhish_10, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 
Files\Content.IE5\ZAE7RW1P\index[1].htm, Author: Joe Security
Rule: JoeSecurity_HtmlPhish_7, Description: Yara detected HtmlPhish_7, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 
Files\Content.IE5\ZAE7RW1P\index[1].htm, Author: Joe Security

IE Cache URL: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html

Preview: ..<!doctype html>..<html lang="en">..<head>..  <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>..  <script src="https://code.jquer
y.com/jquery-3.1.1.min.js">..    <script src="https://code.jquery.com/jquery-3.3.1.js" integrity="sha256-2Kok7MbOyxpgUVvAk/HJ2jigOSYS2auK4Pfzbm7uH60=" crossorig
in="anonymous"></script>..       Required meta tags -->..    <meta charset="utf-8">..    <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit
=no">....       Bootstrap CSS -->..    <link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css" integrity="sha384-Gn5
384xqQ1aoWXA+058RXPxPg6fy4IWvTNh0E263XmFcJlSAwiGgFAW/dAiS6JXm" crossorigin="anonymous">..    <link href="https://fonts.googleapis.com/css?fa
mily=Archivo+Narrow&display=swap" rel="stylesheet">..    <script src="https://kit.fontawesome.com/585b051251.js" crossorigin="anonymous"></script>..    <title>MS 
SharePoint</title>....    <link re

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 1140 x 1281, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 912404

Entropy (8bit): 7.9907157898990695

Encrypted: true

SSDEEP: 24576:lrQU57GpJk69mCNDPCBpY+bikHII5Bqn13dhWy:ay7jClPsDJ55B67Wy

MD5: 8A82D12ADAF2E28F54C0C378CF009DA6

SHA1: 874AECC19A5756B367590CF31DD0B67D75F3AB21

C:\Users\user\AppData\Local\Google\Chrome\User Data\b4fa85b6-444c-425f-a911-93b415a035a5.tmp

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\index[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\8B3464B5.png
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SHA-256: C626C48A60730CD0AEA01A1EBA366C8F6AA169E201A284244E18508D05BB4CEB

SHA-512: 97246B35130A6CC5E7A58E3A403B5FE162369FFF50E5F8B488F893B5D20BE27A941C679305EC7BD9AF4A63F06158C0A4F32377F835F44B2762366D51C4E8CAF1

Malicious: false

Preview: .PNG........IHDR...t...........p.. .IDATx...s.F..}.........q{+...U..ZHQ.DJ.(J.$.;...Rvw.{&.........=...2..IPR.J....(..L..$s98.....D".H$..D".H$.)V._...D".H$..D".H$...v"...D".H$..D".
H$R.D....D".H$..D".H....:$..D".H$..D".H1..tH$..D".H$..D".b&2.H$..D".H$..D".Ld.!.H$..D".H$..D...C".H$..D".H$...3.A.D".H$..D".H$.)f"...D".H$..D".H$R.D....D".H$..D".H....:$.
.D".H$..D".H1..tH$..D".H$..D".b&2.H$..D".H$..D".Ld.!.H$..D".H$..D...C".H$..D".H$...3.A.D".H$..D".H$.)f"...D".H$..D".H$R.D....D".H$..D".H....:$..D".H$..D".H1..tH$..D".H$..
D".b&2.H$..D".H$..D".Ld.!.H$..D".H$..D...C".H$..D".H$...3.A.D".H$..D".H$.)f"...D".H$..D".H$R.D....D".H$..D".H....:$..D".H$..D".H1..tH$..D".H$..D".b&2.H$..D".H$..D".Ld.!.H
$..D".H$..D...C".H$..D".H$...3.A.D".H$..D".H$.)f"...D".H$..D".H$R.D....D".H$..D".H....:$..D".H$..D".H1..tH$..D".H$..D".b&2.H$..D".H$..D".Ld.!.H$..D".H$..D...C".H$..D".H$.
..3.A.D".H$..D".H$.)f"...D".H$..D".H$R.D....D".H$..D".H....:.....o....?...................../....._.........{|..:f}....}..

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Composite Document File V2 Document, Cannot read section info

Category: dropped

Size (bytes): 1536

Entropy (8bit): 1.1464700112623651

Encrypted: false

SSDEEP: 3:YmsalTlLPltl2N81HRQjlORGt7RQ//W1XR9//3R9//3R9//:rl912N0xs+CFQXCB9Xh9Xh9X

MD5: 72F5C05B7EA8DD6059BF59F50B22DF33

SHA1: D5AF52E129E15E3A34772806F6C5FBF132E7408E

SHA-256: 1DC0C8D7304C177AD0E74D3D2F1002EB773F4B180685A7DF6BBE75CCC24B0164

SHA-512: 6FF1E2E6B99BD0A4ED7CA8A9E943551BCD73A0BEFCACE6F1B1106E88595C0846C9BB76CA99A33266FFEC2440CF6A440090F803ABBF28B208A6C7BC6310BEB
39E

Malicious: false

Preview: ......................>.......................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
............................................................................................................................................................................................

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

C:\Users\user\AppData\Local\Temp\24CF.tmp

C:\Users\user\AppData\Local\Temp\55b2e026-228a-40a5-8bfd-0bdbd2ce629e.tmp

C:\Users\user\AppData\Local\Temp\5b406153-e928-4185-97db-235773365636.tmp
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Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\5b406153-e928-4185-97db-235773365636.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ca\messages.json
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Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\el\messages.json
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Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\es\messages.json
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SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\fi\messages.json
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Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\hr\messages.json
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File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\id\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\it\messages.json
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MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\lt\messages.json
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Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF03OyZnLAOfTYGYID:1HENQKkWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHA1: 1F67FF6EF6E90C0CE3AAF56ED543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EA7F5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBA08A93821EEF7
0

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome interneta veikala maks.jumu sist.ma"..   },..   "app_name": {..      "message": "Chrome interneta veikala maks.jumu s
ist.ma"..   },..   "craw_app_unavailable": {..      "message": "Lietotne pagaid.m nav pieejama."..   },..   "craw_connect_to_network": {..      "message": "L.dzu, izveidojiet 
savienojumu ar t.klu."..   },..   "iap_unavailable": {..      "message": "Maks.jumi lietotn.s pa.laik nav pieejami."..   },..   "jwt_retrieve_failed": {..      "message": "The transacti
on could not be completed."..   },..   "please_sign_in": {..      "message": "L.dzu, pierakstieties p.rl.k. Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhiOGGhiO+WYpU34OHSN+dgFjdGFZO8ZpU34JgdN03OyZnLAOfTYiD:1HEDiHIitWYpCYJ8ZpD1OGAOfRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHA1: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4E0

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCB
5

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "app_name": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "craw_app
_unavailable": {..      "message": "Appen er utilgjengelig for .yeblikket."..   },..   "craw_connect_to_network": {..      "message": "Du m. koble til et nettverk."..   },..   "iap
_unavailable": {..      "message": "Betaling i app er ikke tilgjengelig for .yeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be complet
ed."..   },..   "please_sign_in": {..      "message": "Du m. logge p. Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 615

Entropy (8bit): 4.4715318546237315

Encrypted: false

SSDEEP: 12:1HEJJQGkbGGJQGkb+WYpU34OQKJT+dgiXUmvFZO8ZpU34g7JT03OyZnLAOfTYMD:1HErxkaqxk6WYptndXI8ZpTOGAOfbD

MD5: 7A8F9D0249C680F64DEC7650A432BD57

SHA1: 53477198AEE389F6580921B4876719B400A23CA1

SHA-256: 92BE7C2DC9CFBE5A65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

SHA-512: 969AB979546A741C0F3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60EC0CD73848101B390BE8F44B89C310058AF4C1CA3C8A
A7

Malicious: false

Preview: {..   "app_description": {..      "message": "Betalingen via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalingen via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "App momenteel niet beschikbaar."..   },..   "craw_connect_to_network": {..      "message": "Maak verbinding met een netwerk."..   
},..   "iap_unavailable": {..      "message": "In-app-betalingen is momenteel niet beschikbaar."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Log in bij Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\lv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\nl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\pl\messages.json
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Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.646901997539488

Encrypted: false

SSDEEP: 12:1HEJbiVbGGbiVb+WYpU34OBHlBi9+dgQUg6O8ZpU34bdbfiIu03OyZnLAOfTYR5k:1HE5iVauiV6WYpIAYr8ZpxFiaOGAOfIC

MD5: 0E6194126AFCCD1E3098D276A7400175

SHA1: E8127B905A640B1C46362FA6E1127BE172F4A40F

SHA-256: E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

SHA-512: A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2E0E5AC687B7
77

Malicious: false

Preview: {..   "app_description": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   "app_name": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   
"craw_app_unavailable": {..      "message": "Aplikacja jest obecnie niedost.pna."..   },..   "craw_connect_to_network": {..      "message": "Po..cz si. z sieci.."..   },..   
"iap_unavailable": {..      "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Zaloguj si. w Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.515158874306633

Encrypted: false

SSDEEP: 12:1HEJsc/bGGsc/b+WYpU34OLw+dgn/KzO8ZpU34FjIBMwGRO03OyZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKlOGAOf2tD

MD5: 86A2B91FA18B867209024C522ED665D5

SHA1: 63DEC245637818C76655E01FCB6D59784BC7184E

SHA-256: 6374880FDD1F8AF1EE8AEA6A06B73BE0AB265AFCEB4FE6F08BDE3B3989264B21

SHA-512: DA6DBDE5028756421C2904F605632EE98831A25A1247E6238A931629B94CE8A00FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CE53F8C38DF8C7B5AFCE4

Malicious: false

Preview: {..   "app_description": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Aplicativo indispon.vel no momento."..   },..   "craw_connect_to_network": {..      "message": "Conecte-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction 
could not be completed."..   },..   "please_sign_in": {..      "message": "Fa.a login no Google Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 622

Entropy (8bit): 4.526171498622949

Encrypted: false

SSDEEP: 12:1HEJsZUkbGGsZUkb+WYpU34OAE+dgqxKzO8ZpU34rEpBfvPO03OyZnLAOfTYLD:1HEmUka5Uk6WYpFvdxZ8ZpSTnPlOGAOS

MD5: 750A4800EDB93FBE56495963F9FB3B94

SHA1: 8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61

SHA-256: C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E83

SHA-512: 2AEDEF5793406221BE76AF22031CE8C30AB5FAEAED09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCA8C77FFD808A2058602D3646FD8DAE2844406F
24

Malicious: false

Preview: {..   "app_description": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplica..o atualmente indispon.vel."..   },..   "craw_connect_to_network": {..      "message": "Ligue-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "Os Pagamentos na app est.o atualmente indispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Inicie sess.o no Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.61125938671415

Encrypted: false

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\pt_BR\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\pt_PT\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ro\messages.json
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SSDEEP: 12:1HEJqJrJZGGqJrJZ+WYpU344HIx2Z+dgrVPlZO8ZpU34qT7hI3O03OyZnLAOfTYU:1HEC4D8WYpKow8WV68ZpKhoOGAOfoVGD

MD5: 98D43E4B1054A65DF3FA3CC40AB6FB6D

SHA1: 46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2

SHA-256: 113A13900CBA62FE8AED06751971C23A80A99B47F9BE219CF884D57DB19611D9

SHA-512: A76DC53912A4F46714926B9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD1466

Malicious: false

Preview: {..   "app_description": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "app_name": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "cr
aw_app_unavailable": {..      "message": ".n prezent, aplica.ia nu este disponibil.."..   },..   "craw_connect_to_network": {..      "message": "Conecteaz.-te la o re.ea."..   },..   
"iap_unavailable": {..      "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be c
ompleted."..   },..   "please_sign_in": {..      "message": "Conecteaz.-te la Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 744

Entropy (8bit): 4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ7OJHZMSl3ZGG7OJHZMSl3Z+WYpU34zWJ2F+dgVtLSv/TO8ZpU347NWjT03On:1HElOJHZMq4uOJHZMq8WYpdWJ/YGHq8m

MD5: DB2EDF1465946C06BD95C71A1E13AE64

SHA1: FB4F3ECE9ECECEBBC6CA2A592A15FB9C1FDFB811

SHA-256: FBAF22CE6E16DE174CED8CB5EA3098CCA1C3426A2111FF33BD3E64DA64ED67AB

SHA-512: 4E0CF00BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CE6828D25C5ABBF143C990116F6
32

Malicious: false

Preview: {..   "app_description": {..      "message": "......... ....... ........-........ Chrome"..   },..   "app_name": {..      "message": "......... ....... ........-........ Chrome"..   },..   "craw_app_u
navailable": {..      "message": ".......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............ . ....."..   },..   "iap_unavailable": {..      "message": "....... ..... 
.......... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "....... . Chrome."..   }..
}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.640777810668463

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34ORO+dgmmCO8ZpU34yH7u2Z03OyZnLAOfTYCUAi0D:1HEl4G8WYpetPmD8ZpcH7aOGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD68ED8DCB0A

SHA1: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7FA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAF4DED9D63B

SHA-512: C0E623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EB0AFFBE087AAB62F1C88CD2A40CC44E599
D

Malicious: false

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplik.cia moment.lne nie je dostupn.."..   },..   "craw_connect_to_network": {..      "message": "Pripojte sa k sieti."..   },..   
"iap_unavailable": {..      "message": "Platby v aplik.cii moment.lne nie s. k dispoz.cii."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Prihl.ste sa do prehliada.a Chrome."..   }..}..

Process: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit): 4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGcyvmbZ+WYpU34OBOEtf+dgca1ZO8ZpU34GcQArERff03OyZnLh:1HE4cyY4TcyY8WYpNoWa1w8ZpQcQ6AfK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHA1: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EE0DF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CA6A8ACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297B0DEC0
9D

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\ru\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\sk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1212_480453973\CRX_INSTALL\_locales\sl\messages.json
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Malicious: false

Preview: {..   "app_description": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "craw_app
_unavailable": {..      "message": "Aplikacija trenutno ni na voljo."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se z omre.jem."..   },..   "iap_unavailabl
e": {..      "message": "Pla.ila v aplikacijah trenutno niso na voljo."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "
please_sign_in": {..      "message": "Prijavite se v Chrome."..   }..}..

File type: Microsoft Excel 2007+

Entropy (8bit): 7.991276862113107

TrID: Excel Microsoft Office Open XML Format document (40004/1) 83.33%
ZIP compressed archive (8000/1) 16.67%

File name: Invoice#0036473 .xlsx

File size: 935361

MD5: c93e6dcf32928e1da7346b6ca3a1dc85

SHA1: b90d66412b4d6669a175fd30e32bbe44428bd245

SHA256: 3ffe69c9e2e2f8a350f7d2ff6e64acf8cffbf390489807b81cf8e4eec87d4047

SHA512: 285b0a357b59b8c0cfc0bcbd91706e12e90e3d4f56b516b05ba745ec3b036b217c9029a250269c947c40108d3d9431ab5b26a54da7df88b56ffbf2ac8d9fc533

SSDEEP: 24576:4rQU57GpJk69mCNDPCBpY+bikHII5Bqn13dhW7:/y7jClPsDJ55B67W7

TLSH: C21533D9983763EDE23F9CB1126BA700742474871970C4D14ECAAA9C1FE94EF794BB12

File Content 
Preview:

PK..........!..'`p............[Content_Types].xml ...
(.........................................................................................................................................................................................................

Icon Hash: e4e2aa8aa4b4bcb4

Total Packets: 85

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jul 1, 2022 16:21:53.601921082 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:53.601994038 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:53.602088928 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:53.602401018 CEST 49174 443 192.168.2.22 69.49.244.155

Static File Info

General

File Icon

Network Behavior

Network Port Distribution

TCP Packets
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Jul 1, 2022 16:21:53.602435112 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:53.602519035 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:53.602826118 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:53.602875948 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:53.602957964 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:53.604377031 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:53.604407072 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:53.604768038 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:53.604784012 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:53.605031967 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:53.605074883 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:53.664802074 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:53.665350914 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:53.665385008 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:53.665988922 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:53.666049957 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:53.668617010 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:53.668982029 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:53.680207968 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:53.680732965 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:53.680759907 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:53.683748007 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:53.684037924 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:53.907866001 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:53.908613920 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:53.908639908 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:53.909910917 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:53.911487103 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:54.155391932 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:54.155606031 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:54.155855894 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:54.159195900 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:54.159385920 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:54.159451962 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:54.161751986 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:54.161912918 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.161963940 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:54.185019970 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:54.185122013 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:54.185132980 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:54.185204029 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:54.200516939 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:54.204499960 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.225362062 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:54.225508928 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:54.225519896 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:54.225647926 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:54.298002958 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.298171997 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:54.298197985 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.432795048 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.432816029 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.432861090 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.432889938 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.432893038 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.432934999 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:54.432964087 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:54.432976007 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:54.432980061 CEST 443 49174 69.49.244.155 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP
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Jul 1, 2022 16:21:54.433013916 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.491307020 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.500560045 CEST 49175 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:21:58.500653982 CEST 443 49175 142.250.185.78 192.168.2.22

Jul 1, 2022 16:21:58.502856016 CEST 49173 443 192.168.2.22 142.251.36.205

Jul 1, 2022 16:21:58.502897978 CEST 443 49173 142.251.36.205 192.168.2.22

Jul 1, 2022 16:21:58.528806925 CEST 49174 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.528837919 CEST 443 49174 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.580660105 CEST 49178 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.580707073 CEST 443 49178 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.580806017 CEST 49178 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.581329107 CEST 49179 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.581357002 CEST 443 49179 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.581444025 CEST 49179 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.587090015 CEST 49178 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.587119102 CEST 443 49178 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.587367058 CEST 49179 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.587383986 CEST 443 49179 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.862154961 CEST 443 49178 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.862766981 CEST 443 49179 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.867579937 CEST 49178 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.867607117 CEST 443 49178 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.867856979 CEST 49179 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.867882013 CEST 443 49179 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.868272066 CEST 443 49178 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.868350029 CEST 443 49179 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.869177103 CEST 49178 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.869352102 CEST 443 49178 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.869447947 CEST 49178 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.870847940 CEST 49179 443 192.168.2.22 69.49.244.155

Jul 1, 2022 16:21:58.870985985 CEST 443 49179 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.912508965 CEST 443 49178 69.49.244.155 192.168.2.22

Jul 1, 2022 16:21:58.930994034 CEST 49184 443 192.168.2.22 104.18.10.207

Jul 1, 2022 16:21:58.931030035 CEST 443 49184 104.18.10.207 192.168.2.22

Jul 1, 2022 16:21:58.932183027 CEST 49184 443 192.168.2.22 104.18.10.207

Jul 1, 2022 16:21:58.934464931 CEST 49184 443 192.168.2.22 104.18.10.207

Jul 1, 2022 16:21:58.934488058 CEST 443 49184 104.18.10.207 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jul 1, 2022 16:21:50.617330074 CEST 138 138 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:52.529335022 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:52.888406038 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:52.956621885 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:53.277487993 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:53.574980021 CEST 54408 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:53.577281952 CEST 50108 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:53.577595949 CEST 54723 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:53.593833923 CEST 53 54408 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:53.594136000 CEST 53 50108 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:53.595582008 CEST 53 54723 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:53.627573013 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:53.706542015 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:54.027765036 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:54.390569925 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:54.457314014 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:58.822437048 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:58.847316027 CEST 137 137 192.168.2.22 192.168.2.255

UDP Packets
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Jul 1, 2022 16:21:58.851979017 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:58.881850958 CEST 60622 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:58.882405996 CEST 53160 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:58.903615952 CEST 53 53160 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:58.932708979 CEST 64948 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:59.179634094 CEST 52585 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:59.181971073 CEST 52129 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:59.182203054 CEST 57078 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:59.201898098 CEST 53 52585 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:59.202836990 CEST 53 52129 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:59.228257895 CEST 52276 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:59.250169992 CEST 53 52276 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:59.560090065 CEST 53057 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:21:59.572175980 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:59.581110001 CEST 53 53057 8.8.8.8 192.168.2.22

Jul 1, 2022 16:21:59.597203970 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:21:59.601147890 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:00.086136103 CEST 63728 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:22:00.125507116 CEST 53 63728 8.8.8.8 192.168.2.22

Jul 1, 2022 16:22:00.322520971 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:00.347501993 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:00.351466894 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:01.428495884 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:01.893244028 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:01.970925093 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:02.188075066 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:02.656238079 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:02.734232903 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:02.944791079 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:03.412769079 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:03.490765095 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:04.818778038 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:04.820590973 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:04.822736025 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:05.021972895 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.047342062 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.047935009 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.073364019 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.073412895 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.073452950 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.073493958 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.073594093 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.087445974 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.088587999 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.143127918 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.143511057 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.176027060 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.180511951 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.184951067 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.186472893 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.186522007 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.186552048 CEST 443 59254 142.250.185.78 192.168.2.22

Jul 1, 2022 16:22:05.187287092 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.221755981 CEST 59254 443 192.168.2.22 142.250.185.78

Jul 1, 2022 16:22:05.566998005 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:05.568489075 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:05.568500042 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:06.321914911 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:06.321970940 CEST 137 137 192.168.2.22 192.168.2.255

Timestamp Source Port Dest Port Source IP Dest IP
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Jul 1, 2022 16:22:06.321974039 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:21.271085024 CEST 62627 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:22:21.298602104 CEST 53 62627 8.8.8.8 192.168.2.22

Jul 1, 2022 16:22:21.948400021 CEST 51302 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:22:21.976463079 CEST 53 51302 8.8.8.8 192.168.2.22

Jul 1, 2022 16:22:23.196217060 CEST 58384 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:22:23.216845036 CEST 53 58384 8.8.8.8 192.168.2.22

Jul 1, 2022 16:22:23.244286060 CEST 54031 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:22:23.265218019 CEST 53 54031 8.8.8.8 192.168.2.22

Jul 1, 2022 16:22:23.290697098 CEST 57939 53 192.168.2.22 8.8.8.8

Jul 1, 2022 16:22:23.313370943 CEST 53 57939 8.8.8.8 192.168.2.22

Jul 1, 2022 16:22:27.099186897 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.131270885 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.245337009 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.271354914 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.277503014 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.277533054 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.277550936 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.277570963 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.351239920 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.352368116 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.464715958 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.464943886 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.508893013 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.510418892 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.510565042 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.524852991 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.524883032 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:27.565773964 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.565926075 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.570782900 CEST 57943 443 192.168.2.22 172.217.16.161

Jul 1, 2022 16:22:27.615608931 CEST 443 57943 172.217.16.161 192.168.2.22

Jul 1, 2022 16:22:39.085002899 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:39.838624001 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:40.603260994 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:52.291241884 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:53.050411940 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:22:53.814914942 CEST 137 137 192.168.2.22 192.168.2.255

Jul 1, 2022 16:23:20.165044069 CEST 138 138 192.168.2.22 192.168.2.255

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 1, 2022 16:21:53.574980021 CEST 192.168.2.22 8.8.8.8 0x770e Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:53.577281952 CEST 192.168.2.22 8.8.8.8 0x643 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:53.577595949 CEST 192.168.2.22 8.8.8.8 0xb3de Standard query 
(0)

eyecandyla
shcompany.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:58.881850958 CEST 192.168.2.22 8.8.8.8 0x5d8a Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Jul 1, 2022 16:21:58.882405996 CEST 192.168.2.22 8.8.8.8 0x47a Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:58.932708979 CEST 192.168.2.22 8.8.8.8 0x5eb4 Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:59.179634094 CEST 192.168.2.22 8.8.8.8 0x6b5f Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:59.181971073 CEST 192.168.2.22 8.8.8.8 0x939b Standard query 
(0)

stackpath.
bootstrapc
dn.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:59.182203054 CEST 192.168.2.22 8.8.8.8 0xa1fc Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

DNS Queries
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Jul 1, 2022 16:21:59.228257895 CEST 192.168.2.22 8.8.8.8 0x2fa8 Standard query 
(0)

cdn.iconsc
out.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:21:59.560090065 CEST 192.168.2.22 8.8.8.8 0xe77 Standard query 
(0)

cdn.pixabay.com A (IP address) IN (0x0001)

Jul 1, 2022 16:22:00.086136103 CEST 192.168.2.22 8.8.8.8 0xa281 Standard query 
(0)

lh3.google
usercontent.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:22:21.271085024 CEST 192.168.2.22 8.8.8.8 0xd578 Standard query 
(0)

eyecandyla
shcompany.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:22:21.948400021 CEST 192.168.2.22 8.8.8.8 0xfe15 Standard query 
(0)

lh3.google
usercontent.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:22:23.196217060 CEST 192.168.2.22 8.8.8.8 0x793e Standard query 
(0)

cdn.iconsc
out.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:22:23.244286060 CEST 192.168.2.22 8.8.8.8 0x52b2 Standard query 
(0)

eyecandyla
shcompany.com

A (IP address) IN (0x0001)

Jul 1, 2022 16:22:23.290697098 CEST 192.168.2.22 8.8.8.8 0x5cd1 Standard query 
(0)

cdn.pixabay.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 1, 2022 
16:21:53.593833923 CEST

8.8.8.8 192.168.2.22 0x770e No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
16:21:53.593833923 CEST

8.8.8.8 192.168.2.22 0x770e No error (0) clients.l.
google.com

142.250.185.78 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:53.594136000 CEST

8.8.8.8 192.168.2.22 0x643 No error (0) accounts.g
oogle.com

142.251.36.205 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:53.595582008 CEST

8.8.8.8 192.168.2.22 0xb3de No error (0) eyecandyla
shcompany.com

69.49.244.155 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:58.900805950 CEST

8.8.8.8 192.168.2.22 0x5d8a No error (0) code.jquery.com cds.s5x3j6q5.hwcd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
16:21:58.903615952 CEST

8.8.8.8 192.168.2.22 0x47a No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:58.903615952 CEST

8.8.8.8 192.168.2.22 0x47a No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:58.951714993 CEST

8.8.8.8 192.168.2.22 0x5eb4 No error (0) kit.fontaw
esome.com

kit.fontawesome.c
om.cdn.cloudflare.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
16:21:59.167160034 CEST

8.8.8.8 192.168.2.22 0xd988 No error (0) gstaticads
sl.l.google.com

142.251.36.227 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.201898098 CEST

8.8.8.8 192.168.2.22 0x6b5f No error (0) cdnjs.clou
dflare.com

104.17.25.14 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.201898098 CEST

8.8.8.8 192.168.2.22 0x6b5f No error (0) cdnjs.clou
dflare.com

104.17.24.14 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.202836990 CEST

8.8.8.8 192.168.2.22 0x939b No error (0) stackpath.
bootstrapc
dn.com

104.18.11.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.202836990 CEST

8.8.8.8 192.168.2.22 0x939b No error (0) stackpath.
bootstrapc
dn.com

104.18.10.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.203608990 CEST

8.8.8.8 192.168.2.22 0xa1fc No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.co
m.cdn.cloudflare.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
16:21:59.250169992 CEST

8.8.8.8 192.168.2.22 0x2fa8 No error (0) cdn.iconsc
out.com

104.18.29.243 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.250169992 CEST

8.8.8.8 192.168.2.22 0x2fa8 No error (0) cdn.iconsc
out.com

104.18.28.243 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.581110001 CEST

8.8.8.8 192.168.2.22 0xe77 No error (0) cdn.pixabay.com 172.64.150.12 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:21:59.581110001 CEST

8.8.8.8 192.168.2.22 0xe77 No error (0) cdn.pixabay.com 104.18.37.244 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:22:00.125507116 CEST

8.8.8.8 192.168.2.22 0xa281 No error (0) lh3.google
usercontent.com

googlehosted.l.goo
gleusercontent.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
16:22:00.125507116 CEST

8.8.8.8 192.168.2.22 0xa281 No error (0) googlehost
ed.l.googl
euserconte
nt.com

172.217.16.161 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:22:21.298602104 CEST

8.8.8.8 192.168.2.22 0xd578 No error (0) eyecandyla
shcompany.com

69.49.244.155 A (IP address) IN 
(0x0001)

DNS Answers
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Jul 1, 2022 
16:22:21.976463079 CEST

8.8.8.8 192.168.2.22 0xfe15 No error (0) lh3.google
usercontent.com

googlehosted.l.goo
gleusercontent.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
16:22:21.976463079 CEST

8.8.8.8 192.168.2.22 0xfe15 No error (0) googlehost
ed.l.googl
euserconte
nt.com

172.217.16.161 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:22:23.216845036 CEST

8.8.8.8 192.168.2.22 0x793e No error (0) cdn.iconsc
out.com

104.18.28.243 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:22:23.216845036 CEST

8.8.8.8 192.168.2.22 0x793e No error (0) cdn.iconsc
out.com

104.18.29.243 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:22:23.265218019 CEST

8.8.8.8 192.168.2.22 0x52b2 No error (0) eyecandyla
shcompany.com

69.49.244.155 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:22:23.313370943 CEST

8.8.8.8 192.168.2.22 0x5cd1 No error (0) cdn.pixabay.com 172.64.150.12 A (IP address) IN 
(0x0001)

Jul 1, 2022 
16:22:23.313370943 CEST

8.8.8.8 192.168.2.22 0x5cd1 No error (0) cdn.pixabay.com 104.18.37.244 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
clients2.google.com

            
accounts.google.com

            
eyecandylashcompany.com

            
https:

maxcdn.bootstrapcdn.com
stackpath.bootstrapcdn.com
cdnjs.cloudflare.com
cdn.iconscout.com
cdn.pixabay.com
lh3.googleusercontent.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.22 49175 142.250.185.78 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:54 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=84.0.4147.135&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-84.0.4147.135
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-07-01 14:21:54 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-6aTlgnevi0cFEpeejijpHw' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 01 Jul 2022 14:21:54 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5660
X-Daystart: 26514
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-01 14:21:54 UTC 2 IN Data Raw: 33 31 61 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 36 
30 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 36 35 31 34 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 31a<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5660" elapsed_seconds="26514"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-07-01 14:21:54 UTC 3 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-07-01 14:21:54 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.22 49173 142.251.36.205 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:54 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CONSENT=WP.289365

2022-07-01 14:21:54 UTC 1 OUT Data Raw: 20 
Data Ascii:  
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2022-07-01 14:21:54 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 01 Jul 2022 14:21:54 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Cross-Origin-Opener-Policy: same-origin
Content-Security-Policy: script-src 'report-sample' 'nonce-7FwvDcYKY-69dfLChHqOMQ' 'unsafe-inline';object-src 
'none';base-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-7FwvDcYKY-69dfLChHqOMQ' 'self' https://apis.google.com https://ssl.gstatic.co
m https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-01 14:21:54 UTC 5 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-07-01 14:21:54 UTC 5 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.22 49191 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:59 UTC 409 OUT GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1
Host: eyecandylashcompany.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:59 UTC 429 IN HTTP/1.1 404 Not Found
Date: Fri, 01 Jul 2022 14:21:58 GMT
Server: Apache
Content-Length: 315
Connection: close
Content-Type: text/html; charset=iso-8859-1

2022-07-01 14:21:59 UTC 429 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66 
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6c 6c 79 
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 
77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.22 49198 172.64.150.12 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:59 UTC 428 OUT GET /photo/2018/03/10/12/00/paper-3213924_1280.jpg HTTP/1.1
Host: cdn.pixabay.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:59 UTC 429 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:59 GMT
Content-Type: image/jpeg
Content-Length: 280981
Connection: close
CF-Ray: 723fca8fb8ec91f5-FRA
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Age: 84379
Cache-Control: public, max-age=31536000, s-maxage=31536000
ETag: "bf509e7ae96121dde19a4493fd39f693"
Expires: Sat, 01 Jul 2023 14:21:59 GMT
Last-Modified: Mon, 02 Aug 2021 02:09:27 GMT
Vary: Accept
CF-Cache-Status: HIT
Cf-Bgj: imgq:85,h2pri
Cf-Polished: degrade=85, origSize=357139
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-amz-id-2: bN9Q1EgMArwIDDHNleJFdVnFUY+SjRgGTv5h5hkBQOGPdsKefj+9IKy960tzCG081cTFWOSrAEY=
x-amz-replication-status: COMPLETED
x-amz-request-id: JHVDB1DASVE0GJCX
x-amz-server-side-encryption: AES256
x-amz-version-id: dpNQsU23grVY5yx_HJGl.cDPembVXLa0
Set-Cookie: __cf_bm=P5da.x3eW4YaTFkUBhEpC6.npIk8b5CbPb4Ol9ZVeM8-1656685319-0-AdAI6cWyl1uIJ
1PMqpttPHdG9qVFebmpCCoCnCGawJZncK6CGBakcUhy28D0SPD2ln47ab4J5ewn4ry65xpQ6XY=; path=/; expires=Fri, 
01-Jul-22 14:51:59 GMT; domain=.pixabay.com; HttpOnly; Secure; SameSite=None
Server: cloudflare
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 14:21:59 UTC 430 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 05 03 04 04 04 03 05 04 04 04 05 
05 05 06 07 0c 08 07 07 07 07 0f 0b 0b 09 0c 11 0f 12 12 11 0f 11 11 13 16 1c 17 13 14 1a 15 11 11 18 21 18 1a 1d 1d 1f 
1f 1f 13 17 22 24 22 1e 24 1c 1e 1f 1e ff db 00 43 01 05 05 05 07 06 07 0e 08 08 0e 1e 14 11 14 1e 1e 1e 1e 1e 1e 1e 1e 
1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 
1e 1e 1e ff c2 00 11 08 03 27 05 
Data Ascii: JFIFC!"$"$C'

2022-07-01 14:21:59 UTC 430 IN Data Raw: 00 03 01 22 00 02 11 01 03 11 01 ff c4 00 1c 00 00 01 05 01 01 01 00 00 00 00 00 00 00 00 00 00 03 00 01 02 
04 05 06 07 08 ff c4 00 19 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ff da 00 0c 03 01 00 02 
10 03 10 00 00 01 f3 f9 8e 5e 7e cd 27 3c a0 b0 73 66 86 9e ed 79 72 77 44 69 ab a2 19 f3 6a b5 b8 10 06 ad 89 30 9f 66 
be 95 03 d2 ec 74 c7 9a 93 d9 37 3b 72 f2 8e 93 b5 5a c5 2b ec fa ca 4e e4 54 e0 27 8c 49 0a 24 09 c3 f6 71 97 2f 51 dc 
92 8a 47 68 b5 4d 73 fc c4 7a 3b 78 9f 32 bf 49 ac bd 20 d8 3b fc 85 9c 63 08 dc fa 29 a6 94 ae 34 b2 71 b8 59 8a 51 a1 
3a 3a 3a 83 bb 51 ac bb 2a e4 b1 44 ca 86 f6 ad 96 b5 30 75 f5 9f 39 e3 7b 2e 5b cd de 91 2d 54 c6 9c 72 89 22 8d a1 cb 
48 8a 69 c2 dc 55 9e bd 29 71 b5 a9 6f 5b 48 97 05 93 46 
Data Ascii: "^~'<sfyrwDij0ft7;rZ+NT'I$q/QGhMsz;x2I ;c)4qYQ:::Q*D0u9{.[-Tr"HiU)qo[HF

2022-07-01 14:21:59 UTC 432 IN Data Raw: bf 2c fd 67 f3 47 3e 98 6d 26 86 67 50 c9 21 24 84 92 12 48 4e 90 9d 9c 77 67 1f d1 fc e3 a1 af a2 2d d5 36 a4 
f1 b6 42 79 4a 93 73 e9 28 89 4b 60 d5 8d 07 2d 02 5b 7e e5 31 ea 69 8a b0 93 4d a8 44 d0 55 1c b6 2b 57 eb 2f 60 d7 
35 9e 57 85 f6 5f 17 f3 f5 d1 96 4c b8 76 96 5e e5 e4 e5 1f 62 36 60 93 55 eb 3e d3 5a 9a 0d fa d2 ca db 55 85 93 f7 4f 3d 
f4 4f 57 9c 51 91 ba 67 26 f9 80 9e 71 d4 0b 4b 2b 36 a9 97 ae 0f 31 a9 a3 4f 3c b1 6d 00 b2 ba 4e ac 93 d3 33 a2 3e 17 
eb be 09 cf 54 fa ba 5d 0f 9b d0 32 e6 36 35 b2 0a d3 2c d0 94 6c d2 2e 4f 43 66 66 a7 53 7b af 2c ed 4a 87 ed c8 06 b2 
ac 4e ca 12 48 76 64 3a 64 56 b8 3a a6 9b 3c 44 c9 09 26 1d 32 1d e2 e3 c1 eb e9 4a dd 7a 3a 6b c6 b5 82 9d c1 e7 d6 
a9 04 68 ab 09 64 18 d6 73 ea 6b 1e ae f9 3a d9 ae 99 0f 
Data Ascii: ,gG>m&gP!$HNwg-6ByJs(K`-[~1iMDU+W/`5W_Lv^b6`U>ZUO=OWQg&qK+61O<mN3>T]265,l.OCff
S{,JNHvd:dV:<D&2Jz:khdsk:

2022-07-01 14:21:59 UTC 433 IN Data Raw: 97 c8 d3 18 25 8a c2 9d e1 54 e7 58 f1 26 84 42 30 dc 1e 17 43 94 13 13 42 d5 79 eb 74 bc a6 6e bf 41 c1 e9 
1d 4d 2b f6 75 38 8c ee a3 23 9e fd 7d 2a db e6 69 09 c9 42 4c 92 65 21 53 b3 59 6f b4 86 49 85 31 e2 84 10 98 74 8e b3 
3f 9b e9 4b ec 9e 22 ec d6 38 c9 15 ab 9d ab 99 73 af f3 07 d3 9e 0f 8d 71 4c 9b 35 33 b0 92 61 24 e2 4c e2 76 43 a4 84 
e9 0e 93 8f d6 72 76 6b e9 cb 21 6b 2c c4 73 d4 7f 2d f5 2f 3f ce b3 a4 32 73 e9 32 42 44 d3 48 b5 77 3a e6 b3 6a 30 7d 
43 db c9 b9 57 cd 40 fa 96 50 a4 14 36 06 8f 97 7b 1b 1b e3 6b dc 17 83 d2 f5 90 ac b2 24 96 45 a4 04 b1 eb 7e 69 ec de 
8e 49 25 df 9b a6 42 49 0b 3f 42 2c f9 07 5d ce 74 39 85 d8 58 fe 8e 1d 5d 4e 5f 77 3b b5 29 4f 9f 5b 34 6d 67 ca 5b a0 b7 
4b ce bd 0b c4 39 ef 34 16 f9 fe 3d 7e 90 5c 37 71 df 
Data Ascii: %TX&B0CBytnAM+u8#}*iBLe!SYoI1t?K"8sqL53a$LvCrvk!k,s-/?2s2BDHw:j0}CW@P6{k$E~iI%BI?B,]t9X]
N_w;)O[4mg[K94=~\7q

2022-07-01 14:21:59 UTC 434 IN Data Raw: 38 9d 9c 4e 90 9d 38 93 a1 93 a1 9d 68 d6 7f ac 73 9d e9 d6 69 54 25 c9 5a 51 d1 24 87 8c 98 6f 16 f6 9e 0f 
3b f2 e9 b4 bc de b8 c2 6f 02 2c 26 5b b6 5d 59 ac d7 e8 5b 4c 4d 88 1e 37 4d 43 5b 58 8e 85 73 eb 16 c7 32 6b 1e 61 
83 e9 7e 39 c3 a6 a6 80 33 f7 8f 41 eb fc 57 d1 3a 73 ed 45 cf ec 6f 39 79 1d a3 47 3d d2 d6 55 a8 b0 49 6e ce 56 a5 44 
b3 4b 3e c9 65 ac 88 af 60 24 ab 2a 71 38 1e 22 eb f8 fd 33 9b 37 3d aa d7 60 65 63 f5 59 f5 c5 75 59 78 3e 8e 1f 51 4b 
1b 63 a7 2c 3f 9d be a9 e5 f4 f1 7f 68 ea c4 53 d2 ad 63 48 19 39 28 c4 01 68 87 2e ad 4a 85 9b 2c a1 82 09 6f 0e da e9 
8e 12 4b 92 09 c0 8d 56 5c de 7f 4b 2b 16 80 6d d4 ce a3 31 c5 2d 59 cb 35 6a d1 14 09 12 05 84 58 16 a3 35 25 09 48 
5b 23 22 84 f5 09 42 5a c3 a4 c8 82 68 4b c9 78 e7 d1 3f 39 eb 
Data Ascii: 8N8hsiT%ZQ$o;o,&[]Y[LM7MC[Xs2ka~93AW:sEo9yG=UInVDK>e`$*q8"37=`ecYuYx>QKc,?hScH9(h.J,oKV\
K+m1-Y5jX5%H[#"BZhKx?9
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2022-07-01 14:21:59 UTC 436 IN Data Raw: 6f cf e9 85 b1 5d c7 56 91 cd 9a 5d 6c cb f3 56 a6 35 61 4f 5a 45 c8 42 36 02 f6 75 f8 23 dc ad ac c2 f5 46 5b 
cf 5e f5 cc 5e ca 93 82 c0 ec b9 2c 5a 33 b8 38 0a d1 14 b9 a5 b4 4a ce a9 ac 24 c5 86 d1 75 39 b6 ea e1 64 7a 71 76 19 
dd 0d 02 bd 25 09 d4 03 60 11 43 ae e0 bb 2f 47 0b 31 84 3a f2 2c 40 30 f0 1a a2 bd 40 25 ca f5 eb 16 05 5a a2 de cd b2 
a3 27 4c 70 5d a1 56 9a 42 60 b0 a3 af a1 4d 29 46 da 5a 54 f5 eb 18 ed 64 38 a3 62 c3 20 91 46 a7 60 0c ba 26 ca b4 
1a 9d c6 4c b5 6c 19 d0 e4 d5 ac b3 87 b5 2d 41 f3 98 f5 ec ee 3c ff 00 d0 79 c3 73 37 d0 89 18 bd 27 9d f2 d9 d4 69 ee 
d5 97 2c 9a 24 b2 85 9b 8b 3a 0d 4b 35 35 9a 4d 75 ac a7 3b 52 00 5b 25 cd 8d da f6 b3 b9 19 59 c6 a0 49 3c b5 40 a8 
ef 24 8b 4e c9 d5 56 10 4f 62 4a e5 84 73 6b e6 e8 54 d6 72 
Data Ascii: o]V]lV5aOZEB6u#F[^^,Z38J$u9dzqv%`C/G1:,@0@%Z'Lp]VB`M)FZTd8b F`&Ll-A<ys7'i,$:K55Mu;R[%YI<
@$NVObJskTr

2022-07-01 14:21:59 UTC 437 IN Data Raw: 90 40 a6 62 c1 2a 9b 22 47 3b 4a c1 cb 9d a4 75 d9 37 ec ad 78 79 d5 e9 2d f3 fe a9 58 2e 77 71 c0 47 7d c6 
79 da 53 88 a7 ce a8 c9 9e c5 28 92 08 48 4f 3b 94 e4 f9 b0 49 c7 33 d9 ce 87 62 33 cd ae db 02 de 71 e8 f4 74 b5 29 cb 
46 30 0b 4a de 75 1b 55 2d 66 cc 16 94 50 b4 1b 15 5a be b1 4a 04 d4 24 60 c7 76 91 90 1b 82 ac a0 e9 3e f3 98 fa 81 
07 64 20 2e 0e 99 91 83 76 52 d2 8e 8d a3 0e 5d 15 55 c5 b3 a9 9d 62 6b 56 a5 cc 1e b4 0c f5 7d 8a 04 b0 45 a6 4b 44 
80 42 c6 75 23 82 36 5f 3d 38 66 db 82 79 69 54 d3 ad a8 51 41 11 bd 4a eb 5d 36 90 74 73 b1 f4 1c 76 84 d7 49 48 03 b
2 70 a9 77 35 b7 28 5b b9 ab cb ea 72 0b 2b 58 ad 35 b5 3c a9 66 bd 09 03 af 3a 56 03 95 be 50 d1 a7 78 29 99 b9 f4 91 
80 49 ae c7 73 0f a3 e5 d4 2f 60 75 43 3f 50 32 e5 de ab 42 cd 91 
Data Ascii: @b*"G;Ju7xy-X.wqG}yS(HO;I3b3qt)F0JuU-fPZJ$`v>d .vR]UbkV}EKDBu#6_=8fyiTQAJ]6tsvIHpw5([r+X
5<f:VPx)Is/`uC?P2B

2022-07-01 14:21:59 UTC 438 IN Data Raw: 22 b3 19 6b 4e e5 94 ce ab b0 05 cd 7b f5 13 4f d5 b9 c0 76 e1 b5 e7 fd 96 45 9d 2e 5f 8a 7a c6 a7 8f fd 09 f3 
bf 6d 5e e3 8c 41 73 e8 07 2c 27 41 04 e2 9a a9 46 ee 6e 37 95 52 dd 59 6a 52 bf 5c cb cf de 0d ce 71 65 46 e6 cb d1 bd 
ac c8 84 dc cd a8 78 db c6 a9 92 cc a0 26 32 29 b9 6c 99 04 b7 5e e6 20 3a b4 34 af 02 ce 75 b4 71 fa e0 e3 ae 09 74 ad 
e0 68 5b a9 73 39 f9 f4 d3 2e 7d ac 6f 46 e5 2b d9 b2 13 80 a5 52 c5 4d e0 13 8c fa 73 24 dc 8b 12 ad 18 8d c7 b5 c6 82 
be 9b 4b 97 6a c3 d6 65 6e 8b 26 c8 ca c5 62 95 3b 31 de 71 2b eb d4 d6 73 0d 67 3b 50 f4 6d 06 ca e8 af 72 19 1a 20 dc 
8e 09 15 10 79 ba 85 ca e5 72 5a 8c 54 21 91 08 da 14 a1 6b 4f 55 ca 45 08 d5 83 1a 8f 9c f2 de 54 23 66 88 e9 11 6e 12 
a5 8c d7 23 cd 7a 9a 7c 46 56 e7 a7 57 f3 75 be 7e c5 
Data Ascii: "kN{OvE._zm^As,'AFn7RYjR\qeFx&2)l^ :4uqth[s9.}oF+RMs$Kjen&b;1q+sg;Pmr yrZT!kOUET#fn#z|FVWu~

2022-07-01 14:21:59 UTC 440 IN Data Raw: 62 ab 45 eb 99 f7 b3 a2 c8 e1 88 ed e4 75 9a ce 85 5e ed bd 3c 3c e6 b7 a7 a3 c8 6b 7b 32 97 c3 ab 7b d3 cb 
f3 fd 1f a2 eb cb f3 e4 bd d6 ac be 21 1f 6a a7 1e 35 5f d8 29 57 94 8b d3 a9 59 e7 ad da d5 b3 95 1f 4b 9e 64 ae fb af b3 
c3 7e 86 6e 9f 59 71 5a 92 06 36 14 a3 79 a2 2a 4d 4c 9d 91 99 e2 3a 8a 24 a0 89 b8 dc 94 46 0a f9 64 3d 77 31 8e d5 
9d e3 d3 93 a6 78 45 17 a0 4d 75 78 b1 a7 e0 fa 1d 37 a9 e6 f9 4f b3 c3 d2 78 8c 27 ac 8e c5 ab f8 dc b4 e9 37 2e 87 cc 
b6 5b 33 6c da 70 b3 00 33 ab d1 a4 74 3d 4b 08 a4 5b 33 aa e9 52 b2 d1 6a da 87 89 84 b1 69 0a c3 df d8 f4 2a ad a2 
95 4e 41 5a 96 5e ab 25 80 08 33 43 ad 2a f8 db 85 3e 76 10 9e a6 6a ac 3a b3 56 21 9c 22 e0 ab 22 70 80 ec 20 1d ec 
1c 9d 23 45 a2 4e 60 9a aa 57 f3 ec 2f 53 c5 5e b3 73 6e a6 ec 
Data Ascii: bEu^<<k{2{!j5_)WYKd~nYqZ6y*ML:$Fd=w1xEMux7Ox'7.[3lp3t=K[3Rji*NAZ^%3C*>vj:V!""p #EN`W/S^sn

2022-07-01 14:21:59 UTC 441 IN Data Raw: 7c b5 6b 52 d5 df 3d 60 3f 3b ac 8c f9 4f bc eb ce 1e a1 9b c2 77 5e 90 73 ce 0f d7 cc e4 36 ba 5a da c9 a1 57 
9b b3 b1 e6 b5 74 cc ae 37 a3 db 38 3f 3f fa 1f ce f3 af 32 8d 91 70 f4 c6 cd 53 2e bd dc bb b8 d9 86 46 4a 48 b5 16 fd 12 
30 33 0a 65 87 19 08 40 95 88 c1 c6 82 af 6a be f1 52 cd 7d 2e 9c bd 4f c6 7e 97 f0 0b 9c 38 58 58 d5 48 db 95 94 09 3a 
f6 1d e2 cb 6a c5 69 e6 d9 95 43 4a ff 00 41 7c fd f4 4f 5e 6a 51 97 5e 52 76 71 3b 3c ae 9a 30 45 19 2a 49 95 dd 9e 47 
49 e1 95 6e 5f 3b eb 79 ce 46 af 9b b5 cc ab 72 e1 d6 aa b6 d2 d6 21 63 11 69 0d 49 2a a6 0e 41 cc 71 d8 ae 82 89 ab 
ac 3d 3b cc ba 0e dc f6 ee 68 79 7f af cd dc ef fc 99 e9 5b cf b5 b5 2b 61 07 20 9f 3a 40 6f c3 bb 0e 42 b1 88 17 b9 94 5a 
56 b8 4f 00 53 77 09 a3 99 7b 3a bf 63 01 66 ec d7 
Data Ascii: |kR=`?;Ow^s6ZWt78??2pS.FJH03e@jR}.O~8XXH:jiCJA|O^jQ^Rvq;<0E*IGIn_;yFr!ciI*Aq=;hy[+a :@oB
ZVOSw{:cf

2022-07-01 14:21:59 UTC 442 IN Data Raw: c0 74 3d f9 fb 72 e4 35 b7 9f a7 3a e6 22 b8 00 ed 0e b3 4a 5a f9 57 bf 0a 7c 3a 74 33 a7 62 bc bb 80 f7 ef 08 
e5 d6 9d 83 2c 6e 06 78 c0 e5 19 0c 8d 0a ee 3d 37 cf bd 07 d1 c1 3a 5b c3 bb 50 97 41 53 b8 70 18 5d df 01 e4 f4 e8 14 
10 f3 f5 b0 f0 3c a3 92 51 39 b4 e5 91 22 c8 d1 94 15 56 38 0a 19 da b4 f7 28 79 f7 a1 79 e7 b3 cd 24 97 4e 49 24 24 ce 
3b c5 cf 4a d0 ad 6b e7 7b 98 25 8e 37 56 49 a9 92 85 9e d2 5e 43 af fa 1e 18 42 4d d3 3f 32 07 4e af 1e d5 aa dd 8d cd 
36 b7 2b 2a 0f 53 d7 75 39 1f 63 2b ef 32 2b 92 c6 61 d4 8b ab 1e a4 bd 33 73 db d6 19 40 12 d8 18 27 62 4f 0a 95 76 8c 
55 0d d0 ac 14 a5 2d 6a d7 43 19 e2 d1 a7 8d 0c 71 1c a5 03 40 9e da e9 b7 94 9d 6a 36 56 b6 5c 9f 33 5e a7 a9 cf ac cd 
67 bc cd f3 81 7a 3d 5b 3c f8 7d c5 5b 38 b9 74 d5 6b 
Data Ascii: t=r5:"JZW|:t3b,nx=7:[PASp]<Q9"V8(yy$NI$$;Jk{%7VI^CBM?2N6+*Su9c+2+a3s@'bOvU-jCq@j6V\3^gz=[<}[8tk

2022-07-01 14:21:59 UTC 444 IN Data Raw: 89 c8 88 3c a0 11 41 a0 8c 9c 84 6c b9 50 b2 ae 46 a5 dc d0 30 c9 ce ce ba 1d 5e 2a cc bd b7 33 af 7f 78 a5 
85 b7 62 5e 1b 5f 2e 1c f7 1b 12 a4 59 62 5c b0 1d 9b 97 a6 52 4a 92 48 49 21 24 a1 d9 d8 55 ec 00 f9 5e d5 4d 3e 7b ed 
bb 4e 47 ac ce 54 85 62 21 14 50 0c 50 92 70 31 60 61 65 25 5b d9 c9 af b9 8b b1 b9 75 87 0d 42 ce b4 8b 0f 5d 17 1e ac 
cb 08 33 26 a2 e4 88 31 13 69 00 20 9e 46 3f 3b d2 e0 f7 c8 4f 5e df 4c d8 b3 58 d7 37 0f 4e c4 58 50 9c a4 98 67 2c dd 
91 28 ba 86 8b a2 10 90 75 25 c1 f7 15 73 7c 48 d9 c0 f1 7a af 42 a2 2d b4 61 29 1a 10 b2 c5 cc 7d db 3e 81 82 5d f8 24 
92 ba 07 0a 7a 13 c6 21 27 c6 76 52 bb 3a 38 ae 13 d9 bc 77 cd df 4a 75 6d 79 7d 02 29 26 4e c0 9e 43 33 10 6a d6 c1 
14 31 f7 32 36 a5 e7 9d ff 00 01 ed f3 33 b2 eb cd 24 84 92 
Data Ascii: <AlPF0^*3xb^_.Yb\RJHI!$U^M>{NGTb!PPp1`ae%[uB]3&1i F?;O^LX7NXPg,(u%s|HzB-a)}>]$z!'vR:8wJu
my})&NC3j1263$

2022-07-01 14:21:59 UTC 445 IN Data Raw: 79 0f 93 d3 00 c4 32 4b d9 3c 67 db fa 67 ae 74 ba 73 49 28 69 32 a7 4c e3 bc 5e 57 4c e2 76 75 7a 77 11 e1 
fa d7 71 3c 1e bd 39 02 d7 3d b1 a2 44 39 ab c8 b3 04 32 79 f7 c7 1c c4 37 eb db 8e 1d e6 5c 49 eb b2 64 e8 10 92 d7 21 
24 46 32 90 21 16 35 16 90 d2 49 c8 09 cd 5c ee 76 b9 93 fd 0f 1f 5c 5c 9b db c1 e8 0a a1 62 35 6d 2d 7c 5e 93 2f 37 16 
24 07 3d 92 55 e6 5a b5 9d 3b 0b 52 d5 61 46 3c 94 d5 5e 72 fd 78 e9 3d ef e7 7f a2 7a f3 76 76 dc 64 98 4c ec 32 4a 13 
24 24 98 74 92 24 ce a9 27 19 3a 3e 4c 9c 1f 37 d8 fa ae 76 d6 1d 77 2a 29 d9 d6 64 50 ad 5b 65 cd 92 67 6e 73 bb b2 
d5 41 d1 2a 60 76 bc 4c 77 5b 39 9a 3d 21 20 35 61 13 32 bb 33 89 9e 23 fc df ed 1f 39 ca e4 99 31 a8 16 d4 f3 a1 4c cf 
2c 9e 2d 2b 1e bc 0b de 9b e5 1e 91 d3 1d 35 0c 6c af 57 0d 
Data Ascii: y2K<ggtsI(i2L^WLvuzwq<9=D92y7\Id!$F2!5I\v\\b5m-|^/7$=UZ;RaF<^rx=zvvdL2J$$t$':>L7vw*)dP[egnsA*`vLw[
9=! 5a23#91L,-+5lW

2022-07-01 14:21:59 UTC 447 IN Data Raw: 5b 4d fb 8f 13 e2 0f 13 e2 7e d3 f1 10 f9 e4 37 fc 82 41 40 ba 0b c6 54 bc 63 10 27 96 9e 16 2e c9 f5 45 7d ac 
d3 01 13 93 7b 2a 92 3b 64 46 a9 a0 45 e4 2a 53 06 3b 38 34 3a ca ab b1 80 4b 75 5e 2b c5 a1 15 4a d7 b6 b3 f1 66 46 
bf a6 63 fd 2e 0f e9 e4 74 fc 4b a5 fe 9c 6a ec b7 fa 86 33 51 91 8d 90 7b 23 9a d5 c8 5a 81 25 cf a2 cc 5a 25 33 8a 6e a4 
dc d3 28 7a bc 7c 15 b5 55 b9 97 83 8c b0 e9 d5 f5 09 e4 dd d9 dc 31 9d 8c e4 85 53 5c 80 04 96 d8 f2 02 85 59 6a f2 01 
a2 af 27 c6 e9 57 3c c6 c6 a3 19 7f 4d d5 5d 32 aa 7a 6d 1c 87 b6 f7 17 53 0a 83 91 6a e8 01 3e 6c 3f 0b b9 b9 dc 02 2d 
91 ae a9 5a bb d7 43 22 1b 15 98 2d 46 36 35 44 0c 3b ad 94 74 3c c7 94 74 1c 75 94 61 e1 d1 37 f7 dd 7d 34 cf aa e5 
35 9d 64 6c 6d 59 f7 6e 5b 6d 75 2e 47 a8 3a 45 33 27 d6 
Data Ascii: [M~7A@Tc'.E}{*;dFE*S;84:Ku^+JfFc.tKj3Q{#Z%Z%3n(z|U1S\Yj'W<M]2zmSj>l?-ZC"-F65D;t<tua7}45d
lmYn[mu.G:E3'

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 448 IN Data Raw: 4a 3f d9 f5 9d 3d de 82 61 ff 00 0f d0 97 73 e9 7f 0f ed ea 24 fe d4 06 03 01 8a d1 6c 31 32 18 c4 cb 78 99 8d 
17 30 cf aa 33 ea 8e 9f 20 80 f9 0d 1a d3 1d cc e7 e7 73 94 57 fc ba d5 f5 a7 4e 6a d8 c4 c5 66 5f a4 96 d0 82 58 aa 90 
2c e7 a8 d9 6e b1 af 28 16 fb 0a fd 4d 9b c7 b9 9e ce d7 03 61 ba 55 62 4c ba eb b3 23 d3 d8 e2 8e 9f 32 0a b3 51 fb 74 
14 7a a7 18 5d d5 ba 06 df a1 fd 23 2b 57 e1 3f 57 d6 d9 89 5f 4f c9 e7 aa ab 6d 54 b5 53 0d cb b1 7e 41 9c b2 d8 33 df bf 
ef 18 bc 84 2a bb 7b 90 32 bd 24 94 d4 c5 c3 b2 f3 87 d2 15 05 97 63 e2 82 d9 77 ca 71 eb a8 fd d5 7f 6b 2f f5 49 d4 b9 
9b 7a 26 28 e3 ef e2 1d 19 ae db 83 ee 4e 81 ce c7 df 73 31 e7 d3 dc f2 ac 5c 7a 8b de 05 39 1e a6 ca b0 64 f5 0c dc 95 
35 33 4e 98 5e 8b d7 84 a7 b9 6b 51 81 63 d7 4e 1a 
Data Ascii: J?=as$l12x03 sWNjf_X,n(MaUbL#2Qtz]#+W?W_OmTS~A3*{2$cwqk/Iz&(Ns1\z9d53N^kQcN

2022-07-01 14:21:59 UTC 449 IN Data Raw: d9 f1 87 f8 db ea 8a 3b fd 0b fc 4f 41 5d bc 67 8d e2 7c 5a 74 a7 a8 63 fd 3e 4f b6 d6 68 c5 5d ce de a0 d3 40 
78 c0 77 2b 78 de 02 79 9f 31 46 a1 1e db d4 3e 60 f9 c8 ab bb 8b c8 89 dd 0a aa c1 a2 6c c3 64 5b 6c 27 be f0 b0 2d 5e 
47 9e e2 cf cf 8e f8 cc 87 36 1f 4b e3 f1 aa 37 3e 19 4c 93 1d 54 56 25 bf 1d 4b f1 cd c6 f9 fb 5f 1a b3 2e e9 fa 64 b0 82 
b7 88 aa b1 d3 84 a5 74 27 a9 b2 7e 9f a5 67 36 b1 e9 a9 d5 55 3f 1e 0c b3 8f 75 31 7a 53 d8 b8 98 78 d8 a3 ed 3e 47 
eb e4 ec 00 43 0f 76 75 52 c6 d2 2b d4 77 6a dd 32 15 a7 e2 d3 40 46 1b 0b b5 3f 8b 8b 2a 81 6c 12 a0 e2 31 10 e8 c7 
c6 42 5b 13 43 aa 7a 7d 72 f3 3a 56 16 2f 4a c7 6c ec 5a 21 ea 37 df 4f 1e a0 cc d8 58 8a cf 76 3d 97 f4 fc 9b 2e cb ab f1 
cd 4e 9b 2b c4 c7 af d8 b0 13 67 66 78 33 cc c9 4e f6 
Data Ascii: ;OA]g|Ztc>Oh]@xw+xy1F>`ld[l'-^G6K7>LTV%K_.dt'~g6U?u1zSx>GCvuR+wj2@F?*l1B[Cz}r:V/JlZ!7OXv
=.N+gfx3N

2022-07-01 14:21:59 UTC 451 IN Data Raw: 7e 66 f4 54 ea 6f 73 73 e3 db 73 e0 0f 3e de a7 a8 2d cf da 95 da 82 16 ad ca 14 2c 6b 5d 82 ce 3b 97 ab 73 
b9 85 f7 d8 d5 fa 5a 82 f9 5f 63 a2 38 7c 4d 4b 71 bb 76 a9 dc ea d6 5b 66 36 09 d3 89 f2 1a 95 9c af ae 30 c6 2c e7 22 
b9 41 ae c9 6b 6a bf cc cd 0e 53 aa e5 7d 26 16 47 2a f0 7d 21 90 a7 17 f5 db c1 fb 42 42 42 ad 39 09 71 b1 bc d3 e6 0f 
6f 8f 76 1b 8a 48 27 db 73 73 73 7b 99 4b b9 8a dc 4f c4 cd a0 32 ba 70 62 74 31 ef 60 f8 f7 0b 11 be 2f a6 5b 5e 8f b1 65 
1e de 67 83 3e 21 20 cf 22 5d f8 66 1d ec 8d cd 09 c8 6f 66 7e 53 c1 03 db 0b f1 1f 69 8d 3f 65 c6 75 0a 7e 9b 3b fc 3f 49 
5d da eb c4 72 5a db 95 7e de 0c 7d a5 9a dc fd b0 34 d4 de e6 b5 2b 3c a6 f8 8f dd 0b 4a da 6f 71 5f c0 3e ff 00 13 7b 3b 
9d 4a 94 c8 c0 4a 68 e4 d4 55 1a 9c 7e 29 4d 50 
Data Ascii: ~fTosss>-,k];sZ_c8|MKqv[f60,"AkjS}&G*}!BBB9qovH'sss{KO2pbt1`/[^eg>! "]fof~Si?eu~;?I]rZ~}4+<Joq_>{;
JJhU~)MP

2022-07-01 14:21:59 UTC 452 IN Data Raw: 31 b2 7d 5b 89 df bb 17 a3 f5 4c 96 e9 9e 8f 55 98 f8 f4 e3 55 a9 f1 1e 5d fb aa f9 ae 34 06 1f 9d c1 37 ed 61 
96 72 22 df 33 bf a3 46 46 85 77 ee 07 1a 77 f1 7b c2 fc db fe 9b fc f6 78 d8 9b 8f 2d fc 4f f1 fa ce ca 8b 93 d7 3a 65 27 2f 
d5 0c 23 f5 bc fb c5 e9 7d 76 f4 4e a5 99 99 8e 2a 4e 2d 83 4d b3 ae e3 25 19 d1 65 28 ac cd 7d c6 ab 51 78 7a 7a df a6 
eb ff 00 13 af d1 f4 fd 67 fc 3f 4f 5d d8 eb 72 9e 5a 8c aa c7 b5 5c ea 49 da ce d9 83 66 7e d8 0e e0 59 75 f4 d5 2c ea f8 
a9 2e eb 59 0f 1e db ae 8a ba 9f 89 81 61 02 06 f3 ad c5 11 17 52 80 04 a4 f8 49 9d 8f f5 38 ce 74 dd d5 66 fc a7 f7 0c 3f 
96 47 a7 b1 bb 18 19 cf aa fa 6d 56 94 af 38 d4 9b 12 d0 cc 95 77 4b fd 9d 43 43 aa e0 ba 25 34 ff 00 b7 65 35 d9 05 76 
d6 85 a9 ef 85 b9 df ec f5 76 47 6b a7 6f 
Data Ascii: 1}[LUU]47ar"3FFww{x-O:e'/#}vN*N-M%e(}Qxzzg?O]rZ\If~Yu,.YaRI8tf?GmV8wKCC%4e5vvGko

2022-07-01 14:21:59 UTC 453 IN Data Raw: 3b 73 a3 ef f5 a5 1c b0 87 d8 77 12 52 af 2a ac c0 80 c3 5a 4e 3a 81 09 5a 58 a3 0d 30 f1 12 2f b7 5a e9 f5 e7 
63 8c bb 3a 75 d4 e6 f4 dc 95 cb e9 cd af 4f fd 3e 26 4e 2d 35 c6 ea 59 98 73 17 33 07 a8 27 69 d6 1b 59 62 d5 43 bd f8 
98 b9 53 b1 9f 8f 06 78 ae 02 18 64 e2 d3 7c 38 76 d1 62 65 5c 27 2a 9d 9a b6 9b 71 3c 3d 93 f9 cf ca 6c 8c aa c5 aa 37 
76 bf b8 67 6d f6 6a 70 5c 3e ae 56 d6 4a 46 0e 8d d1 f3 46 7f 4e 82 51 e9 ee 97 4e 4f 05 03 cc 5f 93 16 72 84 c6 6d 4b 
ad 22 59 67 e5 f9 6f 64 cd 08 d6 0d 8b 8e eb 64 e4 87 7e c9 ec d1 c0 d6 43 ac 3a db 03 0f 83 e6 0d 40 7d 83 79 6d c5 1e 
26 a2 e8 8f 3e da 9a d7 b7 88 bf b7 dd bc 86 00 d7 d6 f1 8d 9d 21 2a 04 53 da 33 b9 70 5e 4d 63 eb 52 9e 05 2f 01 67 f1 
60 65 89 5d af 43 b0 d9 62 41 6e 45 d4 e9 80 53 4b d6 
Data Ascii: ;swR*ZN:ZX0/Zc:uO>&N-5Ys3'iYbCSxd|8vbe\'*q<=l7vgmjp\>VJFFNQNO_rmK"Ygodd~C:@}ym&>!*S3p^Mc
R/g`e]CbAnESK

2022-07-01 14:21:59 UTC 455 IN Data Raw: 35 66 a3 ce ca 58 7e b3 33 10 e1 f5 ee 61 e9 e9 59 2c 29 ea f8 33 1f ad d7 12 ea 1e be 91 67 2a 55 95 a1 9e 
a8 bf b7 d3 c5 9b 3d d6 27 0c 06 c9 c7 c0 c4 a3 ee df d9 b8 04 23 c3 6b 93 71 42 f6 78 07 42 dd 03 66 c9 07 8b 7e 3b 4d 
4e 46 58 db 8c de 5b 90 80 6e 77 02 96 66 11 d9 b5 bd 41 67 90 58 8e dc ed c3 ad b7 88 23 43 b3 3e 08 f6 f3 00 1e cb 
1e 16 f3 99 99 5e 28 6c ec ab 2d f5 70 5b 9c 02 c7 d2 f8 99 38 9d 4f d1 17 f7 ba 42 fc 0f 8f 6d fb 65 d0 32 b1 6d e6 ae cd 
b8 8e c0 ae 43 d5 7f 48 ea b5 f5 0c 1f 50 e4 e0 6b 94 d9 9a 89 5b 3b 62 74 0e ab 91 30 fd 39 5d 55 db 83 d1 f7 5e 6e 06 
24 ca f5 15 b3 27 af 6c e4 75 5b 6c 47 b6 db 27 4e 46 6c 75 a9 d4 1a ee 51 67 73 7e 97 b5 a9 eb ff 00 a1 6d b5 d4 b9 1e 
a0 e9 54 cb fd 57 c8 63 75 ee a3 9b 9d 90 d9 6f 06 33 6c 
Data Ascii: 5fX~3aY,)3g*U='#kqBxBf~;MNFX[nwfAgX#C>^(l-p[8OBme2mCHPk[;bt09]U^n$'lu[lG'NFluQgs~mTWcuo3l

2022-07-01 14:21:59 UTC 456 IN Data Raw: 3d 26 7f 69 a1 a5 0c 6c 64 d7 6f 8a f6 f7 0d 55 eb 80 32 ba b9 2f f4 cc 87 83 a0 e5 19 83 d0 a9 aa 2a 05 1f f6 
fd b3 5e 17 ca d9 f8 87 fc a7 52 2e a3 1e e1 7d 26 78 8c 67 2d 83 ae 47 e1 9e 72 da d8 5a 78 d3 dc 01 2c 65 36 01 16 ab 
ac 96 f1 a4 8b 39 45 60 63 31 09 a6 da 02 23 10 27 2f 27 41 74 18 b8 3a b2 a8 46 fd 88 9a f1 e3 df e6 08 8e 35 c9 49 2b 
0a 42 0f 2d 92 2d 71 5a e5 63 52 dd 23 d3 5f d1 6e cf ce b6 eb 2c a3 1e dc 82 f5 9c df 4a 27 4c bf 29 ba 6f 46 a6 a9 9b d4 
3a 6e 01 ea 1e a0 cd ca 3c 8c 65 68 d0 09 c6 2a 08 a0 09 f5 b9 35 25 99 59 86 12 5b dc 0d c1 59 82 a8 94 6e 0a 04 ed 
20 89 5a 18 b5 a2 c6 8e 54 c2 10 cb 3b 62 2d 44 4b 19 55 39 92 47 23 00 32 bd ef f3 db 09 6a c3 ef a8 12 76 8e 82 34 ed 
9d 94 d4 f4 b8 ff 00 d0 f4 e1 ff 00 b9 fb f5 35 35 ef 
Data Ascii: =&ildoU2/*^R.}&xg-GrZx,e69E`c1#'/'At:F5I+B--qZcR#_n,J'L)oF:n<eh*5%Y[Yn ZT;b-DKU9G#2jv455

2022-07-01 14:21:59 UTC 457 IN Data Raw: 8b 2c f2 f6 73 17 39 e4 39 f1 e4 03 d9 1d b9 4b 94 89 d0 f2 7e 9f 32 cb 04 36 fe 36 5d 05 a7 5d cd 93 67 82 c3 
6c c7 4e 49 6f fa f9 9a 9a 9b da 23 13 3f 95 3e 60 9f 22 7f 1a 10 fc ef 40 f9 82 7c 1f e2 7f 1b dc df 37 cf a0 f4 ec 5c ce af 
94 f3 d3 59 9f 47 d6 fa de 35 f8 dd 47 a4 ae ef e9 b8 81 30 29 c3 c7 c1 af 3b d4 b8 d4 cc ec fb f3 48 65 9f 8e f4 b3 f0 10 
71 9b 58 1e 0b 37 03 a8 8a 39 1c a2 54 33 93 15 87 25 64 96 1a f9 69 62 c0 40 3f 84 fe 78 89 f9 21 0e 0c e5 3b 93 62 3d 
ad 2e 3b f6 57 30 58 60 66 9c 03 4e 20 c6 55 d3 15 53 f9 18 17 ca 8d 4e fa ac fa 92 61 b2 c6 80 be 97 88 35 bd 21 cf 6a 
72 0e ac cc 48 26 31 e4 30 f3 2f e9 b7 9e bb d3 2f c6 19 3d 30 11 95 d2 b7 f5 3d 26 77 fa 4e cd dd 26 59 67 4b 32 ae ab 
8d 8b 5f f5 ac 33 3f ac e0 4f eb 18 13 fa c6 
Data Ascii: ,s99K~266]]glNIo#?>`"@|7\YG5G0);HeqX79T3%dib@?x!;b=.;W0X`fN USNa5!jrH&10//=0=&wN&YgK2_3?O

2022-07-01 14:21:59 UTC 459 IN Data Raw: e0 5d 80 89 f9 27 71 35 90 7e 98 7f 50 c3 dd 37 77 31 2d eb 47 85 59 fd 47 32 cf 50 3f 46 19 b5 65 a7 51 f4 ad 
c1 15 30 f1 8b d3 d7 28 bf 35 ba 57 a5 99 a6 4e 4f 47 e8 f5 75 3f 53 66 e4 46 62 48 95 9f 2e a2 7f 30 7b 08 16 00 74 39 
46 e5 15 8f 14 68 20 81 52 5b 53 ca 8b 56 6d 7e 50 03 c8 56 fa ad 6c e4 03 45 00 c0 a8 22 85 31 d1 a2 8e 47 b7 f9 9a 4f 
01 49 58 ca 77 45 ae 61 57 2c fc b7 f9 30 6e 2b 19 90 2d 85 0f b0 0d 13 96 c5 70 20 d1 35 68 b0 00 be a1 bd f6 6c b5 e7 
6d a3 b3 82 ae da d6 a0 17 46 37 80 a2 f8 e8 f0 7c 8f 25 b9 93 db 71 3e 9e f2 52 ab 88 ae 96 81 48 24 3c d6 e2 d7 e0 25 
73 f0 d1 ae a2 5b 1d 58 db 43 99 d8 69 50 60 8c 26 f5 2a 7e 47 19 76 2c 5d 0c 6c 9e 2e b6 2b 4b 3e 2c 06 30 f6 c4 b1 ec 
b1 13 c6 4f c6 46 44 6c af 3d c3 05 c4 17 b4 91 63 79 
Data Ascii: ]'q5~P7w1-GYG2P?FeQ0(5WNOGu?SfFbH.0{t9Fh R[SVm~PVlE"1GOIXwEaW,0n+-p 5hlmF7|%q>
RH$<%s[XCiP`&*~Gv,]l.+K>,0OFDl=cy

Timestamp
kBytes
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Direction Data
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2022-07-01 14:21:59 UTC 460 IN Data Raw: 63 74 da 31 fa 16 5f a8 71 71 2b ce ce cc cd 7e 53 c7 bf f3 c4 19 db 33 8f 9d 7b 7c 7b 02 27 89 c5 4c e2 04 e2 
27 6c 4e d8 9d a3 3b 51 69 3b 2b e0 2e 8c 47 3c 7b a0 95 b2 6c 68 32 69 5c 18 36 4d 65 44 56 57 8b 4d 44 35 15 4d 11 
34 90 22 c6 ab c9 41 be 35 40 16 68 c0 1b 6d cc 02 5e 72 b8 1e f5 db 6c 97 11 f2 09 82 e2 20 bc c6 b6 0b 48 27 29 a7 d6 
3c 5c c7 30 66 3d 75 db 99 cc d7 9a 81 4d d4 98 f6 d4 14 dd 49 2b 96 04 af 35 75 f5 a2 36 5b 38 5b f8 47 c9 2d 06 55 40 
2d ea 23 9a 9a 2d 75 ca eb 47 07 12 8d 76 13 42 93 18 64 28 ed 5a 63 d3 64 e0 37 65 75 47 a3 1b 6f 8d 4c fa 7a 14 04 
a8 12 95 ee ce d8 64 fd a1 b4 dc a5 9e 4f b6 f5 2b b3 90 dc 27 44 c3 35 19 76 31 ec c4 e1 ff 00 ac 07 bf 8a a5 72 92 75 
27 19 08 20 85 b5 19 8b 59 01 9b 95 b8 8c d0 d8 65 76 ca db 
Data Ascii: ct1_qq+~S3{|{'L'lN;Qi;+.G<{lh2i\6MeDVWMD5M4"A5@hm^rl H')<\0f=uMI+5u6[8[G-U@-#-uGvBd(Zcd7
euGoLzdO+'D5v1ru' Yev

2022-07-01 14:21:59 UTC 461 IN Data Raw: d4 52 a8 6b a1 5f 82 cf 13 6e 5b b4 84 35 35 72 5a f4 8d 5a 91 ae 45 3c 43 59 73 9d 5f 06 9b 9b 81 a6 fd ab f9 
4f 0b ca 16 95 eb 61 41 9a d9 70 15 4c dc 27 64 9f 24 1d 24 10 2c d6 cd 55 aa 21 55 31 85 4a d4 28 e5 7f 73 56 72 d1 05 
63 45 7f 1f 89 96 3d 64 16 42 dc 11 a5 88 90 55 53 2b 55 a8 ca 27 19 c6 6a 79 9e 75 ed e2 7e 3b e6 ba d8 d7 89 a1 34 
21 9b 9f 33 53 81 82 b6 9d b7 10 2b 18 04 50 26 96 71 81 1b 5a 71 08 30 ce 04 cf c8 c0 8f 12 b1 15 44 ae bf c7 81 13 17 
16 fc ab 7a 4e 06 36 11 10 7d 83 c4 eb 5d 3f 4f 72 59 3e 03 6c 90 9e 6c e4 54 23 f1 61 38 b6 f7 70 8a f7 4e eb c3 63 19 
c8 ac 1a e1 63 f9 49 bd c2 c7 5d d3 3b bb 87 cc 3b 80 bb 1a 7e 56 c7 89 c7 4c 8a 47 1b 60 fa 8e 2c 6e 9a e1 02 f8 e9 78 
16 e5 e5 7f a5 e9 58 c5 1a eb f0 33 ac e8 79 58 b9 b8 f9 
Data Ascii: Rk_n[55rZZE<CYs_OaApL'd$$,U!U1J(sVrcE=dBUS+U'jyu~;4!3S+P&qZq0DzN6}]?OrY>llT#a8pNccI];;~V
LG`,nxX3yX

2022-07-01 14:21:59 UTC 462 IN Data Raw: 9d 39 9a 2a 07 fd 20 50 f8 dd c2 e8 a9 63 a8 9c 89 1c 3c 5b e1 59 18 d9 da 33 b4 f0 a4 e0 f0 a3 4d 19 a6 8a 
18 95 53 34 62 21 33 b7 35 b8 10 13 db 9d b8 56 04 33 b7 3b 71 ab 85 35 0a f8 e2 27 1f 1c 7c 71 9c 27 19 c6 6a 0d cd 9d 
03 15 a1 6d c3 f7 fa 4f ab fd 42 30 2a 51 e5 4f cd 7d 87 89 d7 b0 a6 50 dc 7a 6c 33 b6 40 6a ce b8 0e 5f db 9f da 8a 2b 
db 7e e6 30 09 c7 c9 1b 9c 40 8c bb 9f 33 e6 00 27 f0 8b 0d 6b be d0 8d 58 e3 5d 30 53 c9 17 1d 84 14 f1 26 97 86 99 e9 
9d 2f 5e ea 15 b5 8b d5 4d 6a fd 47 26 ae a3 7e 1f a7 77 7e 26 2d 18 95 c6 f6 dc 26 72 84 c6 8f e6 34 68 66 a3 c3 35 08 
30 88 c2 54 48 8e e0 4e 6c 61 0f c8 f3 0c c0 72 0e 01 07 c8 62 20 db 36 ed 10 02 c7 e0 f4 e6 55 6a 5b fb c2 e5 59 92 c2 
c5 7a c7 2e d2 e9 40 53 90 c3 59 03 72 c4 fc 6c 59 41 e2 
Data Ascii: 9* Pc<[Y3MS4b!35V3;q5'|q'jmOB0*QO}Pzl3@j_+~0@3'kX]0S&/^MjG&~w~&-&r4hf50THNlarb 6Uj[Yz.@S
YrlYA

2022-07-01 14:21:59 UTC 464 IN Data Raw: f9 f6 22 18 7c 4d c2 66 e6 e1 32 c8 df 38 56 f1 98 95 26 65 d9 5d 07 92 5d d3 72 b1 c5 2b 8f 65 7f da a8 56 e5 
ec c1 73 a6 b7 f1 b6 e3 2e b7 6a c7 f2 56 88 d2 b2 3d bf 96 9c bc b1 04 3c 61 e0 8f 6b 1b 8b 17 13 92 43 c2 78 9e 20 d6 
d1 3c d7 5b 41 5e 43 0e cb ac 4a 1b 90 a8 c1 d8 05 4e 33 4e 58 6a 4d 94 21 fa 83 be 99 cf 33 2d fa 23 98 fd 0b 20 83 d0 
b2 d4 bf 45 ce 96 74 8e a7 1b a7 67 a9 6c 5c f4 66 fa 80 dd c5 07 95 44 9e 3b 64 53 1a ba e7 1a 63 a5 10 d6 90 d4 b3 80 
9d b1 38 08 12 30 f6 dc 26 7a 49 78 7a 70 b0 03 b9 36 62 33 99 e6 68 cd 7e 9e c4 dc df e8 fa 4a be de 1e 5b ea 61 dc 4e 
4d 43 8a 4e b9 d6 b1 fa 75 7d 4b 3e fc fb c4 c6 4f 20 6c 84 85 00 8d a8 a4 6e b2 43 7e 5c b8 bc 08 ab 19 04 fc 3d 88 59 
dc aa 35 ca d0 5f b5 d9 8c 6c 30 2b 6f b6 67 00 ad f8 
Data Ascii: "|Mf28V&e]]r+eVs.jV=<akCx <[A^CJN3NXjM!3-# Etgl\fD;dSc80&zIxzp6b3h~J[aNMCNu}K>O lnC~\=Y5_l0+og

2022-07-01 14:21:59 UTC 465 IN Data Raw: e2 98 9e 32 a3 5a a1 85 86 03 6f 2f ef 99 c7 22 1a c9 17 0c 7a 46 5f 52 a9 9e eb 5e d2 47 9a 9f e9 ef 47 16 27 
be e6 e6 e6 e7 99 e6 68 c0 d0 98 ea b1 80 f6 f4 ff 00 5b 38 0b fd 7b a4 6b aa 7a 9e a1 5d b6 3d 96 7b 0f 91 16 6a 11 c4 
a9 d8 1f 21 b5 09 32 d1 b8 3c 11 14 f9 a9 80 11 f4 57 f8 b6 bf 20 f1 20 ee 6f c6 e6 35 37 64 d9 d3 3a 45 58 d0 0f b0 98 4c 
dc 30 fc ee 19 b9 b9 b8 d1 8e 89 68 5b c3 b4 63 fa 43 ec dc 73 e2 f6 30 0d c5 5d 7b 50 fa 8a e2 57 6c 04 c7 5d cb 92 71 
f3 8e c6 30 96 af 9f 8f 65 8b e3 db 50 ea 18 d1 e3 43 ec 25 8f 1d a0 8a 60 2b 39 c2 62 b9 9e 0c e3 15 8c 56 30 79 5e 06 
2f 89 e9 0f fe 37 f8 a6 1f 16 c7 6b 37 fd f3 15 6e 83 7a c9 ea 18 b4 4c 9e af 73 a9 25 d8 46 d4 d7 86 f8 f4 ee 41 7a 75 35 
35 ed af bb 44 42 7c 18 d0 fd a3 de bf 21 3c 4f 
Data Ascii: 2Zo/"zF_R^GG'h[8{kz]={j!2<W  o57d:EXL0h[cCs0]{PWl]q0ePC%`+9bV0y^/7k7nzLs%FAzu55DB|!<O

2022-07-01 14:21:59 UTC 466 IN Data Raw: 33 8f bf 81 19 84 30 6c 2f 0e 50 2f 81 f1 e3 4f f3 b3 c7 cc fe 3a 16 5a 51 75 a8 0c f5 1f 48 ba d5 3d ca 6d e8 be 
a9 ba b3 8b 93 4e 4d 3e c7 64 ff 00 2c ab 38 f8 75 8b a9 f8 fb 72 80 ee 72 9b 83 5a af 52 b1 c8 28 d1 d9 10 b9 0e 79 11 
4a b3 ce 85 d0 d3 18 97 d4 e5 b8 07 df a2 3d ad a4 3c b0 15 24 c3 39 18 61 86 6e 12 21 6f 25 a1 68 c4 47 68 cd 0b 4d 
cb 6c 24 32 fb b4 d4 e3 3a 77 4a cd cf 3d 37 d3 18 98 e1 00 0a cc a8 83 21 ed 1f 48 1c fb 75 db ba 9d 34 74 ba f1 3e 97 
d4 74 ad 79 4c 37 3a 41 fe 9d d5 e6 66 bf ae f5 6c 4f ae c1 1d 27 1b 5b ae 9a ba af d3 ff 00 50 23 d8 19 5c 42 66 e7 88 
d1 d6 0d eb 63 db 5e df 10 9f 06 1f 63 1a 37 cf a7 46 fa e4 f5 86 10 b7 19 97 c2 90 a4 9f 03 ba c5 29 3b 6a 67 61 67 d3 
d7 ae ca 89 c5 d5 bc ee 63 e9 f2 1b f7 7d fd 67 19 f2 
Data Ascii: 30l/P/O:ZQuH=mNM>d,8urrZR(yJ=<$9an!o%hGhMl$2:wJ=7!Hu4t>tyL7:AflO'[P#\Bfc^c7F);jgagc}g

2022-07-01 14:21:59 UTC 468 IN Data Raw: 17 da eb 6b a5 2d ea 40 b3 d5 91 95 7f 4f c5 fa c4 54 45 2e aa e9 9d 8e 71 72 fd 87 b0 8b f0 e6 6e 6e 6f d9 61 
9a 80 79 e3 08 84 46 11 a7 a5 aa 61 87 47 01 ef eb 4c 5e 17 17 87 7a 55 dc e1 13 f1 8d f2 57 c3 55 ca 70 71 07 2e 3e 8f 
1f fb 9f bf d4 75 37 d3 aa ee 04 59 f3 36 63 0f 0d c7 8e f5 15 8e b7 e7 cc 0d b5 f3 a4 f1 0f 99 60 11 a5 cd fd be 94 cd fd 4f 
f8 fb c4 e9 7f 97 40 d4 f3 39 00 49 10 fc 6c 4e 9d 7f d4 e2 42 23 a6 e5 d4 a9 8c 87 4b 4b 68 8f 3d ae e4 b1 5d 21 3f 8a 
93 ae 40 8b 36 25 5e 40 5f ca e4 e0 3a 77 49 bf a9 bf 4a e9 f8 dd 36 98 b0 c0 77 00 f6 fe 7e dd fb f8 84 42 21 68 5c ce 25 
85 9b a6 0b 8f 2e a9 89 dc 47 3c 63 34 63 09 9d 1f a1 59 91 2f 44 a3 a7 54 48 15 93 bd 03 34 21 9b 30 99 a8 74 23 11 
08 84 4d f1 6e 81 98 b9 58 ec 15 d4 d7 91 7a e3 
Data Ascii: k-@OTE.qrnnoayFaGL^zUWUpq.>u7Y6c`O@9IlNB#KKh=]!?@6%^@_:wIJ6w~B!h\%.G<c4cY/DTH4!0t#MnXz

2022-07-01 14:21:59 UTC 469 IN Data Raw: 1d 60 13 d3 7a b0 8f 81 d4 16 1a 2f 59 fb 67 71 67 a3 70 fe 9f a4 ea 6b dc 80 45 d8 e5 91 6e ba b7 47 ae d9 8f 
4d 38 f5 96 3e df 91 9a 50 5a 02 cc bd b1 09 02 77 0b 8e 28 93 d4 98 0e e8 75 04 53 a9 85 80 db 4a f4 ab a0 17 e3 dc 7d 
e6 19 56 83 fb 93 3a c6 37 d6 74 ce 68 d0 3d 5a 43 5c 1d b0 ec 82 05 59 c3 c1 dc f4 92 eb a5 fd 99 99 55 e2 d4 3d ae be 
8a a7 5c a8 3d 28 db 0a 27 c2 16 25 06 e7 c4 04 45 f3 ec cb 01 d4 e5 b3 f1 1f 51 99 b8 5a a3 58 7f f1 ff 00 47 1f ff 00 92 
87 cf f3 b2 20 e3 18 9d 46 3f 96 f9 1e 8b 79 c8 e9 fe dd af 1a 00 6e 7e 51 ab 33 a7 f4 fb f3 ae e8 fd 2f 13 a6 54 bc 9a 2a 
28 85 a3 3c 36 19 f9 19 c2 76 c4 fa 7a cc fa 4a 89 3e 00 68 cb b8 76 a1 1c 18 5a 6f 71 81 04 59 03 0f 67 59 bd 46 31 9a 
16 85 e1 30 fb 74 ec 4d 9f b7 a8 ff 00 f3 eb f8 
Data Ascii: `z/YgqgpkEnGM8>PZw(uSJ}V:7th=ZC\YU=\=('%EQZXG F?yn~Q3/T*(<6vzJ>hvZoqYgYF10tM

2022-07-01 14:21:59 UTC 470 IN Data Raw: 5e 6c c3 26 13 07 b6 a6 a6 a6 bd bc cd 98 1a 0f 67 3b 27 c4 65 06 3d 73 1a ce 24 8e 43 3a af 38 76 f1 7c da 
fb b4 ec a1 aa e5 c8 ae c5 6a 1d 4c 66 f6 3e d8 f4 3d cf 8f 4a 50 9f a5 91 fe c5 7f 1b d4 f4 87 ec c8 ad 32 31 db a2 d1 3f 
a1 26 9b a1 d9 0f 41 c8 9f d0 73 61 e8 79 e2 1e 91 9f 1b a7 65 ac 6c 3c 81 3e 9a e9 d9 b2 74 40 57 a7 74 a9 59 9b 9b 9b 
9b f6 dc 1e ff 00 cf ba fc fb 35 c2 6a c3 32 14 2d bb 9b 8a 62 ca cc 07 dc 7e 9b ce a5 8c f8 99 aa ae 62 50 ed 3b 3a 0a 8a 
17 f0 9a 59 b8 4a c1 14 f2 76 fd df 67 f4 c1 f4 fe d5 f4 dc b6 c9 87 e2 bc 07 df 51 ab b1 99 51 02 08 a7 82 f2 78 8d 39 79 
8b 0f ed df 96 1a 8d a9 7a 8e 36 8d 74 0f d1 6d 7d 0f e2 58 c5 df 1f 82 7c 02 27 c0 fe 7e 01 2b 3a 56 47 d3 66 ce 33 5a f7 
d4 d4 d4 e3 38 ce 13 84 00 88 61 96 19 dc 00 
Data Ascii: ^l&g;'e=s$C:8v|jLf>=JP21?&Asayel<>t@WtY5j2-b~bP;:YJvgQQx9yz6tm}X|'~+:VGf3Z8a

2022-07-01 14:21:59 UTC 472 IN Data Raw: 54 46 f0 1c 59 2f 5f 17 9d f4 23 f3 fa 19 03 77 2f 85 1a 85 39 40 00 87 7b d4 02 7c cd c1 04 d7 b6 be d6 85 01 
2c 42 03 b8 04 6d 88 de 7d aa f0 7f 7a dd bc 7b bb a1 c5 83 dd bd a8 f8 c3 c3 66 bb fc 13 17 e2 7a 73 c7 48 c3 a8 64 d8 
bd 24 86 be ba ea 7b fa 43 17 6c 15 c5 0d 82 d9 55 55 d2 6d 58 eb a9 6d 3d 46 b8 b5 65 ce 79 18 f2 bc fe a5 74 b3 94 e8 
bf f1 87 dc 40 31 e9 06 3d 24 46 4d 7b 29 8a f9 6f 2b c4 41 07 81 dd dc 2a 48 6b 6b 45 ea 7e a4 c4 c7 99 fd 67 3b 32 50 
c6 ab a9 b1 2d a9 a7 c4 26 16 e3 0d c6 c4 a6 b6 79 43 72 4e d8 0c d4 fe 5d a1 15 67 88 ef a9 bd c5 10 4f 3e c0 7b 75 05 
e7 86 4d 82 6b 82 8e d6 c7 6c 33 30 d6 e6 c4 f4 50 de 67 eb 7a 8b 1f bd 83 4b ec 03 ca 78 13 63 5f 31 7c 47 d6 c9 d0 0d 
e1 bc 4c 8f 35 f2 0a d9 14 db 45 b1 b5 bf b7 a6 e1 be 
Data Ascii: TFY/_#w/9@{|,Bm}z{fzsHd${ClUUmXm=Feyt@1=$FM{)o+A*HkkE~g;2P-&yCrN]gO>{uMkl30PgzKxc_1|GL5E

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 473 IN Data Raw: 9f f8 e2 23 06 1f 61 fb 7d 4d 9b f5 dd 5e 2f b0 80 c1 66 8a d9 a8 76 61 08 4a ad 53 5e 3d 3b 50 fe 99 90 ff 00 
9b dc aa 2e c8 d9 37 1d f7 27 70 4e ec 16 08 1d 62 5a c2 26 6d ab 2a ea 1b 95 e4 2b 40 fe da 10 a4 29 1a 90 67 63 8c 1b 
11 1b 63 f8 f5 4f 4f ec 5a 46 8b 45 f9 f4 b0 d7 41 ff 00 03 ab 63 fd 4e 18 1e 2a 03 44 68 a3 e8 6c 41 e6 7c 11 bd 9f 93 bf 
66 02 70 e3 08 33 50 81 35 e4 4d ec 6f f2 9f 96 f4 49 f8 9e 20 13 5f 8e d2 1f 3e cd b8 08 32 b6 28 71 ef 53 3b a2 59 77 28 
4c fc 8c 46 f0 cc 0c bc 08 e3 50 fb 0f 65 68 c6 19 63 ad 69 99 92 d9 12 d4 85 27 42 05 3a d7 f8 8b fb 9f f7 ff 00 18 63 fd 
0f d5 be 12 2f 59 b9 e5 65 ab b0 75 4a 8d 99 59 47 25 aa cd c7 4c 6b b3 b1 4e 2d 6c 06 53 e7 74 cb 2d ea 59 78 f9 0d d3 
9a b3 d3 72 38 d7 81 90 77 30 3f e3 b2 86 9f 
Data Ascii: #a}M^/fvaJS^=;P.7'pNbZ&m*+@)gccOOZFEAcN*DhlA|fp3P5MoI _>2(qS;Yw(LFPehci'B:c/YeuJYG%LkN-lSt-
Yxr8w0?

2022-07-01 14:21:59 UTC 474 IN Data Raw: 96 8a c6 06 8d a4 11 79 24 81 d2 40 d5 23 a0 54 49 b0 4a 2d 52 87 f2 ea f3 8c 1c 5f 69 b4 81 21 5a ac 20 d2 
f7 1a fe ee 9d 35 c5 92 e9 92 08 bc 1b 48 62 bc 9a ab ef e5 24 3a 4d a4 0d 32 08 21 0a 32 8b 3b 41 b4 82 95 0c d6 f7 5e 
31 81 59 10 35 68 b3 b3 56 52 45 e4 93 71 36 44 15 a9 5f 0a 6d 24 da 05 4e 53 7d a6 d2 2d 04 64 af f6 6a 52 db 36 33 
63 fc 21 ac 68 5c 88 42 c9 c0 99 02 5c 95 78 8b 4e 28 49 8a 9b 34 55 4c 3f 88 91 18 21 dd 2c 58 ed 37 93 71 38 31 6a 54 
8f 56 a3 d4 a8 aa a6 f1 a3 c5 96 28 92 6f 02 49 8e 81 d0 87 49 02 a4 da 6c c1 9a 94 fc 28 12 b4 10 46 12 49 37 56 f2 6d 
36 91 68 36 9b 48 22 d1 8c 1b 48 36 90 53 e0 56 4e f3 6d a6 c3 c1 23 ac a1 c1 ba cc 83 68 a9 56 9b b2 ae 46 be 0c 74 
6d 1a 23 18 c2 08 b7 24 32 0d ac 82 0d a4 10 88 c3 81 c0 9d 91 
Data Ascii: y$@#TIJ-R_i!Z 5Hb$:M2!2;A^1Y5hVREq6D_m$NS}-djR63c!h\B\xN(I4UL?!,X7q81jTV(oIIl(FI7Vm6h6H"
H6SVNm#hVFtm#$2

2022-07-01 14:21:59 UTC 476 IN Data Raw: 03 12 21 30 31 13 41 32 51 04 22 40 14 42 71 ff da 00 08 01 02 01 01 3f 01 38 24 91 bb c9 2c a7 4d b1 69 8a 
85 94 11 93 c9 61 16 af f2 ca 4a 99 26 9a 97 86 d4 3d 31 d0 cf 06 26 49 55 91 24 de 49 c6 9d 36 ca 68 4b 0d 4a 65 5e 4d 
2a 3e ed 24 b1 b6 6e 24 54 b6 2d 27 f6 2d 24 24 97 5c e2 fc ec ad 7f 61 93 6e 49 64 da 0d 25 f7 93 52 3a 24 ab 44 74 34 
4c 75 ae 4a 74 9f d9 4d 09 67 5d 3b 5d b4 a8 dc f0 68 f8 98 b4 50 a8 4b 34 3e c4 3e 3a f5 97 42 45 2a 17 4c 15 69 52 ca 
96 d7 d3 4e 93 fb 29 a5 2f 3a 75 69 95 36 d0 5f d6 fb 56 4a 91 a4 b1 7d 88 aa fc 10 88 58 c9 aa f9 25 5a 0d b7 dc cd 35 
2e eb de 86 55 47 04 5e 08 12 92 9d 1f d8 92 5d 71 27 c1 4f 42 81 c1 56 a4 2e 0a 96 ad 78 fd 7f 8e 49 ba 46 b2 20 98 24 
93 8b e9 2e 2f f6 6d 76 8c 6b 7f 45 75 49 17 54 b6 53 a3 
Data Ascii: !01A2Q"@Bq?8$,MiaJ&=1&IU$I6hKJe^M*>$n$T-'-$$\anId%R:$Dt4LuJtMg];]hPK4>>:BE*LiRN)/:ui6_VJ
}X%Z5.UG^]q'OBV.xIF $./mvkEuITS

2022-07-01 14:21:59 UTC 477 IN Data Raw: 78 4d 91 02 24 59 70 70 71 94 5a 30 aa 9d c8 9d ac a2 a9 56 d4 a7 ed 12 2b cd a4 92 49 bc d9 78 28 57 79 c8 
aa bc 92 86 ec fd 1d 73 c1 49 36 56 8b c1 04 10 47 44 e5 c5 a7 2e 49 66 ec 75 7f 23 4a fe 12 ce 48 36 90 42 ce 05 c5 db 
1b c9 de 9f 30 dc 36 3c 69 bc 10 36 49 36 87 d1 ce 49 1b 4d 86 c3 69 b4 da cd ac da cd 8c f8 f1 d7 7f dc d0 bb 82 70 57 
e7 04 85 79 1b bc dd 11 64 23 c2 a6 9a 3e b0 8b a1 62 f1 a5 4b 3e 2a 4f 8a 93 e1 47 c4 7c 47 c6 cd 8c da c8 64 32 19 1d 
94 56 aa 57 aa ad a8 54 ba 9c 94 ad aa ce a1 c9 c2 1d 44 11 69 ce 49 24 6e cf a6 92 a4 27 66 b3 42 16 0d 11 68 34 d7 f6 
ec 5d 9b 23 f1 16 a3 5e 9f 20 d3 a9 f2 2a 62 ce ce c9 5a 44 7d 1c da 30 92 49 27 08 ce 94 55 d6 ae ac c8 20 86 51 ef 62 
c2 aa e9 a7 d2 af e4 7e 8d 1a f7 7b 9a b4 5d e4 d7 44 f7 
Data Ascii: xM$YppqZ0V+Ix(WysI6VGD.Ifu#JH6B06<i6I6IMipWyd#>bK>*OG|Gd2VWTDiI$n'fBh4]#^ *bZD}0I'U Qb~{]D

2022-07-01 14:21:59 UTC 478 IN Data Raw: d3 0d 9e 02 de 08 d4 d0 2b 3e 9f 26 5d bf 84 ac 1a 5e 89 8c 7b 7a 3e 63 ee 15 fc 2d 66 d4 77 b1 93 bc 0a c8 
e6 ad 9a 18 a7 c5 3a f3 1c 54 dc 15 72 88 58 9a 81 81 0e 51 3e f5 28 1f 05 9e 6a d3 cd 00 b0 9b f0 5b 0f 21 4e 20 55 db 
1f 79 75 2a 39 43 9b 59 a3 b0 a9 f8 ac 9c 55 99 f8 a5 5d af f0 5b 18 87 63 95 da 55 a4 77 ae 13 c1 59 ce 2a e4 85 7c d6 
13 13 cd 5c 61 ee 52 03 85 96 07 67 2b 65 66 3b 85 d0 2f 1d 0b 38 bb 3f 05 21 b8 df ed be e7 cb 20 89 09 f4 4e 63 2e 61 
49 6e d7 05 7f 15 07 35 cd 64 57 0e d5 69 3d eb 15 41 e7 9f d6 e5 cb 5e 50 7b 97 ee ae 10 16 9e c5 2b ad 08 b6 3b d1 
c7 1e 2b 62 cb d6 1d c8 17 93 1e 0a 43 9e d5 d7 25 5c 5b 94 ae a9 f0 95 38 42 ea b8 ac 07 3e 03 35 f4 55 1a d8 b1 76 
ca f3 da 51 1c 98 3f 54 0f cd c5 47 0d f5 36 96 16 34 34 70 03 
Data Ascii: +>&]^{z>c-fw:TrXQ>(j[!N Uyu*9CYU][cUwY*|\aRg+ef;/8?! Nc.aIn5dWi=A^P{+;+bC%\[8B>5UvQ?TG644p

2022-07-01 14:21:59 UTC 480 IN Data Raw: 06 97 a2 54 a1 f5 99 b4 df d4 2c 74 5e da ac 3b da 65 4b b2 50 17 47 4d 12 6f cd 40 00 73 e2 b1 38 00 7b 16 
58 be d5 d1 91 65 88 9b f0 58 59 be ca 62 07 6a 97 3e 4f 05 2c 6e 2f 72 2f c2 3f 10 51 d2 3d ae e0 e6 af ee cf 8a 82 d0 
3b 61 46 0a 51 cd 7d 08 07 ea 11 fa af a2 1f 89 49 e9 5b d8 b6 5e e8 e6 f5 38 dc 0f 6c ae 8a 99 79 7f 0e 89 07 69 55 00 
e4 d1 7f 15 14 a9 b5 bc 4e f3 e9 db a4 dc 46 cb a3 dc a5 b8 3e 2b 72 eb 89 5b 05 a4 f3 4d 66 fd e4 6f 3a e7 55 ca bc 9e 
f5 90 45 5c 78 20 4b 25 60 63 0d 47 4d 94 f4 3d 13 7e b9 85 e7 b4 93 9d c3 07 ea be 84 3c fd 7d a5 0d 10 3c bc 55 5e d6 
0e 2e 30 bc cb 2a d6 fb 0c b7 89 b2 b5 3a 34 47 d6 76 23 e0 3f 55 e7 f4 aa d5 39 37 60 7b 94 d3 a5 4d 87 8c 5f c5 71 56 
68 1d a9 be 72 48 39 0d 73 b9 79 ed 3a 83 4f 0c 52 7d ca 
Data Ascii: T,t^;eKPGMo@s8{XeXYbj>O,n/r/?Q=;aFQ}I[^8lyiUNF>+r[Mfo:UE\x K%`cGM=~<}<U^.0*:4Gv#?U97`{M_
qVhrH9sy:OR}

2022-07-01 14:21:59 UTC 481 IN Data Raw: 69 b1 40 8c bc bc bc b7 d6 7f 55 8d c4 55 5a ee b3 ea 58 7d a2 80 79 33 92 02 10 c5 00 2e be 31 da 47 c1 34 
41 07 76 d1 5f 4a 0f 7c a0 5b 4d ee e6 02 eb b5 bd 85 5e a3 5d f6 9d 3f 05 80 1a 63 ea 87 20 58 19 83 86 5f 15 2e 6e 8f 
1d bb 4a 5b 59 a3 bd 59 da 3f e2 51 4d 98 ed 7c 0f 58 ab 8b fb 39 a0 36 28 b4 e4 00 cf b9 79 b6 7c dd be d3 c4 bb c3 77 
7a e9 2e fa 9e db cc bb f6 f2 0b 41 87 66 d3 c1 db 93 6a 81 13 98 e0 77 8f 4e fa 2f ea b8 42 c3 f3 23 1c 71 80 86 36 0a 
43 ed e2 42 9b 5b 00 29 6e ac 42 e1 67 e8 26 ad 46 53 1f 58 c2 f3 14 6b 56 e6 1b 03 c4 af ee 68 0f c6 7f 20 bc fd 5a d5 f9 
39 d0 df 00 b0 ba b6 8f 47 ea b7 3f 00 a3 45 a3 52 a9 87 c1 76 c8 90 26 16 c7 47 40 1f 64 5f de b1 69 15 5f 54 fd 67 4a c2
c6 1e fb 05 a3 38 11 0e 76 12 f2 3a f3 6b 72 e6 aa 
Data Ascii: i@UUZX}y3.1G4Av_J|[M^]?c X_.nJ[YY?QM|X96(y|wz.AfjwN/B#q6CB[)nBg&FSXkVh Z9G?ERv&G@d_i_TgJ
8v:kr

2022-07-01 14:21:59 UTC 482 IN Data Raw: d5 2c ab d1 b8 65 c0 f6 a0 d8 06 05 e3 8a ce 3b 75 ed cb 47 b5 b9 63 9d 9e 57 52 0c 8e 5e 82 be 93 eb 35 bb 
3f 68 e4 b0 7a d5 8e 1e 71 bd 03 53 c1 60 a7 68 cc a8 a7 3d bb d4 b9 be 37 52 e2 de f5 96 a9 6e ca 38 f1 48 e7 62 83 83 
1d 41 be d3 ff 00 44 1c 5b d2 bf da 7f e4 17 46 d9 ab 57 d8 65 cf 7f 05 e7 6a 74 2d f6 29 1b f7 bb f4 58 69 30 34 7c 7d 23 
e8 fa af f3 8c ff 00 d4 3f 3f 49 23 3d 56 50 57 25 cd 43 8c 29 9d 79 d9 6d e8 75 1b 40 98 e9 31 5f c1 68 1a 4d 2a ee f9 b3 
9d b6 d6 e4 ec bf 2f 2b 47 a9 f5 8d 33 f7 87 ea 02 75 5a 76 63 e9 b4 cc 6f c9 06 1d 28 17 7b 34 ee 7d cb 11 d1 ea 1f f1 eb 
47 b8 2a 2c d9 0d a7 1b 21 b6 31 96 77 57 f7 a9 59 ea 73 39 4a 75 1f e9 bc b3 bb 31 ee 2a cc 03 b5 41 7f 70 5d 52 79 95 
72 d0 a7 69 e7 25 ea d3 0a 1e 5f 52 d9 04 1c da 
Data Ascii: ,e;uGcWR^5?hzqS`h=7Rn8HbAD[FWejt-)Xi04|}#??I#=VPW%C)ymu@1_hM*/+G3uZvco({4}G*,!1wWYs9Ju1*
Ap]Ryri%_R

2022-07-01 14:21:59 UTC 484 IN Data Raw: 8e 11 9e 43 50 73 5c 1a e2 ec 51 c4 70 41 b5 98 43 62 71 0d c5 0c 2e c4 0d c1 d5 87 06 20 eb 15 a3 77 84 7c 
a2 5b 2c 3f 57 f4 45 ec 6c 3b da a5 63 e0 a1 ae ee 5b 6d 53 45 e5 be f1 e0 ba 42 c2 c7 6f 7d 2f d1 5e 27 33 02 2f a9 e1 
a6 1f 57 cd b7 bf 3f 72 a1 a2 b4 f5 b6 c8 1e e5 84 36 01 e6 80 83 cd a0 29 38 69 8e 32 83 7a 47 d4 71 dd 4c 5c a0 6b 62 
a2 df 66 65 df a2 f3 14 9a d3 bc ef fe 58 56 68 97 52 38 bb 46 f1 e0 83 9a 64 11 23 c8 8c cf 01 9a f6 07 2c d1 8f 14 10 c5 
62 b3 9f 22 08 56 d5 72 a0 94 46 6d 56 b2 19 bb 9a 3a 56 8f a4 bf 46 a8 ee bc 09 95 d0 32 a0 c4 e7 6d 39 d9 b8 a6 53 a1 
4a 4d 5d a6 06 8c 21 c6 7e 32 83 e9 9a 74 85 5a 64 b0 0b d4 6c 1b 9f 8a 7b ce 39 05 af c5 50 c3 04 1f ff 00 eb dc b4 a7 
54 d3 1a 1a f0 fc 4d 65 cb 5a ec 31 e0 50 c3 a3 d5 ac 
Data Ascii: CPs\QpACbq. w|[,?WEl;c[mSEBo}/^'3/W?r6)8i2zGqL\kbfeXVhR8Fd#,b"VrFmV:VF2m9SJM]!~2tZdl{9PTMeZ1P

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 488 IN Data Raw: ac d4 4a e2 84 c2 95 2b 3d 51 25 12 1c ae de c4 06 1f d9 39 ce 06 3e 2a 20 c1 52 37 2e b6 7b d6 7d a3 56 52 
b7 05 bc ef f2 fa 48 da 8c 33 cb d0 da 5d d8 8b 74 6d 0d 8d 1d 21 63 5f 51 d2 0c 6f 4f a8 ed 22 d4 cc 1a 40 61 ee 20 5d 
0a ad 25 c1 de df 59 a7 78 2b 3d 57 6a 72 95 a4 e8 fe dd 3c 5e 0a ad 03 95 46 16 f8 85 7c ff 00 94 af 47 fa 94 a7 bd a7 f7 
47 c5 75 dd ab 69 c0 76 94 f6 62 69 0e 11 d6 e2 a0 98 23 8b 57 5c 77 35 7f 7a ef 72 ea 31 bd a5 75 9c 7b 14 e1 6b 79 92 
ba ce 77 d9 0a 70 b5 bc dc 54 02 e7 f6 58 29 76 0a 63 7f 15 77 9a a5 16 e8 d4 9b 4c 73 5e 72 a9 70 e0 16 5a a0 ea 90 
b2 42 d0 11 0f bb 48 82 8b 0b a0 7a af e2 16 07 99 56 6b 23 9b 95 9a c1 1d aa d8 4f 60 51 26 5e 70 f7 6f 4d 3b 78 68 ed 
19 cb 92 92 60 04 1c 40 3c 1c 83 43 c3 d9 bc 3d 61 6e cf 
Data Ascii: J+=Q%9>* R7.{}VRH3]tm!c_QoO"@a ]%Yx+=Wjr<^F|GGuivbi#W\w5zr1u{kywpTX)vcwLs^rpZBHzVk#O`Q&^
poM;xh`@<C=an

2022-07-01 14:21:59 UTC 492 IN Data Raw: a9 35 bc f7 f9 59 42 cf 55 90 b6 ae d5 c2 11 20 f6 4a da df bd 49 75 f2 ba 1b 57 df 28 e1 6a b6 c9 3b 97 1f 82 
98 07 e0 a0 8e ad c1 52 1d 13 c5 0f 8e f2 b1 9c fd e8 61 74 1f 7a 89 46 d8 66 d6 cd 41 7e 4b ad 9e 5a af 08 ec f2 59 65 
92 df 75 9a 9b 28 53 2b 35 92 bc 28 b2 cf 35 99 e0 b7 ac 34 d8 e2 5c 9d a3 54 a6 fd 26 b0 1b 4c 9c 2c ef 39 94 34 7c 6d 
a7 47 75 1a 7b 0c 0a be 88 5d 2e a2 ec 6c ec 3f ba a3 a4 0f ef 18 1d e5 8f 94 69 cd f6 6a f6 ee 2b fe 42 b1 76 1f 67 35 d5 
11 e0 86 87 a4 3b f8 8a 63 64 fb 6d fd 55 4d 1c fa e2 c7 81 dc b4 2f 94 88 8a 8e 69 a1 5b 93 db ff 00 0e a2 1a ea 96 dd 9f 
6a da 8e f0 86 31 2f 6d b1 71 1c f5 e2 a1 a3 d4 7b 7d a8 d9 f1 43 e7 1a 76 8b 4b 90 77 48 ef f4 af e1 f4 3f 94 34 ce 78 45 
16 7e 6a da 3f c9 fa 08 e2 47 4a ff 00 7a 0e 
Data Ascii: 5YBU JIuW(j;RatzFfA~KZYeu(S+5(54\T&L,94|mGu{].l?ij+Bvg5;cdmUM/i[j1/mq{}CvKwH?4xE~j?GJz

2022-07-01 14:21:59 UTC 493 IN Data Raw: 6d c2 ef 10 86 2a 87 44 ab c1 ff 00 aa a2 34 7a fe 72 a3 e4 39 be c8 4d a9 a4 06 12 c6 e0 11 64 07 ad ec ac 
6e 38 79 2f 36 6f 9a 65 4f 68 03 e5 5d 59 5f 56 57 46 2e bb 3c 10 22 49 ca c8 9a a0 18 58 70 a9 9c 32 84 3a 78 a3 2d ec 
85 85 8e 89 e0 80 39 72 fd 57 52 4a 12 e9 c3 e0 ac e9 08 4c 5f 34 49 17 6f 25 c0 ac 30 21 4b 81 69 2b 09 7e 48 dc 10 ae 
33 cd 7d 95 d7 89 c9 6c b8 42 1c 37 ae a8 44 e0 b8 c9 44 2d e2 54 4e 4a 41 0b 2e d5 8a 14 5d 4c 15 61 92 dc 1b 9a a3 
a1 57 65 ab 34 ed 62 df b9 55 a2 f9 2f a6 e2 0a 6b 69 68 ee ae 77 b4 09 54 fe 4e f9 4d e6 a5 66 54 2f 6b 28 38 12 ce 44 
e5 c5 61 d0 28 33 42 67 b4 db d4 3f 7b f4 5d 21 71 2f 99 c4 73 55 f4 77 1f a5 a7 23 b5 bf fb fa 0d 29 91 b2 f7 74 8d ef 5c 
17 15 6b 2c d4 50 d1 ab 55 fb 2c 2b ce 52 a7 40 71 a8 ff 
Data Ascii: m*D4zr9Mdn8y/6oeOh]Y_VWF.<"IXp2:x-9rWRJL_4Io%0!Ki+~H3}lB7DD-TNJA.]LaWe4bU/kihwTNMfT/k(8D
a(3Bg?{]!q/sUw#)t\k,PU,+R@q

2022-07-01 14:21:59 UTC 497 IN Data Raw: 7e ab 37 c1 75 5d e0 a0 b4 85 bc f7 6a 8b d8 ab 35 75 55 95 f5 6e ef 50 44 ca b4 80 ac ae ac 54 b5 4a dc 15 
88 f1 59 eb b9 5d 65 65 8b 25 72 4e bd 90 2d ab 3d 5c 15 c9 57 5b 45 1e 3c 56 1c 06 50 1d 13 a5 02 da 0e 2b 66 82 82 
00 2a 1e e6 0e d5 9c 2e b2 cd 66 b3 59 ac ca b1 95 97 93 4a a4 f5 5e 0f bd 0a 95 b4 ca 8f ab c7 46 64 88 ef 55 34 6d 16 
be 95 38 76 69 b9 9b e7 79 53 c0 79 13 b9 59 71 0b 64 c1 57 5b 2e 01 71 57 30 ad 25 6d 01 d8 ae 16 3c b8 ab 0c d6 6a 
2d 2a e6 fc 14 85 9f b9 5c 95 6c 94 64 ac 9a cd ee cf b1 43 37 21 28 dd 4a e9 41 b1 dc a2 65 08 c9 6e ef 52 26 02 c3 bd 
48 16 50 49 50 43 88 44 90 3c 55 81 85 94 77 2b 23 88 ac ee 17 56 f9 5d 6c 5f 9a e2 77 05 76 dd 1d c8 d2 39 3a e1 62 1
0 b8 a9 1b 95 fd cb b1 03 d5 50 32 5b c4 f1 59 59 67 9e 4b 21 08 
Data Ascii: ~7u]j5uUnPDTJY]ee%rN-=\W[E<VP+f*.fYJ^FdU4m8viySyYqdW[.qW0%m<j-*\ldC7!(JAenR&HPIPCD<Uw+#V
]l_wv9:bP2[YYgK!

2022-07-01 14:21:59 UTC 501 IN Data Raw: 48 e6 b6 aa 09 ed 44 16 ca b8 d5 00 df b5 5c ac f5 65 ab 24 56 67 5c 59 70 f2 33 3e 0b 32 a2 ea c5 66 b9 2d 
ca c8 2c d7 aa b7 2b 7f b9 44 ba 54 62 1d 85 5c 6a cf 54 97 2c dd 2a c4 a9 91 1b d6 10 47 14 04 b0 f6 2c 2d 17 71 80 17 
4b a6 b1 85 fb a9 e6 07 92 6b 52 eb 01 b4 38 85 88 65 da b6 59 8b bd 43 a8 d3 56 a7 85 75 1b e2 be 88 2f a1 9e c5 87 
a1 8f 05 7a 6e 1f 75 76 72 56 76 2e f5 72 40 56 aa ad 50 78 28 c4 3c 14 e3 57 a8 17 d2 7b 97 d2 85 b5 55 5a 0a 1e 76 3b 
ec b6 9d 7e d5 b3 56 0f da 5f 4f 8b bd 47 4c 1a 3b 25 48 d2 5a 7e e0 58 9d 54 3b ee 80 b6 6a ab 55 3d e1 7d 2d fb 17 5c 
78 20 7a 51 e0 55 ea 01 dc ba 2a 0e e9 5f c2 17 ce 74 b7 b5 f5 00 99 39 37 b1 6c 39 a0 3b ab 03 12 c1 50 6c b2 70 ef 27 
b5 cb 47 d2 1a 1a ec 2e 2c 31 c0 ee f1 0b 47 d2 1f 06 b7 4c 
Data Ascii: HD\e$Vg\Yp3>2f-,+DTb\jT,*G,-qKkR8eYCVu/znuvrVv.r@VPx(<W{UZv;~V_OGL;%HZ~XT;jU=}-\x zQU*_t
97l9;Plp'G.,1GL

2022-07-01 14:21:59 UTC 505 IN Data Raw: b3 b4 91 ff 00 91 5b 4a d2 47 e1 2b 67 4f a8 3b 69 05 b3 a7 b3 be 91 fd 56 c6 93 a3 1e dc 41 5b e6 ee ec aa 
bf b2 87 76 56 6a be 81 5b ba 0f e6 af f2 7e 97 fe 51 55 2a 69 6f d2 28 38 54 c3 87 0c 6e e6 ae fd 29 fd b5 07 e8 bf b1 e2 
fb 4f 25 36 95 36 06 b1 82 1a 38 7f 26 43 4c 15 67 80 2f fb 2b d8 79 6d a6 c1 2e 71 80 a9 e8 ac f5 05 fb 75 3b 49 70 f3 74 
b2 e6 e5 26 c1 1d 1f 47 da ad f0 ed fd 13 aa 55 79 73 dd 99 d5 60 af 74 38 2e 0a 1b 2a 4d f5 5f 24 23 ab c9 5e 3b 65 10 
f0 7b 57 d1 82 dd c5 62 28 f5 8f 7a 16 e6 a7 0a 8f 81 53 31 c9 45 bb 95 85 8e 76 5f 44 62 38 af dd 75 a3 b1 1d a9 30 b0 
b1 bb 3e b3 8e 41 74 74 59 03 79 de 7f f9 05 3e d5 73 64 d7 bd bd 5e aa 10 2d e4 46 ac b5 e5 ab 77 a1 b4 77 ad b1 0e 
d7 96 bb 07 78 2c de 16 7e 2b ad 84 2e bc a3 35 50 1d 
Data Ascii: [JG+gO;iVA[vVj[~QU*io(8Tn)O%668&CLg/+ym.qu;Ipt&GUys`t8.*M_$#^;e{Wb(zS1Ev_Db8u0>AttYy>sd^-
Fwwx,~+.5P

2022-07-01 14:21:59 UTC 510 IN Data Raw: 86 c3 b2 42 9e 89 43 18 f6 b2 68 58 74 ca bd 2e 3b 1a 63 20 9a 45 3e 8e 7d 5f 23 a3 a5 3a 4d 6f 62 95 fd ea 
2b d5 f9 9d 33 fd d5 3e b9 53 4e 98 63 bd a3 b4 ff 00 1d ca c3 bf 7e ac 75 5e 18 d9 8b a6 33 45 66 3a 8e 2e 6e 17 ec ed 
0f 57 91 4e d1 eb 63 c2 f7 bd 95 07 aa 69 91 2c 78 dd 63 65 56 a6 99 f4 87 0d 3a ad 16 da a6 7a d2 9c 5a c6 b4 bb 38 19 
a2 c7 5d ae 10 55 5d 1d d7 e8 dd 1d be 83 8e b9 91 e4 fe fe 4d 6a c6 a1 a3 4d cf eb 7b 50 bf 85 a4 6a 10 60 bd da e9 e9 
cc 16 7f 9b 7f 6e e2 a0 a9 68 57 53 96 ad e1 71 ed 5b bb 96 e2 a3 02 1f 56 8b cf c3 d0 74 ec 7b 84 40 74 70 53 9a 05 c1 
18 b2 3c 75 5b 3e 28 09 24 fe 48 8f 05 04 d9 4e 4a 66 e8 d9 75 88 dc a6 75 49 de 8b 91 24 df 09 f8 1f 45 a2 72 a9 50 7c 
11 85 21 5d 4c 67 aa 2c a9 d5 3d 68 87 f6 f9 04 10 87 59 
Data Ascii: BChXt.;c E>}_#:Mob+3>SNc~u^3Ef:.nWNci,xceV:zZ8]U]MjM{Pj`nhWSq[Vt{@tpS<u[>($HNJfuuI$ErP|!]Lg,=hY

2022-07-01 14:21:59 UTC 514 IN Data Raw: b4 1e 96 e1 13 48 0c 3b a1 38 de d4 89 30 83 cb 61 a4 4e 69 bd 8b ef 3b f2 f4 53 e4 6d 9e e5 2c 01 82 d7 41 
b7 a8 e9 f0 47 a5 76 11 c0 28 a0 c8 1e d1 4e c6 e7 69 0f e1 c1 43 c0 a4 cd c1 a6 e1 3e 97 b2 63 cb e3 e5 5a fd 8b aa 1b 
da 55 df dc 04 2c a7 b5 75 1b e0 bd 5f 05 2e 6b 7f 08 58 45 36 04 cd 2f 0e c3 f6 5c 79 a9 b0 fb ab ac ef c0 ba ce fc 2a cd 
f1 44 f4 6f 5f 43 75 b5 84 77 ab 38 47 62 d1 a7 11 82 4e 5c 8f a1 10 d1 6c ad e4 b7 49 68 eb 58 f6 ae 0b 82 df 27 9a 9c 
26 c8 91 12 a4 e6 ae 54 64 a7 0c 2c c1 ef 5b cc a2 66 0a d3 3b 5b fe ef 45 a2 37 d9 d1 a9 fc 15 e1 48 d4 55 f5 7c 35 f0 
3e 96 14 ea b6 a8 3e 54 05 65 d1 bf 5f 4f 50 45 b6 47 f2 07 b0 a1 a9 df e2 bb f2 4d 61 de a1 16 89 4d 71 39 89 c9 58 8b 
a3 b5 11 c5 12 2a 0b 2e b0 58 a3 64 a1 21 1a 9a 3f 5e 
Data Ascii: H;80aNi;Sm,AGv(NiC>cZU,u_.kXE6/\y*Do_Cuw8GbN\lIhX'&Td,[f;[E7HU|5>>Te_OPEGMaMq9X*.Xd!?^

2022-07-01 14:21:59 UTC 518 IN Data Raw: a7 22 2e 0b 6f d3 24 c8 69 c9 4e 26 d5 ad 83 6f 8e d2 90 1e 0f ba 58 a9 5f 16 7f a8 e3 dd 49 0f 2c be 97 81 28 
36 b1 2e 96 cb eb 3a d5 9f bc b4 0e 9e f2 f3 39 a4 f8 2c bc 20 68 ab 7f b8 85 ca 31 9b db a3 d6 56 24 d3 ae ff 00 5e 9f f9 
32 2d 67 6d f3 e8 fd e5 a7 c5 74 e6 06 ed 96 2b 35 0d d1 72 04 cc b3 d0 1f a8 45 57 7c 34 fb 30 aa b3 1b ba 25 46 be db 
8f f3 50 2f f5 33 1c 3a 33 8f b6 a0 5b 36 cb 8a 3d 35 d2 67 8f 03 5e 60 b9 9e ff 00 88 8e c6 06 dc 3e e4 56 61 57 2a f6 c4 
a5 7c a0 2f c9 0b 68 97 43 1e e4 4e 61 99 bb cf ad cc b4 56 a9 4f de 07 59 74 28 fa ac 0d 6a 75 6f cc 03 da d7 cf 33 36 2f 
a4 cb e1 84 37 a6 ec 60 f5 63 e6 50 bd fa 68 f4 42 75 74 c3 7b 04 a7 ab 9a 45 f5 dc be d1 95 2a 57 d0 8d 83 88 0a 5e 17 
72 ed 1e 5b 84 5b 9e 3f 48 1b 90 f5 72 fc cb 
Data Ascii: ".o$iN&oX_I,(6.:9, h1V$^2-gmt+5rEW|40%FP/3:3[6=5g^`>VaW*|/hCNaVOYt(juo36/7`cPhBut{E*W^r[[?Hr

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 522 IN Data Raw: f9 cc f9 fe c4 c1 8d cf f6 8e 0f 42 00 90 1a 02 89 72 fe 99 7e a7 7c a7 e3 96 26 27 aa a1 c5 e7 a5 71 08 1b 08 
09 78 14 63 76 6e 69 09 e9 07 49 a6 a1 ac 99 97 38 d1 85 61 a4 20 84 4f 4b 26 ec ae d7 33 21 d4 eb 7b ab cf 83 ad 4c 
30 4c 1a 04 e5 57 be e5 bd 9a b6 0f c8 13 27 41 a7 64 b8 93 ac e2 a5 a2 ee ea ea 0d d8 e9 cb 59 d6 10 28 86 97 e9 85 
69 a2 f1 5d 4c 19 20 1f 89 72 ce 5e 2d 12 b3 be b5 73 93 a3 89 87 28 68 fe 0c 3f fc 07 f8 1b 0a 7e 94 bf 91 2b 14 f8 63 ee 
42 de 4c 46 13 1f b9 25 38 9a c4 9d c8 55 16 ca 61 b1 e9 bf 72 2a 35 c6 7d 9f d4 28 ff 00 74 ff 00 d9 82 f6 3d 51 22 3f 0d 
97 cf 5c 69 b5 82 9f de 93 4d 69 5c 23 6d 9f df 69 4d ea cf a2 af f7 da 34 98 ad aa 22 b9 8b ab ca 3e 08 89 72 b4 73 a3 
1d 88 6c 64 6e 85 10 59 7a 42 d8 06 65 b0 a7 71 31 9e 
Data Ascii: Br~|&'qxcvniI8a OK&3!{L0LW'AdY(i]L r^-s(h?~+cBLF%8Uar*5}(t=Q"?\iMi\#miM4">rsldnYzBeq1

2022-07-01 14:21:59 UTC 525 IN Data Raw: 15 83 e2 64 0b ae 9c 67 73 84 8a f6 23 c5 80 62 dc 7b 5a 42 57 2d cb 4d 7d 8b 8c af 09 69 28 72 e1 d3 5f 79 
78 39 ac 22 b8 ad 7a be 9f 44 0a b6 8d ad 5c bf 6f 69 e1 8d 16 3a cf 79 79 99 78 9b bf 0c cc 93 e8 44 45 12 93 c5 f1 02 f7 
14 6d e6 70 78 1b 7a 37 16 7f 53 5e 8e 1b 59 9e b2 53 39 3d 3d 22 5a 98 da 3a 72 fb c2 b0 1b 74 93 35 f8 99 fa 19 4f 4c 
7d 16 bb 46 f4 21 bb 35 f4 6b 6b c6 21 71 f8 cb e1 de fe c3 1e d1 b0 6e 9f 77 a0 94 89 5b df ef fa fb ce c8 e0 ef cf 2f af d2 
e5 fd 2f fc 87 97 8f fd 77 15 da a0 5c 55 d4 fd ce aa f4 84 f7 0a a7 a6 25 4e a7 41 44 57 63 f2 40 f5 de ac d4 3e 3c 43 7c 
5e 67 4f 68 8b a1 f7 4b 96 54 96 ab e6 0a 2c 38 6b 15 3a 70 3e f0 4a 26 77 99 51 5d 39 9c e1 5e 0e 26 2b 54 b1 95 73 2c 
51 bc be 23 77 0f 0f d9 1e 0a 1b e1 ac 4a 3e 
Data Ascii: dgs#b{ZBW-M}i(r_yx9"zD\oi:yyxDEmpxz7S^YS9=="Z:rt5OL}F!5kk!qnw[//w\U%NADWc@><C|^gOhKT,8k:
p>J&wQ]9^&+Ts,Q#wJ>

2022-07-01 14:21:59 UTC 529 IN Data Raw: 4b b0 5b e7 e2 0d d4 07 e9 15 bd 60 d1 ed 39 67 72 a5 c5 cd f1 44 4c 0d 2f cc 7c 96 5c b5 34 44 31 11 d0 e2 
41 c0 aa 6b 77 30 5c 6d 92 fd ed f1 2f cb cf 9b 7f 32 a6 03 b9 cf a4 a3 bc d6 4d 2a ac df 5a 08 04 c2 52 50 ce de 90 df 29 
55 cd af 96 7d 23 31 02 d5 70 43 aa 1c 96 cf 0c de 93 43 b6 b1 a6 06 90 15 4e 23 49 a4 43 5d 31 eb 70 8e d2 00 9e ff 00 
e0 cf 06 5f 28 a8 fa 87 cc c9 93 a9 09 ff 00 b5 3d b1 a1 28 68 48 83 2b d1 8f 73 fd 47 be d5 23 2a 3a 23 99 0a d8 57 93 
ec c1 06 5b 1f 07 d1 4c d2 b0 94 df e6 54 50 ec 17 c1 7f 69 70 63 1e 97 b4 fb 21 44 b0 33 82 a1 53 01 6b 77 fb 30 df aa 
bb 3f 30 76 03 73 da c0 25 b8 f4 3f 98 e1 a7 7f e1 50 ff 00 11 b7 8e 4b f4 35 eb 52 dd 40 43 b8 bd 7a 33 13 8d d0 55 ea ef 
e7 da 51 91 25 48 30 d0 e8 e4 e9 29 ed 0a d6 ae 43 
Data Ascii: K[`9grDL/|\4D1Akw0\m/2M*ZRP)U}#1pCCN#IC]1p_(=(hH+sG#*:#W[LTPipc!D3Skw0?0vs%?PK
5R@Cz3UQ%H0)C

2022-07-01 14:21:59 UTC 533 IN Data Raw: 36 43 66 0e 55 70 f8 58 50 71 d2 fd e7 8b 65 a7 7c 6b b4 33 07 78 c6 d1 b6 98 6d 2f 58 a8 5b 94 ed 96 36 46 
df 41 3c 30 91 98 3d 99 80 66 6f 7c ed f3 2b d3 72 ef 71 f1 fe 4a 80 c1 81 95 e0 cb ed 32 3c 73 e5 14 94 49 fd 2f ed 61 f3 
28 d7 7a 1f c8 63 22 53 85 50 00 2f 80 3d 8f a2 bf c9 19 40 2b 8b 6a 31 4b 92 5d eb 7d 82 5f d2 ea 7b 29 fe fb 4b 4d 22 
d6 95 d5 8b 7a e7 da 08 c4 0f 06 ec 35 e7 24 c5 3a a5 27 de 3d 2c 5e 90 54 38 e5 6a b3 08 5d 1e 8b 57 68 7c c4 b3 64 
78 e1 66 60 14 ce 7d a6 eb 91 c4 22 1b 57 7a 9c 08 4b ea b0 ea f8 e8 e3 fd 4b 87 b9 2b e6 0b 8d 98 c2 dc 13 87 8f 12 dd 
c7 7c 89 84 48 60 eb 0e aa ba e7 30 7c 4a 1b a4 dd f2 4b 45 97 62 17 d0 8c 46 85 dc 67 55 4b 48 ee 5e 0e e2 0f 36 77 
c7 a4 2c 1a 44 ad 5d 0b 0a 89 84 d2 31 31 a9 e5 f0 5f 9b 9d 
Data Ascii: 6CfUpXPqe|k3xm/X[6FA<0=fo|+rqJ2<sI/a(zc"SP/=@+j1K]}_{)KM"z5$:'=,^T8j]Wh|dxf`}"WzKK+|H`0|
JKEbFgUKH^6w,D]11_

2022-07-01 14:21:59 UTC 537 IN Data Raw: ad 57 81 88 5e bf e5 51 5d 41 32 a5 f4 35 7f f7 c4 f1 a8 2a 54 a9 52 be 95 2a 57 d6 8e 10 e0 6b a0 29 d1 32 
65 66 40 16 31 9c 86 19 42 22 27 05 a1 c1 ca cd aa 61 c0 6c a0 72 5b 49 9c cb fb ec 0a 96 57 20 72 cb 35 da 59 0c a2 
34 84 42 0e ad 18 36 5c 4b d4 17 de 42 32 3b 63 12 88 19 8e d0 59 a7 a0 99 2a 17 02 63 da 12 e5 37 ad 4a c0 d0 26 65 
59 6d 31 fe a3 ca 97 ab b3 ef 35 22 c0 e7 3e b1 d2 c4 a8 e3 97 bc ce 67 7b a3 ee e6 55 6c a5 53 93 de 1d 25 8e 8c b3 5b 
de f2 c2 da 00 b7 6d cc 4e 27 a0 96 39 58 9e 99 a4 cd f9 23 ca 38 0c a8 ba ce fc cc 45 4f 58 05 65 10 2c 04 c5 f6 b3 e8 
65 15 d5 e2 02 2a 5b 5e 6b 8f e2 09 51 1e d7 81 62 78 b7 6f 98 2c ec d9 4a fc ce 94 a6 6a 0c 79 b5 8b 5a 43 29 f8 83 55 
95 6a 53 3c 0d 56 4c 0e f2 07 e5 99 72 06 f0 92 2b cc 82 ef e7 
Data Ascii: W^Q]A25*TR*Wk)2ef@1B"'alr[IW r5Y4B6\KB2;cY*c7J&eYm15">g{UlS%[mN'9X#8EOXe,e*[^kQbxo,JjyZC
)UjS<VLr+

2022-07-01 14:21:59 UTC 542 IN Data Raw: c8 cb be 33 35 3d 02 5a bb 9a ad e0 ac 4e 81 30 1f 84 b6 c7 1a 5c 30 d1 46 ac be 20 2b 6d ee cf b4 a0 14 a7 
14 f8 83 b5 ed c1 b3 bc c6 53 93 54 41 09 b9 c6 6b d4 98 77 35 8c 99 f7 c4 df 5a 6a b3 1f a5 ee 23 0b f2 38 b8 3b d1 f0 
32 d6 0b e2 35 d9 86 8f da 76 2f 69 4e c2 06 7e f2 59 0f d3 9b e8 dc 94 2f fa 50 81 bf e1 06 46 05 ae 7c 4a 49 2e ae a9 
bd 13 c8 f7 f1 17 32 b7 5b 98 84 8c 17 b5 a6 be 21 8b 73 55 be 25 4d 79 7b 44 dd a9 84 5f b4 1e 67 52 b1 35 2a eb 46 a3 
6c 73 e4 c1 2f 82 a7 66 89 96 2d d9 c4 05 33 75 46 ed 80 30 5f 16 e6 fd 65 22 a9 6c 5c 15 e0 db 2d ce 4a 1e b2 fa 94 7a 
a0 f2 8d 1a 3e 65 6f 5a d9 85 7e 60 5a 07 9d cb f1 50 68 d4 2b 85 b8 35 11 ca 2d ae 5a 5d 39 4c cd a4 37 05 98 27 09 b2 
5c 16 f9 07 4c be 95 74 e6 07 20 79 75 9c 57 4b c3 b4 dd 
Data Ascii: 35=ZN0\0F +mSTAkw5Zj#8;25v/iN~Y/PF|JI.2[!sU%My{D_gR5*Fls/f-3uF0_e"l\-Jz>eoZ~`ZPh+5-Z]9L7'\Lt yuWK

2022-07-01 14:21:59 UTC 546 IN Data Raw: f9 8d fb 23 91 9f 2d 42 67 9a 34 37 04 06 e6 bb 06 27 e2 40 ac 95 60 28 c7 83 b6 6e 0a 2d 6e d1 5b f1 35 f3 
1a 15 7e bc 4e ba 94 2c fd ee 3b 5a 7f 72 c4 0b 70 1d b0 00 d6 65 b7 1f ef d6 52 ca f1 c4 3a 78 a8 0b 96 14 0c 18 6b ed 
0b a0 7f 5d 66 a1 eb b5 7f 99 84 64 62 e1 42 2d a2 fe de 26 b6 ac e1 95 b9 cc db 48 e3 b7 fa 44 77 4b 37 0c b4 bd e1 0e 
5e b0 6f 41 88 ab 16 5b 8a 94 b4 73 2b 63 78 46 ad 0f 2e 21 69 7e b0 5a c1 5c 6e 60 7d d5 d7 fd b2 9b 4a 34 dd 24 cd 09 
7b 94 eb 19 89 78 2f 14 15 a2 b2 83 1d 18 5b 2d 1d 25 30 b8 72 13 31 6a 2b 67 24 64 ab 3b 83 1a 2c 9c 39 07 1c 45 b4 
3b 78 94 27 b1 cc cd c3 3a 90 b9 0c 18 71 32 74 d2 ef 90 c4 b0 27 00 53 b8 6e 2d 6c e2 18 ba 3a 73 05 77 c5 f2 71 2d aa 
0e bb 9d 44 b5 6b 12 eb 4f bf 31 b2 af 7a 88 a8 74 f6 95 94 
Data Ascii: #-Bg47'@`(n-n[5~N,;ZrpeR:xk]fdbB-&HDwK7^oA[s+cxF.!i~Z\n`}J4${x/[-%0r1j+g$d;,9E;x':q2t'Sn-l:swq-DkO1zt

2022-07-01 14:21:59 UTC 550 IN Data Raw: ba 3f bf c4 b8 3b 6d b4 3e 88 73 9e 95 0d 82 17 78 82 dd 8c 74 cc 57 e4 cc eb 51 e4 8e b0 e1 31 3a 22 ad 05 
f7 88 36 30 c8 52 7b c0 ca dc b6 47 3c 81 94 d5 69 51 c0 3e f1 2a fa b8 80 bb d1 ed 15 a7 d2 31 b0 1c ba 4b 35 83 82 66 
55 1d 39 80 b2 6a 9e 8e 2a 08 b2 ab 60 57 bc b4 08 0c 0e 91 0b e1 5d 4a 9b 68 1f 10 1c 83 d5 25 35 4c d1 c8 1e 8c 38 
c3 c0 a6 56 86 9c 98 30 03 84 95 61 0a f7 d8 12 a9 40 0e 81 f9 84 1d 1d aa 01 5e 78 6d b8 02 00 eb 62 72 39 d2 5b b3 
b1 9d e4 ca af de 81 8a e8 d6 87 88 ab 11 e9 fc c3 7d e4 87 b3 03 f2 ec b1 f5 41 29 0f 68 eb 38 bf 89 4d 96 7d 52 01 1d 
f9 17 58 67 99 ca cf 7d 6a 13 08 3b b9 9c 4b e5 92 fc 4a ad 93 34 4a ed 77 16 76 1d 16 be f0 f9 bf 88 37 0a 74 af fa 86 ae 
e1 e8 c4 23 b9 9d be cc c1 a8 ec fe d2 89 a4 6a bf de 31 02 
Data Ascii: ?;m>sxtWQ1:"60R{G<iQ>*1K5fU9j*`W]Jh%5L8V0a@^xmbr9[}A)h8M}RXg}j;KJ4Jwv7t#j1

2022-07-01 14:21:59 UTC 554 IN Data Raw: 78 63 4d 0a c1 45 d1 e1 8d 92 72 57 b9 94 3c a6 6b 15 71 57 74 7b c5 6b 72 b8 f1 f7 16 3c 69 0b eb d8 a5 85 
fc 11 17 09 8d 33 f3 2b a4 f7 9d c2 79 4a f3 28 95 db e9 52 bb 4a fa d9 d7 e8 26 78 ca d9 f4 35 fe 58 88 6f 5e 41 fb 60 f2 
99 0c 5a 4e ae 8f fb 08 e4 47 59 fc 1f b8 95 29 c4 ff 00 2f 79 66 06 4b a6 a1 5a f5 9e 92 f3 46 38 2e 62 c2 f6 e9 8c fc 96 
8e 78 b7 c4 49 c6 a8 57 5d e5 62 83 58 a2 58 d0 5d f7 23 19 37 25 f3 f9 95 de 55 c2 0a d8 b6 ac 7e 61 56 b9 e2 aa 17 ca 
65 92 25 89 9b 77 f7 e9 2f d4 a7 4d d8 a1 46 98 74 7c dc b3 0f 3c b4 bf dd e6 8a 36 70 7d 22 0f 86 a8 38 81 23 48 bb 81 
a0 d5 2b 6b 2a ae 02 8d 50 be 13 29 a0 6f 00 88 90 b9 e0 3b bb 77 95 70 25 39 9f 07 42 05 10 dc 22 5f d0 00 71 28 e2 04 
ab 7b 8f be 3b ca f3 eb 2b 9a 85 d9 f3 32 e7 24 45 
Data Ascii: xcMErW<kqWt{kr<i3+yJ(RJ&x5Xo^A`ZNGY)/yfKZF8.bxIW]bXX]#7%U~aVe%w/MFt|<6p}"8#H+k*P)o;wp%9B
"_q({;+2$E

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 557 IN Data Raw: be 9b 98 bf ab fe 18 fa d0 0d c1 b9 77 ac dc aa dd fc 33 94 e7 70 2e 54 cd cb 71 28 6a 88 bd 61 d6 0a d4 77 
4e c7 ad c7 ab 5c 76 83 7b 5e a4 a5 36 f9 25 90 1b 1c 66 1d 6d 63 74 e2 59 64 ea 01 98 5d d3 cc 47 41 88 b7 34 75 ce 
de 25 8b 9f 53 a8 f3 2a a2 f1 c7 a7 30 70 70 c5 c5 c6 a9 8b 8e e9 4c 5c 35 6e 21 15 67 91 2c 9d 4e 8b 7d 65 a0 63 49 af 
6e 23 80 3e 68 f6 07 6f 76 7b b3 53 89 7d e2 9d 65 aa b6 45 65 91 37 88 9b ad 33 a4 c6 8b 66 a5 5f 33 00 bc 44 1c ca ee 
99 7d 8c b4 bb 96 ed dc 2b 73 12 5d 2e 10 c4 1c 4b 97 31 d2 30 9d fe 88 22 a0 2f 73 10 05 a3 0b a8 02 c3 9a 4f 5b 69 87 
97 44 d9 ce 20 13 82 f3 64 ed 04 69 1a 6a 33 5a ed 11 54 63 64 1a f4 59 89 06 47 25 73 1d 7c 8b 6b d6 73 40 af cb d5 87 
33 c6 a9 c4 06 16 98 02 61 ec e6 65 87 2f 89 91 c5 c5 a5 c0 
Data Ascii: w3p.Tq(jawN\v{^6%fmctYd]GA4u%S*0ppL\5n!g,N}ecIn#>hov{S}eEe73f_3D}+s].K10"/sO[iD dij3ZTcd
YG%s|ks@3ae/

2022-07-01 14:21:59 UTC 561 IN Data Raw: f8 04 21 6d 1b 59 ba 63 fb 34 44 8b c6 36 fb 5f 5f 13 2f 66 b6 7e d0 4d 06 fb ee 2a df 6c 2a 64 25 b0 3a 61 85 
3f 92 aa 6b 59 ec e9 16 96 8d 86 ce f2 e8 2d 4d 9a 94 55 89 a4 46 77 01 4a b1 45 dd 6a 38 aa 07 41 84 30 1d e3 88 da 
c6 47 43 52 e2 d0 8e aa 50 8a 07 de 55 b6 73 ea 45 97 56 74 26 30 6e e5 0e ef de 79 3d e6 2b 7e f9 78 dc 04 3f 66 3e 
23 14 06 8f c7 ec 97 2e 53 83 e9 9d 79 25 a9 46 73 9e 2b e1 c4 2d 95 25 e5 98 07 50 cc 11 25 77 d2 21 bc 13 be 22 c2 
d3 c0 ca ca 0d cf 81 76 7d 7e f2 80 2c 68 27 4a 97 62 b7 0c a2 3a 04 bb 57 0a b8 c0 9a 96 54 c8 76 79 9d 45 9d a0 f5 8a 
69 18 59 8e 07 2f 99 5e 97 ac 00 50 30 28 e0 95 08 80 e4 e2 32 59 f7 4d 35 e8 30 e3 f5 4a 89 90 ef 63 e9 08 9a 90 6c f5 
71 eb 0f 4d e0 ca 76 3e 4f 68 ac 27 33 94 60 97 50 63 33 8a 1f 
Data Ascii: !mYc4D6__/f~M*l*d%:a?kY-MUFwJEj8A0GCRPUsEVt&0ny=+~x?f>#.Sy%Fs+-%P%w!"v}~,h'Jb:WTvyEiY/^P
0(2YM50JclqMv>Oh'3`Pc3

2022-07-01 14:21:59 UTC 565 IN Data Raw: 92 b7 67 f1 2e 9d 5e 65 40 00 26 ee 0c 65 57 1f 41 d3 99 97 7f 4e 25 54 31 df ea a9 47 d1 4a ce aa 0c 54 12 
a2 de 4f 45 e0 94 26 71 96 f1 6f b1 1f f2 de 0f 4d fc 25 ef 8c 68 7c 0c 44 52 c9 43 22 f3 51 a0 85 c7 4d 7a 90 15 c6 f1 c4 
07 46 ee e1 2c 7e f5 92 bc 81 ed 30 38 6b 98 1c de cf f3 11 96 6e fd e3 7f e2 2c 94 53 85 9f 69 81 25 db 10 d4 c9 5e a4 
eb 68 67 84 4c 59 86 95 87 b1 7c bb 31 2c 1a 1f c4 e0 56 2e b1 cc 2c ba 07 6f da 60 a5 b7 3a 80 e9 05 f6 9c 0d e4 f0 8b 
6e 04 e6 e5 9f 45 35 55 db ac 37 e2 51 57 d1 bb 81 d9 7b ad e6 2b 40 5f a6 71 ff 00 81 f8 94 a3 60 f7 88 9a ee cf 30 70 
54 70 f5 84 10 b7 46 22 b5 de 4a a3 2f cc 58 16 df cc 0a 14 e3 13 ce a9 d7 98 ba af 1c 73 fa 86 19 4d 8e 84 71 0a 0a b2 
3a 68 9e f7 01 b0 79 65 36 97 36 be 67 da a2 be d2 d5 
Data Ascii: g.^e@&eWAN%T1GJTOE&qoM%h|DRC"QMzF,~08kn,Si%^hgLY|1,V.,o`:nE5U7QW{+@_q`0pTpF"J/
XsMq:hye66g

2022-07-01 14:21:59 UTC 569 IN Data Raw: ad 1c 99 50 b7 ce ef 35 2c 96 4d 58 7d ee 5c 02 a8 d5 4c 80 1c 23 7e cc 67 66 5a 2f 15 fb 86 76 8c 14 33 eb 
1e 44 70 49 8e 6a e1 ac eb eb 33 97 e4 50 f4 2e a5 4b 58 a6 dc 78 18 aa a9 d5 1c 3a 53 31 79 85 61 39 31 a9 9e cb 99 
f3 cf 97 eb e8 1e 60 c1 97 f4 d8 13 39 17 96 73 71 23 4f d0 6f 33 39 ed e0 3e f3 96 4a 3e 6a bc 5d 40 56 1c 23 01 28 d3 
b4 b0 3f 2f 4b 9b 12 7f d0 e5 97 b8 2d 14 08 85 1d d9 1e fa 7b 5c 25 33 70 65 e5 db 1f 36 89 f4 6e 32 56 3f 13 30 6a 0c 
c6 53 ed 32 72 27 44 b9 5a 3b 96 57 b0 38 24 1e 36 fb 22 8f d1 d5 3d 8d 04 a8 a1 5b 1d a6 94 5b b6 22 b6 6a a5 a5 d6 
65 04 50 54 2d 25 77 26 1c c1 54 0c 2f 53 e8 05 1d e5 9b c0 3c e9 f3 2c 95 4c e4 f9 89 43 23 82 65 cf cd 18 3c c2 bc ee 
b1 fb 82 14 1d 0b ed 50 17 44 dd 04 71 f6 ef 1c e3 31 8c eb fe 
Data Ascii: P5,MX}\L#~gfZ/v3DpIj3P.KXx:S1ya91`9sq#Oo39>J>j]@V#(?/K-{\%3pe6n2V?0jS2r'DZ;W8$6"=[["jePT-
%w&T/S<,LC#e<PDq1

2022-07-01 14:21:59 UTC 574 IN Data Raw: 18 3c b0 7b 05 df 9e b5 f9 63 9c 4a f0 96 9d ba 3c a9 e8 8a 64 8e ea 0c fe 79 41 e6 f8 a4 a6 52 6f ba a5 66 dc 
96 5a 44 46 8a 7d b2 e7 b0 59 7b 50 c8 2d ba 5b ae aa 1a 94 ef 0e 21 8b 0c 8b f5 d2 12 18 4a f9 6b 1a ba c0 81 43 b5 c8 
37 23 5d e9 a4 24 aa 00 ff 00 c3 ba 40 2b 9a e3 a5 64 16 69 eb 64 d8 ee 8f 23 c3 7b fc 0d b0 5d b2 49 ad a6 9b a9 b6 09 
63 81 7a 13 b3 a0 97 83 e7 b6 41 59 34 39 e4 34 24 76 67 72 b7 7f d5 82 6b 70 47 7e 12 c9 1a dc f0 27 7c 49 3e 25 b7 
79 02 d4 14 34 92 a2 ab 86 06 bb d9 ef 02 e8 2e 8a 9a e1 be c1 e4 dd f4 50 24 24 d6 38 5d bc 7d f9 52 91 35 2e 19 0b 2e 
21 94 9a 52 5e af 5e 11 47 18 34 b8 3a 11 82 c2 bc dd 4b d4 00 16 39 5c c9 92 14 ae e1 3b b5 08 29 a4 cb 65 b8 53 e2 
12 4f cd b1 7d 3c d2 00 98 0d a2 a3 a8 b1 d0 fa 34 39 24 89 
Data Ascii: <{cJ<dyARofZDF}Y{P-[!JkC7#]$@+did#{]IczAY494$vgrkpG~'|I>%y4.P$$8]}R5..!R^^G4:K9\;)eSO}<49$

2022-07-01 14:21:59 UTC 578 IN Data Raw: b8 82 cb a5 d0 8c 3d c8 44 4d e9 01 63 cd 9f 2c 0c 82 17 7b 3c 5b 83 fb 74 46 41 29 b5 b2 6d a4 a1 8e 1b a3 
10 9b b0 8c a6 49 db 4f 57 62 56 dd 0c b0 44 1d 4d e5 0d 67 18 2b 93 af 57 72 04 b7 87 72 90 40 c8 62 c1 bd 70 24 f3 bc 
6d b6 bc 6f 19 09 b1 a3 cc 6c 46 b0 16 c0 41 3d ad 7c d9 f5 04 3f c8 b2 f0 82 ce bc de 49 5b 38 f7 6e 42 ba 38 0f b6 7e 
d6 ce e3 5e f8 60 88 e8 cb 90 9b 69 f2 f0 84 13 a9 fe 43 c4 87 bd 84 5e bb bb 3a 86 06 c5 56 4b 65 9d f0 02 13 74 bd 58 
42 5a de ad 65 56 5d 94 b7 a9 dc 99 b3 4b 65 3c 71 b7 9b 1b 13 f2 4a d9 27 b6 c9 63 92 7c 8c ce e2 0b ea d6 f8 84 f9 6c 
2c ac 58 f9 66 ea 4f ec 0f d8 de 00 77 89 02 4d 01 03 e7 2d 67 89 7a 3a bb f9 2b 9e 2c 52 7a 61 37 b9 0f bb 7b 3e a6 4e 
00 7d b4 25 b3 1e a1 1b ae 99 75 6d db dc be 25 3d b0 ba 
Data Ascii: =DMc,{<[tFA)mIOWbVDMg+Wrr@bp$molFA=|?I[8nB8~^`iC^:VKetXBZeV]Ke<qJ'c|l,XfOwM-gz:+,Rza7{>N
}%um%=

2022-07-01 14:21:59 UTC 582 IN Data Raw: e2 0d 79 9c 5a 62 2c b2 0f 0b 3c c1 fc 61 b2 4e ed bf c3 cc 89 0a 1f 7c 1c 5c 24 7a 82 44 fd 42 b3 35 4e bc 09 
39 de 61 77 73 ea e0 26 3b b6 c6 04 d7 f5 1e f3 d7 fc 2e 2d 7c b5 f2 17 e5 c9 2c d9 75 db 99 75 b3 48 67 83 1b 11 e2 35 
0e 6c a1 e2 06 1c da 08 d7 a8 71 77 f2 1d 91 8c 12 58 ec b6 6f 90 bf 25 98 72 4f a8 3d c8 b4 90 7b 9c 17 76 43 66 f8 67 
80 0f 02 5a f8 3b ea e4 e2 1e 36 17 84 a0 ba f7 2b ed a2 0f b9 0c 63 ce 4c da 75 62 d9 93 be 8b f4 87 8e e4 7d 9e 99 72 
3a b5 a2 ca 2d fa df bc 05 a3 29 62 12 44 3c 09 65 98 b2 ce 22 d7 b2 37 6e 09 c4 7a a0 d7 59 76 0b 84 80 f7 6c 3a 4e fb 
80 2d 4b 66 dd 8c 6d b6 52 6a bc 6a f7 e4 16 e5 33 2c b2 1c b9 58 0b 61 24 7a 98 fe 2d fc 95 80 a5 a6 42 6d f8 c0 5e 6d 
7d 8e 7b 90 d8 98 61 61 33 af 76 f1 d5 a6 c4 02 43 75 
Data Ascii: yZb,<aN|\$zDB5N9aws&;.-|,uuHg5lqwXo%rO={vCfgZ;6+cLub}r:-)bD<e"7nzYvl:N-KfmRjj3,Xa$z-Bm^m}
{aa3vCu

2022-07-01 14:21:59 UTC 586 IN Data Raw: 10 14 af 68 d0 f7 be 7a c2 f5 0d 2d d1 e4 14 47 ce f1 ef 76 4d 82 f7 06 8d f7 80 8e 14 32 1e 15 5a 3e e0 f9 b8 
70 f1 65 46 dc 09 13 e1 32 85 d7 30 cd d3 01 2f 7a e1 b8 0e e3 a1 1c d3 b9 6b 8e be f1 da 14 78 0b 9e 04 12 f7 ce 01 2a 
8c 22 7b 52 87 77 e3 de 40 7a 02 26 87 75 df e7 08 9d d1 20 34 f9 ec d5 e8 e7 07 bb 42 0b c2 7a 49 4f bd ef 17 00 d0 22 
73 11 48 7a db 81 6f b2 e8 0f d0 79 39 42 f9 c3 d5 40 74 0e e1 2d 78 3e 77 8f 88 34 b4 ac 68 68 a8 8f 3c 65 e3 99 54 4b 
78 6d f4 af 18 11 df 88 29 3a 44 7f 05 91 e7 24 40 4d c3 63 d5 9c 5e 1e cc 45 43 d8 62 a7 01 b5 ba 86 f2 aa 82 83 f0 06 
4d ee c7 5c e1 7b ec 57 67 a4 f2 f0 3e 5c 24 7f ac bf f8 99 ff 00 a7 01 63 a8 82 22 78 45 30 2a 4a 4c 85 5b 28 e9 02 79 
13 0b 2e 10 52 c6 48 0a d9 1f ef 01 08 91 a6 b6 c4 89 
Data Ascii: hz-GvM2Z>peF20/zkx*"{Rw@z&u 4BzIO"sHzoy9B@t-x>w4hh<eTKxm):D$@Mc^ECbM\{Wg>\$c"xE0*JL[(y.R
H

2022-07-01 14:21:59 UTC 589 IN Data Raw: 18 40 5a 31 80 3e 6b cf b3 8c 05 05 6a ae f9 39 c8 04 27 17 93 db f1 cd f4 b9 00 b1 11 5e c4 97 e6 7e d6 0c 
0b 6a a3 cc 63 ee 88 e1 09 8e e5 34 85 7f c9 f7 80 a0 08 7c 52 3f 29 5d f9 30 b4 0d b5 3a d8 fa 74 3f 18 d6 cc 2a b8 5d 
83 f6 8e 2b 74 a2 2f 64 a7 e7 6f b7 2e 53 be e5 5c 05 fa 55 f4 e5 e0 72 28 bd f2 4f 82 e1 14 e5 65 1c 95 50 fb 8f b3 06 5f 
00 ec 92 d9 f2 53 f0 e2 09 23 4a 68 8c 9d de 4c 11 80 2e be a2 9f c0 3e b0 a3 03 13 80 ba f4 56 97 d9 9c aa 24 5d 5e 04 
7d e9 fb c0 48 03 97 6a b5 3e 6d fb c3 dc 1b 2b c2 aa fd 0e 1f 74 c8 f2 7c fc 6d fc 62 4c 10 a8 e7 5f 83 5d ff 00 8c bf 8f 00 
87 de ec f4 ff 00 bc a8 70 50 88 e9 55 0e bb d9 8c 72 4a 35 b0 9c 2d 34 e8 74 e3 17 bb 43 58 09 54 51 ae 9d 6b ce 13 8a 
d5 88 22 89 a0 76 48 69 40 70 f2 d6 50 dc 85 8a 
Data Ascii: @Z1>kj9'^~jc4|R?)]0:t?*]+t/do.S\Ur(OeP_S#JhL.>V$]^}Hj>m+t|mbL_]pPUrJ5-4tCXTQk"vHi@pP

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 60 of 106



2022-07-01 14:21:59 UTC 593 IN Data Raw: b9 d6 39 7d cc 59 7c 65 fc 7b cb eb 07 ef 16 13 07 de 57 83 ce 72 e4 c0 f0 50 9c 2b 48 6c dc 11 f5 8d 9b eb 
6e 93 61 51 0a 29 b1 1c 1f c1 11 4f 30 42 bb 36 c3 de 4d fd 8c 23 7b 50 22 ad 57 ce 50 42 87 81 f9 c6 22 38 54 6f 5c e1 
56 ab 0d ae f8 3d 86 07 d0 41 a2 29 e5 ca a0 18 04 47 d7 e3 bc 5a ce bd ef 3b e5 4c 17 93 58 85 71 53 59 b4 3b e2 77 
88 d8 10 01 78 28 af ad e0 76 90 d2 44 67 23 1e f8 32 0d 68 35 c6 f9 e4 5f 87 ce 48 d1 01 e0 ed 41 cd 70 1f 6e 3c 2a 3e 
59 d3 15 2f b3 ef 11 69 1d 9d 4a a0 dc 48 b4 60 48 70 2d 00 77 cc 0b c0 75 e7 09 30 20 89 d7 11 31 6f 40 53 ac ad 7a 34 
16 ab 80 06 ab 03 cf 58 d3 e5 5f 21 43 82 08 22 f0 40 8b 56 32 74 a3 23 0b 0e 28 81 d8 36 9e f1 d5 14 d3 aa bd 82 e8 db 
cf 39 f0 22 2a 29 cd 7c 3c 60 7b 33 0d b7 22 ce 2c d6 6e 02 
Data Ascii: 9}Y|e{WrP+HlnaQ)O0B6M#{P"WPB"8To\V=A)GZ;LXqSY;wx(vDg#2h5_HApn<*>Y/iJH`Hp-wu0 1o@Sz4X_!C"
@V2t#(69"*)|<`{3",n

2022-07-01 14:21:59 UTC 597 IN Data Raw: d9 86 f7 6d 3e 80 f9 5c 2a 95 55 79 5b f9 ca e8 72 dc 40 75 f2 75 81 05 5b 8c 4b 28 4b 3c a8 72 bd ad 5e f2 1c 
43 02 73 e3 2e 39 c4 ef 2f 8f d6 2b e3 2f c6 2c f4 60 ff 00 99 97 57 2d 30 6d c2 36 39 b9 22 13 e1 e3 e5 5d 19 ee b0 28 
14 be fd 75 c7 58 b8 e2 e5 cb 97 ce 6d 79 cb e7 3c 57 c8 3e 01 ca fa 07 0c 88 20 32 17 55 69 da bb 7c 18 f1 e1 8c 7e 5f 
1d fc 60 d5 89 a0 79 f6 eb 9e 30 b9 a2 35 f1 fe 7f de 31 a8 82 8f 3d e8 75 f3 88 08 f2 8a 6f 5b af 7e 71 92 cd d2 49 af 1e 
19 e3 35 50 62 f8 96 3e 5e 72 59 ec 08 ec 78 45 d5 d6 cc 52 e0 d8 24 1d 24 d7 c1 86 e0 64 84 5e 78 8f 1d 6f b7 0c 24 48 
76 41 6a e9 2e e9 b7 8c 5d 30 80 68 48 3b 1b f3 59 7d 3e f9 0b 5c 3c 5d cf 06 0b e8 be 96 4e 3f 4b 9b df 58 5c 77 26 05 
70 31 81 77 9e 33 ed 72 d2 c3 07 2e c4 0e 04 a3 37 
Data Ascii: m>\*Uy[r@uu[K(K<r^Cs.9/+/,`W-0m69"](uXmy<W> 2Ui|~_`y051=uo[~qI5Pb>^rYxER$$d^xo$HvAj.]0hH;Y}>\
<]N?KX\w&p1w3r.7

2022-07-01 14:21:59 UTC 601 IN Data Raw: b1 bd 64 0f 44 88 15 19 00 85 b8 09 55 53 69 25 a0 8d be 18 c0 e5 d6 b0 3e a4 c4 a1 c5 e6 c6 15 02 81 b8 a4 
de ed 1b 76 17 8d 35 0d e9 17 91 a0 76 b4 e0 a0 26 93 05 5e 07 f1 6d 7f 3a fa cb 6f 28 8b d0 3e ac e3 03 b1 13 03 b4 13 
8c 71 f0 20 f2 ac 9e a5 0f 9b 96 dd af f7 c3 24 d6 b1 d6 75 3d f7 f2 1a 3d 5a fa 31 29 3a 83 2b b8 b8 3e 87 be 2e 69 1f 80 
c4 02 87 0a d6 8e 99 88 d3 ca f9 14 16 ea 2a 9f c7 18 3a 52 0f 18 a9 d7 e3 36 04 4d 1f cb fe 3e b0 34 f7 4e f2 72 59 3c dc 
ec 2c 96 5a 9b c9 b7 5c f8 eb 2f ba 95 9b ca 5e f5 91 9a 18 05 37 4c 60 2d 09 2f 2c a7 d3 a9 56 ec 17 25 39 51 f7 a8 d3 
47 32 0f d5 cb 4d f1 3c 70 b8 23 bd ca 5f 94 d5 f6 97 29 c6 3e d8 fb 60 dc 39 6f 07 e2 e0 ee e0 ef 9c 1e b9 f5 82 4e 7b c7 
40 28 d8 f3 39 3e f8 c5 a5 eb d6 2f 8c 5d f3 96 
Data Ascii: dDUSi%>v5v&^m:o(>q $u==Z1):+>.i*:R6M>4NrY<,Z\/^7L`-/,V%9QG2M<p#_)>`9oN{@(9>/]

2022-07-01 14:21:59 UTC 606 IN Data Raw: 6e c8 fe c7 2e 6d c9 f7 8c 10 64 97 90 23 fa 5c 2e 35 a1 79 02 42 3c 63 11 a9 75 19 f4 26 be b1 0d 48 6a af b0 
d6 fe f2 74 58 59 17 d3 38 fb c0 90 37 b8 2f 61 b9 f9 c1 80 0a 12 3f c9 3f bc 52 0f 9f fd e9 fe 70 24 c5 ba db a4 ba d7 de 
4a 52 4d a5 fe 02 57 f3 92 0a e7 4b f7 26 ff 00 18 13 18 37 6a 4e a8 3f d6 4e 10 76 0f db 0a fe db eb 00 5a b7 40 1f 7d 97 
f7 88 08 b8 ba 0f 98 a7 e0 c4 a3 7d b5 4f ae 7f 66 33 a1 9d 55 3e 59 aa 7e 72 e0 ca 46 2f c2 cd 7e 0c 40 79 95 09 fc cb f2 
fd 62 02 5c a2 21 f5 a1 fa 1c 43 66 14 72 87 b5 34 fc 06 30 11 8b a0 b1 0a aa 84 a7 c6 35 25 00 47 a9 62 8f 9a fb cd 5e 
e9 00 5e 14 00 bd a9 1f 13 2f 25 dc 3a b5 c6 92 59 c1 e8 c6 81 1d ae 51 a2 34 f9 21 96 5e 60 a6 22 5a a1 2f b9 ce 14 28 
51 a7 36 b0 17 a7 9d 6f 08 26 54 13 75 52 34 
Data Ascii: n.md#\.5yB<cu&HjtXY87/a??Rp$JRMWK&7jN?NvZ@}}Of3U>Y~rF/~@yb\!Cfr405%Gb^^/%:YQ4!^`"Z/(Q6o&
TuR4

2022-07-01 14:21:59 UTC 610 IN Data Raw: 54 18 e2 c4 0c 39 67 33 dc c8 02 08 21 36 86 95 08 77 2e 5e 61 db 68 e8 1c 21 55 8b 13 25 8a 91 30 36 e4 55 
16 54 54 c7 cd 74 c9 e3 b6 22 26 82 0c 11 02 32 45 34 af 37 5f 5a 98 45 6d 77 a3 47 b5 eb 12 73 32 a5 01 c2 fa e1 99 5c 
e1 34 a4 6e c3 85 d6 ad df 58 c9 3b 31 27 2f 60 1d 4c d7 39 4a 84 b0 f7 fc 38 58 8a fa 50 81 af 4a 3f 58 94 94 a6 9b 03 
11 fb 1c 40 f1 a7 07 69 ef 35 df 3e 70 53 8e 30 eb d9 86 ac e2 4f 9c 7a af 78 c3 df 97 2f b3 fc e1 97 8e 78 e3 39 83 f9 c0 
fc 61 e4 f3 87 f3 85 de b7 87 35 4c 88 74 65 4e ef c6 4b c0 15 e8 19 f3 f3 75 85 6f 84 47 a5 03 f8 c7 90 86 91 d1 22 02 8d 
2a 68 eb 93 0a 25 ae b1 8d 2d 4d a1 66 aa 5d f8 c2 0b cd ec 36 a8 b2 a0 1f 38 18 dc b8 42 69 14 77 b1 de 38 d6 ba 1d 7f 
77 0c 92 9e 14 6f ad 6b 39 80 b9 05 fe f0 00 e3 ea 
Data Ascii: T9g3!6w.^ah!U%06UTTt"&2E47_ZEmwGs2\4nX;1'/`L9J8XPJ?X@i5>pS0Ozx/x9a5LteNKuoG"*h%-Mf]68Biw
8wok9

2022-07-01 14:21:59 UTC 614 IN Data Raw: 24 0b 53 9b 5d d1 ab eb c6 23 ab 00 19 f9 8c 77 ea e1 43 00 1a 01 db b7 6d b8 a5 60 67 05 75 d6 f7 90 da c0 
45 1b ba d8 88 37 d6 12 5a 83 90 02 1d 7e e5 e3 0e 65 7e 30 1f 37 1e 89 f2 19 34 a2 08 72 1e 83 35 b7 ba e7 da 1f ad 
83 f4 c5 97 a5 ba 60 70 21 4d 83 57 c6 25 80 9a 56 42 f8 6a 92 2b c6 28 cc e1 0a c7 10 a7 6a 8d 17 8c 8a 7b b5 60 9a 77 
51 45 04 62 30 70 88 d8 20 c0 06 80 00 40 e0 e0 cd 0c 04 78 2a 8f 7e b9 de 0b 11 53 4c 3c f6 eb 26 2d ec 7c 1e 31 81 e1 
36 40 df 9b 91 11 00 e9 59 db ce 4c 80 30 10 ab ed e0 ff 00 ee 4f 24 c4 08 6b 6b c2 ce 07 0c 41 20 dc 02 72 07 3a fe 71 
e4 61 52 18 7a 34 cf f2 67 10 03 6d 94 79 09 cf 74 ae 52 52 65 42 2b a8 96 2e fe b2 d8 0b 68 23 ec df 26 06 16 ea a5 1f 
c7 53 0e fb 29 88 a4 7b 5f 5b c3 a6 00 a5 4b ea ca 13 f3 90 
Data Ascii: $S]#wCm`guE7Z~e~074r5`p!MW%VBj+(j{`wQEb0p @x*~SL<&-|16@YL0O$kkA r:qaRz4gmytRReB+.h#&S){_
[K

2022-07-01 14:21:59 UTC 618 IN Data Raw: eb 8f be 30 b0 53 48 28 b0 d9 d8 68 4f bf 39 6d 52 a0 d4 5d 73 e5 f6 7b c5 4e a6 c0 c2 f0 09 02 68 bb 99 70 
dd 19 45 2f 72 dd 74 07 bc 08 a2 21 d5 3a 4f d4 f9 73 6b 58 6e 5c 48 9a d6 fd 4c 48 0d c2 00 54 da bb 3c 6f f7 84 00 35 
51 05 07 c3 9d 71 ab f1 83 2f 9d b6 e1 0a ef 97 e3 ef 26 cc 82 c0 5b b5 75 cc 0e 57 f3 83 c5 41 fb 23 fb 3f 78 ff 00 41 f7 
a7 f6 63 ce 2e 0c 7c dd fd e2 1b 34 97 fe 7e 33 7a 77 c2 ec ab 8b 40 76 28 89 18 42 2a 1f 9c 49 77 52 92 a1 5a 46 35 2c 
f4 e4 f5 b9 74 9e 19 1d 80 d8 e9 6e f5 87 2a 84 89 c2 d0 76 f3 f7 bc e3 f4 4a ba 02 7f ac 36 c4 82 a5 17 96 1b 79 ea e1 3a 
04 21 81 15 23 d2 47 67 58 7b 3a 52 3a 2d b5 35 ad 5f e3 0c 9a d6 85 23 a3 b6 af 55 5b ab 85 a5 32 0b 60 0a 34 45 01 
95 69 70 00 18 74 ce d2 a2 35 ba 0e f6 5c d3 15 89 1b 
Data Ascii: 0SH(hO9mR]s{NhpE/rt!:OskXn\HLHT<o5Qq/&[uWA#?xAc.|4~3zw@v(B*IwRZF5,tn*vJ6y:!#GgX{:R:-5_#U
[2`4Eipt5\

2022-07-01 14:21:59 UTC 621 IN Data Raw: 70 55 81 b6 03 f8 e7 f5 95 0f e8 16 1d 03 37 f7 8c 11 38 48 d7 6a 85 f6 b0 82 24 54 09 2f 9b 1f ac a6 8f ac 04 
3c 46 fb 89 88 99 4b 2a 10 52 c5 0d 1a e3 46 56 12 bc 93 bf 78 e0 58 3b 51 2e 5b 0d 09 4f 18 c4 4c ca 43 f3 95 6c 9a 7f 
ac 2d cd ce 4c dc c4 77 bc 89 ce 4f 66 4d 9c 60 b2 41 86 ab 94 75 cb 3f d6 23 39 2b c4 5d f9 98 c2 91 e5 15 71 64 59 f0 
a3 f0 7b 3f 78 44 00 86 91 77 ae fa d6 0f ed 8e 17 91 95 7f f9 86 42 52 12 d6 33 40 71 dd df 26 35 9e 02 48 76 2e c9 c7 
03 86 98 8d 14 a5 85 b0 06 75 bc 20 6f 37 4d 46 08 9c 0d 9f 5b ca 53 f4 b4 41 f0 af 17 b7 d3 30 23 0c a5 97 5a b4 41 21 
a0 f3 bd e3 bc 00 10 3d 08 f3 78 2d ec c6 66 ea 0b 09 14 3c 9c 91 e1 30 dd 68 60 ca 58 f6 97 fb c3 4d 00 25 10 46 35 5d 
69 10 39 c6 10 4b 44 83 56 01 a3 7c 7b 33 61 56 d2 16 
Data Ascii: pU78Hj$T/<FK*RFVxX;Q.[OLCl-LwOfM`Au?#9+]qdY{?xDwBR3@q&5Hv.u o7MF[SA0#ZA!=x-f<0h`XM%F5]i9
KDV|{3aV

2022-07-01 14:21:59 UTC 625 IN Data Raw: 18 13 dd 2a e8 51 e0 67 f0 f7 8c 2d 02 8a 42 f4 9e 12 6b 0a 26 d5 5b 37 b0 08 91 d9 44 eb 1e 2c 27 3c 68 28 
d4 ba 74 98 fb 5a a3 bc 4a 4a 26 d7 8d fe 72 9c c4 b2 d8 66 de 0d 42 26 ba c4 0d c2 29 c5 2a 53 80 7d ce 31 81 a8 49 
66 cd c6 f0 78 ae 2a bc 82 2a 3c f7 a1 eb 46 1c d3 06 81 83 1e 18 bb 61 39 ed b8 4a 08 52 45 71 01 90 f2 43 7e 4c 70 86 
a9 54 56 82 28 4d 7f 38 cc 6d 05 01 d9 44 88 f5 e1 c3 d4 42 c8 05 e8 db af 0e 5c a4 16 b4 e3 48 68 6b ba 5b 9a 78 ba 51 
3d 8c 05 e0 de 17 00 0a 5a 46 c0 7b 35 75 b9 93 67 f4 10 42 8a 28 1e 1b b1 1c a4 b9 c8 f0 10 a5 78 95 d9 bc 6a 19 56 
22 b6 aa 4c 6f 2e 14 90 34 5f b3 66 dd 56 e3 48 05 34 d0 f2 03 0e 23 8a 65 02 22 64 e6 2a 4e 37 eb 07 70 ad 55 ad 02 2
1 fa 70 13 6a 25 45 2d 68 20 77 32 63 23 a0 31 0d 26 89 d4 df 38 
Data Ascii: *Qg-Bk&[7D,'<h(tZJJ&rfB&)*S}1Ifx**<Fa9JREqC~LpTV(M8mDB\Hhk[xQ=ZF{5ugB(xjV"Lo.4_fVH4#e"d*
N7pU!pj%E-h w2c#1&8

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 629 IN Data Raw: e3 1d 2e 00 1a 13 a9 76 6d f1 e7 0b 68 01 00 d2 ed 0f 64 b8 d3 42 86 80 56 34 13 9f 26 a6 2e 5b 1d 3b 24 a2 
58 77 cc b8 65 8a 50 24 f2 a2 2b c3 41 4c d0 1a 13 80 bd a8 09 0e 27 19 56 dc 71 90 d8 1a 63 d2 17 e3 1a aa 85 2a e2 
04 1a f0 72 65 7a 42 93 98 6d 5b 18 f7 2e 78 f2 34 9c 39 17 7d df 79 72 5b 96 0a 1d 01 77 27 01 bc 81 40 60 36 7b 68 22 
47 f9 c9 9d 64 08 09 a5 0e 44 e5 f1 f1 8d f1 5a 1c 49 48 f2 89 a1 12 66 ba 00 50 f0 7e 6c 34 c8 f1 e7 1e 8d 4a 2f 0e 1a 1c 
6c 17 be 9d 64 2f 09 a0 55 ce aa d7 c6 72 92 d1 f0 5d c0 8a b7 ce 1a 54 aa e4 03 91 0d ae 20 1d 90 be 46 a8 a7 89 4e 
31 00 08 84 00 84 27 1d 38 8d 20 29 5d 0c 37 bc 34 93 c8 10 b2 a3 a4 3a 63 79 42 06 20 d5 ac 02 e8 8b bd e3 d1 96 8d 
60 25 61 ec f1 5c 5e 01 40 5d 75 1b d3 8b 3a cb e4 d1 71 66 91 
Data Ascii: .vmhdBV4&.[;$XweP$+AL'Vqc*rezBm[.x49}yr[w'@`6{h"GdDZIHfP~l4J/ld/Ur]T FN1'8 )]74:cyB `%a\^@]u:qf

2022-07-01 14:21:59 UTC 633 IN Data Raw: b0 c0 ca ce 5b 0d 92 90 05 a9 f1 8d 5a 02 23 7e d5 03 bd df 8c 40 2e 09 0d 2b 64 a5 59 f1 82 0d 50 ec 0d 22 
02 ef 73 73 d4 cd 78 c6 f8 32 ca 56 37 5a a1 cf 58 58 74 00 25 10 db 2c bd 09 d6 32 33 9e 70 22 31 00 d9 a4 bb f2 e1 d0 
ed 0a 20 a9 51 2a b2 cf c5 c0 71 03 bb 90 02 6c 02 a6 89 ac 05 b8 bb c9 41 68 88 ec 36 3d a2 8d f3 68 ee 87 02 c6 86 0c 
e4 31 ca 51 09 a3 b0 35 d5 0b ae d7 10 30 48 b0 85 17 5e 44 9e 32 f2 23 4a 35 5f 4e 8e 3c 61 28 49 dd 50 17 84 de b3 
4c 4a 20 79 00 9e 95 b7 bc 4a df 91 4b 29 e4 70 4f 79 6a c2 58 60 0d e8 82 26 8f 06 38 7b 70 91 ef 8c 8b 5e a4 af 7e 94 
33 2c aa d7 9d 1f 3c 66 73 70 6c 4c f8 d5 fe 30 00 3d df 26 7f 6c 1a c3 f1 18 14 21 54 e7 08 74 4e 2f 80 c1 d5 49 4d f3 9c 
3c 08 a1 8b ba 51 51 13 82 eb 08 2e 90 77 f6 27 31 f1 97 
Data Ascii: [Z#~@.+dYP"ssx2V7ZXXt%,23p"1 Q*qlAh6=h1Q50H^D2#J5_N<a(IPLJ yJK)pOyjX`&8{p^~3,<fsplL0=&l!
TtN/IM<QQ.w'1

2022-07-01 14:21:59 UTC 638 IN Data Raw: fa c2 e1 1a 00 b1 ae 16 6e 6c e7 bc 8f 25 74 0b 7c 83 73 e3 0b 24 b3 44 ac f2 20 eb 8c d6 5a 62 4e f8 b6 c7 ec 
e3 10 2c d0 2e f4 38 d4 27 78 06 c8 12 08 bb 1d c6 72 38 92 3b a0 40 d0 c5 17 eb 22 28 5c 10 ec 0c 2c be 13 0b 79 0d 
44 8d 50 68 0e 43 5c 61 6f d1 19 bf 83 44 1e 22 14 d7 8c 75 0b 01 54 44 6a 72 27 11 77 be 38 c9 f6 00 2c a9 da 1a 0a 6d 
9e 93 8c 7c d7 1d 8a 22 16 35 96 51 3c 38 e0 eb b0 4b 5e 34 a6 fa 4e f5 96 14 b4 02 3e 98 68 e1 f9 c5 40 b8 c2 2b 42 da 
bc 43 c6 f0 25 85 ca f8 01 8a 87 c7 c6 4f 35 53 40 f3 3e 1b af c6 70 48 60 d1 e2 85 93 ea e0 1a 91 e5 83 3a 00 92 cd 60 
42 86 d2 23 7d 85 1b f5 d6 15 68 3a b1 35 9a 43 cd a7 3d e3 f0 c9 a2 e3 c5 29 af 12 eb 08 88 1a 80 4d ba 79 13 83 79 bf 
73 14 37 49 b1 ea bf 1a c4 31 fa 11 03 10 d8 5d 93 bc 71 
Data Ascii: nl%t|s$D ZbN,.8'xr8;@"(\,yDPhC\aoD"uTDjr'w8,m|"5Q<8K^4N>h@+BC%O5S@>pH`:`B#}h:5C=)Myys7I1]q

2022-07-01 14:21:59 UTC 642 IN Data Raw: 10 05 9f 83 ce 4b 67 4c 05 36 7e 72 5a 50 74 4d 1f 78 4d 85 36 35 9d 72 24 7e 93 0e 8f ae 44 0c e7 41 fa c4 
16 c4 16 88 ff 00 9f bc dc b7 d9 38 6c 50 8f c3 80 17 c0 68 00 ec 40 53 8f 78 95 78 a1 a2 df 2a f2 b4 d5 cb 82 34 83 5e d1 
a1 59 37 d1 93 69 10 04 27 08 08 0d fc 6b 01 07 2e b4 47 ce 87 5e 74 6f 29 cb 2a b2 41 78 1a bc e1 da 10 03 55 f5 e1 ef 
0e 68 db 22 06 d1 08 9d 71 82 b5 21 a4 5a e9 5a dd e7 1c 81 31 8a 47 62 8f c7 1b 32 7c 42 97 10 83 d4 67 af de 12 50 
28 e0 53 a4 8e 9e b9 f7 9c e4 c3 21 5a a1 05 ab 75 c1 c2 e3 6c 45 0c a1 5a 80 6a 7c 33 5b cd c0 2d d8 89 74 22 1f 06 17 
29 01 2d 84 75 b9 d7 3d 61 6c cc 2a 15 b4 09 2f 3a f3 82 55 08 01 0e f6 8c a7 2d 8b f9 c6 5d 68 58 8e 40 c5 df bd 64 f4 
16 01 f2 1a 15 53 b8 61 d5 ea 4c e1 b1 d8 23 ee bf 8c de 
Data Ascii: KgL6~rZPtMxM65r$~DA8lPh@Sxx*4^Y7i'k.G^to)*AxUh"q!ZZ1Gb2|BgP(S!ZulEZj|3[-t")-u=al*/:U-]hX@dSaL#

2022-07-01 14:21:59 UTC 653 IN Data Raw: ae 01 52 8c 15 ae 99 a0 03 bd 82 ea 02 0a 1a 68 e0 0d c4 a3 ad c4 aa 00 04 39 08 e5 c1 52 dd b2 a6 98 02 
b0 38 08 43 39 ea 8a 0e 8c 83 00 0e b4 1c b1 ca 5c 20 9a 9d 4a 92 bc 8a ab da 45 47 2b 6a f0 a0 53 40 16 8e 6a 0c df 
87 df ac 10 26 33 8f 2f ce 3e 50 18 45 9b c4 50 14 6d 09 b5 c2 95 cf 5a 75 e6 b8 73 6e 5a 7b eb 01 34 25 a2 ba 0c 94 5d 
4f 3e fb fc e2 56 85 3a 36 7d e3 41 a5 57 de 6f 43 ab cf 3f 79 35 78 73 be ae 4c d2 9f 19 6e 06 39 0e b0 8e c1 aa 33 9c 
60 08 07 49 d1 8c 08 ba f4 c7 61 b3 78 d7 9c 0d 48 2a 31 9c 45 0b 7b e6 79 98 87 cd 20 03 0d 85 02 9c e8 29 de 32 03 2
3 0b c3 59 05 eb 4f d6 33 ec ab 9a 50 a8 82 6e 9b 74 79 d6 1e aa b0 88 3d 88 a0 38 39 1f 7d e1 1a 88 56 ce f4 80 42 b6 
31 bc 63 7f 68 5c 11 2a db 83 80 9d e3 16 55 db a3 6f 28 50 4f a6 
Data Ascii: Rh9R8C9\ JEG+jS@j&3/>PEPmZusnZ{4%]O>V:6}AWoC?y5xsLn93`IaxH*1E{y )2#YO3Pnty=89}VB1ch\*Uo(
PO

2022-07-01 14:21:59 UTC 669 IN Data Raw: fc e3 21 09 4e 4d e0 1a 3a e0 fd 6b 10 2e c8 e0 1a 68 1d 4f 9e 70 26 79 76 79 7f ef bc b2 ca 43 5e 0c da 42 
8d d4 3d e1 28 83 04 d5 f6 e3 04 49 cf 20 fb df f3 9c 88 ae 69 de 29 1b 51 9b c4 4d ab 78 f5 80 7b 9b dd db eb 37 36 14 
8a d6 72 7e 71 02 a4 70 2e f8 94 06 fe a3 81 5a 50 1f b0 7d 78 de 08 05 00 10 30 9a 5b 27 9d eb d5 cb 06 6b c7 99 b9 e2 
1f e7 06 8c 1a bb a2 29 b0 44 2f 79 bc 56 e1 0a 88 8e b4 13 f4 c1 e2 62 bf 3f f8 70 e3 c7 fe 7c 63 95 09 8f 1e 31 3f 18 9b 
75 81 1e 30 c9 e7 27 58 9a 75 93 f3 f3 93 f3 32 7a c3 08 8e b5 82 00 a6 bf 05 cd 3e 6f d5 c7 40 50 f0 61 00 da 30 7d b3 
01 18 07 79 56 51 e1 e7 80 30 ad 1c d0 0e e4 2a 27 6a fc 60 a7 81 e4 a0 6a d8 6a 31 0b c5 cd b1 0c a4 05 0e c2 bb eb 
d1 ce 31 a0 a4 12 29 76 f4 bc 3a 78 d6 3a 2d a0 4f 65 e5 
Data Ascii: !NM:k.hOp&yvyC^B=(I i)QMx{76r~qp.ZP}x0['k)D/yVb?p|c1?u0'Xu2z>o@Pa0}yVQ0*'j`jj11)v:x:-Oe

2022-07-01 14:21:59 UTC 685 IN Data Raw: bb c3 05 4c 19 b2 c1 f9 c8 5e 20 6e ba fa c7 a3 ef 99 80 0d b6 f4 ff 00 79 2a c8 f5 dd c5 54 af 98 f1 f2 62 6a ad 
f9 88 fb c2 d0 49 da 37 16 ec 4e f2 ed 40 e8 2e 10 81 53 a3 84 c6 14 46 f0 64 5e 77 ef 35 2a fb c4 28 6a cb ad 63 15 ba 
2d 73 7b 45 a4 8a 1a 57 20 f3 1b 49 53 8c 26 46 00 00 1a 00 35 0f 06 12 4c d7 82 62 6f c6 04 6b 6b 98 91 34 8a 9b eb c7 
78 85 40 58 02 8e 36 09 72 72 5c b4 02 a8 40 36 ad e8 2a 86 78 92 e3 03 be 01 77 3a 38 c5 85 a5 37 39 ea ad e1 95 6a 
f0 e2 39 87 3f 39 b1 25 c4 2f e6 47 25 0f 6a 00 eb d8 5f 16 63 8a 96 9a 73 ed b8 72 67 9b 16 4d 29 3f 04 30 02 35 b7 5c 
f6 8b 57 c6 72 ae 22 3d f5 8b 49 68 22 72 fe 68 71 92 c0 5d 35 08 f9 47 9c 86 21 e8 88 47 11 93 e3 1d c4 34 1d f9 7f d7 
f3 8f 4f d6 7e 45 f1 31 f0 00 70 36 7c 3c 8f c6 19 30 
Data Ascii: L^ ny*TbjI7N@.SFd^w5*(jc-s{EW IS&F5Lbokk4x@X6rr\@6*xw:879j9?9%/G%j_csrgM)?05\Wr"=Ih"rhq]
5G!G4O~E1p6|<0

2022-07-01 14:21:59 UTC 701 IN Data Raw: 7c e8 51 e5 75 d6 19 10 cd 24 f6 6a 12 b1 ba ca e4 3e 4d 14 53 b6 9b 3c e4 f8 a1 19 57 64 41 7d 69 c3 88 08 
6b 62 a9 75 6b ea 40 f9 31 e5 a8 4d 51 09 8b a6 8d 38 26 2a 41 73 20 ed 0a a8 70 6a ad 5f 2e 44 ba 1e 42 8b e5 d3 ef 
14 4a 0a 89 61 1a d0 2a 05 85 b3 16 df c1 90 88 21 14 0d aa 73 84 45 0c 5b 61 40 42 94 d3 be b2 92 1d 37 c7 20 d8 a8 
2b b5 4c 78 a4 81 34 e3 97 3c f0 5d 3c c4 9f b4 73 41 f1 83 5b de 14 28 2b a3 db c1 ff 00 7a c0 41 02 04 a7 78 af f9 c7 4f 
9f 78 c5 4e eb 0f ae 3f bc d7 34 f7 f5 86 db 75 fd e4 00 7c 9c 6a ed c6 d0 fb c6 59 d5 bf 79 45 5f bc 99 13 c9 3f cd d6 38 
91 13 cb 26 fe 31 ef 45 94 7c bd ec 30 a4 11 b8 a5 bc 43 6f ac 2c 4a 4a 00 64 e2 33 79 c6 94 8d 2b 0e 10 49 bf 39 bf 14 
a5 17 46 94 75 ab 8a 03 42 23 0e bb 88 f9 9c 64 f6 ad 21 
Data Ascii: |Qu$j>MS<WdA}ikbuk@1MQ8&*As pj_.DBJa*!sE[a@B7 +Lx4<]<sA[(+zAxOxN?4u|jYyE_?8&1E|0Co,JJd3y
+I9FuB#d!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.22 49204 172.217.16.161 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:22:00 UTC 705 OUT GET /proxy/bATQDWurvLlY3z2KTwUlb1gMxwLZoCk7CvqzrLqN1JioLU4nXkElVj-rMrvNZjuUXh3c1WhNOGX5_Cg
18Wmltm3vvna-uZDqOkUISXU4XOYsUyt-4962tq2u0WiI358gef4ewWcVp0PA6YiTnICV2Cg7wLzdb0DlXw HTTP/1.1
Host: lh3.googleusercontent.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:22:00 UTC 705 IN HTTP/1.1 403 Forbidden
Content-Type: text/html; charset=UTF-8
X-Content-Type-Options: nosniff
Date: Fri, 01 Jul 2022 14:22:00 GMT
Server: fife
Cache-Control: private
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-01 14:22:00 UTC 706 IN Data Raw: 38 66 36 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 6c 61 6e 67 3d 65 6e 3e 3c 6d 
65 74 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 20 63 
6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6c 65 3d 
31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 3c 74 69 74 6c 65 3e 45 72 72 6f 72 20 34 30 33 2
0 28 46 6f 72 62 69 64 64 65 6e 29 21 21 31 3c 2f 74 69 74 6c 65 3e 3c 73 74 79 6c 65 3e 2a 7b 6d 61 72 67 69 6e 3a 30 
3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6c 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69 
61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6c 7b 62 61 63 6b 
Data Ascii: 8f6<!DOCTYPE html><html lang=en><meta charset=utf-8><meta name=viewport content="initial-scale=1, 
minimum-scale=1, width=device-width"><title>Error 403 (Forbidden)!!1</title><style>*{margin:0;padding:0}html,c
ode{font:15px/22px arial,sans-serif}html{back

2022-07-01 14:22:00 UTC 707 IN Data Raw: 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 
6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 
34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 
2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 
73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 
31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 
20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 
Data Ascii: round:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 
0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp
.png) 0}}@media only screen and (-webkit-min-de

2022-07-01 14:22:00 UTC 708 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 0d 0a 20 20 3c 69 6e 73 3e 54 68 61 74 e2 80 99 73 20 61 6c 6c 20 77 65 20 6b 6e 6f 77 2e 3c 2f 69 6e 73 3e 0d 0a 
Data Ascii:                                                                                                                     <ins>Thats all we know.
</ins>

2022-07-01 14:22:00 UTC 708 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.22 49216 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:22:21 UTC 708 OUT GET /payment/frontend_paper_lantern/index.html HTTP/1.1
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E; ms-office)
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: eyecandylashcompany.com
Connection: Keep-Alive

2022-07-01 14:22:22 UTC 708 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:22:21 GMT
Server: Apache
Last-Modified: Thu, 29 Jul 2021 07:13:16 GMT
Accept-Ranges: bytes
Content-Length: 21845
Connection: close
Content-Type: text/html

Copyright Joe Security LLC 2022 Page 63 of 106



2022-07-01 14:22:22 UTC 709 IN Data Raw: 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 0d 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0d 
0a 3c 68 65 61 64 3e 0d 0a 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 6a 61 78 2e 67 6f 6f 
67 6c 65 61 70 69 73 2e 63 6f 6d 2f 61 6a 61 78 2f 6c 69 62 73 2f 6a 71 75 65 72 79 2f 32 2e 32 2e 34 2f 6a 71 75 65 72 
79 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0d 0a 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 
70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 31 2e 31 2e 6d 69 6e 2e 6a 73 
22 3e 0d 0a 20 20 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 
79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 33 2e 31 2e 6a 73 
Data Ascii: <!doctype html><html lang="en"><head>  <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquer
y.min.js"></script>  <script src="https://code.jquery.com/jquery-3.1.1.min.js">    <script src="https://code.jquery.com/
jquery-3.3.1.js

2022-07-01 14:22:22 UTC 716 IN Data Raw: 20 3c 6c 61 62 65 6c 20 66 6f 72 3d 22 50 61 73 73 77 6f 72 64 22 3e 50 61 73 73 77 6f 72 64 3c 2f 6c 61 62 
65 6c 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 70 
61 73 73 77 6f 72 64 22 20 6e 61 6d 65 3d 22 70 7a 22 20 63 6c 61 73 73 3d 22 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 22 20 
69 64 3d 22 70 61 73 73 77 6f 72 64 22 20 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 3d 22 65 6d 61 69 6c 48 65 
6c 70 22 20 70 6c 61 63 65 68 6f 6c 64 65 72 3d 22 45 6e 74 65 72 20 50 61 73 73 77 6f 72 64 22 3e 0d 0a 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 6d 61 6c 6c 20 69 64 3d 22 70 61 73 73 77 6f 72 64 48 65 6c 70 22 
20 63 6c 61 73 73 3d 22 66 6f 72 6d 2d 74 65 78 74 20 74 65 78 74 
Data Ascii:  <label for="Password">Password</label>                    <input type="password" name="pz" class="form-cont
rol" id="password" aria-describedby="emailHelp" placeholder="Enter Password">                    <small id="passwordHelp" 
class="form-text text

2022-07-01 14:22:22 UTC 724 IN Data Raw: 22 7d 2c 20 30 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 22 23 69 6e 70 75 74 62 61 72 22 29 2e 61 6e 69 
6d 61 74 65 28 7b 72 69 67 68 74 3a 32 30 30 2c 20 6f 70 61 63 69 74 79 3a 22 73 68 6f 77 22 7d 2c 20 31 30 30 30 29 
3b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 23 61 6a 61 78 4d 6f 64 61 6c 27 29 2e 6d 6f 64 61 6c 28 27 73 68 6f 77 27 29 
3b 0d 0a 20 20 20 20 20 20 7d 29 3b 0d 0a 20 20 20 20 20 20 24 28 27 23 6f 66 66 69 63 65 33 36 35 6d 6f 64 61 6c 27 2
9 2e 63 6c 69 63 6b 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 23 63 6f 6e 74 61 
63 74 27 29 2e 74 72 69 67 67 65 72 28 22 72 65 73 65 74 22 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 22 23 6d 73 67 
22 29 2e 68 69 64 65 28 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 
Data Ascii: "}, 0);        $("#inputbar").animate({right:200, opacity:"show"}, 1000);        $('#ajaxModal').modal('show');      });      
$('#office365modal').click(function () {        $('#contact').trigger("reset");        $("#msg").hide();        $('

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.22 49217 172.217.16.161 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:22:22 UTC 730 OUT GET /proxy/bATQDWurvLlY3z2KTwUlb1gMxwLZoCk7CvqzrLqN1JioLU4nXkElVj-rMrvNZjuUXh3c1WhNOGX5_Cg
18Wmltm3vvna-uZDqOkUISXU4XOYsUyt-4962tq2u0WiI358gef4ewWcVp0PA6YiTnICV2Cg7wLzdb0DlXw HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: lh3.googleusercontent.com

2022-07-01 14:22:22 UTC 730 IN HTTP/1.1 403 Forbidden
Content-Type: text/html; charset=UTF-8
X-Content-Type-Options: nosniff
Date: Fri, 01 Jul 2022 14:22:22 GMT
Server: fife
Cache-Control: private
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-01 14:22:22 UTC 731 IN Data Raw: 38 66 36 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 6c 61 6e 67 3d 65 6e 3e 3c 6d 
65 74 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 20 63 
6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6c 65 3d 
31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 3c 74 69 74 6c 65 3e 45 72 72 6f 72 20 34 30 33 2
0 28 46 6f 72 62 69 64 64 65 6e 29 21 21 31 3c 2f 74 69 74 6c 65 3e 3c 73 74 79 6c 65 3e 2a 7b 6d 61 72 67 69 6e 3a 30 
3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6c 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69 
61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6c 7b 62 61 63 6b 
Data Ascii: 8f6<!DOCTYPE html><html lang=en><meta charset=utf-8><meta name=viewport content="initial-scale=1, 
minimum-scale=1, width=device-width"><title>Error 403 (Forbidden)!!1</title><style>*{margin:0;padding:0}html,c
ode{font:15px/22px arial,sans-serif}html{back

2022-07-01 14:22:22 UTC 732 IN Data Raw: 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 
6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 
34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 
2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 
73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 
31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 
20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 
Data Ascii: round:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 
0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp
.png) 0}}@media only screen and (-webkit-min-de
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2022-07-01 14:22:22 UTC 733 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 0d 0a 20 20 3c 69 6e 73 3e 54 68 61 74 e2 80 99 73 20 61 6c 6c 20 77 65 20 6b 6e 6f 77 2e 3c 2f 69 6e 73 3e 0d 0a 
Data Ascii:                                                                                                                     <ins>Thats all we know.
</ins>

2022-07-01 14:22:22 UTC 733 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.22 49222 172.64.150.12 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:22:23 UTC 733 OUT GET /photo/2018/03/10/12/00/paper-3213924_1280.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: cdn.pixabay.com

2022-07-01 14:22:23 UTC 733 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:22:23 GMT
Content-Type: image/jpeg
Content-Length: 280981
Connection: close
CF-Ray: 723fcb243ed09a30-FRA
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Age: 970891
Cache-Control: public, max-age=31536000, s-maxage=31536000
ETag: "bf509e7ae96121dde19a4493fd39f693"
Expires: Sat, 01 Jul 2023 14:22:23 GMT
Last-Modified: Mon, 02 Aug 2021 02:09:27 GMT
Vary: Accept
CF-Cache-Status: HIT
Cf-Bgj: imgq:85,h2pri
Cf-Polished: degrade=85, origSize=357139
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-amz-id-2: TUOWblRpN847PU2LXui662T3mCcH1t8JPQYG3UKLTXc2q7SU2+91YEnT0gmEO1hd/bTIbaLOGLo=
x-amz-replication-status: COMPLETED
x-amz-request-id: Z906BXNAEWF7293H
x-amz-server-side-encryption: AES256
x-amz-version-id: dpNQsU23grVY5yx_HJGl.cDPembVXLa0
Set-Cookie: __cf_bm=UFreUPPD1fjez14MoWn699gbrHfP6nk3D0xGehQReGk-1656685343-0-AfFbFcFxaNClm
k9kqKR7RhGmggbDSbSmKXicLs613W1JQxWorsI75RqaVviaygYPrl5sul6UlePydk0YkFRFm1A=; path=/; expires=Fri, 01-
Jul-22 14:52:23 GMT; domain=.pixabay.com; HttpOnly; Secure; SameSite=None
Server: cloudflare
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 14:22:23 UTC 734 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 05 03 04 04 04 03 05 04 04 04 05 
05 05 06 07 0c 08 07 07 07 07 0f 0b 0b 09 0c 11 0f 12 12 11 0f 11 11 13 16 1c 17 13 14 1a 15 11 11 18 21 18 1a 1d 1d 1f 
1f 1f 13 17 22 24 22 1e 24 1c 1e 1f 1e ff db 00 43 01 05 05 05 07 06 07 0e 08 08 0e 1e 14 11 14 1e 1e 1e 1e 1e 1e 1e 1e 
1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 1e 
1e 1e 1e ff c2 00 11 08 03 27 
Data Ascii: JFIFC!"$"$C'

2022-07-01 14:22:23 UTC 735 IN Data Raw: 05 00 03 01 22 00 02 11 01 03 11 01 ff c4 00 1c 00 00 01 05 01 01 01 00 00 00 00 00 00 00 00 00 00 03 00 01 
02 04 05 06 07 08 ff c4 00 19 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ff da 00 0c 03 01 00 
02 10 03 10 00 00 01 f3 f9 8e 5e 7e cd 27 3c a0 b0 73 66 86 9e ed 79 72 77 44 69 ab a2 19 f3 6a b5 b8 10 06 ad 89 30 9f 
66 be 95 03 d2 ec 74 c7 9a 93 d9 37 3b 72 f2 8e 93 b5 5a c5 2b ec fa ca 4e e4 54 e0 27 8c 49 0a 24 09 c3 f6 71 97 2f 51 
dc 92 8a 47 68 b5 4d 73 fc c4 7a 3b 78 9f 32 bf 49 ac bd 20 d8 3b fc 85 9c 63 08 dc fa 29 a6 94 ae 34 b2 71 b8 59 8a 51 
a1 3a 3a 3a 83 bb 51 ac bb 2a e4 b1 44 ca 86 f6 ad 96 b5 30 75 f5 9f 39 e3 7b 2e 5b cd de 91 2d 54 c6 9c 72 89 22 8d a1 
cb 48 8a 69 c2 dc 55 9e bd 29 71 b5 a9 6f 5b 48 97 05 93 
Data Ascii: "^~'<sfyrwDij0ft7;rZ+NT'I$q/QGhMsz;x2I ;c)4qYQ:::Q*D0u9{.[-Tr"HiU)qo[H

2022-07-01 14:22:23 UTC 736 IN Data Raw: 3b bf 2c fd 67 f3 47 3e 98 6d 26 86 67 50 c9 21 24 84 92 12 48 4e 90 9d 9c 77 67 1f d1 fc e3 a1 af a2 2d d5 36 
a4 f1 b6 42 79 4a 93 73 e9 28 89 4b 60 d5 8d 07 2d 02 5b 7e e5 31 ea 69 8a b0 93 4d a8 44 d0 55 1c b6 2b 57 eb 2f 60 
d7 35 9e 57 85 f6 5f 17 f3 f5 d1 96 4c b8 76 96 5e e5 e4 e5 1f 62 36 60 93 55 eb 3e d3 5a 9a 0d fa d2 ca db 55 85 93 f7 4f 
3d f4 4f 57 9c 51 91 ba 67 26 f9 80 9e 71 d4 0b 4b 2b 36 a9 97 ae 0f 31 a9 a3 4f 3c b1 6d 00 b2 ba 4e ac 93 d3 33 a2 3e 
17 eb be 09 cf 54 fa ba 5d 0f 9b d0 32 e6 36 35 b2 0a d3 2c d0 94 6c d2 2e 4f 43 66 66 a7 53 7b af 2c ed 4a 87 ed c8 06 
b2 ac 4e ca 12 48 76 64 3a 64 56 b8 3a a6 9b 3c 44 c9 09 26 1d 32 1d e2 e3 c1 eb e9 4a dd 7a 3a 6b c6 b5 82 9d c1 e7 
d6 a9 04 68 ab 09 64 18 d6 73 ea 6b 1e ae f9 3a d9 ae 99 
Data Ascii: ;,gG>m&gP!$HNwg-6ByJs(K`-[~1iMDU+W/`5W_Lv^b6`U>ZUO=OWQg&qK+61O<mN3>T]265,l.OCf
fS{,JNHvd:dV:<D&2Jz:khdsk:

2022-07-01 14:22:23 UTC 737 IN Data Raw: 3b 97 c8 d3 18 25 8a c2 9d e1 54 e7 58 f1 26 84 42 30 dc 1e 17 43 94 13 13 42 d5 79 eb 74 bc a6 6e bf 41 c1 
e9 1d 4d 2b f6 75 38 8c ee a3 23 9e fd 7d 2a db e6 69 09 c9 42 4c 92 65 21 53 b3 59 6f b4 86 49 85 31 e2 84 10 98 74 8e 
b3 3f 9b e9 4b ec 9e 22 ec d6 38 c9 15 ab 9d ab 99 73 af f3 07 d3 9e 0f 8d 71 4c 9b 35 33 b0 92 61 24 e2 4c e2 76 43 a4 
84 e9 0e 93 8f d6 72 76 6b e9 cb 21 6b 2c c4 73 d4 7f 2d f5 2f 3f ce b3 a4 32 73 e9 32 42 44 d3 48 b5 77 3a e6 b3 6a 30 
7d 43 db c9 b9 57 cd 40 fa 96 50 a4 14 36 06 8f 97 7b 1b 1b e3 6b dc 17 83 d2 f5 90 ac b2 24 96 45 a4 04 b1 eb 7e 69 ec 
de 8e 49 25 df 9b a6 42 49 0b 3f 42 2c f9 07 5d ce 74 39 85 d8 58 fe 8e 1d 5d 4e 5f 77 3b b5 29 4f 9f 5b 34 6d 67 ca 5b 
a0 b7 4b ce bd 0b c4 39 ef 34 16 f9 fe 3d 7e 90 5c 37 71 
Data Ascii: ;%TX&B0CBytnAM+u8#}*iBLe!SYoI1t?K"8sqL53a$LvCrvk!k,s-/?2s2BDHw:j0}CW@P6{k$E~iI%BI?B,]t9X
]N_w;)O[4mg[K94=~\7q
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2022-07-01 14:22:23 UTC 739 IN Data Raw: 49 38 9d 9c 4e 90 9d 38 93 a1 93 a1 9d 68 d6 7f ac 73 9d e9 d6 69 54 25 c9 5a 51 d1 24 87 8c 98 6f 16 f6 9e 
0f 3b f2 e9 b4 bc de b8 c2 6f 02 2c 26 5b b6 5d 59 ac d7 e8 5b 4c 4d 88 1e 37 4d 43 5b 58 8e 85 73 eb 16 c7 32 6b 1e 61 
83 e9 7e 39 c3 a6 a6 80 33 f7 8f 41 eb fc 57 d1 3a 73 ed 45 cf ec 6f 39 79 1d a3 47 3d d2 d6 55 a8 b0 49 6e ce 56 a5 44 
b3 4b 3e c9 65 ac 88 af 60 24 ab 2a 71 38 1e 22 eb f8 fd 33 9b 37 3d aa d7 60 65 63 f5 59 f5 c5 75 59 78 3e 8e 1f 51 4b 
1b 63 a7 2c 3f 9d be a9 e5 f4 f1 7f 68 ea c4 53 d2 ad 63 48 19 39 28 c4 01 68 87 2e ad 4a 85 9b 2c a1 82 09 6f 0e da e9 
8e 12 4b 92 09 c0 8d 56 5c de 7f 4b 2b 16 80 6d d4 ce a3 31 c5 2d 59 cb 35 6a d1 14 09 12 05 84 58 16 a3 35 25 09 48 
5b 23 22 84 f5 09 42 5a c3 a4 c8 82 68 4b c9 78 e7 d1 3f 39 
Data Ascii: I8N8hsiT%ZQ$o;o,&[]Y[LM7MC[Xs2ka~93AW:sEo9yG=UInVDK>e`$*q8"37=`ecYuYx>QKc,?hScH9(h.J,oKV
\K+m1-Y5jX5%H[#"BZhKx?9

2022-07-01 14:22:23 UTC 740 IN Data Raw: ae 6f cf e9 85 b1 5d c7 56 91 cd 9a 5d 6c cb f3 56 a6 35 61 4f 5a 45 c8 42 36 02 f6 75 f8 23 dc ad ac c2 f5 46 
5b cf 5e f5 cc 5e ca 93 82 c0 ec b9 2c 5a 33 b8 38 0a d1 14 b9 a5 b4 4a ce a9 ac 24 c5 86 d1 75 39 b6 ea e1 64 7a 71 76 
19 dd 0d 02 bd 25 09 d4 03 60 11 43 ae e0 bb 2f 47 0b 31 84 3a f2 2c 40 30 f0 1a a2 bd 40 25 ca f5 eb 16 05 5a a2 de cd 
b2 a3 27 4c 70 5d a1 56 9a 42 60 b0 a3 af a1 4d 29 46 da 5a 54 f5 eb 18 ed 64 38 a3 62 c3 20 91 46 a7 60 0c ba 26 ca 
b4 1a 9d c6 4c b5 6c 19 d0 e4 d5 ac b3 87 b5 2d 41 f3 98 f5 ec ee 3c ff 00 d0 79 c3 73 37 d0 89 18 bd 27 9d f2 d9 d4 69 
ee d5 97 2c 9a 24 b2 85 9b 8b 3a 0d 4b 35 35 9a 4d 75 ac a7 3b 52 00 5b 25 cd 8d da f6 b3 b9 19 59 c6 a0 49 3c b5 40 
a8 ef 24 8b 4e c9 d5 56 10 4f 62 4a e5 84 73 6b e6 e8 54 d6 
Data Ascii: o]V]lV5aOZEB6u#F[^^,Z38J$u9dzqv%`C/G1:,@0@%Z'Lp]VB`M)FZTd8b F`&Ll-A<ys7'i,$:K55Mu;R[%YI<
@$NVObJskT

2022-07-01 14:22:23 UTC 741 IN Data Raw: a6 90 40 a6 62 c1 2a 9b 22 47 3b 4a c1 cb 9d a4 75 d9 37 ec ad 78 79 d5 e9 2d f3 fe a9 58 2e 77 71 c0 47 7d 
c6 79 da 53 88 a7 ce a8 c9 9e c5 28 92 08 48 4f 3b 94 e4 f9 b0 49 c7 33 d9 ce 87 62 33 cd ae db 02 de 71 e8 f4 74 b5 29 
cb 46 30 0b 4a de 75 1b 55 2d 66 cc 16 94 50 b4 1b 15 5a be b1 4a 04 d4 24 60 c7 76 91 90 1b 82 ac a0 e9 3e f3 98 fa 
81 07 64 20 2e 0e 99 91 83 76 52 d2 8e 8d a3 0e 5d 15 55 c5 b3 a9 9d 62 6b 56 a5 cc 1e b4 0c f5 7d 8a 04 b0 45 a6 4b 
44 80 42 c6 75 23 82 36 5f 3d 38 66 db 82 79 69 54 d3 ad a8 51 41 11 bd 4a eb 5d 36 90 74 73 b1 f4 1c 76 84 d7 49 48 0
3 b2 70 a9 77 35 b7 28 5b b9 ab cb ea 72 0b 2b 58 ad 35 b5 3c a9 66 bd 09 03 af 3a 56 03 95 be 50 d1 a7 78 29 99 b9 f4 
91 80 49 ae c7 73 0f a3 e5 d4 2f 60 75 43 3f 50 32 e5 de ab 42 cd 
Data Ascii: @b*"G;Ju7xy-X.wqG}yS(HO;I3b3qt)F0JuU-fPZJ$`v>d .vR]UbkV}EKDBu#6_=8fyiTQAJ]6tsvIHpw5([r+X
5<f:VPx)Is/`uC?P2B

2022-07-01 14:22:23 UTC 743 IN Data Raw: cc 22 b3 19 6b 4e e5 94 ce ab b0 05 cd 7b f5 13 4f d5 b9 c0 76 e1 b5 e7 fd 96 45 9d 2e 5f 8a 7a c6 a7 8f fd 09 
f3 bf 6d 5e e3 8c 41 73 e8 07 2c 27 41 04 e2 9a a9 46 ee 6e 37 95 52 dd 59 6a 52 bf 5c cb cf de 0d ce 71 65 46 e6 cb d1 
bd ac c8 84 dc cd a8 78 db c6 a9 92 cc a0 26 32 29 b9 6c 99 04 b7 5e e6 20 3a b4 34 af 02 ce 75 b4 71 fa e0 e3 ae 09 74 
ad e0 68 5b a9 73 39 f9 f4 d3 2e 7d ac 6f 46 e5 2b d9 b2 13 80 a5 52 c5 4d e0 13 8c fa 73 24 dc 8b 12 ad 18 8d c7 b5 c6 
82 be 9b 4b 97 6a c3 d6 65 6e 8b 26 c8 ca c5 62 95 3b 31 de 71 2b eb d4 d6 73 0d 67 3b 50 f4 6d 06 ca e8 af 72 19 1a 
20 dc 8e 09 15 10 79 ba 85 ca e5 72 5a 8c 54 21 91 08 da 14 a1 6b 4f 55 ca 45 08 d5 83 1a 8f 9c f2 de 54 23 66 88 e9 11 
6e 12 a5 8c d7 23 cd 7a 9a 7c 46 56 e7 a7 57 f3 75 be 7e 
Data Ascii: "kN{OvE._zm^As,'AFn7RYjR\qeFx&2)l^ :4uqth[s9.}oF+RMs$Kjen&b;1q+sg;Pmr yrZT!kOUET#fn#z|FVWu~

2022-07-01 14:22:23 UTC 744 IN Data Raw: 8f 62 ab 45 eb 99 f7 b3 a2 c8 e1 88 ed e4 75 9a ce 85 5e ed bd 3c 3c e6 b7 a7 a3 c8 6b 7b 32 97 c3 ab 7b d3 
cb f3 fd 1f a2 eb cb f3 e4 bd d6 ac be 21 1f 6a a7 1e 35 5f d8 29 57 94 8b d3 a9 59 e7 ad da d5 b3 95 1f 4b 9e 64 ae fb af 
b3 c3 7e 86 6e 9f 59 71 5a 92 06 36 14 a3 79 a2 2a 4d 4c 9d 91 99 e2 3a 8a 24 a0 89 b8 dc 94 46 0a f9 64 3d 77 31 8e 
d5 9d e3 d3 93 a6 78 45 17 a0 4d 75 78 b1 a7 e0 fa 1d 37 a9 e6 f9 4f b3 c3 d2 78 8c 27 ac 8e c5 ab f8 dc b4 e9 37 2e 87 
cc b6 5b 33 6c da 70 b3 00 33 ab d1 a4 74 3d 4b 08 a4 5b 33 aa e9 52 b2 d1 6a da 87 89 84 b1 69 0a c3 df d8 f4 2a ad 
a2 95 4e 41 5a 96 5e ab 25 80 08 33 43 ad 2a f8 db 85 3e 76 10 9e a6 6a ac 3a b3 56 21 9c 22 e0 ab 22 70 80 ec 20 1d 
ec 1c 9d 23 45 a2 4e 60 9a aa 57 f3 ec 2f 53 c5 5e b3 73 6e a6 
Data Ascii: bEu^<<k{2{!j5_)WYKd~nYqZ6y*ML:$Fd=w1xEMux7Ox'7.[3lp3t=K[3Rji*NAZ^%3C*>vj:V!""p #EN`W/S^sn

2022-07-01 14:22:23 UTC 745 IN Data Raw: 2b 7c b5 6b 52 d5 df 3d 60 3f 3b ac 8c f9 4f bc eb ce 1e a1 9b c2 77 5e 90 73 ce 0f d7 cc e4 36 ba 5a da c9 a1 
57 9b b3 b1 e6 b5 74 cc ae 37 a3 db 38 3f 3f fa 1f ce f3 af 32 8d 91 70 f4 c6 cd 53 2e bd dc bb b8 d9 86 46 4a 48 b5 16 fd 
12 30 33 0a 65 87 19 08 40 95 88 c1 c6 82 af 6a be f1 52 cd 7d 2e 9c bd 4f c6 7e 97 f0 0b 9c 38 58 58 d5 48 db 95 94 09 
3a f6 1d e2 cb 6a c5 69 e6 d9 95 43 4a ff 00 41 7c fd f4 4f 5e 6a 51 97 5e 52 76 71 3b 3c ae 9a 30 45 19 2a 49 95 dd 9e 
47 49 e1 95 6e 5f 3b eb 79 ce 46 af 9b b5 cc ab 72 e1 d6 aa b6 d2 d6 21 63 11 69 0d 49 2a a6 0e 41 cc 71 d8 ae 82 89 
ab ac 3d 3b cc ba 0e dc f6 ee 68 79 7f af cd dc ef fc 99 e9 5b cf b5 b5 2b 61 07 20 9f 3a 40 6f c3 bb 0e 42 b1 88 17 b9 94 
5a 56 b8 4f 00 53 77 09 a3 99 7b 3a bf 63 01 66 ec 
Data Ascii: +|kR=`?;Ow^s6ZWt78??2pS.FJH03e@jR}.O~8XXH:jiCJA|O^jQ^Rvq;<0E*IGIn_;yFr!ciI*Aq=;hy[+a :@o
BZVOSw{:cf

2022-07-01 14:22:23 UTC 747 IN Data Raw: e3 c0 74 3d f9 fb 72 e4 35 b7 9f a7 3a e6 22 b8 00 ed 0e b3 4a 5a f9 57 bf 0a 7c 3a 74 33 a7 62 bc bb 80 f7 ef 
08 e5 d6 9d 83 2c 6e 06 78 c0 e5 19 0c 8d 0a ee 3d 37 cf bd 07 d1 c1 3a 5b c3 bb 50 97 41 53 b8 70 18 5d df 01 e4 f4 e8 
14 10 f3 f5 b0 f0 3c a3 92 51 39 b4 e5 91 22 c8 d1 94 15 56 38 0a 19 da b4 f7 28 79 f7 a1 79 e7 b3 cd 24 97 4e 49 24 24 
ce 3b c5 cf 4a d0 ad 6b e7 7b 98 25 8e 37 56 49 a9 92 85 9e d2 5e 43 af fa 1e 18 42 4d d3 3f 32 07 4e af 1e d5 aa dd 8d 
cd 36 b7 2b 2a 0f 53 d7 75 39 1f 63 2b ef 32 2b 92 c6 61 d4 8b ab 1e a4 bd 33 73 db d6 19 40 12 d8 18 27 62 4f 0a 95 76 
8c 55 0d d0 ac 14 a5 2d 6a d7 43 19 e2 d1 a7 8d 0c 71 1c a5 03 40 9e da e9 b7 94 9d 6a 36 56 b6 5c 9f 33 5e a7 a9 cf 
ac cd 67 bc cd f3 81 7a 3d 5b 3c f8 7d c5 5b 38 b9 74 d5 
Data Ascii: t=r5:"JZW|:t3b,nx=7:[PASp]<Q9"V8(yy$NI$$;Jk{%7VI^CBM?2N6+*Su9c+2+a3s@'bOvU-jCq@j6V\3^gz=[<}[8t

2022-07-01 14:22:23 UTC 748 IN Data Raw: f1 89 c8 88 3c a0 11 41 a0 8c 9c 84 6c b9 50 b2 ae 46 a5 dc d0 30 c9 ce ce ba 1d 5e 2a cc bd b7 33 af 7f 78 
a5 85 b7 62 5e 1b 5f 2e 1c f7 1b 12 a4 59 62 5c b0 1d 9b 97 a6 52 4a 92 48 49 21 24 a1 d9 d8 55 ec 00 f9 5e d5 4d 3e 7b 
ed bb 4e 47 ac ce 54 85 62 21 14 50 0c 50 92 70 31 60 61 65 25 5b d9 c9 af b9 8b b1 b9 75 87 0d 42 ce b4 8b 0f 5d 17 
1e ac cb 08 33 26 a2 e4 88 31 13 69 00 20 9e 46 3f 3b d2 e0 f7 c8 4f 5e df 4c d8 b3 58 d7 37 0f 4e c4 58 50 9c a4 98 67 
2c dd 91 28 ba 86 8b a2 10 90 75 25 c1 f7 15 73 7c 48 d9 c0 f1 7a af 42 a2 2d b4 61 29 1a 10 b2 c5 cc 7d db 3e 81 82 5d 
f8 24 92 ba 07 0a 7a 13 c6 21 27 c6 76 52 bb 3a 38 ae 13 d9 bc 77 cd df 4a 75 6d 79 7d 02 29 26 4e c0 9e 43 33 10 6a 
d6 c1 14 31 f7 32 36 a5 e7 9d ff 00 01 ed f3 33 b2 eb cd 24 84 
Data Ascii: <AlPF0^*3xb^_.Yb\RJHI!$U^M>{NGTb!PPp1`ae%[uB]3&1i F?;O^LX7NXPg,(u%s|HzB-a)}>]$z!'vR:8wJu
my})&NC3j1263$

2022-07-01 14:22:23 UTC 749 IN Data Raw: ae 79 0f 93 d3 00 c4 32 4b d9 3c 67 db fa 67 ae 74 ba 73 49 28 69 32 a7 4c e3 bc 5e 57 4c e2 76 75 7a 77 11 
e1 fa d7 71 3c 1e bd 39 02 d7 3d b1 a2 44 39 ab c8 b3 04 32 79 f7 c7 1c c4 37 eb db 8e 1d e6 5c 49 eb b2 64 e8 10 92 
d7 21 24 46 32 90 21 16 35 16 90 d2 49 c8 09 cd 5c ee 76 b9 93 fd 0f 1f 5c 5c 9b db c1 e8 0a a1 62 35 6d 2d 7c 5e 93 2f 
37 16 24 07 3d 92 55 e6 5a b5 9d 3b 0b 52 d5 61 46 3c 94 d5 5e 72 fd 78 e9 3d ef e7 7f a2 7a f3 76 76 dc 64 98 4c ec 32 
4a 13 24 24 98 74 92 24 ce a9 27 19 3a 3e 4c 9c 1f 37 d8 fa ae 76 d6 1d 77 2a 29 d9 d6 64 50 ad 5b 65 cd 92 67 6e 73 
bb b2 d5 41 d1 2a 60 76 bc 4c 77 5b 39 9a 3d 21 20 35 61 13 32 bb 33 89 9e 23 fc df ed 1f 39 ca e4 99 31 a8 16 d4 f3 a1 
4c cf 2c 9e 2d 2b 1e bc 0b de 9b e5 1e 91 d3 1d 35 0c 6c af 57 
Data Ascii: y2K<ggtsI(i2L^WLvuzwq<9=D92y7\Id!$F2!5I\v\\b5m-|^/7$=UZ;RaF<^rx=zvvdL2J$$t$':>L7vw*)dP[egnsA*`vLw[
9=! 5a23#91L,-+5lW

Timestamp
kBytes
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2022-07-01 14:22:23 UTC 751 IN Data Raw: 79 5b 4d fb 8f 13 e2 0f 13 e2 7e d3 f1 10 f9 e4 37 fc 82 41 40 ba 0b c6 54 bc 63 10 27 96 9e 16 2e c9 f5 45 7d 
ac d3 01 13 93 7b 2a 92 3b 64 46 a9 a0 45 e4 2a 53 06 3b 38 34 3a ca ab b1 80 4b 75 5e 2b c5 a1 15 4a d7 b6 b3 f1 66 
46 bf a6 63 fd 2e 0f e9 e4 74 fc 4b a5 fe 9c 6a ec b7 fa 86 33 51 91 8d 90 7b 23 9a d5 c8 5a 81 25 cf a2 cc 5a 25 33 8a 
6e a4 dc d3 28 7a bc 7c 15 b5 55 b9 97 83 8c b0 e9 d5 f5 09 e4 dd d9 dc 31 9d 8c e4 85 53 5c 80 04 96 d8 f2 02 85 59 6a 
f2 01 a2 af 27 c6 e9 57 3c c6 c6 a3 19 7f 4d d5 5d 32 aa 7a 6d 1c 87 b6 f7 17 53 0a 83 91 6a e8 01 3e 6c 3f 0b b9 b9 dc 
02 2d 91 ae a9 5a bb d7 43 22 1b 15 98 2d 46 36 35 44 0c 3b ad 94 74 3c c7 94 74 1c 75 94 61 e1 d1 37 f7 dd 7d 34 cf 
aa e5 35 9d 64 6c 6d 59 f7 6e 5b 6d 75 2e 47 a8 3a 45 33 27 
Data Ascii: y[M~7A@Tc'.E}{*;dFE*S;84:Ku^+JfFc.tKj3Q{#Z%Z%3n(z|U1S\Yj'W<M]2zmSj>l?-ZC"-F65D;t<tua7}45
dlmYn[mu.G:E3'

2022-07-01 14:22:23 UTC 752 IN Data Raw: 27 4a 3f d9 f5 9d 3d de 82 61 ff 00 0f d0 97 73 e9 7f 0f ed ea 24 fe d4 06 03 01 8a d1 6c 31 32 18 c4 cb 78 99 
8d 17 30 cf aa 33 ea 8e 9f 20 80 f9 0d 1a d3 1d cc e7 e7 73 94 57 fc ba d5 f5 a7 4e 6a d8 c4 c5 66 5f a4 96 d0 82 58 aa 
90 2c e7 a8 d9 6e b1 af 28 16 fb 0a fd 4d 9b c7 b9 9e ce d7 03 61 ba 55 62 4c ba eb b3 23 d3 d8 e2 8e 9f 32 0a b3 51 fb 
74 14 7a a7 18 5d d5 ba 06 df a1 fd 23 2b 57 e1 3f 57 d6 d9 89 5f 4f c9 e7 aa ab 6d 54 b5 53 0d cb b1 7e 41 9c b2 d8 33 
df bf ef 18 bc 84 2a bb 7b 90 32 bd 24 94 d4 c5 c3 b2 f3 87 d2 15 05 97 63 e2 82 d9 77 ca 71 eb a8 fd d5 7f 6b 2f f5 49 d4 
b9 9b 7a 26 28 e3 ef e2 1d 19 ae db 83 ee 4e 81 ce c7 df 73 31 e7 d3 dc f2 ac 5c 7a 8b de 05 39 1e a6 ca b0 64 f5 0c dc 
95 35 33 4e 98 5e 8b d7 84 a7 b9 6b 51 81 63 d7 4e 
Data Ascii: 'J?=as$l12x03 sWNjf_X,n(MaUbL#2Qtz]#+W?W_OmTS~A3*{2$cwqk/Iz&(Ns1\z9d53N^kQcN

2022-07-01 14:22:23 UTC 753 IN Data Raw: 80 d9 f1 87 f8 db ea 8a 3b fd 0b fc 4f 41 5d bc 67 8d e2 7c 5a 74 a7 a8 63 fd 3e 4f b6 d6 68 c5 5d ce de a0 d3 
40 78 c0 77 2b 78 de 02 79 9f 31 46 a1 1e db d4 3e 60 f9 c8 ab bb 8b c8 89 dd 0a aa c1 a2 6c c3 64 5b 6c 27 be f0 b0 2d 
5e 47 9e e2 cf cf 8e f8 cc 87 36 1f 4b e3 f1 aa 37 3e 19 4c 93 1d 54 56 25 bf 1d 4b f1 cd c6 f9 fb 5f 1a b3 2e e9 fa 64 b0 
82 b7 88 aa b1 d3 84 a5 74 27 a9 b2 7e 9f a5 67 36 b1 e9 a9 d5 55 3f 1e 0c b3 8f 75 31 7a 53 d8 b8 98 78 d8 a3 ed 3e 
47 eb e4 ec 00 43 0f 76 75 52 c6 d2 2b d4 77 6a dd 32 15 a7 e2 d3 40 46 1b 0b b5 3f 8b 8b 2a 81 6c 12 a0 e2 31 10 e8 
c7 c6 42 5b 13 43 aa 7a 7d 72 f3 3a 56 16 2f 4a c7 6c ec 5a 21 ea 37 df 4f 1e a0 cc d8 58 8a cf 76 3d 97 f4 fc 9b 2e cb ab 
f1 cd 4e 9b 2b c4 c7 af d8 b0 13 67 66 78 33 cc c9 4e 
Data Ascii: ;OA]g|Ztc>Oh]@xw+xy1F>`ld[l'-^G6K7>LTV%K_.dt'~g6U?u1zSx>GCvuR+wj2@F?*l1B[Cz}r:V/JlZ!7OXv
=.N+gfx3N

2022-07-01 14:22:23 UTC 755 IN Data Raw: ca 7e 66 f4 54 ea 6f 73 73 e3 db 73 e0 0f 3e de a7 a8 2d cf da 95 da 82 16 ad ca 14 2c 6b 5d 82 ce 3b 97 ab 
73 b9 85 f7 d8 d5 fa 5a 82 f9 5f 63 a2 38 7c 4d 4b 71 bb 76 a9 dc ea d6 5b 66 36 09 d3 89 f2 1a 95 9c af ae 30 c6 2c e7 
22 b9 41 ae c9 6b 6a bf cc cd 0e 53 aa e5 7d 26 16 47 2a f0 7d 21 90 a7 17 f5 db c1 fb 42 42 42 ad 39 09 71 b1 bc d3 e6 
0f 6f 8f 76 1b 8a 48 27 db 73 73 73 7b 99 4b b9 8a dc 4f c4 cd a0 32 ba 70 62 74 31 ef 60 f8 f7 0b 11 be 2f a6 5b 5e 8f b1 
65 1e de 67 83 3e 21 20 cf 22 5d f8 66 1d ec 8d cd 09 c8 6f 66 7e 53 c1 03 db 0b f1 1f 69 8d 3f 65 c6 75 0a 7e 9b 3b fc 3f 
49 5d da eb c4 72 5a db 95 7e de 0c 7d a5 9a dc fd b0 34 d4 de e6 b5 2b 3c a6 f8 8f dd 0b 4a da 6f 71 5f c0 3e ff 00 13 
7b 3b 9d 4a 94 c8 c0 4a 68 e4 d4 55 1a 9c 7e 29 4d 
Data Ascii: ~fTosss>-,k];sZ_c8|MKqv[f60,"AkjS}&G*}!BBB9qovH'sss{KO2pbt1`/[^eg>! "]fof~Si?eu~;?I]rZ~}4+<Joq_>{;
JJhU~)M

2022-07-01 14:22:23 UTC 756 IN Data Raw: d5 31 b2 7d 5b 89 df bb 17 a3 f5 4c 96 e9 9e 8f 55 98 f8 f4 e3 55 a9 f1 1e 5d fb aa f9 ae 34 06 1f 9d c1 37 ed 
61 96 72 22 df 33 bf a3 46 46 85 77 ee 07 1a 77 f1 7b c2 fc db fe 9b fc f6 78 d8 9b 8f 2d fc 4f f1 fa ce ca 8b 93 d7 3a 65 27 
2f d5 0c 23 f5 bc fb c5 e9 7d 76 f4 4e a5 99 99 8e 2a 4e 2d 83 4d b3 ae e3 25 19 d1 65 28 ac cd 7d c6 ab 51 78 7a 7a df 
a6 eb ff 00 13 af d1 f4 fd 67 fc 3f 4f 5d d8 eb 72 9e 5a 8c aa c7 b5 5c ea 49 da ce d9 83 66 7e d8 0e e0 59 75 f4 d5 2c ea 
f8 a9 2e eb 59 0f 1e db ae 8a ba 9f 89 81 61 02 06 f3 ad c5 11 17 52 80 04 a4 f8 49 9d 8f f5 38 ce 74 dd d5 66 fc a7 f7 0c 
3f 96 47 a7 b1 bb 18 19 cf aa fa 6d 56 94 af 38 d4 9b 12 d0 cc 95 77 4b fd 9d 43 43 aa e0 ba 25 34 ff 00 b7 65 35 d9 05 
76 d6 85 a9 ef 85 b9 df ec f5 76 47 6b a7 
Data Ascii: 1}[LUU]47ar"3FFww{x-O:e'/#}vN*N-M%e(}Qxzzg?O]rZ\If~Yu,.YaRI8tf?GmV8wKCC%4e5vvGk

2022-07-01 14:22:23 UTC 757 IN Data Raw: 56 3b 73 a3 ef f5 a5 1c b0 87 d8 77 12 52 af 2a ac c0 80 c3 5a 4e 3a 81 09 5a 58 a3 0d 30 f1 12 2f b7 5a e9 f5 
e7 63 8c bb 3a 75 d4 e6 f4 dc 95 cb e9 cd af 4f fd 3e 26 4e 2d 35 c6 ea 59 98 73 17 33 07 a8 27 69 d6 1b 59 62 d5 43 bd 
f8 98 b9 53 b1 9f 8f 06 78 ae 02 18 64 e2 d3 7c 38 76 d1 62 65 5c 27 2a 9d 9a b6 9b 71 3c 3d 93 f9 cf ca 6c 8c aa c5 aa 
37 76 bf b8 67 6d f6 6a 70 5c 3e ae 56 d6 4a 46 0e 8d d1 f3 46 7f 4e 82 51 e9 ee 97 4e 4f 05 03 cc 5f 93 16 72 84 c6 6d 
4b ad 22 59 67 e5 f9 6f 64 cd 08 d6 0d 8b 8e eb 64 e4 87 7e c9 ec d1 c0 d6 43 ac 3a db 03 0f 83 e6 0d 40 7d 83 79 6d c5 
1e 26 a2 e8 8f 3e da 9a d7 b7 88 bf b7 dd bc 86 00 d7 d6 f1 8d 9d 21 2a 04 53 da 33 b9 70 5e 4d 63 eb 52 9e 05 2f 01 67 
f1 60 65 89 5d af 43 b0 d9 62 41 6e 45 d4 e9 80 53 4b 
Data Ascii: V;swR*ZN:ZX0/Zc:uO>&N-5Ys3'iYbCSxd|8vbe\'*q<=l7vgmjp\>VJFFNQNO_rmK"Ygodd~C:@}ym&>!*S3p^M
cR/g`e]CbAnESK

2022-07-01 14:22:23 UTC 759 IN Data Raw: 70 35 66 a3 ce ca 58 7e b3 33 10 e1 f5 ee 61 e9 e9 59 2c 29 ea f8 33 1f ad d7 12 ea 1e be 91 67 2a 55 95 a1 
9e a8 bf b7 d3 c5 9b 3d d6 27 0c 06 c9 c7 c0 c4 a3 ee df d9 b8 04 23 c3 6b 93 71 42 f6 78 07 42 dd 03 66 c9 07 8b 7e 3b 
4d 4e 46 58 db 8c de 5b 90 80 6e 77 02 96 66 11 d9 b5 bd 41 67 90 58 8e dc ed c3 ad b7 88 23 43 b3 3e 08 f6 f3 00 1e 
cb 1e 16 f3 99 99 5e 28 6c ec ab 2d f5 70 5b 9c 02 c7 d2 f8 99 38 9d 4f d1 17 f7 ba 42 fc 0f 8f 6d fb 65 d0 32 b1 6d e6 ae 
cd b8 8e c0 ae 43 d5 7f 48 ea b5 f5 0c 1f 50 e4 e0 6b 94 d9 9a 89 5b 3b 62 74 0e ab 91 30 fd 39 5d 55 db 83 d1 f7 5e 6e 
06 24 ca f5 15 b3 27 af 6c e4 75 5b 6c 47 b6 db 27 4e 46 6c 75 a9 d4 1a ee 51 67 73 7e 97 b5 a9 eb ff 00 a1 6d b5 d4 b9 
1e a0 e9 54 cb fd 57 c8 63 75 ee a3 9b 9d 90 d9 6f 06 33 
Data Ascii: p5fX~3aY,)3g*U='#kqBxBf~;MNFX[nwfAgX#C>^(l-p[8OBme2mCHPk[;bt09]U^n$'lu[lG'NFluQgs~mTWcuo3

2022-07-01 14:22:23 UTC 760 IN Data Raw: 02 3d 26 7f 69 a1 a5 0c 6c 64 d7 6f 8a f6 f7 0d 55 eb 80 32 ba b9 2f f4 cc 87 83 a0 e5 19 83 d0 a9 aa 2a 05 1f 
f6 fd b3 5e 17 ca d9 f8 87 fc a7 52 2e a3 1e e1 7d 26 78 8c 67 2d 83 ae 47 e1 9e 72 da d8 5a 78 d3 dc 01 2c 65 36 01 16 
ab ac 96 f1 a4 8b 39 45 60 63 31 09 a6 da 02 23 10 27 2f 27 41 74 18 b8 3a b2 a8 46 fd 88 9a f1 e3 df e6 08 8e 35 c9 49 
2b 0a 42 0f 2d 92 2d 71 5a e5 63 52 dd 23 d3 5f d1 6e cf ce b6 eb 2c a3 1e dc 82 f5 9c df 4a 27 4c bf 29 ba 6f 46 a6 a9 
9b d4 3a 6e 01 ea 1e a0 cd ca 3c 8c 65 68 d0 09 c6 2a 08 a0 09 f5 b9 35 25 99 59 86 12 5b dc 0d c1 59 82 a8 94 6e 0a 
04 ed 20 89 5a 18 b5 a2 c6 8e 54 c2 10 cb 3b 62 2d 44 4b 19 55 39 92 47 23 00 32 bd ef f3 db 09 6a c3 ef a8 12 76 8e 82 
34 ed 9d 94 d4 f4 b8 ff 00 d0 f4 e1 ff 00 b9 fb f5 35 35 
Data Ascii: =&ildoU2/*^R.}&xg-GrZx,e69E`c1#'/'At:F5I+B--qZcR#_n,J'L)oF:n<eh*5%Y[Yn ZT;b-DKU9G#2jv455

2022-07-01 14:22:23 UTC 761 IN Data Raw: e0 8b 2c f2 f6 73 17 39 e4 39 f1 e4 03 d9 1d b9 4b 94 89 d0 f2 7e 9f 32 cb 04 36 fe 36 5d 05 a7 5d cd 93 67 82 
c3 6c c7 4e 49 6f fa f9 9a 9a 9b da 23 13 3f 95 3e 60 9f 22 7f 1a 10 fc ef 40 f9 82 7c 1f e2 7f 1b dc df 37 cf a0 f4 ec 5c ce 
af 94 f3 d3 59 9f 47 d6 fa de 35 f8 dd 47 a4 ae ef e9 b8 81 30 29 c3 c7 c1 af 3b d4 b8 d4 cc ec fb f3 48 65 9f 8e f4 b3 f0 10 
71 9b 58 1e 0b 37 03 a8 8a 39 1c a2 54 33 93 15 87 25 64 96 1a f9 69 62 c0 40 3f 84 fe 78 89 f9 21 0e 0c e5 3b 93 62 3d 
ad 2e 3b f6 57 30 58 60 66 9c 03 4e 20 c6 55 d3 15 53 f9 18 17 ca 8d 4e fa ac fa 92 61 b2 c6 80 be 97 88 35 bd 21 cf 6a 
72 0e ac cc 48 26 31 e4 30 f3 2f e9 b7 9e bb d3 2f c6 19 3d 30 11 95 d2 b7 f5 3d 26 77 fa 4e cd dd 26 59 67 4b 32 ae ab 
8d 8b 5f f5 ac 33 3f ac e0 4f eb 18 13 fa 
Data Ascii: ,s99K~266]]glNIo#?>`"@|7\YG5G0);HeqX79T3%dib@?x!;b=.;W0X`fN USNa5!jrH&10//=0=&wN&YgK2_3?O

Timestamp
kBytes
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Direction Data

Copyright Joe Security LLC 2022 Page 67 of 106



2022-07-01 14:22:23 UTC 763 IN Data Raw: d4 e0 5d 80 89 f9 27 71 35 90 7e 98 7f 50 c3 dd 37 77 31 2d eb 47 85 59 fd 47 32 cf 50 3f 46 19 b5 65 a7 51 f4 
ad c1 15 30 f1 8b d3 d7 28 bf 35 ba 57 a5 99 a6 4e 4f 47 e8 f5 75 3f 53 66 e4 46 62 48 95 9f 2e a2 7f 30 7b 08 16 00 74 
39 46 e5 15 8f 14 68 20 81 52 5b 53 ca 8b 56 6d 7e 50 03 c8 56 fa ad 6c e4 03 45 00 c0 a8 22 85 31 d1 a2 8e 47 b7 f9 9a 
4f 01 49 58 ca 77 45 ae 61 57 2c fc b7 f9 30 6e 2b 19 90 2d 85 0f b0 0d 13 96 c5 70 20 d1 35 68 b0 00 be a1 bd f6 6c b5 
e7 6d a3 b3 82 ae da d6 a0 17 46 37 80 a2 f8 e8 f0 7c 8f 25 b9 93 db 71 3e 9e f2 52 ab 88 ae 96 81 48 24 3c d6 e2 d7 e0 
25 73 f0 d1 ae a2 5b 1d 58 db 43 99 d8 69 50 60 8c 26 f5 2a 7e 47 19 76 2c 5d 0c 6c 9e 2e b6 2b 4b 3e 2c 06 30 f6 c4 b1 
ec b1 13 c6 4f c6 46 44 6c af 3d c3 05 c4 17 b4 91 63 
Data Ascii: ]'q5~P7w1-GYG2P?FeQ0(5WNOGu?SfFbH.0{t9Fh R[SVm~PVlE"1GOIXwEaW,0n+-p 5hlmF7|%q>
RH$<%s[XCiP`&*~Gv,]l.+K>,0OFDl=c

2022-07-01 14:22:23 UTC 764 IN Data Raw: 37 63 74 da 31 fa 16 5f a8 71 71 2b ce ce cc cd 7e 53 c7 bf f3 c4 19 db 33 8f 9d 7b 7c 7b 02 27 89 c5 4c e2 04 
e2 27 6c 4e d8 9d a3 3b 51 69 3b 2b e0 2e 8c 47 3c 7b a0 95 b2 6c 68 32 69 5c 18 36 4d 65 44 56 57 8b 4d 44 35 15 4d 
11 34 90 22 c6 ab c9 41 be 35 40 16 68 c0 1b 6d cc 02 5e 72 b8 1e f5 db 6c 97 11 f2 09 82 e2 20 bc c6 b6 0b 48 27 29 a7 
d6 3c 5c c7 30 66 3d 75 db 99 cc d7 9a 81 4d d4 98 f6 d4 14 dd 49 2b 96 04 af 35 75 f5 a2 36 5b 38 5b f8 47 c9 2d 06 55 
40 2d ea 23 9a 9a 2d 75 ca eb 47 07 12 8d 76 13 42 93 18 64 28 ed 5a 63 d3 64 e0 37 65 75 47 a3 1b 6f 8d 4c fa 7a 14 
04 a8 12 95 ee ce d8 64 fd a1 b4 dc a5 9e 4f b6 f5 2b b3 90 dc 27 44 c3 35 19 76 31 ec c4 e1 ff 00 ac 07 bf 8a a5 72 92 
75 27 19 08 20 85 b5 19 8b 59 01 9b 95 b8 8c d0 d8 65 76 ca 
Data Ascii: 7ct1_qq+~S3{|{'L'lN;Qi;+.G<{lh2i\6MeDVWMD5M4"A5@hm^rl H')<\0f=uMI+5u6[8[G-U@-#-uGvBd(Zcd
7euGoLzdO+'D5v1ru' Yev

2022-07-01 14:22:23 UTC 765 IN Data Raw: d6 d4 52 a8 6b a1 5f 82 cf 13 6e 5b b4 84 35 35 72 5a f4 8d 5a 91 ae 45 3c 43 59 73 9d 5f 06 9b 9b 81 a6 fd 
ab f9 4f 0b ca 16 95 eb 61 41 9a d9 70 15 4c dc 27 64 9f 24 1d 24 10 2c d6 cd 55 aa 21 55 31 85 4a d4 28 e5 7f 73 56 72 
d1 05 63 45 7f 1f 89 96 3d 64 16 42 dc 11 a5 88 90 55 53 2b 55 a8 ca 27 19 c6 6a 79 9e 75 ed e2 7e 3b e6 ba d8 d7 89 
a1 34 21 9b 9f 33 53 81 82 b6 9d b7 10 2b 18 04 50 26 96 71 81 1b 5a 71 08 30 ce 04 cf c8 c0 8f 12 b1 15 44 ae bf c7 81 
13 17 16 fc ab 7a 4e 06 36 11 10 7d 83 c4 eb 5d 3f 4f 72 59 3e 03 6c 90 9e 6c e4 54 23 f1 61 38 b6 f7 70 8a f7 4e eb c3 
63 19 c8 ac 1a e1 63 f9 49 bd c2 c7 5d d3 3b bb 87 cc 3b 80 bb 1a 7e 56 c7 89 c7 4c 8a 47 1b 60 fa 8e 2c 6e 9a e1 02 f8 
e9 78 16 e5 e5 7f a5 e9 58 c5 1a eb f0 33 ac e8 79 58 b9 b8 
Data Ascii: Rk_n[55rZZE<CYs_OaApL'd$$,U!U1J(sVrcE=dBUS+U'jyu~;4!3S+P&qZq0DzN6}]?OrY>llT#a8pNccI];;~V
LG`,nxX3yX

2022-07-01 14:22:23 UTC 767 IN Data Raw: 3e 9d 39 9a 2a 07 fd 20 50 f8 dd c2 e8 a9 63 a8 9c 89 1c 3c 5b e1 59 18 d9 da 33 b4 f0 a4 e0 f0 a3 4d 19 a6 
8a 18 95 53 34 62 21 33 b7 35 b8 10 13 db 9d b8 56 04 33 b7 3b 71 ab 85 35 0a f8 e2 27 1f 1c 7c 71 9c 27 19 c6 6a 0d cd 
9d 03 15 a1 6d c3 f7 fa 4f ab fd 42 30 2a 51 e5 4f cd 7d 87 89 d7 b0 a6 50 dc 7a 6c 33 b6 40 6a ce b8 0e 5f db 9f da 8a 2b 
db 7e e6 30 09 c7 c9 1b 9c 40 8c bb 9f 33 e6 00 27 f0 8b 0d 6b be d0 8d 58 e3 5d 30 53 c9 17 1d 84 14 f1 26 97 86 99 e9 
9d 2f 5e ea 15 b5 8b d5 4d 6a fd 47 26 ae a3 7e 1f a7 77 7e 26 2d 18 95 c6 f6 dc 26 72 84 c6 8f e6 34 68 66 a3 c3 35 08 
30 88 c2 54 48 8e e0 4e 6c 61 0f c8 f3 0c c0 72 0e 01 07 c8 62 20 db 36 ed 10 02 c7 e0 f4 e6 55 6a 5b fb c2 e5 59 92 c2 
c5 7a c7 2e d2 e9 40 53 90 c3 59 03 72 c4 fc 6c 59 41 
Data Ascii: >9* Pc<[Y3MS4b!35V3;q5'|q'jmOB0*QO}Pzl3@j_+~0@3'kX]0S&/^MjG&~w~&-&r4hf50THNlarb 6Uj[Yz.@
SYrlYA

2022-07-01 14:22:23 UTC 768 IN Data Raw: 61 f9 f6 22 18 7c 4d c2 66 e6 e1 32 c8 df 38 56 f1 98 95 26 65 d9 5d 07 92 5d d3 72 b1 c5 2b 8f 65 7f da a8 56 
e5 ec c1 73 a6 b7 f1 b6 e3 2e b7 6a c7 f2 56 88 d2 b2 3d bf 96 9c bc b1 04 3c 61 e0 8f 6b 1b 8b 17 13 92 43 c2 78 9e 20 
d6 d1 3c d7 5b 41 5e 43 0e cb ac 4a 1b 90 a8 c1 d8 05 4e 33 4e 58 6a 4d 94 21 fa 83 be 99 cf 33 2d fa 23 98 fd 0b 20 83 
d0 b2 d4 bf 45 ce 96 74 8e a7 1b a7 67 a9 6c 5c f4 66 fa 80 dd c5 07 95 44 9e 3b 64 53 1a ba e7 1a 63 a5 10 d6 90 d4 b3 
80 9d b1 38 08 12 30 f6 dc 26 7a 49 78 7a 70 b0 03 b9 36 62 33 99 e6 68 cd 7e 9e c4 dc df e8 fa 4a be de 1e 5b ea 61 dc 
4e 4d 43 8a 4e b9 d6 b1 fa 75 7d 4b 3e fc fb c4 c6 4f 20 6c 84 85 00 8d a8 a4 6e b2 43 7e 5c b8 bc 08 ab 19 04 fc 3d 88 
59 dc aa 35 ca d0 5f b5 d9 8c 6c 30 2b 6f b6 67 00 ad 
Data Ascii: a"|Mf28V&e]]r+eVs.jV=<akCx <[A^CJN3NXjM!3-# Etgl\fD;dSc80&zIxzp6b3h~J[aNMCNu}K>O lnC~\=Y5_l0+og

2022-07-01 14:22:23 UTC 769 IN Data Raw: 00 e2 98 9e 32 a3 5a a1 85 86 03 6f 2f ef 99 c7 22 1a c9 17 0c 7a 46 5f 52 a9 9e eb 5e d2 47 9a 9f e9 ef 47 16 
27 be e6 e6 e6 e7 99 e6 68 c0 d0 98 ea b1 80 f6 f4 ff 00 5b 38 0b fd 7b a4 6b aa 7a 9e a1 5d b6 3d 96 7b 0f 91 16 6a 11 
c4 a9 d8 1f 21 b5 09 32 d1 b8 3c 11 14 f9 a9 80 11 f4 57 f8 b6 bf 20 f1 20 ee 6f c6 e6 35 37 64 d9 d3 3a 45 58 d0 0f b0 
98 4c dc 30 fc ee 19 b9 b9 b8 d1 8e 89 68 5b c3 b4 63 fa 43 ec dc 73 e2 f6 30 0d c5 5d 7b 50 fa 8a e2 57 6c 04 c7 5d cb 
92 71 f3 8e c6 30 96 af 9f 8f 65 8b e3 db 50 ea 18 d1 e3 43 ec 25 8f 1d a0 8a 60 2b 39 c2 62 b9 9e 0c e3 15 8c 56 30 79 
5e 06 2f 89 e9 0f fe 37 f8 a6 1f 16 c7 6b 37 fd f3 15 6e 83 7a c9 ea 18 b4 4c 9e af 73 a9 25 d8 46 d4 d7 86 f8 f4 ee 41 7a 
75 35 35 ed af bb 44 42 7c 18 d0 fd a3 de bf 21 3c 
Data Ascii: 2Zo/"zF_R^GG'h[8{kz]={j!2<W  o57d:EXL0h[cCs0]{PWl]q0ePC%`+9bV0y^/7k7nzLs%FAzu55DB|!<

2022-07-01 14:22:23 UTC 771 IN Data Raw: 8e 33 8f bf 81 19 84 30 6c 2f 0e 50 2f 81 f1 e3 4f f3 b3 c7 cc fe 3a 16 5a 51 75 a8 0c f5 1f 48 ba d5 3d ca 6d e8 
be a9 ba b3 8b 93 4e 4d 3e c7 64 ff 00 2c ab 38 f8 75 8b a9 f8 fb 72 80 ee 72 9b 83 5a af 52 b1 c8 28 d1 d9 10 b9 0e 79 
11 4a b3 ce 85 d0 d3 18 97 d4 e5 b8 07 df a2 3d ad a4 3c b0 15 24 c3 39 18 61 86 6e 12 21 6f 25 a1 68 c4 47 68 cd 0b 
4d cb 6c 24 32 fb b4 d4 e3 3a 77 4a cd cf 3d 37 d3 18 98 e1 00 0a cc a8 83 21 ed 1f 48 1c fb 75 db ba 9d 34 74 ba f1 3e 
97 d4 74 ad 79 4c 37 3a 41 fe 9d d5 e6 66 bf ae f5 6c 4f ae c1 1d 27 1b 5b ae 9a ba af d3 ff 00 50 23 d8 19 5c 42 66 e7 
88 d1 d6 0d eb 63 db 5e df 10 9f 06 1f 63 1a 37 cf a7 46 fa e4 f5 86 10 b7 19 97 c2 90 a4 9f 03 ba c5 29 3b 6a 67 61 67 
d3 d7 ae ca 89 c5 d5 bc ee 63 e9 f2 1b f7 7d fd 67 19 
Data Ascii: 30l/P/O:ZQuH=mNM>d,8urrZR(yJ=<$9an!o%hGhMl$2:wJ=7!Hu4t>tyL7:AflO'[P#\Bfc^c7F);jgagc}g

2022-07-01 14:22:23 UTC 772 IN Data Raw: aa 17 da eb 6b a5 2d ea 40 b3 d5 91 95 7f 4f c5 fa c4 54 45 2e aa e9 9d 8e 71 72 fd 87 b0 8b f0 e6 6e 6e 6f d9 
61 9a 80 79 e3 08 84 46 11 a7 a5 aa 61 87 47 01 ef eb 4c 5e 17 17 87 7a 55 dc e1 13 f1 8d f2 57 c3 55 ca 70 71 07 2e 3e 
8f 1f fb 9f bf d4 75 37 d3 aa ee 04 59 f3 36 63 0f 0d c7 8e f5 15 8e b7 e7 cc 0d b5 f3 a4 f1 0f 99 60 11 a5 cd fd be 94 cd fd 
4f f8 fb c4 e9 7f 97 40 d4 f3 39 00 49 10 fc 6c 4e 9d 7f d4 e2 42 23 a6 e5 d4 a9 8c 87 4b 4b 68 8f 3d ae e4 b1 5d 21 3f 8a 
93 ae 40 8b 36 25 5e 40 5f ca e4 e0 3a 77 49 bf a9 bf 4a e9 f8 dd 36 98 b0 c0 77 00 f6 fe 7e dd fb f8 84 42 21 68 5c ce 25 
85 9b a6 0b 8f 2e a9 89 dc 47 3c 63 34 63 09 9d 1f a1 59 91 2f 44 a3 a7 54 48 15 93 bd 03 34 21 9b 30 99 a8 74 23 11 08 
84 4d f1 6e 81 98 b9 58 ec 15 d4 d7 91 7a 
Data Ascii: k-@OTE.qrnnoayFaGL^zUWUpq.>u7Y6c`O@9IlNB#KKh=]!?@6%^@_:wIJ6w~B!h\%.G<c4cY/DTH4!0t#MnXz

2022-07-01 14:22:23 UTC 773 IN Data Raw: e9 1d 60 13 d3 7a b0 8f 81 d4 16 1a 2f 59 fb 67 71 67 a3 70 fe 9f a4 ea 6b dc 80 45 d8 e5 91 6e ba b7 47 ae 
d9 8f 4d 38 f5 96 3e df 91 9a 50 5a 02 cc bd b1 09 02 77 0b 8e 28 93 d4 98 0e e8 75 04 53 a9 85 80 db 4a f4 ab a0 17 e3 
dc 7d e6 19 56 83 fb 93 3a c6 37 d6 74 ce 68 d0 3d 5a 43 5c 1d b0 ec 82 05 59 c3 c1 dc f4 92 eb a5 fd 99 99 55 e2 d4 3d 
ae be 8a a7 5c a8 3d 28 db 0a 27 c2 16 25 06 e7 c4 04 45 f3 ec cb 01 d4 e5 b3 f1 1f 51 99 b8 5a a3 58 7f f1 ff 00 47 1f ff 
00 92 87 cf f3 b2 20 e3 18 9d 46 3f 96 f9 1e 8b 79 c8 e9 fe dd af 1a 00 6e 7e 51 ab 33 a7 f4 fb f3 ae e8 fd 2f 13 a6 54 bc 
9a 2a 28 85 a3 3c 36 19 f9 19 c2 76 c4 fa 7a cc fa 4a 89 3e 00 68 cb b8 76 a1 1c 18 5a 6f 71 81 04 59 03 0f 67 59 bd 46 
31 9a 16 85 e1 30 fb 74 ec 4d 9f b7 a8 ff 00 f3 eb 
Data Ascii: `z/YgqgpkEnGM8>PZw(uSJ}V:7th=ZC\YU=\=('%EQZXG F?yn~Q3/T*(<6vzJ>hvZoqYgYF10tM

Timestamp
kBytes
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2022-07-01 14:22:23 UTC 775 IN Data Raw: 4e 5e 6c c3 26 13 07 b6 a6 a6 a6 bd bc cd 98 1a 0f 67 3b 27 c4 65 06 3d 73 1a ce 24 8e 43 3a af 38 76 f1 7c 
da fb b4 ec a1 aa e5 c8 ae c5 6a 1d 4c 66 f6 3e d8 f4 3d cf 8f 4a 50 9f a5 91 fe c5 7f 1b d4 f4 87 ec c8 ad 32 31 db a2 d1 
3f a1 26 9b a1 d9 0f 41 c8 9f d0 73 61 e8 79 e2 1e 91 9f 1b a7 65 ac 6c 3c 81 3e 9a e9 d9 b2 74 40 57 a7 74 a9 59 9b 9b 
9b 9b f6 dc 1e ff 00 cf ba fc fb 35 c2 6a c3 32 14 2d bb 9b 8a 62 ca cc 07 dc 7e 9b ce a5 8c f8 99 aa ae 62 50 ed 3b 3a 0a 
8a 17 f0 9a 59 b8 4a c1 14 f2 76 fd df 67 f4 c1 f4 fe d5 f4 dc b6 c9 87 e2 bc 07 df 51 ab b1 99 51 02 08 a7 82 f2 78 8d 39 
79 8b 0f ed df 96 1a 8d a9 7a 8e 36 8d 74 0f d1 6d 7d 0f e2 58 c5 df 1f 82 7c 02 27 c0 fe 7e 01 2b 3a 56 47 d3 66 ce 33 
5a f7 d4 d4 d4 e3 38 ce 13 84 00 88 61 96 19 dc 
Data Ascii: N^l&g;'e=s$C:8v|jLf>=JP21?&Asayel<>t@WtY5j2-b~bP;:YJvgQQx9yz6tm}X|'~+:VGf3Z8a

2022-07-01 14:22:23 UTC 776 IN Data Raw: 11 54 46 f0 1c 59 2f 5f 17 9d f4 23 f3 fa 19 03 77 2f 85 1a 85 39 40 00 87 7b d4 02 7c cd c1 04 d7 b6 be d6 85 
01 2c 42 03 b8 04 6d 88 de 7d aa f0 7f 7a dd bc 7b bb a1 c5 83 dd bd a8 f8 c3 c3 66 bb fc 13 17 e2 7a 73 c7 48 c3 a8 64 
d8 bd 24 86 be ba ea 7b fa 43 17 6c 15 c5 0d 82 d9 55 55 d2 6d 58 eb a9 6d 3d 46 b8 b5 65 ce 79 18 f2 bc fe a5 74 b3 94 
e8 bf f1 87 dc 40 31 e9 06 3d 24 46 4d 7b 29 8a f9 6f 2b c4 41 07 81 dd dc 2a 48 6b 6b 45 ea 7e a4 c4 c7 99 fd 67 3b 32 
50 c6 ab a9 b1 2d a9 a7 c4 26 16 e3 0d c6 c4 a6 b6 79 43 72 4e d8 0c d4 fe 5d a1 15 67 88 ef a9 bd c5 10 4f 3e c0 7b 75 
05 e7 86 4d 82 6b 82 8e d6 c7 6c 33 30 d6 e6 c4 f4 50 de 67 eb 7a 8b 1f bd 83 4b ec 03 ca 78 13 63 5f 31 7c 47 d6 c9 d0 
0d e1 bc 4c 8f 35 f2 0a d9 14 db 45 b1 b5 bf b7 a6 e1 
Data Ascii: TFY/_#w/9@{|,Bm}z{fzsHd${ClUUmXm=Feyt@1=$FM{)o+A*HkkE~g;2P-&yCrN]gO>{uMkl30PgzKxc_1|GL5E

2022-07-01 14:22:23 UTC 777 IN Data Raw: 9e 9f f8 e2 23 06 1f 61 fb 7d 4d 9b f5 dd 5e 2f b0 80 c1 66 8a d9 a8 76 61 08 4a ad 53 5e 3d 3b 50 fe 99 90 ff 
00 9b dc aa 2e c8 d9 37 1d f7 27 70 4e ec 16 08 1d 62 5a c2 26 6d ab 2a ea 1b 95 e4 2b 40 fe da 10 a4 29 1a 90 67 63 
8c 1b 11 1b 63 f8 f5 4f 4f ec 5a 46 8b 45 f9 f4 b0 d7 41 ff 00 03 ab 63 fd 4e 18 1e 2a 03 44 68 a3 e8 6c 41 e6 7c 11 bd 9f 
93 bf 66 02 70 e3 08 33 50 81 35 e4 4d ec 6f f2 9f 96 f4 49 f8 9e 20 13 5f 8e d2 1f 3e cd b8 08 32 b6 28 71 ef 53 3b a2 59 
77 28 4c fc 8c 46 f0 cc 0c bc 08 e3 50 fb 0f 65 68 c6 19 63 ad 69 99 92 d9 12 d4 85 27 42 05 3a d7 f8 8b fb 9f f7 ff 00 18 
63 fd 0f d5 be 12 2f 59 b9 e5 65 ab b0 75 4a 8d 99 59 47 25 aa cd c7 4c 6b b3 b1 4e 2d 6c 06 53 e7 74 cb 2d ea 59 78 f9 
0d d3 9a b3 d3 72 38 d7 81 90 77 30 3f e3 b2 86 
Data Ascii: #a}M^/fvaJS^=;P.7'pNbZ&m*+@)gccOOZFEAcN*DhlA|fp3P5MoI _>2(qS;Yw(LFPehci'B:c/YeuJYG%LkN-lSt-
Yxr8w0?

2022-07-01 14:22:23 UTC 779 IN Data Raw: 93 96 8a c6 06 8d a4 11 79 24 81 d2 40 d5 23 a0 54 49 b0 4a 2d 52 87 f2 ea f3 8c 1c 5f 69 b4 81 21 5a ac 20 
d2 f7 1a fe ee 9d 35 c5 92 e9 92 08 bc 1b 48 62 bc 9a ab ef e5 24 3a 4d a4 0d 32 08 21 0a 32 8b 3b 41 b4 82 95 0c d6 f7 
5e 31 81 59 10 35 68 b3 b3 56 52 45 e4 93 71 36 44 15 a9 5f 0a 6d 24 da 05 4e 53 7d a6 d2 2d 04 64 af f6 6a 52 db 36 
33 63 fc 21 ac 68 5c 88 42 c9 c0 99 02 5c 95 78 8b 4e 28 49 8a 9b 34 55 4c 3f 88 91 18 21 dd 2c 58 ed 37 93 71 38 31 6a 
54 8f 56 a3 d4 a8 aa a6 f1 a3 c5 96 28 92 6f 02 49 8e 81 d0 87 49 02 a4 da 6c c1 9a 94 fc 28 12 b4 10 46 12 49 37 56 f2 
6d 36 91 68 36 9b 48 22 d1 8c 1b 48 36 90 53 e0 56 4e f3 6d a6 c3 c1 23 ac a1 c1 ba cc 83 68 a9 56 9b b2 ae 46 be 0c 
74 6d 1a 23 18 c2 08 b7 24 32 0d ac 82 0d a4 10 88 c3 81 c0 9d 
Data Ascii: y$@#TIJ-R_i!Z 5Hb$:M2!2;A^1Y5hVREq6D_m$NS}-djR63c!h\B\xN(I4UL?!,X7q81jTV(oIIl(FI7Vm6h6H"
H6SVNm#hVFtm#$2

2022-07-01 14:22:23 UTC 780 IN Data Raw: 20 03 12 21 30 31 13 41 32 51 04 22 40 14 42 71 ff da 00 08 01 02 01 01 3f 01 38 24 91 bb c9 2c a7 4d b1 69 
8a 85 94 11 93 c9 61 16 af f2 ca 4a 99 26 9a 97 86 d4 3d 31 d0 cf 06 26 49 55 91 24 de 49 c6 9d 36 ca 68 4b 0d 4a 65 5e 
4d 2a 3e ed 24 b1 b6 6e 24 54 b6 2d 27 f6 2d 24 24 97 5c e2 fc ec ad 7f 61 93 6e 49 64 da 0d 25 f7 93 52 3a 24 ab 44 74 
34 4c 75 ae 4a 74 9f d9 4d 09 67 5d 3b 5d b4 a8 dc f0 68 f8 98 b4 50 a8 4b 34 3e c4 3e 3a f5 97 42 45 2a 17 4c 15 69 52 
ca 96 d7 d3 4e 93 fb 29 a5 2f 3a 75 69 95 36 d0 5f d6 fb 56 4a 91 a4 b1 7d 88 aa fc 10 88 58 c9 aa f9 25 5a 0d b7 dc cd 
35 2e eb de 86 55 47 04 5e 08 12 92 9d 1f d8 92 5d 71 27 c1 4f 42 81 c1 56 a4 2e 0a 96 ad 78 fd 7f 8e 49 ba 46 b2 20 98 
24 93 8b e9 2e 2f f6 6d 76 8c 6b 7f 45 75 49 17 54 b6 53 
Data Ascii:  !01A2Q"@Bq?8$,MiaJ&=1&IU$I6hKJe^M*>$n$T-'-$$\anId%R:$Dt4LuJtMg];]hPK4>>:BE*LiRN)/:ui6_V
J}X%Z5.UG^]q'OBV.xIF $./mvkEuITS

2022-07-01 14:22:23 UTC 781 IN Data Raw: 17 78 4d 91 02 24 59 70 70 71 94 5a 30 aa 9d c8 9d ac a2 a9 56 d4 a7 ed 12 2b cd a4 92 49 bc d9 78 28 57 
79 c8 aa bc 92 86 ec fd 1d 73 c1 49 36 56 8b c1 04 10 47 44 e5 c5 a7 2e 49 66 ec 75 7f 23 4a fe 12 ce 48 36 90 42 ce 05 
c5 db 1b c9 de 9f 30 dc 36 3c 69 bc 10 36 49 36 87 d1 ce 49 1b 4d 86 c3 69 b4 da cd ac da cd 8c f8 f1 d7 7f dc d0 bb 82 
70 57 e7 04 85 79 1b bc dd 11 64 23 c2 a6 9a 3e b0 8b a1 62 f1 a5 4b 3e 2a 4f 8a 93 e1 47 c4 7c 47 c6 cd 8c da c8 64 32 
19 1d 94 56 aa 57 aa ad a8 54 ba 9c 94 ad aa ce a1 c9 c2 1d 44 11 69 ce 49 24 6e cf a6 92 a4 27 66 b3 42 16 0d 11 68 
34 d7 f6 ec 5d 9b 23 f1 16 a3 5e 9f 20 d3 a9 f2 2a 62 ce ce c9 5a 44 7d 1c da 30 92 49 27 08 ce 94 55 d6 ae ac c8 20 86 
51 ef 62 c2 aa e9 a7 d2 af e4 7e 8d 1a f7 7b 9a b4 5d e4 d7 44 
Data Ascii: xM$YppqZ0V+Ix(WysI6VGD.Ifu#JH6B06<i6I6IMipWyd#>bK>*OG|Gd2VWTDiI$n'fBh4]#^ *bZD}0I'U Qb~{]D

2022-07-01 14:22:23 UTC 783 IN Data Raw: 8c d3 0d 9e 02 de 08 d4 d0 2b 3e 9f 26 5d bf 84 ac 1a 5e 89 8c 7b 7a 3e 63 ee 15 fc 2d 66 d4 77 b1 93 bc 0a 
c8 e6 ad 9a 18 a7 c5 3a f3 1c 54 dc 15 72 88 58 9a 81 81 0e 51 3e f5 28 1f 05 9e 6a d3 cd 00 b0 9b f0 5b 0f 21 4e 20 55 
db 1f 79 75 2a 39 43 9b 59 a3 b0 a9 f8 ac 9c 55 99 f8 a5 5d af f0 5b 18 87 63 95 da 55 a4 77 ae 13 c1 59 ce 2a e4 85 7c 
d6 13 13 cd 5c 61 ee 52 03 85 96 07 67 2b 65 66 3b 85 d0 2f 1d 0b 38 bb 3f 05 21 b8 df ed be e7 cb 20 89 09 f4 4e 63 2e 
61 49 6e d7 05 7f 15 07 35 cd 64 57 0e d5 69 3d eb 15 41 e7 9f d6 e5 cb 5e 50 7b 97 ee ae 10 16 9e c5 2b ad 08 b6 3b 
d1 c7 1e 2b 62 cb d6 1d c8 17 93 1e 0a 43 9e d5 d7 25 5c 5b 94 ae a9 f0 95 38 42 ea b8 ac 07 3e 03 35 f4 55 1a d8 b1 
76 ca f3 da 51 1c 98 3f 54 0f cd c5 47 0d f5 36 96 16 34 34 70 
Data Ascii: +>&]^{z>c-fw:TrXQ>(j[!N Uyu*9CYU][cUwY*|\aRg+ef;/8?! Nc.aIn5dWi=A^P{+;+bC%\[8B>5UvQ?TG644p

2022-07-01 14:22:23 UTC 784 IN Data Raw: 0b 06 97 a2 54 a1 f5 99 b4 df d4 2c 74 5e da ac 3b da 65 4b b2 50 17 47 4d 12 6f cd 40 00 73 e2 b1 38 00 7b 
16 58 be d5 d1 91 65 88 9b f0 58 59 be ca 62 07 6a 97 3e 4f 05 2c 6e 2f 72 2f c2 3f 10 51 d2 3d ae e0 e6 af ee cf 8a 82 
d0 3b 61 46 0a 51 cd 7d 08 07 ea 11 fa af a2 1f 89 49 e9 5b d8 b6 5e e8 e6 f5 38 dc 0f 6c ae 8a 99 79 7f 0e 89 07 69 55 
00 e4 d1 7f 15 14 a9 b5 bc 4e f3 e9 db a4 dc 46 cb a3 dc a5 b8 3e 2b 72 eb 89 5b 05 a4 f3 4d 66 fd e4 6f 3a e7 55 ca bc 
9e f5 90 45 5c 78 20 4b 25 60 63 0d 47 4d 94 f4 3d 13 7e b9 85 e7 b4 93 9d c3 07 ea be 84 3c fd 7d a5 0d 10 3c bc 55 5e 
d6 0e 2e 30 bc cb 2a d6 fb 0c b7 89 b2 b5 3a 34 47 d6 76 23 e0 3f 55 e7 f4 aa d5 39 37 60 7b 94 d3 a5 4d 87 8c 5f c5 71 
56 68 1d a9 be 72 48 39 0d 73 b9 79 ed 3a 83 4f 0c 52 7d 
Data Ascii: T,t^;eKPGMo@s8{XeXYbj>O,n/r/?Q=;aFQ}I[^8lyiUNF>+r[Mfo:UE\x K%`cGM=~<}<U^.0*:4Gv#?U97`{M_
qVhrH9sy:OR}

2022-07-01 14:22:23 UTC 785 IN Data Raw: cf 69 b1 40 8c bc bc bc b7 d6 7f 55 8d c4 55 5a ee b3 ea 58 7d a2 80 79 33 92 02 10 c5 00 2e be 31 da 47 c1 
34 41 07 76 d1 5f 4a 0f 7c a0 5b 4d ee e6 02 eb b5 bd 85 5e a3 5d f6 9d 3f 05 80 1a 63 ea 87 20 58 19 83 86 5f 15 2e 6e 
8f 1d bb 4a 5b 59 a3 bd 59 da 3f e2 51 4d 98 ed 7c 0f 58 ab 8b fb 39 a0 36 28 b4 e4 00 cf b9 79 b6 7c dd be d3 c4 bb c3 
77 7a e9 2e fa 9e db cc bb f6 f2 0b 41 87 66 d3 c1 db 93 6a 81 13 98 e0 77 8f 4e fa 2f ea b8 42 c3 f3 23 1c 71 80 86 36 0a 
43 ed e2 42 9b 5b 00 29 6e ac 42 e1 67 e8 26 ad 46 53 1f 58 c2 f3 14 6b 56 e6 1b 03 c4 af ee 68 0f c6 7f 20 bc fd 5a d5 f9 
39 d0 df 00 b0 ba b6 8f 47 ea b7 3f 00 a3 45 a3 52 a9 87 c1 76 c8 90 26 16 c7 47 40 1f 64 5f de b1 69 15 5f 54 fd 67 4a 
c2 c6 1e fb 05 a3 38 11 0e 76 12 f2 3a f3 6b 72 e6 
Data Ascii: i@UUZX}y3.1G4Av_J|[M^]?c X_.nJ[YY?QM|X96(y|wz.AfjwN/B#q6CB[)nBg&FSXkVh Z9G?ERv&G@d_i_TgJ
8v:kr

Timestamp
kBytes
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2022-07-01 14:22:23 UTC 787 IN Data Raw: fe d5 2c ab d1 b8 65 c0 f6 a0 d8 06 05 e3 8a ce 3b 75 ed cb 47 b5 b9 63 9d 9e 57 52 0c 8e 5e 82 be 93 eb 35 
bb 3f 68 e4 b0 7a d5 8e 1e 71 bd 03 53 c1 60 a7 68 cc a8 a7 3d bb d4 b9 be 37 52 e2 de f5 96 a9 6e ca 38 f1 48 e7 62 83 
83 1d 41 be d3 ff 00 44 1c 5b d2 bf da 7f e4 17 46 d9 ab 57 d8 65 cf 7f 05 e7 6a 74 2d f6 29 1b f7 bb f4 58 69 30 34 7c 7d 
23 e8 fa af f3 8c ff 00 d4 3f 3f 49 23 3d 56 50 57 25 cd 43 8c 29 9d 79 d9 6d e8 75 1b 40 98 e9 31 5f c1 68 1a 4d 2a ee f9 
b3 9d b6 d6 e4 ec bf 2f 2b 47 a9 f5 8d 33 f7 87 ea 02 75 5a 76 63 e9 b4 cc 6f c9 06 1d 28 17 7b 34 ee 7d cb 11 d1 ea 1f 
f1 eb 47 b8 2a 2c d9 0d a7 1b 21 b6 31 96 77 57 f7 a9 59 ea 73 39 4a 75 1f e9 bc b3 bb 31 ee 2a cc 03 b5 41 7f 70 5d 52 
79 95 72 d0 a7 69 e7 25 ea d3 0a 1e 5f 52 d9 04 1c 
Data Ascii: ,e;uGcWR^5?hzqS`h=7Rn8HbAD[FWejt-)Xi04|}#??I#=VPW%C)ymu@1_hM*/+G3uZvco({4}G*,!1wWYs9Ju1*
Ap]Ryri%_R

2022-07-01 14:22:23 UTC 788 IN Data Raw: 73 8e 11 9e 43 50 73 5c 1a e2 ec 51 c4 70 41 b5 98 43 62 71 0d c5 0c 2e c4 0d c1 d5 87 06 20 eb 15 a3 77 84 
7c a2 5b 2c 3f 57 f4 45 ec 6c 3b da a5 63 e0 a1 ae ee 5b 6d 53 45 e5 be f1 e0 ba 42 c2 c7 6f 7d 2f d1 5e 27 33 02 2f a9 
e1 a6 1f 57 cd b7 bf 3f 72 a1 a2 b4 f5 b6 c8 1e e5 84 36 01 e6 80 83 cd a0 29 38 69 8e 32 83 7a 47 d4 71 dd 4c 5c a0 6b 
62 a2 df 66 65 df a2 f3 14 9a d3 bc ef fe 58 56 68 97 52 38 bb 46 f1 e0 83 9a 64 11 23 c8 8c cf 01 9a f6 07 2c d1 8f 14 10 
c5 62 b3 9f 22 08 56 d5 72 a0 94 46 6d 56 b2 19 bb 9a 3a 56 8f a4 bf 46 a8 ee bc 09 95 d0 32 a0 c4 e7 6d 39 d9 b8 a6 
53 a1 4a 4d 5d a6 06 8c 21 c6 7e 32 83 e9 9a 74 85 5a 64 b0 0b d4 6c 1b 9f 8a 7b ce 39 05 af c5 50 c3 04 1f ff 00 eb dc 
b4 a7 54 d3 1a 1a f0 fc 4d 65 cb 5a ec 31 e0 50 c3 a3 d5 
Data Ascii: sCPs\QpACbq. w|[,?WEl;c[mSEBo}/^'3/W?r6)8i2zGqL\kbfeXVhR8Fd#,b"VrFmV:VF2m9SJM]!~2tZdl{9P
TMeZ1P

2022-07-01 14:22:23 UTC 792 IN Data Raw: 39 ac d4 4a e2 84 c2 95 2b 3d 51 25 12 1c ae de c4 06 1f d9 39 ce 06 3e 2a 20 c1 52 37 2e b6 7b d6 7d a3 56 
52 b7 05 bc ef f2 fa 48 da 8c 33 cb d0 da 5d d8 8b 74 6d 0d 8d 1d 21 63 5f 51 d2 0c 6f 4f a8 ed 22 d4 cc 1a 40 61 ee 20 
5d 0a ad 25 c1 de df 59 a7 78 2b 3d 57 6a 72 95 a4 e8 fe dd 3c 5e 0a ad 03 95 46 16 f8 85 7c ff 00 94 af 47 fa 94 a7 bd 
a7 f7 47 c5 75 dd ab 69 c0 76 94 f6 62 69 0e 11 d6 e2 a0 98 23 8b 57 5c 77 35 7f 7a ef 72 ea 31 bd a5 75 9c 7b 14 e1 6b 
79 92 ba ce 77 d9 0a 70 b5 bc dc 54 02 e7 f6 58 29 76 0a 63 7f 15 77 9a a5 16 e8 d4 9b 4c 73 5e 72 a9 70 e0 16 5a a0 
ea 90 b2 42 d0 11 0f bb 48 82 8b 0b a0 7a af e2 16 07 99 56 6b 23 9b 95 9a c1 1d aa d8 4f 60 51 26 5e 70 f7 6f 4d 3b 78 
68 ed 19 cb 92 92 60 04 1c 40 3c 1c 83 43 c3 d9 bc 3d 61 6e 
Data Ascii: 9J+=Q%9>* R7.{}VRH3]tm!c_QoO"@a ]%Yx+=Wjr<^F|GGuivbi#W\w5zr1u{kywpTX)vcwLs^rpZBHzVk#O`Q&
^poM;xh`@<C=an

2022-07-01 14:22:23 UTC 796 IN Data Raw: e6 a9 35 bc f7 f9 59 42 cf 55 90 b6 ae d5 c2 11 20 f6 4a da df bd 49 75 f2 ba 1b 57 df 28 e1 6a b6 c9 3b 97 1f 
82 98 07 e0 a0 8e ad c1 52 1d 13 c5 0f 8e f2 b1 9c fd e8 61 74 1f 7a 89 46 d8 66 d6 cd 41 7e 4b ad 9e 5a af 08 ec f2 59 
65 92 df 75 9a 9b 28 53 2b 35 92 bc 28 b2 cf 35 99 e0 b7 ac 34 d8 e2 5c 9d a3 54 a6 fd 26 b0 1b 4c 9c 2c ef 39 94 34 7c 
6d a7 47 75 1a 7b 0c 0a be 88 5d 2e a2 ec 6c ec 3f ba a3 a4 0f ef 18 1d e5 8f 94 69 cd f6 6a f6 ee 2b fe 42 b1 76 1f 67 35 
d5 11 e0 86 87 a4 3b f8 8a 63 64 fb 6d fd 55 4d 1c fa e2 c7 81 dc b4 2f 94 88 8a 8e 69 a1 5b 93 db ff 00 0e a2 1a ea 96 
dd 9f 6a da 8e f0 86 31 2f 6d b1 71 1c f5 e2 a1 a3 d4 7b 7d a8 d9 f1 43 e7 1a 76 8b 4b 90 77 48 ef f4 af e1 f4 3f 94 34 ce 
78 45 16 7e 6a da 3f c9 fa 08 e2 47 4a ff 00 7a 
Data Ascii: 5YBU JIuW(j;RatzFfA~KZYeu(S+5(54\T&L,94|mGu{].l?ij+Bvg5;cdmUM/i[j1/mq{}CvKwH?4xE~j?GJz

2022-07-01 14:22:23 UTC 797 IN Data Raw: dc 6d c2 ef 10 86 2a 87 44 ab c1 ff 00 aa a2 34 7a fe 72 a3 e4 39 be c8 4d a9 a4 06 12 c6 e0 11 64 07 ad ec 
ac 6e 38 79 2f 36 6f 9a 65 4f 68 03 e5 5d 59 5f 56 57 46 2e bb 3c 10 22 49 ca c8 9a a0 18 58 70 a9 9c 32 84 3a 78 a3 2d 
ec 85 85 8e 89 e0 80 39 72 fd 57 52 4a 12 e9 c3 e0 ac e9 08 4c 5f 34 49 17 6f 25 c0 ac 30 21 4b 81 69 2b 09 7e 48 dc 10 
ae 33 cd 7d 95 d7 89 c9 6c b8 42 1c 37 ae a8 44 e0 b8 c9 44 2d e2 54 4e 4a 41 0b 2e d5 8a 14 5d 4c 15 61 92 dc 1b 9a 
a3 a1 57 65 ab 34 ed 62 df b9 55 a2 f9 2f a6 e2 0a 6b 69 68 ee ae 77 b4 09 54 fe 4e f9 4d e6 a5 66 54 2f 6b 28 38 12 ce 
44 e5 c5 61 d0 28 33 42 67 b4 db d4 3f 7b f4 5d 21 71 2f 99 c4 73 55 f4 77 1f a5 a7 23 b5 bf fb fa 0d 29 91 b2 f7 74 8d ef 
5c 17 15 6b 2c d4 50 d1 ab 55 fb 2c 2b ce 52 a7 40 71 a8 
Data Ascii: m*D4zr9Mdn8y/6oeOh]Y_VWF.<"IXp2:x-9rWRJL_4Io%0!Ki+~H3}lB7DD-TNJA.]LaWe4bU/kihwTNMfT/k(8D
a(3Bg?{]!q/sUw#)t\k,PU,+R@q

2022-07-01 14:22:23 UTC 801 IN Data Raw: 2b 7e ab 37 c1 75 5d e0 a0 b4 85 bc f7 6a 8b d8 ab 35 75 55 95 f5 6e ef 50 44 ca b4 80 ac ae ac 54 b5 4a dc 
15 88 f1 59 eb b9 5d 65 65 8b 25 72 4e bd 90 2d ab 3d 5c 15 c9 57 5b 45 1e 3c 56 1c 06 50 1d 13 a5 02 da 0e 2b 66 82 
82 00 2a 1e e6 0e d5 9c 2e b2 cd 66 b3 59 ac ca b1 95 97 93 4a a4 f5 5e 0f bd 0a 95 b4 ca 8f ab c7 46 64 88 ef 55 34 6d 
16 be 95 38 76 69 b9 9b e7 79 53 c0 79 13 b9 59 71 0b 64 c1 57 5b 2e 01 71 57 30 ad 25 6d 01 d8 ae 16 3c b8 ab 0c d6 
6a 2d 2a e6 fc 14 85 9f b9 5c 95 6c 94 64 ac 9a cd ee cf b1 43 37 21 28 dd 4a e9 41 b1 dc a2 65 08 c9 6e ef 52 26 02 c3 
bd 48 16 50 49 50 43 88 44 90 3c 55 81 85 94 77 2b 23 88 ac ee 17 56 f9 5d 6c 5f 9a e2 77 05 76 dd 1d c8 d2 39 3a e1 6
2 10 b8 a9 1b 95 fd cb b1 03 d5 50 32 5b c4 f1 59 59 67 9e 4b 21 
Data Ascii: +~7u]j5uUnPDTJY]ee%rN-=\W[E<VP+f*.fYJ^FdU4m8viySyYqdW[.qW0%m<j-*\ldC7!(JAenR&HPIPCD<Uw+#
V]l_wv9:bP2[YYgK!

2022-07-01 14:22:23 UTC 806 IN Data Raw: 77 48 e6 b6 aa 09 ed 44 16 ca b8 d5 00 df b5 5c ac f5 65 ab 24 56 67 5c 59 70 f2 33 3e 0b 32 a2 ea c5 66 b9 
2d ca c8 2c d7 aa b7 2b 7f b9 44 ba 54 62 1d 85 5c 6a cf 54 97 2c dd 2a c4 a9 91 1b d6 10 47 14 04 b0 f6 2c 2d 17 71 80 
17 4b a6 b1 85 fb a9 e6 07 92 6b 52 eb 01 b4 38 85 88 65 da b6 59 8b bd 43 a8 d3 56 a7 85 75 1b e2 be 88 2f a1 9e c5 
87 a1 8f 05 7a 6e 1f 75 76 72 56 76 2e f5 72 40 56 aa ad 50 78 28 c4 3c 14 e3 57 a8 17 d2 7b 97 d2 85 b5 55 5a 0a 1e 76 
3b ec b6 9d 7e d5 b3 56 0f da 5f 4f 8b bd 47 4c 1a 3b 25 48 d2 5a 7e e0 58 9d 54 3b ee 80 b6 6a ab 55 3d e1 7d 2d fb 17 
5c 78 20 7a 51 e0 55 ea 01 dc ba 2a 0e e9 5f c2 17 ce 74 b7 b5 f5 00 99 39 37 b1 6c 39 a0 3b ab 03 12 c1 50 6c b2 70 ef 
27 b5 cb 47 d2 1a 1a ec 2e 2c 31 c0 ee f1 0b 47 d2 1f 06 b7 
Data Ascii: wHD\e$Vg\Yp3>2f-,+DTb\jT,*G,-qKkR8eYCVu/znuvrVv.r@VPx(<W{UZv;~V_OGL;%HZ~XT;jU=}-\x zQU*_
t97l9;Plp'G.,1G

2022-07-01 14:22:23 UTC 810 IN Data Raw: 0a b3 b4 91 ff 00 91 5b 4a d2 47 e1 2b 67 4f a8 3b 69 05 b3 a7 b3 be 91 fd 56 c6 93 a3 1e dc 41 5b e6 ee ec 
aa bf b2 87 76 56 6a be 81 5b ba 0f e6 af f2 7e 97 fe 51 55 2a 69 6f d2 28 38 54 c3 87 0c 6e e6 ae fd 29 fd b5 07 e8 bf b1 
e2 fb 4f 25 36 95 36 06 b1 82 1a 38 7f 26 43 4c 15 67 80 2f fb 2b d8 79 6d a6 c1 2e 71 80 a9 e8 ac f5 05 fb 75 3b 49 70 f3 
74 b2 e6 e5 26 c1 1d 1f 47 da ad f0 ed fd 13 aa 55 79 73 dd 99 d5 60 af 74 38 2e 0a 1b 2a 4d f5 5f 24 23 ab c9 5e 3b 65 
10 f0 7b 57 d1 82 dd c5 62 28 f5 8f 7a 16 e6 a7 0a 8f 81 53 31 c9 45 bb 95 85 8e 76 5f 44 62 38 af dd 75 a3 b1 1d a9 30 
b0 b1 bb 3e b3 8e 41 74 74 59 03 79 de 7f f9 05 3e d5 73 64 d7 bd bd 5e aa 10 2d e4 46 ac b5 e5 ab 77 a1 b4 77 ad b1 
0e d7 96 bb 07 78 2c de 16 7e 2b ad 84 2e bc a3 35 50 
Data Ascii: [JG+gO;iVA[vVj[~QU*io(8Tn)O%668&CLg/+ym.qu;Ipt&GUys`t8.*M_$#^;e{Wb(zS1Ev_Db8u0>AttYy>sd^-
Fwwx,~+.5P

2022-07-01 14:22:23 UTC 814 IN Data Raw: b3 86 c3 b2 42 9e 89 43 18 f6 b2 68 58 74 ca bd 2e 3b 1a 63 20 9a 45 3e 8e 7d 5f 23 a3 a5 3a 4d 6f 62 95 fd 
ea 2b d5 f9 9d 33 fd d5 3e b9 53 4e 98 63 bd a3 b4 ff 00 1d ca c3 bf 7e ac 75 5e 18 d9 8b a6 33 45 66 3a 8e 2e 6e 17 ec 
ed 0f 57 91 4e d1 eb 63 c2 f7 bd 95 07 aa 69 91 2c 78 dd 63 65 56 a6 99 f4 87 0d 3a ad 16 da a6 7a d2 9c 5a c6 b4 bb 38 
19 a2 c7 5d ae 10 55 5d 1d d7 e8 dd 1d be 83 8e b9 91 e4 fe fe 4d 6a c6 a1 a3 4d cf eb 7b 50 bf 85 a4 6a 10 60 bd da e9 
e9 cc 16 7f 9b 7f 6e e2 a0 a9 68 57 53 96 ad e1 71 ed 5b bb 96 e2 a3 02 1f 56 8b cf c3 d0 74 ec 7b 84 40 74 70 53 9a 05 
c1 18 b2 3c 75 5b 3e 28 09 24 fe 48 8f 05 04 d9 4e 4a 66 e8 d9 75 88 dc a6 75 49 de 8b 91 24 df 09 f8 1f 45 a2 72 a9 50 
7c 11 85 21 5d 4c 67 aa 2c a9 d5 3d 68 87 f6 f9 04 10 87 
Data Ascii: BChXt.;c E>}_#:Mob+3>SNc~u^3Ef:.nWNci,xceV:zZ8]U]MjM{Pj`nhWSq[Vt{@tpS<u[>($HNJfuuI$ErP|!]Lg,=h

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:22:23 UTC 818 IN Data Raw: a3 b4 1e 96 e1 13 48 0c 3b a1 38 de d4 89 30 83 cb 61 a4 4e 69 bd 8b ef 3b f2 f4 53 e4 6d 9e e5 2c 01 82 d7 
41 b7 a8 e9 f0 47 a5 76 11 c0 28 a0 c8 1e d1 4e c6 e7 69 0f e1 c1 43 c0 a4 cd c1 a6 e1 3e 97 b2 63 cb e3 e5 5a fd 8b aa 
1b da 55 df dc 04 2c a7 b5 75 1b e0 bd 5f 05 2e 6b 7f 08 58 45 36 04 cd 2f 0e c3 f6 5c 79 a9 b0 fb ab ac ef c0 ba ce fc 2a 
cd f1 44 f4 6f 5f 43 75 b5 84 77 ab 38 47 62 d1 a7 11 82 4e 5c 8f a1 10 d1 6c ad e4 b7 49 68 eb 58 f6 ae 0b 82 df 27 9a 
9c 26 c8 91 12 a4 e6 ae 54 64 a7 0c 2c c1 ef 5b cc a2 66 0a d3 3b 5b fe ef 45 a2 37 d9 d1 a9 fc 15 e1 48 d4 55 f5 7c 35 
f0 3e 96 14 ea b6 a8 3e 54 05 65 d1 bf 5f 4f 50 45 b6 47 f2 07 b0 a1 a9 df e2 bb f2 4d 61 de a1 16 89 4d 71 39 89 c9 58 
8b a3 b5 11 c5 12 2a 0b 2e b0 58 a3 64 a1 21 1a 9a 3f 
Data Ascii: H;80aNi;Sm,AGv(NiC>cZU,u_.kXE6/\y*Do_Cuw8GbN\lIhX'&Td,[f;[E7HU|5>>Te_OPEGMaMq9X*.Xd!?

2022-07-01 14:22:23 UTC 822 IN Data Raw: 7e a7 22 2e 0b 6f d3 24 c8 69 c9 4e 26 d5 ad 83 6f 8e d2 90 1e 0f ba 58 a9 5f 16 7f a8 e3 dd 49 0f 2c be 97 81 
28 36 b1 2e 96 cb eb 3a d5 9f bc b4 0e 9e f2 f3 39 a4 f8 2c bc 20 68 ab 7f b8 85 ca 31 9b db a3 d6 56 24 d3 ae ff 00 5e 9f 
f9 32 2d 67 6d f3 e8 fd e5 a7 c5 74 e6 06 ed 96 2b 35 0d d1 72 04 cc b3 d0 1f a8 45 57 7c 34 fb 30 aa b3 1b ba 25 46 be 
db 8f f3 50 2f f5 33 1c 3a 33 8f b6 a0 5b 36 cb 8a 3d 35 d2 67 8f 03 5e 60 b9 9e ff 00 88 8e c6 06 dc 3e e4 56 61 57 2a f6 
c4 a5 7c a0 2f c9 0b 68 97 43 1e e4 4e 61 99 bb cf ad cc b4 56 a9 4f de 07 59 74 28 fa ac 0d 6a 75 6f cc 03 da d7 cf 33 
36 2f a4 cb e1 84 37 a6 ec 60 f5 63 e6 50 bd fa 68 f4 42 75 74 c3 7b 04 a7 ab 9a 45 f5 dc be d1 95 2a 57 d0 8d 83 88 0a 
5e 17 72 ed 1e 5b 84 5b 9e 3f 48 1b 90 f5 72 fc 
Data Ascii: ~".o$iN&oX_I,(6.:9, h1V$^2-gmt+5rEW|40%FP/3:3[6=5g^`>VaW*|/hCNaVOYt(juo36/7`cPhBut{E*W^r[[?Hr

2022-07-01 14:22:23 UTC 826 IN Data Raw: 5f f9 cc f9 fe c4 c1 8d cf f6 8e 0f 42 00 90 1a 02 89 72 fe 99 7e a7 7c a7 e3 96 26 27 aa a1 c5 e7 a5 71 08 1b 
08 09 78 14 63 76 6e 69 09 e9 07 49 a6 a1 ac 99 97 38 d1 85 61 a4 20 84 4f 4b 26 ec ae d7 33 21 d4 eb 7b ab cf 83 ad 
4c 30 4c 1a 04 e5 57 be e5 bd 9a b6 0f c8 13 27 41 a7 64 b8 93 ac e2 a5 a2 ee ea ea 0d d8 e9 cb 59 d6 10 28 86 97 e9 
85 69 a2 f1 5d 4c 19 20 1f 89 72 ce 5e 2d 12 b3 be b5 73 93 a3 89 87 28 68 fe 0c 3f fc 07 f8 1b 0a 7e 94 bf 91 2b 14 f8 63 
ee 42 de 4c 46 13 1f b9 25 38 9a c4 9d c8 55 16 ca 61 b1 e9 bf 72 2a 35 c6 7d 9f d4 28 ff 00 74 ff 00 d9 82 f6 3d 51 22 3f 
0d 97 cf 5c 69 b5 82 9f de 93 4d 69 5c 23 6d 9f df 69 4d ea cf a2 af f7 da 34 98 ad aa 22 b9 8b ab ca 3e 08 89 72 b4 73 
a3 1d 88 6c 64 6e 85 10 59 7a 42 d8 06 65 b0 a7 71 31 
Data Ascii: _Br~|&'qxcvniI8a OK&3!{L0LW'AdY(i]L r^-s(h?~+cBLF%8Uar*5}(t=Q"?\iMi\#miM4">rsldnYzBeq1

2022-07-01 14:22:23 UTC 830 IN Data Raw: a5 15 83 e2 64 0b ae 9c 67 73 84 8a f6 23 c5 80 62 dc 7b 5a 42 57 2d cb 4d 7d 8b 8c af 09 69 28 72 e1 d3 5f 
79 78 39 ac 22 b8 ad 7a be 9f 44 0a b6 8d ad 5c bf 6f 69 e1 8d 16 3a cf 79 79 99 78 9b bf 0c cc 93 e8 44 45 12 93 c5 f1 
02 f7 14 6d e6 70 78 1b 7a 37 16 7f 53 5e 8e 1b 59 9e b2 53 39 3d 3d 22 5a 98 da 3a 72 fb c2 b0 1b 74 93 35 f8 99 fa 19 
4f 4c 7d 16 bb 46 f4 21 bb 35 f4 6b 6b c6 21 71 f8 cb e1 de fe c3 1e d1 b0 6e 9f 77 a0 94 89 5b df ef fa fb ce c8 e0 ef cf 2f 
af d2 e5 fd 2f fc 87 97 8f fd 77 15 da a0 5c 55 d4 fd ce aa f4 84 f7 0a a7 a6 25 4e a7 41 44 57 63 f2 40 f5 de ac d4 3e 3c 
43 7c 5e 67 4f 68 8b a1 f7 4b 96 54 96 ab e6 0a 2c 38 6b 15 3a 70 3e f0 4a 26 77 99 51 5d 39 9c e1 5e 0e 26 2b 54 b1 
95 73 2c 51 bc be 23 77 0f 0f d9 1e 0a 1b e1 ac 4a 
Data Ascii: dgs#b{ZBW-M}i(r_yx9"zD\oi:yyxDEmpxz7S^YS9=="Z:rt5OL}F!5kk!qnw[//w\U%NADWc@><C|^gOhKT,8k:
p>J&wQ]9^&+Ts,Q#wJ

2022-07-01 14:22:23 UTC 834 IN Data Raw: 78 4b b0 5b e7 e2 0d d4 07 e9 15 bd 60 d1 ed 39 67 72 a5 c5 cd f1 44 4c 0d 2f cc 7c 96 5c b5 34 44 31 11 d0 
e2 41 c0 aa 6b 77 30 5c 6d 92 fd ed f1 2f cb cf 9b 7f 32 a6 03 b9 cf a4 a3 bc d6 4d 2a ac df 5a 08 04 c2 52 50 ce de 90 df 
29 55 cd af 96 7d 23 31 02 d5 70 43 aa 1c 96 cf 0c de 93 43 b6 b1 a6 06 90 15 4e 23 49 a4 43 5d 31 eb 70 8e d2 00 9e ff 
00 e0 cf 06 5f 28 a8 fa 87 cc c9 93 a9 09 ff 00 b5 3d b1 a1 28 68 48 83 2b d1 8f 73 fd 47 be d5 23 2a 3a 23 99 0a d8 57 
93 ec c1 06 5b 1f 07 d1 4c d2 b0 94 df e6 54 50 ec 17 c1 7f 69 70 63 1e 97 b4 fb 21 44 b0 33 82 a1 53 01 6b 77 fb 30 df 
aa bb 3f 30 76 03 73 da c0 25 b8 f4 3f 98 e1 a7 7f e1 50 ff 00 11 b7 8e 4b f4 35 eb 52 dd 40 43 b8 bd 7a 33 13 8d d0 55 
ea ef e7 da 51 91 25 48 30 d0 e8 e4 e9 29 ed 0a d6 ae 
Data Ascii: xK[`9grDL/|\4D1Akw0\m/2M*ZRP)U}#1pCCN#IC]1p_(=(hH+sG#*:#W[LTPipc!D3Skw0?0vs%?P
K5R@Cz3UQ%H0)

2022-07-01 14:22:23 UTC 838 IN Data Raw: 0b 36 43 66 0e 55 70 f8 58 50 71 d2 fd e7 8b 65 a7 7c 6b b4 33 07 78 c6 d1 b6 98 6d 2f 58 a8 5b 94 ed 96 36 
46 df 41 3c 30 91 98 3d 99 80 66 6f 7c ed f3 2b d3 72 ef 71 f1 fe 4a 80 c1 81 95 e0 cb ed 32 3c 73 e5 14 94 49 fd 2f ed 61 
f3 28 d7 7a 1f c8 63 22 53 85 50 00 2f 80 3d 8f a2 bf c9 19 40 2b 8b 6a 31 4b 92 5d eb 7d 82 5f d2 ea 7b 29 fe fb 4b 4d 22 
d6 95 d5 8b 7a e7 da 08 c4 0f 06 ec 35 e7 24 c5 3a a5 27 de 3d 2c 5e 90 54 38 e5 6a b3 08 5d 1e 8b 57 68 7c c4 b3 64 
78 e1 66 60 14 ce 7d a6 eb 91 c4 22 1b 57 7a 9c 08 4b ea b0 ea f8 e8 e3 fd 4b 87 b9 2b e6 0b 8d 98 c2 dc 13 87 8f 12 dd 
c7 7c 89 84 48 60 eb 0e aa ba e7 30 7c 4a 1b a4 dd f2 4b 45 97 62 17 d0 8c 46 85 dc 67 55 4b 48 ee 5e 0e e2 0f 36 77 
c7 a4 2c 1a 44 ad 5d 0b 0a 89 84 d2 31 31 a9 e5 f0 5f 9b 
Data Ascii: 6CfUpXPqe|k3xm/X[6FA<0=fo|+rqJ2<sI/a(zc"SP/=@+j1K]}_{)KM"z5$:'=,^T8j]Wh|dxf`}"WzKK+|H`0|
JKEbFgUKH^6w,D]11_

2022-07-01 14:22:23 UTC 842 IN Data Raw: 86 ad 57 81 88 5e bf e5 51 5d 41 32 a5 f4 35 7f f7 c4 f1 a8 2a 54 a9 52 be 95 2a 57 d6 8e 10 e0 6b a0 29 d1 
32 65 66 40 16 31 9c 86 19 42 22 27 05 a1 c1 ca cd aa 61 c0 6c a0 72 5b 49 9c cb fb ec 0a 96 57 20 72 cb 35 da 59 0c a2 
34 84 42 0e ad 18 36 5c 4b d4 17 de 42 32 3b 63 12 88 19 8e d0 59 a7 a0 99 2a 17 02 63 da 12 e5 37 ad 4a c0 d0 26 65 
59 6d 31 fe a3 ca 97 ab b3 ef 35 22 c0 e7 3e b1 d2 c4 a8 e3 97 bc ce 67 7b a3 ee e6 55 6c a5 53 93 de 1d 25 8e 8c b3 5b 
de f2 c2 da 00 b7 6d cc 4e 27 a0 96 39 58 9e 99 a4 cd f9 23 ca 38 0c a8 ba ce fc cc 45 4f 58 05 65 10 2c 04 c5 f6 b3 e8 
65 15 d5 e2 02 2a 5b 5e 6b 8f e2 09 51 1e d7 81 62 78 b7 6f 98 2c ec d9 4a fc ce 94 a6 6a 0c 79 b5 8b 5a 43 29 f8 83 55 
95 6a 53 3c 0d 56 4c 0e f2 07 e5 99 72 06 f0 92 2b cc 82 ef 
Data Ascii: W^Q]A25*TR*Wk)2ef@1B"'alr[IW r5Y4B6\KB2;cY*c7J&eYm15">g{UlS%[mN'9X#8EOXe,e*[^kQbxo,JjyZC
)UjS<VLr+

2022-07-01 14:22:23 UTC 846 IN Data Raw: 81 c8 cb be 33 35 3d 02 5a bb 9a ad e0 ac 4e 81 30 1f 84 b6 c7 1a 5c 30 d1 46 ac be 20 2b 6d ee cf b4 a0 14 
a7 14 f8 83 b5 ed c1 b3 bc c6 53 93 54 41 09 b9 c6 6b d4 98 77 35 8c 99 f7 c4 df 5a 6a b3 1f a5 ee 23 0b f2 38 b8 3b d1 
f0 32 d6 0b e2 35 d9 86 8f da 76 2f 69 4e c2 06 7e f2 59 0f d3 9b e8 dc 94 2f fa 50 81 bf e1 06 46 05 ae 7c 4a 49 2e ae a9 
bd 13 c8 f7 f1 17 32 b7 5b 98 84 8c 17 b5 a6 be 21 8b 73 55 be 25 4d 79 7b 44 dd a9 84 5f b4 1e 67 52 b1 35 2a eb 46 a3 
6c 73 e4 c1 2f 82 a7 66 89 96 2d d9 c4 05 33 75 46 ed 80 30 5f 16 e6 fd 65 22 a9 6c 5c 15 e0 db 2d ce 4a 1e b2 fa 94 7a 
a0 f2 8d 1a 3e 65 6f 5a d9 85 7e 60 5a 07 9d cb f1 50 68 d4 2b 85 b8 35 11 ca 2d ae 5a 5d 39 4c cd a4 37 05 98 27 09 b2 
5c 16 f9 07 4c be 95 74 e6 07 20 79 75 9c 57 4b c3 b4 
Data Ascii: 35=ZN0\0F +mSTAkw5Zj#8;25v/iN~Y/PF|JI.2[!sU%My{D_gR5*Fls/f-3uF0_e"l\-Jz>eoZ~`ZPh+5-Z]9L7'\Lt yuWK

2022-07-01 14:22:23 UTC 850 IN Data Raw: 43 f9 8d fb 23 91 9f 2d 42 67 9a 34 37 04 06 e6 bb 06 27 e2 40 ac 95 60 28 c7 83 b6 6e 0a 2d 6e d1 5b f1 35 
f3 1a 15 7e bc 4e ba 94 2c fd ee 3b 5a 7f 72 c4 0b 70 1d b0 00 d6 65 b7 1f ef d6 52 ca f1 c4 3a 78 a8 0b 96 14 0c 18 6b 
ed 0b a0 7f 5d 66 a1 eb b5 7f 99 84 64 62 e1 42 2d a2 fe de 26 b6 ac e1 95 b9 cc db 48 e3 b7 fa 44 77 4b 37 0c b4 bd e1 
0e 5e b0 6f 41 88 ab 16 5b 8a 94 b4 73 2b 63 78 46 ad 0f 2e 21 69 7e b0 5a c1 5c 6e 60 7d d5 d7 fd b2 9b 4a 34 dd 24 cd 
09 7b 94 eb 19 89 78 2f 14 15 a2 b2 83 1d 18 5b 2d 1d 25 30 b8 72 13 31 6a 2b 67 24 64 ab 3b 83 1a 2c 9c 39 07 1c 45 
b4 3b 78 94 27 b1 cc cd c3 3a 90 b9 0c 18 71 32 74 d2 ef 90 c4 b0 27 00 53 b8 6e 2d 6c e2 18 ba 3a 73 05 77 c5 f2 71 2d 
aa 0e bb 9d 44 b5 6b 12 eb 4f bf 31 b2 af 7a 88 a8 74 f6 95 
Data Ascii: C#-Bg47'@`(n-n[5~N,;ZrpeR:xk]fdbB-&HDwK7^oA[s+cxF.!i~Z\n`}J4${x/[-%0r1j+g$d;,9E;x':q2t'Sn-l:swq-Dk
O1zt

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:22:23 UTC 854 IN Data Raw: b3 ba 3f bf c4 b8 3b 6d b4 3e 88 73 9e 95 0d 82 17 78 82 dd 8c 74 cc 57 e4 cc eb 51 e4 8e b0 e1 31 3a 22 ad 
05 f7 88 36 30 c8 52 7b c0 ca dc b6 47 3c 81 94 d5 69 51 c0 3e f1 2a fa b8 80 bb d1 ed 15 a7 d2 31 b0 1c ba 4b 35 83 82 
66 55 1d 39 80 b2 6a 9e 8e 2a 08 b2 ab 60 57 bc b4 08 0c 0e 91 0b e1 5d 4a 9b 68 1f 10 1c 83 d5 25 35 4c d1 c8 1e 8c 
38 c3 c0 a6 56 86 9c 98 30 03 84 95 61 0a f7 d8 12 a9 40 0e 81 f9 84 1d 1d aa 01 5e 78 6d b8 02 00 eb 62 72 39 d2 5b 
b3 b1 9d e4 ca af de 81 8a e8 d6 87 88 ab 11 e9 fc c3 7d e4 87 b3 03 f2 ec b1 f5 41 29 0f 68 eb 38 bf 89 4d 96 7d 52 01 
1d f9 17 58 67 99 ca cf 7d 6a 13 08 3b b9 9c 4b e5 92 fc 4a ad 93 34 4a ed 77 16 76 1d 16 be f0 f9 bf 88 37 0a 74 af fa 86 
ae e1 e8 c4 23 b9 9d be cc c1 a8 ec fe d2 89 a4 6a bf de 31 
Data Ascii: ?;m>sxtWQ1:"60R{G<iQ>*1K5fU9j*`W]Jh%5L8V0a@^xmbr9[}A)h8M}RXg}j;KJ4Jwv7t#j1

2022-07-01 14:22:23 UTC 858 IN Data Raw: 6c 78 63 4d 0a c1 45 d1 e1 8d 92 72 57 b9 94 3c a6 6b 15 71 57 74 7b c5 6b 72 b8 f1 f7 16 3c 69 0b eb d8 a5 
85 fc 11 17 09 8d 33 f3 2b a4 f7 9d c2 79 4a f3 28 95 db e9 52 bb 4a fa d9 d7 e8 26 78 ca d9 f4 35 fe 58 88 6f 5e 41 fb 60 
f2 99 0c 5a 4e ae 8f fb 08 e4 47 59 fc 1f b8 95 29 c4 ff 00 2f 79 66 06 4b a6 a1 5a f5 9e 92 f3 46 38 2e 62 c2 f6 e9 8c fc 
96 8e 78 b7 c4 49 c6 a8 57 5d e5 62 83 58 a2 58 d0 5d f7 23 19 37 25 f3 f9 95 de 55 c2 0a d8 b6 ac 7e 61 56 b9 e2 aa 17 
ca 65 92 25 89 9b 77 f7 e9 2f d4 a7 4d d8 a1 46 98 74 7c dc b3 0f 3c b4 bf dd e6 8a 36 70 7d 22 0f 86 a8 38 81 23 48 bb 
81 a0 d5 2b 6b 2a ae 02 8d 50 be 13 29 a0 6f 00 88 90 b9 e0 3b bb 77 95 70 25 39 9f 07 42 05 10 dc 22 5f d0 00 71 28 
e2 04 ab 7b 8f be 3b ca f3 eb 2b 9a 85 d9 f3 32 e7 24 
Data Ascii: lxcMErW<kqWt{kr<i3+yJ(RJ&x5Xo^A`ZNGY)/yfKZF8.bxIW]bXX]#7%U~aVe%w/MFt|<6p}"8#H+k*P)o;wp%9
B"_q({;+2$

2022-07-01 14:22:23 UTC 862 IN Data Raw: 6d be 9b 98 bf ab fe 18 fa d0 0d c1 b9 77 ac dc aa dd fc 33 94 e7 70 2e 54 cd cb 71 28 6a 88 bd 61 d6 0a d4 
77 4e c7 ad c7 ab 5c 76 83 7b 5e a4 a5 36 f9 25 90 1b 1c 66 1d 6d 63 74 e2 59 64 ea 01 98 5d d3 cc 47 41 88 b7 34 75 
ce de 25 8b 9f 53 a8 f3 2a a2 f1 c7 a7 30 70 70 c5 c5 c6 a9 8b 8e e9 4c 5c 35 6e 21 15 67 91 2c 9d 4e 8b 7d 65 a0 63 49 
af 6e 23 80 3e 68 f6 07 6f 76 7b b3 53 89 7d e2 9d 65 aa b6 45 65 91 37 88 9b ad 33 a4 c6 8b 66 a5 5f 33 00 bc 44 1c ca 
ee 99 7d 8c b4 bb 96 ed dc 2b 73 12 5d 2e 10 c4 1c 4b 97 31 d2 30 9d fe 88 22 a0 2f 73 10 05 a3 0b a8 02 c3 9a 4f 5b 69 
87 97 44 d9 ce 20 13 82 f3 64 ed 04 69 1a 6a 33 5a ed 11 54 63 64 1a f4 59 89 06 47 25 73 1d 7c 8b 6b d6 73 40 af cb d5 
87 33 c6 a9 c4 06 16 98 02 61 ec e6 65 87 2f 89 91 c5 c5 a5 
Data Ascii: mw3p.Tq(jawN\v{^6%fmctYd]GA4u%S*0ppL\5n!g,N}ecIn#>hov{S}eEe73f_3D}+s].K10"/sO[iD dij3ZTc
dYG%s|ks@3ae/

2022-07-01 14:22:23 UTC 866 IN Data Raw: 07 f8 04 21 6d 1b 59 ba 63 fb 34 44 8b c6 36 fb 5f 5f 13 2f 66 b6 7e d0 4d 06 fb ee 2a df 6c 2a 64 25 b0 3a 61 
85 3f 92 aa 6b 59 ec e9 16 96 8d 86 ce f2 e8 2d 4d 9a 94 55 89 a4 46 77 01 4a b1 45 dd 6a 38 aa 07 41 84 30 1d e3 88 
da c6 47 43 52 e2 d0 8e aa 50 8a 07 de 55 b6 73 ea 45 97 56 74 26 30 6e e5 0e ef de 79 3d e6 2b 7e f9 78 dc 04 3f 66 3e 
23 14 06 8f c7 ec 97 2e 53 83 e9 9d 79 25 a9 46 73 9e 2b e1 c4 2d 95 25 e5 98 07 50 cc 11 25 77 d2 21 bc 13 be 22 c2 
d3 c0 ca ca 0d cf 81 76 7d 7e f2 80 2c 68 27 4a 97 62 b7 0c a2 3a 04 bb 57 0a b8 c0 9a 96 54 c8 76 79 9d 45 9d a0 f5 8a 
69 18 59 8e 07 2f 99 5e 97 ac 00 50 30 28 e0 95 08 80 e4 e2 32 59 f7 4d 35 e8 30 e3 f5 4a 89 90 ef 63 e9 08 9a 90 6c f5 
71 eb 0f 4d e0 ca 76 3e 4f 68 ac 27 33 94 60 97 50 63 33 8a 
Data Ascii: !mYc4D6__/f~M*l*d%:a?kY-MUFwJEj8A0GCRPUsEVt&0ny=+~x?f>#.Sy%Fs+-%P%w!"v}~,h'Jb:WTvyEiY/^P
0(2YM50JclqMv>Oh'3`Pc3

2022-07-01 14:22:23 UTC 870 IN Data Raw: 9e 92 b7 67 f1 2e 9d 5e 65 40 00 26 ee 0c 65 57 1f 41 d3 99 97 7f 4e 25 54 31 df ea a9 47 d1 4a ce aa 0c 54 
12 a2 de 4f 45 e0 94 26 71 96 f1 6f b1 1f f2 de 0f 4d fc 25 ef 8c 68 7c 0c 44 52 c9 43 22 f3 51 a0 85 c7 4d 7a 90 15 c6 f1 
c4 07 46 ee e1 2c 7e f5 92 bc 81 ed 30 38 6b 98 1c de cf f3 11 96 6e fd e3 7f e2 2c 94 53 85 9f 69 81 25 db 10 d4 c9 5e 
a4 eb 68 67 84 4c 59 86 95 87 b1 7c bb 31 2c 1a 1f c4 e0 56 2e b1 cc 2c ba 07 6f da 60 a5 b7 3a 80 e9 05 f6 9c 0d e4 f0 
8b 6e 04 e6 e5 9f 45 35 55 db ac 37 e2 51 57 d1 bb 81 d9 7b ad e6 2b 40 5f a6 71 ff 00 81 f8 94 a3 60 f7 88 9a ee cf 30 
70 54 70 f5 84 10 b7 46 22 b5 de 4a a3 2f cc 58 16 df cc 0a 14 e3 13 ce a9 d7 98 ba af 1c 73 fa 86 19 4d 8e 84 71 0a 0a 
b2 3a 68 9e f7 01 b0 79 65 36 97 36 be 67 da a2 be d2 
Data Ascii: g.^e@&eWAN%T1GJTOE&qoM%h|DRC"QMzF,~08kn,Si%^hgLY|1,V.,o`:nE5U7QW{+@_q`0pTpF"J/
XsMq:hye66g

2022-07-01 14:22:23 UTC 874 IN Data Raw: 98 ad 1c 99 50 b7 ce ef 35 2c 96 4d 58 7d ee 5c 02 a8 d5 4c 80 1c 23 7e cc 67 66 5a 2f 15 fb 86 76 8c 14 33 
eb 1e 44 70 49 8e 6a e1 ac eb eb 33 97 e4 50 f4 2e a5 4b 58 a6 dc 78 18 aa a9 d5 1c 3a 53 31 79 85 61 39 31 a9 9e cb 
99 f3 cf 97 eb e8 1e 60 c1 97 f4 d8 13 39 17 96 73 71 23 4f d0 6f 33 39 ed e0 3e f3 96 4a 3e 6a bc 5d 40 56 1c 23 01 28 
d3 b4 b0 3f 2f 4b 9b 12 7f d0 e5 97 b8 2d 14 08 85 1d d9 1e fa 7b 5c 25 33 70 65 e5 db 1f 36 89 f4 6e 32 56 3f 13 30 6a 
0c c6 53 ed 32 72 27 44 b9 5a 3b 96 57 b0 38 24 1e 36 fb 22 8f d1 d5 3d 8d 04 a8 a1 5b 1d a6 94 5b b6 22 b6 6a a5 a5 
d6 65 04 50 54 2d 25 77 26 1c c1 54 0c 2f 53 e8 05 1d e5 9b c0 3c e9 f3 2c 95 4c e4 f9 89 43 23 82 65 cf cd 18 3c c2 bc 
ee b1 fb 82 14 1d 0b ed 50 17 44 dd 04 71 f6 ef 1c e3 31 8c eb 
Data Ascii: P5,MX}\L#~gfZ/v3DpIj3P.KXx:S1ya91`9sq#Oo39>J>j]@V#(?/K-{\%3pe6n2V?0jS2r'DZ;W8$6"=[["jePT-
%w&T/S<,LC#e<PDq1

2022-07-01 14:22:23 UTC 878 IN Data Raw: 20 18 3c b0 7b 05 df 9e b5 f9 63 9c 4a f0 96 9d ba 3c a9 e8 8a 64 8e ea 0c fe 79 41 e6 f8 a4 a6 52 6f ba a5 66 
dc 96 5a 44 46 8a 7d b2 e7 b0 59 7b 50 c8 2d ba 5b ae aa 1a 94 ef 0e 21 8b 0c 8b f5 d2 12 18 4a f9 6b 1a ba c0 81 43 b5 
c8 37 23 5d e9 a4 24 aa 00 ff 00 c3 ba 40 2b 9a e3 a5 64 16 69 eb 64 d8 ee 8f 23 c3 7b fc 0d b0 5d b2 49 ad a6 9b a9 b6 
09 63 81 7a 13 b3 a0 97 83 e7 b6 41 59 34 39 e4 34 24 76 67 72 b7 7f d5 82 6b 70 47 7e 12 c9 1a dc f0 27 7c 49 3e 25 
b7 79 02 d4 14 34 92 a2 ab 86 06 bb d9 ef 02 e8 2e 8a 9a e1 be c1 e4 dd f4 50 24 24 d6 38 5d bc 7d f9 52 91 35 2e 19 0b 
2e 21 94 9a 52 5e af 5e 11 47 18 34 b8 3a 11 82 c2 bc dd 4b d4 00 16 39 5c c9 92 14 ae e1 3b b5 08 29 a4 cb 65 b8 53 
e2 12 4f cd b1 7d 3c d2 00 98 0d a2 a3 a8 b1 d0 fa 34 39 24 
Data Ascii:  <{cJ<dyARofZDF}Y{P-[!JkC7#]$@+did#{]IczAY494$vgrkpG~'|I>%y4.P$$8]}R5..!R^^G4:K9\;)eSO}<49$

2022-07-01 14:22:23 UTC 882 IN Data Raw: b1 b8 82 cb a5 d0 8c 3d c8 44 4d e9 01 63 cd 9f 2c 0c 82 17 7b 3c 5b 83 fb 74 46 41 29 b5 b2 6d a4 a1 8e 1b 
a3 10 9b b0 8c a6 49 db 4f 57 62 56 dd 0c b0 44 1d 4d e5 0d 67 18 2b 93 af 57 72 04 b7 87 72 90 40 c8 62 c1 bd 70 24 f3 
bc 6d b6 bc 6f 19 09 b1 a3 cc 6c 46 b0 16 c0 41 3d ad 7c d9 f5 04 3f c8 b2 f0 82 ce bc de 49 5b 38 f7 6e 42 ba 38 0f b6 
7e d6 ce e3 5e f8 60 88 e8 cb 90 9b 69 f2 f0 84 13 a9 fe 43 c4 87 bd 84 5e bb bb 3a 86 06 c5 56 4b 65 9d f0 02 13 74 bd 
58 42 5a de ad 65 56 5d 94 b7 a9 dc 99 b3 4b 65 3c 71 b7 9b 1b 13 f2 4a d9 27 b6 c9 63 92 7c 8c ce e2 0b ea d6 f8 84 f9 
6c 2c ac 58 f9 66 ea 4f ec 0f d8 de 00 77 89 02 4d 01 03 e7 2d 67 89 7a 3a bb f9 2b 9e 2c 52 7a 61 37 b9 0f bb 7b 3e a6 
4e 00 7d b4 25 b3 1e a1 1b ae 99 75 6d db dc be 25 3d b0 
Data Ascii: =DMc,{<[tFA)mIOWbVDMg+Wrr@bp$molFA=|?I[8nB8~^`iC^:VKetXBZeV]Ke<qJ'c|l,XfOwM-gz:+,Rza7{>N
}%um%=

2022-07-01 14:22:23 UTC 886 IN Data Raw: 1d e2 0d 79 9c 5a 62 2c b2 0f 0b 3c c1 fc 61 b2 4e ed bf c3 cc 89 0a 1f 7c 1c 5c 24 7a 82 44 fd 42 b3 35 4e bc 
09 39 de 61 77 73 ea e0 26 3b b6 c6 04 d7 f5 1e f3 d7 fc 2e 2d 7c b5 f2 17 e5 c9 2c d9 75 db 99 75 b3 48 67 83 1b 11 e2 
35 0e 6c a1 e2 06 1c da 08 d7 a8 71 77 f2 1d 91 8c 12 58 ec b6 6f 90 bf 25 98 72 4f a8 3d c8 b4 90 7b 9c 17 76 43 66 f8 
67 80 0f 02 5a f8 3b ea e4 e2 1e 36 17 84 a0 ba f7 2b ed a2 0f b9 0c 63 ce 4c da 75 62 d9 93 be 8b f4 87 8e e4 7d 9e 99 
72 3a b5 a2 ca 2d fa df bc 05 a3 29 62 12 44 3c 09 65 98 b2 ce 22 d7 b2 37 6e 09 c4 7a a0 d7 59 76 0b 84 80 f7 6c 3a 4e 
fb 80 2d 4b 66 dd 8c 6d b6 52 6a bc 6a f7 e4 16 e5 33 2c b2 1c b9 58 0b 61 24 7a 98 fe 2d fc 95 80 a5 a6 42 6d f8 c0 5e 
6d 7d 8e 7b 90 d8 98 61 61 33 af 76 f1 d5 a6 c4 02 43 
Data Ascii: yZb,<aN|\$zDB5N9aws&;.-|,uuHg5lqwXo%rO={vCfgZ;6+cLub}r:-)bD<e"7nzYvl:N-KfmRjj3,Xa$z-Bm^m}{aa3vC

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:22:23 UTC 890 IN Data Raw: 2f 10 14 af 68 d0 f7 be 7a c2 f5 0d 2d d1 e4 14 47 ce f1 ef 76 4d 82 f7 06 8d f7 80 8e 14 32 1e 15 5a 3e e0 f9 
b8 70 f1 65 46 dc 09 13 e1 32 85 d7 30 cd d3 01 2f 7a e1 b8 0e e3 a1 1c d3 b9 6b 8e be f1 da 14 78 0b 9e 04 12 f7 ce 01 
2a 8c 22 7b 52 87 77 e3 de 40 7a 02 26 87 75 df e7 08 9d d1 20 34 f9 ec d5 e8 e7 07 bb 42 0b c2 7a 49 4f bd ef 17 00 d0 
22 73 11 48 7a db 81 6f b2 e8 0f d0 79 39 42 f9 c3 d5 40 74 0e e1 2d 78 3e 77 8f 88 34 b4 ac 68 68 a8 8f 3c 65 e3 99 54 
4b 78 6d f4 af 18 11 df 88 29 3a 44 7f 05 91 e7 24 40 4d c3 63 d5 9c 5e 1e cc 45 43 d8 62 a7 01 b5 ba 86 f2 aa 82 83 f0 
06 4d ee c7 5c e1 7b ec 57 67 a4 f2 f0 3e 5c 24 7f ac bf f8 99 ff 00 a7 01 63 a8 82 22 78 45 30 2a 4a 4c 85 5b 28 e9 02 79 
13 0b 2e 10 52 c6 48 0a d9 1f ef 01 08 91 a6 b6 c4 
Data Ascii: /hz-GvM2Z>peF20/zkx*"{Rw@z&u 4BzIO"sHzoy9B@t-x>w4hh<eTKxm):D$@Mc^ECbM\{Wg>\$c"xE0*JL[(y.
RH

2022-07-01 14:22:23 UTC 894 IN Data Raw: 00 18 40 5a 31 80 3e 6b cf b3 8c 05 05 6a ae f9 39 c8 04 27 17 93 db f1 cd f4 b9 00 b1 11 5e c4 97 e6 7e d6 
0c 0b 6a a3 cc 63 ee 88 e1 09 8e e5 34 85 7f c9 f7 80 a0 08 7c 52 3f 29 5d f9 30 b4 0d b5 3a d8 fa 74 3f 18 d6 cc 2a b8 
5d 83 f6 8e 2b 74 a2 2f 64 a7 e7 6f b7 2e 53 be e5 5c 05 fa 55 f4 e5 e0 72 28 bd f2 4f 82 e1 14 e5 65 1c 95 50 fb 8f b3 06 
5f 00 ec 92 d9 f2 53 f0 e2 09 23 4a 68 8c 9d de 4c 11 80 2e be a2 9f c0 3e b0 a3 03 13 80 ba f4 56 97 d9 9c aa 24 5d 5e 
04 7d e9 fb c0 48 03 97 6a b5 3e 6d fb c3 dc 1b 2b c2 aa fd 0e 1f 74 c8 f2 7c fc 6d fc 62 4c 10 a8 e7 5f 83 5d ff 00 8c bf 8f 
00 87 de ec f4 ff 00 bc a8 70 50 88 e9 55 0e bb d9 8c 72 4a 35 b0 9c 2d 34 e8 74 e3 17 bb 43 58 09 54 51 ae 9d 6b ce 13 
8a d5 88 22 89 a0 76 48 69 40 70 f2 d6 50 dc 85 
Data Ascii: @Z1>kj9'^~jc4|R?)]0:t?*]+t/do.S\Ur(OeP_S#JhL.>V$]^}Hj>m+t|mbL_]pPUrJ5-4tCXTQk"vHi@pP

2022-07-01 14:22:23 UTC 898 IN Data Raw: b2 b9 d6 39 7d cc 59 7c 65 fc 7b cb eb 07 ef 16 13 07 de 57 83 ce 72 e4 c0 f0 50 9c 2b 48 6c dc 11 f5 8d 9b eb 
6e 93 61 51 0a 29 b1 1c 1f c1 11 4f 30 42 bb 36 c3 de 4d fd 8c 23 7b 50 22 ad 57 ce 50 42 87 81 f9 c6 22 38 54 6f 5c e1 
56 ab 0d ae f8 3d 86 07 d0 41 a2 29 e5 ca a0 18 04 47 d7 e3 bc 5a ce bd ef 3b e5 4c 17 93 58 85 71 53 59 b4 3b e2 77 
88 d8 10 01 78 28 af ad e0 76 90 d2 44 67 23 1e f8 32 0d 68 35 c6 f9 e4 5f 87 ce 48 d1 01 e0 ed 41 cd 70 1f 6e 3c 2a 3e 
59 d3 15 2f b3 ef 11 69 1d 9d 4a a0 dc 48 b4 60 48 70 2d 00 77 cc 0b c0 75 e7 09 30 20 89 d7 11 31 6f 40 53 ac ad 7a 34 
16 ab 80 06 ab 03 cf 58 d3 e5 5f 21 43 82 08 22 f0 40 8b 56 32 74 a3 23 0b 0e 28 81 d8 36 9e f1 d5 14 d3 aa bd 82 e8 db 
cf 39 f0 22 2a 29 cd 7c 3c 60 7b 33 0d b7 22 ce 2c d6 6e 
Data Ascii: 9}Y|e{WrP+HlnaQ)O0B6M#{P"WPB"8To\V=A)GZ;LXqSY;wx(vDg#2h5_HApn<*>Y/iJH`Hp-wu0 1o@Sz4X_!C"
@V2t#(69"*)|<`{3",n

2022-07-01 14:22:23 UTC 902 IN Data Raw: 00 d9 86 f7 6d 3e 80 f9 5c 2a 95 55 79 5b f9 ca e8 72 dc 40 75 f2 75 81 05 5b 8c 4b 28 4b 3c a8 72 bd ad 5e f2 
1c 43 02 73 e3 2e 39 c4 ef 2f 8f d6 2b e3 2f c6 2c f4 60 ff 00 99 97 57 2d 30 6d c2 36 39 b9 22 13 e1 e3 e5 5d 19 ee b0 
28 14 be fd 75 c7 58 b8 e2 e5 cb 97 ce 6d 79 cb e7 3c 57 c8 3e 01 ca fa 07 0c 88 20 32 17 55 69 da bb 7c 18 f1 e1 8c 7e 
5f 1d fc 60 d5 89 a0 79 f6 eb 9e 30 b9 a2 35 f1 fe 7f de 31 a8 82 8f 3d e8 75 f3 88 08 f2 8a 6f 5b af 7e 71 92 cd d2 49 af 
1e 19 e3 35 50 62 f8 96 3e 5e 72 59 ec 08 ec 78 45 d5 d6 cc 52 e0 d8 24 1d 24 d7 c1 86 e0 64 84 5e 78 8f 1d 6f b7 0c 24 
48 76 41 6a e9 2e e9 b7 8c 5d 30 80 68 48 3b 1b f3 59 7d 3e f9 0b 5c 3c 5d cf 06 0b e8 be 96 4e 3f 4b 9b df 58 5c 77 26 
05 70 31 81 77 9e 33 ed 72 d2 c3 07 2e c4 0e 04 a3 
Data Ascii: m>\*Uy[r@uu[K(K<r^Cs.9/+/,`W-0m69"](uXmy<W> 2Ui|~_`y051=uo[~qI5Pb>^rYxER$$d^xo$HvAj.]0hH;Y}>\
<]N?KX\w&p1w3r.

2022-07-01 14:22:23 UTC 906 IN Data Raw: 17 b1 bd 64 0f 44 88 15 19 00 85 b8 09 55 53 69 25 a0 8d be 18 c0 e5 d6 b0 3e a4 c4 a1 c5 e6 c6 15 02 81 b8 
a4 de ed 1b 76 17 8d 35 0d e9 17 91 a0 76 b4 e0 a0 26 93 05 5e 07 f1 6d 7f 3a fa cb 6f 28 8b d0 3e ac e3 03 b1 13 03 b4 
13 8c 71 f0 20 f2 ac 9e a5 0f 9b 96 dd af f7 c3 24 d6 b1 d6 75 3d f7 f2 1a 3d 5a fa 31 29 3a 83 2b b8 b8 3e 87 be 2e 69 1f 
80 c4 02 87 0a d6 8e 99 88 d3 ca f9 14 16 ea 2a 9f c7 18 3a 52 0f 18 a9 d7 e3 36 04 4d 1f cb fe 3e b0 34 f7 4e f2 72 59 3c 
dc ec 2c 96 5a 9b c9 b7 5c f8 eb 2f ba 95 9b ca 5e f5 91 9a 18 05 37 4c 60 2d 09 2f 2c a7 d3 a9 56 ec 17 25 39 51 f7 a8 
d3 47 32 0f d5 cb 4d f1 3c 70 b8 23 bd ca 5f 94 d5 f6 97 29 c6 3e d8 fb 60 dc 39 6f 07 e2 e0 ee e0 ef 9c 1e b9 f5 82 4e 7b 
c7 40 28 d8 f3 39 3e f8 c5 a5 eb d6 2f 8c 5d f3 
Data Ascii: dDUSi%>v5v&^m:o(>q $u==Z1):+>.i*:R6M>4NrY<,Z\/^7L`-/,V%9QG2M<p#_)>`9oN{@(9>/]

2022-07-01 14:22:23 UTC 910 IN Data Raw: 0a 6e c8 fe c7 2e 6d c9 f7 8c 10 64 97 90 23 fa 5c 2e 35 a1 79 02 42 3c 63 11 a9 75 19 f4 26 be b1 0d 48 6a af 
b0 d6 fe f2 74 58 59 17 d3 38 fb c0 90 37 b8 2f 61 b9 f9 c1 80 0a 12 3f c9 3f bc 52 0f 9f fd e9 fe 70 24 c5 ba db a4 ba d7 
de 4a 52 4d a5 fe 02 57 f3 92 0a e7 4b f7 26 ff 00 18 13 18 37 6a 4e a8 3f d6 4e 10 76 0f db 0a fe db eb 00 5a b7 40 1f 7d 
97 f7 88 08 b8 ba 0f 98 a7 e0 c4 a3 7d b5 4f ae 7f 66 33 a1 9d 55 3e 59 aa 7e 72 e0 ca 46 2f c2 cd 7e 0c 40 79 95 09 fc 
cb f2 fd 62 02 5c a2 21 f5 a1 fa 1c 43 66 14 72 87 b5 34 fc 06 30 11 8b a0 b1 0a aa 84 a7 c6 35 25 00 47 a9 62 8f 9a fb 
cd 5e e9 00 5e 14 00 bd a9 1f 13 2f 25 dc 3a b5 c6 92 59 c1 e8 c6 81 1d ae 51 a2 34 f9 21 96 5e 60 a6 22 5a a1 2f b9 ce 
14 28 51 a7 36 b0 17 a7 9d 6f 08 26 54 13 75 52 
Data Ascii: n.md#\.5yB<cu&HjtXY87/a??Rp$JRMWK&7jN?NvZ@}}Of3U>Y~rF/~@yb\!Cfr405%Gb^^/%:YQ4!^`"Z/(Q6o&
TuR

2022-07-01 14:22:23 UTC 914 IN Data Raw: 0c 54 18 e2 c4 0c 39 67 33 dc c8 02 08 21 36 86 95 08 77 2e 5e 61 db 68 e8 1c 21 55 8b 13 25 8a 91 30 36 
e4 55 16 54 54 c7 cd 74 c9 e3 b6 22 26 82 0c 11 02 32 45 34 af 37 5f 5a 98 45 6d 77 a3 47 b5 eb 12 73 32 a5 01 c2 fa e1 
99 5c e1 34 a4 6e c3 85 d6 ad df 58 c9 3b 31 27 2f 60 1d 4c d7 39 4a 84 b0 f7 fc 38 58 8a fa 50 81 af 4a 3f 58 94 94 a6 
9b 03 11 fb 1c 40 f1 a7 07 69 ef 35 df 3e 70 53 8e 30 eb d9 86 ac e2 4f 9c 7a af 78 c3 df 97 2f b3 fc e1 97 8e 78 e3 39 83 
f9 c0 fc 61 e4 f3 87 f3 85 de b7 87 35 4c 88 74 65 4e ef c6 4b c0 15 e8 19 f3 f3 75 85 6f 84 47 a5 03 f8 c7 90 86 91 d1 22 
02 8d 2a 68 eb 93 0a 25 ae b1 8d 2d 4d a1 66 aa 5d f8 c2 0b cd ec 36 a8 b2 a0 1f 38 18 dc b8 42 69 14 77 b1 de 38 d6 
ba 1d 7f 77 0c 92 9e 14 6f ad 6b 39 80 b9 05 fe f0 00 e3 
Data Ascii: T9g3!6w.^ah!U%06UTTt"&2E47_ZEmwGs2\4nX;1'/`L9J8XPJ?X@i5>pS0Ozx/x9a5LteNKuoG"*h%-Mf]68Biw
8wok9

2022-07-01 14:22:23 UTC 918 IN Data Raw: 8c 24 0b 53 9b 5d d1 ab eb c6 23 ab 00 19 f9 8c 77 ea e1 43 00 1a 01 db b7 6d b8 a5 60 67 05 75 d6 f7 90 da 
c0 45 1b ba d8 88 37 d6 12 5a 83 90 02 1d 7e e5 e3 0e 65 7e 30 1f 37 1e 89 f2 19 34 a2 08 72 1e 83 35 b7 ba e7 da 1f 
ad 83 f4 c5 97 a5 ba 60 70 21 4d 83 57 c6 25 80 9a 56 42 f8 6a 92 2b c6 28 cc e1 0a c7 10 a7 6a 8d 17 8c 8a 7b b5 60 9a 
77 51 45 04 62 30 70 88 d8 20 c0 06 80 00 40 e0 e0 cd 0c 04 78 2a 8f 7e b9 de 0b 11 53 4c 3c f6 eb 26 2d ec 7c 1e 31 81 
e1 36 40 df 9b 91 11 00 e9 59 db ce 4c 80 30 10 ab ed e0 ff 00 ee 4f 24 c4 08 6b 6b c2 ce 07 0c 41 20 dc 02 72 07 3a fe 
71 e4 61 52 18 7a 34 cf f2 67 10 03 6d 94 79 09 cf 74 ae 52 52 65 42 2b a8 96 2e fe b2 d8 0b 68 23 ec df 26 06 16 ea a5 
1f c7 53 0e fb 29 88 a4 7b 5f 5b c3 a6 00 a5 4b ea ca 13 f3 
Data Ascii: $S]#wCm`guE7Z~e~074r5`p!MW%VBj+(j{`wQEb0p @x*~SL<&-|16@YL0O$kkA r:qaRz4gmytRReB+.h#&S){_
[K

2022-07-01 14:22:23 UTC 922 IN Data Raw: 1c eb 8f be 30 b0 53 48 28 b0 d9 d8 68 4f bf 39 6d 52 a0 d4 5d 73 e5 f6 7b c5 4e a6 c0 c2 f0 09 02 68 bb 99 
70 dd 19 45 2f 72 dd 74 07 bc 08 a2 21 d5 3a 4f d4 f9 73 6b 58 6e 5c 48 9a d6 fd 4c 48 0d c2 00 54 da bb 3c 6f f7 84 00 
35 51 05 07 c3 9d 71 ab f1 83 2f 9d b6 e1 0a ef 97 e3 ef 26 cc 82 c0 5b b5 75 cc 0e 57 f3 83 c5 41 fb 23 fb 3f 78 ff 00 41 
f7 a7 f6 63 ce 2e 0c 7c dd fd e2 1b 34 97 fe 7e 33 7a 77 c2 ec ab 8b 40 76 28 89 18 42 2a 1f 9c 49 77 52 92 a1 5a 46 35 
2c f4 e4 f5 b9 74 9e 19 1d 80 d8 e9 6e f5 87 2a 84 89 c2 d0 76 f3 f7 bc e3 f4 4a ba 02 7f ac 36 c4 82 a5 17 96 1b 79 ea 
e1 3a 04 21 81 15 23 d2 47 67 58 7b 3a 52 3a 2d b5 35 ad 5f e3 0c 9a d6 85 23 a3 b6 af 55 5b ab 85 a5 32 0b 60 0a 34 
45 01 95 69 70 00 18 74 ce d2 a2 35 ba 0e f6 5c d3 15 89 
Data Ascii: 0SH(hO9mR]s{NhpE/rt!:OskXn\HLHT<o5Qq/&[uWA#?xAc.|4~3zw@v(B*IwRZF5,tn*vJ6y:!#GgX{:R:-5_#U
[2`4Eipt5\

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:22:23 UTC 926 IN Data Raw: 0e 70 55 81 b6 03 f8 e7 f5 95 0f e8 16 1d 03 37 f7 8c 11 38 48 d7 6a 85 f6 b0 82 24 54 09 2f 9b 1f ac a6 8f ac 
04 3c 46 fb 89 88 99 4b 2a 10 52 c5 0d 1a e3 46 56 12 bc 93 bf 78 e0 58 3b 51 2e 5b 0d 09 4f 18 c4 4c ca 43 f3 95 6c 9a 
7f ac 2d cd ce 4c dc c4 77 bc 89 ce 4f 66 4d 9c 60 b2 41 86 ab 94 75 cb 3f d6 23 39 2b c4 5d f9 98 c2 91 e5 15 71 64 59 
f0 a3 f0 7b 3f 78 44 00 86 91 77 ae fa d6 0f ed 8e 17 91 95 7f f9 86 42 52 12 d6 33 40 71 dd df 26 35 9e 02 48 76 2e c9 c7 
03 86 98 8d 14 a5 85 b0 06 75 bc 20 6f 37 4d 46 08 9c 0d 9f 5b ca 53 f4 b4 41 f0 af 17 b7 d3 30 23 0c a5 97 5a b4 41 21 
a0 f3 bd e3 bc 00 10 3d 08 f3 78 2d ec c6 66 ea 0b 09 14 3c 9c 91 e1 30 dd 68 60 ca 58 f6 97 fb c3 4d 00 25 10 46 35 5d 
69 10 39 c6 10 4b 44 83 56 01 a3 7c 7b 33 61 56 d2 
Data Ascii: pU78Hj$T/<FK*RFVxX;Q.[OLCl-LwOfM`Au?#9+]qdY{?xDwBR3@q&5Hv.u o7MF[SA0#ZA!=x-f<0h`XM%F5]i9
KDV|{3aV

2022-07-01 14:22:23 UTC 930 IN Data Raw: af 18 13 dd 2a e8 51 e0 67 f0 f7 8c 2d 02 8a 42 f4 9e 12 6b 0a 26 d5 5b 37 b0 08 91 d9 44 eb 1e 2c 27 3c 68 
28 d4 ba 74 98 fb 5a a3 bc 4a 4a 26 d7 8d fe 72 9c c4 b2 d8 66 de 0d 42 26 ba c4 0d c2 29 c5 2a 53 80 7d ce 31 81 a8 49 
66 cd c6 f0 78 ae 2a bc 82 2a 3c f7 a1 eb 46 1c d3 06 81 83 1e 18 bb 61 39 ed b8 4a 08 52 45 71 01 90 f2 43 7e 4c 70 86 
a9 54 56 82 28 4d 7f 38 cc 6d 05 01 d9 44 88 f5 e1 c3 d4 42 c8 05 e8 db af 0e 5c a4 16 b4 e3 48 68 6b ba 5b 9a 78 ba 51 
3d 8c 05 e0 de 17 00 0a 5a 46 c0 7b 35 75 b9 93 67 f4 10 42 8a 28 1e 1b b1 1c a4 b9 c8 f0 10 a5 78 95 d9 bc 6a 19 56 22 
b6 aa 4c 6f 2e 14 90 34 5f b3 66 dd 56 e3 48 05 34 d0 f2 03 0e 23 8a 65 02 22 64 e6 2a 4e 37 eb 07 70 ad 55 ad 02 21 fa 
70 13 6a 25 45 2d 68 20 77 32 63 23 a0 31 0d 26 89 d4 df 
Data Ascii: *Qg-Bk&[7D,'<h(tZJJ&rfB&)*S}1Ifx**<Fa9JREqC~LpTV(M8mDB\Hhk[xQ=ZF{5ugB(xjV"Lo.4_fVH4#e"d*
N7pU!pj%E-h w2c#1&

2022-07-01 14:22:23 UTC 934 IN Data Raw: 38 e3 1d 2e 00 1a 13 a9 76 6d f1 e7 0b 68 01 00 d2 ed 0f 64 b8 d3 42 86 80 56 34 13 9f 26 a6 2e 5b 1d 3b 24 
a2 58 77 cc b8 65 8a 50 24 f2 a2 2b c3 41 4c d0 1a 13 80 bd a8 09 0e 27 19 56 dc 71 90 d8 1a 63 d2 17 e3 1a aa 85 2a 
e2 04 1a f0 72 65 7a 42 93 98 6d 5b 18 f7 2e 78 f2 34 9c 39 17 7d df 79 72 5b 96 0a 1d 01 77 27 01 bc 81 40 60 36 7b 68 
22 47 f9 c9 9d 64 08 09 a5 0e 44 e5 f1 f1 8d f1 5a 1c 49 48 f2 89 a1 12 66 ba 00 50 f0 7e 6c 34 c8 f1 e7 1e 8d 4a 2f 0e 1a 
1c 6c 17 be 9d 64 2f 09 a0 55 ce aa d7 c6 72 92 d1 f0 5d c0 8a b7 ce 1a 54 aa e4 03 91 0d ae 20 1d 90 be 46 a8 a7 89 4e 
31 00 08 84 00 84 27 1d 38 8d 20 29 5d 0c 37 bc 34 93 c8 10 b2 a3 a4 3a 63 79 42 06 20 d5 ac 02 e8 8b bd e3 d1 96 8d 
60 25 61 ec f1 5c 5e 01 40 5d 75 1b d3 8b 3a cb e4 d1 71 66 
Data Ascii: 8.vmhdBV4&.[;$XweP$+AL'Vqc*rezBm[.x49}yr[w'@`6{h"GdDZIHfP~l4J/ld/Ur]T FN1'8 )]74:cyB `%a\^@]u:qf

2022-07-01 14:22:23 UTC 938 IN Data Raw: 49 b0 c0 ca ce 5b 0d 92 90 05 a9 f1 8d 5a 02 23 7e d5 03 bd df 8c 40 2e 09 0d 2b 64 a5 59 f1 82 0d 50 ec 0d 
22 02 ef 73 73 d4 cd 78 c6 f8 32 ca 56 37 5a a1 cf 58 58 74 00 25 10 db 2c bd 09 d6 32 33 9e 70 22 31 00 d9 a4 bb f2 e1 
d0 ed 0a 20 a9 51 2a b2 cf c5 c0 71 03 bb 90 02 6c 02 a6 89 ac 05 b8 bb c9 41 68 88 ec 36 3d a2 8d f3 68 ee 87 02 c6 86 
0c e4 31 ca 51 09 a3 b0 35 d5 0b ae d7 10 30 48 b0 85 17 5e 44 9e 32 f2 23 4a 35 5f 4e 8e 3c 61 28 49 dd 50 17 84 de 
b3 4c 4a 20 79 00 9e 95 b7 bc 4a df 91 4b 29 e4 70 4f 79 6a c2 58 60 0d e8 82 26 8f 06 38 7b 70 91 ef 8c 8b 5e a4 af 7e 
94 33 2c aa d7 9d 1f 3c 66 73 70 6c 4c f8 d5 fe 30 00 3d df 26 7f 6c 1a c3 f1 18 14 21 54 e7 08 74 4e 2f 80 c1 d5 49 4d f3 
9c 3c 08 a1 8b ba 51 51 13 82 eb 08 2e 90 77 f6 27 31 f1 
Data Ascii: I[Z#~@.+dYP"ssx2V7ZXXt%,23p"1 Q*qlAh6=h1Q50H^D2#J5_N<a(IPLJ yJK)pOyjX`&8{p^~3,<fsplL0=&l
!TtN/IM<QQ.w'1

2022-07-01 14:22:23 UTC 942 IN Data Raw: b7 fa c2 e1 1a 00 b1 ae 16 6e 6c e7 bc 8f 25 74 0b 7c 83 73 e3 0b 24 b3 44 ac f2 20 eb 8c d6 5a 62 4e f8 b6 
c7 ec e3 10 2c d0 2e f4 38 d4 27 78 06 c8 12 08 bb 1d c6 72 38 92 3b a0 40 d0 c5 17 eb 22 28 5c 10 ec 0c 2c be 13 0b 
79 0d 44 8d 50 68 0e 43 5c 61 6f d1 19 bf 83 44 1e 22 14 d7 8c 75 0b 01 54 44 6a 72 27 11 77 be 38 c9 f6 00 2c a9 da 1a 
0a 6d 9e 93 8c 7c d7 1d 8a 22 16 35 96 51 3c 38 e0 eb b0 4b 5e 34 a6 fa 4e f5 96 14 b4 02 3e 98 68 e1 f9 c5 40 b8 c2 2b 
42 da bc 43 c6 f0 25 85 ca f8 01 8a 87 c7 c6 4f 35 53 40 f3 3e 1b af c6 70 48 60 d1 e2 85 93 ea e0 1a 91 e5 83 3a 00 92 
cd 60 42 86 d2 23 7d 85 1b f5 d6 15 68 3a b1 35 9a 43 cd a7 3d e3 f0 c9 a2 e3 c5 29 af 12 eb 08 88 1a 80 4d ba 79 13 83 
79 bf 73 14 37 49 b1 ea bf 1a c4 31 fa 11 03 10 d8 5d 93 bc 
Data Ascii: nl%t|s$D ZbN,.8'xr8;@"(\,yDPhC\aoD"uTDjr'w8,m|"5Q<8K^4N>h@+BC%O5S@>pH`:`B#}h:5C=)Myys7I1]

2022-07-01 14:22:23 UTC 946 IN Data Raw: 04 49 a3 db b4 61 c6 7d 98 44 d0 88 64 65 77 ce 31 42 90 dc f4 36 f9 6d f6 e8 19 c4 7a 7f 41 14 14 2f 21 d3 
37 75 6c 2a 68 68 f6 10 53 ce 37 50 20 7a ed 2a e4 c2 42 5a 96 76 20 3d ee 12 e0 63 cf 32 b8 39 5b 80 b6 1e 33 50 5e 
9b f6 5d 26 d0 ba 79 65 13 04 94 16 b4 91 61 09 b9 85 cc e6 6e 68 9e 69 77 a8 a2 44 b8 61 48 60 12 5a b7 63 4e d9 9a 
cd 28 45 00 02 00 06 96 43 62 c2 b9 8f 45 c8 71 06 9d 46 98 f2 cb ca 50 5c 10 90 ba 1b e8 ef 00 0f 35 94 4e 2d 7f 36 3c 
06 20 88 0b 02 02 7f 9c b0 82 27 3d fc 1e b1 3b 2c bc 18 5d 79 f1 81 52 0a e8 d6 34 28 27 20 70 e3 1d 59 74 9d 7c e3 b7 
42 bc f5 8a 76 ab cd 72 e2 22 d8 0b bc d0 24 ad 3e 1e b0 c6 dc 20 2c 3e 9e f2 dc 27 5a 78 37 eb 5b c6 08 00 11 b6 fd 1c 
61 80 90 18 c9 a7 fd 70 84 a0 10 05 9f 83 ce 4b 67 4c 05 36 7e 
Data Ascii: Ia}Ddew1B6mzA/!7ul*hhS7P z*BZv =c29[3P^]&yeanhiwDaH`ZcN(ECbEqFP\5N-6< '=;,]yR4(' pYt|Bvr"$> ,>'Zx7
[apKgL6~

2022-07-01 14:22:23 UTC 962 IN Data Raw: 42 54 30 80 a6 81 8f 38 d3 78 0e 80 6a a2 6b 7c ae b7 94 76 90 70 5e 55 2f d9 c5 ef 14 26 13 a4 05 51 46 c6 
b2 61 58 af 0c 8a 8d 6c 0b 75 a6 1c 65 da 00 0d 02 26 8e 1d 6d 77 de 04 0b 00 a2 99 c2 e4 d4 de f8 c2 bf de 05 16 74 d6 
d2 8f 3b 71 41 a0 01 60 75 4d d3 77 6d c4 06 fd a8 fb 73 45 59 61 84 84 0e 4b 5f ca ee 6a ce ae 6b 34 68 94 3d 6c 0f 83 
2f 32 12 02 cf 15 64 ce e7 82 2c 0e a2 a9 e3 b3 2b 1a b9 7d 86 f9 98 4d a5 76 24 3f 48 5c 76 ad f6 ba f4 cc dc aa 8d 50 
0b e3 40 b8 28 21 9c 97 66 bd 06 26 0f ea 05 e3 b5 79 f8 c0 c0 45 d2 73 f9 51 a7 c4 31 a2 89 1d 00 fe b7 f5 8d 50 14 e4 
e7 cc 4c 88 30 f4 87 e5 5f 8c 88 81 b4 f2 be 75 83 ac 7e 89 79 ec 46 63 c1 26 69 28 1f 6e eb eb 23 95 05 fe 85 1b 80 cc 
4c 57 43 8e 14 d7 bc d0 95 0e c5 3a b5 8b af 0f 58 46 d7 
Data Ascii: BT08xjk|vp^U/&QFaXlue&mwt;qA`uMwmsEYaK_jk4h=l/2d,+}Mv$?H\vP@(!f&yEsQ1PL0_u~yFc&i(n#LWC:XF

2022-07-01 14:22:23 UTC 978 IN Data Raw: f5 fc 63 72 41 76 73 e6 3d fc 62 d4 15 54 bb df 86 f0 fd 77 8e a9 a0 66 9b 09 37 fa c7 8b 37 d3 77 dd ca 10 1d 
d3 09 2a 89 e6 23 ac 0f 35 00 21 11 07 91 14 fb c9 7f 77 74 0b 78 79 2f 6a e4 c0 45 bd 8b 54 55 76 fa b9 a9 3f 04 01 2f 0f 
77 93 9c 39 d4 6a 00 10 ec 35 e7 05 11 04 5d 95 b3 81 bb fb d6 47 2d 8a 77 4f 34 28 7a c5 22 2f 08 bf ac d8 48 3a dd f7 
a2 79 d5 c1 49 80 c0 06 ce e5 de 03 03 bb 1f c8 82 7f f3 1a a3 03 a0 29 9d 2c 6f 3a b8 30 30 40 2a 7c 72 0c 06 18 1d 25 
3d d2 47 bc 1a 24 25 26 c8 6a 27 6f 79 6c 34 21 a0 b0 1c 1c 71 c6 6d 38 c3 a3 07 58 7d 18 3f f8 63 b1 b0 51 94 01 40 2a 
81 5d ac 36 e3 02 84 27 14 b0 58 29 a6 72 6b 01 74 0a f0 0d fd 62 35 11 1e c4 8e 32 f8 c0 d3 04 64 de 10 eb bc b8 6a e7 
b6 f8 85 5b f1 8c e8 f5 30 07 2e 81 d4 53 ec d6 1d 
Data Ascii: crAvs=bTwf77w*#5!wtxy/jETUv?/w9j5]G-wO4(z"/H:yI),o:00@*|r%=G$%&j'oyl4!qm8X}?cQ@*]6'X)rktb52dj[0.S

2022-07-01 14:22:23 UTC 994 IN Data Raw: 11 76 7f 2e 99 eb 10 8a 47 75 be 34 70 20 2c 7a 2b bf 46 11 83 d8 ba 7f 47 8c 0a ef bb 58 f5 b6 66 fa 51 cb 02 
88 13 50 8d 88 23 b9 86 3a 51 93 39 97 3f 59 af 76 89 8a d4 93 81 f8 ff 00 78 e9 75 fd 65 ef 18 a0 71 2b f5 fe ff 00 8c 78 
ee e2 0b de 3a 29 57 80 fe b0 44 77 dd ed ef 37 e2 7d e3 33 91 10 a4 79 31 e2 4f 00 e8 4e d7 23 60 3a 49 ce 1d 15 6a c9 
16 84 a6 90 81 50 a1 8a ee b6 b1 53 9a a8 8f 65 f2 18 70 48 39 52 0f 9c 04 73 48 a6 ac db fb 85 d6 f7 80 46 c4 9e b8 6d 
64 6d 0d 1d 77 89 61 b5 54 35 40 da af 5d 43 89 93 2a a2 9c 69 00 ab a5 e2 4f bc 95 e8 60 06 f4 94 57 8c 28 05 58 a6 8e 
cf cf 8c 99 da d6 d5 ab ff 00 78 c2 f6 a1 2a 2f b3 29 b0 53 9d db e3 e3 39 1b 87 66 83 fb c0 33 7d f2 33 04 18 15 02 47 4e 
14 d8 2f 1c cc 34 74 5d e8 c5 a9 13 5d 71 f7 9b 
Data Ascii: v.Gu4p ,z+FGXfQP#:Q9?Yvxueq+x:)WDw7}3y1ON#`:IjPSepH9RsHFmdmwaT5@]C*iO`W(Xx*/)S9f3}3GN/4t
]]q

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.22 49219 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:22:23 UTC 766 OUT GET /payment/frontend_paper_lantern/images/office3651.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: eyecandylashcompany.com

2022-07-01 14:22:23 UTC 1009 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:22:22 GMT
Server: Apache
Last-Modified: Sat, 18 Jan 2020 17:50:20 GMT
Accept-Ranges: bytes
Content-Length: 18147
Connection: close
Content-Type: image/png

2022-07-01 14:22:23 UTC 1009 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 bb 00 00 00 bc 08 06 00 00 00 20 95 df d2 00 00 
00 20 63 48 52 4d 00 00 7a 26 00 00 80 84 00 00 fa 00 00 00 80 e8 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 70 9c 
ba 51 3c 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 7
3 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 3a ee 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 
00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 0a 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 
Data Ascii: PNGIHDR  cHRMz&u0`:pQ<sRGBgAMAapHYs:iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0MpCe
hiHzreSzNTczkc9d"?><x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk=

2022-07-01 14:22:23 UTC 1018 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                    

2022-07-01 14:22:23 UTC 1025 IN Data Raw: e2 6f a0 3d 95 c7 fe 19 f2 18 b9 14 66 89 1a c9 3e ca 20 c6 d3 14 3b d8 9c 8d 34 5b c8 89 b4 4b 9e 44 10 ff 00 
f9 0e ed c9 8c 5a ce b2 ed 24 c3 fe 76 51 5a 91 ec a3 00 02 1c 27 f7 91 0f 21 c6 77 c9 98 1e 6c 36 1b 5b 16 5b 26 c4 bf 
97 da c9 72 de 46 76 85 c9 d1 20 d9 af 03 36 b8 bd c4 2f 46 80 65 88 b0 83 9c c9 92 e4 49 d8 f2 b1 9c 7b a9 f6 7e c0 44 
96 7f 05 b5 b7 34 31 e5 48 f6 11 c2 c6 3d 48 d6 d0 9c c8 06 df cc 86 3f 94 75 c1 93 b0 65 0e e2 ef 61 70 23 31 f1 6d bd 
a4 16 c9 de 00 6c c4 0b 64 33 b1 83 cd af b0 81 9f 1d dc d8 61 16 d7 54 ad 8b be f2 98 74 22 d9 eb 80 dc bb c9 0a 36 e4 
74 04 7f 88 44 79 b0 d9 44 de 1b 6a 2a 91 ec 57 81 dc 6f 93 0d 64 2a 62 df 6b 2f d3 12 3c 1b 48 f6 00 72 db 69 b5 25 88 
fd 49 04 7f 84 9c 92 e4 d9 c2 b5 ec c8 7d 88 dc 45 d3 
Data Ascii: o=f> ;4[KDZ$vQZ'!wl6[[&rFv 6/FeI{~D41H=H?ueap#1mld3aTt"6tDyDj*Wod*bk/<Hri%I}E

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.22 49220 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:22:23 UTC 826 OUT GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: eyecandylashcompany.com

2022-07-01 14:22:23 UTC 1017 IN HTTP/1.1 404 Not Found
Date: Fri, 01 Jul 2022 14:22:22 GMT
Server: Apache
Content-Length: 315
Connection: close
Content-Type: text/html; charset=iso-8859-1

2022-07-01 14:22:23 UTC 1017 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66 
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6c 6c 79 
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 
77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.22 49232 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:22:26 UTC 1028 OUT GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1
Host: eyecandylashcompany.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:22:26 UTC 1028 IN HTTP/1.1 404 Not Found
Date: Fri, 01 Jul 2022 14:22:25 GMT
Server: Apache
Content-Length: 315
Connection: close
Content-Type: text/html; charset=iso-8859-1

2022-07-01 14:22:26 UTC 1028 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66 
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6c 6c 79 
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 
77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.22 49174 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:54 UTC 1 OUT GET /payment/frontend_paper_lantern/index.html HTTP/1.1
Host: eyecandylashcompany.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:54 UTC 5 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:53 GMT
Server: Apache
Last-Modified: Thu, 29 Jul 2021 07:13:16 GMT
Accept-Ranges: bytes
Content-Length: 21845
Connection: close
Content-Type: text/html

2022-07-01 14:21:54 UTC 5 IN Data Raw: 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 0d 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0d 
0a 3c 68 65 61 64 3e 0d 0a 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 6a 61 78 2e 67 6f 6f 
67 6c 65 61 70 69 73 2e 63 6f 6d 2f 61 6a 61 78 2f 6c 69 62 73 2f 6a 71 75 65 72 79 2f 32 2e 32 2e 34 2f 6a 71 75 65 72 
79 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0d 0a 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 
70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 31 2e 31 2e 6d 69 6e 2e 6a 73 
22 3e 0d 0a 20 20 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 
79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 33 2e 31 2e 6a 73 
Data Ascii: <!doctype html><html lang="en"><head>  <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquer
y.min.js"></script>  <script src="https://code.jquery.com/jquery-3.1.1.min.js">    <script src="https://code.jquery.com/
jquery-3.3.1.js

2022-07-01 14:21:54 UTC 13 IN Data Raw: 20 3c 6c 61 62 65 6c 20 66 6f 72 3d 22 50 61 73 73 77 6f 72 64 22 3e 50 61 73 73 77 6f 72 64 3c 2f 6c 61 62 
65 6c 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 70 
61 73 73 77 6f 72 64 22 20 6e 61 6d 65 3d 22 70 7a 22 20 63 6c 61 73 73 3d 22 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 22 20 
69 64 3d 22 70 61 73 73 77 6f 72 64 22 20 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 3d 22 65 6d 61 69 6c 48 65 
6c 70 22 20 70 6c 61 63 65 68 6f 6c 64 65 72 3d 22 45 6e 74 65 72 20 50 61 73 73 77 6f 72 64 22 3e 0d 0a 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 6d 61 6c 6c 20 69 64 3d 22 70 61 73 73 77 6f 72 64 48 65 6c 70 22 
20 63 6c 61 73 73 3d 22 66 6f 72 6d 2d 74 65 78 74 20 74 65 78 74 
Data Ascii:  <label for="Password">Password</label>                    <input type="password" name="pz" class="form-cont
rol" id="password" aria-describedby="emailHelp" placeholder="Enter Password">                    <small id="passwordHelp" 
class="form-text text
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2022-07-01 14:21:54 UTC 20 IN Data Raw: 22 7d 2c 20 30 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 22 23 69 6e 70 75 74 62 61 72 22 29 2e 61 6e 69 
6d 61 74 65 28 7b 72 69 67 68 74 3a 32 30 30 2c 20 6f 70 61 63 69 74 79 3a 22 73 68 6f 77 22 7d 2c 20 31 30 30 30 29 
3b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 23 61 6a 61 78 4d 6f 64 61 6c 27 29 2e 6d 6f 64 61 6c 28 27 73 68 6f 77 27 29 
3b 0d 0a 20 20 20 20 20 20 7d 29 3b 0d 0a 20 20 20 20 20 20 24 28 27 23 6f 66 66 69 63 65 33 36 35 6d 6f 64 61 6c 27 2
9 2e 63 6c 69 63 6b 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 23 63 6f 6e 74 61 
63 74 27 29 2e 74 72 69 67 67 65 72 28 22 72 65 73 65 74 22 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 22 23 6d 73 67 
22 29 2e 68 69 64 65 28 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 
Data Ascii: "}, 0);        $("#inputbar").animate({right:200, opacity:"show"}, 1000);        $('#ajaxModal').modal('show');      });      
$('#office365modal').click(function () {        $('#contact').trigger("reset");        $("#msg").hide();        $('

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.22 49178 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:58 UTC 26 OUT GET /payment/frontend_paper_lantern/css/hover.css HTTP/1.1
Host: eyecandylashcompany.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:59 UTC 170 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:58 GMT
Server: Apache
Last-Modified: Mon, 11 Jun 2018 09:44:34 GMT
Accept-Ranges: bytes
Content-Length: 114697
Connection: close
Content-Type: text/css

2022-07-01 14:21:59 UTC 170 IN Data Raw: 2f 2a 21 0a 20 2a 20 48 6f 76 65 72 2e 63 73 73 20 28 68 74 74 70 3a 2f 2f 69 61 6e 6c 75 6e 6e 2e 67 69 74 
68 75 62 2e 69 6f 2f 48 6f 76 65 72 2f 29 0a 20 2a 20 56 65 72 73 69 6f 6e 3a 20 32 2e 33 2e 32 0a 20 2a 20 41 75 74 68 
6f 72 3a 20 49 61 6e 20 4c 75 6e 6e 20 40 49 61 6e 4c 75 6e 6e 0a 20 2a 20 41 75 74 68 6f 72 20 55 52 4c 3a 20 68 74 
74 70 3a 2f 2f 69 61 6e 6c 75 6e 6e 2e 63 6f 2e 75 6b 2f 0a 20 2a 20 47 69 74 68 75 62 3a 20 68 74 74 70 73 3a 2f 2f 67 
69 74 68 75 62 2e 63 6f 6d 2f 49 61 6e 4c 75 6e 6e 2f 48 6f 76 65 72 0a 0a 20 2a 20 48 6f 76 65 72 2e 63 73 73 20 43 6f 
70 79 72 69 67 68 74 20 49 61 6e 20 4c 75 6e 6e 20 32 30 31 37 2e 20 47 65 6e 65 72 61 74 65 64 20 77 69 74 68 20 53 
61 73 73 2e 0a 20 2a 2f 0a 2f 2a 20 32 44 20 54 52 41 4e 53 49 
Data Ascii: /*! * Hover.css (http://ianlunn.github.io/Hover/) * Version: 2.3.2 * Author: Ian Lunn @IanLunn * Author URL: 
http://ianlunn.co.uk/ * Github: https://github.com/IanLunn/Hover * Hover.css Copyright Ian Lunn 2017. Generated with Sa
ss. *//* 2D TRANSI

2022-07-01 14:21:59 UTC 228 IN Data Raw: 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 
2e 33 73 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 74 72 61 
6e 73 66 6f 72 6d 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 74 72 61 6e 73 66 6f 72 6d 
3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69 6e 67 2d 66 75 6e 63 74 69 6f 6e 3a 
20 65 61 73 65 2d 6f 75 74 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69 6e 67 2d 66 75 6e 63 74 69 6f 6e 3
a 20 65 61 73 65 2d 6f 75 74 3b 0a 7d 0a 2e 68 76 72 2d 66 6c 6f 61 74 3a 68 6f 76 65 72 2c 20 2e 68 76 72 2d 66 6c 6f 
61 74 3a 66 6f 63 75 73 2c 20 2e 68 76 72 2d 66 6c 6f 61 74 3a 61 
Data Ascii: tion: 0.3s;  transition-duration: 0.3s;  -webkit-transition-property: transform;  transition-property: transform;  -we
bkit-transition-timing-function: ease-out;  transition-timing-function: ease-out;}.hvr-float:hover, .hvr-float:focus, .hvr-float:a

2022-07-01 14:21:59 UTC 235 IN Data Raw: 58 28 2d 32 70 78 29 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 58 28 2d 
32 70 78 29 3b 0a 20 20 7d 0a 20 20 38 33 2e 32 35 25 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 
6f 72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 58 28 31 70 78 29 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 
61 6e 73 6c 61 74 65 58 28 31 70 78 29 3b 0a 20 20 7d 0a 20 20 31 30 30 25 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74 
2d 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 58 28 30 29 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 
6d 3a 20 74 72 61 6e 73 6c 61 74 65 58 28 30 29 3b 0a 20 20 7d 0a 7d 0a 40 6b 65 79 66 72 61 6d 65 73 20 68 76 72 2d 
77 6f 62 62 6c 65 2d 68 6f 72 69 7a 6f 6e 74 61 6c 20 7b 0a 20 20 31 36 
Data Ascii: X(-2px);    transform: translateX(-2px);  }  83.25% {    -webkit-transform: translateX(1px);    transform: t
ranslateX(1px);  }  100% {    -webkit-transform: translateX(0);    transform: translateX(0);  }}@keyframes hvr-wobble-ho
rizontal {  16

2022-07-01 14:21:59 UTC 243 IN Data Raw: 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6c 61 74 65 5a 28 30 29 3b 0a 20 20 
62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 29 3b 0a 20 
20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 6e 3a 20 31 30 30 25 20 30 3b 0a 20 20 74 72 6
1 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 6e 3a 20 31 30 30 25 20 30 3b 0a 7d 0a 2e 68 76 72 2d 77 6f 62 62 6c 65 2d 62 6f 7
4 74 6f 6d 3a 68 6f 76 65 72 2c 20 2e 68 76 72 2d 77 6f 62 62 6c 65 2d 62 6f 74 74 6f 6d 3a 66 6f 63 75 73 2c 20 2e 68 76 
72 2d 77 6f 62 62 6c 65 2d 62 6f 74 74 6f 6d 3a 61 63 74 69 76 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 6
1 74 69 6f 6e 2d 6e 61 6d 65 3a 20 68 76 72 2d 77 6f 62 62 6c 65 
Data Ascii:  perspective(1px) translateZ(0);  box-shadow: 0 0 1px rgba(0, 0, 0, 0);  -webkit-transform-origin: 100% 0;  
transform-origin: 100% 0;}.hvr-wobble-bottom:hover, .hvr-wobble-bottom:focus, .hvr-wobble-bottom:active {  -webkit-anima
tion-name: hvr-wobble
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2022-07-01 14:21:59 UTC 331 IN Data Raw: 2c 20 30 29 3b 0a 20 20 6f 76 65 72 66 6c 6f 77 3a 20 68 69 64 64 65 6e 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 
74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 35 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 
2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 35 73 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 
72 6f 70 65 72 74 79 3a 20 63 6f 6c 6f 72 2c 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3b 0a 20 20 74 72 61 6e 
73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 63 6f 6c 6f 72 2c 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 
3b 0a 7d 0a 2e 68 76 72 2d 62 61 63 6b 2d 70 75 6c 73 65 3a 68 6f 76 65 72 2c 20 2e 68 76 72 2d 62 61 63 6b 2d 70 75 
6c 73 65 3a 66 6f 63 75 73 2c 20 2e 68 76 72 2d 62 61 63 6b 2d 70 
Data Ascii: , 0);  overflow: hidden;  -webkit-transition-duration: 0.5s;  transition-duration: 0.5s;  -webkit-transition-property: 
color, background-color;  transition-property: color, background-color;}.hvr-back-pulse:hover, .hvr-back-pulse:focus, .hvr-
back-p

2022-07-01 14:21:59 UTC 345 IN Data Raw: 0a 20 20 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 20 6d 69 64 64 6c 65 3b 0a 20 20 2d 77 65 62 6b 69 
74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6c 61 74 65 
5a 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 
6e 73 6c 61 74 65 5a 28 30 29 3b 0a 20 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28 
30 2c 20 30 2c 20 30 2c 20 30 29 3b 0a 20 20 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6c 61 74 69 76 65 3b 0a 20 20 2d 77 
65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 63 6f 6c 6f 72 3b 0a 20 20 74 72 61 6e 
73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 63 6f 6c 6f 72 3b 0a 
Data Ascii:   vertical-align: middle;  -webkit-transform: perspective(1px) translateZ(0);  transform: perspective(1px) t
ranslateZ(0);  box-shadow: 0 0 1px rgba(0, 0, 0, 0);  position: relative;  -webkit-transition-property: color;  transition-propert
y: color;

2022-07-01 14:21:59 UTC 353 IN Data Raw: 6c 6f 72 3a 20 77 68 69 74 65 3b 0a 7d 0a 2e 68 76 72 2d 73 68 75 74 74 65 72 2d 69 6e 2d 68 6f 72 69 7a 6f 
6e 74 61 6c 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 73 68 75 74 74 65 72 2d 69 6e 2d 68 6f 72 69 
7a 6f 6e 74 61 6c 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 73 68 75 74 74 65 72 2d 69 6e 2d 68 6f 72 
69 7a 6f 6e 74 61 6c 3a 61 63 74 69 76 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 
66 6f 72 6d 3a 20 73 63 61 6c 65 58 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 73 63 61 6c 65 58 28 30 29 3
b 0a 7d 0a 0a 2f 2a 20 53 68 75 74 74 65 72 20 4f 75 74 20 48 6f 72 69 7a 6f 6e 74 61 6c 20 2a 2f 0a 2e 68 76 72 2d 73 6
8 75 74 74 65 72 2d 6f 75 74 2d 68 6f 72 69 7a 6f 6e 74 61 6c 20 
Data Ascii: lor: white;}.hvr-shutter-in-horizontal:hover:before, .hvr-shutter-in-horizontal:focus:before, .hvr-shutter-in-
horizontal:active:before {  -webkit-transform: scaleX(0);  transform: scaleX(0);}/* Shutter Out Horizontal */.hvr-shutter-out-
horizontal 

2022-07-01 14:21:59 UTC 360 IN Data Raw: 73 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 74 6f 
70 2c 20 72 69 67 68 74 2c 20 62 6f 74 74 6f 6d 2c 20 6c 65 66 74 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 
70 65 72 74 79 3a 20 74 6f 70 2c 20 72 69 67 68 74 2c 20 62 6f 74 74 6f 6d 2c 20 6c 65 66 74 3b 0a 7d 0a 2e 68 76 72 2d 
6f 75 74 6c 69 6e 65 2d 6f 75 74 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 6f 75 74 6c 69 6e 65 2d 6f 
75 74 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 6f 75 74 6c 69 6e 65 2d 6f 75 74 3a 61 63 74 69 76 65 
3a 62 65 66 6f 72 65 20 7b 0a 20 20 74 6f 70 3a 20 2d 38 70 78 3b 0a 20 20 72 69 67 68 74 3a 20 2d 38 70 78 3b 0a 20 
20 62 6f 74 74 6f 6d 3a 20 2d 38 70 78 3b 0a 20 20 6c 65 66 
Data Ascii: s;  -webkit-transition-property: top, right, bottom, left;  transition-property: top, right, bottom, left;}.hvr-outline-
out:hover:before, .hvr-outline-out:focus:before, .hvr-outline-out:active:before {  top: -8px;  right: -8px;  bottom: -8px;  lef

2022-07-01 14:21:59 UTC 368 IN Data Raw: 6f 6e 3a 20 65 61 73 65 2d 6f 75 74 3b 0a 7d 0a 2e 68 76 72 2d 75 6e 64 65 72 6c 69 6e 65 2d 72 65 76 65 61 
6c 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 75 6e 64 65 72 6c 69 6e 65 2d 72 65 76 65 61 6c 3a 66 6f 
63 75 73 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 75 6e 64 65 72 6c 69 6e 65 2d 72 65 76 65 61 6c 3a 61 63 74 69 76 
65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 
74 65 59 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 59 28 30 29 3b 0a 7d 0a 0a 
2f 2a 20 4f 76 65 72 6c 69 6e 65 20 52 65 76 65 61 6c 20 2a 2f 0a 2e 68 76 72 2d 6f 76 65 72 6c 69 6e 65 2d 72 65 76 65 
61 6c 20 7b 0a 20 20 64 69 73 70 6c 61 79 3a 20 69 6e 6c 69 6e 65 
Data Ascii: on: ease-out;}.hvr-underline-reveal:hover:before, .hvr-underline-reveal:focus:before, .hvr-underline-reveal:
active:before {  -webkit-transform: translateY(0);  transform: translateY(0);}/* Overline Reveal */.hvr-overline-reveal {  
display: inline

2022-07-01 14:21:59 UTC 376 IN Data Raw: 79 3a 20 74 72 61 6e 73 66 6f 72 6d 3b 0a 20 20 74 6f 70 3a 20 63 61 6c 63 28 35 30 25 20 2d 20 31 30 70 78 
29 3b 0a 20 20 72 69 67 68 74 3a 20 30 3b 0a 20 20 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 20 31 30 70 78 20 30 20 31 
30 70 78 20 31 30 70 78 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 20 74 72 61 6e 73 70 61 72 65 6e 74 20 74 72 
61 6e 73 70 61 72 65 6e 74 20 74 72 61 6e 73 70 61 72 65 6e 74 20 23 65 31 65 31 65 31 3b 0a 7d 0a 2e 68 76 72 2d 62 
75 62 62 6c 65 2d 72 69 67 68 74 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 62 75 62 62 6c 65 2d 72 6
9 67 68 74 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 62 75 62 62 6c 65 2d 72 69 67 68 74 3a 61 63 74 
69 76 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74 
Data Ascii: y: transform;  top: calc(50% - 10px);  right: 0;  border-width: 10px 0 10px 10px;  border-color: transparent 
transparent transparent #e1e1e1;}.hvr-bubble-right:hover:before, .hvr-bubble-right:focus:before, .hvr-bubble-right:acti
ve:before {  -webkit

2022-07-01 14:21:59 UTC 384 IN Data Raw: 68 76 72 2d 69 63 6f 6e 2d 66 6f 72 77 61 72 64 3a 66 6f 63 75 73 20 2e 68 76 72 2d 69 63 6f 6e 2c 20 2e 68 
76 72 2d 69 63 6f 6e 2d 66 6f 72 77 61 72 64 3a 61 63 74 69 76 65 20 2e 68 76 72 2d 69 63 6f 6e 20 7b 0a 20 20 2d 77 
65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 58 28 34 70 78 29 3b 0a 20 20 74 72 61 
6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 58 28 34 70 78 29 3b 0a 7d 0a 0a 2f 2a 20 49 63 6f 6e 20 44 6f 77 6e 
20 2a 2f 0a 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66 72 61 6d 65 73 20 68 76 72 2d 69 63 6f 6e 2d 64 6f 77 6e 20 7b 0a 2
0 20 30 25 2c 0a 09 35 30 25 2c 0a 09 31 30 30 25 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 
72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 59 28 30 29 3b 0a 20 20 20 20 
Data Ascii: hvr-icon-forward:focus .hvr-icon, .hvr-icon-forward:active .hvr-icon {  -webkit-transform: translateX(4px);  
transform: translateX(4px);}/* Icon Down */@-webkit-keyframes hvr-icon-down {  0%,50%,100% {    -webkit-transform: 
translateY(0);    

2022-07-01 14:21:59 UTC 402 IN Data Raw: 6f 6e 2d 73 68 72 69 6e 6b 20 7b 0a 20 20 64 69 73 70 6c 61 79 3a 20 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 
0a 20 20 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 20 6d 69 64 64 6c 65 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 
61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6c 61 74 65 5a 28 30 29 
3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6c 61 
74 65 5a 28 30 29 3b 0a 20 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28 30 2c 20 30 
2c 20 30 2c 20 30 29 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 
20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 
Data Ascii: on-shrink {  display: inline-block;  vertical-align: middle;  -webkit-transform: perspective(1px) translateZ(0);  tran
sform: perspective(1px) translateZ(0);  box-shadow: 0 0 1px rgba(0, 0, 0, 0);  -webkit-transition-duration: 0.3s;  transition-
dura

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 410 IN Data Raw: 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 5a 28 30 29 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 
74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 
2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 
72 6f 70 65 72 74 79 3a 20 74 72 61 6e 73 66 6f 72 6d 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 
79 3a 20 74 72 61 6e 73 66 6f 72 6d 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69 6
e 67 2d 66 75 6e 63 74 69 6f 6e 3a 20 65 61 73 65 2d 6f 75 74 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69 
6e 67 2d 66 75 6e 63 74 69 6f 6e 3a 20 65 61 73 65 2d 6f 75 74 3b 
Data Ascii: transform: translateZ(0);  -webkit-transition-duration: 0.3s;  transition-duration: 0.3s;  -webkit-transition-property
: transform;  transition-property: transform;  -webkit-transition-timing-function: ease-out;  transition-timing-function: ease-
out;

2022-07-01 14:21:59 UTC 418 IN Data Raw: 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6c 61 74 65 5a 28 30 29 3b 0a 20 20 62 6f 78 2d 73 
68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 29 3b 0a 20 20 2d 77 65 62 
6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69 
74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 7d 0a 2e 68 76 72 2d 69 63 6f 6e 2d 77 6f 62 62 6c 65 2d 
68 6f 72 69 7a 6f 6e 74 61 6c 20 2e 68 76 72 2d 69 63 6f 6e 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 
72 6d 3a 20 74 72 61 6e 73 6c 61 74 65 5a 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 61 
74 65 5a 28 30 29 3b 0a 7d 0a 2e 68 76 72 2d 69 63 6f 6e 2d 77 6f 
Data Ascii: spective(1px) translateZ(0);  box-shadow: 0 0 1px rgba(0, 0, 0, 0);  -webkit-transition-duration: 0.3s;  transition-
duration: 0.3s;}.hvr-icon-wobble-horizontal .hvr-icon {  -webkit-transform: translateZ(0);  transform: translateZ(0);}.hvr-icon-
wo

2022-07-01 14:21:59 UTC 426 IN Data Raw: 6f 72 65 2c 20 2e 68 76 72 2d 63 75 72 6c 2d 74 6f 70 2d 6c 65 66 74 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65 
2c 20 2e 68 76 72 2d 63 75 72 6c 2d 74 6f 70 2d 6c 65 66 74 3a 61 63 74 69 76 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 
77 69 64 74 68 3a 20 32 35 70 78 3b 0a 20 20 68 65 69 67 68 74 3a 20 32 35 70 78 3b 0a 7d 0a 0a 2f 2a 20 43 75 72 6c 
20 54 6f 70 20 52 69 67 68 74 20 2a 2f 0a 2e 68 76 72 2d 63 75 72 6c 2d 74 6f 70 2d 72 69 67 68 74 20 7b 0a 20 20 64 69 
73 70 6c 61 79 3a 20 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 0a 20 20 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 20 6
d 69 64 64 6c 65 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 
65 28 31 70 78 29 20 74 72 61 6e 73 6c 61 74 65 5a 28 30 29 3b 0a 20 
Data Ascii: ore, .hvr-curl-top-left:focus:before, .hvr-curl-top-left:active:before {  width: 25px;  height: 25px;}/* Curl Top Right 
*/.hvr-curl-top-right {  display: inline-block;  vertical-align: middle;  -webkit-transform: perspective(1px) translateZ(0); 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.22 49184 104.18.10.207 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:58 UTC 27 OUT GET /bootstrap/4.0.0/css/bootstrap.min.css HTTP/1.1
Host: maxcdn.bootstrapcdn.com
Connection: keep-alive
Origin: https://eyecandylashcompany.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: style
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:59 UTC 27 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:59 GMT
Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 06/09/2022 14:01:47
CDN-EdgeStorageId: 756
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-Status: 200
CDN-ProxyVer: 1.02
CDN-RequestId: 7e1906d1cdbefbd57a6262b1abd6a503
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 72019
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 723fca8bbb3e9bc4-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400
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2022-07-01 14:21:59 UTC 28 IN Data Raw: 31 34 32 39 0d 0a 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 73 
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32 
30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 
30 31 31 2d 32 30 31 38 20 54 77 69 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 
72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 
62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6c 75 65 3a 23 30 30 
37 62 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31 30 
Data Ascii: 1429/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors * Copyright 
2011-2018 Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#0
07bff;--indigo:#6610

2022-07-01 14:21:59 UTC 29 IN Data Raw: 6c 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d 2d 77 68 69 74 65 3a 23 66 
66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d 
2d 70 72 69 6d 61 72 79 3a 23 30 30 37 62 66 66 3b 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 23 36 63 37 35 37 64 3b 2d 2d 
73 75 63 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b 2d 2d 77 61 72 6e 69 6e 
67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6c 69 67 68 74 3a 23 66 38 66 
39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d 2d 62 72 65 61 6b 70 6f 69 6e 74 2d 78 73 3a 30 3b 2d 2d 
62 72 65 61 6b 70 6f 69 6e 74 2d 73 6d 3a 35 37 36 70 78 3b 2d 2d 62 72 65 
Data Ascii: l:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secon
dary:#6c757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--
breakpoint-xs:0;--breakpoint-sm:576px;--bre

2022-07-01 14:21:59 UTC 30 IN Data Raw: 64 61 74 61 2d 6f 72 69 67 69 6e 61 6c 2d 74 69 74 6c 65 5d 2c 61 62 62 72 5b 74 69 74 6c 65 5d 7b 74 65 78 
74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 3b 2d 77 65 62 6b 69 74 2d 74 65 78 74 2d 64 65 63 6f 
72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 
75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6c 70 3b 62 6f 72 64 65 72 2d 62 6f 74 74 
6f 6d 3a 30 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 66 6f 6e 74 2d 73 74 79 
6c 65 3a 6e 6f 72 6d 61 6c 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 64 6c 2c 6f 6c 2c 75 6c 7b 
6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 
Data Ascii: data-original-title],abbr[title]{text-decoration:underline;-webkit-text-decoration:underline dotted;text-dec
oration:underline dotted;cursor:help;border-bottom:0}address{margin-bottom:1rem;font-style:normal;line-height:inherit}dl
,ol,ul{margin-top:0;margin-

2022-07-01 14:21:59 UTC 31 IN Data Raw: 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 7d 62 75 74 
74 6f 6e 3a 66 6f 63 75 73 7b 6f 75 74 6c 69 6e 65 3a 31 70 78 20 64 6f 74 74 65 64 3b 6f 75 74 6c 69 6e 65 3a 35 70 78 
20 61 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d 72 69 6e 67 2d 63 6f 6c 6f 72 7d 62 75 74 74 6f 6e 2c 69 6e 
70 75 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6c 65 63 74 2c 74 65 78 74 61 72 65 61 7b 6d 61 72 67 69 6e 3a 30 3b 66 6f 
6e 74 2d 66 61 6d 69 6c 79 3a 69 6e 68 65 72 69 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6c 69 6e 
65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 62 75 74 74 6f 6e 2c 69 6e 70 75 74 7b 6f 76 65 72 66 6c 6f 77 3a 76 
69 73 69 62 6c 65 7d 62 75 74 74 6f 6e 2c 73 65 6c 65 63 74 
Data Ascii: tom:.5rem}button{border-radius:0}button:focus{outline:1px dotted;outline:5px auto -webkit-focus-ring-color}b
utton,input,optgroup,select,textarea{margin:0;font-family:inherit;font-size:inherit;line-height:inherit}button,input{overflow:visi
ble}button,select

2022-07-01 14:21:59 UTC 33 IN Data Raw: 68 69 64 64 65 6e 5d 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 31 2c 2e 
68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2c 68 31 2c 68 32 2c 68 33 2c 68 34 2c 68 35 2c 68 36 7b 6d 61 
72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 69 6e 68 65 72 69 74 3b 66 6f 
6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 3b 63 6f 6c 6f 72 3a 69 6e 68 
65 72 69 74 7d 2e 68 31 2c 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 2e 35 72 65 6d 7d 2e 68 32 2c 68 32 7b 66 6f 6e 7
4 2d 73 69 7a 65 3a 32 72 65 6d 7d 2e 68 33 2c 68 33 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 37 35 72 65 6d 7d 2e 68 
34 2c 68 34 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 35 72 65 6d 7d 2e 
Data Ascii: hidden]{display:none!important}.h1,.h2,.h3,.h4,.h5,.h6,h1,h2,h3,h4,h5,h6{margin-bottom:.5rem;font-family:inh
erit;font-weight:500;line-height:1.2;color:inherit}.h1,h1{font-size:2.5rem}.h2,h2{font-size:2rem}.h3,h3{font-size:1.75re
m}.h4,h4{font-size:1.5rem}.

2022-07-01 14:21:59 UTC 33 IN Data Raw: 37 66 66 39 0d 0a 34 30 30 7d 2e 6d 61 72 6b 2c 6d 61 72 6b 7b 70 61 64 64 69 6e 67 3a 2e 32 65 6d 3b 62 
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 63 66 38 65 33 7d 2e 6c 69 73 74 2d 75 6e 73 74 79 6c 65 64 7b 
70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 3b 6c 69 73 74 2d 73 74 79 6c 65 3a 6e 6f 6e 65 7d 2e 6c 69 73 74 2d 69 6e 6
c 69 6e 65 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 3b 6c 69 73 74 2d 73 74 79 6c 65 3a 6e 6f 6e 65 7d 2e 6c 69 73 
74 2d 69 6e 6c 69 6e 65 2d 69 74 65 6d 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 2e 6c 69 73 
74 2d 69 6e 6c 69 6e 65 2d 69 74 65 6d 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 7b 6d 61 72 67 69 6e 2d 72 
69 67 68 74 3a 2e 35 72 65 6d 7d 2e 69 6e 69 74 69 61 6c 69 73 6d 7b 66 
Data Ascii: 7ff9400}.mark,mark{padding:.2em;background-color:#fcf8e3}.list-unstyled{padding-left:0;list-style:none}.list-
inline{padding-left:0;list-style:none}.list-inline-item{display:inline-block}.list-inline-item:not(:last-child){margin-right:.5re
m}.initialism{f

2022-07-01 14:21:59 UTC 35 IN Data Raw: 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 
65 72 7b 6d 61 78 2d 77 69 64 74 68 3a 37 32 30 70 78 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 39 
39 32 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 78 2d 77 69 64 74 68 3a 39 36 30 70 78 7d 7d 40 6d 65 64 69 
61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 63 6f 6e 74 61 69 6e 65 72 7b 6d 61 78 2d 77 69 64 
74 68 3a 31 31 34 30 70 78 7d 7d 2e 63 6f 6e 74 61 69 6e 65 72 2d 66 6c 75 69 64 7b 77 69 64 74 68 3a 31 30 30 25 3b 
70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 31 35 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 31 35 70 78 3b 6d 61 
72 67 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 3b 6d 61 72 67 69 6e 2d 6c 65 
Data Ascii: }}@media (min-width:768px){.container{max-width:720px}}@media (min-width:992px){.container{max-wid
th:960px}}@media (min-width:1200px){.container{max-width:1140px}}.container-fluid{width:100%;padding-right:15p
x;padding-left:15px;margin-right:auto;margin-le

2022-07-01 14:21:59 UTC 36 IN Data Raw: 68 3a 31 30 30 25 7d 2e 63 6f 6c 2d 61 75 74 6f 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 
2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 61 75 74 6f 3b 66 6c 65 78 3a 30 20 30 20 61 75 74 6f 3b 77 69 64 74 68 3a 61 
75 74 6f 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 7d 2e 63 6f 6c 2d 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 
65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 38 2e 33 33 33 33 33 33 25 3b 66 6c 65 78 3a 30 20 30 20 38 2e 
33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 32 7b 2d 77 65 62 
6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 
66 6c 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 
Data Ascii: h:100%}.col-auto{-webkit-box-flex:0;-ms-flex:0 0 auto;flex:0 0 auto;width:auto;max-width:none}.col-1{-webkit-
box-flex:0;-ms-flex:0 0 8.333333%;flex:0 0 8.333333%;max-width:8.333333%}.col-2{-webkit-box-flex:0;-ms-flex:0 0 
16.666667%;flex:0 0 16.666667%;max

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 37 IN Data Raw: 65 72 2d 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 33 3b 2d 6d 73 
2d 66 6c 65 78 2d 6f 72 64 65 72 3a 32 3b 6f 72 64 65 72 3a 32 7d 2e 6f 72 64 65 72 2d 33 7b 2d 77 65 62 6b 69 74 2d 
62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 34 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 33 3b 6f 72 64 
65 72 3a 33 7d 2e 6f 72 64 65 72 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 
35 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 34 3b 6f 72 64 65 72 3a 34 7d 2e 6f 72 64 65 72 2d 35 7b 2d 77 65 
62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 36 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 
35 3b 6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 36 7b 2d 77 
Data Ascii: er-2{-webkit-box-ordinal-group:3;-ms-flex-order:2;order:2}.order-3{-webkit-box-ordinal-group:4;-ms-flex-orde
r:3;order:3}.order-4{-webkit-box-ordinal-group:5;-ms-flex-order:4;order:4}.order-5{-webkit-box-ordinal-group:6;-ms-flex-
order:5;order:5}.order-6{-w

2022-07-01 14:21:59 UTC 39 IN Data Raw: 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 
3b 66 6c 65 78 3a 30 20 30 20 31 36 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 36 2e 36 36 36 36 36 
37 25 7d 2e 63 6f 6c 2d 73 6d 2d 33 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 
78 3a 30 20 30 20 32 35 25 3b 66 6c 65 78 3a 30 20 30 20 32 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 
6f 6c 2d 73 6d 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 
20 33 33 2e 33 33 33 33 33 33 25 3b 66 6c 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 
74 68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 73 6d 2d 35 7b 
Data Ascii: t-box-flex:0;-ms-flex:0 0 16.666667%;flex:0 0 16.666667%;max-width:16.666667%}.col-sm-3{-webkit-box-
flex:0;-ms-flex:0 0 25%;flex:0 0 25%;max-width:25%}.col-sm-4{-webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.33
3333%;max-width:33.333333%}.col-sm-5{

2022-07-01 14:21:59 UTC 40 IN Data Raw: 69 6e 61 6c 2d 67 72 6f 75 70 3a 35 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 34 3b 6f 72 64 65 72 3a 
34 7d 2e 6f 72 64 65 72 2d 73 6d 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 
36 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 35 3b 6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 73 6d 2d 36 7b 
2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 
65 72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 73 6d 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 
69 6e 61 6c 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 
72 64 65 72 2d 73 6d 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 
Data Ascii: inal-group:5;-ms-flex-order:4;order:4}.order-sm-5{-webkit-box-ordinal-group:6;-ms-flex-order:5;order:5}.order-
sm-6{-webkit-box-ordinal-group:7;-ms-flex-order:6;order:6}.order-sm-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;ord
er:7}.order-sm-8{-webkit-bo

2022-07-01 14:21:59 UTC 41 IN Data Raw: 78 2d 77 69 64 74 68 3a 31 36 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6d 64 2d 33 7b 2d 77 65 62 6b 69 74 
2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 32 35 25 3b 66 6c 65 78 3a 30 20 30 20 32 
35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6c 2d 6d 64 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 
66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 66 6c 65 78 3a 30 20 30 
20 33 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6d 
64 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 34 31 2e 
36 36 36 36 36 37 25 3b 66 6c 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 
Data Ascii: x-width:16.666667%}.col-md-3{-webkit-box-flex:0;-ms-flex:0 0 25%;flex:0 0 25%;max-width:25%}.col-md-4{-
webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-width:33.333333%}.col-md-5{-webkit-box-flex:0;-ms-
flex:0 0 41.666667%;flex:0 0 41.6666

2022-07-01 14:21:59 UTC 43 IN Data Raw: 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 36 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 35 3b 
6f 72 64 65 72 3a 35 7d 2e 6f 72 64 65 72 2d 6d 64 2d 36 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 
67 72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 
6d 64 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6c 
65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d 6d 64 2d 38 7b 2d 77 65 62 6b 69 74 2d 
62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 
65 72 3a 38 7d 2e 6f 72 64 65 72 2d 6d 64 2d 39 7b 2d 77 65 62 
Data Ascii: ox-ordinal-group:6;-ms-flex-order:5;order:5}.order-md-6{-webkit-box-ordinal-group:7;-ms-flex-order:6;order:6
}.order-md-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;order:7}.order-md-8{-webkit-box-ordinal-group:9;-ms-flex-order
:8;order:8}.order-md-9{-web

2022-07-01 14:21:59 UTC 44 IN Data Raw: 30 20 32 35 25 3b 66 6c 65 78 3a 30 20 30 20 32 35 25 3b 6d 61 78 2d 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 
6c 2d 6c 67 2d 34 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 
33 33 2e 33 33 33 33 33 33 25 3b 66 6c 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 
68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3
a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 66 6c 65 78 3a 30 20 30 20 34 31 2e 
36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 36 7b 
2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 
Data Ascii: 0 25%;flex:0 0 25%;max-width:25%}.col-lg-4{-webkit-box-flex:0;-ms-flex:0 0 33.333333%;flex:0 0 33.
333333%;max-width:33.333333%}.col-lg-5{-webkit-box-flex:0;-ms-flex:0 0 41.666667%;flex:0 0 41.666667%;max-widt
h:41.666667%}.col-lg-6{-webkit-box-flex:0;-ms-f

2022-07-01 14:21:59 UTC 45 IN Data Raw: 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 37 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 
64 65 72 3a 36 3b 6f 72 64 65 72 3a 36 7d 2e 6f 72 64 65 72 2d 6c 67 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 
64 69 6e 61 6c 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 
6f 72 64 65 72 2d 6c 67 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 39 3b 2d 
6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 64 65 72 3a 38 7d 2e 6f 72 64 65 72 2d 6c 67 2d 39 7b 2d 77 65 62 
6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 31 30 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 
39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 6c 67 
Data Ascii: bkit-box-ordinal-group:7;-ms-flex-order:6;order:6}.order-lg-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;o
rder:7}.order-lg-8{-webkit-box-ordinal-group:9;-ms-flex-order:8;order:8}.order-lg-9{-webkit-box-ordinal-group:10;-ms-flex-
order:9;order:9}.order-lg

2022-07-01 14:21:59 UTC 47 IN Data Raw: 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 33 33 2e 33 33 33 33 33 33 25 3b 66 6c 65 78 3a 30 20 
30 20 33 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 
78 6c 2d 35 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 34 31 2
e 36 36 36 36 36 37 25 3b 66 6c 65 78 3a 30 20 30 20 34 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 
34 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 78 6c 2d 36 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 
3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 35 30 25 3b 66 6c 65 78 3a 30 20 30 20 35 30 25 3b 6d 61 78 2d 77 69 64 74 
68 3a 35 30 25 7d 2e 63 6f 6c 2d 78 6c 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 
Data Ascii: x:0;-ms-flex:0 0 33.333333%;flex:0 0 33.333333%;max-width:33.333333%}.col-xl-5{-webkit-box-flex:0;-ms-
flex:0 0 41.666667%;flex:0 0 41.666667%;max-width:41.666667%}.col-xl-6{-webkit-box-flex:0;-ms-flex:0 0 50%;flex:0 0 
50%;max-width:50%}.col-xl-7{-webkit-b
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2022-07-01 14:21:59 UTC 48 IN Data Raw: 6c 2d 37 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 38 3b 2d 6d 73 2d 
66 6c 65 78 2d 6f 72 64 65 72 3a 37 3b 6f 72 64 65 72 3a 37 7d 2e 6f 72 64 65 72 2d 78 6c 2d 38 7b 2d 77 65 62 6b 69 74 
2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 39 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 38 3b 6f 72 
64 65 72 3a 38 7d 2e 6f 72 64 65 72 2d 78 6c 2d 39 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 
72 6f 75 70 3a 31 30 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 39 3b 6f 72 64 65 72 3a 39 7d 2e 6f 72 64 65 72 2d 
78 6c 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d 73 2d 
66 6c 65 78 2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 65 72 3a 31 
Data Ascii: l-7{-webkit-box-ordinal-group:8;-ms-flex-order:7;order:7}.order-xl-8{-webkit-box-ordinal-group:9;-ms-flex-or
der:8;order:8}.order-xl-9{-webkit-box-ordinal-group:10;-ms-flex-order:9;order:9}.order-xl-10{-webkit-box-ordinal-group:11;-
ms-flex-order:10;order:1

2022-07-01 14:21:59 UTC 49 IN Data Raw: 65 28 6f 64 64 29 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 
30 35 29 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 74 62 6f 64 79 20 74 72 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6c 65 2d 70 72 69 6d 61 72 
79 2c 2e 74 61 62 6c 65 2d 70 72 69 6d 61 72 79 3e 74 64 2c 2e 74 61 62 6c 65 2d 70 72 69 6d 61 72 79 3e 74 68 7b 62 
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 62 38 64 61 66 66 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 
62 6c 65 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 39 66 63 64 
66 66 7d 2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 6c 
Data Ascii: e(odd){background-color:rgba(0,0,0,.05)}.table-hover tbody tr:hover{background-color:rgba(0,0,0,.075)}.table-
primary,.table-primary>td,.table-primary>th{background-color:#b8daff}.table-hover .table-primary:hover{background-color
:#9fcdff}.table-hover .tabl

2022-07-01 14:21:59 UTC 51 IN Data Raw: 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 31 62 30 62 37 7d 2e 74 61 62 6c 65 2d 68 
6f 76 65 72 20 2e 74 61 62 6c 65 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 3e 74 64 2c 2e 74 61 62 6c 65 2d 68 6f 76 65 72 
20 2e 74 61 62 6c 65 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 
3a 23 66 31 62 30 62 37 7d 2e 74 61 62 6c 65 2d 6c 69 67 68 74 2c 2e 74 61 62 6c 65 2d 6c 69 67 68 74 3e 74 64 2c 2e 
74 61 62 6c 65 2d 6c 69 67 68 74 3e 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 64 66 64 66 65 7d 
2e 74 61 62 6c 65 2d 68 6f 76 65 72 20 2e 74 61 62 6c 65 2d 6c 69 67 68 74 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 23 65 63 65 63 66 36 7d 2e 74 61 
Data Ascii: er{background-color:#f1b0b7}.table-hover .table-danger:hover>td,.table-hover .table-danger:hover>t
h{background-color:#f1b0b7}.table-light,.table-light>td,.table-light>th{background-color:#fdfdfe}.table-hover .table-lig
ht:hover{background-color:#ececf6}.ta

2022-07-01 14:21:59 UTC 52 IN Data Raw: 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6c 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 
76 65 72 66 6c 6f 77 2d 73 63 72 6f 6c 6c 69 6e 67 3a 74 6f 75 63 68 3b 2d 6d 73 2d 6f 76 65 72 66 6c 6f 77 2d 73 74 79 
6c 65 3a 2d 6d 73 2d 61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6c 6c 62 61 72 7d 2e 74 61 62 6c 65 2d 72 65 73 70 6f 
6e 73 69 76 65 2d 73 6d 3e 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 7b 62 6f 72 64 65 72 3a 30 7d 7d 40 6d 65 64 
69 61 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 36 37 2e 39 38 70 78 29 7b 2e 74 61 62 6c 65 2d 72 65 73 70 6f 6e 73 69 
76 65 2d 6d 64 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6c 6f 77 2d 
78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66 6c 
Data Ascii: width:100%;overflow-x:auto;-webkit-overflow-scrolling:touch;-ms-overflow-style:-ms-autohiding-scrollbar}.table-
responsive-sm>.table-bordered{border:0}}@media (max-width:767.98px){.table-responsive-md{display:block;widt
h:100%;overflow-x:auto;-webkit-overfl

2022-07-01 14:21:59 UTC 53 IN Data Raw: 65 72 2d 63 6f 6c 6f 72 3a 23 38 30 62 64 66 66 3b 6f 75 74 6c 69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 
77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2c 32 35 35 2c 2e 32 35 29 7d 2e 66 6f 72 6d 
2d 63 6f 6e 74 72 6f 6c 3a 3a 2d 77 65 62 6b 69 74 2d 69 6e 70 75 74 2d 70 6c 61 63 65 68 6f 6c 64 65 72 7b 63 6f 6c 6f 
72 3a 23 36 63 37 35 37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 3a 3a 2d 6d 6f 7a 2d 
70 6c 61 63 65 68 6f 6c 64 65 72 7b 63 6f 6c 6f 72 3a 23 36 63 37 35 37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 
6d 2d 63 6f 6e 74 72 6f 6c 3a 2d 6d 73 2d 69 6e 70 75 74 2d 70 6c 61 63 65 68 6f 6c 64 65 72 7b 63 6f 6c 6f 72 3a 23 36 
63 37 35 37 64 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 66 6f 72 
Data Ascii: er-color:#80bdff;outline:0;box-shadow:0 0 0 .2rem rgba(0,123,255,.25)}.form-control::-webkit-input-placehold
er{color:#6c757d;opacity:1}.form-control::-moz-placeholder{color:#6c757d;opacity:1}.form-control:-ms-input-placeholder{c
olor:#6c757d;opacity:1}.for

2022-07-01 14:21:59 UTC 55 IN Data Raw: 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 70 
6c 61 69 6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6c 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 
75 70 2d 61 70 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 70 6c 61 69 6e 74 65 78 74 2e 69 6e 70 75 74 2d 
67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6c 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 
70 72 65 70 65 6e 64 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 70 6c 61 69 6e 74 65 78 74 2e 62 74 6e 2c 2e 69 6e 70 
75 74 2d 67 72 6f 75 70 2d 6c 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 66 6f 72 6d 2d 
63 6f 6e 74 72 6f 6c 2d 70 6c 61 69 6e 74 65 78 74 2e 69 6e 70 
Data Ascii: >.input-group-append>.form-control-plaintext.btn,.input-group-lg>.input-group-append>.form-control-plaintext
.input-group-text,.input-group-lg>.input-group-prepend>.form-control-plaintext.btn,.input-group-lg>.input-group-prepend>
.form-control-plaintext.inp

2022-07-01 14:21:59 UTC 56 IN Data Raw: 28 5b 73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6c 74 69 70 6c 65 5d 29 7b 68 65 69 67 68 74 3a 63 61 6c 63 
28 31 2e 38 31 32 35 72 65 6d 20 2b 20 32 70 78 29 7d 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 6c 67 2c 2e 69 6e 70 75 
74 2d 67 72 6f 75 70 2d 6c 67 3e 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6c 67 
3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 
6c 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 
74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6c 67 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2
e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6c 67 3e 2e 
Data Ascii: ([size]):not([multiple]){height:calc(1.8125rem + 2px)}.form-control-lg,.input-group-lg>.form-control,.input-group-
lg>.input-group-append>.btn,.input-group-lg>.input-group-append>.input-group-text,.input-group-lg>.input-group-pre
pend>.btn,.input-group-lg>.

2022-07-01 14:21:59 UTC 57 IN Data Raw: 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 69 6e 6c 69 6e 65 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 
6d 73 2d 69 6e 6c 69 6e 65 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 66 6c 65 78 3b 2d 
77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 6
3 65 6e 74 65 72 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 
30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 37 35 72 65 6d 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 6c 69 6e 
65 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 7b 70 6f 73 69 74 69 6f 6e 3a 73 74 61 74 69 63 3b 6d 61 72 
67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 33 
Data Ascii: isplay:-webkit-inline-box;display:-ms-inline-flexbox;display:inline-flex;-webkit-box-align:center;-ms-flex-a
lign:center;align-items:center;padding-left:0;margin-right:.75rem}.form-check-inline .form-check-input{position:static;m
argin-top:0;margin-right:.3
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2022-07-01 14:21:59 UTC 59 IN Data Raw: 76 61 6c 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6c 61 62 65 6c 7b 63 6f 6c 6f 72 3a 23 32 38 61 37 34 
35 7d 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 66 65 65 
64 62 61 63 6b 2c 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6c 69 64 7e 2e 76 61 6c 69 64 
2d 74 6f 6f 6c 74 69 70 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 
74 3a 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 
2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 3a 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 74 6f 6f 6c 74 69 70 7b 64 
69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 63 
Data Ascii: valid~.form-check-label{color:#28a745}.form-check-input.is-valid~.valid-feedback,.form-check-input.is-valid~
.valid-tooltip,.was-validated .form-check-input:valid~.valid-feedback,.was-validated .form-check-input:valid~.valid-tool
tip{display:block}.custom-c

2022-07-01 14:21:59 UTC 60 IN Data Raw: 2d 66 69 6c 65 2d 6c 61 62 65 6c 3a 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 69 6e 68 
65 72 69 74 7d 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6c 69 64 7e 2e 76 61 6c 69 64 
2d 66 65 65 64 62 61 63 6b 2c 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6c 69 64 7e 2e 
76 61 6c 69 64 2d 74 6f 6f 6c 74 69 70 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6c 
65 2d 69 6e 70 75 74 3a 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6c 69 
64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 3a 76 61 6c 69 64 7e 2e 76 61 6c 69 64 2d 74 
6f 6f 6c 74 69 70 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 2e 63 
Data Ascii: -file-label::before{border-color:inherit}.custom-file-input.is-valid~.valid-feedback,.custom-file-input.is-valid~.vali
d-tooltip,.was-validated .custom-file-input:valid~.valid-feedback,.was-validated .custom-file-input:valid~.valid-tooltip
{display:block}.c

2022-07-01 14:21:59 UTC 61 IN Data Raw: 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 3a 69 6e 76 61 6c 69 64 7e 2e 69 6e 76 61 6c 69 64 2d 66 
65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 3a 69 6e 76 
61 6c 69 64 7e 2e 69 6e 76 61 6c 69 64 2d 74 6f 6f 6c 74 69 70 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 7d 2e 66 6f 72 
6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6c 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6c 61 
62 65 6c 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 3a 69 6e 
76 61 6c 69 64 7e 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 6c 61 62 65 6c 7b 63 6f 6c 6f 72 3a 23 64 63 33 35 34 35 7d 2e 66 
6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 
Data Ascii: ted .form-control:invalid~.invalid-feedback,.was-validated .form-control:invalid~.invalid-tooltip{display:bl
ock}.form-check-input.is-invalid~.form-check-label,.was-validated .form-check-input:invalid~.form-check-label{color:#dc3
545}.form-check-input.is-in

2022-07-01 14:21:59 UTC 63 IN Data Raw: 30 2c 35 33 2c 36 39 2c 2e 32 35 29 7d 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 2e 69 73 2d 69 
6e 76 61 6c 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 6c 61 62 65 6c 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 
64 20 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6c 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 
6c 65 2d 6c 61 62 65 6c 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 64 63 33 35 34 35 7d 2e 63 75 73 74 6f 6d 2d 66 69 
6c 65 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6c 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 6c 61 62 65 6c 3a 3
a 62 65 66 6f 72 65 2c 2e 77 61 73 2d 76 61 6c 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 2d 69 6e 70 75 
74 3a 69 6e 76 61 6c 69 64 7e 2e 63 75 73 74 6f 6d 2d 66 69 6c 65 
Data Ascii: 0,53,69,.25)}.custom-file-input.is-invalid~.custom-file-label,.was-validated .custom-file-input:invalid~.custom-
file-label{border-color:#dc3545}.custom-file-input.is-invalid~.custom-file-label::before,.was-validated .custom-file-input:inv
alid~.custom-file

2022-07-01 14:21:59 UTC 64 IN Data Raw: 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6c 3b 2d 6d 73 2d 66 6c 65 78 2d 66 6c 6f 77 3a 72 6f 77 
20 77 72 61 70 3b 66 6c 65 78 2d 66 6c 6f 77 3a 72 6f 77 20 77 72 61 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 
69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6c 69 67 6e 2d 
69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 
65 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 77 69 64 
74 68 3a 61 75 74 6f 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 7d 2e 66 6f 72 6d 2d 69 6e 6c 6
9 6e 65 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2d 70 6c 61 69 
Data Ascii: x-direction:normal;-ms-flex-flow:row wrap;flex-flow:row wrap;-webkit-box-align:center;-ms-flex-align:center;
align-items:center;margin-bottom:0}.form-inline .form-control{display:inline-block;width:auto;vertical-align:middle}.form-
inline .form-control-plai

2022-07-01 14:21:59 UTC 65 IN Data Raw: 38 30 30 30 0d 0a 6f 75 74 7d 2e 62 74 6e 3a 66 6f 63 75 73 2c 2e 62 74 6e 3a 68 6f 76 65 72 7b 74 65 78 74 
2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 7d 2e 62 74 6e 2e 66 6f 63 75 73 2c 2e 62 74 6e 3a 66 6f 63 75 73 7b 6f 
75 74 6c 69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 
31 32 33 2c 32 35 35 2c 2e 32 35 29 7d 2e 62 74 6e 2e 64 69 73 61 62 6c 65 64 2c 2e 62 74 6e 3a 64 69 73 61 62 6c 65 
64 7b 6f 70 61 63 69 74 79 3a 2e 36 35 7d 2e 62 74 6e 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 6
4 69 73 61 62 6c 65 64 29 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 62 74 6e 3a 6e 6f 74 28 3a 64 69 73 61 62 
6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 
Data Ascii: 8000out}.btn:focus,.btn:hover{text-decoration:none}.btn.focus,.btn:focus{outline:0;box-shadow:0 0 0 .2rem rg
ba(0,123,255,.25)}.btn.disabled,.btn:disabled{opacity:.65}.btn:not(:disabled):not(.disabled){cursor:pointer}.btn:not(:di
sabled):not(.disabled).ac

2022-07-01 14:21:59 UTC 67 IN Data Raw: 72 79 3a 64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 23 36 63 37 35 37 64 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 73 65 
63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 
74 69 76 65 2c 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 
64 69 73 61 62 6c 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 73 65 63 6f 6e 64 61 72 79 2e 64 
72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 
72 3a 23 35 34 35 62 36 32 3b 62 6f 72 64 65 72 2d 63 6f 
Data Ascii: ry:disabled{color:#fff;background-color:#6c757d;border-color:#6c757d}.btn-secondary:not(:disabled):not(.disa
bled).active,.btn-secondary:not(:disabled):not(.disabled):active,.show>.btn-secondary.dropdown-toggle{color:#fff;backgro
und-color:#545b62;border-co

2022-07-01 14:21:59 UTC 68 IN Data Raw: 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 33 2c 31 36 32 2c 31 38 34 2c 2e 35 29 7d 2e 62 74 6e 2d 
69 6e 66 6f 2e 64 69 73 61 62 6c 65 64 2c 2e 62 74 6e 2d 69 6e 66 6f 3a 64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 
66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 31 37 61 32 62 38 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 
72 3a 23 31 37 61 32 62 38 7d 2e 62 74 6e 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 
2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 6
5 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 69 6e 66 
6f 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 7b 63 6f 6c 6f 
Data Ascii: 0 0 .2rem rgba(23,162,184,.5)}.btn-info.disabled,.btn-info:disabled{color:#fff;background-color:#17a2b8;border-
color:#17a2b8}.btn-info:not(:disabled):not(.disabled).active,.btn-info:not(:disabled):not(.disabled):active,.show>.btn-
info.dropdown-toggle{colo
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2022-07-01 14:21:59 UTC 69 IN Data Raw: 2d 64 61 6e 67 65 72 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 7b 62 6f 78 2d 
73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 35 29 7d 2e 
62 74 6e 2d 64 61 6e 67 65 72 2e 64 69 73 61 62 6c 65 64 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 64 69 73 61 62 6c 65 
64 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 64 63 33 35 34 35 3b 62 6f 
72 64 65 72 2d 63 6f 6c 6f 72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 64 61 6e 67 65 72 3a 6e 6f 74 28 3a 64 69 73 6
1 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 64 61 6e 67 65 72 
3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 
Data Ascii: -danger.focus,.btn-danger:focus{box-shadow:0 0 0 .2rem rgba(220,53,69,.5)}.btn-danger.disabled,.btn-
danger:disabled{color:#fff;background-color:#dc3545;border-color:#dc3545}.btn-danger:not(:disabled):not(.disabled).act
ive,.btn-danger:not(:disabled):not(.d

2022-07-01 14:21:59 UTC 71 IN Data Raw: 72 3a 23 32 33 32 37 32 62 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 31 64 32 31 32 34 7d 2e 62 74 6e 2d 
64 61 72 6b 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 64 61 72 6b 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 
30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 35 32 2c 35 38 2c 36 34 2c 2e 35 29 7d 2e 62 74 6e 2d 64 61 72 6b 2e 64 
69 73 61 62 6c 65 64 2c 2e 62 74 6e 2d 64 61 72 6b 3a 64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 
61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 33 34 33 61 34 30 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 33 34 
33 61 34 30 7d 2e 62 74 6e 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 6
2 6c 65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 64 61 72 6b 
Data Ascii: r:#23272b;border-color:#1d2124}.btn-dark.focus,.btn-dark:focus{box-shadow:0 0 0 .2rem rgba(52,58,6
4,.5)}.btn-dark.disabled,.btn-dark:disabled{color:#fff;background-color:#343a40;border-color:#343a40}.btn-dark:not(:disa
bled):not(.disabled).active,.btn-dark

2022-07-01 14:21:59 UTC 72 IN Data Raw: 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2c 32 35 35 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 
73 65 63 6f 6e 64 61 72 79 7b 63 6f 6c 6f 72 3a 23 36 63 37 35 37 64 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 
3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 
65 72 2d 63 6f 6c 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 
68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 36 63 37 35 37 
64 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 36 63 37 35 37 64 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 73 65 63 6f 
6e 64 61 72 79 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 
Data Ascii: rem rgba(0,123,255,.5)}.btn-outline-secondary{color:#6c757d;background-color:transparent;background-
image:none;border-color:#6c757d}.btn-outline-secondary:hover{color:#fff;background-color:#6c757d;border-colo
r:#6c757d}.btn-outline-secondary.focus,.btn-out

2022-07-01 14:21:59 UTC 73 IN Data Raw: 62 6c 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 73 75 63 63 
65 73 73 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 32 38 61 37 34 35 7d 2e 62 74 
6e 2d 6f 75 74 6c 69 6e 65 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 
73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 73 75 63 63 65 
73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 3a 61 63 74 69 76 65 
3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 
Data Ascii: bled):active,.show>.btn-outline-success.dropdown-toggle{color:#fff;background-color:#28a745;border-
color:#28a745}.btn-outline-success:not(:disabled):not(.disabled).active:focus,.btn-outline-success:not(:disabled):not(.
disabled):active:focus,.show>.btn-out

2022-07-01 14:21:59 UTC 75 IN Data Raw: 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 35 35 2c 31 39 
33 2c 37 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 77 61 72 6e 69 6e 67 2e 64 69 73 61 62 6c 65 64 2c 2e 
62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 64 69 73 61 62 6c 65 64 7b 63 6f 6c 6f 72 3a 23 66 66 63 31 
30 37 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75 74 
6c 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 
65 64 29 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 7
3 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 
Data Ascii: s{box-shadow:0 0 0 .2rem rgba(255,193,7,.5)}.btn-outline-warning.disabled,.btn-outline-warning:disabled{colo
r:#ffc107;background-color:transparent}.btn-outline-warning:not(:disabled):not(.disabled).active,.btn-outline-warning:no
t(:disabled):not(.disabled)

2022-07-01 14:21:59 UTC 76 IN Data Raw: 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 
74 6c 69 6e 65 2d 6c 69 67 68 74 7b 63 6f 6c 6f 72 3a 23 66 38 66 39 66 61 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 
6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 
64 65 72 2d 63 6f 6c 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 6c 69 67 68 74 3a 68 6f 76 
65 72 7b 63 6f 6c 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 38 66 39 66 
61 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 38 66 39 66 61 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 6c 69 67 68 
74 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6c 69 6e 
Data Ascii: 0 0 .2rem rgba(220,53,69,.5)}.btn-outline-light{color:#f8f9fa;background-color:transparent;background-image:
none;border-color:#f8f9fa}.btn-outline-light:hover{color:#212529;background-color:#f8f9fa;border-color:#f8f9fa}.btn-outl
ine-light.focus,.btn-outlin

2022-07-01 14:21:59 UTC 77 IN Data Raw: 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 33 34 33 61 34 30 3b 62 6f 72 64 65 72 2d 63 
6f 6c 6f 72 3a 23 33 34 33 61 34 30 7d 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 
62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 
75 74 6c 69 6e 65 2d 64 61 72 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 
64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6c 69 6e 65 2d 64 61 72 6b 2e 
64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 
32 72 65 6d 20 72 67 62 61 28 35 32 2c 35 38 2c 36 34 2c 2e 
Data Ascii: ff;background-color:#343a40;border-color:#343a40}.btn-outline-dark:not(:disabled):not(.disabled).active:focu
s,.btn-outline-dark:not(:disabled):not(.disabled):active:focus,.show>.btn-outline-dark.dropdown-toggle:focus{box-shadow:0 
0 0 .2rem rgba(52,58,64,.

2022-07-01 14:21:59 UTC 79 IN Data Raw: 2d 61 6c 69 67 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 
2e 33 65 6d 20 73 6f 6c 69 64 3b 62 6f 72 64 65 72 2d 72 69 67 68 74 3a 2e 33 65 6d 20 73 6f 6c 69 64 20 74 72 61 6e 73 
70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 3b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 2e 33 65 6d 20 
73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 3a 65 6d 70 74 79 
3a 3a 61 66 74 65 72 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 70 6f 73 
69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 70 3a 31 30 30 25 3b 6c 65 66 74 3a 30 3b 7a 2d 69 6e 64 65 78 3a 31 
30 30 30 3b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 3b 66 6c 
Data Ascii: -align:.255em;content:"";border-top:.3em solid;border-right:.3em solid transparent;border-bottom:0;border-le
ft:.3em solid transparent}.dropdown-toggle:empty::after{margin-left:0}.dropdown-menu{position:absolute;top:100%;left:0;z-
index:1000;display:none;fl
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2022-07-01 14:21:59 UTC 80 IN Data Raw: 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 7d 2e 64 72 6f 70 6c 65 66 74 20 2e 64 72 6f 70 64 
6f 77 6e 2d 74 6f 67 67 6c 65 3a 3a 61 66 74 65 72 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 2e 64 72 6f 70 6c 65 66 74 
20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 3a 3a 62 65 66 6f 72 65 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 
2d 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 30 3b 68 65 69 67 68 74 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2e 32 
35 35 65 6d 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 2e 32 35 35 65 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 
6f 72 64 65 72 2d 74 6f 70 3a 2e 33 65 6d 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 
72 69 67 68 74 3a 2e 33 65 6d 20 73 6f 6c 69 64 3b 62 6f 72 64 
Data Ascii: n:.255em;content:""}.dropleft .dropdown-toggle::after{display:none}.dropleft .dropdown-toggle::before{displa
y:inline-block;width:0;height:0;margin-right:.255em;vertical-align:.255em;content:"";border-top:.3em solid transparent;b
order-right:.3em solid;bord

2022-07-01 14:21:59 UTC 81 IN Data Raw: 6f 75 70 2d 76 65 72 74 69 63 61 6c 3e 2e 62 74 6e 3a 68 6f 76 65 72 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 
62 74 6e 3a 68 6f 76 65 72 7b 7a 2d 69 6e 64 65 78 3a 31 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6c 
3e 2e 62 74 6e 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6c 3e 2e 62 74 6e 3a 61 
63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 6c 3e 2e 62 74 6e 3a 66 6f 63 75 73 2c 2e 62 7
4 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 2e 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 61 63 74 
69 76 65 2c 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 66 6f 63 75 73 7b 7a 2d 69 6e 64 65 78 3a 31 7d 2e 62 74 
6e 2d 67 72 6f 75 70 20 2e 62 74 6e 2b 2e 62 74 6e 2c 2e 62 74 6e 2d 
Data Ascii: oup-vertical>.btn:hover,.btn-group>.btn:hover{z-index:1}.btn-group-vertical>.btn.active,.btn-group-vertical>
.btn:active,.btn-group-vertical>.btn:focus,.btn-group>.btn.active,.btn-group>.btn:active,.btn-group>.btn:focus{z-index:1
}.btn-group .btn+.btn,.btn-

2022-07-01 14:21:59 UTC 85 IN Data Raw: 70 72 65 70 65 6e 64 7b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 
2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 
70 70 65 6e 64 20 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 20 2e 62 74 6e 7b 70 6f 
73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 7a 2d 69 6e 64 65 78 3a 32 7d 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6
1 70 70 65 6e 64 20 2e 62 74 6e 2b 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 64 20 2e 62 
74 6e 2b 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 70 70 65 6e 
64 20 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2b 2e 62 74 6e 
Data Ascii: prepend{display:-webkit-box;display:-ms-flexbox;display:flex}.input-group-append .btn,.input-group-prepend .
btn{position:relative;z-index:2}.input-group-append .btn+.btn,.input-group-append .btn+.input-group-text,.input-group-ap
pend .input-group-text+.btn

2022-07-01 14:21:59 UTC 90 IN Data Raw: 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 3a 63 68 65 63 6b 65 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 
2d 6c 61 62 65 6c 3a 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 30 30 37 62 66 66 7d 
2e 63 75 73 74 6f 6d 2d 72 61 64 69 6f 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 69 6e 70 75 74 3a 63 68 65 63 
6b 65 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6c 2d 6c 61 62 65 6c 3a 3a 61 66 74 65 72 7b 62 61 63 6b 67 72 6f 
75 6e 64 2d 69 6d 61 67 65 3a 75 72 6c 28 22 64 61 74 61 3a 69 6d 61 67 65 2f 73 76 67 2b 78 6d 6c 3b 63 68 61 72 73 
65 74 3d 75 74 66 38 2c 25 33 43 73 76 67 20 78 6d 6c 6e 73 3d 27 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 
32 30 30 30 2f 73 76 67 27 20 76 69 65 77 42 6f 78 3d 27 2d 
Data Ascii: ontrol-input:checked~.custom-control-label::before{background-color:#007bff}.custom-radio .custom-control-in
put:checked~.custom-control-label::after{background-image:url("data:image/svg+xml;charset=utf8,%3Csvg xmlns='h
ttp://www.w3.org/2000/svg' viewBox='-

2022-07-01 14:21:59 UTC 94 IN Data Raw: 77 72 61 70 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c 
65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 2d 77 65 62 
6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3a 6a 75 73 74 
69 66 79 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 7d 2e 6e 61 76 62 
61 72 2d 62 72 61 6e 64 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 2d 74 
6f 70 3a 2e 33 31 32 35 72 65 6d 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 2e 33 31 32 35 72 65 6d 3b 6d 61 72 
67 69 6e 2d 72 69 67 68 74 3a 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 
Data Ascii: wrap;-webkit-box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:justify;-ms-flex-pac
k:justify;justify-content:space-between}.navbar-brand{display:inline-block;padding-top:.3125rem;padding-bottom
:.3125rem;margin-right:1rem;font-size

2022-07-01 14:21:59 UTC 97 IN Data Raw: 38 30 30 30 0d 0a 67 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 
6c 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6c 3b 2d 6d 73 2d 66 6c 65 78 2d 
66 6c 6f 77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 66 6c 65 78 2d 66 6c 6f 77 3a 72 6f 77 20 6e 6f 77 72 61 70 3b 2d 77 65 
62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 
3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6c 65 78 2d 73 74 61 72 74 7d 2e 6e 61 76 62 61 72 2d 65 78 70 
61 6e 64 2d 6c 67 20 2e 6e 61 76 62 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6
f 72 69 7a 6f 6e 74 61 6c 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 
Data Ascii: 8000g{-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-flow:row nowrap;flex-flow:row nowr
ap;-webkit-box-pack:start;-ms-flex-pack:start;justify-content:flex-start}.navbar-expand-lg .navbar-nav{-webkit-box-orien
t:horizontal;-webkit-box-

2022-07-01 14:21:59 UTC 101 IN Data Raw: 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6c 69 6e 6b 3a 66 6f 63 
75 73 2c 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6c 69 6e 6b 3a 68 
6f 76 65 72 7b 63 6f 6c 6f 72 3a 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 37 35 29 7d 2e 6e 61 76 62 61 72 
2d 64 61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6c 69 6e 6b 2e 64 69 73 61 62 6c 65 64 7b 63 6f 
6c 6f 72 3a 72 67 62 61 28 32 35 35 2c 32 35 35 2c 32 35 35 2c 2e 32 35 29 7d 2e 6e 61 76 62 61 72 2d 64 61 72 6b 20 2
e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 61 63 74 69 76 65 3e 2e 6e 61 76 2d 6c 69 6e 6b 2c 2e 6e 61 76 62 61 72 2d 64 
61 72 6b 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 6e 61 76 2d 6c 69 
Data Ascii: avbar-dark .navbar-nav .nav-link:focus,.navbar-dark .navbar-nav .nav-link:hover{color:rgba(255,255,255,.75)}
.navbar-dark .navbar-nav .nav-link.disabled{color:rgba(255,255,255,.25)}.navbar-dark .navbar-nav .active>.nav-link,.navb
ar-dark .navbar-nav .nav-li

2022-07-01 14:21:59 UTC 106 IN Data Raw: 69 75 73 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6c 61 73 74 2d 63 68 69 6c 64 7b 62 
6f 72 64 65 72 2d 74 6f 70 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 
66 74 2d 72 61 64 69 75 73 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6c 61 73 74 2d 63 68 69 6c 
64 20 2e 63 61 72 64 2d 68 65 61 64 65 72 2c 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6c 61 73 74 2d 63 
68 69 6c 64 20 2e 63 61 72 64 2d 69 6d 67 2d 74 6f 70 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 6c 65 66 74 2d 72 61 64 69 75 
73 3a 30 7d 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 72 64 3a 6c 61 73 74 2d 63 68 69 6c 64 20 2e 63 61 72 64 2d 6
6 6f 6f 74 65 72 2c 2e 63 61 72 64 2d 67 72 6f 75 70 3e 2e 63 61 
Data Ascii: ius:0}.card-group>.card:last-child{border-top-left-radius:0;border-bottom-left-radius:0}.card-group>.card:last-
child .card-header,.card-group>.card:last-child .card-img-top{border-top-left-radius:0}.card-group>.card:last-child .card-
footer,.card-group>.ca
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2022-07-01 14:21:59 UTC 110 IN Data Raw: 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 31 37 61 32 62 38 7d 2e 62 61 
64 67 65 2d 69 6e 66 6f 5b 68 72 65 66 5d 3a 66 6f 63 75 73 2c 2e 62 61 64 67 65 2d 69 6e 66 6f 5b 68 72 65 66 5d 3a 
68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 
63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 31 31 37 61 38 62 7d 2e 62 61 64 67 65 2d 77 61 72 6e 69 6e 67 7b 63 6f 
6c 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 63 31 30 37 7d 2e 62 61 
64 67 65 2d 77 61 72 6e 69 6e 67 5b 68 72 65 66 5d 3a 66 6f 63 75 73 2c 2e 62 61 64 67 65 2d 77 61 72 6e 69 6e 67 5b 
68 72 65 66 5d 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 32 31 
Data Ascii: or:#fff;background-color:#17a2b8}.badge-info[href]:focus,.badge-info[href]:hover{color:#fff;text-decoration:
none;background-color:#117a8b}.badge-warning{color:#212529;background-color:#ffc107}.badge-warning[href]:focus
,.badge-warning[href]:hover{color:#21

2022-07-01 14:21:59 UTC 114 IN Data Raw: 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 
3a 2e 37 35 72 65 6d 20 31 2e 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 31 70 78 3b 62 61 63 6b 
67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 72 67 62 61 28 
30 2c 30 2c 30 2c 2e 31 32 35 29 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 3a 66 69 72 73 74 2d 63 68 69 6c 
64 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 74 
6f 70 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 7d 2e 6c 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 3
a 6c 61 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 69 6e 2d 62 6f 74 
Data Ascii: ition:relative;display:block;padding:.75rem 1.25rem;margin-bottom:-1px;background-color:#fff;border:1px solid 
rgba(0,0,0,.125)}.list-group-item:first-child{border-top-left-radius:.25rem;border-top-right-radius:.25rem}.list-group-item:last-
child{margin-bot

2022-07-01 14:21:59 UTC 118 IN Data Raw: 65 28 30 2c 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 28 30 2c 30 29 7d 2e 6d 6f 64 
61 6c 2d 64 69 61 6c 6f 67 2d 63 65 6e 74 65 72 65 64 7b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 
64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 2d 77 65 62 6b 69 
74 2d 62 6f 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 7
2 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 63 61 6c 63 28 31 30 
30 25 20 2d 20 28 2e 35 72 65 6d 20 2a 20 32 29 29 7d 2e 6d 6f 64 61 6c 2d 63 6f 6e 74 65 6e 74 7b 70 6f 73 69 74 69 6f 
6e 3a 72 65 6c 61 74 69 76 65 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 
Data Ascii: e(0,0);transform:translate(0,0)}.modal-dialog-centered{display:-webkit-box;display:-ms-flexbox;display:flex;-
webkit-box-align:center;-ms-flex-align:center;align-items:center;min-height:calc(100% - (.5rem * 2))}.modal-content{pos
ition:relative;display:-web

2022-07-01 14:21:59 UTC 122 IN Data Raw: 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 74 65 78 74 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 3b 74 65 78 74 
2d 74 72 61 6e 73 66 6f 72 6d 3a 6e 6f 6e 65 3b 6c 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6c 3b 77 6f 
72 64 2d 62 72 65 61 6b 3a 6e 6f 72 6d 61 6c 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6c 3b 77 68 69 
74 65 2d 73 70 61 63 65 3a 6e 6f 72 6d 61 6c 3b 6c 69 6e 65 2d 62 72 65 61 6b 3a 61 75 74 6f 3b 66 6f 6e 74 2d 73 69 7a 
65 3a 2e 38 37 35 72 65 6d 3b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6c 69 70 3a 70 61 64 64 69 6e 67 2d 62 6f 
78 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 72 67 
Data Ascii: ecoration:none;text-shadow:none;text-transform:none;letter-spacing:normal;word-break:normal;word-s
pacing:normal;white-space:normal;line-break:auto;font-size:.875rem;word-wrap:break-word;background-color:#fff;
background-clip:padding-box;border:1px solid rg

2022-07-01 14:21:59 UTC 126 IN Data Raw: 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 58 28 30 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 
6e 73 6c 61 74 65 58 28 30 29 7d 40 73 75 70 70 6f 72 74 73 20 28 28 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 
6d 2d 73 74 79 6c 65 3a 70 72 65 73 65 72 76 65 2d 33 64 29 20 6f 72 20 28 74 72 61 6e 73 66 6f 72 6d 2d 73 74 79 6c 
65 3a 70 72 65 73 65 72 76 65 2d 33 64 29 29 7b 2e 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 6e 65 78 74 2e 63 61 72 
6f 75 73 65 6c 2d 69 74 65 6d 2d 6c 65 66 74 2c 2e 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 70 72 65 76 2e 63 61 72 6f 
75 73 65 6c 2d 69 74 65 6d 2d 72 69 67 68 74 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 
6c 61 74 65 33 64 28 30 2c 30 2c 30 29 3b 74 72 61 6e 73 66 6f 72 6d 
Data Ascii: ransform:translateX(0);transform:translateX(0)}@supports ((-webkit-transform-style:preserve-3d) or (transform-
style:preserve-3d)){.carousel-item-next.carousel-item-left,.carousel-item-prev.carousel-item-right{-webkit-transform:t
ranslate3d(0,0,0);transform

2022-07-01 14:21:59 UTC 129 IN Data Raw: 38 30 30 30 0d 0a 6f 74 74 6f 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 74 65 78 74 2d 62 6f 
74 74 6f 6d 7b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 74 65 78 74 2d 62 6f 74 74 6f 6d 21 69 6d 70 6f 72 74 61 6e 
74 7d 2e 61 6c 69 67 6e 2d 74 65 78 74 2d 74 6f 70 7b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 74 65 78 74 2d 74 
6f 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 67 2d 70 72 69 6d 61 72 79 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 
72 3a 23 30 30 37 62 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 61 2e 62 67 2d 70 72 69 6d 61 72 79 3a 66 6f 63 75 73 2c 
61 2e 62 67 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 2c 62 75 74 74 6f 6e 2e 62 67 2d 70 72 69 6d 61 72 79 3a 66 6f 63 
75 73 2c 62 75 74 74 6f 6e 2e 62 67 2d 70 72 69 6d 61 72 79 3a 
Data Ascii: 8000ottom!important}.align-text-bottom{vertical-align:text-bottom!important}.align-text-top{vertical-align:text-
top!important}.bg-primary{background-color:#007bff!important}a.bg-primary:focus,a.bg-primary:hover,button.bg-primary
:focus,button.bg-primary:

2022-07-01 14:21:59 UTC 133 IN Data Raw: 74 61 62 6c 65 2d 63 65 6c 6c 7b 64 69 73 70 6c 61 79 3a 74 61 62 6c 65 2d 63 65 6c 6c 21 69 6d 70 6f 72 74 
61 6e 74 7d 2e 64 2d 6d 64 2d 66 6c 65 78 7b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 21 69 6d 70 6f 
72 74 61 6e 74 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 
70 6c 61 79 3a 66 6c 65 78 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 64 2d 6d 64 2d 69 6e 6c 69 6e 65 2d 66 6c 65 78 7b 64 6
9 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 69 6e 6c 69 6e 65 2d 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 
6c 61 79 3a 2d 6d 73 2d 69 6e 6c 69 6e 65 2d 66 6c 65 78 62 6f 78 21 69 6d 70 6f 72 74 61 6e 74 3b 64 69 73 70 6c 61 
79 3a 69 6e 6c 69 6e 65 2d 66 6c 65 78 21 69 6d 70 6f 72 74 61 6e 74 
Data Ascii: table-cell{display:table-cell!important}.d-md-flex{display:-webkit-box!important;display:-ms-flexbox!importa
nt;display:flex!important}.d-md-inline-flex{display:-webkit-inline-box!important;display:-ms-inline-flexbox!important;di
splay:inline-flex!important

2022-07-01 14:21:59 UTC 138 IN Data Raw: 69 67 6e 2d 69 74 65 6d 73 2d 62 61 73 65 6c 69 6e 65 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 
3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 62 61 73 65 
6c 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 
6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 69 74 65 6d 73 2d 73 74 72 65 74 63 68 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2
d 61 6c 69 67 6e 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 
73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 73 74 72 65 74 63 68 21 69 
6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 63 6f 6e 74 65 6e 74 
Data Ascii: ign-items-baseline{-webkit-box-align:baseline!important;-ms-flex-align:baseline!important;align-items:baseli
ne!important}.align-items-stretch{-webkit-box-align:stretch!important;-ms-flex-align:stretch!important;align-items:stret
ch!important}.align-content
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2022-07-01 14:21:59 UTC 142 IN Data Raw: 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 73 65 6c 66 3a 66 6c 65 78 2d 65 6e 64 21 69 6d 70 6f 72 
74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 73 65 6c 66 2d 73 6d 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6c 65 78 2d 69 74 65 
6d 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 73 65 6c 66 3a 63 65 6e 
74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 73 65 6c 66 2d 73 6d 2d 62 61 73 65 6c 69 6e 65 7b 2d 6
d 73 2d 66 6c 65 78 2d 69 74 65 6d 2d 61 6c 69 67 6e 3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 
69 67 6e 2d 73 65 6c 66 3a 62 61 73 65 6c 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 73 65 6c 66 
2d 73 6d 2d 73 74 72 65 74 63 68 7b 2d 6d 73 2d 66 6c 65 78 2d 69 74 
Data Ascii: !important;align-self:flex-end!important}.align-self-sm-center{-ms-flex-item-align:center!important;align-se
lf:center!important}.align-self-sm-baseline{-ms-flex-item-align:baseline!important;align-self:baseline!important}.align-self-
sm-stretch{-ms-flex-it

2022-07-01 14:21:59 UTC 146 IN Data Raw: 69 6f 6e 3a 63 6f 6c 75 6d 6e 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6c 65 78 2d 6c 
67 2d 77 72 61 70 7b 2d 6d 73 2d 66 6c 65 78 2d 77 72 61 70 3a 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6c 65 
78 2d 77 72 61 70 3a 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6c 65 78 2d 6c 67 2d 6e 6f 77 72 61 70 7b 2d 
6d 73 2d 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6c 65 78 2d 77 72 61 70 3
a 6e 6f 77 72 61 70 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6c 65 78 2d 6c 67 2d 77 72 61 70 2d 72 65 76 65 72 73 65 7b 
2d 6d 73 2d 66 6c 65 78 2d 77 72 61 70 3a 77 72 61 70 2d 72 65 76 65 72 73 65 21 69 6d 70 6f 72 74 61 6e 74 3b 66 6c 
65 78 2d 77 72 61 70 3a 77 72 61 70 2d 72 65 76 65 72 73 65 21 69 6d 
Data Ascii: ion:column-reverse!important}.flex-lg-wrap{-ms-flex-wrap:wrap!important;flex-wrap:wrap!important}.flex-lg-no
wrap{-ms-flex-wrap:nowrap!important;flex-wrap:nowrap!important}.flex-lg-wrap-reverse{-ms-flex-wrap:wrap-revers
e!important;flex-wrap:wrap-reverse!im

2022-07-01 14:21:59 UTC 150 IN Data Raw: 7d 2e 61 6c 69 67 6e 2d 69 74 65 6d 73 2d 78 6c 2d 65 6e 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 
67 6e 3a 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 65 6e 64 21 69 6d 70 
6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 66 6c 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 
61 6c 69 67 6e 2d 69 74 65 6d 73 2d 78 6c 2d 63 65 6e 74 65 72 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 3
a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 21 
69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 
2e 61 6c 69 67 6e 2d 69 74 65 6d 73 2d 78 6c 2d 62 61 73 65 6c 69 6e 
Data Ascii: }.align-items-xl-end{-webkit-box-align:end!important;-ms-flex-align:end!important;align-items:flex-end!impor
tant}.align-items-xl-center{-webkit-box-align:center!important;-ms-flex-align:center!important;align-items:center!import
ant}.align-items-xl-baselin

2022-07-01 14:21:59 UTC 154 IN Data Raw: 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6c 2d 34 2c 2e 
6d 78 2d 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 35 7b 
6d 61 72 67 69 6e 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 35 2c 2e 6d 79 2d 35 7b 6d 61 72 67 69 
6e 2d 74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 35 2c 2e 6d 78 2d 35 7b 6d 61 72 67 69 6e 2
d 72 69 67 68 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 35 2c 2e 6d 79 2d 35 7b 6d 61 72 67 69 
6e 2d 62 6f 74 74 6f 6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6c 2d 35 2c 2e 6d 78 2d 35 7b 6d 61 72 67 
69 6e 2d 6c 65 66 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 
Data Ascii: rgin-bottom:1.5rem!important}.ml-4,.mx-4{margin-left:1.5rem!important}.m-5{margin:3rem!important}.mt-5,.my-
5{margin-top:3rem!important}.mr-5,.mx-5{margin-right:3rem!important}.mb-5,.my-5{margin-bottom:3rem!important}.ml-
5,.mx-5{margin-left:3rem!important}

2022-07-01 14:21:59 UTC 158 IN Data Raw: 6f 72 74 61 6e 74 7d 2e 6d 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 3a 61 75 74 6f 21 69 6d 70 6f 72 74 
61 6e 74 7d 2e 6d 74 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 79 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 
61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 78 2d 73 6d 2d 61 75 74 6f 7b 6d 
61 72 67 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 73 6d 2d 61 75 74 6f 2c 
2e 6d 79 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6e 74 
7d 2e 6d 6c 2d 73 6d 2d 61 75 74 6f 2c 2e 6d 78 2d 73 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 61 75 7
4 6f 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 28 
Data Ascii: ortant}.m-sm-auto{margin:auto!important}.mt-sm-auto,.my-sm-auto{margin-top:auto!important}.mr-sm-a
uto,.mx-sm-auto{margin-right:auto!important}.mb-sm-auto,.my-sm-auto{margin-bottom:auto!important}.ml-sm-auto,.mx-
sm-auto{margin-left:auto!important}}@media (

2022-07-01 14:21:59 UTC 161 IN Data Raw: 32 31 63 62 0d 0a 6c 67 2d 30 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 
72 2d 6c 67 2d 30 2c 2e 6d 78 2d 6c 67 2d 30 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 21 69 6d 70 6f 72 74 61 6e 
74 7d 2e 6d 62 2d 6c 67 2d 30 2c 2e 6d 79 2d 6c 67 2d 30 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 21 69 6d 70 6f 
72 74 61 6e 74 7d 2e 6d 6c 2d 6c 67 2d 30 2c 2e 6d 78 2d 6c 67 2d 30 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 21 69 
6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 6c 67 2d 31 7b 6d 61 72 67 69 6e 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 7
4 7d 2e 6d 74 2d 6c 67 2d 31 2c 2e 6d 79 2d 6c 67 2d 31 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 32 35 72 65 6d 21 69 6d 
70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6c 67 2d 31 2c 2e 6d 78 2d 6c 
Data Ascii: 21cblg-0{margin-top:0!important}.mr-lg-0,.mx-lg-0{margin-right:0!important}.mb-lg-0,.my-lg-0{margin-bottom:0
!important}.ml-lg-0,.mx-lg-0{margin-left:0!important}.m-lg-1{margin:.25rem!important}.mt-lg-1,.my-lg-1{margin-top:.25rem
!important}.mr-lg-1,.mx-l

2022-07-01 14:21:59 UTC 165 IN Data Raw: 30 2c 2e 70 79 2d 78 6c 2d 30 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 30 21 69 6d 70 6f 72 74 61 6e 
74 7d 2e 70 6c 2d 78 6c 2d 30 2c 2e 70 78 2d 78 6c 2d 30 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 21 69 6d 70 6f 
72 74 61 6e 74 7d 2e 70 2d 78 6c 2d 31 7b 70 61 64 64 69 6e 67 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 
2e 70 74 2d 78 6c 2d 31 2c 2e 70 79 2d 78 6c 2d 31 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 2e 32 35 72 65 6d 21 69 6d 7
0 6f 72 74 61 6e 74 7d 2e 70 72 2d 78 6c 2d 31 2c 2e 70 78 2d 78 6c 2d 31 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 
2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 78 6c 2d 31 2c 2e 70 79 2d 78 6c 2d 31 7b 70 61 64 64 
69 6e 67 2d 62 6f 74 74 6f 6d 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 
Data Ascii: 0,.py-xl-0{padding-bottom:0!important}.pl-xl-0,.px-xl-0{padding-left:0!important}.p-xl-1{padding:.25rem!impo
rtant}.pt-xl-1,.py-xl-1{padding-top:.25rem!important}.pr-xl-1,.px-xl-1{padding-right:.25rem!important}.pb-xl-1,.py-xl-1{
padding-bottom:.25rem!impor

2022-07-01 14:21:59 UTC 170 IN Data Raw: 72 2d 63 6f 6c 6c 61 70 73 65 3a 63 6f 6c 6c 61 70 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 6c 65 
20 74 64 2c 2e 74 61 62 6c 65 20 74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 21 69 6d 70 6f 
72 74 61 6e 74 7d 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 64 20 74 64 2c 2e 74 61 62 6c 65 2d 62 6f 72 64 65 72 65 
64 20 74 68 7b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 64 64 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 0a 2f 
2a 23 20 73 6f 75 72 63 65 4d 61 70 70 69 6e 67 55 52 4c 3d 62 6f 6f 74 73 74 72 61 70 2e 6d 69 6e 2e 63 73 73 2e 6d 
61 70 20 2a 2f 0d 0a 
Data Ascii: r-collapse:collapse!important}.table td,.table th{background-color:#fff!important}.table-bordered td,.table-
bordered th{border:1px solid #ddd!important}}/*# sourceMappingURL=bootstrap.min.css.map */

2022-07-01 14:21:59 UTC 170 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.22 49179 69.49.244.155 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:59 UTC 178 OUT GET /payment/frontend_paper_lantern/images/office3651.png HTTP/1.1
Host: eyecandylashcompany.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:59 UTC 323 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:58 GMT
Server: Apache
Last-Modified: Sat, 18 Jan 2020 17:50:20 GMT
Accept-Ranges: bytes
Content-Length: 18147
Connection: close
Content-Type: image/png

2022-07-01 14:21:59 UTC 323 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 bb 00 00 00 bc 08 06 00 00 00 20 95 df d2 00 00 
00 20 63 48 52 4d 00 00 7a 26 00 00 80 84 00 00 fa 00 00 00 80 e8 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 70 9c 
ba 51 3c 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 7
3 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 3a ee 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 
00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 0a 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 
Data Ascii: PNGIHDR  cHRMz&u0`:pQ<sRGBgAMAapHYs:iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M0MpCe
hiHzreSzNTczkc9d"?><x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk=

2022-07-01 14:21:59 UTC 392 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                    

2022-07-01 14:21:59 UTC 399 IN Data Raw: e2 6f a0 3d 95 c7 fe 19 f2 18 b9 14 66 89 1a c9 3e ca 20 c6 d3 14 3b d8 9c 8d 34 5b c8 89 b4 4b 9e 44 10 ff 00 
f9 0e ed c9 8c 5a ce b2 ed 24 c3 fe 76 51 5a 91 ec a3 00 02 1c 27 f7 91 0f 21 c6 77 c9 98 1e 6c 36 1b 5b 16 5b 26 c4 bf 
97 da c9 72 de 46 76 85 c9 d1 20 d9 af 03 36 b8 bd c4 2f 46 80 65 88 b0 83 9c c9 92 e4 49 d8 f2 b1 9c 7b a9 f6 7e c0 44 
96 7f 05 b5 b7 34 31 e5 48 f6 11 c2 c6 3d 48 d6 d0 9c c8 06 df cc 86 3f 94 75 c1 93 b0 65 0e e2 ef 61 70 23 31 f1 6d bd 
a4 16 c9 de 00 6c c4 0b 64 33 b1 83 cd af b0 81 9f 1d dc d8 61 16 d7 54 ad 8b be f2 98 74 22 d9 eb 80 dc bb c9 0a 36 e4 
74 04 7f 88 44 79 b0 d9 44 de 1b 6a 2a 91 ec 57 81 dc 6f 93 0d 64 2a 62 df 6b 2f d3 12 3c 1b 48 f6 00 72 db 69 b5 25 88 
fd 49 04 7f 84 9c 92 e4 d9 c2 b5 ec c8 7d 88 dc 45 d3 
Data Ascii: o=f> ;4[KDZ$vQZ'!wl6[[&rFv 6/FeI{~D41H=H?ueap#1mld3aTt"6tDyDj*Wod*bk/<Hri%I}E

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.22 49190 104.18.10.207 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:59 UTC 178 OUT GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1
Host: maxcdn.bootstrapcdn.com
Connection: keep-alive
Origin: https://eyecandylashcompany.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-01 14:21:59 UTC 179 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:59 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
ETag: W/"14d449eb8876fa55e1ef3c2cc52b0c17"
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 03/10/2022 17:24:53
CDN-ProxyVer: 1.02
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
CDN-EdgeStorageId: 860
CDN-Status: 200
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-RequestId: fb4fb01b1e9c9f519dffab6f6c66766f
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 72812
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 723fca8d38a19000-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 14:21:59 UTC 180 IN Data Raw: 31 31 38 35 0d 0a 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 
73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74 
Data Ascii: 1185/*!  * Bootstrap v4.0.0 (https://getbootstrap.com)  * Copyright 2011-2018 The Bootstrap Authors (https:/
/github.com/twbs/bootstrap/graphs/contributors)  * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE)  */!function(t

2022-07-01 14:21:59 UTC 180 IN Data Raw: 65 6f 66 20 6d 6f 64 75 6c 65 3f 65 28 65 78 70 6f 72 74 73 2c 72 65 71 75 69 72 65 28 22 6a 71 75 65 72 79 
22 29 2c 72 65 71 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 
70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 
73 22 2c 22 6a 71 75 65 72 79 22 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 
70 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 7
4 2c 65 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 
76 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6c 65 6e 67 74 68 3b 6e 2b 2b 
Data Ascii: eof module?e(exports,require("jquery"),require("popper.js")):"function"==typeof define&&define.amd?define(["
exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var n
=0;n<e.length;n++

2022-07-01 14:21:59 UTC 181 IN Data Raw: 6c 65 6e 67 74 68 3e 30 3f 69 3a 6e 75 6c 6c 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 
7d 7d 2c 72 65 66 6c 6f 77 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6f 66 66 73 65 74 48 65 69 
67 68 74 7d 2c 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 74 
28 6e 29 2e 74 72 69 67 67 65 72 28 65 2e 65 6e 64 29 7d 2c 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 
6e 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6c 65 61 6e 28 65 29 7d 2c 69 73 45 6c 65 6d 65 
6e 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 5b 30 5d 7c 7c 74 29 2e 6e 6f 64 65 54 79 70 65 7
d 2c 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 3a 66 75 6e 63 
Data Ascii: length>0?i:null}catch(t){return null}},reflow:function(t){return t.offsetHeight},triggerTransitionEnd:function(n){t(n)
.trigger(e.end)},supportsTransitionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType},typ
eCheckConfig:func

2022-07-01 14:21:59 UTC 183 IN Data Raw: 6e 74 28 74 29 2c 6e 3d 21 31 3b 72 65 74 75 72 6e 20 65 26 26 28 6e 3d 6f 28 65 29 5b 30 5d 29 2c 6e 7c 7c 
28 6e 3d 6f 28 74 29 2e 63 6c 6f 73 65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 65 2e 5f 74 72 69 67 67 65 72 
43 6c 6f 73 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6f 2e 45 76 65 6e 74 28 75 2e 
43 4c 4f 53 45 29 3b 72 65 74 75 72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2c 65 7d 2c 65 2e 5f 72 65 6d 6f 
76 65 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 6f 28 74 29 2e 72 
65 6d 6f 76 65 43 6c 61 73 73 28 5f 29 2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 
26 6f 28 74 29 2e 68 61 73 43 6c 61 73 73 28 64 29 3f 6f 28 74 
Data Ascii: nt(t),n=!1;return e&&(n=o(e)[0]),n||(n=o(t).closest("."+f)[0]),n},e._triggerCloseEvent=function(t){var e=o.E
vent(u.CLOSE);return o(t).trigger(e),e},e._removeElement=function(t){var e=this;o(t).removeClass(_),P.supportsTransition
End()&&o(t).hasClass(d)?o(t

2022-07-01 14:21:59 UTC 184 IN Data Raw: 66 28 69 29 7b 69 66 28 22 72 61 64 69 6f 22 3d 3d 3d 69 2e 74 79 70 65 29 69 66 28 69 2e 63 68 65 63 6b 
65 64 26 26 70 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 43 29 29 74 3d 21 31 3b 65 
6c 73 65 7b 76 61 72 20 73 0d 0a 
Data Ascii: f(i){if("radio"===i.type)if(i.checked&&p(this._element).hasClass(C))t=!1;else{var s

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 184 IN Data Raw: 37 66 66 61 0d 0a 3d 70 28 6e 29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 73 29 2e 72 65 6d 6f 
76 65 43 6c 61 73 73 28 43 29 7d 69 66 28 74 29 7b 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 
61 62 6c 65 64 22 29 7c 7c 6e 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6c 65 64 22 29 7c 7c 69 2e 
63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6c 65 64 22 29 7c 7c 6e 2e 63 6c 61 73 73 
4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6c 65 64 22 29 29 72 65 74 75 72 6e 3b 69 2e 63 68 65 63 
6b 65 64 3d 21 70 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 43 29 2c 70 28 69 29 2e 
74 72 69 67 67 65 72 28 22 63 68 61 6e 67 65 22 29 7d 69 2e 66 6f 63 75 73 
Data Ascii: 7ffa=p(n).find(w)[0];s&&p(s).removeClass(C)}if(t){if(i.hasAttribute("disabled")||n.hasAttribute("disabled")|
|i.classList.contains("disabled")||n.classList.contains("disabled"))return;i.checked=!p(this._element).hasClass(C),p(i).
trigger("change")}i.focus

2022-07-01 14:21:59 UTC 186 IN Data Raw: 3a 22 6b 65 79 64 6f 77 6e 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22 
2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6c 65 61 76 65 22 2b 69 2c 54 4f 55 43 48 45 4e 44 3a 22 74 
6f 75 63 68 65 6e 64 22 2b 69 2c 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 3a 22 6c 6f 61 64 22 2b 69 2b 22 2e 64 61 74 61 
2d 61 70 69 22 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6c 69 63 6b 22 2b 69 2b 22 2e 64 61 74 61 2d 61 
70 69 22 7d 2c 5f 3d 22 63 61 72 6f 75 73 65 6c 22 2c 67 3d 22 61 63 74 69 76 65 22 2c 70 3d 22 73 6c 69 64 65 22 2c 
6d 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 72 69 67 68 74 22 2c 76 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 65 6
d 2d 6c 65 66 74 22 2c 45 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 
Data Ascii: :"keydown"+i,MOUSEENTER:"mouseenter"+i,MOUSELEAVE:"mouseleave"+i,TOUCHEND:"touchend"+i,L
OAD_DATA_API:"load"+i+".data-api",CLICK_DATA_API:"click"+i+".data-api"},_="carousel",g="active",p="slide",m="c
arousel-item-right",v="carousel-item-left",E="carousel-it

2022-07-01 14:21:59 UTC 187 IN Data Raw: 65 61 72 49 6e 74 65 72 76 61 6c 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6c 29 2c 74 68 69 73 2e 5f 69 6e 
74 65 72 76 61 6c 3d 6e 75 6c 6c 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6c 26 26 21 74 68 69 
73 2e 5f 69 73 50 61 75 73 65 64 26 26 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6c 3d 73 65 74 49 6e 74 65 72 76 61 
6c 28 28 64 6f 63 75 6d 65 6e 74 2e 76 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 3f 74 68 69 73 2e 6e 65 78 74 57 68 
65 6e 56 69 73 69 62 6c 65 3a 74 68 69 73 2e 6e 65 78 74 29 2e 62 69 6e 64 28 74 68 69 73 29 2c 74 68 69 73 2e 5f 63 6
f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6c 29 29 7d 2c 43 2e 74 6f 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 
3d 74 68 69 73 3b 74 68 69 73 2e 5f 61 63 74 69 76 65 45 6c 65 6d 
Data Ascii: earInterval(this._interval),this._interval=null),this._config.interval&&!this._isPaused&&(this._interval=set
Interval((document.visibilityState?this.nextWhenVisible:this.next).bind(this),this._config.interval))},C.to=function(e){var 
n=this;this._activeElem

2022-07-01 14:21:59 UTC 188 IN Data Raw: 43 2e 5f 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 6e 70 75 74 7c 74 65 
78 74 61 72 65 61 2f 69 2e 74 65 73 74 28 74 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 73 77 69 74 63 68 28 
74 2e 77 68 69 63 68 29 7b 63 61 73 65 20 33 37 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 74 68 69 
73 2e 70 72 65 76 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 
28 29 2c 74 68 69 73 2e 6e 65 78 74 28 29 7d 7d 2c 43 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 3d 66 75 6e 63 74 69 
6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 69 74 65 6d 73 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 
65 29 2e 70 61 72 65 6e 74 28 29 2e 66 69 6e 64 28 79 2e 49 54 45 4d 29 
Data Ascii: C._keydown=function(t){if(!/input|textarea/i.test(t.target.tagName))switch(t.which){case 37:t.preventDefault
(),this.prev();break;case 39:t.preventDefault(),this.next()}},C._getItemIndex=function(e){return this._items=t.makeArray
(t(e).parent().find(y.ITEM)

2022-07-01 14:21:59 UTC 190 IN Data Raw: 6f 72 45 6c 65 6d 65 6e 74 28 63 29 3b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 2e 53 4c 49 44 2c 7b 
72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 63 2c 64 69 72 65 63 74 69 6f 6e 3a 72 2c 66 72 6f 6d 3a 6c 2c 74 6f 3a 5f 7d 
29 3b 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6c 
65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 70 29 3f 28 74 28 63 29 2e 61 64 64 43 6c 61 73 73 28 73 29 2c 50 2e 
72 65 66 6c 6f 77 28 63 29 2c 74 28 61 29 2e 61 64 64 43 6c 61 73 73 28 69 29 2c 74 28 63 29 2e 61 64 64 43 6c 61 73 
73 28 69 29 2c 74 28 61 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f 6e 28 
29 7b 74 28 63 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 69 2b 22 20 
Data Ascii: orElement(c);var I=t.Event(d.SLID,{relatedTarget:c,direction:r,from:l,to:_});P.supportsTransitionEnd()&&t(th
is._element).hasClass(p)?(t(c).addClass(s),P.reflow(c),t(a).addClass(i),t(c).addClass(i),t(a).one(P.TRANSITION
_END,function(){t(c).removeClass(i+" 

2022-07-01 14:21:59 UTC 191 IN Data Raw: 6c 65 72 29 2c 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 
6e 63 74 69 6f 6e 28 29 7b 74 28 79 2e 44 41 54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 
7b 76 61 72 20 65 3d 74 28 74 68 69 73 29 3b 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6c 6c 28 
65 2c 65 2e 64 61 74 61 28 29 29 7d 29 7d 29 2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 
61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 43 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 6f 6e 66 
6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 6f 2c 43 2e 5f 6a 51 75 65 
72 79 49 6e 74 65 72 66 61 63 65 7d 2c 43 7d 28 65 29 2c 48 3d 66 
Data Ascii: ler),t(window).on(d.LOAD_DATA_API,function(){t(y.DATA_RIDE).each(function(){var e=t(this);C._jQuer
yInterface.call(e,e.data())})}),t.fn[e]=C._jQueryInterface,t.fn[e].Constructor=C,t.fn[e].noConflict=function(){return t.fn[e]=o,C.
_jQueryInterface},C}(e),H=f

2022-07-01 14:21:59 UTC 192 IN Data Raw: 67 26 26 21 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 63 29 26 26 28 74 
68 69 73 2e 5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e 
5f 70 61 72 65 6e 74 29 2e 66 69 6e 64 28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6c 74 65 72 28 27 5b 64 61 74 61 2d 
70 61 72 65 6e 74 3d 22 27 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 29 29 2e 6c 6
5 6e 67 74 68 26 26 28 65 3d 6e 75 6c 6c 29 2c 21 28 65 26 26 28 73 3d 74 28 65 29 2e 6e 6f 74 28 74 68 69 73 2e 5f 73 
65 6c 65 63 74 6f 72 29 2e 64 61 74 61 28 6e 29 29 26 26 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 29 29 29 
7b 76 61 72 20 6f 3d 74 2e 45 76 65 6e 74 28 68 2e 53 48 4f 57 29 
Data Ascii: g&&!t(this._element).hasClass(c)&&(this._parent&&0===(e=t.makeArray(t(this._parent).find(p.ACTIVES).filter('
[data-parent="'+this._config.parent+'"]'))).length&&(e=null),!(e&&(s=t(e).not(this._selector).data(n))&&s._isTransitioning)))
{var o=t.Event(h.SHOW)

2022-07-01 14:21:59 UTC 194 IN Data Raw: 68 3b 73 2b 2b 29 7b 76 61 72 20 72 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 5b 73 5d 2c 6f 
3d 50 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 72 29 3b 69 66 28 6e 75 6c 6c 21 3d 3d 6f 
29 74 28 6f 29 2e 68 61 73 43 6c 61 73 73 28 63 29 7c 7c 74 28 72 29 2e 61 64 64 43 6c 61 73 73 28 64 29 2e 61 74 74 
72 28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 31 29 7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 
6e 69 6e 67 28 21 30 29 3b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 73 65 74 54 72 61 6e 73 69 74 69 
6f 6e 69 6e 67 28 21 31 29 2c 74 28 65 2e 5f 65 6c 65 6d 65 6e 74 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 66 29 2e 61 
64 64 43 6c 61 73 73 28 75 29 2e 74 72 69 67 67 65 72 28 68 2e 48 
Data Ascii: h;s++){var r=this._triggerArray[s],o=P.getSelectorFromElement(r);if(null!==o)t(o).hasClass(c)||t(r).addClass
(d).attr("aria-expanded",!1)}this.setTransitioning(!0);var a=function(){e.setTransitioning(!1),t(e._element).removeClass
(f).addClass(u).trigger(h.H
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2022-07-01 14:21:59 UTC 195 IN Data Raw: 6c 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 
74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 
2c 6f 3d 73 2e 64 61 74 61 28 6e 29 2c 6c 3d 72 28 7b 7d 2c 61 2c 73 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 
3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 21 6f 26 26 6c 2e 74 6f 67 67 6c 65 26 26 2f 73 68 6f 77 7c 68 69 64 
65 2f 2e 74 65 73 74 28 65 29 26 26 28 6c 2e 74 6f 67 67 6c 65 3d 21 31 29 2c 6f 7c 7c 28 6f 3d 6e 65 77 20 69 28 74 68 
69 73 2c 6c 29 2c 73 2e 64 61 74 61 28 6e 2c 6f 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 
69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 
Data Ascii: l},i._jQueryInterface=function(e){return this.each(function(){var s=t(this),o=s.data(n),l=r({},a,s.data(),"o
bject"==typeof e&&e);if(!o&&l.toggle&&/show|hide/.test(e)&&(l.toggle=!1),o||(o=new i(this,l),s.data(n,o)),"string"==typeof e)
{if("undefined"==typeo

2022-07-01 14:21:59 UTC 196 IN Data Raw: 6f 6d 2d 73 74 61 72 74 22 2c 53 3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2c 77 3d 22 72 69 67 68 74 2d 73 74 
61 72 74 22 2c 4e 3d 22 6c 65 66 74 2d 73 74 61 72 74 22 2c 4f 3d 7b 6f 66 66 73 65 74 3a 30 2c 66 6c 69 70 3a 21 30 2c 
62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f 6c 6c 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 65 74 3a 22 28 6e 75 6d 
62 65 72 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2c 66 6c 69 70 3a 22 62 6f 6f 6c 65 61 6e 22 2c 62 6f 75 
6e 64 61 72 79 3a 22 28 73 74 72 69 6e 67 7c 65 6c 65 6d 65 6e 74 29 22 7d 2c 4c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
66 75 6e 63 74 69 6f 6e 20 61 28 74 2c 65 29 7b 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 5f 70 6f 
70 70 65 72 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 63 6f 6e 66 
Data Ascii: om-start",S="bottom-end",w="right-start",N="left-start",O={offset:0,flip:!0,boundary:"scrollParent"},k={offset:"
(number|string|function)",flip:"boolean",boundary:"(string|element)"},L=function(){function a(t,e){this._element=t,t
his._popper=null,this._conf

2022-07-01 14:21:59 UTC 198 IN Data Raw: 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6c 6c 2c 6e 75 6c 6c 21 3d 3d 74 68 
69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 
2e 5f 70 6f 70 70 65 72 3d 6e 75 6c 6c 29 7d 2c 6c 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 
2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6c 6c 21 3d 3d 
74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6c 65 55 70 64 61 74 
65 28 29 7d 2c 6c 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 
72 20 65 3d 74 68 69 73 3b 74 28 74 68 69 73 2e 5f 65 6c 65 6d 
Data Ascii: ement=null,this._menu=null,null!==this._popper&&(this._popper.destroy(),this._popper=null)},l.update=functio
n(){this._inNavbar=this._detectNavbar(),null!==this._popper&&this._popper.scheduleUpdate()},l._addEventListene
rs=function(){var e=this;t(this._elem

2022-07-01 14:21:59 UTC 199 IN Data Raw: 6c 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 
65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 
77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 2
2 27 29 3b 6e 5b 65 5d 28 29 7d 7d 29 7d 2c 61 2e 5f 63 6c 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 
7b 69 66 28 21 65 7c 7c 33 21 3d 3d 65 2e 77 68 69 63 68 26 26 28 22 6b 65 79 75 70 22 21 3d 3d 65 2e 74 79 70 65 7c 
7c 39 3d 3d 3d 65 2e 77 68 69 63 68 29 29 66 6f 72 28 76 61 72 20 6e 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 45 
29 29 2c 73 3d 30 3b 73 3c 6e 2e 6c 65 6e 67 74 68 3b 73 2b 2b 29 7b 76 
Data Ascii: l),t(this).data(i,n)),"string"==typeof e){if("undefined"==typeof n[e])throw new TypeError('No method named "
'+e+'"');n[e]()}})},a._clearMenus=function(e){if(!e||3!==e.which&&("keyup"!==e.type||9===e.which))for(var n=t.makeArray(
t(E)),s=0;s<n.length;s++){v

2022-07-01 14:21:59 UTC 200 IN Data Raw: 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3c 73 2e 6c 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72 3c 30 26 26 
28 72 3d 30 29 2c 73 5b 72 5d 2e 66 6f 63 75 73 28 29 7d 7d 65 6c 73 65 7b 69 66 28 32 37 3d 3d 3d 65 2e 77 68 69 63 
68 29 7b 76 61 72 20 6f 3d 74 28 6e 29 2e 66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 69 67 67 65 72 28 22 6
6 6f 63 75 73 22 29 7d 74 28 74 68 69 73 29 2e 74 72 69 67 67 65 72 28 22 63 6c 69 63 6b 22 29 7d 7d 7d 2c 73 28 61 2c 
6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 
75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 
6e 28 29 7b 72 65 74 75 72 6e 20 4f 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 
Data Ascii: ===e.which&&r<s.length-1&&r++,r<0&&(r=0),s[r].focus()}}else{if(27===e.which){var o=t(n).find(E)[0];t(o).trig
ger("focus")}t(this).trigger("click")}}},s(a,null,[{key:"VERSION",get:function(){return"4.0.0"}},{key:"Default",get:function(){ret
urn O}},{key:"Def

2022-07-01 14:21:59 UTC 202 IN Data Raw: 67 67 6c 65 3d 22 6d 6f 64 61 6c 22 5d 27 2c 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 64 61 74 61 2d 64 
69 73 6d 69 73 73 3d 22 6d 6f 64 61 6c 22 5d 27 2c 46 49 58 45 44 5f 43 4f 4e 54 45 4e 54 3a 22 2e 66 69 78 65 64 2d 74 
6f 70 2c 20 2e 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2c 20 2e 69 73 2d 66 69 78 65 64 2c 20 2e 73 74 69 63 6b 79 2d 74 6f 
70 22 2c 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 3a 22 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 56 42 41 52 5f 54 
4f 47 47 4c 45 52 3a 22 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6c 65 72 22 7d 2c 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
66 75 6e 63 74 69 6f 6e 20 6f 28 65 2c 6e 29 7b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 
6e 66 69 67 28 6e 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 
Data Ascii: ggle="modal"]',DATA_DISMISS:'[data-dismiss="modal"]',FIXED_CONTENT:".fixed-top, .fixed-bottom, .is-fixed, 
.sticky-top",STICKY_CONTENT:".sticky-top",NAVBAR_TOGGLER:".navbar-toggler"},p=function(){function o(e,n){this._c
onfig=this._getConfig(n),this._elemen

2022-07-01 14:21:59 UTC 203 IN Data Raw: 3b 69 66 28 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 2c 74 68 69 73 
2e 5f 69 73 53 68 6f 77 6e 26 26 21 69 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 
73 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 
45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 64 29 3b 73 26 26 
28 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 30 29 2c 74 68 69 73 2e 5f 73 65 74 45 73 63 6
1 70 65 45 76 65 6e 74 28 29 2c 74 68 69 73 2e 5f 73 65 74 52 65 73 69 7a 65 45 76 65 6e 74 28 29 2c 74 28 64 6f 63 75 
6d 65 6e 74 29 2e 6f 66 66 28 68 2e 46 4f 43 55 53 49 4e 29 2c 74 
Data Ascii: ;if(t(this._element).trigger(i),this._isShown&&!i.isDefaultPrevented()){this._isShown=!1;var s=P.supportsTra
nsitionEnd()&&t(this._element).hasClass(d);s&&(this._isTransitioning=!0),this._setEscapeEvent(),this._setResizeEvent(),t
(document).off(h.FOCUSIN),t

2022-07-01 14:21:59 UTC 204 IN Data Raw: 28 29 7b 6e 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6c 65 6d 65 6e 74 2e 66 6f 63 75 73 
28 29 2c 6e 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 
72 69 67 67 65 72 28 73 29 7d 3b 69 3f 74 28 74 68 69 73 2e 5f 64 69 61 6c 6f 67 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 
49 54 49 4f 4e 5f 45 4e 44 2c 72 29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 33 30 30 29 3a 72 
28 29 7d 2c 70 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 
73 3b 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 66 66 28 68 2e 46 4f 43 55 53 49 4e 29 2e 6f 6e 28 68 2e 46 4f 43 55 53 49 
4e 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 64 6f 63 75 6d 
Data Ascii: (){n._config.focus&&n._element.focus(),n._isTransitioning=!1,t(n._element).trigger(s)};i?t(this._dialog).one
(P.TRANSITION_END,r).emulateTransitionEnd(300):r()},p._enforceFocus=function(){var e=this;t(document).off(h.FO
CUSIN).on(h.FOCUSIN,function(n){docum

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 91 of 106



2022-07-01 14:21:59 UTC 206 IN Data Raw: 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2c 74 28 74 68 69 
73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 6f 6e 28 68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2c 66 75 6e 63 74 69 6f 6e 28 
74 29 7b 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6c 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 
72 6f 70 43 6c 69 63 6b 3d 21 31 3a 74 2e 74 61 72 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 26 
26 28 22 73 74 61 74 69 63 22 3d 3d 3d 6e 2e 5f 63 6f 6e 66 69 67 2e 62 61 63 6b 64 72 6f 70 3f 6e 2e 5f 65 6c 65 6d 65 
6e 74 2e 66 6f 63 75 73 28 29 3a 6e 2e 68 69 64 65 28 29 29 7d 29 2c 73 26 26 50 2e 72 65 66 6c 6f 77 28 74 68 69 73 
2e 5f 62 61 63 6b 64 72 6f 70 29 2c 74 28 74 68 69 73 2e 5f 62 
Data Ascii: kdrop).appendTo(document.body),t(this._element).on(h.CLICK_DISMISS,function(t){n._ignoreBackdropClick?
n._ignoreBackdropClick=!1:t.target===t.currentTarget&&("static"===n._config.backdrop?n._element.focus():n.hide())}),
s&&P.reflow(this._backdrop),t(this._b

2022-07-01 14:21:59 UTC 207 IN Data Raw: 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 
68 74 22 2c 70 61 72 73 65 46 6c 6f 61 74 28 72 29 2b 65 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 2b 22 70 78 22 
29 7d 29 2c 74 28 67 2e 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 
69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6c 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 2c 72 3d 74 28 
69 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 61 28 22 6d 61 72 67 69 
6e 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 2c 70 61 72 73 65 46 6c 6f 
61 74 28 72 29 2d 65 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 
Data Ascii: "padding-right",s).css("padding-right",parseFloat(r)+e._scrollbarWidth+"px")}),t(g.STICKY_CONTENT)
.each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i).css("margin-right");t(i).data("margin-right",s).css("margin-right",pars
eFloat(r)-e._scrollbarWidth

2022-07-01 14:21:59 UTC 208 IN Data Raw: 29 2e 64 61 74 61 28 6e 29 2c 61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6c 74 2c 74 28 74 68 69 73 29 2e 64 
61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 73 7c 7c 28 73 3d 6e 
65 77 20 6f 28 74 68 69 73 2c 61 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 2c 73 29 29 2c 22 73 74 72 69 6e 67 
22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 73 5b 65 5
d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 
27 2b 65 2b 27 22 27 29 3b 73 5b 65 5d 28 69 29 7d 65 6c 73 65 20 61 2e 73 68 6f 77 26 26 73 2e 73 68 6f 77 28 69 29 
7d 29 7d 2c 73 28 6f 2c 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 
Data Ascii: ).data(n),a=r({},o.Default,t(this).data(),"object"==typeof e&&e);if(s||(s=new o(this,a),t(this).data(n,s)),"string"==t
ypeof e){if("undefined"==typeof s[e])throw new TypeError('No method named "'+e+'"');s[e](i)}else a.show&&s.show(i)})},s(
o,null,[{key:"VER

2022-07-01 14:21:59 UTC 210 IN Data Raw: 75 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 69 76 20 63 6c 61 73 73 
3d 22 74 6f 6f 6c 74 69 70 22 20 72 6f 6c 65 3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 61 72 
72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 
64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 69 74 6c 65 3a 
22 22 2c 64 65 6c 61 79 3a 30 2c 68 74 6d 6c 3a 21 31 2c 73 65 6c 65 63 74 6f 72 3a 21 31 2c 70 6c 61 63 65 6d 65 6e 
74 3a 22 74 6f 70 22 2c 6f 66 66 73 65 74 3a 30 2c 63 6f 6e 74 61 69 6e 65 72 3a 21 31 2c 66 61 6c 6c 62 61 63 6b 50 6c 
61 63 65 6d 65 6e 74 3a 22 66 6c 69 70 22 2c 62 6f 75 6e 64 
Data Ascii: u={animation:!0,template:'<div class="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-i
nner"></div></div>',trigger:"hover focus",title:"",delay:0,html:!1,selector:!1,placement:"top",offset:0,container:!1,fal
lbackPlacement:"flip",bound

2022-07-01 14:21:59 UTC 211 IN Data Raw: 6c 2c 69 29 7d 65 6c 73 65 7b 69 66 28 74 28 74 68 69 73 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 
29 2e 68 61 73 43 6c 61 73 73 28 70 29 29 72 65 74 75 72 6e 20 76 6f 69 64 20 74 68 69 73 2e 5f 6c 65 61 76 65 28 6e 
75 6c 6c 2c 74 68 69 73 29 3b 74 68 69 73 2e 5f 65 6e 74 65 72 28 6e 75 6c 6c 2c 74 68 69 73 29 7d 7d 2c 49 2e 64 69 7
3 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 74 68 69 73 2e 5f 74 69 6d 65 6
f 75 74 29 2c 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2c 74 68 69 73 2e 63 6f 6e 73 
74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 29 2c 74 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 2e 6f 66 66 28 74 68 
69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 56 45 4e 54 5f 4b 
Data Ascii: l,i)}else{if(t(this.getTipElement()).hasClass(p))return void this._leave(null,this);this._enter(null,this)}},I.dispose
=function(){clearTimeout(this._timeout),t.removeData(this.element,this.constructor.DATA_KEY),t(this.element).off(this.co
nstructor.EVENT_K

2022-07-01 14:21:59 UTC 212 IN Data Raw: 63 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 
64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 74 68 69 73 2e 74 69 70 29 7c 7c 74 28 72 29 2e 61 70 70 65 6e 64 54 
6f 28 63 29 2c 74 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 74 68 69 73 2e 63 6f 6e 73 74 
72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 49 4e 53 45 52 54 45 44 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 65 77 20 
6e 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2c 72 2c 7b 70 6c 61 63 65 6d 65 6e 74 3a 68 2c 6d 6f 64 69 66 69 65 72 73 3
a 7b 6f 66 66 73 65 74 3a 7b 6f 66 66 73 65 74 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 7d 2c 66 6c 69 7
0 3a 7b 62 65 68 61 76 69 6f 72 3a 74 68 69 73 2e 63 6f 6e 66 69 
Data Ascii: contains(this.element.ownerDocument.documentElement,this.tip)||t(r).appendTo(c),t(this.element).trigger(this
.constructor.Event.INSERTED),this._popper=new n(this.element,r,{placement:h,modifiers:{offset:{offset:this.config.offset
},flip:{behavior:this.confi

2022-07-01 14:21:59 UTC 214 IN Data Raw: 69 6c 64 72 65 6e 28 29 2e 6f 66 66 28 22 6d 6f 75 73 65 6f 76 65 72 22 2c 6e 75 6c 6c 2c 74 2e 6e 6f 6f 70 29 
2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 79 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 
54 72 69 67 67 65 72 5b 54 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 45 5d 3d 21 31 
2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 74 69 70 29 
2e 68 61 73 43 6c 61 73 73 28 67 29 3f 74 28 69 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 72 
29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 31 35 30 29 3a 72 28 29 2c 74 68 69 73 2e 5f 68 6f 
76 65 72 53 74 61 74 65 3d 22 22 29 7d 2c 49 2e 75 70 64 61 74 
Data Ascii: ildren().off("mouseover",null,t.noop),this._activeTrigger[y]=!1,this._activeTrigger[T]=!1,this._activeTrigge
r[E]=!1,P.supportsTransitionEnd()&&t(this.tip).hasClass(g)?t(i).one(P.TRANSITION_END,r).emulateTransitionEnd(1
50):r(),this._hoverState="")},I.updat

2022-07-01 14:21:59 UTC 215 IN Data Raw: 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 46 4f 43 55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 
6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 4c 45 41 56 45 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 
2e 45 76 65 6e 74 2e 46 4f 43 55 53 4f 55 54 3b 74 28 65 2e 65 6c 65 6d 65 6e 74 29 2e 6f 6e 28 69 2c 65 2e 63 6f 6e 66 
69 67 2e 73 65 6c 65 63 74 6f 72 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 65 2e 5f 65 6e 74 65 72 28 
74 29 7d 29 2e 6f 6e 28 73 2c 65 2e 63 6f 6e 66 69 67 2e 73 65 6c 65 63 74 6f 72 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 
72 65 74 75 72 6e 20 65 2e 5f 6c 65 61 76 65 28 74 29 7d 29 7d 74 28 65 2e 65 6c 65 6d 65 6e 74 29 2e 63 6c 6f 73 65 
73 74 28 22 2e 6d 6f 64 61 6c 22 29 2e 6f 6e 28 22 68 69 64 
Data Ascii: nstructor.Event.FOCUSIN,s=n===E?e.constructor.Event.MOUSELEAVE:e.constructor.Event.FOCUS
OUT;t(e.element).on(i,e.config.selector,function(t){return e._enter(t)}).on(s,e.config.selector,function(t){return e._le
ave(t)})}t(e.element).closest(".modal").on("hid
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kBytes
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2022-07-01 14:21:59 UTC 216 IN Data Raw: 32 64 62 31 0d 0a 6c 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 
67 65 74 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 65 26 26 28 6e 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 
6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e 74 79 70 65 3f 54 3a 45 5d 3d 21 31 29 2c 6e 2e 5f 69 73 57 69 74 68 41 63 74 69 
76 65 54 72 69 67 67 65 72 28 29 7c 7c 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 6e 2e 5f 74 69 6d 65 6f 75 74 29 2c 6e 
2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 64 2c 6e 2e 63 6f 6e 66 69 67 2e 64 65 6c 61 79 26 26 6e 2e 63 6f 6e 66 69 67 2e 
64 65 6c 61 79 2e 68 69 64 65 3f 6e 2e 5f 74 69 6d 65 6f 75 74 3d 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 
6e 28 29 7b 6e 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 3d 3d 
Data Ascii: 2db1legateConfig()),t(e.currentTarget).data(i,n)),e&&(n._activeTrigger["focusout"===e.type?T:E]=!1),n._isWit
hActiveTrigger()||(clearTimeout(n._timeout),n._hoverState=d,n.config.delay&&n.config.delay.hide?n._timeout=set
Timeout(function(){n._hoverState===

2022-07-01 14:21:59 UTC 218 IN Data Raw: 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 
68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 
69 29 2c 73 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 3b 69 66 28 28 6e 7c 7c 21 2f 64 69 73 70 
6f 73 65 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 29 26 26 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2c 73 2
9 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 
29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 
20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 
Data Ascii: QueryInterface=function(e){return this.each(function(){var n=t(this).data(i),s="object"==typeof e&&e;if((n||
!/dispose|hide/.test(e))&&(n||(n=new a(this,s),t(this).data(i,n)),"string"==typeof e)){if("undefined"==typeof n[e])throw new 
TypeError('No method n

2022-07-01 14:21:59 UTC 219 IN Data Raw: 3b 66 75 6e 63 74 69 6f 6e 20 70 28 29 7b 72 65 74 75 72 6e 20 72 2e 61 70 70 6c 79 28 74 68 69 73 2c 61 72 
67 75 6d 65 6e 74 73 29 7c 7c 74 68 69 73 7d 67 3d 72 2c 28 6f 3d 70 29 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 
74 2e 63 72 65 61 74 65 28 67 2e 70 72 6f 74 6f 74 79 70 65 29 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 
75 63 74 6f 72 3d 6f 2c 6f 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 67 3b 76 61 72 20 6d 3d 70 2e 70 72 6f 74 6f 74 79 70 65 3b 72 
65 74 75 72 6e 20 6d 2e 69 73 57 69 74 68 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 
20 74 68 69 73 2e 67 65 74 54 69 74 6c 65 28 29 7c 7c 74 68 69 73 2e 5f 67 65 74 43 6f 6e 74 65 6e 74 28 29 7d 2c 6d 
2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43 6c 61 73 73 3d 
Data Ascii: ;function p(){return r.apply(this,arguments)||this}g=r,(o=p).prototype=Object.create(g.prototype),o.prototyp
e.constructor=o,o.__proto__=g;var m=p.prototype;return m.isWithContent=function(){return this.getTitle()||this._getConte
nt()},m.addAttachmentClass=

2022-07-01 14:21:59 UTC 220 IN Data Raw: 65 74 75 72 6e 20 5f 7d 7d 2c 7b 6b 65 79 3a 22 45 56 45 4e 54 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 
69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 54 79 70 65 22 2c 67 65 74 
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 68 7d 7d 5d 29 2c 70 7d 28 55 29 3b 72 65 74 75 72 6e 20 74 
2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 7
2 75 63 74 6f 72 3d 67 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 6
5 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 6f 2c 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 67 7d 28 65 
29 2c 4b 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 
Data Ascii: eturn _}},{key:"EVENT_KEY",get:function(){return i}},{key:"DefaultType",get:function(){return h}}]),p}(U);return 
t.fn[e]=g._jQueryInterface,t.fn[e].Constructor=g,t.fn[e].noConflict=function(){return t.fn[e]=o,g._jQueryInterface},g}(e),K=f
unction(t){var e=

2022-07-01 14:21:59 UTC 222 IN Data Raw: 69 67 2e 6d 65 74 68 6f 64 3f 6e 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 2c 73 3d 69 3d 
3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6c 6c 54 6f 70 28 29 3a 30 3b 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 
3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 48 65 69 67 68 74 3d 
74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6c 6c 48 65 69 67 68 74 28 29 2c 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 
68 69 73 2e 5f 73 65 6c 65 63 74 6f 72 29 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 2c 72 3d 
50 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 65 29 3b 69 66 28 72 26 26 28 6e 3d 74 28 
72 29 5b 30 5d 29 2c 6e 29 7b 76 61 72 20 6f 3d 6e 2e 67 65 74 
Data Ascii: ig.method?n:this._config.method,s=i===_?this._getScrollTop():0;this._offsets=[],this._targets=[],this._scrol
lHeight=this._getScrollHeight(),t.makeArray(t(this._selector)).map(function(e){var n,r=P.getSelectorFromElement(e);if(r&&
(n=t(r)[0]),n){var o=n.get

2022-07-01 14:21:59 UTC 223 IN Data Raw: 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2c 65 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 
6c 6c 48 65 69 67 68 74 28 29 2c 6e 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2b 65 2d 74 68 69 73 2e 
5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68 74 28 29 3b 69 66 28 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 48 65 69 67 68 74 
21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66 72 65 73 68 28 29 2c 74 3e 3d 6e 29 7b 76 61 72 20 69 3d 74 68 69 73 2e 5f 
74 61 72 67 65 74 73 5b 74 68 69 73 2e 5f 74 61 72 67 65 74 73 2e 6c 65 6e 67 74 68 2d 31 5d 3b 74 68 69 73 2e 5f 61 
63 74 69 76 65 54 61 72 67 65 74 21 3d 3d 69 26 26 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 69 29 7d 65 6c 73 65 
7b 69 66 28 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74 
Data Ascii: +this._config.offset,e=this._getScrollHeight(),n=this._config.offset+e-this._getOffsetHeight();if(this._scro
llHeight!==e&&this.refresh(),t>=n){var i=this._targets[this._targets.length-1];this._activeTarget!==i&&this._activate(i)
}else{if(this._activeTarget

2022-07-01 14:21:59 UTC 224 IN Data Raw: 29 7d 2c 73 28 6f 2c 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 22 2c 67 
65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20 
74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 
66 6f 72 28 76 61 72 20 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 66 2e 44 41 54 41 5f 53 50 59 29 29 2c 6e 3d 6
5 2e 6c 65 6e 67 74 68 3b 6e 2d 2d 3b 29 7b 76 61 72 20 69 3d 74 28 65 5b 6e 5d 29 3b 67 2e 5f 6a 51 75 65 72 79 49 
6e 74 65 72 66 61 63 65 2e 63 61 6c 6c 28 69 2c 69 2e 64 61 74 61 28 
Data Ascii: )},s(o,null,[{key:"VERSION",get:function(){return"4.0.0"}},{key:"Default",get:function(){return a}}]),o}();return t(wi
ndow).on(h.LOAD_DATA_API,function(){for(var e=t.makeArray(t(f.DATA_SPY)),n=e.length;n--;){var i=t(e[n]);g._jQu
eryInterface.call(i,i.data(

2022-07-01 14:21:59 UTC 226 IN Data Raw: 64 28 29 29 7b 6f 26 26 28 6e 3d 74 28 6f 29 5b 30 5d 29 2c 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 74 
68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2c 73 29 3b 76 61 72 20 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 
74 2e 45 76 65 6e 74 28 72 2e 48 49 44 44 45 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 65 2e 5f 65 6c 65 6d 
65 6e 74 7d 29 2c 73 3d 74 2e 45 76 65 6e 74 28 72 2e 53 48 4f 57 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 6
9 7d 29 3b 74 28 69 29 2e 74 72 69 67 67 65 72 28 6e 29 2c 74 28 65 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 
72 28 73 29 7d 3b 6e 3f 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 6e 2c 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 67 
29 3a 67 28 29 7d 7d 7d 2c 69 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 
Data Ascii: d()){o&&(n=t(o)[0]),this._activate(this._element,s);var g=function(){var n=t.Event(r.HIDDEN,{relatedTarget:e
._element}),s=t.Event(r.SHOWN,{relatedTarget:i});t(i).trigger(n),t(e._element).trigger(s)};n?this._activate(n,n.parentNo
de,g):g()}}},i.dispose=func

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 93 of 106



2022-07-01 14:21:59 UTC 227 IN Data Raw: 6e 74 44 65 66 61 75 6c 74 28 29 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6c 6c 28 
74 28 74 68 69 73 29 2c 22 73 68 6f 77 22 29 7d 29 2c 74 2e 66 6e 2e 74 61 62 3d 76 2e 5f 6a 51 75 65 72 79 49 6e 74 
65 72 66 61 63 65 2c 74 2e 66 6e 2e 74 61 62 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 76 2c 74 2e 66 6e 2e 74 61 62 2e 
6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 2e 74 61 62 3d 69 2
c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 76 7d 28 65 29 3b 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 
69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 
45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 20 4a 61 76 61 
Data Ascii: ntDefault(),v._jQueryInterface.call(t(this),"show")}),t.fn.tab=v._jQueryInterface,t.fn.tab.Constructor=v,t.f
n.tab.noConflict=function(){return t.fn.tab=i,v._jQueryInterface},v}(e);!function(t){if("undefined"==typeof t)throw new 
TypeError("Bootstrap's Java

2022-07-01 14:21:59 UTC 228 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.22 49194 104.18.11.207 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:59 UTC 251 OUT GET /bootstrap/4.1.3/js/bootstrap.min.js HTTP/1.1
Host: stackpath.bootstrapcdn.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:59 UTC 272 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:59 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:06 GMT
CDN-CachedAt: 11/15/2021 23:30:00
CDN-ProxyVer: 1.0
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
CDN-EdgeStorageId: 723
CDN-Status: 200
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-RequestId: a35b0179a28ed953258d0fb41376a09c
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 901141
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 723fca8d8f59928f-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 14:21:59 UTC 273 IN Data Raw: 37 62 64 66 0d 0a 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 31 2e 33 20 28 68 74 74 70 
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 
31 2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 
74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 
72 73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 
45 29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 
Data Ascii: 7bdf/*!  * Bootstrap v4.1.3 (https://getbootstrap.com/)  * Copyright 2011-2018 The Bootstrap Authors (https:
//github.com/twbs/bootstrap/graphs/contributors)  * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LI
CENSE)  */!function(
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2022-07-01 14:21:59 UTC 273 IN Data Raw: 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 
20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 73 22 2c 22 
6a 71 75 65 72 79 22 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b 7d 
2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 
68 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 76 61 72 2
0 6e 3d 30 3b 6e 3c 65 2e 6c 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 65 5b 6e 5d 3b 69 2e 65 6e 75 6d 65 
72 61 62 6c 65 3d 69 2e 65 6e 75 6d 65 72 61 62 6c 65 7c 7c 21 31 2c 
Data Ascii: ire("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.boots
trap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.e
numerable=i.enumerable||!1,

2022-07-01 14:21:59 UTC 275 IN Data Raw: 6e 2c 64 6e 2c 67 6e 2c 5f 6e 2c 6d 6e 2c 70 6e 2c 76 6e 2c 79 6e 2c 45 6e 2c 43 6e 2c 54 6e 2c 62 6e 2c 53 
6e 2c 49 6e 2c 41 6e 2c 44 6e 2c 77 6e 2c 4e 6e 2c 4f 6e 2c 6b 6e 2c 50 6e 2c 6a 6e 2c 48 6e 2c 4c 6e 2c 52 6e 2c 78 6e 
2c 57 6e 2c 55 6e 2c 71 6e 2c 46 6e 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76 61 72 20 65 3d 22 74 72 61 6e 73 69 74 
69 6f 6e 65 6e 64 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 21 31 3b 72 
65 74 75 72 6e 20 69 28 74 68 69 73 29 2e 6f 6e 65 28 6c 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 
69 6f 6e 28 29 7b 6e 3d 21 30 7d 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 7c 7c 6c 2e 
74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 
Data Ascii: n,dn,gn,_n,mn,pn,vn,yn,En,Cn,Tn,bn,Sn,In,An,Dn,wn,Nn,On,kn,Pn,jn,Hn,Ln,Rn,xn,Wn,Un,qn,Fn=function(i)
{var e="transitionend";function t(t){var e=this,n=!1;return i(this).one(l.TRANSITION_END,function(){n=!0}),setTimeout(
function(){n||l.triggerTransitionEnd(

2022-07-01 14:21:59 UTC 276 IN Data Raw: 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 69 28 74 2e 74 61 72 67 65 74 29 2e 69 73 28 74 68 69 
73 29 29 72 65 74 75 72 6e 20 74 2e 68 61 6e 64 6c 65 4f 62 6a 2e 68 61 6e 64 6c 65 72 2e 61 70 70 6c 79 28 74 68 69 
73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 7d 2c 6c 7d 28 65 29 2c 4b 6e 3d 28 6e 3d 22 61 6c 65 72 74 22 2c 61 3d 22 2e 
22 2b 28 6f 3d 22 62 73 2e 61 6c 65 72 74 22 29 2c 63 3d 28 72 3d 65 29 2e 66 6e 5b 6e 5d 2c 75 3d 7b 43 4c 4f 53 45 
3a 22 63 6c 6f 73 65 22 2b 61 2c 43 4c 4f 53 45 44 3a 22 63 6c 6f 73 65 64 22 2b 61 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 
41 50 49 3a 22 63 6c 69 63 6b 22 2b 61 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 66 3d 22 61 6c 65 72 74 22 2c 64 3d 
22 66 61 64 65 22 2c 67 3d 22 73 68 6f 77 22 2c 5f 3d 66 75 6e 63 74 69 
Data Ascii: e:function(t){if(i(t.target).is(this))return t.handleObj.handler.apply(this,arguments)}},l}(e),Kn=(n="alert",a="."+(o=
"bs.alert"),c=(r=e).fn[n],u={CLOSE:"close"+a,CLOSED:"closed"+a,CLICK_DATA_API:"click"+a+".data-api"},f="alert"
,d="fade",g="show",_=functi

2022-07-01 14:21:59 UTC 277 IN Data Raw: 2c 72 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 75 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 27 5b 64 
61 74 61 2d 64 69 73 6d 69 73 73 3d 22 61 6c 65 72 74 22 5d 27 2c 5f 2e 5f 68 61 6e 64 6c 65 44 69 73 6d 69 73 73 28 
6e 65 77 20 5f 29 29 2c 72 2e 66 6e 5b 6e 5d 3d 5f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 72 2e 66 6e 5b 
6e 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 5f 2c 72 2e 66 6e 5b 6e 5d 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 72 2e 66 6e 5b 6e 5d 3d 63 2c 5f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 
63 65 7d 2c 5f 29 2c 4d 6e 3d 28 70 3d 22 62 75 74 74 6f 6e 22 2c 79 3d 22 2e 22 2b 28 76 3d 22 62 73 2e 62 75 74 74 6f 
6e 22 29 2c 45 3d 22 2e 64 61 74 61 2d 61 70 69 22 2c 43 3d 
Data Ascii: ,r(document).on(u.CLICK_DATA_API,'[data-dismiss="alert"]',_._handleDismiss(new _)),r.fn[n]=_._jQue
ryInterface,r.fn[n].Constructor=_,r.fn[n].noConflict=function(){return r.fn[n]=c,_._jQueryInterface},_),Mn=(p="button",y="."+
(v="bs.button"),E=".data-api",C=

2022-07-01 14:21:59 UTC 279 IN Data Raw: 2e 31 2e 33 22 7d 7d 5d 29 2c 6e 7d 28 29 2c 6d 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 4f 2e 43 4c 49 43 
4b 5f 44 41 54 41 5f 41 50 49 2c 49 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 
74 28 29 3b 76 61 72 20 65 3d 74 2e 74 61 72 67 65 74 3b 6d 28 65 29 2e 68 61 73 43 6c 61 73 73 28 62 29 7c 7c 28 65 
3d 6d 28 65 29 2e 63 6c 6f 73 65 73 74 28 4e 29 29 2c 6b 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 
6c 6c 28 6d 28 65 29 2c 22 74 6f 67 67 6c 65 22 29 7d 29 2e 6f 6e 28 4f 2e 46 4f 43 55 53 5f 42 4c 55 52 5f 44 41 54 41 5f 
41 50 49 2c 49 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6d 28 74 2e 74 61 72 67 65 74 29 2e 63 6c 6f 
73 65 73 74 28 4e 29 5b 30 5d 3b 6d 28 65 29 2e 74 6f 67 67 6c 
Data Ascii: .1.3"}}]),n}(),m(document).on(O.CLICK_DATA_API,I,function(t){t.preventDefault();var e=t.target;m(e).hasClass
(b)||(e=m(e).closest(N)),k._jQueryInterface.call(m(e),"toggle")}).on(O.FOCUS_BLUR_DATA_API,I,function(t){var e
=m(t.target).closest(N)[0];m(e).toggl

2022-07-01 14:21:59 UTC 280 IN Data Raw: 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 50 28 74 29 5b 30 5d 2c 74 68 69 
73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 74 3d 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 71 75 65 72 79 
53 65 6c 65 63 74 6f 72 28 6e 74 29 2c 74 68 69 73 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 28 29 7d 
76 61 72 20 74 3d 6f 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74 2e 6e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 74 68 69 73 2e 5f 69 73 53 6c 69 64 69 6e 67 7c 7c 74 68 69 73 2e 5f 73 6c 69 64 65 28 71 29 7d 2c 74 2e 6e 
65 78 74 57 68 65 6e 56 69 73 69 62 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 21 64 6f 63 75 6d 65 6e 74 2e 68 69 64 6
4 65 6e 26 26 50 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 
Data Ascii: tConfig(e),this._element=P(t)[0],this._indicatorsElement=this._element.querySelector(nt),this._addEventListe
ners()}var t=o.prototype;return t.next=function(){this._isSliding||this._slide(q)},t.nextWhenVisible=function(){!documen
t.hidden&&P(this._element).

2022-07-01 14:21:59 UTC 281 IN Data Raw: 69 76 65 45 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 
65 6e 74 3d 6e 75 6c 6c 7d 2c 74 2e 5f 67 65 74 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 
6e 20 74 3d 6c 28 7b 7d 2c 57 2c 74 29 2c 46 6e 2e 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 28 6a 2c 74 2c 55 29 
2c 74 7d 2c 74 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 
20 65 3d 74 68 69 73 3b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6b 65 79 62 6f 61 72 64 26 26 50 28 74 68 69 73 2e 5f 65 
6c 65 6d 65 6e 74 29 2e 6f 6e 28 51 2e 4b 45 59 44 4f 57 4e 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 
65 2e 5f 6b 65 79 64 6f 77 6e 28 74 29 7d 29 2c 22 68 6f 76 65 
Data Ascii: iveElement=null,this._indicatorsElement=null},t._getConfig=function(t){return t=l({},W,t),Fn.typeCheckConfig
(j,t,U),t},t._addEventListeners=function(){var e=this;this._config.keyboard&&P(this._element).on(Q.KEYDOWN,function(t){r
eturn e._keydown(t)}),"hove

2022-07-01 14:21:59 UTC 283 IN Data Raw: 75 72 6e 20 50 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 72 29 2c 72 7d 2c 74 
2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64 69 63 61 74 6f 72 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 
7b 69 66 28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 74 29 7b 76 61 72 20 65 3d 5b 5d 2e 73 
6c 69 63 65 2e 63 61 6c 6c 28 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 74 2e 71 75 65 72 79 5
3 65 6c 65 63 74 6f 72 41 6c 6c 28 24 29 29 3b 50 28 65 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 56 29 3b 76 61 72 20 
6e 3d 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6c 65 6d 65 6e 74 2e 63 68 69 6c 64 72 65 6e 5b 74 68 69 73 
2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 28 74 29 5d 3b 6e 26 26 50 
Data Ascii: urn P(this._element).trigger(r),r},t._setActiveIndicatorElement=function(t){if(this._indicatorsElement){var e=
[].slice.call(this._indicatorsElement.querySelectorAll($));P(e).removeClass(V);var n=this._indicatorsElement.children[
this._getItemIndex(t)];n&&P
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2022-07-01 14:21:59 UTC 284 IN Data Raw: 74 7c 7c 28 74 3d 6e 65 77 20 6f 28 74 68 69 73 2c 65 29 2c 50 28 74 68 69 73 29 2e 64 61 74 61 28 48 2c 74 
29 29 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 69 29 74 2e 74 6f 28 69 29 3b 65 6c 73 65 20 69 66 28 22 
73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 6e 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 
6f 66 20 74 5b 6e 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 
61 6d 65 64 20 22 27 2b 6e 2b 27 22 27 29 3b 74 5b 6e 5d 28 29 7d 65 6c 73 65 20 65 2e 69 6e 74 65 72 76 61 6c 26 26 
28 74 2e 70 61 75 73 65 28 29 2c 74 2e 63 79 63 6c 65 28 29 29 7d 29 7d 2c 6f 2e 5f 64 61 74 61 41 70 69 43 6c 69 63 
6b 48 61 6e 64 6c 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 
Data Ascii: t||(t=new o(this,e),P(this).data(H,t)),"number"==typeof i)t.to(i);else if("string"==typeof n){if("undefined"==typeof t
[n])throw new TypeError('No method named "'+n+'"');t[n]()}else e.interval&&(t.pause(),t.cycle())})},o._dataApiClickHandl
er=function(t){va

2022-07-01 14:21:59 UTC 285 IN Data Raw: 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 68 69 73 2e 5f 65 6c 65 
6d 65 6e 74 3d 65 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 74 29 2c 74 
68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 3d 73 74 2e 6d 61 6b 65 41 72 72 61 79 28 64 6f 63 75 6d 65 6e 74 
2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 27 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 63 6f 6c 6c 61 70 73 
65 22 5d 5b 68 72 65 66 3d 22 23 27 2b 65 2e 69 64 2b 27 22 5d 2c 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 63 6f 6c 
6c 61 70 73 65 22 5d 5b 64 61 74 61 2d 74 61 72 67 65 74 3d 22 23 27 2b 65 2e 69 64 2b 27 22 5d 27 29 29 3b 66 6f 72 
28 76 61 72 20 6e 3d 5b 5d 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 64 
Data Ascii: ){this._isTransitioning=!1,this._element=e,this._config=this._getConfig(t),this._triggerArray=st.makeArray(d
ocument.querySelectorAll('[data-toggle="collapse"][href="#'+e.id+'"],[data-toggle="collapse"][data-target="#'+e.id+'"]')
);for(var n=[].slice.call(d

2022-07-01 14:21:59 UTC 287 IN Data Raw: 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 2e 6c 65 6e 67 74 68 26 26 73 74 28 74 68 69 73 2e 5f 
74 72 69 67 67 65 72 41 72 72 61 79 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 70 74 29 2e 61 74 74 72 28 22 61 72 69 
61 2d 65 78 70 61 6e 64 65 64 22 2c 21 30 29 2c 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 
30 29 3b 76 61 72 20 6f 3d 22 73 63 72 6f 6c 6c 22 2b 28 72 5b 30 5d 2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 2b 72 2e 
73 6c 69 63 65 28 31 29 29 2c 73 3d 46 6e 2e 67 65 74 54 72 61 6e 73 69 74 69 6f 6e 44 75 72 61 74 69 6f 6e 46 72 6f 6
d 45 6c 65 6d 65 6e 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 3b 73 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 
29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 
Data Ascii: this._triggerArray.length&&st(this._triggerArray).removeClass(pt).attr("aria-expanded",!0),this.setTransitio
ning(!0);var o="scroll"+(r[0].toUpperCase()+r.slice(1)),s=Fn.getTransitionDurationFromElement(this._element);st(this._el
ement).one(Fn.TRANSITION_EN

2022-07-01 14:21:59 UTC 288 IN Data Raw: 6e 28 74 29 7b 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 74 7d 2c 74 2e 64 69 73 70 
6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 73 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6c 65 6d 65 
6e 74 2c 6c 74 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 70 61 72 65 6e 74 3d 6e 75 
6c 6c 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 
3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 6e 75 6c 6c 7d 2c 74 2e 5f 67 65 74 
43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 3d 6c 28 7b 7d 2c 75 74 2c 74 29 29 
2e 74 6f 67 67 6c 65 3d 42 6f 6f 6c 65 61 6e 28 74 2e 74 6f 
Data Ascii: n(t){this._isTransitioning=t},t.dispose=function(){st.removeData(this._element,lt),this._config=null,this._p
arent=null,this._element=null,this._triggerArray=null,this._isTransitioning=null},t._getConfig=function(t){return(t=l({},ut,t)).to
ggle=Boolean(t.to

2022-07-01 14:21:59 UTC 289 IN Data Raw: 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 22 2c 67 65 74 3a 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 75 74 7d 7d 5d 29 2c 61 7d 28 29 2c 73 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 
6e 28 64 74 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 43 74 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 22 41 22 3d 3d 
3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 26 26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 
75 6c 74 28 29 3b 76 61 72 20 6e 3d 73 74 28 74 68 69 73 29 2c 65 3d 46 6e 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6
f 6d 45 6c 65 6d 65 6e 74 28 74 68 69 73 29 2c 69 3d 5b 5d 2e 73 
Data Ascii: null,[{key:"VERSION",get:function(){return"4.1.3"}},{key:"Default",get:function(){return ut}}]),a}(),st(docu
ment).on(dt.CLICK_DATA_API,Ct,function(t){"A"===t.currentTarget.tagName&&t.preventDefault();var n=st(this),e=F
n.getSelectorFromElement(this),i=[].s

2022-07-01 14:21:59 UTC 291 IN Data Raw: 22 73 74 72 69 6e 67 22 7d 2c 47 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28 74 
2c 65 29 7b 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6c 6c 2c 74 68 
69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74 68 69 73 2e 5f 6d 65 6e 75 
3d 74 68 69 73 2e 5f 67 65 74 4d 65 6e 75 45 6c 65 6d 65 6e 74 28 29 2c 74 68 69 73 2e 5f 69 6e 4e 61 76 62 61 72 3d 
74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 74 68 69 73 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 
65 6e 65 72 73 28 29 7d 76 61 72 20 74 3d 63 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74 2e 74 6f 67 67 6
c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 74 68 69 73 
Data Ascii: "string"},Gt=function(){function c(t,e){this._element=t,this._popper=null,this._config=this._getConfig(e),th
is._menu=this._getMenuElement(),this._inNavbar=this._detectNavbar(),this._addEventListeners()}var t=c.prototype;return 
t.toggle=function(){if(!this

2022-07-01 14:21:59 UTC 292 IN Data Raw: 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 
2e 5f 70 6f 70 70 65 72 3d 6e 75 6c 6c 29 7d 2c 74 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 
2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6c 6c 21 3d 3d 
74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6c 65 55 70 64 61 74 
65 28 29 7d 2c 74 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 
72 20 65 3d 74 68 69 73 3b 62 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 6f 6e 28 4f 74 2e 43 4c 49 43 4b 2c 66 
75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 70 72 65 76 65 6e 74 44 
Data Ascii: popper&&(this._popper.destroy(),this._popper=null)},t.update=function(){this._inNavbar=this._detectNavbar(),
null!==this._popper&&this._popper.scheduleUpdate()},t._addEventListeners=function(){var e=this;bt(this._elemen
t).on(Ot.CLICK,function(t){t.preventD

2022-07-01 14:21:59 UTC 293 IN Data Raw: 6e 28 29 7b 76 61 72 20 74 3d 62 74 28 74 68 69 73 29 2e 64 61 74 61 28 49 74 29 3b 69 66 28 74 7c 7c 28 
74 3d 6e 65 77 20 63 28 74 68 69 73 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6c 6c 29 2c 
62 74 28 74 68 69 73 29 2e 64 61 74 61 28 49 74 2c 74 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 
29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 2
0 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 22 27 29 3b 74 5b 
65 5d 28 29 7d 7d 29 7d 2c 63 2e 5f 63 6c 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 
74 7c 7c 33 21 3d 3d 74 2e 77 68 69 63 68 26 26 28 22 6b 65 79 75 70 
Data Ascii: n(){var t=bt(this).data(It);if(t||(t=new c(this,"object"==typeof e?e:null),bt(this).data(It,t)),"string"==typeof e){if
("undefined"==typeof t[e])throw new TypeError('No method named "'+e+'"');t[e]()}})},c._clearMenus=function(t){if(!t||3!=
=t.which&&("keyup
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2022-07-01 14:21:59 UTC 295 IN Data Raw: 74 28 74 68 69 73 29 2c 6e 3d 62 74 28 65 29 2e 68 61 73 43 6c 61 73 73 28 50 74 29 3b 69 66 28 28 6e 7c 
7c 32 37 3d 3d 3d 74 2e 77 68 69 63 68 26 26 33 32 3d 3d 3d 74 2e 77 68 69 63 68 29 26 26 28 21 6e 7c 7c 32 37 21 3d 
3d 74 2e 77 68 69 63 68 26 26 33 32 21 3d 3d 74 2e 77 68 69 63 68 29 29 7b 76 61 72 20 69 3d 5b 5d 2e 73 6c 69 63 65 
2e 63 61 6c 6c 28 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 4b 74 29 29 3b 69 66 28 30 21 3d 3d 69 2e 
6c 65 6e 67 74 68 29 7b 76 61 72 20 72 3d 69 2e 69 6e 64 65 78 4f 66 28 74 2e 74 61 72 67 65 74 29 3b 33 38 3d 3d 3d 
74 2e 77 68 69 63 68 26 26 30 3c 72 26 26 72 2d 2d 2c 34 30 3d 3d 3d 74 2e 77 68 69 63 68 26 26 72 3c 69 2e 6c 65 6e 
67 74 68 2d 31 26 26 72 2b 2b 2c 72 3c 30 26 26 28 72 3d 30 29 2c 69 5b 72 
Data Ascii: t(this),n=bt(e).hasClass(Pt);if((n||27===t.which&&32===t.which)&&(!n||27!==t.which&&32!==t.which)){var i=[].
slice.call(e.querySelectorAll(Kt));if(0!==i.length){var r=i.indexOf(t.target);38===t.which&&0<r&&r--,40===t.which&&r<i.l
ength-1&&r++,r<0&&(r=0),i[r

2022-07-01 14:21:59 UTC 296 IN Data Raw: 2c 4d 4f 55 53 45 55 50 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65 75 70 2e 64 69 73 6d 69 73 73 22 2b 65 
65 2c 4d 4f 55 53 45 44 4f 57 4e 5f 44 49 53 4d 49 53 53 3a 22 6d 6f 75 73 65 64 6f 77 6e 2e 64 69 73 6d 69 73 73 22 2b 
65 65 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6c 69 63 6b 22 2b 65 65 2b 22 2e 64 61 74 61 2d 61 70 69 
22 7d 2c 73 65 3d 22 6d 6f 64 61 6c 2d 73 63 72 6f 6c 6c 62 61 72 2d 6d 65 61 73 75 72 65 22 2c 61 65 3d 22 6d 6f 64 61 
6c 2d 62 61 63 6b 64 72 6f 70 22 2c 6c 65 3d 22 6d 6f 64 61 6c 2d 6f 70 65 6e 22 2c 63 65 3d 22 66 61 64 65 22 2c 68 65 
3d 22 73 68 6f 77 22 2c 75 65 3d 22 2e 6d 6f 64 61 6c 2d 64 69 61 6c 6f 67 22 2c 66 65 3d 27 5b 64 61 74 61 2d 74 6f 67 
67 6c 65 3d 22 6d 6f 64 61 6c 22 5d 27 2c 64 65 3d 27 5b 64 
Data Ascii: ,MOUSEUP_DISMISS:"mouseup.dismiss"+ee,MOUSEDOWN_DISMISS:"mousedown.dismiss"+ee
,CLICK_DATA_API:"click"+ee+".data-api"},se="modal-scrollbar-measure",ae="modal-backdrop",le="modal-open",ce="f
ade",he="show",ue=".modal-dialog",fe='[data-toggle="modal"]',de='[d

2022-07-01 14:21:59 UTC 297 IN Data Raw: 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 69 66 28 74 26 26 74 2e 
70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 21 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 
26 26 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 29 7b 76 61 72 20 6e 3d 24 74 2e 45 76 65 6e 74 28 6f 65 2e 48 49 44 45 2
9 3b 69 66 28 24 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 6e 29 2c 74 68 69 73 2e 5f 
69 73 53 68 6f 77 6e 26 26 21 6e 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 73 2e 
5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 69 3d 24 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 
43 6c 61 73 73 28 63 65 29 3b 69 66 28 69 26 26 28 74 68 69 73 2e 5f 69 
Data Ascii: ide=function(t){var e=this;if(t&&t.preventDefault(),!this._isTransitioning&&this._isShown){var n=$t.Event(oe
.HIDE);if($t(this._element).trigger(n),this._isShown&&!n.isDefaultPrevented()){this._isShown=!1;var i=$t(this._element).
hasClass(ce);if(i&&(this._i

2022-07-01 14:21:59 UTC 299 IN Data Raw: 26 26 46 6e 2e 72 65 66 6c 6f 77 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2c 24 74 28 74 68 69 73 2e 5f 
65 6c 65 6d 65 6e 74 29 2e 61 64 64 43 6c 61 73 73 28 68 65 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 
26 26 74 68 69 73 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 28 29 3b 76 61 72 20 69 3d 24 74 2e 45 76 65 6e 74 28 6f 65 
2e 53 48 4f 57 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 74 7d 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
65 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 65 2e 5f 65 6c 65 6d 65 6e 74 2e 66 6f 63 75 73 28 29 2c 65 2e 5f 69 
73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 24 74 28 65 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 
72 28 69 29 7d 3b 69 66 28 6e 29 7b 76 61 72 20 6f 3d 46 6e 2e 
Data Ascii: &&Fn.reflow(this._element),$t(this._element).addClass(he),this._config.focus&&this._enforceFocus();var i=$t.
Event(oe.SHOWN,{relatedTarget:t}),r=function(){e._config.focus&&e._element.focus(),e._isTransitioning=!1,$t(e.
_element).trigger(i)};if(n){var o=Fn.

2022-07-01 14:21:59 UTC 300 IN Data Raw: 74 68 69 73 2c 6e 3d 24 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 63 65 
29 3f 63 65 3a 22 22 3b 69 66 28 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 26 26 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 62 
61 63 6b 64 72 6f 70 29 7b 69 66 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 
74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6c 61 73 73 4e 61 
6d 65 3d 61 65 2c 6e 26 26 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 2e 63 6c 61 73 73 4c 69 73 74 2e 61 64 64 28 6e 
29 2c 24 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 
6f 64 79 29 2c 24 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 
Data Ascii: this,n=$t(this._element).hasClass(ce)?ce:"";if(this._isShown&&this._config.backdrop){if(this._backdrop=docum
ent.createElement("div"),this._backdrop.className=ae,n&&this._backdrop.classList.add(n),$t(this._backdrop).app
endTo(document.body),$t(this._element

2022-07-01 14:21:59 UTC 301 IN Data Raw: 75 6d 65 6e 74 2e 62 6f 64 79 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6c 69 65 6e 74 52 65 63 74 28 29 3b 74 
68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 6c 6f 77 69 6e 67 3d 74 2e 6c 65 66 74 2b 74 2e 72 69 67 68 74 3c 77 69 
6e 64 6f 77 2e 69 6e 6e 65 72 57 69 64 74 68 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 3d 74 68 69 
73 2e 5f 67 65 74 53 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 28 29 7d 2c 74 2e 5f 73 65 74 53 63 72 6f 6c 6c 62 61 72 3d 
66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 72 3d 74 68 69 73 3b 69 66 28 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 
72 66 6c 6f 77 69 6e 67 29 7b 76 61 72 20 74 3d 5b 5d 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 64 6f 63 75 6d 65 6e 74 2e 
71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 67 65 29 
Data Ascii: ument.body.getBoundingClientRect();this._isBodyOverflowing=t.left+t.right<window.innerWidth,this._
scrollbarWidth=this._getScrollbarWidth()},t._setScrollbar=function(){var r=this;if(this._isBodyOverflowing){var t=[].sli
ce.call(document.querySelectorAll(ge)

2022-07-01 14:21:59 UTC 303 IN Data Raw: 69 64 74 68 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 
65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 3b 74 2e 63 6c 61 73 73 4e 61 6d 65 3d 73 65 2c 64 6f 63 75 6d 65 6e 74 
2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 74 29 3b 76 61 72 20 65 3d 74 2e 67 65 74 42 6f 75 6e 64 69 6e 
67 43 6c 69 65 6e 74 52 65 63 74 28 29 2e 77 69 64 74 68 2d 74 2e 63 6c 69 65 6e 74 57 69 64 74 68 3b 72 65 74 75 72 
6e 20 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 74 29 2c 65 7d 2c 72 2e 5f 6a 51 75 
65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 2c 69 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 
65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 24 
Data Ascii: idth=function(){var t=document.createElement("div");t.className=se,document.body.appendChild(t);var 
e=t.getBoundingClientRect().width-t.clientWidth;return document.body.removeChild(t),e},r._jQueryInterface=function(n,i)
{return this.each(function(){var t=$

2022-07-01 14:21:59 UTC 304 IN Data Raw: 34 62 38 30 0d 0a 2b 54 65 2b 22 5c 5c 53 2b 22 2c 22 67 22 29 2c 41 65 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 
21 30 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 22 20 72 6f 6c 65 3d 22 
74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 
6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 
65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 69 74 6c 65 3a 22 22 2c 64 65 6c 61 79 3a 30 2c 68 74 6d 6c 3a 21 
28 49 65 3d 7b 41 55 54 4f 3a 22 61 75 74 6f 22 2c 54 4f 50 3a 22 74 6f 70 22 2c 52 49 47 48 54 3a 22 72 69 67 68 74 22 
2c 42 4f 54 54 4f 4d 3a 22 62 6f 74 74 6f 6d 22 2c 4c 45 
Data Ascii: 4b80+Te+"\\S+","g"),Ae={animation:!0,template:'<div class="tooltip" role="tooltip"><div class="arrow"></div>
<div class="tooltip-inner"></div></div>',trigger:"hover focus",title:"",delay:0,html:!(Ie={AUTO:"auto",TOP:"top",RIGHT:"
right",BOTTOM:"bottom",LE
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2022-07-01 14:21:59 UTC 305 IN Data Raw: 5f 69 73 45 6e 61 62 6c 65 64 3d 21 30 7d 2c 74 2e 64 69 73 61 62 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
74 68 69 73 2e 5f 69 73 45 6e 61 62 6c 65 64 3d 21 31 7d 2c 74 2e 74 6f 67 67 6c 65 45 6e 61 62 6c 65 64 3d 66 75 6e 
63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6c 65 64 3d 21 74 68 69 73 2e 5f 69 73 45 6e 61 62 6c 65 64 
7d 2c 74 2e 74 6f 67 67 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 74 68 69 73 2e 5f 69 73 45 6e 61 62 6c 
65 64 29 69 66 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 5
9 2c 6e 3d 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 65 29 3b 6e 7c 7c 28 6e 3d 6e 
65 77 20 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 28 74 2e 63 
Data Ascii: _isEnabled=!0},t.disable=function(){this._isEnabled=!1},t.toggleEnabled=function(){this._isEnabled=!this._is
Enabled},t.toggle=function(t){if(this._isEnabled)if(t){var e=this.constructor.DATA_KEY,n=pe(t.currentTarget).data(e);n||
(n=new this.constructor(t.c

2022-07-01 14:21:59 UTC 307 IN Data Raw: 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 4e 41 4d 45 29 3b 69 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 
22 69 64 22 2c 72 29 2c 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 
2d 64 65 73 63 72 69 62 65 64 62 79 22 2c 72 29 2c 74 68 69 73 2e 73 65 74 43 6f 6e 74 65 6e 74 28 29 2c 74 68 69 73 
2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 26 26 70 65 28 69 29 2e 61 64 64 43 6c 61 73 73 28 4f 65 29 3b 76 6
1 72 20 6f 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6c 61 63 
65 6d 65 6e 74 3f 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6c 61 63 65 6d 65 6e 74 2e 63 61 6c 6c 28 74 68 69 73 2c 69 
2c 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 3a 74 68 69 73 2e 63 6f 6e 
Data Ascii: is.constructor.NAME);i.setAttribute("id",r),this.element.setAttribute("aria-describedby",r),this.setContent(
),this.config.animation&&pe(i).addClass(Oe);var o="function"==typeof this.config.placement?this.config.placement.call(th
is,i,this.element):this.con

2022-07-01 14:21:59 UTC 308 IN Data Raw: 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 63 29 7d 65 6c 73 65 20 6c 28 29 7d 7d 2c 74 
2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 74 68 69 73 2e 67 65 74 
54 69 70 45 6c 65 6d 65 6e 74 28 29 2c 69 3d 70 65 2e 45 76 65 6e 74 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 
72 2e 45 76 65 6e 74 2e 48 49 44 45 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 5f 68 6f 76 65 72 53 74 61 74 6
5 21 3d 3d 44 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 
65 43 68 69 6c 64 28 6e 29 2c 65 2e 5f 63 6c 65 61 6e 54 69 70 43 6c 61 73 73 28 29 2c 65 2e 65 6c 65 6d 65 6e 74 2e 
72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 64 
Data Ascii: emulateTransitionEnd(c)}else l()}},t.hide=function(t){var e=this,n=this.getTipElement(),i=pe.Event(this.cons
tructor.Event.HIDE),r=function(){e._hoverState!==De&&n.parentNode&&n.parentNode.removeChild(n),e._cleanTipClas
s(),e.element.removeAttribute("aria-d

2022-07-01 14:21:59 UTC 309 IN Data Raw: 61 70 70 65 6e 64 28 65 29 3a 74 2e 74 65 78 74 28 70 65 28 65 29 2e 74 65 78 74 28 29 29 3a 74 5b 6e 3f 
22 68 74 6d 6c 22 3a 22 74 65 78 74 22 5d 28 65 29 7d 2c 74 2e 67 65 74 54 69 74 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 
29 7b 76 61 72 20 74 3d 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 64 61 74 61 
2d 6f 72 69 67 69 6e 61 6c 2d 74 69 74 6c 65 22 29 3b 72 65 74 75 72 6e 20 74 7c 7c 28 74 3d 22 66 75 6e 63 74 69 6f 
6e 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 69 74 6c 65 3f 74 68 69 73 2e 63 6f 6e 66 69 67 
2e 74 69 74 6c 65 2e 63 61 6c 6c 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 
69 74 6c 65 29 2c 74 7d 2c 74 2e 5f 67 65 74 41 74 74 61 63 68 6d 65 6e 
Data Ascii: append(e):t.text(pe(e).text()):t[n?"html":"text"](e)},t.getTitle=function(){var t=this.element.getAttribute("data-orig
inal-title");return t||(t="function"==typeof this.config.title?this.config.title.call(this.element):this.config.title),t},t._getAttachmen

2022-07-01 14:21:59 UTC 311 IN Data Raw: 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 
61 74 61 28 6e 2c 65 29 29 2c 74 26 26 28 65 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 69 6e 
22 3d 3d 3d 74 2e 74 79 70 65 3f 4c 65 3a 48 65 5d 3d 21 30 29 2c 70 65 28 65 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 
74 28 29 29 2e 68 61 73 43 6c 61 73 73 28 6b 65 29 7c 7c 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 3d 3d 44 65 3f 65 2e 
5f 68 6f 76 65 72 53 74 61 74 65 3d 44 65 3a 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 65 2e 5f 74 69 6d 65 6f 75 74 29 
2c 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 44 65 2c 65 2e 63 6f 6e 66 69 67 2e 64 65 6c 61 79 26 26 65 2e 63 6f 6e 66 
69 67 2e 64 65 6c 61 79 2e 73 68 6f 77 3f 65 2e 5f 74 69 6d 65 
Data Ascii: egateConfig()),pe(t.currentTarget).data(n,e)),t&&(e._activeTrigger["focusin"===t.type?Le:He]=!0),pe(e.getTip
Element()).hasClass(ke)||e._hoverState===De?e._hoverState=De:(clearTimeout(e._timeout),e._hoverState=De,e.conf
ig.delay&&e.config.delay.show?e._time

2022-07-01 14:21:59 UTC 312 IN Data Raw: 5b 65 5d 26 26 28 74 5b 65 5d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 5b 65 5d 29 3b 72 65 74 75 72 6e 20 74 
7d 2c 74 2e 5f 63 6c 65 61 6e 54 69 70 43 6c 61 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 70 65 28 
74 68 69 73 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 29 2c 65 3d 74 2e 61 74 74 72 28 22 63 6c 61 73 73 22 29 
2e 6d 61 74 63 68 28 62 65 29 3b 6e 75 6c 6c 21 3d 3d 65 26 26 65 2e 6c 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76 65 
43 6c 61 73 73 28 65 2e 6a 6f 69 6e 28 22 22 29 29 7d 2c 74 2e 5f 68 61 6e 64 6c 65 50 6f 70 70 65 72 50 6c 61 63 65 6d 
65 6e 74 43 68 61 6e 67 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 2e 69 6e 73 74 61 6e 63 65 3b 
74 68 69 73 2e 74 69 70 3d 65 2e 70 6f 70 70 65 72 2c 74 68 69 73 2e 5f 
Data Ascii: [e]&&(t[e]=this.config[e]);return t},t._cleanTipClass=function(){var t=pe(this.getTipElement()),e=t.attr("cl
ass").match(be);null!==e&&e.length&&t.removeClass(e.join(""))},t._handlePopperPlacementChange=function(t){var 
e=t.instance;this.tip=e.popper,this._

2022-07-01 14:21:59 UTC 313 IN Data Raw: 78 70 28 22 28 5e 7c 5c 5c 73 29 22 2b 51 65 2b 22 5c 5c 53 2b 22 2c 22 67 22 29 2c 56 65 3d 6c 28 7b 7d 2c 
7a 6e 2e 44 65 66 61 75 6c 74 2c 7b 70 6c 61 63 65 6d 65 6e 74 3a 22 72 69 67 68 74 22 2c 74 72 69 67 67 65 72 3a 22 
63 6c 69 63 6b 22 2c 63 6f 6e 74 65 6e 74 3a 22 22 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 69 76 20 63 6c 61 73 73 3d 
22 70 6f 70 6f 76 65 72 22 20 72 6f 6c 65 3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 61 72 72 
6f 77 22 3e 3c 2f 64 69 76 3e 3c 68 33 20 63 6c 61 73 73 3d 22 70 6f 70 6f 76 65 72 2d 68 65 61 64 65 72 22 3e 3c 2f 68 
33 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 70 6f 70 6f 76 65 72 2d 62 6f 64 79 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 
27 7d 29 2c 59 65 3d 6c 28 7b 7d 2c 7a 6e 2e 44 65 66 61 75 6c 
Data Ascii: xp("(^|\\s)"+Qe+"\\S+","g"),Ve=l({},zn.Default,{placement:"right",trigger:"click",content:"",template:'<div 
class="popover" role="tooltip"><div class="arrow"></div><h3 class="popover-header"></h3><div class="popover-body">
</div></div>'}),Ye=l({},zn.Defaul

2022-07-01 14:21:59 UTC 315 IN Data Raw: 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 29 2c 65 3d 74 2e 61 74 74 72 28 22 63 6c 61 73 73 22 29 2e 6d 
61 74 63 68 28 42 65 29 3b 6e 75 6c 6c 21 3d 3d 65 26 26 30 3c 65 2e 6c 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76 65 
43 6c 61 73 73 28 65 2e 6a 6f 69 6e 28 22 22 29 29 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 7
5 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 
61 72 20 74 3d 55 65 28 74 68 69 73 29 2e 64 61 74 61 28 46 65 29 2c 65 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 
6f 66 20 6e 3f 6e 3a 6e 75 6c 6c 3b 69 66 28 28 74 7c 7c 21 2f 64 65 73 74 72 6f 79 7c 68 69 64 65 2f 2e 74 65 73 74 28 
6e 29 29 26 26 28 74 7c 7c 28 74 3d 6e 65 77 20 69 28 74 68 69 73 2c 
Data Ascii: etTipElement()),e=t.attr("class").match(Be);null!==e&&0<e.length&&t.removeClass(e.join(""))},i._jQueryInterf
ace=function(n){return this.each(function(){var t=Ue(this).data(Fe),e="object"==typeof n?n:null;if((t||!/destroy|hide/.t
est(n))&&(t||(t=new i(this,
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2022-07-01 14:21:59 UTC 316 IN Data Raw: 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 3d 22 42 4f 44 59 22 3d 3d 3d 74 2e 74 61 67 4e 61 
6d 65 3f 77 69 6e 64 6f 77 3a 74 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 
28 65 29 2c 74 68 69 73 2e 5f 73 65 6c 65 63 74 6f 72 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 
20 22 2b 67 6e 2b 22 2c 22 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 6d 6e 2b 22 2c 
22 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 74 61 72 67 65 74 2b 22 20 22 2b 76 6e 2c 74 68 69 73 2e 5f 6f 66 66 73 65 
74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 
65 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 48 
Data Ascii: this._scrollElement="BODY"===t.tagName?window:t,this._config=this._getConfig(e),this._selector=thi
s._config.target+" "+gn+","+this._config.target+" "+mn+","+this._config.target+" "+vn,this._offsets=[],this._targets=[],
this._activeTarget=null,this._scrollH

2022-07-01 14:21:59 UTC 317 IN Data Raw: 20 65 3d 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 29 3b 65 7c 7c 28 65 3d 46 6e 
2e 67 65 74 55 49 44 28 65 6e 29 2c 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 2c 65 29 29 2c 
74 2e 74 61 72 67 65 74 3d 22 23 22 2b 65 7d 72 65 74 75 72 6e 20 46 6e 2e 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 
67 28 65 6e 2c 74 2c 61 6e 29 2c 74 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6c 6c 54 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 3d 3d 3d 77 69 6e 64 6f 77 3f 74 68 69 
73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 2e 70 61 67 65 59 4f 66 66 73 65 74 3a 74 68 69 73 2e 5f 73 63 72 6f 6c 
6c 45 6c 65 6d 65 6e 74 2e 73 63 72 6f 6c 6c 54 6f 70 7d 2c 74 2e 
Data Ascii:  e=tn(t.target).attr("id");e||(e=Fn.getUID(en),tn(t.target).attr("id",e)),t.target="#"+e}return Fn.typeCheck
Config(en,t,an),t},t._getScrollTop=function(){return this._scrollElement===window?this._scrollElement.pageYOffset:this._
scrollElement.scrollTop},t.

2022-07-01 14:21:59 UTC 319 IN Data Raw: 63 6e 29 3f 28 6e 2e 63 6c 6f 73 65 73 74 28 70 6e 29 2e 66 69 6e 64 28 79 6e 29 2e 61 64 64 43 6c 61 73 73 
28 68 6e 29 2c 6e 2e 61 64 64 43 6c 61 73 73 28 68 6e 29 29 3a 28 6e 2e 61 64 64 43 6c 61 73 73 28 68 6e 29 2c 6e 2e 
70 61 72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 67 6e 2b 22 2c 20 22 2b 6d 6e 29 2e 61 64 64 43 6c 61 73 73 28 68 
6e 29 2c 6e 2e 70 61 72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 5f 6e 29 2e 63 68 69 6c 64 72 65 6e 28 67 6e 29 2e 
61 64 64 43 6c 61 73 73 28 68 6e 29 29 2c 74 6e 28 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 29 2e 74 
72 69 67 67 65 72 28 6c 6e 2e 41 43 54 49 56 41 54 45 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 65 7d 29 7d 2c 
74 2e 5f 63 6c 65 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
Data Ascii: cn)?(n.closest(pn).find(yn).addClass(hn),n.addClass(hn)):(n.addClass(hn),n.parents(dn).prev(gn+", 
"+mn).addClass(hn),n.parents(dn).prev(_n).children(gn).addClass(hn)),tn(this._scrollElement).trigger(ln.ACTIVATE,{relate
dTarget:e})},t._clear=function(){var 

2022-07-01 14:21:59 UTC 320 IN Data Raw: 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 22 2c 55 6e 3d 22 3e 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 
20 2e 61 63 74 69 76 65 22 2c 71 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 69 28 74 29 7b 74 
68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 74 7d 76 61 72 20 74 3d 69 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 
20 74 2e 73 68 6f 77 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 69 66 28 21 28 74 68 69 73 2
e 5f 65 6c 65 6d 65 6e 74 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 70 61 72 65 
6e 74 4e 6f 64 65 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 4e 6f 64 65 2e 45 4c 45 4d 45 4e 54 5f 4e 4f 44 45 26 26 62 6e 28 
74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 
Data Ascii: ropdown-toggle",Un="> .dropdown-menu .active",qn=function(){function i(t){this._element=t}var t=i.prototype;
return t.show=function(){var n=this;if(!(this._element.parentNode&&this._element.parentNode.nodeType===Node.EL
EMENT_NODE&&bn(this._element).hasClas

2022-07-01 14:21:59 UTC 321 IN Data Raw: 61 72 65 6e 74 4e 6f 64 65 29 2e 66 69 6e 64 28 55 6e 29 5b 30 5d 3b 69 26 26 62 6e 28 69 29 2e 72 65 6d 6f 
76 65 43 6c 61 73 73 28 4e 6e 29 2c 22 74 61 62 22 3d 3d 3d 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 72 6f 6c 
65 22 29 26 26 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 73 65 6c 65 63 74 65 64 22 2c 21 31 29 
7d 69 66 28 62 6e 28 74 29 2e 61 64 64 43 6c 61 73 73 28 4e 6e 29 2c 22 74 61 62 22 3d 3d 3d 74 2e 67 65 74 41 74 74 
72 69 62 75 74 65 28 22 72 6f 6c 65 22 29 26 26 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 73 65 
6c 65 63 74 65 64 22 2c 21 30 29 2c 46 6e 2e 72 65 66 6c 6f 77 28 74 29 2c 62 6e 28 74 29 2e 61 64 64 43 6c 61 73 73 
28 50 6e 29 2c 74 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 62 6e 28 74 2e 
Data Ascii: arentNode).find(Un)[0];i&&bn(i).removeClass(Nn),"tab"===e.getAttribute("role")&&e.setAttribute("aria-selecte
d",!1)}if(bn(t).addClass(Nn),"tab"===t.getAttribute("role")&&t.setAttribute("aria-selected",!0),Fn.reflow(t),bn(t).addCl
ass(Pn),t.parentNode&&bn(t.

2022-07-01 14:21:59 UTC 323 IN Data Raw: 74 2e 44 72 6f 70 64 6f 77 6e 3d 56 6e 2c 74 2e 4d 6f 64 61 6c 3d 59 6e 2c 74 2e 50 6f 70 6f 76 65 72 3d 4a 
6e 2c 74 2e 53 63 72 6f 6c 6c 73 70 79 3d 5a 6e 2c 74 2e 54 61 62 3d 47 6e 2c 74 2e 54 6f 6f 6c 74 69 70 3d 7a 6e 2c 4f 
62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f 5f 65 73 4d 6f 64 75 6c 65 22 2c 7b 76 61 6c 
75 65 3a 21 30 7d 29 7d 29 3b 0a 2f 2f 23 20 73 6f 75 72 63 65 4d 61 70 70 69 6e 67 55 52 4c 3d 62 6f 6f 74 73 74 72 61 
70 2e 6d 69 6e 2e 6a 73 2e 6d 61 70 0d 0a 
Data Ascii: t.Dropdown=Vn,t.Modal=Yn,t.Popover=Jn,t.Scrollspy=Zn,t.Tab=Gn,t.Tooltip=zn,Object.defineProperty(t
,"__esModule",{value:!0})});//# sourceMappingURL=bootstrap.min.js.map

2022-07-01 14:21:59 UTC 323 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.22 49193 104.17.25.14 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:59 UTC 252 OUT GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
Origin: https://eyecandylashcompany.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-01 14:21:59 UTC 252 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:59 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb03fa9-4af4"
Last-Modified: Mon, 04 May 2020 16:15:37 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 716541
Expires: Wed, 21 Jun 2023 14:21:59 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=o9y%2FuYU5mXz6Tax1FvnIe9aYPemN7g
imUMV76%2Bpnren3mAOoTI%2BguK3f3S69CtEs44MHRuGXnf4v326%2BqVNyzwu5Z%2BWBNUThFq4yHp
PcUNlLecAr35EUBbIvaaOWayp6Sv2aKdVd"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 723fca8d8c4a8ffa-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 14:21:59 UTC 253 IN Data Raw: 34 61 66 34 0d 0a 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76 
6f 6c 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 
65 6e 73 65 20 28 6c 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 
75 72 63 65 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 
29 7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 
21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 
74 69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 
Data Ascii: 4af4/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://ope
nsource.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&'undefined'!=typeof module?module.exports=t():'fun
ction'==typeof define&

2022-07-01 14:21:59 UTC 253 IN Data Raw: 65 72 3d 74 28 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 
74 27 3b 66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 
63 74 69 6f 6e 5d 27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6c 6c 28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 74 
28 65 2c 74 29 7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 6
7 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 28 65 2c 6e 75 6c 6c 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74 5d 3a 6f 7
d 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 
3f 65 3a 65 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 
Data Ascii: er=t()})(this,function(){'use strict';function e(e){return e&&'[object Function]'==={}.toString.call(e)}function t(e,t)
{if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.hos

2022-07-01 14:21:59 UTC 255 IN Data Raw: 48 54 4d 4c 27 3d 3d 3d 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 
75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6c 6c 69 6e 67 
45 6c 65 6d 65 6e 74 7c 7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e 63 
74 69 6f 6e 20 6c 28 65 2c 74 29 7b 76 61 72 20 6f 3d 32 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 26 26 76 6f 
69 64 20 30 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2c 69 3d 61 28 74 
2c 27 74 6f 70 27 29 2c 6e 3d 61 28 74 2c 27 6c 65 66 74 27 29 2c 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72 6e 20 65 2e 
74 6f 70 2b 3d 69 2a 72 2c 65 2e 62 6f 74 74 6f 6d 2b 3d 69 2a 
Data Ascii: HTML'===i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement||n;return r[o]
}return e[o]}function l(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top'),n=a(t,'left'),r=o?-
1:1;return e.top+=i*r,e.bottom+=i*

2022-07-01 14:21:59 UTC 256 IN Data Raw: 72 3d 27 48 54 4d 4c 27 3d 3d 3d 6f 2e 6e 6f 64 65 4e 61 6d 65 2c 70 3d 67 28 65 29 2c 73 3d 67 28 6f 29 2c 
64 3d 6e 28 65 29 2c 61 3d 74 28 6f 29 2c 66 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 62 6f 72 64 65 72 54 6f 70 57 69 
64 74 68 2c 31 30 29 2c 6d 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68 2c 
31 30 29 2c 68 3d 63 28 7b 74 6f 70 3a 70 2e 74 6f 70 2d 73 2e 74 6f 70 2d 66 2c 6c 65 66 74 3a 70 2e 6c 65 66 74 2d 73 
2e 6c 65 66 74 2d 6d 2c 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 29 
3b 69 66 28 68 2e 6d 61 72 67 69 6e 54 6f 70 3d 30 2c 68 2e 6d 61 72 67 69 6e 4c 65 66 74 3d 30 2c 21 69 26 26 72 29 7
b 76 61 72 20 75 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 6d 61 
Data Ascii: r='HTML'===o.nodeName,p=g(e),s=g(o),d=n(e),a=t(o),f=parseFloat(a.borderTopWidth,10),m=parseFloat(a
.borderLeftWidth,10),h=c({top:p.top-s.top-f,left:p.left-s.left-m,width:p.width,height:p.height});if(h.marginTop=0,h.marg
inLeft=0,!i&&r){var u=parseFloat(a.ma

2022-07-01 14:21:59 UTC 257 IN Data Raw: 69 66 28 2d 31 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 27 61 75 74 6f 27 29 29 72 65 74 75 72 6e 20 65 3b 76 
61 72 20 70 3d 79 28 6f 2c 69 2c 72 2c 6e 29 2c 73 3d 7b 74 6f 70 3a 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 
65 69 67 68 74 3a 74 2e 74 6f 70 2d 70 2e 74 6f 70 7d 2c 72 69 67 68 74 3a 7b 77 69 64 74 68 3a 70 2e 72 69 67 68 74 
2d 74 2e 72 69 67 68 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 2c 62 6f 74 74 6f 6d 3a 7b 77 69 64 74 68 3
a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 62 6f 74 74 6f 6d 2d 74 2e 62 6f 74 74 6f 6d 7d 2c 6c 65 66 74 3a 7
b 77 69 64 74 68 3a 74 2e 6c 65 66 74 2d 70 2e 6c 65 66 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 7d 2c 
64 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 73 29 2e 6d 61 70 28 66 75 
Data Ascii: if(-1===e.indexOf('auto'))return e;var p=y(o,i,r,n),s={top:{width:p.width,height:t.top-p.top},right:{width:p.right-t.r
ight,height:p.height},bottom:{width:p.width,height:p.bottom-t.bottom},left:{width:t.left-p.left,height:p.height}},d=Obje
ct.keys(s).map(fu

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 259 IN Data Raw: 20 65 2e 69 6e 64 65 78 4f 66 28 69 29 7d 66 75 6e 63 74 69 6f 6e 20 43 28 74 2c 6f 2c 69 29 7b 76 61 72 20 
6e 3d 76 6f 69 64 20 30 3d 3d 3d 69 3f 74 3a 74 2e 73 6c 69 63 65 28 30 2c 44 28 74 2c 27 6e 61 6d 65 27 2c 69 29 29 
3b 72 65 74 75 72 6e 20 6e 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 5b 27 66 75 6e 63 74 69 
6f 6e 27 5d 26 26 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 28 27 60 6d 6f 64 69 66 69 65 72 2e 66 75 6e 63 74 69 6f 6e 60 20 
69 73 20 64 65 70 72 65 63 61 74 65 64 2c 20 75 73 65 20 60 6d 6f 64 69 66 69 65 72 2e 66 6e 60 21 27 29 3b 76 61 72 
20 69 3d 74 5b 27 66 75 6e 63 74 69 6f 6e 27 5d 7c 7c 74 2e 66 6e 3b 74 2e 65 6e 61 62 6c 65 64 26 26 65 28 69 29 26 
26 28 6f 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 6f 2e 
Data Ascii:  e.indexOf(i)}function C(t,o,i){var n=void 0===i?t:t.slice(0,D(t,'name',i));return n.forEach(function(t){t['function']
&&console.warn('`modifier.function` is deprecated, use `modifier.fn`!');var i=t['function']||t.fn;t.enabled&&e(i)&&(o.of
fsets.popper=c(o.

2022-07-01 14:21:59 UTC 260 IN Data Raw: 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 70 6f 73 69 74 69 6f 6e 3d 27 27 2c 74 68 69 73 
2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 74 6f 70 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 5b 57 
28 27 74 72 61 6e 73 66 6f 72 6d 27 29 5d 3d 27 27 29 2c 74 68 69 73 2e 64 69 73 61 62 6c 65 45 76 65 6e 74 4c 69 73 
74 65 6e 65 72 73 28 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 72 65 6d 6f 76 65 4f 6e 44 65 73 74 72 6f 79 26 26 74 
68 69 73 2e 70 6f 70 70 65 72 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 74 68 69 73 2e 
70 6f 70 70 65 72 29 2c 74 68 69 73 7d 66 75 6e 63 74 69 6f 6e 20 42 28 65 29 7b 76 61 72 20 74 3d 65 2e 6f 77 6e 65 7
2 44 6f 63 75 6d 65 6e 74 3b 72 65 74 75 72 6e 20 74 3f 74 2e 64 
Data Ascii: ',this.popper.style.position='',this.popper.style.top='',this.popper.style[W('transform')]=''),this.disableEventListen
ers(),this.options.removeOnDestroy&&this.popper.parentNode.removeChild(this.popper),this}function B(e){var t=e
.ownerDocument;return t?t.d

2022-07-01 14:21:59 UTC 261 IN Data Raw: 6f 6e 28 6f 29 7b 76 61 72 20 69 3d 74 5b 6f 5d 3b 21 31 3d 3d 3d 69 3f 65 2e 72 65 6d 6f 76 65 41 74 74 72 
69 62 75 74 65 28 6f 29 3a 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 6f 2c 74 5b 6f 5d 29 7d 29 7d 66 75 6e 63 74 
69 6f 6e 20 46 28 65 2c 74 2c 6f 29 7b 76 61 72 20 69 3d 54 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 
3d 65 2e 6e 61 6d 65 3b 72 65 74 75 72 6e 20 6f 3d 3d 3d 74 7d 29 2c 6e 3d 21 21 69 26 26 65 2e 73 6f 6d 65 28 66 75 
6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 6e 61 6d 65 3d 3d 3d 6f 26 26 65 2e 65 6e 61 62 6c 65 64 26 2
6 65 2e 6f 72 64 65 72 3c 69 2e 6f 72 64 65 72 7d 29 3b 69 66 28 21 6e 29 7b 76 61 72 20 72 3d 27 60 27 2b 74 2b 27 60 
27 3b 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 28 27 60 27 2b 6f 2b 27 
Data Ascii: on(o){var i=t[o];!1===i?e.removeAttribute(o):e.setAttribute(o,t[o])})}function F(e,t,o){var i=T(e,function(e){var 
o=e.name;return o===t}),n=!!i&&e.some(function(e){return e.name===o&&e.enabled&&e.order<i.order});if(!n){var r='`'
+t+'`';console.warn('`'+o+'

2022-07-01 14:21:59 UTC 263 IN Data Raw: 2e 63 6f 6e 63 61 74 28 70 2e 73 6c 69 63 65 28 73 2b 31 29 29 5d 3b 72 65 74 75 72 6e 20 61 3d 61 2e 6d 61 
70 28 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 6e 3d 28 31 3d 3d 3d 69 3f 21 72 3a 72 29 3f 27 68 65 69 
67 68 74 27 3a 27 77 69 64 74 68 27 2c 70 3d 21 31 3b 72 65 74 75 72 6e 20 65 2e 72 65 64 75 63 65 28 66 75 6e 63 74 
69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 27 27 3d 3d 3d 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 26 26 2d 31 21 3d 3
d 5b 27 2b 27 2c 27 2d 27 5d 2e 69 6e 64 65 78 4f 66 28 74 29 3f 28 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 3d 74 2c 70 
3d 21 30 2c 65 29 3a 70 3f 28 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 2b 3d 74 2c 70 3d 21 31 2c 65 29 3a 65 2e 63 6f 
6e 63 61 74 28 74 29 7d 2c 5b 5d 29 2e 6d 61 70 28 66 75 6e 63 74 69 
Data Ascii: .concat(p.slice(s+1))];return a=a.map(function(e,i){var n=(1===i?!r:r)?'height':'width',p=!1;return e.reduce
(function(e,t){return''===e[e.length-1]&&-1!==['+','-'].indexOf(t)?(e[e.length-1]=t,p=!0,e):p?(e[e.length-1]+=t,p=!1,e):
e.concat(t)},[]).map(functi

2022-07-01 14:21:59 UTC 264 IN Data Raw: 6c 65 3d 6f 2e 65 6e 75 6d 65 72 61 62 6c 65 7c 7c 21 31 2c 6f 2e 63 6f 6e 66 69 67 75 72 61 62 6c 65 3d 21 
30 2c 27 76 61 6c 75 65 27 69 6e 20 6f 26 26 28 6f 2e 77 72 69 74 61 62 6c 65 3d 21 30 29 2c 4f 62 6a 65 63 74 2e 64 65 
66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 6f 2e 6b 65 79 2c 6f 29 7d 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 
74 2c 6f 2c 69 29 7b 72 65 74 75 72 6e 20 6f 26 26 65 28 74 2e 70 72 6f 74 6f 74 79 70 65 2c 6f 29 2c 69 26 26 65 28 74 
2c 69 29 2c 74 7d 7d 28 29 2c 70 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6f 29 7b 72 65 74 75 72 6e 20 74 20 69 
6e 20 65 3f 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 76 61 6c 75 65 3a 6f 2c 65 
6e 75 6d 65 72 61 62 6c 65 3a 21 30 2c 63 6f 6e 66 69 67 75 
Data Ascii: le=o.enumerable||!1,o.configurable=!0,'value'in o&&(o.writable=!0),Object.defineProperty(e,o.key,o)}return f
unction(t,o,i){return o&&e(t.prototype,o),i&&e(t,i),t}}(),pe=function(e,t,o){return t in e?Object.defineProperty(e,t,{va
lue:o,enumerable:!0,configu

2022-07-01 14:21:59 UTC 265 IN Data Raw: 6d 6f 64 69 66 69 65 72 73 5b 65 5d 29 7d 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 
65 74 75 72 6e 20 65 2e 6f 72 64 65 72 2d 74 2e 6f 72 64 65 72 7d 29 2c 74 68 69 73 2e 6d 6f 64 69 66 69 65 72 73 2e 66 
6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 65 6e 61 62 6c 65 64 26 26 65 28 74 2e 6f 6e 4c 6f 61 64 
29 26 26 74 2e 6f 6e 4c 6f 61 64 28 6e 2e 72 65 66 65 72 65 6e 63 65 2c 6e 2e 70 6f 70 70 65 72 2c 6e 2e 6f 70 74 69 6f 
6e 73 2c 74 2c 6e 2e 73 74 61 74 65 29 7d 29 2c 74 68 69 73 2e 75 70 64 61 74 65 28 29 3b 76 61 72 20 70 3d 74 68 69 
73 2e 6f 70 74 69 6f 6e 73 2e 65 76 65 6e 74 73 45 6e 61 62 6c 65 64 3b 70 26 26 74 68 69 73 2e 65 6e 61 62 6c 65 45 
76 65 6e 74 4c 69 73 74 65 6e 65 72 73 28 29 2c 74 68 69 73 2e 
Data Ascii: modifiers[e])}).sort(function(e,t){return e.order-t.order}),this.modifiers.forEach(function(t){t.enabled&&e(
t.onLoad)&&t.onLoad(n.reference,n.popper,n.options,t,n.state)}),this.update();var p=this.options.eventsEnabled;p&&this.e
nableEventListeners(),this.

2022-07-01 14:21:59 UTC 267 IN Data Raw: 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 70 5b 65 5d 3b 72 65 74 75 72 6e 20 70 5b 65 5d 3c 69 5b 65 5d 26 
26 21 74 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6f 3d 4a 28 70 5b 65 5d 2c 69 5b 65 5d 
29 29 2c 70 65 28 7b 7d 2c 65 2c 6f 29 7d 2c 73 65 63 6f 6e 64 61 72 79 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 
20 6f 3d 27 72 69 67 68 74 27 3d 3d 3d 65 3f 27 6c 65 66 74 27 3a 27 74 6f 70 27 2c 6e 3d 70 5b 6f 5d 3b 72 65 74 75 72 
6e 20 70 5b 65 5d 3e 69 5b 65 5d 26 26 21 74 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6e 
3d 5f 28 70 5b 6f 5d 2c 69 5b 65 5d 2d 28 27 72 69 67 68 74 27 3d 3d 3d 65 3f 70 2e 77 69 64 74 68 3a 70 2e 68 65 69 67 
68 74 29 29 29 2c 70 65 28 7b 7d 2c 6f 2c 6e 29 7d 7d 3b 72 65 
Data Ascii: tion(e){var o=p[e];return p[e]<i[e]&&!t.escapeWithReference&&(o=J(p[e],i[e])),pe({},e,o)},secondary:function(e)
{var o='right'===e?'left':'top',n=p[o];return p[e]>i[e]&&!t.escapeWithReference&&(n=_(p[o],i[e]-('right'===e?p.width:
p.height))),pe({},o,n)}};re

2022-07-01 14:21:59 UTC 268 IN Data Raw: 5b 67 5d 2d 75 29 29 2c 64 5b 6d 5d 2b 75 3e 73 5b 67 5d 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 
65 72 5b 6d 5d 2b 3d 64 5b 6d 5d 2b 75 2d 73 5b 67 5d 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 
65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 29 3b 76 61 72 20 62 3d 64 5b 6d 5d 2b 64 5b 6c 5d 2f 32 2d 75 2f 32 2c 
77 3d 74 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 79 3d 70 61 72 73 65 46 6c 6f 61 74 28 77 5b 27 
6d 61 72 67 69 6e 27 2b 66 5d 2c 31 30 29 2c 45 3d 70 61 72 73 65 46 6c 6f 61 74 28 77 5b 27 62 6f 72 64 65 72 27 2b 6
6 2b 27 57 69 64 74 68 27 5d 2c 31 30 29 2c 76 3d 62 2d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 6d 5d 2d 79 
2d 45 3b 72 65 74 75 72 6e 20 76 3d 4a 28 5f 28 73 5b 6c 5d 2d 75 
Data Ascii: [g]-u)),d[m]+u>s[g]&&(e.offsets.popper[m]+=d[m]+u-s[g]),e.offsets.popper=c(e.offsets.popper);var b=d[m]+d[l]
/2-u/2,w=t(e.instance.popper),y=parseFloat(w['margin'+f],10),E=parseFloat(w['border'+f+'Width'],10),v=b-e.offsets.popper
[m]-y-E;return v=J(_(s[l]-u

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 14:21:59 UTC 269 IN Data Raw: 29 3b 28 6d 7c 7c 62 7c 7c 79 29 26 26 28 65 2e 66 6c 69 70 70 65 64 3d 21 30 2c 28 6d 7c 7c 62 29 26 26 28 
69 3d 70 5b 64 2b 31 5d 29 2c 79 26 26 28 72 3d 4b 28 72 29 29 2c 65 2e 70 6c 61 63 65 6d 65 6e 74 3d 69 2b 28 72 3f 
27 2d 27 2b 72 3a 27 27 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 73 65 28 7b 7d 2c 65 2e 6f 66 66 73 65 
74 73 2e 70 6f 70 70 65 72 2c 53 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2c 65 2e 6f 66 66 73 65 74 73 2e 
72 65 66 65 72 65 6e 63 65 2c 65 2e 70 6c 61 63 65 6d 65 6e 74 29 29 2c 65 3d 43 28 65 2e 69 6e 73 74 61 6e 63 65 2e 
6d 6f 64 69 66 69 65 72 73 2c 65 2c 27 66 6c 69 70 27 29 29 7d 29 2c 65 7d 2c 62 65 68 61 76 69 6f 72 3a 27 66 6c 69 70 
27 2c 70 61 64 64 69 6e 67 3a 35 2c 62 6f 75 6e 64 61 72 69 65 
Data Ascii: );(m||b||y)&&(e.flipped=!0,(m||b)&&(i=p[d+1]),y&&(r=K(r)),e.placement=i+(r?'-'+r:''),e.offsets.popper=se({},
e.offsets.popper,S(e.instance.popper,e.offsets.reference,e.placement)),e=C(e.instance.modifiers,e,'flip'))}),e},behavior
:'flip',padding:5,boundarie

2022-07-01 14:21:59 UTC 271 IN Data Raw: 3d 72 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 66 3d 67 28 6c 29 2c 6d 3d 7b 70 6f 73 69 
74 69 6f 6e 3a 6e 2e 70 6f 73 69 74 69 6f 6e 7d 2c 68 3d 7b 6c 65 66 74 3a 58 28 6e 2e 6c 65 66 74 29 2c 74 6f 70 3a 58 
28 6e 2e 74 6f 70 29 2c 62 6f 74 74 6f 6d 3a 58 28 6e 2e 62 6f 74 74 6f 6d 29 2c 72 69 67 68 74 3a 58 28 6e 2e 72 69 67 
68 74 29 7d 2c 63 3d 27 62 6f 74 74 6f 6d 27 3d 3d 3d 6f 3f 27 74 6f 70 27 3a 27 62 6f 74 74 6f 6d 27 2c 75 3d 27 72 69 
67 68 74 27 3d 3d 3d 69 3f 27 6c 65 66 74 27 3a 27 72 69 67 68 74 27 2c 62 3d 57 28 27 74 72 61 6e 73 66 6f 72 6d 27 
29 3b 69 66 28 64 3d 27 62 6f 74 74 6f 6d 27 3d 3d 63 3f 2d 66 2e 68 65 69 67 68 74 2b 68 2e 62 6f 74 74 6f 6d 3a 68 2e 
74 6f 70 2c 73 3d 27 72 69 67 68 74 27 3d 3d 75 3f 2d 66 2e 
Data Ascii: =r(e.instance.popper),f=g(l),m={position:n.position},h={left:X(n.left),top:X(n.top),bottom:X(n.bottom),right
:X(n.right)},c='bottom'===o?'top':'bottom',u='right'===i?'left':'right',b=W('transform');if(d='bottom'==c?-f.height+h.bo
ttom:h.top,s='right'==u?-f.

2022-07-01 14:21:59 UTC 272 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.22 49197 104.18.29.243 443 C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 14:21:59 UTC 331 OUT GET /icon/free/png-512/microsoft-sharepoint-3-599372.png HTTP/1.1
Host: cdn.iconscout.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.135 
Safari/537.36
Accept: image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 14:21:59 UTC 339 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 14:21:59 GMT
Content-Type: image/webp
Content-Length: 4756
Connection: close
Access-Control-Allow-Headers: DNT,X-CustomHeader,Keep-Alive,User-Agent,X-Requested-With,If-Modified-Since,Cach
e-Control,Content-Type,Accept,X-CSRF-TOKEN,Authorization,Client-ID
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: Content-Length,Content-Range
Cf-Bgj: imgq:100,h2pri
Cf-Polished: origFmt=png, origSize=9488
Content-Disposition: inline; filename="microsoft-sharepoint-3-599372.webp"
Vary: Accept
etag: "7587997a8c364420c01dee48d83c6dcd"
last-modified: Wed, 05 Feb 2020 05:33:45 GMT
x-amz-meta-fl-original-last-modified: 2018-07-20T10:07:28Z
CF-Cache-Status: HIT
Age: 327271
Expires: Sat, 01 Jul 2023 14:21:59 GMT
Cache-Control: public, max-age=31536000
Accept-Ranges: bytes
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare
CF-RAY: 723fca8dc81d9253-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 14:21:59 UTC 340 IN Data Raw: 52 49 46 46 8c 12 00 00 57 45 42 50 56 50 38 4c 80 12 00 00 2f ff c1 7f 10 f7 27 26 4d d6 3f bb 78 47 08 08 4a 
24 29 7a 66 15 f6 b0 6d 7f a5 34 fa ce 0c 8c 48 07 65 45 53 60 b1 26 c4 b6 a8 b1 12 d7 90 86 2d 12 74 0d 91 54 6b 62 49 
b1 ac 44 44 31 a2 69 f6 8a 2d 56 42 48 42 62 4c 96 b8 46 71 11 1b 62 42 82 a8 04 bb a2 52 06 91 36 cc cc f9 fe 39 b3 11 
7e e7 77 7e e5 2f 22 fa 3f 01 d0 e2 ff 16 ff b7 f8 bf c5 ff 2d fe 6f f1 7f 8b ff 5b fc 2f 00 7d a3 16 17 22 81 92 4a e9 f6 da a6 
02 27 92 29 a1 02 a2 12 0f 54 22 c1 72 c9 1c fe 56 6a a1 13 09 97 47 81 cf 26 65 59 51 8f 52 c8 1c 3e 31 b5 d0 89 7a 95 
3e 81 cf 2e ca b2 a2 ae 65 8e b9 fb e4 ed 45 2a ea 5e d6 04 46 27 1f ac 46 3a 4a 18 73 f7 29 db 8b 54 a4 a7 64 09 8c 4e 
3e 58 8d 94 95 27 e6 de 53 77 16 a9 48 61 39 
Data Ascii: RIFFWEBPVP8L/'&M?xGJ$)zfm4HeES`&-tTkbIDD1i-VBHBbLFqbBR69~w~/"?-o[/}"J')T"rVjG&eYQR>1z>.e
E*^F'F:Js)TdN>X'SwHa9

Copyright Joe Security LLC 2022 Page 102 of 106



2022-07-01 14:21:59 UTC 340 IN Data Raw: 97 15 96 88 e9 3b 8b d1 18 65 44 fb d1 cb b3 6b d0 38 25 83 25 62 fa ee 12 34 58 89 d0 7e f4 f2 ec 1a 34 60 
39 60 e9 3b 6b 77 09 1a b5 f8 eb 10 f3 49 4e 1d 1a b9 d0 b3 f4 9d 95 76 19 0d 5f d8 75 88 f9 34 a7 1e 99 50 c4 59 fa ce 
4a bb 82 ec 28 da 1e 8e 5d 91 6b 43 b6 14 68 96 01 ef a5 df 40 06 15 64 0f c7 ae cc b5 21 a3 8a 2f cb 80 f7 d2 6f 20 cb 
8a ad d0 71 ab 4e 35 22 eb 0a 2b 8f c1 b3 33 4a 91 89 85 54 e8 b8 55 a7 1a 91 99 45 93 c7 e0 d9 19 a5 c8 d6 02 49 09 
8b 5b 93 d7 88 8c a9 16 6d 17 64 5e 91 f3 32 6f 23 6b 56 1c 48 7c 36 00 40 7c 29 61 71 6b f3 ec c8 98 f6 fc f5 f1 dd c0 b5 
d8 f2 8a 9c 97 79 1b 59 f3 56 e6 9c 48 2f f8 ab c2 4a e9 14 bf 31 cf 8e 8c 69 cb 5d 31 2e 14 1e 58 48 79 0f 4b d8 5f 86 ac 
79 39 6d c6 00 77 68 52 d1 a4 74 8a df 94 ef 44 c6 bc 
Data Ascii: ;eDk8%%b4X~4`9`;kwINv_u4PYJ(]kCh@d!/o qN5"+3JTUEI[md^2o#kVH|6@|)aqkyYVH/J1i]1.XHyK_y9mwh
RtD

2022-07-01 14:21:59 UTC 342 IN Data Raw: 3f 08 2a 7d d7 1f 08 6c 3d 6a ab 95 52 00 10 36 2d a3 b4 29 d4 73 db e3 db 01 f1 33 c9 b0 fa f1 50 17 24 d6 
be d4 1b 48 6d 3d fe 08 ad b4 21 a3 e6 6f fd a5 f0 76 ad c3 7e bf ec cf 9c 8c cf 27 45 06 80 3e f7 11 81 89 3c 34 83 98 9b 
03 81 e8 de 5f 34 50 8b 9e 3e 17 89 a8 9c 35 3a dc 8d 77 be 22 e5 7c 08 90 1e bc a8 8c 71 20 c2 46 82 b6 e1 cc ba 97 
83 79 a6 94 90 1b 8f 82 0e 3d a7 5d 66 1b 98 4f 8a 56 3d 9b d4 9d 57 82 91 4c 7b 7f d0 a7 fb 6b 97 98 c6 7c 9c 20 ed 6f 
ef 06 72 c9 33 84 24 83 6e 5b cd b2 32 0c 84 db c8 42 ac db d6 95 43 66 92 71 d3 4b 3f 00 1d 32 18 06 92 48 43 74 a4 
75 e5 8e cf c8 98 03 86 68 48 ad 8a 89 43 b4 6f 0c e2 8c 0c 22 9c 1d b8 05 5e d0 01 a2 75 9a 89 2b 72 88 f8 03 b8 c5 fb 
0b 5d 20 66 77 e2 89 73 44 7c c1 2d bd 2f a0 5e ab e3 39 a2 
Data Ascii: ?*}l=jR6-)s3P$Hm=!ov~'E><4_4P>5:w"|q Fy=]fOV=WL{k| or3$n[2BCfqK?2HCtuhHCo"^u+r] fwsD|-/^9

2022-07-01 14:21:59 UTC 343 IN Data Raw: 21 5e 1d ab a7 81 2a 19 e3 99 64 11 12 ef f8 b2 2b b0 ab ce 10 0f f7 d4 8d e9 24 92 d9 83 45 c2 6d a4 d5 6e 
ea 02 2c ab 3b 74 ee eb a2 93 e9 48 66 ad 1b 83 98 8f 23 d9 05 b3 02 81 6d f5 87 68 df dd 5d 0f 83 6c 84 e4 02 83 24 20 
c1 6a fe c2 70 60 5e 1a 20 aa 3f 3c a7 90 d6 bf 0a 09 5d ca 20 11 36 52 ea f3 d6 8c 6f 07 2c 4c 07 44 bc f0 41 07 a2 5e 
ad 45 52 87 b2 87 cf 45 24 b1 72 d6 a8 c7 dc 80 95 a9 81 d8 f8 dd 58 2f 52 ba fc 80 c4 56 59 e8 11 32 3a 61 db e1 73 77 
ea 1c 8e ba ca 2b 27 bf 5f fd ce 33 41 3a d9 87 44 26 02 4b 53 04 11 6b d3 5f 69 4b 40 8f 9d 8d 48 ee 0e a0 43 d8 b4 8c 
52 6c ca 92 3d 6f 3e 4c de 2c 24 d2 ea c7 6d 88 e8 c8 5d 12 e5 d5 1c 41 53 73 55 24 f9 79 1a 74 4d c8 c7 e6 2c 58 d0 99 
ac a1 76 32 16 02 cf 69 1d 05 5b 67 3c f3 88 e9 c1 1e 19 
Data Ascii: !^*d+$Emn,;tHf#mh]l$ jp`^ ?<] 6Ro,LDA^ERE$rX/RVY2:asw+'_3A:D&KSk_iK@HCRl=o>L,$m]ASsU$ytM
,Xv2i[g<

2022-07-01 14:21:59 UTC 344 IN Data Raw: b0 bf 8c 25 b4 6a c9 ee b7 23 dc 85 99 56 e9 14 bf 36 cf ce 10 2e eb 72 3e 8e 7d 48 98 b9 f4 8a 9c 97 79 9b 
25 5c 5e 4f 7f 7f b0 87 30 d3 2a 61 71 6b f3 ec 2c a1 b5 e5 ad 8e 0b 13 66 2e bd 22 e7 65 de 66 09 97 77 f7 ff 3b ca 47 
98 69 95 b0 b8 f5 67 ed 2c a1 75 14 6c 14 68 2e 3d 06 cf ce 28 65 09 22 45 93 cb d0 71 ab 4e 35 4a 3d ad c7 e0 d9 19 a5 
52 cf 65 e8 b8 55 a7 1a a5 9e d6 32 e0 bd f4 1b 52 cf e5 c3 b1 2b 73 6d 52 4f 6b 19 f0 5e fa 0d a9 e7 f2 e1 d8 15 b9 36 
a9 a7 b5 f4 9d 95 76 45 ea b9 ec 10 f3 69 4e bd d4 d3 5a fa ce 4a bb 2c f5 5c 76 88 f9 24 a7 4e ea 69 2d 11 d3 77 97 48 
3d 97 ed 47 2f cf ae 91 7a 5a 4b c4 f4 dd 25 52 cf 65 fb d1 cb b3 6b a4 9e d6 12 31 7d 67 b1 d4 73 19 34 32 e5 50 8d d4 
d3 ba f5 9e ba b3 58 ea b9 6c 3b 32 e5 50 8d d4 d3 9a 7b 
Data Ascii: %j#V6.r>}Hy%\^O0*aqk,f."efw;Gig,ulh.=(e"EqN5J=ReU2R+smROk^6vEiNZJ,\v$Ni-wH=G/zZK%Rek1}gs
42PXl;2P{

Timestamp
kBytes
transferred

Direction Data

• EXCEL.EXE

• chrome.exe

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 16:20:20

Statistics

Behavior

System Behavior

Analysis Process: EXCEL.EXE PID: 1600, Parent PID: 576

General

Copyright Joe Security LLC 2022 Page 103 of 106



Start date: 01/07/2022

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding

Imagebase: 0x13f350000

File size: 28253536 bytes

MD5 hash: D53B85E21886D2AF9815C377537BCAC3

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 2

Start time: 16:20:46

Start date: 01/07/2022

Path: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "https://eyecandylashcompany.com/payment/frontend_
paper_lantern/index.html

Imagebase: 0x13f510000

File size: 1820656 bytes

MD5 hash: 6ACAE527E744C80997B25EF2A0485D5E

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 13F54045B RegSetValueEx
W

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 1212, Parent PID: 2120

General

File Activities

Registry Activities

Key Value Modified
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Target ID: 3

Start time: 16:20:49

Start date: 01/07/2022

Path: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1008
,1868451693323365442,12850068766914001285,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-
channel-handle=1468 /prefetch:8

Imagebase: 0x13f510000

File size: 1820656 bytes

MD5 hash: 6ACAE527E744C80997B25EF2A0485D5E

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 8

Start time: 16:21:23

Start date: 01/07/2022

Path: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  -- "https://eyecandylashcompany.com/payment/fronte
nd_paper_lantern/index.html

Imagebase: 0x13f510000

File size: 1820656 bytes

MD5 hash: 6ACAE527E744C80997B25EF2A0485D5E

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Analysis Process: chrome.exe PID: 2252, Parent PID: 1212

General

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 3808, Parent PID: 1600

General

File Activities
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File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 10

Start time: 16:21:25

Start date: 01/07/2022

Path: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=980,
3874853447565799984,15077386689876222862,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-c
hannel-handle=1380 /prefetch:8

Imagebase: 0x13f510000

File size: 1820656 bytes

MD5 hash: 6ACAE527E744C80997B25EF2A0485D5E

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

⊘ No disassembly

Registry Activities

Analysis Process: chrome.exe PID: 3984, Parent PID: 3808

General

Disassembly
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