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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\laale2ae-a008-48f2-9a00-950f13de6f16.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\25f44532-3c2e-40b6-b226-70d49123bf36.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\426d4312-aea0-4881-af65-3e2d056b80e7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\645b6acd-32ef-46c5-b04e-45becdcbdc09.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\7ba9cb53-984a-4699-8353-58f189a93a72.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\81c675b7-7c7a-479c-ac72-9efc226a8ad9.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\8ala20b3-f5e6-4fe3-9a63-ad9192746343.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\95blabdd-d52f-4cbc-b086-3ae19d1e8029.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2bb8be48-7e72-4290-bb6b-6ab5f3a98207.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4071c3c0-9bab-4e09-96cb-097a690243fb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\71b843c2-4b70-4ce2-95¢8-13f810853f15.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\85ab7ce1-3258-4e9b-a0e3-3e50db926871.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\93422060-12de-434b-bf87-254d0ffcall9.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\962ced69-1c12-40da-8cbb-f3f48e7b42c7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\6e83c16a-0fof-4ba7-9421-

b3a33db95024.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgich\deAGPUCache\data_1
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy) 24
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\7e11f068-5877-44c9-9e16-
a0421d08125b.tmp 24
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\deNGPUCache\data_1 24
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiNetwork Persistent State
(copy) 25
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c78cfa55-e1b4-4010-b1c1-a509d5123b73.tmp 25
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d9b6f731-7f0c-4e5e-a34d-e1509d6c291d.tmp 25
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldo\CURRENT (copy) 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\dd213049-8a25-4006-9a0f-1b60de69be5e.tmp 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e087d5d6-61a6-4968-a1d6-b478e27ef5d7.tmp 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f52ec09a-4950-4b99-81cc-a00db2867efe.tmp 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\GrShaderCache\GPUCache\data_1 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy) 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy) 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\c31c0479-e4e4-4ded-825b-2ae50e1d6e8d.tmp 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\e8b91c13-687e-4a5b-90e8-7c0373992032.tmp 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\ec3a40c3-1400-4f01-815d-b48d30faaa73.tmp 29
C:\Users\user\AppData\Local\Microsoft\Office\16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\231C2286-1237-4321-A2E6-
258BBA83D8CD 30
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\1A5C2F1B.tmp 30
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\FBE12F02.png 30
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\index[1].htm 31
C:\Users\user\AppData\Local\Temp\1828 1378596767\ _metadata\verified_contents.json 31
C:\Users\user\AppData\Local\Temp\1828 1378596767\ platform_specific\x86_64\pnacl_public_pnacl_json 31
C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o 32
C:\Users\user\AppData\Local\Temp\1828 1378596767\ platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o 32
C:\Users\user\AppData\Local\Temp\1828 1378596767\ platform_specific\x86_64\pnacl_public_x86_64_crtend_o 32
C:\Users\user\AppData\Local\Temp\1828 1378596767\ platform_specific\x86_64\pnacl_public_x86_64_ld_nexe 33
C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a 33
C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a 33
C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a 34
C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a 34
C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_lic_nexe 34
C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe 35
C:\Users\user\AppData\Local\Temp\1828_1378596767\manifest.fingerprint 35
C:\Users\user\AppData\Local\Temp\1828_1378596767\manifest.json 35
C:\Users\user\AppData\Local\Temp\1828_877695470\Recovery.crx3 35
C:\Users\user\AppData\Local\Temp\1828_877695470\_metadata\verified_contents.json 36
C:\Users\user\AppData\Local\Temp\1828_877695470\manifest.fingerprint 36
C:\Users\user\AppData\Local\Temp\1828_877695470\manifest.json 36
C:\Users\user\AppData\Local\Temp\3a6ddb19-0e1b-45fc-b970-e7ff4e6406ca.tmp 37
C:\Users\user\AppData\Local\Temp\cfba26a0-2d5f-46ad-b890-alb6725a941d.tmp 37
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\_locales\bg\messages.json 37
C:\Users\user\AppData\Local\Temp\scoped_dir1828_ 1251794979\CRX_INSTALL\_ locales\ca\messages.json 38
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\cs\messages.json 38
C:\Users\user\AppData\Local\Temp\scoped_dirl828 1251794979\CRX_INSTALL\_locales\da\messages.json 38
C:\Users\user\AppData\Local\Temp\scoped_dirl1828 1251794979\CRX_INSTALL\_locales\de\messages.json 38
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\el\messages.json 39
C:\Users\user\AppData\Local\Temp\scoped_dir1828_ 1251794979\CRX_INSTALL\_locales\en\messages.json 39
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\en_GB\messages.json 39
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\es\messages.json 40
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\es_419\messages.json 40
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\etimessages.json 40
C:\Users\user\AppData\Local\Temp\scoped_dir1828_ 1251794979\CRX_INSTALL\ locales\fimessages.json 41
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\fi\messages.json 41
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\_ locales\frimessages.json 41
C:\Users\user\AppData\Local\Temp\scoped_dir1828_ 1251794979\CRX_INSTALL\ locales\hi\messages.json 42
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\hr\messages.json 42
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\_ locales\hu\messages.json 42
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\id\messages.json 42
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\ittmessages.json 43
C:\Users\user\AppData\Local\Temp\scoped_dir1828_ 1251794979\CRX_INSTALL\ locales\ja\messages.json 43
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\ko\messages.json 43
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\lt\messages.json 44
C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ locales\l\\messages.json 44
C:\Users\user\AppData\Local\Temp\scoped_dirl828 1251794979\CRX_INSTALL\ locales\nb\messages.json 44
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\nl\messages.json 44
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\pl\messages.json 45
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\pt BR\messages.json 45
C:\Users\user\AppData\Local\Temp\scoped_dirl828 1251794979\CRX_INSTALL\ locales\pt PT\messages.json 45
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\ro\messages.json 46
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\rumessages.json 46
C:\Users\user\AppData\Local\Temp\scoped_dir1828 1251794979\CRX_INSTALL\ locales\skimessages.json 46
Static File Info 47
General 47
File Icon 47
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TCP Packets 47
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Analysis Process: EXCEL.EXEPID: 6356, Parent PID: 756 98
General 98
File Activities 99
Registry Activities 99
Analysis Process: splwow64.exePID: 6548, Parent PID: 6356 99
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Windows Analysis Report

Invoice#0036473 .xlsx

Overview

General Information

Sample Invoice#0036473 .xIsx
Name:

Analysis ID: 655755

MD5: c93e6dcf32928e..
SHAL: b90d66412b4d66.
SHA256: 3ffe69c9e2e2f8a..
Infos: BygtrQ b

Score:

Range:

Process Tree

= System is w10x64

Detection

F MALICIOUS 1

Whitelisted:

Confidence:

Signatures

HTMLPhisher

76
0-100
false

100%

Yara detected HtmIPhish10

Antivirus detection for URL or domain

Yara detected HtmIPhish7

Multi AV Scanner detection for dom...

Document exploit detected (process...
Found a high number of Window / U...

Potential document exploit detected...

No HTML title found

JA3 SSL client fingerprint seen in co...
Potential document exploit detected...
HTML body contains low number of ...

Potential document exploit detected...

Classification

. EXCEL.EXE (PID: 6356 cmdline: "C:\Program Files (x86)\Microsoft Office\Office l6\EXCEL.EXE" /automation -Embedding MD5: 5D6638F2C8F8571C593999C58866007E)
® ./ splwow64.exe (PID: 6548 cmdline: C:\Windows\splwow64.exe 12288 MD5: 8D59B31FF375059E3C32B17BF31A76D5)
. G chrome.exe (PID: 6864 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation -- "https://eyecandylashcompany.com/p
ayment/frontend_paper_lantern/index.html MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 4944 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1492,14547596045636120040,8967704105705094900,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-

channel-handle=1932 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 1828 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://eyecandylashcompany.com/paym
ent/frontend_paper_lantern/index.html MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 4908 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1572,2584016860965793630,9285400582768245070,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1916 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\IE\PSUEOSZZ\index[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\IE\PSUEOSZZ\index[1].htm

Copyright Joe Security LLC 2022

Rule Description

JoeSecurity_HtmIP  Yara detected
hish_10 HtmlIPhish_10

JoeSecurity_HtmIP Yara detected
hish_7 HtmlIPhish_7

Author Strings

Joe Security

Joe Security
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HTML

Source Rule Description Author Strings
91064.0.pages.csv JoeSecurity_HtmIP Yara detected Joe Security

hish_10 HtmIPhish_10
91064.0.pages.csv JoeSecurity_HtmIP Yara detected Joe Security

hish_7 HtmlIPhish_7

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Phishing

Yara detected HtmIPhish10

Yara detected HtmIPhish7

Software Vulnerabilities

Document exploit detected (process start blacklist hit)

Mitre Att&ck Matrix

Initial . . Privilege Defense Credential . Lateral . ) . (LI Network Remf)te
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid (3] Path 0s Remote Data from  Exfiltration Eavesdrop Remotely  Modify
Accounts Exploitation Interceptio  Process Masqueradi Credential  Virtualizatio Services Local Over Other Encrypted  on Insecure Track System
for Client n Injection ng Dumping n/Sandbox System Network Channel Network Device Partition
Execution Evasion Medium Communic  Without
ation Authorizati
on
Default Scheduled  Boot or LSASS Remote Data from  Exfiltration Exploit SS7 Remotely — Device
Accounts Task/Job Logon Extra Virtualizatio Memory Application = Desktop Removable Over Ingress to Redirect Wipe Data  Lockout
Initializatio  Window n/Sandbox Window Protocol Media Bluetooth Tool Phone Without
n Scripts Memory Evasion Discovery Transfer Calls/SMS  Authorizati
Injection on
Domain At (Linux) Logon Logon Security SMB/Wind Data from  Automated Exploit SS7 Obtain Delete
Accounts Script Script Process Account File and ows Admin  Network Exfiltration  Non- to Track Device Device
(Windows) (Windows) Injection Manager Directory Shares Shared Application  Device Cloud Data
Discovery Drive Layer Location Backups
Protocol
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Command Remote

Initial . . Privilege Defense Credential . Lateral . ) . Network .
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Local At Logon Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts (Windows)  Script Script Obfuscated System Component Capture Transfer Application = Swap Billing
(Mac) (Mac) Files or Information Object Layer Fraud
Information Discovery  Model Protocol
Cloud Cron Network Network LSA Remote SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon Extra Secrets System Transfer Channels Device App Store
Script Script Window Discovery Size Limits Communic Rankings
Memory ation or Ratings
Injection
Behavior Graph
Legend
I:l Process
|:| Signature
|:| Created File
p— Il onsieinfo
e ﬂ Is Dropped
R :'l' Is Windows Process

*

Number of created Registry Values

TLI
s
"en

Number of created Files

Y

weom. Visual Basic
ERZIC
— .

0 ocmee gy 5 cvomese ™ m Delphi

Sii= B GHis B T ‘12_-—{.3 Java
/Y NetC#or VB.NET

o o o G C, C++ or other language
R W @ Is malicious
CiusersusenappDataLocal.indeun. T €T RSP — Lol pubke 86_84 LI, ELF

@ Internet

@ B’ I
] chomeere S
I}

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ MS SharePoint X +
C @ eyecandylashcompany.com/payment/frontend_paper_lantern/indexhtml

Chrome is being controlled by automated test soft

':\ts‘\'»’r?}*““l“‘\\/w\ =)

P
\ W\“““ﬂ\

Built upon SharePoint Standard.
This document is secured, please sign in to
view, edit or download.
Select the option below to continue.

m VIEW DOCUMENT (29.15kb)

Microsoft SharePoint © 2021

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Invoice#0036473 .xIsx

Invoice#0036473 .xIsx

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x8
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x8
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

Unpacked PE Files

Copyright Joe Security LLC 2022

Detection
5%

8%

Detection

0%

0%

0%

0%

0%

0%

Scanner

Virustotal

ReversingLabs

Scanner

Metadefender

ReversingLabs

Metadefender

ReversingLabs

Metadefender

ReversingLabs

Label Link
Browse

Document-

Excel.Trojan.Heuri

stic

Label Link
Browse
Browse
Browse
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https://www.virustotal.com/gui/file/3ffe69c9e2e2f8a350f7d2ff6e64acf8cffbf390489807b81cf8e4eec87d4047/detection/f-3ffe69c9e2e2f8a350f7d2ff6e64acf8cffbf390489807b81cf8e4eec87d4047-1656623164
https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis

@ No Antivirus matches

Domains
Source Detection Scanner Label Link
eyecandylashcompany.com 6% Virustotal Browse
URLs
Source Detection Scanner Label Link
http://https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html 100% SlashNext Credential Stealing
type: Phishing &
Social Engineering
http://https://cdn.entity. 0% URL Reputation safe
http://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
http://https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/office3651.png 100% Avira URL Cloud phishing
http://https://api.aadrm.com/ 0% URL Reputation safe
http://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
http://https://officeci.azurewebsites.net/api/ 0% URL Reputation safe
http://https://store.office.cn/addinstemplate 0% URL Reputation safe
http:/fwww.w3.or 0% URL Reputation safe
http://https://www.odwebp.svc.ms 0% URL Reputation safe
http://https://api.addins.store.officeppe.com/addinstemplate 0% URL Reputation safe
http://https://ncus.contentsync. 0% URL Reputation safe
http://https://wus2.contentsync. 0% URL Reputation safe
http://https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/gmail.png 100% Avira URL Cloud phishing
http:f/fwww.w3.0 0% URL Reputation safe
http://schemas.microsoft.cA. 0% Avira URL Cloud safe
http://https://skyapi.live.net/Activity/ 0% URL Reputation safe
http://https://api.cortana.ai 0% URL Reputation safe
http://https://staging.cortana.ai 0% URL Reputation safe
http://schemas.microsoft. 0% URL Reputation safe
http:i/https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.htmi2 100% Avira URL Cloud phishing
http://https://wus2.pagecontentsync. 0% URL Reputation safe
http://https://cortana.ai/api 0% URL Reputation safe
http://schemas.mic 0% URL Reputation safe
http://https://roaming.edog. 0% URL Reputation safe
http://https://powerlift.acompli.net 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
eyecandylashcompany.com 69.49.244.155 true true * 6%, Virustotal, Browse unknown
gstaticadssl.l.google.com 142.251.36.227 true false high
stackpath.bootstrapcdn.com 104.18.10.207 true false high
accounts.google.com 142.251.36.205 true false high
cdnjs.cloudflare.com 104.17.24.14 true false high
maxcdn.bootstrapcdn.com 104.18.10.207 true false high
clients.l.google.com 142.251.36.238 true false high
cdn.iconscout.com 104.18.28.243 true false high
cdn.pixabay.com 172.64.150.12 true false high
googlehosted.l.googleusercontent.com 172.217.16.161 true false high
clients2.google.com unknown unknown  false high
ka-f.fontawesome.com unknown unknown  false high
code.jquery.com unknown unknown  false high
kit.fontawesome.com unknown unknown  false high
|Ih3.googleusercontent.com unknown unknown  false high
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https://www.virustotal.com/gui/url/f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5/detection/u-f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5-1640924002
https://www.virustotal.com/gui/url/f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5/detection/u-f165a3d53af222eeedb26ee95ffa08802f34028129261d796f3af3e5ff47e9a5-1640924002

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/office3651.png true e Avira URL Cloud: phishing unknown
http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high
http://https://clients2.google.com/service/update2/crx? false high

os=win&arch=x64&o0s_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%?26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http://https://eyecandylashcompany.com/payment/frontend_paper_lantern/images/gmail.png true e Avira URL Cloud: phishing unknown
http://https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high
http://https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html true e SlashNext: Credential Stealing type: Phishing & unknown

Social Engineering

http:i/https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html true e SlashNext: Credential Stealing type: Phishing & unknown
Social Engineering

http://https://cdn.pixabay.com/photo/2018/03/10/12/00/paper-3213924_1280.jpg false high

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http://https://shell.suite.office.com:1443 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
http://https://autodiscover-s.outlook.com/ 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
http://https://code.jquery.com/jquery-3.2.1.slim.minjs  index[1].htm.0.dr false high
http:// 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high

https://insertmedia.bing.office.net/images/officeonlinec
ontent/browse?cp=Flickr

http://https://cdn.entity. 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false e URL Reputation: safe unknown
hitp:/f 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
https://dev.virtualearth.net/REST/V1/GeospatialEndpoi

nt/

http:ff 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false e URL Reputation: safe unknown

https://rpsticket.partnerservices.getmicrosoftkey.com

hitp:// 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
https://lookup.onenote.com/lookup/geolocation/vl

hitp:// 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
https://syncservice.protection.outlook.com/PolicySync/
PolicySync.svc/SyncFile

hitp:// 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
https://na01.oscs.protection.outlook.com/api/SafeLinks
Api/GetPolicy

http://https://api.aadrm.com/ 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false e URL Reputation: safe unknown

hitp:// 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
https://dataservice.protection.outlook.com/PsorWebSer
vice/v1/ClientSyncFile/MipPolicies

http://https://api.microsoftstream.com/api/ 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high

hitp:// 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
https://insertmedia.bing.office.net/images/hosted?
host=office&adlt=strict&hostType=Immersive

http:i/https://cr.office.com 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
http://https://kit.fontawesome.com/585b051251.js index[1].htm.0.dr false high
http://https://www.google.com/accounts/OAuthLogin?  craw_window.js.19.dr false high
issueuberauth=1

http:/f 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false e URL Reputation: safe unknown
https://res.getmicrosoftkey.com/api/redemptionevents

http://https://tasks.office.com 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
http://https://officeci.azurewebsites.net/api/ 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false e URL Reputation: safe unknown
http://https://github.com/google/closure- craw_window.js.19.dr, craw_background.js.19.dr false high

library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http://https://store.office.cn/addinstemplate 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false e URL Reputation: safe unknown
http://https://messaging.engagement.office.com/ 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high
http:/f craw_window.js.19.dr, manifest.json.19.dr false high
https://payments.google.com/payments/v4/js/integrator

s

http://https://Ih3.googleusercontent.com 71b843c2-4b70-4ce2-95¢8-13f810853f15.tmp.20.dr false high
http:ff 231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false high

https://nam.learningtools.onenote.com/learningtoolsapi
Iv2.0/getfreeformspeech
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Name

http:/fwww.w3.or

http://https://www.odwebp.svc.ms
http://https://api.powerbi.com/v1.0/myorg/groups
http://https://web.microsoftstream.com/video/

http:if

https://api.addins.store.officeppe.com/addinstemplate
http://https://graph.windows.net

http://https://www.google.com/images/dot2.gif
http:ff

https://learningtools.onenote.com/learningtoolsapi/v2.0
/Getvoices

http:ff
https://pf.directory.live.com/profile/mine/System.ShortC
ircuitProfile.json

http://https://ncus.contentsync.
http:ff

https://webdir.online.lync.com/autodiscover/autodiscov
erservice.svc/root/

http://weather.service.msn.com/data.aspx

http://https://word.uservoice.com/forums/304948-word-
for-ipad-iphone-ios

http://https://autodiscover-
s.outlook.com/autodiscover/autodiscover.xml

http://https://wus2.contentsync.
http://https://clients.config.office.net/user/v1.0/ios
http://https://www.google.com/images/cleardot.gif

http://https://play.google.com

hitp://
https://0365auditrealtimeingestion.manage.office.com

hitp://
https://outlook.office365.com/api/v1.0/me/Activities

hitp://
https://clients.config.office.net/user/v1.0/android/policie
s

http://https://entitlement.diagnostics.office.com

hitp://
https://pf.directory.live.com/profile/mine/WLX.Profiles.!
C.json

http://https://outlook.office.com/
http://https://accounts.google.com/MergeSession
http://https://storage.live.com/clientlogs/uploadlocation

hitp://
https://substrate.office.com/search/api/vl/SearchHistor

y
http:f/fwww.w3.0

http:ff
https://clients.config.office.net/c2r/v1.0/Interactivelnstal
lation

http://https://graph.windows.net/
http://https://apis.google.com

http://https://devnull.onenote.com
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Source

splwow64.exe, 00000001.00000003.27697021
7.0000000003A67000.00000004.00000020.000
20000.00000000.sdmp, splwow64.exe, 00000
001.00000003.277087241.0000000003A6E000.
00000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.277056
508.0000000003A6D000.00000004.00000020.0
0020000.00000000.sdmp

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
craw_window.js.19.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
craw_window.js.19.dr

c78cfa55-e1b4-4010-b1c1-a509d5123b73.tmp.20.dr,
71b843c2-4b70-4ce2-95¢8-13f810853f15.tmp.20.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
craw_window.js.19.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

splwow64.exe, 00000001.00000003.26441190
3.0000000002E95000.00000004.00000020.000
20000.00000000.sdmp, splwow64.exe, 00000
001.00000003.264135446.0000000002E95000.
00000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.265089
957.0000000002E95000.00000004.00000020.0
0020000.00000000.sdmp, splwow64.exe, 000
00001.00000003.264761149.0000000002E9500
0.00000004.00000020.00020000.00000000.sdmp

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

c78cfa55-e1b4-4010-b1c1-a509d5123h73.tmp.20.dr,
71b843c2-4b70-4ce2-95¢8-13f810853f15.tmp.20.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

Malicious

false

false
false
false

false

false
false

false

false

false

false

false

false

false

false
false
false

false

false

false

false

false

false

false
false
false

false

false

false

false

false

false

Antivirus Detection Reputation

e URL Reputation: safe unknown

e URL Reputation: safe unknown
high
high

e URL Reputation: safe unknown

high
high
high

high

e URL Reputation: safe unknown

high

high

high

high

e URL Reputation: safe unknown

high
high
high

high

high

high

high
high

high
high
high
high

e URL Reputation: safe unknown

high

high
high

high
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Name

http://schemas.microsoft.cA.

http://https://messaging.office.com/
http:ff

https://insertmedia.bing.office.net/images/officeonlinec
ontent/browse?cp=Bing

http://https://skyapi.live.net/Activity/

http://https://www.google.com/intl/en-
US/chrome/blank.html

http://https://api.cortana.ai
http://f

https://messaging.action.office.com/setcampaignaction

http://https://visio.uservoice.com/forums/368202-visio-
on-devices

http://https://code.jquery.com/jquery-3.1.1.min.js
http://https://staging.cortana.ai
http://https://onedrive.live.com/embed?
http://https://augloop.office.com

http://schemas.microsoft.

http:ff
https://chromium.googlesource.com/a/native_client/pn
acl-livm.git

http://https://api.diagnosticssdf.office.com/v2/file

Copyright Joe Security LLC 2022

Source Malicious

splwow64.exe, 00000001.00000003.27141585 false
7.0000000000FF8000.00000004.00000020.000
20000.00000000.sdmp, splwow64.exe, 00000
001.00000003.271136883.0000000000FF6000.
00000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.271110
685.0000000000FE7000.00000004.00000020.0

0020000.00000000.sdmp

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
craw_background.js.19.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
index[1].htm.0.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false
splwow64.exe, 00000001.00000003.28375320 false

2.0000000002EAD000.00000004.00000020.000
20000.00000000.sdmp, splwow64.exe, 00000
001.00000003.277683100.0000000002EADO0QO.
00000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.272474
325.0000000002E95000.00000004.00000020.0
0020000.00000000.sdmp, splwow64.exe, 000
00001.00000003.273848040.000000000397D00
0.00000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.278650127.0000
000002EAD000.00000004.00000020.00020000.
00000000.sdmp, splwow64.exe, 00000001.00
000003.273927054.0000000003984000.000000
04.00000020.00020000.00000000.sdmp, splw
ow64.exe, 00000001.00000003.273448542.00
00000002EAD000.00000004.00000020.0002000
0.00000000.sdmp, splwow64.exe, 00000001.
00000003.269980300.0000000002EA3000.0000
0004.00000020.00020000.00000000.sdmp, sp
lwow64.exe, 00000001.00000003.287184725.
000000000397D000.00000004.00000020.00020
000.00000000.sdmp, splwow64.exe, 0000000
1.00000003.269103306.0000000002EA3000.00
000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000002.63968844
5.0000000002EAD000.00000004.00000020.000
20000.00000000.sdmp, splwow64.exe, 00000
001.00000003.278038847.0000000002EADO0O.
00000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.269711
890.0000000002E9F000.00000004.00000020.0
0020000.00000000.sdmp, splwow64.exe, 000
00001.00000003.274073249.000000000398900
0.00000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.275038745.0000
000002EADO000.00000004.00000020.00020000.
00000000.sdmp, splwow64.exe, 00000001.00
000003.289654276.0000000003984000.000000
04.00000020.00020000.00000000.sdmp, splw
ow64.exe, 00000001.00000003.290112416.00
00000003989000.00000004.00000020.0002000
0.00000000.sdmp, splwow64.exe, 00000001.
00000003.273030293.0000000002EAD000.0000
0004.00000020.00020000.00000000.sdmp, sp
lwow64.exe, 00000001.00000003.286151322.
0000000002EAD000.00000004.00000020.00020
000.00000000.sdmp, splwow64.exe, 0000000
1.00000003.270225205.0000000002EA6000.00
000004.00000020.00020000.00000000.sdmp,
splwow64.exe, 00000001.00000003.26961488
9.0000000002E95000.00000004.00000020.000
20000.00000000.sdmp

pnacl_public_x86_64_libgcc_a.19.dr, pnacl_public_x false
86_64_pnacl_llc_nexe.19.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Reputation

unknown

high
high

unknown
high
unknown
high
high
high
unknown
high
high

unknown

high

high
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Name
http://https://code.jquery.com/jquery-3.3.1.js

http:/f
https://prod.mds.office.com/mds/api/v1.0/clientmodeldir
ectory

http://https://api.diagnostics.office.com

hitp:// https://store.office.de/addinstemplate
http:ff

https://eyecandylashcompany.com/payment/frontend_
paper_lantern/index.html2

hitp://https://wus2.pagecontentsync.
http://https://api.powerbi.com/v1.0/myorg/datasets
hitp:/fhttps://cortana.ai/api

http://https://clients2.googleusercontent.com

http:/f
https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

http://https://clients2.google.com/service/update2/crx
hitp:// https://api.diagnosticssdf.office.com
http://https://login.microsoftonline.com/

hitp://schemas.mic

http://https://login.windows.net/72f988bf-86f1-41af-
91ab-2d7cd011db47/oauth2/authorize

hitp://https://roaming.edog.
http://https://api.addins.omex.office.net/appinfo/query

http:/f
https://clients.config.office.net/user/v1.0/tenantassociat
ionkey

http://https://powerlift.acompli.net

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs
P Domain
104.17.24.14 cdnjs.cloudflare.com
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Source

index[1].htm.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

History Provider Cache.19.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

c78cfa55-e1b4-4010-b1c1-a509d5123b73.tmp.20.dr,
71b843c2-4b70-4ce2-95¢8-13f810853f15.tmp.20.dr

pnacl_public_x86_64_libgcc_a.19.dr, pnacl_public_x
86_64_pnacl_llc_nexe.19.dr

manifest.json1.19.dr, manifest.json.19.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

splwow64.exe, 00000001.00000003.27486979
8.0000000002E72000.00000004.00000020.000
20000.00000000.sdmp, splwow64.exe, 00000
001.00000003.277516468.0000000002E72000.
00000004.00000020.00020000.00000000.sdmp

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr
231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

231C2286-1237-4321-A2E6-258BBA83D8CD.0.dr

Flag

Country

United States =

Malicious

false

false

false
false

true

false
false
false

false

false

false

false

false

false

false

false
false

false

false

ASN

13335

Antivirus Detection

Reputation
high
high

high
high

e Avira URL Cloud: phishing unknown

e URL Reputation: safe unknown
high
e URL Reputation: safe unknown

high

high

high
high
high

e URL Reputation: safe unknown

high

e URL Reputation: safe unknown
high

high

unknown

e URL Reputation: safe

ASN Name Malicious

CLOUDFLARENETUS false
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P Domain Country Flag ASN ASN Name Malicious

104.18.10.207 stackpath.bootstrapcdn.c  United States £S5 13335 CLOUDFLARENETUS false
om
142.251.36.205 accounts.google.com United States £S5 15169 GOOGLEUS false
142.251.36.238 clients.l.google.com United States £S5 15169 GOOGLEUS false
142.251.36.227 gstaticadssl.l.google.com  United States £S5 15169 GOOGLEUS false
239.255.255.250 unknown Reserved 7] unknown unknown false
104.18.28.243 cdn.iconscout.com United States = 13335 CLOUDFLARENETUS false
172.64.150.12 cdn.pixabay.com United States £S5 13335 CLOUDFLARENETUS false
69.49.244.155 eyecandylashcompany.co United States £S5 46606 UNIFIEDLAYER-AS-1US true
m
172.217.16.161 googlehosted.l.googleuser United States £S5 15169 GOOGLEUS false
content.com
Private
IP
192.168.2.1
127.0.0.1
General Information
Joe Sandbox Version: 35.0.0 Citrine
Analysis ID: 655755
Start date and time: 01/07/202216:27:35 2022-07-01 16:27:35 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 22s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Invoice#0036473 .xIsx
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Potential for more 10Cs and behavior
Number of analysed new started processes 31
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal76.phis.expl.winXLSX@38/128@18/12
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0
Cookbook Comments: e Found application associated with file extension: .xlsx
e Adjust boot time
e Enable AMSI
e Found Word or Excel or PowerPoint or XPS Viewer
e Attach to Office via COM
e Browse link: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
e Scroll down
e Close Viewer

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe
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e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted): 23.211.6.115, 52.109.76.141, 52.109.88.37, 52.109.76.34, 142.251.36.206, 142.251.36.195, 74.125.104.71, 34.104.35.123, 69.16.175.10, 69.16
.175.42, 142.251.36.202, 142.251.37.10, 104.18.23.52, 104.18.22.52, 172.67.150.137, 104.21.30.41, 142.251.36.170

e Excluded domains from analysis (whitelisted): cds.s5x3j6g5.hwcdn.net, prod-w.nexus.live.com.akadns.net, ka-f.fontawesome.com.cdn.cloudflare.net, store-images.s-microsoft.com-c.edge

key.net, clientservices.googleapis.com, arc.msn.com, e12564.dspb.akamaiedge.net, redirector.gvtl.com, login.live.com, r2---sn-4g5Iznlz.gvtl.com, sls.update.microsoft.com, update.go

ogleapis.com, nexus.officeapps.live.com, displaycatalog.mp.microsoft.com, officeclient.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com, www.bing.com, ki

t.fontawesome.com.cdn.cloudflare.net, fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com, ajax.googleapis.com, fonts.gstatic.com, prod.configsvcl.live.com.akad

ns.net, ris.api.iris.microsoft.com, r2.sn-4g5Iznlz.gvtl.com, edgedl.me.gvtl.com, store-images.s-microsoft.com, config.officeapps.live.com, europe.configsvcl.live.com.akadns.net

Not all processes where analyzed, report is missing behavior information

Report size getting too big, too many NtCreateFile calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtSetInformationFile calls found.

Report size getting too big, t oo many NtWriteVirtualMemory calls found.

e o o o o

Simulations

Behavior and APIs

Time Type Description

16:28:44 API Interceptor 1501x Sleep call for process: splwow64.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA
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SHA-512:

Malicious:
Reputation:

Preview:

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ES8E10648EA8321
101

false
high, very likely benign file

BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\laale2ae-a008-48f2-9a00-950f13de6f16.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.751587102034692

false
384:hXJ2uwD5EjcyVbICIN+r7vSa3BaESHUhGFMrXkilxZU4srrTSmP030GGK108YGNX:pu2RpCOFdQeCIEOwWYPn2aKsq2BT
72B728383D83EB706C17FAAEAESES82DC

2775E77E7128012329CFD0602A17EBB68B23750C
29E842D2DAE2D4755E8938B2CD718DC5266FE0B700D3BDFC7DF07C60FFAA7378

0714C990FE477FF8A87522E700DCEED9CFFEE7404E610C1B5D15483A24BC362A83D4F09A2055413FDF1A3A14C8FFE3A9429DFF4BCB74418E8AB835A49EC158!
E

false

low

.q.
.1.6.\....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0oft .O.neDriv.e. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10
.0.0....*..C..\\P.R.0.G.RA~1\M.I.C.R.0.S.~1\.0.fficel6.\GR.O.0OV.EEX.D.L.L...Micro.s.oft .Co.rp.oration..8.D..C:\P.r.o.gram. .Files\C.0
.m.m.o.n. .F.ile.s\M..c.r.os.oft .S.hared\O.F.FICE.1.6.\ms.os.h.ext.dl.@...U/..%.comm.o.n.p.r.o.g.ramfiles.%.\m.ic.r.o.s.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0.426.6..10.0.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\25f44532-3c2e-40b6-b226-70d49123bf36.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.751518045797524

false
384:RXJ2uwD5EjcyVbICIN+r7vSa3BaESHUhGFMrXkilxZU4srrTSmP7p30GGK108YGj:5u2RpCOMdQeCiIEOWY Pn2aKsq2Bh
0F39597740F1422B557A339FCE17D215

6BBF35B7D73D67EB811BB66DBDD166A9646CD333
9482079ECEFB987FEF7F9349AA54F3BF3CCF3871DA8BDC305739D9CDDI9B29F0C
99CA3569759E6981DE3FE095A70CDIAC7003C6542804F0AB6530570BI9ACFI19EFCD3B2C800BB71153B2712995B62DBA4DIC921FFODB72FA9B946ACEGA8AQ0A!

At
.1.6.\...gro.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.os.o.ft .O.neD.rive. for. Bus.iness. Extens.ions...16..0..471.1..10
.0.0....*..C..\\P.R.0.G.R.A.~1\M.I.C.R.0.S.~1.\.0.ffic.e.l.6\.G.R.O.0O.V.EE.X..D.LL....M.i.cro.s.oft .C.orp.oration..8.D..C.:\P.ro.gram. .F.iles\C.0
.m.m.o.n. .F.iles\M.ic.ros.0ft .Shared\O.FFICE.1l6\ms.0shext.dlL.@...U/..%.comm.o.np.ro.gramfiles%.\m.ic.ro.s.o.ft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.oft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\426d4312-aea0-4881-af65-3e2d056b80e7.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

205858

6.043125146569017

false
6144:kogQRUdqIM7dKo002Z9gK1YcUaqfllUOoSiuRL:kNDdge700019gKVzo8
B7A07F14C072DC7758BEAEEC84EC6A43
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SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

386C1B1A0AAD94288BD14D56DB015684151CB99B
B79AB9F195C44D21E7CDC3FA5ABB843A03498F1E1663CA063E7B91556C447531

62E67BB2DD8SECBAF01B87822C06845DE5CB06B367161026442F7EB715737ABEO3FB27C7C632B8EFD5B9F2DCF8756055F7BC25A8233AD3F600437FC16D6E9SE!
B

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0,"uncertainty":3745423.0}},"os_crypt":{"encrypted_ke
y":"RFBBUEKBAAAAOlYyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8
iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdR Y JjDXn4W2fxY qQj2x
fYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"}, "passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639357535"},"plugins":{"metadata":{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Google\Chrome\User Data\645b6acd-32ef-46c5-b04e-45becdcbdc09.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

214207

6.0707986108681595

false
6144:PJogQRUdgIM7dKo002Z9gK1YcUaqflluOoSiuRL:PINDdge700019gKVzo8
BE10E6D77F4BEE264FA8F6719787C6CD
F2CFD881AC15102BB3356BF5881C7C4A1A3F16DC
8F6D3DDFF45F2D25D57124B65C367840DA5ADB0D38678E46087088D4C4106C1E
5F61517F9B589F91332F8E2D692724F618A4C0039B2186B5DD4A6F55176659FBBBD3395081BC4D243C5357FFF050CCC024256864BAC3464AES5CCIBOFEB29FA!L

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0, "uncertainty":3745423.0}},"os_crypt"{"encrypted_ke
y""RFBBUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8
iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAgLGLdOS7IkRG21YVX0ojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdRY JjDXn4W2fxY qQj2x
fYeAnS1vCL4IXAsdfljw4oXIE4AR7I0AAAABIt36FqChftM9Ib7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639357535"},"plugins":{"metadata":{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Google\Chrome\User Data\7ba9cb53-984a-4699-8353-58f189a93a72.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

214207

6.070798103289104

false
6144:fUogQRUdgIM7dKo002Z9gK1YcUagfllUO0SiuRL:fUNDdge7000I9gKVzo8
5E33186D842CF2A9E81078910FEBB39F
B8396FF238687BF724D1E53332BDA7D26F8A6630
3BA4D6A5AD9706F7D1DE9F67B7C5E4A2B0458AFAA44671392F817B3C4156290B

BBOF82166360E2938E8D62D91EE5497D4A612C1D8A804A423D377A6AB7A78EADAFEEFCAFEA0259F5A1F4578A0A116F2816B775F126E9B1494CCOD459ED7EFL
B3

false

{"browser":{"last_redirect_origin" 'shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0,"uncertainty":3745423.0}},"0s_crypt":{"encrypted_ke
y":"RFBBUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8
iIJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LALdOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2x
fYeAnS1vCL4IXAsdfljwdoXIE4R7I0AAAABIt36FqChftMIb7EtaPwI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"passwo

C:\Users\user\AppData\Local\Google\Chrome\User Data\81c675b7-7c7a-479c-ac72-9efc226a8ad9.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

214207

6.070798103289104

false
6144:fUogQRUdgIM7dKo002Z9gK1YcUaqflluOoSiuRL:fUNDdge700019gKVzo8
5E33186D842CF2A9E81078910FEBB39F
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SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

B8396FF238687BF724D1E53332BDA7D26F8A6630
3BA4D6A5AD9706F7D1DESF67B7C5E4A2B0458AFAA44671392F817B3C4156290B

BBOF82166360E2938E8D62D91EES5497D4A612C1D8A804A423D377A6AB7A78EADAFEEFCAFEA0259F5A1F4578A0A116F2816B775F126E9B1494CCOD459ED7EFL
B3

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0,"uncertainty":3745423.0}},"os_crypt":{"encrypted_ke
y""RFBBUEKBAAAAOlYyd3WEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8
iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdR Y JjDXn4W2fxY qQj2x
fYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"}, "passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Google\Chrome\User Data\8ala20b3-f5e6-4fe3-9a63-ad9192746343.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

214206

6.07079771071813

false
6144:GQogQRUdqIM7dKo002Z9gK1YcNaqgfllUOoSiuRL:GQNDdge700019gKVuo8
DBC2001EFF8231AEC5FB53BEABO2A779
3CE65CD86017A3377A77B3D7BD81B19A1223BBES
9CECF660C23285CDB9862E8280198BD78733A98806B7529E667C586098F701BB

474AB58E05FD68E8B831579FCIF3DEACC042B34A277AB322EBADS61436A6F3FFCC8BF421D678A2D9E61A59C2B35EAL0A900231F9BADA7030B309558E1FE28C6
C4

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0, "uncertainty":3745423.0}},"os_crypt"{"encrypted_ke
y""RFBBUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8
iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAgLGLdOS7IkRG21YVX0ojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdRY JjDXn4W2fxY qQj2x
fYeAnS1vCL4IXAsdfljw4oXIE4AR7I0AAAABIt36FqChftM9Ib7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata”:{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Google\Chrome\User Data\95blabdd-d52f-4cbc-b086-3ae19d1e8029.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.751387873266962

false
384:nXJ2uwD54c7CIN+r7vSa3BaE5SHUhGFMrXkilxZU4srrTSmP0O30GGK108YGNX12fV:j2RpCOFdQeCiEOWYPn2aKsq2BW
0CE7A67BB83EBEOF38E71DCFC79D80AA

95C69A25B58293F90603AC638F8CBA334795F1A6
00F19F05106AC9511F96E349B49A5AEF1C4B54101C0A104692CDCA445C59D992
067D76E92A4F5AFB91AE23177D8427398B6178AE815C9145BD919772EB71742A0D0OED897E45F5EE09874503ECC7E09A288DA9590B42F611CB5FB7BABOC2AF6C

.gr.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*. .Micr.oso.ft .O.neD.rive. for. Busines.s. Extens.io.ns....16..0..471.1..10
.0.0.....*..C..\\P.R.0.G.R.A.~.1\M.I.C.R.0.S.~1.\.0.ffic.e.l.6\.G.R.O.0O.V.EE.X..D.LL....M.i.cro.ss.oft .C.orp.oration..8.D..C.:\P.ro.gram. .F.iles\C.0
.m.m.o.n. .F.iles\M.ic.ros.0ft .Shared\O.FFICE.1l6\ms.0shext.dlL.@...U/..%.comm.o.np.ro.gramfiles%.\m.ic.ro.s.o.ft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Office.)..Micros.o.ft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

40

3.254162526001658

false

3:FKXftOXELn:+ftIE1Nn
BD4642AD6C750A12D912B20BCB92E14D
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SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C549F0F48FDD4FBC62E51AC26D7E185160CE2123
4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESF4FF91BF5C332B¢
CF

false

SAPC....vorvvve. s}....M..2.1.%

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2bb8be48-7e72-4290-bb6b-6ab5f3a98207.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5SCAE7CEO3BBF1E94E93613A00F2
5F21

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4071c3c0-9bab-4e09-96cb-097a690243fb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17702

5.577273801702975

false
384:ZfGt1LIUWXR1kXgKf/pUZNCgVLH2HfD7rUeG29Q24p:GLI/R1kXgKf/pUZNCgVLH2Hf/rUel2K
96CF31ECE2DAEOE80667A04FC2A2AFF3
F83776469763D07A04A595F803253ABAEACADET75
3B6F51CF3543B00F2AD3D4E047286FC51338176B959BA6CE4B58FDCEBAESS1F3

CA4DBEOAF8D7A1481D94BBA97C38C44DD6EAEBD4E437E72C5FBDC1127177DC6DE01ALC1283980EFAECAEAT73926172BA7D5265B992F03D4F824D15072A2877
37

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu”,"system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal™:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191796298773","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\71b843c2-4b70-4ce2-95c8-13f810853f15.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2533

4.899174475228989

false
48:Y2TntwXGDH3qyvz5s8GskRLsVgasIMHisO2RsGO7sy5s9bNbD:JTNOXGDHa+zX216GIpOXypH
1046D0992E1A3D2F0A9342F2B885C5F1

336AF2595C3A1A2049B3077CCA4F4695E633FB10
FC98C5E38D326B256DAED47655114B69D5EC08298181D5A366B7DC98B974D90F

3424CE859BD357FEDE67CD82425054A998F42027C0401809E57D4448C2EAFOFE39E16F9A483DA181B517365FDD280EDD7650C05E868516DDB61ADE93F39DBBI
A

false
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Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[

],"server":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true} {"isolation":[],"server":"https://www.g
oogleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},{"isolation":[],"server":"https://dns.google"
,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13303783799969491","port":443,"protocol_str":"quic"}],"isolation":[],"server":"ht

tps:/iredirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13303783799993249","port":443,"protocol_str":"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\85ab7ce1-3258-4e9b-a0e3-3e50db926871.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19792

5.564080889396171

false
384:ZfGtcLIUWXR1kXgKf/pUZNCgVLH2HfD7rU9HGDZ29w242:RLI/R1kXgKf/pUZNCgVLH2Hf/rUhGDIQ
AF39EE61B8A22AFCOCOF08D7EDC36A9E

B4B01922ACC52699F42423B566B5AEEEBAEA6CFB
8BF157B21DB70B76EEBCCF30656EB92D3D80C083CAEB683311F482E4FEE40F03

83C96DC4D67B7A8DBIFOAF1E775BEF7BC670CCFC00543BC30166BACF4B01B9F9BDF0438667595575E40A72D8FDDCBA9D5D154EESC6CAEODIFI1DABAAFI45
015

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
tirtf:pub:vsd:mpp:mdb:dot:dotm:xIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":["'management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal™:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191796298773","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\93422060-12de-434b-bf87-254d0ffcal19.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5191

4.981652912146137

false

96:nyC4ctlpcKIsok0JCKL8aBWKOgEtVbOTQVuwn:nyCl1pcR4AK1kOK
AC873A2C090BE76A3E6047611BF3BAE7
BDD91DBD1476583CFFA8E1D67C233DC522130769
B91BF3C190733F571A396CC545890EFE43EB1BB57A6FC690399D32C5764D1517

35C6B16A675894545E7EC4132FAD30EF1D6FDA7FI0DA7EL72573B3D7B5D3A3E333534C28A80AB1FCEOD697EDI5BD0297901F680747DAD484F49B2EEQE7AT80!
C

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13301191797333593","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length*:[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," 0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" "0","0","0","0","0","0","7355378"],"daily_received_length":

',"0","0",

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\962ced69-1c12-40da-8cbb-f3f48e7b42c7.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.5770198016523675

false
384:ZfGtcLIuWXR1kXqKf/pUZNCgVLH2HfD7rUeZ29Q24u:RLI/R1kXqKf/pUZNCgVLH2Hf/rUep2Z
7A170F3654D4183F15BB0523DB6188CD
89F667898BC44FCD5F9ACOB6BD5C06C93D1DE2FF
916AAC2F1DDE98ESAA4D70DEFA2EA3342383121554F1E77998C392DD9BICC2B4
851D9838864D21A984929BA63633CF747509C52B97C0A64830A535A8FA996A8F42960EC2CFEDO8D7B74623F5C94F13A8239A6B92F9BEE17D86C2255E2DBEGDA¢

false
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xlIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network

"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i

ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191796298773","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":

{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 11217

Entropy (8bit):  6.069602775336632

Encrypted: false

SSDEEP: 192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

MDS5: 90F880064A42B29CCFF51FE5425BF1A3

SHAL: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268

SHA-512: DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
Malicious: false

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","jDctR8IMG5KZ

rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By9I6 AKKXALRM+COEU11XUjPiMXEK|iCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFY9KIFPKGNfFUtdQIOsGwOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECRofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBMEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3]jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+oOc6ca+ChKUpTu+oa2ZRxRE+
WwG3QJImuYWEVYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e Thvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllI5n0ITpw5IBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtu0hGYrHn3lIsMHqBbi70gkljEE=","rhl
ZUEvw2KRAFMms896xFWkNgPrw6\WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 3:FQXIXNQxIX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1L: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
Malicious: false

Preview: L7 TR, f5. s

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit):  5.228210359116467

Encrypted: false

SSDEEP: 6:63/1VbF7q2PWXp+N23iKKdK25+Xagx8chl+IFUtqV53/1VxZmwYV53/1VdFOFkwOXx:alF7va5KkTXfchl3FUtsb/CoF5f5KkTM

MD5: D8786D507C4C02FDB7E875D0D8D1C2ES

SHAL: 63BACB39E7559F61BA8576 CAGO0ECE222EB31D389

SHA-256: 90D94AAES81B7A269BD42901E318807A694B7CE34FFCCC15ABA461110FDCB3AL

SHA-512: 31B4AB31A895EFC473DFBA2E62BF82E8BDAF01A2BED34C5F89A8D2655ED26EE6651D6E0A8D7EL2EE8DE6678AC1D12F2C5FDA96C1E012813A9F2D3C8EAS8C
BE46

Malicious: false

Preview: 2022/07/01-16:30:04.732 160 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN

IFEST-000001.2022/07/01-16:30:04.733 160 Recovering log #3.2022/07/01-16:30:04.734 160 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

369

5.228210359116467

false
6:63/1VbF7q2PWXp+N23iKKdK25+Xgx8chl+IFUtqV53/1VxZmwYV53/1VdFOFkwOx:alF7va5KkTXfchI3FUtsb/CoF5f5KKTM
D8786D507C4C02FDB7E875D0D8D1C2E8

63BACB39E7559F61BA8576 CA60ECE222EB31D389
90D94AAES81B7A269BD42901E318807A694B7CE34FFCCC15ABA461110FDCB3A1

31B4AB31A895EFC473DFBA2E62BF82ES8BDAF01A2BED34C5F89A8D2655ED26EE6651D6EOASD7E12EESDEG678AC1D12F2C5FDA96C1E012813A9F2D3C8EAS8C
BE46

false

2022/07/01-16:30:04.732 160 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/07/01-16:30:04.733 160 Recovering log #3.2022/07/01-16:30:04.734 160 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

719

5.270212628974301

false
12:58nbyXbB+EyaSIvAgQh7BVJ1aX37WFkYofn1C1TBk778B/xgskZBa9sNiyVudiy9:5m2CabvAzdja7Cyfn16Y78BJgskfadyq
619881096EFE39459BD2A4BIEB2E346B

89331730D2D27387E9CA4EE64045C9503B1F5C41
3F2651738D0344A6054D3A187F33F1DCE461BFD6540CE3CEE8880F33263A5354

DO3DDB1EA80127C21DD7F08D964EFDSEDEF5CB64BC958A7DABSEGG6A91481ABD91715C77E24AB2EF71A2E08A4908D163043C2B65871167BE37F264B036BA3F0/
6C

false

........ Provrrrerel i S b XY B
payment/frontend_paper_lantern/index.html2.MS SharePoint:.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2533

4.899174475228989

false
48:Y2TntwXGDH3qyvz5s8GskRLsVqasIMHisO2RsGO7sy5s9bNbD:JTnOXGDHa+zX216GIpOXypH
1046D0992E1A3D2F0A9342F2B885C5F1

336AF2595C3A1A2049B3077CCA4F4695E633FB10
FC98C5E38D326B256DAED47655114B69D5EC08298181D5A366B7DC98B974D90F

3424CE859BD357FEDE67CD82425054A998F42027C0401809E57D4448C2EAFOFE39E16F9A483DA181B517365FDD280EDD7650C05E868516DDB61ADE93F39DBBI
A

false

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[
],"server":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true} {"isolation™:[],"server":"https://www.g
oogleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},{"isolation":[],"server":"https://dns.google"
S"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13303783799969491","port":443,"protocol_str":"quic"}],"isolation":[],"server":"ht
tps:/iredirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13303783799993249","port":443,"protocol_str":"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators

dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

5218

4.986633380855184

false

96:nyC4mt1pcKIsok0JCKL8a6WkOgEtgbOTQVuwn:nyCR1pcR4K1k9r
D4CE804FF050AB17A26F6E3E9DE36066
DC7578848BB0252CD5F24925472F32C3601EF010
OFC57567349801E620386E69E2215C41100AD83E506A6676CFBE48BF2E0A21F0

DCDO0B25BOBD2C8AEEEF6D24A853C62595BFE8B8630EB20DC980F874CF3E4FB4CESD1CD1B197B3B3312386E9FDEOC84BC63D7E33BF144D4A78ADD3C790FEE
8ABA

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13301191797333593","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction™:{"daily_original_length":["0","0","0","0","0","0","0","0","0","0 ,'o","o","0","0","0","0","0","0","0","0","0","0","0"
,'o","0","0","0","0","0","0","0","0 "o", "o","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19793

5.564183009590256

false
384:ZfGtcLIUWXR1kXgKf/pUZNCgVLH2HfD7rU9HGsZ29x24Lc:RLI/R1kXKf/ipUZNCgVLH2Hf/rtUhGSMG
4427796AA7BOE6AD24B2D6B1BC4D2637

DB732DA467256833BC1A8748A9096BC732D78602
AB19662ED6FE9454193670744B7CD6A37A1F6ADFFE239C5C43B9A89CBASE922B

F5AB7EDDB18AE2E2BF919037F81CC8B8B22789DD46C04A5DCDDCCO5A4AD022FBOBF1F1903F6AAD38D559C9522C54B9A65249D1D5D7BAC3E7293BC16201BD
CCB6

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api*:["'management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191796298773","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\6e83c16a-0f9f-4ba7-9421-

b3a33db95024.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4AR8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsBdLJIlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBD005SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

270336

0.0012471779557650352
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Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

false

3:MsEIlIKEthXIIkI2zE:/M/XT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

420

4.985305467053914

false
6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MASBdLIlyH7E4f3K33y
C401B619D9DBEOADABC25A47EE49CFBA

C9D3B816DD3FBCDIBEICOA32CEC7B501EFCOBBDA
8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBESD4B3CB82F
BC12F16CB95CBOAD708C6BBDO0SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
false

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str*:"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}

,"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"AG"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\7e11f068-5877-44c9-9¢e16-

a0421d08125b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBALJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHA1L: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF134920718l
Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_sti uic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/XT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC
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SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2EB898
D58

Malicious: false

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHA1L: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6AGFE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071B|
Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google”,"supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c78cfa55-e1b4-4010-b1c1-a509d5123b73.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 4219

Entropy (8bit):  4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJMH+557YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1L: 977E551B9ED5F60D018C030BOB4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDESE3E9OEF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert

ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d9b6f731-7f0c-4e5e-a34d-e1509d6c291d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5218

Entropy (8bit):  4.986633380855184

Encrypted: false

SSDEEP: 96:nyC4mt1pcKIsok0JCKL8a6WkOgEtgbOTQVuwn:nyCR1pcR4K1k9r

MD5: D4CE804FF050AB17A26F6E3E9DE36066

SHAL: DC7578848BB0252CD5F24925472F32C3601EF010

SHA-256: 0FC57567349801E620386E69E2215C41100AD83E506A6676CFBE48BF2E0A21F0

SHA-512: DCDO0B25BOBD2C8AEEEF6D24A853C62595BFE8B8630EB20DC980F874CF3E4FBACESD1CD1B197B3B3312386E9FDEOC84BC63D7E33BF144D4A78ADD3C790FEE
8ABA

Malicious: false
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Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13301191797333593","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE0O8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

false

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1qIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8SB
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

false

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\dd213049-8a25-4006-9a0f-1b60de69beSe.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5191

4.9840260984191

false

96:nyC4ctlpcKITok0JCKL8aDAkri6bOTQVuwn:nyCl1pcw4KCkrO
219D5BB554A4929A0ADF3C6C489EEFF1
0F6594CC960150AC42B5F148FFB2558D2389A221
5CAFE793694B44EC9138209AB74CF5392A14D501C2B1D859400795FA62DB19E9
508258944F1BB258C41567AAEB922807F1381F51A139138B4CA964C895ED8BID624DE4A378BB003EBF96029B08D454C7177F207FEF8E7384465FOEBCBCECD58!
false

{"account_id_migration_state":z,"account_tracker_service_last_update":"1330l191797333593","alternate error. pages"'{"backup"'true} "announcement notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill"
_infobar_| Iast declined""'l3245951692116406" "has seen welcome page"'true "navi onboard group":"

untryid_at |nsta|| 21843 data reduct|on

,"0","0 0","0 0 "0

7355378 1,"daily_received_length":["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e087d5d6-61a6-4968-a1d6-b478e27ef5d7.tmp

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

dropped

5191

4.980877090113624

false

96:nyC4ctlpcKITok0JCKL8aOkN1zbOTQVuwn:nyCllpcw4KgkNB
DEEB96DB43D2CA4447FA2CE1F07D60BC
692CCDAGEAFEFDA2342452A749FDFCBB92BB52B2
2A5684F25C1AE12ABBAD8C24035FF51A73A12AFEA96C62133999EBSE07A43CD7

3846EFA7911F41F5A2C7B94F1289B5A9D371F37A774B6275C774DF8FCCOAF2999E513E574A49D841A48EC2A24C565BODEAB3E4CA413E40A8A0F310493822AEB
6

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13301191797333593","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left 'work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0 "

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f52ec09a-4950-4b99-81cc-a00db2867efe.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19793

5.564183009590256

false
384:ZfGtcLIUWXR1kXgKf/pUZNCgVLH2HfD7rU9HGsZ29x24Lc:RLI/R1kXgKf/ipUZNCgVLH2Hf/rtUhGSMG
4427796AA7BOE6AD24B2D6B1BC4D2637

DB732DA467256833BC1A8748A9096BC732D78602
AB19662ED6FE9454193670744B7CD6A37A1F6ADFFE239C5C43B9A8B9CBASE922B

F5AB7EDDB18AE2E2BF919037F81CC8B8B22789DD46C04A5DCDDCCO5A4AD022FBOBF1F1903F6AAD38D559C9522C54B9A65249D1D5D7BAC3E7293BC16201BD
CCB6

false

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api*:["'management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301191796298773","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\GrShaderCache\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0018238520723782249

false

3:MsEIllIkEthXIIkI2zELqCjtl:/M/xT02zSBI

4D6A87B837034502A12B3821F7C67DB9
2D9AEFD5997E23FALACAFCDAF3BEF29FB8514207
774273543D373714C0F766A844038E50D14A69C70281883599D0EF65F7E10D92

599B9EF531293B6AE2D99E2F105E0ASECE1ADSCF998FDOF14B812A62080527B0AC4BB67970E761D05B6CB5C1EDSAC3D313E05812E7BEF20AFD1FACT7394B797
D8

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

106
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

3.138546519832722

false

3:tblolrJ5ldQxI7aXVdJiGERORIAL:tbdirnQxZaHIGiOR6!
DE9EFOC5BCC012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFE6GBEGSE33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

false

C..\.P.r.o.gram. .F.iless\G.o.0.gle\Chromel\Ap.p.licatio.nlchrom.e..ex.e.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4
false

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

214206

6.07079771071813

false
6144:GQogQRUdgIM7dKo002Z9gK1YcNagfllUO0SiuRL:GQNDdge700019gKVuo8
DBC2001EFF8231AEC5FB53BEAB02A779
3CE65CD86017A3377A77B3D7BD81B19A1223BBES
9CECF660C23285CDB9862E8280198BD78733A98806B7529E667C586098F701BB

474AB58E05FD68EB831579FCIF3DEACC042B34A277AB322EBAD5S61436A6F3FFCC8BF421D678A2D9E61A59C2B35EAL10A900231F9BADA7030B309558E1FE28C6
C4

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0,"uncertainty":3745423.0}},"os_crypt":{"encrypted_ke
y":"RFBBUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8
iIJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGL1dOS7IkKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2x
fYeAnS1vCL4IXAsdfljwdoXIE4R7I0AAAABIt36FqChftMIb7EtaPwI8XRX5Y944rq1WsGWcOPFyXO0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.751518045797524

false
384:RXJ2uwD5EjcyVbICIN+r7vSa3BaE5SHUhGFMrXkilxZU4srrTSmP7p30GGK108YGj:5u2RpCOMdQeCiEOwWYPn2aKsq2Bh
0F39597740F1422B557A339FCE17D215

6BBF35B7D73D67EB811BB66DBDD166A9646CD333
9482079ECEFB987FEF7F9349AA54F3BF3CCF3871DA8BDC305739D9CDD9B29F0C

99CA3569759E6981DE3FE095A70CDYAC7003C6542804F0AB6530570B9ACF919EFCD3B2C800BB71153B2712995B62DBA4D9C921FFODB72FA9B946ACEG48A00A!
5
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Malicious:

Preview:

..*..C.\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0Offic.el6\GRO.O.VEEX.D.L.L.PL...%.pro.gram.files.%.\m.icro.s.o.ft .officeloffic.e
ro.ov.eex.dll..Micros.oft .Office..2.0.1.6..*.Micro.so.ft .O.neD.r.iv.e. for Bus.ines.s. .Extens.ions...16..0.47.11..1.0
.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\.0.fficel6\GRO.O.V.EEX.D.LL...Micro.s.o.ft .Corp.oratio.n..8.D..C.:\Pro.gram. .Files\C.o
.m.m.o.n. .F.i.l.e.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D...C
\P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\c31c0479-e4e4-4ded-825b-2ae50e1d6e8d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

205766

6.042879285454642

false

6144:gogQRUdgIM7dKo00279gK1YcUaqgflluOoSiuRL:gNDdge700019gKVzo8
3F01FFBFD705228777D1528A943B818A
08C01CA99807B70C41AC9A288BDAGEA7445B6009
5B90DC28DE13FDA5DA1534245BD6FF18004ABF1D7D8AF70B1233D528732508A2
8081252DDFOF94DC12F06FFO5EB57EF019E092D189651B7EECEB8050159D460CEE7B4392BC859DCF523AE388D04B6A04B797BEBOE1E41732F922089C1148430
false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0, "uncertainty":3745423.0}},"os_crypt":{"encrypted_ke
y""RFBBUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8
iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAgLGLdOS7IkRG21YVX0ojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdRY JjDXn4W2fxY qQj2x
fYeAnS1vCL4AIXAsdfljiw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639357535"},"plugins":{"metadata":{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Google\Chrome\User Data\e8b91c13-687e-4a5b-90e8-7c0373992032.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

205766

6.042879056931

false

6144:x0gQRUdqIM7dKo002Z79gK1YcUaqflluOoSiuRL:xNDdge7000I9gKVzo8
15F7ECEE6CAOCC5DF351D63FB869D886
8A72536B3792187C9564B03A10E60E6390A56880
D949D4D7CD3AD9F929A5498E05151E5AE3EB41FCFE4FC6B239CBEBDBC4AC80DB
088239D0A774A22E6F938FB531272D9F830B9A836972426D2C195882274BD08524378597F8ES55FBOF740EA44D7862EE02A400CBD14C2E275A25CD651E90A2884
false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0,"uncertainty":3745423.0}},"os_crypt":{"encrypted_ke
y":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8
iJkppNr2ZbBFie9QUAAAAAAGAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2x
fYeAnS1vCL4IXAsdfljwdoXIE4R7I0AAAABIt36FqChftMIb7EtaPw98XRX5Y944rq1WsGWcOPFyXO0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639357535"},"plugins":{"metadata":{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Google\Chrome\User Data\ec3a40c3-1400-4f01-815d-b48d30faaa73.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

214206

6.07079771071813

false
6144:GQogQRUdqIM7dKo002Z9gK1YcNaqgfllUOoSiuRL:GQNDdge700019gKVuo8
DBC2001EFF8231AEC5FB53BEABO2A779
3CE65CD86017A3377A77B3D7BD81B19A1223BBES
9CECF660C23285CDB9862E8280198BD78733A98806B7529E667C586098F701BB

474AB58E05FD68E8831579FCIF3DEACC042B34A277AB322EBADS61436A6F3FFCC8BF421D678A2D9E61A59C2B35EA10A900231F9BADA7030B309558E1FE28C6
Cc4

false
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Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6567181986874e+12,"network":1.6566858e+12,"ticks":195698446.0,"uncertainty":3745423.0}},"os_crypt":{"encrypted_ke
y""RFBBUEKBAAAAOlYyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8
iJkppNr2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxXiFP4bdR Y JjDXn4W2fxY qQj2x
fYeAnS1vCL4IXAsdfljwdoXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"passwo
rd_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displayu

C:\Users\user\AppData\Local\Microsoft\Office\16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\231C2286-1237-4321-A2E6-258B

BA83D8CD

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

149155

5.356510256155895

false
1536:9cQW/gxgB5BQguw5/Q9DQC+zQWkAF77nXmvid3XxX5ETLKZz6e:5JQ9DQC+zPXwl
BD30738058D1BB89A9729682E2BC0925
02B8BD201128A288DAFBO6A2E772685EA2A3388B
2F749FD024D6222D14096E5E079FD1A34B3431573A2C9E2ACT7797D7F44E2F3BB

7BA656472EDDS5AE092781D47DE985BCEA4C98EB7B3494ADEYFA18B2D4BFDB64B8D1D69DCO0BBI1F9D39146F0217023AC2985ED0803E8DI04FEE7BD8CA3371
000

false

<?xml version="1.0" encoding="utf-8"?>..<0:OfficeConfig xmIns:o="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2022-07-01T14:28:43">..
Build: 16.0.15427.30526-->.. <o:default>.. <o:ticket o:headerName="Authorization" o:headerValue="{}" />.. </o:default>.. <o:service o:name="Research">.. <o:u
rI>https://rr.office.microsoft.com/research/query.asmx</o:url>.. </o:service>.. <o:service o:name="ORedir">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>..
</o:service>.. <o:service o:name="ORedirSSL">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>.. </o:service>.. <o:service o:name="ClViewClientHelpld">..
<o:url>https://[MAX.BaseHost]/client/results</o:url>.. </o:service>.. <o:service o:name="ClViewClientHome">.. <o:url>https://[MAX.BaseHost]/client/results</o:url>..
</o:service>.. <o:service o:name="ClViewClientTemplate">.. <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>.. </o:service>.. <o:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\1A5C2F1B.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Officel6\EXCEL.EXE

Composite Document File V2 Document, Cannot read section info

dropped

1536

1.1464700112623651

false
3:YmsalTILPItI2N81HRQJIORGt7RQ//W1XR9//3R9//3R9//:r1912N0xs+CFQXCBIXh9Xh9X
72F5C05B7EA8DD6059BF59F50B22DF33
D5AF52E129E15E3A34772806F6C5FBF132E7408E
1DCOC8D7304C177ADOE74D3D2F1002EB773F4B180685A7DFE6BBE75CCC24B0164

6FF1E2E6B99BDOA4ED7CABA9E943551BCD73A0BEFCACEGF1B1106E88595C0846C9BB76CA99A33266FFEC2440CF6A440090F803ABBF28B208A6C7BC6310BEB
39E

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\FBE12F02.png E

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

PNG image data, 1140 x 1281, 8-bit/color RGBA, non-interlaced

dropped

912404

7.9907157898990695

true

24576:IrQU57GpIk69MCNDPCBpY+bikHII15Bgn13dhWy:ay7jCIPsDJ55B67Wy
8A82D12ADAF2E28F54C0C378CF009DA6
874AECC19A5756B367590CF31DD0B67D75F3AB21
C626C48A60730CDOAEA0LIAIEBA366C8F6AAL69E201A284244E18508D05BB4CEB
97246B35130A6CC5E7A58E3A403B5FE162369FFF50E5F8B488F893B5D20BE27A941C679305EC7BDIAF4A63F06158C0A4F32377F835F44B2762366D51C4E8CAFL

false
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Preview:

.p.. IDATX...S.F. }.ccoo.... q{+...U..ZHQ.DJ.(3.$.;...Rvw.{& 2. IPR.J...(.L..$s98.....D".H$..D".H$.)V._...D".H$..D".H$...v"...D" H$..D".
HSR.D....D"H$..D" H...$.D" H$..D" H1.{HS$. D" H$. D" b&2 HS. D" H$..D" Ld.L HS.D" H$..D...C". H$. D" H$...3.A.D" HS..D".HS. )"...D".H$..D".H$R.D....D".H$..D" H....:$.
.D”.H$..D”.Hl..tH$..D".H$..D".b&2.H$..D”.H$..D”.Ld.!.H$..D".H$..D...C”.H$..D”.H$...3.A.D”.H$..D".H$.)f”...D”.H$..D”.H$R.D....D”.H$..D".H.....$..D".H$..D".Hl..tH$..D”.H$..
D".b&2.H$..D".H$..D".Ld..H$..D".H$..D...C" H$..D".H$...3.A.D" HS$..D". H$.)"...D".H$..D".H$R.D....D".H$..D" H....:$..D" H$..D".H1. tH$..D".H$..D".b&2.H$..D" H$..D".Ld.|.H
$..D".H$..D...C".H$..D".H$...3.A.D".H$..D".H$.)f"...D".H$..D" H$R.D....D".H$..D" H....:$..D".H$..D".H1..tH$..D".H$..D".b&2.H$..D".H$..D".Ld.|.H$..D".H$..D...C".H$..D". H$.
3.A.D"H$..D" H$.)"...D".H$..D".H$R.D....D" H$..D" H....00....00 .21 A it

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\index[1].htm @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

HTML document, UTF-8 Unicode text, with CRLF line terminators

downloaded

21845

4.959781554055647

false

384:ytzDc2rA6aD44Rw89cmW221/sxZMZKsOnOBY:0zAXL444BY
9C7A316E607FC1C11A3EF10056BD3AFD
473BA685597DE37A40649C7F1DE933A107D09119
DDFE1F54DF786A3B0OAC73789E9761691BA6B00539DC8AF70A37CCDACD17BF070
BE97B489AE94036B6520D75971EA1A76A11D145880F91FBAGB312F97F44F07171FCBC29B215D211CB58FDF84E25302456B0D04528616340F073C6603FASFC26B
true

e Rule: JoeSecurity_HtmlIPhish_10, Description: Yara detected HtmIPhish_10, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\index[1].htm, Author: Joe Security

e Rule: JoeSecurity_HtmlIPhish_7, Description: Yara detected HtmlIPhish_7, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\index[1].htm, Author: Joe Security

http://https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html

..<!doctype html>..<html lang="en">..<head>.. <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>.. <script src="https://code.jquer
y.com/jquery-3.1.1.min.js">.. ~ <script src="https://code.jquery.com/jquery-3.3.1.js" integrity="sha256-2Kok7MbOyxpgUVVvAk/HJ2jigOSY S2auK4Pfzbm7uH60=" crossorig
in="anonymous"></script>.. Required meta tags -->.. <meta charset="utf-8">.. <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit
=no">.... Bootstrap CSS -->..  <link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css" integrity="sha384-Gn5
384xqQ1aoWXA+058RXPxPg6fy4IWvTNhOE263XmFcJISAWIGgFAW/dAIS6IXm*" crossorigin="anonymous">.. ~ <link href="https://fonts.googleapis.com/css?fa
mily=Archivo+Narrow&display=swap" rel="stylesheet">.. ~<script src="https://kit.fontawesome.com/585b051251.js" crossorigin="anonymous"></script>..  <title>MS
SharePoint</title>....  <link re

C:\Users\user\AppData\Local\Temp\1828_1378596767\_metadata\verified_contents.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3034

5.876664552417901

false

48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lgFkakzcVTGkeY TPi6zM:RGcg5z/jjjHgUnV278+aWLy4
8B6C3E16DFBF5FD1C9AC2267801DB38E

F5CADC5914DF858C96C189B092BC89C29407BBAA
FD986A547D9585E98F451B87CA85DEB4B61EES540C6FAC678D7BEDABF04653095

37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90CODAD6G8642C761FDCACO3FC38FA930841F91FA145A6943EC7F168DAF2FA426F1F092C2FE
02

false

[{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216 ZSIGNDA5NiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO
[t7InBhdGgiOiJfcGxhdGZvem1fc3BlY2ImaWMveDg2XzYOL3BuYWNsX3B1YmxpY19wbmFjbF9qc29uliwicm9vdF9oYXNoljoiVKNUSHNIVHNUSXVncWNhV2ctWHVpTUL
sdWIoV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCl6l19wbGF0Zm9ybV9zcGVjaWZpYy940DZNjQvcG5hY2xfcHVibGIjX3g4NI82NF9jcnRiZWdpbl9mb3JfZWhfbyls|
nJvb3RfaGFzaCl6ImxINWt2alBvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3IVSIF6VDZseVVNdOkifSx7InBhdGgiOiJfcGxhdGZvem1fc3BlY 2lmaWMveDg2XzYOL3BuYWN
SX3B1YmxpY1940DZfNjRfY3J0YmVnaWsfbylsinvb3RfaGFzaCl6IkVuLVFQTW1HUM1xbG9Ud1gzOTAzckpsMkwOR 25sQmdET1FhZINKaHJ4NkOifSx7InBhdGgiOilfc
GxhdGZvem1fe3BlY2ImaWMveDg2XzYOL3BuYWNsX3B1YmxpY1940DZNjRfY3J0ZW5kX28iLCJIyb290X2hhc2giOiJkT21JVZRMAEdGNWIFYOk1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MIpFc3VvinOseyJwY XRoljoiX3BsYXRmb3JtX3NwZWNpZmljL3g4NI82NCOwbmFjbFOwdWJIsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
i0ilzZNEU5QU9EMmpgLWNoMzZQZONVVOYtMUpYWVhVdINGY 114bks1aWppcWNjlnOseyJwY XRoljoiX3B

C:\Users\user\AppData\Local\Temp\1828_1378596767\ _platform_specific\x86_64\pnacl_public_pnacl_json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

507

4.68252584617246

false
12:TjLI7gaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1IXcAWA:TI7jViPOd8wWIHMZ6RP15
35D5F285F255682477F4C50E93299146
FB58813C4D785412F05962CD379434669DE79C2B
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SHA-256: 5424C7B084EC4C8BAOA9ICE9683ESEES8C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BAS3FEBBAC8A4D27F3BC53BCF271C
E
Malicious: false
Preview: {. "COMMENT": [. "This file serves as a template for the resource info description used by ", . "the NaCl Chrome plugin. It is kept in the NaCl repository to
prevent ", "hard-coding of NaCl-specific information inside the Chrome repository.”. ],. "abi-version™: 1,. "pnacl-arch": "x86-64",. "pnacl-ld-name": "Id.nexe",
"pnacl-| IIc name": "pnacl-lic.nexe", . "pnacl-sz-name": "pnacl-sz.nexe", . “pnacl-version": "5dfe030a71lca66e72c5719ef5034c2ed24706c43".}

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 2712

Entropy (8bit):  3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aT TwODo1DttoyDNSEA:b/hbVic1ZtLDNSE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHAL: 9D8D89AEIF13D6306E619A4EAADSIEDE91ASFIF3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EAS5C943302

SHA-512: 85B1EDA4CA73E00034EE627B7ABB894A77ES521BC6A91A91A4A3744CA7511CBOAF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CFO1ECOALSE
40

Malicious: false

Preview: .ELF.. . . L$0=.. .@. AL PH.$00=.0 0 $<A[..D. A MLA. Ffffff

clang glt ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native cllentlpna

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 2776

Entropy (8bit):  3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5€ej5PjDdaTS6aTTweDV1DtFouoyDOsTy:b/hbEEVIB1ZFhLDOST

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1L: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CEBC75EFAC425C28547121643E4FB568E9D827EF2COF7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95

Malicious: false

Preview:

e J $<[”$J I=..0.8<..... f.K ............... e P.... ..................... Zooieeee s NaCl....x86-64...clang \}ersion 3.7.0 (https://chromium.googlesource.com

/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195¢9
4a3a7da70f0081724448f)............ ZR. X @...C...C....... 8. @...C...C....... To @...C...C....... Peees @...C...Coceevrrr @...C..Ccceevrrn @...

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 1520

Entropy (8bit):  2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjIM/NQQmMTfRIyp9396QQMTIRICE6WRgDBMTDDW7IEOKSbfuEAXwWX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHAL: 4DB7BDC80206765461AC68CECO3CE28689BBEEOC

SHA-256: 74E8885B87ED185E6811C23942FDIBD1FBACI115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5SFABC3C7C938EO0E895E27EAOACO3CBFESDOEEABF5300A4AD07F67FD96CC
253

Malicious: false
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Preview: ELF. > @@ NaCl....x86-64....... clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git
cel63fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-livm.git 7251d5b59fcal5195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.
............................................................................................................................................................... 1..1..Ipnacl/support/crtend.c.__EH_FRAME_END__.

C:\Users\user\AppData\Local\Temp\1828_1378596767\ _platform_specific\x86_64\pnacl_public_x86_64_ld_nexe v

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped
Category: dropped

Size (bytes): 2163864

Entropy (8bit):  6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonlwYZJOykwVO70wf31yJKzCtxO8RSV4IY+PbeHVXCtjFV4IBNeSAmMfGga+A7:HVSMRwf3SKmIY+PyPvnM2Gq+

MDS5: 0BB967D2E99BE65C05A646BC67734833

SHAL: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2DOC2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DAOEA8
96

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Preview:

C:\Users\user\AppData\Local\Temp\1828_1378596767\ _platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xIP+1fzyUNVU5LmMKxeOnjpD5eA/eUnUUxvT:xIP+1ryYMTekpD5eAWjuv T

MD5: 0CE951B216FCF76F754C9A845700F042

SHAL: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFADOD1ELIA7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73BI8DEIAC372034F340C708D23D9D3AABOSCCBDABDC56A63
4E

Malicious: false

Preview: I<arch>./ 0 0O 0 O 624 L BlZ(en e LY LY LY LY LY LY LY LY LY LY LY LY LY Y fmod.fmodf.memcmp.

memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32._ Sz_sitofp_i64_f64._ Sz_uitofp_i32_f32._ Sz_uitofp_i32_f64._ Sz_uitofp_i64_f32._ Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset._ Sz_bitcast _16xi1_i16._ Sz_bitcast_8xil_i8._ Sz_bitcast_i16_16xil._ Sz_bitcast i8_8xil._ Sz_fptoui_4xi32_f32._ Sz uitofp_4
Xi32_4xf32..e_fmod.o/ 0 0 0 644 2792 C.ELF....... S, PH..AVAUATSfl.~.M..Il.. E...@.
A....D.D1..... 8fl.~.M....l.. E.A.....D..D..t.D...D.f...D.=..r. Y. A[AAIAN.@..,$J

C:\Users\user\AppData\Local\Temp\1828_1378596767\ _platform_specific\x86_64\pnacl_public_x86_64_libgcc_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit):  3.6998481247844937

Encrypted: false

SSDEEP: 384:HFOMOXYmeKzQUIdedRFVT5p1Ee2HyAIL304:Hf7OXdmWRJIT5p1R2HYAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020DOF

SHAL: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FFIC4AE3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AAG4B740B65CC3A9097307827F0D8DBIE1C164C56AFCDFAOBF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333E
A

Malicious: false
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https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis

Preview:

I<arch>./ 0 0 0 O 942 Sl X # - LALEL MU N UL X Lo L« R, S rLLLnlDLKLT
sder]]0.. Xeverreanens Lo VB __clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__ divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi

. fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__

udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

C:\Users\user\AppData\Local\Temp\1828_1378596767\ _platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

current ar archive

dropped

13514

3.8217211433441904

false

192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDgO:P9v4palvvcOtpFdSGFwmO
4E8BEDA73EB7BD99528BF62B7835A3FA
DCOF263A7B2A649D11FF7B56FE9CFAC44F946036
6B835FD48DF505EB336FF6518CE7B93BBOED854DADAASCIEEED48D420291F62C

46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFCGEFC32A99170AC3420E52CC33242CCDOFA723ABF4FASEDBBICE16A09C729BF04AE4AFBB2F67ALL
38B

false

I<arch>./ 0 0 0 O 94 . _pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/ 0

0 0 644 7392 C.ELF......... > . NaCL....X86-64.....ccocvevieiriiiriieicnnn AL..AL.D...... D..A..t+. u.t".AD....
..... A AD.......fD.<in Qe Veeeeeeeclang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f

dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fcal5195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfolndex.unsigned int.size_t.char. TYPE_na

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

current ar archive

dropped

2078

3.21751839673526

false
24:MOcpdhWE50/bZbmT3296bmT3TwQwDnvD/+R3:MHUECdaTS6aTTwXDvD/+
F950F89D06CA5E63CE9862BES9EI37CI
9CFAD34139CC428CE0C07A869C15B71A9632365D
945B1C8A1666CBFO5E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

FOAFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECASAC87514918A858BAD6DAEABS59548CA2E9O0EADA9900EF5BOF08EG2
CFC

false

I<arch>./ 0 0O 0 O 30 <eveeeeee_pnacl_wrapper_start..// 20 “.dummy_shim_entry.o/./0 0 0

0 644 1840 C.ELF.......... S @ @ PH.. . $J.0=....0.8<...f.Deoriiiccs NaCl....x86-64...clang version
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-livm.git 7251d5b59fcal5195c94a3a7da70f0081724448f)............ ZR. X C.Ci i rela.text..comment..bss..group..note. GNU-

stack..rela.eh_frame..shstrtab..strtab..symtab..data..note. NACLABIXBE-64............ccooiiiiiiiiiiiiii bbb

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

C:\Program Files\Google\Chrome\Application\chrome.exe

ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=309d6d3d463e6b1b0690f39eb226ble4c469b2ce, stripped
dropped

14091416

5.928868737447095

false

196608:tKVgXp3Qev4dg6ilfHM8KLM2J3jgjnkZ:uqufB

9B159191C29E766EBBF799FA951C581B

D1D4BBC63AB5FC1E4AS4EB7B82095A6F2CES35EE

2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CESESBDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DD
00

false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
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https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis

Preview:

WF.@H.'H..H..F..F.G..H.. H.

C:\Users\user\AppData\Local\Temp\1828_1378596767\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe v

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=4b15de4ab227d5e46213978b8518d53c53celdb9, stripped
Category: dropped

Size (bytes): 1901720

Entropy (8bit):  5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQ0208k+7zjidg4deuCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmMJIq3Kf8ksr

MDS5: 9DC3172630E525854B232FF71499D77C

SHAL: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9IC38BOCSDE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DEIF1532A265CA82EA69BDEAO3ECIDI63ES59A18569C02DAB285449870F!
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Preview:

.y.P.D.?<s..0.u.....3@....... -
n0..0..2.74..6..7..9. ~~z {

C:\Users\user\AppData\Local\Temp\1828_1378596767\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: modified

Size (bytes): 66

Entropy (8bit):  3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGsWXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: CO0OBCE97F21B1AD61EB9B8CD001795EE

SHA1L: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEEDSE05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4C
2

Malicious: false

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

C:\Users\user\AppData\Local\Temp\1828_1378596767\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit):  4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDIMLAMLDIGOhQ181G46XzrXc+EFfNgpaiOc+T5NgXIOCINGXL: BkylmL4mLDIJ18116XsRNGtZeNgXIZIE

MD5: 1863B86D0863199AFDA179482032945F

SHAL: 36F56692E12F2A1EFCA7736C236A8D776B627A86

SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9DID2F122504F567BB95844F579831

Malicious: false

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",.. "description": "Portable Native Client Translator Multi-CRX",. "name": "PNaCl Translator Multi-CRX",.
"manifest_version": 2,. "minimum_chrome_version™: "30.0.0.0",. "version": "0.57.44.2492",. "platforms™: [. {.  "nacl_arch": "x86-32",.  "sub_package_path": "_plat
form_specific/x86_32/". },. {.  "nacl_arch": "x86-64",.  "sub_package_path":"_platform_specific/x86_64/". },. {.  "nacl_arch":"arm",.  "sub_package_pa

th™: "_platform_specific/arm/*. }. 1.}.

C:\Users\user\AppData\Local\Temp\1828_877695470\Recovery.crx3 E
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https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3
Category: dropped
Size (bytes): 145035

Entropy (8bit):  7.995615725071868

Encrypted: true

SSDEEP: 3072:TdgEhmDf+E8VYO0x81Rkc6L20qzqkPEu30gZIc3G2ZknF:TyEhmDf+/+Fnkj6lEukgZyyF

MDS5: EA1C1FFD3EA54D1FB117BFDBB3569C60

SHAL: 10958BOF690AEBF5240E1528B1CCFFFF28A33272

SHA-256: 7C3A6A7D16AC44C3200F572A764BCE7D8FA84B9572DD028B15C59BDCCBCOA77D

SHA-512: 6C30728CACIOEACS53F0B27B7DBE2222DA83225C3B63617D6B271A6CFEDF18E8FOASDFFAL053E1CBC4C5E16625F4BBCOD0O3AA306A946CID72FAA4CEB779F8FI
CAF

Malicious: false

Preview: Cr24

.C......0&L..0 K....UtP.&N...;. w/a{)v...~KG;...?.1...k.c..D.U.....0.6.".G.5x K..[..I.A.@I".I.<A. ]
.119.0/ > =mn\z.q.. WL FLL +H.Z+KGO.9...8.... U . .&y....,$...2.E0.... \f/.Z..+M8...B.3".Y ... X.AS?.~ .k.n....... Z..&G..."N.......... L.Ov.x#<...Lx,-w..-..d....J.pT..("
e~*{%kQ.Q.....rl....Z...v.N....J.d_....1X....... w@.b.[.c../V.'c....~k.}z..U.S..nC......

C:\Users\user\AppData\Local\Temp\1828_877695470\_metadata\verified_contents.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1765

Entropy (8bit):  6.027545161275716

Encrypted: false

SSDEEP: 48:p/hii6zkvV11Jip2gRNHvakuQkCNFxdsGwmBKkgum91:Rz0kv6cNvaYNFwSEhug

MD5: 45821E6EB1AEC30435949B553DB67807

SHA1L: B3CADEB17FE5B76B5DBB428B8D3A07B341F8B1BC

SHA-256: ES5FAE91295BECF7F66BFA4BE1061CAS5537ED763EB5D01485F23ECFB583304FEE

SHA-512: BCBE40CAFAA4B14566D91E361D8FB7F0288D5C459FA478AA4C575444DA4D406E1076FCOB3A31D4A9ESEE034FOFEISAOEFEBABAS52B838DE94B96D3E488D28F(
FE

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyl6W3siYmxvY 2tfc216ZSIENDASNiwiZGInZXNOljoic2hhMjU2liwiZmIsZXMiO

[t7InBhdGgiOiJSZWNvdmVyeS5jcngzliwicm9vdF9oY XNoljoiaGdCR051SzhNR2NKaDIfNmZQaFdEWmpVYUFKeklzeDIJS21DUEZvb0dfUSJ9LHsicGFOaCl6lm1hbml
mZXNOLmpzb24iL.CJyb290X2hhc2giOilwY XduVFBFQmMADRHkyV05hVVk3UmImSWN3c3ZWNHFRNUxzZVMxVXRiVXY0In1dLCImb3JtYXQiOiJocmVlIaGFzaCl
simhhc2hfY mxvY2tfc2I6ZSIBNDASNN1dLCJIpdGViX2lkljoiaWhubGNIbm9jZWhnZGFIZ2RtaGIpZGpobmhkY2hmbWO0iLCJIpdGViX3ZlcnNpb24iOilxLiMuMzYuMTQXxI
iwicHIvdG9jb2xfdmVyc2Ivbil6MX0","signatures”:[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"iIFUMX_kOZ-zJ7KVu6Lxb3rHWZg
QvkZhv25x_SGIBIDV_0kALrGhj6rUOWYNNNsSHXMNT118XZmAB96XR8qkr4dwT5Gvez-9gi-WYBY7XBkgo7v6NspGgJF8IBNCel-P9k-zBHOGgr-fCEIACOM7xCx9_f8ql
Ry7nhQPyjOIHN5eEJEiIrOuSu6gdqR9afnVZ3UoR-VOLAOBt7fA4ee38MP2ut5qWU50F5dviezfKkTVDMHwztvcLCy6RISVKASYv6jwWGcecY RI-aclvkkHU6SnbZG17fmDZ
dkcBAXBHYEZZMmvb76r04SO15GDyEVAo_Qf4trdrY_GyN_Bm73imCTjgtoGe

C:\Users\user\AppData\Local\Temp\1828_877695470\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit):  3.7900469623255675

Encrypted: false

SSDEEP: 3:SpOXzxIQ4BdPWIDL9c:SpOjDQFfVe

MD5: 2AE14F91312C4E8034366B09D49D5B18

SHAL: AD4933A5D838D0OFA0B960C327A5039A9E8249642

SHA-256: 4F122332EFO0F2BB490EF59619D3602C1A7277C0A7A19C132202DB4803A09BFA2

SHA-512: FBOCC467A4B8463F6A3BF42CDC11C23B34EB94A9397644B68714DCB819EE326BAE05022D59D23DC9907DF1E6928064D853FD0900BB6083417892D4D5A9BAT77:
Malicious: false

Preview: 1.aeedb246d19256a956fedaa89fb62423ae5bd8855a2a1f3189161cf045645a19

C:\Users\user\AppData\Local\Temp\1828_877695470\manifest.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 195

Entropy (8bit):  4.682333395896383
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Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJI9LAGIXgOXTFHgS1wP/pEeSWU4pv/8F/FXLj2RF2fcTZTotL:F6VIM90ggITgS1wnuWfBONpK4aotL

MDS5: 7ABE3A0B6417948DF4D49F3915428D7A

SHAL: 4FC084AABDB13483567D5C417C7ED8FD16726A80

SHA-256: D1AC274CF1018020F2D9635A518ED1A1F21CC2CBEIE2A4392EC792D54B5B52FE

SHA-512: 064D84A57B28C19AD10742859DA493D0826B47ADC632F6C623DFB4DE36D72A9D29BE98518061A9FFD42D99FCFO1F27DE39CE74782B3A5ACBBE11DFDDEEABE
9A1

Malicious: false

Preview: {. "manifest_version": 2,. "name": "ImprovedRecoveryComponentinner",. "version": "1.3.36.141",. "imageName": "image.squash",. "squash": true,. "fsType": "

squashfs",. "isRemovable": false.}

C:\Users\user\AppData\Local\Temp\3a6ddb19-0e1b-45fc-b970-e7ff4e6406ca.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHAL: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\cfba26a0-2d5f-46ad-b890-a1b6725a941d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EFOF8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI96A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Preview: Cr24........... 0.0  Ho O \7c.<........ Ft0.8.2'5..9k...%....2...C.F.9.#..e.xQ....... [..L]..3> Ui T 7. (yM..?2V.<2.......1.a..0?d..... A H...\MpB..T.m..Vn Ip..>k.|

1.0.<Fb.f.*Q1....5.2.{6...Pp...0bM..1......b1......(UN'Z.... . V.FW. XA *eu. b....... \.Fl..b..J5....2].q....o..L]....W[TO.6...E....[..%Z.VFM.9..5!,~g5....t.. ... +A.....U..
K& L 6ryU. % f. NV < b 2o )y ). b, 5.08K%..0.9..D.S . F50..<(....>... . X2l W... 7f|.~.C.AE......0..0.. % H..cooo..... 0.......)." b SW\$.q8.]2F_2..
22U W12, R W CIKSW. $.J... +MLHZ.n U.ON.[o.l... { K@]6.LIP/... ](A............. ) H QY MG d. ix. #£.28]..|.2...0K..t"T..5...Y .%.Ky...0.. {+.~V.;......Z
2 )(6.@2V.~..2..C.. [OYO. FH.=  FH= B 1 2.4 YLK DR 5S.8...... H".-..Q.{...FOD. .0...|L. A L+.=. kP.L1..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 796

Entropy (8bit):  4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLKSIWZGGMLKSIwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJO30yZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHAL: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: Al114E2783D0E9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

SHA-512: O0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
oc

Malicious: false
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Preview: {.. "app_description": {..  "message": "....... ... cccoerr. .. Chrome".. },.. "app_name":{.. "message": "............ Chrome".. },.. "craw_app_unavailable™: {..
"MESSAGE": it s e e s ".. }.. "craw_connect_to_network™ {..  "message":"...., ... .. . .. },.. iap_unavailable™: {..  "message":".......... ....
...................................... }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "...., .......

Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\ca\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 675

Entropy (8bit):  4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJOghbGGOgbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb030yZnLAOfTYABK: 1IHESbaib6WYpm31Lt0Z8Zp8pxOGAOFKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHAL: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67FICI209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAATAEBA3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CI
B4

Malicious: false

Preview: {.. "app_description":{..  "message": "Sistema de pagaments de Chrome Web Store".. },.. "app_name":{..  "message": "Sistema de pagaments de Chrome Web
Store".. },.. "craw_app_unavailable™: {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network™: {.. = "message": "C
onnecteu-vos a una xarxa.".. },.. “iap_unavailable™ {..  "message": "La funci. Pagaments a I'aplicaci. no est. disponible actualment.".. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 641

Entropy (8bit):  4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOfTYWCc:1HEI4AG8WY pdt8Zpg5TOGAOFW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1L: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3BI3DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202BOC9CDB0908CBB85D8488!
CB

Malicious: false

Preview: {.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },.. “app_name":{.. "message": "Platby Internetov.ho obchodu Chrome".. },..
“craw_app_unavailable™: {..  "message": "Aplikace v sou.asn. dob. nen. dostupn..”.. },.. “craw_connect_to_network™ {.. = "message": "P.ipojte se pros.m k s.ti."..
},.. “iap_unavailable™ {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. },.. “"please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\da\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 624

Entropy (8bit):  4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOTYzD:1IHErMKfgMKVWYpM6IL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1L: 4E47AC90BA24C8F4724D9293FA40CFD4ADAGEFEQ

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DCB3EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C5
EOA

Malicious: false

Preview: {.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {. "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable": {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. "craw_connect_to_network": {.. = "message": "Opret forbindelse til et netv.rk.".. },..
"lap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\de\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped
Size (bytes): 651

Entropy (8bit):  4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIJMICTO8ZpU34p6FKE030yZnLAOFTYJIEK: IHEZWWY p3Bewv8Zp7k4OGAOFQ]

MD5: 6B3E916E8C1991AA0453CBAOOFEDCAAA

SHAL: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: AB2FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0OABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BDI583EEBEE7BFB80
552

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name"™ {.. "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. "craw_connect_to_network™ {..  "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {..  "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "“jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. "please_sign_in": {..  "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 787

Entropy (8bit):  4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1L: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0BSEBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EEO0BD60784A6B«
0

Malicious: false

Preview: {.. "app_description":{..  "message": "........ ... Chrome Web Store".. },.. "app_name":{.  "message" "........ Chrome Web Store".. },.. "craw_app_unavail
able™ {..  "message": ". ".. },.. “craw_connect_to_network™ {.. = "message™: },.. “iap_unavailable™: {..
"message": " }.. “jwt_retrieve_failed™: {..  “"message": "The transaction could not be completed.”.. },.. “please_sign_in":
{.  "message":"........ Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30YZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4ESADF11AC

SHA1L: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICI

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. “"craw_connect_to_network™: {.. = "message": "Please connect to a network.".. },. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.”.. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

false
12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD
91F5BC87FD478A007EC68CAEBADF11AC

D07DD49E4EF3B36DAD7D038B7E999AEB50C5BEF6
92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9CY

FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98AG6E
FFD9

false

{.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. “"craw_connect_to_network": {.. = "message": "Please connect to a network.".. },. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\es\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

661

4.450938335136508

false
12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOFTY6xjD: IHEvaC6WY pcDeEFxg8ZpNISOGAOfD
82719BD3999AD66193A9BOBB525F97CD

41194D511F1ACC16C1CA828AC81C18C8C6B47287
4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB0SESDB1CT

D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCEO:
28

false

{.. "app_description": {.. = "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name":{.. "message": "Sistema de pagos de Chrome Web Store"..
},.. “"craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. “craw_connect_to_network™ {..  “"message": "Con.ctate a
unared.".. },.. ‘“iap_unavailable": {..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. “jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Inicia sesi.n en Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\es_419\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

637

4.47253983486615

false
12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFXTO8ZpU34GLO030yZnLAOFTYiJD:1HEvaC6WYpcDeEFxq8Zp4LIOGAOfvD
6B2583D8D1C147E36A69A88009CBEBC7

4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937
6659BC3705311D7641A73995DCFEAB0C7734F2FAEBBC3787B3892A240348324F

37FODBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAEGEA4764C545723FA
53

false

{.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..
}... “craw_app_unavailable": {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™ {..  “"message": "Con.ctate a
unared.".. },.. "iap_unavailable": { "message": "En este momento, Pagos En-Apps no est. disponible.”.. },.. "“jwt_retrieve_failed": {..  "message": "The tr
ansaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\et\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

595

4.467205425399467

false
12:1HEJIPGGGPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yZnLAOfTYgoLIR:1HEdvqIWYpTeObk8ZpT/OGAOfuLIR
CFF6CB76EC724B17C1BC920726CB35A7

14ED068251D65A840F00C05409D705259D329FFC
C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD
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SHA-512:
Malicious:

Preview:

53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3EOF231E6AS0FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

false

{.. "app_description":{..  "message": "Chrome'i veebipoe maksed".. },.. "app_name":{.. "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail

able™ {.. "message": "Rakendus pole praegu saadaval.".. },.. "craw_connect_to_network": {.. = "message": "Looge .hendus v.rguga.".. },.. "iap_unavailable": {..
"message": "Rakendusesisesed maksed ei ole praegu saadaval.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..

"please_sign_in":{..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\fi\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

647

4.595421267152647

false

12:1HEJRUzGGRuUz+WYpU34ujSBu+dgY08ZpU34J+Bu030yZnLAOfTY5HN: IHEFCWYpPNa8ZpD+FOGAOfEHN
3A01FEE829445C482D1721FF63153D16

F3EAAADDCO03F943FC88B30B67F534AA13E3336DD
0BDE54B20845124113383B6EB81E43A0F05E4EBOC44BEE3C1DFAC4CC5FEC2836

3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85BODCA2F3ECOE974FDDBOBE,
D8

false

{.. "app_description": {..  "message": "Chrome Web Storen maksut".. },.. "app_name": {.. "message": "Chrome Web Storen maksut".. },.. "craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.II. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {.. = "message": "Muodosta verkkoyhteys.".. },.. "iap_unavai
lable™ {.. ~ "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. },.. "please_sign_in":{..  "message": "Kirjaudu sis..n Chromeen.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\fil\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI!I text, with CRLF line terminators

dropped

658

4.5231229502550745

false
12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeTO30yZnLAOfTYHfvF:1HEYah6WYp7TUS0oxOS8Zp7TOsOGAOfqV
57AF5B654270A945BDA8053A83353A06

EEEF7A4F869F97CF471A05D345E74F982D15E167
EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

5FOAE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBBOFBBOA38BESDSF7BB5E9B6F71064588CD441261F644095A44A755C134CES546D506D9A21E488BAFS
2

false

{.. "app_description": {..  "message": "Mga Pagbabayad sa Chrome Web Store".. },.. “"app_name™: {..  "message": "Mga Pagbabayad sa Chrome Web Store"..
}... “craw_app_unavailable™: {.. = "message": "Kasalukuyang hindi available ang app.".. },.. “"craw_connect_to_network™ {.. = "message": "Mangyaring kumonekta
saisang network.".. },.. "iap_unavailable™: {..  "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Mangyaring mag-sign in sa Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\fr\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

677

4.552569602149629

false

12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030yZnLAO8: IHE4HNalHN6WYpNdgpY8ZpSTQWNBOGAh
8D11C90F44A6585B57B933AB38D1FFF8

3F9D44EA8807069A32AACA2AAADO2FD892E6CCI0
599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4ADE75ED3BS

D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457FIF5DOF855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6!
7

false

{.. "app_description":{..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{.. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. "craw_connect_to_network™ {.. = "message": "Veuillez vous connecter . un
rseau.".. },.. "iap_unavailable™ {.. = "message": "Les paiements via |'application ne sont pas disponibles pour le moment.".. },.. "jwt_retrieve_failed" {..

"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }..}..
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C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\hi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 835

Entropy (8bit):  4.791154467711985

Encrypted: false

SSDEEP: 24:1HES07J0JWYp9vnCSVLP8Zp6CsOGAOBSLM:Wh7qgYplCMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHAL: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BFI9FDASD7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6FI9E7A735F28C7C719B539559005B69FA755!

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome ... ..... ...... ". }.. "app_name":{.. "message": "Chrome ... ........".. },.. "craw_app_unavailable™: {..  "messa
0" s e e e e e ".. },.. "craw_connect_to_network": {..  "message":"..... ...... .« cooer coud ".. }.. "iap_unavailable™ {..  "message": ".-.. ... ...t
}.. “jwt_retrieve_failed": {.  "message": "The transaction could not be completed.".. },.. "please_sign_in": {..  "message": "..... Chrome ... .... .. ....".. }.}.

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\hr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 618

Entropy (8bit):  4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphK:1IHE4HATH8WYpN|jTta28ZpQVLPOSOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1L: 5BD933B874441CEACB9201CCC941FF67BAED6DCO

SHA-256: A2B2EC359A9DDIDCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D0
96E

Malicious: false

Preview: {.. "app_description":{..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name": {.. = "message": "Pla.anja u web-trgovini Chrome".. },.. “"craw
_app_unavailable™: {..  "message": "Aplikacija trenuta.no nije dostupna.”.. },.. “craw_connect_to_network": {.. = "message": "Pove.ite se s mre.om.".. },..
“iap_unavailable™: {.. ~ "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. “jwt_retrieve_failed": {.. = "message": “The transaction could not be comple
ted.".. }.. "please_sign_in":{.. = "message": "Prijavite se na Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\hu\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 683

Entropy (8bit):  4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJIGGVIi+WYpU34Hpo90+dgMmfgijO8ZpU34Hu090030yZnLAOFTYBIAYm:IHEVIkSWYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1L: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BFI9ADC272C7E5DIAD5497A38B0086D9I61E3ABAL7FBCE

SHA-512: 27883430865D3CFAGEDFEBC6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899ECT7¢E

Malicious: false

Preview: {.. "app_description": {..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name": {.. "message": "Chrome Internetes .ruh.z Fizet.sir
endszere".. },.. "craw_app_unavailable": {.. = "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. “"craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },. "iap_unavailable": {.. = "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. "jwt_retrieve_failed": {.. = "message": "The
transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\id\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395
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Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU340RBHAeSJ+dgkmO8ZpU34s22C/SzFAs030yZnLAOfTYR:1HEBaABWY paHFH8ZptOY OGAOf2D

MDS5: EAB2B946D1232AB98137E760954003AA

SHAL: 60BDC2937905B311D2C9844DF2D639D7ACIF7F67

SHA-256: C6E8800450602DEOF39FE9F6854472383813FB454BOSABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EFOBAF7F693C4C5977F3B47914579C5B5414FCEIDBB5E4574659A5BBIAD2DEOCC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Preview: {.. "app_description":{..  "message": "Pembayaran Chrome Webstore".. },.. "app_name":{.. = "message": "Pembayaran Chrome Webstore".. },.. "cr
aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. "craw_connect_to_network": {.. = "message": "Sambungkan ke jaringan.".. },..
"jap_unavailable™: {..  "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be co
mpleted.".. },.. "please_sign_in":{.. = "message": "Harap masuk ke Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\it\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 603

Entropy (8bit):  4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU340cX4+dgUviO8ZpU34vq7030yZnLAOSfTYsD:1HEXd/aKd/6WY pZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHAL: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DDIF57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECCS

Malicious: false

Preview: {.. "app_description": {..  "message": "Pagamenti Chrome Web Store".. },.. "app_name": {.. = "message": "Pagamenti Chrome Web Store".. },.. “craw_app_una
vailable™: { "message": "App al momento non disponibile.”.. },.. “craw_connect_to_network™ {..  “"message": "Collegati a unarete.".. },.. “iap_unavailable": {..
"message": "La funzione Pagamenti In-App non . al momento disponibile.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Accedia Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\ja\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 697

Entropy (8bit):  5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJO7uGGO7u+WYpU34DB+dgnsVztO8ZpU34MwiBO30yZnLAOfTYmSH: 1HEcnDNWY p1lkxU8Zp2wigOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1L: 61BACA342CF766BBA15C7B4D892A0E7DACI9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BEOAE4ES51739F8AFE32D7ADEGEDEO4EF6BO9BOEEDO3E3A857E6058EEDDL
Cé

Malicious: false

Preview: {.. "app_description": {..  "message": "Chrome ........ ".. }.. "app_name" {.. "message": "Chrome ........ ".. }.. “"craw_app_unavailable": {..  "message":"..........
....... ".. }.. “"craw_connect_to_network™ {..  "message": "...........". },.. "lap_unavailable": {.. = "message" e e b jwE_retrieve_failed™: {..
"message": "The transaction could not be completed.".. },.. "please_sign_in": {..  "message": "Chrome ............".. .

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\ko\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1IGG1+WYpU34K3aT+dgh8dOHTO8ZpU34KaNkaT030yZnLAOfTY/YeHx:1HEajWYpc3aSI0Hq8Zpc6kasOGAOfy YA

MD5: 9F6B4D82A70C74CA751E2EAE7OFAB5CF

SHAL: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8FAEFC52E88C4A7FEB96126BE4ACFF883FEFF1084EF7EGS

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDDI7A56EFDOSE2D6EOC79D563578B3EC52517819BD
Malicious: false
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Preview: {.. "app_description":{..  "message": "Chrome . ... ..".. }.. "app_name":{..  "message": "Chrome. ....".. },..
..... ".. }.. "craw_connect_to_network™ {..  "message™: ".........".. },.. "iap_unavailable": {.. = "message":"..............
message": "The transaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Chrome. ....... R

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\lt\messages.json

“craw_app_unavailable™: {..

"message™: ".. .. ...

"jwt_retrieve_failed": {..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpgHNKGGpgHNk+WYpU346M+dgV608ZpU34WzSWz030yZnLAOFTYx:1HELqHtKgHPWYpM3A8ZpwGzOGAOfg

MDS5: 4CA644F875606986A9898D04BDAE3EAS

SHAL: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98CIE3EF3DBI6C

SHA-512: E575E3D0622F5BD4B6COEE79128A1B1F1882195670139D1983F4377D847141B8FBSEBB8BCED82AF3A220ED07D3577AFBE085BADCOEIC7678292B80E3EC5D34-
4

Malicious: false

Preview: {.. "app_description": {..  "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. },. "app_name": {.. = "message": ".Chrome. internetin.s parduotuv.s

mok.jimo sistema".. },.. “"craw_app_unavailable": {..
prie tinklo.".. },.. "iap_unavailable™{..  "message": "Mok.jimai programoje .iuo metu negalimi.".. },..
not be completed.”.. },.. "please_sign_in":{.. = "message": "Prisijunkite prie .Chrome..".. }..}..

"message": "Programa .iuo metu negalima.”.. },..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\lv\messages.json

“"craw_connect_to_network™: {..
"jwt_retrieve_failed": {..

"message": "Prisijunkite
"message": "The transaction could

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit):  4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF030yZnLAOfTYGYID:1IHENQKKWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4CT71549A3C28

SHA1L: 1F67FF6EF6E90COCE3AAFS56ED5S543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEFS5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EATF5431CD51671A4184C9AEQ04FC53C016E3C594697F483195CCBAO8A93821EEF
0

Malicious: false

Preview: {.. "app_description": {..  "message": "Chrome interneta veikala maks.jumu sist.ma“.. },.. “app_name": {..  “message": "Chrome interneta veikala maks.jumu s
ist.ma".. },.. “"craw_app_unavailable™: {.. = "message": "Lietotne pagaid.m nav pieejama.”.. },.. “craw_connect_to_network™ {.. = "message": "L.dzu, izveidojiet

savienojumu ar t.klu.".. },.. "iap_unavailable": {..
on could not be completed.”.. },.. "please_sign_in" {..

"message”: "Maks.jumi lietotn.s pa.laik nav pieejami.".. },..
"message": "L.dzu, pierakstieties p.rl.k. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\nb\messages.json

"jwt_retrieve_failed": {..

"message": "The transacti

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit):  4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhIOGGhIO+WYpU340HSN+dgFjdGFZ08ZpU34JgdN030yZnLAOFTYiD:1HEDIHIitWYpCYJ8ZpD10OGAOFRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHAL: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4EQ

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCE
5

Malicious: false

Preview: {.. "app_description":{..  "message": "Chrome Nettmarked-betalinger".. },.. "app_name" {. "message": "Chrome Nettmarked-betalinger".. },.. "craw_app

"craw_connect_to_network": {..
"jwt_retrieve_failed": {..

_unavailable™ {..
_unavailable™ {..
ed.".. },.. "please_sign_in" {..

"message": "Appen er utilgjengelig for .yeblikket.".. },..
"message": "Betaling i app er ikke tilgjengelig for .yeblikket.".. },..
"message": "Du m. logge p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\nl\messages.json
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"message":

"Du m. koble til et nettverk.".. },... "iap
"message": "The transaction could not be complet
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

615

4.4715318546237315

false
12:1HEJIQGKbGGIQGKb+WYpU340QKJIT+dgiXUmvFZ0O8ZpU34g7JT030yZnLAOFTYMD:1HErxkagxk6 WY ptndXI8ZpTOGAOfbD
7ABF9D0249C680F64DEC7650A432BD57

53477198AEE389F6580921B4876719B400A23CAL
92BE7C2DCI9CFBE5SA65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

969AB979546A741COF3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E6G0ECOCD73848101B390BE8F44B89C310058AF4C1CA3CS8/
A7

false

{.. "app_description":{..  "message": "Betalingen via Chrome Web Store".. },.. "app_name":{.. "message": "Betalingen via Chrome Web Store".. },.. "cr
aw_app_unavailable™: {..  "message": "App momenteel niet beschikbaar.".. },.. "craw_connect_to_network™ {..  "message": "Maak verbinding met een netwerk."..
},.. "iap_unavailable™: {..  "message": "In-app-betalingen is momenteel niet beschikbaar.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Log in bij Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\pl\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.646901997539488

false
12:1HEJbiVbGGhiVbh+WYpU340BHIBi9+dgQUg608ZpU34bdbfilu030yZnLAOFTYRS5K: IHESiVauiV6WY plAYr8ZpxFiaOGAOfIC
0E6194126AFCCD1E3098D276A7400175

E8127B905A640B1C46362FA6E1127BE172F4A40F
E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2EOESACG87B7
7

false

{.. "app_description": {..  "message": "P.atno.ci w sklepie Chrome Web Store".. },.. "app_name":{.. = "message": "P.atno.ci w sklepie Chrome Web Store".. },..
“craw_app_unavailable™ {.. ~ "message": "Aplikacja jest obecnie niedost.pna.”.. },.. “craw_connect_to_network™ {..  "message": "Po..cz si. z sieci..".. },..
“iap_unavailable™: {.. = "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne.".. },.. “jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. }.. "please_sign_in":{.. = "message": "Zaloguj si. w Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\pt_BR\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

636

4.515158874306633

false
12:1HEJsc/bGGsc/b+WYpU340Lw+dgn/KzO8ZpU34FjIBMWGRO030yZnLAOfTYN+KcY:1HEb/a8/6WYp4mzZ8Zp7cKIOGAOf2tD
86A2B91FA18B867209024C522ED665D5

63DEC245637818C76655E01FCB6D59784BC7184E
6374880FDD1F8AF1EESBAEAGA06B73BEOAB265AFCEB4FEGFO8BDE3B3989264B21
DAG6DBDES5028756421C2904F605632EE98831A25A1247E6238A931629B94CE8AO0FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CES3F8C38DF8C7B5AFCE

false

{.. "app_description": {..  "message": "Pagamentos da Chrome Web Store".. },.. "app_name": {..  "message": "Pagamentos da Chrome Web Store".. },.. "craw
_app_unavailable™: {..  "message": "Aplicativo indispon.vel no momento.".. },.. "craw_connect_to_network": {.. = "message": "Conecte-se a umarede.".. },..
"iap_unavailable": {..  "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction
could not be completed.”.. },.. “"please_sign_in":{..  "message": "Fa.alogin no Google Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\pt_PT\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

622

4.526171498622949

false
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SSDEEP: 12:1HEJSZUKbGGsZUkb+WY pU340AE+dgqxKzO8ZpU34rEpBfvPO030yZnLAOITYLD:1IHEmMUka5Uk6WY pFvdxZ8ZpSTnPIOGAOS

MDS5: 750A4800EDB93FBE56495963F9FB3B94

SHA1L: 8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61

SHA-256: C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E8S3

SHA-512: 2AEDEF5793406221BE76AF22031CE8C30AB5FAEAED09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCABC77FFD808A2058602D3646FD8DAE2844406F
24

Malicious: false

Preview: {.. "app_description":{..  "message": "Pagamentos via Chrome Web Store".. },.. "app_name":{..  "message": "Pagamentos via Chrome Web Store".. },.. "cr
aw_app_unavailable™ {..  "message": "Aplica..o atualmente indispon.vel.".. },.. “craw_connect_to_network™ {..  "message": "Ligue-se a uma rede.".. },..
"jap_unavailable™: {.. = "message": "Os Pagamentos na app est.o atualmente indispon.veis.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "Inicie sess.o no Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\ro\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 641

Entropy (8bit):  4.61125938671415

Encrypted: false

SSDEEP: 12:1HEJQIrIZGGqIrIZ+WYpU344HIx2Z+dgrVPIZO8ZpU34qT7hI30030yZnLAOfTYU:1IHEC4D8WY pKow8WV68ZpKhoOGAOfoVGD

MD5: 98D43E4B1054A65DF3FA3CC40AB6FB6D

SHA1L: 46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2

SHA-256: 113A13900CBAG2FEBAED06751971C23A80A99B47F9BE219CF884D57DB19611D9

SHA-512: A76DC53912A4F46714926BIEA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD146!

Malicious: false

Preview: {.. "app_description": {..  "message": "Pl..i prin Magazinul web Chrome".. },.. "app_name":{.. = "message": "Pl..i prin Magazinul web Chrome".. },.. “cr
aw_app_unavailable™: {.. ~ "message": ".n prezent, aplica.ia nu este disponibil..".. },.. "craw_connect_to_network™ {.. = "message": "Conecteaz.-te laore.ea.".. },.
"iap_unavailable™: {.. ~ "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be c
ompleted.".. },.. "please_sign_in":{.. = "message": "Conecteaz.-te la Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\ru\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 744

Entropy (8bit):  4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ70JHZMSI3ZGG70JHZMSI3Z+WYpU34zWJI2F+dgVtLSv/TO8ZpU347NW|T030n:1HEIOIHZMq4uOIHZMg8WYpdWJ/Y GHg8m

MD5: DB2EDF1465946C06BD95C71A1E13AE6G4

SHA1L: FB4F3ECE9ECECEBBC6CA2A592A15FBIC1FDFB811

SHA-256: FBAF22CE6E16DE174CED8CB5EA3098CCALC3426A2111FF33BD3E64DAG4ED67AB

SHA-512: 4EOCFO0BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CEG828D25C5ABBF143C990116F6
32

Malicious: false

Preview: {.. "app_description": {..  "message": ". ..Chrome".. },.. "app_name":{.  "message": },.. “craw_app_u
navailable": {.. ~ "message": " .4 craw_connect_to_network™ {..  "message": " e "message”: "...... ...
..................... ".. }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. }.. "please_sign_in":{..  "message":"........ Chrome.".. }..
1.

C:\Users\user\AppData\Local\Temp\scoped_dir1828_1251794979\CRX_INSTALL\ _locales\sk\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.640777810668463

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340RO+dgmmC0O8ZpU34yH7u2Z030yZnLAOfTYCUAIOD:1HEI4G8WY petPmD8ZpcH7aOGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD6SED8DCBOA

SHAL: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7TFA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAFADEDID63B

SHA-512: COE623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EBOAFFBE087AAB62F1C88CD2A40CC44E59
D
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Malicious: false

Preview: {.. "app_description":{..  "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{..  "message": "Platby Internetov.ho obchodu Chrome".. 1},..
"craw_app_unavailable™: {..  "message": "Aplik.cia moment.Ine nie je dostupn..".. },.. "craw_connect_to_network™ {..  "message": "Pripojte sa k sieti.".. },..
"jap_unavailable": {..  "message": "Platby v aplik.cii moment.Ine nie s. k dispoz.cii.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be com
pleted.".. },.. "please_sign_in":{.. "message": "Prihl.ste sa do prehliada.a Chrome.".. }.}..

Static File Info

General

File type: Microsoft Excel 2007+

Entropy (8bit):  7.991276862113107

TriD: e Excel Microsoft Office Open XML Format document (40004/1) 83.33%

e ZIP compressed archive (8000/1) 16.67%

File name: Invoice#0036473 .xIsx

File size: 935361

MD5: c93e6dcf32928elda7346b6ca3aldc85

SHA1: b90d66412b4d6669a175fd30e32bbe44428bd245

SHA256: 3ffe69c9e2e2f8a350f7d2ff6e64acf8cffbf390489807b81cf8edeec87d4047

SHA512: 285b0a357b59b8c0cfcObchd91706e12e90e3d4f56b516b05ba745ec3b036b217¢9029a250269¢947¢40108d3d9431ab5h26a54da7df88b56ffbf2ac8d9fc533

SSDEEP: 24576:4rQU57GpJk69mMCNDPCBpY +bikHII5Bgn13dhW7:/y7jCIPsDJ55B67W7

TLSH: C21533D9983763EDE23F9CB1126BA700742474871970C4D14ECAAA9CIFEQ4EF794BB12

File Content .[Content_Types].xml ...

Preview:

File lcon

My
X
Icon Hash: 74ecd0d2d6d6d0dc

Network Behavior

Network Port Distribution

TCP Packets

Timestamp Source Port
Jul 1, 2022 16:30:00.328988075 CEST 49807

Jul 1, 2022 16:30:00.329052925 CEST 443

Jul 1, 2022 16:30:00.329164982 CEST 49807

Jul 1, 2022 16:30:00.330379963 CEST 49807

Copyright Joe Security LLC 2022

Total Packets: 8

® 53 (DNS)
® 443 (HTTPS)

Dest Port
443
49807
443

443

Source IP
192.168.2.3
142.251.36.205
192.168.2.3
192.168.2.3

Dest IP
142.251.36.205
192.168.2.3
142.251.36.205
142.251.36.205
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Timestamp

Jul 1, 2022 16:30:00.330415010 CEST
Jul 1, 2022 16:30:00.335041046 CEST
Jul 1, 2022 16:30:00.335093975 CEST
Jul 1, 2022 16:30:00.335808039 CEST
Jul 1, 2022 16:30:00.335834980 CEST
Jul 1, 2022 16:30:00.335867882 CEST
Jul 1, 2022 16:30:00.336314917 CEST
Jul 1, 2022 16:30:00.336347103 CEST
Jul 1, 2022 16:30:00.336357117 CEST
Jul 1, 2022 16:30:00.336652040 CEST
Jul 1, 2022 16:30:00.336682081 CEST
Jul 1, 2022 16:30:00.341959000 CEST
Jul 1, 2022 16:30:00.342017889 CEST
Jul 1, 2022 16:30:00.342170000 CEST
Jul 1, 2022 16:30:00.342396021 CEST
Jul 1, 2022 16:30:00.342422962 CEST
Jul 1, 2022 16:30:00.414232969 CEST
Jul 1, 2022 16:30:00.416224003 CEST
Jul 1, 2022 16:30:00.426099062 CEST
Jul 1, 2022 16:30:00.426157951 CEST
Jul 1, 2022 16:30:00.426302910 CEST
Jul 1, 2022 16:30:00.426342010 CEST
Jul 1, 2022 16:30:00.427175045 CEST
Jul 1, 2022 16:30:00.427288055 CEST
Jul 1, 2022 16:30:00.427664042 CEST
Jul 1, 2022 16:30:00.427747965 CEST
Jul 1, 2022 16:30:00.429404974 CEST
Jul 1, 2022 16:30:00.429486990 CEST
Jul 1, 2022 16:30:00.621412039 CEST
Jul 1, 2022 16:30:00.625559092 CEST
Jul 1, 2022 16:30:00.625603914 CEST
Jul 1, 2022 16:30:00.628547907 CEST
Jul 1, 2022 16:30:00.628669977 CEST
Jul 1, 2022 16:30:00.632052898 CEST
Jul 1, 2022 16:30:00.635247946 CEST
Jul 1, 2022 16:30:00.635298014 CEST
Jul 1, 2022 16:30:00.636537075 CEST
Jul 1, 2022 16:30:00.636622906 CEST
Jul 1, 2022 16:30:00.649446011 CEST
Jul 1, 2022 16:30:00.649571896 CEST
Jul 1, 2022 16:30:00.649645090 CEST
Jul 1, 2022 16:30:00.649796963 CEST
Jul 1, 2022 16:30:00.650000095 CEST
Jul 1, 2022 16:30:00.650007963 CEST
Jul 1, 2022 16:30:00.650238991 CEST
Jul 1, 2022 16:30:00.650418997 CEST
Jul 1, 2022 16:30:00.650571108 CEST
Jul 1, 2022 16:30:00.650609016 CEST
Jul 1, 2022 16:30:00.650679111 CEST
Jul 1, 2022 16:30:00.650713921 CEST
Jul 1, 2022 16:30:00.650985956 CEST
Jul 1, 2022 16:30:00.651016951 CEST
Jul 1, 2022 16:30:00.687513113 CEST
Jul 1, 2022 16:30:00.687654972 CEST
Jul 1, 2022 16:30:00.687774897 CEST
Jul 1, 2022 16:30:00.699531078 CEST
Jul 1, 2022 16:30:00.699584961 CEST
Jul 1, 2022 16:30:00.716790915 CEST
Jul 1, 2022 16:30:00.716949940 CEST

Copyright Joe Security LLC 2022

Source Port
443
49808
443
49809
49808
443
49808
49809
443
49809
443
49810
443
49810
49810
443
443
443
49810
443
49807
443
443
49810
443
49807
443
49810
443
49808
443
443
49808
443
49809
443
443
49809
49807
49810
49808
443
443
443
49809
443
49807
443
49810
443
49808
443
443
443
49810
49810
443
443
49807

Dest Port
49807
443
49808
443
443
49809
443
443
49808
443
49809
443
49810
443
443
49810
49807
49810
443
49810
443
49807
49810
443
49807
443
49810
443
49808
443
49808
49808
443
49809
443
49809
49809
443
443
443
443
49807
49810
49808
443
49809
443
49807
443
49810
443
49808
49810
49810
443
443
49810
49807
443

Source IP
142.251.36.205
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
142.251.36.238
192.168.2.3
192.168.2.3
142.251.36.238
142.251.36.205
142.251.36.238
192.168.2.3
142.251.36.238
192.168.2.3
142.251.36.205
142.251.36.238
192.168.2.3
142.251.36.205
192.168.2.3
142.251.36.238
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.251.36.205
142.251.36.238
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
142.251.36.205
192.168.2.3
142.251.36.238
192.168.2.3
69.49.244.155
142.251.36.238
142.251.36.238
192.168.2.3
192.168.2.3
142.251.36.238
142.251.36.205
192.168.2.3

Dest IP
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
142.251.36.238
192.168.2.3
142.251.36.238
142.251.36.238
192.168.2.3
192.168.2.3
192.168.2.3
142.251.36.238
192.168.2.3
142.251.36.205
192.168.2.3
192.168.2.3
142.251.36.238
192.168.2.3
142.251.36.205
192.168.2.3
142.251.36.238
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
69.49.244.155
142.251.36.205
142.251.36.238
69.49.244.155
192.168.2.3
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
142.251.36.205
192.168.2.3
142.251.36.238
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
192.168.2.3
142.251.36.238
142.251.36.238
192.168.2.3
192.168.2.3
142.251.36.205
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Timestamp

Jul 1, 2022 16:30:00.716993093 CEST
Jul 1, 2022 16:30:00.717072964 CEST
Jul 1, 2022 16:30:00.717159986 CEST
Jul 1, 2022 16:30:00.723100901 CEST
Jul 1, 2022 16:30:00.723145962 CEST
Jul 1, 2022 16:30:00.736763954 CEST
Jul 1, 2022 16:30:00.856509924 CEST
Jul 1, 2022 16:30:00.856594086 CEST
Jul 1, 2022 16:30:00.883204937 CEST
Jul 1, 2022 16:30:00.883279085 CEST
Jul 1, 2022 16:30:00.883300066 CEST
Jul 1, 2022 16:30:00.883397102 CEST
Jul 1, 2022 16:30:00.883409977 CEST
Jul 1, 2022 16:30:00.883447886 CEST
Jul 1, 2022 16:30:00.883491993 CEST
Jul 1, 2022 16:30:00.936781883 CEST
Jul 1, 2022 16:30:01.015044928 CEST
Jul 1, 2022 16:30:01.018090963 CEST
Jul 1, 2022 16:30:01.018127918 CEST
Jul 1, 2022 16:30:01.018213987 CEST
Jul 1, 2022 16:30:01.018222094 CEST
Jul 1, 2022 16:30:01.018265963 CEST
Jul 1, 2022 16:30:01.018269062 CEST
Jul 1, 2022 16:30:01.018286943 CEST
Jul 1, 2022 16:30:01.018287897 CEST
Jul 1, 2022 16:30:01.018352032 CEST
Jul 1, 2022 16:30:01.018371105 CEST
Jul 1, 2022 16:30:01.018441916 CEST
Jul 1, 2022 16:30:01.018507004 CEST
Jul 1, 2022 16:30:01.018589020 CEST
Jul 1, 2022 16:30:01.022614002 CEST
Jul 1, 2022 16:30:01.022644997 CEST
Jul 1, 2022 16:30:01.045535088 CEST
Jul 1, 2022 16:30:01.045576096 CEST
Jul 1, 2022 16:30:01.045758963 CEST
Jul 1, 2022 16:30:01.045938969 CEST
Jul 1, 2022 16:30:01.045964956 CEST

UDP Packets

Timestamp

Jul 1, 2022 16:30:00.294583082 CEST
Jul 1, 2022 16:30:00.312707901 CEST
Jul 1, 2022 16:30:00.314197063 CEST
Jul 1, 2022 16:30:00.322047949 CEST
Jul 1, 2022 16:30:00.333883047 CEST
Jul 1, 2022 16:30:00.340058088 CEST
Jul 1, 2022 16:30:00.990426064 CEST
Jul 1, 2022 16:30:00.993556023 CEST
Jul 1, 2022 16:30:01.014316082 CEST
Jul 1, 2022 16:30:01.015187979 CEST
Jul 1, 2022 16:30:01.337953091 CEST
Jul 1, 2022 16:30:01.338164091 CEST
Jul 1, 2022 16:30:01.357351065 CEST
Jul 1, 2022 16:30:01.359735966 CEST
Jul 1, 2022 16:30:01.359962940 CEST
Jul 1, 2022 16:30:01.381726980 CEST
Jul 1, 2022 16:30:01.382255077 CEST
Jul 1, 2022 16:30:01.636451006 CEST

Copyright Joe Security LLC 2022

Source Port
443
443
49807
49807
443
49808
443
49809
443
443
443
49808
443
443
49808
49808
49809
443
443
443
49808
443
49808
443
49808
49808
443
49808
443
49808
49808
443
49817
443
49817
49817
443

Source Port
50152
50450
52427
53

53

53
54960
64624
51779
53
54205
62756
53
58497
62701
53

53
53524

Dest Port
49807
49807
443
443
49807
443
49809
443
49808
49808
49808
443
49808
49808
443
443
443
49808
49808
49808
443
49808
443
49808
443
443
49808
443
49808
443
443
49808
443
49817
443
443
49817

Dest Port
53

53

53
50152
50450
52427
53

53

53
64624
53

53
62756
53

53
58497
62701
53

Source IP
142.251.36.205
142.251.36.205
192.168.2.3
192.168.2.3
142.251.36.205
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
192.168.2.3
192.168.2.3
192.168.2.3
69.49.244.155
69.49.244.155
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
104.18.10.207
192.168.2.3
192.168.2.3
104.18.10.207

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
142.251.36.205
142.251.36.205
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
192.168.2.3
69.49.244.155
69.49.244.155
69.49.244.155
192.168.2.3
192.168.2.3
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
192.168.2.3
69.49.244.155
192.168.2.3
69.49.244.155
69.49.244.155
192.168.2.3
104.18.10.207
192.168.2.3
104.18.10.207
104.18.10.207
192.168.2.3

Dest IP
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
8.8.8.8
8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
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Timestamp

Jul 1, 2022 16:30:01.658387899 CEST
Jul 1, 2022 16:30:02.326417923 CEST
Jul 1, 2022 16:30:02.357074976 CEST
Jul 1, 2022 16:30:04.015841007 CEST
Jul 1, 2022 16:30:04.043605089 CEST
Jul 1, 2022 16:30:04.103030920 CEST
Jul 1, 2022 16:30:04.113660097 CEST
Jul 1, 2022 16:30:04.120584965 CEST
Jul 1, 2022 16:30:04.135622025 CEST
Jul 1, 2022 16:30:04.137655020 CEST
Jul 1, 2022 16:30:04.143904924 CEST
Jul 1, 2022 16:30:04.148303986 CEST
Jul 1, 2022 16:30:04.188908100 CEST
Jul 1, 2022 16:30:04.188956022 CEST
Jul 1, 2022 16:30:04.188994884 CEST
Jul 1, 2022 16:30:04.189034939 CEST
Jul 1, 2022 16:30:04.189313889 CEST
Jul 1, 2022 16:30:04.191221952 CEST
Jul 1, 2022 16:30:04.210666895 CEST
Jul 1, 2022 16:30:04.230278969 CEST
Jul 1, 2022 16:30:04.230623007 CEST
Jul 1, 2022 16:30:04.231647015 CEST
Jul 1, 2022 16:30:04.276401043 CEST
Jul 1, 2022 16:30:04.283129930 CEST
Jul 1, 2022 16:30:04.284688950 CEST
Jul 1, 2022 16:30:04.285279036 CEST
Jul 1, 2022 16:30:04.294152975 CEST
Jul 1, 2022 16:30:04.294190884 CEST
Jul 1, 2022 16:30:04.294219971 CEST
Jul 1, 2022 16:30:04.294967890 CEST
Jul 1, 2022 16:30:04.320013046 CEST
Jul 1, 2022 16:30:37.462620974 CEST
Jul 1, 2022 16:30:37.496638060 CEST
Jul 1, 2022 16:30:39.002104044 CEST
Jul 1, 2022 16:30:39.020740986 CEST
Jul 1, 2022 16:30:44.534595013 CEST
Jul 1, 2022 16:30:44.575727940 CEST
Jul 1, 2022 16:30:44.709163904 CEST
Jul 1, 2022 16:30:44.749865055 CEST
Jul 1, 2022 16:30:44.749906063 CEST
Jul 1, 2022 16:30:44.749927044 CEST
Jul 1, 2022 16:30:44.749948025 CEST
Jul 1, 2022 16:30:44.750293970 CEST
Jul 1, 2022 16:30:44.751456022 CEST
Jul 1, 2022 16:30:44.821082115 CEST
Jul 1, 2022 16:30:44.821309090 CEST
Jul 1, 2022 16:30:44.867759943 CEST
Jul 1, 2022 16:30:44.873756886 CEST
Jul 1, 2022 16:30:44.876708984 CEST
Jul 1, 2022 16:30:44.877312899 CEST
Jul 1, 2022 16:30:44.883070946 CEST
Jul 1, 2022 16:30:44.888621092 CEST
Jul 1, 2022 16:30:44.932451010 CEST

DNS Queries

Timestamp

Jul 1, 2022 16:30:00.294583082 CEST

Copyright Joe Security LLC 2022

Source IP

192.168.2.3

Source Port
53
61555
53
64433
53
64435
62547
54096
53

53
443
64435
443
443
443
443
64435
64435
49230
64435
64435
53
443
443
443
64435
443
443
443
64435
64435
51994
53
51658
53
58951
443
58951
443
443
443
443
58951
58951
58951
58951
443
443
443
58951
443
58951
443

Dest IP

8.8.8.8

Dest Port
53524
53
61555
53
64433
443
53

53
62547
54096
64435
443
64435
64435
64435
64435
443
443
53
443
443
49230
64435
64435
64435
443
64435
64435
64435
443
443
53
51994
53
51658
443
58951
443
58951
58951
58951
58951
443
443
443
443
58951
58951
58951
443
58951
443
58951

Trans ID

0xe338

Source IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8
142.251.36.238
192.168.2.3
142.251.36.238
142.251.36.238
142.251.36.238
142.251.36.238
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
142.251.36.238
142.251.36.238
142.251.36.238
192.168.2.3
142.251.36.238
142.251.36.238
142.251.36.238
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
172.217.16.161
192.168.2.3
172.217.16.161
172.217.16.161
172.217.16.161
172.217.16.161
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.161
172.217.16.161
172.217.16.161
192.168.2.3
172.217.16.161
192.168.2.3
172.217.16.161

OP Code

Standard query
0

Name

accounts.g
oogle.com

Dest IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.251.36.238
8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
142.251.36.238
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.251.36.238
142.251.36.238
8.8.8.8
142.251.36.238
142.251.36.238
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.251.36.238
192.168.2.3
192.168.2.3
192.168.2.3
142.251.36.238
142.251.36.238
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
172.217.16.161
192.168.2.3
172.217.16.161
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.161
172.217.16.161
172.217.16.161
172.217.16.161
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.161
192.168.2.3
172.217.16.161
192.168.2.3

Type Class

A (IP address) IN (0x0001)
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Timestamp

Jul 1, 2022 16:30:00.312707901 CEST

Jul 1, 2022 16:30:00.314197063 CEST

Jul 1, 2022 16:30:00.990426064 CEST

Jul 1, 2022 16:30:00.993556023 CEST

Jul 1, 2022 16:30:01.014316082 CEST

Jul 1, 2022 16:30:01.337953091 CEST

Jul 1, 2022 16:30:01.338164091 CEST

Jul 1, 2022 16:30:01.359735966 CEST

Jul 1, 2022 16:30:01.359962940 CEST

Jul 1, 2022 16:30:01.636451006 CEST

Jul 1, 2022 16:30:02.326417923 CEST

Jul 1, 2022 16:30:04.015841007 CEST

Jul 1, 2022 16:30:04.113660097 CEST

Jul 1, 2022 16:30:04.120584965 CEST

Jul 1, 2022 16:30:04.210666895 CEST

Jul 1, 2022 16:30:37.462620974 CEST

Jul 1, 2022 16:30:39.002104044 CEST

DNS Answers

Timestamp Source IP
Jul 1, 2022 8.8.8.8
16:30:00.322047949 CEST

Jul 1, 2022 8.8.8.8
16:30:00.333883047 CEST

Jul 1, 2022 8.8.8.8
16:30:00.340058088 CEST

Jul 1, 2022 8.8.8.8
16:30:00.340058088 CEST

Jul 1, 2022 8.8.8.8
16:30:01.007193089 CEST

Jul 1, 2022 8.8.8.8
16:30:01.015187979 CEST

Jul 1, 2022 8.8.8.8
16:30:01.015187979 CEST

Jul 1, 2022 8.8.8.8
16:30:01.032870054 CEST

Jul 1, 2022 8.8.8.8
16:30:01.266529083 CEST

Jul 1, 2022 8.8.8.8
16:30:01.357281923 CEST

Jul 1, 2022 8.8.8.8
16:30:01.357351065 CEST

Jul 1, 2022 8.8.8.8
16:30:01.357351065 CEST

Jul 1, 2022 8.8.8.8

16:30:01.381726980 CEST

Copyright Joe Security LLC 2022

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Dest IP Trans ID

192.168.2.3 0xe338

192.168.2.3 0xb455

192.168.2.3 0x481f

192.168.2.3 0x481f

192.168.2.3 0xb975

192.168.2.3 0xb92e

192.168.2.3 0xb92e

192.168.2.3 0x76b0

192.168.2.3 Oxdebe

192.168.2.3 Oxecde

192.168.2.3 0x7814

192.168.2.3 0x7814

192.168.2.3 0x39c4

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code Name Type
0xb455 Standard query  eyecandyla A(IP
(0) shcompany.com
0x481f Standard query  clients2.g A(IP
(0) oogle.com
0xb975 Standard query  code.jquery.com A (IP
(0)
0xb92e Standard query  maxcdn.boo A(IP
(0) tstrapcdn.com
0x76b0 Standard query  kit.fontaw A(IP
(0) esome.com
Oxecde Standard query  ka-f.fonta A(IP
(0) wesome.com
0x7814 Standard query  cdnjs.clou A (IP
(0) dflare.com
0x39c4 Standard query  stackpath. A(IP
(0) bootstrapc
dn.com
0xa982 Standard query  cdn.iconsc A(IP
(0) out.com
Oxee9b Standard query  cdn.pixabay.com A (IP
(0)
0xcOf7 Standard query  |h3.google A(IP
(0) usercontent.com
0xdofd Standard query  |h3.google A(IP
(0) usercontent.com
0x8b7d Standard query  cdn.iconsc A(IP
(0) out.com
0x931f Standard query  eyecandyla A(IP
(0) shcompany.com
0x6c8b Standard query  cdn.pixabay.com A (IP
)
0xdb05 Standard query  eyecandyla A(IP
0) shcompany.com
Ox415a Standard query  eyecandyla A(IP
0) shcompany.com
Name CName Address
accounts.g 142.251.36.205
oogle.com
eyecandyla 69.49.244.155

shcompany.com

clients2.g
oogle.com

clients.l.
google.com

code.jquery.com

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

kit.fontaw
esome.com

gstaticads
sl.l.google.com

ka-f.fonta
wesome.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

stackpath.
bootstrapc
dn.com

clients.l.google.co
m

142.251.36.238

cds.s5x3j6q5.hwed
n.net

104.18.10.207

104.18.11.207

kit.fontawesome.c
om.cdn.cloudflare.
net

142.251.36.227

ka-
f.fontawesome.co
m.cdn.cloudflare.n
et

104.17.24.14

104.17.25.14

104.18.10.207

Class
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
address) IN (0x0001)
Type Class
A (IP address) IN

(0x0001)
A (IP address) IN

(0x0001)
CNAME IN
(Canonical (0x0001)
name)

A (IP address) IN

(0x0001)
CNAME IN
(Canonical (0x0001)
name)

A (IP address) IN

(0x0001)
A (IP address) IN

(0x0001)
CNAME IN
(Canonical (0x0001)
name)

A (IP address) IN

(0x0001)
CNAME IN
(Canonical (0x0001)
name)

A (IP address) IN
(0x0001)

A (IP address) IN
(0x0001)

A (IP address) IN
(0x0001)

Page 51 of 101



Timestamp

Jul 1, 2022
16:30:01.381726980 CEST

Jul 1, 2022
16:30:01.382255077 CEST

Jul 1, 2022
16:30:01.382255077 CEST

Jul 1, 2022
16:30:01.658387899 CEST

Jul 1, 2022
16:30:01.658387899 CEST

Jul 1, 2022
16:30:02.357074976 CEST

Jul 1, 2022
16:30:02.357074976 CEST

Jul 1, 2022
16:30:04.043605089 CEST

Jul 1, 2022
16:30:04.043605089 CEST

Jul 1, 2022
16:30:04.135622025 CEST

Jul 1, 2022
16:30:04.135622025 CEST

Jul 1, 2022
16:30:04.137655020 CEST

Jul 1, 2022
16:30:04.231647015 CEST

Jul 1, 2022
16:30:04.231647015 CEST

Jul 1, 2022
16:30:37.496638060 CEST

Jul 1, 2022
16:30:39.020740986 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

.

accounts.google.com

o

clients2.google.com

o

e https:

eyecandylashcompany.com

e maxcdn.bootstrapcdn.com

e cdnjs.cloudflare.com

e stackpath.bootstrapcdn.com

e cdn.iconscout.com

e cdn.pixabay.com

e |h3.googleusercontent.com
HTTPS Proxied Packets
Session ID Source IP
0 192.168.2.3
. kBytes
U transferred

Copyright Joe Security LLC 2022

Source Port

49807

Direction

Trans ID

0x39c4

0xa982

0xa982

Oxee9b

Oxee9b

0xc0f7

0xc0f7

0Oxdofd

0xdofd

0x8b7d

0x8b7d

0x931f

0x6c8b

0x6c8b

0xdb05

Ox415a

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Destination

Destination IP

142.251.36.205

Data

Port

443

Name CName

stackpath.
bootstrapc
dn.com

cdn.iconsc
out.com

cdn.iconsc
out.com

cdn.pixabay.com

cdn.pixabay.com

Ih3.google
usercontent.com

googlehosted.l.goo
gleusercontent.co
m

googlehost
ed.l.googl
euserconte
nt.com

Ih3.google
usercontent.com

googlehosted.l.goo
gleusercontent.co
m

googlehost
ed.l.googl!
euserconte
nt.com

cdn.iconsc
out.com

cdn.iconsc
out.com

eyecandyla
shcompany.com

cdn.pixabay.com
cdn.pixabay.com
eyecandyla

shcompany.com

eyecandyla
shcompany.com

Process

Address

104.18.11.207

104.18.28.243

104.18.29.243

172.64.150.12

104.18.37.244

172.217.16.161

172.217.16.161

104.18.29.243

104.18.28.243

69.49.244.155

104.18.37.244

172.64.150.12

69.49.244.155

69.49.244.155

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

C:\Program Files\Google\Chrome\Application\chrome.exe

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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kBytes

Timestam
P transferred

2022-07-01 14:30:00 UTC 0

2022-07-01 14:30:00 UTC 0

2022-07-01 14:30:00 UTC 3

2022-07-01 14:30:00 UTC 5

2022-07-01 14:30:00 UTC 5

Session ID Source IP
1 192.168.2.3
. kBytes
Timestam,
! P transferred

2022-07-01 14:30:00 UTC 0

Copyright Joe Security LLC 2022

Direction

ouT

ouT

Source Port

49810

Direction

ouT

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 01 Jul 2022 14:30:00 GMT

Strict-Transport-Security: max-age=31536000; includeSubDomains

Cross-Origin-Opener-Policy: same-origin; report-to="lIdentityListAccountsHttp"

Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Content-Security-Policy: script-src ‘report-sample’ 'nonce-knviCwJOBAtNIkqt3gtY_A' 'unsafe-inline';object-src ‘none’;base-
uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self'

Content-Security-Policy: script-src ‘nonce-knviCwJOBAtNIkqt3gtY_A' 'self https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
Icspreport

Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version

Report-To: {"group”:"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{“url":"https://csp.withgoogle.com/csp/rep
ort-to/ldentityListAccountsHttp/external“}]}

Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*

Server: ESF

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r",[]]

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esnation Process
Port
142.251.36.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
becmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-07-01 14:30:00 UTC 1

2022-07-01 14:30:00 UTC 2

2022-07-01 14:30:00 UTC 3

2022-07-01 14:30:00 UTC 3

Session ID Source IP
10 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-07-01 14:30:01 UTC 410

2022-07-01 14:30:01 UTC 419

2022-07-01 14:30:01 UTC 419

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49824

Direction

ouT

Data

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample’ 'nonce-Rzx6bD_OtREeMnL4lu0ZAg' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Fri, 01 Jul 2022 14:30:00 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5660

X-Daystart: 27000

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"

Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 33 31 61 0d Oa 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢c 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 36
302220 65 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 37 30 30 30 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 31a<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response"” p
rotocol="2.0" server="prod"><daystart elapsed_days="5660" elapsed_seconds="27000"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37
31 37 31 37 3563 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3¢ 2f 61 70 70 3e 3c 61 70

Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122h30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP estination Process
Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1

Host: eyecandylashcompany.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 404 Not Found

Date: Fri, 01 Jul 2022 14:30:00 GMT
Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3¢ 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
7768 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use
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Session ID Source IP
11 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-07-01 14:30:01 UTC 410

2022-07-01 14:30:01 UTC 419

2022-07-01 14:30:01 UTC 421

2022-07-01 14:30:01 UTC 421

2022-07-01 14:30:01 UTC 422

2022-07-01 14:30:01 UTC 423

Copyright Joe Security LLC 2022

Source Port

49832

Direction

ouT

Destination

Destination IP Process

Port
172.64.150.12 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /photo/2018/03/10/12/00/paper-3213924_1280.jpg HTTP/1.1

Host: cdn.pixabay.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:01 GMT

Content-Type: image/jpeg

Content-Length: 280981

Connection: close

CF-Ray: 723fd654ce11995c-FRA

Accept-Ranges: bytes

Access-Control-Allow-Origin: *

Age: 971349

Cache-Control: public, max-age=31536000, s-maxage=31536000

ETag: "bf509e7ae96121dde19a4493fd39f693"

Expires: Sat, 01 Jul 2023 14:30:01 GMT

Last-Modified: Mon, 02 Aug 2021 02:09:27 GMT

Vary: Accept

CF-Cache-Status: HIT

Cf-Bgj: imgq:85,h2pri

Cf-Polished: degrade=85, origSize=357139

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-amz-id-2: TUOWbIRpN847PU2LXui662T3mCcH1t8JPQYG3UKLTXc2q7SU2+91YENTOgmEO1hd/bTIbaLOGLo=
x-amz-replication-status: COMPLETED

x-amz-request-id: Z906BXNAEWF7293H

x-amz-server-side-encryption: AES256

x-amz-version-id: dpNQsU23grVY5yx_HJGIl.cDPembVXLa0

Set-Cookie: __cf_bm=H7EpvIU8H.HdtJLtKcleYQ49WzsY3nU67p9FJa9ADOk-1656685801-0-ARX8XWTGVOuIA
OpYVWzbwUKVxxKXJInFuOtAW5EGS7UobJOQCS5PfOb3owV2C8QSTZ1EQYKQXgAJ7OZUEi9ID7KA=; path=/; expir
es=Fri, 01-Jul-22 15:00:01 GMT; domain=.pixabay.com; HttpOnly; Secure; SameSite=None

Server: cloudflare

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 05 03 04 04 04 03 05 04 04 04 05
05 05 06 07 Oc 08 07 07 07 07 Of Ob Ob 09 Oc 11 0f 12 12 11 0f 11 11 13 16 1c 17 13 14 1a 1511 11 18 21 18 1a 1d 1d 1f
1f 1f 13 17 22 24 22 1e 24 1c 1e 1f 1e ff db 00 43 01 05 05 05 07 06 07 Oe 08 08 Oe 1e 14 11 14 1e le le le le le le 1le
le le le 1e 1le le 1le le le 1e 1le 1e le 1e le le le le le 1le le 1le le 1le le le le le le le le 1le le 1le le le le le le
le le le ff c2 00 11 08 03 27

Data Ascii: JFIFC!"$"$C'

Data Raw: 05 00 03 01 22 00 02 11 01 03 11 01 ff ¢4 00 1¢ 00 00 01 05 01 01 01 00 00 00 00 00 00 00 00 00 00 03 00 01
02 04 05 06 07 08 ff c4 00 19 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ff da 00 Oc 03 01 00
0210 03 10 00 00 01 3 f9 8e 5e 7e cd 27 3¢ a0 b0 73 66 86 9e ed 79 72 77 44 69 ab a2 19 {3 6a b5 b8 10 06 ad 89 30 9f
66 be 95 03 d2 ec 74 7 9a 93 d9 37 3b 72 12 8e 93 b5 5a c5 2b ec fa ca 4e e4 54 0 27 8¢ 49 Oa 24 09 c3 16 71 97 2f 51
dc 92 8a 47 68 b5 4d 73 fc c4 7a 3b 78 9f 32 bf 49 ac bd 20 d8 3b fc 85 9¢ 63 08 dc fa 29 a6 94 ae 34 b2 71 b8 59 8a 51
al 3a 3a 3a 83 bb 51 ac bb 2a e4 b1 44 ca 86 6 ad 96 b5 30 75 15 9f 39 e3 7b 2e 5b cd de 91 2d 54 ¢6 9¢ 72 89 22 8d al
ch 48 8a 69 c2 dc 55 9e bd 29 71 b5 a9 6f 5b 48 97 05 93

Data Ascii: "A~'<sfyrwDij0ft7;rZ+NT'I$q/QGhMsz;x2! :c)4qY Q:::Q*DOu9.[-Tr"HiU)qo[H

Data Raw: 3b bf 2c fd 67 f3 47 3e 98 6d 26 86 67 50 c9 21 24 84 92 12 48 4e 90 9d 9c 77 67 1f d1 fc e3 al af a2 2d d5 36
a4 f1 b6 42 79 4a 93 73 €9 28 89 4b 60 d5 8d 07 2d 02 5b 7e e5 31 ea 69 8a b0 93 4d a8 44 d0 55 1c b6 2b 57 eb 2f 60
d7 35 9e 57 85 6 5f 17 {3 f5 d1 96 4c b8 76 96 5e €5 e4 e5 1f 62 36 60 93 55 eb 3e d3 5a 9a 0d fa d2 ca db 55 85 93 7 4f
3d f4 4f 57 9¢ 51 91 ba 67 26 f9 80 9e 71 d4 Ob 4b 2b 36 a9 97 ae 0f 31 a9 a3 4f 3c b1 6d 00 b2 ba 4e ac 93 d3 33 a2 3e
17 eb be 09 cf 54 fa ba 5d 0f 9b d0 32 e6 36 35 b2 0a d3 2c d0 94 6¢ d2 2e 4f 43 66 66 a7 53 7b af 2c ed 4a 87 ed c8 06
b2 ac 4e ca 12 48 76 64 3a 64 56 b8 3a a6 9b 3c 44 ¢9 09 26 1d 32 1d e2 e3 c1 eb e9 4a dd 7a 3a 6b c6 b5 82 9d c1 e7
d6 a9 04 68 ab 09 64 18 d6 73 ea 6b le ae f9 3a d9 ae 99

Data Ascii: ;,gG>m&gP!$HNwg-6ByJs(K -[~1iMDU+W/'5W_Lv b6 U>ZUO=0WQg&qK+610<mN3>T]265,|.0Cf
fS{,INHvd:dV:<D&2Jz:khdsk:

Data Raw: 3b 97 ¢8 d3 18 25 8a c2 9d el 54 e7 58 f1 26 84 42 30 dc 1e 17 43 94 13 13 42 d5 79 eb 74 bc a6 6e bf 41 c1
€9 1d 4d 2b f6 75 38 8¢ ee a3 23 9e fd 7d 2a db e6 69 09 c9 42 4c 92 65 21 53 b3 59 6f b4 86 49 85 31 e2 84 10 98 74 8e
b3 3f 9b €9 4b ec 9e 22 ec d6 38 c9 15 ab 9d ab 99 73 af f3 07 d3 9e 0f 8d 71 4c 9b 35 33 b0 92 61 24 e2 4c e2 76 43 a4
84 e9 0e 93 8f d6 72 76 6b €9 cb 21 6b 2c c4 73 d4 7f 2d f5 2f 3f ce b3 a4 32 73 €9 32 42 44 d3 48 b5 77 3a e6 b3 6a 30
7d 43 db c9 b9 57 cd 40 fa 96 50 a4 14 36 06 8f 97 7b 1b 1b e3 6b dc 17 83 d2 f5 90 ac b2 24 96 45 a4 04 bl eb 7e 69 ec
de 8e 49 25 df 9b a6 42 49 Ob 3f 42 2c f9 07 5d ce 74 39 85 d8 58 fe 8e 1d 5d 4e 5f 77 3b b5 29 4f 9f 5b 34 6d 67 ca 5b
a0 b7 4b ce bd Ob c4 39 ef 34 16 f9 fe 3d 7e 90 5¢ 37 71

Data Ascii: ;%TX&B0OCBytnAM+u8#}*iBLe!SYol1t?K"8sqL53a$LvCrvklk,s-/?2s2BDHwW:j0}CW@P6{k$SE~i1%BI?B,[t9X
IN_w;)O[4mg[K94=~\7q
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 425 IN
2022-07-01 14:30:01 UTC 426 IN
2022-07-01 14:30:01 UTC 427 IN
2022-07-01 14:30:01 UTC 429 IN
2022-07-01 14:30:01 UTC 430 IN
2022-07-01 14:30:01 UTC 431 IN
2022-07-01 14:30:01 UTC 433 IN
2022-07-01 14:30:01 UTC 434 IN
2022-07-01 14:30:01 UTC 435 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 49 38 9d 9c 4e 90 9d 38 93 a1 93 al 9d 68 d6 7f ac 73 9d e9 d6 69 54 25 c9 5a 51 d1 24 87 8c 98 6f 16 f6 9e
0f 3b f2 €9 b4 bc de b8 c2 6f 02 2¢ 26 5b b6 5d 59 ac d7 e8 5b 4c 4d 88 1le 37 4d 43 5b 58 8e 85 73 eb 16 c7 32 6b le 61
83 €9 7e 39 c3 a6 a6 80 33 f7 8f 41 eb fc 57 d1 3a 73 ed 45 cf ec 6f 39 79 1d a3 47 3d d2 d6 55 a8 b0 49 6e ce 56 a5 44
b3 4b 3e c9 65 ac 88 af 60 24 ab 2a 71 38 1le 22 eb f8 fd 33 9b 37 3d aa d7 60 65 63 f5 59 f5 c5 75 59 78 3e 8e 1f 51 4b
1b 63 a7 2c 3f 9d be a9 e5 f4 f1 7f 68 ea c4 53 d2 ad 63 48 19 39 28 c4 01 68 87 2e ad 4a 85 9b 2c al 82 09 6f Oe da e9
8e 12 4b 92 09 c0 8d 56 5c de 7f 4b 2b 16 80 6d d4 ce a3 31 c5 2d 59 cb 35 6a d1 14 09 12 05 84 58 16 a3 35 25 09 48
5b 2322 84 f5 09 42 5a c3 a4 c8 82 68 4b c9 78 7 d1 3f 39

Data Ascii: IBN8hsiT%ZQ%$0;0,&[]Y[LM7MC[Xs2ka~93AW:sE09yG=UInVDK>e $*q8"37="ecYuYx>QKc,?hScH9(h.J,oKV
\K+m1-Y5jX5%H[#"BZhKx?9

Data Raw: ae 6f cf e9 85 b1 5d c¢7 56 91 cd 9a 5d 6¢ cb f3 56 a6 35 61 4f 5a 45 c8 42 36 02 f6 75 f8 23 dc ad ac c2 5 46
5b cf 5e f5 cc 5e ca 93 82 c0 ec b9 2c 5a 33 b8 38 0a d1 14 b9 a5 b4 4a ce a9 ac 24 c¢5 86 d1 75 39 b6 ea el 64 7a 71 76
19 dd 0d 02 bd 25 09 d4 03 60 11 43 ae €0 bb 2f 47 Ob 31 84 3a f2 2¢ 40 30 f0 1a a2 bd 40 25 ca f5 eb 16 05 5a a2 de cd
b2 a3 27 4c 70 5d al 56 9a 42 60 b0 a3 af al 4d 29 46 da 5a 54 5 eb 18 ed 64 38 a3 62 ¢3 20 91 46 a7 60 Oc ba 26 ca
b4 1a 9d c6 4c b5 6¢ 19 dO e4 d5 ac b3 87 b5 2d 41 {3 98 f5 ec ee 3c ff 00 dO 79 ¢3 73 37 d0 89 18 bd 27 9d f2 d9 d4 69
ee d5 97 2c 9a 24 b2 85 9b 8b 3a 0d 4b 35 35 9a 4d 75 ac a7 3b 52 00 5b 25 cd 8d da f6 b3 b9 19 59 c6 a0 49 3c b5 40
a8 ef 24 8b 4e c9 d5 56 10 4f 62 4a e5 84 73 6b e6 €8 54 d6

Data Ascii: 0]V]IV5a0ZEB6U#F[",Z38J$u9dzqv% C/G1:,@0@%Z'Lp]VB 'M)FZTd8b F &LI-A<ys7'i,$:K55Mu;R[%YI<
@$NVObJIskT

Data Raw: a6 90 40 a6 62 c1 2a 9b 22 47 3b 4acl cb 9d a4 75 d9 37 ec ad 78 79 d5 €9 2d f3 fe a9 58 2e 77 71 c0 47 7d
c6 79 da 53 88 a7 ce a8 c9 9e c5 28 92 08 48 4f 3b 94 e4 f9 b0 49 c7 33 d9 ce 87 62 33 cd ae db 02 de 71 e8 f4 74 b5 29
cb 46 30 Ob 4a de 75 1b 55 2d 66 cc 16 94 50 b4 1b 15 5a be b1l 4a 04 d4 24 60 c¢7 76 91 90 1b 82 ac a0 e9 3e f3 98 fa
81 07 64 20 2e Oe 99 91 83 76 52 d2 8e 8d a3 Oe 5d 15 55 c5 b3 a9 9d 62 6b 56 a5 cc 1e b4 Oc f5 7d 8a 04 b0 45 a6 4b
4480 42 c6 75 23 82 36 5f 3d 38 66 db 82 79 69 54 d3 ad a8 51 41 11 bd 4a eb 5d 36 90 74 73 b1 f4 1c 76 84 d7 49 48 0
3b270a9 77 35 b7 28 5b b9 ab cb ea 72 0b 2b 58 ad 35 b5 3c a9 66 bd 09 03 af 3a 56 03 95 be 50 d1 a7 78 29 99 b9 f4
91 80 49 ae c7 73 0f a3 e5 d4 2f 60 75 43 3f 50 32 e5 de ab 42 cd

Data Ascii: @b*"G;Ju7xy-X.wqG}yS(HO;13b3qt)FOJuU-fPZJI$ v>d .VR]UbKVIEKDBuU#6_=8fyiTQAJ]6tsvIHpwS5([r+X
5<f:VPx)Is/'uC?P2B

Data Raw: cc 22 b3 19 6b 4e e5 94 ce ab b0 05 cd 7b f5 13 4f d5 b9 c0 76 el b5 e7 fd 96 45 9d 2e 5f 8a 7a c6 a7 8f fd 09
3 bf 6d 5e €3 8c 41 73 e8 07 2c 27 41 04 e2 9a a9 46 ee 6e 37 95 52 dd 59 6a 52 bf 5¢ cb cf de 0d ce 71 65 46 e6 cb d1
bd ac c8 84 dc cd a8 78 db c6 a9 92 cc a0 26 32 29 b9 6¢ 99 04 b7 5e e6 20 3a b4 34 af 02 ce 75 b4 71 fa e0 e3 ae 09 74
ad e0 68 5b a9 73 39 f9 f4 d3 2e 7d ac 6f 46 €5 2b d9 b2 13 80 a5 52 ¢5 4d e0 13 8¢ fa 73 24 dc 8b 12 ad 18 8d c7 b5 c6
82 be 9b 4b 97 6a c3 d6 65 6e 8b 26 c8 ca c5 62 95 3b 31 de 71 2b eb d4 d6 73 0d 67 3b 50 f4 6d 06 ca e8 af 72 19 1la
20 dc 8e 09 15 10 79 ba 85 ca €5 72 5a 8c 54 21 91 08 da 14 al 6b 4f 55 ca 45 08 d5 83 1a 8f 9c f2 de 54 23 66 88 €9 11
6e 12 a5 8c d7 23 cd 7a 9a 7c 46 56 e7 a7 57 f3 75 be 7e

Data Ascii: "KN{OVE._zm"As,'AFn7RY|R\qeFx&2)I" :4uqth[s9.}oF+RMs$Kjen&b;1q+sg;Pmr yrZTIkOUET#fn#z|FVWu~

Data Raw: 8f 62 ab 45 eb 99 f7 b3 a2 c8 el 88 ed e4 75 9a ce 85 5e ed bd 3c 3c €6 b7 a7 a3 ¢8 6b 7b 32 97 c3 ab 7b d3
cb f3 fd 1f a2 eb cb f3 e4 bd d6 ac be 21 1f 6a a7 1e 35 5f d8 29 57 94 8b d3 a9 59 e7 ad da d5 b3 95 1f 4b 9e 64 ae fb af
b3 c3 7e 86 6e 9f 59 71 5a 92 06 36 14 a3 79 a2 2a 4d 4c 9d 91 99 e2 3a 8a 24 a0 89 b8 dc 94 46 0a f9 64 3d 77 31 8e
d59d e3 d3 93 a6 78 45 17 a0 4d 75 78 b1l a7 e0 fa 1d 37 a9 e6 f9 4f b3 ¢3 d2 78 8¢ 27 ac 8e c5 ab f8 dc b4 e9 37 2e 87
cc b6 5b 33 6¢ da 70 b3 00 33 ab d1 a4 74 3d 4b 08 a4 5b 33 aa €9 52 b2 d1 6a da 87 89 84 b1 69 Oa c3 df d8 f4 2a ad
a2 95 4e 41 5a 96 5e ab 25 80 08 33 43 ad 2a f8 db 85 3e 76 10 9e a6 6a ac 3a b3 56 21 9c 22 e0 ab 22 70 80 ec 20 1d
ec 1c 9d 23 45 a2 4e 60 9a aa 57 f3 ec 2f 53 c5 5e b3 73 6e a6

Data Ascii: bEu"<<k{2{!j5_)WYKd~nYqZ6y*ML:$Fd=w1XEMux7Ox'7.[3Ip3t=K[3R}iI*NAZ"%3C*>Vvj:V!""p #EN"W/S"sn

Data Raw: 2b 7c b5 6b 52 d5 df 3d 60 3f 3b ac 8c f9 4f bc eb ce 1e al 9b c2 77 5e 90 73 ce 0f d7 cc e4 36 ba 5a da c9 al
57 9b b3 bl e6 b5 74 cc ae 37 a3 db 38 3f 3f fa 1f ce f3 af 32 8d 91 70 4 c6 cd 53 2e bd dc bb b8 d9 86 46 4a 48 b5 16 fd
12 30 33 0a 65 87 19 08 40 95 88 c1 c6 82 af 6a be f1 52 cd 7d 2e 9c bd 4f c6 7e 97 fO Ob 9c 38 58 58 d5 48 db 95 94 09
3af6 1d e2 cb 6a c5 69 e6 d9 95 43 4a ff 00 41 7c fd f4 4f 5e 6a 51 97 5e 52 76 71 3b 3c ae 9a 30 45 19 2a 49 95 dd e
47 49 el 95 6e 5f 3b eb 79 ce 46 af 9b b5 cc ab 72 el d6 aa b6 d2 d6 21 63 11 69 0d 49 2a a6 Oe 41 cc 71 d8 ae 82 89
ab ac 3d 3b cc ba Oe dc f6 ee 68 79 7f af cd dc ef fc 99 e9 5b cf b5 b5 2b 61 07 20 9f 3a 40 6f c3 bb Oe 42 b1 88 17 b9 94
5a 56 b8 4f 00 53 77 09 a3 99 7b 3a bf 63 01 66 ec

Data Ascii: +|kR="?;0w"s6ZWt787??2pS.FIJH03e @jR}.0~8XXH:jiCJA|ONQ”Rvq;<0E*IGIn_;yFrlcil*Ag=;hy[+a : @0
BZVOSw{:cf

Data Raw: e3 c0 74 3d f9 fb 72 e4 35 b7 9f a7 3a €6 22 b8 00 ed Oe b3 4a 5a f9 57 bf Oa 7c 3a 74 33 a7 62 bc bb 80 {7 ef
08 e5 d6 9d 83 2c 6e 06 78 c0 e5 19 Oc 8d Oa ee 3d 37 cf bd 07 d1 c1 3a 5b ¢3 bb 50 97 41 53 b8 70 18 5d df 01 e4 f4 e8
14 10 f3 f5 b0 fO 3c a3 92 51 39 b4 e5 91 22 c8 d1 94 15 56 38 0a 19 da b4 f7 28 79 f7 al 79 e7 b3 cd 24 97 4e 49 24 24
ce 3b c5 cf 4a d0 ad 6b e7 7b 98 25 8e 37 56 49 a9 92 85 9e d2 5e 43 af fa 1e 18 42 4d d3 3f 32 07 4e af 1e d5 aa dd 8d
cd 36 b7 2b 2a 0f 53 d7 75 39 1f 63 2b ef 32 2b 92 c6 61 d4 8b ab le a4 bd 33 73 db d6 19 40 12 d8 18 27 62 4f Oa 95 76
8c 55 0d d0 ac 14 a5 2d 6a d7 43 19 e2 d1 a7 8d Oc 71 1c a5 03 40 9e da e9 b7 94 9d 6a 36 56 b6 5c 9f 33 5e a7 a9 cf
ac cd 67 be cd f3 81 7a 3d 5b 3c 8 7d ¢5 5b 38 b9 74 d5

Data Ascii: t=r5:"JZW/|:t3b,nx=7:[PASp]<Q9"V8(yy$NI$$;Ik{%7VI"CBM?2N6+*Su9c+2+a3s@'bOvU-jCq@j6V\3"gz=[<}[8t

Data Raw: f1 89 c¢8 88 3c a0 11 41 a0 8c 9c 84 6¢ b9 50 b2 ae 46 a5 dc d0 30 c9 ce ce ba 1d 5e 2a cc bd b7 33 af 7f 78
a5 85 b7 62 5e 1b 5f 2e 1c f7 1b 12 a4 59 62 5c b0 1d 9b 97 a6 52 4a 92 48 49 21 24 al d9 d8 55 ec 00 f9 5e d5 4d 3e 7b
ed bb 4e 47 ac ce 54 85 62 21 14 50 Oc 50 92 70 31 60 61 65 25 5b d9 c9 af b9 8b b1 b9 75 87 0d 42 ce b4 8b 0f 5d 17
le ac cb 08 33 26 a2 e4 88 31 13 69 00 20 9e 46 3f 3b d2 e0 f7 c8 4f 5e df 4c d8 b3 58 d7 37 Of 4e c4 58 50 9c a4 98 67
2c dd 91 28 ba 86 8b a2 10 90 75 25 c1 f7 15 73 7c 48 d9 c0 f1 7a af 42 a2 2d b4 61 29 1a 10 b2 c5 cc 7d db 3e 81 82 5d
8 24 92 ba 07 Oa 7a 13 ¢6 21 27 c6 76 52 bb 3a 38 ae 13 d9 bc 77 cd df 4a 75 6d 79 7d 02 29 26 4e c0 9e 43 33 10 6a
d6 c1 14 31 f7 32 36 a5 e7 9d ff 00 01 ed f3 33 b2 eb cd 24 84

Data Ascii: <AIPF0™3xb”_. Yb\RIHI!SUM>{NGTb!PPp1 ae%[uB]3&1i F?;0"LX7NXPg,(u%s|HzB-a)}>]$z!'VR:8wJu
myH&NC3j1263%

Data Raw: ae 79 0f 93 d3 00 c4 32 4b d9 3c 67 db fa 67 ae 74 ba 73 49 28 69 32 a7 4c e3 bc 5e 57 4c €2 76 75 7a 77 11
elfad7 71 3c 1e bd 39 02 d7 3d bl a2 44 39 ab c8 b3 04 32 79 f7 c¢7 1c c4 37 eb db 8e 1d e6 5c 49 eb b2 64 e8 10 92
d7 2124 46 32 90 21 16 35 16 90 d2 49 c8 09 cd 5¢c ee 76 b9 93 fd Of 1f 5¢ 5¢ 9b db c1 e8 0a al 62 35 6d 2d 7c 5e 93 2f
37 16 24 07 3d 92 55 e6 5a b5 9d 3b 0b 52 d5 61 46 3c 94 d5 5e 72 fd 78 €9 3d ef e7 7f a2 7a f3 76 76 dc 64 98 4c ec 32
421324 24 98 74 92 24 ce a9 27 19 3a 3e 4c 9c 1f 37 d8 fa ae 76 d6 1d 77 2a 29 d9 d6 64 50 ad 5b 65 cd 92 67 6e 73
bb b2 d5 41 d1 2a 60 76 bc 4c 77 5b 39 9a 3d 21 20 35 61 13 32 bb 33 89 9e 23 fc df ed 1f 39 ca e4 99 31 a8 16 d4 f3 al
4c cf 2c 9e 2d 2b 1e bc Ob de 9b e5 1e 91 d3 1d 35 Oc 6¢ af 57

Data Ascii: y2K<ggtsl(i2L"WLvuzwq<9=D92y7\Id!$F2!51\W\b5m-|"/7$=UZ;RaF < rx=zvvdL2J$$t$">L 7vw*)dP[egnsA* vLw[
9=! 5a23#91L,-+5IW
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 437 IN
2022-07-01 14:30:01 UTC 438 IN
2022-07-01 14:30:01 UTC 439 IN
2022-07-01 14:30:01 UTC 441 IN
2022-07-01 14:30:01 UTC 442 IN
2022-07-01 14:30:01 UTC 444 IN
2022-07-01 14:30:01 UTC 445 IN
2022-07-01 14:30:01 UTC 446 IN
2022-07-01 14:30:01 UTC 448 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 79 5b 4d fb 8f 13 e2 0f 13 e2 7e d3 f1 10 f9 e4 37 fc 82 41 40 ba Ob c6 54 bc 63 10 27 96 9e 16 2e c9 f5 45 7d
ac d3 01 13 93 7b 2a 92 3b 64 46 a9 a0 45 e4 2a 53 06 3b 38 34 3a ca ab b1 80 4b 75 5e 2b c5 al 15 4a d7 b6 b3 f1 66
46 bf a6 63 fd 2e 0f e9 e4 74 fc 4b a5 fe 9c 6a ec b7 fa 86 33 51 91 8d 90 7b 23 9a d5 c8 5a 81 25 cf a2 cc 5a 25 33 8a

6e a4 dc d3 28 7a bc 7c 15 b5 55 b9 97 83 8c b0 €9 d5 f5 09 e4 dd d9 dc 31 9d 8c e4 85 53 5¢ 80 04 96 d8 f2 02 85 59 6a
f2 01 a2 af 27 c6 €9 57 3c c6 c6 a3 19 7f 4d d5 5d 32 aa 7a 6d 1c 87 b6 f7 17 53 0a 83 91 6a e8 01 3e 6¢ 3f Ob b9 b9 dc
02 2d 91 ae a9 5a bb d7 43 22 1b 15 98 2d 46 36 35 44 Oc 3b ad 94 74 3c ¢7 94 74 1c 75 94 61 el d1 37 f7 dd 7d 34 cf
aa e5 35 9d 64 6¢ 6d 59 7 6e 5b 6d 75 2e 47 a8 3a 45 33 27

Data Ascii: yM~7A@Tc'.EX*;dFE*S;84:Ku+JfFc.tKj3Q{#Z%Z%3n(z|U1S\Y|'W<M]2zmSj>I?-ZC"-F65D;t<tua7}45
dimYn[mu.G:E3'

Data Raw: 27 4a 3f d9 f5 9d 3d de 82 61 ff 00 Of d0 97 73 e9 7f Of ed ea 24 fe d4 06 03 01 8a d1 6¢ 31 32 18 c4 cb 78 99
8d 17 30 cf aa 33 ea 8e 9f 20 80 f9 0d 1a d3 1d cc e7 e7 73 94 57 fc ba d5 f5 a7 4e 6a d8 c4 c5 66 5f a4 96 dO 82 58 aa
90 2c e7 a8 d9 6e bl af 28 16 fb Oa fd 4d 9b c7 b9 9e ce d7 03 61 ba 55 62 4c ba eb b3 23 d3 d8 e2 8e 9f 32 0a b3 51 fh
74 14 7a a7 18 5d d5 ba 06 df al fd 23 2b 57 el 3f 57 d6 d9 89 5f 4f c9 e7 aa ab 6d 54 b5 53 0d cb bl 7e 41 9c b2 d8 33
df bf ef 18 bc 84 2a bb 7b 90 32 bd 24 94 d4 c5 c¢3 b2 f3 87 d2 15 05 97 63 2 82 d9 77 ca 71 eb a8 fd d5 7f 6b 2f f5 49 d4
b9 9b 7a 26 28 e3 ef e2 1d 19 ae db 83 ee 4e 81 ce c7 df 73 31 e7 d3 dc f2 ac 5¢ 7a 8b de 05 39 1e a6 ca b0 64 5 Oc dc
95 35 33 4e 98 5e 8b d7 84 a7 b9 6b 51 81 63 d7 4e

Data Ascii: 'J?=as$|12x03 sWNjf_X,n(MaUbL#2Qtz]#+W?W_OmTS~A3*{2$cwqk/Iz&(Ns1\z9d53N"*kQcN

Data Raw: 80 d9 f1 87 f8 db ea 8a 3b fd Ob fc 4f 41 5d bc 67 8d e2 7c 5a 74 a7 a8 63 fd 3e 4f b6 d6 68 c5 5d ce de a0 d3
4078 c0 77 2b 78 de 02 79 9f 31 46 al 1le db d4 3e 60 f9 c8 ab bb 8b c¢8 89 dd 0a aa c1 a2 6c c3 64 5b 6¢ 27 be fO b0 2d
5e 47 9e e2 cf cf 8e f8 cc 87 36 1f 4b e3 f1 aa 37 3e 19 4c 93 1d 54 56 25 bf 1d 4b f1 cd c6 f9 fb 5f 1a b3 2e e9 fa 64 b0
82 b7 88 aa bl d3 84 a5 74 27 a9 b2 7e 9f a5 67 36 b1 €9 a9 d5 55 3f 1e Oc b3 8f 75 31 7a 53 d8 b8 98 78 d8 a3 ed 3e
47 eb e4 ec 00 43 0f 76 75 52 ¢6 d2 2b d4 77 6a dd 32 15 a7 e2 d3 40 46 1b Ob b5 3f 8b 8b 2a 81 6¢ 12 a0 e2 31 10 €8
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01 2c 42 03 b8 04 6d 88 de 7d aa fO 7f 7a dd bc 7b bb al c5 83 dd bd a8 f8 c3 c3 66 bb fc 13 17 e2 7a 73 c7 48 c3 a8 64
d8 bd 24 86 be ba ea 7b fa 43 17 6¢ 15 c5 0d 82 d9 55 55 d2 6d 58 eb a9 6d 3d 46 b8 b5 65 ce 79 18 f2 bc fe a5 74 b3 94
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00 9b dc aa 2e ¢8 d9 37 1d 7 27 70 4e ec 16 08 1d 62 5a c2 26 6d ab 2a ea 1b 95 e4 2b 40 fe da 10 a4 29 1a 90 67 63
8c 1b 11 1b 63 8 f5 4f 4f ec 5a 46 8b 45 9 f4 b0 d7 41 ff 00 03 ab 63 fd 4e 18 1e 2a 03 44 68 a3 €8 6¢ 41 €6 7c 11 bd 9f
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d2 7 1afe ee 9d 35 ¢5 92 €9 92 08 bc 1b 48 62 bc 9a ab ef €5 24 3a 4d a4 0d 32 08 21 0a 32 8b 3b 41 b4 82 95 Oc d6 {7
5e 31 81 59 10 35 68 b3 b3 56 52 45 e4 93 71 36 44 15 a9 5f 0a 6d 24 da 05 4e 53 7d a6 d2 2d 04 64 af f6 6a 52 db 36
33 63 fc 21 ac 68 5¢ 88 42 c9 c0 99 02 5¢ 95 78 8b 4e 28 49 8a 9b 34 55 4c 3 88 91 18 21 dd 2c 58 ed 37 93 71 38 31 6a
54 8f 56 a3 d4 a8 aa a6 1 a3 c5 96 28 92 6f 02 49 8e 81 d0 87 49 02 a4 da 6¢ c1 9a 94 fc 28 12 b4 10 46 12 49 37 56 2
6d 36 91 68 36 9b 48 22 d1 8c 1b 48 36 90 53 €0 56 4e f3 6d a6 ¢3 c1 23 ac al cl ba cc 83 68 a9 56 9b b2 ae 46 be Oc
74 6d 1a 23 18 ¢2 08 b7 24 32 0d ac 82 0d a4 10 88 ¢3 81 c0 9d
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HESVNM#hVFtm#$2

Data Raw: 20 03 12 21 30 31 13 41 32 51 04 22 40 14 42 71 ff da 00 08 01 02 01 01 3f 01 38 24 91 bb c9 2c a7 4d b1 69
8a 8594 11 93 c9 61 16 af f2 ca 4a 99 26 9a 97 86 d4 3d 31 dO cf 06 26 49 55 91 24 de 49 c6 9d 36 ca 68 4b 0d 4a 65 5e
4d 2a 3e ed 24 bl b6 6e 24 54 b6 2d 27 16 2d 24 24 97 5¢ 2 fc ec ad 7f 61 93 6e 49 64 da 0d 25 7 93 52 3a 24 ab 44 74
34 4c 75 ae 4a 74 9f d9 4d 09 67 5d 3b 5d b4 a8 dc f0 68 f8 98 b4 50 a8 4b 34 3e c4 3e 3a f5 97 42 45 2a 17 4c 15 69 52
ca 96 d7 d3 4e 93 fb 29 a5 2f 3a 75 69 95 36 d0 5f d6 b 56 4a 91 a4 b1 7d 88 aa fc 10 88 58 9 aa f9 25 5a 0d b7 dc cd
35 2e eb de 86 55 47 04 5e 08 12 92 9d 1f d8 92 5d 71 27 c1 4f 42 81 c1 56 a4 2e 0a 96 ad 78 fd 7f 8e 49 ba 46 b2 20 98
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79 c8 aa bc 92 86 ec fd 1d 73 c1 49 36 56 8b c1 04 10 47 44 e5 c5 a7 2e 49 66 ec 75 7f 23 4a fe 12 ce 48 36 90 42 ce 05
c5 db 1b c9 de 9f 30 dc 36 3¢ 69 bc 10 36 49 36 87 d1 ce 49 1b 4d 86 c3 69 b4 da cd ac da cd 8c f8 f1 d7 7f dc dO bb 82
7057 e7 04 85 79 1b bc dd 11 64 23 c2 a6 9a 3e b0 8b al 62 f1 a5 4b 3e 2a 4f 8a 93 el 47 c4 7c 47 c6 cd 8c da c8 64 32
19 1d 94 56 aa 57 aa ad a8 54 ba 9c 94 ad aa ce al c9 c2 1d 44 11 69 ce 49 24 6e cf a6 92 a4 27 66 b3 42 16 0d 11 68
34 d7 f6 ec 5d 9b 23 f1 16 a3 5e 9f 20 d3 a9 f2 2a 62 ce ce c9 5a 44 7d 1c da 30 92 49 27 08 ce 94 55 d6 ae ac c8 20 86
51 ef 62 c2 aa €9 a7 d2 af e4 7e 8d 1a {7 7b 9a b4 5d e4 d7 44
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c8 e6 ad 9a 18 a7 c5 3a f3 1c 54 dc 15 72 88 58 9a 81 81 Oe 51 3e f5 28 1f 05 9e 6a d3 cd 00 b0 9b fO 5b Of 21 4e 20 55
db 1f 79 75 2a 39 43 9b 59 a3 b0 a9 f8 ac 9c 55 99 f8 a5 5d af fO0 5b 18 87 63 95 da 55 a4 77 ae 13 c1 59 ce 2a e4 85 7¢
d6 13 13 cd 5¢c 61 ee 52 03 85 96 07 67 2b 65 66 3b 85 d0 2f 1d Ob 38 bb 3f 05 21 b8 df ed be e7 cb 20 89 09 f4 4e 63 2e
61 49 6e d7 05 7f 15 07 35 cd 64 57 Oe d5 69 3d eb 15 41 e7 9f d6 e5 cb 5e 50 7b 97 ee ae 10 16 9e c5 2b ad 08 b6 3b
dlc7 1e 2b 62 cb d6 1d c8 17 93 1e 0a 43 9e d5 d7 25 5c 5b 94 ae a9 f0 95 38 42 ea b8 ac 07 3e 03 35 4 55 1a d8 bl
76 ca f3 da 51 1c 98 3f 54 0f cd c5 47 0d f5 36 96 16 34 34 70
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Data Raw: Ob 06 97 a2 54 al f5 99 b4 df d4 2c 74 5e da ac 3b da 65 4b b2 50 17 47 4d 12 6f cd 40 00 73 e2 b1 38 00 7b
16 58 be d5 d1 91 65 88 9b f0 58 59 be ca 62 07 6a 97 3e 4f 05 2c 6e 2f 72 2f c2 3f 10 51 d2 3d ae €0 e6 af ee cf 8a 82
d0 3b 61 46 0a 51 cd 7d 08 07 ea 11 fa af a2 1f 89 49 e9 5b d8 b6 5e e8 e6 f5 38 dc Of 6¢ ae 8a 99 79 7f Oe 89 07 69 55
00 e4 d1 7f 15 14 a9 b5 bc 4e 3 €9 db a4 dc 46 cb a3 dc a5 b8 3e 2b 72 eb 89 5b 05 a4 f3 4d 66 fd e4 6f 3a e7 55 ca bc
9e f5 90 45 5¢ 78 20 4b 25 60 63 0d 47 4d 94 f4 3d 13 7e b9 85 e7 b4 93 9d c3 07 ea be 84 3c fd 7d a5 0d 10 3c bc 55 5e
d6 Oe 2e 30 bc cb 2a d6 fb Oc b7 89 b2 b5 3a 34 47 d6 76 23 e0 3f 55 e7 f4 aa d5 39 37 60 7b 94 d3 a5 4d 87 8¢ 5f c5 71
56 68 1d a9 be 72 48 39 0d 73 b9 79 ed 3a 83 4f Oc 52 7d
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Data

Data Raw: fe d5 2c ab d1 b8 65 c0 f6 a0 d8 06 05 e3 8a ce 3b 75 ed cb 47 b5 b9 63 9d 9e 57 52 Oc 8e 5e 82 be 93 eb 35
bb 3f 68 e4 b0 7a d5 8e 1e 71 bd 03 53 c1 60 a7 68 cc a8 a7 3d bb d4 b9 be 37 52 e2 de f5 96 a9 6e ca 38 f1 48 e7 62 83
83 1d 41 be d3 ff 00 44 1c 5b d2 bf da 7f e4 17 46 d9 ab 57 d8 65 cf 7f 05 e7 6a 74 2d f6 29 1b {7 bb f4 58 69 30 34 7c 7d
23 e8 fa af f3 8c ff 00 d4 3f 3f 49 23 3d 56 50 57 25 cd 43 8¢ 29 9d 79 d9 6d e8 75 1b 40 98 €9 31 5f c1 68 1a 4d 2a ee f9
b3 9d b6 d6 e4 ec bf 2f 2b 47 a9 f5 8d 33 f7 87 ea 02 75 5a 76 63 €9 b4 cc 6f c9 06 1d 28 17 7b 34 ee 7d cb 11 d1 ea 1f
f1 eb 47 b8 2a 2c d9 0d a7 1b 21 b6 31 96 77 57 f7 a9 59 ea 73 39 4a 75 1f €9 bc b3 bb 31 ee 2a cc 03 b5 41 7f 70 5d 52
7995 72 d0 a7 69 e7 25 ea d3 Oa le 5f 52 d9 04 1c
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Data Raw: 73 8e 11 9e 43 50 73 5¢ la e2 ec 51 ¢4 70 41 b5 98 43 62 71 0d c5 Oc 2e ¢4 0d c1 d5 87 06 20 eb 15 a3 77 84
7c a2 5b 2c 3f 57 f4 45 ec 6¢ 3b da a5 63 e0 al ae ee 5b 6d 53 45 e5 be f1 e0 ba 42 c2 c7 6f 7d 2f d1 5e 27 33 02 2f a9
el a6 1f 57 cd b7 bf 3f 72 al a2 b4 f5 b6 c8 1e e5 84 36 01 e6 80 83 cd a0 29 38 69 8e 32 83 7a 47 d4 71 dd 4c 5¢ a0 6b
62 a2 df 66 65 df a2 f3 14 9a d3 bc ef fe 58 56 68 97 52 38 bb 46 f1 e0 83 9a 64 11 23 c8 8c cf 01 9a f6 07 2c d1 8f 14 10
c5 62 b3 9f 22 08 56 d5 72 a0 94 46 6d 56 b2 19 bb 9a 3a 56 8f a4 bf 46 a8 ee bc 09 95 d0 32 a0 c4 e7 6d 39 d9 b8 a6
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8298 07 e0 a0 8e ad c1 52 1d 13 c5 0f 8e f2 b1 9c fd e8 61 74 1f 7a 89 46 d8 66 d6 cd 41 7e 4b ad 9e 5a af 08 ec f2 59
65 92 df 75 9a 9b 28 53 2b 35 92 bc 28 b2 cf 35 99 e0 b7 ac 34 d8 e2 5¢ 9d a3 54 a6 fd 26 b0 1b 4c 9c 2c ef 39 94 34 7¢
6d a7 47 75 1a 7b Oc Oa be 88 5d 2e a2 ec 6¢c ec 3f ba a3 a4 Of ef 18 1d e5 8f 94 69 cd 6 6a f6 ee 2b fe 42 b1 76 1f 67 35
d5 11 e0 86 87 a4 3b f8 8a 63 64 fb 6d fd 55 4d 1c fa €2 c7 81 dc b4 2f 94 88 8a 8e 69 al 5b 93 db ff 00 Oe a2 1a ea 96
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78 45 16 7e 6a da 3f c9 fa 08 e2 47 4a ff 00 7a
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ac 6e 38 79 2f 36 6f 9a 65 4f 68 03 e5 5d 59 5f 56 57 46 2e bb 3c 10 22 49 ca c8 9a a0 18 58 70 a9 9c 32 84 3a 78 a3 2d
ec 8585 8e 89 e0 80 39 72 fd 57 52 4a 12 €9 c3 e0 ac e9 08 4c 5f 34 49 17 6f 25 c0 ac 30 21 4b 81 69 2b 09 7e 48 dc 10
ae 33 cd 7d 95 d7 89 c9 6¢ b8 42 1c 37 ae a8 44 €0 b8 c9 44 2d e2 54 4e 4a 41 Ob 2e d5 8a 14 5d 4c 15 61 92 dc 1b 9a
a3 al57 65 ab 34 ed 62 df b9 55 a2 f9 2f a6 e2 0a 6b 69 68 ee ae 77 b4 09 54 fe 4e f9 4d e6 a5 66 54 2f 6b 28 38 12 ce
44 e5¢c5 61 d0 28 33 42 67 b4 db d4 3f 7b f4 5d 21 71 2f 99 c4 73 55 f4 77 1f a5 a7 23 b5 bf fb fa 0d 29 91 b2 {7 74 8d ef
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1588 f1 59 eb b9 5d 65 65 8b 25 72 4e bd 90 2d ab 3d 5¢ 15 ¢9 57 5b 45 1e 3¢ 56 1c 06 50 1d 13 a5 02 da Oe 2b 66 82
82 00 2a 1e e6 Oe d5 9c 2e b2 cd 66 b3 59 ac ca bl 95 97 93 4a a4 f5 5e 0Of bd 0a 95 b4 ca 8f ab c7 46 64 88 ef 55 34 6d
16 be 95 38 76 69 b9 9b €7 79 53 c0 79 13 b9 59 71 Ob 64 c1 57 5b 2e 01 71 57 30 ad 25 6d 01 d8 ae 16 3c b8 ab Oc d6
6a 2d 2a e6 fc 14 85 9f b9 5¢ 95 6¢ 94 64 ac 9a cd ee cf bl 43 37 21 28 dd 4a e9 41 bl dc a2 65 08 c9 6e ef 52 26 02 c3
bd 48 16 50 49 50 43 88 44 90 3c 55 81 85 94 77 2b 23 88 ac ee 17 56 f9 5d 6¢ 5f 9a e2 77 05 76 dd 1d c8 d2 39 3a el 6
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2d ca c8 2c d7 aa b7 2b 7f b9 44 ba 54 62 1d 85 5¢ 6a cf 54 97 2¢ dd 2a c4 a9 91 1b d6 10 47 14 04 b0 f6 2¢ 2d 17 71 80
17 4b a6 bl 85 fb a9 €6 07 92 6b 52 eb 01 b4 38 85 88 65 da b6 59 8b bd 43 a8 d3 56 a7 85 75 1b e2 be 88 2f al 9e c5
87 al 8f 05 7a 6e 1f 75 76 72 56 76 2e f5 72 40 56 aa ad 50 78 28 ¢4 3c 14 €3 57 a8 17 d2 7b 97 d2 85 b5 55 5a Oa le 76
3b ec b6 9d 7e d5 b3 56 Of da 5f 4f 8b bd 47 4c 1a 3b 25 48 d2 5a 7e €0 58 9d 54 3b ee 80 b6 6a ab 55 3d el 7d 2d fb 17
5c 78 20 7a 51 €0 55 ea 01 dc ba 2a Oe e9 5f c2 17 ce 74 b7 b5 f5 00 99 39 37 b1 6c 39 a0 3b ab 03 12 c1 50 6¢ b2 70 ef
27 b5 cb 47 d2 1a 1a ec 2e 2c 31 cO0 ee f1 Ob 47 d2 1f 06 b7
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t97I9;PIp'G.,1G

Data Raw: Oa b3 b4 91 ff 00 91 5b 4a d2 47 el 2b 67 4f a8 3b 69 05 b3 a7 b3 be 91 fd 56 c6 93 a3 1e dc 41 5b e6 ee ec
aa bf b2 87 76 56 6a be 81 5b ba 0f e6 af f2 7e 97 fe 51 55 2a 69 6f d2 28 38 54 ¢3 87 Oc 6e e6 ae fd 29 fd b5 07 e8 bf bl
e2 fb 4f 25 36 95 36 06 b1 82 1a 38 7f 26 43 4c 15 67 80 2f fb 2b d8 79 6d a6 c1 2e 71 80 a9 e8 ac f5 05 fb 75 3b 49 70 f3
74 b2 e6 e5 26 cl 1d 1f 47 da ad f0 ed fd 13 aa 55 79 73 dd 99 d5 60 af 74 38 2e 0a 1b 2a 4d 5 5f 24 23 ab c9 5e 3b 65
10 f0 7b 57 d1 82 dd c5 62 28 f5 8f 7a 16 e6 a7 Oa 8f 81 53 31 c9 45 bb 95 85 8e 76 5f 44 62 38 af dd 75 a3 b1 1d a9 30
b0 b1 bb 3e b3 8e 41 74 74 59 03 79 de 7f f9 05 3e d5 73 64 d7 bd bd 5e aa 10 2d e4 46 ac b5 e5 ab 77 al b4 77 ad bl
Oe d7 96 bb 07 78 2c de 16 7e 2b ad 84 2e bc a3 35 50
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Data Raw: b3 86 c3 b2 42 9e 89 43 18 f6 b2 68 58 74 ca bd 2e 3b 1a 63 20 9a 45 3e 8e 7d 5f 23 a3 a5 3a 4d 6f 62 95 fd
ea 2b d5 f9 9d 33 fd d5 3e b9 53 4e 98 63 bd a3 b4 ff 00 1d ca c3 bf 7e ac 75 5e 18 d9 8b a6 33 45 66 3a 8e 2e 6e 17 ec
ed 0f 57 91 4e d1 eb 63 c2 {7 bd 95 07 aa 69 91 2c¢ 78 dd 63 65 56 a6 99 f4 87 0d 3a ad 16 da a6 7a d2 9c 5a c6 b4 bb 38
19 a2 c7 5d ae 10 55 5d 1d d7 e8 dd 1d be 83 8e b9 91 e4 fe fe 4d 6a c6 al a3 4d cf eb 7b 50 bf 85 a4 6a 10 60 bd da €9
e9cc 16 7f 9b 7f 6e e2 a0 a9 68 57 53 96 ad el 71 ed 5b bb 96 e2 a3 02 1f 56 8b cf ¢3 d0 74 ec 7b 84 40 74 70 53 9a 05
c1 18 b2 3c 75 5b 3e 28 09 24 fe 48 8f 05 04 d9 4e 4a 66 €8 d9 75 88 dc a6 75 49 de 8b 91 24 df 09 8 1f 45 a2 72 a9 50
7c 11 85 21 5d 4c 67 aa 2c a9 d5 3d 68 87 f6 f9 04 10 87

Data Ascii: BChXt.;c E>}_#:Mob+3>SNc~u”3Ef:.nWNci,xceV:zZ8]UIMjM{Pj nhWSq[VH{@tpS<u[>($HNJIfuul$ErP|!]Lg,=h

Page 60 of 101



kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 504 IN
2022-07-01 14:30:01 UTC 508 IN
2022-07-01 14:30:01 UTC 512 IN
2022-07-01 14:30:01 UTC 515 IN
2022-07-01 14:30:01 UTC 519 IN
2022-07-01 14:30:01 UTC 524 IN
2022-07-01 14:30:01 UTC 528 IN
2022-07-01 14:30:01 UTC 532 IN
2022-07-01 14:30:01 UTC 536 IN
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Data

Data Raw: a3 b4 1e 96 el 13 48 Oc 3b al 38 de d4 89 30 83 cb 61 a4 4e 69 bd 8b ef 3b f2 f4 53 e4 6d 9e e5 2c 01 82 d7
41 b7 a8 e9 f0 47 a5 76 11 c0 28 a0 c8 1le d1 4e c6 e7 69 Of el c1 43 cO a4 cd cl a6 el 3e 97 b2 63 cb e3 e5 5a fd 8b aa
1b da 55 df dc 04 2c a7 b5 75 1b e0 bd 5f 05 2e 6b 7f 08 58 45 36 04 cd 2f Oe c3 f6 5¢ 79 a9 b0 fb ab ac ef c0 ba ce fc 2a
cd f1 44 4 6f 5f 43 75 b5 84 77 ab 38 47 62 d1 a7 11 82 4e 5¢ 8f al 10 d1 6¢ ad e4 b7 49 68 eb 58 6 ae Ob 82 df 27 9a
9c 26 c8 91 12 a4 e6 ae 54 64 a7 Oc 2c c1 ef 5b cc a2 66 Oa d3 3b 5b fe ef 45 a2 37 d9 d1 a9 fc 15 el 48 d4 55 5 7c 35
fO 3e 96 14 ea b6 a8 3e 54 05 65 d1 bf 5f 4f 50 45 b6 47 f2 07 b0 al a9 df e2 bb f2 4d 61 de al 16 89 4d 71 39 89 c9 58
8b a3 b5 11 ¢5 12 2a 0b 2e b0 58 a3 64 al 21 la 9a 3f

Data Ascii: H;80aNi;Sm,AGVv(NiC>cZU,u_.kXE6/\y*Do_Cuw8GbN\IIhX'&Td,[f;[E7HU|5>>Te_OPEGMaMq9X*.Xd!?

Data Raw: 7e a7 22 2e Ob 6f d3 24 c8 69 c9 4e 26 d5 ad 83 6f 8e d2 90 1e Of ba 58 a9 5f 16 7f a8 e3 dd 49 Of 2c be 97 81
28 36 b1 2e 96 cb eb 3a d5 9f bc b4 Oe 9e f2 f3 39 a4 f8 2c bc 20 68 ab 7f b8 85 ca 31 9b db a3 d6 56 24 d3 ae ff 00 5e 9f
f9 32 2d 67 6d f3 e8 fd €5 a7 c5 74 e6 06 ed 96 2b 35 0d d1 72 04 cc b3 d0 1f a8 45 57 7c 34 fb 30 aa b3 1b ba 25 46 be
db 8f f3 50 2f f5 33 1c 3a 33 8f b6 a0 5b 36 cb 8a 3d 35 d2 67 8f 03 5e 60 b9 9e ff 00 88 8e c6 06 dc 3e e4 56 61 57 2a f6
c4 a5 7c a0 2f c9 Ob 68 97 43 1e e4 4e 61 99 bb cf ad cc b4 56 a9 4f de 07 59 74 28 fa ac 0d 6a 75 6f cc 03 da d7 cf 33
36 2f a4 cb el 84 37 a6 ec 60 f5 63 e6 50 bd fa 68 f4 42 75 74 c3 7b 04 a7 ab 9a 45 f5 dc be d1 95 2a 57 dO 8d 83 88 Oa
5e 17 72 ed 1e 5b 84 5b 9e 3f 48 1b 90 5 72 fc

Data Ascii: ~".0$iN&oX_1,(6.:9, h1V$"2-gmt+5rEW|40%FP/3:3[6=5g" >VaW*|/hCNaVOYt(juo36/7 cPhBut{E*W"r{[?Hr

Data Raw: 5f f9 cc f9 fe c4 c1 8d cf {6 8e 0f 42 00 90 1a 02 89 72 fe 99 7e a7 7c a7 €3 96 26 27 aa al c5 e7 a5 71 08 1b
08 09 78 14 63 76 6e 69 09 €9 07 49 a6 al ac 99 97 38 d1 85 61 a4 20 84 4f 4b 26 ec ae d7 33 21 d4 eb 7b ab cf 83 ad
4c 30 4c 1a 04 e5 57 be e5 bd 9a b6 0f c8 13 27 41 a7 64 b8 93 ac e2 a5 a2 ee ea ea 0d d8 e9 cb 59 d6 10 28 86 97 €9
85 69 a2 f1 5d 4c 19 20 1f 89 72 ce 5e 2d 12 b3 be b5 73 93 a3 89 87 28 68 fe Oc 3f fc 07 f8 1b Oa 7e 94 bf 91 2b 14 8 63
ee 42 de 4c 46 13 1f b9 25 38 9a c4 9d c8 55 16 ca 61 bl e9 bf 72 2a 35 c6 7d 9f d4 28 ff 00 74 ff 00 d9 82 f6 3d 51 22 3f
0d 97 cf 5¢ 69 b5 82 9f de 93 4d 69 5¢ 23 6d 9f df 69 4d ea cf a2 af f7 da 34 98 ad aa 22 b9 8b ab ca 3e 08 89 72 b4 73
a3 1d 88 6¢ 64 6e 85 10 59 7a 42 d8 06 65 b0 a7 71 31

Data Ascii: _Br~|&'gxcvnil8a OK&3K{LOLW'AdY (i]L rA-s(h?~+cBLF%8Uar*5}(t=Q"\iMi\#miM4">rsldnYzBeql

Data Raw: a5 15 83 e2 64 Ob ae 9¢c 67 73 84 8a f6 23 ¢5 80 62 dc 7b 5a 42 57 2d cb 4d 7d 8b 8c af 09 69 28 72 el d3 5f
7978 39 ac 22 b8 ad 7a be 9f 44 0a b6 8d ad 5c¢ bf 6f 69 el 8d 16 3a cf 79 79 99 78 9b bf Oc cc 93 e8 44 45 12 93 ¢5 f1
027 14 6d e6 70 78 1b 7a 37 16 7f 53 5e 8e 1b 59 9e b2 53 39 3d 3d 22 5a 98 da 3a 72 fb c2 b0 1b 74 93 35 f8 99 fa 19
4f 4c 7d 16 bb 46 f4 21 bb 35 f4 6b 6b c6 21 71 f8 cb el de fe c3 1e d1 b0 6e 9f 77 a0 94 89 5b df ef fa fb ce c8 e0 ef cf 2f
af d2 e5 fd 2f fc 87 97 8f fd 77 15 da a0 5¢ 55 d4 fd ce aa f4 84 {7 0a a7 a6 25 4e a7 41 44 57 63 f2 40 f5 de ac d4 3e 3¢
43 7c 5e 67 4f 68 8b al f7 4b 96 54 96 ab e6 0a 2c 38 6b 15 3a 70 3e f0 4a 26 77 99 51 5d 39 9c el 5e Oe 26 2b 54 bl
95 73 2¢ 51 bc be 23 77 0f 0f d9 1e Oa 1b el ac 4a

Data Ascii: dgs#b{ZBW-M}i(r_yx9"zD\oi:yyxDEmpxz7S"Y S9=="Z:rt50L}F!5kk!gnw[//m\U%NADWc@><C|*"gOhKT,8k:
p>J&WQ]9N&+Ts,Q#wI

Data Raw: 78 4b b0 5b e7 €2 0d d4 07 €9 15 bd 60 d1 ed 39 67 72 a5 c5 cd f1 44 4c 0d 2f cc 7c 96 5¢ b5 34 44 31 11 dO
€241 c0 aa 6b 77 30 5¢c 6d 92 fd ed f1 2f cb cf 9b 7f 32 a6 03 b9 cf a4 a3 bc d6 4d 2a ac df 5a 08 04 c2 52 50 ce de 90 df
2955 cd af 96 7d 23 31 02 d5 70 43 aa 1c 96 cf Oc de 93 43 b6 b1 a6 06 90 15 4e 23 49 a4 43 5d 31 eb 70 8e d2 00 e ff
00 e0 cf 06 5f 28 a8 fa 87 cc ¢9 93 a9 09 ff 00 b5 3d b1 al 28 68 48 83 2b d1 8f 73 fd 47 be d5 23 2a 3a 23 99 Oa d8 57
93 ec ¢1 06 5b 1f 07 d1 4c d2 b0 94 df e6 54 50 ec 17 c1 7f 69 70 63 1e 97 b4 fb 21 44 b0 33 82 al 53 01 6b 77 fb 30 df
aa bb 3f 30 76 03 73 da c0 25 b8 f4 3f 98 el a7 7f el 50 ff 00 11 b7 8e 4b f4 35 eb 52 dd 40 43 b8 bd 7a 33 13 8d d0 55
ea ef e7 da 51 91 25 48 30 d0 e8 e4 €9 29 ed Oa d6 ae

Data Ascii: XK['9grDL/[\4AD1AkwO\m/2M*ZRP)U}#1pCCN#IC]1p_(=(hH+sG#*#W[LTPipc!D3Skw0?0vs%?P
K5R@Cz3UQ%HO0)

Data Raw: Ob 36 43 66 Oe 55 70 f8 58 50 71 d2 fd e7 8b 65 a7 7c 6b b4 33 07 78 c6 d1 b6 98 6d 2f 58 a8 5b 94 ed 96 36
46 df 41 3¢ 30 91 98 3d 99 80 66 6f 7c ed f3 2b d3 72 ef 71 f1 fe 4a 80 c1 81 95 €0 cb ed 32 3c 73 e5 14 94 49 fd 2f ed 61
13 28 d7 7a 1f c8 63 22 53 85 50 00 2f 80 3d 8f a2 bf c9 19 40 2b 8b 6a 31 4b 92 5d eb 7d 82 5f d2 ea 7b 29 fe fb 4b 4d 22
d6 95 d5 8b 7a €7 da 08 c4 Of 06 ec 35 e7 24 ¢5 3a a5 27 de 3d 2¢ 5e 90 54 38 e5 6a b3 08 5d 1e 8b 57 68 7c c4 b3 64
78 e1 66 60 14 ce 7d a6 eb 91 ¢4 22 1b 57 7a 9c 08 4b ea b0 ea 18 e8 3 fd 4b 87 b9 2b €6 0b 8d 98 c2 dc 13 87 8f 12 dd
C7 7¢ 89 84 48 60 b Oe aa ba e7 30 7c 4a 1b a4 dd 2 4b 45 97 62 17 d0 8c 46 85 dc 67 55 4b 48 ee 5e Oe €2 0f 36 77
C7 a4 2c 1a 44 ad 5d Ob 0a 89 84 d2 31 31 a9 e5 f0 5 9b

Data Ascii: 6CfUpXPqe|k3xm/X[6FA<O=fo|+rqJ2<sl/a(zc"SP/=@+{1K]}_{)KM"z5%:'=AT8|]Wh|dxf }"WzKK+H'0|
JKEbFgUKHA6w,D]11_

Data Raw: 86 ad 57 81 88 5e bf €5 51 5d 41 32 a5 f4 35 7f f7 c4 f1 a8 2a 54 a9 52 be 95 2a 57 d6 8e 10 e0 6b a0 29 d1
326566 40 16 31 9c 86 19 42 22 27 05 al cl ca cd aa 61 c0 6¢ a0 72 5b 49 9c cb fb ec 0a 96 57 20 72 cb 35 da 59 Oc a2
3484 42 Oe ad 18 36 5¢ 4b d4 17 de 42 32 3b 63 12 88 19 8e d0 59 a7 a0 99 2a 17 02 63 da 12 e5 37 ad 4a c0 dO 26 65
59 6d 31 fe a3 ca 97 ab b3 ef 35 22 c0 e7 3e b1 d2 c4 a8 e3 97 bc ce 67 7b a3 ee e6 55 6¢ a5 53 93 de 1d 25 8e 8¢ b3 5b
de f2 c2 da 00 b7 6d cc 4e 27 a0 96 39 58 9e 99 a4 cd f9 23 ca 38 Oc a8 ba ce fc cc 45 4f 58 05 65 10 2c 04 c5 f6 b3 e8
65 15 d5 e2 02 2a 5b 5e 6b 8f e2 09 51 1e d7 81 62 78 b7 6f 98 2c ec d9 4a fc ce 94 a6 6a Oc 79 b5 8b 5a 43 29 f8 83 55
95 6a 53 3¢ 0d 56 4c Oe f2 07 €5 99 72 06 f0 92 2b cc 82 ef

Data Ascii: WAQJA25*TR*Wk)2ef@1B™alr[IW r5Y4B6\KB2;cY*c7J&eYm15">g{UIS%[mN'9X#8EOXe,e*[*kQbxo,JjyZC
)UjS<VLr+

Data Raw: 81 c8 cb be 33 35 3d 02 5a bb 9a ad e0 ac 4e 81 30 1f 84 b6 ¢7 1a 5¢ 30 d1 46 ac be 20 2b 6d ee cf b4 a0 14
a7 14 f8 83 b5 ed c1 b3 bc ¢6 53 93 54 41 09 b9 c6 6b d4 98 77 35 8¢ 99 {7 c4 df 5a 6a b3 1f a5 ee 23 Ob f2 38 b8 3b d1
f0 32 d6 Ob e2 35 d9 86 8f da 76 2f 69 4e c2 06 7e f2 59 0Of d3 9b e8 dc 94 2f fa 50 81 bf el 06 46 05 ae 7c 4a 49 2e ae a9
bd 13 ¢8f7 f1 17 32 b7 5b 98 84 8¢ 17 b5 a6 be 21 8b 73 55 be 25 4d 79 7b 44 dd a9 84 5f b4 1le 67 52 bl 35 2a eb 46 a3
6¢c 73 e4 c1 2f 82 a7 66 89 96 2d d9 c4 05 33 75 46 ed 80 30 5f 16 €6 fd 65 22 a9 6¢ 5¢ 15 e0 db 2d ce 4a 1le b2 fa 94 7a
a0 f2 8d 1a 3e 65 6f 5a d9 85 7e 60 5a 07 9d cb f1 50 68 d4 2b 85 b8 35 11 ca 2d ae 5a 5d 39 4c cd a4 37 05 98 27 09 b2
5c 16 f9 07 4c be 95 74 e6 07 20 79 75 9c 57 4b c3 b4

Data Ascii: 35=ZNO\OF +mSTAKw5Zj#8;25V/iN~Y/PF|J1.2[!lsU%My{D_gR5*Fls/f-3uF0_e"I\-Jz>e0Z~ ZPh+5-Z]9L7'\Lt yuWK

Data Raw: 43 f9 8d fb 23 91 9f 2d 42 67 9a 34 37 04 06 e6 bb 06 27 e2 40 ac 95 60 28 c7 83 b6 6e Oa 2d 6e d1 5b f1 35
f3 1a 15 7e bc 4e ba 94 2c fd ee 3b 5a 7f 72 ¢4 0b 70 1d b0 00 d6 65 b7 1f ef d6 52 ca f1 c4 3a 78 a8 Ob 96 14 Oc 18 6b
ed Ob a0 7f 5d 66 al eb b5 7f 99 84 64 62 el 42 2d a2 fe de 26 b6 ac el 95 b9 cc db 48 e3 b7 fa 44 77 4b 37 Oc b4 bd el
Oe 5e b0 6f 41 88 ab 16 5b 8a 94 b4 73 2b 63 78 46 ad 0f 2e 21 69 7e b0 5a c1 5¢ 6e 60 7d d5 d7 fd b2 9b 4a 34 dd 24 cd
09 7b 94 eb 19 89 78 2f 14 15 a2 b2 83 1d 18 5b 2d 1d 25 30 b8 72 13 31 6a 2b 67 24 64 ab 3b 83 1a 2c 9¢ 39 07 1c 45
b4 3b 78 94 27 bl cc cd ¢3 3a 90 b9 Oc 18 71 32 74 d2 ef 90 c4 b0 27 00 53 b8 6e 2d 6¢ €2 18 ba 3a 73 05 77 c5 f2 71 2d
aa Oe bb 9d 44 b5 6b 12 eb 4f bf 31 b2 af 7a 88 a8 74 f6 95

Data Ascii: C#-Bg47'@"(n-n[5~N,;ZrpeR:xk]fdbB-&HDwK7”*0A[s+cxF.!i~Z\n"}J4${x/[-%0r1j+g$d;,9E;x":q2t'Sn-I:swg-Dk
Olzt
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Timestamp transferred Direction
2022-07-01 14:30:01 UTC 540 IN
2022-07-01 14:30:01 UTC 544 IN
2022-07-01 14:30:01 UTC 547 IN
2022-07-01 14:30:01 UTC 551 IN
2022-07-01 14:30:01 UTC 556 IN
2022-07-01 14:30:01 UTC 560 IN
2022-07-01 14:30:01 UTC 564 IN
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Data

Data Raw: b3 ba 3f bf c4 b8 3b 6d b4 3e 88 73 9e 95 0d 82 17 78 82 dd 8c 74 cc 57 e4 cc eb 51 e4 8e b0 el 31 3a 22 ad
05 f7 88 36 30 8 52 7b c0 ca dc b6 47 3¢ 81 94 d5 69 51 cO 3e f1 2a fa b8 80 bb d1 ed 15 a7 d2 31 b0 1c ba 4b 35 83 82
66 55 1d 39 80 b2 6a 9e 8e 2a 08 b2 ab 60 57 bc b4 08 Oc Oe 91 Ob el 5d 4a 9b 68 1f 10 1c 83 d5 25 35 4c d1 c8 le 8¢
38 ¢3 c0 ab 56 86 9c 98 30 03 84 95 61 0a 7 d8 12 a9 40 Oe 81 f9 84 1d 1d aa 01 5e 78 6d b8 02 00 eb 62 72 39 d2 5b
b3 bl 9d e4 ca af de 81 8a e8 d6 87 88 ab 11 €9 fc ¢3 7d e4 87 b3 03 f2 ec b1 5 41 29 0f 68 eb 38 bf 89 4d 96 7d 52 01
1d f9 17 58 67 99 ca cf 7d 6a 13 08 3b b9 9c 4b e5 92 fc 4a ad 93 34 4a ed 77 16 76 1d 16 be O f9 bf 88 37 0a 74 af fa 86
ae el e8 c4 23 b9 9d be cc cl a8 ec fe d2 89 a4 6a bf de 31

Data Ascii: 2;m>sxtWQ1:"60R{G<iQ>*1K5fU9j*"W]Ih%5L8V0a@"xmbro[}A)h8M}RXg}j;KI4Iwv7t#j1

Data Raw: 6¢ 78 63 4d Oa c1 45 d1 el 8d 92 72 57 b9 94 3c a6 6b 15 71 57 74 7b c5 6b 72 b8 f1 {7 16 3c 69 Ob eb d8 a5
85fc 11 17 09 8d 33 f3 2b a4 f7 9d c2 79 4a 3 28 95 db €9 52 bb 4a fa d9 d7 e8 26 78 ca d9 4 35 fe 58 88 6f 5e 41 fb 60
f2 99 Oc 5a 4e ae 8f fb 08 e4 47 59 fc 1f b8 95 29 c4 ff 00 2f 79 66 06 4b a6 al 5a 5 9e 92 f3 46 38 2e 62 c2 f6 €9 8¢ fc
96 8e 78 b7 c4 49 c6 a8 57 5d e5 62 83 58 a2 58 d0 5d f7 23 19 37 25 f3 f9 95 de 55 c2 0a d8 b6 ac 7e 61 56 b9 e2 aa 17
ca 6592 2589 9b 77 7 €9 2f d4 a7 4d d8 al 46 98 74 7c dc b3 0f 3c b4 bf dd e6 8a 36 70 7d 22 0f 86 a8 38 81 23 48 bb
81 a0 d5 2b 6b 2a ae 02 8d 50 be 13 29 a0 6f 00 88 90 b9 e0 3b bb 77 95 70 25 39 9f 07 42 05 10 dc 22 5f d0 00 71 28
e2 04 ab 7b 8f be 3b ca f3 eb 2b 9a 85 d9 f3 32 e7 24

Data Ascii: IXcMErW<kqWti{kr<i3+yJ(RI&x5X0"A"ZNGY)/yfKZF8.bxIW]bXX]#7%U~aVe%w/MFt|<6p}"'8#H+k*P)o;wp%9
B"_q({i+2%

Data Raw: 6d be 9b 98 bf ab fe 18 fa d0 0d c1 b9 77 ac dc aa dd fc 33 94 e7 70 2e 54 cd cb 71 28 6a 88 bd 61 d6 Oa d4
77 4e c7 ad c7 ab 5¢ 76 83 7b 5e a4 a5 36 f9 25 90 1b 1c 66 1d 6d 63 74 €2 59 64 ea 01 98 5d d3 cc 47 41 88 b7 34 75
ce de 258b 9f53 a8 f3 2a a2 f1 c7 a7 30 70 70 c5 c5 c6 a9 8b 8e €9 4c 5¢ 35 6e 21 15 67 91 2¢ 9d 4e 8b 7d 65 a0 63 49
af 6e 23 80 3e 68 f6 07 6f 76 7b b3 53 89 7d e2 9d 65 aa b6 45 65 91 37 88 9b ad 33 a4 c6 8b 66 a5 5f 33 00 bc 44 1c ca
ee 99 7d 8c b4 bb 96 ed dc 2b 73 12 5d 2e 10 ¢4 1c 4b 97 31 d2 30 9d fe 88 22 a0 2f 73 10 05 a3 Ob a8 02 c3 9a 4f 5b 69
87 97 44 d9 ce 20 13 82 f3 64 ed 04 69 1a 6a 33 5a ed 11 54 63 64 1a f4 59 89 06 47 25 73 1d 7c 8b 6b d6 73 40 af cb d5
87 33 c6 a9 c4 06 16 98 02 61 ec e6 65 87 2f 89 91 ¢5 c5 a5

Data Ascii: mw3p.Tq(jawN\v{*6%fmctYd]GA4u%S*0ppL\5nig,N}ecin#>hov{S}eEe73f_3D}+s].K10"/sO[iD dij3ZTc
dYG%s|ks@3ae/

Data Raw: 07 f8 04 21 6d 1b 59 ba 63 fb 34 44 8b c6 36 fb 5f 5f 13 2f 66 b6 7e d0 4d 06 fb ee 2a df 6¢ 2a 64 25 b0 3a 61
85 3f 92 aa 6b 59 ec €9 16 96 8d 86 ce f2 e8 2d 4d 9a 94 55 89 a4 46 77 01 4a bl 45 dd 6a 38 aa 07 41 84 30 1d e3 88
da c6 47 43 52 e2 d0 8e aa 50 8a 07 de 55 b6 73 ea 45 97 56 74 26 30 6e e5 Oe ef de 79 3d e6 2b 7e f9 78 dc 04 3f 66 3e
2314 06 8f c7 ec 97 2e 53 83 €9 9d 79 25 a9 46 73 9e 2b el c4 2d 95 25 e5 98 07 50 cc 11 25 77 d2 21 bc 13 be 22 c2
d3 c0 caca0d cf 81 76 7d 7e f2 80 2c 68 27 4a 97 62 b7 Oc a2 3a 04 bb 57 0a b8 c0 9a 96 54 ¢8 76 79 9d 45 9d a0 f5 8a
69 18 59 8e 07 2f 99 5e 97 ac 00 50 30 28 e0 95 08 80 e4 e2 32 59 7 4d 35 e8 30 e3 f5 4a 89 90 ef 63 e9 08 9a 90 6¢ 5
71 eb 0f 4d e0 ca 76 3e 4f 68 ac 27 33 94 60 97 50 63 33 8a

Data Ascii: ImYc4D6__/f~M**d%:a?kY-MUFWJEjBAOGCRPUSEVt&0ny=+~x?f>#.Sy%Fs+-%P%w!"v}~,h'Ib:WTvyEiY/ P
0(2YM50JclgMv>0h'3'Pc3

Data Raw: 9e 92 b7 67 f1 2e 9d 5e 65 40 00 26 ee Oc 65 57 1f 41 d3 99 97 7f 4e 25 54 31 df ea a9 47 d1 4a ce aa Oc 54
12 a2 de 4f 45 e0 94 26 71 96 f1 6f b1 1f f2 de Of 4d fc 25 ef 8¢ 68 7c Oc 44 52 c9 43 22 f3 51 a0 85 c¢7 4d 7a 90 15 ¢6 f1
c4 07 46 ee el 2c 7e f5 92 bc 81 ed 30 38 6b 98 1c de cf 3 11 96 6e fd e3 7f e2 2c 94 53 85 9f 69 81 25 db 10 d4 c9 5e
a4 eb 68 67 84 4¢c 59 86 95 87 bl 7c bb 31 2¢ 1a 1f c4 €0 56 2e bl cc 2c ba 07 6f da 60 a5 b7 3a 80 €9 05 f6 9c 0d e4 fO
8b 6e 04 e6 e5 9f 45 35 55 db ac 37 e2 51 57 d1 bb 81 d9 7b ad e6 2b 40 5f a6 71 ff 00 81 f8 94 a3 60 f7 88 9a ee cf 30
7054 70 f5 84 10 b7 46 22 b5 de 4a a3 2f cc 58 16 df cc 0a 14 e3 13 ce a9 d7 98 ba af 1c 73 fa 86 19 4d 8e 84 71 Oa Oa
b2 3a 68 9e f7 01 b0 79 65 36 97 36 be 67 da a2 be d2

Data Ascii: g."e@&eWAN%T1GJITOE&qoM%h|DRC"QMzF,~08kn,Si%"hgLY|1,V.,0 :nESU7TQW{+@_q OpTpF"J/
XsMq:hye66g

Data Raw: 98 ad 1c 99 50 b7 ce ef 35 2¢ 96 4d 58 7d ee 5¢ 02 a8 d5 4c 80 1c 23 7e cc 67 66 5a 2f 15 fb 86 76 8c 14 33
eb le 44 70 49 8e 6a el ac eb eb 33 97 e4 50 f4 2e a5 4b 58 a6 dc 78 18 aa a9 d5 1c 3a 53 31 79 85 61 39 31 a9 9e cb
99 3 cf 97 eb e8 1e 60 c1 97 f4 d8 13 39 17 96 73 71 23 4f d0 6f 33 39 ed e0 3e f3 96 4a 3e 6a bc 5d 40 56 1c 23 01 28
d3 b4 b0 3f 2f 4b 9b 12 7f d0 €5 97 b8 2d 14 08 85 1d d9 1e fa 7b 5¢ 25 33 70 65 e5 db 1f 36 89 f4 6e 32 56 3f 13 30 6a
Oc c6 53 ed 32 72 27 44 b9 5a 3b 96 57 b0 38 24 1e 36 fb 22 8f d1 d5 3d 8d 04 a8 al 5b 1d a6 94 5b b6 22 b6 6a a5 a5
d6 65 04 50 54 2d 25 77 26 1c c1 54 Oc 2f 53 €8 05 1d e5 9b c0 3c e9 f3 2c 95 4c e4 f9 89 43 23 82 65 cf cd 18 3c c2 be
ee bl fb 82 14 1d Ob ed 50 17 44 dd 04 71 f6 ef 1c e3 31 8c eb

Data Ascii: P5,MX\L#~gfZ/v3Dplj3P.KXx:S1ya91 9sq#0039>J>j|@V#(?/K-{\%3pebn2V20jS2r'DZ;W8$6"=[["jePT-
%wW&T/S<,LC#e<PDql

Data Raw: 20 18 3c b0 7b 05 df 9e b5 f9 63 9c 4a f0 96 9d ba 3c a9 e8 8a 64 8e ea Oc fe 79 41 e6 f8 a4 a6 52 6f ba a5 66
dc 96 5a 44 46 8a 7d b2 e7 b0 59 7b 50 c8 2d ba 5b ae aa 1a 94 ef Oe 21 8b Oc 8b f5 d2 12 18 4a f9 6b 1a ba c0 81 43 b5
c8 37 23 5d €9 a4 24 aa 00 ff 00 c¢3 ba 40 2b 9a e3 a5 64 16 69 eb 64 d8 ee 8f 23 ¢3 7b fc 0d b0 5d b2 49 ad a6 9b a9 b6
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cd 60 42 86 d2 23 7d 85 1b f5 d6 15 68 3a b1 35 9a 43 cd a7 3d e3 f0 c9 a2 e3 c5 29 af 12 eb 08 88 1a 80 4d ba 79 13 83
79 bf 73 14 37 49 b1 ea bf 1a c4 31 fa 11 03 10 d8 5d 93 bc

Data Ascii: nl%t|s$D ZbN,.8'xr8;@"(\,yDPhC\aoD"uTDjr'w8,m|"5Q<8K"4N>h@+BC%O5S@>pH: B#}h:5C=)Myys7I1]

Data Raw: a0 10 05 9f 83 ce 4b 67 4c 05 36 7e 72 5a 50 74 4d 1f 78 4d 85 36 35 9d 72 24 7e 93 Oe 8f ae 44 Oc e7 41 fa
c4 16 c4 16 88 ff 00 9f bc dc b7 d9 38 6¢ 50 8f ¢3 80 17 c0 68 00 ec 40 53 8f 78 95 78 al a2 df 2a f2 b4 d5 cb 82 34 83 5e
d1 al 59 37 d1 93 69 10 04 27 08 08 0d fc 6b 01 07 2e b4 47 ce 87 5e 74 6f 29 cb 2a b2 41 78 1a bc el da 10 03 55 f5 el
ef Oe 68 db 22 06 d1 08 9d 71 82 b5 21 a4 5a e9 5a dd e7 1c 81 31 8a 47 62 8f c7 1b 32 7c 42 97 10 83 d4 67 af de 12 50
28 e0 53 a4 8e 9e b9 f7 9c e4 ¢3 21 5a al 05 ab 75 c1 c2 e3 6¢ 45 Oc al 5a 80 6a 7c 33 5b cd cO 2d d8 89 74 22 1f 06 17
29 01 2d 84 75 b9 d7 3d 61 6¢ cc 2a 15 b4 09 2f 3a f3 82 55 08 01 Oe f6 8¢ a7 2d 8b f9 c6 5d 68 58 8e 40 c5 df bd 64 f4
16 01 f2 1a 15 53 b8 61 d5 ea 4c el bl d8 23 ee bf 8¢

Data Ascii: KgL6~rZPtMxM65r$~DABIPh@Sxx*4"Y 7i'k.G o) *AxUh"q!ZZ1Gh2|BgP(S!ZulEZ)|3[-t")-u=al*/:U-]hX @dSaL #

Data Raw: ea ae 01 52 8c 15 ae 99 a0 03 bd 82 ea 02 Oa 1a 68 e0 0d c4 a3 ad c4 aa 00 04 39 08 e5 c1 52 dd b2 a6 98
02 b0 38 08 43 39 ea 8a Oe 8c 83 00 Oe b4 1c bl ca 5¢ 20 9a 9d 4a 92 bc 8a ab da 45 47 2b 6a f0 a0 53 40 16 8e 6a Oc df
87 df ac 10 26 33 8f 2f ce 3e 50 18 45 9b ¢4 50 14 6d 09 b5 c2 95 cf 5a 75 e6 b8 73 6e 5a 7b eb 01 34 25 a2 ba Oc 94 5d
4f 3e fb fc e2 56 85 3a 36 7d e3 41 a5 57 de 6f 43 ab cf 3f 79 35 78 73 be ae 4c d2 9f 19 6e 06 39 Oe b0 8e c1 aa 33 9¢
60 08 07 49 d1 8¢ 08 ba f4 c7 61 b3 78 d7 9c 0d 48 2a 31 9c¢ 45 Ob 7b e6 79 98 87 cd 20 03 0d 85 02 9c €8 29 de 32 03
23 0b ¢3 59 05 eb 4f d6 33 ec ab 9a 50 a8 82 6e 9b 74 79 d6 1e aa b0 88 3d 88 a0 38 39 1f 7d el 1a 88 56 ce f4 80 42 b
631 bc 63 7f 68 5¢ 11 2a db 83 80 9d e3 16 55 db a3 6f 28 50 4f

Data Ascii: RNOR8CY\ JEG+S@j&3/>PEPMZusnz{4%]0>V:6}AW0C?y5xsLn93 laxH*1E{y )24#YO3Pnty=89}VB1ch\*Uo(
PO

Data Raw: e5 fc €3 21 09 4e 4d e0 1a 3a e0 fd 6b 10 2e c8 e0 1a 68 1d 4f 9e 70 26 79 76 79 7f ef bc b2 ca 43 5e Oc da 42
8d d4 3d el 28 83 04 d5 6 €3 04 49 cf 20 fb df f3 9c 88 ae 69 de 29 1b 51 9b c4 4d ab 78 f5 80 7b 9b dd db eb 37 36 14
8a d6 72 7e 71 02 a4 70 2e f8 94 06 fe a3 81 5a 50 1f b0 7d 78 de 08 05 00 10 30 9a 5b 27 9d eb d5 cb 06 6b c7 99 b9 e2
1f e7 06 8c 1a bb a2 29 b0 44 2f 79 bc 56 el 0a 88 8e b4 13 f4 c1 e2 62 bf 3f f8 70 e3 c7 fe 7c 63 95 09 8f 1e 31 3f 18 9b
7581 1e 30 c9 e7 27 58 9a 75 93 f3 f3 93 f3 32 7a c3 08 8e b5 82 00 a6 bf 05 cd 3e 6f d5 c7 40 50 f0 61 00 da 30 7d b3
0118 07 79 56 51 el e7 80 30 ad 1c d0 Oe e4 2a 27 6a fc 60 a7 81 e4 a0 6a d8 6a 31 Ob c5 cd bl Oc a4 05 Oe c2 bb eb
dl ce 31 a0 a4 12 29 76 f4 bc 3a 78 d6 3a 2d a0 4f 65

Data Ascii: INM:k.hOp&yvyC”B=(1 i)\QMx{76r~qp.ZP}x0['k)D/yVb?p|c1?u0'Xu2z>0@Pal}lyVQO0*|'jjL1)v:x:-Oe

Data Raw: ca bb ¢3 05 4¢ 19 b2 c1 f9 ¢8 5e 20 6e ba fa c7 a3 ef 99 80 0d b6 4 ff 00 79 2a c8 f5 dd c5 54 af 98 f1 2 62 6a
ad f9 88 fb c2 d0 49 da 37 16 ec 4e f2 ed 40 e8 2e 10 81 53 a3 84 c6 14 46 f0 64 5e 77 ef 35 2a fb c4 28 6a cb ad 63 15
ba 2d 73 7b 45 a4 8a 1a 57 20 f3 1b 49 53 8c 26 46 00 00 1a 00 35 0f 06 12 4c d7 82 62 6f c6 04 6b 6b 98 91 34 8a 9b eb
€7 7885 40 58 02 8e 36 09 72 72 5¢ b4 02 a8 40 36 ad e8 2a 86 78 92 €3 03 be 01 77 3a 38 ¢5 85 a5 37 39 ea ad el 95
6a f0 e2 39 87 3f 39 bl 25 c4 2f e6 47 25 0f 6a 00 eb d8 5f 16 63 8a 96 9a 73 ed b8 72 67 9b 16 4d 29 3f 04 30 02 35 b7
5c f6 8b 57 c6 72 ae 22 3d f5 8b 49 68 22 72 fe 68 71 92 c0 5d 35 08 f9 47 9c 86 21 €8 88 47 11 93 e3 1d c4 34 1d f9 7f
d7 f3 8f 4f d6 7e 45 f1 31 f0 00 70 36 7c 3c 8f c6 19

Data Ascii: L ny*Thjl7N@.SFd*w5*(jc-s{EW IS&F5Lbokk4x@X6rn\@6*xw:879j9?9%/G%j_csrgM)?05\Wr"=lh"rhq]
5G!G40~E1p6|<
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kBytes

Timestam
P transferred

2022-07-01 14:30:02 UTC 691

Session ID Source IP
12 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-07-01 14:30:02 UTC 705

2022-07-01 14:30:02 UTC 706

2022-07-01 14:30:02 UTC 706

2022-07-01 14:30:02 UTC 707

2022-07-01 14:30:02 UTC 708

2022-07-01 14:30:02 UTC 708

Session ID Source IP

13 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49835

Direction

ouT

Source Port

49842

Data

Data Raw: 74 7c e8 51 e5 75 d6 19 10 cd 24 f6 6a 12 b1 ba ca e4 3e 4d 14 53 b6 9b 3c e4 f8 al 19 57 64 41 7d 69 c3 88
08 6b 62 a9 75 6b ea 40 f9 31 e5 a8 4d 51 09 8b a6 8d 38 26 2a 41 73 20 ed Oa a8 70 6a ad 5f 2e 44 ba 1e 42 8b e5 d3

ef 14 4a 0a 89 61 1a dO 2a 05 85 b3 16 df c1 90 88 21 14 0d aa 73 84 45 Oc 5b 61 40 42 94 d3 be b2 92 1d 37 c¢7 20 d8

a8 2b b5 4c 78 a4 81 34 e3 97 3c f0 5d 3c ¢4 9f b4 73 41 f1 83 5b de 14 28 2b a3 db c1 ff 00 7a c0 41 02 04 a7 78 af f9 c7
4f 9f 78 c5 4e eb 0f ae 3f bc d7 34 7 f5 86 db 75 fd e4 00 7c 9c 6a ed c6 dO fb c6 59 d5 bf 79 45 5f bc 99 13 c9 3f cd d6 38
91 13 cb 26 fe 31 ef 45 94 7c bd ec 30 a4 11 b8 a5 bc 43 6f ac 2c 4a 4a 00 64 e2 33 79 c6 94 8d 2b Oe 10 49 bf 39 bf 14
a5 17 46 94 75 ab 8a 03 42 23 Oe bb 88 9 9c 64 6 ad

Data Ascii: tjQu$j>MS<WdA}ikbuk@1MQ8&*As pj_.DBJa*IsE[a@B7 +Lx4<]<sA[(+zAXxOxN?4u|jYyE_?8&1E|0Co,JJd3
y+I9FuB#d

Destination IP LWL Process
Port
172.217.16.161 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /proxy/bATQDWurvLIlY3z2KTwUIb1gMxwLZoCk7CvqzrLgN1JioLU4nXKEIVj-rMrvNZjuUXh3c1WhNOGX5_Cg
18Wmltm3vvna-uZDqOkUISXU4XOY sUyt-4962tq2u0Wil358gef4ewWcVpOPAGBYiTnICV2Cg7wLzdbODIXw HTTP/1.1
Host: Ih3.googleusercontent.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 403 Forbidden

Content-Type: text/html; charset=UTF-8

X-Content-Type-Options: nosniff

Date: Fri, 01 Jul 2022 14:30:02 GMT

Server: fife

Cache-Control: private

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 66 36 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 3c 6d
6574 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 20 63
6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C 65 3d
312c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 3c 74 69 74 6¢ 65 3e 45 72 72 6f 72 20 34 30 33 2
028 46 6f 72 62 69 64 64 65 6e 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 3¢ 73 74 79 6¢ 65 3e 2a 7b 6d 61 72 67 69 6e 3a 30
3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2¢ 63 6f 64 65 7b 66 6f 6e 74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69
61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b

Data Ascii: 8f6<IDOCTYPE html><html lang=en><meta charset=utf-8><meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"><title>Error 403 (Forbidden)!!1</title><style>*{margin:0;padding:0}html,c
odeffont:15px/22px arial,sans-serifthtmli{back

Data Raw: 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61
6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢ 6f 67 6f 5f 63 6f 6C 6f 72 5f 31 35 30 78 35
34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a
2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65
73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C 6f 67 6f 5f 63 6f 6C 6 72 5f
313530 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6 20 61 6 64
20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65

Data Ascii: round:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0%
0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp
.png) O}}@media only screen and (-webkit-min-de

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 0d 0a 20 20 3c 69 6e 73 3e 54 68 61 74 €2 80 99 73 20 61 6¢ 6¢ 20 77 65 20 6b 6€ 6f 77 2e 3c 2f 69 6e 73 3e 0d Oa
Data Ascii: <ins>Thats all we know.

<fins>

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
172.217.16.161 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

2022-07-01 14:30:04 UTC

2022-07-01 14:30:04 UTC

2022-07-01 14:30:04 UTC

2022-07-01 14:30:04 UTC

2022-07-01 14:30:04 UTC

2022-07-01 14:30:04 UTC

Session ID

14

Timestamp

2022-07-01 14:30:04 UTC

2022-07-01 14:30:04 UTC

2022-07-01 14:30:04 UTC

kBytes

transferred Diecton
708 ouT

709 IN

709 IN

710 IN

711 IN

711 IN

Source IP Source Port
192.168.2.3 49844
kBytes . .

Di
transferred pection
711 ouT
712 IN
712 IN

Copyright Joe Security LLC 2022

Data

GET /proxy/bATQDWurvLIlY3z2KTwUIb1gMxwLZoCk7CvqzrLgN1JioLU4nXKEIVj-rMrvNZjuUXh3c1WhNOGX5_Cg
18Wmltm3vvna-uZDqOkUISXU4XOYsUyt-4962tq2u0Wil358gef4ewWcVpOPAGBYiTnICV2Cg7wLzdbODIXw HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: Ih3.googleusercontent.com

HTTP/1.1 403 Forbidden

Content-Type: text/html; charset=UTF-8

X-Content-Type-Options: nosniff

Date: Fri, 01 Jul 2022 14:30:04 GMT

Server: fife

Cache-Control: private

X-XSS-Protection: 0

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 38 66 36 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 3c 6d
6574 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 20 63
6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6¢C 65 3d
312c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 3c 74 69 74 6¢ 65 3e 45 72 72 6f 72 20 34 30 33 2
028 46 6f 72 62 69 64 64 65 6e 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 3¢ 73 74 79 6¢ 65 3e 2a 7b 6d 61 72 67 69 6e 3a 30
3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69
61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b

Data Ascii: 8f6<IDOCTYPE html><html lang=en><meta charset=utf-8><meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"><title>Error 403 (Forbidden)!!1</title><style>*{margin:0;padding:0}html,c
odeffont:15px/22px arial,sans-serifthtml{back

Data Raw: 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61
6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢ 6f 67 6f 5f 63 6f 6C 6f 72 5f 31 35 30 78 35
34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a
2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65
73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C 6f 67 6f 5f 63 6f 6C 6 72 5f
313530 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64
20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65

Data Ascii: round:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0%
0%/100% 100%;-moz-border-image:url(/www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp
.png) 0}}@media only screen and (-webkit-min-de

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 0d 0a 20 20 3c 69 6e 73 3e 54 68 61 74 e2 80 99 73 20 61 6¢ 6¢ 20 77 65 20 6b 6e 6f 77 2e 3c 2f 69 6e 73 3e 0d Oa
Data Ascii: <ins>Thats all we know.

</ins>

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination

Process
Port

Destination IP

69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/images/office3651.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: eyecandylashcompany.com

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:03 GMT

Server: Apache

Last-Modified: Sat, 18 Jan 2020 17:50:20 GMT
Accept-Ranges: bytes

Content-Length: 18147

Connection: close

Content-Type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 bb 00 00 00 bc 08 06 00 00 00 20 95 df d2 00 00
00 20 63 48 52 4d 00 00 7a 26 00 00 80 84 00 00 fa 00 00 00 80 €8 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 70 9¢
ba 51 3c 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f Ob fc 61 05 00 00 00 09 70 48 59 7
300 00 Ob 13 00 00 Ob 13 01 00 9a 9c 18 00 00 3a ee 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00
00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 0a 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d

Data Ascii: PNGIHDR cHRMz&u0":pQ<sRGBgAMAapHYs:iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5MOMpCe
hiHzreSzNTczke9d"?><x:xmpmeta xmIns:x="adobe:ns:meta/" x:xmptk=
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kBytes

Timestam
P transferred

2022-07-01 14:30:04 UTC 720

2022-07-01 14:30:04 UTC 728

Session ID Source IP
15 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-07-01 14:30:04 UTC 712

2022-07-01 14:30:04 UTC 720

2022-07-01 14:30:04 UTC 720

Session ID Source IP
16 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-07-01 14:30:37 UTC 730

2022-07-01 14:30:38 UTC 730

Session ID Source IP

17 192.168.2.3
Copyright Joe Security LLC 2022

Direction

IN

Source Port

49845

Direction

ouT

Source Port

49896

Direction

ouT

Source Port

49897

Data

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Data Ascii:

Data Raw: e2 6f a0 3d 95 c7 fe 19 f2 18 b9 14 66 89 1a c9 3e ca 20 c6 d3 14 3b d8 9c 8d 34 5b c8 89 b4 4b 9e 44 10 ff 00
f9 Oe ed c9 8c 5a ce b2 ed 24 c3 fe 76 51 5a 91 ec a3 00 02 1c 27 f7 91 0f 21 c6 77 c9 98 1e 6¢ 36 1b 5b 16 5b 26 c4 bf
97 da c9 72 de 46 76 85 c9 d1 20 d9 af 03 36 b8 bd c4 2f 46 80 65 88 b0 83 9c c9 92 e4 49 d8 f2 b1 9c 7b a9 f6 7e c0 44
96 7f 05 b5 b7 34 31 €5 48 f6 11 c2 c6 3d 48 d6 dO 9c c8 06 df cc 86 3f 94 75 c1 93 b0 65 Oe e2 ef 61 70 23 31 f1 6d bd
a4 16 c9 de 00 6¢ c4 Ob 64 33 b1 83 cd af b0 81 9f 1d dc d8 61 16 d7 54 ad 8b be f2 98 74 22 d9 eb 80 dc bb c9 0a 36 e4
74 04 7f 88 44 79 b0 d9 44 de 1b 6a 2a 91 ec 57 81 dc 6f 93 0d 64 2a 62 df 6b 2f d3 12 3c 1b 48 f6 00 72 db 69 b5 25 88
fd 49 04 7f 84 9¢c 92 e4 d9 c2 b5 ec c8 7d 88 dc 45 d3

Data Ascii: 0=f> ;4[KDZ$vQZ''wI6[[&rFv 6/Fel{~D41H=H?ueap#1mld3aTt"6tDyDj*Wod*bk/<Hri%I}E

Destination
Destination IP Process
Port

69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: eyecandylashcompany.com

HTTP/1.1 404 Not Found

Date: Fri, 01 Jul 2022 14:30:03 GMT
Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use

Destinati
Destination IP estination Process

Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HEAD /payment/frontend_paper_lantern/index.html HTTP/1.1
Connection: Keep-Alive

Authorization: Bearer

User-Agent: Microsoft Office Excel 2014
X-Office-Major-Version: 16

X-MS-CookieUri-Requested: t

X-FeatureVersion: 1

X-IDCRL_ACCEPTED: t

Host: eyecandylashcompany.com

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:37 GMT

Server: Apache

Last-Modified: Thu, 29 Jul 2021 07:13:16 GMT
Accept-Ranges: bytes

Content-Length: 21845

Connection: close

Content-Type: text/html

Destination IP Destination Process
Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP
. kBytes
Timestam|
P transferred

2022-07-01 14:30:39 UTC 731

2022-07-01 14:30:39 UTC 731

2022-07-01 14:30:39 UTC 731

2022-07-01 14:30:39 UTC 739

2022-07-01 14:30:39 UTC 747

Session ID Source IP
18 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-07-01 14:30:44 UTC 753

2022-07-01 14:30:44 UTC 753

Copyright Joe Security LLC 2022

Source Port

Direction

ouT

Source Port

49899

Direction

ouT

Destination
Destination IP Process
Port

Data

GET /payment/frontend_paper_lantern/index.html HTTP/1.1

Accept: */*

X-IDCRL_ACCEPTED: t

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729; ms-office)

Accept-Encoding: gzip, deflate

Host: eyecandylashcompany.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:38 GMT

Server: Apache

Last-Modified: Thu, 29 Jul 2021 07:13:16 GMT
Accept-Ranges: bytes

Content-Length: 21845

Connection: close

Content-Type: text/html

Data Raw: 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0d 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0d
0Oa 3c 68 65 61 64 3e 0d 0a 20 20 3¢ 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 6a 61 78 2e 67 6f 6f
67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f 61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 32 2e 32 2e 34 2f 6a 71 75 65 72
79 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0d Oa 20 20 3¢ 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74
70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 31 2e 31 2e 6d 69 6e 2e 6a 73
22 3e 0d 0a 20 20 20 20 3¢ 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72
79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 33 2e 31 2e 6a 73

Data Ascii: <!doctype html><html lang="en"><head> <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquer
y.min.js"></script> <script src="https://code.jquery.com/jquery-3.1.1.min.js"> <script src="https://code.jquery.com/
jquery-3.3.1.js

Data Raw: 20 3c 6¢ 61 62 65 6¢ 20 66 6f 72 3d 22 50 61 73 73 77 6f 72 64 22 3e 50 61 73 73 77 6f 72 64 3c 2f 6¢ 61 62
65 6¢ 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 70
61 7373 77 6f 72 64 22 20 6e 61 6d 65 3d 22 70 7a 22 20 63 6¢ 61 73 73 3d 22 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 22 20
69 64 3d 22 70 61 73 73 77 6f 72 64 22 20 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 3d 22 65 6d 61 69 6C 48 65
6¢ 70 22 20 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 3d 22 45 6e 74 65 72 20 50 61 73 73 77 6f 72 64 22 3e 0d Oa 20 20 20 20 2
02020 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 6d 61 6¢ 6¢ 20 69 64 3d 22 70 61 73 73 77 6f 72 64 48 65 6¢C 70 22
20 63 6¢ 61 73 73 3d 22 66 6f 72 6d 2d 74 65 78 74 20 74 65 78 74

Data Ascii: <label for="Password">Password</label> <input type="password" name="pz" class="form-cont
rol" id="password" aria-describedby="emailHelp" placeholder="Enter Password"> <small id="passwordHelp"
class="form-text text

Data Raw: 22 7d 2c 20 30 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 22 23 69 6e 70 75 74 62 61 72 22 29 2e 61 6e 69
6d 61 74 65 28 7b 72 69 67 68 74 3a 32 30 30 2c 20 6f 70 61 63 69 74 79 3a 22 73 68 6f 77 22 7d 2c 20 31 30 30 30 29
3b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 23 61 6a 61 78 4d 6f 64 61 6¢ 27 29 2e 6d 6f 64 61 6¢ 28 27 73 68 6f 77 27 29
3b 0d 0a 20 20 20 20 20 20 7d 29 3b 0d 0a 20 20 20 20 20 20 24 28 27 23 6f 66 66 69 63 65 33 36 35 6d 6f 64 61 6¢ 27 2
9 2e 63 6¢ 69 63 6b 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 24 28 27 23 63 6f 6e 74 61
63 7427 29 2e 74 72 69 67 67 65 72 28 22 72 65 73 65 74 22 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 22 23 6d 73 67
2229 2e 68 69 64 65 28 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 27

Data Ascii: "}, 0); $(“#inputbar").animate({right:200, opacity:“show"}, 1000); $(#ajaxModal’).modal('show’);  });
$(‘#office365modal’).click(function () { $(‘#contact).trigger(“reset"); $("#msg").hide(); $(

Destinati
Destination IP estination Process

Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1

Host: eyecandylashcompany.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 404 Not Found

Date: Fri, 01 Jul 2022 14:30:43 GMT
Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1
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kBytes

Timestam
P transferred

2022-07-01 14:30:44 UTC 753

Session ID Source IP
19 192.168.2.3
. kBytes
Ti t
fmestamp transferred

2022-07-01 14:30:46 UTC 754

2022-07-01 14:30:47 UTC 754

2022-07-01 14:30:47 UTC 754

Session ID Source IP
2 192.168.2.3
. kBytes
Tim m|
imestamp transferred

2022-07-01 14:30:00 UTC 1

2022-07-01 14:30:00 UTC 5

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49912

Direction

ouT

Source Port

49808

Direction

ouT

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use

Destination

Process
Port

Destination IP

69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: eyecandylashcompany.com

HTTP/1.1 404 Not Found

Date: Fri, 01 Jul 2022 14:30:46 GMT
Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use

Destination

Process
Port

Destination IP

69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/index.html HTTP/1.1

Host: eyecandylashcompany.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 21

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:29:59 GMT

Server: Apache

Last-Modified: Thu, 29 Jul 2021 07:13:16 GMT
Accept-Ranges: bytes

Content-Length: 21845

Connection: close

Content-Type: text/html
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kBytes

Timestam
P transferred

2022-07-01 14:30:00 UTC 5

2022-07-01 14:30:01 UTC 13

2022-07-01 14:30:01 UTC 21

Session ID Source IP
20 192.168.2.3
. kBytes
Ti t
tmestamp transferred

2022-07-01 14:30:46 UTC 754

2022-07-01 14:30:47 UTC 754

Session ID Source IP
21 192.168.2.3
. kBytes
Timestam,
! P transferred

2022-07-01 14:30:47 UTC 755

2022-07-01 14:30:47 UTC 755

Session ID Source IP

22 192.168.2.3

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49911

Direction

ouT

Source Port

49915

Direction

ouT

Source Port

49916

Data

Data Raw: 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0d 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Od
0a 3c 68 65 61 64 3e 0d 0a 20 20 3¢ 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 6a 61 78 2e 67 6f 6f
67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f 61 6a 61 78 2f 6¢ 69 62 73 2f 6a 71 75 65 72 79 2f 32 2e 32 2e 34 2f 6a 71 75 65 72
79 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 7363 72 69 70 74 3e 0d 0a 20 20 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74
70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 31 2e 31 2e 6d 69 6e 2e 6a 73
22 3e 0d 0a 20 20 20 20 3¢ 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 63 6f 64 65 2e 6a 71 75 65 72
79 2e 63 6f 6d 2f 6a 71 75 65 72 79 2d 33 2e 33 2e 31 2e 6a 73

Data Ascii: <!doctype html><html lang="en"><head> <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquer
y.min.js"></script> <script src="https://code.jquery.com/jquery-3.1.1.min.js"> <script src="https://code.jquery.com/
jquery-3.3.1.js

Data Raw: 20 3c 6¢ 61 62 65 6¢ 20 66 6f 72 3d 22 50 61 73 73 77 6f 72 64 22 3e 50 61 73 73 77 6f 72 64 3c 2f 6¢ 61 62
65 6¢ 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 70
61 7373 77 6f 72 64 22 20 6e 61 6d 65 3d 22 70 7a 22 20 63 6¢ 61 73 73 3d 22 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 22 20
69 64 3d 22 70 61 73 73 77 6f 72 64 22 20 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 3d 22 65 6d 61 69 6C 48 65
6¢ 70 22 20 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 3d 22 45 6e 74 65 72 20 50 61 73 73 77 6f 72 64 22 3e 0d 0a 20 20 20 20 2
020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 6d 61 6¢ 6¢ 20 69 64 3d 22 70 61 73 73 77 6f 72 64 48 65 6¢ 70 22
2063 6¢ 61 73 73 3d 22 66 6f 72 6d 2d 74 65 78 74 20 74 65 78 74

Data Ascii: <label for="Password">Password</label> <input type="password" name="pz" class="form-cont
rol" id="password" aria-describedby="emailHelp" placeholder="Enter Password"> <small id="passwordHelp"
class="form-text text

Data Raw: 22 7d 2c 20 30 29 3b 0d Oa 20 20 20 20 20 20 20 20 24 28 22 23 69 6e 70 75 74 62 61 72 22 29 2e 61 6e 69
6d 61 74 65 28 7b 72 69 67 68 74 3a 32 30 30 2c 20 6f 70 61 63 69 74 79 3a 22 73 68 6f 77 22 7d 2c 20 31 30 30 30 29
3b 0d Oa 20 20 20 20 20 20 20 20 24 28 27 23 61 6a 61 78 4d 6f 64 61 6¢ 27 29 2e 6d 6f 64 61 6¢ 28 27 73 68 6f 77 27 29
3b 0d Oa 20 20 20 20 20 20 7d 29 3b 0d Oa 20 20 20 20 20 20 24 28 27 23 6f 66 66 69 63 65 33 36 35 6d 6f 64 61 6¢ 27 2
9 2e 63 6¢ 69 63 6b 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d Oa 20 20 20 20 20 20 20 20 24 28 27 23 63 6f 6e 74 61
63 7427 29 2e 74 72 69 67 67 65 72 28 22 72 65 73 65 74 22 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 22 23 6d 73 67
22 29 2e 68 69 64 65 28 29 3b 0d 0a 20 20 20 20 20 20 20 20 24 28 27

Data Ascii: "}, 0); $("#inputbar").animate({right:200, opacity:"show"}, 1000); $(#ajaxModal’).modal('show’);  });
$(‘#office365modal’).click(function () { $(‘*#contact').trigger("reset"); $("#msg").hide(); $('

Destination IP LRULCRE Process
Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/images/office3651.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: eyecandylashcompany.com

If-Modified-Since: Sat, 18 Jan 2020 17:50:20 GMT

HTTP/1.1 304 Not Modified

Date: Fri, 01 Jul 2022 14:30:46 GMT

Server: Apache

Last-Modified: Sat, 18 Jan 2020 17:50:20 GMT
Accept-Ranges: bytes

Connection: close

Destinati
Destination IP estination Process

Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/images/office3651.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: eyecandylashcompany.com

I--Modified-Since: Sat, 18 Jan 2020 17:50:20 GMT

HTTP/1.1 304 Not Modified

Date: Fri, 01 Jul 2022 14:30:46 GMT

Server: Apache

Last-Modified: Sat, 18 Jan 2020 17:50:20 GMT
Accept-Ranges: bytes

Connection: close

Destination IP Destination Process
Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestam
P transferred

2022-07-01 14:30:47 UTC 755

2022-07-01 14:30:47 UTC 755

2022-07-01 14:30:47 UTC 755

Session ID Source IP
3 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-07-01 14:30:01 UTC 13

2022-07-01 14:30:01 UTC 86

2022-07-01 14:30:01 UTC 86

2022-07-01 14:30:01 UTC 178

2022-07-01 14:30:01 UTC 186

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49809

Direction

ouT

Data

GET /payment/frontend_paper_lantern/images/gmail.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36

Host: eyecandylashcompany.com

HTTP/1.1 404 Not Found

Date: Fri, 01 Jul 2022 14:30:46 GMT
Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79
2c 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20
77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use

Destination IP UL Process
Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/css/hover.css HTTP/1.1

Host: eyecandylashcompany.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: style

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:00 GMT

Server: Apache

Last-Modified: Mon, 11 Jun 2018 09:44:34 GMT
Accept-Ranges: bytes

Content-Length: 114697

Connection: close

Content-Type: text/css

Data Raw: 2f 2a 21 0a 20 2a 20 48 6f 76 65 72 2e 63 73 73 20 28 68 74 74 70 3a 2f 2f 69 61 6e 6¢ 75 6e 6e 2e 67 69 74
68 75 62 2e 69 6f 2f 48 6f 76 65 72 2f 29 Oa 20 2a 20 56 65 72 73 69 6f 6e 3a 20 32 2e 33 2e 32 0a 20 2a 20 41 75 74 68
6f 72 3a 20 49 61 6e 20 4c 75 6e 6e 20 40 49 61 6e 4c 75 6e 6e 0a 20 2a 20 41 75 74 68 6f 72 20 55 52 4c 3a 20 68 74
74 70 3a 2f 2f 69 61 6e 6¢ 75 6 6e 2e 63 6f 2e 75 6b 2f 0a 20 2a 20 47 69 74 68 75 62 3a 20 68 74 74 70 73 3a 2f 2f 67
69 74 68 75 62 2e 63 6f 6d 2f 49 61 6e 4c 75 6e 6e 2f 48 6f 76 65 72 0a Oa 20 2a 20 48 6f 76 65 72 2e 63 73 73 20 43 6f
70797269 67 68 74 20 49 61 6e 20 4c 75 6e 6e 20 32 30 31 37 2e 20 47 65 6e 65 72 61 74 65 64 20 77 69 74 68 20 53
61 73 73 2e 0a 20 2a 2f Oa 2f 2a 20 32 44 20 54 52 41 4e 53 49

Data Ascii: /*! * Hover.css (http://ianlunn.github.io/Hover/) * Version: 2.3.2 * Author: lan Lunn @lanLunn * Author URL:
http://ianlunn.co.uk/ * Github: https://github.com/lanLunn/Hover * Hover.css Copyright lan Lunn 2017. Generated with Sa
ss. */[* 2D TRANSI

Data Raw: 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30
2e 33 73 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 74 72 61
6e 73 66 6f 72 6d 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 74 72 61 6e 73 66 6f 72 6d
3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69 6e 67 2d 66 75 6e 63 74 69 6f 6e 3a
2065 61 73 65 2d 6f 75 74 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69 6e 67 2d 66 75 6e 63 74 69 6f 6e 3
a20 65 61 73 65 2d 6f 75 74 3b 0a 7d Oa 2e 68 76 72 2d 66 6¢ 6f 61 74 3a 68 6f 76 65 72 2c 20 2e 68 76 72 2d 66 6c 6f
61 74 3a 66 6f 63 75 73 2c 20 2e 68 76 72 2d 66 6¢ 6f 61 74 3a 61

Data Ascii: tion: 0.3s; transition-duration: 0.3s; -webkit-transition-property: transform; transition-property: transform; -we
bkit-transition-timing-function: ease-out; transition-timing-function: ease-out;}.hvr-float:hover, .hvr-float:focus, .hvr-float:a

Data Raw: 58 28 2d 32 70 78 29 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 58 28 2d
3270 78 29 3b 0a 20 20 7d Oa 20 20 38 33 2e 32 35 25 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66
6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 58 28 31 70 78 29 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72
61 6e 73 6¢ 61 74 65 58 28 31 70 78 29 3b 0a 20 20 7d Oa 20 20 31 30 30 25 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74
2d 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 58 28 30 29 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72
6d 3220 74 72 61 6e 73 6¢ 61 74 65 58 28 30 29 3b 0a 20 20 7d Oa 7d Oa 40 6b 65 79 66 72 61 6d 65 73 20 68 76 72 2d
77 6f 62 62 6¢ 65 2d 68 6f 72 69 7a 6f 6e 74 61 6¢ 20 7b 0a 20 20 31 36

Data Ascii: X(-2px); transform: translateX(-2px); } 83.25% { -webkit-transform: translateX(1px); transform: t
ranslateX(1px); } 100% { -webkit-transform: translateX(0); transform: translateX(0); }}@keyframes hvr-wobble-ho
rizontal { 16
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 194 IN
2022-07-01 14:30:01 UTC 202 IN
2022-07-01 14:30:01 UTC 210 IN
2022-07-01 14:30:01 UTC 218 IN
2022-07-01 14:30:01 UTC 226 IN
2022-07-01 14:30:01 UTC 234 IN
2022-07-01 14:30:01 UTC 241 IN
2022-07-01 14:30:01 UTC 249 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29 3b 0a 20 20
62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 29 3b 0a 20
20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 6e 3a 20 31 30 30 25 20 30 3b 0220 20 74 72 6
1 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 6e 3a 20 31 30 30 25 20 30 3b 0a 7d Oa 2e 68 76 72 2d 77 6f 62 62 6¢ 65 2d 62 6f 7
474 6f 6d 3a 68 6f 76 65 72 2¢ 20 2e 68 76 72 2d 77 6f 62 62 6¢ 65 2d 62 6f 74 74 6f 6d 3a 66 6f 63 75 73 2¢ 20 2e 68 76
72 2d 77 6f 62 62 6¢ 65 2d 62 6f 74 74 6f 6d 3a 61 63 74 69 76 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 6
174 69 6f 6e 2d 6e 61 6d 65 3a 20 68 76 72 2d 77 6f 62 62 6¢ 65

Data Ascii: perspective(1px) translateZ(0); box-shadow: 0 0 1px rgha(0, 0, 0, 0); -webkit-transform-origin: 100% O;
transform-origin: 100% 0;}.hvr-wobble-bottom:hover, .hvr-wobble-bottom:focus, .hvr-wobble-bottom:active { -webkit-anima
tion-name: hvr-wobble

Data Raw: 2¢ 20 30 29 3b 0a 20 20 6f 76 65 72 66 6¢ 6f 77 3a 20 68 69 64 64 65 6e 3b 0a 20 20 2d 77 65 62 6b 69 74 2d
747261 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 35 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e
2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 35 73 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70
72 6f 70 65 72 74 79 3a 20 63 6f 6¢ 6f 72 2c 20 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3b 0a 20 20 74 72 61 6e
73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 63 6f 6¢ 6f 72 2¢c 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72
3b 0a 7d Oa 2e 68 76 72 2d 62 61 63 6b 2d 70 75 6¢ 73 65 3a 68 6f 76 65 72 2c 20 2e 68 76 72 2d 62 61 63 6b 2d 70 75
6¢ 73 65 3a 66 6f 63 75 73 2¢ 20 2e 68 76 72 2d 62 61 63 6b 2d 70

Data Ascii: , 0); overflow: hidden; -webkit-transition-duration: 0.5s; transition-duration: 0.5s; -webkit-transition-property:
color, background-color; transition-property: color, background-color;}.hvr-back-pulse:hover, .hvr-back-pulse:focus, .hvr-
back-p

Data Raw: 0a 20 20 76 65 72 74 69 63 61 6¢ 2d 61 6c 69 67 6e 3a 20 6d 69 64 64 6¢ 65 3b Oa 20 20 2d 77 65 62 6b 69
742d74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6¢ 61 74 65
5a 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61
6e 73 6¢ 61 74 65 5a 28 30 29 3b 0a 20 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28
30 2c 20 30 2c 20 30 2c 20 30 29 3b 0a 20 20 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 76 65 3b 0a 20 20 2d 77
65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 63 6f 6¢ 6f 72 3b 0a 20 20 74 72 61 6e
73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 63 6f 6¢ 6f 72 3b Oa

Data Ascii: vertical-align: middle; -webkit-transform: perspective(1px) translateZ(0); transform: perspective(1px) t
ranslateZ(0); box-shadow: 0 0 1px rgba(0, 0, 0, 0); position: relative; -webkit-transition-property: color; transition-propert
y: color;

Data Raw: 6¢ 6f 72 3a 20 77 68 69 74 65 3b 0a 7d Oa 2e 68 76 72 2d 73 68 75 74 74 65 72 2d 69 6e 2d 68 6f 72 69 7a 6f
6e 74 61 6¢ 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2¢ 20 2e 68 76 72 2d 73 68 75 74 74 65 72 2d 69 6e 2d 68 6f 72 69
7a 6f 6e 74 61 6¢ 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65 2¢ 20 2e 68 76 72 2d 73 68 75 74 74 65 72 2d 69 6e 2d 68 6f 72
69 7a 6f 6e 74 61 6¢ 3a 61 63 74 69 76 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73
66 6f 72 6d 3a 20 73 63 61 6¢ 65 58 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 73 63 61 6¢ 65 58 28 30 29 3
b 0a 7d 0a Oa 2f 2a 20 53 68 75 74 74 65 72 20 4f 75 74 20 48 6f 72 69 7a 6f 6e 74 61 6¢ 20 2a 2f 0a 2e 68 76 72 2d 73 6
87574746572 2d 6f 75 74 2d 68 6f 72 69 7a 6f 6e 74 61 6¢ 20

Data Ascii: lor: white;}.hvr-shutter-in-horizontal:hover:before, .hvr-shutter-in-horizontal:focus:before, .hvr-shutter-in-
horizontal:active:before { -webkit-transform: scaleX(0); transform: scaleX(0);}/* Shutter Out Horizontal */.hvr-shutter-out-
horizontal

Data Raw: 73 3b Oa 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74 79 3a 20 74 6f
70 2c 20 72 69 67 68 74 2c 20 62 6f 74 74 6f 6d 2c 20 6¢ 65 66 74 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f
7065 72 74 79 3a 20 74 6f 70 2¢ 20 72 69 67 68 74 2c 20 62 6f 74 74 6f 6d 2c 20 6¢ 65 66 74 3b Oa 7d Oa 2e 68 76 72 2d
6f 75 74 6¢ 69 6e 65 2d 6f 75 74 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 6f 75 74 6¢ 69 6e 65 2d 6f
75 74 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 6f 75 74 6¢ 69 6e 65 2d 6f 75 74 3a 61 63 74 69 76 65
3a 62 65 66 6f 72 65 20 7b 0a 20 20 74 6f 70 3a 20 2d 38 70 78 3b 0a 20 20 72 69 67 68 74 3a 20 2d 38 70 78 3b Oa 20
20 62 6f 74 74 6f 6d 3a 20 2d 38 70 78 3b 0a 20 20 6¢ 65 66

Data Ascii: s; -webkit-transition-property: top, right, bottom, left; transition-property: top, right, bottom, left;}.hvr-outline-
out:hover:before, .hvr-outline-out:focus:before, .hvr-outline-out:active:before { top: -8px; right: -8px; bottom: -8px; lef

Data Raw: 6f 6e 3a 20 65 61 73 65 2d 6f 75 74 3b Oa 7d Oa 2e 68 76 72 2d 75 6e 64 65 72 6¢ 69 6e 65 2d 72 65 76 65 61
6c 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 75 6e 64 65 72 6¢ 69 6e 65 2d 72 65 76 65 61 6¢ 3a 66 6f
63 75 73 3a 62 65 66 6f 72 65 2¢ 20 2e 68 76 72 2d 75 6e 64 65 72 6¢ 69 6e 65 2d 72 65 76 65 61 6¢ 3a 61 63 74 69 76
65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61
74 65 59 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 59 28 30 29 3b Oa 7d 0a Oa
2f 2a 20 4f 76 65 72 6¢ 69 6e 65 20 52 65 76 65 61 6¢ 20 2a 2f 0a 2e 68 76 72 2d 6f 76 65 72 6¢ 69 6e 65 2d 72 65 76 65
61 6¢ 20 7b Oa 20 20 64 69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65

Data Ascii: on: ease-out;}.hvr-underline-reveal:hover:before, .hvr-underline-reveal:focus:before, .hvr-underline-reveal:
active:before { -webkit-transform: translateY(0); transform: translateY(0);}/* Overline Reveal */.hvr-overline-reveal {
display: inline

Data Raw: 79 3a 20 74 72 61 6e 73 66 6f 72 6d 3b 0a 20 20 74 6f 70 3a 20 63 61 6¢ 63 28 35 30 25 20 2d 20 31 30 70 78
29 3b 0a 20 20 72 69 67 68 74 3a 20 30 3b 0a 20 20 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 20 31 30 70 78 20 30 20 31
30 7078 20 31 30 70 78 3b 0a 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 74 72 61 6e 73 70 61 72 65 6 74 20 74 72
61 6e 73 70 61 72 65 6e 74 20 74 72 61 6e 73 70 61 72 65 6e 74 20 23 65 31 65 31 65 31 3b Oa 7d Oa 2e 68 76 72 2d 62
75 62 62 6¢ 65 2d 72 69 67 68 74 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 2c 20 2e 68 76 72 2d 62 75 62 62 6¢ 65 2d 72 6
9 67 68 74 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65 2¢ 20 2e 68 76 72 2d 62 75 62 62 6¢ 65 2d 72 69 67 68 74 3a 61 63 74
69 76 65 3a 62 65 66 6f 72 65 20 7b 0a 20 20 2d 77 65 62 6b 69 74

Data Ascii: y: transform; top: calc(50% - 10px); right: O; border-width: 10px 0 10px 10px; border-color: transparent
transparent transparent #elelel;}.hvr-bubble-right:hover:before, .hvr-bubble-right:focus:before, .hvr-bubble-right:acti
ve:before { -webkit

Data Raw: 68 76 72 2d 69 63 6f 6e 2d 66 6f 72 77 61 72 64 3a 66 6f 63 75 73 20 2e 68 76 72 2d 69 63 6f 6e 2c 20 2e 68
76 72 2d 69 63 6f 6e 2d 66 6f 72 77 61 72 64 3a 61 63 74 69 76 65 20 2e 68 76 72 2d 69 63 6f 6e 20 7b 0a 20 20 2d 77
65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 58 28 34 70 78 29 3b 0a 20 20 74 72 61
6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 58 28 34 70 78 29 3b Oa 7d Oa Oa 2f 2a 20 49 63 6f 6e 20 44 6f 77 6e
20 2a 2f 0a 40 2d 77 65 62 6b 69 74 2d 6b 65 79 66 72 61 6d 65 73 20 68 76 72 2d 69 63 6f 6e 2d 64 6f 77 6€ 20 7b Oa 2
020 30 25 2c 0a 09 35 30 25 2c 0a 09 31 30 30 25 20 7b 0a 20 20 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f
72 6d 3a20 74 72 61 6e 73 6¢ 61 74 65 59 28 30 29 3b 0a 20 20 20 20

Data Ascii: hvr-icon-forward:focus .hvr-icon, .hvr-icon-forward:active .hvr-icon { -webkit-transform: translateX(4px);
transform: translateX(4px);}/* Icon Down */@-webkit-keyframes hvr-icon-down { 0%,50%,100% { -webkit-transform:
translateY(0);
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kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 383

2022-07-01 14:30:01 UTC 391

2022-07-01 14:30:01 UTC 399

2022-07-01 14:30:01 UTC 407

Session ID Source IP
4 192.168.2.3
. kBytes
Tim m|
estamp transferred

2022-07-01 14:30:01 UTC 27

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49817

Direction

ouT

Data

Data Raw: 6f 6e 2d 73 68 72 69 6e 6b 20 7b 0a 20 20 64 69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b
0a 2020 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6€ 3a 20 6d 69 64 64 6¢ 65 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72
61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29
3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6¢ 61
74 65 5a 28 30 29 3b 0a 20 20 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28 30 2c 20 30
2c 20 30 2c 20 30 29 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a
20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61

Data Ascii: on-shrink { display: inline-block; vertical-align: middle; -webkit-transform: perspective(1px) translateZ(0); tran
sform: perspective(1px) translateZ(0); box-shadow: 0 0 1px rgba(0, 0, 0, 0); -webkit-transition-duration: 0.3s; transition-
dura

Data Raw: 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29 3b 0a 20 20 2d 77 65 62 6b 69 74 2d
747261 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e
2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 70
72 6f 7065 72 74 79 3a 20 74 72 61 6e 73 66 6f 72 6d 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 70 72 6f 70 65 72 74
79 3a20 74 72 61 6e 73 66 6f 72 6d 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69 6
e 67 2d 66 75 6e 63 74 69 6f 6e 3a 20 65 61 73 65 2d 6f 75 74 3b 0a 20 20 74 72 61 6e 73 69 74 69 6f 6e 2d 74 69 6d 69
6e 67 2d 66 75 6e 63 74 69 6f 6e 3a 20 65 61 73 65 2d 6f 75 74 3b

Data Ascii: transform: translateZ(0); -webkit-transition-duration: 0.3s; transition-duration: 0.3s; -webkit-transition-property
: transform; transition-property: transform; -webkit-transition-timing-function: ease-out; transition-timing-function: ease-
out;

Data Raw: 73 70 65 63 74 69 76 65 28 31 70 78 29 20 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29 3b 0a 20 20 62 6f 78 2d 73
68 61 64 6f 77 3a 20 30 20 30 20 31 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2¢ 20 30 29 3b 0a 20 20 2d 77 65 62
6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b 0a 20 20 74 72 61 6e 73 69
74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 20 30 2e 33 73 3b Oa 7d Oa 2e 68 76 72 2d 69 63 6f 6e 2d 77 6f 62 62 6¢ 65 2d
68 6f 72 69 7a 6f 6e 74 61 6¢ 20 2e 68 76 72 2d 69 63 6f 6e 20 7b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f
72 6d 3a 20 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29 3b 0a 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢ 61
74 65 5a 28 30 29 3b Oa 7d Oa 2e 68 76 72 2d 69 63 6f 6e 2d 77 6f

Data Ascii: spective(1px) translateZ(0); box-shadow: 0 0 1px rgba(0, 0, 0, 0); -webkit-transition-duration: 0.3s; transition-
duration: 0.3s;}.hvr-icon-wobble-horizontal .hvr-icon { -webkit-transform: translateZ(0); transform: translateZ(0);}.hvr-icon-
wo

Data Raw: 6f 72 65 2c 20 2e 68 76 72 2d 63 75 72 6¢ 2d 74 6f 70 2d 6¢ 65 66 74 3a 66 6f 63 75 73 3a 62 65 66 6f 72 65
2c 20 2e 68 76 72 2d 63 75 72 6¢ 2d 74 6f 70 2d 6¢ 65 66 74 3a 61 63 74 69 76 65 3a 62 65 66 6f 72 65 20 7b Oa 20 20
77 69 64 74 68 3a 20 32 35 70 78 3b 0a 20 20 68 65 69 67 68 74 3a 20 32 35 70 78 3b Oa 7d Oa Oa 2f 2a 20 43 75 72 6¢
20 54 6f 70 20 52 69 67 68 74 20 2a 2f Oa 2e 68 76 72 2d 63 75 72 6¢ 2d 74 6f 70 2d 72 69 67 68 74 20 7b Oa 20 20 64 69
7370 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 0a 20 20 76 65 72 74 69 63 61 6¢ 2d 61 6C 69 67 6€ 3a 20 6
d 69 64 64 6¢ 65 3b 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 70 65 72 73 70 65 63 74 69 76
6528 3170 7829 20 74 72 61 6e 73 6¢ 61 74 65 5a 28 30 29 3b Oa 20

Data Ascii: ore, .hvr-curl-top-left:focus:before, .hvr-curl-top-left:active:before { width: 25px; height: 25px;}/* Curl Top Right
*/.hvr-curl-top-right { display: inline-block; vertical-align: middle; -webkit-transform: perspective(1px) translateZ(0);

A Destination
Destination IP Process
Port

104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /bootstrap/4.0.0/css/bootstrap.min.css HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://eyecandylashcompany.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: text/css,*/*;q=0.1

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: style

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 27

2022-07-01 14:30:01 UTC 28

2022-07-01 14:30:01 UTC 29

2022-07-01 14:30:01 UTC 30

2022-07-01 14:30:01 UTC 31

2022-07-01 14:30:01 UTC 33

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:01 GMT

Content-Type: text/css; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 06/09/2022 14:01:47
CDN-EdgeStorageld: 756

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Status: 200

CDN-ProxyVer: 1.02

CDN-Requestld: 7e1906d1cdbefbd57a6262blabd6a503
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 72501

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 723fd65108fd918e-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 37 62 65 63 0d Oa 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 73
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 2d 32
3031 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32
303131 2d 323031382054 7769 74 74 65 72 2c 20 49 6e 63 2e 0a 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65
72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f
62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 29 0a 20 2a 2f 3a 72 6f 6f 74 7b 2d 2d 62 6¢ 75 65 3a 23 30 30
3762 66 66 3b 2d 2d 69 6e 64 69 67 6f 3a 23 36 36 31 30

Data Ascii: 7bec/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors * Copyright
2011-2018 Twitter, Inc. * Licensed under MIT (https:/github.com/twbs/bootstrap/blob/master/LICENSE) */:root{--blue:#0
07bff;--indigo:#6610

Data Raw: 6¢ 3a 23 32 30 63 39 39 37 3b 2d 2d 63 79 61 6e 3a 23 31 37 61 32 62 38 3b 2d 2d 77 68 69 74 65 3a 23 66
66 66 3b 2d 2d 67 72 61 79 3a 23 36 63 37 35 37 64 3b 2d 2d 67 72 61 79 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d
2d 70 72 69 6d 61 72 79 3a 23 30 30 37 62 66 66 3b 2d 2d 73 65 63 6f 6e 64 61 72 79 3a 23 36 63 37 35 37 64 3b 2d 2d
737563 63 65 73 73 3a 23 32 38 61 37 34 35 3b 2d 2d 69 6e 66 6f 3a 23 31 37 61 32 62 38 3b 2d 2d 77 61 72 6e 69 6e
67 3a 23 66 66 63 31 30 37 3b 2d 2d 64 61 6e 67 65 72 3a 23 64 63 33 35 34 35 3b 2d 2d 6¢ 69 67 68 74 3a 23 66 38 66
39 66 61 3b 2d 2d 64 61 72 6b 3a 23 33 34 33 61 34 30 3b 2d 2d 62 72 65 61 6b 70 6f 69 6e 74 2d 78 73 3a 30 3b 2d 2d
62 72 65 61 6b 70 6f 69 6e 74 2d 73 6d 3a 35 37 36 70 78 3b 2d 2d 62 72 65

Data Ascii: :#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secon
dary:#6c757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--
breakpoint-xs:0;--breakpoint-sm:576px;--bre

Data Raw: 64 61 74 61 2d 6f 72 69 67 69 6e 61 6¢ 2d 74 69 74 6¢ 65 5d 2¢ 61 62 62 72 5b 74 69 74 6¢ 65 5d 7b 74 65 78
74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 2d 77 65 62 6b 69 74 2d 74 65 78 74 2d 64 65 63 6f
72 61 74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6€ 3a
75 6e 64 65 72 6¢ 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6¢ 70 3b 62 6f 72 64 65 72 2d 62 6f 74 74
6f 6d 3a 30 7d 61 64 64 72 65 73 73 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 66 6f 6e 74 2d 73 74 79
6¢ 65 3a 6e 6f 72 6d 61 6¢ 3b 6¢ 69 6€ 65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 64 6¢ 2 6f 6C 2C 75 6C 7h

6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d

Data Ascii: data-original-title], abbrftitle]{text-decoration:underline;-webkit-text-decoration:underline dotted;text-dec
oration:underline dotted;cursor:help;border-bottom:0}address{margin-bottom:1rem;font-style:normal;line-height:inherit}d|
,ol,u{margin-top:0;margin-

Data Raw: 74 6f 6d 3a 2e 35 72 65 6d 7d 62 75 74 74 6f 6e 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 7d 62 75 74
74 6f 6e 3a 66 6f 63 75 73 7b 6f 75 74 6¢ 69 6e 65 3a 31 70 78 20 64 6f 74 74 65 64 3b 6f 75 74 6¢ 69 6e 65 3a 35 70 78
2061 75 74 6f 20 2d 77 65 62 6b 69 74 2d 66 6f 63 75 73 2d 72 69 6e 67 2d 63 6f 6¢ 6f 72 7d 62 75 74 74 6f 6e 2C 69 6e
7075 74 2c 6f 70 74 67 72 6f 75 70 2c 73 65 6¢ 65 63 74 2¢ 74 65 78 74 61 72 65 61 7b 6d 61 72 67 69 6€ 3a 30 3b 66 6f
6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6¢ 69 6e
65 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 7d 62 75 74 74 6f 6e 2c 69 6e 70 75 74 7b 6f 76 65 72 66 6¢ 6f 77 3a 76
69 73 69 62 6¢ 65 7d 62 75 74 74 6f 6€ 2C 73 65 6C 65 63 74

Data Ascii: tom:.5rem}button{border-radius:0}button:focus{outline:1px dotted;outline:5px auto -webkit-focus-ring-color}b
utton,input,optgroup,select,textarea{margin:0;font-family:inherit;font-size:inherit;line-height:inherit}button,input{overflow:visi
ble}button,select

Data Raw: 68 69 64 64 65 6e 5d 7b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 31 2c 2e
68 32 2c 2e 68 33 2c 2e 68 34 2c 2e 68 35 2c 2e 68 36 2c 68 31 2¢ 68 32 2c 68 33 2¢ 68 34 2c 68 35 2c 68 36 7b 6d 61
72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 69 6e 68 65 72 69 74 3b 66 6f
6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 32 3b 63 6f 6¢ 6f 72 3a 69 6e 68
65 72 69 74 7d 2e 68 31 2c 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 32 2e 35 72 65 6d 7d 2e 68 32 2c 68 32 7b 66 6f 6e 7
42d 73 69 7a 65 3a 32 72 65 6d 7d 2e 68 33 2c 68 33 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 37 35 72 65 6d 7d 2e 68
34 2c 68 34 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 35 72 65 6d 7d 2e

Data Ascii: hidden]{display:none!important}.h1,.h2,.h3,.h4,.h5,.h6,h1,h2,h3,h4,h5,h6{margin-bottom:.5rem;font-family:inh
erit;font-weight:500;line-height:1.2;color:inherit}.h1,h1{font-size:2.5rem}.h2,h2{font-size:2rem}.h3,h3{font-size:1.75re
m}.h4,h4{font-size:1.5rem}.
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 34 IN
2022-07-01 14:30:01 UTC 35 IN
2022-07-01 14:30:01 UTC 37 IN
2022-07-01 14:30:01 UTC 38 IN
2022-07-01 14:30:01 UTC 39 IN
2022-07-01 14:30:01 UTC 41 IN
2022-07-01 14:30:01 UTC 42 IN
2022-07-01 14:30:01 UTC 43 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 7d 2e 66 69 67 75 72 65 2d 63 61 70 74 69 6f 6e 7b 66 6f 6e 74
2d 73 69 7a 65 3a 39 30 25 3b 63 6f 6¢ 6f 72 3a 23 36 63 37 35 37 64 7d 63 6f 64 65 2c 6b 62 64 2¢ 70 72 65 2c 73 61 6d
70 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 53 46 4d 6f 6e 6f 2d 52 65 67 75 6¢ 61 72 2c 4d 65 6e 6¢ 6f 2c 4d 6f 6e 61 63
6f 2c 43 6f 6e 73 6f 6¢ 61 73 2¢ 22 4¢ 69 62 65 72 61 74 69 6f 6e 20 4d 6f 6e 6f 22 2¢ 22 43 6f 75 72 69 65 72 20 4e 65
77 22 2c 6d 6f 6e 6f 73 70 61 63 65 7d 63 6f 64 65 7b 66 6f 6e 74 2d 73 69 7a 65 3a 38 37 2e 35 25 3b 63 6f 6¢ 6f 72 3a
23653833 653863 3b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 61 6b 2d 77 6f 72 64 7d 61 3e 63 6f 64 65 7h 63 6f 6C
6f 72 3a 69 6e 68 65 72 69 74 7d 6b 62 64 7b 70 61 64 64

Data Ascii: m;line-height:1}.figure-caption{font-size:90%;color:#6c757d}code,kbd,pre,samp{font-family: SFMono-R
egular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}code{font-size:87.5%;color:#e83e8c;word-
break:break-word}a>code{color:inherit}kbd{padd

Data Raw: 2d 6¢ 67 2d 33 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 34 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 35 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 36 2C 2¢
63 6f 6¢ 2d 6¢ 67 2d 37 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 38 2c 2e 63 6f 6¢ 2d 6¢ 67 2d 39 2¢ 2e 63 6f 6¢ 2d 6¢ 67 2d 61 75 74 6
2c 2e 63 6f 6¢ 2d 6d 64 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 2c 2e 63 6f 6¢ 2d 6d 64 2d 31 30 2¢ 2e 63 6f 6¢ 2d 6d 64 2d 31 31
2c 2e 63 6f 6¢ 2d 6d 64 2d 31 32 2c 2e 63 6f 6¢ 2d 6d 64 2d 32 2c 2e 63 6f 6¢ 2d 6d 64 2d 33 2¢ 2e 63 6f 6¢ 2d 6d 64 2d
34 2c 2e 63 6f 6¢ 2d 6d 64 2d 35 2¢ 2e 63 6f 6¢ 2d 6d 64 2d 36 2c 2e 63 6f 6¢ 2d 6d 64 2d 37 2c 2e 63 6f 6¢ 2d 6d 64 2d
38 2c 2e 63 6f 6¢ 2d 6d 64 2d 39 2c 2e 63 6f 6¢ 2d 6d 64 2d 61 75 74 6f 2¢ 2e 63 6f 6¢ 2d 73 6d 2c 2e 63 6f 6¢ 2d 73 6d
2d 31 2c 2e 63 6f 6¢ 2d 73 6d 2d 31 30 2c 2e 63 6f

Data Ascii: -lg-3,.col-lg-4,.col-lg-5,.col-Ig-6,.col-lg-7,.col-Ig-8,.col-lg-9,.col-Ig-auto,.col-md,.col-md-1,.col-md-10,.col-md-11
,.col-md-12,.col-md-2,.col-md-3,.col-md-4,.col-md-5,.col-md-6,.col-md-7,.col-md-8,.col-md-9,.col-md-auto,.col-sm,.col-sm-
1,.col-sm-10,.co

Data Raw: 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 38 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a
303b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 36 36 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 36 36 2e 36
36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 39 7b 2d 77 65 62
6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 37 35 25 3b 66 6¢ 65 78 3a 30 20 3
020373525 3b 6d 61 78 2d 77 69 64 74 68 3a 37 35 25 7d 2e 63 6f 6¢ 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30
2038 33 2e 33333333 3333253b6d61782d77 69 64 74 68 3a 38

Data Ascii: :58.333333%}.col-8{-webkit-box-flex:0;-ms-flex:0 0 66.666667%;flex:0 0 66.666667%;max-width:66.666
6679%}.col-9{-webkit-box-flex:0;-ms-flex:0 0 75%;flex:0 0 75%;max-width:75%}.col-10{-webkit-box-flex:0;-ms-flex:0 0 83.33
3333%;flex:0 0 83.333333%;max-width:8

Data Raw: 72 64 65 72 3a 31 32 3b 6f 72 64 65 72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 31 7b 6d 61 72 67 69 6e 2d 6¢ 65
66 74 3a 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 32 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 36 2e 36
36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 33 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 32 35 25 7d 2e 6f 66 66 73 65
74 2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 35 7b 6d 61
72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 36 7b 6d 61 72 67 69 6e 2d 6¢
65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 38 2e 33 33 33 33 33 33
25 7d 2e 6f 66 66 73 65 74 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a

Data Ascii: rder:12;order:12}.offset-1{margin-left:8.333333%}.offset-2{margin-left:16.666667%}.offset-3{margin-left:25%}
.offset-4{margin-left:33.333333%}.offset-5{margin-left:41.66666 7%}.offset-6{margin-left:50%}.offset- 7{margin-left:58.333
333%}.offset-8{margin-left:

Data Raw: 63 6f 6¢ 2d 73 6d 2d 31 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65
78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 66 6¢ 65 78 3a 30 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 6d 61
78 2d 77 69 64 74 68 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 63 6f 6¢ 2d 73 6d 2d 31 31 7b 2d 77 65 62 6b 69 74 2d 62
6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 3
02030 2039 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f
6¢ 2d 73 6d 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30
20 31 30 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25 3b 6d 61 78 2d

Data Ascii: col-sm-10{-webkit-box-flex:0;-ms-flex:0 0 83.333333%;flex:0 0 83.333333%;max-width:83.333333%}.col-sm-
11{-webkit-box-flex:0;-ms-flex:0 0 91.666667%;flex:0 0 91.666667%;max-width:91.666667%}.col-sm-12{-webkit-box-flex:0
;-ms-flex:0 0 100%;flex:0 0 100%;max-

Data Raw: 65 74 2d 73 6d 2d 33 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 32 35 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 34
7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 35 7b 6d 61
72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 36 7b 6d 61 72 67 69
6e 2d 6¢ 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 38 2e 3
3333333333325 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36 36 2e 36 36 36
36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 73 6d 2d 39 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73
65 74 2d 73 6d 2d 31 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 38 33 2e

Data Ascii: et-sm-3{margin-left:25%}.offset-sm-4{margin-left:33.333333%}.offset-sm-5{margin-left:41.666667%}.offset-
sm-6{margin-left:50%}.offset-sm-7{margin-left:58.333333%}.offset-sm-8{margin-left:66.666667%}.offset-sm-9{margin-I
eft:75%}.offset-sm-10{margin-left:83.

Data Raw: 20 30 20 38 33 2e 33 33 33 33 33 33 25 3b 6d 61 78 2d 77 69 64 74 68 3a 38 33 2e 33 33 33 33 33 33 25 7d
2e 63 6f 6¢ 2d 6d 64 2d 31 31 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a
3020 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d
77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 6d 64 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78
2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25
3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 6f 72 64 65 72 2d 6d 64 2d 66 69 72 73 74 7b 2d 77 65 62 6b 69 74
2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 30 3b 2d 6d 73 2d

Data Ascii: 0 83.333333%;max-width:83.333333%}.col-md-11{-webkit-box-flex:0;-ms-flex:0 0 91.666667%;flex:0 O
91.666667%;max-width:91.666667%}.col-md-12{-webkit-box-flex:0;-ms-flex:0 0 100%;flex:0 0 100%;max-width:100%}.
order-md-first{-webkit-box-ordinal-group:0;-ms-

Data Raw: 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 35 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 34 31 2e 36 36 36 36 36 37 25
7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 36 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 6d
64 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 38
7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 39 7b 6d 61
72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 31 30 7b 6d 61 72 67 69 6e 2d 6¢C 65 66 74
3a 38 33 2e 333333 33333325 7d 2e 6f 66 66 73 65 74 2d 6d 64 2d 31 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 39
31 2e 36 36 36 36 36 37 25 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77

Data Ascii: }.offset-md-5{margin-left:41.666667%}.offset-md-6{margin-left:50%}.offset-md-7{margin-left:58.333333%}.offse
t-md-8{margin-left:66.666667%}.offset-md-9{margin-left:75%}.offset-md-10{margin-left:83.333333%}.offset-md-11{margin-
1eft:91.666667%}}@media (min-w
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 45 IN
2022-07-01 14:30:01 UTC 46 IN
2022-07-01 14:30:01 UTC 47 IN
2022-07-01 14:30:01 UTC 49 IN
2022-07-01 14:30:01 UTC 50 IN
2022-07-01 14:30:01 UTC 51 IN
2022-07-01 14:30:01 UTC 53 IN
2022-07-01 14:30:01 UTC 54 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 66 6¢ 65 78 3a
30 20 30 20 39 31 2e 36 36 36 36 36 37 25 3b 6d 61 78 2d 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f
6¢ 2d 6¢ 67 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 2
031303025 3b 66 6¢ 6578 3a 30 20 30 20 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 6f 72 64
65 72 2d 6¢ 67 2d 66 69 72 73 74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 30 3b
2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 2d 31 3b 6f 72 64 65 72 3a 2d 31 7d 2e 6f 72 64 65 72 2d 6¢ 67 2d 6¢ 61 73
74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67

Data Ascii: lex:0;-ms-flex:0 0 91.666667%;flex:0 0 91.666667%;max-width:91.666667%}.col-lg-12{-webkit-box-flex:0;-ms-
flex:0 0 100%;flex:0 0 100%;max-width:100%}.order-lg-first{-webkit-box-ordinal-group:0;-ms-flex-order:-1;order:-1}.order-lg
-last{-webkit-box-ordinal-g

Data Raw: 66 74 3a 35 30 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 37 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 35 38 2e 33
333333333325 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 38 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 36 36 2e 36 36 36 36
36 37 25 7d 2e 6f 66 66 73 65 74 2d 6¢ 67 2d 39 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65
74 2d 6¢ 67 2d 31 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 38 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 6
€67 2d 31 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 39 31 2e 36 36 36 36 36 37 25 7d 7d 40 6d 65 64 69 61 20 28 6d
69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 63 6f 6¢ 2d 78 6¢ 7b 2d 6d 73 2d 66 6¢ 65 78 2d 70 72 65 66 65
72 72 65 64 2d 73 69 7a 65 3a 30 3b 66 6¢ 65 78 2d 62 61 73 69 73 3a 30

Data Ascii: ft:50%}.0offset-Ig-7{margin-left:58.333333%}.0offset-Ig-8{margin-left:66.666667%}.offset-Ig-9{margin-left:75%}
.offset-Ig-10{margin-left:83.333333%}.0offset-lg-11{margin-left:91.666667%}}@media (min-width:1200px){.col-xI{-ms-flex-pr
eferred-size:0;flex-basis:0

Data Raw: 68 3a 39 31 2e 36 36 36 36 36 37 25 7d 2e 63 6f 6¢ 2d 78 6¢ 2d 31 32 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d
66 6¢ 65 78 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25 3b 66 6¢ 65 78 3a 30 20 30 20 31 30 30 25 3b
6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 66 69 72 73 74 7b 2d 77 65 62 6b 69 74 2d
62 6f 78 2d 6f 72 64 69 6e 61 6¢ 2d 67 72 6f 75 70 3a 30 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 2d 31 3b 6f 72
64 65 72 3a 2d 31 7d 2e 6f 72 64 65 72 2d 78 6¢ 2d 6¢ 61 73 74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61
6c 2d 67 72 6f 75 70 3a 31 34 3b 2d 6d 73 2d 66 6¢ 65 78 2d 6f 72 64 65 72 3a 31 33 3b 6f 72 64 65 72 3a 31 33 7d 2e 6f
7264 65 72 2d 78 6¢ 2d 30 7b 2d 77 65 62 6b 69 74 2d 62 6f 78

Data Ascii: h:91.666667%}.col-xI-12{-webkit-box-flex:0;-ms-flex:0 0 100%;flex:0 0 100%;max-width:100%}.order-xI-first{-w
ebkit-box-ordinal-group:0;-ms-flex-order:-1;order:-1}.order-xI-last{-webkit-box-ordinal-group:14;-ms-flex-order:13;order
:13}.order-xI-0{-webkit-box

Data Raw: 72 67 69 6e 2d 6¢ 65 66 74 3a 36 36 2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d 39 7b 6d 61
72 67 69 6e 2d 6¢ 65 66 74 3a 37 35 25 7d 2e 6f 66 66 73 65 74 2d 78 6¢ 2d 31 30 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74
3a 3833 2e 33 3333 33 333325 7d 2e 6 66 66 73 65 74 2d 78 6¢ 2d 31 31 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 39
31 2e 36 36 36 36 36 37 25 7d 7d 2e 74 61 62 6¢ 65 7b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 78 2d 77 69 64 74 68 3a
313030 253b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72
3a7472616e 7370617265 6e 74 7d 2e 74 61 62 6¢ 65 20 74 64 2c 2e 74 61 62 6¢ 65 20 74 68 7b 70 61 64 64 69 6e
67 3a 2e 37 3572 65 6d 3b 76 65 72 74 69 63 61 6¢ 2d 61 6¢ 69 67 6e

Data Ascii: rgin-left:66.666667%}.offset-xI-9{margin-left:75%}.offset-xI-10{margin-left:83.333333%)}.offset-xI-11{margin-
left:91.666667%}}.table{width:100%;max-width:100%;margin-bottom:1rem;background-color:transparent}.table td,.table
th{padding:.75rem;vertical-align

Data Raw: 62 6¢ 65 2d 73 75 63 63 65 73 73 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23
623164 66 62 62 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 73 75 63 63 65 73 73 3a 68 6f 76 65
72 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 73 75 63 63 65 73 73 3a 68 6f 76 65 72 3e
74 68 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 62 31 64 66 62 62 7d 2e 74 61 62 6¢ 65 2d 69 6e 66 6f 2C
2e 74 61 62 6¢ 65 2d 69 6e 66 6f 3e 74 64 2c 2e 74 61 62 6¢ 65 2d 69 6e 66 6f 3e 74 68 7h 62 61 63 6b 67 72 6f 75 6e 64
2d 63 6f 6¢ 6f 72 3a 23 62 65 65 35 65 62 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 69 6e 66 6f 3a
68 6f 76 65 72 7h 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f

Data Ascii: ble-success:hover{background-color:#b1dfbb}.table-hover .table-success:hover>td,.table-hover .table-success:
hover>th{background-color:#b1dfbb}.table-info,.table-info>td,.table-info>th{background-color:#bee5eb}.table-hover .table-
info:hover{background-colo

Data Raw: 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2c 30 2c 2e 30 37 35
29 7d 2e 74 61 62 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3a 68 6f 76 65 72 3e 74 64 2¢ 2e
74 6162 6¢ 65 2d 68 6f 76 65 72 20 2e 74 61 62 6¢ 65 2d 61 63 74 69 76 65 3a 68 6f 76 65 72 3e 74 68 7b 62 61 63 6b
67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 30 2¢ 30 2¢ 30 2c 2e 30 37 35 29 7d 2e 74 61 62 6¢ 65 20 2e 74 68
65 61 64 2d 64 61 72 6b 20 74 68 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6 64 2d 63 6f 6C 6f 72 3a
233231 32353239 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 33 32 33 38 33 65 7d 2e 74 61 62 6¢ 65 20 2e 74 68 6
56164 2d 6¢ 69 67 68 74 20 74 68 7b 63 6f 6¢ 6f 72 3a 23 34 39

Data Ascii: ver{background-color:rgba(0,0,0,.075)}.table-hover .table-active:hover>td,.table-hover .table-active:hover>t
h{background-color:rgbha(0,0,0,.075)}.table .thead-dark th{color:#fff;background-color:#212529;border-color:#32383e}.table
.thead-light th{color:#49

Data Raw: 6b 69 74 2d 6f 76 65 72 66 6¢ 6f 77 2d 73 63 72 6f 6¢ 6¢ 69 6e 67 3a 74 6f 75 63 68 3b 2d 6d 73 2d 6f 76 65
7266 6¢ 6f 77 2d 73 74 79 6¢ 65 3a 2d 6d 73 2d 61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6¢ 6¢ 62 61 72 7d 2e 74 61
62 6¢ 65 2d 72 65 73 70 6f 6€ 73 69 76 65 2d 78 6¢ 3e 2e 74 61 62 6¢ 65 2d 62 6f 72 64 65 72 65 64 7h 62 6f 72 64 65 72
3a30 7d 7d 2e 74 61 62 6¢ 65 2d 72 65 73 70 6f 6e 73 69 76 65 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64
74 68 3a 31 30 30 25 3b 6f 76 65 72 66 6¢ 6f 77 2d 78 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 6f 76 65 72 66 6C 6f 77
2d 73 63 72 6f 6¢ 6¢ 69 6e 67 3a 74 6f 75 63 68 3b 2d 6d 73 2d 6f 76 65 72 66 6¢ 6f 77 2d 73 74 79 6¢ 65 3a 2d 6d 73 2d
61 75 74 6f 68 69 64 69 6e 67 2d 73 63 72 6f 6¢ 6C 62 61 72

Data Ascii: kit-overflow-scrolling:touch;-ms-overflow-style:-ms-autohiding-scrollbar}.table-responsive-xI>.table-bordere
d{border:0}}.table-responsive{display:block;width:100%;overflow-x:auto;-webkit-overflow-scrolling:touch;-ms-overflow-sty
le:-ms-autohiding-scrollbar

Data Raw: 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6¢ 63 28 2e 33 37 35 72 65 6d 20 2b 20 31 70 78 29 3b 70 61 64 64
69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6¢ 63 28 2e 33 37 35 72 65 6d 20 2b 20 31 70 78 29 3b 6d 61 72 67 69 6e 2d 62
6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 69 6e 68 65 72 69 74 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2
e 35 7d 2e 63 6f 6¢ 2d 66 6f 72 6d 2d 6¢ 61 62 65 6¢ 2d 6¢ 67 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6¢C 63 28 2¢
3572 65 6d 20 2b 20 31 70 78 29 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6¢ 63 28 2e 35 72 65 6d 20 2b
2031 70 78 29 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35
7d 2e 63 6f 6¢ 2d 66 6f 72 6d 2d 6¢ 61 62 65 6¢ 2d 73 6d 7b 70 61 64 64

Data Ascii: adding-top:calc(.375rem + 1px);padding-bottom:calc(.375rem + 1px);margin-bottom:0;font-size:inherit;line-hei
ght:1.5}.col-form-label-lg{padding-top:calc(.5rem + 1px);padding-bottom:calc(.5rem + 1px);font-size:1.25rem;line-height:
1.5}.col-form-label-sm{padd
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 55 IN
2022-07-01 14:30:01 UTC 57 IN
2022-07-01 14:30:01 UTC 58 IN
2022-07-01 14:30:01 UTC 59 IN
2022-07-01 14:30:01 UTC 61 IN
2022-07-01 14:30:01 UTC 62 IN
2022-07-01 14:30:01 UTC 63 IN
2022-07-01 14:30:01 UTC 65 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 6d 2d 63 6f 6e 74 72 6f 6¢ 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f
7570 2d 61 70 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67
72 6f 75 70 2d 61 70 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 74 65 78 74 2c 2e 69 6e 70 75 74 2d 67 72 6f
7570 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d
67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 70 72 65 70 65 6e 64 3e 2e 69 6e 70 75 74 2d 67 72 6
f75702d 74 65 78 74 7b 70 61 64 64 69 6e 67 3a 2e 32 35 72 65 6d 20 2e 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a
2e 3837 3572 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e

Data Ascii: m-control,.input-group-sm>.input-group-append>.btn,.input-group-sm>.input-group-append>.input-group-
text,.input-group-sm>.input-group-prepend>.btn,.input-group-sm>.input-group-prepend>.input-group-text{padding:.25rem .
5rem;font-size:.875rem;line-height:1.

Data Raw: 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 6¢ 67 3e
73 65 6¢ 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 6e 6f 74 28 5b 73 69 7a 65 5d 29 3a 6e 6f 74 28 5b 6d 75 6¢
7469 70 6¢ 65 5d 29 2c 73 65 6¢ 65 63 74 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 67 3a 6e 6f 74 28 5b 73 69 7a 65
5d 29 3a 6e 6f 74 28 5b 6d 75 6¢ 74 69 70 6¢ 65 5d 29 7b 68 65 69 67 68 74 3a 63 61 6¢ 63 28 32 2e 38 37 35 72 65 6d
20 2b 20 32 70 78 29 7d 2e 66 6f 72 6d 2d 67 72 6f 75 70 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 7d 2e
66 6f 72 6d 2d 74 65 78 74 7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 6d 61 72 67 69 6€ 2d 74 6f 70 3a 2e 32 35 72 65
6d 7d 2e 66 6f 72 6d 2d 72 6f 77 7b 64 69 73 70 6¢ 61 79 3a

Data Ascii: €]):not([multiple]),.input-group-lg>select.form-control:not([size]):not([multiple]),select.form-control-lg:not([size])
:not([multiple]){height:calc(2.875rem + 2px)}.form-group{margin-bottom:1rem}.form-text{display:block;margin-top:.25rem}.
form-row{display:

Data Raw: 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 76 61 6¢ 69 64 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35
7d 2e 63 75 73 74 6f 6d 2d 73 65 6¢ 65 63 74 2e 69 73 2d 76 61 6¢ 69 64 3a 66 6f 63 75 73 2c 2e 66 6f 72 6d 2d 63 6f 6e
7472 6f 6¢ 2e 69 73 2d 76 61 6¢ 69 64 3a 66 6f 63 75 73 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73
74 6f 6d 2d 73 65 6¢ 65 63 74 3a 76 61 6¢ 69 64 3a 66 6f 63 75 73 2¢c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e
66 6f 72 6d 2d 63 6f 6e 74 72 6f 6¢ 3a 76 61 6¢ 69 64 3a 66 6f 63 75 73 7h 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32
3861 37 34 35 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 34 30 2c 31 36 3
7 2c 36 39 2c 2e 32 35 29 7d 2e 63 75 73 74 6f 6d 2d 73 65 6C 65

Data Ascii: m-control:valid{border-color:#28a745}.custom-select.is-valid:focus,.form-control.is-valid:focus,.was-validated
.custom-select:valid:focus,.was-validated .form-control:valid:focus{border-color:#28a745;box-shadow:0 0 0 .2rem rgba(
40,167,69,.25)}.custom-sele

Data Raw: 38 30 30 30 0d Oa 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2¢ 2e 63 75
73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6f 6C 74
69 70 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a
76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2€ 63
75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 76 61 6¢ 69 64 7e 2e 76 61 6¢ 69 64 2d 74 6f 6f 6¢ 74 69 70
7b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6 74 72 6f 6¢ 2d 69 6€ 70 75 74 2e 69 73 2d
76 61 6¢ 69 64 3a 63 68 65 63 6b 65 64 7e 2e 63 75 73 74 6f 6d

Data Ascii: 8000.is-valid~.valid-feedback,.custom-control-input.is-valid~.valid-tooltip,.was-validated .custom-control-i
nput:valid~.valid-feedback,.was-validated .custom-control-input:valid~.valid-tooltip{display:block}.custom-control-input.is-
valid:checked~.custom

Data Raw: 78 3a 35 3b 64 69 73 70 6¢ 61 79 3a 6e 6f 6e 65 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 3b 70 61 64

64 69 6e 67 3a 2e 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 31 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e
3837 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75
6e 64 2d 63 6f 6¢ 6f 72 3a 72 67 62 61 28 32 32 30 2c 35 33 2c 36 39 2c 2e 38 29 3b 62 6f 72 64 65 72 2d 72 61 64 69 75
73 3a2e 327265 6d 7d 2e 63 75 73 74 6f 6d 2d 73 65 6¢ 65 63 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 2c 2e 66 6f 72 6d 2
d 63 6f 6e 74 72 6f 6¢ 2e 69 73 2d 69 6e 76 61 6¢ 69 64 2c 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64 20 2e 63 75 73 74
6f 6d 2d 73 65 6¢ 65 63 74 3a 69 6e 76 61 6¢ 69 64 2¢c 2e 77 61 73

Data Ascii: x:5;display:none;max-width:100%;padding:.5rem;margin-top:.1rem;font-size:.875rem;line-height:1;color:#fff;ba
ckground-color:rgha(220,53,69,.8);border-radius:.2rem}.custom-select.is-invalid,.form-control.is-invalid,.was-validated
.custom-select:invalid,.was

Data Raw: 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 7b 63 6f 6¢ 6f 72 3a 23 64 63 33
3534 35 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e 2e 63 75
73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6¢ 3a 3a 62 65 66 6f 72 65 2¢ 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65
64 20 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 7e 2e 63 75 73 74 6f 6d 2d
63 6f 6e 74 72 6f 6¢ 2d 6¢ 61 62 65 6C 3a 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6 64 2d 63 6f 6¢ 6f 72 3a 23
6566 61 32 61 39 7d 2e 63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 2d 69 6e 70 75 74 2e 69 73 2d 69 6e 76 61 6¢ 69 64 7e
2e 69 6e 76 61 6¢ 69 64 2d 66 65 65 64 62 61 63 6b 2C 2e

Data Ascii: lid~.custom-control-label{color:#dc3545}.custom-control-input.is-invalid~.custom-control-label::before,.was-
validated .custom-control-input:invalid~.custom-control-label::before{background-color:#efa2a9}.custom-control-input.is-
invalid~.invalid-feedback,.

Data Raw: 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6¢ 2¢ 2e 77 61 73 2d 76 61 6¢ 69 64 61 74 65 64
20 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 69 6e 76 61 6¢ 69 64 3a 66 6f 63 75 73 7e 2e 63 75 73 74 6f
6d 2d 66 69 6¢ 65 2d 6¢ 61 62 65 6¢ 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62
61 28 32 32 30 2c 35 33 2¢ 36 39 2c 2e 32 35 29 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 7b 64 69 73 70 6¢ 61 79 3a 2d
77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 6
6 6¢ 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 6
9 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61

Data Ascii: us~.custom-file-label,.was-validated .custom-file-input:invalid:focus~.custom-file-label{box-shadow:0 0 0 .2rem
rgba(220,53,69,.25)}.form-inline{display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-orient: horizontal;-webkit-
box-direction:norma

Data Raw: 66 74 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20 2e 66 6f 72 6d 2d 63 68 65 63 6b 2d 69 6e 70 75 74 7b
70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 72 69
67 68 74 3a 2e 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 66 6f 72 6d 2d 69 6e 6¢ 69 6e 65 20 2e
63 75 73 74 6f 6d 2d 63 6f 6e 74 72 6f 6¢ 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6C 69 67 6€ 3a 63 65 6e 74 65 72 3b
2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6€ 74 65
72 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b
3a 63 65 6e 74 65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e

Data Ascii: ft:0}.form-inline .form-check-input{position:relative;margin-top:0;margin-right:.25rem;margin-left:0}.form-inline
.custom-control{-webkit-box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:center;-ms-flex-
pack:center;justify-conten
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 66 IN
2022-07-01 14:30:01 UTC 67 IN
2022-07-01 14:30:01 UTC 69 IN
2022-07-01 14:30:01 UTC 70 IN
2022-07-01 14:30:01 UTC 71 IN
2022-07-01 14:30:01 UTC 73 IN
2022-07-01 14:30:01 UTC 74 IN
2022-07-01 14:30:01 UTC 75 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30
3037 62 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d 2e 62 74 6e 2d 70 72 69 6d 61 72 79
3a 6e 6 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2C 2e
62 74 6e 2d 70 72 69 6d 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢C 65 6
429 3a 61637469 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 70 72 69 6d 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 6
7 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 32 23 30 30 36 32 63 63 3
b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 35 63 62 66 7d

Data Ascii: abled{color:#fff;background-color:#007bff;border-color:#007bff}.btn-primary:not(:disabled):not(.disabled).ac
tive,.btn-primary:not(:disabled):not(.disabled):active,.show>.btn-primary.dropdown-toggle{color:#fff;background-color:#0
062cc;border-color:#005chf}

Data Raw: 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 34
30 2c 31 36 37 2¢ 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 73 75 63 63 65 73 73 2e 64 69 73 61 62 6¢ 65 64 2C 2e 62 74 6e
2d 7375 63 63 65 73 73 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d
63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 32 38 61 37 34 35 7d 2e 62 74 6e 2d
73 7563 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61
63 74 69 76 65 2c 2e 62 74 6e 2d 73 75 63 63 65 73 73 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 6
469 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 2 2e 73 68 6f 77

Data Ascii: :focus{box-shadow:0 0 0 .2rem rgbha(40,167,69,.5)}.btn-success.disabled,.btn-success:disabled{color:#fff;back
ground-color:#28a745;border-color:#28a745}.btn-success:not(:disabled):not(.disabled).active,.btn-success:not(:disabled):
not(.disabled):active,.show

Data Raw: 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 3a 66 6f 63 75
73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 35 35 2c 31 39 33 2c 37
2c 2e 3529 7d 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 2e 64 69 73 61 62 6¢ 65 64 2c 2e 62 74 6e 2d 77 61 72 6e 69 6e 67
3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72
3a 23 66 66 63 31 30 37 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 66 63 31 30 37 7d 2e 62 74 6e 2d 77 61 72 6e 6
9 6e 67 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65
2c 2e 62 74 6e 2d 77 61 72 6e 69 6e 67 3a 6e 6f 74 28 3a 64 69 73

Data Ascii: .btn-warning.focus,.btn-warning:focus{box-shadow:0 0 0 .2rem rgba(255,193,7,.5)}.btn-warning.disabled,.btn-w
arning:disabled{color:#212529;background-color:#ffc107;border-color:#{fc107}.btn-warning:not(:disabled):not(.disabled).a
ctive,.btn-warning:not(:dis

Data Raw: 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 32 65 36 65 61 3b 62 6f
7264 65 72 2d 63 6f 6¢ 6f 72 3a 23 64 61 65 30 65 35 7d 2e 62 74 6e 2d 6¢ 69 67 68 74 2e 66 6f 63 75 73 2c 2e 62 74 6e
2d 6¢ 69 67 68 74 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62
61 28 32 34 38 2¢ 32 34 39 2¢ 32 35 30 2c 2e 35 29 7d 2e 62 74 6e 2d 6¢ 69 67 68 74 2e 64 69 73 61 62 6¢ 65 64 2C 2e
62 74 6e 2d 6¢ 69 67 68 74 3a 64 69 73 61 62 6¢ 65 64 7h 63 6f 6¢ 6f 72 3a 23 32 31 32 35 32 39 3b 62 61 63 6b 67 72 6f
75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e
62 74 6e 2d 6¢ 69 67 68 74 3a 6e 6f 74 28 3a 64 69 73 61 62 6C

Data Ascii: :#212529;background-color:#e2e6ea;border-color:#dae0e5}.btn-light.focus,.btn-light:focus{box-shadow:0 0 0
.2rem rgba(248,249,250,.5)}.btn-light.disabled,.btn-light:disabled{color:#212529;background-color:#f8f9fa;border-color:#f8
fofa}.btn-light:not(:disabl

Data Raw: 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d 2e 62 74 6e 2d 6f 75 74 6¢
69 6e 65 2d 70 72 69 6d 61 72 79 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d
63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d 2e 62 74 6e 2d
6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 2e 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d

61 7279 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30
2c 31 32 33 2¢ 32 35 35 2¢ 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d 61 72 79 2e 64 69 73 61 62 6
€ 65 64 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 70 72 69 6d 61

Data Ascii: :none;border-color:#007bff}.btn-outline-primary:hover{color:#fff;background-color:#007bff;border-color:#007b
ff}.btn-outline-primary.focus,.btn-outline-primary:focus{box-shadow:0 0 0 .2rem rgba(0,123,255,.5)}.btn-outline-primary.
disabled,.btn-outline-prima

Data Raw: 64 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢
65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 62 74 6e 2d 6f 75
74 6¢ 69 6e 65 2d 73 65 63 6f 6e 64 61 72 79 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61
62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 73 65
63 6f 6e 64 61 72 79 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77
323020 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 31 30 38 2c 31 31 37 2¢ 31 32 35 2c 2e 35 29 7d 2e 62 74 6e 2d
6f 75 74 6¢ 69 6e 65 2d 73 75 63 63 65 73 73 7b 63 6f 6¢ 6f 72

Data Ascii: d}.btn-outline-secondary:not(:disabled):not(.disabled).active:focus,.btn-outline-secondary:not(:disabled):no
t(.disabled):active:focus,.show>.btn-outline-secondary.dropdown-toggle :focus{box-shadow:0 0 0 .2rem rgha(108,1
17,125,.5)}.btn-outline-success{color

Data Raw: 2d 69 6e 66 6f 3a 64 69 73 61 62 6¢ 65 64 7b 63 6f 6¢ 6f 72 3a 23 31 37 61 32 62 38 3b 62 61 63 6b 67 72 6f
75 6e 64 2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 3a
6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 2C 2€ 62
74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61
62 6¢ 65 64 29 3a 61 63 74 69 76 65 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 69 6e 66 6f 2e 64 72 6f
70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢C 6f 72
3a2331 37 61 32 62 38 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f

Data Ascii: -info:disabled{color:#17a2b8;background-color:transparent}.btn-outline-info:not(:disabled):not(.disabled).ac
tive,.btn-outline-info:not(:disabled):not(.disabled):active,.show>.btn-outline-info.dropdown-toggle{color:#fff;background-
color:#17a2b8;border-colo

Data Raw: 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a
2364 63 33 35 34 35 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 6e 67 65 72 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a
2366 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 64 63 33 35 34 35 3b 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 3a 23 64 63 33 35 34 35 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 6e 67 65 72 2e 66 6f 63 75 73 2c 2e 62 74
6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20
2e 327265 6d 20 72 67 62 61 28 32 32 30 2c 35 33 2¢ 36 39 2c 2e 35 29 7d 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64
61 6e 67 65 72 2e 64 69 73 61 62 6¢ 65 64 2C 2e 62 74 6¢e 2d

Data Ascii: ;background-image:none;border-color:#dc3545}.btn-outline-danger:hover{color:#fff;background-color:
#dc3545;border-color:#dc3545}.btn-outline-danger.focus,.btn-outline-danger:focus{box-shadow:0 0 0 .2rem rgba(2
20,53,69,.5)}.btn-outline-danger.disabled,.btn-
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Data

Data Raw: 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 2e 61 63 74 69 76 65 3a 66 6f
63 75 73 2c 2e 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 6¢ 69 67 68 74 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a be 6f
7428 2e 64 69 73 61 62 6¢ 65 64 29 3a 61 63 74 69 76 65 3a 66 6f 63 75 73 2c 2e 73 68 6f 77 3e 2e 62 74 6e 2d 6f 75 74
6¢c 69 6e 65 2d 6¢ 69 67 68 74 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61
64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 32 34 38 2c 32 34 39 2¢ 32 35 30 2c 2e 35 29 7d 2e 62
74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 64 61 72 6b 7b 63 6f 6¢ 6f 72 3a 23 33 34 33 61 34 30 3b 62 61 63 6b 67 72 6f 75 6e 64
2d 63 6f 6¢ 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62

Data Ascii: (:disabled):not(.disabled).active:focus,.btn-outline-light:not(:disabled):not(.disabled):active:focus,.show>.btn-
outline-light.dropdown-toggle:focus{box-shadow:0 0 0 .2rem rgha(248,249,250,.5)}.btn-outline-dark{color:#343a40;bac
kground-color:transparent;b

Data Raw: 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 35 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e
337265 6d 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 73 6d 3e 2e 62 74 6e 2c 2e 62 74 6e 2d 73 6d 7b 70 61 64 64 69 6e 67
3a 2e 32 35 72 65 6d 20 2e 35 72 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 38 37 35 72 65 6d 3b 6¢ 69 6e 65 2d 68 65
69 67 68 74 3a 31 2e 35 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 72 65 6d 7d 2e 62 74 6e 2d 62 6¢ 6f 63 6b 7
b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 62 74 6e 2d 62 6¢ 6f 63 6b 2b 2e 62 74
6e 2d 62 6¢ 6f 63 6b 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 35 72 65 6d 7d 69 6e 70 75 74 5b 74 79 70 65 3d 62 75 74
74 6f 6e 5d 2e 62 74 6e 2d 62 6¢ 6f 63 6b 2¢c 69 6e 70 75 74 5b 74 79

Data Ascii: 5rem;line-height:1.5;border-radius:.3rem}.btn-group-sm>.btn,.btn-sm{padding:.25rem .5rem;font-size:.875rem;|
ine-height:1.5;border-radius:.2rem}.btn-block{display:block;width:100%}.btn-block+.btn-block{margin-top:.5rem}input[type
=button].btn-block,input[ty

Data Raw: 6d 3b 63 6f 6e 74 65 6e 74 3a 22 22 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 30 3b 62 6f 72 64 65 72 2d 72 69 67
68 74 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
2e 33 65 6d 20 73 6f 6¢ 69 64 3b 62 6f 72 64 65 72 2d 6¢ 65 66 74 3a 2e 33 65 6d 20 73 6f 6¢ 69 64 20 74 72 61 6€ 73 70
6172 65 6e 74 7d 2e 64 72 6f 70 75 70 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 3a 65 6d 70 74 79 3a 3a 61 66
74 6572 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 64 72 6f 70 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d
65 6e 75 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2e 31 32 35 72 65 6d 7d 2e 64
72 6f 70 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 74

Data Ascii: m;content:"";border-top:0;border-right:.3em solid transparent;border-bottom:.3em solid;border-left:.3em solid
transparent}.dropup .dropdown-toggle:empty::after{margin-left:0}.dropright .dropdown-menu{margin-top:0;margin-left:.12
5rem}.dropright .dropdown-t

Data Raw: 65 6e 74 3b 62 6f 72 64 65 72 3a 30 7d 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 66 6f 63 75 73 2c 2e 64
72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 31 36 31 38 31 62 3b 74 65 78 74 2d 64 65
63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61 7d 2e
64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 2e 61 63 74 69 76 65 2c 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 61 63 74 69
76 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 62 61 63 6b 67
72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30 30 37 62 66 66 7d 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 2e 64 69 73 61 62
6¢C 65 64 2c 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a

Data Ascii: ent;border:0}.dropdown-item:focus,.dropdown-item:hover{color:#16181b;text-decoration:none;background-
color:#f8f9fa}.dropdown-item.active,.dropdown-item:active{color:#fff;text-decoration:none;background-color:#007bff}.d
ropdown-item.disabled,.dropdown-item:

Data Raw: 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 7d 2e 62 74 6e 2d 74 6f 6f 6¢ 62 61 72 20 2e 69
6e 70 75 74 2d 67 72 6f 75 70 7b 77 69 64 74 68 3a 61 75 74 6f 7d 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74 6e 3a 66
69 7273 74 2d 63 68 69 6¢ 64 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 2e 62 74 6e 2d 67 72 6f 75 70 3e 2e 62 74
6e 2d 67 72 6f 75 70 3a 6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6C 64 29 3e 2e 62 74 6e 2c 2e 62 74 6e 2d 67 72 6f 75 70
3e 2e 62 74 6e 3a 6e 6f 74 28 3a 6¢ 61 73 74 2d 63 68 69 6¢ 64 29 3a 6e 6f 74 28 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67
67 6¢ 65 29 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 62 6f
74 74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 30 7d 2e

Data Ascii: y-content:flex-start}.btn-toolbar .input-group{width:auto}.btn-group>.btn:first-child{margin-left:0}.btn-group>.btn-
group:not(:last-child)>.btn,.btn-group>.btn:not(:last-child):not(.dropdown-toggle){border-top-right-radius:0;border-bottom-
right-radius:0}.

Data Raw: 66 6¢ 65 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢
65 78 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 70 61 64 64
69 6e 67 3a 2e 33 37 35 72 65 6d 20 2e 37 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 3b 66 6f 6e 74
2d 73 69 7a 65 3a 31 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a
31 2e 35 3b 63 6f 6¢ 6f 72 3a 23 34 39 35 30 35 37 3b 74 65 78 74 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 77 68 69
74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 39 65 63 65 66
3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6¢ 69 64 20 23 63 65 64 34

Data Ascii: flex;-webkit-box-align:center;-ms-flex-align:center;align-items:center;padding:.375rem .75rem;margin-bottom:
0;font-size:1rem;font-weight:400;line-height:1.5;color:#495057;text-align:center;white-space:nowrap;background-color:#e9
ecef;border:1px solid #ced4

Data Raw: 66 38 2c 25 33 43 73 76 67 20 78 6d 6¢ 6e 73 3d 27 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32
3030 30 2f 73 76 67 27 20 76 69 65 77 42 6f 78 3d 27 30 20 30 20 34 20 35 27 25 33 45 25 33 43 70 61 74 68 20 66 69
6c 6¢ 3d 27 25 32 33 33 34 33 61 34 30 27 20 64 3d 27 4d 32 20 30 4c 30 20 32 68 34 7a 6d 30 20 35 4c 30 20 33 68 34
7a 27 2f 25 33 45 25 33 43 2f 73 76 67 25 33 45 22 29 20 6e 6f 2d 72 65 70 65 61 74 20 72 69 67 68 74 20 2e 37 35726
5 6d 20 63 65 6e 74 65 72 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 73 69 7a 65 3a 38 70 78 20 31 30 70 78 3b 62 6f 72 64 65
72 3a 317078 20 73 6f 6¢ 69 64 20 23 63 65 64 34 64 61 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 2e 32 35 72 65
6d 3b 2d 77 65 62 6b 69 74 2d 61 70 70 65 61 72 61 6e 63 65 3a 6e 6f

Data Ascii: f8,%3Csvg xmIns="http://www.w3.0rg/2000/svg' viewBox="0 0 4 5'%3E%3Cpath fill='%23343a40' d="M2 OLO
2h4zm0 5L0 3h4z'/%3E%3C/svg%3E") no-repeat right .75rem center;background-size:8px 10px;border:1px solid #ce
d4da;border-radius:.25rem;-webkit-appearance:no

Data Raw: 38 30 30 30 0d Oa 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 7a 2d 69 6e 64 65 78 3a 32 3b 77 69 64 74 68 3a 31
3030 25 3b 68 65 69 67 68 74 3a 63 61 6¢ 63 28 32 2e 32 35 72 65 6d 20 2b 20 32 70 78 29 3b 6d 61 72 67 69 6e 3a 30
3b 6f 70 61 63 69 74 79 3a 30 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 66 6f 63 75 73 7e 2e 63 75 73
74 6f 6d 2d 66 69 6¢ 65 2d 63 6f 6e 74 72 6f 6¢ 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6 72 3a 23 38 30 62 64 66 66 3b 62 6f
78 2d 73 68 61 64 6f 77 3a 30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2¢ 32 35 35 2c 2e 32 35
29 7d 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d 69 6e 70 75 74 3a 66 6f 63 75 73 7e 2e 63 75 73 74 6f 6d 2d 66 69 6¢ 65 2d
63 6f 6e 74 72 6f 6¢c 3a 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65

Data Ascii: 8000ion:relative;z-index:2;width:100%;height:calc(2.25rem + 2px);margin:0;opacity:0}.custom-file-input:focus
~.custom-file-control{border-color:#80bdff;box-shadow:0 0 0 .2rem rgba(0,123,255,.25)}.custom-file-input:focus~.custom-f
ile-control::before{borde
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Data

Data Raw: 3a 73 74 61 72 74 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 7d 2e 6e
6176 62 61 72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78
2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6
3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6¢ 65 78 2d 64 69 72 65
63 74 69 6f 6e 3a 72 6f 77 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 6e 61 76
20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 7d 2e 6e 61 76 62 61
72 2d 65 78 70 61 6e 64 2d 73 6d 20 2e 6e 61 76 62 61 72 2d 6e

Data Ascii: :start;justify-content:flex-start}.navbar-expand-sm .navbar-nav{-webkit-box-orient:horizontal;-webkit-box-di
rection:normal;-ms-flex-direction:row;flex-direction:row}.navbar-expand-sm .navbar-nav .dropdown-menu{position
:absolute}.navbar-expand-sm .navbar-n

Data Raw: 61 72 2d 6e 61 76 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢
3b2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d 6d 73 2d 66 6¢ 65 78 2d 64
69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 7d 2e 6e 61 76 62 61 72 2d
6578 70 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6e 61 76 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 70 6f 73 69 74
69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 7d 2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6e 61 76
20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 2d 72 69 67 68 74 7b 72 69 67 68 74 3a 30 3b 6¢ 65 66 74 3a 61 75 74 6f 7d
2e 6e 61 76 62 61 72 2d 65 78 70 61 6e 64 20 2e 6e 61 76 62 61

Data Ascii: ar-nav{-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-direction:row;flex-direction:row}
.navbar-expand .navbar-nav .dropdown-menu{position:absolute}.navbar-expand .navbar-nav .dropdown-menu-right{ri
ght:0;left:auto}.navbar-expand .navba

Data Raw: 7d 2e 63 61 72 64 2d 68 65 61 64 65 72 2d 74 61 62 73 7h 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 2e 36
32357265 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 2e 37 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74
3a 2d 2e 36 32 35 72 65 6d 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 63 61 72 64 2d 68 65 61 64 65 72 2d 7
069 6¢ 6¢ 73 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 2d 2e 36 32 35 72 65 6d 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74
3a2d 2e 36 3235 72 65 6d 7d 2e 63 61 72 64 2d 69 6d 67 2d 6f 76 65 72 6¢ 61 79 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73
6f 6¢ 75 74 65 3b 74 6f 70 3a 30 3b 72 69 67 68 74 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 6¢ 65 66 74 3a 30 3b 70 61 64 64
69 6e 67 3a 31 2e 32 35 72 65 6d 7d 2e 63 61 72 64 2d 69 6d 67 7b 77

Data Ascii: }.card-header-tabs{margin-right:-.625rem;margin-bottom:-.75rem;margin-left:-.625rem;border-bottom:0}.card-
header-pills{margin-right:-.625rem;margin-left:-.625rem}.card-img-overlay{position:absolute;top:0;right:0;bottom:0; left:0;
padding:1.25rem}.card-img{w

Data Raw: 66 6f 63 75 73 7b 7a 2d 69 6e 64 65 78 3a 32 3b 6f 75 74 6c 69 6e 65 3a 30 3b 62 6f 78 2d 73 68 61 64 6f 77
3a30 20 30 20 30 20 2e 32 72 65 6d 20 72 67 62 61 28 30 2c 31 32 33 2¢ 32 35 35 2c 2e 32 35 29 7d 2e 70 61 67 65 2d
6c 69 6e 6b 3a 6e 6f 74 28 3a 64 69 73 61 62 6¢ 65 64 29 3a 6e 6f 74 28 2e 64 69 73 61 62 6¢ 65 64 29 7h 63 75 72 73 6f
72 3a 70 6f 69 6e 74 65 72 7d 2e 70 61 67 65 2d 69 74 65 6d 3a 66 69 72 73 74 2d 63 68 69 6¢ 64 20 2e 70 61 67 65 2d
6c 69 6e 6b 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 3b 62 6f 72 64 65 72 2d 74 6f 70 2d 6¢ 65 66 74 2d 72 61 64 69 7
573 3a2e 32357265 6d 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72
65 6d 7d 2e 70 61 67 65 2d 69 74 65 6d 3a 6¢ 61 73 74 2d 63 68 69

Data Ascii: focus{z-index:2;outline:0;box-shadow:0 0 0 .2rem rgba(0,123,255,.25)}.page-link:not(:disabled):not(.disabled)
{cursor:pointer}.page-item:first-child .page-link{margin-left:0;border-top-left-radius:.25rem;border-bottom-left-radius
:.25rem}.page-item:last-chi

Data Raw: 63 6f 6¢ 6f 72 3a 23 38 31 38 31 38 32 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 65 66 65
66 65 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 64 66 64 66 65 7d 2e 61 6¢ 65 72 74 2d 6¢ 69 67 68 74 20 68 72 7b
62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6¢ 6f 72 3a 23 65 63 65 63 66 36 7d 2e 61 6¢ 65 72 74 2d 6¢ 69 67 68 74 20 2e 61
6c 65 72 74 2d 6¢ 69 6e 6b 7b 63 6f 6¢ 6f 72 3a 23 36 38 36 38 36 38 7d 2e 61 6¢ 65 72 74 2d 64 61 72 6b 7h 63 6f 6¢ 6f
723a 2331 62316532313b6261636b 6772 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 64 36 64 38 64 39 3b 62 6f 72 64 65
72 2d 63 6f 6¢ 6f 72 3a 23 63 36 63 38 63 61 7d 2e 61 6¢ 65 72 74 2d 64 61 72 6b 20 68 72 7b 62 6f 72 64 65 72 2d 74 6f
70 2d 63 6f 6¢ 6f 72 3a 23 62 39 62 62 62 65 7d 2e 61 6¢

Data Ascii: color:#818182;background-color:#fefefe;border-color:#fdfdfe}.alert-light hr{border-top-color:#ececf6}.alert-light
.alert-link{color:#686868}.alert-dark{color:#1ble21;background-color:#d6d8d9;border-color:#c6c8ca}.alert-dark hr{border-
top-color:#b9bbbe}.al

Data Raw: 6f 6e 3a 68 6f 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 38 35 36 34 30 34 3b 62 61 63 6b 67 72 6f 75 6 64 2d 63 6f 6¢
6f 72 3a 23 66 66 65 38 61 31 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 77 61 72 6e 69 6e 67 2e 6¢ 69 73
74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 61 63 74 69 6f 6e 2e 61 63 74 69 76 65 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 38 35 36 34 30 34 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 38 35 36
343034 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69 74 65 6d 2d 64 61 6e 67 65 72 7h 63 6f 6¢ 6f 72 3a 23 37 32 31 63 32
34 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 35 63 36 63 62 7d 2e 6¢ 69 73 74 2d 67 72 6f 75 70 2d 69
74 65 6d 2d 64 61 6e 67 65 72 2e 6¢ 69 73 74 2d 67 72 6f

Data Ascii: on:hover{color:#856404;background-color:#ffe8al}.list-group-item-warning.list-group-item-action.active{color
:#fff;background-color:#856404;border-color:#856404}.list-group-item-danger{color:#721c24;background-color:#5
c6eb}.list-group-item-danger.list-gro

Data Raw: 61 6b 3a 6e 6f 72 6d 61 6¢ 3b 77 6f 72 64 2d 73 70 61 63 69 6e 67 3a 6e 6f 72 6d 61 6¢ 3b 77 68 69 74 65 2d
7370 61 63 65 3a 6e 6f 72 6d 61 6¢ 3b 6¢ 69 6e 65 2d 62 72 65 61 6b 3a 61 75 74 6f 3b 66 6f 6 74 2d 73 69 7a 65 3a
2e 3837 3572 65 6d 3b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 6f 70 61 63 69 74 79 3a 30 7d
2e 74 6f 6f 6¢ 74 69 70 2e 73 68 6f 77 7b 6f 70 61 63 69 74 79 3a 2e 39 7d 2e 74 6f 6f 6¢ 74 69 70 20 2e 61 72 72 6f 77
7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 2e
38 72 65 6d 3b 68 65 69 67 68 74 3a 2e 34 72 65 6d 7d 2e 74 6f 6f 6¢ 74 69 70 20 2e 61 72 72 6f 77 3a 3a 62 65 66 6f 72
65 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 63

Data Ascii: ak:normal;word-spacing:normal;white-space:normal;line-break:auto;font-size:.875rem;word-wrap:break-
word;opacity:0}.tooltip.show{opacity:.9}.tooltip .arrow{position:absolute;display:block;width:.8rem;height:.4rem}.tooltip
.arrow::before{position:absolute;c

Data Raw: 38 30 30 30 0d Oa 72 69 67 68 74 5d 20 2e 61 72 72 6f 77 2c 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 72 69 67 68
7420 2e 61 72 72 6f 77 7b 6¢ 65 66 74 3a 63 61 6¢ 63 28 28 2e 35 72 65 6d 20 2b 20 31 70 78 29 20 2a 20 2d 31 29 3b
7769 64 74 68 3a 2e 35 72 65 6d 3b 68 65 69 67 68 74 3a 31 72 65 6d 3b 6d 61 72 67 69 6e 3a 2e 33 72 65 6d 20 30 7d
2e 62 73 2d 70 6f 70 6f 76 65 72 2d 61 75 74 6f 5b 78 2d 70 6¢ 61 63 65 6d 65 6e 74 5e 3d 72 69 67 68 74 5d 20 2e 61 72
72 6f 77 3a3a 61 66 74 65 72 2c 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 61 75 74 6f 5b 78 2d 70 6¢ 61 63 65 6d 65 6e 74 Se
3d 7269 67 68 74 5d 20 2e 61 72 72 6f 77 3a 3a 62 65 66 6f 72 65 2c 2e 62 73 2d 70 6f 70 6f 76 65 72 2d 72 69 67 68 74
20 2e 61 72 72 6f 77 3a 3a 61 66 74 65 72 2c 2e 62 73 2d 70 6f

Data Ascii: 8000right] .arrow,.bs-popover-right .arrow{left:calc((.5rem + 1px) * -1);width:.5rem;height:1rem;margin:.3rem
0}.bs-popover-auto[x-placement*=right] .arrow::after,.bs-popover-auto[x-placement*=right] .arrow::before,.bs-popover-right
.arrow::after,.bs-po
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 136 IN
2022-07-01 14:30:01 UTC 140 IN
2022-07-01 14:30:01 UTC 144 IN
2022-07-01 14:30:01 UTC 148 IN
2022-07-01 14:30:01 UTC 152 IN
2022-07-01 14:30:01 UTC 156 IN
2022-07-01 14:30:01 UTC 160 IN
2022-07-01 14:30:01 UTC 163 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 74 2d 61 6¢ 69 67 6e 3a 63 65 6e 74 65 72 3b 6f 70 61 63 69 74 79 3a 2e 35 7d 2e 63 61 72 6f 75 73 65 6¢ 2d
63 6f 6e 74 72 6f 6¢ 2d 6e 65 78 74 3a 66 6f 63 75 73 2c 2e 63 61 72 6f 75 73 65 6¢ 2d 63 6f 6 74 72 6f 6¢ 2d 6€ 65 78
74 3a 68 6f 76 65 72 2c 2e 63 61 72 6f 75 73 65 6¢ 2d 63 6f 6e 74 72 6f 6¢ 2d 70 72 65 76 3a 66 6f 63 75 73 2C 2e 63 61
72 6f 75 73 65 6¢ 2d 63 6f 6e 74 72 6f 6¢ 2d 70 72 65 76 3a 68 6 76 65 72 7b 63 6f 6¢ 6f 72 3a 23 66 66 66 3b 74 65 78
74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 6f 75 74 6¢ 69 6e 65 3a 30 3b 6f 70 61 63 69 74 79 3a 2e 39 7d 2e
63 61 72 6f 75 73 65 6¢ 2d 63 6f 6e 74 72 6f 6¢ 2d 70 72 65 76 7b 6C 65 66 74 3a 30 7d 2e 63 61 72 6f 75 73 65 6C 2d 63
6f 6e 74 72 6f 6¢ 2d 6e 65 78 74 7Tb 72 69 67 68 74 3a 30

Data Ascii: t-align:center;opacity:.5}.carousel-control-next:focus,.carousel-control-next:hover,.carousel-control-prev:f
ocus,.carousel-control-prev:hover{color:#fff;text-decoration:none;outline:0;opacity:.9}.carousel-control-prev{left:0}.ca
rousel-control-next{right:0

Data Raw: 74 7d 2e 62 6f 72 64 65 72 2d 6¢ 69 67 68 74 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 23 66 38 66 39 66 61
2169 6d 70 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 64 61 72 6b 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 32 23 33 34
33613430 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 6f 72 64 65 72 2d 77 68 69 74 65 7b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f
72 3a 2366 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 72 6f 75 6e 64 65 64 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73
3a 2e 32357265 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 72 6f 75 6e 64 65 64 2d 74 6f 70 7b 62 6f 72 64 65 72 2d 74 6f
70 2d 6¢ 65 66 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 72 64 65 72 2d 74 6f
702d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 2e 32 35 72 65

Data Ascii: t}.border-light{border-color:#f8f9falimportant}.border-dark{border-color:#343a40!important}.border-white{bor
der-color:#ffflimportant}.rounded{border-radius:.25rem!important}.rounded-top{border-top-left-radius:.25rem!important;bo
rder-top-right-radius:.25re

Data Raw: 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 31 36 62 79 39 3a 3a 62 65 66 6f 72 65 7b 70 61 64 64 69 6e 67 2d 74
6f 70 3a 35 36 2e 32 35 25 7d 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 34 62 79 33 3a 3a 62 65 66 6f 72
65 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 37 35 25 7d 2e 65 6d 62 65 64 2d 72 65 73 70 6f 6e 73 69 76 65 2d 31 62 79
31 3a 3a 62 65 66 6f 72 65 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 31 30 30 25 7d 2e 66 6¢ 65 78 2d 72 6f 77 7b 2d 77 6
562 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 77 6
562 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73
2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 21 69 6d

Data Ascii: d-responsive-16by9::before{padding-top:56.25%}.embed-responsive-4by3::before{padding-top:75%}.embed-
responsive-1by1l::before{padding-top:100%}.flex-row{-webkit-box-orient:horizontallimportant;-webkit-box-direction:norma
llimportant;-ms-flex-direction:row!im

Data Raw: 74 61 72 74 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e
74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 3b 6a 75 73 74 69 66 79
2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6a 75 73 74 69 66 79 2d
63 6f 6e 74 65 6e 74 2d 73 6d 2d 65 6e 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 65 6e 64 21 69 6d 70 6
f7274 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 3b 6a 75 73 74 69
66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6a 75 73 74 69 66 79 2d
63 6f 6e 74 65 6e 74 2d 73 6d 2d 63 65 6e 74 65 72 7b 2d 77 65 62 6b

Data Ascii: tart{-webkit-box-pack:start!limportant;-ms-flex-pack:start!important;justify-content:flex-startlimportant}.justify-
content-sm-end{-webkit-box-pack:end!important;-ms-flex-pack:end!important;justify-content:flex-end!important}.justify-
content-sm-center{-webk

Data Raw: 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6c 69 67 6e 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70
6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 69 74 65 6d 73 3a 62 61 73 65 6¢ 69 6€ 65 21 69 6d 70 6f 72 74 61 6 74 7d 2e
61 6¢ 69 67 6e 2d 69 74 65 6d 73 2d 6d 64 2d 73 74 72 65 74 63 68 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 61 6C 69 67
6e 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74 61 6e 74 3b 2d 6d 73 2d 66 6¢ 65 78 2d 61 6¢ 69 67 6e 3a 73 74 72 65 7
463 682169 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6€ 2d 69 74 65 6d 73 3a 73 74 72 65 74 63 68 21 69 6d 70 6f 72 74
61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 63 6f 6e 74 65 6e 74 2d 6d 64 2d 73 74 61 72 74 7b 2d 6d 73 2d 66 6¢ 65 78 2d 6¢ 69
6e 65 2d 70 61 63 6b 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74

Data Ascii: mportant;-ms-flex-align:baselinelimportant;align-items:baselinelimportant}.align-items-md-stretch{-webkit-box-
align:stretchlimportant;-ms-flex-align:stretchlimportant;align-items:stretch!important}.align-content-md-start{-ms-flex-line-
pack:startlimportant

Data Raw: 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 66 6¢ 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61
6c 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6¢ 65 78 2d 69 74 65 6d 2d 61 6¢ 69 67 6e
3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65 6¢ 66 3a 63 65 6e 74 65 72 21 69 6d 70
6f 7274 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 62 61 73 65 6¢ 69 6e 65 7b 2d 6d 73 2d 66 6¢ 65 78
2d 69 74 65 6d 2d 61 6¢ 69 67 6e 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 3b 61 6¢ 69 67 6e 2d 73 65
6c 66 3a 62 61 73 65 6¢ 69 6e 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6¢ 69 67 6e 2d 73 65 6¢ 66 2d 6¢ 67 2d 73 74
7265 74 63 68 7b 2d 6d 73 2d 66 6¢c 65 78 2d 69 74 65 6d 2d 61 6¢ 69 67

Data Ascii: ant;align-self:flex-end!important}.align-self-lg-center{-ms-flex-item-align:center!important;align-self:cent
erlimportant}.align-self-lg-baseline{-ms-flex-item-align:baseline!important;align-self:baseline!important}.align-self-lg-
stretch{-ms-flex-item-alig

Data Raw: 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 7b 70 6f 73 69 74 69 6f 6e 3a 72
65 6¢ 61 74 69 76 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 7b 70 6f 73
69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 66 69 78 65 64
7b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6f 73 69 74 69 6f 6e 2d 73 74 69 63
6b 79 7b 70 6f 73 69 74 69 6f 6e 3a 2d 77 65 62 6b 69 74 2d 73 74 69 63 6b 79 21 69 6d 70 6f 72 74 61 6e 74 3b 70 6f 73
69 74 69 6f 6e 3a 73 74 69 63 6b 79 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 69 78 65 64 2d 74 6f 70 7b 70 6f 73 69 74 69
6f 6e 3a 66 69 78 65 64 3b 74 6f 70 3a 30 3b 72 69 67 68

Data Ascii: ortant}.position-relative{position:relative!important}.position-absolute{position:absolute!important}.position-
fixed{position:fixed!important}.position-sticky{position:-webkit-sticky!important;position:sticky!important}.fixed-top{position
:fixed;top:0;righ

Data Raw: 33 61 30 31 0d Oa 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 2d 35 7b 70 61 64 64 69 6e 67 3a 33 72 65
6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 74 2d 35 2c 2e 70 79 2d 35 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 33 72 65
6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 72 2d 35 2c 2e 70 78 2d 35 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 33
72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 35 2c 2e 70 79 2d 35 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f
6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 6¢ 2d 35 2c 2e 70 78 2d 35 7b 70 61 64 64 69 6e 67 2d 6¢ 65
66 74 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 61 75 74 6f 7b 6d 61 72 67 69 6e 3a 61 75 74 6f 21 69
6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 61 75 74 6f 2c 2e 6d 79 2d 61 75 74

Data Ascii: 3a01em!important}.p-5{padding:3rem!important}.pt-5,.py-5{padding-top:3rem!important}.pr-5,.px-5{padding-
right:3rem!important}.pb-5,.py-5{padding-bottom:3rem!important}.pl-5,.px-5{padding-left:3rem!important}.m-auto{mar
gin:auto!important}.mt-auto,.my-aut
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kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 168

2022-07-01 14:30:01 UTC 172

2022-07-01 14:30:01 UTC 176

2022-07-01 14:30:01 UTC 178

Session ID Source IP
5 192.168.2.3
. kBytes
Ti t
‘mestamp transferred

2022-07-01 14:30:01 UTC 201

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49822

Direction

ouT

Data

Data Raw: 74 7d 2e 6d 72 2d 6d 64 2d 34 2c 2e 6d 78 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 31 2e
357265 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 6d 64 2d 34 2c 2e 6d 79 2d 6d 64 2d 34 7b 6d 61 72 67 69 6e
2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6¢ 2d 6d 64 2d 34 2c 2e 6d 78 2d 6d 64
2d 34 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 2d 6d 64 2d 35
7b 6d 61 72 67 69 6e 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 74 2d 6d 64 2d 35 2c 2e 6d 79 2d 6d 64 2d
35 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6d 64 2d 35 2c 2e 6d
78 2d 6d 64 2d 35 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 33 72 65 6d

Data Ascii: t}.mr-md-4,.mx-md-4{margin-right:1.5rem!important}.mb-md-4,.my-md-4{margin-bottom:1.5rem!important}.ml-
md-4,.mx-md-4{margin-left:1.5rem!important}.m-md-5{margin:3rem!important}.mt-md-5,.my-md-5{margin-top:3re
mlimportant}.mr-md-5,.mx-md-5{margin-right:3rem

Data Raw: 2d 34 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e
70 6¢ 2d 6¢c 67 2d 34 2¢c 2e 70 78 2d 6¢ 67 2d 34 7b 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 31 2e 35 72 65 6d 21 69 6d
70 6f 72 74 61 6e 74 7d 2e 70 2d 6¢ 67 2d 35 7b 70 61 64 64 69 6e 67 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d
2e 70 74 2d 6¢ 67 2d 35 2c 2e 70 79 2d 6¢ 67 2d 35 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 33 72 65 6d 21 69 6d 70 6f 7
27461 6e 74 7d 2e 70 72 2d 6¢ 67 2d 35 2c 2e 70 78 2d 6¢ 67 2d 35 7b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 33
72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 70 62 2d 6¢ 67 2d 35 2c 2e 70 79 2d 6¢ 67 2d 35 7b 70 61 64 64 69 6e 67
2d 62 6f 74 74 6f 6d 3a 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e

Data Ascii: -4{padding-bottom:1.5rem!important}.pl-lg-4,.px-lg-4{padding-left:1.5rem!important}.p-lg-5{padding:3rem!impo
rtant}.pt-Ig-5,.py-lg-5{padding-top:3rem!important}.pr-lg-5,.px-lg-5{padding-right:3rem!important}.pb-Ig-5,.py-lg-5{padding-
bottom:3rem!important}.

Data Raw: 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 65 78 74 2d 78 6¢ 2d 63 65 6e 74 65 72 7b 74 65 78 74 2d 61 6c 69 67 6e
3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 2e 74 65 78 74 2d 6¢ 6f 77 65 72 63 61 73 65 7b 74 65 78 74
2d 7472 61 6e 73 66 6f 72 6d 3a 6¢ 6f 77 65 72 63 61 73 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 65 78 74 2d 75 70 70
657263 61 73 65 7b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 75 70 70 65 72 63 61 73 65 21 69 6d 70 6f 72 74 61
6e 74 7d 2e 74 65 78 74 2d 63 61 70 69 74 61 6¢ 69 7a 65 7h 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 63 61 70 69
74 61 6¢ 69 7a 65 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 66 6f 6e 74 2d 77 65 69 67 68 74 2d 6¢ 69 67 68 74 7b 66 6f 6e
74 2d 77 65 69 67 68 74 3a 33 30 30 21 69 6d 70 6f 72 74 61 6e 74 7d

Data Ascii: important}.text-xI-center{text-align:centerlimportant}}.text-lowercase{text-transform:lowercase!important}.text-
uppercase{text-transform:uppercaselimportant}.text-capitalize{text-transform:capitalize!important}.font-weight-light{font-
weight:300!important}

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP CEIRELL Process
Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1

Host: maxcdn.bootstrapcdn.com

Connection: keep-alive

Origin: https://eyecandylashcompany.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 258

2022-07-01 14:30:01 UTC 259

2022-07-01 14:30:01 UTC 259

2022-07-01 14:30:01 UTC 260

2022-07-01 14:30:01 UTC 262

2022-07-01 14:30:01 UTC 263

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:01 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000

ETag: W/"14d449eb8876fa55elef3c2cc52b0cl7"
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 03/10/2022 17:24:53
CDN-ProxyVer: 1.02

CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
CDN-EdgeStorageld: 860

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: fb4fb01b1e9c9f519dffab6f6c66766f
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 43070

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 723fd652cd029211-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 31 38 35 0d Oa 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 Oa 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72
7329 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74

Data Ascii: 1185/*! * Bootstrap v4.0.0 (https://getbootstrap.com) * Copyright 2011-2018 The Bootstrap Authors (https:/
/github.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https:/github.com/twbs/bootstrap/blob/master/LIC
ENSE) */!function(t

Data Raw: 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 65 28 65 78 70 6f 72 74 73 2¢ 72 65 71 75 69 72 65 28 22 6a 71 75 65 72 79
2229 2c 7265717569 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79
70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6€ 65 28 5b 22 65 78 70 6f 72 74
7322 2c226a7175657279222c 2270 6f70 7065 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61
70 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 7
4 2¢ 65 2c 6e 29 7h 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28
76 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b

Data Ascii: eof module?e(exports,require(“jquery”),require("popper.js")):"function"==typeof define&&define.amd?define(["
exports”,"jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var n
=0;n<e.length;n++

Data Raw: 6¢ 65 6e 67 74 68 3e 30 3f 69 3a 6e 75 6¢ 6¢ 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢
7d 7d 2c 72 65 66 6¢ 6f 77 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7h 72 65 74 75 72 6e 20 74 2e 6f 66 66 73 65 74 48 65 69
676874 7d 2c 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7h 74
28 6e 29 2e 74 72 69 67 67 65 72 28 65 2e 65 6e 64 29 7d 2¢c 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45
6e 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6¢ 65 61 6e 28 65 29 7d 2c 69 73 45 6¢ 65 6d 65
6e 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 5b 30 5d 7c 7c 74 29 2e 6e 6f 64 65 54 79 70 65 7
d 2c 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 3a 66 75 6e 63

Data Ascii: length>0?i:null}catch(t){return null}},reflow:function(t){return t.offsetHeight},triggerTransitionEnd:function(n){t(n)
.trigger(e.end)},supportsTransitionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType},typ
eCheckConfig:func

Data Raw: 6e 74 28 74 29 2c 6e 3d 21 31 3b 72 65 74 75 72 6e 20 65 26 26 28 6e 3d 6f 28 65 29 5b 30 5d 29 2c 6e 7c 7c
28 6e 3d 6f 28 74 29 2e 63 6¢ 6f 73 65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 65 2e 5f 74 72 69 67 67 65 72
43 6¢ 6f 73 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6f 2e 45 76 65 6e 74 28 75 2e
43 4c 4f 53 45 29 3b 72 65 74 75 72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2¢ 65 7d 2c 65 2e 5f 72 65 6d 6f
76 65 45 6¢ 65 6d 65 6 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 6f 28 74 29 2e 72
65 6d 6f 76 65 43 6¢ 61 73 73 28 5f 29 2¢ 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26
26 6f 28 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3f 6f 28 74

Data Ascii: nt(t),n=!1;return e&&(n=o0(e)[0]),n||(n=0(t).closest("."+f)[0]),n}e._triggerCloseEvent=function(t){var e=0.E
vent(u.CLOSE);return o(t).trigger(e),e},e._removeElement=function(t){var e=this;o(t).removeClass(_),P.supportsTransition
End()&&o(t).hasClass(d)?o(t

Data Raw: 66 28 69 29 7b 69 66 28 22 72 61 64 69 6f 22 3d 3d 3d 69 2e 74 79 70 65 29 69 66 28 69 2e 63 68 65 63 6b
65 64 26 26 70 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 43 29 29 74 3d 21 31 3b 65
6c 73 65 7b 76 61 72 20 73 0d Oa

Data Ascii: f(i){if("radio"===i.type)if(i.checked&&p(this._element).hasClass(C))t=!1;else{var s
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Data

Data Raw: 37 66 66 61 0d Oa 3d 70 28 6e 29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 73 29 2e 72 65 6d 6f
76 6543 6¢ 61 73 73 28 43 29 7d 69 66 28 74 29 7b 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73
61 62 6¢ 65 64 22 29 7c 7c 6e 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 29 7c 7c 69 2e
63 6¢ 61 73 73 4¢c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6¢ 65 64 22 29 7C 7c 6e 2e 63 6¢ 61 73 73
4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6¢ 65 64 22 29 29 72 65 74 75 72 6e 3b 69 2e 63 68 65 63
6b 65 64 3d 21 70 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 43 29 2¢ 70 28 69 29 2e
74 72 69 67 67 65 72 28 22 63 68 61 6e 67 65 22 29 7d 69 2e 66 6f 63 75 73

Data Ascii: 7ffa=p(n).find(w)[0];s&&p(s).removeClass(C)}if(t){if(i.nasAttribute("disabled")||n.hasAttribute("disabled")|
li.classList.contains("disabled")||n.classList.contains("disabled"))return;i.checked=!p(this._element).hasClass(C),p(i).
trigger(“"change")}i.focus

Data Raw: 3a 22 6b 65 79 64 6f 77 6e 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22
2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2b 69 2¢ 54 4f 55 43 48 45 4e 44 32 22 74
6f 75 63 68 65 6e 64 22 2b 69 2c 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 3a 22 6¢ 6 61 64 22 2b 69 2b 22 2e 64 61 74 61
2d 61 70 69 22 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 69 2b 22 2e 64 61 74 61 2d 61
7069 22 7d 2c 5f 3d 22 63 61 72 6f 75 73 65 6¢ 22 2¢ 67 3d 22 61 63 74 69 76 65 22 2c 70 3d 22 73 6¢ 69 64 65 22 2¢
6d 3d 22 63 61 72 6f 75 73 65 6¢ 2d 69 74 65 6d 2d 72 69 67 68 74 22 2¢ 76 3d 22 63 61 72 6f 75 73 65 6¢ 2d 69 74 65 6
d 2d 6¢ 65 66 74 22 2c 45 3d 22 63 61 72 6f 75 73 65 6¢ 2d 69 74

Data Ascii: :"keydown"+i, MOUSEENTER:"mouseenter"+i, MOUSELEAVE:"mouseleave"+i, TOUCHEND:"touchend"+i,L
OAD_DATA_API:"load"+i+".data-api",CLICK_DATA_API:"click"+i+".data-api"},_="carousel",g="active",p="slide",m="c
arousel-item-right",v="carousel-item-left",E="carousel-it

Data Raw: 65 61 72 49 6e 74 65 72 76 61 6¢ 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 29 2c 74 68 69 73 2e 5f 69 6e
74 6572 76 61 6¢ 3d 6e 75 6¢ 6¢ 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 26 26 21 74 68 69
73 2e 5f 69 73 50 61 75 73 65 64 26 26 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 73 65 74 49 6e 74 65 72 76 61
6c 28 28 64 6f 63 75 6d 65 6e 74 2e 76 69 73 69 62 69 6¢ 69 74 79 53 74 61 74 65 3f 74 68 69 73 2e 6e 65 78 74 57 68
65 6e 56 69 73 69 62 6¢ 65 3a 74 68 69 73 2e 6e 65 78 74 29 2e 62 69 6e 64 28 74 68 69 73 29 2c 74 68 69 73 2e 5f 63 6
f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6¢ 29 29 7d 2c 43 2e 74 6f 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e
3d 74 68 69 73 3b 74 68 69 73 2e 5f 61 63 74 69 76 65 45 6¢ 65 6d

Data Ascii: earlnterval(this._interval),this._interval=null),this._config.interval&&!this._isPaused&&(this._interval=set
Interval((document.visibilityState ?this.nextWhenVisible:this.next).bind(this),this._config.interval))},C.to=function(e){var
n=this;this._activeElem

Data Raw: 43 2e 5f 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 6e 70 75 74 7c 74 65
7874 61 72 65 61 2f 69 2e 74 65 73 74 28 74 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 73 77 69 74 63 68 28
74 2e 77 68 69 63 68 29 7h 63 61 73 65 20 33 37 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 74 68 69
73 2e 70 72 65 76 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6C 74
2829 2c 74 68 69 73 2e 6e 65 78 74 28 29 7d 7d 2c 43 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 3d 66 75 6e 63 74 69
6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 69 74 65 6d 73 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28
65 29 2e 70 61 72 65 6e 74 28 29 2e 66 69 6e 64 28 79 2e 49 54 45 4d 29

Data Ascii: C._keydown=function(t){if(!/input|textarea/i.test(t.target.tagName))switch(t.which){case 37:t.preventDefault
(),this.prev();break;case 39:t.preventDefault(),this.next()}},C._getltemIindex=function(e){return this._items=t.makeArray
(t(e).parent().find(y.I TEM)

Data Raw: 6f 72 45 6¢ 65 6d 65 6e 74 28 63 29 3b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 2e 53 4c 49 44 2¢c 7b
72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 63 2c 64 69 72 65 63 74 69 6f 6€ 3a 72 2¢ 66 72 6f 6d 3a 6¢ 2c 74 6f 3a 5f 7d
29 3b 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6¢
65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 70 29 3f 28 74 28 63 29 2e 61 64 64 43 6¢ 61 73 73 28 73 29 2¢ 50 2e
72 65 66 6¢ 6f 77 28 63 29 2c 74 28 61 29 2e 61 64 64 43 6¢ 61 73 73 28 69 29 2c 74 28 63 29 2e 61 64 64 43 6¢ 61 73
73 28 69 29 2c 74 28 61 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f 6e 28
29 7b 74 28 63 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 69 2b 22 20

Data Ascii: orElement(c);var I=t.Event(d.SLID {relatedTarget:c,direction:r,from:l,to:_});P.supportsTransitionEnd()&&t(th
is._element).hasClass(p)?(t(c).addClass(s),P.reflow(c),t(a).addClass(i),t(c).addClass(i),t(a).one(P. TRANSITION

_END, function(){t(c).removeClass(i+"

Data Raw: 6¢ 65 72 29 2c 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75
6e 63 74 69 6f 6e 28 29 7b 74 28 79 2e 44 41 54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29
7b 76 61 72 20 65 3d 74 28 74 68 69 73 29 3b 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28
65 2c 65 2e 64 61 74 61 28 29 29 7d 29 7d 29 2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66
61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 43 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 6f 6e 66
6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 6f 2c 43 2e 5f 6a 51 75 65
7279 49 6e 74 65 72 66 61 63 65 7d 2c 43 7d 28 65 29 2c 48 3d 66

Data Ascii: ler),t(window).on(d.LOAD_DATA_API function(){t(y.DATA_RIDE).each(function(){var e=t(this);C._jQuer
yinterface.call(e,e.data())})}),t.fn[e]=C._jQueryinterface,t.fn[e].Constructor=C,t.fn[e].noConflict=function(){return t.fn[e]=o,C.
_jQuerylinterface},C}(e),H=f

Data Raw: 67 26 26 21 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 26 26 28 74
68 69 73 2e 5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e
5f 70 61 72 65 6e 74 29 2e 66 69 6e 64 28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6¢ 74 65 72 28 27 5b 64 61 74 61 2d
7061 72 65 6e 74 3d 22 27 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 29 29 2e 6¢ 6
5 6e 67 74 68 26 26 28 65 3d 6e 75 6¢ 6¢ 29 2c 21 28 65 26 26 28 73 3d 74 28 65 29 2e 6e 6f 74 28 74 68 69 73 2e 5f 73
65 6¢ 65 63 74 6f 72 29 2e 64 61 74 61 28 6€ 29 29 26 26 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 29 29 29
7b 76 61 72 20 6f 3d 74 2e 45 76 65 6e 74 28 68 2e 53 48 4f 57 29

Data Ascii: g&&!t(this._element).hasClass(c)&&(this._parent&&0===(e=t.makeArray(t(this._parent).find(p.ACTIVES).filter("
[data-parent=""+this._config.parent+"]))).length&&(e=null),!(e&&(s=t(e).not(this._selector).data(n))&&s._isTransitioning)))
{var o=t.Event(h.SHOW)

Data Raw: 68 3b 73 2b 2b 29 7b 76 61 72 20 72 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 5b 73 5d 2c 6f
3d 50 2e 67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 72 29 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 3d 6f
2974 28 6f 29 2e 68 61 73 43 6¢ 61 73 73 28 63 29 7c 7c 74 28 72 29 2e 61 64 64 43 6¢ 61 73 73 28 64 29 2e 61 74 74
722822617269 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 31 29 7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f
6e 69 6e 67 28 21 30 29 3b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 73 65 74 54 72 61 6e 73 69 74 69
6f 6e 69 6e 67 28 21 31 29 2c 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 66 29 2e 61
64 64 43 6¢ 61 73 73 28 75 29 2e 74 72 69 67 67 65 72 28 68 2e 48

Data Ascii: h;s++){var r=this._triggerArray[s],0=P.getSelectorFromElement(r);if(null!==0)t(0).hasClass(c)||t(r).addClass
(d).attr("aria-expanded",!1)}this.setTransitioning(!0);var a=function(){e.setTransitioning(!1),t(e._element).removeClass
(f).addClass(u).trigger(h.H
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Data

Data Raw: 6¢ 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65
747572 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29
2c 6f 3d 73 2e 64 61 74 61 28 6e 29 2c 6¢ 3d 72 28 7b 7d 2c 61 2c 73 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d
3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 21 6f 26 26 6¢ 2e 74 6f 67 67 6¢ 65 26 26 2f 73 68 6f 77 7c 68 69 64
65 2f 2e 74 65 73 74 28 65 29 26 26 28 6¢ 2e 74 6f 67 67 6¢ 65 3d 21 31 29 2c 6f 7c 7c 28 6f 3d 6e 65 77 20 69 28 74 68
69 73 2c 6¢ 29 2c 73 2e 64 61 74 61 28 6e 2c 6f 29 29 2¢ 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b
69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f

Data Ascii: I},i._jQuerylInterface=function(e){return this.each(function()}{var s=t(this),o=s.data(n),I=r({},a,s.data(),"o
bject"'==typeof e&&e);if(!0&&I.toggle&&/show|hide/.test(e)&&(l.toggle=!1),0||(o=new i(this,l),s.data(n,0)),"string"==typeof e)
{if("undefined"==typeo

Data Raw: 6f 6d 2d 73 74 61 72 74 22 2c 53 3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2c 77 3d 22 72 69 67 68 74 2d 73 74
6172 74 22 2c 4e 3d 22 6¢ 65 66 74 2d 73 74 61 72 74 22 2c 4f 3d 7b 6 66 66 73 65 74 3a 30 2c 66 6¢ 69 70 3a 21 30 2c
62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 65 74 3a 22 28 6e 75 6d
626572 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2¢ 66 6¢ 69 70 3a 22 62 6f 6f 6¢ 65 61 6e 22 2¢ 62 6f 75
6e 64 61 72 79 3a 22 28 73 74 72 69 6e 67 7c 65 6¢ 65 6d 65 6e 74 29 22 7d 2c 4c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b
66 75 6e 63 74 69 6f 6e 20 61 28 74 2c 65 29 7b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6 74 3d 74 2c 74 68 69 73 2e 5f 70 6f
70 70 65 72 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 63 6f 6e 66

Data Ascii: om-start",S="bottom-end",w="right-start",N="left-start",0={offset:0,flip:!0,boundary:"scrollParent"},k={offset:"
(number|string|function)” flip:"boolean”,boundary:"(string|element)"},L=function(){function a(t,e){this._element=t,t
his._popper=null,this._conf

Data Raw: 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6¢ 6¢ 2¢ 6e 75 6¢ 6¢ 21 3d 3d 74 68
69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2¢ 74 68 69 73
2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d 2c 6¢ 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73
2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6¢ 6¢ 21 3d 3d
74 6869 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6¢ 65 55 70 64 61 74
65 28 29 7d 2c 6¢ 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61
7220 65 3d 74 68 69 73 3b 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d

Data Ascii: ement=null,this._menu=null,null!==this._popper&&(this._popper.destroy(),this._popper=null)},|.update=functio
n(){this._inNavbar=this._detectNavbar(),null!'==this._popper&&this._popper.scheduleUpdate()},|._addEventListene
rs=function(){var e=this;t(this._elem

Data Raw: 6¢ 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70
65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f
77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 2
227 29 3b 6e 5b 65 5d 28 29 7d 7d 29 7d 2c 61 2e 5f 63 6¢ 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29
7b 69 66 28 21 65 7c 7c 33 21 3d 3d 65 2e 77 68 69 63 68 26 26 28 22 6b 65 79 75 70 22 21 3d 3d 65 2e 74 79 70 65 7c
7c 39 3d 3d 3d 65 2e 77 68 69 63 68 29 29 66 6f 72 28 76 61 72 20 6e 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 45
29 29 2c 73 3d 30 3b 73 3c 6e 2e 6¢ 65 6e 67 74 68 3b 73 2b 2b 29 7b 76

Data Ascii: I),t(this).data(i,n)),"string"==typeof e){if("undefined"==typeof n[e])throw new TypeError('No method named "
+e+"");n[e]()}})},a._clearMenus=function(e){if('e||3!==e.which&&("keyup"!==e.type||9===e.which))for(var n=t.makeArray(
t(E)),s=0;s<n.length;s++){v

Data Raw: 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3c 73 2e 6¢ 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72 3c 30 26 26
28 723d 30 29 2c 73 5b 72 5d 2e 66 6f 63 75 73 28 29 7d 7d 65 6¢ 73 65 7b 69 66 28 32 37 3d 3d 3d 65 2e 77 68 69 63
6829 7b 76 61 72 20 6f 3d 74 28 6e 29 2e 66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 69 67 67 65 72 28 22 6
6 6f 63 75 7322 29 7d 74 28 74 68 69 73 29 2e 74 72 69 67 67 65 72 28 22 63 6¢ 69 63 6b 22 29 7d 7d 7d 2c 73 28 61 2C
6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74
75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f
6e 28 29 7b 72 65 74 75 72 6e 20 4f 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66

Data Ascii: ===e.which&&r<s.length-1&&r++,r<0&&(r=0),s[r].focus()}}else{if(27===e.which){var o=t(n).find(E)[0];t(0).trig
ger(“focus")}t(this).trigger(“click”)}}},s(a,null,[{key:"VERSION",get:function(){return“4.0.0"}} {key:"Default",get:function(){ret
urn O}},{key:"Def

Data Raw: 67 67 6¢ 65 3d 22 6d 6f 64 61 6¢ 22 5d 27 2c 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 64 61 74 61 2d 64
69 73 6d 69 73 73 3d 22 6d 6f 64 61 6¢ 22 5d 27 2¢ 46 49 58 45 44 5f 43 4f 4e 54 45 4e 54 3a 22 2e 66 69 78 65 64 2d 74
6f 70 2c 20 2e 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2c 20 2e 69 73 2d 66 69 78 65 64 2c 20 2e 73 74 69 63 6b 79 2d 74 6f
7022 2c 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 3a 22 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 56 42 41 52 5f 54
4f 47 A7 4c 45 52 3a 22 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6¢ 65 72 22 7d 2¢c 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b
66 75 6e 63 74 69 6f 6e 20 6f 28 65 2c 6e 29 7b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f
6e 66 69 67 28 6e 29 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e

Data Ascii: ggle="modal"]', DATA_DISMISS: [data-dismiss="modal"]',FIXED_CONTENT:" fixed-top, .fixed-bottom, .is-fixed,
.sticky-top",STICKY_CONTENT:".sticky-top",NAVBAR_TOGGLER:".navbar-toggler"},p=function(){function o(e,n){this._c
onfig=this._getConfig(n),this._elemen

Data Raw: 3b 69 66 28 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 2c 74 68 69 73
2e 5f 69 73 53 68 6f 77 6e 26 26 21 69 2e 69 73 44 65 66 61 75 6¢ 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69
73 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e
45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 64 29 3b 73 26 26
2874 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 30 29 2c 74 68 69 73 2e 5f 73 65 74 45 73 63 6
17065 45 76 65 6e 74 28 29 2c 74 68 69 73 2e 5f 73 65 74 52 65 73 69 7a 65 45 76 65 6e 74 28 29 2c 74 28 64 6f 63 75
6d 65 6e 74 29 2e 6f 66 66 28 68 2e 46 4f 43 55 53 49 4e 29 2¢c 74

Data Ascii: ;if(t(this._element).trigger(i),this._isShown&&!i.isDefaultPrevented()){this._isShown=!1;var s=P.supportsTra
nsitionEnd()&&t(this._element).hasClass(d);s&&(this._isTransitioning=!0),this._setEscapeEvent(),this._setResizeEvent(),t
(document).off(h.FOCUSIN),t

Data Raw: 28 29 7b 6e 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6¢ 65 6d 65 6e 74 2e 66 6f 63 75 73
2829 2c 6e 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74
7269 67 67 65 72 28 73 29 7d 3b 69 3f 74 28 74 68 69 73 2e 5f 64 69 61 6¢ 6f 67 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53
49 54 49 4f 4e 5f 45 4e 44 2¢ 72 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 33 30 30 29 3a 72
2829 7d 2c 70 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69
73 3b 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 66 66 28 68 2e 46 4f 43 55 53 49 4e 29 2e 6f 6e 28 68 2e 46 4f 43 55 53 49
4e 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 64 6f 63 75 6d

Data Ascii: (){n._config.focus&&n._element.focus(),n._isTransitioning=!1,t(n._element).trigger(s)};i?t(this._dialog).one
(P.TRANSITION_END,r).emulateTransitionEnd(300):r()},p._enforceFocus=function(){var e=this;t(document).off(h.FO
CUSIN).on(h.FOCUSIN,function(n){docum

Page 85 of 101



kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 284 IN
2022-07-01 14:30:01 UTC 286 IN
2022-07-01 14:30:01 UTC 287 IN
2022-07-01 14:30:01 UTC 288 IN
2022-07-01 14:30:01 UTC 290 IN
2022-07-01 14:30:01 UTC 291 IN
2022-07-01 14:30:01 UTC 292 IN
2022-07-01 14:30:01 UTC 294 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2c 74 28 74 68 69
73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2c 66 75 6e 63 74 69 6f 6e 28
7429 7b 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6¢ 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64
72 6f 70 43 6¢ 69 63 6b 3d 21 31 3a 74 2e 74 61 72 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 26
26 2822 73 74 61 74 69 63 22 3d 3d 3d 6e 2e 5f 63 6f 6e 66 69 67 2e 62 61 63 6b 64 72 6f 70 3f 6e 2e 5f 65 6¢ 65 6d 65
6e 74 2e 66 6f 63 75 73 28 29 3a 6e 2e 68 69 64 65 28 29 29 7d 29 2c 73 26 26 50 2e 72 65 66 6¢ 6f 77 28 74 68 69 73
2e 5f 62 61 63 6b 64 72 6f 70 29 2c 74 28 74 68 69 73 2e 5f 62

Data Ascii: kdrop).appendTo(document.body),t(this._element).on(h.CLICK_DISMISS,function(t){n._ignoreBackdropClick?
n._ignoreBackdropClick=!1:t.target===t.currentTarget&&("static"===n._config.backdrop?n._element.focus():n.hide())}),
s&&P.reflow(this._backdrop),t(this._b

Data Raw: 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2¢c 73 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67
68 74 22 2¢ 70 61 72 73 65 46 6¢ 6f 61 74 28 72 29 2b 65 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22 70 78 22
29 7d 29 2c 74 28 67 2e 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 2¢
69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6¢ 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 2c 72 3d 74 28
69 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 61 28 22 6d 61 72 67 69
6e 2d 72 69 67 68 74 22 2¢ 73 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 2c 70 61 72 73 65 46 6¢ 6f
61 74 28 72 29 2d 65 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68

Data Ascii: "padding-right",s).css("padding-right",parseFloat(r)+e._scrollbarWidth+"px")}),t(g.STICKY_CONTENT)
.each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i).css("margin-right");t(i).data("margin-right",s).css("margin-right",pars
eFloat(r)-e._scrollbarWidth

Data Raw: 29 2e 64 61 74 61 28 6e 29 2c 61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6¢ 74 2c 74 28 74 68 69 73 29 2e 64
6174 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 73 7c 7c 28 73 3d 6e
65 77 20 6f 28 74 68 69 73 2c 61 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 2c 73 29 29 2c 22 73 74 72 69 6e 67
22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 73 5b 65 5
d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22
27 2b 65 2b 27 22 27 29 3b 73 5b 65 5d 28 69 29 7d 65 6¢ 73 65 20 61 2e 73 68 6f 77 26 26 73 2e 73 68 6f 77 28 69 29
7d 29 7d 2c 73 28 6f 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56 45 52

Data Ascii: ).data(n),a=r({},0.Default,t(this).data(), "object"==typeof e&&e);if(s||(s=new o(this,a),t(this).data(n,s)),"string"==t
ypeof e){if("undefined"==typeof s[e])throw new TypeError('No method named "+e+"");s[e](i)}else a.show&&s.show(i)})},s(
o,null,[{key:"VER

Data Raw: 75 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6¢ 61 74 65 3a 27 3c 64 69 76 20 63 6¢ 61 73 73
3d 22 74 6f 6f 6¢c 74 69 70 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 61 72
72 6f 77 22 3e 3c 2f 64 69 76 3e 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65 72 22 3e 3¢ 2f
64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2¢ 74 69 74 6¢ 65 3a
2222 2c 64 65 6¢ 61 79 3a 30 2c 68 74 6d 6¢ 3a 21 31 2¢ 73 65 6¢ 65 63 74 6f 72 3a 21 31 2¢ 70 6¢ 61 63 65 6d 65 6
74 3a22 74 6f 70 22 2c 6f 66 66 73 65 74 3a 30 2c 63 6f 6e 74 61 69 6e 65 72 3a 21 31 2c 66 61 6¢ 6C 62 61 63 6b 50 6C
61 63 65 6d 65 6e 74 3a 22 66 6¢ 69 70 22 2¢ 62 6f 75 6e 64

Data Ascii: u={animation:!0,template:'<div class="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-i
nner"></div></div>" trigger:"hover focus" title:"",delay:0,html:!1,selector:!1,placement:"top",offset:0,container:!1,fal
IbackPlacement:“flip",bound

Data Raw: 6¢ 2¢ 69 29 7d 65 6¢ 73 65 7b 69 66 28 74 28 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29
292e6861 7343 6¢c61 737328702929 7265747572 6e 20 76 6f 69 64 20 74 68 69 73 2e 5f 6¢ 65 61 76 65 28 6e
75 6c 6¢ 2¢ 74 68 69 73 29 3b 74 68 69 73 2e 5f 65 6e 74 65 72 28 6e 75 6¢ 6¢ 2¢ 74 68 69 73 29 7d 7d 2¢ 49 2e 64 69 7
370 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 74 68 69 73 2e 5f 74 69 6d 65 6
f7574 29 2c 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2c 74 68 69 73 2e 63 6f 6e 73
7472 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 29 2c 74 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 74 68
69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 56 45 4e 54 5f 4b

Data Ascii: |,i)}else{if(t(this.getTipElement()).hasClass(p))return void this._leave(null this);this._enter(null,this)}},I.dispose
=function(){clearTimeout(this._timeout),t.removeData(this.element,this.constructor. DATA_KEY),t(this.element).off(this.co
nstructor. EVENT_K

Data Raw: 63 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e
64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6 74 2¢ 74 68 69 73 2e 74 69 70 29 7c 7c 74 28 72 29 2e 61 70 70 65 6e 64 54
6f 28 63 29 2c 74 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 74 68 69 73 2e 63 6f 6e 73 74
7275 63 74 6f 72 2e 45 76 65 6e 74 2e 49 4e 53 45 52 54 45 44 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 65 77 20
6e 28 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2c 72 2¢ 7b 70 6¢ 61 63 65 6d 65 6e 74 3a 68 2c 6d 6f 64 69 66 69 65 72 73 3
a 7b 6f 66 66 73 65 74 3a 7b 6f 66 66 73 65 74 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 7d 2c 66 6¢ 69 7
03a 7b 62 65 68 61 76 69 6f 72 3a 74 68 69 73 2e 63 6f 6e 66 69

Data Ascii: contains(this.element.ownerDocument.documentElement,this.tip)||t(r).appendTo(c),t(this.element).trigger(this
.constructor.Event.INSERTED),this._popper=new n(this.element,r{placement:h,modifiers:{offset:{offset:this.config.offset
}flip:{behavior:this.confi

Data Raw: 69 6¢ 64 72 65 6e 28 29 2e 6f 66 66 28 22 6d 6f 75 73 65 6f 76 65 72 22 2c 6e 75 6¢ 6¢ 2¢ 74 2e 6e 6f 6f 70 29
2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 79 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65
5472 69 67 67 65 72 5b 54 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 45 5d 3d 21 31
2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 74 69 70 29
2e 68 61 73 43 6¢ 61 73 73 28 67 29 3f 74 28 69 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2¢c 72
29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 31 35 30 29 3a 72 28 29 2c 74 68 69 73 2e 5f 68 6f
76 65 72 53 74 61 74 65 3d 22 22 29 7d 2c 49 2e 75 70 64 61 74

Data Ascii: ildren().off("mouseover”,null,t.noop),this._activeTrigger[y]=!1,this._activeTrigger[T]=!1,this._activeTrigge
r[E]=!1,P.supportsTransitionEnd()&&t(this.tip).hasClass(g) ?t(i).one(P.TRANSITION_END,r).emulateTransitionEnd(1
50):r(),this._hoverState="")},l.updat

Data Raw: 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 46 4f 43 55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f
6e 7374 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 4c 45 41 56 45 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72
2e 45 76 65 6e 74 2e 46 4f 43 55 53 4f 55 54 3b 74 28 65 2e 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 28 69 2c 65 2e 63 6f 6e 66
69 67 2e 73 65 6¢ 65 63 74 6f 72 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29 7h 72 65 74 75 72 6e 20 65 2e 5f 65 6e 74 65 72 28
7429 7d 29 2e 6f 6e 28 73 2c 65 2e 63 6f 6e 66 69 67 2e 73 65 6¢ 65 63 74 6f 72 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29 7b
72657475 72 6e 20 65 2e 5f 6¢ 65 61 76 65 28 74 29 7d 29 7d 74 28 65 2e 65 6¢ 65 6d 65 6e 74 29 2e 63 6¢ 6f 73 65
73 74 28 22 2e 6d 6f 64 61 6¢ 22 29 2e 6f 6e 28 22 68 69 64

Data Ascii: nstructor.Event. FOCUSIN,s=n===E?e.constructor.Event. MOUSELEAVE:e.constructor.Event. FOCUS
OUT;t(e.element).on(i,e.config.selector, function(t){return e._enter(t)}).on(s,e.config.selector,function(t){return e._le
ave(t)})}t(e.element).closest(".modal").on("hid
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Data

Data Raw: 32 64 62 31 0d Oa 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72
67 65 74 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 65 26 26 28 6e 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66
6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e 74 79 70 65 3f 54 3a 45 5d 3d 21 31 29 2c 6e 2e 5f 69 73 57 69 74 68 41 63 74 69
76 6554 72 69 67 67 65 72 28 29 7c 7c 28 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 6e 2e 5f 74 69 6d 65 6f 75 74 29 2c 6e
2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 64 2c 6e 2e 63 6f 6e 66 69 67 2e 64 65 6¢ 61 79 26 26 6e 2e 63 6f 6e 66 69 67 2e
64 65 6¢ 61 79 2e 68 69 64 65 3f 6e 2e 5f 74 69 6d 65 6f 75 74 3d 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f
6e 28 29 7b 6e 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 3d 3d

Data Ascii: 2dbllegateConfig()),t(e.currentTarget).data(i,n)),e&&(n._activeTrigger["focusout'===e.type?T:E]=!1),n._isWit
hActiveTrigger()||(clearTimeout(n._timeout),n._hoverState=d,n.config.delay&&n.config.delay.hide?n._timeout=set
Timeout(function(){n._hoverState===

Data Raw: 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74
68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28
69 29 2c 73 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 3b 69 66 28 28 6e 7c 7c 21 2f 64 69 73 70
6f 73 65 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 29 26 26 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2¢ 73 2
92c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2¢c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29
29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77
2054 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e

Data Ascii: Querylnterface=function(e){return this.each(function(){var n=t(this).data(i),s="object"==typeof e&&e;if((n||
!/dispose|hide/.test(e))&&(n||(n=new a(this,s),t(this).data(i,n)),"string"==typeof e)){if("undefined"==typeof n[e])throw new
TypeError('No method n

Data Raw: 3b 66 75 6e 63 74 69 6f 6e 20 70 28 29 7b 72 65 74 75 72 6e 20 72 2e 61 70 70 6¢ 79 28 74 68 69 73 2c 61 72
67 75 6d 65 6e 74 73 29 7c 7c 74 68 69 73 7d 67 3d 72 2c 28 6f 3d 70 29 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63
74 2e 63 72 65 61 74 65 28 67 2e 70 72 6f 74 6f 74 79 70 65 29 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72
75 63 74 6f 72 3d 6f 2c 6f 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 67 3b 76 61 72 20 6d 3d 70 2e 70 72 6f 74 6f 74 79 70 65 3b 72
65 74 75 72 6e 20 6d 2e 69 73 57 69 74 68 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e
2074 68 69 73 2e 67 65 74 54 69 74 6¢ 65 28 29 7c 7c 74 68 69 73 2e 5f 67 65 74 43 6f 6e 74 65 6e 74 28 29 7d 2c 6d
2e 6164 64 41 74 74 61 63 68 6d 65 6e 74 43 6¢ 61 73 73 3d

Data Ascii: ;function p(){return r.apply(this,arguments)||this}g=r,(0=p).prototype=Object.create(g.prototype),0.prototyp
e.constructor=0,0.__proto__=g;var m=p.prototype;return m.isWithContent=function(){return this.getTitle()||this._getConte
nt()},m.addAttachmentClass=

Data Raw: 65 74 75 72 6e 20 5f 7d 7d 2c 7b 6b 65 79 3a 22 45 56 45 4e 54 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74
69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 54 79 70 65 22 2c 67 65 74
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 68 7d 7d 5d 29 2c 70 7d 28 55 29 3b 72 65 74 75 72 6e 20 74
2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 7
2756374 6f723d 67 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 6
574 7572 6e 20 74 2e 66 6e 5b 65 5d 3d 6f 2¢ 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 67 7d 28 65
29 2c 4b 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d

Data Ascii: eturn _}},{key:"EVENT_KEY",get:function(){return i}},{key:"DefaultType",get:function(){return h}}]),p}(U);return
t.fn[e]=g._jQueryinterface,t.fn[e]. Constructor=g,t.fn[e].noConflict=function(){return t.fn[e]=0,g._jQueryInterface},g}(e),K=f
unction(t){var e=

Data Raw: 69 67 2e 6d 65 74 68 6f 64 3f 6e 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 2c 73 3d 69 3d
3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 54 6f 70 28 29 3a 30 3b 74 68 69 73 2e 5f 6f 66 66 73 65 74 73
3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3d
74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 28 29 2c 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74
68 69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 29 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 2c 72 3d
50 2e 67 65 74 53 65 6¢ 65 63 74 6f 72 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 65 29 3b 69 66 28 72 26 26 28 6e 3d 74 28
7229 5b 30 5d 29 2c 6e 29 7b 76 61 72 20 6f 3d 6e 2e 67 65 74

Data Ascii: ig.method?n:this._config.method,s=i===_7?this._getScrollTop():0;this._offsets=[],this._targets=[],this._scrol
IHeight=this._getScrollHeight(),t. makeArray(t(this._selector)).map(function(e){var n,r=P.getSelectorFromElement(e);if(r&&
(n=t(r)[0]),n){var o=n.get

Data Raw: 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2c 65 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f
6¢ 6¢ 48 65 69 67 68 74 28 29 2c 6e 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2b 65 2d 74 68 69 73 2e
5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68 74 28 29 3b 69 66 28 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74
21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66 72 65 73 68 28 29 2c 74 3e 3d 6e 29 7b 76 61 72 20 69 3d 74 68 69 73 2e 5f
74 617267 65 74 73 5b 74 68 69 73 2e 5f 74 61 72 67 65 74 73 2e 6¢ 65 6e 67 74 68 2d 31 5d 3b 74 68 69 73 2e 5f 61
63 74 69 76 65 54 61 72 67 65 74 21 3d 3d 69 26 26 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 69 29 7d 65 6¢ 73 65
7b 69 66 28 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74

Data Ascii: +this._config.offset,e=this._getScrollHeight(),n=this._config.offset+e-this._getOffsetHeight();if(this._scro
lIHeight!==e&&this.refresh(),t>=n){var i=this._targets[this._targets.length-1];this._activeTarget!==i&&this._activate(i)
Jelsefif(this._activeTarget

Data Raw: 29 7d 2c 73 28 6f 2c 6e 75 6¢ 6¢ 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2c 67
65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20
74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 29 7b
66 6f 72 28 76 61 72 20 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 66 2e 44 41 54 41 5f 53 50 59 29 29 2c 6e 3d 6
5 2e 6¢ 65 6e 67 74 68 3b 6e 2d 2d 3b 29 7b 76 61 72 20 69 3d 74 28 65 5b 6e 5d 29 3b 67 2e 5f 6a 51 75 65 72 79 49
6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 69 2c 69 2e 64 61 74 61 28

Data Ascii: )},s(o,null,[{key:"VERSION" get:function(){return“4.0.0"}} {key:"Default",get:function(){return a}}]),o}();return t(wi
ndow).on(h.LOAD_DATA_API,function(){for(var e=t.makeArray(t(f. DATA_SPY)),n=e.length;n--;){var i=t(e[n]);g._jQu
erylnterface.call(i,i.data(

Data Raw: 64 28 29 29 7b 6f 26 26 28 6e 3d 74 28 6f 29 5b 30 5d 29 2c 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 74
68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2¢ 73 29 3b 76 61 72 20 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d
74 2e 45 76 65 6e 74 28 72 2e 48 49 44 44 45 4e 2c Tb 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 65 2e 5f 65 6¢ 65 6d
65 6e 74 7d 29 2c 73 3d 74 2e 45 76 65 6e 74 28 72 2e 53 48 4f 57 4e 2c 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 6
9 7d 29 3b 74 28 69 29 2e 74 72 69 67 67 65 72 28 6e 29 2c 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65
72287329 7d 3b 6e 3f 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 6e 2c 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2¢c 67
29 3a 67 2829 7d 7d 7d 2c 69 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63

Data Ascii: d()){o&&(n=t(0)[0]),this._activate(this._element,s);var g=function(){var n=t.Event(r.HIDDEN {relatedTarget:e
._element}),s=t.Event(r. SHOWN {relatedTarget:i});t(i).trigger(n),t(e._element).trigger(s)};n?this._activate(n,n.parentNo
de,g):g()}}}.i.dispose=func
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kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 306

2022-07-01 14:30:01 UTC 306

Session ID Source IP
6 192.168.2.3
. kBytes
Ti t
fmestamp transferred

2022-07-01 14:30:01 UTC 202

2022-07-01 14:30:01 UTC 307

2022-07-01 14:30:01 UTC 308

2022-07-01 14:30:01 UTC 308

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49827

Direction

ouT

Data

Data Raw: 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28
74287468 69 73 29 2c 22 73 68 6f 77 22 29 7d 29 2c 74 2e 66 6e 2e 74 61 62 3d 76 2e 5f 6a 51 75 65 72 79 49 6e 74
65 72 66 61 63 65 2c 74 2e 66 6e 2e 74 61 62 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 76 2c 74 2e 66 6e 2e 74 61 62 2e
6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 2e 74 61 62 3d 69 2
€ 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 76 7d 28 65 29 3b 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b
69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65
4572 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 20 4a 61 76 61

Data Ascii: ntDefault(),v._jQuerylnterface.call(t(this),"show")}),t.fn.tab=v._jQuerylinterface,t.fn.tab.Constructor=v,t.f
n.tab.noConflict=function(){return t.fn.tab=i,v._jQuerylInterface},v}(e);!function(t){if("undefined"==typeof t)throw new
TypeError("Bootstrap's Java

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP LR Process
Port
104.17.24.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1

Host: cdnjs.cloudflare.com

Connection: keep-alive

Origin: https://eyecandylashcompany.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: script

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:01 GMT

Content-Type: application/javascript; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=30672000

ETag: W/"5eb03fa9-4af4"

Last-Modified: Mon, 04 May 2020 16:15:37 GMT

cf-cdnjs-via: cfworker/kv

Cross-Origin-Resource-Policy: cross-origin

Timing-Allow-Origin: *

X-Content-Type-Options: nosniff

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT

Age: 1268063

Expires: Wed, 21 Jun 2023 14:30:01 GMT

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.comVireport\lv3?s=KG4p7KBXyjpBWXuT1ekCOMKWR %2Fox4K
rFMOY%2BaPJM6K1FEJcS4jswbxtoK4r%2Fjl4ASV13TBzRAFTEKALYywW377nWYKehtTowiH%2FztDGxLZ2EaH86SOIE
dElIsHZFelOzLulrn7xIvU"}],"group”:“cf-nel","max_age":604800}

NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}

Strict-Transport-Security: max-age=15780000

Server: cloudflare

CF-RAY: 723fd652efbb9bd1-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 34 61 66 34 0d Oa 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76
6f 6¢ 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63
65 6e 73 65 20 28 6¢ 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f
75 72 63 65 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74
29 7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27
21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 3f 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63
74 69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6€ 65 26

Data Ascii: 4af4/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://ope
nsource.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&'undefined'!=typeof module?module.exports=t():'fun
ction'==typeof define&

Data Raw: 72 3d 74 28 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 74 27
3b 66 75 6e 63 74 69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74
69 6f 6e 5d 27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6¢ 6¢ 28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 74 28 65
2c 74 29 7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 67 65
74 43 6f 6d 70 75 74 65 64 53 74 79 6¢ 65 28 65 2c 6e 75 6¢ 6¢ 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74 5d 3a 6f 7d 66
75 6e 63 74 69 6f 6e 20 6f 28 65 29 7h 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 65
3a 65 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 74

Data Ascii: r=t()})(this,function(){'use strict';function e(e){return e&&'[object Function]'==={}.toString.call(e)}function t(e,t)
{if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 310 IN
2022-07-01 14:30:01 UTC 311 IN
2022-07-01 14:30:01 UTC 312 IN
2022-07-01 14:30:01 UTC 314 IN
2022-07-01 14:30:01 UTC 315 IN
2022-07-01 14:30:01 UTC 316 IN
2022-07-01 14:30:01 UTC 318 IN
2022-07-01 14:30:01 UTC 319 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 54 4d 4c 27 3d 3d 3d 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75
6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2¢ 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6¢ 6¢ 69 6e 67 45
6¢c 65 6d 65 6e 74 7c 7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e 63 74
69 6f 6e 20 6¢ 28 65 2c 74 29 7b 76 61 72 20 6f 3d 32 3¢ 61 72 67 75 6d 65 6e 74 73 2e 6C 65 6e 67 74 68 26 26 76 6f 69
64 2030 21 3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2c 69 3d 61 28 74 2c
27 74 6f 70 27 29 2c 6e 3d 61 28 74 2c 27 6¢ 65 66 74 27 29 2c 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72 6e 20 65 2e 74
6f 70 2b 3d 69 2a 72 2c 65 2e 62 6f 74 74 6f 6d 2b 3d 69 2a 72

Data Ascii: TML'===i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement]||n;return r[o]}
return e[o]}function I(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top'),n=a(t, left’),r=07?-
1:1;return e.top+=i*r,e.bottom+=i*r

Data Raw: 3d 27 48 54 4d 4c 27 3d 3d 3d 6f 2e 6e 6f 64 65 4e 61 6d 65 2c 70 3d 67 28 65 29 2c 73 3d 67 28 6f 29 2c 64
3d 6e 28 65 29 2c 61 3d 74 28 6f 29 2¢c 66 3d 70 61 72 73 65 46 6¢ 6 61 74 28 61 2e 62 6 72 64 65 72 54 6f 70 57 69 64
7468 2c 313029 2c 6d 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 61 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68 2c 31
30 29 2c 68 3d 63 28 7b 74 6f 70 3a 70 2e 74 6f 70 2d 73 2e 74 6f 70 2d 66 2c 6¢ 65 66 74 3a 70 2e 6¢ 65 66 74 2d 73 2e
6c 65 66 74 2d 6d 2c 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 29 3b
69 66 28 68 2e 6d 61 72 67 69 6e 54 6f 70 3d 30 2c 68 2e 6d 61 72 67 69 6e 4c 65 66 74 3d 30 2¢ 21 69 26 26 7229 7Tb 7
661722075 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 61 2e 6d 61 72

Data Ascii: ='HTML'===0.nodeName,p=g(e),s=g(0),d=n(e),a=t(0),f=parseFloat(a.borderTopWidth,10),m=parseFloat(a.
borderLeftWidth,10),h=c({top:p.top-s.top-f,left:p.left-s.left-m,width:p.width,height:p.height});if(h.marginTop=0,h.margi
nLeft=0,!i&&r){var u=parseFloat(a.mar

Data Raw: 66 28 2d 31 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 27 61 75 74 6f 27 29 29 72 65 74 75 72 6e 20 65 3b 76 61
722070 3d 79 28 6f 2c 69 2c 72 2c 6e 29 2c 73 3d 7b 74 6f 70 3a 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65
69 67 68 74 3a 74 2e 74 6f 70 2d 70 2e 74 6f 70 7d 2c 72 69 67 68 74 3a 7b 77 69 64 74 68 3a 70 2e 72 69 67 68 74 2d
74 2e 72 69 67 68 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 2c 62 6f 74 74 6f 6d 3a 7b 77 69 64 74 68 3a 7
02e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 62 6f 74 74 6f 6d 2d 74 2e 62 6f 74 74 6f 6d 7d 2c 6¢ 65 66 74 3a 7b
77 69 64 74 68 3a 74 2e 6¢ 65 66 74 2d 70 2e 6¢ 65 66 74 2¢ 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 7d 2c 64
3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 73 29 2e 6d 61 70 28 66 75 6e

Data Ascii: f(-1===e.indexOf(‘auto’))return e;var p=y(0,i,r,n),s={top:{width:p.width,height:t.top-p.top},right:{width:p.right-t.ri
ght,height:p.height},bottom:{width:p.width,height:p.bottom-t.bottom},left:{width:t.left-p.left,height:p.height}},d=Objec
t.keys(s).map(fun

Data Raw: 65 2e 69 6e 64 65 78 4f 66 28 69 29 7d 66 75 6e 63 74 69 6f 6e 20 43 28 74 2c 6f 2¢c 69 29 7b 76 61 72 20 6e
3d 76 6f 69 64 20 30 3d 3d 3d 69 3f 74 3a 74 2e 73 6¢ 69 63 65 28 30 2c 44 28 74 2c 27 6e 61 6d 65 27 2¢ 69 29 29 3b
72 6574 75 72 6e 20 6e 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 5b 27 66 75 6e 63 74 69 6f
6e 27 5d 26 26 63 6f 6e 73 6f 6¢ 65 2e 77 61 72 6e 28 27 60 6d 6f 64 69 66 69 65 72 2e 66 75 6e 63 74 69 6f 6e 60 20 69
732064 65 70 72 65 63 61 74 65 64 2¢ 20 75 73 65 20 60 6d 6f 64 69 66 69 65 72 2e 66 6e 60 21 27 29 3b 76 61 72 20
69 3d 74 5b 27 66 75 6e 63 74 69 6f 6e 27 5d 7c 7c 74 2e 66 6e 3b 74 2e 65 6e 61 62 6¢ 65 64 26 26 65 28 69 29 26 26
28 6f 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 6f 2e 6f

Data Ascii: e.indexOf(i)}unction C(t,0,i){var n=void 0===i?t:t.slice(0,D(t,'name",i));return n.forEach(function(t){t['function’]&
&console.warn(*"modifier.function” is deprecated, use “modifier.fn’I');var i=t[function’]||t.fn;t.enabled&&e(i)&&(o.off
sets.popper=c(0.0

Data Raw: 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6¢ 65 2e 70 6f 73 69 74 69 6f 6e 3d 27 27 2c 74 68 69 73 2e
70 6f 70 70 65 72 2e 73 74 79 6¢ 65 2e 74 6f 70 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6¢ 65 5b 57 28
277472 61 6e 73 66 6f 72 6d 27 29 5d 3d 27 27 29 2c 74 68 69 73 2e 64 69 73 61 62 6¢ 65 45 76 65 6e 74 4c 69 73 74
65 6e 65 72 73 28 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 72 65 6d 6f 76 65 4f 6e 44 65 73 74 72 6f 79 26 26 74 68
69 73 2e 70 6f 70 70 65 72 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6¢ 64 28 74 68 69 73 2e 70 6f
707065 72 29 2c 74 68 69 73 7d 66 75 6e 63 74 69 6f 6e 20 42 28 65 29 7b 76 61 72 20 74 3d 65 2e 6f 77 6e 65 72 44
6f 63 75 6d 65 6e 74 3b 72 65 74 75 72 6e 20 74 3f 74 2e 64 65

Data Ascii: ,this.popper.style.position=",this.popper.style.top=",this.popper.style[W(‘transform’)]="),this.disableEventListene
rs(),this.options.removeOnDestroy&&this.popper.parentNode.removeChild(this.popper),this}function B(e){var t=e.
ownerDocument;return t?t.de

Data Raw: 6e 28 6f 29 7b 76 61 72 20 69 3d 74 5b 6f 5d 3b 21 31 3d 3d 3d 69 3f 65 2e 72 65 6d 6f 76 65 41 74 74 72 69
62 75 74 65 28 6f 29 3a 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 6f 2c 74 5b 6f 5d 29 7d 29 7d 66 75 6e 63 74 69 6f
6e 20 46 28 65 2c 74 2c 6f 29 7b 76 61 72 20 69 3d 54 28 65 2c 66 75 6e 63 74 69 6f 6 28 65 29 7b 76 61 72 20 6f 3d
65 2e 6e 61 6d 65 3b 72 65 74 75 72 6e 20 6f 3d 3d 3d 74 7d 29 2c 6e 3d 21 21 69 26 26 65 2e 73 6f 6d 65 28 66 75 6e
63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 6e 61 6d 65 3d 3d 3d 6f 26 26 65 2e 65 6e 61 62 6¢ 65 64 26 26 6
52e 6f 72 64 65 72 3c 69 2e 6f 72 64 65 72 7d 29 3b 69 66 28 21 6e 29 7b 76 61 72 20 72 3d 27 60 27 2b 74 2b 27 60 27
3b 63 6f 6e 73 6f 6¢ 65 2e 77 61 72 6e 28 27 60 27 2b 6f 2b 27 60

Data Ascii: n(o){var i=t[o];!1===i?e.removeAttribute(0):e.setAttribute(o,t[o])})}function F(e,t,0){var i=T(e,function(e){var
o=e.name;return o===t}),n=!li&&e.some(function(e){return e.name===0&&e.enabled&&e.order<i.order});if('n){var r=""+
t+"";console.warn(*"'+o+"

Data Raw: 63 6f 6e 63 61 74 28 70 2e 73 6¢ 69 63 65 28 73 2b 31 29 29 5d 3b 72 65 74 75 72 6e 20 61 3d 61 2e 6d 61
70 28 66 75 6e 63 74 69 6f 6e 28 65 2¢ 69 29 7b 76 61 72 20 6e 3d 28 31 3d 3d 3d 69 3f 21 72 3a 72 29 3f 27 68 65 69
67 68 74 27 3a 27 77 69 64 74 68 27 2¢ 70 3d 21 31 3b 72 65 74 75 72 6e 20 65 2e 72 65 64 75 63 65 28 66 75 6e 63 74
69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 27 27 3d 3d 3d 65 5b 65 2e 6¢ 65 6e 67 74 68 2d 31 5d 26 26 2d 31 21 3d
3d 5b 27 2b 27 2c 27 2d 27 5d 2e 69 6e 64 65 78 4f 66 28 74 29 3f 28 65 5b 65 2e 6¢ 65 6e 67 74 68 2d 31 5d 3d 74 2¢
70 3d 21 30 2c 65 29 3a 70 3f 28 65 5b 65 2e 6¢ 65 6e 67 74 68 2d 31 5d 2b 3d 74 2c 70 3d 21 31 2c 65 29 3a 65 2e 63
6f 6e 63 61 74 28 74 29 7d 2c 5b 5d 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f

Data Ascii: concat(p.slice(s+1))];return a=a.map(function(e,i){var n=(1===i?!r:r)?'height":‘width’,p=!1;return e.reduce(
function(e,t){return"===e[e.length-1]&&-1!==['+","-'].indexOf(t)?(e[e.length-1]=t,p=!0,e):p?(e[e.length-1]+=t,p=!1,e):e
.concat(t)},[I).map(functio

Data Raw: 65 3d 6f 2e 65 6e 75 6d 65 72 61 62 6¢ 65 7c 7c 21 31 2c 6f 2e 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3d 21 30
2c 27 76 61 6¢ 75 65 27 69 6e 20 6f 26 26 28 6f 2e 77 72 69 74 61 62 6¢ 65 3d 21 30 29 2¢ 4f 62 6a 65 63 74 2e 64 65 66
69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 6f 2e 6b 65 79 2c 6f 29 7d 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74
2c 6f 2¢ 6929 7b 72 65 74 75 72 6e 20 6f 26 26 65 28 74 2e 70 72 6f 74 6f 74 79 70 65 2c 6f 29 2c 69 26 26 65 28 74 2¢
6929 2c 74 7d 7d 28 29 2c¢ 70 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6f 29 7b 72 65 74 75 72 6e 20 74 20 69 6e
20 65 3f 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2¢ 7b 76 61 6¢ 75 65 3a 6f 2C 65 6e
75 6d 65 72 61 62 6¢ 65 3a 21 30 2c 63 6f 6e 66 69 67 75 72

Data Ascii: e=0.enumerable||!1,0.configurable=!0,'value'in 0&&(o.writable=!0),0bject.defineProperty(e,0.key,o0)}return fu
nction(t,o,i){return o&&e(t.prototype,0),i&&e(t,i),t}}(),pe=function(e,t,o){return t in e?Object.defineProperty(e,t,{val
ue:o,enumerable:!0,configur
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kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 320

2022-07-01 14:30:01 UTC 322

2022-07-01 14:30:01 UTC 323

2022-07-01 14:30:01 UTC 324

2022-07-01 14:30:01 UTC 326

2022-07-01 14:30:01 UTC 327

Session ID Source IP

7 192.168.2.3
. kBytes

UGS transferred

2022-07-01 14:30:01 UTC 257

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49828

Direction

ouT

Data

Data Raw: 6f 64 69 66 69 65 72 73 5b 65 5d 29 7d 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65
747572 6e 20 65 2e 6f 72 64 65 72 2d 74 2e 6f 72 64 65 72 7d 29 2c 74 68 69 73 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6f
72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 65 6e 61 62 6¢ 65 64 26 26 65 28 74 2e 6f 6e 4c 6f 61 64 29
26 26 74 2e 6f 6e 4c 6f 61 64 28 6e 2e 72 65 66 65 72 65 6e 63 65 2c 6e 2e 70 6f 70 70 65 72 2c 6e 2e 6f 70 74 69 6f 6e
732c 74 2c 6e 2e 73 74 61 74 6529 7d 29 2¢c 74 68 69 73 2e 75 70 64 61 74 65 28 29 3b 76 61 72 20 70 3d 74 68 69 73
2e 6f 70 74 69 6f 6e 73 2e 65 76 65 6e 74 73 45 6e 61 62 6¢ 65 64 3b 70 26 26 74 68 69 73 2e 65 6e 61 62 6¢ 65 45 76
65 6e 74 4c 69 73 74 65 6e 65 72 73 28 29 2¢ 74 68 69 73 2e 73

Data Ascii: odifiers[e])}).sort(function(e,t){return e.order-t.order}),this.modifiers.forEach(function(t){t.enabled&&e(t
.onLoad)&&t.onLoad(n.reference,n.popper,n.options,t,n.state)}),this.update();var p=this.options.eventsEnabled;p&&this.en
ableEventListeners(),this.s

Data Raw: 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 70 5b 65 5d 3b 72 65 74 75 72 6e 20 70 5b 65 5d 3c 69 5b 65 5d 26 26
2174 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6f 3d 4a 28 70 5b 65 5d 2c 69 5b 65 5d 29
29 2¢ 70 65 28 7b 7d 2c 65 2c 6f 29 7d 2c 73 65 63 6f 6e 64 61 72 79 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20
6f 3d 27 72 69 67 68 74 27 3d 3d 3d 65 3f 27 6¢ 65 66 74 27 3a 27 74 6f 70 27 2¢c 6e 3d 70 5b 6f 5d 3b 72 65 74 75 72 6e
20 70 5b 65 5d 3e 69 5b 65 5d 26 26 21 74 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6e 3d
5f 28 70 5b 6f 5d 2c 69 5b 65 5d 2d 28 27 72 69 67 68 74 27 3d 3d 3d 65 3f 70 2e 77 69 64 74 68 3a 70 2e 68 65 69 67 6
874292929 2c 70 65 28 7b 7d 2c 6f 2¢c 6e 29 7d 7d 3b 72 65 74

Data Ascii: ion(e){var o=p[e];return p[e]<i[e]&&!t.escapeWithReference&&(o=J(p[e].i[e])),pe({},e,0)},secondary:function(e)
{var o=right'===e?'left":'top’,n=p[o];return p[e]>i[e]&&!t.escapeWithReference&&(n=_(p[o],i[e]-('right'===e?p.width:p
-height))),pe({},0.n)}};ret

Data Raw: 67 5d 2d 75 29 29 2c 64 5b 6d 5d 2b 75 3e 73 5b 67 5d 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65
725b 6d 5d 2b 3d 64 5b 6d 5d 2b 75 2d 73 5b 67 5d 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 65
2e 6 66 66 73 65 74 73 2e 70 6f 70 70 65 72 29 3b 76 61 72 20 62 3d 64 5b 6d 5d 2b 64 5b 6¢ 5d 2f 32 2d 75 2f 32 2¢ 77
3d 74 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 79 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 77 5b 27 6d
61 72 67 69 6e 27 2b 66 5d 2c 31 30 29 2c¢ 45 3d 70 61 72 73 65 46 6¢ 6f 61 74 28 77 5b 27 62 6f 72 64 65 72 27 2b 66 2
b 27 57 69 64 74 68 27 5d 2c 31 30 29 2c 76 3d 62 2d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 6d 5d 2d 79 2d
45 3b 72 65 74 75 72 6e 20 76 3d 4a 28 5f 28 73 5b 6¢ 5d 2d 75 2c

Data Ascii: g]-u)),d[m]+u>s[g]&&(e.offsets.popper[m]+=d[m]+u-s[g]),e.offsets.popper=c(e.offsets.popper);var b=d[m]+d[l]}/
2-u/2,w=t(e.instance.popper),y=parseFloat(w['margin'+f], 10),E=parseFloat(w['border+f+Width’],10),v=b-e.offsets.popper|
m]-y-E;return v=3(_(sl]-u,

Data Raw: 3b 28 6d 7c 7c 62 7c 7c 79 29 26 26 28 65 2e 66 6¢ 69 70 70 65 64 3d 21 30 2c 28 6d 7c 7c 62 29 26 26 28 69
3d 70 5b 64 2b 31 5d 29 2c 79 26 26 28 72 3d 4b 28 72 29 29 2c 65 2e 70 6¢ 61 63 65 6d 65 6e 74 3d 69 2b 28 72 3f 27
2d 27 2b 72 3a 27 27 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 73 65 28 7b 7d 2c 65 2e 6f 66 66 73 65 74
73 2e 70 6f 70 70 65 72 2c 53 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2c 65 2e 6f 66 66 73 65 74 73 2e

72 65 66 65 72 65 6e 63 65 2¢ 65 2e 70 6¢ 61 63 65 6d 65 6e 74 29 29 2c 65 3d 43 28 65 2e 69 6e 73 74 61 6e 63 65 2e
6d 6f 64 69 66 69 65 72 73 2c 65 2¢ 27 66 6¢ 69 70 27 29 29 7d 29 2c 65 7d 2c 62 65 68 61 76 69 6f 72 3a 27 66 6¢ 69 70
27 2c 70 61 64 64 69 6e 67 3a 35 2c 62 6f 75 6e 64 61 72 69 65 73

Data Ascii: ;(m||b||y)&&(e.flipped=!0,(m||b)&&(i=p[d+1]),y&&(r=K(r)),e.placement=i+(r?"-'+r:") ,e.offsets.popper=se({},e
.offsets.popper,S(e.instance.popper,e.offsets.reference,e.placement)),e=C(e.instance.modifiers,e, flip"))}),e},behavior:
‘flip',padding:5,boundaries

Data Raw: 72 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 66 3d 67 28 6¢ 29 2c 6d 3d 7b 70 6f 73 69 74
69 6f 6e 3a 6e 2e 70 6f 73 69 74 69 6f 6e 7d 2¢c 68 3d 7h 6¢ 65 66 74 3a 58 28 6e 2e 6¢ 65 66 74 29 2c 74 6f 70 3a 58 28
6e 2e 74 6f 70 29 2c 62 6f 74 74 6f 6d 3a 58 28 6e 2e 62 6f 74 74 6f 6d 29 2c 72 69 67 68 74 3a 58 28 6e 2e 72 69 67 68
7429 7d 2c 63 3d 27 62 6f 74 74 6f 6d 27 3d 3d 3d 6f 3f 27 74 6f 70 27 3a 27 62 6f 74 74 6f 6d 27 2¢ 75 3d 27 72 69 67
68 74 27 3d 3d 3d 69 3f 27 6¢ 65 66 74 27 3a 27 72 69 67 68 74 27 2¢ 62 3d 57 28 27 74 72 61 6e 73 66 6f 72 6d 27 29
3b 69 66 28 64 3d 27 62 6f 74 74 6f 6d 27 3d 3d 63 3f 2d 66 2e 68 65 69 67 68 74 2b 68 2e 62 6f 74 74 6f 6d 3a 68 2e 74
6f 70 2c 73 3d 27 72 69 67 68 74 27 3d 3d 75 3f 2d 66 2e 77

Data Ascii: r(e.instance.popper),f=g(l),m={position:n.position},h={left:X(n.left),top:X(n.top),bottom: X (n.bottom),right:
X(n.right)},c="bottom'===0?"top":'bottom’,u="right'===i?'left": right', b=W(‘transform’);if(d="bottom'==c?-f.height+h.bot
tom:h.top,s="right'==u?-f.w

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
Destinati
Destination IP Esanation Process
Port
104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /bootstrap/4.1.3/js/bootstrap.min.js HTTP/1.1

Host: stackpath.bootstrapcdn.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: */*

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Direction

IN

Data

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:01 GMT

Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

CDN-PullZone: 252412

CDN-Uid: b1941f61-b576-4f40-80de-5677ach38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *

Cache-Control: public, max-age=31919000
Last-Modified: Mon, 25 Jan 2021 22:04:06 GMT
CDN-CachedAt: 11/15/2021 23:30:00

CDN-ProxyVer: 1.0

CDN-RequestPullCode: 200

CDN-RequestPullSuccess: True

CDN-EdgeStorageld: 723

CDN-Status: 200

timing-allow-origin: *

cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff

CDN-Requestld: a35b0179a28ed953258d0fb41376a09c
CDN-Cache: HIT

CF-Cache-Status: HIT

Age: 10626680

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare

CF-RAY: 723fd65308699107-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 30 61 66 0d Oa 2f 2a 21 Oa 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 31 2e 33 20 28 68 74 74 70
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31
31 2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69
74 68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f
72 73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6¢ 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53
45 29 Oa 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28

Data Ascii: 10af/*! * Bootstrap v4.1.3 (https://getbootstrap.com/) * Copyright 2011-2018 The Bootstrap Authors (https:
/lgithub.com/twbs/bootstrap/graphs/contributors) * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LI
CENSE) */!function(

Data Raw: 71 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65
6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 74 73 22
2c 22 6a 717565 72 79 22 2¢c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 61 70 3d
7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c
65 2c 68 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 28 76 6
172 20 6e 3d 30 3b 6e 3c 65 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 65 5b 6e 5d 3b 69 2e 65 6e 75
6d 65 72 61 62 6¢ 65 3d 69 2e 65 6e 75 6d 65 72 61 62 6C 65 7C 7C 21

Data Ascii: quire("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js'],e):e(t.boo
tstrap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerabl
e=i.enumerable||!

Data Raw: 2¢ 66 6e 2¢c 64 6e 2c 67 6e 2c 5f 6e 2c 6d 6e 2c 70 6e 2c 76 6e 2¢ 79 6e 2¢ 45 6e 2¢ 43 6e 2c 54 6e 2c 62 6e
2c 53 6e 2¢ 49 6e 2c 41 6e 2c 44 6e 2c 77 6e 2c 4e 6e 2c 4f 6e 2c 6b 6e 2¢ 50 6e 2¢ 6a 6e 2c 48 6e 2c 4c 6e 2¢ 52 6e 2¢
78 6e 2c 57 6e 2¢ 55 6e 2¢ 71 6e 2¢ 46 6e 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76 61 72 20 65 3d 22 74 72 61 6e 73
69 74 69 6f 6e 65 6e 64 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 21 31
3b 72 65 74 75 72 6e 20 69 28 74 68 69 73 29 2e 6f 6e 65 28 6¢ 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2¢ 66 75 6
e 63 74 69 6f 6e 28 29 7b 6e 3d 21 30 7d 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 7c
7c 6c2e 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e

Data Ascii: ,fn,dn,gn,_n,mn,pn,vn,yn,En,Cn,Tn,bn,Sn,In,An,Dn,wn,Nn,On,kn,Pn,jn,Hn,Ln,Rn,xn,Wn,Un,qn,Fn=function(i)
{var e="transitionend";function t(t){var e=this,n=!1;return i(this).one(l. TRANSITION_END,function(){n=!0}),setTimeou
t(function(){n||l.triggerTransitionEn

Data Raw: 64 6c 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 69 28 74 2e 74 61 72 67 65 74 29 2e 69 73 28 74
68 69 73 29 29 72 65 74 75 72 6e 20 74 2e 68 61 6e 64 6¢ 65 4f 62 6a 2e 68 61 6e 64 6¢ 65 72 2e 61 70 70 6¢ 79 28 74
6869 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 7d 2c 6¢ 7d 28 65 29 2c 4b 6e 3d 28 6e 3d 22 61 6¢ 65 72 74 22 2¢ 61 3d
22 2e 22 2b 28 6f 3d 22 62 73 2e 61 6¢ 65 72 74 22 29 2c 63 3d 28 72 3d 65 29 2e 66 6€e 5b 6e 5d 2c 75 3d 7b 43 4c 4f
53 45 3a 22 63 6¢ 6f 73 65 22 2b 61 2c 43 4c 4f 53 45 44 3a 22 63 6¢ 6f 73 65 64 22 2b 61 2¢ 43 4c 49 43 4b 5f 44 41 54
41 5f 41 50 49 3a 22 63 6¢ 69 63 6b 22 2b 61 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 66 3d 22 61 6¢ 65 72 74 22 2¢
64 3d 22 66 61 64 65 22 2c 67 3d 22 73 68 6f 77 22 2c 5f 3d 66 75 6e 63

Data Ascii: dle:function(t){if(i(t.target).is(this))return t.handleObj.handler.apply(this,arguments)}},I}(e), Kn=(n="alert",a="."+(
o="bs.alert"),c=(r=e).fn[n],u={CLOSE:"close"+a,CLOSED:"closed"+a,CLICK_DATA_API:"click"+a+".data-api"},f="aler
t",d="fade",g="show",_=func

Data Raw: 37 66 66 61 0d Oa 22 63 6¢ 6f 73 65 22 3d 3d 3d 6e 26 26 65 5b 6e 5d 28 74 68 69 73 29 7d 29 7d 2c 69 2e 5f
68 61 6e 64 6¢ 65 44 69 73 6d 69 73 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69
6f 6e 28 74 29 7b 74 26 26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 65 2e 63 6¢ 6f 73 65 28 74 68 69
7329 7d 7d 2c 73 28 69 2c 6e 75 6¢ 6¢ 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2¢ 67 65 74 3a 66 75 6e 63 74 6
9 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 5d 29 2c 69 7d 28 29 2c 72 28 64 6f 63 75 6d 65 6e 74 29
2e 6f 6e 28 75 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 27 5b 64 61 74 61 2d 64 69 73 6d 69 73 73 3d 22 61 6¢ 65
72 74 22 5d 27 2c 5f 2e 5f 68 61 6e 64 6¢ 65 44 69 73 6d 69 73 73

Data Ascii: 7ffa"close"===n&&e[n](this)})},i._handleDismiss=function(e){return function(t)}{t&&t.preventDefault(),e.close
(this)}},s(i,null,[{key:"VERSION",get:function(){return"4.1.3"}}]),i}(),r(document).on(u.CLICK_DATA_API,'[data-dismiss="
alert"]',_._handleDismiss
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Data

Data Raw: 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65
61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 6d 28 74 68 69 73 29 2e 64 61 74 61 28 76 29 3b 74 7c
7c 28 74 3d 6e 65 77 20 6e 28 74 68 69 73 29 2c 6d 28 74 68 69 73 29 2e 64 61 74 61 28 76 2¢c 74 29 29 2c 22 74 6f 67 6
7 6¢ 65 22 3d 3d 3d 65 26 26 74 5b 65 5d 28 29 7d 29 7d 2c 73 28 6e 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22 56 45 52
53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d 5d 29 2c
6e 7d 28 29 2c 6d 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 6e 28 4f 2e 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 2c 49 2c 66
75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 70 72 65 76 65 6e 74 44 65 66 61

Data Ascii: Interface=function(e){return this.each(function()}{var t=m(this).data(v);t||(t=new n(this),m(this).data(v,t))
,"toggle"===e&&t[e]()})},s(n,null,[{key:"VERSION",get:function(){return"4.1.3"}}]),n}(),m(document).on(O.CLICK
_DATA_API, 1 function(t){t.preventDefa

Data Raw: 75 73 65 6¢ 22 5d 27 2c 6f 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 6f 28 74 2c 65
29 7b 74 68 69 73 2e 5f 69 74 65 6d 73 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6¢ 3d 6e 75 6¢ 6¢C 2C
74 68 69 73 2e 5f 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64
3d 21 31 2c 74 68 69 73 2e 5f 69 73 53 6¢ 69 64 69 6e 67 3d 21 31 2¢c 74 68 69 73 2e 74 6f 75 63 68 54 69 6d 65 6f 75 74
3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2¢ 74 68
69 73 2e 5f 65 6¢ 65 6d 65 6 74 3d 50 28 74 29 5b 30 5d 2c 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d
65 6e 74 3d 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 71 75 65

Data Ascii: usel"]',ot=function(){function o(t,e){this._items=null,this._interval=null,this._activeElement=null,this._is
Paused=!1,this._isSliding=!1,this.touchTimeout=null,this._config=this._getConfig(e),this._element=P(t)[0],this._indicato
rsElement=this._element.que

Data Raw: 28 29 7b 50 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 4c 29 2c 50 2e 72 65 6d 6f 76 65 44
6174 61 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2c 48 29 2c 74 68 69 73 2e 5f 69 74 65 6d 73 3d 6e 75 6¢ 6C 2C 74
68 69 73 2e 5f 63 6f 6e 66 69 67 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 6e 75 6C 6C 2C 74 68 69 73
2e 5f 69 6e 74 65 72 76 61 6¢ 3d 6e 75 6¢ 6¢ 2¢ 74 68 69 73 2e 5f 69 73 50 61 75 73 65 64 3d 6e 75 6¢ 6¢ 2c 74 68 69 73
2e 5f 69 73 53 6¢ 69 64 69 6e 67 3d 6e 75 6¢ 6C 2¢ 74 68 69 73 2e 5f 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3d 6e 75
6c 6¢ 2c 74 68 69 73 2e 5f 69 6e 64 69 63 61 74 6f 72 73 45 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 7d 2¢ 74 2e 5f 67 65 74 43
6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74

Data Ascii: (){P(this._element).off(L),P.removeData(this._element,H),this._items=null,this._config=null this._element=nu
II,this._interval=null this._isPaused=nullthis._isSliding=null,this._activeElement=null this._indicatorsElement=null},t
._getConfig=function(t){ret

Data Raw: 2c 74 2e 5f 74 72 69 67 67 65 72 53 6¢ 69 64 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 29 7b
76 61 72 20 6e 3d 74 68 69 73 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 28 74 29 2c 69 3d 74 68 69 73 2e 5f 67 65 74
49 74 65 6d 49 6e 64 65 78 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 58
29 29 2c 72 3d 50 2e 45 76 65 6e 74 28 51 2e 53 4c 49 44 45 2¢ 7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 74 2c 64
69 72 65 63 74 69 6f 6e 3a 65 2c 66 72 6f 6d 3a 69 2c 74 6f 3a 6e 7d 29 3b 72 65 74 75 72 6e 20 50 28 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 72 29 2¢ 72 7d 2c 74 2e 5f 73 65 74 41 63 74 69 76 65 49 6e 64 69
63 61 74 6f 72 45 6¢ 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74

Data Ascii: ,t._triggerSlideEvent=function(t,e){var n=this._getltemindex(t),i=this._getltemIndex(this._element.querySele
ctor(X)),r=P.Event(Q.SLIDE {relatedTarget:t,direction:e,from:i,to:n});return P(this._element).trigger(r),r},t._setActive
IndicatorElement=function(t

Data Raw: 7d 7d 2c 6f 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 72 65
747572 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 50 28 74 68 69 73 29
2e 64 61 74 61 28 48 29 2c 65 3d 6¢ 28 7b 7d 2¢ 57 2¢ 50 28 74 68 69 73 29 2e 64 61 74 61 28 29 29 3b 22 6f 62 6a 65
63 74 22 3d 3d 74 79 70 65 6f 66 20 69 26 26 28 65 3d 6¢ 28 7b 7d 2c 65 2¢ 69 29 29 3b 76 61 72 20 6e 3d 22 73 74 72 6
9 6e 67 22 3d 3d 74 79 70 65 6f 66 20 69 3f 69 3a 65 2e 73 6¢ 69 64 65 3b 69 66 28 74 7c 7c 28 74 3d 6e 65 77 20 6f 28
74 68 69 73 2c 65 29 2¢ 50 28 74 68 69 73 29 2e 64 61 74 61 28 48 2c 74 29 29 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79
70 65 6f 66 20 69 29 74 2e 74 6f 28 69 29 3b 65 6¢ 73 65 20 69 66 28

Data Ascii: }},0._jQueryInterface=function(i){return this.each(function(){var t=P(this).data(H),e=I({},W,P(this).data())
;"object"==typeof i&&(e=I({},e,i));var n="string"==typeof i?i:e.slide;if(t||(t=new o(this,e),P(this).data(H,t)),"number"==typeof i
)t.to(i);else if(

Data Raw: 69 63 6b 22 2b 63 74 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 67 74 3d 22 73 68 6f 77 22 2c 5f 74 3d 22 63
6f 6¢ 6¢ 61 70 73 65 22 2c 6d 74 3d 22 63 6f 6¢ 6¢ 61 70 73 69 6€ 67 22 2¢ 70 74 3d 22 63 6f 6¢ 6¢ 61 70 73 65 64 22 2C
7674 3d 22 77 69 64 74 68 22 2¢c 79 74 3d 22 68 65 69 67 68 74 22 2c 45 74 3d 22 2e 73 68 6f 77 2c 20 2e 63 6f 6¢ 6¢
61 7073 69 6e 67 22 2¢c 43 74 3d 27 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 63 6f 6¢ 6¢ 61 70 73 65 22 5d 27 2¢ 54
74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 61 28 65 2¢ 74 29 7h 74 68 69 73 2e 5f 69 73 54 72 6
1 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 65 2¢ 74 68 69 73 2e 5f 63 6f 6e 6
669 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 74 29

Data Ascii: ick"+ct+".data-api“},gt="show",_t="collapse",mt="collapsing",pt="collapsed",vt="width",yt="height",Et=".show,
.collapsing”,Ct="[data-toggle="collapse"]', Tt=function(){function a(e,t){this._isTransitioning=!1,this._element=e,this
._config=this._getConfig(t)

Data Raw: 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6¢ 6¢ 28 73 74 28 74 29 2e 6e 6f 74 28 74 68
69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 29 2¢c 22 68 69 64 65 22 29 2¢ 65 7c 7c 73 74 28 74 29 2e 64 61 74 61 28 6¢C 74 2C 6e
75 6¢ 6¢ 2929 3b 76 61 72 20 72 3d 74 68 69 73 2e 5f 67 65 74 44 69 6d 65 6e 73 69 6f 6e 28 29 3b 73 74 28 74 68 69
73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 5f 74 29 2e 61 64 64 43 6¢ 61 73 73 28 6d 74 29
2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74 79 6¢ 65 5b 72 5d 3d 30 2¢ 74 68 69 73 2e 5f 74 72 69 67 67 65 72
4172 72 61 79 2e 6¢ 65 6e 67 74 68 26 26 73 74 28 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 29 2e 72 65
6d 6f 76 65 43 6¢ 61 73 7328 70 74 29 2e 61 74 74 72 28 22 61 72

Data Ascii: a._jQuerylnterface.call(st(t).not(this._selector),"hide"),e|[st(t).data(lt,null));var r=this._getDimension();st(this._
element).removeClass(_t).addClass(mt),this._element.style[r]=0,this._triggerArray.length&&st(this._triggerArray).removeC
lass(pt).attr("ar

Data Raw: 65 6d 65 6e 74 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f
6e 2829 7b 74 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 31 29 2c 73 74 28 74 2e 5f 65 6¢ 65 6d 65 6e
74 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 6d 74 29 2e 61 64 64 43 6¢ 61 73 73 28 5f 74 29 2e 74 72 69 67 67 65 72
28 64 74 2e 48 49 44 44 45 4e 29 7d 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 61 29 7d 7d
7d 2c 74 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 68 69 73 2e 5f
69 7354 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 74 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29
7b 73 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6¢ 65

Data Ascii: ement).one(Fn.TRANSITION_END,function(){t.setTransitioning(!1),st(t._element).removeClass(mt).addC
lass(_t).trigger(dt. HIDDEN)}).emulateTransitionEnd(a)}}},t.setTransitioning=function(t){this._isTransitioning=t},t.dispo
se=function(){st.removeData(this._ele
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Data

Data Raw: 26 26 2f 73 68 6f 77 7c 68 69 64 65 2f 2e 74 65 73 74 28 69 29 26 26 28 6e 2e 74 6f 67 67 6¢ 65 3d 21 31 29
2c 65 7c 7¢ 28 65 3d 6e 65 77 20 61 28 74 68 69 73 2c 6e 29 2c 74 2e 64 61 74 61 28 6¢ 74 2¢ 652929 2c 22 737472
69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 69 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20
65 5b 69 5d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65
64 20 22 27 2b 69 2b 27 22 27 29 3b 65 5b 69 5d 28 29 7d 7d 29 7d 2c 73 28 61 2c 6e 75 6¢ 6¢ 2¢ 5b 7b 6b 65 79 3a 22
56 45 52 53 49 4f 4e 22 2¢ 67 65 74 3a 66 75 6e 63 74 69 6f 6 28 29 7b 72 65 74 75 72 6e 22 34 2e 31 2e 33 22 7d 7d
2c 7b 6b 65 79 3a 22 44 65 66 61 75 6¢ 74 22 2¢ 67 65 74 3a 66 75 6e

Data Ascii: &&/show|hide/.test(i)&&(n.toggle=!1),e||(e=new a(this,n),t.data(lt,e)),"string"==typeof i){if("undefined"==typeof
e[il)throw new TypeError('No method named "+i+"");e[i]()}}},s(a,null,[{key:"VERSION",get:function(){return"4.1.3"}},{key:
"Default”,get:fun

Data Raw: 2c 62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f 6¢ 6¢ 50 61 72 65 6e 74 22 2c 72 65 66 65 72 65 6e 63 65 3a 22
74 6f 67 67 6¢ 65 22 2¢ 64 69 73 70 6¢ 61 79 3a 22 64 79 6e 61 6d 69 63 22 7d 2c 5a 74 3d 7b 6f 66 66 73 65 74 3a 22
28 6e 75 6d 62 65 72 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2¢ 66 6¢ 69 70 3a 22 62 6f 6f 6¢ 65 61 6€ 22
2c 62 6f 75 6e 64 61 72 79 3a 22 28 73 74 72 69 6e 67 7c 65 6¢ 65 6d 65 6e 74 29 22 2¢c 72 65 66 65 72 65 6e 63 65 3a
222873 7472 69 6e 67 7c 65 6¢ 65 6d 65 6e 74 29 22 2¢ 64 69 73 70 6¢ 61 79 3a 22 73 74 72 69 6e 67 22 7d 2c 47 74
3d 66 75 6e 63 74 69 6f 6e 28 29 7h 66 75 6e 63 74 69 6f 6e 20 63 28 74 2¢ 65 29 7b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e
74 3d 74 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 2¢

Data Ascii: ,boundary:"scrollParent”,reference:"toggle",display:"dynamic"}, Zt={offset:"(number|string|function)" flip:"b
oolean”,boundary:"(string|element)",reference:"(string|element)",display:"string"},Gt=function(){function c(t,e){this._e
lement=t,this._popper=null,

Data Raw: 2c 62 74 28 74 29 2e 74 6f 67 67 6¢ 65 43 6¢ 61 73 73 28 50 74 29 2e 74 72 69 67 67 65 72 28 62 74 2e 45 76
65 6e 74 28 4f 74 2e 53 48 4f 57 4e 2c 6e 29 29 7d 7d 7d 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28
29 7b 62 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2¢ 49 74 29 2¢ 62 74 28 74 68
69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 66 66 28 41 74 29 2c 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 6e 75 6¢ 6¢ 2C
28 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6¢ 6¢ 29 21 3d 3d 74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73
2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 75 6¢ 6¢ 29 7d 2c 74
2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68

Data Ascii: ,bt(t).toggleClass(Pt).trigger(bt.Event(Ot. SHOWN,n))}}}},t.dispose=function(){bt.removeData(this._element, |t
),bt(this._element).off(At),this._element=null,(this._menu=null)!==this._popper&&(this._popper.destroy(),this._popper=nu
I1)},t.update=function(){th

Data Raw: 77 3a 7b 62 6f 75 6e 64 61 72 69 65 73 45 6¢ 65 6d 65 6e 74 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 62 6f
756€e 64 617279 7d 7d 7d 3b 72 65 74 75 72 6e 22 73 74 61 74 69 63 22 3d 3d 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67
2e 6469 73 70 6¢ 61 79 26 26 28 6e 2e 6d 6f 64 69 66 69 65 72 73 2e 61 70 70 6¢ 79 53 74 79 6¢ 65 3d 7b 65 6e 61 62
6c 65 64 3a 21 31 7d 29 2c 6e 7d 2c 63 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 2
86529 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 62
74 28 74 68 69 73 29 2e 64 61 74 61 28 49 74 29 3b 69 66 28 74 7c 7c 28 74 3d 6e 65 77 20 63 28 74 68 69 73 2c 22 6f
62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 3f 65 3a 6e 75 6¢ 6C 29

Data Ascii: w:{boundariesElement:this._config.boundary}}};return”static"===this._config.display&&(n.modifiers.applyStyle=
{enabled:!1}),n},c._jQuerylnterface=function(e){return this.each(function(){var t=bt(this).data(lt);if(t||(t=new c(this,"object"=
=typeof e?e:null)

Data Raw: 69 63 68 26 26 33 38 21 3d 3d 74 2e 77 68 69 63 68 7c 7c 62 74 28 74 2e 74 61 72 67 65 74 29 2e 63 6¢ 6f 73
6573 74 28 71 74 29 2e 6¢ 65 6e 67 74 68 29 29 3a 4e 74 2e 74 65 73 74 28 74 2e 77 68 69 63 68 29 29 26 26 28 74 2e
7072 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 74 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 2¢c 21 74 68
69 73 2e 64 69 73 61 62 6¢ 65 64 26 26 21 62 74 28 74 68 69 73 29 2e 68 61 73 43 6¢ 61 73 73 28 6b 74 29 29 29 7b 76
61 72 20 65 3d 63 2e 5f 67 65 74 50 61 72 65 6e 74 46 72 6f 6d 45 6¢ 65 6d 65 6€ 74 28 74 68 69 73 29 2c 6e 3d 62 74 2
86529 2e 68 61 73 43 6¢ 61 73 73 28 50 74 29 3b 69 66 28 28 6e 7c 7c 32 37 3d 3d 3d 74 2e 77 68 69 63 68 26 26 33
32 3d 3d 3d 74 2e 77 68 69 63 68 29 26 26 28 21 6e 7c 7c 32 37 21 3d

Data Ascii: ich&&38!==t.which||bt(t.target).closest(qt).length)):Nt.test(t.which))&&(t.preventDefault() t.stopPropagatio
n(),'this.disabled&&!bt(this).hasClass(kt))){var e=c._getParentFromElement(this),n=bt(e).hasClass(Pt);if((n||27===t.whic
h&&32===t.which)&&(!n||27!=

Data Raw: 7d 2c 6f 65 3d 7b 48 49 44 45 3a 22 68 69 64 65 22 2b 65 65 2c 48 49 44 44 45 4e 3a 22 68 69 64 64 65 6e 22
2b 65 65 2c 53 48 4f 57 3a 22 73 68 6f 77 22 2b 65 65 2c 53 48 4f 57 4e 3a 22 73 68 6f 77 6e 22 2b 65 65 2c 46 4f 43 55
53 49 4e 3a 22 66 6f 63 75 73 69 6e 22 2b 65 65 2¢ 52 45 53 49 5a 45 3a 22 72 65 73 69 7a 65 22 2b 65 65 2¢ 43 4c 49
43 4b 5f 44 49 53 4d 49 53 53 3a 22 63 6¢ 69 63 6b 2e 64 69 73 6d 69 73 73 22 2b 65 65 2¢ 4b 45 59 44 4f 57 4e 5f 44 49
53 4d 49 53 53 3a 22 6b 65 79 64 6f 77 6e 2e 64 69 73 6d 69 73 73 22 2b 65 65 2c 4d 4f 55 53 45 55 50 5f 44 49 53 4d
49 53 53 3a 22 6d 6f 75 73 65 75 70 2e 64 69 73 6d 69 73 73 22 2b 65 65 2¢ 4d 4f 55 53 45 44 4f 57 4e 5f 44 49 53 4d 49
53 53 3a 22 6d 6f 75 73 65 64 6f 77 6e 2e 64 69 73 6d 69 73 73

Data Ascii: },0e={HIDE:"hide"+ee,HIDDEN:"hidden"+ee,SHOW:"show"+ee, SHOWN:"shown"+ee,FOCUSIN:"focusin
"+ee,RESIZE:"resize"+ee,CLICK_DISMISS:"click.dismiss"+ee, KEYDOWN_DISMISS:"keydown.dismiss"+ee, MOUSEU
P_DISMISS:"mouseup.dismiss"+ee, MOUSEDOWN_DISMISS:"mousedown.dismiss

Data Raw: 74 69 6f 6e 28 29 7b 24 74 28 65 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 6f 6e 65 28 6f 65 2e 4d 4f 55 53 45 55 50 5f
44 49 53 4d 49 53 53 2¢ 66 75 6e 63 74 69 6f 6e 28 74 29 7b 24 74 28 74 2e 74 61 72 67 65 74 29 2e 69 73 28 65 2e 5f
65 6¢ 65 6d 65 6€ 74 29 26 26 28 65 2e 5f 69 67 6 6f 72 65 42 61 63 6b 64 72 6f 70 43 6¢ 69 63 6b 3d 21 30 29 7d 29 7d
29 2c 74 68 69 73 2e 5f 73 68 6f 77 42 61 63 6b 64 72 6f 70 28 66 75 6€ 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6 20 65
2e 5f 73 68 6f 77 45 6¢ 65 6d 65 6 74 28 74 29 7d 29 29 7d 7d 2c 74 2e 68 69 64 65 3d 66 75 6 63 74 69 6f 6e 28 74

29 7b 76 61 72 20 65 3d 74 68 69 73 3b 69 66 28 74 26 26 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2¢ 21
74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67

Data Ascii: tion(){$t(e._element).one(oe. MOUSEUP_DISMISS function(t){$t(t.target).is(e._element)&&(e._ignoreBa
ckdropClick=!0)})}),this._showBackdrop(function(){return e._showElement(t)}))}},t.hide=function(t){var e=this;if(t&&t.pr
eventDefault(),!this._isTransitioning

Data Raw: 65 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 4e 6f 64 65 2e 45 4c 45 4d 45 4e 54 5f 4e 4f 44 45 7c 7c 64 6f 63 75
6d 65 6e 74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2¢ 74 68
69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74 79 6¢ 65 2e 64 69 73 70 6¢ 61 79 3d 22 62 6¢ 6f 63 6b 22 2¢ 74 68 69 73 2e 5f
65 6¢ 65 6d 65 6e 74 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 68 69 64 64 65 6e 22 29 2
74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 63 72 6f 6¢ 6¢ 54 6f 70 3d 30 2¢ 6e 26 26 46 6e 2e 72 65 66 6¢ 6f 77 28 74
68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2¢ 24 74 28 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 61 64 64 43 6¢ 61 73 7
32868 6529 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63

Data Ascii: e.nodeType===Node.ELEMENT_NODE||document.body.appendChild(this._element),this._element.style.displ
ay="block" this._element.removeAttribute("aria-hidden"), this._element.scrollTop=0,n&&Fn.reflow(this._element),$t(this._e
lement).addClass(he),this._config.foc
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Data

Data Raw: 65 74 53 63 72 6f 6¢ 6¢ 62 61 72 28 29 2c 24 74 28 74 2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72
28 6f 65 2e 48 49 44 44 45 4e 29 7d 29 7d 2c 74 2e 5f 72 65 6d 6f 76 65 42 61 63 6b 64 72 6f 70 3d 66 75 6e 63 74 69 6f
6e 2829 7b 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 26 26 28 24 74 28 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 29 2e
72 65 6d 6f 76 65 28 29 2¢ 74 68 69 73 2e 5f 62 61 63 6b 64 72 6f 70 3d 6e 75 6¢ 6¢ 29 7d 2¢ 74 2e 5f 73 68 6f 77 42 61
63 6b 64 72 6f 70 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 24 74 28 74 68 69 73
2e 5f 65 6¢ 65 6d 65 6e 74 29 2e 68 61 73 43 6¢ 61 73 73 28 63 65 29 3f 63 65 3a 22 22 3b 69 66 28 74 68 69 73 2e 5f
69 73 53 68 6f 77 6e 26 26 74 68 69 73 2e 5f 63 6f 6e 66 69 67

Data Ascii: etScrollbar(),$t(t._element).trigger(oe.HIDDEN)})},t._removeBackdrop=function(){this._backdrop&&($t(this._ba
ckdrop).remove(),this._backdrop=null)},t._showBackdrop=function(t){var e=this,n=$t(this._element).hasClass(ce)?ce:"";if(
this._isShown&&this._config

Data Raw: 61 64 64 69 6e 67 52 69 67 68 74 3d 74 68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 2b 22 70 78
2229 7d 2c 74 2e 5f 72 65 73 65 74 41 64 6a 75 73 74 6d 65 6e 74 73 3d 66 75 6e 63 74 69 6f 6 28 29 7b 74 68 69 73
2e 5f 65 6¢ 65 6d 65 6e 74 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 4¢ 65 66 74 3d 22 22 2¢ 74 68 69 73 2e 5f 65 6¢
65 6d 65 6e 74 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 52 69 67 68 74 3d 22 22 7d 2¢c 74 2e 5f 63 68 65 63 6b 53 63
72 6f 6¢ 6¢ 62 61 72 3d 66 75 6€ 63 74 69 6f 6 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6€ 74 2e 62 6f 64 79 2e 67
65 74 42 6f 75 6e 64 69 6e 67 43 6¢ 69 65 6e 74 52 65 63 74 28 29 3b 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66
6¢ 6f 77 69 6e 67 3d 74 2e 6¢ 65 66 74 2b 74 2e 72 69 67 68 74 3¢

Data Ascii: addingRight=this._scrollbarWidth+"px")},t._resetAdjustments=function(){this._element.style.paddingLeft="",th
is._element.style.paddingRight=""},t._checkScrollbar=function(){var t=document.body.getBoundingClientRect();th
is._isBodyOverflowing=t.left+t.right<

Data Raw: 2c 6e 29 2e 72 65 6d 6f 76 65 44 61 74 61 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 29 7d 29 3b 76 61
72 20 6e 3d 24 74 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2e 64 61 74 61 28 22 70 61 64 64 69 6e 67 2d 72 69 67
68 74 22 29 3b 24 74 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2e 72 65 6d 6f 76 65 44 61 74 61 28 22 70 61 64 64 6
9 6e 67 2d 72 69 67 68 74 22 29 2c 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 73 74 79 6¢ 65 2e 70 61 64 64 69 6e 67 52
69 67 68 74 3d 6e 7c 7c 22 22 7d 2c 74 2e 5f 67 65 74 53 63 72 6f 6¢ 6¢ 62 61 72 57 69 64 74 68 3d 66 75 6e 63 74 69 6f
6e 28 29 7b 76 61 72 20 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 64 69 76 22 29
3b 74 2e 63 6¢ 61 73 73 4e 61 6d 65 3d 73 65 2c 64 6f 63 75 6d 65 6e

Data Ascii: ,n).removeData("margin-right")});var n=$t(document.body).data("padding-right");$t(document.body).r
emoveData("padding-right"),document.body.style.paddingRight=n||""},t._getScrollbarwidth=function(){var t=docum
ent.createElement("div");t.className=se,documen

Data Raw: 74 6f 6f 6¢ 74 69 70 22 29 2c 43 65 3d 28 70 65 3d 65 29 2e 66 6e 5b 76 65 5d 2c 54 65 3d 22 62 73 2d 74 6f
6f 6¢ 74 69 70 22 2c 62 65 3d 6e 65 77 20 52 65 67 45 78 70 28 22 28 5e 7c 5¢ 5¢ 73 29 22 2b 54 65 2b 22 5¢ 5¢ 53 2b
22 2c 22 672229 2c 41 65 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2¢ 74 65 6d 70 6¢ 61 74 65 3a 27 3¢ 64 69 76 20
63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 22 20 72 6f 6¢ 65 3d 22 74 6f 6f 6¢ 74 69 70 22 3e 3c 64 69 76 20 63 6¢ 61 73
73 3d 22 61 72 72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 74 6f 6f 6¢ 74 69 70 2d 69 6e 6e 65
72 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2¢ 74
69 74 6c 65 3a 22 22 2c 64 65 6¢ 61 79 3a 30 2c 68 74 6d 6C 3a

Data Ascii: tooltip"),Ce=(pe=e).fn[ve], Te="bs-tooltip",be=new RegExp("(*|\s)"+Te+"\S+","g"),Ae={animation:!0,template:
‘<div class="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-inner"></div></div>' trigger:"hover fo

cus" title:"",delay:0,html:

Data Raw: 73 74 65 6e 65 72 73 28 29 7d 76 61 72 20 74 3d 69 2e 70 72 6f 74 6f 74 79 70 65 3b 72 65 74 75 72 6e 20 74
2e 65 6e 61 62 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 30 7d 2c
74 2e 64 69 73 61 62 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 3d 21 31
7d 2c 74 2e 74 6f 67 67 6¢ 65 45 6e 61 62 6¢ 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 74 68 69 73 2e 5f 69 73 45 6e 61
62 6¢ 65 64 3d 21 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 7d 2c 74 2e 74 6f 67 67 6¢ 65 3d 66 75 6e 63 74 69 6f 6
287429 7h 69 66 28 74 68 69 73 2e 5f 69 73 45 6e 61 62 6¢ 65 64 29 69 66 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73
2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 2¢

Data Ascii: steners()}var t=i.prototype;return t.enable=function(){this._isEnabled=!0},t.disable=function(){this._isEnab
led=!1} t.toggleEnabled=function(){this._isEnabled=!this._isEnabled},t.toggle=function(t){if(this._isEnabled)if(t){var e
=this.constructor.DATA_KEY,

Data Raw: 65 6e 74 65 64 28 29 7c 7c 21 6e 29 72 65 74 75 72 6e 3b 76 61 72 20 69 3d 74 68 69 73 2e 67 65 74 54 69
70 45 6¢ 65 6d 65 6e 74 28 29 2¢ 72 3d 46 6e 2e 67 65 74 55 49 44 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72
2e 4e 41 4d 45 29 3b 69 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 69 64 22 2¢ 72 29 2c 74 68 69 73 2e 65 6¢ 65 6d
65 6e 74 2e 736574 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 64 65 73 63 72 69 62 65 64 62 79 22 2¢c 72 29 2¢
74 68 69 73 2e 73 65 74 43 6f 6e 74 65 6e 74 28 29 2c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 69 6f 6e 26
26 70 65 28 69 29 2e 61 64 64 43 6¢ 61 73 73 28 4f 65 29 3b 76 61 72 20 6f 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74
79 70 65 6f 66 20 74 68 69 73 2e 63 6f 6e 66 69 67 2e 70 6¢ 61 63 65 6d

Data Ascii: ented()||!n)return;var i=this.getTipElement(),r=Fn.getUID(this.constructor. NAME);i.setAttribute("id",r),this
.element.setAttribute("aria-describedby" r),this.setContent(),this.config.animation&&pe(i).addClass(Oe);var o="function"
==typeof this.config.placem

Data Raw: 46 72 6f 6d 45 6¢ 65 6d 65 6e 74 28 74 68 69 73 2e 74 69 70 29 3b 70 65 28 74 68 69 73 2e 74 69 70 29 2e 6f
6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 6¢ 29 2e 65 6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f
6e 45 6e 64 28 63 29 7d 65 6¢ 73 65 20 6¢ 28 29 7d 7d 2c 74 2e 68 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76
61 7220 65 3d 74 68 69 73 2c 6e 3d 74 68 69 73 2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6€ 74 28 29 2¢ 69 3d 70 65 2e 45
76 65 6e 74 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 48 49 44 45 29 2¢ 72 3d 66 75 6€ 6
374 69 6f 6e 28 29 7b 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 21 3d 3d 44 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65
26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43

Data Ascii: FromElement(this.tip);pe(this.tip).one(Fn.TRANSITION_END,l).emulate TransitionEnd(c)}else I()}},t.hide=functi
on(t){var e=this,n=this.getTipElement(),i=pe.Event(this.constructor.Event.HIDE),r=function(){e._hoverState!==D
e&&n.parentNode&&n.parentNode.removeC

Data Raw: 33 36 62 36 0d Oa 73 28 4f 65 2b 22 20 22 2b 6b 65 29 7d 2c 74 2e 73 65 74 45 6¢ 65 6d 65 6e 74 43 6f 6e 74
65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 2e 63 6f 6e 66 69 67 2e 68 74 6d
6¢c 3b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 28 65 2e 6e 6f 64 65 54 79 70 65 7c 7c 65 2e 6a 71 75
65 72 79 29 3f 6e 3f 70 65 28 65 29 2e 70 61 72 65 6e 74 28 29 2e 69 73 28 74 29 7c 7c 74 2e 65 6d 70 74 79 28 29 2e
61 70 70 65 6e 64 28 65 29 3a 74 2e 74 65 78 74 28 70 65 28 65 29 2e 74 65 78 74 28 29 29 3a 74 5b 6e 3f 22 68 74 6d
6C 22 3a 22 74 65 78 74 22 5d 28 65 29 7d 2c 74 2e 67 65 74 54 69 74 6¢ 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61
7220 74 3d 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 67 65 74 41 74 74

Data Ascii: 36b6s(Oe+" "+ke)},t.setElementContent=function(t,e){var n=this.config.html;"object"==typeof e&&(e.nodeType||
e.jquery)?n?pe(e).parent().is(t)||t.empty().append(e):t.text(pe(e).text()):t[n?"html":"text"](e)},t.getTitle=function(){var t=this
.element.getAtt
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kBytes

Timestamp transferred Direction
2022-07-01 14:30:01 UTC 365 IN
2022-07-01 14:30:01 UTC 367 IN
2022-07-01 14:30:01 UTC 368 IN
2022-07-01 14:30:01 UTC 369 IN
2022-07-01 14:30:01 UTC 371 IN
2022-07-01 14:30:01 UTC 372 IN
2022-07-01 14:30:01 UTC 373 IN
2022-07-01 14:30:01 UTC 375 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 74 6¢ 65 22 2c 22 22 29 29 7d 2c 74 2e 5f 65 6e 74 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61
7220 6e 3d 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 3b 28 65 3d 65 7c 7c 70 65 28 74
2e 637572 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61 28 6e 29 29 7c 7c 28 65 3d 6e 65 77 20 74 68 69 73 2e 63
6f 6e 73 74 72 75 63 74 6f 72 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 2c 74 68 69 73 2e 5f 67 65 74 44 65 6¢
65 67 61 74 65 43 6f 6 66 69 67 28 29 29 2c 70 65 28 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 29 2e 64 61 74 61
28 6e 2c 65 29 29 2c 74 26 26 28 65 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 6f 63 75 73 69 6e 22 3d 3d
3d 74 2e 74 79 70 65 3f 4c 65 3a 48 65 5d 3d 21 30 29 2c 70 65 28 65

Data Ascii: tle",""))},t._enter=function(t,e){var n=this.constructor. DATA_KEY;(e=e||pe(t.currentTarget).data(n))||(e=new
this.constructor(t.currentTarget,this._getDelegateConfig()),pe(t.currentTarget).data(n,e)),t&&(e._activeTrigger["focusi
n"===t.type?Le:He]=!0),pe(e

Data Raw: 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 65 66 61 75 6¢ 74 54 79 70 65 29 2c 74 7d 2c 74 2e 5f 67
65 74 44 65 6¢ 65 67 61 74 65 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 7b 7d 3b 69 66
28 74 68 69 73 2e 63 6f 6e 66 69 67 29 66 6f 72 28 76 61 72 20 65 20 69 6e 20 74 68 69 73 2e 63 6f 6 66 69 67 29 74
68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 65 66 61 75 6¢ 74 5b 65 5d 21 3d 3d 74 68 69 73 2e 63 6f 6e 66 69 67
5b 65 5d 26 26 28 74 5b 65 5d 3d 74 68 69 73 2e 63 6f 6e 66 69 67 5b 65 5d 29 3b 72 65 74 75 72 6e 20 74 7d 2c 74 2e
5f 63 6¢ 65 61 6e 54 69 70 43 6¢ 61 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 70 65 28 74 68 69 73
2e 67 65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2¢ 65 3d 74 2e 61

Data Ascii: his.constructor.DefaultType),t},t._getDelegateConfig=function(){var t={};if(this.config)for(var e in this.co
nfig)this.constructor.Default[e]'==this.config[e]&&(t[e]=this.config[e]);return t},t._cleanTipClass=function(){var t=pe(
this.getTipElement()),e=t.a

Data Raw: 2e 6e 6f 43 6f 6e 66 6¢ 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7h 72 65 74 75 72 6e 20 70 65 2e 66 6e 5b
76 65 5d 3d 43 65 2c 57 65 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 57 65 29 2c 4a 6e 3d 28 71 65 3d
2270 6f 70 6f 76 65 72 22 2c 4b 65 3d 22 2e 22 2b 28 46 65 3d 22 62 73 2e 70 6f 70 6f 76 65 72 22 29 2c 4d 65 3d 28 55
65 3d 65 29 2e 66 6e 5b 71 65 5d 2¢ 51 65 3d 22 62 73 2d 70 6f 70 6f 76 65 72 22 2¢ 42 65 3d 6e 65 77 20 52 65 67 45
7870 28 22 28 5e 7c 5c 5¢ 73 29 22 2b 51 65 2b 22 5¢ 5¢ 53 2b 22 2c 22 67 22 29 2¢ 56 65 3d 6¢ 28 7b 7d 2c 7a 6e 2e 4
46566 61 75 6¢ 74 2c 7b 70 6¢ 61 63 65 6d 65 6e 74 3a 22 72 69 67 68 74 22 2¢ 74 72 69 67 67 65 72 3a 22 63 6C 69
63 6b 22 2c 63 6f 6e 74 65 6e 74 3a 22 22 2c 74 65 6d 70 6¢ 61 74 65

Data Ascii: .noConflict=function(){return pe.fn[ve]=Ce,We._jQueryInterface},We),Jn=(qe="popover",Ke="."+(Fe="b
s.popover"),Me=(Ue=e).fn[ge],Qe="bs-popover",Be=new RegExp("(*|\\s)"+Qe+"\S+","g"),Ve=I({},zn.Default,{placem
ent:"right",trigger:"“click”,content:"" template

Data Raw: 73 73 28 7a 65 2b 22 20 22 2b 4a 65 29 7d 2c 72 2e 5f 67 65 74 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f
6e 2829 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 64
61 74 61 2d 63 6f 6e 74 65 6e 74 22 29 7c 7c 74 68 69 73 2e 63 6f 6e 66 69 67 2e 63 6f 6e 74 65 6e 74 7d 2c 72 2e 5f 63
6C 65 61 6e 54 69 70 43 6¢ 61 73 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 55 65 28 74 68 69 73 2e 67
65 74 54 69 70 45 6¢ 65 6d 65 6e 74 28 29 29 2¢ 65 3d 74 2e 61 74 74 72 28 22 63 6¢ 61 73 73 22 29 2e 6d 61 74 63 68
2842 65 29 3b 6e 75 6¢ 6¢ 21 3d 3d 65 26 26 30 3c 65 2e 6¢ 65 6e 67 74 68 26 26 74 2e 72 65 6d 6f 76 65 43 6¢ 61 73
73 28 65 2e 6a 6f 69 6e 28 22 22 29 29 7d 2c 69 2e 5f 6a 51 75 65 72

Data Ascii: ss(ze+" "+Je)},r._getContent=function(){return this.element.getAttribute("data-content")||this.config.conten
t},r._cleanTipClass=function(){var t=Ue(this.getTipElement()),e=t.attr("class").match(Be); nulll==e&&0<e.length&&t.remove
Class(e.join(""))}i._jQuer

Data Raw: 74 2d 67 72 6f 75 70 2d 69 74 65 6d 22 2c 70 6e 3d 22 2e 64 72 6f 70 64 6f 77 6e 22 2c 76 6e 3d 22 2e 64 72
6f 70 64 6f 77 6e 2d 69 74 65 6d 22 2c 79 6e 3d 22 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 22 2c 45 6e 3d 22 6f
66 66 73 65 74 22 2c 43 6e 3d 22 70 6f 73 69 74 69 6f 6e 22 2¢ 54 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74
69 6f 6e 20 6e 28 74 2¢c 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 74 68 69 73 2e 5f 65 6¢ 65 6d 65 6e 74 3d 74 2c 74
68 69 73 2e 5f 73 63 72 6f 6¢ 6¢ 45 6¢ 65 6d 65 6 74 3d 22 42 4f 44 59 22 3d 3d 3d 74 2e 74 61 67 4e 61 6d 65 3f 77 69
6e 64 6f 77 3a 74 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 66 69 67 28 65 29 2c 74
68 69 73 2e 5f 73 65 6¢ 65 63 74 6f 72 3d 74 68 69 73 2e 5f

Data Ascii: t-group-item",pn=".dropdown",vn=".dropdown-item",yn=".dropdown-toggle",En="offset",Cn="position", T
n=function(){function n(t,e){var n=this;this._element=t,this._scrollElement="BODY"===t.tagName?window:t,this._config=thi
s._getConfig(e),this._selector=this._

Data Raw: 67 65 74 73 3d 6e 75 6¢ 6¢ 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74 3d 6e 75 6¢ 6¢ 2C 74 68
69 73 2e 5f 73 63 72 6f 6¢ 6¢ 48 65 69 67 68 74 3d 6e 75 6¢ 6¢ 7d 2c 74 2e 5f 67 65 74 43 6f 6e 66 69 67 3d 66 75 6e 63
74 69 6f 6e 28 74 29 7h 69 66 28 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 66 28 74 3d 6¢ 28 7b 7d 2c 73 6e 2c 22 6f
62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 74 26 26 74 3f 74 3a 7b 7d 29 29 2e 74 61 72 67 65 74 29 7b 76 61 72 20
65 3d 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 29 3b 65 7c 7c 28 65 3d 46 6e 2e 67 65 74 55
49 44 28 65 6e 29 2c 74 6e 28 74 2e 74 61 72 67 65 74 29 2e 61 74 74 72 28 22 69 64 22 2c 65 29 29 2c 74 2e 74 61 72
67 65 74 3d 22 23 22 2b 65 7d 72 65 74 75 72 6e 20 46 6e 2e 74 79

Data Ascii: gets=null,this._activeTarget=null,this._scrollHeight=null},t._getConfig=function(t){if("string"!=typeof(t=I({},sn,"obj
ect'==typeof t&&t?t:{})).target){var e=tn(t.target).attr("id");e||(e=Fn.getUID(en),tn(t.target).attr("id",e)),t.target="#"+e}return
Fn.ty

Data Raw: 2c 22 29 3b 74 3d 74 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2b 27 5b

64 6174 61 2d 74 61 72 67 65 74 3d 22 27 2b 65 2b 27 22 5d 2¢ 27 2b 74 2b 27 5b 68 72 65 66 3d 22 27 2b 65 2b 27 22
5d 27 7d 29 3b 76 61 72 20 6e 3d 74 6e 28 5b 5d 2e 73 6¢ 69 63 65 2e 63 61 6¢ 6¢ 28 64 6f 63 75 6d 65 6e 74 2e 71 75
65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28 74 2e 6a 6f 69 6e 28 22 2¢ 22 29 29 29 29 3b 6e 2e 68 61 73 43 6¢ 61 73 73
28 63 6e 29 3f 28 6e 2e 63 6¢ 6f 73 65 73 74 28 70 6e 29 2e 66 69 6e 64 28 79 6e 29 2e 61 64 64 43 6¢ 61 73 73 28 68
6e 29 2c 6e 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 29 3a 28 6e 2e 61 64 64 43 6¢ 61 73 73 28 68 6e 29 2¢ 6e 2e 70 61
72 65 6e 74 73 28 64 6e 29 2e 70 72 65 76 28 67 6e 2b 22 2¢ 20 22 2b 6d

Data Ascii: ,");t=t. map(function(t){return t+'[data-target=""+e+"],'+t+'[href=""+e+"]'});var n=tn([].slice.call(document.querySe
lectorAll(t.join(","))));n.hasClass(cn)?(n.closest(pn).find(yn).addClass(hn),n.addClass(hn)):(n.addClass(hn),n.parents(d
n).prev(gn+", "+m

Data Raw: 3d 22 73 68 6f 77 22 2c 6a 6e 3d 22 2e 64 72 6f 70 64 6f 77 6e 22 2c 48 6e 3d 22 2e 6e 61 76 2c 20 2e 6¢ 69
7374 2d 67 72 6f 75 70 22 2c 4c 6e 3d 22 2e 61 63 74 69 76 65 22 2c 52 6e 3d 22 3e 20 6¢ 69 20 3e 20 2e 61 63 74 69
76 65 22 2c 78 6e 3d 27 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 74 61 62 22 5d 2¢c 20 5b 64 61 74 61 2d 74 6f 67 67
6¢ 65 3d 22 70 69 6¢ 6¢ 22 5d 2c 20 5b 64 61 74 61 2d 74 6f 67 67 6¢ 65 3d 22 6C 69 73 74 22 5d 27 2¢ 57 6e 3d 22 2e 6
472 6f 70 64 6f 77 6e 2d 74 6f 67 67 6¢ 65 22 2¢ 55 6e 3d 22 3e 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 2e 61 6
37469 76 65 22 2c 71 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 69 28 74 29 7b 74 68 69 73 2e
5f 65 6¢ 65 6d 65 6e 74 3d 74 7d 76 61 72 20 74 3d 69 2e 70 72 6f

Data Ascii: ="show",jn=".dropdown",Hn=".nav, .list-group”,Ln=".active",Rn="> li > .active",xn="[data-toggle="tab"], [data-
toggle="pill"], [data-toggle="list"]',Wn=".dropdown-toggle",Un="> .dropdown-menu .active",qn=function(){function i(t){
this._element=t}var t=i.pro

Page 95 of 101



kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 376

2022-07-01 14:30:01 UTC 377

2022-07-01 14:30:01 UTC 378

Session ID Source IP
8 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-07-01 14:30:01 UTC 306

2022-07-01 14:30:01 UTC 378

2022-07-01 14:30:01 UTC 379

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49829

Direction

ouT

Data

Data Raw: 28 72 29 3b 62 6e 28 72 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2¢ 73 29 2e 65
6d 75 6¢ 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 61 29 7d 65 6¢ 73 65 20 73 28 29 7d 2c 74 2e 5f 74 72 61
6e 73 69 74 69 6f 6e 43 6f 6d 70 6¢ 65 74 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2¢ 65 2¢ 6e 29 7b 69 66 28 65 29 7b 62
6e 28 65 29 2e 72 65 6d 6f 76 65 43 6¢ 61 73 73 28 50 6e 2b 22 20 22 2b 4e 6e 29 3b 76 61 72 20 69 3d 62 6e 28 65 2e
70 61 72 65 6e 74 4e 6f 64 65 29 2e 66 69 6e 64 28 55 6e 29 5b 30 5d 3b 69 26 26 62 6e 28 69 29 2e 72 65 6d 6f 76 65
43 6¢ 61 73 73 28 4e 6e 29 2¢ 22 74 61 62 22 3d 3d 3d 65 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 72 6f 6¢ 65 22
29 26 26 65 2e 7365 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d

Data Ascii: (r);bn(r).one(Fn.TRANSITION_END,s).emulateTransitionEnd(a)}else s()},t._transitionComplete=function(t,e,n)
{if(e){bn(e).removeClass(Pn+" "+Nn);var i=bn(e.parentNode).find(Un)[0];i&&bn(i).removeClass(Nn),"tab"===e.getAtt
ribute("role")&&e.setAttribute("aria-

Data Raw: 6e 65 77 20 45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 20 4a 61 76 61 53 63 72 69 70 74 20 72 65
717569 72 65 73 20 61 74 20 6¢ 65 61 73 74 20 6a 51 75 65 72 79 20 76 31 2e 39 2e 31 20 62 75 74 20 6¢ 65 73 73 20
74 68 61 6e 20 76 34 2e 30 2e 30 22 29 7d 28 65 29 2c 74 2e 55 74 69 6¢ 3d 46 6e 2c 74 2e 41 6¢ 65 72 74 3d 4b 6e 2c
74 2e 42 75 74 74 6f 6e 3d 4d 6e 2c 74 2e 43 61 72 6f 75 73 65 6¢ 3d 51 6e 2c 74 2e 43 6f 6¢ 6¢ 61 70 73 65 3d 42 6e 2
74 2e 44 72 6f 70 64 6f 77 6e 3d 56 6e 2c 74 2e 4d 6f 64 61 6¢ 3d 59 6e 2c 74 2e 50 6f 70 6f 76 65 72 3d 4a 6e 2c 74 2e
53 63 72 6f 6¢ 6¢ 73 70 79 3d 5a 6e 2¢c 74 2e 54 61 62 3d 47 6e 2c 74 2e 54 6f 6f 6¢ 74 69 70 3d 7a 6e 2c 4f 62 6a 65 63
74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f

Data Ascii: new Error("Bootstrap's JavaScript requires at least jQuery v1.9.1 but less than v4.0.0")}(e),t.Util=Fn,t.Ale
rt=Kn,t.Button=Mn,t.Carousel=Qn,t.Collapse=Bn,t.Dropdown=Vn,t.Modal=Yn,t.Popover=Jn,t.Scrollspy=Zn,t. Tab=Gn,t.
Tooltip=zn,Object.defineProperty(t,"

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP CEIREILT Process
Port
104.18.28.243 443 C:\Program Files\Google\Chrome\Application\chrome.exe
Data

GET /icon/free/png-512/microsoft-sharepoint-3-599372.png HTTP/1.1

Host: cdn.iconscout.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:01 GMT

Content-Type: image/webp

Content-Length: 4756

Connection: close

Access-Control-Allow-Headers: DNT,X-CustomHeader,Keep-Alive, User-Agent,X-Requested-With, If-Modified-Since,Cach
e-Control,Content-Type,Accept,X-CSRF-TOKEN,Authorization,Client-1D
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: Content-Length,Content-Range

Cf-Bgj: imgq:100,h2pri

Cf-Polished: origFmt=png, origSize=9488

Content-Disposition: inline; filename="microsoft-sharepoint-3-599372.webp
Vary: Accept

etag: "7587997a8c364420c01dee48d83c6dcd”

last-modified: Wed, 05 Feb 2020 05:33:45 GMT
x-amz-meta-fl-original-last-modified: 2018-07-20T10:07:28Z
CF-Cache-Status: HIT

Age: 320852

Expires: Sat, 01 Jul 2023 14:30:01 GMT

Cache-Control: public, max-age=31536000

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare

CF-RAY: 723fd6531ef4bbd3-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 52 49 46 46 8c 12 00 00 57 45 42 50 56 50 38 4c 80 12 00 00 2f ff c1 7f 10 f7 27 26 4d d6 3f bb 78 47 08 08 4a
24 29 7a 66 15 f6 b0 6d 7f a5 34 fa ce Oc 8¢ 48 07 65 45 53 60 b1 26 c4 b6 a8 b1 12 d7 90 86 2d 12 74 0d 91 54 6b 62 49
bl ac 44 44 31 a2 69 f6 8a 2d 56 42 48 42 62 4c 96 b8 46 71 11 1b 62 42 82 a8 04 bb a2 52 06 91 36 cc cc f9 fe 39 b3 11
Te e7 77 7e e5 2f 22 fa 3f 01 dO e2 ff 16 ff b7 f8 bf c5 ff 2d fe 6f f1 7f 8b ff 5b fc 2f 00 7d a3 16 17 22 81 92 4a e9 f6 da a6
02279229 al 02 a2 12 0f 54 22 c1 72 c9 1c fe 56 6a al 13 09 97 47 81 cf 26 65 59 51 8f 52 c8 1c 3e 31 b5 d0 89 7a 95
3e 81 cf 2e ca b2 a2 ae 65 8e b9 fb e4 ed 45 2a ea 5e d6 04 46 27 1f ac 46 3a 4a 18 73 {7 29 db 8b 54 a4 a7 64 09 8¢ 4e
3e 58 8d 94 95 27 e6 de 53 77 16 a9 48 61 39

Data Ascii: RIFFWEBPVP8L/'&M?xGJ$)zfm4HeES &-tTkbIDD1i-VBHBbLFgbBR69~w~/"?-0[/}"J)T"rVjG&eYQR>1z>.e
E*'F'F:Js)TdN>X'SwHa9
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kBytes

Timestam
P transferred

2022-07-01 14:30:01 UTC 379

2022-07-01 14:30:01 UTC 380

2022-07-01 14:30:01 UTC 382

2022-07-01 14:30:01 UTC 383

Session ID Source IP
9 192.168.2.3
. kBytes
Timestam|
P transferred

2022-07-01 14:30:01 UTC 409

2022-07-01 14:30:01 UTC 411

2022-07-01 14:30:01 UTC 411

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49823

Direction

ouT

Data

Data Raw: 97 15 96 88 €9 3b 8b d1 18 65 44 fb d1 cb b3 6b d0 38 25 83 25 62 fa ee 12 34 58 89 d0 7e f4 f2 ec 1a 34 60
3960 e9 3b 6b 77 09 1a b5 8 eb 10 3 49 4e 1d 1a b9 d0 b3 f4 9d 95 76 19 0d 5f d8 75 88 f9 34 a7 1e 99 50 c4 59 fa ce
4abb 82 ec 28 da 1e 8e 5d 91 6b 43 b6 14 68 96 01 ef a5 df 40 06 15 64 0f c7 ae cc b5 21 a3 8a 2f cb 80 f7 d2 6f 20 cb
8aad d0 71 ab 4e 35 22 eb 0a 2b 8f c1 b3 33 4a 91 89 85 54 €8 b8 55 a7 1a 91 99 45 93 c¢7 e0 d9 19 a5 c8 d6 02 49 09
8b 5b 93 d7 88 8c a9 16 6d 17 64 5e 91 {3 32 6f 23 6b 56 1c 48 7c 36 00 40 7c 29 61 71 6b f3 ec c8 98 6 fc f5 f1 dd cO b5
d8 f2 8a 9c 97 79 1b 59 3 56 €6 9c 48 2f 8 ab c2 4a €9 14 bf 31 cf 8e 8¢ 69 cb 5d 31 2e 14 1e 58 48 79 Of 4b d8 5f 86 ac
7939 6d c6 00 77 68 52 d1 a4 74 8a df 94 ef 44 c6 bc

Data Ascii: ;eDk8%%b4X~4"9";kwINv_u4PYJ(kCh@d!/o gN5"+3JTUEI[md" 20#kVH|6@]|)agkyYVH/J1i]1.XHyK_y9mwh
RtD

Data Raw: 3f 08 2a 7d d7 1f 08 6¢c 3d 6a ab 95 52 00 10 36 2d a3 b4 29 d4 73 db e3 db 01 f1 33 c9 b0 fa f1 50 17 24 d6
be d4 1b 48 6d 3d fe 08 ad b4 21 a3 e6 6f fd a5 fO 76 ad c3 7e bf ec cf 9c 8¢ cf 27 45 06 80 3e f7 11 81 89 3c 34 83 98 9b
03 81 e8 de 5f 34 50 8b 9e 3e 17 89 a8 9c 35 3a dc 8d 77 be 22 e5 7c 08 90 1e bc a8 8c 71 20 c2 46 82 b6 el cc ba 97
8379 a6 94 90 1b 8f 82 Oe 3d a7 5d 66 1b 98 4f 8a 56 3d 9b d4 9d 57 82 91 4c 7b 7f dO a7 fb 6b 97 98 c6 7c 9c 20 ed 6f
ef 06 72 ¢9 33 84 24 83 6e 5b cd b2 32 0c 84 db c8 42 ac db d6 95 43 66 92 71 d3 4b 3f 00 1d 32 18 06 92 48 43 74 a4
75 e5 8e cf c8 98 03 86 68 48 ad 8a 89 43 b4 6f Oc e2 8c Oc 22 9c 1d b8 05 5e d0 01 a2 75 9a 89 2b 72 88 f8 03 b8 c5 fh
Ob 5d 20 66 77 €2 89 73 44 7c c1 2d bd 2f a0 5e ab €3 39 a2

Data Ascii: ?*}I=jR6-)s3P$HmM=lov~'E><4_4P>5:w"|q Fy=]fOV=WL{k| or3$n[2BCfqK?2HCtuhHCo"*u+r] fwsD|-/"9

Data Raw: 21 5e 1d ab a7 81 2a 19 e3 99 64 11 12 ef f8 b2 2b b0 ab ce 10 0f f7 d4 8d e9 24 92 d9 83 45 c2 6d a4 d5 6e
ea 02 2c ab 3b 74 ee eb a2 93 €9 48 66 ad 1b 83 98 8f 23 d9 05 b3 02 81 6d f5 87 68 df dd 5d Of 83 6c 84 e4 02 83 24 20
cl 6a fe c2 70 60 5e 1a 20 aa 3f 3c a7 90 d6 bf 0Oa 09 5d ca 20 11 36 52 ea f3 d6 8c 6f 07 2c 4c 07 44 bc f0 41 07 a2 5e
ad 45 52 87 b2 87 cf 45 24 b1 72 d6 a8 c7 dc 80 95 a9 81 d8 8 dd 58 2f 52 ba fc 80 c4 56 59 e8 11 32 3a 61 db el 73 77
ea 1c 8e ba ca 2b 27 bf 5f fd ce 33 41 3a d9 87 44 26 02 4b 53 04 11 6b d3 5f 69 4b 40 8f 9d 8d 48 ee Oe a0 43 d8 b4 8c
52 6¢ ca 92 3d 6f 3e 4c de 2c 24 d2 ea c7 6d 88 €8 ¢8 5d 12 e5 d5 1c 41 53 73 55 24 f9 79 1a 74 4d c8 c7 e6 2c 58 d0 99
ac al 76 32 16 02 cf 69 1d 05 5b 67 3c f3 88 e9 c1 1e 19

Data Ascii: "*d+$Emn,;tHf#mh]I$ jp™* ?<] 6Ro,LDAERE$rX/RVY2:asw+'_3A:D&KSk_iIK@HCRI=0>L,$m]ASsU$ytM
Xv2i[g<

Data Raw: b0 bf 8c 25 b4 6a c9 ee b7 23 dc 85 99 56 €9 14 bf 36 cf ce 10 2e eb 72 3e 8e 7d 48 98 b9 f4 8a 9¢c 97 79 9b
25 5¢ 5e 4f 7f 7f b0 87 30 d3 2a 61 71 6b f3 ec 2c al b5 e5 ad 8e 0b 13 66 2e bd 22 7 65 de 66 09 97 77 7 ff 3b ca 47

98 69 95 b0 b8 f5 67 ed 2c al 75 14 6¢ 14 68 2e 3d 06 cf ce 28 65 09 22 45 93 cb d0 71 ab 4e 35 4a 3d ad c7 €0 d9 19 a5
52 cf 65 e8 b8 55 a7 1a a5 9e d6 32 €0 bd f4 1b 52 cf €5 c3 b1 2b 73 6d 52 4f 6b 19 fO 5e fa 0d a9 e7 f2 el d8 15 b9 36
a9 a7 b5 f4 9d 95 76 45 ea b9 ec 10 f3 69 4e bd d4 d3 5a fa ce 4a bb 2c f5 5¢ 76 88 f9 24 a7 4e ea 69 2d 11 d3 77 97 48
3d 97 ed 47 2f cf ae 91 7a 5a 4b c4 f4 dd 25 52 cf 65 fb d1 cb b3 6b a4 9e d6 12 31 7d 67 b1 d4 73 19 34 32 €5 50 8d d4
d3 ba f5 9e ba b3 58 ea b9 6¢ 3b 32 e5 50 8d d4 d3 9a 7b

Data Ascii: %j#V6.r>}Hy%\*O0*agk,f."efw;Gig,ulh.=(e"EqN5J=ReU2R+smROk"6VEINZJ,\v$Ni-wH=G/zZK%Rek1}gs
42PXI1;2P{

Destination IP SEEIRETT Process
Port
69.49.244.155 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /payment/frontend_paper_lantern/images/office3651.png HTTP/1.1

Host: eyecandylashcompany.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Referer: https://eyecandylashcompany.com/payment/frontend_paper_lantern/index.html
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Fri, 01 Jul 2022 14:30:00 GMT

Server: Apache

Last-Modified: Sat, 18 Jan 2020 17:50:20 GMT
Accept-Ranges: bytes

Content-Length: 18147

Connection: close

Content-Type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 bb 00 00 00 bc 08 06 00 00 00 20 95 df d2 00 00
00 20 63 48 52 4d 00 00 7a 26 00 00 80 84 00 00 fa 00 00 00 80 €8 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 70 9¢
ba 51 3c 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f Ob fc 61 05 00 00 00 09 70 48 59 7
300 00 Ob 13 00 00 Ob 13 01 00 9a 9c 18 00 00 3a ee 69 54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00
00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 0a 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d

Data Ascii: PNGIHDR cHRMz&u0":pQ<sRGBgAMAapHYs:iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5MOMpCe
hiHzreSzNTczke9d"?><x:xmpmeta xmIns:x="adobe:ns:meta/" x:xmptk=
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kBytes

Direction Data
transferred

Timestamp

2022-07-01 14:30:02 UTC 695 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 0a 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Data Ascii:

2022-07-01 14:30:02 UTC 703 IN Data Raw: e2 6f a0 3d 95 c7 fe 19 f2 18 b9 14 66 89 1a c9 3e ca 20 c6 d3 14 3b d8 9c 8d 34 5b c8 89 b4 4b 9e 44 10 ff 00
f9 Oe ed c9 8c 5a ce b2 ed 24 c3 fe 76 51 5a 91 ec a3 00 02 1c 27 f7 91 0f 21 ¢6 77 c9 98 1le 6¢ 36 1b 5b 16 5b 26 c4 bf
97 da c9 72 de 46 76 85 c9 d1 20 d9 af 03 36 b8 bd c4 2f 46 80 65 88 b0 83 9c c9 92 e4 49 d8 f2 bl 9c 7b a9 6 7e cO 44
96 7f 05 b5 b7 34 31 e5 48 f6 11 c2 c6 3d 48 d6 d0 9c c8 06 df cc 86 3f 94 75 c1 93 b0 65 Oe e2 ef 61 70 23 31 f1 6d bd
a4 16 c9 de 00 6¢ c4 Ob 64 33 b1 83 cd af b0 81 9f 1d dc d8 61 16 d7 54 ad 8b be f2 98 74 22 d9 eb 80 dc bb c9 0a 36 e4
74 04 7f 88 44 79 b0 d9 44 de 1b 6a 2a 91 ec 57 81 dc 6f 93 0d 64 2a 62 df 6b 2f d3 12 3c 1b 48 f6 00 72 db 69 b5 25 88
fd 49 04 7f 84 9c 92 e4 d9 c2 b5 ec c8 7d 88 dc 45 d3
Data Ascii: 0=f> ;4[KDZ$vQZ'lwl6[[&rFv 6/Fel{~D41H=H?ueap#1mld3aTt"6tDyDj*Wod*bk/<Hri%I}E

Statistics

Behavior

@ EXCEL.EXE
® splwow64.exe
@ chrome.exe
@ chrome.exe
@ chrome.exe
@ chrome.exe

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 6356, Parent PID: 756

General

Target ID: 0

Start time: 16:28:40

Start date: 01/07/2022

Path: C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

Wow64 process (32bit): true

Commandline: "C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE" /automation -Embedding
Imagebase: 0x1230000

File size: 27110184 bytes

MD5 hash: 5D6638F2C8F8571C593999C58866007E

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high
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File Activities

Registry Activities

Analysis Process: splwow64.exe PID: 6548, Parent PID: 6356

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

1

16:28:44

01/07/2022

C:\Windows\splwow64.exe

false

C:\Windows\splwow64.exe 12288
0x7ff692910000

130560 bytes
8D59B31FF375059E3C32B17BF31A76D5
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Offset Length Value Ascii

Offset Length

Analysis Process: chrome.exe PID: 1828, Parent PID: 1468

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

19

16:29:53

01/07/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Completion

Completion

Count Source Address Symbol

Count Source Address Symbol

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation “https://eyecandylashcompany.com/payment/frontend_paper_

lantern/index.html

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Registry Activities

Access Attributes Options Completion
Completion
New File Path Completion
Offset Length Value Ascii Completion

Copyright Joe Security LLC 2022

Count Source Address Symbol

Count Source Address

Symbol

Count Source Address Symbol

Count Source Address Symbol
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Key Path

Key Path

Key Value Modified

Key Path

HKEY_CURRENT_US dr

ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
AB9DIE530F96}

Analysis Process: chrome.exe PID: 4908, Parent PID: 1828

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

20

16:29:55

01/07/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Completion
Name Type Data Completion
Name Type Old Data New Data Completion
unicode 0 1 success or wait

Count Source Address

Count Source Address

Count Source
Address
1 7FF7F62CFC4B

Symbol

Symbol

Symbol

RegSetValueEx
w

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1572,25840
16860965793630,9285400582768245070,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1916 /prefetch:8

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

Attributes

Access

New File Path

Offset Length Value Ascii

Analysis Process: chrome.exe PID: 6864, Parent PID: 6356

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

26

16:30:40

01/07/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Options Completion
Completion
Completion
Completion

Count

Count Source Address

Count Source Address

Source Address

Count Source Address

Symbol

Symbol

Symbol

Symbol

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation -- "https://eyecandylashcompany.com/payment/frontend_pap

er_lantern/index.html

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true
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Programmed in: C, C++ or other language

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Source

Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: chrome.exe PID: 4944, Parent PID: 6864

General

Target ID: 27

Start time: 16:30:43

Start date: 01/07/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1492,14547

596045636120040,8967704105705094900,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1932 /prefetch:8

Imagebase: 0x7ff7f6290000
File size: 2150896 bytes
MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high
Disassembly

@ No disassembly
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