
ID: 656080
Sample Name: Bill of
Lading.htm
Cookbook:
defaultwindowshtmlcookbook.jbs
Time: 00:03:18
Date: 03/07/2022
Version: 35.0.0 Citrine
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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\0a59d1ec-8b5a-484f-8eff-6aac9a2d8071.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\1a664eb5-6fc1-4ae5-8e7b-1df07524a077.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\372daf0e-3df1-4e65-8359-29d80431197d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\474d4889-d9cc-45cb-90aa-fce8bbfb0aeb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\4c5c2639-63f2-4366-844d-3924a94824e5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\4d00034b-8517-44e6-a260-44e1692c46f7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6d3b4dd5-ad88-4764-8ac1-3d963b1b4ebf.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\71f11f5a-0c76-4247-8f47-3b58418ef40b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\726a2ceb-a123-46e5-8c39-20bade439cce.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\91dfb4ce-8994-4378-b5ab-544f4167f44c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\087ce3fe-8b5b-4de4-b21f-debea7d8d75f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\35e22058-b623-43ef-9d5a-2cf245c30840.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4fe87a75-1a4d-420e-8a06-9fa9ccd0554a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6adfb932-d1f4-4948-9bb2-5b287e7a625d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7fb2ddda-f0a9-4c5b-b7c9-226a44edb9b6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\ba9fdaff-75ad-40b0-b8fd-
e387f5b7b1de.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\cae02159-572b-45a6-9a0e-
fabb434c4db1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a50c7399-82a1-41bf-b62c-b684ae2eb336.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ab8f70c3-6937-44b9-a585-5f427202b2e5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f190520a-19cc-4452-85c0-9240a1646a48.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f53ede38-587d-4a33-94e9-463b7c6cafc6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir4952_1150685630\Ruleset Data
C:\Users\user\AppData\Local\Google\Chrome\User Data\d5a5683e-9514-437f-a671-b767c47ad40c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\ed03d500-468d-48fe-87a0-4e1680c2f136.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\f9421de0-4566-40d5-b646-11c667bdba10.tmp
C:\Users\user\AppData\Local\Temp\2b423378-c20e-46f0-b0a7-174b70f308c3.tmp
C:\Users\user\AppData\Local\Temp\3b06c837-bcb4-4ee5-af4a-aa0512648ef9.tmp
C:\Users\user\AppData\Local\Temp\4952_1306222165\Filtering Rules
C:\Users\user\AppData\Local\Temp\4952_1306222165\LICENSE.txt
C:\Users\user\AppData\Local\Temp\4952_1306222165\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\4952_1306222165\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\4952_1306222165\manifest.json
C:\Users\user\AppData\Local\Temp\4952_1361908332\Recovery.crx3
C:\Users\user\AppData\Local\Temp\4952_1361908332\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\4952_1361908332\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\4952_1361908332\manifest.json
C:\Users\user\AppData\Local\Temp\4952_1479674249\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\4952_1479674249\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\4952_1479674249\manifest.json
C:\Users\user\AppData\Local\Temp\4952_40632354\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\4952_40632354\_platform_specific\win_x64\widevinecdm.dll
C:\Users\user\AppData\Local\Temp\4952_40632354\_platform_specific\win_x64\widevinecdm.dll.sig
C:\Users\user\AppData\Local\Temp\4952_40632354\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\4952_40632354\manifest.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\3b06c837-bcb4-4ee5-af4a-aa0512648ef9.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\lv\messages.json

Static File Info
General

Network Behavior
Network Port Distribution
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Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 4952, Parent PID: 1104

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 4756, Parent PID: 4952
General
File Activities

Disassembly
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Windows Analysis Report 
Bill of Lading.htm

Overview

General Information

Sample 
Name:

Bill of Lading.htm

Analysis ID: 656080

MD5: a6326708064aa4…

SHA1: 246d098d0a455e…

SHA256: 4c326163765ccc…

Infos:

Detection

HTMLPhisher

Score: 76

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub…

Yara detected HtmlPhish10

Multi AV Scanner detection for subm…

Antivirus detection for URL or domain

HTML document with suspicious title

Drops PE files

Found iframes

None HTTPS page querying sensitiv…

PE file contains sections with non-s…

No HTML title found

JA3 SSL client fingerprint seen in co…

IP address seen in connection with …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 4952 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "C:\Users\user\Desktop\Bill of Lading.htm

MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 4756 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1532,10084477516934632773,16157516973983746374,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1904 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Bill of Lading.htm JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

Source Rule Description Author Strings

64316.1.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

Process Tree

Malware Configuration

Yara Signatures

Initial Sample

HTML

Copyright Joe Security LLC 2022 Page 5 of 77



AV Detection

Phishing

System Summary

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

1
Drive-by
Compromis
e

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

4
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

5
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

3
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Antivirus detection for URL or domain

Yara detected HtmlPhish10

HTML document with suspicious title

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 656080

Sample: Bill of Lading.htm

Startdate: 03/07/2022

Architecture: WINDOWS

Score: 76

www.cma-cgm.com static.captcha-delivery.com 4 other IPs or domains

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file 2 other signatures

chrome.exe

15 289

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

C:\Users\user\AppData\...\widevinecdm.dll, PE32+

dropped

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

21

        started       

api-alb-eu-south-1.datadome.co

15.160.254.125, 443, 49785, 49794

HP-INTERNET-ASUS

United States

clients.l.google.com

142.250.185.174, 443, 49733, 63148

GOOGLEUS

United States

18 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

Bill of Lading.htm 38% Virustotal Browse

Bill of Lading.htm 100% Avira HTML/Infected.We
bPage.Gen2

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x8
6_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x8
6_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\4952_40632354\_platform_specific\win_x64\widevinecdm.dll 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\4952_40632354\_platform_specific\win_x64\widevinecdm.dll 0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 8 of 77

https://www.virustotal.com/gui/file/4c326163765ccce65ac5fe6c707b286f9f7fdffc49d20d68a61df80f7dc72a35/detection/f-4c326163765ccce65ac5fe6c707b286f9f7fdffc49d20d68a61df80f7dc72a35-1656799217
https://www.metadefender.com/#!/results/file/bzIyMDQwM29LMEVDNWVzU1NUcjVMWl9yN2U/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwN1VUZHdoT3ZHM0QwX2tlMk51MHo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDIwOTNRdXBKT0h5YU53TklPTDU2b3Bs/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EVXhNa05JWlRaeE1WWkpPUWVHLXc4TGUwTjI/regular/analysis


⊘ No Antivirus matches

Source Detection Scanner Label Link

cs314.wpc.zetacdn.net 0% Virustotal Browse

ct.captcha-delivery.com 0% Virustotal Browse

static.captcha-delivery.com 0% Virustotal Browse

Source Detection Scanner Label Link

https://static.captcha-
delivery.com/captcha/assets/tpl/6dc485c0c428c35b53577b146dc6f9179f55ef9ad41b327a2a1799988393
64bf/index.css

0% Avira URL Cloud safe

https://ct.captcha-delivery.com/c.js 0% Avira URL Cloud safe

https://static.captcha-delivery.com/common/fonts/roboto/font-face.css 0% Avira URL Cloud safe

https://static.captcha-delivery.com/common/fonts/roboto/roboto.woff2 0% Avira URL Cloud safe

https://static.captcha-
delivery.com/captcha/assets/tpl/6dc485c0c428c35b53577b146dc6f9179f55ef9ad41b327a2a1799988393
64bf/loading_spinner.gif

0% Avira URL Cloud safe

https://dns.google 0% URL Reputation safe

https://static.captcha-
delivery.com/captcha/assets/set/45d788cda3c3698f9b00f48b6b6f6dfb843702dd/logo.png?
update_cache=-8246815016896654048

0% Avira URL Cloud safe

https://dorothearenault.com/blog/wp-includes/blocks/audio/reportcmacgm.php 100% Avira URL Cloud phishing

Name IP Active Malicious Antivirus Detection Reputation

cs314.wpc.zetacdn.net 152.199.21.98 true false 0%, Virustotal, Browse unknown

ct.captcha-delivery.com 13.224.103.115 true false 0%, Virustotal, Browse unknown

api-alb-eu-south-1.datadome.co 15.160.254.125 true false high

d2lhhyweudwf3e.cloudfront.net 13.224.103.109 true false high

accounts.google.com 172.217.16.205 true false high

auth-orig.cma-cgm.com 193.109.119.57 true false high

api-na.geetest.com 99.83.174.33 true false high

js.datadome.co 13.224.103.23 true false high

d3ta1auemfotoc.cloudfront.net 13.224.103.36 true false high

clients.l.google.com 142.250.185.174 true false high

api-eu-south-1.captcha-delivery.com 15.161.117.65 true false unknown

clients2.google.com unknown unknown false high

www.cma-cgm.com unknown unknown false high

static.captcha-delivery.com unknown unknown false 0%, Virustotal, Browse unknown

geo.captcha-delivery.com unknown unknown false unknown

api-js.datadome.co unknown unknown false high

auth.cma-cgm.com unknown unknown false high

static.geetest.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://geo.captcha-delivery.com/captcha/?
initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&hash=490A8A2485BA28921F861A80
2754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-
spNa8mUmaxj2mfn.DuL7~dry7ouR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-
4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=https%3A%2F%2Fwww.cma-
cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390dde3eecf1a92a
d3d5

false unknown

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/fea327be562f78f7a84c92d2fa621e88a0fc8b12cbeb74d22da308dfb982ebb7/detection/u-fea327be562f78f7a84c92d2fa621e88a0fc8b12cbeb74d22da308dfb982ebb7-1649119179
https://www.virustotal.com/gui/url/7ddad1007effb2bd4f04489550eb3b4a74ddec2b274c5c45de113c08e196123d/detection/u-7ddad1007effb2bd4f04489550eb3b4a74ddec2b274c5c45de113c08e196123d-1642080998
https://www.virustotal.com/gui/url/867f24d08a57caa826cc2c70607e16b0bc5d231c4ce90b56f8c697bad49e221b/detection/u-867f24d08a57caa826cc2c70607e16b0bc5d231c4ce90b56f8c697bad49e221b-1642081006
https://www.virustotal.com/gui/url/fea327be562f78f7a84c92d2fa621e88a0fc8b12cbeb74d22da308dfb982ebb7/detection/u-fea327be562f78f7a84c92d2fa621e88a0fc8b12cbeb74d22da308dfb982ebb7-1649119179
https://www.virustotal.com/gui/url/7ddad1007effb2bd4f04489550eb3b4a74ddec2b274c5c45de113c08e196123d/detection/u-7ddad1007effb2bd4f04489550eb3b4a74ddec2b274c5c45de113c08e196123d-1642080998
https://www.virustotal.com/gui/url/867f24d08a57caa826cc2c70607e16b0bc5d231c4ce90b56f8c697bad49e221b/detection/u-867f24d08a57caa826cc2c70607e16b0bc5d231c4ce90b56f8c697bad49e221b-1642081006


https://api-js.datadome.co/js/ false high

https://static.geetest.com/static/js/fullpage.9.1.0.js false high

https://static.captcha-
delivery.com/captcha/assets/tpl/6dc485c0c428c35b53577b146dc6f9179f55ef9ad41b327a2a1799988
39364bf/index.css

false Avira URL Cloud: safe unknown

https://ct.captcha-delivery.com/c.js false Avira URL Cloud: safe unknown

file:///C:/Users/user/Desktop/Bill%20of%20Lading.htm true low

https://static.geetest.com/static/wind/style_https.1.5.8.css false high

https://www.cma-cgm.com/ false high

https://static.captcha-delivery.com/common/fonts/roboto/font-face.css false Avira URL Cloud: safe unknown

https://static.captcha-delivery.com/common/fonts/roboto/roboto.woff2 false Avira URL Cloud: safe unknown

https://api-na.geetest.com/gettype.php?
gt=1e505deed3832c02c96ca5abe70df9ab&callback=geetest_1656831883419

false high

https://auth.cma-
cgm.com/TSbd/08337f9cc5ab200098c9bf786f804c6cd4f8d35ad295482c9b58fcd74625ba236252d06
005b7c679?type=2

false high

https://js.datadome.co/tags.js false high

https://static.captcha-
delivery.com/captcha/assets/tpl/6dc485c0c428c35b53577b146dc6f9179f55ef9ad41b327a2a1799988
39364bf/loading_spinner.gif

false Avira URL Cloud: safe unknown

https://auth.cma-cgm.com/assets/images/ecom/favico/cmacgm.png false high

https://static.geetest.com/static/wind/sprite.1.5.8.png false high

https://www.cma-cgm.com/ false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://www.cma-cgm.com/favicon.ico false high

https://geo.captcha-delivery.com/captcha/?
initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&hash=490A8A2485BA28921F861A80
2754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-
spNa8mUmaxj2mfn.DuL7~dry7ouR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-
4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=https%3A%2F%2Fwww.cma-
cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390dde3eecf1a92a
d3d5

true unknown

https://www.cma-cgm.com/Images/signin-cmacgm.jpg false high

https://static.captcha-
delivery.com/captcha/assets/set/45d788cda3c3698f9b00f48b6b6f6dfb843702dd/logo.png?
update_cache=-8246815016896654048

false Avira URL Cloud: safe unknown

https://www.cma-cgm.com/Images/signin-cmacgm.jpg false high

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://auth-dev.cma-
cgm.com:9031/assets/fonts/icons/mustIcons/musticons
.woff

Bill of Lading.htm false high

https://play.google.com 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false high

https://easylist.to/) LICENSE.txt.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://creativecommons.org/compatiblelicenses LICENSE.txt.0.dr false high

https://www.google.com 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false high

https://github.com/easylist) LICENSE.txt.0.dr false high

https://creativecommons.org/. LICENSE.txt.0.dr false high

https://accounts.google.com 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false high

https://apis.google.com 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false high

URLs from Memory and Binaries
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https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false high

https://www.cma-cgm.com/legal-terms Bill of Lading.htm false high

https://dns.google 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
ba9fdaff-75ad-40b0-b8fd-e387f5b7b1de.tmp.1.dr, 
cae02159-572b-45a6-9a0e-fabb434c4db1.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false high

https://auth.cma-cgm.com/ext/pwdreset/Identify?
referrer=https%3A%2F%2Fauth.cma-
cgm.com%2Fidp%2F4PMLF

Bill of Lading.htm false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-llvm.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://auth.cma-
cgm.com/TSbd/08337f9cc5ab200098c9bf786f804c6cd
4f8d35ad295482c9b58fcd74625ba236252d0

Bill of Lading.htm false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

llvm.org/): pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://code.google.com/p/nativeclient/issues/entry%s:
pnacl_public_x86_64_ld_nexe.0.dr false high

https://code.google.com/p/nativeclient/issues/entry
pnacl_public_x86_64_ld_nexe.0.dr false high

https://www.cma-cgm.com Bill of Lading.htm false high

https://dorothearenault.com/blog/wp-
includes/blocks/audio/reportcmacgm.php

Bill of Lading.htm true Avira URL Cloud: phishing unknown

https://clients2.googleusercontent.com 2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp.1.dr, 
35e22058-b623-43ef-9d5a-2cf245c30840.tmp.1.dr

false high

https://www.google.com/ manifest.json.0.dr false high

https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr false high

https://clients2.google.com/service/update2/crx manifest.json1.0.dr, manifest.json.0.dr, manifest.
json2.0.dr

false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

13.224.103.115 ct.captcha-delivery.com United States 16509 AMAZON-02US false

15.160.254.125 api-alb-eu-south-
1.datadome.co

United States 71 HP-INTERNET-ASUS false

193.109.119.57 auth-orig.cma-cgm.com France 21203 FR-CMA-CGMFranceFR false

172.217.16.205 accounts.google.com United States 15169 GOOGLEUS false

13.224.103.109 d2lhhyweudwf3e.cloudfro
nt.net

United States 16509 AMAZON-02US false

15.161.117.65 api-eu-south-1.captcha-
delivery.com

United States 16509 AMAZON-02US false

239.255.255.250 unknown Reserved unknown unknown false

142.250.185.174 clients.l.google.com United States 15169 GOOGLEUS false

13.224.103.36 d3ta1auemfotoc.cloudfron
t.net

United States 16509 AMAZON-02US false

13.224.103.23 js.datadome.co United States 16509 AMAZON-02US false

99.83.174.33 api-na.geetest.com United States 16509 AMAZON-02US false

152.199.21.98 cs314.wpc.zetacdn.net United States 15133 EDGECASTUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 656080

Start date and time: 03/07/202200:03:18 2022-07-03 00:03:18 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 24s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Bill of Lading.htm

Public IPs

Private

General Information
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Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal76.phis.winHTM@33/131@14/14

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .htm
Adjust boot time
Enable AMSI
Browse: https://www.cma-cgm.com/

Exclude process from analysis (whitelisted): taskhostw.exe, MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, UpdateNotificationMgr.exe, WMIADAP.exe,
backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.184.238, 74.125.162.138, 172.217.23.99, 74.125.162.231, 142.250.186.42, 142.250.185.195, 142.250.185.131
Excluded domains from analysis (whitelisted): clientservices.googleapis.com, r5---sn-4g5lznl7.gvt1.com, r4---sn-4g5edns6.gvt1.com, arc.msn.com, r2.sn-4g5edndz.gvt1.com, go.microsof
t.com, redirector.gvt1.com, login.live.com, sls.update.microsoft.com, update.googleapis.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, r1---sn-4
g5lznes.gvt1.com, www.gstatic.com, 2-01-38ce-0003.cdx.cedexis.net, www.bing.com, client.wns.windows.com, fs.microsoft.com, content-autofill.googleapis.com, r5---sn-
4g5ednde.gvt1.com, radar.cedexis.com, ctldl.windowsupdate.com, settings-win.data.microsoft.com, r2---sn-4g5lznl7.gvt1.com, r5---sn-4g5lznls.gvt1.com, 2-01-38ce-001b.cdx.cedexis.net,
ris.api.iris.microsoft.com, store-images.s-microsoft.com, r2---sn-4g5edndz.gvt1.com, r5.sn-4g5ednde.gvt1.com, r5---sn-4g5lzne6.gvt1.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtQueryVolumeInformationFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: high, very likely benign file

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7514229974523565

Encrypted: false

SSDEEP: 384:RXpWOQjZkD8SV7diFNerbvy63h6kZH0BGlsr3ECox50YMLrzymvbJXUmmqVOc4mR:5u2RpCUM9Qe3kuQYPn26KMKWBT

MD5: A96C53F8C3A9863667E160CC38430231

SHA1: 146120CFC059160CDEF111E3B0AE4634DBA29507

SHA-256: 21AF1F93410975F66BB2514C85F0BF498EBC0C521F2E3875DA1CD51A72746BEC

SHA-512: DC7CA447F1DCE6AAA63314A302075F69581C00D450C8941BE75F4113D0B3E385A2960C6F4CE0570D9E01D5685447D98DC5247984953FE6E763174FA0B8225850

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 206050

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\0a59d1ec-8b5a-484f-8e>-6aac9a2d8071.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\1a664eb5-6fc1-4ae5-8e7b-1df07524a077.tmp
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Entropy (8bit): 6.043644238257521

Encrypted: false

SSDEEP: 6144:rogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:rNDdqe70oOl9gKV3oK

MD5: 8E838F2431F08F99CB146F833669E4AB

SHA1: F193E6097D9064C7FAADD975643788FD6E7586D8

SHA-256: 3E805DA17A2B592D4DE663D84C44EB2B76AF27B64328E563FE18EA5AD31EC2AD

SHA-512: 460FCB98477075C2C3569A3C89B0527FEC2226426182B70E7583D8A9BFFF4C1E7182690D4B223F9DF026A9D3AFDD5D546C968419D006BE9B761D9E95F3E1EB8D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205863

Entropy (8bit): 6.043164369768

Encrypted: false

SSDEEP: 6144:pogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:pNDdqe70oOl9gKV3oK

MD5: 86437CC0A4A7498BD364EA540BF93FE6

SHA1: C88FB2E91D464AB18A17325B9FA5BC058CFE5804

SHA-256: 7294F3695C8DE566193B83C98231BAEA5E01ED182509CC6D61EEAFB07C5DD631

SHA-512: 92AA36AAA6906727395E93C8B638B91FA5768784DCD458FB3D51B62368FAA32011545F95899D9D68C0A79E87612FDFF9DE95A5069D2B34DAD367AA15527ECF93

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 214212

Entropy (8bit): 6.070826745189729

Encrypted: false

SSDEEP: 6144:pSogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:pSNDdqe70oOl9gKV3oK

MD5: 4130D33C6FAA8414C8EE9F035C429F60

SHA1: 4D948688E62A5C2C83DA5AE6F254BEF4F48C72B8

SHA-256: 52CF3E8A4F13045071F151164FAA8DC519044842D16406F3DA48D4D29AD141D7

SHA-512: 1F826E566679D6B6259CD11110BFCA10420858FE1FE5E4623BCB14D063BB4BA1C7D91B938A9CC7EDB0E18982E0A54F3B53DF4FBE30D1471E309A6EF35F68BE
E7

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\372daf0e-3df1-4e65-8359-29d80431197d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\474d4889-d9cc-45cb-90aa-fce8bbfb0aeb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\4c5c2639-63f2-4366-844d-3924a94824e5.tmp
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Category: dropped

Size (bytes): 205863

Entropy (8bit): 6.043164369768

Encrypted: false

SSDEEP: 6144:pogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:pNDdqe70oOl9gKV3oK

MD5: 86437CC0A4A7498BD364EA540BF93FE6

SHA1: C88FB2E91D464AB18A17325B9FA5BC058CFE5804

SHA-256: 7294F3695C8DE566193B83C98231BAEA5E01ED182509CC6D61EEAFB07C5DD631

SHA-512: 92AA36AAA6906727395E93C8B638B91FA5768784DCD458FB3D51B62368FAA32011545F95899D9D68C0A79E87612FDFF9DE95A5069D2B34DAD367AA15527ECF93

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 206050

Entropy (8bit): 6.043644238257521

Encrypted: false

SSDEEP: 6144:rogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:rNDdqe70oOl9gKV3oK

MD5: 8E838F2431F08F99CB146F833669E4AB

SHA1: F193E6097D9064C7FAADD975643788FD6E7586D8

SHA-256: 3E805DA17A2B592D4DE663D84C44EB2B76AF27B64328E563FE18EA5AD31EC2AD

SHA-512: 460FCB98477075C2C3569A3C89B0527FEC2226426182B70E7583D8A9BFFF4C1E7182690D4B223F9DF026A9D3AFDD5D546C968419D006BE9B761D9E95F3E1EB8D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7510940538491075

Encrypted: false

SSDEEP: 384:nXpWOQjZY8biFNerbvy63h6kZH0BGlsr3ECox50YMLrzymvUXUmmqVOc4mN31W/C:D2RpCUl9Qe3kuQYPn26KMKWB5

MD5: 296DDF24EE5F534847A14BCEEFD7A884

SHA1: 3493B8B9B984190F9E4BDAD94A114DFDF42BCB78

SHA-256: 4414FE042738B0898725C7957C8D7F5FDDBBB87E4ED260FA076C04580511D5AF

SHA-512: 5E39C2D7D90D8C4F4ED7B06CF4184365483BF09EFDD84837D8845F80B42E6256546C816B6276D6193F4E04A5CF8B326B5DD4EBF795F7DE196F3EEBDDB5F69E2
2

Malicious: false

Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\4d00034b-8517-44e6-a260-44e1692c46f7.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\6d3b4dd5-ad88-4764-8ac1-3d963b1b4ebf.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\71f11f5a-0c76-4247-8f47-3b58418ef40b.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 214211

Entropy (8bit): 6.070827067402441

Encrypted: false

SSDEEP: 6144:EaogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:EaNDdqe70oOl9gKV3oK

MD5: B31BFD0440BC68613DC9361514C34429

SHA1: 0984A4FE089DD58DFBAB2CF66EE9C41B3F39185F

SHA-256: 12D3199C1943DD60841DB7F3BB75F7C8522A74A990C577393D5097E049B5657F

SHA-512: B4C64B7F7CD45A5B6A0FC19AD97B423BF21636317E7A386B19959720ED410AE14BEAA339AAB3D708DFE5F6D19DD7C0F6B14BD78A1A7F3F414E8F3388FB6EC9
8F

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 214212

Entropy (8bit): 6.0708257360972

Encrypted: false

SSDEEP: 6144:xSogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:xSNDdqe70oOl9gKV3oK

MD5: D25308F7DACDB9D69C722AA52187A901

SHA1: F0A56B2C2418A9D96F9CD489DA7F740AF57ECD2D

SHA-256: 9D5305B4183D0518D2C20280C624BFDC56EEF3959652C761D58EC9C3FF24469C

SHA-512: 16EDF469A77AA1DD4B0504087EB1E425817074C7CFBC70A56A2462EB34CC739EBECD091D884AD7B6D8899929581BA1ED5D04A9B8C842A42612A2A9608130F5B
A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.751738687086587

Encrypted: false

SSDEEP: 384:hXpWOQjZkD8SV7diFNerbvy63h6kZH0BGlsr3ECox50YMLrzymvUXUmmqVOc4mNY:pu2RpCUl9Qe3kuQYPn26KMKWBM

MD5: 7859BDD773831EF83917F3AA78225930

SHA1: 2E87517B493540F01542E7F5EA95C17DC067C75C

SHA-256: 32CBDFB20F5AEE0035B65088A27CC6A097F4E6E1EAE572804F327EE489410E67

SHA-512: 65695BD728C9EF32C9E39F233C6FF5D43AD47B98519B5F05AD82570FC82EF60EC010342F394D69B6278F7932AC59A63387BBBD48EAB75B586C38D2C2982AE088

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\726a2ceb-a123-46e5-8c39-20bade439cce.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\91dfb4ce-8994-4378-b5ab-544f4167f44c.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576953467728974

Encrypted: false

SSDEEP: 384:0hwtWLlSgXj1kXqKf/pUZNCgVLH2HfD9rUJNwX4Dt:4Lldj1kXqKf/pUZNCgVLH2HfprULwX2

MD5: 6C14DAA1600BEEC83C0A19C4569703A5

SHA1: 2FEBF02CC8D8D087D0AF27F60793A0658D540B30

SHA-256: 3CF79AA86AAFBBBA50CF7FA488C8ABFE1767BEA31FF4F6ED61C6D58976D93297

SHA-512: FE217F26F6AFFC049B9EE661ECE8A19CEEA0D0D7F713E5D88A2A053B88AC54C9C81A6351630C43CC82A9243B7877860A64F78E3348C514287673F1B76600273C

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301305462929932","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\087ce3fe-8b5b-4de4-b21f-debea7d8d75f.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2ded6b72-3f6d-4366-9d76-06a94d6df90e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\35e22058-b623-43ef-9d5a-2cf245c30840.tmp
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Size (bytes): 2001

Entropy (8bit): 4.89779860951358

Encrypted: false

SSDEEP: 48:Y2TntwCXGDH3qyvz5sjGsFRLsQXQsAR1sdT5sPMHMYhbD:JTnOCXGDHa+zgvgiTkG9hH

MD5: F536A65C8D934F46886F58A4D39CFE00

SHA1: 15B0949675D00C7F7DDAE65D293DA0BAF96D769E

SHA-256: 6A525EBC0C5E447BEB30B6F646CC08A04DD7C37B18A82B6C5B09AF21BB63AD5B

SHA-512: 5984E3B6AFF8332FF0D0D742B8BBE6C86E770A6DFBB576CCD5D29AB45FAB4A6694F06E2E94243536AECB21313D9464BDFC7561F5DEFC068CB5A0BB5525F5E4
8A

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":
[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
om","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","s
upports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1330389746598390
0","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5359

Entropy (8bit): 4.996517155143237

Encrypted: false

SSDEEP: 96:nH1CAcf1pcKIXjokq9JCKL8dEknBhxYbOTQVuwn:nH1C/1pcy94KjkBC

MD5: 976E39A29A2E826FD2ED48D73C450198

SHA1: 4726E2477E49C9FCE65D1E914983DD42B42A1392

SHA-256: C879341B142BB98A85E35B7216F65D878641A01339084AE64F84D7E14AD4414F

SHA-512: ED553554CE2136A07923B15A1671C54AFF8F36DABA9F601FEF13088AB7E85FB9374BBAC7848655F2AED96F55E24B4999EE0F9ED898EB450356B2493B9DF5D9D
0

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301305463592507","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5416

Entropy (8bit): 4.997045666574019

Encrypted: false

SSDEEP: 96:nH1CA5f1pcKIXjokq9JCKL8vkaSdvbOTQVuwn:nH1Cy1pcy94KGk9p

MD5: BA7B06BC5667E0C9823D8912DB14609C

SHA1: 470F220513DC65EC1A22AAB00D47B0EB945A1EBF

SHA-256: 4225EAC5CBC9E16816FA2B949E50EB28E601D483F484A5EEF9EAC16BF7BA6727

SHA-512: 9720950CF4657A8F954323753D8B32A1D812899828A02C49FD6B74C94BDCCDD52BFB01ACB818C8BE99CF960F42B82CB0ABA38B7F0BC48523B838970C0F953CB
1

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301305463592507","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4fe87a75-1a4d-420e-8a06-9fa9ccd0554a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6adfb932-d1f4-4948-9bb2-5b287e7a625d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7fb2ddda-f0a9-4c5b-b7c9-226a44edb9b6.tmp

Copyright Joe Security LLC 2022 Page 19 of 77



Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit): 5.2160789086934685

Encrypted: false

SSDEEP: 6:6ZXNSVq2PWXp+N23iKKdK25+Xqx8chI+IFUtqV5ZXtgZmwYV5ZXtIkwOWXp+N23U:mova5KkTXfchI3FUt8a/Om5f5KkTXfcF

MD5: 9302D0E8007287CE278E102470CB8CD7

SHA1: 98CBA28ECD7A799BC11D0C2B108AD806E3B56AA1

SHA-256: 1CCD1FE0656936858D18A50BE206C0E71C22BE3DFDCE0102252261E0BFE3EBE1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
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SHA-512: 60DDAD12842A5725E8D9462313CFDA99DBFE326B0F35B19212EEA73796C7AD25A1F95D6F13681FB52C69BB657CD96B78FBD21E04D1D29B18092050AE22D6057
0

Malicious: false

Preview: 2022/07/03-00:04:34.618 b60 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/07/03-00:04:34.622 b60 Recovering log #3.2022/07/03-00:04:34.622 b60 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit): 5.2160789086934685

Encrypted: false

SSDEEP: 6:6ZXNSVq2PWXp+N23iKKdK25+Xqx8chI+IFUtqV5ZXtgZmwYV5ZXtIkwOWXp+N23U:mova5KkTXfchI3FUt8a/Om5f5KkTXfcF

MD5: 9302D0E8007287CE278E102470CB8CD7

SHA1: 98CBA28ECD7A799BC11D0C2B108AD806E3B56AA1

SHA-256: 1CCD1FE0656936858D18A50BE206C0E71C22BE3DFDCE0102252261E0BFE3EBE1

SHA-512: 60DDAD12842A5725E8D9462313CFDA99DBFE326B0F35B19212EEA73796C7AD25A1F95D6F13681FB52C69BB657CD96B78FBD21E04D1D29B18092050AE22D6057
0

Malicious: false

Preview: 2022/07/03-00:04:34.618 b60 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/07/03-00:04:34.622 b60 Recovering log #3.2022/07/03-00:04:34.622 b60 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 629

Entropy (8bit): 5.181674797844105

Encrypted: false

SSDEEP: 12:bgmA3a3LWxc0LRRNsTpd5xMeWPVvEH1TBk778B/xgskZBa9sNiyrQhQ/hBMgFi6o:bwaEtvWDkPZkY78BJgskfa9yBEqhWmvo

MD5: 7CBA286F4B127D64AE21AF33A86DBA17

SHA1: 1212147DA1E413B08CC432EB49628FEE3BD77B58

SHA-256: 64FBAA1396FD33E24A6A7E1B64731ED2E2A26EBFB95FDAE448090786A8CECE4E

SHA-512: FA42CA67745BA2AA67314C52B67A439F872FEFD89378779FF8085D07F0CA49E468E093B2819ED0DBD733134B8DE201189417CAFEBD3CBE7F25BC107EE199416
6

Malicious: false

Preview: ..........."C....bill..c..desktop..file..user..htm..in..lading..of..sign..users*o......bill......c......desktop......file......user......htm......in......lading......of......sign......users..2.........a........
.b........c........d..........e..........f.........g.........h.........i............k........l..........m........n..........o.........p........r.........s..........t.........u........z...:e.............................................................
........................................Bd...`...... ........*5file:///C:/Users/user/Desktop/Bill%20of%20Lading.htm2.Sign In:................J...............$'.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2001

Entropy (8bit): 4.89779860951358

Encrypted: false

SSDEEP: 48:Y2TntwCXGDH3qyvz5sjGsFRLsQXQsAR1sdT5sPMHMYhbD:JTnOCXGDHa+zgvgiTkG9hH

MD5: F536A65C8D934F46886F58A4D39CFE00

SHA1: 15B0949675D00C7F7DDAE65D293DA0BAF96D769E

SHA-256: 6A525EBC0C5E447BEB30B6F646CC08A04DD7C37B18A82B6C5B09AF21BB63AD5B

SHA-512: 5984E3B6AFF8332FF0D0D742B8BBE6C86E770A6DFBB576CCD5D29AB45FAB4A6694F06E2E94243536AECB21313D9464BDFC7561F5DEFC068CB5A0BB5525F5E4
8A

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":
[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
om","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://clients2.googleusercontent.com","s
upports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1330389746598390
0","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5416

Entropy (8bit): 4.997045666574019

Encrypted: false

SSDEEP: 96:nH1CA5f1pcKIXjokq9JCKL8vkaSdvbOTQVuwn:nH1Cy1pcy94KGk9p

MD5: BA7B06BC5667E0C9823D8912DB14609C

SHA1: 470F220513DC65EC1A22AAB00D47B0EB945A1EBF

SHA-256: 4225EAC5CBC9E16816FA2B949E50EB28E601D483F484A5EEF9EAC16BF7BA6727

SHA-512: 9720950CF4657A8F954323753D8B32A1D812899828A02C49FD6B74C94BDCCDD52BFB01ACB818C8BE99CF960F42B82CB0ABA38B7F0BC48523B838970C0F953CB
1

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301305463592507","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19793

Entropy (8bit): 5.563822964747704

Encrypted: false

SSDEEP: 384:0hwtWLlSgXj1kXqKf/pUZNCgVLH2HfD9rUoHGfGX4c:4Lldj1kXqKf/pUZNCgVLH2HfprUcGOXn

MD5: 58461903EE8FC12EFBBD12E1A5509E83

SHA1: 00FB3F626C95FEEC88F3212CF5706A45BFCDCC25

SHA-256: DFE486AC5880246DB92DF386740E870202A0A1CE2922C0DE7A6CE28587FB59B8

SHA-512: 4B4B4A56AE0CBD7823BC2B25EC9604D412BECCB4B8C400B9EB5C0E5FD258E69D3C5BCFA43668F2A494564BE9FAAE5C4ACD28CBC41C2A9319ECD0D5653DA
0C0E3

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301305462929932","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\ba9fda>-75ad-40b0-b8fd-

e387f5b7b1de.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)
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Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4922

Entropy (8bit): 4.95683264419241

Encrypted: false

SSDEEP: 48:YcHFUklSLklwHjlcOqAoiqTlYqlQKHoTw0hBpH3CH3O/s8C1Nfct/9BhUJo3Khmx:nH1Csff1pcKIXjok0JCKL8VbOTQVuwn

MD5: 3A7826B7942E190536C0A56B7A7310D1

SHA1: 7FCD13D499AA5BEF9EB0CED845F4127AD1E5769D

SHA-256: 752CECEB046247F07586713C443F007C38D5F6E200F25BEE2E43EBF8F542AAF1

SHA-512: 0DEC0BBD8BEB9195B057C1C34E7117AC60B643356EE831EC6FFBA5245F45FC4791AC4A754B9E9674AD5A38E78C43C62751C6988F985E054616205501D1061CC
F

Malicious: false

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13301305463592507","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19792

Entropy (8bit): 5.5639806758243875

Encrypted: false

SSDEEP: 384:0hwtWLlSgXj1kXqKf/pUZNCgVLH2HfD9rUoHGq1X4r:4Lldj1kXqKf/pUZNCgVLH2HfprUcG0Xg

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\cae02159-572b-45a6-9a0e-

fabb434c4db1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a50c7399-82a1-41bf-b62c-b684ae2eb336.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ab8f70c3-6937-44b9-a585-5f427202b2e5.tmp
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MD5: 829313A383D226885E4D7363B4B67BD3

SHA1: AFECC4FC10D40B623BF59737227FDB649748EB21

SHA-256: 2C4E474DA14A03F2212BB3FD12B58C0A3411B4D52790DE5B998458F7FAABC699

SHA-512: 47E8D4E4D4215D44503B8225968371A50714C1483534C45D8398F363B2B189BC494991352B27B464DED95A3CDDC8F9F3310111230DAA3800D5E6CDC740E3F341

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301305462929932","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17529

Entropy (8bit): 5.574172428429306

Encrypted: false

SSDEEP: 384:0hwtnLlSgXj1kXqKf/pUZNCgVLH2HfD9rUjhX4Zt:JLldj1kXqKf/pUZNCgVLH2HfprUtX4

MD5: 4F37D4172ADCEE24EFAE457E619C8793

SHA1: C721FAFA1B658248DCC5E94BC54F19041D8D8E0F

SHA-256: AE3A850AD20230C7D3F7871771E64C4C9DB0C531527F2B46E9ADECFC049D7890

SHA-512: 4CE12FB83483B213F133A65DBD622AB2AA7D7A3DE66F1A0E4410B124F6FB2055D6A9EF6D36F3A5912D455BD02C848D9281005694F489AF662969FC10E7DEB734

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f190520a-19cc-4452-85c0-9240a1646a48.tmp
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301305462929932","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19793

Entropy (8bit): 5.563822964747704

Encrypted: false

SSDEEP: 384:0hwtWLlSgXj1kXqKf/pUZNCgVLH2HfD9rUoHGfGX4c:4Lldj1kXqKf/pUZNCgVLH2HfprUcGOXn

MD5: 58461903EE8FC12EFBBD12E1A5509E83

SHA1: 00FB3F626C95FEEC88F3212CF5706A45BFCDCC25

SHA-256: DFE486AC5880246DB92DF386740E870202A0A1CE2922C0DE7A6CE28587FB59B8

SHA-512: 4B4B4A56AE0CBD7823BC2B25EC9604D412BECCB4B8C400B9EB5C0E5FD258E69D3C5BCFA43668F2A494564BE9FAAE5C4ACD28CBC41C2A9319ECD0D5653DA
0C0E3

Malicious: false

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13301305462929932","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Preview: 85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f53ede38-587d-4a33-94e9-463b7c6cafc6.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 206050

Entropy (8bit): 6.043644238257521

Encrypted: false

SSDEEP: 6144:rogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:rNDdqe70oOl9gKV3oK

MD5: 8E838F2431F08F99CB146F833669E4AB

SHA1: F193E6097D9064C7FAADD975643788FD6E7586D8

SHA-256: 3E805DA17A2B592D4DE663D84C44EB2B76AF27B64328E563FE18EA5AD31EC2AD

SHA-512: 460FCB98477075C2C3569A3C89B0527FEC2226426182B70E7583D8A9BFFF4C1E7182690D4B223F9DF026A9D3AFDD5D546C968419D006BE9B761D9E95F3E1EB8D

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7514229974523565

Encrypted: false

SSDEEP: 384:RXpWOQjZkD8SV7diFNerbvy63h6kZH0BGlsr3ECox50YMLrzymvbJXUmmqVOc4mR:5u2RpCUM9Qe3kuQYPn26KMKWBT

MD5: A96C53F8C3A9863667E160CC38430231

SHA1: 146120CFC059160CDEF111E3B0AE4634DBA29507

SHA-256: 21AF1F93410975F66BB2514C85F0BF498EBC0C521F2E3875DA1CD51A72746BEC

SHA-512: DC7CA447F1DCE6AAA63314A302075F69581C00D450C8941BE75F4113D0B3E385A2960C6F4CE0570D9E01D5685447D98DC5247984953FE6E763174FA0B8225850

Malicious: false

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....`8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 150056

Entropy (8bit): 4.8588214550289095

Encrypted: false

SSDEEP: 3072:P8C4uHgjBz+BZKEZZ3F0Sl03PzpDL7UI09QEwNyfe:P8C5go1U6IYeH

MD5: C56FF16BF9B9FC0002C0128DD0BD763D

SHA1: 5048CFDBAC5D7AAAD345BAE08E66E8C4E803CA02

SHA-256: 404AA48D274C3A8FEC3145858E00279D01E0C37A5304218E191C0156E4DE00FF

SHA-512: D993A324F5D9A1FC4FB3131252F48679750081D996295C994E2DCA4E84F2DECF7E90AF6766EFEDC2CEFC6B66194FFF38181C9E9CE45346BEEB8B3A09CE66BB
73

Malicious: false

Preview: .........................[.................................. ...X...l...h...d...0.......X...T...P...L...H.......@...<.......4...0...,.......|...`...D........... ................................'......ozama........*...'......g.bat........&..
.'......onwod.......`....'......ennab............'......nozam............(......geips.......P...((......rekoj...........@(......lgoog...........X(......uotpo........+..p(......lreko.......d...h(...............Y..........
.....Y...Y..pY..TY..8Y...Y...Y...Y...Y...Y...Y...X...Y...Y...Y...Y...Y...X..|Y..xY...X..pY..xX..hY..XX..`Y..\Y..4X..TY..PY..LY..HY..DY..@Y...X..8Y...W..0Y...W..(Y...W.. Y...Y...Y..
.Y...Y...Y...Y...Y...Y...X...X...X...X..PW..4W...X...X...X...X...W...X...X...X...X...V...X...V...V...X...X...X..xV...X...X...X...X...X...X...X...X...X..|X..4V..tX..pX..lX..hX..dX...V...U..XX
...U..PX..LX...U..DX..@X..<X..8X..xU..\U..@U..(X..$X.. X...X...X...X...U...X...X...X...X...T...T...T...T...W...W...W...W...W...W...W...W...W..LT...W...W...W...W.. T...W..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir4952_1150685630\Ruleset Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\d5a5683e-9514-437f-a671-b767c47ad40c.tmp
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Size (bytes): 205771

Entropy (8bit): 6.0429187600109096

Encrypted: false

SSDEEP: 6144:iogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:iNDdqe70oOl9gKV3oK

MD5: A82DD15BCEA3972250533B06E313534C

SHA1: 858639557393C3C282A203295EBCE27D2B963126

SHA-256: 6EDB5A07B9114E5911A3BDA07A293DBA450654B70B2977D20DD9920BE9DFF3EC

SHA-512: 98645C3AC4F04F1A0C50A78B6D718B50953BB8CB70DDBB60D80BCD1EBFB11A7DEBBCD4A425A482F30CAEDD22B7840ADE1331EB218EBBFBFF34D3E5A684A
EA4FE

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205957

Entropy (8bit): 6.043405411086162

Encrypted: false

SSDEEP: 6144:5ogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:5NDdqe70oOl9gKV3oK

MD5: FEC968CD3BFD0DF4489385580A4323E6

SHA1: EAF43C03FE1113379AFB99ED57B31FD6611188A2

SHA-256: 125DF087691CC881E8ACD5CE8D8D0748C691A54DEF5EAD231E47160D07CA932C

SHA-512: 7D375FBFDD47076DBCF0A0A5BF09B89B6380E5D24FC75C64B851FFA6D222E329B9FC8F19A32486B4A00470136A05F728F265ABC41EB0EE24402AE736FD20836
8

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 205771

Entropy (8bit): 6.042917882042836

Encrypted: false

SSDEEP: 6144:7ogQRUdqlM7dKoOO2Z9gK1YcIaqfIlUOoSiuRt:7NDdqe70oOl9gKV3oK

MD5: 9D55FE863ECDBD0C75B95C1EABA46242

SHA1: 3ECBF5FB33D91C64E0FC10DA68B59FBCEB98ADF8

SHA-256: 7E8CA23FB8B4C5E99580CC70F6100AC4296808046F77A5C70EA5583762C2289A

SHA-512: 323240F52FA5458BCFBA5F1C30698A348E52EC49DBE92E6E2B25F420E3DE90E100C99E901856A868A1A92D244C6C58A0053976A9127602DAE23529C4CA11A498

Malicious: false

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.656831865142866e+12,"network":1.656799466e+12,"ticks":119123726.0,"uncertainty":4126473.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639914445"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\ed03d500-468d-48fe-87a0-4e1680c2f136.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\f9421de0-4566-40d5-b646-11c667bdba10.tmp

C:\Users\user\AppData\Local\Temp\2b423378-c20e-46f0-b0a7-174b70f308c3.tmp
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Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97968

Entropy (8bit): 5.489893397464442

Encrypted: false

SSDEEP: 1536:ojHlFMJw9iI9Yh9FHc6cPC3CpBHTrDo630a8Q78xRAQudDv4NZ/p2GuN+BO1:6FMJw9v9efHc6cPCURDR30EYnAQuJANw

MD5: 3846A25BC9191585763E06550798BAB1

SHA1: F43D903B13AB969E2276E304795CE164F22F893C

SHA-256: C7D5D133E8F995D3E4D5B68F28BE0D7B1F290DFBD1502E0EC260142325FA8F88

SHA-512: 6B1E1776DE4B4B7D7BD7E6252F555AD84CC689EFE1F3920B3ACFE23DE65212254FC219E0A530037A5EA819894BC2F5B85ECFC0ADDEE9AF3163393AA32F97BA
44

Malicious: false

Preview: ............0.8.@.R.-728x90...........0.8.@.R.adtdp.com^..........0.8.@.R.yomeno.xyz^.:........*...adcore.com.au..*...adcore.ch..0.8.@.R./adcore_..........0.8.@.R.uwoapte
e.com^.8......*...safeway.com0.8.@.R.fwcdn2.com/js/embed-feed.js..........0.8.@.R._468_60..3........0.8.@.R#/wp-content/plugins/wp-super-popup/.9........0.8.@.R
)bancodevenezuela.com/imagenes/publicidad/..........0.8.@.R..adbutler-..........0.8.@.R.adrecover.com^..........0.8.@.R.hdbcode.com^.?........*...google.com0.8.@.R!develo
pers.google.com/google-ads/.-........*...konograma.com..0.8.@.R./adserver...........*...vk.com0.8.@.R.vk.me/css/al/ads.css.,........0.8.@.R.mysmth.net/nForum/*/ADAgent_..
........0.8.@.R.indoleads.com^.%......0.8.@.R.discordapp.com/banners/.E........*...daum.net0.8.@.R)daumcdn.net/adfit/static/ad-native.min.js.(........0.8.@.R.looker.com/a
pi/internal/.#........0.8.@.R.broadstreetads.com^..........0.8.@.R./banner.cgi?...........*...thefreedictionary.com*...downloads.codefi.re*...windows7themes.net

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 24623

Entropy (8bit): 4.588307081140814

Encrypted: false

SSDEEP: 384:mva5sf5dXrCN7tnBxpxkepTqzazijFgZk231Py9zD6WApYbm0:mvagXreRnTqzazWgj0v6XqD

MD5: D33AAA5246E1CE0A94FA15BA0C407AE2

C:\Users\user\AppData\Local\Temp\3b06c837-bcb4-4ee5-af4a-aa0512648ef9.tmp

C:\Users\user\AppData\Local\Temp\4952_1306222165\Filtering Rules

C:\Users\user\AppData\Local\Temp\4952_1306222165\LICENSE.txt
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SHA1: 11D197ACB61361657D638154A9416DC3249EC9FB

SHA-256: 1D4FF95CE9C6E21FE4A4FF3B41E7A0DF88638DD449D909A7B46974D3DFAB7311

SHA-512: 98B1B12FF0991FD7A5612141F83F69B86BC5A89DD62FC472EE5971817B7BBB612A034C746C2D81AE58FDF6873129256A89AA8BB7456022246DC4515BAAE2454B

Malicious: false

Preview: EasyList Repository Licences....   Unless otherwise noted, the contents of the EasyList repository..   (https://github.com/easylist) is dual licensed under the GNU General..   
Public License version 3 of the License, or (at your option) any later..   version, and Creative Commons Attribution-ShareAlike 3.0 Unported, or..   (at your option) any later 
version. You may use and/or modify the files..   as permitted by either licence; if required, "The EasyList authors..   (https://easylist.to/)" should be attributed as the source 
of the..   material. All relevant licence files are included in the repository.....   Please be aware that files hosted externally and referenced in the..   repository, including but 
not limited to subscriptions other than..   EasyList, EasyPrivacy, EasyList Germany and EasyList Italy, may be..   available under other conditions; permission must be 
granted by the..   respective copyright holders to authorise the use of their material.......Creative Commons Attribut

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1529

Entropy (8bit): 5.993915630498445

Encrypted: false

SSDEEP: 24:pZRj/flTHYfcl5kYbKqLjeT3azkaoX1pF/kSYYRVHbo0doXxOB6G6QL3foQ3QL5D:p/h4ElBbKdTakak1pFcSfRV7o0dkx8L4

MD5: 6B2EDD2D0C16E5D77BD2C3E4AE88C95F

SHA1: BC82982FA8A04FA6FD9F17DA03D443A57E0F78D4

SHA-256: CA0F5F75FC56FBEDA7522B2C83707A451D01760F417C497A37C70554E290B737

SHA-512: 533026A33030795ABF24B6E78D26763734D98CA74BFA4FAC2073EFAD0BB5CA1C38E7036BEAF17E6ABBFE56CF968E80EB3CA3CFD23AEEC10CE1280E8DB1C40
78C

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJGaWx0ZXJpbmcgUnVsZXMiLCJyb290X2hhc2giOiJMTF90X0NkWWRYUnpMSHJBZ3hmUW5tcENTaXlkWEtzVVlJZnZjLTR0czRBIn0seyJwYXRoIjoiTEl
DRU5TRS50eHQiLCJyb290X2hhc2giOiIyaWswNmk0TFlCdVNHNWphRGFIS253NE9pdnVSRzZsQ0JKMVk0TGtzRFJJIn0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb
3RfaGFzaCI6Imo4MmhRZGhaa0MwMjFWOEZ1MHUtMExvMnVJdXI5SzdFem5JcHE3WHd2YlkifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk
2fV0sIml0ZW1faWQiOiJnY21qa21nZGxnbmtrY29jbW9laW1pbmFpam1tam5paSIsIml0ZW1fdmVyc2lvbiI6IjkuMzYuMCIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":
[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"VM_rIA1uXuXjbhz_uZ8uQp9F3FfgEgGTjCXL08Q_jrGXXH-Yty1DqAw4yzWsadeOjVRozUf
_7kBrYJ2U8Y8slircdLRbrqJejQeyyrJx4HFT8qgZEb60YHdsOd76C57YzF5dXErpjT7_FkWA41lTxLQvdWbACMO0DE7uOHO9mZx5pM98Ni9GsM_yxJbRSyD
ZWa8BdPHErfMuO6YE6D8tbnYTr2tXcMV9p2ZEAFMiso2B-6DSr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.9458563396006063

Encrypted: false

SSDEEP: 3:SWllBTGVn1VJ8U1hRGGpWdTdSATn:SWNT+eKhRR4dTVT

MD5: 991F44CE02222E783A1FEFE4187727CE

SHA1: 9855D1CA0338ADCD5829C3260BF7FAAF88A23509

SHA-256: 58704ADE087671AA1226BC9CEC1719F5B80B90C571EF747812A64458BBEA0F50

SHA-512: C2616426939B235620A22B24A9BEC6D4F7DBB695C812F1784A4C95B41E53A21F371A6C440177CFABDE47E203EB83269F9013FC75C6D758EA6FDFE7B52B4A554
E

Malicious: false

Preview: 1.34ff2e9d7a7ce81c5d760d4b0f4b59a0237dd5db0d1e84ccd5103a30687eac17

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 115

Entropy (8bit): 4.563301657145084

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFHXG7LGMdv5HcDKhtUJKS1Avn:F6VlMZWuMt5SKPS1Avn

MD5: 47B89067C397B3EABBD04E6FC4008B71

SHA1: 7B4E623806D7EA8BFCD2FE6836A21E50C9F9340E

SHA-256: 8FCDA141D859902D36D55F05BB4BBED0BA36B88BABF4AEC4CE7229ABB5F0BDB6

SHA-512: FDA1CE8EB24A05F65E8132248EEF96C422E5AA2D3254B590FBFD3FCB2016E3B7F6E4B53702D88E1695D4BEC0175F72EB4256CDAA2FF72DDF4390D480D04BA3
73

C:\Users\user\AppData\Local\Temp\4952_1306222165\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\4952_1306222165\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\4952_1306222165\manifest.json
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Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "Subresource Filtering Rules",.  "ruleset_format": 1,.  "version": "9.36.0".}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 145035

Entropy (8bit): 7.995615725071868

Encrypted: true

SSDEEP: 3072:TdgEhmDf+E8VY0x81Rkc6L2oqzqkPEu30gZlc3G2ZknF:TyEhmDf+/+Fnkj6lEukgZyyF

MD5: EA1C1FFD3EA54D1FB117BFDBB3569C60

SHA1: 10958B0F690AE8F5240E1528B1CCFFFF28A33272

SHA-256: 7C3A6A7D16AC44C3200F572A764BCE7D8FA84B9572DD028B15C59BDCCBC0A77D

SHA-512: 6C30728CAC9EAC53F0B27B7DBE2222DA83225C3B63617D6B271A6CFEDF18E8F0A8DFFA1053E1CBC4C5E16625F4BBC0D03AA306A946C9D72FAA4CEB779F8FF
CAF

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b..........S'.....2.{.....'....+.'.."..Y.x.ISa...)....H.&92..?!..~..F.5."...n,.B.-|\.)..(..... ]G..j.-M)...
.C......o&L..0.K.....UtP.&.N...;..^w/a{)v...~KG;...?.1...k.c..D.U......J.6.`.G.5.x.k..[...i.A.@I^..I.<A. J...j.'.G.`.$q.N..Tdq]2]p.OF..#.#......'....8.3......0.."0...*.H.............0.............O..(
...':19..O/.>....=.....m.n\.z..q.....JW..F......+H.Z+KGO.9....8.....U...&.y....,$...?.Eo.....\f/.Z..+M8...B.3'..Y.r...X.AS?.~..k..n....... Z...&.G....."n..........l.0v.x#<....Lx,-.w..-..d.....J.pT..('
e~*{%kQ.Q......rI.....Z....v.N.....J.d_......rX.......w@.b.[.c../V.'c...!.~.k..}z...U.S..nC......@.......Y..#.D.z.....5&.1O...X=p..2.F..P.6yP..>{.....HBX.*.E5....y..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1765

Entropy (8bit): 6.027545161275716

Encrypted: false

SSDEEP: 48:p/hii6zkvVI1Jip2qRNHvakuQkCNFxdsGwmBKkgum91:Rz0kv6cNvaYNFwSEhug

MD5: 45821E6EB1AEC30435949B553DB67807

SHA1: B3CADEB17FE5B76B5DBB428B8D3A07B341F8B1BC

SHA-256: E5FAE91295BECF7F66BFA4BE1061CA5537ED763EB5D01485F23ECFB583304FEE

SHA-512: BCBE40CAFAA4B14566D91E361D8FB7F0288D5C459FA478AA4C575444DA4D406E1076FC0B3A31D4A9E5EE034F0FE15A0EFE8A8A52B838DE94B96D3E488D28F0
FE

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJSZWNvdmVyeS5jcngzIiwicm9vdF9oYXNoIjoiaGdCR051SzhNR2NKaDlfNmZQaFdEWmpVYUFKeklzeDlJS21DUEZvb0dfUSJ9LHsicGF0aCI6Im1hbml
mZXN0Lmpzb24iLCJyb290X2hhc2giOiIwYXduVFBFQmdDRHkyV05hVVk3Um9mSWN3c3ZwNHFRNUxzZVMxVXRiVXY0In1dLCJmb3JtYXQiOiJ0cmVlaGFzaCI
sImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoiaWhubGNlbm9jZWhnZGFlZ2RtaGJpZGpobmhkY2hmbW0iLCJpdGVtX3ZlcnNpb24iOiIxLjMuMzYuMTQxI
iwicHJvdG9jb2xfdmVyc2lvbiI6MX0","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"iFuMX_kOZ-zJ7KVu6Lxb3rHWZg
QvkZhv25x_SGlBiDV_okALrGbj6rUOWyNNNsHXMnT118XZmA696XR8qkr4dwT5Gvez-9gi-WYBY7XBkgo7v6NspGgJF89BNCeI-P9k-zBHOGgrf-fCEiAcoM7xCx9_f8ql
Ry7nhQPyjOIHn5eEJEir0uSu6gdqR9afnVZ3UoR-VOLdOBt7fA4ee38MP2ut5qWU50F5dvIezfKkTVDMHwztvcLCy6R9SVkdSYv6jwWGccYRl-aclvkkHu6SnbZGI7fmDZ
dkcBAxBHYEZZMmvb76ro4SO15GDyEVAo_Qf4trdrY_GyN_Bm73imCTjgtoGc

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.7900469623255675

Encrypted: false

SSDEEP: 3:SpOXzxlQ4BdPWfDL9c:SpOjDQFfVc

MD5: 2AE14F91312C4E8034366B09D49D5B18

SHA1: AD4933A5D838D0FA0B960C327A5039A9E8249642

SHA-256: 4F122332EF0F2BB490EF59619D3602C1A7277C0A7A19C132202DB4803A09BFA2

SHA-512: FB0CC467A4B8463F6A3BF42CDC11C23B34EB94A9397644B68714DCB819EE326BAE05022D59D23DC9907DF1E6928064D853FD0900BB6083417892D4D5A9BA7716

Malicious: false

Preview: 1.aeedb246d19256a956fedaa89fb62423ae5bd8855a2a1f3189161cf045645a19

C:\Users\user\AppData\Local\Temp\4952_1361908332\Recovery.crx3

C:\Users\user\AppData\Local\Temp\4952_1361908332\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\4952_1361908332\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\4952_1361908332\manifest.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 195

Entropy (8bit): 4.682333395896383

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJ9LAG9Xg0XTFHqS1wP/pEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlM90ggITgS1wnuWfB0NpK4aotL

MD5: 7A8E3A0B6417948DF4D49F3915428D7A

SHA1: 4FC084AABDB13483567D5C417C7ED8FD16726A80

SHA-256: D1AC274CF1018020F2D9635A518ED1A1F21CC2CBE9E2A4392EC792D54B5B52FE

SHA-512: 064D84A57B28C19AD10742859DA493D0826B47ADC632F6C623DFB4DE36D72A9D29BE98518061A9FFD42D99FCF01F27DE39CE74782B3A5ACBBE11DFDDEEAB5
9A1

Malicious: false

Preview: {.  "manifest_version": 2,.  "name": "ImprovedRecoveryComponentInner",.  "version": "1.3.36.141",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "
squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP: 48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lqFkakzcVTGkcYTPi6zM:RGcg5z/jjjHgUnV278+aWLy4

MD5: 8B6C3E16DFBF5FD1C9AC2267801DB38E

SHA1: F5CADC5914DF858C96C189B092BC89C29407BBAA

SHA-256: FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

SHA-512: 37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90C0DAD68642C761FDCAC03FC38FA930841F91FA145A6943EC7F168D4F2FA426F1F092C2F5
02

Malicious: false

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

Encrypted: false

SSDEEP: 12:TjLJ7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1JXcAwA:TJ7jViPOd8wfHmZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHA1: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BA0A9C69683E5EE88C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BA53FEBBAC8A4D27F3BC53BCF271C3
E

Malicious: false

Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

C:\Users\user\AppData\Local\Temp\4952_1479674249\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_pnacl_json

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

Copyright Joe Security LLC 2022 Page 32 of 77



Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTw0Do1DttoyDNsEA:b/hbVic1ZtLDNsE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1: 9D8D89AE9F13D6306E619A4EAAD51EDE91A5F9F3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CB0AF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CF01EC0A158
40

Malicious: false

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVJB1ZFhLDOsT

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0F7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95F

Malicious: false

Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjlM/NQQmTfR9yp9396QQmTfR9C6wRqD8MTDDw7lEOkSbfuEAXwX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHA1: 4DB7BDC80206765461AC68CEC03CE28689BBEE0C

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5FABC3C7C938E0E895E27EA0AC03CBFE8D0EEABF5300A4AD07F67FD96CC
253

Malicious: false

Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonIwYZJ0ykwVO7Owf31yJKzCtxO8RSV4lY+PbeHVxCtjFV4lBNeSAmfGqa+A7:HvSMRwf3SKmlY+PyPvnM2Gq+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
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SHA-256: C6C2D0C2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DA0E48
96

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xlP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xlP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFAD0D1E1A7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B98DE9AC372034F340C708D23D9D3AAB05CCBDABDC56A631
4E

Malicious: false

Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

Encrypted: false

SSDEEP: 384:Hf0mOXYmeKzQUIdedRFvT5p1Ee2HyAlL3O4:Hf7OXdmWRJT5p1R2HyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0F

SHA1: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FF9C4E3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DB9E1C164C56AFCDFA0BF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333B
A

Malicious: false

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvc0tpFdSGFwmO

MD5: 4E8BEDA73EB7BD99528BF62B7835A3FA

SHA1: DC0F263A7B2A649D11FF7B56FE9CFAC44F946036

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
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SHA-256: 6B835FD48DF505EB336FF6518CE7B93BB0ED854DADAA5C1EEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFC6FC32A99170AC3420E52CC33242CCD0FA723ABF4FA5EDBB9CE16A09C729BF04AE4AFBB2F67A1E
38B

Malicious: false

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWE5O/bZbmT3296bmT3TwQwDnvD/+R3:MHuECdaTS6aTTwXDvD/+l

MD5: F950F89D06C45E63CE9862BE59E937C9

SHA1: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

SHA-512: F9AFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECA5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5B9F08E62
CFC

Malicious: false

Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVqXp3Qev4dg6ilfHM8KLM2J3jqjnkZ:uqufB

MD5: 9B159191C29E766EBBF799FA951C581B

SHA1: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CE535EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CE5E8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDF
00

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=4b15de4ab227d5e46213978b8518d53c53ce1db9, stripped

Category: dropped

Size (bytes): 1901720

Entropy (8bit): 5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQO2o8k+7zjidg4euCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9C38B0C5DE97302D83FA248C3

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\4952_1479674249\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
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SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEA03EC9D963E59A18569C02DA8285449870FE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: .ELF..............>..... .......@...................@.8...@.............................................................................................0.......0................................................Y........................................
..............@.......@...............P.td....t^......t^......t^.......W.......W..............Q.td................................................................NaCl....x86-64..............GNU.K..J.'..b......<S...`...`... ...@...
@.......@.............................................Y@......................p................@.......?..............?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?
.y.P.D.?<.s..O.u......$@.......@...............@`...`.......@.................................................. ...`... ... .......`................... ... ...@...`.......................@... Z...[...[...e.......... ...@... ...@..
.`........0...0...2..`4.. 6...7...9...~...~...z...{...{..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: C00BCE97F21B1AD61EB9B8CD001795EE

SHA1: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5E05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4CD
2

Malicious: false

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDJmL4mLDlG9hQ181G46XzrXc+EFfNqpaiOc+T5NqXIOclNqXL:BkylmL4mLDlJ18116XsRNqtZeNqXIZlE

MD5: 1863B86D0863199AFDA179482032945F

SHA1: 36F56692E12F2A1EFCA7736C236A8D776B627A86

SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831B

Malicious: false

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1448

Entropy (8bit): 5.971745384085355

Encrypted: false

SSDEEP: 24:pZRj/flTyyRTGYGRM86CAjkVmdZzUU7aoXtu0tSPqNnQoXCrBJr4k0UpLaahl6mc:p/hyyj7qAdZzUU7aktuLinQkCdJr70Uy

MD5: 3E59AFF1F633A40146220723D49FF69D

SHA1: 91114719E0FAE4D557857A57BFCEF4A621AAFAAA

SHA-256: 5EFF1D2049B3AFDB8F44C4C68DEB1B0F5081B43C9A1BE5AAC32B741CCC6016B3

SHA-512: 75E4EB0141E6E6F547E58D215DEDC2BFB7C9431015097859783302E9A770695AF9C4AC775101A2309468A1431D20483BCF4B204FC706CF5EBF605E6FD9E5864A

Malicious: false

C:\Users\user\AppData\Local\Temp\4952_1479674249\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\4952_1479674249\manifest.json

C:\Users\user\AppData\Local\Temp\4952_40632354\_metadata\verified_contents.json
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Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMvd2luX3g2NC93aWRldmluZWNkbS5kbGwiLCJyb290X2hhc2giOiJUVWprbmV5ZDNlZmRVR0p0WnM0elNBb
XRWLTREcEQ4TXM0UW5rZE1MVTBvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3dpbl94NjQvd2lkZXZpbmVjZG0uZGxsLnNpZyIsInJvb3RfaGFzaCI6IjJ3eXR
kUHVFY3U1MDdJenRuN2VKOUNwQVd5ZVdXU0xoekdGQVlXQklfZkUifSx7InBhdGgiOiJtYW5pZmVzdC5qc29uIiwicm9vdF9oYXNoIjoicW9aS2xCRVJoTzIybXpwaEctZ
zFHNjQyc0pCRjNuN3laUzRWYlEwT3JZayJ9XSwiZm9ybWF0IjoidHJlZWhhc2giLCJoYXNoX2Jsb2NrX3NpemUiOjQwOTZ9XSwiaXRlbV9pZCI6Im9pbW9tcGVjYWduYWp
kZWpnbm5qaWpvYmViYWVpZ2VrIiwiaXRlbV92ZXJzaW9uIjoiNC4xMC4yMzkxLjAiLCJwcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":"publisher"}
,"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"J_varh3pbSCuoxRJJKBMABg5gxFq57n03z43XkUWJM7oy3eWRQ133bpCLFZB9QxF4hEr0j3QkT-oGRSGF
8e2UNhauTxV8FmTjYoSF34D_idMe81x8xr_sKSshYV0BJC5VPDDw9-FcorpDHeeOmgpnBf

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 10053976

Entropy (8bit): 7.433454408979122

Encrypted: false

SSDEEP: 98304:sQ8AwzExgSMcgTnSUpCSDVLcyjbc2ZFWReP+klU/6CFNbnVzHyJJwN19hzjS1SJ:sQLw6Mce5p3VQyjbc0va/PFNzlyJahZJ

MD5: 55CE1BB968F23F546ED9E683050954A7

SHA1: 8088DED3DDF9D27700E470A75CFA7FA2EF565731

SHA-256: 6CB80D4B43B81D2C1DF133565638D3471E108702AE5FAED47300F3AE15BAA33D

SHA-512: 7F4F27EF9C7F571CD6C04305C6CE0A75CA0F7BDC4587A438133794418C530F0E95BF19B56DB120AA49DC96626E80058E567C47EC66B2813FD3A6A146AF1054A0

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview: MZx.....................@...................................x...........!..L.!This program cannot be run in DOS mode.$..PE..d.....\`.........." .....lS...E.......P.......................................2.....LS
....`A........................................(...........x....02.......0.T....J..X....@2..;.........................p..(.......0............................................text....kS......lS................. ..`.rdata...SD...S..T
D..pS.............@..@.data...X........2.................@....pdata..T.....0.....................@..@.00cfg..(.....1.....................@..@.rodata.......2..................... ..`.tls....1.....2.....................@..
._RDATA....... 2.....................@..@.rsrc........02.....................@..@.reloc...;...@2..<..................@..B.............................................................................................................
...........................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1427

Entropy (8bit): 7.570377692439448

Encrypted: false

SSDEEP: 24:38H/VZn47VBRxgCUQuODHBJeriJ8yojUdnkLvXWgl0oHLrUXAo8/f6Lu57x/:38HdurRxHSOlAiqYoXWVDX6XYu57x/

MD5: EDEC647D2132F0F988F43BFCBA5932BA

SHA1: 3B16ABF4669A598A0095556D5DBBDCA0D448E654

SHA-256: DB0CAD74FB8472EE74EC8CED9FB789F42A405B27965922E1CC6140616048FDF1

SHA-512: 005613A96CBE17C8482FBD973AFF8DF9D93C4D1BE8B9A01019E2436CDDF085BCD8748E1863221A3E15D541829C4BF81779F5A049255101F5CB7EA68DF92C7730

Malicious: false

Preview: ....0...0...........6cd/+J.v{..B...0...*.H........0}1.0...U....US1.0...U....Washington1.0...U....Kirkland1.0...U....Google1.0...U....Widevine1"0 ..U....widevine-codesign-root-ca0..
.171013173909Z..271011173909Z0y1.0...U....US1.0...U....Washington1.0...U....Kirkland1.0...U....Google1.0...U....Widevine1.0...U....widevine-vmp-codesign0.."0...*.H.......
......0.........2F..8.e..-....$r...{^........0.%.HA...sA"D.q.=6...#.J.N.......&..k;.+...<xF.......B8.)S....o..|Ci.F.A6....J.......Y..4..{.5u.9N...=...#.M..s.F!j.f%&ld.R...?!Ot@......#.f..O..
[.V.p0y....+...S.].....M.=.9...>.. ........>.:....1tl.....`D/c..j..........0..0...U......L...cC.E..R.n...$.0...U.#..0....=..tW....!.B.#U).0...U....0.0...U........0...U.%..0...+.......0...+.....y........0...*.H.
............g.."..[..t{.4~.,.G....4K.....(x$...} .*...N..b|d......h..u6?.L.(&.Oup...$!...4R. 5.-...s...K/..U[..[.+.sAX*.~...^0..ba>;.#....x...b.-1...E..l....S.n.a....)U .q..C>d:...<[..F5...7...[.-.l}.T 
Lc.X..Qf...z..:.Q..e.m

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.8618480997673856

Encrypted: false

SSDEEP: 3:S4VW243EXtcQXQ8OUJGb00JpgUu:S7t3E+CLOZo0J6Uu

MD5: 9546E4EF0287DB27186BBCCF94ACA349

SHA1: EB373F0CA09AE7EDF54E9637934B9E406F68BEE6

SHA-256: 08EBFF0F0F9DE95708F24ED2115634D44D8691648892D9BE449766F3677A0D8A

SHA-512: ED90C91C641034BF6233BC442103988F5F685D0E1A6D84AEB6B67A2BFA6A4E99F48747B3C08C09A200C8487C461B0EB0D6AF68E54E4028EA611DE0EC24E401C
5

Malicious: false

C:\Users\user\AppData\Local\Temp\4952_40632354\_platform_specific\win_x64\widevinecdm.dll

C:\Users\user\AppData\Local\Temp\4952_40632354\_platform_specific\win_x64\widevinecdm.dll.sig

C:\Users\user\AppData\Local\Temp\4952_40632354\manifest.fingerprint
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Preview: 1.e80345a4828e2b82d049520da48dc125df0c2600b1e4591cd05c71bb661231e5

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 825

Entropy (8bit): 4.819458905604673

Encrypted: false

SSDEEP: 24:ulaihI11P1TRuRckckH3WoA0UNqLQxUNqmTb:C1hY91uRfckHksJ

MD5: E15CE41AD7AB84F270A12DB01724A30D

SHA1: DA82BF4C88965850A2EA06BC2E4A090F523D7DEA

SHA-256: AA864A94111184EDB69B3A611BE8351BAE36B09045DE7EF2652E156D0D0EAD89

SHA-512: 51DA142996B586539DB044821E3D3FEA2A60D5F53F165976C770385B10B8B3A3A81078D8710F8984F45E7F09DC035296A7C6C7AA85791EF7BD2022AAC2DA0134

Malicious: false

Preview: {.  "manifest_version": 2,.  "update_url": "https://clients2.google.com/service/update2/crx",.  "name": "WidevineCdm",.  "description": "Widevine Content Decryption Modul
e",.  "version": "4.10.2391.0",.  "minimum_chrome_version": "68.0.3430.0",.  "x-cdm-module-versions": "4",.  "x-cdm-interface-versions": "10",.  "x-cdm-host-versions": "1
0",.  "x-cdm-codecs": "vp8,vp09,avc1,av01",.  "x-cdm-persistent-license-support": true,.  "x-cdm-supported-encryption-schemes": [.    "cenc",.    "cbcs".  ],.  "icons": {.    
"16": "imgs/icon-128x128.png",.    "128": "imgs/icon-128x128.png".  },.  "platforms": [.    {.      "os": "win",.      "arch": "x64",.      "sub_package_path": "_platform_spec
ific/win_x64/".    },.    {.      "os": "win",.      "arch": "x86",.      "sub_package_path": "_platform_specific/win_x86/".    }.  ].}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\4952_40632354\manifest.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\3b06c837-bcb4-4ee5-af4a-aa0512648ef9.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\ca\messages.json
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File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\de\messages.json
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SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\en_GB\messages.json
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Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\et\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\hi\messages.json
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Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\id\messages.json
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SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\lt\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF03OyZnLAOfTYGYID:1HENQKkWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHA1: 1F67FF6EF6E90C0CE3AAF56ED543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EA7F5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBA08A93821EEF7
0

Malicious: false

Preview: {..   "app_description": {..      "message": "Chrome interneta veikala maks.jumu sist.ma"..   },..   "app_name": {..      "message": "Chrome interneta veikala maks.jumu s
ist.ma"..   },..   "craw_app_unavailable": {..      "message": "Lietotne pagaid.m nav pieejama."..   },..   "craw_connect_to_network": {..      "message": "L.dzu, izveidojiet 
savienojumu ar t.klu."..   },..   "iap_unavailable": {..      "message": "Maks.jumi lietotn.s pa.laik nav pieejami."..   },..   "jwt_retrieve_failed": {..      "message": "The transacti
on could not be completed."..   },..   "please_sign_in": {..      "message": "L.dzu, pierakstieties p.rl.k. Chrome."..   }..}..

File type: HTML document, ISO-8859 text, with very long lines, with CRLF line terminators

Entropy (8bit): 5.251662587822124

TrID: HyperText Markup Language (13003/1) 100.00%

File name: Bill of Lading.htm

File size: 47325

MD5: a6326708064aa448a2f9d842ed8af555

SHA1: 246d098d0a455ed4eba2a96f3c7489685f013345

SHA256: 4c326163765ccce65ac5fe6c707b286f9f7fdffc49d20d68a61df80f7dc72a35

SHA512: 815cb7a4260c793b2d9afb9d651f8bd049a05037833bdf868d7241fbae0888c68ade02a0e6809143af32956de6107dc7d1ae6a2ced12fa1fcb0c5799b143dae9

SSDEEP: 768:9FpKME1qhxQrLsxkPEP4xxK53OPe6dAF4zMOdvg5ginOzQ5Z7U8O8+oM84aGEk7y:97VE1qUrLsxeEQxxK53OPe6dAF4zMOd8

TLSH: 3F23CA89274201098DBA1F207BF12F4DFB279273D742C0567AFD94648FBA564CAA0F9D

File Content 
Preview:

..   html.form.login.ecom.html -->........................<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN".."http://www.w3.org/TR/html4/strict.dtd">..<html>..<head>...
<meta http-equiv="x-ua-compatible" content="IE=edge">...<meta http-equiv="Content-Typ

C:\Users\user\AppData\Local\Temp\scoped_dir4952_408041075\CRX_INSTALL\_locales\lv\messages.json

Static File Info

General

Network Behavior

Network Port Distribution
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Total Packets: 72

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jul 3, 2022 00:04:25.873991013 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:25.874026060 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:25.874110937 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:25.874631882 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:25.874660015 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:25.874720097 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:25.875956059 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:25.875972986 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:25.876288891 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:25.876346111 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:25.876437902 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:25.876555920 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:25.876574039 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:25.876741886 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:25.876770973 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:25.934346914 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:25.934436083 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:25.934988976 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:25.935048103 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:25.935208082 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:25.935226917 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:25.935564995 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:25.935664892 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:25.936302900 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:25.936392069 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:25.936422110 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:25.936517000 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:25.981200933 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:25.992755890 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:25.992806911 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:25.994290113 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:25.994395971 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:26.208872080 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:26.209084034 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:26.209208012 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:26.209238052 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:26.209345102 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:26.209573984 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:26.209574938 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:26.209610939 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:26.209779024 CEST 49733 443 192.168.2.3 142.250.185.174

TCP Packets
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Jul 3, 2022 00:04:26.209795952 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:26.209834099 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:26.209835052 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:26.238704920 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:26.238795996 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:26.238820076 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:26.238847017 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:26.238918066 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:26.258908033 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:26.259027958 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:26.259057999 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:26.259254932 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:26.259339094 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:26.259387016 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:26.259501934 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:26.265701056 CEST 49735 443 192.168.2.3 193.109.119.57

Jul 3, 2022 00:04:26.265736103 CEST 443 49735 193.109.119.57 192.168.2.3

Jul 3, 2022 00:04:26.267214060 CEST 49733 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:26.267246008 CEST 443 49733 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:26.293268919 CEST 49736 443 192.168.2.3 172.217.16.205

Jul 3, 2022 00:04:26.293322086 CEST 443 49736 172.217.16.205 192.168.2.3

Jul 3, 2022 00:04:26.535984993 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.536056995 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.536159039 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.536741972 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.536772013 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.642148972 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.642649889 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.642719984 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.643834114 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.644006968 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.647206068 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.647291899 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.647455931 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.647488117 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.677738905 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.678409100 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.678437948 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.678515911 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.678540945 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.678608894 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.678637028 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.678953886 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.678994894 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.679272890 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.679297924 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.697077990 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.697125912 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.697273970 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.697288036 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.697297096 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.697328091 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.697391033 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.697417974 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.697443962 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.697462082 CEST 443 49739 152.199.21.98 192.168.2.3

Jul 3, 2022 00:04:26.697520018 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.697547913 CEST 49739 443 192.168.2.3 152.199.21.98

Jul 3, 2022 00:04:26.697660923 CEST 443 49739 152.199.21.98 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Timestamp Source Port Dest Port Source IP Dest IP

Jul 3, 2022 00:04:25.826983929 CEST 57723 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:25.833067894 CEST 58116 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:25.841593981 CEST 57421 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:25.855298042 CEST 53 57723 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:25.859306097 CEST 53 58116 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:26.346318007 CEST 49873 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:28.396368980 CEST 49327 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:28.672698975 CEST 58981 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:31.484847069 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.509376049 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.510006905 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.533967018 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.534086943 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.534105062 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.534121037 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.590636969 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.591753006 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.595854998 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.595904112 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.595942020 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.595980883 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.597456932 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.597527981 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.890767097 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.891258955 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.918452978 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.928993940 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.929292917 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.929308891 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.960855007 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.961168051 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:31.961843967 CEST 443 63148 142.250.185.174 192.168.2.3

Jul 3, 2022 00:04:31.962563038 CEST 63148 443 192.168.2.3 142.250.185.174

Jul 3, 2022 00:04:41.345163107 CEST 50778 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:41.370161057 CEST 53 50778 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:41.559425116 CEST 55151 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:41.587502003 CEST 53 55151 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:42.133047104 CEST 59795 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:42.136867046 CEST 59390 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:42.142055988 CEST 64816 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:42.155472994 CEST 53 59795 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:42.158720016 CEST 64996 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:42.159595966 CEST 53 59390 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:42.169177055 CEST 53 64816 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:42.183041096 CEST 53 64996 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:42.314883947 CEST 53816 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:42.338175058 CEST 53 53816 8.8.8.8 192.168.2.3

Jul 3, 2022 00:04:45.878479958 CEST 60640 53 192.168.2.3 8.8.8.8

Jul 3, 2022 00:04:45.902331114 CEST 53 60640 8.8.8.8 192.168.2.3

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 3, 2022 00:04:25.826983929 CEST 192.168.2.3 8.8.8.8 0x1812 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:25.833067894 CEST 192.168.2.3 8.8.8.8 0x6fc4 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

UDP Packets

DNS Queries
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Jul 3, 2022 00:04:25.841593981 CEST 192.168.2.3 8.8.8.8 0xe68f Standard query 
(0)

auth.cma-c
gm.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:26.346318007 CEST 192.168.2.3 8.8.8.8 0x6291 Standard query 
(0)

www.cma-cg
m.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:28.396368980 CEST 192.168.2.3 8.8.8.8 0x791a Standard query 
(0)

www.cma-cg
m.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:28.672698975 CEST 192.168.2.3 8.8.8.8 0x2ee4 Standard query 
(0)

auth.cma-c
gm.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:41.345163107 CEST 192.168.2.3 8.8.8.8 0xc73a Standard query 
(0)

ct.captcha-
delivery.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:41.559425116 CEST 192.168.2.3 8.8.8.8 0x7cd6 Standard query 
(0)

geo.captcha-
delivery.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:42.133047104 CEST 192.168.2.3 8.8.8.8 0x16e4 Standard query 
(0)

js.datadome.co A (IP address) IN (0x0001)

Jul 3, 2022 00:04:42.136867046 CEST 192.168.2.3 8.8.8.8 0x1a7 Standard query 
(0)

api-js.dat
adome.co

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:42.142055988 CEST 192.168.2.3 8.8.8.8 0x50ec Standard query 
(0)

static.gee
test.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:42.158720016 CEST 192.168.2.3 8.8.8.8 0xb2a1 Standard query 
(0)

static.captcha-
delivery.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:42.314883947 CEST 192.168.2.3 8.8.8.8 0x672d Standard query 
(0)

api-na.gee
test.com

A (IP address) IN (0x0001)

Jul 3, 2022 00:04:45.878479958 CEST 192.168.2.3 8.8.8.8 0xa47c Standard query 
(0)

static.captcha-
delivery.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 3, 2022 
00:04:25.855298042 CEST

8.8.8.8 192.168.2.3 0x1812 No error (0) accounts.g
oogle.com

172.217.16.205 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:25.859306097 CEST

8.8.8.8 192.168.2.3 0x6fc4 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:25.859306097 CEST

8.8.8.8 192.168.2.3 0x6fc4 No error (0) clients.l.
google.com

142.250.185.174 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:25.862746000 CEST

8.8.8.8 192.168.2.3 0xe68f No error (0) auth.cma-c
gm.com

2-01-38ce-
001b.cdx.cedexis.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:25.862746000 CEST

8.8.8.8 192.168.2.3 0xe68f No error (0) auth-orig.cma-
cgm.com

193.109.119.57 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:26.379203081 CEST

8.8.8.8 192.168.2.3 0x6291 No error (0) www.cma-cg
m.com

2-01-38ce-
0003.cdx.cedexis.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:26.379203081 CEST

8.8.8.8 192.168.2.3 0x6291 No error (0) cs314.wpc.
zetacdn.net

152.199.21.98 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:28.420659065 CEST

8.8.8.8 192.168.2.3 0x791a No error (0) www.cma-cg
m.com

2-01-38ce-
0003.cdx.cedexis.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:28.420659065 CEST

8.8.8.8 192.168.2.3 0x791a No error (0) cs314.wpc.
zetacdn.net

152.199.21.98 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:28.694173098 CEST

8.8.8.8 192.168.2.3 0x2ee4 No error (0) auth.cma-c
gm.com

2-01-38ce-
001b.cdx.cedexis.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:28.694173098 CEST

8.8.8.8 192.168.2.3 0x2ee4 No error (0) auth-orig.cma-
cgm.com

193.109.119.57 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:41.370161057 CEST

8.8.8.8 192.168.2.3 0xc73a No error (0) ct.captcha-
delivery.com

13.224.103.115 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:41.370161057 CEST

8.8.8.8 192.168.2.3 0xc73a No error (0) ct.captcha-
delivery.com

13.224.103.28 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:41.370161057 CEST

8.8.8.8 192.168.2.3 0xc73a No error (0) ct.captcha-
delivery.com

13.224.103.90 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:41.370161057 CEST

8.8.8.8 192.168.2.3 0xc73a No error (0) ct.captcha-
delivery.com

13.224.103.38 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:41.587502003 CEST

8.8.8.8 192.168.2.3 0x7cd6 No error (0) geo.captcha-
delivery.com

api-eu-south-
1.captcha-
delivery.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:41.587502003 CEST

8.8.8.8 192.168.2.3 0x7cd6 No error (0) api-eu-south-
1.captcha-deliver
y.com

15.161.117.65 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.155472994 CEST

8.8.8.8 192.168.2.3 0x16e4 No error (0) js.datadome.co 13.224.103.23 A (IP address) IN 
(0x0001)

DNS Answers

Copyright Joe Security LLC 2022 Page 49 of 77



Jul 3, 2022 
00:04:42.155472994 CEST

8.8.8.8 192.168.2.3 0x16e4 No error (0) js.datadome.co 13.224.103.12 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.155472994 CEST

8.8.8.8 192.168.2.3 0x16e4 No error (0) js.datadome.co 13.224.103.30 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.155472994 CEST

8.8.8.8 192.168.2.3 0x16e4 No error (0) js.datadome.co 13.224.103.78 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.159595966 CEST

8.8.8.8 192.168.2.3 0x1a7 No error (0) api-js.dat
adome.co

geoprox-js-
sdk.datadome.co

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:42.159595966 CEST

8.8.8.8 192.168.2.3 0x1a7 No error (0) geoprox-js-
sdk.datadome.co

api-alb-eu-south-
1.datadome.co

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:42.159595966 CEST

8.8.8.8 192.168.2.3 0x1a7 No error (0) api-alb-eu-south-
1.datadome.co

15.160.254.125 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.159595966 CEST

8.8.8.8 192.168.2.3 0x1a7 No error (0) api-alb-eu-south-
1.datadome.co

35.152.67.19 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.159595966 CEST

8.8.8.8 192.168.2.3 0x1a7 No error (0) api-alb-eu-south-
1.datadome.co

18.102.27.60 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.169177055 CEST

8.8.8.8 192.168.2.3 0x50ec No error (0) static.gee
test.com

d3ta1auemfotoc.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:42.169177055 CEST

8.8.8.8 192.168.2.3 0x50ec No error (0) d3ta1auemf
otoc.cloud
front.net

13.224.103.36 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.169177055 CEST

8.8.8.8 192.168.2.3 0x50ec No error (0) d3ta1auemf
otoc.cloud
front.net

13.224.103.16 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.169177055 CEST

8.8.8.8 192.168.2.3 0x50ec No error (0) d3ta1auemf
otoc.cloud
front.net

13.224.103.87 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.169177055 CEST

8.8.8.8 192.168.2.3 0x50ec No error (0) d3ta1auemf
otoc.cloud
front.net

13.224.103.7 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.183041096 CEST

8.8.8.8 192.168.2.3 0xb2a1 No error (0) static.captcha-
delivery.com

d2lhhyweudwf3e.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:42.183041096 CEST

8.8.8.8 192.168.2.3 0xb2a1 No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.109 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.183041096 CEST

8.8.8.8 192.168.2.3 0xb2a1 No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.94 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.183041096 CEST

8.8.8.8 192.168.2.3 0xb2a1 No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.12 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.183041096 CEST

8.8.8.8 192.168.2.3 0xb2a1 No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.47 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:42.338175058 CEST

8.8.8.8 192.168.2.3 0x672d No error (0) api-na.gee
test.com

99.83.174.33 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:45.902331114 CEST

8.8.8.8 192.168.2.3 0xa47c No error (0) static.captcha-
delivery.com

d2lhhyweudwf3e.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jul 3, 2022 
00:04:45.902331114 CEST

8.8.8.8 192.168.2.3 0xa47c No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.94 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:45.902331114 CEST

8.8.8.8 192.168.2.3 0xa47c No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.12 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:45.902331114 CEST

8.8.8.8 192.168.2.3 0xa47c No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.47 A (IP address) IN 
(0x0001)

Jul 3, 2022 
00:04:45.902331114 CEST

8.8.8.8 192.168.2.3 0xa47c No error (0) d2lhhyweud
wf3e.cloud
front.net

13.224.103.109 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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auth.cma-cgm.com

            
clients2.google.com

            
accounts.google.com

            
www.cma-cgm.com

            
https:

ct.captcha-delivery.com
geo.captcha-delivery.com
static.captcha-delivery.com
js.datadome.co
api-na.geetest.com
api-js.datadome.co
static.geetest.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49735 193.109.119.57 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:26 UTC 0 OUT GET /TSbd/08337f9cc5ab200098c9bf786f804c6cd4f8d35ad295482c9b58fcd74625ba236252d06005b7c679?type=2 HT
TP/1.1
Host: auth.cma-cgm.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49733 142.250.185.174 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:26 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTPS Proxied Packets
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2022-07-02 22:04:26 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-F2BKjApzfkPCuUGkJ4bZqw' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Sat, 02 Jul 2022 22:04:26 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5661
X-Daystart: 54266
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-02 22:04:26 UTC 2 IN Data Raw: 33 31 62 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 36 36 
31 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 35 34 32 36 36 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 31b<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5661" elapsed_seconds="54266"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-07-02 22:04:26 UTC 3 IN Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 
22 20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 
37 31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 
Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" 
protected="0" size="248531" status="ok" version="1.0.0.6"/></app><a

2022-07-02 22:04:26 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49790 13.224.103.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 202 OUT GET /captcha/assets/tpl/6dc485c0c428c35b53577b146dc6f9179f55ef9ad41b327a2a179998839364bf/index.css HTTP/1.1
Host: static.captcha-delivery.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Copyright Joe Security LLC 2022 Page 52 of 77



2022-07-02 22:04:42 UTC 206 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 6323
Connection: close
Last-Modified: Tue, 09 Jul 2019 14:35:24 GMT
x-amz-version-id: null
Accept-Ranges: bytes
Server: AmazonS3
Date: Sat, 02 Jul 2022 05:50:17 GMT
ETag: "8ba3717dee9fac12ab09dda082b49fac"
Vary: Accept-Encoding
X-Cache: Hit from cloudfront
Via: 1.1 666ff4ad81b3b60af3d2241160893ee2.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: WXqrGmQAqqAxoNVehTe07r48lehMv4boIG-oF5sCfln2c__6EDVb6A==
Age: 58466

2022-07-02 22:04:42 UTC 206 IN Data Raw: 62 6f 64 79 0d 0a 7b 0d 0a 20 20 20 20 6d 61 72 67 69 6e 20 3a 20 30 3b 0d 0a 7d 0d 0a 0d 0a 2a 2c 20 2a 3a 
61 66 74 65 72 2c 20 2a 3a 62 65 66 6f 72 65 0d 0a 7b 0d 0a 20 20 20 20 62 6f 78 2d 73 69 7a 69 6e 67 20 3a 20 62 6f 72 
64 65 72 2d 62 6f 78 3b 0d 0a 7d 0d 0a 0d 0a 2a 3a 66 6f 63 75 73 0d 0a 7b 0d 0a 20 20 20 20 6f 75 74 6c 69 6e 65 20 
3a 20 6e 6f 6e 65 3b 0d 0a 7d 0d 0a 0d 0a 2e 63 61 70 74 63 68 61 0d 0a 7b 0d 0a 20 20 20 20 77 69 64 74 68 20 20 20 
20 20 20 20 3a 20 31 30 30 25 3b 0d 0a 20 20 20 20 70 61 64 64 69 6e 67 2d 74 6f 70 20 3a 20 32 30 70 78 3b 0d 0a 7d 
0d 0a 0d 0a 61 0d 0a 7b 0d 0a 20 20 20 20 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 75 6e 64 65 72 6c 69 6e 
65 3b 0d 0a 20 20 20 20 63 75 72 73 6f 72 3a 20 70 6f 69 6e 74 65 72 
Data Ascii: body{    margin : 0;}*, *:after, *:before{    box-sizing : border-box;}*:focus{    outline : none;}.captcha{    width       
: 100%;    padding-top : 20px;}a{    text-decoration: underline;    cursor: pointer

2022-07-02 22:04:42 UTC 208 IN Data Raw: 20 3a 20 32 30 70 78 20 30 3b 0d 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 20 20 3a 20 31 34 70 78 3b 0d 
0a 7d 0d 0a 0d 0a 2e 63 61 70 74 63 68 61 5f 5f 72 6f 62 6f 74 5f 5f 77 61 72 6e 69 6e 67 20 75 6c 0d 0a 7b 0d 0a 20 20 
20 20 6d 61 72 67 69 6e 3a 20 30 3b 0d 0a 20 20 20 20 6c 69 73 74 2d 73 74 79 6c 65 2d 74 79 70 65 3a 20 6e 6f 6e 65 
3b 0d 0a 7d 0d 0a 0d 0a 2e 63 61 70 74 63 68 61 5f 5f 72 6f 62 6f 74 5f 5f 77 61 72 6e 69 6e 67 20 6c 69 0d 0a 7b 0d 0a 
20 20 20 20 74 65 78 74 2d 69 6e 64 65 6e 74 3a 20 2d 35 70 78 3b 0d 0a 7d 0d 0a 0d 0a 2e 63 61 70 74 63 68 61 5f 5f 7
2 6f 62 6f 74 5f 5f 77 61 72 6e 69 6e 67 20 6c 69 3a 62 65 66 6f 72 65 0d 0a 7b 0d 0a 20 20 20 20 63 6f 6e 74 65 6e 74 3a 
20 22 2d 22 3b 0d 0a 20 20 20 20 74 65 78 74 2d 69 6e 64 65 6e 
Data Ascii:  : 20px 0;    font-size  : 14px;}.captcha__robot__warning ul{    margin: 0;    list-style-type: none;}.captc
ha__robot__warning li{    text-indent: -5px;}.captcha__robot__warning li:before{    content: "-";    text-inden

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 49788 13.224.103.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 202 OUT GET /common/fonts/roboto/font-face.css HTTP/1.1
Host: static.captcha-delivery.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:42 UTC 205 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 287
Connection: close
Last-Modified: Fri, 06 May 2022 16:47:07 GMT
x-amz-version-id: null
Accept-Ranges: bytes
Server: AmazonS3
Date: Sat, 02 Jul 2022 05:51:30 GMT
ETag: "6fda0c9bdd9b51bc0805fa37f22eb90b"
Vary: Accept-Encoding
X-Cache: Hit from cloudfront
Via: 1.1 aa001e3127bb5bd7bbc48bc4fef44b78.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: gaeNEglj2WBPfDGpgAgdr9JPcLXjSN6S8Sv3c6Qmglm59CHH2NoM0g==
Age: 58393
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2022-07-02 22:04:42 UTC 205 IN Data Raw: 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0a 20 20 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 27 52 6f 62 6f 74 6f 27 
3b 0a 20 20 66 6f 6e 74 2d 73 74 79 6c 65 3a 20 6e 6f 72 6d 61 6c 3b 0a 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 
34 30 30 3b 0a 20 20 73 72 63 3a 20 6c 6f 63 61 6c 28 27 52 6f 62 6f 74 6f 27 29 2c 0a 20 20 20 20 20 20 20 75 72 6c 28 
27 2e 2f 72 6f 62 6f 74 6f 2e 77 6f 66 66 32 27 29 20 66 6f 72 6d 61 74 28 27 77 6f 66 66 32 27 29 2c 20 2f 2a 20 43 68 72 
6f 6d 65 20 32 36 2b 2c 20 4f 70 65 72 61 20 32 33 2b 2c 20 46 69 72 65 66 6f 78 20 33 39 2b 20 2a 2f 0a 20 20 20 20 20 
20 20 75 72 6c 28 27 2e 2f 72 6f 62 6f 74 6f 2e 77 6f 66 66 27 29 20 66 6f 72 6d 61 74 28 27 77 6f 66 66 27 29 3b 20 2f 
2a 20 43 68 72 6f 6d 65 20 36 2b 2c 20 46 69 72 65 66 6f 
Data Ascii: @font-face {  font-family: 'Roboto';  font-style: normal;  font-weight: 400;  src: local('Roboto'),       url('./robot
o.woff2') format('woff2'), /* Chrome 26+, Opera 23+, Firefox 39+ */       url('./roboto.woff') format('woff'); /* Chrome 6+, Firef
o

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.3 49787 13.224.103.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 203 OUT GET /captcha/assets/set/45d788cda3c3698f9b00f48b6b6f6dfb843702dd/logo.png?update_cache=-824681501689
6654048 HTTP/1.1
Host: static.captcha-delivery.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:42 UTC 463 IN HTTP/1.1 200 OK
Content-Type: image/png
Content-Length: 6383
Connection: close
Date: Sat, 02 Jul 2022 22:04:43 GMT
Last-Modified: Fri, 28 Jan 2022 13:39:50 GMT
ETag: "eaa46182275e390e74e890f91e89dd61"
Cache-Control: public
x-amz-version-id: null
Accept-Ranges: bytes
Server: AmazonS3
X-Cache: Miss from cloudfront
Via: 1.1 792f70324a941726ce7e749514e6fc3c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: 8Xg-RC6H13YD2HW03qwbsNNlC6ItJ5q2o_Q8cSllqo7suH3gNwAHXw==

2022-07-02 22:04:42 UTC 464 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 c0 00 00 00 72 08 06 00 00 00 05 de de 79 00 00 
00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 44 65 58 49 66 4d 4d 00 2a 00 00 00 08 00 01 87 69 00 04 00 00 00 01 00 00 
00 1a 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 00 c0 a0 03 00 04 00 00 00 
01 00 00 00 72 00 00 00 00 27 3c 62 be 00 00 18 59 49 44 41 54 78 01 ed 5d 09 7c 14 55 9e 7e af ba d3 49 80 40 4e 94 
43 08 3a b2 e3 88 a0 a0 ac 09 20 d1 d5 9f ba 8a ae 33 83 eb ee b8 1e ab e3 31 ae 0a eb ba 33 a8 23 78 ad 78 cc 78 cc 
ba 8e ee ac e3 a8 eb 3a a2 8e 0b 1e e3 81 46 08 01 af 51 04 74 44 2e 91 20 10 72 91 90 a4 3b dd f5 e6 fb 77 d2 4d 75 d5 
ab ee aa 4e 77 12 52 ef fd 7e 5f 57 bd ff bb bf f7 7f af de 55 d5 9c 29 
Data Ascii: PNGIHDRrysRGBDeXIfMM*ir'<bYIDATx]|U~I@NC: 313#xxx:FQtD. r;wMuNwR~_WU)

2022-07-02 22:04:42 UTC 465 IN Data Raw: a3 2c 7e cf 79 6d a8 71 d5 cc 74 0b 1d 28 ae 98 8b 32 3c 1f 8f cf 70 a3 71 7e 4d b0 a9 f6 bf 0c a2 a4 b7 b9 85 
95 d7 e9 4c 3c 94 cc 13 e7 6c 59 a8 69 f5 39 c9 fc a4 e3 56 5e 5e 95 b7 b3 25 78 2b 14 e3 0a 84 cf c4 1f e1 35 70 8d 3d 
32 7a 78 ee dd db b6 55 77 da e5 29 af b0 72 bc ce d9 62 21 c4 f7 e1 27 60 e7 cf 8d 1c 75 b9 96 33 be 00 ca fc ba 2c 5c 
a0 a8 e2 77 28 e7 45 32 37 7c ce f5 e2 ae e6 9a b4 ff 17 21 a7 b0 e2 5d c4 5b 25 8b 3b 7e 18 6e f8 d8 d3 8b b7 ef 6d 59 
23 74 71 4b 86 94 9f d2 2b 06 89 37 ed 6e ab 5b 51 56 56 35 4c 96 01 a9 4c 88 ca dc e2 19 3f 92 ba a5 10 8e 1d 3b 37 9f 
09 7e 7f 0a 6f 8e 9d d1 f3 5d 95 ca b3 10 fc 6f f3 8b 4f 3a 2c 95 3f 37 ee c3 0e 9d 55 06 e5 ff 00 4a b1 00 e1 32 a1 fc 94 
7c 09 3a 86 5b eb 5a 42 ef 8e 1e 3d 67 88 2c 3f 50 
Data Ascii: ,~ymqt(2<pq~ML<lYi9V^^%x+5p=2zxUw)rb!'`u3,\w(E27|!][%;~nmY#tqK+7n[QVV5LL?;7~o]oO:,?7UJ2|:
[ZB=g,?P

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.3 49789 13.224.103.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-02 22:04:42 UTC 204 OUT GET /captcha/assets/tpl/6dc485c0c428c35b53577b146dc6f9179f55ef9ad41b327a2a179998839364bf/loading_spinner.gif 
HTTP/1.1
Host: static.captcha-delivery.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:42 UTC 212 IN HTTP/1.1 200 OK
Content-Type: image/gif
Content-Length: 44663
Connection: close
Date: Sat, 02 Jul 2022 04:48:22 GMT
Last-Modified: Tue, 31 Jul 2018 12:27:34 GMT
ETag: "18be94cf37fa0da67af3c46ddebca50a"
x-amz-version-id: null
Accept-Ranges: bytes
Server: AmazonS3
X-Cache: Hit from cloudfront
Via: 1.1 c202f63846a430afd2d556266be8b50c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: YIjbE7r9FSIL7I21_G1pMIMvRtMFrQrpE0-bQF84FobyvZfercJdHg==
Age: 62180

2022-07-02 22:04:42 UTC 213 IN Data Raw: 47 49 46 38 39 61 00 02 00 02 c4 00 00 ff ff ff f7 f7 f7 ef ef ef e6 e6 e6 de de de d6 d6 d6 cc cc cc c5 c5 c5 bd 
bd bd b5 b5 b5 ad ad ad a5 a5 a5 99 99 99 99 99 99 8c 8c 8c 84 84 84 73 73 73 66 66 66 ff ff ff 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 21 ff 0b 4e 45 54 53 43 
41 50 45 32 2e 30 03 01 00 00 00 21 f9 04 05 08 00 12 00 2c 04 00 04 00 f8 01 f8 01 00 05 ff a0 24 8e 64 69 9e 68 aa ae 
6c eb be 70 2c cf 74 8d 0e 89 f3 40 7c ef ff bf 87 23 31 b0 19 8f c8 a4 72 c9 6c 3a 9f d0 a8 74 4a 95 04 10 3b a0 76 0b 7c 
20 02 d5 b0 78 4c 2e 9b cf e8 b4 19 c1 6d bb 7d 08 b5 7c 4e af db ef f8 7b c0 f1 ee bb 1d 60 79 82 83 84 85 86 87 72 03 
7e 8b 6e 45 88 8f 90 91 92 93 92 04 8c 97 5c 04 94 
Data Ascii: GIF89asssfff!NETSCAPE2.0!,$dihlp,t@|#1rl:tJ;v| xL.m}|N{`yr~nE\

2022-07-02 22:04:42 UTC 228 IN Data Raw: e1 0a 57 95 66 02 a8 cf 8a 56 ba 2e 69 be 47 10 c0 aa 7c 55 6a 5e 0b f1 c5 99 d6 95 73 a2 54 98 5c 93 40 d0 
c4 26 36 ab 3f b5 e2 63 bd 8a c2 0b 0a 34 0f 07 b0 ac 68 19 10 d6 95 a6 35 97 9c 25 81 54 ed 46 d5 9f 21 76 b4 64 d5 
aa 66 99 08 1d 11 92 80 a3 2c 2b 2d 1b e8 09 5b d8 9e f5 10 4e dd 11 a3 b4 21 1c 32 b1 15 67 7e b5 c3 5b 7b db db c9 
76 61 b6 2a 90 46 65 22 85 5b 29 0a 42 a2 ff cc 65 ae 4f 49 01 d8 62 45 2a b5 22 38 2e cb 7e 9b aa d7 66 37 b1 8b 2d 44 
70 49 c4 28 62 d0 85 51 00 15 5b 1e 06 50 d9 f3 66 17 b3 66 b1 5e a7 66 63 d3 de 7d 16 0d cb b5 af 7d ff 0b 89 f5 5e a8 
05 ee f5 09 a6 2e 88 87 bd 0a f8 c1 a7 78 26 6d c9 62 db 17 f6 4e b7 cf 35 ef 83 7d 3b 52 c7 8a 8f 2c 75 fd 5c 72 bd 30 d6 
0d 9b 98 01 a6 90 29 d7 5e 20 5d 8b 9c 8c a8 21 64 43 80 4f 
Data Ascii: WfV.iG|Uj^sT\@&6?c4h5%TF!vdf,+-[N!2g~[{va*Fe"[)BeOIbE*"8.~f7-DpI(bQ[Pff^fc}}^.x&mbN5};R,u\r0)^ ]!dCO

2022-07-02 22:04:42 UTC 244 IN Data Raw: a4 6b 6b 01 01 52 ca 53 05 60 72 86 2d e5 66 1b e8 79 b3 92 10 d0 64 19 24 03 2f 71 ba b6 7c 96 60 a2 3d 65 
67 2a 83 aa b9 64 1e 81 84 4e c3 8a e3 e2 48 86 9b 32 75 68 b9 9b 48 54 79 8a c9 8b 52 95 63 06 cd d3 c2 a2 b3 3d 7c 
31 52 0c 73 fc ea da 04 a9 bd b1 a6 34 ac 28 00 ea 59 bf b6 87 98 ee 09 05 4d 04 55 4d 8f d0 0d b9 02 ce a9 24 b0 2b 4f 
75 ba 57 c3 f5 01 a1 21 72 50 28 8f 05 c6 3d 3c d4 b0 59 7b 2b d0 14 9b 52 ba 92 40 af 8d 95 19 21 d6 58 26 15 d0 ca 52 
ce e4 03 ea 30 db 54 93 72 16 a5 2b 3d 01 21 43 bb b1 97 12 81 a3 a7 52 81 1b 2d 85 d7 37 78 95 b5 15 d3 2c 09 24 f9 
da 7f f6 16 05 b4 4d 5a 37 b1 80 db a4 68 74 04 47 cd 11 29 0b 51 4e e0 0a 0d b1 ff 89 2d 2e 45 df 99 5c 99 59 55 0c 90 
1d 50 0b ea a4 cb 42 fc d6 ba e6 6a 95 76 b7 eb 82 ee ca 2c ad 
Data Ascii: kkRS`r-fyd$/q|`=eg*dNH2uhHTyRc=|1Rs4(YMUM$+OuW!rP(=<Y{+R@!X&R0Tr+=!CR-7x,$MZ7htG)QN-.E\Y
UPBjv,

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.3 49784 13.224.103.23 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 257 OUT GET /tags.js HTTP/1.1
Host: js.datadome.co
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-02 22:04:42 UTC 257 IN HTTP/1.1 200 OK
Content-Type: text/javascript
Content-Length: 215223
Connection: close
Server: Apache
Strict-Transport-Security: max-age=15768000
Last-Modified: Fri, 17 Jun 2022 09:25:13 GMT
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Date: Sat, 02 Jul 2022 21:20:43 GMT
Expires: Sat, 02 Jul 2022 22:20:43 GMT
Cache-Control: max-age=3600, public
ETag: "348b7-5e1a154db1940"
Vary: Accept-Encoding
X-Cache: Hit from cloudfront
Via: 1.1 c76347c8ef1f3a2b6fb69cd7d1c6f748.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: 7V5HCz9AGQq0QQldUu9fw91oGzxK5vQpqPawiPCdkabbdhM2AXvHRA==
Age: 2639

2022-07-02 22:04:42 UTC 258 IN Data Raw: 2f 2a 2a 20 44 61 74 61 44 6f 6d 65 20 69 73 20 61 20 63 79 62 65 72 73 65 63 75 72 69 74 79 20 73 6f 6c 75 
74 69 6f 6e 20 74 6f 20 64 65 74 65 63 74 20 62 6f 74 20 61 63 74 69 76 69 74 79 20 68 74 74 70 73 3a 2f 2f 64 61 74 61 
64 6f 6d 65 2e 63 6f 20 28 76 65 72 73 69 6f 6e 20 34 2e 34 2e 33 29 20 2a 2f 20 0a 76 61 72 20 5f 30 78 33 36 36 62 38 
39 3d 5f 30 78 35 33 31 66 3b 28 66 75 6e 63 74 69 6f 6e 28 5f 30 78 35 62 32 30 34 62 2c 5f 30 78 32 36 63 32 31 63 29 
7b 76 61 72 20 5f 30 78 35 38 39 30 63 63 3d 5f 30 78 35 33 31 66 2c 5f 30 78 31 32 38 62 39 66 3d 5f 30 78 35 62 32 30 
34 62 28 29 3b 77 68 69 6c 65 28 21 21 5b 5d 29 7b 74 72 79 7b 76 61 72 20 5f 30 78 32 61 34 39 64 35 3d 70 61 72 73 
65 49 6e 74 28 5f 30 78 35 38 39 30 63 63 28 35 32 39 29 29 
Data Ascii: /** DataDome is a cybersecurity solution to detect bot activity https://datadome.co (version 4.4.3) */ var _
0x366b89=_0x531f;(function(_0x5b204b,_0x26c21c){var _0x5890cc=_0x531f,_0x128b9f=_0x5b204b();while(!![]){try{var 
_0x2a49d5=parseInt(_0x5890cc(529))

2022-07-02 22:04:42 UTC 268 IN Data Raw: 5c 78 36 61 5c 78 34 63 5c 78 37 61 5c 78 34 64 5c 78 37 36 5c 78 35 39 5c 78 37 61 5c 78 37 38 5c 78 36 39 
5c 78 33 39 27 2c 27 5c 78 34 35 5c 78 34 64 5c 78 37 36 5c 78 35 39 5c 78 34 32 5c 78 33 31 5c 78 37 61 5c 78 34 38 
5c 78 34 32 5c 78 36 31 27 2c 27 5c 78 34 34 5c 78 36 37 5c 78 34 63 5c 78 35 34 5c 78 37 61 5c 78 37 36 5c 78 35 30 
5c 78 35 36 5c 78 34 32 5c 78 34 64 5c 78 37 35 27 2c 27 5c 78 34 32 5c 78 34 65 5c 78 37 36 5c 78 35 34 5c 78 37 39 5
c 78 34 64 5c 78 37 36 5c 78 35 39 27 2c 27 5c 78 34 32 5c 78 37 37 5c 78 36 36 5c 78 33 34 27 2c 27 5c 78 37 39 5c 78 
34 65 5c 78 37 36 5c 78 35 30 5c 78 34 32 5c 78 36 37 5c 78 37 32 5c 78 37 34 5c 78 34 31 5c 78 37 37 5c 78 34 34 5c 
78 35 35 5c 78 37 39 5c 78 37 37 5c 78 35 38 5c 78 35 61 27 2c 27 5c 
Data Ascii: \x6a\x4c\x7a\x4d\x76\x59\x7a\x78\x69\x39','\x45\x4d\x76\x59\x42\x31\x7a\x48\x42\x61','\x44\x67\x4c
\x54\x7a\x76\x50\x56\x42\x4d\x75','\x42\x4e\x76\x54\x79\x4d\x76\x59','\x42\x77\x66\x34','\x79\x4e\x76\x50\x42\
x67\x72\x74\x41\x77\x44\x55\x79\x77\x58\x5a','\

2022-07-02 22:04:42 UTC 284 IN Data Raw: 34 32 5c 78 34 64 5c 78 34 33 27 2c 27 5c 78 37 61 5c 78 36 37 5c 78 33 39 5c 78 37 33 5c 78 37 61 5c 78 37 
37 5c 78 36 65 5c 78 35 36 5c 78 34 33 5c 78 34 64 5c 78 37 31 27 2c 27 5c 78 34 31 5c 78 36 37 5c 78 36 65 5c 78 35 
36 5c 78 34 34 5c 78 34 64 5c 78 37 32 5c 78 35 39 5c 78 36 64 5c 78 34 37 27 2c 27 5c 78 34 34 5c 78 34 64 5c 78 37 
36 5c 78 35 39 5c 78 34 33 5c 78 33 32 5c 78 34 63 5c 78 35 36 5c 78 34 32 5c 78 34 65 5c 78 36 64 27 2c 27 5c 78 34 3
2 5c 78 34 64 5c 78 33 39 5c 78 36 61 5c 78 37 61 5c 78 34 65 5c 78 36 61 5c 78 34 38 5c 78 34 32 5c 78 37 37 5c 78 37 
35 27 2c 27 5c 78 37 61 5c 78 36 37 5c 78 37 36 5c 78 33 32 5c 78 34 31 5c 78 37 37 5c 78 36 65 5c 78 34 63 5c 78 37 
35 5c 78 36 37 5c 78 34 63 5c 78 33 34 5c 78 37 61 5c 78 37 37 5c 78 
Data Ascii: 42\x4d\x43','\x7a\x67\x39\x73\x7a\x77\x6e\x56\x43\x4d\x71','\x41\x67\x6e\x56\x44\x4d\x72\x59\x6d\x47','\x44\
x4d\x76\x59\x43\x32\x4c\x56\x42\x4e\x6d','\x42\x4d\x39\x6a\x7a\x4e\x6a\x48\x42\x77\x75','\x7a\x67\x76\x32\x41\
x77\x6e\x4c\x75\x67\x4c\x34\x7a\x77\x

2022-07-02 22:04:42 UTC 290 IN Data Raw: 5c 78 36 62 5c 78 36 39 5c 78 36 65 5c 78 36 37 27 5d 3d 38 2c 5f 30 78 33 66 32 37 66 65 5b 27 5c 78 32 65 
5c 78 32 66 5c 78 37 33 5c 78 36 35 5c 78 37 32 5c 78 37 36 5c 78 36 39 5c 78 36 33 5c 78 36 35 5c 78 37 33 5c 78 32 
66 5c 78 34 34 5c 78 36 31 5c 78 37 34 5c 78 36 31 5c 78 34 34 5c 78 36 66 5c 78 36 64 5c 78 36 35 5c 78 34 31 5c 78 
37 30 5c 78 36 39 5c 78 34 33 5c 78 36 63 5c 78 36 39 5c 78 36 35 5c 78 36 65 5c 78 37 34 27 5d 3d 39 3b 76 61 72 20 
5f 30 78 36 36 38 32 39 30 3d 7b 7d 3b 5f 30 78 36 36 38 32 39 30 5b 27 5c 78 32 65 5c 78 32 66 5c 78 32 65 5c 78 32 
65 5c 78 32 66 5c 78 36 33 5c 78 36 66 5c 78 36 64 5c 78 36 64 5c 78 36 66 5c 78 36 65 5c 78 32 66 5c 78 34 34 5c 78 
36 31 5c 78 37 34 5c 78 36 31 5c 78 34 34 5c 78 36 66 5c 78 36 64 5c 78 
Data Ascii: \x6b\x69\x6e\x67']=8,_0x3f27fe['\x2e\x2f\x73\x65\x72\x76\x69\x63\x65\x73\x2f\x44\x61\x74\x61\x44\x
6f\x6d\x65\x41\x70\x69\x43\x6c\x69\x65\x6e\x74']=9;var _0x668290={};_0x668290['\x2e\x2f\x2e\x2e\x2f\x63\x6f\x6
d\x6d\x6f\x6e\x2f\x44\x61\x74\x61\x44\x6f\x6d\x

2022-07-02 22:04:42 UTC 306 IN Data Raw: 36 65 5c 78 36 37 27 21 3d 74 79 70 65 6f 66 20 6e 61 76 69 67 61 74 6f 72 5b 27 5c 78 37 35 5c 78 37 33 5c 
78 36 35 5c 78 37 32 5c 78 34 31 5c 78 36 37 5c 78 36 35 5c 78 36 65 5c 78 37 34 27 5d 29 2c 5f 30 78 34 64 62 38 30 
63 3d 66 75 6e 63 74 69 6f 6e 28 5f 30 78 34 66 38 64 31 62 29 7b 76 61 72 20 5f 30 78 66 63 33 65 65 33 3d 5f 30 78 37 
39 63 35 34 32 3b 69 66 28 77 69 6e 64 6f 77 5b 5f 30 78 66 63 33 65 65 33 28 35 35 36 29 5d 29 74 72 79 7b 72 65 74 
75 72 6e 20 77 69 6e 64 6f 77 5b 27 5c 78 36 32 5c 78 37 34 5c 78 36 66 5c 78 36 31 27 5d 28 5f 30 78 34 66 38 64 31 6
2 29 3b 7d 63 61 74 63 68 28 5f 30 78 34 30 37 31 39 39 29 7b 72 65 74 75 72 6e 27 5c 78 36 32 5c 78 35 66 5c 78 36 35 
27 3b 7d 72 65 74 75 72 6e 27 5c 78 36 32 5c 78 35 66 5c 78 37 35 
Data Ascii: 6e\x67'!=typeof navigator['\x75\x73\x65\x72\x41\x67\x65\x6e\x74']),_0x4db80c=function(_0x4f8d1b){var 
_0xfc3ee3=_0x79c542;if(window[_0xfc3ee3(556)])try{return window['\x62\x74\x6f\x61'](_0x4f8d1b);}catch(_0x407199)
{return'\x62\x5f\x65';}return'\x62\x5f\x75

2022-07-02 22:04:42 UTC 317 IN Data Raw: 78 37 34 5c 78 36 35 5c 78 36 65 5c 78 37 34 5c 78 35 37 5c 78 36 39 5c 78 36 65 5c 78 36 34 5c 78 36 66 5c 
78 37 37 27 5d 3d 3d 3d 77 69 6e 64 6f 77 2c 5f 30 78 34 37 38 34 32 34 5b 5f 30 78 35 62 38 31 39 33 28 38 36 30 29 
5d 3d 21 21 5f 30 78 33 35 31 33 36 32 5b 27 5c 78 36 33 5c 78 36 66 5c 78 36 65 5c 78 37 34 5c 78 36 35 5c 78 36 65 
5c 78 37 34 5c 78 35 37 5c 78 36 39 5c 78 36 65 5c 78 36 34 5c 78 36 66 5c 78 37 37 27 5d 5b 5f 30 78 35 62 38 31 39 3
3 28 34 37 33 29 5d 5b 27 5c 78 37 37 5c 78 36 35 5c 78 36 32 5c 78 36 34 5c 78 37 32 5c 78 36 39 5c 78 37 36 5c 78 36 
35 5c 78 37 32 27 5d 3b 7d 63 61 74 63 68 28 5f 30 78 32 34 32 62 61 64 29 7b 5f 30 78 34 37 38 34 32 34 5b 5f 30 78 35 
62 38 31 39 33 28 38 36 30 29 5d 3d 5f 30 78 35 62 38 31 39 33 28 
Data Ascii: x74\x65\x6e\x74\x57\x69\x6e\x64\x6f\x77']===window,_0x478424[_0x5b8193(860)]=!!_0x351362['\x63\x6f
\x6e\x74\x65\x6e\x74\x57\x69\x6e\x64\x6f\x77'][_0x5b8193(473)]['\x77\x65\x62\x64\x72\x69\x76\x65\x72'];}catch(
_0x242bad){_0x478424[_0x5b8193(860)]=_0x5b8193(
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2022-07-02 22:04:42 UTC 333 IN Data Raw: 64 36 61 5b 27 5c 78 36 39 5c 78 37 33 5c 78 35 34 5c 78 37 39 5c 78 37 30 5c 78 36 35 5c 78 35 33 5c 78 37 
35 5c 78 37 30 5c 78 37 30 5c 78 36 66 5c 78 37 32 5c 78 37 34 5c 78 36 35 5c 78 36 34 27 5d 28 27 5c 78 36 31 5c 78 
37 35 5c 78 36 34 5c 78 36 39 5c 78 36 66 5c 78 32 66 5c 78 36 64 5c 78 37 30 5c 78 33 33 5c 78 33 62 27 29 2c 5f 30 
78 34 37 38 34 32 34 5b 27 5c 78 36 31 5c 78 36 33 5c 78 37 37 5c 78 36 64 27 5d 3d 5f 30 78 39 36 62 65 64 66 5b 27 5
c 78 36 33 5c 78 36 31 5c 78 36 65 5c 78 35 30 5c 78 36 63 5c 78 36 31 5c 78 37 39 5c 78 35 34 5c 78 37 39 5c 78 37 30 
5c 78 36 35 27 5d 28 27 5c 78 36 31 5c 78 37 35 5c 78 36 34 5c 78 36 39 5c 78 36 66 5c 78 32 66 5c 78 37 37 5c 78 36 
35 5c 78 36 32 5c 78 36 64 5c 78 33 62 27 29 2c 5f 30 78 34 37 38 34 
Data Ascii: d6a['\x69\x73\x54\x79\x70\x65\x53\x75\x70\x70\x6f\x72\x74\x65\x64']('\x61\x75\x64\x69\x6f\x2f\x6d\x70\x33\x3
b'),_0x478424['\x61\x63\x77\x6d']=_0x96bedf['\x63\x61\x6e\x50\x6c\x61\x79\x54\x79\x70\x65']('\x61\x75\x64\x69\
x6f\x2f\x77\x65\x62\x6d\x3b'),_0x4784

2022-07-02 22:04:42 UTC 349 IN Data Raw: 37 36 36 29 2c 27 5c 78 35 66 5c 78 35 66 5c 78 37 33 5c 78 36 35 5c 78 36 63 5c 78 36 35 5c 78 36 65 5c 78 
36 39 5c 78 37 35 5c 78 36 64 5c 78 35 66 5c 78 36 35 5c 78 37 36 5c 78 36 31 5c 78 36 63 5c 78 37 35 5c 78 36 31 5c 
78 37 34 5c 78 36 35 27 2c 5f 30 78 32 39 64 31 39 39 28 36 32 37 29 2c 5f 30 78 32 39 64 31 39 39 28 38 34 38 29 2c 5f 
30 78 32 39 64 31 39 39 28 39 30 34 29 2c 27 5c 78 35 66 5c 78 35 66 5c 78 37 33 5c 78 36 35 5c 78 36 63 5c 78 36 35 
5c 78 36 65 5c 78 36 39 5c 78 37 35 5c 78 36 64 5c 78 35 66 5c 78 37 35 5c 78 36 65 5c 78 37 37 5c 78 37 32 5c 78 36 3
1 5c 78 37 30 5c 78 37 30 5c 78 36 35 5c 78 36 34 27 2c 27 5c 78 35 66 5c 78 35 66 5c 78 36 36 5c 78 37 38 5c 78 36 34 
5c 78 37 32 5c 78 36 39 5c 78 37 36 5c 78 36 35 5c 78 37 32 5c 78 
Data Ascii: 766),'\x5f\x5f\x73\x65\x6c\x65\x6e\x69\x75\x6d\x5f\x65\x76\x61\x6c\x75\x61\x74\x65',_0x29d199(627)
,_0x29d199(848),_0x29d199(904),'\x5f\x5f\x73\x65\x6c\x65\x6e\x69\x75\x6d\x5f\x75\x6e\x77\x72\x61\x70\x70\x65\x
64','\x5f\x5f\x66\x78\x64\x72\x69\x76\x65\x72\x

2022-07-02 22:04:42 UTC 361 IN Data Raw: 34 37 5c 78 34 35 5c 78 35 34 27 2c 5f 30 78 31 65 32 35 37 62 2c 21 30 29 2c 5f 30 78 32 33 31 34 31 33 5b 
5f 30 78 35 35 33 66 30 36 28 38 32 38 29 5d 28 6e 75 6c 6c 29 3b 7d 74 68 69 73 5b 27 5c 78 36 39 27 5d 3d 6e 75 6c 
6c 2c 74 68 69 73 5b 27 5c 78 36 37 5c 78 36 35 5c 78 37 34 5c 78 34 39 5c 78 36 36 5c 78 37 32 5c 78 36 31 5c 78 36 
64 5c 78 36 35 27 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 5f 30 78 35 65 65 30 38 35 3d 5f 30 78 31 33 65 61 
36 65 3b 69 66 28 21 74 68 69 73 5b 27 5c 78 36 39 27 5d 29 74 72 79 7b 76 61 72 20 5f 30 78 35 64 66 36 66 63 3d 64 
6f 63 75 6d 65 6e 74 5b 27 5c 78 36 33 5c 78 37 32 5c 78 36 35 5c 78 36 31 5c 78 37 34 5c 78 36 35 5c 78 34 35 5c 78 
36 63 5c 78 36 35 5c 78 36 64 5c 78 36 35 5c 78 36 65 5c 78 37 34 27 
Data Ascii: 47\x45\x54',_0x1e257b,!0),_0x231413[_0x553f06(828)](null);}this['\x69']=null,this['\x67\x65\x74\x49\x66\x72\
x61\x6d\x65']=function(){var _0x5ee085=_0x13ea6e;if(!this['\x69'])try{var _0x5df6fc=document['\x63\x72\x65\x61
\x74\x65\x45\x6c\x65\x6d\x65\x6e\x74'

2022-07-02 22:04:42 UTC 362 IN Data Raw: 5c 78 33 61 5c 78 32 30 5c 78 36 65 5c 78 36 66 5c 78 36 65 5c 78 36 35 5c 78 33 62 27 29 2c 64 6f 63 75 6d 
65 6e 74 26 26 64 6f 63 75 6d 65 6e 74 5b 27 5c 78 36 38 5c 78 36 35 5c 78 36 31 5c 78 36 34 27 5d 26 26 64 6f 63 75 
6d 65 6e 74 5b 5f 30 78 35 65 65 30 38 35 28 37 37 32 29 5d 5b 27 5c 78 36 31 5c 78 37 30 5c 78 37 30 5c 78 36 35 5c 
78 36 65 5c 78 36 34 5c 78 34 33 5c 78 36 38 5c 78 36 39 5c 78 36 63 5c 78 36 34 27 5d 28 5f 30 78 35 64 66 36 66 63 2
9 2c 74 68 69 73 5b 27 5c 78 36 39 27 5d 3d 5f 30 78 35 64 66 36 66 63 3b 7d 63 61 74 63 68 28 5f 30 78 35 33 65 62 63 
31 29 7b 7d 72 65 74 75 72 6e 20 74 68 69 73 5b 27 5c 78 36 39 27 5d 3b 7d 2c 74 68 69 73 5b 27 5c 78 37 32 5c 78 36 
35 5c 78 36 64 5c 78 36 66 5c 78 37 36 5c 78 36 35 5c 78 34 39 5c 78 
Data Ascii: \x3a\x20\x6e\x6f\x6e\x65\x3b'),document&&document['\x68\x65\x61\x64']&&document[_0x5ee085(772)]['\
x61\x70\x70\x65\x6e\x64\x43\x68\x69\x6c\x64'](_0x5df6fc),this['\x69']=_0x5df6fc;}catch(_0x53ebc1){}return this['\x69'];}
,this['\x72\x65\x6d\x6f\x76\x65\x49\x

2022-07-02 22:04:42 UTC 374 IN Data Raw: 78 36 39 5c 78 36 64 5c 78 36 35 5c 78 34 36 5c 78 36 66 5c 78 37 32 5c 78 36 64 5c 78 36 31 5c 78 37 34 27 
5d 5b 5f 30 78 31 63 31 37 30 33 28 37 37 35 29 5d 5b 5f 30 78 31 63 31 37 30 33 28 38 36 39 29 5d 26 26 28 5f 30 78 
32 31 63 38 64 38 5b 27 5c 78 37 34 5c 78 37 61 5c 78 37 30 27 5d 3d 49 6e 74 6c 5b 27 5c 78 34 34 5c 78 36 31 5c 78 
37 34 5c 78 36 35 5c 78 35 34 5c 78 36 39 5c 78 36 64 5c 78 36 35 5c 78 34 36 5c 78 36 66 5c 78 37 32 5c 78 36 64 5c 7
8 36 31 5c 78 37 34 27 5d 28 29 5b 5f 30 78 31 63 31 37 30 33 28 38 36 39 29 5d 28 29 5b 5f 30 78 31 63 31 37 30 33 28 
33 38 33 29 5d 7c 7c 27 5c 78 34 65 5c 78 34 31 27 29 3b 7d 2c 74 68 69 73 5b 27 5c 78 36 34 5c 78 36 34 5c 78 35 66 
5c 78 36 66 27 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 5f 
Data Ascii: x69\x6d\x65\x46\x6f\x72\x6d\x61\x74'][_0x1c1703(775)][_0x1c1703(869)]&&(_0x21c8d8['\x74\x7a\x70']=
Intl['\x44\x61\x74\x65\x54\x69\x6d\x65\x46\x6f\x72\x6d\x61\x74']()[_0x1c1703(869)]()[_0x1c1703(383)]||'\x4e\x41');},this
['\x64\x64\x5f\x6f']=function(){var _

2022-07-02 22:04:42 UTC 383 IN Data Raw: 73 65 20 5f 30 78 32 31 63 38 64 38 5b 5f 30 78 33 31 36 39 39 34 28 38 33 30 29 5d 3d 27 5c 78 34 65 5c 78 
34 31 27 3b 7d 2c 74 68 69 73 5b 27 5c 78 36 34 5c 78 36 34 5c 78 35 66 5c 78 37 39 27 5d 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 76 61 72 20 5f 30 78 33 39 33 63 36 39 3d 5f 30 78 31 33 65 61 36 65 3b 69 66 28 77 69 6e 64 6f 77 5b 5f 30 78 
33 39 33 63 36 39 28 34 37 33 29 5d 5b 27 5c 78 37 30 5c 78 36 63 5c 78 37 35 5c 78 36 37 5c 78 36 39 5c 78 36 65 5c 
78 37 33 27 5d 29 7b 69 66 28 30 3d 3d 77 69 6e 64 6f 77 5b 27 5c 78 36 65 5c 78 36 31 5c 78 37 36 5c 78 36 39 5c 78 3
6 37 5c 78 36 31 5c 78 37 34 5c 78 36 66 5c 78 37 32 27 5d 5b 27 5c 78 37 30 5c 78 36 63 5c 78 37 35 5c 78 36 37 5c 78 
36 39 5c 78 36 65 5c 78 37 33 27 5d 5b 27 5c 78 36 63 5c 78 36 35 
Data Ascii: se _0x21c8d8[_0x316994(830)]='\x4e\x41';},this['\x64\x64\x5f\x79']=function(){var _0x393c69=_0x13e
a6e;if(window[_0x393c69(473)]['\x70\x6c\x75\x67\x69\x6e\x73']){if(0==window['\x6e\x61\x76\x69\x67\x61\x74\x6f\x72']['\x7
0\x6c\x75\x67\x69\x6e\x73']['\x6c\x65

2022-07-02 22:04:42 UTC 390 IN Data Raw: 27 5c 78 34 65 5c 78 34 31 27 2c 5f 30 78 32 31 63 38 64 38 5b 27 5c 78 37 36 5c 78 36 33 5c 78 36 38 27 5d 
3d 27 5c 78 34 65 5c 78 34 31 27 2c 5f 30 78 32 31 63 38 64 38 5b 27 5c 78 37 36 5c 78 36 33 5c 78 37 37 27 5d 3d 27 
5c 78 34 65 5c 78 34 31 27 2c 5f 30 78 32 31 63 38 64 38 5b 27 5c 78 37 36 5c 78 36 33 5c 78 33 33 27 5d 3d 27 5c 78 
34 65 5c 78 34 31 27 2c 5f 30 78 32 31 63 38 64 38 5b 27 5c 78 37 36 5c 78 36 33 5c 78 36 64 5c 78 37 30 27 5d 3d 27 5
c 78 34 65 5c 78 34 31 27 2c 5f 30 78 32 31 63 38 64 38 5b 27 5c 78 37 36 5c 78 36 33 5c 78 37 31 27 5d 3d 27 5c 78 34 
65 5c 78 34 31 27 2c 5f 30 78 32 31 63 38 64 38 5b 5f 30 78 35 32 38 65 61 66 28 35 36 30 29 5d 3d 27 5c 78 34 65 5c 
78 34 31 27 2c 5f 30 78 32 31 63 38 64 38 5b 5f 30 78 35 32 38 65 61 
Data Ascii: '\x4e\x41',_0x21c8d8['\x76\x63\x68']='\x4e\x41',_0x21c8d8['\x76\x63\x77']='\x4e\x41',_0x21c8d8['\x76\x63\x33
']='\x4e\x41',_0x21c8d8['\x76\x63\x6d\x70']='\x4e\x41',_0x21c8d8['\x76\x63\x71']='\x4e\x41',_0x21c8d8[_0x528eaf(560)]='\
x4e\x41',_0x21c8d8[_0x528ea

2022-07-02 22:04:42 UTC 394 IN Data Raw: 7b 76 61 72 20 5f 30 78 34 36 63 64 66 32 3d 5f 30 78 31 33 65 61 36 65 3b 5f 30 78 32 31 63 38 64 38 5b 27 
5c 78 37 37 5c 78 36 32 5c 78 36 34 27 5d 3d 21 21 6e 61 76 69 67 61 74 6f 72 5b 5f 30 78 34 36 63 64 66 32 28 38 32 
31 29 5d 2c 5f 30 78 32 37 36 63 38 65 26 26 6e 61 76 69 67 61 74 6f 72 5b 27 5c 78 35 66 5c 78 35 66 5c 78 37 30 5c 
78 37 32 5c 78 36 66 5c 78 37 34 5c 78 36 66 5c 78 35 66 5c 78 35 66 27 5d 3f 5f 30 78 32 31 63 38 64 38 5b 27 5c 78 3
7 37 5c 78 36 32 5c 78 36 34 5c 78 36 64 27 5d 3d 21 21 4f 62 6a 65 63 74 5b 27 5c 78 36 37 5c 78 36 35 5c 78 37 34 5c 
78 34 66 5c 78 37 37 5c 78 36 65 5c 78 35 30 5c 78 37 32 5c 78 36 66 5c 78 37 30 5c 78 36 35 5c 78 37 32 5c 78 37 34 
5c 78 37 39 5c 78 34 34 5c 78 36 35 5c 78 37 33 5c 78 36 33 5c 78 37 
Data Ascii: {var _0x46cdf2=_0x13ea6e;_0x21c8d8['\x77\x62\x64']=!!navigator[_0x46cdf2(821)],_0x276c8e&&navigato
r['\x5f\x5f\x70\x72\x6f\x74\x6f\x5f\x5f']?_0x21c8d8['\x77\x62\x64\x6d']=!!Object['\x67\x65\x74\x4f\x77\x6e\x50\x72\x6f\x
70\x65\x72\x74\x79\x44\x65\x73\x63\x7

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 57 of 77



2022-07-02 22:04:42 UTC 402 IN Data Raw: 31 29 5d 3d 21 21 28 77 69 6e 64 6f 77 5b 27 5c 78 36 65 5c 78 36 31 5c 78 37 36 5c 78 36 39 5c 78 36 37 5c 
78 36 31 5c 78 37 34 5c 78 36 66 5c 78 37 32 27 5d 26 26 77 69 6e 64 6f 77 5b 5f 30 78 33 36 61 36 30 65 28 34 37 33 
29 5d 5b 5f 30 78 33 36 61 36 30 65 28 35 34 34 29 5d 26 26 77 69 6e 64 6f 77 5b 27 5c 78 36 65 5c 78 36 31 5c 78 37 
36 5c 78 36 39 5c 78 36 37 5c 78 36 31 5c 78 37 34 5c 78 36 66 5c 78 37 32 27 5d 5b 5f 30 78 33 36 61 36 30 65 28 34 3
1 35 29 5d 29 2c 5f 30 78 32 31 63 38 64 38 5b 27 5c 78 37 33 5c 78 37 36 5c 78 36 34 5c 78 36 35 27 5d 3d 21 21 77 69 
6e 64 6f 77 5b 27 5c 78 35 33 5c 78 35 36 5c 78 34 37 5c 78 34 34 5c 78 36 39 5c 78 37 33 5c 78 36 33 5c 78 36 31 5c 
78 37 32 5c 78 36 34 5c 78 34 35 5c 78 36 63 5c 78 36 35 5c 78 36 64 
Data Ascii: 1)]=!!(window['\x6e\x61\x76\x69\x67\x61\x74\x6f\x72']&&window[_0x36a60e(473)][_0x36a60e(544)]&&win
dow['\x6e\x61\x76\x69\x67\x61\x74\x6f\x72'][_0x36a60e(415)]),_0x21c8d8['\x73\x76\x64\x65']=!!window['\x53\x56\
x47\x44\x69\x73\x63\x61\x72\x64\x45\x6c\x65\x6d

2022-07-02 22:04:42 UTC 414 IN Data Raw: 30 78 35 64 63 65 33 66 2c 74 68 69 73 5b 27 5c 78 37 32 5c 78 36 35 5c 78 37 31 5c 78 37 35 5c 78 36 35 5c 
78 37 33 5c 78 37 34 5c 78 34 31 5c 78 37 30 5c 78 36 39 27 5d 3d 66 75 6e 63 74 69 6f 6e 28 5f 30 78 31 30 39 65 39 
36 2c 5f 30 78 32 34 37 35 31 61 2c 5f 30 78 31 35 66 34 61 39 2c 5f 30 78 31 36 32 30 31 37 2c 5f 30 78 32 34 31 35 38 
66 2c 5f 30 78 32 32 66 62 38 65 2c 5f 30 78 31 30 66 34 39 63 29 7b 76 61 72 20 5f 30 78 35 64 39 38 61 62 3d 5f 30 78 
35 33 31 66 2c 5f 30 78 31 65 63 31 33 33 3d 6e 65 77 20 5f 30 78 32 62 38 63 61 37 28 29 3b 69 66 28 5f 30 78 32 34 
37 35 31 61 5b 5f 30 78 35 64 39 38 61 62 28 36 33 30 29 5d 3d 4d 61 74 68 5b 27 5c 78 36 36 5c 78 36 63 5c 78 36 66 5
c 78 36 66 5c 78 37 32 27 5d 28 44 61 74 65 5b 27 5c 78 36 65 5c 
Data Ascii: 0x5dce3f,this['\x72\x65\x71\x75\x65\x73\x74\x41\x70\x69']=function(_0x109e96,_0x24751a,_0x15f4a9,_
0x162017,_0x24158f,_0x22fb8e,_0x10f49c){var _0x5d98ab=_0x531f,_0x1ec133=new _0x2b8ca7();if(_0x24751a
[_0x5d98ab(630)]=Math['\x66\x6c\x6f\x6f\x72'](Date['\x6e\

2022-07-02 22:04:42 UTC 426 IN Data Raw: 78 31 35 62 34 61 63 28 37 38 39 29 5d 26 26 28 5f 30 78 34 32 35 35 63 36 3d 21 30 29 3b 7d 29 3b 65 6c 73 
65 7b 5f 30 78 34 31 30 33 32 61 3d 5f 30 78 34 31 30 33 32 61 5b 27 5c 78 37 34 5c 78 37 32 5c 78 36 39 5c 78 36 64 
27 5d 28 29 5b 5f 30 78 33 30 38 35 39 35 28 35 35 30 29 5d 28 2f 5b 5c 72 5c 6e 5d 2b 2f 29 3b 66 6f 72 28 76 61 72 20 
5f 30 78 33 31 38 61 63 31 3d 30 3b 5f 30 78 33 31 38 61 63 31 3c 5f 30 78 34 31 30 33 32 61 5b 27 5c 78 36 63 5c 78 36 
35 5c 78 36 65 5c 78 36 37 5c 78 37 34 5c 78 36 38 27 5d 3b 5f 30 78 33 31 38 61 63 31 2b 2b 29 7b 5f 30 78 34 31 30 
33 32 61 5b 5f 30 78 33 31 38 61 63 31 5d 5b 27 5c 78 37 33 5c 78 37 30 5c 78 36 63 5c 78 36 39 5c 78 37 34 27 5d 28 2
7 5c 78 33 61 5c 78 32 30 27 29 5b 27 5c 78 37 33 5c 78 36 38 5c 
Data Ascii: x15b4ac(789)]&&(_0x4255c6=!0);});else{_0x41032a=_0x41032a['\x74\x72\x69\x6d']()[_0x308595(550)](/[
\r\n]+/);for(var _0x318ac1=0;_0x318ac1<_0x41032a['\x6c\x65\x6e\x67\x74\x68'];_0x318ac1++){_0x41032a[_0x318ac1]
['\x73\x70\x6c\x69\x74']('\x3a\x20')['\x73\x68\

2022-07-02 22:04:42 UTC 431 IN Data Raw: 37 35 5c 78 36 65 5c 78 36 34 5c 78 32 64 5c 78 36 33 5c 78 36 66 5c 78 36 63 5c 78 36 66 5c 78 37 32 5c 78 
33 61 5c 78 32 33 5c 78 36 36 5c 78 36 36 5c 78 36 36 5c 78 36 36 5c 78 36 36 5c 78 36 36 5c 78 33 62 5c 78 32 32 5c 
78 33 65 27 3b 69 66 28 5f 30 78 33 34 33 31 66 62 2b 3d 27 5c 78 32 30 5c 78 32 30 5c 78 32 30 5c 78 32 30 5c 78 33 
63 5c 78 36 39 5c 78 36 36 5c 78 37 32 5c 78 36 31 5c 78 36 64 5c 78 36 35 5c 78 32 30 5c 78 37 33 5c 78 37 32 5c 78 3
6 33 5c 78 33 64 5c 78 32 32 27 2b 5f 30 78 32 61 34 63 63 63 2b 27 5c 78 32 36 5c 78 36 33 5c 78 36 39 5c 78 36 34 5c 
78 33 64 27 2b 5f 30 78 62 37 38 38 35 62 2b 5f 30 78 32 38 63 32 32 64 28 34 34 30 29 2b 5f 30 78 35 36 30 30 65 65 
2b 27 5c 78 32 32 5c 78 32 30 5c 78 34 36 5c 78 35 32 5c 78 34 31 5c 
Data Ascii: 75\x6e\x64\x2d\x63\x6f\x6c\x6f\x72\x3a\x23\x66\x66\x66\x66\x66\x66\x3b\x22\x3e';if(_0x3431fb+='\x2
0\x20\x20\x20\x3c\x69\x66\x72\x61\x6d\x65\x20\x73\x72\x63\x3d\x22'+_0x2a4ccc+'\x26\x63\x69\x64\x3d'+_0xb7885b+
_0x28c22d(440)+_0x5600ee+'\x22\x20\x46\x52\x41\

2022-07-02 22:04:42 UTC 447 IN Data Raw: 74 69 6f 6e 28 29 7b 76 61 72 20 5f 30 78 32 61 62 32 65 36 3d 5f 30 78 33 65 36 66 63 66 3b 69 66 28 21 74 
68 69 73 5b 27 5c 78 37 30 27 5d 29 72 65 74 75 72 6e 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 5f 30 78 34 35 32 35 61 64 
28 5f 30 78 33 38 63 63 30 38 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 5f 30 78 32 65 
37 37 39 66 3d 5f 30 78 35 33 31 66 3b 74 72 79 7b 72 65 74 75 72 6e 20 5f 30 78 33 38 63 63 30 38 5b 5f 30 78 32 65 3
7 37 39 66 28 37 30 39 29 5d 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 3b 7d 63 61 74 63 68 28 5f 30 78 33 64 
34 32 61 30 29 7b 72 65 74 75 72 6e 20 5f 30 78 33 64 34 32 61 30 5b 27 5c 78 36 64 5c 78 36 35 5c 78 37 33 5c 78 37 
33 5c 78 36 31 5c 78 36 37 5c 78 36 35 27 5d 5b 27 5c 78 37 33 5c 78 36 
Data Ascii: tion(){var _0x2ab2e6=_0x3e6fcf;if(!this['\x70'])return{};function _0x4525ad(_0x38cc08){return function(){var 
_0x2e779f=_0x531f;try{return _0x38cc08[_0x2e779f(709)](this,arguments);}catch(_0x3d42a0){return _0x3d42a0['\x
6d\x65\x73\x73\x61\x67\x65']['\x73\x6

2022-07-02 22:04:42 UTC 470 IN Data Raw: 5c 78 36 35 5c 78 36 34 27 21 3d 74 79 70 65 6f 66 20 46 69 6c 65 52 65 61 64 65 72 29 7b 76 61 72 20 5f 30 
78 35 63 39 32 30 31 3d 6e 65 77 20 46 69 6c 65 52 65 61 64 65 72 28 29 3b 5f 30 78 35 63 39 32 30 31 5b 27 5c 78 36 
66 5c 78 36 65 5c 78 36 63 5c 78 36 66 5c 78 36 31 5c 78 36 34 27 5d 3d 66 75 6e 63 74 69 6f 6e 28 5f 30 78 34 31 66 
37 37 65 29 7b 76 61 72 20 5f 30 78 33 38 32 38 38 65 3d 5f 30 78 32 66 39 31 34 31 3b 5f 30 78 33 38 32 38 38 65 28 3
6 31 31 29 3d 3d 74 79 70 65 6f 66 20 5f 30 78 34 31 66 37 37 65 5b 27 5c 78 37 34 5c 78 36 31 5c 78 37 32 5c 78 36 37 
5c 78 36 35 5c 78 37 34 27 5d 5b 5f 30 78 33 38 32 38 38 65 28 38 31 32 29 5d 26 26 5f 30 78 31 31 32 30 30 63 5b 27 
5c 78 37 30 5c 78 37 32 5c 78 36 66 5c 78 36 33 5c 78 36 35 5c 78 37 
Data Ascii: \x65\x64'!=typeof FileReader){var _0x5c9201=new FileReader();_0x5c9201['\x6f\x6e\x6c\x6f\x61\x64']
=function(_0x41f77e){var _0x38288e=_0x2f9141;_0x38288e(611)==typeof _0x41f77e['\x74\x61\x72\x67\x65\x74'][_0x3
8288e(812)]&&_0x11200c['\x70\x72\x6f\x63\x65\x7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.3 49793 13.224.103.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 475 OUT GET /common/fonts/roboto/roboto.woff2 HTTP/1.1
Host: static.captcha-delivery.com
Connection: keep-alive
Origin: https://geo.captcha-delivery.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://static.captcha-delivery.com/common/fonts/roboto/font-face.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-02 22:04:42 UTC 475 IN HTTP/1.1 200 OK
Content-Type: font/woff2
Content-Length: 15688
Connection: close
Access-Control-Allow-Origin: https://geo.captcha-delivery.com
Access-Control-Allow-Methods: GET, HEAD
Access-Control-Max-Age: 3000
Access-Control-Allow-Credentials: true
Last-Modified: Fri, 06 May 2022 16:47:07 GMT
x-amz-version-id: null
Accept-Ranges: bytes
Server: AmazonS3
Date: Sat, 02 Jul 2022 03:38:52 GMT
ETag: "aa23b7b4bcf2b8f0e876106bb3de69c6"
Vary: Accept-Encoding,Origin
X-Cache: Hit from cloudfront
Via: 1.1 a2037d86ccb1a548f20827ebd95a65f2.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: SBFH_kLQIOz3ksiM-H33mHQg1HfEElsdD32LjJ3nhG-pwx1dH3xxww==
Age: 66400

2022-07-02 22:04:42 UTC 476 IN Data Raw: 77 4f 46 32 00 01 00 00 00 00 3d 48 00 12 00 00 00 00 8e 74 00 00 3c e4 00 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 1a 64 1b 99 64 1c 85 5e 06 60 00 83 20 08 54 09 83 3c 11 0c 0a 81 dc 7c 81 c4 7b 
0b 84 0a 00 12 82 10 01 36 02 24 03 88 10 04 20 05 82 74 07 20 0c 82 49 1b 33 7f 15 ec d8 4b 80 f3 40 81 10 7d 8e 20 
23 11 c2 c6 99 30 36 78 3d 32 90 db 01 a9 4a f8 fd e0 ff af 09 72 8c d1 c0 fe 06 6a f6 25 32 5b ce 90 5d a2 5b d6 5c 74 47 
da 16 b2 da 25 2a 22 f2 8d 26 b1 a6 75 27 27 59 a2 08 4f 74 8b d0 62 e0 9f 92 de f9 79 32 8b 5f 63 5f 01 83 af a0 08 06 
b8 e8 5d 83 a7 7c f9 22 5b e5 00 a1 02 d3 99 dd e1 0e 55 6d be d6 53 42 5f 6f 6d c2 8a 4e e6 c9 2b 3b 03 db 46 fe 24 27 
2f 0f 91 dd ff ff af aa ae 9e d9 e7 0a d1 13 f4 65 66 df 11 
Data Ascii: wOF2=Ht<dd^` T<|{6$ t I3K@} #06x=2Jrj%2[][\tG%*"&u''YOtby2_c_]|"[UmSB_omN+;F$'/ef

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.3 49791 99.83.174.33 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 491 OUT GET /gettype.php?gt=1e505deed3832c02c96ca5abe70df9ab&callback=geetest_1656831883419 HTTP/1.1
Host: api-na.geetest.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:42 UTC 497 IN HTTP/1.1 200 OK
Server: openresty
Date: Sat, 02 Jul 2022 22:04:42 GMT
Content-Type: text/javascript;charset=UTF-8
Content-Length: 475
Connection: close
Cache-Control: no-cache, no-store, must-revalidate
Expires: 0
Pragma: no-cache
Etag: "51ac42cda1a3cd24a539d75b08713d36cff0edea"
Set-Cookie: GeeTestUser=87bc1886ddc8ae2daa1f893968b51edc; expires=Sun, 02 Jul 2023 22:04:42 GMT; Path=/

2022-07-02 22:04:42 UTC 497 IN Data Raw: 67 65 65 74 65 73 74 5f 31 36 35 36 38 33 31 38 38 33 34 31 39 28 7b 22 73 74 61 74 75 73 22 3a 20 22 73 
75 63 63 65 73 73 22 2c 20 22 64 61 74 61 22 3a 20 7b 22 74 79 70 65 22 3a 20 22 66 75 6c 6c 70 61 67 65 22 2c 20 22 
73 74 61 74 69 63 5f 73 65 72 76 65 72 73 22 3a 20 5b 22 73 74 61 74 69 63 2e 67 65 65 74 65 73 74 2e 63 6f 6d 2f 22 2
c 20 22 64 6e 2d 73 74 61 74 69 63 64 6f 77 6e 2e 71 62 6f 78 2e 6d 65 2f 22 5d 2c 20 22 63 6c 69 63 6b 22 3a 20 22 2f 7
3 74 61 74 69 63 2f 6a 73 2f 63 6c 69 63 6b 2e 33 2e 30 2e 35 2e 6a 73 22 2c 20 22 76 6f 69 63 65 22 3a 20 22 2f 73 74 6
1 74 69 63 2f 6a 73 2f 76 6f 69 63 65 2e 31 2e 32 2e 31 2e 6a 73 22 2c 20 22 66 75 6c 6c 70 61 67 65 22 3a 20 22 2f 73 7
4 61 74 69 63 2f 6a 73 2f 66 75 6c 6c 70 61 67 65 2e 39 2e 31 2e 
Data Ascii: geetest_1656831883419({"status": "success", "data": {"type": "fullpage", "static_servers": ["static.geetest.com/", 
"dn-staticdown.qbox.me/"], "click": "/static/js/click.3.0.5.js", "voice": "/static/js/voice.1.2.1.js", "fullpage": "/static/js/fullpa
ge.9.1.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.3 49794 15.160.254.125 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 492 OUT POST /js/ HTTP/1.1
Host: api-js.datadome.co
Connection: keep-alive
Content-Length: 4167
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Content-type: application/x-www-form-urlencoded
Accept: */*
Origin: https://geo.captcha-delivery.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:42 UTC 493 OUT Data Raw: 6a 73 44 61 74 61 3d 25 37 42 25 32 32 74 74 73 74 25 32 32 25 33 41 31 35 35 2e 32 38 30 30 30 30 30 30 
30 30 36 31 36 25 32 43 25 32 32 69 66 6f 76 25 32 32 25 33 41 66 61 6c 73 65 25 32 43 25 32 32 77 64 69 66 72 6d 25 
32 32 25 33 41 66 61 6c 73 65 25 32 43 25 32 32 77 64 69 66 25 32 32 25 33 41 74 72 75 65 25 32 43 25 32 32 62 72 5f 
68 25 32 32 25 33 41 38 36 39 25 32 43 25 32 32 62 72 5f 77 25 32 32 25 33 41 31 32 38 30 25 32 43 25 32 32 62 72 5f 
6f 68 25 32 32 25 33 41 39 38 34 25 32 43 25 32 32 62 72 5f 6f 77 25 32 32 25 33 41 31 32 38 30 25 32 43 25 32 32 6e 
64 64 63 25 32 32 25 33 41 30 25 32 43 25 32 32 72 73 5f 68 25 32 32 25 33 41 31 30 32 34 25 32 43 25 32 32 72 73 5f 
77 25 32 32 25 33 41 31 32 38 30 25 32 43 25 32 32 72 73 5f 63 64 25 32 32 
Data Ascii: jsData=%7B%22ttst%22%3A155.2800000000616%2C%22ifov%22%3Afalse%2C%22wdifrm%22%3
Afalse%2C%22wdif%22%3Atrue%2C%22br_h%22%3A869%2C%22br_w%22%3A1280%2C%22br_oh%22%
3A984%2C%22br_ow%22%3A1280%2C%22nddc%22%3A0%2C%22rs_h%22%3A1024%2C%22rs_w%22%3A1
280%2C%22rs_cd%22

2022-07-02 22:04:42 UTC 578 IN HTTP/1.1 200 OK
Date: Sat, 02 Jul 2022 22:04:42 GMT
Content-Type: application/json;charset=utf-8
Content-Length: 240
Connection: close
Server: DataDome
Access-Control-Allow-Origin: *
Pragma: no-cache
Cache-Control: no-cache, no-store, must-revalidate
Expires: 0

2022-07-02 22:04:42 UTC 578 IN Data Raw: 7b 22 73 74 61 74 75 73 22 3a 32 30 30 2c 22 63 6f 6f 6b 69 65 22 3a 22 64 61 74 61 64 6f 6d 65 3d 51 36 5f 
71 32 78 38 35 47 55 64 4f 4f 4d 38 74 74 76 2e 2e 5f 74 4c 33 6d 6d 72 43 70 47 39 63 76 41 5f 35 2e 6d 4a 58 37 4f 58 
6b 5a 70 4e 6b 54 78 6e 79 71 46 33 30 46 4f 66 2d 66 34 59 41 43 44 43 70 70 33 6b 76 6e 5a 6c 33 65 54 4d 37 32 43 
71 53 59 6a 34 42 77 48 30 53 62 6e 30 6a 38 45 63 4d 79 68 31 78 55 6a 2e 4b 42 50 38 73 32 2e 50 64 38 73 37 4e 4c 
7e 52 47 72 4b 72 3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 33 36 30 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 63 61 70 74 63 
68 61 2d 64 65 6c 69 76 65 72 79 2e 63 6f 6d 3b 20 50 61 74 68 3d 2f 3b 20 53 65 63 75 72 65 3b 20 53 61 6d 65 53 69 
74 65 3d 4c 61 78 22 7d 
Data Ascii: {"status":200,"cookie":"datadome=Q6_q2x85GUdOOM8ttv.._tL3mmrCpG9cvA_5.mJX7OXkZpNkTxnyqF3
0FOf-f4YACDCpp3kvnZl3eTM72CqSYj4BwH0Sbn0j8EcMyh1xUj.KBP8s2.Pd8s7NL~RGrKr; Max-Age=31536000; 
Domain=.captcha-delivery.com; Path=/; Secure; SameSite=Lax"}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.3 49786 13.224.103.36 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:42 UTC 498 OUT GET /static/js/fullpage.9.1.0.js HTTP/1.1
Host: static.geetest.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-02 22:04:42 UTC 499 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Content-Length: 325123
Connection: close
Date: Thu, 30 Jun 2022 03:19:33 GMT
Last-Modified: Mon, 16 May 2022 02:09:19 GMT
ETag: "f9823e770eaf146563f05a04938158ab"
x-amz-meta-mtime: 1652425082
Accept-Ranges: bytes
Server: AmazonS3
Vary: Accept-Encoding
Vary: Origin
X-Cache: Hit from cloudfront
Via: 1.1 f32eaf3bf899320e0c43dee8baec79fa.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: jGuM0q5mw8_K-RyyHrUBGh3yOAanYKTDh5U_wvIzst5-yu9CKHrGgw==
Age: 240310

2022-07-02 22:04:42 UTC 499 IN Data Raw: 7a 6d 53 6a 4f 2e 24 5f 41 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 24 5f 44 45 48 42 72 3d 32 3b 
66 6f 72 28 3b 24 5f 44 45 48 42 72 21 3d 3d 31 3b 29 7b 73 77 69 74 63 68 28 24 5f 44 45 48 42 72 29 7b 63 61 73 65 
20 32 3a 72 65 74 75 72 6e 7b 24 5f 44 45 48 43 56 3a 66 75 6e 63 74 69 6f 6e 28 24 5f 44 45 48 44 65 29 7b 76 61 72 
20 24 5f 44 45 48 45 41 3d 32 3b 66 6f 72 28 3b 24 5f 44 45 48 45 41 21 3d 3d 31 34 3b 29 7b 73 77 69 74 63 68 28 24 5f 
44 45 48 45 41 29 7b 63 61 73 65 20 35 3a 24 5f 44 45 48 45 41 3d 24 5f 44 45 48 46 4f 3c 24 5f 44 45 48 47 4a 2e 6c 65 
6e 67 74 68 3f 34 3a 37 3b 62 72 65 61 6b 3b 63 61 73 65 20 32 3a 76 61 72 20 24 5f 44 45 48 48 59 3d 27 27 2c 24 5f 4
4 45 48 47 4a 3d 64 65 63 6f 64 65 55 52 49 28 27 25 31 31 67 25 
Data Ascii: zmSjO.$_Ai=function(){var $_DEHBr=2;for(;$_DEHBr!==1;){switch($_DEHBr){case 2:return{$_DEHCV:funct
ion($_DEHDe){var $_DEHEA=2;for(;$_DEHEA!==14;){switch($_DEHEA){case 5:$_DEHEA=$_DEHFO<$_DEHGJ.length
?4:7;break;case 2:var $_DEHHY='',$_DEHGJ=decodeURI('%11g%

2022-07-02 22:04:42 UTC 515 IN Data Raw: 44 4a 36 3f 23 4f 42 40 25 33 43 31 66 25 30 38 25 30 37 25 30 42 71 7e 25 36 30 25 30 45 25 30 44 25 30 31 
6d 62 25 30 38 25 31 36 25 31 41 66 31 39 37 57 46 51 31 25 32 32 39 57 6b 55 2a 25 33 45 25 32 35 25 35 43 58 57 33 
2e 25 30 38 25 31 44 6a 70 25 30 37 25 30 34 25 30 38 5a 25 35 44 59 37 25 30 41 25 32 32 67 4c 66 25 31 44 25 30 36 
25 31 41 71 41 4c 35 25 31 39 33 48 40 25 35 44 36 3f 25 30 38 25 31 44 6a 70 25 30 33 32 25 30 38 33 6b 4a 25 32 30 
38 25 30 38 25 31 44 6a 25 37 46 25 30 33 25 31 33 25 30 38 5a 47 25 35 44 24 3f 33 25 37 43 59 25 35 44 28 2e 38 4d 
6b 25 35 44 37 39 66 25 30 39 25 30 37 66 25 31 44 25 30 46 39 54 54 51 2b 25 31 39 33 48 40 25 35 44 36 3f 25 30 38 
25 31 36 58 57 2b 25 32 32 25 32 32 56 47 25 31 37 36 2e 38 25 35 44 6b 
Data Ascii: DJ6?#OB@%3C1f%08%07%0Bq~%60%0E%0D%01mb%08%16%1Af197WFQ1%229WkU*%3E%2
5%5CXW3.%08%1Djp%07%04%08Z%5DY7%0A%22gLf%1D%06%1AqAL5%193H@%5D6?%08%1Djp%032%083
kJ%208%08%1Dj%7F%03%13%08ZG%5D$?3%7CY%5D(.8Mk%5D79f%09%07f%1D%0F9TTQ+%193H@%5D6?
%08%16XW+%22%22VG%176.8%5Dk

2022-07-02 22:04:42 UTC 531 IN Data Raw: 32 32 35 67 25 31 38 25 30 31 25 37 43 72 6f 49 4d 66 25 30 36 24 23 4b 25 35 43 25 35 44 37 6b 25 31 38 
25 35 43 42 66 25 30 38 25 31 32 25 30 34 70 74 25 37 43 65 25 31 42 25 30 34 76 6b 4f 25 32 30 29 31 55 25 31 35 25 
35 45 37 2a 31 54 50 56 31 6b 25 32 35 51 54 25 35 43 25 32 30 39 76 55 5a 4f 65 25 32 32 38 4d 25 31 35 48 37 2e 35 
50 46 51 2a 25 32 35 76 4b 54 56 25 32 32 2e 25 31 42 58 4d 25 30 32 25 31 42 25 30 43 37 4b 54 55 2a 25 32 35 32 67 
78 61 25 31 37 25 30 32 25 31 37 25 37 44 6b 4f 25 32 30 29 31 55 25 31 35 4e 25 32 30 39 25 32 32 25 35 43 4d 25 31 
38 36 23 37 25 35 44 50 4a 65 23 3f 25 35 45 25 35 44 25 31 38 2c 25 32 35 25 32 32 25 31 39 45 4a 25 32 30 28 3f 4a 
25 35 43 57 2b 71 25 30 38 75 40 25 35 42 2c 2f 37 25 31 39 73 59 3d 25 31 
Data Ascii: 225g%18%01%7CroIMf%06$#K%5C%5D7k%18%5CBf%08%12%04pt%7Ce%1B%04vkO%20)1U%15%5E7*
1TPV1k%25QT%5C%209vUZOe%228M%15H7.5PFQ*%25vKTV%22.%1BXM%02%1B%0C7KTU*%252gxa%17%
02%17%7DkO%20)1U%15N%209%22%5CM%186#7%5DPJe#?%5E%5D%18,%25%22%19EJ%20(?J%5CW+q%0
8u@%5B,/7%19sY=%1

2022-07-02 22:04:42 UTC 547 IN Data Raw: 26 6c 25 30 38 45 40 65 38 39 55 25 35 43 25 35 43 65 68 33 25 30 31 50 25 30 30 25 32 30 73 2b 25 31 37 
52 25 35 44 25 32 30 3f 33 4a 41 67 32 25 32 32 38 25 35 44 25 31 42 5f 25 32 30 2e 25 32 32 25 35 43 46 4c 25 31 41 
2c 39 4d 5a 25 31 38 6b 2c 33 25 35 43 41 25 35 44 36 3f 25 30 39 25 35 45 5a 4c 2a 25 31 34 21 4b 54 48 65 65 31 25 
35 43 50 4c 25 32 30 38 25 32 32 66 52 57 31 24 25 30 39 5a 5a 56 31 2e 38 4d 25 31 35 25 31 36 25 32 32 2e 33 4d 50 
4b 31 25 31 34 31 56 41 57 25 31 41 28 39 57 41 25 35 44 2b 3f 25 30 39 4d 25 35 43 48 25 33 45 5c 27 3f 57 50 25 31 
35 2d 2e 3f 25 35 45 25 35 44 4c 25 37 46 7a 25 36 30 49 4d 45 6b 2c 33 25 35 43 41 25 35 44 36 3f 25 30 39 4e 25 35 
43 56 21 65 31 25 35 43 50 4c 25 32 30 38 25 32 32 66 52 57 31 24 76 25 31 
Data Ascii: &l%08E@e89U%5C%5Ceh3%01P%00%20s+%17R%5D%20?3JAg2%228%5D%1B_%20.%22%5
CFL%1A,9MZ%18k,3%5CA%5D6?%09%5EZL*%14!KTHee1%5CPL%208%22fRW1$%09ZZV1.8M%15%16%22
.3MPK1%141VAW%1A(9WA%5D+?%09M%5CH%3E\'?WP%15-.?%5E%5DL%7Fz%60IMEk,3%5CA%5D6?%09N
%5CV!e1%5CPL%208%22fRW1$v%1

2022-07-02 22:04:42 UTC 562 IN Data Raw: 4a 6f 3d 24 5f 44 45 47 66 5b 30 5d 3b 65 3d 74 68 69 73 5b 24 5f 44 45 49 73 28 34 34 29 5d 3d 65 7c 7c 5b 
5d 2c 74 21 3d 75 6e 64 65 66 69 6e 65 64 3f 74 68 69 73 5b 24 5f 44 45 48 63 28 31 34 29 5d 3d 74 3a 74 68 69 73 5b 
24 5f 44 45 48 63 28 31 34 29 5d 3d 34 2a 65 5b 24 5f 44 45 49 73 28 33 32 29 5d 3b 7d 2c 22 5c 75 30 30 36 33 5c 75 
30 30 36 66 5c 75 30 30 36 65 5c 75 30 30 36 33 5c 75 30 30 36 31 5c 75 30 30 37 34 22 3a 66 75 6e 63 74 69 6f 6e 28 6
5 29 7b 76 61 72 20 24 5f 44 46 43 4f 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 44 46 42 4f 3d 5b 27 24 5f 44 46 46 71 27 
5d 2e 63 6f 6e 63 61 74 28 24 5f 44 46 43 4f 29 2c 24 5f 44 46 44 63 3d 24 5f 44 46 42 4f 5b 31 5d 3b 24 5f 44 46 42 4f 
2e 73 68 69 66 74 28 29 3b 76 61 72 20 24 5f 44 46 45 6e 3d 24 
Data Ascii: Jo=$_DEGf[0];e=this[$_DEIs(44)]=e||[],t!=undefined?this[$_DEHc(14)]=t:this[$_DEHc(14)]=4*e[$_DEIs(
32)];},"\u0063\u006f\u006e\u0063\u0061\u0074":function(e){var $_DFCO=zmSjO.$_Cs,$_DFBO=['$_DFFq'].co
ncat($_DFCO),$_DFDc=$_DFBO[1];$_DFBO.shift();var $_DFEn=$

2022-07-02 22:04:42 UTC 579 IN Data Raw: 30 30 36 37 5c 75 30 30 36 38 5c 75 30 30 37 34 22 3a 24 5f 44 41 48 42 28 31 36 33 29 2c 22 5c 75 30 30 37 
32 5c 75 30 30 36 35 5c 75 30 30 36 36 5c 75 30 30 37 32 5c 75 30 30 36 35 5c 75 30 30 37 33 5c 75 30 30 36 38 5c 75 
30 30 35 66 5c 75 30 30 37 30 5c 75 30 30 36 31 5c 75 30 30 36 37 5c 75 30 30 36 35 22 3a 24 5f 44 41 48 42 28 31 35 
36 29 2c 22 5c 75 30 30 36 35 5c 75 30 30 37 32 5c 75 30 30 37 32 5c 75 30 30 36 66 5c 75 30 30 37 32 5c 75 30 30 35 6
6 5c 75 30 30 36 33 5c 75 30 30 36 66 5c 75 30 30 36 65 5c 75 30 30 37 34 5c 75 30 30 36 35 5c 75 30 30 36 65 5c 75 
30 30 37 34 22 3a 24 5f 44 41 48 42 28 31 30 32 29 2c 22 5c 75 30 30 36 35 5c 75 30 30 37 32 5c 75 30 30 37 32 5c 75 
30 30 36 66 5c 75 30 30 37 32 22 3a 24 5f 44 41 48 42 28 31 35 34 29 7d 
Data Ascii: 0067\u0068\u0074":$_DAHB(163),"\u0072\u0065\u0066\u0072\u0065\u0073\u0068\u005f\u0070\u0
061\u0067\u0065":$_DAHB(156),"\u0065\u0072\u0072\u006f\u0072\u005f\u0063\u006f\u006e\u0074\u0065\u00
6e\u0074":$_DAHB(102),"\u0065\u0072\u0072\u006f\u0072":$_DAHB(154)}

Timestamp
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2022-07-02 22:04:42 UTC 595 IN Data Raw: 28 6f 3d 24 5f 44 41 49 56 28 33 30 33 29 2c 65 5b 24 5f 44 41 49 56 28 33 35 36 29 5d 3d 6e 2c 72 5b 24 5f 
44 41 48 42 28 33 31 37 29 5d 3d 24 5f 44 41 49 56 28 33 32 34 29 2c 72 5b 24 5f 44 41 48 42 28 33 34 30 29 5d 3d 65 
5b 24 5f 44 41 48 42 28 33 34 30 29 5d 2c 5f 28 46 28 72 2c 24 5f 44 41 48 42 28 33 34 35 29 2b 28 65 5b 24 5f 44 41 49 
56 28 33 35 36 29 5d 26 26 65 5b 24 5f 44 41 49 56 28 33 35 36 29 5d 5b 24 5f 44 41 48 42 28 33 31 31 29 5d 29 29 2c 
72 5b 24 5f 44 41 49 56 28 33 33 39 29 5d 2c 72 5b 24 5f 44 41 49 56 28 33 30 36 29 5d 29 29 2c 74 5b 24 5f 44 41 48 42 
28 33 32 35 29 5d 28 65 29 2c 6e 65 77 20 45 72 72 6f 72 28 6f 2b 24 5f 44 41 48 42 28 33 33 31 29 2b 28 65 26 26 65 5
b 24 5f 44 41 48 42 28 33 34 30 29 5d 29 29 3b 62 72 65 61 6b 3b 
Data Ascii: (o=$_DAIV(303),e[$_DAIV(356)]=n,r[$_DAHB(317)]=$_DAIV(324),r[$_DAHB(340)]=e[$_DAHB(340)]
,_(F(r,$_DAHB(345)+(e[$_DAIV(356)]&&e[$_DAIV(356)][$_DAHB(311)])),r[$_DAIV(339)],r[$_DAIV(306)])),t[$_DAHB(325
)](e),new Error(o+$_DAHB(331)+(e&&e[$_DAHB(340)]));break;

2022-07-02 22:04:42 UTC 611 IN Data Raw: 5d 28 29 2c 73 3d 65 5b 24 5f 48 45 44 4e 28 32 31 31 29 5d 28 29 3b 72 65 74 75 72 6e 20 31 3c 3d 6e 26 26 
6e 3c 3d 39 26 26 28 6e 3d 24 5f 48 45 44 4e 28 32 36 38 29 2b 6e 29 2c 30 3c 3d 72 26 26 72 3c 3d 39 26 26 28 72 3d 
24 5f 48 45 43 44 28 32 36 38 29 2b 72 29 2c 30 3c 3d 6f 26 26 6f 3c 3d 39 26 26 28 6f 3d 24 5f 48 45 44 4e 28 32 36 38 
29 2b 6f 29 2c 30 3c 3d 69 26 26 69 3c 3d 39 26 26 28 69 3d 24 5f 48 45 43 44 28 32 36 38 29 2b 69 29 2c 30 3c 3d 73 26 
26 73 3c 3d 39 26 26 28 73 3d 24 5f 48 45 43 44 28 32 36 38 29 2b 73 29 2c 74 2b 24 5f 48 45 44 4e 28 32 34 30 29 2b 
6e 2b 24 5f 48 45 43 44 28 32 34 30 29 2b 72 2b 24 5f 48 45 43 44 28 33 34 29 2b 6f 2b 24 5f 48 45 44 4e 28 32 35 34 29 
2b 69 2b 24 5f 48 45 44 4e 28 32 35 34 29 2b 73 3b 7d 28 29 2c 
Data Ascii: ](),s=e[$_HEDN(211)]();return 1<=n&&n<=9&&(n=$_HEDN(268)+n),0<=r&&r<=9&&(r=$_HECD(268)+r
),0<=o&&o<=9&&(o=$_HEDN(268)+o),0<=i&&i<=9&&(i=$_HECD(268)+i),0<=s&&s<=9&&(s=$_HECD(268)+s),t+$_HEDN
(240)+n+$_HECD(240)+r+$_HECD(34)+o+$_HEDN(254)+i+$_HEDN(254)+s;}(),

2022-07-02 22:04:42 UTC 627 IN Data Raw: 30 36 31 30 35 38 31 39 29 2c 76 2c 66 2c 73 5b 61 2b 33 5d 2c 32 32 2c 33 32 35 30 34 34 31 39 36 36 29 
2c 64 3d 74 28 64 2c 76 3d 74 28 76 2c 66 3d 74 28 66 2c 67 2c 64 2c 76 2c 73 5b 61 2b 34 5d 2c 37 2c 34 31 31 38 35 
34 38 33 39 39 29 2c 67 2c 64 2c 73 5b 61 2b 35 5d 2c 31 32 2c 31 32 30 30 30 38 30 34 32 36 29 2c 66 2c 67 2c 73 5b 6
1 2b 36 5d 2c 31 37 2c 32 38 32 31 37 33 35 39 35 35 29 2c 76 2c 66 2c 73 5b 61 2b 37 5d 2c 32 32 2c 34 32 34 39 32 
36 31 33 31 33 29 2c 64 3d 74 28 64 2c 76 3d 74 28 76 2c 66 3d 74 28 66 2c 67 2c 64 2c 76 2c 73 5b 61 2b 38 5d 2c 37 
2c 31 37 37 30 30 33 35 34 31 36 29 2c 67 2c 64 2c 73 5b 61 2b 39 5d 2c 31 32 2c 32 33 33 36 35 35 32 38 37 39 29 2c 
66 2c 67 2c 73 5b 61 2b 31 30 5d 2c 31 37 2c 34 32 39 34 39 32 35 32 33 33 
Data Ascii: 06105819),v,f,s[a+3],22,3250441966),d=t(d,v=t(v,f=t(f,g,d,v,s[a+4],7,4118548399),g,d,s[a+5],12,1200080426),f
,g,s[a+6],17,2821735955),v,f,s[a+7],22,4249261313),d=t(d,v=t(v,f=t(f,g,d,v,s[a+8],7,1770035416),g,d,s[a+9],12,
2336552879),f,g,s[a+10],17,4294925233

2022-07-02 22:04:42 UTC 643 IN Data Raw: 76 61 72 20 24 5f 42 42 45 4a 78 3d 24 5f 42 42 45 47 43 5b 30 5d 3b 76 61 72 20 72 3d 65 5b 24 5f 42 42 45 
48 49 28 35 35 37 29 5d 28 29 3b 69 66 28 21 28 72 5b 24 5f 42 42 45 49 61 28 35 34 37 29 5d 3c 3d 30 29 29 7b 76 61 
72 20 6f 3d 74 68 69 73 5b 24 5f 42 42 45 48 49 28 35 35 37 29 5d 28 29 3b 69 66 28 6f 5b 24 5f 42 42 45 49 61 28 35 34 
37 29 5d 3c 72 5b 24 5f 42 42 45 48 49 28 35 34 37 29 5d 29 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 74 26 26 74 5b 24 
5f 42 42 45 48 49 28 35 33 34 29 5d 28 30 29 2c 76 6f 69 64 28 6e 75 6c 6c 21 3d 6e 26 26 74 68 69 73 5b 24 5f 42 42 45 
48 49 28 35 33 32 29 5d 28 6e 29 29 3b 6e 75 6c 6c 3d 3d 6e 26 26 28 6e 3d 78 28 29 29 3b 76 61 72 20 69 3d 78 28 29 
2c 73 3d 74 68 69 73 5b 24 5f 42 42 45 49 61 28 35 35 31 29 5d 2c 
Data Ascii: var $_BBEJx=$_BBEGC[0];var r=e[$_BBEHI(557)]();if(!(r[$_BBEIa(547)]<=0)){var o=this[$_BBEHI(557)](
);if(o[$_BBEIa(547)]<r[$_BBEHI(547)])return null!=t&&t[$_BBEHI(534)](0),void(null!=n&&this[$_BBEHI(532)](n));n
ull==n&&(n=x());var i=x(),s=this[$_BBEIa(551)],

2022-07-02 22:04:42 UTC 659 IN Data Raw: 72 20 24 5f 44 45 42 44 66 3d 7a 6d 53 6a 4f 2e 24 5f 44 42 28 29 5b 30 5d 5b 34 5d 3b 66 6f 72 28 3b 24 5f 
44 45 42 44 66 21 3d 3d 7a 6d 53 6a 4f 2e 24 5f 44 42 28 29 5b 32 5d 5b 33 5d 3b 29 7b 73 77 69 74 63 68 28 24 5f 44 
45 42 44 66 29 7b 63 61 73 65 20 7a 6d 53 6a 4f 2e 24 5f 44 42 28 29 5b 32 5d 5b 34 5d 3a 72 65 74 75 72 6e 20 65 5b 
24 5f 44 41 49 56 28 33 31 31 29 5d 7c 7c 28 65 5b 24 5f 44 41 49 56 28 33 31 31 29 5d 3d 24 5f 44 41 49 56 28 35 31 30 
29 29 2c 6e 65 77 20 57 5b 65 5b 28 24 5f 44 41 48 42 28 33 31 31 29 29 5d 5d 28 65 2c 74 29 3b 62 72 65 61 6b 3b 7d 7
d 7d 66 75 6e 63 74 69 6f 6e 20 24 28 65 29 7b 76 61 72 20 24 5f 44 45 42 45 6b 3d 7a 6d 53 6a 4f 2e 24 5f 44 42 28 29 
5b 32 5d 5b 34 5d 3b 66 6f 72 28 3b 24 5f 44 45 42 45 6b 21 3d 3d 
Data Ascii: r $_DEBDf=zmSjO.$_DB()[0][4];for(;$_DEBDf!==zmSjO.$_DB()[2][3];){switch($_DEBDf){case zmSjO.$_DB()[2]
[4]:return e[$_DAIV(311)]||(e[$_DAIV(311)]=$_DAIV(510)),new W[e[($_DAHB(311))]](e,t);break;}}}function $(e){var $_DEB
Ek=zmSjO.$_DB()[2][4];for(;$_DEBEk!==

2022-07-02 22:04:42 UTC 675 IN Data Raw: 42 48 41 46 43 27 5d 2e 63 6f 6e 63 61 74 28 24 5f 42 48 41 43 63 29 2c 24 5f 42 48 41 44 62 3d 24 5f 42 48 
41 42 4a 5b 31 5d 3b 24 5f 42 48 41 42 4a 2e 73 68 69 66 74 28 29 3b 76 61 72 20 24 5f 42 48 41 45 47 3d 24 5f 42 48 
41 42 4a 5b 30 5d 3b 76 61 72 20 74 3d 74 68 69 73 5b 24 5f 42 48 41 43 63 28 34 34 39 29 5d 3b 72 65 74 75 72 6e 2d 
31 3d 3d 3d 6e 65 77 20 63 65 28 74 5b 24 5f 42 48 41 44 62 28 36 33 31 29 5d 3f 74 5b 24 5f 42 48 41 43 63 28 36 33 3
1 29 5d 5b 24 5f 42 48 41 43 63 28 37 35 29 5d 28 24 5f 42 48 41 43 63 28 33 34 29 29 3a 5b 5d 29 5b 24 5f 42 48 41 43 
63 28 32 36 30 29 5d 28 54 2b 65 29 3f 74 68 69 73 5b 24 5f 42 48 41 43 63 28 36 32 34 29 5d 28 65 29 3a 74 68 69 73 
5b 24 5f 42 48 41 44 62 28 36 30 31 29 5d 28 65 29 2c 74 68 69 73 3b 
Data Ascii: BHAFC'].concat($_BHACc),$_BHADb=$_BHABJ[1];$_BHABJ.shift();var $_BHAEG=$_BHABJ[0];var t=
this[$_BHACc(449)];return-1===new ce(t[$_BHADb(631)]?t[$_BHACc(631)][$_BHACc(75)]($_BHACc(34)):[])[$
_BHACc(260)](T+e)?this[$_BHACc(624)](e):this[$_BHADb(601)](e),this;

2022-07-02 22:04:42 UTC 691 IN Data Raw: 6e 63 61 74 28 24 5f 42 4a 42 48 4f 29 2c 24 5f 42 4a 42 49 6a 3d 24 5f 42 4a 42 47 59 5b 31 5d 3b 24 5f 42 
4a 42 47 59 2e 73 68 69 66 74 28 29 3b 76 61 72 20 24 5f 42 4a 42 4a 68 3d 24 5f 42 4a 42 47 59 5b 30 5d 3b 76 61 72 
20 6f 3d 74 26 26 74 5b 24 5f 42 4a 42 49 6a 28 39 30 29 5d 69 6e 73 74 61 6e 63 65 6f 66 20 61 3f 74 3a 61 2c 69 3d 4f 
62 6a 65 63 74 5b 24 5f 42 4a 42 48 4f 28 31 36 29 5d 28 6f 5b 24 5f 42 4a 42 48 4f 28 39 30 29 5d 29 2c 73 3d 6e 65 77 
20 62 28 72 7c 7c 5b 5d 29 3b 72 65 74 75 72 6e 20 69 5b 24 5f 42 4a 42 49 6a 28 37 39 30 29 5d 3d 66 75 6e 63 74 69 
6f 6e 20 5f 28 69 2c 73 2c 61 29 7b 76 61 72 20 24 5f 42 4a 43 43 73 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 42 4a 43 
42 51 3d 5b 27 24 5f 42 4a 43 46 7a 27 5d 2e 63 6f 6e 63 61 74 
Data Ascii: ncat($_BJBHO),$_BJBIj=$_BJBGY[1];$_BJBGY.shift();var $_BJBJh=$_BJBGY[0];var o=t&&t[$_BJBIj(90)]ins
tanceof a?t:a,i=Object[$_BJBHO(16)](o[$_BJBHO(90)]),s=new b(r||[]);return i[$_BJBIj(790)]=function _(i,s,a){var 
$_BJCCs=zmSjO.$_Cs,$_BJCBQ=['$_BJCFz'].concat

2022-07-02 22:04:42 UTC 707 IN Data Raw: 75 30 30 36 34 5c 75 30 30 34 33 5c 75 30 30 36 32 22 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 24 5f 
43 41 49 48 6a 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 43 41 49 47 52 3d 5b 27 24 5f 43 41 4a 41 4c 27 5d 2e 63 6f 6e 
63 61 74 28 24 5f 43 41 49 48 6a 29 2c 24 5f 43 41 49 49 52 3d 24 5f 43 41 49 47 52 5b 31 5d 3b 24 5f 43 41 49 47 52 2e 
73 68 69 66 74 28 29 3b 76 61 72 20 24 5f 43 41 49 4a 63 3d 24 5f 43 41 49 47 52 5b 30 5d 3b 7d 2c 22 5c 75 30 30 36 
35 5c 75 30 30 37 32 5c 75 30 30 37 32 5c 75 30 30 36 66 5c 75 30 30 37 32 5c 75 30 30 34 33 5c 75 30 30 36 32 22 3a 
66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 24 5f 43 41 4a 43 4a 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 43 41 4a 42 
54 3d 5b 27 24 5f 43 41 4a 46 58 27 5d 2e 63 6f 6e 63 61 74 28 
Data Ascii: u0064\u0043\u0062":function(){var $_CAIHj=zmSjO.$_Cs,$_CAIGR=['$_CAJAL'].concat($_CAIHj),$_CAIIR=$
_CAIGR[1];$_CAIGR.shift();var $_CAIJc=$_CAIGR[0];},"\u0065\u0072\u0072\u006f\u0072\u0043\u0062":function(){var 
$_CAJCJ=zmSjO.$_Cs,$_CAJBT=['$_CAJFX'].concat(
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2022-07-02 22:04:42 UTC 723 IN Data Raw: 72 3d 30 3b 77 68 69 6c 65 28 72 3c 6e 29 7b 76 61 72 20 6f 3d 65 5b 72 5d 2c 69 3d 30 3b 77 68 69 6c 65 28 
31 29 7b 69 66 28 31 36 3c 3d 69 29 62 72 65 61 6b 3b 76 61 72 20 73 3d 72 2b 69 2b 31 3b 69 66 28 6e 3c 3d 73 29 62 
72 65 61 6b 3b 69 66 28 65 5b 73 5d 21 3d 3d 6f 29 62 72 65 61 6b 3b 69 2b 3d 31 3b 7d 72 3d 72 2b 31 2b 69 3b 76 61 
72 20 61 3d 70 5b 6f 5d 3b 30 21 3d 69 3f 28 74 5b 24 5f 43 43 49 43 6a 28 39 39 29 5d 28 38 7c 61 29 2c 74 5b 24 5f 43 
43 49 43 6a 28 39 39 29 5d 28 69 2d 31 29 29 3a 74 5b 24 5f 43 43 49 43 6a 28 39 39 29 5d 28 61 29 3b 7d 66 6f 72 28 7
6 61 72 20 63 3d 68 28 33 32 37 36 38 7c 6e 2c 31 36 29 2c 5f 3d 24 5f 43 43 49 43 6a 28 32 39 39 29 2c 6c 3d 30 2c 75 
3d 74 5b 24 5f 43 43 49 44 6b 28 33 32 29 5d 3b 6c 3c 75 3b 6c 2b 
Data Ascii: r=0;while(r<n){var o=e[r],i=0;while(1){if(16<=i)break;var s=r+i+1;if(n<=s)break;if(e[s]!==o)break;i+=1;}r=r+
1+i;var a=p[o];0!=i?(t[$_CCICj(99)](8|a),t[$_CCICj(99)](i-1)):t[$_CCICj(99)](a);}for(var c=h(32768|n,16),_=$_CCICj(299),
l=0,u=t[$_CCIDk(32)];l<u;l+

2022-07-02 22:04:42 UTC 739 IN Data Raw: 4e 28 36 34 35 29 5d 28 24 5f 43 44 49 44 4e 28 31 30 39 32 29 29 29 3b 7d 72 65 74 75 72 6e 20 66 5b 24 5f 
43 44 49 43 6e 28 39 37 35 29 5d 3b 7d 63 61 74 63 68 28 67 29 7b 72 65 74 75 72 6e 20 66 5b 24 5f 43 44 49 44 4e 28 
39 37 35 29 5d 3b 7d 76 61 72 20 5f 2c 6c 2c 75 3b 7d 28 29 2c 69 5b 24 5f 43 44 48 43 4f 28 31 30 37 39 29 5d 3d 66 75 
6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 24 5f 43 44 49 48 4c 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 43 44 49 47 44 3d 
5b 27 24 5f 43 44 4a 41 41 27 5d 2e 63 6f 6e 63 61 74 28 24 5f 43 44 49 48 4c 29 2c 24 5f 43 44 49 49 64 3d 24 5f 43 44 
49 47 44 5b 31 5d 3b 24 5f 43 44 49 47 44 2e 73 68 69 66 74 28 29 3b 76 61 72 20 24 5f 43 44 49 4a 6c 3d 24 5f 43 44 
49 47 44 5b 30 5d 3b 69 66 28 21 68 5b 24 5f 43 44 49 49 64 28 
Data Ascii: N(645)]($_CDIDN(1092)));}return f[$_CDICn(975)];}catch(g){return f[$_CDIDN(975)];}var _,l,u;}(),i[
$_CDHCO(1079)]=function(){var $_CDIHL=zmSjO.$_Cs,$_CDIGD=['$_CDJAA'].concat($_CDIHL),$_CDIId=$_CDIGD
[1];$_CDIGD.shift();var $_CDIJl=$_CDIGD[0];if(!h[$_CDIId(

2022-07-02 22:04:42 UTC 755 IN Data Raw: 3b 6e 5b 24 5f 43 45 47 43 4a 28 31 33 32 31 29 5d 28 65 2c 74 29 3b 7d 29 2c 6e 5b 24 5f 44 41 48 42 28 31 
33 33 34 29 5d 3d 74 2c 6e 5b 24 5f 44 41 48 42 28 31 33 31 31 29 5d 3d 78 3f 33 3a 30 2c 6e 5b 24 5f 44 41 49 56 28 31 
33 36 30 29 5d 3d 78 3f 24 5f 44 41 48 42 28 31 33 38 38 29 3a 24 5f 44 41 48 42 28 31 33 36 33 29 2c 6e 5b 24 5f 44 41 
49 56 28 31 33 34 32 29 5d 3d 2d 31 2c 6e 5b 24 5f 44 41 49 56 28 33 35 30 29 5d 5b 24 5f 44 41 48 42 28 33 32 39 29 
5d 3d 7b 22 5c 75 30 30 37 30 5c 75 30 30 37 34 22 3a 6e 5b 24 5f 44 41 48 42 28 31 33 31 31 29 5d 7d 2c 6e 5b 24 5f 
44 41 49 56 28 35 30 30 29 5d 5b 24 5f 44 41 48 42 28 31 33 31 32 29 5d 28 44 65 29 2c 6e 5b 24 5f 44 41 48 42 28 31 3
3 32 35 29 5d 3d 6e 65 77 20 6b 65 28 29 2c 6e 5b 24 5f 44 41 49 
Data Ascii: ;n[$_CEGCJ(1321)](e,t);}),n[$_DAHB(1334)]=t,n[$_DAHB(1311)]=x?3:0,n[$_DAIV(1360)]=x?$_DAHB(1388):$
_DAHB(1363),n[$_DAIV(1342)]=-1,n[$_DAIV(350)][$_DAHB(329)]={"\u0070\u0074":n[$_DAHB(1311)]},n[$_DAIV(500)]
[$_DAHB(1312)](De),n[$_DAHB(1325)]=new ke(),n[$_DAI

2022-07-02 22:04:42 UTC 760 IN Data Raw: 7d 29 3b 65 5b 24 5f 43 46 42 43 68 28 34 30 37 29 5d 28 24 5f 43 46 42 43 68 28 31 34 31 39 29 2c 66 75 6e 
63 74 69 6f 6e 28 65 29 7b 76 61 72 20 24 5f 43 46 42 48 6b 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 43 46 42 47 62 3d 
5b 27 24 5f 43 46 43 41 74 27 5d 2e 63 6f 6e 63 61 74 28 24 5f 43 46 42 48 6b 29 2c 24 5f 43 46 42 49 6f 3d 24 5f 43 46 
42 47 62 5b 31 5d 3b 24 5f 43 46 42 47 62 2e 73 68 69 66 74 28 29 3b 76 61 72 20 24 5f 43 46 42 4a 6d 3d 24 5f 43 46 
42 47 62 5b 30 5d 3b 24 5f 43 46 42 48 6b 28 31 33 38 36 29 21 3d 3d 74 5b 24 5f 43 46 42 48 6b 28 31 33 35 34 29 5d 
26 26 6e 5b 24 5f 43 46 42 49 6f 28 31 33 31 32 29 5d 28 42 65 29 3b 7d 29 2c 65 5b 24 5f 43 46 42 44 43 28 31 34 35 3
3 29 5d 28 72 29 3b 7d 7d 63 61 74 63 68 28 6f 29 7b 7d 7d 2c 22 
Data Ascii: });e[$_CFBCh(407)]($_CFBCh(1419),function(e){var $_CFBHk=zmSjO.$_Cs,$_CFBGb=['$_CFCAt'].
concat($_CFBHk),$_CFBIo=$_CFBGb[1];$_CFBGb.shift();var $_CFBJm=$_CFBGb[0];$_CFBHk(1386)!==t[$_CFBHk(
1354)]&&n[$_CFBIo(1312)](Be);}),e[$_CFBDC(1453)](r);}}catch(o){}},"

2022-07-02 22:04:42 UTC 776 IN Data Raw: 74 68 69 73 5b 24 5f 43 48 48 43 4e 28 31 33 39 33 29 5d 29 5b 24 5f 43 48 48 43 4e 28 31 34 37 31 29 5d 28 
29 3b 7d 2c 22 5c 75 30 30 36 66 5c 75 30 30 36 65 5c 75 30 30 35 32 5c 75 30 30 36 35 5c 75 30 30 36 31 5c 75 30 30 
36 34 5c 75 30 30 37 39 22 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 24 5f 43 48 48 48 76 3d 7a 6d 53 6a 4f 
2e 24 5f 43 73 2c 24 5f 43 48 48 47 52 3d 5b 27 24 5f 43 48 49 41 67 27 5d 2e 63 6f 6e 63 61 74 28 24 5f 43 48 48 48 76 
29 2c 24 5f 43 48 48 49 79 3d 24 5f 43 48 48 47 52 5b 31 5d 3b 24 5f 43 48 48 47 52 2e 73 68 69 66 74 28 29 3b 76 61 72 
20 24 5f 43 48 48 4a 68 3d 24 5f 43 48 48 47 52 5b 30 5d 3b 72 65 74 75 72 6e 20 74 68 69 73 5b 24 5f 43 48 48 48 76 2
8 31 33 36 35 29 5d 26 26 42 5b 24 5f 43 48 48 48 76 28 35 34 34 
Data Ascii: this[$_CHHCN(1393)])[$_CHHCN(1471)]();},"\u006f\u006e\u0052\u0065\u0061\u0064\u0079":function(e){var 
$_CHHHv=zmSjO.$_Cs,$_CHHGR=['$_CHIAg'].concat($_CHHHv),$_CHHIy=$_CHHGR[1];$_CHHGR.shift();var $_C
HHJh=$_CHHGR[0];return this[$_CHHHv(1365)]&&B[$_CHHHv(544

2022-07-02 22:04:42 UTC 792 IN Data Raw: 36 36 5c 75 30 30 36 66 5c 75 30 30 37 32 5c 75 30 30 36 64 22 3a 24 5f 44 41 44 44 53 28 31 35 37 38 29 2b 
5f 2b 24 5f 44 41 44 43 44 28 31 35 38 39 29 7d 29 3b 7d 2c 22 5c 75 30 30 32 34 5c 75 30 30 35 66 5c 75 30 30 34 32 
5c 75 30 30 34 61 5c 75 30 30 34 61 5c 75 30 30 34 35 22 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 24 5f 44 41 
44 48 54 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 44 41 44 47 5f 3d 5b 27 24 5f 44 41 45 41 61 27 5d 2e 63 6f 6e 63 61 
74 28 24 5f 44 41 44 48 54 29 2c 24 5f 44 41 44 49 68 3d 24 5f 44 41 44 47 5f 5b 31 5d 3b 24 5f 44 41 44 47 5f 2e 73 68 
69 66 74 28 29 3b 76 61 72 20 24 5f 44 41 44 4a 4d 3d 24 5f 44 41 44 47 5f 5b 30 5d 3b 76 61 72 20 65 3d 74 68 69 73 5
b 24 5f 44 41 44 48 54 28 35 30 30 29 5d 3b 65 5b 24 5f 44 41 44 
Data Ascii: 66\u006f\u0072\u006d":$_DADDS(1578)+_+$_DADCD(1589)});},"\u0024\u005f\u0042\u004a\u004a\
u0045":function(){var $_DADHT=zmSjO.$_Cs,$_DADG_=['$_DAEAa'].concat($_DADHT),$_DADIh=$_DADG_[1];$_DA
DG_.shift();var $_DADJM=$_DADG_[0];var e=this[$_DADHT(500)];e[$_DAD

2022-07-02 22:04:42 UTC 800 IN Data Raw: 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 24 5f 44 42 44 48 73 3d 7a 6d 53 6a 4f 2e 24 5f 43 73 2c 24 5f 
44 42 44 47 48 3d 5b 27 24 5f 44 42 45 41 77 27 5d 2e 63 6f 6e 63 61 74 28 24 5f 44 42 44 48 73 29 2c 24 5f 44 42 44 49 
67 3d 24 5f 44 42 44 47 48 5b 31 5d 3b 24 5f 44 42 44 47 48 2e 73 68 69 66 74 28 29 3b 76 61 72 20 24 5f 44 42 44 4a 
44 3d 24 5f 44 42 44 47 48 5b 30 5d 3b 76 61 72 20 74 3d 74 68 69 73 2c 6e 3d 74 5b 24 5f 44 42 44 49 67 28 37 30 33 
29 5d 2c 72 3d 74 5b 24 5f 44 42 44 48 73 28 33 35 30 29 5d 2c 6f 3d 74 5b 24 5f 44 42 44 48 73 28 35 30 30 29 5d 3b 69 
66 28 74 5b 24 5f 44 42 44 49 67 28 31 33 31 35 29 5d 3d 65 2c 6f 5b 24 5f 44 42 44 49 67 28 31 33 31 38 29 5d 28 47 65 
29 29 7b 24 5f 44 42 44 49 67 28 31 33 39 38 29 3d 3d 3d 72 5b 
Data Ascii: unction(e){var $_DBDHs=zmSjO.$_Cs,$_DBDGH=['$_DBEAw'].concat($_DBDHs),$_DBDIg=$_DBDGH[1]
;$_DBDGH.shift();var $_DBDJD=$_DBDGH[0];var t=this,n=t[$_DBDIg(703)],r=t[$_DBDHs(350)],o=t[$_DBDHs(500)];if(t[
$_DBDIg(1315)]=e,o[$_DBDIg(1318)](Ge)){$_DBDIg(1398)===r[

2022-07-02 22:04:42 UTC 816 IN Data Raw: 30 37 34 5c 75 30 30 36 66 5c 75 30 30 37 30 22 3a 24 5f 42 42 49 28 72 5b 24 5f 44 44 43 48 79 28 36 31 34 
29 5d 29 2c 22 5c 75 30 30 37 37 5c 75 30 30 36 39 5c 75 30 30 36 34 5c 75 30 30 37 34 5c 75 30 30 36 38 22 3a 24 5f 
42 42 49 28 72 5b 24 5f 44 44 43 49 74 28 36 32 39 29 5d 29 2c 22 5c 75 30 30 36 38 5c 75 30 30 36 35 5c 75 30 30 36 
39 5c 75 30 30 36 37 5c 75 30 30 36 38 5c 75 30 30 37 34 22 3a 24 5f 42 42 49 28 72 5b 24 5f 44 44 43 49 74 28 36 33 3
8 29 5d 29 7d 29 3b 7d 2c 22 5c 75 30 30 32 34 5c 75 30 30 35 66 5c 75 30 30 34 33 5c 75 30 30 34 39 5c 75 30 30 34 
61 5c 75 30 30 36 61 22 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 24 5f 44 44 44 43 64 3d 7a 6d 53 6a 4f 2e 24 5f 
43 73 2c 24 5f 44 44 44 42 78 3d 5b 27 24 5f 44 44 44 46 74 27 5d 2e 
Data Ascii: 074\u006f\u0070":$_BBI(r[$_DDCHy(614)]),"\u0077\u0069\u0064\u0074\u0068":$_BBI(r[$_DDCIt(629)]),"\
u0068\u0065\u0069\u0067\u0068\u0074":$_BBI(r[$_DDCIt(638)])});},"\u0024\u005f\u0043\u0049\u004a\u006a":function()
{var $_DDDCd=zmSjO.$_Cs,$_DDDBx=['$_DDDFt'].

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.3 49779 152.199.21.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:43 UTC 817 OUT GET /favicon.ico HTTP/1.1
Host: www.cma-cgm.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.cma-cgm.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: datadome=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7ouR9vL3Qevdgn7Eqn1lLrTo
6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1

2022-07-02 22:04:43 UTC 818 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Age: 9341558
Cache-Control: public,max-age=31536000
Content-Security-Policy-Report-Only: default-src 'self' 'unsafe-inline' 'unsafe-eval' *.google.com *.googletagmanager.com 
https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com *.cedexis.c
om *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com *.ratebase.net 
*.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.com:*;connect-src 'self' 
blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.gstatic.com https:/
/recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.cedexis.com *.doubleclick.net *.google.com *.googletagm
anager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com 
*.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com 
*.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.co
m:*;worker-src 'self' blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.g
static.com https://recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net *.google.com *.google
tagmanager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.o
netrust.com *.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-
group.com *.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cg
m.com:* ;script-src-elem 'self' 'unsafe-inline' blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-r
adar.net *.datadome.co *.gstatic.com https://recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net 
*.google.com *.googletagmanager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-a
nalytics.com *.onetrust.com *.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brig
htcove.net *.cmacgm-group.com *.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com 
recaptcha.net *.cma-cgm.com:*;font-src 'self' blob: *.gstatic.com data:; img-src * 'self' *.walkmeusercontent.com ht
tps://www.google-analytics.com *.matomo.cloud *.datadome.co *.gstatic.com *.googleapis.com data: https:;frame-src 'self' 
blob: https://cloudvideocenter-cma-cgm-front-pad.brainsonic.com https://bcove.video https://recaptcha.net www.recaptcha
.net *.brightcove.net *.google.com *.docusign.net service.force.com *.force.com *.docusign.com *.cma-cgm.com:* 
*.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.gstatic.com https://recaptch
a.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net;style-src-elem 'self' 'unsafe-inline' blob: *.ma
tomo.cloud *.datadome.co *.gstatic.com *.googleapis.com *.google.com *.googletagmanager.com https://www.recapt
cha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com *.cedexis.com *.walkm
eusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com *.ratebase.net *.cma-
cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.com:*;
Content-Type: image/x-icon
Date: Sat, 02 Jul 2022 22:04:43 GMT
Etag: "0d897134a35d81:0"
Last-Modified: Fri, 11 Mar 2022 13:15:28 GMT
Server: ECAcc (frc/8FF1)
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: HIT
X-Content-Type-Options: nosniff
X-UA-Compatible: IE=Edge
Content-Length: 217
Connection: close

2022-07-02 22:04:43 UTC 821 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 11 00 00 00 10 08 06 00 00 00 f0 31 94 5f 00 00 00 
09 70 48 59 73 00 00 0b 12 00 00 0b 12 01 d2 dd 7e fc 00 00 00 8b 49 44 41 54 38 cb ed 92 cb 0d 84 30 0c 44 5f 56 7b 
87 12 e8 00 3a 20 db 09 9d 40 27 d0 09 74 90 94 90 12 e8 60 38 64 3f 02 71 e1 77 5a 9e 64 59 b2 46 33 96 65 23 49 1c 
e3 f5 e0 04 fe ca c4 7b 68 1a b0 16 8c 99 57 9a 42 08 51 a7 35 da 56 ca 73 09 d6 2b 49 24 e7 3e 6a fb 9c 25 87 00 55 05 
e3 18 7b 51 c4 2d 96 1a 80 2c fb cd be e9 ce 49 65 29 f5 bd 36 f2 de c4 7b e8 3a 18 86 7d 97 95 24 d5 b5 0e 60 cd fd f6 
d7 98 4c a7 12 cf 02 1c 08 f6 cd 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDR1_pHYs~IDAT80D_V{: @'t`8d?qwZdYF3e#I{hWBQ5Vs+I$>j%U{Q-,Ie)6{:}$`LIENDB`

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49736 172.217.16.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-02 22:04:26 UTC 1 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:26 UTC 1 OUT Data Raw: 20 
Data Ascii:  

2022-07-02 22:04:26 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Sat, 02 Jul 2022 22:04:26 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: script-src 'report-sample' 'nonce-EZlO4H7Y7n0OL1PUb-aSNA' 'unsafe-inline';object-src 
'none';base-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-EZlO4H7Y7n0OL1PUb-aSNA' 'self' https://apis.google.com https://ssl.gstatic.co
m https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Cross-Origin-Opener-Policy: same-origin
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-07-02 22:04:26 UTC 4 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-07-02 22:04:26 UTC 5 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.3 49801 99.83.174.33 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-02 22:04:45 UTC 822 OUT GET /get.php?gt=1e505deed3832c02c96ca5abe70df9ab&challenge=bef8fb076d83726e66825df64615ae36&lang=en&
pt=0&client_type=web&w=biKyO)VG0UrLmUQybnxWdc6wK4T8Ykrn5wGyY3O1g)y3MaPd2uihg1QxMw54hDKBBxe
H7esrJWe3AhAAzZolka2PgVxh7HhCFdbiHcmOl7ksTrSKlLXnpMl5XPEg1(euAxcm8KL14VrArboqEQyi2PAkqVlmJ
mVG0(fcRng0WRoaiG)mlZ23W2JfoAFVjOGMckwwZMLSS3tvBeZOYbM1sZjEhZ2lLTsCh9v1S8xdcnQdXjA0k6lybEI
VvLzc5ghX0blgz7u(9hyyZ3SpqLuAloaNk1EtHcWjeiyOPG4TXOZVt1MOdOHngrYTd3vnH4R(X18PxlBXlqRSEB(0(
kbdpJOs2gfGqOErw(GKRJFetMPQAhmgIvh)la1TlsVx1JpWhcxnYxDy4FBjANYoL))xKzSBgIUY161q(UU)dYCyApX
37MpLf6pP7SlwH6CswnkoiFr)Z7K3t6OI0ZEd5BBc0Z8FnyG2hjBBhVVZNZp48Asia9yFX2PlR)UySnNG8RwJ2WwxO
YvHIhUlepc0F1QolDBpb1vkOR5hEjU(8VewKklH5F)sC0JdjS2B0Dfk7tuTaHUSsJrX(HaU6jcu2ZCpxfIR1M)A1Kw
IJMCZ1yrcfGx0I5ZqZY33KQvwZcdDrqQskti(dPvPafOf25hqYtbCiq70p0Gh7jzBU56wxxKmIKIzQhhn4nKqFARd0
IfoAKpy9Y72xg)e8N3q(bHTUTDA09id2JPxr3saBJMzVDips9B6j)kDL)rVAJPivXBt(IBK5EDM0bzRLcgSsrCd9gC
X64R6rh4UZ6tOQJWz)(JLuXjYgHXfYe2rKURc5GkZcJjYbxvQ7Rw810B1fnq51Lpcaa)Ea4leOK8kU3av2VJNI7pdg
(jwERV4zyWjXiqHiOXxTwo0LkjLyFl5QRZto34GeLI5QoWnQzplH(i)mUMlleKj78aSW7fxV0)8RyvsHkLr1O247hs
g9JDy78h8PFHzbKJSIphyBbSBk0UCU8ml(GSGZ3sOkYzr)6XV00g7)B1(wc1I)8188Qvrus5M9inI)tDmOi6f30)CH
5socYCakcHC5ekAlhxhROIBMcZH7ZRixZX8zDEqTH)0nDIQXTvVR5g8is44bkLZLPKtPglHcRK8uTiB)0vM3wEttwg
vN52vMILXFscUrW6sd(ryzkvqi8qq7kvtC4gZrec2D)Th7RR)Hb(oQmZo2llQ0egBAr5ol0hHeWlkh4VbcrsU6HfkN
QStjAydj6QfdlPCF3LhYvy4)SJrU0dY(vDqRCjc7iXBfiyPvbMTOEi2CErr23YDlvMHVxP3eNDAHvxp0eGI(eMbGPx
AZtXjVnnOVyGiBsnQXU5BB4(YIXQcIQDAGOu5kMxKQuVZMEVUjnDdvFdWJGKz5jLk6C402EZs0xxvO3egIthrhWM)f
e5vEQYPrlmAi2wh3sv98nCqHDnPYwX3(NiyIfLHJKky0MIBWdswyhLrWawMyyTGSXRxHTqcda2PZO0OqMa8cK6UdA3
SdyS6QajmC26NDRWBwUTdT4R1Cvu8vQFd6EEY4)NcKuYV9fGR2Xwcz0AU76)x)DvQPvNbUwYJKLAlXTp
Qk(DNmLIuHBDK((cXa2xQ7FtEbb(OsB)eo4t1E917Xt1OS8qna59K9hxMr)pnKOx3RY(N5gNCAEajGYMMS2CoeSa(a
DERlHjypqDK8nIx64dxfSZiVSRmUXkWzxJYkJMmqUx8HKWYVLRgGvMdm2Gvzd59F)QDLUmlb8zYxTtPjcViIA(tidU
ed0(uJq55udutJMYIjxtOWtFGQOYQRWzBy((f0WhGqcEOMkRrjjcsyyAqIeP6naXARul1gj6ca6BIGOxboh4cjXlFR
01P2LZFSebCJTKGncl4ALICmRmTfXys96YPKRaMsm3aXx4bIA)o)pSdYssyUMdBhicxapd5cVmohM5r6o0FfffxlW2
nI84RCbl(UlRn964a)Nvt8QB(T3xcXBApkyWAO)4FYZXI4BjAF9v76PZIQEqeARNIh(StbLn2Cdk4iJWHW2urtK)WE
NDRLhMDO(EwvrGrPmRvaJvXU52KlFGDX0XwZI0Dpz6Nfbn0Z5Pv6uqIKqz5niph6440PEGYkGUVha8EWIFsV80YI0Z
ksgD0(wTL8VJ7v0we9ULB4S1NY(BifsSh1FIymv1O70IoPxkYXzewKaYJfIGV87wn29v322bNG6gQvvrsucNtQ4L2W
IZRiNHqBTndRDcyvmUVAv9VI85E7fPHChZGgce8Ecjaz)PLwj0WrG4r1kc3U9GTipQ.6999822004dcfc5396dbdf0
d2924447731928cbe64b2009907e0fd4fa834edf8ea729c12b1d2d3e73c938fb2384ab3d4c49f10ab76a0356597ef5ac7c23
c4410b3de21638e1420367f9fcb46b58c76af055a0f43eef30032fbd2b9d39000c70b510e2ba04d0c5b373d1c4527f63703a
4e3f2479324beb79fe7dc0b49116884cc&callback=geetest_1656831892905 HTTP/1.1
Host: api-na.geetest.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:45 UTC 825 IN HTTP/1.1 200 OK
Server: openresty
Date: Sat, 02 Jul 2022 22:04:45 GMT
Content-Type: text/javascript;charset=UTF-8
Content-Length: 852
Connection: close
Cache-Control: no-cache, no-store, must-revalidate
Expires: 0
Pragma: no-cache
Etag: "f5e2958ead24fb12b06e938c62f5684db022df8f"
Set-Cookie: GeeTestUser=84856acfb5ed69312bee0822cf7ac0f0; expires=Sun, 02 Jul 2023 22:04:45 GMT; Path=/

2022-07-02 22:04:45 UTC 825 IN Data Raw: 67 65 65 74 65 73 74 5f 31 36 35 36 38 33 31 38 39 32 39 30 35 28 7b 22 73 74 61 74 75 73 22 3a 20 22 73 
75 63 63 65 73 73 22 2c 20 22 64 61 74 61 22 3a 20 7b 22 74 68 65 6d 65 22 3a 20 22 77 69 6e 64 22 2c 20 22 74 68 65 
6d 65 5f 76 65 72 73 69 6f 6e 22 3a 20 22 31 2e 35 2e 38 22 2c 20 22 73 74 61 74 69 63 5f 73 65 72 76 65 72 73 22 3a 2
0 5b 22 73 74 61 74 69 63 2e 67 65 65 74 65 73 74 2e 63 6f 6d 22 2c 20 22 64 6e 2d 73 74 61 74 69 63 64 6f 77 6e 2e 71 
62 6f 78 2e 6d 65 22 5d 2c 20 22 61 70 69 5f 73 65 72 76 65 72 22 3a 20 22 61 70 69 2d 6e 61 2e 67 65 65 74 65 73 74 
2e 63 6f 6d 22 2c 20 22 6c 6f 67 6f 22 3a 20 66 61 6c 73 65 2c 20 22 66 65 65 64 62 61 63 6b 22 3a 20 22 22 2c 20 22 63 
22 3a 20 5b 31 32 2c 20 35 38 2c 20 39 38 2c 20 33 36 2c 20 34 33 2c 
Data Ascii: geetest_1656831892905({"status": "success", "data": {"theme": "wind", "theme_version": "1.5.8", "static_serv
ers": ["static.geetest.com", "dn-staticdown.qbox.me"], "api_server": "api-na.geetest.com", "logo": false, "feedback": "", "c": 
[12, 58, 98, 36, 43,

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.3 49805 13.224.103.36 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-07-02 22:04:45 UTC 826 OUT GET /static/wind/style_https.1.5.8.css HTTP/1.1
Host: static.geetest.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:45 UTC 827 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 40702
Connection: close
Date: Thu, 30 Jun 2022 04:30:46 GMT
Last-Modified: Mon, 07 Mar 2022 03:04:56 GMT
ETag: "3fb6aacfd5ae2d3894f2f00b0d5f3236"
x-amz-meta-mtime: 1585034197
Accept-Ranges: bytes
Server: AmazonS3
Vary: Accept-Encoding
Vary: Origin
X-Cache: Hit from cloudfront
Via: 1.1 6b0e09b8a7d995016df1513b4b11c17e.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: 80Wx9LxM6C1_NI53UGapIfHjah1iBg-PSGtPCt6bcznZ6y7wqdxocQ==
Age: 236040

2022-07-02 22:04:45 UTC 827 IN Data Raw: 2e 67 65 65 74 65 73 74 5f 68 6f 6c 64 65 72 2e 67 65 65 74 65 73 74 5f 77 69 6e 64 20 2e 67 65 65 74 65 73 
74 5f 73 75 63 63 65 73 73 5f 62 74 6e 20 2e 67 65 65 74 65 73 74 5f 73 75 63 63 65 73 73 5f 62 6f 78 20 2e 67 65 65 74 
65 73 74 5f 73 75 63 63 65 73 73 5f 63 6f 72 72 65 63 74 20 2e 67 65 65 74 65 73 74 5f 73 75 63 63 65 73 73 5f 69 63 6f 
6e 2c 2e 67 65 65 74 65 73 74 5f 68 6f 6c 64 65 72 2e 67 65 65 74 65 73 74 5f 77 69 6e 64 20 2e 67 65 65 74 65 73 74 5f 
6c 6f 67 6f 2c 2e 67 65 65 74 65 73 74 5f 68 6f 6c 64 65 72 2e 67 65 65 74 65 73 74 5f 77 69 6e 64 20 2e 67 65 65 74 65 
73 74 5f 73 75 63 63 65 73 73 5f 6c 6f 67 6f 2c 2e 67 65 65 74 65 73 74 5f 68 6f 6c 64 65 72 2e 67 65 65 74 65 73 74 5f 
77 69 6e 64 2e 67 65 65 74 65 73 74 5f 72 61 64 61 72 5f 
Data Ascii: .geetest_holder.geetest_wind .geetest_success_btn .geetest_success_box .geetest_success_correct .g
eetest_success_icon,.geetest_holder.geetest_wind .geetest_logo,.geetest_holder.geetest_wind .geetest_success_l
ogo,.geetest_holder.geetest_wind.geetest_radar_

2022-07-02 22:04:45 UTC 832 IN Data Raw: 79 3a 6e 6f 6e 65 20 5c 39 7d 2e 67 65 65 74 65 73 74 5f 68 6f 6c 64 65 72 2e 67 65 65 74 65 73 74 5f 77 69 
6e 64 20 2e 67 65 65 74 65 73 74 5f 73 75 63 63 65 73 73 5f 62 74 6e 20 2e 67 65 65 74 65 73 74 5f 73 75 63 63 65 73 
73 5f 62 6f 78 20 2e 67 65 65 74 65 73 74 5f 73 75 63 63 65 73 73 5f 73 68 6f 77 20 2e 67 65 65 74 65 73 74 5f 73 75 63 
63 65 73 73 5f 70 69 65 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 6c 65 66 74 3a 35 30 25 3b 74 6f 70 3a 
30 3b 62 6f 72 64 65 72 3a 32 70 78 20 73 6f 6c 69 64 20 23 38 30 44 36 41 43 3b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 
6e 6f 6e 65 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 20 31 30 30 25 20 31 30 30 25 20 30 20 2f 20 30 20 35 30 2
5 20 35 30 25 20 30 3b 77 69 64 74 68 3a 35 30 25 3b 68 65 69 67 
Data Ascii: y:none \9}.geetest_holder.geetest_wind .geetest_success_btn .geetest_success_box .geetest_success_show 
.geetest_success_pie{position:absolute;left:50%;top:0;border:2px solid #80D6AC;border-left:none;border-radius:0 100% 
100% 0 / 0 50% 50% 0;width:50%;heig

2022-07-02 22:04:45 UTC 848 IN Data Raw: 73 6f 6c 75 74 69 6f 6e 3a 20 31 2e 35 64 70 70 78 29 7b 2e 67 65 65 74 65 73 74 5f 68 6f 6c 64 65 72 2e 67 
65 65 74 65 73 74 5f 77 69 6e 64 2e 67 65 65 74 65 73 74 5f 72 61 64 61 72 5f 65 72 72 6f 72 20 2e 67 65 65 74 65 73 74 
5f 72 61 64 61 72 20 2e 67 65 65 74 65 73 74 5f 73 74 61 74 75 73 20 2e 67 65 65 74 65 73 74 5f 68 6f 6f 6b 7b 62 61 63 
6b 67 72 6f 75 6e 64 2d 73 69 7a 65 3a 33 36 32 2e 35 25 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 
30 20 36 2e 36 30 37 39 33 25 7d 7d 2e 67 65 65 74 65 73 74 5f 68 6f 6c 64 65 72 2e 67 65 65 74 65 73 74 5f 77 69 6e 64 
2e 67 65 65 74 65 73 74 5f 72 61 64 61 72 5f 65 72 72 6f 72 20 2e 67 65 65 74 65 73 74 5f 72 61 64 61 72 5f 74 69 70 7b 
63 6f 6c 6f 72 3a 23 36 36 36 7d 2e 67 65 65 74 65 73 74 
Data Ascii: solution: 1.5dppx){.geetest_holder.geetest_wind.geetest_radar_error .geetest_radar .geetest_status .geetest_
hook{background-size:362.5%;background-position:0 6.60793%}}.geetest_holder.geetest_wind.geetest_radar_error .
geetest_radar_tip{color:#666}.geetest

2022-07-02 22:04:45 UTC 864 IN Data Raw: 6f 72 20 2e 67 65 65 74 65 73 74 5f 70 61 6e 65 6c 5f 65 72 72 6f 72 5f 63 6f 64 65 20 2e 67 65 65 74 65 73 74 
5f 70 61 6e 65 6c 5f 65 72 72 6f 72 5f 63 6f 64 65 5f 74 65 78 74 7b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 30 
2e 38 29 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 70 78 3b 63 6f 6c 6f 72 3a 23 44 45 37 31 35 42 3b 74 65 78 74 2d 61 6c 
69 67 6e 3a 63 65 6e 74 65 72 7d 2e 67 65 65 74 65 73 74 5f 77 69 6e 64 2e 67 65 65 74 65 73 74 5f 70 61 6e 65 6c 20 
2e 67 65 65 74 65 73 74 5f 70 61 6e 65 6c 5f 62 6f 78 20 2e 67 65 65 74 65 73 74 5f 70 61 6e 65 6c 5f 66 6f 6f 74 65 72 
7b 62 6f 72 64 65 72 2d 74 6f 70 3a 30 2e 35 70 78 20 73 6f 6c 69 64 20 23 65 66 65 66 65 66 3b 70 61 64 64 69 6e 67 3a 
31 32 70 78 20 30 20 38 70 78 3b 77 69 64 74 68 3a 31 30 
Data Ascii: or .geetest_panel_error_code .geetest_panel_error_code_text{transform:scale(0.8);font-size:12px;co
lor:#DE715B;text-align:center}.geetest_wind.geetest_panel .geetest_panel_box .geetest_panel_footer{border-top:0.5px 
solid #efefef;padding:12px 0 8px;width:10

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
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Process

22 192.168.2.3 49807 13.224.103.36 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:45 UTC 867 OUT GET /static/wind/sprite.1.5.8.png HTTP/1.1
Host: static.geetest.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://static.geetest.com/static/wind/style_https.1.5.8.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:45 UTC 868 IN HTTP/1.1 200 OK
Content-Type: image/png
Content-Length: 3429
Connection: close
Date: Thu, 30 Jun 2022 01:25:55 GMT
Last-Modified: Mon, 07 Mar 2022 03:04:49 GMT
ETag: "b83c4eaebfa43a5d1c71d8fa4ccc6539"
x-amz-meta-mtime: 1585034201
Accept-Ranges: bytes
Server: AmazonS3
Vary: Origin
X-Cache: Hit from cloudfront
Via: 1.1 b103085320b440f2b61bad94c412ff70.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: RLS4dAgpqnsMDonuBklT--mTqTs3AtaTxy0pm8uNW7aSbA4LScp9mw==
Age: 247131

2022-07-02 22:04:45 UTC 868 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3a 00 00 01 12 08 06 00 00 00 ac 33 c6 c7 00 00 
0d 2c 49 44 41 54 78 da ed 9d 7f 6c 56 e5 15 c7 4f ed 5b 20 80 65 4b 0a b4 1b bf 06 63 99 b0 6c e9 ca 42 86 01 01 51 41 
c9 90 5f 32 24 63 0b 3f 86 0c 17 65 8b 30 58 32 d1 3f 50 58 84 f8 07 23 08 75 99 93 01 16 c4 b8 c9 18 30 70 ba 12 66 4a 
ba 2d fc 50 4b b1 d2 aa 88 4d 96 f2 b3 85 94 ee 9c f7 7e ef bb fb de de 7b 7b df b6 b8 e7 bc 7d 4e 72 f2 be bd cf bd 37 f7 
d3 e7 d7 79 ce 7d ce 79 13 a5 a5 a5 7f 21 a2 17 59 77 51 ba e4 b2 fe 95 75 2d eb 01 f7 e0 c2 85 0b 49 a3 24 58 2b 59 77 
b2 fe 91 f5 aa a7 ac 85 b5 8a 75 3f eb 6d a4 5c 04 f4 17 ac 77 b3 1e 64 bd d3 53 76 93 75 31 eb 24 d6 bd ac d3 b5 83 8a 
4c 64 bd 08 b0 ad be 73 c6 b0 7e 0c d0 bd da 41 2f b1 3e 
Data Ascii: PNGIHDR:3,IDATxlVO[ eKclBQA_2$c?e0X2?PX#u0pfJ-PKM~{{}Nr7y}y!YwQu-I$X+Ywu?m\wdSvu1$Lds~A/>

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.3 49824 15.160.254.125 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:59 UTC 872 OUT POST /js/ HTTP/1.1
Host: api-js.datadome.co
Connection: keep-alive
Content-Length: 5065
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Content-type: application/x-www-form-urlencoded
Accept: */*
Origin: https://geo.captcha-delivery.com
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://geo.captcha-delivery.com/captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&h
ash=490A8A2485BA28921F861A802754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7o
uR9vL3Qevdgn7Eqn1lLrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=
https%3A%2F%2Fwww.cma-cgm.com%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390
dde3eecf1a92ad3d5
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:59 UTC 872 OUT Data Raw: 6a 73 44 61 74 61 3d 25 37 42 25 32 32 74 74 73 74 25 32 32 25 33 41 31 35 35 2e 32 38 30 30 30 30 30 30 
30 30 36 31 36 25 32 43 25 32 32 69 66 6f 76 25 32 32 25 33 41 66 61 6c 73 65 25 32 43 25 32 32 77 64 69 66 72 6d 25 
32 32 25 33 41 66 61 6c 73 65 25 32 43 25 32 32 77 64 69 66 25 32 32 25 33 41 74 72 75 65 25 32 43 25 32 32 62 72 5f 
68 25 32 32 25 33 41 38 36 39 25 32 43 25 32 32 62 72 5f 77 25 32 32 25 33 41 31 32 38 30 25 32 43 25 32 32 62 72 5f 
6f 68 25 32 32 25 33 41 39 38 34 25 32 43 25 32 32 62 72 5f 6f 77 25 32 32 25 33 41 31 32 38 30 25 32 43 25 32 32 6e 
64 64 63 25 32 32 25 33 41 30 25 32 43 25 32 32 72 73 5f 68 25 32 32 25 33 41 31 30 32 34 25 32 43 25 32 32 72 73 5f 
77 25 32 32 25 33 41 31 32 38 30 25 32 43 25 32 32 72 73 5f 63 64 25 32 32 
Data Ascii: jsData=%7B%22ttst%22%3A155.2800000000616%2C%22ifov%22%3Afalse%2C%22wdifrm%22%3
Afalse%2C%22wdif%22%3Atrue%2C%22br_h%22%3A869%2C%22br_w%22%3A1280%2C%22br_oh%22%
3A984%2C%22br_ow%22%3A1280%2C%22nddc%22%3A0%2C%22rs_h%22%3A1024%2C%22rs_w%22%3A1
280%2C%22rs_cd%22
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2022-07-02 22:04:59 UTC 877 IN HTTP/1.1 200 OK
Date: Sat, 02 Jul 2022 22:04:59 GMT
Content-Type: application/json;charset=utf-8
Content-Length: 240
Connection: close
Server: DataDome
Access-Control-Allow-Origin: *
Pragma: no-cache
Cache-Control: no-cache, no-store, must-revalidate
Expires: 0

2022-07-02 22:04:59 UTC 878 IN Data Raw: 7b 22 73 74 61 74 75 73 22 3a 32 30 30 2c 22 63 6f 6f 6b 69 65 22 3a 22 64 61 74 61 64 6f 6d 65 3d 66 6a 55 
62 43 75 31 4a 64 36 35 50 42 72 61 7e 74 4d 6b 30 41 68 44 32 6a 44 61 61 4e 6f 7a 36 44 63 2e 5a 6e 34 70 46 5f 39 
6b 44 47 75 79 46 78 59 33 74 35 4b 68 63 46 7e 32 6a 70 67 4c 76 56 31 71 30 4a 37 59 36 53 4c 66 46 42 6d 33 4b 51 
69 4c 57 41 67 65 4f 64 63 50 2e 6f 68 6c 42 32 69 36 62 46 4f 6f 6f 7a 4d 47 56 69 65 66 6d 46 78 32 36 43 43 35 6d 74 
4a 39 4c 4e 30 75 3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 33 36 30 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 63 61 70 74 63 
68 61 2d 64 65 6c 69 76 65 72 79 2e 63 6f 6d 3b 20 50 61 74 68 3d 2f 3b 20 53 65 63 75 72 65 3b 20 53 61 6d 65 53 69 
74 65 3d 4c 61 78 22 7d 
Data Ascii: {"status":200,"cookie":"datadome=fjUbCu1Jd65PBra~tMk0AhD2jDaaNoz6Dc.Zn4pF_9kDGuyFxY3t5Kh
cF~2jpgLvV1q0J7Y6SLfFBm3KQiLWAgeOdcP.ohlB2i6bFOoozMGViefmFx26CC5mtJ9LN0u; Max-Age=31536000; 
Domain=.captcha-delivery.com; Path=/; Secure; SameSite=Lax"}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49739 152.199.21.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:26 UTC 5 OUT GET /Images/signin-cmacgm.jpg HTTP/1.1
Host: www.cma-cgm.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: iframe
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-02 22:04:26 UTC 5 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Age: 9214606
Cache-Control: public,max-age=31536000
Content-Security-Policy-Report-Only: default-src 'self' 'unsafe-inline' 'unsafe-eval' *.google.com *.googletagmanager.com 
https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com *.cedexis.c
om *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com *.ratebase.net 
*.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.com:*;connect-src 'self' 
blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.gstatic.com https:/
/recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.cedexis.com *.doubleclick.net *.google.com *.googletagm
anager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com 
*.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com 
*.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.co
m:*;worker-src 'self' blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.g
static.com https://recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net *.google.com *.google
tagmanager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.o
netrust.com *.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-
group.com *.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cg
m.com:* ;script-src-elem 'self' 'unsafe-inline' blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-r
adar.net *.datadome.co *.gstatic.com https://recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net 
*.google.com *.googletagmanager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-a
nalytics.com *.onetrust.com *.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brig
htcove.net *.cmacgm-group.com *.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com 
recaptcha.net *.cma-cgm.com:*;font-src 'self' blob: *.gstatic.com data:; img-src * 'self' *.walkmeusercontent.com ht
tps://www.google-analytics.com *.matomo.cloud *.datadome.co *.gstatic.com *.googleapis.com data: https:;frame-src 'self' 
blob: https://cloudvideocenter-cma-cgm-front-pad.brainsonic.com https://bcove.video https://recaptcha.net www.recaptcha
.net *.brightcove.net *.google.com *.docusign.net service.force.com *.force.com *.docusign.com *.cma-cgm.com:* 
*.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.gstatic.com https://recaptch
a.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net;style-src-elem 'self' 'unsafe-inline' blob: *.ma
tomo.cloud *.datadome.co *.gstatic.com *.googleapis.com *.google.com *.googletagmanager.com https://www.recapt
cha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com *.cedexis.com *.walkm
eusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com *.ratebase.net *.cma-
cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.com:*;
Content-Type: image/jpeg
Date: Sat, 02 Jul 2022 22:04:26 GMT
Etag: "088504a35d81:0"
Last-Modified: Fri, 11 Mar 2022 13:14:56 GMT
Server: ECAcc (frc/8FCB)
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: HIT
X-Content-Type-Options: nosniff
X-UA-Compatible: IE=Edge
Content-Length: 75040
Connection: close

2022-07-02 22:04:26 UTC 9 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 3f 00 00 ff e1 03 2b 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 
30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 
7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 
6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 
33 2d 63 30 31 31 20 36 36 2e 31 34 35 36 36 31 2c 20 32 30 31 32 2f 30 32 2f 30 36 2d 31 34 3a 35 36 3a 32 37 20 20 
20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Ducky?+http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.3-c011 66.145661, 2012/02/06-14:56:27        "> <rdf:RDF 
xm

2022-07-02 22:04:26 UTC 21 IN Data Raw: 15 a0 8d 14 12 22 2c a1 59 2a a3 24 2d 32 99 04 c8 a5 41 04 52 a0 40 0a 36 d3 32 20 41 10 90 ac 90 ab 2c 
98 aa 32 da 6a 81 08 16 40 85 15 a0 5d 04 ea 56 9a 44 1c 15 44 80 50 5a a0 1d 51 15 51 9e 68 81 14 e8 81 53 17 52 21 
45 4a 34 d3 e8 88 95 42 a2 ad cc 88 1d 17 42 a8 3e 28 89 02 00 51 a8 59 0c 45 50 f1 0a 52 32 42 ac b2 42 0c 90 55 01 0
a 04 2a 16 43 08 59 6a 17 54 d2 a5 21 1a a9 8a 8a a8 b9 6a aa 25 01 aa 09 d5 01 28 8c 95 44 51 10 64 53 a7 24 25 4a 
62 e9 41 6a 95 63 40 a8 22 a8 b4 41 28 80 ea aa 32 42 d3 21 90 4c 8a 54 10 45 4a 0d 06 51 a2 c8 22 a8 9b 45 00 42 ac 
b2 46 a8 32 41 54 0c a0 42 a1 50 c2 14 69 a0 55 35 29 48 46 a8 a8 a2 25 50 28 24 13 aa 02 88 c9 55 11 41 06 45 20 a1 
2a 53 14 a0 9c a9 56 34 0a 09 51 04 44 ea 08 97 45 d1 a2 a8 50 48 26 d1 45 
Data Ascii: ",Y*$-2AR@62 A,2j@]VDDPZQQhSR!EJ4BB>(QYEPR2BBU*CYjT!j%(DQdS$%JbAjc@"A(2B!LTEJQ
"EBF2ATBPiU5)HF%P($UAE *SV4QDEPH&E

2022-07-02 22:04:26 UTC 37 IN Data Raw: 55 49 e5 16 2f 20 06 f0 03 ae 1e 3e 53 e6 ae 9c a7 f0 8f 9f da 3b b7 68 a7 1c e1 e7 e2 46 f3 65 9b a5 90 6d b2 
a9 6c 8e a6 0c 01 04 1f 82 f5 5f b3 8c 73 a7 23 06 de f7 0b 30 a0 69 c7 36 c3 a5 4c e6 2c 9c 75 1c 64 d1 7d 7c 94 f3 7f fc 
ea f8 ff 00 ce 3f 6b db fb cf 68 c2 f7 3f 79 97 7a ed 67 27 bb 5d 99 d5 a7 2e b8 c5 eb 8e d1 ba 22 01 bf 17 c1 7e 53 cb e5 
e5 26 3f 69 f8 5f 8d c2 e5 b8 fc 67 bc 7f cb 03 bb bf 63 ae 54 83 66 ec 9a 58 8d 92 2c f1 d4 b7 e2 04 e9 c1 7d 6f c4 e5 ce 
f0 fe 4f 85 ff 00 4b 87 8f 8f 93 38 3b 7b b6 10 1e e6 c8 18 fb eb 84 cd 5d 38 4c 89 c8 13 5c 46 b2 d3 9a fa 1f 8d 3f 83 e5 
79 6f f2 76 ee 1d af dd 3d bb 0a 51 c9 aa e1 8f 5c 41 c9 9b 59 d3 02 4c 62 24 5c c5 b8 11 c9 74 e3 25 ac dd c7 9e 38 d8 
f2 f6 dd f9 f3 ae b9 65 d5 93 5d 55 4b 74 
Data Ascii: UI/ >S;hFeml_s#0i6L,ud}|?kh?yzg']."~S&?i_gcTfX,}oOK8;{]8L\F?yov=Q\AYLb$\t%8e]UKt

2022-07-02 22:04:26 UTC 53 IN Data Raw: f4 4c 80 e7 58 06 98 94 07 e6 c7 ef 43 a0 19 96 39 3f 2b 4f d2 0f de 87 46 4e 7c 83 81 87 47 99 20 bf e9 55 3a 
30 7b 84 e4 34 c3 a4 0f 20 7e f4 5e 8c 9c c9 b7 fe 52 b2 0f 91 fb d1 31 ce 5d c4 87 1f 27 49 61 ae 87 ef 57 13 60 f9 f9 cc 
6e 38 94 81 e0 01 fb d3 0e 8c 7f 52 94 9c 7c a5 31 03 4d 01 fb d5 bc 52 58 d0 cf 97 fd 9d 5f 40 2e 7e d5 17 a3 23 3a 43 4f 
93 a8 9e 4e 0f de a9 90 1e e3 37 61 89 48 f1 d0 fd e9 89 b0 7f 50 90 1f f9 4a 7e 2c 7e f5 70 d8 3f a9 46 21 be 52 b3 2f 10 
0f de 98 9b 19 f9 f2 1c 9c 4a 9b c2 40 fd ea e1 d1 1e e3 30 34 c4 a5 cf 91 fb d3 0d 83 fa 84 a3 a1 c4 a5 cf 32 0f de 98 6c 
67 fa 81 77 f9 4a 64 7c c1 fb d5 c3 62 96 6c 9c 1f 94 af 4f 22 df a5 0e 83 fa 93 6b f2 74 b7 81 07 ef 4c a7 44 3b 84 f4 27 
16 96 f8 1f bd 30 d8 d0 ee 12 e3 f2 94 
Data Ascii: LXC9?+OFN|G U:0{4 ~^R1]'IaW`n8R|1MRX_@.~#:CON7aHPJ~,~p?F!R/J@042lgwJd|blO"ktLD;'0

Timestamp
kBytes
transferred

Direction Data
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2022-07-02 22:04:26 UTC 69 IN Data Raw: 37 0f f1 d1 46 a4 70 ae 53 8c c8 b0 42 52 8b b6 d8 ed 6d 5c 31 6d 7e 95 31 d3 96 47 af 14 9c eb ea c5 c7 f4 
e5 64 ce 35 d7 12 58 19 48 81 b7 d5 e2 55 b7 1c 67 1d 19 32 f9 5c 9b 71 73 23 0d f8 f6 4a ab 46 e1 e9 9c 0e d2 00 f8 8e 
2a ce 5a b7 c7 63 74 e5 55 32 3a 20 fa 80 71 08 80 ff 00 02 4a ba cd e1 ee ed d4 99 98 06 12 00 e9 ea 20 92 07 27 76 4d 
4e d7 59 f4 c1 8c a7 54 e3 20 ef ea e2 e3 40 fc 96 71 77 23 cd 79 ac cc 81 33 54 b4 24 40 99 11 a6 9a ab 48 a5 71 98 88 
84 a5 29 78 4d fe b6 28 d6 2b 2d 2d 18 6d b2 1e 90 66 4f e1 77 e4 90 c7 21 09 6c 32 62 3c 03 47 9f 37 29 8b a1 f2 a0 0c 
e9 85 b3 11 1a 1d 1c 14 59 25 71 ab 32 f9 91 2b 77 c0 8d 76 ef dc 1c 71 27 82 cc d6 b9 49 1e 81 6c ee 69 55 23 64 f8 c2 
b2 0b b9 5b f4 71 c1 3b 2d 85 92 aa d1 65 33 8b 38 da c4 
Data Ascii: 7FpSBRm\1m~1Gd5XHUg2\qs#JF*ZctU2: qJ 'vMNYT @qw#y3T$@Hq)xM(+--mfOw!l2b<G7)Y%q2+wvq'IliU#
d[q;-e38

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49749 193.109.119.57 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:27 UTC 82 OUT GET /assets/images/ecom/favico/cmacgm.png HTTP/1.1
Host: auth.cma-cgm.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:27 UTC 82 IN HTTP/1.1 200 OK
Date: Sat, 02 Jul 2022 22:04:27 GMT
Set-Cookie: dtCookie=v_4_srv_3_sn_9A62131A733AB2F068354AF9DA4E1B2F_perc_100000_ol_0_mul_1_app-3Ac276
214421dd42e9_0_rcs-3Acss_0; Path=/; Domain=.cma-cgm.com
X-OneAgent-JS-Injection: true
Referrer-Policy: origin
Content-Security-Policy: frame-ancestors 'self' https://*.cma-cgm.com ;
Last-Modified: Mon, 25 Apr 2022 16:05:43 GMT
Content-Type: image/png
Cache-Control: max-age=0, must-revalidate
Content-Length: 192
Connection: close
Set-Cookie: TS01121815=01d4e8f3f56d2dce9a3b503f1dda35d7a5736b0c0ed156a01f61e35eca55e310b2a1285a1f40e
6d302db84a8524553bc5e539bd3dd; Path=/
Set-Cookie: TS01280c6f=01d4e8f3f56d2dce9a3b503f1dda35d7a5736b0c0ed156a01f61e35eca55e310b2a1285a1f40e
6d302db84a8524553bc5e539bd3dd; path=/; domain=.cma-cgm.com
Set-Cookie: f5avraaaaaaaaaaaaaaaa_session_=CDEOENFGBKNNHOPJKLFGNLPMIJFOKIFABCILACDGINCEPDO
ACBNHJFBJGJAFBLIEBGKDJPMBAAINHIMCPGBALMOCKMCAPBDANFPCLODPDDDCDIAHKEIOKGHPPJLINHFC; 
HttpOnly

2022-07-02 22:04:27 UTC 83 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 11 00 00 00 10 08 02 00 00 00 7f 53 03 08 00 00 
00 87 49 44 41 54 38 cb e5 92 31 0e 40 40 14 44 ff 09 b8 c1 66 0b a7 71 83 ed f7 20 a2 54 29 5c 81 13 28 75 5a c5 d6 12 
1a a1 a3 96 20 4f 4d 14 d4 26 d3 be 64 66 32 c2 77 c9 3f 98 e3 a0 ae 89 63 c2 90 20 c0 f3 10 c1 f7 31 e6 89 99 67 a2 08 
a5 10 b9 5b 6b 86 e1 ca ec 3b 49 82 d6 18 43 96 51 55 38 47 db d2 34 94 25 69 ca 34 5d b3 8d 23 d6 92 e7 ac eb bb 3e 
7d 4f 51 b0 6d af 37 58 16 9c fb b8 5b d7 fd fd 3b 27 5e cc 04 98 ae 43 90 58 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDRSIDAT81@@Dfq T)\(uZ OM&df2w?c 1g[k;ICQU8G4%i4]#>}OQm7X[;'^CXIENDB`

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49760 152.199.21.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:28 UTC 84 OUT GET /Images/signin-cmacgm.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.cma-cgm.com
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2022-07-02 22:04:28 UTC 84 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Age: 9214608
Cache-Control: public,max-age=31536000
Content-Security-Policy-Report-Only: default-src 'self' 'unsafe-inline' 'unsafe-eval' *.google.com *.googletagmanager.com 
https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com *.cedexis.c
om *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com *.ratebase.net 
*.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.com:*;connect-src 'self' 
blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.gstatic.com https:/
/recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.cedexis.com *.doubleclick.net *.google.com *.googletagm
anager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com 
*.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com 
*.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.co
m:*;worker-src 'self' blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.g
static.com https://recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net *.google.com *.google
tagmanager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.o
netrust.com *.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-
group.com *.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cg
m.com:* ;script-src-elem 'self' 'unsafe-inline' blob: *.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-r
adar.net *.datadome.co *.gstatic.com https://recaptcha.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net 
*.google.com *.googletagmanager.com https://www.recaptcha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-a
nalytics.com *.onetrust.com *.cedexis.com *.walkmeusercontent.com *.force.com *.salesforceliveagent.com *.brig
htcove.net *.cmacgm-group.com *.ratebase.net *.cma-cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com 
recaptcha.net *.cma-cgm.com:*;font-src 'self' blob: *.gstatic.com data:; img-src * 'self' *.walkmeusercontent.com ht
tps://www.google-analytics.com *.matomo.cloud *.datadome.co *.gstatic.com *.googleapis.com data: https:;frame-src 'self' 
blob: https://cloudvideocenter-cma-cgm-front-pad.brainsonic.com https://bcove.video https://recaptcha.net www.recaptcha
.net *.brightcove.net *.google.com *.docusign.net service.force.com *.force.com *.docusign.com *.cma-cgm.com:* 
*.matomo.cloud *.cedexis-radar.net *.contentsquare.net *.cedexis-radar.net *.datadome.co *.gstatic.com https://recaptch
a.net *.googleapis.com *.doubleclick.net *.gstatic.cn *.doubleclick.net;style-src-elem 'self' 'unsafe-inline' blob: *.ma
tomo.cloud *.datadome.co *.gstatic.com *.googleapis.com *.google.com *.googletagmanager.com https://www.recapt
cha.net *.gstatic.com *.cookielaw.org *.walkme.com *.google-analytics.com *.onetrust.com *.cedexis.com *.walkm
eusercontent.com *.force.com *.salesforceliveagent.com *.brightcove.net *.cmacgm-group.com *.ratebase.net *.cma-
cgm.com *.limonetik.com *.limonetikqualif.com *.googleapis.com recaptcha.net *.cma-cgm.com:*;
Content-Type: image/jpeg
Date: Sat, 02 Jul 2022 22:04:28 GMT
Etag: "088504a35d81:0"
Last-Modified: Fri, 11 Mar 2022 13:14:56 GMT
Server: ECAcc (frc/8FCB)
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Cache: HIT
X-Content-Type-Options: nosniff
X-UA-Compatible: IE=Edge
Content-Length: 75040
Connection: close

2022-07-02 22:04:28 UTC 87 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 3f 00 00 ff e1 03 2b 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 
30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 
7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 
6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 
33 2d 63 30 31 31 20 36 36 2e 31 34 35 36 36 31 2c 20 32 30 31 32 2f 30 32 2f 30 36 2d 31 34 3a 35 36 3a 32 37 20 20 
20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Ducky?+http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.3-c011 66.145661, 2012/02/06-14:56:27        "> <rdf:RDF 
xm

2022-07-02 22:04:28 UTC 103 IN Data Raw: e0 53 65 d4 d2 01 b8 d4 05 92 8e d8 89 12 2b e2 da 85 7b b2 31 66 d7 1e e3 8f dd 2b ae cb b3 28 9d 55 1d d0 
06 55 74 e1 ac 0b 36 d0 22 e4 6a 96 f4 e8 b3 d4 fb 6b bc f7 ae dd db ea c5 ed b7 4e 15 dd 13 2b 2a 8e d9 09 72 d6 33 0c 
78 24 9b 3a 9c af 57 6e fd df 27 dc fb 7d b8 f6 55 08 c6 9a e5 2a ae e8 c2 17 cb 84 76 d9 28 16 db a3 81 e2 b3 66 46 b8 
dd af 8b d9 2d 80 a1 8c c4 65 ba 7a 12 dc 82 e9 e1 b3 19 f2 ce af d2 f6 51 d8 2c a4 9e ed 3b 23 70 8f f2 a5 1a a3 7d 5c 
03 09 c5 e3 2f 1e 6b 7c b7 e8 e7 17 73 ec dd b3 02 b1 66 2e 6c 6e ba 53 11 96 34 61 65 36 46 26 04 ee 2f e9 60 43 2b 
c2 ef d0 e5 31 f0 7b ee e8 f6 fc 61 d5 94 e2 6d 94 ba 72 20 88 9d a3 51 f1 5c bc f3 ab af 85 ed ed bb 86 2d 11 0c 7d 00 f1 
6e 01 d7 4e 1e 8e 7c fd 5f a8 c7 f7 2f 70 e8 c2 5d cb 1e 
Data Ascii: Se+{1f+(UUt6"jkN+*r3x$:Wn'}U*v(fF-ezQ,;#p}\/k|sf.lnS4ae6F&/`C+1{amr Q\-}nN|_/p]

2022-07-02 22:04:28 UTC 119 IN Data Raw: aa 1d 
Data Ascii: 

2022-07-02 22:04:28 UTC 119 IN Data Raw: ea 0b 7a 0d 8b 02 a3 5d 50 14 07 54 2a 2e aa 03 a8 80 ea 20 ba 88 2e a2 0f cc ee 72 57 ad 53 aa 98 9c fd 08 
24 08 3e 28 07 d5 0c 45 d1 64 00 f8 28 62 12 20 2a 27 41 39 f8 a8 07 65 55 e6 ce ee 18 5d b3 1c e6 67 df 0c 5c 71 28 c0 
db 6c 84 62 25 32 d1 0e 7c 4a cd ab 23 fc f3 f9 a5 dc fb 67 7e f7 46 6e 57 68 84 4d 58 a6 34 59 91 02 e2 f9 c4 7a a6 39 
79 2f 2f 93 f9 7a 3b f8 e5 8f c4 30 5e 67 76 65 17 f8 a8 ae 53 1b 75 50 7e cf d8 df 97 3d c3 de 18 96 77 0e db 74 2f 18 4f 
3c dc 6a c8 eb 42 a0 1d e2 09 1b 89 e0 dc 94 ef c3 35 fb ab e1 81 2c 1c 3f cb 4e e3 db ce 1e 46 44 2b ca c6 c9 77 85 46 
44 c6 76 4e 03 d5 26 80 e0 59 ce aa 71 e7 f5 4b 1f ca 7d c5 89 db 3b 77 78 cb c1 ed 19 12 cd c3 c5 b0 d5 5e 5c c0 8f 57 
6e 86 42 20 96 04 f0 d5 6e 72 d8 98 f9 8f cd 55 1c f5 
Data Ascii: z]PT*. .rWS$>(Ed(b *'A9eU]g\q(lb%2|J#g~FnWhMX4Yz9y//z;0^gveSuP~=wt/O<jB5,?NFD+wFDvN&YqK}
;wx^\WnB nrU

2022-07-02 22:04:28 UTC 135 IN Data Raw: 84 c4 ad c2 f2 34 ea 16 f1 21 4c 6b 5d a1 70 3f be 54 c5 d7 a6 ab 80 6f 59 fa 96 6c 6a 57 e5 e7 38 90 58 e8 79 
85 8c 5d 73 33 6f c3 17 f8 f1 57 06 77 88 b9 6d d2 f0 65 a6 50 ea 10 0c 62 75 d4 c4 e8 15 5b 63 a7 56 52 88 13 81 80 e0 
22 07 3f 17 f3 50 e8 81 b2 25 88 21 b9 ea 54 c5 d1 19 5a 0b 91 b8 1f 13 aa 98 ba e9 38 89 44 4c 07 90 d0 f0 fd 4a 42 d6 
5e 00 3d 83 51 a7 05 71 25 3d 5d 85 a5 a0 3c 1c 29 da 69 06 02 5a 0d ba 71 23 57 e7 c1 3b 4d 7a 6b c8 94 60 18 70 e6 
b9 f2 8d ca a5 95 21 1d 43 3f 12 b3 8d 77 39 ca f9 fc 48 f0 4c 35 ce 56 4c 8e 25 9d fe 95 8b 1a 9c 9c 2c 86 f9 12 e5 bc 79 
ac de 0b dc f3 4b 1e 32 97 02 7c 7e 2b 17 c5 2a f7 1f 96 aa 25 a4 fc 35 21 62 f8 9a ee 1f 2b 0d ac 06 af a4 b8 69 f0 59 be 
18 77 b9 cb 1a 3c 40 d0 68 42 7c 47 73 32 c6 81 0e 
Data Ascii: 4!Lk]p?ToYljW8Xy]s3oWwmePbu[cVR"?P%!TZ8DLJB^=Qq%=]<)iZq#W;Mzk`p!C?w9HL5VL%,yK2|~+*%5!b+i
Yw<@hB|Gs2

Timestamp
kBytes
transferred

Direction Data
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2022-07-02 22:04:28 UTC 151 IN Data Raw: 12 b6 e9 47 69 94 99 9c f0 52 71 91 d2 f9 ad 71 a2 38 51 3e bd ef 02 5f a7 13 37 90 e6 5c 15 72 33 df 79 5c 
74 8e 49 17 7e fe c9 11 11 1b 6b 11 80 72 da 92 58 25 a7 65 f7 66 dc db 35 85 10 37 6c 91 1c 62 62 00 d1 e3 cd 3b be cb 
3c 79 f5 73 cc 80 a7 b7 d1 70 c9 b2 dc 9b e6 7e 67 18 42 50 ae b8 83 e9 6b 49 69 13 e0 02 e7 79 72 f6 76 e1 c3 87 d6 
93 dd a5 fd 36 7d a7 17 1b 7d e7 24 5e 73 a7 39 09 f4 a3 59 8f 44 03 a8 89 91 73 ae ba 2e 53 8f 2e ed 77 bd 92 63 c5 0c 
8e e1 5d 92 89 a2 a0 67 a3 10 e7 eb d5 75 97 9b 95 e1 e3 7d 08 d4 4d 02 37 e3 0f 99 70 21 5d 46 31 78 b6 b2 24 9d da 
7f ab f4 ab 2d fa b8 f2 e1 3e 8c 59 3b 21 06 85 42 36 40 81 ac eb 98 d7 cb 8a ba 76 74 75 1d c2 2c 6b b6 51 dd 2d 38 44 
1f ae 23 6a d6 e3 9f 65 bd 7e 8e d2 b0 1a e1 4f f2 8c 63 eb 13 
Data Ascii: GiRqq8Q>_7\r3y\tI~krX%ef57lbb;<ysp~gBPkIiyrv6}}$^s9YDs.S.wc]gu}M7p!]F1x$->Y;!B6@vtu,kQ-8D#je~Oc

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49764 193.109.119.57 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:28 UTC 161 OUT GET /assets/images/ecom/favico/cmacgm.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: auth.cma-cgm.com

2022-07-02 22:04:28 UTC 161 IN HTTP/1.1 200 OK
Date: Sat, 02 Jul 2022 22:04:28 GMT
Set-Cookie: dtCookie=v_4_srv_8_sn_0308857D6DE44104726326D28DB09C9F_perc_100000_ol_0_mul_1_app-3Ac276
214421dd42e9_0_rcs-3Acss_0; Path=/; Domain=.cma-cgm.com
X-OneAgent-JS-Injection: true
Referrer-Policy: origin
Content-Security-Policy: frame-ancestors 'self' https://*.cma-cgm.com ;
Last-Modified: Mon, 25 Apr 2022 16:05:43 GMT
Content-Type: image/png
Cache-Control: max-age=0, must-revalidate
Content-Length: 192
Connection: close
Set-Cookie: TS01121815=01d4e8f3f55f9bac5cc619dcd2d542e704e167ba4cb913213f4ea84a8c95a40811be5177b3089
b870276560d0df4f81bb7e4148d76; Path=/
Set-Cookie: TS01280c6f=01d4e8f3f55f9bac5cc619dcd2d542e704e167ba4cb913213f4ea84a8c95a40811be5177b3089
b870276560d0df4f81bb7e4148d76; path=/; domain=.cma-cgm.com
Set-Cookie: f5avraaaaaaaaaaaaaaaa_session_=HCLALEKFKIHFDJAKIJKDDAMOFJKHBAFLENPODLGIACOMEDC
DOILJPCAMJNBNFPEPBIEDCANLBAFPCIDAOCOAIGNMKMDJGAGHJANNFFKMEHBOOHOODHJHGOHNINDOMHK
C; HttpOnly

2022-07-02 22:04:28 UTC 162 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 11 00 00 00 10 08 02 00 00 00 7f 53 03 08 00 00 
00 87 49 44 41 54 38 cb e5 92 31 0e 40 40 14 44 ff 09 b8 c1 66 0b a7 71 83 ed f7 20 a2 54 29 5c 81 13 28 75 5a c5 d6 12 
1a a1 a3 96 20 4f 4d 14 d4 26 d3 be 64 66 32 c2 77 c9 3f 98 e3 a0 ae 89 63 c2 90 20 c0 f3 10 c1 f7 31 e6 89 99 67 a2 08 
a5 10 b9 5b 6b 86 e1 ca ec 3b 49 82 d6 18 43 96 51 55 38 47 db d2 34 94 25 69 ca 34 5d b3 8d 23 d6 92 e7 ac eb bb 3e 
7d 4f 51 b0 6d af 37 58 16 9c fb b8 5b d7 fd fd 3b 27 5e cc 04 98 ae 43 90 58 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDRSIDAT81@@Dfq T)\(uZ OM&df2w?c 1g[k;ICQU8G4%i4]#>}OQm7X[;'^CXIENDB`

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49780 152.199.21.98 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:40 UTC 162 OUT GET / HTTP/1.1
Host: www.cma-cgm.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-07-02 22:04:41 UTC 163 IN HTTP/1.1 403 Forbidden
Accept-CH: Sec-CH-UA,Sec-CH-UA-Mobile,Sec-CH-UA-Platform,Sec-CH-UA-Arch,Sec-CH-UA-Full-Version-List,Sec-CH-
UA-Model,Sec-CH-Device-Memory
Accept-CH: Sec-CH-UA,Sec-CH-UA-Mobile,Sec-CH-UA-Platform,Sec-CH-UA-Arch,Sec-CH-UA-Full-Version-List,Sec-CH-
UA-Model,Sec-CH-Device-Memory
Cache-Control: max-age=0, private, no-cache, no-store, must-revalidate
Charset: utf-8
Content-Type: text/html;charset=utf-8
Date: Sat, 02 Jul 2022 22:04:41 GMT
Pragma: no-cache
Server: DataDome
Set-Cookie: datadome=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7ouR9vL3Qevdgn7Eqn1l
LrTo6tnHTMgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1; Max-Age=31536000; Domain=.cma-cgm.com; P
ath=/; Secure; SameSite=Lax
X-DataDome: protected
X-DataDome-botfamily: bad_bot
X-DataDome-botname: Recent proxies suspicious server-side fingerprint
X-DataDome-captchapassed: 0
X-DataDome-Charset: utf-8
X-DataDome-CID: AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug==
X-DataDome-headers: X-DataDome Accept-CH Content-Type Charset Cache-Control Pragma Accept-CH X-DataDome-
CID Set-Cookie
X-DataDome-isbot: 1
X-DataDome-request-headers: X-DataDome-botname X-DataDome-botfamily X-DataDome-isbot X-DataDome-capt
chapassed X-DataDome-ruletype X-DataDome-requestid
X-DataDome-requestid: dd3257bd-6ce4-921b-fe05-d2086b174fb3
X-DataDome-ruletype: AI Threats Detection
X-DataDomeResponse: 403
Content-Length: 531
Connection: close

2022-07-02 22:04:41 UTC 164 IN Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 63 6d 61 2d 63 67 6d 2e 63 6f 6d 3c 2f 74 69 74 6c 
65 3e 3c 73 74 79 6c 65 3e 23 63 6d 73 67 7b 61 6e 69 6d 61 74 69 6f 6e 3a 20 41 20 31 2e 35 73 3b 7d 40 6b 65 79 66 
72 61 6d 65 73 20 41 7b 30 25 7b 6f 70 61 63 69 74 79 3a 30 3b 7d 39 39 25 7b 6f 70 61 63 69 74 79 3a 30 3b 7d 31 30 
30 25 7b 6f 70 61 63 69 74 79 3a 31 3b 7d 7d 3c 2f 73 74 79 6c 65 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 20 73 74 79 6c 
65 3d 22 6d 61 72 67 69 6e 3a 30 22 3e 3c 70 20 69 64 3d 22 63 6d 73 67 22 3e 50 6c 65 61 73 65 20 65 6e 61 62 6c 65 
20 4a 53 20 61 6e 64 20 64 69 73 61 62 6c 65 20 61 6e 79 20 61 64 20 62 6c 6f 63 6b 65 72 3c 2f 70 3e 3c 73 63 72 69 
70 74 3e 76 61 72 20 64 64 3d 7b 27 63 69 64 27 3a 27 41 48 72 6c 71 
Data Ascii: <html><head><title>cma-cgm.com</title><style>#cmsg{animation: A 1.5s;}@keyframes A{0%{opacity:0;}99%
{opacity:0;}100%{opacity:1;}}</style></head><body style="margin:0"><p id="cmsg">Please enable JS and disable any ad 
blocker</p><script>var dd={'cid':'AHrlq

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49782 13.224.103.115 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:41 UTC 164 OUT GET /c.js HTTP/1.1
Host: ct.captcha-delivery.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.cma-cgm.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:41 UTC 165 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Content-Length: 6472
Connection: close
Date: Sat, 02 Jul 2022 18:01:16 GMT
Last-Modified: Mon, 02 May 2022 06:07:35 GMT
ETag: "348ca0bb3c938bc9d2ee817813290835"
Accept-Ranges: bytes
Server: AmazonS3
X-Cache: Hit from cloudfront
Via: 1.1 449f2b51e83bf8ba5fa5e65ce60bc276.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: ZRH50-C1
X-Amz-Cf-Id: HYrKR9Cev32AbdTqb0n3gzaK_-gzvzAKTQHp9tDqPH8eru6ZCmFSWw==
Age: 14606

Copyright Joe Security LLC 2022 Page 74 of 77



2022-07-02 22:04:41 UTC 165 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 0a 7b 0a 20 20 20 20 76 61 72 20 6e 6f 53 63 72 69 70 74 4d 65 73 73 61 67 
65 45 6c 65 6d 65 6e 74 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 27 63 6d 73 
67 27 29 3b 0a 20 20 20 20 76 61 72 20 6e 6f 53 63 72 69 70 74 4d 65 73 73 61 67 65 54 65 78 74 20 3d 20 6e 6f 53 63 
72 69 70 74 4d 65 73 73 61 67 65 45 6c 65 6d 65 6e 74 20 3f 20 6e 6f 53 63 72 69 70 74 4d 65 73 73 61 67 65 45 6c 65 6
d 65 6e 74 2e 69 6e 6e 65 72 54 65 78 74 20 3a 20 27 27 3b 0a 20 20 20 20 76 61 72 20 67 65 74 52 65 66 65 72 65 72 
51 75 65 72 79 50 61 72 61 6d 53 74 72 69 6e 67 20 3d 20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0a 20 20 20 20 20 20 20 
20 74 72 79 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 76 61 72 20 70 
Data Ascii: (function(){    var noScriptMessageElement = document.getElementById('cmsg');    var noScriptMessageText = 
noScriptMessageElement ? noScriptMessageElement.innerText : '';    var getRefererQueryParamString = function() {        
try {            var p

2022-07-02 22:04:41 UTC 168 IN Data Raw: 6e 74 42 79 49 64 28 22 6e 6f 69 66 72 61 6d 65 22 29 3b 61 26 26 61 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 
65 6d 6f 76 65 43 68 69 6c 64 28 61 29 7d 76 61 72 20 69 6e 69 74 69 61 6c 54 69 6d 65 3d 28 6e 65 77 20 44 61 74 65 
29 2e 67 65 74 54 69 6d 65 28 29 3b 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 69 73 49 66 72 
61 6d 65 4c 6f 61 64 65 64 7c 7c 28 6e 65 77 20 44 61 74 65 29 2e 67 65 74 54 69 6d 65 28 29 2d 69 6e 69 74 69 61 6c 5
4 69 6d 65 3e 6d 61 78 54 69 6d 65 6f 75 74 4d 73 26 26 28 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 69 6e 6e 65 72 48 
54 4d 4c 3d 5c 27 3c 64 69 76 20 69 64 3d 22 6e 6f 69 66 72 61 6d 65 22 3e 27 2b 20 6e 6f 53 63 72 69 70 74 4d 65 73 
73 61 67 65 54 65 78 74 20 2b 20 27 3c 2f 64 69 76 3e 5c 27 2b 64 6f 
Data Ascii: ntById("noiframe");a&&a.parentNode.removeChild(a)}var initialTime=(new Date).getTime();setTimeout(
function(){isIframeLoaded||(new Date).getTime()-initialTime>maxTimeoutMs&&(document.body.innerHTML=\'<div id="
noiframe">'+ noScriptMessageText + '</div>\'+do

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49783 15.161.117.65 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-07-02 22:04:41 UTC 172 OUT GET /captcha/?initialCid=AHrlqAAAAAMArtYQMyDW4e8AVBE0Ug%3D%3D&hash=490A8A2485BA28921F861A8
02754DD&cid=FEY5tb7dPG5UbSTpt-_t5HLx-spNa8mUmaxj2mfn.DuL7~dry7ouR9vL3Qevdgn7Eqn1lLrTo6tnHT
MgPmiQp.r~~fotEl~qeRY-4E2C_EyMSxKpTGl7A7t0yO_P1n1&t=fe&referer=https%3A%2F%2Fwww.cma-cgm.c
om%2F&s=39232&e=780f21e70762d08ade6338357e438d98c48990f440d7390dde3eecf1a92ad3d5 HTTP/1.1
Host: geo.captcha-delivery.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: iframe
Referer: https://www.cma-cgm.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-07-02 22:04:42 UTC 173 IN HTTP/1.1 200 OK
Connection: close
Date: Sat, 02 Jul 2022 22:04:41 GMT
Access-Control-Allow-Origin: *
Content-Type: text/html;charset=utf-8
Vary: Accept-Encoding

2022-07-02 22:04:42 UTC 173 IN Data Raw: 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 
77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 20 78 6d 6c 6e 73 3a 76 3d 22 75 72 6e 3a 73 63 68 65 
6d 61 73 2d 6d 69 63 72 6f 73 6f 66 74 2d 63 6f 6d 3a 76 6d 6c 22 20 78 6d 6c 6e 73 3a 6f 3d 22 75 72 6e 3a 73 63 68 65 
6d 61 73 2d 6d 69 63 72 6f 73 6f 66 74 2d 63 6f 6d 3a 6f 66 66 69 63 65 3a 6f 66 66 69 63 65 22 20 73 74 79 6c 65 3d 22 
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 66 66 66 22 3e 0a 20 20 20 20 3c 68 65 61 64 3e 0a 20 20 
20 20 20 20 20 20 3c 74 69 74 6c 65 3e 59 6f 75 20 68 61 76 65 20 62 65 65 6e 20 62 6c 6f 63 6b 65 64 3c 2f 74 69 74 6c 
65 3e 0a 3c 21 2d 2d 5b 69 66 20 21 6d 73 6f 5d 3e 0a 3c 
Data Ascii: <!doctype html><html xmlns="http://www.w3.org/1999/xhtml" xmlns:v="urn:schemas-microsoft-com:vml" 
xmlns:o="urn:schemas-microsoft-com:office:office" style="background-color:#ffffff">    <head>        <title>You have been 
blocked</title>...[if !mso]><

2022-07-02 22:04:42 UTC 189 IN Data Raw: 74 72 69 64 65 6e 74 20 3e 20 30 29 20 7b 0a 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 20 74 72 75 65 3b 
0a 20 20 20 20 7d 0a 7d 0a 66 75 6e 63 74 69 6f 6e 20 73 63 72 6f 6c 6c 54 6f 59 28 79 29 20 7b 0a 20 20 20 20 69 66 
20 28 69 73 49 45 28 29 29 20 7b 0a 20 20 20 20 20 20 20 20 77 69 6e 64 6f 77 2e 73 63 72 6f 6c 6c 54 6f 28 30 2c 20 79 
29 3b 0a 20 20 20 20 7d 20 65 6c 73 65 20 7b 0a 20 20 20 20 20 20 20 20 77 69 6e 64 6f 77 2e 73 63 72 6f 6c 6c 54 6f 28 
7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 74 6f 70 3a 20 79 2c 0a 20 20 20 20 20 20 20 20 20 20 20 20 6c 65 66 74 3a 2
0 30 2c 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 65 68 61 76 69 6f 72 3a 20 27 73 6d 6f 6f 74 68 27 0a 20 20 20 20 20 
20 20 20 7d 29 3b 0a 20 20 20 20 7d 0a 7d 0a 0a 66 75 6e 63 74 69 
Data Ascii: trident > 0) {        return true;    }}function scrollToY(y) {    if (isIE()) {        window.scrollTo(0, y);    } else {        
window.scrollTo({            top: y,            left: 0,            behavior: 'smooth'        });    }}functi

2022-07-02 22:04:42 UTC 190 IN Data Raw: 3b 20 2f 2a 20 73 74 6f 70 20 73 65 61 72 63 68 69 6e 67 20 66 6f 72 20 73 65 6c 65 63 74 2d 6f 6e 65 20 2a 
2f 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 62 72 65 61 6b 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 61 73 65 20 27 63 
68 65 63 6b 62 6f 78 27 3a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 61 73 65 20 27 72 61 64 69 6f 27 3a 2
0 69 66 20 28 21 65 6c 65 6d 73 5b 69 5d 2e 63 68 65 63 6b 65 64 29 20 62 72 65 61 6b 3b 20 2f 2a 20 65 6c 73 65 20 
63 6f 6e 74 69 6e 75 65 20 2a 2f 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 65 66 61 75 6c 74 3a 20 61 64 
64 28 65 6c 65 6d 73 5b 69 5d 2e 6e 61 6d 65 2c 20 65 6c 65 6d 73 5b 69 
Data Ascii: ; /* stop searching for select-one */                        }                    break;                case 'checkbox':                
case 'radio': if (!elems[i].checked) break; /* else continue */                default: add(elems[i].name, elems[i
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2022-07-02 22:04:42 UTC 198 IN Data Raw: 2e 6f 66 66 6c 69 6e 65 29 20 7b 0a 20 20 20 20 20 20 63 61 6c 6c 62 61 63 6b 28 63 6f 6e 66 69 67 2e 5f 67 
65 74 5f 66 61 6c 6c 62 61 63 6b 5f 63 6f 6e 66 69 67 28 29 29 3b 0a 20 20 20 20 20 20 72 65 74 75 72 6e 3b 0a 20 20 20 
20 7d 0a 0a 20 20 20 20 76 61 72 20 63 62 20 3d 20 22 67 65 65 74 65 73 74 5f 22 20 2b 20 72 61 6e 64 6f 6d 28 29 3b 
0a 20 20 20 20 77 69 6e 64 6f 77 5b 63 62 5d 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 64 61 74 61 29 20 7b 0a 20 20 20 
20 20 20 69 66 20 28 64 61 74 61 2e 73 74 61 74 75 73 20 3d 3d 20 27 73 75 63 63 65 73 73 27 29 20 7b 0a 20 20 20 20 
20 20 20 20 63 61 6c 6c 62 61 63 6b 28 64 61 74 61 2e 64 61 74 61 29 3b 0a 20 20 20 20 20 20 7d 20 65 6c 73 65 20 69 
66 20 28 21 64 61 74 61 2e 73 74 61 74 75 73 29 20 7b 0a 20 20 20 20 
Data Ascii: .offline) {      callback(config._get_fallback_config());      return;    }    var cb = "geetest_" + random();    wind
ow[cb] = function (data) {      if (data.status == 'success') {        callback(data.data);      } else if (!data.status) {    

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 00:04:20

Start date: 03/07/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "C:\Users\user\Desktop\Bill of Lading.htm

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 4952, Parent PID: 1104

General

File Activities
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Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7F62CFC4B RegSetValueEx
W

Target ID: 1

Start time: 00:04:22

Start date: 03/07/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1532,10084
477516934632773,16157516973983746374,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1904 /prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 4756, Parent PID: 4952

General

File Activities

Disassembly
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