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Windows Analysis Report

1.msi
Overview
General Information Detection Signatures Classification
Sample 1.msi
Name: Multi AV Scanner detection for subm...
Analysis ID: 679413 Antivirus / Scanner detection for sub...
MDS: 6cf5ad7a7d1b7b.. Detected unpacking (changes PE se...
MALICIOUS
SHA1L:
EORECERLEIER, Antivirus detection for dropped file
SHAZ256: fb9fobf2b71bf57... ) )
Multi AV Scanner detection for drop...
Tags:
Uses netsh to modify the Windows ...
Infos: n n Q ‘f &
. Hides user accounts
-

Creates an undocumented autostart...

Hides that the sample has been dow...

Score: 100 Modifies the windows firewall
Range: 0-100
- Tries to disable installed Antivirus / ...
Whitelisted: false
Confidence: 100% Queries the volume information (nam...

Process Tree

= System is w7x64

msiexec.exe (PID: 2996 cmdline: "C:\Windows\System32\msiexec.exe" /i "C:\Users\user\Desktop\1.msi" MD5: AC2E7152124CEED36846BD1B6592A00F)
msiexec.exe (PID: 1184 cmdline: C:\Windows\system32\msiexec.exe /V MD5: AC2E7152124CEED36846BD1B6592A00F)

. i;_,E.—" msiexec.exe (PID: 2876 cmdline: C:\Windows\syswow64\MsiExec.exe -Embedding 6381DE7DB6BAADD41D0E24C26E59EDFC MD5:

4315D6ECAEB5024A0567DF2CB253B7B0)
. cmd.exe (PID: 2332 cmdline: C:\Windows\system32\cmd.exe /c rd /s /q "C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5alfiles” MD5:

AD7B9C14083B52BC532FBA5948342B98)
7 msiexec.exe (PID: 1704 cmdline: C:\Windows\syswow64\MsiExec.exe -Embedding 22388C515E15FC158EA4B11229C0F8D9 E Global\MSI0000 MDS:

4315D6ECAE85024A0567DF2CB253B7B0)
e [m icacls.exe (PID: 1820 cmdline: "C:\Windows\system32\ICACLS.EXE" "C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\."

/SETINTEGRITYLEVEL (CI)(Ol)HIGH MD5: 1542A92D5C6F7E1E80613F3466CICETF)
o [B] expand.exe (PID: 672 cmdline: "C:\Windows\system32\EXPAND.EXE" -R files.cab -F:* files MD5: 659CED6D7BDA047BCC6048384231DBIF)

o B install.exe (PID: 2440 cmdline: "C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5alfiles\install.exe" MD5:
8C42AB81F90EE0592F7A709F0F7E320B)

. AnyDesk.exe (PID: 2856 cmdline: c:\programdata\anydesk\anydesk.exe --set-password MD5: 1BC5890C9E7BF54B7712E344B0OAF9D04)
. AnyDesk.exe (PID: 2120 cmdline: "c:\programdata\anydesk\anydesk.exe" --get-id MD5: 1BC5890C9E7BF54B7712E344B0OAF9D04)
o [ netsh.exe (PID: 2744 cmdline: netsh advfirewall firewall add rule name="RDP" dir=in protocol=TCP localport=3389 action=allow MD5:

784A50A6A09C25F011C3143DDD68E729)
e [ icacls.exe (PID: 1004 cmdline: "C:\Windows\system32\ICACLS.EXE" "C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\."

/SETINTEGRITYLEVEL (CI)(Ol)LOW MD5: 1542A92D5C6F7E1E80613F3466CICET7F)
e [ VSSVC.exe (PID: 1232 cmdline: C:\Windows\system32\vssvc.exe MD5: B60BAOBC31B0CB414593E169F6F21CC2)

e [ svchostexe (PID: 2224 cmdline: C:\Windows\System32\svchost.exe -k swprv MD5: C78655BC80301D76ED4FEF1C1EA40A7D)

e [ rdpdr.sys (PID: 4 cmdline: MD5: 1B6163C503398B23FF8B939C67747683)

e [ tdicp.sys (PID: 4 cmdline: MD5: 51C5ECEB1CDEE2468A1748BE550CFBCS)

e [ tssecsrv.sys (PID: 4 cmdline: MD5: 19BEDA57F3E0A06B8D5EB6D619BD5624)

e [ rdpwd.sys (PID: 4 cmdline: MD5: FE571E088C2D83619D2D48D4E961BF41)

. AnyDesk.exe (PID: 2556 cmdline: "C:\ProgramData\AnyDesk\AnyDesk.exe" --service MD5: 1BC5890C9E7BF54B7712E344B0OAF9D04)
. AnyDesk.exe (PID: 2336 cmdline: "C:\ProgramData\AnyDesk\AnyDesk.exe" --control MD5: 1BC5890C9E7BF54B7712E344B0OAF9D04)
= cleanup
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Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Antivirus / Scanner detection for submitted sample

Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Data Obfuscation

Detected unpacking (changes PE section rights)

Boot Survival

Creates an undocumented autostart registry key

Hooking and other Techniques for Hiding and Protection

Hides user accounts

Hides that the sample has been downloaded from the Internet (zone.identifier)

Lowering of HIPS / PFW / Operating System Security Settings

R

Uses netsh to modify the Windows network and firewall settings

Modifies the windows firewall

Mitre Att&ck Matrix
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
1.msi 48% Virustotal Browse
1.msi 30% ReversingLabs Win32.Backdoor.Fi

nfish
1.msi 100% Avira BDS/Finfish.ujrxw

Dropped Files

Source Detection Scanner Label Link
C:\Windows\Installer\78c344.msi 100% Avira BDS/Finfish.ujrxw
C:\Windows\Installer\78c341.msi 100% Avira BDS/Finfish.ujrxw
C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\$dpx$.tmp\e 100% Avira TR/Dropper.Gen
ee52229ee24a34ch61191d27a7b66f1.tmp

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\$dpx$.tmp\e 100% Joe Sandbox ML
ee52229ee24a34ch61191d27a7b66f1.tmp

C:\ProgramData\anydesk\AnyDesk.exe 0% Virustotal Browse
C:\ProgramData\anydesk\AnyDesk.exe 3% Metadefender Browse
C:\ProgramData\anydesk\AnyDesk.exe 2% ReversingLabs
C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\$dpx$.tmp\e 64% Virustotal Browse

ee52229ee24a34ch61191d27a7b66f1.tmp

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\$dpx$.tmp\e 22% Metadefender Browse
ee52229ee24a34ch61191d27a7b66f1.tmp
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https://www.virustotal.com/gui/file/fb9f0bf2b71bf576053c56cb913ea4e93581fc9d3aa9d6d8a0ae572a1622f050/detection/f-fb9f0bf2b71bf576053c56cb913ea4e93581fc9d3aa9d6d8a0ae572a1622f050-1658516734
https://www.virustotal.com/gui/file/af61905129f377f5934b3bbf787e8d2417901858bb028f40f02200e985ee62f6/detection/f-af61905129f377f5934b3bbf787e8d2417901858bb028f40f02200e985ee62f6-1658678582
https://www.metadefender.com/#!/results/file/bzIyMDQyOGNxVjNUemdJR2tTYjZCbWVMSC0_mdaas/regular/analysis
https://www.virustotal.com/gui/file/beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c/detection/f-beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c-1659456693
https://www.metadefender.com/#!/results/file/bzIyMDYyNGphNDR1QnFHV1QtQlowTlZTeUc/regular/analysis

Source Detection Scanner Label
C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\$dpx$.tmp\e 65% ReversingLabs Win32.Backdoor.Fi
ee52229ee24a34cb61191d27a7b66f1.tmp nfish
C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5alfiles\install.exe 64% Virustotal
(copy)
C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5al\files\install.exe 22% Metadefender
(copy)
C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5alfiles\install.exe 65% ReversingLabs Win32.Backdoor.Fi
(copy) nfish
C:\Windows\Installe'\MSI5BE8.tmp 0% Virustotal
C:\Windows\Installe'\MSI5BE8.tmp 0% Metadefender
C:\Windows\Installe'\MSI5BE8.tmp 0% ReversingLabs
C:\Windows\Installe\MSIBOAO.tmp 0% Virustotal
C:\Windows\Installe\MSIBOAO.tmp 0% Metadefender
C:\Windows\Installe'\MSIBOAO.tmp 0% ReversingLabs
C:\Windows\Installe'\MSIBA33.tmp 0% Metadefender
C:\Windows\Installe'\MSIBA33.tmp 0% ReversingLabs
C:\Windows\Installe\MSIED31.tmp 0% Metadefender
C:\Windows\Installe\MSIED31.tmp 0% ReversingLabs
Unpacked PE Files

Source Detection Scanner Label Link
11.0.install.exe.400000.4.unpack 100% Avira TR/Dropper.Gen
11.0.install.exe.400000.1.unpack 100% Avira TR/Dropper.Gen
11.0.install.exe.400000.7.unpack 100% Avira TR/Dropper.Gen
11.0.install.exe.400000.3.unpack 100% Avira TR/Dropper.Gen
11.0.install.exe.400000.0.unpack 100% Avira TR/Dropper.Gen
11.0.install.exe.400000.5.unpack 100% Avira TR/Dropper.Gen
11.0.install.exe.400000.2.unpack 100% Avira TR/Dropper.Gen
11.2.install.exe.400000.0.unpack 100% Avira TR/Dropper.Gen
11.0.install.exe.400000.6.unpack 100% Avira TR/Dropper.Gen
Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label
http://https://boot.net.anydesk.comabcdefABCDEFtruefalsebase.prot.packetinvalid 0% Avira URL Cloud safe
Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection
boot.net.anydesk.com 92.223.88.41 true false

URLs from Memory and Binaries

Name Source

http://https://anydesk.com AnyDesk.exe, 00000014.00000003.105006930

6.00000000006C0000.00000004.00000800.000

20000.00000000.sdmp
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https://www.virustotal.com/gui/file/beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c/detection/f-beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c-1659456693
https://www.metadefender.com/#!/results/file/bzIyMDYyNGphNDR1QnFHV1QtQlowTlZTeUc/regular/analysis
https://www.virustotal.com/gui/file/d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d/detection/f-d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d-1659348031
https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis
https://www.virustotal.com/gui/file/d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d/detection/f-d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d-1659348031
https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis

Name

http://https://support.anydesk.com/

http://www.opengl.org/registry/

http://https://help.anydesk.com/error-messages

http://https://order.anydesk.com/trial

http://https://anydesk.com/update

http:if https://www.google.com/intl/$

http:{/https://help.anydesk.com/wol

http:ifhttps://help.anydesk.com/$

http://https://my.anydesk.com

Copyright Joe Security LLC 2022

Source

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

AnyDesk.exe, 00000014.00000003.105006930
6.00000000006C0000.00000004.00000800.000
20000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

Antivirus Detection

Reputation

high

high

high

high

high

high

high

high

high
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Name Source Malicious Antivirus Detection Reputation

http://www.anydesk.com/ anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http://https://twitter.com/home? anydesk.exe, 00000010.00000002.106967016 false high
status=D0%20you%20know%20%23AnyDesk? 5.0000000001640000.00000002.00000001.010
%20AnyDesk%20is%20a%20small%20and%20qui 00000.00000008.sdmp, anydesk.exe, 000000

10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http://https://www.linkedin.com/shareAtrticle? anydesk.exe, 00000010.00000002.106967016 false high
mini=true&url=https%3A//anydesk.com/&title=Try%20A 5.0000000001640000.00000002.00000001.010
nyDesk%20Rem 00000.00000008.sdmp, anydesk.exe, 000000

10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http://https://console-ui.myanydesk2.on.anydesk.com  anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http://www.openssl.org/support/fag.html anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1041519952.00000000041B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000003.1051455
757.00000000010C0000.00000004.00000800.0

0020000.00000000.sdmp

http://https://anydesk.com/ AnyDesk.exe, 00000014.00000003.105006930 false high
6.00000000006C0000.00000004.00000800.000
20000.00000000.sdmp

http://https://anydesk.com/privacy anydesk.exe, 00000010.00000002.106967016 false high

5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http:ifhttps://datatracker.ietf.org/ipr/1526/ anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http://https:/iwww.nayuki.io/page/qr-code-generator- anydesk.exe, 00000010.00000002.106967016 false high
library 5.0000000001640000.00000002.00000001.010

00000.00000008.sdmp, anydesk.exe, 000000

10.00000003.1033845137.00000000037B0000.

00000004.00000800.00020000.00000000.sdmp,

AnyDesk.exe, 00000014.00000002.1169793

889.00000000018A0000.00000002.00000001.0

1000000.0000000A.sdmp, AnyDesk.exe, 0000

0014.00000003.1050069306.00000000006C000

0.00000004.00000800.00020000.00000000.sdmp
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Name

http:ifhttps://policies.google.com/privacy?hi=$

http:if

https://support.anydesk.com/AnyDesk_on_macOS

http://https://help.anydesk.com/macos-security

http://
https://help.anydesk.com/HelpLinkInstallLocationAnyD
esk

http://https://boot-01.net.anydesk.com

http://https://datatracker.ietf.org/ipr/1914/

http:ifhttps://datatracker.ietf.org/ipr/1524/

http://https://anydesk.com/terms

Copyright Joe Security LLC 2022

Source

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1041519952.00000000041B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1051455757.00000000010C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

anydesk.exe, 00000010.00000002.106967016
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

Antivirus Detection

Reputation

high

high

high

high

high

high

high

high
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Name Source Malicious Antivirus Detection Reputation

http://https://anydesk.com/company#imprint anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http:// anydesk.exe, 00000010.00000002.106967016 false e Avira URL Cloud: safe unknown
https://boot.net.anydesk.comabcdefABCDEFtruefalseb = 5.0000000001640000.00000002.00000001.010
ase.prot.packetinvalid 00000.00000008.sdmp, anydesk.exe, 000000

10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http://www.openssl.org/) AnyDesk.exe, 00000014.00000003.105006930 false high
6.00000000006C0000.00000004.00000800.000
20000.00000000.sdmp

http://https://anydesk.com/order AnyDesk.exe, 00000014.00000003.105006930 false high
6.00000000006C0000.00000004.00000800.000
20000.00000000.sdmp

http://https://help.anydesk.com/access anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http://https://help.anydesk.com/backup-alias anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http:// anydesk.exe, 00000010.00000002.106967016 false high
www.openssl.org/support/fag.htmlIEC_PRIVATEKEYpu 5.0000000001640000.00000002.00000001.010
blickeyparametersprivateKeyECPKPARAMETERSvalu  00000.00000008.sdmp, anydesk.exe, 000000
e 10.00000003.1041519952.00000000041B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000003.1051455
757.00000000010C0000.00000004.00000800.0
0020000.00000000.sdmp

http://https://help.anydesk.com/share anydesk.exe, 00000010.00000002.106967016 false high
5.0000000001640000.00000002.00000001.010
00000.00000008.sdmp, anydesk.exe, 000000
10.00000003.1033845137.00000000037B0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000002.1169793
889.00000000018A0000.00000002.00000001.0
1000000.0000000A.sdmp, AnyDesk.exe, 0000
0014.00000003.1050069306.00000000006C000
0.00000004.00000800.00020000.00000000.sdmp

http:/fhttps://my.anydesk.com/password-generator. AnyDesk.exe, 00000014.00000003.105006930 false high
6.00000000006C0000.00000004.00000800.000
20000.00000000.sdmp

http:ifhttps://support.anydesk.com AnyDesk.exe, 00000014.00000002.116979388 false high
9.00000000018A0000.00000002.00000001.010
00000.0000000A.sdmp

http://https://help.anydesk.com/ AnyDesk.exe, 00000014.00000002.116979388 false high
9.00000000018A0000.00000002.00000001.010
00000.0000000A.sdmp, AnyDesk.exe, 000000
14.00000003.1051455757.00000000010C0000.
00000004.00000800.00020000.00000000.sdmp,
AnyDesk.exe, 00000014.00000003.1050069
306.00000000006C0000.00000004.00000800.0
0020000.00000000.sdmp

World Map of Contacted IPs

Copyright Joe Security LLC 2022 Page 14 of 62



[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

92.223.88.41 boot.net.anydesk.com Austria - 199524 GCOREAT false

195.181.174.174 unknown United Kingdom ] 60068 CDN77GB false

80.209.241.3 unknown United States = 395839 HOSTKEY-USAUS false

195.181.174.167 unknown United Kingdom ] 60068 CDN77GB false

Private

P

192.168.2.3

General Information

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 679413

Start date and time: 05/08/202218:21:10 2022-08-05 18:21:10 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 11m 50s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 1.msi

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
46.2)

Number of analysed new started processes 30

analysed:

Number of new started drivers analysed: 4

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled
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Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

e o o o o o o o o

Simulations

Behavior and APIs
Time

18:22:14

18:22:16

18:22:16

18:23:06

18:23:15

18:23:23

18:23:28

18:23:59

Joe Sandbox View / Context

IPs

©@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files
@ No context

Copyright Joe Security LLC 2022

default
Timeout

MAL

mal100.evad.winMSI@34/28@4/5

® Successful, ratio: 66.7%

e Successful, ratio: 100% (good quality ratio 83.3%)
e Quality average: 57.3%
e Quality standard deviation: 31.2%

Failed

e Found application associated with file extension: .msi

e Adjust boot time
e Enable AMSI
e Close Viewer

Exclude process from analysis (whitelisted): dllhost.exe, conhost.exe

Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, t oo many NtFsControlFile calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Report size getting too big, t oo many NtQueryVolumelnformationFile calls found.

Type

API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor

API Interceptor

Description

3181x Sleep call for process: msiexec.exe modified
959x Sleep call for process: VSSVC.exe modified
896x Sleep call for process: svchost.exe modified
2x Sleep call for process: icacls.exe modified

206x Sleep call for process: install.exe modified
99x Sleep call for process: anydesk.exe modified
277x Sleep call for process: AnyDesk.exe modified

3x Sleep call for process: netsh.exe modified
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Created / dropped Files

C:\Config.Msi\78c343.rbs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\msiexec.exe

data

dropped

7322

5.5670592053751085

false
96:89EUAeuADB8teklQBUWVPVIbCsAqGXxUwWVPVIbC6j2PBOUA5AqGSHLUAIV5gZWIMNz:8euZuLev6tfm86tfmuuUumk+uNdEpW
B7025B12AA3BE2CAE5DEF3833655E219

102FA7B4C4260D9D5BD7C30281BD08001BEEB23C
7B29024A6914C3B956525901EF818DABF62C9C89B6368612547024862E7BF148
5C72611C364608962962D2ECF12D7A1B4673BD25D7A8427A2E8898ACES9B1E34D613098E807F772833DB86F5A1786EFOD86FI6AE7C1F4E226A1844AFB312B0B

false

from www.exemsi.com..1.msi.@.....@.....@.....@........ &.{8CB27BF3-59BC-4419-BE15-E9E385453F27}.....@.....@.....@.....Q@....... @....Q@...Q@....... @....F.Anydesk -
UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com......Rollback..Rolling back action:..[1]..RollbackCleanup..Removing backup files..File: [1]....P
rocessComponents..Updating component registration..& {EDE10F6C-30F4-42CA-B5C7-ADB905E45BFC}&.{AC4583F8-6694-473E-BB77-32CDFC9BA940}.@.......
.bz.LatelnstallFinishl....bz.LateInstallFinish2....WriteRegistryValues..Writing system registry values..Key: [1], Name: [2], Value: [3]$..@....1. SOFTWARE\EXEMSI
.COM\MSI Wrapper\Installed\AnyDesk...@....(.&...LogonUser..user".&... USERNAME..Peter Miller'.&...Date..8/5/2022".&...Time..19:02:58".&... WRAPPED_ARGUM
ENTS....RegisterProduct..Registering product..[1]......C:\Windows\Installer\78c

C:\ProgramData\anydesk\AnyDesk.exe v B@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\ProgramData\anydesk.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

3829888

7.999053982852042

true

98304:nDFWG1bgjvcLIsoh5GbmkNC3dv2tthJ2/Ev6I3H:n7svesImkN4chYECI3
1BC5890C9E7BF54B7712E344BOAF9D04
78C9302C7A387A8D158F38D501784BE9B8B2716D
AF61905129F377F5934B3BBF787E8D2417901858BB028F40F02200E985EE62F6

7113888A8439AE5AF1B260C40229F7EBBI98BDECES2EBABOCES7137933AF4E9777D92D68166DBCF87A95CF88615452CAE7ECDF555B4785FFFEG3C5783DBCB5¢
5D

true

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 2%

C:\ProgramData\anydesk\service.conf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\ProgramData\anydesk\AnyDesk.exe

ASCII text, with very long lines

dropped

2898

6.03920180688192

false
48:ulSTilhiUglhAIH/ARw+Pi+2ZeFL8GjZnHA50Fh31vtd9CgtiFjRcFMKBI45:ulST/iUx1/AJPi2FNpAwWFjP9TtccFFd5
D78C36C1B2DF59D1D7A19E89218822A8

9D14F9FE8AF7BDF5EB25F7BEA366E4C7C6DB8389
1932C23AE6ABO35EF6ABOE224EF58638AF13DFD12C53A2BC13E7A281CFES1717

974080C66AA8AD073450A3A44F97FA48FAB8F872BEEBEOCC25801E2D66ADF6BF184B9C6D1D80A9C3941EC991496D327393228A0A902D65AD0DAB7B55EA3F38
1

false
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https://www.virustotal.com/gui/file/af61905129f377f5934b3bbf787e8d2417901858bb028f40f02200e985ee62f6/detection/f-af61905129f377f5934b3bbf787e8d2417901858bb028f40f02200e985ee62f6-1658678582
https://www.metadefender.com/#!/results/file/bzIyMDQyOGNxVjNUemdJR2tTYjZCbWVMSC0_mdaas/regular/analysis

Preview: ad.anynet.cert=-----BEGIN CERTIFICATE-----\nMIICqDCCAZACAQEWDQYJKoZIhveNAQELBQAWGTEXMBUGALUEAWWOQW55RGVzayBD\nbGllbnQwIBcNMjiwODA2
MDEyMzMwWhgPMjA3MjA3MjQWMTIzMzBaMBkxFzAVBgNV\nBAMMDkFueURIc2sgQ2xpZW50MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKC\NAQEA3MIs
0Xt1t6ybpCuW6GUgR24wf33iMQUIJAKO3evQMW3zyFFXrNZcRj0gHy6w\nBL21EgWWFj20tf99+20j08znVPz3mdvxzG Sw/UoyvVxy/gmtRT3WsMxcAvidIEDV\nyAPWLR
cp3mll7ngo1WZi0jDp0gWsbbDtdTXnNjJeTSKgLhhOVUIhYG4GpCPYcCzF\nzLUb+uld6dYRj1r2nlhLHI5a8Z2KcGlYtWvpin/OcMSw154LmU+WpLriSvk2acpu\nxpVJ
650TIuRkbl4jmxjseMDXhK9cRLJPEHYCCcERRJIO+JsAO0h70MEA8kbOYDQTz4\nxnIGxSU5NbzP5mXYU3Db0+7DyQIDAQABMAOGCSqGSIb3DQEBCWUAA4IBAQ
BgKZcB\ndwulkUuSK1r+HxcUkJIxVhs2UJvxaDaj7xsNFiH8+U+ljppHLIPE/OGC/ENBjrQm\n8FMII3kBnZh751nlsaYK5LoPXOFz9wTesecg 7kQzYsFJOmwdg9pTMT8g
1h9kzU3W\n3SQHEkvGz7EPfSRxI1JjzVLgbI5xGCtOi4WFI3YOupNHz8wVAdHt9+ReuYH1cCOt\nCAljwdr26 SmLy9X Ccwex6NsGfLFWY G4kURtaU/vJagb+HDWZXICall
e2msyflglm\n4dGSYqDD+LTLA61V16rRBIY747w2QTxgc47coAPCaRhaKMWOY90YWWHTaP6MJIZVi\nLolPxJ9cTEJ8dHHY\n-----END CERTI

C:\ProgramData\anydesk\system.conf

Process: C:\ProgramData\anydesk.exe
File Type: ASCII text

Category: dropped

Size (bytes): 664

Entropy (8bit):  4.694299449856687

Encrypted: false

SSDEEP: 12:0UrQM3uqQHvWhOLroBGgFBGgltgw/T5hgnx7bOwlcpv:dF37AwetBVBTPC7bJISv

MD5: 49B7C6D323D2E373B0CEAEB28B4BBDCS

SHA1L: OE5D4E26427190E07495FCC5FBFE46A20C07FCAA

SHA-256: 4E120EA4CAECD70BF796C634FA2278FAFOBA5424406D1AA367957210B666644A

SHA-512: BC5EF736EC71E6940422240523978D6B918B5747AE30437188757458DDA415B02FBICD61B208C59C5B89991D0557E4BEE4AFE6ABB61BBBC3D63C0A5C73332657
Malicious: false

Preview: ad.anynet.fpr=ad8fec6ce2ea9587309c50b97175d8ed639a9f09.ad.anynet.relay.fatal_result=1.0.ad.anynet.relay.state=0.ad.security.frontend_clipboard=1.ad.security.fro

ntend_clipboard_files=1.ad.security.frontend_clipboard_version=1.ad.security.permission_profiles._default.permissions.sas=1.ad.security.permission_profiles._una
ttended_access.permissions.sas=1.ad.security.permission_profiles._unattended_access.pwd=29a3bbba8f6029c5e4ab4fe97081df7dfcfd6458966ad8df64e9a620697bfd
59.ad.security.permission_profiles._unattended_access.salt=a3a4ac0604db119fa69085484617bf37.ad.security.permission_profiles.version=1.ad.security.upda
te_channel=stable.ad.security.update_type=0.

C:\System Volume Information\SPP\OnlineMetadataCache\{13f380d2-c95e-45d3-8b58-ce3c6d9cc4c1}_OnDiskSnapshotProp

Process: C:\Windows\System32\msiexec.exe
File Type: data

Category: dropped

Size (bytes): 3048

Entropy (8bit):  3.694456222285318

Encrypted: false

SSDEEP: 48:2QzaN38RN3x0/7wP8azZntCwL 7feGp9bHfOIghR1fOIgBKEBKRC6V6ReyZ:2QzI4uU/NfHzbOHXOHBI9BpIW

MDS5: 5F246453E47299A07D8C949665C8A0FE

SHA1L: 5B341BA26C94F782A34C5523FAC302B7BCD3411A

SHA-256: 2EA3134921D1CD1F5E95079CE163D36DE1351A6361410967016DC69F0291F419

SHA-512: DE72396CF4181BAC60E006E18A83519A9B3DF6E56FFACAAEDF9308CD8C4717B9ES520DCACEE735803663DB6F661C5E5E04647B1443B73CFA474307AFC75C0C,
28

Malicious: false

Preview: DM CPC<id ALEX.<m..8....... @..5....... M..0.<fK...; Q..l.ns.talled. Any.d.esk. .-. .UNRE.G.LST.ERE.D. .-
..W.rap.p.ed. .using MS.I W.rap.p.e.r. from www..exems.i..c.0o.m .C.\w.ind.ow.s.\.. ..1.7.9.6.0.5... ..W.0.RK.G.R.O.UP.......
ZiA.@ . H..itE<. L)(2.P c2...2.\\2\V.0l.um.e{8.0.49.£19.8.-1.0.1.6.~.1.1.e.7.-b.8.7.b.- 806e6f6e6963}\ ...... C.\.. N).Aj.j.
s (0200200 \\'>\Vo|ume{8049f198 .1.0.1.6.-1.1.e.7.-b.8.7.h.-8.0.6..6.£.6..6.9.6.3}\......4...........(C.i)...co <...@...D...H...L...P...T...X...
\dohelopatox.. %......%...A.d.o.b.e. Acrob.at .Reader .D.C..19..0.1.0..2.0.0.9.8.....)......)..A. d 0. b e. .Flash. Pl

C:\System Volume Information\SPP\metadata-2

Process: C:\Windows\System32\msiexec.exe
File Type: SysEx File - Twister

Category: dropped

Size (bytes): 8734472

Entropy (8bit):  3.681659655459525

Encrypted: false

SSDEEP: 12288:+8+YgDYEzT4G09wYKcIrMjG/BWigr7dCKVO/HWLQt+Y/g4zsuAvm7gPI+Phgclrd:d0jYY8BWIitXZh7TeQsPlylYQza

MD5: 9CC465911CDBDOBFC8D7BFC74ECCES8B

SHAL: 867E1C21ADBCO8AOBC12B1ED50F59EB3A78EC23F

SHA-256: BA671D105C6C5A76B5B2D369E12887BCF3C729CFCF34F222A6DB2D4FF3AAGG6E

SHA-512: 04D495AC9EBEDC50F9FF325912A19A31B00A54EBOFA99830FBB6B1CBFB1847A21447BE699FE42AD45F80842E1D672F44FAEAO0C38519CFEFAB4C86547106CDC
FO

Malicious: false
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Preview:

9%0..=.0..> (Kb Foeee e Yoo Y..<.B.A.C.KU.P._.C.O.M.P.O.N.E.N.T.S. x.m.l.n.s.=." x.-.s.c.h.em.a..#V.s.s.C.om.p.o.n.e.ntMe.tadata". .v.
ers.ion="1.2" b.o.otab.leSystemStateB.ackup.="yes." selectC.omp.o.nents="yes." backupTyp.e="full" partialF.ileSu.p.
p.ort="y.es." s.nap.s.ho.tSetld="13f3.8.0.d.2.-c9.5¢e.-45d3.-8b.58.-c.e3.c6.d9.cc4cl"><WRITER._COMP.ONEN.TS. .ins.tan.c.
eld="458.b.f6.d.0.-9.8.7.c-452.7.-b.7.b.9.-5d.4.052.4.a2.1.24." writerld="e8.1329.75.-6.f9.3.-4.4.64.-a5.3e.-1.050.253.ae.2.2.0." .b.ack.
u.p.S.c.h.eem.a.=".0.".>.<.C.0.M.P.O.N.E.N.T. .c.o.m.p.o.n.e.n.t.N.am.e.=.".Sy.s.t.em. .File.s." .com.p.o.n.entTy.p.e="filegro.up."/></WRITER._C.
O.M.P.O.N.E.N.T.S.><W.R..T.E.R._.C.O.M.P.O.N.E.N.T.S. .i.

C:\System Volume Information\SPP\snapshot-2

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\msiexec.exe

data

dropped

3048

3.694456222285318

false
48:2QzaN38RN3x0/7wP8azZntCwL7feGp9bHfOIghR1fOlgBKEBKRC6V6ReyZ:2QzI4uU/VfHzbOHXOHBIBpIW
5F246453E47299A07D8C949665C8A0FE

5B341BA26C94F782A34C5523FAC302B7BCD3411A
2EA3134921D1CD1F5E95079CE163D36DE1351A6361410967016DC69F0291F419

DE72396CF4181BAC60EO006E18A83519A9B3DF6ES6FFACAAEDF9308CD8C4717B9ES520DCACEE735803663DB6F661C5E5E04647B1443B73CFA474307AFC75C0C,
28

DM, .CPC<uiice ALEX.<m...8....... @..5..c.... M..0.<fK...; e
..W.ra.p.p.ed..us.ing. .M.S.I. W.rap.p.er. .from. .www..ex.em.s.i..com.

Q..lLnstalled. Any.desk. .-. .UNRE.G.IST.ERE.D. .-
.C.\W.indow.s)\.. .1.7.9.6.0.5... ..W.0O.RK.G.R.O.UP.....

Zi.A.@.H.itE<. ) (2P c20.2.\\2\V.0.l.um.e{8.0.4.9.£1.9.8.-1.0.1.6.~.1.1.e.7.-.b.8.7.b.- 806e6f6e6963)\ Ml N)ALL
.............. (0 . 2 \\’?\Volume{8049f198 .1.0.1.6.-1.1.e.7.-.b.8.7.b.~.8.0.6.e.6.£.6.€.6.9.6.3.}.\.... (C)<@DHLPTX
\odahedpetixe ] %, %...A.d.o.b.e. .Accro.b.at. .Read.er. .D.C. .1.9...0.1.0...2.0.0.9.8.....).......)...A.d.o.b.e. .F.I.a.s.h. P

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files.cab E

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\msiexec.exe

Microsoft Cabinet archive data, 3811024 bytes, 1 file

dropped

3811024

7.999935868582085

true
98304:bvXhd7YjjTcLO6KNQh5YUNa/ckQGQCWijuYAHWO:bzkTcilYUNUNCAUPHD
223FA9756FCE44168ABD5DB7AFAO3FAD
2E8BFC88819353490EC4C201445DC004FA9AAFF5
A929C064C064A1B5013B8FBCEO1FEB7AEO8E6BD9B05106DCDA8320F9DBOFB13D

OEFE5917995E6EE837AADBB9951AD1F7BCADFA9638DE747B219E6A9BBES3FD586118A291776C6FF1C0416B3B439DADB0336AEG61E74B1EG6D12E9A38F11DAC3
3EC

false
MSCF....&: oy ~GHove Tpinstallexe ..... W..[...H."T#.m. . Ue.p.nl..h<dnR*+.-[.ylc.l.xw.>. " TII[(...5H....F.j...}JK...O..%.
..0".PjM2lo..t.....B/Z...BK......... 8..,JArI ...... I#)R 571..h C..L..S.fP$.$H.D4..ig6....4......k......... #5 K. Coop-.0d. Y LB LALLQY 0.6 L~ L4

o)A BBV QQ 1@ K. Q'( T\7..A2.K..b_o[.w

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\$dpx$.tmp\eee52229ee24a34cb61191d27a7b66f1.tmp v

a®

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\SysWOW64\expand.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

3837440

7.998303388385036

true

98304:dDFWG1bgjvcLIsoh5GbmkNC3dv2tthJ2/Ev6I3:d7svesiImkN4chYECI
8C42AB81F90EE0592F7A709F0F7E320B
6656C6CA4611245CDA44958BAB84866196C9D95B
BEB6182CEAB6EAOBOFDCOF41F8069632317E0F941419B75EDE4145593CD6A21C

57A444D1B03DCD428EB386E5551137DF5B7D401AC39F5B3481DAD6A94C7A95C3DDI0B638532EFDD813C293CF4F949ED4461424FA940410F2D59E2DFDD88CA!
A

true
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Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 64%, Browse
e Antivirus: Metadefender, Detection: 22%, Browse
e Antivirus: ReversingLabs, Detection: 65%
Preview:

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\install.exe (copy) v B @

Process: C:\Windows\SysWOW64\expand.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 3837440

Entropy (8bit):  7.998303388385036

Encrypted: true

SSDEEP: 98304:dDFWG1bgjvcLIsoh5GbmkNC3dv2tthJ2/Ev6I3:d7svesimkN4chYECI

MD5: 8C42AB81F90EE0592F7A709F0F7E320B

SHA1L: 6656C6CA4611245CDA44958BAB84866196C9D95B

SHA-256: BEB6182CEAB6EAOBOFDCOF41F8069632317E0F941419B75EDE4145593CD6A21C

SHA-512: 57A444D1B03DCD428EB386E5551137DF5B7D401AC39F5B3481DAD6A94C7A95C3DD90B638532EFDD813C293CF4F949ED4461424FA940410F2D59E2DFDD88CA!
A

Malicious: true

Antivirus: e Antivirus: Virustotal, Detection: 64%, Browse

e Antivirus: Metadefender, Detection: 22%, Browse
e Antivirus: ReversingLabs, Detection: 65%

Preview: MZ.

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\msiwrapper.ini

Process: C:\Windows\SysWOWe64\msiexec.exe
File Type: data

Category: dropped

Size (bytes): 1426

Entropy (8bit):  3.650455137438292

Encrypted: false

SSDEEP: 24:udX8DW8Xisj ToZKESIFEqNbH+gNbH4yDgNbHgO+sD+n:uYg1IFXNVNE7Nxyn

MD5: FO03B2CD5999D483E566FED5D7E1BDO78

SHAL: EBC636C000806FBCD93952B3B4BFB97BF281E2F9

SHA-256: 36CCB8B1213585E1CD56DEF34AC141DD8653AA0050A0C4105FA4C285AC3CC084

SHA-512: 83690F70DCD916684COCBE302A35C96909D31D6C6D06FOBE6950D59ACEOBB34EC69021B851E9C30A0B594A5DA7044EBA3FOCADD0417FAS88DCE148AFBI21E
Cc6

Malicious: false

Preview: W.r.ap.p.edAp.p.licationld=AnyDesk.Wrap.p.edR.e.gistration=H.idden.lnstallS.u.c.cess.C.o.des.=0.ElevationMo.de=neuv.

er..B.as.eNam.e.=install.exe..CabHash=a9.209.c.0.6.4.c.0.6.4.a1b.50.13b.8fb.ce0.1lfeb.7.a.e.0.8.e.6.b.d9b.0.51.0.6.d.cd.a.8.3.2.0.f.9.d.b.
0.f.b.1.3.d...S.e.tu.p.P.aram.e.ters=.Working.D.ir=.CurrentD.ir=*S0UR.CED.ILR*.UlLevel=5.Fo.cus-=yes.Sess.ionD.ir=C..\Us.
ers\Alb.us\Ap.p.DatallLo.cal\T.emp\MW.-4a754448.-1372-4Db.6.2.-af77.-6f16.5.0.24.6.a5al\.F.ilesD.r=C..\Users\Albus\A.
p.p.D.atallL.o.cal\T.emp\MW.-4.a.754.4.48.-13.7.2.-4b.6.2.-af77.-6.f165.0.24.6.a5.al\files\.RunB.eforelnstallF.ile=.R.unB.efo.r.
elnstallP.arameters.=.RunAfterln.

C:\Users\user\AppData\Local\Temp\~DF0154135B388C6B07.TMP

Process: C:\Windows\System32\msiexec.exe
File Type: data

Category: dropped

Size (bytes): 32768

Entropy (8bit):  0.06743406194521226

Encrypted: false

SSDEEP: 6:2/9LG7iVCNLG7iVrKOzPLHKOv+eHmNfftCVky6lh1:2F0i8n0itFzDHFv+eGBT]
MD5: F6D7E066F3F3BFE6E80C388A8E80530D

SHAL: 4113DA23B498529E7D373BB6B15C511E6215CBFO
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https://www.virustotal.com/gui/file/beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c/detection/f-beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c-1659456693
https://www.metadefender.com/#!/results/file/bzIyMDYyNGphNDR1QnFHV1QtQlowTlZTeUc/regular/analysis
https://www.virustotal.com/gui/file/beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c/detection/f-beb6182ceab6ea0b0fdc0f41f8069632317e0f941419b75ede4145593cd6a21c-1659456693
https://www.metadefender.com/#!/results/file/bzIyMDYyNGphNDR1QnFHV1QtQlowTlZTeUc/regular/analysis

SHA-256: 6FD79F05C77A1C8CB5D73B1FEC2B16E09273E029DDC196F24115C57178C7D1EC

SHA-512: AB982CEEAEF2E1D690BC761C129EC387C4919BCF910513387D9D46111FDD9768F66E1CD46311FD169BD1122356DE71964590DE087B06A8BA966216EAT7736E4€E
Malicious: false
Preview:

C:\Users\user\AppData\Local\Temp\~DF49DA8C305B58D2AD.TMP

Process: C:\Windows\System32\msiexec.exe
File Type: data

Category: dropped

Size (bytes): 69632

Entropy (8bit):  0.12990324508728232

Encrypted: false

SSDEEP: 24:0jd8vdOQCwY +8JfAebfddipV7sddipVIVIwWGVIrkg9Syve+QG:I8virfddSBsddSH2rjeNG

MD5: DAEC78D92F1DF6670EB07754808C3ECC

SHAL: F59648041B22EC5BFE871E08EDB40278B85A5BD2

SHA-256: 8DCAE1DCF7F1AA8B3F96C78805593524994AA603C611E6BI523CBCBI3A774354

SHA-512: FC8D121F8B877528B6E902869E931A74F88097870B8FOCD66213FIF3ACC8A431619EAD27D45DDAEE75B79CE77BB414E641FCC0A495C0B67A1FE900FB36B5183
B

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~DFFAFES5FFC650FC61.TMP

Process: C:\Windows\System32\msiexec.exe
File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3

MD5: BF619EACOCDF3F68D496EA9344137E8B

SHAL: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AES

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4AFF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9DAFB5D1B5F2D0C6ED34
BFE

Malicious: false

LR =2 TP P PP PP

C:\Users\user\AppData\Roaming\AnyDesk\ad.trace

Process: C:\ProgramData\anydesk.exe

File Type: ASCII text, with CRLF line terminators
Category: modified

Size (bytes): 10515

Entropy (8bit):  4.228344603555986

Encrypted: false

SSDEEP: 96:EtFBqt1tNtFZmKJ4FgzgFN5mj4b515wvOQ8kQVQbQWittAhDFhttFCxxv:0wPHFCcKFjw9ksQNttvxV

MD5: C4D40B6620A5E49C215BFBOC04DIFA94

SHAL: 84C02E79A8DD2CEA191AF99341F2271A6139DC48

SHA-256: 1604100784E9D590149D5221F7F4318AFAE913A22EAQ07F6EA461F8D215EDFA25

SHA-512: 06F4EEODFFB5231F59327920110B48566C4B6FFA35FEC1113F84CELFAEOC932ACD07F01E2AEA022FF7DDE2A5601C2391B6333E0FFCC2B4B8D7F1DC270F03EL
4

Malicious: false
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Preview:

*ok Kok kxR Kk ok k ok k ok k ok k% info 2022-08-06 01:23:23.745 installer 2640 2428 main - * AnyDesk Windows Startup *.. info 2022-08-06

01:23:23.745 installer 2640 2428 main - * Version 7.0.7 (release/win_7.0.x 96f8d80eac273a9144abccce2f66dbc2200cc81d).. info 2022-08-06
01:23:23.745 installer 2640 2428 main - * Custom Client (no ID).. info 2022-08-06 01:23:23.745 installer 2640 2428

main - .. info 2022-08-06 01:23:23.745 installer 2640 2428 main - Process started at 2022-08-06. PID 2640. OS is Windows 7 (64 bit).. info
2022-08-06 01:23:23.745 installer 2640 2428 impl_selector - using sse2 (intrinsics)..warning 2022-08-06 01:23:23.745 installer 2640 2428

terminator - All clear!.. info 2022-08-06 01:23:23.745 installer

C:\Users\user\AppData\Roaming\AnyDesk\user.conf

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\ProgramData\anydesk\AnyDesk.exe

ASCII text, with very long lines

dropped

1003

4.272230203413794

false

24:snKoXHZgCJg2cZ0FmienKoX1M61n0Q17/iMQBbSI:sn1j2genMaOCHQBbSI
BB28C065F16674CB7688B72C683EC985
2D7E18B400398CDC33A387C315D434C9FFDAOCBO
FESDD9BE649AB519A47659B151A2607AC623179F150765C399B1EFOC7A90F82E

6995413F415F6D708254C0BD6388B397B181B6BAF28B3D9182E50404556CBC8C38ABOCEDSA2A93550DA5FBD2EDBC7945E3E2F24AD0358FBCO0A3494A7040DD
E

false

ad.invite.created_list_encrypted=6fa74c609a01f31f1f670668df954f4642a4aae8018a18da425960b3eca6f8f4alec65a7e7bb22120bf648310f1fa2dfOb53d2e90e4
€008262013ecaead20fe5fd03c1aa69649c8b8b7110ec222522013f23dfea2c5de548b20a73a9d414c27374ab0862b47b212f41cf5778b89ccab521ac5f446f5a2ffbbe9811a
458492e39926770649a38e9721366902a51645470f0d9e8a0d72bddalc667dclfbaea3cca74dd806804e91chfl3cfc3d8e58bf6cclef38cac7e2c3206610342c063879a2bdfl
3cf19bf043a5ac522ccecchbe23a319d59a30a59c069535a7b8f54c7cdf18ddd032al6d9ee.ad.invite.received_list_encrypted=6fa74c609a01f31f1f670668df954146
42a4aae8018a18da425960b3eca6f8f4alec65a7e7bb22120bf648310f1fa2dfOb53d2e90e4e008262013ecaead20219e161c9e6f996ad5835c58dfc95d32660f8f91a7ceb73
4bd5c905f6e04db3c27374ab0862b47b212f41cf5778b89c037¢550169499eb92f75a169d19422002633e9f784bb1labb9c7461a00b08edbb5470f0d99f57071e94afc197f90c
dd3c896084ac806804e96c7ac9eb148905ch1bf54d6113d0c1ffff947be9e29fdf46c726ed7608deda5eebf876a0049476f5d19458050a6ce61fh3fbce38819f06f911del7a5
4117d6af.ad.ui.lang=

C:\Windows\Installer\78c341.msi ¥ &)

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

C:\Windows\System32\msiexec.exe

Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, MSI Installer, Code page: 1252, Title: Anydesk - UNREGISTERED - Wrapped using
MSI Wrapper from www.exemsi.com 0.7.0.0, Subject: Anydesk - UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com, Author: Anydesk, Keywords:
Installer, Template: Intel;1033, Revision Number: {8CB27BF3-59BC-4419-BE15-E9E385453F27}, Create Time/Date: Thu Feb 18 21:32:30 2021, Last Saved Time/Date:
Thu Feb 18 21:32:30 2021, Number of Pages: 200, Number of Words: 2, Name of Creating Application: MSI Wrapper (10.0.50.0), Security: 2

dropped

4063232

7.978539254164263

false
98304:pp+vXhd7YjjTcLO6KNQh5YUNa/ckQGQCWijuYAHwW:+zKTcilYUNUNCAUPH
6CF5AD7A7D1B7BABOC62E246CF41A985
BO6A03ADC550EAD96534F5E723395C4E16BFDF44
FBOFOBF2B71BF576053C56CB913EA4E93581FCI9D3AA9D6DBA0AES72A1622F050

46CD8BD1EAD75A8ADB7D5BFF81A2FDC04567D462E965664F6F9F796237839F07F74D2201C3DA8F7F37C9DFCA45749ED88708DB5A216D84F7AC146E5AF58A860
E

true

e Antivirus: Avira, Detection: 100%

C:\Windows\Installer\78c342.ipi

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Windows\System32\msiexec.exe

Composite Document File V2 Document, Cannot read section info

dropped

20480

1.5498517775518001

false
24:37rFC/lim6cpmUHCpVIuqo+QG0/rddipVIVIwGVIrkg9SCddipV7eJfAebpQCwYi:1rOpcDHoluzNG0zddSH2rbddSBerF8v
14F8EB017B55B6EFBBC74E949581F9F7

E9B5537C29E22FAC2A7535C766579710CC901AC4
486813FA64D996C93CB8251845F093C0F26C0277ACFFIC06004DE34EB825CFBE

Copyright Joe Security LLC 2022 Page 22 of 62



SHA-512: E9222151D1E201A06F39CBFFEOF786F968B45226DBDFEA99A0DC6746820247D23AEEB74312277BBF40BO60ADDDF7734E70527CE824C55DB32A55D637012202D
A

Malicious: false

Preview:

C:\Windows\Installer\78c344.msi ¥ €

Process: C:\Windows\System32\msiexec.exe

File Type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, MSI Installer, Code page: 1252, Title: Anydesk - UNREGISTERED - Wrapped using
MSI Wrapper from www.exemsi.com 0.7.0.0, Subject: Anydesk - UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com, Author: Anydesk, Keywords:
Installer, Template: Intel;1033, Revision Number: {8CB27BF3-59BC-4419-BE15-E9E385453F27}, Create Time/Date: Thu Feb 18 21:32:30 2021, Last Saved Time/Date:
Thu Feb 18 21:32:30 2021, Number of Pages: 200, Number of Words: 2, Name of Creating Application: MSI Wrapper (10.0.50.0), Security: 2

Category: dropped
Size (bytes): 4063232

Entropy (8bit):  7.978539254164263

Encrypted: false

SSDEEP: 98304:pp+vXhd7YjiTcLOBKNQh5YUNa/ckQGQCWijuY AHW:+zKTcil Y UNUNCAUPH

MD5: 6CF5AD7A7D1B7BABOC62E246CF41A985

SHA1L: BO6A03ADC550EAD96534F5E723395C4E16BFDF44

SHA-256: FBO9FOBF2B71BF576053C56CB913EA4E93581FCI9D3AA9D6DBA0AES72A1622F050

SHA-512: 46CD8BD1EAD75A8ADB7D5BFF81A2FDC04567D462E965664F6F9F796237839F07F74D2201C3DA8F7F37CI9DFC45749ED88708DB5A216D84F7AC146E5AF58A860
E

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

Preview:

C:\Windows\Installer\MSI5B7A.tmp

Process: C:\Windows\System32\msiexec.exe
File Type: data

Category: dropped

Size (bytes): 428024

Entropy (8bit):  6.5173927188942296

Encrypted: false

SSDEEP: 12288:stJRQ+gjpjegLyo8ktIRQ+gjpjegLyo8J:stBcpVLSktBcpVLSI

MD5: 9069E5D699573FA8BDEG5F4D66FC36782

SHA1L: 3F6D828772867E2708F4491DE44C57FE3987F931

SHA-256: 7F7DDF73140A3568819DE6AC422D2B42A76856FE96C2A658AF531ADB3BBDI9B33

SHA-512: C7614A19E126273A7464F16EF3470C4B4CE459119CBC489DE9DCDDDC5DBE2057AAAE77D551F8C26A9EBS9E2FEAB373C1C565921379564EFFOED4CESSEDFI7
7C

Malicious: false

Preview: ..@IX0S.@....@..U.@...@....Q@....0...@....Q@...... &.{AC4583F8-6694-473E-BB77-32CDFCI9BA940}F.Anydesk - UNREGISTERED - Wrapped using MSI Wrapper

.COM\MSI Wrapper\Installed\AnyDesk\LogonUser.@
..L.IThis program cannot be run in DOS mode....$....

C:\Windows\Installer\MSISBES.tmp &

Process: C:\Windows\System32\msiexec.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 212992

Entropy (8bit): 6.513444216841171

Encrypted: false

SSDEEP: 3072:AspAtOdmXwCGjtYNKbYO2gjpcm8rRuqpjCLw2loHUvU4yGxr53gM2a8:2tOdiRQY pgjpjew5LLYyGx1qo8

MD5: 4CAAAO3EOB59CAB0A3D34674B732B702

SHAL: EE80C8F4684055AC8960B9720FB108BE07E1D10C

SHA-256: D01AF2B8C692DFFB04A5A04E3CCDODOA3B2C67C8FC45A4B68C0A065B4E64CC3D

SHA-512: 25888848871286BDD1FIC43A0FBA35640EDBSBAFBEOC6AA2F9708A070EA4ESB16745B7CAF744AEAF5643F75EF47F196D430BF70921ED27715F712825EC590A34
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Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Preview: MZ.ooiiiiiiis @ 1..L.IThis program cannot be run in DOS mode....$............ PoePeePaeens PeeeeiPeciid P p...q.%.p.......p.....p.....p.Ri
TN K @ P.]..... P )
....@....rsrc...

.@..@.data....5..

C:\Windows\Installer\MSIBOAO.tmp v

Process: C:\Windows\System32\msiexec.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 212992

Entropy (8bit):  6.513444216841171

Encrypted: false

SSDEEP: 3072:AspAtOdmXwCGjtYNKbYO2gjpcm8rRugpjCLw2loHUvU4yGxr53gM2a8:2tOdiRQY pgjpjew5LLYyGx1qo8

MDS5: ACAAAO3EOB59CAB0A3D34674B732B702

SHAL: EE80C8F4684055AC8960B9720FB108BE07E1D10C

SHA-256: D01AF2B8C692DFFB04A5A04E3CCDOD0A3B2C67C8FC45A4B68C0A065B4E64CC3D

SHA-512: 25888848871286BDD1FIC43A0FBA35640EDBSBAFBEOC6AA2FI708A070EA4ESB16745B7CAF744AEAF5643F75EF47F196D430BF70921ED27715F712825EC590A34
Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Preview:

C:\Windows\Installer\MSIBA33.tmp &

Process: C:\Windows\System32\msiexec.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: modified

Size (bytes): 212992

Entropy (8bit):  6.513444216841171

Encrypted: false

SSDEEP: 3072:AspAtOdmXwCGjtYNKbYO2gjpcm8rRugpjCLw2loHUvU4yGxr53qM2a8:2t0diRQY pgjpjew5sLLYGx1qo8

MD5: 4CAAAO3EOB59CA60A3D34674B732B702

SHA1L: EEB0C8F4684055AC8960B9720FB108BEO7E1D10C

SHA-256: D01AF2B8C692DFFB04A5A04E3CCDOD0OA3B2C67C8FC45A4B68C0A065B4E64CC3D

SHA-512: 25888848871286BDD1F9C43A0FBA35640EDBSBAFBEOC6AA2F9708A070EA4ESB16745B7CAF744AEAFS5643F75EF47F196D430BF70921ED27715F712825EC590A34
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Preview: (V] ZZ2— (@ 1..L.IThis program cannot be run in DOS mode....$............ [ood o Boronoo [Bhoood Bococd i Drosomo [Bood TS Boooonod Dacood Doco HRY

.@..@.data....5.. ...@....1srcC...

C:\Windows\Installer\MSIED31.tmp ¥

Process: C:\Windows\System32\msiexec.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 212992

Entropy (8bit): 6.513444216841171

Encrypted: false

SSDEEP: 3072:AspAtOdmXwCGjtYNKbYO2gjpcm8rRuqpjCLw2loHUvU4yGxr53gM2a8:2tOdiRQY pgjpjew5LLYyGx1qo8
MD5: 4CAAAO3EOB59CAB0A3D34674B732B702

SHAL: EE80C8F4684055AC8960B9720FB108BE07E1D10C

SHA-256: D01AF2B8C692DFFB04A5A04E3CCDODOA3B2C67C8FCA45A4B68C0A065B4E64CC3D
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https://www.virustotal.com/gui/file/d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d/detection/f-d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d-1659348031
https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis
https://www.virustotal.com/gui/file/d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d/detection/f-d01af2b8c692dffb04a5a04e3ccd0d0a3b2c67c8fc45a4b68c0a065b4e64cc3d-1659348031
https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis

SHA-512:
Malicious:

Antivirus:

Preview:

25888848871286BDD1FIC43A0FBA35640EDB5BAFBEOCEAA2FI708A070EA4ESB16745B7CAF744AEAF5643F75EF47F196D430BF70921ED27715F712825EC590A34
false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

.@..@.data....5..

C:\Windows\Installer\SourceHash{AC4583F8-6694-473E-BB77-32CDFCI9BA940}

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\msiexec.exe

Composite Document File V2 Document, Cannot read section info
dropped

20480

1.160574548383438

false

12:3SbX72FEIAGILIHVRpgh/7777777777777777777777777vDHFv+eGB3Jpjl0G:JqiQI505+eOGF
80A87B6E2D6888C84B8FI0246E263EES

ACB5270E5112C472F6D91B94322A8F3C8671EFB5

1E86519BF9767892FC4EDO5A712D90415E02B8C6B260E7556E5AF00174F0092F
F98006A315B6FAA2CI39A789E36EBA40860AEAS8AI5B845463B8B4C66B6E5CIAL978BFFACO34EBI0169516B7E1FOEA4S58BAGCBBEGSFEGS148703580219D2761E

false

C:\Windows\Logs\DPX\setupact.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\expand.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

969

4.316698873864823

false
24:Y6mME76KbEE76KbE76KbEE76KhEE6MEGME76KbEE76KbEEGr:YVE76KbEMEKbE76KhEMEKbE+EVE76KbY
62DEA788F4FAC87F00521EB4D5BDE6G50

B1DE499D3485674F25810AD3B4EC35C2B79CE2B9
7B341C7ED6AECCF2058AE39B62BF891D02664BC7399ED3F8B2FE0277ES8E16BAA

0A4AA1B760AAE3BABA9OACCA5S5075206794F55160B4096C1B61C4C653CD3930DACAFACA6EGE37CDA488E7BFF5797C6024D33C28B163362236DBDCB1EBOD2F
BOE

false

.2022-08-05 18:23:08, Info DPX Started DPX phase: Resume and Download Job..2022-08-05 18:23:08, Info DPX Started DPX phase: Apply
Deltas Provided In File..2022-08-05 18:23:08, Info DPX Ended DPX phase: Apply Deltas Provided In File..2022-08-05 18:23:08, Info DPX
Started DPX phase: Apply Deltas Provided In File..2022-08-05 18:23:08, Info DPX Ended DPX phase: Apply Deltas Provided In File..2022-08-05 18:23:08,
Info DPX Ended DPX phase: Resume and Download Job..2022-08-05 18:23:08, Info DPX Started DPX phase: Resume and Download
Job..2022-08-05 18:23:08, Info DPX Started DPX phase: Apply Deltas Provided In File..2022-08-05 18:23:08, Info DPX Ended DPX phase:
Apply Deltas Provided In File..2022-08-05 18:23:08, Info DPX Ended DPX phase: Resume and Download Job..

C:\Windows\SysWOWG64\logl.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\install.exe
ASCII text, with CRLF line terminators

dropped

14

3.8073549220576055

false

3:illfoN:ilIAN

2451B91DDBC6BES5D3D1FF81E7269D71
70E56DBCB95AF007F3B08F86C0A22050991DDF02
BF5EAABOBE11F12556F4CEEB507DA91D8E5178BEE032C003A26070B5794774B4

7BOSBESE00CD20D78D84AIBA2DECEBAE7C7804BA6D1013D8B6FE640A70394B1484AF2658C1A94D23ECOBCAABI2EBE51434BAE48B20B4ABI5BBBIFD3A43BAEA
D4F

false
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https://www.metadefender.com/#!/results/file/YnpJeU1EWXdOVUU0YVdaaVdGZDFPRUltaG1MTWZKUU5PNg/regular/analysis

Preview: anydesk-ID:..0

C:\programdata\anydesk.exe B@

Process: C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\install.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 3829888

Entropy (8bit):  7.999053982852042

Encrypted: true

SSDEEP: 98304:nDFWG1bgjvcLIsoh5GbmkNC3dv2tthJ2/Ev6I3H:n7svesiImkN4chYECI3

MDS5: 1BC5890C9E7BF54B7712E344B0AF9D04

SHAL: 78C9302C7A387A8D158F38D501784BE9B8B2716D

SHA-256: AF61905129F377F5934B3BBF787E8D2417901858BB028F40F02200E985EE62F6

SHA-512: 7113888A8439AE5AF1B260C40229F7EBB98BDECES2EBABOCE97137933AF4E9777D92D68166DBCF87A95CF88615452CAE7ECDF555B4785FFFE63C5783DBCB5S
5D

Malicious: true

Preview:

Static File Info
General
File type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, MSI Installer, Code page: 1252, Title: Anydesk - UNREGISTERED - Wrapped using

MSI Wrapper from www.exemsi.com 0.7.0.0, Subject: Anydesk - UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com, Author: Anydesk, Keywords:
Installer, Template: Intel;1033, Revision Number: {8CB27BF3-59BC-4419-BE15-E9E385453F27}, Create Time/Date: Thu Feb 18 21:32:30 2021, Last Saved Time/Date:
Thu Feb 18 21:32:30 2021, Number of Pages: 200, Number of Words: 2, Name of Creating Application: MSI Wrapper (10.0.50.0), Security: 2

Entropy (8bit):  7.978539254164263

TriD: e Generic OLE2 / Multistream Compound File (8008/1) 100.00%

File name: 1.msi

File size: 4063232

MD5: 6cf5ad7a7d1b7bab0c62e246cf41a985

SHAL: b06a03adc550ead96534f5e723395c4e16bfdf44

SHA256: fb9fObf2b71bf576053c56ch913eade93581fc9d3aadd6d8alae572a1622f050

SHAS512: 46cd8bdlead75a8adb7d5bff81a2fdc04567d462e9656646f9f796237839f07f74d2201c3da8f7f37c9dfc45749ed88708db5a216d84f7ac146e5af58a8608e
SSDEEP: 98304:pp+vXhd7YjjTcLO6KNQh5YUNa/ckQGQCWijuYAHw:+zkTcilYUNUNCAUPH

TLSH: 411633603AD8C537D2DA0636092E8BAA3AG57D755F21C0DB2B587CBC5E317D3AC39342

File Content ... PO TSP PO TR PP POPPO
Preview:

File lcon

Icon Hash: a2a0b496b2caca72
Static OLE Info

General

Document Type: OLE

Number of OLE Files: 1

OLE File "1.msi"

Indicators

Has Summary Info:

Application Name: MSI Wrapper (10.0.50.0)
Encrypted Document: False

Contains Word Document Stream: False
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Contains Workbook/Book Stream:

Contains PowerPoint Document
Stream:

Contains Visio Document Stream:

Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Title:

Subject:

Author:
Keywords:
Template:

Revion Number:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Creating Application:

Security:
Document Summary
Document Code Page:

Company:

Streams

False

False

False

False

False

1252

Anydesk - UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com 0.7.0.0
Anydesk - UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com
Anydesk

Installer

Intel;1033

{8CB27BF3-59BC-4419-BE15-E9E385453F27}

2021-02-18 21:32:30

2021-02-18 21:32:30

200

2

MSI Wrapper (10.0.50.0)

2

1251

Anydesk

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 120

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5DocumentSummaryInformation
data

120

2.826912441242884

False

fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5 cd d5 9c 2e 1b 10 93 97 08 00 2b 2¢ f9 ae 30 00 00 00 48
00 00 00 03 00 00 00 01 00 00 00 28 00 00 00 00 00 00 80 30 00 00 00 Of 00 00 00 38 00 00 00 00 00 00 00 00 00 00 00 02 00 00 00 e3 04 00 00 13
00 00 00 19 04 00 00 1e 00 00 00 08 00 00 00 41 6e 79 64 65 73 6b 00

Stream Path: \x5Summarylnformation, File Type: data, Stream Size: 528

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5Summarylnformation

data

528

4.752216684650982

True

.......................... (o) T o B O - B
........................................... Installer...........Intel;1033......"...{8CB27BF3-59BC-4419-BE

5-E9E385453F27}..@....

fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 e0
01 00 00 0d 00 00 00 01 00 00 00 78 00 00 00 02 00 00 00 18 01 00 00 03 00 00 00 70 01 00 00 04 00 00 00 08 01 00 00 05 00 00 00 80 00 00 00 07
00 00 00 94 00 00 00 09 00 00 00 a8 00 00 00 Oc 00 00 00 d8 00 00 00 0d 00 00 00 e4 00 00 00

Stream Path: \x17163\x16689\x18229\x16766\x18365\x17760\x17636\x16947\x16167\x17896\x17656\x17753\x17074\x16693\x18480, File Type:
Microsoft Cabinet archive data, 3811024 bytes, 1 file, Stream Size: 3811024

General
Stream Path:
File Type:
Stream Size:
Entropy:

Base64 Encoded:
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\x17163\x16689\x18229\x16766\x18365\x17760\x17636\x16947\x16167\x17896\x17656\x17753\x17074\x16693\x18480
Microsoft Cabinet archive data, 3811024 bytes, 1 file

3811024

7.999935868582085

True
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General

Data ASCII:

Data Raw:

MSCF....&:..... e ~. H.oooveoo Tp .install.exe..W.[..H.."T#..m.Uep.nl:...h<d.r)R*+
-[y/cl.xw>."TI1[(....5.H...Fj...}}K..0.%.0".Pj/M2lot..B/ZBk....8.,jArl rrl#)R..52lh....... CLSfP$.$
HD4.iq6.4..kq..... #.* IX..+.C..-p-."..OdIYE.!.A".qY%]I.

4d 53 43 46 00 00 00 00 dO 26 3a 00 00 00 00 00 2c 00 00 00 00 00 00 00 03 01 01 00 01 00 00 00 7e ea 00 00 48 00 00 00 76 00 03 12 00 8e 3a 00
00 00 00 00 00 00 c6 54 d7 70 20 00 69 6e 73 74 61 6¢ 6¢ 2e 65 78 65 00 b8 ea a5 05 d4 57 00 80 5b 80 80 8d 04 10 48 a9 07 00 22 54 80 23 00 00
6d 00 fe b7 55 ab 65 97 99 70 b9 1b 6e c9 49 3a 09 12 9d 11 68 3c 64 19 72 29 52 cb 2a 2b 1a 2d

Stream Path: \x17163\x16689\x18229\x16766\x18365\x17932\x17910\x17458\x16778\x17207\x17522\x17357\x18479, File Type: PE32 executable (DLL)
(GUI) Intel 80386, for MS Windows, Stream Size: 212992

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Data ASCII:

Data Raw:

\x17163\x16689\x18229\x16766\x18365\x17932\x17910\x17458\x16778\x17207\x17522\x17357\x18479
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
212992

6.513444216841171

True
MZ... @ .o I.L!This program cannot be run in DOS mo
de....$........ pppp.p/p..pq%pp.p.pRichp....... ... ... ... ..., PE..L.... .......... | I h.o........ K.......

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 f0 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00

Stream Path: \x18496\x15167\x17394\x17464\x17841, File Type: data, Stream Size: 672

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Data ASCII:

Data Raw:

\x18496\x15167\x17394\x17464\x17841
data

672

4.764474142026

False

.................... Lt )R e+ 1555 == =.=. = M M.M. M. M. M. M. M.\.\\.a.a.a.a.a.a.
LB 0L 0L T T TS S St WL WL WL W W Wttt ettt et e e e e e e e e e

06 00 06 00 06 00 06 00 06 00 06 00 06 00 06 00 06 00 06 00 22 00 22 00 22 00 29 00 29 00 29 00 2a 00 2a 00 2a 00 2b 00 2b 00 2f 00 2f 00 2f 00 2f
00 2f 00 2f 00 35 00 35 00 35 00 3d 00 3d 00 3d 00 3d 00 3d 00 4d 00 4d 00 4d 00 4d 00 4d 00 4d 00 4d 00 4d 00 5¢ 00 5¢ 00 61 00 61 00 61 00 61 00
61 00 61 00 61 00 61 00 6f 00 6f 00 72 00 72 00 72 00 73 00 73 00 73 00 74 00 74 00 77 00

Stream Path: \x18496\x16191\x17783\x17516\x15210\x17892\x18468, File Type: ASCII text, with very long lines, with no line terminators, Stream Size:

8546

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Data ASCII:

Data Raw:

\x18496\x16191\x17783\x17516\x15210\x17892\x18468
ASCII text, with very long lines, with no line terminators
8546

5.082724064913251

True

NameTableTypeColumn_ValidationValueNPropertyld_SummarylnformationDescriptionSetCatego
ryKeyColumnMaxValueNullableKeyTableMinValueldentifierName of tableName of columnY;NWh
ether the column is nullableYMinimum value allowedMaximum value allowedFor foreign key

4e 61 6d 65 54 61 62 6¢ 65 54 79 70 65 43 6f 6¢ 75 6d 6e 5f 56 61 6¢ 69 64 61 74 69 6f 6e 56 61 6¢ 75 65 4e 50 72 6f 70 65 72 74 79 49 64 5f 53 75
6d 6d 61 72 79 49 6e 66 6f 72 6d 61 74 69 6f 6e 44 65 73 63 72 69 70 74 69 6f 6e 53 65 74 43 61 74 65 67 6f 72 79 4b 65 79 43 6f 6¢ 75 6d 6e 4d 61
7856 61 6¢ 75 65 4e 75 6¢ 6¢ 61 62 6¢ 65 4b 65 79 54 61 62 6¢ 65 4d 69 6e 56 61 6¢ 75 65

Stream Path: \x18496\x16191\x17783\x17516\x15978\x17586\x18479, File Type: data, Stream Size: 1216

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x18496\x16191\x17783\x17516\x15978\x17586\x18479
data

1216

3.1068972075441508

False

00 00 00 00 04 00 06 00 05 00 02 00 00 00 00 00 04 00 02 00 06 00 02 00 Ob 00 15 00 05 00 05 00 01 00 2¢ 00 Oa 00 01 00 13 00 02 00 Ob 00 06 00
03 00 02 00 08 00 02 00 09 00 02 00 08 00 02 00 08 00 02 00 08 00 02 00 08 00 02 00 Oa 00 19 00 0d 00 01 00 Oe 00 01 00 03 00 01 00 1e 00 01 00
01 00 2a 00 15 00 01 00 15 00 01 00 36 00 01 00 24 00 01 00 f5 00 01 00 Of 00 01 00 04 00 09 00

Stream Path: \x18496\x16255\x16740\x16943\x18486, File Type: data, Stream Size: 38
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General

Stream Path: \x18496\x16255\x16740\x16943\x18486

File Type: data

Stream Size: 38

Entropy: 3.123963756721792

Base64 Encoded: False

Data ASCII: M)+ /.5.=.M.\\.a.0o.r.s.t.w....

Data Raw: 06 00 22 00 29 00 2a 00 2b 00 2f 00 35 00 3d 00 4d 00 5¢ 00 61 00 6f 00 72 00 73 00 74 00 77 00 82 00 86 00 90 00

Stream Path: \x18496\x16383\x17380\x16876\x17892\x17580\x18481, File Type: data, Stream Size: 2064

General

Stream Path: \x18496\x16383\x17380\x16876\x17892\x17580\x18481

File Type: data

Stream Size: 2064

Entropy: 2.381269221109181

Base64 Encoded: False

Data ASCIl: L)) ) e+ /0.5 5. =.=.=.=. = M.M.M.M.M.M. M. M.\.\\.a.a.a.a.a
@.8.8.0.0.7.7.71.S.S.S. L.t .W. W.W.W.W.W. ...ttt #.%.".#.%.".#.%."...-.%./.1.4
7.:.5.1.K...#. @.C.F...4.7.M.0.Q.T.V.]._.".7._

Data Raw: 06 00 06 00 06 00 06 00 06 00 06 00 06 00 06 00 06 00 06 00 Oa 00 Oa 00 22 00 22 00 22 00 29 00 29 00 29 00 2a 00 2a 00 2a 00 2b 00 2b 00 2f 00

2f 00 2f 00 2f 00 2f 00 2f 00 35 00 35 00 35 00 3d 00 3d 00 3d 00 3d 00 3d 00 4d 00 4d 00 4d 00 4d 00 4d 00 4d 00 4d 00 4d 00 5¢ 00 5¢ 00 61 00 61
0061 00 61 00 61 00 61 00 61 00 61 00 6f 00 6f 00 72 00 72 00 72 00 73 00 73 00 73 00 74 00

Stream Path: \x18496\x16661\x17528\x17126\x17548\x16881\x17900\x17580\x18481, File Type: data, Stream Size: 4

General

Stream Path: \x18496\x16661\x17528\x17126\x17548\x16881\x17900\x17580\x18481
File Type: data

Stream Size: 4

Entropy: 15

Base64 Encoded: False

Data ASCII:

Data Raw: e1 00 e2 00

Stream Path: \x18496\x16842\x17200\x15281\x16955\x17958\x16951\x16924\x17972\x17512\x16934, File Type: data, Stream Size: 48

General

Stream Path: \x18496\x16842\x17200\x15281\x16955\x17958\x16951\x16924\x17972\x17512\x16934

File Type: data

Stream Size: 48

Entropy: 3.0684210940655055

Base64 Encoded: False

Data ASCIl: X.<.

Data Raw: 9d 00 9e 00 9f 00 a0 00 al 00 a2 00 a3 00 a4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 83 84 83 8 83 78 85 dc 85 3c 8f a0 8f c8 99

Stream Path: \x18496\x16842\x17200\x16305\x16146\x17704\x16952\x16817\x18472, File Type: data, Stream Size: 24

General

Stream Path: \x18496\x16842\x17200\x16305\x16146\x17704\x16952\x16817\x18472
File Type: data

Stream Size: 24

Entropy: 2.594360937770434

Base64 Encoded: False

DataASCI: ..

Data Raw: 9d 00 9e 00 9f 00 a5 00 00 00 00 00 00 00 00 00 20 83 84 83 e8 83 14 85

Stream Path: \x18496\x16842\x17913\x18126\x16808\x17912\x16168\x17704\x16952\x16817\x18472, File Type: data, Stream Size: 42

General

Stream Path: \x18496\x16842\x17913\x18126\x16808\x17912\x16168\x17704\x16952\x16817\x18472
File Type: data

Stream Size: 42

Entropy: 2.9135675273020816

Base64 Encoded: False

ee/SdlE = |eoocoooo00000000000a00 Rooo
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General

Data Raw:

9d 00 9f 00 a0 00 al 00 a4 00 a6 00 a7 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 83 e8 83 78 85 dc 85 ¢8 99 9c 98 00 99

Stream Path: \x18496\x16911\x17892\x17784\x15144\x17458\x17587\x16945\x17905\x18486, File Type: data, Stream Size: 4

General

Stream Path: \x18496\x16911\x17892\x17784\x15144\x17458\x17587\x16945\x17905\x 18486
File Type: data

Stream Size: 4

Entropy: 1.5

Base64 Encoded: False

Data ASCII:

Data Raw: cc 00 aa 00

Stream Path: \x18496\x16911\x17892\x17784\x18472, File Type: 386 compact demand paged pure executable, Stream Size: 16

General

Stream Path: \x18496\x16911\x17892\x17784\x18472

File Type: 386 compact demand paged pure executable
Stream Size: 16

Entropy: 1.9197367178034825

Base64 Encoded: False

Data ASCI:

Data Raw: cc 00 00 00 cd 00 00 00 02 80 01 80 00 00 00 80

Stream Path: \x18496\x16918\x17191\x18468, File Type: MIPSEB Ucode, Stream Size: 14

General

Stream Path: \x18496\x16918\x17191\x18468

File Type: MIPSEB Ucode

Stream Size: 14

Entropy: 0.946372935985442

Base64 Encoded: False

Data ASCI:

Data Raw: 01 80 00 00 00 80 00 00 00 00 00 00 00 00

Stream Path: \x18496\x16923\x17194\x17910\x18229, File Type: data, Stream Size: 60

General

Stream Path: \x18496\x16923\x17194\x17910\x18229

File Type: data

Stream Size: 60

Entropy: 3.5292412679834797

Base64 Encoded: False

Data ASCII: % (e HL&L) LS

Data Raw: ad 00 1f 01 22 01 25 01 28 01 ff 7f ff 7f ff 7f ff 7f ff 7f 1c 01 1c 01 1c 01 1c 01 1c 01 1d 01 20 01 23 01 26 01 29 01 1e 01 21 01 24 01 27 01 2a 01 aa 00

aa 00 aa 00 aa 00 aa 00

Stream Path: \x18496\x17163\x16689\x18229, File Type: data, Stream Size: 8

General

Stream Path: \x18496\x17163\x16689\x18229
File Type: data

Stream Size: 8

Entropy: 1.75

Base64 Encoded: False

Data AsCI. ...

Data Raw: a8 00 a9 00 01 00 01 00

Stream Path: \x18496\x17165\x16949\x17894\x17778\x18492, File Type: data, Stream Size: 18

General

Stream Path: \x18496\x17165\x16949\x17894\x17778\x18492
File Type: data

Stream Size: 18

Entropy: 2.102187170949333

Base64 Encoded: False
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General
Data ASCII:

Data Raw:

ac 00 c7 00 c9 00 c7 00 c9 00 00 00 c8 00 ca 00 cb 00

Stream Path: \x18496\x17490\x17910\x17380\x15279\x16955\x17958\x16951\x16924\x17972\x17512\x16934, File Type: data, Stream Size: 216

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x18496\x17490\x17910\x17380\x15279\x16955\x17958\x16951\x16924\x17972\x17512\x16934
data

216

4.294855551942891

False

............................................................................................ X......d@.(p.'y.

9d 00 9e 00 9f 00 a0 00 al 00 a3 00 a4 00 a6 00 a7 00 ae 00 b0 00 b1 00 b4 00 b6 00 b7 00 b9 00 ba 00 bb 00 bd 00 bf 00 c0 00 c2 00 ¢3 00 cf 00 dO
00 d1 00 d2 00 d3 00 d4 00 d5 00 d6 00 d7 00 d8 00 d9 00 db 00 df 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 dc 00 dc 00 dc 00 de
00 de 00 de 00 de 00 de 00 da 00 dd 00 dd 00 dd 00 dd 00 dd 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \x18496\x17490\x17910\x17380\x16303\x16146\x17704\x16952\x16817\x18472, File Type: data, Stream Size: 48

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x18496\x17490\x17910\x17380\x16303\x16146\x17704\x16952\x16817\x18472
data

48

3.110087760732172

False

9d 00 9e 00 9f 00 a5 00 cf 00 dO 00 d1 00 d2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 83 84 83 8 83 14 85 19 80 64 80 bc 82 b0 84

Stream Path: \x18496\x17548\x17648\x17522\x17512\x18487, File Type: Dyalog APL aplcore version 171.0, Stream Size: 12

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x18496\x17548\x17648\x17522\x17512\x18487
Dyalog APL aplcore version 171.0

12

2.292481250360578

False

aa 00 ab 00 ac 00 04 80 00 00 ad 00

Stream Path: \x18496\x17630\x17770\x16868\x18472, File Type: data, Stream Size: 32

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x18496\x17630\x17770\x16868\x18472

data

32

2.198391110799899

False

Lol

2f 01 2f 01 00 00 2d 01 2d 01 00 00 00 00 00 00 01 00 00 80 02 00 00 80 00 00 00 00 19 01 18 01

Stream Path: \x18496\x17753\x17650\x17768\x18231, File Type: data, Stream Size: 88

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x18496\x17753\x17650\x17768\x18231
data

88

3.9470457308545095

False

91 00 €3 00 e5 00 e6 00 f0 00 f1 00 f3 00 f5 00 f7 00 f9 00 fb 00 fd 00 ff 00 01 01 03 01 10 01 11 01 13 01 1501 17 01 1a 01 2¢ 01 2f 01 e4 00 e4 00
e4 00 ee 00 02 01 f4 00 f6 00 8 00 fa 00 fc 00 fe 00 00 01 02 01 02 01 2e 01 12 01 14 01 16 01 2d 01 1b 01 e4 00

Stream Path: \x18496\x17932\x17910\x17458\x16778\x17207\x17522, File Type: data, Stream Size: 180

General
Stream Path:

File Type:
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\x18496\x17932\x17910\x17458\x16778\x17207\x17522

data
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General

Stream Size: 180

Entropy: 2.754589929626484

Base64 Encoded: False

Data ASCI: B 33 B B
Data Raw: ae 00 b0 00 b1 00 b4 00 b6 00 b7 00 b9 00 ba 00 bb 00 bd 00 bf 00 c0 00 c¢2 00 ¢3 00 c5 00 01 80 33 80 01 80 01 80 33 80 01 8¢ 33 80 01 8c 01 80 01

80 33 80 01 8¢ 33 80 01 8¢ 01 80 a9 00 b1 00 a9 00 a9 00 b7 00 a9 00 ba 00 a9 00 a9 00 a9 00 cO 00 a9 00 c3 00 a9 00 a9 00 af 00 b2 00 b3 00 b5

00 b2 00 b8 00 b2 00 b3 00 bc 00 be 00 b2 00 ¢1 00 b2 00 c4 00 c6 00 00 00 00 00 00 00 00 00

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Aug 5, 2022 18:23:17.955034971 CEST
Aug 5, 2022 18:23:17.955077887 CEST
Aug 5, 2022 18:23:17.955163002 CEST
Aug 5, 2022 18:23:17.956656933 CEST
Aug 5, 2022 18:23:17.956707001 CEST
Aug 5, 2022 18:23:17.956804037 CEST
Aug 5, 2022 18:23:18.078598976 CEST
Aug 5, 2022 18:23:18.109005928 CEST
Aug 5, 2022 18:23:18.109520912 CEST
Aug 5, 2022 18:23:18.117553949 CEST
Aug 5, 2022 18:23:18.136924982 CEST
Aug 5, 2022 18:23:18.137054920 CEST
Aug 5, 2022 18:23:18.137501955 CEST
Aug 5, 2022 18:23:18.158116102 CEST
Aug 5, 2022 18:23:18.158333063 CEST
Aug 5, 2022 18:23:45.921768904 CEST
Aug 5, 2022 18:23:46.016635895 CEST
Aug 5, 2022 18:23:46.019696951 CEST
Aug 5, 2022 18:23:46.019758940 CEST
Aug 5, 2022 18:23:46.153834105 CEST
Aug 5, 2022 18:23:46.159286976 CEST
Aug 5, 2022 18:23:46.294455051 CEST
Aug 5, 2022 18:23:46.294933081 CEST
Aug 5, 2022 18:23:46.295002937 CEST
Aug 5, 2022 18:23:46.299264908 CEST
Aug 5, 2022 18:23:47.520963907 CEST
Aug 5, 2022 18:23:47.615866899 CEST
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Total Packets: 20

® 53 (DNS)

@ 20000 undefined
@ 6568 undefined
® 80 (HTTP)

® 443 (HTTPS)

Source Port
49175
443
49175
49175
443
49175
49176
80
49176
49177
6568
49177
49177
6568
49177
49178
20000
49178
49178
20000
49178
20000
20000
20000
49178
49178
20000

Dest Port
443
49175
443
443
49175
443
80
49176
80
6568
49177
6568
6568
49177
6568
20000
49178
20000
20000
49178
20000
49178
49178
49178
20000
20000
49178

Source IP
192.168.2.22
195.181.174.167
192.168.2.22
192.168.2.22
195.181.174.167
192.168.2.22
192.168.2.22
92.223.88.41
192.168.2.22
192.168.2.22
195.181.174.174
192.168.2.22
192.168.2.22
195.181.174.174
192.168.2.22
192.168.2.22
80.209.241.3
192.168.2.22
192.168.2.22
80.209.241.3
192.168.2.22
80.209.241.3
80.209.241.3
80.209.241.3
192.168.2.22
192.168.2.22
80.209.241.3

Dest IP
195.181.174.167
192.168.2.22
195.181.174.167
195.181.174.167
192.168.2.22
195.181.174.167
92.223.88.41
192.168.2.22
92.223.88.41
195.181.174.174
192.168.2.22
195.181.174.174
195.181.174.174
192.168.2.22
195.181.174.174
80.209.241.3
192.168.2.22
80.209.241.3
80.209.241.3
192.168.2.22
80.209.241.3
192.168.2.22
192.168.2.22
192.168.2.22
80.209.241.3
80.209.241.3
192.168.2.22
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UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Aug 5, 2022 18:23:17.905138016 CEST 55868 53 192.168.2.22 8.8.8.8

Aug 5, 2022 18:23:17.924896002 CEST 53 55868 8.8.8.8 192.168.2.22

Aug 5, 2022 18:23:17.925493956 CEST 55868 53 192.168.2.22 8.8.8.8

Aug 5, 2022 18:23:17.944211960 CEST 53 55868 8.8.8.8 192.168.2.22

Aug 5, 2022 18:23:18.053093910 CEST 49688 53 192.168.2.22 8.8.8.8

Aug 5, 2022 18:23:18.075155973 CEST 53 49688 8.8.8.8 192.168.2.22

Aug 5, 2022 18:23:18.088778019 CEST 58836 53 192.168.2.22 8.8.8.8

Aug 5, 2022 18:23:18.109394073 CEST 53 58836 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 5, 2022 18:23:17.905138016 CEST 192.168.2.22 8.8.8.8 0x8710 Standard query  boot.net.a A (IP address) IN (0x0001)
(0) nydesk.com

Aug 5, 2022 18:23:17.925493956 CEST 192.168.2.22 8.8.8.8 0x8710 Standard query  boot.net.a A (IP address) IN (0x0001)
(0) nydesk.com

Aug 5, 2022 18:23:18.053093910 CEST 192.168.2.22 8.8.8.8 Oxcfca Standard query  boot.net.a A (IP address) IN (0x0001)
(0) nydesk.com

Aug 5, 2022 18:23:18.088778019 CEST 192.168.2.22 8.8.8.8 0x5d9d Standard query  boot.net.a A (IP address) IN (0x0001)
(0) nydesk.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 5, 2022 8.8.8.8 192.168.2.22  0x8710 No error (0) boot.net.a 92.223.88.41 A (IP address) IN

18:23:17.924896002 CEST nydesk.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22  0x8710 No error (0) boot.net.a 195.181.174.167 A (IP address) IN

18:23:17.944211960 CEST nydesk.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22  Oxcfca No error (0) boot.net.a 92.223.88.41 A (IP address) IN

18:23:18.075155973 CEST nydesk.com (0x0001)

Aug 5, 2022 8.8.8.8 192.168.2.22  0x5d9d No error (0) boot.net.a 195.181.174.174 A (IP address) IN

18:23:18.109394073 CEST nydesk.com (0x0001)

Statistics

Behavior

@ msiexec.exe
@ msiexec.exe
@ VSSVC.exe
@ svchost.exe
@ msiexec.exe
@ msiexec.exe
@ icacls.exe

@ expand.exe
® install.exe

@ cmd.exe

@ rdpdr.sys

@ tdtcp.sys

@ anydesk.exe
@ tssecsrv.sys
@ rdpwd.sys

@ AnyDesk.exe
@ AnyDesk.exe
@ cmd.exe

® cmd.exe

@ AnyDesk.exe
@ AnyDesk.exe
@ netsh.exe

@ icacls.exe

@ cmd.exe

@
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System Behavior

Analysis Process: msiexec.exe PID: 2996, Parent PID: 2628

General

Target ID: 1

Start time: 18:22:14

Start date: 05/08/2022

Path: C:\Windows\System32\msiexec.exe

Wow64 process (32bit):

Commandline:

false

"C:\Windows\System32\msiexec.exe" /i "C:\Users\user\Desktop\1.msi"

Imagebase: 0xff1c0000

File size: 128512 bytes

MDS5 hash: AC2E7152124CEED36846BD1B6592A00F
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

File Activities

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Analysis Process: msiexec.exe PID: 1184, Parent PID: 404

General

Target ID: 2

Start time: 18:22:15

Start date: 05/08/2022

Path: C:\Windows\System32\msiexec.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\msiexec.exe /V

Imagebase: 0xff1c0000

File size: 128512 bytes

MD5 hash: AC2E7152124CEED36846BD1B6592A00F

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
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Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count Source Symbol
Y yp P Address Y

Analysis Process: VSSVC.exe PID: 1232, Parent PID: 404

General

Target ID: 3

Start time: 18:22:16

Start date: 05/08/2022

Path: C:\Windows\System32\VSSVC.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\vssvc.exe

Imagebase: 0xff910000

File size: 1600512 bytes

MD5 hash: B60BAOBC31B0CB414593E169F6F21CC2

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Offset Length Completion Count Source Address Symbol

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

. Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: svchost.exe PID: 2224, Parent PID: 404

General

Target ID: 4

Start time: 18:22:16

Start date: 05/08/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k swprv
Imagebase: 0xff7d0000

File size: 27136 bytes

MD5 hash: C78655BC80301D76ED4FEF1C1EA40A7D

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

true

true

C, C++ or other language

moderate
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Analysis Process: msiexec.exe PID: 2876, Parent PID: 1184

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

5

18:22:57

05/08/2022

C:\Windows\SysWOW64\msiexec.exe

true

C:\Windows\syswow64\MsiExec.exe -Embedding 6381DE7DB6BAADD41D0OE24C26E59EDFC
0xd00000

73216 bytes

4315D6ECAEB5024A0567DF2CB253B7B0

true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Analysis Process: msiexec.exe PID: 1704, Parent PID: 1184

General

Target ID: 6

Start time: 18:23:03

Start date: 05/08/2022

Path: C:\Windows\SysWOWe64\msiexec.exe

Wow64 process (32bit): true

Commandline: C:\Windows\syswow64\MsiExec.exe -Embedding 22388C515E15FC158EA4B11229C0F8D9 E Global\MSI0000

Imagebase: 0xd00000

File size: 73216 bytes

MD5 hash: 4315D6ECAE85024A0567DF2CB253B7B0

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name Type Data Completion Count Source Address Symbol
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Analysis Process: icacls.exe PID: 1820, Parent PID: 1704

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

7
18:23:04

05/08/2022
C:\Windows\SysWOWe64\icacls.exe

true

"C:\Windows\system32\ICACLS.EXE" "C:\Users\user\AppData\Loca\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\." /SETINTEGRITYLEVEL (ClI)

(OI)HIGH

0x5b0000

27136 bytes
1542A92D5C6F7E1E80613F3466CICET7F
true

true

C, C++ or other language

moderate

Analysis Process: expand.exe PID: 672, Parent PID: 1704

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

9

18:23:06

05/08/2022

C:\Windows\SysWOW64\expand.exe

true

"C:\Windows\system32\EXPAND.EXE" -R files.cab -F:* files
0xf70000

53248 bytes

659CED6D7BDA047BCC6048384231DBI9F

true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Old File Path

File Path

File Path

Attributes

Access

New File Path

Offset

Length Value Ascii

Offset

Analysis Process: install.exe PID: 2440, Parent PID: 1704

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

11
18:23:11
05/08/2022

Options Completion Count Source Address Symbol
Completion Count Source Address Symbol
Completion Count Source Address Symbol
Completion Count Source Address Symbol
Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files\install.exe

true
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Commandline:
Imagebase:
File size:

MD5 hash:
Has elevated privileges: true

Has administrator true
privileges:

Programmed in:

Reputation: low

File Activities

File Created

File Path

C:\Windows\SysWOW64\log1.txt

c:\programdata\anydesk

c:\programdata\anydesk.exe

File Written
File Path

C:\programdata\anydesk.exe

C:\Windows\SysWOW64\log1.txt

C:\Windows\SysWOW64\log1.txt

File Read

File Path

\pipe

\pipe
C:\Windows\SysWOW64\log1.txt

Registry Activities

Copyright Joe Security LLC 2022

0x400000

3837440 bytes

Offset

0

13

C, C++ or other language

8C42AB81F90EE0592F7A709FOF7E320B

Access

append data or
add subdirectory file
or create pipe
instance | read
attributes |
synchronize

read data or list ~ device
directory | file
synchronize

read attributes |  device
synchronize | file
generic read |

generic write

Length Value

382988 4d 5a fd 00 03 00 00 00

8

13

04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 fd 1c
fd 68 fd 7d fd 3b fd 7d fd
3b fd 7d fd 3b fd Ob 22 3b
fd 7d fd 3b fd Ob 23 3b fd
7d fd 3b fd fd 13 3b fd 7d
fd 3b fd Ob 14 3b fd 7d fd
3b 52 69 63 68 fd 7d fd
3b 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 50 45 00 00 4c 01 06
00 fd fd 31 62 00 00 00
00 00 00 00 00 fd 00 22
01 0b 01 Oa 00 00 2a 00
00 00 Oa 3a 00 00 5e fd
00 fd 1c 00 00 00 10 00

61 6e 79 64 65 73 6b 2d
49 44 3a 0d 0a

30

Offset
unknown
unknown

unknown

Attributes

device | sparse

| sparse

| sparse

Ascii

MZ@!L!This program

"C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5al\files\install.exe"

cannot be run in DOS
mode.$h}} " h#:}
shihRichl,PEL1b"™*:A

anydesk-ID:

Options Completion Count Source Address Symbol
synchronous io  success or wait 1 401146 CreateFileA
non alert | non
directory file
directory file | success or wait 1 401266 CreateDirect
synchronous io oryA
non alert | open
for backup ident
| open reparse
point
synchronous io  success or wait 1 4012B7 CreateFileA
non alert | non
directory file
Completion Count Source Address Symbol
success or wait 1 4012CE WriteFile
success or wait 1 4012EF WriteFile
success or wait 1 4013B8 WriteFile
Length Completion Count Source Address Symbol
1023 success or wait 1 401395 ReadFile
1023 success or wait 1 401395 ReadFile
14 success or wait 1 401479 ReadFile
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Key Created
Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\sethc.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\Magnify.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\HelpPane.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\utilman.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows NT
\CurrentVersion\Winlogon\SpecialAccounts

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows NT
\CurrentVersion\Winlogon\SpecialAccounts\UserList

Key Value Created

Key Path Name Type Data
HKEY_LOCAL_MACHINE\SOFT  Debugger unicode c:\windows\system32\cmd.exe
WARE\Microsoft\Windows

NT\CurrentVersion\Image File
Execution Options\sethc.exe

HKEY_LOCAL_MACHINE\SOFT  Debugger unicode c:\windows\system32\cmd.exe
WARE\Microsoft\Windows

NT\CurrentVersion\image File

Execution Options\Magnify.exe

HKEY_LOCAL_MACHINE\SOFT  Debugger unicode c:\windows\system32\cmd.exe
WARE\Microsoft\Windows

NT\CurrentVersion\image File

Execution Options\HelpPane.exe

HKEY_LOCAL_MACHINE\SOFT  Debugger unicode c:\windows\system32\cmd.exe
WARE\Microsoft\Windows

NT\CurrentVersion\image File

Execution Options\utilman.exe

HKEY_LOCAL_MACHINE\SOFT  Administartor dword 0

WARE\Wo

w6432Node\Microsoft\Windows

NT

\CurrentVersion\Winlogon\Speci

alAccounts\UserList

Key Value Modified

Key Path Name Type Old Data New Data
HKEY_LOCAL_MACH fDenyTSConnect dword 1 0
INE\SYSTEM\Cont ions

rolSet001\Control\Ter

minal Server

Analysis Process: cmd.exe PID: 1404, Parent PID: 2440

General

Target ID: 12

Start time: 18:23:16

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd /c c:\programdata\anydesk.exe --install C:\ProgramData\AnyDesk --silent
Imagebase: 0x4a350000

File size: 302592 bytes

MDS5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
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Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

Count Source Address

1

Count Source Address

1

4018D1

401948

4019BF

401A36

401A9B

401A9B

4018F5

40196C

4019E3

401A5A

401ABF

Source

Count

1

Address

40187E

Symbol

RegCreateKeyA

RegCreateKeyA

RegCreateKeyA

RegCreateKeyA

RegCreateKeyA

RegCreateKeyA

Symbol

RegSetValueEx
A

RegSetValueEx
A

RegSetValueEx
A

RegSetValueEx
A

RegSetValueEx
A

Symbol

RegSetValueExA
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File Path Offset

Analysis Process: rdpdr.sys PID: 4, Parent PID: -1

General

Target ID: 13

Start time: 18:23:16

Start date: 05/08/2022

Path: C:\Windows\System32\drivers\rdpdr.sys

Wow64 process (32bit):

Commandline:

Imagebase:
File size: 165888 bytes
MDS5 hash: 1B6163C503398B23FF8B939C67747683

Has elevated privileges:

Has administrator
privileges:

Programmed in: C, C++ or other language

Reputation: moderate
Registry Activities
Key Created

Key Path

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Contro\CLASS\{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Contro\CLASS\{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}\Properties

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Contro\CLASS\{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Contro\CLASS\{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}\Properties

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Contro\CLASS\{091BC97E-2352-4362-A539-
10A6D8FF7596}

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Contro\CLASS\{091BC97E-2352-4362-A539-
10A6D8FF7596}\Properties

Key Value Created

Key Path Name Type Data

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\Contro\CLASS\
{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}

Class unicode RDPDR

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\Contro\CLASS\
{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}

NoDisplayClass = unicode 1

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\ControN\CLASS\
{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}

NoUseClass unicode 1

Length

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\Contro\CLASS\
{CC41EBA2-AB57-4F4E-8C3D-
1BC33B1E74E3}\Properties

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\Contro\CLASS\
{091BC97E-2352-4362-A539-
10A6D8FF7596}

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\Contro\CLASS\
{091BC97E-2352-4362-A539-
10A6D8FF7596}

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\Contro\CLASS\
{091BC97E-2352-4362-A539-
10A6D8FF7596}
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Security

Class

NoDisplayClass

NoUseClass

binary

unicode

unicode

unicode

01 00 0C 90 00 00 00 00 00 00 00 00
00 00 00 00 14 00 00 00 02 00 1C 00
01 00 00 00 00 00 14 00 00 00 00 10
01 01 00 00 00 00 00 05 14 00 00 00

RDPDR

Completion

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

Count

16

16

Source Address

FFFFF80002AD46D3

FFFFF80002AD46D3

FFFFF80002AD46D3

FFFFF80002AD46D3

FFFFF80002AD46D3

FFFFF80002AD46D3

Count Source Address

1

FFFFF80002AD46D
3

FFFFF80002AD46D
3

FFFFF80002AD46D
3

FFFFF80002AD46D
3

FFFFF80002AD46D
3

FFFFF80002AD46D
3

FFFFF80002AD46D
3

Symbol

Symbol

NtCreateKey

NtCreateKey

NtCreateKey

NtCreateKey

NtCreateKey

NtCreateKey

Symbol

NtSetValueKey

NtSetValueKey

NtSetValueKey

NtSetValueKey

NtSetValueKey

NtSetValueKey

NtSetValueKey
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Key Path

HKEY_LOCAL_MACHINE\SYSTE
M\ControlSet001\Contro\CLASS\
{091BC97E-2352-4362-A539-
10A6D8FF7596}\Properties

Key Value Modified

Key Path Name
HKEY_LOCAL_MACH Security
INE\SYSTEM\Cont
rolSet001\Contro\CLA
SS\{CC41EBA2-AB57-
4F4E-8C3D-

1BC33B1E74E

3}\Properties

Name

Security

Type

binary

Type

binary

Data

01 00 0C 90 00 00 00 00 00 00 00 00

Completion

00 00 00 00 14 00 00 00 02 00 1C 00
01 00 00 00 00 00 14 00 00 00 00 10
01 01 00 00 00 00 00 05 12 00 00 00

Old Data

01 00 0C 90 00 00 00 00
00 00 00 00 00 00 00 00
14 00 00 00 02 00 1C 00
01 00 00 00 00 00 14 00
00 00 00 10 01 01 00 00
00 00 00 05 14 00 00 00

Analysis Process: tdtcp.sys PID: 4, Parent PID: -1

General

Target ID: 15

Start time: 18:23:17
Start date: 05/08/2022
Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

23552 bytes

C, C++ or other language

C:\Windows\System32\drivers\tdtcp.sys

51C5ECEB1CDEE2468A1748BE550CFBC8

Analysis Process: anydesk.exe PID: 2640, Parent PID: 1404

General

Target ID: 16

Start time: 18:23:18

Start date: 05/08/2022

Path: C:\ProgramData\anydesk.exe

Wow64 process (32bit): true
Commandline:
Imagebase:
File size:

MD5 hash:
Has elevated privileges: true

Has administrator true

privileges:

Programmed in:

File Activities

File Created

File Path

0x1040000
3829888 bytes

C, C++ or other language

C:\Users\user\AppData\Roaming\AnyDesk

Copyright Joe Security LLC 2022

Access

read data or list

1BC5890C9E7BF54B7712E344B0AF9D04

directory | file
synchronize

Attributes

device | sparse

New Data

01 00 0C 90 00 00 00
00 00 00 00 00 00 00
00 00 14 00 00 00 02
00 30 00 02 00 00 00
00 00 14 00 00 00 00
10 01 01 00 00 00 00
00 05 14 00 00 00 00
00 14 00 00 00 00 10
01 01 00 00 00 00 00
0512 00 00 00

c:\programdata\anydesk.exe --install C:\ProgramData\AnyDesk --silent

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

success or wait

Completion

success or wait

Completion

success or wait

Count Source Address

1 FFFFF80002AD46D
3

Count

Count Source Address

1

Symbol

NtSetValueKey

Source

Address SVnLet

FFFFF80002AD4 NtSetValueKey
6D3

Symbol

149BAFO CreateDirect

oryw
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File Path

C:\Users\user\AppData\Roaming\AnyDesk\ad.trace

C:\ProgramData\AnyDesk

C:\ProgramData\AnyDesk\AnyDesk.exe

C:\ProgramData\AnyDesk

C:\ProgramData\AnyDesk\system.conf

File Written

File Path Offset Length
C:\Users\user\AppData\Roaming\ 0 38
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\ 38 126
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\ 164 175

AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Access

read attributes |
synchronize | file
generic read |
generic write

read data or list
directory | file
synchronize

read data or list
directory [read  file
attributes |

delete | syn

chronize |

generic write

read data or list
directory | file
synchronize

read attributes |
synchronize | file
generic read

Value

20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 20 30 31 3a 32 33
3a32332e37343520
20 69 6e 73 74 61 6¢ 6¢C
65 72 20 20 20 32 36 34
302020 20 32 34 32 38
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 20 41 6e 79 44 65
73 6b 20 57 69 6e 64 6f
7773205374617274
7570 20 2a 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036203031 3a3233
3a 32 33 2e 37 34 35 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32 34 32 38
20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 20 56 65 72 73 69
6f 6e 20 37 2e 30 2e 37
20 28 72 65 6¢ 65 61 73
65 2f 77 69 6e 5f 37 2e
30 2e 78 20 39 36 66 38
64 38 30 65 61 63 32 37
336139 3134346162
63 63 63 65 32 66 36 36
64 62 63 32 32 30 30 63
63 38 31 64 29 0d Oa

Attributes

device | sparse

device | sparse

device | sparse

device | sparse

device | sparse

Options Completion

synchronous io  success or wait 1
non alert | non

directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

sequential only |  success or wait 1

non directory file

directory file | object name collision 1
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait 3
non alert | non

directory file

Ascii Completion

kokkkkkkokkokkok ok ok ok ok success or wait 1

* %

info 2022-08-06 success or wait 1
01:23:23.745 installer

2640 2428

main - * AnyDesk

Windows Startup *

info 2022-08-06 success or wait 1
01:23:23.745 installer

2640 2428

main - * Version 7.0.7

(release/win_7.0.x

96f8d80eac273a9144

abccce2f66dbc2200cc81

d)

Count Source Address

1499BAA

124B11E

124C37A

124B44F

14B5ED6

Count Source Address

1499FF0

1499ECS

1499ECS

Symbol

CreateFilew

CreateDirect

oryWw

CopyFilew

SHCreateDir

ectoryExXW

CreateFileW

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Offset

339

461

560

724

846

Length

122

€

164

122

109

Value

20 20 20 69 6e 66 6f 20
323032322d 3038 2d
3036 20 30 31 3a 32 33
3a 3233 2e 37343520
20 69 6e 73 74 61 6¢ 6C
65 72 20 20 20 32 36 34
3020202032343238
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 204375 73 74 6f
6d 20 43 6¢ 69 65 6e 74
20 28 6e 6f 20 49 44 29
0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 203031 3a 3233
3a 32 33 2e 37 34 35 20
20 69 6e 73 74 61 6¢ 6C
6572 20 20 20 32 36 34
3020202032343238
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 203031 3a 3233
3a 32 33 2e 37 3435 20
20 69 6e 73 74 61 6¢ 6C
6572 20 20 20 32 36 34
3020202032343238
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
2050 72 6f 63 65 73 73
207374617274 65 64
2061 74 20 32 30 32 32
2d 30 38 2d 30 36 2e 20
50 49 44 20 32 36 34 30
2e 20 4f 53 20 69 73 20
57 69 6e 64 6f 77 73 20
37 20 28 36 34 20 62 69
74 29 0d Oa

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036203031 3a3233
3a 32 33 2e 37 34 35 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32 34 32 38
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 69 6d 70 6¢ 5f 73 65

6¢ 65 63 74 6f 72 20 2d

20 75 73 69 6e 67 20 73
73 65 32 20 28 69 6e 74
72 69 6e 73 69 63 73 29
0d Oa

77 6172 6e 69 6e 67 20
323032322d 3038 2d
3036203031 3a3233
3a 32 33 2e 37 34 35 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32343238
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20202020 74 65 72 6d
69 6e 61 74 6f 72 20 2d
20 41 6¢ 6¢ 20 63 6¢ 65
6172 21 0d Oa

Ascii Completion

info 2022-08-06
01:23:23.745 installer
2640 2428
main - * Custom Client
(no ID)

success or wait 1 1499EC5

info 2022-08-06
01:23:23.745 installer
2640 2428
main -

success or wait 1 1499EC5

info 2022-08-06
01:23:23.745 installer
2640 2428
main - Process started at
2022-08-06. PID 2640.
OS is Windows 7 (64 bit)

success or wait 1 1499EC5

info 2022-08-06
01:23:23.745 installer
2640 2428
impl_selector - using
sse2 (intrinsics)

success or wait 1 1499EC5

warning 2022-08-06 success or wait 1 1499ECS5
01:23:23.745 installer
2640 2428

terminator - All clear!

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Offset

955

1090

1210

1627

Length Value

135

120

144

133

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036203031 3a 3233
3a 32 33 2e 37 34 35 20
20 69 6e 73 74 61 6¢ 6C
6572 20 20 20 32 36 34
3020202032343238
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20202069 6e 73 74 61
6C 6¢ 65 72 2e 69 6e 73
74 61 6¢ 6¢ 65 72 20 2d
20 49 6e 73 74 61 6¢ 6C
69 6e 67 20 41 6e 79 44
65 73 6b 20 6f 6e 20 74
68 69 73 20 63 6f 6d 70
7574 6572 2e 0d Oa

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036 2030313a3233
3a 32 33 2e 37 3435 20
20 69 6e 73 74 61 6¢ 6C
6572 20 20 20 32 36 34
3020202032343238
2020 20 20 20 20 20 20
2020 20 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 6e

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
20 53 74 6f 70 70 69 6e

67 20 74 68 65 20 73 65
72 76 69 63 65 2e 0d Oa

2020657272 6f72 20

32303232 2d 3038 2d
3036 203031 3a3233
3a 32 33 2e 37 3435 20
20 69 6e 73 74 61 6¢ 6C
657220 20 20 32 36 34
3020202032343238
2020 20 20 20 20 20 20
2020 20 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 62

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
20 43 6f 75 6¢ 64 20 6e

6f 74 20 67 65 74 20 61
20 68 61 6e 64 6¢ 65 20
74 6f 20 74 68 65 20 73

6572 76 69 63 65 20 28
31 30 36 30 29 2e 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 20 30 31 3a 32 33
3a 3233 2e 37343520
20 69 6e 73 74 61 6¢ 6C
65 72 20 20 20 32 36 34
3020202032 34 3238
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
2020 20 69 6e 73 74 61
6c 6¢ 65 72 2e 69 6e 73
74 61 6¢ 6C 65 72 20 2d
2050 72 65 76 69 6f 75
7320 76 65 72 73 69 6f
6e 20 6f 66 20 41 6e 79
44 65 73 6b 20 66 6f 75
6e 64 2e 0d Oa

Ascii Completion

info 2022-08-06 1499EC5
01:23:23.745 installer

2640 2428

installer.installer -

Installing AnyDesk on t

his computer.

success or wait 1

info 2022-08-06 1499EC5
01:23:23.745 installer

2640 2428

installation.svc_installer -

Stopping the service.

success or wait 2

error 2022-08-06 1499EC5
01:23:23.745 installer

2640 2428

installation.svc_installer -

Could not get a handle to

the service (1060).

success or wait 2

info 2022-08-06
01:23:23.745 installer
2640 2428
installer.installer -
Previous version of Any
Desk found.

success or wait 1 1499EC5

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\ProgramData\anydesk\AnyDesk
.exe

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Offset

0

1760

1884

2028

Length Value

65536

124

144

122

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 fd 1c
fd 68 fd 7d fd 3b fd 7d fd
3b fd 7d fd 3b fd Ob 22 3b
fd 7d fd 3b fd Ob 23 3b fd
7d fd 3b fd fd 13 3b fd 7d
fd 3b fd Ob 14 3b fd 7d fd
3b 52 69 63 68 fd 7d fd
3b 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 50 45 00 00 4c 01 06
00 fd fd 31 62 00 00 00
00 00 00 00 00 fd 00 22
01 0b 01 Oa 00 00 2a 00
00 00 Oa 3a 00 00 5e fd
00 fd 1c 00 00 00 10 00

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036 20 30 31 3a 32 33
3a 32 34 2e 34 30 30 20
20 69 6e 73 74 61 6¢ 6¢C
6572202020 32 36 34
30202020 32343238
2020 20 20 20 20 20 20
2020202069 6e 73 74
61 6¢ 6¢ 61 74 69 6f 62

2e 73 76 63 5f 69 6e 73
74 61 6¢ 6C 65 72 20 2d
20 55 6e 69 6e 73 74 61
6c 6¢ 69 6e 67 20 74 68
65 20 73 65 72 76 69 63
65 2e 0d Oa

2020657272 6f72 20

32303232 2d 30 38 2d
3036203031 3a3233
3a 32 34 2e 34 30 30 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32 34 32 38
2020 20 20 20 20 20 20
2020 20 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 6

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
20 43 6f 75 6¢ 64 20 6e

6f 74 20 67 65 74 20 61
20 68 61 6e 64 6¢ 65 20
74 6f 20 74 68 65 20 73

65 72 76 69 63 65 20 28
31 30 36 30 29 2e 0d Oa

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036203031 3a3233
3a 32 34 2e 34 30 30 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32 34 32 38
20 20 20 20 20 20 20 20
2020 20 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 6e

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
20 49 6e 73 74 61 6¢ 6¢
69 6e 67 20 74 68 65 20
73 657276 69 63 65 2e
0d Oa

Ascii Completion

MZ@!L!This program success or wait 59 124C37A
cannot be run in DOS
mode.$h}}"h#:}

5} hRichlPEL1D"™:A

info 2022-08-06 success or wait 1 1499EC5
01:23:24.400 installer

2640 2428

installation.svc_installer -

Uninstalling the service.

error 2022-08-06 success or wait 1 1499ECS
01:23:24.400 installer

2640 2428

installation.svc_installer -

Could not get a handle to

the service (1060).

info 2022-08-06 success or wait 1 1499ECS
01:23:24.400 installer

2640 2428

installation.svc_installer -

Installing the service.

Count Source Address

Symbol

CopyFilew

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Offset

2150

2329

2468

2601

Length Value

179

139

133

132

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036 203031 323233
3a 3234 2e 34 34 37 20
20 69 6e 73 74 61 6¢ 6C
65 72 20 20 20 32 36 34
30202020 32343238
20 20 20 20 20 20 20 20
202020 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 6

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
20 54 68 65 20 73 65 72
76 69 63 65 20 68 61 73
20 62 65 65 6e 20 69 6e
73 74 61 6¢ 6C 65 64 20
28 22 43 3a 5¢ 50 72 6f

67 72 61 6d 44 61 74 61
5c 41 6e 79 44 65 73 6b
5c 41 6e 79 44 65 73 6b
2e 65 78 65 22 20 2d 2d
73 6572 76 69 63 65 29
2e 0d Oa

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036203031 3a 3233
3a 32 34 2e 34 34 37 20
20 69 6e 73 74 61 6¢C 6¢
65 72 20 20 20 32 36 34
30202020 32 34 3238
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
2020 20 69 6e 73 74 61
6¢ 6C 65 72 2e 69 6e 73
74 61 6¢ 6¢ 65 72 20 2d
20 43 6f 70 79 69 6e 67
20 74 68 65 20 73 65 74
74 69 6e 67 73 20 28 6e
65 77 20 69 6e 73 74 61
6¢ 6¢ 61 74 69 6f 6 29

2e 0d Oa

2020657272 6f72 20
32303232 2d 3038 2d
3036203031 3a3233
3a 32 34 2e 34 34 37 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32 34 3238
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
2020 20 69 6e 73 74 61
6¢ 6C 65 72 2e 69 6e 73
74 61 6¢ 6¢ 65 72 20 2d
20 43 6f 75 6¢ 64 20 6e
6f 74 20 63 6f 70 79 20
73 657276 69 63 65 20
63 6f 6e 66 69 67 20 28
3329 2e 0d 0a

202065 72 72 6f 72 20
32303232 2d 3038 2d
3036 20 30 31 3a 32 33
3a 3234 2e 343437 20
20 69 6e 73 74 61 6¢ 6C
65 72 20 20 20 32 36 34
30202020 32 34 32 38
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
2020 20 69 6e 73 74 61
6C 6C 65 72 2e 69 6e 73
74 61 6¢ 6C 65 72 20 2d
20 43 6f 75 6¢ 64 20 6e
6f 74 20 63 6f 70 79 20
7379 73 74 65 6d 20 63
6f 6e 66 69 67 20 28 33
29 2e 0d Oa

Ascii Completion

info 2022-08-06
01:23:24.447 installer
2640 2428
installation.svc_installer -
The service has been in
stalled
("C:\ProgramData\AnyDe
sk\AnyDesk.exe" --
service).

success or wait 1 1499EC5

info 2022-08-06
01:23:24.447 installer
2640 2428
installer.installer -
Copying the settings (n
ew installation).

success or wait 1 1499EC5

error 2022-08-06
01:23:24.447 installer
2640 2428
installer.installer - Could
not copy service config

@3).

success or wait 1 1499EC5

error 2022-08-06
01:23:24.447 installer
2640 2428
installer.installer - Could
not copy system config
(3).

success or wait 1 1499EC5

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Offset

2733

2866

C:\ProgramData\anydesk\system.conf 0

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Copyright Joe Security LLC 2022

3011

3131

3246

Length

133

145

34

120

115

119

Value

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036203031 3a 3233
3a 32 34 2e 38 35 33 20
20 69 6e 73 74 61 6¢ 6C
6572 20 20 20 32 36 34
3020202032343238
20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20
20202069 6e 73 74 61
6¢C 6C 65 72 2e 69 6e 73
74 61 6¢ 6¢ 65 72 20 2d
20 49 6e 73 74 61 6¢ 6C
20737461747573 3a
20 6e 6f 74 20 69 6e 73
74 61 6¢ 6¢C 65 64 20 28
3c 34 29 0d Oa

20 20 20 69 6e 66 6f 20
323032322d 3038 2d
3036 20 30 31 3a 32 33
3a 32 34 2e 38 3533 20
20 69 6e 73 74 61 6¢ 6¢C
65 72 20 20 20 32 36 34
3020202032343238
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
202020 69 6e 73 74 61
6c 6¢ 65 72 2e 69 6e 73
74 61 6¢ 6C 65 72 20 2d
20 55 70 64 61 74 69 6e
67 20 63 6f 6e 66 69 67
7572 61 74 69 6f 6e 20
66 6f 72 20 61 75 74 6f
2d 7570 64 61 74 65 20
28 30 2c 20 30 29 2e 0d
Oa

61 64 2e 61 6e 79 6e 65
74 2e 66 70 72 3d 61 64
38 66 65 63 36 63 65 32
65 61 39 35 38 37 33 30
3963

20 20 20 69 6e 66 6f 20

32303232 2d 30 38 2d
3036203031 3a3233
3a 32 35 2e 35 30 38 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32 34 32 38
2020 20 20 20 20 20 20
2020 20 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 6

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
2053 74 6172 74 69 6e
67 20 74 68 65 20 73 65
7276 69 63 65 2e 0d Oa

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036 20 30 31 3a 32 33
3a 3238 2e 37353320
20 69 6e 73 74 61 6¢ 6¢C
65 72 20 20 20 32 36 34
302020 20 32 34 32 38
20 20 20 20 20 20 20 20
2020 20 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 62

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
2053 65 72 76 69 63 65
207374 6172746564
2e 0d Oa

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036203031 3a 3233
3a 32 38 2e 37 3533 20
20 69 6e 73 74 61 6¢ 6¢
65 72 20 20 20 32 36 34
30202020 32343238
20 20 20 20 20 20 20 20
2020 20 20 69 6e 73 74
61 6¢ 6C 61 74 69 6f 6e

2e 73 76 63 5f 69 6e 73

74 61 6¢ 6¢ 65 72 20 2d
2057 61 69 74 69 6e 67
20 66 6f 72 20 73 65 72
76 69 63 65 2e 0d Oa

Ascii Completion

info 2022-08-06
01:23:24.853 installer
2640 2428
installer.installer - Install
status: not installed (<4)

success or wait 1 1499EC5

info 2022-08-06
01:23:24.853 installer
2640 2428
installer.installer -
Updating configuration
for auto-update (O, 0).

success or wait 1 1499EC5

ad.anynet.fpr=ad8fec6ce  success or wait 2 14A3D3E

2ea9587309¢c

info 2022-08-06
01:23:25.508 installer
2640 2428
installation.svc_installer -
Starting the service.

success or wait 1 1499EC5

info 2022-08-06
01:23:28.753 installer
2640 2428
installation.svc_installer -
Service started.

success or wait 1 1499EC5

info 2022-08-06
01:23:28.753 installer
2640 2428
installation.svc_installer -
Waiting for service.

success or wait 1 1499ECS

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

Page 47 of 62



File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Roaming\ 3365 122 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 1499EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:23:31.545 installer
30362030313a3233 2640 2428
3a33312e35343520 installation.svc_installer -
20 69 6e 73 74 61 6¢c 6c  The service is running.
65 7220 20 20 32 36 34
30202020 32343238
2020 20 20 20 20 20 20
202020 20 69 6e 73 74
61 6¢ 6¢ 61 74 69 6f 6e
2e 73 76 63 5f 69 6e 73
74 61 6¢ 6C 65 72 20 2d
2054 68 65 20 73 65 72
76 69 63 65 20 69 73 20
72 75 6e 6e 69 6e 67 2e
0d Oa
C:\Users\user\AppData\Roaming\ 3487 121 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 1499EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:28:33.198 installer
30362030313a3238 2640 2428
3a33332e31393820 installer.installer -
20 69 6e 73 74 61 6¢c 6¢c  Installation finished.
65 7220 20 20 32 36 34
302020 2032343238
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20202069 6e 73 74 61
6c 6C 65 72 2e 69 6e 73
74 61 6¢ 6C 65 72 20 2d
20 49 6e 73 74 61 6¢C 6C
61 74 69 6f 6e 20 66 69
6e 69 73 68 65 64 2e 0d
Oa
C:\Users\user\AppData\Roaming\ 3608 110 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 1499EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:29:33.144 installer
30362030313a3239 2640 2428
3a33332e31343420 main - Terminated.
20 69 6e 73 74 61 6¢ 6¢C
65722020 20 32 36 34
30202020 32343238
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 54 65 72 6d 69 6e 61
74 65 64 2e 0d Oa
File Path Offset Length Completion Count Source Address Symbol
Registry Activities
Key Created
Key Path Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\Cu success or wait 1 124A385 RegCreateKeyEx
rrentVersion\Uninstall\AnyDesk w
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.anydesk success or wait 1 124FAE9 RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.anydesk\Defaulticon success or wait 1 124FB59 RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.anydesk\shell success or wait 1 124FBF3 RegCreateKeyEx
W
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.anydesk\shell\open success or wait 1 124FC4A RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.anydesk\shell\open\command success or wait 1 124FC95 RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\AnyDesk success or wait 1 124F804 RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\AnyDesk\Capabilities success or wait 1 124F835 RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\AnyDesk\Capabilities\FileAssociations success or wait 1 124F8B7 RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AnyDesk success or wait 1 1251BDF RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AnyDesk\Defaulticon success or wait 1 1251C6A RegCreateKeyEx
w
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AnyDesk\shell success or wait 1 1251CDF RegCreateKeyEx
w
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Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AnyDesk\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AnyDesk\shell\open\command

Key Value Created

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\Wo

w6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\AnyDesk

HKEY_LOCAL_MACHINE\SOFT
WARE\CI
asses\.anydesk\Defaultlcon

HKEY_LOCAL_MACHINE\SOFT
WARE\CI
asses\.anydesk\shell\open\comm
and

HKEY_LOCAL_MACHINE\SOFT
WARE\CI
ients\Media\AnyDesk\Capabilities

HKEY_LOCAL_MACHINE\SOFT
WARE\CI
ients\Media\AnyDesk\Capabilities

HKEY_LOCAL_MACHINE\SOFT
WARE\CI
ients\Media\AnyDesk\Capabiliti
es\FileAssociations

Copyright Joe Security LLC 2022

Name

Displaylcon

DisplayName

DisplayVersion

EstimatedSize

HelpLink

InstallLocation

Publisher

UninstallString

VersionMajor

VersionMinor

VersionBuild

VersionTimesta

mp

Windowslnstalle
v

NULL

NULL

ApplicationDesc
ription

ApplicationNam
e

.anydesk

Type

unicode

unicode

unicode

dword

unicode

unicode

unicode

unicode

dword

dword

dword

dword

unicode

unicode

unicode

unicode

unicode

Data

"C:\ProgramData\AnyDesk\AnyDes
k.exe"

AnyDesk

ad 7.0.7

2048

https://help.anydesk.com/

"C:\ProgramData\AnyDesk"

AnyDesk Software GmbH

"C:\ProgramData\AnyDesk\AnyDes
k.exe" --uninstall

EO0 A8 C2 E8 63 12 00 00

"C:\ProgramData\AnyDesk\AnyDes
k.exe",0

"C:\ProgramData\AnyDesk\AnyDes

k.exe" --play "%1"

AnyDesk

AnyDesk

AnyDesk.anydesk

Completion

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

Count Source Address

1

1251D0OE

1251D47

124A489

124A4AF

124A516

124A575

124A5A7

124A612

124A683

124A6BF

124A6ED

124A70E

124A72F

124A752

124A773

124FBCO

124FCEE

124F86C

124F891

124F8FB

Symbol

RegCreateKeyEx
W

RegCreateKeyEx
W

Symbol

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
W

RegSetValueEx
W

RegSetValueEx
W

RegSetValueEx
W

RegSetValueEx
W

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
W

RegSetValueEx
W
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Key Path Name Type Data
HKEY_LOCAL_MACHINE\SOFT  AnyDesk unicode SOFTWARE\Clients\Media\AnyDesk
WARE\RegisteredApplications \Capabilities
HKEY_LOCAL_MACHINE\SOFT  NULL unicode URL:AnyDesk Protocol
WARE\Classes\AnyDesk

HKEY_LOCAL_MACHINE\SOFT  URL Protocol unicode

WARE\Classes\AnyDesk

HKEY_LOCAL_MACHINE\SOFT  NULL unicode AnyDesk.exe,0

WARE\CI

asses\AnyDesk\Defaultlcon

HKEY_LOCAL_MACHINE\SOFT  NULL unicode "C:\ProgramData\AnyDesk\AnyDes
WARE\CI k.exe" "%1"
asses\AnyDesk\shell\open\comma

nd

Key Path Name Type Old Data New Data

Analysis Process: tssecsrv.sys PID: 4, Parent PID: -1

General

Target ID: 17

Start time: 18:23:18

Start date: 05/08/2022

Path: C:\Windows\System32\drivers\tssecsrv.sys

Wow64 process (32bit):

Commandline:

Imagebase:
File size: 39936 bytes
MD5 hash: 19BEDA57F3E0A06B8D5EB6D619BD5624

Has elevated privileges:

Has administrator
privileges:

Programmed in: C, C++ or other language

Analysis Process: rdpwd.sys PID: 4, Parent PID: -1

General

Target ID: 18

Start time: 18:23:18

Start date: 05/08/2022

Path: C:\Windows\System32\drivers\rdpwd.sys

Wow64 process (32bit):

Commandline:

Imagebase:
File size: 212480 bytes
MDS5 hash: FE571E088C2D83619D2D48D4E961BF41

Has elevated privileges:

Has administrator
privileges:

Programmed in: C, C++ or other language

Analysis Process: AnyDesk.exe PID: 2556, Parent PID: 404

General

Target ID: 20

Start time: 18:23:25

Start date: 05/08/2022

Path: C:\ProgramData\anydesk\AnyDesk.exe

Wow64 process (32bit): true

Commandline: "C:\ProgramData\AnyDesk\AnyDesk.exe" --service
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Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

Count Source Address

1

124F9A8

1251C17

1251C40

1251CAC

1251DAE

Count Source
Address

Symbol

RegSetValueEx
w

RegSetValueEx
W

RegSetValueEx
w

RegSetValueEx
w

RegSetValueEx
w

Symbol
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Imagebase: 0x12a0000

File size: 3829888 hytes

MDS5 hash: 1BC5890C9E7BF54B7712E344B0AF9D04
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Antivirus matches: e Detection: 0%, Virustotal, Browse

e Detection: 3%, Metadefender, Browse
e Detection: 2%, ReversingLabs

File Activities
File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\ProgramData\AnyDesk read data or list  device | sparse  directory file | object name collision 1 16FBAFO CreateDirect
directory | file synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\AnyDesk\ad_svc.trace read attributes |  device | sparse  synchronousio  success or wait 1 16F9BAA CreateFileW
synchronize | file non alert | non
generic read | directory file
generic write
C:\ProgramData\AnyDesk\service.conf read attributes |  device | sparse  synchronous io  success or wait 1 1715ED6 CreateFileW
synchronize | file non alert | non
generic read directory file
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
unknown 0 38 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9FFO WriteFile
unknown 38 126 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 164 175 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 339 122 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 461 142 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 603 121 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 724 143 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 867 99 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 966 164 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 1130 122 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 1252 125 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 1377 126 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 1503 117 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 1620 206 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
unknown 1826 107 75 6e 6b 6e 6f 77 6e unknown success or wait 1 16F9EC5 WriteFile
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https://www.virustotal.com/gui/file/af61905129f377f5934b3bbf787e8d2417901858bb028f40f02200e985ee62f6/detection/f-af61905129f377f5934b3bbf787e8d2417901858bb028f40f02200e985ee62f6-1658678582
https://www.metadefender.com/#!/results/file/bzIyMDQyOGNxVjNUemdJR2tTYjZCbWVMSC0_mdaas/regular/analysis

File Path Offset

C:\ProgramData\anydesk\system.conf 0

unknown 1933
unknown 2065
unknown 2186
unknown 2303
unknown 2428
unknown 2538
unknown 2668
unknown 2807
unknown 2929

C:\ProgramData\anydesk\service.conf 0
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Length Value

343

132
121
117
125
110
130
139
122
136
1748

61 64 2e 61 6e 79 6e 65
74 2e 66 70 72 3d 61 64
38 66 65 63 36 63 65 32
65 61 39 35 38 37 33 30
39 63 353062 39 37 31
37 35 64 38 65 64 36 33
39 61 39 66 30 39 0a 61
64 2e 61 6e 79 6e 65 74
2e 72 65 6¢ 61 79 2e 66
61 74 61 6¢ 5f 72 65 73
75 6¢ 74 3d 31 2e 30 Oa
61 64 2e 61 6e 79 6e 65
74 2e 72 65 6¢ 61 79 2e
73 74 61 74 65 3d 30 Oa
61 64 2e 73 6563 75 72
69 74 79 2e 66 72 6f 6e
74 65 6e 64 5f 63 6¢ 69
70 62 6f 61 72 64 3d 31
Oa 61 64 2e 73 65 63 75
72 69 74 79 2e 66 72 6f
6e 74 65 6e 64 5f 63 6¢
69 70 62 6f 61 72 64 5f
66 69 6¢ 65 73 3d 31 Oa
61 64 2e 736563 75 72
69 74 79 2e 66 72 6f 6e
74 65 6e 64 5f 63 6¢ 69
70 62 6f 61 72 64 5f 76
65 72 73 69 6f 6e 3d 31
Oa 61 64 2e 73 65 63 75
72697479 2e 70 65 72
6d 69 73 73 69 6f 6e 5f
70 72 6f 66 69 6C 65

75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e

61 64 2e 61 6e 79 6e 65
74 2e 636572 74 3d 2d
2d 2d 2d 2d 42 45 47 49
4e 20 43 45 52 54 49 46
49 43 41 54 45 2d 2d 2d
2d 2d 5c 6e 4d 49 49 43
7144 43 43 41 5a 41 43
4151 45 77 44 51 59 4a
4b 6f 5a 49 68 76 63 4e
415145 4c 42514177
47 54 45 58 4d 42 55 47
41 3155 45 41 77 77 4f
5157 353552 47 56 7a
61 79 42 44 5c 6e 62 47
6c 6¢ 62 6e 51 77 49 42
63 4e 4d 6a 49 77 4f 44
41324d 444579 4d 7a
4d 77 57 68 67 50 4d 6a
41 33 4d 6a 41 33 4d 6a
51 77 4d 54 49 7a 4d 7a
42 61 4d 42 6b 78 46 7a
41 56 42 67 4e 56 5¢c 6e
42 41 4d 4d 44 6b 46 75
65 55 52 6¢ 63 32 73 67
5132 78 70 5a 57 35 30
4d 49 49 42 49 6a 41 4e
42 67 6b 71 68 6b 69 47
39 77 30 42 41 51 45 46
41 41 4f 43 41 51 38 41
4d 49 49 42 43 67 4b 43
5c 6e 41 51 45 41 33 6d
39733058743174

Ascii Completion Count Source Address
ad.anynet.fpr=ad8fec6ce  success or wait 1 1703D3E
2ea9587

309c50b97175d8ed639a9

f09ad.any

net.relay.fatal_result=1.0

ad.a

nynet.relay.state=0ad.sec

urity

.frontend_clipboard=1ad.

securi

ty.frontend_clipboard_file

s=la

d.security.frontend_clipbo

ard_

version=1ad.security.per

mission_profile

unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
ad.anynet.cert=----- success or wait 2 1703D3E

BEGIN CERTIFICATE----
\nMIICqDCCAZACAQEW
DQYJKoZIhveNAQELBQ
AWGTEXMBUGAL1
UEAWWOQWS5RGVzay
BD\nbGllbnQwIB
cNMjlwODA2MDEyMzM
WWhgPMjA3MJA3
MjQwWMTIzMzBaMBkxFz
AVBgNV\nBAMM
DkFueURIc2sgQ2xpZW5
OMIIBIjANBg
kghkiGOWOBAQEFAAOC
AQ8AMIIBCgKC
\NAQEA3mM9s0Xtit

Symbol

WriteFile

WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile

WriteFile
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File Path Offset

C:\ProgramData\anydesk\system.conf 0

unknown 3065
unknown 3191
unknown 3312
unknown 3433
unknown 3552
unknown 3673
unknown 3923
unknown 4048
unknown 4256
unknown 4374
unknown 4494
unknown 4760
unknown 4880
unknown 5013
unknown 5143
unknown 5425
unknown 5864
unknown 5990
unknown 6129
unknown 6249
unknown 6381
unknown 6513
unknown 6636
unknown 6754
unknown 6893
unknown 7032
unknown 7154
unknown 7299
unknown 7785
unknown 7900
unknown 8088
unknown 8214
unknown 8862
unknown 9020
unknown 9143
unknown 9274
unknown 9525
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Length Value

398

126
121
121
119
121
129
125
208
118
120
133
120
133
130
141
153
126
139
120
132
132
123
118
139
139
122
145
163
115
188
126
133
158
123
131
118
129

61 64 2e 61 6e 79 6e 65
74 2e 66 70 72 3d 61 64
38 66 65 63 36 63 65 32
65 61 39 35 38 37 33 30
39 63 353062 39 37 31
37 35 64 38 65 64 36 33
39 61 39 66 30 39 0a 61
64 2e 61 6e 79 6e 65 74
2e 72 65 6¢ 61 79 2e 66
61 74 61 6¢ 5f 72 65 73
75 6¢ 74 3d 31 2e 30 Oa
61 64 2e 61 6e 79 6e 65
74 2e 72 65 6¢ 61 79 2e
73 74 61 74 65 3d 30 Oa
61 64 2e 73 6563 75 72
69 74 79 2e 66 72 6f 6e
74 65 6e 64 5f 63 6¢ 69
70 62 6f 61 72 64 3d 31
Oa 61 64 2e 73 65 63 75
72 69 74 79 2e 66 72 6f
6e 74 65 6e 64 5f 63 6¢
69 70 62 6f 61 72 64 5f
66 69 6¢ 65 73 3d 31 Oa
61 64 2e 736563 75 72
69 74 79 2e 66 72 6f 6e
74 65 6e 64 5f 63 6¢ 69
70 62 6f 61 72 64 5f 76
65 72 73 69 6f 6e 3d 31
Oa 61 64 2e 73 65 63 75
72697479 2e 70 65 72
6d 69 73 73 69 6f 6e 5f
70 72 6f 66 69 6C 65

75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e

Ascii Completion Count Source Address
ad.anynet.fpr=ad8fec6ce  success or wait 5} 1703D3E
2ea9587

309c50b97175d8ed639a9

f09ad.any

net.relay.fatal_result=1.0

ad.a

nynet.relay.state=0ad.sec

urity

.frontend_clipboard=1ad.

securi

ty.frontend_clipboard_file

s=la

d.security.frontend_clipbo

ard_

version=1ad.security.per

mission_profile

unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 2 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 8 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 2 16F9EC5
unknown success or wait 2 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 3 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 8 16F9EC5
unknown success or wait 8 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 1 16F9EC5
unknown success or wait 3 16F9EC5
unknown success or wait 3 16F9EC5
unknown success or wait 3 16F9EC5

Symbol

WriteFile

WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile

WriteFile
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File Path Offset Length Value Ascii
unknown 9654 129 75 6e 6b 6e 6f 77 6e unknown
unknown 9783 122 75 6e 6b 6e 6f 77 6e unknown
unknown 9905 129 75 6e 6b 6e 6f 77 6e unknown
unknown 11078 117 75 6e 6b 6e 6f 77 6e unknown
unknown 11195 135 75 6e 6b 6e 6f 77 6e unknown
unknown 11330 113 75 6e 6b 6e 6f 77 6e unknown
unknown 11443 119 75 6e 6b 6e 6f 77 6e unknown
unknown 11562 116 75 6e 6b 6e 6f 77 6e unknown
unknown 11797 118 75 6e 6b 6e 6f 77 6e unknown
unknown 12433 169 75 6e 6b 6e 6f 77 6e unknown
unknown 12602 133 75 6e 6b 6e 6f 77 6e unknown
unknown 12735 157 75 6e 6b 6e 6f 77 6e unknown
File Read

File Path Offset
C:\ProgramData\anydesk\system.conf unknown
C:\ProgramData\anydesk\system.conf unknown
C:\ProgramData\anydesk\service.conf unknown
C:\ProgramData\anydesk\system.conf unknown
Analysis Process: AnyDesk.exe PID: 2336, Parent PID: 1860

General

Target ID: 21

Start time: 18:23:32

Start date: 05/08/2022

Path: C:\ProgramData\anydesk\AnyDesk.exe

Wow64 process (32bit): true

Commandline: "C:\ProgramData\AnyDesk\AnyDesk.exe" --control

Imagebase: 0x12a0000

File size: 3829888 bytes

MD5 hash: 1BC5890C9E7BF54B7712E344BOAF9D04

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

File Activities

File Created

File Path Access Attributes

C:\Users\user\AppData\Roaming\AnyDesk

C:\Users\user\AppData\Roaming\AnyDesk\user.conf

File Written
File Path
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

read data or list  device | sparse
directory | file
synchronize

read attributes |  device | sparse
synchronize | file
generic read

Offset Length Value Ascii

3718 38 75 6e 6b 6e 6f 77 6e unknown
3756 126 75 6e 6b 6e 6f 77 6e unknown
3882 175 75 6e 6b 6e 6f 77 6e unknown
4057 122 75 6e 6b 6e 6f 77 6e unknown
4179 80 75 6e 6b 6e 6f 77 6e unknown
4278 164 75 6e 6b 6e 6f 77 6e unknown
4442 122 75 6e 6b 6e 6f 77 6e unknown
4564 125 75 6e 6b 6e 6f 77 6e unknown
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Completion Count Source Address
success or wait 2 16F9EC5
success or wait 2 16F9EC5
success or wait 1 16F9EC5
success or wait 1 16F9EC5
success or wait 1 16F9EC5
success or wait 1 16F9EC5
success or wait 3 16F9EC5
success or wait 2 16F9EC5
success or wait 2 16F9EC5
success or wait 1 16F9EC5
success or wait 1 16F9EC5
success or wait 1 16F9EC5
Length Completion Count Source Address
60 success or wait 1 170402C
343 success or wait 1 170402C
2762 success or wait 2 170402C
455 success or wait 6 170402C
Options Completion Count Source Address
directory file | object name collision 1 16FBAFO
synchronous io
non alert | open
for backup ident
| open reparse
point
synchronousio  success or wait 5] 1715ED6
non alert | non
directory file
Completion Count Source Address
success or wait i 16F9FFO
success or wait i 16F9ECS
success or wait i 16F9ECS
success or wait i 16F9ECS
success or wait i 16F9ECS
success or wait i 16F9ECS
success or wait i 16F9ECS
success or wait i 16F9ECS

Symbol

WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile

WriteFile

Symbol

ReadFile
ReadFile
ReadFile

ReadFile

Symbol

CreateDirect
oryWw

CreateFilew

Symbol

WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile

WriteFile
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File Path Offset Length Value

unknown 4689 126 75 6e 6b 6e 6f 77 6e
unknown 4815 123 75 6e 6b 6e 6f 77 6e
unknown 4938 128 75 6e 6b 6e 6f 77 6e
C:\Users\user\AppData\Roaming\ 0 14 61 64 2e 69 6e 76 69 74
AnyDesk\user.conf 65 2e 63 72 65 61
unknown 5066 109 75 6e 6b 6e 6f 77 6e
unknown 5175 116 75 6e 6b 6e 6f 77 6e
unknown 5291 105 75 6e 6b 6e 6f 77 6e
unknown 5396 118 75 6e 6b 6e 6f 77 6e
unknown 5881 120 75 6e 6b 6e 6f 77 6e
unknown 6128 120 75 6e 6b 6e 6f 77 6e
unknown 6387 116 75 6e 6b 6e 6f 77 6e

File Read

File Path Offset
C:\Users\user\AppData\Roaming\AnyDesk\user.conf unknown
C:\ProgramData\anydesk\system.conf unknown

Analysis Process: cmd.exe PID: 2544, Parent PID: 2440

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

22

18:23:41

05/08/2022
C:\Windows\SysWOW64\cmd.exe

true

Ascii

unknown
unknown
unknown

ad.invite.crea

unknown
unknown
unknown
unknown
unknown
unknown

unknown

Completion

success or wait
success or wait
success or wait

success or wait

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Length Completion
1003 success or wait
455 success or wait

cmd /c echo 31121985west|c:\programdata\anydesk\anydesk.exe --set-password

0x4a0e0000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Offset

Analysis Process: cmd.exe PID: 2548, Parent PID: 2544

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

24
18:23:42

05/08/2022
C:\Windows\SysWOW64\cmd.exe

true

C:\Windows\system32\cmd.exe /S /D /c" echo 31121985west"

0x4a0e0000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

Copyright Joe Security LLC 2022

Length Completion

w P e e

Count Source Address
16F9EC5
16F9EC5
16F9EC5
1703D3E

16F9ECS
16F9ECS
16F9ECS
16F9ECS
16F9ECS
16F9ECS

N N e e N

16F9ECS

Count Source Address

2 170402C
2 170402C

Count Source Address

Symbol

WriteFile
WriteFile
WriteFile

WriteFile

WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile

WriteFile

Symbol
ReadFile

ReadFile

Symbol
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Analysis Process: AnyDesk.exe PID: 2856, Parent PID: 2544

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

25

18:23:42

05/08/2022

C:\ProgramData\anydesk\AnyDesk.exe

true

c:\programdata\anydesk\anydesk.exe --set-password
0x12a0000

3829888 bhytes
1BC5890C9E7BF54B7712E344B0AF9D04

true

true

C, C++ or other language

File Activities

File Created
File Path

C:\Users\user\AppData\Roaming\AnyDesk

File Written
File Path

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Offset

6763

6801

6927

Length

38

126

175

Access Attributes Options

read data or list  device | sparse  directory file |

directory | file
synchronize

Value

20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 20 30 31 3a 32 33
3a 34 35 2e 38 3230 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 20 20 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 20 41 6e 79 44 65
73 6b 20 57 69 6e 64 6f
7773205374617274
7570 20 2a 0d 0a

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036203031 3a3233
3a 34 35 2e 38 32 30 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 20 20 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 20 56 65 72 73 69
6f 6e 20 37 2e 30 2e 37
20 28 72 65 6¢ 65 61 73
65 2f 77 69 6e 5f 37 2e
30 2e 78 20 39 36 66 38
64 38 30 65 61 63 32 37
336139 3134346162
63 63 63 65 32 66 36 36
64 62 63 32 32 30 30 63
63 38 31 64 29 0d Oa

Completion Count Source Address
object name collision 1 16FBAFO
synchronous io
non alert | open
for backup ident
| open reparse
point
Ascii Completion Count Source Address
FrREFX A I X LI XXX K XL gyccess Or walit 1 16F9FFO
o
info 2022-08-06 success or wait 1 16F9EC5
01:23:45.820 cmdif_p
2856 2416
main - * AnyDesk
Windows Startup *
info 2022-08-06 success or wait 1 16F9EC5

01:23:45.820 cmdif_p
2856 2416

main - * Version 7.0.7
(release/win_7.0.x
96f8d80eac273a9144
abccce2f66dbc2200cc81
d)

Symbol

CreateDirect
oryWw

Symbol

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\
AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Offset

7102

7224

7323

7487

7609

Length

122

99

164

122

136

Value

20 20 20 69 6e 66 6f 20
323032322d 3038 2d
3036 20 30 31 3a 32 33
3a 34 35 2e 38 32 30 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 2020 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 204375 73 74 6f
6d 20 43 6¢ 69 65 6e 74
20 28 6e 6f 20 49 44 29
0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 203031 3a 3233
3a 34 35 2e 38 32 30 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 20 20 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 203031 3a 3233
3a 34 35 2e 38 32 30 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 20 20 20 32 34 31 36
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
2050 72 6f 63 65 73 73
207374617274 65 64
2061 74 20 32 30 32 32
2d 30 38 2d 30 36 2e 20
50 49 44 20 32 38 35 36
2e 20 4f 53 20 69 73 20
57 69 6e 64 6f 77 73 20
37 20 28 36 34 20 62 69
74 29 0d Oa

20 20 20 69 6e 66 6f 20

32303232 2d 3038 2d
3036203031 3a3233
3a 34 35 2e 38 32 30 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35

36 20 20 20 32 34 31 36
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 69 6d 70 6¢ 5f 73 65

6¢ 6563 74 6f 72 20 2d

20 75 73 69 6e 67 20 73
73 65 32 20 28 69 6e 74
72 69 6e 73 69 63 73 29
0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036203031 3a3233
3a 34 35 2e 38 32 30 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 20 20 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 53 65 74 74 69 6e 67
20 61 20 6e 65 77 20 70
6173 73 77 6f 72 64 20
66 72 6f 6d 20 63 6d 64
20 6¢ 69 6e 65 2e 0d Oa

Ascii Completion

info 2022-08-06
01:23:45.820 cmdif_p
2856 2416
main - * Custom Client
(no ID)

success or wait 1 16F9EC5

info 2022-08-06
01:23:45.820 cmdif_p
2856 2416
main -

success or wait 1 16F9EC5

info 2022-08-06
01:23:45.820 cmdif_p
2856 2416
main - Process started at
2022-08-06. PID 2856.
OS is Windows 7 (64 bit)

success or wait 1 16F9EC5

info 2022-08-06
01:23:45.820 cmdif_p
2856 2416
impl_selector - using
sse2 (intrinsics)

success or wait 1 16F9EC5

info 2022-08-06
01:23:45.820 cmdif_p
2856 2416
main - Setting a new
password from cmd line.

success or wait 1 16F9EC5

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset

C:\Users\user\AppData\Roaming\ 7745
AnyDesk\ad.trace

C:\ProgramData\anydesk\service.conf 0

C:\ProgramData\anydesk\system.conf 0

Copyright Joe Security LLC 2022

Length Value

109

2898

664

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036203031 3a 3233
3a 34 35 2e 38 32 30 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 20 20 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 62
61 73 65 2e 73 69 67 6e
61 6¢ 2e 68 75 62 20 2d
2031207468 726561
64 73 2e 0d Oa

61 64 2e 61 6e 79 6e 65
74 2e 63 6572 74 3d 2d
2d 2d 2d 2d 42 45 47 49
4e 20 43 45 52 54 49 46
49 43 41 54 45 2d 2d 2d
2d 2d 5c 6e 4d 49 49 43
7144 4343 415a41 43
4151 4577 44 51 59 4a
4b 6f 5a 49 68 76 63 4e
4151454c42514177
47 54 45 58 4d 42 55 47
413155454177 77 4f
5157 35355247 56 7a
61 79 42 44 5¢c 6e 62 47
6C 6C 62 6e 51 77 49 42
63 4e 4d 6a 49 77 4f 44
4132 4d 44 4579 4d 7a
4d 77 57 68 67 50 4d 6a
41 33 4d 6a 41 33 4d 6a
51 77 4d 54 49 7a 4d 7a
42 61 4d 42 6b 78 46 7a
41 56 42 67 4e 56 5c 6e
42 41 4d 4d 44 6b 46 75
65 55 52 6¢ 63 32 73 67
513278 70 5a 57 35 30
4d 49 49 42 49 6a 41 4e
42 67 6b 71 68 6b 69 47
3977 304241514546
41 41 4f 43 41 51 38 41
4d 49 49 42 43 67 4b 43
5c 6e 41 51 45 41 33 6d
39733058743174

61 64 2e 61 6e 79 6e 65
74 2e 66 70 72 3d 61 64
38 66 65 63 36 63 65 32
65 61 39 35 38 37 33 30
39 63 3530 62 39 37 31
37 35 64 38 65 64 36 33
39 61 39 66 30 39 Oa 61
64 2e 61 6e 79 6e 65 74
2e 72 65 6¢ 61 79 2e 66
61 74 61 6¢ 5f 72 65 73
75 6¢ 74 3d 31 2e 30 Oa
61 64 2e 61 6e 79 6e 65
74 2e 72 65 6¢ 61 79 2e
7374 6174 65 3d 30 0a
61 64 2e 73 6563 75 72
69 74 79 2e 66 72 6f 6e
74 65 6e 64 5f 63 6¢ 69
70 62 6f 61 72 64 3d 31
Oa 61 64 2e 73 65 63 75
7269 74 79 2e 66 72 6f
6e 74 65 6e 64 5f 63 6¢
69 70 62 6f 61 72 64 5f
66 69 6¢ 65 73 3d 31 Oa
61 64 2e 73 65 63 75 72
69 74 79 2e 66 72 6f 6e
74 65 6e 64 5f 63 6¢ 69
70 62 6f 61 72 64 5f 76
65 72 73 69 6f 6e 3d 31
Oa 61 64 2e 73 65 63 75
7269 7479 2e 70 65 72
6d 69 73 73 69 6f 6e 5f
70 72 6f 66 69 6¢C 65

Ascii Completion

info 2022-08-06
01:23:45.820 cmdif_p
2856 2416
base.signal.hub - 1
threads.

success or wait 1 16F9EC5

ad.anynet.cert=----- success or wait 1 1703D3E

BEGIN CERTIFICATE----
\nMIICqDCCAZACAQEW
DQYJKoZIhveNAQELBQ
AWGTEXMBUGAL
UEAWWOQWS55RGVzay
BD\nbGlIbnQwIB
cNMjlwODA2MDEyMzM
WWhgPMjA3MjA3
MjQwMTIzMzBaMBkxFz
AVBgNV\nBAMM
DkFueURIc2sgQ2xpZW5
OMIIBIJANBg
kghkiGOWOBAQEFAAOC
AQBAMIIBCgKC
\NAQEA3mMIsOXt1t

ad.anynet.fpr=ad8fec6ce  success or wait 1 1703D3E
2ea9587
309c50bh97175d8ed639a9
f09ad.any
net.relay.fatal_result=1.0
ad.a
nynet.relay.state=0ad.sec
urity
.frontend_clipboard=1ad.
securi
ty.frontend_clipboard_file
s=la
d.security.frontend_clipbo
ard_
version=1ad.security.per
mission_profile

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile
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File Path Offset
C:\Users\user\AppData\Roaming\ 8476 121
AnyDesk\ad.trace

C:\Users\user\AppData\Roaming\ 8597 110

AnyDesk\ad.trace

Length Value

20 20 20 69 6e 66 6f 20
323032322d 3038 2d
3036 20 30 31 3a 32 33
3a 34 38 2e 31 32 39 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 2020 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 62 61
73 65 2e 70 72 6f 74 2e
6a 6f 62 5f 64 69 73 70
61 74 63 68 65 72 20 2d
20 30 20 75 6e 64 65 6¢
69 76 65 72 65 64 20 70
61 63 6b 65 74 73 2e 0d
Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 203031 3a 3233
3a 34 38 2e 31 32 39 20
20 20 20 63 6d 64 69 66
5f 70 20 20 20 32 38 35
36 20 20 20 32 34 31 36
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 54 65 72 6d 69 6e 61
74 65 64 2e 0d Oa

Ascii

info 2022-08-06
01:23:48.129 cmdif_p
2856 2416
base.prot.job_dispatcher
- 0 undelivered packets.

info 2022-08-06
01:23:48.129 cmdif_p
2856 2416
main - Terminated.

File Read

File Path Offset Length
stdin unknown 254
C:\ProgramData\anydesk\service.conf unknown 2762
C:\Users\user\AppData\Roaming\AnyDesk\user.conf unknown 1003
C:\ProgramData\anydesk\system.conf unknown 455
C:\ProgramData\anydesk\service.conf unknown 2898
C:\Users\user\AppData\Roaming\AnyDesk\user.conf unknown 1003
C:\ProgramData\anydesk\system.conf unknown 664
Analysis Process: AnyDesk.exe PID: 2120, Parent PID: 2440

General

Target ID: 26

Start time: 18:23:54

Start date: 05/08/2022

Path: C:\ProgramData\anydesk\AnyDesk.exe

Wow64 process (32bit): true

Commandline: "c:\programdata\anydesk\anydesk.exe" --get-id

Imagebase: 0x12a0000

File size: 3829888 bytes

MD5 hash: 1BC5890C9E7BF54B7712E344BOAF9D04

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

File Activities

File Created

File Path Access Attributes Options

C:\Users\user\AppData\Roaming\AnyDesk

File Written

read data or list  device | sparse
directory | file
synchronize

Copyright Joe Security LLC 2022

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

object name collision

Count Source Address
1 16F9EC5
1 16F9EC5

Count Source Address
1 1598204
1 170402C
1 170402C
1 170402C
1 170402C
1 170402C
1 170402C

Count Source Address

1 16FBAFO

Symbol

WriteFile

WriteFile

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

Symbol

CreateDirect
oryw
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File Path Offset
C:\Users\user\AppData\Roaming\ 8707
AnyDesk\ad.trace
C:\Users\user\AppData\Roaming\ 8745
AnyDesk\ad.trace
C:\Users\user\AppData\Roaming\ 8871
AnyDesk\ad.trace
C:\Users\user\AppData\Roaming\ 9046
AnyDesk\ad.trace
C:\Users\user\AppData\Roaming\ 9168

AnyDesk\ad.trace

Copyright Joe Security LLC 2022

Length

38

126

175

122

99

Value

20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 203031 3a3233
3a 35 37 2e 38 32 36 20
20 20 20 63 6d 64 69 66
5f 69 20 20 20 32 31 32
302020 20 20 39 32 34
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 2041 6e 79 44 65
73 6b 20 57 69 6e 64 6f
7773205374617274
7570 20 2a 0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036 203031 3a3233
3a 35 37 2e 38 32 36 20
20 20 20 63 6d 64 69 66
5f 69 20 20 20 32 31 32
302020 20 20 39 32 34
2020 20 20 20 20 20 20
2020 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 20 56 65 72 73 69
6f 6e 20 37 2e 30 2e 37
2028 72 65 6¢ 65 61 73
65 2f 77 69 6e 5f 37 2e
30 2e 78 20 39 36 66 38
64 38 30 65 61 63 32 37
336139 3134346162
63 63 63 65 32 66 36 36
64 62 63 32 32 30 30 63
63 38 31 64 29 0d Oa

20 20 20 69 6e 66 6f 20
323032322d 3038 2d
3036 20 30 31 3a 32 33
3a 35 37 2e 38 32 36 20
20 20 20 63 6d 64 69 66
5f 69 20 20 20 32 31 32
302020 20 20 39 32 34
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 2a 20 4375 73 74 6f
6d 20 43 6¢ 69 65 6e 74
20 28 6e 6f 20 49 44 29
0d Oa

20 20 20 69 6e 66 6f 20
32303232 2d 3038 2d
3036203031 3a3233
3a 35 37 2e 38 32 36 20
20 20 20 63 6d 64 69 66
5f 69 20 20 20 32 31 32
30 20 20 20 20 39 32 34
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
20 0d Oa

Ascii Completion

Fokkkkkkkkkk ok kk ok *k

success or wait 1 16F9FFO

* ok

info 2022-08-06
01:23:57.826 cmdif_i
2120 924
main - * AnyDesk
Windows Startup *

success or wait 1 16F9EC5

info 2022-08-06
01:23:57.826 cmdif_i
2120 924
main - * Version 7.0.7
(release/win_7.0.x
96f8d80eac273a9144
abccce2f66dbc2200cc81
d)

success or wait 1 16F9EC5

info 2022-08-06
01:23:57.826 cmdif_i
2120 924
main - * Custom Client
(no ID)

success or wait 1 16F9EC5

info 2022-08-06
01:23:57.826 cmdif_i
2120 924
main -

success or wait 1 16F9EC5

Count Source Address

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Roaming\ 9267 164 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 16F9EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:23:57.826 cmdif_i
30362030313a3233 2120 924
3a35372e 38323620 main - Process started at
20202063 6d 64 69 66 2022-08-06. PID 2120.
5f69202020323132 OSis Windows 7 (64 bit)
302020202039 3234
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20
20 20 6d 61 69 6e 20 2d
2050 72 6f 63 65 73 73
2073 74 61 72 74 65 64
2061 74 20 32 30 32 32
2d 30 38 2d 30 36 2e 20
50 49 44 20 32 31 32 30
2e 20 4f 53 20 69 73 20
57 69 6e 64 6f 77 73 20
37 20 28 36 34 20 62 69

74 29 0d Oa
C:\Users\user\AppData\Roaming\ 9431 122 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 16F9EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:23:57.826 cmdif_i

30362030313a3233 2120 924
3a35372e38323620 impl_selector - using
20202063 6d 64 69 66 sse2 (intrinsics)
5f 69 20 20 20 32 31 32

302020 20 20 39 32 34

20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20

20 69 6d 70 6¢ 5f 73 65

6c 65 63 74 6f 72 20 2d

2075 73 69 6e 67 20 73

73 65 32 20 28 69 6e 74

72 69 6e 73 69 63 73 29

0d Oa
C:\Users\user\AppData\Roaming\ 9553 109 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 16F9EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:23:57.826 cmdif_i

30362030313a3233 2120 924
3a35372e 38323620 base.signal.hub - 1
2020 20 63 6d 64 69 66  threads.

5f 69 20 20 20 32 31 32

3020 20 20 20 39 32 34

2020 20 20 20 20 20 20

20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 62

61 73 65 2e 73 69 67 6e

61 6¢ 2e 68 75 62 20 2d
2031207468 726561

64 73 2e 0d Oa
C:\Users\user\AppData\Roaming\ 10284 121 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 16F9EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:23:58.263 cmdif_i

30362030313a3233 2120 924

3a35382e 32363320 base.prot.job_dispatcher
20202063 6d 646966 -0 undelivered packets.
5f 69 20 20 20 32 31 32

3020 20 20 20 39 32 34

20 20 20 20 20 20 20 20

20 20 20 20 20 20 62 61

73 65 2e 70 72 6f 74 2e

6a 6f 62 5f 64 69 73 70

61 74 63 68 65 72 20 2d

20 30 20 75 6e 64 65 6¢

69 76 65 72 65 64 20 70

61 63 6b 65 74 73 2e 0d

Oa
C:\Users\user\AppData\Roaming\ 10405 110 20 20 20 69 6e 66 6f 20 info 2022-08-06 success or wait 1 16F9EC5 WriteFile
AnyDesk\ad.trace 323032322d30382d 01:23:58.263 cmdif_i

30362030313a3233 2120 924
3a35382e32363320 main - Terminated.
20 20 20 63 6d 64 69 66

5f 69 20 20 20 32 31 32

3020 20 20 20 39 32 34

20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20

20 20 6d 61 69 6e 20 2d

20 54 65 72 6d 69 6e 61

74 65 64 2e 0d Oa

File Path Offset Length Completion Count Source Address Symbol
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Analysis Process: netsh.exe PID: 2744, Parent PID: 2440

General

Target ID: 27

Start time: 18:23:58

Start date: 05/08/2022

Path: C:\Windows\SysWOW64\netsh.exe

Wow64 process (32bit): true

Commandline: netsh advfirewall firewall add rule name="RDP" dir=in protocol=TCP localport=3389 action=allow
Imagebase: 0x13a0000

File size: 96256 bytes

MDS5 hash: 784A50A6A09C25F011C3143DDD68E729

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: icacls.exe PID: 1004, Parent PID: 1704

General

Target ID: 29

Start time: 18:24:02

Start date: 05/08/2022

Path: C:\Windows\SysWOWe64\icacls.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\system32\ICACLS.EXE" "C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\." /ISETINTEGRITYLEVEL (CI)
(onLow

Imagebase: 0xf00000

File size: 27136 bytes

MD5 hash: 1542A92D5C6F7E1E80613F3466CICE7F

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 2332, Parent PID: 2876

General

Target ID: 31

Start time: 18:24:06

Start date: 05/08/2022

Path: C:\Windows\SyswOWwe64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c rd /s /q "C:\Users\user\AppData\Local\Temp\MW-4a754448-1372-4b62-af77-6f1650246a5a\files"
Imagebase: 0x4aab0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Disassembly

@ No disassembly
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